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I. NATURE AND USES OF THIS ATTACHMENT

1. I, PFC Bradley Manning, along with Defense Counsel, agree that the facts contained in my
statement in support of the providence inquiry are true, susceptible of proof, and admissible in
evidence. The facts in my statement along with the admissions in this attachment to my
statement may be considered by the military judge in determining the providence of my plea of
guilty. The facts may also be considered by the military judge in determining an appropriate
sentence for me.

II. ELEMENTS OF THE CHARGES

2. I admit that the following elements correctly describe what I did and may be used to support
my plea of guilty to the lesser-included offenses of Specification 2, 3, 5,7, 9, 10, 13, 14, and 15
of Charge II and to my plea of guilty to Specification 5 of Charge III:

a) LIO of Specifications 2, 3, 5,7, 9, 10, and 15 of Charge II: Transmitting Defense
Information:

(1) That at or near Contingency Operating Station Hammer, Iraq,

SPECIFICATION 2: between on or about 14 February 2010 and 21 February 2010; the
accused, without authorization, had possession of, access to, or control over: a video file named
“12 JUL 07 CZ ENGAGEMENT ZONE 30 GC Anyone.avi.”;

SPECIFICATION 3: between on or about 17 March 2010 and 22 March 2010; the
accused, without authorization, had possession of, access to, or control over: more than one
classified memorandum produced by a United States government intelligence agency;

SPECIFICATION 5: between on or about 5 January 2010 and 3 February 2010; the
accused, without authorization, had possession of, access to, or control over: more than 20
classified records from the Combined Information Data Network Exchange Iraq database;
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SPECIFICATION 7: between on or about 5 January 2010 and 3 February 2010; the
accused, without authorization, had possession of, access to, or control over: more than 20
classified records from the Combined Information Data Network Exchange Afghanistan
database;

SPECIFICATION 9: on or about 8 March 2010; the accused, without authorization, had
possession of, access to, or control over: more than 3 classified records from a United States
Southern Command database;

SPECIFICATION 10: between on or about 10 April 2010 and 12 April 2010; the accused,
without authorization, had possession of, access to, or control over: more than 5 classified
records relating to a military operation in Farah Province, Afghanistan occurring on or about 4
May 2009;

SPECIFICATION 15: on or about 8 March 2010; the accused, without authorization, had
possession of, access to, or control over: a classified record produced by a United States Army
intelligence organization, dated 18 March 2008;

(Elements Common to all specifications)

(2) the accused willfully communicated the classified records, classified memorandum,
videos, and files described for each specification in element (1) to a person not entitled to receive
it;

(3) under the circumstances, the conduct of the accused was to the prejudice of good order
and discipline in the armed forces or was of a nature to bring discredit upon the armed forces.

b) LIO of Specifications 13 and 14 of Charge II: Fraud and Related Activity With
Computers:

(1) That at or near Contingency Operating Station Hammer, Iraq,
SPECIFICATION 13: between on or about 28 March 2010 and on or about 4 May 2010;
SPECIFICATION 14: between on or about 14 February 2010 and 15 February 2010;
the accused knowingly accessed a computer on a Secret Internet Protocol Router Network.
(2) the accused obtained information that has been determined by the United States

Government by Executive Order or statute to require protection against unauthorized disclosure
for reasons of national defense or foreign relations; to wit:




SPECIFICATION 13: more than 75 classified United States Department of State cables;
SPECIFICATION 14: a classified Department of State cable title “Reykjavik-137;

(3) the accused communicated, delivered, transmitted, or caused to be communicated,
delivered or transmitted the information to a person not entitled to receive it;

(4) the accused acted willfully; and

(5) under the circumstances, the conduct of the accused was to the prejudice of good order
and discipline in the armed forces or was of a nature to bring discredit upon the armed forces.

¢) Specification 5 of Charge III: Violation of a Lawful General Regulation:

(1) That there was in existence a certain lawful general regulation in the following terms:
Paragraph 7-4, Army Regulation 380-5, dated 29 September 2000;

(2) That the accused had a duty to obey such regulation; and

(3) That between on or about 8 January 2010 and on or about 27 May 2010, at or near
Contingency Operating Station Hammer, Iraq, the accused violated this lawful general regulation
by wrongfully storing classified information.

II1. ADMISSIONS

Specification 5 of Charge III: Violation of a Lawful General Regulation

3. Through my training, I was aware of the requirements of Army Regulation 380-5, the
Department of Army Information Security Program regulation to properly store classified
information. I understood that under this regulation, I could be subject to punishment if I
improperly stored classified information.

a. I admit that I knew that there was in existence a certain lawful general regulation in the
following terms: Paragraph 7-4, Army Regulation 380-5, dated 29 September 2000;

b. I admit that I had a duty to obey this regulation; and
c. [ admit that between on or about 8 January 2010 and on or about 27 May 2010, at or near
Contingency Operating Station Hammer, Iraq, I violated this lawful general regulation by

wrongfully storing classified information.

LIO of Specifications 2, 3.5, 7. 9. 10, and 15 of Charge II: Transmitting Defense Information




4. 1 understood that [ was prohibited, without proper authorization, from knowingly, willfully, or
negligently disclosing classified or sensitive information to unauthorized persons.

a. I admit that at or near Contingency Operating Station Hammer, Iraq,

SPECIFICATION 2: between on or about 14 February 2010 and 21 February 2010; that I
did, without authorization, have possession of, access to, or control over: a video file named “12
JUL 07 CZ ENGAGEMENT ZONE 30 GC Anyone.avi.”;

SPECIFICATION 3: between on or about 17 March 2010 and 22 March 2010; that I did,
without authorization, have possession of, access to, or control over: more than one classified
memorandum produced by a United States government intelligence agency;

SPECIFICATION 5: between on or about 5 January 2010 and 3 February 2010; that I did,
without authorization, have possession of, access to, or control over: more than 20 classified
records from the Combined Information Data Network Exchange Iraq database;

SPECIFICATION 7: between on or about 5 January 2010 and 3 February 2010; that I did,
without authorization, have possession of, access to, or control over: more than 20 classified
records from the Combined Information Data Network Exchange Afghanistan database;

SPECIFICATION 9: on or about 8 March 2010; that I did, without authorization, have
possession of, access to, or control over: more than 3 classified records from a United States
Southern Command database;

SPECIFICATION 10: between on or about 10 April 2010 and 12 April 2010; that I did,
without authorization, have possession of, access to, or control over: more than 5 classified
records relating to a military operation in Farah Province, Afghanistan occurring on or about 4
May 2009;

SPECIFICATION 15: on or about 8 March 2010; that I did, without authorization, have
possession of, access to, or control over: a classified record produced by a United States Army
intelligence organization, dated 18 March 2008;

(Elements Common to all specifications)

b. I admit that I willfully communicated the classified records, classified memorandum,
videos, and files described for each specification in element (1) to a person not entitled to receive
it;

c. [ admit that under the circumstances, my conduct was to the prejudice of good order and
discipline in the armed forces or was of a nature to bring discredit upon the armed forces.




LIO of Specifications 13 and 14 of Charge II: Fraud and Related Activity With Computers
5. T understood that I was prohibited, without proper authorization, from knowingly, willfully, or
negligently disclosing classified or sensitive information to unauthorized persons.

a. I admit that at or near Contingency Operating Station Hammer, Iraq,

SPECIFICATION 13: between on or about 28 March 2010 and on or about 4 May 2010;
SPECIFICATION 14: between on or about 14 February 2010 and 15 February 2010;
I knowingly accessed a computer on a Secret Internet Protocol Router Network.

b. I admit that I obtained information that had been determined by the United States
Government by Executive Order or statute to require protection against unauthorized disclosure
for reasons of national defense or foreign relations; to wit:

SPECIFICATION 13: more than 75 classified United States Department of State cables;

SPECIFICATION 14: a classified Department of State cable title “Reykjavik-13”;

c. I admit that I communicated, delivered, transmitted, or caused to be communicated,
delivered or transmitted the above referenced information to a person not entitled to receive it;

d. I admit that I acted willfully; and

e. I admit that under the circumstances, my conduct was to the prejudice of good order and
discipline in the armed forces or was of a nature to bring discredit upon the armed forces.
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