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Headquarters
United States Central Command
MacDill Air Force Base, Florida 33621

Regulation
Number 380-14

UNITED STATES CENTRAL COMMAND
SECURITY CLASSIFICATION GUIDE 0501

1. Purpose. This guide establishes the basic policies for proper
classification, downgrading, and declassification of information
related to the operations, facilities, communications, data
collection and processing, warning, and other information
pertaining to United States Central Command (USCENTCOM) and its
components during normal periods and deployments for exercises and
operations. This guide supercedes USCENTCOM Security
Classification Guide 9901, dated 1 February 1999.

2. Applicability. This guide applies to the Headgnarters,
USCENTCOM; its components; and those government agencies, civilian
contractors, and personnel involved in the activities of USCENTCOM.

3. Authority. The Original Classification Authority (OCA) for
this guide is Lieutenant General Lance L. Smith, Deputy Commander,
USCENTCOM. This classification guide reflects changes required by
Executive Order (EQ) 13292 dated 28 March 2003, “Further Amendment
to Executive Order 12958, as Amended, Classified National Security
Information”, and the Information Security Oversight Office (IS0OQ)
Directive 1, 22 September 2003. Changes in classification markings
are required in accordance with EO 12958, as amended. The
classification authority for information covered under this guide
shall be cited as shown below, along with the appropriate
declassification instructions.

DERIVED FROM: USCENTCOM Security Classification
Guide 0501, Dated: 1 January 2005

4. Effective Date. This guide is effective upon'receipt.

*This is a new regulation
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5. Conflict/Changes. If this security classification guidance
imposes impractical controls, or if changes are deemed
appropriate, the U.S. government activity or civilian contractor
organization concerned should forward recommendations and
supporting rationale to the USCENTCOM SSO. Submission of such
recommendations will not constitute authority to reclassify
information and will not become an official change unless
published as an update to this guide with the concurrence of the
OPR.

6. Use and Reproduction of this Guide. This guide shall be
used to determine the levels of the security classification to
be assigned to information, systems, programs, plans, or
projects associated with USCENTCOM. It may be necessary to
consult separate classification guides to determine the degrees
of security classification with respect to individual
systems/subsystems, programs, plans, or projects that are
USCENTCOM related. Reproduction of this guide is permissible.

7. Disclosure of Unclassified Information. DOD considers
disclosure as the transfer of military information through
approved channels to an authorized representative. When certain
details of information are unclassified, it does not authorize
automatic public disclosure. Proposed disclosure of
unclassified information shall be processed through the Public
Affairs Office (CCPA) and/or the Command Information Management
Branch (CCJ6-PB), as appropriate. The term "disclosure"
includes, but is not limited to, any technical data, articles,
speeches, photographs, brochures, advertisements, presentations,
and displays. :

8. Disclosure of Classified Information.

a. To Other Government Agencies. Classified information
regarding USCENTCOM may be disclosed to other DOD components,
Federal agencies, or U.S. industrial facilities, only to
properly cleared persons on a need-to-know basis in accordance
with DOD 5200.1-R and USCENTCOM Regulation 380-1. It is the
responsibility of the individual disclosing the information to
verify the recipient’s appropriate security clearance and need-
to-know.

b. To Foreign Nationals. Classified information pertaining
to USCENTCOM-related matters will not be disclosed to foreign
nationals, foreign governments, or international organizations
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without proper authorization per the National Disclosure Policy
and USCENTCOM Regulation 380-5, upon coordination with CCJ2-FDO,
the appropriate Director/Chief of Special Staff, and their
designated Foreign Disclosure Representative.

c¢. Limitations. This guide should not be construed to
allow the disclosure of proprietary information owned by private
firms or citizens (i.e. patents, copyrights or trade secrets) to
other contractors engaged in projects at USCENTCOM unless
approved by the owner of such proprietary information.

9. Declassification and Downgrading. Information meeting the
classification requirements of this guide shall remain
classified as long as required by national security
considerations. EO 12958, as amended provides uniform
instructions for declassifying and downgrading national security
information, including information relating to defense against
transnational terrorism. These instructions are provided for
each specific topic of information and they are not intended to
be transcribed verbatim. They should be used to determine a
specific date or event for declassification or downgrading.
Specific declassification authority is not required to remark
documents downgraded or declassified in accordance with
instructions provided in this guide.

10. Organization of the Classification Guide (APPENDIX A).

a. Information Revealing. The "INFORMATION REVEALING"
column states precisely the elements of information to be
protected.

b. Classification. The "CLASS" column states which
classification level applies to each element of information
listed under the "INFORMATION REVEALING" column. The markings
listed below are accompanied by descriptive extracts from DoD
5200.1-R:

(1) TOP SECRET. Applied to information, the
unauthorized disclosure of which reasonably could be expected to
cause exceptionally grave damage to the national security that
the original classification authority is able to identify or
describe.

(2) SECRET. Applied to information, the unauthorized
disclosure of which reasonably could be expected to cause
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serious damage to the national security that the original
classification authority is able to identify or describe.

(3) CONFIDENTIAL. Applied to information, the
unauthorized disclosure of which reasonably could be expected to
cause damage to the national security that the original
classification authority is able to identify or describe.

(4) UNCLASSIFIED. Some UNCLASSIFIED information may be
assigned FOR OFFICIAL USE ONLY (FOUQO) status in the "REMARKS"
column. FOUO is not a security classification, but a handling
caveat. DOD 5400.7-R, DOD Freedom of Information Act Program,
contains guidelines for properly marking, handling, and
safeguarding FOUO information.

c. Declassification/Exemption. As of 22 Séptember 2003,
the use of X1, X2, X3, X4, X5, X6, X7, and X8 was no longer
allowed as declassification markings. The "DECLASSIFY ON"
column specifies the date or event for declassification or the
10-year automatic declassification exemption category as
described in DOD 5200.1-R. If the original classification
authority cannot determine an earlier specific date or event for
declassification, information shall be marked for
declassification 10 years from the date of the original
decision, unless the original classification authority
determines that the sensitivity of the information requires that
it shall be marked for declassification for up to 25 years from
the date of the original decision. When deciding how to
complete the “Declassify on” line, an original classification
authority will have the following choices:

(1) A date or event less than 10 years.
(2) A date 10 years from the date of the document.

(3) A date up to 25 years from the date of the
document.

d. Reason. The "REASON" column specifies .the reason for
classification, citing the appropriate category of information
listed in Section 1.4 of EO 13292, as follows:

(1) Military plans, weapons systems, or operations.

{(2) Foreign government information.
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(3) Intelligence activities (including special
activities), intelligence sources or methods, or cryptology.

(4) Foreign relations or foreign activities of the
United States, including confidential sources.

(5) Scientific, technological, or economic matters
relating to the national security, which includes defense
against transnational terrorism.

(6) United States government programs for safeguarding
nuclear materials or facilities.

{7) Vulnerabilities or capabilities of systems,
installations, infrastructures, projects, plans, or protection
services relating to the national security, which includes
defense against transnational terrorism.

{(8) Weapons of mass destruction.

e. Remarks. The "REMARKS" column contains any other
pertinent information for each element of information, as
appropriate, to include downgrading instruction, FOUO
designations, etc.

5
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11. PROPONENT. The proponent of this regulation is the
Director of Intelligence, CCJ2. Users are invited to send
comments and suggested improvements on DA Form 2028 (Recommended
Changes to Publications and Blank Forms) directly to HQ
USCENTCOM, ATTN: CCJ2-SSO, 7115 South Boundary Boulevard,
MacDill AFB, FL 33621-5101, (813) 827-6281/6282 Fax: (813) 827-

5484 (DSN: 651).

OFFICIAL: OHN G. CASTELLAW
: Major General, USMC
Chief of Staff

FOR THE COMMANDER:

ANITA H. WRIGHT

LCDR, USN

Chief, Business Management
Branch

DISTRIBUTION:

Cc (1 EpA), G
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APPENDIX A
USCENTCOM Security Classification Guide 0501

380-14

MANPOWER, PERSONNEL, AND ADMINISTRATION (CCJl)

Information revealing

Classification

Declassification

Reason

Remarks

Country clearance
requests

9)

N/A

N/A

Will become
classified if
specific classified
information is
included (e.g.,
detailed travel
itineraries of
general/flag
officers, etc.)

Daily personnel
statistics

1 month

1.4(g)

Approximate numbers
of deployed
personnel may be
released by the
CCPA for official
use

A-]1
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INTELLIGENCE AND SECURITY (CCJ2/JICCENT)

Information revealing Classification | Declassification Reason Remarks

Information concerning S 10 years 1.4(c) May be classified

CI/HUMINT and other higher if it

sensitive intelligence incorporates

sources and methods information of a
higher
classification or by
direction of the
ICCJ2 OCA

Intelligence of 10 years 1.4(c) If the source is not

information obtained identified

from CI/HUMINT

Intelligence exchange S 10 years 1.4(b) /

agreements 1.4(c)

Products of analysis S 10 years 1.4(c) May be classified

by USCENTCOM higher if it

intelligence analysts incorporates

: information of a
higher
classification or by
direction of the
CCJ2 Oca
A-2
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SECURITY (CCJ2-S30)
Information revealing Classification |Declassification Reason Remarks
Approved modifications C Upon completion 1.4(g)
to the requirements of of operation
DOD 5200.1-R during
operations
Damage assessments C 10 years 1.4(g) May be classified
conducted pursuant to higher based on
the loss or compromise content
of classified
information
Exploitable information c Upon correction, 1.4(g)
or persconnel security elimination of
weaknesses in OCONUS weakness, or 10
areas years, whichever
is sooner
General security U N/A N/A
countermeasures
Loss of classified c Upon regaining 1.4(qg)
material custody of
material or
following
completion of
damage
assessment,
whichever is
later
Weaknesses in the c Upon correction 1.4(g)
application of security of weakness or
measures for completion of
safeguarding classified the operation,
information during whichever is
operations, in OCONUS sooner
locations, or during
periods of increased
threat

A-3
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SYSTEMS (CCJ2-S)

Information revealing Classification |Declassification Reason Remarks
ALE password TS Upon change 1.4(a) SCI
COLISEUM password TS Upon change 1.4(a) SCI
DAWN/HOCNET password S Upon change 1.4(a)

GALE password TS Upon change 1.4(a) SCI
JWICS LAN/WAN user ID U N/A N/A

IJWICS LAN/WAN password TS Upon change 1.4(a) SCI
tRMS password TS Upon change 1.4(a) SCI
SAFE password TS Upon change 1.4(a) SCI
Virus/network S Once neutralized 1.4(qg)

intrusions

IXDITDS password TS Upon change 1.4(a) SCI

A-4
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OPERATIONS (CCJ3)
Information revealing Classification |Declassification Reason Remarks
Exercises (CCJ3-E) Separate
classification

guidance shall be
issued by CCJ3-E for
exercises. CCJ3-E
will issue a by-
country yearly guide
or a guide for each
specific exercise.
For further
information, contact
CCJ3-E

A-5
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STRATEGIC DEPLOYMENT (CCJ3-S).
Information Classification | Declassification Reason Remarks
revealing
C-Date/calendar date C 3 years after 1.4(a)
association completion
Concept of S 1 year after 1.4 (a) Confidential upon
operations completion execution
Exercise name U N/A N/A
Exercise/operation S Upon execution 1.4(a) If classification/
location declassification
instructions are not
specified by JCS/HN
Exercise/operation S Upon execution 1.4(a) / |If classification/
name associated with 1.4(d) declassification
host nation (HN) instructions are not
specified by JCS/HN
Exercise/operation S Upon execution l1.4(a) If classification/
name associated with declassification
participating units instructions are not
specified by JCS/HN
Operation code words S 1 year after 1.4 (a) Confidential upon
completion execution
Participation of a U N/A N/A
specific individual
in operation
Participating units, S Upon execution 1.4(a) If classification/
including types, or following declassification
vulnerabilities, release by instructions are not
locations, national command specified by JCS/HN
guantities, authorities,
readiness status, whichever is
deployments, sooner
redeployments, and
details of movement
of U.S. and friendly
forces in operation
Information Classification | Declassification Reason Remarks
revealing
Jnits/HN association S 1 year after l1.4(a) / |Confidential upon
completion 1.4(d) execution
A-6
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LOGISTICS AND ENGINEERING (CCJ4/7)
Information Revealing Classification |Declassification Reason Remarks
Analysis and impact of all o Upon completion 1.4(d) / |Negotiations
USCENTCOM AORs of mission 1.4(qg) of
construction
projects,
ATK, customs
issues, etc
Bilateral OPLAN execution o 10 years or upon | l.4(a) /
logistics and support completion of 1.4(d)
requirements with AOR project,
partners whichever is
sooner
Characteristics of U.S. S 10 years 1.4(a) May be
weapons and related classified
sustainability higher upon
direction of
an OCA
Deployment/redeployment of C Upon completion 1.4(a) / ([May be
units of mission or 1.4(qg) classified
following higher upon
release by direction of
national command the CCJ4/7
authorities, oCA
whichever is
sooner
Force protection threat S Upon completion 1.4(qg) Includes
analysis of mission intelligence
efforts and
threat
weapons
Identification of forward S 10 years 1.4(a) / |Purpose of
headquarters 1.4(qg) facility is
classified.
Description
as school
house™" 1is
unclassified.
A-7
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LOGISTICS AND ENGINEERING (CCJ4/7) Cont.
Information Revealing Classification |Declassification Reason Remarks
JAl fuel inventory S 10 years or upon 1.4(qg) Classified when
completion of inventory is
mission, related to days
whichever is of war supply
sooner
MOBSTR-B S Upon completion 1.4(qg) Location/
of mission capabilities of
relay system for
U2
Movement of ammunition, c Upon completion l1.4(a) / |May be
aircraft, personnel, of mission 1.4(qg) classified
units, or communications higher upon
equipment direction of an
OCA
Movement of sensitive or c Upon completion | 1.4(a) / |May be
critical of mission 1.4(qg) classified
supplies/personnel higher upon
direction of the
CCJ4/7 OCA
Number of aircraft in AOR S Upon completion 1.4(qg) Coalition
of mission aircraft report
(If
classification/
declassification
instructions are
not specified by
JCS/HN)
Proposed U.S. positions or C Upon completion | 1.4(a) / |Negotiations of
strategy of negotiations of mission 1.4(d) construction
projects,
assistance in
kind (AIK),
customs issues,
etc.
War reserve stockage data S 10 years 1.4(a) /
1.4(g)
A-8
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PLANS AND POLICY (CCJ5)
Information Revealing Classification | Declassification Reason Remarks
Beddown sites ] 10 years or upon 1.4(a)
plan execution,
if executed
Capabilities-based S 10 years 1.4 (a)
munitions requirements
Chemical/bioclogical S 10 years 1.4(a) /
weapons and 1.4(h)
proliferation plans
Command and control U N/A N/A
relationships
Commander's intent S 10 years 1.4 (a) Confidential upon
plan execution
Deception plans for TS 10 years 1.4(a)
operations
Defended assets list ) 10 years 1.4(a)
(DAL)
Essential elements of S 10 years 1.4 (a) Complete detailed
friendly information list
(EEFI)
Force lists S 10 years 1.4(a) Confidential upon
plan execution
HN participation S 10 years or upon | 1l.4(a) /
plan execution, 1.4 (b)
if executed
Joint monthly readiness S 10 years 1.4(a)
review (JMRR)
A-9
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PLANS AND POLICY (CCJ5) Cont.
Information Classification | Declassification Reason Remarks
Revealing
Location and U N/A N/A
designation of
USCENTCOM
representatives
Mission statements S 10 years 1.4(a) Confidential upon
plan execution
NBC operations S 10 years l.4(a)/1.4¢
h)
Plan briefs S 10 years 1.4(a)
Plan phasing S [ﬁ 10 years l.4(a)
Planning directives S 10 years 1l.4(a) Confidential upon
plan execution
Planning milestones, U N/A N/A
internal suspense
dates
Rules of engagement S 10 years or upon l1.4(a)
plan execution,
if executed
Strategic concepts S 10 years 1.4(a)
TPFDD plan U N/A 1.4¢(a)
identifiers, except:
- Aggregate U N/A N/A
tonnage/pax
- U.S. unit name and U N/A N/A
destination com ined
(except SOF)
- U.S. unit name U N/A N/A
with EAD/LAD
- U.S. unit name U N/A N/A
with UIC/ULN
A-10
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PLANS AND POLICY (CCJ5) Cont.
Information Revealing Classification |Declassification Reason Remarks
- ULN and destination U N/A N/A
-'ULN and EAD/LAD U N/A N/A
- Origin, UIC, and ULN U N/A N/A
- Flight plans for U N/A N/A
logistics support
War plan short title S 10 years 1.4(a)
combined with long
title
War plan short title or U N/A N/A
long title standing
alone
A-11
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DELIBERATE WAR PLANS

(CCI5-P)

Information revealing

Classification

Declassification

Reason

Remarks

Characteristics of U.S.
weapons and related
sustainability

S

10 years

l.4(a)

May be classified
higher upon
direction of an
OCA

Communications
effectiveness,
sustainability,
limitations

10 years

1.4(a)

Concept of operations
including order of
battle, execution
circumstances, operating
locations, resources
required, tactical
maneuvers, deployments,
actions and objectives

10 years

1.4(a)

Confidential upon
plan execution

DEFCON meaning and status

10 years

Synchronization matrices

10 years

Plan(s) timelines

10 years

Flexible deterrent
options

10 years

Estimates of operational
effectiveness of
intelligence,
counterintelligence,
rescue, and
reconnaissance

10 years

A-12
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DELIBERATE WAR PLANS (CCJ5-P) Cont.
Information revealing Classification [Declassification Reason Remarks
Limitations and S 10 years 1.4(q)
vulnerabilities of U.S.
forces in the combat
area
Location, itineraries, S 10 years 1.4(a) Confidential upon
and travel modes of key execution of VIP
U.S. and friendly travel
military and civilian
leaders
Nuclear weapons; S 10 years 1.4(a) /
potential use of | 1.4(h)
Operation code words S 10 years l1.4(a)
Participating units, S 10 years 1.4(a) Confidential upon
including types, plan execution
vulnerabilities,
locations, quantities,
readiness status,
deployments,
redeployments, and
details of movement of
U.S. friendly forces
Plan classification C 10 years or upon 1.4(a)
guide plan execution,
if executed
Planning assumptions S 10 years or upon 1.4(a)
plan execution,
if executed

A-13
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DELIBERATE WAR PLANS (CCJ5-P) Cont.
Information revealing Classification |Declassification Reason Remarks
Status and details of S 10 years l.4(a) /
U.S. alliances, 1.4(d)

including status of
forces, deployment
rights, privileges,
airfield use, and port

availability

Friendly centers of S 10 years 1.4 (a)
gravity

War termination S 10 years l.4(a)

objectives

End state of plan S 10 years 1.4(a)
Target area weather S 10 years or upon 1.4(a)
information plan execution,

if executed

Top-secret options; TS 10 years 1.4(a)
discussion of

Limitations and S 10 years 1.4(g)
vulnerabilities of U.S.

A-14
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COMMAND AND CONTROL, COMMUNICATIONS, AND COMPUTER SYSTEMS (CCJ6)
Information revealing Classification |Declassification Reason Remarks
Communications networks, S When superceded |1l.4(a) /
users, frequencies, call 1.4(qg)
signs, HJ times, and
identification of net
control stations
COMSEC C 10 years 1.4(q)
incidents/violations
Composite list of COMSEC C 10 years 1.4(c)
short titles
Cryptology S 10 years 1.4 (c)
Communication outages S Upon restoration 1.4(qg)
that degrade command and of capability
control capability
Scheduled down times of S 10 years 1.4(qg)
communications systems
GCCS User 1ID 6] N/A N/A
GCCS Password S When changed 1.4(a)
Specific locations of S Upon 1.4(a) /
deployed communications redeployment 1.4(qg)
units
Specific locations or S 10 years 1.4(d)
countries planned for
employment of elements of
Defense Communications
Systems - Central Area
(DCS-CAa)
A-15
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COMMAND AND CONTROL, COMMUNICATIONS, AND COMPUTER SYSTEMS (CCJ6) Cont.
7

Information revealing

Classification

Declassification

Reason

Remarks

Specific locations or
countries in which DCS-
CA are employed

S

10 years

Details revealing
specific units
supported by DCS-CA

10 years

Details revealing force
locations, by type, for
war plan employment of

DCS-CA

10 years

Specific locations or
countries in the AOR in
which communication
equipment is identified
as supporting the DCS~
CA

10 years

1.4(d)

Identification of an
operational shortfall
or limitation In war-
fighting capabilities
of DCS-CA

Upon correction

1.4(g)

Details of the
capability required to
achieve the initial
operational capability
of DCS-CA

Upon full
operational
capability

1.4(g)

A-l16
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COMMAND AND CONTROL, COMMUNICATIONS, AND COMPUTER SYSTEMS (CCJ6) Cont.

Information revealing

Classification {Declassification

Reason

Remarks

A description of the
DCS-CA system and
details of the
capability required to
achieve full
operational capability

U

| N/A

N/A

A description of the
composition of a DCS-CA
node at full
operational capability

N/A

N/A

Characteristics of the
DCS-CA

N/A

N/A

Cost/Budget data on the
DCS-CA

N/A

N/A

Identification of the
agencies responsible
for the various aspects
of system acquisition,
implementation,
operation, and
maintenance

N/A

N/A

Required capability
dates, initial
operational capability,
and full operational
capability dates

N/A

N/A

Frequencies lists

N/A

N/A

Contingency and
Operational Joint
Communications
Electronics Operating
Instructions (JCEOI)

When superceded

1.4(a)

Unclassified for
training within the
U.s. Releasable to
MNF when part of
Coalition

A-17
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COMMAND AND CONTROL, COMMUNICATIONS, AND COMPUTER SYSTEMS (CCJ6) Cont.
Information revealing Classification | Declassification | Reason Remarks
Frequency lists used in S When superseded | 1.4(a) |List of
the AOR associated with frequencies alone
the location/coordinates, are Unclassified
date/times of use,
operating units, and
detailed purpose of the
frequency (Example: Force
Protection Net)

Frequency lists used in U N/A N/A Information

the AOR required for required to be

coordination with the host released is

nation may only be considered FOUO

associated with the (DOD 5400.7-R)

location/coordinates,

date/times of use of the

frequency (Example: Land

Mobile Radio

Communications)

Joint Restricted Frequency S When superceded | 1.4(a) |Releasable to MNF

Listings (JRFL) / when part of the

1.4(c) |Coalition.
Determined by
Command Electronic
Warfare Officer
(EWO)
A-18

FOR OFFICIAL USE ONLY




380-14
RESOURCES AND ASSESSEMENT (CCJ8-AR)

[Information revealing Classification |Declassification Reason Remarks
Products of analysis by S 10 years 1.4(a) May be classified
USCENTCOM operations higher if it
research analysts incorporates

information of a

higher
classification or
upon direction of an

OCA
Requirements documents S 10 years l.4(a) /
identifying USCENTCOM 1.4 (b)
future operational / 1.4
needs in support of CDR (e) /
USCENTCOM strategy 1.4 (g)
A-19
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SCIENTIFIC ADVISOR (CCJ8-TI)
Information revealing Classification | Declassification Reason Remarks
Vulnerabilities of new S 10 years or upon | 1.4(e) /
military technologies correction, 1if 1.4(qg)
corrected
New operational concepts S 25 years 1.4(e)
based on application of
new technologies
Requirements documents S 10 years 1.4(qg)
identifying critical
military deficiencies
A-20
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COMMAND GROUP (CCCC)

Information revealing Classification |Declassification Reason Remarks

Detailed travel S Upon completion | 1.4(a) / |Classified when

itinerary of USCENTCOM of travel 1.4(qg) information reveals

Commander name/title
associated with
dates/times or
locations

Detailed travel c Upon completion | 1.4(a) / |Classified when

itineraries of of travel 1.4(qg) information reveals

General/Flag officers
and civilian equivalent

name/title
associated with
dates/times or
locations

A-21
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Security Classification Guide
for

Joint Improvised Explosive Device Defeat Organization (JIEDDO)

Date:

Approved By:

Michael D. Barbero, LTG
Director
Joint IED Defeat Organization

Issued By: Joint IED Defeat Organization
5000 Army Pentagon
‘ Washington, DC 20310-5000
Action Officer: Mr. John E. Nimitz

Security Officer/SSR
Joint IED Defeat Organization
703-601-4744
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1. PURPOSE

This Security Classification Guide (SCG) is a living document that provides guidance
and instructions on the classification, marking and distribution of information involved in
the development and eventual employment of tactics, techniques, procedures (TTP)
and technologies that enable the Joint Improvised Explosive Device Defeat (IED)
Organization (JIEDDO) to defeat the IED threat. This SCG addresses security
measures to safeguard developmental efforts within the organization as well as already
developed end items that require ongoing protection measures. As the organization
matures, JIEDDO will update the SCG to address additional IED defeat developmental
efforts requiring protection. Future revisions to this SCG will update declassification
dates in light of fielding dates and other program milestones, as well as technology
commercialization and/or obsolescence. Any suggested changes or updates to this
SCG will be provided in writing to the Office of Primary Responsibility (OPR) as
indicated in paragraph three.

2. AUTHORITY

This SCG is issued under authority of Executive Order (E.O.) 12958, as amended 25
March 2003, and DoDI 5200.1-R (Information Security Program). This SCG constitutes
authority and may be cited as the basis for classification, downgrading, or
declassification of material related to the JIEDDO activities in support of DoD Directive
2000.19E, Joint Improvised Explosive Device Defeat. Unless otherwise noted,
information or material identified as CLASSIFIED by this SCG is classified by authority
of the JIEDDO Original Classification Authority identified on the title page.

3. OFFICE OF PRIMARY RESPONSIBILITY (OPR)

This SCG is issued by and all inquiries for information concerning its content should be
addressed to the Joint Improvised Explosive Device Defeat Organization (JIEDDO),
Attn: Director, 5000 Army Pentagon, Washington DC 20310-5000.

4. CLASSIFICATION CHALLENGES

Questions concerning the content and interpretation of this SCG should be directed to
the issuing activity. If the security classification imposed by this SCG is considered
impractical, documented and justified recommendations should be made through
appropriate channels to the issuing activity. If current conditions, progress made in this
effont, scientific or technological developments, advances in the state-of-the-art or other
factors indicate a need for changes, similar recommendations should be made.

Pending a final decision, the information involved will be protected at either the currently
specified level or the recommended level, whichever is higher. All users of this SCG
are encouraged to assist in improving its currency and adequacy. Any classification
challenges should be brought to the attention of the OPR.
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5. REPRODUCTION, EXTRACTION AND DISSEMINATION

Copies of this SCG and all extracts thereof will be made, stored, and transmitted in
accordance with (IAW) authorized procedures corresponding to the classification of the
information involved. Authorized recipients of this SCG may reproduce, extract, and
disseminate the contents of this SCG, as necessary, for use by specified groups,
including industrial activities that are involved in IED Defeat development, test, or
operations.

6. PUBLIC RELEASE

The fact that this SCG contains certain details of unclassified information does not
permit automatic public release of the information. Proposed public disclosures of the
JIEDDO’s unclassified information regarding the technologies and activities shall be
processed through appropriate channels for approval to publish. Requests for public
release certification must be submitted in accordance with DoD Directive 5230.9
(Clearance of DoD Information for Public Release), DoD Regulation 5400.7 (DoD
Freedom of Information Act Program), and the Industrial Security Manual for
Safeguarding Classified Information (Section 5 Disclosure). Defense contractors,
military members as well as government service employees shall comply with DoD
Manual 5220.22-M (National Industrial Security Program Operational Manual
(NISPOMY)) and other requirements that may be directed by the Government.

Only information that has been reviewed and certified for public release may be
released. However, the decision or authority to release information belongs to the
Public Affairs office. The OPR will process requests for approval as outlined below.

Any proposed release to the public of official information pertaining to the JIEDDO must
be forwarded to the JIEDDO, STRATCOM for review and further processing. The term
“release” applies, but is not limited to, articles, speeches, briefs, papers, photographs,
brochures, advertisements, displays, presentations, etc., on any JIEDDO related
activity. It is incumbent upon defense contractors, or other agencies, to screen all
information submitted by them for the material certification to ensure that it is both
unclassified and technically accurate. Letters of transmittal shall contain certification to
this effect. The number of copies produced, and distribution of the document, must be
strictly controlled until review is completed. If suspected classified information is found
during the review process, all holders of the document will be informed of the degree of
protection required. When doubt exists concering the classified status of a proposed
release pertaining to the JIEDDO, Security will render the final decision. The material
submitted for review must include a valid suspense date, if applicable. Requests for
public release certification, according to DoD Manual 5220.22-M, NISPOM (attachment
to DD Form 441, Security Agreement), must be submitted to the JIEDDO, STRATCOM
for review and further processing. Electronic copies (unless submitted via Secret
Internet Protocol Router Network (SIPRNet}) of the proposed public release material
must be submitted to JIEDDO, STRATCOM at least two weeks before approval is
needed.
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Approval for public release does not necessarily satisfy export-licensing requirements of
the Departments of State and Commerce. Export-controlled material will not be entered
into the security review channels for public release approval to circumvent the licensing
requirements of the Departments of State and Commerce.

Release of Program Data on the World Wide Web: Extreme care must be taken when
considering information for release onto publicly accessible or unprotected World Wide
Web sites. In addition to satisfying all of the aforementioned approval provisions,
owners and/or releasers of information proposed for such release must ensure that it is
not susceptible to compilation with other information to render sensitive or even
classified data in the aggregate. The search and data mining capabilities of Web
technology must be assessed from a risk management perspective. If there are any
doubts, do not release the information!

Release of information to foreign government service employees, international
organizations and/or their representatives: Any military activity or defense contractor
receiving a request for, or proposing to release information on this program will forward
such requests/proposals to the OPR, after compliance with the following:

o Military activities will comply with the National Policy and Procedure for
the Disclosure of Classified Military Information to Foreign Governments
and International Organizations (NDP-1).

o Defense contractors will comply with the Department of State
International Traffic in Arms Regulation (ITAR).

NOTE: Foreign national employees of the contractor or sub-contractor, including those
possessing reciprocal clearances, are not authorized access to classified information
resuiting from or used in the performance of their contract unless authorized in writing
by the OPR. Contractors shall ensure that this SCG, including all applicable standard
security precautions and regulations identified in their DD Form 254, Contract Security
Requirement, are complied with. Prime contractors are responsible for ensuring each of
their subcontractors are aware of, and comply with, these requirements. Material
proposed for release by subcontractors will be routed through their prime contractor.

Release of information to the United States Agencies: Requests witl be submitted to the
OPR.

Release of information at symposia, seminars, and conferences: Requests for such
releases of classified information shall be submitted to the OPR for review and
approval. Material will be submitted a minimum of six weeks prior to proposed release
date in electronic format. Any information authorized for release will reflect that the
work reported upon is sponsored by the DoD. If foreign nationals are expected to be
present at such a conference, the provisions of paragraph 7 below must be followed.
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Use of information or data classified by a foreign government: If information or data has
been previously classified by a foreign government, this information or data will be
classified at a level which will accord at least the same degree of protection as provided
by the foreign government classification. This procedure will be adhered to even though
a higher classification than that normally imposed by the U.S. for the same type of
information will result.

7. FOREIGN DISCLOSURE

Foreign disclosure is the sharing of US classified information with foreign governments
or international organizations in support of established or approved planned
international programs. Any disclosure to foreign officials of information classified by
this SCG shall be in accordance with the procedures set forth in DoD Directive (DoDD)
5230.11, DoDI 5230.27 and National Disclosure Policy (NDP-1). A foreign disclosure
review shall be conducted prior to issuance of any solicitation. This review should result
in a determination regarding which foreign governments and international organizations
(and their industrial entities) will be permitted to participate in the solicitation.

General Release Guidance: Classified information is only released to properly cleared
persons on a need-to-know basis and through government-to-government channels. It
is the responsibility of the individual actually releasing the information to verify that the
recipient is a foreign official authorized to receive classified information on behalf of
his/fher government or international organization and that information has been properly
approved for release. JIEDDO personnel originating materiai classified by this guide
will mark it as it is created in accordance with DoDI 5200.1-R, “Information Security
Program,” January 1997. JIEDDO information developed within combined spaces is
presumed to be releasable to foreign nations represented in those spaces and should
be marked “[CLASSIFICATION}/REL TO USA, [COUNTRY OR ORGANIZATION
CODE]}.” When information is derived from multiple sources, the most restrictive
handling and declassification instructions apply to the derived document. Classified
information not explicitly marked releasable to a particular country shall not be released
without proper authorization from the originating Foreign Disclosure Officer.

According to DoDD 5230.11, under conditions of actual or imminent hostilities such as
Operation Iraqi Freedom or Operation Enduring Freedom, any unified or specified
commander may disclose classified military information (CMI) through TOP SECRET to
an actively participating allied force when support of combined combat operations
requires the disclosure of that information. Under such circumstances, the Chairman,
National Disclosure Policy Committee will issue further guidance determining any
limitations that should be imposed on continuing disclosure of that information. When
an authorized disclosure official (such as a Foreign Disclosure Officer (FDO)) has made
a determination that CMI originated by JIEDDO is releasable under these conditions,
the FDO should mark that information “[CLASSIFICATION}// REL TO USA, [COUNTRY
OR ORGANIZATION CODE]},” and forward an information copy to the JIEDDO FDO.

A foreign disclosure review shall be conducted prior to issuance of any solicitation. This
review should result in a determination regarding their foreign governments and
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international organizations (and their industrial entities) permitted to participate in the
solicitation.

8. FOREIGN GOVERNMENT INFORMATION AND FOREIGN MILITARY SALES

U.S. government information is furnished upon the condition that it will not be released
to other nations without specific authority of the DoD of the United States. Subject
release of information provides that individual or corporate rights originating the
information wili be provided substantially the same degree of security afforded it by the
Department of Defense of the United States.

9. FOR OFFICIAL USE ONLY (FOUO) CAVEAT

For Official Use Only (FOUOQ) is not a security classification. FOUQ information has not
been given a security classification pursuant to the criteria in this SCG, but may be
withheld from the public for one or more of the reasons cited in EO 12958, as amended,
and DoDi 5200.1-R. Information so designated in this SCG that warrants FOUO
markings will be handled and protected in accordance with regulations. The SCG for
Freedom Of Information Act (FOIA) markings is intended solely as a guide. One, none
or all of the suggested FOIA exemptions may apply to particular information depending
on the particular facts of the information being protected or disclosed.

This document contains information EXEMPT
FROM MANDATORY DISCLOSURE under the
FOIA. Exemption(s) ... apply/applies.

ALL Freedom of Information Act (FOIA) exemptions identified in this

SCG:

Number 1. Material appropriately classified by this SCG is similarly exempt from
disclosure as National Security Information under FOIA.

Number 2. Related solely to the internal personnel rules and practices of the DoD or
any of its components. Records containing or constituting statutes, rules, regulations,
orders, manuals, directives, instructions, and security classification guides. This
classification encompasses “High 2" information (i.e., information that would allow
persons to circumvent or undermine JIEDDO's internal practices) and “Low 2"
information (i.e., information of a trivial administrative nature.)

Number 3. Records protected by another law that specifically exempts the information
from public release. Applicable to technical Controlled Unclassified Information (CUI).

Number 4. Containing trade secrets or commercial or financial information that a DoD

Component receives from a person or organization outside the Government which is

likely to cause substantial harm to the competitive position of the source, impair the

Government'’s ability to obtain necessary information in the future, or impair some other
7
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legitimate Government interest. Some examples: Commercial or financial information
received in confidence in connection with bids, contracts, or proposals; statistical data
and commercial or financial information concerning contract performance, income, etc.;
personal statements given in the course of inspections, investigations, or audits;
financial data provided in confidence by private employers in connection with locality
wage surveys; scientific and manufacturing processes or developments concerning
technical or scientific data or other information submitted with an application for a grant
or with a report while research is in progress; technical or scientific data developed by a
contractor or subcontractor exclusively at private expense and technical or scientific
data developed in part with federal funds and in part at private expense; computer
software which is copyrighted; or, proprietary information submitted strictly on a
voluntary basis.

Number 5. Subjective evaluations that are reflected in records pertaining to the
decision-making process of an agency. Examples are: advice, suggestions or
evaluations prepared on behalf of the DoD; non-factual portions of evaluations by DoD
component personnel of contractors and their products; information of a speculative,
tentative or evaluative nature; trade secret or other confidential research development;
and portions of official reports on inspection, reports of the IG, audits, investigations, or
surveys pertaining to safety, security, or the internal management, administration or
operation of one or more DoD components.

10. DISTRIBUTION STATEMENT

Distribution statements are required to be placed on all technical documents no matter if
they are classified or unclassified. Export controlled warning notices will be applied only
to technical documents containing critical technology. These notices will be placed on
the front cover or first page of the document. When possible, parts that contain
information creating the requirement for a distribution statement or other warning notice
shall be prepared as an appendix to permit broader distribution of the basic document.

Technical documents contain information (experimental, developmental, engineering
works) that can be used to define an engineering or manufacturing process or to design,
procure, produce, support, maintain, operate, repair, or overhaul material. The
information may be in text, graphic, or pictorial form.

The following statements will be applied to all technical documents as defined as above:

DISTRIBUTION STATEMENT D: Distribution authorized to the
Department of Defense and U.S. DoD contractors (fill in reason)
(date of determination). Other requests for this document shall
be referred to the JIEDDO Security Office.

Reasons for applying distribution D:

8
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Foreign Government Information: To protect and limit distribution in accordance with
the desires of the foreign government that furnished the technical information.

Administrative or Operational Use: To protect technical or operational data or
information from automatic dissemination under the International Exchange Program or
by other means. This protection covers publications required solely for official use or
strictly for administrative or operational purposes. This statement may be applied to
manuals, pamphlets, technical orders, technical reports, and other publications
containing valuable technical or operational data.

Software Documentation: Releasable only in accordance with DoD Instruction 7930.2,
Automatic Data Processing (ADP) software exchange and release.

Transfer of data from SIPR to a CD: Transfer of data from SIPR to a CD: Any data that
needs to be transferred from SIPR to a CD must be done in accordance with US
CYPERCOM CTO 10-133. Currently J6 and STRATCOM are the only authorized
divisions that transfer data. All CD with SIPR Data or higher must bear the proper
security marks (AR 380-5). Any CD(s) that needs to be mailed/hand carried out of the
Polk building must go through JIEDDO Security. For further guidance, please contact
JIEDDO Security.

Critical Technology: To protect information and technical data that advance current
technology or describe new technology in an area of significant or potentially significant
military application or that relate to a specific military deficiency of a potential adversary.
Information of this type may be classified or unclassified; when unclassified, it is export-
controlied and subject to the provisions of DoDD 5230.25. Apply the following notice to
the front cover or title page:

Warning — This document contains technical data whose export is
restricted by the Arms Export Control Act (Title 22, USC, Sec 2751
etc) or the Export Administration Act of 1979, as amended (Title 50,
USC, App 2401 etc). Violations of these export laws are subject to
severe criminal penalties.

Specific Authority: To protect information not specifically included in the above reasons
and discussions, but which requires protection in accordance with valid documented
authority such as executive orders, classification guides, DoD or DoD component
regulatory documents. When filling in the reasons, cite “Specific Authority (identification
of valid documented authority),”

At times, the application of a different distribution statement may be necessary to
facilitate sharing between U.S. government agencies (Distribution Statements B and C)
or to limit dissemination based upon the Director’s discretion (Distribution Statement F).
Further exceptions for the use of another distribution statement shall be submitted to the
JIEDDO Security Office, in writing, with justification.

9
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11. DISCLOSURE OF INTELLIGENCE/THREAT INFORMATION

Data or information relating to threat systems or other intelligence derived material must
bear the security markings of that intelligence/threat material. All dissemination of
intelligence / threat information is controlled by the Director, COIC. Intelligence/threat
information may be reproduced, released to subcontractors, provided instructions, and
procedures approved by the COIC Director. Intelligence/threat information may be
reproduced, released to subcontractors, provided instructions, and procedures
approved by the Senior Intelligence Officer (SIO) are followed. Questions regarding
such releases shall be referred to the SIO.

12. LOSS, COMPROMISE, OR SUSPECTED COMPROMISE

Report the loss, compromise, or suspected compromise of classified JIEDDO
information or material to the JIEDDO Security Office, 703-601-4744, within 24 hours of
the incident.

13. COMPILATION OF INFORMATION.

In some circumstances, classification may be required if the compilation of unclassified
items of information provide an inference that warrants classification. Similarly, a higher
classification may be assigned to a compilation of information if the compilation provides
an added factor that warrants higher classification than that of its component parts.
Ciassification on this basis will be used sparingly, and complete justification of this
classification method will be stated on the title or first page of the document. The
classification and marking process is as follows:

¢ When a document comprises individually unclassified items of
information is classified, by compilation, the overall classification shall be
marked conspicuously at the top and bottom of each page and the
outside front and back covers (if applicable). An explanation of the basis
for classification by compilation shall be ptaced on the face of the
document or included in the text.

» |If portions, standing alone, are unclassified, but the document is
classified by compilation or association, those portions shall be marked
“U” and the document and pages shall be marked with the classification
of the compilation. An explanation of the classification or the
circumstances involved with association must be included.

¢ If individual portions are classified at one level and the compilation is a
higher classification, each portion shall be marked with its own
classification and the document and pages shall be marked with the
classification of the compilation. An explanation of the classification by
compilation is required.
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14. REASONS FOR CLASSIFYING

The reasons for classifying information in this SCG are in accordance with Part I,
Section 1.4, Executive Order 12958 (as amended). They are:

1.4a — Military plans, weapons systems, or operations

1.4b - Foreign government information

1.4d - Foreign relations or foreign activities of the United States, including confidential
sources; scientific, technological, or economic matters relating to national security

1.4 e — Scientific, technological, or economic matters

1.4 g — Vulnerabilities or capabilities of the system, installation, projects, or plans
relating to the national security

15. DEFINITIONS

Classified Performance Capabilities or Limitations: Information that if disclosed

would;

1) damage national security through facilitating adversary denial, degradation,
disruption, deception, or destruction of mission essential or critical system(s), or

2) would require major modifications to an acquisition program or operational
system to maintain the technological advantage of the system during its projected
operational life time.

Compromise a Future Capability: Anything not in the inventory now and is planned to
be developed; not a current capability. Applies to research, development and
acquisition efforts.

Confidential: Shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause damage to national security that the original
classification authority is able to identify or describe.

Critical Information: TBD by the supported organization. Different organizations may
deem information differently as to its criticality. Determination and defense of
information as critical is up to the supported organization.

Critical Program Information (CPIl): Information, technologies, or systems that, unto
themselves, if compromised would degrade combat effectiveness, shorten the expected
combat-effective life of the system, or significantly alter program direction.

Effectiveness of Forces: TBD by supported organization. Usually refers to squad to
division level. Different organizations may deem information differently as to its impact
on the effectiveness of forces. For example; information that may impact the
effectiveness of a Special Forces unit compared to a Battalion is potentially
considerable. Determination and defense of information is up to the supported
organization.
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Effectiveness of Major Forces: TBD by supported organization. Usually refers to
theater level; unified command; combination of Military Departments (MILDEPS).
Different organizations may deem information differently as to its impact on the
effectiveness of major forces. Determination and defense of information is up to the
supported organization.

Enhanced System Capability: An improvement over existing performance or
capabilities found on similar systems.

Low- Level Intelligence Collection Capability: Focused on low- level
counterinteiligence, Human Intelligence (HUMINT) sources, e.g., bartender, “beat cop,”

or low- level detection capability, e.g., unattended ground sensors.

Mission Critical: A mission essential item whose disruption or destruction immediately
degrades the ability of the force to command, control, or effectively conduct combat
operations. For example, disruption or destruction of the mechanism used to fuse a
system-of-systems (e.g., C4ISR) would result in the immediate inability for the separate
system to act in concert as a system-of-systems.

Mission Essential: Those items required to support approved emergency and/or war
plans, and where those items are used to:

1) destroy the enemy or the enemy's capacity to continue war;

2) provide battlefield protection of personnel;

3) communicate under war conditions;

4) detect, locate, or maintain surveillance over the enemy;

5) provide combat transportation and support of men and materiel; and/or
6) support training functions.

National Military Objectives: Protect the United States against external attacks and
aggression; prevent conflict and surprise attack, and prevail against adversaries. These
are the ends of the strategy and help to assure allies and friends, dissuade adversaries,
and deter aggression and coercion while ensuring the armed forces remain ready to
defeat adversaries should deterrence and dissuasion fail. They serve as benchmarks to
assess levels of risk and help to define the types and amounts of military capabilities
required.

National Objectives (for DoD): The aims derived from national goals and interests,
toward which a national policy or strategy is directed and efforts and resources of the
nation are applied.

National Security Strategy (for DoD): The art and science of developing, applying,

and coordinating the instruments of national power (diplomatic, economic, military, and
informational) to achieve objectives that contribute to national security. Also called
national strategy or grand strategy.
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NOFORN: (NOT RELEASABLE TO FOREIGN NATIONALS) Under authority of Director
of Central Intelligence, this marking is used for identified classified intelligence that may
not be released in any form to foreign governments, foreign nationals, foreign
organizations, or non-US citizens without permission of the originator and in accordance
with provisions of DCID 6/7 and NDP-1. Cannot be used with REL TO [country codes]
or EYES ONLY on page markings (when a document contains both NOFORN and REL
TO or NOFORN and EYES ONLY portions, NOFORN takes precedence for the
markings at the top and bottom of the page).

Reveal a National Security Objective: Fact of statement that would reveal an

undisclosed objective or intention— that is covert in nature. Details of how we plan to
achieve national security objectives (primarily planning oriented).

Secret: Shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause serious damage to the national security that the
original classification authority is able to identify or describe.

Senior Leadership: President of the US (POTUS); Cabinet Members, Pentagon
Senior Leadership, etc.

Sensitive Information: TBD by the supported organization. Different organizations
may deem information differently as to its sensitivity. Determination and defense of
information as sensitive is up to the supported organization.

Sensitive Intelligence Collection Capability: To be determined by the user or
developer of that capability.

Significant Impairment: Any characteristic or concept, design or component that
offers a technical disadvantage of enough magnitude to be potentially disruptive in an
operational or advanced system.

State of the Art: The highest level of development, as of a device, technique, or
scientific field, achieved at a particular time. For a system or technology that has no
known baseline to determine its relative level of development, the very nature of it being
the first of a kind, makes it state of the art.

Strategic Advantage: Operational superiority provided via military instruments that
enables one nation or group of nations effectively to control the course of a military or
political situation beyond a battle or engagement.

Strategic Disadvantage: Inverse of strategic advantage (see above definition).
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Tactical Advantage: Operational superiority provided via unit and system performance
and capabilities during battles and engagements planned and executed to accomplish
military objectives assigned to tactical units or task forces.

Tactical Disadvantage: Inverse of tactical advantage (see above definition).

Threaten the Country’s Ability to Wage War: Identification of details of war plans that
would reveal overall objectives or intentions.

Top Secret: Shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to national security
that the original classification authority is able to identify or describe.

Weaken the Country’s Ability to Wage War: Identification of specific details of war
plans in a theater of operation including use of tactical capabilities and mission essential
items.

Significantly Weaken the Country’s Ability to Wage War: Identification of specific

dependencies and objectives in a theater of operation or sub area of a Unified
Command to include strategic capabilities and mission critical items.

Threaten the International Position of the US: Damage US credibility with a foreign
government.

Weaken the International Position of the US: Negative impact to the international
position of the US and its ability to negotiate with foreign governments.

Significantly Weaken the International Position of the US: Inability of the US to
successfully negotiate with a foreign government for a significant period of time.

Unique and Fragile Intelligence Collection Capability: To be determined by the user
or developer of that capability.

14

FOR OFFICIAL USE ONLY













piog uo :parewsog | - -

ATINO 3SN VIDId40 HO4d

8t
)1 (/18 ‘430 “I-4NW) @pinb uoneoyisse|o jeuoiiesado SYIeway 8ag uawdinbs pue
a|qeondde o} 1aja1 ‘suoyelado requos Buipoddns | jauuosiad pale|dal QAA3Ir JO JUswWaAoW
‘sa|dde G 1o/pue z uondwaxa
VviO4 ‘ON04 se a|puey pue 3iew ‘q3I4ISSYIONN 4 uswnsop

Syl Jo alep wody SN SJdONOD Oaaar
‘walsAs 10 | siead o1 Ajsseroag
weiboud ‘uonieiado 8y} 10} HOS YUM 30UBPIOIIR Ul AjISSE|D
‘saldde g so/pue z uondwaxa
VIO4 ‘ONO4 se slpuky pue jiew ‘q314ISSYIONN 4 juswindop
S14} 40 B1ep WOy (SEe) (sd11) sainpaosoid

‘walsAs 10 welboisd
‘uonelado ay) 10} IS B} YlIM 30UBPIOIIE. Ul ASSED

sieah g | Aussepoaq

syiewaY 98g

pue sanbiuyoal s,o10e1 aIwoads Oaa3Ir

'13HD3S 918 S1OVOIS PaAlsp Jsieaul |ivy

‘walsAs 10 weiboud ay) 10} HOS ylim 2ourpIodde ul Ajsse|)

SIn)

SyiewWaY 98g

S10VDIS paieldy -a3|

‘saiidde g io/pue ¢ ‘z uondwaxa
- - - - YI04 '0NO4 se-s|puey pus Y1BW-‘QIIFHSSYIONN H

‘WwasAs
10 weiboid ay) 10§ HOS 8y} Ylim aDUBPIOIIE Ul AJISSE(D

JuUsWINoGP - -
Siyl JO aiep woy
sieah g | Apssepaq

T8I

sylewsy 99g

s|ieypoys/saniqedes jeuonesadp

‘s9|idde ¢ 10 ¥ ‘g uondwaxa
VIO4 ‘ONO4 se ajpuey pue yiew ‘q314ISSY1ONN H

‘walsAs
10 weibouid ayl 10} HOHS BUI YIm 83UBPIOII. Ul AJISSB|D)

Jjuawinoop
SIY} Jo 81ep wolyy
sieah 0| Ajisseoaq

syiewaY 88g

jusuodwos

10 wa)sAsqgns ‘walsAs 1esep a3|
ooads pue OAQIIr @Yl YUm paleioosse
sisjawelsed aanoalqo/ploysalyy
aouewiopad Aay Jo uonedIuap|

‘so|dde ¢ 10 ¢ ‘g uondweaxa
V104 ‘ONO4 Sse 8|puey pue yiew ‘G314ISSYIONN

‘walsAs
10 weiboud ayl 10} HOS BUI UM 83UBPIOIIR Ut AJiSSe|D)

uoneaid
JO 81ep WoJ}
sieaA Q1 Alssepaq

S-N

wsuodwod 10 walsAsgns
‘walsAs oij10ads B yum paleioosse
sjuswalnbai [eatuyds) oyoadg

‘sajidde ¢ 10 ¢ ‘2 uondwaxa
VIO ‘ONO4 se s|puey pue yiew ‘Q314ISSYIONN H

uonesid
10 8jep Woly

sylewsay 98S

swalsAs leajap
Q31 pue OAA3Ir ay} 1o} sluswainnbal

‘welsAs | sieah | Apssejoag ay) Buipsebas uonewioyul [ei1sUBD)
10 weiboid 8y} 10} HOS BUI YIM 9IUBPIOIVE Ul AJISSE|D
SHIBWAY uopeing EYER] ENTETE]
SNOILvH3dO oaa3ir
ATINO 3SN IVIOI440 HOA




ATINO 3SN VIJI440 HOA

61
*aouepinb jeuonesado
uodn paseq sjouueyd pajuawiedwod uiylm 10 sjeas| Jaybiy
B payisse|o aq Aew suofeoo| JuswAojdws Jo uonedINISSElD) JuswnIop

‘walsAs 10 weiboud ay) Joy
HDS 89Ul Ylim 80UEPI0IE Ul AJISSEID (UOIBIISSEID JIp0ads
walsAs Jo [euonesado Ue uj pa1aA0d Jou uoleWIoI Ji0adsg

(919 ‘430 ‘I-INW) opinb uonesyisse)s jeuonelado
8|qedljdde 0] 19)91 ‘suonesado Jequiod Bunuoddns

SIY} JO alep wou}
sieah | Ajisse|daQ

syleway 89g

spoylaw
wawAhojdwa welsAs pajelas -q3| ooadg

‘(sendde g pue v 2 ¥)|04 @34ISSYIONN
§) (919 ‘430 ‘I-ANW) @pIin6 uoneoyisse;d jeuonesado
8|qeoiidde o} 19401 ‘suonesado jequiod Buruoddns )

juswinoop
SIUY1 JO alep woly
sieah 0| Ajisse|oaq

SyIeway 98g

SUOIIED0|
wawAodws walsAs pajejas -q3| oyoads

"(seydde g pue v g
VIOd @31dISSYIONN #1) ‘waisAs 10 weiboud ‘uonesado sy}
10} HOS 8y} 10 sBupjiew usNd Yyim aouepIodoe ul Ausse|n

juswnoop
SIyl JO alep woyy
sieah 0| AjissepaQq

suswasnnbal asuabioiul 0ogqgaIr

‘(sandde g pue ¥ ‘g2 vI04 A3IAISSYIONN

¥ ‘5002 Jeqwiedaq 'HIS 10 0QA) 80'0¥2S adoq ol Jejal
a|qejeae st souepinb ou J ~epinb uoneossElD ANUNWWOY
aousbielu sjgeoydde su) yum aosuepiosae ul Ausseln

SyIeway 899

sisAjeue aouabyjaiul
0aa3ir Aq sionpoud sisAjeuy

-2 uondwaxa
VIO4 ‘ON04 Se ajpuey pue ylew ‘g314ISSYIONN H

‘walsAs 1o weiboud *uonesado ay)
10} DS 8Ul Yyim 9oUBPIOIJR L) AJSSE|D ‘apinh uoneoyisse)o
Jeuoliesado ue U paIsAod Jou UoieULIOM! JYDads

(918 ‘430 ‘I-ANW) epinb uoneoyyisse|d jeuolelado
8|qeoydde o} 1841 ‘suoliesado yequoo Buioddns §|

Jjuswnoop
SIyl Jo alep woyy
sieah | Ajissepaq

SyJewWBY 985

UoISSIW pue SIUBWAINbaI Wwes ) piaig

‘2 uondwaxa
ViO4 ‘ON04 se s|puey pue xiew ‘Q314ISSYIONN §I

(018 ‘430 ‘I-INW) @pinb uoilesyisse)d [euonesado
a|qeoydde o} 18431 ‘suopjelado requiod Buioddns

Juswnoop
SIY} O alep woJy
sieah g| Ajisse|oaQ

SyIeWaY 983

syiBuans
pue ‘uofiisodsip ‘uoisodwon wea )| pjai4

“("018 "430 ‘I-ANW) apinb uoneoyisse|d [euonelado
a|qeoldde o) Jage1 ‘suoiielado Jeqwoo Buiuoddns §

SyIrWaY 893

SUOIIBD0| Wea) p(aid4

sel|dde Ajlenualod z w104 AJIISSYIONN

AINO 3SN 1VIDI440 HO4







ATINO 3SN TVIJI440 HO4

e
10 jeanal pjnom uonewlojul Jo ssof )i TYILNIAIANOD
:se pajeal) si apinb uoneolyisse|o
luauodwo? B Ul P2JSA0I JOU UoHeULIoN] d10adg JuBLWINaOp Burweb

*29uepinb eyl yim aouepioosde ul
Aysse|o uay) ‘sisixa aouepinb uopeoyisse|o oioads WlsAS §)

"Swia)sAs 1esep 31 ayvads
JO SaN|IqeIaUINA JO SUOHEHLI JO UOHBIDOSSE ay) ybnoiyy
pajeans) UoeWIOUL JO [9AS] 8y} 0} Buipioaoe Apsse|)

S|yl JO alep woly
siedA g1 Ajisse|oaq

syleway 9ag

{ea1uyda) Jo Buiwes ] pay AQ psjeanal
swalsAsqns 10 sWwalsAs 1Bajep Q3| yum
PaleIdosSSE Salll|Iqelau|NA 10 SUOHRHWII

"Hodai pajeldosse ay) Se |aAd) awes ay) e Asseo spods)
wea| an|g pue wea | pay Jij199ds Yiim paleioosse uayp

"sal|dde Ajjenuajod + V|04 ‘ONO4 Se psjpuey aq |jim
uonewloju Aiojeue|dxs BurAuedwoose ynoyum sadAiojoig

syiewsy 993

sanbjuydal Jo sapow Jeaiy)
mau ajqissod jo sadAiojoid wiesy piai4

"PAAJOAU| UOHELLIOUI BY) JO UONBIIISSE|D

Alnaas ayy uo Juspuadap s| sjnsal pue sue(d Wea}

aNn|q pue wes) paJ JO UONBIYSSE)D DS SiY} 4O SUOII8S
1810 wouy aAleAuap se paleal) s| apinb uoneaisse|o
luauodwo? e uj paISA0I JoU UoleuLIo] Ji0adg

*aouepinb eyl yum souepIoIIe Ul
Ayissejd uay) ‘sisixa aauepinb uonealysse|d oyvads WalsAS J|

"pajesAal UOHBWIIOMI YIM 89UBPIOIJE
ul Ajlssejo — pawea | anig 10 pawes | pay Buiaqg swaisAs
10 SWall Y] Se [9A3| BWES 3y} e PayISSe|d 8q 0} ale synsay

syleway 99g

suodal wea) enjq pue wea) pay

‘sal|dde g uondwaxa vi04 ‘ONQ4 Se ajpuey pue yiep n Buiwes) anjq pue
Buiwes) pas suwiopad OQQIir eyl ey
S)eway uoneing (A9 uswa|3

SNOILOV Wv3l 3N19 ANV a3d

uoIssiw 910D

ATINO 3SN VIOI440 HO4




ATINO 3SN VIJI440 HO4

[44

Aysse|d uayy ‘sisixe aouepinb uoleoisseld oipoads WalsAs J

sieal | Ayssepsq

S}{Jelidy 99S

10} 1E3}9p / UONJ31ap JO abuel WNWIXEW

‘saldde G 10 v ‘g uondwexa
VIO4 ‘ONO4 se alpuey pue yiew ‘g314ISSYIONN 4

"(88-88°'€15S LSNIAVNJO) 9002 ‘Isnbny

8 ‘apinn uoneoyisse|D AlNdag weiboid alepepn 01Uc08|g
921A8G 8AIS0jdXx T pasiaoidw| pajjoJiuoD OIpeY J8IUNos)
JuIof 8y} 01 Jajal ‘walsAs MIYD (1B uo asuepinb 104

sylewsay 99g

walsAsgng 1o WwalsAs (MIHD)

‘soiidde G 10 ¢ ‘2 uondweaxa
ViO4d ‘ONO4 se ajpuey pue yiew ‘3(4ISSYIONN H

"aouepinb 1ey) yum asueplodoe ui
Ajsse|o uay) ‘sisixe aouepinb uojedySSE|O 110ads Wa)SAS J

uawnoop
Siyl Jo 8jep wouj
sieah 0| Ajissejoaq

SyIewWay 985

SwalsAs
1o saniqede 1esyop 3| Buiblawg

‘sa|idde ¢ 1o v uondwaxe
VIO4 ‘ONO04 se ajpuey pue sjew ‘g31diSSYIONN JI

-9ouepInb 1ey) yum aoueploode Ul
Apsse|o uay) ‘sisixa aouepinb uoneolsseld oyoads walsAs Jj

uawnoop
SIY} Jo alep woly
sieak Q| Aisse|oaq

SyIewayY 99g

swalsAsqns 10 swalsAs 1eajap 3| Jo
sanpqeded ay) Buipiebal sjelep oynads

"V UBLIBIEIS UOHNQUISIP VIO YiM

. swalsAsqns
payJew sjuawWnNoop pue ‘aduepinb elpaw pue sases|al ssaid
0QQa3Ir paaoidde pue sjesodoud 1o} sisanbas paiisseloun n 10 ME@WM\_,JW@MW”%MKW%H_ m_mmmcammo
Ul punoj 8q UEBd YdIym 1By} S! UOIIBLLIOUI [BIBURK) t buip W Jut 9
syJeway uonesnqg EYER] usawal3

(M3yD) (epinoy uoneoyisse|D Anoas weibold aiepem 21U0VBE 801AI8S dAISO|dxa pasiaoldul
Pa|[0J1U0J OIpe. JBJUNDD JUIOI BU) Ul PUNO} BJe WIISAS SIYl IO} SUOIBUILLISISP UOIBISSEID (|B 810ja184) PUB SAI| OTd PUB MS Wd JO Aloyine
3yl 18pun sjie} pay ¥OOUBAA o' — UOlIBWLIOJUl PUMO OAQATIr Ueyl Ajuoyiny uonediysse|D [euiBuQ Jualayip e Japun (e} swaisAs yons Auepy)
'swialsAsqns pue swalsAs Jeajap pue uondalep (3| |je ol saiydde uonoes siyl

S3ILMIEVdYD ANV IDONVINHOJHId WILSASENS NV WILSAS oaadir

‘sa(dde g 10/pue ¢ :o:aEmww
VIO4 ‘ONO4 se s|puey pue yiew ‘Q3{4ISSYIONN JI

"abejueApesip jeo119.] B 0] pEs| pjnom Jey) uoljeulloul
|esiuyosl 1o ‘oynualds ‘Buissulbus pue Juswdojaasp
‘yoseasal Jo sSO| 0} Ped| pINom s(ielsp ji 1 3HDIS

‘Aniqedes aininj e asiwo.idwod

ATINO 3SN TvIDI440 HO4




ATINO 3SN VIOI440 HOS

1974

V104 ‘ONO04 se s|puey pue ylew ‘g314ISSYIONN H

‘90ouepInb eyl yum souepIoIdR Ul
Aysse|o uayl ‘sisixa asuepinb uoiieiysse|o oldads Wa)sAs §)

juawnoop
Sy} JO 8lep woiy
sieaA o | Ajisse|naq

50

syJewsy 88

(SJONOD)
suonesadQ jo 1daouon) wajlsAs oyoads

‘sa|idde g 10 y ‘Z uondwaxa
V104 ‘'ONO4 se a|puey pue yiew ‘314ISSYIONN 4

‘a0uepinb jeyl yim souepIodde Ul
Ayisse|o uayl ‘sisixa aouepinb uoieoiisse|d oioads walsAs J|

juawnoop
SiU} JO B1ep Wol}
sieaA 0| Ajisseaq

syleway 89S

sjealy) oyoads Jsuiebe swalsAsqns
10 swa)sAs 1Bajap Q3| JO SSaUBANDBYT

‘saydde g 1o ‘g uondwaxa

VIOd ‘ONO4 Se ajpuey pue jlew ‘A314ISSYIONN
(918 ‘ssuoyd 1190 ‘swuele Jed '6°8) 181unod o} paubisap
aJe swalsAs g3[-D 1eyl sieaiyl jo sapobaled jelsusn)

"aouepinb 1eyl yim aoueploade ul
Aysseo uay ‘sisixa aouepinb uoneoyisse|o oytoads WalsAs ||

syJewsay 88g

sjealy) jesauab Jsuiebe swalsAsqns
10 swialsAs J1eaap (13} JO SSBUBAIBYT

‘aouepinb |euonesado uodn paseq sjauueyd pejuswiedwod
uiyum 1o sjaAs| 1aybiy 1e payisse|o aq ABw Sd|A dtj1oads
109l0id 01 pasn Buiaq swalsAs 3|-D JO uoledlyIsseD
‘afejueApes|p |EJI10B] B 0] PE3| P|N0D UOIBWIOUL JO SSO|

ayi ‘n0s weiboid sy} uo paseq | IHDIIS PBINSSEID SI SHIA
oyoads 10a10id 0} pasn Bulaq ase swalsAs Q3i-0 108} 8yl

‘sa||dde g Jo/pue g uondwaxa |04

‘ONO4 SE ajpuey pue YIew ‘q314ISSYIINN S! uolosiosd
dIA 104 pasn ae swialsAs 03]-0 eyl luswalels [eieusb ay )

*80uepING eyl Yyum 8sueplodde Ul
AJissE}D UYL *sisixa aouepInd uopeoyisse|d Ji0ads WolsAsS Jj

juawnoop
Sy} JO alep woyy
sieaA g | Ajsse|dae(Qq

SIS

syJeway 88g

S.dIA
paweu Ajleoyioads 10830.d 0} pasn aq M

swalsAs jeajop 03 219ads Jeuy) 108} 8y L

‘soydde g 0 ¢ ‘g uondwaxa
V104 ‘'ONO4 Se 8|puey pue ¥ew ‘3|4ISSVYIDONN 4

‘aouepinb eyl yim aouepiosde ul
Ajisse|d uay} ‘sisixa aouepinb uoleoiyisse}o o1ioads Wa)sAs ||

juswnoop
Siyi 4O a1ep woyy
sieah Q| Aysse|dag

SyIeway 8s8g

§8]BJ uoljdvlaQ

‘sa|idde g 10 ¢ ‘g uoiidwaxa
VIO4 ‘ONO4 se s|puey pue ylew ‘Q314ISSYIONN 4§

"gouepinb eyl yiim aoueploode ul

uswnoop
iyl Jo slep woy

wajsAsqns 10 Wa)sAs 1esep g3|

ATINO 3SN VIDI440 HOA




ATINO 3Sn VIdI440 HOA

ve

"20uepInb eyl yim S0UEpIOsJE Ul
Ayisse|o uay) ‘sisixa asuepinb uoleaSSeID SY19ads WBISAS ||

Siy} jo alep woJ}
sieah g | ApsseioaQ

Syleway 995

sigjewreled / sanbiuyoa) bulwwel
Jo Buissaooud [eubis jo spelsp jealuyoa |

‘sayidde ¢ 1o ¥ ‘¢ uondwexs
VIOd ‘ONO4 se ajpuey pue jjew ‘gIi4ISSYIONN J

‘aouepinb eyl yum aouepioodde ul
Apsse|o uayl ‘sisixa 2ouepinb uonesiusselo oyoads WelsAs §|

Juawnoop
SIy} jo ajep woy
sieaA o| Aisseoaq

S)IEWaY 298G

Aniqenoddns
pue ‘Aupqeureijurew ‘Ayjigena)
walsAsqns 10 walsAs jeajep Q3|

‘D0S a|qesldde ay) yim aouepioode ul Ajisseo usyl
‘paljISSEIO 8Je BUUS)UE U JO SJIISLal0BIBYD aouewlopad j

‘so|idde g 10 ¢ ‘2 uondwaxa v|04

‘ONO4 Se a|puey pue yiew ‘a3|4ISSYIONN S! SWolshs
Q31-D 1oy pasn Buiaq ase seuuajue ayoads jey) 1.} ay |

"aouepInb Jeyl yum aoueploode ul
Ayisse|o uay) ‘sisixe aouepinb uolealysselo oyoads WalsAs §|

S)JeWay 8ag

swalsAsgns 10 SwWasAs
1eajap Q3| Yim PaleIoosSSe Seuusiuy

‘sadde Ajenuelod ¥ w04 ‘Q313ISSVIONN M

‘abejueapesip jeoijoe) B 0} pes| pjNoo uoleulIoul
J0 ss0f 8yl — 1 3YD3S st abelsanod wnijoads aius
10 ‘spueq Aouanbayy ‘sajouanbayy Bunesado jenioe jo Bunsi

"aouepInb jeyl yum aouepioodoe Ul
Aysse|o uayl ‘sisixe souepinb uoneayisse|o oioads WalsAs 4|

Juswnoop
Siy} Jo lep wouy
sieah 0| Apsse|oaq

SyJewoy 89S

swalsAs jeajap 3] ouoads
Ylim paleloosse spueq Aouanbai

‘a313ISSYIONN st s1aleweied Bujjesado |enjoe [eaal
jou op jeyl suua) [esauab ul passaidxe spueq Aouanbai4

‘aouepinb eyl yum 9ouepiodde ul
Aysse|o uayl ‘sisixe aouepinb uoneaIsseo oyoads WeisAs j|

SyIBWSY 885

(g pueg / v pueg se yons) suuel [eiauab
ul pessaldxa uaym sabues Aouanbai4

‘saldde G io ¢ ‘g uondwexe
V104 ‘ON0O4 se ajpuey pue yiew ‘q3(4ISSYTONN i

"aouepinb Jey) yim aouepiodde ul
Ayssejo uay) ‘sisixa aouepinb uoiieaijisselo oiynads walsAs j|

juawnoop
SIy} Jo alep woly
sieak 0| Aussejoaq

SyIBWAY 89S

(sdl1 1) seinpaooad
'sanbiuyoal ‘sanoe) walsAs oiloadg

‘salidde G 10 ¢ ‘2 uondwexa

ATINO 3SN vIJI440 HOd




ATNO 3Sn TvIdI440 HOod

Ge

‘sandde G 10 ¢ ‘g uonndwaxa
VvI0d ‘ON0O4 Se 8jpuey pue yiew ‘Q314ISSVYIONN 4l

‘aouepinb Jeyl yum 2ouUBpIOdIE Ul
Ajsse|d uay) ‘sisixa aouepinb uoiieoiyisse|o oioads WalSAS §|

juawnoop
Sy} JO alep wouy
sieak o1 Ayissejoaq

SyJewWaY 98g

(018 ‘swialsAs suodeam

quawdinba uonesiunwwod) juswdinba
18Y10 pue swalsAsqns 10 SwalsAs
1eajap Q3| usamiag Alljigesadolalu|

‘sa||dde G 10 ¢ ‘2 uondwoxa
V104 ‘ONO4 se ajpuey pue ysew ‘g314ISSYIONN JI

"aouepInb eyl yum asuepIodde Ul
Ajssels uayl ‘sisixe aouepinb uoneoyisseo oyoads WalsAs J)

Juawnoop
Siy} Jo ajep woly
sieah p| Aussejoaq

SyIBWAY 898G

SWaISASONS 10 SWalsAs Jeajop
Q31 snoueA uaamiaq Alpqelsadolaiug

‘sa|idde G 10 ¢ ‘g uondwoaxa
VIOd ‘ONO4 Se @jpuey pue yew ‘g3i14ISSYIONN JI

‘aouepinb eyl yim ssueploode ul
Aysse|o uay) ‘sisixa aosuepinb uoeoIISSE|D J10ads WaSAS ||

JuswIN30p
Sy} JO alep wouy
sieah 0| AjisselpaQg

SyIBWAY 898G

abue) uoijoelep
WalSASGNS 10 WIISAS [BaASI PINOM
1By} UoHewLIoUI 18410 10 AAIsuas Indu}

‘saiidde G 10 ¢ ‘g uondwaxa
VIO ‘ONO4 se alpuey pue yrew ‘q314ISSYIONN JI

*20uepInb Jeyl yum 8oueplodde Ul
Aysse|o uay) ‘sisixa aosuepinb uoneolisseo JIyvads WasAs

JuswINOop
Siyl Jo alep woly
sieal p| Ajissejpaq

S)Ieway 89g

uolnesado
jo abue) aAl0a) |RBAB) PINOM Jey)
uoljewoul J1aylo 10 samod IndinQ 44

‘saldde g 10 ¢ ‘2 uondwaxs
VvI04 ‘ONO4 se a|puey pue xyiew ‘g3|4ISSYIONN

‘aouepinb jeyl yum asuepiodde uy
Ajsse|o uay) ‘sisixa asuepinb uonesyisse|o ayivads WalsAs

JuUawINOop
Siy} JO 3jep woly
sieah Q| Apsse|oeq

SyJBWAY 885

Aojdwa 0} walsAsqns
10 wWalsAs 1eaop 03| YdIym aulwialep
0] pasn aJe Jey) SosLaoeIBYD JBaly |

‘sandde G 10 ¢ ‘g uondwexa
VIO4d ‘'ONO4 se s|puey pue jiew ‘g314ISSYIONN J

uswnNoop

ATINO 3SN V101440 HO4







ATINO 3SA TVIJI440 HOd

L2

ViO4 ‘ON04 se s|puey pue xiew ‘d3I4ISSYIONN H
‘Aousby Alunoag [euoiieN 8y} Jo sainpaooid pue saioljod
Ulim 92UBpIoDIR U papienbajes pue paxiew ‘pajpuey oq

Ileys sway oydeiboidAIo pajjonuod pue [eusiew HDISINOD

HdO e

SyIewsy 89S

awdinba pue saiqedes oydeiboidAin

‘saldde G 10 v ‘Z uondwaxa
V104 ‘'ON04 Se ajpuey pue 3iew ‘3I4ISSYIONN H

‘aouepinb 1ey) ylim aoueploode ui
AJSSE|D UBY) ‘Sisixa aduepinb uoneoIsse|d JI0ads Wa)SAS §|

uawnoop
SIyl Jo 91ep wouj
sieah Q| Apsse|oaq

SyJeway 89S

{seyoums pue ‘|lemaly ‘sng |4
A8y ‘WaISAS UOI}0818( UOISNIIU| YIOMISN
‘pIeNY urewWo  SS0I7) 8pnou;l 0])

S|telap |eo1uyds) SOURINSSE UOIIBUIION)

‘saldde ¢ 10 $ ‘g uondwaxs
V104 ‘ON04 Se ajpuey pue 3iew ‘Q3|4ISSYIINN

*80uepINd 1.y} yum souepIoIJE Ul
AYIssel0 uay} ‘sisixa aouepInb uoiledINSSEID dIoads Wa)SAS J)

uawnNaop
SIy} JO ajep woyy
sieah 01 Ajsseloaq

S)leway 99g

8p02 32IN0S 8I/eMUOS

‘sandde ¢ 10 ¢ ‘g uondwaxs
YIO4 ‘ONO4 se 3jpuey pue 3iew ‘Q3I4ISSYIONN #

‘aouepInb 1Byl yunm adueplodde ul
Ayisse uay) ‘sisixa aouepinb uonedlyssed J0ads WaSAS §|

Juswinoop
SIY} Jo alep woyy
sieaA g AjIsse|oaq

SyIeway 89g

8I1Nj0allydie aleMHyos

-sandde G 10 ¢ ‘g uondwaxa
VIO4 ‘'ON04 se a|puey pue yiew ‘Q314ISSYIONN i

‘aouepInb Jeyl yum adueplodde u
Apsse|o uay) ‘sisixa asuepinb uoleoiysseld Jiynads WaISAS §|

Jusawnoop
SIY} JO ajep woyy
sieaA 01 AjIssejoa(Q

Syieway 895

SUOIIOUN) 10MIBU 8INJO8}ILYDIE YIOMIBN

‘saydde G 1o ¢ ‘g uondwaxa
V104 ‘ONO4 se ajpuey pue y1ew ‘q3I4ISSYIONN JI

‘aouepInb 1Byl yum aoueplodde ul
Ajisse|0 uay) ‘sisixa aouepinb uoneoyIsse|d oioads WalsAs §|

uawnoop
Sy} JO alep woly
sieaA g1 Ajissejpaq

syleway 985

MBIA |BOIUYDS] BINIDBHYDIE HIOMISN

‘sa||dde G 10  ‘Z uondwexe
V104 ‘ONO4 se 8jpuey pue yiew ‘a3I14ISSYIONN H

"aouepInb 1ey) yim soueploode Ui
Ayisse|d uay) ‘sisixa aouepinb uoneoiysse|d J1oads WalsAs |

juswinoop
Siy} Jo 8lep woly
sieak 0| AjIsse|paq

SyIeway 89S

MBIA WIBISAS 81N28HYDIE HIOMIDN

‘saldde G 1o ¢ ‘g uondwaxa
VIO4 ‘'ON04 se sjpuey pue yJew ‘g3I4ISSYIONN U

ATINO 3SN VIDI440 HOd













ATINO 3SN TVIDI440 HO4

1€

. . 10 swalsAs 1eajep Q3| YliM paleIdosse
ss|idde z uondwaxa yvi04 ‘ON04 Se 8{puey pue ylew n SUOIEI0] 158} O1HIBAS JO LOHEONLBP|
. . $1S9) WaIsAsgns JO SWalsAs Jeajap
saiidde g uondwaxa 04 ‘ONO4 Se 8|puey pue yew n Q31 104 Sa1EP oWoBds 4O LONEANUBP)

‘saljdde

Allenuaiod g 10 ¥ uondwexa v104 ‘QJI4ISSYTONN ‘H
‘aouepinb jeyl yum aoueplodoe ul )
. : ue|d 1s8) wa)sAsgns
Ayisselo usyl ‘sisixa aouepinb uoneayisseo oyoads WalsAs s)leweay 993 10 wiosAs 180J9p G| 10 SIEIBA

‘pajeanal

UOoIlBWLIOJU YlIM 30UBPI0OdE Ul Ajisselo — palsa) Bulaq

wWall 3y} SE [8A3] 3WEeS By} Je palyisse|d aq 0} st Bunss |

Ss)yJeway uopesnqg EYER] uawa|g

SNOILVNTIVAI ANV 1S31 AHLSNANI

‘sal|dde
Alenuaiod g 1o ¢ uondwaxs v|04 ‘A34ISSYTONN ‘H

‘aouepinb 1eyl yum aouepIodE U
Ajisseo usyl ‘sisixa souepinb uonediysse|o ayoads WalsAS J|

Juswnaop
SiYl JO 9)ep WOl
sieah g| AjissejoaQq

sylewsay 89S

swalsAsqns 10 SWa)sAS Jeajap

@31 oyoads o) sunwiwi 8q ABW YoIyMm

10 pajaa)ap aq jou AW YIIYM Sueaw
uonemu 10 sjeubis BuipseBas uonewiopu)

‘saldde
Allenuaiod g 1o ¢ uondwexa (04 ‘A34ISSYTONN ‘i

‘aouepInb 1ey] ylim aouepIoooe uj
Aysseqo usyi ‘sisixa souepinb uoieaysse|o ayads WalsAs §

)Juswinoop
SIY} JO 8)ep WO}
sieah g| Ajsse|oaQq

SylewsyY 995

S8INSEaW8)UN0D
oip10ads JO ssBUBAIDBYT]

‘sandde
Allenuaiod g 1o v uondwaxe ‘vi04 ‘Q3I4ISSYTONN 4

"8ouepInb 1eyl yum aouepioooe ul
Apsse|o uayl ‘sisixa souepinb uoneayisse|o oloads WalsAs |

juswnaop
SIY} JO d1ep woly
sieah g| Ayssedaq

Sy/ewaY 899

(018
qswabeuepy ainjeubis ‘1adwe | -nuy
‘WO3 ‘6-8) pakojdwa ainsesusiunos

oads Jo s|ie1ap [eaIuyos |

‘saldde
Ajrenusiod g Jo ¢ uondwasxa viO4 ‘3I4ISSY1ONN #

ATINO 3SN TVIOI440 HO4




ATINO 3SN TVIDI440 HO4

et

‘sai|dde ¢ Jo/pue ¢ uondwaxe
VIOd ‘ONO4 se ajpuey pue yiew ‘G314ISSVYIONN 4

'apIND) uonedsse) Alnoag siuauodwod

12Ul yUm 80UBPIOIJE Ul PaIYSSED 8] |leys siuauodwod
walsAsgng 1o walsAs 1eaap @3] uo elep Aljgeded

pue souewiopad Jyidads sapiacid Jey) elep 1sa] peonpay

"PBIESASI UOIIBULIOJUI YliM 3DUBPIOJOR Ul AJISSE|D — pPalsal
Buiaq way ayY) se [9A3] awies ay) 1e payisse| si bunss |

SyIewsy 8ag

Blep 18] paonpay

‘salidde ¢ io/pue y uondwaxe
V104 ‘ONO4 Se ajpuey pue xJew ‘Q314ISSYIONN |

‘?pingy

uoneoiisse|D AlNoes sluauedwod eyl YIm a0UeplIodde Ul

paljisse(o aq |leys walsAsqns Jo walsAS leajop Q3| uo ejep
Anpgedes pue sauewiopad oipoads sapiroid jeyl elep mey

"PBJESAS) UONIBUIOIUI YIM 8OUBPI0DDE Ul AliSSEe|D — palsal
Buleq wal eyl Se |9As] swes ayl le payisselo si Bunse |

Sy Ieway 8ag

BlED 1S8] MEBY

‘selldde g 1o/pue ¢ uondwaxa
V104 ‘ONO4 se ajpuey pue yiew ‘g3(4ISSYIONN H

"apINgD UOIBIINSSEID
Alundag 1uauodwos Jey) ylim 8OUBPIOII. Ul POLISSE(D

8q ||leys waisAsqns 10 WalsAs jeajop 3| uo elep Ayjqeded
pue soueuwuopad oiy10ads sapiaoid Jey) elep 1sal paloipaig

‘psjesns.
UOIJEWLIOJUI UIIM 8DUBPIOJD. Ul Apsse[o — palse) Buiag
Wa)l 8y} Se |aA8| dwes ay) 1B payIsse|o aq ol si Buiisa |

Syleway 98g

elep 1sa} paloipald

‘sa||dde g 1o0/pue ¢ uondwsxe
YIOd ‘ONO4 se sjpuey pue yiew ‘g314ISSYIONN 4

"SwalsAs lesjeg Q3| oyoads
yum Juswdinbae 1s8) pazijedads jo uonelosse ayl ybnoay;
pa[eansal uonewIoul Jo |aAa| ayl 0} Buipiodoe Aysse|)

Juawinoop
SIY} JO ajep woJ}
sjeal Q| Aysse|oaq

syleway 98g

swalsAsqns

10 swalsAs 1Bajap Q3| Yum pale(oosse
wawdinba 10 uolelUBWNISU) 158)
pazijeloads 10 o10ads Jo uonesusp|

swalsAsqns

ATNO 3SN TVIDI440 HOA




AINO 3SN TVIdI440 HO4d

£e

‘aouepinb 1ey) yim aouepiodde Ul
Aysse|o uay) ‘sisixa aouepinb uonesiysse|o oyoads WalsAs §|

juawnoop
Siyl Jo ajep wouy
sieah 0| Agssepoaq

SyIeWaY 99g

(018 *samiqesauna ‘saniqeded
“wuawdojaasp ‘ubisap -6:-a) uoyewoul
walsAs oy1nads s|eaal jeyl adueuajuiey

‘saldde ¢ 10 g uondwaxa
VIO4 ‘ONO4 se ajpuey pue sjew ‘Q314ISSYIONN Y

"aouepinb 1ey) yim aouepiosde ul
Apsse|o uay) ‘sisixa aouepinb uoneoiisse|d oioeds WalsAS §|

Jjuawnoop
SIy} Jo alep woly
sieah 0| Agsse|oaq

sylewsy 99g

uonewoul
walsAs oy1oads |Baaal Aew jey) S|00}
10 Juswdinba asueusjUBW JO UOIBID0SSY

‘saydde g uondwaxa v|04 ‘ONO4 Se apuey
pue yiew ‘a314ISSYIONN Se paleal st apinb uoneoysselo
Juauodwod e ul palaA0d Jou UoiewIojul oytoads

-souepInb 1ey) yim aouepioade ul
Aysse|o uay) 'sisixa aouepinB uoneolisse|d ayoads WalsAs §|

Syleway 39S

sjusuodwoo 10 ‘swalsAsgns
‘swalsAs 1eajop Q3| pue 0QQIIN
ayl yum pajeioosse suoneziuebio
aoueUSIUIBW Pazieidads JO UoNesoT

syeway uopeing 1onaT WEIMETE
JONVNIALNIVHN
} (Se21n8p BUIUIEDl OJ)-D PUE S8JIA8P
saydde g uondwaxa n : - :
VIO 'ONO4 Sk ajpuey pue xiew ‘QIHISSYIONN Buiuiei 31 1oq sepnou) sply Buute |
s opun v o e o ST
VIO ‘ONO4 Se lpuey pue siew ‘QI(ISSYIONN 4 1uBWN0p el on . i

‘Buiuiesy ayl Guunp
pajeanal UOHBWLIOLUI JO [9AS] 8Yl YIIM 80UBPIOIJE U AJISSE|D

SIy} Jo alep woly
sieah 0| Apssejoaq

SyIeway 89S

(‘019 ‘saljjiqesauina ‘saligeden
‘Juawdojanap ‘ubisap ‘6°a) uollewlojul
walsAs oyloads sjeanal jey) Buiues }

sjuauodwod

‘saidde g uondwaxa y|04 ‘ONO4 Se a|puey pue xiew n 10 ‘swalsAsqns ‘swalsAs Jeajap Q3| pue
0aqa3ir ays ol ayvads uonesoj Buiures |
sieway uojeiang Y. ER] EINETE ]
ONINIVHL
ATINO 3SN VIdI440 HOd




ATINO 3SN 1VvIJI440 HOA

14

‘saiidde g uondusexs

V104 ‘ONO04 Se s|pukY pue yiew ‘J14ISSYIONN Jl
s)yJewWay 9ag ouBUBUIBW [9A8| JodaQ
‘aouepinb jeyl yum asuepiosoe ul

Ayisse|o uay) ‘sisixs aouepinb uoneoiysseld aylads WalsAs |

‘sa|dde g uondwaxa

VIO4 ‘ON04 se alpuey pue yiew ‘aII4ISSYIINN H
s)leway 9ag 8JUBUSBJUIBW |9A3] SleIpawWLIalU|
‘aouepinb Jeyl yiim aouepiodde ul

Ajisse|o uayl ‘sysixe aouepinb uolleolyISSEI 10ads WalSAS J|

‘sai|dde g uondwaxa

VIO ‘ON0O4 se ajpuey pue yJew ‘3[4ISSYIONN 4
"gouepInb Jeyl yiim asuepiosoe ul

Apsse|o uay) ‘sisixa aouepinb uonealyisselo aydads walsAs

syleway 8ag 80UBUBIUIRW |9A3)| P8I

‘saiidde ¢ 10 g uondwaxas
V104 ‘ON04 sk ajpuey pue ylew ‘g3(4ISSYTONN H

ATINO 3SN 1vidI440 HO4




FOR OFFICIAL USE ONLY

SECTION X — APPLICABLE SECURITY CLASSIFICATION GUIDES

Deputy Secretary of Defense Memorandum Dated 24 Apr 2006, SUBJECT:
Policy on Discussion of IEDs and IED-Defeat Efforts in Open Sources

Operational Capabilities Infusion Team (OCIT) Technology Efforts In Support of
the Detection and Defeat of Improvised Explosive Device (IED) Classification
Guide (Revised 10 March 2004)

MNF-I / MNC-1 Security Classification and Marking Guide, Version 5, Change 1,
05 Aug 2005

DoD Security Classification Guide Operation Enduring Freedom, Operation
Noble Eagle, 28 Mar 2002

USCENTCOM Security Classification Guide 0501, Dated: 9 June 2005

Classification Guidance for EC-130H and EA-6B Counter-RCIED Operations in
Operation IRAQI FREEDOM

Classification Guidance for EC-130H and EA-6B Counter-RCIED Operations in
Operation ENDURING FREEDOM

Counter Radio Controlled Improvised Explosive Service Electronic Warfare

Program Security Classification Guide, 8 August, 2006 (OPNAVINST 5513.8B-
88)
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SECTION Xi REFERENCES

1. Executive Order 12958, as amended, 5 Jan 2006

2. AR 380-5, “Department of the Army Information Security Program,” 14 Jan
2006

3. DOD 5220.22-M, “National Industrial Security Program Operating Manual
(NISPOM),” Jan 1995, Change 1, 31 Jul 1997; Change 2, 28 Feb 2006

4. AR 25-55, “Department of the Army Freedom of Information Act Program.” 15
Jan 2006

5. DOD Directive 5230-25, “Withholding of Unclassified Technical Data from
Public Disclosure,” 6 Nov 1984; Change 1, 8 Apr 1995

6. DOD Directive 5230-24, “Distribution Statements on Technical Documents.” 8
Apr 2004

7. DOD Pamphlet 5230.25-PH, “Control of Unclassified Technical Data with
Military or Space Application,” 15 Apr 2004

8. DOD 5200.1-R “Information Security Program,” Feb 2009

9. DOD 5230.9 “Clearance of DoD Information for Public Release,” 22 Aug
2008

10. DOD 5230.11 “Disclosure of Classified Military Information to Foreign
Governments and International Organizations,” 7 Feb 2006

11. DODI 5230.27 “Presentation of DoD-related Science and Technical Papers at
Meetings, 6 Oct 1987
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