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Regulation 
Number 380-14 

UNITED STATES CENTRAL COMMAND 
SECURITY CLASSIFICATION GUIDE 0501 

1. Purpose. This guide establishes the basic p o l i c i e s f o r proper 
c l a s s i f i c a t i o n , downgrading, and d e c l a s s i f i c a t i o n of i n f o r m a t i o n 
r e l a t e d t o the operations, f a c i l i t i e s , communications, data 
c o l l e c t i o n and processing, warning, and other i n f o r m a t i o n 
p e r t a i n i n g t o United States Central Command (USCENTCOM) and i t s 
components during normal periods and deployments f o r exercises and 
operations. This guide supercedes USCENTCOM Sec u r i t y 
C l a s s i f i c a t i o n Guide 9901, dated 1 February 1999. 

2. A p p l i c a b i l i t y . This guide applies t o the Headqi^arters, 
USCENTCOM; i t s components; and those government agencies, c i v i l i a n 
c o n t r a c t o r s , and personnel i n v o l v e d i n tbe a c t i v i t i e s of USCENTCOM. 

3. A u t h o r i t y . The O r i g i n a l C l a s s i f i c a t i o n A u t h o r i t y (OCA) f o r 
t h i s guide i s Lieutenant General Lance L. Smith, Deputy Commander, 
USCENTCOM. This c l a s s i f i c a t i o n guide r e f l e c t s changes re q u i r e d by 
Executive Order (EO) 13292 dated 28 March 2003, "Further Amendment 
to Executive Order 12958, as Amended, C l a s s i f i e d National S e c u rity 
I n f o r m a t i o n " , and the Information Security Oversight O f f i c e (ISOO) 
D i r e c t i v e 1, 22 September 2003. Changes i n c l a s s i f i c a t i o n markings 
are r e q u i r e d i n accordance w i t h EO 12958, as amended. The 
c l a s s i f i c a t i o n a u t h o r i t y f o r i n f o r m a t i o n covered under chis guide 
s h a l l be c i t e d as shown below, along w i t h the appropriate 
d e c l a s s i f i c a t i o n i n s t r u c t i o n s . 

DERIVED FROM: USCENTCOM Security C l a s s i f i c a t i o n 
Guide 0501, Dated: 1 January 2005 

4. E f f e c t i v e Date. This guide i s e f f e c t i v e upon r e c e i p t . 

^This i s a new r e g u l a t i o n 

FOR OFFICIAL USE ONLY 



380-14 

FOROFFICIALUSEONLY 

5. ConflictBChanges. I f t h i s s e c u r i t y c l a s s i f i c a t i o n guidance 
imposes i m p r a c t i c a l c o n t r o l s , or i f changes are deemed 
appropriate, tbe U.S. government a c t i v i t y or c i v i l i a n c o n t r a c t o r 
o r g a n i s a t i o n concerned sbould forward recommendations and 
supporting r a t i o n a l e to the USCENTCOM SSO. Submission of sucb 
recommendations w i l l not c o n s t i t u t e a u t h o r i t y to r e c l a s s i f y 
i n f o r m a t i o n and w i l l not become an o f f i c i a l change unless 
published as an update t o t h i s guide w i t h the concurrence of the 
OPR. 

6. Use and Reproduction o f t h i s Guide. This guide s h a l l be 
used t o determine tbe l e v e l s of tbe s e c u r i t y c l a s s i f i c a t i o n t o 
be assigned t o i n f o r m a t i o n , systems, programs, plans, or 
p r o j e c t s associated w i t h USCENTCOM. I t may be necessary t o 
consult separate c l a s s i f i c a t i o n guides t o determine tbe degrees 
of s e c u r i t y c l a s s i f i c a t i o n w i t h respect t o i n d i v i d u a l 
systemsBsubsystems, programs, plans, or p r o j e c t s t h a t are 
USCENTCOM r e l a t e d . Reproduction of t h i s guide i s permissible. 

7. Disclosure of U n c l a s s i f i e d Information. DOD considers 
d i s c l o s u r e as tbe t r a n s f e r of m i l i t a r y i n f o r m a t i o n through 
approved channels t o an authorised r e p r e s e n t a t i v e . ^hen c e r t a i n 
d e t a i l s of i n f o r m a t i o n are u n c l a s s i f i e d , i t does not authorize 
automatic p u b l i c d i s c l o s u r e . Proposed d i s c l o s u r e of 
u n c l a s s i f i e d i n f o r m a t i o n s h a l l be processed through tbe Public 
A f f a i r s O f f i c e (CCPA) andBor the Command Inf o r m a t i o n Management 
Branch (CCJ6-PB), as appropriate. Tbe term ^^disclosure^^ 
includes, but i s not l i m i t e d t o , any t e c h n i c a l data, a r t i c l e s , 
speeches, photographs, brochures, advertisements, presentations, 
and d i s p l a y s . 

8. Disclosure of C l a s s i f i e d I n f o r m a t i o n . 

a. To Otber Government Agencies. C l a s s i f i e d i n f o r m a t i o n 
regarding USCENTCOM may be disclosed t o other DOD components. 
Federal agencies, or U.S. i n d u s t r i a l f a c i l i t i e s , only t o 
pro p e r l y cleared persons on a need-to-know basis i n accordance 
w i t h DOD 5200.I-R and USCENTCOM Regulation 380-1. I t i s the 
r e s p o n s i b i l i t y of the i n d i v i d u a l d i s c l o s i n g the i n f o r m a t i o n t o 
v e r i f y the r e c i p i e n t ' s appropriate s e c u r i t y clearance and need-
to-know. 

b. To Foreign Nationals, C l a s s i f i e d i n f o r m a t i o n p e r t a i n i n g 
to USCENTCOM-related matters w i l l not be disclosed t o f o r e i g n 
n a t i o n a l s , f o r e i g n governments, or i n t e r n a t i o n a l organizations 
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without proper a u t h o r i s a t i o n per the National Disclosure Po l i c y 
and USCENTCOM Regulation 380-5, upon c o o r d i n a t i o n w i t b CCJ2-FD0, 
tbe appropriate DirectorBCbief of Special S t a f f , and t b e i r 
designated Foreign Disclosure Representative, 

c. L i m i t a t i o n s , This guide sbould not be construed t o 
allow tbe d i s c l o s u r e of p r o p r i e t a r y i n f o r m a t i o n owned by p r i v a t e 
f i r m s or c i t i z e n s ( i , e , patents, copyrights or trade secrets) t o 
other c o n t r a c t o r s engaged i n p r o j e c t s at USCENTCOM unless 
approved by tbe owner of sucb p r o p r i e t a r y i n f o r m a t i o n , 

9, D e c l a s s i f i c a t i o n and Downgrading, Info r m a t i o n meeting tbe 
c l a s s i f i c a t i o n requirements of t b i s guide s h a l l remain 
c l a s s i f i e d as long as requ i r e d by n a t i o n a l s e c u r i t y 
c o n s i d e r a t i o n s , EO 12958, as amended provides uniform 
i n s t r u c t i o n s f o r d e c l a s s i f y i n g and downgrading n a t i o n a l s e c u r i t y 
i n f o r m a t i o n , i n c l u d i n g i n f o r m a t i o n r e l a t i n g t o defense against 
t r a n s n a t i o n a l t e r r o r i s m . These i n s t r u c t i o n s are provided f o r 
each s p e c i f i c t o p i c of i n f o r m a t i o n and tbey are not intended t o 
be t r a n s c r i b e d verbatim. They should be used t o determine a 
s p e c i f i c date or event f o r d e c l a s s i f i c a t i o n or downgrading. 
S p e c i f i c d e c l a s s i f i c a t i o n a u t h o r i t y i s not requ i r e d t o remark 
documents downgraded or d e c l a s s i f i e d i n accordance w i t h 
i n s t r u c t i o n s provided i n t b i s guide, 

10, Organization of tbe C l a s s i f i c a t i o n Guide (APPENDIX A), 

a. Inf o r m a t i o n Revealing, Tbe ̂ ^INFORMATION RE^EALINC^^ 
column states p r e c i s e l y tbe elements of in f o r m a t i o n to be 
prot e c t e d , 

b. C l a s s i f i c a t i o n . Tbe ̂ ĈLASŜ ^ column sta t e s which 
c l a s s i f i c a t i o n l e v e l applies t o each element of in f o r m a t i o n 
l i s t e d under tbe ̂ ^INFORMATION RE^EALINC^^ column. Tbe markings 
l i s t e d below are accompanied by d e s c r i p t i v e e x t r a c t s from DoD 
5200.I-R: 

(1) TOP SECRET. Applied t o i n f o r m a t i o n , the 
unauthorized d i s c l o s u r e of which reasonably could be expected to 
cause e.^ce^tionally ^rave ^a^a^e to the n a t i o n a l s e c u r i t y t h a t 
tbe o r i g i n a l c l a s s i f i c a t i o n a u t h o r i t y i s able t o i d e n t i f y or 
describe. 

(2) SECRET. Applied t o in f o r m a t i o n , tbe unauthorized 
d i s c l o s u r e of which reasonably could be expected t o cause 
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.serious ^^^^ge t o tbe n a t i o n a l s e c u r i t y t b a t tbe o r i g i n a l 
c l a s s i f i c a t i o n a u t h o r i t y i s able t o i d e n t i f y or describe. 

(3) CONFIDENTIAL. Applied t o i n f o r m a t i o n , tbe 
unauthorized d i s c l o s u r e of which reasonably could be expected t o 
cause c^a^a^e t o the n a t i o n a l s e c u r i t y t b a t the o r i g i n a l 
c l a s s i f i c a t i o n a u t h o r i t y i s able t o i d e n t i f y or describe. 

(4) UNCLASSIFIED. Some UNCLASSIFIED i n f o r m a t i o n may be 
assigned FOR OFFICIAL USE ONLY (FOUO) stat u s i n the ̂ R̂EMAR̂ Ŝ ^ 
column, FOUO i s not a s e c u r i t y c l a s s i f i c a t i o n , but a handling 
caveat, DOD 5400,7-R, DOD Freedom of In f o r m a t i o n Act Program, 
contains g u i d e l i n e s f o r p r o p e r l y marking, handling, and 
safeguarding FOUO i n f o r m a t i o n . 

c. DeclassificationBExemption. As of 22 September 2003, 
tbe use of ̂ 1 , ̂ 2, ^3, ^4, ^5, ^6, ^7, and ^8 was no longer 
allowed as d e c l a s s i f i c a t i o n markings. Tbe ̂ ^DECLASSIFY ON̂^ 
column s p e c i f i e s the date or event f o r d e c l a s s i f i c a t i o n or the 
10-year automatic d e c l a s s i f i c a t i o n exemption category as 
described i n DOD 5200.1-R. I f tbe o r i g i n a l c l a s s i f i c a t i o n 
a u t h o r i t y cannot determine an e a r l i e r s p e c i f i c date or event f o r 
d e c l a s s i f i c a t i o n , i n f o r m a t i o n s h a l l be marked f o r 
d e c l a s s i f i c a t i o n 10 years from tbe date of the o r i g i n a l 
d e c i s i o n , unless the o r i g i n a l c l a s s i f i c a t i o n a u t h o r i t y 
determines t h a t the s e n s i t i v i t y of the i n f o r m a t i o n requires t h a t 
i t s h a l l be marked f o r d e c l a s s i f i c a t i o n f o r up to 25 years from 
tbe date of tbe o r i g i n a l d e c i s i o n . ^hen deciding bow t o 
complete the "Declassify on^^ l i n e , an o r i g i n a l c l a s s i f i c a t i o n 
a u t h o r i t y w i l l have tbe f o l l o w i n g choices: 

(1) A date or event less than 10 years. 

(2) A date 10 years from the date o f tbe document. 

(3) A date up t o 25 years from tbe date of the 
document. 

d. Reason. The ̂ R̂EASON̂ ^ column s p e c i f i e s the reason f o r 
c l a s s i f i c a t i o n , c i t i n g the appropriate category of i n f o r m a t i o n 
l i s t e d i n Section 1.4 of EO 13292, as f o l l o w s : 

(1) M i l i t a r y plans, weapons systems, or operations. 

(2) Foreign government i n f o r m a t i o n . 
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(3) I n t e l l i g e n c e a c t i v i t i e s ( i n c l u d i n g s p e c i a l 
a c t i v i t i e s ) , i n t e l l i g e n c e sources or methods, or cryptology. 

(4) Foreign r e l a t i o n s or f o r e i g n a c t i v i t i e s of the 
United States, i n c l u d i n g c o n f i d e n t i a l sources. 

(5) S c i e n t i f i c , t e c h n o l o g i c a l , or economic matters 
r e l a t i n g t o the n a t i o n a l s e c u r i t y , which includes defense 
against t r a n s n a t i o n a l t e r r o r i s m . 

(6) United States government programs f o r safeguarding 
nuclear m a t e r i a l s or f a c i l i t i e s . 

(7) v u l n e r a b i l i t i e s or c a p a b i l i t i e s of systems, 
i n s t a l l a t i o n s , i n f r a s t r u c t u r e s , p r o j e c t s , plans, or p r o t e c t i o n 
services r e l a t i n g t o tbe n a t i o n a l s e c u r i t y , which includes 
defense against t r a n s n a t i o n a l t e r r o r i s m . 

(8) weapons of mass d e s t r u c t i o n . 

e. Remarks. The ̂ R̂EMAR̂ Ŝ ^ column contains any other 
p e r t i n e n t i n f o r m a t i o n f o r each element of i n f o r m a t i o n , as 
appropriate, t o include downgrading i n s t r u c t i o n , FOUO 
designations, e t c . 
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11. PROPONENT. The proponent of t h i s r e g u l a t i o n i s the 
Di r e c t o r of I n t e l l i g e n c e , CCJ2. Users are i n v i t e d to send 
comments and suggested improvements on DA Form 2028 (Recommended 
Changes to Pu b l i c a t i o n s and Blank Forms) d i r e c t l y to H^ 
USCENTCOM, ATTN: CCJ2-SS0, 7115 South Boundary Boulevard, 
MacDill AFB, FL 33621-5101, (813) 827-6281B6282 Fax: (813) 827-
5484 (DSN: 651). 

FOR THE COMMANDER: 

OFFICIALi 
î̂ fe^ 

JOHN G. CASTELLAW 
Major General, USMC 
Chief of S t a f f 

ANITA H. BRIGHT 
LCDR, USN 
Cbief, Business Management 
Branch 

DISTRIBUTION: 

C (1 EA), G 
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APPENDIX A 
USCENTCOM Security C l a s s i f i c a t i o n Guide 0501 

MANPOWER, PERSONNEL, AND ADMINISTRATION (CCJl) 

I n f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

Country clearance 
requests 

U N/A N/A W i l l become 
c l a s s i f i e d i f 
s p e c i f i c c l a s s i f i e d 
i n f o r m a t i o n i s 
incl u d e d (e.g., 
d e t a i l e d t r a v e l 
i t i n e r a r i e s o f 
g e n e r a l / f l a g 
o f f i c e r s , etc.) 

D a i l y personnel 
s t a t i s t i c s 

S 1 month 1.4(g) Approximate numbers 
of deployed 
personnel may be 
released by the 
CCPA f o r o f f i c i a l 
use 

A-1 
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INTELLIGENCE AND SECURITY (CCJ2/JICCENT) 

I n f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

I n f o r m a t i o n concerning 
CI/HUMINT and other 
s e n s i t i v e i n t e l l i g e n c e 
sources and methods 

S 10 years 1.4(c) May be c l a s s i f i e d 
higher i f i t 
incorporates 
i n f o r m a t i o n of a 
higher 
c l a s s i f i c a t i o n or by 
d i r e c t i o n of the 
CCJ2 OCA 

I n t e l l i g e n c e 
i n f o r m a t i o n obtained 
from CI/HUMINT 

C 10 years 1.4(c) I f the source i s not 
i d e n t i f i e d 

I n t e l l i g e n c e exchange 
agreements 

s 10 years 1.4(b) / 
1.4(c) 

Products of a n a l y s i s 
by USCENTCOM 
i n t e l l i g e n c e a n a l y s t s 

s 10 years 1.4(c) May be c l a s s i f i e d 
higher i f i t 
inc o r p o r a t e s 
i n f o r m a t i o n of a 
higher 
c l a s s i f i c a t i o n or by 
d i r e c t i o n of the 
CCJ2 OCA 

A-2 
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SECURITY (CCJ2-SS0) 

I n f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

Approved m o d i f i c a t i o n s 
t o the requirements of 
DOD 5200.1-R d u r i n g 
operations 

C Upon completion 
of o p e r a t i o n 

1.4(g) 

Damage assessments 
conducted pursuant to 
the loss or compromise 
of c l a s s i f i e d 
i n f o r m a t i o n 

C 10 years 1.4(g) May be c l a s s i f i e d 
higher based on 
content 

E x p l o i t a b l e i n f o r m a t i o n 
or personnel s e c u r i t y 
weaknesses i n OCONUS 
areas 

C Upon c o r r e c t i o n , 
e l i m i n a t i o n of 
weakness, or 10 
years, whichever 

i s sooner 

1.4(g) 

General s e c u r i t y 
countermeasures 

U N/A N/A 

Loss of c l a s s i f i e d 
m a t e r i a l 

c Upon r e g a i n i n g 
custody of 
m a t e r i a l or 
f o l l o w i n g 

completion of 
damage 

assessment, 
whichever i s 

l a t e r 

1.4(g) 

Weaknesses i n the 
a p p l i c a t i o n of s e c u r i t y 
measures f o r 
safeguarding c l a s s i f i e d 
i n f o r m a t i o n d u r i n g 
o p e r a tions, i n OCONUS 
l o c a t i o n s , or du r i n g 
periods of increased 
t h r e a t 

c Upon c o r r e c t i o n 
of weakness or 
completion of 
the o p e r a t i o n , 
whichever i s 

sooner 

1.4(g) 

A-3 
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SYSTEMS (CCJ2-S) 

I n f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

ALE password TS Upon change 1.4(a) SCI 

COLISEUM password TS Upon change 1.4(a) SCI 

DAWN/HOCNET password S Upon change 1.4(a) 

GALE password TS Upon change 1.4(a) SCI 

JWICS LAN/WAN user ID U N/A N/A 

JWICS LAN/WAN password TS Upon change 1.4(a) SCI 

RMS password TS Upon change 1.4(a) SCI 

SAFE password TS Upon change 1.4(a) SCI 

Virus/network 
i n t r u s i o n s 

S Once n e u t r a l i z e d 1.4(g) 

XDITDS password TS Upon change 1.4(a) SCI 

A-4 
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OPERATIONS (CCJ3) 

Information revealing Cl a s s i f i c a t i o n Declassification Reason Remarks 

Exercises (CCJ3-E) Separate 
c l a s s i f i c a t i o n 
guidance shall be 
issued by CCJ3-E for 
exercises. CCJ3-E 
w i l l issue a by-
country yearly guide 
or a guide for each 
specific exercise. 
For further 
information, contact 
CCJ3-E 

A-5 
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STRATEGIC DEPLOYMENT (CCJ3-S). 

Information 
revealing 

C l a s s i f i c a t i o n Declassification Reason Remarks 

C-Date/calendar date 
association 

C 3 years af t e r 
completion 

1.4(a) 

Concept of 
operations 

S 1 year after 
completion 

1.4(a) Confidential upon 
execution 

Exercise name U N/A N/A 

Exercise/operation 
location 

S Upon execution 1.4(a) I f c l a s s i f i c a t i o n / 
declassification 
instructions are not 
specified by JCS/HN 

Exercise/operation 
name associated with 
host nation (HN) 

s Upon execution 1.4(a) / 
1.4(d) 

I f c l a s s i f i c a t i o n / 
declassification 
instructions are not 
specified by JCS/HN 

Exercise/operation 
name associated with 
p a r t i c i p a t i n g units 

s Upon execution 1.4(a) I f c l a s s i f i c a t i o n / 
declassification 
instructions are not 
specified by JCS/HN 

Operation code words s 1 year af t e r 
completion 

1.4(a) Confidential upon 
execution 

Participation of a 
specific individual 
i n operation 

u N/A N/A 

Participating units, 
including types, 
v u l n e r a b i l i t i e s , 
locations, 
quantities, 
readiness status, 
deployments, 
redeployments, and 
details of movement 
of U.S. and f r i e n d l y 
forces i n operation 

s Upon execution 
or following 
release by 

national command 
authorities, 
whichever i s 

sooner 

1.4(a) I f c l a s s i f i c a t i o n / 
declassification 
instructions are not 
specified by JCS/HN 

Information 
revealing 

C l a s s i f i c a t i o n Declassification Reason Remarks 

Units/HN association s 1 year af t e r 
completion 

1.4(a) / 
1.4(d) 

Confidential upon 
execution 

A-6 
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LOGISTICS AND ENGINEERING (GGJ4/7) 

I n f o r m a t i o n Revealing C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

Anal y s i s and impact of a l l 
USCENTCOM AORs 

C Upon completion 
of mission 

1.4(d) / 
1.4(g) 

Negotiations 
of 
c o n s t r u c t i o n 
p r o j e c t s , 
Alt^, customs 
issues, e t c 

b i l a t e r a l OPLAN execution 
l o g i s t i c s and support 
requirements w i t h AOR 
pa r t n e r s 

C 10 years or upon 
completion of 

p r o j e c t , 
whichever i s 

sooner 

1.4(a) / 
1.4(d) 

C h a r a c t e r i s t i c s of U.S. 
weapons and r e l a t e d 
s u s t a i n a b i l i t y 

S 10 years 1.4(a) May be 
c l a s s i f i e d 
higher upon 
d i r e c t i o n of 
an OGA 

Deployment/redeployment of 
u n i t s 

G Upon completion 
of mission or 

f o l l o w i n g 
release by 

n a t i o n a l command 
a u t h o r i t i e s , 
whichever i s 

sooner 

1.4(a) / 
1.4(g) 

May be 
c l a s s i f i e d 
higher upon 
d i r e c t i o n of 
the GGJ4/^ 
OGA 

Force p r o t e c t i o n t h r e a t 
a n a l y s i s 

S Upon completion 
of mission 

1.4(g) Includes 
i n t e l l i g e n c e 
e f f o r t s and 
t h r e a t 
weapons 

I d e n t i f i c a t i o n of forward 
h ^ ^ d ^ ^ ^ t ^ r ^ 

S 10 years 1.4(a) / 
1.4^g) 

Purpose of 
f a c i l i t y i s 
c l a s s i f i e d . 
D e s c r i p t i o n 
as school 
house^^ i s 
u n c l a s s i f i e d . 
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LOGISTICS AND ENGINEERING (GCJ4/^) Gont. 

I n f o r m a t i o n Revealing C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

JAl f u e l i n v e n t o r y S 10 years or upon 
completion of 

mission, 
whichever i s 

sooner 

1.4(g) C l a s s i f i e d when 
i n v e n t o r y i s 
r e l a t e d t o days 
of war supply 

M08STR-8 S Upon completion 
of mission 

1.4(g) Location/ 
c a p a b i l i t i e s of 
r e l a y system f o r 
U2 

Movement of ammunition, 
a i r c r a f t , personnel, 
u n i t s , or communications 
equipment 

G Upon completion 
o f mission 

1.4(a) / 
1.4(g) 

May be 
c l a s s i f i e d 
higher upon 
d i r e c t i o n of an 
OGA 

Movement of s e n s i t i v e or 
c r i t i c a l ^ 
supplies/personnel 

G Upon completion 
of mission 

1.4(a) / 
1^4(g) 

May be 
c l a s s i f i e d 
higher upon 
d i r e c t i o n of the 
CGJ4/^ OGA 

Number of a i r c r a f t i n AOR S Upon completion 
of mission 

1.4(g) C o a l i t i o n 
a i r c r a f t r e p o r t 
( I f 
c l a s s i f i c a t i o n / 
d e c l a s s i f i c a t i o n 
i n s t r u c t i o n s are 
not s p e c i f i e d by 
JGS/HN) 

Proposed U.S. p o s i t i o n s or 
s t r a t e g y of n e g o t i a t i o n s 

C Upon completion 
of mission 

1.4(a) / 
1.4(d) 

Negoti a t i o n s of 
c o n s t r u c t i o n 
p r o j e c t s , 
assistance i n 
kin d (AII^), 
customs issues, 
e t c . 

War reserve stockage data S 10 years 1.4(a) / 
1.4(g) 

A-^ 
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PLANS AND POLICY (GGJ5) 

I n f o r m a t i o n Revealing C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

5eddown s i t e s S 10 years or upon 
plan execution, 

i f executed 

1.4(a) 

G a p a b i l i t i e s - b a s e d 
munitions requirements 

S 10 years 1.4(a) 

C h e m i c a l / b i o l o g i c a l 
weapons and 
p r o l i f e r a t i o n plans 

s 10 years 1.4^a) / 
1.4(h) 

Command and c o n t r o l 
r e l a t i o n s h i p s 

u N/A N/A 

Gommander^s i n t e n t s 10 years 1.4(a) C o n f i d e n t i a l upon 
plan execution 

Deception p^ans f o r 
operations 

TS 10 years 1.4(a) 

Defended assets l i s t 
(DAL) 

s 10 years 1.4^a) 

E s s e n t i a l elements of 
f r i e n d l y i n f o r m a t i o n 
(EEFI) 

s 10 years 1.4(a) Complete d e t a i l e d 
l i s t 

Force l i s t s s 10 years 1.4(a) C o n f i d e n t i a l upon 
plan execution 

HN p a r t i c i p a t i o n s 10 years or upon 
plan execution, 

i f executed 

1.4(a) / 
1.4(b) 

J o i n t monthly readiness 
review (JMRR) 

s 10 years 1.4(a) 
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PLANS AND POLICY (GGJ5) Gont. 

Information 
Revealing 

Classification Declassification Reason Rem̂ arks 

Location and 
designation of 
USCENTCOM 
representatives 

U N/A N/A 

Mission statements S 10 years 1.4(a) Confidential upon 
plan execution 

N8G operations S 10 years 1.4(a)/1.4( 
h) 

Plan b r i e f s s 10 years 1.4(a) 

Plan phasing s 10 years 1.4(a) 

Planning directives s 10 years 1.4(a) Confidential upon 
plan execution 

Planning milestones, 
i n t e r n a l suspense 
dates 

u N/A N/A 

Rules of engagement s 10 years or upon 
plan execution, 

i f executed 

1.4(a) 

Strategic concepts s 10 years 1.4(a) 

TPFOD plan 
i d e n t i f i e r s , excepts 

u N/A 1.4(a) 

- Aggregate 
tonnage/pax 

u N/A N/A 

- U.S. unit name and 
d e s t i n a t i o n ^om i n ^ d 
(except SOF) 

u N/A N/A 

- U.S. unit name 
with EAD/LAD 

u N/A N/A 

- U.S. uni t name 
with UIC/ULN 

u N/A N/A 
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PLANS AND POLICY (GGJ5) Gont. 

I n f o r m a t i o n Revealing C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

- ULN and d e s t i n a t i o n U N/A N/A 

- ULN and EAD/LAD U N/A N/A 

- O r i g i n , UIC, and ULN U N/A N/A 

- F l i g h t plans f o r 
l o g i s t i c s support 

U N/A N/A 

War pl a n short t i t l e 
combined w i t h long 
t i t l e 

S 10 years 1.4(a) 

War plan short t i t l e or 
long t i t l e standing 
alone 

u N/A N/A 
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DELIBERATE WAR PLANS ^CCJ5-P) 

I n f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

C h a r a c t e r i s t i c s of U.S. 
weapons and r e l a t e d 
s u s t a i n a b i l i t y 

S 10 years 1.4(a) May be c l a s s i f i e d 
higher upon 
d i r e c t i o n of an 
OGA 

Communications 
e f f e c t i v e n e s s , 
s u s t a i n a b i l i t y , 
l i m i t a t i o n s 

S 10 years 1.4(a) 
^ 

Concept of operations 
i n c l u d i n g order of 
b a t t l e , execution 
circumstances, o p e r a t i n g 
l o c a t i o n s , resources 
r e q u i r e d , t a c t i c a l 
maneuvers, deployments, 
a c t i o n s and o b j e c t i v e s 

S 10 years 1.4(a) C o n f i d e n t i a l upon 
p l a n execution 

DEFGON meaning and s t a t u s S 10 years 1.4(a) 

Synchronisation matrices s 10 years 1.4^a) 

Plan(s) t i m e l i n e s s 10 years 1.4(a) 

F l e x i b l e d e t e r r e n t 
o ptions 

s 10 years 1.4(a) 

Estimates of o p e r a t i o n a l 
e f f e c t i v e n e s s of 
i n t e l l i g e n c e , 
c o u n t e r i n t e l l i g e n c e , 
rescue, and 
reconnaissance 

s 10 years 1.4(a) 
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DELIBERATE WAR PLANS (GGJ5-P) Gont. 

I n f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

L i m i t a t i o n s and 
v u l n e r a b i l i t i e s of U.S. 
forces i n the combat 
area 

S 10 years 1.4(g) 

Loc a t i o n , i t i n e r a r i e s , 
and t r a v e l modes of key 
U.S. and f r i e n d l y 
m i l i t a r y and c i v i l i a n 
leaders 

S 10 years 1.4(a) C o n f i d e n t i a l upon 
execution of VIP 
t r a v e l 

Nuclear weapons^ 
p o t e n t i a l use of 

S 10 years 1.4(a) / 
1.4(h) 

Operation code words S 10 years 1.4^a) 

P a r t i c i p a t i n g u n i t s , 
i n c l u d i n g types, 
v u l n e r a b i l i t i e s , 
l o c a t i o n s , q u a n t i t i e s , 
readiness s t a t u s , 
deployments, 
redeployments, and 
d e t a i l s of movement of 
U.S. f r i e n d l y forces 

S 10 years 1.4(a) C o n f i d e n t i a l upon 
plan execution 

Plan c l a s s i f i c a t i o n 
guide 

G 10 years or upon 
plan execution, 

i f executed 

1.4(a) 

Planning assumptions S 10 years or upon 
plan execution, 

i f executed 

1.4(a) 
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DELIBERATE WAR PLANS (GGJ5-P) Gont. 

Information revealing Classi f i c a t i o n Declassification Reason Remarks 

Status and de t a i l s of 
U.S. alliances, 
including status of 
forces, deployment 
r i g h t s , p r i v ileges, 
a i r f i e l d use, and port 
a v a i l a b i l i t y 

S 10 years 1.4(a) / 
1.4(d) 

Friendly centers of 
gravity 

S 10 years 1.4(a) 

War termination 
objectives 

S 10 years 1.4(a) 

End state of plan S 10 years l,4(a) 

Target area weather 
information 

s 10 years or upon 
plan execution, 

i f executed 

1.4(a) 

^ 

Top secret options; 
discussion of 

TS 10 years 1.4(a) 

Limitations and 
v u l n e r a b i l i t i e s of U.S. 

S 10 years 1.4(g) 
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COMMAND AND CONTROL, COMMUNICATIONS, AND COMPUTER SYSTEMS ^GGJ5) 

In f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

Communications networks, 
users, frequencies, c a l l 
s igns, HJ times, and 
i d e n t i f i c a t i o n o f net 
c o n t r o l s t a t i o n s 

S When superceded 1.4(a) / 
1.4(g) 

GOMSEG 
i n c i d e n t s / v i o l a t i o n s 

G 10 years 1.4(g) 

Composite l i s t o f GOMSEG 
short t i t l e s 

C 10 years 1.4(c) 

Cryptology S 10 years 1.4(c) 

Communication outages 
t h a t degrade command and 
c o n t r o l c a p a b i l i t y 

s Upon r e s t o r a t i o n 
of c a p a b i l i t y 

1.4(g) 

Scheduled down times of 
communications systems 

s 10 years 1.4(g) 

GGGS User ID u N/A N/A 

GCGS Password s When changed 1.4(a) 

S p e c i f i c l o c a t i o n s of 
deployed communications 
u n i t s 

s Upon 
redeployment 

1.4(a) / 
1.4(g) 

S p e c i f i c l o c a t i o n s or 
cou n t r i e s planned f o r 
employment of elements of 
Defense Communications 
Systems - Central Area 
(DCS-CA) 

s 10 years 1.4(d) 
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COMMAND AND CONTROL, COMMUNICATIONS, AND COMPUTER SYSTEMS (CCJ^) Gont. 

I n f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

S p e c i f i c l o c a t i o n s or 
co u n t r i e s i n which DCS-
GA are employed 

S 10 years 1.4(d) 

D e t a i l s r e v e a l i n g 
s p e c i f i c u n i t s 
supported by DGS-GA 

S 10 years 1.4(c) / 
1.4(g) 

D e t a i l s r e v e a l i n g force 
l o c a t i o n s , by type, f o r 
war plan employment of 
DGS-GA 

S 10 years 1.4(a) 

S p e c i f i c l o c a t i o n s or 
co u n t r i e s i n the AOR i n 
which communication 
equipment i s i d e n t i f i e d 
as supporting the DGS-
GA 

s 10 years 1.4^d) 

I d e n t i f i c a t i o n of an 
op e r a t i o n a l s h o r t f a l l 
or l i m i t a t i o n I n war­
f i g h t i n g c a p a b i l i t i e s 
of DGS-GA 

s Upon c o r r e c t i o n 1.4(g) 

D e t a i l s of the 
c a p a b i l i t y r e q u i r e d t o 
achieve the i n i t i a l 
o p e r a t i o n a l c a p a b i l i t y 
of DGS-GA 

s Upon f u l l 
o p e r a t i o n a l 
c a p a b i l i t y 

1.4(g) 
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COMMAND AND CONTROL, COMMUNICATIONS, AND COMPUTER SYSTEMS (GGJ^) Gont. 

I n f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

A d e s c r i p t i o n of the 
DGS-GA system and 
d e t a i l s of the 
c a p a b i l i t y r e q u i r e d t o 
achieve f u l l 
o p e r a t i o n a l c a p a b i l i t y 

U N/A N/A 

A d e s c r i p t i o n of the 
composition of a DGS-GA 
node at f u l l 
o p e r a t i o n a l c a p a b i l i t y 

U N/A N/A 

C h a r a c t e r i s t i c s of the 
DGS-GA 

U N/A N/A 

Gost/Budget data on the 
DCS-CA 

U N/A N/A 

I d e n t i f i c a t i o n of the 
agencies responsible 
f o r the va r i o u s aspects 
of system a c q u i s i t i o n , 
implementation, 
o p e r a t i o n , and 
maintenance 

U B̂A N/A 

Required c a p a b i l i t y 
dates, i n i t i a l 
o p e r a t i o n a l c a p a b i l i t y , 
and f u l l o p e r a t i o n a l 
c a p a b i l i t y dates 

U N/A N/A 

Frequencies l i s t s U N/A N/A 

Contingency and 
Operational J o i n t 
Communications 
E l e c t r o n i c s Operating 
I n s t r u c t i o n s (JGEOI) 

S When superceded 1.4(a) U n c l a s s i f i e d f o r 
t r a i n i n g w i t h i n the 
U.S. r ^ ^ l ^ a ^ a b l ^ t o 
MNF when p a r t of 
C o a l i t i o n 
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COMMAND AND CONTROL, COMMUNICATIONS, AND COMPUTER SYSTEMS (CGJ^) Cont. 

Information revealing Cl a s s i f i c a t i o n Declassification Reason Remarks 

Frequency l i s t s used i n 
the AOR associated with 
the location/coordinates, 
date/times of use, 
operating u n i t s , and 
detailed purpose of the 
frequency (Examples Force 
Protection Net) 

S When superseded 1.4(a) Lis t of 
frequencies alone 
are Unclassified 

Frequency l i s t s used i n 
the AOR required for 
coordination with the host 
nation may only be 
associated with the 
location/coordinates, 
date/times of use of the 
frequency (Example- Land 
Mobile Radio 
Communications) 

u N/A N/A Information 
required to be 
released is 
considered FOUO 
(DOD 5400.7-R) 

Joint Restricted Frequency 
Listings (JRFL) 

S When superceded 1.4(a) 
/ 

1.4(c) 

Releasable to MNF 
when part of the 
Coalition. 
Determined by 
Command Electronic 
Warfare Officer 
(EWO) 
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RESOURCES AND ASSESSEMENT (GGĴ -AR) 

Information revealing Classif i c a t i o n Declassification Reason Remarks 

Products of analysis by 
USCENTCOM operations 
research analysts 

S 10 years 1.4(a) May be c l a s s i f i e d 
higher i f i t 
incorporates 
information of a 
higher 
c l a s s i f i c a t i o n or 
upon dire c t i o n of an 
OGA 

Requirements documents 
i d e n t i f y i n g USCENTCOM 
future operational 
needs i n support of GDR 
USCENTCOM strategy 

S 10 years 1.4(a) / 
1.4 (b) 
/ 1.4 
(e) / 

1.4 (g) 
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SCIENTIFIC ADVISOR (GGJ^-TI) 

Information revealing Clas s i f i c a t i o n Declassification Reason Remarks 

Vu l n e r a b i l i t i e s of new 
m i l i t a r y technologies 

S 10 years or upon 
correction, i f 

corrected 

1.4(e) / 
1.4(g) 

New operational concepts 
based on application of 
new technologies 

S 25 years 1.4(e) 

Requirements documents 
i d e n t i f y i n g c r i t i c a l 
m i l i t a r y deficiencies 

s 10 years 1.4(g) 
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COMMAND GROUP (GGGC) 

Information revealing Cl a s s i f i c a t i o n Declassification Reason Remarks 

Detailed t r a v e l 
i t i n e r a r y of USCENTCOM 
Commander 

s Upon completion 
of travel 

1.4(a) / 
1.4(g) 

Classified when 
information reveals 
name/title 
associated with 
dates/times or 
locations 

Detailed t r a v e l 
i t i n e r a r i e s of ^ 
General/Flag o f f i c e r s 
and c i v i l i a n equivalent 

C Upon completion 
of tr a v e l 

1.4(a) / 
1.4(g) 

Classified when 
information reveals 
name/title 
associated with 
dates/times or 
locations 

A - 2 1 

FOROFFICIALUSEONLY 



FOR OFFICIAL USE ONLY 

Attack the Network - Defeat the Device - Train the Force 

SECURITY CLASSIFICATION GUIDE 

for 

JOINT IMPROVISED EXPLOSIVE DEVICE DEFEAT 
ORGANIZATION (JlEDDO) 

DISTRIBUTION STATEMENT D: Distribution authorized to the Department of Defense 
and U.S. DoD contractors only, administrative or operational use, effective the approval 
date of this document. Other requests for this document shall be referred to the 
JlEDDO Security Office. 

This document contains Information 
EXEMPT FROM MANDATORY DISCLOSURE 

Under the Freedom Of Information Act (FOIA). 
Exemption 2 applies. 3 

FOR OFFICIAL USE ONLY 

APPELLATE EXHIBIT £AJCLA-

PAGE REFERENCED: 
PAGE OF PAGES 



FOR OFFICIAL USE ONLY 

Security Classlficafton Guide 

for 

Joint Improvised Explosive Device Defeat Organization (JlEDDO) 

Date: 

Approved By: 
Michael D. Barbero, LTG 
Director 
Joint IED Defeat Organization 

Issued By: Joint IED Defeat Organization 
5000 Army Pentagon 
Washington, DC 20310-5000 

Action Officer: Mr. John E. Nimitz 
Security Officer/SSR 
Joint IED Defeat Organization 
703-601 -4744 

FOR OFFICIAL USE ONLY 



FOR OFFICIAL USE ONLY 

1. PURPOSE 

This Security Classification Guide (SCG) is a living document that provides guidance 
and instructions on the classification, marking and distribution of information involved in 
the development and eventual employment of tactics, techniques, procedures (TTP) 
and technologies that enable the Joint Improvised Explosive Device Defeat (IED) 
Organization (JlEDDO) to defeat the IED threat. This SCG addresses security 
measures to safeguard developmental efforts within the organization as well as already 
developed end items that require ongoing protection measures. As the organization 
matures, JlEDDO will update the SCG to address additional IED defeat developmental 
efforts requiring protection. Future revisions to this SCG will update declassification 
dates in light of fielding dates and other program milestones, as well as technology 
commercialization and/or obsolescence. Any suggested changes or updates to this 
SCG will be provided in writing to the Office of Primary Responsibility (OPR) as 
indicated in paragraph three. 

2, AUTHORITY 

This SCG is issued under authority of Executive Order (E.O.) 12958, as amended 25 
March 2003, and DoDI 5200.1-R (Information Security Program). This SCG constitutes 
authority and may be cited as the basis for classification, downgrading, or 
declassification of material related to the JlEDDO activities in support of DoD Directive 
2000.19E, Joint Improvised Explosive Device Defeat. Unless otherwise noted, 
information or material identified as CLASSIFIED by this SCG is classified by authority 
of the JlEDDO Original Classification Authority identified on the title page. 

3. OFFICE OF PRIMARY RESPONSIBILITY (OPR) 

This SCG is issued by and all inquiries for information concerning its content should be 
addressed to the Joint Improvised Explosive Device Defeat Organization (JlEDDO), 
Attn: Director, 5000 Army Pentagon, Washington DC 20310-5000. 

4. CLASSIFICATION CHALLENGES 

Questions concerning the content and interpretation of this SCG should be directed to 
the issuing activity. If the security classification imposed by this SCG is considered 
impractical, documented and justified recommendations should be made through 
appropriate channels to the issuing activity. If current conditions, progress made in this 
effort, scientific or technological developments, advances in the state-of-the-art or other 
factors indicate a need for changes, similar recommendations should be made. 
Pending a final decision, the information involved will be protected at either the currently 
specified level or the recommended level, whichever is higher. All users of this SCG 
are encouraged to assist in improving its currency and adequacy. Any classification 
challenges should be brought to the attention d the OPR. 

3 
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5 .REPR00UCTI0N^E^RA0TI0NAN0 0ISSEMINATI0N 

Copies of this SCG and all extracts thereof will be made, stored, and transmitted in 
accordancewith (lAW)authorizedprocedurescorrespondingtotheclassificationdthe 
information involved. Authorized recipients of this SCG may reproduce, extract, and 
disseminate thecontentsofthis SCG,as necessary, forusebyspecified groups, 
including industrial activities that are involved in IED Defeat development, test, or 
operations. 

^.PUBLIC RELEASE 

The fact that this SCG contains certain details of unclassified information does not 
permit automatic public release of the information. Proposed public disclosures of the 
JIEDDO s unclassified information regarding the technologies and activities shall be 
processed through appropriate channels for approval to publish. Requests for public 
release certification must be submitted in accordance with DoD Directive 5230.9 
(ClearancedDoDlnformationforPublicRelease),DoD Regulation 54007(DoD 
FreedomdlnformationActProgram),andthelndustrialSecurityManualfor 
Safeguarding Classified Information (Section5Disclosure). Defense contractors, 
militarymembersaswellasgovernmentserviceemployeesshallcomplywithDoD 
Manual 522022 M(National Industrial SecurityProgram Operational Manual 
(NISPOM)) and other requirements that may be directed bythe Government 

Only information that has been reviewed and certified for public release may be 
released. l-lowever,the decision or authority to release information belongs to ihe 
Public Affairs office. The OPR will process requests for approval as outlined below. 

Any proposed release to the public of official information pertaining to the JlEDDO must 
be forwarded to the JlEDDO, STRATCOM for review and further processing. The term 
^Telease applies, but is not limited to, articles, speeches, briefs, papers, photographs, 
brochures, advertisements, displays, presentations, etc., on any JlEDDO related 
activity. It is incumbent upon defense contractors, or other agencies, to screen all 
information submitted by them for the material certification to ensure that it is both 
unclassified and technically accurate. Letters of transmittal shall contain certification to 
this effect The number of copies produced, and distribution of the document, must be 
strictly controlled until review is completed If suspected classified information is found 
during the review process, all holders of the document will be informed of the degree of 
protection required. When doubt exists concerning the classified status ofaproposed 
release pertaining to the JlEDDO,Security will render the final decision. Thematerial 
submitted for review must includeavalid suspense date,if applicable. Requestsfor 
public release certification, according to DoD Manual 5220.22 M, NISPOM (attachment 
to DD Form 441, Security Agreement), must be submitted to the JlEDDO, STRATCOM 
for review and further processing. Electronic copies (unless submitted via Secret 
IntemetProtocol Router Network (SIPRNet))ofthe proposed public release material 
must be submitted to JlEDDO, STRATCOM at least two weeks before approval is 
needed. 
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Approval for public release does not necessarily satisfy export-licensing requirements of 
the Departments of State and Commerce. Export controlled material will not be entered 
into the security review channels for public release approval to circumvent the licensing 
requirements of the Departments of State and Commerce. 

Release of Program Data on the World Wide Web: Extreme care must be taken when 
considering information for release onto publicly accessible or unprotectedWorld Wide 
Websites. In addition to satisfying all of the aforementioned approval provisions, 
owners and^or releasers of information proposed for such release must ensure that itis 
not susceptible to compilation with other information to render sensitive or even 
classified data in the aggregate. The search and data mining capabilities ofWeb 
technology must be assessed fromarisk management perspective. If there are any 
doubts, do not release the informations 

Release of information to foreign government service employees, international 
organizations and^or their representatives: Any military activity or defense contractor 
receiyingarequestfor,orproposingtoreleaseinformationonthis program willforward 
such requests^proposals to the OPR, after compliance with the following: 

^ Military activities will complywith ihe National Policy and Procedure for 
the Disclosure of Classified Military Information to Foreign Governments 
and International Organizations (NDP-1). 

^ Defense contractors will comply with the Department of State 
InternationalTraffic in Arms Regulation (ITAR). 

NOTE:Foreign national employeesofthecontractororsubcontractor,includingthose 
possessingreciprocalclearances,arenotauthorizedaccesstoclassified information 
resulting from or used in the performance of their contract unless authorized in writing 
bytheOPRContractorsshall ensure thatthis SCG,including allapplicablestandard 
securityprecautionsand regulations identified intheirDD Form 254, ContractSecurity 
Requirement, are complied with. Prime contractors are responsible for ensuring each of 
their subcontractors are aware of, and comply with, these requirements. Material 
proposed for release by subcontractors will be routed through their prime contractor. 

Release of information to the United States Agencies: Requests will be submitted to the 
OPR 

Release of information at symposia, seminars, and conferences: Requests for such 
releases of classified information shall be submitted to the OPR for review and 
approval. Material will be submiitedaminimum of six weeks prior to proposed release 
date in electronic format Any information authorized for release will reflect that the 
work reported upon is sponsored bythe DoD Ifforeignnationalsareexpectedto be 
presentatsuchaconference,theprovisionsofparagraph7belowmustbefollowed 
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Use of information or data classified byaforeign government If information or data has 
been previously classified byaforeign government,this information or data will be 
classified atalevel which will accord at least the same degree of protection as provided 
by the foreign government classification. This procedure will be adhered to even though 
ahigher classification than that normally imposed by theU.S.for the same type of 
information will result 

^.FOREIONOISCLOSURE 

Foreign disclosure is the sharing of US classified information with foreign governments 
or international organizations in support of established or approved planned 
international programs. Any disclosure to foreign officials of information classified by 
this SCG shall be in accordance with the procedures set forth in DoD Directive (DoDD) 
5230 11, DoDI 5230.27 and National Disclosure Policy (NDP1). Aforeign disclosure 
review shall be conducted prior to issuance of any solicitation. This review should result 
inadeterminationregardingwhich foreign governmentsand international organizations 
(and their industrial entities) will be permitted to participate in the solicitation. 

General Release Guidance: Classified information is only released to properly cleared 
personsonaneedtoknowbasisandthroughgovernmentiogovernmentchannelslt 
istheresponsibilitydtheindividualactuallyreleasingtheinformationtoverifythatthe 
recipient isaforeign official authorized to receive classified information on behalf of 
his/her government or international organization and that information has been properly 
approved for release. JlEDDO personnel originating material classified by this guide 
will mark it as it is created in accordance with DoDI 5200.1 R, ^^Information Security 
Program, January1997 JlEDDO information developed within combined spaces is 
presumed to be releasable to foreign nations represented in those spaces and should 
be marked ^^^CLASSIFICATIONj^^REL TO USA, ^COUNTRY OR ORGANISATION 
CODEj.̂ ^ When information is derived from multiple sources, the most restrictive 
handlingand declassification instructionsapplytothederived document Classified 
information not explicitly marked releasable toaparticular country shall not be released 
without proper authorization from the originating Foreign Disclosure Officer. 

Accordingto DODD5230 11,under conditionsofactualorimminenthostilitiessuch as 
Operation Iraqi Freedom or Operation Enduring Freedom, any unified or specified 
commander may disclose classified military information (CMI)throughTOP SECRET to 
an actively participating allied force when support of combined combat operations 
requires the disclosure of that information. Under such circumstances, the Chairman, 
National Disclosure Policy Committee will issue further guidance determining any 
limitations that should be imposed on continuing disclosure of that information. When 
an authorized disclosure official (such asaForeign Disclosure Officer (FDO))has made 
adetermination that CMI originated by JlEDDO is releasable under these conditions, 
the FDO should markthat information (CLASSIFICATION^^^ REL TO USA, ^COUNTRY 
OR ORGANI^TIONCODE^, and forv^ard an information copyto the JlEDDO FDO. 
Aforeigndisclosurereviewshallbeconductedpriortoissuanceofanysolicitation This 
review should resultinadeterminationregardingtheirforeign governmentsand 
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international organizations (and their industrial entities) permitted to participate in the 
solicitation. 

8, FOREIGNOO^ERNMENTINFORMATION ANO FOREIGN MILITARYSALES 

U.S. government information is furnished upon the condition that it will not be released 
to other nations without specific authority of the DoD of the United States. Subject 
releaseofinformationprovidesihat individual orcorporaterightsoriginatingthe 
information will be provided substantiallythesamedegreeofsecurityaffordeditbyihe 
Department of Defense of the United States. 

9. FOR OFFICIAL USE ONLY(FOUO) CAVEAT 

ForOfficial Use Only (FOUO) is notasecurity classification. FOUO information has not 
beengivenasecurityclassificationpursuanttothecriteriainthisSCG,butmaybe 
withheld from the public for one or more of the reasons cited in E012958, as amended, 
and DoDI 5200 1 Rlnformationsodesignated in this SCGthatwarrants FOUO 
markingswill be handled and protected in accordancewith regulations The SCG for 
Freedom OflnformationAct (FOIA) markings isintended solelyasaguide One, none 
orallofthesuggestedFOIAexemptionsmayapplytoparticularinformationdepending 
onthe particularfactsofihe information being protected ordisclosed 

This document coi^tdn^li^torm^tion EXEMPT 
FROM MANOATORY DISCLOSURE underthe 
FOIA. E^einptioo(s) ...apply^epplies. 

ALL Freedom ot lntorm^t lon Act (FOIA) exemptions identiti^d in this 
SCG: 
Number 1. Material appropriately classified byth is SCG is similarly exempt from 
disclosure as National Security Information under FOIA. 

Number 2. Related solely to the internal personnel rules and practices of the DoD or 
anyofitscomponentsRecordscontainingorconstitutingstatutes, rules, regulations, 
orders, manuals, directives, instructions, and security classification guides. This 
classification encompasses l-ligh^^^ information (i.e.information that would allow 
persons to circumvent or undermine JIEDDOs internal practices)and Low 2̂^ 
information (i.e.,information ofatrivial administrative nature.) 

Number 3. Records protected by another law that specifically exempts the information 
from public release. Applicable to technical Controlled Unclassified Information (CUI). 

Number 4. Containing trade secrets or commercial or financial information thataDoD 
Component receives fromaperson or organization outside the Government which is 
likely to cause substantial harm to the competitive position of the source, impair the 
Government s ability to obtain necessary information in the future, or impair some other 

7 
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legitimate Government interest Some examples: Commercial or financial information 
received in confidence in connection with bids, contracts, or proposals: statistical data 
andcommercialorfinancial information concerningcontractperformance, income, etc : 
personalstatementsgiveninthecoursedinspections, investigations, oraudits: 
financial data provided in confidence by private employers in connection with locality 
wage surveys: scientificand manufacturing processesordevelopmentsconcerning 
technical orscientificdata or otherinformationsubmiitedwith an applicationforagrant 
orwithareportwhileresearch is in progress:technicalorscientificdata developed bya 
contractor or subcontractor exclusively at private expense and technical or scientific 
data developed in part with federal funds and in part at private expense: computer 
softwarewhichiscopyrighted:or,proprietaryinformation submitted strictlyona 
voluntary basis. 

Number 5. Subjective evaluations that are reflected in records pertaining to the 
decision-making process of an agency. Examples are: advice, suggestions or 
evaluations prepared on behalf of the DoD: non factual portions of evaluations by DoD 
component personnel of contractors and their products: information ofaspeculative, 
tentative or evaluative nature: trade secret or other confidential research development: 
and portions of official reports on inspection, reports of the IG, audits, investigations, or 
surveys pertainingtosafety,security,orthe internal management, administrationor 
operation of one or more DoD components. 

to. DISTRIBUTION STATEMENT 

Distribution statements are required to be placed on all technical documents no matter if 
theyareclassifiedorunclassified Exportcontrolledwarningnoticeswillbeappliedonly 
to technical documents containing critical technology. These notices will be placed on 
thefront cover or f i rstpageofthedocumentWhen possible, partsthat contain 
informationcreatingtherequirementforadistributionstatementorotherwarningnotice 
shall be prepared as an appendix to permit broader distribution of the basic document 

Technical documents contain information (experimental, developmental, engineering 
works) that can be used to define an engineering or manufacturing process or to design, 
procure,produce,support, maintain,operate,repair,or overhaul material. The 
information maybe intext, graphic, orpictorialform 

The following statements will be applied to all technical documents as defined as above: 

DISTRIBUTION STATEMENT D: Distribution authorized to the 
Department of Defense and U.S. DoD contractors (fill in reason) 
(date of determination). Other requests for this document shall 
be referred to the JlEDDO Security Office. 

Reasons for applying distribution D: 

8 
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Foreicn Government Information: Toprotect and limit distribution in accordance with 
the desires of the foreign government that furnished the technical information. 

Administrative or Operational Use: Toprotect technical or operational data or 
information from automatic dissemination under the International Exchange Program or 
by other means. This protection covers publications required solely for official use or 
strictly for administrative or operational purposes. This statement may be applied to 
manuals, pamphlets, technical orders, technical reports, and other publications 
containingvaluabletechnicaloroperationaldata 

Software Documentation: Releasable only in accordance with DoD Instruction 7930.2, 
Automatic Data Processing (ADP) softwareexchangeand release 

Transfer of data from SIPR toaCD: Transfer of data from SIPR toaCD: Any data that 
needs to be transferred from SIPR toaCD must be done in accordance with US 
CYPERCOMCTO10133 Currently J6 and STRATCOM are the onlyauthorized 
divisionsthattransfer data All CDwith SIPR Data orhighermustbeartheproper 
security marks (AR 380-5). Any CD(s) that needs to be mailed^hand carried out of the 
Polk building must go throughJIEDDOSecurityForfurther guidance, pleasecontact 
JlEDDO Security. 

CriticalTechnolooy: Toprotect information and technical data that advance current 
technologyor describe newtechnologyinanareadsignificantorpotentiallysignificant 
military application or that relate toaspecific military deficiency ofapotential adversary. 
Information of this type may be classified or unclassified: when unclassified, it is export-
controlled and subject to the provisions of DoDD 5230.25. Apply the following notice to 
thefrontcoverortitlepage: 

l^^rr^^r^^ T^^^doc^r^er^t^or^ta^r^^te^^n^^a^data^^o^ee^port^^ 
re^ t r ^c ted t^y t^e^ r^^E^po^^on t ro^B^^ t^^ t^e^^ , tB^^^^e^^^^^ 
etd^rt^e^^portB^dr^^^f^trat^onB^cto^t^7^^,a^^rr^eoded(T^t^e^^, 
t B ^ ^ , ^ p p ^ 4 ^ t e t d . ^^o^at^on^o^t^e^eexport^^^^are^^h^e^tto 
^eve^ecr^^^r^a^pena^t^e^. 

Specific Authority^ Toprotect information not specifically included in the above reasons 
and discussions, but which requires protection in accordance with valid documented 
authoritysuch as executiveorders, classification guides, DoDorDoDcomponent 
regulatory documents. When filling in the reasons, cite ^ Specific Authority (identification 
of valid documented authority), 

Ai times, ihe application ofadifferent distribution statement may be necessary to 
facilitatesharingbetweenUSgovernmentagencies (Distribution StatementsBandC) 
or to limit dissemination based upon the Director s discretion (Distribution Statement F). 
Further exceptions for the use of another distribution statement shall be submitted to the 
JlEDDO SecurityOffice,inwriting, with justification 

^ 

FOROFFICIALUSEONLY 



FOROFFICIALUSEONLY 

tt,DISCLOSURE OFINTELLIGENCETHREATINFORMATION 

Data or information relating to threat systems or other intelligence derived material must 
bear the security markings of that intelligence^threat material. All dissemination of 
intelligence^threat information is controlled bythe Director,COIC Intelligence^threai 
information may be reproduced, released to subcontractors, provided instructions, and 
procedures approved by the COIC Director. Intelligence^threat information may be 
reproduced, released to subcontractors, provided instructions, and procedures 
approved by the Senior Intelligence Officer (SIO) are followed. Ouestions regarding 
such releases shall be referred to the SIO. 

t^.LOSS^ COMPROMISED OR SUSPECTED COMPROMISE 

Report the loss, compromise, or suspected compromise of classified JlEDDO 
information or material to the JlEDDO Security Office, 703 601 4744, within 24 hours of 
theincident 

t3 , COMPILATION OF INFORMATION 

In some circumstances, classification may be required if the compilation of unclassified 
items of information provide an inference that warrants classification. Similarly,ahigher 
classification may be assigned toacompilation of information if the compilation provides 
an added factor that warrants higher classification than that of its component parts. 
Classification on this basis will be used sparingly, and complete justification of this 
classification method will be stated on the title or first page of the document The 
classification and marking process is as follows: 

^ Whenadocument comprises individually unclassified itemsof 
information is classified, by compilation, the overall classification shall be 
marked conspicuously atthetopandbottomof each page andthe 
outside front and back covers (if applicable). An explanation of the basis 
for classification by compilation shall be placed on the face of the 
document or included in the text. 

^ If portions, standing alone, are unclassified, but the document is 
classified by compilation or association, those portions shall be marked 
^̂ Û  and the document and pages shall be marked with the classification 
ofthe compilation. An explanation of the classification or the 
circumstances involved with association must be included. 

^ If individual portions are classified at one level and the compilation isa 
higherclassification, each portion shall be marked with itsown 
classification and the document and pages shall be marked with the 
classification of the compilation. An explanation of the classification by 
compilation is required. 

1^ 
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t^ , REASONS FOR CLASSIFYING 

The reasons for classifying information in this SCG are in accordance with Part I, 
SectionI.4, Executive Order12958 (as amended). They are: 

1.4a-Military plans,weapons systems,or operations 
1.4b-Foreign government information 
1.4d-Foreign relations or foreign activities of the United States,including confidential 
sources: scientific, technological, or economic matters relating to national security 
14e-Scient i f ic , technological,or economicmatters 
1.4g-^ulnerabilities or capabilities of the system,installation,projects,or plans 
relatingtothenationalsecurity 

t5. DEFINITIONS 

Classified Performance Caoabilities or Limitations: Information that if disclosed 
would: 

1) damage national securitythroughfacilitaiingadversarydenial, degradation, 
disruption, deception, or destruction of mission essential or critical system(s), or 

2) would require major modifications to an acquisition program or operational 
system tomaintainthe technological advantageofthesystem during its projected 
operational life time. 

Comoromise^FutureCaoabil i ty: Anything not in ihe inventory now and is planned to 
be developed: notacurrent capability. Applies to research,development and 
acquisition efforts. 

Confidential: Shall be applied to information, the unauthorized disclosure of which 
reasonablycouldbeexpectedtocausedamageto national securiiythattheoriginal 
classification authority is able to identify or describe. 

Critical lnformation:TBDbythesupported organization Different organizations may 
deem information differently as to its criticality. Determination and defense of 
information ascritical is uptothesupportedorganization 

Critical Prooram Information ^CPI): Information, technologies, or systems that, unto 
themselves, ifcompromisedwoulddegradecombateffectiveness,shorientheexpected 
combateffective life ofthesystem,orsignificantlyalterprogram direction. 

Effectiveness of Forces: TBD by supported organization. Usually refers to squad to 
division level. Different organizations may deem information differently as to its impact 
on the effectiveness of forces. For example: information that may impact the 
effectiveness ofaSpecial Forces unit compared toaBattalion is potentially 
considerable. Determination and defense of information is up to the supported 
organization. 

I t 
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Effectiveness of Maior Forces: TBD by supported organization. Usually refers to 
theater level: unified command: combination of Military Departments (MILDEPS) 
Different organizations may deem information differently as to its impact on the 
effectiveness of major forces. Determination and defense of information is up to the 
supported organization. 

Enhanced System Caoabilitv: An improvement over existing performance or 
capabilities found on similar systems. 

Loiii^-Level Intellioence Collection Caoabllitv: Focused on low level 
counterintelligence, ^uman Intelligence (l-IUMINT)sources,eg,bartender,beatcop,^^ 
or lowlevel detection capability,eg,unattended ground sensors 

Mission Critical: Amission essential item whose disruption or destruction immediately 
degrades the ability of the force to command, control, or effectively conduct combat 
operations. For example,disruption or destruction of the mechanism used to fusea 
systemofsystems(eg,C4ISR) would result inthe immediate inabilityforthe separate 
system to act in concert asasystemofsystems. 

Mission Essential: Those items required to support approved emergency and^or war 
plans, and where those items are used to: 

1) destroy the enemy or the enemys capacity to coniinue war: 
2) provide battlefield protection of personnel: 
3) communicate under war conditions: 
4) detect, locate, or maintain surveillance over the enemy: 
5) provide combat transportation and support of men and materiel: and^or 
6) supporttrainingfunctions 

National MilitaryOb^ectives:ProtecttheUnitedStatesagainstexternalatiacksand 
aggressions prevent conflictandsurpriseattack,and prevailagainstadversaries These 
are the endsofthestrategyand help to assurealliesandfriends, dissuade adversaries, 
anddeter aggression and coercionwhileensuringthearmedforces remain readyto 
defeat adversaries should deterrence and dissuasion fail. They serve as benchmarks to 
assess levels of risk and help to define the types and amounts of military capabilities 
required. 

National Objectives (for DoD^:Theaimsderivedfromnationalgoalsand interests, 
toward whichanational policy or strategy is directed and efforts and resources of the 
nation are applied. 

National SecurityStrateqy(forDoD): Theartandscienceof developing, applying, 
and coordinating the instruments of national power (diplomatic,economic,military,and 
informational) to achieve objectives that contribute to national security. Also called 
nationalstrategyorgrandstrategy 

: l ^ 
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NOFORN: (NOT RELEASABLE TO FOREIGN NATIONALS) Under authority of Director 
of Central Intelligence, this marking is used for identified ĉ ^̂ ŝ ^̂ ^̂ c(̂ r̂ î ^̂ ^̂ r̂̂ ĉ  that may 
not be released in any form to foreign governments, foreign nationals, foreign 
organizations, or non-US citizens without permission of the originator and in accordance 
with provisions of DCID6^7 and NDP1.Cannot be used with REL TO ^country codesj 
or EYES ONLYon page markings (whenadocument contains both NOFORN and REL 
TO or NOFORN and EYES ONLYpohions, NOFORN takes precedence forthe 
markingsatthetopandbottomdthepage) 

RevealaNational Security Obiective: Fact of statement that would reveal an 
undisclosed objective or intention—that is covert in nature. Details of how we plan to 
achieve national security objectives (primarily planning oriented). 

Secret Shall be applied to information, the unauthorized disclosure of which 
reasonablycouldbeexpectedtocauseseriousdamagetothenationalsecuritythatthe 
originalclassificationauthorityisable to identifyordescribe 

Senior Leadership: President of the US (POTUS): Cabinet Members, Pentagon 
Senior Leadership, etc. 

Sensitive lnformation:TBDbythesupportedorganization Different organizations 
may deem information differently as to its sensitivity. Determination and defense of 
information as sensitive is uptothesupportedorganization 

Sensit iyelntel l iqenceCollectionCapabil i ty:Tobedeterminedbytheuseror 
developer of that capability. 

Siqnif icantlmpairment Anycharacterisiicorconcept,designorcomponentthat 
offersatechnicaldisadvantageof enough magnitude tobe potentiallydisruptive in an 
operational or advanced system. 

Stateof theArt :Thehiohest level of development asofadevice.technioueor 
scientific field,achieved ataparticular time. Forasystemortechnologythathasno 
known baseline to determine its relative level of development, the very nature of it being 
the first ofakind,makes it state of the art. 

StrateoicAdvantaoe: Operational superiority provided via military instruments that 
enablesone nation or groupofnationseffectivelytocontrolthecourseofamilitaryor 
political situation beyondabattleor engagement 

StrateoicDisadvantaoe:lnverseofstrateoicadvantaoe(seeabovedefinition) 
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Tactical Advantaoe: Operational superiority provided via unit and system performance 
andcapabilities during battlesandengagementsplanned and executedtoaccomplish 
militaryobjectivesassignedtotacticalunitsortaskforces 

Tactical Disadvantaoe: Inverse of tactical advantage (see above definition). 

Threaten the Countrys Ability to ^a^e^a r : Identification of details ofwar plans that 
would reveal overall objectives or intentions. 
Too Secret Shall be applied to information,the unauthorized disclosure ofwhich 
reasonably could be expected to cause exceptionally grave damage to national security 
thattheoriginalclassificationauthorityisabletoidentifyordescribe. 

^eal^en the Countrv s Ability to ^aoe^ar : Identification of specific details of war 
plans inatheater of operation including useoftacticalcapabilities and mission essential 
items. 

Sionificantly^eal^en the Country s Ability to ^a^e^a r : Identification of specific 
dependencies and objectives inatheater of operation or sub area ofaUnified 
Commandtoincludestrategiccapabilitiesandmissioncritical items. 

ThreatenthelnternationalPositionoftheUS:DamageUScredibilitywithaforeign 
government 

^eal^enthelnternationalPositionoftheUS:Negativeimpacttotheinternational 
position ofthe US and its abilityto negotiate withforeign governments 

Sionificantly^eal^en the International Position ofthe US: Inability of the US to 
successfullynegotiatewithaforeigngovernmentforasignificant period oftime 

Unioue and Fraoilelntellioence Collection Caoabilitv: Tobe determined bythe user 
or developer of that capability. 

t4 
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SECTION X - APPLICABLE SECURITY CLASSIFICATION GUIDES 

Deputy Secretary of Defense Memorandum Dated 24 Apr 2006, SUBJECT: 
Policy on Discussion of lEDs and lED-Defeat Efforts in Open Sources 

Operational Capabilities Infusion Team (OCIT) Technology Efforts In Support of 
the Detection and Defeat of Improvised Explosive Device (IED) Classification 
Guide (Revised 10 March 2004) 

MNF-I / MNC-I Security Classification and Marking Guide, Version 5, Change 1, 
05 Aug 2005 

DoD Security Classification Guide Operation Enduring Freedom, Operation 
Noble Eagle, 28 Mar 2002 

USCENTCOM Security Classification Guide 0501, Dated: 9 June 2005 

Classification Guidance for EC-130H and EA-6B Counter-RCIED Operations in 
Operation IRAQI FREEDOM 

Classification Guidance for EC-130H and EA-6B Counter-RCIED Operations in 
Operation ENDURING FREEDOM 

Counter Radio Controlled Improvised Explosive Service Electronic Warfare 
Program Security Classification Guide, 8 August, 2006 (OPNAVINST 5513.8B-
88) 

35 

FOR OFFICIAL USE ONLY 



FOROFFICIALUSEONLY 

SECTIONXI REFERENCES 

1 Executive Order12958,as amended,5Jan 2006 

2. AR 380 5, Department of the Army Information Security Program,^14Jan 
2006 

3 DOD 5220.22 M, National Industrial Security Program Operating Manual 
(NISPOM),Jan 1995, Changel,31 Jul1997^^ Change 2,28 Feb 2006 

4. AR 25 55, Department of the ArmyFreedom of Information Act Programs 15 
Jan 2006 

5 DOD Directive 5230 25, Withholding of UnclassifiedTechnical Data from 
PublicDisclosure,6Nov 1984:Change1,8Apr1995 

6 DOD Directive 5230 24, Distribution Statements onTechnicalDocumentsB8 
Apr2004 

DOD Pamphlet 523025 PFI, Control of UnclassifiedTechnical Data ^ith 
Military or Space Application, 15Apr 2004 

8 DOD 5200 1 R Information SecurityProgram,^^ Feb 2009 

9. DOD5230.9 Clearance of DoD Information for Public Release,̂  22 Aug 
2008 

10 DOD 5230.11 Disclosure ofclassified Military Information to Foreign 
Governmentsand International Organisations,^^^Feb 2006 

11.DODI 5230.2^ Presentation of DoD-related Science andTechnical Papers at 
Meetings,60ct198/^ 

36 

FOROFFICIALUSEONLY 


