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Pentagon Sees a Threat From Online Muckrakers 
By STEPHANIE STROM 
Published: March 17, 2010 

To the list of the enemies threatening the security of the United 
States, the Pentagon has added WikiLcaks.orp. a tiny online source of 
information and documents that governments and corporations 
around the world would prefer to keep secret. 

The Pentagon assessed the danger WikiLeaks.org posed to the Armv 
in a report marked "unauthorized disclosure subject to criminal 
sanctions." It concluded that "WikiLeaks.org represents a potential 
force protection, counterintelligence, OPSEC and INFOSEC threat to 
the U.S. Armv" — or, in plain English, a threat to Army operations and 
information. 

WikiLeaks, true to its mission to publish materials that expose secrets 
of all kinds, published the 2008 Pentagon report about itself on Monday. 
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Lt. Col. Lee Packnett, an Army spokesman, confirmed that the report was real. Julian 
Assange, the editor ofWikiLeaks, said the concerns the report raised were hypothetical. 

"It did not point to anything that has actually happened as a result of the release," Mr. 
Assange said. "It contains the analyst's best guesses as to how the information could be 
used to harm the Army but no concrete examples of any real harm being done." 

WikiLeaks, a nonprofit organization, has rankled governments and companies around the 
world with its publication of materials intended to be kept secret. For instance, the Army's 
report says that in 2008, access to the Web site in the United States was cut off by court 
order after Bank Julius Baer, a Swiss financial institution, sued it for publishing documents 
implicating Baer in money laundering, grand larceny and tax evasion. Access was restored 
after two weeks, when the bank dropped its case. 

Governments, including those of North Korea and Thailand, also have tried to prevent 
access to the site and complained about its release of materials critical of their 
governments and policies. 

The Army's interest in WikiLeaks appears to have been spurred by, among other things, its 
publication and analysis of classified and unclassified Army documents containing 
information about military equipment, units, operations and "nearly the entire order of 
battle" for American forces in Iraq and Afghanistan in April 2007. 

WikiLeaks also published an outdated, unclassified copy of the "standard operating 
procedures" at the military prison in Guantanamo Bay, Cuba. WikiLeaks said the 
document revealed methods by which the military prevented prisoners from meeting with 
the International Red Cross and the use of "extreme psychological stress" as a means of 
torture. 

The Army's report on WikiLeaks does not say whether WikiLeaks' analysis of that 
document was accurate. It does charge that some of WikiLeaks's other interpretation of 
information is flawed but does not say specifically in what way. 
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The report also airs the Pentagon's concern over some 2,000 pages of documents 
WikiLeaks released on equipment used by coalition forces in Iraq and Afghanistan. The 
Pentagon concluded that such information could be used by foreign intelligence services, 
terrorist groups and others to identify vulnerabilities, plan attacks and build new devices. 

WikiLeaks, which won Amnestv International's new media award in 2009, almost closed 
this year because it was broke and still operates at less than its full capacity. It relies on 
donations from humans rights groups, journalists, technology buffs and individuals, and 
Mr. Assange said it had raised just two-thirds of the $600,000 needed for its budget this 
year and thus was not publishing everything it had. 

Perhaps the most amusing aspect of the Army's report, to Mr. Assange, was its speculation 
that WikiLeaks is supported by the Central Intelligence Aeencv. " I only wish they would 
step forward with a check if that's the case," he said. 

A version ofthis article appeared in print on March 16, 2010. on page A18 of the New Yor1< edition. 

SIGN IN TO E-
MAIL 

PRINT 

REPRINTS 

Try unlimited access to NYTimes.com for just 99<. SEE OPTIONS » 

Ads by Google What's this? 

Are vou an ANSI member? 
ANSI members engage in issues that 

shape the future of technology 

ansi.org 

Past Coverage 

LINK BY LINK; Twitter and a Newspaper Untie a Gag Order (October 19, 2009) 
LINK BY LINK; In Britain, Outwitting Strict Laws Against Libel {November 24, 2008) 
At the Uneasy Intersection of Bloggers and the Law (July 15, 2008) 
Judge Reverses His Order Disabling Web Site (March 1. 2008) 

Related Searches 

Wikileaks Get E-Mail Alerts 

Computers and the Internet Get E-Mail Alerts 

United States Defense and Military Forces Get E-Mail Alerts 

Classification of Information Get E-Mail Alerts 

INSIDE NYTIMES.COM 

N,Y. / REGION » SUNDAY REVIEW » 

36 hours in Vancouver, 
British Columbia 
ALSO IN TRAVEL » 

Vancouver views 

In Milan, a surge of burger spots 

nytfmes.com TRAVEL 

Ads by Google what's this? 

European Travel Packages 
The Easiest Way to Travel Europe, 

150+ Tours, All Airfare's Included. 

www.GoAheadTours.com/Europe 

T X J S T 9 9 $ ^bfyrwilorkam,, 

i! 4 WEEKS „ " 
OF A DIGITAL SUBSCRIPIION 

RELATED ADS 

•» Online Banking Online 

» Pentagon 

* Classified Online 

» Online Security 

» Online Journal 

TRY IT NOW » 

What are Related Ads? 

B B 
SUNDAY REVIEW » 

Last Call for 'the Saloon Dan Brown: By the Book 

Opinion: 
Movies of the 
Future 
Goodbye, passive 
viewing. In the new 
world of Hollywood 
movies, everyone will be 
a player. 

36 Hours in Vancouver, 
British Columbia 

, \ m 

l ^ f 
The Misnomer of 
'Motherless' Parenting 

lie Likes His Horror 
Personal and Global 

Home World U S, N,Y. / Region Business Technolopv Science Health Sports Opinion Arts Style Travel Jobs Real Estate Autos Back to Top 

Copyright 2010 The New York Times Company Privacy Terms of Service Search Corrections ( ^ S S First Look Help Contact Us Work for Us Advertise Site Map 

http://www.nytimes.com/2010/03/18/us/18wiki.html 6/23/2013 



The website that reveals stat ĉrets - CNN.com Page 1 of 5 
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Breaking news Edward Snowden, charged with espionage by U.S., has requested asylum in 
Ecuador, its Foreign IVlinistry said via Twitter. 

The website that reveals state secrets 
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(CNN) - In the eariy 1970s, when Daniel Ellsberg wanted to get top-

secret information about the Vietnam War to the public, he leaked the 

bombshell Pentagon Papers to elected officials and national 

newspapers. 

But if Ellsberg, a former U.S. military analyst, wanted to leal( secret 

documents today, he probably would send them to a powerful and 

controversial new venue for whistle-blowing: a website called 

Wil<iLeaks.org. 

"People should definitely think of WikiLeaks as the way to go" when 

other methods of leaking information fail, he said recently. 

WikiLeaks, a nonprofit site run by a loose band of tech-sawy 

volunteers, is quickly becoming one of the internet's go-to locations 

for government whistle-blowers, replacing, or at least supplementing, 

older methods of making sensitive government information public. 
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Some have praised the site as a beacon of free speech, while others 

have criticized it as a threat to national security. 

WikiLeaks made headlines when it published on Sunday what it says 

are more than 90,000 United States military and diplomatic reports 

about Afghanistan filed between 2004 and January of this year. 

The site first gained international attention in April when it posted a 

2007 video said to show a U.S. helicopter attack in Iraq killing a 

dozen civilians, including two unarmed Reuters journalists. 

At the time. Maj. Shawn Turner, a U.S. military 

spokesman, said that "all evidence available supported the 

conclusion by those forces that they were engaging armed 

insurgents and not civilians." 
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Pfc. Bradley Manning. 22. has been charged by the U.S. 
military with eight violations of the U.S. Criminal Code for 
transferring classified data, according to a charge sheet 
released by the military this week. 

Manning's military defense attorney, Capt. Paul Bouchard, 
is not speaking with the media about the charges, said 
U.S. Army Col. Tom Collins. Bouchard did not immediately 
respond to an e-mail seeking comment. WikiLeaks may 
also offer an attorney for Manning, according to 
Wired.com. 

The high-profile video has led some observers to say that 
WikiLeaks is forcing a new era of government 
transparency. 
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"It's a whole new worid of how stories get out," Columbia University 
journalism professor Sree Sreenivasan told British newspaper The 
Independent in April. 

Others have said the website may be a threat to society and the rule 
of law. 

A 2008 U.S. Army Counterintelligence Center report (PDF), which 
was classified until it was uploaded to WikiLeaks in March, says that 
infonnation posted to WikiLeaks.org could "aid enemy forces in 
planning ten'orist attacks." 

The report "is authentic, and it speaks for itself," Collins said. 

What Is WikiLeaks? 

The premise of the WikiLeaks, which has been operating largely out 
of the public spotlight since 2007, is simple; Anyone can leak 
documents, videos or photographs, and they can do so while 
remaining anonymous. 

The site says that none of its whistle-blowers has been outed 
because of WikiLeaks. 

Visitors to the site will notice a large link that simply says "submit 
documents." Reports, photographs and videos given to the site are 
reviewed by a global network of editors and then, if deemed to be 
important and real, are posted online. 

"Every submitted article and change is reviewed by our editorial team 
of professional journalists and anti-cortuption analysts," WikiLeaks 
says on its website. "Articles that are not of high standard are 
rejected and non-editorial articles are fully attributed." 

But the site does differ from traditional media outlets.. 

In The New Yorker, Raffi Khatchadourian wrote that WikiLeaks is 
"not quite an organization; it is better described as a media 
insurgency." 

In part, this is because of the technology employed by the site. 

The site's documents and other leaks are backed up on computer 
servers in several countries. WikiLeaks also maintains several Web 
addresses to make it difficult - the site claims impossible - to 
remove the secret documents from the internet once they are posted 
on WikiLeaks. 

The website is mn by an organization called Sunshine Press, which 
takes public donations. Time.com reported that WikiLeaks has a 
$600,000 annual budget. 

Who manages the site? 

WikiLeaks' elusive editor and co-founder is an Australian named 
Julian Assange. In profiles, writers describie him as an eccentric who 
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servers are reportedly k>cated 

I n my role as WikiLeaks editor, rve been involved in fighting off 
many legal attacks." Assange told BBC News To do that, and keep 
our sources safe we have had to spread assets encrypt everything 
and move telecommunications and people around the world to 
acbvale protective laws in different national jurisdictions' 

Lately. Assange is reported to be living in Iceland, which recently 
passed laws to protect anonymous speech like that promoted by 
WikiLeaks 

Assange - who has starK white hair and a deep voice, and appears 
only occasionally in YouTube videos and in media interviews - tells 
reporters that the aim of WikiLeaks is to promote a more open 
democracy, where government officials and bureaucrats can't keep 
dark secrets from the public. 

"We have a mission to promote political reforms by releasing 
suppressed information " tie said in Apnl -

Assange did not respond to an e-mail about this story 

Site caute* oontrover^y 

III Its alluiiipts tu utwMiUi mid publiu/u tliis liidOwi iiiruiiiialiuii. 
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WikiLeaks has publistied information as varied as former vice 
presidential candidate Sarah Palin's personal e-mails manuals from 
the U S, base at Guantanamo Bay. Cut>a: e-mails that spawned the 
Xlimategate' global-warming controversy late last year and 
documents that Assange reportedly says altered the outcome of the 
2UU/ presidential election m Kenya 

Ciimategate' review clears scientists of dishonesty 

An Schwartz, vice president and chief executive officer of the Center 
tor Democracy and Technology, said i f : unclear what WikiLeaks' 
lasting impact will be If the site publishes state secrets wittiout 
cause, a public backlash could quickly kill the following the site is 
trying to build 

"If they're publishing just to publish the public reaction against that 
information is going to be so negative," he said 

Schwartz said his group has benefited from WikiLeaks. which was 
able to obtain some congressional public records his organization 
coukj not. 

Ttiey are effective in terms of getting to documents that people have 
trouble accessing in other ways" he said 

Ellsberg - ttie former U S Department of Defense official wtio 
leaked the Pentagon Papers in the '70s and who now donates to 
WikiLeaks, said the site has the potential to change the way ttie 
world's governments operate. 

He says the site will make leaders more accountable to the public 

The recently released military vkteos are "a very small door so far. 
into the huge library of broadly withheld information" he said 

He called Assange a hero for trying to shed light on those hidden 
catalogues 
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