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The United Statos, by and through undersigned counsel, provides tho fbllowing brief 
reiterating and clarifying its position on tho elements of18U.S.C.^ 793(o), and tho difference 
hofwoen the "documents" and "infbrmation" clauses in tho statute. This ftling will also briefty 
address tho issues raised by dofonso counsel during oral argument at tho Artido 39(a) session on 
26 Febmary 2013. Tho issue is ripe fbr consideration hy the Court because tho accused's 
providonoo inquiry ostablishod every olomont oftho charged spodftoations alleging misconduct 
in violation ofl8U.S.C.^ 793(o),wifh tho oxcoptton of tho "national dofonso information" and 
"reason to boliovo" dements. However, in oases involving tangible items relating to the national 
dofonse-induding digital computer dooumonts^tho United Statos is not required to prove tho 
accused had "reason to boliovo" the tangible items "could bo used to tho irijury oftho United 
States or to tho advantage of any foreign nation." 

PREVIOUS FILINGS ADDRESSING THE ISSUE 

In tho Govommonf'sRosponso to the Court'sClariftcation ofRuling on Lesser-Indudod 
Offenses, dafodl6Noyomhor 2012,tho Govommont wrote: 

However, under 18 U.S.C. ^ ^93(o), tho Govommont is not 
required to prove that tho accused had reason to believe tho 
information "could ho used to tho injury of tho United States" 
when tho accused had unauthorized possession of any "documenL 
writing, code hook, signal hook, sketch, photograph, photographic 
negative, bluoprinL plan, map, model, instmmonL applianoo, or 
note relating tothe national dofonso." ^^^18U.S.C.^ 793(o). In 
other words, tho "reason to boliovo" sdontor requirement only 
applies tointandble infbrmation relating tothe nationaldofonso, 
not the tangible items listed above, ^^^^^^^^^^^^^^.^y.^^^^^^^^^^, 
2012WL4903319,at^l(EDVaOd16,2012)("1mportanfty,^ 
793[oj diffbrontiafos botwoon 'tangible' NDI, described in the 
'documents' dauso (̂ any documenL ... or note relating to tho 
national defense'), and 'intangible' NDI, dosorihod in the 
'information' dauso ('information relating to the nafional 
defense')"); (^^^^^^^^^^.^y..^^.^^^,445 F Supp. 2d 602,612 
(E.D. Va. 2006) ("Second, Congress expanded the category of̂  
whafoouldnotbooommunioatodpursuantto^^ 793(d) and(o)fo 
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include'information relating to tho national dofonso,'hut modifted 
this additional item by addingasdontor requiremenL..."). 

Appollafo Exhibit391. Tho Govommont'sargumont was that tho proffered speciftcations (in 
tho dofonso plea) wore directly analogous foaviolationofl8U.S.C.^ 793(e) fbr purposes of 
calculating tho maximum punishment fbr tho each speciftcation. 

In tho Govomment'sRosponse to the Aoousod'sProfforod Statement and Associated 
Instmcfions, dafod14Fobmary 2013,the Govommont wrote: 

In an abundance ofoaution,theUnitod States requests tho Court 
instmof tho accused during the providence inquity that under tho 
"documents" or "tangthlo items" clause o f l 8 U S C ^ 793(o), tho 
Govommont is not required to prove that the accused had reason to 
holioyo tho infbnnation transmitted "oould bo used to the injury of 
the United Statos." In other words, tho "reason to boliovo" sdontor 
roquiromont only applies totntan^iblo information relating fotho 
national defense. L̂ ^̂ ^̂ ^̂  ^̂ ^̂ .̂̂  y. 2012 WL 
4903319, at ^1 (ED VaOcL 16, 2012) ("hnportant1y,^ 793[oj 
difforontiatos between 'tangible' NDI, descrihed in tho 
'documents' dauso (̂ any document, ... or note relating to tho 
national defense'), and 'intangible' NDI, dosorihod in tho 
'information' dauso ('information relating to fhe national 
defense')."); (^^^^^^^^^^^.^y.^^.^^^,445 F.Supp. 2d 602,612 
(E.D. Va. 2006) ("Second, Congress expanded tho category of 
what oould not bo oommunioatod pursuant to ^^ 793(d)and(o)fo 
indudo'information relating to fhe national dofonso,'but modifted 
this additional item by addingasdontor requiremenL...");(^^^^^^^ 
^^^^^.^y^^^^^,818FSupp2d909,916-17 ("AsthoGovommont 
points ouL however, Dofondant'sbriofoonftatos tho different ^^^.^ 

requirements required fbr criminal violations involving tho 
'documents' dauso and tho 'information' dauso of Section 
793(e)...Thus,only the second'infbrmation'dause requires proof 
oftho'reason to bolioyo'element."). 

Appellate Exhibit 496. Aside from tho Govomment'sdte to additional authority on 14 
Febmary 2013 (tho .^^^^^ case above), tho two ftlings addressing the targeted issue are 
ossontiallythesamo. 

ADDITIONALAUTHORITY AND ANALYSIS 

Because tho documents and videos charged in this case are tangible items, the 
Govorrmient is not required to prove that the accused had reason to beltovo the charged 
documents, records, and videos "oould ho used to tho tnjuty offhe United States orto tho 
advantage of any foreign nation" in order to ostablishaviolationofl8U.S.C.^ 793(e). 



18 U.S.C. § 793(e) reads: 

Whoever having unauthorized possession of, access to, or control 
over any document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, map, model, 
instmmonf, appliance, or note relating to the national defense, or 
information relating to the national defense which information the 
possessor has reason to believe could be used to the injury of the 
United States or to the advantage of any foreign nation, willfully 
communicates, delivers, transmits, or causes to bo communicated, 
ddivorod, or transmitted, or attempts to communicate, deliver, 
transmit, or cause to bo communicated, ddivorod, or transmitted 
the same to any person not entitled to receive it, or willfully retains 
the same and fails to deliver it to an officer or employee entitled to 
rocoivo it; 

18 U.S.C. § 793(e) (emphasis added). The statute has two different clauses: a "documents" 
clause and an "information" clause. See 18 U.S.C. § 793(e). The "documents" clause includes 
the enumerated, tangible items described in tho statute. The "reason to boliovo" olomont only 
modifies tho "information" clause, an interpretation of the statute which is supported by its plain 
reading and cases that have examined this issue. For example, tho trial court in United States v. 
Morison stated that tho "plain language" of §§ 793(d) and (e) supported the Govommont's 
interpretation of tho intent requirement—namely, the "requirement [that the possessor must have 
"reason to boliovo" tho information could bo used to the injury of tho United States] is not 
present for the delivery or retention of photographs or documents." United States v. Morison, 
604 F. Supp. 655, 658-59 (D. Md. 1985), affd, 844 F.2d 1057 (4th Cir. 1988). In a later opinion 
in Morison, the trial court further dariftod that tho "reason to boliovo" olomont is not required by 
tho statute under tho "documents" clause: 

It is also worthwhile to note, for tho purpose of clarity, that tho ftrst 
half of both parts (d) and (e) of 18 U.S.C. § 793 defines the types 
of items or information which is unlawftil to either retain or 
transmit. It defined all kinds of tangibles: "any document, 
writing...or note relating to the national defense," and also 
describes intangibles: "information relating to tho national defense 
which information the possessor has reason to believe could be 
used to tho injury of the United States or to tho advantage of any 
foreign nation." The language "has reason to boliovo" does not 
create a subjective tost for tho entire statute and does not change or 
modify the meaning of willfulness. Instead, it modiftes and 
explains what type of information is included within tho statute's 
scope. 

UnitedStates v. Morison, 622 F. Supp. 1009, 1010-11 (D. Md. 1985), aff'd, 844 F.2d 1057 (4th 
Cfr. 1988). 



This reading oftho statute is also compdiod bythe stmduroof^ 793(o). In tho statute, 
tho phrase "nafional dofonso" is repeated, onoo fbr tho "documents" dauso and again fbr tho 
"infbrmation" dauso. ^^^18U.S.C.^ 793(o). However, tho "reason to boliovo" language 
appears only onoo, modifying tho word "information." 7 .̂ Further, thoro is no comma after 
"infbnnation relating tothe nafional dofonso,"suggosting that "reason fo believe" modiftes 
"infbrmation" only. Tho result ofthis plain roadingmakosporfodsonso in the context oftho 
statute. Section 793(o)provtdos fbr different sdontor roqutremonfs depending on the character of 
tho national dofonso information at issue in the case. In oases involving documents, digital or 
otherwise, tho accused must transmit tho infbrmation "willftilly." Tho statute recognizes that an 
accused wift roadilyunderstand thatadocument or enumerated item relates to tho national 
dofonso based on ifs contonL design, or markings. In fhis case, tho documents, records, or videos 
af issue were either conspicuously marked with dassiftoations or downloaded from dassifted 
systems. Intangiblo(orallytransmitfod) or derivative "infbrmation"(suoh as infbnnation ouf and 
pasted from an original dooumont)doos not share these same oharadoristics—thus, tho statute 
requires an accused fo also have "reason to beliove" tho infbnnation oould ho usedto tho injury 
oftho United Statos. 

This interpretation ofthe statute is also supported by tho logislativo history. Indeed, in 
discussing tho legislative history offhe 1950 amendments tol8U.S.C.^ 793(o),Jusfioo White in 
tho Pentagon Papers case stated that "[ijtsoomsdoar...that in prosooufing fbr oommunioating or 
withholdinga'dooumont'asoontrastod with similar adion with respect to'information'tho 
Govommont nood not prove an intent to injure the United Statos or to bonofttafbroign nation but 
only willful and knowing conduct."A^^)^^^ 7̂ ^̂ .̂̂  C .̂y.̂ ^^^^^^^^^^ .̂̂ ,403 U.S.7 
(1971)(Whito,J.,oonourring)(dtsousstngS.Rop.No.2369,pLl,81stCong,2dSoss,8-9 
(1950) ("Tho phrase'which information tho possessor has reason to hdiove oould bo used to the 
injury ofthe United States or to tho advantage of any foreign nation'would modify only 
'information relating to tho national dofonso'and not the other items onumoratod in tho 
subsodion.")); .̂ ^^ /̂.̂ ^ Endosure I,at4and7. 

A N O T E O N ^ ^ ^ L ^ A N D D ^ . ^ 

During oral argument on 26 Febmary 2013, dofonso counsel argued that hooauso tho 
^^^ /̂̂  and .̂ ^̂ .̂̂  opinions discussed the "reason to belieyo"element in cases alleging misconduct 
in yiolation of18U.S.C^ 793(o), it fbllows that the Govommont must prove the element in 
order to ostabltshayiolationofl8U.S.C^ 793(o). This argument has no meriL In those oases, 
trial counsel chose to charge the accused under the "infbrmation" clause.̂  ^^^L^^^^^^^^^^^.^y. 
^^^^/^,2011WL414992 (AnnyCtCrimApp);(^^^^^^^^^^^^yD^^^,69MJ127(CAAF^ 
2010); .̂ ^^ /̂.̂ ^Endosuros2(^^^^^ Charge Shoot)and3(^^^^/^ Charge Shoot). Aooordingly,tho 
rdovant spodftoations in those cases included tho "infbrmation" sdontor roquiromont and the 
Govommont was required to prove that olomont in order to ostahlishaviolafion of tho 
spoctftoation. Furthermore, this particular defense argument is uniquely misleading, as tho ^^^^/^ 
opinion dearly and oondsolyoxp1ainod,whilo receding tho assertion that "reason to boltovo" 
meant "bad faifh,"that18U.S.C.^ 793(o)doftnod two typos of nafional dofonso information 

^At least in the ^̂ ^̂ ^ case, the Covemment assumes that trial counsel proceeded under the "information" clause 
because the list of detainee names and information,when printed ftom the JDIMS system,were not marked witha 
classiftcation label ^^^^^^^^,69M.J.at130. In this case, all the documents were marked with classiftcation labels. 



(NDI): "a. 'documents, writing.. .or note,' or b. 'information the possessor has reason to boliovo 
could be used to tho injuty of the United Statos or to the advantage of any foreign nation.'" 
Steele, 2011 WL 414992, at *3 (emphasis in original). Additionally, appellant's counsel in 
Steele acknowledged tho difference between the two types of NDI. Id. In short, the Diaz and 
Steele cases only conftrm the difference botwoon the "documents" clause and tho "information" 
clause in tho statute. 

ON THE NATURE OF "INTANGIBLE INFORMATION" 

According to tho defense, computer ftlos or documents are not among tho tangible, 
enumerated items in tho statute. See 18 U.S.C. § 793(e) ("WTioevor having unauthorized 
possession of, access to, or control over any document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, map, model, instmment, appliance, or note 
relating to the national defense...."). Instead, tho defense assorts that computer ftles are 
intangible information. Interostingly, tho Govommont notes tho Steele court certainly thought 
that computer ftlos wore tangible. See Steele, 2011 WL 414992, at *4 ("Hero, tho ovidonco 
clearly showed that appellant unlawfiilly retained physical, tangible computer files and 
documents containing NDI and not "intangible" information as in Rosen."). This court has also 
indicated that for purposes of Rule for Courts-Martial 701(a)(2)(A), emails are not intangible, 
but "documents" within tho moaning of tho mlo. See Appellate Exhibit 494, at 33 ("Although 
the Defense discovery request stated 'documents' and not 'emails', emails can be 'documents' 
for purposes of RCM 701(a)(2)...."). In short, there is no authority for tho defense proposition 
that a computer document, memorandum, or ftlo is not a "document" or other tangible item 
within tho moaning of 18 U.S.C. § 793 unless if is in paper form. The defense position on this 
point is untenable. 

CONCLUSION 

Under the facts of this case, tho Court can ftnd that the accused violated 18 U.S.C. § 
793(e) by transmitting documents and videos relating to tho national defense without ftnding that 
the accused had "reason to boliovo" tho information could bo used to tho injury of the United 
Statos or to the advantage of any foreign nation. 

> d m 5 M r M 0 R ^ ^ ^ 
XPT, JA 
Assistant Trial Cotmsel 
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