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PRINCIPAL PURPOSE: To document polental criminal aclivity nvolving the U S Army. and 1o allow Army officials (o maintan disciphne.
iaw and order ihrough invesugation of complants and incidenis

ROUTINE USES: informaton prowded may be furlher dsclosed Lo federal. siate local. and foreign governmen? iaw enforcement
agencies. proseculors, courls, chid protective seraces. viclms, withesses. ihe Depariment of Veterans Affass, and
ihe Office of Personnet Management Infarmation provided may be used for deierminations regarding judicial or
nan-judicial purishment. other adminisiralive discipknaly aclions. secunly clearances. recruiiment, retention,
placement. and olher personnel actions

DISCLOSURE: Disclosure of your SSN and other informahion 1S voluniary

1. LOCATION 2 DATE (YYYYMMDD) 3 TaF 4. =t E NUMBFR
HQ. 2d BCT. 10th MTN DIV (LI). Ft. Drum, NY 201101 20 1000 o

5 LAST NAME.FIRSTNAME, MIDDLE NAME 6 SSN 7 GRADE/STATUS
Miller, David M. O6/RA

8 ORGANIZATION OR ADDRESS
HQ. 2d BCT, 10th MTN DIV (L1), 10200 North Riva Ridge Loop, Ft. Drum, NY 13602
g

t David M. Miller . WANT TO MAKE THE FOLLOWING STATEMENT UNDER QATH.

I have been the Commander of 2d BCT. 10th MTN for approximately 40 months. [ do not know my next assignment yet: SLD is
telling me to stand by as they consider some nominative possibilities. | expect to find something out soon. | was not originally
informed about the issues with PFC Manning's outbursts or his behavior. Once | was made aware of what was occumng, my staff
and | conducted an After Action Review to look at ourselves and our processes. | wanted to look at Information Assurance,
training, and all aspects of OPSEC and security. We also Jooked at BH and mental health. We implemented some changes based
upon that intemal look. 1t would have been helpful if I or other leaders had data from basic training and AIT upon which to make
decisions, but that information docs not come forward with Soldicrs. There is a wall that keeps us from that information.

Approximately 60 days prior to deployment I had the unit look hard at the SRC Scrub.  Another unit, 3BCT, 10th MTN barely made
deployment strength. After that, FORSCOM guidance was that BCTs would take a hard look at their numbers. We didn't want 10
take the wrong personnel forward. nor did we want 1o leave a large rear D behind for a small staff to manage and lead. During this
scrub, 1 was tracking 500 or A00 Soldiers that may have had deployment issues but | was not tracking PFC Manning personally: |
was tracking the BCT as a whole. We reduced our numbers down to around 300 - mostly medical or chapters.

In Jraq. we assumed responsibility for 17 Joint Security Stations and Combat Outposts in eastern Baghdad. We had a BCT TAC at
JSS LOYALTY in East Baghdad and the BCT TOC outside the city at FOB HAMMER. We generally were responsible for eastern
Baghdad and partnered with an Iragi Corps equivalent HQ and two separate Iraqi Divisions (1st Federai Police and the 9th Iraqi
Army). We were helping the units to build their staff capacity and providing security for upcoming elections. After the clections
our focus shifted to responsible drawdown and transition of security as well as JSS's and COP’s to 1A control.

[t was during this time that a problem with my S2, MAJ Clausen, was coming to the forefront. MAJ Clausen's performance was not
up to the standard that I expected. He could not provide a valuable inteHigence picture or analysis in 2 manner that was useable to
the unit as a whole or me as the Commander and our ability to assist the A 7 IP. [ discussed the issue with the BSTB Commander,
then LTC Paul Walter. LTC Walter was also branched M1 and understood what was necessary from an intelligence standpoint.
Based upon discussions with LTC Walter and LTC Kemns {XO). I decided it was best to remove MAJ Clausen from his position as
the 52 and place CPT Lim into that job. CPT Lim was the MICQ Commander and he had served as a battalion S2 for 2/14 on a
prior deploymem. He was capable and understood the unit. He is the type of officer who should be a Battalion Commander.

I placed him in the job and looked to LTC Walter to help provide some oversight. 1did not get invalved in the inner workings of the
S2 department under CPT Lim's leadership. Based on our parinership requirements and our split TAC and TOC locations. all of my
staff was relatively thin but rather than place inexperienced Intel personnel at the battalions, ! chose to accept risk at the Brigade
level instead of at more remote locations - particularly in a bottom up Intel driven fight.
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§ STYATEMENT (Confinued)

Mast of the Milnacy Intefligence Uaptain sions were filled by Licutenanis aithough they were designed for mose senior officers.
had two battaiions that had Licutenants instead of Capuains fitling thew imelligence posinons,  The intel shops weve doing a good
job with the exception of MAJ Clausen. As 8 unit. we met our iraising requirements with respect o fA. OPSEC, ete, Whether the
training was enough iz worth looking into. Based on afterthe fact discussions withmy AS6 and S3. it might not be.

As the BCT Commander. { had a normal battie rhythm that had me circutating the battieficid al] day and returning to Forward
§Operating Base (FOB) Hammer at night. During the elections and a few other criticel times 1 C2°d the BCT from our TAC at JSS
LOYALTY inorderto be inthe city 24 / 7.

1 don't recall the specific OPSEC training pieces conducted during the AAR after the Manning arrest, but from what I understand,
abmost nothing would have stopped PFC Manniag from doing what he did. T wax made aware, afler the fact of the vnauthorized
ciectronic media in the SCIF.  He may stil have gotten the infonnation out of the SCIF even if every proper control measure was
ia place and exccuted properly because most checks are designed 10 contral people who do aot normally have access and not

people who belong in the section. As an Army we may need to look ai modifying conwrol measures to ook as much inernatly as we
do a1 extemnal threats.

With respect 10 the information side of the house. cur current SIGO and our ASG teli me that there is not enough training. The 56
i theater was average, but was net computer savey. He worked hacd but struggled.  Untid § got the AS2, CPT Cherepko, there was
frot encugh krowledge about computer systems within my S& shop.  CPT Cherepko was competent and conducied other functions.
He is the sort of ofTicer whao will put tough issues on the 1abie. My ohservabion is that there has 10 he more trasning snid experience
in this area to give more depth and expeitise in the fonnation. There is even less knowledge at the BN level and beiow. Given thas
we were dispersed over 17 areas, it scerms this could have occurred a2 any one of them.

A problem area that came to Hght was that one of my chapiains had to be xeparated from the Army for conduct unbecoming an
officer and gentieman. CPT Cherepko was the only person in the unit who was able to Jook at the computer assigned 1o the
Chaplain and perform die analysis that provided the information.

I also was having connectivity problems with the weekly updates to MG WolfT and had the staff come up with a solution for this
fprobiem. It was during this timeftame on the loss of connectivity that § was made aware there was unauthonzed data on the system.
{ understood this was an issue hampering conagctivily but not a security threat.  The system was not working propecly but afier the
removal of users and excess data, the system began (o function better  There was only one person in the BCT who had the skifls
necessary to fix the computer systerms—-CPT Cherepko. § do not have special knowledge of the comipisters or the systeris and the
way they work. The Army provides units with a skilled person who understands this area but in this case, the 56 1 was provided with
simply did not have all the required experience. There was not training or raining oversight provided to my 36 section from the
division because the G6 of the division already depleyed with the Division HQ's. The only training provided was institutional.

When 1 served as the Deputy COG for JRTC. 1 icarned that one of the choke points we as an Army 5y te caich up on “importam” or
“required” specially training is at CTC's during the first few days of MREs. The problem with this is that there is so much of it that
itis impossible to fit it all in during the available time. I did not know all of what was happening with PFC Manning. There was a fit
for duty determination during the deployment and [ found out about i1 after the fact, | am pot sure what the interplay was benween
!!hc cormpany chain of command and mental health. 1 undenstand betier the facts of the case 1oday. but 1 cannot say what the jssuc

was that forced MSG Adkins t0 raise the red flag on PEC Manning.

When looking a1 who 10 take forward on deployment or who we sent back from Iraq, | looked at two set of criteria to determine
whether to send some back. First, could the Soldier receive the type of care they needed in a deployed cavironment”? Second, was
the Soldier a threat to themselves or others? I the answers were no o the fonmer and yes to the latter (if we could not safe guard
him or her), we sent them home. I'tl have to check the exact numbers, but we sent guite a few Soldiers home for BH issues and
treatment, ! was the approving authority for ali release from iheater including BH issues - the BCT sucgeon and BCT CSM brought
cach recommendation to me. Manning was never brought to me.
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9. STATEMENT  :Continued)

From my perspective. the issues surrounding PFC Manning would have been something that the S¥ personnel would have been maore
involved in than the company. Onc issue that could have impacted what occurred during that time period is that the former
company commsander, MAJ Dreher was reiieved over property accountability and ethics issues and was not making good decisions,
The new company commander was working through the property book issues, but either would have provided support if necessary.

As far as PFC Manning is concerned, we were the GRF prior to deployment and he was sharp as a briefer. He was not expenienced
at analysis but he was fine in making presentations. He might have been a little animated in his posture and military bearing but it
never crossed my mind that there were any underiying issues, As time passed the presentations stopped and the unit focus changed
fto other things. My next visibility of PI'C Manning occurred when we received guidance 1o detain him,

1 broke out respoasibiiity among the relevam staff in the foliowing way: The XO had staff oversight, the 56 controlled all of the
neiworks, and the S2 controlled anything dealing with the SCIF. T used the DCO to oversee the non-lethal arena and specific

special projects. T controlled the lethal effects of the BCT and gave overail guidance for both lethal, non-lethal and all aspects of
lour partnenships with Iraqi forces. | had contact and interaction with the staff at my nightly updates and every other Friday was a
more in depth staff update, | held twice a week breeze sessions with my batialion commanders and met with them all face to face at
one of the BN HQ's every two weeks.

Upon retsming o Fe, Brum fram my 1np 10 Leavenworth snd my interview with LTG Casler, { had my XO and stsff provide me
additional information based on questions be asked thai § feft my respomses were inadeguate or not specific enough. The
informnation provided below 1s from that effort:

BEHAVIORAL HEALTH

1. Number of behavioral health cases during Brigade's deployment: 300 (sleep, tobacco cessation, anger management, post
-incident travma)

* Total number command referved: 24
2. Number of BH cases that resuited in erther early redepioyment or delayed return {rom EML: Approximately 16
3. Most command referred BH issues were briefed to me by BN CDRy as a matter of routine reporting. All release from theater
were approved by me, :
4. We also conducted a “State of the BCT” 100 Day review during the January time frame in theater. The purpose was 1o pulse the
entire BCT for command climate, BH issues / trends, Soldier sense of purpose and understanding of the mission and its
pmportance. This was done by teams of EQ reps, Chaplains, PA's and a few others across the entire BCT at the platoon level. LTC
Johnson has a hard copy of the results briefed 1o me.

SINTELLIGENCE SECTION

1 Manning Command Referred?

+ Manning was command referred by both MAJ Dreber (Dec) and by CPT Freeburg (Jate May, prior to CID arrest). Both doctons”
fassessments did not recommend redeploy. They recommend removing the bolt from his weapon and continue treatment,
2. MSG Adkins® performance as an NCO

* Marginal, bul not bad enough lo either relieve or replace. Technically competent, lacked Jeader skills expected of a MSG {this
info from the current BCT CSM with knowledge of the NCO).

3. What was the S2 section’s supervisory structure in the SCIF? Was there anyone between PFC Manning and MSG Atking?

* Manning was a Shia analyst in the SCIF, and was supervised by $5G Balonek and CW2 Ehresman, However, within the 24 hour
staffing of the SCIF, Manning worked the night shit, which consisted of four total analysts and 3 SIGINT personnel. On the night
shift, SPC Padgett was the NCOIC of the night shifi for the inte! fusion section. Manning was placed on night shift because he was
a good analyst and could be relied on to produce staff products on his own with little or no supervision—not to keep him out of the
“main effoit” on the day shift.
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9 STATEMENT [Conlinued)

4. At what point {by regulation) should 3 DERGG be inttiaied?

+ Commanders (in conjunction with their unit security manager) are allotted 30 days to submit an mitia] DA 324%-R. folfowing the
discovery of credible derogstory infonmaion on a Soldier.

« Alter the initial DEROG is submitied and processed by SID/CCF, the unit hax 90 days to submit a follow-up 5248-R.if there is a
Ipending investigation or adverse action taken {e.g., summary court martiai).

+ Once the investigation/proceedings are completed and the Soldicr has been cleared/charged of offense, the unit must submit &

FINAL derog.

5. When was one inttiated on Maaning?

« The 2BCT security manager sent 2 x initial DEROGs to S{DvDIV while in fraq. The first was foliowing his assault on SPC
Showmin 08 May: the second initial DERQG was after CID arrested and charged him with the unauthorized use and disclosure of
U.S. classified information. The follow up {final} DEROG way never submuited for either offense by 2BCT within the 30 day
{period (July: August). °

+ The final DEROGs were never submitted in the required timeframe because we believed that oversight of Manning's DEROGs
were 1aken “out of our hands” due to the severity of his offense,

YNFORMATION ASSURANCE/S6 SECTION

* Bandwidth . neiwork problems with BCT HQ - when did they starr? Method o Rx?

* 382 sct the network to meet their needs, as a temporary outgoing unit. Upon RIP/TOA, we inherited their network and began
reconfiguring it to meet our needs; pant of this reconfiguration is establishing retwork priorities and optimizing data Mow.
» Minus random hardware failures, the internal 2BCT LAN'WAN was working acceptably. Connectivity outside of the Irag
theater was slow.
* To ensure connectivity duning CUBs, BUAS. and the Friday CG bnef, we instituted measures including re-routing teaffic and
mimmizing streaming video usage during sessions.

» Were we in compliance with pubhshed diccchives and DIV CDR guidance?
* Yes.

* Who certified the certifiers? Was our |A Staff trained/accredited appropriately?
* The 1AM was fully centified and accredited. as was the [ASO. The SA/NA was in compliance. but not certified.

« What, if any BCT directives did we emplace?

= Disabled ail computers that were not in compliance

* Disabled il computers that had not been connecied 1o the network for over 30 days

* Disabled all user accounts that had not been active for over 30 days

* Scanned for unauthorized media (music, movies and games), removed all media, and notified supcrvisors about unauthorized
jmedia found
« Enforced limited domain admin rights on the network

« Afier the incident was identified:
« Disabled ali SIPR CD/DVD write capabiiities in the BCT { months shead of CYBERCOM directive)

« Conducted a review of need for SIPR Accounts
+ Eiminated role based accounts” {e.g., 2bet.chops) abihity to login to a computer

ocuments that describe $3 series related requirements — no one coherent document. He said he had no training in school with

FTG Caslenasked about TRO training forour 53. 1asked CPT Cherepko about this. According 1o him, there are 153 existing
respect to knowing specific TRO requirements.

< ‘
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