ATTACHVENT € FOUOLES

Coliateral Virder

WkiLleaks has rdeased a dassified US military video depicting the
indisaiminate daying of over a dazen people in the Irag suburb of New
Baghdad — induding two Reuters news staff. Reuters has been trying to
dbtain the video through the Freedom of Infomration Act, without suocess
since the time o the attadk< The video, shat from an Apache helicopter
aunsite, deardy shoas the unprovoked daying of a wounded Reuters
enployee and his rescuers. Two young dhildren invalved in the rescue
were aso seriously wounded For futher inffomretion please  \visit the
speda prgect website wwy.odliateraimurder.com

Fundraising drive

W\& have received hungireds of thousands of pages fromoamupt banks, the
US detainee system the Irag war, Ching, the UN and meny athers that we
do nat curently have the resources to release to a warld audience. You can
change that and by doing so, dhange the wardld. BEven $10 wiill pay to put
one of these reparts into anather ten thousand hands and $1000, a million

| SEEP RIS
Farersic Report of PFC MANNING s personal MAC FOUOLES P
PACE

CARA 0028-10-a0e221
ROHE 0028-10-A10221-10117

L]

R X TR VN - N .
EEIRAR IO TL L RS ORI
LATR L



. CAF# 0028-10-C10221
MEe have rag8sINENE over $370,000 far this year [@HPYeSarly budget is RCH# 0028-10-Q1D221-10117
around $600.000.).

The Sunshine Press (Wkileaks) is an nonprdfit arganization funded by
humen rights canpaigners, investicgative joumdists, techndogists and the
genera public. Through your support we have exqoosed significant injustice
aroud the warld— successfully fighting off over 100 legd attadks inthe
process. Athough our wark produces refomrs daily and is the redipient of
nuTerous prestigous anwards, induding the 2008 Index on Gensorship-
Boonarrist Freedom of Bgoression Anard as well as the 2009 Anmesty
‘ Intemational New Media Awnard, these aoccdades do nat pay the bilis. Nor
can we acoept govemment or carparate funding and maintain our absolute
| integrity. It is your strong support done that preserves our continued
independence and strength.

| Wk are releasing soe time sensitive disdosures on this page until the
morrent of our redaunch

Three dassified U.S. prdfiles of key lodlandic figures. (1) Prinre Mnister
Johannma Sigurdarddttir; (2) the then loglandic Anbassador to the US,, Albert
Jonsson;, (3) Mnister of Foreign Affairs and BExderma Trade, Ossur
Skamphedinsson The profiles fombriefing documents far U.S. difidds visiting
loeland. While the docurents are relatively lonly dassified and careful tobe
diplomdic, the tone and certain facts are notable; for instance, speaking onthe
(then) loelandic Ambassador to the US: "he pratested privately when
eparnaions o dleged use of loelandic airspace by AA-operated planes were
three weeks late in ariving and, in his view, inedequete, but worked with US
dipamets to dowplay the issue publidy.”. Similarly, views about the figures in
relation to NATO ard other U.S. issues are eqiared.

This dassified A andlysis fromMarch, aullines possible PR-strategies to
shore up public support in Genmrany and France far a continued war in
Afghanistan After the dutch govemment fell on the issue of dutch troops in
Adhanistan last nonth, the QA became wartied that similar events ocould
happen in the countries that post the third and fourth largest troop contingents
to the ISAF4Tission. The proposed PR strategies foaus on pressure paints that
have been identified within these countries. For France it is the synpathy of
the public for Afighan refugees and womren. For Gemrany it is the fear of the
consequences of defeat (drugs, more refugees, termarism) as well asfar
Germeny's standing in the NATQ. The nenro is an redipe for the targeted
manipuation of public opinion in two NATO dlly countries, wiitten by the A It
is dassified as Confidentia / No Faoreign Nationals.
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CAF# 0028-10-a0221
Ths HEAGHMAN contains an update to a list of 2818PHEN s, tataing over 40  RO#0028-10-A0221-10117

hbillion euro, lodged against the failed lodlandic bank Kaupthing Bank H. The
docurert is significant because it reveds hillions in cash, bonds and ather
; property held with Kaupthing by a vast nunrber of investars and asset hiders,
| induding Goldman Sachs, Deutsche Barnk, Qredit SLisse, Morgan Stanly,
Bdsta, Bardays, Commerzbank AG, efc. It was confidentidly made available
to daimants by the Kaupthing VWInding-up conrittee.

15 Mar. 200 U.S Ikl jed j :
msdoana‘tlsadasslﬁed(SEO?Em\O:(R\l)&pegeUS
counterintdligencg investigation into WkilLealks. *"The possibility thet curent
enployees or nrodles within DaD ar elsewhere in the US. govermrrent are
providing sensitive or dassified infommation to Wikileaks.org cannat be nuiled
aut”. It concods a plan to fatidly margindlize the arganization. Since WikiLeaks
uses " trust as a center of gravity by pratecting the anonymrity and identity of
the insiders, leakers ar whistiehloners”, the repart recommends " The
identification, exposure, temrination of enployment, arinrinal prosecution, legal
action against curent or fomer insiders, leakers, o whistiebloners could
potertiadly damage or destroy this center of gravity and deter athers
oonsidering siilar adions fromusing the WkilLeaks.org VWb site”. [As two
years have passed since the date of the repart, with no WikiLeaks' source
eqosed, it gppears that this pdlan wes ineffective]. As an odd justification for
the pan, the report dains that ™" Several foreign countries induding Ching,
Israsl, North Korea, Russia, Vietnam and Zinrbabae have denounced or
blocked access to the WikiLeaks.org website”. The report provides further
justification by enurerating ernrbarmassing staries broken by Wkilealks—U.S.
equipment egenditure in Irag, probable ULS, vidatians of the Cherrical
Warfare Convention Treaty in Irag, the battle over the Irag toan of Fallujah
ad huran rights vidations at Guantanano Bay.

QuLote far a US$BE million line of aredit from FirstCaribbean to the govermment
of the Turks & Caicos Idands. The loan is to be used for refinanding existing
lighilities held by FirstCaribbean & Gtibank ($26M), reduce an overdraft fadility
($18V), cash reserves (US$10M), pay areditars {USSIEM) ad "transactions
ocosts’. The intem TA Govermyrent is contrdlled by the Consultative Forum
QOur source states that farummerrbers demanded access to this doourent but
were denied access o it.

This docurent contains a list of 28167 dains, tataling over 40 billion euro,
lodged against the failed loelandic bank Kaupthing Bark H. The docurernt is
significant because it revedls billions in cash, bonds and ather property held
with Kaupthing by a vast nunber of investors and asset hiders, induding
Gaoldman Sadhs, Deutsche Bank, Qredit Suisse, Morgan Stanly, BExista,
Bardays, Commrerzbank AG, etc. It was confidentidly nmade available to
daimants by the Kaupthing WInding-up comittee.

Thsdoa.rrertv\asabmttedtotr’eLKs Hg'\CbutwtheBHJsh

Broadcasting Corparation (BBC) in Septenber 2009, as a Defence against a

libel daim brought against them by the dil conpany Trafigura A May 2009 ‘
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- BBCNEXSNEN feature suggested that 16 deathS@idFPrany ather injuies RO#0028-10-A0221-10117
were caused by the dunping in the ivory Goast of a large quantity of taxic
waste arignating with Trafigura. A Septerrber 2000 UN repart into the mretter
stated that 108,000 people were driven to seek medical attention. This
Defence, which has never been previously published anline, autlines in detail
the evidence which the BBC be{
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