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      Office of the Secretary 
 
  7 April 2017 

 
SAF/AAII (FOIA) 
1000 Air Force Pentagon 
Washington DC 20330-1000 
 
 
Mr. John Greenewald 

 
 

 
Dear Mr. Greenewald, 
 
     This is our final response to your, 27 February 2017 Freedom of Information Act request for 
the Agency Security Classification Management Program Data SF-311 Forms filled out by our 
agency for the last three years.   
 
     The Air Force Security and Special Programs (SAF/AAZ) reviewed the attached documents 
and determined that certain information should be withheld under Title 5 U.S.C. § 552 (b)(6) of 
the FOIA.   
 
     Exemption (b)(6) permits the government to withhold all information about individuals 
contained in a Privacy Act System of records that would constitute a clearly unwarranted 
invasion of privacy.  Information in personnel and medical files, as well as similar personal 
information in other files, that, if disclosed to a requester, other than the person about whom the 
information is about, would result in a clearly unwarranted invasion of personal privacy. Release 
of information about an individual contained in a Privacy Act System of records is prohibited, 
and could subject the releaser to civil and criminal penalties.  SAF/AAZ is the denial authority in 
this instance. 
 
     Should you decide that an appeal to these decisions is necessary, you must write to the 
Secretary of the Air Force, Thru:  SAF/AAII (FOIA), 1000 Air Force Pentagon, Washington DC 
20330-1000 within 90 calendar days from the date of this letter.  Include in the appeal, your 
reasons for reconsideration, and attach a copy of this letter. 
 
     For any further assistance and to discuss any aspect of your request, you have the right to 
contact the Air Force FOIA Public Liaison Officer, Ms. Anh Trinh, concerning this matter at AF 
FOIA Public Liaison Office (SAF/CIO A6XA), 1800 Air Force Pentagon, Washington, DC 
20330-1800, usaf.pentagon.saf-cio-a6.mbx.af-foia@mail.mil or (703) 614-8500.   
 

DEPARTMENT OF THE AIR FORCE 
WASHINGTON, DC 



     Additionally, you may contact the Office of Government Information Services (OGIS) at the 
National Archives and Records Administration to inquire about the FOIA mediation services 
they offer.  The contact information for OGIS is as follows: Office of Government Information 
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College 
Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-
877-684-6448; or facsimile at 202-741-5769. 
 
      Please contact Ms. Tracy Broady via email at usaf.pentagon.saf-aa.mbx.haf-foia-
workflow@mail.mil should you have any questions and refer to case # 2017-01770-F.  
Department of Defense Manual (DoDM)/5400.07/AFMAN 33-302 indicates fees be assessed for 
processing this request; however, there are no applicable fees in this instance. 
 
       Sincerely 
 
 
                                                                                          --Signed-- 
       TRACY A. BROADY 
       Government Information Specialist 
 
Enclosures 
 
 
 
 
 

           TracyA. Broady



! 
i 
I 

-. 

Office Of The Secretary 

DEPARTMENT OF THE AIR FORCE 
WASHINGTON, DC 

MEMORANDUM FOR INFOR.:.\1ATION SECURJTY OVERSIGHT OFFICE 

FROM: SAF/AA 
1720 Air Force Pentagon 
Washington, DC 20330-1720 

SUBJECT: Standard Form (SF) 311, Agency Security Classification Management 
Program Data 

l.18 NOV 20t4 

Attached is the SF 311, Agency Security Classification Managemnet Program Data for the 
Department of the Air Force. 

l<bJ(6J I l<bJ(6J 
My point of contact is '-------'~t (703) 695-3280 or L-------------J 

cc: 

L2~~t-
I ATRlCIA ~AR~DKIEWICZ 
Administrative Assistant 

OUSD(I) Security Policy and Oversight Division 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 
(Submlssion·s must be unclassified and reach the J ufol'm~ttion Security Oversight Office (fSOO) no Inter thnn November IS following the reporting period.) 

PART A:· Tdenti (ying Infonru\tion 

l. Enter the Fis c~ I Year that this repo:t covers. 1. 2014 
2. 2. Identify the Deportment, Independent ugcncy, or Establishment that is 

covered by this report. Deprutment of the Air Force 
3. 3. Enter the name, title, 11ddress, phone, fax, and e-mail address of the Senior 

Aucncy Official (as defined in.E.O. 13526, section 5.4{d)) responsible for this 
report. Patricia J. Zuo~kiewiez. Admi:~islrative Aa.slslar.t. 1720 Air l'oru Pent~ on, Waihill,!llon 

DC 2033(1.1720, Phone : 703-695·9492, Email: pa:ricia.j.zaro.Uiewicz civ@r:ulil.mil 

4. 4. Enter the name, title, phone, fax, and emnil address for the point-of- contact 
responsible for answering questions about this repmt. Mi:ha~: J. JoliO.'Qv, Oi~dor or Sc(otr~l)', Sf'C'CiD1 Pttl/tnl. 0\'cui&)l~ •:.d tnf0!1TAlion VroLrt~ion, Phone 

70l~'>1 ·20~]. I!1T.1~I : mk:hn.:l.j.j•r,oJ~;•¥,.,.i\'@rt'llil ,:llll 

PART B: Officials with Original Classification Authority 

5. Enter tile number of agency officials whose highest level of original classification authority is TOP SECRET. 5. 50 

: 6. Enter the nurr.ber of agency officials whose highest level of orlgina_l classification authority is SECRET. 48 
7. Enter the number of agency officials whose highest level of original classification authol'ity is CO::-JFl.DENTlAL. 7. 0 l 
8. Total number of officials with odginol classification authority. (Sum of blocks 5, 6, & 7) 8. 98 
. .. . . . . . . · ·:· · · PARTC: Origlrial Classification n ·eclsions . . ' ·. · ·.·. . .. ·· .. _._. .. 

Origir1al classification is an initial determination that the iriforma!:or) to. be ciassified has not beei1 pi·evious1y classified. by any o.ther authority. · It.also 
-meets the following COJJditionS: (J) it was· classified by an original classification auiliority; (2) the information is OWned by 01' for, or :stmder tti'e · . 

1 conti·ol of the Unil~d States Govem:nent; .(3) it falls into at least on~ oftht\ cat~gol'ies frol!l section 1,4of-g.Q, 13526; and (4) unatithot:izcd .djsci"os1Jre 
I ·c;ould reaSonably be expected to result in damage to the 'natioita! S.e<:4trity. (P~oviqe infollnetio·n· on all onginal .classi~cati<;>ndecisi0!1S; r~ga::d le.ss of . 

liie media, bcludin~ those.docun1ented and disseminated ·via email. Do riot counfreorOdlictions or copies.) . · .. : · . · · .. · ... ' :·.: · .- : ~ · : 
9. Enter the .,umber of ol'iginal TOP SECRET classitication decisions made during the reporting period with I 9. 
declassification in st• ·uctions oflO ycal·s or less. ; 
I 0. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
deClassification instructions rnneine; from over til veal's to 25 vcars. 
I I. Total n·Jm';,:lr of TOP S 13:CRET original class:fic<~tion decisions. (Sum of blocks 9 & l 0). 

12. Enter t.~e number of oliginal SECRET clnssification decisions made during the reporting period with declassification 
instructions of 10 ycurs or less. 
13. Ente:· the number of original SECRET classification decisions made during the reporting pe:iod with dcclassilication 
instructions t·anginl! from ove1· 10 years to 25 yeurs. · 
!4. Total number of SECRET orlginnl classification decisions. (Sum ofb!ocks 12 & 13) 

·15. Enter l~e tm:nber of originnl CO:\lFIDE~TIAL classification decisions mode during the repor(ing period with 
lleclassitication instl'uctions of 10 years or less. 
16. Enter the number of original CONFIDENTIAL classiticct ion decisions made during the reporting petiod with 
declassification instruct ions ra neine from over 10 Yellrs to 25 yc:u-s. 
17. Tota l number of CONFlDEi\'T lAL original classification decisions. (Sum of~locks 15 & 16) 

18. Totalnumberoforiginal classification decisions. (Sum ofb locks 11, 14, & 17) 

10. 

II. 

12. 

13. 

·. 14. 

15. 

16. 

17. 

I I 8. 

0 

2 

2 

32 

427 

459 

o: 

II 

11 

472 

. . . . . . . . _PART D: Derivative Classification Decjsions . .. . .. · · . . . ,. :' . . : 
Derivative classiJication is the incorporating, po.mphrasing, restatiitg, or generating in new.fomt infor:nation-that is ·a:)'(iady classified.' Th:s inctu·des 
classification ba5cd on classification gu:des .or other sou·rce doeurnents: (Provide information. on :all -classificatiori decisions, tegardless·of t~e media; . 
in.clud:n_A th6se d·ocu:nentcd and disseminated via ema"il. .· Do nolboi:nt reproductions or· ~opies.) · :.· · : · .. · · · . ·. · · .. · . ·.', · ... : --;". _.: '; 

1 19. Er,ter the number of dcl'ivativc TOP SECRET classilication decisions made during the reporting period. 19. 1,883,815 

20. Enter the n•.tr.-~ber of derivative SECRET classification decisions made during the reporting period. 

21. Enter t~e number of de•·ivntive CO:'oiFlDENTIAL classi fi cation uecis:ons made during the reporting period. 

22. Total1:umbe:· of derivative clnssi!'ication decisions. (Sum of blocks 19, 20, & 21) 

NATfON,\1., ARCHIVES AND RECOROS AOMll':lSTRATION AUTHORIZED FOR. LOCAL REPRODUCTION 
Previous edition Is 1musable 

:. 20. 11,319,046 
21. 585,550 
22. 13,788,411 

STA:t-.'DARD FORM 311 (REV 2-13) 
Pr~scribed by NARNISOO 
32 CFR 200 I E.O. 13526 
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. • .. .. . . PART E:·'M:u1datoryDcclns~lfiC:ation Rcvicw·Requcstsand Apj1erits ·. . . . .. : . · :·.· 
A "Req\lest" is·nn individual initial rcvieV{yeque:St o'r appeal, t•egarcile$s oflhe mirnbei-. of docun~ents or pages.io be tevie\ved.as part oT the request. 
· · . Report only retiucsts foi· yourngencv in.wllich your 111?;ency is responsible for' the final '!lecision. ·· · ··. ·. : .. ·. · ·. . 

23. Enter the number of t·cquests ~ceivcd during tte reponing pc~iod. 23. 

24. Enter the nllmber of requests closc.d during the reporting period. 

2S. Enter the number of rcq ucsts that have been unreso! ved for over one year. 

26. Enter the averngc numbcl' of days to resolve each request. 

27. Enter the number of appeals received dnri.ng L~1e reporting period. 

28. Enter tile numbet· of :1ppcals closed during the t'ej)OJting period, 

29. Enter the number of Rppenls tha! !1nvc been unresolved for ovei· one year. 

30. Enter the nvcz·Rge nu mber of !.lnys to resolve each.appeal. 

31. E11ter the numbc:r ot'rcfcncd requests received during the reporting period. 

32. Enter the number of rcfcn·c!l a1ppcnls received during the reporting period. 

. · . . . 

· · . PART F; Mandatory Declassification Review DeCisions in: Pages: 

· 33. Enter the number of l'equcstcd pages that were declassified in full. 

34. Enter the numbc:r.of J·cquestcd pRgcs that were decl<Jssified in pR rt . 

35. En~er tl~e number of rcquestc!l pages that were denied declassification. 

36. Total nu:nber of requested pages acted on. (Sum of blocks 33, 34, & 35) 

37. Enter tile number of appealed pages that were declassified in full. 

38. Enter the number of appealed pngcs that were decl?.ssificd in pnt·t. 

: 39. Enter the n~mber of appealed pages that '"-ere denied declassification. 

40. Tolal n·Jmber of appeRicd pages acted on. (Sum of blocks 37, 38, & 39) 

.. 
.. 

.. . . . ~ART G: Automatic, Systematic·, !!-iid Discretiorutry :O'eclassific~tion R~v.iews :, · 
41. Enter the number of pages l'C\'iewed that were subject to automatic declassification under section 3.3 ofE.O. 13526. 

42. Enter the number of pages dcclnssifte!l ·nnder automotic declassification. 

43. Enter the number of ;>ages rcvicwell th.at were subject to systematic dcc!ussilication under section 3.4 ofE.O. 1.3526. 

44. Enter the number of pages clec:lnssified under systematic declassification. 

45. Enter the number of pllges 1:eviewed that were subject to .discre tionary declassification under section 3.1 ofE.O. 13526. 

46. Enter the number of pages declassified under discrction:lry declassification. 
· .. 

'. 

47. Ente: the number of self-inspections conducted by your agency, covering any aspect of the security cl11ssification 
program, during the repo11ing period. 
48. Enter the number of challenges processed by your agency to the classification of infotmotion believed to be improperly 
classifie!l or unclassified. (E.O. 13526, section 1.8) 

49. En~er the number of challenges where the classification status WRS fully affi1·med. 

50. Enter the m1cnber of challenges where the classi fication status was overturned in whole or in pnt. 

51. Enter the number of security classification guides created by your 11gency and currently in use. 

! 24. 

1 25. 

26. 

27. 

28. 

29. 

30. 

31. 

\ 32. 
.. 

33. 

34. 

35. 

36. 

37. 

38. 

39. 

40. 

41. 

42. 

43. 

44. 
I l 45. 

46. .. .. . , 
... : 

47. 

•. 48. 

49. 

so. 
51. 

68 

64 

21 

22 

0 

0 

0 
.. 

0 

0 
... 

12,768 

628 

1,961 

15,357 

0 

0 

96~,502 

1,293,500 

2,245,057 

1,886,562 

43,700 1 

9,699 
.. •, 

' 

7,933 

19 

l5 

0 

261 

:--IATJONAL ARCHIVES At-.'D RECORDS AOMINTSTRAT!O':>I AUTHORlZED FOR LOCAL REPROD1XTIO:--r 
Previous edition is unusable 

STA;-iDARD FORM 311 (REV 2-1 3) 
Prescribed by NARAI!SOO 
32CFR200t E.O. l3S26 



PART}:· ,.Explanatory Comments· · .. ; .. · · 
Use this spoce to elaborate on any section of this form. If more space is needed, provide as an attachment to this f orm. Provide explanations for any 
siJ;mificant chan~eY in trendslnumbers.fi·om the previous year's reporl. · 

- B:ock 45, #I of pages reviewed for discretionary dec!assification: the increase from 8,500 in 2013 to 43,700 in 2014 can be attributed to Air Force 
H:storical Research Agency (AFRA) gaining more manpower. 

-Block 46, tl of page declassified under discretionary declassification: the increase from 5,000 in 2013 to 9,699 in 20 14 can be attributed to AFRA 
gaining more manpower. 

·Block 47, fi of self-inspections conduc~ed : significantly decreased from 19,037 in 2013 to 7,933 in 2014 because Air Force Inspection System policy 
mandated the ~eduction of inspections. In 2013 the requirement was to conduct 2 self-inspections per year plus a program review. In 2014 the 
rec;uirement was reduced to 1 self-inspection per year and the program review COl!ld be used to satisfy the self-inspection requirement. 

For JSOO Use Only 

ISOO Analyst Name: 

Date ofQC: 

Analyst Initials: 

:"'ATlONAL ARCH:VES AN::l RECORDS ADMlNTSTRATIOl\ AUTHORIZED FOR LOCAL REPRODUCTION 
l':evious edition is 1:m:snble 

STANDARD FORM 3ll (REV 2-i3) 
Prescribed by NARA/!SOO 
32CFR200i E.O. l3526 



Office Of The Secretary 

DEPARTMENT OF THE AIR FORCE 
WASHINGTON. DC 

~EMORANDUM FOR I~FORMATION SECURITY OVERSIGHT OFFICE 

FROM: SAF/ AA 
1720 Air Force Pentagon 
Washington. DC 20330-1720 

NOV 16 2015 

SUBJECT: Standard Form (SF) 311. Agency Security Classification Management Program Data 

Attached is the FY 15 SF 31 1, Agency Security Classification Management Program Data 
for the Department of the Air.r,~F~o~r.::..:ce::.:... ---...., 

(b)(6) 

cc: 

.,CkJ~. _p 
P;TRICIA J.-/AROJIEWICZ 
Administrative Assistant 

OUSD(I) Security Policy and Oversight Division 



-

AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 
(Submhsions must bt uncb.nifi t d aod ruth tbe lnformatic1n S~<uri t~ Onrsi~bt Offic t (ISOO) oo la te r than No•·ember IS follnwinl! tht rt porrin~ puiod.) 

PART A: Identifying Information 
l. Enter the F iscal Year that this report <.:uv~rs. !. IS 

2. !<lentil~ the [)epartmcnt, Independent 11gency, or E~tablishment that is 2. 
covered bv this r.::port. Air For~:e 

3. Enter !he name and tillc nf the Senior Agency Official ·' · 
(as d.:tincd in r..o. 1::.526. section 5.4(d)) responsible lor this report. 

PATRICIA J. ZA RODKIEWI CZ. Administrativ.: A~~ i~lant 

4 . Enlcr the name. title . ph1mc. and email address for the (lflin t-o r-ront.act .t. 
responsibk for ~nswcring quest ions ;~bout this rcpon. Sec PART 1: l ~xplanatory Comments 

PART B: Officials with Original Classifica tion Authority 

5. Enter the number ur agency offkiab whose highe.u levtl of orig inal classificat ion au thurity is TOP SECRKJ'. 5. 43 

6. Enter the nurnber of agency officials whose highes t leHI of 11rigina l classification auth11rity is SECRET. 6. 47 1 

7. Enl~r the number of ag~ncy llffic ials whos~ hit;bcst len l of o rig i n:~! c:lassification authority is CO~FIDE~TlAL . 7. 0 

8. Total number of v nicials w ith original classification authority. (Sum of blu~ks S. 6 . & 7) 8. 90 
PARTC: Original Classification Decisions 

O riginal cla:;sillcation is an !nitial de termination that the information to be classified ha.~ not bc~n previously classified by any other authority. It also 
meets the following conditions: (I) it was classified by an original class i tication authority; (2) the informat ion is O\l<l!Cd by or for, or is under the 
contrcl of the Cnited States Government; (3) it falls into at least one of the categories from section 1.4 ofE.O. 13526; and (4) unauthorized d isclosure 
could rcasonabl~· be expected to result in damage to the nat ional security. (Provide in tom1ation on all orig inal class ification decisions. regardless of 
the media. in cluding those documented and disseminated via email. Do not count reproduction.~ or copies.) 
9. En:er the number of o riginal TOP SE(: RET clas~ification decisions made during the reporting period with 9. 
declass ification instr uctions oflO vears o r less. 0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 10. 
declassification instructions ran_g_ing from over 10 x_~ars to 15 nars. 4 

I I . Total number of TOP SECRET orig inal class ification decisions. (Sum ofblod:s 9 & 10). II. 
4 1 

!2. Enter the number of orig inal SECRET class ification decisions madt: durin? the report ing period w ith derlass ificalion 12 
ins tr uct ions of 10 n an or less. 20 

13. Enter the number of original SEC RET classification decisions made during the reporting period witb declassificat ion 13. 
ins tructions rane:ine f rom onr I 0 nars lu 25 _years. 115 

14. Total number of SECRET original classification dc~:isions. (Sum of blocks 12 & D) 14. 
135 

15. Emcr th~ numb~r o f o riginal <:O.'IIFIDE.'IITIAL dassitication d.:c i:;ions mad..: during th~ reporting period with 15. 
declass ificat ion in~trurlions of 10 vears or less. 0 
16. Enter t:1c number of orig ina l CO~FI OENTii\ L d assificat ion d.:cis ions made during tht: r~port ing period wi th 16. 
decla.o~s i ficalion ins tr uctions ran~ing from over 10 vcan to 25 vears. 13& 
17. Total number o lT OI\FIOE!IiTlAI. orig ina l clii.SSilication deci$ions. (Sum of block~ 15 & 16) 17. 

138 

I K. Total numhcr of o riginal clas$i fic<~tion decis ions. (Sum oi'hlo~·ks I 1. 1-t. & 171 18. 
277 

PARTD: Derivative Classification Dedsious 
lk rivativ.: clas~i fication is the incorporating. paraphrasing. restating. (>r gc::n..:rating in new t\11m inl()rmation that i ~ already classified. '111is includes 
dassi ficat ion based on clas~ilicat ion guides (It other ~o un.:c documents. fl'n•v ide inl im nation on all class ifi cat ion decis ions. regardle~ s vfthc media, 
includ;ng those documen1cd and disscrnin~ tcd via email. Do not count rcp roouct iom; or wpics.) 

19. 

20. 

21. 

22. 

Enter the number of dc ri\:a tin TOP SE( :RET classi ficatiun deci~ions made during the reporting period. 

Enter the numba of dtriva tivt SECRET classification decisions made during the reporting p~riod. 

Euler the number of derintlive ('O~FIDEl'ITIAI . classilicat ion decisions made during the reporting period. 

T<•tal number of derivative classitlcation decisions. (Sum of blocks 19. 20. &: 2 I ) 

l'ATIO~Al ARC\ti\'ES AND Rl:.l'ORDS ADMINISTRAT!O~ ArTIIORlZ.f:D FOR LOCAL Rf!PRODI}(T JOI" 
Prev1ous cduion is unusable 

19. 178.425 

20. 5.3 15. 755 

21. 27K.35& 
22. 5.772.53& 

STA~DARD FORM 311 (Rl·:V 2-15) 
Prescribed hy NAR.A!ISOO 
32 CFR 200 1 F 0 . 13526 
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:\ ir force 

PARTE: Mandatory Declassification Review Requests and Appeals 
A .. Request .. is an individual initial review request or appeal. regardless of the number of documents or pages to he reviewed as part of the request. 

Report only rcQutlits for your a2cnq• in wbich , ·our aj!ucy is responsible for tbc fi nal decis ion. 
.,~ 

-·'· Enter the numher of requests received during the reporting period . 23. 265 

24. .l:.ntcr the number of requests c lo:>ed during the reporting period. 24. 89 

25. Enter the number of reque!' ts that have been unresolved lor O\'Cr one year. 25. 114 

26. Enter the nerage number of days to resolve cm:h r..:quo.:$t. 26. 328 

27. .l:.nter the numbo.'T of a p(X'als rcc.:ivcd during the reporting period. 27. 9 

28. Fntcr the n um her of a p(luls dosed during the reporting period. 2!1.2 

29. lntcr :he number of appeal~ that have bc.:n unresolved l(lr on:r one ~car. 29. 25 
.. 

30. Enter the a\·cra~e num ber of days to re~{llve each appeal. ~0 . 161 

31. Enter the number of rderred r-~quests rcc~ ived during the report ing period. 3 1. 137 
~, 

.).-. Entn the r:umber of referred appeals n:l:Civcd during the reponing ~riod. 32. 2 

PART F: Mandatory Declassification R evit>w Decis ions in Pages 

:13. Enter the numtl<:r of rcq ues ted pages that were dcclassi fied in fu II. 33. 3024 

34. Enter the number of reque.~tcd page.~ th~1t were declassified in part. 3~ . 251 

35. Enter the numhcr of requested pages that were tlenied declassitkation. 35.670 

36. Total number of requested pages actt:d on. (Sum ofblo~:k~ 33. 34. & 35) 36. 3945 

37. Enter the number of appealed pages that were declassified in fulL 37. 8 

38. Enter the numlx:r of appealed pages that were declassified in part. 38.16 

39. Enter the number of appealed pages !hal were denied dedassiticaJion. 39. 0 

40. Total number of appealed pages acted on. (Sum ofhlock:> 37. 38. & 39) 40. 24 

PARTG: Automatic, Systematic, and Discretionary Declassification Revi~ws 

41. Enter the number of pages r-eviewed that ~re subject to automatic declassifi cation under section 3.3 of E.O. 13526. 41.2,510.334 

42. E:1tcr the number of pages declassified under automatic declassification. 42.2,451,986 

43. E:ncr the number of pages reviewed that were subject to systematic declassification under section 3.4 of E.O. 13526. 43. 1,587,500 

44. I·: Zlter rhc number of pages declassified under systematic declassification. 44.1,488,168 

45. Enter the number of pages reviewed that were subject to discre tions~· dccla~~ifi cation under section 3 .I of E.O. 13526. 45.0 

46. Eoter the number of pages declassified under discretionary declassification. 46.0 

PART H: Internal Agency Oversight 

47. Enter the: number ofchallcngts processed by your agency to the classilication of inlom1ation llc licved to be improperly 
classified or u nclassified . (E.O. l 3526. section 1.8) -47.7 

48. 

49. 

Enter t ~c num b..:r of challenges where the clussi lication stallls was full~· affir mcu. 

Enter the: number of l'ha!.llen~,t(S where lht: classification status wa> overturned in whole or in part. 

>,; ,\TtO~A!. ARCHIVES Al'l> RECORDS J\UMlNlSTRATtO' Al!TIIORJZED FOR LOC:'\L REPROL>li('TJON 
Prc,·inus ~d1tion is unu:<al>lc 

48. 4 

49.0 

STA:'\DARD FORM 311 tREV 2- I 5) 

l're.<.cnbcd b~· NARA/JSOO 
32 CFR 200 I U) 13526 



Air force 

f--.,.-,---,--,---- -:-:-- __ PART 1: Explanatory Comments ··-....,...,---::---::--:-:--....,...,---,:---:- _ 
Use this space ro elabora1e on any section of lhis.form. (f more space is needed. providt! as an a/lachment to thisj'orm. Provide explanmionsfor any 
Sif:ni.fcam ch<mReSJ!' tremh·numbersfrom J.he previous year ·s re()()fl. 

I' ART A: ldcnti !Yin2 Information. Jtcm 4. Enlcr !he name. rirk. phone. a nd email address l(lrthc p<lint·ol~contact rcsponsihlc for answerin{!. questions 

about :his repon: l(b)(6) lA ir Fo rce lnfonnation Security Program \tanager. 703-695-32RO. j(b)(6) I 

I' ART 13: Ollkiab w ith Originul Classification Authority: We rcduco:d the numbt:r of original classi ficmion authorilics hy !<from FY 1~. The reduction 

occurr~d as a result of a rcorg.aniz.atiun and a lew determin~c..l !hey no longer require !his authority during the onnua l revalidation . A nc" ddegation 

leucr is fi.lrthcoming. 

l' t\ RT C: Original C l a ~!'i lkation Occisivns. The nurnbc:r nf nrig ina I d:l~l'i li~at ion decision~ is approx irnatc ly 200 less I rom FY 1 ~ . We codi lied 1 SOO 
cri ter ia t(Jr count ing original cla:;silic.1tion decisions from I'Y 14 SF :; 11 data call. Thi~ he lped (.)('As accurately t ra~k the ir decisions. 

PART[): Ocri"ati\'~ Cl:l:;si1i~,:at inn [)c~,:isions. In p~vious FY report ing. a d~ri1ati\'t~ classifier w~s defined as any pcr~on wilh access to cl~ssilicd 

nationa 1 security infurrnal ion. During 20 15 we published mtr Air Force instruct ion to implement DoDM 5200.01 . I >oD lnf(,rrnation Security Program. 

We established a definitio n that t>ettcr n::llcds the dcrivativ~ classit:cr population: any pcT$on with access to a clas~ilicd information system M 

specitically d~signatcd t>y a commander. The ddinition significant ly reduced the population of derivative classifiers. resulting in more al·curate 

re porting. 

PART E: Mandatory Declassification Review Requests and Appeals and PAR 1 F: Mandatory Declassification Review Decis ions in Page~. 'Ibis year 

we capure a [[ reporting from our Mandatory Declassification Rc1·iew I MDRJ Otlicc onl). In FY 14 data was captured l'rom a ll major commands and 

MDR office and \\C found this to result in duplication of counting of :V10R cases. pages. and appeals. 

l'ARl G: Automatic. Systematic. and Discretio nary Declassitication Re1 iews. Ibis year we captul'l::d all reporting fro m our Air Force Dccla~sification 

Office staff. These numbers arc going to ebb and tlow based on volume and num bcr of trained personnel available to conduce the rcl'iew. 

For /SOO U.'te On~v 

ISOO Analyst Name: 

Date ofQC: 

Analyst Initials : 

1': ·\ TIO:>o'Al.. ,\ R('HI\'F.S AND RE('ORDS ADMt:-:!STRXno:-; ACT!IORI/.l·.D FOR LOC/\.1. REI'IWDL:CTIOI'\ 
Pre no us cdilion is unusatlle 
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Office Of The Secretary 

DEPARTMENT OF THE AIR FORCE 
WASHINGTON. DC 

MEMORANDUM FOR INFORMATION SECuRITY OVERSIGHT OFFICE 

FROM: SAF/AA 
1720 Air Force Pentagon 
Washington. DC 2-:>330-1720 

NOV 1 8 201& 

SUBJECT: Standard Form (SF) 3ll. Agency Security Classification Management Program Data 

Attached is the FYI 6 SF 311. Agency Security Classification Management Program Data 
for the Department of the Air .Force. 

P~~~R:(:ICZ 
Administrative Assistant 

Attachments: 
I. AF FY16 SF 311 Data 
2. AF FY 16 SF 311 Data Part J 

cc: 
OUSD(I) Security Policy and Oversight Division 



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 
(Submissions must be unclassified and rcac~ the Information S~urity Ovc:rs1ght Office ( lSOO) no later than November 15 follo,.,i ng the reponing period.) 

PART A: Identif}; nJI: Info~mation 

I. Enter the Fiscal Yur that this report covers. I. 2016 

2. ldcntit)· the Department, Independent .J~ency, or 2· Air Force: Department ofthc Air Force 
E~tahlishmeot that is covered by this rcoon . 

3. Enter the name and title of the Senior A)!ency 3
· Patricia J. Zarodkiewicz. Administrative Assis tant 

Official (as dcti ned in E.O. 13526. section 5.4(d )) 
responsible for this report. 

4. Poin t-of-contact n:~ponsib le for ans"'-cring quest ions about this report: 

4a. Name: 4a j(b)(6) I 
4b. Title: 4b·Jnformatio n Security Program \'tanager 

4c. Email address: 4ci (b)(6) I 
4d. !'hone number: 4d'(703 ) 693-2018 

PARTB: Officials with Original C lassification Aut hority 

s. f.ntL"f the number of agency officials whi)S<! hi~hest len I of original classifi cation authority is TOP SECRET. 5. 43 

6. Enter the number of agency offic ials whc)se hi~best level of original d assilication authority is SECRET. 6. 48 

7. Enter the number of agency ofilcials wht>se hi~hest level of original dassification authority is CONFIOEI"iTIAI.. 7. 0 

8. Total number of officials with originaJ dassitication authority. (Sum of blocks 5. 6. and 7) 8. 91 

PART C: Original Classifica.tion Decisions 
Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It 
also meets the follo" ing conditions: ( 1) it was classified by an original classification authority; (2) the infonnation is 0\\7lcd by or for, or is under 

the control of liM: t:nited States Govcn ulldlt; (3) it falls into at least one of the categories from section 1.4 of E .O. 13526: and (4) unauthorized 
disclosure could reasonably be expected to result in damage to the national security. (Provide infonnation on al l original classificaoon decisions, 

regardless of the media. includin~t those documented and dis.:.:eminated via emaiL Do not count reproductions or L'Opi~.) 

9. Enter the number of origina l TOP SECRET c lassi tication decisions made during the repon ing period witb 9. I 
declassification in st ructions of 10 vcan or less. 

I 0. Enter the number ol original TOP SE( :RET classification decisions made during the reporting period with 
declassification instructions ra nging from over 10 years to 25 vears. 

10. 2 

11. Total number of TOP S~CRET original classilication decisions. {Sum of blocks 9 and I 0) II. 
3 

12. Enter the number of original S~CRKI' classification decisions made during the reporting period with 12. 5 
declassification instructions of 10 years or Ius. 

13. Enter the number of orij!inal SF.CRET classi fication decisions made during the reporting period with 13. 47 
declas~ ifi ca ti on inst ructions n nl!ine from over I 0 years to 25 \ 'ea rs . 

14. Total number o f SECRET original classi fi cation dccis i<ms. (Sum ofblod:s 12 and 13) 14. 
52 

15. F.n tcr the number of oriJ!inal ( '0/"i fo' (()EI\TIAL dassification dec isions made during the rCJXlrting pcriud with 15. 0 
d cclauification instruct ions of 10 yean or len. 

16. Enter the number of ori~ina l CO~FIOENTI;\L classification decisions made during the reporting period with 16. 6 
declassifiution instructions rlllnging from over 10 vears to 25 vears. 

17. T otal number of COI"iFIDJ.: /"iTIAL original classilication decisions. (Sum of block~ I 5 and 16) 

I 8. T otal number of original da~sificat ion decisions. {Sum ofbloeks 1 I. 1 ~-and 17) 

~i\T!ONAI. ARCHIVES A~D RH'ORDS ADM fNIS TRATlON At.'THORIZED f OR lJX:AL REPRODUCTION 
l're\'iOus edition is unusable 

17. 6 

18. 
61 

STANDARD FORM 3! 1 (R EV 03-16) 
Prescribed by ~ARNISOO 
32CFR 200l E.O . 13526 



Air Force: Department of the Air Force 

PART G: Automatic, S~'Stem.atic, and Discretionary Declassification Reviews 

35. Enter the number of pages REVIEWEl> that were subject to automatic declassification under section 3.3 ofF..O. 35. 3,368.226 13526. 

36. Enter the number of pages DECLASSI.I' IIm under automatic declu~ificatiou. 36. 1.918.875 

37. Enter the number of pages REVIEWE.l) that were ~ubject to §ystematic declassification under section .1.4 of 37. 
0 E.O. 13526. 

JR. Enter the number of pages DECLASSIFIED under systematic declassification. 38. 0 

39. Enter the number of pages IU:vn:w F.n that were subject to discrction.r)' dcclas~ification under ~ctinn 3.1 of 39. 0 
E.O. 13526. 

40. Enter the numlx.'T o f pages OECLASSII' l EO under discretion:~ry dccla s_~ ifi cll li on . 40. 0 

PARTH: Internal A&eocy Oversigbt 

41. Enter the number of CHALLEI"GES proccs~cd by ynur agency to the cla$$ilkation ofinformatinn btd iev~d. to be 41. 0 
impropul}· classified or unclas§ified. (E.O. 13526. section 1.8} 

42. Enter the number of CHALLEI"GJ.:S where the classification statu$ was fully affirmed. 42. 0 

43. Enter the number of CIIALLEI"GES where the clas~ification status was onrturned in whole or io part. 43. 0 

PART 1: Iotelligeoce Community (IC) Information 
This section applies only to IC agencies and IC components of other agencies "'t.o originally apply the ORCON and ORCON-USGOV 

dissemination controL This information, along with ISOO's annual inspection reports will be used to inform the annual report to the 0~1 on the 

- · use of classification markings. 
Organization's classified disseminated analyt ic product {a5 defined in lCD 206 Sourcing Requirements for Di.ueminated Ana~1·tic Product) 
orieioallv marked ORCOJ\". 

44. Enter PERCE,TAGE of your organization·s classified disseminated analytic product$ originally marked 44. 
0.00% ORCOX 

45. f.ntcr TOTAL ~t:.\1BF.:R of your organization's classified disseminated anab~ic products originally marked 45. 
0 ORCOX 

46. Enter the ~1.:-MBER OF REQU•:STS approved filf expanded dissemination ofORCON in full. 46. 0 

47. Enter the Xl . .\IBER OF REQCESTS approwd for expanded dissemination ofORCON in pari. Provide 47. 0 
explanation for partial denial in part J below. 

48. Enter the number ofORCON expanded dissemination requests 1>1·: :-iiED. ProYide explanation for denial in pan J 48. 0 
below. 

Or~auization's classified disseminated an11lytic (lroduct (as defined in JCD 206 Sourcing Requirements for Di.ueminated Ana~rtic Product) 
ori2inallv marked ORCOI"-t:SGOV. 

49. Enter PF.:RCE'T AGE of your organization· s analytic products originally marked ORCOI"-CS<~OV. 49. 0.00% 

SO. Enter TOTAL 't'MBER of your organi:.::ation·s analytk: products originally marked OR('O~-l:SGOV. 50. 0 

S I. Provide TOTAl, ~l :\1BER or reports of potential mi~:application of the ORCO'J marking. Provide background. 51. 0 
information on eat:h occurrence in Part J below. 

52. !las your organizat ion h<..-en Jlii'~(;A Tl\' l!:L Y IMPACft:ll by inl\1rmation being. marked with ORCON or 
ORCOS-l:SGOV control marki n11.'? If yc:s. provide explanation in Par1 J below. 

NATIONAL ARCHIVES AND RECORDS ADMINISTRATIO~ AUTIIORIZED I' OR I.< >CAL REPRODUCTION 
J>re"ious edition ts unusable 

52. ~iA 

STA;o.; J>ARD FORM 311 (R!::V 03-16) 
Prescribed hv NARA/ ISOO 
32 CI'R 2001 1:.0 . 13526 



PART .J: EXPLANATORY COMMENTS 

Items 13, 14, 16, 17 and 18: The decrease in the number of original classification decisions is due to t he 

reduction of security classificat ion guides. Currently, all AF security classification guides are under 

review as part of the FY17 Fundamental Classification Guidance Review. 

Items 20 and 22: The increase in the number of derivative classification decisions was caused by an 

increase in classified missions, projects, contracts, and source selections from last year. In addition, the 

new mandated training requir·~ments we codified in late 2015 and this year is the first for using a 

process that is consistent in tracking derivative classification decisions. 

Items 37 and 38: Numbers fro'Tl the previous years were not properly reported. AF issued a correction 

to FY15 report to report these numbers correctly as automatic declassification. 
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