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DEPARTMENT OF THE AIR FORCE
WASHINGTON, DC

Office of the Secretary
7 April 2017

SAF/AAII (FOIA)
1000 Air Force Pentagon
Washington DC 20330-1000

Mr. John Greenewald

Dear Mr. Greenewald,

This is our final response to your, 27 February 2017 Freedom of Information Act request for
the Agency Security Classification Management Program Data SF-311 Forms filled out by our
agency for the last three years.

The Air Force Security and Special Programs (SAF/AAZ) reviewed the attached documents
and determined that certain information should be withheld under Title 5 U.S.C. 8 552 (b)(6) of
the FOIA.

Exemption (b)(6) permits the government to withhold all information about individuals
contained in a Privacy Act System of records that would constitute a clearly unwarranted
invasion of privacy. Information in personnel and medical files, as well as similar personal
information in other files, that, if disclosed to a requester, other than the person about whom the
information is about, would result in a clearly unwarranted invasion of personal privacy. Release
of information about an individual contained in a Privacy Act System of records is prohibited,
and could subject the releaser to civil and criminal penalties. SAF/AAZ is the denial authority in
this instance.

Should you decide that an appeal to these decisions is necessary, you must write to the
Secretary of the Air Force, Thru: SAF/AAII (FOIA), 1000 Air Force Pentagon, Washington DC
20330-1000 within 90 calendar days from the date of this letter. Include in the appeal, your
reasons for reconsideration, and attach a copy of this letter.

For any further assistance and to discuss any aspect of your request, you have the right to
contact the Air Force FOIA Public Liaison Officer, Ms. Anh Trinh, concerning this matter at AF
FOIA Public Liaison Office (SAF/CIO A6XA), 1800 Air Force Pentagon, Washington, DC
20330-1800, usaf.pentagon.saf-cio-a6.mbx.af-foia@mail.mil or (703) 614-8500.




Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services
they offer. The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College
Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-
877-684-6448; or facsimile at 202-741-5769.

Please contact Ms. Tracy Broady via email at usaf.pentagon.saf-aa.mbx.haf-foia-
workflow@mail.mil should you have any questions and refer to case # 2017-01770-F.
Department of Defense Manual (DoDM)/5400.07/AFMAN 33-302 indicates fees be assessed for
processing this request; however, there are no applicable fees in this instance.

Sincerely
Tracyd. Bro
--Sfned--

TRACY A. BROADY
Government Information Specialist

Enclosures



DEPARTMENT OF THE AIR FORCE
WASHINGTON, DC : 118 NOV 2014

Office Of The Secretary
MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE

FROM: SAF/AA
1720 Air Force Pentagon
Washington, DC 20330-1720

SUBJECT: Standard Form (SF) 311, Agency Security Classification Management
Program Data

Attached is the SF 311, Agency Security Cla551ﬁcat10n ‘\/Ianagemnet Program Data for the
Department of the Air Force

G (b)®)
My point of contact 1s 1t (703) 695-3280 or

ATRICIA QAR DKIEWICZ
Admmlstratwe Assistant

ce:
QUSD(I) Security Policy and OverSIght Division



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

(Submissions must be unclassified and reach the Tnfermation Security Oversight Office (ISO0) no later than November 15 following the reporting period.)

" PART A: Identifying Information

1, Euter the Fiseal Year that this report covers, | L. 2014
2. Identify the Department, Independent ngency, or Establishment that is 2.

covered by this report. ; Department of the Air Force
3. Enter the name, title, address, phone, fax, and e-mail atddress of the Senior 3.

Agency Official (as defined in E.O. 13526, section 5.4{d)) respuns:b]e for this e

report. Patricia J. Z A trative Assistant, 1720 Air Forcs Pentagon, Washington

DC 20330-1720, l’lumz T03-695-9492, Email: patricie j.zarodkiewicz civ@mail.mil

4. Enter the name, (itle, phone, [ax, and email addvess for the point-of-contact 4,

1‘csp0nsible for ﬂﬁSWEI.'i.I'Ilg questi(}ns about this repoit. Miztme. J. Jonasay, Direclar af Seciity, Specinl Program, Chersight and Infarmation Protesiion, Phone
3 T03-653-2003, Email: mishnal j.jnras:-v wivi@mail mil

PART B: Officials with Original Classification Authority

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 5. 50
' 6. Enter the number of agency officials whose highest level of original classification autherity is SECRET. 6. 48
7. Enter the number of agency officials whose highest leve! of original classification authority is CONFIDENTIAL, % 0
8, Total number ofoffclals with original class1f‘cat1on authority, {Sum ofblocks 5,6, & 7) 8. 98

: - PART C: -Original Classification Decisions .~ ' Homw  al :
OngmaI clﬁssmcatwn is an mmal det emmatlon that the information to be ciassified has hot been previously c,lass1ﬁed by any othm aut‘nouty It also
.meets the follcwmg conditions: (1) it was classified by an original classification. authomy, (2) the information is owned by-or for, or is under the -
contrel of the Uniled States Government; (3) it falls into at least one of the catggories from section 1.4 of £.0. 13526; and (4} unauthouzcd disclosure
‘could réasonably be expected to result in damage to the nationa! security. (Provide informetion on all ongmal classi Ilcalaon demsmns, regardless af
the media, includi ing those documented and disseminated via email. Do not count reproduictions or copies.) - . -

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with . [ 9.

declassification instructions of 10 years or less. i 0
10, Enter the number of original TOP SECRET classification decisions made during the reporting period with 10.

declassification instructions ranging from over 10 vears to 25 years. 2
11. Total number of TOP SECRET original classification decisions, (Sum of blocks 9 & 10), 11. 5
12. Enter the number of original SECRET classification decisions made during the reporting pericd with declassification 12

instructions of 10 years or less. ; 32
13. Enter the number of original SECRET classification decisions made during the reporting peciod with declassification 13,

instructions ranging from over 10 years to 25 years. 427
14, Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) ' L 14, -
‘15, Enter tke number of original CONFIDENTIAL classification decisions made during the reporling period with 15.

declassification instructions of 10 years or less. 0
16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 16.

declassification instructions ranging from over 10 vears to 25 years. 11
17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 17, 1
18, Total number of original classification decisions, {(Sum of blocks 11, 14, & 17) | I8, i

o o B PART D: Derivative Classifieation Decisions R

Derivative classification is the incorporating, par aphrasing, restating, or ‘generating in new form information that is alréady c]asstf'ed ‘This mcludes )
classification based on classification guides or other source documents. (Provide information on all- class;rcauan dems:ens, rcgmﬂlcss of the mcdm, )
including those documented and disseminated via email. - Do not count reproductions or copies.) ' ; : ¥
19. Erfer the number of derivative TOP SECRET classification decisions made during the reporting period. i9. 1,883,81 5
20. Enter the number of derivative SECRET classification decisions made during the reporting period. 20. 11,319,046
21. Enter the number of derivative CONFIDENTTAL classification decisions made during the reporting periad, 21, 585,550 .
22, Total number of derivative classification decisions. (Sum ol blocks 19,20, & 21} 22. 13,788,411

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 3(1 (REV 2-13)
Previous edition is unusable Prescribed by NARA/ISOO
) 32 CFR200) E.O 13526




A “Requést is'am 1nclw'dual uuual review request or appeal, regar dless of the mumber of documents or pages.to be reviewed. as parL oftha mqucst

. PART Ev Mandatory Declassification Review Requestsand Appeals

Report only requests for your-agency in which your apency is rc!punmblc for the final decision.

23. Enter the number of requests received during the reporting period. 23 68
24. Enter the number of requests closed during the reporting period. 24. 64
25. Enter the number of requests that have been unreselved for over one year. 'I 25. 21
26. Enter the average number of days to resolve each request. 26. 22
27, Enter the number of appeals received duiing the reparting period, 27, 0
28, Enter the number of appeals closed during the reporting period, 28, 0
29. Enter the number of appeals that have been unresolved for over one year. 29. 0
30. Enter the average number of days to resolve each appeal. 30. 0|~
31. Enter the number of referred requests received during the reporting period. 31 ]
32. Enler the number of veferred appeals received during the reporting period. 32 0
T PART F: Mandatory Declnss:ﬁcatmn Review Decisions in Pages . ' _

' 33. Enler the number of requested pages that were declassified in full. 33 12,768
34. Enter the number of requested pages that were declassified in part, 34, 628
35. Enter the number of requested pages that were denied declassification, 35 1,961
36, Total number of requested pages acted on. (Sum of blocks 13, 34, & 35). 386, 15,357
37. Enter the number of appealed pages that were declassified in full. 37 I
38, Enter the number of appealed pages that were declassified in part, 38, i}

: 39, Enter the number of appealed pages that were denied declassification, 39, [
40. Total n.unber ofnppcaled pages acted on. (Sum of blocks 37, 38, & 39) 40, 1l

) ; . PART G: Automatic, Systematic, and Dlscretlonary Declassification Reviews - & Lt
4. Enterthe 11umber ofpages reviewed that were subjeet to automatic declassification under section 3.3 of E.O, 13526. 41, 963,502
42, Cnter the number of pages declassified under automatic declassification. 42, 1,293,500
43. Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 of E.O. 13526. 43, 2,245,057
44, Enter the number of pages declassified under systematic declassification. 44, 1,886,362
45. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of E.O. 13526, ; 45, 43,700'
46, Enter L‘w numbel ofpages declassified under discretionary declassification. | 46. 9,699

2 : R PART H: ‘Internal Agency Oversight - e T

4? ]"nte- 11e numbm ofsclf—mspcctmns cnnductcd by your agency, covering any aspect of the secunt_\, cl'\sm{'catlon 47, 7033

program, during the reporting period. :

48, If.nter the number of challenges pmc&sse_d by vyour agency to the classification of information believed to be improperly 48 ']9

classified or unclassified. {E.G. 13526, section 1.8}

49. Enter the number of challenges where the classification status was fully affirmed. 49, I5

50. Enter the number of ehallenges where the classification status was overturned in whole or in part. 50. 0
' 51, Enter the number of security elassification guides created by your agency and currently in use. il 261

NATIONAL ARCHIVES ANTY RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDDARD FORM 311 (REV 2-13)
Preseribed by NARA/ISOO
I2CFR 2001 EQ, 13526

Previous edition is unusable



- PART I: Explanatory Comments.

{/se t}m' spnce to elaborate on any section of this form. If more ,s'pnce is needed, br ovide as an attachment to this farm Prowde expl‘anatmn.r fo: any
significant changes in trends/numbers fiom the previous vear's repor

s il

szl

- Biock 45, # of pages reviewed for discretionary declassification: the increase from 8,500 in 2013 to 43,700 in 2014 can be attributed to Air Force
Historical Research Agency (AFRA) gaining more manpower.

- Block 46, # of page declassified under discretionary declassification: the increase from 5,000 in 2013 to 9,699 in 2014 can be attributed to AFRA
gaining more manpower,

- Block 47, # of self-inspections conducted: significantly decreased from 19,037 in 2013 to 7,933 in 2014 because Air Force Inspection System policy | -
mandated the reduction of inspections. In 2013 the requirement was to conduct 2 self-inspections per year plus a program review. In 2014 the ;
recuirement was reduced to 1 self-inspection per year and the program review could be used to satisfy the self-inspection requirement.

For ISO0 Use Only

ISOO Analyst Name:
Date of QC:
Analyst Initials:

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 2-13}
Previous edition is unusable Preseribed by NARA/ISCO
32CFR200; E.Q.13526




DEPARTMENT OF THE AIR FORCE
WASHINGTON, DC

NOV 16 2015

Office Of The Secretary
MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE
FROM: SAF/AA
1720 Air Force Pentagon
Washington. DC 20330-1720

SUBJECT: Standard Form (SF) 311. Agency Sccurity Classification Management Program Data

Attached 1s the FY15 SF 311, Agency Security Classification Management Program Data
for the Department of the Air Force.

(b)®)
Mt\)-' émim of contact | who can be rcached at (703) 695-3280 or via
email at [
A
i ' ? '
PATRICIA 1. 7ZARODKIEWICZ
Administrative Assistant
ce:

OUSD(}) Security Policy and Oversight Division



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

(Submissions must be unclassified and reach the Information Security Oversight Office (1S00) o later than November 15 following the reporting period.)

PART A: ldentifying Information

1. Lnter the Fiscal Year that this report covers. | 1. 15
2. Identify the Department, Independent agency, or Establishment that is 2
covered by this report. Air Foree
3. [inter the name and title of the Senior Agency Official i
{as defined in T.(} 13526, section 3.4(d)) responsible for this report, s
PATRICIA J. ZARODKIEWICZ, Adminstrative Assistant

4. Enter the name. title, phone, and email address for the point-of-contact 3
responsibie for unswering questions about this report. See PART I: Fxplanatory Comments

PART B: Officials with Original Classification Authority
5. Enter the number of agency officials whose highest level of original classilication authority is TOP SECRET. 5. 43
6. linter the number of agencs officials whose highest level of original classification authority is SECRET. 0. 47
7. Enter the number of agency efficials whose highest level of original classification authority is CONFIDENTIAL. 7 ¢
8. Total number of officials with original classification authority, (Sumofblocks 5.6. & 7) 8. S0

PART C: Original Classification Decisions

Original classification is an initial delermination that the information to be classified has not been previously classificd by any other authority. It alse
meets the following conditions: (1) it was classified by an original classification authority: (2) the information is owned by or for, or is under the
contrel of the United States Government: (3) it (alls into at least one of the categories from section 1.4 of E.O. 13526; and (4} unauthorized diselosure
could reasonably be expected to result in damage to the national security. (Provide mtormation on all original classification decisions. regardless of

the media. including those documented and disseminated via email. Do not count reproductions or copies.)

9. Encer the number of original TOP SECRET classification decisions made dunng the reporting period with 9

declassification instructions of 10 vears or less. 0‘_

10. Eater the number of original ITOP SECRET classification decisions made during the reporting period with 10.

declassification instructions ranging from over 10 yvears to 25 vears. 4

11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10), 1. ¥

[2. Enter the number of original SECRET classification decisions made during the reporting period with declassification 12 2

instructtoas of 10 years or less.

13, Enter the number of original SECRET classification decisions made during the reporting period with declassification 13. )

instructions ranging from over 10 vears to 25 years. 115

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 14, i3

33

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 15

declassification instructions of 10 vears or less. 0

16, Enter tae number of original CONFIDENTIAL classification decisions made during the reporting period with 16.

declassification instructions raoging from over 10 vears to 25 years. 138

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 17. 138

18, Total number of original classification decisions. (Sumolblocks 11, 14, & 17) I8, 79

PART D: Derivative Classification Decisions

Derivative classification is the incorporating, paraphrasing. restating, or generating in new torm inlormation that is alrcady classified. This includes

classification based on classification guides or other source documents. (Provide information on all classification decisions. regardless of the media,

includ:ng those documented and disseminated via email. Do not count reproductions ot copics.)

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 19. 178.425

20. Enter the number of derivative SECRE'T classification decisions made during the reporting period. 20. 5.315.755

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 21 278.358

22, Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21) 22 5.772.538
NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 2-15)

Previous edition 15 unusable

Prescribed by NARAISOO

32 CFR 2001

O, 13526




Alr Force

PART E: Mandatory Declassification Review Requests and Appeals

Report only requests for your agency in which vour agency is responsible for the final decisio

A “Request” is an individual initial review request or appeal, regardless of the number of documents or pages to be reviewed as part of the request.

Previous edition s unusabie

23. Enter the number of requests received during the reporting period. 23.265
24. Enter the number of requests closed during the reporting period, 24.89
25. Enter the number of requests that have been unresolved for over one vear, 25.114
26. Enter the average number of days to resolve each request. 26.328
27. Enter the number ot appeals recetved during the reporting period. 27.8
28. Fnter the number of appeals closed during the reporting period. 28.2
29. Later the number of appeals that have been unresolved tor over one year. 29,25
30. Lnwr the average number of days to resolve each appeal. 30161
L
31. Enter the number of referred reguests received during the reponting period. 31.137
32. Linter the number of referred appeals received during the reponting period. 32.2
PART F: Mandatory Declassification Review Decisions in Pages
33. Enter the number of requested pages that were declassitied in full. 33.3024
34. ¥nter the number of requested pages that were declassificd in part. 34.251
35. Enter the number of requested pages that were denied declassification. 35.870
36. Total number of requested pages acled on. (Sum of blocks 33. 34, & 35) 36. 3945
37. Enter the number of appealed pages that were declassified in full. 37.8
38. Enter the number of appealed pages that were declassified in part. 38.16
39. Enter the number of appealed pages (hal were denied declassification, 39.0
40. T'otal number of appealed pages acted on. (Sum of blocks 37. 38. & 39) 4C. 24
PART G: Automatic, Systematic, and Discretionary Peclassification Reviews
41. Enter the number of pages reviewed thar were subject to automatic declassification under section 3.3 of E.O. 13526, 41.2,510,334
42_ Eater the number of pages declassified under automatic declassification. 42.2,451,986
43. Eater the number of pages reviewed thatl were subject to systematic declassification under scction 3.4 of E.(3, 13526, 43.1,587,500
44. Eater the number of pages declassified under systematic declassification. 441,488,168
45. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of E.O. 13526, | 45.0
46. Eater the number of pages declassified under discretionary declassification. 46.0
PART H: Internal Agency Oversight

47. [.Emer the nllmbc{ of challenges prnccsse.d by your ageney to the classification of mnformation belicved to be improperly 4
classified or unclassified. (F.0. 13526. scction 1.8) 7
48. Later (ae number of challenges where the clussification status was fully affirmed. 18 4
49, Enter the number of challenges where the classification status was overturned in whole or in part. 49.0

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTTION STANDARD FORM 311 (REV 2-13)

Prescribed by NARASSOO
ZCFR 2K RO 13526




Air Force

PART I: Explanatery Comments
Uise this space 10 elaborate on any section of this form. If more space is needed. provide as an attachmend 1o this form. Provide explanations for any
significant changes in trends numbers from the previous year's report.

PART A: [dentifving Information. Item 4, Enfer the name, title, phone, and email address for the point-ol-contact responsible for answering questions
about -his report: [(0)(0) Air Force [nformation Sceurity Program Manager. 703-695-3280, [b)5) ]

PART B: OMicials with Onginal Classification Autherity: We reduced the number of original classification authorities by & from Y 14, The reduction
oceurrad as a result of a reorganization and a few determined they no longer require this authority during the annual revalidation . A new delegation

letter is forthcoming.

PART C: Original Classilication Decisions. The number of original classilication decisions is approximately 200 less from FY 14, We coditied 1500
criteria tor counting original classification decisions from FY 14 SF 311 data cali. This helped OCAs accurately track their decisions.

PART D Derivative Classification Decisions. In previous FY reporting, a derivative classifier was defined as any person with access to classificd
national security information. During 2015 we published our Air Foree instruction to implement DoDM 5200.01, Dol [nformation Security Program.
We established a definition that better rellects the derivative classifier population: any person with access to o classified information system or
specitically designated by a commander. The definition significantly reduced the population of derivative classifiers, resulting in more accurate
reporting.

PART E: Mandatory Declassification Review Requests and Appeals and PAR | 12 Mandatory Declassification Review Decisions in Pages. This year

we capture all reporting from our Mandatory Declassification Review (MDR) Gifice only. In FY 14 data was captured Irom all major commands and
MDR office and we found this to result in duplication of counting of MDR cases. pages. and appeals.

PART (: Automatic, Systematic. and Diserctionary Declassitication Reviews, This vear we captured all reporting from our Air Foree Dieclassification
Office staff. These numbers are going 10 ebb and flow based on volume and number of trained personnct available to conduct the review.

For SO0 Use Only

ISOO Analyst Name:

Date of QC:

Analyst [nitials:

KATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (RLV 2-15;
Previous edition is unusable Preseribed by NARAS(GO
32CFR 2001 F O 13326



DEPARTMENT OF THE AIR FORCE
WASHINGTON, DC

NOV 1 8 2016
Office Of The Secretary

MEMORANDUM FOR INFORMATION SECURITY OVIEERSIGHT OFFICE
FROM: SAF/AA

1720 Air Force Pentagon

Washington, DC 23330-1720

SUBJECT: Standard Form (SF) 311. Agency Security Classification Management Program Data

Attached is the FY16 SF 311. Agency Security Classification Management Program Data
for the Department of the Air Force.

My point of contactis| who can bercached ar(70%) 695-3280 orvia

email atf®®
PATRICIA J. QRiVICZ

Administrative Assistant

Attachments:
1. AFFY16 SF 311 Data
2. AFFY 16 SF 311 Data Part J

ce:
OUSD(}) Security Policy and Oversight Division



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

{Submissions must be unclassified and react the Information Security Oversight Office (ISO0) no later than November 15 following the reporting period.)

PART A: Identifying Information
1. Enter the Fiseal Year that this report covers. L. 2916

2. ldemify the Department, Independent agency, or
Establishment that is covered by this report.

3. Enter the name and title of the Senior Agency
Official (as defined in E.O. 13526, section 5.4(d})
responsible for this report.

2. Air Force: Department of the Air Force

*" Patricia J. Zarodkiewicz. Administrative Assistant

4. Point-of-contact responsible for answering questions about this report:

43, Name: 4a)(b)e)

4b. Title: b Information Security Program Manager

4¢, Email address: 4Ci(b){8)

4d. Phone number: 4(1,{703) 693-2018

PART B: Officials with Original Classification Authority

5. Enter the number of ageney officials whose highest level of original classification authority is TOP SECRET. 5. 43
6. Enter the number of ageney officials whose highest level of original classification authority is SECRET. 6. 48
7. Enter the number of agency officials whose highest level of griginal classification authority is CONFIDENTIAL. | 7. 0
8. Total number of officials with original classitication authority. (Sum of blocks 5. 6. and 7) 3 91

PART C: Original Classification Decisions
Original classification is an initial determination that the imformation to be classified has not been previously classified by anv other authority. It
also meets the following conditions: (1) it was classified by an original classification avthority; (2) the information is owned by or for, or is under
the control of the United States Government: (3} it falls into at least one of the categorics from section 1.4 of E.O. 13526: and {4} nnauthorized
disclosure could reasonabiy be expected to result in damage to the national security. {Provide information on all original classification decisions,
regardless of the media. including those decumented and disseminated via email. Do not count reproductions or copies.)

9. Enter the number of eriginal TOP SECRET classification decisions made during the reporting period with 9. 1
declassification instructions of 10 vears or less.

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 16. 2
declassification instructions ranging from over 10 years to 25 years.

1. Total number of TOP SECRET original classitication decisions. {Sum of blocks 9 and 10} 11 3
12. Enter the number of original SECRET classification decistons made during the reporting period with 12, 5
declassification instructions of 10 vears or less.

13. Enter the number of original SECRET classification decisions made during the reporting period with 13. 47
declassification instructions ranging from over 10 vears to 25 vears.

14, Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 14. 5>
15. Enter the number of sriginal CONFIDENTIAL classification decisions made during the reporting, period with 15. 0
declassification instructions of 10 years or less.

16, Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 16. 6
declassification instructions ranging from over 10 years to 25 vears.

17. Total number of CONFIDENTIAL original classification decisions. (Sum of'blocks 15 and 16) 17. 6
18. Total number of original classification decisions. {Sum of blocks 11, 14. and 17} 18. 61

NATIONAL ARCHIVES AND RLECORDS ADMINISTRATION AUTHORIZED I'OR 1.0 Al REPRODUCTION STANDARD FORM 311 (REV (13-16)
Previous edition is unusable Prescribed by NARA/ISOO
3TCFR 2001 B0, 13526



Alr Force: Department of the Air Force

PART G: Automatic, Systematic, and Discretionary Declassification Reviews

35. Enter the number of pages REVIEWED that were subject to avtomatic declassification under section 3.3 of F.Q. | 35. 3.368.226
13526. i
36. Enter the number of pages DECLASSIFIED under automatic declassification. 36. 1.918.875
37. Enter the number of pages REVIEWED that were subject to systematie declassification under section 3.4 of 37, 0
E.0). 13526,

38. Enter the number of pages DECLASSIFIED under systematic declassification. 38. 0
39. Enter the number of pages REVIEWED that were subject to discretionary declassification under section 3.1 of | 39, 0
E.O. 13526

40. Lnter the number of pages DECLASSIFIED under diseretionary declassification. 440, 0

PART H: Internal Agency Oversight

41. Enter the number of CHALLENGES processed by your agency to the classification of information believed to be | 41, 0
improperly classified or unclassified. (F.0). 13526, section |.8)

42. Enter the number of CHALLENGES where the classification status was fully affirmed. 42. 0
43. Enter the number of CHALLENGES where the classification status was overturned in whole or in part, 43. 0

PART I Inteiligence Communrity (IC) Information
This section applies only to IC agencizs and IC components of other agencies who originally apply the ORCON and ORCON-USGOV
dissemination control. This information, along with ISOO’s annual inspection reports will be used to inform the annual report to the DNI on the
use of classification markings.
Organization’s classified disseminated analytic product (as defined in 1CD 206 Sourcing Requirements for Disseminated Analvtic Product)
originally marked QRCON.

44, Enrer_ PERCENTAGE of your organization’s classified disseminated analytic products originally marked 44 0.00%
ORCON,

45. Enter TOTAL NUMBER of your organization’s classified disseminated analytic products originally marked 45. 0
ORCON.

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of QORCON in full. 46. 0
47. Enter the NUMBER OF REQUES'TS approved for expanded dissemination of ORCON in part. Provide 47. 0
explanation for partial denial in part J belovs,

48, Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in pan ] | 48. 0
below,

Organization's classified disseminated analytic product {as defined in ICD 206 Sourcing Requirements for Disseminated Analviic Product)
originally marked ORCON-USGOV,

49, Enter PERCENTAGE of your organization’s analylic products originally marked ORCON-USGOV, 49. 0.00%
50. Enter TOTAL NUMBER of your organization’s analytic products originally marked QRCON-USGOV. 50. 0
51. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background | 51. 0
information on each occurrence in Part J below.

52. Has vour organization been NEGATIVELY IMPACTED by information being marked with ORCON or 82 A

ORCON-USGOV control marking? If yes, provide explanation in Part J below,

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR 1.OCAL REPRODUCTION STANDARD FORM 311 (REV 03-16)
Previous edition 15 unusable Prescribed by NARA/ISOO
32 CFR 201 E.O. 13526



PART J: EXPLANATORY COMMENTS

Items 13, 14, 16, 17 and 18: The decrease in the number of original classification decisions is due to the
reduction of security classification guides. Currently, all AF security classification guides are under
review as part of the FY17 Fundamental Classification Guidance Review.

Items 20 and 22: The increase in the number of derivative classification decisions was caused by an
increase in classified missions, projects, contracts, and source selections from last year. In addition, the
new mandated training requirements we codified in late 2015 and this year is the first for using a
process that is consistent in tracking derivative classification decisions.

Items 37 and 38: Numbers from the previous years were not properly reported. AF issued a correction
to FY15 report to report these numbers correctly as automatic declassification.
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