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% U.S. Department
of Veterans Affairs

Office of Operations, Security, and Preparedness
Washington DC 20420

March 16, 2017

Mr. John Greenewald, Jr.

Dear Mr. Greenewald:

This is in response to your Freedom of Information Request, submitted on
February 27, 2017, to the Department of Veterans Affairs, requesting a copy of
records, electronic or otherwise, of the Agency Security Classification
Management Program Data, SF-311 forms filled out by the VA for the last three
years. The agency tracking number for your request is #17-06101-F. Your request
was forwarded to the Office of Operations, Security, and Preparedness/Security
and Law Enforcement for response.

Enclosed are copies of the reports you requested, parts of which are redacted
because they include personally identifiable information that has been withheld
pursuant to Exemptions 6, (5 U.S.C. Sec. 552(b)(6)) the disclosure of which would
reasonably constitute an invasion of personal privacy.

Should you wish to appeal this determination, please send your appeal in writing
within 90 days to: Department of Veterans Affairs, Office of General Counsel
(024), 810 Vermont Avenue, NW, Washington, DC 20420. You may also submit
your appeal via facsimile to (202) 273-6388 or via email to
ogcfoiaappeals@va.gov.

Please include a copy of your request and this letter with your appeal, and clearly
state why you disagree with this determination. If you mail your appeal, both the
front of the envelope and the letter should be clearly marked “Freedom of
Information Act Appeal.”

Sincerely,
\jd/w/r/ Q/ K hateel—

Tanya Al-Khateeb
Program Analyst
Office of Security & Law Enforcement

Enclosure




AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

(Subnissions wust be unclassified and reach the Information Seeurity Oversight Otfiee {ISO0) no later than November t5 following the reporting period.)

1. Enter the Fiseal Year that this report covers.

12016

2. Identify the Department, Independent agency, or

2 ' :
" VA: D f Affairs
Establishment that is covered by this report, M epariment of Votorans

3. Enter the name and title of the Senior Agency 3. . ' ,
Official (as defined in E.O, 13526, section 5.4(d)) Lewis Ratchford, Jr., Deputy Assistant Secrefaty

responsible for this report,

4, Point-of-contaet responsible for answering questions sbout this report:

e et I

4b. Title: 4IJ‘Special Security Officer

4c. Email address: 4c_

4d, Phone numbei: 4d_

5. Enter the number of agency officials whose highest level of otiginal classification authority is TOP SECRET.

T inediag g those atedivig'e:

]
6. Enier the number of agency officials whose highest level of original classification authority is SECRET., 6 0
7. Enter the mumber of ageney ofticials whose highest levef of original classification authority is CONFIDENTIAL. | 7 0
B. Total number of officials with original classification authority, (Sutn of blocks 5, 6, and 7) 8 0

9, Enter the number of original TOP SECRE’I‘ cEaSSIﬁcatwn demwns made durmg the rcportmg permd wnth

declassification instructions of 10 years or Tess. 0
10. Enter the numnber of oviginal TOP SECRET classification decisions made during the reporting period with 14, 0
declassification instructions ranging from over 10 years {0 25 years.

11, Total number of TOP SECRET original classification decisions. {(Sum of blocks 9 and 10} 11. 0
12. Enter the number of oviginal SECRET classification decisions made during the reporting peuod with 12 0
declassification instructions of 10 years or fess.

13, Enter the number of original SECRET classification decisions made during the reporting period with i3, 0
declassification instructions ranging from over 10 years to 25 years,

14. Total number of SECRET original classification decisious, (Sum of blocks 12 and 13) 14, 0
15, Enter the number of original CONFIDENTIAL classitication decisions made ducing, the reporting peviod with 15. 0
declassification instructions of 10 years or less.

16, Enter the number of original CONFIDENTIAL classification decisions macde during the reporting period with (6. 0
declassification instructions ranging from over 10 years to 25 years.

17, Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 17. 0
18, Totak number of criginal classification decisions. (Sum of blocks 11, 14, and 17) 18. 0
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VA Department of Veterans Affairs

. Entcr the number of dcrwatlve TOP SECRET ciassnﬂcalion decistons made during the rcportmg periad.

i
20, Euter the number of dertvative SECRET classification decisions made during the reporting period. 20. iz
21, Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 21, 0
22. Teotal number of derivative classification decisions, {Sum of blacks 19, 20, and 21) 22, 13

. Enter the number of REQUESTS received during the reporting period.

29,

23, 0

24, Enter the numbet of REQUESTS closed during the reparting peried. 24, 0
25, Of the REQUESTS enfered into blocl 24, enter the number of pages that were: 235,

a. Declassificd in full 250, 0

b. Declassified in part, 25b. 0

¢. Denied declassification. . 25¢. 0

d. Total number of requested pages acted on. (Sum of blocks a, b, and ¢) 25d, 0

26. Enter the number of REQUESTS that have been unresolbved for over one year. 26. 0

27. Enter the AVERAGE NUMBER OF DAYS to resolve cach request. 27. _ 0

. Enter the number of REFERRED REQUESTS .received during the reporiing period. (Number of requests 28. 0

Enter the nunber of' API’EALS rccelved during the rf.portmg pcrlod

to vour ageney from another agency)

0

30. Euter the number of APPEALS closed during the reporting petiod. 30. 0
31, Of the APPEALS entered into block 30, enfer the number of pages that were: 31,

a. Declassified in full. 31a. 0

b. Declassified in part. 3. 0

¢. Denied declassification. 3le. 0

d. Tatal number of appealed pa.ges acted on. (Sum of blocks a, b, and ¢) 31d. 0

32. Enter the number of APPEALS that have been unresolved for aver one year. 12, 0

33. Enter the AVERAGE NUMBER OF DAYS (o resolve each appeal, 33, 0

34, Enter the number of REFERRED APPEALS received during the reporting period, (Number of appeals roferred | 34, o
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VA; Department of Veterans Affairs

35. I:,ntcr the number of pages REV[LWLD that were subject o automatic decIasslﬁmhon under section 3 3 of E.O.

33,

13526. 0
36. Enler the number of pages D]:.CLASS]F]FD under awtomatie dcclasnﬁcatmn 36, 0
37, Enter the number of pages REVIEWED that were subject to systematic declassifieation under section 3.4 of 37 0
E.O. 13526.

38. Enterthe number of pages DECLASSIFIED under systematie declassification. 38. 0
39. Enter the numtber of pages REVIEWED that were subject to diserctionayy declassification under section 3.1 0of | 39, 0
E.O. 13526. ]

40. Enter the number of pages DECLASSIFIED under discretionary deelassification. 4, 0

41. Enter the number of CHALLENGES processed by your agency to the classifieation of information believed to be

41, 0
improperly classitied or unclassified. (E.0. 13526, section 1.8) ’
42, Enter the number of CHALLENGES whero the classification status was fully affivnred. 42, 0
43, Enter the number of CHALLENGES where the classification status was overfurned in whole or in part. 43, 0

Organization’s classified disseminated analytic product (as defined in 1CD 206 Sourcing Requirements for Disseminated Analytic Product)
eriginally marked ORCON,

below.

44, Enter PERCENTAGE of your organization’s classified dissemmated analytic produets ongmally marked 44, 0.00%
ORCON,

45, Bnter TOTAL NUMBER of your organization’s classificd disseminated analytic products orlginally marked 45, 0
ORCON.

46. Enter the NUMBER OF REQUESTS approved for expanded dissernination of ORCON in full. 46, 0
47, Enter the NUMBER OIF REQUESTS approved for expanded dissemination of ORCON in part. Provide 47. 0
explanation for partial denial in part J below.

48, Enter the number of ORCON expanded dissemination 1equests DENIED, Provide explanation for denial in partJ | 44, 0

Organization’s classified disseminated analytic product (as defined in [CD 200 Sourcing Requirements for Disseini
originally marked ORCON-USGOV.

nated Analyiic Product)

49. Enter PERCENTAGE of your organization's analytic products originatly marked ORCON-USGOV, 49. 0.00%
50. Enter TOTAIL NUMBER of your organization’s analytic preducts originally marked QRCON-USGOV, 50. 0
51. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking, Provide background | 5[. 0
information on each occurrertce in Parl J below,

52. Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON ot 52, N/A

ORCON-USGOV contiol marking? If yes, provide explanation in Part ] below,
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VA: Department of Veterans Affairs

Z i 77 xplanatory Comments
Use this space to elaborate on any section of this form. If more space is needed, provide as an aftachment (o this form, Provide explanations jor
any significant changes in frends/nunibers from the previous year's report.

The Department of Veterans Affairs (VA)} derivative classification decisions increased in FY 2016 due to the changes in the National
Communications System Directive 3-10 festing requirements,
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

(Submissions must be unclassificd and veach the Information Security Oversight Office {(ISO0) no Jater than November |5 following the reporting period.)

PART A: Identifying Information

1, Ender the Fiseal Year that this report covers. | i 2015
2. dentify the Deparfment, Independent ageucy, or Establishment th‘ll 8 2

covered by {his report. Votorans Affairs

3. Bnter llie name and title of the Senior Ageney Official 3.

(as defined in B.0. 13526, section 5.4(d)} responsible for this repori. . ) )
Lewis Ratehford, Jr., Deputy Assistand Secretary

4. Enter the name, title; phone, and email-address for Die poini-olcontact 4,

responsible for answering questions about (his report. _

PART B: Officials with Original Classification Authorily

5. Enter the munber of agency officials whose highest level of ariginal elagsification suthority is TOP SECRET,

6. Enter the mumber of agency ofticials whose highest level of original classification authority is SECRET,

7. Enter the number of agency officials whose highest level af original elassification authority is CONF IDENTIAL.

0
0
0
6

g |t o | e

8. Tx otal mmbeér of officials with original elassification authorify. (Sum of blocks 5,6, & 7)

PART C: Original Classification Decisions
Originai Qlassiﬁuauon is an xmhaf detcrrmnatwn thai the’ mformahmz io be olassx!'ed h-xs nof bicen prev:ousiy cans;{“ ed by any other authert!y It also

( G(wernmen% {35t falls m[o al Ieast one of‘lhe categmncs !‘rom <ectlon 1.4 ofF 0. 13526, and (4} unﬂulhonzed disclosure
e uld reasonably, be expected to result in damage to the national security. {Provide information on all Oﬂgiﬂﬂ] classification decisions. regardiess of
rie neluding those ‘docuniented aiid disseminated via email. Do not coutst reproductions or copies,)

9. Enter the number of ovigital TOP SECRET dlassification decisions made during the reporting period with 9.
declassification instructions of 10 years ov less. 0
10. Enter the number.of original TOP-SECRET classification decisions made during the repmlmg permd with i0.
declassifiestion instroctions ranging frrom over 10 years to 25 years, 9
11. Total number of TOP SECRET original classification decistons. {Sum of blocks 9 & 10), 11. o
12, Enter the number of orfginal SECRET classification decisions made during the reporling period with declassifiestion 12 '
instruections of 10 years o less. _ - 0
13. Enter the number of priginal SECRET clessification decisiens miade duiing the rcportmg period with declassification 13
instructions ranging from over 10 years to 25 years. 0
14. Total number of SECRET original elassification decisions. (Sum of blocks 12 & 13) 14, 0
13, Enter the number of origizal CONFIDENTIAL classification decisions made during the reporting petiod with B 15,
‘declassification instructiony of 10 years or less. 0
‘16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 16.
dectassification instructions ranging from over 10 years to 25 years, 0_
17, Total mumber of CONFIDENTIAL original elassification decisions. (_Sum of blocks 15 & 16) 17. 0
18, Total munber of original classilication decisions. (Sum of blocks 11, 14, & 17) I8. o
PART D: Derivative Classification Decisions
Derivative classnﬁcahon is the incotporating, mmphmsmg restating, or generating in new form information that is already classified. This includes
classification based on classification guides or ofher source documents, (Provide information on all elassification decisions, regardtess of the medis,
including those documented and disseminated via email. Do not count reproduciions ar copies.)
19. Enter the number of derivative TOP SECRET classification decisions made during (i1 reporting period, : ‘ 19, 1
20, Ealer the number of derivative SECRET classtfication decisions made during the repoiting period. ‘ 20, 6
21, Enier the number of derivative CONFIDENT LAL classifioation decisions made durmg the reporting period. 2k 0
22, Totat number of derivative classtfication decisions, (Sum of blocks 19, 20, & 21) 22. 7
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Veterans Affairs

PART E: Mandatory Declassification Review Requests and Appea!s

A “Request™ is an mdlvldua] inilial revicw request or appeal, regardless of the number of docamenis or pages to be reviewed as part of the request.

Report only requests for your agency in which your agency is responsible for the final decision.

23, Enter the numbet of reguests received during the reporting period. 23.0

24. Enter the number of requests closed during the reporting period, 24.0

25. Pnier the number of requests that have heen unresolved for over one year. 25.0

26, Enter the average mumnber of days to resolve cach request, 26.0

27. Enter the number of appesﬁs received during the reporting periad. 27.0

28. Enter the number of appeals closed during the reporiing period. 28.0

29. Enter the number of appeals that have been unresolved lor over one year, 29.0

30, Enter the average number of days to resolve each appeal. 30.0

31. Eritér the number of referred requests recewed during the reporting period. 3t.0

32. Enter the humber of referved appeals reccived during the reporting period. 2.0
PART F: Mandatory Declassification Rev;ew Decisions in Page% )

33. Bnter the number of requested pages that were declussified in fall. KX ]

34, Enter the numbcer of reqnested pages that werg declassified in part. 134.0

35: Enter the number of requested pages That were denied declassification, 35,0

36. Total humberof requested pages acted on. {Sum of blacks 33, 34, & 35) 36. 0

37, Enter the number of appealed pages that were declassificd in full. 37.0

38. Enter the number of appealed pages thal were declassified in part. 38.0

39. Eater the number of appealed pages that were denfed declassification, 39.0

40. Total number of appealed pages acted on. (Sum of blocks 37, 38, & 19) 40, 0

PART G; Automalic, Systematic, and Discretionary Declassication Reviews ‘ ‘

41, Entet the nuinber of pages reviewed thal were subject to automatie declassification under section 3.3 of B.O. 13526. 41.0

42. Enter the nuniber of pages declassified nnder automatic declassification. 42.0

43. Enter {he number of pages reviewed that were subject to systematic declassification under section 3.4 of B.O, 13526, 13.0

44. Enter the number of pages declassified under systematic deckassification, ' 44,0

45, Enter the number of pages réviewed that were subject to diserefionary (Icc-las;i.ﬁcntion under section 3.1 of E.Q. 13526, | 45.0

46. Enter the number of pages declassified under discretionary declassificntion, 46.0

PART H: Internal Agency Oversight

47. l?mcr the numbef of cinn!jcrxge; pmcessefl by your agency to the classification of information believed to be improperly 47,

classified or unclassified. (E.0. 13526, section 1.8) 0

48. Enger the number of challenpes where (he classification siatus was fully affirmed. 48, 0

49, Enter the number of challenges where the classification slafus was overturned in whole or in part; 149.0

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 2-13)
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Vetlerang Affairs

PART I: Explanatory Comments

Use this space to elaborale ot any section of this form. I mare space is needed, provide as an aftachment to this form. Provide explanations for any
significant changes iy trendsimmibers from the previous year's report,

For ISO0Q Use Only

ISO0 Analyst Name:
Date of QC:

Analyst Tnitials;
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

(Submissians must be unclassificd and veach the Information Security Oversight Office (ESOO) ne later thas November 15 fullewing the reporting period.}

PART A: Identifying Information

_ L. Enter the Fiseal Year that this report covers, | 1. 2014
2. Identify the Department; Independent ageney, o Establishment that is 2.
covered by this report. Department of Veterans Affairs
3. Enter the name. title, address, phone. fax, and c-mail address of the Sentor 3
Agenéy Official (ns defined in B.O. 13526, section 5.4(d)) tesponsible forthls |0 seonm

epor. 3 Vermudt Avenie, MW, Wachpsin, B My

4, Enter the name, title, phene, fax. and email address for the peint-sf-cantact
responsible for answering questions sboul this report,

PART B: Officials with Origiaal Classification Authority

5. Enter the number of agency oflicials whose highest fevel of original classification authority is TOP SECRET.

6. Fnter the number of ageney officials whose highest levet of original classification authority is SECRET.

7. Enter the number of agency olTicials whose highest level of original classification authority is CONFIDENTIAL.

0
0
]
0

F Ry

&, Tuta.l number of officials with original classification authority. (Sum of blocks 5, 6, & 7)

PART C: Ovriginal Classification Decisions
Original classlr catlon is an initiat determination that (he information to be classified hag not beep previously classified by any other aulhnnl) It also
indels the following conditions: (i) it was classified by an original classification authority; (2) the information is owned by or for, or is under the
-control af the Uniited States Goverinent; (3) it falls inito 4t least ond of the ¢atépdries From seetion 1.4 of E.O. 13526 and {4) unauthorized disclosure
could reasonubly be expected to resull in damage (o the national security. (Provide information on all orlgmal classifieation decisions. regardless of
the media, including those documented and disseminated vin email. Do not count reproductions or copies.)

9. Enter the number of eriginal TOP SECRET classification decisions made during the reporting period with 7 9. .

declassification instructions of 10 vears or less. 0

H, Eiter the number of oviginal TOP SECRET ulassification detisions made during the reporting period with 10,

declassification instructions ranging from over 10 veirs {o 25 vears. 0
"1, Total number of TOP- SKEURET ordging] classification decisions. (Sum ol blocks 9 & 19). it 0

12. Enter the number of original SECRET classification decisions made during the reporting perind with declassification 12, 0

ins‘h’uétiuns of 10 years or less. _

13, Enter the nuniber of orviginal SECRET chassification decisions made during the reporting periad with declassification 13,

hstiuctions ranging from over 10 yesrs o 25 yeary. ‘ 6

14. Total number of SECRET original classification decisions. (Sum of blﬂcks 12&13) 4. 0

15, Enter the number of original CONFIDENTIAL classifieation decisions made during the reporting period with i3.

deetassification instructions of 10 years or less, 0

16. Enter the ntimber of original CONFIDENTIAL classilication decisions made doring (he reporting period with 1N

declussification instructions ranging fron ever 10 years (o 25 yéars. 0

17, “Tatal number of CONFIDENTIAL original clagsification decistons. (Sum of blacks 15 & 16) 7. 0

8. Tetal numbet of origingl classification decisions. {Swh of hlocks 11, 14, & 17) 18. 0

PART D~ Dcnvatwe Classification Decisions

Derivative ¢lassilication is she incorporating. puraphrasing, restating, or generating in new forniinformation that is already classified. This inefudes

classification based on classification guides or other source documents, (Provide information on.all classification decisions, regardless of the media.

including those documenied and disseminated via cmail. To.nof count reprodustions or copics.) ] ) _ o

19, Enter the number of derivative TOP SECRET classification decisions made during the reporting period, 19. I

20, Enier the number of derivative SECRET classification decisions made during the reporting period. . 20. 6

21, Emter the number of derivative CONFIDENTIAL classifieation decisions made during the reporting: period. 2. i

22, Total number of derivative classilication decisions. {Sumol'blocks 19, 20, & 21) 22, 7
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Previgus edition is unusable Preseribed by NARA/ISOOQ

C32CPR 2000 EO. 13526




PART E: Mandatory Declassification Review Requests and Appeals

A “Request” is an individual initinl review request or appeal, regardioss of the number of documents or pages to be reviewed as part of the rcquwl

Report nniy requests for your apency in which vour agency is responsible for the finul decision,

23, Enter the nimber ol requests reeeived during the reporting period, 23. 0
24, Emtey the siumber of requests closed during the repoerting. period, 24. 0
25, Enter the number of requests that have been unresolved for over one year 25, 0
76. Enter he average number of days o resofve each request. 26. 0
27. Fater the number of appenls received during the reporting period. 27. &
28. Enter the manber of appeals elosed during the reporting period. o 28, 0
29. Euter the number of appeals that have heen unresolved for vver oHe year, 26,
30. Enter the average number of days to resolve.cach appeal, 30,
3t Enter the numbe: oi 17;#;‘1:;.-“ requests received tEurmg the reporting period, 3l 0
32. Eater the number of referred appeals received during the reporting period. 32 0
PART F: Manditory Dectassification Review ]}écis'i'ons--i'n- .l'ages
33. Enter the number of requested pages that were declassilicd in full, |33 0
34. Enter the number of requested pages fhat were declassilied in part, 3. {
33. Emter the number of réquested pages that were denied doclassification, 35, 0
36. Total number of requested pages acted on. (Sum of blocks 33, 34, & 33) 36, 0
37, Lnterthe number of appealed pages that were deelassified in fult, 37 {i
38. Enter the number of appealed pages that were declussified in ;)art.. 38. 0
39, Laider the sianber of appeated pages thal weig denied declassification. 39 [
40. Total nurnber of appealed pages acted on. (Sum of blocks 37, 38, & 39) 40, 0
PART G: Automatic, Systematic, and D:scretlonary Declassification Reviews
41, Enter the number of pages reyiewed (hal were subject to automaltic declassification under section 3.3 of E.0. 13526, 41 o
42, Vinter the number.of pages declassified under automatic declassification, 42, ¢
43, Lnter-the number-ol pages reviewed that were subject lo systemmiic deckassifieation under section 3.4 of 1.0, 13526, 43, 0
44, Enter the number of pages declassified under systematic dcchhsmmimn 44, 0
43, Fater the number of pages reviewed thit were subjeet (o discrelionary decl;ass:ﬁcmmn under sceiion 3.1 OFE O, 13526, ~I5.. - 0
46. Enter the mumber of pages declassified under diserctionary declassifieation. 40, 0
PART II: Infernal Agency Oversight
AT, Lnger li!c' aumber ot_‘sc:lf-inmcctions conducted by your ageney. covering any aspect of the securily classification a7
program, during the reporting period. ) ' 6
1 48. I:lmcr thie muimber nFchal‘lé‘ngcs prnc‘nsscsl by youragency to the clagsification of informaiion befieved to be improperly 4R
classified or wnelnssified. (F.0. 13526, section ,8) ' b
49, Enter the number of ¢hallenges where the classification statis was folly affiimed, - 49, 0
30. Eater the number of challenges where the classification status was overturned in whole ov in part, 50. f
31, Enter the number of security classification guides creited by your agency and eurrently in use, 5k 0
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PART I: Explanatory Comments
{ise this space to elabornite on any section of thix jorni. If more space ix needed, provide oy an attachysent fo ihis form. Provide explanations for any

significantt changes in frendsaminbers from the previous year's repori.

Number 22«
The Depariment of Veterans AfTairs (VA) derbvative classification decisions inereased in Y 2014 due to increased engagements willi the fnfelligence

Community (IC).

Number 47- . ‘

There was an increase in sell-inspections due to the implomentation of new programs, security awarencss training, policies and operating procedures
10 confinue {o improve VA's Nalional Sceurity program in accordance E.O 13526.

For ISO0 Use Oniy

1800 Analyst Name;
Date of QC:

Analyst Initials:
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