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RE: ICE FOIA Case Number 2015-ICFO-82330 

         

Mr. Greenewald: 

 

This letter is the final response to your Freedom of Information Act (FOIA) request to U.S. 

Immigration and Customs Enforcement (ICE) dated May 25, 2015.  You requested records 

pertaining to Operation Flicker (see request for details). 

 

ICE has considered your request under the FOIA, 5 U.S.C. § 552. 

 

A search of the ICE Office of Homeland Security Investigations (HSI) produced 929 pages 

responsive to your request.  After a review of those documents, ICE has determined that portions 

will be withheld pursuant to Exemptions of the FOIA as described below: 

 

FOIA Exemption (b)(3):18 U.S.C. § 3509(d) protects certain records containing identifying 

information pertaining to children involved in criminal proceedings. 

 

FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are 

normally privileged in the civil discovery context.  The three most frequently invoked privileges 

are the deliberative process privilege, the attorney work-product privilege, and the attorney-client 

privilege.  After carefully reviewing the responsive documents, I have determined that portions 

of the responsive documents qualify for protection under the deliberative process privilege, the 

attorney-client privilege, and the attorney work-product privilege.  The deliberative process 

privilege protects the integrity of the deliberative or decision-making processes within the 

agency by exempting from mandatory disclosure opinions, conclusions, and recommendations 

included within inter-agency or intra-agency memoranda or letters.  The release of this internal 

information would discourage the expression of candid opinions and inhibit the free and frank 

exchange of information among agency personnel.  The attorney work-product privilege protects 

documents and other memoranda prepared by an attorney in contemplation of litigation.  The 

attorney-client privilege protects confidential communications between an attorney and his client 

relating to a legal matter for which the client has sought professional advice.   It applies to facts 

divulged by a client to his attorney, and encompasses any opinions given by an attorney to his 

client based upon, and thus reflecting, those facts, as well as communications between attorneys 
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that reflect client-supplied information.  The attorney-client privilege is not limited to the context 

of litigation. 

 

FOIA Exemption 6 exempts from disclosure personnel or medical files and similar files the 

release of which would cause a clearly unwarranted invasion of personal privacy.  This requires a 

balancing of the public’s right to disclosure against the individual’s right to privacy.  The privacy 

interests of the individuals in the records you have requested outweigh any minimal public 

interest in disclosure of the information.  Any private interest you may have in that information 

does not factor into the aforementioned balancing test. 

 

FOIA Exemption 7(C) protects records or information compiled for law enforcement purposes 

that could reasonably be expected to constitute an unwarranted invasion of personal privacy.  

This exemption takes particular note of the strong interests of individuals, whether they are 

suspects, witnesses, or investigators, in not being unwarrantably associated with alleged criminal 

activity.  That interest extends to persons who are not only the subjects of the investigation, but 

those who may have their privacy invaded by having their identities and information about them 

revealed in connection with an investigation.  Based upon the traditional recognition of strong 

privacy interest in law enforcement records, categorical withholding of information that 

identifies third parties in law enforcement records is ordinarily appropriate.  As such, I have 

determined that the privacy interest in the identities of individuals in the records you have 

requested clearly outweigh any minimal public interest in disclosure of the information.  Please 

note that any private interest you may have in that information does not factor into this 

determination. 

 

FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the release of 

which would disclose techniques and/or procedures for law enforcement investigations or 

prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if 

such disclosure could reasonably be expected to risk circumvention of the law.  I have 

determined that disclosure of certain law enforcement sensitive information contained within the 

responsive records could reasonably be expected to risk circumvention of the law.  Additionally, 

the techniques and procedures at issue are not well known to the public. 

 

You have the right to appeal ICE’s determination and should you wish to do so, please send your 

appeal following the procedures outlined in the DHS regulations at 6 Code of Federal 

Regulations § 5.9 and a copy of this letter to:   

 

U.S. Immigration and Customs Enforcement 

Office of Principal Legal Advisor 

U.S. Department of Homeland Security 

Freedom of Information Act Office 

500 12th Street, S.W., Stop 5900 

Washington, D.C. 20536-5900 

 

Your appeal must be received within 60 days of the date of this letter.  Your envelope and letter 

should be marked “FOIA Appeal.”  Copies of the FOIA and DHS regulations are available at 

www.dhs.gov/foia.  

http://www.dhs.gov/foia


ICE FOIA Number 2015-ICFO-82330  Page 3 of 3 

 

Provisions of the FOIA and Privacy Act allow us to recover part of the cost of complying with 

your request.  In this instance, because the cost is below the $14 minimum, there is no charge.
1
 

 

If you need to contact the FOIA office about this matter, please call (866) 633-1182 and refer to 

FOIA case number 2015-ICFO-82330. 

 

      Sincerely, 

 
R.gowins,for 

 

      Catrina M. Pavlik-Keenan 

      FOIA Officer 

 

Enclosure:  929 pages 

                                                 
1
 6 CFR § 5.11(d)(4). 



In A?rL. 2006, the :mrnig.::-ation and c·Js:oms E:lforceme:lt (IC::::.) I Cyber 
Crimes Cente.::- (C3), Chi:d Exploitation Sec~ion (CES) i~i~iated an 
investigation into a c.::-~minal organiza:ion opera:i~g a corrmerc~a: ch~ld 
exp~o:LaL:on :mages •1-1ebsile known as "!Cb)(3)18U.S.C.§3509(d)ci." 'l~1e 
investigation has .::-evea:ed that the same organizatio~ is operating 
~u~ero~s co~ne.::-cial chi:d exploitation image websi:es. I~ add~t~on, 

the orgar:~zat.~on ur . .:.l.:.zes va.::-ious PayPal accou~ts :-.o process the 
payments ~or access to the membe.::- .::-estricted webs~tes. The 
invesLigaLion is be:ng worked joinLly wi~h IC~/C3/C~S, 

ICE/RAC/B.:.rmingham, t.he 0. S. Post.al Inspec:-.ion Service, :-.he U.S. 
Departrrer:t of Justice (DOJ), Child Exploitatio~ ar:ti C~scer:ity Sect~on 
(CEOS), and the United States Atto.::-ney's Office (~SAO) for the ~orthern 
D~str~ct of A:abama. ICE has designated t:-tis operatic~ as PROJECT 
FLICKER. 

I (b)(7)(E) 
(b)(7)(E) 1. The 

informatior: developed du.::-ing the course of t:-te i~ves:iga:ior: has 
ident~f~ed that the organization uses various ?ayPal acco~~ts to 
rac:l :Lale Lhe cusLome~ paymenLs; uses specific s~bjec~ ide~Li ~iers are 
~sed •tJith the PayPa: accounts to ide~tify ::.he vario~s mem~er restr~cted 
websiles; and ~ses spec: r:c adm:n:sl~aLive e-ma:l acco~nLs a~e used Lo 
distr.:.b11te ac~ess to the memhe.::- .::-est.::-icted websi~es. The tollow.:.r:g 
~e~ber restricted websites have been itie~tifieti (wit~ :he associated 
sJojecL idenL: r:ers): 

~errber ResLricLed Websile S~bjecL ldenL: r:er 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and 
Rights Act) 

The following admi~istra:ive e-rna~l addresses ~ave bee~ associated with 
the dist.::-ibution of :he loca:ior: a~d log~r: information fo.::- the member 
.::-est.::-ictcd wcbsi:es: 

I (b)(7)(~ 
(b)(7)(E) 1. ':'he FCACP is a 

.. P_' a---~":"l-. n-e-~-s":"h""i_p_' _s_p_o_r_l s-o-r--e-o'""· ""b~y~N~C~rv~:~~.~C:--:l"".i:-1-a":"L"""":'l-) -r ... i _n_g_s-~L-o_g_e-:l"". :'"":1-e-r-~r i :1 a :1 c i a l i ~ <i ~ s L r·y 
members, NCMEC, anti federal law er:forcerrer:t ager:cies w~th the goal of 

~~----------------~----~ eradicating commercial c::-1ild ex?loitat~on. (b)(7)(E) 
(b)(7)(E) 
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The investigation has identified a gro~p of intiiviti~als wi~h~~ the ~.S. 
that mm a.r:d c:ont.ro.:.. num~rous PayPal accou.:1t..s. Th~ ?ayP21l ac:c01:nt.s a.r~ 

being ~ti.:..ized to fac~l~tate the cus-:omer payrnen-:s for t:-te above l~sted 
chi:d exp:o:LaL:on membe~ websiLes. As disc~ssed above, L~e ow~ers o~ 

t.he Pa.yPa.:.. a.cc:ounts us~ sp~cific subject. icie.:1tifiers t.o ir:ciic:ate ~<>lhic:h 

~e~ber restricted website the customer has p~rchased access to. 
IC:E:/C::l/C:E:S has c:onc.luct~d purchas~s i.:1to ~ach of :-.h~ li.st.~d rr.err.her 
restr~cted webs~tes; and in many ins-:a.:1ces more -:har: o.:1e ~.:1dersover 

L ransacL i o~ v-1as conducLed. The ro 11 owing ?ay~'a 1 a ceo~.,::) Ls :1ave :oeen 
ident.~f~ed (t.h~ id~nt.~t.y is hot.h the b~sin~s.s .:1ame orovicieci to Pa.yPa.:.. 
and the primary e-rrai.:.. addresses associated with the accou.:1t) 

Bus~r:ess Name: 

(b)(3) 18 U.S.C. § 3509(d) Child 
victims' and child witnesses' rights, 
(b)(3) 18 U.S. C. § 3509(d) (Federal 
Victims' Protection and Rights Act) 

Primary E-~ai.:.. Address: 
(bJ(BJ,(bJ(7J(ql0 j u 

(bJ(6J,(bJ(7J(C) I@ 
(b)(6),(b)(7)(C) II 

no.com 
juno.com 
@juno.com 
ma~l.com 

mail. com 
hotmail.com 
yahoo.com 
@juno.com 

(b)(6),(b)(7)(C) l@g 
(b)(6),(b)(7)(C) l@g 
(b)(6),(b)(7)(C) 10 
(bJ(6J,(bJ(7J(C) I@ 
(b)(6),(b)(7)(C) II 

(b)(7)(E) 

(b)(7)(E) 1. There are t\·iO categories of s~bscriber leads 
LhaL will be deLailed: L~ose s~bscribers w:Lh boLh PayPa: L~ansacLional 

~eco~ds anc.l memb~r r~s~ric~eci wehsit.~ 21cr-:ess logs (whic:h id~nt.~fy 
specific files o:1 :he member res::.ric::.eti webs~te the custome:- accessed) 
and Lhose subscribers wi~h o~ly ?ayPal LransacLio~al ~eco~ds. 

(b)(7)(E) I: 

The ProjecL :-·1 icker· invesLigaLio:1 was i~: L:aLed :~ i\p< 1 ?.006 based on 
info::::rnation ::::ecei ved from -:he KC·1EC Cybert~p L~r:e. NCI'1EC p::::ov~ded that 
Lhe 'l'lebs i Le 1 oca :_e<i a L I (b)(3) 18 u.s. c.§ 3509(d) Child victims' and c I was a comme ~cia 1 

wehsit~ offe~ing t:-te s2tl~ of c:-tild explo~t.a.t.~on ~rra.ges. Th~ wehsit~ at 
the listed Uniform Resource La.:1g·.1age (URL) 1 or r:arr.e, was known as 
"l(b)(3) 18 U.S.C. § 3509d., The ' . ..;ebsi te cu:Jtai:Jeti ~Ir.ages de?~Cting 1\~,'~; ~u v_.., .... -~ vuU~I 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 
Act), (b )(7)(E) 

ICE/C3/CES received accet;s to a mem:Oer restr~cted ch~ld exploitation 
h'eh sit.~ known as "Pet1~3:: Z:;::'/:_;1\;;t~;.~~; !" from e-ma.L I (b)(BJ,(b)(7J(C) I@ gma i L com. 
The member restric::.eti website wat; luca::ed at ~RL 
L.a\:'!~;i 'ria'h•:'h"~:~s;j\u4'(.'";,u ;,;'p'9c:.1\ r~·:d"::;~)\,,J. r, pa r·L j a: caplu re 0 r Lhe 'l'lebs i Le 'l'laS 
made and the 1,000 dow.:1loatieti irrages were ~orwarded to NCMEC fo:::: 
identification against t~eir C~ild Vic~im :der:ti~ication Prog:-am 
(\.V:P) , 1""hich ~eve21l~d t:-ta :-. of t.:-ti.s .samp.:.. ing 1 .:._ 7 .:._ ~ma.ges 1""e~e of chi lc.! 
v~ctims previously itie~tifieti by law e~forcement investigations 
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In .T1:ne 2006, IC:E/C::l/C:ES received intorm21tio.:1 vi21 sp21rr. e-ma.:.l rega.rding 
another corrmerc.:.a: ch.:.ld exploitatio.:1 image website, also k~own as 
"l/;f/~b)7°.t.;T~';;, ;;;%;J. '' Th i s : n r o rma L i on p rov i ded a 1 oca : .. i or: of 

!Cb)(3) 18 u.s.c. § 3509(d) Child vi!. ':'he advert.ising websi :-.e con:-.ai~ed icie.:1t.:.ca.l 
cor:tcnt as the advcrt.:..s.:.ng website lis:e<i above; :Oot::1 kr:m--1:1 a.s 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act), 
(b)(7)(E) 

(b)(7)(E) 1- ICE/RAC/Birmingham 
ohta.ined a. ~edera: sea.~~h wa~rant from t~e Nor~her.:1 District o~ Ala.ba.rra. 
for the website, Ana:ysis of this data ~as provided approximate:y 56 
ind.:.v.:.dua:.s in the U.S. that acccs.se<i :he website. This i~formatio~ 
.,,:1~ be cJ:scussed in :urLher delail in L.:1e sec:.ior: :oelo·,, e:1L:L~ed 
SUBSCRIBER LEADS. 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 
Act), (b )(7)(E) 

The ~<>lebsite \..Ja.s hosted a.t. "Apollo llosting 11 i.:1 Texas. 

1 n Ocl.obe r /.006, : CE/C3/0:S :-ece i ved i :1 rorma :_ion vi a spam e-rrs i ~ 
regarding four additional commercial c~ild exploi tatio.:1 irr.age •.vebs.:. tes, 
These advert. ising v .. ·ebs i t.es were know~1 as "l 2~~h>'> 61,~-j;:.;.;G, L" "li~4Zl:,~6 .. i·.e·;·J I 
li~~~~,',.:', ~: ... J, '' 'L\."~~~~,~~~ .,,_ .~ ~ 11 and "1~!1"1 ' 0 u ~ ... ~ ".".u"1u11- 11 I (b)(7)(E) 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 
Act), (b )(6), (b )(7)(C), (b )(7)(E) 

Page 3 of 929 



The H'.Cir.bcr restricted ,_,..·cl:;si tcs kno'.,..·n as '1 3J8§~;\ ~oh~~;;i;t:it;s' In a:1d '\li~4Z/:,~6 .. ~·.e·;:J I 
!Cb)(3)18U.s.c.i" ':J~r~ host~d a.t_ "Lunarpages" i:1 Calitorr:ia_ T~e rr.err.her 
restr.=_cted •.-Jebs.=_tes kno•.-Jn as "!Cb)(3)18U.S.C.§35t' a:-~d "!Cb)(3)18U.S.C.§3509(d)!" •.-Jere 
hos Led a L "J.a ye red ·:·echno 1 og i es" in Texas. 

(b)(7)(E) 

The fol:uwing breakdown displays the n~mber of tcs~ transactio~s 
co~d~cLed Lh~ough each or Lhe speci ried subjec~ ide~~i riers: 

SubjecL ldenL: r:er: DaLe or 'lransacl.ion(s): 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 
Act), (b )(7)(E) 

s:J3SCRIB:::OR LEADS W:TII /'1E/'113ER RES':'RICTED TtJEBSITE ACC:::OSS LOGS: 

As disc~ssed above I (b)(7)(E) 

(b)(7)(E) 

(b)(7)(E) 1. ICE/RAC/B:_rrningharn obtained a fede.::al t;earch warra:1t for the 

Page 4 of 929 



cor:tent u~ the rnerni:.;c.::- .::-cst.::-icted wcln;i:.e, 
l,;•a~;~;~,·r~a~t;·,b·v\ei~3\04%' 11;u .:;%l~~:, t~•:d~::t"icl' host_eci 2t t G~nesi s2 1\e:-_li-.'O r ks . w:. t:h in thE=: 
data obta~~ed pu.::-suant to the search warra~t were :wo files re:evant to 
Lhe su:C>sc r i be r ~ ea::Js. ':'he r irs l r i 1 e was :_ i :_1 ed "I (b)(7)(E) I'' ar:d 
t.he secor:d '.vas "I (b)(7)(E) I". The I (b)(7)(E) I file cor:ta~r:ed t.he 
data ~iclds: usc.::- log~n; password (wjich was e~crypted): ~ser c-~ai:: 
and su~script_~on dat~. Th~ I (b)(7)(E) I file cor::-_air:ed t.~e da.t.a. 
f~e:ds: ~ser :F address; use.::- login; time/cia:e s:amp; a~ci :he actio~ 
per~or~ed by Lhe use~. 

(b)(7)(E) 

(b)(7)(E) 1. ':'h~s dat_a flm" displays a specific c1:st.orr.er pa.id .:or 
access to a member restricted child exploi:a:ion image website thro~gh 
an ~der:ti:'ied Fa.yPa: a.c~ount. and accessed ~he mem~er res~ricted 
website. The investigation has developed 55 s~bscriber leads from th~s 
ana:ysis. 

S U HS C K I H ~: KS W: I' H ON J. Y P !\Y ~, i\ J. 'l'RP,NSJ\C'I' I ON til, J.OG K~.CO KDS : 

(b)(7)(E) 

(b)(7)(E) 1. T~ose specific mem~er restr~cted 
chi:d exp:u~tat~on ~mage websites ca~ be itie~tifieti ir: tje PayPa: 
Lransaclior:al logs by Lhe subjecL iden~iriers ~lil ized by ~he cr:~:r:al 
orga~~zat~on. A review of the PayFal :ransactio~al records ~or the 
above 1 :sled ~'ayPal accounLs i::Jenli rie<i approximaLely l,l/.1 U.S. 
customers that pa~d money t_o one of :-_he iden:-_ified P21y?al 2tc~our:ts for 
one o~ the ~denti~ied subject identifiers. 

This ~r:vest~gat~on ~s a joint investigatio~ be:wee~ IC~/C3/CES, 
ICE/RAC/B~rrningharn, the U.S. Postal Inspec:ion Service, :he U.S. 
Depart~e~t of Justice, Child Exploitatio~ anci Cbsce~ity Sect~on, and 
the :J.S. Atturr:cy' s O~f~cc ~or the Norther:1 Dit;trict of Ala:Ocm.a. ':'he 

(b)(5) 
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The investigation has identified a gro~p of intiiviti~als wi~h~~ the ~.S. 
that mm a.r:d c:ont.ro.:.. num~rous PayPal accou.:1t..s. Th~ ?ayP21l ac:c01:nt.s a.r~ 

being ~ti.:..ized to fac~l~tate the cus-:omer payrnen-:s for t:-te above l~sted 
chi:d exp:o:LaL:on membe~ websiLes. As disc~ssed above, L~e ow~ers o~ 

t.he Pa.yPa.:.. a.cc:ounts us~ sp~cific subject. icie.:1t.ifiers t.o ir:ciic:ate ~<>lhic:h 

~e~ber restricted website the customer has p~rchased access to. 
IC:E:/C::l/C:E:S has c:onc.luct~d purchas~s i.:1t.o ~ach of :-.h~ li.st.~d rr.err.her 
restr~cted webs~tes; and in many ins-:a.:1ces more -:har: o.:1e ~.:1dercover 

L ransacL i o~ v-1as conducLed. The ro 11 owing ?ay~'a 1 acco~.,::1 Ls :1ave :oeen 
ident.~f~ed (t.h~ id~nt.~t.y is hot.h the b~sin~s.s .:1ame orovicieci to Pa.yPa.:.. 
and the primary e-rrai.:.. addresses associated with the accou.:1t) 

Bus'r:ess Name: 

(b)(3) 18 U.S.C. § 3509(d) Child 
victims' and child witnesses' rights, 
(b)(3) 18 U.S. C. § 3509(d) (Federal 
Victims' Protection and Rights Act) 

Primary E-~ai.:.. Address: 
(b)(6),(b)(7)(C) @ grna ~ l . com 

(b)(6),(b)(7)(C)@ juno. com 
(b)(6),(b)(7)(C) i<l yahoo. com 

(b)(6),(b)(7)(C) , juno. com 
(b)(6),(b)(7)(C) ~ ·ahoo _corn 

(b )(6), (b )(7)(C) 

(b)(7)(E) 

(b)(7)(E) I. ':'he::e a::e t•,JO categories of s·.1bscriber leads 
~haL will be deLai:ed: Lhose subscribers wiLh boLh ?ayPal Lra~sac~io~al 

records ar:ci member restr~cted •.vebs~ te access logs (•,;hic:-t iden-:ify 
speci ric riles on Lhe membe~ ~esL~:cLed websiLe Lhe c~s~omer accessed) 
21nci :-.hos~ .s1:hscr~~ers '.vith only PayPa.l t.ransact.ional record.s. 

(b)(7)(E) 

?ROJ~CT FLIC~ER was ~~~t~ated ~n Ap::~l 2006 based o~ informatio~ 
receiv~d from ~he NCME:\. C:yh~rt.~p L~ne. NCMEC p::ovicieci ~h2tt. t.:-te w~~.si~e 

loca:.eC. at lc~~~~;~;.~!~~;~~;;£b;;1;,\';',.3~11t,~e~nz,a~b0acl '"'as a comme=cial '.vebsite offeri:-~g 
:he t;ale of child exploitation images. The website a:. :he lit;ted 
Uniform ?.eso·.1rce Lar:g~age (URL) , or name, \vas known as "!(b)(3) 18 us c.§ 35D9d-" 

The • . ..;ebsi te co:1tained ~Ir.agcs dcp~cting 1 \~1\"1 •u,v.,.__ ,~~~~~~~ "'~"~ ~._~~~·a,~:~~;"'uJ 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act), 
(b)(7)(E) 

(b)(7)(E) !, IC:::0/\.3/C:::O.S 
~--~~------~----~--~~~~~~~~--~~--~--~ received access to a ~c~ber restricted child exploi~a~ior1 websi~e k~ow~ 
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A 

partial capture o~ the website was made and =he 1,000 dow~loaded images 
.,,ere :or·,,arded Lo NCf·1EC ro:- idenLirica:.ion againsL L:1eir C:1i:d v:cl.im 
Ident~f~cat~on P~ogram (CVIP), which revealed ~hat of ~his sa~pl~~g, 
171 images were o~ ch~ld victims p~cviout;ly idcn:.ificd ":Jy law 
enfor~ement investigations 

In J~ne ?006, ICK/C3/CKS received inrormaLio~ via spa~ e-ma:l regarding 
another corrmerc~a.:_ ~h~ld exploitatio::~ image website, also k~mm as 

d!t§~~!~JJ~:aE~!:i~:~Jhi~h;n!~~:~~~~7n~r~:~;~;.e a c~~~=~~~~ ~!e::~Lcal 
co~tent as the advert's'na \vebsite lis=ed above; bot~ k~ow.:1 as 
'1,~~~~~: 'u ~ ~ '-'; ~ ""u".,l, , I (b)(7)(E) 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act), 
(b)(7)(E) 

(b)(7)(E) 1. ICE/RAC/Bi rmingham 
obtained a ~edera.:. sea=ch wa=rant from t~c Nor:hcr~ District o~ Ala":Ja~a 
ror Lhe websil.e. Ana:ysis or Lhis daLa ~as provided approximaL.e:y 56 
ind~v~dua.:.s in the U.S. that accessed the website. This i::~forma:io~ 

.,,:1: be d:scussed in :urLher deLail in L:1e sec:.ior: :oelo·,, e:1L:L:ed 
SlJBSCRII3ER LEADS. 

In ICK/C3/CKS 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 
Act), (b )(7)(E) 

(b)(7)(E) I C~./C3/CES 

obtained ac~ess to the same member res~ric~ed website, 
l"'i•r~::~;>;, 1 :r%+!· g\·,?,~j~9ttk '% ii~U ;~~~~·;, t;~d~:•;t "is I, f =om e-rr.a i ~ I (b )(6), (b )(7)(C) I@ yahoo 4 com 4 

The wc":Jsite was hosted at "Apollo Hosting" i~ Texas. 

In October 2006, :CE/C3/CES =cccived i~forma:iorl via spam c-~a1_ 
regarding fo11r additional commercial c~ild exploitatio::~ i~age webs~tes. 
These advertising were know::~ 

~~~~~~~~~~~~~~~~u_, 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 
Act), (b )(6), (b )(7)(C), (b )(7)(E) 
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(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and 
Rights Act), (b )(7)(E) 

The rr.embe r resL r i cLed ,"'·ebs i Les k~1ow·n as '1 3Jg§~!J,. ~o?~1;;;;;9, t' and 'lj~~g/:,~6 .. %··~·~::£ I 
IJ1~%t/:,%·l;j<;:.l'' ):J~r~ ho.st~d at_ ''L·.1narpage.s" i:~ Calitorr:ia. The rr.err.ber 
rest r :_ ct ed t"'rebs :_ te s kno\-.i n as ''l 3~uJ~7!·,1 g~j;;;;..!' I" a:1d '1>0-u~.~~';,:!.:::·:·~~; ~:.~}~.~: t' tAre re 
hosted at "Layered Technologies" i~ Texas. 

(b)(7)(E) 

'lhe rol~owing breakdown displays l~1e nJmber· or Les:_ Lrar:sacL:ons 
cor:d1:c:t.ed t.h::::ough each of t.he specified s1:hjec:-. ider:ti.:iers: 

SubjecL ldenL: r:er: DaLe or I' ransacl ion (s) : 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 
Act), (b )(7)(E) 
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~E~BER RESTRICTED WEBSI~E DESCRIFTIOKS: 

1:~1j32L,:.:~·.!;'~r!;?r7!~~!;•::•~,.v,•;u,11.'~1: ':'he rnernbe~ ~estricted \Vebsi =e associated t,;ith 
Lhe su:C> j e0 L i den L: r: e r l!~~~!'b.',:,~:t;·;·s!r~;?-"~!1 ~~~~~~~.~•;c:•:•: I is kr:o·~,r~1 as "~ 

I j~4Z/;.;6.--%~;J !. " Th~ memh~r r~st.rict.ed wehsi t:.e co.:~t:.abeci approx.:.rr.a.t:.ely 
5, 558 images .:i~cs. ~he wcbsi tc con:aincd four ir:<iex •:.;eb pages that 
cor:ta.:.r:ed hype:::~inks to 61 individual The firs:-. 59 image 
gal~eries conta.:.ned images depicting 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

The images \vere st:brr.i t :ed to :JC~EC, 
any of t:-1c irnagct; • .. ;i :h k:1m;r: v.:.ctims. 

The fol~mving imag~ desc::::ipt:.ions p:::ovicie a sample of t:.::te cor:tent:. o:: the 
rr.err.ber restricted website: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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T::lC irnaget; • . ..;ere su:Ornitted to 
NC.f\1E\. '.vas una.hl~ t.o match a~y of :-.h~ irr.21g~s ~<>lit~ kr:o~<>m 

v~ctims. The fol:owing image desc~iptio~s provide a sarrple of the 
co~LenL o~ Lhe membe~ ~esL~icLed websi~e: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

L~~{~~?.,'o0,y~sg. r3 "J!igi};'/ ,¥:';!;!7\'~::.!:1.09~:~~;:::6:;;:;;:2::\ I: ·r:1e member res L ric Led ·~.re:C>s i t.e 
a ssoc:.a ted ):Ji t h t_h~ s1.1hj ~ct_ id~n t_i f iers l . .;c.f!'J,3!·:: ~h:.j;:6??;;~!!?!;;~:•;a,hvl and 
I ~~f,;'::;!;:';;·;~~ ;;;11~~! I :.s knotArn as \\l(b)(3): 18 u.s.c. § 3509(d)l. " The memDer restr :.cted 
we:Osite co~ta~ned the following scctio~s: "Mai~ ?age;" "?hotos;" 
"Video;" "Softwa~e;" "Msg Board;" and "S~pport." There were 
ap?ruxirnate:y 9, 076 images files in :he "P::w:ot;" sec:.ior: a:1d 
approximate:y 1:9 v~deo files. Several of t~e images depicted 

The i1r.ages ·,.;oere 
submitted to NC.f\1EC, but NCMEC was unable to ma:c~ ar:y of t~e images 
w~ th kr:own vict~ms. ':'he follov.:ing image descrip:.ior:t; provide a sarn?:e 
o~ Lhe conLenL or Lhe member resLric~ed websiLe: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

t.he "Pic:t.ures" a.nd "V.:..c.leo" s~ct.ions. 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

The imaget; •.,;ere s·..1brni :ted 
approximately s·..1bmi:: ted to KCI'-1EC, :JC]I(EC 

was able to idcnt.:..fy 570 images that dcpic::eti victi~s prcvious:y 
ident..:..t.:..ed hy la.w ~nfo~c:~m~nt. invest.igat.io~s- T~e followi~g image 
descr.:..ptio~s p=ov.:..de a sample of the con::e~t of ::he mem~er restr.:..cted 
·~~~o'cDs i tc: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

!(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' r!: The rncrnbe r res:: ric:: c<i •.,;cbs.:.. tc 
assoc.:..ated '.vi th t.he subject. ident.ifiers L):e:'Y!;J:S-2: ~,;;~!!~~:;~~!0,wl and "~ 
I .~uJcg;. ~61 I" is kno'.,..·n a~ "1 2~rici/Z·,•g~,·t;t.;..!' I." The rncrnlJcr res :.r ic:.cti ':v·cbs:. tc 
co~La:~ed Lhe rol:owing secLions: "News;n "P~o~os;n "Videos;n 
"So~tware;u "Message Boa=d;" and "Ca~cel or ~ebill.u There were 
ap~nuxirnatc~y 9, 4~2 images files in :he "P::w::ot;u .sec::.ior: a:1d 
ap9roximate~y 186 v.:..deo files. Several of t~e images depicted 
I (b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) I 
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1 (6)(3). 18 o.s.c. ~~"nJa~;\u/~~:~~~~;~~::::': .. ;:::;:;t~;~s:fa~lgn~;p)(s). 18 o.s.c. § 1. The iir.ages ·~~'ere 
su~mitt.ed t.o NC.f\1EC:, hut_ N\.MEC was un21ble to ma:-_c~ 21r:y of t~e images 
w.:_th kr:own vict.:_ms_ ':'he following image descrip:.ior:s provide a samo~e 

o~ Lhe conLenL or Lhe member resLric~ed websiLe: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

su~jec:t. 

prep1:hescer: t 
I jg4t/d~6~'%·;~·;;·J I. ~he video ·v.rc~rc no:. subrni t :.cti :.u ~CJV:~C. 
rol:owing desc~:pLions p~ovide a sample or L~e co~~e~L i~ ~he member 
restr~cted webs~te: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

lct7\tJ\;.c;:s~~;·,;;·att;5,%;}~?.t~11it;•tu~s3;~~'d I: The member res L ric Led ·~.ref:>s 1 : .. e a ssoc: a Led 
\1-.r:.t:h the subject :.dentifie::-laJ~~>1>'gbtrd:·.;;;sl 21n<i. L$~'2-~t.;~.:;z:!:/~t:'al :.s kncn.;r: as 
'LJ~Wi ~S/::;;;0. !. " ':'he rnernbe:- :-est:-icted wdn; i :e em: :air:ed the foLuwing 
secLio~s: "Home;" "UpdaLes;" "Ha~dcore;" "SofLcore;" "Video;" "S:Le 
Support;" and "Logout." The::::e \vere .:1umero·..1s galleries cor:ta.:..r:ed w.:.. thin 
Lhe "Hardcore," "So~Lcore," and "Video" secLio~s. A par~ial capL~re o~ 

the ~e~her r~stri~ted wehsit~ was oh~ained to ir:~l~de ~he er:tire 
su~directo::::y "V.:..deo." The "Video" s~btiirectory co.:1tai.:1eti eight video 
r:les and Lhe rol~owing folders: "':-'.oys;" "J.o:1g;" "?reLee:1 !\CLio~;" and 
"S~al:." There we::::e a total of 11 video files i.:1 :he "Video" 
s u :C>d i r e c L o ~ y . ':'he v i de o r i 1 e s de p i c :_ e d lw~~J!!!·e1r~ ~;;r;·,£,z'l~?,~J~', ~'~6i1i~~~' d~':%;:~~e' I 
I riat~~;c,~~,~·;·,;·~§/J~u;kuJo[;•~•tFv~;~:~ ,1;~~;:.u~;::::t::!ad 1. T:.e v iden files ll-.'e re nnt s1:brr.:. t: t~d 
to NCI-1EC. ':'he ..::o:low.:..ng descriptions provide a sample of the conter.t 
in the rnernbe:- :-est:-~cted website: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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~e~ber restricted website contained approximately 81 i~dividua: ~~age 
ga.Leries. The image ga.lleries cont21beci im21ges depic:-.i.:1g ~~~,tpb:,~~;<;i;),.!~u;l 
1 (6)(3):180.S.C.§3509(a)~~~~v'~'~s an~c;:.'Niinesse~ ng~sjo)(3):180.S.C.§3509(d) 1. ~. cao-:t:re 0 :: the 

(~ el ctrms1 t>p 'QQ egd Rrqhts \ -

~e~ber resLricLed websiLe was noL ob~ained. 

l!~~~'!'b.'.:,~:t;·:;·s!r~:?-oJ!',~~~~~~.~~;c.u.'l; I: ':'he rncrnbc:= :=cstricted ·v.'C}Jsi:.c associated with 
su~jec:t l~r:e ~rlenti.:'ie::: "l(b)(3)18U.S.C.§3509(d)ChildvictimsT is k.:1owr: as''~ 

I11 ~W~ 1.;'50 I-" ':'he membe:::: ::::est::::icted \vebsi-:e con-:ained o.:1e video f~le 
enL:L~edi\WJ~U,6r%;~;;JI. The rollowing is a descrip:_ior: or :_he video :i~e: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

SU HSCK I H~:K I ,E!\DS WI ':'H f·1Ef·1HEK KES I'K I C'n:D ·~·W:->.S I '1'~. f1CO:SS LOGS: 

(b)(7)(E) 

(b)(7)(E) I· :CE/RAC:/I3irm~ngham obt.ained a teder21l searc~ ~o>!a.rrant for t.he 
cor:tent o~ the membe:::: ::::est::::icted websi~e, 
lw;rr~~~~;>;,1 Srir:·~·,?,~;gs,trtt11~j;~~7;, tij~d~:~~tvicl' hos tcti at Gencsi s2 I\c ::~~'or ks. r,~J:. thin the 
data obta~~ed pu::::suant to the search warra.:1t were several fi:es 
relevar:t to the subscriber leads. T::lC firt;t file •:vat; :i :led 
',l r· and Lhe oLher relevanL files were e~Lilled 
1 (b)(l)(E) : fnumbe::::~ ". ::o:::: example "I (b)(7)(E) I·" T~e '1 (b)(7)(E) 

f~le contained the data fields: user login; pat;s•:.;ord (•:vhic::l was 
encrypted); user e-ma~l; a.r:d Sl:hsc::::~ption rla.t.e. The "I (b)(7)(E) r files 
cor:ta~r:ed the data .:ields: usc.::: IP a<idrct;s; ·..1ser logir:; :irne/date 
sl.amp; ar:d l.he acl.ion pe:-rormed by L.:1e user·. The " (b)(7)(E) 

·...:ere :ocated ~n the d~::::ectory (b)(7)(E) 

was located in the directo.::::y 
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(b)(7)(E) 

(b)(7)(E) 1- ':'h.:.s dat.a flmv displays t:-ta:-. a .specific customer 
paid ~or access to a mcmbc::::- ::::-cst::::-ictcd cjild cxploitatio~ i~agc wcbs.:.tc 
throcgh an .:.denti~ied PayPal account a~d accessed ~he member restr.:.cted 
website. The investigation has developed 55 s~bscriber leads ~ro~ this 
ana~ysis. 

(b)(5) 

.SlJBSCRII3ER.S W:TII ONLY PAYPAL TRANSACTIONAL LOG R:SCORD.S TtJIT2I 

KNCM~/:JNKNCMN SUBJECT L:NE IDENTIFIE~S: 

(b)(7)(E) 

(b)(7)(E) 1. 1\ revie•N or lhe ~'ayPal :.ransaclio:1al r·ecor·cJs :or l.he 
above l.:.sted PayPal accounts identified approximately 2,011 U.S. 
cusl.omers Lhal. pa:d money Lo one or ~he iden~iriecl Pay?al accou~l.s ror 
one o~ the .:.denti~ied subjec:t idenr . .:.t.:.~rs. I (b)(7)(E) 

(b)(7)(E) 

(b)(7)(E) 1. It appears co~sis-:e~t t:-ta-: -:he ider:ti~ied 
~'ay~'a~ accounl.s are a~mosl exclusively use<i :_o raciliLaLe payrrer.L. :or 
chi.:..d pornog::::-aphy memh~r r~st.rict.ed wehsi tes. T:-te followi~g subj ec:t 
l.:.r:e .:.der:ti~ie::::-s have been used by t:-te ide~tified ?ayPal acco~nts: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b) 
(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b) 

(7)(E) 
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(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 
3509( d) (Federal Victims' Protection and Rights Act), (b )(7)(E) 

(b)(5) 

SUBSCRIBERS W:Tfl ONLY PAYPAL TRANSACTIONAL LOG R:::OCORDS TtJIT2!0lJT SlJB.TECT 

L:~E :DE~~IFIERS: 

(b)(7)(E) 

I (b)(7)(E) I·" A revie'.v of the 
~~~~------~~--~~~~~~--~--~~--~~~ PayPa: tra~sact~ona: rucords for the above lis~eti ?ayPal acco~nts 
ident~L.ed app::::ox~mately 2, 5113 U _ S _ customers -:hat paici rno.:1ey to one o:: 
thu idunt~f~ud PayPal accounts -with :he t;ubjcc:. li:1u itiu:1tif~ur 

"I (b)(7)(E) 1." IL appea:-s consisL.enL :_hal. L.:1e i<:ie:1Lirie<:i ?ay~>al accot.:nLs 
are a:rr.ost exclus~vely used to facilitate paymen::. for chilci porr.ography 
~c~bur rustrictcd wcbsitus. 

(b)(5) 
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(b)(5) 

This .:..r:vcst.:..ga.L.on :..s a joint invcstigatio:1 bc:-wcc:1 IC::::./C3/CES, 
IC:E:/RAC/B.:..rmingham, t.h~ U . .S. Post.al Inspec:-.ion Service, :-.he n. S. 
Depart~e~t of Justice, Child Exploitatio~ and Cbsce~ity Sect.:..on, and 
Lhe J.S. !\Ll.orney's o:r:ce for lhe Nor:.her:1 DisLr·icL of f1la'.e>arra. ':'he 

(b)(5) 
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Project Flicker (2S2)- Commercial Child Exploitation Website Investigation 

In April 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES) initiated an investigation into a criminal 
organization operating a commercial child exploitation website known as "1\W'Z 'il 
1~~~2tfj£091 l" The investigation quickly revealed that the same organization is operating in 
excess of 200 commercial child exploitation websites. In addition, the organization 
utilizes various PayPal accounts to process the payments for access to the member 
restricted websites. The first PayPal account identified was in Binningham, Alabama. 
The investigation is being worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the 
U.S. Postal Inspection Service, the Federal Bureau of Investigation (FBI), the U.S. 
Department of Justice (DOJ), Child Exploitation and Obscenity Section (CEOS), and the 
United States Attorney's Office (USAO) for the Northern District of Alabama. 

The investigation initially focused on 14 U.S. based PayPal account holders that were 
collecting the proceeds from the subscription payments. Between April 2006 and 
Sc tember 2007 ICE/C3/CES (b)(7)(E> 

(b)(7)(E) 

(b)(7)(E> During July/August 2007, 
ICE/RAC/Binningham led several ICE field offices in the execution of search warrants 
and interviews of 13 out of the 14 PayPal account holders. It was assumed that these 
PayPal account holders had no knowledge of the child exploitation websites, which was 
confirmed through the enforcement action. All ofthe U.S. based PayPal account holders 
that were interviewed admitted that they were collecting payments using their PayPal 
accounts; but al1 thought they were col1ecting payments for software websitcs. Two 
different recruitment methods were discovered: one utilized online resume posting and 
the other online auctions. To date, XXX has been seized/abandoned as a result of the 
enforcement actions. The USAO tor the Northern District of Alabama will likely not 
pursue criminal charges against any of the U.S. based PayPal account holders. 

The investigation and the interviews of the U.S. based PayPal account holders revealed 
that the criminal organization behind the commercial child exploitation websites was 
located somewhere in Eastern Europe. ICE/C3/CES and ICE/RAC/Binningham were 
reviewing evidence obtained from the PayPal account holders as well as from various 
search warrants to try to determine the country of origin. Initial leads provided 
information that the individuals in the criminal organization were operating from Belarus 
and Latvia. ICE/ Attache/Frankfurt was asked to assist with the Eastern European 
connections. In addition, in August 2007, ICE/C3/CES was contacted by the FBI 
Innocent Images Unit (IIU) regarding an investigation being conducted by the Ministry of 
Internal AtTairs of Belarus. The FBIIIIU operates an International Task Force from their 
location in Calverton, Maryland. This task force invites law enforcement officials from 
various countries to come to FBIIIIU for six months to learn investigative techniques and 
establish working relationships. One of the oflicers from the Ministry of Internal Aflairs 
of Belarus was assigned to the task force tor six months. Upon returning to Belarus he 
initiated an investigation into a criminal organization that was operating in excess of 200 
different commercial child exploitation websites which utilized U.S. based PayPal 

1 
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accounts to col1cct the subscription proceeds. The Bclarusian task force officers 
contacted FBI/IIU for assistance with their investigation since the PayPal account holders 
were all based in the U.S. Through the relalionship ICE/C3/CES has developed with 
FBIIIIU, ICE/C3/CES was contacted regarding the Belarusian investigation. 
ICE/C3/CES and FBI/IIU determined that working jointly would be the best solution to 
assist with the Belarusian investigation, as both offices were working to dismantle 
international criminal organization operating commercial child exploilalion websites. 

Working jointly, ICE/C3/CES and FBI/IIU arranged a meeting in Kyiv, Ukraine to 
discuss the U.S. and Bclarusian/Ukrainian investigation and to sec how U.S. law 
enforcement could assisl the Belarusian invesLigation. This meeting was facilitated by 
FBI/Legat/Kyiv and ICE/Attache/Frankfurt. The meeting was extremely productive, 
resulting in an agreement between the U.S. law enforcement officials and the 
Belarusian/Ukrainian law enforcement officials to work together to dismantle the 
criminal organization operaling in Belarus and the Ukraine. The Belarusian invesligation 
had identified approximately seven individuals responsible tor collecting the subscription 
proceeds from al1 of the various payment mechanisms (including the U.S. based PayPal 
accounts). These seven individuals were also thought to manage/control approximately 
12 individuals designated as web masters. These web masters controlled the actual child 
exploitation content and managed the various advertising and member restricted 
websites. The Belarusian investigation was targeting, at a minimum, the seven identified 
individuals responsible for managing the proceeds and the web masters. 

The U.S. based investigation will continue to work with the evidence obtained from the 
various interviews and search warrants to detenninc if any other U.S. based entities were 
involved in the distribution of the child exploitation material. In addition, ICE and the 
FBI will continue to work closely wilh the Belarusian/Ukrainian oflicials to assist in their 
investigation and process any information/evidence obtained during their planned 
enforcement action. It is anticipated that U.S. agents will travel to Belarus and the 
Ukraine to review evidence and obtain additional information about the criminal 
organizalion. 

It should be noted that (b)(7)(E) 

(b)(7)(E) 

(b)(7)(E> The FCACP is a partnership sponsored by the 
National Center for Missing and Exploited Children (NCMEC) that brings together 
financial industry members, NCMEC, and federal law enforcement agencies with the 
goal of eradicating commercial child exploitation. ICE/C3/CES was the first federal law 
enforcement agency Lo participate in the FCACP beginning in April/May 2006. The 
FBIIIIU joined the FCACP in January 2007. Both ICE/C3/CES and FBIIIIU have 

I (b)(7)(E) 

In is anticipated that if the Belarus ian investigation is successful, approximately 85-90% 
of the commercial child exploitation websites will be dismantled. It is assumed that the 
members of the criminal organization that have not been identified wil1 be unable to 

2 
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reorganize to the same level they arc currently operating. So while it is assumed that 
some of the commercial child exploitation websites will come back online, there will not 
be the same level of control and organization. This should eflecti vel y reduce the number 
of domestic subscribers as the commercial supply will be greatly restricted. ICE/C3/CES 
and FBI/IIU have committed to continue working with the Bclarusian/Ukrainian officials 
to dismantle any future attempt to organize the commercial child exploitation industry. 

The following points provide a timeline of past and future (anticipated) action: 

• April 2006: ICE/C3/CES initiates Project Flicker; begins (b)(7)(E> 

(b)(7)(E) 

• June 2006: ICE/C3/CES identifies the first PayPal account holder collecting 
proceeds for the monthly subscriptions -location Binningham, Alabama 

• July/August 2006: ICE/C3/CES briefs JCE/RAC/Birrningham on the investigation 
and initiates a collateral request to have them open an investigation. In addition, 
the USAO for the Northern District of Alabama is briefed. The 
USPIS/Bim1ingham is brought in to the investigation to assist 
ICE/RAC/Birmingham. 

• January 2007: FBI/IIU begins 
(b)(7)(E) 

FBI/IJU about the investigation. 
• February-April 2007: ICE/C3/CES prepares over 4,900 domestic leads of 

individuals that subscribed to one or more of the 200+ commercial child 
exploitation websitcs utilizing one of the 14 U.S. based PayPal accounts. 

• April 2007: Project Flicker is presented to the Attorney General's Advisory 
Committee for Child Exploitation (AGAC). The AGAC approves the national 
operation and transmits its recommendation and guidance to the USAOs. 
ICE/C3/CES disseminates in excess of 4,900 domestic leads to the ICE field 
otlices. As of November 6, 2007, there were 615 open investigations, resulting in 
51 arrests, 29 indictments, 8 convictions, and 185 search warrants. The 
international leads arc being prepared for dissemination. 

• July/ August 2007: ICE/RAC/Birmingham led several ICE field offices in the 
execution of search warrants and interviews of 13 out ofthe 14 U.S. based PayPal 
account holders. The enforcement action resulted in several seizures and 
abondanments. 

• August2007: FBIIIIU contacted by the Ministry of Internal A flairs for Belarus 
regarding an investigation into a criminal organization operating multiple child 
exploitation websites that utilize U.S. based PayPal accounts to facilitate the 
subscriber payments. The FBIIIIU contacts ICE/C3/CES due to the overlap 
between Project Flicker and the Belarusian investigation. It is detennined that 
FBI/IJU will continue to communicate with the Belarusian authorities and 
coordinate a meeting between U.S. law enforcement and Belarusian/Ukrainian 
law enforcement. 

• October 2007: Meeting between FBIIIIU, FBI/Legat!Kyiv, 
ICE/Attache/Frankfurt, ICE/C3/CES, the Ministry of Internal Affairs of Belarus, 

3 
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and the Ministry of Internal Affairs of Ukraine. It was determined that the U.S. 
law enforcement agencies would support the Belarusian/Ukrainian investigation 
in any manner possible. The Belarusian investigation targeted at least seven 
identified individuals. In addition, the Belarusian authorities provided additional 
U.S. subscriber leads to the FBI/IIU for dissemination. 

• October 2007: ICE/RAC/Birmingham initiated a collateral request to 

• 

• 

• 

ICE/ Attache/Frankfurt regarding financial transactions trom the U.S. based 
PayPal account holders. These financial transactions were the subscription 
payments from the U.S. based PayPal accounts being sent back to the criminal 
organization, utilizing financial institutions in Latvia . 

(b)(5) 

It is assumed that a press release will be appropriate sometime in January or February 
200!t This press release should include the outstanding commitment made by the 
financial industry partners and NCMEC. In addition, it should include all of the federal 
law enforcement partners to avoid any duplicate press releases and to ensure that no 
contradictory infonnation is being released. It should also be coordinated with the USAO 
for the Northern District of Alabama as they arc the primary USAO handling Project 
Flicker. Any press release must be coordinated with ICE/C3/CES, FBIIIIU, 
ICE/ Attache/Frankfurt, and FBI/Legat/Kyiv to ensure that there is no premature release 
of investigative information. We want to ensure that our foreign counterparts arc ready 
for any press release in the U.S. In addition, the names of any law enforcement officers 
involved in Project Flicker should not be released to the media. 

The following individuals arc primary points of contact for Project Flicker: 

National Program Manager/Senior Special Agentl (b)(B),(b)(7)(C) 

ICE/Cyber Crimes Center/Child Exploitation Section 

Senior Special Agentl (b)(B),(b)(7)(C) 

ICE/Resident Agent-in-Charge/Binningham 

Special Agcntl (b)(B),(b)(7)(C) 

Federal Bureau of Investigation/Innocent Images Unit 

4 
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Postal Inspector (b)(B),(b)(7)(C) 

U.S. Poslal Inspeclion Service/Binningham, Alabama 

ICE Assistant Attache! (b)(B),(b)(7)(C) 

ICE/ Attache/Frankfurt 

ICE Assistant Attache! (b)(B),(b)(7)(C) 

ICE/ Attache/Frankfurt (Copenhagen) 

5 
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ICE investigation exposes vast child pornography ring and involves 
VGT partners in subsequent operation 

Operation Basket is a Virtual Global Task Force (VGT) coordinated operation targeting 
230 commercial child pornography websitcs that were under the control of one criminal 
organization. It grew out of an ICE operation called Project Flicker. 

Flicker, which began in 2006 with a tip from the U.S. Immigration and Customs 
Enforcement CyberTipline, investigated the criminal organization behind hundreds of 
child pornography Websites, ultimately identifying 30,000 customers in 132 countries, 
achieving hundreds ofU.S. convictions, and 16 arrests in Belarus and the Ukraine. 

The criminal rings involved used a variety of online and traditional payment methods, 
elaborate defense measures and a franchise business model that provided access to 
images and videos of sexually exploited boys and girls, some as young as 3 years old. 

The initial infonnation identified payment mechanisms used by the criminal organization 
to sell memberships to these child exploitation sites. 

The operation initially sought to uncover the details of these payment mechanisms in 
order to identify members of the organization. 

Operation Flicker: 
• recorded the sites, 
• conducted test purchases to gain membership access, 
• traced the illegal proceeds, 
• coordinated with international partners via the VGT, 
• disseminated subscriber leads, and finally, 
• with the help of international partners, took enforcement action against the 

criminal organization. 

In October 2007, the FBI alerted ICE that Belarusians were investigating PayPal accounts 
connected to child exploitation sites. ICE made the connection to its investigation. 

Eleven members of the child porn ring were located in Belarus and arrested in 2008. 
They have been convicted and received sentences of between 3 and 12 years. 

In January 20 I 0, Ukrainian authorities arrested five more individuals. 

Ultimately, Operation Basket involved the United States, Canada, England, Italy, 
Belarus, Ukraine, Australia, Interpol and Europol in what is believed to be the most 
sophisticated commercial child exploitation enforcement to date. 

Since the websitcs went offline in January, the number of active commercial child porn 
sites has plummeted from perhaps 300 to the single digits, or what ICE estimates to be 95 
percent fewer commercial child pornography websites. 
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Project Flicker 

Among the U.S. child-sex image buyers identified by the investigation were doctors, 
police officers, sheritl's deputies, school teachers, attorneys and church preachers. Also 
identified were Department of Defense personnel or contractors, including several with 
top-secret security clearances. On September 15, 2010, Pentagon officials announced 
they were reopening their investigation into 264 Defense employees or contractors who 
accessed these websites. 

Leads on the American purchasers triggered more than 500 search warrants and at least 
280 convictions, involving several federal agencies. Others were convicted by state or 
local authorities. 

The investigation has identified and shared with law enforcement around the country and 
around the world the identities of approximately 5,200 domestic subscribers and 4,400 
international subscribers of child exploitation websites. 

Many of the images were recycled from LS and BD studios, giant Ukrainian producers of 
child pomography that were broken up by law enforcement in 2004. 

The lion's share of images and videos arc disseminated for free between individuals, who 
often belong to trust-based clubs. 

Though different sites provided images and videos focusing on diflerent fetishes, they 
held many similarities. For one, they had a common design and method of payment. 

Initially, buyers visiting different sites were steered to a common credit-card processing 
website. But that site was actually a sham. After purchasers provided personal detail and 
credit card information on this fake payment site, they were led to a PayPal account to 
make the real payments. 

ICE estimates the rings made between S5 million to $8 million from early 2006 until late 
2007. 

The ring used an elaborate system, including: 

--Countless free "teaser" sites, which had a few images of mostly or completely naked 
children, and were meant to lure child-pornography seekers to pay for 11memberships11 

that gave them access to the images. Subscriptions cost between $79.95 and $99.95 a 
month. 

-- A fake payment processing company. On its face, it looked like a legitimate charge
card transaction processor, but its only purpose was to gather credit card information, 
which was then used to pay for hosting other child exploitation websites; 
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--Between 14 and 40 American "mules" who unknowingly processed some 65,000 child 
pornography transactions over PayPal and funneled the money back to the ring. They 
have not been prosecuted. 

Flicker statistics: 

ICE's Cyber crimes Center (C3) sent U.S.-based leads to ICE Field offices around the 
country; some involving the usc of government computers were referred to other federal 
agencies. If cases were worked by different federal agencies, they arc nevertheless 
included in Lhe ICE final numbers for statistical purposes. 

Since 2006 there have been: 

• 416 criminal arrests 
• 5 adminislrative arrests 
• 343 indictments 
• 348 convictions 
• I, 142 seizures 

More than 5,000 U.S. leads arc being followed; 4,000 foreign leads were shared with 
international law enforcemenl parlners 

Foreign leads would have been sent to the appropriate ICE Attache offices (we have 64 
worldwide). 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ~~~~=======;====~=~~=;===============~=====~======== 
NAME : I (b)(6),(b)(7)(C) ~JUNO . COM 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========================================~============== 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION=========~=======================~============~= 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E) ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 9Hb)(6),(b)(7)( I TITLE : 
DATE ENTERED: 073106 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
EMAIL ACCOUN'l' UTILIZED IN RELATION TO A WEBSITE OFFERING HUNDREDS OF IMAGES 
OF CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION============~======================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

Page 29 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** IDENTIFYING INFORMATION ==================================================== 
NAME : I (b)(6),(b)(7)(C) !®JUNO . COM 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION===============;=========================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 44j\011~~\011 ' 1 1 TITLE: 
DATE ENTERED: 062806 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT EMAIL LINKED TO PAYPAL ACCOUNT FACILITATING CHILD PORN PAYMENTS 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

·,> 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION =====================================•~============== 
NAME : I (b)(6),(b)(7)(C) !®CHARTER . NET 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ============~======================================= 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 

*** RECO OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E) ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 205 29! tDIC%\0101 I TITLE: 
DA'l'E ENTERED: 073106 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
EMAIL ACCOUNT RELATED TO A SUBJECT WHO IS ALLEDGEDLY COLLECTING P~YMENTS FOR 
USERS ACCESS TO A WEBSITE CONTAINING HUNDREDS OF IMAGES OF CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** IDENTIFYING INFORMATION =~~========~=======~======~==========~============== 
NAME : I (b)(6),(b)(7)(C) !®CHARTER. NET 

*** DESCRIPTIVE INFORMATION =================================~===~=~============ 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS =======================================~============ 

*** OTHER INFORMATION ==================================~=====~~=~====~======~== 

*** RECO OWNERSHIP INFORMATION=================================~============== 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE:· 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
'l'ELEPHONE : 9 7 2 4 41 (b/(%\010 I I TITLE : 
DATE ENTERED: 062806 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT EMAIL LINKED TO PAYPAL ACCOUNT FACILITATING CHILD PORN PAYMENTS 

*** PRIMARY ACCESS INFORMATION==================~~=====~~========~=========~==== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL OSE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 03 

*** IDENTIFYING INFORMATION ---================================================~ 
NAME : l(b)(6),(b)(7)(C) 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION===============~=========================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 

*** REC OWNERSHIP INFORMATION================================================ 
STA'l'US: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E) ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 205 29lto)(~h\0101 l TITLE: 
DATE EN'fERED: 071207 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
WEBSITE USED FOR PAY PAL TRANSACTIONS FOR CHILD PORNOGRAPHY 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =~=======~========================================== 

*** ADDRESS AND TELEPHONE INFORMATION=======================~===~=============== 

*** INFORMATION ON OFFICERS =====================================~=============~ 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 ., 

*** RECQ OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E) ICE OI - BIRMINGHAM AL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 205 2 91 colt6/.:-\6101 I TITLE: 
DATE ENTERED: 091806 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
WEBSITE IS AN ADVERTISING SITE FOR A MEMBERS ONLY CHILD PORNOGRAPHY SITE. 

*** PRIMARY ACCESS INFORMATION===================================~=======~====== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY : ._.!(b;,.:.:l(,;;.:6),..,(b;.:.:,l(.;.:,7l(:..;;;C"-) ___ ____. 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

'I'ECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E> ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 972 4 41 colt6/,:,\6101 I TITLE: 
DATE ENTERED: 081106 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT vlEBSITE IS AN ADVERTISING WEBSITE ASSOCIATED WI'l'H A CHILD PORN 
MEMBER ONLY WEBSITE KNOWN AS HOME COLLECTION 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION =====================================~============== 
NAME : l,~~,g~;,~~.z~; ~r"}~;i! I 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECO D OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE 
AGENCY: (E) ICE OI - BIRMINGHAM AL 
TELEPHONE: 2 05 29! colt6/.:-\6101 I TITLE: 
DATE ENTERED: 042307 _LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 

NAME: 
DATE: 092211 

r-----~(b~)(6~).~(b~)(~7)~(C~)~~~~ 

SUBJECT WEBSITE IS AN ADVERTISI~G WE~~ITE ASrOCIA'rED WITH A MEMBER ONLY 
CHILD PORN WEBSITE KNOWN AS L;~C;~~¥4lfd:£~m!-;;~~1; 

*** PRIMARY ACCESS INFORMATION====;=======;===========;===;===================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** IDENTIFYING INFORMATION 
NAME: 1,~~,~~~;·,;~.:;~; 2r~5~:al 

------------------~------------------··----------------~-------------------------------------------------

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** OTHER INFORMATION ========================================================== 

*** RECQ OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 97 2 4 41 (b/lb),:.,\61(1) I TITLE: 
DA'rE ENTERED: 081106 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS AN ADVERTISING WEBSITE ASSOCIATED WITH A MEMBER ONLY 
CHILD PORN WEBSITE KNOWN AS L;~~~1;~%gr;jg,!;r!~~;~aj,;:~~s I 
*** PRIMARY ACCESS INFORMATION==========================~===~~===~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE .. ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ==================================================== 
NAME : I ch\~~!;{01:9~~;; ;~~r;;~tr~/ 1~n,u~sv1g1~;5aO;~d' I 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFOR~~TION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========================~============================== 

*** REC OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF I CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 culc~h\0101 I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SEVERAL CP ADVERTISING WEBSITES: ltJ;\~1;.:;;::;;f;;J;;;t!~~il, 

~~~~~~~--~~~~~~~~ri~~~~~--~~~(A~L~L~LINKED TO CURRENT 
.....__.....:...:..:....:..:....o:....---....11) 

SUBJECT WEBSITE 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- 1'ECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ~====================================~============== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

*** RECO OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E> ICE OI - BIRMINGHAM AL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 91 (b)(G/.:-\610 I I TITLE : 
DATE ENTERED: 042307 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE ADVERTISE COMMERCIAL ACCESS TO A MEMBER RESTRICTED CHILD 

PORNOGRAPHY WEBSITE; PAYMENT FACILIATED THROUGH PAYPAL 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

'·' 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE.,. ONLY 
Page 39 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** IDENTIFYING INFORMATION ==================================================== 
NAME : I ~~4;:·c1' 6.,~d 5~~;·,£ ,;;~;~~~;• :/~I 

*** DESCRIPTIVE INFORMATION ==================================================== 

* * * ADDRESS AND 'l'ELEPHONE INFORMATION"'==========;;;;==========;:;;;;====::;;;====;;;;=====;;;== 

*** INFORMATION ON OFFICERS ========;;;;;;;;===========================~============== 

*** OTHER INFORMATION =================================================;;;======== 

*** RECORD OWNERSHIP INFORMATION=========~=;;;;==========;;;;=========;;;;=============~= 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E> ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
·rELEPHONE: 97 2 4 4! cu,cu;.:-\61P 1 1 TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE ADVERTISE COMMERCIAL ACCESS TO A MEMBER RESTRICTED CHILD 
PORNOGRAPHY WEBSITE; PAYMENT FACILIA'rED THROUGH PAY PAL 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

Page 40 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION =====================================~============== 
NAME: IJ~?~~3t:;~~~~~~·d§c!~~;~~! I 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ===~================================================ 

*** OTHER INFORMATION ========================================================== 

*** RECQ OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E> ICE OI - BIRMINGHAM AL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 91 t61l%\61ln I TITLE : 
DATE ENTERED: 042307 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A COMMERCIAL CP WEBSITE LINKED TO THE CURRENT INVES'l'IGA'l'ION 

THROUGH IDENTICAL PAYMENT METHODS (PAYPAL ACCOUNTS) 

*** PRIMARY ACCESS INFORMATION================================================;= 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) ' SUB RECORD 02 

*** IDENTIFYING INFORMATION =====================================~============== 
NAME : ld~f,~3::;::~~~'7;rl § c!t~!~~! I 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========================================~============== 

*** REC OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT 1 CI,OSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF 1 CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 t61l%\6101 I TITLE: 
DATE ENTERED: 1.02406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A COMMERCIAL CP WEBSITE 

*** PRIMARY ACCESS INFORMATION======================;============~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMA'l'ION -- OFFICIAL USE ONLY 
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.. , 

REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ================~~===~===========~===~=====~==~===== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =======~============================================ 

*** OTHER INFORMATION ========================================================== 

*** REC OWNERSHIP INFORMATION===============================================~ 
S'rATUS: (b)(7) PREVIOUS SUSPEC'l', CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 97 2 4 41 (b)(C/.:-\611 ' 1 I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A COMMERCIAL CP WEBSITE 

*** PRIMARY ACCESS INFORMATION==~=============~================================= 
LOOKOUT LEVEL: 

,., 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b)(7)(E) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION 
NAME: I c~f~~L::o~~=~~~j~h;;~:~~J,S~i~,v;gm; 3atn°91 

~~~================~=======~~=======~~=====~c=====~~ 

., 

*** DESCRIPTIVE INFORMATION ~=================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** REC OWNERSHIP INFORMATION=====~========================================== 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E> ICE OI - BIRMINGHAM AL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 9! 1011~~\011 ' 1 I TITLE : 
DATE ENTERED: 042307 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A COMMERCIAL CP WEBSITE LINKED TO THE CURRENT INVESTIGATION 

THROUGH IDENTICAL PAYMENT METHODS {PAYPAL ACCOUNTS) 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

~. 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** IDENTIFYING INFORMATION ~~=~~===~=========================================== 
NAME : I ctt~:t;;::?~~;~~~;~r;;~:~tJ,S'~ir, ~egm; :~b0al 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ===============~==================================== 

*** OTHER INFORMATION =====~==================================================== 

*** REC OWNERSHIP INFORMATION========================================~======= 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E> ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 44! CD)(bj;.,\6101 I TITLE: 
DA'rE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A COMMERCIAL CP WEBSITE LINKED TO THE CURRENT INVESTIGATION 
'THROUGH IDENTICAL PAYMENT METHODS (PAYPAL ACCOUNTS) 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OF'FICIAL USE ONI,Y 
Page 45 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ========~==~~~====================~=~~===~=======~== 
'NAME: SICK CHILD i<bl<6Hbll7l<Cl 

*** DESCRIPTIVE INFORMATION ===============================~~====~============== 

*** INFORMATION ON OFFICERS ==================~================================= 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E) ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 91 culc~h\010 1 I TITLE: 
DATE ENTERED: 042307 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A COMMERCIAL CP WEBSITE LINKED TO THE CURRENT INVESTIGATION 

THROUGH IDENTICAL PAYMENT METHODS (PAYPAL ACCOUNTS) 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOU'f LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** REC OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 (b)(B),(b)(?)( I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A COMMERCIAL CP WEBSITE LINKED TO THE CURRENT INVESTIGATION 
THROUGH IDENTICAL PAYMENT METHODS (PAYPAL ACCOUNTS) 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ======~==============================~============== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECO OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CJJOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: I (b)(B),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 colt6/,:,\

610 1 I TITLE : 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS AN CP ADVERTISING WEBSITE LINKED TO THE L;\::!;:>!<!~~~;\;,~;!!~!~u!,;::~?l 
INVESTIGATION; UTILIZES PAYPAL TO FACILIATE THE MEMBER ACCESS 

*** PRIMARY ACCESS INFORMATION===================================~============== 
I.OOKOUT LEVEL: 

'> 

OFFICIAL USE ONLY -- TECS II INFORMA'riON -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================;============== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** REC OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF I CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 lb/lbj,:.,\61(1) I TITLE : 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS AN CP ADVERTISING WEBSITE LINKED TO THE 1...~!~! ~':.:;' ,::;;-,. ~ .. ::::::::;:::~ ':::~~~J 
INVESTIGATION; U'l'ILIZES PAYPAL 1'0 FACILIATE '!'HE MEMBER ACCESS 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONIN 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

04181.6 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ~=~==================================~====~========= 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

·> 

*** OTHER INFORMATION =========~=====================~========================~= 

*** REC OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 co)(b/.:-\6101 I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE LINKED TO I ~t:/~;!)h~c~i:>;i, fc;'%a;t1s5~;•:s;::: ... ~·;~;;::~. '=:::·;;>·?I CP INVESTIGATION; LIS TED 
AS PAYMENT URL - LEADING TO VARIOUS PAYPAL ACCOUNTS. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

., 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 colt6/,:,\610 1 I TITLE : 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE ASSOCIATED WITH L;.geJ~!:~1:;:=.~,!,£;,,§,~5t,swc~~~~~~,'::':s::~.~,";tictimsl CP INVESTIGATION; 
LIS'rED AS ADMINISTRATIVE CONTACT POINT FOR BILLING QUESTIONS. 

*** PRIMARY ACCESS INFORMATION======================;;;;::::;;;==~=;====~======= 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
Page 51 of 929 



.·, 

REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION ~- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ~~~~~~~;~~;~=====~================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ~========================================================= 

*** RECQ D OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) 

TELEPHONE: 972 441 lb/lb),:.,\61(1) I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT EMAIL ACCOUNT HAS PROVIDED ACCESS TO NUMEROUS MEMBER ONLY CP WEBSITES 
ASSOCIATED WITH THE Ll!:!!:'!<~~~%;~.t;.!:~;~uJ.;:~~Q I INVESTIGATION 

*** PRIMARY ACCESS INFORMATION=============~=============~====================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY ~- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =====================================~============== 
'.' 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

*** REC WNERSHIP INFORMATION=================================~============== 
STATUS: REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 9 7 2 4 41 lbllbJ.:-\61(1) I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS THE PAYMENT WEBSITE LINKED TO NUMEROUS COMMERCIAL CP 
WEBSITES BEING TARGETED AS PART OF THE lv;~/Z'!;~~~Xirl~.;;;~:}~!,;;~~~.l WEBSITE. 

*** PRIMARY ACCESS INFORMATION==-=====;=:;::;====================~=============~ 
LOOKOUT J_,EVEL: 

') 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

'l'ECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION =;~============~=====================~============== 
NAME! I ;gi{~~!:;:ge~~:·e~·rj~;:~:\1j,~,f~it,V:%": :;~9~ 

*** DESCRIPTIVE INFORMATION =====================================~===~========== 

*** ADDRESS AND TELEPHONE INFORMATION=====~======================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========~===========================================~== 

*** REC OWNERSHIP INFORMATION===~=============================~============== 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 44ICDIC6

/.:-\6101 1 TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT EMAIL LISTED IN REGISTRANT INFORMATION FOR THE DOMAIN NAME 
1 !~~~ ;!~;'~~ '~i·.;·;·s~/:!t~vJ!' ,~~~~~~. ~1;c:r~1; 1 

*** PRIMARY ACCESS INFORMATION=~~~===~~=======~================================= 
LOOKOUT LEVEL: 

OFFICIAL USE ONIN -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ========~=========================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CI .. OSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 9 7 2 4 41 lbllbJ.:-\61(1) I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
THIS IS THE PRIMARY EMAIL ACCOUNT LINKED TO A PAYPAL ACCOUNT OWNED BY j\6/j~/,:.,\611 
I tc/j~/.:-\61 I. THIS PAYPAL ACCOUNT FACILIATED THE PAYMEN'f OF MEMBER ONLY CHILD PORN 
SUBSCRIPTIONS 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMA'l'ION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ~~=~================================================ 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

*** REC OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 '72 4 41 lbllbJ.:-\61(1) I TITLE : 
DATE EN'l'ERED: 102406 LAST UPDA'rE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT EMAIL IS THE PRIMARY EMAIL ADDRESS FOR A PAYPAL ACCOUNT OWNED BY 
I (b)(B),(b)(7)(C) I. THIS PAYPAL ACCOUNT HAS FACILIATED CP PAYMENTS. ., 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

., 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

'l'ECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ~~=~==============~==~~==~========================== 

*** INFORMATION ON OFFICERS ===========================~======================== 

*** OTHER INFORMATION ======================================~====~============== 

*** RECO OWNERSHIP INFORMATION============~==================~================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: I (b)(B),(b)(7)(C) I ., 
TELEPHONE: 9 7 2 4 41 colt6/,:,\

61P I I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT EMAIL IS THE PRIMARY EMAIL ADDRESS FOR A PAYPAL ACCOUNT OWNED BY 
I (b)(B),(b)(7)(C) I. THIS PAYPAL ACCOUNT HAS FACILIATED CP PAYMENTS. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========================================~============== 

*** REC OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 101508 
AGENCY: (E> ICE OI - BIRt-HNGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 205 291 colt6/,:,\6101 I TITLE: 
DATE ENTERED: 060107 LAS'r UPDATE: 101508 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
EMAIL ACCOUNT RELATED TO A SUBJECT WHO IS ALLEDGEDLY COLLECTING PAYMENTS FOR 
USER ACCESS TO A WEBSITE CONTAINING HUNDREDS OF IMAGES OF CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

., 

..• 
OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE'ONLY 

041816 TECS II ORGANIZA'fiON SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) · SUB RECORD 02 

*** DESCRIPTIVE INFORMATION ========~=========================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===================~=======================~============== 

*** RECOR OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATR: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 9 7 2 4 41 (b/(b/.:-\6/(// I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 ., 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT EMAIL IS THE PRIMARY EMAIL ASSOCIATED WITH A PAYPAL ACCOUNT OWNED BY 
I (b)(B),(b)(7)(C) I. THIS PAYPAL ACCOUNT HAS ACCEPTED CP PAYMENTS 

*** PRI~ffiRY ACCESS INFORMATION====================================~=~===~======= 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- 'fECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: ~----~(b~)(7~)(~E)~--~ SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =====================================~==========~=== 

*** ADDRESS AND TELEPHONE INFORMATION==========================~================ 

*** INFORMATION ON OFFICERS =====================================~====~========= 

*** OTHER INFORMATION ===========================================~============== 

*** RECO D OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E> ICE OI - BIRMINGHAM AL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 2 o s 2 91 tbllb/.:-\6/(/) I 'riTLE : 
DATE ENTERED: 042307 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A COMMERCIAL CP WEBSITE LINKED TO THE CURRENT INVESTIGATION 

THROUGH IDENTICAL PAYMENT METHODS (PAYPAL ACCOUNTS) 

*** PRIMARY ACCESS INFORMATION==================~===========;===~~~============= 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUES'fED BY : (b )(6), (b )(7)(C) 

OFFICIAL USE ONI.,Y -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** DESCRIPTIVE INFORMATION ~~===================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=============================~============= 

*** INFORMATION ON OFFICERS ============================~=~======~==========~=== 

*** OTHER INFORMATION =====================================~=~===•==~============ 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 4 41 colt6/,:,\6101 I TITLE: 
DATE ENTERED: 012407 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

•) 

REMARKS: 
SUBJECT WEBSITE IS A MEMBER ONLY CP WEBSITE 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==~~~~=~~============~===~===============~========== 

*** ADDRESS AND TELEPHONE INFORMATION============================~=;===========~ 
., 

*** INFORMATION ON OFFICERS ==================================================== 

*** RECO D OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: (E) ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 2 0 5 2 91 lb/lbj,:.,\61(1) I TITLE: 
DA'fE ENTERED: 042307 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJ'ECT IS A MEMBERS ONLY WEBSITE ALSO KNOWN AS LJ;'!!~~~ .. ~~~t.tJ<*j<;ouo:(~\Z~!~,bl OFFERING 
ACCESS TO CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOU'l' LEVEL: 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041616 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

--------------------------------------------------------------------------------------------------------

*** ADDRESS AND TELEPHONE INFORMATION===~========================~============== 

*** INFORMATION ON OFFICERS =====================================~=============: 

*** OWNERSHIP INFOR~1ATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E> ICE or HQ - CHIEF, CYBERSMUGGL NAME: I (b)(s).(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 colt6/,:,\61Cl 1 I TITLE: 
DATE ENTERED: 012407 LAS'!' UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
THIS IS A SUBJECT IDENTIFIER USED BY VARIOUS PAYPAL ACCOUNTS THAT HAVE 
FACILIATED THE SALE OF CP VIA NUMEROUS ADVERTISING AND MEMBER ONLY WEBSITES. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

•.> 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS =====;============================================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9? 2 4 41 (b/lbj,:.,\61(1) I TITLE : 
DATE ENTERED: 012407 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A MEMBER RESTRICTED CP WEBSITE KNOWN AS L~~;~:~/:Z,~}.;::~;;'!';::~-'1. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ==================================================== 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** REC OWNERSHIP INFORMATION================================================ 
STATUS: (b)(7) REVIOUS SUSPECT 1 CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF 1 CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 9 72 4 41 (b/(b/.:-\6101 I TITLE: 
DATE ENTERED: 013107 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

., 
REMARKS: 
SUBJECT IS A BUSINESS NAME UTILIZED BY VARIOUS PAYPAL ACCOUNT LINKED TO 
PROJEC'l' FLICKER 

*** PRIMARY ACCESS INFORMATION====================================~~============ 
LOOKOUT LEVEL: 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
.STATUS: (b)(7) REVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: (E) ICE OI HQ - CHIEF I CYBERSMUGGL NAME: I (b)(6),(b)(7)(C) I 
TELEPHONE: 972 44lcolt6

/,:,\6101 1 TITLE: 
DATE ENTERED: 121907 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT IS A MERCHANT THAT IS KNOWN TO PROCESS PAYMENT FOR COMMERCIAL CHILD 
EXPLOITATION WEBSITES. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 
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REQUESTED BY: (b)(6).(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

··--·---··- -· CODE IQillj --DEPARTMENT OF HOMELAND SECURITY TECS ACCESS 
ICE ---

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A 'l' I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS I .;~!~'; ~~.~~~;;-;; ,~;.~~~~~~~. ~~~~Q I ., 

CASE STATUS: INTERIM RPT 
- REPORT DATE 

I 
DATE o~i;6~NED-··-r-PRO~~~ coDE=]=:=REP~~i No.-=. 052306 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

-···--··-·--· TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

SYNOPSIS: 
On April 5, 2006, Senior Special Agent (SS/A) I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE}, Cyber Crimes Center (C3), Child Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
:orno~ra~h~ for sale via cybertip (b)(7)(E) • The reported URL was 
l;r~~~(:1~!~:~;·j~ ;3:tJ}1)st~u~ ;~:;,~,~~~~:~~~,Vi I, which was known as ulch~/J~~;·;;T~·,;;d~;;t},!.t'el. n > 

This report details an undercover purchase at URL: L;.;~~\;L!~;~.;;z.;,tp,u:m;-;"g'¥~~;~,~%~$:~~"0 1. 
'fhe purchase provided access to a commercial child pornographic member site 
known as 111..;l!!?!:j: ~~~·!i1 ~,;;;~;;~!,;;%1~~5 1. ,. 

.. --··-····-··--·--·-···-·-·-----r----=-=-=~ DISTRIBU'l'ION: SIGNATURE: 
~~ (-b)-(7)-(E>~I ~--------~(b~)(~6)~,(b~)(7~)(~C)----------~~ SENIOR SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) ASST DIRECTOR (OI) 

----------------------~ 0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPAR'l'MENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER ~HTH A COPY OF THE DOCUMENT. 
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0 F F I C I A L U S E 0 N L Y 

CASE NUMBER I (b)(7)(E) 

-------DEPARTMENTOF·H~~:LAND-E3ECURITY _____ I= PAGE 2 

R E P 0 R T 0 F I N V E S T I G A T I 0 N ~--~~~--~ 
C 0 N T I N U A T I 0 N ~R~E~P~o=R=T-==NU~MB=E=-R:-~0~0--l----

------------------------------·-·---------·-·--·-----~·----------------

CASE PROGRAM CODES: 

(b)(7)(E) 

··' 

- ------- 0 F F I C-I-A L-U-S E o N L Y 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 3 

--CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 001 

DETAILS OF INVESTIGATION 

On April s, 2006, Senior Special Agent (SS/A) I (b)(5),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
:orno~raJh~ for sale via cybertip (b)(7)(E) • The re~orted URL was 
l;r~~~(:1~!~:~;·j~ ;3~ tJ}1)st~u~ ;':;,~,~~~~:~~~,Vi I, which was known as nlch1/J~J~T~·,;;d~;;t~u\;,}r*e 1. u 

On the satne date, SS/A IC6/j~/~\6'1 accessed URL lw;r;~~~:2~!~;~h;;·7h>12~?,U~a\1Jck611~ ~~£~~;~,~%~$:~~~, v;l4 This web 
page was entitled 11 1 101151 •a usc 9 55051";"~::~;•;,;•;:::·~;;;:~z:~>:(:? ',:usc 9 5505101 111 The title bar 
ref lee ted the name of the web page as 11 [~a;~, ~~ '(?';!J~~!~~~i~';'~l (updated 16. o 3 . 06) Real 
Children Porno Pay Site! Child Fuck! Absolutely Illegal!! ! 11 It should be 
noted that this advertising website was the same advertising website accessed 
by SS/A I (b)(B),(b)(7)(C> I at the onset of Project Watchdog ( (b)(7)(E) } ; 

the website was hosted at a different URL when accessed by SS/A 
L-......;..;.....;..;..;...;...~ 

The URL lw;rr~~~~;>;,1 Srir:·~·,t,~;gs,trtt11~j;~~7;,t;~d~:~~tvicl supplied links to other web 
links were 11 ABOUT SECURITY 11 , "JOIN NOW 11 and "FREE PREVIEW 11 • 

8tatements were made on the initial web page: 

"Now in Members zone" 
11 600 MB of Photos" 
11 234 Exclusive Gallery 11 

11 6 Gigabytes of Video" 
11 205 porno TEXTS & FORUM! 11 

11 2006 Year Updated!!! 11 

11 With exclusive content 11 

11 No Fakes 11 

pages. The 
The following 

11 2-12 y.o. Girls and Boys in video, photo, text content without any censure! .. 
11 ABSOLUTELY ILLEGAL" 
11 REAL 11 

11 Hardcore Fuck of Little Girls, Brutal Rapes, Sweet Love - all that you can 
wont- HEREl" 
.. FUCK the FBI! W~<;t;,~,v.:-;;1 is time approved site. Working since 2000 year and no 
one of the users haven•t any troubles with law, because on this site you have 
guaranteed 100% privacy and security from Trojans and any FBI spies." 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) page 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

Dtated the following: 

PAGE 4 

CASE NUMBER L.l __ ...;(:..:b>.:...(7:.:.>(E..:..> --....1 

----:::-:::..--:=-=-:::-=---,..:-==-:=,.------:--=---··--·-
REPORT NUMBER: 001 

11 'I'here are NO FAKES, only real Children porno, all content with models at 2 
years old" 
"There are NO TEENS, only real little kids porno here! ! 11 

"There are NO PROBLEMS with privacy, we don•t otore any information about 
users!" 

"Big update in memberzone!" 
11 Now you can enjoy 612Mb of photo in 234 Exclusive Galleries, vievJ over 6 
GIGABYTES of VIDEO, read more then 200 porno texts. During update was 
replaced by exclusive fresh content 205Mb of photos, and 4Gb of cp video!" 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

Excerpts of the text on that page 

11 CONGRATULATIONS! II 

"Congratulations, you are one step over the biggest archive of child porno 
photos and movieo. Our price io too high, becauoe we pay big money to host 
this illegal site. But we promise our member section \oJOn' t be delete 
thousands times like other ones!" 

"We protect our clients from all troubles with police and law!" 

11 1 month membership for only $79.95! 11 

"To get access to CP site pay membership then you will get passwords to CP 
member zone via e-mail 11 

"accepted all credit cards" 

'!'he above text "1 month membershi~ 11 was a hyperlink which redirected to 
I (UJ(SJ. 1 t,~·%·c~ ~~"nJa~;\6/~~:~~~~f~1!!::': .. ;:::;:;:~;~s:fa~1gn~;p>tSJ. 1 I. This webpage contained a form entitled 
"User Info," which required the customer to enter their name 1 e-m~il, 
address, telephone, and credit card information. In addition, the form 
requested the customer to select a login and ~assword. The web~a!e also 
contained a b·ut ton labeled u Continue. 11 I (UJ(SJ. 

18 o.?c~ ~~"nJa~~\6/~~~~~~1ti1!!;:'* .. ;;:*i:;:':~5~=~1!'ZJ,6>lSJ. 18 u.s. c. I 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

The following text was excerpted 
from the webpage: 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 
C 0 N T I N U A T I 0 N 

Nl·~:~==~--:,-> -·-
REPORT NUMBER: 001 

11 Thank- you-T------vour f"ransaction has been completed.- Your account w:til be ____ _ 
approved in 24 hours and you'll get an e-mail confirmation." 

2006, SS/A ll~§~h\61 1 received an e-mail message from 
(b)(B),(b)(7)(C) gmai 1 . com . The subject 1 ine was 11 ! ! YOUR I, ,tg'g'd %51 ACCOUNT . 11 The 

following text was excerpted from the e-mail: 

"Congratulations! 11 

"We save all your connections with members zone, and protect this 
information. But we don't allow to login different users with your login and 
password. Please, be careful and don't give to anybody your password! 
Please, write to support on this mail with any problems and questions." 

On or about the same date, SS/A I (b)(B),(b)(7)(C).(b)(7)(E) 

that provided, among other things, registrant information and hos~ing 
information for a given URL. The database search provided the following 
information: 

Licti!~~:;~o rij,;·::;r~;e:~:~~rh:11h)(31 r----------. 
Organisat1on Name: (b)(B),(b)(7)(C) 

Organisation Address: , Emeryville, CA. 94662 
IP Address :1 (b)(B),(b)(7)(C) I 
OrgName:AltaVista Company 
Address :1 (b)(B),(b)(7)(C) I, Sunnyvale, CA. 94089 

Registrant 
Registrant NY 12345 
Registrant 
Registrant Email: (b)(6),(b)(7)(C) oyahoo. co. uk 
IP Address: (b)(B),(b)(7)(C) 

orgName:Kennel Accountants, Financial Services 
Address: ndaberg, OLD 4670 AU 
OrgTechName: (b)(B),(b)(7)(C> 

OrgTechPhone:+61-73-31 · 
OrgTechEmail:~®ls-partner.net 

0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

on. Apri16~2o.o6, (b)(6),(b)(7)(C),(b)(7)(E> 

PAGE 6 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

(b)(B),(b)(7)(C),(b)(7)(E) It appears that the amount listed on the 
advertising website was not the actual amount charged. The individual 
operating this website may have stolen the content from the original 
individuals that operated {and continue to operate) the advertising websites 
associated with Project Watchdog}. No other related transactions have been 
charged. 

The website was entitled 11l);!!;:'!<~~!i_;~6;;~;!~!-;;~~~J -
Secret Members area ... There were 19 galleries under the hyperlink 
11 Softcore; 11 17 galleries under the hyperlink "Hardcore; 11 and 3 galleries 
(Child Porn, Lo-Video, and Young Bang) under the hyperlink 11 Video. 11 SS/A 

ll~§Zh\61 1 was unable to capture the complete website; the following was captured: 
all 19 11 Softcore 11 galleries {containing approximately 2400 image files 
depicting prepubescent males and females engaged in sexually explicit 
conduct); one of the "Hardcore 11 galleries (contained approximately 400 image 
files depicting prepubescent males and females engaged in sexually explicit 
conduct); and approximately 630 video files from the 11 Child Porn 11 video 
gallery. 

On May 16, 2006, SS/A ltW%\611 issued Customs summons and preservation letters to: 

Yahoo! for the URL lw;r;~:~:2~!~;~hi:·ih,1-~~?,U~a\1>ck611~ ~~£~~;~,~%~$:~~~, v; I and e-mail account 
l\g4Z/d(6r%;~;;JI®yahoo. co. uk 
Google for the e-mail account 1~~~1@,~\J:Z:~: ~r"..S~;jll®gmail. com 

On or about the same date, SS/ A ll6/j~/.:-\6'l contacted I (b)(B),(b)(7)(C) I, Australian 
Federal Police, for assistance in obtaining the content located at URL 
I (0){~): I 0 u.:: 9 ~ou~{a) :n~awCUm.s .an~ cntla w1~nesses r.1gnts, I 
• ~~~~'!>· 1 ~l i.S.£:: '> -:t~n~~ ':!'..!.E~.de:::! \f'Ct!m~ ~::::;:tectinp 'Od R'Pbts • • 

On May 18, 2006, Yahoo provided the following details related to Yaho e-mail 
account IWJ~!d',6r';;\!i;;JI®yahoo. co. uk: 

Login Name :I (b)(B),(b)(7)(C) I 
Properties Used:Mail 
Registration IP:~~~~(b-)(B-),(-b)-(7-)(C-)--~ 
Full Name: Mr. I (b)(B),(b)(7)(C) 
Country:Bolivia 
Zip/Postal Code:45786 
Account Created:Tue Mar 7 08:06:08 2006 

In addition, Yahoo provided the following login IP information: 

~~(~b>(~s>~.(b~>(~7>(~c~>--~ISat 2006-04-0121:56:40GMT 
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·----------·---···----DEPARTMENT OF Hi~:LAND SECURI'rY-------~=-PAGE·---7 ------ --------

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N REPORT NUMBER: 001 
•.> 

sun· 2 o o 6- 04- o 213~ 13 :42aw:r---------------------··-----·-·---
~--(b-)(6_)._(b)_(7_)(c_) __ ~sun 2006-04-0221:07:12GMT 

(b)(6),(b)(l)(C) on 2006-04-0312: 52: 18GMT 
~--------~~on 2006-04-0314:22:22GMT 

t-1on 2006-04-0316:58: OlGMT 
2006-04-0317:55:39GMT 
2006-04-0320:17:53GMT 
2006-04-0512:59:30GMT 
2006-04-0612:52:26GMT 
2006-04-0614:51:04GMT 

(b )(6), (b )(7)(C) 

(b )(6), (b )(7)(C) 

r-----------~Fri 2006-04-0716:20:57GMT 
ll---(;..;.b).;..;(6)...;.,(b.;.;.)(7..;.;)(...;.c)_....L.,.on 2 0 0 6 - 0 4 - 1 0 14 : 0 4 : 5 2Gt-1T 

2006-04-1023:40:15GMT 
2006-04-1817:24: 31GM'r 
2006-04-1818:11:37GMT 

(b )(6), (b )(7)(C) 

~--------~~Tue 2006-04-1818:11:59GMT 
(b)(6),(b)(l)(C) Tue 2 006-04-1823:23: llGMT 

~----~·ed 2006-04-1914:24:05GMT 

Inveotigation continueo. 
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REQUESTED BY: (b)(6),(b)(7)(C) 1 
0 F F I C I A L U S E 0 N L Y 

----------------.------------------ CODE m] ........... --. .. --
DEPARTMENT OF HOMEIJAND SECURITY TECS ACCESS 

ICE 
PAGE 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

I 
AS ~~~~~:;~ ~~;~~~!!~~-:~~~i~ 

---------TITLE: COMMERICAL CP WEBSITE KNOWN 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
062606 051706 ~ __ , 002 

---------------RELATED CASE NUMBERS: 

-------coLLATERAL R.E:o:-
TYPE OF REPORT: 

INVESTIGA'riVE FINDINGS 

SYNOPSIS: 
On April 5, 2006, Senior Special Agent ( SS/A} I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
Section (CES) , received information from the National Center for Missing and 
Exploited Children (NCMEC) regarding a co~nercial website offering child 
Corno~raJh~ for sale via cybertip I (b)(7)(E) 1. The reported URL was 
1;!;~~~:2~!~:~;:·7~ ;~:a\1Jc{611~ ;~g~~;~,~%~;::1~, Vi I, which 111as known as "lch~/J~~;·;;T~·,;;d~;;t}!~tlel. u 

This report serves as a request to the National Center for Missing and 
Exploited Children (NCMEC) to have images captured from a commercial child 
pornography website reviewed against the Child Recognition Identification 
System (CRIS) . ~ 

DISTRIBUTION: 
r-1 (-b)-(7)-(E....,d 

SIGNATURE: ·----------------------
L---------~(b~)(~6)~,(b~)(7~)(~C)~---------~~ SENIOR SPEC AGENT 

----------------~-------------------------------------

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: KS 
HQ - CHIEF, CYBER CR 

ASST DIRECTOR (OI) 

TELEPHONE: 703 2 91 (b)(G);..~P>l I' I 
_ TYPIST:_~jl~~§~!k.~~~~----------

----~~O~F~F~I~C-=I~A~L-U=-s=-E~-0 N L Y 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 

--------------------.. ------··-

CASE PROGRAM CODES: 

(b)(7)(E) 

-·------·----------·--------·--------·-·-----------·----·· 
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DETAILS OF .. INVESTIGATION-------·----

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 

On April 5 I 2006 1 Senior Special Agent (SS/ A) (b)(B),(b)(7)(C) 1. Immigration and 
Customs Enforcement {ICE), Cyber Crimes Center (C3), Child Exploitation 
Section (CES) I received information from the National Center for Miosing and 
Exploited Children (NCMEC) regarding a commercial website offering child 
:orno~ra1h~ for sale via cybertip I (b)(7)(E) 1. The re~orted URL was · 
l;ir~~~(:1~!~:~;·j~ ;3~ tJ}1Jst~u~ ;~:;,~,~~~~:~~~,Vi I, which was known as 111cL~?~~ryT~·,;;rl~Z;T}!~~2e L n 

2006, SS/A !l6/j~/.:-\61l received an e-mail message from 
L.-....;..;..;..;.;.;...;.;..;..;...;...__,@gmail. com. The subject line was 11 !! YOUR I,\6Jlg1 ~\l ACCOUNT." 

The website was entitled 111.~;~;\!~, 1 :r~·;h~d~.;.;~;~*s~::~~.l -
area." There were 19 galleries under the hyperlink 

"Softcorei" 17 galleries under the hyperlink "Hardcore;" and 3 galleries 
(Child Porn, Lo-Video, and Young Bang) under the hyperlink 11 Video. 11 SS/A 

I lb!j~/.:-\6'1 was unable to capture the complete website; the following was captured: 
"Softcore" galleries 1 throu h 6 (containin roximatel 900 ima e files 
depicting prepubescent~~~--~--~~~~~~~~~~~--~--~~~~-J 
w~;6~(~\u.:-!;eiH; 11 Hardcore" galleries 1 and 2 (containins. a,EE_roximatelv 115 imaqe 
f ~ les depicting prepubescent 1 tUJtSJ. 10 o.s.c. § ssosta> cnua vl;~~::::r:~z::;~:s:fa~lgn~;p>ts>. 10 t1's.c. § ssosta> tretMral 

l~~.,\2lfj:gecn; and approximately 300 video files from the "Child Porn" video 
gallery. PLEASE NOTE THIS IS A CORRECTION TO ROI# 001, WHICH STATED 
ADDITIONAL IMAGES WERE CAPTURED. 

C3/CES requests that the provided image files be run against the NCMEC Child 
Recognition Identification System (CRIS). The password for the zip file is 
"I (b)(7)(E) 1." Any new information developed related to the v~ctims 
should be forwarded to SS/A ltc/j~/.:-\611: 

Senior Special Agent I (b)(B),(b)(7)(C) 
ICE/C3/CES ~~~~~__, 

I (b)(6),(b)(7)(C) 

Fairfax, VA 22030 
< 1 o 3 l 2 91 ta>t6/;..\6>tl> I 

I (b)(6),(b)(7)(C) 

Investigation continues. 
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ICE 

PAGE 1 
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CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS I _\UI\"1; 10 u ..... . ,9. ""U"\al, ~rma 1 

CASE STATUS: INTERIM RPT 

~ = RE~~~; 0~M'E==J==DA:E 0~~~--~~NEo=~-T-~PR,~~ cooE~=]~~:EP~~rNO~ ---
RELATED CASE NUMBERS: 

COLLATERAIJ REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

--~-----~----------------------------------------·-SYNOPSIS: 
on April 5, 2006, Senior Special Agent (SS/A) I (b)(B),(b)(7)(C) I~ Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3}, Child Exploitation 
section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 

orno ra h for sale via cybertip (b)(7)(E) • The reported URL was 
~~~=~;l,l;,j,j;~w..;..,j~~u.l;;,ii~~-llr.' .....;.;W.;.;h;.:;i:;;:c~h:;..,.,:,W;.;;a:;.;s~known as ••lct!t~;:;;:.;;;.!l:t},!\:!'al·" The member only 

. I H 

DISTRIBUTION: 
,..I -(b-)(7-)( ... E)..,I L.------(~b).:,;(s.:.;,:),(:.;;,:b).:.;,.(7.:.:,;)(c;.:.) ____ ___.I--SENIOR SPEC AGENT 

APPROVED: 
L..-------(~b)~(B.:.;,:),(,;;,:b)._(7~)(C;.:,.) ____ ___.I ASST DIRECTOR ( OI) 

ORIGIN OFFICE: KS 
HQ - CHIEF, CYBER CR 

·----·--------·----....1-----:--=-----------,------"'-----·T=,Y_=.P.=I.::S~rr:: I (b/j~/e-\61 I --------------- OFFICIAL USE ONLY 
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CASE NUMBER I (b)(7)(E) 

--...,----... _,. .... ____ -----:--::-:-----
REPORT NUMBER: 003 

·---------------·----···----------------
CASE PROGRAM CODES: 

(b)(7)(E) 

·:· 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION 

REPORT NUMBER: 003 

On April 5, 2006, Senior Special Agent (SS/A) I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE) 1 Cyber Crimeo Center (C3), Child Exploitation 
Section {CES), received information from the National Center for Ihssing and 
Exploited Children {NCMEC) regarding a commercial website offering child 
orno ra h for oale via cybertip I (b)(7)(E) L The re~orted URL was 

· 
1 

VI lms an c 
1 

. 1 which was known as "lc~!J'!]T~,::;d~;;~},;.\,Ve I. 11 The member only 
II 

On June 23, 2006 I SS/A ll~§Zh\61 1 received an e-mail message from 
I (b)(B),(b)(7)(C) l®mail.ru. The subject line of the e-mail was 11 Preteen 
masturbation! 11 The following text was excerpted from the e-mail mesoage: 

11 0nly fresh models. Never seen before child porn site" 
"Only fresh content" 
"You are read~? Tr~ this::" 111 wjroe;~)!!\i:hg· 7h~(3~· :;~ }G C~U~5vgt;n;s,;;;g~:,uzjctjm lu 

On the same date 1 This web 
page was entitled " The title bar 
reflected the name of (updated 16.03.06) Real 
Children Porno Pay Site! Child Fuck! Absolutely Illegal! !! 11 It ohould be 
noted that this advertising website was contained the same content as the 
advertising website accessed I (b)(7)(E) I. 
The URI_J I~;~G:l,~~Si3f, fs'goit%~~;~,~~:~:.,.t~ft;:z 

1

*~:;:;~!1 supplied links to other web pages. The 
links were "ABOUT SECURITY", "JOIN NOW" and "FREE PREVIEW". In addition the 
webpage contained approximately nine images depicting IJgi~~~!n::e~~;Q~,i~~~~~\tJ,c,nR1f,vtt~ ;~~91 

I cu;cs;. 16 o.s.c~ ~~\Jn~a~:\6/~~~:~e~•;,;•:::::•: .. ;;:~;:z:u;;:~~fa~'Z11t;f\6'cs;. 16 o.s.c.1. The following statements were made on 
the initial web page: 

"Now in Members Zone 11 

600 MB of Photos" 
234 Exclusive Gallery" 
6 Gigabytes of Video" 
205 porno TEXTS & FORUM! 11 

2006 Year Updated!!!" 
with exclusive content" 

"No Fakes 11 

11 2-12 y.o. Girls and Boyo in video, photo, text content without any censure! 11 

"ABSOLUTELY ILLEGAL 1
' 

11 REAL 11 

"Hardcore Fuck of Little Girls, Brutal Rapes, Sweet Love all that you can 
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--cAsE N-UMBEif-... 1 __ ...;.(..;.b)(;..;7).;..(E.;..) __ ..... r 
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C 0 N T I N U A T I 0 N 

-----···-··---
wont HERE! 11 

REPORT NUMBER~ 003 

11 FUCK the FBI! w~;6~,%,v.:-;i:;;l is time approved site. Working since 2000 year and no 
one of the users haven't any troubles with law, because on this site you have 
guaranteed 100% privacy and security from Trojans and any FBI opies. 11 

In addition, the link to the 11 FREE PREVIEW 11 dis~la~ed a web page located at 
the Internet URL •t (UJ(SJ. 

1 ~,¥·%·c~ ~5"n6Q~~\6/~~~~~~1ti1!~:'*~;;:~i::;;~s~f0~1gn::u)(SJ. I, 11 t-lhich displayed 
a roximatel twent -five (25) ima es. The images depicted @!,~3!;i:;:!/~;ic!t~;~,~~l 

Several of the images depict 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) page 
stated the following: 

11 There are NO FAKES, only real Children porno, all content with models at 2 
years old 11 ,, 

11 There are NO TEENS, only real little kids porno here! ! 11 

11 There are NO PROBLEMS with privacy, we don't store any information about 
users! 11 

11 Big update in memberzone! 11 

''Now you can enjoy 612Mb of photo in 234 Exclusive Galleries, view over 6 
GIGABYTES of VIDEO, read more then 200 porno texto. During update was 
replaced by exclusive fresh content 205Mb of photos, and 4Gb of cp video! 11 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

Excerpts of the text on that page 

"CONGRATULATIONS!" 
11 Congratulations, you are one step over the biggeot archive of child porno 
photos and movies. Our price is too high, because we pay big money to host 
this illegal site. But we promise our member section won't be delete thousands 
times like other ones!" 

"We protect our clients from all troubles with police and law!" 
o) 

"1 month membership for only $79.95!" 

11 To get access to CP site pay memberohip then you will get passwords to CP 
member zone via e-mail" 
"accepted all credit cards" 

The above text 11 1 month membership" was a hyperlink which redirected to 
1 tUJtSJ. 1o o.s.c~ ~~"nJa~;\u/~~:~~~~;~~::::': .. ;:::;:;:~;~s:fa~~gn~;p'tsJ. 1o o.s.c.1. This webpage contained a form entitled 
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C 0 N T I N U A T I 0 N REPORT NUMBER: 003 

"1\~A!~-6 .. ~/~;ilt;,~~=~~~;~,i~l---child._porn--pay site, II which required the customer to enter 
their name, ewmail, address, telephone, and credit card information. In 
addition, the form requested the customer to select a lo in and assword. The 
111eb a e also contained a button labeled 11 Continue. 11 

The following text waB excerpted 

''We can't approve you billing information \oJith out primary payment processor 
online. In nearest time you'll get e-mail with instructions how t;:o finish." 

On Jun 2 3, 2006, SS/A ll6/j~/.:-\6'1 received an e-mail message from 
I (b)(B),(b)(7)(C> j@yahoo.com. The subject line was "Your order confirmation." 

The follow1ng text was excerpted from the e-mail: 

"Recently you made request to join elite child porno paysite." 

"You've just went through verification step." 
"Your credit card wasn't charged." 
11 You are in one step from biggest child porno member zone." 
"To complete registration follow instructions ... 

"To pay by credit card you need to follow these simply instructions:" 

"1. open link: (b)(7)(E) 

"2. enter your credit card info" 
"3. wait for login on your e-mail." 

II 

11 After that you will receive email with login info to our child porno site. 
Thank you for your patience." 

"WARNING!!! For our and your security please email all questions only to this 
email <I (b)(B),(b)(7)(C) j®yahoo. com) . All emails that will be sent to other 
email addresses will be ignored." 

11 IF YOU WANT AN ANSWER IN MOMENT FROM US PLEASE WRITE ANYTHING TO 
I (b)(B),(b)(7)(C> !®yahoo. com (fa::; test support) . n 

"IF YOU WILL WRITE EMAILS TO ANOTHER ADDRESSES YOU WILL NOT RECEIVE ANSWERS! 
DON'T WRITE ANYTHING ABOUT CP TO OTHER ADDRESSES. THIS IS FOR YOURS SECURITY. 

ONLY TO I (b)(B),(b)(7)(C) !®yahoo . com. 11 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 003 

I~Ji\~1;.~i~n~~;~':-~/ .. ;~;t~l..'\'\'~,~1~1~9i'j:l. The webpage at the listed hyperflnk was a Pay-Pal secure 
payment webpage. The following text was excerpted from the webpage: 

"Pay To: Financial Services {BF) 
"Payment For: L@Z'!;~~g~ti~'~i'~~~;~aJ.;~t~.l Full Version" 
"Amount: $79.95 USD" 

The ~a~ment for the child pornography member only website known ai; ~~~ 
l 3~~~l,1i R~}i;! .. I" was facilitated by Financial Services, (BF) 1 through PayPal' s 
payment platform. 

On the same date, SS/A 1(6/Wc\oll received an e-mail message from 
1!~~(2n;',~.~;,;i;.~/;t:J:,;~:~~~'W!T; !®yahoo. com. The subject line of the e-mail was "Signup is 
completed! 11 The following text was excerpted from the e-mail: ·~ 

"Congratulations!" 

"We save all your connections with members zone, and protect this 
information ... 
"But we don't allow to login different users with your login and password ... 
"Please, be careful and don't give to anybody your password!" 
"Please, write to support on this maihrith any problems and questions. 11 

nl!~~~!'b.'.:,~:t;·;·s!r~:?-"J!' ~~~~~~~·~'i\11 •11; l@yahoo. com 11 

(b)(7)(E) 

informat1.on: 

bnteruikel.com 
Organisation Name: 
Organisation Address: 
IP Address: 
OrgName: 
Address: 

I (~)(3):18 O.S.C. § 35091 members , ,; Child victims' and chil • US 

Registrant Name: 

(b )(6), (b )(7)(C), (b )(7)(E) 

The database search provided the following 

I (b)(G),(b)(7)(C) I ' Mesa' AZ a 52 0 3 

Inktomi Cor 
(b)(6),(b)(7)(C) , Sunnyvale, CA. 94 08 9 

(b )(6), (b )(7)(C) 
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Registrant Address: 
Registrant Telephone: 
Registrant Email: 
IP Address: 
OrgName: 
Address: 
OrgTechName: 
OrgTechPhone: 
org•rechEmail: 

I 
I 

0 F F I C I A L U S E 0 N L Y 

HOMELAND SECURITY PAGE 7 

N 
N 

ICE 
CASE NUMBER I 

v E s T I G A T I 0 N 
u A T I 0 N REPORT NUMBER: 

(b)(6),(b)(7)(C) I NY I NY 12345. 
+ 0 01 , (b)(6),(b)(7)(C) 

rep slis@yahoo.co.uk 
I (b)(6),(b)(7)(C) I 
Kennel Accountants, Financial Services 

(b)(7)(E) 

003 

rblr61Jblf71!CI I, Bundabe rg , OLD 4 6 7 o AU 
(b)(6).(b)(7)(C) r 

(b)(6),(b)(7)(C) I. net 

········--

The member only website is currently hosted at Genesis2 Networks in Charlotte, 
North Carolina. 

The website was entitled 11 

~~ 
There were 19 galleries under the hyperlink 

11 Soft core i '' 17 galleries under the hyper link 11 Hardcore; 11 and 3 galleries 
{Child Porn, Lo-Video, and Young Bang) under the hyperlink 11 Video. 11 It should 
be noted that this member only website was accessed as a result of the May 16, 
2006 lry~V~~ase and appeared to contain the exact same content. In addition, 
SS/A · sent 119 images from "Hardcore 1 & 2 11 and 969 images from "Softcore 
1-6 11 to the NCMEC for analysis with their Child Recognition Identification 
system. NCMEC responded, confirming that 171 image files depicte9 victims 
previously identified by law enforcement investigations. 

On June 23, 2006, SS/A ll6/j~/e-\61 1 issued a Custom summons to PayPal for account 
information related to Financial Services, (BF). On June 27, 2006, PayPal 
provided the following relevant information: 

Name: 
Address: 

'l'e lephone : 
Account #: 
Primary Email: 
Alternate Email: 
Account Created: 

(b )(6), (b )(7)(C) 

35064 

®juno. com 
(b)(6),(b)(l)(C) ®charter. net 

May 21, 2006 07:56:40 PDT 
Checking Account: 
Legacy Federal Credit Union #LI ______ ~(~b)~(6~),(~b)~(7)~(c~)------~ 
Savings Account: 
America•s First Credit Union #LI ________ .(b~)(6~),.(b~)(7~)(~C)~------~ 

An analysiG of the Paypal transaction history indicates that the above account 
received approximately 80 payments, all for $79.95, between June 2 and 26, 
2006. The total amount received was approximately $6,300.00. As of June 24, 
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CASE NUMBER I (b)(7)(E) 

__ ,. .. •.. . .... ·---······-·· 
REPORT NUMBER: 003 

2006, approximately $5,800.00 had been withdra~tm into the two listed bank 
accounts. 

On July 3, 2006, SS/A jl6/j~/e-\6'1 issued Customs summons and preservation letters to: 

e-mail account 

Inveotigation continues. 

:> 

·.> 
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PAGE 1 
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TITLE: COMMERICAL CP WEBSITE KNOWN AS 1-~~~;~~~;~,~;~:~~~~~~~~ 

-~:=-==-~-=-==--~==-=·--···-··----·-···---·----··-------------------CASE STATUS: INTERIM RPT 

REPORT DATE 
072106 

DATE ASSIGNED 
051706 

PROG~ .CODI~-----c·--·-RE1:i~~r-- NO~------

. ·- -····-··-·----.... -·---···-
RELATED CASE NUMBERS: 

COLLATERAL REQ:RACBI 

-· TYPE OF RE.PORT_:_····--------·--·--·----------·-----·--·--···--··--·--·---------,-,----··--···---- < 

COLLATERAL REQUEST / IN/ INVESTIGATIVE FINDINGS ' 
I 

TOPIC: COLLATERAL REQUEST REGARDING A COMMERICAL CP WEBSITE 

---··--···----------··-·----------···---··----··-----·---- ------·--------·-------------SYNOPSIS: 
On April 5, 2006, Senior Special Agent (SS/A) I (b)(B),(b)(7)(C) I. Immigration and 
Customs Enforcement {ICE), Cyber Crimes Center {C3), Child Exploitation 
Section (CES) , received information from the National Center for Missing and 
Exploited Children {NCMEC) regarding a commercial website offering child 
E,Ornog,raJ2.h.J::: for sale via cybertip I (b)(7)(E) I. The reE_orted URL was 
l;a~;~;~, 1r1~i;·rb\X$:\64gru~u;;:~:, t~~d~!~1vicl, which was known as 11lch1/J~Q;T~·,;;d%;i;~u\;,}r*e I. n The 1nember 
only vrebsite \'Jas known as 11L~/;;'!; ~:~!i,; ~~;1;2!!~!·;;~~~5 1. 11 

. 

This report details a collateral request to ICE/RAC/Birmingham. 

····-..,··--·---··--· 
DISTRIBU'l'ION: 

(b)(7)(E) I 

,, 
SIGNATURE: 

~--------~(b~)(~6),~(b~)(7~)(~C)----------~~ SENIOR SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: KS 
HQ - CHIEF, CYBER CR 

ASST DIRECTOR (OI) 

.. ----~YP!ST :_ lt6/We-\oll 
-·····-····--------------'-----=o--=p=--=p:--:::I~C::--::I:--::A:--::L:---::U S E 0 N L Y --l...,j...l.lloi.ol....I--------
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 004 
-------------··--····--·····---------~---~----------

·) 

CASE PROGRAM CODES: 

(b)(7)(E) 

··--···--·-·-----oF F.·-r--c!-1\_L_us E-<Yrr·L=y--· 
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DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

---·-----------·--··--···-
REPORT NUMBER: 004 

On April 5, 2006, Senior Special Agent {SS/A) I (b)(B),(b)(7)(C) L Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
Section {CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regarding a commercial website offering child 
:orno~ra]:h~ for sale via cybertip I (b)(7)(E) I. The re~orted URL was 
L;a*l~;~, 1r1:r;·,~· ¢ 3\64ihi~a;;~~~:, t~~d~!~1"icl, w · ch w. s 111cL~?~~TIT~·,;;rl~Z;T}!~~22 1. u The member 
only website was known as I (b)(3); 18 u.s.c. § 35D9(d) Child u . 

v1ct1ms and ch1ld Witnesses· n hts. • 

C3/CES initiated an investigation into the individual(s) responsiple for 
o eratin the commercial child orno raphic website known as " 

(b)(7)(E) 

The investigation has revealed two credit card payment methods; SegPay and 
PayPal, both of which are third party payment processors. Information is 
still being developed on SegPay. 

On June 23 I 2006 I SS/A ll6/j~/e-\61l issued a Custom summo~n~s~=.t.:::O:......:.::::..o~::.:.....::..:::.:.....::::.::::.::::.:::.:::.:.:.::::....___, 
information related to Financial Services, (BF), 
I (b)(7)(E) I. 
the follO\OJing relevant information: 

Name : b s . b 1 c 
Address: (b)(B),(b)(7)(C) 

Fairfield, AL 35064 
'l'e lephone: ( 2 0 5) 52~1 torilr)t'l'l"'%-m·\0~'ll""l I 
Account # :1 (b)(B),(b)(7)(C) 

Primary Emai 1 : (b)(B),(b)(7)(C) 

Alternate Email: (b)(B),(b)(7)(C) ®charter. net 
Account Created:May 21, 2006 07:56:40 PDT 
Checking Account: 
Legacy Federal Credit Union #I (b)(B),(b)(7)(C) 

Savings Account: 
America • s First Credit Union #I (b)(B),(b)(7)(C) 

,, 

An analysis of the Paypal transaction history indicates that the above 
account received approximately 80 payments, all for $79.951 between June 2 
and 26, 2006. The total amount received was approximately $6,300.00. As of 
June 24, 2006, approximately $5,800.00 had been withdrawn into the two listed 
bank accounts. 

COLLATERAL REQUEST: 

C3/CES requests that RAC/Birmingham open an inveotigation targeting the 

0 F F I C I A L U S E 0 N L Y 
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REPORT NUMBER: 004 
" 

?per a tor ( s) of the member restricted website known as ~~U~;~;, 1 :r~;t.~d~.;.~~;;~.:,~~~.l; 11 

1ncluding the individual operating the above identified PayPal account. 
C3/CES will remain available to assist and support the RAC/Birmingham 
investigation. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE.ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================7============== 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION=================================~=============~ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 97 2 4 41 (D)(bj;.,\6101 I TITLE: 
DATE ENTERED: 072808 I,AST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

PORTAL WEBSITE FOR THE FOLLOWING CP ADVERTISING WEBSITES: 
(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
·-' 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

'l'ECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION =========================================~========== 
NAME : 1 .. ;l!t;:;: ~~~~~·;;;· ,e;;:~;~u!, ;:~~? 1 

*** DESCRIPTIVE INFORMATION -~-~---------------------------------~·------------------------------------------------------------------
*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION =========================================================~ 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 (b)(~h\b)(/) I TITLE : 
DATE ENTERED: 072808 LAST UPDATE: 022514 

CASE Nut•1BER: (b)(7)(E) 

REMARKS: 
SUBJECT IS LINKED TO SEVERAL COMMERCIAL CHILD EXPLOITATION WEBSITES; IDENTIFIED 
DURING THE PAYMENT PROCESS. LINKED TO ,,,tXC"J;~oel 

*** PRIMARY ACCESS INFORMATION=======~=~======================================== 
LOOKOUT LEVEL: 

·> 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION 
. ·~ 

==============================~~============~~====== 

*** DESCRIPTIVE INFORMATION ========~=========================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 072808 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS A PAYMENT WEBSITES LINKED TO SEVERAL COMMERCIAL CHILD 
EXPLOITATION WEBSITES; HAS BEEN LINKED TO DA PAY AND DA TECHNOLOGIES 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOU'f LEVEL: 

.. :. 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFI.''ICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID:~~----~(~b)(~7)~(E~>----~ SUB RECORD 02 

*** IDENTIFYING INFORMATION ==================================================== 
NAME : lcb~~~~~ir~:~~=~~;jgh;;1;,>1,.;~ur, ~egnz :6~bu9, I 
*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

ADDRESS- STREET: HOSTED AT LAYERED TECHNOLOGIES APT/SUITE: 
CITY: DALLAS STATE: TX COUNTRY: US 
ZIP: 75202 COUNTY: TYPE: DATE: 111010 

., 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SO SUSPECT, OTHER DATE: 111010 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 7 o 3 6 ol tbllb/.:-\6/(/) I TITLE : 
DATE ENTERED: 111010 LAST UPDATE: 111010 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
PAYMENT SITE ASSOCIATED WITH CHILD PORNOGRAPHY WEBSITES. 

*** PRIMARY ACCESS INFORMATION==============~==~===========~=~===============~~= 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE.ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION =================================;;;::::::::::;;;;;;;;;==============;;;==== 

* * * RECORD OWNERSHIP INFORMATION;:=;;;;;;;:;;;;;;;;;:;::::=;:;;:;;:;================:"""'"""'='t=-========;;;;;:;= 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 072808 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE LISTED AS THE !~~~~ ~ AN PURCHASE TO A COMMERCIAL CHILD 
EXPLOITATION WEBSITE KNOWN AS I ::: ;:: ctL:I; LINKED TO DA PAY, DA TECHNOLOGIES, 
AND FLASHBILL 

*** PRIMARY ACCESS INFORMATION======~=========================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION =~~=~=======~~~~~=========================~~=~~===== 
NAME: lw~%>!;!·s1e~ y~;i;·,£,(~~~1~J~>, ~r~a;lg~~~,d~r;%;~~~,,1 

*** DESCRIPTIVE INFORMATION ====~================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 972 44! tu/lo/e-\6/ln I TITLE: 
DATE ENTERED: 072808 I,AST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT IS A MERCHANT LINKED TO AN UNDERCOVER PAYMENT FOR A COMMERCIAL CHILD 
EXPLOITATION WEBSITE KNOWN AS AMUSING KIDS. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

' 
OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID:~~----~(~b)(~7)~(E~>----~ SUB RECORD 01 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================;=============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 4 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 072808 LAST UPDATE: 022514 ·> 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WAS LISTED AT THE MERCHANT DURING A PURCHASE AT A COMMERCIAL CHILD 
EXPLOITATION WEBSITE KNOWN AS 13~~m,'g$,J;J,2: I 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: ~~----~(~b)(~7)~(E~>----~ SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ~=~==~~============================================= 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ====================~======================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
·rELEPHONE: 972 441 tbllb/.:-\6/(/) I TITLE: 
DATE ENTERED: 072808 LAST UPDATE: 022514 

CASE NUMBER:~~-----(~b)~(7~)(E~>----~ 

REMARKS: 
SUBJECT IS A PAYMENT WEBSITE LINKED TO NUMEROUS COMMERCIAL CHILD EXPLOITATION 
WEBSITES. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 'fECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) .·, SUB RECORD 0 1 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 072808 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: ,, 
SUBJECT IS A COMMERCIAL CHILD EXPLOITATION ADVERTISING AND MEMBER RESTRICTED 
WEBSITE. 

*** PRIMARY ACCESS INFORMATION===================================~==~=========== 
LOOKOUT LEVEL: 

.. , 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -~ TECS II INFORMATION -~ OFFICIAL USE;ONLY 
.. , 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

·k ·~< * ADDRESS AND TELEPHONE INFORMA'riON=============================-==""=========== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF I CYBERSMUGGL NAME: I (b)(6),(b)(7)(C) I 
TELEPHONE: 97 2 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
CHILD EXPLOITATION ADVERTISING THAT CONTAINED LINKS TO FOUR SEPARATE COMMERCIAL 
CHILD EXPLOITATION WEBSITES: I (0)(3). 16 O.S.C. § 3509(0) Ciiild VICCIIIIS s•: .. :::~;:;:u:::;:,~fc~·zjjt.;t\U)(S). 16 O.S.C. § 3509(0) (I 909181 OICCIIIIS I 
I,~~'R~~~~o"e;;~; ~r~}~;i, I. 

*** PRIMARY ACCESS INFORMATION===============================================~== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION ~- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ~~========~=~======================================= 
NAME : lw;r0~;~;~, 1r1a~i;·rb·v\$i~3\64 gru~u;;t~~:, t!'~d~!~1vicl 

*** DESCRIPTIVE INFORMATION =============================================~====== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION =================~================~======~=~============== 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE or HQ - CHIEF I CYBERSMUGGL NAME: (b)(6).(b)(7)(C) I · 
TELEPHONE : 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
THIS DOMAIN HOUSES AT LEAST SEVERAL CHILD EXPLOITATOIN MEMBER WEBSITES 

1 cu;cs;. • a o.s.c. § sJosca; c• ma v•cw• 1s a• •a u mo •;o•u;;:;:,~fa~•g• •t.;:\u;c5;. • a o.s.c. § 5Josco; c• 9091 a• o•ccu• 1s r• ac9cuo• • 1. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

.·, 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =~====;============================================= 

*** ADDRESS AND TELEPHONE INFORMATION=======~=================~==~============== 

*** INFORMATION ON OFFICERS ==================================================== 

* * * O'l'HER INFORMATION ::======'"'=========:::;:;;::==;:;;============""====;;;;====="'===--===="""'= 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT 1 CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
THIS IS AN CHILD EXPLOITATION ADVERTISING AND MEMBER RESTRIC'rED WEBSITE. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFOR~~TION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ~====~============================================== 

*** ADDRESS AND TELEPHONE INFORMATION~======~======~============================ 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATR: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 9 7 2 4 41 tu/lo/e-\6/ln I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
THIS IS AN CHILD EXPLOITATION ADVERTISING AND MEMBER RESTRICTED WEBSITE 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** ADDRESS AND TELEPHONE INFORMATION=~====~===============~==================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** RECORD OWNERSHIP INFORMATION============================================~=== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
THIS IS AN CHILD EXPLOITATION ADVERTISING AND MEMBER RESTRICTED WEBSITE 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

Page 1 02 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ====~=============================================== 
NAME: lcb~~~~~ir~:~~=~~;jgh;;1;,>1,.;~ur, ~egnz :6~bu9, I 

*** DESCRIPTIVE INFORMATION ---~-------------------------------~--------------------------------------------------------------------
*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

F'IN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: CBI ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 2 0 5 2 91 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 081408 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
THE NAME IS ASSOCIATED WITH PAYMENT WEBSITES THAT PROCESS PAYMENT FOR 

COMMERCIAL CHILD EXPLOITATION WEBSITES. IT IS UNCLEAR IF THIS IS A REAL 
ENTITY. IT IS LINKED TO FLASHBILL AND DA TECHNOLOGIES 

*** PRIMARY ACCESS INFORMATION==~~============================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** IDENTIFYING INFORMATION ============='-;===================================== 
NAME: DA PAY 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 
·l 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
THE NAME IS ASSOCIATED WITH PAYMENT WEBSI'l'ES THAT PROCESS PAYMENT FOR 
COMMERCIAL CHILD EXPLOITATION WEBSITES. IT IS UNCLEAR IF THIS IS A REAL 
ENTITY. IT IS LINKED TO FLASHBILL AND DA TECHNOLOGIES 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY ., 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: cKs ICE or HQ - CHIEF, CYBERSMUGGL NAME: 1 (b)(6),(b)(7)(C) 1 
TELEPHONE: 972 44~~~l~c\0~:6 TITLE: 
DATE ENTERED: 010 T UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
(b)(7)(E) 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

Page 1 05 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID : (b)(7)(E) 
~....-_ ___;....;.;..;.;...;... __ ..... SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

* * * RECORD OWNERSHIP INFORMATION=====o==============""-"""'========="''""=========="'=== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 010209 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 

(b)(7)(E) 

ADDITIONAL TRANSACTIONS HAVE IDENTIFIED THIS EMAIL ADDRESS. 

*** PRIMARY ACCESS INFORMATION============================,===================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

Page 1 06 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INl''ORMATION -- OFFICIAL USE. ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID; (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =======;====;========================~=~============ 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION=====c========================================== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

(b)(7)(E) 

ADDITIONAL TRANSACTIONS HAVE IDENTIFIED THIS EMAIL ADDRESS. 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

Page 1 07 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION 
NAME : lcb~~~~!,ir~:~~=~~;igh;;1;,\1,\~11r, ~egu: :6~bu9, ~ 

*** DESCRIPTIVE INFORMATION 

-----------------------------------------------------------------------------------------·~--------------

--------------------------------------------------------------------------------------------------------
*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\

6
/(/) I TITLE: 

DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 

(b)(7)(E) 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

Page 1 08 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMA'l'ION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ====~=============================================== 

*** ADDRESS AND TEI,EPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE~I H - CHIEF I CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 4 c TITLE: 
DATE ENTERED: 010 ST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
(b)(7)(E) 

*** PRIMARY ACCESS INFORMATION===================================~==========~=== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

Page 1 09 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 
OFFICER- LAST NAME: 

FIRST NAME: (b)(B),(b)(l)(C) MIDDLE NAME : 
POSITION: DIRECTOR 

*** OTHER INFORMATION ========;::;===========;;:::==========:::::=========;;;;;;::::============;:::= 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION===============;::================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: CBI ICE or - BIRMINGHAM AL NAME: I (b)(6),(b)(7)(C) I 
TELEPHONE: 205 291 lb/lo/e-\6/ll) I TITLE: 
DATE ENTERED: 081408 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 

(b)(7)(E) 

*** PRIMARY ACCESS INFORMATION===========================================;;;;===;;::== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** IDENTIFYING INFORMATION ~~~~~~~~~~~~~~~~~~~~~~~~~~=~~~~====~~=~~~=~=~~~~~=~~ 
NAME : L,~%}!:!·ele~ y~;i;·,£,(~~~1~J~', ~r~a;lg~~~,d~r;%;~~~,,1 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =~~=========~~~===========~~==~============~======== 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

(b)(7)(E) 

*** PRIMARY ACCESS INFORMATION==============================================~=== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TF.CS RECORD ID: L.---.;..(b;.;.)(7..;.;>(...;E> __ ___. SUB RECORD 01 

*** DESCRIPTIVE INFORMATION ======~~============================================ 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ===========================~======================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 

(b)(7)(E) 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION 

Page 112 of 929 

OFFICIAL USE ONLY 



REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE,ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ~~~~================================================ 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
S'l'ATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 97 2 4 41 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 010208 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 

(b)(7)(E) 

*** PRIMARY ACCESS INFORMATION=================================================~ 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUES'rED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF 1 CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 (b/(b/.:-\61(/) I TITLE : 
DATE ENTERED: 011108 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 
~----~~~----~ 

REMARKS: 
SUBJECT URL IS WAS A MEMBER RESTRICTED WEBSITE KNOWN AS L~~~@~~~s"gz;;~: ~/}~;;,I AS OF 
DECEMBER 2006 

*** PRIMARY ACCESS INFORMATION===================~=~=;====~===~==~============== 
lJOOKOUT LEVEL: 

.·, 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: L.---.;..(b.;.;.)(7..;.>(;...E>~ _ ___. SUB RECORD 01 

*** IDENTIFYING INFORMATION ==================================================== 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DA'rE ENTERED: 040108 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS THE MEMBER RESTRICTED WEBSITE FOR 1r~lt!n::"~~:~~~;~r;;~~\~j5~1f,vscgm: 3a5n~9~ 

*** PRIMARY ACCESS INFORMATION~================================================= 
LOOKOUT LEVEL: 

·.> 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: ~--~(~b)(~7)~(E~)----~ SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =~~~=~===~~~==============;=~=~~======~===~=======~= 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE or HQ - CHIEF, CYBERSMUGGL NAME: (b)(s).(b)(7)(C) I 
TELEPHONE: 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 040108 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS .A PAYMENT WEBSITE THAT HAS BEEN LINKED TO NUMEROUS 
COMMERCIAL CHILD EXPLOITATION WEBSITES. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ~~=~~~~=~===============~=~==========~============== 
NAME : lcb~~~~!,ir~C:~~=~~;igh;;1;,\1,\~11r, ~egnt :6~bu9, I 
*** DESCRIPTIVE INFORMATION =~===================~===============~============== 

*** ADDRESS AND TELEPHONE INFORMATION=============================~============= 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ==~~=======================~===============~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 040108 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS AN ADVERTISING WEBSITE CONTAINING HYPERLINKS TO NUMEROUS 
COMMERCIAL CHILD EXPLOITATION WEBSITES. 

*** PRIMARY ACCESS INFORMATION===========================;====================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

041816 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE,ONLY 

TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION =======~==========;================================= 
NAME : lcb~~~~!,;r~C:~~=~~;jgh;;1;,>1,\~11r, ~egnz :6~bu9, 14 
*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 102406 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT ~lEBSITE CONTAINS SEVERAL CP ADVERTISING WEBSITES: 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

.·. 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID : (b)(7)(E> SUB RECORD 01 
~----~~~----~ 

*** DESCRIPTIVE INFORMATION =======~~~~=========~~~==~~========~~=============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 
,, 

*** INFORMATION ON OFFICERS ===================~=================~=============~ 
OFFICER- LAST NAME: 

FIRST NAME: MIDDLE NAME: 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: CBI ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 91 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 081006 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
WEBSITE IS AN ADVERTISING SITE FOR CHILD PORNOGRAPHY MEMBRESHIP SITE. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 

OFFICIAL USE ONI .. Y -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** DESCRIPTIVE INFORMATION ===~====~=========================================== 

*** ADDRESS AND TELEPHONE INFORMATION==============~~=~~~~====================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI H~ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\

6 I I TITLE: 
DATE ENTERED: 052206 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS AN ADVERTISING WEBSITE OFFERING ACCESS TO A MEMBER ONLY 
CP WEBSITE KNOWN AS L~/!;'!;~~g~tig'~i'!:~;~aj,;~~~s I 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONI.Y -- TEC.S II INFORMATION -- OFFICIAl, USE ONI,Y 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) 
~----~~~----~ 

SUB RECORD 01 

*** IDENTIFYING INFORMATION =====~===============================~============== 
NAME : I ch~{;~?·,l?o,y;g· it£g:,*" ,¥Z1~::T~~r:;;:.u o::~~~!:e:;;~i:g:sal 

*** DESCRIPTIVE INFORMATION ==================================================== 

* * * ADDRESS AND 'rELEPHONE INFORMATION===========;:;;:;;:;==========-=;:;==:.:==;:;==========;; 

*** INFORMATION ON OFFICERS ==========================;;;========================= 

f'IN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: CBI ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 ~ (b/(b/.:-\

6
/(/) I TITLE : 

DATE ENTERED: 073106 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
WEBSITE HOUSES HUNDREDS OF IMAGES OF CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION=============-==============================;;====== 
LOOKOUT LEVEL: 

<) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAIJ USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID : (b)(7)(E) 
~----~~----~ 

SUB RECORD 02 

*** IDENTIFYING INFORMATION ==================================================== 

*** DESCRIPTIVE INFORMATION =====================================;=============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ==~========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF 1 CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 052206 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

.; 

REMARKS: 
SUBJECT WEBSITE IS A MEMBER ONLY CP WEBSITE KNOWN AS l)<::!;;'!:~~~!i,;~.;1;~:!~!,;;:~~J; THE 
WEBSITE IS CURRENTLY HOSTED IN BUNDABERG, QUEENSLAND, AU 

*** PRIMARY ACCESS INFORMATION============================~~~==;=~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUES'l'ED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =====~==================~============~========~===== 

*** ADDRESS AND TELEPHONE INFORMATION===========================~~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ======'=========="'-==========================="===:=:;;;========= 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION=========================:======================= 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: CBI ICE OI - BIRMINGHAM AL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 2 0 5 2 ~ (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 073106 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
EMAIL ADDRESS IS RELATED TO A WEBSI'fE OFFERING CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUES'rED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

* * * DESCRIP'l'IVE INFORMATION ;;;=============,====,===="'"'"'"""""'================="'"""'== 

*** ADDRESS AND TELEPHONE INFORMATION=;;;=~========;;;==~====;;;;;;;;;;;;=================== 

*** INFORMATION ON OFFICERS ==============;;;====;;;======;;;;;;=========~========~===== 

*** OTHER INFORMATION ==================;;;======================================= 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 052206 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
E-MAIL ADDRESS ASSOCIATED WITH THE REGISTRANT INFORMATION FOR A C9MMERICAL CP 
WEBSITE 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 03 

*** IDENTIFYING INFORMATION ==================================================== 

*** DESCRIPTIVE INFORMATION ==================================================== 

* * * ADDRESS AND TEI,EPHONE INFORMATION==;:;========================="=============-=;;; 

*** INFORMATION ON OFFICERS =============~====================================== 

*** OTHER INFORMATION ==:============;;;===========================~==========;;;;;;:: 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION================================================ 
S'l'ATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 101508 
AGENCY: CBI ICE OI - BIRMINGHAl'-1 AL NAME: (b)(6),(b)(7)(C) I 
TEIJEPHONE : 2 0 5 2 51 (b/(b/.:-\6/(/) I T I'l'LE : 
DATE ENTERED: 060107 LAST UPDATE: 101508 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
EMAIL ACCOUNT RELATED TO A SUBJECT WHO IS ALLEDGEDLY COLLECTING PAYMENTS FOR 
USER ACCESS TO A WEBSITE CONTAINING HUNDREDS OF IMAGES OF CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION;;;;;;============================================== 
LOOKOUT LEVEL: 

.·• 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: ~----~(b~)(7~)(~E)----~ SUB RECORD 01 

*** DESCRIPTIVE INFORMATION =======~============================================ 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** 
MIDDLE NAME: 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION=============~=================================~ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: CBI ICE OI - BIRMINGHAM AL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 205 291 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 080706 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
EMAIL ACCOUNT ASSOCIATED WITH CHILD PORNOGRAPHY WEBSITES. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 
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REQUESTED BY: (b )(6), (b )(7)(C) 
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041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: L.---.:..(b.:.:.)(7..:.;)(~E> __ ___,~ SUB RECORD 02 

*** DESCRIPTIVE INFORMATION ==================================================== 

*** ADDRESS AND TELEPHONE INFORMATION============================~=============~ 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CI<S ICE OI HQ - CHIEF 1 CYBERSMUGGL NAME: I (b)(B),(b)(7)(C) I 
TELEPHONE : 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 052206 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT E-MAIL ADDRESS PROVIDED MEMBERSIP INFORMATION FOR A COMMERICAL MEMBER 
ONLY CP WEBSITE KNOWN AS L~IZ'!; ~~g~t;;~ .~;~~~!~aj, ;~~~.I 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION ··- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION 
NAME: SEGPAY 

---------~----~-----------------------------------------------------------------------------------------

*** DESCRIPTIVE INFORMATION ==================;==================~============== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ========================================================== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STATUS: NO NON-SUSPECT, OTHER DATE: 052206 
AGENCY: CKS ICE or HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I 'l'ITLE: 
DATE ENTERED: 052206 LAST UPDATE: 090712 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
CREDIT CARD PAYMENT PROCESSOR BASED IN BOCA RATON FLORIDA AND THE UK; 
PROCESSED PAYMENT FOR MEMBERSHIP ACCESS TO A COMMERICAL CP WEBSITE KNOWN AS 
lvi~f!:;,: ~~~·!irl ~rj:;~:!~!';j%1~~51 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 

·.> 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE., ONI.Y 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01. 

*** DESCRIPTIVE INFORMATION =====================================:..====;;;=====;;;=== 

*** ADDRESS AND TELEPHONE INFORMATION;;;===========================~============== 

*** INFORMATION ON OFFICERS =========================================;;;;========== 
OFFICER- LAST NAME: PUCKETT 

FIRST NAME: ROBER'r MIDDLE NAME: 

*** OTHER INFORMATION --------------------------------------------------------------------------------------------------------------------
FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION=================================~============== 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 092211 
AGENCY: CBI ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 91 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 0?3106 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
INTERNET WEBSITE IS AN ADVERTISING SITE, LEADING ITS VIEWERS TO A MEMBERS 
ONLY SITE, OFFERING HUNDREDS OF IMAGES OF CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION===================================~=;;;============ 
LOOKOUT LEVEL: 

··' 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** DESCRIPTIVE INFORMATION ~===============================~====~============== 
·> 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STA'l'US: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(6),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 062806 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT WEBSITE IS AN ADVERTISING WEBSITE ASSOCIATED WITH THE MEMBER ONLY 
WEBSITE KNOWN AS HOME COLLECTION 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 
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REQUESTED BY: (b)(6),(b)(7)(C) I 
s CD u I A 2 2 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 'l'ECS II ORGANIZATION SUBJECT .·. PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION =~~=========~=~======================~============== 
NAME: lltJ}ti>·IJOS!y·,;;; 9~ "~6~unvJ?J,;~~~::~i7ii~i=~ :~~o·:~;:sne:cii~~:;, I 

*** DESCRIPTIVE INFORMATION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=============~========~===========~======== 

*** INFORMATION ON OFFICERS 
OFFICER- LAST NAME: 

==~=======~~=========================~======~~=====~ 

FIRST NAME: 
OFFICER- LAST NAME: 

(b )(6), (b )(7)(C) 
MIDDLE NAME: 

FIRST NAME: MIDDLE NAME: ....._ ____ __. 

* * * OTHER INFORMA'I'ION -----------------------------------------~--------------------------------------------------------------------------
FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION=~===~====~==~==============~==~================ 
STATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATB: 092211 
AGENCY: csr ICE or - BIRMINGHAM AL NAME: (b)(6).(b)(7)(C) 1 
TELEPHONE : 2 0 5 2 91 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 073106 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
EMAIL ADDRESS IS RELATED TO A WEBSITE WHICH OFFERS HUNDREDS OF IMAGES OF 
CHILD PORNOGRAPHY. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 
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041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** DESCRIPTIVE INFORMATION ~======~~~==~~=====================~=~===~========== 

*** ADDRESS AND TELEPHONE INFORMATION============================~============== 

*** INFORMATION ON OFFICERS ==================================================== 

*** OTHER INFORMATION ===========================================~============== 

*** RECORD OWNERSHIP INFORMATION================================================ 
STA'l'US: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF, CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 972 441 (b/(b/.:-\6/(/) I TITLE: 
DATE ENTERED: 062806 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT EMAIL ADDRESS DISTRIBUTES USER NAMES AND PASSWORD TO A CHILD PORN 
MEMBER ONLY WEBSITE; ALSO ASSOCIATED WITH SUPPORT FOR THE SAME MEMBER ONLY 
1/JEBSITE 

*** PRIMARY ACCESS INFORMATION===================================~============== 
LOOKOUT LEVEL: 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 01 

*** IDENTIFYING INFORMATION ==================================================== 

*** DESCRIPTIVE INFORt~TION =====================================~============== 

*** ADDRESS AND TELEPHONE INFORMATION=========================================== 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION ========================================================== 

FIN ID: DATE: 20 

*** RECORD OWNERSHIP INFORMATION==========================~======~============== 
STATUS: SI PREVIOUS SUSPECT 1 CLOSED CASE DATE: 092211 
AGENCY: CBI ICE OI - BIRMINGHAM AL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE : 2 0 5 2 91 (b/(b/.:-\6/(/) I TITI .. E : 
DATE ENTERED: 073106 LAST UPDATE: 092211 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
ACCOUNT RELATED TO A SUBJECT WHO IS ALLEGEDLY INVOLVED IN COLLECTING PAYMENTS 
FOR A MEMBERS ONLY WEBSITE OFFERING HUNDREDS OF IMAGES OF CHILD PORNOGRAPHY, 

*** PRIMARY ACCESS INFORMATION===================~============================== 
LOOKOUT LEVEL: 
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REQUESTED BY: (b )(6), (b )(7)(C) 

OFFICIAL USE ONLY -- TECS II INFORMATION -- OFFICIAL USE ONLY 

041816 TECS II ORGANIZATION SUBJECT PAGE 1 

TECS RECORD ID: (b)(7)(E) SUB RECORD 02 

*** DESCRIPTIVE INFORMATION ~=====~==========~========~=~=~~==================~~ 

*** ADDRESS AND TELEPHONE INFORMATION============================~~============= 

*** INFORMATION ON OFFICERS =====================================~============== 

*** OTHER INFORMATION =================================================~=======~ 

*** RECORD OWNERSHIP INFORMATION================================================ 
S'l'ATUS: SI PREVIOUS SUSPECT, CLOSED CASE DATE: 022514 
AGENCY: CKS ICE OI HQ - CHIEF 1 CYBERSMUGGL NAME: (b)(B),(b)(7)(C) I 
TELEPHONE: 9 7 2 4 41 (b/(b/.:-\6/(/) I TITLE : 
DATE ENTERED: 062806 LAST UPDATE: 022514 

CASE NUMBER: (b)(7)(E) 

REMARKS: 
SUBJECT COMPANY LISTED AS ENTITY THAT OWNS A PAYPAL ACCOUNT THAT HAS ACCEPTED 
PAYMENTS FOR A CHILD PORN MEMBER ONLY WEBSITE. 

*** PRIMARY ACCESS INFORMATION================================================== 
LOOKOUT LEVEL: 
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REQUESTED BY: (b)(s).(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURiTY 
ICE 

TECS ACCESS CODE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) 

CASE STATUS: INTERIM RPT 

REPORT DA'r~ DATE ASSIGNED PROGRAM CODE REPORT NO. 
~ 005 081306 ______ I__ os1706 

···--RELATED CASE NUMBERS: ·---r----(b-)(-7)-(E-) ....1...--.------·---···---- ------··--······--······--

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

SYNOPSIS: 
On Apri1 s, 2006, Senior Special Agent (SS/A) I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 

orno ra h for sale via cybertip (b)(7)(E) • The rel?..orted URL was 
~~~~'-b.IL.l.u.a..I.J:.5.~.l.S.Il.llL.d.).j~~~~~h~i~cr.h~w~a~.r,nknown as nlc~m!T~.;;s;;tnu;~;Jel. u The member only 

11 (b)(3) 18 U.S.C. § 3509(d) Child 11 
victims' and child witnesses' ri hts • 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

-.----------=-----=-----·-.------·------·--·----·-------------------.,.. DISTRIBUTION: SIGNATURE: ______________ _ 
,..,-(b-)(7-)(-E)..,I L.------(=b)(6).(b)(7)(C) Ts'E-Nr6R. sPEc AGENT 

APPROVED: 
. L.l ______ (:.;;.:,:b)(6),(b)(7)(C) ASST DIRECTOR (OI) 

ORIGIN OFFICE: KS~--- TELEPHONE: ?03 291 toll%\61011 
HQ - CHIEF, CYBER CR 

--------· __ TYPIST: ll6/J~),:_\b/l ·--··-···--
-----·---·-----------~--=o:--:F=--:F=-I=--=c-=-r A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUAR'rERS TOGETHER WITH A COPY OF THE DOCUMEN'l'. 
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-···--·---·-----··--·--···-···--··:-::-:::::---::-=-==-=------------,.----------·---------r 
DEPARTMENT OF HOMELAND SECURITY PAGE 2 

ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

. CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 005 

---.. --.. ----------:o---=-=-~-----------,--:-----·-·--0 F F I C I A L U S E 0 N L Y 

I 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS 'fHE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURI'rY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N -----rfEPORT NUMBER :--OOS 

DETAILS OF INVESTIGATION 

On April 5, 2006, Senior Special Agent (SS/A) , Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center C3 , C 1 Exploitation 
Section {CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
:orno~ralh~ for sale via cybertip (b)(7)(E) • The reported URL wao 
J:n~;~;:, 1r1:i;·rt• $ ~\64gru~u;;t~~:, t~~d~!~tvicl, which was known as 11 lcL~?~~~;·;tT~·,;;rl~Z;T}!~~Jel. u The metnber only 
webs.i te was known as 11Lt;:!Z'!; ~':~!i1 ~6;;:;;~ti!::!J. 11 

. 

On July 21, 2006, SS/A lcc/i~/.:-\61 1 received information from NCMEC regarding a 
commercial website advertising the sale of child pornography through a member 
restricted website. The advertising website was located at URL: 
, . • , • · · . 

1 
VI lms an c 

1 and was known as ''lc.~f{~~·~!l· 11 On the same date, SS/A 
Yf.ll.l.o.l., _. accessed the website at URL: 1.~~~~;.~:.~~~; [¢%~~~lJZ~t~m;s;,;~~~;;~~rl. The title bar of 
the listed URL read "1,~~1~"~;,~~.:;;;~. !r~a~;al This l.S what you've been looking for so 
long!" The web a e contained a colla e of a roximately eight images 
depicting (b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

The following text appeared on this page: 

"This is what you've been looking for so long! 11 

"In our Lolita paradise your sweet dreams will come true. These cute 
innocent angels are posing for you solo and in couples. They are ready to 
show you all their secret desires. So tight, so beautifu. Fly to paradise 
of orgasm with out little angels." 

"Hello Dear Visitor!" 
"This site will give you the chance to express your inside desires. Huge 
collection of various Lolitas is presented for your evaluation. All rights 
of our content are reserved meaning exlusive and unique modele." 

The site contained three hyper links, which redirected SS/i(bl(6l(bl(7i to three 
additional web pages. The hyperlinks \oJere: "FREE TOUR; 11 "JOIN;" and 
11 MEMBERS. 11 

The "FREE TOUR" hyperlink contained the following text: 
"Fresh Lolita Content! 11 

"Join us immediately and get much pleasure from viewing our site." 
"15gb of hi-quality Lolita photos" 
11 10gb of amazing video content and more" 

.·, 

The \'leb 

0 F F I C I A L U S E 0 N L Y 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

---PAGE ··--4-···--····-----------

l 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N 

described above. 

CASE NUMBER L.l __ ...;(...:.b>.:..:(7);.;..(E.:..> __ _.j' 

REPORT NUMBER: 005 

The 11 JOIN Not\111 hyperlink contained one image of L*~}Z{~S.,Yt~\,UJUiWn97~~;~~:;.,,s;;;~~'!~J:!~!!f!!..l. 
The web page also contained the following text: . 

11 Join to l,~/%b\,1r0,¥rtf~~·, ~;;~:J u 
11 0ur Rules 11 

"1. You can view our photo and video works any number of times during your 
membership period 11 

11 2. You're prohibited to copy, public preview, resell or post to the usenet 
our material, which is copyrighted. We will track any violation and 
illegal activity and the abusers will be prosecuted to the highest extent 
of law possible 
"3. E-mail us if you have problems subscribing. We appreciate your help. 11 

11 4. All fraudulent transactions will be investigated and prosecuted. 11 

The webpage also contained a 11 JOIN NOW 11 hyperlink, which redirected to a 
payment website entitled 11 Iwest-online payment processor. 11 The payment web 
page contained a form entitled 11 User Info, .. which required the customer to 
enter their name, e-mail, address, telephone, login, password, and credit card 
information. 

On July 21, 20 06, SS/A lt~§~h\6'1 accessed the join page described abov~. SS/A ll~§Zh\61 1 
entered the required information, to include name, address, e-mail, telephone 
number, and credit card information. In addition, SS/A ll6/j~/i\;~ chose a login and 
password. After completing the required information, SS/A ~h\6'1 clicked the 
u secure purchase" button located at the bottom of the web page. SS/A lt6m/c\oll was 
redirected to another web page that displayed the following text: 

11All next additional information you will get on your e-mail in nearest 
time! 11 

11 Please, be patient!" It needs for your safety! 11 

11 Please note, transaction proceosing may take up 5 minutes. 11 

"If you don•t receive answer in 5 minutes, please contact us to avoid 
duplicate charges. 11 

~~~~~~~~~~~~~~~_,received an e-mail message from 
The subject line was 11 Your order confirmation. 11 

excerpted from the e-mail: 

0 F F I C I A L U S E 0 N L Y 
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'··' 

. . -··········-·----··· 
DEPARTMENT OF HOMELAND SECURITY PAGE 5 

ICE ·r 
CASE NUMBER I (b)(7)(E) I . 

R E P 0 R T 0 F I N v E S T I G A T I 0 N 
c 0 NT I N u A T I 0 N REPORT NUMBER: 005 

II Recently """you nlade request ---to j oin-..,.1~3J~~~""'\~~Ii'l"!!!~h.,.,~-<~-:"''"';i';""'''i;~s . ..,I._P_a_y_s_i~-t-e-.-:,::--, ---------··--··" 
"You've just went through verification step." 
"Your card wasn't charged." 
"You are in one step from biggest child porno member zone." 
"'l'o complete registration follow instructions." 
"To pay by Credit Card you need to follow these simply instructions:" 
11 1. o en link: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) II 

2. enter your credit card info" 
11 3. wait for login on your e-mail." 
"After that you will receive email with login info to our child porno site. 
Thank you for your patience." 

"Warningt!! For our and ~our security please email all questions only this 
emai 1 <I ri!~!~3/~~~~~;i·f,· Jgs~sJ~bi,%1!6,~~~1Z!! ::z;~~~.u::;;;;;;sea I> . All emai ls that will be sent to 
other email addresses will be ignored." 
"IF YOU WANT ANSWER IN MOMENT FROM US PLEASE WRITE ANYTHING TO 

I rjq\Z:~;,·,~~,3·t·,;·{d5£%~0Jofd~11;v2~::: \~i:~n::.ug;z::t:::nd I (fastest suppol-t) . n 
11 IF YOU WILL WRITE EMAILS '1'0 ANOTHER ADDRESSES YOU WILL NOT RECEIVE 
ANSWERS! DON'T WRITE ANYTHING ABOUT CP TO OTHER ADDRESSES. THIS IS FOR 
YOURS SECURITY 4 ONLY TO lriah~!lf6\:~,3·£·,j·59r35f\u;~wa?:t~~~:~;~,~~1::.ug;;;n;i~s0e!odl. u 

The URL contained the e-mail message redirected to the same PayPal payment web 
page witnessed during the June 23, 2006 purchase (See ROI#003). The ~afment 
for the child pornography member only website known as •tt::!~!:~~~!i,;~,;;;~:!~!-;ns!' was 
facilitated by Financial Services, (BF), through PayPal's payment platform. 

On or about June accessed the member restricted website 
-~~~~~~~~~~~~~~~~ located at The title bar indicted the web page 

was known as • . - Secret members area." The member restricted 
website contai.~n~e~~t~e~'~s~a~n~le~c~o~ntent and structure as the member restricted 
website accessed during both previous purchases. 

On or about July 31, 2006, SS/A lt6)j~/.:-\o1 1 accessed a publicly available service 
located on the Internet to determine the registrant/owner of the domain name 
t~~!\:'L:~-~;;.;; ,t¢;~~\tl (~"~ ~c~~~"9,::~;;:·:~.1. 11 This service is a free, commercial database service 
capable of identifying, among other things, the owner of a particular domain 
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DEPARTMENT OF HOMELAND SECURITY PAGE 6 
ICE 

CASE NUMBER I (b)(7)(E) 

REP 0 R T 0 F I N v E s T I G AT I 0 N 
·----··--------------····---c 0 NT I N u A T I 0 N REPORT NUMBER: 005 

name and the IP address where the website is physically located. This 
database search indicated that the IP address associated with the domain name 
·t~~!~!~~~.~;;.;; rte;zwl t~'~ ~e~g~·91~~~:~~~rL II lcG~~t;?;;:~;~rl ~bt~~!;\~~sL is owned by Apollo Hosting' Inc. I 

2303 RR 6320 South, Ste 135-301, Aust~n, Texas ?8734. In addition the 
database search rovided that the domain name was registered by (b)(B),(b)(7)(C) 

t-----,r--..:...:.:....:.;p.-..... ...... - ..... --:-..... , New York, NY 12345. The e-mail addresp listed for 
(b)(B),(b)(7)(C) yahoo. co. uk. 

On or about July 31, 2 006, Trial Attorney I (b)(B),(b)(7)(C) I, U.S. Department of 
Justice (DOJ), Child Exploitation and Obscenity Section (CEOS) issued a 
preservation request pursuant to 18 u.s.c. 2?03(f), reguestin~ that A2ollo 
Hosting, Inc. preserve the contents of the URL: lriah~:>,t;~;~J~,%·f&~ 3£~;b~J,;,n;e~~:;;~i~~!~.n~~;~~~;;~~d 8 1 
pending issuance of a search warrant. 

Investigation continues. 
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TECS ACCESS CODE ~ 

PAGE 1 

CASE NUMBER ._l __ ..;.(b.;.;.)(7..;.>(~E> __ ..... I" 
TITLE : COMMER I CAL CP WEBSITE KNOWN AS I .. \U}\,! 'o u" '- 9_ .o"u"\a! c.rma ,I 

--- cA.sE!s'TAi'us:·----iNTERIM-RPT 

REPORT DATE 
102506 

DATE ASSIGNED ---- ---···PROGRAM-coi::m·----~-·REPORTNO ;·-----
051706 ~ I _, 006 

RELATED CASE NUMBERS: (b)(7)(E) 

----·COLLA'lERAL REQ_: ___________ _ 

-------------------------------------------TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

-=~==~-=--------------------------------\ TOPIC: IJ~~~~3~;;~~/~';;}r!~~~J,~~ I COMMERCIAL CP PURCHASE j 
-------·-·-----------------------' SYNOPSIS: 

On April s, 2006, Senior Special Agent {SS/ A) I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE) I Cyber Crimes Center (C3) I Child Exploitation 
Section {CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
orne ra h for sale via cybertip (b)(7)(E) • The re~orted URL was 

1 
VI lms an c 

1 
. , which was known as 11 lc~ttUT~.;;d~;;t},;,~J. u The member only 

known as " . " 

The purchase 
kiiown as ni\N'{ 'tl 

. --·----·-·=--:::::--~=-:-::o-~------r--=~:-:-==~------------------DISTRIBUTION: SIGNATURE: 
1"1-(b-)(7->(...;E>..,I (b)(6),(b)(7)(C) 

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: KS 
HQ - CHIEF, CYBER CR 

SENIOR SPEC AGENT 

TELEPHONE: 703 291 tDR%\6/Pij--

TYPIST: ~ _j 
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CASE PROGRAM CODES: 

(b)(7)(E) 

·) 

- CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 006 

·-----------.--
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-·······--·········-·---.. ······-·------

DETAILS OF INVESTIGATION 

PAGE 3 

---------··CASE·- NUMBE-R I (b)(7)(E) 

REPORT NUMBER: 006 

On April 5, 2006, Senior Special Agent (SS/A) , Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center C3 , Ch1ld Exploitation 
Section (CES), received information from the National Center for lilissing and 
Exploited Children (NCMEC} regardin a commercial website offering child 
:orno~raJh~ for sale via cybertip (b)(7)(E) • The re~orted URL was : 
l:t;~:~:2~!~=~;!·7~ :~~ a\1>c{611~ ~~£~~;~,~%~;::~~,Vi l1 which was nown as 11lch~?JQT~·,;;d~;iTnu,!}r~e I. u The tnember on]_y 
website was known as "L~!;:'!::~~;::;;_;e;:::!~!-:';~;J ... 
On_ October 5 2006 IC~/C3 SS/A J (b)(B),(b)(7)(C) I received an e-mail m~ssage from 
I*J;\~1;.:;~n~~!~\-~/h~~%~1~13'~ 1~'~'2s§a;;l; w1th a subJect line of "Taboo underage photos. 11 The 
follow1ng text was excerpted from the e-mail: 

"Very Hot Lolita Portal Exclusive Content Only Here New Quality Photo and 
Video" 

"* Lolitas outdoors," 
11 * Lolitas on the beach, in the country," 
11 * little girls showing pussies and tight ass, 11 

"* little angels dancing and playing with toys, 11 

"* little girls posing for cameras 11 

11 Discover what happened to two 13 y.o. gangtresses when they rushed into the 
Jeweller's shop and threatened a 12 y.o. salesgirl with knives. Find out how 
the salesgirl dealt with the situation." 

11 1 Hour 555 MB 11 

"High Quality Full Length Movie 11 
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--CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 006 

-···--····---··-··----·-··--··---------------------------

•j~~;~~irk~~;J,~~~ is a just relea~ed full length movie for real CP lovers. As a 
W : ,!jJMember you can buy thls great movie at our special price of $100! The 
Retail price {for not members) is $350. Buy it now and get $100 off ... 

ri~n~~a~d~d~i~t~i~o~n~~~~~~~=-~~~~~~~~r~O~X~1~·m~a~t~e~l~~~~~~~~~depicting 
The images 

contained a 

The following text was 

11 0ur Rules 11 

•) 

11 1. You can view our photo and video works any number of times during your 
membership period. 11 

11 2. You•re prohibited to copy, public preview, resell or post to the usenet 
our material, which is copyrighted. We will track any violation and illegal 
activity and the abusers will be prosecuted to the highest extent of law 
possible. 11 

11 3. E-mail us if you have problems oubscribing. We appreciate your help. 11 

11 4. All fraudulent transactions will be investigated and prosecuted ... 

11 Payment Center 11 

11 CLICK HERE TO SUBSCRIBE 99.95$ FOR 1 MONTH 11 

11 * At payment necessarily write correct e-mail" 

On the same date, SS/A 11 CLICK HERE," which 

redirected to ~----------~~~----------~~~~------~--~--~~------~ title bar on the webpage indicated the following: join. 11 In 
The 

addition, the following text was excerpted: 

11 IW iwest, online payment proceosor" 
11 Billing is discrete. We keep all the information you provide to us safe and 
secure on our oervers. Your information will never be sold or tr~der with 
anybody else." 

u Webs it e : I ch~e:~:i{·aj:?~;;: :~~+;;~:>~/ ,viliit:vlgu~;~a6~~d' , .. 
11 Amount: Membership $99.95 for 30 days (no rebill} 11 

The webpage was a billing form requesting the following information: full 
name; country; state; city; zip code; address; email address; phone number; 
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and credit card information. The webpa~e~~~~~~~~~~~~~~~ 
address for cancellations and problems:~~~~~~~~~~~~~~~~ 
completing the required information, SS/A 
button which redirected to ~~~ 

11 IW iwest, online payment processor 11 

"Billing is discrete. We keep all the information you provide to us safe and 
secure on our servers. Your information will never be sold or trader with 
anybody else." 

"Please, read carefully the information stated below." 

11 Recently you made request to join to Memberzone. 11 

11 YOUR CREDIT CARD WASN'T CHARGED! 11 

"You've just went through verification step!" 
11 You are in one step from purchase of Memberzone. 11 

"To pay by Credit Card you need to follow these simply instructions: 11 

0 en this URL: 11 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

11 ! ! ! Warning! ! ! Remember! ! ! 11 

"This URL will be open ONLY ONCE! If you are not ready to pay, do not open 
it! II 
"2. Enter your credit card information;" 
"3. If transaction was accept, you will be receive login information to your 
e-mail in 5-10 min. 11 

"Thank you for you patience 11 

"!!!Warning!!! • 
"If you have any queotiono or concerns regarding this purchase, please feel 
free to contact our customer support in one of the following ways: 11 

11 All emails that will be sent to other addresses will be ignored." 
11 Please use ONLY these methods to contact us! 11 
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C 0 N T I N U A T I 0 N REPORT NUMBER: 006 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

On October 5 1 2006, SS/A ~~~1,:;\oll received an e-mail message from U*.~3!i.1S;:,;;Ig56/V2a*;:?,;:::1;,1~1).'!t::?:.~~~! t subject line 11 Subscription details. II 

following text was excerpted from the e-mail message: 
The 

11 Please save this receipt as you may need this information at a later date. 11 

11 Login Members URL 
"Login Username 
11 Login Password 

' lo.:'~,:~~~t~c";'i~,;:;•;;::= ~:;::;::;::;,,1• 
~ (b)(6).(b)(7)(C) 1 

"Note: Copy and Paste Members URL to your favorite web-browser. Please write 
down your Username and Password so you do not lost them." 

"Transaction Number 
"Subscription Period 
11 Subscription Price 

l(b)(7)(E)r· 

30 days" 
99.95 USDII 

"If you have any questions or concerns regarding this purchase, please fell 
free to contact our customer support in one of the following ways:" 

::~~1~~= i~ ~ bffi1tiimi~i2~:~;::~!~~~~=!~:: ,~ .. 
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I N REPORT NUMBER: 006 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

11 A total of five PayPal accounts have been 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' 
rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and 

Rights Act),(b)(6),(b)(7)(C) 
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The following subjects have been used for the PayPal purchases: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

It appears that at a minimum 
websites are associated with 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

Investigation continues. 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE~ 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E s T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS" (b)(3)HSU:;l.~~ 

lvir-timo; Anrl r-nilrl ,.;itn<>oo<>o' rinnto 

......... 
CASE STATUS: INTERIM RPT 

----~AsSIGNED 
_.. 

PROGRAM coDE --I -REPOR'l' ··-No. 
-·· .... 

REPORT DATE 
121206 051706 ~ 008 

·-·--··· -- ----· . 
RELATED CASE NUMBERS: I (b)(7)(E) I 

-· 
COLLATERAL REQ: 

: 

TYPE OF REPORT: 
··' 

INVESTIGATIVE FINDINGS 

TOPIC: REQUEST FOR NCMEC CRIS COMPARISON 

SYNOPSIS: 
On April 5, 2006, Senior Special Agent (SS/A) I (b)(6),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 

-···-

orno ra h for sale via cybertip (b)(7)(E) • The re~orted URL was 
1 

VI lms an c 
1 

. which was known as "lc~tJQT~.;;d~;;t..U,;.\,VJ. 11 The member only 
known as 11 · 

1 n 

This report serves as a request to the National Center for Missing and 
Exploited Children (NCMEC) to have images captured from a commercial child 
pornography website reviewed against the Child Recognition Identification 
System (CRIS) . 

-·- ... --DISTRIBUTION: SIGNATURE: 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I S'i~NIOR SPEC AGENT 

-----------------~-------------

APPROVED: 
I (b )(6), (b )(7)(C) I ICE SECTION CHIEF 

ORIGIN OFFICE: KS TEL EPHONE : 7 0 3 -···-2 91 (b)(~h\61(11 I 
HQ - CHIEF, CYBER CR 

·······-
TYP 

--······ .-·.·-·--···~···· -"""" _!ST: ·~ ll6/j~/r~P'I .. ------
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

·----········----··----
REPORT NUMBER: 008 

I 

-----··--··--···-------.,........-,~------------,---··----·------:-------------
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ICE 
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·----,.,--,-,····--------------·-·-------
DETAILS OF INVESTIGATION 

CASE NUMBER ~..l __ ....;..(b.:.:.>(7..;,;>(~E>;...._ _ ___,~ 

·---REP_o_R_T_N_u~_B_E_R_: ___ o __ o_s __ ·--- ~ 

On April 5, 2006, Senior Special Agent {SS/A} I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
Section (CES}, received information from the National Center for Missing and 
Exploited Children {NCMEC} regardin a commercial weboite offering child 
orno ra h for sale via cybertip (b)(7)(E) • The reported URL was 

' v' 'ms an c' . which was. known as "lc~ft!;;J'T~.;;d~;;t..U,;,~J." The member only 
known ao u (b)(3) 18 u.s.c. § 35D9(d)Child 11 

v1ct1ms· and ch1ld Witnesses· n hts • 

C3/CES initiated an investigation into the individual(s) responsible for 
o~er~tin! the c<?mmer~i~l. ch~ld P<;>rnograp~ic weboi te known ao •miN 1:1 
13 l~2i~,S,;:;';;'::i:. I. 11 s~nce 1n1t1at1on, 1nformat1.on has been developed that the same 
criminal organization is operating the following commercial child pornography 
websites: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and 
child witnesses' rights,(b)(3): 18 U.S.C. § 3509 

(d) (Federal Victims' Protection and Rights 
Act) 

On or about the same date, SS A 
accessed the member only website. The website contained the followinL.g~""!--1 
sections: "Main Page;" "Photos; 11 11 Video;" "Software;" "Msg Board;" and 
11 Support." There were approximately 18,146 images files in the "!.'lhotos" 
section. 

C3/CES requests that the provided 
Recognition Identification System 
"I (b)(7)(E) I. " An~w 
should be forwarded to SS/A ~: 

image files be run against the NCMEC Child 
(CRIS) . The password for the zip file is 
information developed related to the victimB 

Senior Special Agent I (b)(B),(b)(7)(C) 

ICE/C3/CES 
11320 Random Hills Road, Suite ~ 
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Fairfax·~···-VA 22036-···· 
< 7 o 3 ) 2 91 t6)(~k\6)(/) I 

I (b)(6).(b)(7)(C) 

Investigation continues. 

PAGE 4 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 008 

-----··--·---·······---

., 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE~ 
-····--

ICE 
PAGE 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

•... ···-········---
TITLE: COMMERICAL CP WEBSITE KNOWN AS L~!~1; 1 o.~~~a~? ""U"\UI, ~~~~ I 

.... --- ........ ·-·- -······· ····---···-···'--········ ... 
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
121206 051706 ~ 009 

RELATED CASE NUMBERS: 

--······ 
COLLATERAL REQ: 

...... --- ...,... ... --··-· ····-····--- ···----········-··---·· ····-
TYPE OF REPORT: 

INVESTIGATIVE FINDINGS 

SYNOPSIS: 
On April 5, 2006, Senior Special Agent (SS/A) I (b)(6),(b)(7)(C) I, Immigration and 

I 

Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
Section (CES), received information from the National Center for-;>Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
orno ra h for sale via cybertip (b)(7)(E) • The reEorted URL was 

1 
VI lms an c 

1 
. which was known as •1cG~~l:J;;;:~;;; ~hJ,~~!;\~~sl· 11 The member only 

known as ' 
~~~~~~~~ 

This report serves as a request to the National Center for Missing and 
Exploited Children (NCMEC) to have images captured from a commercial child 
pornography website reviewed againot the Child Recognition Identification 
System ( CRIS) . 

·-·---·· ----·· 
DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I I (b )(6), (b )(7)(C) I 
·----····-

SENIOR SJ?EC AGENT 
---~----------------------~- --------------~---------

APPROVED: -····-·--.. ··---
I (b )(6), (b )(7)(C) I ICE SECTION CHIEF 

ORIGIN OFFICE: KS TELEPHONE: 7Q3 2 91 ~r5'~~~\r5'P' I 
HQ - CHIEF I CYBER CR 

TYPIST: ll~~~h\6'1 
-·· 0 F F I C I A L U S E 0 N L Y 
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OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I NV E s T I G AT 1 0 N . . -----·····-c 0 N '1' I N UA ·r I 0 N REPORT NUMBER: 009 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

: ,, 

,, 

····-·····--··-· ------------· 
0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

REPORT OF.INVESTIGATION 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMBER L.l ___ (;....b).;..(7;.;.>(E..;..> __ ..... 

__ .... .. .. ···---·---·-··--
REPORT NUMBER: 009 

On April 5 1 2006, Senior Special Agent (SS/A) I (b)(B),(b)(7)(C) 1, Immigration and 
customs Enforcement (ICE), Cyber Crimes Center (C3) 1 Child Exploitation 
Section {CES) 1 received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
orno ra h for sale via cybertip (b)(7)(E> • The re~orted URL was 

1 
vi lms an c 

1 
. , which was known as 11IA;!!tJ'r~-':;;.~;i~}!~~L L 11 The member only 

known ao 11 · 
1 

C3/CES initiated an investigation into the individual(s} responsible for 
o~erati~~ the commercial child pornographic website known as ·~ 
1~5 fb:~~~i;;;;~\ o;1. 11 Since initiation, information has been develope~t the same 
criminal organization is operating the following commercial child pornography 
websites: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and 
child witnesses' rights,(b)(3): 18 U.S.C. § 3509 

(d) (Federal Victims' Protection and Rights 
Act) 

On October 5 1 2 006, SS/A ll~§~h\611 received information an e-mail messa.se 
advertising child pornography for sale via URL L~V.~3Ih\13~,:;;; 1 g56/Wa%;:~,~=~:;.,1~~i':~~?<:c~:;!!'!J. 
The title bar stated the following: 11 Forbidden Dreams become Reality. 11 The 
web a e contained screenshots for the following advertising websites: •1\Nt£1 

11 and 
~~~~~~~m?~.~.~~~~~~~~~~~~~~~~~~~~~~~~~~~~1~n~ for 11 

SS/A~~~~ 

n or a ou e same a e, 
accessed the member only website. The website contained the following 
sections: 11 News; 11 11 Photos; 11 11 Videos; 11 11 Software; 11 11 Message Board; 11 and 11 Cancel 
or Rebill. 11 There \'Jere approximately 9,442 image files in the 11 Photos 11 

oection. 

C3/CES requests that the provided image files be run against the NCMEC Child 
Reco nition Identification System (CRIS) . The password for the zip file is 

11 Any new information developed related to the victims 
to SS/A llW%\611: 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMEI.AND SECURITY, ICE. ANY FUR'I'HER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E p 0 R T 0 F I N v E s T I 
c 0 N T I N u A T I 0 

Senior Special Agent I (b)(B),(b)(7)(C> 

ICE/C3/CES 
11320 Random Hills Road, Suite~ 
Fairfax, VA 22030 
< 1 o 3 ) 2 91 tb)(~h\6'o' I 

1 (b)(6),(b)(7)(C) 

Investigation continues. 

G A ·r 
N 

L u s E 0 N r. y 

PAGE 4 

CASE NtTh1BER ~~~~~:~1,5~~~~~~il~ ,;~~:~~~~~~i~~~ 
I 0 N 

REPORT NUMBER: 009 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND 
ICE 

SECURI'l'Y TECS ACCESS CODE liLJ 
..... -···· -·-··· .. -··--. 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N . \ 

CASE NUMBER I (b)(7)(E) 

-······"· .. -·----- - ... 
TITLE: COMMERICAL CP WEBSITE KNOWN AS l,·lOil-'r 10 u.::. .. 9 __ -'"U"lal. <..nua I 

virtimo' Anrl rnilrl witnPOOPO' rinnto 

CASE STATUS: INTERIM RPT 

----····-
REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 

121206 051706 ~ 010 
····-··· ···-·····-·-- -· 

RELA'l'ED CASE NUMBERS: I (b)(7)(E) I 
·-·- --·····-··-· ···-·· ·-···-· ..... _____ 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

SYNOPSIS: 
On April 5, 2006, Senior Special Agent (SS/A) I (b)(6),(b)(7)(C) I Immigration and 
Customs Enforcement {ICE), Cyber Crimes Center {C3), Child Explo~tation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 

I 

orno ra h for sale via cybertip (b)(7)(E) • The re.E.orted URL was 
, . 1 VI lms an c 

1 . which was known as "lcG~~t:t:;:~;;; ~hJ~~~!;\~~J 11 The member only 
website was known as 11 

~~~~~~~~-

This report serves as a request to the National Center for Missing and 
Exploited Children (NCMEC) to have images captured from a commercial child 
pornography website reviewed against the Child Recognition Identification 
System ( CRIS) . 

·······-- ··---... ··-·---·-···-·-

I 
DISTRIBUTI 

I (b)(7)(E) I 
ON: 

I 
SIGNATURE· 

!sENIOR 
····--

(b )(6), (b )(7)(C) SPEC AGENT 
-------~-----~----------~-----------------------------

APPROVED: ·----·· I (b )(6), (b )(7)(C) I ICE SECTION CHIEF 

ORIGIN OFFICE: KS TELEPHONE: 703 2 91 \U}\~~\U}\I} I 
HQ - CHIEF, CYBER CR __ .,. ..... _____ 

lr~~~~\s~l TYPIST: ·····---····-···--
0 F F I C I A L U S E 0 N L Y 
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---DEPARTMENT OF HOMELAND SECURITY 
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PAGE 2 

ICE 
CASE NUMBER I (b)(7)(E) 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 N T I N u A 

_ _. .......... _____ .. 
T I 0 N REPORT NUMBER: 010 

---········· ·······-··-· 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

,, 

" 

I 
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·-·-- ···--------·----····----····---·--. DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMBER ._l __ ....;...(b)~(7.;.;>(...;.E> __ ___. 

REPORT NUMBER: 010 

----·--··--··--···-

On April 5, 2006, Senior Special Agent (SS/A} , Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center , J. Exploit.ation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
orno ra h for sale via cybertip (b)(7)(E> • The reE_orted URL was 

lliiiiW~¥~=~~..1.0..i:~=..l.l;,,io~~~,;;.;w.;.;h;;:;;i..;:c~h~m;;:_,;k-=inown as 11 lc~!tc:'r~::;;.~;i~}/.\:!IJ. 11 The member only 

C3/CES initiated an investigation into the individual(s) responsible for 
o~eratin! the commercial child pornographic website known as 111\11?{':1 
13 '(r1,~S1;;;';; :. 1. 11 Since initiation, information has been developed that the same 
criminal organization is operating the following commercial child pornography 
websites: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and 
child witnesses' rights,(b)(3): 18 U.S.C. § 3509 

(d) (Federal Victims' Protection and Rights Act) 

On or about the same date, SS A accessed 
There were approximately 5,558 images files in the 

C3/CES requests that the provided image files be run against the NCMEC Child 
Recognition Identification System (CRIS) . The password for the zip file io 
11 (b)(7)(E) 1. 11 Any new information developed related to the 
victims should be forwarded to SS/A 1(6/j~/c\01 1: 

Senior Special Agent I (b)(B),(b)(7)(C) 

ICE/C3/CES 
11320 Random Hills Road, Suite ~ 
Fairfax, VA 22030 
( 1 o 3 ) 2 91 tu)(~h\6'0 ' I 

0 F F I C I A L U S E 0 N L Y 
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--····-···--·-···-·--

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

r----------,_ ____ -···············-····--·-----
(b )(6), (b )(7)(C) 

Investigation continues. 

PAGE 4 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 010 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS CODE ~~:r--·--

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

--CASE NUMBER L-1 __ ..:.;(b;.:.:,)(7;.:,:)(,;;;:E) __ ..... r 

-- ·······---·········--···;:::----:;::;:==:;:;-;---;:::-:=------------------------CASE STATUS: INTERIM RPT 

012407 051706 ~ 
REPORT NO. 

011 

REPORT DAT_E_·r· DATif ASSYGNED ------~----PR-OG_RAM ___ C_O_D_E __ 

RELATED CASE NUMBE_R_S~:----~----~~~--~~--------- -----------

COLLATERAL REQ: 

--TYPE -OF REPORT-:-···-------···--····---·
INVESTIGATIVE FINDINGS 

·------··--·--···--····--····--··--

I I 

~~PIC : ...... ~EQ~~ST ~~R ~CME~ NC~-~P ~ALYSIS o~~~EBS~TE I;~J
5

Jh:,~~;;;;o~!
5

,~£!:::~::1 __________ j 
SYNOPSIS: 

On April 5, 2006, Senior Special Agent (SS/A) , Immigration and 
CuctomD Enforcement (ICE), Cyber Crimes Center C3 , c ~ Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 

orno ra h for sale via cybertip (b)(7)(E) • The re~orted URL wac 
1 

VI lms an c 
1 

. which was known as ulc~~~t;(;:$;Z M~~~;\~~.1· 11 The member only 
nown as n 11 

This report serves as a request to the National Center for Missing and 
Exploited Children (NCMEC) to have images captured from a commercial child 
pornography website reviewed against the Child Recognition Identification 
System (CRIS). 

·> 

--····--····-----·-·-·-·····--···r SIGNATURE· I (b)(6),(b)(7)(C) I SENIOR SPEC AGENT 
---------~------------------------------~-------------

APPROV£0: . 
(b )(6), (b )(7)(C) ICE SECTION CHIEF 

___ O_R_I_,.G,.,.I __ N_O....,.F=F-I....,.C=E-: ---K--S-·...----T=EL~E=-PH=o..,..,N=E,-: -7:::-0c:--3-2=--9~:_~:_~_" ..... ~ 
HQ CHIEF, CYBER CRIM I 

TYPIST: __ _j____~~---·--
0 F F I C I A L U S E 0 N L Y 
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·-·--DEPARTMENT--OF HOMELAN"b SE-CURITY -------.---P=-=A-G=E=-· --2------------··- .. 

ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 011 

-·------··--------------------------
CASE PROGRAM CODES: 

(b)(7)(E) I 

0 F F I C I A L U S E 0 N L Y 
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DEI)ARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G AT I 0 N 
c 0 N T I N U AT I 0 N REPORT NUMBER: 011 

······-······-·······-·····----· ··-::-=:-=-:::--::---------···-·"•"''''' ______ _ 
DETAILS OF INVESTIGATION 

On April 5, 2006, Senior Special Agent (SS/A) I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
orno ra h for sale via cybertip (b)(7)(E) • The reported URL was 

which was known as 11 lct:lrt~;;zr~.'!:;;.~;it..U,;.t'eL 11 Th~ member only ~~~~~~~~~~~~~~~~~~~~~ II ' 

C3/CES initiated an investigation into the individual(s) responsible for 
operating the commercial child pornographic website known as "I\N"Z 1:j 
la~~~\'i~,~1;;;':;;L. 1. 11 Since initiation, information has been developed that the same 
criminal organization is operating the following commercial child pornography 
websites: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and 
child witnesses' rights,(b)(3): 18 U.S.C. § 3509 

(d) (Federal Victims' Protection and Rights Act) 

On October 23, 20 06, SS/A ll6/j~/.:-\6'1 received information from NCMEC regald i ng a 
commercial website offering child pornography for sale via cybertip (b>(7>(E) I. 
The title bar stated the followin : "Hot Girls Photos." On the same date, 

accessed the 
and 22 video 

(b )(6), (b )(7)(C), (b )(7)(E) 

C3/CES requests that the provided image files be run against the NCMEC Child 
Recognition Identification System (CRIS}. The password for the zip file is 
I (b)(7)(E) 1." Any ne~t! 
information developed related to the victims should be forwarded to SS/A ll6/j~/.:-\6'l: 

Senior Special Agent I (b)(B),(b)(7)(C) 

ICE/C3/CES 
11320 Random Hills Road, Suite ~ 
Fairfax, VA 22030 
( 7 0 3) 2 91 (b)(G);..\6)(/) I 

0 F F I C I A L 0 S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 4 

CASE NUMBER I (b)(7)(E) 

-·····-··-···-=---....,...,..-~:---------

REPORT NUMBER: 011 

r-1 '-----(b-)(-6)-.(b-)(7-)(_C) ____ l-w----------------------------···---··-···-··. 

Investigation continues. 

'·· 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b)(6),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS C~DE li£j 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I GAT I 0 N 

·········-·-·· 

I CASE NUMBER I (b)(7)(E) 

TITLE: COMMERICAL CP WEBSITE KNOWN AS L (O)(Cl) I~ U.::i. ~-w[OJUYII!r l 
,;;.,i.;.,~, Rnn ~ha:.. ,;,;tnooooo' ;;nh;o 

··········~···--
_ .......... ---···-··-- .--

I 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
051407 051706 ~ 013 

RELATED CASE NUMBERS: I (b)(7)(E) I 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: PROJECT FLICKER - SUBSCRIBER LEAD DISSEMINATION - DOMESTIC 

SYNOPSIS-: 
In April 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES) initiated an investigation into 
a criminal organization operating a commercial child pornography website 
known as 11L~!;:'!<~1Xe.~;::~;~u!.;::~-1... The investigation has revealed that the same 
organization is operating numerous commercial child pornography webs].tes. In 
addition, the organization utilizes various PayPal accounts to process the 
payments for access to the member restricted websites. The investigation is 
being worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the U.S. Postal 
Inspection Service, the U.S. Department of Justice (DOJ), Child Exploitation 
and Obscenity Section (CEOS), and the United States Attorney's Office (USAO) 
for the Northern ~trict of Alabama. ICE has designated this operation as 
PROJECT FLICKER (~} . 

This ROI will serve to disseminate subscriber leads to ICE SAC offices . 

·-······-- ... ~ 
DISTRIBUTION: SIGNATURE: 

I (b )(6), (b )(7)(C) I SENIOR SPEC AGENT 
---~-------~---------------~----

APPROVED: 
(b)(7)(E) I (b )(6), (b )(7)(C) I ICE SECTION CHIEF 

ORIGIN OFFICE: KS TEI,E P_H_O_N_E ;···-7 o=-=3~2=-9=-I"T'I(bi"!T)('I'I'\'~G.,.·\6rn-ll,.nrl-

HQ CHIEF, CYBER CRIM 
TYPI 

..... ~-·---···· .. , " ·-·-··'"' 

S-T-: --.~ .... t~""~~ .... g-\u..-,1---····---······-·--
0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 165 of 929 



0 F F I C I A L U S E 0 N L y 

r DEPAR'l'MENT OF HOMELAND SECURITY PAGE 
----···-· 

2 
'ICE 

CASE NUMBER I (b)(7)(E) 

I R E P 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 013 

CASE PROGRAM CODES: 

(b)(7)(E) 

•,) 

I 

! _______ .. __ , 
0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 3 

CASE NUMBER-._1 __ ...;(;..;b).:...(7:.:.)(E..:..) __ ..... f" 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION·:··-·-

REPORT NUMBER: 013 

In April 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3}, Child Exploitation Section (CES) initiated an investigation into 
a criminal organization or.erating a commercial child pornography website 
knmoJn as 'L~IZ'!<~g~%;g,~;.!:~!~aj,~~~~Q· 11 The investigation has revealed that the same 
organization is operat1ng numerous commercial child pornography websites. In 
addition, the organization utilizes various PayPal accounts to process the 
payments for access to the member restricted websites. The investigation is 
being worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the U.S; Postal 
Inspection Service, the U.S. Department of Justice (DOJ), Child Exploitation 
and Obscenity Section (CEOS}, and the United States Attorney's Office (USAO) 
for the Northern ~~[Hjrict of Alabama. ICE has designated this operation as 
PROJECT FLICKER ( ) . 

(b)(7)(E) 

(b)(7)(E) e 1nvest1.ga 10n as 
identified that a specific criminal organization is operating ave?. 18 
different commercial child pornography advertising websites which provide 
access to over 18 child pornography member restricted websites. This 
criminal organization has utilized a specific and identifiable payment 
website known as 11 iWest." The information developed during the course of the 
investigation has identified that the organization (1) uses various PayPal 
accounts to facilitate the customer payments, (2} uses specific subject 
identifiers within the PayPal accounts to identify purchases into the various 
member restricted websites, and (3) uses specific administrative e-mail 
accounts that are used to distribute access to the member restricted 
websites. The following member restricted websites and associated subject 
identifiers have been identified through undercover purchases: 

(b)(7)(E) 

(b)(7)(E) I 
(b)(7)(E) 1. The FCACP is a partnership sponsored by NCMEC that 

brings together financial industry members, NCMEC, and federal law 
enforcement agencies with the oal of eradicatin commercial child 
exploitation. (b)(7)(E) 

I (b)(7)(E) I. 

The investigation has identified a group of individuals within th~ U.S. that 
own and control numerous PayPal accounts. The PayPal accounts are being 
utilized to facilitate the customer payments for the above listed child 
pornography websites. As discussed above, the owners of the PayPal accounts 
use specific subject identifiers to indicate which tnember restricted website 
the customer has purchased access to. Project FLICKER has generated 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

. .-.·--·--··--- :-::--:==·--=-=--=-------
REPORT NUMBER: 013 

-·-·····--·---·--·::-:...,-:-::-;:;--;~;::--:::.=--:-:-:--=::::~:--:~----....-----.:;--...,.-----------·--------' 
approximately 5,000 domestic subscriber leads. 

On April 11, 2007, Project FLICKER was presented to the Attorney Generals 
Advisory Committee for Child Exploitation (AGAC) . The AGAC reviewed and 
approved the project. As such, the domestic subscriber leads are being 
disseminated to each of the ICE SAC offices for anv action deemed 
aooroor ia te . I rblr51 I 

(b)(5) 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

····-----cAsE NUMBER 1 (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS I ,,~~~~; ~~-~~~~ ,~,.::_u~~a~. '::~~~, I 

---·· ·······----····---····-· 
CASE STATUS: INTERIM RPT 

-
REPORT DATE 

I 
DATE ASSIGNED I"PROGI~I cO~E :c·i<EP~~~ NO. 

082907 051706 

·-· 
RELATED CASE NUMBERS: l<bl(7J(El I 
COLLATERAL REQ: ·) 

- - ;•··--···· ·····--···--.-····--···--~ 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: EXPLANATION OF THE SUBSCRIBER LEAD SPREADSHEET 

-----=----=--=----------------------------··--··----··---······-SYNOPSIS: 
On April 5, 2006, Senior Special Agent (SS/A) Immigration and 
Customs Enforcement (ICE), Cyber crimes Center (C3 , Ch1.ld Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
Eornog,ra:e,h,l: for sale via cybertip (b)(7)(E) • The re12orted URL was 
Lr(;~~~.-~~Jr!X)MnWh~m~;;;~;;> ~~~d~~~1w~ which was known as 11lcG~tt;;:~;;; ~h11~~!;\~~sl· .. The member 
Only WebSl. te WaS knOWn aS t/::?~!; ~~~!i,; e,j;;~:!~!';j:~~J. II 

This report provides a explanation of the subscriber lead spreadsheet . 

..,----~---=-=----:-......__-----···-.-·····--.-·----·-·--·--------------------

lr---~D~ISTRIBUTION: r-~S~I~G~N~A~T~U~R~E~:----------------~~~~~===-~~=-
(b)(7)(E> I I (b)(6),(b)(7)(C) SENIOR SPEC AGENT 

APPROVED: 
IL---------~(b~)(~B>~.(b~)(7~)(~C)-----------JI ICE SECTION CHIEF 

--.....,O'""'R.....,I,....,G~I..,..N-::---:0::--::F=-F::c:I~C::-::E=-:---:K~S=----..------,T:::-E=-L=-=EP_H_O_N_E_: -;:;·a::-:3:---::2=-91:-r.,..ta'ITT)(~mflr'l'l',61nt;'"1 ~-

HQ CHIEF, CYBER CRIM 
.. _TY~IST_: lt~§;W'I -----· .. ··-······---------li.....--O-F..,..---,F ___ I_C ___ I __ A--=-L--u--=s,.-::':E--=-0 N L Y ~......L..I.I.II.I.Ol..l... _____ _ 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

-·-CASENUMBER I (b)(7)(E) 

REPORT NUMBER~ 015 

------------------·-···-·-···--··-···-··-···-··-···-··---.---------

CASE PROGRAM CODES: 

I (b)(7)(E) I 

·> 
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DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMBER ~~----~(~b)(~7)~(E~)----~'" 

REPORT NUMBER: 015 

On April 5, 2006, Senior Special Agent (SS/ A) I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement {ICE), Cyber Crimeo Center (C3), Child Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
:orno~ra]h~ for sale via cybertip (b)(7)(E) • The re~orted URL was 
l:r~:;(;~~!~=~;!·j~ ;~:§11)st~u~ ;~~;,~·,~~~~;~1!J, Vi I, which was known as ttlcL~?~~TIT~·,;;rl~Z;T},!.t'el. .. Th~ metnber 
only website was known as "Lt;:!Z'j; ~':~!i.; ~6;;:;;~ti!~~J... ·' 

The purpose of this document is to provide a detailed explanation of the 
various columns in the Flicker subscriber lead spreadsheets. The' 

(b)(7)(E) 
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PAGE 6 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 015 

-----------------------·----.. - .. - .. ·--

(b)(7)(E) 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 015 

r------------------------....-------·1 

(b)(7)(E) 
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PAGE 8 r 
--C.,-ASE ··-NUMBER:--r-1---(b-)(-7)(-E)--......-1 • 

REPORT NUMBER: 015 l ! 

(b)(7)(E) 
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ICE 
CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G AT I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER·: 015 

(b)(7)(E) 

·> 

Investigation continues. 
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DEPARTMENT OF HOMELAND SECURITY 
........ 

ACCESS coi5"if~ TECS 
ICE 

PAGE 1 
R E p 0 R T 0 F I NV E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS I ,,~?~1; ~~-~~';;~1 

CASE STATUS: INTERIM RPT 
•) 

_- I D~TE o~i;~~NED PRi~~cQ:=r 
----

REPORT DATE REPORT NO. 
092507 ' 016 

RELATED CASE NUMBERS: I (b)(7)(E) I 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: CLARIFICATION TO ROI #15 AND THE AGAC SUMMARY DOCUMENT 

SYNOPSIS: 
On April 5, 2006, Senior Special Agent (SS/A) I (b)(B),(b)(7)(C) I, Immigration and 
Customs Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation 
section (CES), received information from the National Center for Missing and 
Exploited Children (NCJ1.1EC) regardin a commercial website offering child 
:orno~ra:t~ for sale via cybertip (b)(7)(E) • The re~orted URL was 
[0~!l!;. 1fr;rk ?Jngn,~;5t97;~~i:d~~~fv;cl, which was known as 11lc~!J~JT~.;;d~;;~..U!~~;el... The member 
Olll Y WebS1 te \'laS kllOWn aS 111)!:!~!; ~~~!i,; e,j;;~:!~!';j:~~J. II 

,, 

This report will clarify the explanation for one of the columns contained in 
the spreadsheet. 

I 

-r-----:--D ..... I-=s=T=R-=I-=B=UT.-I_O_N_: ·----··---r----S-I_G_N_A_T_U_R_E_:----------------------, 

I (b)(7)(E) I ~...-____ .....;.(b..:.:)(~6);.:..,(b.:.:.)(7..:.:)(~C)-----.....1' SENIOR SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) SENIOR SPEC AGENT 

ORIGIN OFFICE: KS };;TELEPHONE: 703 29ll
6

1l
6/e-\61ll)l 
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·-- TYP I S_1':....::--LI(b.l..lr)j.li.L~JC-.;,l,\0.,~-)l ______ _ 

·-··--·--.. ·-···-·----------'--0,....--,F~F---I----C---I=--A=--L-----U=-=--=s E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 178 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

., 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

====---=-=:::-=c==----::-:---::----·--... -
REPORT NUMBER: 016 

--------------------------------·--·--·--
CASE PROGRAM CODES: 

(b)(7)(E) 
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DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

--REPORTNUMBER-;·o16---·-·--·-· 

On April 5, 2006, Senior Special Agent (SS/A) I (b)(7)(E) l Immigration and 
Cuotoms Enforcement (ICE}, Cyber Crimes Center (C3), Ch~ld Exploitation 
Section (CES), received information from the National Center for Missing and 
Exploited Children (NCMEC) regardin a commercial website offering child 
:orno~raJh~ for sale via cybertip (b)(7)(E> • The re~orted URL was . 
l;r~~~(;~~!~:~;·j~ ;3~ tJ}1Jst~u~ ;~:;,~,~~~~:~~~,Vi I~ which was known as 11lch~?J~Jm~·,;;d~;iTnu,;}:e I. 11 Tht? member 
only website was known as "lv;~~g];~~~(;fd~i;;~;;:!.;;~~s~ 11 . 

(b)(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS ~HE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCutJ!ENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 180 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

Investigation continues. 

PAGE 4 

-CASEf.mMBER I (b)(7)(E> 

REPORT NUMBER: 016 
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DEPARTMENT OF HOMELAND SECURITY 
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TECS AC 

ICE 
-CESS ··cootq~r·---------------· 

PAGE 1 
R E p 0 R T 0 F I NV E s T I G AT I 0 N 

CASE MBER I (b)(7)(E) NU 

TITLE: COMMERICAL CP WEBSITE KNOWN AS llO/l-'/;lou::._'--,9 __ -'"U"lal,'--nlla I 

--·····-·--······ 
CASE STATUS: INTERIM RPT 

·-----------------,-------------------· 
REPORT DATE DATE ASSIGNED PROGRAM CODE 

112007 051706 ~ 
------ -------- ----------I 

REPORT NO. 

_ --'---o-1_7 __ _ 
RELATED CASE NUMBERS: I (b)(7)(E) I 

COLLATERAL REQ:CAFE 

-· 
TYPE OF REPORT: 

INVESTIGATIVE FINDINGS 
I COLLATERAL REQUEST I IN 

TOPIC: INFORMATION DISSEMINATION TO BELARUS 

SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3}, Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service {USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

This report will document a meeting that occurred in Kyiv, Ukraine on October 
22, 2007 and provide diosemination of certain information to Belarus. 

····-----------···-·-·----·-·-
DISTRIBUTION: SIGNATURE: ···---.. ···-----

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SENIOR SPEC AGENT 
.·. 

----------~-------------------------------------------
APPROVED: 

---····--· 

I (b )(6), (b )(7)(C) I ICE SECTION CHIEF 

ORIGIN OFFICE: KS TELEPHONE: 7 o 32 91 tb)(~h\6101 I 
HQ CHIEF I CYBER CRIM 

-------TYPIST: lloJ~oJ,_lOII 
····--···-···--~··-

hlir-1 -----------------
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CASE NUMBER I (b)(7)(E) 

~~· R E P 0 R T 0 F I N V E S T I G A T I 0 N 

I c 0 N T I N u A ~----~---~---~ REPORT NUMBER: 017 

DETAILS OF INVESTIGATION -------------------------

In April 2006 1 Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES 1 ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS) 1 

the Federal Bureau of Investigation (FBI) 1 the United States Attorney•o 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ} Child Exploitation and Obscenity Section (CEOS). ' 

Project Flicker has identified 
excess of 150 different member 
criminal organization employed 
subscription payments. I 

a criminal organization that is operating in 
restricted child exploitation webs~tes. The 
various PavPal accounts to process the monthly 

(b)(7)(E) l 

(b)(7)(E) 

In August 2007, Special Agent of the FBI Innocent Images Unit 
was contacted by Warrant Officer (b)(B),(b)(7)(C) of the Ministry of 
Internal Affairs of Ukraine. wo (b)(B),(b)(7)(C) had been contacted by Senior 
Detective I (b)(B),(b)(7)(C) I of the Ministry of Internal Affairs of Belarus. SD 
ll61l%\61011 explained. that his office initiated an investigation into a criminal 
organization operating multi le commercial child exploitation web$ites. The 
discussion between the SA (b)(B),(b)(7)(C) and SO I lb!j~/.:-\61 I indicated that the Belarusian 
investigation was targeting the same organization identified in Project 
Flicker. SA I l6)j~/.:-\ol I requested specific assistance from the FBI and ICE. SA 
(b)(B),(b)(7)(C) arranged a meeting in Kyiv, Ukraine for October 2007 to discuss the 
two 1nvestigations and see how all parties could benefit from information 
sharing. 

on October 22, 2007, a meeting wao held at the U.S. Embassy in Kyiv/ Ukraine. 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 017 

The topic of the meeting was the u.s. investlgat:Lon. t:Ltled-Pro]'ectFlicker-·-
and the Belarusian investigation titled Operation Tornado. The following 
indi victuals were present at the meeting: ·• 

MIA/Belarus 
the MIA/Belarus 

(b )(6), (b )(7)(C) 

SD ltBJtll)c\~)(1)1 provided that his office has identified at least seven individuals 
that w1ll be arrested. These individuals have senior roles in the criminal 
organization being targeted by Project Flicker /Operation Tornado. SD jl6H~b\6)(1ll 
provided the following names: 

(b )(6), (b )(7)(C) 

SA ll61l%\61011 requested information from the FBI and ICE regarding the U.S. PayPal 
accounts that facilitated the majority of the monthly subscription payments 
for the child ex loitation member restricted websites. In addition SA 

(b)(7)(E) 

The overall goal of both investigations is to dismantle the criminal 
organization responsible for the commercial child exploitation websites. All 
parties agreed to continue their cooperative efforts and share information 
developed during the investigation. 

SSA I (b)(6),(b)(7)(C) I, Attache Frankfurt, was fully briefed on the results of the 
meeting. In addition, SSA I l61l%\61ll) I agreed to facilitate any future exchanges 
of information between the U.S. and Belarus/Ukraine. 

As a result of the meeting, the FBI and ICE prepared the information 
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ICE 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 017 

requested by SD I l6/j~/e-\61 1. The informa.tion from both agencies will be sent to 
SSA lt;?.:-\o/(1/ I for further dissemination to SD ll61l6/r\610 11. It is requested that SSA 
I l61l~f\61ll. prepare a formal transmittal and forward the information to SD ll6/j~/.:-\ol I· 
ICE/CE/CES will forward the following information to SSA lt61l~f\61llll: 

(b )(6), (b )(7)(C), (b )(7)(E) 
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(b )(6), (b )(7)(C), (b )(7)(E) 

Investigation continues. 
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ICE ----------------····---------PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER L.l __ ...;.(b..;.;)(...;.7>(;....E> __ ..... I 

TITLE : COMMERI CAL CP WEBSITE -i<NOWJ:f_A_S-r-tlvi~~-~~;.;> :~'"'nns,.,rl u~~-~; ..... ·
1
'-rl·""",,. §;; ...... , 3n5" 0

0
"""""'
0

9"(d
0
>.:.., ~-:~h"""'h11,d.-0, ,r----- .__ _________ _ 

CASE STATUS: INTERIM RPT 

REi~~~0~ATE __ -I DATE~~~NED-~PROO~CoDE-- [ -REP~~No:- --~ 

REIJATED CASE NUMBERS : I (b)(7)(E) I 

COLLATERAL REQ: 
-·····--·-....,.---:: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: DISSEMINATION OF FLICKER LEADS TO L~--~(~b)~(6)~,(b~)(~7)~(c~>--~ 

SYNOPSIS: 
In April 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3}, Child Exploitation Section (CES} initiated an investigation into 
a criminal organization operating a commercial child pornography website known 
as 111 . .;\::!;:>!<~~!i.; ~6;;~;;~!.;;:~J. 11 The investigation has revealed that the same 
organization is operating numerous commercial child pornography Websites. In 
addition, the organization utilizes various PayPal accounts to process the 
payments for access to the member restricted websites. The investigation is 
being worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the U.S. Postal 
Inspection Service, the Federal Bureau of Investigation {FBI), the U.S. 
Department of Justice (DOJ), Child Exploitation and Obscenity Section (CEOS), 
and the United States Attorney's Office {USAO) for the Northern~rict of 
Alabama. ICE has designated this operation as PROJECT FLICKER ~ . 

This ROI will serve to disseminate subscriber leads to Ll __ (~b)~(B;,:;,:>·(:,;,:b>,:,;,.(7.:.:,;>(c;;,.:.>_....JI· 

DIS'l'RIBUTION: SIGNATURE: 
(b)(7)(E) I L-------~(b)~(6~),(~b)~(7~)(C~>-----~~ SENIOR SPEC AGENT 
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CASE PROGRAM CODES: 
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cAsE NUMBE-R ... 1 __ ...;(;..;b).;...(7:.;.)(E..:..) __ ..... r 
REPORT NUMBER: 018 

------········----·····-----------------
DETAILS OF INVESTIGATION: 

In April 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section {CES) initiated an investigation into 
a criminal organization operating a commercial child pornography website known 
as n!,.;\::!Z'j; ~':~!i.; ~6;;:;;~!-;I!~~J." The investigation has revealed that the same 
organization is operating numerous commercial child pornography websites. In 
addition, the organization utilizes various PayPal accounts to process the 
payments for access to the member restricted websites. The investigation is 
being worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the U.S. Postal 
Inspection Service, the Federal Bureau of Investigation (FBI), the U.S. 
Department of Justice (DOJ), Child Exploitation and Obscenity Section (CEOS), 
and the United States Attorney•s Office (USAO) for the Northern District of 
Alabama. ICE has designated this operation as PROJECT FLICKER(~). 

(b)(7)(E) 

The investigation has identified a group of individuals within the u.s. that 
own and control numerous PayPal accounts. The PayPal accounts are being 
utilized to facilitate the customer payments for the child exploitation 
websites. As discussed above, the owners of the PayPal accounts use specific 
subject identifiers and Item ID numbers to indicate which member restricted 
\'lebsite the customer has purchased access to. 
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~~~~~~~~~~~~~~~~~---------The following information will be sent electronically under separ?te cover: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(5),(b)(7)(E) 
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SECURITY TECS ACCESS CODE~ 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

-CASE NUMBER-I (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 1_. l~ll-'J: 10 u.::. .. 9 __ -'"U"lal c.nua rl 
virtimo' Anrl rnilrl witnPOOPO' rinnto (I 

-···---···-·-----------~·--·--···---·····--------··· 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE -I':EP~~~ No:---··-
121807 051706 ~ 

RELATED CASE NUMBERS: I (b)(7)(E) I 
: 
; 

COLLATERAL REQ: 
--··--·--.. ···--·····-··--·-···--·····-···-·-·····---····--.. ·-·-···--··-··--~·--·-·····-·····----·-···----···-·-·····-·······- ·····-

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: INFORMATION RECEIVED FROM BELARUS 

SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
{C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The inveotigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC} Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney•s 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

This report will document investigative information provided by the Ministry 
of Interior Affairs of Belarus and the Federal Bureau of Investigation. 
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(b)(6),(b)(7)(C) I (b)(6),(b)(7)(C) SENIOR SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) ICE SECTION CHIEF 
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ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

------,------··· ···-·-··-·--·-----
REPORT NUMBER: 019 

CASE PROGRAM CODES: 

(b)(7)(E) I 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 019 

DETAILS OF INVESTIGATION 

In April 2006, Immigration and Customs Enforcement (ICE), Cyber C+imes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial·child 
exploitation websites. The investigation has been titled Project:Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the u.s. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attoi:-ney • s 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

Project Flicker has identified 
excess of 150 different member 
criminal organization employed 
subscription payments. I 

a criminal organization that is operating in 
restricted child exploitation websites. The 
various l?avPal accounts to orocess the monthly 

(b)(7)(E) l 

(b )(6), (b )(7)(C), (b )(7)(E) 

In August 2007, Special Agent of the FBI Innocent Images Unit 
was contacted by Warrant Officer (b)(B),(b)(7)(C) of the Ministry of 
Internal Affairs of Ukraine. WO (b)(B),(b)(7)(C) had been contacted by Senior 
Detective I (b)(B),(b)(7)(C) I of the Ministry of Internal Affairs of Belarus. SD 
ltolt~f\61011explained that his office initiated an investigation into a criminal 
organization operating multi le commercial child exploitation websites. The 
discussion between the SA (b)(B),(b)(7)(C) and SD ll61l%\61(111 indicated that the Belarusian 
investigation was targeting the same organization identified in Project 
Flicker. SA ll61l%\61011 requested specific assistance from the FBI and ICE. On 
October 22, 2007, a meeting was held at the U.S. Embassy in Kyiv, Ukraine. 
The topic of the meeting was the u.s. investigation titled Project Flicker 
and the Belarus ian investigation titled Operation Tornado. SD ltolt;f\61011 provided 
the following relevant information on the targets of the Belarus1an 
investigation: 
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Individuals responsible for the financial control: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 197 of 929 

I 
·-



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY PAGE 7 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

c 0 N T I N u A T I 0 N ··-·-REPoRT"- NUMBER·:--o1_9_ ..... - .... ·-

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C).(b)(7)(E) 
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ICE 
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-···· CASEr:itJMBER ._1 __ ....;(...;.b).;..;(7):.;..(E.;...) __ ..... 1 

REPORT NUMBER: 019 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

The U.S. investigation will continue reviewing evidence and attempt to 
develop any additional leads. Enforcement action is pending in Belarus and 
the Ukraine, where it is anticipated that the individuals identified in the 
financial role of the organization will be arrested. Both the Belarusian and 
Ukrainian law enforcement officials are working to further identify the 
individuals identified as I (b)(B),(b)(7)(C) 1. 

Investigation continues. 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE~ 
ICE 
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PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

··-··· ························--········=:-=::::-=------===--=:-~~=---------------------------CASE STATUS: INTERIM RPT 
·:· 

----R=:--:-:=:=:-:-~-~--:-:~S~E~-N-UM,...I ~=s-~E~:--:--T-, E·---~------~--; .... ·~--~~~~N~E~:~)(_7-)(~E)~~~~~~~~Rc-:::c-::}=-__ =fAM~~g~{l~l ~c~o~D~E~~~~--.-~~~~~R~E--P--~--~--~=-.-:N:-::-0~--·-_-_-_-
....._ ______ _. 

COLLATERAL REQ: 

---=-=--==-==---------"'-~--·-·---------------------------------------TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

I TOPIC: 

1----==~=-----------SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of InveDtigation (FBI), the United States Attorney's Office 
for the Northern District of Alabama, and the Department of Just~ce (DOJ) 
Child Exploitation and Obscenity Section (CEOS) . 

This report will document and undercover purchase through a merchant known to 
process payments for various commercial child exploitation websites. 

DISTRIBUTION: 
.... 1 -(b)-(7-)(E,_)..,I 

SIGNATURE: 
~----------(~b)~(B~),(~b)~(7~)(C~)----------~~ SENIOR SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: KS 
HQ CHIEF, CYBER CRIM 

ICE SECTION CHIEF 

TELEPHONE : 7 0 3 2 91 (b)(G/c\o)(l) I 

TYPIST: 
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DETAILS OF .INVESTIGATION 

REPORT NUMBER: 020 

In April 2006, Immigration and Customs Enforcement (ICE}, Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney•s Office 
for the Northern District of Alabama, and the Department of Justice (DOJ) 
Child Exploitation and Obscenity Section {CEOS}. 

Project Flicker has identified a criminal organization that is operating in 
excess of 150 different member restricted child exploitation websites. The 
criminal organization employed various PayPal accounts to process the monthly 
subscription payments . 1 (b)(7)(E) 

(b)(7)(E) 
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CASE NUMBER L-1 __ ....;.(...;.b>(;..;7>.;..(E.;...> __ _.r 
TITLE: COMMERICAL CP WEBSITE KNOWN AS I .1u'1"'; •u v .... ~""u"1u1, ~""u I 

----- CASE-STAT.us-;-----INTERIM RPT 

REPORT DATE 
010408 

DATE ASSIGNED 
051706 

RELATED CASE NUMBERS: I (b)(7)(E) 
:"r 

--------~--~-~---------------------------------------------------------------------COLLATERAL REQ: 

TYPE OF REPORT: 
INVES'l'IGATIVE FINDINGS 

SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), cyber Crimes Center 
(C3}, Child Exploitation Section (CES}, initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's Office 
for the Northern District of Alabama, and the Department of Justice (DOJ) 
Child Exploitation and Obscenity Section (CEOS) . 

(b)(7)(E) 

______ ._,..__ .. _, __ ·-·--·-·--·--·----
DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I I (b )(6), (b )(7)(C) I SENIOR 
----------------~ 

-::-==------SPEC AGEN'l' 
---------------------------------------

APPROVED: -----·--· I (b )(6), (b )(7)(C) I 01 PRO 

ORIGIN OFFICE: KS TELEPHONE: I 0 3 2 54 (b)(~h\6'0 ' I. .-
HQ CHIEF, CYBER CRIM 

TYPIST: l~rJ)i~)r 
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-·CASE NUMBER"! (b)(7)(E> r 
REPORT NUMBER: 021 

---·······-· .. -·-·······-----------------------------~-------

DETAILS OF INVESTIGATION 

In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section {CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge {RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI}, the United States Attorney•s Office 
for the Northern District of Alabama, and the Department of Justice (DOJ) 
Child Exploitation and Obscenity Section (CEOS) . 

Project Flicker has identified a criminal organization that is operating in 
excess of 150 different member restricted child exploitation websites. The 
criminal organization employed various PayPal accounts to process the monthly 
subscription payments. ~~~~~~~~~~~~~~~(b)~(7~)(E~>~~~~~~~~~~--~~I 

(b)(7)(E) 

On or about December 17, 2007, an ICE agent received a spam e-mail from 
I (b)(B),(b)(7)(C) 1. The following text was excerpted from the e-mail: 

Hello member! 
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PAGE 4 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 021 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

AMUSING KIDS: 

the advertioing website 
The following text was 

WELCOMETO ld~f,~3~~i~~~~~~;;d9ct~~~!,~~ I ·~ 
YOU HAVE PROBABLY SEEN A LOT OF LOLITA SITES CLAIMING TO BE THE BEST AND MOST 
COMPLETE. 
HOlllEVER, THEY ALL HAVE ALMOST THE SAME SERIES OF PICS. 
IF YOU ARE LOOKING FOR SOMETHING REALLY NEW AMUSING KIDS IS THE BEST PLACE TO 
CHECK OUT 

GET INSTANT ACCESS 

After the registration you•ll get totally over 5,500 exclusive hand-selected 
photos of a very high quality never published before and 2.5GB of exclusive 
Lolita videos. You won•t see these pictures and videos anywhere else unless 
they were stolen from our site! In the unlikely case that you are not 
completely satisfied with the content or service we provide, just drop us a 
line and WE WILL GIVE YOU A FULL REFUND RIGHT AWAY! We•re not her.e for the 
quick buck. our hard-earned reputation means more to us. 
We are offering: 
1. More than 5 1 500 of absolutely NEW Exclusive never-seen-before Lolita 
pictures. 
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2. 2.5GB of exclusive Lolita videos. 

PAGE 5 

CASE NUMBER I (b)(7)(E) 

-·-REPORT NUMBER: ·on-·---··-··-

3. Only high quality and hi-resolution pictures carefully selected specially 
for your pleasure. 
4. 100% confidentiality of your personal data. 
5. 24 hour support of the site. 
Over 5, 000 members have chosen to join and stay with @!.~3~::::::'/:_'":.}S3~;.\~!!. We can 
boast the industry•s lowest unsubscribe rate which is hanging at 9bout 1 per 
cent. Each day, we receive dozens of emails from our grateful members 
thanking for the experience they have with this site. 

Pay by Credit Card 
Main Payment System: 
Join Now 

On the same date, the ICE clicked the Join Now hyperlink, which redirected to 
URL 

(b)(7)(E) 

The web page at the listed URL was entitled D.A. Technologies: :Purchase page. 
The web page wa8 a payment form to be completed by the customer, which 
included email; name; country; address; phone; and credit card information. 
The web page also displayed the following e-mail address for support: 
support®flashbill.com. The ICE agent completed the required information and 
clicked the Secure Purchase button which redirected to 

(b)(7)(E) The web 
page displayed a message indicating that transaction was being processed. 
After a few seconds, the ICE a ent v~as redirected to 

(b)(7)(E) 

The web page indicated the tranoaction was successful. The follow~ng 
information was extracted from the webpage: 

? 

YOUR CARD HAS BEEN SUCCESSFULLY AUTHORIZED 

(b )(6), (b )(7)(C) 

ATTENTION! ! ! 
To protect your privacy and avoid you from being associated with the purchased 
site, Your card will be billed for some computer software. 
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Soon You '11 receive a formal .. email receipt from -the software company with the 
details of this payment. 
Don•t ask them about the membership! They think you•ve really bought their 
software! 

If you are contacted by the billing support or by the staff of that software 
company, you must confirm that you purchased their software product and are 
satisfied with it. 

Your Membership Information: 

or send an email to: ·> 

On the same date, the ICE agent received an e-mail message from 
3509 d Child victims' and child • The subject of the e-mail was Login/Password for Site 

The following text was excerpted from the e-mail message: 

We've successfully received your order. 
The order information and membership credentials are as follows: 

Amount: 79~·~9~9~----------~ 
Order ID: I (b)(B),(b)(7)(C),(b)(7)(E) 

Paysite ID: 1532 
Membership Plan: 30 days membership 

Your Username: 
Your Password: 

(b )(6), (b )(7)(C), (b )(7)(E) 

Members Area URL: [has been shown on the payment page] 

NOTE: your membership will be activated within a hour. If your password is 
not yet working, please try it again next hour. 

***IMPORTANT! READ THIS CAREFULLY:*** 
To protect your privacy, your card will be formally billed as a payment for a 
product or service at some lawful online store. 
The administration of that store doesn•t know anything about memberships we 
sold. They really sure that you purchased their product. 
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You may receive from D.A. Pay a transaction receipt with the details of your 
payment. A payment purpose and how will it appear on your billing statement 
will also be provided in that email. 

Don't be confused by that receipt! 
Remember, formally You've just ordered product described in the receipt! 

If you are contacted by a billing company or by the. mentioned above online 
store, please confirm that you bought their product. 

To review your Order details, Members Area and Password or to Cancel 
Subscription plea"'e refer to this web ... ite. I ~%(3!<:?.~cgs;~;(;~;~urvlcgms ana I W ~ ~ C u. rte e· p h\f \· I 5 § J5P9C 

***WARNING! DO NOT SEND QUESTIONS ABOUT THIS ORDER TO ANY OTHER EMAILS!*** 

Have a nice time! 

On or about the same date, the ICE alent accessed the member restricted 
website known as ld~?,~s~;;~~~~~~;d§ rt~~~~~! I at URL (6)(3): I B o.s.c. § 35D,~\a/F~~~~~;'e:;;~:.n~r~~~~~i';;n,e:;;a~ien:J~Jt3J: I B o.s.c. § 3509 I. 

The main web ¥a!e contained a gallery of approximately 37 images of 
l~j%J~;/,~~'~'~·;·,~c3g0~~,~=;~, ~: ;~~g;:~~.·:~:::j:!l. The images were Dcreen shots from the video files 
available for download. ApRroximatel~ 30 of the video files were downloaded. 
The video files display the 1 tUJt3J. 18 u.s. c.§ aostu/~~:~~~~;~~::::': .. ::::;::~;~s:fa~~gn~;p>t3J. 18 u.s. c. 9 3sosta> I 

I (b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights !. 

~~~~~~~~~~2~0~0~7~,~t~he ICE agent received an e-mail message from 
The subject of the message was Billing Statement 

(b)(B),(b)(7)(C),(b)(7)(E) {$79. 99) . It should be noted that the number I (b)(7)(E) 

waD the Order ID for the described transaction. The following text was 
excerpted from the e-mail message: 

Dear Madam or Sir, 

This statement reflects details of the order ffl (b)(B),(b)(7)(C),(b)(7)(E) I placed by you on 
2007-12-21 

Order Date: 2007-12-21 
Charge Date: 2007-12-22 
Charge Type: ONE-TIME (no rebills) 
Card Number: I (b)(B),(b)(7)(C),(b)(7)(E) I 
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-------,---,---,,.---········-·--··---
REPOR'l' NUMBER: 021 

························--····-····-······------,...,.-----,-,:------::---------,--------:,....-,,------,-----,------:---:----------
Formally Payment For: NetvJork AcceE:w {noted in ..J::Our bank records) 
Actually Payment For: 30 days membership at 1 1~~~\;t;;',S,;;:i';i!s• I 
Amount: USD 79.99 
Order ID : r=l ;......(b:..;)(:;..s).:...(b.;;.)(.;;.7)-(c-).(-b)-(7-)(E_>__, 

Sub::;cription ID: 

Access to purchased products and services along with order details are 
available from the following website: tG~~tV,;.~~:-;;~~;i£h:s3t:,~W,.\~11,6,~6g'~ .,~&%J 

***IMPORTANT NOTE:*** 
WE DO NOT ACCEPT CHARGEBACKS! 
Your IP address along with you computer's ID as an evidence are applied to the 
order record. All orders charged back due to fraudulent activities will be 
diligently pursued through your local jurisdiction and federal authorities for 
prooecution to the fullest extent of the law. Non-recongnizing a''charge in 
your statement is not the exception! 

If you have questions about this order, please sent it only to the following 
email: 

WARNING! FOR SECURITY REASON, DO NOT REPLY OR WRITE ABOUT THIS ORDER TO ANY 
OTHER EMAILSl 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 
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E-mail correspondence providing the user name and password information, as 
well as the transaction receipt were received from the same e-mail addresses 
identified above: 1 tUJtSJ. 10 u.s. c.§ ssosta) cnua v1emns sr: .. ;:::;:;:~;~s:fa~~gn~;p)(s). 10 u.s. c.§ ssostu: treaeral o1emns 1. The 
e-mail providing the user name and password contained ident1.cal l~nguage as 
noted above; as did the transaction receipt e-mail. Each of the three 
transactions was identical in process and form. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

ANALYSIS 

As noted above each of the transactions following identical patterns including 
identical e-mail addresses and content. Each transaction wa$ conducted 
throu~h an advertising website located within the following domain: 

l,~~1@,~6,;g;:;: ~rJrlo~£i1 1. Using a publicly available database on the Internet the 
follow1.ng 1.nformation was obtained: 

Registrant L--r=(b=)(B=),=(b=)(=7)=(c=)===L~~~~~----------~ 
Registrant I, Smithville, OH 44677 
Registrant 
Registrant Email: 
I p Address : r=.:.(b-=:)(:"'6)~,(b~)(':"7)~(C-) __ ,:.:.:.:,:;,:,:.;.:,:.:.:.,. ____ ___J 

OrgName: AltaVista Company 
Address: 701 First Ave, Sunnyvale CA 94089 
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It should be noted that the above listed individual probably had his identity 
stolen and probably has nothing to do with the actual registration of the 
domain name riwumaer.us. 

Each transaction accessed a payment website at the following domain: 
secure.billing-company.net. Using a publicly available database on the 
Internet the following information was obtained: 

istrant: 
(b )(6), (b )(7)(C) 

(b)(B),(b)(7)(C) ao 1 . com 
IP Address: I (b)(B),(b)(7)(C> 

Netname: ELTEL 
Oeser: SPB Network 

•; 

It should be noted that the listed registrant probably had his identity stolen 
and has nothin~ to do with the actual registration of the domain name 

I~J;\~>.;;~n~s;r;' ~nt;m~13;3~W 1:1c\a3; 1. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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R-e-g-;i-s:-:-t_r_a_n-:t---:P~h~o-n-e~N:-u-m7b_e_r_:_+-:3::-:1:---:. 7=:7:;::;':=-3:::~'711""1'\II"'ICA~~;""':-.\6~1 ... ,--------------·-----·----

Registrant Email: (b)(6),(b)(7)(C) 

IP Address: (b)(6),(b)(7)(C) 

Netname: MCHOST 
Oeser: I (b)(6),(b)(7)(C) I 
Address: Closed Stock Company "Information Center" 
Address: I (b)(6),(b)(7)(C) !, 101934 Moscow Russia 
Phone: +7. 095.771 lL)J~/:-.\61 I 

·) 

As noted above, each of the e-mails contained identical language and provided 
an administrative contact point of !J~;I~:~:;::e~~;f':'.;~l;;~!\tj,c;~'t,•~c%"i.:';~9! and 
support®bill-support.com. Using a publicly available database the following 
information was obtained about domain name bill-support.com: 

Registrant: 
IP Address: (b )(6), (b )(7)(C) 

OrgName: McCole Corporat~on 
Address: 64 East Main Street, Box 275, Newark DE 19715 

As noted above, each of the member restricted websites was hosted at a 
sub-directory within domain name happy-members.com. Using a publicly 
available database the following information was obtained about domain name 
happy-members.com: 

IP Address: I (b)(6),(b)(7)(C) 

Netname: NetDirect-Net 
(b )(6), (b )(7)(C) Oeser: I I 

Person: . 
Address~:~K~l~e-y_e_r~S~t~r-a_s_s_e~79/Tor 14, 60326 Frankfurt DE 
Phone: +4 9 . 6 9 • 90s! 16/j~/:-.\61 I 

(b )(6), (b )(7)(C), (b )(7)(E) 

IP Address: I (b)(6),(b)(7)(C) ~ 
Canonical name: I!~I,SS!;~!!!SJ,;:a~~;;•;a,t'ic~••£%~g! 
Registrant: I t61l%\61ll) I 
OrgName: Softlayer Technologies, Inc. 
Address: 1950 N. Stemmons Freeway, Dallas TX 75207 

IP Addreso: (b )(6), (b )(7)(C) 
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Canonical~~~~~~~~~~~~~~ 
Registra 
Address: , Humble TX 77338 
Phone: 71348 
Email: ~~~-(b~)(~s)~.(b-)(L7)-(C-)----~ 
OrgName: HostDime.com, Inc. 
Address: 189 South Orange Avenue, Suite 1500S, Orlando, FL 32801 

IP Address:J 
Canonical n . (b)(B),(b)(l)(C) 

OrgName: Softlayer Technologies, Inc. 
Address: 1950 N. Stemmons Freeway, Dallas TX 75207 

(b )(6), (b )(7)(C), (b )(7)(E) 

Registrant Smart VPN Services LTD 
IP Address: (b)(B),(b)(7)(C) 

OrgName: Layere Tee nologies, Inc. 
Address: 5085 W. Park Blvd, Suite 700, Plano TX 75093 

The following information was obtained from the website vpnserv-cs.com: 

International Administrative Office 
Smart VPN Services LTD 
5 Percy st Office 4 
London, WlT lDG UK 
+44.20.3002.4672 
www.smart-vpn-service.com 

Using a publicly available database the following information was obtained: 

Registrant Smart VPN Services LTD 
IP Address: I (b)(B),(b)(7)(C) I 
OrgName: Layered Technologies, Inc. 
Address: 5085 W. Park Blvd, Suite 700, Plano TX 75093 

•) 

A review of the website at URL http://smart-vpn-service.com indicated that 
Smart VPN Services appears to sell Virtual Private Networks (VPN) . They offer 
packages from $14.99 to $99.99 per month. A VPN allows a user to protect 
their true identity when surfing the internet by connecting to a server leased 
to Smart VPN Services before connecting to any websites on the Internet. 
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Inve-stigation continues. 

PAGE 13 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE l.iJ 
ICE -PAGE 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS I ,,~/~>;~~-~.:~~1 
--·cA§E--s·rATUS: ___ INTERI~·fRPT---------------------------------------------

REPORT DATE DATE ASSIGNED PROGRAM CODE 

I 
REPORT NO. 

011408 051706 ~ 
,, 

022 

RELATED CASE NUMBERS: I (b)(7)(E) I 
-COLLATERAL REQ: 

----TYPE--OF -Rin:i·ORT: ·--·---~-··-·-----·-·---· 

INVESTIGATIVE FINDINGS 

TOPIC: REQUEST FOR NCMEC/ CRIS ANALYSIS ON MEMBER WEBSITE L~~1@,,~6,zt;;~; ~r"_.o~;i, I -------! _________________ ! 
-·-·--SYNOPsis:·--·-·-· ---··-··-~-----·----

In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation weboites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the u.s. Postal Inspection Service {USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney•s Office 
for the Northern District of Alabama, and the Department of Justice (DOJ) 
Child Exploitation and Obscenity Section (CEOS) . 

This report serves as a request to the National Center for Missing and 
Exploited Children (NCMEC} to have images captured from a commercial child 
pornography website reviewed against the Child Recognition Identification 
System {CRIS). 

DISTRIBUTION: . 
lrl-(b->(""'"7>(....;;E>;;..;I 

SIGNATURE: -~-------T 

L---------~(b~)(~B),~(b~)(7~)(~C)----------~~ SENIOR SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) OI PROGRAM MANAGER 

HQ CHIEF, CYBER CRIM 
ORIGIN oFFICE:-·Ks __ l ____ TELEPHONE: 703 291 tBJt~f\6JliJI 

---------- TYPIST: lt~§~f\611 -----
------------------~~O~F~F~r-=c I A L U S E 0 N L Y 
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(b)(7)(E) 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 022 
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PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 022 

----·······-·······--···················································--···--·························································································-·····------·--········--···········-·-·--·----------------
DETAILS OF INVESTIGATION 

In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3}, Child Exploitation Section {CES), initiated an investigation into an 
international criminal organization operating numerous commercial;child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the u.s. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's Office 
for the Northern District of Alabama, and the Department of Justice (DOJ) 
Child Exploitation and Obscenity Section (CEOS). 

On December 14, 2006, SS/A ll6/j~/.:-\61l received information from NCMEC regarding a 
commercial website offering child pornoqraphy for sale via cybertip 1 (b)(7)(E) 1. 
The title bar stated the followina: I .J~~SC!J. ~~ u::.o..; !'l. I. On the same date SS/A llo)~~/,:..\011 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

C3/CES requests that the provided image files be run against the NCMEC Child 
Recognition Identification System (CRIS} . Any new information developed 
related to the victims should be forwarded to SS/A ll6/W.:-\oll: 

Senior Special Agent I (b)(B),(b)(7)(C) 

ICE/C3/CES 
11320 Random Hills Road, suite~ 
Fairfax, VA 22030 
( 7 0 3 ) 2 91 (b)(b/;..\6)(/' I 

1 (b)(6).(b)(7)(C) 

Investigation continues. 
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CODE:--)~ DEPARTMENT OF HOMELAND SECURITY TECS ACCESS 
ICE 

PAGE 1 
R E p 0 R T OF I N v E s T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
----··--·---·----·-----·· 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 1 .\UI\"1; 1 o u. ·.'-· 9. ""U"\al, c.rma I 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE 

I 
REPORT NO. 

040208 051706 ~ 023 

RELATED CASE NUMBERS: I (b)(7)(E) I 
-----·-··---··-·-···-·····-··--·-······-···-···-·····-···-·-····-·-··---·--·-·---····--·-·---·-·-·· 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

SYNOPSIS: 
In April 2006 1 Immigration and Customs Enforcement (ICE) 1 Cyber Crimes Center 
(C3) 1 Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC} Birmingham, the u.s. Postal Inspection Service (USPIS) 1 

the Federal Bureau of Investigation (FBI), the United States Attorney's Office 
for the Northern District of Alabama 1 and the Department of Justice (DOJ) 
Child Exploitation and Obscenity Section (CEOS} . 

(b)(7)(E) 

···············-···--·-----------,.,------.-------:::-=""---=--=------·-
DISTRIBUTION: SIGNA~T~UR~E~:--------------~~~~~ 

r-1 -(b)-(7)-(E...,) I (b)(6),(b)(7)(C) I SENIOR SPEC AGENT 
----------------------------~-------------------------

APPRO~V~ED~:-------------------=~~~ 
OI PROGRAM MANAGER (b )(6), (b )(7)(C) 

ORIGIN OFFICE: KS 
HQ CHIEF, CYBER CRIM 
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CASE NUMBER I (b)(7)(E) 
N V E S T I G A T I 0 N ~--~~~----~ 
N U A T I 0 N R~E~P-O=R=T~NU=M-B~E=R~: _0_2_3 ________ _ 

-·---------·---·----------···--·-···-·-···---···-···--·--··-····--··--' 

DETAILS OF INVESTIGATION 

In April 2006, Immigration and Customs Enforcement (ICE}, Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC} Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attor,ney 1 s Office 
for the Northern District of Alabama, and the Department of Justice {DOJ) 
Child Exploitation and Obscenity Section (CEOS) . 

Project Flicker has identified a criminal organization that is operating in 
excess of 150 different member restricted child exploitation websites. The 
criminal organization em~pl~o~>Y~,e~d~v~a~r~i~o~u~s~P~a~y:P~a~l~a~c~c~o~u~n~t~s~t~o-~p:r~o~c~e~s~s~t~h~e~m~o~n~t~h~l._y~ 
subscription payments. I (b)(7)(E) I 

(b)(7)(E) 

on March 25, 2008, an ICE agent assigned to the Cyber Crimes Center {C3), 
Child Ex~loitation Section {CES) accessed a child exploitation website located 
at URL: I ~'l.:'J;,~~~~~:;~s~'s.T:I!~6/h~:~~a,~;':'~"c I· The website contained hyperlinks to the 
following commercial child exploitation advertising websites: 

(b)(3) 18 U.S.C. § 3509(d) 
Child victims' and child witne 
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·' R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N R:-::E:::P:-0::-:R=:-:T=--=N~U=-M:-::B:-E=R-:_0_2_3 ________ _ 

r-1------------------,------------·---·-··---------------

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b) 
(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

URL 

ARCHIVE 

-~--~-,~~~~~~~~~~~~~~~~~~~~~~~~mm~~VIDEO 

The following text was excerpted from the ABOUT page: 

Hello, I am ll6/j~/.:-\61 l. I'm a 12 ~.o. As every normal girl of my age~ I go to 
school. My best friend is I ta)(JaRn I and together we go to art school. I love 
dancing and I'm not afraid to eat sweets at all because I lead a very active 
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R E P 0 R T 0 F I N V E s T I G A T I 0 N 

c 0 N T I N U A ·r I 0 N REPORT NUMBER: 023 

way of life and don't do any harm to my figur~-~~ndi-doniTTeel ________ _ 
uncomfortable before camera, because I've been through it many many times and 
and I can say I am a real model now! 

My name is I tb/lb).:-\6'(// I and I'm 13 years old. I ~~6AVPI in the school of arts in 
for already 7 years. Along with my friend · , I've already achieved 
serious results, which you can see yourself! Now, that I've got a chance 
realize my fantasies and secret desires, I am as happy as could ever be! 

Kiev 

to 

The PHOTO ARCHIVE page contained two sample images from each of the eight 
galleries. Each gallery contained a brief description. The following text 
was excerpted from the PHOTO ARCHIVE page describing the third gallery: 

And in this set \oJas really easy. Finally, my most secret fantasies were 
displayed to my admirers! Perhaps, it's banal, but I think nothing can turn 
on a girl like me than having fun with a strong jet of host waterl 

The two irnaaes next to the above text deoictedl,~~!~~~;~ou.:."';_'-~9~~~~~~~~,~nllavu;ums a~aCIIIOWimesse~ngms,_l. 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

The I ;:il~:~:i:!e~~;r<:-rj~;;~!\n,c;~11i%6%11:1~~91 website also contained a SUBSCRIBE webpage 
(! (b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) !. The SUBSCRIBE 
page contained five sample images and three sample video clips. In addition, 
the SUBSCRIBE page contained a hyperlink to entitle MAIN PAYMENT $YSTEM! Click 
HERE to subscribe. On the same date, the ICE agent clicked the above listed 
h erlink which redirected to 

The 
page at the listed URI.J was entitled ::Purchase Page. The 
page was a form that had to be completed by the individual accessing the page; 
the form requested payment information to include name, address, e-mail, 
telephone, and credit card information. In addition, the page indicated the 
purchase was for ID: lm~gng{l at $99. 95. The page also contained the following 
e-mail address: L:~J\;C;~.:;,;.;at.:w,%7>~t.;;":~;·%"';\*~*'d!. After completing the form, the ICE 
a ent clicked the SECURE PURCHASE button which redirected to 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
The following text was excerpted from the webpage: 

YOUR CARD HAS BEEN SUCCESSFULLY AUTHORIZED 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 227 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

ORDER 

ATTENTION! ! ! 

PAGE 6 

CASE NUMBER ~~----~(~b)(~7)~(E~)----~ 

REPORT NUMBER: 023 

To protect your privacy and avoid you from being associated with the purchased 
site, Your card will be billed for some computer software. 

Soon You'll receive a formal email receipt from the software company with the 
details of this payment. 
Don't ask them about the membership! They think you've really bought their 
software! 

If you are contacted by the billing support or by the staff of that software 
company, you must confirm that you purchased their software product and are 
satisfied with it. 

Your Membership Information: 

MEMBERZONI:• (b)(3) 18 U.S. C.§ 3509(d) Child victims' and child 
USERNAME witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal 

: Victims' Protection and Rights Act),(b)(6),(b)(7)(C).(b) 
PASSWORD: (7)(E) 

,. 

If you cannot access memberzone I please write to I . w(:r I~?::"§ "5UiJla) Cnuavl:ms an:lcnuo ·I 
.'Ot!t~=:~~Qs· !'~~~ fh>f3} 1 R !l S .:_ ~ 35.Qf)Cd\ 'E=:d~,r~! \1!. 

For support and billing inquires regarding this order please visit: 

or send an email to: 

On the same date, the ICE agent accessed the member restricted website at the 
above listed URL. The website contained approximately 2,200 image files and 
16 video files. The image and video files depicted the two female minors that 
were displayed on the LS Magazine Issue #5 advertisin website. In addition, 
the website contained images that contained~~~~~~~~~~~~~~~~~~ 

lw;r;~~(:1~! ~;~h!;·ih,t~~~,U~tJ}f)~;~~~ ;~:~~>~~~~:~~~,Vi I. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 
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CASE NUMBER I (b)(7)(E) I 
N V E S T I G A T I 0 N 
N U A T I 0 N REPORT NUMBER: 023 

------------------------------~------------

Using a publicly available database, the ICE agent was able to determine the 
following information: 

(b )(6), (b )(7)(C) 

IP Address: (b)(B),(b)(7)(C) 

OrgName: Networ Operat1ons Center Inc. 
Address: PO Box 591, Scranton, PA 18501-0591 
Registrant Contact: WhoisGuard 

Registrant (b)(B),(b)(7)(C) , Brooklyn, NY 11226 
Phone: ~+~7~1~8~2~8~~~~----~ 
Email: 
IP Address: (b)(B),(b)(7)(C) 

owner: EM Technologies 
Address: Plaza Victoria, Obarrio; 1, 1, Panama 

·.· 

Hosting Services, 75 Broad Street, Suite 1902, New York, NY 

I viJi:~1J~;: ?hid~:,j?o!~~=~~{i;:;~a,h> I 
Registrant: VELDEX 
IP Address: ,..:I ..:.:=.:(b:.:.)(B.:..),(-b)-(7-)(C-)----.1 

OrgName: McCole Corporation 
Address: 64 East Main Street, Box 275, Newark, DE 

Investigation continues. 
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PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C.ASE NUMBER L..l __ ..:..(b.:.:.)(7..:.:>(...:.E> __ ..... I 

CASE STATUS: 

REPORT DATE 
062708 

INTERIM RPT 

DATE ASSIGNED 
051706 

PROGRAM CODE 
~ 024 I 

REPOR'f NO. 

----RELATED-CASE-NUMBERs!··---,1~--(b-)(7-)(-E>--'---.-1--------·-- -------------·-

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: REQUEST FROM EUROPOL - I (_~){J) ~~ u := § v:u:(a~Vh110 v~ms and cmla Witnesses I 
• ~!2~ts fb~G3>:..J B,.l L~.C_.§ 350.8_{d\ fE!!deral Yict'~~· proteG!!pn. 

SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE}, Cyber Crimes Center 
(C3), Child Exploitation Section {CES}, initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the u.s. Postal Inspection Service {USPIS), 
the Federal Bureau of Investigation {FBI}, the United States Attorney's 
Office·for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section {CEOS) . 

This report will document investigative information received from the Dutch 
National Police and Europol . 

....------------·-·-·--·-·-·-·r-·---...,..,--~----------------------------
D ISTRIBU'fi ON : r--..:S;.:;I:.;:G;;.:N,;.:.A.:.;:T:..::U:;.:.R.:.:E:..:: ________ ..,...- -::-::.:-::-::=::-:::--::::-:::-=-:::-:--:::~~-,-

(b)(7)(E) I I (b)(6),(b)(7)(C) SENIOR SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) OI PROGRAM MANAGER 

___ o_R_I_G_I_N ____ o_F'"'-=p···-I c-e·~-Ks- -----T---,E=-L-:E=-P,...H..,...o=-N.,...,E~: _,7=-o-3~2=-9-1l""tb""')(~~G~\6'!'1"101"!"11 lr--
HQ CHIEF, CYBER CRIM 

TYPIST: ll0(~~~~Jf' 
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DETAILS OF INVESTIGATION 

PAGE 3 

-·-.. CASE .. NUMBER I (b)(7)(E) 

REPORT NUMBER: 024 

In April 2006, Immigration and Customs Enforcement {ICE), Cyber crimes Center 
{C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation weboites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney•s 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section {CEOS) . 

Project Flicker has identified 
excess of 150 different member 
criminal organization employed 
subscription Pavments. I 

a criminal organization that is operating in 
restricted child exploitation websiteo. The 
various PavPal accounts to process the monthly 

(b)(7)(E) I 

(b)(7)(E) 

The investigation has uncovered at least two diotinct payment websites 
utilizing by the criminal organization to collect subscriber payment 
information. The first, iWest, was in operation from approxitnately July 2006 
to September 2007. The second, D.A. Pay or D.A. Technologies, was first seen 
in May 2007 and is still in operation. 

On or about May 15, 2008, ICE/CES/C3 received information from the Norwegian 
National Criminal Investigative Service {NCIS) that they were conducting a 
joint inveotigation with the Dutch National Police (DNP} into a payment 
processor/company known as D.A. Pay. 

On June 20, 2008, ICE/C3/CES received a document (File Number: I (b)(7)(E) U 
from the Europol Liaison Office in the u.s. The document provided some 
initial information on the DNP/NCIS investigation involving D.A. :t?ay. The 
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~--·--·-········m·--·- C 0 N T I N U A T I 0 N 
investigation is entitled Operationl(b)(7)(El I and falls under the COSPOL/CIRCAMP 
work file TWINS. The document contained a request for information on several 
individuals and/or companies that may have involvement in the commercial 
distribution of child exploitation images. The following text was excerpted 
from the document: 

BEGINNING OF EXCEPRT: 

Operation Robin is an investigation co-ordinated by the Netherlands and 
supported by the COSPOL Internet Related Child Abusive Material Project 
(CIRCAMP) and AWF Twins. It deals with phase 2 of the CIRCAMP project plan 
which is related to investigating the money flow from pay-per-view websites 
offering child abuse material. 

The starting point of this in~u;;.;~~· r~~~~~~~~;.;;:..;:•••~-.-J the 
Netherlands. A company named~~~~~~~~~~~~~~~~~~~~~~~~~a~t~ 
this address. The director of this company is a (b)(B),(b)(7)(C) 

lcc/i~/.:-\611, born I (b)(B),(b)(7)(C) 1. Another 93 businesses are re istered with this address 
and all are offering electronic payment services. (b)(B),(b)(7)(C) 

I (b)(B),(b)(7)(C) I is the authorised signatory for all these 
businesses. This means that he is entitled to sign fiscal tax returns, 
correspondence and contracts. He is also authorised to register the company 
with the Dutch Chamber of Commerce. 

The Dutch National Police Service has received a number of complaints from 
police services over the world about businesses registered at the mentioned 
address in IJMUIDEN for providing payment services to pay-per-view websites 
offering child abuse material. 

AWF Twins has received the records of the Chamber of Commerce of all 
companies registered at I (b)(B),(b)(7)(C) I All registered directors and 
shareholders are listed as living in 19 different countrieo, all over the 
world. At the moment the legitimacy of the records is unknown. It,is too soon 
to determine whether all companies are involved in critninal activities, it is 
even not certain whether the names on the list are aware they are mentioned 
as director of a company registered in the Netherlands. Please note therefore 
that no individual is considered a suspect yet. 

Below you will find a list of names registered in your country and the name 
of the company they are believed to be managing director of. All companies 
are registered at the given in the Netherlands and all companies offer 
electronic payment services. 

(b )(6), (b )(7)(C) 
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,. 

(b)(6), (b)(7)(C) 

.,. 
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CASE NUMBER I (b)(7)(E) 

----------,---~·--'-----,--------

REPOR'l' NUMBER: 024 

Registered with the Office of the Secretary of State of Delaware. 

It would be appreciated if you could inform uo of the following: 

Would it be possible for you to determine if the given identities are genuine 
and correspond to existing persons? 
Are the individuals registered in your country known to your criminal records? 
Are the individual registered at the given address? 
Is the company name known to your records? 

Thank you in advance for your co-operation. 

END OF EXCERPT: 

There was no information available in TECS/NCIS available for the following 
individuals: 

(b )(6), (b )(7)(C) 

There was no information available in TECS available for any of the above 
listed companies. 

There was border crossing information available for the following individuals: 

(b )(6), (b )(7)(C) 
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The information was matched on the date of birth and full name as provided by 
Europol. 

No criminal records were found for any of the individuals. 

None of the individuals or companies has been identified by Project Flicker 
(Myosio/Tornado) . 

The following individuals had a positive hit in Autotrack: 

(b )(6), (b )(7)(C) 

The positive hit provides that at some point the individual was linked to the 
address provided by Europol. A positive identification cannot be made 
without interviewing all of the individuals independently. 

• It is not possible to positively link the individuals provided by Europol to 
the respective companies without additional information and/or legal process. 

From the provided information it does not appear that any of the companies 
provided by Europol conduct any significant amount of business within the 
U.S. and therefore may have no real financial interests in the U.S. 

Investigation continues. 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE -m--------
ICE •r 

PAGE 1 
REPORT 0 F I N V E S T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS I,;~!~/;' o.~~h;;;;? '"'U"\UI, ~~~~ I 

CASE STATUS: INTERIM RPT 

RE~~~~~~ATE_T_ DATE 0~;~~NED--~ PROGRAM CODE 

I 
REPORT NO. 

~ 025 

RELATED CASE NUMBERS: I (b)(7)(E) I 

COLLATERAL REQ: 

TYPE OF.REPORT: ·-

INVESTIGATIVE FINDINGS 

TOPIC: ~--------------~~~~~~~~~--------------~ 
--·-·sYNOPsfs;-·---------------·----·----··-·-·-·-·--·-··-·-··-·--·-·--·-·--··--·--·-
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

This report will document an undercover purchase of the child exploitation 
website known as @I,V1o~~/~;ir%t~~~n 

.. -----=-====-=-~----r--~=-=-:=:-=-:==--------------------·-··-·-··---··· DISTRIBUTION: SIGNATURE: 
r-1 (-b)(-7)-(E>...,I ~....-________ ......:.(b;.:,:>(~s>;.:,;·(b;.:.:,>(7;.:,:>(~C)~--------__.1 SENIOR SPEC AGENT 

APPROVED: 
r--.:.:.:~..;.;;..;;..=.:;..,;....__________________ ·-·--------·-·----

SENIOR SPEC AGENT (b )(6), (b )(7)(C) 

ORIGIN OFFICE: KS 
HQ CHIEF, CYBER CRIM 

.·• 

TELEPHONE: 

-~YPIST: 
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CASE PROGRAM CODES: 

I (b)(7)(E) I 
.. 

: 

.,. 

---
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CASE NUMBER I (b)(7)(E) I 
N V E S T I G A T I 0 N 
N U A T I 0 N REPORT NUMBER: 025 

DETAILS OF INVESTIGATION 

In April 2006, Immigration and Cuotomo Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation weboites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the u.s. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's 
Office for the Northern District of Alabama, and the Department of Justice 
{DOJ) Child Exploitation and Obscenity Section (CEOS) . · 

Project Flicker has identified 
excess of 150 different member 
criminal organization employed 
oubscription payments. I 

a criminal organization that is operating in 
restricted child exploitation websites. The 
various PayPal accounts to process the monthly 

(b)(7)(E) I 

(b)(7)(E) 

The investigation has uncovered at least two distinct payment websites 
utilizing by the criminal organization to collect subscriber payment 
information. The first, iWest, was in operation from approximately July 2006 
to September 2007. The iWest payment method primarily utilized the 14 PayPal 
account discussed above. The second, D.A. Pay or D.A. Technologies, was 
first seen in May 2007 and is still in operation. This method utilizes 
traditional merchant accounts. The following merchant accounts have been 
identified: GEO LOCATOR, PRIVATE CONNECT, MULTICARDS.COM, and VPNSERV-CA.COM. 
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PAGE 4 

CASE NUMBER I (b)(7)(E) 

---,------=·---··--···-····-··--··-· ··-····-····- ····-
REPORT NUMBER: 025 

·---··--··--·--···--·---------------------------

(b)(3) 18 U.S.C. § 3509(d) Child victims' 
and child witnesses' rights,(b)(3): 18 
U.S.C. § 3509(d) (Federal Victims' 

Protection and Rights Act) 

11 WELCOMETO - @/,V~n~~/~;ic%t~~~~~~~ 

'·' 

was 

"YOU HAVE PROBABLY SEEN A LOT OF LOLITA SITES CLAIMING TO BE THE BEST AND 
MOST COMPLETE." 

"HOWEVER, THEY ALL HAVE ALMOST THE SAME SERIES OF PICS. 11 

11 IF YOU ARE LOOKING FOR SOMETHING REALLY LJ;'~!~~~ .. ;~~;,i;?2n!~~=~~!;;;;~a,bJ IS THE BEST PLACE 
TO CHECK OUT." 

In addition, the webpage contained approximately 41 images depicting 
prepubescent female minors engaged in sexually explicit conduct. The images 
depicted close up shots of the female minors 1 genitalia. The webpage also 
contained the following hyperlinks: Members; Join Now; and Support. 

On the same date, the ICE agent clicked the Join Now h~perlink, which 
redirected to I (6)(3).16 o.s.c. § 3509(6/ chua Vletlffls sr~.;;:~;:;<~;~"~faC!IZ;,a)(3).16 o.s.c. § 3509( (Fea:tsl VIEUffls I· The webpage 
contained another JOIN NOW hyperlink, as well as a hyperl~nk redirected to a 
backup billing system. On the same date, the ICE agent clicked the JOIN NOW 

~~~'§STlttti§~o'09t.}tthta11Umsrar,Jl~~f..icr§;~!1znz;~/l3/ 16 o.s.c. § 350&(6/ tFeaetal v1eu111s Hoteeua11 L The page at the 
listed URL was entitled D.A. Technologies: :Purchase Page (also identified as 
Flash Bill) . The page was a form that had to be completed by the individual 
accessing the page; the form requested payment information to include name, 
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address, e-mail, telephone, and credit card information. Inaddition, the 
page indicated the purchase was for ID: 1409 at $99.95 ~30 da=s membershi~). 
The page also contained the following e-mail address: lchC,;t;~s~~;,;].;5,~!mt~"l1~'g"~"3~ ldl. 
After completing the form, the ICE agent clicked the SECURE PURCHASE button 
which redirected to 

The following text was excerpted from the webpage: 

11 Attention! READ CAREFULLY the information stated belowl 11 

11 YOUR CREDIT CARD IS NOT YET CHARGED! 11 

"You 1 ve just gone through a verification step! 11 

11 To Complete Payment, Follow these Simple Instructions: 11 

11 1. CLICK 'rHIS BUTTON TO GET INTO SECURE PAYMENT PAGE: PAY NOW 11 

11 2. PAY THERE FOR AN OFFERED PRODUCT 11 

11 3. After you successfully paid, you will receive an email with ·) 
username/password for your Membership within 5-15 minutes." 

11 ATTENTION!!! 11 

11 To protect your privacy and avoid you from being associated with the 
purchased site, Your card will be billed for some computer software ... 

11 Soon you may receive a formal email receipt from the software company with 
the details of this payment. 11 

11 Don•t ask them about the membership! They think you 1 ve really bought their 
softwarel 11 

11 If you are contacted by billing support or by the staff of that software 
company, you must confirm that you purchased their software product and are 
satisfied with it. 11 

11 YOUR ORDER DETAILS: 11 

11 Amount: 99.95 11 

n Order # : r-1 ....;...;;...;;...~(~b)(~7)~(E~) --..,, .. 
11 Paysite ID: 1409 11 

on the same date the ICE a~ent clicked the button identified in Step 1 above, 
which red i rec ted to I (UJ(SJ. 

1 t, g·%·: ~""n6a~;\6/~~:~~~~;~~::::':~;:::;:;:~;~s:fa~1gn~;p)(s). 181. The following 
information was excerpted from the webpage: 
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REPORT NUMBER: 025 

-----··-·--···-·------·--·----··---------------------------------
11 IMPORTANT NOTE, PEASE READ: 11 

11 You are about to enter a payment page where you have to pay for some legal 
product ... After you pay, you will receive a transaction receipt from 
MultiCards regarding that product. Warning! DO NOT ask MultiCards or the 
supplier of the product about your membership! If They contact you, just 
confirm that you are satisfied with their product and authorize the charge. 11 

The webpage also contained a button labeled CLICK HERE TO PROCEED. On the 
same date the ICE a ent clicked the above listed button which redirected to 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) • The webpage 
was entitled SECURE PAYMENT FORM Collecting Details. The webpage was a 
payment fortn for a company known as MultiCards (an online payment processor) . 

The webpage required the user to enter specific information including 
payment method (type of card}, card number, name on card, expiration date, 
and the card security code. The following text was excerpted from the 
webpage: 

"Muli tCards is the designated Payment Processor for: lc~t~(~ .. ~~~~;~c;i£h;;~;,W,Wt,~m;3a5nna9!1 
brought to you by EBONY ENTERPRISES L.C." 

"MultiCards.com will appear on your cardholder/bank statement" 

"Product description: TraceWiper Software == 99.95 USD" 

On the same date, the ICE entered the required information and clicked the 
hich redirected to 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) • The webpage 
as the above listed URL indicated that the payment had been successfully 
processed. 

On the same date, the ICE agent received an email in the undercover email 
account used during the transaction from L.;~~~:;~:~;.;;;.;J7~

5,"o"\~'/~"'%;';g~;:,~,;~;:::wl. The 
subject of the email was Membership to Site ID l1\

64cp ~63 1. The following text was 
excerpted from the email: 

"This 
"Your 

II 

"'fo load the members are url, please copy-and-paste it from this meDsage into 
your browser's address bar>" 

"Here is your order information:" 
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11 Order ID : I (b)(B),(b)(7)(C),(b)(7)(E> In 
11 0rder Date: 2008-07-11" 
11 Amount Paid: $99.95 11 

REPORT NUMBER: 025 

11 WARNING! FOR YOUR SECURITY, DO NOT WRITE ABOUT THIS MEMBERSHIP T9 ANY OTHER 
EMAIL! II 

(b)(7)(E) 

Using a publicly available database, the ICE agent was able to determine the 
following information: 

(b)(B),(b)(7)(C) , Brampton, Ontario, Canada 
Contact: L~--------------~(b~)(B~),~(b~)(7~>(~C)~------------~I 

40a-89, Electrostal, Moscow Region, Russia 
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I -=--==-----Address: Kley"er-·stra.sse79/Tori~ Frankfurt, DE 60326 

I . .;J;:~~,:~~ ~b~·i;.z:;fu7:~z'Z~1!~ (b I 
Registrant: VELDEX 
IP Address: rl ~=(:.:b):;.:(s:.:.),(-b)-(7)-(C-> -....., 
OrgName: McColo Corporation 
Address: 64 East Main Street, Box 275, Newark, DE 

·---------

I, Delray 

~--------------------------~(b~)(~6)~,(b~)(~7)~(C~)--------------------------~I, NB 
5627SV, NL 
IP Address: I (b)(B),(b)(7)(C) 

CustName: Citrix Systems, Inc 
Address: 751 West Cypress Creek Road, Fort Lauderdale, FL 33309 

Address: (b)(B),(b)(7)(C> 

Registrant: (b)(B),(b)(7)(C) , Tegelen, 5932, NL 
Oeser: McHost.Ru Inc. 
Address: 125171, Moscow, u/b 99, Russia 

., 

Ao noted above, Devera! email messages were received as a result of this 
transaction. The following IP addresses were obtained from the header 
information from the email messages: 

First Emai 1 Message from 1"';.;%~~:;~: ~;;'h!·7hN~~?,626\t's c:m~ ;•;~~;:,~~~;::•:, "i I 
I P Addre 0 s : (b)(3) 18 U.S.C. § 3509(d) Child victims' and 

D 
. N child witnesses' rights,(b)(3): 18 U.S.C. § 3509 

Omal.U arne: d Federal Victims' Protection and Ri hts Act 

Registrant: VELDEX 
CuotName: knutov.net 
Address: Kreesanov st. 6, Perm, 614000, Russia 

Second Em a i 1 Mess age f r o'n I" ·t!~~~;;~: ~. ;;'~:!· 7b,,1~?,6o6~t's c~m~ ~·;~~:!,~~~;::•:" r I 
IP Address: (b)(3) 18 u.s. c.§ 3509(d) Child victims' and child 

• witnesses' rights,(b)(3) 18 U.S. C. § 3509(d) 
Doma1n Name: Federal Victims' Protection and Ri hts Act. b 6. 

Registrant: (b)(B),(b)(7)(C) , Humble, TX 77338 
OrgName: HostDime.com, Inc. 
Address: 189 South Orange Avenue, Suite I cc/i~/.:.\61 I, Orlando, FL 32801 
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C 0 N T I N U A T I 0 N REPOR'f NUMBER: 025 

··- ··- ··- ·- ·-- ·-·-·--··- ·-··-···-·-··- - - - ---·---···-·· 
Investigation continues. 

-~ 
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DEPARTMENT OF HOMELAND-- SECURITY --
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TECS ACCESS CODE 

PAGE 1 

CASE NUMBER I (b)(7)(E) 

-------------==-=::=----===-=-::-::--=:-=-=:-----------------~--------CASE STA'l'US: INTERIM RPT 

RE~~~~o_~_~_E ___ I ___ D_~_E_~=-~~~---~-~-N-~-D~~=~-~-PR~~oi~-~-----~~~~ ~--~-
RELATED CASE NUMBERS: (b)(7)(E) 

COLLATERAL REQ: 

TYPE OF REPORT:-------------------------------------------

INVESTIGATIVE FINDINGS 

---···------·-·-····-------------····-----------------------------·-····----SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/R~oident 
Agent-in-Charge {RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the united States Attorney's 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS). 

(b)(7)(E) 

~--~=-----==----------.---=-=:-=----=-=-:----·------------------------------------.-
DISTRIBUTION: SIGNATURE: 

r-1 (::":"b)~(7)":'='(E:-~}j L..-----.....l.:(b~)(6~),.l.::(b"-1.:)(7-'l.)(C;;:,l;) _____ ..... l SENIOR SPEC AGENT .. 

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: KS 
HQ CHIEF, CYBER CRIM 

SENIORSPEC AGENT -

TELEPHONE : i 0 3 291 (b/(b/.:-\61(// I --

TYPIST: Jcb)(BIJ~L .. ___________ _ 
------------------~--O~F~F~I~C~I~A~L~~U~S~E~~O~N~L-~Y~~ 
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CASE PROGRAM CODES: 

(b)(7)(E) 

O 1=::: NU:BER ._1 __ ..;..(b.:.;.)(7..:.:.)(;;;:.E) __ ..... 

N I---REPORT NUMBER: 026 

,, 

I 
------------·-·-OFF.IC I A L US E._O_N_L_Y _________________ j 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G AT I 0 N 
c 0 N T I N U A T I 0 N REPORT NUMBER: 026 

DETAILS OF INVESTIGATION 

In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation hao been titled Project:Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge {RAC) Birmingham, the U.S. Postal Inspection Service {USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's 
Office for the Northern District of Alabama, and the Department of Justice 
{DOJ) Child Exploitation and Obscenity Section (CEOS) . 

Project Flicker has identified 
excess of 150 different member 
criminal organization employed 
subscription payments. 1 

a criminal organization that :i.s operating in 
restricted child exploitation websites. The 
various PayPal accounts to process the monthly 

(b)(7)(E) I 

(b)(7)(E) 

The investigation has uncovered at least two distinct payment websites 
utilizing by the criminal organization to collect subscriber payment 
information. The first, iWest, was in operation from approximately July 2006 
to September 2007. The iWest payment method primarily utilized the 14 PayPal 
account discussed above. The second, D.A. Pay or D.A. Technologies, was 
first seen in May 2007 and is still in operation. This method utilizes 
traditional merchant accounts. The following merchant accounts have been 
identified: GEO LOCATOR, PRIVATE CONNECT, MULTICARDS.COM, and VPNSERV-CA.COM. 

on July 16, 2008, an ICE agent assigned to the Cyber Crimes Center (C3}, 
Child Exploitation Section (CES) accessed a child exploitation web~s~i~t~e~~~ 

. . .· ·, .· . . The website was entitled "I 3~~~W~~nR./t;';i;!A 
childwitnesses'ri hts.b 3 18U.S.C. 3509. The website served as a portal to several child 
exploitation advertising websites: 
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DEPARTMENT··-oF ·HoMELAND sEcuRITY 
ICE 

PAGE 4 

CASE NUMBER L-1 __ ...,:(.;.:,b>:.;.,(7).:,;;(E;:_) __ ..... 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N -------·--·--··-·-···-·--·--·-···-·-

··-··--·-··---·---

(b)(3) 18 U.S.C. § 3509(d) Child victims' 
and child witnesses' rights,(b)(3): 18 
U.S.C. § 3509(d) (Federal Victims' 

Protection and Rights Act) 

REPORT NUMBER: 026 

text was excerpted 

11 t~~'&"t1;~.:::;::::~:;5~:1 1 - real high-quality photo site for those who love pure natural 
beauty locked in the curves of a child body." 

11 0nly real full-scale tasteful nude pies. Innocent but lustful, beautiful 
and though provoking, shy but .... naked. 11 

11 Best galleries of youngest girls chosen from whole archive of our studio. 
We collected big archive of lolitas photos within last 3 years, and now we 
bring you selected galleries of youngest of them." 

depicted 
contained 
Support. 

On the same date, the ICE agent clicked the Free Tour hyperlink, which 
redirected to 1 cuJcsJ. •a o.s.c. § saasca> c•ma v•cw••s a•: .. :::~;:;:u;;:;:,~fa~'Z''t~\u'csJ. •a o.s.c. § saasca> c• eae•a• o•ccu••s 1. The 
following text was excerpted from the webpage: 

images 
also 
and 

11 It's not easy for use but we're trying to show you the best. And we can 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 250 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 5 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
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proudly say that '-lie 1 re doing it now! 11 

''1'his site was made by us for you - real lovero of young innocent· bodies." 
In addition, the web age contained a roximately 25 ima es de icting 

The images 
depicted The webpage also 
contained the following hyperlinks: Members Area; Join Now; Free Tour and 
Support. 

On the same date, the ICE agent clicked the Join Now h~~erlink, which 
redirected to 1 tUJtSJ. 10 o.s.c. § ssosta) cnua vl;~~::::': .. ;:::;:;t~;~s:fa~~gn~;p)(s). 10 o.s.c. § sso&l eaera1 1. The webpage 
contained another JOIN NOW hyperlink, as well as a hyperlink redirected to a 
backup billing syotem. On the srune date, the _ICE agent clicked the JOIN NOW 

,~Xt~7o:?st~~J09(:n.t~lniil!a~:l}.lf,!7c:~:1el:j~)(S) 16 O.S.C. § 3509(0) (I 808181 VICCIIIIS Fiot8Clibii I. The page at the 
listed URL was entitled D.A. Technologies: :Purchaoe Page {also identified as 
Flash Bill) . The page was a form that had to be completed by the individual 
accessing the page; the form requested payment information to include name, 
address, e-mail, telephone, and credit card information. In addition, the 
page indicated the purchase was for ID: I,G~/i\%J at $99. 95 ( 3 0 days membership) . 
The page also contained the following e-mail address: LIS!f\;!:;:c~;,;:;na.;;z;,1f!ti"111;1g"1 ~\~gg,dl· 
After completing the form, the ICE agent clicked the SECURE PURCH~SE button 
which redirected to 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

The following text was excerpted from the webpage: 

"YOUR CARD HAS BEEN SUCCESSFULLY AUTHORIZED 
ORDER INFORMATION:" 
"Amount to be charged: 99.95 11 

11 Order ID: I (b)(B),(b)(7)(C),(b)(7)(E> I" 

II ATTENTION! ! ! II 

11 To protect your privacy and avoid you from being associated with the 
purchased site, Your card will be billed for some computer software ... 

11 Soon You' 11 receive a formal email receipt from the software company \'lith 
the details of this payment." 
''Don't ask them about the membership! They think you've really bought their 
software!" 

"If you are contacted by the billing support or by the staff of that software 
company, you must confirm that you purchased their software product and are 
satisfied with it." 
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11 Your f'.1ember.ship ·Information: " -··--·------·----·-·-···-------··-·----·-------····-··-···-

11 MEMBERZONE 
11 USERNAME: (b)(3) 18 U.S. C.§ 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S. C.§ 3509 

(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C) 
"PASS~10RD: 

"For support and billing inquires regarding this order please visit: 11 

11 or send an email to:" 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

"NOTE: you may receive several copies of this message. 11 

The order information and 

[has been on the payment page] " 

"NOTE: your membership will be activated within a hour. If your password is 
not working, please try it again next hour .. 11 

11 ***IMPORTANT! READ THIS CAREFULLY:*** 11 

11 To protect your privacy, your card will formally be billed as a payment for 
a product or service at some lawful online store. The administration of that 
otore doesn 1 t know anything about memberships we sold. They really sure that 
you purchased their product." 

11 You may receive from D.A. PAY a transaction receipt with the details of your 
payment. A payment purpose and how will it appear on your BILLING STATEMENT 
will also be provided in that email. 11 
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11 Don 1 t be confused by that ·receipt~-----------------
" Remember, formally You 1 ve just ordered product described in the receipt!" 

11 If you are contacted by a billing company or by the mentioned above online 
store, please confirm that you bought their product. 11 

In addition to the above email two identical email messages were received 
from L;,;~~\;L!~;~.;;z.;J,~5,6.."ms"6'"g'¥~~;~,~%~;:~~"0 I. The following excerpt was taken from one of 
the email messages: 

11 NOTE: you may receive several copies of this message. 11 

"This statement reflects details of order (b)(6),(b)(7)(C),(b)(7)(E) I placed by you on 
2008-07-16 11 

11 0rder Date: 2008-07-16 11 

11 Charge Date: 2008-07-18" 
11 Charge Type: ONE-TIME {no rebills) 11 

11 Formally Payment For: DATABASE (noted in your bank records)" 
"Actually Payment For: 30 Days Membership at I 3J~~\;/;~S.;;:i':i!A• 
"Amount: USD 99.95 11 

"The charge will appear on your card statement as GEO LOCATE ... 
,, 

On the same date, the ICE agent accessed the member restricted website at the 
above listed URL. The website contained approximately 9 rar archive files, 
11 video files, and in excess of 2,900 image files. The image and video 
files de icted 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

(b)(7)(E) 

Using a publicly available database, the ICE agent was able to determine the 
following information: 

(b )(6), (b )(7)(C) 

OrgName: (b)(3) 18 u.s. c.§ 3509(d) Child victims' and child 
Witnesses· nghts,(b)(3): 18 U.S.C. § 3509(d) 

Address ; Federal Victims' Protection and Ri hts Act, b 6, , 

Registrant Contact: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal 
Victims' Protection and Rights Act),(b)(6),(b)(7)(C) , or lando t FL 3 2 8 0 3 
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40a-89, Electrostal, Moscow Region, Russia 

Registrant: 
IP Address: 

(b )(6), (b )(7)(C) 
, Vista, CA 92084 

OrgName: netdirekt e.K. 
Address: Kleyer Strasse 79/Tor 14, Frankfurt, DE 60326 

lvid~~~)~~~ ~·;iY:o~t;;:ev~~/ rt~~i~ Cb I 
Registrant : rV-=E::L::D::E::X~------. 
IP Address: I (b)(B),(b)(7)(C) I 
OrgName: McColo Corporation 
Address: 64 East Main Street, Box 275, Newark, DE 

IP Address: 
• (b)(6),(b)(7)(C) 

Reg~strant: ~~--~------------------------------------------~' Tegelen, 5932, NL Descr: McHost.Ru Inc. 
Address: 125171, Moscow, u/b 99, Russia 

As noted above, several email messages were received as a result of this 
transaction. The following IP addresses were obtained from the header 
information from the email messages: 

Emai 1 Message from 1}.~~~::~::,~;;;,~~ ??~,;~.~<~>, t;•~ v~c~~~a~~~~;;·~~J 
IP Addreos: I (b)(B),(b)(7)(C) I 
Domain Name: j(b)(3) 18 u.s. c.§ 3509(d) Child victims' and child witnesses' I 
Registrant: Network Redux, LLC 
OrgName: Network Redux, LLC 
Address: 520 SW 6th Avenue, Portland, OR 97204 

6, Perm, 614000, Russia 

child witnesses' rights,(b)(3): 18 U.S.C. § 3509 
(d) (Federal Victims' Protection and Rights 
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H~~~LAND SECURITY------1:---pp,.(jE·--9·-----------------

CA.SE NUMBER I (b)(7)(E) I 
N V E S T I G A T I 0 N 
N U A T I 0 N - REPORT NUMBER: 026 

Reg is tranr:t:..::--'=-------====(bill)(=s),*(b==)(7i::l:l)(=C)-----==;--___.j, Humble, TX 773 3 8 
OrgName: I I dd (b)(6),(b)(7)(C) 
A ress: ~-----------------~· Orlando, FL 32801 

Investigation continues. 
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REQUESTED BY: l.\tz\:~:=;:';l;;i.;t_u;,_1:L~:::zl 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY·---------.----TECS ... ACCESS.CC>DE-nrr--·-----·- .. 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
·-------------·-···---TITLE: COMMERICAL CP WEBSITE KNOWN AS I, ( ~ )( 3) Hl u ::; ... !'i _3tlU~( d) Child .rl 

victims' and child witnesses' riahts. 

CASE STATUS: INTERIM RPT = RE~~~~0~ATE =]-DATE o~i~~~NED PROGRAM CODE REPORT NO. 
~ 02? 

RELATED CASE NUMBERS: I (b)(7)(E) I 
------··-···-------COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the u.s. Pootal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney 1 s 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

------···--··---··---·--·-··-.-
DISTRIBUTION: SIGNATURE: ----------------~ 

I (b)(7)(E) I I,· Q~~~cz~·~~~~~·~·~~·fa § ~J~f:~i~~Q~!~~~~c~~~~~:~ ~~:~:~~.~~~,~~~:.~~~;~Q I SENIOR Sl?EC AGENT 
------------------------~--------------

APPROVED: 
I 'ig~~(~~:~~~~~· ~·~~·~~5~~~aJ~~=~~~~v~:~~~ ~~i~~~:.~~~~:~~~~::~gg I SENIOR SPEC AGENT 

ORIGIN OFFICE: KS TELEPHONE: 703 293 9679 
HQ CHIEF, CYBER CRIM -·--·-·-··-··-·---·-

TYPIST: N DUN 
--··-····--·-····--··-·- 0 F F I C I A L U S E 0 N L Y 
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~------~~~~~~~~~~~~=-~~~~~------~--~~~--~-------------------~ DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER (b)(7)(E) 

REPORT NUMBER: 02? 

----------------------------------------------------------------------------------
CASE PROGRAM CODES: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

·> 

I 
--------------------··-··-·-··---..,.--------------------_1 0 F F I C I A L U S E 0 N L Y 
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--------------=-=----·::::-:-::=::--:.--::=---=--==-=--=-=-=--------..--·---=-------------------·~ DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

CASE NUMBER ._1 __ ...;.(b..;,;)(~7).:...(E.:...) __ _.f" 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N REPORT NUMBER: 027 

.. -----·-----·--·---·----------------------------DETAILS OF INVESTIGATION 

In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The inveotigation has been titled Project:Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Atto~ney•s 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section {CEOS) . · 

Project Flicker has identified 
excess of 150 different member 
criminal organization employed 
subscription payments. I 

a criminal organization that is op~rating in 
restricted child exploitation websites. The 
various PayPal accounts to process the monthly 

(b)(7)(E) I 

(b)(7)(E) 

The investigation has uncovered at least two distinct payment websites 
utilizing by the criminal organization to collect subscriber payment 
information. The first., iWest, was in operation from approximately July 2006 
to September 2007. The iWest payment method primarily utilized tQe 14 PayPal 
account discussed above. The second, D.A. Pay or D.A. Technologies, was 
first seen in May 2007 and is still in operation. This method utilizes 
traditional merchant accounts. The following merchant accounts have been 
identified: GEO LOCATOR, PRIVATE CONNECT, MULTICARDS.COM, and VPNSERV-CA.COM. 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 4 r 
·~C~A~S~E~N~U~M=B~E~R~r~l:::::(:b):(7=)(E:):::::rl 

(b)(3) 18 U.S.C. § 3509(d) Child 
victims' and child witnesses' rights,(b) 

(3) 18 U.S. C. § 3509(d) (Federal 
Victims' Protection and Rights Act) 

On the same date the ICE agent clicked the hyperlink for the advertising 
website known as Euro Lolas which redirected to 
I (6)(3): 18 U.S. C.§ 3509(a} cn~a Vl~nr~s ana cnua.'Niinesse~ ngn:s:o)(3): 18 U.S. C.§ 3509(0) I Th f 11 ' text was excerpted 
• (~~d~~el l!lct.ms1 P'"P~::!·oo egd R·qht; ~::!:.' .• e 0 ow~ng 
from the webpage displayed at the above listed URL: 

.. 13Jg~~~~ gssd;j;;j!s· I" 
•) 

11 Inside You will see very special moments of young nymphets 11 

11 Welcome to l 3h"J?7!,1 ~~;;;;.2>:1 - very hot web site. The Goddess of Beauty and Youth 
makes us think of Harmony of this wonderful World!'' 

images 

On the same date, the ICE a~ent clicked the Tour h¥perlink, which redirected to I (UJ(SJ. 10 u.s.c. § ssosta> cnua v1emns ar*'";;:~i::;; ~fa~l!"tJ,u>tSJ. 10 o.s.c. § ssosta> treaeral o1etur 1, The following text was 
excerpted from the webpage: 

11 Stay with us! We are sure You will get lots of pleasure if You become our 
member." 

ri~n~~a~d~d~~~·t~i~o~n~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~·cting 
The images 

0 F F I C I A L U S E 0 N L Y 

webpage also 
and Support. 

·) 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 259 of 929 



DEPARTMENT OF 

R E P 0 R T 0 F I 
C 0 N T I 
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H~~:LAND.SECURITY--------·-·~:-·-PAGE--5·--------------- -

CASE NUMBER I (b)(7)(E) I 
N V E S T I G A T I 0 N 
N U A T I 0 N REPORT NUMBER: 027 

On the same date, erlink, which 
redirected to The webpage 
contained another JOIN NOW hyperlink, as well as a hyperlink redirected to a 
backup billing system. on the same date, the ICE agent clicked the JOIN NOW 

~~~gTs~\t~~sb&tdi'h~91gmla~fl},lf,!r§;;:1zrZJ~Il3/ 1s o.s.c. § ssMtal tFMeiBI oltllllls Ploteeua11 1. The page at the 
listed URL was entitled D.A. Technologies: :Purchase Page (also identified as 
Flach Bill) . The page wac a form that had to be completed by the individual 
accesoing the page; the form requested payment information to include name, 
address, e-mail, telephone, and credit card information. In addition, the 
page indicated the purchase was for ID: @~1/;~VI at $79.99 {30 days m!?mberohip}. 
The page also contained the following e-mail address: Lb\1~31~'r6-:;;;:.e.;;~;~~1 ,'";''.",0s"~uz•;,~~~d-l. 
After completing the form, the ICE agent clicked the SECURE PURCHASE button 
which redirected to 
I (b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

038. The following text was excerpted from the webpage: 

11 YOUR CARD HAS BEEN SUCCESSFULLY AUTHORIZED 
ORDER INFORMATION:" 
11 Amount to be charged: 79.99" 
n Order ID: I (b)(B),(b)(7)(C),(b)(7)(E) 111 

II ATTENTION! ! J II 

"To protect your privacy and avoid you from being associated with the 
purchased site, Your card will be billed for some computer software ... 

11 Soon You'll receive a formal email receipt from the software company with 
the details of this payment. 11 

11 Don•t ask them about the membership! They think you've really bought their 
software! 11 

11 If you are contacted by the billing support or by the staff of that software 
company, you must confirm that you purchased their software product and are 
satisfied with it. •• 

"Your Membership Information: 11 

"MEMBERZONE~:~---......::~L.d.l..l:¥,~~11:1.i!J~~~~Ilbti.~------lu 
"USERNAME: 
11 PASSWORD: 
11 If you cannot access memberzone, 

11 l"or support and billing inquires regarding this order please visit:" 
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DEPARTMENT OF 

R E P 0 R T 0 F I 
C 0 N 'l' I 

HOMELAND SECURITY--·-·~=··PAGE--6-·-·----·-- --· 
ICE 

CASE NUMBER I (b)(7)(E) I 
N V E S T I G A T I 0 N 
N U A T I 0 N REPORT NUMBER: 027 

··--·-··-··-·-···--.:1--. 

11 0r send an email to: 11 

(b )(6), (b )(7)(C), (b )(7)(E) 

11 NOTE: you may receive several copies of this message. 11 

11 We've successfully received your order. 
membership credentials are as follows: 11 

Amount: 79.99 11 

Order ID: r-...;;_ _____ ...., 
PaySite I~------~ 
Membership 
Your Username: 
Your Password: 

The order information and 

Members Area URL: [has been on the payment page] u 

11 NOTE: your membership will be activated within a hour. If your password is 
not working, please try it again next hour. 11 

11 ***IMPORTANT! READ THIS CAREFULLY:***" 
11 To protect your privacy, your card will formally be billed as a payment for 
a product or service at oome lawful online store. The administration of that 
store doesn't know anything about memberships we sold. They really sure that 
you purchaoed their product. 11 

11 You may receive from D.A. PAY a transaction receipt with the details of your 
payment. A payment purpose and how will it appear on your BILLING STATEMENT 
will also be provided in that email. 11 

"Don't be confused by that receipt! 11 

11 Remember, formally You've just ordered product described in the receipt!" 

''If you are contacted by a billing company or by the mentioned above online 
store, please confirm that you bought their product." 

In addition to the above email two identical email messages were received 
from l"';.;%~~:;~:~;;'h:!·7hN'l~?,626\t'sc:m~;·;~~;:,~~~;::•:,";l. The following excerpt was taken f~om one of 
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--------=~:;;::;---:::::-:~==:;--;-~::--:==::--=::=----....---=-:::-=-::=----=------------r DEPARTMENT OF HOMELAND SECURITY PAGE 7 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

the email messages: 

CASE NUMBER j (b)(7)(E) 

REPORT NUMBER: 027 

11 NOTE: you may receive several copies of this message." 

"This Dtatement reflects details of order #I (b)(B),(b)(7)(C),(b)(7)(E) I placed by you on 
2008-07-1611 
110rder Date: 2008-07-16 11 

"Charge Date: 2008-07-18 11 

''Charge Type: ONE-TIME (no rebills) 11 

"Formally Payment For: PRIVATE NETWORK (noted in ~our bank record~) 11 

"Actually Payment For: 30 Days Membership at !CD/tB/,cu ~{tc/,cu/ol!ll <:• 

''Amount: USD 79.99 11 

"The charge will appear on your card statement as PRIAVTE. 11 

(b)(7)(E) 

the 

Using a publicly available database, the ICE agent was able to determine the 
following information: 

IP Address: (b)(B),(b)(7)(C) 

OrgName: Rcp.ne 
AddresD: Unite 13, 1 Delta Park, Bram~ton, Ontario, Canada 
Reg is trant Contact: I tUJtSJ. ~~,g·%·c~ ~~"nJQ~~\u/~~~~~~~til!:'*~;;:*i:;;;~s~fa~lgrz;,u)tSJ. lol 

Calle 50 y 53, Edificio Plaza 2000, Piso 9, 

I (b)(6),(b)(7)(C) I. Orlando FL 32803 
~-~------~~~~~~~~~----------------~~ I 

~~~~~ ~ tG;~\~~l?{Hli!@ff:k,s~"~, ~ttt :6~~91' 
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DEPARTMENT OF HOMELAND SECURITY 
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PAGE 8 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER ._l __ ...;(;..;b>.;..(7;.;.>(E..;..> __ ..... 

····----------·----REPORT NUMBER: 027 

IP Address: I (b)(B),(b)(7)(C) 

Owner: NETPLACE 
Address: Tevosyana 40a-89, Electrostal, Moscow Region, Russia 

Registrant: ~------------~(b~)(B..;..>-~(b.;..)(7..;..>(~c~>------------~' Vista, CA 92084 
IP Address: (b)(B),(b)(7)(C) 

OrgName: netdirekt e.K. 
Address: Kleyer Strasse 

lvidi:;1'~~~ ~hp·i~oz;;QuQ!(Z'Z%~:~ ,b I 

79/Tor 14, Frankfurt, DE 60326 

Registrant : ,_;V...;;E;.;L;;.;;D;.;E;;.;X~-----. 
IP Address: I (b)(B),(b)(7)(C> I 
OrgName: McColo Corporation 
Address: 64 East Main Street, Box 275, Newark, DE 

Address: (b)(B),(b)(7)(C) 

.. , 

Registrant: (b)(B),(b)(7)(C) , Tegelen, 5932, NL 
Descr: McHost.Ru Inc. 
Address: 125171, Moscow, u/b 99, Russia 

As noted above, several email messages were received as a result of this 
transaction. The following IP addresses were obtained from the header 
information from the email messages: 

Address: 13 Parade, York, North Yorkshire, Y0244AP, UK 

First Email 
IP Address: ~~~~~~~~~~~~~~~~~~~~~~ 

Domain Name : Victims' Protection and Ri hts Act, b 6, b 7 c 
Registrant: Whois P,rivacy Protect~on Services 
OrgName: FeBox LLC 
Address: 65 Cheyenne Street, Tinton Falls, NJ 07712 
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ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 N T I N U A T I 0 N REPORT NUMBER: 027 

Address: ~~------~(b~)(~B),~(b~)(7~)(C~) ______ _jL 614000, Russia 

Investigation continues. 

,, 

., 
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REQUESTED BY: (b)(6),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND-SECURITY
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TECS ACCESS CODE ~ 

PAGE 1 

CASE NUMBER I rbH7HEl 

TITLE : COMMERI CAL C P WEBSITE. KNO;r.Wn;:Ny--,A"S:;--r!c~b)~(3?) l~s~u·_~s.*c.~§~-35~o~9(~d)~chRild~v,-! ________ ------------

CASE STATUS: INTERIM RPT 

--------------·=-::-==-----.---=-==-==-----:::-::----:=-:-----.-----~-=--------------..-----"'--=-----=--------REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
072808 051706 ~ 028 

----------------,.,--
RELATED CASE NUMBERS: (b)(7)(E) 

-----------=~------------------------------------------------·-··---------·---COLLATERAL REQ: 

-·-·-.. ----·---------------------------------------TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: MEETING IN KYIV, UKRAINE - MAY 7, 2008 

SYNOPSIS: 
In April 2006, Immigration and customo Enforcement (ICE}, Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney•s 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS). 

This report will docutnent a meeting that occurred in Kyiv, Ukraine on May 7, 
2008 and provide an update of the international enforcement actiyity by the 
Republic of Belarus. 

DISTRIBUTION: 
(b)(7)(E) I 

·--.---~=-=--=-==-=------------------·--------------·-·-·--· SIGNATURE: 
(b )(6), (b )(7)(C) SENIOR SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) SENIOR SPEC AGENT 

--ORIGil'I-OFFIC_E_: -K·;-;s:;--...,---;;:;T~E~L~E;-;:P:;-H;::O::;N-;;E::;--: -;7~0~3::-2~9i!!lcb~>c~6>~.cb~>r7~>1r--
HQ CHIEF, CYBER CRIM 

----;:~~~~~...-------TYPIST: -()F_F __ I_C_I_A __ I __ • tJ~S~E~-O~N~~L~Y~~~~-------------
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DEPARTMEN'f ·oF Hi~~ LAND SECURITY·-------··~:--PAGE--2------ -------------. 

CASE NUMBER I (b)(7)(E) I 
0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N REPORT NUMBER: 028 
R E P 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

·} 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N v E S T I G AT I 0 N 
A'T -··--··-------c 0 NT I N u I 0 N REPORT NUMBER: 028 

DETAILS OF INVESTIGATION 

In April 2006, Immigration and Customs Enforcement {ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service {USPIS} 1 

the Federal Bureau of Investigation (FBI) 1 the United States Attorney's 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

Project Flicker has identified 
excess of 150 different member 
criminal organization employed 
subscription payments. I 

a criminal organization that is operating in 
restricted child exploitation websites. The 
various PavPal accounts to process the monthly 

(b)(7)(E) I 

(b)(7)(E) 

ICE and the FBI have been working with Warrant Officer I (b)(B),(b)(7)(C) I of the 
Ukrainian Ministry of Internal Affairs (MIA) since August 2007. In October 
2007 1 ICE and FBI representatives attending a meeting between the US, 
Belarus 

1 
and the Ukraine in Kyi v 1 Ukraine; please see ROI #I (b)(7)(E) 

for background and additional information. 

on May 7 1 2008, a meeting was held at the Ukrainian Ministry of Internal 
Affairs headquarters to further the discussion on Operation Flicker/Operation 
Tornado. The following individuals were present for the meeting: 

, FBI/IIU 
(b)(6),(b)(7)(C) ,, FBI/Legat/Kyi v 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 4 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 028 

·--------

a chart of 16 individuals identified by ICQ name and 
~~~~~~b~e~e~n~=i~d~entified by their actual name) . The 

(b)(B),(b)(7)(C) arne 
(b)(6),(b)(7)(C) • 

The phone activ1ty to the operation of 
the child exploitation websites has been minimal, activity did 
increase during the month of April 2008. WO I (b)(B)(b)(7)(C) I believed the reduced 
activity was due to the enforcement action taken by the Belarusians in 
January 2008. (Three individuals were arrested in Belarus in January 2008 
related to this Operation} . WO (b)(B),(b)(7)(C) indicated that I (b)(B),(b)(7)(C) I had a 
direct relationship with (b)(B),(b)(7)(C) , the main subject of the Belarusian 
investigation. Currently (b)(B),(b)(7)(C) is still on the run. I (b)(B),(b)(7)(C) I also 
maintaino a legitimate computer oaleo buoiness and a website at rix.com.ua. 

According to WO I (b)(B),(b)(7)(C) !, ICQ name lt6)j~/.:-\oll and ICQ number (b)(B),(b)(7)(C) 

is one of the high level webmaoters. l(b)(B),(b)(7)(C)I and one of the othez hl.g evel 
webmasters (name unknm-Jn - but known by ICQ name I (b)(B),(b)(7)(C) I and ICQ number 
I (b)(B),(b)(7)(C) D have several subordinate webmasters working for them. Takeoff • s 
name is believed to be lculc%\01011 (nickname I \6/j~/.:-\6' D . 

wo I (b)(B),(b)(7)(C) I indicated that the following members are responsible for the 
advertising websites: 

ICQ Name ICQ Number 

(b )(6), (b )(7)(C) 

TIJO I (b)(B),(b)(7)(C) I advised that operates approximately 22-24 
advertising/member websites; (b)(B),(b)(7)(C) o erates approximately 10-12 
advertising/member websites; and operates approximately 10-12 
advertising/member websites. 

(b)(B),(b)(7)(C) related that there are four teams within this organization: !(b)(B),(b>l 

(b)(B),(b)(7)(C) , and the fourth team was thought to be the 
(b)(B),(b)(7)(C) (reoponsible for the LS websites) . WO I (b)(B),(b)(7)(C) I provided the 

follow1ng individuals were also members of the organization: 

(b)(B),(b)(7)(C) I (ICQ name ~_.(b~)(,;;.:s)~,(b~)(~7).,(C"-) .....~.....:::.:~....;:;.~number I (b)(B),(b)(7)(C) b: '"responsible 
for advertising websites; works for (b)(B),(b)(7)(C) I (b)(B),(b)(7)(C) I is a Belarusian 
national but currently resides in the Ukraine. 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 268 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY ---1: PAGE 5 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 N T I N u A T I -------

0 N REPORT NUMBER: 028 

ICQ name I l61l%\
6
1ll) I and ICQ number I (b)(6),(b)(7)(C) I: oells child exploitation content to 

other members of the organization; it is believed he either operates or knows 
someone who operates a studio. 

ICQ name~ and ICQ number I (b)(6),(b)(7)(C) I: also known as 
organization's billing systems. He previously worked 
specializes in crypt~graphy. 

maintains the 
(b)(6),(b)(7)(C) and 

I (b)(6),(b)(7)(C) I ( ICQ name I (b)(6),(b)(7)(C) l) : married to I (b)(6),(b)(7)(C) I and acts as a 
translator for the organization. 

ICQ name I (b)(6),(b)(7)(C) I and ICQ number I (b)(6),(b)(7)(C) I: also known as I to)(~h\0'o' I; webmaster and 
a member of the Kingdom Team. 

ICQ name l(b)(6),(b)(7)(C)I and ICQ number I (b)(6),(b)(7)(C) 

for over 20 websites and is a member of 

ICQ name I t~~h\6~> I and ICQ number I (b)(6),(b)(7)(C) I: webmaster 
is believe t at he operates his own group separate 
organization. 

webmaster 

(b )(6), (b )(7)(C) it 
(b )(6), (b )(7)(C) 

wo I (b)(6),(b)(7)(C> I advised that the illegal proceeds from the child exploitation 
wensites are laundered through a number of Webmoney accounto. These accounts 
are operated by an organized crime group that is separate from I (b)(6),(b)(7)(C) 

group. 

WO I (b)(6),(b)(7)(C) I provided the following list of websites and team associations 
(additional teams have been identified by wo I (b)(6),(b)(7)(C) I>: 

~--------~(b~)(6~)-~(b~)(7~)(~C)~------~~: 

(b)(3) 18 U.S. C. § 3509(d) (Federal 
Victims' Protection and Rights Act) 
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(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 
U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

(b)(3) 18 U.S.C. § 3509(d) Child 
victims' and child witnesses' 

rights,(b)(3) 18 U.S. C. § 3509(d) 
(Federal Victims' Protection and 

Rights Act) 
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(b)(3) 18 U.S.C. § 3509(d) Child 
victims' and child witnesses' rights,(b) 

(3) 18 U.S. C. § 3509(d) (Federal 
Victims' Protection and Rights Act) 

(b)(6),(b)(7)(C) I: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' 
rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection 

and Rights Act) 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 
U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

(b)(3) 18 U.S.C. § 3509 
(d) Child victims' and 

child witnesses' rights,(b) 
(3) 18 U.S.C. § 3509(d) 

(Federal Victims' 
Protection and Rights 

Act) 
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Child victims' and child 

witnesses' rights,(b)(3): 18 
U.S. C. § 3509(d) (Federal 
l/;..,.;~.' · ,,<c;n 

It has also been learned that Belarus has arrested a total of five people, 
with several outstanding warrants. WO I (b)(B),(b)(7)(C) I indicated that he would 
continue hi~ investigation through the summer of 2008. 

Investigation continues. 

'·' 
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TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercia~ child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

This report will provide an update o:ftheinternatiOrial eiiforcernentactivity 
and criminal proceedings by the Republic of Belarus . 
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In April 2006, Immigration and C~stoms Enforcement (ICE), Cyber C~imes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial.child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge {RAC) Birmingham, the U.S. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney 1 s 
Office for the Northern District of Alabam~, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

Project Flicker has identified 
excess of 150 different member 
criminal organization employed 
subscription payments. I 

a criminal organization that is operating in 
restricted child exploitation websites. The 
various PavPal accounts to process the monthly 

(b)(7)(E) I 

(b)(7)(E) 

The following is an excerpt of a message from Interpol Minsk regarding 
Operation Tornado. None of the grammar or spelling has been altered from the 
original message. 

BEGINNING OF EXCERPT: 

Herewith we are pleased to provide some extra information in relation to 
Operation Tornado and organizers of the criminal group originating from 
Belarus, their arrests, criminal case initiated etc. 

Upon investigation the criminal case related to Operation Tornado, High-Tech 
Crime department and Investigative department of the Ministry of the Interior 
found that criminal organization acted in Minsk from the middle of the year 
of 2006 till January 2008. This organization was involved in advertisement 
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and distribut1on of ch1ld porno v1a Internet, thefts by means of computers 
and networks as well .as illegal business activities. 

Before July 2006 Belarusian nationals (b)(B),(b)(7)(C) 

I (b)(B),(b)(7)(2> I dob, (b)(B),(b)(7)(C) 

dob, 
organized a 

Functions of the group criminal group \nth a view of illegal activities. 
members: 

-Group leader I (b)(B),(b)(7)(C> I coordinated criminal activities, maintained 
disci line distributed profits, controlled financial flows; ~ 

(b)(B),(b)(7)(C) created and maintained web sites with child porno '1ith 
re- aid access· · 

(b)(B),(b)(7)(C) was involved in advertisement activities of a/m web sites 
by spam sending. 

Separately from this group, before January 2006, Belarusian nationals ltBitG).:-\oltJ/1 
I (b)(B),(b)(7)(C) I doh created a criminal group 
with the aim of property theft by means of computers and networks. 

Functions of the 
F~~~~.;.;,.;.;;;_, -Group leader (b)(B),(b)(7)(C) coordinated criminal activities, maintained 

discipline, supplied required equipment and resources, used to steal property 
to the detriment of foreign Internet shops by means of computers, Internet 
and stolen credit card details; 
-1 (b)(B),(b)(7)(C) I and other unidentified persons were also involved in 
similar thefts and selling of stolen property. 

In July-August 2006, leaders of both criminal groups created a new joint 
criminal group. 
-Since this period the group started illegal processing services development, 
electronic payment syste1n development and financial flows distribution and 
money laundering . ,;. 

Since the grouP. ex of activities, new members were recruited: in 
October 2006 - ·~::.:.:.~~:.=.(b:.:)(B:=;),:.::(b:.::)(7;..>(..:C);..:;..;::;,~;...:;;, on October 2007 - I (b)(B),(b)(7)(C) L 
I (b)(B),(b)(7)(C) I dob and (b)(B),(b)(7)(C) , I (b)(B),(b)(7)(C) I dob (were involved in 
distribution of child porno) . 

~~~-J~u=l~~2~0~0~6~--L---------r~~~~~~~~~~ dob, since September 2006 -
(b)(6),(b)(7)(C) 2 o o 7 - 1 (b)(6),(b)(7)(C) 

(b)(B),(b)(7)(C) others. 

Minor•s porno was distributed by means of selling access to relevant web 
sites. In order to provide higher profits, optimize incomes, the following 
procedures have been carried out: 
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-Group of I (b)(B),(b)(7)(C) I created specialized software (billing), :used to get 
and process automatically information from all sites, registered at billing 
system, with further sending of processed information for electro*ic payments 
via <<PayPal>>, camouflaged as payments for software bought at Internet shop. 
With this aim special sites have been created to demonstrate existence of 

these Internet shops; · 
-Group of I (b)(B),(b)(7)(C) I used to recruit mainly US nationalo to open· accounts at 
<<PayPal>> payment system with a view of further re-routing of money flows. 
These recruited peoples did not know about real .origin of financial flows. 
The re-routed money to some of intermediate accounts o ened by I (b)(B),(b)(7)(C) I 
(b)(B),(b)(7)(C) using faked documents. After this (b)(B),(b)(7)(C) could ~asily 
command finances of both groups. = 

A/m nationals also were involved in illegal business activities from Jul 
200 6 till 14 .1. 2008 in Minsk at Timiaryazeva str, 65, and (b)(B),(b)(7)(C) 

also in Kiev (Ukraine) : 
-provided processing services without license and registration, (processing 
information received from web sites registered at billing system, 
transmission of processed information to electronic payment system 
<<PayPal>>, reception of electronic payments; 
-provided banking services without license of the National bank o! Belarus, 
obtained high incomes as a results without paying taxes. 

(b)(B),(b)(7)(C) order of I (b)(B),(b)(7)(C) I and support of ll61l6),:,\61(1)1 
(b)(B),(b)(7)(C> created billing called <<!west>> and installed 

it at: iwepay.com, physically at computer s stem of the company <<McCole 
Corporation>> (Newark, USA} , rented by (b)(B),(b)(7)(C) In October -
November 2007 <<!west>> billing was improved by (b)(B),(b)(7)(C) and 
re-named to <<SafePay>>, and installed at: safepay88.com, phys~cally at 
<<McColo>> computer system. 

Since August 2006?, billing <<Iwest>> was uoed for payments for minor's 
pornography distribution. 

Since 10.08.2006 till 14.01.2008 51450 transactions have been registered for 
selling of minor's porno and criminal organization obtained income of 5 365 
768, s us dollars. 

(b)(B),(b)(7)(C) I committed thefts to the 
detriment of foreign Internet shops, including www.dell.com (total loss 
exceeded 15 000 USD) . 

I (b)(B),(b)(7)(C) I and I (b)(B),(b)(7)(C) I used stolen banking cards details 
(illegally obtained) for payments. They also used to produce faked credit 
cards. 
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1- REPORT NUMBER: 029 

(b)(B),(b)(7)(C) used to provide cards details, property required and llbll%\61011 
~~~organized thefts and transportation of stolen property to Belarua. 
Drops were also used for these activities. Stolen property, including DELL 
notebook, digital cameras CANON were sold in Minsk. ' 

On 23. 01.2008 criminal case was initiated against I (b)(B),(b)(7)(C) I and I (b)(B),(b)(7)(C) 

lt6m/c\01 1 by Art 285 Part l of the Criminal Code of Belarus (creation and 
management of criminal organization}, Art. 233 part 3 (illegal buainess 
activities of criminal organization), Art. 212 part 4 (thefts by means of 
computers by organized group with high-scale income) . · 

Criminal case was also initiated against other membero of criminal 
organization by similar articles of the Criminal Code of Belarus. 

(b)(B),(b)(7)(C) I 
(b)(B),(b)(7)(C> 1 are arrested at preliminary prison # 1. I (b)(B),(b)(7)(C) I 

(b)(B),(b)(7)(C) 1 are wanted with a view of arrest. Other persons have been released 
against a written undertaking not to leave a place of residence. The case 
was forwarded to the Court of Central nfstrict of Minsk (20.09.2008 - date of 
the first court proceeding) . 

END OF EXCERPT 

Enforcement action against additional members of the criminal organization is 
still pending in the Ukraine. 

Investigation continues. 

o) 
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RELATED CASE NUMBERS: I (b)(7)(E) I 

COLLATERAL REQ: 

-----TYPEOFREPORT:-------------------------------------------------------
INVESTIGATIVE FINDINGS 

TOPIC: SENTENCING OF BELARUSIAN CRIMINAL MEMBERS 

------SYNOPSIS:----------------
In April 2006, Immigration and Cuotoms Enforcement {ICE), Cyber Crimes Center 
{C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the u.s. Postal Inspection Service {USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . 

This report will provide an update of the international enforcement activity 
and criminal proceedings by the Republic of Belarus. 
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DETAILS OF INVESTIGATION ______________ _ 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

---·-·-,-------,----·--:-.,----·---
REPORT NUMBER: 030 

In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
{C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial:child 
exploitation websites. The investigation has been titled Project Flicker. 
The investigation is currently being worked by ICE/C3/CES, ICE/Re~ident 
Agent-in-Charge (RAC) Birmingham, the U.S. Pootal Inspection Service (USPIS), 
the Federal Bureau of Investigation {FBI}, the United States Atto~ney 1 s 
Office for the Northern District of Alabama, and the Department of Justice 
(DOJ) Child Exploitation and Obscenity Section (CEOS) . · 

Project Flicker has identified 
excess of l50 different member 
criminal organization employed 
subscription payments. I 

a criminal organization that is operating in 
restricted child exploitation webs~tes. The 
various PayPal accounts to process the monthly 

(b)(7)(E) I 

(b)(7)(E) 

The following is an excerpt of a message from Interpol Minsk regarding 
Operation Tornado. None of the grammar or spelling has been altered from the 
original meosage. 

BEGINNING OF EXCERPT: 
'.) 

Herewith we are pleased to provide information in relation to operation 
Tornado and convictions of members of the criminal organization covered by 
operation Tornado {in addition to our previous messages). 

Leader of the criminal organization I (b)(B),(b)(7)(C) I, coordinated 
criminal activities, maintained discipline, supplied required equipment and 
resources, used to steal property to the detriment of foreign Internet shops 
by means of computers, Internet and stolen credit cards details; 
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Hi~~LAND SE-CURiTY-------1-~::-::~:~ --(b)(l)(E> 

N V E S T I G A T I 0 N 
N U A T I 0 N REPORT NUMBER: 030 

Nickname:~ _ 
Convicted by Court of Central District of Minsk for 12 years of imprisonment 
with property confiscation with extra 5 yearn prohibition to work as LAN 
admin and servicing of computer systems (p.l art 285 of the criminal Code of 
Belarus - creation of the criminal organization, p.4 art 212 - theft by means 
of computer equipment, p.3 rt 343 - diotribution of child pornography). Date 
of sentencing 14.11.2008. Date of verdict effectiveness - 03.03.2009. 

(b)(B),(b)(7)(C) dob; 
Nickname: (b)(B),(b)(7)(C) 

Convicted by Court of Central District of Minsk for 8 years of imprisonment 
with property confiscation with extra 5 years prohibition to work'as LAN 
admin and servicing of computer systems (p.l art 285 of the criminal Code of 
Belarus - creation of the criminal organization, p.4 art 212 - theft by means 
of computer equipment, p.3 art 343 - distribution of child pornography}. 
Date of sentencing 14.11.2008. Date of Verdict effectiveness - 03.03.2009. 

I ~b~~6~~b~~TC) I; Nickname: I (S ( ~\ ~ 
Convicted by Court of Central District of Minsk for 4 years 1 month of 
imprisonment with property confiscation with extra 3 years prohibition to 
drive the vehicle (p.2 art 285 of the criminal Code of Belarus - creation of 
the criminal organization, p.3 art 343 - distribution of child pornography). 
Date of sentencing 14.11.2088. Date of Verdict effectiveness - 0~.03.2009. 

I (b)(6).(b)(7)(C) 

Nickname! llDJt~h\6'0'1 
Convicted by Court of Central District of Minsk for 5 years of imprisonment 
with property confiscation {p.2 art 285 of the Criminal Code of Belarus -
creation of the criminal organization, p.3 art 343 - distribution of child 
pornography). Date of Sentencing 14.11.2008. Date of Verdict effectiveness 
- 03.03.2009. 

Nickname: (b)(B),(b)(7)(C) 

Convicted y our of Central District of Minsk for 5 years of imprisonment 
with property confiscation (p.2. art 285 of the criminal Code of Belarus -
creation of the criminal organization, p.3 art 343 - distribution of child 
pornography). Date of sentencing 14.11.2008. Date of verdict effectiveness 
- 03.03.2009. 

I rblrsHb\(7\rq 

Nicknames: I (b)(B),(b)(7)(C) I 
Convicted by Court of Central District of Minsk for 6 years of imprisonment 
with property confiscation (p.2 art 285 of the criminal Code of Belarus -
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ICE 

REP 0 R T 0 F I N v E s T I GA T I 
CASE NUMBER I (b)(6) (b)(7)(C) J I 

c 0 N T I N u A T I 0 N REPORT NUMBER: 030 

creation of the criminal organization, p. 3 art 343"·-- distribution of" child--·· 
pornography). Date of sentencing 14.11.2008. Date of verdict effectiveness 
- 03.03.2009. 

Nlcknames: (b )(6), (b )(7)(C) 

' 
(b)(6)(b)(7\(C) 

Convicted by Court of Central District of Minsk for 4 years and 6:months of 
imprisonment with property confiscation (p.2. art 285 of the criminal Code of 
Belarus - creation of the criminal organization, p.3. art 343 - distribution 
of child pornography). Date of sentencing 14.11.2008. Date of verdict 
effectiveness - 03.03.2009. 

I (b)(6) (b)(7)(C) 

Nicknames: I (b)(B),(b)(7)(C) I 
Convicted of Court of Central District of Minsk for 4 years imprisonment with 
property confiscation {p.2. art 285 criminal Code of Belarus - creation of 
the critninal organization, p.3 art 343 - distribution of child pornography). 
Date of sentencing 14.11.2008. Date of verdict effectiveness - 03.03.2009. 

Nickname: (b)(B),(b)(7)(C) 

Convicted by Court of Central District of Minsk for 4 years imprisonment with 
property confiscation (p.2. art 285 of the criminal Code of Belarus -
creation of the criminal organization, p.3. art 343 -distribution of child 
pornography). Date of sentencing 14.11.2008. Date of verdict effectiveness 
- 03.03.2009. 

1 (b)(6).(b)(7)(C) 

Nickname: I~Wc\o) I 
Convictedy Court of Central District of Minsk for 4 years of imprisonment 
with property confiscation (p.2 art 285 of the criminal Code of Belarus -
creation of the criminal organization, p.3 arr 343 - distribution of child 
pornography). Date of sentencing 14.11.2008. Date of verdict effectiveneso 
- 03.03.2009. 

I (b)(6).(b)(7)(C) 

Nickname: ltolt~h\6101 1 
Convicted of Court of Central District of Minsk for 3 years imprisonment with 
property confiscation (p.3 art 343 - distribution of child pornography). 
Date of sentencing 14.11.2008. Date of verdict effectiveness - 03.03.2009. 

Head of Criminal organization 
Invisible) and his assistant 
national {with a view of arrest) , 
international level. 

(b)(B),(b)(7)(C) (naicknames: I (b)(B),(b)(7)(C) I, 
(b)(B),(b)(7)(C) escaped and are wanted at 
CIS countries (with a view of arrest) and 
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END OF EXCERPT 

PAGE 6 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 030 

Enforcement action against additional members of the criminal organization is 
still pending in the Ukraine. 

Investigation continues. 
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.. .. 

In I DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE 
ICE 

-······-·---··-· ·--·---···----···-·---· ······-
PAGE 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

I .... .. 
TITLE: COMMERICAL CP WEBSITE KNOWN AS L~?~1; ~~-:;:.:.,.;:-:;~~:~] 

CASE STATUS: -···- DISP PENDN~-------·----·--· 
·-·· ·--- ··---

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
010312 051706 ~ 031 

" 
RELATED CASE NUMBERS: I (b)(7)(E) I 

---·-·--.. ··---·······---
COLLATERAL REQ: 

- .----rr'lPE. OF -REPORT: -· .. 

OTHER INFORMATION 

TOPIC: 'pi,ACEMENT 6F Li~1~~; ~~~~~i~ '~ir!:~~~aj. ~~~~" I CASE IN···PENDING STATUS 

SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3), Child Exploitation Section (CES), initiated an investigation into an 
international criminal organization operating numerous commercial child 
exploitation websites. The investigation has been titled Project Flicker. The 
investigation is currently being worked by ICE/C3/CES, ICE/Resident 
Agent-in-Charge (RAC) Birmingham, the u.s. Postal Inspection Service (USPIS), 
the Federal Bureau of Investigation (FBI), the United States Attorney's Office 
for the Northern District of Alabama, and the Department of Justice (DOJ) Child 
Exploitation and Obscenity Section {CEOS). 

Several members of the criminal organization were arrested in Belarus (see 
Report 030). Subsequent investigative activity regarding this c~iminal 
organization was documented in case I (b)(7)(E) I (Op Basket) . Collateral 
cases for this case remain open but no further investigative activity is 
anticipated for C3. As a result this case is being placed in pending status . 

...------=-~ ............ ~=-...,...,..,,.._----r-------,..,...,~-----=-==---------···----···-·-···-------------,-
lr---~D~ISTRIBUTION: SIGNATURE: 

(b)(7)(E) I L.--------l:(b::L.l)(.::,:6)~,(b:L.I.)(7:.L.l)(~C)~-----....11 OI PROGRAM .MANAGER 
------------~-----------------------------------------

APPROVED: r--....;;.;;.;;..;;..;..;.;;;.....;..,;;;;.;;;..;. ___________ -=c=--===-::-:-··-------
ICE SECTION CHIEF (b )(6), (b )(7)(C) 

ORIGIN OFFICE: KS 
HQ CHIEF, CYBER CRIM 

--TYPIST: (b)(B),(b)(7)(C) 
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-·CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 031 

-··········----··----------····--------------------------

CASE PROGRAM CODES: 

(b)(7)(E) I 

,, 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE~ 
ICE 

PAGE 1 
REPORT 0 F I N V E S T I G A T I 0 N 

---· 
CASE NUMBER I (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS L}Dil.l}: 1~ u .. o..;. !'l_ J::lUtllC) o..;nua rl 
;rt;mo' Ann ~h;!rl ,.~;tnooooo' ,;nhto I 

CASE STATUS: CLOSING RPT 

REPORT DATE 

I 
DATE ASSIGNED 

I 
PROGRAM CODE 

I 
REPORT NO. 

022514 051706 ~ 032 

RELATED CASE NUMBERS: 
·-----------·-COLLATERAL REQ: 

-·· 
TYPE OF REPORT: 

OTHER INFORMATION 

I TOPic-;-CLOSING OF cAsE _____ 

SYNOPSIS: 
All leads on this case have been disseminated and collateral investigations 
closed. 

This case is closed. 

DISTRIBUTION: 
r-1 (-b)...,.(7).,..(E....,}j 

o) 

SIGNATURE: 
(b )(6), (b )(7)(C) ICE SECTION CHIEF 

APPROVED: 
L---------~(b~)(~6)~.(b~)(7~)(~c)~--------~~ ICE UNIT CHIEF 

·--·-·-·-·-·-·~----=-==.:::--:===-~·> -:=--=--::"rTI'I"!!mTT'!I"!!""''Tr--ORIGIN OFFICE: KS TELEPHONE: 703 29ll61l%\61011 
HQ CHIEF, CYBER CRIM 

----:=::-:::-:=--r-~~-----..,-------TYPIST: (b)(6),(b)(7)(C) 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 032 

---------------·-------------- .-----··-·------

CASE PROGRAM CODES: 

(b)(7)(E) 

,; 

I 

------~------....,....-=-~---------------- ---··------··-·-------·-----
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE 11.) 
ICE 

PAGE 1 
R E P 0 R T 0 F I NV E S T I G A T I 0 N . 

CASE NUMBER I (b)(7)(E) I 
TITLE: SNP REQUEST FOR CPS FLICKER 

-·········--····-·--···----·-·----···--··-
CASE STATUS: INI1' RPT 

REPORT DATE DATE ASSIGNED [PROG~ cOnE --I--REP~~r NO: 
051210 050710 

RELATED CASE NUMBERS: 

------·· COLLATERAL REQ: 

·--------TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: SPANISH NATIONAL POLICE REQUEST FOR INFORMATION OPS FLICKER 

SYNOPSIS: 
On April 30,2010, the ICE Attache Madrid received a request for assistance 
from the Spanish National Police (SNP) asking for the final results of the US 
phase of an international child pornography investigation initiated by the ICE 
Cyber Crimes Center's (C3) Child Exploitation Section (CES) in April of 2006. 
The investigation code named Operation Flicker in the US, Operation Myosis in 
the UK, and Tornado in Spain and Belarus, focused on member-restricted child 
pornography websites that were accessed through established PayPal accounts on 
the internet. The SNP is planning on taking enforcement action on the Spanish 
portion of the investigation (Operation Tornado) during the latter part of 
May, 2010 and are requesting the results for de-confliction and 
pre-operational planning. 

ICE Attache Madrid requested the assistance of the Executive Informantion Unit, 
ICE, HQ Office of Investigations in obtaining the enforcement statistics 
requested by the SNP. The results \'/ill be fonJarded upon receipt. 

·--···-·-··---··---·····-·-· 
DISTRIBUTION: 

(b)(7)(E) I I 
SIGNATURE: 

(b )(6), (b )(7)(C) I ASAC - ASSISTANT SAC 
------------------------------~-----------------------

APPROVED: 
··-···--···--·--·-I (b )(6), (b )(7)(C) I ICE ASST ATTACHE 

·-··-
ORIGIN OFFICE: MU TELEPHONE: 305 591 \U/\~~\U/\1/1 

MADRID, SPAIN - ATTA ? -- TYPIST: I \UI\"/r-\U/\I/ I 
- ----··---
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ASE NUMBER I (b)(7)(E) I f,
AGE 
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CASE PROGRAM CODES: 

(b)(7)(E) 

------------·--·--··--·---····-· 

N EPORT- N-UMBER-;-o<n---·------1 
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REQUESTED BY: 

DEPARTMENT OF 
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TITLE: SNP REQUEST 
-····--···-------

(b)(s).(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

HOMELAND SECURITY 
ICE 

N V E s T I GAT 

FOR OPS FLICKER 

I 0 N 

.. TEC'8AcCE8sc6DE [IU 

PAGE 1 

-·---cAsE NUMBER ._l __ ..;..(b.;.;.)(7..;.;)(...;.E) __ ..... 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED·--[PROG 
051810 050710 

·------···-- --·----

RAM CODE 
~ 

RELATED CASE NUMBERS: 

---COLLATERAL-· REo:--·· 

REPORT NO. 
002 

··--··--··· TYPE OF REPORT: -·-···-···-··---·-·····--·-··-····--! 
INVESTIGATIVE FINDINGS 

'rOPIC?-:---=o=p-=E-=RA-:--::-:T-=r-=-o--N--=F--L=r-=c=K=E=R-=I=N=F--O=R:-M-A=T=ro-N------PR ..... O .... V.._I ..... D .... E ...... D----T---.O-S .... P-AN----I-S--H-N--A--T ..... I-O--N-A-L-P-0-L-I-..C-=E---1 

---··----·---· SYNOPSIS: 
On April 30,2010, the ICE Attache Madrid received a request for assistance 
from the Spanish National Police {SNP) asking for the final results of the US 
phase of an international child pornography investigation initiated by the ICE 
Cyber Cri1neo Center 1 S (C3) Child Exploitation Section (CES) in April of 2006. 
The investigation code named Operation Flicker in the US, Operation l<bJ(7)(E) I in 
the UK, and Tornado in Spain and Belarus, focused on member-restricted child 
pornography websites that were accessed through established PayPal accounts on 
the internet. The SNP is planning on taking enforcement action on the Spanish 
portion of the investigation {Operation Tornado} during the latter part of 
May, 2010 and are requesting the results for de-confliction and 
pre-operational planning. 

On May 18,2010, the ICE Attache Madrid, after obtaining authorization to 
release the requested information from the Office of the Director, ICE Office 
of Investigations (OI}, HQ, provided the data to SNP . 

I 

...-----,· .......... =----:--=.....,...,:--:------,---==~==--------------------·-··-·-DISTRIBUTION: SIGNATURE: 
1

"1 (-b)-(7)-(E"""') I (b)(6),(b)(7)(C) ASAC - ASSISTANT SAC 

APPROVED: 
(b )(6), (b )(7)(C) ICE ASST ATTACHE 

---0-R-IG_I_N_O_F_F_I_C_E--: -M-U-----.---=T=E-L-=-E=P--H,-O_N_E_:_3_Q __ 5 ___ 5....,9~1 t~BJ~t~"h\~6Jl~'1~1 -
MADRID, SPAIN - ATTA 

TYPIST: I (b)(~h\6101 I 
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ICE 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 

--.·-·--.--------------------------------·--·-·---.. ····-

CASE PROGRAM CODES: 

(b)(7)(E) 

•) 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G AT I 0 N 
-·······------··----.. 

C 0 N T I N U A T I 0 N REPORT NUMBER-1 002 

DETAILS OF INVESTIGATION: 

On April 30,2010,the ICE Attache Madrid received a request for assistance 
from I (b)(B),(b)(7)(C) I, 
Brigada de Investigacion Tecnologica, Cuerpo Nacional de Policia (Spanish 
National Police {SNP)), asking for the final results of the US phase of an 
international child pornography investigation initiated by the ICE Cyber 
Crimes Center's {C3) Child Exploitation Section (CES) in April o£~2006. The 
investigation code named Operation Flicker in the US, Operation j(b)(7)(El I in the 
UK, and Tornado in Spain and Belarus, focused on member-restricted child 
pornography websites that were accessed through established PayPal accounts on 
the internet. ICE offices throughout the·us participated in the initiative 
and as a result, numerous cases were opened, and arrests, seizures, search 
warrants and prosecutions were conducted generating enforcement statistics. 
The SNP is planning on taking enforcement action on the Spanish portion of the 
investigation (Operation Tornado) during the latter part of May, 2010 and 
requested the final results for de-confliction and pre-operational planning 
purposes. ., 

On May 7, 2010, Project Code ~ (Operation Flicker) was queried in TECS II 
and revealed that 1,357 case records, and 933 arrest records and seizure 
records are associated with the investigation nationwide. Inquiries specific 
to the commodity codes for Currency/Monetary Instruments and Firearms seized 
were also run in TECS II revealing that to date $294,028.51 US dollars, and 30 
firearms, including one silencer and one hand-grenade have been seized. 

On May 11, 2010, (b)(B),(b)(7)(C) , National Program Manager of the Executive 
Information Unit EIU , ICE, HQ Office of Investigations was contacted and was 
requested to obtain specifi~ta related to arrests and convictions that 
occurred under project code~· 

On May 12, 2010, I (b)(B),(b)(7)(C) I from EIU provided the ICE Attache Madrid 
with a detailed report breaking down the statistics by fiscal year (since the 
operation•s inception), investigating office, criminal arrests {407), 
indictments (328), convictions (334), and administrative arrests (5). 

On May 12, 2010, The ICE Attache Madrid submitted a request to SSA ll61l%\61011 
l(b)(B),(b)(7)(C)I, Office of the Director, ICE OI, via email for authorization to 
release the information in connection with the SNP request. On May 14, 2010, 
authorization was granted to the ICE Attache Madrid to release the information 
to the SNP. ? 
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REPORT NUMBER': 002 

On May 18, 2010, the statistic-al data· for final results pertaining to ----
Operation Flicker were provided to I (b)(B),(b)(7)(C) I, Inspector !(bl(6),(b !of 

the SNP, Child Protection Unit. 

·~ 
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TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: NO FURTHER ACTION REQUIRED 

SYNOPSIS: 
On April 30, 2010, the Spanish National Police (SNP) requested statiscal 
information from the ICE Attache Madrid concerning Opertaion Flicker,a national 
child pornography investigation initiated by the ICE Cyber Crimeo Center. The 
SNP in preparation for a similar national operation in Spain, requested the 
information for proper deconfliction and pre-planning purposes. On May 18,2010 
the ICE Attache Madrid provided the requested information to the SNP 

Due to the investigative Judge•s decision, the national operation was cancelled 
and each independent case was relegated the each respective judicial disctrict 
throughout Spain for action. No further action is required by the ICE Attache 
Madrid therefore this investigation is closed unless additional information is 
obtained that merits reopening the case. 

----D-ISTRIBUTION: SIGNATURE: 
I (b )(7)(E>I (b )(6), (b )(7)(C) ICE ASST ATTACHE 

APPROVED: 
(b )(6), (b )(7)(C) ICE ASST ATTACHE 
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MADRID, SPAIN - ATTA 
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NUMBER I 
) 

I CASE (b)(7)(E) 

----
TITLE: COMMERICAL CP WEBSITE KNOWN AS I _\UI\"; ou v . .. . ~- ""u"\UI, ~omu I 

CASE STATUS: !NIT RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
' 080106 072606 ~ 001 

RELATED CASE NUMBERS: I (b)(7)(E) I 
_ ........ . -.-··· . .... --· -·· .. ... ··--

COLLA'l'ERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: COLJJATERAL REQUEST REGARDING l(o)(") '! u!'!' ~:Vw(a/\mta v1ct1ms and cm!d wrrnesses ngms, I 
. 'h\(1\· 1 a 'l S.C. ~ :i5.Q.BC d' !E~~orel\f•ct•ms' p~~!:;;:ct•::::o egd R'Pb!~ A • 

SYNOPSIS: 
On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), Child Exploitation Section (CES), regarding a lead 
from the National Center for Missing and Ex:loited Children (NCMEC). 
Information from NCMEC related to website, C,;~~~;L!~;~.;;z.;,tp,u:m;-;u~ ~'¥~~;~,~%~;:~~1 v; I reported 
as offering child pornography. While agents at C3 accessed the above named 
website in an undercover capacity, an additional advertisin~ website was 
discovered through email solicitation, L.a;~:!:::~.si;A/,"~f\16";61~g~~;;,: :::?vc~;l. Both 
websites offer access to members only website I <a\!%1g,;~~~f.\s§f?5~%~UJr7:':'tF·;;~:;sr;::;:;~:'g;:::~t:::nd 1. 
Website, L •a;~~~;!; ::~.3i;A/,"~f\16";61~g~~;L::~;::,uvct; I redirected payments through a PayPal 
account, listed in the name of I (b)(B),(b)(7)(C) L Fairfield, 
Alabama. 

related 

·--.,...,.,.,- --·---
DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I L.----......:.(b..:.;)(:..:s).;.;.,(b.:.:)(...:.7)(:...c:...) ___ ___.I · SPECIAL AGENT 

APPROVED: r--....:.:;.;;..;;;..:.;.;;..;..;;;;.::;..;:...._ _______________ ...,---,._--,-:-:.,----.~--== 

(b)(B),(b)(7)(C) RAC-RESIDENT AGENT IN 

BIRMINGHAM, AL - RAC 
ORIGIN OFFICE~. BI ~LEPHONE: 205 73l(b)l~[\61llll 
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CASE PROGRAM CODES: 

(b)(7)(E) 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

----·----------

·~ 

---------------------·-----------------0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 299 of 929 



0 F F I C I A L U S E 0 N L Y 

------------------------=--====-==~-----.------=--=:-::=---~=--------------.-DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

-- cA.sE-NUMBER L..l __ ...,:(.;.:,b>:.;.,(7).:,;;(E;:_> __ ..... r 
R E P 0 R T 0 F INVEST I GAT I·O N 

C 0 N T I N U A T I o __ _:_ _______________ REPORT ~UMBER:=_oo~--------' 
DETAILS OF INVESTIGATION: 

On July 24, 2006, the Resident Agent in Charge 1 Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement 1 

Cyber Crimes Center (C3), Child Exploitation Section (CES), regarding a lead 
from the National Center for Missing and EX,Eloited Children (NCMEC) . 
Information from NCMEC related to website, J;n~~!!!- 1Jn~i;c;i,V;g;\aJgn~\~t9~;,~n:n~~~~v;cr1 reported 
as offering child pornography. While agents at C3 accessed the above named 
website in an undercover capacity, an additional advertisin website was 
discovered through email solicitation, , - · Both 
websites offer access to members only \'lebsite ~~IA.I.J...s.J;;:...£..:l~'-'l.l.-'l~~~~~~~~~ 
Website, redirected 
account, 
Alabama. 

11 2-12 y.o. Girls and Boys in video, photo, text content without any censurel 11 

11 ABSOLUTELY ILLEGAL 11 

11 REAL 11 

11 Hardcore Fuck of Little Girls 1 Brutal Rapes, Sweet Love all that you can 
wont HERE! n 

(Reference ROI#: L..l ___ (~b).:,;;(7.:.:.>(E;;;:.> __ __.I) 

SSA lt6)j~/.:-\oll determined during his initial revie\'1 of the website that an 
overwhelming about of the ~·~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

ra h s ecificall 
(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

On A~ril 5 2006 after the initial review of website 
L;m~;~;f;~.;,~~~Vi~W§gm~a;~~~~;, ~~:d~~~LJ, SSA !1c;j~:.:-\61! 1 acting in an undercover capacity, clicked 
on the 11 JOIN NOW 11 link for the website, which redirected to 
I CDJCSJ. 1 t. %· %· c~ ~k\Jnuo~!\6/c~::~s1't,~•:::::• : .. :!:~. ;::•;;:~~fa:¥11~6;\uJtSJ. 1 6 I. S SA I (B/j~/c\0) I purchased a membership to the 
website, which provided him access for one month for a fee of $79.95. During 
the membership purchase 1 SSA !<c;j~:.:-\61! was instructed to provide his name 1 e-mail 
address, mailing address, telephone, and credit card information. 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

The rneosage provided login, and password information alonq with a link to the 
11 Memberzone 11 URL listed as follows: ll~!~~L',~.,u,::..;o..;,.:.!'l/.,O~;~~~,~~=vlCtims arra,ciiTCfwonesse~~:gn<sl. 

database 
a given URL. 

Registrant 
Registrant , NY NY 12345 
Registrant 
Registrant E~m~a~i~l~=~------~~~~------~ 
IP Address: (b)(B),(b)(7)(C) 

OrgName: Kennel Accountants, Financial Services 
Address: 26 Barolin Street, Bundaberg, OLD 4670 AU 
OrgTechName : I I 
OrgTechPhone: (b)(B),(b)(7)(C) 

OrgTeckEmail: . . 

On A~ril 6 1 2006, SSA H~~~ accessed the members only website U~/j{~~~ {e-" 5\%1~1~~',¥:~~!?~~:;T":.'%;z~;: :<;'g:'!Jutilizing. SSA lt6/We-\o11 was unable to capture 
complete website, however; he was able to capture the following: 

the 

* 11 Softcore" galleries 1 through 6, containing approximately~900 image 
files depicting prepubescent males and females engaged in sexually 
explicit conduct. 

* 11 Hardcore 11 galleries 1 and 2, containing approximately 115 image files 
depicting prepubescent males and females engaged in sexually explicit 
conduct. 

* Approximately 300 video files from the "Child Porn 11 video gallery. 

Together 1 SSA lt6)j~/e-\oll, and Net-1EC, have identified approximately 171 images files 
from the members only website, depicting victims previously identified by law 
enforcement investigations 
SSA lcc/i~/.:-\611 determined through publicly accessible databases I that the website I 
"r/,Vt,•:.y·:·g· p;;gg,~~! ,'£1!1~u,!;f~~··!·!:.0~!'!~!~:6!!!69.1!t~!9ol is maintained at Genesio2 Networks, located at 
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4200 Freedom Drive, Charlotte, North Carolina 28208. 

On May 2 5, 2006, Trial Attorney I (b)(B),(b)(7)(C) I, U.S. Department of Justice 
(DOJ), Child Exploitation and Obscenity Section (CEOS) issued a preservation 
request pursuant to 18 u.s.c. 2703(f), requesting that Genesis2 Networks 
preserve the contents of the URL: lc;ah~~>,~;!;;~,~·fi'%· ~ s~Jg;buJ,;~•;•~sv~;~::~,;:;:;.11~~;:::;::d 81 pe11ding 
issuance of a search warrant. In response to the preservation request, 
Genesis2 Networks ;~rovided a Seagate 40Gb hard disk drive (Model I (b)(7)(E) I; 
Serial Number ll61M~~1~_tCJ,l611) . 

On .June 23 2006 SSAJU/j~/.:-\61 1 received an e-mail 
L~~!~!~~~.~;;.;;rt;gz~Wlt~~~~t~;b"91~~~i~~~J, advertising a website seen before 
child porn". The website URL listed . . SSA ll6/j~/,:,\6'1 
accessed the website, which v1as titled 11 Real Children Porno Pay 
Site! 11 SSA ll6/j~/,:,\6'1 was able to ascertain that the advertising for the website 
contained the same content as the advertising for website 
L •s1~!~'!1~.~~cri~;z}1:;~Wk'~"iJi~';~~·;,t~~1~~:1val (Reference ROI#: I (b)(7)(E) b . SSA ll6/j~/.:-\6'1 noted the 
following offers from website l"'i•a:~~~;~<!~·r~,;,,~,!?~1~* gn~\~1g~~~ ,t:~;:\u"icti I: '-, 
11 2-12 y.o. Girls and Boys in video, photo, text content without any censure!" 
"ABSOLUTELY ILLEGAL" 
"Hardcore Fuck of Little Girls, Brutal Rapes, Sweet Love all that you can wont 
HERE! 11 

On June 23, 2006, after SSA reviewed website .. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

SSA purchased a tnembers ~p to the 
website, which provided him access for one month for a fee of $79.95. During 
the membership purchase, SSA lcc/j~/.:-\611 was instructed to provide his name, e-mail 
address, mailing address, telephone, and credit card information. After 
completing the form SSA ll~§eh\6'1 was notified that he would receive an e-mail with 
instructions on how to finish his order. 

On June 23, 2006, SSA ll~§eh\61 1 received an e-mail message from 
Lt~c;;,;zstSs\36~6i~%7!~'t":;:::~,~:~;:•."g:::::·_"!ndl. the contents of which confirmed his request to 

11 join elite child porno paysite. 11 The following information was also listed 
in the e-mail: 

11 You•ve just went through verification step." 
11 Your credit card wasn't charged11 

11 You are in one step from biggest child porno member zone. 11 

11 To complete registration follow instructions. •• 
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REPORT NUMBER: 001 

11 To pay be credit card you need to follow these simply instructions: 11 

u1 . open 1 ink: 1 (UJ(SJ. 10 u.s. c.§ ssosta) cnua o1emns arm erma w1messes flgr~;\a)(S). 10 u.s. c.§ ssosta) treaeral o1emns Proceeuun arm Rlgms lu 
11 2. enter your credit card info11 

"3. wait for login on your e-mail 11 

"After that you will receive e-mail with login info to our child porno site. 
Thank you for your patience. 11 

'' 

all questions~only to this 
that will be sent to other 

I (b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) I 
Lel~t1;~,z;;~s~·"-t:~6/._:;;:u,;;c:1 ~sc I. SSA ~ determined that the webpage at the listed IT'I'I"!T''':T'T'I'I"''' 

hyperlink was a PayPal secure £_a:i!!!ent webEage. The website informed SSA ll6/j~/e-\61l 
through an e-mail from 1riaL~!l1l·,:g,3·i·,9;9;~~*ai!\11t=:~~~:~J~~!.11~;:;::j:s~e;ad1, that his signup was 
completed and that he could access the website through URL: 
I (~~~tJ>.1 ,0s~/~ciL~ \ s;~iJtJ,;~~~~!~~i~:~7:~. *!~~;:~:;s:;; ~:~:!!'I. 

On June 23, 2006, SSA ll6/j~/e-\611 accessed a publicly available database that 
provided registrant information for the ?,iven URL. The database provided 
f o 11 ow in information re a rdi ng lwim~~~(;~; ~~g.Q~,:~,!1°gf}~ gn~~1;~:~~ ,~~~~~~1,0viMJ, and 
(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights, • 
(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights ' 

Act 

Organization Name: 
Organization Address: , Mesa, AZ 85203 
IP Address: (b)(B),(b)(7)(C) 

OrgName: Inktomi Corporation 
Address: 701 First Ave, Sunnyvale, CA 94089 

Registrant 
Registrant NY NY 12345 
Registrant 
Registrant Email: 
IP Address: -~~(b~)(~s)~.(~b)~(7~)(C~)~~~~~~~~~w 
OrgName: Kennel Accountants, Financial Services 
Address: 26 undaberg, OLD 4670 AU 
OrgTechName: 
OrgTechPhone: 
OrgTeckEmail: 
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REPORT NUMBER: 001 

-·········--·-····---·-------------------------~------~-~ 

On June 23, 2006, SSA Dunn issued a Customs summons to PayPal for account 
information related to Financial Services, (BF). On June 27, 2006, PayPal 
provided the following relevant information: 

Name: 
Address: 

(b )(6), (b )(7)(C) 

After IP infort~ation l waf furthTar n~~":,;ssa~~9,:ated by SS(A t'J~fJ~ itn,~~~:!s ~ne;;rmined 
that both webs l. t e s Lrjtg~;~;:, r1q~t= c~v\:i~3 ,1 r f 35~9'd' 'f~d::f \tiel and I wjtg~~~;~, ~~~;;1\. 1 ~T}~ g ~ 35:'d' 'fe~e~'' Victi I are 
advertisin websites for the members only website, 

. I VI lmS an ,c I Wlnesses ng s,. Genesis2 Networks, located at 4200 Freedom 
~~~~~~~~~M-.~~~~C~a~r~o~lina, 28208 is currently housing website 

On July 18, 2006 1 SA ! (b)(6),(b)(7)(C) 1 was contacted b~ SSA ~regarding the 
inveotigation of t;ah~~>,~;tj~,~·fi;i;· & 3~J~%B2,;!':1~:!~~::~,;::!;.n~~;::z:;::rl I. ss~, along with NCMEC, 
and the United States Postal Service Inspectors initiated reliminary 
investigation into the activities of I culc~h\0101 I. Inspector (b)(6),(b)(7)(C) of the 
United States Postal Service, Birmin ham, Alabama has issued a request for 
mail cover for address (b)(6),(b)(7)(C) 1 Fairfield, AL 35064. On July 20, 2006 1 

(b )(6), (b )(7)(C), (b )(7)(E) 

I (b)(6),(b)(7)(C),(b)(7)(E) I 
Northern District of Alabama. The title bar indicated the web page was known 
as 111 . .;\::!Z'j; ~':~!i.; ~6;;:;;~!-;I!~~J - Secret members area. 11 The member restricted website 
contained the same content and structure as the member restricted website 
described above. Determination was made by SA I (b)(6),(b)(7)(C) I along with Inspector 
I (b)(6),(b)(7)(C) I of the united States Postal Service, that the content of the 
website described contains thousands of images of child pornography. 
Specifically, the site depicts prepubescent minors engaged in sexually 
explicit conduct; to include at least 171 images depicting victims previously 
identified by law enforcement investigations. This content is made available 
to internet users located within the Northern District of Alabama. 

C3/CES requests that RAC/Birmingham open an investigation targeting the 
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operator (s) of the member restricted website known as uU~\!!~,'~,;;;;i.'il;.~S.'!!~*/:'!~.1; 11 

including the individual operating the above identified PayPal account. C3/CES 
will remain available to assist and support the RAC/Birmingham investigation. 

This investigation continues. 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER ._1 __ ...,l(.;.:,b>;;;.,(7)~(E._) __ _, 

TITLE: COMMERICAL CP WEBSITE KNOWN AS HOME COLLECTION ______ _ 

------·-·---::-=::-:=.-:-:=----======-=--===---------------------------CASE STATUS: INTERIM RPT 

REPORT DATE IDATE ASSIGNED __ _ 
080706 072606 

~-----~~~-----------RELATED CASE NUMBERS:-- (b)(7)(E) 

PROGRAM CODE 
~ 

REPORT NO. 
002 

-------------------------------------------------COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: SEAGATE HARD DRIVE RECEIVED FROM DEPARTMENT OF JUSTICE 

--------------------------------------SYNOPSIS: 
On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama {RAC/BI} 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), Child Exploitation Section (CES}, regarding a lead 
from the National Center for Missing and Exploited Children NCMEC . 
Information from NCMEC related to a website, , · ' 
reported as offering child pornography. While 
named website in an undercover capacit~~~~~~~~~~~~~~ 
discovered through email solicitation,~·~-~~~~~~~~~~~~~~~~~~ 
websites offer access to members only website~~~~~~~~~~~~~~~~ 
Website I L;m~~;~; ~~go"'i;A/?~t\~;fl;a,~;~1!~ ,':/~;~~1•6" I I dj fee ted payments through Paypal account I 
listed in the name of l (b)(B),(b)(7>(C> _of Fairfield, Alabama. 

On July 24, 2006, the office of the RAC/BI received one Seagate 40Gb hard 
drive from the United States Department of Justice(DOJ) Child Ex~loitation 
and Obscenity section (CEOS} in relation to Lb~~1/:!dt,%fi%rszgtaJ,;,n;'gevr1~~:!1~0~!~·3~~~~~r:;~~del. 
····---------------------.----,..--------~~-·--DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL .i-\GENT 

APPROVED: 
(b )(6), (b )(7)(C) RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: BI 'l'ELEPHONE!.2os 7j lb/lb).:-\61
(1) I 

BIRMINGHAM, AL - RAC 
____ TYPJ;.ST: I (b)(6),(b)(7)(C) I 
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DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), Child Exploitation Section (CES}, regarding a lead 
from the National Center for Missing and Exploited Children NCMEC . 
Information from NCMEC related to a webs1~·~~~~·~~~~~~~~~~~--------~ 
reported ao offering child pornography. 

(b )(6), (b )(7)(C), (b )(7)(E) 

websites offer acceSS tO members only website •. . . . I Vlctlmsan,CI Wltnessesngts, 

Website, L;m~~~\;~; ~~go"'i;i,V?~f\~g";61~g~1!L~:~;~,allcti I dj rected payments through Paypal account, 
listed in the name of 1 (b)(B),(b)(7)(C) I of Fairfield, Alabama. ,, 

On July 24, 2006, the office of the RAC/BI 
drive from the United States Department of 
and Obscenity Section (CEOS) in relation to~~~~~~~~~~~~~~~u 
This website is housed at web-hosting company NETWORKS, 
Charlotte, North Carolina. 

On May 25, 2006, Trial Attorney! (b)(B),(b)(7)(C) 1. (DOJ/CEOS), iosued a 
preservation request pursuant to 18 U.S.C. 2703{f~ re~uestin~ that GENESIS2 
NETWORKS preserve the contents of the URL :1 daf.~\1G,;;s;r;!§/"~6iC7!~'t.,:~~!:~,:t;;:•."g;:~:;:·_"!ad I 
pending issuance of a search warrant. In response to the preservation 
request, GENESIS2 NETWORKS ~rovided a Seagate 40Gb hard drive (Model 
ST34 0014A; Serial Number I\DI\B}g{~~,M\DI!) • 

On July 21, 2006, said hard drive was sent via Federal Express by I (b)(B),(b)(7)(C) I 
(DOJ/CEOS) to SA Suzanne Prevatte of the office of the RAC/BI, in anticipation 
of ~~tainin~ a search warrant for it's contents relating to website 

!ltG\tii' :::>.s\: Viki~t~ ~~~~:~~~~;t,..:z *!~~;:~:;":;:6:~~::· I. SA I (b)(B),(b)(7)(C) I received the hard drive on 
July 24, 2006 via Federal Express. 

On July 28, 2006, a search warrant was obtained in the 
Alabama for the contents of said hard drive(see ROI11 
hard drive is the subject of search arrest and seizure 
I (b)(7)(E) l. 

This investigation continues. 

Northern District of 
(b)(7)(E) n . Said 

report, FP&F# 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASENill1BER . ._I....,..._...;(...;.b)(...;7)..;..(E.;...) __ _,1 

CASE STATUS: 

REPORT DATE 
081006 

INTERIM RPT 

DATE ASSIGNED 
072606 

RELATED CASE NUMBERS: I (b)(7)(E) 

COLLATERAL REQ: 

TYPE OF REPORT: 
SEARCH WARRANT REPORT / 

PROGRAM CODE 

~ 
I 

TOPIC: SEARCH WARRANT OBTAINED FOR SEAGATE HARD DRIVE 

-··-·······-··---------- ------------ --------
SYNOPSIS: 

REPORT NO. 
003 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing and EX£loited Children (NCMEC) . Information from NCMEC related to a 
website, LS!'!;;s'·~;!!7;J,~s,u;\~1.,"~"g ~;~~;:,6)~!;:~~, "i I, reported as offering child pornography. 
Agents at C3 accessed the above named w~b~l;.~ ~!;!. ~~ ~U:ltd~;!;~~;!;;, ~paci ty, along 
with an additional advertising website, r;;;::rn~;:;i&&mii~\~MtDt>~~;~,;;r. Both 
websites offer access to members only website Lah~~~~~;!;;~,~·Ti'%·~ 3~Jg;buJ,;~•;•~sv~;~::~,;:;:;.11~~;:::;::del. 
Website, L;•a~~~~;~; :::;~r3c;A/,":1\~g"~61~g~~;t ,;;~~~:'

6"isi I directed payments through a Paypal account, 
listed in the name of [ (b)(B),(b)(7)(C> I of Fairfield, Alabama. 

On July 28, 2006, in the Northern District of Alabama, United States 
Magistrate Judge Robert R. Armstrong, Jr. signed four search warrants, 
commandin~ searches related to the investigation of 
I tt~\(JV ,\~ ~;{c \ 5i£lt~rJ~5~,~~~~:;vict:z P~~~~::;s:;; s:~~::· I. 

DISTRIBUTIONi SIGNATURE: ·:· 

I (b)(7)(E) I I ~bH6HbH7HCl I SPECIAL AGENT 
------------------------------------------------------

APPROVED: 
I (b )(6), (b )(7)(C) I RAC RESIDENT AGENT IN 

-·---·· 7 ~ ~~'~e/;..\~'~;' I ORIGIN OFFICE: BI TELEPHONE: 205 
BIRMINGHAM, AL - RAC 

TYPIST: I (b)(6),(b)(7)(C) I 
·----··-------0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOI'-1ELAND SECURITY, ICE. ANY FURTHER REQUEST l~OR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 309 of 929 



0 F F I C I A L U S E 0 N L Y 

·--.....,...,-·--·---·---::-:-c:-:-:-:=-:::-:-::-::::-----:::-=-==-=-::"=--------.--------------------. 
DEPARTMENT OF HOMELAND SECURITY PAGE 2 

ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 003 
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CASE PROGRAM CODES: 

(b)(7)(E) 

•.> 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 003 

DETAILS OF INVESTIGATION·~--------------------------·--···---··--

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI} 
received a collateral request from the Immigration and Customs Entorcement, 
Cyber Crimes Center (C3}, regarding a lead from the National Center for 
Missing and Ex loited Children (NCMEC) . Information from NCMEC related to a 
website re orted as offerin child ra h . 

(b )(6), (b )(7)(C), (b )(7)(E) 

SEARCH WARRANT #1: 
SEAGATE 40Gb HARD DRIVE 

On May 25, 2006, Trial Attorney I (b)(B),(b)(7)(C) I, United States Department of 
Justice (DOJ), Child Exploitation and Obscenity Section (CEOS), issued a 
preservation request pursuant to 18 u.s. c .. r-i2~71h0m3mf.,y~m;~~~~mm==~ 
NETWORKS preserve the contents of the URL~~~-~~~~~~~~~~~~~u 
pending issuance of a search warrant. In response to the preservation 
request, GENESIS2 NETWORKS rovided a Seagate 40Gb hard drive (Model 
ST340014A; Serial Number (b)(7)(E) ) , which is said to contain the contents of 
the aforementioned website. 

On July 21, 2006, u.s. DOJ/CEOS mailed said hard drive via Federal Express to 
the office of the RAC/BI, for the purpose of securing a search warrant for the 
contents of the drive. RAC/BI received the hard drive on July 24y 2006. 

On July 28, 2006, one of the four search warrants signed by U.S. Magistrate 
Judge Armstrong, was for the search of the above listed hard drive obtained 
from GENESIS2 NETWORKS, of Charlotte, North Carolina. 

On Au ust 2, 2006, custody of said hard drive was relinquished to ICE Special 
Agent (b)(B),(b)(7)(C) of C3, Child Exploitation Unit (CES). Transfer of custody 
was ev~dence by Customs Form 6051 [ (b)(7)(E> I, and transferred in SEACATS 
(FP&F#: I (b)(7)(E) I> . 

SEA~~~~~~~~~~~~~~~
URL 
~~~~~~~~~~~~~~~~~ 
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CASE NUMBER._I ___ (_b>(_7>_(E_> __ _.r 
REPORT NUMBER.~ 003 

=-~~------------------------------------------------------------------------------IP Address: 69.51.10.160 
GENESIS2 NETWORKS 

In April and June of 2006, a~ents of C3 conducted two undercover purchases to 
members only website URL: I nah~!l ,;g,s;,y{c36~u;~Wa?~\11t=:~~~:1,~dt::.uz;:;~:.~sne;nd I {see ROI# · 
I (b)(7)(E) I) which offers an abundance of child pornography. C3 agents 
retrieved 969 images from the website, of which, members of NCMEC; were able 
to identify 171 image files depicting victims previously identified by law 

in,restiaation9 On ,llll\r 24 2006 aaents of the RACIBT also leJJfo>::cemeJJt 
(b)(7)(E) 

On July 31, 2006, the office of the RAC/BI coordinated with the RAC, 
Charlotte, North Carolina (CR) to effect the search located at GENESIS2 
NETWORKS, 4200 Freedom Drive, North Carolina 28208. The original search 
warrant was mailed to RAC/CR on this same date, via DHL. ·· 

On August 3, 2006, agents of the RAC/CR advised that service of the search 
warrant was executed on this date. Agents seized one hard drive from GENESIS2 
NETWORKS, which will be examined by C3 for contents relating to child 
pornography as defined by as defined in 18 U.S.C. 2256. RAC/CR has forwarded 
the hard drive to agents at C3, and returned the original search warrant to 
the office of the RAC/BI. 

SEARCH WARRANT #3 
YAHOO! INC. reqardinq the following URLs and email accounts: 
(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights, 
(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 

Act) 

Both URL J (0)(5). 16 o.sc. § 5505(0) Ciliid CICCIIIIS dii;Ciiild Nlliib:sg!a:'e::":.s.;\J/(5). 16 o.sc. g;ou:eu; (I bdbldl OICCIIIIS I ldlbtlidii 8110 I are 

advertising ~i~~s determined by agents located at C3 as sites which provide 
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CASE NUMBER~~-----(-b)(-7)-(E_)----~ 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N --REPORT NUMBER: 003 

(b)(7)(E) 

(b)(7)(E) from email address 

On August 8, 2006, the office of the RAC/BI received a response from YAHOOJ 
INC. via Federal Express. The response consisted of one com~act disc. said to 
contain the contents of internet address URLs URL L;m~!~!;· 1,10~i;riv\=~~n%n,~;5~97J> ~i:d~~~fwl 

· 1 VIctims an as well as contents of email account. 

SEARCH WARRANT #4 
GOOGLE INC. re~ardin~ email account: 

l\~~;;;~·s1:s?;i;h~~ 1b1?~~~,~ ~J' y~ug v;W3st~\6r$: I 
On July 28, 2006, U.S. Magistrate Judge Armstrong signed a search warrant 

· . GOOGLE INC. regarding email account: 
1 v1ct1ms an h • d 1 1 d • d h 

child witnesses' ri hts. b 3 • 18 U.S.C. 3509 d • On t ~ s same ate I SA (b)(6),(b)(7)(C) serve sa~ searc 
warrant v1a facsimile to GOOGLE INC. Confirmation from GOOGLE INC. was 
received via email, a copy of which is maintained in the case file. 

~~~~~~~"'""'~~PP.i"•~mail. com following I (b)(7)(E) 
~~~~~~~~~~~~~~on April 6, 2006. The message 

along with a link to the "MemberZone" 

This investigation continues. 
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PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER ._I ___ (_b>(_7>_(E_> --~r 

TITLE: COMMERICAL CP WEBSITE KNOWN AS (b)(3) 18 U.S.C. § 3509(d) Child 
victims' and child witnesses' ri hts. 

------·---=---===-=-~-==----------------------------CASE STATUS: INTERIM RPT 

REPORT DATE 
081006 DATE 0~~~~NED =t PRI1Jfjc~oE ·-·_I__ REP~~!~~----

RELATED CASE NUMBERS: ., 

COLLATERAL REQ: 
--------,_--,-----·------

TYPE OF REPORT: 
SEARCH tiJARRANT REPORT / 

·-----SYNOPSIS: 
On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3) 1 regarding a lead from the National Center for 
Missing and Ex loited Children NCMEC) . Information from NCMEC related to a 
w b ite offerin c i d 

On July 28, 2006, in the Northern District of Alabama, United States 
Judge Robert R. Armstrong, Jr. signed four search warfants, 
searches related to the investigation of 

s, 

DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I (b )(6), (b )(7)(C) SPECIAL AGENT 

APPROVED· 
(b )(6), (b )(7)(C) RAC-RESIDENT AGENT IN 

___ O_R_I...,..G---I-N___,O-F-=F~-I.,...C,_E-: .....,B-I - - ---T-ELEPH-ON--=E-:---::2-o=-=s:--::7:-::3:-rl mcumlc~mht~,u1""0,.,1 lr--
BIRMINGHAM, AL - RAC 

TYPIST: I (b)(6),(b)(7)(C) I 
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CASE PROGRAM CODES: 

(b)(7)(E) 

"l- PAGE 2 
CASE NUMBER I (b)(7)(E) I 

I 0 N 
--REPORT -NUMBER·;·---aa4·---- -----
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ICE 

CASE NUMBER~~----~(~b)(~7)~(E~> ____ ~r 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N REPORT NUMBER: 004 
·----·---------··--·--·--·-DETAILS OF INVESTIGATION: 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center {C3), regarding a lead from the National Center for 

I I 0 0 • 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

search warrants, 

SEARCH WARRANT #1: 
SEAGATE 40Gb HARD DRIVE 

On May 25, 2006, Trial Attorney I (b)(~).(b)(7)(C) I, United States Department of 
Justice (DOJ}, Child Exploitation and Obscenity Section (CEOS), issued a 
preservation request pursuant to 18 U.S.C 27 e in t t ENESIS2 

ETWORKS th t t f th URL : . . . 1 v1ct1ms· an c 1 Witnesses· ng ts, 
N preserve e COn en S 0 e b 3 :18 U.S. C. 3509 d Federal Victims' Protection and Ri hts 
pending issuance of a search warrant. In response to the preservat~on 
request, GENESIS2 NETWORKS rovided a Seagate 40Gb hard drive {Model 
ST340014A; Serial Number (b)(7)(E) } , which is said to contain the contents of 
the aforementioned website. 

On July 21, 2006, u.s. DOJ/CEOS mailed said hard drive via Federal Express to 
the office of the RAC/BI, for the purpose of securing a search warrant for the 
contents of the drive. RAC/BI received the hard drive on July 24, 2006. 

on July 28, 2006, one of the four search warrants signed by U.S. Magistrate 
Judge Armstrong, was for the search of the above listed hard drive obtained 
from GENESIS2 NETWORKS, of Charlotte, North Carolina. 

On Auyunt 2. 2006. custody of said 
Agent (b)(B),(b)(7)(C) I of C3, Child Ex 
was evidenced by Customs Form 6051 
( FP&F# : I (b)(7)(E) I) . 

SEARCH WARRANT #2 

hard drive was relinquished to ICE Special 
loitation Unit (CES) . Transfer of custody 

(b)(7)(E) and transferred in SEACATS 
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IP Address: I (b)(B),(b)(7)(C) 
GENESIS2 NETWORKS 

(b)(7)(E) 

PAGE 4 

CASE NUMBER~~-----(-b)-(7-)(E_) __ --~r 
REPORT NUMBER: 004 

On July 31, 2006, the office of the RAC/BI coordinated with the RAC, 
Charlotte, North Carolina (CR} to effect the search located at GENESIS2 
NETWORKS, 4200 Freedom Drive, North Carolina 28208. The original.search 
warrant was mailed to RAC/CR on this same date, via DHL. · 

On August 3, '2006, agents of the RAC/CR advised that service of the search 
warrant was executed on this date. Agents seized one hard drive frotn GENESIS2 
NETWORKS, which will be examined by C3 for contents relating to child 
pornography as defined by as defined in 18 U.S.C. 2256. RAC/CR has forwarded 
the hard drive to agents at C3, and returned the original search warrant to 
the office of the RAC/BI. 

URLs and email accounto: 

On July 28, 2006, U.S. Magiotrate Judge Armstrong signed a search.warrant 
commanding search of YAHOO! INC. · il accounts: 

~~~!q~~~;~fSj2~i~*J~:~~~i~\?d5~!~i~~E~~;: 1: U~~ c~l~·it~ess;~~~ bd~~~~~;f~n (b)(B),(b)(l)(C) served oaid 
search warrant via facsimJ.le to YAHOO! INC. Confirmation from YAHOO! INC. was 
received via telephone call. 

B 0 t h URL lwjra~i~!;, 1 r1a~r!·r~·v%:i~~\6k gm~a {5t87J> ~;~d~~~f Vir I , and URL :1 cr\tJ\;.,;:c~~!·, ;i·at+;5,%;}~t. t~11it ;•%11 ~s 3;~~'d I are 
advertising sites determined by agents located at C3 as sites which provide 
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DEPARTMENT OF HOMELAND SECURITY PAGE 5 
ICE 

CASE NUMBER I (b)(7)(E) 

REP 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 NT I N u A T I 0 N REPORT NUMBER: 004 

access-to-members only site URL: · Examination of 
these advertising sites prior to agents making undercover purchases revealed 
that the site offered a 11 FREE PREVIEW 11 hyperlink containing approximately 25 
images deQictin re ubescent female minors en a ed in sexuall ex licit 
conduct. 
site 

(b)(7)(E) 

was issued to the UC agent from email 

On August from YAHOO! 

SEARCH WARRANT #4 
GOOGLE INC. re~ardin~ email account: 

l.~~~;~;:.un;h;s M(.,t,(~) tT;,jg v~~5Qgfd1°rf:1 1 

was 
received 

following I (b)(7)(E> 

to 

6, 2006. The message 
link to the 11 MemberZone 11 

On August ?, 2006, the office of the RAC/BI received a response from GOOGLE 
INC. via Federal Express mail. Material consisted of one compact disk oaid to 
contain the email contents of ~~~i~-'2~~:e~.r~;is§f;\~~~\OJ sn~%VI:I;~9~~~C~~~~~• 

This investigation continues. 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE !all) 
ICE ..• 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

--··- CAS-E NUMBER! (b)(7)(E) r 
TITLE: COMMERICAL CP WEBSITE KNOWN I- (b)(3) 18 U.S.C. § 3509(d) Child rl AS victims' and child witnesses' riahts,( 

".~ 

. _____ ....... - --------·····------------
CASE S'l'ATUS: INTERIM RPT 

REPORT oAory-······c·oATE ASSIGN~·r PROC:l>•M CODE REPORT NO. 
oa1oo6 072606 1 (b)(l)l 005 (E) 

·-·- ··--··-- ---· ... -·--·-·····----------· -----··-· 
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

------·-· ···--····---·-·--····---.. ·-----···--
TYPE OJ:i' REPORT: 

SEARCH WARRANT REPORT I 
___ ,. ..... _ 

-~··· --- .. ----·····----··-----···-·-·-···-·------
TOPIC: SEARCH WARRAN'l' OBTAINED FOR ACCOUNTS A'f YAHOO! INC. 

-- -
SYNOPSIS: 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing CMEC) . Information from NCMEC related to a 
website, , · , re orted as offerin child pornography. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

four search warrants, 

SPECIAL AGENT 

APPROVED: 
RAC-RESIDENT AGENT IN 

ORIGIN OFFICE··;--a]:~·· -· TELEPHONE: 205 73I(S)(%:\b)(l)r
BIRMINGHAM, AL - RAC 

_____________ L__---::------:c TYPIST: I (b)(6),(b)(7)(C) I ----··-
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 005 
------------------------------ _______ , ______ , .... ._ 

CASE PROGRAM CODES: 

(b)(7)(E) 

,, 

,, 
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DEPARTMENT OF 

R E P 0 R T 0 F I 
C 0 N T I 

HOMELAND SECURITY---·-·--~=-PAGE-3---~-~-------~ 
ICE 

CASE NUMBER I (b)(7)(E) I 
NVESTIGATION 1 

N U A T I 0 N REPOR~NUMBE~:_oo~------__1 
D~E=T~A~I~L~S~O=F-=IN~V~E~ST==IG~A~T==IO~N=-:---------------- '·' 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama {RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing and Ex loited Children NCMEC) . Information from NCMEC related to a 
website t 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

On July 28, 2006, in the Northern District of Alabama, United States 
Magistrate Judge Robert R. Armstrong, Jr. signed four search ~.oJarrants, 
commandin: searches related to the investigation of 

l loJl:}: I~ u.:·::· ~ !: (a}~nna v1ct1~s. and cnUd v~ffnesses .ngnts, I 
Jh>f1~· 1 8,. ll S.C. ~ 3,5,1_( rt> (,E~~Qre{\I!M•ms' P~!:!!~M'!:!P npd R'Pb!~ A. • 

SEARCH WARRANT #1: 
SEAGA'rE 40Gb HARD DRIVE 

On May 25, 2006, Trial Attorney I (b)(B),(b)(7)(C) I, United States Department of 
Justice (DOJ), Child Exploitation and Obscenity 
preservation request pursuant to 18 u.s.cnm~7~~~~~~~~~~~~~~ 
NETWORKS preserve the contents of the URL~~~~~~~~~~~~~~~~ 
pending issuance of a search warrant. In response 
request, GENESIS2 NETWORKS rovided a Seagate 40Gb hard drive (Model 
ST340014A; Serial Number (b)(B),(b)(7)(C) , which is said to contain the contents of 
the aforementioned website. 

On July 21, 2006, U.S. DOJ/CEOS mailed said hard drive via Federal Express to 
the office of the RAC/BI, for the purpose of securing a search warrant for the 
contents of the drive. RAC/BI received the hard drive on July 24, 2006. 

on July 28, 2006, one of the four search warrants signed by U.S. Magistrate 
Judge Armstrong, was for the search of the above listed hard drive obtained 
from GENESIS2 NETWORKS, of Charlotte, North Carolina. 

on Aufust 2, 2006, custody of said hard drive was relinquished to ICE Special 
Agent (b)(B),(b)(7)(C) I of C3, Child Exploitation Unit (CES). Transfer of custody 
was evidenced ~¥ Customs Form 6051 I (b)(7)(E) I, and transferred in SEACATS 
< F? & F# = 1, ;:n~;r:~/;;. · e.;;~;~~;::~-, n . 
SEA~~~~~~~~~~~~~~~~~ 
URL~~~~~~~~~~~~~~~~ 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE. NUMBER ._l ___ (b-)(7_)(-E) __ _.I-

REPORT NUMBER: 005 

~-::--=-=----r--~~~~-..,_-------·----·-----------------------IP Address: (b)(B),(b)(7)(C) 

GENESIS2 NETWORKS 

On July 28, 2006, 
commanding search of URL ~~~~~f.Ji..J5l~~~~il;tiw~wtlli~~1W 
cervice location GENESIS2 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

On July 31, 2006, the office of the RAC/BI coordinated with the RAC, 
Charlotte, North Carolina (CR) to effect the search located at GENESIS2 
NETWORKS, 4200 Freedom Drive, North Carolina 28208. The original search 
warrant was mailed to RAC/CR on this same date, via DHL. 

On August 3, 2006, agents of the RAC/CR advised that service of the search 
warrant was executed on this date. Agents seized one hard drive from GENESIS2 
NETWORKS, which will be examined by C3 for contents relating to child 
pornography as defined by as defined in 18 U.S.C. 2256. RAC/CR has forwarded 
the hard drive to agents at C3, and returned the original search warrant to 
the office of the RAC/BI. 

SEARCH WARRANT #3 
YAHOO! INC. reqardinq the following URLs and email accounts: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' 
rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and 

Rights Act) 

On July 28, 

search warrant via facsimile 
received via telephone call. 

0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT-OF H~~:LAND -SECURITY-------1:--PAGE--S--------------- --

CASE NUMBERl (b)(7)(E) r 
0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N REPORT NUMBER: 005 
R E P 

----:-------,--------=----,,---==--f'l"!i'!'r.!'i:Tlli'CT."!l~r:r51micl~i1'11'Vi'C!ii'iiS"'ai'iCI"CF~;;rneS'S'Ss:"7i'Q1iEsrl---~·~-----------
access to members only site URL~~~~~~~~~~~~~~~~-L---~~mination of 
these advertising sites prior to agents revealed 
that the site offered a "FREE PREVIEW" hyperlink containing approximately 25 

de2ictin female minors en a ed in sexuall e~ licit 
(b)(7)(E) 

was issued to (b)(7)(E> from email address ....._ __________ ___. 

On August 8, 

On July 28, 2006, u.s. Magistrate Judge Armstrong signed a search warrant 
:@!!:~tffl ~~~ ! GOOGLE INC. regarding em · t: . I :~z:j: ~{,t! :::=;,: dd. on this same date, SA (b)(6),(b)(7)(C> served said search 
warrant via facsimile to GOOGLE INC. Confirmation from GOOGLE INC. was 
received via email, a copy of which is maintained in the case file. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

On August 7, 2006, the office of the RAC/BI received a response from GOOGLE 
INC. via Federal Express mail. Material consisted of one compact disk said to 
contain the email contents of lch},%'~i{~1r0cz~~:·;~~r!7~~~~~,~nt,6sv~u~;5~~~d>l. 

This investigation continues. 

OJ 
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DEPARTMENT 
... 

ACCESS conEit·· .......• 
OF HOMELAND SECURITY TECS 

ICE 
PAGE 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) r 

<) 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 1- . (~)(3) 1 B u::; . ~_3:JU~(d) Child (I 
: victims' and child witnesses' riahts.r 
' 

--·-··· -·-·· ... .. .. ·-·· .. ... ....... 
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
081006 072606 ~ 006 

--· ---- ---
RELATED CASE NUMBERS: 

COLLATERAL REQ: 
··········-··· -'···--- ..... -.... ... ----

TYPE OF REPOR'I': 
SEARCH WARRANT REPORT I 

TOPIC· E T T . S ARCH WARRAN OBTAINED FOR EMAIL ACCOUN AT GOOGLE INC. 

SYNOPSIS: 
On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing · · · 
website 
AgentS (b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

with an 
, L--------------------------------------,--~(b)~(3"-)~18~U~.S~.C~.§~3~50~9~(d~)C~h~ild~vi~cti~m~s·=an~d~ch~ild~w~itn~e~ss~es0·r~igh~ts~.~~ 

Webs~teS Offer access tO members Only Webs~te b 3 18U.S.C. 3509d FederaiVictims'ProtectionandRi hts 

Website, L;m~~~\;~: ~~go"'i;i,V?~f\~%11~61;~~1;~ ,w;~~=~
6v;s; I directed payments through a Paypal account, 

1 is ted in the name of [ (b)(B),(b)(7)(C) I of Fairfield, Alabama. 

On July 28, 2006, in the Northern District of Alabama, United States 
Judge Robert R. Armstrong, Jr. signed four search warrants, 
searches related to the investigation of 

DISTRIBUTION: 
(b)(7)(E) 

APPROVED: 
RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: BI TELEPHONE: 205 71(b)(6),(b)(7)(C>I 

BIRMINGHAM, AL - RAC 
- ___ TYPI~T: I (b)(6),(b)(7)(C) 

--=o---=F:--::F:--::I:--::C:--::I:--::A---::L---::U::--::S::--E 0 N L Y '> 
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ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 006 

----------·-----------------------~------------·-

CASE PROGRAM CODES: 

(b)(7)(E) 

·:· 
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DETAILS OF INVESTIGATION: 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing and Ex loited Children NCMEC) . Information from NCMEC related 

• · 1 VI 1ms· an c 1 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

On July 28, 2006, in the Northern District of Alabama, United States 
Magistrate Judge Robert R. Armstrong, Jr. signed four search warrants, 
c · d o the investigation of 

SEARCH WARRANT #1: 
SEAGATE 40Gb HARD DRIVE 

On May 25, 2006, Trial Attorney! (b)(B),(b)(7)(C) I, United States Department of 
Justice (DOJ), Child Exploitation and Obscenity Section (CEOS), issued a 
preservation request pursuant to 18 U.S.C. 2703{£), requesting that GENESIS2 
NETWORKS preserve the contents of the URL t*/W/t8ik £i£3Z~\~! rp:~:;~~!;!:.a~~!~!~:e:;;~;%~~!";.1 
pending issuance of a search warrant. In response to t e preservat~on 
request, GENESIS2 NETWORKS rovided a Seagate 40Gb hard drive (Model 
ST340014A; Serial Number (b)(B),(b)(7)(C) , which is said to contain the contents of 
the aforementioned website. 

On July 21, 2006, U.S. DOJ/CEOS mailed said hard drive via Federal Express to 
the office of the RAC/BI, for the purpose of securing a search warrant for the 
contents of the drive. RAC/BI received the hard drive on July 24, 2006. 

On July 28, 2006, one of the four search toJarranto signed by U.S. Magistrate 
Judge Armstrong, was for the search of the above listed hard drive obtained 
from GENESIS2 NETWORKS, of Charlotte, North Carolina. 

On August 2, 2006, custody of said hard drive was relinquished to ICE special 
Agent Matthew Dunn of C3, Child ExQloitation Unit (CES). Transfer of custody 
was evidenced by Customs Form 6051.1 (b)(7)(E> I, and transferred in SEACATS 
( FP&F# : 1 (b)(7)(E) n . 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 4 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

IP Address: I (b)(B),(b)(7)(C) 

GENESIS2 NETWORKS 

--REPORT NUMBER: 006 

On July 28, 2006, u.s. Ma~istrate Jud~e Armstron~ si~ned a search·warrant 
commanding search of URL t \tj;',6,~,6.;L~ v~:iJtJ,;~~=~:,:•;:t'1:~g::~;=~: :::~:r:· I located at ltleb-hosting 
service location GENESIS2 NETWORKS, 4200 Freedom Drive, North Carolina 28208. 

In April and June of 2006~~~~~~~~~~~~~~~~ 
members only website URL~~~~~~~~~~~~~~~~ 

I (b)(7)(E) !) which offers an abundance of child pornography,. C3 agents 
retrieved 969 images from the website, of which, members of NCMEC; were able 
to identify 171 image files depicting victims previously identified by law 

inyestigatjons. On July 24. 2006. agents of the RAC/BI also 

(b)(7)(E) 

On July 31, 2006, the office of the RAC/BI coordinated with the RAC, 
Charlotte, North Carolina (CR) to effect the search located at GENESIS2 
NETWORKS, 4200 Freedotn Drive, North Carolina 28208. The original search 
warrant was mailed to RAC/CR on this same date, via DHL. 

On August 3, 2006, agents of the RAC/CR advised that service of the search 
warrant was executed on this date. Agents seized one hard drive from GENESIS2 
NETWORKS, which will be examined by C3 for contents relating to child 
pornography as defined by as defined in 18 U.S.C. 2256. RAC/CR has forwarded 
the hard drive to agents at C3, and returned the original search warrant to 
the office of the RAC/BI. 

URLs and email accounts: 

on th~s 
search warrant via facsimile to YAHOO! 
received via telephone call. 

ate, A (b)(B),(b)(7)(C) oerved said 
Confirmation from YAHOO! INC. was 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE lf 
ICE 

PAGE 1 
R E p 0 R T 0 F I N V E s T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I ' 
TITLE: COMMERICAL CP WEBSITE KNOWN AS l;~~~~~~~rlu~~ilrl .~;~~~~~~~~ ~~~~. rl 

-·m·- CAS-E-STA'i;US: .. INTERIM RPT ' 

REPORT DATE DATE ASSIGNED PROm CODE REPORT NO. 
091106 072606 (b)(7) 007 E 

RELATED CASE NUMBERS: 

----·------· 
COLLATERAL REQ:RACAU 

···--------
TYPE OF REPORT: 

SEARCH WARRANT REPORT II COLLATERAL REQUEST I IN 

TOPIC: SEARCH WARRANT FOR lticb~~'l~/~~~ J~· ~i ~ ~ ~i~~b~~'~>n(l~~v~::~~£i~~~~.n~~~;~;~;~~~c al AT APOLLO HOSTING 

SYNOPSIS: 
On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing ' · MEC) . Information from NCMEC related . 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

On September 11, 2006, in the Northern District of 
States Magistrate Judge Paul W. Greene si~n~e~d~~f~o~u~r~~~~~~~~~~~ 
zearches related to the investigation of l..Lb;L(ll;.J.ll..!.J~~~(.d,),!,w~io!ilitiill.LI:~~l.Wli~~ 

-------------------·-
DISTRIBUTION: SIGNATURE: 

····--·····-····-
I (b )(6), (b )(7)(C) I SPECIAL AGENT 

(b)(7)(E) I I ---------~--~-----------------------------------------
I 

AppROVED• 

I ···-··-·-·-··---·· 
(b )(6), (b )(7)(C) RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: BI TELEPHON~:fos-731 tBitG/c\oltJI I 
BIRMINGHAM, AL - RAC 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

--~EPORT N-UMBER:· 0 0 7------··· 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing and Ex loited Children NCMEC) . Information from NCMEC related to a 

' 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

On September 11, 2006, in the Northern Diotrict of 
States Magistrate Judge Paul W. Greene s1n·~n"e~d~f~o~u4r~~~~~~~~~~~~ 
searches related to the investigation of~~~~~~~~~~~~~~~~~ 

I ]!!§~c;;!~~~~Zs~rr}~;n;, I 
Located at Juno Online Services 

On September 11, 2006, Chief Magistrate 
warrant commanding the search of e-mail a~~~~~~~~~~~~~~~ 
at Juno Online Services of New York, NY. childw1tnes;e~';i hts. b 3 181 u~~ms3~~9 is one of two 
email accounts associated with the Pa~al account utilized to facilitate 
payments from customers to website t;ah~~1;ij~,~·fi;i;· & 3~J~%buJ,;!':1~:!~~::~,;::!;.n~~;::z;;;;d 81, a website 
confirmed to contain child pornographic images. The Paypal account being 
utilized by I coR~h\0101 I to facilitate payments, also lists an additional e-mail 
address at Charter Communications, the subject of SEARCH WARRANT #2. 

On September 11, 2006, SEARCH WARRANT #1 was served to Juno Online Services 
via facsimile. 

SEARCH WAREAN'r #2 
1 (b)(6),(b)(7)(C) 1 
Located at Charter Communications 

On September 11, 2006, Chief Magistrate 
warrant commanding the search of e-mail account L.....-~-~~~.:.L!.:;;"'--------1'------, 
located at Charter Communications in St. Louis, MO. (b)(B),(b)(7)(C) 

is one of two email accounts associated with the Pay2al account utilized to 
facilitate payments from customers to website Lafr!tg,;g;{f1YsV"~6i~%i!~1~"!~%~:1,~~1;;~.ug;e~:i!"-"!ad L a 
website confirmed to contain child pornographic images. The Paypal account 
being utilized by I CBICG/.:-\6/Cn I to facilitate payments, also lists an additional 
e-mail address at Juno Online Services, the subject of SEARCH WARRANT ffl. 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 NT I N UA T I 0 N REPORT NUMBER: 007 

On September 11, 2006, SEARCH WARRANT #2 was served to Charter Communications 
via facsimile. 

SEARCH WARRANT #3 
1 (b)(6),(b)(7)(C) 

Located at YAHOO! INC. 

On September 11, 2006, Chief U.S. 
search warrant commanding sear~~~rlH~~~~~~~~~~~~~~~ 
YAHOO! INC. of Sunnyvale, CA. 
determined n ~ 1 
onl site 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

On September 11, 2006, SEARCH WARRANT #3 was served via facsimile YAHOO! INC. 

SEARCH WAR 
(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights, 
(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 

Act), (b )(6), (b )(7)(C) 

at Apollo Host1ng, Inc. 

On September 11, 2006, Chief United States Maristrate Jud~e Paul w. Greene 
signed a search warrant commanding search of I iah~!\tb·,;g,~·t·,;·s§c36~6i~ Q?~~~~t~:~:·:;~,~:t;:•.uz,·:~:j:~~d!ad I, 
located at Apollo Hosting, Inc., 2303 RR620 South, Suite 135-301, Austin, 
Texas 78734. 

Websitei,~/,W,'£8i{ei£8i/3!r%~~a"~~fYi;1~;.ap,.~::;;~~e;;;sRj~T,~!sel has been determined by agents at C3 to 
contain lewd and lascivious images of child pornography. As of this date, C3 
agents have identified over 171 ima that contain previously identified 
children. is accessed b a number of 
advertising sites, recently one such 
advertising site and is the 

COLIJATERAL REQUEST TO RAC AUSTIN, TEXAS (RAC/AU) 

It is respectfully requested that agents of the RAC/AU serve SEARCH WARRANT #4 
as described in the above paragraph to Apollo Hosting, Inc. at 2303 RR620 
South, Suite 135-301, Austin, Texas 78734. Please forward all items received 
from the search to include hard drives, compact discs etc., to Special Agent 
I (b)(B),(b)(7)(C) I of C3. Please remit the return of the search warrant to RAC/BI 
Special Agent I (b)(B),(b)(7)(C) I, along with copies of any hard copy paperwork 
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PAGE 5 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 0 0 7 

located du:r:Tn·g-· the search as well as copies of 6os1• s and is·~-------····-·--······--

., 
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R E p 0 R T 0 F I N V E s T I GAT I 0 N .. 

CASE NUMBER I (b)(7)(E) I 
--····-· 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 1 vi~(~;: ~~d~hild ·~i;;,~~~~u;. ri~h~s 1 
,. lf'>\·1" 1 <>,. ~ ""n"'"' tr::, · 

·-· -·· 
CASE STATUS: INTERIM RPT 

0 

REPORT DATE DATE ASSIGNED PROm CODE REPORT NO. 
091106 072606 (b)(7) 010 E 

RELATED CASE NUMBERS: 

... -···· .. 
COLLATERAL REQ: 

-TYPE OF REPORT: 
SEARCH WARRANT REPORT I 

TOPIC: SEARCH WARRANT OF WEBSITE 1
,, (b)(3) 18 U.S.C. § 3509(d) Child victims' and child II 

ADDRESS .vitnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal 

SYNOPSIS: 
On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3}, regarding a lead from the National Center for 
Missing and Ex lo' ed hil ren NCMEC}. Information from NCMEC related to a 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

On September 11, 2006, in the Northern District of Alabama, Chief united 
States Magistrate Judge Paul w. Greene si ned four search warrants commanding 
searcheS related to the investigation of. (b)(3)18U.S.C.§3509(d)Childvictims'_andchildwitnesses' • 

nghts,(b)(3): 18 U.S.C. § 3509(d) (Federal V1ct1ms' Protection and R 

-----==-::-:==---::-=-===--::-::--------.-------------------------------------.-
DISTRIBJJTTON • SIGNA'rURE: 

(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 

APPROVED: 
(b )(6), (b )(7)(C) RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: BI .. TELEPHONE: .. 205. 7~ (b)(~b\b)(/) I 
BIRMINGHAM, AL - RAC 

--TYPIST: ) (b)(s).(b)(7)(C) [ ____ _ 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER~~-----(-b)-(7)-(E_> ____ ~r 

REPORT NUMBER: 010 

•,> 
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PAGE 3 

CASE NUMBER.,._ ___ (b-)(7-)(-E) __ ..... r 
REPORT NUMBER: 010 

-··-----.. ·-·-::-:-:---,.,-, .. ·--·--=----------------------------------DETAILS OF INVESTIGATION: 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Cent~r for 
Missing and Exploited Children (NCMEC) . Information from NCMEC related to a 
\oJebsi te, http: I /wirefreecandy. com, reported as offering child pornography. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

On September 11, 2006, in 
States Magistrate Judge 
searches related to the 

Services 

On September 11, 2006, 

On September 11, 2006, SEARCH WARRANT #1 was served to Juno Online Services 
via facsimile. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 
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R E P 0 R T 0 F I 
C 0 N T I 

0 F F I C I A L U S E 0 N L Y 

H~~~LAND SECURITY -----···~=-:: NU:BER 

1
-- ~:,,-> -~ 

N V E S T I G A T I 0 N 
N U A T I 0 N REPORT NUMBER: 010 ____________________ . ___ .. _______ .. ________ . _______________ _ 

On September 11, 2006, SEARCH WARRANT #2 was served to Charter Communications 
via facsimile. 

search warrant 
YAHOO! INC. of 

i--11~~~~~~~=-:!~~~ signed a 
~~~~~~~~~~~~~~~~~~~-located at 

determined~~~~~~~~~~~~~~~~~ 
onl site 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

On September 11, 2006, SEARCH WARRANT #3 was served via facsimile YAHOO! INC. 

SEARCH WARRANT #4 
~G~~~L~~~~~~~~~~~~~~~count: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights, 
(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 

Act), (b )(6), (b )(7)(C) 

Located at Apollo Host1ng, Inc. 

Websitel,~/,~t/:,y·;t·g·li£8i/~!,¥ZI~ag;~f;~;i;;.a;~~;~;~~e;;;s8r~b~!sel has been determined by agents at C3 to 
contain lude and lascivious images of child pornography. As of this date, C3 
agents have identified over 171 ima that contain previously identified 
children. accessed b a number of 
advertising sites, recently is one such 
advertising site and is the of SEARCH WARRANT #3. 

This investigation continues. 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE lf 
ICE 

PAGE 1 
REPORT 0 F I N V E S T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS L~~~;>~~rlu~~;,rl ~ ,r 

·----· 
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PRO~"R hM CODE llEPORT NO. 
091806 0'72606 ~ 011 ) 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

--··-····----- ·----- ---------------------------
1'YPE OF REPORT: 

OTHER INFORMATION I SEARCH WARRANT REPORT I •.• 

··-------· 
TOPIC: RESPONSE FROM YAHOO! INC. FROM SEPTEMBER 11, 2006 SEARCH WARRANT 

SYNOPSIS: 
On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI} 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3}, regarding a lead from the National Center for 
Missing CMEC} . Information from NCMEC related to a 

s' ed ffer'n hild orno ra h . 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

On September 18, 2006, the office of the Resident Agent in Charge received one 
compact disc from YAHOO! INC. in res~onse to a search warrant isoued to the 
company for contents of website I.~.~~~;L;(i;;,:~ th~,;~~t~/1 (~'~ ·~c~~;9,~;~;;:·:~,1. 

" 
TlT C''l'O TtHl'l'TA?o: • SIGNATURE; 

I I I 
·-----------

(b)(7)(E) (b )(6), (b )(7)(C) SPECIAL AGENT 
Q 

--------------------------------------------~---------

APPROVED: 
I w~%>!;!::Q~ y~;r;·n~,(~~?,GJ~~ gn~a ;~;~;,·d~~%~~~~nl ,--··· RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: BI TELEPHONE: 205 7 ~ rsH~h\s~m 1 
BIRMINGHAM, AL - RAC 

TYPIST: I (b )(6), (b )(7)(C) I --- 0 F F I C I A L U S E 0 N L Y 
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~~~----:::-~BER._i ___ (b-)(7-)(E_) __ _.r 
I 1- REPORT NUMBER: 011 

-------------------------------------------------·----·----
CASE PROGRAM CODES: 

(b)(7)(E) 

,, 
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DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER~~----~(~b)~(7)~(E~>----~ 
------------··--····-·--····--

REPORT NUMBER: 011 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alaba~a {RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing and Ex loited Children NCMEC) . Information from NCMEC related to a 
we ite d of child 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

•> 

Additional information provided by YAHOOj INC. listed the following as 
subscriber for the related email account. (b)(6),(b)(7)(C) I· 
Name: 
First Address: 

Phone: 
Email: 
Credit Card: 
Service: 
Registration IP: 
Second Address: 
Country: 
Birth Date: 
Account Created: 
Deactivation Date: 

(b )(6), (b )(7)(C) 

Potomac MD 20854 

(b )(6), (b )(7)(C) 

Domains 
69.226.252.20 

Central African Republic 
September 9, 1967 
July 12, 2006 
August 13, 2006 

Public access data bases indicate that the IP address belongs to DTAG Global 
IP-Addressing in Nuernberg, Germany. No TECS records have been found on the 
subject or the address. 
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CASE NUMBER I (b)(7)(E) r 
REPORT NUMBER: 011 

-------------------------------------·--·------
This investigation continues. 
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ICE 
PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER ._l ___ (_b)(-7)-(E_) __ _.r 

,, 

-----------· ·----·-------------CASE STATUS: INTERIM RPT 

--·--·--·---·--·--·-::------.r----=-=--:--::--=---.....----....,.....,-------==------r-------: --···-···--···-
REPORT DATE DATE ASSIGNED PRO~CODE REPORT NO. 

092106 072606 ~ 012 

-···----····==---=--=-=------RELATED CASE NUMBERS: ----------- ---------····---·---

-- ----·-------·-··-------------·-------------·----COl.LATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: RESPONSE FROM JUNO INC. REGARDING SEPTEMBER 11, 2006 SEARCH WARRANT 

----~=----,---------------------------------------------------SYNOPSIS: 

II 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing and Exploited Children {NCMEC) . Information from NCMEC related to a 

bs · · f d fer· n hil orno ra h . 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

-
DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
------------------------------------------------------
I 

APPROVED: 
(b )(6), (b )(7)(C) I RAC-RESIDENT AGENT IN 

---·--·-·· 
ORIGIN OFFICE: BI TELEPHONE: 205 ? ~ (O)l~~\0)(/) I 

BIRMINGHAM, AL - RAC ··-----

··--·· 
TYPIST: J (b)(6),(b)(7)(C) I 
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c 0 NT I N U A T I 0 N ----~~........,_-----,-----------REPORT NUMBER: 012 

-------·--------------
CASE PROGRAM CODES: 

(b)(7)(E) I 

•) 

., 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) r 
REP 0 R T 0 F I N v E s T I G A T I 0l ·----····-c 0 N T I N u A T I 0 N REPORT NUMBER: 012 

(b)(B),(b)(7)(C) This information was utilized to conduct 
TECS queries which returned two international mail facility seizures listing 
the following information: 

1. SEIZURE NUMBER: 
SEIZURE DATE: 
SEIZURE TITLE: Mail seizure of Bestiality Pornography (Oakland) 
COUNTRY OF ORIGIN:NET~l~iE~R~L~AN~D~S~------~ 
ADDRESSED TO: I I 

L.~~~(b~)(-6),-(b-)(7~)(~C)--~~ 
Chehalis, WA 98532 

... 

2. SEIZURE NUMBER: (b)(7)(E) 

SEIZURE DATE: 05/04/1999 
SEIZURE TITLE: Mail seizure of Bestiality Pornography (Oakland) 
COUNTRY OF ORIGIN:NETHERLANDS 
ADORES~ I (b)(6),(b)(7)(C) 

~----------------------~ Chehalis, WA 98532 

Travel records listed two travel records in December of 2004, after subject 
departed the United States for St. Thomas, USVI on a Cruise Ship. 

Criminal history checks revealed one Driving While Intoxicated charge in 1987 
in Olympia, WA. 

This investigation continues. 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TECS ACCESS CODE m 
PAGE 1 

CASE NUMBER~~----~(b~)(7~)(~E> ____ ~I 

----:::-=-::==--::-:~==----=-=-===-:=:-:--==:-------~-------------"--------···· CASE STATUS: INTERIM RPT 

REPORT DATE 
092106 

DATE ASSIGNED 
072606 

PROGRAM CODE 
l(b)(7)(E~ 

REPORT NO. 
013 

REI.JATED CASE NUMBERS : 

COLLATERAL REQ: 

---------------------------------------------------- ---··-------------------· SYNOPSIS: 
On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabama (RAC/BI} 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center {C3), regarding a lead from the National Center for 
Missing and Exploited Children (NCMEC) . Information from NCMEC related to a 
website htto://wirefreecandv.com reoorted as otferinq child oornoqraphy. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

On September 20, 2006, the office of the Resident Agent in Charge received one 
compact disc from CHARTER COMMUNICATIONS in response to a search warrant 
issued to the company for contents of email account L\!2;;~;: ~;!+~,g};,u:~~\~'%6:1i~~:'"~,~~=~~~e1 1. 

DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I (b)(7)(E) SPECIAL AGENT-··-

APPROVED: 
(b)(7)(E) RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: BI 
BIRMINGHAM, AL - RAC 

--··--TYPIST:i (b)(B),(b)(7)(C> l 
·-------------L--=--=--=-=--~;--:::--;--;;:-~!--;:-~:.;:-=:.;:-::-=--t __ __;___J...-----
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DEPARTMENT 'oF HOMELAN15" SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 
C 0 N T I N U A T I 0 N 

N T- ::::-:BER ._l ___ (b-)(7->(_E> __ _,IJ 
1-- REPORT NUMBER: 013 

·---·····-·---··--·-----------------····-·-------·-···--------··---··-··-- ·····--·····-----

CASE PROGRAM CODES: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

•> 

·----=--=--=---=----=-""""='-.,....--=---=-=--=---=---.,,....-::c::--=--=---··-·-. ·-------0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 347 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY PAGE 3 

l ICE 

REP 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER~~------(b-)(7->(_E> ____ ~r 

-·--··-------···----·---

I 
c 0 NT I N u A T I 0 N REPORT NUMBER: 013 

DETAILS OF INVESTIGATION: '·' 

On July 24, 2006, the Resident Agent in Charge, Birmingham, Alabatna {RAC/BI) 
received a collateral request from the Immigration and Customs Enforcement, 
Cyber Crimes Center (C3), regarding a lead from the National Center for 
Missing ' CMEC) . Information from NCMEC related to a 
website re orted as offerin child 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

one 

,....w"""'~..~-(,jOi.lo.o+'ount within I (b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C> Paypal account is 
r"'i~+.+;;.,.,.,;~~~im~~~~~~~~..., payments to members only website 
~~~~~~~~~~~~~~~~U' a website responsible for the distribution of 

pornography. · 
., 

Information received from CHARTER COMMUNICATIONS included the following: 

NAME: (b )(6), (b )(7)(C) 
ADDRESS: 

Fairfield, AL 35064 

I ACCOUNT: 
TELE#l: 
LENGTH OF SERV: 
TYPE OF SERVICE: 
ME'l'HOD OF PAY: 

EMAIL ADDRESS: 

(b )(6), (b )(7)(C) I 
02/13/2006-Present 
High-Speed Internet Service 
No credit card or bank account information; account paid 
by cash or check 
I (b)(7)(E) 

This investigation continues. 
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REQUESTED BY: (b)(6).(b)(7)(C) 1 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TECS ACCESS CODE 3 

--------------------------·---·--PAGE 1 

CASE NUMBER ._1 --~(~b)._(71.l,;)(E;:.,) __ ..... I 

-·--·-~') ··--·------

---;;:-=:::-:::-:=-=-=-==------r----:::-=-:=---=-=-=-:::~=---r----=-:::--=--:::~.,....,....."""'"",...,....,~--...----==-=-=----=-=-=-----···· REPORT DATE DATE ASSIGNED PRO~~ruM CODE REPORT NO. 
042407 072606 ~ 016 

RELATED CASE NUMBERS: 

-······--- -=-===-=-=-----,-,------------------------------------------·---·---·----·----
COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: WEBSITES CONTAINING CHILD PORNOGRAPHY 

SYNOPSIS: 
Project Flicker m is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project has identified at least 
18 separate child exploitation member restricted websites and approximately 13 
principles responsible for the collection of the associated monthly 
subscription fees. 

(b)(7)(E) 

DISTRIBU'l'ION: SIGNATURE: 
(b)(7)(E) I (b )(6), (b )(7)(C) SPECIAL AGENT 

APPROVED: 
(b )(6), (b )(7)(C) SENIOR SPEC AGENT 

ORIGIN OFFICE: BI·I- TELEPHONE: 205 7j (b)(~h\6101 I 
BIRMINGHAM, AL - RAC -1 

T~Y~P-=I7,S;-::T:....::-LI .:.:(b.:.:.)(6:.:.;)·.:.:.(b.:.:.)(7.:.:)(.:.:C)...J-I ------
-----------------------~-o~~F-=F-=I~c-=I~A~-~ E 0 N L Y 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
C 0 N T I N UA T I --------0 N REPORT NUMBER: 016 

CASE PROGRAM CODES: 

(b)(7)(E) 
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r- DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 016 

Project Flicker ~) is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (CJ/CES), the Postal Inspection'Service, the 
United States Attorney•s Office for the Northern District of Alabama, and 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project has identified at least 
18 separate child exploitation member restricted websites and approximately 13 
principles responsible for the collection of the associated monthly 
subscription fees. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

c 0 N T I N u A T I 0 N -----REPORT NUMBErf:OI6 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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H~~~LAND SEC.URITY------·-T:·-:::-=:- ·-·:,:-·-~· 

N V E S T I G A T I 0 N 
N U A T I 0 N REPORT NUMBER: 016 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 

..• 
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CASE NUMBER I (b)(7)(E) 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER: 016 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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C 0 N T I N U A T I 0 N 

PAGE 7 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 016 

--···----· ::-==-:-=-:=-=-:=-----:-,.------------------------··--···--··-
MEMBER RES'rRICTED WEBSITE DESCRIPTIONS: 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I N v E s T I G AT I 0 N --·---· c 0 N T I N u A T I 0 N REPORT NUMBER: 016 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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R E p 0 R T 0 F I N v E s T I G A T I 0 N 

c 0 N T I N u A T I 0 N REPORT NUMBER..~ 016 
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R E p 0 R T 0 F I N v E s T I G AT I 0 N (> 

c 0 NT I N u A T I 0 N REPORT NUMBER: 016 

----------------------·-----·--------------------
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

----C-ASE --NUMBER I (b)(7)(E) 

REPORT NUMBER: 016 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND sE'CuRITY ___ ....... --
ICE 

TECSACCESS --~----······-

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER ._l ___ (b-)(7-)(_E> __ __,r 

·------·.-=--=-==-=-===------===-=~-----:-=-=------------------------------------------------CASE STATUS: INTERIM RPT 

REPORT DA':f"iji·-·J--···· DATif. ASSIGNED 
070507 072606 

--~--------~--~----------------RELATED CASE NUl;;fBERS: -- (b)(7)(E) 

COLLATERAL REQ: 

'rYPE OF REPORT: 
SEARCH WARRANT REPORT / 

REPORT NO. 
•l 031 

T:-::o-=p-=I:-:::c=-:--=s=-=E=-=A=-=R=-c~H:-::--=-=wA-=-=-R-=RAN~=-=T=--=s=-=E=-=R=-=v~E::::D=--o--:-:-::N---,J=2~G=-=L...,o""""a"""A--L=--I=N...,.c.,.,..-. --....F..,..o=R--==E~---F---AX-,-.,--::I=-N--F--o.,...R=M-A ........... T""""I-=-o~N:--~----

--------.,---.,.....,.-------- ·-----·--··---·--- -------------------------------------·----······ 
SYNOPSIS: 

Project Flicker {2S2) is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The oroiect has identified 18 separate child 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of two 
electronic facsimile phone number accounts provided by J2 Global Incorporated. 

·····-···-------··--··----------,....-- ---,-------------------------------------------~--~---.,-
DISTRIBUTION· SIGNATURE: 

(b)(7)(E) I .__ ______ ....;..(b.;.;.)(6..;.;)'.;..(b;.;.)(7.;.;.)(...;.C) ________ _,I -··---· SPECIAL AGENT 

APPROVED: 
.__ __________ (~b)~(6.:.;.:),(...;.b).;..(7:.:.)(C..:.> __________ __,rcrr--GRP SUPERVISOR 

ORIGIN OFFICE: BI 
BIRMINGHAM, AL - RAC 

~----------~----~--~~~~~-~~~~~~~~-·~~PIST: I ~K6~~K7KC) L--~-----
0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 031 
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DEPARTMENT OF HOMELAND SECURITY 

ICE 

0 R T 0 F I N V E s T I G A T I 0 N R E P 
-·--· CASE NUMBER I (b)(7)(E) 

PAGE 3 

c 0 NT I N U A T I 0 N REPORT NUMBER: 031 

-· ·-· 
DETAILS OF INVES'l'IGATION: 

----,-,-------,~---------------------------··----···· 

Project Flicker d((~{>b is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Reoident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES}, the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 pr' · 1 f r he . 

(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commandin~ search of J2 
Global electronic facsimile phone number accounts 321-2altBJt~h\6JJt and 
I (b)(6),(b)(7)(C) I· 
Representatives with J2 Global, located in Los Angeles, California indicated 
that electronic facsimile content is saved on J2 Global's server during 
routine course of business, and is maintained for up to one year. The above 
listed phone numbers also have voice capability. 

These phone numbers were discovered during the course of the investigation in 
various areas within the PayPal account holders information. 

The following is a list of areas where I (b)(B),(b)(7)(C> I was located, J;mt not 
limited to: 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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" 

DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE .. 

NUMBER! CASE (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G AT I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 031 

(b )(6), (b )(7)(C), (b )(7)(E) 

In May of 2007, agents were advised by officials of J2 Global Communications, 
Los An~reles t California of the follm·ling information regarding phone number 
3 21- 2 sjull6/c-\61l1 I: 

Electronic Fax Number: 
Subscriber Name: 

(b )(6), (b )(7)(C) 

Subscriber Business: 
Address: 

(b )(6), (b )(7)(C) 

Home Number: 
E-mail: (b )(6), (b )(7)(C) juno.com 

I 

I--

J;Sepresenta t i ves qf J2 Global indicated that the home number listed for I t61l%\6101 I 
.... [~----(-b)(~6)_,(b-)(_7)_(c_) __ _,j was also provided by J2 Global and subscribed to by the 
following: 

Electronic 
Subscriber 
Subscriber 
Address: 

E-mail: 

Fax Number: 
Name: 

(b )(6), (b )(7)(C) 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child 
witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal 

Victims' Protection and Rights Act),(b)(6),(b)(7)(C) 

PayPal Account holder! (b)(6),(b)(7)(C) provided investigators with information 
regarding her activities after PayPal restricted her account. Agents of the 
Denver Colorado ICE office interviewed her and discovered that phone number 
I (b)(6),(b)(7)(C) I was provided to her by a subject reprT~~~~r as a human 
resource manager with a company called LENCOMPS LTD.n; (indicated that 
this number was provided for her to fax her employment documents to along with 
above referenced fax number @!,~3~;;~~/~';)c!~~~J.~~I. (ref: I (b)(7)(E) I) . 

The above referenced search warrant, signed on June 14, 2007, was also served 
on this same date to J2 Global of Los Angeles, California via facsimile, and 
DHS mail. •:;> 

This investigation continues. 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b )(6), (b )(7)(C) 
0 F F I C I A L U S E 0 N L Y ., 

-==-=-====--=-=~-::-:-::=~=--::-::=-==-=~------.----:::::==--=-~=-=:-=-~=--=~~-----·-·-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS 
ICE -------·· PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER~~------(b-)(7-)(_E> ____ ~r 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 

REPORT DATE DATE ASSIGNED PRO~ CODE REPORT NO. 
070507 072606 (b)(7) 032 E 

RELATED CASE NUMBERS: 

--·-- ·--:-=--=-== .,....=-=---==-=-----------------------------------····---COLLA'l'ERAL REQ : 

----==-==--=-=·-=-=~-=-=--- -----·------- --------·-·------- ---·---------TYPE OF REPORT: 
SEARCH WARRANT REPORT / 

TOPIC: SEARCH WARRANT ISSUED FOR TIME WARNER ROADRUNNER 

SYNOPSIS: 
Project Flicker ~ is an ongoing joint investigation bet\o,~een Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Juotice/CEOS targeting both the principles facilitating 
oubscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 principles responsible for the 
collection of the monthly subscription fees. Over 60 j (b)(7>(E> 
conducted, have identified approximately 14 PayPal accounts holders 
processing payments for the criminal organization . 

......---------............ --------=---------..-----=-=-:-::--::::-::c=-::::----·--·-------·---------DISTRIBUTION: SIGNATURE· 
(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 

APPROVED: r--""""" ........ 6.llo.1iol...ll.ololl.lol:..l.-----------------,.____,,.-,---=-·-·--···-----(b)(6),(b)(7)(C) OI GRP SUPERVISOR 

----=-=~=-=--=-===--=~-.----=----~---=-------=::-f"1'1'1"!mTTI'I'\'"""--···-- i ORIGIN OFFICE: BI TELEPHONE: 205 7~~~ 
BIRMINGHAM, AL - RAC 

TYPIST: (b)(6),(b)(7)(C) 
---··--·------·-----------·-----L--.. ·-;::;--;::;;--:;-:---;:;-~:--;-;---;-:----;--:;--:;;-~--;;;:-~;.;-.:~~L.....;._;__;__;_...,J------0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY ~AGE 

····-- ---·· 
2 

ICE 
ASE NUMBER! (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 NT I N U AT I 0 N REPORT NUMBER: 032 

i 

-------------------·----------·· 
CASE PROGRAM CODES: 

(b)(7)(E) 
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==-=-=-====-=:--:-=-:-:==-=-=--==-=-===-==-----,----=~=-=----=--------------·· DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTGIATION: 

CASE NUMBER~~----~(b~)(7~)(~E> ____ ~r 

REPORT NUMBER: 032 

Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center {C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commetcial child 
exploitation member restricted websites. The project has identified at least 
18 separate child exploitation member restricted websites and approximately 14 
principles responsible for the collection of the associated monthl 
subscri tion fees. 

(b)(7)(E) 
(b)(7)(E) 

The Time Warner Cable/Roadrunner e-mail accounts are related to two of the 14 
PayPal accounts identified, which are responsible for collectin entc from 
18 different child pornographic websites. Specifically I Child victim~' ~~d childwitn r-=i::.:S~------. 
listed as an e-mail address with· count in orma ~on or I (b)(B),(b)(7)(C) I 

jt6/j~/c\01 1 of Wilson, North Carolina. (b)(B),(b)(7)(C> , a PayPal account holder in 
Sanford, Florida, lists · within his PayPal profile. 

On June 15, 2007, the above referenced search warrant was served to Time 
Warner Cable, Inc. via facsimile, and DHL mail express. 

? 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b)(7)(E) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: INTERIM RPT 

REPORT DATE --~TE ASSIGNED 
o7oso7 I_____ 072606 

RELATED CASE NUMBERS: .. 

COLLATERAL REQ: 

TYPE OF REPORT: 
SEARCH WARRANT REPORT / 

TECS ACCESS 

PAGE 1 

CASE NUMBER I (b)(7)(E) 

REPORT NO. 
033 

'l'OP I C: SEARCH WARRANT SERVED----:-0::-::N:---=:C=H-=A-=-R=T=E=-R---=co'""'M:-:-M:-:-U=N=-=-I=-c·=A=-=T=I=-o=N=-=-=s--- .. ·--·-···---··--------

SYNOPSIS: 
Project Flicker (2S2) is an ongoing joint investigation between Immigration 
and Cuotoms Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
{RAC/BI) , ICE Cyber Crimes Center (C3/CES) , the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 princi les res onsible for the 
collection of the monthl subscri tion fees. (b)(7)(E) 

(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of three 
e-mail accounts located at Charter Communication, Inc. 

DISTRTRTJTIOT\1· SIGNATURE: 
(b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 

---------------------~------------------·~-------------

APPROVED: ·······--

I (b )(6), (b )(7)(C) I L OI GRP SUPERVISOR 

-·-·----··-·-
ORIGIN OFFICE: BI TELEPHONE: 205 71 \U/\U,~\U/' I 

BIRMINGHAM, AL - RAC 
TYPIST: I (b)(6),(b)(7)(C) I 

-·· ······--······-
0 F F I C I A L U S E 0 N L Y 
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-·-·---····---------r---=-=-:::-:=---:---------------r DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER·: 033 

------------------··-···-------·------------------
CASE PROGRAI'-1 CODES : 

n 

(b)(7)(E) 

,, 

0 F F I C I A L U S E 0 N L Y ? 
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0 F F I C I A L U S E 0 N L Y 

-----------------·--·---==-=-==-:::-::=-=-----""'T""""'--=-:::---:------::-------------r 
DEPARTMENT OF HOMELAND SECURITY PAGE 3 

ICE 

REP 0 R T 0 F INVEST I GAT I.O N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 033 

==-=:=-::~=-=--=~=-===-=:-:::-:--=-----------------------------------------------·-·· DETAILS OF INVESTGIATION: 

Project Flicker (2S2) is an ongoing joint investigation between Immigration 
and Customs Enforcement {ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection·service, the 
United States Attorney'o Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member reotricted weboites. The project has identified 18 separate child 
exploitation websites and approximately 14 pr' c' 1 n 'b 
collection of the monthl subscri tion fees. 

(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott oigned a federal search warrant, commanding oearch of 

ra~c~c~o~u~n~t~s~----~-------------r~~~~~~~--~~~~--~~~_J' and 
(b)(B),(b)(7)(C> arter Commun~cat~on, Inc. 

E-mail (b)(B),(b)(7)(C) , and 
r---~~~~~~~~~-===~~~a~r~e~~r~elated to PayPal account holder targets 

(b)(B),(b)(7)(C) , and I (b)(B),(b)(7)(C) I, and have been utilized to correspond with 
subscribers of child P.ornographjf websites, as well as with a sub~ect 
utilizing the name of I (b)(B),(b)(l)(C) and email address lch\,~~;!01r0•~~;;~~.;7~t~~l,%n,u,,v~'~;5~~~d>l. 

The above reference search warrant was served on June 14, 2007 via facsimile 
and DHL mail. 

This investigation continues. 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: l~tz\!.,!~z;;ji,;(nu;Q(;Lc~~%1 
0 F F I C I A L U S E 0 N L Y 

-r-------==-=~""""=-=--=o---=-------....,...-------:=,.-,------.------···-DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: INTERIM RPT 

-~E:cs:ACC-Esscow··mr-·--·-····· 

PAGE 1 

CASE NUMBER I (b)(7)(E) 

RE~~~;0~ATE~I- D~TE~~;~~~NED=[-pRQ~COoE ___ I_RE~! NO. = 
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

--·····--·····---------------------------------------TYPE OF REPORT: 
SEARCH WARRANT REPORT / 

···---------·:-=-::--:---::-::=-=-.....,.,.=--=-==-=---==--:-:-=--::---=-:-:-:---=--::::-:--::---------------,roPIC: SEARCH WARRANT SERVED ON MSN HOTMAIL, INC. 

I ------·--------· ------ ·----------·-------··--·-----·-SYNOPSIS: 
Project Flicker (282) is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Critnes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 principles responsible for the 
collection of the monthly subscri tion fees. I (b)(7)(E) 

(b)(7)(E) 

On June 14, 200? in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of a list 
of five email accounts located at MSN Hotmail, Inc., in Mountain View, 

- ·······--D-I-~~-~-)(;->B"f:J_T_I_O_N_: ____ --.--_-_-_-_-A~-p=-_ -::::~:-::~-::-~·-=;:=-:~:=~:-:::~:-,(~->~-7~-c--) ------------------------------~-~-~-=-=-A-_ L-_ --A-_ G---~-~-~----------------1 

I (b)(6),(b)(7)(C) 1 or GRP suPERVISOR 

ORIGIN OFFICE: BI TELEPHONE: 205 7j (b)(~h\6101 I 
BIRMINGHAM, AL - RAC 

------- ····--·TYPIST: I (b)(6),(b)(7)(C) 
----------------------~--0--F=-F=-r=-c=-I A L U S E 0 N L Y 
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.,.------:-=-=-=-=-=:-o·····-------·.-:-==--=-:=--==-=:=-=-::=--=--------.---,--~----------···--·-·····-DEPARTMENT OF H0f\1ELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) r 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N ----·-------------REPORT NUMBER: 034 

CASE PROGRAM CODES: 

I (b)(7)(E) I 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

California. 
DETAILS OF INVESTGIATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 034 

Project Flicker (~) is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
{RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney 1 s Office for the Northern District of Alabama, and 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project has identified at least 
18 separate child exploitation member restricted websites and app:i:-oximately 14 
principles responsible for the collection of the associated monthl 
subscri tion fees. (b)(7)(E) 

(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search the 
following list of five email accounts located at MSN Hotmail, Inc., in 
Mountain View, California. 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' 
rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection 

and Rights Act),(b)(6),(b)(7)(C) 

The above referenced search warrant was served via facoimile and DHL mail to 
MSN Hotmail, Inc., Building 4, 1065 La Avenida, Mountain Vie, California. 

This investigation continues. 
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0 F F I C I A L U S E 0 N L Y 

-------=-===-=---··=---,.--------··---- ----------------~---------------~------···· DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODEl~>[ 
ICE -l.l.!lU 

--~P~A-G-E---1----------------

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
------:C::-:A:-::S::-:E=--:N~U;;:M:-:B=E=R:I-:_-:_-:_-:_:-(;..;b->.:...(7-:_>('"""E..:..>-:_-:_-:_-:_~.,--I 

---::T:-::I:-::T::::L~E~: -C~O-=-M:-:-M=-=-=E~R""'I,---C:-A--::L------oC··P--W--,E=Bo-S··rTE KN-·-o··-_W_N_A_S·-l"'i'hl(b:ii')(3~>Tl!18rru~.srl<.c~. §;""';3"'50i'Q.9(";l;d)~chlhili:1"'d "1-r--------···--------
victims' and child witnesses' rinhts. 

--~C~A~S~E~s=T~A~T~U~S-:----~I~N=T=E=R~I"'M-=R=PT=-----------------------------------------------

--···--·------·-···;;-==----~---=:-::-:==--=-===-=-----,-----:::-=-:::-=~.,...,.--=-=-=-=,.----.....,.....---~=-=-=,.......,..,=-=----REPOR'l' DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
070507 072606 ~ 035 

--------------------- --------------------RELATED CASE NUMBERS: -----:-------------

------------=------- ------·----··--·---··--·----··--·--------·---------·----------COLLATERAL REQ: 

----=T~Y~P=E~o=F-=R=E=PO~RT=-:---------------------------------------------------------

SEARCH WARRANT REPORT / 

TOPIC: SEARCH WARRANT SERVED ON GOOGLE, INC. 

·········---::::s=-=-=YN~o~p)Qs"Tis~:-. ---------------------------i~lil:ir~~~;l~~~~": ..... z~iz-::~; ....... ~;~TJL9 ""'~;bll~;t.:~:.~~.,...~~JI------·--·-·-----·-·
Project Flicker t(~~{>~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent ( Jb){s).(b)(l)(C) :}rmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), th~ POStal IIIS~ection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subs of commercial child exploitation 

The p has i · eparate child 
~~~~~~~~~~~~~~~~~~~~y 14 pri ib e for the 

fees. Over (b)(7)(E) 
conducted, have identified approximately 14 PayPal accounts holders processing 
payments for the criminal organization. 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of a list 
of seven email accounts located at Google, Inc. in Mountain View, California. 

(b)(7)(E) 

--siGNATURE: ·····r I (b)(6),(b)(7)(C) I . SPECIAL AGENT 
--------~---------------------------------------------

APPROVED: 

DISTRIBUTION: 
RACBI SACNO SACKS 

I (b)(6),(b)(7)(C) I OI GRP SUPERVISOR 

_____ O_R_I_G_I_N __ O_F_F __ I_C __ E_: __ B_I __ ~----T-E_L_E---'PH-O--NE_: __ io_5 __ 7_j~tal~t~~r~~~~t1~1 ~~

BIRMINGHAM, AL - RAC 
------------------~--~--~----~--~--~~~~-YY~IST~ ~K~~~KC) I 
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-··----cASE NUMBER L..j ___ (b-)(7->(_E> __ ..... r 

··-··--····----··--·-----------------·-····-·····-·····----------
CASE PROGRAM CODES: 

(b)(7)(E) 

I----··-···--·-·---·-···-·-·----·=--::---::----::-::---=--=----,:-::-::--------·-------
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PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 035 

r 

--- ·---------····--·--········---
DETAILS OF INVESTGIATION: 

Project Flicker (2S2) is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI}, ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member reotricted websites. The project has identified 18 separat;e child 
exploitation websites and approximately 14 princi les res onsible for the 
collection of the monthl subscri tion fees. (b)(7)(E) 

(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of the 
following seven email accounts located at Google, IQc. in Mountain View, 
California. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child 
witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal 

Victims' Protection and Rights Act),(b)(6),(b)(7)(C) 

~E~-•~n=a~i~l~a~c~c~o~u~n~t._-r--~(~b)~(s~),(~b)~(7~)(C~)--~--~ is associated with PayPal account holder 
~----~(b~)(B~)-~(b~)(7~)(~C)~--~· who lists it within his PayPal profile information. 

E-mail accounts I (b)(B),(b)(7)(C) I and ,, ...-------, 
r--------,....J(b~)(~s)~.(b~)(~7)i;(Ci_) ________ _J is associated with PayPal account holder I (b)(B),(b)(7)(C) I 

(b )(6), (b )(7)(C) 

E-mail account I (b)(B),(b)(7)(C) I is associated with transactions related to 
child pornography website membership purchases. 

E-mail account I (b)(B),(b)(7)(C) I is associated with PayPal account boulder 
I (b)(6).(b)(7)(C) I L.--------------------1 

,.,.._;;;..t,I,I,'"""""-'--,Q,,,"""+'unt '-1 ______ ..;.(b.;.;)(..;.s)..;.,(b.;.;)(~7)(;..c;..) ____ ____. is associated \oli th Pay Pal account holder 

The above listed search warrant was served via facsimile and DHL mail to 
Google, Inc., 1600 Amphitheatre Parkway, Mountain View, California. 
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PAGE 4 

REPORT NUMBER: 035 

r 
------------------~'----------- ----------

This investigation continues. 
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0 F F I C I A L U S E 0 N L Y 
······---····· 

DEPARTMENT OF HOMELAND SECURITY ' TECS ACCESS CODE (7> 

ICE E 

PAGE 1 
R E p 0 R T 0 F I N V E s T I GAT I 0 N ,, 

--
NUMBER I 

.. -
CASE (b)(7)(E) I 

···------
TITLE: COMMERICAL CP WEBSITE KNOWN AS li,;:~~~ 1 ~ u.::. ..... !'l_ J::lUtl(C) o.;nua rl 

· · ' and child witnesses' riahts 

---- ----------- ---·-CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE r REPORT NO. 
0?0507 072606 ~ . 036 

---····-----·- ----·- ··--····-
RELATED CASE NUMBERS: 

-------------····-----------····· 
COLLATERAL REQ: 

TYPE OF REPORT: 
SEARCH WARRANT REPORT I 

TOPIC: SEARCH WARRANT SERVED ON YAHOO! INC. 

-· 
SYNOPSIS: 

Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspectiop Service, the 
United States Attorney 1 s Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 pr · · 1 · f 
collection of the monthl subocri tion fees. 

(b)(7)(E) 

On June 14 1 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of two 
email accounts located at Yahoo! Inc. of Sunnyvale, California . 

.-----·-tirsfili'BuT!oN: ______ --·siGNATURE-:-·--------·---------------·------·-----
1 (b)(7)(E) I I (b)(6),(b)(7)(C) I -----· SPECIAL AGENT·-·-

APPROVED: 
~----------~(b)~(s~>-(~b>.(7~)(C~>----------~1 oi GRP suPERVISOR 

ORIGIN OFFICE: BI 
BIRMINGHAM, AL - RAC 

TYPIStJ (b)(6),(b)(7)(C) l-------· 
------------------------~-o~=F-=F-=I~C~I~A~L--7-U~S~E~~O~N~L~Y 

TIUS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 384 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) 

R E p 0 R T 0 F I N V E s T I G AT I ON ·--... ··-·-·-·---------···· c 0 NT I N U A T I 0 N REPORT NUMBER: 036 

CASE PROGRAM CODES: 

I (b)(7)(E) I 
,, 

: 

I 
.. 

··--··-··-----
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CASE NUMBER L..l -.---(-b)(-7)-(E_> __ _.r 
REPORT NUMBER: 036 

·····-------··---------·····---···----------------------------DETAILS OF INVESTGIATION: 

Project Flicker (2S2) is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 princi les res onsible for the 
collection of the monthl subscri tion fees. (b)(7)(E) 

(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of two 
email accounts located at Yahoo! Inc. of Sunnyvale, California. 

(b )(6), (b )(7)(C) 
o;; 

The above reference search warrant was served via facsimile and DHL mail to 
Google, Inc., 1600 Amphitheatre Parkway, Mountain View, California. 

This investigation continues. 
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0 F F I C I A L U S E 0 N L Y 

-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE (b) 
7 

ICE ,, 
PAGE 1 

R E p 0 R T 0 F I NV E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE I (b)(3) 18 U.S.C. § 3509(d) Child (I KNOWN AS victims' and child witnesses' riahts( 

CASE STATUS: INTERIM RPT 

RE~~~;0~ATE ··1· oATE 0~~~~~NED PRO~tfnM CODE 
.. 

REPORT NO. 

~ 037 ) 

RELATED CASE NUMBERS: 
-

COLLATERAL REQ: 
-.--- .. - ,_ __________________________ 

TYPE OF REPORT: 
SEARCH WARRANT REPORT I 

---- ---TOPIC: SEARCH WARRAN'r SERVED ON JUNO ONLINE SERVICES 

SYNOPSIS: 
Project Flicker (282) is an ongoing joint investigation between Jmmigration 
and Customs Enforcement {ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 principles responsible for the 
collection of the monthl subscri tion fees. (b)(7)(E) 

(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of five 
e-mail accounts located at Juno Online Services, Inc. of New York, New York. 

-------· 
DISTRIBUTION: SIGNATURE: ------·-·-·--

(b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGEN'r 
------------------------------------------------------

APPROVED: 
I (b )(6), (b )(7)(C) I .. OI .GRP. SUPERVISOR 

·.-: 

----- 7 ~ 1SH~C1)bH'l I ORIGIN OFFICE: BI TELEPHONE: 205 
BIRMINGHAM, AJ ... - RAC 

---- TYPIST: I (b )(6), (b )(7)(C) I 
0 F F I C I A L U S E 0 N L Y 
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R E P 0 R T 0 F I N V E s T I GAT I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 037 

CASE PROGRAM CODES: 

(b)(7)(E) 

•) 

-------------------.. -----------,.-----::-------------
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DETAILS OF INVESTGIATION: 

h~ NO:BER I .. ~~:: _____ [ 
1----;EPORT NUMBER: 037 

Project Flicker (~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI}, ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exp+oitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 princi ns"b or t e 
collection of the monthl subscri tion fees. 

(b)(7)(E) 

On June 14, 2007 in the Northern District of Alabama, United States Magistrate 
Judge John E. Ott signed a federal search warrant, commanding search of the 
following five e-mail accounts located at Juno Online Services, Inc. of New 
York, New York. 

(b )(6), (b )(7)(C) 

The above reference search warrant was served via facsimile and DHL mail to 
Juno Online Services, Inc., 15th Floor, 120 West 45th Street, New York, New 
York. 

This investigation continues. 

,, 
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REQUESTED BY: (b)(s).(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

-·~·-·· ··-· -DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE (b 

ICE 
--· ·----·---------PAGE 1 

R E p 0 R 1' 0 F I N v E s T I GA T I 0 N 
CASE NUMBER I (b)(7)(E) I 

--···-··· ···-·-- .o.•v•-• 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 1 .lO/l-'r 10 u.::..~.-. 9 .. -'"U"lal. ~.-rua I 
lvirtimo' Anrl rnilrl witnPOOPO' rinnto 

CASE STATUS: INTERIM RPT 
-----·····-·· 

REPOR'l' DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
070507 072606 ~ 038 

--~·-

RELATED CASE NUMBERS: 

···------····-- ...... 

COLLATERAL REQ: 

TYPE OF REPORT: ., 

INVESTIGATIVE FINDINGS 

=-=-=-----·----·-·--·---··---··-·---·-----·-----·-·--··----·-:-=---=-- ··---·-·=----
TOPIC: RESPONSE RECEIVED FROM YAHOO! INC. CONCERNING 13 EMAIL ACCOUNTS 

SYNOPSIS: 
Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement {ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI}, ICE Cyber Crimes Center {C3/CES}, the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principles facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 princi les res onsible for the 
collection of the monthly subscription fees. (b)(7)(E) 

(b)(7)(E) 

On June 21, 2007 the office of the Resident Agent in Charge, Birmingham, 
Alabama {RAC/BI} obtained information from Yahoo! Inc. of Sunnyvale, 
California consisting of the contents of thirteen e-mail accounts . 

(b)(7)(E) I . >----···-····-··--·1-SIGNATURE: 
I (b)(6),(b)(7)(C) I SPECIAL AGENT 

------------------------------------------------------
APPROVED: 

I (b)(6),(b)(7)(C) I OI GRP SUPERVISOR-- . 

DISTRIBUTION: 

----·----··------·---:-=:::::----=-:::---r--=:=-::==-==---=-=-=--=-=-rm"'T'M'I"''""""--ORIGIN OFFICE: BI TELEPHONE: 205 7~'u"~~;' ~ 

BIRMINGHAM, AL - RAC --:::-----=-::c=--r------,t---··---··-·--
-·--·····--·····--····---·--···---·· TYPIST: I (b)(6),(b)(7)(C) I 

·-- OFFICIAL USE ONLY 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 038 

-------------------------- --------------

CASE PROGRAM CODES: 

(b)(7)(E) 

------------------------------------------------------------------0 F F I C I A L U S E 0 N L Y 
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DE~T=A~I=L~S OF INVESTGIATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 038 

Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
{RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS targeting both the principleo facilitating 
subscription payments and the subscribers of commercial child exploitation 
member restricted websites. The project has identified 18 separate child 
exploitation websites and approximately 14 princi les res onsible for the 
collection of the monthly subscri tion fees. (b)(7)(E> 

(b)(7)(E) 

On June 21, 2007 the office of the Resident Agent in Charge, Birmingham, 
Alabama (RAC/BI) obtained information from Yahoo! Inc. of Sunnyvale, 
California consisting of the contents of thirteen e-mail accounts. 
Information obtained was received based on a search warrant issued on June 1, 
2007, signed by the Honorable United States Magistrate Judge Harwell G. Davis 
of the Northern District of Alabama. E-mail accounts searched include 

nt (b)(B),(b)(7)(C) 

(b )(6), (b )(7)(C) 

rece1ve 

(b)(6),(b)(7)(C) 
1 

All accounts are related to the fac1l1tation of 
memberships to several child pornographic websites. 

This investigation contines. 
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REQUESTED BY: (b)(6).(b)(7)(C) 1 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TECS ACCESS CODET 

----,--....--:::-----.-------------·-
PAGE 1 

CASE NUMBER ._l ___ (_b)-(7)-(E_> __ _.r 

-············---=-=-==--==-=-===----==-=-=~-=cc=--------------------------CASE STATUS: INTERIM RPT 

100307 072606 ~ 
REPORT NO. 

044 
--R-EP-0-,--R_T ____ DA_T_E_• ---~-- DATE ASSIGNED I PRO~ CODE I 
-~....,....,...- --,-,--,----------

RELATED CASE NUMBERS: 

---------~-.......... ~----,--,-....... ---------····-·-----·--·------------·-·------·--COLLATERAL REQ:CAFE 

TYPE OF REPORT: o) 

COLLATERAL REQUEST / IN 

TOP:fc·:- COLLATERAL REQUEST TO FRANKFURT, GERMANY---····---··-··--.. ·····-·---····---·· .. ---

SYNOPSIS: 
The Resident Agent in Charge, Birmingham (RAC/BI) and the Cyber Crimes 
Center (C3) are conducting a joint investigation of the suspected involvement 
of numerous persons in several European nations and the United States in the 
distribution of child pornography through the Internet. Information developed 
during the investigation indicates that the operators of the child pornography 
websites are located in Belarus, Latvia, Russia and the United Kingdom. Those 
website operators have recruited persons in the United States to receive 
credit card payments for monthly subscriptions to the websites and to then 
transfer the proceeds to them (the operators} in Eastern Europe. 

I 

The ICE Attache, Frankfurt is respectfully requested to provide 
assistance in fully identifying the operators of the child pornography 
websites. 

DISTRIBUTION: SIGNATURE: -, 
(b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL }\GENT 

------------------------------------------------------
APPROVED: ···---···-

I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

- ORIGIN OFFICE: BI TELEPHONE: 205 7 31 \U/\~~\ul\' 'j 

BIRMINGHAM, AL - RAC 
---TYPIST: I (b)(6),(b)(7)(C) I 

··--·-·· 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE · 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 044 

'·' 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 3 

CASE' NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

REPORT NUMBER: 044 

The Resident Agent in Charge, Birmingham (RAC/BI) and the Cyber Crimes 
Center (C3) are conducting a joint investigation of the suspected involvement 
of numerous persons in several European nations and the United States in the 
distribution of child pornography through the Internet. Information developed 
during the investigation indicates that the operators of the child pornography 
websites are located in Belarus, Latvia, Russia and the United Kingdom. Those 
website operators have recruited at least fourteen (14) persons in the United 
States to receive credit card payments for monthly subscriptions to the 
websites and then transfer the payments to them (the operators) in Europe. 

The investigation was initiated in April, 2006 1 when I (b)(B),(b)(7)(C) I. 
Senior Special Agent. U.S. Immigration and Customs Enforcement, Cyber Crimes 
Center 1 began I (b)(7)(E> I of monthly subscriptions to various 
member-restricted child pornography websites. During the next fifteen (15} 
months, he made more than one hundred (100) purchases of subscriptions to 
eighteen {18) different child ite 11 f wh' h a r to be 
associated with one another. 

(b )(6), (b )(7)(C), (b )(7)(E) 

Investigators have obtained Paypal records and banking records for each 
of the fourteen {14) Paypal account owners in the United States. They have 
identified from those records more than five thousand (5,000) subscribers to 
the child pornography websites. They have further determined that the Paypal 
account owners have collected more than one million five hundred thousand 
dollars ($1,500,000.00) in subscription payments and have transferred most of 
those proceeds to individual recipients in Belarus, Latvia and Russia. 

Investigators have also executed search warrants to obtain copies of 
email messages sent and received by the fourteen (14) Paypal accOlmt holders 
and have conducted interviews of four (4) of the account holders. The 
investigators have determined from the email messages and interviews that it 
is likely that most or all of the Paypal account owners in the United States 
did not know the nature of the funds they were receiving and were therefore 
unaware of their involvement in facilitating the distribution of child 
pornography. Each of them appears to have been recruited through the Internet 
to establish "work at home 11 businesses involved in processing Paypal payments 
for ostensibly legitimate products, such as computer anti-virus software 
packages. 

Bank records obtained by investigators establish that funds 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY :1· -----------
PAGE 4 

ICE 
CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 
c 0 NT I N U A T I 0 N REPORT NUMBER: 044 

representing the proceeds of the sale of subscriptions to the child 
pornography websites were transferred by the fourteen ( 14) Paypal·. account 
holders to the following persons: 

a. 

b. 

c. 

(b )(6), (b )(7)(C) 

d. 

e. 

UNDEVELOPED LEADS: 

THE ICE ATTACHE, FRANKFURT, GERMANY: 

The ICE Attache, Frankfurt, is respectfully requested to conduct logical 
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Lativa to identify t he individua l s 4 (b)(G),(b)(7)(C) 

aka (b)(G),(b)(7)(C) , and I (b)(G)(b)(7)(C) I) named in this report who have received or made 
transfers of funds from the United States representing the proceeds of the 
sale of subscriptions to member-restricted child pornography websites. It is 
respectfully r eques ted that the ICE Attache Frankfurt coordinate with Latvian 
law enforcement off icials to obtain information about the listed bank accounts 
and individuals. I n addition, ICE/RAC/Birmingham requests the ICE Attache 
Frankfurt arrange a meeting with the Latvian l a w enforcement officials to 
discuss the information that is being provided. Please contact SSA (b)(G),(b)(7)(C) 

Prevatte, ICE/RAC/Birminghatn, through Sector with any questions or requests 
for additional information. 
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REQUESTED BY: (b)(s).(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAN-D-SECU'-:::R=-I=T=Y-----·-··--.----- TECS ACCESS CODE~ 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

--·CASE -NUMBER ._I ___ (~b).;...(7;.;.)(E..;..) __ ..... 1 

CASE STATUS: INTERIM RPT 

=~Bi~~!-o~ATE -- ~-~-- DA~~~~~~~NED ---'- PR~~ C:IRE!>~:rNQ~= 
RELATED CASE NUMBERS: 

'.i> 

COLLATERAL REQ: 

---=c:-=--------=-----=-=---=---------------------------··-----··---··-----TYPE OF REPORT: 
OTHER INFORMATION 

~-=-==-=---:=-=-::::-=:-::-:::-=--=---:--:::-:--:~~=-=---==~-=-='7=-:::-=-=~-----------------·--·· TOPIC: SEIZURE OF $70,983.18 FROM PAYPAL 

--·-- ---·------·----·-------·-------··---------------------------------SYNOPSIS: 
Project Flicker ~) is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE}, Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project has identified at least 
18 separate child exploitation member restricted weboites and approximately 14 
principles responsible for the collection of the associated monthly 
subscription fees. 

On October 17, 2007, pursuant to Operation Flicker 1 Special Agents of the 
RAC/BI received four checks totaling $70,983.18 from PayPal, resulting from 
seizure warrants served on September 6, 2007. 9 

--···---------,--.--,-~-------.-~......,.....-:-=-:~==-------------------··----··-DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 

APPROVED: 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

----=-=c=-:=-=-:c-=--=-=------------ORIGIN OFFICE: BI 
BIRMINGHAM, AL - RAC 

····----·····---------·------ TYPIST: (b)(6),(b)(7)(C) 
------------------------~0 F F I CIA L USE 0 N L Y 
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- -···-DEPARTMENT OF HOMELAND SECURITY PAGE 2 

ICE 
---·-·-

NUMBER-I CASE (b)(7)(E) 

R E p 0 R T 0 F I NV E s T I GA T I 0 N 
c 0 NT I N U AT I 0 N REPORT NUMBER~ 046 

------····- - ···-·- ,. 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

•.:~-

,. 
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0 F F I C I A L U S E 0 N L Y 

.. -····-·······-····---=-==-::-=-:=-:-:==--=:--=-:~=~~-====~----..---=-=--=~--=-----------. DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 046 

-------------------------------------····--······-· 

DETAILS OF INVESTIGATION: 

Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement {ICE), Resident Agent in Charge, Birmingham, Alabama 
{RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commer.cial child 
exploitation member restricted websites. The project has identified at least 
18 separate child exploitation member restricted websiteo and approximately 14 
principles responsible for the collection of the associated monthly 
subscription fees. 

On October 17, 2007, pursuant to Operation Flicker, Special Agents of the 
RAC/BI received four checks totaling $70,983.18 from PayPal, resulting from 
seizure warrants served on September 6, 2007. 

Said warrants, obtained in the Northern District of Alabama commanded seizure 
based on violations listed in Title 18 USC 1960 regarding unlicensed money 
remitter laws, and unlawful activities concerning the sell and distribution of 
child pornography as listed in 18 USC 2251 and 2252. The following list of 
PayPal accounts were seized: 

NAME: 
!JOCATION: 
ACCOUNT NUMBER: 
PRIMARY EMAIL NAME: 
AMMOUNT SEIZED: 
Subject of Collateral 

NAME: 
LOCATION: 
ACCOUNT NUMBER: 
PRIMARY EMAIL NAME: 
AMMOUNT SEIZED: 
Subject of Collateral 

NAME: 
LOCATION: 
ACCOUN'r NUMBER: 
PRIMARY EMAIL NAME: 
AMMOUNT SEIZED: 
Subject of Case Number: 

(b)(6),(b)(7)(C) I 
Greensboro, North Carolina 

1 (b)(6),(b)(7)(C) 1 

21 705.39 

I (b)(6),(b)(7)(C) I 
Suffolk, Virginia 

Alabama 

(b )(6), (b )(7)(C) 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 4 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 046 

·---------------- ----- ·------ ---------
NAME: (b)(6).(b)(7)(C) 1 
LOCATION: North Carolina 
ACCOUNT NUMBER: 
PRIMARY EMAIL NAME: 

(b )(6), (b )(7)(C) 

AMMOUNT SEIZED: 
Subject of Collateral Case: 

As investigation 002, dated October 4, 2007 of,case number 
, an active duty member of the military, has been deployed 

~t-0~I~r~a~q~a~n~d~t~e~r-e-f~o-r~e was not available for questioning by agents of the 
Raleigh, North Carolina office. However, all other above listed PayPal 
account holders \.,.ere interviewed and \'/ere made aware of the source of funds 
traced from payments made to websites containing child pornography, and that 
these funds are subject to seizure as being proceeds from an illegal · 
activity. gaid funds were traced through the above listed PayPal accounts, 
above listed subject's bank accounts, and subsequently wired to various 
locations ultimately directed to Riga, Latvia in Western Europe. 

Detailed reports of the interviews, conducted by agents of the va~ious field 
offices, may be searched by the above corresponding case numbers. 

On October 18, 2007, all four checks totalling $70,983.18 were shipped via 
DHL, (tracking number I (b)(B),(b)(7)(C) ~ to Fines Penalties and Forfeitures in New 
Orleans, Louisiana, to the attention of i (b)(B),(b)(7)(C> ~ Seizure notice may be 
sent. 

This investigation continues. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODEliLJ 
ICE 

PAGE 1 
R E P 0 R T 0 F I NV E s T I G A T I 0 N 

rl 

CASE NUMBER I (b)(7)(E) I 
···--

TITLE: COMMERICAL CP WEBSITE KNOWN AS 1 _\UI\"1; 1 o u."·.'-· ,9. ""U"\01, c.rma I 

__ ........ --
CASE STATUS: INTERIM RPT 

REPORT DATifTTE ASSIGNED 

I 
PROGRAM CODE 

I 
REPORT NO. 

052008 072606 ~ oso 

RELATED CASE NUMBERS: 

COLLATERAL REQ:RACAN 

-····- - --- . -· --- -TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

···-··~·-····-·- ........ ........ -- -·-· -···--
TOPIC: COLLA'fERAL REQUEST FROM RAC/BI REF. OPERATION FLICKER 

.... -·--·- ~·--

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice {D0J), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office {USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to a subject said to be located within the 
Anchorage, Alaska area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., and through database checks . 

.. - . 
DISTRIBUTION: SIGNATURE: 

I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
(b)(7)(E) -----------------------------------------------------

APPROVED: 

I (b )(6), (b )(7)(C) I RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: BI TELEPHONE: 2()5 2 *b)(6),(b)(7)(C)I 

BIRMINGHAM, AL - RAC 
--·TYPIST: I (b )(6), (b )(7)(C) L ···-----· 
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DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I N V E S T I G AT I 0 N 

.-··---··. c 0 NT I N U AT I 0 N REPORT NUMBER: 050 

CASE PROGRAM CODES: 

I (b)(7)(E) I 
·:> 

: 

: 

.. ,~ 
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_....-·-···--···-···----··. 
DEPARTMENT OF HOMELAND SECURITY PAGE 3 

ICE 
NUMBER I r CASE (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 NT I N u A T I 0 N REPORT NUMBER: 050 

--------------····----····---------······--···----·····--····--

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation ~licker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to a subject said to be located within the 
Anchorage, Alaska area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., and through database checks. 

SUBJECT #1 

NAME: 
DOB: 
ADDRESS: 

: 
Other Address 
EMAIL ADDRESS 
US PASSPORT NO 
CROSSING DATA: 

found: 

: 

(b )(6), (b )(7)(C) 

(b )(6), (b )(7)(C) 

09/24/2007 London 
12/25/2007 London 

Cht giak, AK 99567 
Anchorage, AK 99504 ' 

BaDed on the interviews of approximately 14 PayPal account holders previously 
interviewed, the subjects were recruited by one of two methods. 

(b )(6), (b )(7)(C), (b )(7)(E) 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 5 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER~ 050 

Your aooiotance in this matter is greatly appreciated. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
....... 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE ~~~ 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I ON 

CASE NUMBER I (b)(7)(E) r 
TITLE: COMMERICAL CP WEBSITE AS l)b)(3) 18 usc § 3509(d) Child ,r --· ... 

KNOWN v1ct1ms· and child Witnesses· rinhts.l 
•) 

-·-····· ·-····· ·-·-······ 
INTERIM 

--·· .. ·-····"- - ···- ... ... .... -
CASE STATUS: RPT 

REPORT DATE DATE ASSIGNED 

I 
PRO~ CODE 

I 
REPORT NO. 

052808 072606 (b)(7) 052 E 

RELATED CASE NUMBERS: 

COLLATERAL REQ:SACLA 

---·· .. ···~------·"'··- --·- --- ... -· -······----
TYPE OF REPOR'l': 

COLLATERAL REQUEST I IN 

··-- ·--
ToPic-; coLLATERAL- REQUEST FROM-· RAC7BI TO SAC/LA REF. OPERATION ·-FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center {C3), along with the united States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office {USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
membershipo. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to two subjects said to be located within 
the Los Angeles, California area of responsibility. The location of these 
subjects was obtained from records forwarded from PayPal Inc. 

DISTRIBUTION: 
(b)(7)(E) 

SIGNATURE: 
(b)(6),(b)(7.:.;.)(..:.C) ____ _, 

APPROVED: 
(b )(6), (b )(7)(C) L.-------

ORIGIN OFFICE: BI 
BIRMINGHAM, AL - RAC 

SPECIAL AGENT 

OI GRP SUPERVISOR 

TYPIST: I (b)(6),(b)(7)(C) I 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 
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DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 052 

The ICE office of the Resident Agent in Charge Birmingham, Alabam~ (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to two subjects said to be located within 
the Los Angeles, California area of responsibility. The location of these 
subjects was obtained from records forwarded from PayPal Inc., as well as 
database checks. 

SUBJECT #1 

NAME: (b )(6), (b )(7)(C) 

·; 
DOB: ~u~n~k~----------------, 
ADDRESS: J (b)(6),(b)(l)(C> l' Redondo Beach, CA 
EMAIL ADDRESS . 

90278 

SUBJECT #2 

NAME: (b )(6), (b )(7)(C) 

DOB: 
ADDRESS: 

(b )(6), (b )(7)(C) 
, Redondo Beach CA 90278 

EMAIL ADDRESS: 
~------------------------------~ 

(b )(6), (b )(7)(C), (b )(7)(E) 
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CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N V E s T I G AT I 0 N 

-·--··· ........• ·········--c 0 NT I N U A T I 0 N REPORT NUMBER: 052 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

Your assistance in this matter is greatly appreciated. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS -CODE (b 

ICE 
PAGE 1 

R E P 0 R T 0 F I N V E s T I GAT I 0 N 
CASE NUMBER I (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS li (bJ(3J 1 B u :s . ~ cs::,u~(dJ Child rl 
ictims' and child witnesses' riahts. 

CASE STATUS: 
_....,.,_, ·-- ---

INTERIM RPT 

REPORT DATE DATE ASSIGNED PROm CODE REPORT NO. 
052808 072606 (b)(7) 051 E 

RELATED CASE NUMBERS: 

COLLATERAL REQ:SACPX 
.............. ... , .. 

TYPE OF REPORT: 
COLLATERAL REQUEST I IN ') 

TOPIC: COLLATERAL REQUEST TO SAC/PX REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the united States Attorney 1 s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of comme~ial child pornography website 
tnemberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to a subject said to be located within the 
Phoenix, Arizona area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., as well database checks. 

DISTRIBUTION: 
I 

:;;tiGNATUE.Ei 
I (b)(7)(E) I (b )(6), (b )(7)(C) SPECIAL AGENT 

------------------------------------------------------
APPROVED: 

I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

·--·-
2 ~ ~DH~~\DH'' I ORIGIN OFFICE: BI TELEPHONE: 205 

BIRMINGHAM, AL - RAC 
TYPIST: I (b)(6),(b)(7)(C) I 

··-· ....... . ..... 
0 F F I C I A L U S E 0 N L Y 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBE-:-R-: -o=--=5-1--····---··· 

-······-···---------------------------------------
CASE PROGRAM CODES: ,, 

(b)(7)(E) 

') 

---···--···········---···-·-·-·····--···------a-:P-·-FTc·-!Ar:--tr· s E o~i y ···----·--------·····-
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CASE NUMBER! (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
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DETAILS OF INVESTIGATION: 

--····-·-::--:::c=-----,--,--,--:-,: 
REPORT NUMBER: 051 

The ICE office of the Resident Agent in Charge Birmingham, Alabama {RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•o 
Office {USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders id~ntified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to a subject said to be located within the 
Phoenix, Arizona area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., as well as through database 
checks. 

SUBJECT #1 

NAME: (b)(6) (b)(7)(C) 

DOB: ~T~Jn~·k._ __________ ~------------~ 
ADDRESS: I (b)(6),(b)(l)(C) I, Arizona 85233 
Other Address found: 1 rblr6IJblmrcl 1 o'hr.o,.,; x Arizona 8 5 004 

I I 
I 

EMAIL ADDRESS : (b)(6),(b)(7)(C) 

(b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
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--··~ 

NUMBER I CASE (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 N T I N U AT I 0 N REPORT NUMBER: 051 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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REQUESTED BY: (b)(6).(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE-IlliJ 
ICE -

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) r 
-·· 

TITLE: COMMERICAL CP WEBSITE KNOWN AS I, lOJlJJ; 1 ~ u.:>. . !'l J:JU~la) L;nua, I 
vii-l-imo' Anrl r-nilrl ;;..itn<>oo'<>~' -rinhto 

---CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PR0r:!D11.M CODE REPORT NO. 
052808 072606 ~ 053 ) 

RELATED CASE NUMBERS: 
--··--

COLLATERAL REQ:SACSD 

--- --TYPE OF REPORT: 
COLLATERAL REQUEST / IN 

TOPIC: COLLATERAL REQUEST TO SAC/SD FROM-RAC/BI REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama {RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office {USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the San Diego, California area of responsibility. The location of this 
subject was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 

---~---~----~-----------------------------------------

APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHONE: 205 2 91 ~~,~~~\ ~'~'' I 
BIRMINGHAM, AL - RAC 

TYPIST: 1 (b)(6).(b)(7)(C) I ···-··-··----- 0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS 'fHE PROPERTY 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NOMBEif;-QS-3 

., 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 053 

·' 
·--·······-----· ------------------······-

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama {RAC/BI}, 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the San Diego, California area of responsibility. The location of this 
subject was obtained from records forwarded from PayPal Inc., as well as 
through database checks. 

SUBJECT #1 

NAME: 
DOB: (b )(6), (b )(7)(C) 
ADDRESS : , Temecula, CA 
Other Address , Chula Vista, CA 
EMAIL ADDRESS~-------(b-)(6_).-(b-)(l-)(-C)------~ 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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-----·CASE -NUMB Elf"! (b)(7)(E) r 
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c 0 N T I N UA T I 0 N REPORT NUMBER: 053 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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REQUESTED BY: ABREU, DAISY Y 
0 F F I C I A L U S E 0 N L Y 

............. .-
DEPARTMENT OF Hot-1ELAND SECURITY TECS ACCESS CODE 3 

ICE 
PAGE 1 

R E P 0 R T 0 F I N v E s T I GAT I 0 N 
CASE NUMBER I (b)(7)(E) I 

··-···-·--·· .. ~··~····~·-
TITLE: COMMERICAL CP WEBSITE KNOWN I (b)(3) 18 U.S.C. § 3509(d) Child I AS victims' and child witnesses' riahts. 

- .. 
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
052808 072606 I(~~;> I 054 

RELATED CASE NUMBERS: 
··-··· 

COLLATERAL REQ:SACMI { 

·--- ·---· .. ·····-- -·-- .., •.... _ .. -··-···---
TYPE OF REPORT: 

COLLATERAL REQUEST I IN 
-····-- --- --·-·-·--TOPIC: COLLATERAL REQUEST TO SAC/Mi FROM RAC/BI REF. OPERA'l'ION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located Within 
the Miami, Florida area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Incorporated. r) 

- ·--··-···· -- .. - ---
DIS'l'RIBUTION: SIGNATURE: ·---··---

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
----~---~---------------------------------------------

APPROVED: .. 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHONE: 205 2 S1l0)l~~\O)(/) I 
BIRMINGHAM, AL - RAC -··-· ----

TYPIST: PREVA'l'TE 
.-

0 F F I C I A L U S E 0 N L Y 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER.~ 054 

-··----------·--···------·----------------- --------------
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CASE NUMiiER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 054 

---··-···---·--

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office {USAO) for the Northern District of Alabama are conducting·. an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Miami, Florida area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., as well as through database 
checks. 

SUBJECT #1 

NAME: (b)(6),(b)(7)(C) I 
DOB: 
ADDRESS: ~----------~(~lb)~(l6)~,,(b~J>C~7>.CIC~>-.~~--~~I, Miami, FL 33126 
OTHER ADDRES: , Boca Raton, FL 33496 
EMAIL ADDRESS : (b)(B),(b)(l)(C) 

(b )(6), (b )(7)(C). (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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REQUESTED BY: ABREU, DAISY Y 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE 3 
ICE ,, 

PAGE 1 
R E P 0 R T 0 F I NV E S T I GAT I 0 N 

--·· 
CASE NUMBER I I (b)(7)(E) 

TITLE: COMMERICAL CP WEBSITE KNOWN AS HOME COLLECTION 

····-·· 
CASE STATUS: INTERIM RPT 

052808 072606 
REPORT DATETATE ASSIGNiiDTR~ CODE r=:ORT NO. 

055 

RELATED CASE NUMBERS: 

COLLATERAL REQ:RACPS 
' 

~-··-·-··· .. -·- .. _., ..... .. --·-·----······· ··--
TYPE OF REPORT: 

COLLATERAL REQUEST / IN 

.... -·----·····-· 
TOPIC: COLLATERAL REQUEST TO RAC/PS FROM RAC/BI REF. OPERATION FLICKER 

-··-·-·---· ···- --· ......... ---·-·-- .. .. .. -· 
SYNOPSIS: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3}, along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO} for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to three subjects said to be located \•lithin 
the Pensacola, Florida area of responsibility. The location of these subjects 
was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: 

(b)(7)(E) 

SIGNATURE; ,.........:;;.=.:.:.:.;::.:..:::;.:..:.::..:.... _____ ....,... ___ .....,....,~===-=--··---·---
(b)(6),(b)(7)(C) SPECIAL AGENT 

-------------------~----~-----------------------------

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: BI 
BIRMINGHAM, AL - RAC 

OI GRP SUPERVISOR 

--·--·----r-----,__ ___ _ 
TYPIST: (b)(B),(b)(7)(C) 

----------------------------------~~--~~~~~~~~~ 0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE. 3 

CASE NUMBER I (b)(7)(E) 
_,___ ··---·-···---······-·-

REPORT NUMBER: 055 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the U.S. Department of Justice (DOJ}, Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting:an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified ao 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to three subjects said to be located within 
the Pensacola, Florida area of responsibility. The location of these subjects 
was obtained from records forwarded from PayPal Inc., as well as ~hrough 
database checks. 

SUBJECT #1 

NAME, J 
DOB: 
ADORES 

(b )(6), (b )(7)(C) 

EMAIL ADDRESS: 

SUBJECT #2 

NAME: 
DOB: (b )(6), (b )(7)(C) 

I. Defuniak syrings, FL 
(b)(6),(b)(7)(C) -

32433 

ADORES~ , Crestview1 FL 32539 
EMAIL AD~~D~R~E~S~S~:-------P-~-------(-b)-(6)-.(b->(~7>~(c->~~~~~ 

SUBJECT #3 

NAME: 
DOB: (b)(6),(b)(7)(C) 
ADORES "~<' ...... .,.t- w::ol t-,-,..., Beach FL 32548 
Other Possible Address: I (b)(6).(b)(l)(C) I, Patrick AFB, FL 32925 
EMAIL ADDRESS : I (b)(6),(b)(7)(C) I 

CROSSING DATA: Nassau, Bahamao, November 6, 2006 

Based on the interviews of approximately 14 PayPal account holdero previously 

0 F F I C I A L U S E 0 N L Y 
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OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 NT I N u A T I 0 N REPORT NUMBER: 055 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

CASE NUMBER I (b)(7)(E) 

··r=:AGE 5 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 055 

Please forward any and all infonnation obtained from the interviews to the 
RAC/ BI addre::w: 
Immigration and Customs 
Office th~~~~~_.~~~ 
ATTN: SSA 

Homewood, Alabama 35290 

Your assistance in this matter is greatly appreciated. 

0 F F I C I A L U S E 0 N L Y 

.. 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 427 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: INTERIM RPT 

TECS ACCESS CO~--------· 

PAGE 1 

CASE NUMBER ._l ___ (_b)(-7)-(E_) __ _.r 

REPORT DATE 
052808 

DATE ASSIGNED 
072606 

PRO~ CODE REPORT NO. 
056 

RELATED CASE NUMBERS: 

COLLATERAL REQ:RACFP 

TYPE OF REPORT: 
COLLATERAL REQUEST / IN 

TOPIC: COLLATERAL REQUEST TO RAC/FP FROM RAC/BI REF. OPERATION FLICKER 
'·' 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
cyber Crimes Center {C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice {DOJ}, Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the tran~mittal of 
monetary instrument~ from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Fort Pierce, Florida area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I (b )(6), (b )(7)(C) I SPECIAL AGENT 
------------------------------------------------------

APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

--- 1 ~ ~~,~~~\ ~,p' I ORIGIN OFFICE: BI TELEPHONE: 205 
BIRMINGHAM, AL - RAC 

.. TYPI~T: I rsH~~\slm I 
0 F F I C I A L U S E 0 N L Y 
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DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 428 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 

~l 
·-----------·---------.-

PAGE 2 
ICE 

R E P 0 R T 0 F I N V E S T I G AT I 
CASE NUMBER~~-----(b->(_7>(_E> ____ ~r 

---------------······--·······--c 0 N T IN U A ·r I 0 N REPORT NUMBER: 056 

CASE PROGRAM CODES: 

(b)(7)(E) 

.• 

-------=---=-=--=---=-=--=---=-------:-:--::--~----::-:-----·---·---·----I 0 F F I C I A L U S E 0 N L Y 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE N-UMBERI (b)(7)(E> 

REPORT NUMBER: 056 

-------··-···-······-·········---~---------------------------------

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center {C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DO~), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be loca~ed within 
the Fort Pierce, Florida area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Inc., as well as through 
database checks. 

SUBJECT #1 

NAME: I (b)(B),(b)(7)(C) I 
DOB; I (b)(6),(b)(7)(C) I 
ADDRESS: Stuart, FL 34997 
Other Possible Addresrs~:--~~------~(b~)(~B)~,(b~)(7~)(~C)~~----~I, Palm City, FL 34990 
EMAIL ADDRESS: I (b)(6),(b)(7)(C) I . 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER: 056 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
'l'HIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY 1 ICE. ANY FURTHER REQUEST ~OR 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
- ~·· 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE lLZlJ 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
AS I· (b)(3) 18 U.S.C. § 3509(d) Child :I ····-·--· ·---

TITLE: COMMERICAL CP WEBSITE KNOWN victims' and child witnesses' rights,( 

--······----··· .... ·-·· .. -------·----.. -··- ..... ,, 
CASE STATUS: INTERIM RPT 

··--
REPORT DATE DATE ASSIGNED PROGRAM CciilE ---[·-REPORT NO. 

052808 072606 ~ . 057 

·- ------ ---· RELATED CASE NUMBERS: 

COLLATERAL REQ:SACCH 
---···-··· ···---.. -·----· -· TYPE OF REPORT: 

COLLATERAL REQUEST I IN 
-······---..... - . 
TOPIC: COLLATERAL REQuE"s1' To ··sAc 1 cH -FROM RAC/Bf REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident· Agent in Charge Birmingham, Alabama {RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Pootal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Chicago, Illinois area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: 
I 

SIGNATUREi 

I (b)(7)(E) I (b )(6), (b )(7)(C) SPECIAL AGENT 
-----------------------------------------------------~ 

APPROVED: 
I (b)(6) (b)(7)(C) I OI GRP SUPERVISOR 

----ciRIGIIf OFFICE: B~ TELEPHONE: 0 0 0 

__ ....__. BIR:.~NGH~, A~-=-~C ___ ____!':fPIST .. :~ (b)(6),(b)(7)(C) I F I L ONLY 0 F I C A U S E 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST :!'OR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMEN'r. 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

I 

! ________________ -·----···--·--------------------
0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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DEPARTMENT OF H0f\1ELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

-----·· ··----------·----
REPOR'r NUMBER: 057 

.. 

0 F F I C I A L U S E 0 N L Y ,, 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY 1 ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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0 F F I C I A L U S E 0 N L Y 

DEPAR'i'f~I~!t~fT 
·······' 

OF HOMELAND SECURITY PAGE 4 
ICE -- Ntii~·BERI CASE (b)(7)(E) 

R E p 0 R T 0 F I N v E s T I GAT I 0 N 
c 0 NT I N UA T I 0 N REPORT NUMBER: 057 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE 3 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N --- NUMBER I I CASE (b)(7)(E) 

TITLE: COMMERICAL CP WEBSITE KNOWN AS L(~)(3) Hl u::; .... !'i_3tlU~(d) Child' ,I 
irtimo' Anrl rnilrl witnPOOPO' rinnto 

-······ -·----------------CASE STATUS: INTERIM RPT 
--

REPORT DATE DATE ASSIGNED 
052808 072606 ~ . 058 

·- ··-

PROGRAM CODE . ·e-RE PORT NO. 

---··- --- ··-··---------------RELATED CASE NUMBERS: 

COLLATERAL REQ:RACEB 
----··· ..... ____ ----- - ___ ·> ---·--·-------·-

TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

---.. ····-·---··---··-·----···--
TOPIC: COLLATERAL REQUEST TO RACEB FROM RAC/Bf .. REF·:· OPERATiot.f FLICKER----------

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center {C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI}, the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Boise, Idaho area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Incorporated. 

r-------=-----= .......... --=-----:-------.-----:-:~~==~---------------:.r-------------DISTRIBUTION: SIGNATURE: 

--~-----------------------(~-)~-~-(~-)(~-)~-c~----------------~~-~~~~=~~-~~~~=---------(b)(7)(E) 

~----------------------~ APPROVED: 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

TELEPHONE: 205 7;1 (b)(6),(b)(l) I 
~ (C) ! ORfGIN OFFICE: 8'1:~-

BIRMINGHAM, AL - RAC 
----~T~Y=P~I~S~T~d~to~)(~~pm.~~lt~l/~~------------

----------------·---0 F"·--FJ'·cr·AL--=-=u::--::S:---IE~...,O:--::N~L;..=.::=:y.=....:.......__..._...._ _______ _ 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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DEPAR'i'MEN'f OF H6t~fELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 058 _________ , .... __ ,_. ______________________ __,..,.,.-------

CASE PROGRAM CODES: 

(b)(7)(E) 

... 

------------·- -------·>-----.-------
0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 3 

CASE NUMBERj (b)(7)(E) 

REPORT NUMBER: 058 

r 

-····--·--:--:::-:::--=::=-::====-=-=~=-------~----------------------DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO} for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websltes have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Boise, Idaho area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., as well as through database 
checks. 

SUBJECT ttl 

NAME: I (')(§) (b)(7)(CI I 
DOB: (b)(B),(b)(7)(C) I 
ADDRESS: ~-----------~====~'~B~o~i~s~e~,~I~D~~8~3~7~0~9~~ 
Other Possible Addrefs; I (b)(B),(bi(7)(C) I, Boise, ID 
EMAIL ADDRESS: - (b)(B),(b)(7)(C) I 83704 

(b )(B), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

NUMBER I I 
··-

CASE (b)(7)(E) 

REPORT 0 F I N v E s T I G A T I 0 N 
c 0 NT I N u A T I 0 N REPORT NUMBER,; 058 

... 

(b )(5), (b )(6), (b )(7)( C). (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
.. 

CODE lffiJ DEPARTMENT OF HOMELAND SECURITY TECS ACCESS 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

'> 

------ CASE NUM.BER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS !v;,l~ll-'r 10 u.::> .. 9 __ -'"U"lal c.nua, ,I 

irtimo' Anrl rnilrl witnPOOPO' rinnto ·. 

-- CASE STATUS: INTERIM RPT 

-· -···-----........ 
REPORT DATE l--OATE o~~~~NEfi--J- PR<im cooE --J- REPORT -NO_ --

052908 (b~l) 059 

·----... ···--- --··---·-------
RELATED CASE NUMBERS: 

·. 

COLLATERAL REQ:RACIP 

----- ... . .. ···--··-·--········-
TYPE OF REPORT: 

COLLATERAL REQUEST I IN 

TOPIC: COLLATERAL REQUEST TO RAC/IP FROM RAC/BI REF. OPERATION PREDATOR 

-· . - ·-·- ... -·-·---~ ... ·· -· .. .., _____ 
SYNOPSIS: 

'rhe ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice {D0J), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Indianapolis, Indiana area of responsibility. The location of this 
subject was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: SIGNATURE: 
I (b )(6), (b )(7)(C) 

(b)(7)(E) 
I SPECIAL AGENT 

-------------------------------------------------
APPROVED: 

I (b )(6), (b )(7)(C) I or GRP SUPERVISOR 

-·-·----·---------····-- -·---· ORIGIN OFFICE: BI TELEPHONE: ,, 0 0 0 
BIRMINGHAM 1 AL - RAC 

TYPIST: I (b )(6), (b )(7)(C) I ..... _ ······--·····----·-·· 
0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF 1'HE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUES'f FOR 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

·------.. ·--------.. ·---

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

---cAsE NUMBER--._, __ _.(b;.l,l,)(7,;,1l)(..;;;!E) __ ..... r·· 
REPORT NUMBER: 059 

,, 

... 

..... __ ...... ________ .. ____ .. ____ ....,..... _________________________ _ 
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DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

'I'he following information 
the Indianapolis, Indiana 
subject was obtained from 
through database checks. 

SUBJECT #1 

NAME: 
DOB: 

pertains to one subject said to be located within 
area of responsibility. The location of this 
records forwarded from PayPal Inc., as well as 

'·' 

(b )(6), (b )(7)(C) 

ADDRESS: 
Other Possible Address: 

~----------------~~G~re~e~nt~c~~;aL~st.le, IN 46135 
(b)(6),(b)(7)(C> I, Boise, ID 83? 04 

EMAIL ADDRESS: (b)(6).(b)(7)(C) 1 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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1: -
... --·----------

DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I N V E s T I GAT I 0 N 

c 0 NT I N U A T I 0 N REPORT NUMBER: 059 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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0 F F I C I A L U S E 0 N L Y 
..•.•..• -DEPARTMENT OF HOMELAND SECURI'l'Y TECS ACCESS CODE (b 

)( 

ICE 
·- . ····-· ·······-

PAGE 1 
R E p 0 R T 0 F I NV E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
··--··' TITLE: COMMERICAL CP WEBSITE--KNOWN AS lvi~~~~~~du~~ild •!it~~~=~; ~~~~s rl 

CASE STATUS: INTERIM -----RPT 

REPORT--DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
052808 072606 ~ 060 

RELATED CASE NUMBERS: f.l 

. . ----- ., .. ------COLLATERAL REQ:SACBA 

TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

TOPIC: COLLATERAL REQUEST TO SACBA FROM RAC/BI REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be loc~ted within 
the Baltimore, Maryland area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I (b )(6), (b )(7)(C) I SPECIAL AGENT 

------------------------------------------------------
APPROVED: 

I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

7 31 ~~,~~~\~'~''I ORIGIN OFFICE: BI bELEPHONE: 205 
BIRMINGHAM, AL - RAC 

--- ---· --TYPI~_?:': I (6/{t/c-\o) I 
0 F F I C I A L U S E 0 N L Y 
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I DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I NV E S T I G AT I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 060 

CASE PROGRAM CODES: 

I (b)(7)(E) 

<) 

•) 

-·· ..... 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney 1 s 
Office (USAO) for the Northern District of Alabama are conducting:an 
investigation in reference to Operation Flicker regarding the tra~smittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunctio~ with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been fon.;arded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Baltimore, Maryland area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal·Inc., as well as through 
database checks. 

SUBJECT #1 

NAME: 
DOB: (b)(6),(b)(7)(C) 

ADDRES~~~~------~--------~~F~t~·~M~e~ade, MD 20755 
EMAIL ADDRESS: I (b)(6),(b)(7)(C) I 

(b )(5), (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) 

R E p 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 060 

begin processing payments··- for di:e webs--:-i-t_e_s-.·-----------------···--····· 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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REQUESTED BY: (b)(6).(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

··-
ACCESS CODE llliJ DEPARTMENT OF HOMELAND SECURITY TECS 

ICE 
PAGE 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N -- ... 
CASE NUMBER I (b)(7)(E) I 

----·-··· -· .... -.. 
TITLE: COMMERICAL CP WEBSITE KNOWN AS 1 ,;~~~~; 1 o.~~~;,~ ,9 :'"U"lal, ~~~~ I 

CASE STATUS: INTERIM RPT 
-···- •~v··-· -I - I 

--------·---REPORT DATE DATE ASSIGNED PROGRAM CODE I REPORT NO. 
052808 072606 ~ 061 

-.... .... . .. ---------- ·---······---···· .. __ ,. .... ___ .. __ ·-·---··---.. 
RELATED CASE NUMBERS: 

COLLATERAL REQ:SACMS 

TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

TOPIC: COLLATERAL REQUEST TO SAC/MS FROM RAC/BI REF. OPERATION FLICKER 
--····--·· ... ... ----· -----SYNOPSIS: n 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obocenity Section (CEOS) ( and the United States-Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to three subjects said to be located within 
the St. Paul, Minnesota area of responsibility. The location of these 
subjects was obtained from records forwarded from PayPal Incorporated. 

·······--···· ······-·----------DISTRIBUTION: SIGNATURE: 
I (b )(6), (b )(7)(C) I I (b )(6), (b )(7)(C) I - SPECIAL AGENT 

------------------------------------------------------
APPROVED: 

I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 
() 

ORIGIN OFFICE: BI ·r; TELEPHONE: · 0 0 0 
BIRMINGHAM, AL - RAC 

. ___ TYP,~ST: _I (b)(6),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I NV E s T I G A T I 0 N ... ·-· 
c 0 NT I N U A T I 0 N REPORT NUMBER: 061 

CASE PROGRAM CODES: 

I (b)(7)(E) 

-----···o F ·-FICIA~·u S E o N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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DEPARTMENT oF H~~:r.JAND SECURITY -------1----:::: N~BER I 'b"'"~ 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N --~R~E=P~ORT NUMBER: 061 ____ _ 

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunctiofl with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to three subjects said to be located within 
the St. Paul, Minnesota area of responsibility. The location of these 
subjects was obtained from records forwarded from PayPal Inc., as,, well as 
through database checks. 

SUBJECT #1 

NAME: (b)(6),(b)(7)(C) 

DOB: 
ADDRESS: Faribault, MN 55021 
Other Possible (b)(B),(b)(7)(C) Baraboo, WI 53913 
EMAIL ADDRESS: (b)(6),(b)(7)(C) 

CRIMINAL HISTORY: Subject is a registered sex offender. On 07/18/2006, 
Subject was convicted of Possession of Child Pornography in Wisconsin and 
sentenced to five years. 

SUBJECT #2 

NAME: 

DOB: (b)(6),(b)(7)(C) 

ADDRESS: ~~--------------~~Staples, MN 56479 
EMAIL ADDRESS: (b )(6), (b )(7)(C) 

SUBJECT #3 

NAME: 
DOB: 
ADDRESS: 
EMAIL ADDRESS: 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
---·····--·········· c oN ·r I N UAT I 0 N REPORT NUMBER: 061 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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interviews. 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

., .• 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE (b 

ICE 
PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

··----·· .--···--
TITLE: COMMERICAL CP WEBSITE KNOWN AS ll_OI_l-'J: 10 u.::.. ·.9 "_"u"lOI <..nua.l 

virtimo' Anrl rnilrl.witnPOO<>O' rinnt 

·--··- .. 
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED 

I 
PROGRAM CODE 

I 
REPORT NO. 

052808 072606 ~ 062 

RELATED CASE NUMBERS: 
' 

COLLATERAL REQ:SACDT 

-·--- -· TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

-·-- -·-·· . 
... _____ 

---·-
TOPIC: COLLATERAL REQUEST TO SA COT FROM RAC/BI REF. OPERATION FLICKER 

-········· 
SYNOPSIS: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the U.S. Department of 0ustice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jooe, California. PayPal account holdero identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject oaid to be located within 
the Detroit, Michigan area of responsibility. The location of this subject 
wao obtained from records forwarded from PayPal Incorporated . 

.. 
DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I (b )(6), (b )(7)(C) I SPEC IAL AGENT 
------~-----------------------------

APPROVED: 
I (bl(6l (bl(7l(Cl I OI G RP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHON 
BIRMINGHAM, AL - RAC 

-·· ·--~::-·· 
TYPI~T: I (b)(B/:(o)(/) I 

C> 
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DEPARTMENT OF HOMELAND ··sECURI'l'Y 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 062 

¢ 

,, 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 062 

The ICE office of the Resident Agent in Charge Birmingham, Alabam~ (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Pootal Service, Federal 
Bureau of Inveotigation (FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders id~ntified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Detroit, Michigan area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Inc., as well as through 
database checks. 

SUBJECT #1 

NAME: 
DOB: 
ADDRESS: 
EMAIL ADDRESS: 

wyandotte, MI 48192 
(b)(6).(b)(7)(C) I 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N V E s T I G A T I 0 N 

--·--· -c ONT I N U A T I 0 N REPORT NUMBER: 062 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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0 F F I C I A L U S E 0 N L Y 

-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODElbJ 
ICE 

-· --- .. 
PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

'·' ·-······· ·- •••-•n 

TITLE: COMMERICAL CP WEBSI'rE KNOWN AS U~?~1; '~~-~ ,:'~.,~-~~~~ 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
052808 072606 ~ 063 

RELATED CASE NUMBERS: 
, ......... ·---

COLLATERAL REQ:RACGF 

TYPE OF REPORT: 
COLLATERAL REQUEST / IN 

TOPIC: COLLATERAL REQUEST TO RAC/GF FROM RAC/BI REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney 1 S 

Office (USAO) for the Northern District of Alabama are conductin~ an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Great Falls, Montana area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Incorporated. 

·-·'"' 
SIGNATURE: DISTRIBUTION: 

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
-----~------------------~----------------------------

APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHONE: 205 2 ~ \U}\~~\U}\1}1 
BIRMINGHAM, AL - RAC 

--TYPIST: I (b )(6), (b )(7)(C) I --------··-·------ -
0 F F I C I A L U S E 0 N L Y 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

--········---··---···-·--··--····---········· 
REPORT NUMBER: 063 

--···-·--=-=--=-==-=-==-----=---------------------------------DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
n\emberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Great Falls, Montana area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Inc., as well as through 
database checks. 

SUBJECT #1 

NAME: •> 

DOB: 
ADDRESS: , Geraldine, MT 59446 
Other Possible Address; I (b)(B),(b)(7)(C) I, Geraldine, MT 59446 
EMAIL ADDRESS : I (b)(6),(b)(7)(C) I 
TECS CHECKS: Subject is a registered pilot with the FAA 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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I CASE NUMBER! (b)(7)(E) 

R E p 0 R T 0 F I N v E s T I GAT ION 
c 0 NT I u A 0 N -·· REPORT NUMBER: 0.63 N T I 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE llLJ 
ICE 

PAGE 1 
R E P 0 R T 0 F I N v E S T I G A T I 0 N 

CASE NUMBER! (b)(7)(E) I 
··~··-· ... ... 

TITLE: COMMERICAL CP WEBSITE KNOWN AS L~!~'; ~~.~~~;~~ ,~;.~~~~~~~- ~~~~Q I 
--········ .. 

CASE STATUS: INTERIM RPT 

REPORT DAT~-·DATE ASSIGNED PRO~ CODE REPORT NO. 
052808 072606 064 

RELATED CASE NUMBERS: ,, 
COLLATERAL REQ:SACNK 

TYPE OF REPORT: 
COLLATERAL REQUEST / IN 

TOPIC: COLLATERAL REQUEST TO SAC/NK FROM RAC/BI REF. OPERATION FLICKER 

·--··- ····--SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been fonoJarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Newark, New Jeroey area of responsibility. The location of tthis subject 
was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: SIGNATURE: I I (b)(7)(E) I I (b)(6),(b)(7)(C) I SPECIAL AGENT 
~--------~~~--------~~------------------------------------------------------

APPROVED: 
I (b)(6),(b)(7)(C) I OI GRP SUPERVISOR 

----6~R=I~G=I~N~OFFICE: BI TELEPHONE: 0 0 0 
BIRMINGHAM, AL - RAC 

- TYPIST: 1 (b)(B),(b)(7)(C) ~-------
0 F F I C I A L U S E 0 N L Y · · 
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C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER~~ 064 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

·==--=,..., .. _ .. ___ ... ___ .. _____ _ 
REPORT NUMBER: 064 

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO} for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Newark, New Jersey area of responsibility. The location of this subject 
was obtained from records for\-larded from PayPal Inc., as well as through 
database checks. 

SUBJECT #1 

NAME: 
DOB: (b)(6),(b)(7)(C) 

ADDRESS: , Wayne, NJ 07470 
Other Possible Address: (b)(B),(b)(7)(C) rwayne, NJ 07470 
EMAIL ADDRESS: (b)(6),(b)(7)(C> I 
CRIMINAL HISTORY: Subject is a registered sex offender. On 11/08/1985, 
Subject was convicted of sexual assault and sentenced to ten years. On 
4/26/2004, Subject wao convicted for endangering the welfare of a child and 
sentenced to three years probation. 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS cgDEilli.J 
ICE .-... ------···--

PAGE 1 
R E P 0 R T 0 F I N V E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
'l'I'l'LE: COMMERICAL CP WEBSITE KNOWN AS HOME COLLECTION 

......... ...... ... - ..• ..• 
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
052808 072606 ~ 065 

RELATED CASE NUMBERS: 
' --------· .. --- ------·--

COLLATERAL REQ:SACNY 
-~ 

TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

-- .. 
TOPIC: COLLATERAL REQUEST TO-SAC/NY FROM RAC/BI REF. OPERATION FIJICKER 
········- ·-·-

SYNOPSIS: . 
The ICE office of the Resident Agent in Charge Birmingham, Alabaiha (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to two subjects said to be located within 
the New York, NY area of responsibility. The location of these 8ubjects was 
obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: SIGNATURE: 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 

-----------~--------------------------------w---------

I 
APPROVED: 

(b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

,, 
______ .. 

··--····-
2 ~ ~DH~~\o~p~ 1 ORIGIN OFFICE: BI TELEPHONE: 205 

BIRMINGHAM, AL - RAC 
TYPisT: 1 (b)(6).(b)(7)(C) r -····---·······-···-

--·· ·-·· 0 F F I C I A L U S E 0 N L Y 
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CASE PROGRAM CODES: 

I (b)(7)(E) 

~ 

; 

·:· 

~~ 
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CASE NUMBER I (b)(7)(E) 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N REPORT NUMBER: 065 

=:--:-::--:::----:::-::::---=--=-=-=---------=-=:-::----------------------------·--····-·-DE'l'AILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center {C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney 1 s 
Office (USAO) for the Northern District of Alabama are conducting-an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunctio~ with PayPal 
Inc., located in San Jose, California. PayPal account holders id~ntified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to two subjects said to be located within 
the New York, NY area of responsibility. The location of these subjects was 
obtained from records forwarded from PayPal Inc., as well as through database 
checks. 

SUBJECT #1 

NAME: 
DOB: (b )(6), (b )(7)(C) 
ADDRESS: Eastchester NY 10709 
EMAIL ADDRESS~~----~(b~)(~6)~,(b~)(7~)(~c) _____ --JI 

SUBJECT #2 

NAME: 
DOB: (b )(6), (b )(7)(C) 
ADDRESS: Brooklyn, NY 11209 
Other Address:?--------~(lb)~(l6~) .. (~1b)•C7~)(1c•:) _________ l~ Brooklyn, NY 11221 
EMAIL ADDRESS : (b)(6),(b)(7)(C) I 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

PAGE 4 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 065 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE (b) 
7 

ICE 
PAGE 1 

R E P 0 R T 0 F I N V E s T I GAT I 0 N 
CASE NUMBER BI07QR06KS0160 

TITLE: COMMERICAL C-P WEBSITE KNOWN AS HOME co=-L-=-L=E-::-:C=T=Io-=-=N----------------·-

CASE STATUS: 

REPORT DATE 
052808 

INTERIM RPT 

DATE ASSIGNED 
072606 

PROGRAM CODE 
~ 

REPORT NO. 
<) 066 

----------------·- -----·-··----··---·--

COLLATERAL REQ:SACNO 

TYPE OF REPORT: 
COLLATERAL REQUEST / IN 

TOPIC: COLLATERAL REQUEST TO SACNO FROM RAC/BI REF. OPERATION FLICKER 

---------------------------·---------------------·--·----SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office {USAO) for the Northern Diotrict of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the New Orleans, Louisiana area of responsibility. The location of this 
subject was obtained from records forwarded from PayPal Inc. 

--------
DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
------------------------------------------------------

APPROVED: ---I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

---ORIGIN OFFICE: BI TELEPHONE: 205 7 31 \U/\~~\U/\'11 

BIRMINGHAM, AL - RAC --··------J (b)(6).(b)(7) r··--··-----TYPIST: · r'c1 
-----· 0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 066 ___________________ .. ________ , ... ___________ , .. ________ _ 
CASE PROGRAM CODES: 

(b)(7)(E) 

'·' 
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ICE 

CASE NUMBER I (b)(7)(E) 

REP 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 066 

··-- ..... -·-

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ}, Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the New Orleans, Louisiana area of responsibility. The location of this 
subject was obtained from records forwarded from PayPal Inc., as well as 
through database checks. 

SUBJECT #1 

70127 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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R E P 0 R T 0 F I 
C 0 N T I 
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H~~:LAND ___ SECUR.ITY ----1---·PAGE----4--->-------------
CASE NUMBER I (b)(6) (b)(7)(C) I 

N V E S T I G A T I 0 N 
N U A T I 0 N REPORT NUMBER: 066 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS CODEffiW 

-----------------------------·-PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER BI07QR06KS0160 

TITLE: COMMERICAL CP WEBSITE KNOWN ASL~3~!~~~~~n~,l 

-----·--·---,-----------=-::::-----:-:-:-:::=----:-::-:-:-----:----- ------·---------··----------·---
CASE STATUS: INTERIM RPT 

REPORT DATE 
052808 

DATE ASSIGNED 
072606 

RELATED CASE NUMBERS: 

PROGRAM CODE 
l3EJ 

REPORT NO. 
067 

COLLATERAL REQ:RACNN I 
--=~--··· -----------·---·-··--·-···--------------------

TYPE OF REPORT: 
COLLATERAL REQUEST / IN 

TOPfC: COLLATERAL REQUES'r TO RAC/NN FROM RAC/13'I REF-:-0PERATION F~ICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS}, and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Cincinnati, Ohio area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: SI~t:IAILIEJ:;: 

I I (b )(6), (b )(7)(C) I s 
(b)(7)(E) 

------------------------------~---

PECIAL AGENT 

I 
APPROVED: 

(b )(6), (b )(7)(C) I 0 I GRP SUPERVISOR 

-·····--·-----· 
ORIGIN OFFICE: BI TELEP HONE: 0 0 0 

BIRMINGHAM, AL - RAC 
TYPIS 

___,------,"--··--··--
T: (b)(6),(b)(7)(C) 

----·-·-· 0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OE'' THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST l<'OR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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DEPARTt-1ENT OF HOMELAND SECURITY PAGE 3 

ICE 
CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 067 

=~=-=---:~=-=-----·-·-----------·-·-----------·--------------------DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office {USAO) for the Northern District of Alabama are conducting·an 
investigation in reference to Operation Flicker regarding the tra~smittal of 
monetary instruments from the sale of commercial child pornography vtebsite 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be loca~ed within 
the Cincinnati, Ohio area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., as well as through database 
checks. 

SUBJECT #1 

NAME: 
DOB: 
ADDRESS: 
Other Address: 
EMAIL ADDRESS: 

(b )(6), (b )(7)(C) 

~------------------------~~Cincinnati, OH 45224 
~==========(b=)(=6),=(b=)(7=)(=C)========~~I, West Chester OH 45069 
,.. II L 

~--------~(b~)(6~),(~b)~(7~)(C~)--------~ 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
'!'HIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPER'rY 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS -CODE (~) 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G AT I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN A co lvi,;:~~r 1 ~ u.::. ...... !'l_ ;j:JUtllal o..;nua r I 

L> · · ' and child witnesses' riahts ( 

CASE STATUS: INTERIM RPT i 

-~E~~~t~~ATE ·--~-bATB ~~;~~~NEo ·-IPRo~~~~ coDE-. - r·RE~~~ NO. 

RELATED CASE NUMBERS: 

COLLATERAL REQ:RACLV 
·- ·----· -----·--·--TYPE OF REPORT: 

COLLATERAL REQUEST I IN 
-···-
TOPIC: COLLATERAL REQUEST TO RACLV FROM RAC/BI REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
tnonetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following infor1nation pertains to one subject said to be located within 
the Las Vegas, Nevada area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Incorporated. 

---·----------· DISTRIBUTION: SIGNATURE: ~' --···--·····-

I I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
(b)(7)(E) 

--------------------~-------~-------------------------

APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHONE: 205 7 ~ 1SH~h\Sj1'j r·-
BIRMINGHAM, AL - RAC 

--·--TYPIST: j\u1\~;:_\u1\ 11 1 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 2 

REPORT NUMBER: 068 

-------------·--·-------------------------
CASE PROGRAM CODES: 

(b)(7)(E) 

0 F F I C I A L U S E 0 N L Y v 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

·~=PAGE 3 
CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 068 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the U.S. Department of Justice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office {USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Las Vegas, Nevada area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Inc., as well as through 
database checks. 

SUBJECT #1 

NAME: I (b)(6),(b)(7)(C) 

DOB: .,:;u;.;.n;.:.k:..:·~~~~~-----, 
ADDRESS: I (b)(B),(b)(7)(C) I. North Las veyas, NV 
EMAIL ADDRESS : I (b)(6),(b)(7)(C) J 

89032 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N V E S T I G AT I 0 N I= ···-·· c 0 N T I N U A T I 0 N REPORT NUMBER: 068 

(I 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS CODE]ill 

---:-:--:------·---------
PAGE 1 

P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER ._l ___ (_b)-(7-)(E_) __ __,I 

CASE STATUS: 

REPORT DATE 
052808 

INTERIM RPT 

DATE ASSIGNED 
072606 

RELATED CASE NUMBERS: 

PROGRAM CODE 
YTl 

REPORT NO. 
069 

__ _.._ ... --·-==-=-=-=-==::-::-:,......-:=-=-::--=-:::---=-::-:-:-----------------------------
COLLATERAL REQ:RACOM 

TYPE OF REPORT: 
COLLATERAL REQUEST / IN 

TOPIC: COLLATERAL REQUEST TO RAC/OM FROM RAC/BI REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3}, along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section {CEOS), and the United States~)Attorney • s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography weboites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Medford, Oregon area of responsibility. The location of this subject was 
obtained from recordo forwarded from PayPal Incorporated. 

DISTRIBUTION: SIGNATURE: 
I I -

(b )(6), (b )(7)(C) 
(b )(6), (b )(7)(C) SPECIAL AGENT I I --------------------------------~---------------------

APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

--
ORIGIN OFFICE: BI TELEPHONE: 205 2 ~ ~~,~~~\ ~,p' I 

BIRMINGHAM, AL - RAC 
-·-···-·· TYPIST: I (b)(6),(b)(7)(C) I ·------...... ·-··· ... 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 481 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N V E s T I GA T I 0 N 

c 0 NT I N U AT I 0 N REPOR'f NUMBER·:-·. 069 

CASE PROGRAM CODES: 

I (b)(7)(E) 

r' 

?. 

-·--··----.. ·-···-·-··-· 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

------···--··-·-·-----
REPORT NUMBER~ 069 

The ICE office of the Resident Agent in Charge Birmingham, Alabam~ {RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
metnberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California_ PayPal account holders id~ntified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Medford, Oregon area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., as well as through database 
checks. 

SUBJECT #1 

NAME: 
DOB: 
ADDRESS: 
EMAIL ADDRESS: 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I GAT I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 069 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 
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REQUESTED BY: ABREU, DAISY Y 
0 F F I C I A L U S E 0 N L Y 

~'"" -DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE (b 

ICE 
-······-········ .. ~-

PAGE 1 
R E P 0 R T 0 F I N V E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
-

TITLE: COMMERICAL CP WEBSITE KNOWN AS I. \UI\"I; 'u v, .. ~ ::'"u"\U/ ,"~ mu J 

·-
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PRO~ CODE REPORT NO. 
052908 072606 (b)(7) 070 E 

RELATED CASE NUMBERS: 
----·-·-···-···--·-·-·····---·----· - .... ---·--· ·---

COLLATERAL REQ:RACPF ·. 

TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

TOPIC: COLLATERAL REQUEST TO RAC/PF FROM RAC/BI REF. OPERATION FLICKER 
·-·-··-···· 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI}, the u.s. Department of Justice (DOJ}, Child 
Exploitation and Obscenity Section (CEOS}, and the United States Attorney's 
Office (USAO) for the Northern District of Alabatna are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result 1 RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Providence, Rhode Island area of responsibility. The location of this 
subject was obtained from records forwarded from PayPal Incorporated. 

----··----------·----- . 
DISTRIBUTION: 

(b)(7)(E) I 
-·-·-·-·----

SIGNATURE: 
I (b )(6), (b )(7)(C) SPECIAL AGENT 

---~-------------

I 
.8EEBQ:llEil; 

.;...(7)~(c..;..> _____ ..... 1 OI GRP SUPERVISOR (b)(6),(b) 

ORIGIN OFFIC 
BIRMINGHAM I AL 

-~'"'' 

E: BI 
- RAC 

TELEPHONE : 2 0 5 2 d (b)(G),(b)(l) I 
1 (C\ • 

--::-::--=--:!::---- TYPIST: I (b)(6),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 070 

-··---·-·----------------------------------·---
CASE PROGRAM CODES: 

(b)(7)(E) 

-------------=--=-=-=--~=--::--:=--~--=--=---:::--::-=--::--::-:---------····---···· 0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 

ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 070 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center {C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI}, the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting:an 
investigation in reference to Operation Flicker regarding the trai\smittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Providence, Rhode Island area of responsibility. The location of this 
subject was obtained from records forwarded from PayPal Incorporated. 

SUBJECT #1 

NAME: (b )(6), (b )(7)(C) 

DOB: unknown 
ADDRESS: 
EMAIL ADDRESS: 

(b )(6), (b )(7)(C) 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY -1--PAGE 4 
ICE " 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 NT I N u A T I 0 N -REPOR1' NUMBER: 070 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

Your assistance in this matter is greatly appreciated. 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE (b) 
7 

ICE ____ ...... ··-· 
PAGE 1 

REPORT 0 F I NV E S T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 1 _lO)lJr ~~ u.:> .. !l_J:JUtllal_ o..;nua I 
victims' and child witnesses' riahts 

-CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
052808 072606 ~ 071 

RELATED CASE NUMBERS: 

---.. -·--·-·--·::-::---:::=-:::--::-::-:;:;:-:-:=-------------------------------
COLLATERAL REQ:ASCNF 

I 

TYPE OF REPORT: 
COLLATERAL REQUEST / IN 

TOPIC: COLLATERAL REQUEST TO ASC}NF FROM RAC/BI REF OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, 
Federal Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), 
Child Exploitation and Obscenity Section (CEOS), and the United States 
Attorneys Office (USAO) for the Northern District of Alabama are conducting 
an investigation in reference to Operation Flicker regarding the transmittal 
of monetary instruments from the sale of commercial child pornography website 
1nemberships. As a result, RAC/BI agents have worked in conjunction with 
PayPal Inc., located in San Jose, California. PayPal account holders 
identified as being processors for the member restricted child p0rnography 
websites have been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Norfolk, VA area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Incorporated. 

··-· . ··-
DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
---------------------------~--------------------~-----

APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

--· 
ORIGIN OFFICE: BI TELEPHONE: 0 0 0 

BIRMINGHAM, AL - RAC .. 
1 (b)(6).(b)(7)(C) I TYPIST: 

···---
0 F F I C I A L U S E 0 N L Y 
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PAGE 2 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 071 

CASE PROGRAM CODES: 

(b)(7)(E) 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

REPORT NUMBER: 071 

The ICE office of the Resident Agent in Charge Birmingham, Alabama {RAC/BI) 1 

Cyber Crimes Center (C3), along with the United States Postal Service, 
Federal Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ) 1 

Child Exploitation and Obscenity Section (CEOS), and the United States 
Attorneys Office {USAO) for the Northern District of Alabama are conducting 
an investigation in reference to Operation Flicker regarding the transmittal 
of monetary instruments from the sale of commercial child pornography website 
membershipD. As a result, RAC/BI agents have worked in conjunction with 
PayPal Inc., located in San Jose, California. PayPal account holders 
identified as being processors for the member restricted child pornography 
websites have been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Norfolk, VA area of responsibility. The location of this Dubject was 
obtained from records forwarded from PayPal Inc., as well as through database 
checks. 

SUBJECT #1 

NAME: 
(b )(6), (b )(7)(C) 

DOB: ....__ ____ _. 

ADDRESS: "--------~(b~)(6~),~(b~)(7~)(~C)------__.I, Chesterfield, VA 23832 

EMAIL ADDRESS: (b )(6), (b )(7)(C) 

SUBJECT #2 

0 F F I C I A L U S E 0 N L Y 
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-r=:- ·······~---··· 

DEPARTMENT OF HOMELAND SECURITY PAGE 5 
ICE 

CASE NUMBER! (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I GAT I 0 N 
c 0 NT I N UA T I 0 N REPORT NUMBER: 071 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

Your assistance in this matter is greatly appreciated. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF ·-···--··- AccEss·· conE fiiD HOMELAND SECURITY TECS 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G AT I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS ~~bl13l18 U.S.C. ~ 3509~dl Child vii ;: 

CASE STATUS: INTERIM RPT 

REPORT DATE 

I 
DATE ASSIGNED 

I 
PROGRAM CODE 

I 
REPORT NO. 

052808 072606 ~ 072 

RELATED CASE NUMBERS: 
... .. -----

COLLATERAL REQ:RACGV 

TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

TOPIC: COLLATERAL REQUEST TO RAC/GV FROM RAC/BI REF. OPERATION FLICKER 

---··· - --·. -· --· SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the tr~nsmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to two subjects said to be located within 
the Greenville, South Carolina area of responsibility. The location of these 
subjects was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: SIGNATURE: 

I I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
(b)(7)(E) 

------------------------------------------------~-----
APPROVED: 

I (bH6l-(bH7HCl I OI GRP SUPERVISOR 

7 ~ ~DHO)C(>oH'' 1 ORIGIN OFFICE: BI~ELEPHONE: 205 
BIRMINGHAM, AL - RAC 

- -·-- ·-- TYPIS.T: j(b)(~h\6)(/)j 
0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER '-l_.....:..:(b)~(B,;,;.;.>,(...;,;b)(~7>.:...(c.:...> _ _, 

REPORT NUMBER: 072 

,, 

0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) r 
REPORT NUMBER: 072 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice (DOj), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to two subjects said to be located within 
the Greenville, South Carolina area of responsibility. The location of these 
subjects was obtained from records forwarded from PayPal Inc., as well as 
through database checks. 

SUBJECT #1 

NAME: (b )(6), (b )(7)(C) 

DOB: 
ADDRESS: 
EMAIL ADDRESS: (b )(6), (b )(7)(C) 

SUBJECT-~#~2~----------~~~~--------------~ 
NAME: ~~------r==========(b):(6:),(:b>:(7:)(C=)==~----------~ 

29642 

DOB: (b)(6),(b)(7)(C) 
ADDRESS: sc 29642 
EMAIL ADDRESS: (b )(6), (b )(7)(C) 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N V E s T I GAT ION 

--·-- ..... ,. 
c 0 NT I N U A T I .0 N REPORT NUMBER: 072 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

Your assistance in this matter is greatly appreciated. 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE~ 
ICE 

PAGE 1 
R E p 0 R T 0 F I NV E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
<1 

'l'ITLE: COMMERICAL CP WEBSITE KNOWN AS l(b)(3) 18 U.S.C~ 35097d\ Child vTI 

.... ...... ...• --- --··--·--···--······· ·-······· 
CASE STATUS: INIT RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
052908 072606 ~ 073 

RELATED CASE NUMBERS: 
-··-·· 

COLLATERAL REQ:SACSA 

--- - ····- .-.-···--·············--··'-·····-·-
TYPE OF REPORT: 

COLLATERAL REQUEST I IN 

TOPIC: COLLATERAL REQUEST TO SACSA FROM RAC/BI REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney 1 s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. These processors are located throughout the 
United States and are of interest to the United States Attorney's office for 
the Northern District of Alabama. The following information pertains to two 
subjects said to be located within the San Antonio, Texas area of 
responsibility. 

DISTRIBUTION: SIGNATURE: 

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPEC 
-~---------~------~-----------------

IAL AGENT 

APPROVED: 
I I 

-
~bH6HbH7HCl OI G RP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHON 
BIRMINGHAM, AL - RAC 

TYPIST: 11 
-----------

0 F F I C I A L U S E 0 N L Y ~ 
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DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I NV E s T I G AT I 0 N .......... -···-·- ,..,_._. ···---c 0 N T I N U AT I 0 N REPORT NUMBER: 073 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

e) 

•.> 

··-·- .. - ..... _I 
0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

1==:: NU:BER I (b)(7)(E) 

1-=0RT NUMBER: 073 

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. These processors are located throughout the 
United States and are of interest to the United States Attorney•s office for 
the Northern District of Alabama. 

The following information pertains to two subjects said to be located within 
the San Antonio, Texas area of responsibility. The location of these subjects 
was obtained from records forwarded from PayPal Inc., as well as through 
database checks. 

SUBJECT #1 

NAME: 
DOB: 
ADDRESS: L---------~r-~~~~~~.nio, Texas 78223 
Other Possible , San Antonio, Texas 78264 
EMAIL ADDRESS: 

SUBJECT~~------~ 
NAME: 
DOB: 
ADDRESS: 
EMAIL ADDRESS: 

(b )(6), (b )(7)(C) 
, San Antonio, TX 78210 

(b )(6), (b )(7)(C) 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 

,, 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I N v E s T I G AT I 0 N 

c 0 N T I N UA T I 0 N REPORT NUMBER: 073 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY PAGE 5 
ICE 

CASE ... NUMBER I (b)(7)(E) 

R E p 0 R T 0 F I N V E s T I GAT I 0 N 
c 0 N T I N U A T I 0 N REPORT NUMBER: 073 

Your assistance in this matter is greatly appreciated. 

'·' 

·.• 
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REQUESTED BY: (b)(6),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

. . ... ---·· .......... -·-·· .. ··---··-
DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE~ 

ICE 
--~·- . _. ......... ___ 

PAGE 1 
R E P 0 R T 0 F I N v E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
··-·--·-·······~· ·--·-·-·-······-·· ............ 

TITLE: Cot4MERICAL CP WEBSI'l'E KNOWN AS ~~bH3l18 U.S.C. ~ 3509~dl Child vii 

~ 

CASE STATUS: INTERIM RPT 
·---

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
052908 072606 ~ 074 

RELATED CASE NUMBERS: 
---·--·--

COLLATERAL REQ:RACYA 
......... .... .... -· ··-···· 

TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

TOPIC: COLLATERAL REQUEST TO RAC/YA FROM RAC/BI REF. OPERATION FLICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3}, along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney 1 s 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. These processors are located throughout the 
United States and are of interest to the United States Attorney 1 s office for 
the Northern District of Alabama. 

The following information pertains to one subject said to be located within 
.... --··· 

DISTRIBUTION: SIGNATURE: ...... 

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
------------------~-----------------------~-----------

APPROVED: 
I (bH6HbH7HCl I OI GRP SUPERVISOR 

···--· 
ORIGIN OFFICE: BI TELEPHONE: 0 0 0 

BIRMINGHAM, AL - RAC 
TYPIST: ·1 (b )(6), (b )(7)(C) I .. .. --· ···-· 0 F F I C I A L U S E 0 N L Y 
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----

DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E p 0 R T 0 F I N v E s T I G AT I ON 

c 0 NT I N U A T I 0 N REPORT NUMBER: 074 
·-··'-·-·· .. ··· ... -· .............................. 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

:> 

! 

-,: 

... ~ .. . ... 
0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 074 

th.e Yaki.ma·, Washington area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Inc., ao well as through 
database checks. 

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO} for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. These processors are located throughout the 
United States and are of interest to the United States Attorney's office for 
the Northern District of Alabama. 

The follm'ling information pertains to one subject said to be located within 
the Yakima, Washington area of responsibility. The location of t9is subject 
was obtained from records forwarded from PayPal Inc., as well as through 
database checks. Please note subjects FBI record number. I (b)(6),(b)(7)(C) I has 
been involved in numerous DUI arrests, as well as an escape charge. 

SUBJECT #1 

NAME: 
DOB: 
ADDRESS: 
EMAIL ADDRESS: 
FBifi:: 
Possession of Marijuana, 

(b )(6), (b )(7)(C) 

numerous DUI arrests, Giving False Information, 
Escape charges. 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
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OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER: 074 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
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DEPARTMENT OF HOMELAND SECURITY PAGE 5 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N v E s T I G A T I 0 N 

c 0 N T I N u A T I 0 N REPORT NUMBER: 074 

Your assistance in this matter is greatly appreciated. 

0 F F I C I A L U S E 0 N L Y ? 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPART MENT OF HOMELAND SECURITY TECS ACCESS 
ICE 

-·-···· ...... 
PAGE 1 

R E P 0 R T 0 F I NV E s T I GAT I 0 N 
CASE NUMBER I 

-------··---·- ···--· TI'I'LE : COMM ERICAL CP WEBSITE KNOWN AS l(b)(3) 18 U.S.C~ 35097d\ Child vTI 

CASE STATUS 

REPORT DATE 
052908 

: INTERIM 

DATE 

RELATED CA SE NUMBERS: 

RPT 

ASSIGNED PROGRAM CODE 

I 
072606 ~ 

CODE~ 

····--

(b)(7)(E) 

·----·· 

: 

REPORT NO. 
075 

----=c:-=-::·---··--····---::--
REQ:-SACBO 

·-··· ---- .. ------· COLLATERAL 

PORT: TYPE OF RE 
COLLA'l'ERAL REQUEST I IN 

TOPIC: COLLATE •RAL RE UEST TO Q 

SYNOPSIS: 

' 

SAC BO I FROM RAC I BI REF. OPERATION FLICKER 

I 
·-····--

·---

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the u.s. Department of Justice {DOJ}, Child 
Exploitation and Obscenity Section (CEOS}, and the United States<'Attorney• s 
Office {USAO} for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RACIBI agents have worked in conjunction ~tlith PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Boston, Massachusetts area of responsibility. The location of the subject 
was obtained from records forwarded from PayPal Incorporated. 

DISTRIBUTION: --- SIGNATURE: 

I (b)(7)(E) I I (b )(6), (b )(7)(C) 

--------------~-~-----

-----------------------· 
------~~ SPECIAL AGENT 

APPROVED: 
I ~bH6HbH7HCl ------~1 OI GRP SUPERVISOR 

ORIGIN OFFICE: BI 

.. --._-_:r"""'y=p,...,I~S.,...T-=--: f71j<S::ii)(W~~h"7'j:·\6;;r)(~ijj...,T""""T=E::----·----···--

O F F I C I A L U S E 0 N L Y 

BIRMINGHAM, AL - RAC 

·-"··--··-

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 508 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T 
C 0 N T I N U A T I 0 N l

-PAGE 2 

I CASE NUMBER I (b)(7)(E) 

---REPORT NUMBER: o·fs 

CASE PROGRAM CODES: 

(b)(7)(E) 

,, 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE --0 CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I G A T I 
---····--------·····--c 0 NT I N u A 'I' I 0 N REPORT NUMBER: 075 

DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) 1 

Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ) 1 Child 
Exploitation and Obscenity Section {CEOS), and the united States Attorney's 
Office {USAO) for the Northern District of Alabama are conducting.an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunctio~ with PayPal 
Inc., located in San Jose, California. PayPal account holders id~ntified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

The following information pertains to one subject said to be located within 
the Boston, Massachusetts area of responsibility. The location of the subject 
was obtained from records forwarded from PayPal Incorporated. 

SUBJECT #1 

NAME: 
DOB: 
ADDRESS: , Fall River, MA 02720 

~----------------~~~ Fall River, MA 02720 
EMAIL ADDRESS :l~..-__ ..;..(b.;.;.)(6..;.;) • .;..(b;.;.)(7..;.;)(...;C) __ __,I 

(b )(6), (b )(7)(C) 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N V E s T I GAT I 0 N .. 

c 0 NT I N UA T I 0 N REPORT NUMBER: 075 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

Your assistance in this matter is greatly appreciated. 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF .S.ECURITY -·-·-····-···· ......... - ...... T 
HOMELAND 'rECS ACCESS CODE (6) 

I 

ICE 
PAGE 1 

R E P 0 R T 0 F I N V E S T I GAT I 0 N 
CASE NUMBER I (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS ~~bH3l18 U.S.C. ~ 3509~dl Child vii 

CASE STATUS: INTERIM RPT 

REPORT DATE 

___I 
DATE ASSIGNED PRO~ CODE REPORT NO. 

052908 072606 
(b)(7) 076 E 

-·· -
RELATED CASE NUMBERS: 

COLLATERAL REQ:SACDA 
l:f 

____ _.. .... 

TYPE OF REPORT: 
COLLATERAL REQUEST I IN 

TOPIC: COLLATERAL REQUEST TO SACDA FROM RAC/BI REF. OPERATION FLICKER 

--········ - ____ I 
SYNOPSIS: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama {RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney•s 
Office {USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. These processors are located throughout the 
United States and are of interest to the United States Attorney•s office for 
the Northern District of Alabama. The following information pertains to one 
subject said to be located within the Dallas, Texas area of responsibility. 

DisTRIBUTioN· sraNATTIRE· 

~~----------(b)-(7-)(E_> ________ ~I __ ~1_-_-_-_-_-_--_-_-_-_-_-~->~-~-~-(~->~-~---_-_-_-_-_--_-_-_~_!_~~~~=~~-~~~~=---------
APPROVEQ; 

~~ -----------(b_>(_6>_.(b-)(7_>(_q __________ ~l or GRP SUPERVISOR 

----~~~--~====--==---~------~--~~--~--~~~~tomJtsmn~oJ~tJnJ:--
ORIGIN OFFICE: BI TELEPHONE: 205 7_jj 1GI ! 

BIRMINGHAM, AL - RAC m----
TYPIST: llO)l~~\O)l ·-··-----

------------------------~--~=-=-=-~=~------~~~~~~~~~~~~~----------0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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=--=-=-:-:-~=-=-=-==---=---=~-=-----···---····--··-:------------.-DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER! (b)(7)(E) 

REPORT NUMBER: 076 

------- ·····-----··-----~------------·---·--·--

CASE PROGRAM CODES: 

(b)(7)(E) 

c-:---:::--:::----:=--.,.-,--:::---::-=---------------
0 F F I C I A L U S E 0 N L Y 
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DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge Birmingham, Alabama {RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI}, the U.S. Department of Justice {DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the men1ber restricted child pornography websites have 
been forwarded to the RAC/BI. These processors are located throughout the 
United States and are of interest to the United States Attorney's office for 
the Northern District of Alabama. 

The follm·Jing information pertains to one subject said to be located within 
the Dallas, Texas area of responsibility. The location of this subject was 
obtained from records forwarded from PayPal Inc., as well as through database 
checks. 

SUBJECT #1 

NAME: 
DOB: 
ADDRESS: ~~~(b~)(~6)~,(b~)(~7)(TC~)----~~F~o~r~t~W~o~r~t~h~-T~X~7~6~1~1~6~ 
Other Possible Address: (b)(B),(b)(7)(C) , Fort Worth, TX 76135 
EMAIL ADDRESS: ~~------~(~b)~(6~),(~b)(~7)~(C~)------~ 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMEN'I' OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 4 

-·-CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 076 

(b )(5), (b )(6), (b )(7)( C), (b )(7)(E) 

Your assistance in this matter is greatly appreciated. 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE (6), 

ICE 
PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
NUMBER I -· --

I CASE (b)(7)(E) 

TITLE: COMMERICAL CP WEBSITE KNOWN AS ~~bH3l18 U.S.C. ~ 3509~dl Child vi I 
-··' CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PRQr.!D1\M CODE 

I 
REPORT NO. 

052908 072606 rnB ., 077 ) 

RELATED CASE NUMBERS: 
-· 

COLLATERAL REc;r:··RACSP -···-···'" ···-·- ··-···· -······· 

TYPE OF REPORT: 
COLLATERAL REQUES'f / IN 

TOPIC: COLLATERAL REQUEST TO RAC/SP FROM RAC/BI REF. OPERATION FJJICKER 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI) , 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. These processors are located throughout the 
United States and are of interest to the United States Attorney•s office for 
the Northern District of Alabama. 
The following information pertains to one subject said to be located within 
the Spokane, Washington area of responsibility. 

DISTRIBUTION: -.------:-:-S~I_,G __ N__,A=T=UR.,-----E-: ----------------------------.,.. 
r-----------------------~1 -~(b~)(6~)-~(b~)(7~)(~C)----------~ 

(b)(7)(E) 

L..-----------------------~1 

SPECIAL AGENT 
---~----------------------------------------~--------~ 

APPROVED~:~~~-----------.~~~~~~~~ 
L.-----------"(~bl~(6~H::..~.bl:..:.C7l'-I.:;(C;;.~.l __________ ...JI OI GRP SUPERVISOR 

ORIGIN OFFICE: BI 
BIRMINGHAM, AL - RAC 

TELEPHONE: 0 

'l'YPIST :l (b)(6),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

0 0 
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OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P ORT 0 F I N V E S T I G A T I 0 N --c 0 NT I N U AT I 0 N REPORT NUMBER: 077 

-- -- .•. ---
CASE PROGRAM CODES: 

I (b)(7)(E) I 

"' 

, 

-.. 
0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT oF HOMELAND sE'cuRI'rY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 
C 0 N T I N U A T I 0 N 

---··-·---· 

DETAILS OF INVESTIGATION: 

-----·--·-·---·-·--··-·----·--····· 

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center {C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ}, Child 
Exploitation and Obscenity Section {CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments frotn the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. These processors are located throughout the 
United States and are of interest to the United States Attorney's office for 
the Northern District of Alabama. 

The following information pertains to one subject said to be located within 
the Spokane, Washington area of responsibility. The location of this subject 
was obtained from records forwarded from PayPal Inc., as will as throllar 
database checks. Please note subjects i''BI record number. (b)(B),(b)(7)(C) of 
Mead, Washington, was been arrested for Child Molestation in November of 1990 
by Spokane Sheriff's Office. 

SUBJECT #l 

NAME: 
DOB: (b)(6),(b)(7)(C) 
ADDRESS: L------r------~~~~-------r----J' Mead, WA 99021 
EMAIL ADDRESSm·~~~~~--~~(b.>(_B>~.(b~)(7~)(~c> ____ ~~ 
FBI#: Child Molestation in November of 1990 by Spokane, WA 
Sherriff's Office. 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y ~ 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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.. ·-

HOMELAND SECURITY 
~··-· .. 

DEPARTMENT OF PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N V E s T I G A T I 0 N •.) 

c 0 NT I N U A T I 0 N REPORT NUMBER: 077 

(b )(5), (b )(6), (b )(7)( C). (b )(7)(E) 

Your assistance in this matter is greatly appreciated. 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUES'l' FOR 
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REQUESTED BY: (b)(6),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TECS ACCESS CODE ~ 
---:-:--------------

PAGE 1 

____ C_A_S_E __ N_U_M_B-ER···'-1 __ .. ...; .. (~b).:.;,(7.:.:,;)(E;;:.,) __ _,I 

..... --·--·:--;:.~;;:;;:;~~;--;~-;::;-;:;-;;-n·:;:-;:;:;-;:::;--;;;-;::;;~;-;-;::;---J~~~~~~'!"!"""ir----------TITLE: COMMERICAL CP WEBSITE KNOWN AS j(b)(3) 18 u.s.c. § 3509(d) Child vii 

------:--=--------------------------------------------------------------CASE STATUS: INTERIM RPT 

061608 072606 ~ 
REPORT NO. 

078 
REPORT DATE DATE ASSIGNED I PROGRAM CODE I 

RELATED CASE NU-.,...,M~B"""E,....R_,.S_: _______ ---------- __ ___;_: ______ _ 

------::-::-:::-=-==-=-----------------------------------------------
COLLATERAL REQ: 

---······TYPE -oF REPORT: 

OTHER INFORMATION 

-T-O-PIC: INFORMATiON REGA~R=n~I~N~G~~K=E=N~s=L~'A~T=E=R--------------------------

--~=~=---------------------------------------------SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama {RAC/BI}, 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney'o 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. 

In May 2008, ICE agents provided information regarding a subject known as Ken 
SLATER to the Child Exploitation and Online Protection Center (CEOP) located 
in London, UK. Information coll\~~~~ ruring the course of this investigation 
has lead agents to believe thatl (c t) may be residing in London: 

-r---D=-I=-s=·r=R=-=I=B~U=TI--0-N-: ---..-----S-I_G_N_A_T_U_R_E_: _____________________ _ 

(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 
~-~---------------------------------------------------

APPROVED: 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

-------------
ORIGIN OFFICE: BI 

BIRMINGHAM, AL - RAC ---=:--:-=-::=-:::::---.--------------------=-=-"""i·----------
____________ _..L----::.. -----~-=--~--::-:::---:~L_~.....,T;,.Y.:.,P~I~S:..T...:..: ......L..I::.(b'-I.:)(B~),(~b):.~.:,(7~)(C~)..J...... ____ _ 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST l"OR 
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DEPARTMENT OF HOMELAND SECURITY PAGE 2 ' 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I NV E S T I G AT I 0 N 

c 0 N T I N U A T I 0 N REPORT NUMBER: 078 

CASE PROGRAM CODES: 

I (b)(7)(E) 

··i 

'i 

----· ··--·-
0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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-~==-=-=====--=:--:-~~=-=-=---::=-:==-=-=------.--------------------·-------·---··---DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 078 

DETAI~L--s=--o-F~IN~V~E~S~T~I~G~A~T==I~O~N~:-----------------------------------------------------

The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc., located in San Jose, California. PayPal account holders identified as 
being processors for the member restricted child pornography websites have 
been forwarded to the RAC/BI. 

In Ma 2008, ICE agents provided information regarding a subject known as~ 
(b)(B),(b)(7)(C) to the Child Exploitation and Online Protection Center (CEOP) located 
1n London, UK. Information collected during the course of this investigation 
has lead agents to believe that I coR~h\0101 I may be residing in London. 

Beginning in February of 2006, ICE agents have identified and interviewed 
numerous individuals who have acted as processors for memberships to websites 
offering hundreds and thousand of images of child pornography. The identified 
subjects have processed payments from these websites through PayPal accounts, 
'tt~f~& were created to the specifications of an individual named I (b)(B),(b)(7)(C) L 
I G,cl 1 L recruited these individuals from resumes posted on Monster. com and 
Careerbuilder. com. I t61l%\61ln I instructed the PayPal account holders to set up the 
account as a business account and were given a specific email address to 
designate as the primary email account for the PayPal profile. 

PayPal account holders also designated one, or two bank accounts as primary 
bank accounts for the purposes of transferring payments processed from the 
website memberships to their own personal bank accounts. The bank accounts 
were not set up as business accounts, but rather personal checking accounts. 
I tBHll)c\o)(l) I allo\'led each processor to maintain a certain percentage of the payments 
processed as a payment. This fee was between s and 10 percent. Once the 
~a~ments were transferred from the PayPal accounts to the bank accounts, 
I BJt:\61ll1 I instructed the processors to wire transfer the payments to a specific 
location. 

I co/c6
/,:,\6101 I would instruct the processors to wire transfer the payments from their 

personal checking accounts to a location in Connecticut known at the time as 
CAPITAL COLLECT, LLC. Account holders wire transferred the payments to: 

Account Number: I (b)(B),(b)(7)(C) I 
Account Name: Capital Collect Services LLC 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 4 

cAsE NUMBER ... l __ ...;(...;.b).;...(7)..;..(E.;...) __ _,r 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N 

Name: Bank of America 
SWIFT: I (b)(6),(b)(7)(C) I 

REPORT NUMBER: 078 

~~~~A~d~r~ess: 461 Monroe Turnpike, Monroe, CT 06~~~~~~A/Routing # 
(b)(B),(b)(7)(C) {for ACH/Direct deposit) ABA/Routing #: (b)(B),(b)(7)(C> (for wire 

transfers only) Company name Capital Collect Services, Company Address: 
2505 Main Street, Suite 231, r rd, CT 06615, USA 
Payment details: Credit ID (b)(B),(b)(7)(C) 

Based on search warrants obtained for email accounts, I coR~h\0101 I would instruct 
the PayPal rocessors to wire their payments to CAPITAL COLLECT, LLC to Credit 
ID number (b)(B),(b)(7)(C) 1 and to expect a telephone call from a CAPITAL COLLECT 
representative to confirm the first payment was posted and received. 

It should be noted that only a portion of the PayPal account holders 
transferred the payments to this location. 

During the interview of one Pa~Pal processor, I (b)(B),(b)(7)(C) L on July 
23, 2007, suggested that I colcc;.:-\610 I spoke with a Eurogean accent and that he stated 
numerous occasions that he lived in London. I t61t6/.:-\6 1 I had been in contact with 
(b)(B),(b)(7> from April of 2006 when she began processing until April of 2007. 

(C> continued to contact I coR~h\0101 I through her email account after agents 
interviewed her, attempting to solicit her into continuing her employment with 
him. 

Tm'l'ards the end of her employment with !<0116
/.:-\

611''t, he instructed to send visa 
reload cards to an individual located in Russia. I 10116

/.:-\
611

'
1 I mailed, via United 

States Postal Service, one visa reload card to: 

(b )(6), (b )(7)(C) 

Ruskobank 
I (b)(6),(b)(7)(C) 

St. Petersburg, Russia 

I t61l~f\61ll 1 I agreed to cooperate with a~ents in an attempt to further locate and 
gather information on I t61l6/.:-\oltJI I. I t61lj6101 I was provided with the proper equipment 
to record any telephone conversations with lt61t%\61tl/l. On September }9, 20071 
I t61t6/,:,\6/CI/ I was successful in recording one telephone conversation with I t61l%\6101 I. 
This tape recording is m~int~ined as electronic. evidence wi thi~ the. RAl{6~k6/CI/ evidenc~ storag~ room. I c lt~h\ It 1 I also co9Jj!e~iM:ed. 1n nu~erous ema1ls w1th ,;.., I 
and ult1mately 1ntroduced an agent to I ~~' I v1a ema1l. 
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(b)(7)(E) 

Information listed on the bottom of the application form which each PayPal 
processor \oJas required to complete stated the following: 

ents of C3 and ICE Attac.~~~~· determined that the address listed at ~ 
(b)(6),(b)(7)(C) was a vacant building . ....._ __ ___. 

I 
··--

Both fax numbers are as of this date out of service, but at one time were 
serviced by a company based in Los Angeles, California called J2 Global· 
Communications. Representatives from this company were very cooperative and 
provided information on both accounts. The fax numbers are virtual in nature 
meaning that the sender•s documents are not actually received by a physical 
fax machine, but rather an email account designated by Slater. Search 
warrants were obtained for these email accounts. 

Fax number I (b)(6),(b)(7)(C) I listed in the name of I (b)(6),(b)(7)(C) I of Roslyn, New York. 
Bank records belonging to the credit card charged are in the name of l(b)(6),(b)(7)(C)I 

SIMMS of 12 Junard Drive, Roslyn, New York. Records confirm the charge made 
payable to J2 Global. 

Fax number I (b)(6),(b)(7)(C) I listed in the name of (b)(6),(b)(7)(C) of I (b)(6),(b)(7)(C) 

~, Crystal lake, IL 60014. Bank records belonging to....._~__, confirm the 
charge of made payable to J2 Global. The accounts were renewed according 
to representatives at J2 Global. 

Other locations I tBJtb).:-\oJ(IJ I instructed the processors to wire transfer payments to 
were as follows: 

(b )(6), (b )(7)(C) 

Ruskobank 
1 (b)(6).(b)(7)(C) 

5 

St. Petersburg, Russia 

(b )(6), (b )(7)(C) 

Ruskobank 
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,....Lo------------.....---------···-··---···---··-----------
(b )(6), (b )(7)(C) 

St. Petersburg, Russia 

I (b)(6),(b)(7)(C) 

Aizkraukles Banka 
Riga, Latvia 
Swift: I (b)(6),(b)(7)(C) I 

In August of 2007, all PayPal accounts associated with Operation Flicker were 
ter•ninated Since this time three merchant acca"nts l,a,re been identified I (b)(7)(E) 

were to websites offering memberships to access child pornography. Agents at 
C3 conducted several of these purchases in an effort to identify subjects 
responsible for processing payments for these websites. Subjects identified 
are acting as tnerchants, or business owners, and obtaining such authority from 
specific banks to process payments for Visa, and MasterCard credit cards. 

Once such merchant suspected to be residing in Los Angeles, California is wire 
transferring large sums of money from his personal bank account to a location 
in London. The following are details concerning this activity. 

(b )(6), (b )(7)(C) 

Los Angeles, CA 90010 
And I (b)(6).(b)(7)(C) 

Los Angeles, CA 90020 

(b)(6),(b)(7)(C) I personal bank account is the merchant account designated to receive 
the payments frotn his online business. Representatives at JP Morgan Chase 
made contact with I (b)(6),(b)(7)(C> I on May 13, 2008 and informed him that he needed to 
establish a business account if he planned on utilizing the accou f r 
business purposes. Representatives also confirmed the address of~~~~~ 
I (b)(6),(b)(7)(C) I, Los Angeles, CA 90020. 

According to bank records received from JP Morgan Chase, I (b)(6),(b)(7)(C) I is wire 
tranoferring large sums of money in the amounts between $3,5SO.OO,and 
$7,700.00 to the following location: 

Bank to Bank Info: /ACC/BANK OF CYPRUS LIMITED 51 STAS 
SINOS STREET AYIA NICOSIA CY 

Credit Party: (b)(6),(b)(7)(C) 

BANK OF CYPRUS PUBLIC COMPANY LTD 
10, KYRILACOU MATS! AVENUE 
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ICE 
PAGE 1 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS I (b)(3)18US ~l ·; 
v1ct1ms· and ch1ld Witnesses· rinhts. 

CASE STATUS: INTER!~ RPT 

-·REPORT. DATE -IDATE ASSiGNED 

I 
·eRE PORT 

··--
PROGRAM CODE NO. 

081408 072606 ~ 079 

--.. .. . ·--
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

/ OTHER INFORMATION 

TOPIC: MEETING WITH EUROPOL ON AUGUST 5 1 2008. 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge, Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3) 1 along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ) 1 Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office {USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the tr~nsmittal of 
monetary instruments from the sale of commercial child ppornography website 
memberships. 

On August 4 and 5 1 2 9 a a Sen; or special Agent I (b)(6),(b)(7)(C) I of Rl\~ ~ ~~ fnd 
Senior Special Agent (b)(6).(b>(7>(C> of C3 met with ICE representative j 6 

t b )(I) 
I (b)(6),(b)(7)(C) I from ICE Attache Benelux, and officials from Europol regarding 
Operation Flicker and Operation Robin . 

.... ·---··-
DISTRIBUTION: SIGNATURE: 

(b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
-----~-----~------------------------------------------

APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

·-· 
ORIGIN OFFICE: BI TELEPHONE: 205 2 ~ ~DH~~\DH'' I 

BIRMINGHAM, AL - RAC 
TYPIST: r (b)(6),(b)(7)(C) l 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 079 

-·----··················---,--,....------------------------------·-----······--·--·--·-·--·------
DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge, Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child ppornography website 
memberships. 

On August 4, 2 008, SSA I (b)(B),(b)(7)(C) I and SSA! 1u/j~/('\u'! met with ICE representative 
I (b)(B),(b)(7)(C) I from ICE Attache Benelux regarding the ongoing commercial child 
exploitation investi ation, Operation Flicker. In addition, the information 
that SSAs ll6/W.:-\61I and (b)(B),(b)(7)(C> re ared for the Euro ol meeting was discussed. 
On August 5 , 2 0 0 8 , SSAs (b)(B),(b)(7)(C) , ~ and (b)(B),(b)(7)(C) at tended a rnee t i ng at 
Europol regarding a European initiative entitled Operation Robin. Officals 
present included representatives from the Dutch National Police (DNP), the 
Norwegian National Criminal Investigative Service (NCIS), Europol, and the 
Child Exploitation and Online Protection Center (CEOP) of London, UK. The 
meeting revolved around investigative activity being conducted by the 
participating countries regarding an international criminal organization 
operating several hundred commercial child exploitation websites. 

Specifically, representatives from the DNP presented details of their 
operation, entitled Operation Robin, which overlapped with Operation Flicker. 
overlapping aspects concerned the current mechanism for payment regarding the 
websites in question. An entity known as DA PAY, is currently the name of the 
website facilitating th~ payments for the memberships to the child pornography 
websites. Information re ardin DA PAY is outlined in detail within report of 
investigation number (b)(B),(b)(7)(C).(b)(7)(E) , authored by SSA lt6/j~/dn of C3. DNP 
representatives expressed their concern for ongoing commun1cation efforts 
between the participating countries in an effort to attempt to eliminate 
internet commercial child exploitation. 

SSA ll6/j~/.:-\611 presented details concerning Operation Flicker, including recent 
discoveries of new payment processors. SSA · also addressed the request 
made by the DNP outlined in report (b)(B),(b)(7)(C),(b)(7)(E) , which will be provided 
in formal terms by Assistant Attache Beckman to the DNP. Recommendations were 
made by each respective participant on further actions and investigative 
methods to be taken. Suggestions by members of Europol included foreseeable 
meetings to share investigative information. 

ICE agents will continue to work with ICE Attache offices 1 CEOP, Europol, and 
other entities to further current and future ICE investigations. 
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CASE NUMBER I (b)(7)(E) r 

TITLE: COMMERICAL CP WEBSITE KNOWN AS l,(b)(3)18U.S.L;.~hild I 
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--CASE STA'l'US: 
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INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
081408 072606 ~ 080 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 
--... - ---- - --·-··-- ·-··· ··--····-··--

TYPE OF REPORT: 
OTHER INFORMATION I INVESTIGATIVE FINDINGS 

TOPIC: MEETING WITH OFFICALS OF LONDON, UK CHILD EXPLOITATION CENTER 
··-------·--·-·---

SYNOPSIS: 
The ICE office of the Resident Agent in Charge, Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States·< Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of child pornography website memberships. 

On August 6 and 7, 2008, Senior srecial Agent I (b)(6),(b)(7)(C) I of RAC/BI and 
Senior Special Agent I (b)(6),(b)(7)(C) • of C3, met with officers of the Child 
Exploitation and Online Protection Center (CEOP) located in London, UK. The 
meeting was for the purpose of reviewing information gathered regarding leads 
produced by Operation Flicker and referred to CEOP in May of 2008. 

DISTRIBUTION: SIGNATURE: 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 

----------------------------------------~-------------

APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 
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DETAILS OF INVESTIGATION: 

The ICE office of the Resident Agent in Charge, Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation {FBI), the U.S. Department of Justice {DOJ}, Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office (USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of child pornography website memberships. 

On August 6 and 7, 2008, Senior special Agent I (b)(B),(b)(7)(C) I of RAC/BI and 
Senior Special Agent I (b)(B),(b)(7)(C) of C3, met with officers of the Child 
Exploitation and Online Protection Center (CEOP) located in London, UK. The 
meeting was for the purpose of reviewing information gathered regarding leads 
produced by Operation Flicker and referred to CEOP in May of 2008. 
Information regarding a subject named I (b)(B),(b)(7)(C) I residing in London 
was reviewed in an effort to ascertain if hif activities coincided with the 
activities of a subject also known as I tBJt~h\6101 who is responsible for recruiting 
and directing the payments processed b certain websites containing child 
pornography. CEOP Officer (b)(B),(b)(7)(C) generated intelligence reports based 
on bank record reviews obta1ne , as well as criminal history data. Officer 
I t6Jt%\6Jtn I determined no criminal hiDtory existed for the subject idefltified as 
I (b)(B),(b)(7)(C) 1, born I (b)(B),(b)(7)(C) 1. SSA I (b)(B),(b)(7)(C) I was allowed the 
opportunity to review the bank records, which revealed that no outstanding 
activities exiDted related to domeDtic or international wire transfers, nor 
did the records reveal any large sums of deposits or withdraws. He is em lo 
as a coach at Kent County Cricket Club, where he works with his wife, (b)(B),(b)(7)(C) 

I (b)(B),(b)(7)(C) 1. No outstanding transactions were noted within her bank records 
nor does she have a criminal history. Based on information collected and 
reyiewed by officers at CEOP and SSAs I (b)(B),(b)(7)(C) I and 1(6/j~/c\011, the subject known as 
I (b)(B),(b)(7)(C) I, born (b)(B),(b)(7)(C) does not match the activity patterns of 
the subject knmm as (b)(B),(b)(7)(C) , identified during the course of Operation 
Flicker. Should further information arise regarding either subject, this 
matter will be reviewed again. 

Further leads provided to CEOP for assistance included business identified as 
the following: 

(b )(6), (b )(7)(C) 

LONDON GBR 

The above listed business is rece~v~ng wire transfers from a subject believed 
to be residing in Los Angeles, California, known as: ., 
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I (b )(6), (b )(7)(C) I, who is referenced in reports of investigation listed in 
I (b )(6), (b )(7)(C) I. I (b)(6),(b)(7)(C) I has been 

' ' . ~dent~f~ed as a Russ~an Nat~onal, who entered the Un~ted States as a v~s~tor 
and if found to be present in the United States as of the date of this report, 
will be considered an overstay. I (b)(6),(b)(7)(C) I has a registered business selling 
software reported to be designed to determine the geographical location of 
an IP address. The business name is GEO LOCATOR, website address listed as 
http://geo-locator.com. Bank records reviewed for this subject and the 
corresponding merchant account reveal that amounts posted to the account are 
in the amounts concurrent with those of child pornography website···membership 
amounts. Covert purchases made by agents at C3 were traced through this 
merchant account as well. Three purchases have been conducted as of this date. 
One purchase was conducted directl to the GEO LOCATOR website, see report of 
investigation number (b)(6),(b)(7)(C),(b)(7)(E> This purchase was processed, however 
the undercover agent never received a product. 

I (b)(6),(b)(7)(C) I bank records also reveal that his outgoing international wire 
transfers are being sent to the following: 

BANK OF CYPRUS PUBLIC COMPANY LTD 
10, KYRILACOU MATS! AVENUE 
AYIOL OMOLOYITES 

Funds are directed to a business: 

(b )(6), (b )(7)(C) 

LONDON GBR 

Officers at CEOP are currently requesting bank account information regarding 
SUBADRA SYSTEMS LIMITED. Officers conducting investigations within the UK, are 
required to follow the guidelines outlined within Article 8 of the European 
Convention on Human rights. Due to this requirement, bank recordo are obtained 
by making application to the UK courts, with permission granted by a judge. 
This is a timely affair and therefore, the records requested on SUBADRA SYSTEMS 
LIMITED will be provided by CEOP at a later date. The company is registered 
under the name of I (b)(6),(b)(7)(C) 1. 

(b )(6), (b )(7)(C) 

Additional subjects discussed involved SMART VPN SERVICES LTD., located at 5, 
Percy Street, Office 4, London, WlT lDG. This company registered in London 
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is providing server access between the websites-hosting the child po-rnography 
and the end users, to conceal the connection to these a for view sites. 
SMART VPN SERVICES LTD has a director listed as (b)(B),(b)(7)(C) , born 
I (b)(B),(b)(7)(C) I, with a Latv· ess. Also a company secretary is listed as 
I (b)(B),(b)(7)(C) I, born (b)(B),(b)(7)(C) , with a London address. 

Further information regarding the above listed entities will be provided by 
CEOP since these leads are located within their jurisdiction. Coordination 
has been made with the ICE Attache office located in London. Senior Special 
Agent/Assistant Attache! (b)(B),(b)(7)(C) I was briefed regarding the activities 
concerning the above. 

ICE agents will continue to work with ICE Attache offices and CEOP to further 
current and future ICE investigations. 
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CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE 

I 
REPORT NO. 

123008 072606 ~ 081 

RELATED CASE NUMBERS: 

--------....................... ·-·--··· ...... . ... -. ........ - ·-·····-
COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: CASE UPDATE 

····--
SYNOPSIS: 

Project Flicker ~ is an ongoing joint investigation between Immigration and 
Customs Enforcement (ICE), Resident Agent in Charge, Birmingham,'lAlabama 
{RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United states Attorney's Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project has identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each web~~€~ gr October 4, 200~ I§E~3~ 
accessed an advertising website known as jO fi~~ucti: located at URL :1 j~~~:.o::rr:: 9.1. 

i ' links to other advertisin websites. 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

··-·······"'· .. -···--- ..·-·-
DISTRIBUTION: SIGNATURE: 

I I I 
... 
SPECIAl, AGENT (b)(7)(E) (b )(6), (b )(7)(C) 

----------~-------------------------------------~~----

I 
AEEBilllED · 

(b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

.. 
2 91 ~DH~~\DH'' I ORIGIN OFFICE: BI TELEPHONE: 205 

BIRMINGHAM, AL - RAC 
_, ... 

TYPIST: PREVATTE 
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CASE NUMBER ._l ___ (b-)(_7)(-E) __ ...... f 
----------,---------

REPORT NUMBER: 081 
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0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF 'l'HE DOCUMEN'l'. 

Page 536 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 081 

Project Flicker ~ is an ongoing joint investigation between Immigration and 
Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project has identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each website. On October 4, 200; ~~16,c~~ 
accessed an advertising website known as I~N6~,~~ur-%;~1 located at URL :1 J~C:::: J~:~ •. I. 
name . h web · n · · · · 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C) 

The domain name lch\~\zfxd:.~~;;(,~.;m,~{.,%nl1rs"t'§35a0'?~d>l was entered into the publicly available 
database and the following information was extracted: ,, 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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I CASE NUMBER (b)(7)(E) 

R E p 0 R T 0 F I N v E s T I GA T I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER: 081 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

This investigation continues. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE t;; 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) r 
TITLE: COMMERICAL CP WEBSITE KNOWN (b)(3) 18 U.S.C. § 3509(d) Child 

AS I victims' and child witnesses' riahts.l 

·--··-····-··-"'·"··-·--
CASE STATUS: IN'l'ERIM RPT 

-·--··--· 
REPORT DATE 

I 
nATii 0~~~~~NEf5-- ·r·--pRQm CODE 

I 
REPORT NO. 

042809 082 (E) 

--RELATED CASE NUMBERS: 

COLLATERAL REQ: 
---·-··--· ···--··-" 

TYPE OF REPORT: ; 

OTHER INFORMATION 
·-·······-----.....-.-~--..-..... -·--···-·-·--~ . ·-··-·''" ·-····-······-
TOPIC: CASE UPDATE 

SYNOPSIS: 
Project Flicker (~ is an ongoing investigation between Immigration and 
Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center {C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both of the principles 
facilitating subscription payments and the actual subscribers of several 
commercial child exploitation member restricted websites. The project has 
identified numerous separate child exploitation websites and the associated 
payment methods. The purpose of this report is to document the organizations 
method of operation. 

i 

Child Pornography websites identified by agents of C3 during the course of this 
investigation initially utilized PayPal Inc., for the processing mechanism. 
Agents analyzed the PayPal accounts of 14 processors in an effort to further 
identify other individuals within the criminal organization. 

........ ··-·-·"' -
DISTRIBUTION: SIGNATURE: ----

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
------------------------------------------------------

I 
8EEEQ~I:;D; 

I - -·· 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHONE: 205 2 91 l0)l~~\O)l'l r 
BIRMINGHAM, AL - RAC 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) r 
REPORT NUMBER: 082 

=----=----=---=,..,..,....,=-=--=-=....,.....,.--------,.....,.-,-,--------·-····-··--···----------·--------------------DETAILS OF INVESTIGATION: 

Project Flicker (~ is an ongoing investigation between Immigration and 
Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI}, ICE Cyber Crimes Center (C3/CES) 1 the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama 1 and the 
Department of Justice/CEOS that has targeted both of the principles 
facilitating subscription payments and the actual subscribers of several 
commercial child exploitation member restricted websites. The project has 
identified numerous separate child exploitation websites and the associated 
payment methods. The purpose of this report is to document the organizations 
method of operation. 

Child Pornography websites identified by agents of C3 during the course of this 
investigation initially utilized PayPal Inc., for the processing mechanism. 
Agents analyzed the PayPal accounts of 14 processors in an effort to further 
identify other individuals within the criminal organization. The organization 
recruited individuals to process payments utilizing two main recruiting methods 
The methods were uncovered through examination of email correspondence obtained 
through search warrants, as well as from statements made during the interviews 
of the PayPal account holders. Both methods are outlined below. 

(b )(6), (b )(7)(C), (b )(7)(E) 
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c 0 NT I N U A T I 0 N REPORT NUMBER: 082 
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ICE 
CASE NUMBER I (b)(7)(E) 
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c 0 N T I N U A T I 0 N REPORT NUMBER: 082 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 543 of 929 

I 



0 F F I C I A L U S E 0 N L Y 
• u-·~ 
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ICE 

CASE NUMBER .. ) (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c ONT I N U A T I 0 N REPORT NUMBER~ 082 

(b )(6), (b )(7)(C), (b )(7)(E) 

This investigation continues. 
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-DEP ARTMENT OF HOMELAND SECURITY TECS ACCESS CODE 1b1 

ICE 
-----····-···--·---·--··-·--···--··-··· 

PAGE 1 
R E P 0 R 'I' 0 F I E T NV s I GAT I 0 N 

CASE NUMBER I (b)(7)(E) r 
TITLE: C OMMERICAL CP WEBSITE KNOWN 

CASE STA TUS: INTERIM RPT 

ATE REPORT D 
081309 

DATE ASSIGNED 

RELATED 
----,·-................... ___ , 

COLLATE 

TYPE OF 
OTHER IN 

CASE NUMBERS: 

RAL REQ: 

REPORT: 
FORMATION 

TOPIC: RETU RN OF EVIDENCE 

072606 

I· (b)(3) 18 U.S.C. § 3509(d) Child .I AS victims' and child witnesses' riohts 

PROG~ CODE REPORT NO. 
083 

...... -···---·-·-----

SYNOPSIS: 
Project Flicker rnB is an ongoing investigation between Immigration and 
Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both of the principles 
facilitating subscription payments and the actual subscribers of several 
commercial child exploitation member restricted websites. The project has 
identified numerous separate child exploitation websites and the associated 
payment methods. 

-, 
On August 6, 2009, in accordance with DHS/ICE policy concerning single status 
evidence, Line Item 001 of seizure number I (b)(7)(E) I was returned to 
I (b)(6),(b)(7)(C) I of I (b)(6),(b)(7)(C> I, Illinois . 

.......................... -·--· 
DISIEIIU.I:I:Iml; 

I 
SIGH8:IIIBE· 

I ........ ·---·--

I (b)(7)(E) I (b )(6), (b )(7)(C) SPECIAL AGEN'r 
---------------------~-----------------~--------------

I 
APPRQ\ZED· 

I _ ......... ·-····-····-----
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHONE: 205 2 91 l01l~~\Oil'l r 
BIRMINGHAM, AL - RAC 

TYPIST: I (b)(6),(b)(7)(C) I 
············-·---·-------·------
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 083 

'( 
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DE'rAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

---···--····-·-·-·-·=-"'=-=---:-:::c=:-:-,.......,..,.,-
REPORT NUMBER: 083 

Project Flicker ~ is an ongoing investigation between Immigration and 
Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES), the Postal Inspection~service, the 
United States Attorney's Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both of the principles 
facilitating subscription payments and the actual subscribers of several 
commercial child exploitation member restricted websites. The project has 
identified numerous separate child exploitation websites and the associated 
payment methods. 

On August 6, 2009, in accordance with DHS/ICE policy concerning single status 
· ' · er I (b)(7)(E) I was returned to 

(b)(B),(b)(7)(C) , Illinois. Return of the ·property to 
(b)jB)c(b) was made by agents of the St. Louis ICE office and evidence of th~ 
return was forwarded to RAC/BI consisting of CBP Form 60518, sigend by~. 

·•· 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE If 
ICE 

·-··· -······ ···-·-
PAGE 1 

R E P 0 R T 0 F I NV E s T I GAT I 0 N 
CASE NUMBER! (b)(7)(E) r 

TITLE: COMMERICAL CP WEBSITE KNOWN AS I (b)(7)(E) r 
-CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PRO~ CODE REPORT NO. 
012910 072606 (b)(7) 084 E '( 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 
-·····-·---· ··-- .... ·--·· -·- ........ ·-··· .... - -·-- - . 

TYPE OF REPORT: 
OTHER INFORMATION 

-··· ........ ----- ·-· 
TOPIC: DESTRUCTION OF EVtDENCE 

SYNOPSIS: 
Project Flicker ~ is an ongoing joint investigation between Immigration 
and Cuotoms Enforcement (ICE}, Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center {C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each website. 

On January 27, 2010 in accordance with evidence retention guidelines, Line 
Item 001 from seizure I (b)(7)(E) I was destroyed and recordetl via CBP Form 
7605 Disposition Order issued by Customs and Border Protection. 

-···"" 
DIS:IBIBU:IIObl· SIQ~ATURE: 

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
------------~-----------------------------------------

I 
APPROVED: 

(b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE: BI TELEPHONE: 205 2 9llO)l~~\O)(/) I ·-··-

BIRMINGHAM, AL - RAC 
'rYPIST: l (b)(6),(b)(7)(c> I 

··~··---· 
.... --··-
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CASE NUMBER (b)(7)(E) 

R E P 0 R T 0 F I NV E s T I G A T I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 084 

Projec-t Flicker C%:Jl is ... an ongoing )oint inves.Elgation between Immigratfo·n.-
and Customs Enforcement (ICE}, Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center {C3/CES), the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
oeparate child exploitation member restricted websites and the respective 
payment methods associated with each website. 

On January 27, 2010 i1 accordance wjt9 evidence retention guidelines, Line 
Item 001 from seizure (b)(7)(E) _ was destroyed and recorded via CBP Form 
7605 Disposition Order issued by Customs and Border Protection. 

Original CBP Form 7605 was mailed to CBP, New Orleans, LA and updated in 
SEACATS. 
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0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE ) 

ICE 7 

. ··-PAGE 1 
R E p 0 R T 0 F I N v E s T I G A 'I' I 0 N 

CASE NUMBER I (b)(7)(E) r 
.. 

TITLE: COMMERICAL CP WEBSI'rE KNOWN AS I _\UI\"1; 10 U.;>.C.. 9 .""U"\0/,<-fliiQ .I ··--

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROG~ CODE REPORT NO. 
042911 072606 (b)(7) 085 E 

RELATED CASE NUMBERS: 
-·-···~···········--· -~- . -·~·· ···-- ·-- -

COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INF0Rl'o1ATION 

TOPIC: CASE UPDATE 

SYNOPSIS: 
Project Flicker (~) is an ongoing joint investigation between Immigration 
and Customs Enforcement {ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI) , ICE Cyber Crimes Center (C3/CES) , the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each website. 

'l'his investigation is being placed in pending status until all evidence and 
collateral investigations can be closed. 

D ISTRIBUTION: SIGNATURE: 
(b)(7)(E) I I (b )(6), (b )(7)(C) r SPECIAL AGENT 

-----~-----~------------------------------------------

I 
APEROVED: 
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ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 NT I N U AT I ON REPORT NUMBER: 085 

CASE PROGRAM CODES: 

I (b)(7)(E) 

~ 

·;·· 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY co~ TECS ACCESS 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

-WCASE I I 
....... 

NUMBER (b)(7)(E) 

TI'rLE: COMMERICAL CP WEBSITE KNOWN AS I, (b)(3) 18 U.S.C. § 3509(d) Child i I 
victims' and child witnesses' riahts 

·-·---··-···-·· ·-··----· .. 
CASE STATUS: INTERIM RP'r 

REPORT DATE DATE ASSIGNED i>RO"Ii] comi_J_Iffii?~~~ No-.- ···---
082410 012606 (E) 

···- _ ........... -. - ---------- -··-
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

-. ....... ·····--·--·····-·---··-----.. ···-----·-·· 
TYPE OF REPORT: 

OTHER INFORMATION 

-····---·~-

TOPIC: DESTRUCTION OF EVIDENCE 
~ 

----.... ·-· --·---~·-·----·----····---------

SYNOPSIS: 
Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI) , ICE Cyber Crimes Center (C3/CES) , the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each website. 

On August 16, 2010, in accordance with evidence retention guidelines, Line 
Item 001 from seizure I (b)(7)(E> I was destroyed and recorded via CBP Form 
1605 Disposition Order issued by Customs and Border Protection. 

-.-----· DI~lTRIBUTION: SIGNATURE: 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 

-----------------------------------------------~---~--
APPROVED: 

I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE ;BI~- TELEPHONE : 2 05 2 9) ''"l1\'"" I 
BIRMINGHAM, AL - RAC 

TYPIST: I (b)(6),(b)(7)(C) I 
···-----·-0 F F I C I A L U S E 0 N L Y 
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ICE 

CASE- NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 N T I N 0 AT I 0 N REPORT NUMBER: 086 

CASE PROGRAM CODES: 

(b)(7)(E) 
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DEPARTMENT OF HOMELAND SECURITY 

ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 086 

Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI) , ICE Cyber Crimes Center (C3/CES} , the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each website. 

On August 16, 2010, in accordance with evidence retention guidelines, Line 
Item 001 from seizure I (b)(7)(E> I was destroyed and recorded via CBP Form 
7605 Disposition Order issued by Customs and Border Protection. 
On August 24, 2010, in accordance with evidence retention guidelines, Line 
Item 002 from seizure I (b)(7)(E> I was destroyed and recorded'. via CBP Form 
7605 Disposition Order issued by Customs and Border Protection. 

Information in Seacats was updated to reflect the destructions of both line 
.items. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

.---··· 
DEPARTMENT 

CODE_l[ _______ 
OF HOMELAND SECURITY TECS ACCESS 

ICE 
PAGE 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

'riTLE: COMMERICAL CP WEBSITE KNOWN AS L~?,::'l; 10_:;;.:~,; ~ _,j:JUtllOI,':;~:,O J 

CASE STATUS: DISP PENDNG 

- REi~~r1~ATE_T_DA'rE~~;~~~NED_I_PRoG1~1 ·c<ioE·-· I ~EP~~~ No.== 

RELA'l'ED CASE NUMBERS: 
-·----···--·-----

COLLATERAL REQ: 

TYPE OF REPORT: 
O'rHER INFORMATION 

·:.• 

TOPIC: PENDING DISPOSITION 

-····------------------SYNOPSIS: 
Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center (C3/CES) 1 the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principleo facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each website. 

'l'hi.s investigation is being placed in pending status until all evidence and 
collateral investigations can be closed. 

~~~~~------~----~~~~~--,------------------------------------------T --DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I (b)(6),(b)(7)(C) 

------------------ ....... ----------- .... -- ..... ----- ;·-------------
APPROVED: 

L.-----___;(;..;b).;..(s;.;.;),(...;.b)(;..;7).;..(c.;..) _____ ....~l· RAC-RESIDENT AGENT IN 

---ORi Gi_N_O_F~F-=-r""""c-E=-: ---B=I-.,.---T..,..E-L--,E"""• -PH,.,..,..O.,.-::N,....,E-:--=-:2 o·s2 91 (bJtG)c\o)(IJ ~--

BIRMINGHAM, AL - RAC 
.~---L-~-=--=--=----=---=---=---=-=--=-~-=-~--_!YPI~T: I (b)(6),(b)(7)(C) I 
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DEPARTMENTOF HOMELAND""" SECURITY __ _ 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 081 

--·-···----·--··-·--··------------------·--------------·----
CASE PROGRAM CODES: 

(b)(7)(E) 

·; 

····-··---·-··-----,..---,~~..,..--,....---:,_.....,-~~-=--------.,-----·-----------
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER (b)(7)(E) 

REPORT NUMBER: 087 

=c::-=:=-=:--:-=-··--------------------------·-----------------------DETAILS OF INVES'l'IGATION: 

Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimeo Center (C3/CES), the Postal Inspection Service, the 
United States Attorney's Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
separate child exploitation member restricted websites and the respective 
payment rnethodo associated with each website. 

This investigation is being placed in pending status until all evidence and 
collateral investigations can be closed. 
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REQUESTED BY: (b)(6).(b)(7)(C) 1 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

..... 
TECS ACCESS CODE IJJ 
PAGE 1 

CASE NUMBER '-1 __ ...;.(b..;.;.>(...;.7>(;..;E> __ ..... I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS l'--__ ...;.(b..;.;.)(7...;.)(;..;E> __ ~I 

CASE STATUS: CLOSING RPT 

REPORT DATE I 
092211 

.................... ·-·----··-·--··--···---·-

DATE~~~-~i~fED- -l __ P_R_O_G_~~-~_)w_I_C_O_D_E __ [=~~-E--P-~-:-~-N_,O-.----------------

RELATED CASE NUMBERS: 

COLLATERAL REQ: 
-----.,-----=--------------·---------------------------------------------------·---------------

TYPE OF REPORT: 
OTHER INFORMATION 

-. 
=-=c=-::=-=--=-=-=---==--=-~-=--=--------·------------------------------------·----------.:..__ _________ _ 
TOPIC: CASE CLOSING 

SYNOPSIS: 
Project Flicker ~) is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center {C3/CES), the Postal Inspection Service, the 
United States Attorney•s Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that· has targeted both the principles facilitating 
subscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each website. 

In March of 2011, distruction orders were completed on all remaining evidence 
being stored for this investigation. 

·--····· ... 

DISTRIBUTION: 
I 

~l~NATURE: 

I (b)(7)(E) I (b )(6), (b )(7)(C) I SPECIAL AGENT 
-------------------~---------~------------------------·; 

APPROVED: 
I (b )(6), (b )(7)(C) I SPECIAL AGENT 

ORIGIN OFFICE: BI TELEPHONE: 205 2 91 \UJ\U/,:_\ul\' 'I 

BIRMINGHAM, AL - RAC 
TYPIST: 1 (b)(6),(b)(7)(C) I 
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ICE 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 088 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

--····--···------·:=---lr--------r-
CASE NUMBER (b)(7)(E) 

REPORT NUMBER: 088 

Project Flicker ~ is an ongoing joint investigation between Immigration 
and Customs Enforcement (ICE), Resident Agent in Charge, Birmingham, Alabama 
(RAC/BI), ICE Cyber Crimes Center {C3/CES), the Postal Inspection Service, the 
United States Attorney 1 s Office for the Northern District of Alabama, and the 
Department of Justice/CEOS that has targeted both the principles facilitating 
oubscription payments and the actual subscribers of several commercial child 
exploitation member restricted websites. The project identified numerous 
separate child exploitation member restricted websites and the respective 
payment methods associated with each website. 

In March of 2011, distruction orders were completed on all remaining evidence 
being stored for this investigation. Line items listed for distruction 
consisted of email account contents collected by companies such an Yahoo!, 
MSN Hotmail, and Time Warner. All compact discs containing the material 
searched were distroyed by breaking and tearing and burning. 

This investigation is closed. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
······· 

c~ DEPARTMENT OF HOMELAND SECURITY TECS ACCESS 
ICE 

PAGE 1 
R E p 0 R T 0 F I NV E s T I G A T I ON 

CASE NUMBER I (b)(7)(E) 

TITLE: lv;~~~;; ~~~f!lf9 ~i;;~:i~!·;;;~~s ~-WEB-SITE 

--··· CASE STATUS: INIT RPT 

REPORT DATE DATE ASSIGNED PROG~CODE REPORT NO. 
042307 041107 (b)(7) 001 E 

RELATED CASE NUMBERS: I (b)(7)(E) I 
--··-·---------------------

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: REFERRAL OF SUBSCRIBERS TO ITALIAN POLICE 

SYNOPSIS: 
DETAILS OF INVESTIGATION: 
In April 2007, the ICE Cyber Crimes Center (C3) advised the Attache Rome of 
their investigation into 18 web sites that contain child pornogr~phy. In 
conjunction with the RAC Birmingham, C3 has obtained the subscriber list and 
transaction history for the subscribers to the various web sites. Sixty-four 
subscribers were identified as residing in Italy. In April 2007, the Attache 
Rome received an evidentiary package with details of the subscribers, and 
copies of various images from the web sites. In April 2007 the Attache Rome 
also learned that the Italian Polizia di Stato in Udine, Ital~ were also 
conducting an investigation into the web site known as 11 lcb\~\;;:;;;~;rttJet.*LJ11 • 

On April 20, 2007 the Attache Rome met with Officers of the Polizia di State 
(Postal & Telecommunications Division) and provided them with the evidentiary 
package and a synopsis of the ICE investigation. Additional information will 
be reported as it becomes available. 

------.-----=-:-.,.--=--------------------··-DISTRIBuTION: SIGNATURE: 
(b)(7)(E) I .__ ____ ....,.(b.,.)(6~),;;,;;(b).._(7.,.)(C;,:.) _____ _.I SENIOR. SPEC AGENT 

APPROVED: 
(b )(6), (b )(7)(C) ICE ATTACHE 

ORIGIN OFFICE: RM TELEPHONE: 064 67.__...~.~..~.___. 

ROME - ATTACHE ~ 

-------- TYPI_BT: l(b)(6),(b)(7)(c)j 
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REQUESTED BY: (b)(7)(E) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS co~ 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G AT I 0 N 

NUMBER I I CASE (b)(7)(E) 

--··-··-
ll!i~1~~; ~~~~~ig .:it~~~~~d;. ~~~~~ I WEB-sITE TITLE: 

·--· -- -·· ·-·- ···-· .. --···· -··-
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROm CODE REPORT NO. 
020508 041107 (b)(7) 002 E 

RELATED CASE NUMBERS: l/b)(3) 18 U.S.C. § 3509(d) Child
1
1 

victims' and child witnesses' righ 

----
COLLATERAL REQ: 

·- ..... --· .. .. ·-··----.. ···-·-
TYPE OF REPORT: 

INVES'riGATIVE FINDINGS 

--- ·----.. --------.. ·--
TOPIC: FEBRUARY 2008 UPDATE 

SYNOPSIS: 
DETAILS OF INVESTIGATION: 

In April 2007, the ICE Cyber Crimes Center (C3) advised the Attache Rome of 
their investigation into 18 web sites that contain child pornogr~phy. In 
conjunction with the RAC Birmingham, C3 has obtained the subscriber list and 
transaction history for the subscribers to the various web sites. Sixty-four 
subscribers were identified as residing in Italy. On April 20, 2007 the 
Attache Rome met with Officers of the Polizia di Stato (Postal & 
Telecommunications Division} and provided them with the evidentiary package 
and a synopsis of the ICE investigation. 

~_.~~~ry 1, 2008 S/A Siggins was advised by Polizia di State Officer 
(b)(6).(b)(7)(C) that they have identified 84 targets. One of the targets had spent 

4500 Euro over a two month period of time. Their investigation is ongoing, 
and additional details will be reported as they become available. 

DISTRIBUTION: SIGNATURE: ·-I (b )(6), (b )(7)(C) I I (b )(6), (b )(7)(C) I SENIOR SPEC AGENT 
---~----------~---------~----~---------~·------------~-

I 
A~~ROVEDj 

I (b )(6), (b )(7)(C) ICE ASST A'rTACHE 

ORIGIN OFFICE: RM TELEPHONE: 064 6 ~ ~DHOr}C\oH'' ~--··-

ROME - ATTACHE ;· 

-- TYPIST: 
-·---- 1 (b)(6).(b)(7)(C) 1 
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REQUESTED BY: (b)(7)(E) 

0 F F I C I A L U S E 0 N L Y 

---·-· ...... 
DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE ~ 

ICE 
PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

i 
(b)(3) 18 U.S.C. § 3509(d) Child ··-··--·-------

TITLE: !victims' and child witnesses' riahtsl WEB- SITE 
--·--

CASE STATUS: INTERIM RPT 
---

REPORT DATE DATE ASSIGNED 

I 
PROGRAM CODE 

I 
REPORT NO. 

103108 041107 ~ 003 . 
RELATED CASE NUMBERS: 

--· ·-COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: ENFORCEMENT ACTIVITY IN ITALY OCT. 23, 2008 

SYNOPSIS: 

In April 2007, the ICE Cyber Crimes Center {C3) advised the Atta9he Rome of 
their investigation into 18 web sites that contain child pornography. In 
conjunction with the RAC/Birmingham, C3 has obtained the subscriber list and 
transaction history for the subscribers to the various web sites. Sixty four 
subscribers were identified as residing in Italy. A copy of the evidentiary 
package containing log files and payments receipts was shared with the Italian 
Postal and Communications Police. The investigation was furthered in Italy to 
a total of ninety-four targets. Search warrants have been executed on October 
23 in 38 Italian cities. 

DISTIUBUTION: 
(b)(7)(E) (b)(6),(b)(7)(C) t--

~--------------~· ICE CRIMINAL INVESTIG 

APPROVED: 
(b )(6), (b )(7)(C) ICE ATTACHE 

YPIST: I (b)(6),(b)(7)(C) I 

--ORIGIN OFFICE: RM bLEPHONE: 646 74I(S)(%\b)(/)~ 
ROME - ATTACHE 
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DEPARTMENT-OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 003 

Based on information received from the National Center for Missing and 
Exploited Children (NCMEC) regarding a commercial website offering child 
pornography for sale, the Cyber Crimes Center (C3), Child Exploitation 
Section (CES), initiated an investigation code named "Operation Flicker". The 
investigation has identified that a specific criminal organization is 
operating over 18 different commercial child pornography advertising websites 
which provide access to over 18 child pornography member restricted websites. 
'!'his criminal organization has utilized a specific and identifiable payment 
website known as "iWest." 

In conjunction with National Center for Missing and Exploited Children 1 s 
(NCMEC) Financial Coalition Against Child Pornography (FCACP), ICE/C3/CES has 
conducted over 60 I (b)(7)(E) I at the advertising websites 
associated with this investigation. Project FLICKER has generated 
approximately 5,000 domestic and foreign subscriber leads. 

The investigation is being worked jointly with ICE/C3/CES, 
ICE/RAC/Birmingham, the U.S. Postal Inspection Service, the Federal Bureau of 
Investigation (FBI), the U.S. Department of Justice (DOJ), Child Exploitation 
and Obscenity Section (CEOS), and the United States Attorney 1 s Office (USAO) 
for the Northern District of Alabama. 

In conjunction with the RAC/Birmingham, C3 has obtained the subscriber list 
and transaction history for the subscribers to the various web sites. Sixty 
four subscribers were identified as residing in Italy. A copy of the 
evidentiary package containing log files and payments receipts was shared with 
the Italian Postal and Communications Police. The investigation was furthered 
in Italy to a total of ninety-four targets. 
On October 23 1 2008, the Udine section of the Postal and Communications Police 
of Italy completed an enforcement action pursuant to the fight against child 
pornography on-line. 98 search warrants have been completed again~t 98 targets 
of investigation located in 37 different Italian provinces. 

The enforcement action in Italy has been coordinated by the National Center 
for the Fight against On-Line Pedophilia of the Postal and Communications 
Police of Italy. Italian investigators assigned to this unit 11 patrol" the net 
to identify potential violations of law among the items that get posted to the 
various web pages. 

The Procure of the Republic in Trieste coordinated the resource intensive 
investigation. Investigative efforts were aimed at corroborating the evidence 
against the Italian subscribers who downloaded such videos as well as locating 
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the server and finding the beneficiaries of the subscription fees. The 
Italian investigators conducted undercover activities and collected evidence 
that the website named 11L~Ig!;~~~l;lf.;~r;;;~;;:!.;;~~~.lu was offering videos of children of 
various ethnic groups and of ages varying between 2 and 8, exploited sexually 
by adults. 

The ages of the targets of investigation in Italy vary from 26 to 59 years. 

The enforcement activity conducted in Italy on October 23, 2008, produced the 
following results: 

2 arrests in Trento based on large quantity, 119 computers, 171 external hard 
disks, 3653 CO-ROMs, 697 DVDs, 362 Floppy discs, 47 memory sticks, 579 VHS 
cassettes, 50 pen drives. 

The above hardware will undergo forensic analysis in order to develop 
additional leads. 

UNDEVELOPED LEADS: 

This case will remain open pending receipt of additional leads upon forensic 
examination of seized hardware. 
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COLLATERAL REQ: 
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TYPE OF REPORT: 

OTHER INFORMATION 

TOPIC: STATUS REPORT 

------..,--.,..,.-----··-----------··---SYNOPSIS: -----·--·----·-
In April 2007, the ICE Cyber Crime8 Center (C3) advised the Attache Rome of 
their investigation into 18 web sites that contain child pornography. In 
conjunction with the RAC/Birmingham, C3 has obtained the subscriber list and 
transaction history for the subocribers to the various web siteo. Sixty four 
subscribers were identified as residing in Italy. A copy of the~evidentiary 
package containing log files and payments receipts was shared with the Italian 
Postal and Communications Police. The investigation was furthered in Italy to 
a total of ninety-four targets. Search warrants were executed on 10/23/08 
in 38 Italian cities. 

On June 19, 2009, tacted Italian Postal and Communications 
Police detective for an update on the results of the 
oearch warrants. (b)(B),(b)(7)(C> informed this writer that the forensic 
examinations of the hard drives were not over and that he would advise in 
due course. Investigation continues. 
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(b)(7)(E) 
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SIGNATIIRE~·---------, _________ -=--~~~--~-~~-

(b)(6),(b)..;..(7;.;.>(C..;..> ___ ..... ICE CRIMINAL INVESTIG 
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CASE STATUS: CLOSING RPT 

REPORT DATE 
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DATE ASSIGNED PROGRAM CODE REPORT NO. 
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RELATED CASE NUMBERS: 
-

COLLATERAL REQ: 
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OTHER INFORMATION 

TOPIC: N-=-o=--=A=-o-=-or_T_I_o_NA-L -L-Eiiills DEVELOPED--B-Y-iT_A_L_I_AN._A_U_T_HORITIE_s ___________ I 
SYNOPSIS: 

In April 2007, the ICE Cyber Crimes Center (C3) advised the Attache Rome of 
their investigation into 18 web sites that contain child pornography. In 
conjunction with the RAC/Birmingham, C3 has obtained the subscriber list and 
transaction history for the subscribers to the various web sites. Sixty four 
subocribers were identified as residing in Italy. A copy of the,.evidentiary 
package containing log files and payments receipts was shared with the Italian 
Postal and Communications Police. The investigation was furthered in Italy to 
a total of ninety-four targets. Search warrants have been executed on October 
23, 2009, in 38 Italian cities and a large amount of hardware was seized for 
forensic analysis. 

~an. 13, 2010, 
~~ the Italian 
seized hardware. 
was negative. 

DISTRIBUTION· 
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SSA I (b)(B),(b)(7)(C) I and this writer met with Mr. I (o/it/c\01 I 
Police Off~c~al in charge of the forensic analysis of the 
Mr. I,WWe;J explained that the forensic analyis of the computers 
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CASE NUMBER ~~----~(~b)~(7)~(E~> ____ ~r 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N REPORT NUMBER: 005 

DETAILS OF INVESTIGATIONS: 

In April 2007, the ICE Cyber Crimes Center {C3) advised the Attache Rome of 
their investigation into 18 web sites that contain child pornography. In 
conjunction with the RAC/Birmingham, C3 has obtained the subscriber list and 
transaction history for the subscribers to the various web sites. Sixty four 
subscribers were identified as residing in Italy. A copy of the evidentiary 
package containing log files and payments receipts was shared with the Italian 
Postal and Communications Police. The investigation was furthered in Italy to 
a total of ninety-four targets. Search warrants have been execut~d on October 
23, 2008, in 38 Italian cities and a large amount of hardware was'seized for 
forensic analysis. 

On Jan. 13, 2010, SSA I (b)(B),(b)(7)(C> 

~, the Italian Poli~fficial in 
se~zed hardware. Mr. ~explained 
covered steganography also. However, 

I and this writer met with Mr. I (b/J~/c\01 I 
charge of the forensic analysis of the 
that the forensic analysis of the images 
no embedded messages were detected. 

No additional leads are contemplated at Rome, this case is closed. 
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COLLATERAL REQ: 

TYPE OF REPORT: -, 

INVESTIGATIVE FINDINGS 

TOPIC: INITIATION OF INVESTIGATION 

___ s_Y_N_o-PS~I~s=-:----·--------------------------------------------------------------

sAC/Birmingham, AL, Project Flicker identified several subjects targets in the 
RAC/PB AOR who had subscribed an · · · legal child pornography 
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and movies of hardcore child exploitat1on. 

I 

ICE RAC/PB will further identify these users and review to determine 
investigative merit. 
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CASE STATUS: INTERIM RPT 
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RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: CASE UPDATE 

SYNOPSIS: 
Several subjects were identified during SAC/Newark, NJ Operation Emissary and 
RAC/Birmingham 1 AL Project Flicker, operations to identify subscribers and 
uoero of illegal child pornography Internet sites. These sites offered images 
and movies of hardcore child pornography and abuse. Both operations identified 
targets in the RAC/PB AOR. 

The ASAC/Pittsburgh will continue to monitor and track case involving 
identified targets of ICE Project Flicker. 
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TYPE OF REPORT: 

INVESTIGATIVE FINDINGS 

TOPIC: CASE UPDATE 
--~.··· -·-------SYNOPSIS: 
Several subjects were identified during SAC/Newark, NJ Operation Emissary and 
RAC/Birmingham, AL Project Flicker, operations to identify subscribers and 
users of illegal child pornography Internet sites. These sites offered images 
and movies of hardcore child pornography and abuse. Both operations identified 
targets in the ASAC/PB AOR. 

The ASAC/Pittsburgh will continue to monitor and track case involving 
identified targets of ICE Project Flicker. 

····--.. ···--.. ··--··· 
DISTRIBUTION: 

I 
~IGNATUREi 

I (b)(7)(E) I (b )(6), (b )(7)(C) SENIOR SP,EC AGENT 
----------~-------------------------------------------

I 
AEEEO~ED· 

r (b )(6), (b )(7)(C) OI GRP SUPERVISOR 

---·--·· 4 31 ~r5Ho)r\~H'' I ORIGIN OFFICE: PB TELEPHONE: 412 
PITTSBURGH, PA - RAC 

TYPIST: I (b)(6),(b)(7)(C) I 
. -:----:=-··-----·· 

0 F F I C I A L U S E 0 N L Y 
'!'HIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPER'rY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CON'l'AINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 57 4 of 929 



0 F F I C I A L U S E 0 N L Y 

·····---··----::::=-::-:::-:::::-:=~=--=-=-::::-:-:=-::-7:'=--=====----.---=-=--DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 017 

CASE PROGRAM CODES: 
~-

(b)(7)(E) 

---------------------~-=-=-=-=~~~~~~~-~~~~----------------0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 575 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE I1J 
ICE 

PAGE 1 
R E P 0 R T 0 F I NV E S T I G A T I 0 N 

CASE NUM-BER I (b)(7)(E) I 
TITLE: PROJECT FLICKER LEADS IN RAC/PB AOR 

__ , -· ---CASE STATUS: INTERIM RPT 
i 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
040210 060607 ~ 018 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGA'l'IVE FINDINGS 

TOPIC: CASE UPDATE 

SYNOPSIS: 
Several subjects were identified during SAC/Newark, NJ Operation Emissary and 
RAC/Birmingham, AL Project Flicker, operations to identify subscribers and 
users of illegal child pornography Internet sites. These sites offered images 
and movies of hardcore child pornography and abuse. Both operations identified 
targets in the ASAC/PB AOR. 

'l'he ASAC/Pittsburgh will continue to monitor and track case involving 
identified targets of ICE Project Flicker. 
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TYPE OF REPORT: 

INVESTIGATIVE FINDINGS 

TOPIC: CLOSING OF GENERAL CASE NUMBER ·; 

SYNOPSIS: 
SAC/Birmingham, AL, Project Flicker identified several subjects targets in the 
RAC/PB AOR who had subscribed and utilized an illegal child pornography 
Internet site identified as The ulvf:~~: 1a~S:Sd~~;~;!~!·;~:J'. This site offered images 
and movies of hardcore child exploitation. 

This general case number will be closed. The leads generated by Operation 
Flicker will be kept and utilized as intelligence for future leads on known 
targets. 
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CASE NUMBER I (b)(7)(E) I 
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PRO~--CODE ~EPORT NO. 
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I 

TOPIC: RUSSIAN BUSINESS NETWORK 

SYNOPSIS: 
In June 20061 the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES) received information relating 
to a web hosting company located in St. Petersburg, Russia known as Russian 
Business Network (RBN} . The information related to numerous commercial child 
pornography websites that were hosted at RBN. During the course of several 
ICE investigations, RBN has been identified as hosting commercial child 
pornography websites. 

This report will detail information related to the Russian Business Network. 
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--·-·-·---DETAILS OF INVESTIGATION: 

In June 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3} 1 Child Exploitation Section (CES) received information relating 
to a web hosting company located in St. Petersburg, Russia known as Russian 
Business Network (RBN) . 'l'he information related to numerous commercial child 
pornography websites that were hosted at RBN .. During the course of several 
ICE investigations, RBN has been identified as hosting commercial child 
pornography websites. 

In March 2005 1 ICE/C3/CES initiated a national program dedicated to 
identifying and investigating commercial child pornography websites. Agents 
assigned to this program received information relating to these websites from 
the National Center for Missing and Exploited Children (NCMEC), other ICE 
field offices, and other law enforcement agencies. The program was designed 
to identify unique commercial child pornography websites and initiate 
investigations in an effort to prosecute those individuals responsible for 
operating and controlling the websites. 

In May 2006, ICE/C3/CES initiated one such investigation. To date the 
investigation has identified over 200 commercial child pornography websites 
linked to the same organization. In June/July 2006, the investigation 
revealed that many of the commercial child pornography advertising and member 
restricted websites were hosted at a web hosting company known as Russian 
Busine.ss Network {RBN} . At the time the publicly available information 
(whois information) provided by the operator of RBN listed the following 
physical address: ~ 

12 Levashovsky Pr. 
197110 Saint-Petersburg, Russia 

In early 2007, RBN changed their publicly available contact information to: 

RBusiness Network 
The Century Tower Building 
Ricardo J. Alfari Avenue 
Panama City, Republic of Panama 
1.401.369.8152 

In addition, the following publicly available information was obtained: 

Name: RBN-AS 
Netname: RBNET 
De8cription: Russian Business Network 
Origin: AS40989 
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Peers: AS40989 adjoins 2 networks: Akimon and SBT 

Too coin Software Limited 
Shearway Business Park 16 
CT19 4RH Folkestone - Kent 
United Kingdom 
7.921.401.5843 
1.347.438.2955 

The following represents possible contact information: 

(b )(6), (b )(7)(C) 

.•. 

The following provides a current status of operations located at the Russian 
Business Network: 

At least 120 unique websites advertising the sale of child pornoqrarhy; the 
websites are concentrated on the following IP blocks: [ (b)(B),(b)(7)(C) : 

I (b)(B),(b)(7)(C) ]: In fact, a recent shift has been 
noticed for child pornography advertising websites; they have been 
concentrating at the RBN servers. No legitimate wehsites coqld be located or 
the RBN IP blocks; a sampling of IP addresses from [ (b)(B),(b)(l)(C) • 

provided no active, legitimate websites. This block of IP addres~es is owned 
by RBN. A similar sampling was conducted with the same results on IP 
addresses from I (b)(B),(b)(7)(C) 1. 

In addition to the above discussed child pornography advertising websites, 
RBN also hosts numerous child pornography member restricted websites. These 
are the websites that customers can access after paying the monthly 
membership fees; which currently range from $75 to $100 a month. Two of the 
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mor . res ri ' essing within the last 30 days) 
are Child victims' and childwitnes and child witness~s' ri hts. b 3 18

1
U ~l~lms3;89 d ' Both of the websi tes are 

located at the same IP address: (b)(B),(b)(7)(C) These two websites contain in 
excess of 2 gigaby, 'ld pornography. Another recent member restricted 
website, known , is also located at RBN. This website is located 
at IP address (b)(B),(b)(7)(C) In addition, to containing in excess of 5 
gigabytes of child pornographic material; this particular website allows 
users to upload their own child pornography. While an exact number of 
customers to each of the websites are not known; it is assumed that each of 
the websites has in excess of one hundred customers per 
month. We can not show the precise number of member restricted websites 
currently hosted at RBN; we have to purchase a membership before we are 
provide the location, and we have not purchased memberships to the 120 known 
child pornography advertising websites. We do assume that the corresponding 
member restricted website ~r each of the advertising websites will be hosted 
at RBN. 

Investigation continues. 
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In June 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3) , Child Exploitation Section (CES) received information relating 
to a web hosting company located in St. Petersburg, Russia known as Russian 
Business Network (RBN} . The information related to numerous commercial child 
pornography websites that were hosted at RBN. During the course of oeveral 
ICE investigations, RBN has been identified as hosting commercial child 
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DETAILS OF INVESTIGATION: 

CASE NUMBER (b)(7)(E) r .....__ ____ ____., 

REPORT NUMBER: 002 

In June 2006, the Immigration and Customs Enforcement (ICE) 1 Cyber Crimes 
Center {C3), Child Exploitation Section (CES) received information relating 
to a web hosting company located in St. Petersburg, Russia known as Russian 
Business Network (RBN) . The information related to numerous commercial child 
pornography websites that were hosted at RBN. During the course of several 
ICE investigations, RBN has been identified as hosting commercial child 
pornography websites. 

ICE/Attache/Moscow has been coordinating with the GUMVD for the North-Western 
Federal Region of Russia regarding the i~estigation of RBN. The GUMVD 
requested that I (b)(7)(E) _ I of a child exploitation 
website hosted at RBN. This report will document one such purchase. 

On O~tober 4, 200 • . . C3/CES accessed ri ~~~~~ ~~~~~!ct~~ advertisin~ 
webs1 te known as 3509 d Child located at URL: 1 a hJ~~::n; s:= :r~: t s I. The webs~te 
contained numerous links to other advertising websites, including but not 
limited to: 

(b)(3) 18 U.S.C. § 3509(d) Child 
victims' and child witnesses' rights, 
(b)(3) 18 U.S. C. § 3509(d) (Federal 
Victims' Protection and Rights Act) 

For each of the individual websites listed above, w~;6~,%,v.:-';i:;il contained a screen 
shot of the main page for those individual advertising websites. In 
addition, a written description of the website was also displayed. The 
foll<?winD ~;i~§e~ d~:~?~iption was extracted for the individual ad~ertising 
webs~tei~j_o:;n~ __ A •.J~~;~ ~:..:~~~-: 

11 Fresh dishy looks and fra~rance of sweet fruits brought you to the peaceful 
place called U;:i:'!: 'rv,~;~;ie;;~;!~~.;: 0 1. If you only cast a glance at those absolutely 
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exotic fruits, you '11 be fascinated by splendid and blossoming beaut-y--o--:f:---··-·--1 
these young creatures. Breathtaking pictures and incomparable video will 
capture your attention and your eyes! The rest of the world outside this 
indisputably splendid garden will mean nothing to you!" 

uiJi*j~~' 1 !n~·;h~d ~u1t~~!~~s~ri~~t lu 
This One Contains 20 Collections" 
3000 Photos 100 Pies In Each Set" 
Unformatted 1.5GB Video Bonus" 
Fantastic Collections" 
Unforgettable Pictures" 
Delicious Salad of Little Fetching Fruits" 

"None Will Stay Clam" 
"Each Picture Deoerves A Thousand Wordo" 

for the advertising 

was extracted 

'!'he web page contained a hyperlink entitled "OPEN." In addition, the web 
page displayed one image of a prepubescent female minor. On the same date, 
the domain name ls-land.name was run through a publicly available database 
that identifies the registrant of the domain name as well as the hosting 
location. The following information was extracted from the publicly 
available database: 

Network Whois record 
Domain Name ·~§)~~~:!f1f~i!l IP AddressAL __ ~_:_;;_ ~:L __ I 
Inetnum :1 (b)(B),(b)(7)(C> 

Netname:RBNET 
Descr:RBusiness Network 

"Here you can see two pictures of each young lady. The first presents you an 
artistic portfolio picture and the other gives you ground for your 
imagination. When you become a member of our site, you can check whether 
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your fmaglnafion was realized in these pictures. Some of them can be a real 
pleasant ourprise for you. Well, you are to decide whether you want to be 
caught and overwhelmed with beauty! 11 

;~~i;:~t~~9~o a~~~: l~t~iat~tq 3~(%~~~;~=;~f!~~;!·:~eJ;ft;~~J~I1Rrn~;c\'~: 
11 

;~!ceeb page at 
the listed URL contains rules on becoming a member. In addition, there was a 

' · ' redirected to URL: 
The web page at the listed URL 

images taken from the member restricted website. In 
two separate hyperlinks for the primary and secondary 

On the same date, an ICE agent clicked the h~erlink for the primary pa~nent 
sys tern, which redirected to URL: lw;•ae;z;,\i:,g·z;f;ati ~Jr-v~u~"v;*~~~s,;!~?;:i'?,;ct;m I. The website at 
the listed URL was known as D.A. •rechnologies. The web page displayed a 
payment form requiring the customer to enter the following information: 
email; full name; country; address; city; zip code; phone; credit 7 card 
number; expiration date; CVV2 code; issuing bank; and issuing bank telephone 
number. The web page listed the payment was for a $79.99 membership. The 
ICE agent entered the required information and clicked the "Secure Purchase" 
button, which redirected to another webpage indicating the transaction was 
successful. The following text was excerpted: 

"YOUR CARD HAS BEEN SUCCESSFULLY AUTHORIZED" 
"ORDER INFORMATION: 11 

"Name: 
11 Address,:.= ...... ---~~.;.:..:.;...:.;...:..... __ ___, 
"Phone: II 

"Emai 1 : L..l --....l(.::.:b>l.:::(s4>,~~b>(..:..7>~(c~> __ ..... 1
11 

II ATTENTION! ! ! II 
11 To protect your privacy and avoid you from being associated with the 
purchased site, Your card will be billed for some computer software.n 

"Soon You'll receive a formal email receipt from the software company with 
the details of this payment." 
"Don't ask them about the membership! They think you've really bought their ... 
software!" 

"If you are contacted by billing support or by the staff of that software 
company, you must confirm that you purchased their software product and are 
satisfied with it. 11 
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11 Your Member&'l"i!mi~~~~~Fmlr~"m~""""""'"",_~-...., 
"MEMBER 
II LOGIN: ~~~~=~..;.;;...;;,:,::::..::..::~~~==.:.:..:..==.:::.~ 
11 PASSWORD: 

L.-----....1 

regarding this order please visit: 11 

On the same date, the ICE agent clicked the h~erlink redirectin~ to the 
member restricted website located at URL: L;Jgl!s: ,j%SV5~"mZ:1~~;~"s::~~~;~~:6 :~:::;",J. The 
initial web page contained several hyperlinks to other advertising websites. 
In addition, there was a hyperlink at the bottom of the webpage entitled 
II - II • ' 

1 v1ct1ms· an c 1 Witnesses· ng ts, • 
d Federal Victims' Protection and Ri hts Act The web page at the lJ.sted URL 

conta1ned a h~~erl1nk ent1tled 11 next ~a~e, 11 which redirected to URL: 
I (UJ(SJ. IO o.s.c. § ssostu/~*~ f~~::::'* .. ;::~;;:t~;~s~faCZntJP)(SJ. IO o.s.c. §as J I. This was the main page of the 
member restricted website known as Forbidden Fruit. The web page at this URL 
contained approximately 60 images of prepubescent female minors (the same 
images displayed on the advertising website}. The images were displayed in 
10 rows, with each row containing six images. The six images were further 
broken down into three separate girls (with each girl having two images) . 
Each image of an individual girl was a hyperlink to the entire gallery of 
that girl. For ex 
ample, the ICE agent ~licked on the first ~irl in the second row. which 
redirected to URL: 1 (UJ J. 10 o.s.c. § ssosta> cnua v1emns ar*'";;:~i:~;~s~fa~l!"tJ,u>tSJ. 10 u.s.c. § ssosta> treaeral :Y1emns I. This 
URL was the main page for the gallery for the individual girl original 
displayed as the first girl in the second row. The gallery contained 20 
thumbnail photos of the girl on each web page in her gallery. If a photo was 
clicked a laraer imaae would be disnlaved. The aallerv started with the 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

Each of the 30 girls on the main page for the member restricted website 
contained a similar gallery. Each gallery contained approximately 100 images 
f t 1 of a roximatel 3000 ima es. In addition each aller be an 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and • , 
child witnesses' ri hts. b 3 18 U.S.C. 3509 • The l.mages were ava~lable for download. The ICE agent 
captured the entire member restricted website. The member restricted website 
also contained a video bonus section with approximately 18 video files of 
prepubescent female minors. 
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The entire process, including the entire undercover purchase was recorded 
utilizing Camtasia. This is in addition to the entire capture of the member 
restricted website. 

The domain name membero17.ls-land.com was entered into the publicly available 
database and the following information was extracted: 

ICE/C3/CES was able to verify the transaction with Mastercard. The merchant 
was identified as GEO LOCATOR from Brooklyn, New York. ICE/RAC/B~rmingham io 
conducting additional investigative work to identify the owners of GEO 
LOCATOR. 

The following items were sent lo TCE/Attache/M~scow fof dissemination to the 
GUMVD: the Camtasia capture of (b)(7)(E) (including the access 
to the member restricted website) and the entire capture of the member 
reotricted website. 

Investigation continues. 
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to a web hosting company located in St. Petersburg, Russia known as Russian 
Business Network (RBN) . The information related to numerous commercial child 
pornography websites that were hosted at RBN. During the course of several 
ICE investigations, RBN has been identified as hosting commercial child 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

----=---,----,--:---.,-=--:------------------
REPORT NUMBER: 003 

In June 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES) received information relating 
to a web hosting company located in St. Petersburg, Russia known as Russian 
Business Network (RBN) . The information related to numerous commercial child 
pornography websites that were hosted at RBN. During the course of several 
ICE investigations, RBN has been identified as hosting commercial child 
pornography websites. 

The Russian Business Network is no longer operational. This investigation is 
now closed. 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE b 

ICE 
PAGE 1 

R E p 0 R T 0 F I NV E S T I G A T I 0 N --·-· 

I I CASE NUMBER (b)(7)(E) 

-····---
TITLE: COMMERCIAL CP WEBSITE KNOWN AS U~?~1:' 0.~.:'~,~~] 

.. ---CASE s·TATUS: INIT RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
022409 112008 ~ 001 

-
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INITIAL SOURCE DOCUMENT •; 

TOPIC: CASE AGENT TRANSFER 

SYNOPSIS: 
SAC/Chicago is 

(b)(7)(E) 

This caoe was assigned to SA ltBHll)c\o)(l)l in December 2008. 

ICE Investigation continues. 

DISTRIBUTION: SIGNATURE: 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 

' ----~-----------------------------------~-------------

I 
n :c:s:u;u::.! Eli:D · 

I (b )(6), (b )(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: CH TELEPHONE: 630 5 ']llO/l~~\0/ll/ r 
CHICAGO, IL - SAC 

TYPIST: I (O)(~h\ b)( 1 I I 
....... ~····--······-··-··-·-·--- . 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 001 

---------------- ··-·-·--·-·------·-------------------

CASE PROGRAM CODES: 

(b)(7)(E) 
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0 F F I C I A L U S E 0 N L Y 

-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE b 

ICE 
-PAGE 1 

·--·· 

R E p 0 R ·r 0 F I N V E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) ~ 

_ ...... ·--·-· __ ......... ... ... ...... ·- --
TITLE: COMMERCIAL CP WEBSITE KNOWN AS L~/~>;~~-~;~.,_;~] 

.·.• 

CASE STATUS: CLOSING RPT 

··--
REPORT DATE ·=c···· DATE. ASSIGNE:=r ·r··-REPORT 

·--
PROGRAM CODE NO. 

111010 112008 ~ 002 

-·---· ----RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: PROJECT FLICKER - INVESTIGATIVE STATUS - CLOSED 

-=:-=-::-=---==----------------------- ------·-·----·---
SYNOPSIS: 

The U.S. Department of Homeland Security, ICE SAC/Chicago 
investiqation into a commercial Child Pornography website 
l .. ~~~~~;:~o"u"'- 9 .111 • The ICE cvber Crimes Center CC3) in Fairfax 

io conduct~an 
known as 11bUi.u.J 
Viroinia conducted 

(b)(7)(E) 

'!'his case was opened to track related investigations via collateral and 
local origination. 

Investigation is closed. 

DISTRIBUTION: 
I 

~IGNATURE: 

I (b)(7)(E) I (b )(6), (b )(7)(C) I SENIOR SPEC AGENT 
------------------------------------------------------

APPROVED: 

I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

-···---··---ORIGIN OFFICE: CH TELEPHONE: 630 5 71 ~~,~~)A\~,~'' I 
CHICAGO, IL - SAC 

TYPIST: ll"ll~~~"ll'll 
... 
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CASE NUMBER I (b)(7)(E) ~ 

·----~-DE~~~~T~~O~L~DSE~RI~l---PM~--2-
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N ~----------~ 
C 0 N T I N U A T I 0 N REPORT NUMBER: 002 

----------------------------
CASE PROGRAM CODES: 

(b)(7)(E) 

--------·---------=----------------------------0 F F I C I A L U S E 0 N L Y 
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PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 

--------------------------------------··-·-·-··---··-
DETAILS OF INVESTIGATION 

This case was originally opened to track all Project Flicker investigative 
leads which have pursued independently. 

Investigation is closed. 
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REQUES'l'ED BY : (b )(6), (b )(7)(C) 
0 F F I C I A L U S E 0 N L Y 

······- ······-·-· 
DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE b 

ICE r --- ...... 

PAGE 1 
R E p 0 R T 0 F I N v E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) r 
-··-···· 

TITLE: -- COMMERICAL CP WEBSITE KNOWN AS I l_ull~l,'v ~-~ .. ·" ~~v~1u1 :-"."'u .I 

-- -----------------CASE STATUS: INIT RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
061308 060508 ~ 001 

RELATED CASE NUMBERS: 
.... __ _. ...... 

COLLATERAL REQ: 
.. -· ---

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: OPENI_N_G~R~O--I~----(b-)(6-),(-b)-(7-)(C-)--~----------·--------------------------------

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama {RAC/BI}, 
Cyber Crimes Center (C3), along with the United States Postal Service, Federal 
Bureau of Investigation (FBI), the U.S. Department of Justice (DOJ), Child 
Exploitation and Obscenity Section (CEOS), and the United States Attorney's 
Office {USAO) for the Northern District of Alabama are conducting an 
investigation in reference to Operation Flicker regarding the transmittal of 
monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents have worked in conjunction with PayPal 
Inc. PayPal account holders identified as being processors for the member 
restricted child pornography websites have been forwarded to the 7 RAC/BI. 
This ROI covers the opening of the collateral re uest from the RAC BI to 
investigate the activities of (b)(6),(b)(7)(C) , Wayne, NJ 
07470. 

DISTRIBUTION: SIGNATURE: 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I SENIOR SPEC AGENT 

------------------------------------------------------
APPROVED: 

I (b )(6), (b )(7)(C) I SUP CRIM INVEST 

ORIGIN OFFICE: :::::]; TELiiPHONE;--g</J---:pjl''"'l~\'"'' I 
NEWARK, NJ - SAC 

TYPIST: I (b)(6),(b)(7)(C) I 
·----·····--· ---------0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY PAGE 2 '> 

ICE 
CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I NV E s T I G AT I 0 N ---c 0 NT I N U A T I 0 N REPORT NUMBER: 001 

·--···-····-··-··-··-··· 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

. 

'I 

·-··-·-··---·-·-··-·· 0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 601 of 929 

I 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

---------------------···-----·---------------------

DETAILS OF INVESTIGATION: 

The SAC/NK received a reque1t from the BAC(BI to determine the fo~lowing 
concerning allegations that (b)(6),(b)(7)(C) was money processor for child 
pornography web sites and sending the proceeds to the operators of the child 
pornography. Previous investigations on individuals who were procession the 
money received from the child pornography web sites determined that the monies 
were wire transferred to bank accounts in Riga, Latvia. Specifically the 
RAC/BI requested that the SAC/NK determine: 

The approximate date and time frame activity involving the PayPal transactions 
occurred. 
Any and all documentation related to this activity. 
Copies of correspondence via email and mail. 
Copies of Bank Records (if possible) concerning wire transfers. 

(b )(6), (b )(7)(C). (b )(7)(E) 

The RAC/BI provided the following on ~~-~(b~)(6~>-~(b~)(7~)(~C)-~I: 

NAME: 
DOB: (b )(6), (b )(7)(C) 

ADDRESS: , Wayne, NJ 074'70 
Other Possible Address: ~~--~(b~)(6~>-~(b~)(7~>(~c> __ ~l, Wayne, NJ 07470 
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DEPARTMENT OF HOMELAND SECURITY PAGE 4 
ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I NV E s T I G A T I 0 N 

c 0 NT I N U A T I 0 N REPORT NUMBER: 001 

EMAIL ADDRESS : I (b)(6),(b)(7)(C) 

CRIMINAL HISTORY: Subject is a registered sex offender. On 11/08/1985, 
Subject was convicted of sexual assault and sentenced to ten years. On 
4/26/2004, Subject was convicted for endangering the welfare of a child and 
sentenced to three years probation. He was also arrested in Paterson NJ on 

01/14/1976 for a sex offense. 

On June 4, 2008 S/A I (b)(6),(b)(7)(C) went to 
This address is a United Parcel Service (UPS) sto~--~~~~~~~~~ 
I (b)(6),(b)(7)(C> I went to the second address of , Wayne, 
NJ 07470. This is a townhouse complex. Residence the second 
floor, rear residence within the complex. 

~....w...ll~o.tonror 4, 2008 S/A ~~~~s).bl,:~,;;;.s~;s,t:G;!r~~(~~]':!ls I met with Detective 
(b)(6),(b)(7> of the Wayne, NJ Police Department. One of Detective Sergeant (b)(6),(b)(7)(C) 

(C> duty assignments is to track and maintain all (b)(6),(b)(7)(C> registrants 
within the town of Wayne, NJ. Detective Sergeant (b)(6),(b)(7)(C) has no record 
of I (b)(6),(b)(7)(C> I being registered in the town of Wayne, NJ. 

5 (b )(6), (b )(7)(C) 

~------~~~~~------~~_.~ted by P.S. 
f-11-LLC.L.U.......I:I,jL.I.L..-..u.&..u..........&.--==~~~...-...J , Wayne, NJ 0 7~4:..;7~0;..:•:...--=-==:....:.n.:.:u:::.m:.:.:b;:;.e:::.;r=s..:.: - ...... 

work] . E-mail: I (b)(6),(b)(7)(C) I. 
e ox in 1/03. The owner of the UPS said that he 

ick u his mail (lette.tfltt-l";&.o......lol.ll~--..,. ..... -_, 
parcels) . Postal Inspector (b)(6),(b)(7)(C) said that 
boxes from Dell sitting there today when he went there. (b)(6),(b)(7)(C) gave 
the names to receive mail at the box as himself and P.S. Development Ent. 
LLC. He provided a hoto driver 1 s license as ID (#I (b)(6),(b)(7)(C) D, with 
an address (b)(6),(b)(7)(C> 1 North Haledon, NJ 07508. He also used an 
AMEX card as ID: (b)(6),(b)(7)(C) 

On June 6 1 2008 Postal Inspector (b)(6),(b)(7)(C> (b )(6), (b )(7)(C) 

that the individual currently rece~v~ng ma~ 
I (b)(6),(b)(7)(C) I. 

~----~(~b)(~6)~,(b~)(~7)~(c~>~--~ met with New Jersey state Police 
the New Jersey Cybercrimes unitn Detective 
case file for the arrest of I16Jl6)e-lLiliJ I 
Texas alice department received 

· ard to make 
L-~~~~~~~~~~~~~rnft~~~~-t The address 

L---~~~~----~~~-----(b-)(6~),~(b~)(7~)(~C)----~' Wayne, NJ 07470. The e-mail 
~----~(~b)~(6)~,(~b)(~7)~(c~>----~· The telephone number used was 

purchases took place on April 26, 2001 and May 21, 2001 
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DEPARTMENT OF HOMELAND SECURITY PAGE 5 
ICE 

NUMBE"i~~ CASE (b)(7)(E) r R E P 0 R T 0 F I NV E S T I G A T I 0 N 
c 0 NT I N U AT I 0 N REPORT NUMBER: 001 

using credit card number L--~~(b;,:,:.)(B:.:.>·~(b;,:,:.)(7;,.::)(~c:,.> ---~~~~~:......t.::J.u!.!jrchase took place on 
July 6, 2001 using credit card number r 
investigation by the NJ State Police showed 1976 arrest 
was for "forcible masturbation of a 14 year 1985 arrest was 
for fondling of 3 young boys. ·1 

"""'lo......ol;i.W.ol ....... ..., 26, 2004 New State Police Officers conducted an intervie":" with I (b)(~b\6)(1) I 
~~~~~at his residence, Wa ne, NJ 07470. Dur~ng the 
interview it was determined that (b)(B),(b)(7)(C) was married and bj s wj fe name 
was I (b)(B),(b)(7)(C) I DOB I (b)(B),(b)(7)(C) I. He also had a daughter I (b)(B),(b)(7)(C> who was 
4 and half year old at the time of the interview. 

During the course of the interview I (b)(B> (b)(7>rc> I consented to the New Jersey 
State Police officers examing his computer. Purina the co11fse of the exam, 
images of child pornography were uncovered. I (b)(B),(b)(7)(C> was arrested and 
pled guilty to the charge of endangering the welfare of a child. He was 
sentenced to NJ State prison and served time in prison from June 30, 2006 till 
his release on March 5, 2007. 

on June 10, 2008 S/A I (b)(B),(b)(7)(C> I spoke to L-..,........,;..(b.;.;.>(B..;.>·.;..(b.;.;.>(7..;.>(;...C);___ ........ ~........,!;~., 
r'"""I.W.iii.Q.o~o.~o..o~o~..~.~o.'-Lol.l~ prosecutor • s office. She informed S/A (b)(B),(b)(7)(C> 

~-~~~~~~~~~._~·~~_.~h risk offender and that the current 
Oak Ridge, NJ. 

UNDEVELPLED LEADS: AS PER INVESTIGATION 
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REQUESTED BY: 1\~Ai!!)B .. *~'b;,J,;.g~;~~~;'~;'~l 
0 F F I C I A L U S E 0 N L Y 

-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE b 

ICE 
PAGE 1 

R E p 0 R T 0 F I NV E s T I G A T I 0 N _,. ............. 
NUMBER-~ ~ CASE (b)(7)(E) 

.................................................. -·-·--·······--
TITLE: COMMERICAL CP WEBSITE KNOWN AS I (b )(6), (b )(7)(C) I __ .. 
CASE STATUS: INTE-RIM RPT 

·-··--·'" --·-····-·· ... 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
102008 060508 ~ 004 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

ITOPIC: INVESTIGATIVE UPDATE 

1----~~~~------------------------------------------------------------SYNOPSIS: 
This ROI for record completion purpose only. 

,. 

-··--···-·"·'"'~ ---· .... ... 
DISTRIBU1'ION: SIGNATURE: 

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SENIOR SPEC AGENT 
-----------------------------------~------------------

APPROVED: 
I (b )(6), (b )(7)(C) I SENIOR SPEC AGENT 

ORIGIN OFFICE: NK 'I'ELEPHONE : 973 7 71 ~DH~~\DH'' I 
NEWARK, NJ - SAC 

l I 
·-··"-

TYPIST: (b )(6), (b )(7)(C) 
-····" ... 
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ICE 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER:004·-· 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
.... 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE ~ 
ICE 

PAGE 1 
R E p 0 R T 0 F I N V E S T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS I (b)(3) Hl u::; . § 3509(d) Child I 

lv;rt;m•' Anrl .-n;lrl ,~,;tn<>oo<>o' ,;nnto 

-····· ··········- -
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED CR1fti CODE =r---REPOR'f-NO. __ .. __ 
100808 060508 (~~~) 005 

------· ---------··----- .. ·---------... -·-·-RELATED CASE NUMBERS: 

COLLATERAL REQ: 
,. 

-···· - ---~·----·-·-TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: CASE UPDATE 
----:::::-:::-::-::--::::-::-:::-::-------------------------------------""' 

SYNOPSIS: 
The ICE office of the Resident Agent in Charge Birmingham, Alabama (RAC/BI), 
Cyber Crimes Center (C3), along with the United States Postal Service, 
Federal Bureau of Investigation (FBI), the u.s. Department of Justice (DOJ), 
Child Exploitation and Obscenity Section {CEOS), and the United StateD 
Attorney's Office (USAO) for the Northern District of Alabama are conducting 
an investigation in reference to Operation Fl~cker regarding the transmittal 
of monetary instruments from the sale of commercial child pornography website 
memberships. As a result, RAC/BI agents ha~ workin~ in conjunction with 
PayPal Inc. uncovered a P~ypa l accqunt, I ,~t/4~~.z~~;~e~·3,f~f;.flhir~\a,~f;n;sc l that was 
allegedly created by! (~(6),(b)(7)(C) J, of Wayne, NJ. This information wao 
provided to the SAC/NK for further investigation. This ROI covers 
investigative activity for June, July, August and September 2008. 

DISTRIBUTION: ---.----SI_G_NAT_U_R-=E-:·-------
Ir--.....::::=~=(b)::.;:(7~>(E=-=>~:.:..:..------.I 1 (b)(6),(b)(7)(C) ---,r--s:::cE=N=r o-=-=R--=-s-=-p=E-:::c~A-:::G=E':":N=T-

APPROVED: 
(b )(6), (b )(7)(C) SUP CRIM INVEST 

ORIGIN OFFICE: NK b TELE-PHONE~73 77ltolt~f\6101 l 
NEWARK, NJ - SAC 

_TY~:!ST : __ I (b)(6),(b)(7)(C) 

--------· .. ·-·--------·-'---o=-p=-=p--=I---=C-:--::I:---::A--:L:----:U:-::--S=---:E 0 N L Y 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 NT I N UA T I 0 N REPORT NUMBER: 005 

DETAILS OF INVESTIGATION: 

Information received from PayPal reveled that PayPal account, 
L:;';T,;~.z;:;a%:;_u.;:~a/bt:;:5~l';'~s,.. I, was created on September 18, 2007 uoin the I. P. address 
of [ (b)(B),(b)(7)(C) ]. The address listed was (b)(B),(b)(7)(C) , wa ne, NJ 
074 70. The name associated with the PayPal account is (b)(B),(b)(7)(C) 

Inveotigation determined this address is a United Parcel Service 
mailbox etc store. Mail box number 161 is assigned to (b)(B),(b)(7)(C) , who 
is a New Jersey State Police officer. The PayPal account had been upgraded 
from a personal account to ~ ~~~~~~ ~~M~~ ~~ business associated with 
the account was listed as LJ~!:!:-Si~;j~fiZ:,1\~5jjj~t~a,~!d:fwl. A check on the Internet 
concerning this company shows that the web site exists. The opening web page 
ohow · · c analysis) for the web 
site The e-mail address 
given .. The I.P. address 
given was ~~~~~~~ 

~lho is checks on the I. P. address I (b)(B),(b)(7)(C) I sho\'Jed that the I. S. P. for 
this I.P. address is McCole Corporation, 64 East main st. box 275, Newark, 
De, 19715. 

Who js checks on 
io I 

the Url htt_p: I /gamemonsters. com reveled that the registrant 
(b)(B),(b)(7)(C) I, New york, New York, 11223 us 

Tel. I (b)(B),(b)(l)(C) I. The registrant I. P. address is L-___;(:..;b>.:...(s:..;>'(...;.b>(;..;7>~(c~>-_,l and the 
ISP is McCole Corporation. 

Who is checks on the ORL gpsoft.com reveled that the registrant is: 

(b )(6), (b )(7)(C) 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I NV E s T I GAT I 
c 0 NT I N U A T I 0 N REPORT NUMBER~ 005 

(b )(6), (b )(7)(C) 

Further Pay Pal data an accopnt I ,;1t:~;,~~.z~-;;;~9!-".f~>:re-;~a,~;~ ! showed a customer service 
telephone number of I (b)(B),(b)(7)(C) I, which is the tax number for DePaul Catholic 
High School, Wayne, NJ. Credit Card number I (b)(B),(b)(7)(C) I was linked to 
the PayPal account. This credit card was issued by Capital One bank. 
Information from Capital One Bank reveled that this credit card belongs to 
I (b)(B),(b)(7)(C) I, Wayne, NJ 07470. A review of purchaoes 
made on this credit card determined that approximately 80% of the purchases 
were for gasoline. The bill for the account is usually paid for over the 
Internet and account has a payment protection fee. 

" 
Pay Pal data reveled that JPMorgan/Chase bank account number I (b)(B),(b)(7)(C) I was 
linked to the account as the bank account. A check with JPMorgan/Chase 
revealed that there is no such bank account. 

address as the one used to create the PayPal account). This I.P. address is 
assigned to COX.NET, Atlanta, Georgia. 

On July 21, 2008 a Grand jur was served on Cox.net for subscriber 
information on I.P. addresn , September 18, 2007, for any 
subscriber information on I (b)(B),(b)(7)(C) I or I (b)(B),(b)(7)(C) I. On July 28, 
?OQB cox pet responded to the subpoena request stating that the 
I (b)(B),(b)(7)(C> I, September 18, 2007 was too dated for any subscribe?! 
information and that Cox.net provides no I.S.P. service in New Jersey, 
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Investigation on (b)(6),(b)(7)(C) led that he had previously u8ed the 
e-mail address of (b)(6),(b)(7)(C) to subscribe to child pornography \•Jeb 
siteo. On July 9, 2008 AOL responded to subpoena request for subscriber 
information on I (b)(6),(b)(7)(C) I, AOL response was that this account was 

on 11-29-2004. The account belonged to I (b)(6),(b)(7)(C) I 
L.-----....1' Wayne, NJ 07470. ,. 

On July 17, 2008 a Grand Jury subpoena was sent to America Online 
subscriber information on the e-mail address of (b)(6),(b)(7)(C) 

July 22, 2008 AOL responde~ .. ~~~~~~~~~ 

for 
. On 

I (b)(6),(b)(7)(C) I io Wayne, NJ 
07470. Evening phone number L.-~-~~~~~~._~~~--~~-.ao~ltB~It~~G~~~Iomll. 
Other screen names on the account are 

(b )(6), (b )(7)(C) 

on July 28, 2008 S/ A I (b)(6),(b)(7)(C) I requested from National Center for 
Missing and Exploited Children (NCMEC} a technical assistance request on the 
e-mail addresses of: 

(b )(6), (b )(7)(C) 
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CASE NUMBER ._l_......;..(b.;.,;.)(6..;..>'.;...(b..;..)(7.;...>(...;.c> _ ___. 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 005 I 

--······--·········-----·------------------------- ----------------···-. 

(b )(6), (b )(7)(C) 

NCMECs reported that on 4-15-2003 (b)(6),(b)(7)(C) I of the N.TSP had reauestfd 
information on I (b)(6),(b)(7)(C) I and the e-mail ~ddress of I (b)(6)(b)(7)(c) 

All other names and nicknames were negative for previous reports. 

(b)(6),(b)(7)(C) is currently on Parole for his 2004 New Jersey State 
conviction for nossessian ff child nornoaranhv On July 17, 20""""~.,~, ......... ;a....li..u:.J,j'-lo.i,~ 
fif'-!.Js;fr met I (b)(6).(b)(7)(C) • at his, I (b)(6).(b)(l)(C) I res· b 6. 

I 15h\ h ; Oak Ridge, NJ. The parole officer reported that (b)(6),(b)(l)(C) 

occupied one room of this house and that there was no computer located in his 
room. There was a computer located in a common area of the house. 

~t......::=:..=::..;~;,~,--=...:.........:2::.:0~0~8--.,A I (b)(6),(b)(7)(C) I went to the Mail at 
'----~~~~~---~' NJ 07470. The owner of the store is 
~..:...:.""*-l ...... lo.llo,;;a,.....-~~cords maintained by (b)(6),(b)(7)(C) ~-

March 7, 2007 and (b)(6),(b)(7)(C) listed his 
.~._ __ _.;...~~~~--~· Wayne, NJ 07470. Telephone number listed as 

provided NJ l"lrj vers 1 i censee m1r.ber 
card number [ (b)(6),(b)(7)(C) •• 

Investigation of previous purchases of child pornography by ~l_......;..(b...;.>(6..;..>·.;...(b>..;..(7...;.>(c...;.>_~ 
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PAGE 7 

CASE NUMBER (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 005 

reveled that he used credit card number I (b)(6),(b)(7)(C) I to make tw_o _________ _ 
subscription purchases of child pornography in 2001. This credit card was 
issued from PNC bank, Pittsburg, Pa. On August 8, 2008 a Grand Jury Subpoena 
was iosued to PNC Bank for account information on I (b)(B),(b)(7)(C) Is. s. number 

(b)(B),(b)(7)(C) I. On August 19, 2008 PNC Bank provided acco{int statements for 
(b)(B),(b)(l)(C> I S. S. number (b)(B).(b)(l)(C> • The account was o ened in the name of 

1------L___j s . s. number · and (b)(B),(b)(7)(C) S . s. number 
(b)(B),(b)(l)(C) r:-Account statements are from July 2002 till July 2004 when it 

appears the account went into receiverohip. An analyst of the account showed 
some purchases to likely adult pornography web sites. 

(~(B),(b)(l)(C) I used a second credit card, I (b)(B),(b)(7)(C) I, in 2001 to 
purchase a subscription to a child pornography web site. This credit card was 
issued by HSPC bank. Investigation revealed that this account went into 
default on 11-22-2004. Since then this account has been resold 5 times to 
various debt collection companies. No further information is available. 

~...loo.l..l..lo..O......, credit card I I (b)(B),(b)(7)(C) I, was allegedly used by (b)(B)c(b)(l) 

L.;..;..;..;.;.;....;.;..;..;..;....! to make a purchase Eo chLld. pornography web site. This credit card 
was allegedly issued by Columbus Bank. Columbus Bank reported that they have 
no record of issuing this credit card. 

On August 14 1 2008 a Grand Jury subpoena was sent to the 3 main credit 
reporting bureaus for current account information on I (b)(B),(b)(7)(C) 1. On 
September 2 1 2008 an analysis of the information from, Equifax, E~perian, and 
Tran union reveled that I (b)(B),(b)(7)(C) I had a current Sears/CBSD (Citibank 
South Dakota) credit card. On September 3, 2008 a Grand Jury Subpoena was 
sent to Citib . Amana addresses ai t'en for I 1011~\;\02' 1 I 
(b)(B),(b)(7)(C) we (b)(B),(b)(7)(C) , NJ 

1 
I (b)(B),(b)(7)(C) Way lol=----'.lolo..l.-.1....1¥ 

(b)(B),(b)(7)(C) 
1 

west Palm Beach, Florida, 33420. The address of (b)(B),(b)(l)(C) 

L....l.,j~· _., West palm Beach. Flqrida, ltolt~h\61011 was allegedly in use August 2006. In 
August 2006 I (b)(B),(b)(7)(C> jwas in a New Jerse State Prison. The U.S. Postal 
~~~·~e report that ow (b)(B),(b)(7)(C) 1 West Palm Beach, Flo~·~~ 
1--::-'~~ are as follows: 6/2005 12/2005 and (b{j~{c(>b) 
~~~:4/2007 to 5/2008. 

Internet research on ._l __ (b_>(_s>_.(b_>(_7>_(c_> _ ___.l reveled he had an account with 
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CASE NUMBER I -1 . 
(b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 NT I N u A T I 0 N REPORT NUMBER: 005 

~----------r-~~~--~~--~~--~----=---~------~----------~----~-------------On August 14, 2008 a Grand Jury Subpoena was issued to 
f r ac aunt information. On August 15, 2008 reunion.com responded 

~~a~t~--~(b~)(6~).~(b)~(7~)(C~)~~had created two accounts. The first was on 7-12-2007 and 
the second was on 11-30-2007. The DOB was I (b)(6),(b)(7)(C) I and the e-mail address 
was I (b)(6),(b)(7)(C) I. A Grand Jury Subpoena was issued to Yahoo Inc on 
August 15, 2008 for subscriber information on I (b)(6),(b)(7)(C) 1. On 
7\nau ... t ?R ?cos Yahof provided subscriber information on I (b)(6),(b)(7)(C) ; They reported that this account was created on Saturday 
March 31, 2007 in the name of Mr.l (b)(6),(b)(7)(C) I. Recent I. P. address show 
the following I.P. were used to connect to the Internet: 

Saturday 22:47:37(GMT) 08-09-2008 

Saturday 20:07:08 (GMT) 08-09-2008 
(b )(6), (b )(7)(C) 

Friday 08:02:05 (GMT) 08-08-2008 

Sunday 20:53:11 (GMT) 08-03-2008 

Saturday 15:11:20 (GMT} 07-19-2008 

(b )(6), (b )(7)(C) 
Wednesday 21:46:43 (GMT) 07-09-2008 

Saturday 16:09:56 {GMT) 06-28-2008 

~--------~Saturday 14:21:00 (GMT) 06-28-2008 

~--(b-)(6_)._(b)_(7_)(c_) __ ~ITuesday 08:31:35 (GMT) 06-24-2008 

(b )(6), (b )(7)(C) 
Friday 09:50:09 (GMT) 06-20-2008 

Thursday 06:26:50 (GMT) 06-19-2008 

This I.P. is assigned to Verizon. A grand jury subpoena was sent to them for 
subscriber information on September 2, 2008. On September 5, 2008 Verizon 
reported that the subscriber for these I.P. address io: 

Business name- Unipack Inc 

Customer Name- I (b)(6),(b)(7)(C) 
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R E P 0 R T 0 F I N v E S T I G AT I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER: 005 

Account address- (b)(6),(b)(7)(C) r------
Belleville, NJ 07109 

(b )(6), (b )(7)(C) 

E-mail (b )(6), (b )(7)(C) 

~......,.......,~checks reveled that Unipack Inc. is located in Building #27. I 1011~\;\0':' 1 I 
(b)(6),(b)(7>(C> works for Tomark Maintenance Co, which is located at 681 Main Street, 
Belleville, NJ, 07109 Building 29. 

~~(b~)(6~),~(b~)(7~)(~C)--~1 Tuesday 18:11:17 (GMT) 06-24-2008 

This I.P. is assigned to Optimum Online Cablevision Systems. On September 2, 
2008 a Grand Jury Subpoena was issued to Cablevision for subscriber 
information on this I.P. address. On September 16, 2008 Cablevision reported 
that this I.P. address is assigned to the Wayne Public Library, 475 Valley 
Rd, Wayne, NJ. 07470. 

Other I.P.s used to connect to the Internet come back to Panera Bread, 
sprint PCS, and N.J. State Library. 

UNDEVEVLOPED LEADS: AS PER INVESTIGATION. 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS c~-
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
--··-·-········~ 

'riTLE: OPERATION FLICKER 

···-· --·· 
CASE STATUS: !NIT RPT 

PROG~ CODE=c-
·-REPORT DATE DATE ASSIGNED REPORT NO. 

062807 061207 001 

RELATED CASE NUMBERS: 
_,., ... 

COLLATERAL REQ: 
.. ·--

TYPE OF REPORT: ,, 

INVES'I'IGATIVE FINDINGS 

TOPIC: CASE UPDATE. 

SYNOPSIS: 
Project Flicker was developed in conjunction with the ICE Cyber Crimes Center, 
who generated several leads of subjects residing in the RAC Reno Area of 
Responsibility. These subjects used Pay pal online pa~nent accounts to pay for 
child pornography found on previously identified web sites. 

The RAC/Reno will gather background information and conduct records checks on 
all subjects. In addition, interviews will be conducted to attempt to obtain 
consent to search computers at the subject's location. 

Investigation continues. 

RAC/Reno 

: 

OISTRI!3IJIIO~: 
I 

SIG~8I:IIBE· 

I I (b)(7)(E) I (b )(6), (b )(7)(C) SPECIAL AGENT 
-----------------------------------~----··----------~--

APPROVED· 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE: RE TELEPHONE: 775 7 ai(O)l~~\O)(/) r 
RENO, NV - RAC -- TYP-IST: I (o(j~/c\0> I 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE (b 

ICE 
PAGE 1 

R E p 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) r 

-···--· ... ··-
TITLE: OPERATION FLICKER 

----··----·· -----· CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
072507 061207 ~ 002 

··-- ---····-
RELATED CASE NUMBERS: 

------· 
COLLATERAL REQ: 

··--··-------------··---·--·---- ---· TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: CUSTOMS SUMMONS FAXED TO YAHOO TO OBTAIN ACCOUNT INFORMATION 

J··---·SYNo"Psrs~-----· -·--------
Project Flicker was developed in conjunction with the ICE Cyber Crimes Center, 
who generated several leads of subjects residing in the RAC Reno Area of 
Responsibility. These subjects used Pay pal online payment accounts to pay for 
child pornography found on previously identified web sites. 

This Report of Investigation (ROI) details the submission of a Customs Summons 
to YAHOO on July 20, 2007 . 

.. ·-----·--·-::-=::-=-:-:-::------r---===-===----------------------. DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 

APPROVED: 
I tbitBi ?bit !itt:i I 
02 S£31 52ED11 U U 0111 t SENIOR SPEC AGENT 

ORIGIN OFFICE: RE TELEPHONE: 7'7578)l6H6/c\o)(l)f 
RENO, NV - RAC 

TYPIST: jto/We-\olj 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 2 

-·-CASE -··NUMBER I (b)(7)(E) 

REPORT NUMBER: 0~2 ··--' 

o"n July 20, 2007, a Customs Summons was faxed to YAHOO to obtain all detailed 
billing, credit, and subscriber information (including rp Jogs) for thf period 
of January 1, 2005 to July 17, 2007 related to the I (b)(B),(b)(7)(C> ... • 

account. 

Investigation continues 

RAC/Reno 
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PAGE 1 
R E P 0 R T 0 F I NV E S T I G A T I 0 N 

I I ---CASE NUMBER (b)(7)(E) 

TITLE: OPERATION FLICKER 
-· -- ·-

CASE STATUS: IN1'ERIM RPT 
< 

REPORT DATE 

I 
DATE ASSIGNED PROGRAM CODE REPORT NO. 

090607 061207 ~ 004 

RELATED CASE NUMBERS: 
··-··--·---·-·-·· -·-··---------·------COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: ATTEMPT TO LOCATE PHYSICAL ADDRESSES FOR FLICKER SUBJECTS 

SYNOPSIS: 
Project Flicker was developed in conjunction with the ICE Cyber Crimes Center, 
who generated several leads of subjects residing in the RAC Reno Area of 
Responsibility. These subjects used PayPal online payment accounts to pay for 
child pornography found on previously identified web sites. 

This Report of Investigation (ROI} details investigative activity to locate 
the physical addresses for Project Flicker subjects. 

., 

DISTRIBUTION: Sr'GNATURE: 
(b)(7)(E) I (b )(6), (b )(7)(C) SPECIAL AGENT 

I 

r 
------------------------------------------------------~ 

APPROVED: 
I (b)(6).(b)(7)(C) I or GRP suPERVISOR 

ORIGIN OFFICE: RE -

1
---- TELEPHONE: 775 7-8 (b)(Bb(b)(l) -

RENO, NV - RAC 
TYPIST: ll6/j~),:,\611 ---
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PAGE 2 

CASE NUMBER (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

On August 7, 2007, information received from YAHOO indicated the email account 
associated rith a PayPal account identified by Project Flicker belonged to 
I (b)(B),(b)(l)(C). Records checks using Lexis Nexis resulted in a possible physical 
address for I tBJt~h\6101 I at I (b)(B),(b)(7)(C) L Reno, Nevada. 

On August 27, 2007, information received from t~~~~-M~ountain Information 
Network (RMIN) provided a physical address for at I (b)(B),(b)(7)(C) I, 
Incline Village, Nevada. 

Undeveloped Leads 

RAC/Reno 

,, 
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CODE ·rn -----DEPARTMENT OF HOMELAND SECURITY TECS ACCESS 

ICE 
PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

·······-TITLE: OPERATION FLICKER 

CASE STATUS: INTERIM RPT 

-REPORT DATE 

__ I 
DATE ASSIGNED 

I 
PRQr..R2\.M CODE 

I 
REPORT NO. 

101107 061207 -~ 005 ) 

RELATED CASE NUMBERS: 
-·····-- -······- ----

COLLATERAl. REQ: 

TYPE OF REPORT: 
SUBPOENA SERVICE REPORT 

TOPIC: SUBMISSION OF CUSTOMS SUMMONS TO AT&T AND PAYPAL 
' 

..... -- -SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

This Report of Investigation (ROI) details the submission of a Customs Summons 
to PayPal and AT&T. 

DISTRIBUTION: SIGNATURE: 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 

-------------------------------------~----------------

I 
AEEBmlED· 

I (b )(6), (b )(7)(C) OI GRP SUPERVISOR 

7al (b)(~b~b)(7) I ORIGIN OFFICE: ::=I; TELEPHONE: 7?5 
RENO, NV - RAC 

l(b)(6),(b)l TYPIST: ..... . ... (7)(C) 
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CASE NUMBER I (b)(7)(E) 

------···---R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 005 

-·-···---~··· 

DETAILS 01'' INVESTIGATION: 

On September 21, 2007, a Customs Summons was faxed to PayPal to obtain records 
related to billing, credit transacti · cial account, and oubscriber 
information (including IP logs) for , I (b)(B),(b)(7)(C) I. 

On September 21, 2007, a customs Summons was faxed to AT&T to obtain records 
related to billing, credit, service, and subscriber information (including IP 
logs) for I (b)(B),(b)(7)(C) I, I (b)(B),(b)(7)(C) I, Carson City, NV 89705. 

Undeveloped Leads 

RAC/Reno 
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ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

-
CASE NUMBER I I (b)(7)(E) 

TITLE: OPERATION FLICKER 

---··· -CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROG~ CODE REPORT NO. 
110707 061207 (b)(7) 

' 006 (E) 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 
__ ........ 

"' ,. -··--·-
TYPE OF REPORT: 

OTHER INFORMATION 

---·· ··- ·-·--
TOPIC: NO NEW ACTIVITY IN LAST 30 DAYS 

SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity in last 30 days. 

RAC Reno 

DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I (b )(6), (b )(7)(C) SPECIAL AGENT 

------~----------------~-------~----------------------

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: RE 
RENO I NV - RAC 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 006 

r 

-··----···-····-··--·-------------------------
CASE PROGRAM CODES: 

(b)(7)(E) 
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R E p 0 R T 0 F I N V E s T I GAT I 0 N 
NUMBER I ~ CASE (b)(7)(E) 

.................... ·--··-···" ·-·--··-- ___ ... 
-·-··. 

TITLE: OPERATION FLICKER 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROm CODE REPORT NO. 
113007 061207 (b)(7) 

007 E 

----·---··----··-- --·--·---
RELA'l'ED CASE NUMBERS: 

......... ---··-·· ...... --- ··-····· ---· 
COLLATERAL REQ: 

TYPE OF REPORT: 
SUBPOENA SERVICE REPORT/ OTHER INFORMATION 

TOPIC: SUBMISSION OF CUSTOMS SUMMONSES TO PAYPAL 

--SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cybe~ Crimes 
Center1 who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

This Report of Investigation (ROI} details the submission of Customs Summonses 
to PayPal to receive business and subscriber information for several persons 
identified in the RAC Reno Area of Responsibility, who may have accessed 
child pornogrphy pursuant to information received through Operation Flicker. 

DISTRIBUTION: 
(b)(7)(E) I 

SIGNATURE: 
(b )(6), (b )(7)(C) 

APPROVED; 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: RE 
RENO, NV - RAC 

SPECIAL AGENT 

OI GRP SUPERVISOR 

TYPIS~ _: jt6)j~/c\01j_ __ 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 007 
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(b)(7)(E) 
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Details of Investigation: 

On November 20, 2007 1 a Customs Summons was faxed to PayPal to obtain recorda 
related to billing, credit, transactions, financial account, and subscriber 
information (including IP logs) for the past two years related to the 
following accounts: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' 
rights,(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection 

and Rights Act),(b)(6),(b)(7)(C) 

Undeveloped Leads 
RAC Reno 

., 
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ICE 

PAGE 1 ·.· 

R E p 0 R T 0 F I N v E s T I GAT I 0 N 
NUMBER I I CASE (b)(7)(E) 

TITLE: OPERATION FLICKER 

CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PRQr.!'D7\rVI CODE REPORT NO. 
010308 061207 ~ 009 ) 

RELATED---CA.SE--NUMBERS : 
..... -............ -·-·· -... ~·-·--- -·-··---

COLLATERAL REQ: 
.............. ... . ..... , .. , __ 

TYPE OF REPORT: 
OTHER INFORMATION 

·-···--·· 
TOPIC: NO NEW ACTIVITY IN LAST 30 DAYS 

SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online pa~nent accounts to pay 
for child pornography found on previously identified web sites. 

No new activity in last 30 days. 

Undeveloped Leads 
RAC Reno 

F 
----········· -······ --·-··-· .. 

DISTRIBUTION: SIGNATURE: 

I I I I 
......... 

(b)(7)(E) (b )(6), (b )(7)(C) SPECIAL AGENT 
---------------------------~--------------------------

I APPROVED: 
I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE: RE TELEPHONE: 775 7 sllO)lb)(-\0)(/) r ..... __ 

RENO, NV - RAC 
TYPIST: l(b)(6),(b)l 

.. . ·-· .. (7)(C) 
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CASE PROGRAM CODES: 
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PAGE 1 
R E P 0 R T 0 F I NV E S T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) 

TITLE: OPERATION FLICKER 

CASE STATUS: INTERIM RPT 

REPORT DATE 

I 
DATE ASSIGNED PROGRAM CODE REPORT NO. 

030408 061207 ~ 011 

RELATED CASE NUMBERS: 

·---·--·----·· ., .. 
COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

--
TOPIC: NO NEW ACTIVITY 

SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity since last Report of Investigation {ROI). 

Undeveloped Leads 
RAC Reno 

DISTRIBUTION: 
lr---- (b)(7)(E) I 

SIGNATURE: 
(b )(6), (b )(7)(C) SPECIAL AGENT 

APPROllFD. 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 
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R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 N T I N U AT I 0 N REPORT NUMB-ER : Oll 

CASE PROGRAM CODES: 
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PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

NUMBER I ~ CASE (b)(7)(E) 

TITLE: OPERATION FLICKER 

CASE STATUS: INTERIM RPT 

REPORT-DATE PRO~RhM CODE REPORT NO. 
061008 ·~ 017 ) 061207 

I 
DATE ASSIGNED I 

-·~···-·-· --.. ··--· --·-·---

I 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 
...... .-- -·-····· TYPE OF REPORT: 

O'l'HER INFORMATION 

TOPIC: NO NEW ACTIVITY SINCE LAST REPORT OF INVESTIGATION 

SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity since last Report of Investigation {ROI) . 

Undeveloped Leads 
RAC Reno 

--····---· 
DIS:::CeiEII:I:IQtil· 

(b)(7)(E) I 
SIGNATURE: 

I I 
-··· SPECIAL AGENT (b )(6), (b )(7)(C) 
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CASE PROGRAM CODES: 

(b)(7)(E) 

,. 
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CASE NUMBER I (b)(7)(E) r 
----·······--·-· 

TITLE: OPERATION FLICKER 

CASE STATUS: INTERIM RPT 
. .----··· 

REPORT DATE DATE ASSIGNED PRo~on.M CODE REPORT NO. 
071808 06120'7 ~ 019 ) 

RELATED CASE NUMBERS: 

COLLATERAL REQ; 

TYPE OF REPORT: 
OTHER INFORMA'l'ION 

--··· --
SINCE LAST REPORT OF INVESTIGATION I TOPIC: -~~ NEW ACTIVITY 

·-· ··------- ···--SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity since last Report of Investigation {ROI) . 

Undeveloped Leads 
RAC Reno 

DISTRIBUTION: 
I (b)(7)(E) I 

.. 

~IGNATURE: '-' 

I (b )(6), (b )(7)(C) I SPECIAL AGENT 
-------------------------------------~--.--------------

I 
lii2J220:l.l:EC · 

I -
(b )(6), (b )(7)(C) OI GRP SU?ERVISOR 

·-·· 7 sl ~DH~~\o~p~ I ORIGIN OFFICE: RE TELEPHONE: '775 
RENO, NV - RAC 

TYPIST ;·1 (b)(6),(b)~-
• (7)(C) ... -
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CASE PROGRAM CODES: 
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REPORT 0 F I N V E S T I G A T I 0 N -----

NUMBER 1 CASE (b)(7)(E) 

TITLE: OPERATION FLICKER 
'· 

-·-· CASE STATUS: IN'rERIM RPT 

REPORT DATE DATE ASSIGNED PROriRbM CODE 

I 
REPORT NO. 

082108 061207 ~ 020 ) 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

------TYPEcif.'REPOR'r-;-· 
OTHER INFORMATION 

--·····-- ·····--------'l'OPIC: NO NEW ACTIVITY SINCE LAS'r REPORT OF INVESTIGATION 

-----SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity since last Report of Investigation (ROI) . 

Undeveloped Leads 
RAC Reno 

DlSIEI~I.IIIQN: 
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SIGb!:Q'£IlHE · 
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--------------------------------~---------------------
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NUMBER I ~ CASE (b)(7)(E) 

.... ---·-· 
TITLE: OPERATION FLICKER 

-···- ---- ---·-·---· -··----
CASE STATUS: INTERIM RPT 

REPORT DATE 
r--

DA'l'E ASSIGNED PRomn.M CODE REPORT NO. 
092408 06120'7 lJ[J 021 ) 

RELATED CASE NUMBERS: 

-COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

.o 

--······· .... 
PIC: NO NEW ACTIVITY SINCE LAST REPORT OF INVESTIGATION 

.. . --· ··--
SYNOPSIS: 

Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity since last Report of Investigation. 

Undeveloped leads 
RAC Reno 

II 

DISIEIBIIIIQ~· 
(b)(7)(E) 

---······ .. -·· 

I 
. -

I 
SIG~AI:UEE:: 

I (b )(6), (b )(7)(C) SPECIAL AGENT 
------------------------------------------------------., 

I 
~ ~I!~ClZED · 

I (b )(6), (b )(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: RE TELEPHONE: '775 7 SllO)(ti/c\01l'l r 
RENO, NV - RAC 

TYPIST: l(bN~lc()b)r·--·-·--··--
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CASE PROGRAM CODES: 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER-;--o2i. 
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-
PAGE 1 

R E p 0 R T 0 F I NV E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) 

TITLE: OPERATION FLICKER 

-··-····-----·- - ···--· ... ···----·--· -·--
CASE STATUS: INTERIM RPT 

., 

REPORT DATE DATE ASSIGNED PRO~ CODE REPORT NO. 
1021 08 061207 (bf) 022 

RELATED CAS E NUMBERS: - -···-·····-· 

···-·--·-·· 
COLLATERAL REQ : 

.. 
TYPE OF REPORT: 

OTHER INFORMATION 

TOPIC: NO NEW ACTI VITY 

SYNOPS I S: 
Operati o n Flic ker was developed in conjunction with t he ICE Cyber Crimes 
Center, who gener ated severa l leads o f s ubject s residing in the RAC Reno Area 
of Responsibili t y. These subject s used PayPal o n l i n e payme nt accounts to pay 
fo~ chi l d porn ography found on previously ident if i ed web sites. 

No new activity since last Report of Investigation. 

Undeveloped leads 
RAC Reno 

DISTRIBUTI ON: 
(b)(7)(E) 

................ 

I 
........... 

I 
SIGNATURE: 

(b)(G), (b)(7)(C) I ·-·- SPECIAL AGENT 

I 

·-

----- ---~ --------------- --- ------------- ------ --------

APPROVED: 
I (b)(G),(b)(7)(C) r OI GRP SUPERVISOR 

7 al {!!'{~~~~~'{ '' I ·--
ORIGIN OFFICE: RE TELEPHONE: 7'15 

NV - RAC RENO, 
TYPIST: l (b/~~/c(\bl l 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U AT I ON REPORT NUMBER: 022 
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CASE PROGRAM CODES: 

I (b)(7)(E) I 
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TITLE: OPERATION FLICKER 

CASE STATUS: INTERIM RPT 

COLLATERAL REQ: 

TECS ACCESS CODE \~ 

PAGE 1 

CASE NUMBER ~~ _____ (b-)(7-l(_El ____ ~r 

--···-··--·---------··--·--·-··--··---------·--··------------------
TYPE OF REPORT: 

OTHER INFORMATION 

'fOPic;-No -NEW ACTIVITi SINCE -LAST RE-PORT OF INVESTIGATION---------·-····-

SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center, who generated oeveral leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity since last Report of Investigation. 

Undeveloped leads 
RAC Reno 

DISTRIBUTION: 
(b)(7)(E) I 

·- ---·--·--··----

I 
~IGt:!AT:URE; 

I (b )(6), (b )(7)(C) SPECIAL AGENT 
--------------------------~--~----------·~---------~---

APPROVED: 
I (b )(6), (b )(7)(C) I or GRP SUPERVISOR 

ORIGIN OFFICE: RE TELEPHONE: 775 7 sllO/l~~\O)l/) 1 
RENO, NV - RAC 

TYPIST: l 15lt~Mlbll ··-·---
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0 CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 023 

CASE PROGRAM CODES: 

(b)(7)(E) 

·> 
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R E p 0 R T 0 F I NV E s '1' I GAT I 0 N 

CASE NUMBER I (b)(7)(E) I 
----------·-·----------TITLE: OPERATION FLICKER 

--- - ··-CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PRO~ CODE 

I 
REPORT NO. 

121908 
> 

061207 024 

RELATED CASE NUMBERS: 
-··· COLLATE.RALREQ: 

·----------TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: NO NEW ACTIVITY SINCE LAST REPORT OF INVESTIGATION 

SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cyber Crimes 
Center 1 who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity s 

1 d 
(b)(6),(b)(7)(C) 

Undeveloped ea s 
RAC Reno 

~t Report of Investigation. 

··-

'T"'"""---::-:::--=,.-:::----::-=-:-=--::--=-----.---=-=-:-::~-===-·---------··-·-··--·-------------DISTRIBUTION· SIQNATIIRE· 
(b)(7)(E) I (b)(6),(b)(7)(C) 

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: RE 
RENO I NV - RAC 

SPECIAL AGENT 

SENIOR SPEC AGENT 

TELEPHONE: 775 7 sl to)(~h\ 6'
0 ' I 

___ T_Y_P_I_S_T_:--Ij'"'tbrm/j~~'~"~"/r.m\an-1 1 _________ _ 
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R E P 0 R T 0 F I N V E S T I GAT ION 
c 0 N T I N U AT I 0 N REPORT NUMBER: 024 

~--------------------.--... - .. --.--.--.. ·-·-·-.. ·-·-·---

CASE PROGRAM CODES: 

(b)(7)(E) 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N T 

I __ CASE NUMBER I (b)(7)(E) I 
OPERATION --·-·-----···-TITLE: FLICKER 

CASE STATUS: INTERIM RPT 

·-··--REPORT DATE 

I 
DATE ASSIGNED 

I 
PROGRAM CODE I REPORT NO. 

011409 061207 ~ 025 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: NO NEW ACTIVITY SINCE LAST REPORT OF INVESTIGATION 
-· 

SYNOPSIS: 
Operation Flicker was developed in conjunction with the ICE Cybe~ Crimes 
Center, who generated several leads of subjects residing in the RAC Reno Area 
of Responsibility. These subjects used PayPal online payment accounts to pay 
for child pornography found on previously identified web sites. 

No new activity since last Report of Investigation. 

Undeveloped leads 
RAC Reno 

DISTRIBUTION: 
I (b)(7)(E) I I 

SIGNATURE: 
(b )(6), (b )(7)(C) I SPECIAL AGENT 

------------------------~---------------· 

APPROVED: 
I (b )(6), (b )(7)(C) I ---OIGRP s· UPERVISOR 

------ORIGIN OFFICE: RE TELEPHONE: T 
RENO, NV - RAC 

TYPIST: ''h\(7\(d 
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NUMBER I CASE (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G AT I 0 N 
C 0 NT I N U AT I 0 N REPORT NUMBER: 025 

CASE PROGRAM CODES: 

I (b)(7)(E) I 
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CASE NUMBER I (b)(7)(E) I 
-- TI'rLE: PROJECT FLICKER/RAC ALBUQUERQUE 

CASE STATUS: CLOSING RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPOR'r NO. 
062308 061407 lt~?[tirl 008 

--· 
RELATED CASE NUMBERS: I (b)(7)(E) r 
COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS •> 

TOPIC: FORWARDED LEADS TO NMSP/CASE CLOSING 

SYNOPSIS: 
In April 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES), initiated an investigation into 
a c ion operating a commercial child pornography website known 
as 1 victims; and ~hildwitnesses' ri ~ts 11 The investigation revealed that the same organization 
was operating numerous commercial child pornography websites. In addition, 
the organization utilizes various PayPal accounts to process the payments for 
access to the member restricted websites. 

This Report of Investigation will detail the information provided to the New 
Mexico State Police, Criminal Investigation Division, on April 11, 2008. 

·-·-··-···-·---·-··----··-------·-----DISTRIBUTION: SIGNATURE: ~ -I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
------------------------------------------------------
I 

8fi:£RQVEIJ; 
I (b )(6), (b )(7)(C) G SENIOR SPEC AGENT 

ORIGIN OFFICE: AL TELEPHONE: 505 9 ~ (b)(6(e:(t>(7) r--
ALBUQUERQUE, NM - RA 

TYPIST: I (b)(6{ct)b)(l) l 
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CASE PROGRAM CODES: ., 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 008 

DETAILS OF INVESTIGATION 

In April 2006, the Immigration and Customs Enforcement (ICE}, Cyber Crimes 
Center (C3), Child Exploitation Section (CES), initiated an investigation into 
a criminal or~anization operating a commercial child pornography website known 
as •t~/~1;~%gr;;g,!;r~=;~aj,;:~~s I." The inves,tigation revealed that the same organization 
was operating numerous commercial child pornography websites. In addition, 
the organization utilizes various PayPal accounts to process the payments for 
access to the member restricted websites. 

ICE, Resident Agent in Charge Albuquerque, NM (RAC/AL) conducted database 
inquires into individuals assoctated with Project Flicker On Anril Jl' 2008, 
Special Agent (SA) I (b)(6),(b)(7)(C) provided Sergeant (SGT) I (b)(6),(b)(7)(C) of the 
New Mexico State Police, Criminal Investigation Division, with several 
individuals suspected o r sing access to this child pornography website. 
SA I cu/c6

/.:-\6101 I provided SGT (b)(6),(b)(7)(C) with a Microsoft Excel spreadsheet containing 
information on the following individuals: 

Name 

(b )(6), (b )(7)(C) 

Location 

Aztec, NM 
Tucumcari, NM 
Gallup, NM 
Chimayo, NM 
Gallup, NM 
Zuni, NM 
Santa Fe, NM 

?-------------~----L--A~lbuquerque, NM 
~~--------(b-)(6-),~(b)~(7~)(C~)--------~I Albuquerque, NM 

(b)(6),(b)(7)(C) I Edgewood, NM 

The New Mexico State Police, Criminal Investigations Division will attempt to 
determine each individual's level of involvement in child pornography. 

RAC/ AL has completed several interviews and investigations pertaii1ing to 
individuals associated with Project Flicker. Below are the names, locations, 
and results of completed investigations: 

Name 

(b )(6), (b )(7)(C) 

LocationResults 

Albuquerque, NM Refer to I (b)(l)(E) 

Albuquerque, NM Refer to~----------~~ 
Santa Fe, NM Revoked consent to search 
Albuquerque, NM Moved to unknown location 
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(b )(6), (b )(7)(C) 

Sant a Fe , NM Refused to speak to agents 
Santa Fe , NM Refu s ed to s g eak to a gents 
Albuq uerque, NM Re fer to [ (b)(7)(E> I 
Albuquerque, NM Several attempt s made , unable to 

Locate 
Albuquerque, NM Consen ted to search, no evidence 

discovered on comp u ter 
Albuquerque, NM Consente d to search, no evidence 

discovered on c omputer 
Albuquerque, NM Consented to search, no evidence 
discovered on comP.~U~t~e~r----------~ 

Albuquerque, NM Refe r to I (b)(7)(E> 

Albuquerque, NM Co n sented to search , n o evidence 
discovered on computer 

Santa Fe , NM Arrested by Arizon a a u t h o rities 
San ta Fe , NM Re fer to I _ i!>li?l!E> I 
Albuquerque , NM Follow up condu cted by NMSP 
Al buquerque, NM Arr ested by NM Probat i on 

All indivi duals per taining to Operation Flicker within the RAC/AL area of 
op eration have been addressed or referred to NMSP. Th is case will be 
consid ered closed. 
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CASE NUMBER I (b)(7)(E) I 

~-·-·----- ·------TITLE: CHILD PORNOGRAPHY AND EXPLOITATION 

CASE STATUS: CLOSING RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
051308 062007 ~ 002 

RELATED CASE NUMBERS: 

-··- COLLATERAL REQ-:---··-·- ···-·- ... 

···----.-.,.·---v···--·---.... ··-·--
TYPE OF REPORT: 

OTHER INFORMATION 

TOPIC: CLOSING OF FY 2007 RAC/SI CHILD PORN AND EXMPLOITATION UMBRELLA CASE 

SYNOPSIS: 
This Child Pornography and Exploitation case will serve as the umbrella case 
for the Office of the Resident Agent in Charge, San Francisco International 
Airport (RAC/SI) to incorporate general investigative and enforcement 
activities involving child sexual exploitation, internet and cyber crimes 
against children, leads from other law enforcement entities, locating and 
apprehending aliens with criminal convictions for sexual offenses against 
children, and other crimes involving the sexual abuse of children are examples 
of the types of activities that will be annotated under this case heading. 
This case will include developing and undeveloped leads from Operatino Falcon 
d (b)(7)(E) b , Operation Predator (I (b)(7)(E) I) , Operation Emissary and 
Emissary II, and Operation Watchdog. This case will remain open for Fiscal 
Year 2007. 

This report will serve as the closing ROI for this case. 

DISTRIBUTION: 
(b)(7)(E) I SIGNATURE· 

(b )(6), (b )(7)(C) 

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: SI 
SAN FRANCISCO AIRPOR 

SPECIAL AGENT 

or GRP suPERVISOR 

TELEPHONE: 650 87llOil~~~ll'lr 

--·TYPI~-_ .... ______ .. _____ . ________ __L_~:--::=--==--~=--=--=---=-----=-::--:::--:!:---:---:::-=7-=-:::~.......!II---------
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CASE PROGRAM CODES: 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N EPORT NUMBER: 002 

DETAILS OF INVESTIGATION 

This Child Pornography and Exploitation case will serve as the umbrella case 
for the Office of the Resident Agent in Charge, San Francisco International 
Airport (RAC/SI} to incorporate general investigative and enforcement 
activities involving child sexual exploitation, internet and cyber crimes 
against children, leads from other law enforcement entities, locating and 
apprehending aliens with criminal convictions for sexual offenses against 
children, and other crimes involving the sexual abuse of children are examples 
of the types of activities that will be annotated under this case heading. 
This case will include developing and undeveloped leads from Operatino Falcon 
<I (b)(7)(E) b I Operation Predator n (b)(7)(E) n I Operation Emissary and 
Emissary II, and Operation Watchdog. This case will remain open for Fiscal 
Year 2007. 

All remaining lead information and targets from this case will be annotated 
under the the RAC/SI 1 s CHILD PORNOGRAPHY AND EXPLOITATION d (b)(l)(E) b 
Fiscal Year 2008 umbrella case. 

All property under the FY 2007 case has been assigned its final disposition. 

Case Closed. 
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DEPARTMENT-OF HOMELAND SECURITY TECS ACCESS CODE ~ill) 
ICE ··--------

PAGE 1 
R E p 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
FLICKER-RAC/LONG --· ---------TITLE: OPERATION ISLAND ,_ 

CASE STATUS: INIT RPT 
--· 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
070907 070907 1(~~:)1 001 

-··· 
RELATED CASE NUMBERS: 

- .. - ·--
COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: OPERATION FLICKER--RAC7LI TARGETS 

SYNOPSIS: 
This case file number and title will serve as the catchall for Operation 
Flicker targets that are under investigation but not forwarded to the EDNY for 
federal prosecution by the ICE RAC/Long Island Office. These will include but 
not be limited to, negative computer searches as a result of knock and talks, 
denial of permission to conduct consent searches and investigative inquiries 
that indicate no further investigative action is required. Each target that 
falls into these categories will have an open and close ROI written against it 
with this RAC/Long Island Operation Flicker case number. 

If an Operation Flicker target is accepted for federal prosecution a separate 
case file will be created by the case agent. 

Details follow. 

DISTRIBUTION: 
I 

SIG~lll:IIBE· 

I I I ····-------·---
(b)(7)(E) (b )(6), (b )(7)(C) SENIOR SPEC AGENT 

-----------~---------------------------------------
APPROVED: ------··-· 

I (b )(6), (b )(7)(C) I OI GRP SUPERVISOR 

ORIGIN OFFICE: LI TELEPHONE: 631 4 71 \U/\~~~ul\' 'I 

LONG ISLAND, NY - RA 
TYPIST; 1 (b)(6),(b)(7)(C) 1 
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ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 N T I N U A T I 0 N REPORT NUMBER: 001 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

,. 

-· 
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ICE 

CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I N v E s T I G A T I 0 N 

c 0 N T I N u A T I 0 N REPORT NUMBER: 001 

DETAILS OF INVESTIGATION: 

The 36 individuals listed on the following pages were identified through 
Operation Flicker as having subscribed to Internet web sites that contained 
child pornography. These individuals currently reside within the RAC/Long 
Island area of responsibility. 

There is an Operation Flicker spreadsheet available which details the full 
amount of information for each of the targets listed below. 

N1\MF. 

(b )(6), (b )(7)(C) 

CITY SPREAD SHEET NO. 
Miller Place 108 
Southampton 111 
Commack 158 
Bayshore 243 
Copiague 245 
Bellmore 256 
Commack 389 
Levittown 399 
Long Beach 422 
Commack 461 
Sayville 488 
Elmont 494 
E. Rockaway 564 
Selden 592 
Bellmore 595 
Bellmore 601 
Sayville 606 
Huntington 618 
Garden City 637 
Holbrook658 
Hicksville669 
Massapequa PK714 
Bellmore715 
Massapequa724 
Selden748 
Riverhead772 
Commack789 
Wantagh790 
Westbury791 
Hauppauge798 
Pt. washington804 
Centereach855 

Hicksville859 
Franklin Square861 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I NV E S T I G A T I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 001 

I (b )(6), (b )(7)(C) I Glen Cove 886 
Centereach888 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: OPERATION FLICKER-RAC/LONG ISLAND 

TECS ACCESS CODE I~ 

PAGE 1 

CASE NUMBER ~~-----(b-)(7->(_E> ____ ~I 

CASE STATUS: INTERIM RPT ----------··----~---·--··---··----····----·· 

REPORT DATE 
012508 

DATE ASSIGNED 
070907 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

PROGRAM CODE 
~ 

REPORT NO. 
007 

TYPE 6F REPOR=T-: ---·------------------------------·------···-
OTHER INFORMATION 

Tol?tc: OPERAT.ION FLICKER ·--TARGETS ··TOT scpo=----·-···---·------·--- ·-····---·--··-·-

SYNOPSIS: 
At the direction of AUSA I (b)(6),(b)(7)(C> I of the EDNY, Central Islip, a number of 
Operation Flicker child pornography targets are being turned over to the 
Suffolk County Police Department Computer Crimes Squad for investigation. 

SCPO Computer Crimes is a law enforcement member of the federal Crimes Against 
Children Task Force overseen by the US Attorneys Office. 

DETAILS OF INVESTIGATION: 

DISTRIBUTION: SIGNATU-RE : 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I E SENIOR SPEC AGENT 

------------------------------------------------------
I 

APPRmZED · r· . -· 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: LI TELEPHONE: 631 4 71 ~DH~~\DH'' I 
LONG ISLAND, NY - RA I (b)(6),(b)(7)(C) I TYPIST: 
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C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER.: 007 
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CASE NUMBER I (b)(7)(E) 

REPORT.OF INVESTIGATION 
C 0 N T I N U A T I 0 N REPORT NUMBER: 007 

On January 22 t 2008, AUSA I (b)(G),(b)(l)(C) r advised the reporting agent that a number __ I 
of the Operation Flicker child pornography targets residing in Suffolk County 
could be turned over to the Suffolk County Police Department Computer Crimes 
Squad for investigation/knock and talk interviews. 

On January 24, 2008, the reporting agent met with Detective I (b)(B),(b)(7)(C) I of 
the SCPO Computer Crimes Unit and turned over ten (10) Operation Flicker 
files. 

The targets are listed below: 

(b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 661 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS COD~

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER L..~---(b-)(7->(_E> __ ..... r 
---===-=-==--~=:-=-:::=-:::-:-=--==-=-===-~~""'l"='"~=--=-::-=-:-=-- -------·-··---·····---··----TITLE: OPERATION FLICKER-RAC/LONG ISLAND 

---·CASE S'l'ATUS: ----- CLOSING-RPT 

REPORT DATE 
022609 

DATE ASSIGNED 
070907 ~ 008 

---P-::-:R::-0-::-G=-RAM--C::-0::-::D-E--rREPORT NO. 

--==~===-~~~ ~==------------ ----------· RELATED CASE NUMBERS: 

COLLATERAL REQ: 
·------,---·c-=--=------·=-=--------=···--·---·---·----·-----·------------------·--·--TYPE OF REPORT: 

OTHER INFORMATION 
=-=-=-=-----::~:--=-=:-:-::-:::--::-::-:=----------------------------------------------------TOPIC: CLOSING ROI 

SYNOPSIS: 
This case will serve as a catch all for Operation Flicker targets that are 
under investigation but not forwarded to the EDNY for federal prosecution by 
the ICE RAC/Long Island office. 

If an Operation flicker target is accepted for federal prosecution, a separate 
case file will be created by the case agent. 

DISTRTBIITTON• 
(b)(7)(E) I SIGNATURE: 

SENIOR SPEC AGENT L--------~(b~)(6~),(~b)~(7~)(C~)------~ 

.--""'A..,.P_.P...~~.R~O""'V...,E""'D'-':----------...,_ ____ .,....,.....-=----·--· =-=-=~-
(b)(6),(b)(7)(C> ________ _. OI GRP SUPERVISOR 

ORIGIN OFFICE: LI~ TELEPHONE: 631 47I(S)(~c\b)(l)~ 
LONG ISLAND, NY - RA 

TYPIST I (b)(6).(b) I 
------------.1------:::---=-::::--:::-~--:;::----:;:---- __ : . (7)(C) • 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER~ 008 

-·····---·-··-·--···---··-------· -----------· --------· ---·--·-----
CASE PROGRAM CODES: 

(b)(7)(E) 

., 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 N T I N U A T I 0 N REPORT NUMBER: 008 

~~~--~--~--~------~--~~~~~~~--------~~-~~-All targets have been assigned to individual agents and/or forwarded to the __ _ 
Suffolk County Police Department Computer Crimes Squad for investigation. The 
information gathered in Operation Flicker has been exhausted and is aged by 
three or more years. Any further 11 0peration Flicker 11 referrals or ROI•s will 
be contained in either the Nassau or Suffolk Operation Predator case folders. 
This ROI will close this Operation Flicker case folder. 
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-DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE ru 
ICE 

PAGE 1 
R E P 0 R T 0 F I NV E S T I G AT I 0 N 

CASE NUMBER I (b)(7)(E) I 
AS l_.lOil-'r 10 u. ·'--·. 9 .""u"lal ~.-nua, I -- -·--TITLE: COMMERICAL CP WEBSITE KNOWN vir-timo' Anrl rnilrl witn .. oo .. o' rinnto 

---····-····· .. ··-·-
CASE STATUS: INIT RPT 

--···· - -REPORT DATE DATE ASSIGNED PROGRAM CODE -cREP~~i NO. 
092407 082107 I (~~r> I 

RELATED CASE NUMBERS: I (b)(7)(E) I 

COLLATERAL REQ: 

' -·---· 
TYPE OF REPORT: 

INVESTIGATIVE FINDINGS 

TOPIC: COLLATERAL INVESTIGATION FOR PROJECT FLICKER 

-·-··-SYNOPSIS: ------
In April 2006, the United States Immigration and Customs Enforcement, Cyber 
Crimes Center, Child Exploitation Section, initiated an investigation into a 
cri · · 'on operating a commercial child pornography website known 
as victims;andchildwitnesses'ri

1
hts. The investigation has revealed the organization is 

operating numerous commercial child pornography websites. Various PayPal 
accounts to process the payments for access to the member-restrictedd~W?bites 
have been identified. A joint investigation titled Project Flicker has 
sent a collateral request to RAC/Corpus Christi for investigation to 
substantiate the potential leads within RAC/CC's AOR developed by Project 
Flicker. 

This Report of Investigation documents the investigation conducted by 
RAC/Corpus Christi agents. 

DIS:I:BIBil!IQIJ· SIGHA!I.IBE; 
I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 

---------------------------------------~--------------

I 
~J2J2eOlZEC · 

I (b )(6), (b )(7)(C) OI GRP SUPERVISOR 

--ORIGIN OFFICE: cc TELEPHONE: 361 sal ~DHS)c(>oH'~ I 
CORPUS CHRISTI, TX -

TYPIST: l(b)(6),(b)(7)(C)r .. 
··--
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ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 RT 0 F I N V E S T I G AT I 0 N 
C 0 NT I N U A T I 0 N REPORT NUMBER: 001 

~ 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

" 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

CASE NUMBER ._l ___ (_b>(_7>_(E_> __ _.r 
REPORT NUMBER: 001 

Currently RAC/CC Senior Intelligence Research Specialist John Schleider is 
gathering information to determine if the involved individuals are still 
residing at their listed addresses. RAC/CC is also conducting criminal 
history checks and searching the Texas Department of Public Safety Sexual 
Offender Database to determine if any of the listed individuals are convicted 
of any sexual offenses .. 

The suspect information is as follows: 

~~~~~~----------(b-)(6_>-_(b-)(7->(_q _____________ __.l, Corpus Christi, 
TX 784l2 

'-------------~(b~)(6~),(~b)~(7~)(c~> ____________ _.lr Corpus Christi, TX 
78404 

'-------------~(b~)(~6),~(b~)(7~)(~C)~-----------__.I, Corpus Christi, TX 
78413 

'--------------~(b~)(~6)~,(b~)(7~)(~C)~-----------___.I, Corpus Christi, TX 
78418 

._l _____________ ~(b~)(~6)~,(b~)(~7)(~c~>------------___.l, Corpus Christi, TX 
78401 

'-------------(-b)-(6_>.(_b>_(7>_(c_> ___________ __.l, Corpus Christi, TX ?8418 

'-------------(b_>(_6>_.(b_>(7_>(_c> ___________ __.l, Corpus Christi, TX 78418 

'-------------------------~(b~)(6~>-~(b~)(7~)(~C)----------------------------__.I, Edna, TX 
77957 

'------------------------(~b)~(6~),(~b)~(7~)(C~>----------------------__.I, Ingleside, TX 78362 

Investigation continues. 
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0 F F I C I A L U S E 0 N L Y 
...... - ··-· ···- -· DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE ) 

ICE 
PAGE 1 

R E p 0 R T 0 F I NV E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) 

TITLE: COMMERICAL CP WEBSITE KNOWN AS l,·lOil-'r 10 u.::. .. 9._-'"U"lal. <..nua I 
virtimo' Anrl rnilrl witnPOOPO' rinnto 

CASE STATUS: INTERIM RPT 
--········---······ .v•••·---· ···----·····--

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
010708 082107 761 002 

--·-- ···----·-··--- ···--· .. ·-·--- l r RELATED CASE NUMBERS: 
(b)(7)(E) 

I (b)(7)(E) II 
COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: DISTRIBUTION OF PROJECT FLICKER LEADS 

SYNOPSIS: 
In April 2006, the United States Immigration and Customs Enforcement, Cyber 
Crimes Center, Child Exploitation Section, initiated an investigation into a 
criminal organization operating a commercial child pornography website known 
as Home Collection. The investigation has revealed the organization is 
operating numerous comtnercial child pornography websites. Various PayPal 
accounts to process the payments for access to the member-restricted websites 
have been identified. A joint investigation titled Project Flicker ~ has 
sent a collateral request to RAC/Corpus Christi for investigation to 
substantiate the potential leads within RAC/CC's AOR developed by Project 
Flicker. 

This Report of Investigation documents the continuing investigation by the 
RAC/Corpus Christi . 

.....---~--=-~---------..------........... ,.,.,---=-.......,=-------------------···-··-···--········ 
DISTRIBUTION: SIGNATURE• 

(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 

APPROVED: 
~----------(~b)~(6~),(~b)(~7)~(C~)----------~' OI GRP SUPERVISO~ 

ORIGIN OFFICE: CC 
CORPUS CHRISTI, TX -

·-· 

I 

------·--··-------- ---···-·---··---,.,...------,-____,.----L-----..,:T:,.::Y:..!P:...:I::...:S~T::....!..: _....(b.-.)(B.o.> . ._(b.-.)(7.-.>(~c>.._ ____ _ 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

--REPORT. NUMB-ER ~02 

., 

r 

-·····--·----··-·----------:::-o-=F--:-:::-F--:-:::-I~C-=I-A=---cL=----,u,.,..--s=---=E,..--0::--:N-L-Y--·-------
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

Detaiis of Investigation: 

CASE NUMBER~~----~(~b)(~7)~(E~>----~~ 

REPORT NUMBER: 002 

In April 2006, the United States Immigration and Customs Enforcement, Cyber 
Crimes Center, Child Exploitation Section, initiated an investigation into a 
criminal o~~niz~rion operating a commercial child pornography website known 
as L;~/g;;~~n;;;d:Ji:!·;;~~ I. The investigation has revealed the organization is 
operating numerous commercial child pornography websites. Various PayPal 
accounts to process the payments for access to the member-restricted websites 
have been identified in the RAC/Corpus Christi 1 s Area of Responsibility. 

In October 2007, nine leads received from this Collateral Investigation 
Request to the RAC/Corpus Christi were distributed among six agents, and are 
listed as follows: 

~~~------------------------~~~~~----------------------------~' Edna, TX 

~------------------------~~~~------------------------~1, Corpus Christi, TX 

~----------------------~~~~----------------------~' Ingleside, TX 78362 

~----------------------~~~~----------------------~' Corpus Christi, TX 78418 

~----------------------~~~~----------------------~1, Corpus Christi, TX 78418 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 670 of 929 



0 F F I C I A L U S E 0 N L Y 

- -···-····---~~-;:;-;:::::;--:-:::=;:--;::-;:::;---:-;-:;::-:-:-:;;;:--:-:-::-::::=--=::=:==-:=:-:-------,.----:~:::-=---:------------r 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N . 
C 0 N T I N U A T I 0 N REPORT NUMBER: 002 

-···------------------------------------------
Cace Agent; (b)(B),(b)(7)(C) 

~~~~~------------------(~b>~(B~>.(~b>~(7~)(C~>----------------------~L Corpus Christi, TX 
78404 

Case Number: (b)(7)(E) 

~~~--------------------~(b~)(~s)~.(b~)(7~)(~C)~----------------------~' Corpus Christi, TX 
78418 

RAC/CC Senior Intelligence Research Specialist I (b)(B),(b)(7)(C) I gathered 
information determining the involved individuals are still residing at their 
listed addresses EACICC aaents ha,,e also cond,Jrted QlJerj es an D''merous 
databases I (b)(7)(E> I. 
Investigation continues. 
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-·-
DEPARTMENT (b OF HOMELAND SECURITY TECS ACCESS CODE )( 

ICE 
PAGE 1 

R E P 0 R 1' 0 F I NV E S T I G A T I 0 N 
--CASE NUMBER I (b)(7)(E) ~ 

TITLE: COMMERICAL CP WEBSITE I, (b)(3) 18 U.S.C. § 3509(d) Child i I KNOWN AS victims' and child witnesses' riahts 

---------
CASE STATUS: INTERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
012009 082107 ~ 003 

--··· 
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

··-TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

'TOPIC: UPDATE OF PROJECT FLICKER INVESTIGATIONS 

·-----=~~===--------------------------------------------------------------------SYNOPSIS: 
In April 2006, the United States Immigration and Customs Enforcement, Cyber 
Crimes Center, Child Exploitation Section, initiated an investigation into a 
criminal organization operating a commercial child pornography website known 
as Home Collection. The investigation has revealed the organization is 
operating numerous commercial child pornography websites. Various PayPal 
accounts to process the payments for access to the member-restricted ~ites 
have been identified. A joint investigation titled Project Flicker ~ has 
oent a collateral request to RAC/Corpus Christi for investigation to 
substantiate the potential leads within RAC/CC•s AOR developed by Project 
Flicker. · 

This Report of Investigation documents the continuing investigation by the 
RAC/Corpus Christi. 

p!STRTBUTTON• 
(b)(7)(E) I 

SIGNATJJRE· 

APPROVED: 
~~-----------(-b)_(s_).(_b)(_7)_(c_> __________ ~l OI GRP SUPERVISOR 

"1 

ORIGIN OFFICE: CC 
CORPUS CHRISTI, TX -

TELEPHONE : 3 61 8 81 (b)(~b\b)(l> r ---
TYPIST: j(b)(6),(b)(7)(C>I 
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CASE NUMBER I (b)(7)(E) I 
R E P 0 R T 0 F I NV E s T I G AT I 0 N 

c 0 N T I N U A T I 0 N REPORT NUMBER: 003 

CASE PROGRAM CODES: 

I (b)(7)(E) I 
" 

., 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

Details of Investigation: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 003 

In April 2006, the United States Immigration and Customs Enforcement, Cyber 
Crimes Center, Child Exploitation Section, initiated an investigation into a 
criminal organization operating a commercial child pornography website known 
as Home Collection. The investigation has revealed the organization is 
operating numerous commercial child pornography websites. Variou~ PayPal 
accounts to process the payments for access to the member-restricted websites 
have been identified in the RAC/Corpus Christi•s Area of Responsibility. 

In October 2007, nine leads received from this Collateral Investigation 
Request to the RAC/Corpus Christi were distributed among six agents, and are 
listed as follows: 

,,. 

~~~~~~was arrested on May 15, 2008 and sentenced to 60 in the custody of 
of Prisons on November 25, 2008. 

77957 
(b )(6), (b )(7)(C), (b )(7)(E) 

78413 
A search warrant was served on I (b)(B),(b)(7)(C) I residence on November 4, 2008. An 
arrest warrant will be filed pending the return of forensic analysis from 
NCMEC. 

(b)(B),(b)(7)(C> , Ingleside, TX 7836 2 
A search warrant was served on (b)(B),(b)(7)(C) home on October 17, 2008. An 
arrest warrant will be filed pending the return of forensic analysis from 
NCMEC. 
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DEPARTMENT OF HOMELAND 
ICE 

R E P 0 R T 0 F I N V E S 
c 0 NT I N U AT 

Case Number:rl~--~(~b)~(7)~(E~>----~• 
Case Aaent · I (b)(6),(b)(7)(C) I 

(b )(6), (b )(7)(C) 

SECURITY 

T I G A •r 
I 0 N 

(b)(7)(E) 

L U S E 0 N L Y 

PAGE 4 

CASE NUMBER L.l ___ (;..;b).;..(7.;.;.)(E..;.) __ ..... I 
I 0 N 

REPORT NUMBER: 003 

(b)(6),(b)(7)(C> Corpus Chris it, TX 78418 
case ~r:m~c:;,.;losed because ~t was d~scovered '--...l.l.o.l.--' had left the country. 

returned to (b)(6),(b)(7)(C) case was reopened under 
(b)(7)(E) 

(b)(7)(E) 
(b )(6), (b )(7)(C) 

78401 
All investigative leads were exhausted; therefore the case was closed. 

(b )(6), (b )(7)(C) 

(b)(7)(E) 
L 

(b)(7)(E) 
(b )(6), (b )(7)(C) 

~~~-----------(-b)(_6>_.(b_>(_7>_(c_> _____________ ~, Corpus ~hristi, TX 

(b)(7)(E) 

RAC/CC Senior Intelligence Research Specialist I (b)(6),(b)(7)(C) I gathered 
information determining the involved individuals are still residing at their 
listed addresses. RAC CC a ents have also conducted ueries on numerous 
databases as well as (b)(7)(E) 

Investigation continues. 
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0 F F I C I A L U S E 0 N L Y 

·--.·--DEPARTMENT OF ·HoMEiJANti. SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TECS ACCESS CODE (b 

PAGE 1 

CASE NUMBER~~----~(~b)(~7)~(E~)----~r 
----··--·--·--· I (b)(3) 18 U.S.C. § 3509(d) Child I 

TITLE : COMMERI CAL CP WEBSITE KNOWN AS !victims' and child witnesses' rights, 

CASE STATUS: 

REPORT DATE 
012610 

INTERIM RPT 

DATE ASSIGNED 
082107 

RELATED CASE NUMBERS: 

PROG~ CODE 

COLLATERAL -REQ ~-------------·--·--·-·-----· 

'rYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: SYNOPSIS OF ON-GOING INVESTIGATIONS FOR ALL TARGETS 

SYNOPSIS: 

REPORT NO. 
004 

._, 

In April 2006, the United States Immigration and Customs Enforcement, Cyber 
Crimes Center, Child Exploitation Section, initiated an investigation into a 
criminal organization operating a commercial child pornography website known 
as Home Collection. The investigation has revealed the organization is 
operating numerous commercial child pornography websites. Various PayPal 
accounts to process the payments for access to the member-restricted~ites 
have been identified. A joint investigation titled Project Flicker ~ has 
sent a collateral request to ASAC/Corpus Christi for investigation to 
substantiate the potential leads within ASAC/CC's AOR developed by Project 
Flicker. 

This report of investigation documents the investigations conducted by 
ASAC/Corpus Christi agents . 

. --··· DISl:EIBili:IC.iii: fiiQ~AIUB.E: 

I (b)(7)(E) I I (b )(6), (b )(7)(C) I SPECIAL AGENT 
- - -- -- -- -- -------------------------------------
I 

;o. I!J2J20l~ED · 
lor (b )(6), (b )(7)(C) GRP SUPERVISOR 

ORIGIN OFFICE: cc TELEPHONE: 361 881 l01l"J.:-\Oil'l r 
CORPUS CHRISTI, TX -

TYPIST: 1 (b)(6),(b)(7)(C) 1 
---
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CASE NUMBER1 (b)(7)(E) r 
R E P 0 R T 0 F I N V E S T I GA T I 0 N 

c 0 NT I N U A T I 0 N REPORT NUMBER: 004 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

() 

-·-------
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ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I NV E s T I G A T I 0 N 
c 0 NT I N U A ·r I 0 N -~EPORT NUMBER ;-a 04 

DETAILS OF INVESTIGATION: 

At this time, three of the targets listed have been sentenced and two targets 
have been indicted. All other targets are still under investigation and 
search warrants are pending. 

Investigation continues. 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS rn------CODE > 

ICE 
PAGE 1 

REPORT 0 F I N V E S T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) r 

CASE STATUS: CLOSING RPT 

COLLATERAL REQ: 

···----·-· ------------------------------------TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: DISPOSITION OF CHILD PORNOGRAPHY INVESTIGATIONS 
-------·-------------··--··-·--···--

SYNOPSIS: 
In April 2006, the United States Homeland Security Investigations, Cyber 
Crimes Center, Child Exploitation Section, initiated an investigation into a 
criminal organization operating a commercial child pornography website known 
as Home Collection. The investigation has revealed the organization is 
operating numerous commercial child pornography websites. Various PayPal 
accounts to process the payments for access to the member-restricted websites 
have been identified. A joint investigation titled Project Flicker ~ has 
sent a collateral request to ASAC/Corpus Christi for investigation to 
substantiate the potential leads within ASAC/CC•s AOR developed by Project 
Flicker. 

This Report of Investigation documents the investigation conducted by 
ASAC/Corpus Christi agents. All investigative leads have been exhausted 
therefore this case is closed. 

------·-----,-=·---,--,-----,----~-----=----------------------·--------,-DISTRIBUTION: SIGNATURE: 
(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 

APPROVED· 
..__ _____ (;....b>.;..(s;....>.(....;.b>.;...(7)...;..(c...;..> _____ __,1 OI GRP SUPERVISOR 

-----0-R-I-GI_N_O_F_F_• I_C_E_: -c~c=---,---=T=E:-:::-L-=E~-=p:-::-H~O:-::-N~E=-·-. ~3=-6~1-:--:::-8-=i8jlit!i!ib)(~~Gi.71·\65'i1)(7!1)rj
CORPUS CHRISTI, TX -

--------· TYPIST: I (b)(6),(b)(7)(C) I 
----------------------L--O~F F I C I A L U S E 0 N L Y 
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ICE 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER ~....l ___ (b-)(7->(_E> __ ...Jr 
··-- REPORT NtJMBER.:OOS·--····--
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~ DEPARTMENT OF -~-~~~~LAND SE-CURITY ______ T: _____ PAGE _____ 3 _____________ --------

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 005 

--- --- --------·---·----···-----··-

DETAILS OF INVESTIGATION: 

In April 2006, the United States Homeland Security Investigations, Cyber 
Crimes Center, Child Exploitation Section, initiated an investigation into a 
criminal o~~anization operating a commercial child pornography website known 
as 1..;\::!Z'!;~':~!i.;J;:;;~ti!~~J. The investigation has revealed the organization is 
operating numerous commercial child pornography websites. Various PayPal 
accounts to process the payments for access to the member-restricted websites 
have been identified. A joint investigation titled Project Flicker ~ has 
sent a collateral request to ASAC/Corpus Christi for investigation to 
substantiate the potential leads within ASAC/CC 1 s AOR developed by Project 
Flicker. 

ASAC/Corpus Christi HSI Agents determined I (b)(B),(b)(7)(C) I is currently residing 
in Atlanta, GA. Corpus Christi agents sent a collateral request for further 
investigation. 

ASAC/Corpus Christi HSI Agents determined I (b)(B),(b)(7)(C) I is currently residing 
in Knoxville, Tennessee. Corpus Christi agents sent a collateral request for 
further investigation. 

(b)(B),(b)(7)(C) I was sentenced to 120 months in the custody of the Bureau of 
Prisons. 

I (b)(B),(b)(7)(C) I was sentenced to 51 months in the custody of the Bureau of 
Prisons. 

(b)(B),(b)(7)(C) I was sentenced to 60 months in the custody of the Bureau of Prisons. 

'----(b-)(6_)._(b)_(7_)(C_) __ ~I was sentenced to 240 months in the custody of the Bureau of 
Prisons. 

'--~(~b)~(B~),(~b)~(7)~(c~)--~l was sentenced to 120 months in the custody of the Bureau of 
Prisons. 

AUSA I (b)(B),(b)(7)(C) I declined prosecution of I (b)(B),(b)(7)(C) 

to the District Attorney•s office for prooecution. 
L The case was referred 

All investigative leads have been exhausted; therefore this case is closed. 
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REQUESTED BY: (b)(7)(E) 
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DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE··rn 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
.... ~ ... ·-· ···---

TITLE: PROJECT FLICKER 
...... 

CASE STATUS: INT.ERIM RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
100507 071707 ~ 002 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 
_..,,_ . 

TYPE OF REPOR'l': 
OTHER INFORMATION 

TOPIC: INDIVIDUAL CASES OPENED FOR EACH TARGET 

SYNOPSIS: 9 

The ICE SAC San Juan received information from the ICE Cyber Crimes Center 
{C3) regarding an investigation into individuals who purchased access to 
websiteo containing child pornography. Four individuals from Puerto Rico have 
been identified as possible suspects in the investigation. The SAC San Juan 
is investigating this matter to identify the suspects and determine their 
involvement in child pornography. 

Results from Grand Jury subpoenas previously served have been received and 
additional subpoenas requesting further information are being served. 
Individual cases are being opened for each of the four targets in Puerto Rico. 
Details of the information obtained and status of each investigation will be 
documented in the corresponding individual cases. This case will continue to 
monitor general investigative activity related to the operation in Puerto 
Rico. This investigation continues. 

~--~DI~I;STRIBUTION: 
I (b)(7)(E) I 

SIGNATURE• 
~~-----------(-b>_(s_>,(_b>_(7>_(c_> __________ ~l SPECIAL AGENT 

APPROVED: 

ORIGIN OFFICE: SJ 
SAN JUAN 1 PR - SAC 

TYPIST: J (b)(B)~b)(7)(C) ... I 
----------------------~--O~F=-F=-I=-C~I~A~L~~U~S~E~~O~N~L~Y~ 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 
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....----.......... D-E_P_A_R_T_M_E_N_T_O_F-HO_M_E-LAN--0-S_E_• C-U-RITY ----- TECS -ACCESS CODE ~.------·······-·· 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER ._l ___ (-b)-(7)-(E_> __ _.r 
TITLE: OPERATION FLICKER - BOISE AOR LEADS 

-- ---·------··~-=---=---==-==,----==,.......,~,----------------------:--------CASE STATUS: INIT RPT ' 

, ----R=E---~o-8 R--3 T--1 ~?--=-:-=~~-=:=-___ -__ -_--,1.----=o-:A:-::T=_E=-_o____, ___ ~i ____ ; ___ ~_~_N_E_D ___ I __ PROG~ ~~~-E IR·-_E-P--~--~-i_N_o_. -----

RELATED CASE NUMBERS: 

COLLATERAL REQ: 
'· 

I---=-==-==-------·--------------·----·--------·-------------··-------------------------
TYPE OF REPORT: 

OTHER INFORMATION 

=T-=-o-=P-=I-=c=-:--=c=-=-A--=s=E,..----,0-:P-E-=-N=I=N~G-=------·-----------

SYNOPSIS: 
The Resident Agent in Charge (RAC) Boise, Idaho received information derived 
from 11 0peration Flicker" relating to the distribution of child pornography 
through the Internet. In April 2006, Immigration and Customs Enforcement's 
Cyber Crimes Center, Child Exploitation Section initiated an investigation 
into a criminal o~~anization operating a commercial child pornography website 
known as ui.J::!Z'!;~':~!i.;J;:;;~ti!~~J." The investigation has revealed that the same 
organization is operating numerous commercial child pornography websites which 
utilize PayPal accounts to process the payments for access to the member 
restricted websites. This case serves as an umbrella case for all of the 
Operation Flicker suspects that reside in the RAC Boise area of 
responsibility. 

RAC Boise is gathering identifying data and conducting background 
investigations on each of the fifteen targets identified as residing in the 
RAC Boise AOR. Detailed information on each target to follow. 

QISTRIBrTION: 
(b)(7)(E) 

SIGNAT~U~R~E~:------------~ ---~==~--~~~~~~ 
(b)(B),(b)(7)(C) f"' SENIOR SPEC AGENT 

---------------~---------~----------------------------

APPROV~E~Q~·~~~~----------~----------------=== 
L---------~(~b)~(6)~,(b~)(~7)~(C~>----------~j RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: EB 
BOISE, ID - RAC 

TELEPHONE: 602 

---------,--,---li('hib):i'R(Gii).(hi'lb) -----------
TYPIST: 1 c ,--- -=--~-:::--:---::::--::::-=-:;-=:;:;-=-~.....l.!.l:l.!;:.I...J-------------·· ··-

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 684 of 929 



REQUESTED BY: (b )(6), (b )(7)(C) 
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--····-· ( DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE b 

ICE -PAGE 1 
R E p 0 R T 0 F I NV E S T I G A T I 0 N 

CASE NUMBER I (b )(6), (b )(7)(C) 
I 

........ _.,_ 

TITLE: OPERATION FLICKER - RI 

CASE STATUS: !NIT RPT 

-··---· 
REPOR'r DATE DATE ASSIGNED PROr-'DhM CODE REPORT NO. 

092807 090607 lJMLJ 001 ) 

RELATED CASE NUMBERS: 

···-- ·····--- ·····-· _,.., ... .. ---
COLLA'rERAL REQ: 

.. 
TYPE OF REPORT: 

INVESTIGATIVE FINDINGS 

TOPIC: INVESTIGATIVE FINDINGS ON OPERATION FLICKER - RI POTENTIAL VIOLATORS 

SYNOPSIS: 
SYNOPSIS: 

RAC I Providence is initiating an investigation in concert with Operation 
Flicker. This investigation has revealed that there are potentially sixteen 
violators in the Rhode Island area. RAC Providence will work in concert with 
other law enforcement in Rhode Island to determine if these persons are 
involved in the transmission of child pornography. 

This Report of Investigation will identify the information gathered from 
Accurint and Autotrack and NCIC Criminal History results on the sixteen 
potential violators in the Rhode Island area. 

DISTRIBUTION: 
(b)(7)(E) I 

··------S-IGNATURE: 
(b )(6), (b )(7)(C) ___ _, SPECIAL AGENT 

APPROVED; 
(b)(6),(b)(7)(C) ___ _. RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: PF~---- TEL-EPHONE: 401 521(S)(~c\b)(l)~ 
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···---.. · -· TYPIST: l(b)(6),(b)(7)(C)I 
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 
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CASE PROGRAM CODES: 

(b)(7)(E) I 
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N -r==::: NU~BER I (b)(7)(~ 
1---;;PORT NUMBER: 001 

DETAILS OF INVESTIGATION: 

Information gathered front Accurint and Autotrack on Operation Flicker•s 
oixteen posoible violators in Rhode Island is identified below. In addition 
to Accurint, and Autotrack 1 NCIC Criminal History results are also identified. 

Address: (b)(B),(b)(l)(C) e terly, RI 02891 
Telephone Number: 401-32L...-....u.;.),---' 
NCIC: No identifiable record 

Addreso: Cranston 02910 
2nd Address: (b)(B),(b)(7)(C) Cranston, RI 02905 
Telephone Number: 401-94 
NCIC: No identifiable re~~___, 

SSN: 
Address: (b)(B),(b)(7)(C) 

Telephone Number: 401-82.~~___, 
NCIC: Positive 
FBI Number: -~~ t~oJ""'tB""'J,~..,~{"~2"'\tc .... ,, ... to.,..,J I 
State Identification Number: (b )(6), (b )(7)(C) 

Addreso: (b)(B),(b)(7)(C) Woonsocket, RI 02895 
Telephone Number: 401-7 c 
NCIC: No identifiable record 

~------~(b~)(~B>~.(b~)(~7>(~c~>------~' Johnston, RI 02919 
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Telephone Number: 401- 94 l loll~~\01l'1 1 and 
NCIC: Positi,~ 
FBI Number: [}6>· i~ii~~(C), (b) I 
State Identif~cat1on Number : (b)(6),(b)(7)(C) 

Address : (bJ(GJ,(bJ(7)(C) RI 02915 
•relephone Number: 401- 4 
NCIC: No identifiable re~-c-o~r~d~ 

SSN: 
Address : (b)(S),(b)(7)(C) 02825 
Telephone Number: 401 - 3~~._~ 
NCIC: Positi~~ 
FBI Number : ~'~'(fi~bit~G)"'"'.~~:"!T"~~~l"!''\(~c)"'"'. tb:T"1) I 
State Identification Number: (b )(6), (b )(7)(C) 

I b)(G),(b)(7)(C) 

DOB : I (b)(G),(b)(7)(C) 

r=::: N~BER I (" )(7)(E) 

1---;;;0RT NUMBER: 001 

SSN: ~~r===~~~~--~ 
Address : I (b)(S),(b)(7)(C) I, Providence, RI 02906 
PO Box: I (b)(6),(b)(7)(C) I, Barrin~~ qn. RI 

I (6}( . oJ[fT r Telephone Number: 4 01 - 27 r and 
NCIC: Posit~·~~~~~ 
FBI Number: (b)(G),(b)~~(C), (b)( 7) 

DOB: 
SSN: 
Addres s : (b)(G),(bl(7><C> erland, RI 02864 
Telephone Number: 401- 65 c 
NCIC: No identifiable r e cord 

(b)(6),(b)(7)(C) 
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0

1--:::: N~BER '----(b-)(l-)(-E) __ _, 
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C 0 N T I N U A T I 0 N REPORT NUMBER: 001 

Address: I (b)(6),(b)(7)(C) I, MA 02721 
Te 1 ephone Number : 50 8- 6 71 (b)(6((:(

1
b)(l) 1 

NCIC: Positi~v~e~~~~ 
FBI Number: I (DJ(BJ,~~{~~\ttJ,(DJ I 
State Identification Number: (b)(6),(b)(7)(C) 

Address: (b)(6),(b)(7)(C) ouis, MO 63109 
Previous Address: (b)(6),(b)(7)(C) , Providence, RI 02904 ~ 
NCIC: Negative 

DOB: 
SSN: 
Address: (b)(6) (b)(l)(C) • Bristol, RI 02809 
Telephone Number: 401-2sll6

1l%\
6101 1 

NCIC: Negative 

DOB: 
SSN: 

(b )(6), (b )(7)(C) 

Address: (b)(6),(b)(l)(C) nston, RI 02910 
Telephone Number: 401-46'--~~~ 
NCIC: Positi~v~~~~~~ 
FBI Number: I tBJ(G),~~UG{tC/.tBI I 
State Identification Number: 

DOB: 
SSN: 
Address: (b)(6),(b)(7)(C) 

NCIC: Positi.~v~e~~~~ 
FBI Number: I (UJ(GJ,~~~~~{tc),(UJ I 

(b )(6), (b )(7)(C) 

, Narragansett, RI 02888 
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PAGE 6 

cAsE Ntir;fsER 1 (b)(7)(E) 

REPORT NUMBER.~ 001 

~:-1-.-~':":""::"'~':":""""1---------------------· -----·-----·---·---SSN: (b)(B, 

Address: (b)(B),(b)(7)(C) RI 02879 
~--~~~~~-------~' Wakefield, RI 02879 Previous Address: 

Telephone Number: 
NCIC: Negative 

The investigation continues. 
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ICE 
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TITl,E: OPERATION FLICKER - RI 

CASE STATUS: CLOSING RPT 

TECS ACCESS CODE (b 

--- ·-----''· 
PAGE 1 

CASE NUMBER I (b)(7)(E) 

REPORT DATE 
091809 

DATE ASSIGNED 
090607 

PRO~ CODE REPORT NO. 
038 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMA'riON 

'l'OPIC: CLOSING OF INVESTIGATION 

---------.. ·---.. ···--.... ---.. ---
SYNOPSIS: 

SYNPOSIS: 
RAC I Providence is initiating an investigation in concert with operation 
Flicker. This investigation has revealed that there are potentially sixteen 
violators in the Rhode Island area. RAC Providence will work in concert with 
other law enforcement in Rhode Island to determine if these persons are 
involved in the transmission of child pornography. 

This Report of Investigation documents the closing of this investigation. 

DISTRIBUTION: 
(b)(7)(E) I 

STGNhTilRE I 

(b )(6), (b )(7)(C) SPECIAL AGENT 

APPROVED: 
I (b )(6), (b )(7)(C) I RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: PF ... ·-.--···-·TELifPHONE: 401 
PROVIDENCE, RI - RAC 

-----T=y=p ..... r---s"'"""T-:-11(-b)(-6)-.(b-)(-7)(-C),r---... --....... -

~---.... ·--- ------------'--·0 F F I C -I A L U S E 0 N L Y 
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CASE NUMBER ~...l ___ (b-)(7->(_E> __ _,r 

CASE PROGRAM CODES: 

(b)(7)(E) 

--·-·-·----·-·--·--;-----~=-"',.,...-___ ~----___....,~~......,...-==-----::--:-----::---···---···-···--·---
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PAGE 3 

CASE NUMBER '-j __ ..;.(b.;.;.)(7..;.)(...;.E> __ ..... r 
REPORT NUMBER: 038 

·------------------------------------······-·--

DETAILS OF INVESTIGATION: 

If new information develops on any targets associated with the original 
Operation Flicker investigation, a new case will be generated. RAC Providence 
considers this investigation closed. 
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ICE 
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TITLE: PROJECT FLICKER LEADS 

TECS ACCESS conE[]· 
PAGE 1 

----CASE NUMBER I (b)(7)(E) 

CASE STATUS: ------------=--------------------------CLOSING RPT 

REPORT DATE 
070909 

DATE ASSIGNED 
091707 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

REPORT NO. 
015 

----------------------------------------------TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: CASE CLOSING 

SYNOPSIS: 
In May 2007, The Immigration and Customs Enforcement (ICE} Resident Agent in 
Charge {RAC) office in Savannah, Georgia received information frgm 
RAC/Birmingham, Alabama and the ICE Cyber Crimes Center (C3) about a national 
ICE investigation named Project Flicker relating to identified subscribers 
that used PayPal to pay for and subscribe to internet websites containing 
child pornography content. RAC/Savannah received information on approximately 
17 targets within the Southern District of Georgia. 

All evidence and statistics have been properly been disposed and entered. This 
case is considered CLOSED 

CASE CLOSED . 

..,..----=:-=-:==-===-=-=-::--------.------::--· DISTRIBUTION: SIGNATURE· 
(b)(7)(E) 1 L.------(b_>(_6>_.(b-)(7_>(_c> _____ .....~r sPECIAL AGENT--

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: SV 
SAVANNAH, GA - RAC 

SPECIAL AGENT ___ _ 

TELEPHONE: 91~---

_ _!YPIST: lt7Wctn ________________ ~...-,_,O~F~F:---I=-c---=I-A_L ___ --:-:::U---=-S__.L.,_E 0 N L Y :___~,~......._ ______ _ 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 015 

----------------=--=-=------=--=--=---==----·--=-=----=-···--··-·------·---·----·------0 F F I C I A L U S E 0 N L Y 
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0 F F I C I A L U S E 0 N L Y 
...... ... 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CQDE-ur-· 
ICE -·····---···---·•····-- ------v····--·· 

PAGE 1 
R E p 0 R T 0 F I NV E s T I GAT I 0 N 

CASE NUMBER I (b)(7)(E) r 
--------·-

TITLE: COMMERICAL CP WEBSITE KNOWN AS HOME COLLEC'riON 

CASE STATUS: CLOSING RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
122311 070208 761 003 

RELATED CASE NUMBERS: 
.. 

COLLATERAL REQ: 

--- -·----··-·------- .. 

TYPE OF REPORT: 
OTHER INFORMATION 

-···· ··-·---···-·---·-·· ·' TOPIC: CLOSING OF INVESTIGATION 

SYNOPSIS: 
The HSI office of the Resident Agent in Charge Providence, Rhode Island 
received a collateral requeot from the HSI office of the Resident Agent in 
Charge Birmingham, Alabama (RAC/BI) in reference to Operation Flicker. 
According to PayPal records obtained, an individual located in the Providence, 
Rhode Island area of responsibility is involved in the transmittal of monetary 
instruments from the sale of commercial child pornography website memberships. 

This Report of Investigation documents the closing of this investigation. 

Details follow: 

.------::::-=""-=---===,....,..,..,~---...-------,:-=-::::-:-:::--=-::-==-:=--------·--·--------··---··--------------r-

DTSTRTBIITION · .--.... s .. rlo.loG"'N..,.A;;,.To~o.~lo.l.jJR..,E ........ · ------------------------
(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 

,, 
APPROVEPi 

(b)(B),(b)(7_>(_c> _____ ___.r-·RAC _::-RESIDENT AGENT IN 

--------··-----------·---------.....----~--------r~~~-ORIGIN OFFICE: PF 
PROVIDENCE, RI - RAC 

-----------------------· ---------0 F F I C I A L U S E 0 N L Y 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER :-00_3 _ _. ....... . 

,, 

1----··----······--·······-·-·-···------········------··---·---···---······--····---------------
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DETAILS OF INVESTIGATION: 

---· --·--·----· 
PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 003 

HSI Providence, Rhode Island received a collateral request from the HSI 
Birmingham, Alabama (RAC/BI) in reference to Operation Flicker. According to 
PayPal records obtained, an individual located in the Providence, Rhode Island 
area of responsibility is involved in the transmittal of monetary instruments 
from the sa rcial child pornography website memberships. I (b)(B),(b)(7)(C> I 
I tBitb/c\oltJI I (DOB (b)(B),(b)(7)(C> ) has been identified by PayPal as being a processor for 
the member restn.cte child pornography websites. 

L.;.._~...;..;..;..;..;...~ queried the original Case Number ._l ___ (_b>(-7)-(E_> __ _.I' which is now 

If there is another request to attempt to locate and interview l(b)(%\b)(/)1, this 
case will be reopened. Since the original Case is closed. HSI RAC Providence 
is closing this investigation. 

'l'he investigation is closed. 
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0 F F I C I A L U S E 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: PROJECT FLICKER/LOS ANGELES TARGETS 

CASE STATUS: INIT RPT 

0 N L y 

...... 
TECS ACCESS CODE ru 
PAGE 1 

CASE NUMBER I (b)(7)(E) ~ 

------..,.-::--::-=---::c----....----~~--------...------------..----- c-:::=--:-::-~--

- :E~~~;0~ATE ,...-,-=Do=-A-=--T-E-0 AS-6-2 s_9 _;G_7 N_E_D __ : I PR01~I coDE REP~~i NO. 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: DISTRIBUTION OF FLICKER LEADS TO APPROPRIATE AOR'S 

SYNOPSIS: 
I n April 2006, t he Immigr a tion and Customs Enforcement (ICE), Cyper Crimes 
Center (C3), Child Exploitat ion Section (CES}, initiated an investigation i nto 

· · · tion operating a commercial child pornography website known 
a s I victims: and child wi sses' ri 

1
hts • II The investigation has revealed that the same 

organization 1s operating numerous commercial c hild pornography websites. In 
addition, the organization utilizes various Papal accounts to process the 
payments for access to the member-restr icted websites. 

ICE SAC/LA init iated an investigation based on information rece ived from C3 
regarding individuals who have been i dentified as purchasing subscriptions to 
known child pornography we bsites. This case will serve as the primary case 
for the Los Angeles Projec t Flicker targets; however, each individual case 
agent will be required to open their own individual investigative case number. 

DISTRIBUTION: SIGNATURE · 
(b)(7)(E) I (b)(G),(b)(7)(C) SENIOR SPEC AGENT 

--- -- ----- - - -- ------- - --- --- ----- --- - -- --~----- -- -----

APPROVEP; 
~--------~(~b>~<G~), (~b)~(7~)(C~> __________ -JI OI GRP SUPERVISOR 

ORIGIN ... OFFICE: LA 
LOS ANGELES, CA - SA 

,------~-::--~----=T=:-=Y_I?IST: I (b)(~~\b)(7) I 
----------------------~--O~F=-F=-r=-c= I A L U S E 0 N L Y 
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CASE PROGRAM CODES: 

(b)(7)(E) 
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Detai l s of I nvest igation: 

PAGE 3 

CASE NUMBER l._ ___ <b_><_7>_<E_> __ _.f 
REPORT NUMBER: 001 

- --- --- - --- - -·-·····--

In April 2006 , the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3) , Child Exploi tation Section {CES) , initiated an i nvestigation into 
a criminal or aniza tion operating a c ommercia l child pornography website known 
as 11

victims;on .. ildwitnesses'ri lh •
11 The investigation has revealed that the same 

organ~zat1on 1s operating numerous commercial child pornography websites. In 
addi tion, the organization utilizes various Papal accounts to process the 
payments for access to the member- restricted websites. 

SAC/LA Child Exploitat ion Uni t (CEU) received approximately 2000 leads within 
the Ca lifornia area of responsibility {AOR) from t he C3. SAC/LA CEU has been 
designated as the point of contact and distributor of leads to respective 
SAC/LA AOR's . Eac h office within the SAC/LA area has received the targe t lis t 
for their area. 

SAC/LA has appr oximately 217 individuals identified as having made purchases 
from known child pornography webs ites . Approximately 26 of those individuals 
were/are subjects of prev ious or ongoing child pornography invest igat ions such 
as Operation Falcon, Operation Watchdog, Operation Underscore, or Operation 
Emissary I & II . 

SAC/LA will prioritize the target lis t based on e mploymen t , criminal his tory, 
people in public trust positions etc ., and wil l coordinate wi t h the AUSA 1 s 
office to obtain search/arrest warrants or dis tribute leads to local and state 
agencies. 

The SAC/LA investigation continues . 
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REQUESTED BY: (b)(6).(b)(7)(C) 1 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: PROJECT FLICKER/LOS ANGELES TARGETS 

CASE STATUS: 

REPORT DATE 
061608 

INTERIM RPT 

DATE ASSIGNED 
062907 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: EXHAUSTED LEADS CONTINUATION 

SYNOPSIS: 

TECS ACCESS C;DE mr·-·· 
PAGE 1 

CASE .. NUMBER I (b)(7)(E) 

REPORT NO. 
021 

In April 20 06, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES), initiated an investigation into 
a c · · _ · tion operating a commercial child pornography website known 
as 1 victims; en · hild ,mnesses' ri 

1 11 The investigation has revealed that the same 
organization is operating numerous commercial child pornography websites. In 
addition, the organization utilizes various PayPal accounts to process the 
payments for access to the member- restricted websites. 

ICE SAC/LA initiated an investigation based on information received from C3 
regarding individuals who have been identified as purchasing subscriptions to 
known child pornography websites. This report is a continuation of ROI 20 
documenting Flicker subjects who will be investigated if/when additional 
investigative information becomes available. 

lr---~D~ISTRIBUTION: I (b)(7)(E) I 
SIGNATrffm · 

(b)(6),(b)(7)(C) SENIOR SPEC AGENT 
-- ------- -- --------------- -- -------------- --- ---------

APPROVED· 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

oRIGIN oFFicE: LA TELEPHONE: s62 621 (b)(G(e:<lb)(]) I 
LOS ANGELES , CA - SA 

TYPIST: (b)(6), (b)(7)(C) 
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CASE PROGRAM CODES: 

(b )(6), (b )(7)(C) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 021 
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Detail s of Investigation: 

PAGE 3 

CASE NUMBER ._l_ ........ (b->( .... 6)-, (b-)(7...;.>(;...c>;..____,~r 

REPORT NUMBER: 021 

In April 2006, the Immigration and Cus toms Enforcement (ICE) , Cyber Crimes 
Center {C3), Child Exploitation Section (CES}, initiated an investigation into 
a cri m~R~ o:x;~~~ffion operating a commercia l child pornography website k nown 
as "lvi~rLnd!i~i, ~ . ri;~ts. " The investigation has revealed that the same 
organization is operating numerous commerc ial child pornography websites . I n 
addition, the organization utilizes v arious PayPal accounts to process the 
payments for access to the member-restricted websites. 

The fo llowing individuals have been identif ied as requiring further 
investigative information in order to initiate an investigation regarding the 
purchase of child pornography. If additional evidence becomes a vaila ble , an 
investigation will be initiated. (See ROI 2 0) 

(b )(6), (b )(7)(C) 
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The i nvestigation continues. 

PAGE 4 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 021 
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REQUESTED BY: (b)(6),(b)(7)(C) 
0 F F I C I A L U S E 

r-----····--· DEPARTMENT OF HOMELAND SECURI TY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

--·-·······--·-=----==-=-=:-:-:-:~~,.,..=-:o==-=-:,...,...-..,.-------..,----,-, TITLE: PROJECT FLICKER/LOS ANGELES TARGETS 

CASE STATUS : DISP PENDNG 

0 N L 

TECS 

PAGE 

CASE 

REPORT DATE 
120610 

DATE ASSIGNED 
062907 

PROm CODE 

RELATED CASE NUMBERS : 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: STA'rUS UPDATE OF CASE 

SYNOPSI S: 

y 

ACCESS 

1 

NUMBER I 

CODE rn 

(b)(6),(b)(7)(C) 

REPORT NO. 
025 

r 

In April 2006, the Immigration and Customs enforcemen t (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES), initiated an investigation into 

• •. c tion operating a commercial c hild pornography webs ite known 
as I victims;andchildwi sses' ri

1
hts • 11 The investigation has revealed that the same 

organization is operating numerous commercial c hild pornography websites. In 
addit ion, the organization utilizes various PayPal accounts to process t he 
payments for access to the member-res tricted webs_ites. 

This Report of I nvestigation (ROI) notes that the case was 
Homeland Security Investigations (HS I) Special Agent {SA) 
November 1, 2010. 

ransf.erred to 
(b)(G),(b)(7)(C) on 

SIGNATURE; 
(b)(G),(b)(7)(C) SPECIAL AGENT 

~----·-DISTRIBUTION: 

IL.Jb)(7)(E) I 
; 

--- --- -- --------- ---- --- ---- -------- -- ----- ---- ---- ---
APPROVED; 

(b)(G),(b)(7)(C) SENIOR SPEC AGENT 

ORIGIN OFFICE: I .. A TELEPHONE: 562 6~ (b)(%\b)(l) I 
LOS ANGELES, CA - SA 

----~--------------------~~~---_-__ -T~Y~P~I~S!~:~i_<b~~~~~·)_> ~'----------
------------------- 0 F F I C I A L U S E 0 N L Y 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 025 

t 

·-------------··-···--

CASE PROGRAM CODES: 

(b)(7)(E) 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 

ICE 

R 8 P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 025 

·····-··-········- --·-··--··-·----- ·--------------------- - -----:.:__ ____ _ 
DETAILS OF INVESTIGATION: 

In April 2006, the Immigration and Customs enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES), i nitiated an investigation into 
a criminal or~anization operating a commercial child pornography website known 
as 11 L~(;;>;.:c:;~;;,;er;;::;~~.;;;:;:J" The investigation has revealed that the same 
organization is operating numerous commercial child pornography websites. In 
addition, the organization utilizes various PayPal accounts to process the 
payments for access to the member-restricted we bsites. 

On November 1, 2010, this case was transferred to HSI SA I (b)(GJ,(bl(7J(Cl 1-

This case remains in pending status until all collateral cases are closed, all 
evidence has a disposition, and all statistics are updated. 
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PAGE 1 

CASE NUMBER I (b)(7)(E) 

TITLE: PROJECT FLICKER 

CASE STATUS: 

REPORT DATE 
080608 

OPEN & CLOSE 

DATE ASSIGNED 
073108 

PROGRAM CODE 
~ 

.......... ..... .... ···-:::-::-------,.--- .:-:==-::::----r------1....----,- --- - - - -
RELATED CASE NUMB ERS : L (b)(7)(E) I 

COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER I NFORMATION 

TOPIC: REFERRALS T.O STATEL AND LOCAL LEA'S 

SYNOPSIS: 

REPORT NO. 
001 

- - .. ·····------

I CE RAC/ Cincinnati has received numerous investigative leads from ICE/C3 that 
were generated during an ICE led investigation named Project FLICKER. This 
i nvestigation identified a criminal organization that was operatin~ numerous 

I~J!f!Z~ig;!:l ~~ ~hild pornography webs i tes, i nc luding one known as ujJ'J}IJ~)~;Z;.;!J 

This report of investigation documents the review of the remaining unresolved 
leadz and their distribution to the appropriate State/Local agency. 

DIS'rRIBUTION : 
(b)(7)(E) I 

,.--.w.S IGNATORE ; 
(b )(6), (b )(7)(C) 

A:PROVEQ· 

ORIGIN OFFICE: NN 
CINCINNATI, OH - RAC 

SENIOR SPEC AGENT 

TELEPHONE: 513 6~ (b)(%\o)(/) I 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF 'rHE DOCUMENT. 

Page 709 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G AT I 0 N 
c 0 NT I N U AT I 0 N REPORT NUMBER: 001 

CASE PROGRAM CODES: 

(b)(7)(E) 

,, 
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C 0 N T I N U A T I 0 N 
------------··- .,--,-.,.-- ---

REPORT NUMBERc 001 

DETAILS OF INVESTIGATION: 

ICE RAC/Cinc innati has received numerous investigative leads from ICE/C3 t hat 
were generated during an ICE led investigation named Project FLICKER. Thi s 
investigation i dent ified a criminal organization that was operat~~ nymerous 
~~~~~- @...~.. child por nography websi t es, incl uding one known as "l u.~c~11soJ 

(b ): 18 U.S.C. § 1 • 
3509 d Child victims' • 

Throughout April and July 2 008, SSA~ rev i e we d the unresolved chi ld 
p ornography l eads received from ICE~ distributed them to State and Local 
law enforcement agencies (STL} throughout southwestern Ohio. This information 
was forwarded to the appropriate STL for field intel ligence purposes due to 
the age o f the informa tion. 

The fo llowing is a list of the identified unresolved leads and the STL t hat 
the y were referred. The l ist is divided by the month that the referral was 
made : 

(b)(G),(b)(7)(C) I: 
Referred to Detective I (b)(G),(b)(7)(C) I, Fairfield Township PD ( 513 -7al (b)t~gb>U> I> . 
In formation was provided via te lephone. 

(b)(G),(b)(7)(C) 1: 
Referred to Detective I (b)(G),(b)(7)(C) I, Franklin PD ( 937-74L..I _.:.;.<b.:.:.;><G;.:.:.>·:.;;,<b>.:.;<7.:.:.><c.;.:.>_ ..... b . 
Information was provided via telephone. 

1 (b)(6),(b)(7)(C) 1: 
Referred on, 04/?8/2008 , to ~~~,,~tigator I <~>(G),(b)(7)(Cl 
Prosecutor's Off 1.ce (513 -691( · ]) . Informat1.on was 

I, Warren County 
provided via telephone. 

I (b)(G), (b)(7)(C) I: 
Referred on, 0~~16~2008 , to Detective I (b)(G),(b)(l)(C) I, Butler County Sherif f's 
Off i ce (513-2 d B(%\601h. Information prov ided via tel ephone and in person during 
attempted Knock & Talk. 

(b)(G),(b)(7)(C) J: 
Referred on, 06/09/2008, t~~~~ 
Prosecutor's Office (513 - 6 

(b)(G),(b)(7)(C) I, Warren County 

L...-~--J 
was provided via ~elephone. 

I (b)(G),(b)(7)(C) I: 
Referred on , 06/09/20~ Corporal I (b)(G),(b)(l)(C) I and I 
Owensvi lle PD (513-73~) . Information was p rov ided 
emai l. 

(b)(G),(b)(7)(C) I: 

(b)(6),(b)(7)(C) I I 
via telephone and 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 001 

Re ferred on, 06/10/2008 , t a -···c aptain I (b)(G),(b)(7)(C> I, Troy PD. {937 -3 31 (b)(G),(b)(7)(C> n.·u 
Information was provided via telephone. 

(b)(6),(b)(7)(C) 

Referred on, 06 10/2008, to Sergeant I (b)(G),(b)(7)(C) j, Sidney PD (937~.-4~tOJ(b/r.\61tn l) . 
Information provided via telephone . ~----------~ 

(b)(6),(b)(7)(C) 1: 
Referre~ on 06/11/2008, to Deputy I (b)(G),(b)(7)(C) I, Clark County Sheriff ' s Office 
(93 7- 521 oJl~h\61hj) . Information provided via telephone with fo llow- up·email. 

(b)(6),(b)(7)(C) 

'"='"""""::"'<b_>cs_>._<b_><7~><_C) __ ...... I = 

Referre~~~06/12/ 2008 , to Deputy I (b)(G),(b)(7)(C) L Meigs County Sheriff's Off ice 
(740-9 providE;d via telephone. Per fo llow-up conversation 
with Deputy (b)(G),(b)(?)(C> father 4 (b)(G),(b)(?)(c) h may be the actual target as 
he has been under i nvestigation in another state for molestat i on. 

(b)(G),(b)(7)(C) I: 
Re ferred on, 06/12/2008, to Officer ! 
Information provided via tel ephone with 

(b)(G),(b)(7)(C) I, Eaton 
follow-up email. 

(b)(6),(b)(7)(C) ,, 

Referred on, to Investigator I (b)(G),(b)(7)(C) I. Clermont County She riff' s 
Off ice (5 . Information then passed brti tb,e Sheriff'~ce to 
Detective (b)(6),(b)(7)(C) 1 Union Township PD (513-7s[6><%f)(7> 1, 513-27~). 
I nformation p rovided via telephone, email and in - person meeting . 

(b)(6).(b)(7)(C) 1: 
Referred on, 0~008, to . Invest igator (b)(S), (b)(7)(C) , Clermont County Sheriff's 
Of fice (513-7 3~). Information then passed by the Sheriff's Office to 
Miami Township PD . No contact has been made by Miami Township PD. 

(b)(6). (b)(7)(C) 1 = 

Referred on, 06/12/2008 , to Lieutenant ! (b)(G),(b)(?)(C) I, Shelby Cou ...-~~.....~~ ...... ...t:....li;...t....~ 
Office 37-4~(6)(B/c\oiP>j). Information was then passed to Detective ":-~-:---....,....--__,_ 
(937-4 he had previously worked a mol estation investi y 
2008) where as the alleged subject. During Detective (b)(S),(b)(7)(C) 

inves tigat ion claims t o have thro he household computer and 
other i terns in the dumpsters located at, (b)(G),(b)(?)(C> place of employment 1 Berwick 
Stee l, Piqua, QH Alf items were recovered from the du except for the 
computer. SSA 116)(~c\b)(lf j and Detective l <bl(S),(b)(7)(C) I interviewed b)(S),(b)(7)(C) on 07/07/2008 at 
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(b)(G),(b)(7)(C) residence located at I (b)(G),(b)(7)(C) I, OH. I (S)(~b\S)(l) I admitted to 
subscribing to, viewing and download regul~~ ~S~nography, but never admitted 
to any activities with child pornography. I 0 ~>c l did admit to having issues 
with his · cards in 2006 and again in 2007 and had to cancel both 
accounts. (b)(S),(b)(7)(C> also admitted to previously using a PayPal account to make 
purchases through the Internet, but claimed to not know if t1~ ~~~~ynt was 
still active . At approximately 22 minutes into the interview

6
)( ~ 1 

stated 
that he wanted to talk with an attorney. 

Tom LAWSON: 
Referred on, 06/19/2008, to Detective! (b)(G),(b)(7)(C) L Hamilton PD (513-86ll6/l6),:\oJ(I)P. 
Information provided via telephone with follow-up email . 

(b )(6), (b )(7)(C) 

Referred on, 07/01/2008, to Detective (b)(G),(b)(7)(C> , Dayton PD {93'7-331tollo).:-\61
li11J. 

Information provided via telephone with follow - up email. 

(b)(6),(b)(7)(C) 

r 

Referred on, o:J..i..S).llioos , to Detective (b)(G),(b)(7)(C) , Hamilton County Sheriff • s 
Office (51 3-94~). Information provided duri~~ ~n-Rerson meeting. Hardcopy 
informationa l packe ts were provided to Detecti veoJtbC:\ol(Jj. 

<t\J9~€ff?ft information for SSA I (S)(~gs)(IJ I was. provid~d to af~ected agencies. SSA 
I s_ I also stated that ICE could provLde assLstance Lf requested. 

RAC/Cincinnati case is closed. 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: 

REPORT DATE 
101007 

INTERI M RPT 

TECS ACCESS 

PAGE 1 

CASif.NUMBER ._l ___ <_b>(_7>_<E_> __ ...Jr 

REPORT NO. 
003 I 

DATE ASSIGNED 
040407 

- ---=::-::-:=- --------- __ , ..... ---r--~=--=-.......1.---,_ ___ _ 
RE LATED CASE NUMBERS: (b)(7)(E) 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: CASE STATUS REPORT 

SYNOPSIS: 
The office of the Resident Agent in Charge/S t Loui s received requests for 
assistance from the Cyber Crimes Center (C3) and f rom the Resident Agent in 
Charge/Birmingham, AL , concerning an upcoming nationwide investigation 
targeting commerci al child pornography webs ites and their subscr ibers. The 
i nvestigation has been dubbed Proj ec t Flicker and targe ts eighteen 
member-res tricted chi ld pornography websi tes as well as fourteen individuals 
responsible for the collection and d issemination of subscriber fees. 

One such ind~l is I (b)(G),(b)(7)(C) I of Caseyvil le, IL. A knock-and-ta lk 
interview of ~and se izure of a personal compute r took place on 3/01/0 7. 
Since that time, t his of fice has received information on appr oximately sixty 
subscribers to pay child pornography websi tes. Addi tional details follow. 

QTSTPIBUTIQN· SIGNATURE ; 
.__ _____ .:,.<b>:.:.<B.:.;.>·<:....:b>.:.;.<7.:..:.)(c:..:.> _____ --..Jr .. s ENIOR S~EC AGENT 

(b)(7)(E) 

APPROVED; 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: SU 
ST. LOUIS, MO - RAC _ _ ... 1 (6)(s),(b)( 7)~- ...... - - --

_ ___._ _ __ =-- - - --...,..-.......,.....~-..,.....--:-;;.T-=Y-=-P-=:.I ~T : _ (C) L__ 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER--) (b)(7)(E> 

REPORT NUMBER: 003 
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DETAILS OF INVESTIGATION: 

As reported previously under this case number, on 3/01/07, Federal Bureau of 
Investigation (FBI) agents and local police officers assigned to the FBI's 
Metro East Cyber Crimes and AnaJ~sira Task Force (suburban St. Lo ' conducted 
a k:ock-afd- tal r interview of I (b)(G),(b)(l)(C) I at her residence I (b)(6),(b)(7)(C) 

I (b)~B),(b)(~)(C) , IL 6~232. ~ website listed in a tip to the ~onal Center 
for M1ss1ng and Explo1ted Ch1ldren (NC,~~ ~~f FBI agents to ~. In that 
interview, agents were able to solicit>e:\b 1 cooperation and received written 
consent to search her notebook computer, which she said was used exclusively 
to conduct her ~business" with processing payments through Pay Pal for the 

i·e under investigation. At the request of Senior Special Agent (SSA) 
(b)(B),(b)(7)(C) of C3, this office coordinated efforts with the FBI'~ Metro East 

Cyber Crimes and Analysis Task Force. 

(b )(6), (b )(7)(C), (b )(7)(E) 

The investigation is continuing. 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 716 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 
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PAGE 4 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 003 

,, 
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REQUESTED BY: (b)(6),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L y ;. 

DEPARTMENT OF HOMEI,AND SECURITY TECS ACCESS 
ICE 

C?DE ~t----·····--

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

cAsE NUMB.ER ... 1 ___ (_b).;_(7..;.)(E_) __ ....Jr 
------~-:-::-:~--------------------....r7(b::\:)(;:;,3)::;: 1 ;;:8 U~.S~.C=:-_ ~§ 3:;:;5~09:::-::(d:-:-:) C~h~ild~---------------

TITLE: COMMERICAL CP WEBSITE KNOWN AS victims' ~mdchildwitnesses' ri hts. 

CASE STATUS: INTERIM RPT 

REPORT DATE 
021308 

DATE ASSIGNED 
040407 

PROG~ CODE 
004 I 

REPORT NO. 

RELATED CASE NUMBERS : (b)(7)(E) 1---=----

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: CASE STATUS UPDATE 

SYNOPSIS: 
The office of the Resident Agent in Charge/St Louis received reques ts for 
assistance from the Cyber Crimes Center (C3) and from the Res ident Age nt in 
Charge/Birmingham, AL , concerning an upcoming nationwide investigation 
targeting commercial child pornography websites and t hei r subscribers. The 
investigation has been dubbed Project Flicker and targets eighteen 
member-restricted chi ld p ornography websites as well as fourteen individuals 
respons ible for the collection and dissemination of subscriber fees. 

One such individual is I (b)(G),(blC7lCC) I of Caseyville, IL. A knock-and-talk 
interview of 1(6/}~/c\6'1 a nd seizure of a personal computer took place on 3/01/07. 
Since that time, t his off ice has received information on approximately sixty 
subscribers to pay child pornography websites who reside in the St Louis area. 

DISTRIBUTION: 
I 

(b)(7)(E) 

SIGNATURE ; 
E 

(b)(6),(b)(7)(C) 

APPRQVED: 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE : SU 
ST . LOU IS, MO - RAC 

SENIOR SPEC AGENT 

SPECIAL AGENT 

TELEPHONE= · 314 5 31 (bj(~go)(IJ I 
___ T_Y_P_{sy-j<GH~c\bltnj --···--
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 004 

r 

------------------------ _____________ ........:.:.. ____________ ··----

CASE PROGRAM CODES: 
r-------------------------------------~------

(b)(7)(E) 

n 
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ICE 

CASE NUMBER I (b)(7)(E) r 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

C 0 N T I N U A T I 0 N REPORT NUMBER: 004 

DETAILS OF INVESTIGATION: 

As reported previously under this case number, I (b)(G),(b)(7)(C) I was identified as 
one of several PayPal payment processing subjects associated with: the 
investigative activity conducted under Project Flicker. The office of the 
Resident Agent in Charge/St Louis (RAC/St Louis) continues to pursue 
invest igative leads on numerous subscribers to paid child pornographic 
websites identified through Project F · . From the onset of this 
.inves tigation, i t was understood that (b>j

6
>(;Cb> and the other PayPal payment 

processor subj ec ts throughout the U.S . would be prosecuted for several 
possible violations in Birmingham, AL, among them, acting as an unregis tered 
money remitter. 

SSA I (b)(G),(b)(7)(C) I of the ICE Cyber Crime~er (C3) has advised that the 
details of any criminal charges against ~and the other PayPal subject are 
still being worked out wi t h the U.S. Attorney'~ ~~t ~fe in Birmingham, AL. The 
RAC/St Louis office is still in possession of I 6><j )7 notebook com{'>uter which 
she used for her PayPal 11 business", a forensic i mage made of the hard drive of 
that notebook PC, and bank records which had been subpoenaed from the 
RAC/Birmingham office . It was requested that the RAC/S t Lou i s office ma i n tain 
these items until an agreement could be worked out with the U.S. Attorney's 
Office in Birmingham. Thi s office is currently working on numerous subscriber 
l eads which have been received through Project Flicker in the RAC/St Louis 
Area of Responsibility. For each of those subj ects with prosecution 
potential, a separate case number will be opened. This case is being kept 
ope n for general investigative activity related to Project Flicker, as wel l as 
f or the pur ose of res ending to any additional requests for ass istance 
regarding (b)(6),(b)(7)(C) from C3 or the RAC/Birmingham. 

The investigation is continuing. 

UNDEVELOPED LEADS: NONE 

r.> 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: DISP PENDNG 

0 N L 

TECS 

PAGE 

CASE 

REPORT DATE 
071408 

DATE ASSIGNED 
04 04 07 

PROG~ CODE 

RELATED CASE NUMBERS: (b)(7)(E) 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: UPDATE - CASE PLACED INTO PENDING STATUS··· 

SYNOPSIS: 

y 

ACCESS 

1 

NDr·iBER I 

CODE m-· 

(b)(7)(E) 

REPORT NO. 
~- 005 

The office of the Resident Agent in Charge / St Louis received reques t s for 
assistance from the Cyber Crimes Center (C3) and from the Resident Agent in 
Charge/Birmingham, AL, concerning an upcoming nationwide investigat ion 
targeting commercial child pornography websites and their subscribers. The 
i nvestigation has been dubbed Pro j ect Fl i cker and targets eighteen 
member - restricted child pornography websites as well as fourteen indi viduals 
responsible for the collection and dissemination of subscriber fees. 

One suc h indi vidual is I (b)(G),(b)(7)(C) I of Caseyville, IL. (b)~G~(b) has cooperated 
with invest igators and was placed in contact with agents from the 
RAC/Birmingham. Project Flicker leads will continue to be worked as 
individual investigations. 

DT STR TBUT...,jio..~o,O"""'N'"'·......_ ___ 

(b)(7)(E) 

SIGNATURE; 
(b)(6),(b)(7)(C) SENIOR SPEC AGENT 

APPROVED• 
(b)(6),(b)(7)(C) RAC-RESIDENT AGENT IN 

ORIGIN OFFICE: SU 
ST. LOUIS, MO - RAC lliM~~------

:--:::--::o--,.,.......,::---c:---:-----::-::- ~~-=----:T'::-Y-:P:-'I"":S:":-T.....,;: (b)(G~~b ><
7
> · ·····---
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ICE 

R E P 0 R T 0 F I N V E s T I G AT I 0 N 
CASE NUM-BER1 ... ___ <b_l<7_><_E> __ ___.r 

c 0 N T I N U A T I 0 N 
:=-=-=-=-=:--:-:~~=--~:::----.... --- -
REPORT NUMBER: 00 5 

DETAILS OF INVES'riGATION: 

As reported previously under this case numbe r, I (b)(S),(b)(7)(C) I was ident i fied as 
one o f several PayPal p ayment p r ocessing subjects associated with the 
investigat i ve activity conducted unde r Proj ect Fl icker. The offic e of the 
Resident Agent in Charge/St Louis {RAC/St Louis} continues to pur$Ue 
investigat i ve leads on numer ous subscribers to paid child pornographic 
webs ites identified through Project F · . From the onset of this 
inves t igation , it wa s understood that (b>j

6
>c(bl a nd the other PayPal payment 

p r oces sor subjects throughout t he U.S. wou d be p rosecuted for seyeral 
possible violations in Birmingham, AL, among them, a cting as an unregistered 
money remitter. 

SSA (b)(G),(b)(7)(C) of the ICE Cyber Crime~er { C3) has advised that the 
deta~ s o any criminal charges against ~and the other PayPal subject a re 
stil l being worked out with the U.S. y's Office in Birmingham, AL. 
'!'his office has pre viously retrieved (b)(~~~b)(J) notebook computer from the FBI, 
Fairview Heights, IL, fiel d office, an on /18/08, transferred it to the 
~Birmingham. Criminal charges are still pending i n Birming ham, AL, against 
~ a nd t he fourteen o ther PayPal payment proces sors identif ied throug h t h is 
~nvestigation. . 

This office is currently working on numerous subscriber leads which have been 
received through Project Flicker in the RAC/ S t Louis Area of Responsibility. 
Fo r e a ch of t hose subj e cts with prosecution poten tial, a s eparate case number 
will be opened. This case is no longer being kept open for general 
i nvestigative activity related to Pro j ect Flicker, and will be placed into 
Pending status at this time, until t he notebook compu ter seized i n this 

0 

investigation is disposed of. 

UNDEVELOPED LEADS: NONE 
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REQUESTED BY: (b)(G),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE 1!1 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

NUMBER I CASE (b)(7)(E) r 
TITLE: COMMERICAL CP WEBSITE KNOWN As " (b)(;j) Hl u.~. . § 3509(d) Child r-

Vi~i,;.,~ , Rnrl rnilrl >~•itne>oocoo' rinhtc 

--······-·· 
CASE STATUS: INTERIM RPT I) 

----·~---4---.... ·---··----· ·- --
REPORT DATE DATE ASSIGNED PRO~ CODE REPORT NO. 

121808 040407 (b)(7) 006 E 

-··· ·---·-·······--·--·· -·············· ········· ··· '~--

RELATED CASE NUMBERS : I (b)(7)(E) I 
-··-···-·· 

---·-········-· 
COLLATERAL REQ : 

······-······ ·········· TYPE OF REPORT: 
INVESTI GATIVE FINDINGS 

'TOPIC' CASE REMAINS IN PENDING STATUS 

SYNOPSIS: -------------------------------------
The office of the Resident Agent in Charge, St Louis , MO, received r equests 
for assistance f rom the Cyber Crimes Center (C3) a nd from the ReBident Agent 
in Charge, Bi r mingham , AL, concerning an upcoming nationwide investigation 
targeting commercial chil d pornography websites and their subscribers . The 
i nvestigation has been dubbed Project Fl i c ker and targets eighteen 
member - rest r i c t ed child pornography web sites a s we ll as fourteen individuals 
r e spons ible for the co l lection and dissemination of subscriber fees . ,., 

One such individ ual is I ) bl(G),(blt 7l(C) I of Caseyvil le , IL . 1'6/t~/c\ol l has c ooperated 
with invest igators and was placed in contact with agents from t he 
~~~~~? fmingham. Th i s case remains in Pending status due to t he fact that 
I 0 

=(laptop c omputer is s till being held as evidence . Addit ional detai l s 
follow. 

QISTR IBUTI ON : 

(b)(7)(E) 

SIGNATURE: 
L.----------~(b~)(~6)~, (b~)(~7)(~C) _________ ___,J SENIOR SPEC AGENT 

APPROVED· 
L-----------~(bl~(G~), (~bl~(7~)(C~> ----------~~ OI GRP SUPERVISOR 

ORIGIN OFFICE: SU 
ST . LOUIS, MO - RAC 

TELEPHONE: 314 53~ 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE-· NUMBER I (b)(7)(E) 

REPORT NUMBER: 006 

,, 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF I NVESTIGATION : 

PAGE 3 

CASE NUMBER ._I ___ <b....;><....;7><;....E> __ .....,~r 

REPORT NUMBER: 00 6 

As reported prev ious ly under this case number, (b)(6),(b)(7)(C) I was identified as 
one of s everal PayPa l payment process ing subj ects associated with"the 
i nvestigative activity conducted under Proj ec t Flicker . The office of the 
Re s ident Agent in Charge, St Louis, MO, (RAC/St Loui s) continues to pursue 
i nvestig a t ive leads on numerous subscribe rs t o pa id c hild pornogra phic 
webs ites identif ied throug h Project Flicker . From t he o nse t of thi s 
i nvestiga tion, it wa s unders tood that HIGH and the o ther PayPal payment 
p r ocessor s ubjects throughout the u .s . would be prosecuted f o r several 
possible v i o lations in Birming ham, AL, among t hem, acting a s an unregistered 
money remitte r. · 

SSA 1. (b)(G),(b)(7)(C) I <;>f . the ICE Cyber C~ime~ter ( C3) has advised that. t he 
deta~ls o f any cr1m1nal charges aga1nst~ and the o ther PayPal subJect are 
still being worked out with the u .s . y 's Office in Birmingham, AL. 
This office has p revi ous l y r etr ieved (b)(6),(b)(7)(C) note book comp u t er from t he FBI, 
Fai rview Heights , IL , fi eld of fic e, a nd o n 3/18/08 , t r a nsferred it to the 
~irmingham. Cr iminal charges are still pending in Birmingham, AL , a gains t 
~and the fourteen other PayPal payment p r ocessors identi fied throug h this 
inv e stigat i on. 

This of fice is current l y work ing on numerous subscriber lea d s which have been 
rec eived t hrough Pro ject Flic ker in t he RAC/St Loui s Area of Responsib i l ity. 
For each of those s t,bjects wi th prosecution potential, a separate case number 
w~ll be opened. SA (b)(G),(b)(7)(Cl I o f RAC/ Birmingham recently advised that 
I 16 ~gs)(J) I note book computer still needs to be main t a i ned as evidence~ and the 
invest igation into t he Pay Pa l t a rgets is now being led b y C3. Th i s cas e will 
remain in Pending status until the notebook computer se ized i n t his 
investigation is disposed of . 

UNDEVELOPED LEADS: NONE 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE ) 

ICE 
PAGE 1 

REP O RT 0 F I N V E s T I G A T I 0 N 
NUMBER I CASE (b)(7)(E) I 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 

CASE STATUS: INTERIM RPT 

REPORT DATE 
053109 

DATE ASSIGNED 
04 04 0? 

---.----------.,.--~--------r--·····-')~:-::--:,....,.,.... ___ _ 
PROGRAM CODE REPORT NO. 
~ 007 

RELATED CASE NUMBERS: (b)(7)(E) 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC : CASE UPDATE - PENDING I NVESTIGATION 

SYNOPSIS: 
The off i ce of the Resident Agent in Charge/S t Louis received r equests for 
assistance from the Cyber Crimes Center (C3) and from the Resident Age nt in 
Charge/Birmi ngham, AL, concerni ng an upcoming nationwide investigation 
targe ting commercial child pornography websites and t heir subscribers. The 
investigation has been dubbed Project Flicker and targets eighteen 
member-res tricted chi ld pornography websites as well as fou rteen indi viduals 
responsible for the collection and dissemination o f s ubscriber fees. 

One such i ndividua l is I (b)(G),(b)(7)(C) I of Caseyvi l le, IL. 
with invest igators and was placed in contact with agents rom the 
RAC/Birmingham. This repor t seeks t o update the status of the inves tigation. 

C'TCNl\ TClpF. 

(b)(6),(b)(7)(C) 

APPROVED· 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: SU 
ST. LOUIS , MO - RAC 

SENIOR SPEC AGENT 

RAC -RESIDENT AGENT IN 

TELEPHONE : 314 s1 <b><6(e:<,b><7> I 
TYPIST: b) G),(b)(7> 

0 F F I C I A L U S E-!::;• ~O~N~L~Y~~~c~....J-···------
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C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBERl (b)(7)(E) 

REPORT NUMBER: 007 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

RE PORT NUMBER: 00 7 

As reported previous ly under this case number, (b)(G),(b)(7)(Cl I was identi f ied as 
one of several PayPal payment processing subjects associated with~the 
investigative activity conducted under Proj ec t Flicke r. The office of the 
Resident Agent in Charge/St Louis (RAC/St Louis} continues to pursue 
investigative leads on numerous subscribers to paid c hild pornographic 
websites identified through Projec t F~. From the onset of this 
investigation, it was understood that~ and the o t her PayPal payment 
processor s ubjects throughout the u.s. would be prosecuted for several 
possible violations in Birmingham, AL, among them, acting as an unregistered 
money remitter. 

SSA I (b)(G),(b)(7)(C) I of the I CE Cyber Cr ime ter ( C3) has advised that t he 
details of any criminal charges against (b)~G>c(b) a nd the o ther PayPal subject are 
still being worked out with the U.S. Attorney's Office in Bir mi ngham, AL. 
This office has previously retrieved I 15)(%\6)(1) I notebook computer from the FBI, 
Fa irview Heights, IL , field offi ce, and on 3/18/08 , transferre~o the 
RAC/ Birmi ngham. Criminal charges are still pending in against~ and the 
four teen other PayPa l payment processors ident ified through this 
investigation. 

Th is case is no longer be ing kept open for genera l investigative activi ty 
related t o Projec t Flicker, and has been placed into Pending status unti l the 
notebook computer se ized in this inves tigation is disposed of. 

UNDEVELOPED LEADS: NONE 
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REQOES'TED BY : (b)(6),(b)(7)(C) 1 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS : CLOS I NG RPT 

TECS ACCESS CODE > 

PAGE 1 

CASE NUMBER ._I ___ <_b>(_7>_<E_> __ ...Jf 

REPORT DATE 
100609 

DATE ASSI GNED 
040407 

PRO~ CODE REPORT NO. 
008 

RELATED CASE NUMB ERS: (b)(7)(E) 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: EVIDENCE RETURNED - CASE CLOSING 

SYNOPSIS : o 

Th i s invest igation was o pened based upon information received f rom the ICE 
Cyber Crimes Center (C3) and f r om the Resident Agent in Charge/Birming ham, AL, 
c oncerning commercial child pornography websites and their subscribers, later 
known as Proj e ct Flicker. Project Flicker targeted eighteen member - restricted 
c hild por nography websi tes as well as f ourteen i ndividuals responsible for the 
c o llection and dissemination of subscriber fees. 

I I 
. (b)(6).(b) 

One such individual is (b)(6),(b)(7)(C) of Caseyv1.lle, IL. 7 c has cooperate d 
with inve s tigators and was placed in contact wi t h agents from the 
RAC/Birming~ Evide nce seize d in the investigation has recently b een 
returned to~' and this i nvestigation is being closed a t this time. 
Additional d etails follow. 

DISTRIBUTION ; 

(b)(7)(E) 

SIGNATURE: 
'---------:<.:;;:b)~(6.:.:.l),(.:;,l.b)(~7)~(c:!.> _____ ....JI ... SENIOR SPEC AGENT 

AppROVEQ ; 
(b )(6), (b )(7)(C) 

ORI GIN OFFICE: SU 
ST. LOUIS, MO - RAC 

RAC- RES IDENT AGENT IN 

TELEPHONE : 314 

n:J(b)(6).(b)(7)C ....... 
- -.,.-----:!::-----:::--'T;;..;Y;;..;P=--I.:.:.:S.!uL. -l;(C:.!..) .....t,-------- - -
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBERi (b)(7)(E) 

REPORT NUMBER: 008 

r 
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0 F F I C I A L U S E 0 N L Y 

DE~ARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

~AGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 008 

As reported previously under this case number, (b)(G),(b)(7)(C) I was identifie d a s 
one of s e veral PayPal payment p r ocessing s ubjects assoc iated with t he 
investigative activity conducted under Project Flicker. The office of the 
Res i dent Agent i n Charge/St Louis (RAC/St Louis) pursued investigative l eads 
separate l y on numerous subscribers to paid child pornographi c web8ites 
i dentified through Project Flicker. 

SSA I (b)(G),(b)(7)(C) I of the ICE Cyber Crimes Center (C3) and SA l...rr\5il"G'~(bt.:-)(:.:;G>:;.:,· (b~)(~7>~(c~>--...J 
of RAC/Bi rmingham ha ve advised t hat criminal charges against L...L..(.liJ..Ol..J·. a nd the 
other PayPal subj ect~ )W~ been declined. Both also advised that'the evidence 
seized in this case, I (bS'c;l;u>m I notebook comp · c h she used to process the 
PayPal payments, can be returned to her. notebook PC was not found to 
contain a ny contraba nd files. 

r 

I toJt~h\6101 I Toshiba note~aak pc w as =rturne d by SA (b)(G),(b)(?)(c> t o SA I (6/}~/.:-\61 L and was 
then turned over to I ..;b)(G),(b)(?)(c> _ on 8/06/09. · signe~ Fo:?ms 605JS a nd 
CBP Form 7605 (Disposition Order) in the presence of SAs ~and I (b)(G),(b)(7)(C) I 
to document the return of the propert y. As no further actlon on this matter 
is anticipated, this case is being closed a t this time. 

UNDEVELOPED LEADS: NONE 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE . ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR I NFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGE1'HER WITH A COPY OF THE DOCUMENT . 

Page 732 of 929 



REQUESTED BY: (b)(6),(b)(7)(C) 
0 F F I C I A L U S E 0 N L y 

r········ DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE ) 

ICE 
PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBERl~----(b_)(7_>(_E> ____ ~f 

TITLE : COMMERICAL CP WEBSITE KNOWN AS (b)(3):18 U.S.C. § 3509(d) Child 
victims' Bnd child witnesses' ri hts. 

CASE STATUS: OPEN & CLOSE 

REPORT DAT-E 
0 61407 

DATE ASSIGNED ...... I PRO~I;W,I, CODE I"" REPORT NO. 

- ---- - -··-.. - - 060607 ______ _ _______ .. _ ___ o_o_1 _ __ _ 
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT:. 
INVESTIGATIVE FINDINGS 

-T-o-Pic-: _o_P_E_N_I_N_G_o_F_ G_E_N_E_RA_L_ c_AsE To TRACK ICE RAC/ PB LE=-=AD:-=-:s=---------- ... - -

identified several subjects targets in the 

s~te offered 1mages 

Al 1 i mre st j gat i ve leads will be r eviewed under ICE RAC/PB case number I (b)(7)(E) I to determine investigative merit and appropriate· adjudication. 

DISTRIBUTION: .... 
(b)(7)(E) I 

SIGNATURE· 
(b)(6),(b)(7)(C) 

APPROVED · 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: PB 
PITTSBURGH, PA - RAC 

SENIOR SPEC AGENT 

OI GRP SUPERVISOR 

TELEPHONE: 412 4~ (b)(6((:C1b)(7) r-
TYPIST: (b)(G),(b)(7)(C) 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: COMMERICAL CP WEBSITE KNOWN AS 

CASE STATUS: CLOSING RPT 

TECS ACCESS CODE rn 
PAGE 1 

CASE NUMBER ._I ___ <b_><7_><E_> __ -Jr 

REPORT DATE 
053107 

DATE ASSIGNED 
051407 

RELATED CASE NUMBERS:-··· -

PRO~ CODE ____ I __ R..:..._E_P_~_~_i_N_O_. __ 

- - - ----------····--COLLATERAL REQ: 

---·--·--·----- --------- -TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC : CASE OPENED IN ERROR 

SYNOPSIS: 
Case was opened in error. The target is located in RAC Raleigh area of 
r esponsibility and will be reassigned as appropriate. 

Case closed. 

DISTR IBUTION: 
(b)(7)(E) I SIGNATURE: 

(b)(G),(b)(7)(C) SENIOR SPEC AGENT 
--- -- ---- -------- --- -- --- ---------- ---- ----- --- ---- ---

appROVED· 
L...-___ ..:..<b.:.:.)(6:.:.:) .~(b)~(7.:.:.)(C:.:.> ___ ___Jr··-· 

ORIGIN OFFICE: WS 
WINSTON/SALEM, NC -

RAC- RESIDENT -AGENT IN 

TELEPHONE: 3 3 6 6 ~ (b)(~k\b)(l) I 
TYPIST: I (b)(G>e:<b><J> 1·· _ ___ ...~...-_ ____ ___ _____ .L.._._---,::,..___ • ( ) ; 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

---···-·---------------

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER; 001 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

Case was opened in error. The targe t is located ·l n RAC Raleigh area of 
responsibili t y and wi ll b e reassigned as appropriate. 

Case c l ose d . 
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REQUESTED BY : (b )(6), (b )(7)(C) I 
0 F F I C I A L U S E 0 N L 

DEPARTMENT OF HOMELAND SECURITY TECS 
ICE 

PAGE 
R E P 0 R T 0 F I NV E S T I G A T I 0 N 

TITLE: COMMERI CAL CP WEBSI TE KNOWN AS 

CASE STATUS: 

REPORT DATE 
06 1907 

INTERIM RPT 

DATE ASSI GNED 
061807 

CASE 

(b)(3) 18 U.S.C. § 3509(d) Child 
victims' Bnd child witnesses' ri hts. 

PR01E~M~ CODE (b)(7) 
E) 

y 

ACCESS CODE rn 
1 

NUMBER I (b)(7)(E) r 

002 
I 

REPORT NO. 

- --···-- - --- - - ---- -·- - - - ---REL.ATED CASE NUMBERS: 

- --------- ----TYPE OF REPORT: 
OTHER I NFORMATION 

TOPIC: REOPENI NG OF CASE 

SYNOPSIS: 
It is requested t~l (b)(7)(E) I be 
Pr ojec t Fl icker ~ investigation in 
of responsibility . 

reopened to report the progress of the 
t he RAC Ra leigh, RA Winston-Salem a rea 

RAC Bir mingham originally sent thre e collateral r equests under the same case 
number to RAC Raleig h for Project Flicker targets, of which were i n RAC 
Raleigh AOR and the t hird in RA Wi nston - Salem AOR. (b)(6),(b)(7)(C) was 
mis takenly u sed t o ope n a col lateral case o n one o f t~e RA C Ral eiah target s 
a nd then subsequently closed. The use of case number ! (bH7><E> I will 
a l low RAC Birmingham to t rack the progress of the Winston-Salem investigation 
i n TECS . 

This ROI serves to explain why the case is being reope ned. De tai ls con t ained 
herei n . 

DISTRIBUTION: 
(b)(7)(E) I 

SIGNATURE: 
(b)(6),(b)(7)(C) SENIOR SPEC AGENT 

APPROVBQ· 
(b )(6), (b )(7)(C) RAC-RESIDENT AGENT I N 

ORIGIN OFFICE: WS 
WINSTON/SALEM, NC -

_ _ _..;... _ _ __ -,-.~___ TYPIST : I (b)(~b\b)(l} I 
0 F F .... I C I A L U S E 0 N L Y 
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DEPARTMENT Oft' HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
I CE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMB ER ~~----(b-)(7_>(_E> ____ ~f 

REPORT NUMBER: 002 I 
----···· 

Project Flicker (~ i s an o ngo ing joint i nvestigation be t ween the Off i ce of 
t he Resident Agent in Charge , Birmingham, Alabama (RAC/BI) 1 the ICE Cyber 
Crimes Center (C3/CES) 1 the Postal Inspection Se rvice, t he Uni ted_States 
Attorney 1 s Office for the Northern District of Alabama, and Department of 
Justice/CEOS t hat has targeted bot h the principl es facili tating subscription 
payments and actual subscribers of several commercial child exploitation 
member restricted websites. The project has identified at leas t 18 separate 
chi ld exploi tation member restricted websites and approximatel y 14 principles 
responsible for the col lection of the assoc iated monthl y subscription fees. 

It is requested that I (b)(?)(E) I be r eopened to report the progress of the 
investigation in the RAC Raleigh, RA Winston-Salem area of responsibility. 
RAC Bi rmingham originally sent t h ree collateral requests under the same case 
number t o RAC Ra leigh for Proj ect Fl icker targets , lwo of which were in RAC 
Raleigh AOR and the third in RA Wins ton-Salem AOR. _ (b)(7)(E) I \<Jas 
mistakenly used to open a collateral case on one o f the RAC Raleigh targets 
and then s ubsequently closed. The use of c ase numbe r I (b)(?)(E> I will 
a l low RAC Birmingham to track the progress of the Winston-Sal em investigatio n 
i n TECS. 

Investigation cont i nues. 
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REQU ESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y ,, 

DEPARTMENT OF HOMELAND SECURITY 
I CE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: CLOSING RPT 

TECS ACCESS CODE 

PAGE 1 

CASE NUMBER l._ ___ (b-)(7_>(_E> __ __.r 

120607 061807 
REPORT DATE I ... DATE ASSIGNED PROG~ CODE REPORT NO. 

008 

RELATED CASE NUMB ERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATI ON 

~~=~.,......,.=-~...,.....,~-=--- - - - - ---------··- -TOPIC: DECLINATION OF PROSECU'I'ION AND CASE CLOSURE 
() 

SYNOPSIS : 
Proj ect Flicker ~ is an ongoing joint investigation between RAC/ BI, 
Crimes Center (C3/CES), the Postal Inspec tion Service , the U.S. A.O. fo r the 
Northern District o f Alabama, and DOJ/CEOS that targeted both the principles 
facilitating subscription payments a nd subscribers of child exploitation 
tnember-restricted websites. The investigation identified numerous child 
exploi tation member rest ricted websites and 14 principles responsible for the 
collectio n of the associated monthly subscription fees . RAC Raleigh, _RA 
Winston- Sal teral 'nvesti ation re arding one of the 
principles, , Greensboro, N.C. 

Following the forensic examination of the uter, and the review of 
ad4itiona 1 euiderce and information, AUSA declined pros~:.....~ooo.~l.ol....., 
of (b)(G),(b)(7)(C) i n the Middle District of North Carolina . A copy of (b)(G),(b)(7)(C) 

hard drive will be made available to RAC Birmingham and this collaeeral 
i nvestiga tion will be closed . Details contained here in . 

DISTRIBUTION : 
(b)(7)(E) I 

SIGNATURE: 
(b )(G), (b )(7)(C) SENIOR SPEC AGENT 

---- ------ --------- -- ----- -- ------ --- -- ------ --- --- ---
APPROVED· 

(b)(6),(b)(7)(C) 

ORIGIN OFFICE: WS 
WINSTON/SALEM, NC -

RAC-RES I BENT AGENT IN 

-- TELEPHONE: 336 63l (b)(G(c\b)(7>1 

TYPIST : 1 (b)(~h\61~_11 I 
- - -··· O FFI C IAL USE ON LY 
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0 F F I C I A L U S E 0 N L Y 
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PAGE 2 
- -·~··········--·---·· 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S ·r I G A 'r I 0 N 
CASE NUMBER '-~---(b-)(7->(_E> __ _,r 

c 0 NT I N U AT I 0 N REPORT NUMBER: 008 

------------------------------·--·-······-

CASE PROGRAM CODES: 

(b)(7)(E) 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAI I.S OF INVESTIGATION 

REPO._R_T_ N_u_M_B_E_R_: _o_o_a ____ __l 

Proj ect f'licker (~ is a n ongoing joint inves tigat ion between RAC/BI, 
Cri mes Center (C3/CES}, the Postal Ins pection Service, the U.S.A.6. for the 
Northern District of Alaba ma, and DOJ/CEOS that targeted both the principles 
facilitating subscription payments and subscribers of child e xploi tation 
me tnbe r-restricted websites. The i nvestigation identified numero us child 
exploitation member restricted websi tes and 14 principles responsible for the 
collection of t he associated monthly subscription fees. RAC Raleigh, RA 
Winston-Sale ened a collateral investi ation re arding one of the 
principles, (b)(G),(b)(7)(C) , Greensboro, N.C. 

Following the forensic examination of the seized computer, and the review of 
ad "tional evide nce and information, AUSA Mike DeFranco declined prosecution 
of (b)(G),(b)(7)(C) in the Middle District of North Carolina. 

A copy of (b)(G),(b)(7)(C> hard drive was made and will be made available to RAC 
Birmingham t o assist with their investigat ion. '' 

No further i nv est iga t ive action is a nticipat ed in the Winston-Salem AOR having 
to do with I (b)(G),(b)(7)(C) I. 
Case closed. 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
I CE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: 

REPORT DATE 
05 1807 

INIT RPT 

DATE ASSIGNED 
051007 

RELATED CASE NUMBERS : (b)(7)(E) 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: BACKGROUND INFORMATION OF SUSPECT 

SYNOPSIS : 

TECS ACCESS CODE 

PAGE 1 

CASE NUMBER ._l ___ (b-)(7_>(_E> __ ...Jr 

REPORT NO. 
001 

Pursuant to collateral request from the RAC/Birmingham office, the do 
~ ...... lo..lioo.:"""-ihas initiated an investigation of an individual identi fied as (b)(G),(b)(7)(C) 

(b)(G),(b)(7)(C) • . Informa~ion ob~ained from the RAC/Birmingham office shows that 
.__ ____ -....~ ls operatlng an 1nternet PayPal account that col l ects monthly 
subscriber fees for access to child pornography webs ites. 

DISTRIBUTION · 
(b)(7)(E) I 

c ICbJZ\ TTJQP I 

'-------------(b-)(6_>.(-b)-(7-)(C_> __________ --..Jt ..... SENIOR SPEC AGENT 

APPROVEQ; 
(b )(6), (b )(7)(C) 

ORI GIN OFFICE: OL 
ORLANDO, FL - RAC 

OI GRP SUPERVIS OR 

TELEPHONE: 407 858 3843 

- - .. TYPIST: WASH 
-~~~~---------
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N NUMBER: 001 

----------------------- ··-·-·-······-·········----------------

CASE PROGRAM CODES: 

(b)(7)(E) 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

NUMBER I r --·--······· 
CASE (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I GAT ION 
c 0 N T I N u A T I 0 N REPORT NUMBER: 001 

The ASAC/OrJ andf office has initiated a collateral investigation---regarding 
I (b)(6),(b)(7)(C) pursuant to a request from the RAe/Birmingham office. The RAC/ 
Birmingham office is conducting a joint investigation (Project Flicker) with 
the ICE Cyber Crimes Center {C3) the U.S. Postal Inspection Service, and the 
Department of Justice Child Exploitation and Obscenity Section (CEOS) . 
Project Flicker has targeted both the principles facilitating subscription 
payments and actual subscribers of numerous commercial child exploitation 
member restricted websites. The project has identified at least 18 separate 
child exploitation member restricted websites and approximately 14 principles 
responsible for the collection of the associated monthly subscription fees. 

(b)(7)(E) 

e 

(b )(6), (b )(7)(C) 

I (b)(6),(b)(7)(C) I is believed to related to the following bank accounts which have been 
or are being used to facilitate the movement of proceeds obtained from the sale 
of memberships to child exploitation 

Wage & Earnings checks for (b)(6),(b)(7)(C) sho,__..~o.o.~.~l.l6.!. ........ 1.f' 

Truck parts store in Sanford Flor~da. 
quarter of 2006 and ~ in the fourth 

...,._ _ _.(.;;,lb).:(6~),(.:Lb):..:.(7)~(c._) --.a, Chevrolet Lumina 
....._ __ (b-)(6-),_(b-)(7-)(_c) __ _, Dodge Ram pick-up 

Both vehicles are registered 

Investigation continues. 

(b )(6), (b )(7)(C), (b )(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS I.OANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS 'l'HE PROPERTY 
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REQUESTED BY: (b)(G),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

----~-· 

DEPARTMENT OF HOMELAND SECURITY TE 
ICE 

PA GE 1 
R E p 0 R 1' 0 F I NV E s T I GAT I 0 N 

CA SE NUMBER I (b)(7)(E) 

-----·--·-·--· 
'l'I'l'LE: COMMERICAL CP WEBSITE KNOWN AS L~!~l; ~~~~~a~ ,?,;;;_:,~~~Cl}, 

·----··-
CASE STATUS: INTERIM RPT 

·----··--·~ 

REPORT DATE DATE ASS IGNED 

_ _I_ 
PRO~ CO 

012408 05 1007 
DE REPORT NO . 

004 

RELATED CASE NUMBERS : 

--·--····· --------''------- ---····--··-COLLATERAL REQ: 

TYPE OF REPORT: 
I NVESTIGA'l'IVE FINDI NGS 

TOPIC: CASE UPDATE 

SYNOPSIS: 
Purs uant to collateral request from the RAC/Birmingham office, the A.~~~~ 
~~~~~~as initiated an investigation of an individual identified as ~~~~ 

(b)(G),(b)(7)(q • Information obtained from the RAC/Birrningham office shows that 
~~--~. is operating an internet PayPal account that collects monthly 
subscri ber fees for access to child pornography websites. 

On July 26, 2007, ASAC/Orl ando special RAC/Birmingham special agents 
executed the federal search warrant at (b)(G),(b)(7)(C) reside nce. As a result of the 
search warrant, ASAC/Orlando special agents seized three computers. 

ASAC/Orlando special agents are current l y waiting for the forensic examination 
of the above-mentioned computers. 

Investigation continues. 

(b)(7)(E) I SIGNATURE· ·--l I (b)(6),(b)(7)(C) I SENIOR SPEC AGENT 
---- ----- ------ --- - --- ------- --------- --~--- ---- -- --- -

APPROVED· 
(b)(G),(b)(7)(C) OI GRP SUPERVISOR 

TELEPHONE : 4 0 7 8 ~ (b)(~Jb)(i) I ORIGIN OFFICE: OL 
ORLANDO, FL - ASAC 

. ....I-- - ----- --- --..L_ _ ___:T:....::...Y~I ST: l(b{j~{c\b> l 
---------------------- 0 F F I C I A L U S E 0 N L Y 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 004 

0 F F I C I A L U S E 0 N L Y 

1 .. 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE. 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TECS ACCESS CODE ) 

--,---------·-···-·--························ 
PAGE 1 

CASE NUMBER L..~---(-b)-(7)-(E_) __ _.r 

------,----,------------------···--·--··---··-···-·-·-····-------·--- -----------------···-·--·····-···-··-
CASE STATUS: INTERIM RPT 

REPORT DATE 
043008 

DATE ASSIGNED 
051007 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

REPORT NO. 
005 

'·' 

---=-=-==-=------=---------····-···-·····················-···-·-···-····--··-·-------·------------·-·····--····-·----·-·-··-·--·--···-··-·--···-·········· ... ·······--··---
TYPE OF REPORT: 

INVESTIGATIVE FINDINGS 

TOPIC: CASE STATUS 

SYNOPSIS: 
Based upon a collateral request from the RAC/Birmingham office, the 
AS · e has initiated an investigation of an individual identified 
as (b)(6).(b)(7)(C) Information obtained from the RAC/Birmingham office shows 
that (b)(6).(b)(7)(C) is operating an internet PayPal account that collects monthly 
subscriber fees for access to child pornography websites. This investigation 
is part of a nationwide operation titled 11 Project Flicker 11 • 

On July 26, 2007, ASAC/Orlando special agents ·rmingham special 
agents executed the federal search warrant at (b)(6),(b)(7)(C) residence. As a 
result of the search warrant, ASAC/Orlando spec1a agen s seized three 
computers. n 

ASAC/Orlando special agents are currently waiting for the completion of the 
forensic examination of the above-mentioned computers. 
Investigation continues. 
----·-------·············""'••"" 

UIS'CE UmiiQH · 
I 

SIGbi~:I:IIeE· 

I I (b)(7)(E) I (b )(6), (b )(7)(C) SENIOR SPEC AGENT 
------------------------------------------------------
I 

~ ~~:eClZE!C · 

I (b )(6), (b )(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: OL TELEPHONE!··---:{cj~ 
ORLANDO, FL - ASAC 

TYPIST: l(b{j~{c(>b)l 
·-······""'· 

0 F F I C I A L U S E 0 N L Y 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 005 

r 

------------::--=-=--=---=--=-~~--=-=----=--=--,..........,,.,.......,,..--,,.-------·---···-····---0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b )(G), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 
--·~···~·-·········-·-.. ..Jm"L 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODElJJ 
I CE 

PAGE 1 
0 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER I (b)(7)(E) I 

040••···- .......... .-.. I. (b)(3): 18 u.s.c. § 3509(d) Child ,I TITLE: COMMERICAL CP WEBSITE KNOWN AS victims' end child witnesses' rinhts 

CASE STATUS: DISP PENDNG 

REPORT DATE DATE ASSIGNED 
PROm CO~-~- --- [--- -REP~~~ NO. 

01200 9 051007 

RELATED CASE NUMBERS: 

COLLATERAL····R·EQ : 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: INVESTIGATION UPDATE 

SYNOPSIS: 
Based upon a collatera l request from the RAC/Birmingham off i ce, the 
ASAC Orlando office has initiated an investigation of an individUal identif i ed 
as b s b 7(C) Information obtained from the RAC/Birmingham office shows 
that (b)(S),(b)(7)(C) is operating an interne t PayPal account that collects monthly 
subscriber fees fo r access to child pornography websites. This investigation 
is part of a nationwide operation titled 11 Project Flicker 11

• 

On July 26, 2007, ASAC/Orlando special agents C Birmingham special 
agents executed t he federal search warrant at (b)(G),(b)(7)(C) residence. As a 
result of the search warrant, ASAC/Orlando special agents seized three 
computers. 

An update to t he investigation is contained in the body of this report. 

OTSTRIBIJTION; 
(b)(7)(E) I 

SIGNATURE: 
(b)(G),(b)(7)(C) SENIOR SPEC AGENT 

APPROVED• 
(b)(6),(b)(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFI CE: OL 
ORLANDO, FL - ASAC 

.-L-:::---;:::;--;:::;---:::---:::--=-~~~;-;--;:--;!;;---.:~·r:-:Y:..;.P:-= .. "i::..:s:::-T.::....:_: -~.l_~'<b/!.J.j~l.!;;:6>c\l...b>J-r---········---o F F I C I A L U S E 0 N L Y 
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.-----==-=-=-=:-:-===-=----::-:-:::-::-:-=-=-::--::-==---=-=-==-=-==-=-----·-···-·--···-··· ··················-----=---,--------------r DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 006 

-----------·---··-···-···--···------·-·····--·---··--··-----·-···-······ .. ··-------------------

CASE PROGRAM CODES: 

(b)(7)(E) 

r> 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 3 

cAsE· NUMBER '~-----(b_><_7>_<E_> ____ ~r 

RE PORT NUMBER: 006 

Thl ASAC/orJando office initiated an investigation of an individual identified 
as (b)(G),(bl<7><Cl I pursuant to a collateral request from t he RAC/Birmingharn 
office. RAC/Birmingham speci developed information during the re 
investigation that s hows that (b)(G),(b)(7l(C) was operating a n internet PayPal account 
t hat collected monthly subscriber fees for access to child pornography 
we bsites. This investigation is part of a nationwide ICE investigation titled 
"Project Flicker 11 • 

On July 26, 2007 ASAC/Orlando specia~~~~~nd RAC/Birmingha m special agents 
executed a federal search warrant at (b)(G),(b)(7)(C> residence. As a resul t of the 
s earch warrant, ASAC/Orlando special agents seized three computer~. 

An ASAC/Orlando computer forensic spe · conducted a computer forensic 
examinat ion of the computers found in (b)(G),(bl(7><Cl residence and found that one 
of the computers contained a pproximately twenty five i mages of child 
pornography. The images were found in temporary internet fi les and in 
l ost/free s p ace files. 

On January 16 , 2009 ASAC/Orlando special agents spoke ~~~~ 
regarding t he results of t he inves tigat' erning ~----~ 
declined to proceed with prosecution of (b)(G),(b)(7)(C) • 

of child pornography will be 

~~._~~~tigation is placed in pending status until the destruction of 
computer that contai ned child pornography i s completed . ...._ ______ ~ 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF ···--···· b HOMELAND SECURITY TECS ACCESS CODE 
ICE 

,., 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) I 
TITLE: COMMERICAL CP WEBSITE KNOWN AS ,, (b)(3) 18 U.S.C. § 3509(d) Child I 

victims' and child witnesses' riohts 

-----··-----CASE STATUS: CLOSING RPT 

·-·--·· 
REPORT DATE DATE ASSIGNED PROC'..Rl!.M CODE REPORT NO. 

012609 051007 ~ 007 ) 

-··--···········---.. 
RELATED CASE NUMBERS: 

··--········""'"·-· COLLATERAL REQ: 
.......... 

TYPE OF REPOR'l': 
INVESTIGATIVE FINDI NGS 

TOPIC: INVESTIGATION CLOSED 

- - --- --- - - ---------------- - ...... -.--
SYNOPS IS: 

Pursuant to a collateral request from the RAC/Birmingham office, the 
~~~~~~~o~f~fice conduc ted a case involving and individual identified as 

b G),(b)(7)(C) Information from the RAC/Birmingham office shows that 
(b)(G),(b)(7l (C) operated an internet PayPal account that collected subscriber fees for 
access to child porn websites. This investigation is part of 110peration 
Flicker". 

~~~~~do special agents obtained and executed a federal search warrant at 
(b)(G),(b)(7)(C) residence. Based upon the search warrant ASAC/Orlando special 

agents seized computers and other items from his residence. 
Prosecution of (b)(G),(b)(7)(C> was subsequently declined by the U.s Attorney office . 

All items that were seized 
investigation is closed. 

r----'D""-T STR T BIIT ION . 
(b)(7)(E) I SIGNATURE· 

(b)(6),(b)(7)(C) 

APPROVED· 
(b)(G),(b)(7)(C) 

ORIGIN OFFICE: OL 
ORLANDO, FL - ASAC 

This 

SENIOR SPEC AGENT 

OI GRP-··SUPERVISOR 
•.> 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 007 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b )(6), (b )(7)(C) 
0 F F I C I A L U S E 0 N L y 

CODE rn DEPARTMENT OF HOMELAND SECURITY TECS ACCESS 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUM~~-----(b-)(7-)(_E> ____ ~r 

CASE STATUS: ! NIT RPT 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: PROJECT FLICKER 

SYNOPSIS: 
Project Flicker ~) is an ongoing joint investiga tion between the Office of 
the Resident Agent in Charge, Birmingham, Alabama (RAC/BI) , the ICE Cyber 
Crimes Center (C3/CES), the Postal Inspection Service, the United States 
Attorney •s Office for the Northern District of Alabama, and Department of 
Justice/CEOS that has targeted both the princ iples faci litating subscription 
payments and ac tual subscribers of several commercial child exploitation 
member restricted websites. The proj ect has identified at least 18 separate 
chi ld expl oitation member restric ted websites and approximately 14 principles 
responsible for the collection of the associated monthly subscription fees. 

This report details the investigation with regards to RAC Indianapol is to 
date, " 

DISTRIBUTION: 
(b)(7)(E) I 

SIGNATURE : 
(b)(6),(b)(7)(C) 

A PRROVED• 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: IF 
INDIANAPOLIS, IN - R 

SPECI AL AGENT 

SENIOR SPEC AGENT 

TELEPHONE; 317 241 ts><~>e:\6>u> I 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

--·--·-··------------· 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

r 

------------- -=--=--=-....,...-=-.,.....-------=--:----:-----.,---,--:~--,--____________ ! 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I. N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) r 
REPORT NUMBER: 001 

Project Flicker (2S2) is an ongoing joint investigation between the Office of 
the Resident Agent in Charge, Birmingham, Alabama (RAC/BI), the IeE Cyber 
Crimes Center (C3/CES}, the Postal Inspection Service, the United States 
Attorney's Office for the Northern District of Alabama, and Department of 
Justice/CEOS that has targeted both the principles facilitating subscription 
payments and actual subscribers of several commercial child exploitation 
member restricted websites. The project has identified at least 18 separate 
child exploitation member restricted websites and approximately 14 principles 
responsible for the collection of the associated monthly subscription fees. 

(b )(6), (b )(7)(C), (b )(7)(E) 

Investigation on going. 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 
............. . ............. 

DEPARTMENT OF HOMELAND SECURITY TECS 
ICE 

ACCESS CODE G)~------~ 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G AT I 0 N 

·····--·· 

I TITLE: PROJECT FLICKER - (b )(6), (b )(7)(C) 

CASE STATUS: ! NIT RPT 

REPORT DATE DATE ASSIGNED 
062107 052107 

- --··· 
RELATED CASE NUMBERS: 

COLLATERAI: REQ: 

- -- TYPE OF REPORT : 
OTHER INFORMATION 

CASE 
- -·--··-I ET. AL. 

·- · 

PROm CODE 

............. 

NUMBER ._I ___ <_b>_<7>_<E_> __ ....~r 

REPORT NO. 
001 

·-···· 1;·6i?rc : RECEIPT OF LEAD INFORMATION 
.• 

SYNOPSIS: 
The ASAC/Norf olk has received information concering an individual in Suffolk, 
Virginia, that is mainta i n i ng a Pay Pal Account to process t ransactions for 
we bsites providing child pornography fo r monthly fees. The i nvestigation is 
ongoing natio qwi de is i s oare d Project Fl icker. The individual ,............._ ......... ..._, 
ident ified as j (b)(G),(bl(7><C> . The ASAC/Norfolk will investiga te (b)(G),(b)(7)(C> and 
t ake appropriate act ion . 

,, 

(b)(7)(E) I 
S I GNATU'R E · DISTRIBUTION: 

(b)(6),(b)(7)(C) SPECIAL AGENT 

r-~A~p~p~B~O~V~E~D~·~~~~----------~~~~~~~~-----
(b)(G),(b)(l )(C) OI GRP SUPERVISOR 

ORIGI N OFFICE: NF TELEPHONE: 757 441(b)(G(c(>b)(l) r 

NORFOLK, VA - ASAC 
·---- - ----l- - -=T:f.PIST: I (b)(6),(b)(7)(C) I ·····- --, _ ___ ___ ......_-:0:::--::F::--::F::--I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER.: 001 

,, 
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REQUESTED BY: (b)(6).(b)(7)(C) 1 
0 F F I C I A L U S E 0 N L Y 

. _mn 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE1U 
ICE 

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

CASE NtiMBER--1 (b)(7)(E) r 
TITLE: COMMERICAL CP WEBSITE KNOWN AS L~~.,~~~,u~~:,,. ,~,.~:_u~~a~ ~~~a J 

CASE STATUS: INIT RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE l- ----REP~~i NO. 
081307 073107 761 

- --·-·-··--·-··-----··--·-···-···-···-·-·-··--·- -·-·---·-··.-.-. .-.. ........ ~ 
RELA'l'ED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: LONDON MAIL BOXES ETC ADDRESS 

SYNOPSIS: 
ICE RAC Birmingham and the ICE Cyber Crimes Center (C3) are conducting 
Operation Flicker, a joint investigation into numerous subjects ~n the United 
States, Great Britain, Russia, Belarus, and Latvia involved in distribution of 
child pornography through member-restricted Internet websites. The primary 
focus of the first phase of the investigation is to identify and prosecute the 
manufacturers and distributors of the child pornography. The second phase of 
the investigation will be to identify and prosecute the thousands of 
subscribers who have purchased subscriptions to the websites in order to view 
the images. 

ICE Attache London received a request to investigate members of the network 
possibly using a mailbox at a MAILBOXES, ETC., facility located at 37 Store 
Street, London, England, to communicate with one another. Officers of the 
Metropolitan Police Pedophile Unit (METPED) agreed to assist in this 
investigation. This report documents the results of the METPED. 

-·-----·-.... 

I 
DISTRIBUTION: SIGNATURE: 

I I I -······-··""' 
(b)(7)(E) (b )(6), (b )(7)(C) ICE ASST ATTACHE 

------------~----------------~------------------------

I 
AppROVED• 

I ·--···········-··· 
(b )(6), (b )(7)(C) ICE ASST ATTACHE 

ORIGIN OFFICE: LN TELEPHONE: 21}7 g9Jl01l~~\Oil'l I 
LONDON - ATTACHE 

---TYPIST: l (b)(6),(b)(l)(C) I 
·-···· 
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R E P 0 R T 0 F I NV E s T I G AT I 0 N 

c 0 N T I N U A T I 0 N REPORT NUMBER: 001 

CASE PROGRAM CODES: 

I (b)(7)(E) I 

" 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

NUMBER I CASE (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I G A T I 0 N 
C 0 N T I N u A T I 0 N REPORT NUMBER'! 001 

DETAILS OF INVESTIGATION 

ICE RAC Birmingham and the ICE Cyber Crimes Center {C3) a re conducting 
Operation Flicker, a joint inve stigation into numerous subj ects in the United 
States, Great Britain, Russia, Belarus, and Latvia involved in distribution of 
chi ld por nogra phy through member- restricted Internet webs ites. The primary 
focus of the fi rs t phase of t he investigation is to identify and prosecute the 
manufacturers and distributors of t he child pornography. The second phase of 
the i nvest igation will be to identify and prosecute the thousands of 
subscribers who have purchased subscriptions to the websites in order t o view 
the images. 

ICE Attache London r eceived a request to investigate members of the network 
possibly using a mailbox at a MAILBOXES, ETC., facility located at 37 Store 
Street, London, England, to c ommunicate wi th one another. 

On 12 Jun 07, ICE Attache London met with Detective Constable I (b)(G),(b)(7)(C) I of 
the METPED who agreed to assist the i nvestigation and determine the user/users 
o f the mailbox and what is being sent form or received at the address. 

following information. 

DC 116116/c\61(1)1 advised he intervi ewed I (b)(G),(b)(?)(C) I of Mailbox Etc .) who 
stated that the bra nch in question, 37 Store Street, close d down in Septe mber 
2003. 

The Mailbox Etc stores a re all fra nchised. The owner and franchiJ~rm~ ~f the ::are Street [ocation, when it was operational, is a man called b ~\6 I) I 
I (b)(S ,(b)(?)(C) I branch for 10 years , from September 1993 until 
September 2003. The reas on the Store Stree t branch closed was purely because 
t he lease on t he premises had exp i red. 

on expirat ion o f the lease , Mr. (b)(G),(b)(?)(C) moved lhe business hal f a mile away t o 
14 , Tottenham Court Road, London, Wl T lJY. Mr. (b)(G),(b)(?)(C) I Mailboxes Etc. 
out o f these premises, which he co- leases with 'Easy Internet Caf e• and 
•subway' f ast food chain. 

When the business moved premises, most of the cl i ents moved their mailboxes 
and accounts, to the n ew branch at Tottenham Court Road. 

DC l(b)(G/c\o)(l)l advised he then interviewed I (b)(S),(b)(?)(C) I who checked his company 
records and confirmed that no one is curr ently renting a mailbox at t he 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS : INTERIM RPT 

-TECS ACCESS CODE~ 

PAGE 1 

CASE NUMBER l"-__ <b_><7_><_E> __ ...Jr 

REPORT DATE -·· I DATE ASSIGNED I PRO~ CODE I REPORT NO. 

oa 21 o 7 .. =-==~-o-7_3_1_o_7____ _ _ _ <_b~-<
7

_> _ ____ -----· oo2 
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: INTERVI EW OF ._I ___ ....;..(b..;.)(G..;..>'.;...(b;.;..)(7.;.;><...;.c > ___ ___,j BY METPED 

SYNOPSIS: 
ICE RAC Birmingham and the ICE Cyber Crimes Center (C3) are conducting 
Operation Flicker, a joint investigation into numerous subjects in the United 
States, Great Brita i n, Russia, Bela rus, a nd Latvia involved in distribution of 
child pornography through member-restricted Internet websites. 

This report documents the METPED interv iew of the branch manager of t he 
MAILBOXES ETC., facility located a t 37 Store Street, Lo ndon, England. 

DISTRIBUTION: 
(b)(7)(E) I SIGNATURE· 

(b)(6),(b)(7)(C) 

APPROVED· 
(b}(6),(b)(7)(C) 

ORIGIN OFFICE: LN 
LONDON - ATTACHE 

ICE ASST ATTACHE 

ICE ASST ATTACHE 

TELEPHONE: 207 8 9l (b)(~{;\o)(l) I 
TYPIST: j (b)(G),(b)(7)(C_) I 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
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CASE PROGRAM CODES: 

(b)(7)(E) 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMBER ._l ___ <b_l<7_><_E> __ _,r 
REPORT NUMBER: 002 

ICE RAC Birmingham and the ICE Cyber Crimes Center (C3) are conducting 
Operat ion Flicker, a joint investigation into numerous subjects in the United 
States, Great Britain, Russia, Be larus, and Latvia involved in distribution of 
child pornography through member- restricted Internet websites. The primary 
focus of the first ~has~ of the investig~tion is to identify and prosecute the 
manufacturers and d~strLbutors of the chLld pornography. The second phase of 
the investigation will be to identi fy and prosecute the thousands-of 
subscribers who have purchased subscript ions to the websites in order to view 
the images. 

On 15 Aug 07, De tective Constable (DC) ICE 
Atta che L he 'nterviewe 
stated he (bJ(GJ,(bJ(7J(CJ 

London. Mr. (bJ(G),(bJ(7J(Cl s had been 
while it was open. Mr. (bJ(GJ,(b)(7HCl stated that 11 without a doubt" a mailbox was 
never opened at the Store Street branch under t he name of ul<6il%.\6)(11 ln or 
11 BELFAST 11 • stated that he has no records of the name at his current 
branch. Mr. (bJ(G),(bl 7 (Cl did state that if law enforcement could obtain a box 
number then he would search by box number to see if he can locate . a history 
and match the names. 

DC jtb)(B/c\o)(J)I advised he would go back to MAILBOXES ETC., with any additional 
quest i ons from RAC ICE Birmingham : 

ICE Attache London will maintain t his case a s open to support additional 
requests from RAC Birmingham. 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE -(b 

ICE 
····-···-

PAGE 1 
R E p 0 R T 0 F I N v E s T I G A T I 0 N 

CASE NUMBER I (b)(7)(E) r 
TITLE: COMMERICAL CP WEBSITE KNOWN AS I (b)(3)18US ~.1 

VIctims· and child Witnesses· rinhts 

··-- ············-·-·· -·--··-·-····-····-· ..... --
CASE STATUS: CLOSING RPT I) 

REPORT DATE DATE ASSIGNED PRO~ CODE REPORT NO. 
020309 073107 (b)(7) 003 E 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 
----..--·.-· .. ····-···-- ···-··-·-·-···--·-----··-·--········--··-·-·--·-····-·--·······-·····-··········--·-···-··-····-····· ................ 

TYPE OF REPOR'f: 
INVESTIGATIVE FINDINGS 

TOPIC: CASE CLOSED. 
·······-·-·---------·-·--- .___,___,.,--------·--·----·-----·------------------·---------···---····-··----·----··--···-·---·-··--··-·--------------------

SYNOPSIS: 
ICE RAC Birmingham and the ICE Cyber Crimes Center (C3} are conducting 
Operation Flicker, a joint investigation into numerous subjects in the United 
States, Great Britain, Russia, Belarus, and Latvia involved in distribution 
of child pornography through member-restricted Internet websites. 

ICE Attache London was contacted and requested the support of the r~ondon 
Metropolitan Police Service Pedophile Unit (METPED) to attempt t~ identify 
the owner/user of a mail box located at the MAILBOXES ETC., facility located 
at 37 Store Street, London, England. The user/owner is suspected of receiving 
payments for illegal subscriptions to child pornography web sites. 

The results of the METPED investigation were reported via I (b>(7>(E) I ROI 
U002 on 21 Aug 07 and the case was maintained open to support future 
investigation. No further requests are expected for ICE Attache London and in 
coordination with both RAC Birmingham and ICE C3, this case is being closed. 

·-·······-··· -·--···-········· 
DISTRTBJJTION: 

I 
SIGI'::l~:I:IIBE· 

I (b)(7)(E) I (b )(6), (b )(7)(C) ICE ASST ATTACHE 
----------------------------------------------------~-

I 
~EEBmlED· 

I (b )(6), (b )(7)(C) ICE ATTACHE 

8 ~ 1SH~C1)bH'l I ·-----·~ ........... 
ORIGIN OFFICE: LN TELEPHONE: 207 

LONDON - ATTACHE I (b)(6),(b)(7)(C) I TYPIST: ·--· .... ~ 
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CASE PROGRAM CODES: 
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REQUESTED BY: (b )(6), (b )(7)(C) 
0 F F I C I A L U S E 0 N L Y 

--······ 
DEPARTMENT OF HOMELAND SECURITY TEC 

ICE 
S ACCESS CODE~ 

.... -
PAG E 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CAS E NUMBER ~'-----(b_H_7H_E> ____ ~r 

TITLE: OPERATION FLICKER 
..... , .. ·--.... 

CASE STATUS: !NIT RPT 
---·-···-·-·· 

REPORT DATE DATE ASSIGNED' I PRO~ COD 
060707 (b)(7) 

E 
- -·-··-····" 

053107 
_E __ I ~····· REP~~i NO . 

RELATED CASE NUMBERS : 

--······ ... COLLATERAL REQ: 

TYPE OF REPORT-: 
.... _ 

OTHER I NFORMATION 
....... 

TOPIC: OPENING REPORT OF INVESTIGATION 
-······ .... 

SYNOPSIS : 
In May 2007, the Special Agent in Charge, Denver, Colorado received 
information from ICE Cyber Crimes Center (C3), Child Exploitation Section 
(CES) regarding Operation Flicker. In April 2006 C3 initiated an 
i nves tigation into a criminal . erating a commerc ial child 
pornography website known as II victims; l'ln .child witnesses' ri I s I • The invest igation has 
revealed t hat the same orga nization is operating numerous commercial child 
pornography websites . In addition, the organization utilizes various PayPal 
accounts to process the payments for access to the member restricte~ websites. 

The investigation is being worked jointly with ICCE/C3/CES, 
ICE/RAC/Birmingham, the U.S. Postal Service, the U.S. Department of Justice 
(DOJ ) , Child Exploitation a nd Obscenity Section (CEOS) ICE has designated 
this operation as PROJECT FLICKER (2S2 ) . 

Thi s report of investigation will serve as an opening report for the SAC 
Denver. 

SIGNATURE; 
..__ ____ ___;(~b>:.~-::<6"'"),(.::,:b>::..:..<7>'-l.:<c::,(.> _____ ....JI -SPECIAL AGENT 

--------- --- - --- ~------ --- - --- - ---- ---- --- --- -- - ---- - -
AppROVED· 

(b )(6), (b )(7)(C) 

REVIEWED· 
(b )(6), (b )(7)(C) 

OI GRP SOPERVISOR 

OI GRP SUPERVISOR 

TELEPHONE : 3 0 3 7 ~ (b)(~~\b)(?) ~--ORIGIN OFFICE: DE 
DENVER, CO - SAC 

...~ ________ _____, --,--- .....L..--'=-fy=--=-p=I=:-:S'I_'; l(b)(6),(b)(7)(C)r .... 
-------------- 0 F F I C I A L U S E 0 N L Y 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 
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ICE 

NUMBER I CASE (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 N T I N U A T I 0 N REPORT NUMBER: 001 

DETAILS OF INVESTIGATION 

In May 2007, the Special Agent in Charge, Denver, Colorado received 
information from ICE Cyber Crimes Center (C3 ), Child Exploi tation Section 
{CES) regarding Operation Flicker. In April 2006 C3 initiated an . 
investigation into a cri minal or~anization orerating a commercial child 
pornography website known as ·L~C; ~%~c%l~ '%i~~~;~a;.;~~ I•. The i nvestigation has 
reve aled that the s ame organization 1s operating numerous commercial child 
pornography we bsites. In addition, the organization u tilizes vari ous PayPal 
a c count s to process the payme nts for access to the member res tricted websites. 
The investigation is being worked jointly with ICCE/C3/ CES, 
ICE /RAC/ Birmingham, the U.S. Postal Ser vice, the u. s. Department of Justice 
(DOJ), Child Exploitation and Obsc~ Section (CEOS) . ICE has designated 
this operation as PROJECT FLICKER ~ . 

The i nformation rece ived from C3 has been disseminated the SAC Denver RAC 
off i ces for further investigation. A case will be opened for each individual 
subject from the FLICKER lead lis t . 

Inv est igation continues. 
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REQUESTED BY: (b)(G),(b)(7)(C) I 
0 F' F' I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: OPERATION FLI CKER 

CASE STATUS: CLOSING RPT 

TECS ACCESS COD~--

PAGE 1 

CASE NUMBERi~-----(-b)(-7)-(E_> ____ ~I 

REPORT DAT~ATE ASSIGNED I 
021010 -~'~ 0 53 107 

PROm CODE (b)(7) 
E 

···~EPORTNO. 
002 

RELATED CAsE NU-MB_E_R_S : ·-- ---- - ---- -

COLLATERAL REQ: 

- - T-'i"PE OF REPORT-: ------------- ----- ------ ---
OTHER INFORMATION 

TOPIC:···~ CLOSING RE.PORT OF INVESTI GATION 

SYNOPSIS: 
In May 2007, the Specia l Agent i n Charge, Denver, Colorado rece i ved 
informat i on from ICE Cyber Crimes Center (C3), Child Exploitation Section 
(CES) regar ding Operation Flicker. In April 2006 C3 initiated an 
investigat i on into a criminal ~~~ization ~f.erating a c omtner cial child 
p ornography we bsite known as { : .: ~ ~-Xtri!;t;~;;:.$~~ t~. The investigation has 
revealed that the same organization is ope rating numerous commercial chi l d 
pornography websi t es. In addition, the orga nization utilizes various PayPal 
accounts to process the payments f o r access to the member restr ic t ed webs ites. 

The i nvestigat i on is being worked jointly with ICCE/C3/CES, 
ICE/RAC/Bir mingham, the U.S. Post al Service, the U. S. Department of Justice 
(DOJ) , Child Exploitation and Obscenity Section (CEOS) . ICE has designated 
this operation as PROJECT FLICKER {2S2). 

This r eport o f investigation will s erve a s a c los ing report for the SAC 
Denver . 

.-----· n \ STRIBUTION: 
~ (b)(7)(E) r SIGNA,TORE· 

- _ ... _-_-_ .... _-_--_ -_ -=-- -- -=----(-:~--~--)~--b~.:...(~:..:.)(~..;.) -------------~- ... _ ... _ ... _~l- ·_ ~ ~~ ~ ~~-~ ~~~-~~ ~~=-----
., DDDA11J?p 

(b)(6),(b)(7)(C) 

- - ·· .. ORIGIN OFFICE: DE 
DENVER, CO - SAC 

OI GRP SUPERVISOR 

TELEPHONE: 303·~·-

TYPI ST: ltb>tG>.tb_>tY_H_c>.#--1 ___ _ 
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CASE PROGRAM CODES: 

(b)(7)(E) 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 

- (b)(7)(E). - ~~ ICE 
NUMBERl CASE 

R E P 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER: 002 I 

DETAILS OF I NVESTI GATION 

I n May 20 0 7, the Spec ia l Agent i n Cha rge, Denver, Colora do received 
information from I CE Cyber Crimes Center (C3), Child Exploi tat ion ·section 
(CES ) r ega rding Operation Fl i cke r. In April 20 06 C3 init iated an 
].nvestigation into a cri minal ~~~~zf!tion o~erating a c omme rcial : c hi l d 
p orn ogr aphy websi te kno wn as nj:f :~:r;:;~;J:;.;~fl11 • The i nvestiga tio n has 
revealed that t he same organi zation is oper ating numerous c ommercia l chi l d 
p ornography websites . In add iti on, t he organization utilizes various PayPal 
a c counts to process t he p ayments for access to the member restricted webs ites. 

The i nve st igation is being worked jointly wi th ICCE/ C3/CES, 
I CE/ RAC/Birrningham, the U.S. Postal Service, the U.S. Department Gf Justice 
{DOJ), Child Exploitati on and Obsc~ Section (CEOS). ICE has designated 
t his opera tion as PROJECT FLICKER ~ . 

The SAC De nver will clo se this i nves tigat ion a t th is time. 

Inve stigat ion closed. 
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REQUESTED BY : (b )(G), (b )(7)(C) 

0 F F I C I A L U S E 

DEPARTMENT OF HOMELAND SECURI TY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: PROJECT FLICKER 

CASE STATUS: OPEN & CLOSE 

0 N L y 

TECS ACCESS CODE ~ 
PAGE 1 

CASE NUMB·ERi (b)(7)(E) I 

REPORT DATE 
070507 

DATE ASSIGNED 
060 407 PROm aJDE J ___ R_E_P_~_~_i_N_O_. - -

RELATED CASE NUMBERS: 

------ - --- --·······- -COLLATERAL REQ: 

TYPE OF REPORT : 
OTHER INFORMATION 

TOPIC : CLOSI NG OF CASE 

- -·-·······--:-:-----,.----------SYNOPSIS: 
I n April 2006,the ICE, Cyber Crimes Center {C3), initiated a n invest~n 
i:t~f:19u~CJ§ .QWa"aniz~tion op~rat~ng a child l?ornography website known as 111illiJ 

~~~hildvictims' e~~£]1 • Th 1 s organ~zat~on us u PayPal accounts to process the 
payments f or these websites. ASAC (b)(G),(b)(7)(C) (SO) was provi ded with a lis t of 
subscribers in it s area of r esponsibility, 'd for access t o . t he chi ld 
pornography websites. Special Agent {SA) (b)(G),(b)(7)(C) o f ASAC SO f irst divided up 
the subscriber l ists into t he areas cont ASAC SO. Several l eads were 
sent to RAC Stockt on and RAC Reading . SA (b)(G),(b)(7)(C) then sent out Customs 
Summons • f o r a ll of the I n ternet Protocol Addr esse s a n d e mail add r e sses 
captured f rom t h e subscriber list p r ovided by C3, as we ll as runni ng public 
d ata base searches on the s ubscribers to p i npoint their loca tion. ASAC SO will 
now be c l o sing this case and opening local cases on individuals that a re 
contacted regarding this information . This case number will be u sed for future 
subpoe nas s ent r egarding sub scribers. 
NO FURTHER DETAILS FOLLOW THIS SYNOPSIS. 

DISTRI BUTION · 
(b)(7)(E) I SIGNATURE; 

(b)(G),(b)(7)(C) SPECIAL AGENT 

1' DDDOl'PD 

(b )(G), (b )(7)(C) SPECIAL AGENT 

ORI GIN OFFICE : so TELEPHONE: 9J.6 91 (b)(~~\b)(?) I 
SACRAMENTO , CA - ASA 

·---'--------·----_.L--.::.T.::.Y.::...P..=.I~tj (b)(G),(b)(7)(C) I 
--------------- 0 F F I C I A L U S E 0 N L Y 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: PROJECT FLiCKER 

CASE STATUS: ·rNIT RPT 

COLLATERAL REQ: 

TYPE OF REPORT.: 
INVESTIGATIVE FINDINGS 

TECS ACCESS CODE-mu

I?AGE 1 

CASE NUMBERl._ ___ (b-)(7->(_E> __ ...... r 

TOPIC: PROJECT FLICKER LEADS I'DENTIFIED. FOR SAC I--Io-=-u=s-T=O~N------ --------

SYNOPSIS: 
In April 2006, the United States Immigration and Customs Enforcement {USICE), 
Cyber Crimes Center (C3), Child Exploitation Section (CES) initiated an 
investigation into a criminal orsanization o~erating a commercial child 
pornography website known as n(c;\::t:; ~~~!i,; e,i;;~:!~!-;::~!J. II The investigation has 
revealed that the same organization is operating numerous commercial child 
pornography websites. In addition, the organization utilizes various PayPal 
accounts to process the payments for access to the member-restricted websites. 

The investigation is being worked jointly with USICE/C3CES, USICE RAC 
Birmingham, the U.S. Postal Inspection Service, the U.S. Department of Justice 
(DOJ}, Child Exploitation and Obscenity Section (CEOS), and the United States 
Attorney•s Office {USAO) for the Northern Disd~tffb of Alabama. USICE has 
designated this operation as Project Flicker . 

On June 1, 2007, Senior Special Agent (SSA) I (b)(B),(b)(7)(C> I began to inveotigate 
Project Flicker leads located in the SAC Houston area of responsibility (AOR). 

QTSTRiBrTION: 
(b)(7)(E) 

SIGNATURE· 
'----------~(~b)(~6)~,(b~)(~7)(~C)~--------~' SPECIAL AGENT 

...._ _______ (b_>(_s>_.(b-)(7->(_c> ______ ___.j 
l\ PPPOl1 PD · 

OI GRP SUPERVISOR 

ORIGIN OFFICE::r; H. TELEPHONE: 281 98 (b)(Bb(b)(
7
> --

HOUSTON, TX - SAC 
_ - TYPISTj(b)(~b\b)(7>1_ . __ _ 

__ .~--_O.........,F:-:-• --:F=--:I~c=- I A L U S E 0 N L Y 
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CASE PROGRAM CODES: 

(b)(7)(E) 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NU~i"BER .. I (b)(7)(E) t· 
REPORT NUMBER: 001 

---------------·········--·······-·-·---------------------------

Details of Investigation: 

1. In April 2006, the United States Immigration and Customs Enforcement 
(USICE), Cyber Crimes Center (C3), Child Exploitation Section (CES) initiated 
an investigation into a crimin~! ~~~~~~! operating a commercial child 
pornography website known as u:qgr ::~::;;:f!, ! I. 11 The investigation has 
revealed that the same organization is operating numerous commercial child 
pornography websites. In addition, the organization utilizes various PayPal 
accounts to process the payments for access to the member-restricted websites. 
The investigation is being worked jointly with USICE/C3/CES, USICE Resident 
agent in Charge (RAC) Birmingham, the U.S. Postal Inspection Service, the U.S. 
Department of Justice (DOJ), Child Exploitation and Obscenity Section (CEOS), 
and the United States Attorney's Office (USAO) for the Northern District of 
Alabama. USICE has designated this operation as Project Flicker (~). 

2. On June 1, 2007, Senior Special Agent (SSA) I (b)(B),(b)(7)(C) I opened a 
collateral investi~ation to pursue leads potentia~,, Jo:rted in the SAC 
Houston AOR. SSA I ll6/c\ol(llllater contacted SSA l (b)(B>;(b)(7)(C> at C3 who stated 
individual SAC Houoton cases should be opened to ~nvest suspects once a 
l?relirninc:ry investigatio~ validated each ~ead. SSA (b>j6>c(b> stated the 
1nformat1on sent to SSA~was for the ent~re State of Texas and had not 
been divided into oeparate SAC AOR because of the high volume of leads. 

3. On June 8, 2007, SSA lt61l6/c\0101l completed identifying and dividing the leads 
for the SAC Houston, RAC Galveston, RAC Beaumont, and RAC Corpus Christi 
offices. A total of approximately 106 Project Flicker targets were found in 
the information provided by C3 for USICE SAC Houston. 

4. SSA I tB/j~/c\01 I compiled a Microsoft EXCEL spreadsheet for the SAC Houston AOR, 
based on the suspect's address, and identified approximately 82 suspects in 
the following counties: Brazos, Fort Bend, Harris, Houston, Liberty, 
Montgomery, San Jacinto, and Trinity. 

5. SSA (b)(Bb(b)(l> compiled a Microsoft EXCEL spreadsheet for the RAC Heaumont AOR, 
based on the suspect's address, and identified approximately eight suspects in 
the following counties: Angelina, Hardin, and Jefferson. 

6. SSA I (blJ~lc\b) I compiled a Microsoft EXCEL spreadsheet for the RAC Galveston 
AOR, based on the suspect's address, and identified approximately nine 
suspects in the following counties: Brazoria, Galveston. 

7. SSA I (bm/c\01 I compiled a Microsoft EXCEL spreadsheet for the RAC Corpus 
Christi AOR, based on the suspect's address, and identified approximately 
seven suspects in the following counties: Jackson, Nueces, and San Patricio. 
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CASE .. NUMBER I (b)(7)(E) 

R E p 0 R T 0 F I N V E s T I G AT I 0 N 
c 0 N T I N U A 1' I 0 N --REPORT NUMBER: 001 

8. SSA j t~%f> l has begun to de-confl i c t t he list of s uspects for the SAC 
Houston Of~d wi l l conti nue to gather informa tio n t o s ubstant i ate eac h 
lead. SSA ~will send collat era l requests to the RAC Beaumont, RAC 
Ga lveston, a nd RAC Cor pus Chr isti o f fices once t he Pr ojec t Flicker l e ads a nd 
ev ide nce are orga n ized f or those areas. This investigation continues. 
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REQUESTED BY: (b )(6), (b )(7)(C) I 
0 F F I C I A L u S E 0 N L y 

I DEPARTMENT OF. HOMELAND SECURITY TECS ACCESS CODE ==r ICE 
PAGE 1 

R E P 0 R ·r 0 F I N V E s T I G AT I 0 N 
NUMBER I t CASE (b)(7)(E) .. 

--TITLE: PROJECT FLICKER 

CASE STATUS: . INTERIMRPT 

071107 060107 . 002 
L.....:...:.......l 

REPORT DATE ·rATE ASSIGN:JD - PRO'~.w:L.,CODE -IREPORT NO. 

RELATED CASE NUMBERS: . ···-----·----.. - --.. ·---

--· . .. .---------------~-----------·----COLLATERAL REQ:RACPU RACGA RACCC 

TYPE OF REPORT: 
COisLATBRAL REQUEST / IN 

!TOPIC: COLLATERAL-REQUEST FOR PROJECT FLICKER TARGETS 

SYNOPSIS: .. . 
In April 2006, the United States Immigration and Customo Enforcement (USICE), 
Cyber Crimes Center (C3), Child Exploitation Section (CES) initiated an 
inveotigation into a criminal ~~;~~~g gp~rating a commercial child 
pornography website known as •Uf¥;;:~<i~-£&~!~~;';~~;~fl:i n 'l'he investigation has 
revealed that the same organization is operating numerous commerGial child 
pornography websites. In addition, the organization utilizes various PayPal 
accounts to process the payments for access to the member-restricted websites. 

The investigation is being worked jointly with USICE/C3/CES, USICE RAC 
Birmingham, the u.s. Postal Inspection Service, the U.S. Department of Justice 
(DOJ), Child Exploitation and Obscenity Section (CEOS), and the United States 
Attorney's Office (USAO} for the Northern District of Alabama. USICE has 
designated this operation as Project Flicker ~. 

On June 1, 2007, Senior Special Agent (SSA) I (b)(6),(b)(7>(C> I began to investigate 
Project Flicker leads located in the SAC Houston area of responsibility (AOR). 

T"\T~'T'DTP.TT'T'Tf'lli.T • 

(b)(7)(E) 

.. 

SIG:blAl:U:BE · 

I (b )(6), (b )(7)(C) ~~ SPECIAL AGENT 
---------------------~-------

I 

--

.. 

la g;c;cu:aJ[~c · 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: 
HOUSTON, TX - SAC 

HO 

I OI GRP SUPERVISOR 

r~LEPHONE:. 281 9~ (b)(~h~b)(l) r-·
l.==iYPIST : -jtb)(6(c(t>(7>t--

T 

T 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CAS-If NUMBER ._I ___ (b-)(7->(_E> __ ..... r 
----=-=-=-==-~~~----········---REPORT NUMBER: 002 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOUIJD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 783 of 929 



0 F F I C I A L u S E 0 N L y 

DEPARTMENT OF HOMELAND SECURITY I PAGE 3 
ICE 

NUM·fiERl CASE (b)(7)(E) 

R E P 0 R T 0 F I N v E S T I G AT I 0 N 
....._ ____ ..... r 

c 0 N T I N u A T I 0 N REPORT NUMBER: 002 
·-· 

Details of Investigation: 

1. In April 2006, the USICE/C3/CES initiated an investigation into a criminal 
~f!~~~~fif.n operating a commercial child pornography website known ao nl\%36':1 I 1 rl1 I : ~ •• The investigation has revealed that the same organization is 
operating numerous commercial child pornography websites. In addition, the 
organization utilizes various PayPal accounts to process the payments for 
access to the member-restricted websites. The investigation is being worked 
jointly with USICE/C3/CES, USICE Resident Agent in Charge (RAC) Birmingham, 
the U.S. Postal Inspection Service, the u.s. Department of Justice (DOJ), 
Child Exploitation and Obscenity Section (CEOS), and the United States 
Attorney•s Office (USAO) for the Northern Dis~t of Alabama. USICE has 
designated this operation as Project Flicker ~ . 

2. On June 1, 2007, Senior Special Agent (SSA) I (b)(B),(b)(7)(C) I opened a 
collateral investigation to pursue leads potentially located in the SAC 
Houston AOR. The information received from C3 was for the entire State of 
Texas and had not been divided into separate SAC AOR because of the high 
number of leads. 

3. On July 10, 2007, SSA ll61l
6/c\ol(lll completed identifying and dividing the leads 

for the SAC Houston, RAC Beaumont, RAC Galveston, and RAC Corpus Christi 
offices. A total of approximately 108 Project Flicker targets were found in 
the information provided by C3. 

4. SSA ll6Jlll)c\o)(l)l compiled a Microsoft EXCEL spreadsheet tor the SAC Houston AOR, 
based on the suspect's address, and identified approximately 82 suspects in 
the following counties: Brazos, Fort Bend, Harris, Houston, Liberty, 
Montgomery, San Jacinto, and Trinity. 

COLLATERAL REQUEST RAC BEAUMONT 

s. SSA (b>j6>c(b> compiled a Microsoft EXCEL spreadsheet for the RAC Beaumont AOR, 
based on the suspect's alleged address, and identified approximately eight 
~p ... ~~~ts in the following counties: Angelina, Hardin, and Jefferson. SSA 
I t~( > will provide additional information upon r~ ~o the inv7stigating 
agent. Due to the number of overall leads, SSA ~ d~d not val1date name, 
address, or e-mail information for suspects located in the RAC Beaumont AOR. 
It is requested RAC Beaumont investigate each lead and if the information is 
substantiated, an independent RAC Beaumont case be opened with rroject code 
2S2, Project Flicker. Additionally, evidence held by SSA ll61l

6/e-\ol(ll exceeds 15GB 
of images and video from the various sites. This information wilA be provided 
to RAC,Beaumont upon request of the assigned case agent. The suspect 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 

~-----------------------(b-)(6-),-(b-)(7-)(-c)----------------------~l, Beaumont, TX 77706 

~--------------~(b~)(~6)~,(bp)(~7)(~c~) ______________ __._l, Beaumont, TX 77708 

~~~----------------------~(b~)(6~)-~(b~)(7~)(~c)--------------------------~l, Beaumont, TX 
77707 

~-------------------------(b~)(6_)._(b-)(7~)(_C)------------------------~I, Beaumonth TX 77708 
(Appears on Operation Yeti list) . 

~-------------------------(b-)(6-),-(b-)(7-)(-c)------------------------~l, Beaumont, TX 77705 

~---------------------------(-b)-(6-),(-b)-(7-)(C-)--------------------------~~' Groves, TX 77619 

~----------------------------(b-)(-6)_.(b-)(-7)(_c_) ____________________________ ~L Lufkin, TX 
75901 

~------------------------(b-)(-6)-,(b-)(-7)-(C_) ________________________ ~I, Lumberton, TX 77657 

COLLATERAL REQUEST RAC GALVESTON 

6. SSA I toM/c\oJ I compiled a Microsoft EXCEL spreadsheet for the RAC Galveston 
AOR, base~ on the susp~ct • s add:ess, and id~ntified approximatil~~ ~)re. 
suspects ~n the follow~ng count~es: Brazor1a, Galveston. SSAn h\ () w1ll 
provide additional information upon t'~ffi!~ft to the investigating agent. Due 
to the number of overall leads, ssAinlb n_did not validate name, addreso, or 
e-mail information for suspects located in the RAC Galveston AOR. It is 
requested RAC Galveston investigate each lead and if the information is 
substantiated, an independent RAC Galveston case be opene~p~oject code 
2S2, Project Flicker. Additionally, evidence held by SSA ~e~ceeds 15GB 
of images and video from the various sites. This information will be provided 
to RAC Galveston upon request of the assigned case agent. The suspect 
information is as follows: · 

~----------------------~(b~)(6~),(~b)~(7~)(C~)----------------------~I, Alvin, TX 77511 

~----------------------(-b)(-6)-,(b-)(-7)-(c_) ____________________ ~l, Danbury, TX 77534 

~~--------------------------(b-)(6-),-(b-)(7-)(-c)----------------------------~L Dickinson, TX 
77539 

~------------------------~(b~)(6~)-~(b~)(7~)(~c)--------------------------~l, Galveston, TX 77550 
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C 0 N T I N U A T I 0 N 

PAGE 5 

CASE NUMBER I (b)(7)(E) 

-··--·-·---·-···-·····-·····--------------- -·-···---------REPORT NUMBER: 002 

~--------------------------(b-)(6-),-(b-)(7-)(-c)--------------------------~l, Galveston, TX 77550 

~~~~~--------------------~(~b)~(6)~,(b~)(~7)~(C~)--------------------------~" League City, TX 
77573 

~~~--------------~----~~(~b)(~6)~,(b~)(~7)~(C~)------------------------~~· League City, TX 77573 
(Appears on Project Flic~er target Jist and is a former Operation:Watchdog 
target, see closed case ~ (b)(7)(E) b. 

(b )(6), (b )(7)(C) I, Pearland, TX 77584 

~========================~ ~----------------------(b-)(-6)-.(b-)(-7)-(C-)----------------------~~ Santa Fe, TX 77510 

COLLATERAL REQUEST RAC CORPUS CHRISTI 

7. SSA ltBJt%\61011 compiled a Microsoft EXCEL spreadsheet for the RAC Corpus 
Christi AOR, based on the suspect•s address, and identified approximately nine 
~cts in the following counties: Jackson, Nueces, and San Pat*icio. SSA 
~ will provide additional information upon r~ to the investigating 
agent. Due to the number of overall leads, SSA~did not validate name, 
address, or e-mail information for suspects located in the RAC Corpus Christi 
AOR. It io requeoted RAC Corpus Christi investigate each lead and if the 
information is sub~ntiated, an independent RAC Corpus Christi caoe be opened 
with p~g1j~~\~{7>l code (b~7), Proj ec~ Flicker. ~dditionally, pot~ntial. evidence. held 
by SSA · excee o 15GB of 1mages and v~deo from the var1ous s1tes. Th1s 
information will be provided to RAC Corpus Christi upon request of the case 
agent. The suspect information is as follows: 

~----------------~--------~(b~)(6~)-~(b~)(7~)(~C)~------------------------~I, Corpus Christi, 
TX 78412 

~~----------------------(b-)(6_).-(b-)(7-)(-c)------------------------~" Corpus Christi, TX 
78404 

~----------------------~(b~)(~6)~.(b~)(~7)(~C~)----------------------~L Corpus Christi, TX 
78413 

~-------------------------(-b)(-6)_.(b-)(_7)_(c_) ________________________ ~l, Corpus Christi, TX 
78418 

~------------------------~(~b)(~6)~.(b~)(~7)~(c~)--------------------------~l, Corpug Christi, TX 
78401 
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N-r=;::: No:BER I <b>< 7><~ ··~ 
1---;EPORT NUMBER: 002 

, Corpus· Chris~i, TX i841B 

~==========================~ I~ Corpus Christi, TX 78418 

(b )(6), (b )(7)(C) 

(b )(6), (b )(7)(C) 

~~~------------------------(b-)(6_>-~(b)~(l~)(C~>----------------------------~" Edna, TX 
77957 

~---------------------(-b)-(6_>.(_b>(_7>_(c_> ____________________ ~L Ingleside, TX 78362 
.. 

(b)(5) 
This 

investigation continues. 

•.> 
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~-'I'ITLE: PROJECT FLICKER 

CASE STATUS: INTERIM RPT 

100807 060107 

0 N L y 

TECS ACCESS 

PAGE 1 

CASE NUMBERl 

-~-CODE (~) 

(b)(7)(E) 

REPORT NO. 
003 

REPORT DATE 'IDATE ASSIGNED _·cRO_-_- co __ :=r_· 
-----=-- --- . ----- ----- ---f.------RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE 0-P REPORT: 
INVESTIGA'riVE FINDINGS 

TOPIC: SAC HOUSTON PROJECT FIJICKER TARGETS 

SYNOP~ns: 
In April 2006, the United States Immigration and Customs Enforcement (USICE}, 
Cyber Crimes Center (C3}, Child Exploitation Section (CES) initiated an 
investigation into a criminal organization operating a commercial child 
pornography website known as 111 (b)(7)(E> L 11 The investigation ha~ 

~ 

revealed this organization is operating numerous commercial child pornography 
websites. In addition, the organization utilizes various PayPal accounts to 
process the pa~nents for access to the member-restricted websites. The 
investigation is being worked jointly with USICE/C3/CES, USICE RAC Birmingham, 
the u.s. Postal Inspection Service, the U.S. Department of Justice (DOJ}, 
Child Exploitation and Obscenity Section (CROS), and the United States 
Attorney•s Office (USAO) for the Northern District of Alabama. 

Approximately 82 targets were identified in the SAC Houston area of 
responsibility (AOR). SSA I (o/Wc\01 I numbered each from F-1 to F-44. The 
following serves to identify each target and the target•s assigned number. 

r-· QISTRIBrTION: I (b)(7)(E) -

SIGNATURE; 
~-----------(b-)(s_>.(_b)-(7-)(c_> __________ ~l SPECIAL AGENT 

APPRO''FD· 
(b)(6),(b)(7)(C) t----

~--------------~' OI GRP SUPERVISOR 

-- ORIGIN OFFICE: HO -};;TELEPHON-E: 281 ~ 
HoUSTON, ·rx - SAC 

\.._ _ .. _ --- TYPIS'f: 1toJtb)e-\oJtJ _ ... __ _ 
--~-0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE: PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 788 of 929 



0 F F I C I A L U S E 0 N L Y 
·,--------=-=-=-=-=---------------·--·····-·········· ·······-==:-----:::-----------.-

DEPARTMENT OF HOMELAND SECURITY PAGE 2 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 003 

---------------------····················------------'-------

CASE PROGRAM CODES: 

(b)(7)(E) 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 789 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 3 

CASE NUMBER1._ ___ (b,;.;.)(7..;.,;>(...;E> __ .....J 

REPORT NUMBER: 003 

---- ---------- --------------------- -----···--

Details of Investigation: 

1. In April 2006, the United States Immigration and customs Enforcement 
(USICE), Cyber Crimes Center (C3), Child Exploitation Section (CES) initiated 
an investigation into a crimin~ ~aanization operating a commercial child 
pornography website knot.om as { &L :;lfd~i;;~:!~!·;~:sl·" The investigation has 
revealed that the same organization is operating numerous commercial child 
pornography websites. In addition, the organization utilizes various PayPal 
accounts to process the payments for access to the member-restricted websites. 
The investigation is being worked jointly with USICE/C3/CES, USICE RAC 
Birmingham, the u.S. Postal Inspection Service, the u.s. Department of Justice 
(DOJ), Child Exploitation and Obscenity Section (CEOS), and the United States 
Attorney•s Office {USAO) for the Northern Dis ict of Alabama. USICE has 
designated this operation as Project Flicker ~~n 

? ~nproximately 82 targets were identified in the SAC Houston AOR. SSA 
(b)(~~~b>( 7>f ..... ·~""~.,... ..... .-:l o.::~r<'h ~l.C' J..Jouston area of responsibility target from 1:' 

1 
rn "' ..,-;::; ·1 llOJll:iJ,lb>l rn 

(b)(7)(E) 

(b)(7)(E) 

(b )(6), (b )(7)(C) 
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c 0 NT I N UA T I 0 N REPORT NUMBER: 003 

(b )(6), (b )(7)(C) 

3 
l(b)(b)(o)(/)1 ' d 1 1 ' ' 'ld { ) . SSA ,.;;, J.nten s to use oca Internet CrJ.meo AgaJ.nst ChJ. ren ICAC , 

Houston Area Child Sexual Exploitation Task Force (HACSET), and otther local 
resources to assist with investigating many of the targets. If a target is 
discovered to be involved in any child exploitation offenses, (i.e., 
possession of, manufacture of, or distribution of child pornography, etc.) a 
separate case will be opened. If an interview or enforcement action occurs 
involving a target who is NOT found to be involved in child exploitation 
offenses, a report of investigation will be recorded under this SAC Houston 
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R E P 0 R T 0 F I N V E S T I G A T I 0 
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Pro jec t Flfcker case-1.._ __ ...;<:..:.b>;,.;<7>:.:.:<E::..> __ _,~D . This i nvestigation con.tinues . 
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CASE STATUS: INTERIM RPT 

REPORT DATE .. ~··DATE ASS'IGNED 

E 0 N L y 

TECS ACCESS CODE IJ!Ij. 
PAGE 1 .- .. -~ 
CASE NUMBER _I _____ cb_>c_7>C_E> ____ ~r 

CODE ~EPORT NO. 
. 007 042 1 08 ___ I_ 060107 

----R=ELATED CASE:NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
I NVESTIGATIVE FINDINGS 

TOPIC: FLICKER CASES DISSEMI NATED TO LOCAL LAW ENFORCEMENT 

SYNOPSIS: 
In April 2006, the Unite d S t ates Immigration and Customs Enforcement (USICE}, 
Cybe r Crimes Center (C3), Child Exploitation Section (CES) initia ted an 
inve stigatio n into a criminal ~z~tion o~erating a c o mme rcial child 
pornography website known as ,[:7 •4ft;t;~:;:.;~·~a 1. " The investigation has 
revealed this organization is ope rating numerous commercial child pornography 
webs iteD. I n addition, the organization ut i lizes va rious PayPal account s to 
process the payments for access to the member -~ricted websites . USICE has 
des i gnated thi s operation as Project Flicker ~. 

During De cember 2007 , USICE SAC Houston Special Agents met with ~ocal 
investigators to obtain assistance investigating the numerous Project Flicker 
leads in the Houston, Texas area. Details a re contained herein . 

QISTRIBUTION: 
(b)(7)(E) I 

. , n x ounmppp. " ·~ I (b)(6),(b)(7)(C) f SPECIAL AGENT 
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(b)(6),(b)(7)(C) OI GRP SUPERVISOR 
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REPORT NUMBER: 007 

,, 

r 

0 F F I C I A L U S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 796 of 929 



DEPAR'l'MENT OF 

R E P 0 R T 0 F I 
C 0 N T I 

0 F F I C I A L U S E 0 N L Y 

PAGE 3 HOMELAND .SECURITY.=l 
I CE 

CA-SE NUMBER~ (b)(7)(E) r 
N V E S T I G A T I 0 N ~----------~ 
N U AT I 0 N ---REPORT NUMBER: 007 

Deta ils o f I nves t i gation: 

1. In April 2006, the USICE/C3/CES i nitia ted an investigation i n t o a criminal 
or~anization ope r at ing a commercial child pornography website known a s "l\n3/'Zl 
I 3J~ *~~oS,.;'~;;%;!5• 1." The investigation has r e vealed tha t the same organization i s 
operating numerous c o mme r cial child pornography webs i tes. In addition, the 
organiza t ion ut i l izes var ious PayPal accounts to process t he payments for 
a ccess to the member- restr icted websi t es. The investigation is being worked 
jointly with US I CE/C3 /CES, US I CE Res i dent Age n t in Charge (RAC} Birmingham, 
the u.s. Postal Inspection Service , the U.S. Department of Justice {DOJ), 
Child Exploitation and Obscenity Sect ion (CEOS), a nd the United S t ate s 
Atto r ney' s Of fic e (USAO) for the Northern District of Al abama. 

2. During De cember 200 7, USICE SAC Houston Special Agents me t with local 
inve s tigators to obtain a ss i stanc e investigating t he numerous Project Flicker 
leads in the Houston, Texas area. 

3. On December 10, 2008 , SSA I (b)(S),(b)(7)(C) I an 
~~~~~--~~~-Fort Bend County Sheriff ' s Office ( FBCSO) Sgt. (b)(G),(b)(7)(C> Sgt. 

t ook wor king cas e file information f o r four Project Flicker targe t s and s tated 
the individuals ident ifie d in the Project Flicker leads would be inve stigated 
by FBCSO pers onnel. The fo llowi ng t a rgets, referenced by 'r Fiic ker I D 
numbe r, name, u"Paao ond e ~mai 1 were turned over to Sgt. (b)(S),(b)(7)(C) : 

F-62 (b)(S),(b)(?)(C) , , Katy, TX 77450, 

F-72 

F -7 9 

F -80 

4 . On Dece mber 10, 2 0 0 8 , SSA (b 6 · b 7 c (b)(G),(b)(l)(C) met with 
Kemah Police Department Detective (b)(G),(b)(7)(C> De t e ctive took 
working c ase file information for five Project Fl1cke r t a rge t s and stated the 
individuals identified i n the Project Fl i cker leads would be investigate d . 
The following targets, r e ferenced by the ' ·c er ID number , name, a ddr ess , 
and e-ma il turn (b)(G), (b)(7)(C) 

F-1 , Baytown, TX 77521, 

I 
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C 0 N T I N U A T I 0 N 

CASE NUMBER ._l ___ <b_J<7_><_E> __ ___JI .. 

REPORT NUMBER: 007 

F'_:-·2-·---lr-----::-:-=-::-:-:=-:-!.!!<b>t!.!<6~H!.!!b>I1<7~><:::CJ~------Jl Baytown, TX 77 521 
. (b)(G),(b)(7)(C) I 

F-3 r----:::-::::-::=::(~b>;.:.;<G;.:;.;> · <~b>:.:.;.<7.:.:.><c,> _____ _j, Baytown, TX 77 521 
(b)(6),(b)(7)(C) 

F-4 lr---------~(b~l(~G>~.(b~l(~7l~(c~> _______ _jl, Baytown, TX 77521 
I (b)(G),(b)(7)(C) I 

F-40 ~ _______ <_b>_<s_>.<_b>_<7_><c_>~-----~'' Houston, TX 77063 
. (b)(G),(b)(7)(C) 

5. On December 11, 2 008, SSA I (bJ(GJ,(bJ(7J(CJ I met with Sgt. 
Harris County Constable's Office, Precinct #4 (HCC0#4) . Sgt . (b)(G),(b)(7J(CJ took 
working case file information for three Project Flicker targets an s ated the 
individuals identif ied in the Project Flicker leads would be investigated . 
The following targets, referenced by, · licker ID number, name, address, 
and e -rna i l we (b)(GJ,(b)(7J(C) • 

F-60 , Humble, TX 77338 

F- 61 t-------<~b>~<G~>-<~b)~(7~)(C~>~...,_ ____ _J , Humble, 'l'X 77346 
(b)(6),(b)(7)(C) 

6. USICE SAC Houston Agents will continue to seek assistance from local law 
enforcement agencies to investigate Project Flicker leads as necessary. As 
cases are disseminated to other agencies such activity will be documented in 
future Reports of Investigation (ROis). This investigation continues. 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS CC~)l)~

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

---cAsE NuMsERI ______ (_b,(-7)~(E_, ____ ~r 

TITLE: PROJECT FLICKER 

CASE STATUS: I NTERIM RPT 

REPORT DATE .TDATE ASSIGNED PRo..,...... ........ CODE ~CRT NO. 

020909 - '------ 060107 -------------------~~010 
___ R_E_L- ATED CASE . NUMBERS~-------- ----

----COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: PROJECT FLICKER UMBRELLA INVESTIGATION PLACED IN PENDONG STATUS 

-=~=-=- :::------------------------------------'1....-------SYNOPSIS: 
In April 2006, the United State s Immigration and Customs Enforcement {USI CE), 
Cyber Cr ime s Center (C3) , Child Exploitation Section (CES) init i ate d an 
investigation i nto a criminal ~j7.~~ ~erating a commercial child 
pornography website known a s ~~~£~~-;~;!ifj~:;:.;;t; l." In addition, the organ i zation 
utilizes v a rious PayPal accounts to process the payment s for access to the 
member - restricted we bs i tes. The inves t igat i on i s be ing worked j ointly with 
USICE/ C3CES, USICE RAC Bi r mingham, the U.S. Postal Inspection Service, the 
U.S. Department of Justice (DOJ), Child Exploitation and Obs cenity Section 
(CEOS), and the United State s Attorney•s Office (USAO) for the Northern 
4~~frf~c t o f Alabama. USICE has designated this operation as Proj ect Flicker 

As of February 2009, the USICE SAC Houston Cyber Crimes Group c onti nues to 
investigate suspects listed in the Project Flic ker c ase . This umbrella cas e 
is being placed in pending status. 

DTSTRTBfJTION: 
(b)(7)(E) 

SIGNATURE· 
(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 

ORI GIN OFFI CE: HO 
HOUSTON, TX - SAC 

SPECIAL AGENT 

OI GRP SUPERVISOR 
·> 

TELEPHONE: 281 
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c oN ·r I N u A T I 0 N REPORT NUMBER: 010 

CASE PROGRAM CODES: 

(b)(7)(E) 
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I CE 

CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N REPORT NUMBER: 010 

Details of Investigation: 

1. In April 2006, the United States Immigration and Customs Enfoicement 
(USICE}, Cyber Crimes Center (C3), Child Exploi tation Section (CES) init i ated 
an investigation into a crimi · ' on operating a commerc ial child 
pornography website known as 11 

victims; and .child witnesses' ri 'hts • " The investigation has 
revealed that the same organizat1on 1s opera ing numerous commercial chi ld 
pornography websites. In addition, the organization uti lizes various PayPal 
accounts to process the payments for access to the member-restricted websites. 
The inves tigation is being worked jointly with USICE/C3/CES, USICE Resident 
agent in Charge (RAC) Birmingham, the U.S. Postal Inspection Service, the U.S. 
Department of Justice (DOJ), Child Exploitation and Obscenity Section {CEOS}, 
and the United States Attorney's Office (USAO) for the Northern District of 
Alabama. USICE has designated this operation as Project Flicker ~ <~~r> ~ . 
! 
2. Since September 2008, the USICE SAC Houston Cyber Crimes Group has 
coordinated with the Harris County District Attorney's Office to prepare 
search warrant aff idavits for some of the suspects ident ified in Project 
Flicker . 

3. On December 17, 2008, USICE SAC Houston 
sea rch warrant onerat· ion at the residence of 
I (b)(G),(b)(7)(C) L Houston, •rexas 7 7 0 3 6 . 
USICE SAC Houston FLICKER suspect list as F-48 (b)(G),(b)(7)(C) 

spouse) . A deskto seized on consent from a ocal 
repair shop. SSA js the case aqert and the USICE 
independent case for (b)(G),(b)(7)(C) is I (b)(7)(E) _. 

on t e 
is his 

computer 
SAC Houston 

4. On February 5, 2009, SSA l(b)(
6/e:\b)(J)I moved the Project Flic ker umbrella case to 

pending status. USICE SAC Houston agents will continue to coordinate with 
state and local investigators regarding the Project Flicker suspect list. 
This investigation continues. 
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0 F F I c I A L u s E 0 N L y 

DEPARTMENT OF HOMELAND SECURI TY TECS ACCESS CODE 
I CE A 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBERI._ ___ <_b)_(7)..;..(E_> __ ...Jr 

TITLE: PROJECT FLICKER 

CASE STATU.S: CLOS I NG RPT 

RE PORT DATE I DATE ASSIGNED 

--=0::-2 ,...,161:=:0~.,..,......=~ _ ____ _ o_6_o_l_o_7 _ _ _ _ 1

- REPORT NO. 

_ _ _ _ ·-- ----- ______ o_1_1 _____ _ 
RELATED CASE NUMBERS : 

-----·:~--::-c:=~-~-=------------------------ - - ---- - -- - - -COLT.)ATERAL REQ : 

TYPE OF REPORT: ------------- ·------------- ···· ··-1 
O'fHER INFORMA'riON / INVEST IGATIVE FI ND INGS 

I 
TOPIC ;··· STATUS OF SAC HOUSTON PROJECT FLICKER IJEADS 

SYNOPSIS: ~ 
In April 2006, the Uni ted S t ates Immigration a nd Custo ms Enforc emen t (USICE), 
Cyber Crimes Center (C3), Child Exploi t ation Section (CES) init iated an 
i nvestigation i nto a crimina l ~~i~ation o:era ting a commercial c hild 
pornography website known as { : ! ;:~u;~;:\~~a 1. n In addition , the organi zation 
u tilizes vari ous PayPal accounts to pro cess the payments for access to the 
member - restricted websites. The inve stigation i s being wo rked joint ly with 
USICE/C3CES , US I CE RAC Bir mingham, the U.S. Postal Inspection Service, the 
U .S . Department of Justi ce (DOJ), Chi ld Exploi tation a nd Obsceni ty Section 
(CEOS), and the United Sta tes Attorney's Office (USAO) for the Northern 
~~ct of Alabama. US ICE has d es ignated this operation as Project Fl icker 

As of February 2010, the US ICE SAC Ho usto n Human Rights I Cyber Crimes Group 
continues to investigate s uspe cts listed in the Projec t Flicker cas e. This 
umbrella c a se remains in pending status. Details are contained herein. 
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(b)(G),(b)(7)(C) 
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TY PI ST~(b)(~~~b>(7)]-· 
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Details of Investigation: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 011 

1. In April 2006 , the United States Immigration and Customs Enforcement 
(USICE), Cybe r Crimes Center (C3), Child Exploi tat ion Sec tion (CES) ini tiated 
an inves tigation into a criminal o~anization operating a commerc ial c hild 
pornography website known as "U!/~;: :;:;~d u;g:~:.~:~~~J" The investigation has 
revea led that the same organization is operating numerous commercial c h i l d 
pornography websites. In addition, the organization utili zes various PayPal 
accounts to process the payments for access to the member- restricted websites . 
The investigation is being worked j ointly with USICE/C3/CES, USICB Resident 
a gent i n Charge (RAC) Birmingham, the U.S. Posta l Inspectio n Service, the U. S . 
Department of Justice (DOJ) , Child Exploitation and Obscenity Section (CEOS), 
a nd the United States Attorne y's Office (USAO) for the Northern D~ct of 
Alabama. USICE has designated this operation as Project Flicker ~· 

2. On February 5, 2009 , US ICE SAC Houston SSA ltoJtb/c\61011 moved the Project Flicker 
umbrella case to pending status. US ICE SAC Houston agents h ave c~ntinued t o 
coor dinate with state a nd local investigators regarding t he Project Flicker 
suspect list. 

3. Since the i nception of t his case , most of the approximate ly 82 SAC Houston 
Project Flicker targets have been encountered through search warrants, consent 
sear c h es, b order search authority , and other law enforcement encounters. 
Severa l Project Flicker targets have moved f rom the SAC Houston area of 
responsibility and a few othe rs are reported as deceased . Some Proj ec t 
Fl icker targets were never completely identified , possib ly due to f raudulent 
purchase r inf ormation entered by the user(s). 

4. Projec t Flicker targets who were found to subs tantia te a search warrant 
and I or were found to be in possession of child pornography I child abuse 
i mages have resulted in independent investigative case o penings. Most o f 
these independent investigations have resulted in the prosecution of Project 
Flicker targets for possession of child pornography. 

5. Because there a re still Project Flicker targets in the SAC Houston AOR, 
t his umbrella i nvest igation will remain in p end ing status. The information 
containe d in t he Project Fl icker umbrella case file has proven useful during 
several investigations where Project Flicker targets have been the subject of 
newer child pornography target lists. This has allowed investigators to use 
Project Flicker lead i nformation in addition to the newer lead informat ion to 
es tabli s h a h istory o f "child pornography collector 11 b ehavior. When such 
11 child pornography collector" his tory is demonstrated, search warrants are 
more likely to be issued by State or Federal magistrates. 
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6. On February 4 2010 SSA Jlbll%~>l' 1ltransferred an external hard d~ive to Group 
~JJperEi srr (GS) I (b)(G),(b)(l)(C) I tor use in future investigations ( CBP Form 6051S 

• (b)(l)(E) • • The Project Flicker images 1 videos I website graphics, ·and 
purchaser information on the portable hard drive is being retained in the 
Project Flicker umbrella case for use if I when a target becomes ~he subject 
of a 8Ubsequent child pornography user I purchaser list. This ca~e remains in 
pending status. 
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CASE STATUS: INTERIM RPT 

TECS ACCE.SS 

PAGE 1 

CASE NUMBER .... l ___ <b_l<7_><_E> __ ....~r 

REPORT DATE 
062707 062507 (bfl . 001 

" 

DATE ASSIGNED I PROG~ CODE I REPORT NO. 

RELATED CASE NUMBERS: -·--·····---- --------- - - - --.. ·-- - - --

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: OPERATION FLICKER COLLATERAL INVESTIGATION 

SYNOPSIS: 
Operation 11 Flicker 11 is a joint investigation between RAC/Birmi ngham , the 
ICE - C3 unit , t he U.S. Posta l Inspection Service, and the Department of Justice 
that targets both the princ iples facilitating subscription payments as well as 
the actual subscribers to several child exploitation websites. RAC/NY AIRG 
was tasked, via collatera l request, to support the investigation by 
identifying assets f or potential forfeiture with respect to three individuals 
living in the New York c : t y area who are suspected of being d irectl y invol v ed 
in the scheme . See I _ (b)(7l<E> I for case related ROis. A collateral 
investigation was opened i n the RAC/NY AIRG on 06 - 25- 2007. 

DISTRIBUTION: 
(b)(7)(E) I 

SIGNATURE: 
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APPROVED i 
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TYPIST: J(b)(G),(b)(7)(C)J 
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Three ~ubjec t s living in or near thi New York City are believed to be the 
controllers of or are facil itating payments for child pornography websites via 
the 11 Pay Pal 11 on - line payment transfer system. (See I (b)(7l(El l for 
complete details.} The subjects are identified as follows: 

Name: 
Address: 

e-mail: 

Bank: 

Name: 
Address: 
e-mail : 

Ba nk: 

Name: 
Address: 
e-mail: 

Bank: 

, Woodside, NY, 11777 
L----r-----...IL_.:.A:.::s;;.:t~o~r:..;1::.;. a~, NY, 1110 5 

I (b)(G),(b)(7)(C) I 

(b)(G),(b)(7)(C) 

L 
JP 
JP 

(b)(G),(b)(7)(C) I 

Morgan/Chase: 
"'!organ/Chase: 

(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 

(b)(G),(b)(7)(C) 

(b )(G), (b )(7)(C) I 

Fort Sill National Bank: I (b)(G),(b)(7)(C> I 
PNC Bank : I (b)(G),(b)(7)(C) I 

and/or 

•> 

The financial status of these subjects is n~t yet known. A database search 
request was submitted to 11 DynCorp 11 analyst, (b)(G),(b)(7)(C) I, on 06-25-2007 in 
order to obtain preliminary information regarding the identification of 
forfeitable assets should any or all of the subjec t s be indicted. All three 
subjects are being queried in individual requests. This case is pending. 
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TITLE: COMMERICAL CP WEBSITE KNOWN AS ,, (b)(3): 18 u.s.c. § 3509(d) Child rf 
victims' end child witnesses' riQhts.( ' 

-························ ·-·-·····--········-········---···" 
CASE STATUS: CLOSING RPT 

REPORT DATE DATE ASSIGNED PROGRAM CODE REPORT NO. 
102207 062507 ~ 002 

RELATED CASE NUMBERS : 

······-··'"·· 
COLLATERAL REQ: 

' 
---··- -·-·-·--·-··-··· ....... 

'fYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: CLOSING ROI; OPERATION FLICKER 

SYNOPSIS: 
Operation 11 Flicker 11 is a joint investigation between RAC/Birmingham, the 
ICE-C3 uni t , t he U.S. Postal Inspection Service, a nd the Department of Just ice 
that targ ets both the principles facilitating subscr iption payments as well as 
the actual subscribers to several child exploitation websites. RAC/NY AIRG 
was tasked, v ia collateral request, to support the investigation by 
identifying assets for potential forfeiture with respect to three individual s 
living in the Ne w York c:ty area who are suspected of being directly involved 
in the scheme. See I _ (b)(7)(E) I for case related ROis. A collateral 
investigation was opened in the RAC/NY AIRG on 06 - 25 - 2007. 

,, 
-- ·----··-----------------······--··-----.----------=----:------ ----------DTSTRIBUTTON; SIGNATURE: 

(b)(7)(E) I (b)(G),(b)(7)(C) SENIOR SPEC AGENT 

APPROVED· 
(b)(6),(b)(7)(C) OI GRP SUPERVISOR ______ ___. 

ORIGIN OFFICE: UN 
NEW YORK ASSET !DENT 

TELEPHONE = 6 4 6 2 31 (b)(Gle:\b)(l) 1 

TYPIST: I (b)(G),(b)(7)(C) I 
0 F F I C I A L U S E 0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 809 of 929 



0 F F I C I A L U S E 0 N L Y 

PAGE 2 DEPARTMENT OF HOMELAND SECURITY 
ICE 

···-=r 
CASE NUM--8-E_R__,...I ---(b-)(7-)(-E)- I 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

REPORT NUMBER: 002 

0 F F I C I A L 0 S E 0 N L Y 
THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 810 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECUR.:fTY 
ICE 

PAGE 3 

CASE N"UMBER I (b)(7)(E) r 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 
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DETAILS OF THE INVESTIGATION 

"Operation Flicker" investigation focused upon the 
property statuses of three individuals id~ntified in 

The AIRG portion of the 
f i nancial, address, and 
the collateral request. 
fo l lowj ng three subjects: 
I (b)(6),(b)(7)(C) I. he results 
case agent, (b)(G),(b)(7)(C) 

pre liminary pro 

B iles were com iled for the 

o f the AIRG analyses were shared with the criminal 
No furthe r queries were conducted beyond the 

On 09-20 -2007, case closure was recommended by the criminal case agent as the 
three individuals named above were no ns of interest or subjects of 
the larger, continuing investigation, • 11 

AIRG case number L..l ___ tb_>t_7>_tE_> __ _,l is hereby closed. 
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TITLE: CHI LD PORNOGRAPHY/PROJ FLICKER 

CASE STATUS: INIT RPT 

0 N L 

1'ECS 

PAGE 

CASE 

h 

y 

ACCESS CODE ) 

1 

NUMBERl (b)(7)(E) r 

- - ··· ·=-=-= --=...,..,--::---,---REPORT DATE DATE ASSIGNED 
0 82007 061807 

--···--::-:c--~-.,..---=-RELATED CASE NUMBERS: 

PRO--....... ...... CODE .. _._I __ ..,..R_E_P_~_6_i_N_O_. --

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC : 40 SUBJECTS IN RAC/AU AOR/CHILD PORNOGRAPHY 

SYNOPSIS: 
In April 20 06 , U. S. Immigration and CUstoms Enforcement (ICE), Cyber Crimes 
Center (C3 ), Child Expl oitat ion Sections (CES}, initiated an inves tigati o n 
int o a cr~~~ o~anization operating a commercial child pornography website 
known as ~:: C ~;:;;~:.:~~;;~.~~~~~.!. " The investigation revealed the same organization 
ope rates nume rous commercial child pornography websites. The invest igation 
has been desi gnated as PROJECT FLICKER. 

On June 18, 2 007, RAC/AU i nitiate d an inves tigat ion with r egar ds to the 
subjects with in RAC/AU's area of responsibility. PROJECT FLICKER provided 
RAC/AU wi th a spreadshee t de tailing transact ion logs related to approxima tely 
f orty (40) subscribers of chi ld pornography websites. The transaction logs 
included information such as da te of purchase , time of purchase, name of 
purchaser , I P addr esses , emai l addresses, and shipping a ddresses. RAC/AU will 
util ize this i nfor mation to ident ify and prioritize s ubj ec ts of this 
i nvestigation . 

DISTRIBUTION: 
(b)(7)(E) I 

ZIPPFQVED · 
(b)(6),(b)(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: AU TELEPHONE: 512 9ll (b)(s(c)b>C7>1 
AUSTIN, TX - RAC 

------ - _ -L.._ _ __;;T:....;;Y:....;; .. P_;:I:..::S::....::~ .. = I (b)(6),(b)(7)(C) I 
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DETAILS OF INVESTIGATION: 

PAGE 3 

CASE N"tJMBER l~.. ___ <_b>_<7_><_E> __ __.r 
REPORT NUMBER: 001 

In April 2006 , U.S. Immigration and Customs Enforcement (ICE}, Cyber Crimes 
Center (C3}, Child Exploitation Sections (CES), initiated an investigation 
into a criminal or~nization operating a commercial child pornography website 
kno wn as nlw\~/~;: Z~!·;g=~~;~~. ;:~" 1." The i nvestigation revealed the same 9rga nization 
o perates numerous comme rcial child pornography websites. In addition, the 
organi zatio n utilizes various PayPal accounts to process the payments for 
access to the member restricted websites . The investigation h as been 
designated as PROJECT FLICKER. 

On June 18, 2007, RAC/AU initiated an investigation with regards t.o the 
subjects within RAC/AU 1 s area of responsibili t y. PROJECT FLICKER provided 
RAC/AU with a spreadsheet detailing transact ion logs related to approxi mate ly 
forty (40) subscribers of chi ld pornography websites . The transaction logs 
i ncluded information such as date o f purchase, time of purchase, name of 
purchaser, IP addresse s , email addresses, a nd shipping a ddresses . RAC/AU wil l 
utilize this information to i dent i fy and priori tize subjects of this 
i nvestigation. 

Senior Intelligence Res earch Specialist (SIRS), I (b}(G},(b}(7}(C} I, has prepared 
and submitted numerous Summonses with r e gards to ema il addresses, IP 
addresses , login dates and t imes, in an attempt to identify and or c onfirm the 
ident i ty of the subjec t s of t his invest i gation. 

This inves tigation is ongoing. 
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DEPARTMENT OF HOMELAND 
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CODE tm' SECURITY TECS ACCESS 
ICE 

PAGE 1 
R E P 0 R T 0 F I NV E s T I G A 1' I 0 N 

CASE NUMBER I (b)(7)(E) _ ___.r 

TI TLE : CHILD PORNOGRAPHY/PROJ FLICK Elf ... 

CASE STATUS: CLOSING RPT 
·- ·-· 

REPORT DATE DATE ASSIGNED PRO~ CODE -~-· . REPORT N 
050609 061807 (b)(7) 002 E 

................. 

0. 

RELATED CASE NUMBERS : 
............ 

COLLATERAL REQ: ., 
---~--.... . ........ 

TYPE OF REPORT: 
OTHER I NFORMATION I INVES'fiGATI VE FI NDI NGS 

TOPIC: CLOSING REPORT . 

SYNOPSIS: 
In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
{C3), Child Exploitation Section {CES), initiated an invest igation into a 
crim· l r aniza~ion operating a commercial child pornography website known 
as " . >. >:,lau.s .c . § 3509<dlChtld 11 The invest i gation revealed the same organization llnd chtld 'Mtnesses· n ht • 
opera es numerous commercial child pornography websites. The i nvestigation has 
been des i gnate d as Projec t Flicker. 

On June 18 , 2007, Immigration and Customs Enforcement {ICE), Resident Age nt in 
Charge, Austin, Texas (RAC/AU) initiated a n investigation with regards to the 
subj ec ts within RAC/AU' s area of responsibi lity. This report lists which 
agency ' s and specif ic agents were assigned various targets of this 
investigation. 

DISTRIBYTION: 
(b)(7)(E) 

0 

SIGNATURE· 
L..-----___;<:..;b>.:...<G:..;>·<...:.bl(;..:7>;,;..(C..:..> _____ .....Jr-··-·SPECIAL AGENT 

APPROVED; 
(b)(6),(b)(7)(C) OI GRP SUPERVISOR 

- - ·-oR--I-G_I_N_o_F_F_I_C_E_: _A_u_--.-___ T_E_L_E_P_H_O_N_E: s12 2 31 toJt~b\6'0 ' I 
AUSTIN, TX - RAC 

_ ________ _ --L. _ _ ....::T:....::Y:..:P:..;I:..:S:::..:.T...: .... I (b)(6),(b)(7)(C) I 
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CASE PROGRAM CODES: 
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PAGE 2 

CASE -NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 
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DETAILS OF INVESTIGATION: 

PROJECT FLICKER LEADS 
WESTERN DISTRICT OF TEXAS 
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PAGE 3 ··~ 
CASE NUMBER ._l ___ (b-)(7-)(E_>_ ~ 
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ICE 
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(b)(G),(b)(7)(C) 

This investigation is now closed. 
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DEPARTMENT OF HOMELAND SECURI TY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE : OPERATION FLICKER 

CASE STATUS: CLOSING RPT 

TECS ACCESS CODE 

PAGE 1 

CAS E NUM~~-----<-b><_7>_<E_> ____ ~r 

REPORT DATE 
120910 

DA1'E ASSIGNED 
062107 

... I REPORT NO. 

- ------···- ____ o_o_6 _ _ _ 
RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT : 
INVESTIGATIVE FINDINGS 

TOPIC : PROJECT FLICKER - CHICAGO AOR LEADS ACCOMPLISHED - CASE CLOSED 

SYNOPSIS: 
Pro ject Flicker was a National investigation initiated by ICE HQ C oncerning 
Child Ex!loitation and a known Child Pornographic series known aD ' ~>~3{ 1 8 

1 3JZk~~~· ~h~rl;;j s' t• • 
All leads have been pursued and enforcement act ions taken. No further 
activities are anticipated in regards to this investigation. In the event 
additional lead information is received - the SAC/Chicago investigation will 
be re-opened. 

Investigation is closed. 

C:IGN'>TilpE · 

(b)(6),(b)(7)(C) 

APPROVED· 
(b)(6),(b)(7)(C) 

ORIGIN OFFICE: CH 
CHICAGO, IL - SAC 

SENIOR SPEC AGENT 

OI GRP SUPERVISOR 

TELEPHONE: 6 3 0 5 71 (b)(~~\b)(?) r 
TYPI"ST!) (b)(B),(b)(7)(C) ' ----
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBERi (b)(7)(E) 

REPORT NUMBER: 006 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TEC s 

PAG E 

ACCESS 

1 

·-·-- ...mn.. 
CODE lbJ 

, 

CAS E NUMBER I (b)(7)(E) I 
TITLE: PROJECT FLICKER ···· :::· RAC/PORTLAND 1 MAINE ·-····~--· 

CASE STATUS : 

REPORT DATE 
071007 

INIT RPT 

DATE ASSIGNED 
062607 

PROGRAM COD 
~ 

E REPORT NO. 
001 

..... , 
RELATED CASE NUMBERS: (b)(?)(E) 

-····· COLLATERAL REQ: 

TYPE OF REPORT : 
INVESTIGATI VE FINDINGS 

TOPIC: INITIAL REPORT / .PROJECT FLICKER / RAC/PORTLAND, MAINE 

SYNOPSIS : 
Based on inves tigative leads forwarde d by U.S. Immigration a nd Customs 
Enforcement (ICE) 1 Cyber Crimes Center (C3) 1 Child Exploita tion Section (CES) 1 

the RAC/Portland has initiated an investigation into sever al individua ls 
residing within southern and central Maine who a re suspecte d of purchas ing 
memberships to internet web sites cont aining child pornography. The leads were 
f orwarded by ICE/ C3/CES u nder Proj ect FLICKER. 

Th e ICE/C3 /CES investigation has i dentified that a specific criminal 
o rganization is operating over 18 different commercial child pornography 
advert ising we bsites which provide access to over 18 child pornography member 
r es tricted we b s ites. The investigation has identi fied a group of individuals 
wi thin the U.S. that own a nd control numerous Pa yPal accounts which are being 
u t i l i zed t o facilitate the customer pa yments for the chi ld por nography 
we bsites. 

nT~'l'RTR.TTTION: 
(b)(?)(E) I SIGNATORE~·····~; ·~~------~------~~~~~~==~-

~------~(b~)(G~), (~b)(~?)~(C~) ------~ SPECIAL AGENT 

APPRQUED~· ~~==~--------~~~~~--~~--==~-
~----------(b_><_s>_.(b_><_?>_<c_> __________ ~ SENIOR SPEC AGENT 

ORIGIN OFFICE : PM 
PORTLAND, ME - RAC 

n ;;! (b)(G),(b)(7) J··-
TELEPHONE: 2 0 7 7 '! (C) ! 

- TYPIST : I (b)(6),(b)(7)(C) I 
- - ··- 0 F F I C I~A=--L=--~u--=-s~E--O~N:-;---cL;---;-;y---'--------...1----·--
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
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DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 
)j 

REPORT NUMBER: 001 

Based on investigative leads forwarded by U.S. Immigration and Customs 
Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation Section (CES), 
the RAC/Portland has initiated an investigation i nto several indiViduals 
residing withi n southern and central Maine who are suspected of purchasing 
memberships to internet web sites containing child pornography. The leads were 
forwarded by ICE/C3/CES under Projec t FLICKER. 

The ICE/C3/CES investigation has identi fied that a specific crimiital 
organization is operating over 18 different commercial child pornography 
advertising websites which provide access to over 18 child pornography member 
restric ted webs ites. The investigation has identified a group of indiv iduals 
within the U.S. that own a nd control numerous PayPal accounts. The PayPal 
accounts are being utilized to facilitate the customer payments for the above 
listed child pornography websites. The owners of the PayPal accounts use 
specific subject identifiers to indicate which me mber restricted website the 
customer has purchased access to. Project FLICKER has generated approximately 
5,000 domestic subscriber leads to date. d 

RAC/Portland received leads on sixteen targets identi fied by C3 during the 
course of the nvestigation. RAC/Portland Intell igence Research Specialist 
(IRS} (b)(G),(b)(7)(C) queried the supplied list of targets through various 
Department of Ho1neland Sec~rity databases, ~~ -~Rition.to conduc~ing publ ic 
r ecord searches on the subJects. Also, IRS I ~ I quer~ed the Ma1ne Sex 
Offender Registry for presence of target names and for past criminal history. 
Of the sixteen, four targets were dete rmined to be living in areas outside of 
the RAC/Portland area of responsibil ity. These target leads will be forwarded 
to the appropriate ICE Office of Investigations office with responsibil ity 
over the last known address of the subject. 

RAC/Portland S/A I s (b)(G),(b)(7)tC) I deconflicted t he targe t names through t he 
Maine Computer Crimes Task Force, FBI/Portland, and the Nat ional center for 
Missing and Exploited Children. 

The remaining targets have been disseminated among the RAC/Portland Special 
Agents for invest igation. Any enforce ment action taken on an individual target 
and subsequent prosecution will be reported under a separate, individual case 
number. 

Investigation by the RAC/Portland continues. 
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0 F F I C I A L U S E 0 N L 

HOMELAND SECURITY TECS 
ICE 

PAGE 

r-----------bEPARTMENT-OF 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE 

TITLE : PROJECT FLICKER - RAC/PORTLAND, MAINE 

CASE STATUS: 

REPORT DATE 
100209 

CLOSING RPT 

DATE ASSIGNED 
062607 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

PROG~ CODE 
(b)(7) 

E 

y 

ACCESS 

1 

NUMBER I 

TOPIC: PROJECT FLICKER - RAC/PORTLAND, MAINE CLOSING REPORT 

SYNOPSIS: 

CODE (7) 

(b)(7)(E) 

REPORT NO. 
012 

~ 

Based on investigative leads forwarded by U.S. Immigration and customs 
Enforcement (ICE), Cyber Crimes Center (C3), Child Exploitation Section (CES), 
the RAC/Portland has initiated an investigation into several individuals 
residing within souther n and central Maine who are suspected of purchasing 
memberships to internet web sites containing child pornography. The leads were 
for warded by ICE/C3/CES under Project FLICKER. 

The ICE/C3/CES investigation has identified that a specific criminal 
organization is operati ng over 18 different commercial child pornography 
advertis ing websites which provide access to over 18 child pornography member 
restr icted websites. The investigation has identified a group of individuals 
within the u.s. that own and control numerous PayPal accounts. The PayPal 
accounts are being utilized to facili tate the customer payments for the above 
listed child pornography websites. 

I 
QISTRIBrTION: 

(b)(7)(E) 

....... 

-·--· 

I 
SIGN8.::I:IIBE· 

(b)(6),(b)(7)(C) I ----- ------ ------ --- ------ ------~~~~=~~-~~~~'!' __ ::~ 
I 

:D CCCQlll:aD 

(b)(6),(b)(7)(C) _ ___.I RAC-RESIDENT AGENT IN I 

ORIGIN OFFICE: PM 
PORTLAND, ME - RAC 

··-··· 

TELEPHONE : 2 0 7 71 (b)(Glc\b)(J) I 
······-TYPI ST : I (b)(6),(b)(7)(C) I 
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CASE PROGRAM CODES: 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 
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REPORT NUMBER: 012 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

.NUMBER I CASE (b}(7}(E} 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER : O"i 2 

DETAILS OF INVESTIGATION: 

Based on investigative leads forwarded by U.S. Immigration and Customs 
Enf orc ement ( I CE), Cybe r Crimes Cente r (C3 ) , Chil d Exploitat ion Se ction (CES ) , 
the RAC/Portland has initiated an investigation into several individuals 
residing within southern and central Maine who are suspected of purchasing 
members hip s t o inter net we b si t es con ta i ni ng child pornography. The leads were 
forwarded by ICE/C3/CES under Project FLICKER. . 

The ICE/C3/CES investigation has identified that a specific cri minal 
organization is oper ating ove r 18 di f feren t comme rcial child p ornography 
advertising websites which provide access to over 18 child pornography member 
r estric ted websites. The investigation has identified a group of individua l s 
wi t hin t he U. S . that own a nd c ontrol numero us Pay Pal account s. The PayPal 
accounts are being utilized to facilitate the customer payments for the above 
listed child pornography websites. The owners of the PayPal accounts use 
spe cific subject ide ntifiers to indicate which membe r restricted ~ebsi te the 
customer has purc hased access to. Proj ec t FLICKER has gener ated a ppr oxi mately 
5,000 domest ic subscriber leads to date. 

RAC/Portland r eceive d l ead s on sixtee n tar gets i d ent ified b y C3 d uring t he 
course of the investigation. RAC/Portland Criminal Research Specialist (CRS) 
I (b}(S},(b}(7}(c} I queried the supplied list of tar gets through various Department 
of Homeland Se curi t y databases , in addition to conduc ting public record 
searches on the subjects . Also, CRS llb/t6)r.\61P11 que ried the Maine Sex Offender 
Regiotry f or presence of target names and for past criminal his t ory . Of the 
sixteen, four targets were determined to be living i n areas outside of the 
RAC/Portland area o f responsibility. These target leads wil l b e f o rward e d t o 
the appropriate ICE Office of Investigations office with responsibility over 
the last known address of the sub ject. 

Targets of the investigation which resulted in further investigative activity 
have been documented under i ndiv idual cases. All investigative activity on the 
other target leads has been e xhausted. No further investigative activity is 
anticipated under the general case. Therefore, t he investigatio n i s clos ed. 
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REQUESTED BY: (b)(6).(b)(7)(C) 1 
0 F F I C I A L U S E 0 N L y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS c<5w1r-·· · 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITI1E: OPERATION FLI CKER WISCONSIN LEADS 

CASE STATUS··; 

REPORT DATE 
071207 

INIT RPT 

070607 

PAGE 

CASE 

1 

NUMBER I 
1.~ 

(b)(7)(E) 

REPORT NO. 
001 

r 

I 
DATE ASSIGNED 

---=R-=E,.,.L....,.AT=E=D---:oC-A.....,S'"'"'E--NUMBER~S-,--: --r-----.....L..-~(b)--(7-)(E:->---------J ---···---- - -

COI .. LATERAL REQ: 

TYPE OF R'i!:PORT: 
I NVESTIGATIVE FINDINGS 

TOPIC: WISCONSIN LEADS 

SYNOPSIS: 
In April 2006, ICE Cyber Crimes Center initiated an i nvestigation i nto a 
cri~~~J ~~~~~~ton operating a commerc ial child pornography website known 
as ,p:J~~==- ::>:fL:;\ I. 11 The i nvestigation has revealed that the same 
organization is operating numerous commercial child pornography websites. The 
investigation is being worked jointly with ICE Cyber Crimes Center; 
RAC/Birminghami U.S. Postal Inspection Servicesi the u.s. Department of 
Justice, Chi l d Exploitat ion and Obscenity Sect ioni and the U. S . Attorney's 
Offi ce for the Northern Dis tric t of Alabama . ICE has designated this PROJEC1' 
FLICKER. 

This case exists to doc ument gene ral e nforc ement and support duties leading to 
the identification and assessment of those PROJECT FLICKER Wisconsin leads . 

nT.C:TRI8UTION: 
(b)(7)(E) I 

CTCNZ\TUPF··. .. ... "] 

I (b)(S),(b)(l)(C) I SENI OR SPEC- AGENT 
-- --- -- ---·-- --- ------- ----- -- --- --- ------------- ---- --

AQQROVED·------------------~---------- -~~~=-
(b)(6),(b)(7)(C) SENIOR SPEC AGENT L-------

ORIGIN OFFICE: MK TELEPHONE: 414 2. (b)(S~(b)(?) 
MILWAUKEE, WI - RAC 

- - - - ·----- - ----l..----,:---.....,------~·::--:,...-,l'-----_--o--_T;;;...Y.::....::....::PJ:ST: I (b)(~~~b)(?) L _____ _ 
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ICE 
CASE.NUMBERI (b)(7)(E) r 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
c 0 NT I N U AT I 0 N REPORT NUMBER: 001 

PROGRAM CODES: 

(b)(7)(E) 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 3 
······--········ ----------r 

CASE NUMBER 1 (b)(7)(E) r 
~~~~· ========~ REPORT NUMBER·: 0 0 1 

=:-::-::=-:::--=-===""=~-=""~.,.------·--------···-····-··-···················-·-----------

DETAILS OF INVESTIGATION 

(b)(7)(E) 

(b)(7)(E> The investigation has 
identified that a specific criminal organization was operating approximately 
18 different commercial child pornography websites, which provide:access to 
child pornography member restricted websites. This criminal organization has 
utilized a specific and identifiable payment website known as "iWest." The 
information developed during the course of the investigation has identified 
that the organization utilized various PayPal accounts to facilitate the 
customer payments. The organization uses specific subject identifiers within 
the PayPal accounts to identify purchases into the various member restricted 
websites, and uses specific administrative e-mail accounts that are used to 
distribute access to the member restricted websites. 

2. senior special Agent I (b)(6),(b)(7)(C) I has been assj~~~~ ~~.the Point of 
Contact for Project Flicker for the Wisconsin leads. SSA I 6 ~ )(I was provided 
a spreadsheet with 88 Wise~~~~ ~rdividuals who accessed these child 
pornography websites. SSA( B )(I will attempt to further identif).' these 
individuals and de-conflict with the Wisconsin ICAT agencies. Individual 
investigative case will be opened to track all enforcement activities for each 
target. 
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REQUESTED BY: (b)(G),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

.. ··---··················----·-·-:--=-:-:-:--- -------DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER ._l ___ <_bl(_7>_<E_> __ ....~r 
--···················--..,.--------------- - -·······- - -- ----------TITLE : OPERATION FLICKER WISCONSIN LEADS 

CASE STATUS : 

REPORT DATE 
091407 

INTERIM RPT 

DATE ASSIGNED 
070607 

PRO~ CODE 
~ 

REPORT NO. 
002 

RELATED CASE NUMBERS: 

COLLATERAl, REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPic·;·····INFORMATIONAL LEAD TO RAC/FORT PIERCE 

SYNOPSIS: 
In April 2006, ICE Cyber Crimes Center initiated an invest igat ion into a 
crin~J~~ o~ization operating a commercial child pornography w~bsite known 
as U:(: ::~~;;;::.::;J:;.;;;'~~J 11 Enf o rcement activities fall under PROJECT FLICKER. 

On September 12, 2007, the RAC/Milwaukee advised the RAC/Fort Pierce of a Fort 
Pierce, Florida resident that has been identified as a Project Flicker target. 

DISTRIBUTION: 
(b)(7)(E) I 

C::IGNAT(!HE· 
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'-------<b_><_G>._<b_l<7_><_Cl _____ ._~r RAC- RESIDENT AGENT IN 

ORIGIN OFFICE : MK TELEPHONE: 
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PAGE 2 
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REPORT NUMBER: 002 
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PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 002 

1. On September 12. 2007, Special Agent contac~~~~ial 
Agent I (b)(B),(b)(7)(C) I, RAC/Fort Pierce. SA advised SA 
that RAC/Milwaukee received Project Flicker information on (b)(B),(b)(7)(C) 

resident o Pierce Florida. SA I (6)(%\6)(1) I electronically sent all 
concerning (b)(B~(b)(l) to SA (b)(B)c(b)(7> • 

2. SA I l61l%\61ln I will also send a hard copy of the Project Flicker information 
on l(6)(~h\6)(1)1 to the RAC/Fort Pierce along with this ROI. 
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ICE 

TECS ACCESS CODE 

PAGE 1 
R E p 0 R '!' 0 F I N V E S T I G A T I 0 N 

CASE NUMBER '-1 ___ (b-)(7-l(_E> __ _,r 
--·····-

TITI.,E: OPERATION FL ICKER WISCONSIN LEADS 

·---CASE STATUS : INT ERIM RPT 

REPORT DATE 
100107 
...... _ 

DATE ASSI GNED J PRO"+"-'......., CODE REPORT NO. 

07 o 6 o 7 -··- _____ ______ ____ _ o_o_3 _ _ _ _ _ 
RELATED CASE NUMBE RS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
I NVESTIGATIVE FIND! NGS 

TOPIC: NCMEC REPORT ON WISCONSIN TARGETS 

SYNOPSIS: n 

In April 2006, I CE Cyber Crimes Center ini tiated an investigat ion into a 
cri ' ' · n operating a commercial child pornography websi te kno wn 

(b)(3) 1ausc §3509(d)Chlld 11 E f t ti · t · f 11 d PROJECT FLICKER 
victims' tmdchildwitnesses'ri hts. . n orcemen ac v~ ~es a un er ' 

On September 12, 2007, RAC/Milwaukee submitted a ll the Wisconsin PROJECT 
FLI CKER names and screen names t o the Nat i ona l Center for Mi ssing and 
Exploi ted Chi l dren. NCMEC was asked to determine if any of names and/ or 
screen names had any additional infor mation concerning these indi~' On 
September 1 7, 2007 , NCMEC responded with electronic report number (b)(7)(El • 

-. .. _ ___ 
DISTRIBYTION: I 

SIQbl]) T ilQF . 

I I (b)(6),(b)(7)(C) SENIOR SPEC AGENT (b)(7)(E) 

---- -- --- --- --- --- --- ------ --- ------ -- --- --- --- ------ -

I 
A££8Ql!Bl2: 

I (b)(G),(b)(7)(C) RAC-RESIDENT AGENT IN 

r, 

ORIGIN OFFICE: MK TELEPHONE : 4 14 2 ~ (b)(G).(b)(7) r 
(C) 

MILWAUKEE, WI - RAC 
TYPIST: I (b)(GM~)(l) I 
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ICE 
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CASE PROGRAM CODES: 

(b)(7)(E) 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 003 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER I (b)(7)(E) r 
REPORT NUMBER: 003 

·····--··-······-····-·······-·------------------------
DETAILS OF INVESTIGATION 

1. On September 12, 2007, SSA I l61l%\
6
1ll) I submitted 7 9 Wisconsin PROJECT 

FLICKET names and screen names to the National Center for Missing and 
Exploited Children. NCMEC was asked to determine if any of names and/or 
screen names had any addi ional information concerning these individuals. On 
September 17 I 2007 I SSA (b)(Bb(b)(l> received an electronic NCMEC report # I (b)(7)(E> I 
from I (b)(B),(b)(7)(C> I. 

1 information on the 

(b )(6), (b )(7)(C) No additional information was 
located on the other submitted names. 

3 NCMEC's report stated law enforcement contacts and possible web sites 
that these individuals owned/were associated with. NCMEC's report also 
indicated the following statement, 11 I cannot confirm this individual is the 
same as the current target." 

4. SSA I (b)(~gs)(l) I will contact the law enforcement agencies noted in the 
report to verify the information and/or provide the PROJECT FLICKER 
information on that target for their use. If PROJECT FLICKER information is 
provided to the law enforcement entities, a report of investigation on that 
specific target will be documented. Subject records on the individuals listed 
in paragraph 2, will be created and linked to each specific report. 

5 I (b)(B),(b)(7)(C> I is facing Wisconsin State char. waukee and 
Ozaukee Counties on possession of chj J d pornography. (b)(B),(b)(7)(C> was a target 
in Operation Emissary, SSA I (b)(B),(b)(7)(C) I is the DHS- ICE case agent. 

6. I (b)(B),(b)(7)(C) I was ~ t.ajfset in Operation ~a~con 
On February 24, 2007, It t%fR ! consented to a d~g1ta 
computers. No child pornography was located. SSA~~~~~ 
case agent. 

and Operation Emissary. 
· ·on of his 

is the DHS-ICE 

7. (b)(B),(b)(7)(C> I was a target in Operation Emissary. SSA I (b)(B),(b)(l)(C) I is 
the DHS-ICE case agent. 
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REQUESTED BY: (b)(6),(b)(7)(C) 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: OPERATION FLICKER WISCONSIN l.EADS 

CASE STATUS: INTERIM RPT 

TECS ACCESS CODE QJ~------~ 

PAGE 1 

CASE NUMBER ~~-----Cb_>r_7>(_E> ____ ~r 

REi~~;O~:~~--~---D-A_T_E_o_~-~-~-~-~-N_E_D _ _ , _ _ : PROG~ CODE I _ _ :EP~~r NO. 
RELATED CASE NUMBERS: 

COI,LATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

--··············,-------,- - --------- -- - - ----- -----TOPIC: CUDAHY TARGET TOT TO CUDAHY POLICE DEPARTMENT 

SYNOPSIS : 
In April 2006, ICE Cyber Crimes Center ini tiated an investigat ion into a 

operating a commercial child pornography websi te known 
Enforcement activities fall under PROJECT FLICKER. 

On October 3, 2007, a Cudahy PROJECT FLICKER target was referred to the Cudahy 
Pol ice Department. The Cudahy Pol ic ment will attempt to obtain a 
search warrant for the residence of L..-....;......;....;..;.,;...,;.;...,;._...J 

QISTRIBYTION·; ..... 
(b)(7)(E) 

SIGNATIJRE· 
(b)(6),(b)(7)(C) 

npppmzpn . 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE : MK 
MILWAUKEE, WI - RAC 

SENIOR SPEC AGENT 

RAC -RESIDENT AGENT IN 

TELEPHONE: 414 

TYPIST: l(b)(6),(b)(7)(C)l 
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PAGE 2 

-~C~A~s=E-=N=u-M_B_E_R~~------(b)-(7->(E_> ____ Ir 
REPORT NUMBER; 004 

------------------------·--··-····-·······--------------

CASE PROGRAM CODES: 

r-----------------------------------------------------------~ 
(b)(7)(E) 

~----------------------------------------------------_j 

,, 
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DEPARTMENT OF HOMELAND SECURITY PAGE 3 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION 

CASE NUMBER ~I _____ <_b>_<7>_<E_> ____ ~r 
- ----------- -- ·-··-··-----

REPORT NUMBER: 004 

1 Oct
0
obnyr 3 2Q07 SSA I fbl(SlfblOlrcl . I turned over all PROJECT 

~~~~~~~ ~~--------------~r~<b~><~6>~.(b~><~7>~<c~> ------------~r Cudahy, Wlsconsln, to Lt. 

~-------' 
, Cudahy Police Department. 

2. Lt. I tBJtG),:.l,6HIJ I q.~..~.~........,..l.,j,..~A I (b)(Glc\o)(l) I that they will attempt to obtain a state 
search warrant for residence. 

0 F F I C I A L U S E 0 N L Y 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMEN'f-·-OF HOMELAND SECURITY 
ICE 

TECS 

PAGE 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: OPERATION FLICKER WISCONSIN LEADS 

CASE STATUS: 

REPORT DATE 
1 01907 

INTERIM RPT 

DA 'I' E-... ASSIGNED 
070607 

RELATED CASE NUMBERS: 

COLLATERAL REQ : 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: ALL FLICKER TARGETS ENTERED IN TECS 

SYNOPSIS : 

CASE 

PRO~ CODE 
(b)(7) 

E 

ACCESS 

1 

NUMBER I 

c9DE m···-

(b)(7)(E) 

REPORT NO. 
005 

() 

I n April 2 006, ICE Cyber Crimes Center ini tiated an i nvestigat ion into a 
operating a commercial child pornography websi te known 

Enforcement activities fall under PROJ ECT FLICKER. 

Thi s report docume nts the creation of subj ect records on al l Project Flicker 
targets residing within the AOR o f RAC/Milwa ukee. 

DISTRIBUTION: 
(b)(7)(E) I 

STGNZ)TITPE· 
.__ _____ (:..:b)~(G,;,;,;>.(:..:b>.:..(7:.:..)(c:.:.> _____ ....Jr SENIOR SPEC AGENT 

r 

- --- -- - ------ - ~ -- -- -- --- - - -- - -- -- ----------- --- - --- -- -~· 
APPRO\ZED · 

(b)(G),(b)(7)(C) SENIOR SPEC AGENT 

ORIGIN OFFICE: MK TELEPHONE: 414 2 w b)(
6
fc\b)(

7)r·--
MILWAUKEE, WI - RAC 

·- - - --.L.--.......=.T.:::.Y.:::....:P!gj (b)(Gfc()b)(7) t ..... .. .. - -
-~--~O~F~F--I __ C __ I A L U S E 0 N L Y 

THIS DOCUMENT I S LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPAR'fMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
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ICE 
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C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER:. 005 
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REQUESTED BY: (b)(6),(b)(7)(C) 1 
0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: OPERATION FLICKER WISCONSI N LEADS 

CASE STATUS: INTERIM RPT 

TECS ACCESS 

PAGE 1 

CASE NUMBER ~'-----(-b)-(7-)(E_> ____ ~r 

REPORT DATE 
10100 7 

DATE -·-·ASSIGNED 
070607 

PRO~ CODE REPORT NO. 
006 

RELATED CASE NUMBERS: 

COLLATERAL R.EQ : 

'rYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC : MI NNESOTA PROJECT FLICKER TARGET 

Ce nter ini tiated an investigat ion into a 
known 

On October 5, 2007, the RAC/Milwaukee advised the SAC/Minnesota that a Chaska, 
Minnesota resident has b een identified as a Project Flicker target. 

r-S;;;..,~,.IGi.a.llo&NaA...L.T.LJtJwR;,.t:E..,:• ________________ -,..----:::-:----:-:-~.......,.=--· .... - -
(b)(6),(b)(7)(C) SENIOR SPEC AGENT 

APPROVED· 
(b )(6), (b )(7)(C) 

ORIGIN OFFICE: MK 
MI LWAUKEE, WI - RAC 

RAC- RESI DENT AGENT IN 

"r.YPIST: I (b)((~~b)( 7) I 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 006 
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DEPARTMENT OF HOMELAND SECURI TY 
ICE 
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C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 006 

1. On October 5, 200 7 , Senior Spe cial Agent L------C~fHffl~f't.------1 
Se n i or Special Agent I (b)(G),(b)(7)(C) 1~ SAC/Minnesota. SSA L.--l.l.o;,l,_+.lQ.loi~~~~~ 
~~~RA~C,Milwaukee recei ved Project Flicker info rmation on ~~~~~~ 

(b)(G),(b)(7)(C) , a resident of Chaska, Minnesota. Proj ect Flicker i n forma · a 
Cha ska, Minnesota and ~ i ver F a 1 1 s w; sconsin add r e ss for I (b)(G),(b)(7)(C) I. (b)(G),(bl(7l(C) 

m~ed the IP add ress of ! (b)(G),(b>< 7><C) l on Februar y 19, 200 7, and listed t he 
Ri ver Falls address. Accor ding to the WHOIS database/ Comcast Cable 
Communication~ Hqldjnq Mi nnesota-6 utilizes the Internet Protocol address 
range between l (b)(G),(b)(7)(C) I. 

r'----~cording to ~.w...~.....,_.......,.,__......s~~......., 
~--~~~ resides 
dr i v e r •s license 
Acc urint 
address. 

~ I (bl(G),(b)(7)(C> I used the Dam~ ~,: ~~ress on February 25, 2007, to access 
1 (b)(G),(b)(7)(C) I". SSA ! (o 1£\6 

' ! has requeste d the two differez:1t PayPal 
Account numbers listed for these two dates. 

f'----~A I (b)(~gs)(l) I will s e nd a hard copy of the Pr oject Flicker informa~· ~""::+~ 
(b)(G),(bl(7><C> to the RAC/Minnesota along with this information r e port. SSA (b)(G~(b)(?) 

wil l electronically send the Paypal information to the SAC/MS when it becomes 
avai l able . 
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REQUESTED BY : 

DEPARTMENT 

R E p 0 R T 0 F 

TITLE: OPERATION 

- ·······-·--···-·----·--··-·-·· 
CASE STATUS : 

REPORT DATE 
101907 

(b)(G),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

OF HOMELAND SECURITY TECS ACCESS CODE 
ICE 

I N v E s 'I' I G A 

·- ··-··-····"'·· 
FLICKER WISCONSIN 

INTERI M RPT 

DATE ASSIGNED 
070607 

PAGE 1 
T I 0 N 

CASE NUMBER ._l ___ tb_>t_7>t_E> __ __.I 
LEA DS 

--· 

PROI~I CODE REPORT NO. 
007 

RELATED CASE NUMBERS: 

·······-·······--
COLLATERAL REQ: 

-·--·-.. --T.YPE ···o:i?;· REPORT: 
I NVESTIGATIVE FINDINGS 

TOPI C: THREE FLICKER TARGE'r TOT TO OW - MADISON POLICE DEPARTMENT 

SYNOPSIS : 
In April 2 006, I CE Cyber Crimes Center ini tiated an investigation into a 
cri · · . 'on operati ng a commercial child pornography website known 
a~ 1 (b)(3):18 U.S.C. § 3509(d) Chold 11 E f t ti • t • f 11 d p OJECT LICKER 

- victims' and child witnesses' ri hts • n orcemen ac Vl 1es a un er R F . 

On October 18, 2007, three PROJECT FLICKER targets were referred to the 
Un i vers ity of Wi scons i n , Madison Police Department. All t h ree targets 
uti l lzed the University of Wisconsin's , -mail seryjces. The three targets 
were . (b)(G),(b)(7)(C) I, and _ (b)(G), (b)(7)(C) 1-

QISTRIBr TION: 
(b)(7)(E) 

SIGNATURE· 
(b)(6),(b)(7)(C) SENI OR SPEC AGENT 

-- ---- - --- -- - -- --- --~ --- - ------ - ------- -·~---- ---------

r-"'"'AC;;~,..~;;.P.r;:,P~R:...~O'-li.V..,~;;E.,.Q!..i.; ______ l------ - ---- - -........ --
SENIOR SPEC AGENT (b )(G), (b )(7)(C) 

~ (b)(G),(b)(7) , ...... .... . 
TELEPHONE : 414 2~ CCl _ 

_ ___ , ..... - - ---....,....,....,.----------r--
ORIGIN OFFICE: MK 

MILWAUKEE, WI - RAC 
TYPIST: I (b)(S(e:())(

7
) I 

0 F F I C I A L U S E 0 N L Y 
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DETAILS OF INVESTIGAT.ION 

PAGE 3 

CASE NUMBER 1 (b)(7)(E) 

REPORT NUMBER: 007 

1 . On October 18, 2007, three PROJECT FLICKER targets 
we re r e f erred to De t eet i ve (b)(G),(b)(7)(C) , Univers ity of W is cons i n, Mad i son 
Police Departme nt. Al l three targ e ts ut iJ jzed the Univ,rsjty qf Wisconsin's 
e -mail seryi ces . The three target s were I (b)(B),(b)(7)(C) I, (b)(G),(b)(7)(C) l and I (b)(6),(b)(7)(C) I. 

2 . On Oc t o b ir 1 8 I 2 0 0 7 I spA b 6 b 7 c 
FLICKER data on (b)(6),(b)(7)(C) and (b)(6),(b)(7)(C) 

I (6)(%\6)(1) I ant ici p a te turning all the o n (b)(B),(b)(7)(C) 

turned ov,.-=~~~OJECT 
Det e c tive SSA 
late r this i t 

i8 received fro m PayPa l. 

1 Detec t i ve I (b)(B),(b)(?)(C) I anticipat PS 
:~ w1th1n the next two weeks. I 6>t~~t6>m I · · I 

conductj ng a enfo r cement on I toJtG)c\6'0' I 
(b)(B),(b)(7)(C) I is employed by the University 

as a f i nancial advisor. 
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REQUESTED BY: (b)(G),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 
-.---- ·-·--·-··-····- ·-"' 

DEPARTMENT OF HOMELAND SECURITY TECS ACCESS CODE > 

ICE 
PAGE 1 

R E p 0 R T 0 F I N v E s T I G A T I 0 N 
CASE NUMBER ._l ___ tb_>t_7>t_E> __ __,r 

-· ····--1'r"T.L"E·:·······oi?'E'RA T roN FLICKER WISCONSIN LEADS 

CASE STATUS: I NTERIM RPT 

-·····- ··"' 
REPORT DATE DATE ASSIGNED 

I 
PRO 

101207 070607 

···--··-···""'••"" 

~-,----:----:::----r----=...........-.--=-=--------

~ CODE REPORT NO . 
~ 008 

RELATED CASE NUMB ERS : 

--···- coL-LATERAL··· REQ: 

TYPE OF REPORT: 
INVESTIGA 'I'IVE FINDINGS 

,, 
TOPIC: WEST VIRIGI NA FLICKER LEAD 

SYNOPSIS: 
In Apri l 2006, ICE Cyber Crimes Center initiated an investigation into 
criminal or~anization operating a commercial child pornography website 
as "L~!g!; ~~~;s:~.;;;~;;:!.;;~~~J 11 ICE has designa ted this PROJECT FLICKER. 

a 
known 

On October 10, 2007, the RAC/Milwaukee advised the RAC/West Virginia that a 
Elkins, West Virginia resident has been identified as a Project Flicker 
t arge t. 

n TC:'T'RT RTlT ION : 
(b)(6),(b)(7)(C) 1 

SIGNATURE: 
(b)(6),(b)(7)(C) SENIOR SPEC AGENT 

----- ------ - ----- --- ---------- --- --- ---- Q--- ----- - --- -
APPROVBQ· 

(b)(G),(b)(7)(C) RAC- RESIDENT AGENT IN 

ORIGIN OFFICE: MK ]--· TELEPHONE: 414 2 91 (b)(~~~b)(7) I 
MI LWAUKEE, WI - RAC ---====~~~~¥n~---------

~~~T~Y~P~I~S~T~: ~~-(b-l(S~~~)>_<7_> ~'----·-------
0 F F I C I A L U S E 0 N L Y 
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PAGE 2 

CASE NUMBE·R---) (b)(7)(E> 

REPORT NUMBER: 008 

r 

------------···-····················· ·-------------------········-----

CASE PROGRAM CODES: 

(b)(7)(E) 
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CASE NUM~~------(b-)(7_><_E> ____ ~r 

RE PORT NUMBER: 00 8 

2. The Ashland County Sheriff' s Department advised SSA I (bJ(B/c\oJ(IJ I. that (b)(G),(b)(7)(C) 
U8ed to res ide at t his addr e s s when he was a t t ending N~~th~and Coll 
According to the As h land County Sheriff Department , j (bf(if}(lf( move d to"l""-(b ... )(G .... ),(-b)-(7)-(C..,> 
I (b)(S),(b)(7)(C) I, Elkins, We st Virgi nia in Janu The s heri ff i s department 
wi l l conta ct No rthl and College t o ascerta in (b)(S),(bl<7><C> maj o r . The sherif f ' s 
d e partment had no in-house records r e lated to (b)(G),(b)(7)(C> . 

~------~~ccording to Accurint report ran on July 5 , 2007, 
~~~~ ha d an addr ess betwe y 2005 and J anuar y 2006·~U-L-~~~~~ 
Avenue , As h l and , Wiscons in. (b)(S),(bl<7><C> a l so had a n address a t (b)(S),(b><7><C> 
Ave nue, Elkins, We s t Virgini a between A 3 a nd J une 2007. No Wi sconsin 
d r i ver's license n umber was located f or (b)(G),(b)(7)(C) , 

4 . PayPal :,ccount informat i on f o r (b)(S),(bl(7><C> show tw.o acc ounts . An inactive 
PayPal account L (b)(S),(b)(7)(C) I, wh ich was cre ated o n February 20 , 2005, 
list the As h land address. The second PayPa l ac count I (b)(G),(b)(7)(C) I, 
which was c reated December 30, 2006 , list t he Elkins a ddress. 

4 . SSA I tBI\b/r-\61\i / l~~~..~o~.....liilo..~...~~;~.=~w.;~.· cal ly sent the Pro j ect Flic ker data , the PayPal 
i nfor mation to SA on Oc tober 1 2 , 20 07 . 
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REQUESTED BY: (b )(6), (b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITI~E : OPERATION FLI-CKER WISCONS IN LEADS 

CASE STATUS: 

REPORT DATE 
110207 

INTERIM RPT 

DATE ASSIGNED 
070607 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC : GERMANTOWN PD ACCEPTS TWO TARGETS 

SYNOPSIS : 

TECS ACCES]}C~--. 

PAGE 1 

CASE NUMBER L..l ___ <b_><7_><E_> __ ...Jr 

RE PORT NO. 
009 

,, 

In April 2006, ICE Cyber Cri mes Center i nitiated an invest igation into a 
crimJnal or~anization operating a commercial child pornography website known 
as •C;&;: ~!Sn~-;tkMt:J:!.;~~J " Enforcement activities fall under PROJECT FLICKER.. 

On October 26, 20 07, Germantown Police Department accepte d t wo PROJECT FLICKER 
targets. Germantown Police De a tment antici ates state search 
warrants for the residences of (b)(G),(b)(7)(C) and '--....:....;.:....:.;.;.;;.:.:.;..;~_...J 

- -- r ST<ThJhTIJRE. 

I (b)(6),(b)(7)(C) I SENIOR SPEC AGENT 
---- ---- ----- ------ -- -- --------------- ---- ---- -- --- ---

APPROVED: 
...._ ___ ....:...;(b):.:..(G.:.;;),(~b).:.;.(7.:.:.)(C;;.:,.) ___ -..Jr SENIOR SPEC AG ENT 

ORIGIN OFFICE: MK 1'ELEPHONE: 414 i~ 
MILWAUKEE, WI - RAC 

--- --- - ---'-----=-- - ___, --,---____,.,,---__J~~----=TIYrP-:=r,sfT;;_;:~I <_:b><:.:,:s>::.:..<b:,::><~7>:,:<c.:J> lr------o F F I C I A L U S E 0 N L Y - -
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CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 009 
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PAGE 3 DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T. 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE NUMBER l._ ___ <b_l<7_><_E> __ ___.r 
REPORT NUMBER·: 0 0 9 

DETAILS OF I NVESTIGATION 

1 . On October 2 6 , 2 0 0 7 , SSA I (b)(6).(b)(7)(C) I turn over all Project 
icker and Paypal data on two Germantown, Wiscons in residents to De tec tive 
(b)(G).(b)(7)(C) , Germantown Po lice Department. 

2. Proj ect Flicker target I (b)(G),(b)(7)(C) I purchased t wo subscriptions to 
we bsi tes c · · · ography in January 2007. I tBJt6lr-)'~~~ ~ ~m~orted his 
add res (b)(G),(bl(7><Cl , Germantown, Wiscons in. SSA ( ~ r1 could not 
verify (b)(G),(bl< 7><c> name at that address through Accurint. Paypal reports list 
this Germantown address as t he billing address. · 

3. Project (b)(S),(bl<7><Cl I purchased one r.w.i..l.l..lo~.L...I..-t.J 
websi te that c~~~~~~~~~~~raphy in October 20 06. 
his address Germantown, Wiscons in. 
verify address. I) 

4. Detective (b)(6),(b)(7)(C) wil l brief t he dis tri ct a ttorney on both individuals 
and anticipates obtaining search warrants for both residences. 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
I CE 

R E P 0 R T 0 F I N V 8 S T I G A T I 0 N 

TECS 

PAGE 

ACCESS 

l 

·-·-·· 
CODE (7) 

CASE NUMBER I (b)(7)(E) 

TITLE: OPERATION FLICKER WISCONS I N LEADS 

REPORT DATE 
022108 

INTERIM RPT 

DATE ASSIGNED 
070607 

RELATED CASE NUMBERS : 

COLLATERAL REQ·-~· 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

... 

_I REPORT 
019 

... _._ 

TOPIC: 5 GREEN BAY PROJECT FLICKER TARGETS REFERRED TO GREEN BAY PD 

SYNOPSIS : 

NO. 

•.•..... 

In April 2 006, I CE Cyber Crimes Center ini tia ted an investigation into a 
crit~)!lsf.!'fr~~~~on operating a comm~r<? i<;l c hild pornograpi:y webs~te known 
as ' · · · en~ · · . ~ I." Enforcement act ~v1t1es f al l under ProJ ect Fl1cker. 

On October 1 8, 2007 , five Pro jec t Flicker targets wer e referred to the Green 
Bay Police Department. All five targets a re within the jurisdiction of the 

· e a rtment. The five tar ets were I (b)(6),(b)(7)(C) 

DTSTRI BYTION : 
(b)(7)(E) 

(b)(6),(b)(7)(C) 

SIQNl>TIJPF. 

'-------(:...;b>.;_<s;.;.:>·<...:.b>.:...<7>:.:..<C..:..> ------l~--SENIOR SPEC AGENT 

r 

---- ----- ---- -- ------ ---- ----- --- ---- ---x-- --- --------
1\ pppOll tj' D . 

(b )(6), (b )(7)(C) RAC- RES IDENT AGENT IN 

ORIGIN OFFICE : MK 
MII.WAUKEE I WI - RAC 

TELEPHONE: 41 4 29 1 (b)(~>c<t>(7>1 

TYP I st:J (b)(6)c(b)(7) t=····· 
0 F F I C :f. A L U S E 0 N L ·y L.__;(~)~J-----
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CASE PROGRAM CODES: 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 019 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

DETAILS OF INVESTIGATION. 

1. On November (b )(6), (b )(7)(C) 

Flicker targets 

(b )(6), (b )(7)(C) 

to Detective (b)(6),(b)(7)(C) 
1...-----...J 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 019 

2. Detective I (b)(6),(b)(7)(C> I stated that I (b)(6),(b)(7)(C> I is awaiting; prosecution 
for posse ion of child pornography by the Brown County District Attorney. 
Detective (b)(6),(b)(7)(C> stated that the case was referred to the BrO\<m County 
District Attorney in November 2007. 
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REQUESTED BY: (b)(6),(b)(7)(C) 

0 F F I C I A L u s E 0 N L 

DEPARTMENT OF HOMELAND SECURITY TECS 
ICE 

PAGE 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE 

TITLE: OPERATION FLICKER WISCONSIN LEADS 

CASE STATUS: 

REPORT DATE 
070609 

CLOSING RPT 

DATE ASSIGNED 
070607 

RELATED CASE NUMBERS: 

COLLATERAL REQ : 

TYPE OF RE"fiORT : 
INVESTIGATIVE FINDINGS 

PRO~ CODE 
(b)(7) 

E 

y 

ACCESS 

1 

NUMBER I 

.~ 

CODE 3 

(b)(7)(E) 

REPORT NO. 
032 

TOPIC : CLOSING REPORT 

SYNOPSIS : 
In April 20 06, the ICE Cyber Crime s Cent er (C- 3) initiated an i nves tigatio n 
into the criminal or~anization operating a commercial child pornography we bsite 
known as "L,~I;:'!; ~~~·!~.; ~,;;~:!.':!:~J" . Th is was a join t DHS- ICE, U.S. Postal Inspection 
Inspec tion Service, and U. S. Depa rtment of Justice Child Exploitation and 
Obocenity Section investigation titled Project Fl icker. Proj ect Fl icker is an 
ongoing joint investigat i on targeting the principles facilitating subscription 
payments and the subscribers of commercial child exploi tat ion member restricted 
weboites. In September 200 7 , RAC/Milwa ukee receive d seve nty-ni ne Pr oj ect 
Fl icker targets residi ng within AOR of RAC/Milwaukee. 

RAC/Milwaukee coordina ted with s tate and loca l authorit ies for inves tigative 
activity ranging from search warrants and/or 11 Knock-N Talks" intervi ews on 
sixty-four of the Project Flicker targets. The remaining fifteen Project 
Flicke r t a rgets have been disseminated to the Wisconsin Department of Justice
Division of Criminal Inves tigatio n/ICAC Task Force . Case Closed. 

DT$TRI BrTION: 
(b)(7)(E) 

APPROVED ; 
L..----....:(....:.b)(:....:6)....;.,(b...:.;)(....:7).:.;;(C.:...) ___ _.JI' 

ORIGIN OFFICE: MK 
MILWAUKEE, WI - RAC 

SENIOR SPEC AGENT 

SENIOR - SPEC AGENT 

'r'ELEPHONE: 414 .. ~ 

TYPIST: I (b>(B(c\b)(?) I 
0 F F I C I A L U S E o· N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, ICE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFE RRE D 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 861 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 
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PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPOR'r NUMBER: 03 2 

r 
--------------·······----

CASE PROGRAM CODES: 

(b)(7)(E) 
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REQUESTED BY: (b )(6), (b)(7)(C) 

0 F F I C I A L U S E 0 N L Y '.> 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS 

PAGE 

ACCESS CODE~ =r 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: 

REPOR'f DATE 
081007 

!NIT RPT 

CASE NUMBER I (b)(7)(E) 

REPORT NO . 
001 

I 

I 
DATE ASSIGNED 

071907 

----------------- ----------RELATEb CASE NUMBERS: ---- ---------

--------- ----- ------- ------ ----------- - -.. ---COLLATERAL REQ: 

TYPE OF REPORT : 
OTHER INFORMATION 

TOPIC : CASE OPENING ROI 

SYNOPSIS: 
In April 2006, the Immigration and Cus toms Enforcement ( I CE), Cyber Crimes 
Center {C3), Child Exploitation Sec tion {CES) initiated a n investiga tion into 
a c · · ' tion operating a commercial child pornography website known 

I (b)(3):18 ... §3509 hild II Th . . t . h 1 d t h th as victims' and hildwitness ' ri hts. • e lnVest~ga l.On as revea e at e same 
organizat ion is operating numerous commercial child pornography websites. In 
addition, t he organization utilizes various PayPal accounts to process the 
payments for access to the member- restricted websites. The investigat ion i s 
being worked joi ntly with ICE/C3/CES, ICE/RAC/ Birmingham, the U.S. Postal 
Inspection Service, the U.S. Department of Just ice {DOJ), Child Expl oitation 
and Obscenity Section {CEOS), and the United States Attor ney•s Office (USAO} 
for t he Northern ~trict of Alabama. ICE has designated this operat ion a s 
PROJECT FLICKER (~ . This case will serve to manage the leads received by 
ICE RAC/Beaumont. As leads are substantiated, individual cases will be ope ned. 

This investigation continues. 

DISTRIBUTION: 
(b)(7)(E) I 

' UGNATURE· 

~----------~(b~)(6~), (~b)~(7~)(C~>----------~~ SPECIAL AGENT 

APPROVED· 
(b)(6),(b)(7)(C) 

ORIGIN OFFICE: PU 
BEAUMONT, TX - RAC 

RAC-RESIDENT AGENT IN 

0 F F I C I A L U S E 0 N L Y 
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ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 :::-=-::,---r------...-l -~·· 
CASE NUMBER I (b)(7)(E) • 

REPORT NUMBER: 001 
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REQUESTED BY: (b )(6), (b )(7)(C) 

0 F F I C I A L u s E 0 N L y 

CODE rn HOMELAND SECURITY TECS ACCESS 
ICE 

PAGE 1 

~--··c>EPARTMENT OF 

l R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE NUMBER ._l ___ (-b)-(7-)(E_> ---J~ 

---,-fiT-~L=E-:~C-O_M_M_E_R_I_C_A_L __ C_P_ W~E=B~w~c=rT==E~KN~O~W~N~A~S~v7ti~ill;~~~1:7l~~IT~~~~i~~-~~;~~~oos~~~~-;~;~~~~~---------------------

CASE STATUS: CLOSING RPT 

DATE ASSIGNED 
071907 

REPORT NO. 
004 

REPORT DAT'i!: I 
121208 

.---:-= ...,...-- - - ·- ------ --- - ·----------- ----- - ------RELATED CASE NUMB ERS: 

c-::-:=~,---,~-o----- - --- ----- - - ----- - - ---- - --- - - ---···---COLLATERAL REQ: 

TYPE OF REPORT : •.> 

OTHER INFORMATION 

TOPIC : CASE CLOS I NG ROI 

SYNOPSIS: 
In April 20 06, the Immigration and Customs Enforcement (ICE}, Cyber Crimes 
Ce nter (C3) , Child Ex p l oitat i on Section (CES) i n itiated an i nves t iga t ion i nto 
a cr~~~~ o~~ization oper ating a commercial child por nograp hy website known 
as .. [l :y f!:;f:~ =~~- 1." The investigation has revealed that the s a me 
organ i zat ion is ope rating numerous c ommerc ial c h ild pornograph y webs ites. I n 
addition, the organization utilizes various Pay Pal account s to p roces s t h e 
payments for access to the member-res t ricted websi t es. 

Th i s rep ort of i nve sti gat ion wi ll s erve a s a c losing r eport . 

DISTRIBUTION; 
(b)(7)(E) I S I GNATURE· 

.__ _____ .:_(b.:.:.)(S;.:.;,>· (:..;,;b>~(7.:.:.>(C:.:.> _____ -....JI SENIOR S PEC AGEN'I' 

Z\ PPPQVED· 
(b)(6),(b)(7)(C) 

ORIGIN OFFICE: PU 
BEAUMONT, TX - RAC 

RAC-RESIDENT AGENT IN 

TYPI~ 
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R E p 0 R T 0 F I N V E s T I G A T I 0 N 

c 0 NT I N U A T I 0 N REPORT NUMBER: 004 

CASE PROGRAM CODES: 

(b)(7)(E) 
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DETAILS OF INVESTIGATION: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 004 

In April 2006, the Immigration and Customs Enforcement (ICE), Cyber Cri mes 
Center (C3), Chi ld Exploitation Sect ion {CES) initiated an invest igation into 
a criminal o~anization operating a commercial child pornography webs ite known 
as 11U$1!:2: Z'~~%';~ .~~'!~~. ;~~~ I. II The i nvestigation has revealed that the same 
organization is operating numerous commercial child pornography w~bsites. In 
addit ion, the organization utilizes various Pay Pal accounts to process the 
payments for access to the member-restricted website s . 

On 07/18/2007 The Res ident Agent in Charge Beaumont received the names and 
addresses of individual s who reside in the Eastern District of Te*as that 
accessed Internet sites, which are alleged to contain c h ild pornography. 

This report of invest igation will serve as a c losing re october 16/ 
2008 a Search Warrant was conducted at thl ~~ifence of (b)(G),(b)(7)(Cl who was 
t he reaming i al to be interviewed. (b • ) 

1 I is the subject of another 
investigation and will be investigated in connection with that 
case. 

This case is closed pending fur ther information relative to the Eastern 
District of Texas. 
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CODE m-m DEPARTMENT OF HOMELAND SECURITY TECS ACCESS 
ICE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

NUMBER! CASE (b)(7)(E) r 
CASE STATUS: I NIT RPT 

RE PORT DATE 
0 82 307 

DATE ASSIGNED 
080 907 

-----------------

--··c:EPORT NO:·--
0 01 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

---·····~=-'7-:=c--:=-=-:::,..-,:-:::~----- - - -------- - - - ------TYPE OF REPORT : 
I NVESTIGATIVE FINDINGS 

TOPIC: INITIAL CHECKS ON TARGETS REVEAL CRIMI NAL HI STORIES & RELOCATIONS 

SiNOPSIS : 
The RAC/Ga lvesto n is c urr ent ly c onducti ng a col l a teral investig a t ion i n to a 
c r iminal or a nizati on o perating 

(b)(6),(b)(7)(C) who al l appe ar 
States citizens currently resid ing i n the RAC Ga veston area of 
responsibili ty. I nforma tion provided to SAC/ Hous ton from the ICE Cyber Crime 
Ce n ter (C3} indica t ed tha t t he ind ividual s purc ha sed membershi pshto the 
commercial we bsite to vie w and downl oad i mages of child pornograp hy i n 
v i olation o f 1 8 USC 2252 . 

This case wi ll manage t he RAC Galvesto n leads. 

DI STRIBUT ION · 
(b)(7)(E) I .SIGNATURE; 

(b )(6), (b )(7)(C) 

n pppmum. 
(b)(6),(b)(7)(C) 

ORI GI N OFFI CE : GA 
GALVESTON, TX - RAC 

S PECIAL AGENT 

SENIOR SPEC AGENT 

TELEPHONE : 4 0 9 7 61 (b)t~gs){l) r-· -
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER 1 (b)(7)(E) 

REPORT NUMBER: 001 

,, 
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CASE NUMBER ~I _____ <b_l<7_><_~----~r 

REPORT NUMBER: 001 

DETAILS OF I NVESTIGATION: 

The RAC/Galveston received a collateral request from SAC/Houston on August 7, 
200 7 regarding multiple suspects involved in downloading child pornography 
from t he internet i n violation o f 18 USC 2252. I n April 2006, the I CE Cyber 
Crimes Center (C3) initiated an inve stigation into a criminal or~anizatl.on 
oper ating a commercial c h ild pornography website known as 11l\!}!:~; ~~~=t1 !!'~!';:.;~:1r: l." 
The investigation revealed that the same organization was operat i~g numerous 
commercial child pornography website s. In addition, the organization used 
va rious PayPal accounts to proce ss the payments for access to the 
member-restricted websites. This investigation was worked jointly with 
SAC/ Houston, the I CE Cyber Crime Center and the Depar tment of Justice. ICE has 
designated this operation a s PROJECT FLICKER. 

Initial checks of TECS, NCIC and LEXIS NEXIS reve aled the followi ng 
information : 

(b)(G),(b)(7)(C) I appears to have no criminal hi s tory, l ives in Da nbury, Texas 
and goes to college in Brya n, Texas. 

(b)(G),(bl(7HC> has already had a knock-n-talk conducted a t his 
residence in League City 1 Texas in regard to child pornography via the 
I nternet issues. He consente d to a search o f h i s compu ter and hard dr i ves and 
only chi ld erotica was dis covered. S ince the information from t he UK predates 
the c a se he was being investigat ed for by SAC/Houston, no additional 
investigative or enforcement action will be taken. See Case Numbe~ 
I (b)(7)(E) '· 

I (b)(G), (b)(7)(C) I appears to have moved to the Pasadena, Texas area. His information 
will be forwa rded to t hat AOR. 

(b)(G),(b)(7)(C) I appears to have a minor criminal history and live s in Alvin, 
Texas. 

(b )(G), (b )(7)(C) I a ppears to ha ve a minor criminal history and live s in Dickinson, 
Texas. 

(b)(G),(b)(7)(C) ,, 
appears to have no criminal history and 

~~~_.~~lveston 1 Texas. 
is currently under investigation for child pornography as a target 

o Opera ~on Emissary. His c omputers are current l y at the SAC/Houston 
undergoing a ; arensic revi ew aftrr he signed a Consent to Search form. See 
Report Number _ (b)(7)(El !· 

(b)(G),(b)(7)(C) I appears to have no criminal his tory and lives in League City/ 
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ICE 

NUMB ER I CASE (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER: 001 

Texas. 

(b)(G),(b)(7)(C) I appears to have no criminal history and lives in Pearland, Texas. 

The inves tigation continues. 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE STATUS: 

--R-EPORT DATE 
100808 

CLOSING RPT 

DATE ASSIGNED 
080907 

- - ···RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
OTHER INFORMATION 

TOPIC: CLOSING OF PROJECT FLICKER CASE 

TECS A~· · 

PAGE 1 

cAsE NUMBER'~----~(b~)(7~)(~E> ____ ~r 

RE PORT NO. 
004 

SYNOPSIS: - - ---- - -·· .. --

This case is be i ng closed until fur ther information/intelligence materializes 
or additional evidence develops regarding the main target (s) due to t he l ocal 
disruption c aused by Hurricane Ike. It will be reopened in the event that 
relevent information/evidence becomes available. 

This case is closed. 

C'IQblZ\ T ilQF • 

(b)(6),(b)(7)(C) 

APPROVED; 
(b)(6),(b)(7)(C) 

- -·ORIGIN OFFICE: GA 
GALVESTON, TX - RAC 

SPECIAL .7\GENT 

RAC-RESI DENT AGENT IN 

TELEPHONE : 4 0 9 7 61 (b)(7e:\6)(7} I 
- - ·TYPI O§tj(b)(~~~b)(7)t··· 

-----------------------L--0=-F=·-F=-r=-c=-r~A~L~~U~S~E~~O~N~L~Y 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

--CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 004 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS CODE ~ 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER L..'---(-b)(-7)-(E_> __ ...Jr 
TITLE: OPERA1'ION FLICKER 

CASE STATUS: INIT RPT 

073007 072707 
PROG~CODE 

. 001 
REPORT DATE I DATE ASSIGNED 

RELATED CASE NUMB ERS: 
I 

····- REPORT NO. 

- - ------ - -··- - - -----

COLLATERAL R.EQ : - - ------ - - - - ----- - - ···--

TYPE OF REPORT : 
INVESTIGATIVE FINDINGS 

TOPIC: CASE BACKGROUND •.? 

SYNOPSIS: 
The Office of the Assi stant Special Agent in Charge, Orange County (ASC/OR), 
is conducting an inves tigation on numerous people wB§. ~rchased access to a 
known commercial child pornog raphy website ca l led ~~L:~r ~·;;~ri~;~;:.~;~J'. Accesses 
to the si tes were paid using PayPa l accounts . On J uly 17, 2007, ASC/OR 
received a copy o f the PayPal accounts and screen captures of t he we bsite. 
Al l persons suspected of purchas i ng access to the site are suspected of 
violat ing Ti tle 18, United State s Code, Section 2252(A) (a) (5): Possession of 
Child Pornography. 

This c ase i s being opened to document subsequent case openings for t his 
opera tion. 

This ROI documents the history of t he operation. 

SIGNATURE· 
(b )(6), (b )(7)(C) 

APPROVED· 
(b )(6), (b )(7)(C) 

ORIGI N OFFICE: OR 
SANTA ANA {ORANGE CO 

SENIOR SPEC AGENT 

OI GRP SUPERVISOR 

TYPIST :j <b>(G),(b)(7)(C) j 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

., 
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DETAILS OF INVESTIGATION 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

In April 2006, Immigration and customs Enforcernent•s cyber Crimes Center, 
Child Exploitation Section initiated an investigation into a criminal 
~~U,J.,,.,· ~w·~n operating a commercial child pornography website known as ul\t1R{'£1 

d Childvicti~~· andch 11 The investigation has revealed that the same organization is 
operating numerous commercial child pornography websites. In addition, the 
organization utilizes various PayPal accounts to process the payments for 
access to the member restricted websites. 

· ial member restricted website was locate9 ~t ~L: 
. . 1 v1 1ms an, c 1 'Ninessesng s, and was known as n[gC~~==·~i'~~~;~aJ.;~~~.I. u The 

investigation has revealed t at the organization offered individuals monthly 
access to a member restricted website for $79.95 a month. The member 
restricted website solicits customers through an advertising website. The 
member restricted · h customers via several.,different 

(b)(7)(E) 

(b)(7)(E) 

Each one of the undercover purchases followed one of the below listed 
patterns: 

Pattern One: 

The ICE agent accessed a specific advertising website. 

The ICE agent was redirected to an 11 iWest 11 payment website and entered 
personally identifiable information, including credit card information. The 
11 iWest 11 payment website identified a specific member restricted website 
through the use of the subject identifiers. 

r 

After completing the required information and clicking submit, the ICE agent 
was redirected to a second web page indicating the payment was currently being 
processed and to check for further information in the e-mail account provided 
by the ICE agent. 

The ICE agent received an e-mail containing payment completion instructions, 
which included a hyperlink to a PayPal account. ' 

The ICE agent completed the transaction via the PayPal account. 
The ICE agent received access to the member restricted website from one of the 
administrative e-mails associated with the criminal organization. 

Pattern Two: 
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PAGE 4 

CASE NUMBER ._l ___ (b-)(7-)(~E)-----1 

REPORT NUMBER; 001 

The ICE agent accessed a specific advertising website. 

The ICE agent was redirected to an "iWest" payment website and entered 
personally identifiable information, including credit card information. The 
11 iWest 11 payment website identified a specific member restricted website 
through the use subject identifiers. 

After completing the required information and clicking submit, the ICE agent 
was redirected to a second web page indicating the payment was currently being 
processed. The web page also contained a button the agent had to click to 
complete the payment. 

The ICE agent clicked the button and was redirected to a secure PayPal payment 
web page. 

The ICE agent completed the transaction via the PayPal account. 

The ICE agent received access to the member restricted website from one of the 
administrative e-mails associated with the criminal organization. 

IDENTIFICA'riON OF CERTAIN PAYPAL ACCOUNTS 

As indicated above, this criminal organization utilizes multiple PayPal 
accounts to process payments for the monthly subscription fees to the member 
restricted website. PayPal maintains transactional records for each PayPal 
account. The transactional records indicate at least the following items: 
date of purchase, time of purchase, name of customer, subject identifier 
assigned by the owner of the PayPal account indicating what the customer is 
purchasing, amount of purchase, customer's IP address, customer's e-mail 
address, oeller•s e-mail address, and the Item ID. In addition, PayPal also 
captures the customer's full billing address. 

Business Name: 
Proof Soft 
Lencomps LTD 

(b)(7)(E) 

prjmary E-Mail Address: 

(b)(6),(b)(7)(C) 1 
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P_r_o_o_f,.......S_o___...,.f-t----···-

Belfast LTD 
Belfast LTD 
Financial Services 
Proof Soft 
Bullet Proof 
Bullet Proof 
Bullet Proof 
Bullet Proof 
I.Jencomps LTD 
N/A 

Soft 
Soft 
Soft 
Soft 

Jfire Financial 
Al Soft TM 
S Market 

(b )(6), (b )(7)(C) 

PAGE 5 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

Identification of the subject identifiers and Item IDs used in the PayPal 
accounts 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 

r 
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(b)(3) 18 U.S. C. § 3509(d) Child victims' end child witnesses' rights,(b)(3) 18 
U.S.C. § 3509(d) (Federal Victims' Protection end Rights Act) 

0 N 

0 N L y 

PAGE 6 

CASE NUMBER! 

REPORT NUMBER: 

,, 

0 F F I C I A L U S E 0 N L Y 

(b)(7)(E) 

001 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

TECS ACCESS CODE 

PAGE 1 
R E P 0 R T 0 F I N V E S T I G A T I 0 N 

CASE NUMBER ... 1 ___ (-b)-(7-)(E_> __ ....Jr 

TI'l'LE: OPERATION FLICKER 

CASE STATUS: 

REPORT DATE 
0310 08 

CLOS I NG RPT 

DA'I'E ASSIGNED 
0727 0 7 

RELATED CASE NUt::fB ERS: 

COLLATERAL REQ : 

TYPE OF REPORT : 
OTHER INFORMATION 

TOPIC: CLOSING ROI 

SYNOPSIS: 

PROm CODE (b)(7) 
E) 

I<EPORT NO. 
003 

The Office of t he Assistant Special Agent i n Charge, Orange County (ASC/OR), 
is conduc ting an inves tigation on numerous people ~ ~~ ~ecess to a 
k nown commerc i a l c hild pornography webs ite cal led ~L:~f :-;:.: .;:~ lu. Accesses 
to the sites were pa id using PayPal accounts. On July 17, 20 0 7, ASC/OR 
r ecei ved a copy of the PayPal accounts and screen captu~ ~he website. 
One person has been identified as [ (b)(G),(b)(7)(C) I. c:.::£2Lj J. S · s uspected of 
purchasing access t o t he site and is s uspec ted of vio l a ting Title 18, United 
States Code, Section 2252(A) {a) (5 ): Possession o f Child Pornography. 

Th i s ROI documents the clos i ng of case number l (b)(7)(E> 

DETAILS OF INVESTIGATION: 

SENIOR SPEC AGENT 

AppROV ED• 
'-------(:,;;;b)~(G.:.;,:>·(:.:.:b>.:.:.(7~)(C;;.:.> _____ ...Jr OI GRP SUPERVJ'SOR 

ORIGIN OFFICE: OR TELEPHONE: 714 9 (b)(~h~b)(l) ... -
SANTA ANA (ORANGE CO 

---- -- ---------'--~ ---- --- - - ----'--___:T:...:Y:....:P:....:I:..:S~T::....::J(b)(G{c\b)(l)t=·· 
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The Office of the As sistant Special Agent in Charge, Orange County {ASC/OR), 
is conducting an inves tigation on numerous people who ~urchased access to a 
known comme rcia l chi ld pornograp hy we bsite called u lv;~!Z'L~~!iri~;;;:}~!·;;%'~~J'. Accesses 
to the si tes we re paid using Pay Pal acc ounts. On July 1 7, 2007, ASC/OR 
received a copy of the PayPal acclunts and screen captures of the website . 
One person has bee n identified a s (b)(G),(bl<7><C> I is suspected of 
purchas ing access to the site and is suspected o f violating Title : 18, Un ited 
States Code , Sect ion 2252{ A) (a) {5): Possession of Child Pornography. 

ita pJ ace Special Agent 
(b)(G),(b)(7)(C) I. 

Status of I nvestigation 

This case number is c losed, but the investigation of (b)(G),(b)(7)(Cl 

c ont inues under case n umber I (b)(7)(El j. '----....:..:~:.;.:.:_;.:.:,:. __ -...J 
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DEPARTMENT OF .. HOMELAND SECURITY 
ICE 
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TITLE: OPERATION FLICKER 
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0 N 

TECS ACCESS 

PAGE 1 

CASE NUMBER I 

.... 

CODE ~ 
..... 

-

(b)(7)(E) 1 
,., 

. ... 

I 
.. ·····-

REPORT DATE 
0801 07 I 

DATE ASSIGNED 
073107 

·=-------- ------- -------------RELATED CASE NUMBERS: 

COLLATERAL REQ : 

TYPE OF REPORT : 
INVESTI GATIVE FINDI NGS 

PROGRAM 
~ 

... 

-·· 

TOPIC: REFERRAL TO MAI NE COMPUTER CRIME.S TASK FORCE 

SYNOPSIS : 

CODE REPORT NO. 
001 

·-

-· ... 

. . 

Ap r il 2 0 06, t he I mmigr a t i o n a nd Cus t oms En for cement ( I CE) 1 Cyber Cri mes 
Center (C3) 1 Child Exp l o i tation Se c tion (CES) initiated a n i nvestigation into 
a cri mina l or~ani zat ion operating a commer cial child por nogr aphy websi te 
k nown a s "Ll!:l;;>[;1~!;ei.~;!:>~!~6}. ;::~9 1." The i nves tigat ion has revea led tha t the same 
organization i s operating numerous commercial child pornography webs ite s . In 
addit ion, the org a n i z a tion u til izes various PayPal accounts t o proce ss the 
payme n ts fo r a ccess to the me mber res t r i cted websites . The inveot igat i on i s 
being worked joi ntly with I CE/C3/CES, ICE/ RAC/Bi rmi ngham , the u.s . Pos t al 
I nspe ction Service, t he U.S. Depar tment o f J ustice (DOJ), Child Exp l oi t ati o n 
and Obsceni ty Sect ion (CEOS), a nd t he Uni t ed State s Atto rne y ' s Office {USAO) 
f o r t he Nort h ern Di stric t of Alabama . 

This ROI wil l s e r ve as a r e f e rra l f r om the RAC/ Bangor office to the Maine 
Comp uter Crimes Task Force; i dent i fying subs c r iber leads that f all wi thin t he 
RAC/Bangor •s Area of Respons ibility (AOR). 

DISTRIBUTION: 
(b)(7)(E) I 

SIGNATURE : 
(b )(6), (b )(7)(C) 

APPROVED: 
(b )(6), (b )(7)(C) 

ORIGI N OFFI CE : BH 
BANGOR, ME - RAC 

SPECIAL AGENT 

RAC-RES IDENT AGENT IN 

TELEPHONE : 2 0 7 9 41 (b}(%\6}(1} I 
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DETAILS OF INVESTIGATION: 

In April 2006, the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES) initiated an investigation into 
a criminal or~anization o[erating a commercial child pornography website 
known as •t);!!;:'f!~~!;ei.~;!'!>~!~u!,;::~s· 11 The investigation has revealed that the same 
organization is operating numerous commercial child pornography websites. In 
addition, the organization utilizes various PayPal accounts to process the 
payments for access to the member restricted websites. The investigation is 
being worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the U.S. Postal 
Inspection Service, the U.S. Department of Justice {DOJ), Child Exploitation 
and Obscenity Section (CEOS), and the United States Attorney•s Office (USAO) 
for the Northern ~rict of Alabama. ICE has designated this operation as 
PROJECT FLICKER ~ . 

(b )(6), (b )(7)(C), (b )(7)(E) 

The investigation has identified a group of individuals within the U.S. that 
own and control numerous PayPal accounts. The PayPal accounts are being 
utilized to facilitate the customer payments for the above listed child 
pornography websites. As discussed above, the owners of the PayPal accounts 
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use specific subj ec't identifiers to indi"cate which member restrict.ed \o1ebsite 
the customer has purchased access to. Project FLICKER has generated 
approximately s,ooo domestic subscriber leads. 

On Apri l 11, 2007, Proj ect FLICKER was presented to the Attorney Gener als 
Advisory Committee for Child Exploitation {AGAC) . The AGAC reviewed and 
approved the project. As such, the domest ic subscriber leads are being 
disseminate d to e ach of the I CE SAC offices for any action deemed 
a ppropriate. It is suggested that each SAC office review the leads to 
determine if any overlap wi th an existing investigation exists. It is also 
suggested t hat each ICE offic e contact the Project Safe Childhood {PSC) 
Coordinator in their respective U.S. Attorney's Office for coordination and 
a ddi tional dissemination. Any leads not pursued by the individual SAC/RAC/RA 
should be d i sseminated to the Internet Crimes Against Children Taskforces 
(ICACs), or othe r federal/state/local l aw enforcement. 

In May of 2007, the RAC/Bangor received a spreadsheet containing subscriber 
leads for subjects loca ted in Maine. The subjects that fall within the 
RAC/Bangor •s AOR are as follows: 

* 
* * (b)(G),(b)(7)(C) 

* 
* 

in TECS for suspec ted c hild pornography 

~~~~~~~~has been i dentified as a subject of invest iga tion of a previous 
~~~~~~i~n~ve.s tigation involving suspected possess· ild pornography 

( (b)(7)(E> ) • As a resul t of that investigation, (bJ(GJ,(bl(7l(C) was found to be 
residi ng within the SAC/NY's AOR and al l i nvestigative l eads were referred to 
the SAC/NY offic e . 

·~· 

(b)(G),(bl(7l(C) I has been identified as a subject of investigation of a previous 
RAC/Portland inve ltjgation involving suspected possession of child pornography 
(Opera tion Falcon _ (b)(7)(E) b . This lead was r e ferred to the ~ Police 
Dep a r tment by the RAC/Portland office because it was bel i eved that ~was 
residing in Wells, Maine at the~· Recent information developed under the 
Operation Flicker suggests that ~was recently residing in Cas tine, Maine ; 
possibly at the Mai ne Maritime Academy. 

The r e maining 3 Maine oubjects are negative in TECS. 
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The RAC/Bangor is referri ng these subjects to the MCCTF for action, ~ey 
deem approp riate. This matter has been discussed with U.S . Attorney~ 
I tollbJ;\oltJI whom concurs with this referral . Upon investigation by the MCCTF, if 
it is determined that any of the above cases warrants Federal pro~ecution, it 
is requested that the MCCTF contact the RAC/Bangor office that will act as a 
c o nduit for Federa l prosecution. 

The investigation i s o ngoing and, as such, press re l eases should be 
restricted. If a press release is unavoidable, the press release should be 
c oordina ted with I CE RAC/ Bangor office and u.s . Attorneys Office. In 
a ddition, the press release should not include any infor mation that ident if ies 
t he national investigation or the identity of the principle PayPal accounts. 
Th is concern regarding pres s releases should be passed along to all law 
enfo rcement /prosecutors working any o f the s ubscriber leads. The 
investigation has targeted at least 14 principles inside t h e U.S. that a r e 
controll ing the PayPal accounts identified above. Any publicity or media 
release ident ifying the operation could jeopardize the planned enforcement 
a ction a a gainst the prin cipl e s. 

This case is closed. 
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CASE STATUS-: 
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REPORT DATE 
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INTER! 
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TOPIC: INVESTIGATIVE FI NDI NGS ON OPERATION FLICKER 

CODE REPORT NO . 
005 

---
.. 

.. 

-I 
------------ - --- - -- - ·---- -- ___________________ ) 

SYNOPSIS: 
In April 2006, the Immi gration a nd Cus toms Enforcement (ICE), Cyber Cri me s 
Center (C3), Child Exploitat ion Section (CES) initiated an investigation into 
a c,}~~=~=~~i~ation ope:ating .a c~mmercial child pornography we bsite known 
as ·{~:1[;~~;i£,'b~;;;:;.::_Z~~, L 11 The 1nvest1gat1on has rev ealed that the same 
organization i s operating numerous commerci al child pornog raphy weps ites . In 
addition, the organization utili zes various PayPal accounts t o process the 
payments for acce s s t o the member-res t ricted websites . The investigat ion is 
being worked jointly with I CE/C3/CES, ICE/RAC/Birmingham, the U.S. Posta l 
Ins pecti on Service , the U.S. Depa rtment of Justi ce (DOJ), Child Exploitation 
and Obsc enity Section (CEOS), and the Uni t ed Sta tes At torney's Offi c e (USAO) 
for the Northern District o f Alabama. ICE has designated this operation as 
Project FLICKER. 

This TECS Record documents the investigative actions taken by ICE in re fe rence 
to Proj ec t FLI CKER. 

r---~D~ISTRIBUTION: 
(b)(7)(E) 

SIGNATURE· 
(b )(6), (b )(7)(C) 

npppQVED· 
(b)(6),(b)(7)(C) 

ORIGI N OFFICE: AT 
ATLANTA, GA - SAC 

SPECIAL AGENT 

of GRP SUPERVISOR 

TELEPHONE : 4 0 4 3 4 (b)(~~\b)(l) I 
-- TYPIST:1 (b)(6),(b)(7)(C) L 
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Details of Investigation 

In April 2006, the National Center for Missing and Exploited Children (NCMEC) 
· · · ICE that the website located at 

(b)(3)18 U.S. C.§ 3509(d) Child victims' and child ' 1 b ' t f f ' h 1 f h' ld 
witnesses' ri hts, b 3 •18 U.S.C. 3509 d Federal Vi WaS a COrnmerC ~a We S 1 e 0 er1 ng t e sa e 0 C 1 
explo1tat~on 1mages. EC received this information from the NCMEC Cyber-Tip 
Hotline. Special Agents from the U.S. Immigration and Customs Enforcement 
(ICE), Cyber Crimes Center (C3), Child Exploitation Section (CES) initiated an 
investigation into the crimina( ~~anization operating a commercial child 
pornography website known as " i~CC filfd~;i;~m!\~~.1. n The investigation has revealed 
that the same organization is operating numerous child pornography websites. 
In addition, the organization utilizes various PayPal accounts to process the 
payments for access to the member-restricted websites. The investigation is 
being worked jointly with ICE/C3/CES, ICE RAC/Birmingham, u.s. Postal 
Inspection Service, U.S. Department of Justice (DOJ), Child Exploitation and 
Obscenity Section (CEOS), and the United States Attorney•s Office (USAO) for 
the Northern District of Alabama. The investigation has been designated 
Project FLICKER. 

(b )(6), (b )(7)(C), (b )(7)(E) 

(b)(3)•18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3)•18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act) 
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(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(7)(E) 
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L....----....Jr 
The following administrative e-mail addres-ses have been associated with .. the 
distribution of the location and login information for the member restricted 
websites: 

(b)(3): 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights, 
(b)(3): 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights 

Act), (b )(6), (b )(7)(C) 

(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C),(b)(7)(E) 
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(b)(3) 18 U.S.C. § 3509(d) Child victims' and child witnesses' rights,(b)(3) 18 U.S.C. § 3509(d) (Federal Victims' Protection and Rights Act),(b)(6),(b)(7)(C).(b)(7)(E) 
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I CE 
TECS 

PAGE 

ACCESS 

l 

... 

CODE~ 

·-·· 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
CASE. NUMBER I (b)(7)(E) I 

-------····-===-=:-=-:=-=-,:--==-~=c:--.....,.-:::::-::-::,-,::--------------TITLE: OPERATI ON FLICKER LEADS 

----::=-=-:::-=---:::-:=::-=c:-----=~=-=~---=-=--·-········--------CASE STATUS: CLOSING RPT 

REPORT DATE 
083110 

-··" CODE 

... 

·-·· 

-REPORT NO. 
006 I 

DATE ASSIGNED 
092607 

---:::::-::::-::-::-=~-~---- - ---------- ------ ........ I ······--· RELATED CASE NUMBERS: 
........ - --::-:-::--- - -,------.. --- - ---------------- ---COLLATERAL REQ: 

. · ··-·--=-=---=--~.,..-,----=--,------------·--------TYPE OF REPORT: 
OTHER INFORMATION 

...... =-==-==-=-~==-~=-=:--~--::=-==-=~=-=---==-=· .. ··:=--::-:::-::-::-::------TOPIC: CLOSING OF OPERATION FLICKER LEADS 

---:::-::-==-=-=-=--=---- - - ----------------------SYNOPSIS: 
In April 2006, the Immigration and Customs Enforcement {ICE) , Cyber Crimes 
Center (C3), Child Exploita tion Section (CES) initiated an investigation into 
a criminal ~~ion or.erating a commercial child pornography website 
known as ~~u;;;:!i.:{~J:2;J:!.~~·~t • 11 The investigation has r evealed t hat the same 
organization is operat ing numerous commercia l child pornography websites. In 
addition, the organization utilizes various PayPal accounts to process the 
payments f or access to the member- restricted websites. The investigation is 
being worked joint ly with ICE/C3/CES, ICE/RAC/Birmingham, the u.s. Postal 
I nspection Service , the U.S. Department of Justice {DOJ), Child Exploitation 
and Obscenity Section (CEOS), and the United States At torney' s Office (USAO} 
for the Northern District of Alabama. ICE has designated this operation as 
Proj ect FLICKER. 

This ROI documents the clos ing of Project FLICKER 

1_.s.,r.~.~G~NL.li.Ac.T...~...~oo~II,~;~,R..~.:~E~·-=-:~"':":":'"------,..--=~=-=~:---:=-===··--·--
(b)(G),(b)(7)(C) SPECIAL AGENT 

D ppQOlZFD ~ 

(b)(6),(b)(7)(C) OI GRP SUPERVI SOR 

TELEPHONE: 4 04 3 ~ (b)(slc\bl(
7

) r ORI GIN OFFICE : AT 
ATLANTA, GA - SAC 

·~=--=-~--=-::--:::---::=---:::---:TYpIST : I (b)(6),(b)(7)(C) [. .. __ _ 
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PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 006 

In April 2006 1 the Immigration and Customs Enforcement (ICE), Cyber Crimes 
Center (C3), Child Exploitation Section (CES) initiated an investigation into 
a criminal ~~~z~~!@~ ~ferating a commercial child pornography website 
known as nLC C t~:&}£~ ::: :. 11 The investigation has revealed that the same 
organization is operating numerous commercial child pornography websites. In 
addition 1 the organization utilizes various PayPal accounts to prqcess the 
payments for access to the member-restricted websites. The investigation is 
being worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the U.S. Pos t al 
Inspection Servi ce, the U.S. Department of Justice (DOJ), Chi l d Exploitation 
and Obscenity Sec tion (CEOS) 1 and the United States Attorney's Office (USAO) 
for the Northern District of Alabama. ICE has designated this operation as 
Project FLICKER. 

During the course of investigating Project FLICKER, ICE SAC Atlanta 
successfully prosecuted 2 subj ects for Title 18 Uni ted States Code 
2252A(a) (2), the receipt and distribution of child pornography and Ti tle 18 
United States Code 2252(a) (5), the possession of child pornography. Due to 
the evidence from FLICKER becoming s t ale this case is closed and if new 
evidence is presented regarding FLICKER leads a new case wil l be opened. 
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- -·r!T'LE : COMMERICAL CP WEBSITE KNOWN 

CASE STATUS: 

REPORT DATE 
110107 

OPEN & CLOSE 

DATE ASSIGNED 
101707 

T I 0 N 

AS 

TECS ACCESS 

PAGE 1 

CASE NUMBER I 

(b)(7) 
E) 

CODE ) 

(b)(7)(E) 

REPORT NO. 
001 

I 

·~~~------------
I 

PROm CODE 

- -·----- -----RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVES'l'IGATIVE FINDINGS 

TOPIC: TRANSFER OF CAS E TO COPENHAGEN, DENMARK 

SYNOPSIS: 

The initial reques t was received from the Resident Agent in Charge, 
Birmingham, {RAC/BI) and the Cyber Crimes Center which are conducting a joint 
investigation i nvolving numerous persons between several European countries 
and the Un ited States in the dis tribution of child pornography through the 
internet. The i nvestigation indicates that some of the operators of the child 
porn sites are located in Latvia. 

This matter is being referred to t he ICE Attache Copenhagen. 

UNDEVELOPED LEADS ., 
The ICE Attache Copenhagen is requested to provide assistance in fully 
ident jfyjog the operators of the child pornography websites regarding Case I (b)(7)(E) j. Report findings to the SAC Birmingham. 

T'l T. C 'T'D T 0 TT'T' T Al\1 • 

(b)(7)(E) J SIGNATt~JR~E~·~~~----------~-=~~~77. 
(b)(G),(b)(7)(C) ICE CRIMIN=-=A=-L=--=I:-:NV=E=STIG 

APPROVE~D~:----------------~~~=-----
(b)(G),(b)(7)(C) ICE DEPUTY ATTACHE 

ORIGIN OFFICE: FE 
FRANKFURT - ATTACHE 

m TYPIST: I (b)((~\b)(?) L .. _____ _ 
0 F F I C-I=-A~L~~U~S~E--~0 N L Y 

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, I CE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMEN'l' . 

Page 901 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

PAGE 2 

CASE NUMBER~ (b)(7)(E) 

REPORT NUMBER: 001 

---······------------· ---------· --------
CASE PROGRAM CODES: 

(b)(7)(E) 
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I CE 
PAGE 1 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 
- - CASE NUMBER ._l ___ <b_><7_><_E> __ ...Jr 

TITLE : MARYLAND LEADS FROM OPERATION F'LICKER 

CASE STATUS: INIT RPT 

REPORT DATE 
101007 

---~=---------
I 

DATE ASSIGNED 
100307 

·-------r- -=-----.. -·--
PRO~ CODE REPORT NO. 
~ 001 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVES1'IGATIVE FINDINGS 

TOPIC: PROJECT FLICKER BACKGROUND I NFORMATION AND OPENING REPORT 

SYNOPSIS : 
Ice Cyber Crimes Center (C3 ), Child Exploitation Section (CES), ~rovided 
subscriber leads on individuals that had subscribed to child porJ1ography 
websites speci f ic to each SAC office's area of responsibilit y. In addition to 
the numerous subscriber leads generated, this project named uoperation 
Flicker" has identified and is target ing several princ iples associated with 
commercial child exploitation websites. 108 of the s ubscriber leads fal l 
u nder the SAC Baltimore area of r esponsibility . Each lead will be processed 
a nd individual cases will be initiated on a case-by-case basis. 

SIGNATURE· 
(b)(6),(b)(7)(C) SPECIAL AGENT 

APPROVED; 
(b )(6), (b )(7)(C) OI GRP SUPERVISOR 

ORIGIN OFFICE: BA TELEPHONE: 410 771 (b)(~~\b)(7> r-
BALTIMORE, MD - SAC 

____ ___ ..~..-__ _..::T....::Y~P;!ST : l(b)(~~\b)( 7>t ... 
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REPORT NUMBER: 001 

CASE PROGRAM CODES: 

I (b)(7)(E) l 

.; 
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DETAILS OF INVESTIGATION 

·r_::: Nu:BERi (b)(7)(E_) ___ r 
REPORT NUMBER: 001 

SAC Baltimore has received 108 subscriber leads from C3 on a case called 
11 0peration Flicker 11 • These subscribers paid for access to child pornography 
websites through the paypal service. Project Flicker was initiated in April 
2006 based on information received from the National Center for Missing and 
Exploited Children (NCMEC) cyber tip line. NCMEC discov.PrPn ~ ~nmmP.rcial 
website offerina the sale of child pornography images. I (b)(7)(E) 

(b)(7)(E) 

The website is known as •t~l~!;~~~!i1~r;;;~;!~!-\~:.111 and is a commercial child 
pornography website. An investigation into this site has revealed that the 
organization operating it is operating numerous other commercial child 
pornography websites. The organization utilizes various paypal accounts to 
process payments for access to the child pornography websites. Some of these 
websites have been identified during other child pornography investigations. 
Ice agents have conducted over 80 undercover transactions on these websites. 

In April 2007, ICE presented Project Flicker to the Attorney Generals Advisory 
Committee on Child Exploitation, who reviewed and approved the project for 
national distribution. Project Flicker has identified approximately 4,900 
domestic subscribers and 3,300 international subscribers to the child 
pornography websites. Some of these subscribers may appear in other 
commercial child pornography website investigations, so the leads can be 
compared to previous lists that ICE offices may have. 

All 108 leads sent to the SAC Baltimore will be vetted and set in priority 
order by the number of purchases the subject has or by prior criminal history. 
Prior sex offenders being first priority as well as subjects employed by the 

Department of Defense with high-level clearances. 
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DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I NV E s T I G A T 

TITLE: MARYLAND LEAD s FROM OPERATION 

-------·-::---:==-=~--~~ CASE STATUS: CLO SING RPT 
.. 

REPORT DATE I 
--~0~2,-,1:-:9=0==9.......,--- - ·-· -

RELATED CASE NUMBE 

DATE ASSIGNED 
100307 

RS: 

-·· COLLATERAL REQ: 

---····=-==--=-=-~---:--=-:----TYPE OF REPORT: 
... 

OTHER INFORMATION 

TOPIC: CLOS ING ROI 

SYNOPSIS : 

TECS ACCESS 

- -·· 
PAGE 1 

I 0 N 
CASE NUMBERl 

.... , 
FLICKER 

-··· . .. 
PROm CODE 

(b)(7) 
E) 

--·· -· 

.. 

.. 

.. 

... ... 

..... 
CODE lJj 

... 

'-' 

(b)(7)(E) r 
... 

REPORT NO . 
002 

---

.. .. 

. .. 

·-·· 

In or about May 2007, ICE Cyber Crimes Center (C3), Child Exploitation Section 
(CES) , sent subscriber l eads on individua l s that had subscribed to child 
pornography webs ites spe cific to each SAC's area of respon~. This case 
was opened a s a gene ral office of invest igation case by SA~ when the 
leads were first provided. As information developed relevant to a specific 
subscri ber, a SAC/Baltimore case was opened under that individual 1 s name and/or 
screen name. The re is no need to keep a general case open for these leads. 

SIGNATURE· 
(b)(6),(b)(7)(C) SPECIAL AGENT 

nppRmmo. 

'-------.:..(b.:.:.J(G..;,;>·.:...(b:..:.)(7.;,:>(....;c> _____ __Jr ··suP CRIM INVEST 

TELEPHONE : 4l 0 6 31 (b)(6lc\b)(l) r--ORIGIN OFFICE: BA 
BALTIMORE, MD - SAC 

·-- .I.----=1'-=Y..::.P..=I:..::S:..::.T __ : I (b)(~b\S)(I} I 
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PAGE 3 

CASE NUMBER I (b)(7)(E) r 
REPORT NUMBER: 00 2 

In or about May 2007, ICE-···c yber Cri mes Center (C3), Chi ld Exploitation Section 
(CES), sent subscriber leads on individuals that had subscribed t o child 
pornography webs ites specif ic to each SAC's area of respon · · y. This case 
wa s opene d as a general of fi ce of i nvestigation case by SA (b)s)c(bl when the 
leads were first provided . As information developed relevant to a specific 
subscriber , a SAC/Baltimore case was opened under that individual's name and/ 
or screen name. There is no need to keep a general case open for the leads 
provided in May 2007 . 
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TITLE: ANDREW C. EVANS (PROJECT FLICKER) 

CASE STATUS: 

REPORT DATE 
101907 

!NIT RPT 

DATE ASSIGNED 
101207 

RELATED CAS E NUMBERS: 

COLLATERAL REQ : 

- --TYPE OF REPORT: 
INVESTI GATIVE FINDINGS 

TOPIC: INITIAL I NFORMATION ON 1'-__ <_b>(_6>_.<b_H_7H_c> __ ..Jr·· 
SYNOPSIS: 

... TECS ACCESS CODE > 

PAGE 1 

CASE .. NUMBER '-l ___ <b_><7_><_E> __ ...Jr 

REPORT NO. 
001 

In April 2006, Immigration and Customs Enforcement (ICE), Cyber ~rimes Center 
(C3), Child Exploitati on Section (CES) initiated an investigation into a 
crim~nal or~anization operating a commercial child pornography website known 
as •[Z!~~; 1,0n~·;h;:,~;~;!~!·~~~.l. 11 ICE has designated this opera tion as PROJECT FLICKER. 
The i nves tigation has r evealed tha t the same organization is operating 
numerous commercia l chi ld pornogra phy websites . It was during the course of 
this investigation that ICE C3 identified several names associated with email 
addre ss I (b)(6),(b)(7)(C) I one of which was an alleged purchaser of child 
pornography via the Internet. 

The f ollowing report of inves tigation documents the invest igative activities 
conducted by the Special Agent in Charge, San Francisco (SAC/SF). 

SIGN~T!JRE · 
(b )(6), (b )(7)(C) SPECIAL AGENT 

AppROVEQ· 
(b)(6),(b)(7)(C) SPECIAL AGENT 

ORIGIN OFFICE: SF TELEPHONE: 415 841<b>(~b\b)(l)r 
SAN FRANCISCO, CA -

- - - ---- -----,1--~--T_Y_P_I_S_T.J (b)(~>c<>b)(l) r-
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Detai ls of I nvestigation: 

PAGE 3 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER : 001 

In Apr il 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
(C3) , Child Exploitati on Section (CES) i nitiated an investigation into a 
criTl\~~ ~~oanization operating a commercial child pornography websi t e known 
a s uC: C~~:fl;!~~;~aj, ;~~~.1. 11 ICE has designated this operat ion as PROJECT FLICKER. 
The investigation has revealed that the same organization is operating 
numerous commercial chi l d pornography websites . It was during t he course of 
t his inv.e ~ tiaati on that ICE C3 identif ied several names assoc iated with emai l 
address I (b)(G),(b)(7)(C) I one of which was an alleged pur chaser of child 
pornography via the Internet. 

o n May 18, 2 007, an Accurint query was conducted on one of the names 
associated wjth the known purchase of child pornogra phy via the Inter net , 
I (b)(G),(b)(7>(C) I. The fa llowing inf ormat i on was obtai ned: 

Name: 
DOB: (b)(6),(b)(7)(C) 

SSN: 

In addition, on May 18, 2007, the California Law Enforcement 
Telecommuni cations System (CLETS) and the National Crime I nformation Center 
(NCIC) databases were queried with the fo llowing res ults: 

COL : 
DOB: 
Name: 
Addres s: 

(b)(6),(b)(7)(C) 
LIC# : 
YRMD: 
Make: 
R/0: 

As of May 18, 2007 , there are no wants on ~~-------------C~b)~(G)~, (b~)(~7>~cc~> ------------~~ · 

On August 16, 2007, an Aut oTrack query was conducted again revealing t he 
following i ~.u~~~~-----------, 
Name: 
DOB: (b)(G),(b)(7)(C) 
SSN: 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N v E S T I G A T I 0 N 
c 0 NT I N u A T I 0 N REPORT NUMBER: 001 

Address: (b )(6), (b )(7)(C) 

On August 22, 2006, a Customs Summons wao issued to yahoo! Inc. 
subscriber information relating to email address I (b)(6),(b)(7)(C> 

following information was obtained: 

According to the Yahoo! Account Management Tool: 

(b )(6), (b )(7)(C) 

However, according to Yahoo! subscriber information: 

(b )(6), (b )(7)(C) 

requesting 
I· The 

Furthermore, the following Internet Protocol {IP) inform.aar~~i·o~P~IA~ra~s~rue~c~e~jy~e~d~ 
from representatives of Yahoo! relating to email address L.l ___ (b_>(_6> • ..;..(b.;.;.>(7..;..>(..;..c> __ ___.l: 

(b )(6), (b )(7)(C) 
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(b )(6), (b )(7)(C) 

PAGE 5 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

On September 4, 2007, the above IP addresses were run on whoio.net and the 
following was uncovered: 

* 

* 
are IP addresses belonging to Comcast. 

r---===::::::;-1 
~---(b-)(6-),(-b)-(7-)(c_> __ ~lis an IP address that belongs to Surewest. 

and (b)(6),(b)(7)(C) 

(b )(6), (b )(7)(C) 

Therefore, on September 6, 2007, a Custom Summons was issued to both Comcaot 
and Sureweot Internet service providers (ISP) requesting subscriber 
information relating to the above IP addresses, dates and times. The 
following information was obtained: 

Comcasr_ TD :;,rl.-:1-roca I (b)(6),(b)(7)(C) 1. 

(b )(6), (b )(7)(C) 

comcast- To ,.-:~.-:~-rocQ I (b)(6),(b)(7)(C) 1: 

(b )(6), (b )(7)(C) 
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CASE NUMBER I (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 NT I N U A T I 0 N REPORT NUMBER: 001 

(b )(6), (b )(7)(C) 

Surewe ,.._ Tn ..... ,;~~..,...,..,"' I rblr61rblmrcl l. 

(b )(6), (b )(7)(C) 

On October 2, 2007, an AutoTrack query was conducted on Andrew EVANS based on 
the Yahoo! subscriber information. The following information was obtained: 

Name: 
DOB: 
SSN: 
Address ( es) : 

(b )(6), (b )(7)(C) 

Current Address: (b)(6),(b)(7)(C> 
u 

Antelope, CA 95843(As of 04/2007) 

A query into the National Law Enforcement Telecommunication System (NLETS) 
found the follmoJing information: 

FBI#: 
NAME(s) 

DOB: 
HGT: 
WHT: (b )(6), (b )(7)(C) 

EYE: 
HAI: 
POB: 
CDI,: 
SSN: 
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NUMBER I CASE (b)(7)(E) 
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c 0 N T I N u A T I 0 N REPORT NUMBER : 001 

As of October 2, 2007, there are no NCIC wants for ~~~(b)~(G~),(~b)~(7~)(C~>--~I . 

A)oq on October 2. 20j7.' I (b)(G),(b)(7)(C) -

an employment request was sent to ~egarding 
EDD representatives revealed that ~did not have 

a wage report o n file. 

On October 9, 20 07, the CA Department of Motor Vehicle {DMV) photo of 
was obtained wi t h the following information: 

Name : 
CDL: 
Ha i r: 
Eye s: 
Height: 
We ight: 

(b)(G),(b)(7)(C) 

DOB: 
Address 

Status: 
~--------------------~ 

I 

On October 10, 2007
1 

an AutoTrack query was conduc t ed on I (b)(G),(b)(7)(C) I based on 
the CA driver 1 s license information. The following information was obtained: 

SSN: 
Address (es) 

(b)(G),(b)(7)(C) 
Name : I 

~----------------------------------------~ 
Dlsa an October 10 2907, an employment request was sent to EDD regarding 
I (b)(G),(blt7HC> , EDD representatives revealed that t hat social 
security number was not found. 

On October 1 1, 2007, a Custom Summons was issued t o Ygnition Network I nc . 
regarding the following IP address associated with the allege d purchase of 
child pornogra phy obtained via FLICKER : 

~---(b_H_G>_, (b_><_7>_<c_> __ ---JI on December 3 1 2006, at 1:46 a.m . (PST) 

An addi tional query was conducted on October 11 1 2007 into the NCIC , which 
r e v ealed the following information: 

No NCIC wants (b)(G),(b)(l)(C),(b)(7)(E) 

No NCI c wants '---------------1 
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The SAC/SF·-T nves tigation continues-: 

PAGE 8 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: ANDREW C. EVANS {PROJECT ·-FLICKER) 

CASE STATUS: OPEN & CLOSE 

PAGE 1 

CASE NUMBER ._l ___ <_b><_7>_<E_> __ _,r 

-·····--···:==-==-=-=-=---.-------=...,.....-:::--:o-~-----,.---

REPORT DATE DATE ASSIGNED PROm CODE 
072808 101207 (b)(l) 

E) 

REPORT NO . 
003 

···---······-··· .... -··""-=-=-~--RELATED CASE NUMBERS: 

COLLATERAL REQ : 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: CLOSING REPORT OF INVESTIGATI ON 

SYNOPSIS: 
I n April 2006, Immigration and Customs Enforcement (ICE}, Cyber Crimes Center 
(C3), Child Exploitation Sect ion (CES) initiated an investigation into a 
criminal organization operating a commercial child pornography website known 
as "LJ~!;;'!;~~g~t;~ .~;t:~~~aJ. ;~~~J 11 ICE has designated this operation as PROJECT FLICKER. 
The investigation has revealed that the same o rganization is operating 
numerous commercial child pornography websites. It was during the course of 
this i nvestigation that ICE C3 identified several names associated with email 
address I (b)(G),(b)(7)(C) I one of which was an a l leged purchaser., of child 
pornography via the Internet. 

At the time of this report l(b)(~c\b)(/)1 was located at t he California Depa~ of 
Corrections and Rehabilitation Deuel Vocational Institution (DVI). ~is 
expected to be released from incarceration on July 28, 2010. 

~~--~n~lTSTRIBUTION: 
(b)(7)(E) I 

SIGNATURE· 
(b)(G),(b)(7)(C) SENIOR SPEC AGENT 

APPROVED · 
(b)(6),(b)(7)(C) OI GRP SUPERVI SOR 

. I (b)(G),(b)(7) , ...... ,_ 
ORIGi'N OFFICE : SF TELEPHONE: 415 84_ (C) . 

SAN FRANCISCO, CA -
. _______ -~..... _ ___::'I;'_YPIST: ~~-----···_ .. --·------
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NUMBER I CASE (b)(7)(E) 

R E P 0 R T 0 F I N V E s T I G A T I 0 N 
c 0 N T I N U A T I 0 N REPORT NUMBER: 003 

CASE PROGRAM CODES: 

(b)(7)(E) 
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PAGE 3 :::-;:;;:;-trf ---------., .... 1 
CASE NUMBER 1 (b)(7)(E) • 

REPORT NUMBER: 003 I 
--- ---·--····--·······---- - - ---- ------------ - ·---------- ----

DETAI LS OF INVESTIGATION: 

In April 2006, Immigration and Customs Enforcement (ICE), Cyber Crimes Center 
{C3 ), Child Exploitation Section (CES) initiated an investigation into a 
cri · · . ·on operating a commercial chi ld pornography website known 
as 11 vi~/~;;~~~~~~~!!ess~;. /~~s . 11 ICE has designated this operation as PROJECT FLI CKER . 
The 1nves 1ga on as revea led that the same orga nization i s operating 
numerous commercial child pornography websites. It was during the course of 
this investigatjon that ICf C3 ident ified several names associated with email 
address I (b)(G),(b)(7)(C) _one of which was an alleged purchaser of child 
pornography via the Internet. 

I (b)(G),(b)(7)(C) I, the subj ect of this inves tigation, was arres ted and 
convicted for unrelated theft, burglary , credit card fraud, and control led 
subs tance char~es during the course of the ICE investigation. At the time of 
this report llbJlG(}1011 was located at the California Department of Corrections and 
Rehabilitation Deuel Vocational Institution (DVI}. l(b)(~h\61011 is e xpected to be 
released from incarceration on July 28, 2010 . 

Any evidence of child pornography has long been d e stroyed, tainted or 
considered stale. 

CASE CLOSED 
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DEPARTMENT OF HOME"i,AND SECURITY 
ICE 

R E P 0 R T 0 F I N V E S T I G A T I 0 N 

TITLE: CHILD PORNOGRAPHY AND EXPLOITATION 

CASE STATUS : INIT RPT 

TECS Acc ·E:ss 

PAGE 1 

CAS E NUMBER I (b)(7)(E) I 

·--- --- --- --- --······- -

REPORT DATE 
122607 

DATE ASSIGNED --· I PROGRAM CODE I R-EPORT NO. 

1 02307 ···-···- ____ I <_(~_<)>_I _ ___ _____ .. ___ o_o_l _ __ _ 

RELATED CASE NUMBERS : 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

TOPIC: SUMMONSES ISSUED TO PAYPAL 

SYNOPSIS: 
This Child Pornography and Exploitat ion case will serve as t he umbrella case 
for the Office of the Resident Agent in Charge, San Francisco International 
Airport (RAC/SI) to incorporate general investigative and enforcement 
activities involving child sexual exploitation, internet and cyber crimes 
against children, leads from other law enforcement entities, locating and 
apprehending aliens with criminal convict ions for sexual offenses against 
children, and other crimes involving the sexual abuse of children are examples 
of the types of activities that will be annotated under t his case heading. 
This case will include developing and undeveloP.ed leads from Operation 
Flicker, Operatj on Falcon, Ooeration Predator d (b)(7)(E) D , Operation 
Emissary and d (b)(7)(E) b , and Operation Watchdog. This case will remain 
open for Fiscal-Year 2008. 

This report summarizes investi gative efforts on Operation Flicker and serves 
as the initial ROI under the Child Pornography and Exploitation umbrella case. 

DISTRIBrT.ION: 
(b)(7)(E) 

SIQNATIIH E · 
(b)(G),(b)(7)(C) SPECIAL AGENT 

---- ----- ---- ---- --- --------- -- --- --- --- --- --------- --

ORIGIN OFFICE: SI 
SAN FRANCISCO AIRPOR 

RAC-RESIDENT AGENT IN 

TELEPHONE : 6 so a 71 (b)16lcit<?> I 
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CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

r 
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DETAILS OF INVESTIGATION 

PAGE 3 

- - CASE NUMBER ._l ___ <_b>_<7_><E_> __ .....~r 

REPORT NUMBER : 00 1 

This Child Pornography and Exploitation case will serve as t he umbrel la case 
for the Office of the Resident Agent in Charge, San Francisco International 
Ai rport (RAC/SI) t o incorporate general inves tigative and enfo rcement 
ac tivities involving child sexual exploitation, internet and cyber crimes 
aga inst chi ldren, leads from other law enforcement ent ities, locating a nd 
apprehending aliens with criminal convictions for sexual offenses agains t 
children, and other crimes i nvolving the sexual abuse of children are examples 
of the type s of activit ies that will be annotated under this case headi ng. 
This case will inc l ude developing and u ndeveloped l eads from Operation 
Flicker, Operation Falcon, o r eration Predator <I (b)(7)(E) I> , Operat ion 
Emissary and d (b)(7)(E) • , and Operation Watchdog. Th1s case will remain 
op en for Fi scal -Year 2008. 

On December 20, 20 0 7, RAC/SI Agents s ubmitted six (6) U.S . Customs Summons to 
the PayPal Fraud Inves tigation Team in San Jose, CA. The summonses we re 
iss ued to obtain recent account holder activity~~~~~~~~~~~~~ 
in s an Mateo canntv The six <61 : argef.s ar · I (b)(G),(b)(7)(C) and (b)(G),(b)(7)(C> The summon s 
issued on t hese s i x (6) based on t e number o f c hi l d porn website 
subscriptio ns purchased, as provide d in the initial Operation Flicker lead 
information, and/or how recent the targets last purchase was made . 

It is antic ipated that these summons will yield more r ecent purchases of 
subscriptions to suspect we bsites and wi ll assis t RAC/ SI Agents in securing 
search warrant s from the Unites States Attorney 1 s Office a nd the U.S. District 
Cour t of Northern California . 

The invest i gation continues. 
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0 F F I C I A L U S E 0 N L Y 

·-······· DEPARTMENT OF HOMELAND SECURITY 
ICE 

PAGE 1 
R E p 0 R T 0 F I NV E s T I G AT I 0 N 

CASE NUMBER .... I ___ Cb_>C_7>(_E> __ __,r 
TITLE: CHILD PORNOGRAPHY AND EXPLOITATION 

....... 
CASE STATUS: CLOSING RPT ,, 

- -·-·········· 
REPORT DATE 

120908 

- -··-······••'''" 

102307 
DATE ASSIGNED ..... I PR o_I_R_(~~_rr_) I_C_O_D_E __ I _ -

REPORT NO. 
002 

RELATED CASE NUMBERS: 
........... 

COLLATERAL REQ: 

.. 
TYPE OF REPORT: 

OTHER INFORMATION 
........ .. .... 

TOPIC: CASE CLOSED 

-
SYNOPSIS: 

This Child Pornography and Exploitation case will serve as the umbre lla case 
for t he Office of the Resident Agent i n Charge, San Franc isco Internationa l 
Airport (RAC/SI} to incorporate general investigative and enforcement 
a ctivities involving child sexual exploitation, inte rnet and cyber crimes 
agains t children, leads from other law enforcement entities, l ocating and 
apprehending aliens with criminal convictions for sexual offenses against 
c hild ren, and other c r imes invo lving the sexual abuse of children are examples 
of the types of activities that will be annotated under this c ase heading. 
This case will include developing and rndeveloped leads from Operation Falcon 
d (b)(7)(E> ~ , Operat ion Predato r ( (b)(7)(E) IJ , Operation Emissary and 
Emissary I I, and Operation Watchdog. This case will remain open for Fiscal 
Year 2008. 

This report will serve as t he closing ROI for this case. 

DISTRIBUTI ON: 
(b)(7)(E) I 

SIQ Nl),TTTRE. 

.__ ______ (b)-(G_>.(_b)-(7-)(C_> _____ .....Jr·sPECIAL AGENT 

n pppOVED· 
(b)(6),(b)(7)(C) 

ORIGIN OFFICE: S I 
SAN FRANCI SCO AIRPOR 

RAC - RESIDENT AGENT IN 

TELEPHONE: 6 50 ai (bl((~\b)(7) J 
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CASE NUMBER L..l ___ (b-)(7-)(E_> __ .... r 
R E P 0 R T 0 F I N V E S T I GA T I 0 N 

c 0 NT I N U A T I 0 N REPORT NUMBER; 002 

CASE PROGRAM CODES: 

(b)(7)(E) 
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NUMBER! CASE (b)(7)(E) 

R E P 0 R T 0 F I N v E s T I G A T I 0 N 
c 0 N T I N u A T I 0 N REPORT NUMBER: 002 

DETAILS OF INVESTIGATION 

This Child Pornography and Exploitation case wil l serve as the umbrella case 
for the Office of t h e Res i dent Ag e nt in Cha rge , San Fra ncisco International 
Airport (RAC/SI) to incorporate general investigative and e n forcemen t 
activ i ties involving child sexual expl oitation, internet and cyber crimes 
aga inst children, l e ads from other law enforcement e ntities , locating and 
app r ehending a liens with c riminal convictions for sexual offenses agains t 
children, and other crimes involving the sexual abuse of chi l dren are examples 
of t he types of act ivities that will be annotated under t his case heading. 
Thi s case wil l include d eveloping and undeveloped leads from Oper a tion Falcon 
d (b)(7)(E) D , Operation Predator d (b)(7)(E> h , Operation Emissary and 
Emissary II, and Operation Watchdog . This case will remain open for Fiscal 
Yea r 2008. 

All suspect information, purchase information a nd undeveloped leads will be 
maintained by the RAC/SI. 

Case closed. 
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0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SE 
ICE 

R E P 0 R T 0 F I N V E S T I 

TITLE: COMPUTER FORENSICS ICE 

CASE STATUS: !NIT RPT 

CURITY 

G A T I 0 

RAC PB FY 

TECS ACCESS CODE~--· 

-
PAGE 1 

N 
NUMBER I CASE (b)(7)(E) 

200 8 
..... ·-··· 

r 

l 
.. 

I 
···-REPORT DATE 

121307 
DATE ASSIGN 

102907 
ED PRO~ CODE 

(b)(7) 
E 

REPORT NO. 
001 

RELATED CASE NUMBERS: ., 

COLLATERAL -REQ: ·-·· -

TYPE .O'F REPORT : 
••... .. 

OTHER INFORMATION 

TOPIC: CAS.E OPENI NG 
.. 

-·· ...... 
SYNOPSIS : 

Immigration and Customs Enforceme Agent in Charge, Pittsburgh, 
Pe nns ylvania (ICE RAC PB ) CFA SSA (b)(B),(b)(7)(C) conduc ts c omputer f orensic 
exami nat ions for the ICE RAC PB and other aw enforcement agencies . This case 
file will track hours and examinations relating to computer forensic 
e xami natio ns for FY 2008 . 

fi iSTRTBUTION: 
(b)(7)(E) I (b)(6),(b)(7)(C) SPECIAL AGENT 

npppQJZRQ· 
(b)(6),(b)(7)(C) SENIOR SPEC -AGENT 

ORIGIN OFFICE: PB TELEPHONE: 412 431 (b)(~~\bl(7>1 
PITTSBURGH, PA - RAC 

------------L-~--=-=-.,--::.,...-::,----,:--~--=-=---:::-~==:-····..;T,..:Y:..,::P-=I§tj (b)(B),(b)(7)(C) t ... ----
0 F F I C I A L U S E 0 N L Y 

THI S DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY 
OF THE DEPARTMENT OF HOMELAND SECURITY, I CE. ANY FURTHER REQUEST FOR 
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAI NED HEREI N SHOULD BE REFERRED 
TO ICE HEADQUARTERS TOGETHER WITH A COPY OF THE DOCUMENT. 

Page 926 of 929 



0 F F I C I A L U S E 0 N L Y 

DEPARTMENT OF HOMELAND SECURITY 
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R E P 0 R T 0 F I N V E S T I G A T I 0 N 
C 0 N T I N U A T I 0 N 

--·-····--------- ---------· 

CASE PROGRAM CODES: 

(b)(7)(E) 

PAGE 2 

CASE NUMBER I (b)(7)(E) 

REPORT NUMBER: 001 

r 
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REQUESTED BY: (b)(6),(b)(7)(C) 1 
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DEPARTMENT OF····HOMELAND SECURI 
ICE 

TY 

R E P 0 R T 0 F I N V E S T I G A T 

TITLE : COMPUTER ~~RENSICS ICE RAC 

CASE STATUS: 

REPORT DATE 
1 01608 

CLOSING RPT 

DATE ASSIGNED 
1 02907 

RELATED CASE NUMBERS: 

COLLATERAL REQ: 

TYPE OF REPORT: 
INVESTIGATIVE FINDINGS 

/ OTHER I NFORMATION 

PB 

I 0 

FY 

..... 
TECS ACCESS 

-.. 
PAGE 1 

N 
CASE NUMBER I 

____ ..,_ 

2008 
...... 

PROGRAM CODE 

I ~ 
..... 

... 

TOPIC: FY 2008 RAC PB COMPUTER FORENSIC GENERAL CASE, CLOSING 

SYNOPSIS: 

CODE 11'IT ...... 

'• 

(b)(7)(E) 

··-· ·~ 

REPORT NO. 
006 

-·· 

..... 

I mmig ratio n and Customs Enf orcement Resident Agent in Charge, P!ttsburgh, 
Pennsylvania (ICE RAC PB) CFA SSA conducts compute r forens ic 

-
I 

e xa1ninations f or the ICE RAC PB an ot er aw enforcement agencies. This case 
fil e wil l track hours and examinations relating to compu ter f orensic 
examinat ions for FY 2008. 

The RAC Pi ttsburgh will close this case. 

DISTRIBUTION: 
(b)(7)(E) I 

- -·-····-- - ---- -

SIGNATURE: 
~----------~(b~)(G~>-~(b)~(7~)(C~>----------~~ SPECIAL AGENT 

APPROVED: 
(b )(6), (b )(7)(C) SENIOR SPEC AGENT 

TELEPHONE: 412 4 3jl6Jl';f\6101 j ORIGIN OFFICE: PB 
PITTSBURGH , PA - RAC 

_....1- - ------- ----,-- - - ,.---:':--_-_-:_·· ...:;T;._:Y:....:P:....::I .$T : I (b)(G), (b)(7)(C) 
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