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I. INTRODUCTION

Many Westem analysts assume that during the next 15 years, only the United
States has the capability to implement the new revolution in military affairs (RMA) --
that only the U.S. military will be able 10 integrate all of its elements into a cohesive
whole  The question of what specific aspects of it other nations might obtain, when
they might do so, and what implications that would hold for U.S. forces is an important
one. As aresult, US policy-makers can only benefit from analyzing the long-term

vision of military powers such as Russia.

In the early 1980s, the Soviet military was perhaps the first to argue that a new
"revolution” was occurring in military affairs. Today the Russtans argue that precision-
guided, non-nuclear, deep-strike weapons and the systems used to integrate them are
revolutionizing all aspects of military art and force structure -- and elevating combat
capabilities on the order of 10°. Russia's first official military doctrine, approved by
President Yei'tsin and the Security Council in November 1993, clearly reflects the
ongoing civil-military consensus on the nature and requirements of the new RMA. The
document directs that R&D efforts focus above all on the development of the new

deep-strike weapons and advanced CISR/electronic warfare (EW) assets.

Despite the ongoing economic chaos in Russia, the Russian General Staff
conlinues to plan for a future "air-space war." For the short term, they have explored
sophisticated technical and operational countermeasures (o the new technologies of the
"air-space war." For the long term, they have oriented much of their limited resources

toward creating an frastructure that ensures "rapid surge production” of these




technologies as the situation warrants. For the transitional period between the two,
they have resurrected nuclear war-fighting to cope with a variety of worst-case
scenarios. Both civilian and military leaders agree that military-technical potential for
competing in the RMA represents Russia's main guarantee for preserving its hard-won

superpower status.

According to the Russian military, superiority in the RMA proceeds from
superiority in "information warfare (IW)": 1) reconnaissance, surveillance, and target
acqusition (RSTA) systems, and 2) "intelligent” command-and-control systems. There
has clearly appeared a specific field -- information -- the gaining and holding of
superiority i which can play the decisive role in the achievement of success by one of
the opposing sides. The "formula for success" in the modern battle or operation is
approximately thus: First gain superiority on the air waves, then in the air, and only
then by troop operations. This is compared with the fact that in World War II success
depended largely on how successfully air superiority was gained, and in World War I
on how effectively the fire resources of the troops themselves, and especially of the

artillery, were used.

Thus, amed conflict today can be viewed as the aggregate of two components,
electromc-fire and information, each of which has only the objects, resources, and
methods inherent to it. By the electronic-fire component of armed conflict the Russians
mean that field which is defined by the capabilities of means of fire destruction and
electronic warfare; i.e., of means capable of having a direct effect on enemy equipment
and personnel. The information component is understood to be the field defined by the

capabilities of resources that provide for acquiring information (reconnaissance) and
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using it (command and control) in the interest of increasing the combat potential of the
resources that have a direct effect on the enemy (fire destruction and electronic warfare

resources).

Under conditions of panity in nuclear and conventional weapons, supeniority in
reconnaissance, command and control, and electronic warfare 1s said to be the main
factor in raising the qualitative indices of weapons and military equipment, which will
have a "decisive" effect on the course and outcome of combat operations. Under all
circumstances the side that has advantages in these areas will always possess greater
capabilitics, even if the other side has definite advantages in nuclear and, even more so,

conventional weapons.

In the Russian view, the contribution to armed conflict of the information
component, and of the main means of combatting it -- electronic warfare -- 1s becoming
more and more important. The idea about the appearance, along with conflict on land,
at sea, and in the air and space, of a fourth realm -- information, to which all categorics,
concepts, and methods of military art extend -- 1s more and more taking shape. The
concept of "information warfare” is obtaining ever greater "citizenship rights," and
gaining superiority in it 15 becoming a factor that determines the military-technical

supenority of onc side over the other.

These circumstances require that the capabilities of reconnaissance, command
and control, and electromc warfare be taken into account in the generalized potentials
of groupings of troops (forces, weapons, combat equipment) and, consequently, also

be taken 1nto account at disarmament negotiations, in determining parity of the sides.
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Finally, determination of the military budget as a whole, as well as its distribution
among individual directions for developing weapons and military equipment, must take
into account the correlation of the combat potentials of the sides that is taking shape,
and the contribution of each of the means of waging armed conflict to the generalized
combat potential of troops (forces). In the Russian view, the experience of exercises
and local wars has demonstrated that the most advisable way of increasing combat
capabilities (according to the cost-effectiveness criterion) is not increased numerical
strength or kill capability of arms and military equipment, but their information support
(outfitting with electronic systems and computers), above all for weapons and for EW,

intelligence, and command-and-control systems and equipment.

An analysis of the Gulf War is said to demonstrate that owing to
“intellectualization” of the precision weapons systems employed in this war -- i.e.,
giving them elements of "logical deduction" -- an opportunity appeared to make
decisions essentially in real time. Because of sharply reduced time for the ¢ycle of
command and control both of weapons and personnel {(excluding man as an
intermediate element in evaluation-calculation operations of preparing variants of
decisions and of command and control), this considerably increased their effectiveness
and reduced the number of servicemen. Confirmation of this is said to be the rather
effective battle, demonstrated for the first time, of Patriot surface-to-air missile systems
against Scud missiles, which today forces one to take a quite different look at the
significance of ABM defense. Various automated combat support equipment,
complexes, and systems managed to be integrated into a common intelligence and
command-and-control system in this war, also thanks to "intellectualization.” Its high

combat capabilities were convincingly proven by the successes of Desert Storm.,
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In short, Russian expents argue that the development and adoption of intelligent
command-and-control systems elevate command and control of forces and weapons to
a new level both in peacetime as well as war, They will be economical and will permit
finding necessary solutions and determining necessary personnel and equipment for
achieving objectives without an actual costly, multi-variant practical check. In the
Russian view, swift expansion of work on this problem is extremely necessary in view
of the reduction in defense expenditures and can contribute to the development of new,

highly effective technical equipment and technologies.

The Russian military argues that EW has become a form of the offense against
precision weapons and advanced C*ISR systems. It is capable of achieving surprise
by "blinding" the electronic equipment of reconnaissance and air defense systems. It
is also capable of thwarting the enemy's surprise because it acts instantaneously over
great distances; i.e., earlier than enemy firepower. Finally, EW can decrease the
effectiveness of deep strikes during air-land operations by dismpting both the control
of missile systems and the coordination between ground forces and aviation. In the
Russian view, EW training has become a necessary element at all levels of military an,
and 1t is now legitimate to spcak of the creation of a new combat arm -- the EW

Troops.

The Russian military now argues that, as the most dramatic force multipliers,
advanced CISR and EW systems must govern the allocation of scarce defense
resources. Civilians such as President Yel'tsin and Deputy Defense Minister A.
Kokoshin -- head of the Mihtary-Technical Policy Council -- have repeatedly echoed

this assessment. These systems represent the most cost-effective way to increase
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combat capabilities without increasing the quantity or even quality of weapons systems.
They must also be included in any equations involving combat potential in all future
arms control negotiations; the crushing weight of these systems has negated the
quantitative paradigm that forinerly constituted the heart of such calculations. Warfare
has indeed shifted from being a duel of strike systems to being a duel of information

systems.

The Russian military hierarchy clearly understands the strategic and tactical
implications of the new RMA, and has developed a detailed planning framework for
generating appropnate responses. The need to spend a disproportionate share of scarce
military resources on developing such responses is recognized by all senior military
officers. Notwithstanding the high priority assigned to the RMA, Russia is unlikely to
possess the economic and technological resources to match the U.S. in advanced
military technologies for at least 10-15 years. This deficiency may force the General
Staff to continue relying on more termritorial, “brute-force” solutions to military

challenges, most notably the employment of nuclear weapons.

But the current strategy of selective investment coupled with careful analysis of
U.S. vulnerabilities could ¢nable Russia to compete with and even surpass U.S. forces
in specific operational niches -- such as information/clectronic warfare -- long before
the RMA is generahzed throughout the Russian military. Current U.S. military doctrine
refers to such niche threats as “asymmetrical warfarc.” The U.S. vulnerabilities that
Russia has chosen to exploit are technological, doctrinal, organizational, and cultural.
Even when the vulnerabilities in question are not technological (¢.g., American aversion

to casualties), Russia may be able to use emerging military technologies to more fully
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exploit them. Over the longer term, a restoration of economigc vitality may enable the
Russian military to “leapfrog” U.S. capabilities because many of the technologies in

question involve dual-use applications that are readily available in global commerce.

Sertous nulitary reforms are more likely now that General Rodionov 1s defense
minister.  His radical reform plan includes slashing the Ground Troops, altering
defense budget priorities in favor of information and emerging technologies, and
significantly delaying planned weapons procurement in order to expand the R&D base.
Unlike his predecessor, he is convinced that there is no alternative to radical reforms,
and his acceptance of Russta’s economic limitations will allow a better working
relationship with other government officials. While he faces an uphill battle, his
planned reforms create the basis for a gradual increase in Russian military capabilitics

over the next decade.

The U.S. government currently views Russia as a Third World country -- albeit
with massive nuclear megatonnage. This research provides a basis for a more prescient
vision of the nature and capabilities of the Russian Armed Forces in the 21* century --

especially in the sphere of information warfare.



II. NATURE OF INFORMATION WARFARE (IW)

INFORMATION WARFARE DEFINED

Russian military scientists argue that the course and outcome of modern combat
actions on any scale is determined by the art of waging information warfare. Therefore
a recognition of the objective law-governed patterns and principles of information
warfare, as well as the intensive development of its scientific theory is an extremely

urgent problem that requires broad discussion and a rapid resolution.

It is expedient to begin examiming the theoretical questions by precisely defining
the content of information warfare. Russian military scientists assert that IW has three
components that encompass the totality of actions which ensure victory over the

opponent in the information sphere.

The first component is the complex of measures for acquiring information on the
opponent and the conditions of the conflict (radioelectronic, metecrological, the
engineering situation, etc.); the collection of information on his troops; and the
processing of information and its exchange between command-and-control organs
(points) in order to organize and conduct combat actions. Information must be reliable,
precise, and complete, and its transmission must be selective and timely. A logical

name for these tasks is “information support of troop and weapon control.”

The second component of IW is opposition to the information support of the
opponent’s troop and weapon control (“information opposition”). It includes measures

to block the acquisition, processing, and exchange of information as well as the
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insertion of disinformation at all levels of the information support of the opponent’s

troop and weapon control.

The third component consists of measures to defend against the opponent’s
information opposition (“information defense™), which includes actions to unblock
information required for fulfilling the tasks of control, and to block disinformation
disseminated and inserted into the control system. Information defense enhances the
effectiveness of information support under conditions of the opponent’s information

opposition (see Figure 1).

The ultimate objective of IW is to achieve information dominance over the
opponent; 1.€., a situation wherein the information quotient of one’s own troop and
weapon control organs is more complete, precise, reliable, and timely than that of the

opponent’s corresponding control organs.

Thus, the Russians define information warfare as a complex of measures for
information support. information opposition, and information defense conducted
according to a single concept and plan in order to seize and maintain information

dominance over the opponent in the preparation and course of combat actions.

"U.S." VIEWS ON IW

Russian mihtary scientists note that the war in the Persian Gulf as a whole, in the

opinion of “Amencan specialists,” showed the real results of long-term programs

' Colonel S.A. Komov, “The Information Struggle in Madern War: Questions of Theory,”
VM, No. 3, 1996, pp. 76-80.
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whose implementation had begun many years before. The American command
nonetheless feels that substantial shortcomings were revealed in the utilization of

information systems:?

n troop subunits that were in the conflict zone in readiness for the
immediate start of combat operations were often forced to wait for the
arrival of communications gear, without which the orgamzation of
command and control was impossible. Even after its delivery the gear
itself, extremely cumbersome and heavy, did not meet the needs of highly
mobile troops;

N all of the commumcations nets deployed were unable to effectively handlc
the large masses of data typical of the video information necessary for the
preparation and planning of operations;

] the time cycles for the processes of assigning strike targets and evaluating
the degree of their damage after strikes were not suitable owing to
imperfections of the communications systems. This frequently led to
repeat strikes against targets already destroyed; and

] critically important intclligence information gathered in time, as a rule, got
to the consumer with great delays, caused by the lack of a sufficient
quantity of gear with message packet switching.

The results of the Desert Shield and Desert Storm operations show that the
troops present in a forward theater, for the successful waging of combat operations,
should also possess -- aside from the organic hardware — a so-called "base set” of
information and computer systems. The U.S. Department of Defense has given

scientific and engincering specialists the task of creating a kind of "information

*Colonel V. Cherkasov, "Organization of C’ for U.S. Forces in the War With Iraq,"
Zarubezhnoye voyennoye obozrenive (hereafier cited as ZVQ), No. 7, 1993, pp. 11-12,
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ionosphere” able to cover any conflict region on the globe in a matter of hours. A
whole set of systems that currently exist separately to support the activity of
headquarters and commanders, the gathering and processing of intelligence information,
the command and control of troops, the selection of targets, and the planning and
execution of strikes should be integrated into it. The main feature of the "ionosphere”
will be the virtual absence of cumbersome station gear, and the presence of small
portable devices making it possible to join the unified information network. Relays,
both in the air (including on airframes and in RPVs) and in space, will be the basic
element of the network. The gear of the commercial sector, which is structured on the
basis of the latest achievements of technology and is considerably cheaper than mlitary

gear, will be utilized to a significant extent therein.

With a reduction in the U.S. Air Force budget and in budgets of other Western
air forces, as well as a reduction in the number of aircrafi, military specialists assume
that the problem of sufficiency of reconnaissance assets can be solved by mass
development of incxpensive drones. According to their forecasts, in the near future
Western countries will produce up to 30,000 craft of various types, and the production
peak will come in the year 2000, It is emphasized that despite reductions in
appropriations for military purposes, the United States has sufficient financial and
economic resources for creating that number of drones within the planned time peniods.
The press reports that two types of reconnaissance drones are being developed: the

first is for reconnaissance in the tactical zone in support of divisions and brigades, with
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real-time transmission of wvideo data; the second is for reconnaissance in remote

regions.’

The problem of increasing the reliability of information becomes especially
pressing with the reconnaissance and identification of small, mobile targets and in
monitoring air strike results. The experience of the Persian Gulf War serves to confirm
this. Reconnaissance showed its positive side when data on stationary targets were
required, and the negative side when reliable information was needed on mobile targets.
Thus, it did not manage to establish the precise number and locatton of Iraqi missile
systems that were delivering strikes against targets in Israel and Saudi Arabia.
Throughout the entire war, the strike aircraft of the Multinational Forces (MNF) waged

a battle against them, and not always an effective one.

According to Russian military scientists, the esscnce of the new, 4th RMA is
victory in information warfare. The United States calls this component different things:
information struggle, information war, warfare against enemy command-and-control
entities, etc. It is based on use of existing U.S. superiority in the spheres of
communications, cybemnetics, and information science; in modem methods of
collecting, gathering, and analyzing intelligence; in processing and transmitting data at

a high rate; and in the methodology of modeling; i.e., on superionty in information

3Colonel A. Krasnov, “Aerial Reconnaissance in Regional Armed Conflicts,” ZVO, No.
12, 1994, pp. 28-33.
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systems, which permits destroying the enemy battle management system architecture

while preserving their own battle management systems.*

Russian experts argue that information weapons are a 21st-century weapon
capable of replacing today's weapans of mass destruction. They stress that “American
analysts™ present one of the possible scenarios of information warfare of the beginning
of the next century as follows.” Iran surreptitiously deploys its troops and suddenly
attacks Saudi Arabia. To defend its strategic ally, the United States begins an
information war against the aggressor. First of all, computer viruses and logic bombs
come to life that have previously been secretly loaded into the memories of the
computers used in all Iranian state, military, and economic command-and-control
structures. This weapon 1s activated using a special command, for example, from a

satellite or through intermational computer networks.

After the initiation of the conflict, agents of the intelligence services, who are
operating on Iranian territory, use powerful portable electromagnetic pulse generators
to destroy software and databases in the civilian and military command-and-control
systems that are protected from computer viruses and logic bombs. At the same time,

the aggressor's accounts in foreign banks are zeroed out using international

‘Major M. Boytsov, "The 21st Century and the U.S. Navy,” Morskoy sbornik (hereafter
cited as MS), No. 7, 1995, pp. 74-78.

*Georgiy Smolyan, Vitaliy Tsygichko, and Dmitriy Chereshkin, "A Weapon That May Be
More Dangerous Than a Nuclear Weapon: The Realities of Information Warfare,” Nezavisimoye
voennove obozreniyve (hereafter cited as NVQ), 18 November 1995, No. 3, pp. 1-2.
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telecommunications networks. These activities entail catastrophic consequences for
Iran since they totally disrupt the operation of all vitally important systems (civilian and
military command and control, communications, power engineernng, transportation,

etc.) for the country.

At the same time, the television and radio transmissions of all stations and relay
stations on the territory of the country and the communications and command-and-
control centers in the aggressor's troops are jammed. Matenals that are directed at
destabilizing the political sitnation, disorienting the population, and inducing panic
begin to be transmitted via the electronic mass media. Chaos reigns, the collapse of the
economy occurs, and the socio-political situation dramatically changes in Iran as a
result of this combined attack using various types of information weapons. Under these
conditions, the aggressor is conipelled to abandon his plans and submts to the demands

of the United States and its allies.

According to Russian experts, information warfare is not the virtual reality of
computer games but a quite tangible mmstrument for achieving victory in a military or
political conflict. The information weapon is said to be a very important part of the
military and military-propaganda potential of the United States and its allies under
contemporary conditions. Russia must therefore take note that the United States is
consistently and aggressively prepanng for the conduct of information warfare.
Moreover, various types of information weapons have been tested in all of the armed
conflicts in which the United States has participated (Desert Storm, the operation in

Haiti, etc.).
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The CIA has allegedly developed a deeply classified program able to be utilized
during the development of other states' weapons and military equipment, which must
contain logic bombs and viruses that are easily initiated at the required moment. This
technique is called "chipping”. Based upon another program, the CIA is developing
techniques to influence programmers who work at firms that service military orders in

order to enlist their participation in programs to introduce viruses into software.

The ideas and material foundations of information weapons were formed
simultanecusly with the development of socicty's infomnation environment.
Computerization of various spheres of public life, electronic communications, databases
and data banks, the latest information technologics, and the transformation of
programming into a prestigions and mass specialty created the basic scientific,
technological, and economic prerequisites for the emergence of a new type of
information weapon, and at the same time made command and control,
communications, power engineering, transportation facilitics, and the banking system
quite vulnerable with regard to the infornation effect. “American experts” list the

following information effect attack systems:

a) computer viruses that can multiply and attach themselves to programs, be
transmitted via communications lines and data-transmission networks, and
penetrate electronic telephone exchanges and command-and-control systems and
disable them;

b) logic bombs, so-called applications sofiware that have previously been
introduced into the information and command-and-control centers of the military
and civilian infrastruciure that are activated according to a signal or at a
prescribed time and destroy or distort information or disrupt the operation of
hardware or software systems. One of the varieties of this bomb -- the "Trojan
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Horsc" -- is a program that penmits one to carry out hidden unsanctioned access
to enemy information resources to extract intelligence information;

¢) systems to suppress the cxchange of information in telecommunications
networks, its falsification, and the transmission of needed information (from the
position of the opposing side) via state and military command-and-control
channels, and also via mass media channels; and

d) techniques and systemns that permit the introduction of computer viruses and
logic bombs nto state and corporate information networks and systems and their
remote control (from the introduction of microprocessors and other components
into electronic devices sold on the world market to international information
networks and systems that arc managed by NATO and the United States).

The facilities that are most vulnerable to these systems are those that must
maintain an uninterrupted capacity to operate or function in real time. Based upon the
assessments of “foreign experts,” the probability of the restoration of automated air-
space attack early-warning systems, anti-ballistic missilc command-and-control
systems, and other strategic systems is sufficiently low so that the results of purposeful
interference n their operation could be catastrophic in nature and comparable in

possible damage with the consequences of the employment of nuclear weapans.

A sober assessment is needed of today's situation and of the specific features and
prospects for the development of information weapons and the techniques for their
employment. That assessment is the basic prerequisite for the development of Russia’s
foreign and domestic policy, the military and military-technical components of which
could prevent or counter threats that have arisen and reliably guarantee the country's
security. In the process, it is important to understand that the threat of information

warfare in a broad context is a factor of latent military-political pressure and, possibly,
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intimidation, a factor that is capable of disrupting strategic parity and undermining the
balance of the two great powers that has taken shape on the world political scene. That
is why monitoring threats of the employment of information weapons and the
permanent assessment of the effectiveness of the functioning of systems to counteract

these weapons must be carned out on such a broad scale.

Such monitoring must encompass not only scientific-technical and technological
achievements in the developments of information weapons and systems to counteract
them, but also the dynamics of the prerequisites and conditions for their possible
employment; i.e., changes in the foreign policy sitnation and predictions of global or
local conflicts that carry with them the threat of information warfare. It would be
natural to also track the state of domestic and international legislative and normative-
legal guarantees of information security. One can imagine the ideal model of the
organization of monitoring in the form of a hierarchical structure headed by a super-
departmental plenipotentiary organ, for example, the Russian Federation (RF) Security
Council, to which all needed and objective information on the processes that relate to
the realities of information warfare flows from the ministries and departments and its

OwWn SOUrces.

A natural reaction to the appearance of a new high-technology weapon is the
development of adequate countermeasures. This must be a question not only of
technologies for the detection of the effects of information weapons but also some kind
of "early-waming systems.”  Further, Russia must provide for the continuous
improvement and development of hardware and software methods to prevent the loss,

damage, destruction, distortion, or interception of information, including the exclusion
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of unsanctioned access to it and cryptographic information protection systems during
transtussion via communications channels. In general, it is possible to directly counter
the effect of information weapons using hardware and software methods. These
methods must be supplemented by information weapons counter-control methods and
also by varied legal and organizational-economic measures directed at the protection

of state information resources.

The experts also assert that Russia needs to intensify the development of its own
information weapons as an integral part of weapons and military equipment. The
security of the state rcquires the leveling of the correlation of forces for information

weapons; the probable encmy must know that he himself is vulnerable.

The “American admimstration” has declared the developinent of a national and
then an international infonnation superhighway to be its main strategic goal. The
realization of thut goal not only ensures the preservation of 1.8, economic and political
leadership in the 21st century but will also ¢reate new conditions for the effective
employment of inforation weapons. The prototype of this superhighway already
exists -- the Internet, a world-wide association of computer networks. Operational
access to the information and compater resources maintained by this network 1s a great
benefit. But the Russians argue further that the Internet network can serve as a legal
means to accomplish certain missions that would otherwise have to be resolved through

the force of information weapons.

Russian military scientists stress that the latest military concept developed “in

the Pentagon™ 1s the information war concept. The pnimary “weapon” consists of
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mformation devices and technologies used for wide-scale effect on enemy military and
civilian information systems. The goal is to wreck his economy, weaken readiness to
wage war, and ensure final victory. It is presumed that information war can be waged
both independently; i.e., without using means and methods of warfare in the usual

sense, as well as in combination with other kinds of combat operations.®

According to these experts, the U.S. military pictures realization of the concept
as follows. A certain dictatonal regime (such as in Baghdad, Tehran or Tripoli)
threatens a U S. ally. Instead of sending thousands of soldiers or dozens of combatant
ships to this region., the United States brings down a multitude of calamities on the

dictator with the help of a computer screen and keyboard.

First, a computer virus is mtroduced into the country’s telephone network with
the help of agents, which leads to almost total disabling of telephone communications.
Special microbes that cause destruction of electronic equipment also are introduced.
Then computer logic boinbs set for a certain detonation time destroy ¢lectronic devices
controlling air traffic and rail transport. They send aircraft and trains in the incorrect
direction and create preconditions for wrecks on the ground and in the air. Special
Forces penetrate into the territory of the enemy capital and set off non-nuclear devices
generating a pawerful electromagnetic pulse (EMP). As a result of the detonation of
such devices near the central bank and exchange, all computers and information
systems in these establishments malfunction, and the country’s financial life is

paralyzed.

*Major Dmitriy Pozhidayev, * ‘Computer’ Aggression in Pentagon Plans,” Armeyskiy
sbornik (hereafter cited as AS), No. 2, 1996, pp. 90-92
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Meanwhile, enemy military unit commanders are executing orders received over
data systems and radio equipment, not suspecting they are false. Troops scattered over
enormous cxpanses lose combat cffectiveness. U.S. Air Force aircraft especially
equipped to conduct psychological operations jam government television transmissions,
substituting for them their own computer-generated transmissions in which the
aggressive leader appears with unpopular statements, which leads to his loss of support
by the population. And when the dictator or people from his eatourage turn on “their
own” computer, they discover that money placed in foreign bank accounts has

disappearcd without a trace.

In the opinion of the “U.S. military,” information war became possible in
connection with the “cybemetic revolution” and mass introduction of various
information systems into all spheres of life. Western scientists even call modem
society the “information” society, emphasizing the role and importance of information
to man. Intelligent technology leads to changes in modern society comparable in scalc
and importance with those which at one time were generated by machine
manufactunng. Analysts state that by 2000 people will have to work less and less with
physical objects and more and more with information. According to tentative data, by
this time up to 60 percent of the population of developed industrial countries will work

with information, and the majonity of jobs will be done by remote control.

“The Pentagon™ is developing plans for accomplishing a revolution in military
affairs using mformation technologies similar to that which occurred with tanks in the
period of World War I or with nuclcar weapons during World War II. Information war

has been a component part of all recent U.S. troop operations. Thus, on the first day
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of the Persian Gulf War, U.S. Air Force aircraft “blinded” the Iragi Army and knocked
out communications and electrical power supply systems in Baghdad. The Pentagon
carricd out a carefully developed psychological operation in Haiti as well to restore
overthrown President Anistide to power. Based on marketing rescarch, the Army’s 4th
Psychological Operations Group divided the population of Haiti into 20 groups and
carmied out purposeful brainwashing of each group using leaflets and radio broadcasts.
Before the beginning of the imvasion the CIA organized anonymous telephone calls to
Haitian servicemen with the suggestion to surrender and sent corresponding messages

over the computer network to members of the government.

And, according to the Russians, this is only the beginning. The possibilities of
information war are increasing in response to the improvement and spread of micro-
processors, high-speed data receiving and processing systems, and sophisticated
sensors -- powerful weapons in the hands of those who know how to use them.
Various specific means will be used actively in information war, above all software
products -- computer vimuses, logic bombs, computer “chips’™ -- which, installed in
weapons supplied to a probable enemy, will make them ineffective while appearing
reliable outwardly. It is also proposed to use explosive devices producing a powerful
EMP (such devices, the size of an ordinary suitcase, alrcady have been created at Los
Alamos National Laboratory), and even biological agents, particularly a special kind

of microbes capable of destroying electronic circuits and insulating materials.

Although information war may precede or replace combat opcrations, the
methods and equipment used in its course significantly increase troop capabilities and

compensate for a shortage of conventional forces and arms. Considering that the
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Pentagon budget is constantly being reduced and the U.S. Army is only eighth in the
world in numerical strength, the country’s military leadership deems it necessary and
unavoidable to use U.S. technological superiority in the data-processing and

communications area.

The Pentagon leadership plans to introduce information technologies at various
levels, from the large strategic formation (an information system known as “Enemy
Estimate and Weapon Employment™ already has been created in J. Hopkins University
Applied Physics Laboratory for the U.S. Navy) to the individual soldier. By 2010 the
Army command figures “to reduce combat operations to digital form by interconnecting
every soldier and weapon system with electronic equipment.” A Motorola study group
and the U.S. Army Research Laboratory plan to demonstrate a prototype of “21st-
Century Soldier” gear. His helmet will be equipped with microphones and headphones
for communications, a night-vision device, infrared sensors, as well as a computer
display. The microcomputer itself will be mounted in the clothing and will provide IFF,
detect mines and chemical agents, indicate the precise location, and give

recommendations on use of organic weapons.

And what about the “enemy”? the Russians ask. For he too may develop similar
means and use them successfully. This is why last year a joint commission on U.S.
security called U.S. vulnerability to information war “the principal security problem of
this decade and possibly of the next century.” In this connection, the country is giving
special attention to developing means of protecting both military as well as civilian

information systems to ensure normal functioning of the state infrastructure. The U.S.
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military leadership believes that the threat of information war will grow steadily as

society develops, and it intends to take all possible steps to win such a war,

According to Colonel S.A. Modestov, the war for which America is preparing
will begin and will immediately follow several directions: electronic warfare, active
reconnaissance, disruption of troop and weapon command-and-control systems,
psychological operations, and special software programs -- hardware impact and
modern computer capture: robbery carried out by hackers against foreign information

systems with the knowledge of their government.”

In the United States, says Modestov, work has mainly ended on the compilation
of a single electronic catalogﬁe of software programs for impact on enemy information
resources that have been recorded to the present day. And quite a few of them are
being accurmnulated. If 1,450 viruses were listed in the documentation on the Dr. Web
anti-virus program (version 3.08 dated December 26, 1995) that is known in Russia,
then Englishmen Alan Solomon and his wife Suzanne, who owned the family firm "S.
and S. International” until recently, number 8,000 viruses in their lists (including 3,000
of the most dangerous). Hundreds of new viruses are being added to this long list on

a monthly basis.

A database has also been created on the personalities of all of the professional

hackers who have been discovered. It should increase monitoring of this category of

"Colonel Sergey Aleksandrovich Modestov, "The War for Which America Is Preparing:
The Evolution of Armed Combat in the Information Age,” Nezavisimove voyennoye obozienive,
14 March 1996, No. 5, p. 2.
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criminals with the goal of preventing illegal activities and rendenng assistance to
investigatory organs on cases that have already been committed and discovered. Data
on experts of this type can be required to involve them in organized impact on the

enemy 1f necessary.

The achievements of American computer equipment and information provide a
marked advantage in preparation for the new war, Neither Russia, Ukraine,
Kazakhstan, or Iran supply computers or software to the United States; it is most likely
the reverse. Who can guarantee that the equipment that has been acquired is free of

software and hardware rubbish?

SOVIET VIEWS ON INFORMATION TECHNOLOGIES

The Sowviet vision of future war also focused primarily on the dramatic changes

engendered by the incorporation of information sciences into the military sphere.

According to Military Thought, for example, "NATO military specialists” pin special

hopes on implementing the "Strategic Computer Initiative,” whose primary objective
i1s to make all new conventional weapons "intelligent” to ensure decision-making in real
time. Indeed Soviet experts stressed that the enhanced effectiveness of weaponry
resulting from its "intellectualization" underlies many of the current, revolutionary

changes in military affairs.

The "intellectualizing methods” permit control of the weapon not merely up to
the moment of fire, but throughout the entire cycle of its use. This produces an almost
100-percent probability of kill, and frequently makes excessive projectile speed and

weight unnecessary. The control factor becomes determining, whereas increasing
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speed and weight leads to reduced control and effectiveness. As a result, said the
Soviets, the emphasis in the competition between offensive and defensive weapons is
shifting in favor of the control factor: the more controllable and maneuverable weapons
system will win. A tank, for example, is inferior to a missile in all respects. The ideal
design is a flying disc on an air cushion that can move easily in all directions and is

armed with a variety of mssiles.

According to Soviet experts, the very first phase of "intellectualization” should
lead to a radical transformation of weapons systems and methods of their use. The next
phase, in which automation encompasses the decision-making processes involved in
using weapons, could generate radical changes in the organizational principles of armed
forces. It will robotize the battlefield and dramatically lower the numerical
requirements of armed forces while dictating much higher training requirements.
Changes in the structure and functions of different branches of the armed forces will

probably occur during this phase.

Soviet experts noted further that in the “intellectualization" arms race,
competition might not take the form of the quantitative accumulation of arsenals, but
of the augmentation of the possible varieties of programmed behavior in weapons
systems, i.e., the accumulation of intellectual potential "isolated” in a programmed
product. The arms race is moving into the sphere of software: the richer the variety
of possible forms of behavior by self-contained systems or of premeditated alternative
decistons, the more effectively the warring arrhy can use its resources. As a result, the
incorporation of information sciences into the military sphere will not merely change

the specifications and performance characteristics of weapons, but will create a new
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military-political situation differing radically from that which existed when the

"intellectualization” of weapons had just begun.

Soviet military scientists also noted that the Gulf War allowed the MNF to test
the application of some of the latest military technologies -- particularly advances in
information science -- for the first time under actual battlefield conditions.* Elements
of artificial intelligence were present in virtually all weapon systems that the MNF
employed duning the war -- the highly accurate Tomahawk cruise missiles, the Patriot
antiaircraft missile system, the new F-117A Stealth aircraft, the M1AT Abrams tank,

the JSTARS ground surveillance and fire-control radar, and many others.

According to Sowviet experts, airborne guidance and fire-control systems
incorporating clements of artificial intelligence enabled the MNF to economize
substantially in their operational employment of combat assets and to employ these
assets with greater effectiveness. Thanks to microprocessors not only on board the
camcr, but also integrated in the weapons themselves, they were able to increase the
accuracy of delivery to the target by factors of 3-4 and achieve hit probabilities of 90
percent (although they were doing all this in an environment where Iraqi electronic
countermeasures |ECM] systems remained virtually "silent”). They were achieving
accuracies so high that crews were being tasked with the destruction not of entire

targets, but only of cnitical components of a target.

*For example, see V. Frolov, "Aruficial Inteliigence Goes to War," Krasnava zvezda
(hereafter cited as KZ). 24 October 1991,
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Soviet experts also noted that the extensive employment of computers in support
of MNF military operations played a no less important -- and perhaps even a more
important -- role in the war. The MNF accumulated detailed data on the enemy both
during the period over which they were preparing for an operation and during the
conduct of the operation itself. This enabled them to pinpoint troop dispositions and
the location of command posts, communication centers, and air defense systems. The
coordinates of primary fixed targets (militarily significant industrial installations,
electric power plants, scientific research centers working on the development of nuclear
and chemical weapons, storage facilities etc.) were fed into an integrated guidance
system for various types of high-precision guided weapons. Using supercomputers, the
MNF was able to compile an “electronic dossier” on 100 top-priority targets, a number
which was soon increased to 300. This "electronic dossier,” located at MNF
headquarters, was updated continuously. Fragmentary and occasionally contradictory
information was filtered out; then, with the establishment of a list of priornity targets, it
became possible to determine with mathematical accuracy the optimum routes of
approach to these targets, and the forces and number and mix of weapons that would
be required to neutralize air defenses and damage specific targets to the level required

by the MNF command.

According to Soviet experts, the computers and other electronic equipment that
the MNF employed in support of its command, control, and communications systems
proved fairly effective and reliable. This concrete example has now inspired the
addition of a new axiom to the body of military art: For combatants contending in
military conflict today, "superiority in computers” is of precisely the same significance

as superiority in tube artillery and tanks was to belligerents in earlier wars.
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RUSSIAN VIEWS ON INFORMATION TECHNOLOGIES

According to the Russian military, superiority in the RMA proceeds from

superiority in C'[SR systems: 1) reconnaissance, surveillance, and target acquisition
(RSTA) systems, and 2) "intelligent” command-and-control systems. For example,
Rear-Admiral V.S, Pirumov explains that combat potential is an objective integral
(generalized) index of the aggregate capabilities of a grouping of troops (forces), on the
basis of a comparison of which the degree and nature of the superiority of one side over
the other can be detenmined. Needless to say, in calculating a given index it is
necessary, out of all the diverse charactenistics of weapons and military equipment, to
count only those that influence definitively the nature of armed conflict. Here one
should keep in mmd that some of them can have a direct effect on the enemy (for
example, means of fire destruction), and others an indirect effect, by building up the
combat potential of the means of direct effect. These include, especially, information

systems and resources, as well as electronic warfare (EW) resources.”

There has clearly appeared a specific field -- information -- the gaining and
holding of superiority in which can play a decisive role in the achicvement of success
by one of the opposing sides. The "formula for success” in the modem battle or
operation is approximately thus: First gain supenority on the atr waves, then in the air,
and orly then by troop operations. This i1s compared with the fact that in World War

II success depended largely on how successfully air superiority was gained, and in

**Rear-Admiral Pirumov Defining Defensive Sufficiency,” in JPRS-UMA-91-008-L, 22
August 1991,
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World War I on how effectively the fire resources of the troops themselves, and

especially of the artillery, were used.

Thus, armed conflict today can be viewed as the aggregate of two components,
electronic-fire and information, each of which has only the objects, resources, and
methods inherent to it. By the electronic-fire component of armed conflict he means
the field which is defined by the capabilities of means of fire destruction and electronic
warfare; i.e., of means capable of having a direct effect on enemy equipment and
personnel. The information component is understood to be the field defined by the
capabilities of resources that provide for acquiring information (reconnaissance) and
using it (command and control) in the interest of increasing the combat potential of the
resources that have a direct effect on the enemy (fire destruction and electronic warfare

resources).

Under conditions of parity in nuclear and conventional weapons, superiority in
reconnaissance, command and control, and electronic warfare is today the main factor
in raising the qualitative indices of weapons and military equipment, which can have
a "decisive" effect on the course and outcome of combat operations. Under all
circumstances the side that has advantages in reconnaissance, command and control,
and electronic warfare will always possess greater capabilities, even if the other side

has definite advantages in nuclear and, even more so, conventional weapons.

The contnbution to anmed conflict of the information component, and of the main
means of combatting it -- electronic warfare -- is becoming more and more important.

The idea about the appearance, along with conflict on land, at sea, and in the air and
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space, of a fourth realm -- information, to which all categories, concepts, and methods
of military art extend -- is more and more taking shape. The concept of "information
warfare” is obtaining ever greater “citizenship rights," and gaining superiority in it (s
becoming a factor that determines the military-technical superiority of one side over the

other.

These circumstances require that the capabilities of reconnaissance, command
and control, and electronic warfare be taken into account in the generalized potentials
of groupings of troops (forces, weapons, combat equipment) and, consequently, also
be taken into account at disarmament ncgotiations, in determining parity of the sides.
Finally, determination of the military budget as a whole, as well as its distribution
among individual directions for developing weapons and militarv equipment, must take
into account the correlation of the combat potentials of the sides that 1s taking shape,
and the contribution of cach of the means of waging armed conflict to the generalized

combat potential of troops (forces).

Admiral Pirumov also argues that the experience of exercises and local wars
demonstrated that the most advisable way of increasing combat capabilities (according
to the cost-effectiveness criterion) is not increased numerica! strength or kill capability
of arms and military equipment, but their information support (outfitting with electronic
systems and computers), above all for weapons and for EW, intelligence, and

command-and-control systems and equipment.'® He notes especially the MNF's broad

"®Rear-Admiral V.S Pirumov, "Two Aspects of Parity and Defense Sufficiency,” VM, No.
2, 1992, pp. 26-34.
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use of precision weapons of various modifications and principles of action. For
example, sea-launched Tomahawk cruise missiles were employed massively for the
first time, and comprised the forward echelon of first and subsequent MNF missile and
bombing strikes against installations of Iraq's state and military leadership. These
missiles' inertial guidance system and active radar homing head provided a CEP of no

more than 10 m and a target kill probability of at least 0.9.

Precision weapons also were widely employed in air force combat operations.
These basically were air-to-surface anti-radiation missiles with devices homing on a
source of electronic emission. Their mass employment with simultaneous creation of
a powerful, effective jamming field essentially paralyzed Iraqi air defense. Guided
aerial bombs with laser illumination of the target as well as air-to-surface guided

missiles also gave a good account of themselves.

On the whole, writes Pirumov, wide use of precision weapons permitted the
MNF to have a smaller arsenal of weapons by the beginming of combat operations than
if the entire unit of fire had been only traditional. In addition, these weapons made
possible the destruction of military installations in areas of mass residence of citizens
without inflicting great losses on the population or installations of the Iraqi economy.
"American military specialists” regard precision weapons as more advantageous than
traditional weapons according to the cost-effectiveness criterion. According to their
calculations, destroying six different targets requires 100 sorties with conventtonal 500-
pound bombs (costing $15 million), or 20 sorties with guided bombs (costing $0.6
million). In addition, the massive use of missiles with different or combination

guidance systems sharply improves effectiveness of a strike under conditions of heavy
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air defense, in the presence of jamming, and in adverse weather conditions. Thus it can
be stated that without clectronic equipment and computers to implement information
support to the employment of weapons, it is impossible not only to offer effective
opposition (even with a considerable number of attack weapons available), but also to

create precision weapons themselves.

RUSSIAN VIEWS ON INFORMATION WARFARE

According to Russian experts, the principal shortcomings in information
technology in the armed forces of the Russian Federation are:
e g sharp lag in information technology of lower levels of command and
control and, as a consequence, the absence of a real information base;

» the adoption of various hardware and software that are not compatible;

*» the insufficient [cvel of the capabilities and characieristics of the computer
technology being used, and the low degree of saturation of subunits and
services with modern computer hardware;

o the insufficient utilization in the armed forces of contemporary achievements
in the field of new information technologies, methods of mathematical
modeling, and ariificial inielligence."!

These expents state further that the principal directions and aims of the

dissemimnation of mformation technology in the armed forces are:

' V.N. Medvedev and S. K. Lopukhov, "Information Technology in the Armed Forces of

the Russian Federation," Vooruzheniye, politika, konversiva (hereafter cited as VPK), No. 1,
1993, pp. 57-60.
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in the field of military construction: the fuller utilization of information
resources for the scientific substantiation of armed forces structures, their
necessary size, sophistication, development prospects and support, through
the broad-scale incorporation of modem means of information technology for
the accelerated use of the achievements of science and technology in the
interests of the armed forces, predicting the military-political situation, and
performing measures for the preparation of the armed forces and the country
as a whole to repel aggression, based on the development of multifunctional
information-management systems;

in the field of armed combat: increasing the effectiveness of the
development of plans for the employment of the armed forces, reducing the
times and raising the quality of decision-making in preparing for operations,
and providing a flexible response to changes in the military-pohtical situation;

in the field of command-and-control of the armed forces: increasing the
operatibility, reliability, and concealment of the command and control of
troops (forces) through the adoption of improved means of automation;

in the field of supporting the troops: raising the qualities, completeness,
and operatibility of all types of support for the troops, under any conditions,
through the widespread and comprehensive incorporation of means of
information technology and new information technologies, and the creation
of favorable conditions with the aim of supporting the everyday activity of
units and subunits in peacetime for the organized and timely conduct of
operations under conditions of a combat environment;

in military-scientific activity: raising the effectiveness of the fulfillment of
scientific-research work on the basis of equipping the subunits (units) for
military-scientific information with the latest means of information
technology, uniting them nto information networks, priority research of
problems in the preparation and waging of modern operations and combat
activity connected with the increasing influence of information technologies,
intensification of the creation of new means of armed combat and command
and control of troop support, substantiation of efficient forms and methods
of combat preparation of the troops, and optimization of the ways of
achieving the required characternistics of anms and military hardware;

-33.



* in the field of military education, military training, and indoctrination:
enhancing the quality of training of military specialists on the basis of
efficient information support for the tasks of traming personnel, creating an
information-technological base for the restructuring of military education
through a deepening of scientific research, the intensification and
individualization of traming, and adaptation to the abilittes of the trainees and
the activation of their creative potential;

« in the field of routine activitivs: raising the quality of decision-making in
the process of everyday activity of the subunits, units, and institutions of the
armed forces, the performance of garrison and guard duty, the escort of
military freight, the observance of regulation order, and the reinforcement of
military discipline;

* in the military-legal and social realm: the information technology of the
armed forces pursues the aim of a substantial nisc in the quality of
information-legal support for the everyday activity of the troops,
improvements in law-making activity, and assurance of a greater level of
awareness on questions of social protections for servicemen and their
farmhies.

The dissemination of infonmation technology, along with the development and
improvement of traditional information technologies, presupposes the adoption of new
information technologies that support the automated resolution of poorly formalized
tasks in various fields of activity of the armed forces, including by a user who does not
have special training in the field of computers. The new information technologies are
the foundation for resolving applied tasks in the command and control of troops; the
creation of robotized weapons systems; and the support of the everyday activity of the

troops, services, and the training of personnel.




The directions for the dissemination of information technology in the armed

forces also encompass priority problems, within the framework of which the following

tasks should be resolved in the near future.

the gradual creation of a telecommunications environment for the armed
forces and its link-up with nationwide communications and data-
transmission systems, and the further development of communications
equipment;

the development and incorporation of base problem-oriented systems,
software, and hardware for the structuring of local and global information
and computer networks:

the fastest possihle equipping of armed forces staffs and organizations with
base means of information technology and personal computers, advanced
communications and telecommunications gear, and improved
organizational techniques as the foundation for the adoption of "paperless”
information technologics;

the improvement of methods and tools for the development of software and
the use of CASE technologies, without which progress in the creation and
adoption of subsequent generations of automated systems and ASUVs is
impossible;

assurance of the technical, information, linguistic, and program
compatihility of the means of information technology;

improvement of the system of training, retraining, and skills enhancement
of military specialists in the vealm of information technology,

the creation of standardized, advanced means of information technology
with a regard for the requirements of ensuring the security of the
information.

The strategy of information technology for the armed forces and plans for the

performance of the priority operations should be defined in the Conceptual Framework
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for the Dissemination of Information Technology in the armed forces and the Program

of Information Technology for the armed forces.

According to General-Major N A. Kostin, the results obtained through simulation
attest to the fact that a specific field 1s emerging as a phenomenon in modern warfare --
that of information where, once superiority is won and held, it can play the decisive role
in achieving success by one of the warring sides. Proceeding from the expenience of
the war in the Persian Gulf the formula of success in modern war can be as follows:
first win supremacy in command and control, then in the air, and only then commit your
ground troops to action. Although this statement 1s imprecise, 1t essentially rcflects the
probable nature of modemn combat operations. Hence the conclusion -- that already at
this stage combat operanons of the initial period of hostilities will be a struggle for

information dominance between the opposing groupings of forces -- is well-founded. "

From the pomt of view of infonnation confrontation, armed hostilitics today can
be viewed as a conventional set of two components: that of electronic and fire, and that
of information, each of which has specific targets, facilities, and methods. The
electronic and fire component implies a field where the capabilities of weapons and
electronic warfare facilities combine in making a direct impact on the enemy’s

hardware and personncl.

""General-Major N.A. Kostin, “Appraising the Effect:veness of Troops (Forces) and
Weapons Control Disorganization,” Voennaya mysl® (hereafter cited as VM), No. 11, 1993, pp.
39-44
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The information component imphes a sphere defined by the capabilities of
facilities that procure information (reconnaissance) and its utilization (command and
control) in the interests of realizing the combat potential of what directly impacts on the
enemy (weapons and electronic warfare facilities). This sphere accounts for nearly half
of the combat potential of a grouping being realized. The mentioned data essentially
determine the role and importance of the information component; 1.e., the system of
reconnaissance and command and control in the realization of combat capabilities of

troops.

According to Major M. Boytsov, the goals of information warfare can be
characterized briefly: to blind, deafen, demoralize, and decapitate enemy entities for
command and contro! of the armed forces.”” To blind means to disrupt the flow of
mntelligence from collecting entitigs to the enemy command element and also to disrupt
the output of target designations and wamings from reconnaissance to command-and-
control entities. To deafen means to use EW asscts to neutralize enemy information
nctworks. To demorahize means to saturate enemy information networks with false
commands and reports, misleading him and corrupting his command-and-control
system. To decapitate means to destroy enemy command-and-control entitics and their
communications equipment. Successful operations of cruise missiles and aircraft which
disrupted the Iraqi command-and-contro! and communications svstem in the first hours
and days of the Persian Gulf War contributed to the realization of the importance of

performing these missions.

“Major M. Boytsov, "The 21st Century and the U.S. Nawy," MS, No. 7,
1995, pp. 74-78.
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The military-technical direction of Russian military reform oriented toward the
highest world level, where high technologies hold the leading place, therefore becomes
one of the determining factors. In other words, it 1s a matter not only of precision
weapons for priority development of strategic systems, qualitative changes in
conventional weapon systems, elimination of distinctions between nuclear and
conventional weapons, and military use of space, but also of military-information

technologics. They are what will become the most forrndable weapon of the 21st

century.

The assessment of information as a strategic resource by the military-political
leadership of a number of countries, above all the United States, becomes
understandable. Herein lie the causes of a constant increase in appropriations for
development of information technologies. The greater the information capacities a state
possesses, the more likely it can achieve strategic advantages with other conditions
being equal. The growth in the need for information actually has led to where it is not
legitimate 1o estimate a state's mihitary might and security without considering the

information component.

A new power deterrence factor -- the threat of inflicting irreparable damage on
a particular country's information resources -- is forming in thc system of confrontation
of new geopolitical associations of states. This can be done overtly or coverlly, in the
form of information opposition. The most complicated form of such aggression s to

control the decision-making process in state structures under the effect of specific

“"New Trends in Power Deterrence” (Roundtable Discussion on Power Deterrence), AS,
No. 9, 1995, pp. 12-19.
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information or disinformation. The following types of information subversion can
occur: disrupting the information exchange procedure and illegally using and collecting
information; having unsanctioned access to information resources, manipulating
information (disinformation, its concealment or its distortion); illegal copying of data

from information systems; and theft of information from data bases and banks.

For sides possessing more developed information resources, the losses also will
be more appreciable in case of large-scale use of means of special software damage.
This is why, in assessing the possibilities of deterring a probable aggressor with the
threat of retaliatory nuclear and conventional damage, the possibilities of information
damage; 1., of a special software engineering effect on the enemy, also must be borne
inmind. It is this factor that may become a deterrent to the initiation both of a nuclear
as well as of an information war. Thus, the development of information means of
warfare becomes an additional guarantee of peace and of development of cooperation
among countries for strengthening mulitary-strategic stability. But this in no way means
that the military threat has been eliminated. This is why, in developing the Russian
military reform concept, it is also necessary to take into account new methods of

waging a quiet (information) war.

According to Naval Digest, the development of science and technology in recent
decades engendered discussions about the use of robots, psychotronic means;
antimatter; and also plasma, laser, beam, electronic, and other varieties of lethal and

nonlethal weapons in future wars. Some of these ideas are materializing already, and
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with them a new quality of information opposition.'* The circumstance that over half
of the world’s population will be living in cities in the first third of the 21st century and
can especially suffer in the event of wars began to play a role of no small importance
here. Therefore it is believed that to win victory with minimum victims among the
civilian population and minimum property damage, it will be necessary to employ very
precise lethal and nonlethal kinds of weapons in order to exert sufficient pressure on
the opposing country's leadership directly or through the population masses of cities.

Electronic weapons in particular can prove to be specifically such a means.

Achievements in the spheres of communications, cybernetics, and information
science as applied to new methods of collecting, processing, and rapidly
communicating intellipence to forces; in the methodology and methods of computerized
simulation of the situation and operations; in the field of crypto-analysis and so on have
gencrated such new concepts in modern military affairs as "information war." The
concept of information war is to show a potential enemy superiority in intelligence and
in the capability of blinding, deafening, demoralizing, and decapitating the command-
and-control system of its anned forces and of the state as a whole, and in the ability to
neutralize his computer equipment and communications assets, disrupt information
processes, and destroy information systems and resources “at glabal distances and with
the speed of light.” This is supposed to induce a probable enemy to reject war, having
understood its lack of prospect for himself. If intinudation does not work, use all

available means en masse for victory. In other words, achieve your goals:

PInformation War," MS, No. 10, 1995, pp. 69-73.
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+ In peacetime by electronic intimidation;
 ina period of threat by a use of electronic means against military and civilian
information and command-and-control structures that is selective in terms of

targets but massive in terms of intensity; and
» during a military conflict by massive use both of electronic as well as of fire-
delivery means against all systems of the aforementioned targets.

A particular kind of information war is the destruction by "nonlethal weapons”
(electronic weapons) of the most important elements of military industry and the
civilian regional infrastructure by disabling, for example, power supply,
communications, transportation, and other installations. But information warfare, and
above all warfare against command-and-control systems (IW/C*W), has two main
goals:

» offensive -- to deceive, disorganize, or destroy the enemy information
infrastructure; to confuse, disorganize, or totally disrupt the process of
operational command and control of his forces and assets for rapid
neutralization of resistance;

¢ defensive -- to protect the friendly information infrastructure and the
comimand-and-control process against enemy effect.

The essence of IW/C*W is to take advantage of vulnerable places in the enemy
system of command and control, communications, computer support, and intelligence
in order to diminish the effectiveness of their work, to create a false picture or a
distorted impression of the situation in the enemy, and under conditions of a scarcity
of time to force him to take incorrect and disadvantageous actions. This will permit
friendly command-and-control entities, using the advantage of time and reliability of
information, to preempt the enemy in estimating the situation, making a decision,

planning, communicating orders to those responsible for execution, checking plans of
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action by running them on automated systems for modeling combat operations and,
finally, to preempt him in the final organization of combat employment of troops and
forces. Superiority in IW/C*W ensures surprise and the possibility of delivering a
knock-out blow even before a formal announcement of the beginning of combat
operations (and such blows already have been legitimized), and it will permit seizing,
and holding the initiative and concluding the military conflict as fast as possible on

terms most favorable to yourself.

As of today the organization of IW/C*W in the United States includes the
following aspects:

Deception

Operations secunty
Psychological operations
Electronic warfare (EW)
Destruction

el ol S e

Making simultaneous and maximum possible use of all means and methods of
warfare in their close interaction for achieving the highest results and concentrating
main efforts on destroying the most important vulnerable links of the enemy information
infrastructure and command-and-control system are a gnarantee of success here.
Radars, surveillance and reconnaissance equipment, communications centers and lines,
transmitting and receiving components of communications centers, radio-relay stations,
fixed navigational equipment, television and radio broadcasting stations, and so on can
be included among vulnerable links of the information infrastructure. Other vulnerable
links are elements of the support infrastructure -- electrical power stations, power

supply lines, and so on.
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Critically important vulnerable links include the most important components of
the command-and-control system, the destruction or annihilation of which will entail
an immediate decrease in capabilities for command and control of troops and forces
and for effective conduct of combat operations. They include military and civilian
command-and-control entities at all levels with their electronic equipment (electronic
computers, automated control systems, electronic data bases communications systems,
situation display svstems, and so on), and satellite surveillance, reconnaissance,
communications, and navigation systems. Imagine the chaos that would arise as a
result of a shutdown of computers and technical and information systems serving, for

example, a city's municipal economy.

The Russians describe five aspects of IW/C*W. Deception is an element of
stratagem wluch “controls™ the enemy by creating a false impression in him of the
actual situation and status of forces opposing him and about the concept, time peniods,
and nature of their operations, forcing him to act in a predictable manner unfavorable
to himself. For example, in preparation for and during the 1944 Normandy Operation,
the Allics uscd simulated asscts to create a situation that forced the Germans to hold
19 divisions on a diversionary axis at the Strait of Dover; feints with a similar concept
by U.S. amphibious groups with only one Marine brigade, as well as disinformation and
a false electronic situation created in the Persian Gulf in 1991 forced the Iraqis to divert

7 divisions for an anti-landing defense.

Electromic means of deception now are used, first of all, by introducing to enemy
systems one's own emissions that simulate Ins; secondly, by changing friendly

emissions or simulating them. 1n the first instance enemy disinformation is achieved
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by penetrating his unclassified and classified information networks and channels to
transmt false information in them. In the second instance disinformation is achieved,
for example, by the creation of dummy ship groups that divert enemy forces and assets

to themselves and allow the main body to act covertly and suddenly.

Operations security is a disruption of enemy efforts to diminish the effectiveness
of operations by opposing forces. Added here to various methods of protecting friendly
information systems are measures for countering enemy intelligence, maskirovka,
secreey of the operational concept, electronic countermeasures, delivery of fire, and so

01.

Methods of psychological operations tn nfonmation warfare include praising
one's own way of life; intimidating servicemen and the population of the enemy country
by the might of one's war machine; undermining their faith in their own military and
civilian leaders; sowing dissatisfaction and psychosis; inciting disobedience, desertion,
and surrender; and fanning defeatist and capitulationist sentiments. For example, such
an effect was accomplished during the war against Iraq by disseminating appropriate
video matenals inside the country and by radio and television broadcasts from outside.
The Iraqi command even went so far as to confiscate radio receivers from its
servicemen. As it turmed out, around 60 percent of Iraqis who surrendered had listened
to foreign broadcasts and largely gave them credence. The U.S. Voice of the Gulf
radio, which broadcast to the Iraqis 18 hours a dav, achieved such authority among
them that transmitting a message about the approach of coalition forces to Kuwait

contributed to the beginning of mass flight of Iraqi troops from the city.
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Electronic warfare envisages accomplishing EW suppression by jamming enemy
communications equipment; detection and position-finding equipment; navigation
equipment; and space-based, airborne, ground-based, and sea-based computer support
equipment in order to make him blind, deaf, and dumb. The success of operations by
U.S. forces for EW suppression of Iraqgi radar and communications equipment in the
70 MHZ-18 Ghz band is generally known. It seemed that new electronic warfare
tactics also were tried out in combat operations against Iraq. For example, one cannot
exclude the use of software inserts in imported gear used in the Iraqi air defense system
for blocking it at the beginning of the war. In general, EW suppression methods are

becoming more and more refined and effective,

By 2000 one can expect the appearance of a so-called remote virus weapon
against computers. This computer virus, such as in the form of automatic and
controlled software inserts and interference, will be introduced via radio channels and
laser communications links between central computers and user terminals. One hardly
can overestimate the danger of a remote virus weapon to automated control systems
and above all to command and control of strategic missile complexes. While
destruction is achieved now basically by fire-delivery weapons, in the near future it will

be done more and more with electronic means.

Based on the experience of the war against Iraq, the blinding of its command-
and-control system began at H minus 22 minutes by the destruction of air defense
radars, which by the end of the first 24 hours of the war disrupted the operation of 95
percent of radars by massive employment of anti-radiation missiles and by missile and

bombing strikes. Decapitation of the Iraqi military command-and-control system began
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at H minus 9 minutes to H plus 5 minutes by the delivery of air strkes and Tomahawk
sea-launched cruise missile strikes against armed forces and National Air Defcnse
command-and-control entities. As a result, in the first two weeks of the war 60-75
percent of command-and-control facilities of the highest and middle echelons had been

destroyed or damaged.

The delivery of air and missile strikes against civilian radio broadcasting and
television stations, against radio-relay station masts, against bridges over which fiber-
optic communications lines ran, and against telephone and telegraph stations and
switching substations also contributed to the disruption of command and control.
Destruction of the electrical power supply, achieved by analogous strikes against
electric power stations or by using carbon fiber from air-launched cruise missiles
against power transmission lines, disrupted the operations of military computers and

created an acute time shortage for command-and-control entities.

The Russians also assert that SHF -generators ("microwave weapons”), intended
for disabling space-based, airbome, ground-based, and sea-based clectronic gear by
means of a powerful, directed-effect electromagnetic pulse, will become a new means
of warfare against command-and-control, communications, computer support, and
intelligence systems by 2005-2010. Depending on type and location, the effective
casualty zone of such generators will vary from several hundreds of meters for a cruise
missile to several tens of kilometers for heavier platfarms. Figuratively speaking, such
selective and massive electronic and fire strikes will achieve paralysis of the enemy
nervous system -- his brain, nerves, and organs of sense; i.e., the command-and-control,

communications, computer support, and intelligence systems.
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According to Russian general officers, achieving superiority in information
opposition, with the tendency of its importance to grow as levels of nuclear opposition
decrease, is becoming the most important factor in the nature of modern warfare.
Therefore a traditional analysis of the state of strategic balance with consideration only
of quantitative-quahtative characteristics of strategic forces can provide worse results
than with a more realistic account of the influence of the sum total of parameters of

strategic forces.'

New criteria are thus needed for estimating the effectiveness of strategic forces
and arms under conditions of information warfare. Development of weapon systems
also is an incentive for this. The criteria are oriented both toward strategic offensive
as well as defensive systems -- and above all reconnaissance-information systems,
toward development of weapons based on new physical principles, and toward a shift
of the center of gravity of warfare from continental and ocean theaters of military

operations (TVDs) into the sphere of space.

Among others, Major D. Pozhidayev argues that information war occupies a
position between a “cold” war, which includes in particular economic war, and a “hot”
war. In contrast to an economic war, the result of an information war is actual
disrupted functioning of elements of the enemy infrastructure (command-and-control
facilities, missile and launch positions, airfields, ports, communications systems,

depots, and so on. In contrast to a “hot”” war with the use of conventional and/or mass

"®General-Lieutenant Aleksandr Skvortsov and General-Major Nikolay Turko, “Strategic
Stability: Key to National Security,” AS, No. 1, 1996, pp. 4-8.
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destruction weapons, it is aimed not at material, but at “theorcucal” objects, symbolic
systems, or their physical media. At the same time, such objects and systems can be

destroyed while their matenal basis is preserved.”

All branches of the Russian Armed Forces have designed blueprints for
reorganization in the new information environment. Russian naval theorists, for
example, understand the information revolution to mean the process of ever-greater use
of information and knowledge as a third type of asset (in addition to material and
encrgy) that involves the introduction of systems to automate the processing and
employment of information in all areas of life and social activity. It is not specialists
in cybernetics and computers who give the forms and means of acquiring and
processing information but the information revolution that is determining the paths of
development of research, production improvement, productive forces, etc.’® On the
basis of systematizing and generalizing domestic and foreign trends of development in
information science, they think it expedient for the Russian Navy to take the following

strategic lines on information development (see Figure 2):
[. Developing a single Navy information environment, organically a part of the
armed forces information environment;

2. Making the structures of information facilities and information-processing
equipment general-purpose;

"Major D. Pozhidayev, “General Problems,” ZVO. No 2, 1996, pp. 2-4.

¥ Captain 2nd Rank A. Tutushi and Captain 2nd Rank O. Turovtsev, "The Objective
Logic of Bringing About the Information Revolution in the Navy,” MS, No. 6, 1993, pp. 24-28.
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3. Developing architecture concepts, global standardization of functional design,
interfaces, and inter-system protocols;

4. “Intellectualizing”™ information systems, development of semantic structures
and inclusion of rules of data interpretation, and expert derivation logic as
part of data- and knowledge-bank systems;

5. Introducing technological processes of hardware-software components, local
and global information-computing nets, graphic data processing equipment,
optical disks, etc.; and

6. Introducing information systems for mass users on a wide scale.

RUSSIAN VIEWS QN INFORMATION SECURITY

According to Russian military scientists such as Colonel A I Pozdnyakov, a new,

post-nuclear development stage s beginming.  The effectiveness of modem weapons
1s increasingly determined not so much by their firepower as by the informational
logistics level.  Information provision for the ammy has become a prionty task of
military-technical policy. Within the content of warfare the importance of informational
and technical struggle has grown. Superiority in the information provision level is an
indispensable condition for victory in an air, sea, and even ground battle (engagement
or operation), and a guarantee of success in air defense. This is borne out by the
experience of contemporary armed conflicts and lacal wars. The growing role of
informational and technical struggle obliterates the boundary between war and peace.
The armed forces of a number of countries are in a state of constant informational
confrontation, while military information science m peacetime addresses the tasks
charactenistic of war. “The Pentagon,” for example, takes guidance from the slogan:
clectronic warfare 1s never declared by anyone; it never stops; 1t 1s conducted covertly

and knows no boundaries in space or time. Struggle has begun for control over
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computer networks. Exchange of informational stnkes 1s becoming increasingly

dangerous because their effectiveness is growing very fast.

The informational security of the individual is characterized by the extent of the
protection of his psyche and consciousness against dangerous informational impacts:
manipulation, disinformation, driving towards suicide, humiliation, and so forth. It
should be noted that informational impacts are dangerous (or useful) not so much in
themselves as in that they set off powerful substance and encrgy processes and direct
them. The essence of informational influence lies precisely in its ability to set off and
control the substance and energy processes whose parameters are higher by several

orders of magnitude than the information itself.

The first is related to the loss of valuable information which either lowers the
effectiveness of onc's own activity or enhances the effectiveness of the activity by an
adversary or a competitor. If the target of such an impact is people's consciousness,
then what is involved is the revelation of state secrets; the recruitment of agents; special
monitoring measures and means; the use of he detectors; and also medical, chemical,
and other impacts on man's psychology with the aim of forcing him to loosen his tongue
or, on the contrary, forget somethiing. Secunty against this type of informational impact
is ensured by censorship and counterintelligence bodies and by other informational
secunty subjects. {f the source of information consists of technical systems, then we
are dealing with technical intelligence or espionage (interception of telephone

conversations, radiograms, and other communication systems signals), and penetration

¥ Colonel A. 1. Pozdnyakov, "Information Security of the Individual, Society, and the
State,” VM, No. 10, 1993, pp. 13-18.
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of computer networks and data banks. This sort of activity is undertaken, for example,
by the U.S. National Security Agency, which spends $15 billion a year on such
programs. Technical intelligence is counteracted by countenintelligence bodies and also
by structures dealing with the theory and practice of protecting computing means and

communication systems.

The second type of informational impact is related to the dissemination of the
negative information which may not only lead to dangerous mistaken decisions but also
force the individual to act to his own detriment and even commit suicide, or lead
society to a catastrophe. Informational security of this type should be cnsured by
special information and technical counteraction structures. They neutralize the acts of
disinformation, cut short manipulation of public opinion, counteract electronic warfare,

and remove the effects of computer-assisted attacks.

Among others, Colonel Pozdnyakov notes that the following substantial groups
of information and technical dangers can be singled out. The first group is related to
the rapid development of a new class of weapons -- information weapons -~ which are
capable of effectively influencing both people's consciousness and psychology and also
the informational and technical infrastructure of socicty and the army. At the present
time many new means have been created to produce an impact on people's minds and
to manspulate their behavior. According to foreign sources, no methods have yet been
found to exercise a steady and predictable direction of people’s collective behavior.
Yet such research programs are being conducted. Periodically reports appear in the
press about the U.S. MK-Ultra program and also analogous programs in France, Japan,

and other countries. Achievements in this field are such that it is already possible to
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talk about the effectiveness of “zombifying” (programming the behavior and activity
of) particular individuals. For this purpose not only pharmacological means but also

psychotropic gencrators have been created and are being used.

According to Russian military scientists, states with a well-developed information
science sphere are preparing for a computer war and developing and testing methods
of affecting computer systems. There is no question that the effectiveness of computer
counteraction will be fairly high. This is evidenced by the fact that Iraq could not use
the air defense systems bought in France against the MNF . Their software contained
logic bombs that were activated with the start of hostilities. The use of such a bomb
or a virus will apparently be capable of producing the same results as conventional
bombing of a state administrative body or a combat control post (center). Therefore
attempts will be made to mine all state administration and military computer systems
(primarnily all valuable systems and networks) with logic bombs and infect them with
viruses waiting for their ultimate hour. Information terronsm is also bound to appear.
It 1s therefore nccessary that Russia make special preparations for all of this and

provide for countermeasures.

Along similar hines, Rossivskava gazeta announced in 1995 that Russia 1s turning

into a state which is utterly defenseless in the face of the usc of “information weapons”:
imported technology and foreign-made communications systems in state-run and
financial-and-industrial entities pose a real threat to the country’s security. In order to

get out of the sitvation, the Russian government has decided to reduce to the minimum
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the import of communications systems and combine the efforts of Russia’s competent

agencies.”

According to Military Thought, the active dissemination of computerized systems
in the various spheres of society’s life inevitably makes it increasingly dependent on
the stable circulation of information flows. As a state evolves further, the share of
information product in the overall production volume will be growing, substantially
defining its economic and military potential #' The effectiveness of using information
resources depends primarily on the availability of data; their configuration; and means
and methods of obtaining, processing, distributing, and storing them. Therefore
computerized data and the sum total of various means of managing and controlling
them will constitute a specific sphere of production. Specialists call it a computer
information sphere or simply infosphere, understanding it as a body of general and

specialized programs for creating, processing, and storing computerized data.

Because the viability of many elements of the state depends directly on the state
of its infosphere, it would be logical to consider the latter as a new object of military
or subversive impacts. With the current pace of computer technology dissemination
in the so-called vital systems -- complex organizational-technical and technical systems
whose malfunctioning or breakdown results in the disruption of state and military
control as well as financial and money circulation systems, a sharp decline in the

country’s defense capability, and global ecological and man-caused catastrophes -- the

2Press Review,” ITAR-TASS, 1 August 1995,

“Lieutenant Colonel A.N. Lukashkin and Captain 2nd Rank A 1. Yefimov, “The Security
of the Infosphere of Strategic Defense Systems,” VM, No. 5, 1995, pp. 48-52.
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infosphere is bound to become one of the most likely objects of military confrontation
in the near future. Clearly, in possible military conflicts that side will have an
advantage which will be able to produce a covert impact on e¢lements of the enemy’s

infosphere, hampering or precluding the use of its vital systems.

Therefore the processes of computerization and intellectualization of vital
systems lead to the fundamental problem of infosphere security, elevating it to the rank
of a major national security problem. Special attention needs to be given to the security
of the infosphere of stratcgic defense systems which are understood as critical military
application systems used by the state for addressing global tasks in ensuring strategic
deterrence and repulsing possible aggression (combat command-and-control and
communication systems of the Strategic Nuclear Forces, the early-missile-attack

warning system, the air defense system, and so forth).

Research shows that the problem of the security of the infosphere of strategic
defense systems (ISDS) has several aspects. Among these, two aspects occupy a
dominant position: the operational and technological security of infosphere
components. Operational security is related to the possibility of direct or indirect
unauthorized impacts on ISDS elements in the process of their operation {combat
employment). Subject to impacting can be both the information capabilitiecs and mcans
of their control. This aspect is not new, and there is sufficient scientific basis and
practical experience to address problems related to protecting information in computer

systems and ensuring their security in operating military systems.
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The problem of technological security stems from the possibility of producing an
early covert impact on elements of the infosphere of emerging strategic defense
systems. It is little investigated and so far it is too early to talk about its practical
solution. Studies show that the most likely target of such impacts will be the software
constituting the basis of the complex ensuring the reception, semantic processing,
distribution, and storage of data used in employing strategic defense systems in combat.
The Russians believe that the main means of hostile impacts will be algorithm and

software bombs.

The algorithm bomb manifests itself in a deliberate, covert distortion of a
particular element in a task-resolving algorithm or such an organization of this
algorithm whereby the realization of the software package in the making will be
accompanied by unauthorized limitations on the implementation of the required
functions, their rejection, or the appearance of unforeseen functions (actions) under

certain conditions in the computing (data-processing) process.

The software bomb is a set of operators deliberately inserted in covert form into
software components at any stage of its development, realizing a certain condition in
the computing (data-processing) process. The bomb as such constitutes an information-
logical construction that includes both an activation mechanism and an implementation
mechanism. Depending on the method of building the activation mechanism, bombs
are subdivided into automated and controllable. In the former case the mechamsm is
prepared to be activated when a weapon or a command-and-control system is employed
in combat. In the latter case the activation mechanism is controlled from the outside.

The implementation mechanism can be realized by one or several commands from a
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software component or generated dynamically during the computing process. In the
latter case there can be an option for its self-destruction after the task has been
executed. The orientation of the implementing mechanism’s action is determined by

the creative abilities of the bomb’s developers.

It appears that one-use algorithm and software bombs are the most dangerous,
because the principle of using them envisions their covert presence within a software
component. Such bombs will probably be realizing the algorithms of full or selective
blocking of software component functions. Multiple-use bombs will eventually
manifest themselves, directly or indirectly. Therefore in peacetime they will be

detected sooner or later.

Opinions of Russian specialists in military systems about the feasibility of using
algorithm and software bombs as a means of impacting on the infosphere are divided.
There are two -- basically opposite -- views on the problem. Some skeptics consider
the possibility of impacting on weapon and command-and-contro! systems by using
algorithm and software bombs as a kind of semi-scientific fiction. Some of them reject
the mere question, regarding it as an element of spy-mania. Apparently their position
partly stems from their unpreparedness to believe in the software-informational
vulnerability of leading-edge systems. Some skeptics think that bombs as information
objects may be studied scientifically but only from the theoretical point of view,
because covert realization of bombs within the body of a software component is

unlikely and also unsafe for their developers from the legal point of view.
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Others, optimists, are sure that the use of algonthm and software bombs as
elements of information weapons is feasible and quite effective. Their opinion is
backed up by a number of publications in domestic and foreign literature, which data
to a certain extent can be seen as precedents of the practical application of algorithm

and software bombs.

The discussion of the issue of algornithm and software bombs raises many
questions. Four of them are of key importance: Who potentially can create and plant
bombs into the software components of military systems? What can be the motives for
producing an algorithm or soiware bomb? How to detect the presence of a bomb
within the body of a software component before a given weapon system or command-
and-contro! system is manufactured or adopted for service? What are the most likely
operational-tactical and strategic consequences of activating bombs in the process of

combat action with the participation of corresponding systems?

Answers to these questions to a large extent define the makeup of the model of
threats and the concept for ensuring the technological security of the ISDS. As far as
the first question is concerned, the answer is clear-cut and unequivocal -~ personngl
directly involved in working out algonithms and software for military systems, who are
well acquainted with software development technology and the combat employment of
a new system.

ik

Russian experts stress that a programmer has a highly “plastic” material at his
disposal, which conveniently lends itself to creativity. Wide use can be made of the

specifics of the intemnal-machine representation of constants or groups of constants and
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the latent specifics of command or micro-command implementation which are normally
not described in documentation but are known to the programmer. For instance, one
can organize a “second-level” computing process or form a deliberate “dynamic
defect” which is absent in the original software code. Therefore it is logical to suggest
that, unlike the widely used “electronic bombs,” algorithm and software “bombs”™ are
a more sophisticated means of counteraction. As for the possibility of detecting
algorithm and software “bombs™ in the body of a software component, special research
1s needed here. The consequences of using “bombs” are defined by the designation and

design characteristics of specific systems,

Therefore the problem of ISDS security exists, and its resolution is primarily
related to the scientific and practical analysis of the technological aspect. The adoption
for combat service of advanced computerized (intellectualized) strategic defense
systems must be accompanied by special independent control procedures to ensure the
security of all their software components; until the security of the infosphere of
strategic defense systems is reliably ensured, it is expedient to have reserve
(duplicating) elements (subsystems), built on the principle of the minimum use of

software.

In 1995, Colonel A. Pozdnyakov reiterated that the effectiveness of modem
weaponry is determined not only by firepower, but also by information parameters --
precision, controllability, and high-speed operation. The importance of information-
technology countermeasures in the content of military operations is growing.
Supernionty in the airwaves 1s now an indispensable condition for victory in combat,

battles, and operations. This is evidenced by the expenence of modemn-day armed
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conflicts and local wars, and espectally by the results of the first strike against Irag in

the Gulf War.?

The growing role of information-technology warfare is rapidly lowering the
barrier between war and peace, The armed forces of likely adversaries are in a state
of constant information warfare, and military informatics works to accomplish tasks
characteristic of war even in peacetime. Electronic warfare is being waged
contimiously. A war of computer nctworks is now beginning. An exchange of
information strikes is becoming increasingly dangerous for the fate of peace, since the
effectiveness of such strikes is rapidly increasing and it 1s extremely difficuit to identify

their sources.

Sources of information threats are divided into natural sources (objcctive sources
that are not dependent on human will) and intentional. Intentional information effects
are caused deliberately and with specific purposes in mind. This often involves the use
of electronic news media, electronic warfare, special programs, computer “bombs,” and
so on. These techniques are so effective that one can speak of a new class of weapons

-- information weapons.

The second type of information threat involves the introduction and input of false
data. Information sccurity in this field is provided by special structures that are

charged with wagmg information-technology warfare and that neutralize

2Colonel Aleksandr Pozdnyakov, “Information Security,” Granitsa Rossii, September
1995, No. 33, pp. 6-7.
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disinformation-technology, foil attempts to manipulate public opinion, counter

electronic warfare, and eliminate the effects of computer attacks.

Computer viruses can be divided into several types, depending on how they
operate. The “Trojan horse virus” is introduced in the “victim” system, remains idle
for a certain period of time, and then causes catastrophic destruction of the system (for

example, a missile guidance system) or network into which it has been introduced.

The “forced quarantine™ virus is introduced into a network and knocks out the
program of the unit into which it was planted. In order to prevent the destruction of the
entire system, its components have to be separated. Consequently, if an automated
communication link network is attacked, it is immediately destroyed, and

communication between its components is disrupted.

As concerns the “overload” virus, the clinical picture is different. This “virus”
quickly spreads throughout the entire system and gradually slows its operation. The
“sensor” virus penetrates a preplanned sector of a computer’s data-storage area and,

at a critical moment, destroys the data bank and its information.

According to Russian military experts, information security in automated control
systems is acquiring paramount importance at the present time. Laws “On Legal
Security of Computer Programs and Data Bases” and “On Copyright and Related
Rights” adopted by the State Duma unfortunately only partially solve the problem of
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protection against “computer piracy,” and they especially do not guard against

unsanctioned access to information in military computer networks.”

Insufficient attention is being given to ensuring the rehable functioning of the
command-and-control system in work being done in the armed forces to create
automated command-and-control systems. Certain work has been done, but questions
of ensuring reliability of software and hardware are almost not considered. The crux
of the problem in the manufacture of components of automated command-and-control
systems 1s not to allow the use of insufficiently reliable software and hardware that has
not been checked on a guaranteed basis for being “clean” of “logic bombs,” “traps,”

“viruses.” and “inserts.”

L.eading Western firms have continued to hold key positions in the field of
information support of the most diverse spheres over the last 5-7 years. It is natural
that manufacturing firms and sellers are guided by their own political and economic
interests in presenting any kind of S&T and technological assistance, Suffice it to
recall the discussion that unfolded in the United States over introduction of the Clipper
integrated microcircuit to communications systems and the forrnation and legal
formalization of a new standard for automated data-transfer systems. The device itself
and the algorithm for working with it have been developed by order of the National
Secunty Agency. The presence of a special “hatch” permits federal agents not only to
track the direction of information flows in a data-exchange network, but also to decode

encoded secret messages, gaining access to subscribers’ classified information.

*'Captain Vladimir Plotnikov, “The Information Phenomenon,” AS, No. 5, 1996, pp. 89-

Ly
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There is a high likelthood that this or similar developments in the software and
hardware field will be offered to potential consumers in Russia or in other countries
where the situation affects U S. national interests. Certain episodes of the Persian Gulf
military conflict are confirmation of this -- for example, the use of foreign information
technologies in the Iraqi air defense command-and-control systems. One possible
reason is the use by military equipment manufacturers of special hardware and software
“inserts” prohibiting normal operation of the command-and-control system at critical
moments. One need not doubt that these ““inserts™ were installed and activated with the

sanction of the manufacturing country’s national security entities.

There are two groups of electronic computer equipment manufacturers in Russia
and countries of the near abroad which can be used in automated command-and-control
systems being designed. The first consists of institutes and enterprises of the national
economy that have great experience in joint work with the Ministry of Defense and that
produce equipment using domestic technologies and materials (although modern, and
above all American, high technologies also penetrate this field, as occurred, for
example, in the development and production of the Baget family of computers). Asa
rule, their product undergoes military review and a special check, and although it
satisfies requirements for use in automated command-and-control systems, it does not
always have a sufficiently high technical level. Computer equipment being
manufactured at these enterprises often is considerably inferior to foreign analogues in

specifications and performance charactenistics.

The second group consists of young manufacturing firms and computer

equipment sellers developing dynamically under conditions of the evolving market
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economy. As a rule, they began by trading in imported office equipruent and then
shifted to assembling articles from imported completing parts and to their own
production. They offer modern models of personal computers, network equipment,
modems, and peripherals in which foremost foreign technologies were used to create
them. The endeavor to increase turnover and the struggle for new markets within the
country are forcing these firms to contact the Ministry of Defensc, and are making
special checks of the manufactured product and its use in automated command-and-

control systems possible.

The picture 15 less pleasing with software. Domestic general software (local and
network opcrating systems, programs for operating with modems, and so on) is
considerably inferior to foreign analogues. Speccial software is being developed
primarily using Westemn program products such as C++, Clarion, Paradox, and so on.
The problem is that they are not acceptable for creating tactical software. No one can

guarantee the stable, faultless operation of these programs in a cntical situaton.

This situation emerged only recently, when automated workstations based on
personal computers began 1o be introduced to officials’ work practice. Back in the
1970s and 1980s, when YeS and SM series of domestic computers were the pnncipal
automated data-processing equipment in staffs and in other command-and-control
entities, a large amount of software for automated command-and-control systems was

being developed using Soviet software.

Unfortunately, the policy on procurement and use of software being followed in

the Russian Federation Armed Forces is imsufficiently coordinated. The situation is
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exacerbated by the fact that instances of operating unlicensed copies of software of
different manufacturing firms are noted in various Ministry of Defense command-and-
control entities and establishments. This contradicts legislation in force and creates
difficulties in “interfacing” the applied systems being developed. Various protection
mechanisms are being used to prevent the illegal use of software products. Their start-
up leads to operating malfunctions and irretrievable loss of information stored in

computer memory.

Selection of the software to be used in creating the automated command-and-
control system is one of the key points back in the system design stage, since no
complex, even the most high-tech one, will be able to function stably without reliable
programs. This principle 1s important in developing automated control systems in the
logistic and technical support area, since these two spheres interwork with entities not

only of military, but also civilian administration.

Thus it is advisable to carry out official procurement of programs for use in
automated command-and-control systems only afier preliminary marketing research and
thorough testing, taking into account that S&T developments in the field of new
information technologies become obsolete extremely swiftly, Software for Army and
Navy needs should be developed under the strict supervision of national security
entities. In addition, scientific research must be accelerated in the field of developing
models and methods of monitoring the quality of software being used in military

automated control systems.
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INFORMATION WARFARE LESSONS FROM DESERT STORM

In the view of Russian military experts, the Persian Gulf War attracts attention
not so much by the size and number of forces engaged in the combat operations, but
by wide-scale employment of various types of information complexes and systems by
the Multinational Forces (MNF), These were employed in the means of reconnaissance
and control, in high-precision weapons, and in the forces and means of electronic
warfare (EW). Thus it 15 no mere chance that some experts have nicknamed the
Persian Gulf War a “war of technologies,” which may be conditionally divided into
three stages. During the first one the main efforts of the MNF were directed at
disorganizing the control systems of Iraqi state and military leadership with the aim of
gaining and subsequently maintaining superiority over the encmy in control of troops
and weapons and, above all, in the actions of its air defense systems. The essence of
the second stage of combat operations was destroying the most important defense
industry installations of Iraq -- above all the nuclear and chemical weapons enterprises,
as well as delivering blows against the enemy main force, defended on the possible
directions of MNF combat operations. 'The third stage of operations was to inflict
defeat on groupings of the Iraqi forces by fast-moving maneuver on flanks and from the

rear, which forced the enemy to withdraw the troops from the territory of Kuwait**

Among others, Admira! V.8, Pirumov has noted that the share of ground
operations i the six-week war was about 100 hours. The main burden of this war fell

to the atr forces with the support of naval forces (during the initial period of war in

2 Admiral V.S. Pirumov, et al , Problems of Regional and Global Security at the End of
the 20th - Beginning of the 215t Centuries: The Armed Forces and Higher Military Education
(Moscow: RF Academy of Natural Sciences, 1993), pp. 114-116
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particular). He stresses that not only the superiority in control, reconnaissance, and
electronic warfare systems contributed to the success of MNF operations, but primarily
the punctual realization of the modem “electronic-fire” concept of fighting. This
concept involved the wide-scale use of electronic means and systems of destruction,
reconnaissance, and electronic warfare, closely coordinated in a general scenario of

operations on the basis of a large-scale application of automated control systems.

Artificial earth satellites, strategic and tactical reconnaissance aircraft, and carrier
aviation aircraft as well as ground communications and electronic reconnaissance units
were widely used to conduct reconnaissance, with accuracy from 3 meters to 5
kilometers and production of data in a time close to real. The Russians also stress the
use of civilian artificial satellites to increase space reconnaissance, as well as the
employment of the pilotless aerial vehicle “Pioneer-1" with a complex of television and

infrared reconnaissance equipment to adjust the fire.

They also note that a special feature of control was the usage of air command
posts with EC-130E and EC-135 aircraft and such aircraft as E-3A AWACS, E-3C,
“Orion” remote radar surveillance (RRS) and control aircraft. The large number of
control and RRS aircraft has also drawn their attention. For example, the total number
of E-3A aircraft was more than twenty, a feature conditioned by combat operations in
which the main role was played by air forces and the U.S. military leadership’s desire

to ensure maximum crew practice of troop control.
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The control and exchange of information among all elements of MNF control
were ensured by modem automated control systems, which had made it possible to
carry out the following main tasks:

-ensuring control of transporting large contingents of troops and conducting the

atr operation, as well as the ground and naval operations; and

-ensuring contro! of the matenal and technical supply of troops (forces).

But Russian experts stress above all the use of electronic warfare systems in
MNF combat operations in Iraq. They remain awestruck by the duration of the
electronic phase, the quantity of systems employed, the simultaneity of effect on Iraqt
C? at all levels, and the synergism of EW and fire strikes. It was the availability of
powerful clectronic warfare means, as well as their effective usage agamst Iraqi
electromce means, that rehably ensured MN} operations in the air and on the ground.
In practicc the MNF conducted combat operations against an enemy whosc control
systems had been cflectively disorganized. Suffice it to say that spectral hardness of
intended mterference in some cases reached 4000 w/me and more, which excluded the

use of Iraqi air defense radars and ultra-short wave communication systems.

The Russians come to the followiny tentative conclusions regarding the Gulf
War:

1. The modem “electronic-fire” concept of combat operations was demonstrated
once again. Operations aimed at ensuring superionity over the enemy in
reconnaissance, control, and electrome warfare censtituted its basis. Radical changes

i the nature of the armed struggle are becoming more and more obvious. During this
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struggle the superiority in information of one side over another becomes the
indispensable factor ensuring victory. The concept “information war” increasingly
acquires real meaning. One can trace a historic law of ensuring success in combat
operations. In World War [ it was achieved by superionity in fire means of troops
(forces), first of all in artillery (*“fire supeniority”). In World War 11, as well as in the
local wars of the fifties and beginning of the sixties (Vietnam, Korea) it was achieved
by superionty in the means of air attack (gaining of “air supremacy”). Today’s reality
is actions aimed at gaining superionty over the enemy by disabling control systems and
means, or “gaining of radio and electronic supenority”, because now the basis of

armaments and military equipment 1s electronic means and systems.

Thus, in order to succeed in modern combat operations, 1t is necessary above all
to gain “radio and electronic superiority” during fighting, then to obtain “air
superiority” and “fire superiority™, and after that to engage troops to seize the enemy’s
territory. Taking into account the destructive capabilities of modem weapons, combat
operations without these measures will always be characterized by heavy losses in

personne! and materiel.

2. The success of the MNF in many respects was achieved by the effectiveness
of disorganizing the enemy’s control of troops and weapons, which was conditioned
by punctual organization of a complex employment of reconnaissance forces, main
attack forces, and electronic warfare means based upon a wide-scale use of automated
contro] systems. Today actions against the enemy’s reconnaissance and control of

troops and weapons, as well as protection of one’s own troops against the enemy’s
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high-precision weapons and radio interference are becoming the most important tasks

of forces.

3. The primary importance of electronic warfare forces and means in the armed
struggle -- as the main component of the struggle for superiority over the enemy --
proved correct. This principle manifested itself particularly tn the struggle between air
forces and air defense, which was the essence of combat operations in the initial period
of the war, The availability of a large number of different types of electronic warfare
means required punctual coordination between them in the interest of ensuring their
massive use in the decisive stage of combat operations. The corroboration of this is the
coordination of the operations of electronic warfare means of the MNF ground and air
force groupings in time, place, and object of actions, which ensured reliable

neutralization of the electronic means of Iraqi air defense systems.

4. The level of clectronic countermeasures of air defense EW means becomes
the factor that will detennine their combat stability and combat employment
effectiveness. Special importance is attached to such air defense countermeasures as
multifrequency of the employed electronic means; the capability to counteract the
enemy’s interference; the availability and organization of reconnaissance and
destructive means based on the use of various physical principles; and the integration
of electronic warfare units into air defense groupings, their rational deployment and use

n operational formations of air defense forces, etc.
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UKRAINIAN VIEWS ON W

According to Ukrainian military experts, informatization 1s adding new qualities

to all areas of life, but at the same time the potential vulnerability of societal processes
to the effects of information is increasing. Information has become a factor capable of
leading to large-scale emergencies; military conflicts and defeat;, and disorganization
of government control, the financial system, and the operation of scientific centers. The
essence of the effect of information also includes its ability to "trigger” and control
matter-energy processes, the parameters of which are many orders of magnitude greater
than the information itself.® It is correct to use the term "information weapon” because
in the context of the use of information as a weapon it must be characterized by such
factors as targeting, selectivity, dispersion, scale of effect; range; rate of delivery,
comprehensiveness of the effect on equipment, systems, and personnel; possibility of

regulating the "strength of the effect, ete.

One can formulate the basic principle of war on an information level: the
targeted complex effect on the information resources of the opponent. The latter
determines the urgency of developing a methodology for antomating the solution of
problems reparding control of troops and weapons based on a comprehensive use of
the properties of information both in the interests of increasing the validity of an
evaluation of the situation and with the goal of affecting the behavior of the opponent.
This methodology should be based on current advances in cybemnctics, which considers
information to be communication in any goal-oriented system that determines its

integrity, stability, and level of function.

# A A Rosand V.L Petrov, "The Information War: Its Essence and Basic Concepts,"
Nauka i oborona, No. 2, 1994, pp. 15-20.
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The object of the information war is the information resources of one's own side
and the opposing side. Intninsic to the information war are the foliowing basic common
laws: the use of common, objectively existing physical fields for informational
assurance of the operation of weapons systems, weapons, and equipment; common
frequency, spatial, and temporal resources; common laws and rules at the basis of the
construction of weapons systems, military equipment, and means of processing
information; and the decisive role of the human factor based on the nulitary use of
weapans systems, weapons, and military equipment. The operation of the control
systems of opposing groups has the following tendencies: expansion of the inventory
and volume of individual physical fields used to ensure the functioning of weapons
systems, weapons, and mulitary cquipment; increasing the depth of information contact
of control systems and reducing the tune to conduct all basic operations for the
acquisttion, analysts, and distnbution of information; a decrease in free regions of the
frequency range and an increase in its energy load: simultancous use of a large number
of functionally united systems using various physical principles; and a complex of

various systems and tools according 10 one plan in a single control system.

The goal of an information war is to achieve an advantage in solving the
problems facing one side by achieving a superiority over the opposing side on an
information level. In this context the information war is manifested in two basic ways:
the battle for reliable information, and the fight to affect the information representation
of the opposing side. The goal of the information war may be achieved by complex
solutions by each of the opposing sides to the following interconnected problems:
targeted acquisition of reliable information about the state and activity of its own

objects and the objects of the opponent with strict requircments for quality, volume,
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completeness, and rate of updating; targeted and comprehensive effect on the
information resources of the opponent at all phases of its production, dissemination,
and use; and protection of one's own information resources from the effects of the

opponent at all phases of its reproduction.

Thus, the interaction of the control systems of opposing sides has the distinct
character of conflict on the information level, which is expressed in the combat for
reliable information and in thrusting the desired information representation on the
opponent -- the essence of the information war. An advantage in the information war
is the decisive factor in the positive outcome of operations and military actions. It may
be provided by a more complete automation of all devices of the information war based
on increasing the level of "intellectualization™ of analysis of the situation and reducing

the time required to make information decisions.

Ukrainian experts also note that many nations are continuing to improve their
armed forces by conducting an energetic search for new means of armed struggle,
including in the information sphere, which could become the main feature of wars in
the 21st century.*® One could describe an approximate scenario for such a war even
today. A modern-day “Babylon” (possibly Baghdad, Teheran, or Tripoli) secretly
deploys its troops and suddenly attacks a U.S. ally (Saudi Arabia, Egypt, or Israel).
The United States, not having an opportunity to shift its troops and ships to that region,

launches an information war against the aggressor to protect its strategic ally.

% Qleksandr Manachynskyy, “Information Warfare: Myth and Reality,” Narodna armiya, 1
February 1996, pp. 3-4.
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First of all, they activate the computer viruses and logic bombs that were secretly
placed ahead of time in the memory of the computers that are used in all structures of
state, military, and economic administration of the aggressor country. This weapon 1s
launched by the use of a special command, for example, from a satellite or through

international computer networks.

Afler the start of the conflict, intelligence agents operating on the termitory of the
aggressor country, with the assistance of powerful, portable generators of
electromagnetic pulscs, ruin software and destroy databases in the systems of civil and
military administration that are protected against computer viruses and logic bombs.
The accounts of the aggressor in foreign banks are simultancously “zeroed out™ on
international telecommunications networks.  These actions have catastrophic
consequences for the aggressor, since they completely disorganize the operations of all
of the systems vitally important for the country (civil and military administration),

communicalions, power engineering, transpor, etc.

Television and radio transmtters, relay stations, and command, control, and
communications centers on the country’s termitory are simultaneously suppressed.
Materials aimed at destabilizing the political climate, disorienting the population, and
mstilling panic begin to be broadcast on the electronic mass media. A collapse of the
economy begins and occurs n the aggressor country as a result of this combined attack
using various types of information warfare, and the socio-political situation is radically
altered. The aggressor is forced to reject his plans and submit to the demands of the

United States and its alhes under these conditions.

X
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LFY]
.




The considerable achievements of the last decade in the ficld of computer,
information, and telecommunications technologies have made the world vulnerable to
a new weapon that is possibly more dangerous than nuclear weapons. It is becoming
obvious that information warfare is not the virtual reality of computer games, but rather
an entirely tangible instrument for achieving an advantage in a military or political
conflict. There is no doubt that information weaponry is becoming a highly important
part of the military and military-propaganda potential of the United States and its allies
under contemporary conditions. Testifying to this is the fact that whereas in 1980
approximately one billion dollars were spent on the acquisition of information
technologies, more than 21 billion dollars were spent in 1994, The acquisition of
information technologies has moreover moved into first place among U.S. weapons
programs in financing, considerably outstripping even the space and nuclear-missile

programs,

Information warfare is a means of destroying, distorting, or stealing bodies of
information, extracting essential information from them after overcoming defensive
systems, limiting or barring access to it for legitimate users, and disorganizing the
operations of technical networks, computer systems, and all of the highly technological

support for the life of society and the functioning of the state.

“American experts” cite the following means of exerting information influence:

« computer viruses, able to multiply themselves, attach themselves to
programs, jam communications lines and networks with the transmission of
data, and penetrate electronic telephone exchanges and command-and-control
systems to disable them.
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* logic bombs are introduced ahiead of time into information-control centers of
the mulitary and civilian infrastructure and are activated on a signal or at an
appointed time, destroying the operation of software and hardware. One
variety of these bombs - a “Trojan horse™ -- is a program that makes it
possible to gain concealed, unsanctioned access to the information resources
of an encmy 1o extract intelligence information;

¢ means of suppressing the exchange of information tn telecommunications
networks, falsifying it, and transmitting required information (from the
standpoint of the opposing side) on the channels of statc and military
command and control, as well as on the mass media; and

» means or methods that make it possible to introduce computer viruses and
logic bombs into state and corporate information networks and systems and
controlhing them from a distance (from the introduction of microprocessors
and other components into electronic equipment to the creation of
international information networks and systems such as are operated by
NATO and the United States).

Targets that should be assured of uninterrupted operability or functionality in real
time are the most vulnerable to these means. The likelhihood of the restoration of
automated early-waming complexes of ABM systems and other systems of strategic
significance ts quite low, in the estimation of “foreign specialists,” and the results of
deliberate interference in their operation could be of a catastrophic nature and

comparable to the possible damages caused by the use of nuclear weapons.

The United States is consistently and energetically preparing to wage information
warfare. Various types of information weapons have moreover been tried out in all of
the armed conflicts in which the Unnted States has taken part (Desert Storm, the
operatton tn Haihi, etc.) The CIA has already developed two classified programs: the

first has received the name “chipping” technology, and envisages that all chips that
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could be used in the creation of weapons and military hardware of other nations should
contain logic bombs and viruses that could easily be initiated at a required moment.

The second is testing methods of influencing programmers who are working at firms
that support military orders to enlist their participation in programs to introduce viruses

into support programs.

The “military leadership of the United States” thus considers it expedient that
future military operations reject the use of weaponry that causes large human losses,
ruins industrial enterprises and the infrastructure, and destroys the ecology. The
qualitatively new weapons should, in the opinion of the Americans, be used not so
much for waging traditional military operations as for depriving an enemy of the
opportunity of active support, which should be achieved through “surgical strikes™ by
PGMs and the mass application of information weapons, which are able to paralyze the
actions of state and mihtary structures. The conduct of ground operations should be
minimal therein, or not take place at all. Some “American specialists” regard
information warfare as the “new Armageddon.” Others feel that information weapons

may be interpreted as an “electronic Pearl Harbor.”

The use of the latest means of influencing the information sphere and of the high-
precision destructive properties of PGMs are becoming a very important strategic factor
of the military-political leadership of the United States, which assigns paramount
importance to it today. The continuous work in the realm of creating information
weaponry testifies to this. The appearance of new high-precision weaponry defines the
necessity of creating suitable means of counteraction. The discussion should concern

more than technologies for detecting the influence of information weapons alone. The
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continuous improvement and development of software and technical methods for
preventing the loss, destruction, distortion, or capture of information, including ruling
out nonsanctioned access to it, and cryptographic means of protecting information when

it is being transferred on communications channels also must be envisaged.

The mathematical product and program support of systems that are being
imported must be analyzed. This sometimes requires the work of several specialists.
That is why the solution to this problem requires a combination of the efforts of the
Ministry of Defensc, Secunity Service of Ukraine, and the Ministry of Communications.
That combination 1s also needed because people with all of their weaknesses are
working with the communications systems, and the security technology itself cannot
secure it. The intelligence services should be mandatory participants in agreements in
the supply of imported communications systems for the bodies of state power and
administration. Program and technical methods could thus possibly counter the
influence of information warfare directly. These methods should be supplemented with
methods of counter-control of information weaponry, as well as various legal and

organizational economic measures aimed at protecting state information resources.

An intensification of the development of Ukrainian information weapons as an
inalienable part of weaponry and military hardware is essential right now. The security
of the state requires the equivalent correlation of the forces of information warfare. It
should be taken into account at the same time that the likelihood of disinformation
regarding the quality and options for the employment of information weaponry is
considerable. Owing to the fact that information on a war today comes from the mass

media, a large portion of the material on it is generally classified. That is why the
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multifaceted assessment of information that we have regarding information warfare is
essential, since one could assert that information warfare is not declared and never

stops, and knows no limits i space and time.
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III. NEW C'ISR SYSTEMS AND CONCEPTS

SOVIET VIEWS ON ADVANCED C°’I SYSTEMS

According to the Soviets, the new RMA dictated a re-examination of Soviet C'I

systems, and a quest to develop an automated "control system" that will optimize the
employment of forces according to the projected nature of future war. The logical
result will be changes in the methods of armed combat. Soviet experts predicted that
forms of forcible confrontation and pressure will be replaced by flexible and
maneuverable forms and a return to the "blitzkneg" concept. The “intellectualization”
of weapons will magnify the abihty of warmng armies to concentrate their forces in
certain maneuvers or to use them selectively and with the highest precision. This
ability will be achicved by the “mtellectualization” of all levels of command and control
-- from self-contained weapons svstems to decision-making systems on all levels. The
increase 1u artificial intelligence (controllability) allows relatively small forces to

achieve their objectives.”

The Soviet military repeatedly stressed that mformation technologies have
become one of the main critena for the modemnity of armed forces.™ They are
acquiring special significance because an intense struggle for more cffective

information support s being waged in the sphere of command-and-control systems.

?" For example, sec Kochetkov and Sergevev, "Artificial Intelligence
* For example, see Lieutenan! Colonel Yu. Ryabov, "The Development of Troop

Command-and-Control Systems," Voyennyi vesinik (hereafter cited as YV), No 10, 1991, pp.
47-49
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The struggle is bloodless at first glance, primanly in the spheres of equipping troops
with technical C'I systems and improving organizational structures and personnel
training of command-and-control posts. In fact, however, judging by the Persian Gulf
conflict, lagging behind in the sphere of command and control in modern war is fraught

with great losses.

According to Soviet experts, the first results of the utilization of field automated
command-and-control systems (PASUV) in the Soviet Army permitted them to
discover a large number of their advantages. Expericnce was accumulated and the
directions of future improvements of field automated command-and-control systems
were studied duning the course of several years in division-sized and smaller units and
during the training of academy students. But this experience also revealed the
shortcomings that prevented PASUV from successfully operating as a genuinely

automated command-and-control system.

First of all, expenence indicated that the types of combat documents developed
for use in PASUYV turned out to be divorced from the practice of the troops. Second,
the capabilitics of PASUV's computer system and its information and mathematical
software clearly lagged behind personal computers, all the more so when connected in
anetwork. For example, the computer system solved only one calculation 1ask and was
based on obsolete data {technical specifications of vehicles, weapons, etc.) and had not
been adapted to the new arbitrary tactical symbols or to changes in the approved
organizational structure, etc. Third, the algorithms of combat operations and the duties
of officials at automated work stations needed finishing touches and refinement. They

were primarily intended for professional military men who, of course, are computer-
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literate but who are not narrow electronic computer specialists. Fourth, the problem
of combining the advantages of the conversational (direct interaction with the computer
and a satisfactory reaction time) and batch modes (lock-out utilization of computer
resources and relatively cheap mathematical software) had not been resolved in
PASUV. Personal computers have these qualities. Experts thus concluded that the
Soviets needed to immediatcly begin to develop new programs that provide increased

efficiency and quality of information processing.

Sovict commentary also stressed the role of automated C'l systems in facilitating
the MNF's immediate seizure of air superionty in Desert Storm. As combat multipliers,
these systems were said to have negated the Iraqi quantitative supcriority in tanks, and
radically shified the correlation of forces in favor of the coalition ? Soviet military
scientists noted that air-ground coordination and deconfliction reflected an advanced

C? system on the part of the coalition.™

writing in Military Thought, General-Major Lebedev and General-Licutenant
Lyutov noted that the MNF command successfully put into practice modern principles
of orgamzing command and contro] according to which mobility and survivability of
command-and-control systems must be no lower than for combat units. This was
achieved by comprehensive use of command-and-contro! facilities with different forms

of basing: fixed and mobile ground, airborne, and shipboard; and by using all kinds of

* For example, see Gorbachev, "Tanks *

* For example, see Interview with Colonel-General Ye. Shaposhnikoy, “In the Sky Over
Iraq,” KZ, 26 January 1991,
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communications, primarily satellite (as being most stable and essentially global and
prompt) in combination with electronic warfare. The alhes also took advantage of
capabilities of national command- and-control systems, in particular using not only
military communications systems, but also commereial ones for directing the troops.
For example, commercial communications channels were put to use via Intelsat-5 to
support operation of the automated telephone communications system at the JCS-U.S.

Armed Forces Saudi Arabia tevel ¥

The Soviets concluded that the war showed the changing ratio in
accomplishment of combat missions between attack systems and weapons (such as
tanks, artiliery, combat awrcraft, helicopters, and missiles) on the one hand and tactical
command-and-control and information support systems on the other. The MNF victory
was won not only because of a quantitative and qualitative advantage in weapons, but
also because of the overwhelming superiority in combat and information support

systems as well as in logistics,

Conversely, military analysts noted that disruption of Iraqi C? negated its
advantage in armor -~ the decisive element in deep operations of the past.’*  According
to General-Major A N. Bazhenov, the new concept of "information warfare” thas

means that C* and information are becoming one of the most important elements of

3 1 ebedev, et al , "Gulf War.”

¥ For example, see D Bel'skiy, "Is Everything According 1o Plan?” Sovetskava Rossiva,
22 January 1991,
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combat strength.*® Indeed the Gulf War is said to have demonstrated that automated
C’] systems are equally as important as "the entire correlation of forces and means. "
As a result, the Soviet mulitary began to call for a total gentralization of fire destruction

not only at the front and army levels, but also at the level of TVDs.

RUSSIAN VIEWS ON ADVANCED C°I SYSTEMS
According to the Russian military, warfare has shifted from being a duel of strike

systems to being a duel of information systems. As a result, military experts have
repeatedly discussed current possibilities for developing "intelligent” C*I systems in
order to elevate the combat potential of the post-Soviet Air Force and Air Defense
Troops.* Along with the development of offensive air-space weapons which are being
created with new technologies, the United States and NATO are said to be paying
special attention to systems for command and control of forces and weapons. Mass
production of precision wcapons leads to intensification of instability and the
temptation, in case of war, to use them to destroy strategic nuclear forces and other
very important installations by a preemptive mass attack using only conventional
weapons. The time factor acquires decisive importance under these conditions, which
15 especially important in connection with the fact that it 1s proposed to involve
essentially all branches of the armed forces and combat anns in modern strategic

operations. This in turn requires appropriate processing and transmission of an

3 Bazhenov, Presentation, May 1991

3 Colonel-General A V. Kovtunov, "Improving Troop C? Systems in a TVD," VM, No. 4,
1991, pp. 25-33.

» For example, see Colonel-General A.P. Yelkin and Colonel A 1. Starikov, "On the
Question of Intelligent Command-and-Control Svstems " ¥M, No. 1, 1992, pp. 35-39
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enormous volume of various data in extremely limited time periods exceeding the

capabilities of existing command-and-control systems.

Realizing full well that information warfare assumes "decisive importance™ under
present conditions, the U.S. and NATO leadership is said to be conducting detailed
studies and taking practical steps to create intelligent command-and-control systems
at various levels capable of real-time problem-solving. The attempt to improve the
effectiveness of combat employment of forces and weapons is connected with studies
conducted along the line of automating the command-and-control process, shifting
human functions to technical equipment, and replacing heuristic methods of decision-
making with formalized ones. Some success has been achieved here -- automated
command-and-control systems have received recognition and have become a necessary
element of the command-and-control process. But the main burden of making
responsible decisions undcr conditions of a time deficit and information shortage and
often with the contradictory nature of information continues to be placed on man. His

capabilities are not always realistically taken into account here.

According to Russian experts, this dictates the need to develop technical
equipment which is capable of intensifying intellectual abilities and realizing
scientifically substantiated methods of organization; in other words, intelligent
command-and-control systems. This is not a question of intelligent information
retrieval systems or expert systems, which have become widespread of late, but of
systems simulating the activity of command personnel. An intelligent command-and-
control system duplicates man, as it were, but at the highest level of all his abilities --

methods, information, operational. Of course, such an interpretation does not signify
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replacement of a human commander by a robot, since only his place and role in the
command-and-control loop changes. On the one hand, the machine realizes his will
and aspirations and, on the other hand, at any moment he can "overpower" it and take

control.

In contrast to automated command-and-control systems, which fulfill only the
simplest command-and-control operations (collecting, processing and displaying data,
performing awaliary operational calculations), intelligent command-and-control systems
also perform man's basic creative function for him -- they make a decision for
conditions at hand. The assignment of such a task is fully realistic, but its practical
realization depends above all on capabilities of the computer. To evaluate productivity
of hardware systems for processing symbolic data which carry out logical operations,
a unit of measurement has been introduced known as the LIPS (logical inferences per
second), which corresponds to the execution of 100-1,000 commands of modern (von
Neumann) computers. According to data of "American researchers,” creating an
automated command-and-control system for U.S. Army transportation assets requires
a 7,000 LIPS processing rate, and a battle management system requires 12,000 LIPS.
Modem computers are incapable of solving such problems in a real-time mode because

of capacity.

The next factor hampering creation of highly efficient systems for command and
control of forces and weapons is an adequate description of real combat operations.
In addition to automated command-and-contro! system functions, the intelligent
command-and-control system must possess the ability to solve non-formalized

problems of conducting combat operations with consideration of all rules of
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operational-tactical art and of conditions and dynamics of combat operations. A high
level of software development is a characteristic feature of automated systems oriented
toward supporting decision-making on complex problems that are non-formalized to
one degree or another. There are also effective methods for representing informal
procedures in intelligent systems, such as based on the production method. In the
Russian view, a more important factor should be noted: in developing intelligent
systems, specialized hardware is being used more and more often which realizes their
basic functions to one degree or another. A transition to hardware implementation of
processes permits the following: substantially increasing the data-processing rate and
effectiveness of displaying in memory the data being processed, which allows moving
to a qualitatively new level of problem-solving such as development of systems for

making decisions in real time: it permits simplifying system software.

Interest in studies in the area of hardware implementation of intelligent systems
is said to have emerged after 1982, when Japan came out with a ten-year research
program on fifth-generation computers. A similar project in the United States was
basically oriented toward developing new weapon systems and was called the
"Strategic Computer Initiative.” The principal indicator of quality of developments in
the sphere of hardware functions of intelligent systems is an increase in machine
productivity by 3-5 orders of magnitude and taking it to a hundred billion commands

per second.

According to Russian experts, choosing an appropriate element base and the
standard devices and modules used is one of the basic problems of building the

hardware of high-capacity control systems. The next one is hardware implementation
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of processes in the intelligent command-and-contro! system by creating real physical
mockups. As the basis for building universal bread-boarding media simulating
processes in the intelligent command-and-control system and possessing necessary
properties, a base module (element) has been given the name “transputer.” [t represents
very large-scale integration which realizes the functions of a von Neumann
microprocessor with developed communications equipment.  Several types of
transputers have been developed. Diverse bread-boarding media can be built on their
basis by connecting the communications equipment included in them. For example,
homogeneous control structures simulating behawvioral acts by using results of
neurophysiological and neurocybernetic command-and-control systems and thewr
hardware penmit creating a system of adaptive control of moving objects functioning
in a real environment with various local obstacles. The solution to such a problem

takes ten-thousandths of a second.

As already noted, artificial intelligence systems must reproduce natural
intelligence functions. By using equipment reproducing the solution to problems of a
behavioral nature, it is possiblc to have successively increasing complexity of control
structures leading to an expansion in their functional capabilities. By taking into
account principles of the structure (organization) of natural intelligence and a reflex
approach to describing the process of functioning, it is possible to create intelligent,
multilevel, hierarchic command-and-control systems based on homogenous structures.
The probletn area is simulated in them by hardware located at their lower levels, and
structures situated higher arc used for obtaiming (or rather, representing) optimal
command-and-controt decisions. Such an intelligent system essentially is a digital

computer, whose neuro-like network performs functions not only of a displaving
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structure, but also of afferent synthesis and the making and implementation of
decisions. It can be used for solving a very wide range of problems (including aboard
aircraft). The most obvious ones are preventing mid-air collisions of aireraft; guiding
to a target (single or group); landing in [FR weather, determining the moment personnel
and equipment are moved up to an initial 2zone for an enemy's head-on attack,
supporting the landing of groups of aircraft after their combat employment; evaluating
capabilities of friendly forces as well as of joint employment of different combat arms
in major operations; ensuring defense of individual regions; and creating systems to
control drones and simulators for forecasting the effectiveness of measures to conduct
combat operations under various conditions and for rehearsing operational command-

and-control skills.

An analysis of the Gulf War is said to demonstrate that some of the
aforementioned problems have been successfully solved by American specialists within
the scope of the Strategic Computer Initiative. Thanks to "intellectualization” of the
precision weapons systems employed in this war -- ie., giving them elements of
"logical deduction” -- an opportunity appeared to make decisions essentially 1n real
time. Because of sharply reduced time for the cycle of command and control both of
weapons and personnel (excluding man as an intermediate element in evaluation-
calculation operations of preparing varants of decisions and of command and control),
this considerably increased their efficiency and effectiveness and reduced the number
of servicemen. Confirmation of this is said to be the rather effective battle,
demonstrated for the first time, of Patriot surface-to-air missile systems agamst Scud
missiles, which today forces one to take a quite different look at the significance of

ABM defense. Various automated combat support equipment, complexes, and systems
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managed to be integrated into a common intelligence and command-and-control system
in this war, also thanks to "intellectualization.”" Its high combat capabilities were

convincingly proven by the successes of Desert Storm.

In short, Russian experts argue that the development and adoption of intelligent
command-and-control systems elevate command and control of forces and weapons to
a new level both in peacetime as well as war. They will be economical and will permit
finding necessary solutions and determining necessary personnel and equipment for
achieving objectives without an actual costly, multivariant practical check. In the
Russian view, swift expansion of work on this problem is extremely necessary in view
of the reduction in defense expenditures and can contribute to the development of new,

highly effective techmical equipment and technologics.

Admiral Pirumov has noted that in regard to command and control, too few
writings are devoted to questions connected with the mass employment of weapons, in
which there is an integration of both command-and-control systems and fire-control
systems (based on wide use of computer technology) into a unified automated system
for command and control of mixed forces and different types of weapons systems.
Mutually coordinated (horizontally and vertically) use of automated command-and-
control systems supporting mass missile and bomb strikes by air-, sea-, and ground-
based platforms against Iraqi state and military installations, as well as the movement
and logstic support of forces, serves as an example of this. The automated command-
and-control system was deployed on the basis of a unified, automated digtal
communications system, a great portion of which (60 percent) was made up of space

equipment. The number of communications stations deployed in the theater (over 500,
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of which only four were fixed) indicates the scope of their use. Not only staffs, but also
every line or artillery battalion, strategic bomber, reconnaissance aircraft, and

combatant ship were end subscribers of space communications.*

According to Pirumov, a significant place was set aside for airborne command
posts in the system of MNF command-and-control entities. For example, there were
over 20 E-3A AWACS early-waming and control aircraft alone, which was dictated
not only by specifics of the armed conflict -- the principal role in which was played by
aircraft ~ but also by the U.S. military leadership's desire to give combat practice to the
maximum number of airbome command post teams and their aircraft crews. An
appreciable contribution to the effectiveness of artillery fire was made by the
NAVSTAR space radio-navigation system, which provided data with an accuracy of

from1to3 m.

In short, command-and-control systems have an enormous impact on the
effectiveness of operations by force groupings. Underestimating this impact can lead
to an incorrect assessment of the combat capabilities of the opposing sides. For
example, without having examined these questions 1n detail, it is difficult to determine
which force grouping is stronger: that with lesser capabilities of attack (conventional)
weapons and a good (automated) command-and-control system or vice versa. But
there is no doubt that introducing new information technologies to MNF battle
management practice permitted considerably increasing their combat potential (by at

least two-fold).

* Pirumov, "Panity "
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Russian experts have also noted that in recent decades the integration of
reconnaissance assets, weapons, ECM assets, and command-ang-control equipment at
the formation and large strategic formation levels became a fundamentally new

direction in developing commangd-and-control systems at the tactical level. Its essence

consists in the direct interface of reconnaissance, target designation, and decision-
making systems with automated fire control systems. Operator involvement in

decision-making for immediate use of weapons thereby is limited.

But the experience of establishing and using the WWMCCS is said to indicate
that at the present stage of military art, as a result of the large spatial scope of military
operations, it is necessary to develop a world-wide military command-and-control
system for their successful conduct. Data sensors and communications systems
supporting the real-time arrival of data from any point in the world are of special
importance for effective functioning of a modem operational command-and-control
system. Indeed it was the work of these components of WWMCCS that successfully

repelled Iraqi operational-tactical missile strikes during the Gulf War.’?r

According to Russian military scientists, modem conditions are characterized by
a significant growth in the extent and content of command-and-contro! missions and
consequently also of information support to command-and-control systems. In
addttion, there is a persistent striving to achieve information dominance over the enemy

by creating reconnaissance, command-and-control, and information systems based on

*" For example, see Colone! B.G. Putilin, "The U.S. World-Wide Military Command-and-
Control System,” VM, No. 11, 1992, pp. 65-70.
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the latest information technologies. This tendency is especially pertinent under present
conditions, when the struggle against battle management systems becomes one of the
priority missions in warfare. In this connection a new concept -- “information weapon”
-- has appeared in military terminology, the essence of which is the effect not only on
military, but also on state command-and-control system information flows to disrupt

stability of command and control.

Modern enemy means of reconnaissance "remove” information not only by
getting a fix, by intercept, and by connection to information channels, but also by
penetration into electronic data-processing systems of the automated command-and-
control system and other command-and-control equipment. At the present time
approximately 60-70 percent of intelligence is collected by the enemy by means of

SIGINT.*®

The principal problem in orgamzing information support to modern command-
and-control systems is to resolve the contradiction between the increased volume of
necessary information and the constant demand to reduce its processing time. This 1s
what determines tendencies in the development of these systems, including automated

systems.

Military specialists now give ever-greater attention to "electronization” of

command-and-control systems and outfitting them with mutually tied-in technical

* Lieutenant Colonel B.V. Fefelov, "Information Support of the Command-and-Control
System," YM, No. 1, 1993, pp. 36-39.

R SR )
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complexes intended for assisting commanders and other officials in accomplishing
command-and-control and combat missions. Command-and-control systems more and
more are becoming "man-maching" systems, since some functions are placed fully on
technical equipment. The form of the nformanon medium essentially is changing and
missions are arising connected with the following: determining the limits of the
information space in which a command-and-control system is operating; classifying and
optimizing i, and developing forms and methods of its descnption and presentation
necessary for the subsequent creation of automated and even conventional information

systems.

Russian general officers note that in connection with cuts in the Russian
Federation Armed Forces, requirements for qualinative indicators characterizing troop
combat readiness have been rising.  In these conditions the role of command and
control increases considerably.  The desire to have first-class armaments, military
hardware, and well-trained personnel may be weakened owing to the low level of
command and control, which will make it impossible to use combat capabilities to
advantage. This 1s why the improvement of the command-and-control system of troops
15 one of the prionty areas in the organization of the Armed Forces. The theory of
command and control of troops and, particularly, the methodology of assessing its
effectiveness, which require continuous development, have an important role to play

in the efforts to resolve this problem *

¥ General-Major O.V. Sosyura and General-Major V_P. Pyatkov, “Theoretical
Fundamentals of Assessing the Effectiveness of Command and Control of Troops,” VM, No. |1,
1993, pp. 31-39.

-G3.




These experts note the need to expand the term “theory of the command and
control of troops.” In their view, the current definition reflects three substantive
elements. First, the theory of the command and control of troops is an independent part
of mulitary science with its own scientific objectives, not an appendix to operational art
(unfortunately, they say, this misconception is still held by some speciatists). Second,
it is essential to reflect the role of methods of measuring the effectiveness of the
command and control of troops (MOEs), without which the command-and-control
theory is reduced to a groundless discipline unable to give any substantial assistance
to the armed forces. Third, the command-and-control theory exists in order to improve
the command and control of troops. This is why it should be understood as an
independent part of military science, the main objective of which is to study and to
measure the effectiveness of systems, forms, and methads of the command and control

of troops.

It is therefore necessary to resolve the following questions: What is meant by the
command and control of troops; what are 1ts purposes, essence, and content? What is
meant by the command-and-control system, what is it made of? What are the laws and
principles of command and control? What are the main requirements established for
the command and control of troops and what is their essence? What 1s meant by the

term “effectiveness of troop command and control,” and what are its MOEs?

At present, a certain degree of unanimity of views can be seen only with regard
to the content of the command and control of troops, which includes the degree of troop
combat effectiveness and their continuous combat readiness to gain a clear

understanding of an operational mission; to gather and to analyze data on the current
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situation; to make a decision regarding an operation; to assign missions 1o the troops;
to organize coordination, comprehensive support, and command and control; to plan
combat operations; to organize control over carrying out orders given and providing
assistance to troops, ¢tc. As for other terms, they differ substantially from each other

(see Figure 3).

Among others, Generals Sosyura and Pyatkov believe that matters pertaining to
the content of command and control should be separated from the term “command and
control of troops,” namely: the gathering and processing of information; the
maintenance of troop combat readiness; and the acquisition and analysis of data on the
situation, making decisions on it, and conveying decisions made to executing entities.
Aside from this, in determining the objective of command and control it should be
noted that it is by no means irrelevant at what cost the troops perform combat missions

assigned to them (here it would be apt to recall the term “Pyrrhic victory™).

Experience has shown that for the purpose of analyzing the effectiveness of
command-and-contral systems, they can be conveniently represented as a set of
echelons, levels, axes, and hnes of command and control. In addition, within them
various subsystems can be singled out. For instance, a front’s command-and-control
system of troops may include: the front command-and-control echelon, including the
front’s command post, alternate command post, and rear services command-and-control
facilsties; similar army and division command-and-control echelons; and the army
command-and-control level, including all army command-and-control echelons and
those equated with them. A set of agencies that exercise the command and control of

a specific strategic or operational formation or unit from top to bottom makes up a
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command-and-control axis, including various lines (command or combat; altenate
command, combat, or rear services command-and-control lines; and so forth). A
number of contiguous command-and-control levels may make up compound echelons,
such as front-army or front-army-division. Finally, a communications subsystem, a
command-and-control subsystem for the Missile Forces and Artillery, the Air Force,

the Air Defense Troops, etc.

For the purpose of making a detailed measurement of the effectiveness of the
command and control of troops, it is important to find out the essence of particular
requirements ensuring its high effectiveness. The main requirements include stability,
promptness, continuity, and undetectability. At the same time it is taken for granted
that command and control must, of course, be of high quality. These requirements are

sometimes interpreted as qualities of command-and-control systems.

Traditionally, command-and-control MOEs are divided into combat (external)
and inherent (intermal) ones. The combat MOEs are based on the use of combat
effectiveness indicators of troop activities that are determined by mathematical models.
Since the effectiveness of combat operations depends on the strength of the sides’
troops and the effectiveness of their command and control, the following technique is
usually applied in order to find out which of the methods of command and control
employed within one command-and-control pattern or system has greater advantages:
by assessing the command-and-control method used by the enemy troops it is possible
to determine their strength and missions and, subsequently, the MOEs of combat
operations that are in line with various command-and-control methods or systems are

compared. For instance, if a mathematical model of a frontal offensive or
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counteroffensive operation shows that by the 10th day of the operation the advance
movement of the front troops was 260 km under an automated command-and-control
system and 200 km without it, by comparing these figures one may draw a conclusion
that the introduction of an automated command-and-control system in this particular
example helped raise the effectiveness of combat operations by 30 percent. These

calculations have been fairly widespread in the Air Defense Troops and other branches.

Without denying the usefulness of such approaches, Russian military scientists
note that they point to a relative influence of efforts to perfect the command-and-control
system while making it impossible to assess its essence; that is, to establish to what
degree it corresponds to its missions. What is used for this purpose are measures of
one’s own effectiveness of command and control of troops. At the same time, the main
measure of effectiveness of command and control of troops in operations should be
interpreted as the degree of utilization by a command-and-control system of troop
combat capabilities. This MOE can materialize only by using the appropriate models
of combat actions and carefully taking into account the role that the command-and-

control systems of the two sides have to play.

According to General-Major N.A. Kostin, the introduction over the recent 15-20
years of new information systems and facilities in combat activities of troops has
improved the quality of weapons, control, and reconnaissance, and has made it possible
to considerably upgrade the combat potential of troops without increasing their
numerical strength. Importantly, one of the crucial factors in achieving success in
present-day operations consists in ensuring superiority in controlling troops and

weapons. The struggle to seize and hold this superiority is going to assume the
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toughest and most resolute forms and become an inalienable part of military operations.
Hence the confrontation in the sphere of command and control at the present time 1s the

most important component of an operation of any scale.*

The most promising and economic way to solve this problem is to raise the
efficiency of disrupting enemy control of troops and weapons in operations. This is
linked directly with the development of forces and means of fire destruction and
electronic countermeasures (ECM), and with the improvement of methods of their
employmcnt in combat. A more complex nature and a wider spatial scope of modern
operations, the increased mobihty of troops, and the pervasive introduction of
information systems in their practical activities sharply enhance the importance of

disrupting command and control of enemy troops and weapons in operations.

One more regulanity should be pointed out -- a great dependence of the
effectiveness of disrupting enemy command and control on which side has gained air
supremacy. The supremacy cuts back considerably on efforts involved in the disruption
objectives, The disruption of command and control of the enemy’s air force results in
increased advantages for the friendly air force. It is therefore a good idea to deliver
strikes, as fast as possible, directly at the aviation grouping. The mission consists n
that one should capitalize on the sharp dechine in the combat capability of the enemy’s
aviation owing to the disruption of its command and control, and to at least not waste

the achieved equilibrium if not to gam supremacy in the air. Unless this has been done,

“General-Major N.A. Kostin, “Appraising the Effectiveness of Troops (Forces) and
Weapons Control Disorganization,” VM, No. 11, 1993, pp. 39-44.
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the correlation of forces will return to the initial state some time after the command-
and-control systems have been restored, and the supremacy would be on the side of the
enemy. Thus it pays to try to disorganize the enemy’s air force command and control
even if the enemy holds supremacy in the air. Capitalizing on the results achieved, one
should consolidate the gained balance of forces. A purposeful and active disruption of
the enemy’s air force 1s a shortcut to success in trying to achieve supremacy in the air

even if the inibal correlation of forces is unfavorable.

Disruption is now one of the most important operational tasks of troops. Itisa
mandatory condition for scoring success in a defensive (offensive) operation, especially
in the initial peniod of war. The experience of local wars and military conflicts of
recent times (primanly in the Persian Gulf zone) attest to the fact that a modern war on
any scale begins by solving the task of disrupting state and mulitary control. It is
unequalled for its combat effectiveness and contributes in a big way to reducing enemy
combat capabilities. This success is, however, temporary (it lasts as {ong as it takes to
restore the command and control). Therefore it is necessary to strike blows at troops

to consolidate it and to thereby change the correlation of forces in one’s own favor.

These circumstances predetenmine the general scenano for a possible
development of war, especially of its initial period. It starts with an active struggle by
the sides to win superionty in command and control through, among other things,
launching a special disruption operation or massive delivery of fire or electronic
attacks. The winning of supremacy in the air (outer space) will amount in this struggle

to exploiting success, and only then will fighting start on land and sea.
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Russian experts stress that information warfare ts now assuming a priority
importance that necessitates research and practical measures to create intellectual
command-and-control systems (ICCS) on various levels that are capable of ensuring
support for making a decision in real time. Analysis of combat operations by the MNF
in the Gulf area gives one ground to conclude that the “intellectualization” of
reconnaissance-strike systems (RSS), automated contro! systems (ACS), and combat
support systems have made it possible first, to make decisions practically in real time;
and second, to integrate them into a single reconnaissance, command, and engagement
system. The experience of that local war has shown that the existence of
reconnaissance-strike systems, which carry out in-depth effective engagement and
broad maneuvers of strikes, is the main factor making a difference between success and

failure in the struggle for gaining and maintaining fire superiority over the enemy ¥

In contemporary operations, the immediate destruction of targets as they are
spotted is becoming the scle acceptable method of combatting such facilities as
offensive nuclear weapons, land-based elements of RSS, self-propelled artillery
battenes, columns of armored vehicles, and individual priority facilities of enemy
forces. Within the framework of the Missile and Artillery Troops of the Ground
Troops, it 1s planned that this mission will be assigned to integrated reconnaissance-
strike systems (IRSS) that ensure an autonomous reconnaissance of the above and other
targets, target allocation, and the delivery of missile or rocket strikes at them with a full

or partial automation of the command and contro! of all subsystems and their functions.

*! General-Major V.A. Denisenko, Calonel Ye.I. Suborin, and Major P.S. Romanov,
“Intellectual Command-and-Contro! Systems of Integrated Reconnaissance-Strike Systems of the
Ground Forces,” YM, No. [, 1995, pp. 54-59.
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In the Russian view, a higher combat efficiency of IRSS can be achieved if the

following problems are resolved.

First, the identification of targets according to information transmitted by various
reconnaissance means with the requisite trustworthiness, accuracy, and promptness
(target identification is defined as an automated process of searching for,
discriminating, and describing targets on the basis of real data). The main
reconnaissance means of the TRSS is an aircraft radar, so target identification
completely depends on its resolution, which i combination with available radar
systems of high-precision missile guidance clearly does not contribute to a rational --
to say nothing of effective -- solution to the problem under consideration. In order to
receive integrated high-quality information on targets it is necessary to use various
types of reconnaissance functionally united into an integrated reconnaissance system
of an IRSS. In real time, this can only be done by using an intellectual command-and-
control system. A definitive solution to the problem, however (along with the creation
of an ICCS), hinges on equipping the high-precision missile with a target identification
system. At the same time, the missile must operate on the basis of information coming
from on-board reconnaissance means operating in various ranges of electromagnetic
radiation (infrared, visible, and radio) and integrated in information and navigation
channels. This system should be an integral part of an intellectual guidance system

(IGS) of a high-precision missile.

Second, a drastic reduction in the time of preparation and launch of high-
precision missiles, particularly right from the march in an unprepared area. This

problem has been caused by an increasing percentage of highly maneuverable targets.
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Research has shown that this trend will continue in the future, but the ime they spend
in positions will be decreasing. Therefore the priority objectives are the optirmization
of the process of a missile’s technical preparation and an “analytical” display of on-
board equipment (topographic and geodetic linkage of the starting position and the
spatial orientation of missiles before launch). This problem can be resolved in an

effective fashion only by using an IGS.

Third, ensuring that the high-precision missile’s intellectval control system
makes decisions on selecting the optimum conditions for destroying a target. This
problem entails the selection of the aptimum trajectory depending on changing flight
conditions; the penetration of the enemy’s air defense system by using energetic anti-
misstle maneuvers based on mformation about actions of enemy anti-missile systems
received by on-board radars; target identification; the retargeting of the missile (if
necessary) with external and/or self-correction; and control over the height at which the
multiple warhead opens and its elerments are scattered according to a distribution law
and depending on the type and configuration of the target. The above list of specific
missions can be appended or amended if more specific research is conducted, but the

IGS will continue to play the key role.

Solutions to tlns set of problems can be provided by the development and
creation of an IRS intellectual control system. Intellectual systems (IS) are defined as
systems simulating human activity at the highest peak of human abilities (methodical,
information, operational) and designed to fulfill practical missions that are called
intellectual if performed by humans. One such mission is decision-making in current

condrtions. 1t follows from this definition that an ICS is an intellectual system designed
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to fulfill the missions of commanding and controlling troops and weapons in real time,
some systems of which may function without human intervention (autonomously),
while an IGS is an intellectual system functioning autonomously and designed to select
operational aims, to shape the process, and to program the desirable -- from the point

of view of these aims -- behavior of guided systems.

An intellectual control system of an IRSS can be, first, a unit of the relevant
commander’s ICS integrating ICSs of combat branches, formations, and force elements
participating in combat operations; second, it should ensure an effective fulfillment of
mussions assigned to an IRSS by optimizing the process of its functioning (see Figure
4}, Tt should be noted that an ICS of a high-precision missile (HPMS) consists of two
interrelated parts: an intellectual launcher control system (ILCS) and an intellectual
guidance system of the high-precision missile; while the former is the land-based part
of the HPMS ICS, the latter is located on board the missile. At the same time, the high-
precision missile’s IGS is a more important part of the HPMS ICS and the IRSS 1CS
as a whole. This is attributable to the characteristic features of its functioning: an
autonomous mode and the complex environment of its operation (dynamic changes,

resistance on the part of the enemy, existence of obstacles, etc.).

Command Post Intellectual Control System. The main mission of the subsystem

of target identification is the classification of targets in accordance with information
received from various reconnaissance means. The main missions of the subsystem of
initial data definition and decision-making on the preparation and delivery of a missile
strike are as follows: the identification of targets, forces, and weapons subject to

destruction; types and numbers of combat units armed with high-precision missiles;
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target allocation; the receipt from the HPMS ICS, processing, and transfer of
information on the target and the state of the launcher and missile; and control of all

IRSS and IRSS ICS subsystems.

Intellectual High-Precision Missile Control System. Functionally, it consists of

a number of subsystems which, depending on the state of the HPMS and the missile,
fulfill a range of complex missions. Missions to be fulfilled by the missile system
before launch are assigned to the launcher control subsystem. They include technical
diagnostics of the launcher; calculations of the optimum mode of operation; and the
adoption of the optimum plan of action with regard to movement, topographic survey,
camouflage, and protection from the enemy’s high-precision weapons and aviation

depending on the conditions of the situation.

Missions to be fulfilled dunng launch preparation are performed by the high-
precision mussile’s launch preparation subsystem. These are technical diagnostics of
the missile, the “analytical” display of on-board equipment, and the formation of the
optimum flight trajectory. Missions to be fulfilled in flight are performed by the high-
precision missile’s flight control subsystem. These include control over the missile
IGS’s wtellectual subsystems, all on-board equipment, and the multifunctional engine
unit capable of operating in vanous modes; and the adoption of a decision to overcome

the enemy air defense system in case on-board equipment 1s out of order.

Missions to be fulfilled in the vicinity of a target are performed by the high-
precision missile’s near-target control and target identification subsystems. These

include the neutralization of natural and man-made obstacles near the target; the
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retargeting of high-precision missiles, control over the multiple warhead and its cluster
submunitions (the height of opening the warhead and the scattering of submunitions
according to a distribution law depending on the type and configuration of the target)
and the orientation of the missile; and target identification taking into account external
dynamics.  Analysis of the above missions makes 1t possible to formulate verbal

requirements for intellectual contral systems that are set forth in Figure S.

Therefore, the attainment of a greater effectiveness of troop and weapons
command-and-control  systems requires a switch from automation to
“intellectualization.” Thanks 1o this an opportunity will arise to make decisions
effectively in real time; the promptness and quality of command and control will
considerably increase, while the averall number of servicemen involved in this process
will decrease; and means of rcconnaissance, command and control, effective
engagement, and combat support operations will be integrated into a single system.
The development and introduction of ICSs will ensure the achievement of a new level
of command and control of troops and weapons, particularly the IRSS of the Ground
Troops. Their use will make it possible to organize an optimum process of providing
support for decision-making and to estimate the forces and weapons required to fulfill
missions assigned to them. The conduct of research in this area is indispensable since

its results could help develop new, highly effective means of warfare and technologies.
According to General-Lieutenant V. Bazhenov, the organizational development

of the Russian Armed Forces 1s based primarily on qualitative parameters. This calls

for a quest for new ways to maintain the country’s defense capability, one of which is
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Requirements set for IRSS intellectual control systems (subsyslems)
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the use of information technology in the armed forces.*> This implies the process of
large-scale introduction and application in various spheres of the Russian military’s
peacetime and wartime activities of methods, means, and systems for the acquisition,
transmission, collection, processing, storage, and utilization of data for decision-
making. The topicality of this process was confirmed by then Defense Minister P.
Grachev, who in 1994 assigned to the General Staff, the branches of the armed forces,
and the Ministry of Defense main and central directorates the task of introducing

automation (information technology) down to the level of large strategic formations.

Computenzation of military command and control should eliminate current
shortcomings and should also ensure a unified information base for existing and future
command-and-control systems and the wide-scale introduction of new information
technologies including artificial intelligence systems, military knowledge database
systems, and technologies and hardware for designing specialized mathematical,
programming, and information-linguistic backup. This is why at present the Ministry
of Defense (the Chief of Communications of the Russian Federation Armed Forces
Directorate), jointly with industry, is engaged in development work on the creation of
a Ministry of Defense telecommunications network which 1s intended to provide, in
conjunction with the state information-telecommunications network, information

collaboration with state and local organs of power.

The Ministry of Defense telecommunications network is being built with due

consideration for the command-and-control structure of the Russian Federation Armed

*? General-Lieutenant Viktor Bazhenov, “Computer Technology Being Called Up,”
Krasnaya zvezda, 22 Apnl 1995, p. 4.
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Forces and consequently allows for the development of large-scale topology across
Russia’s entire territory, cnsuring the exchange of data between territorial
communications systems with stage-by-stage development of information systems at
the regional level. The Ministry of Defense telecommunications netwark is also
intended to ensure exchange of information in the interests of defense industry
enterprises. It has virtually no limitations as regards expansion possibilities to prowvide
access and service to subscriber facilities and is a distributive structure functioning on
the principles of packet switch networks. As far as subscribers are concerned, the
Ministry of Defense telecommunications network is an open-type network whose
architecture conforms with the internal seven-level standard model of open system

interface.

The techmical basis of the Ministry of Defense telecommunications network ts
provided by technical system units being developed on the basis of modem computer
technology; network access units; automatic packet switch centers; internet work
mterface gateways that ensurc the Ministry of Defense telecommunications network’s
joint functioning with diverse networks and sub-networks and function on the basis of
other information exchange protacols; and subscrber terminals connectable to the
Ministry of Defense telecommumcations network that could be various items of
information technology, automation, and document exchange operating as sources and

recipients of information.

The development of the network’s package of hardware 1s based on Russian-
made and partly import elements. This process is making use of new technologies

ensuring the development of zero-level and low-level manning hardware, which
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substantially reduces costs and does not require any special preparation of premises.
During the first stage (1995) it is planned to offer the telecommunications network’s
resources to the General Staff, individual branches of the Armed Forces, and the main
military districts that resolve priority tasks in the organizational development of the

Russian Federation Armmed Forces.

In paralle]l with the development of its telecommunications network, the Ministry
of Defense is also engaged in extensive research and development in the assimilation
and utilization of the latest information technologies. These technaologies are being
used as a basis for the development of systems for the command and control of troops,
weaporns, reconnaissance, and combat support. In this work the Ministry of Defense
gives preference to Russian industry and orders computer hardware, local area

networks, software, and network equipment from Russian industrial enterprises.

Russian general officers stress that the issue of command and control during
wartime occupies an important place among the measures ta develop and reform the
armed forces. Neither the “Basic Provisions of the Military Doctrine of the RF” nor
the new “Law on Defense” that was adopted by the State Duma in October 1995,
however, has any instructions for the creation of a system of military-political and
strategic leadership of the country and the armed forces in wartime. The experience
of past wars confirms the urgent necessity of the advance creation and preparation of

the entire system of that leadership. The Supreme High Command could become the
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supreme body of strategic leadership, carrying out the overall supervision of all of the

activity of the armed forces during wartime

The Russian military could also return to the experience of the creation and
functioning of the Defense Council, which directed all of the country’s forces and
capabilities toward the attainment of victory. The composition of the Defense Council
and Supreme High Command, their functional purposes and duties, and the nature of
their joint actions in converting the armed forces to wartime status all need to be
defined now. The main thing is to teach them in peacetime to perform those tasks, as

is done in the United States and the other NATO countries today.

According to Russian experts, the Russian military has a tendency to destroy an
already existing system for the command and control of the ammed forces in peacetime,
which could lead to the complete loss of control of the troops and risks extremely
negative consequences. The functions of the Ministry of Defense and the General
Staff, for instance, are divided up without any scientifically substantiated study
whatsoever, with the former given administrative supervision and the latter operational
control. This provides nothing but more expenses and confusion, and most importantly,
the disorganization of centralized command and control. Experts stress the need to
strengthen as much as possible the ties between the Ministry of Defense and the

General Staff, giving them greater authority in the area of coordinating issues of

> General-Major Vladimir Kalennikovich Lozovoy and General-Lieutenant Viktor
Vasilyevich Solovyev, “An Arch-Important State Problem -- What Kind of Armed Forces Does
Contemporary Russia Need?” NVQ, 27 January 1996, No. 2, p. 4.
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organizational development, planning, and the preparation and employment of all other

troops under wartime conditions.

Some reformers are proposing that the unified system of administrative and
operational control in the branches of the Armed Forces also be split up, copying the
American system of command and control. That system envisages the presence of
elements on U.S. temitory that are performing chiefly administrative-support functions.
Their departments of the Army, Air Force, and Navy work on the development of their
own branch of the armed forces, the acquisition of weaponry and military hardware,
manpower acquisition, the performance of mobilization measures, etc. If one takes into
account that the U.S. forces intended for waging combat operations are largely far
removed from the mother country, the placement of operational functions on unified
and special commands created in advance in the theaters of war can be considered

entirely expedient.

The concentration of both administrative and operational functions in the hands
of the high commands of branches of the Russian Armed Forces conforms to the
specific features of Russia, the disposition of the armed forces therein, and the forms
of strategic operations adopted, as well as to the extant traditions and expenence of the
prior war. This system is more economical and requires a smaller adninistrative
apparatus than the creation of separate administrative and operational elements. All of
this testifies to the necessity of preserving (at least during the transitional period) both
administrative and operational command-and-control functions in the General Staff and

the main staffs of the branches of the armed forces.
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BRANCH-SPECIFIC C* SYSTEMS

Air Defense Troops. Russian miliary experts note that to combat enemy
operational-tactical ballistic missiles successfully, groupings of SAM Troops in an air
defense zone must have functionally interconnected command-and-contro! entities, a
communications system, and sets of automation equipment at the division/brigade
(regiment)/battalion levels as a minimum. They must have automated command-and-
control systems supporting the collection, processing, and display of data on the air
enemy, target distnbution, target designation, and monitoring of fire mission

execution.*

It would appear that command-and-contro! system capabilities can and must be
expanded to the strategic or operational level, such as in the collection, processing, and
transmission of misstle-attack data (warning) to air defense zone CPs for placing active
means of intercepting operational-tactical ballistic missiles in combat readiness. When
the warning time is greater than or equal to the time the SAM Troops grouping needs
for mterceptmg ballistic missiles, then the latter’s destruction 1s possible. But if this
condition is not observed, then intercept and destruction of the missiles are not

supported.

In the absence of data on a missile attack it 1s necessary, first of all, for all
groupings of SAM Troops capable of repelling operational-tactical ballistic missile
strikes to be in a combat-ready condition in air defense areas; secondly, data on the

direction of these strikes and on the installations against which they are being delivered

4 Colone! Vladimir Sayenko, “A Counierbalance to Intimidators,” AS, No. 10, 1995, pp.
23-24.
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must be present in command-and-control systems. Consequently, there is a
requirement for serious transformations in the structure, organization, and combat
algorithms of command-and-control systems of the Missile-Space Defense Troops,
SAM Troops, and Radio-Technical Troops - or the establishment of a fundamentally
new local ABM defense system in the region {in air defense areas) that combines
within itself maobile missile-attack waming equipment and means of intercepting

operational-tactical ballistic missiles based on existing SAM complexes.

The following are said to be necessary in air defense areas for command and
control of groupings of SAM Troops used to intercept ballistic missiles:
’ additional missile-attack data (waming) from higher svstems for placing
groupings of SAM Troops in a combat-ready condition,

. the coordinate data for selecting installations in air defense areas against
which a ballistic missile strike is possible;

. trajectory data on the flight of ballistic missiles for developing target
designation coordinates in command-and-control systems for combat-
ready groupings of SAM Troops; and

. data on the expected direction of flight of ballistic missiles for posting
sectors for final target search by radar equipment of SAM battalions
(groups of battalions).

It also must be taken into account that demands on accuracy characteristics are
increased because of the short ballistic-missile approach time. In essence, the air
defense area command-and-control system must have functional missile-attack waming
system elements (modules); i.e., it must be a prototype of a small (local) system for

command and control of missile-space defense. This is especially urgent today, when
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the possibility of missile strikes being dehvered against ecologically dangerous point
targets (atomic electric power stations, hydroelectric stations, chemical plants, and so

on) is not precluded.

The conclusion is ¢lear: as a counterbalance, it is necessary to have a minimum
of forces and assets based on groupings of SAM Troops to deter a potential aggressor.
Therefore a probable threat of a ballistic-missile strike against Russian Federation
targets requires the peacetime establishment of a command-and-control system in air
defense areas for combatting operational-tactical ballistic missiles, and n the future a
system for command and control of ABM defense in the TVD. This is especially
important as multiple-warhead operational-tactical missiles are coming to replace
single-warhead ballistic missiles. Experts note that to create such a system the Russian
military should interface command-and-control echelons at various levels, from the
operational-strategic level (the central command post, where all data on ballistic-missile
launches for the region i1s concentrated) to the tactical level (CP of a group of

battalions).

After the Persian Gulf events, tests of the S-300 SAM system for intercepting
ballistic nussiles were held at Russian ranges. Results were reassuring: two out of four
missiles fell 7-8 km from the point of aim; i.e., they were dislodged from the flight path.
Thus, it 1s possible not only to bring fire on ballistic missiles on the descending flight
path, but also dislodge them from their course to preserve the covered installation. The
Russian military claims that its S-300 SAM systems can perform this mission. 1t 1s only

a matter of information/command-and-control support and of the interface of command-



and-control systems of different levels or the establishment of an intermediate CP in a

region (in air defense areas) for receiving data from the missile-attack warning system.

In the future attention must be given to the development of a mobile, effective
ABM defense system that is capable of reliably intercepting single-warhead ballistic
missiles and the reentry vehicles from them, including stopping attempts to deliver
operational-tactical missile strikes against area targets (“hostage” cities and
ecologically dangerous point targets) Conditions for command and control of
groupings of SAM Troops become more complicated with the transition from single-
warhead ballistc missiles to multiple-warhead ballistic missiles and with their increased
flight speed (over 1,100-1,200 m/sec). This is connected with a reduced flight time of
targets and their reduced detection range. Until an ABM defense system is established
in the region (in air defense areas), the missions of intercepting warheads also can be
performed by groupings of SAM Troops with a certain reduction in defense areas, an
increase in the number of battalions used, and development of high-speed SAMs with

a more powerful warhead.

Naval Forces. According to Vice-Admiral Yu. Kaysin, the growing importance
of naval forces n the politics of the leading world powers as well as the growing
importance of the Russian Navy for maintaining peace and stability, carrying out peace-
making functions in various regions of the world, performing and supporting foreign
policy actions, and offenng help to the public when extraordinary situations arise
entails some changes in the functioning of the entire system of command and control.
Though such elements of command-and-control systems for naval forces as command

posts, communications facilities, and automated command-and-control systems were
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created on a fundamental basis and were universal, the training of staffs and advance
planming were concretely oriented toward a specific scope of missions and therefore

require deep analysis and rethinking at the present time. *

In connection wath this it becomes necessary to redistnbute the efforts of stafls
and concentrate attention on matters of indirect training and conducting operations not
only within the framework of a large-scale war, but even under conditions of an
outbreak of regional conflicts or local wars as well as the implementation of certain
foreign policy actions. In doing so, it is necessary to consider fundamentally new
approaches to creating groups of forces in occan and sea zones and controlling them
in the course of an operational deplovment. This will require additional knowledge and
skills of admirals and staff officers and the consideration of not only purely military
matters, but also political, economic, and social questions. It is necessary to learn how
to control forces operating as part of a multinational force, including forces under the

aegis of the 1] N, and provide for coordination of these forces.

One of the main trends in maintaiming the established level of operational
readiness of the fleets is a comprehensive approach toward the training of command-
and-control organs and forces, which calls for combining the necessary intensiveness
of operational, combat, and mobilization training with the efficient use of forces and
funds mn the course of combat training. Today’s conditions raise even higher the
personal responsibility of leaders at all echelons for the operational readiness of the

command-and-control system to carry out its intended missions, and toughen the

* Vice-Admiral Yu. Kaysin, “Special Features of Building the Command-and-Control
System for the Fleets in the Current Stage,” MS. No. 4, 1993, pp. 33-36.
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requirements for a clear demarcation of the functional responsibilities of command-and-
control organs at various echelons and for the professional knowledge and skills of
admirals and officers in ensuring the efficient use of available forces and resources of
the fleet. All of these have been and remain the main factors which determine success

in carrying out assigned missions by the command-and-control organs of the fleets.

Today it can be said that the “arms race” is a thing of the past. However, the
“race of command-and-control systems and logistical support systems” continues and
is even picking up the tempo on the basis of new scientific and technological
achievements. The improvement of such systems greatly enhances the potential strike
capabilities of naval forces, which is especially important under conditions of the
quanttative reduction of forces. Therefore it is very important when elaborating plans
for developing the Navy to determine the prionty of various projects, estimate their
share in executing the entire complex of missions facing the Navy, and ensure their
prionty financing. In doing so, it is advisable to perform the fundamental research and
development of new combat means on the basis of integration both at the level of the
Russian Defense Minstry (branches of the armed forces) as well as at the level of state
institutes. The financing of the command-and-control systern should correspond to its

contribution to the execution of defense missions.

Of vast importance in determining the numerical strength and organizational and
manning structure of the staff of combined-arms formations and large formations of
fleets 1s an expert evaluation of the quantity and content of their command-and-control
activity. It is advisable not only to specify the list of missions being executed, but also

to analyze information flows and data on the status of technical facilities possessed by
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each subumt. One should stnve for maximum unification of the structures of command-
and-control organs: from the Main Staff of the Navy to the staffs of formations and
units of the fleets. This will permit both reacting more flexibly to possible changes in

the makeup and character of operations and ensuring better coordination.

According to Russian naval officers, electronic situation coverage occupies a
special place in the series of measures for supporting the command and control of
combat and other activities of naval ships. The sphere of its operation extends in space
from the surface of the sea to its bottom on the one hand, and to near space on the other

hand.*

At the present time, various guiding documents and official publications contain
a certain incongistency in the interpretation of the concept “electronic support,”
including the electronic situation coverage process as the initial component of this type
of support. As a result, achieving uniformity of existing views is becoming an urgent
task. Naval experts present the entire process of electronic situation coverage in the
form of the structural diagrams that are depicted in Figures 6, 7, and 8. Based on the
theoretical bases that assume the gradual nature of the resolution of each electronic
situation coverage mission that is depicted in Figure 6, the algorithm reveals existing
communications and dependence between the stages examined and displays a definite

symmetry in the dynamics of its implementation.

* Captain 1st Rank V. Luzgin and Captain 1st Rank S. Smirnov, “Electronic Support to
Combat Command and Control,” MS, No. 11, 1993, pp. 33-35.
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A Graphic Algorithm of the Electronic Situation Coverage Mission Accomplishmnent Process
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