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PREFACE .· ... 

.. i : \ ,. ·. . ,,;~~i;\%i . . . . -·· 
When.· the blind seek to lead thebl~d, a cautio~ri~ti;is in ~~der. This report · 

is written in ·blissful ignorance of whatever syste~tie~tortS: ·the United States 
Government haS made to construc:t a. counter~ecepti~ii:iap~bility, designed to de-·. 
teet, neutralize, and undermine those foreign deception·~o~i'ati9~. that degrade . 
governmental performance through u.s. intelligence chamiels: rr~:~e extent that 
luc:h ·a capabUity exists, what follows may:~ fiUperftuous. Neither:the public litera­
ture ·on intelligence · activities nor tb.e: :,Pubik:·:l:~rd of intelligence predictions . ' : · .. ·;. .. ·. : ·.·· ·:.· .·: . ...... ·· .. · ... . 

· i · confirms the existence of such a counter:Geceptt<?P ~piibi,Uty, but the public record i. is notoriously murky and subjeCt to colf~i.~n.·· · .; ~::;·i:~~·::(/;·: 
~ · · This report explo~ the effects of d~ptiqfi~li~n· Strategic- ~arning systems, 
J · · and possible protective efforts for the detectj9~ .of strategic foreign deception. The 

report excludes from ·consideration ev8luatioil .'6f organizational alternatives for 
. : · counter-deception systezqs: Drawing only upon'jnibllc sources, this report is designed 

to5erve a5 a background rerez:ence for readers interested in methodologies for coping · 
with deception, or hi 'referen'ces 1t, the literature of deception and cognition. . 
. Preliminary ~~P oftliiS .~udy were reported at a stra~gic planning confer- · 
ence sponsored DY· .. ~he th~~ Adv&:iced Research Projects Agency (ARPA) of the 

. ,. Department ofDefeilie 'ln Aprill972; The report identifies methodologies of counter• 
. . ·: . _ ·.· deceptionlplanning ihat~ay:~. appropriate for:SubSequentpARPA'researc:h. This 

. report was supported by ARPA Contrac:t DACH1567CX>l41 with The Rand Corpora· 
. · .· .· tion, where the author is a.; member of the Social Science Department. 
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. _;: . . . . . ! . ' •. : -~t~*'fi. . .. . .....• 
. · Strategic deception has risen with the incidenc{o(stra~c:~urprise- in 20th 
centUry wa:i-fare. ExPansion of systematic intelligerl~:-6?ii~-~~r(his allowed deeep­

. tiori planners tO degrade their adversaries' prediCtlv~·:perrtiiili&nce, jeopardizing 
·arms control opportunities and trust in the reliability ofstii~~~Pr:~ctions. Tech· 
mques for detection of foreign stratagems are reviewed with'tt:ri~¥~;o establishment 
of formal counter-deception systems. .::: ~>:;\ ... - . . . . . v-:~7 ~. . . : . -~- .. · .. 
. -Section I offers a historical introd~~o#·:f#:St~tagem. Deception is proposed to -
have been an intennittant practice m··:Wjj:'el:iCij~ed-bji;:(t)war-fighting strategies . 

· de,Pendent upon tbose .ofadversaries;'(2}tmor ~tabiiSi;i·t;~~t -ofintelligence collec· 
. -tio~ systems;.(3) asymmetries in mobility~)~~b~_~;, ~~rial. or electronic capabili· 
. ties; (4) polarity of interests; (5) personalities;'(6) deception doctrine; and (7) perma-
. DE!Dt deception organizations, generally e~t~~ sin~ World Warn. - . 

. _ - Section n reviews evide~C. .~n the efficacy :of deception in 20th century warfare, 
· primarily from the empiriCal hiStoriCal reseatch of BartOn Whaley's Stratagem. Of 

· . ·57 strategic initiatives i,ilvol~g'deeeption in Whaley's study. 88 percent yield some 
_: ,. element(s) ofS\lll)~;iUnplu'bioU$1an!lings associated With deeE'J)tion yielded sur­
. prise iii 89 pen;~t:~rc:ase5·.'iutlioU:gb it.iS widely assumed that intelligence predic­

- tions have been ii:iiji!O-"ims: giv~ii radar. better overhead reconnaissance,· and other 
. teclm.iques developed 'iii yforld Warn, Whaley found that fully 68 percent ofland 

battles in World War I:i yielded surprise, compared with only 48 percent ~ World 
War I. The Whaley datum· Ih'~f~c!erestimate both the incidence and the usef~ness 
of ~~p~oD.,-i,n war. Data on high-intensity deception operations were segregated 
.fr.Orii . otliet·.~ in 27 of28 cases· some element of surprise was obtained. ·' 

. -::f~;~j•·ono~g · :t~ report's testing of the effect ofhigh-inte~ity deception upon the 
::y~~J~~dence o(~~. Whaley tested the effects ofthe intensity of deception upon 

.:/~~·:·~Sua,lty rauOS:--&nd. found that high-intensity deception correlated . with reduced 
· · :~:::~=~ii~ty ratlbs~-;of deceiver to deceived for those attacking with broad -cover and 
... · , ·d~pti~ .. :~ey found that increased intensity of deception correlated ~thin· 

c~&Sthj"'~~nsity or surprise, but Dot with an increasing overall incidence or sur· 
prise. ru report.'s findings indicate that increases in intensity of deception corre­
late with both increased likelihood of high-intensity surprise and increased inci· 
dence of surprise in one or more modes: intent to attack. time or attack, place. 
&t.rength, or style. Whereas 80 percent of low-intensity straiegic deception oper· 
ations resulted in some mode of surprise, 96 percent or more of high-intensity 
o~ratiJ,SS resulted in som~ .... ~...e.L~~ryri!e..._ __ .. _ ... ~ : 
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fviii. 
t=· . . lt"i.S"conaudlia ilia~ in the abSence of~oUiiter:cleceptiOn;ysie"xi~;~ ·-­

deception has resulted in almost certa.in surprise. ~ith great damage to defenders. · 
Although the Bayesian p~babilities from nonnuclear ~arfare should not be directly 
applied to estimation ·of prelaunch warning in nuclear war, data on past inciQ.ences . 
of surprise do not generate a priori confidence in the reliability of prelaunch s~te-
gic war v.·aruing systems. . . . ; -: .~:.s. 

· Asymmetries in intelligence capabilities, particularly in ~ounu;r~pi~nage 
.duels for control over adve~ collection systems, have contrib"!lteci":n~t. Qrily to 

__., high incidences ofsurprlsebut~ to s-~rlH in the costliest Ca.s~·an:Ci rii-~~~:Niib . 
contributi.tlg to the failure of intelligence predictions has been the.biixiodal iriforma:-· · .. . 
tion theoey· conception of"siguali .. and "noise," which leaves no room for the sp~i.":.:· · :·· 
ous sigrzals, or· sp.rigrJals, designed .to penetrate the . filtration barriers or signal ·. 
processors. . · ·· . . -;? ,":{;- ' . 

The key im~ent to &traiegic arms control terifici..~ion.~ the challenge of 
. deception. Section m addresses methodologies for:.¢9\lii:~r-d~p~on planning. Ad 
·hoc efforts of intelligence ~alysts to cope with deceptioh:~v~.-~n notably .unsuc­

. cessful; judgments of captured enemy war plans hav~-~~'~si~mcantly worse than 
would have resulted from coin tossings. Four of five geriuih'eplans .were treated as. 
forgeries, five of five deception plans were accepted as genb.~~~?~·: · ' · 

: Three techniques for the detection ,of dec;eption are outlm~: the reconstructive 
inference. method, in whiCh the reco~t:i:ii'~~p·:~f:BP.#gnals patterns is attempted; 
the i.Dcongruity tt!Stirzg method, the tradltio·n~: r~t#i)if.hitelligence analysis, which. 
tests alternative hypotheses; and the·:,.~};,e~bllitY:·ks8ssment method, which in­
volves the prediction of future vulnerabiliti~ -~ri the ·b~is of Bayesian estimates of 
conditional prObabilities derived from past. -~ of deception. · · 

: .. ·National style5 of deception are gen:Da:D~. to both the reconstructive inference 
method and the vulnerability. Ssses,sment app~ach_ Previous Soviet "'war scare" 
practices, which spoofStrate!i~ .war warning systems, are inimical to arms control 
and war avoidan~ objectives: T~ditional Chinese stratagem has aimed at winning 

. without 1ighting,:by .. :m~p~a~g ~he utility functions of the adversary so that he 
, . • confounds him.Seif •. cOmmunist stratagems in the Chinese civil war relied on strat. 

· . gic movement, ~Udures, traps, and multiple feints. The preponderance of Soviet 
and Americ.;m straleiie:P.()~er, combined ~th a sense of territorial insecurity, may 
encourage Chinese $tr&t.egtc.foice procurements that emphasize mobility and strata· · 
gem·and could create innumerable intelligence puzzles. The understanding of past 
nationhl ~d~ption practices may contribute to Baye5ian formulatio~ of attack 

· -·: ~warninP based upon a priori practices and probabilities. · · 
.... ,: ;<>-:~-=·· . In attemp~g to distinguish sig:rza/sfrom sprigna/s, it is dangerous to rely upon 

· -:; ~ ;:: ·:::c -;:= tT~ditionaliy . ~liable sources or compartmented intelligence as test standards . 
.. _:.·.';".} :;:7; Channels.:.t.h,Bt' are unquestioningly accepted are favorites of deception planners. 

· · : :_ :PrQbabiliSUc information processirig, cross-testing, and retesting alternative hyj>o­
-~~ ··~e~prefera.~le to testing again~t a subset ·or supposedly reliable data. Dece~ 
tion' pt~h~r; -~~Y~' ~~n .. reirtr6ree<l. ~ liieeonceptio~r·ot an_ticlpatea~ expect.StionS­
Prominentl.Y displayed self~eceptioiis·'inay 'be r:eiruCirce(J'-by'fhreignBeception plan-

ners. . . .............. , ...... .,. .... ~ ,· .t ·.-..,;.: .. : ,. . .: . . . .. . .. .. ... . . 
Col.l;t~f:d~~tion· planhmg 'involve5 riot ·only--detection ·or deception but also · 

countermeasui~ rof sfra'taii~ :ihafluive been deteCted and those stratagems that 
· _ · may be anticipated on the basis of past experience though not specificaUy det.ectecL 

. . . ... . -·-·---- · · - · ··· • - - · -- · · • • '! •• ... · · -·- ·· - · · · - .. . · - · - . • ·• .: '·• · · . 
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F-? .· ~tection of strab;ems i.S~complleated by randomly generated feintS, just as strata­
gem is compl.ica~ by ~domly generated countermeasureS. In view of high inCi· 
denc~ of-deceptively induced surprise, designing strategic: force postures that are 
not substantially degraded by surprise attack is a central element of counter-dece~ 
tioo planning ' · .. :~·:·::; ~: .:.. 

. • .. . . . . ... : .. '!.~·· ·:.;.: 

Among counter-4eception countermeasures are: (1) modification ofiit~lligenc:e · . 
-collection systems to proVide secure. variable, . corroborative da~ ~) pr.~i$ re- . 
so~rce allOcation (some-of whlch caD· be de~rmioed by operation5_:·f~~c);{~d. · 
gaming) to minimim the costs of being deceived; and (3) the motcitmg of Ciniri~· :·,. · 
stratagems (strataget;n.s that play upon wlnerabilities-in adve~z-1 stratage~>:::~:{::· · 
once deception has ~n detected. , .. ,_ . :::-.:·-:-~ · 

Section IV addresses problems· of deception and c:o'linte~-d~eption planning in · 
an anns control environment. Deceptively induced un~nty may contribute to 
mutual deterrence, particularly a.s surveillance and f\iiq;Uice sy~ms ~me more . 
precise. Some decoys may be more valuable than: ac#~~ "Yf~pons at lower: cost, . 
because the resultU:g uncertaiuties CO.t!lplicate atta~~t-':P.t~iig. Deception may · 
prolong the survivability of existing strategic weapon· ·~ii:iS~·:Gounter-deception 
systems shQuld be sufficiently discriminating that they ciui'ideQti'ry-~he approximate 
purposes of detected stratagems, ·thus av~id.ing unwarranted.pi~iires to abrogate 
agreements merely b!ause enemy "det~ption~~ h:as been identified. · 

Because the record· of 20th c:ent\ifY:;)Va:~~~¥:~~P~.C?~ . indicates ·considerable 
... advantage to attacke~ C:ounter-deceptjo·~;sy9t.e't$ _ip'~$'!~uce both the likelihood 

and the intensity of advantage resulting; fiO:t!i ~~eptive·atfacks. Insofar as military 
-· ·: attackS are stirpzise.dependent-4o be lauriche<l:oniy if surprise can be anticipated-

. . enhMcement of strategic warning is a contribu~ion to deterrence. If mutual fear. 
·· · · ·distrust, and recrimination ·are detrimental 't.O :a 'detente in international relations, 

0 

•• : :' ofwhlch arms control j.S'j\isforie aspect, enh-anced confidence in the predic:tions.of 
· - , the world's leading intelligen~ 6ervices should provide statesmen a fimer base for 

... · · international commitm'ents .. : · : .. =-.:.-: . ·-·. · 
. . . . SMCiaf effo~ -~-d~teet'.aa~~~: deception activities may also contribute-to 
.. . . arms control rrieasures'tliat have been blocked by past wlnerabilities to deception. 

·. ' · : On-site inspection5<wh~ -~~rns ~e known to host states and "facilitated" nation• 
. · : . al verification in known patterns are subject to deception. termination, or both in 

.. · that order. Counter-deceptioii_&ystems may tum adversary deception operations 
· · into early .. w~ming syste~--providing safeguards in arms control arrangemen~ 

. . ,~Y.~~~-~-~-~ :.!~~~ of on-site inspections. 
1 

· · - · · · . . 

~- · :-. ,~.- = •. : :J.n ·· the :Iilt:e.-~h century the communications systems of all the major states 
:;;)~uld be ma~#p~ated by foreign stratagematists. Enhanced counter-deception . 

. _::·:·;)~-:~pabilities ma}i:~restore a measure of integrity to transnational co~munications.. . · · 
·-~·;· :):·Man:·':!s not .ai~i:ie in the use of deception, but most studies of other species, social 
· : :: _ · -::~':1nif-~jrtii:nals, suggest use of deception against other species. Evolution of 

. ·' ·. ·· ·"· ~,._:. cl~ly ~~~ ,g~petic trai~ pe~tting __ tbe q1ilni~g. of ~OI\~ipl~ ;;~ies~ traits, 
. . ~- : iitlgges~ ::a: ~on~\n~mg ·: rol~ for defenSive stratagem m ~~~w:atse!~i~J1· . 
. < . . Iii• 'certa.i.n·speciespnmitive'C:oUri.ter.Oeception measures against predators have 

· .. ; · . . been reported. It is _not_yet known wh~ther other ll~i~.Jlet,v~Je~r_n~Jhe control 
.. +-of deceptive capaCities within the specil!:S. If they have, ~r~aps p\ap. too, may lear:n 

. to eope with his apparent skilJ in deceit. And if man;s mtellectua) powers have 
· ~miitted previocsly unknown dec~ption.s within the species, those same powers 

, should }>elmit establ~hment of counter~eception systems that may render such 

3 stratagems _less_ likely and less deadly. 
~~~~~~-~-~~·~ .. ~~-~~~-~·~~~. -~ .. ~~- ~- ~~·u·~·~-~~- ~-~·~~-~-~~~~~~~~.-~~,-~-~--~- ~-~~-~~~· Iii -- .... 

14R002300090004-8. 

.. .. "-· 

.-. 
· - . -. ·- . • 7" ..;, 

~.:. .: • ...... '!' . .... . 
t · ·- . .. -: • • 



~-----------------------------------------.---~-~~ . Approved For Release 2007/04/17 :. CIA-RbPS3~00914R002300090004-8 .. 

. .. 
1 ' . 

.... ..... 

.. .... 

.. · . .... ··.· . ··.· 

- .. ACKNOWLEDGMENTS . 

::. 
~· . : . 

. . . ~~~ ::i:.~· 
·. ~ . : . . . . l}~:{~t~~ ~ . ~ . . .. ~ . 

I wish ·to thank Thomas A. Brown, Merton E .. Da~~-:·Ann:a.s. Ford, Timothy 
Hallinan, Francis H~ber, Arnold L. Horelick, Fred. C.Jkl~~ri;a#-'Jenkins. Amrom 
H. Katz, Robert M. Komer, Joseph E. Loftus, AncUew'W..:~!fall, Lucien W. Pye. 
and William W. Whitson, who shared.time and thought8'-0ii'iopi<:s .of interest to me 
in the preparation of this report. : :,.::Jf,:J:/~~:/.~~ -· ...... : ~ · ·.-.. ~:· . 

Professor Barton Whaley of the Fl~tc;lt~r School of Law-· and Diplomacy has 
exchanged thoughts .and references on:~thls'.::subject. He has ~n kind. enough to 
review my critique of his provocative::~~~cli:~~~;.:i9!i~~~':l~.a fruitful dialogue on . 
this subject. ·· . · ·. · · · - <·;;:-:~:,:;.;:'_ · ·,~:d:=5::·~: ;:;:~:~.:-~ · · · · . · 

. . · Professor H. Wentworth Eldredge ~;ih;,:nep~itiri~ri(orSociology, Dartmouth 
College, offered valuable obserVations alia ·~tidSms of ~ preliminary draft; Dr. 

. Richard Warren of the Instrumentation iah<>fatory, · M.I.T., offered comparisons 
· · .. with oniitbological and mammalian spe;cles' ~deception patterns; and Dr. Ladislav 
· . Bittman provided comme~tarlEiS .. on his previo~· work as ~puty Chief of the Disin· 

· formation Department, CzeCh Secret Intelligence Service (STB). I am indebted to all 
. , oftbem, and to tb~·s~ofR2iici's~ial Science Department, incJudingin particu­

. Jar editorial assistail:ce· from-Christine D'Arc, and secretarial assistance from Marjo­
. ·" : rie C. Schubert:··:· ::;.:{·\=:_:·:'~;~::·.:·:·;: .. ·.: .. :·. :·;.'·· · . . . ·. ·- - · · . -. 
· · . · . . The New Yorker haS all~wed reproduction of Charles Addams• "swinging., ca~ 

· · toon from its July 1, t94~ 'emtion. 

. .. · 

·. . : .... 

·( 

. · ·.::~/.::::-·. 
-~ : · · 

~- . 

.... _ . 
·-· 

. . · . : •.• _ .. :_··.· . •.. ·· '·. · .. ,· .·• .· .. ;·.!;_._·,·.·.·"/· · •. ··,,·_,-;· ·• ·.·· - :,.,·:· . '! .·.·.·.-.··,·, "• ': . • · . . -~··!.:: ...... .-.-1.~_\~o . . .. ·:.:2~];( : .. ;;..; .. -;. / .. ;. : • ... -

': :
0 

, • : ~ ·:~ ".r • ~·r'··~) ' :-: '' ; · .. \ '0 
•:.:; 

1
o .. ~ ' :" · ~·· :-: 

0 ','~ • • ; : 

0 

, ·: '• , _.., I ... ~ •· ~ o, :. •.;:'., :_ , •: :.i 1 <o, > li 1 : 

' . . .. . . 
·· • • ·.': -~ •. ':\ ~ :"'-. '.i">"' ~ -- ·!';r:> :-~ .. -.. ·:£",J ·., ..• . '"'· ~·!1';~. ! :1 " ~,: :-.· • =·~ •.• ·.;, . -~- ·:-: . . • .... • .. f··-'.: ..... ·~···~ ~ 

• . ~ \ : .·, ; .•. ' · . . ! • .. . . .. ... ~ 

.:::. ·. -
~ .•··:-·. ;-... ~ . 

_xi .. 
·. :-

. . .. . . 

. .. · .. -: . _,.. 

. .. . . . . 

-.. 

I 

I 
I 
I 

; • t 

···"'·. 



•• 

1 

·. 

.. 

· ~ - -··- ............ ---- ·-·~ ·----O > M o - 0.0 • ·-
Approved For Release 2007/04/17: CIA--RDP83M00914R002300090004-8-

·. 

• 

CONTENTS 

.. ;;:r.~.·.~ 

SUMM.AR.Y ••••••••••••••••••••••••••••.••••••••.••••••• '=r~ •:. ~,. _~.,. ••.•••••••• 
. :: . ·. ,··: . . .{k~ :;:; .. . ;. . . · ··-~~:? . . . ·~ 
ACKN OWLEOO ME,l\-TTS ............... - ... , ....... ·•· .•••••••••••••••••••••••••••• 

Section ~:t:~~~~!~H{:.i\~~\~~~~3~~{}:~~~~~?'~ . 
· :··.: L A IDSTORlCAL INTRODUCI'IQN .. TO.THE'ART OF 

~: ... ;.: :~: .: : -<::. . . . 

n. 

srRATAGEM •••••••••••• ; ...... · .~ . ............................ . 
. . . . .. ~ . . ~ . . : . 
· ·: · Notes ..••••••.••••••••••••••••••• :· ;:; .• ::~ ..••.•••••••••.•••••••••• ~ • 

· .. ·. · ~ 

THE. EmCAC!,'(qF~pE~PI'ION . ~·~: ;: ....•...••...•...••••..•••..• 
'I'he Aura· of.~: .· . .-_~ · ~.!t ••••••••••• ·• ~ ••••••.••••••• •. ~ ••••••••••• 
A Reapp~ of the.:Whaley Data .•••••.••.•••••••••••••••••••..• 
~odels of~rroneo~' rntelligence: .•.•....•....••..•..•..•••••••. :. 
Speculat:i~.~~. on the VUlnerability of Arms Control . . .. ...... · .. 

· Agreements-": ·. ::·;:~ ··. 't ••••••••••••••••••••••••••••• • • • .- • • • • • • • • • • • 

Notes .•••.••• ~-~: i~~:~ ·::: ;~ : ........................................... . 
I ·' ; . . ~ • ' • 

In. . COUNTER-DECEPrtd~ PLANNING: METHODOLOGIES ••••••••• 
· · . /): ~-; .. the .. ~ature of a Counter-Deception System .••• ~ •••••••••••••• · ••••• . 
.. ::·up.;:. :&it~f-the-Pants Counter-DeCeption ~ethods .•••••.••••••••••••••• ·:·:·........... . . ... -; .. ·~. . . . >:: ~--~· y;r De~Qn .of DeeeptJon: Three 'I'heones ...••.•••••••••.•••.•••••••• 

. •.•• . • . . . 'b-- • • • • I-"' 
.:::.· .. : ....... ·.~;.~ :·.: ·.. . . . ~oristrJ,lttive werence .................................. · •• ~ ••••• . 
· ....... :·:';_.: =-.·=· .. ~:.. .-:·== ·-:r- s· a1s • a1s · 

·:·~:. :~:<:. · .. ::::.;:::. Testmg .. Jor 1gn and Spngn ••.•••.••••••••••••.•••••••••• :. ••. 
··.·~~:~:; .~·~ : :.:: .-···· ... ~; . 
·· ·~ ... r..: .. :-.; ~-: ~; :· ~CODgr\llty Testing •••••••••••••••••••••••••••••••••••••••••••••• 
. · -· · :··;. ;:.:~:.:::~; Guanung Against Expectation, Self-Deception, and . ·. . . , .. . . . . . . 

· · ·. ·. :.-~· .. · ~mmi.tment ..••••••••••••••.••••••••••••••••••••••••••••••••• 
. Vulnerabil~ty A.ssessment ••.•••.•••.••••••.••••• -••••••••••••••••• 
The Style of Soviet Stratagem ...• · ••••••••••••••••••••.••••••••••• 
Chinese Styles of Stratagem ••.••••.•••••••.••••.••••.•••••••••••• 
Countermeasures •..•••.•••.•.•••••••.••••.•••••••• ·-••••••••••••• . 
Notes ••••.••••••.•••••..• : • •.•.•..••.••.•••.•••••••.•••••••••••• 

xiii 

iii 

v 

ix 

I 
5 

.9 
10 
12 
21 

22 
. 24 . . 
33 
33 
34 
34 
36 
40 
46 

49 
50 
56. 
56 
60 
~3 

... 

.· 

. ·. ~ . 

-. 

· .. i 
I 

I 

. 1 

~ ' . 

... 
.·_:·. -

·. 
~ ·- .: 

iA-R D P83M00914 R002300090004-8 :: ... ·.;· .: : ; ::·:: ~l~.::;~~j, 
------~~~~~~~~~~~~~~~~~~~~--~~~ 



r-----~~------------------------------~~~ 

·. 

' .. 

· - ApproveeJ For Release· 2007/04/17 CIA~RDP83M00914.R002300090004~8 : 

IV. 

. · .. 

... 
v 

.·. 

COUNTER-DECEPTION PLANl\"'NG m AN ARMS CONTROL 
. El\"Vm.ON?d:ENT ........... : ............ _ •••••••••••••••• -~ · •• ~ .79 

Deception i:Q the Service or Arms Control. •••••.••• - • • • • • • • • • • • • • • • . '19 
The Necessity ()f Couute,..Deeeption Capabilities · •• ~ •••••• ~ •••• ~. •. • • ~0 
Stratagematic Vulue:rabillties in. Arms··eontroi E~Viroiiments .•••• -:;. . s2 

·· - • . • •• . •"• ·X·. 
Safeguarding Verification Systems ..•.••• : •• ~ •••••••••••••••• . ::-).~~-~~·~ 
The Con~l Qf Deception; Is it Possible? .••••.•••••••••••.• ~,..:,~:~!.~~:: 83 
Is u Sa • Dece • s . ? . . ' •.. ,..... ,~ nomo rp1ens a ptive pec1es ......................... ~:.:i):~;s.:·~-~. OAk 

N tes ·'·~ ·-·;.-:-• ::·~=.:~::·.;e";..o-
0 •••••••••••• ~ ••••••••••••••••••••••••••••••••.••• ~.· ... :• .. , .... · ~··~··;.: .. vi 

. . •.•...•... . ;~;y .,,~~~%;~§> 

·, 
.!· •• • 

;-: ·-· 
·.·· 

. ~ --
, , . 

··. .- ... --~~ 

.,. :~ .· .... ... 

• • ·. ~. : .:.1 : · .. ': ::.' . 
·:·· ·· (' 

.·.: 

. . •. . ~--

~· ': . 

· ;_r .... · 

., 
.. 

.. ·· , · . ~ 

. ·,·· · .:. 

... · ·. 

· ... ·. 

. :- . ..: .. -~.:. .. ... .. "', ·~: ... ~.:· . 

·.:,..:.: . ·. :·· ·, 

: --:.."·.·:!~) 

~-· . ; 

• 

.~ : .. 

.· 

.... ,. ·~ -

,, ..... 

.. .... 

.! ·~· .; 
..;. . 

. . ·I 
• I 

I' ' 

i 
~ _, 



. .iJ. 

. " 

; \' 

·. '• 

,' o!1 . 

. ~· 

. -~ . 

• 

·Approved For Releas.e 200l/04/17 : CIA-ROP83M00~14R002300090004-8 

··.· ., .. -:' . : ~ 

. . . . . . . .. . /:~fYtt;,._ . . 
: I. A IDSTORICAL INTRODUCTiON TO THFfART. OF'::.;~:(:;·::~::. 
. . : · · · STRATAGEM. •. . . · :..:·::;:~::-=:.,:: ·· . 

.• · .• ; . . • ... . • :·,; . • . • < . - ~}~~:;.. • • .•• • ..... <~~~~:··· . 
·;· ·: :~.: · : ·::r·:.~ ·~.~ ·:· . . · .··. . ··.:·· -..~·.~--··. 

<:··. ,:~~· .. •, : : .. '. :;.~ · ·. · .. . ·. : . . -~ ·. . . . .:ti)~lt:~.:~-~i~:: . . . ~-. · .. : 
· · · ·At the outset, straUJg:icd~ptionshould be ·~h~:.~~~p~paganda~d 

disinlbrmstiOD, to delimit and emphasize the sow··of:'~f~_i:i(c;oncem. Strategic · 
deception is the intentional creation of false reliance ·'ri~hiii-.:~:J~.rget group. to 
mislead that group for strategic purposes. This study will ooiiS"iderZSirategic decep-­
tion of foreign targets, generally coo~ted by intelligence or~tiritysenices and 
directed at foreign policy elites. Prop88~cfs~d-~~ psychological operations • . • . ..•. ;.·:;·.: ······:· ... ·.· ,• •: •• ···.s • 
. are d.irected at wtder targets, often by.,:.i:qore : di.fi'~;.c~ than those used in 
strategic deeeption. Propaganda, both offioiily ~4~'0.~]~gf!d and covertly present­
ed; is used in deception, along with f~_j:iifo~ition .. (disinfo;.mation), physical 
camouflage,-display of decoys, mounting ofp~j!i~ feints, transmission of'' dummy" 

· . · · radio signals, and the leaking of true informatio:i:i packaged so as to encourage false 
~ inferencesf .. :J . : ·: < :~~;.;~,.{:i;\·. . · ··;;·.f:\:.r .· . - . · · 

· · · · . · Deception does m9J1!JI~an :~place passive·~'security.'' a shield rendered inade-
. quate by the magnitude .. ~a ~~~tration of modem intelligence. Strategic deception · 

in its more ruthl_eis&:··~Pect.s ~ ~eid.s' ; ·m()r~ than uncertainty and the conseqW".nt 
.spreading of eiu~~i~u~~; s~~_peception causes a redistribution of the adv~· 
sary's resourees· m:tlie.·.:JViOiig~edioils, thereby assuring not oniy surprise but its 

. full exploitation. ·: ';:·:~t;;:.d::/.:r, :- . · · · · ·· · · · .. · 
A recent study, ~r~i .. ~n Whaley's Sti-at.agem: Deceptio~ ant! Surprislt 

in War{l969), has mtroduc~fan· expanding literature on strategic deception iri 20th . · 
c:entur:fwanare. • Before appraising the efficacy of deception in this century, and the 

. impOa.aa~t'i~r·~e~odo1ogies to counter its effects, 1 shall discuss a few practices or 
. · .·cieeeptioli".iii·:iriilitary history .. · · ·. · ·.: · · · ·· • . · . · · 
:·/~:~ ;{:·:is stra~~'~i~ption of~lenting imporf.allce in all warfare, or a~ ihe tech­

~:::::~;~:::~~~~. of st~#i~~ favored in some eras more than in others? On the basis of all 
. · ·: ·~::.tc;o:r:r~e.n.t8Ji.data, I shall attempt to identify some of the conditions under which 

. i 

' I I 
· ·d~·~ptip~~·:o~f~tions have flourished. · - . · 

· ·· 'Ff{e~}b'is been intermittent. not continuous; practice of deception in war. 
ThiS··:~ not a startling statement, but it is a n~ry prelude to analysis ofthe .. 

conditions that make stratagem opportune. There is a tendency to legitimate a 
practice of the present through discovery of a historical tradition. But to write that 
"'deception runs through the histor)' ofwar,":J or that there is "ample evidence of 

· ~ [deception's) use throughout history,:•• is to discourage analysis of the· discontinui­
l':.-.. ties1 which are more striking than 'the continuities. Professor Whaley notes that 

. • _ c!_ec_!p~i~~ iS "~~~:or--rat~~· ~te;~1iteiit1Y.ilnd icli05xnc:!-tically_ P!3~. · -
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'- · ing. Hanniba1;dUri.ng his inv~i~n of Icily in the 3rd cen.tury B.C.,p~undered· the 
· C(?untryside, spreading news ·to his Roman counterpart.and dra~ing Roman forces 

: berund him into an ambusilait:axe Tra.Sm;.eiius~The Romcm forces failed to send 
advance scouts but ·managed :1onetheless to be lured into a trap. 

. . 
+ .· 

. i 

In general, intelligence system.S flouished before and during periods o( gl=eat 
interest in stratagem. Each ofthe.extant classical texts on stratagem arises iri a:t4:0"e 
and place in which intelligence systems were strong. Sun Tsu's Art ofWatfrdm:the 

. Chou dynasty in China indicates a mature perspective on intelligence abcitcai'ii:ite!~ 
espionage, aside from its appreciation ot deception, in the 5th or 4~;-~~tUO:·:~{<;·:,. . 
The Roman texts ofFronti!lw;..about 90 A.D .. and Polyaenus, frciiif\h'e Pa~i~~:;:; ... 
War in 162-165 A.D~. follow development of elaborate scout intelligence syste~ in;::~ ··:{ ::· 
the Roman empire, as do the fraiments ofPolybius• ~ii~,~~ating 2nd centuey···::~:;:~ 
B.C. Roman encounters with stratagems of the Macedoni~~.The Stratagemata of 
the Byzantium Emperor Leo (either Leo VI, the W~~·::o.~~,ieo n, the !saurian) 
corresponds to the best ongoing intelligence establlsluil'eii£~ofth~;.Medieval period; 
and the resurgence of interest in the classical deceptici~~ili~r~tti.~~~ dating 19 the 
translation of Polyaenus into Latill as Strstsgica m':i54~:~~:;D·~··rollows the resur­
gence of espionage systems in 15th century Europe ~d ili~'.-~J;lewed interest in 

• • . ·• ~:.· .. :!r.r:.~ .. ~;~.·l:· 
codeb:reak.ing observed m Ven1ce from about 1400 onward. '·:;;..•:Jt:.::~ ":j/:~: · . 

. . . The availability of asyminetri~ ·or taizef; of opportUJJ.itj,iili;;~·encourqed the 
·. • . . J . • . . . ·~ ·-: :· ~ ·:,, .. ~ .. . .. . • . . . :.. ... 

prsctJCe of uecept.ion. . _.: :·~~ ·:·,;~·:;_o.:/:'.~···~ :·::.... .• . . . 
. 'Beyond the necessity of a strategy·fti.~~~·~i\fti:i~t of one"s adversary there 

. are the temptations to press opportuniti_~'~r:~~ettY?a;rkbalance of mobility 
allowing One-sided redep}Oyments;11 the coiifr.qi O(f~~:{adVefSary's pnmary eSpionage . 
system;12 imbalances o( cryptanalytic su~~;~f~~~ superiority permitting one­

.. sided aerial reconnaissance; electronic coun~~ure dominance;14 or, in contrast 
: to the foregoUig, a preponderan~Pf adversa.rY~hiiology, equipment. or manpower 

impels the underdog to .. te~P.i. adversary misapplications of those superior resour· 
ces.'' . . :·-~:~~). ·~~/:~·· .. ·· :~~~~~~!.;~;~_ . . . . .. . . . . ·. · .. ·~ 

The polarity ,.C?f;l!z·~z.es~. -~(Sf.#~ .. ~. war is a.ssociated with the practice of 
d~eptio.D. . . ,;·::6t~:~~:;.· .. ,.:::.~:'.:~~:';:~:;·j:\:~:<.: '. . . . . · .. ' · · · · · · 

... · · In the parlanee:o:f game:iheary,'iii the playing out of"zero-sum" or "fixed-sum" 
·encounters, one side ·~_;what, the other side loses, and vice versa. Stratagem has 
a place in the dealings of.f~e¥t4S. ·in the "white lies" of society. and in the. rituals 
ofdiplozhacy. However, deeew9Ji causes a breakdown in trust.·ifnot in people then 

·· at leasti.ii m.dicat.Ors ofbehavior. There is a manipulation ofthe channels of reliance, 
' tluf'~~~e:.:·J,1.~~.nts for which are minimal when deceiving an all"ut enemy in a 
. .:.Qn~rilovedixea~ game-a circumstance too neat to descn"be the complexities of 

.. !.;.,;:·;:,;j~ When .. tbei~f&re multipolar constituencies, or continuing encounters, the costs 
:~:·::::·!:\~(.:'deception :&iti]iigher. We should not be surprised to find most of the reported 

· ·:,·\:~~P.iion o~t~fions to be those of wartime, nor to find tb3t many of the peacetime 
· ·ci~~~~~¥;o~~tions aimed at foreign targets are within the province ofsecret.or 
. · ?' · sec~ri~:sei-\iices, which can use deniable· or reP,taceaol.e channels aimed at selective 
.. >>~ audie~~~~!:;n~ .ill~·,ihf4~~.:~h~'.~t.>J~~~;~4(i~2:.•:·:,~· . ·:,:.~.·. ':> ::.,· · · · .. 

The personiJity of the strategist or decisioiimBlier msy eni:ourage the practice 
ofdeeeptio~ . . · . . : . ~~:\:::·:~' .: .... _: · :·:~·-~::;::·:':/.;.:·:;, .. :;..< .:~'."~·:~:\:··:: :· ... -: ... .. . . :· .: .. ~ .. 

Prof~r Jlhal_ey sugge_Bts 'tb~t'.~me, li~v~ ~e_gift . ofstratagem and some do 
not. Likewise. &orne per50na1itie5"'maY'he 'mort!' ~lnerable. i.o the reinforcement or 

l precon~ptions, or.the sowing of paranoid deni~ of those valid warnings that have 
L,-~.n-~cove~ed; ~.Y .Pre-eminent militap: strategists had a facili~furthe deploy., 1 

·. · .. 

. . . 
. ··~ . '· .~ .. , ' :;,., :: 
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. lnent of stratagem, what may be termel"ironic: Bair.'" The role of pe~nallty in - · 
· grasping the possibilities and constraints· of stratagem or in ac:c:entuating command ~ 

vulnerabilities to adversary stratagem has generated a large body of research. n • 

The five fac:ton mentioned above have encouraged development of the craft of 
deception. Two additional factors encourage perpetuation of deception pra~_trees in • 
warfare · · · '··· · ... ·:!-: ·:; .~ ! 

. . ' . : . . . .;·~:.:::-:.; :· . 
The devfJlopmezzt ora body or deception literature o.r doctrinecontrjlliJ.il!;:to the 

practice or deception. . . " . . . . . . . . . . . . . . . ~~~7-f~:;~~~":: 
Modern st.rategista have either read thecl~Cal tats or studi~cdh~iptiict;iees ! 

ofireat command~ who themselves studied the claSSi~ texts:o~:!~tnstag~~-RQ; ;'·. . . 
man writers. on stra~em learned from Polybius and others desc:nl,.ing the -~'riiiii?!.: ::1·· 
gems of Greek warfare; the Byzantines were aware of pr-Hx:isting Greco-Rom~.g.~" • 
writings and were scholars of military strategy.11 With f:h!~~rgenc:e of organized · 
intelligence iD Renaissance Euroj>e came a demand foi{~a~on of the classical 
texts, and from 1549 A.D. these have been avallablii:hi~:a vari~ of editions and 
combinatioD$ ofstra~c thinkers.1• The classical c;ii,;~~re ~jail~ble to Frederick ., 
the Great in F~ncb ~d LatiD, and the same te~:~i~F:~~tf~k's e~riences on • 
the battlefield" were available.to Napoleon. The practic;.~cr~···aoctrine, together • 

. · may be seen to have influenced the u5e of stratagem in tliir~:~.tan Civil War~ hi 
. the Boer War. iD World War I (partic:ulady.~ the Middle ~ffi::Theater).in World . 

· · War U,·ancl thereafter. ~e origins of~$l~~~g.'i:r;l. ~e style ofguerrilla5 may not 
: be simply charac:tariUd, but Sun Tw~&~thlp~~y~·&eeQ.to have influenced Mao 
. d h h ha . 1:.: .-~tl· ·· ~·~ ;:.,.~.:,~ .!::-: :--~·;'d';.f•!:..::~~· : ... ; .. . .. an t ose w o ve wntten more rece:p_ :y, .• 6l?.:;·r..~~·;,;.!:: ·· . : · 

.. . . · . . . .. • :·, .· • • ~ .~ •. ,_ •... , _ ._ . .. .... . J" 

. · · .. ···. The literature does not beget the pljl~ce;b~t:thepiactice is stimulated by the 
. literature. or more precisely that minoritY c)Jiib'e'military literature that em ph as~ 
:. :· economy of means ;md ' ~tagem. Feud~):Nvalry blended with the geometric •. 

rationalism ofRenaissan~.-sb:ategy to yield:~-iii tern ate tradition, in which princi-
··. ples (mass, will, geomefrii·or;proportional teiations) left. no room for- stratagem. : 

Before the 20th ce~tu,ry~·ilie.'i~terature of stratagem was a frequently disregarded 
doctrinal rese~~~{y·. _):t~tJ~/:~:~~~::.:.-: ·;' . : ·· . · · . • ·· · ~ -.- · 

. · : . The clevel(JpiziM.t.l!f.~ent .. deception ol"f!SSlb:ations, e.ntl their iDcorpora--
. . . . . UDD m tJJttstiiittli!lP.!~iBi:id O~tiODS or'WBI# have perpetllated the practice 

. . . of-deception • ... . ·::~·-~:;'~~if./::'.~ :._:' · ·. ·: ·· · ·· · · ~. · · · : ;···· ··.'; · · ! 

· · · , . This phenomenon is·Qf~ost importan'ce iD understanding the suspected c:on-
.. . . . tn"bution. of stratagem ict'ih'tt decline in the reliability of 20th centuey strategic 

. '': ,:'. ·,-~ .. '?nii.nf~ms. Although pennanentdeception organizations are not necessarily 

. , .•. ,::. ;·: .. (Pf~/~.~ origin. only in this century have all major states had institutional-
, · · ::· ... · ,-::t::ited d·~P~9~: .functions. Following development orthe general staff concept in the . 
. . · ., , ... (:;~::~:,f?}Sth cen~\v~··find repeated examples of stratagem m the battles of Frederick ~e . . •. 

- · ::'::::~\-::~[,Great. or Na~i~n. But it is not until the late years ofWorld War'! thateviden~e 
.. · . · ~ · : ::~::?~, ~~.P.¥,~~·- ~f~4;ception orpnizations at work. Before this time there were probably · 

. •. , .'.i iL:··· ~·· .... ~·!:: ( ·;~ .. < .. :: 1)\J:r~.~::~~·~n.~}~:~~ ~~~~~e.spi~~~~ ~~~~~C?~. ~~~ ~~~i~~. in. r . 
. ' .. · misirif'oijning the~:r · foreig:t~ . ~dversari~~at i{J. coun~rpart espionage organiZa-

. . . . tions;· '})lit DO evidence' haS been· foUnd . Of deception orianiz8tions that calculated 
their misinformation programs so as to exploit the grand strategy of their adversar-

, . ..- · .~,, ·' :>,, ..... ~ : .... , ,1,. :\ . .:• ie5 on a syste~ati~ basis. It Wa!f .not until World War. n that m~t of the major,poy,r~n. ;· , 
integrated deception 'planrli.iii With the planning of strategic operaticiriS:.20 And 

· there is no reason to believe that permanent deception organizations have faded • 
. },. ··_;_!£way in the last decades. • . 
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There is _also no e\idence that any of the major jx,wers has established a Strate- .. 

gic counter-deception S)'Stem-that is, a system organized for the detection of adver- · 
· sary deceptions and the design of countimneasures thereto. The striking Israeli 

application ofstrats.gem in the Six Day Wxr of June.l967 maybe identified .~ .. the · 
symbol of awareness that deception was _a critical element in the erosion of~~ategic 
w~g.'1 thus an inevitable subject of analysis by th~ concerned by th~reguriing 
failure of war w ........ : .. g systems.· { ~t;=;i;::.:·. : 

u.~ . . ·· ~ : - · .• ·.· ·· 

· ·. Whaley's analysisof20thcenturystratagemnencouraged·Wor~~j{~)i~~~~ _ · . 
tiori practitione~ to release their own accounts, despite govei'IliQ~n~ ob)~oas>.- · · 

. ' and private la~ts. as The result has bee~ that, by .1973, it was posSibie to pu~~~-:~-1'.~:. 
a variety of ha.tidbooks on the principles of subverting and misdirecting strategic··~-/:: 
warning systems. :· .. . - ·._:ff.};:;t, .-.,-·: 

Fortunately, the technology of intelligence systenu $irl~World War II provides 
opportunities to reduce '\o"Ulnerability to stratagem and.'!tl;\~ ne~ _complexities for 
deception planne~. But technology does not assure: i:i:ion;.:re~abie~warning systems 
per se, and it may provide new channels of deception'Q~~~~t.iThe teehnol~gical 
improvements of World Warn intelligence, radar ancf~o",Jerijead reconnaisSance 
being the most prominent. did not prevent an a~parent ieiii;!!fiJ"f~r,~tegi.c warning 
reliability frOm the less "advanced'' circumstances ofWorlcf·W.~fi.at 

·~0~~~ S~O~~ ~~' . ' ~{~:~,l~~? ', . . ,· . 
. ·1.: Oliver Wendell Holmes observed, "Ca,il'~or I have always thought was the 

· .: -~' · ·. :-:-: . best form of deception.~~ Edward J . Bandet:(ed.), Justice Holmes, Ex Cathedra 
· .-. · . . ' ::~ ~-: ..... (Ch~lotte,--ville, ya{M1ch,ie,1966), p. 195; Benjamm Franklin, at one time an 

- . . . .. . . ·:' . .. ·'- ambassador, toOk- ~ams_iO:ien the trutb'in dealings with politicians, noting: 
- · . ;:;_::· : .. . ~. ,;·_ "'That is my o~y -~\innUig';: ~d the politicians are so corrupt that I always fool 
··,: .-· · · .. them by ~;:m~ans.~flii ·. dirf:Vaii Doren, BeDjamin FraDkJin (New Yorlc 

.:: ·._ · ... viking Pr~:-i93s);: p:'Iso};.-}··~:.> · .. · · :; 
-.. _ .·: : ;_ 2. · Barton S. wniu·ey~·;$trsta~.;Deception and Surprise in War(Cambridge, 

·- · ·· . ' · Massachusetts: ceziter' of International Studies. Massachusetts Institute of 

-·_ ·--_ .· · __ · ·~:·~·::·_-:_·~~ -~e;tology,1969>:li~.~;~:r: =; ·; . .- ~ . . . _ . . ... __ 

·- . :. ·- --:_, . -~-4}<&1~~ii:~~nard E. Du~ham, Political snd Military Deception 1n Achieving 
. . . . . . .... ~ ~;~.~ ~~:: .. · ........ :.: ... . ·· . . . . . 

. _. . .... ;_. ·:-;:.-:.:.:,rl,:···NatiQIJtil.Objectives, Research Report (USAF Air War College. 1971), p. L 
_ :.~' ~~;§~{~g~~s:- .·.whai~kf/~~~em. _- ·, · .. · . ·. · :, : ~ · . · : . -. . . . · -· -

. ,·:, •; ·:::-;:· ;-".~6. J. F. G . .-Faller, 'Tactics, m Encyclo~a Bntsnmca (14th ed •• 1929) . 
. ( .•. :·.·. -~,;·.··,-.,. •. . ... ·· ·· . ., .. -- ------ ·- . -··· - - . . .. . 

: ., .\::;.:;~; i:J~-~-:tl.:Herodotus; vm. p.128, describes' "the attempted betrayal of besieged 
· : :·· :~~:~l;.fe~o~a.~~~:-ti)t1le P~rsians: __ : __ : ; · •· . ... · - . · · 

. ::. ;· ... ·.::~;·~li-t;r· T. Olmstead, History orthe_Persian E.mp/re(Chicago: University of -...... ···- ·· -- ...... --~:\;~~·:~"~·:>~)eJir~~PreS:i; 1S48; ' 1966ed.),- .p:299~ -·~---- :~--·. · ........... _ ... , _______ · --.···.~ .. - . . . . · 
1• • "· · -~: ·: . · : _. •• · ;- ·" ::- ... · -~ • ••. :- ·-'-f'",~ ' ':= 9~-''nJV:id; · kB.hn; The Ciixlebreaiers <Ne~·-yc;~k! :f.Jaci:Dtitan;---i957>~· - • · ~ ·s3-99. · · 

•• • '1'. . ... l"_ ,., . ....... , ... . . '·· ··~ .. . ·· <· ··,. · ... ·· .. · -· .... ..... ~ ...... · .PP . . . . . 
···-

.. · · · 10. H . . Curling, "Means of Secret Commu;nications in Ancient Armies," Unitecl . 
. . :··_ :·: ' ·: ..... _.,, ·~i_ -"·:- "' ~ &rvifiMagazin•&NaValsndMilituyJournaJ~ndorl:t:CC:Obutn,Ja43), . . . 

·. -- -~ ~: .•.•. · _· : ;~ ,~ ~- ··_ :_, <:-·~··: r. '_'~· · ~ ·' ·:Pt fpp~ 7'1-79, not known to Kahn when he prepared tJi~ifiiSt' ediiion of' The ··· · · · · · · · 
·····-~ . .... . . ·- ~-. : ' . :·> .· ·:'Pxfebns.brs, does contain one early reference to an effort at communica- - ; - . . 

l; . _ ·lions security, achie~~-thr:~gh means of deception: -· · ~~ 

-· ----; .. ·-- -·- . 
' 

· . . ·_: ;:.. 

~ : . . 

. ~ . . 
•.·'. 

·;:.: :. 
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•• ____ ....,....,.... ............. _________ . . ------- -
No. !-Involved Epistles or the Ancients.. .. - ~~ :, . 

From the Besieged. ... , . ,, .. · :.· . 
.Wee ~r sWl in our affaire& and shall - . . : .-~ . ~~.~i ·; .· : .. · ·.. · 

without hauing any further helpe endure the . . . . .. . 
&iege.. . . . . . : . . . . . . . - . . .·, . : ._:;i~t..~ ... 

Curling observes that if the letters of the second alphabet are pick~·oj.it of 
the epistle, "'the situation of the ganison will be fully described ~~:#.flltary 
brevity... • · •· · . · .· . · . : . ·. : - · · . , · • . · . ·' ~~iif;~~::f¥3~;,::.. 

· . Wee pensh With hunger belpe us. ,. - . · . •·.,:·,··~3·-:--:::.-:·':'.}:;·f-"·. 
,. · ~lin,(s anglicized text is ofs~all value as evidenc~. b~ti:i~cl~·;u;;~tJi~~~~~:-.-

. was frequently the custom of the ancients, in their extremity, to write'tii~f:':;,·::- · 
which, on being unluckily intercepted, would.. ".alth~1,1gh.it failed in obt.a.4Uilil' 
:them the succours or assistance they required, at l~l;mislead their- enemies 

· ·· as to their: real situation.'' · · .··· ·· . . · , -h~~:~9/· . .. ·: . · ... .-. : ... ·. · · . · 
· 11. On imbala.Qces of mobility j,ermitting advantii~'bf~1,1ver, see Charles 

A. Willoug~by, MIUJeuver bJ War(Harrisb~.~~~~~i~: Militar-y Serv-. 
. • Pub'!-'L!- Co . . ..... ,, .: ; ·,· ~ ·- ~ ... , .. -.. ·:;:, 

... . · .. lee .u.:m.wg mpany, 1939). . :. . . . ; -:·;%~~:3~~;~~~-''·' :: .. o_. • - ·• 

·· 12. See, among others, John C. Masterman, TheDoub1i-Ci:QsiiSystem iD the War 
. · . of 1939 tl:1 1945 (New Haven, Connecti.ctit: Yale uiii~~fsi~:Press. 1972). · . 
. 13. See Kahn, The Codebreakers; aF!i·)!l:lih Trevor-Ro~i;~)1Je Philby Affair 

•. ·: (London: Kimber, 1968), p. 116~:~:.-;~~~;;~;;~;~~:~:~· .-.. ,, ,. · · · · 
. . ··. :i4. See Alfred Price. l.aStrumBDt;·.-6r:Dit'.kh~!Cl%Iiat>n:.Kimber, 1967). 
· · ·. 15. See, for example, the writU:JgS'~~f.~ao ·f~ti#i;.~~Pecially the 1936 essay, 

. :. · · ·"Problems of Strategy in China;s~~~~~~~b~aey'War," the extensive litera· 
· .' . · · · . tUre ·on the "Battle ofBrit&Ul" in ·194o;·.'tito's analyses of the circumstances 

_:_ :: ,:. , . . -. -,.- ~;· :or.the Yugt,slav .~ in Worlci-"W~hn; Emesto "Che" Guevara .on the 
." · . · , · .. : >· ·Cuban civil war, Guefr;ns WarfareeNe:WYork: Monthly Review Press, 1961); 

: 
4 

. . . : . : • Truong Chinh's.:ne.~ce Will Win (Hanoi: Foreign Language Publish-
._. '. . . . · : .. '.> ing House,~~~ ~ci y(;::N~yen Giap's People~ W~ People~Army(Hanoi: 

· :- · Foreign ~gttage Pl.lbllSlmlg Ho~. 1961). . . • . . · · :, · ·. 
· · . 16. See La~i~v':Bittm~n:/~e -~ption Game: ~hoslovSk IntelligenceiUJd · 

... -.· .. Soviet P~if~: wsr.r~(s§ri6ae. New-York: Syracuse UniverSity Research . 
.. :· Corporation;: 19.?~~:::'(.:::: . · . . , .. : ... . . · 

17. See Richard H. Blum~· -."Deceivers.IUJd Deceived: Observations on Confidence 

··· t 

: .. .'. . 'MeD and Their Vidiin~~ !DfoniJsnts snd TheirQuBrl')', Political and Industri· · ·-· ..... ,: . < .. ' ;.:. ";;;:_~{{:}j~{~p/es IUJd Orr:liDsry GYtizens (Springfield, lllinoi.s; C. Thomas, 1972); A. 
·. '- :·. :·::' .. :.::?Z ~,;.~)Gt;01g&!Gitter, "Hypocrisy as a Way of Life," Ph.D. dissertation, America~ . 
:: :t~'./~~-:~:;:~~ .. : .. 'Univrity; 1963; David W. Maurer, 7'1e Big Con (New· York: Bobbs-Merrill, 
. _ ;.·~ .. :<~~j~ft:. · . 1940).~;~:•. "The Mark;" Heinz Henseler, "Zur Psyc:hodynamik der Pseudo}~ . 

·':'~:~;:t~~~t'::~:- gie,'!<=J!emnsrrt, v. 39 (1968). pp. 106-114; Mohan C. Joshi and Beer Sing, 
· · · ··.·:~:(;~{~~::·~·:.:W:l'J~~~tic and Psychopathic Tendencies of Habitual Liars," Indian Psycho­

. ·:: . .. · - · :':"..?.;t:~~~)ogiifsi &view, Vol. 6 (January 1970), pp. 113-117; John E. Meeks, "'Children 
•' ' • " • , .. • .,1 •• ··.I• .... .. . .. 

. . · .· ::·: .;-..:: · ~.: .-~ -~~hci Cheat ·at Games," J:AiDeriiiiuJ>Acadtirily'OliDd.PSyi:holojy, Vol. 9 (1970), · 
·~ .. , .. _ ; ~'.:: : . :,_;_ · · ... ~:; : -::_· . ;~ C' ~-.:~ ·pp. 157·l70; and Gardner Murpny, "Exper.ilnents:in'O\fercoming Self-DeceP. ' 

. tion," PsychophysiolOgy, Vol. 6 (1970), PP·. 790-799; Stephen E. Berger, "The 
·, · ·· .... _ .. ·::;_;·.;.·;,·-:, :".- · :~:_-.- ·. ·· Self..Dec~tive Personality," Ph.D. diSSe:rtatio~ University.'ofMiami~ 1971. 

!:< , .... •·• -~: ~ . •• · ·: · • : - · · . :: :-· 18. · Dain, "Les cinq adaptations byz.antiile5·:d·~ .. ,Stratagiii1e5' ·de.:Polyen,'! ·Revue-
.. ,. _ ... ·· des Etudes Anciennes, Vol. 33 (1931), pp. 321-345. · . .. -· •.: .. . .... . . --
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19. Polyaenus' Stratagel118t.a, the :work of a Macedonian-b~m la\\;er an$! 

. . _rhetorician lhing in Rome in the 2tld century A.D., is probably the single 
most ill.auential work on stratBgem. Classical texts published in modem times 
include: Justus Vulteius, ~ ed. of Polyaenus, Strategies (Base~,.}R49); 
Isaac Casaubon, Greek ed. (Lyon, 1589); D. Lobineau. French transl~~ian· of 
Polyaenus in 1738, along with P. d'Ablancourt's French transl~tlo~:~fthe 
StrategematiCOD libri iii, a collection of military stratagems fro.~.Qf#.k. and . 
Roman history, prepared by the Roman soldier, Sextus JuljilS;Fl:(i~ti,ilus.(c. ·.· 

·. . 40-103 A.D.>. as Stratagemes;·Botb Polyaenus and Frontiri·~~a~e' Ulieiy~-~ : . . 
have come to the attention of Napoleon alld.Frederick the Gre~t. The.:St.lat.a~::~ .z , ~ 

· gemes de Gu~ofCarlet de la Rosier(! (1756), published aft.erresurgence c){_:.:- · 
the classical texts, may also have come to their atte~tlQn. The better texts of · 

· .. · Polyaenus'. Strats8emata are found in editions:of :g;·· Coraes (1609, 1810), 
Woeffiin (1860), Knott's De·lideet~ntibu.sPozy.ii~..;j(t833)~·and most.partieu- · 
larly in I. Melber's Uebttrdie Quellen UDd We¥.·}j~r:$tistaiemensammlung 
PolyA:ns(1885, 1887), which republished a Fio~n@~)ds~·the Laureiltianus 
.LV, based upon Polyaenus, and the Strat.agem"~ta:br;~fia.ntine Emperor Leo 
(ll or VI). Since cominanden; who read the classicaite#S.i)-rkticed stratagern 
in battle and were tbemsel~es the subjeo.."t of doctri.nafarihly5i.S-for example,. 

· .. :- · Jomini writing on Napoleon-it;:i,S'\ difficult to trace th~ · exact role of the 
. < _:,=: clas5ical texts in the shaping f:lf~¢~b{:~tfa~.,-~un Tzu's The Art of War 

-.- ~ · . .. is the subject of mOdern EngliSi:d:r~r;sliltio~.'-<4~:'(;iles, 1944, 1964; Ping~n 
. · . .- :. : _: 0:., Young, 1960; Samuel B. Griffith;j~~;::1.~7i.(~y refie<:ting that cl~ical 

·. ·· > text's influence- .· :· ·. :·.: . :::::.\-;:~ :~;:; ;::· 

· . . . ro. '_Oblivious tO th~ d~ption org·tl~=;;,g.-~f.World War I, Sefton Delmer, The 
. : . .-·: · .: .~ .Counterfeit Spy (New York & Lond~n:)larper & Row, 1972), ch. ~ '"A' 
. · · - ~ Force-or Ex Orieiit i"u.X~ "states, "In ·all their essentials the deception tech· 

. ·. . · . :· · :. _· ~iques wbicJ:l, def~ated i:u~ler's staff durlng the spring and summer of 1944 
·. . ·· . : ·. . · bad been invented and pelfected between 1940 and 1943 at the Cairo head-

.. · _: ·. · quarters .~(qe~eral Arcrubald.Wavell and his successors" (p. 23). The British · 
: ·.. .·_: North Afri#.i.i d!_ceptiozl""brganiZation, 'A' Force, had been established in the 

· . · · . .": ·. autumn of1940~ In"1942liais0n was established with United States de<:eption 
· · : · planners (pp. 2i,;·sifupon Wavell's urging, the British Chiefs.ofStaff estab-· 

· -· · · · ·. · · ·Jished a "Controllihg. OffiCer of Deception" in October 1941. in an attempt to 
,· . . _. · ·• .ln~grai.e deception Vrit:h "grand· strategy." The so-called "W. BOard'' had 

· ·,, · · ·:~ , . : . :. : .. (::~-:·~~~security service deception work since September 1940. See Master:- · 
. . _: \ · · - : ·i.~-:j;~-~ -:: -rriarl/Tb.e. Double-Cross System in tht~ War of 1939 to 1945, ch. 4, ··organi­

·:·-~-~-:=;-:;{;:l" · zatioi:(fot (:on trolling the Dou}?le-Cross System," and pp. 158-162. 
· · -~.;:~:~~·!g;;~1~ One e~~ple of the effect of the Six Day War is its pre-eminence in the official 

·::.~tr::t~;:~J:· ·.U.S ... Army tactical cover and deception manual. U.S. Department of the · 
: .: ._,. .. ~_.~;~:;~;:~~~~kri·sy/introtJuction to Tactical Cover and ~ption1 Manual31-151-2 (Wash· 

. . .. · - - ~ : -. - ·~'4j}ilitt(;.U:. · n.C.: U.S. Army, Novemper 1970), pp. 4, .43,.,45, 49; Also see unpu~ . 
,. ' .·. · <· . ·>· · ·r-·:.7;·;::~ ··6, ·~:: . -.~~:r.rlisi\ed Memo, w. R:-Harrl!f.fh:··IWtofii:~aieyi~ :( '~pternbet·'t967,; Subject. · ., 

·. ··-;·· · · . .- .~BARBAROSSA," PP• a:;.1;::-~p} ori' '-"False· Signal's,~'pp~· S.7·/·· . ' 
22. See Note 2 above. · -·. ·. ·· ·c. · ~ · · · ·· • -. -· --- ·- · · · · • 

23 .. bet mer, Th~ CountetteiiSp)'_ii-th~-~.\i1)jeitornti~~Hbri _i_n£ngland, resulting. 
in withdrawal or many Of the·:.Ameiieatf'copies arid I>recludfng English publi­
cation; Masterman, The Double-Cross.System hi . ih(! wa;.: of 1939 to 1945 iS 

• I 

.. 

. . ·-. 
. ~ . ~-: ~·~:· 
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tb~ subJ;CfofprepUblicatio~ objections by Her~ MaJesty's GovernD:1ent; ·adis­
las Farago, 7'2le Game of #le Foxes (New York: Macmillan, 1972). is baSed 
· UpO.Q MSS not entirely authorized for release. · · 

24. See Section n. One analyst of the effects of technology upon the economics 
of defense. Pierre Sprey. introduced testimony before the U.S. Senate:~m­
mittee on Armed Sel'Vices, He8.rizzgs OD the WeapoDS Acquisitio_n PJj:ii:ess, 
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. December 8.·1971, that sinee World War ll the introduction of state.Ot:t.he-art 
iechnology has produced nearly exponential increases in unit co5i. .. 4~trlinen-
tal to overall Inission efficacy. &Qmetimes at reduced uni~ ~fr~riess:")r. 
intelligence organizations are particularly reluctant to operaie·:Mth IE!Si{ilum:._--:. 
state-9f·the-art teclu:lology, they may come to possess system of data conee::: ~-;~ · 
tion that flood analjrsts l\ith data at the eXpense of .Pt:~ctive success. · \.-~ · 
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.. . •.. . . .. .· .. . • •.. • . • i~iJi~it~:>. . 
. n. . THE EFFICACY OF DECEPTION ... :,-~:_;· '·"'=-~•-:~ :.:~:·:.: ·,- • 

: •. .· ne Words ar his mouth ,.,;, sm;,.th.; t1w1 but~:. < ., ·,c;tf}!{;i;· 

. • 

' . . 

, . ;. . ,; : : . . ... . .. : · but war was ia his heait: PSalmS IV' f . .if: · ·. · · . 

• . ·_ '.· . ' ! ' ~ > . •· . . • ·f/J~~~~·' . ;. . : .. 
· .· .· ·. Before the Whaley investigation of deception ui'~::.~~~!Y warfare (1969) 
and publication of Sir John Masterman's account or TbeDOuDI~ System in the 
. Wsr of 1939 to 1945 {1972), the publir;.literature reg~~-~U:Stagem failed t,o 

. convey the imp~ion that strategi'"-.d~ptio-q ~ystems. had cohvertad'. adversarial . 
. · ·. ·w&rning 5ysteins mto instruments q(:~t¥'Qifila~get;.~_.their sponsors. 1 The war 

·' --~· movie fan will remember. the unioadin~:,~r,~·a~~.~~·in The Man. Who Never 
. . . :.: Was, 1 or provision of"chicken feed"' i'fiiO'\igh do{ible·ig~ilts in The Eddie Chapman 

·: ; . · ·.· StorY. • .The literature of strategic de<:Jpfi'oi{~~· nothing to erase the impression 
.. : .. of eccentricity, spontaneity, Slld absurdity;'MSliy ofth~;t deception cases seem more 
. . ::- ~ - imaginative than ~portant the British S~}:Operations Executive parachuting 

: ~· .. ,_ ~ men: money, even ten¢,5 ~hllS Ss a fictitious recruitment favOr~ UpOn request of the 
. · - · · • . - .... ~- ~-·--~.;,; • .;;.....;'"C.~t·~.::.:~~~.!·~ -·- . . • • .. • 

: . : ·Gestapo in occupied .Hollancl;~ ·German destruction of a German radio transmitter 
. ·. · . · ·: '·: at Gleiwitz, as ')~if. ~fa J'~~~1 ~:invasion•• of Germany in 1939;' Allied construe-. 

.. ·. . . tion of a rubbenzecf~~eet!~ :a:s 'orie otililinerous devices misleading German intelli-
• •• • . . . .. . • •• 0 .. '~· • .. • •• • •• ~ · . ... . • •• - • 

· : . : :. . gence before the:~~~:t~« Norm~dy landings,• or the appearance of a .. double" 
: · .. General Montgomer:fiii_qib:raltar at the time of the Channel crossing! · 

. . . ·: .: ........ ·. · ldanY of the mon; ~jorltil .deception operations appear as ·adroit sid&shows of 
.. .... . · . . ·:_,.'·''war, and so they are tmte(('if ai all, by most historians. Examples include the 

.· · · · : ·. · .. · Soviets' Operation SCHERHORN, which lured German troops (of whom· 2500 were 
· . . · · · :·. · .. a(p~)'iD;B.n eff'ort to "rescue" a non-existent detachxnent behind Russian lines;10 

:· .· ·,._, .', ; "-~'I; S:f_Uj~~ ~ing.:~f::false rumors from London through a team of waiters in a Lisbon 
,,., .· . · ·"':. ·· ,_ !:li~~1~~~taurant;1.~} eteation of false bombing targets, incendiarY fires, and navigational · 

.· . · ; . .:.·~·~T~;f{~uide5 for:~rthim bombers by "Colonel Turner's Department" in the British Air . 
· : . ·:_;~:!~~~:~h.f~1s~ry;!-~~~ ·hnaginary aircraft. carrier landing strip in the Mediterranean jw;t off 
· · · .~ ~ ·.·::·'~9?.t;!:f.~r~t¥~?'benefit".ofGennan·pilots in 1944;13 and a host of electronic deceptions 

·· • · ' . :· ·. · : iit~~-~~~ggle Churchill labeled "the. wizard war;"•• and the mislabeling of sf.reet. . 
· : .. : · signS ·bY:·c~h. nationals during the Soviet invasion of 1968... . · 

: . :·, . Other C8Se$ of deception, whether successes or failures, appear Jess as side 
shows than as absurdities. The "Lavon affair" involved the Israeli secret service in 

· . a progn.m to undermine U.S.-Egyptian relations in 1954 by systematic planting of 
false intelligence and the sabotage of private and official American installations i::l 

·- __ L ... EqPt. s~~~l:' _o~ :t>ehrur. of~~!!x~re~ists. Al~o~~h. ~~11. su~essful, this . 

. · . .. . 
• • f 

. . 

. . ~ : .: .{: ,·· .. -. . 
. .. . ·i ..... ~-
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program's unexpected disclosures resulted in &trai.Ped u~S.-Israel relations and a 
· seriesofCabinetc:rises in Tel Aviv.11 Journalists have reported that CIA-sponsored 
Nationalist Chinese paramilitary detachments in Bu,rma, allegedly accompanied by 
CIA. exaggeration of a Red Chinese threat, led to strained U.S.-Buncese r.elations 
in 1953, and that a "skillful .. Frencb_deeeption ofViet Minh intelligence a't Dien 
Bien Phu, Operation CONDOR, led the Fl"&ncb c:Omman.d at the fortr~ in 1954 .to 
anticipate rei¢otcemellts that were never intended to be sent, all v.ith · c:liscLsti:ous 
results.n Further, a Soviet-coordinated Czech.disinformation program in.Indonesia 
con .. inced President Suk.amo of imagined CIA miSchief in 1964, played mio .. pro-

. Peking hands, and resulted in a buniled coupattemp4 then an anti:COmmun.iSfeoup 

. .•· 
.· ...... 

.• • •• =.--·· 

.. ~-· . 

d '-'tat · 1965 s• · ·: · .. · ·= · · · · • c:, Ul • . . . . . . . .. ·_. .... · :. · ~ · . 

· The succ:essful Operation STAMPEDE, a joint SOE/OSS creation, involved a -c-· 

. .. ..,.. 
. .. -~ 

.. sr ... 

.. ...... ~f!-

mythical Dutch resistance organization to draw attention :from the Normandy · 
· beSchheaCls. Reportedly the deception planners sanctioned_the parachuting of bona 
fide Dutch patriots into the bands of the GestapO. ·.Even. the.· im'Portance of the 
mission does not remove the aura of tragic absurdit:Y .~Urr-ouncfuigsuch an. affair.•• 
Equally su~es5ful was the German Abwehr and . Slcbe~h~itdien.st control of the 

. Soviet military intelligence network in World War ll Europe ... ¥ost notable was the 
:·: "Red Orchestra," a Funkspie/ (radio game) played wit.h·"sucllgusto, perhaps by . '~> Soviet penetration agents, that it fed the. Sovie~ invaluable' r~liested data. 20 

.. : ·,~: .:·: : These images of deception operatiQns:{a:q to.~n:vey the fact that strategic deeep­
·, .·_.tion 'oP.ration5-a source ofVictoey_hl .. an_ti(iUit£8iia in ~e Napoleonic: warst'­
~ _·became a central facet of almost every Strategic 'engage!Dent since the onset ofWorld 

· ·: ... · War 11 and ·the midwife of strategic: surprise.~~-- AS ·national intelligence systems 
· ··: ·. acquired additional sources of data tranSini~ by faster means, deception became 
· ~:-~_an essential ingredient in the initiation· of~~; involvement of a new adversary. 

·. :· :- opening of a new front. and conduct of a battle· or'retreat. Politicians came to exploit 
deception teclurlques in_· the s~bsequent cold. war environment as a ~eans of ac­
celerating the pros~ of a ·: coup d'etat, as a teclu:iique of widening ruptures in an 

.· . adversary•s alliance system,' ~d as a means of disguising small1>QWer versus great 
·. ·. power confiicts·.~uring periods of small power ~erability.2~ ·; · · · 

· · The public disclosures of deception operations scarcely reflect the underlying 
realities. In part~~ disc~pancies are happen~tance; in part they reflect the special 
attention to '~deception Security•'-tbat is, the maintenance of security respecting 

. the methods and substan~. of d~ption operations. a. . . 
. . . . :' . . . . . -. ; .... ~·· ·:- ~.!/:~ -~· 

.,· · ·. ·. , &,:;r·:~~::~~~~ : ·• ....• :.~~ •.. · ···· ··.· .. ··· .·· ·. .· .· >;.;:,:~f · .. ·· ...•. 
. · 'i :: ~ - . : •. ··:<When·:. the scale, transparency, or duration of an endeavor requires the mount­

. . : 

. . . :. : . ·-~· ·:.: ... -:- -,~~--:· 

. ~ .:~·;_;}~\~~~::?. . 
. · ' .. ; -~- ~:::~x::.:-;.~ ·: 

.: ..... ..,. .·:. 
~ .. -

. .. . ; · .. ~ :· :_ .. . 

:-. ~ . - : . .. . · . .. 
·: . t~ ~ t ·: .,. • • • ' •• :--

. . . .. ·. Jng'oro.n~ or 'more deCeption operations, the unravelling of the' deception plan may 
. : ' .- ·' . be worse than·mounting n~ d~ptio:iiilt-aU.-'The blown deception -plan. may reveal 

' '. ·. ~ ~ . . 

·. ·. . . ~- · ;. details C;rtrue'lDt4!ntioiiS:that j,a.ssiw'&ecdrlty-a.loiie1might'have withheld. There­
.. ,... .. . .. . , . ·. · .. 11 . fore, deception see~rity iS ~talt.O the a'Chi~veriient ofsurprise. Supplementing physi• 
·' · .. · ' ' · · · ·_ . · cal and personriel·Sec:unty·:mea.siitM; i1se ·or special code words, and rigorous reduc- · 

· ··._.L!.·':--.: tion of"wiU,~B' .. ·~~clp~tS>r~. the ptOb:lbllity of:naintainmg d«7eption ~ri- . · 
ty. Moreover~ sophistic:atea ~de<:epttoo planners working to protect Vltal operations 

. . . . . . - . .. . . . . . . . -· -·~ ..... . .. . . - - - . -· . . . . . 
. , ' ,- .- . .• ·- .. 

----r·- .-! -.. --·· 

' : .· ~: ~ . .. . : . .. 
. . \t -: ~ ·'. 
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·:··design their master deception plan; or stratagem, 50 as to compens;1te for varying 
degrees of deception insecurity. For example, the planners of the Allied stratagem 
to confuse the Germans as to the time and place of the opening of a second front. · 
Operation 9VERLORD. mounted dozens of feints or deception operatiOl:lS in 1943-
1944. Some of these feints did not ring true to participantS and observers .. ~#.t:kept 
their mouths shut, "but even those who were indiscreet were un.able !4::P.f~ the · 
security of the master stratagem because the unveiling of any one d~P.tj6;rj. opera· 
tion did not compromise its strategic J;elevance, even to deception p~i~p~~j~~ . .. :· ... ..... , ... :; . •.: .. .. . -

. participants in ll:Jqjor deeeption operations are ignorant of the stra~gic ne,(wj:aJfeCt-. · 
·. ing their work; the remaining few are, for: the ll!ost part, deepiJ?~presse~i"~~jh:(·.~= -

importance of deception .security. . . . . ... . .· . . . . . . ··':-~:-~· ·-.~:·· · 
· . After deception operations are completed, rigorous,--~rity persists for the· 
protection of deception tradecraft. Whaley's systemati.c;~~dy of deception in 20th 

· century ·w.arrare_ supported by empirical findings, coiit)ildect that this concern for 
· . · ·. tradecraft security is based on the false assumptio;f.~~ sucli-'~owledge reduces 

• . ' • • • • t.O:j ••• • • -... ... ;-; .... . ..... ,: ·-.~-.·.· . ;,.:. • • 
· vulnerability to fotelgll deceptions: . . · '".:_;::·-~,:.:.,--::-~;,~:•:"':":~- . , . . . . . . . . ·. . . . . . ·~:~~~~!:~r~::t~~~ _. . . . . . 
· · · · The deceiver is almost ahvays successfulregard/~:~r~~~sophistication of 

· .. · hls victim in the samt art. On the face of it, this ·:~ms·_,::~·intolerable 
. : .- . conclusion, one offending common sense. Yet it is the i.ri-ef~~ble conclusion 
.. ..:. of the historical evidence.ss . · .~:.~•>Yf:=,: -; ;. . . . . . . . :.: . . : . ·· · .· · .,. .. 

~-- ~- .··:. :-:. .. :..;--~~--: _:-_ -~ . ··. ~ ... . . .: . . . . . . .: . ·. ·· ;:~~~:;·Q;;i~~~~:;;:~~~ ~~:i-:~·. .. . .. -: . . .. . ~-~J • • • '.· •• 

·· · .--: ~ _· . . It is iny contention that the n:ialii-.~iH~r~,Y~~·intolerable conclusion" 
,. . . h that counter-deception eapabilities\)f.tn·~ ~~jcitiri~liige~ce and security services 
~ · · have remained at such primitive leve1.S'ih~~-~o~l~g~ ~f, even participation in •. the 

· . ·tradeeraft of strategic deception has little:~m~c~"ti:Pon the predictive efficiency of the 
'; ·;.: 'major intelligence services. Under this h~thesis, the preservation of deception 

· ·.'·.·.- ·:· · security could prove d~t~~: h.l the eveni·::~i""the major powers paid adequate 
· ·.. . · · attention· to the developmeiit-9f counter-deception capabilities. It is perhaps ironic 

· :. ·that on.e effect oftlie:C?mpa:tirrientation and security pertaining to deception o~r..­
. '_: . ations has been -~ i~'etaJ igtiC)i-an'te:qr_the havoc wrought by past deceptions, accom· 
... ·. panied'by com~~ceri(;y amoiig:'illte~gence .a.nalysts, which precludes creation of an 
· ·· · effective counter~~ptioii sYstei:D.2•· · .. . ·. . · · . 

. ·.: The curtain of~r~ surround.ing deception tradecraft rem forces this compla· 
·· -.. · cenc.f. Whaley's Strsi.iieri/may lead to some reexamination· of the problem. but 

even his study probably Widerestimates the effects of strategic deception; partly as 
.~ . . a result .. ~f d~eption security. He shows that of the 61 cases of strategic surprise in 

· · .. . ~?;;,:_ ~'fij~:i_lj~ period 1914-1968, 50 cases-or 82 P8rcent-invo1ved strategic decepo. 
, ~ : · · · · . ·. · .. .-::·:'~;.Yticlli:··':Mo~veZ...:.~so of the 57 strategic initiatives known to. involve deception-88 ·. 

·. .- · :~';;.EJ;¥rcent c>fill~-a.~ted in surprise.27- Whaley demonstrates that deception .. 
;_:.7~~~~:'-~iih~ces n9i'.~~i,y the likelihood of f!Urprise but also the effectivenesS ofit. u But his 

., · .. ·: : \~~·~(ba"i8ious)·~·arches did not involve access to official records of any major intelli· · 

, , ~, _,,, , . . \ ... . .. . . ... ~. :;: ."; .. '/~~~fu~~.::~&:t ~~l.ogie F,unJfSjJie_~~~ ~-~~I_l~j_QJ:l-, .'W-hat percentage 
,. . ·' • .. : . . ,.•v of•'ine :mtelligence' "s\iccesses" 'inv()lved the ,C.Ontrolled-dissemination of accurate 

.. < _.:· :-- __ .. _ ."·_;;. ' ·h1u;1)ig~ri~~ :u · ~ · 'mean:! ~f~c~tilig' d~pti~n ·~h~eh for. "p)ay" at higher 

•', ~~ .... : -~~-- -~~~- . :' .... . ·. ~ .. · . '·'.. .··'· . '·. : · .. ,_;;. .... · _ ....... · . . ,: .::·. : . . ~·- ~~-· ~-:-:: . ·-: ~ ~ -~ ~ :·;~,h~·.... ·• · • .. • . 

. . . . . : .. ' . -· .§f:nttagem ~!lCC?~D~~- Q\1\.np~~~;ve !IE.d, me.~pij~!qgi~;~ry:t~lem;s . . In: the .Pro-
. . ~ess of grouping se~ o~¥storiciil~.liili~ so'n:i.e of:tbe quaU~ti_ve y~riations that 

are more significant aDd alarming. than the Whaley presentation suggests. · 

l.~,.~- ~c&~·~- ·~· •r~--------~-=~,~·-.. e~· ·ee>~··-· -:·::•••~~J~~~~~--~~._~~~~--~ · ~ s. ·M~.s· u · l»nt r z ' '"=b .:. • .. . · 
.llJ. 
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• - .. · .. A REAPPRAISAL OF THE WHALEY D~TA . . - · ·· · _.. 

. ·.· ·, . ·.. .. 
· · ·. ~ :: :· · To '!'hat extent do the Whaley data exaggerate the importance of deception? To · 

· what extent do his data minimi"' the importance of deception? F"ll'St. it is worth 
. · ·nothing that Strat.qem is th& only extensive ei:npirical study or strategic d~ption 

in the public literature. It is a monumental research ·effort, which resulted :~~i.6· 
. cant findings. Whaley's is not the best of several studies, but unique[iilli(Sil it is 

. :. . impossible to compare his findings with those of other studies. Unti! .s$\'j,(~'t~dies 
. ~ . ·are undertaken-eome, it is hoped. with full access U> official recq~¥~t.l~-~ • -

· of his findings cann~t be cros&.checked ag~t·other universes'~~ffier ·8a~t6.'~~;:~.._ 
. Whaley's analysJ.S of 20th century surpnses may contn"bute U> an e:xaggens~p;(·~::~ 

:··. ·or deception's role. Quite rightly, he has lizllited his set ors~tegic conJlicts to ~~;t' 
... . in which the mgredients ofSUtprise we~ fairly obvious:.~~necessary"to discover . . 
· ·· a major mis:calculation of enemy intentions (go or n~Q";tj~:th~ time of attack, the-
· .... . place of a Wick," t;lle·strength of attack, or the style Q.tQ~~ti~P-~~~:But it is possible 

to have one element or surprise without having all~~~~~~; a case of partial 
. surprise may be included in Whaley's set ofsurp~~g .. ~~telligence correct­

. ly predicted foli.r of five modes or potential surprise:'··~.J-~~)his choice merely 
. · :; highlights the predictive difficulties or intelligence servi~~#.~guing a variety 
.. :: of pitfalls and counting as surprise a .fa;Uure on any count."ThtiS Whaley•s study 
. :_ makes the predictive records of the mif~~&ii~illgence services look somewhat worse · 
. : thaD the reall are. Of 33 am liibi&~~~l~:-::.:~-m;~~~=,tl:ie rlod 1914-1969, 8.n · 1 1 P ,r: - : ;..·;_., '-- P.~nL ,_, .. _.,..;;·.···--··· pe . 

. . ::: astounding 85 J)ercent involved at leil#.~~-~:m~~~'#,~~#.f'Prlse; of these~ decep­
. · · :. -~' tion operations are known to have ~~f:~ated With 28 landings, achieving 

· ·.-_;: surprise 89 pereent of the time.ao Of lM-~-J~ai~~ air battles, of which 42 ptm:ent· 
·· involved deception operaq_9ns, 58 pereen(f~.;~ surprise in at least one mode." It 

·' · ·might t>e·supposed tm.:_t)~~~~P,redictive ~~--in World War I taints the averages 
in later years, as in~Ulg~n~>sources penetr.ite dee~r and as organizations com· 

· · municate faster. _.BijfiJcoi-ahii~ Whaley, only" 48 percent ofland battles in World 
·. W~r I resulted~iifiif~ri.iiiwli.~r~:fg.lly 68 percent of those in World War II 

resulted in s~~:'wh~~y;.<;~r¥~;-• · · · · · · · ~- ·_ --· :~. · 
.. . ···.;~:~~-{~~~~~~:.if-~~~.~· ·· · ···:i(·Ei~!·. . .. . --: ... ... .. . ·-: ~-· ... :: ~ ~ ~ -~~-:: ; .. . 

.. . . .. From this it" coUld;~~ that surprise bas become "easier" to achieve. In 
·• ·fact, the table ~~c?wi.-that this could be entirely accounted for by the 

. · ·:: · ~ ··· parallel rise in tbe·:-~~f.deception.u . ~- .•· , ~ . ', ... : . · · . . :: · -.>:·, :<:: '. -· . 
-- . ·. ,. .. ~ ... : .... ,. . ' . . . ,~~:!· . . . . . . ·. · .. : .- . .. ·. ·- . - . · .. ·'" ~- ·. ·-~·-:: ;:- .' . 
· .• '-1:~§~~i.ynwey counts one · or more of five modeS of surprise as a case of 

. ,:{!I~ut.P.~;;~e.~_P.9rtrays a bleak track record. Parenthetically, if this technique can · . 
. ;~~n~i{tiduce ·~.Q.ri.i~intelligence professionals a greate:r sense of humility and greater 

.:;;tljf~q~~~~iti6-jf:~(JJieir vulnerability to d~ption, i~ will have bee~ m~t co~endabl.e. _ · . 
· :;·;.-:;.;.:;~:.:;;:.;).·So fat. .. -~e-:bre..udown of elements m surpnse has emphasized mtell1gence fall• 

'.·: · : · ·~·... .... . ... ··· · · · ·-., t ., • 

··,:.:.~;:·u~'-~¢:·h:a¥·not exaggerated the influence of deception (except insofar as the bad · 
· · ·. . .· ,•·,:~c:k;1~ draws attention to everythi:og, including deception, associaied with it) • 

.": _:. --~·: -:· -?w'hale \ eicluCJ' ·-, --~ of'~:..;or" & ···· --· .. . or-wlien lie .. omits -mast Cases of . ... . . ~·· · · - ······ 'Y • ... ·.r , ,··~-- ... , .• , . . ~J . .• - ~n:se ..... . : ._,_, ... - . . . . 
, .·: .. · -ikfinO,fogicat ~'di.~~~ lje_ ~Y-· i;D.ciii~t.(y_ .. e.~&gie~:te ~ec~ptiqn'~ "ilnpc,rt.an~, be-
. . . .·: ~use hlS.Wnpie •otc8Se5 iS 't.bereby skewed~· Oft.en~ the ~all cOnflicts involvirlg bad 
. . . .. mt.E?lljg~n9t.~"f,P~~-~\'olye -tbe .~&Je:volent btmd or foreign deception,. simpl,r ~ 

,-. ):· ~'::::·; : · .; .::: -, . .. -~u;e~~i:itf. ~Ci,; ~ ·greater change or effeciliig surprise by itself: . . - - ·' 
~ ' ·" ' · •· 'The exClusion of Jninor cases, where the presence of deception is less likely. · · 

. . , __ ... ,: . .. . . ·· --· --·· .: .. :--·-- .... .... --·- -- - - ,. ~ :.._: · - .. ··. ·. 
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. ·probably. in'~ the reported percent.&g~ ~f stragegic: surprises associated with 
deception (82 percent). Siic.ilarly, the exclusion of most cases of technological sur· 
_prise, where unfami1iarity or flaws in the conventional wisdom may play a greater. · 
role than deception, may increase the perCentage of Whaley's c8.ses ~~~g 
deception with surprise.u · · · .. · : · ·. · . : · .::?i:.~?,·'"' 

. Still another aspect of Whaley's ·research suggests an overempha,s~{c?;i:J~p. 
. tion's potency: Because almost all of his sources are secondary acco~~Pf.C!J:l~red 

with h,i.ndsight, his data are partic:ularly vulnerable to the selecthit:i.ofliiS. ~u~_. . 
In 'fairness to Whaley, it should be noted that ·he has read and .:Ct~~k~_'iji~ :: . 
enormous range of sources, and that this motu.wental corroborati"ve ventuf.e:_li~\.i·'· 
tninimiuod susceptibility to error. Nonetheless, the tendency:~f memoirists to .seiecf,:.~:. · 
incidents that Batter their subjects is well known. Decepti,cin~'Rlanners tend to recalf · . 
those irist.Snce5 of strategic deception that bit their 41~~-~.~- marks. What of the . 
stray shots, the-arcan.e deceits that missed their targetis;.W:&se.y~t .the ironic deceits 
that back·fired and alerted the opposition? These ar:~J~.fu.t~y·_to:fuid their way into 

. print, and thence into Whaley•s quantitative anaiyse.¥;.~~~~~lY: instances of self· 
deeeption are unlikely to be recorded in the majority ·c;t.~e~~~ Often we deceive 
ourselves without any assistance from our enemies, but -~~-~iia~rourselv:es on the 
neutrality of our self-perceptiou.34 The .~ set of selective·":hl~¢,ories omits cases 
where foreign deception operations fai,l~ .'t4:}:1av, an effect or worked to the disad· 

.. vantage of the sponsoring state. The:~a~~f()r:5elective memories omits cases 
· where the cause· of surprise was self.d~~~ti~id~~~~~~~:tt:er to be credited to the 

. • • • • :.· .: · :: ·~:= :-~ . ::~ ~· .. .;.·::;\~ ... !; .. ·;:.. . skill offore1gn, deception operatiou. :~f.;;<:::: ,;.:-; :.~::'!~ · ••. ,.-..~~ \ · · .. ·. · · . 
. ·. · · . The5e · co~iderntions suggest that ifi~::Wb.ai~~~~udy may overstate the role of 

.... · deception in achieving wartime surprise. kis. 8iSo possible that a study of strategic 
·: '' deceptiori and· su~rise wiA ·£:aU to give pro~t::w~ight to the successful warnings of 
.: ... _ attacks that were rescli~U!ed:·:·as a conseqil'~nc::e of successful warnings. Where 

.. . : .. ·enemy anticipation o(miiit&j:ittack is grou~ds- for the cancellation of that attack, 
· .. :_ · :' accurate waniing _Jli~y:~~~:f~,.w~g. Indeed, some of Hitler's attacks were 

· · ·. rescheduled beca~tunely;w~Uipwere known to have reached intended victims . . r ... . ..... · •···· .. .. . .. ; .... · ·.· ... · .. 
I . . SO the set of &tb!~k!·'~::Oiniis:· :¥~out justice, surpJise.<lependent attacks that 

.. ' r. iled b .:...:.. .1 .. :.th.. .t'-,__ . .. • . •. ·:, .· were ,o . y I.U.Ue r•.;_, :~. ~~· warmng. ; . .. : -~· . . ·. : . ' .• .. . 
., .. ,. · .. : .. · · · · In view of these tel;fde~aee.to focus· upon C8Se$ of surprise and to exaggerate the 

· · ·. : i ·.. . role of.foreign deception-.6~ratiorus in achieving surprise, it might be supposed that 
. ·· . ·. ' strategic .deception is not n~ly so damaging, not nearly so effective in degrading 
. . · ~ ·.,.:z ·. enemy)t\teliigence as Whaley leads us to 'believe. On the contrary, it is my belief 

· ·.·: ~ ·. ·.! :r·, ~f.Wl\~e:Y~s-- :~~9 edition of Stratagem understates the importance of strategic 
.~ -, .~· ; ~}~:':Cf~ptiori··h(~~ :?usation and exploitation of enemy surprise . 

: · . .r{;~•l::fi::-.fbe ~~;:~_,moirists who are reluctant to admit self-deception are equally 
·. ";:·::::. :;~:roath::~ adljii(deeeption at the hand of a skillful adversary. lt is galling to be the . 

.. · · t ··?·'(~~~:~fi,~~f~~~iiiy ~~eptio~ ~pera~on, and many who will_ admit to surprise care 

: .. · ..... ; .. ~,r,~_~ :~+ ~~~~;.~p.~~~~ ~~~?';!S::?P:~~; ~~,lS ~~'~:~~~~~·~jf.l~!.~_e.P:.~:~~~r an~ anothe:r .. . 
.· . ,._, .,_ :.' .... ~ .. Pay._._ ... e pu~pe. -'< .,_ ._;_ ..... , .. ,_ .:. ·.·· . ... ... . ·.,.:· ·· : ... , .. ,-.• _,. '·'· .·. ....... . .. . 

. . . · ~ , . -:. . Pride ·may·diSptaciu:ohcem for secunti'iiS the m'aj(;r in'diicement to the sup preS. 

· sion of ~eception ~~~~9R~th:~l.~, ~~~:~}:1~~-o~~f.~,is ~~.~1fu~~ .a~d many .cas:S 
• · of wartlme deception .do . not,;s~m.ve th_e ~nsor's stroke. Cryptolog1c deception JS . 

: hardly a public subjeef;"y~t ~e ~-~ ail fui&gi'Ite' that a ~mpromi.sed channel of 
L communieation.s exploited for deception purposes could provide a larger volume of 

.. . ...IJ'-,....., ••• . _ . ... - .~ . - ··- ··------. . 
I 

.. 
. ... 

' . ~-· ·- .. ~J -· .f..~-\· .. 
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. . 
:=----cliSinrormation than eould dozens ·of controlled double-agents. There may .be tech~· ·· 

· ·lliques.of.deception that ha~e not found their way .i.Qto the public record; if so, the 
incidence of deception in association with sUrprise may be somewhat higher than 
Whaley's data s~est. In sum, the ·incidence of deception in cases of strategic 
surprise may be ~Yen higher-excluding cases ofteehno1ogical surp~,tha 
astounding 82 percent found in Whaley'!! study. : . ·. ·f:t~~/.~i~;l 

·· · Equally important. Whaley's analym may understate the usefwn~1?f~~e~ . 
tion, not merely its frequency. If we ~e that a competent adv~~~~~;dis-
eount information from suspected cli~els or disinformation. then:\i/{5li~ilfciS~·ew. -- • 
most deception channels as fast~epreciating assets. ln. contraS~~~~-b~ .. #.;~~·;:i~:: .. . 
lliques of deception may be used again and again (in the absence of Si!rious couiit.e;..:.~;:{:·~~· 
deception efforts) even against the very intelligence servi~~t mount the m~£;~y· 
sophisticated deceptions; the channels, not the technique~/~me Q':lickly obsolete. ·. 
Some of the deeeption assets may be regenerative, butotJ)·e~·~ay .be one-shot affairs 

. - - ,-....... -..:".·· ~-· 
(some quite literally, as players risk liquidation) • .Lik~ia gc~ocl:',Wker player, the 
deception ez~rt has l~ed not to bluff too often!:fi.qf.~~l?~;~~~r trivial sta,kes,; 

· As a conSequence, he may aggrandize deception ~~~i;~~g true information 
o~ cantrolled ~els', a~editing these for m~re 4·i~~~~ters.. · ... ·. _. ,. · 

· . ·. If the Whaley data are. accurate, deception operatio~~P.S·in conjunction . 
with other factors-led to ~tegic ~-~~- 88 percent <n~l?O) of 57 deception . 

· .. attempts. Since deception assets hacf;higb~;~\Ult. rates, it was not possible- to 
. . . .. .;~;·.~ ;.~~· ••. ;-:*· ::~: .·:::.:;.: :=-- •:z~......... . • • • • ~ . -

· mount a fWl-blowtl deception · prognU:D:;:.p:t;~~~;~~ ... every maJor lD.ltiattve. 
. . . The incidence of surprise was substari~i~i lo-i!~t~~J~~:·J;ercent of major battles, 
· but was it lower in the most crucial batU~;,y.r~:~ecePtfon planners would expend 

th • h t •~? Pro'Labt t. r;::•(• l•..;·.: ~·::· e1r one-s o asse...,. 10 ·•Y no .. ,._,;:;.:.: ':.~~· . . . 
, .. : ..... :·,.The . Whaley analysis ~oes not. provide lii~iliswer, though it. suggests that decep­

.· tion operators played tb~·~:tricks when· ffi~Ythought the rewards to be greatest. 
It shows a higher freqheil'cy{~f.~~ption and s\ifprise in major than in minor battles. 

. . · . But Whaley'sl9695~tion' ijf..'S~t.agemdid not probe for cases of all-out deception 
.. · · · where the simm"~t;~f~l~~on:·im: -resources spelled victoey or defeat. Thus, 

. Stratqem is i~:.:i]~g;fb&ijjfp:ught to be, for it suggests that the estimative 
· · · record of most iit~lllg~clt serri~·"ls poor without also specifying that the record 
.. :. ·is especially poor iri" ~-:iD~ criticiU cases. The net effect is to foster a degree of 

· · ·' · complacence, especlallfiDih;'lull before the bigger storms or during the less impor· 
' •!.:>: . .. ; ;• • 

tant ~~es. In such c:aseSthe record of the recent past looks good-at worst, medi· · 
· ·.. oo:~::~·:~'ch:omplacence leads to smugness, reinforcing dependence on past intelli· 

.. · ·· ·. -:/~ce~e'h'ak~~is, st;yles of colJection, and analysis~ Such channels as are controlled 
: '.·::~'~f.'·"j~y o~ ")Cri~~;#J .. foreign intelligence services ate vulnerable tD distortion and abrupt 

· .~.it~}f:J~~rmmatio}#.~~;~:: · . : . ·. ,.·., · · · · . · · · ·.. . . ·.: . \:. . . 
'···. · -. ,~:~,~~:;~tr3.:~~:fhe ~Q"l~~~g is an effort to examine the efficacy of deception when a full array 

. · · . . ':~.%~~f{~~P.f:i~~(techniques is put into battle. First, I examine the Whaley data . in an 
· ·. ·.· · ·. ''' itrP.'#:~!ev~iuate cases of"gnmd deception," as distinct from "minor deceptions," 
'. ,,..,. ·,. · ··· · ·:·· :··.·,.:· ~11~6i~i;~b're''iti0d~f ilee~pt1oii ·re$0urees~'Seeona:·r·examhi&'the. high-intensity 

.. : .. ·.' ·. ·: . · .. ~. :..·:~. ~.~.~i~!~~ ~it~t;i~~ ~-~ , ~ort, to test the~r rela~c>~hiP to the ~robability and 
. consequences of strategic surprise. · · 

. . ; ... ": ·. ·~· ....... :.d;, Th& Wliate;Y' Sttia.:Y includ~ a partly &atiSfactc>t)r in'de% bfthe 'd4ree to which . . 
.·:· . . . ·~ ., ·' ··~· d'&:~ptrori_ ~ts' were ex~rl'dltd in the ·cases he eonsidets~ ·Th":iJI;~ej' in questionn '· .. 

. . ·iS. an"'t)n.weighted one, derived ·from the addition of the sums of the numberS of 
.. .... . .. -- · . . . .. . .. ..... ·---1· ..... . . - .. 
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deception efforts .catalogued under various headings: continuation of misleading 
· · negotiations, znisleading demonstrations, feints, fake ·docu~Jents, press "'leaks, .. 

planted rumoi"'S, camouflage (both simulative and defensive); radio deception. and 
other modes. 'I'he i.nd~ is1uadequate o~ two counts: first, it fails to record a.~ety 
ofstill-dassified deception techniques, and second, it fails to weight the su}):.}r~:clexes 
in accordance "'ith an a.ppro~ate esti.Jnate of i.n.fiuence. .:::~~~~:~~;:: .. · 

Despite its shortcomings, the Whaley "ruse" index is the best .a\"aJ1ablttind.ica-
tor of "grand" and "minor" deceptiorr. If we wish to study those.,cr:ti;ci~(~·~jn · . 
wbicha state draws beawy.upon its scarce deception re50urt:es .. se;·~·,i(, ·fn~~: ·'·· . 
. enemy surprise and misdirection, we can stzirt with those cases at· the upper· en a of.::T~' . 
Whaley's ''ruse" index •. The 68 cases studies · are distributed along a "'ruse" &Caif~:-~, · 
from 0 to a. representing for each case the total number o("d~ption schemes in all .·· . 
reported modes. The distribution, computed from Wh~eY.~~~ta., is shown in Figure 
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· .. }~·:f. _;~;:d~1}~~~~:::~ . ·· ·: ·: Table. l 
/ . ;<: ~:-'ri:-:~·;:.~~~~.'.iJ.{:~·,. . . 'IWNTY-EICHT HICII-INTENSITY DECEPTION EFFOR.TS, 1914-1968 

. . : ~ ~~~·~.~\!:~;:~~~?Ft'i~·i~:!~·;..t~~~-. . ~ . ... . . .. . . . 

' . 
'4 '1. · 

:;:·.: .. . · .. .. ·. 

.. ·_;.~;.:.:.:.~=~ ·.:·r. '!~:· . ·. :;: :; :! ::. . .• . . ·: :-·>-:. _., •.. ,..· . '·~ :·:•· •., ·. . . . .. Vhaley . ·, Whaley ... Whaley Cuudty 
.. · ... ~;~·t~~~:~:.:~f2{~· .-.: ·· · j-;~;{:~Ji~~~-.. ~~:- ( ~-· . ·~ · :· · · ~- - .. . Deeeptlon _.::· Surpr1ae >.· · . R~ttioa 
, · . ·' ~.':~;~a~ey Caael_;_;;:: .•. :;:.:·i::· · · · Date · ,. Protagon btl Index- ·. Surpdte . Index · (Pdender/Attacku) ... ' ... . .. . .. ·. . . 

. A2:~. ·c~ltlp~li':.;:t;':!\,~· ;-~J< 2.5 Apr 191S. UK+Fr./Cer .+Turk. · 4 yuf 1 ·· · O.S 
A6 ;;. lrd '-' Jiai-~tle:l.~~~~-~- ·. · l1 Oct 191''1::·:: UK/Cer .+Turk. 1 ·_ ye1 4 .. . :. . 1,4 
A8 ·\ St. Kihhl ·-- · .. , 1Z Sep 1~11J:.:.lJS/Cermany 8 yu l .. .. . 2, 3 
.At"·. He&14do ' 19 Sep:·~9U ~~~:tilc/C:!Ir .+Turk. 1 yea 2 U. 2 
All Dumlup!nar · . . . 26 Al,l&fl922:,a~!koy/Greece . · 1 yh ~x. 10.0 

_A16 Poland , .,- . ·_: :: 1., -.~~P. -:19·3;· celiii~nY./toland 4 : yea 3 . 15.1 
:AU Denmark · >·· :·: · . .· ;9:_; ~P.t ::1940_::· .Ciermany/De~mark . 4 ' yea 2 · 1. 8 
AU lnv. o( UK-IIoax ·: .. , ·.Sep.'i 1?40-42. !:Comtnyllll(,·., . 4 .. · yet1 .. lx. . 

. AU S1d1 Barr ani . ···~ : '9 :.Dec 194Q.:~. ~/lta,ly .:::;.:: 7 · yu 4 
-'A2i lluetia . ' · : ·: 2Z:;Jun 19lit:~;:c:;iirlli;4ity/!JSSR . . . . 7 yea 2x 
AlO Pearl llarbor : ' ' .> 7 'Dec · 19~1:;,.· \Jiapai\/US · · · · : · 5 .. . )'C!I · Sx 

;.Al$ £1 Alamdn : .. : :- 23 Oct 19'2-:~· uX/Cet'lllan)' . 4 . . , . yu .. 3x 
AJ8 Sicily ·10 Jul 19lil:'.lll/ltaly · .k~,~~· ... . yes · 2 

::A4l.Ando . ) : 22 Jan 1944>:;us+UK/Ce1'111any - ~-~·.:!~;;:(i;:.::,~;~~: •. yea 4x 
-;·.v.~t 4th Btl Cauino ·': .· : 11 May 1944 ":tJS+Uit/Cermany .. ,-;--;:~::.~::;:_'-6;_::.~~{;·,·:.\' )'et 4x 

~ · . ' · 1 4 I .. : ·:•··.:·:.:·· ·v.• .. ·.<-·:• 4 . ,;M., Nol'lllllndy · . .· . .. 6 Jun 94 · . US+Uit Cer~an~.:~-;~:·~:-.'-! ; -~,· • 8-..... ,~~~~:•:'{' yu · . . 
·AU Beloruuia · : ·. ·· .22 Jun -1944 USSR/Cemany ... ; ·:,::-•·;: 6!,;:;":·>·:. yes . l 

: A4l Nonsandy bre.ak 2S Jul 1944 US+UX/Cer.iian;Y>ii/::~·J: :,fp:);r;~ yu .· . _Sx 
;'.A4·8' s. France 1S Aua 1944 ·us+Fr.-/Cersuiny '·~~,':;;~;;:~:,:~$:;·:~;-~!i{ · yu ., 3 
;, A4.9 Leyte leland . 20 Oct 1944 US/Japan . . ····:.~~ih7-;to.z~;,:{ · yes :;:;1 .• ,.2 

· ' ·A.Si Luzon ·· . g Jan 194S US/Japan ~; :~t-•:~~~'if · · not ,;;~:;:;:~:{t::;. 
·~. : .. ' ... , :.. .~ ....... ,.. ·. ·~ 

;·A~'l Bavarian Redoubt Jan•M.,y 1945 Cermany/US+UK ~t~:):.~~:<~i' . yet >·~1-~:i:\~:.>.;3~:~:}~:~-, · \ · 
· AS4 Irrawaddy . . .. : .• 14 Feb 194S UK/ Japan . ,. ''•.~.'..4i·· . .·: yes:;.-~ti\·;·,~··3 · ~:!;;-~~~.'h'. · ·• . ~ .. . ~- . . I . ·•·.t ~ : "; ••• •· ••• 1........ .... ... . , ..... 
.. A.Si lnch 1on --.,· U Sep 1953 USN. Xorea · ·· · .,.~ · n•: ,.-.·~··:-·:·f:' J·;:;:;;,:·•,:\

1 
· ·A63 .Sind Caa~patsn . 29 Oct 19~6 ltracl/Esypt 7' · :: . •.. 1~:•.::~;~;:;'f)\~~.; :4x .. ·::,::f•:n:.: 

A6S :say o! 1'1ss 11•U Apr 1961 US/Cuba 5 · .. :;::y!!i(~:~;·•!'t;:.o·,:li'_.~ :- ~ · ···!'- . 
A66 Six-Day Wu . , S Jun 196J Israel/Egypt+ . ..- . 7 ··.~~~-~.~-~:.}:· ·.~·~·~::~it:· 
A67 ;Czech Jnvaaion · ·. 20 Au a 1968 USSR/Czech,+NATO 4 ·)~~· . ·lx 

. 73.+ 
1 

30,1 
4.3 
s.o 
1.5+ 
1,1 
1.3 

. 1 
:1.0 . 
11.6 
• 4.4 

2.7 

f 
7.4 

11.6 
. 2.6 
lhl 

. • •! ~~;~~/;~~.:· '· • . . . - - . ·: ···:·"·'·· 

·> .:.· 

·' 

· ·S.isnif!et d1aasree•nt with Whaley's avoidanc:e o( juds111ent on this case, The "1nvail1.on or Britdri.;:·~, 
. . hoa•" vat not technically .a strateeic aurprhe 1 Iince the "on-event we Mt a aurprhe at any one :- -e~~;':!;'-';\ · : ,. ·;' 
. llo\lever, aa Wholey observe a (p. 234), the "thre11t11 helped the British to 11\lsallocate tep to 2S d.t;;iitoiia::·~'bb::.;.. 

18 ' mntha; 1 count ~hh cate aa ono e>f stratcstc aurprllle, linen 1t cnuaecl cr1Ucal llltalloca~ion'a·:;.~t,:r:: · .:,!~:\':~i~ · · . ., 
"unpove r • ::. ·. ; .. ·. · ,. .... .. • •· . . . . . ·!:·.::· : .... ·f;.'i :~' . .,! . 

.. • f.ndicatea that one 11ode or aurprha va1 a mla-ut11114te of the senual lntentlon1 of tile. e11eft1Y (no 
·attack vs. attack), ;.".;;:,;~;- ·; .. • 

! .: • • . '~""·· • • • • 

~ Sources Whaley, Stratal/A (1969 ed,), · " i'· . ' 
,, ·." 
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. Aiso orinii~i-m-e tite rouowing statisticS: rU:St.-the average maimiude of 
surpriSe in these 28 cases of high-intensity deception (using the Whaley index, · 
adding the various modes of&urprise in each case) is 3.0, well above the average for 
'Whaley's rema.Uiia.g 40 cases, 2.37; second. 43 percent of these 28 cases (as 9PPo.sed 
to 37 percent of" the other 40 cases) inyolved the misjudgment of basic ip~~(ions 
(attack vs. ne>attack), probably the ~ost consequential and costly aspeq·-Qt~f"Prise; 
third, casu81ty ratios .of target -state to deceiVing state in these "graricf.'J,(t.~ption 

.. 1• . • .: . .. t •.; • . •.•• : . . .... 

cases (media:D· = 4.8 to 1) were far more favorable to the deception~~~~~~. 
than in the ave-rage case of deception or surprise attack. •;::.{:;::;r . t;r..~·:;,:::·:~ ~-:--::·: ~ · 

· : Assuming the da~ presented in Table 1 to be reasonably ~cc~te, we~]~:.~!~';~ 
reluctantly to. the conclusion-omitting systematic counter--deception efforts ti(..f. 
whiCh there iS little eo,idence-that the originator of a str&~- initiative Willing to.· 
expend 5ubstantial deception resources can expect ne~i~;~Joo ~rcent probability . · 
of achieving strategic surprise. Further, he can desi~a-St{tbfiniSleading indications 

r ·so as to capitalize upon enemy surprise, by en~\l~~~~~J~&ation of enemy . 
! · resources. · · · · : · · · ·. · · · ·~~~~:f:t~~~i=;::¢;~:; . . 
i · · . If some of the more diabolical deception operatio~·~lila~~il from public view. 

. the efficacy of deception may yet be understated. In cri'ti~i~~ the estimated 
likelihood of surprise (0.96+) could · n9,t,.:~ much higher, 'btii~~~w details of the · 

.. misallocations that resulted might xriak~~,Uji;:.'pros~ of d~ption appear even 
. : . :· more ·grim~ ··. :_:· . ' ,: .: ;.:: - :_: · .. t1~fit1;~iJ~,:t~¥r:~~i*;~;::~:-.,,. · .. ': ;_ . 

. . · ·· · Reviewing 168 battles in 16 wars ~~~e. 20th~~~-~q~:Whaley found th~t of 59 
.• . : ·battles fought without initial ~urprise ·t;ruy~~l¥rcent'~ceeded the battle-initiat-.. ... .. . . \· ,. .. ,. ·. '· ... .. ··. 

_. · . · ing leadex-3' ·expectations, and 60 percent~of. ~~battles resulted in abject failure. 
:. ·:_. :_ ·, '_ In contrast, of 50 battles involVing surp~~M:~_rcent exceeded commanders' obj!e-. . . . . ... . . ...... .. 
· · , ·.' . tives and only two pe~fepded in fail~~a,,·· These subjective evaluations are 

·. , : ~ consistent with emp~ca(tia~·:.on battle cas'u~ty ratios. Whaley studied casual~ 
. :: · • · ratios in battles wid~rtik.~n .With or without sUrprise (eliminating the upper and ' . - -~- .·. •. .. . . ... ; . .- ... ;· 

lower five pe~n~·:-pf'Ca.s~~:.J1i;i!l:.cases). Without surprise, in 45 battles, mean 
casualty rati~·:{~t£8~~/d~enaerfwer~ 1 to 1.1; with surprise, in 79 battles, mean 

--- casualty rati~ ·~~-n;·~'f =~·'s.a:··so~-~what higher in tactical encounters (1 to 6.2), 
.- · .·1 : somewhat lower iidri~J'(,~ :battles (1 to 4.5).37 

·_ · . . . · . 

· · 1 · A!f might be e~:-~cteasing intensities of surprise (counting five modes: go, 
. . --J . . n~~; ~e; place; st~gt}i;.:M~ style) produ~ more fa~orable casualty ~tios: 1 to 

· .. -:; ~-- _ , ~ ll~S ~~.~.~ve modes ofsurpnse present (still not countmg the five pe~nt.of cases . . .. ,.. . ........... , ........ ,. · .. . -; < ,.,:;,: ·:-,~1#if:hJ~;~ualty ratios), higher ab$olute numbers of casualties by the surprised 
· · :· ,: · <·:'i!.:·~_:'forceSi Jowei.abSolute numbers of casUalties and higher numbers of prisoners taken· 

· :.~~~~~,~~llv the fo~' tli"tiating. surprise u · · · · · · - -· · · · · · . .;.··:.-; ·~:.t:~.!:;~ ... J . .:~ .. ,.:: . .. • i • . • • ' . • . . . .. .. . •. 

· · ·..:': .. ;;r~::::;~-;~A! .• So rm;· w~fhave seen that the incidence of surprise in 20th century warfare has. 
' M :- . ': '::~·:~~~:~¥tri.suig;~~tb a higher incidence in World Warn and the postwar peri~ than 

.. · .. _ -- ---~ -- ,: :-.-··;:~-lA~Wa#(Y!;u. L Of&l cases of strategic surprise, 82 pereent·were found to involve . 
. .. :· '.: :: "', ~ -~-: ::- . ,,:· __ : ~ ··st.ri~Jfeeeption; and 88 ~~n~ ~r cases of strategic deception;we~e found to-.·:~ ·: 

·- . ·· ., - . · '"~ : -·· _·. ~ - .. _ iliv~}v'tPirt:r&t.efpc ·sw.piis'e: Crild'e in~asures of high-intensity de<ieption .inclieatect · : · . ; _._ · 
• that the conc&ntration of deception resources in key battles corr.elated with even . 

. . . higher incidences ohurprise, 96+ percent. We have also seen that the infliction of 
: . high intensity surprise resulted in more favorable casualty ratios, reduced casual­

ties for th~ surprise-initiating forces, more captured prisoners, much improved 
( chances of attaining battlefield objectives, and a 34 percent chance of achieving 

. · -----\it~ objectives well ~yond those anticipated. - ·-- · · -
• I I 

:.' .. 

. ·, 

... ,...· . 

:·, ~: ':'/ • .. · -~~- : 
.. ::: :· · ~. ~' . 

. . :. ~. 

·. -- · 
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93.6°,0 93.7% 
surprise Jurptis. 

Fig. z:-m~ of ~tensit,'~f:d~;tion u~»:H~i#ii~ 
: .· . . : ' . ' . ' .. : ·~~ -~·'· · . 

SrAnmc.u. SoUJtO: Whaley, 7'11• Bod~·OI'Li~~&·~ · -• . ;. : . .. . . . '~:~~~~1Y . . . ~ . . . 
. · . Given the imprecision of evaluati6ns·:i>f.~liat constitutes deception and what 

constitutes surprise I wish to treatwith ~j.i~io#. hypotheses linking the intensity of 
. . deception to the inte~i~Y:-~~f surprise. F~~2 adapts data on the relationship . 
·- . between. intensities ,ot~~p~on and surp'~· · as recently reported by Whaley.n 

· · · Initiation of at l~_~;i~h¥;~~~ity deception ·operation correlates with substantial­
. . · ly higher incid~~.":bf s~I:P~:iA,.~Oth cen~ry watfare thai) would result from 

attacks withou~ .. ~iatec(d.~p~ic?ri ~fforts. Moreover, it appears that an increased . •' .. .•.. _.,. .. ,. . . ... .. . .. · ' ... · .· .. ·.'· ..... .. · 
deception effoi'tj.~-~~itid ]:iy·tli~ .. ~~ber of deception modes used, correlates with 

·· · an increasing iiici.~I?..C!i:-~~,hig;,.:lilteD.Sity surprise but not significantly increased 
· .. :::· prospects of achiemi.=~~~- The shift is from low-intensity surprise to high• 
.... · · intensity surprise, whfcll;~=more costly to adversaries. . · · . · . · . . · 
· ·.. .. .. -.~~y·s data, displa'y~ in FigUre 2, are not entirely consistent with my own 
. ·... ,_- .:,. ~:ti::o~_~ib.~:l:elationsh.ip between the iotensityof deception and probability of sur-
.. :;: ·.~~-.:::~ pfise-!.~·er,r~~-::rrom the same Whaley c:aSe studies. Whaley's firidings suggest, in · 

.·:·: · ·~;{:i~Yt~:eifect. ih~i;:-~:~g from low- to high-intensity deception operations correlates 
-.::·/·~~~~lfJ~:;:~th inc~":it, the intensity of surprise but no significant increase in the probabil-. 
' ·;·q:~t~~Y:~~f. s~#.:· . ·. . . ~ . . . . . . . . . . . 

. .. ~ . 

.. 

... 

·~--· . 

. . 

l-. 

. ,. 
: · ·.'.';.-.::~.~;~;i~·;~ earlier, my review of Whaley's case studies of surprise in strategic 

. . · · · : 'ba_tt)~·:(~amly. ·commencement ofw~r1o~ning of new f~nts) suggests that switch- . _. ___ , 
·'-' · ·. · ,);,"';: .,.:;: ~~·:;; , :--:·.",·ki:;:tr~ffi,·'-lci•N:fto -~hlgh-;;llitensiey·~-d~ep'tiorl .. 'correlates !With increases in both the ·,,~ ··: .· ., ~ · · ~ ·. Y. . 

·.:. ··. ""''?: : ;, · ''lntehSitj ·and'tlu~ :prooabiiitY of&utj;nse. Th~~ onlj·So:f.ercent of so low-intensity .· .. . · ·. · · · : · ;:-.. · ... .. 
. · ·· .. ·· .... ·, t ·.· · · strategic·deceptioz:t operations resulted in-some degree of surprise (ruse index. of . , .. 

. ,:; · . . . ~· . ,, ·.· . ·.' . ' . "8 •:;· ~:·r ,:·:: ·r~~!(surpri.stf:U(deX'. of -~ :.:0.5), 96+ J)e~erit . of high-int.eii.~ity strat.eiic . deception : . ,.,., 
' · ··'.· .. ·;· .• .: .,., ; ": :· ' ···· .-~ : ::~ '.' (;}>er8tiC:ns'(ruSe':iiidex of4-8) r-eSulted in some degree of surprise, and all strategic· 

i_ · deception C8.seS 'witb a ruse index ~- 5 resulted in some degree of surprise. · . ... . . . . 

·: · .. · . 
;,_• . I.' ' ...­

' : . . . ' ~ ;;. - . . ·.-' ~ :' 
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. My findings suggest that, in the ab~nce of counter-d~ption systems, · high- · 
intensity deception in strategic operations should not only ~ult in a higher-inci­
dence of high-intensity surprise but alsO b a reduced prospect. of failing to achieve 
a significant element of surprise. If it is easier to obtain an element of surp~ in 
tactical battles through low-intensity deception operations than is possibl~ !#.:~~ate­
gic encoU.Dters (of more central concern to adversary analysts), then my tiji(ijngs and 
_those of Whaley may be co~;uL _ . ~- . · · . . ~~j~I.-~h._ 

!
-. _. · Diverging collclusions inigbt be hnportant in estimatiug w~e$.~(~)~;u~~-~r 

attack were possible without a substantial risk ofp~launch d~i~ure "o(ihe~ai-; - : · 
tacker's intentions. lf on~ concludes that high inteN!ity deceptio-h-"Ca.n drlve)l.i~~~!>. 
probability ofp~laU.Dch surprise close to 1.0, rather than Q..~ to 0.9, one may rea~)-• 
di.fferent conclusions about defense _poStures required to as5ute nuclear deten-ence . .. 
Without further :research, however, we cannot assert t.J:t~~ :hlgh-intensity deception . f 

' t 
1 

r 
I 

operations can drive the probability of achieving ~~cl~:.to 1.0; and in any 
.event, we are wary of applying the Bayesian da~.ti~~c$~~e~~i~n31 warfare to the 

• .. . - -- .. -.a.... . •·. • ~ ··' · ..... · .--.'···· . -
probability of pre-laun_ch warrung of nuClear attacg::[~~~~-~~-~less, the empirical 
findings OD the relationship between ·deception and SU.rp~· .. and between high• 
intensity deception and high-intensity surp~ do not geti~fji.~~ilpriori confidence 
in the reliability of strategic war warniog systems. ·. . .·:~·~.;:;:2f~·-" 

. . . Relying upon unreinfoi'ced adve~J1::':P~oJ1ceptions, operational security, or 
. luck has :>-ielded an incidence of surp~~~f~itJ.£~1-~~~n.t. 40 Stated differently. the 

chances of failing to achieve any ~~(eY~-~~i((~(~Jirt;rise without d~eption 
are almost 3 to 1. That ·deception has ~~rile parl~Qfttie :Jiirxlus Of>!!rJUJdi of modem 
military planners is entirely understan~bl'e;.l~ ~-~~understandable that the vast · 
public literature-on intelligence forecastiri8.:h.8S:failed. to address the challenges of 

. : ·: - counter-deception planning~ .as to provide ~dri?teliable strategic warning systems, 

. and in the process to diSCOii~e would-be aililckers. · · · · · , . 
· ·· . , - . What · of asymmetn;;s· ifi 'Stia~c decepticin practices? In. Section I, I suggested 

. the same states that'-foster rdtiorial,planning of intelligence collection may tend to 
. · ,~· · • ••.. · . .. :· .! :· • · •. . • . 

appreciate potent;iaLdor ~-~i~g:advei'saries through th~ir intelligence systems. 
· Those states ~t ~;,~:succ~~ ·.m>p~netrating the security of adversary systems, 
· placing agents w~li·;~d~g high~lE!vel comtnunications, or controlling adversary 

intelligence systems ~v~~'gained insights into the decision styles of their adver­
saries, ,the concerns, prej~dices:· assumptions, inference processes, channels, and 
substance of information tii~i· are ripe for misdirection. · :. . • :· · -· ·_, 

. .. ; .· .... '.:_!'.'f¥.fp~~g statistics teD us that even the disadvantaged have opportunities 
· . · :. ~~f.or .. sutp~g·~heir adversaries. ·The incidence of surprise has been high between 
·.: .. • ~'~t_$oenalio~-&p~:smallandbetween.richandpoor.Deceptionisoneofthe-equalizers 

.. ·:t~~~:)_bfinternatioila:i·conduct; it humbles all and affects those who are not its targets but 
V,!:~~ti:.¥li~ifear iu{eo~uences. Available statistics do not convey the effects of asymmet- · 
· -:··:~:~ij~:~~~} We may suspect,. but cannot as yet prove, that those states with 

adv~~g;·:Ofintelligence or control ofa'dversary intelligence systems may manage 
·-.. : :. :-. -: ·~··, ,_ :_-:, t6~riv~~:{nore··cases oi'wkii't"wowcl b'e low•intensity surprise :into eases· of high• . . · 

' , . ' .. :. . '' ;>Ld' :·;; ·, ;.· , ,:,' ···:Om"feruuty.SUrpri.Se: The Opport'uriiti~ 'rof eithet'intissive deception OT Sharpshooting. ' 
, · · ·· · ; : deceptiotf allow·gteat~r opportunity forthe kinds of misdirection that are especially 
. . ',·:..:i_::.:~t&tty'tcran ·aaversafy:Witliouf:Jnori{detaile(lp~blic evidence, the data base does 

:O<'• not atl'o:W·empiiiciil study of-the conSc<juences of intelligence asymmetries. 
Asymmetries have existed and have tempted e:ploitation. Sir John Masterman 

explains of the British-German counter-espionage duel of World War II: . . . . . 

•. 

' .; .., . .;.::·~ · .... :.;. 
-? 'io ~ .. ~ .. ·;.~ j- · ~,~.- ~~-: 

: .: .;,t:r·. ·. ·:-.. • ·; ;- • 

_:;.. .• 
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. Not only have double-agents~ nm on a long~time basis but they nave 
. been run. so extensively that we caD think not in terms of a number 9f 
isolated cases but in ten;ns of a doubl~agent system. ••• We actively ra.n. anJ 
controlled· th• GermB.D espioDage sysl8m iD this country. 41 . · _ · . . . : 

. . . ' . . - . . . . . . . . . . . . . ···.;,_· 

If ~e assume a signllicant disparity between the deceiving state's inte.}llg~nce 
·. resources and those of the deception target, with the imbalance favor,bi_~;:f:Q:·fh~ · 

deceiving state, ~ can probe stratagemic Vulnerabilities in · their m!#.~§i;ulent 
form. Deception operations n!OUDt.ed without the assistance of "maP.~.~~;(Cj1.P.~l~Jic 

· ·- ·intelligence) f1r well-placed agents are a gamble. When suppo~:-~y}:~agu:~~d;·,._ . ·- · 
.: patiently cultivated network of double ag~ts, deception is almos~ :a=-~ure··~~;)~:·. · 

with gigantic payoffs. 'Ibe deception planner•s ultimate windfall izivolves a~.#?/:;/' 
· two particular varieties of magic first, access to the codes aA~:.~phers of the opposP·'; . 
tion •s intelligence 5eryjces; secondp ~ to the commana'~l~ions as transmitted . 

. ·· ·The first reveals the collection patterns, inferences, p~fl~ptio~s, and fears of the 
. enemy; the seco:na ~veals the ~ptibility of corq~~~~~rs ~~c:ular packages 
or"signals,. and to the channels by which they are·~~!~L~en the 4eception 

. pl~er has at hli disposal well-placed networks or-·a~)l~~~]~~nts, he h~ ready 
aCcess to the eollection system of his target. If he is carefuJil.i~:·~-cover the other 
sensing systems as well. . . . . ~- :~· . . ' ::·. . . · ... ... ;. ·>=~~;ft;:\::1~~.' . ,·. ~:--: 

· :: , ' This imbalanced situation·b the ~tjflt'ag~JX1~tist·s equival-.;rit;:of"pay TV.'• The 
. adversaJ'Y pays for the opportunity t.Q~e~~~yi).f.&ey~ images, tranSmitted to him 
: ~ · overv8riou.s cliannals desiped by t.h'thfi~~~:rii~~Wlth:access to the preconcep­

.. · tions, values, ·~ channel preferen~;,~·his Vi~~~:iji~·~atagematist desi~ a 
: .:· . · series ·ofprognu::as that Vii.ll 'satisfy th& ~.irj;'f,i.(The CUstomer may be misled, but 
. · ~ · .. · . until he perceives the incongruitits he wi~fb,e;~~tisfi~.) Where the stratagematist · 
· · . bas access to the internal .~els ofhis a~~~.r,5an·s intelligence, he is able to learn 

. · .". · . when his target audienc~'i$·:p6t-interpreting:tlie -~arious images as they were meant 
. ·. ~ .. to be read. Ifhe can.ada~f~j)rograms in mid:COurse, the stratagematist can almost 
' ·. . . . guarantee that tb'e:~~aienc~::iii.both satisfied and convinced. In short, with "magic" 

and double age.ii~~:~·e ~t:iige.rii~tiSt. can even control the ·~fine tuning, of his . di ' . :'.-.·........... . . . :·· ·.·\··· .... ··:.•.·:.~ ·;·:. · -. - \, . 
au ence s perceptti~ patt;el'I1S';~~ ;.:::· •. ::.: · · . · :· · , · · · · . .... : • ; ·. 

· ·· :· Hugh TrevO~~~j;~tells w.· tli~t the Britishdeceypted Abwehrciphers.almost · · 
·' ·.: -. . . .straight through ViorldW~·:ll.42 Can we believe that at 10:00 a.m. an interdepart· 

· · , :. · .. · mental deception comiili-~':discussed th~ ••fine tuning" of deception programs in 
.. :· " ," the light of intercepted Ab~~hrintelligence? Certainly we am. And we should not 
· .•. ·. '.: ' .· ~.'s~~ ~learn in Whaley's Stmt.ye.m that Abwehrintelligence was not only 

.' ;-. : :;i[.~~iig·:iJA~~~~(9f the critical cases but also wrong in the costliest of directions. :: > ::}{}~.':~ .The{ ~~l,ligence service that points to its estimative record with pride usually 
·. · ;;::.::~:::;.::~has not ~-'during critical wartime threats or else it prefers to skip over "quirks? 
· :--r:\~;::.;~;~;~he.o to~(itii:ihe batting averages!' The fact that most intelligence ·servic~ are 

· : ~:::.:i:b'atll.Y.'aeeei!~' at just the time when they are most needed i$. ~.Q.t ~ v~id ar~~.~~t .. 
t. . : .,. ' ·:· -~-~ · : ::' .. -_~·· -~·"'_r ::·.~:r9ii U.i~~(f~t;c)l~tion .. th~ ~malr~r..).~~~~Sjtio~ ~pec~I;~i cmti~eiy justifY the .. 

• 
0 

.,. • 1' ,!a--. .: ~._ I 'I-•, f', • • . . .. ' """• • o 1 \ ~, o o t , ~o -v . . .. ,- \ , .. ,f > • • 

·. · .. _ .. ·' ' :. _ .-:-.:: . :. ;..; .... ~i~~~l!~ .fw:ther, develop~.~~~-.of ~~.e,. c9un~,r~~~ption capabilities may at . 
_ . . . . · .. least aineliQrate the rather P9()r ~,J;'Bck .fE!C9.J:ci in. the ~ost ~portant cases. Deception, 

• , . ... -\ .. .• '· •• .~ ... .. \, •• • ,, . , · ·~· •••• '· . ~ j ••.• • • ~ ...... •• • •• ,,_ ,, · ··~· . .. ... 

· ··. · ~- .. · . . security assures that the !~~~:~~~~~tl;lP.~~~ 9E'?.q~:J_ll.P.~. is ascribed to fortuitous 
circumstances, random developme~ pQOJ' .. luck, the inherent. unpredictability of 

. · most situations. and a host of other ci-~instanCes: · · ' · · · · · 

~ .: --....,;-----------... ---·: -·· . . r,r. ... , . ' =---- . I 

. ~. • !. .. . 

· . ., . 

.. . ··.=--: 

I :: 

,. 

.· .... 

•. 

. r 

t .·· .. . .'.'' . .'.' ... · ..• 
-:.> ·. ~~~...-:. .... : 

·- ~· • • • •• • ; ~ -,.1 • • ~·. 
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• ; • : MODELS OF ERRO~"-EOUS il\"T.Et.LlGENCE • t 
. ;. .. .· .· ··:·. ... ~ · . 

· Omitting the visibility of deception planners, the predictive records ·of intelli- · 
gence services still look bad (for the evidence of resource misallOcation is. often 
blatant) but their rational exe~is seems nigh impossible. The evidence is.~~igu­
ous, the warnings hidden or late in arriving; CHow many a deception o~~_wi.'ean 
rememl>er p8.S$ing: a correct warning just before the battle, too late fod!$::~ploita· 
tion by the enemy but sufficiently early to accredit the sending chaiiileFfo~:Jater . 

1 .? . • :. ~ .:.::.·.:. . . :~ :··. -:-.~: ;.·::.· .. •• p ay.) . . . . . . ·::\ . . ._,;. •' r.-~ :;.··=·~:.;·-.~- ·'· • 
The :most persuasive model of this discouraging .state of £it~ b-~~i;::~~,::· .. 

accepts this abysmal record as the natural if disordered ci_rcuinstance ofintelligeri~ ~ :;~ :·· 
work. With hindsight, the inferentially valuable data . ~Jdent;ified as a group.of ' 
signals, the troublesome and misleading are identified 8$.noiiSe. With such a model, · 
postmortems of almost any of the major turning pointsln·"20tb century warfare lead · 
to th.e conclusion that separation of crucial signals: 6$i:ti: t.h~ :~)>jent backgi-ound· 
noise ,is extraordinarily difficult, that potential ~~~~~en'(~-highly restricted, 
and that the poSsibility of c;alamitous surpri.~ is e\t~~P.~~£ .. · - · 

The . outstanding case study of this genre is Roberta W~}l!~t.~~~s Pearl Harbor: 
·Warning and Decision. •• A study that followed Mrs. Wolil.Sij!tfef:~s~in merging 'the 

· deception data with background noise .. is :Hotst•s analysis oftll~:;Gennan surprise · 
. attack on.Norway in Aprill94Q.n ln:~h~~<~·:st~$ly. _on · Operation BA.RBAROSSA 
~ that led to his monograph on Straf.V~·:~~.YJ~14M.~ the signals in a · draft . 

.. . .... • • 0 ' i .. ... . . ... . , • ·•···• . 

chapter on noise until he realized th~~~:~f?St "of:.Qi~~:~~ise w~ manufactured in 
.· Germany, with specifications deslgnedj~~-~i>e.~~~fate· SoViet intelligence filtration 

·., barriers.•• David Walker's Lunch Witl/EiS~gernotes that it was the British .· 
practice in World War II to call the out~f:){f::_controlle9 rumor networks .. sibs," 

. - slang for Sibilance.47 Thus,,:ihe.. very operaf.6~:·of deception networks conceived of 
. their work as the p~ucti~ri;ofbackground ·•~·hissing.'• · . · . . · 

.. Although the artr~f deception operator may blend his disinformation products 
. with the natural;.b~ckiroll1ld :rii:)~;~:o~r.fa.Uure io segregate the spurious signals­
. what I ·call sp~iZS·:.:-.-froiii:tlie:.back~o~d noise leads us to underestimate the 

·. ~ •. : . .,;, ,: . ~ .... · .. :. . ··.·. · ... ·· 
importance of th~ .spngnals arid C:lenies us the opportunity to. design counter· 

... :. deception system5>:·-~-~:/.f;~:::':;r.. . .· · ·. ·.: . . 
. · A more helpful n:iOd~l of:"~rrorieous intelligence would Seg-regate genuine sig· . 
nals, ·u.nmtended clues of=future events; sprignals, intended clues to nonexistent 

· ·. cap~lJ~~~~.~r. intentions; and DO.ise, the background data and random "confusion 
· : ~~iept,:j#: "the. intelligence picture. Whaley's revised Codeword BARBAROSSA 

· · ·.~~f~4~p·&:th~~.~~"e of analysis, suggested in 1967-1968.0 So do his less rigorous but 
· .. ;§f~·c.omparati~.=~: studies in Stratag-em. ·· .. · · · · ·· ·· . · · .. · : · ·. · · · . - ·. · ·. 
· .::..::;::-;::~r?.;.~:;; :.A.D evai·~·i3JfVe model reflecting the devastating effect of deception and see~g _. 

· · ·;:::~~~:;J~;T~)~~-~~ptio:D parameters encourages the search for effective countermeas· 
. .:•· ~J.¥.~}1-a:iii,:bfthe insights in Wohlstetter's ·masterful Pear/Harbor study are still · 

. . . _ · . ·· · .. . . : p;;tiii:~il#.:Uie problems of compartmentation·; of overzealous secupty, of varying · .· 
't '.'~:.:,;; :r-•. :t ·~~ _, .: t :::>.·!' ' :' ':· ''·"'·~pe'tt;~~~. of:wiShtufthiiuiliig~'of.tangi-~ jurisdictions: of sheer-ovi;rwork, ahd of .-- . '.;. 

.... ; .. :; ·, ;' ' ....... _ ···>····· ~: ' "ih'e'"imbient backgl-ciu'Jid ndise. These contributions to error beieloud the role 'of .. . ·.' 
· -·· .··· ·· ., .. ':··· "' ·. · · ··· .:strategic ·deception, but they should not deflect -attention· from ~e search ·for c:oun- . · · 

,.; ; .. ~ . . .;, t •;. ·,;:: ' ·: •...•. . • ' .. . tern1ea5ures to what appears to be the ·mtiSt"degriidirig factot ·ofin;·ittatagem~ the .. · .. - · .. 
. . . . - . ·;. .: ·. . orchestration of deception measures by a s1illitU1 '"iJ.d{;e'rsa.iy: ~. . ·~ .. ·: .. < --: .· ~ -:., . ' . . : . . . . . .. . -: .· . .. ·-· - - ··· ;---····· .. __ .. :~ . ~·-·-__ · .:. ___ . 
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One may look with skepti~ upon a "rational . model" of .decisi~nm"akin,.. . .• . 
whil.e acknow)edgiug that amidst the noise, amidst the bureaucratic politks, amidst 
the irrational and the confusing, there lurks the hand of rational deception-admit­
tedly a hostile. hand, taking advanbge of irrationality, of preconception, of_ ~onfu­
sion. By misdirecting the apparent thrust of policy, deception c:an facili.~~:~the 

. ··· ·II"''' . 
· Jnisdirection of resources; by enlarging or prolonging the appearance_.ofi~\iltiple 

. options, deception can force the rational adversary and probably th:e~~ •. irra-
tional adversary to spread his resources thin. · . .,:;~~~~:-:;;t:.:~:e:::i:::. ·· . ~ · ..... .... ,.,.J ... .... .,. . .. 

• - . · · In many cases there may be no perfect colintermeasur~ but -~~ie~y.'w&T~~~li0-9 ... _ . · 
·. -. avoid &urprise in more than 4 percent of the· major deception cases:-" It iSiii·~~jyf;i~,. 
· contended that a modest investment in a counter..deeeption ~m would be hlghtjl;:~:.· 

cost-effective should such a system manage to counteract:~V.~:a minority of dece~..-;­
tion operations aimed at decisionmakers through the ~y~:~-d ears of U.S. intelli-
gence. Even a low P.robabilitY of timely forew8nUngJ9~~y?~~age the prudent; 
those who are bent upon warning-free attack xnay y~i.)?'-~.a:4~:by th~production 

• ._ • • .::. .• r . ~").. .. • . ........ _. .:•" • ,. . • 

of timely strategic waming; and those who facei·~~-~j,rospects of alerted, · 
protected retaliatory forces may be further discourage~lfi:fiii;i~h-cost procurement . 
of weapons to attack alert-dependent retaliatory syste.~~}i1f!J:f.~~h· ... · · . 
. . : ··· Although enhancement of warning ~liability is a vaiWiii1~bbJectlve. the record 

., . of past warning failures confirms the ~IP,Qfprocuring weaP'6ns sy~ms that are 
not waruing..dependent, even at higli::&;sl.jj~i.~ven ·those systems designed to sur­

. . ~.ve a surprise attaclt may dejX;nd ~P.P;q~u·geti.rig:~@ii~ee~ which may also~ 
subject to _deception. Minimizing de~~~~~~~P:·~~iy warning is not enough; 
sensible planning requires ~nsitivity to·~e··~!bilities of adversary deception, and 

. ac)option of pro dent counte.rm~ures. ··:.~~;;:~r:f{ · ~ _ .... __ 

' . . .· .. . . .. · .... ·• '·· ' ; !:i~~f~)~~J;; . '~!Jf . . -•• ,· . ' 
. · .. . SPECULATIONS..-.ON THE.VULNERABll..ITY OF ARMS CONTROL 

~G~t~~}~~{i't6f.S~~f;:~~~W~~%~~;)'? . . . . . . .. .. · · ' .. --: __ · : · · ·.· . . ··~<_.~: 
· · Professor Wli~ey~s~~~pirical .data on deception and surprise in 20th century · 

. warfare lead us to 'th~~~pl~t conclusion; quali.Ded by the predictive limits of 
. . Bayes' Theorem,11 that:it:».·J;oSSible to deceive the intelligence-services of the major 

Po~~rs. lis. J;DOst strategic iniiitary initiatives; and in the most critical ca.Ses, where 
· . ~ . ..ori~l\Qi_.id~ption "assets, are expended, the probabilities of high-intensity sur­

• ·.· · · .. . ~':):}.?p~.:a¥~:~g. The implications for arms eontrol negotiations are serious, but 
'. : .· -~· : :·~ ·{:~~:~~."Eefore t~fng ~ the111, we should attac~ three caveats to this pessimistic prediction 
· · ·.r·!~~;~~l;:t?.:~f.intellig~~Ci:eapabilities. . . . . · · : . . . .. . _ · . : _ · - . . . 

. .. 
·.:· 

. ..... . 

. , · .-

1:' . 

.. 

. . -

. . ... . · · :' .. ;·=;.~~~~;~~ :~-i:~~First,[BltAough the Whaley data count any one of fiv& modes · of surprise (go, 
.· ·. '· . :_·~:,~f.!~~(;:;g()i::tilii·~;; place; strength; style) as an intelligence f~ure,accurate predictions of 

..... , : ":·· , ....... .... .. -.> .. :-: .:·/~1.t:8~c;8j)abW.ties ,play.suffice.for many,arms.controlpllJllOSeS. Second, empirical ... · . .. __ ,.,. ·" ·. ~ · ~ .• :;;--<. 
• • • • ,'Co(.,. '. j [ . 0 ·; • :-:.: • • :!• ~~evide~cefrom liistorical:c:ases-may not~:validly predict-future cases where conditions . . . . ~ . ,; '-" >.~ : •~-:~ ~: 

· · .. · ' ........ · ': < ·,· ... , :. ,.l·ofca-usality :are- altered;· development of-effective<cowiter:deception systems would· · ·-' · ·· · -· -- · , .. ..:. .>.· .: ; 

, .f· o: _.· !.•.:. '. -:~ ;.,., i:CO~titute· &Ucb:·•an:talt.ered condition .-and invalida~' the Bayesian utilization of . · . ·. · . · : J · . !-< '.:::; 
!· .:- ~-'1·:,: : o·, " •.. ,_,,. 1·. ~-·· .. t-l'h· ::. ·.•,P.rofessor ·Whaley's :~ta.~2 Third, it is not. clear that the set of 114 cases in the --,., .~ ~ - ~:-.~·-'~~: ~ ;',--:.;:;;; 
j . • • •• • 

· · · · · .• .,..~· -. , .•• ~ · .. · :. Whaley study, and the set of probable arms control verification ca.Ses are subsets of..; . " . · ~-
L_the -~~~ve~;_ ~~~-~~-the ~- CC?ntrol v~rification ~es may ~ot __ invol~ · 

~ -·---- . --· ~ ---- · . . ... . . -· . .... _ .. . . -· •··· - ·- ··-__ :_. ___ _ 
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assesSments of ene~y intentions and r~urc:e allocations, which have led to such 
a Pc>or preclictive record in warfare. Thus, deception of verification systems may not 

·be an insuperable o~-tacle to arms· control a.,areements, though it should W?U"Y any 
thoughtful planner~ · . · · · : . •.:-:{~;~;~ 

· After studiing the pernicious effects. of deception upon predictive ~:?6$ance, 
one may conclude that. the greatest test of intelligence systems is disto~Jight, not . 
. darkness. n For the intdligence anal~ ignorance .is bliss, at least~: ~n~~)~.~e 
deceptive reinforcement of preconceptions.•• The "sbotguQ" app~~.cli··:~.:'~~P:i~. . · 
gence collection will yield a few clues sooner or later, probably ·sootier, bui::if·~ei;S.e.::;·:. ·. 
clues are misdirected, the accumulation of di$sonant inf~rmation may not s.umUi.rle :~.;:. 
attitude change and production of sufficiently unequivale#4·.timely warning. u · ·:..:;· 

· ·. EnthusUu-ts of arms control agreements sometimes~.~ ·hypothetical verifica· 
tion "challenges" of the pure "darkness" variety; ~!~#:ttlly, .~ere is. sufficiently . 
penetrating light to conclude that mere security or.-:j)~.i~e ~f:?iplage can~ot hide 
most major weapons developments. Jeremy J. St.One;.;in]u$'iadide on ABM detec­
tion, "Can the Communi,-ts ~ive :Us?" claims ~(·th~fclj~~~ .. He predicts that 
the Soviets could not develop and deploy a new generatioii~iB.:M ·sys~m \l\oithout U.S. 
intelligence having timely :warning well before the ABM ~hl.~~e o~ration· 
al. Stone cites development Ofn;lulti~~~;.~~ti-spectrum ree66naissance systems . 
as proof that camouBage would not .. be-:·ru.,?~tre<#.v.e ~l:Ueld. And clandestine agent . 
reports are seen as another mode of:_a'dvki~~:~~iifi:-~'.:~ ;·t.·.· . . . .· . 

. . . .• .• •··. '.,. .• .. r.' • . ·• .. ... ··r·; . . .. ...... . 
·. · · :. But what of an ABM deployment·.~t'.~~~~J?f:ih~·select~ve improvement of 

: ·a .&Ophi.Sticated air defenSe system, such~~.~~.~'JiAi.rNi{Line;n ABM deployments 
along the Sine>&Viet border with residu~fcapabilities against U.S. strategic mis­

: siles; or e::rperimental stations used in sp~~e:'eJtploration? Can we be sure that we 
· · .·' would not misperceive tl:J:e.~~-\;a_iJable technicli(iritelligence data, partly as a result 

·: of clever leaks, indi.scfiitioris;:itnd camoufiag~? Should we regard the bulk of our 
·: . . clandestine agent chmnelS ~a:~/illtemative modes of warning or as reinforcing chan­

nels of decepti~;l?;·:Pe=t"hap$.,:~tb~ eipe~ive ferret satellite investments we have 
. ·' :. reassured ou~\V.~:~~ut'Uie:~~n(limitations of the TALINN air defense syi;. · 

· .. tem, but the gen~rie:::problem. ~{deception remainS: Reassurance costs are high, 
·· · opportunities for injSN.k~ation are recurrent. · ·. . · · · ·· . : 

. . Ho.w wlnerable ar~ifrmS ·bontrol agreements to strategic deception? In candor. 
·.:. ' W~ should admit that we.dc>:i:iot·know the answer. Fortunately, the wlnerabilities . 
·.. : WhaleY: ~~ed are not always central to problems of planning, negotiating, and · 

·. ·. ·'-~ · ·.·~~g"·~th;:,~~ control agreements. For formal or tacit arms limitations, assess­
.·.-:·· ;~{~~iif6f.'the: P.~nt military capabilities and technological resources of the major 

... . . :,;~~:~ipowers m~;:t:p~de much of the required intelligence. Here, at least, a set of 
· ~~~~:~;:;;~Xisting co~diti~~ is the subject of intensive search; deception ·planners may 
· :· ·.~\~~~~jij{_~~~.lal~~·p~Ctures, but the underlying realities may be glimpsed from varying 

· . · ., . ·.· w.p•.;c,:"" .,· .. ·~··:;;~ .• ;. ~pectiV~;:eontradictory evidence·ri:uiy:existrat<th~t.set of the analytic process. 
' . . . . ·· . ' .• ·~ ·'-; ~I· :• • '~ ·· : (;;; or1ft:J~~~~'Ye m: a &Ubsequent.stage; bu~there·israh ·objective· reality, and viewed . 

. . ' • - - .••. ..:. ~.,, .,_! •. ••• ~. m'E!tldugh·lights this·rea:litywillpfobably'teve~l thl!"contradictions within deceits.n• 
· · ··· ··, · · . ·-·· · · -'·· . '·' .:, .' ·, '·,. ··· 'ln:.Conttast;·the wartime intelligence·p~ictions in.Stratag~m involved five para me- · 

teri~ '~fbfif.>of' whid! did :not:e~at~the·:·moment·Of:ptediCtion. Whaley's categories 
· · of surprlsts included ·th-e-: future lntehtions' ofthe adversary. attack or no attack; a · 

·future time of attack; a p1ace of attack, perhaps undetermined and as yet unassault· 

---e.2~ ~~-t?e st~le; o~~u:_ur~ ~perat_!o.?~--~e. s.t~e~~h ~ff~rces, ~~l:y:s .fifth parame-

' --·----· 

. ··. 
• 

. ~ , . 
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ter. inv~lv~ estimates of future choices a,n;ong al~rnative resource all~tioruo. · · 
. Thu5, WhaJey's cases of surprise -involve many of the hardest predictive problems. 
. Fortunately. the iotA;lligence requirem~t.s or strategic arms negotiations are 

· weighted with appraisals of existing realities. These are not impossible but cWficult 
to falSifY; deceptions that succeed for a time may .be discovered in the" co~~~Jive 
evaluations of perceived realitie&.•o Present m,ilit.az:y capabilities, technQio81C81 reo· 
s_ources. even political interests and incentives rt~ay he gauged. But futt!~~~p~ili-· 
ties. goa.J.s, -incentiveS, and resources must be judged as well. an4: J?~-~~)li~J~?!' · 
predictive record of the Stratagem cases should be borne in min~,W.!tl1Jio,:e~~·~ffDg; .. ~ 
reality tO serve as~ yardstick for evaluation~· t,bese estimates oftlie" future inat.¥.:!1:~~'.· 
as vulnerable to.strategic deception as those in Whaley's 1Va¢me cases. Is subst,an::~·:,;;o · .. 
tial arms control verification the panacea? Hardly, for ve~f:i.C?n rmpli~ that there'""' 
is an objective reality serving as a sf.alldard for authenti~ti9il;Verl6cation will help 
to confirm the reali~es of the present, but .the m~:-~~'riw-~;ies of intelligence 
services lie in their predictions of the future. For ~t~~;.P~J~p~· there can be no 
verificatk»n; ~pection, .or licit intelligence colledion;';i:aa}{pi-6vide clues' to the 
future, but these clues may be more susceptible to .d~plj~)P.~ those that con• 
tradict_ eviden~ of the physical preseftce. On-site mspectioil~¥.P.r9~rly safeguarded 

:against" deceptive "'plants. " .may reduce~ ~usceptibility to a~pon, but it cannot· 
eliminate deceitful projections ofthe.¢.!.~~#9~~~· . : ... :· _.., _ .:· --~ . . . :. ·>-

. . In conClusion, we do not have BJ;if~.~~E.a-~.~( gauging the vulnerability 
of strategic arms limitationa agreemeri~tto.:ae&;J)t1cip,:;W.e .-liave reason to hope that 
the predictive records of the major i.ri~Uigen~ ·~~:-~ be better than their 
j>erformance in 20th Century warfare. w~:-~Y,~::~n to f~ar that in the mcist· 
_important cases, particularly those iovolvi.i:ig: ~veri.fiable future choices, there is a · 
·.high probability that stx:a~c: deception Cb~tt".Yield surprise and advantage. We 

· have reason to believ~ -~t:::V~ous arms lliii~~tion programs could be de$igned so 
as to reduce the inu>O.~~-:Qf?d.~eptively induced surpn.se. And we have reason to 
believe ·that &oin!t::~~-teglc;:.~t\.lr~ ~e.g., those involving substautial advantage to. 
the initiator o(~~~ stri.ltehvdul~ :·aceentuate the importance and likelihood of 
deceptively mdu:c~-:~n>i1s4{Rather: than emphasize "verffication .. of the national 
intelligence or ini'.erha~onal .inspecti~n varieties, we should concentrate upon ·devel-
oping counter-deceptio~ ;~~~odologies and systems. . .· . · . . .. --; . 

. Strategic deception::IO.-~·riie>dest doses, has been associated with distressingly 
high, ~ci~e~ces of surp~: in war. High-intensity deception has been associated · · 
Ylitb~high~ihte~ity surprise and 8.n incidence of surpriSe of96+ percent. Give!} the · 

.• ~~}~iilttpli.cltY~;9f:Challenges in intelligence forecasting7 deception is not the main 
--· • {.? ,~iul~~t~:~~tewarwarning; but methods for the reduction of vulnerability 

. ·'.· . . ··~~-3~:~;;:~·io: 11d.vers&t.Y::~~ption ·may contribute to enluinced warning reliability. And the· 
~- ~=·;=:~8;=~~-~~'trac,:~rd" of warning reliability should ~ulate a quest for better pre-

'. 

·- . :. 

•. 

.,. . 

. · · · ·:::f.a;tii~li\.f~iDg methodolOgies. . · . . . . 
~ .... · ·. · •.; :. ~;:.:··~f ~:,::.:~·: :::! i .. · . · .. ~ · · .: ,.·. ~r:·- ··~ir~-.t~~)f~~::;;::( .. :_·,·.< ~~>· ,;*~t~·- : ... ·,": .. ~~~·:·. ·~:.-~~~ ·. · ;..~.~-~·i ": .. :' · · · · · 

;~~.~:-,:'~:~'~:-~::~:~~:~ ~·-·. ~~i~~:i·~::~ ·::·', ~-~~~~~::;,~r~~t·, '::: .. ;' · ::::~:~:~ _: ~:·:·=-:~:~:·::·~~-,~; .. . . . . _ - ...... ·. -~ '"~ ,,_ .. , :. . . . · ... ,· .. _ .-:, , .. · /·- ,: . .. . · · _._ ... ~ _·_. -· 
• : .. ,• ~ .... ' .• .._ .... • · V -. ,.':-'. : , __ . , . , • .. : : •' o . . . . . .:._..... . . .-":. .. .. - ·.~,... .. · .. ':... ·-

,. ··: -'·,: ... , ...... . ·.· ... . ·;:··, :~- ~OTES - 'rQ- SECl'IQN,:JI·.-··.:..~·.,,.,.. 
1 
.. 
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1. Bittman's 11le ~ption GIUDei:J the ~rst Pl1~lic exposition of a covert politi· 
· cal deception system at work. . . . _ . 
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. 15. SetJm P.t.B:ir~fcliDn4; 21.-:'27. ·Srpen 1968 The Seven Days in Prague(Praha: 

.. Inst. of.ffi!t:ol:h :Czec:h~:Aeademy of Science, 1968), abridged and ed. Robert 
Littell, 'fli(j;·Cztieb.Black BOok (New York: Praeger, 1969). Donald E. Finkr 

. ·.· "Prague Invasfo~~Vanguard Used Aeroflot; Russian Civil Carrier Flew Two 
~ • Secret Police T~:int.O Ruzyne Airport to Spearhead Air Assault, Seize 

. · .. . ·::: .. Cze«h Party Headqu~rS," .Aviation Week & Space Technologj(Sept. 30, 

. - ;:::/j}{·l)~); .pp. 1S.l8; Bittman, The Deception Game, pp. i67-215. The best public 
.• ::~;.{;.i:·:;-.·:.~.;~:U~:e~.-:Pf this case is Barton S. Whaley, Public Diplomacy Aspects of the 

• .~::;::_. :~~:~: · · SoYiBt'Jnva.slon of Czechoslovakia in 19&9(Medford, Mas5.: Fletcher School of 
· · ::-~-:~~~-:~:;:~~{_, . La~;:aril~l'Diplomacy, Dec. 1, 1969), ch. s. ''Invasion! Deception as.the Key to · 

· · :·= ./:;·\:~I?i::. , SurpHse," pp. 31-49, revised edition in Gregory Henderson (ed.), Public Di· 
. . :-.. :/:..:::~~-~:/.::~-:p!or.dscy BJJd Political Change, {New York, Ptaeger, 1973). . ·. · : ; __ , 

. . · . ·· ·:46:"::'yebeshna Ariel~ Ha-kensnyab.Q'el~AviV: 1965). DaVid·Ben..Ourion, Devariin 
· . . ,. ,, ~ ·: ; >: -.: · · , .... ,:~~ . .. ~-::: .. · ·-'·"·, :· _ ,:. ~-~:-. :hlsviivst.ad.[Tbings-=·~ Thev ·Are~: I'T'el-Aviv: Am-Haseoher,· i965). Ei·Hasin · · ·-. . . . • ._,. I 'J . • • ,\.&. . .. 

- .. ~. - - : . ·. · · : . and D. Horowitz, Ha-Parzzshsh:[.~e Affair] (Tel-Aviv: Am-Hasepher~ 1961)-. . -
: ·.-- ~ :.· · ._,·.:.-. ~·~ •· ···' ·" · ·'· :' · · Hagi Eshed. ·"Ha.::Parashah~ "'"['mie .A.frair] ·Ha~Aretr.i(Eeb·roaty · 19~ · ' 1965>; 

:., .. . -:.: . ~: ... ' '"' ·' ' ;~ ·- · ·-· · · Kenneth Love, Suez:211eTwiee--Fought War(NewYorkiMcGraw-Hill~ 1969)~ ·. · 
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i:srael Democracy at the Crossroads," New Outlook, 4 (March-Aprill96~), pp. 
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17. In re Burma. see Stanley Kamow, "Record of CIA in Southeast .¥~j(~~ 
U.S. Name in Disrepute," Provldence Joumai(Sept. 7. 1965); ~~P,~o11al 
llecordlll. pt.17 .(Sept. 13,19~7), 23486-23487; as "Espion~~r~t~~P~}n 
the 1950's Recallad; U.S. Image in Southeast Asia Suffers FrPiii .:Clui:tJ.Sfiri:.. . · .. - . .- . :: ;,::: :· ,;. ·.· · - · ......... .. :.:;:· ;: . 
trlgues of Agents," The Wash.iog'~D Pos~ (Sept. 7, 1965); .. ti(Omgie.Won~·::· :: 

, - .. 
Record, 111, pt. 18 (Sept. 20,1965), 24421-24422. In re lndocbiria, see BernSJ:d .-;::~:: :·: 
B. Fall, Hell ins Very Small Place: TheSeigeofDielJ. _Bl~ Phu{PhiladelphiS::;_.;: 
& New York: Lippincott, 1966), pp. 41-43, .49, 76;~-~; .. 317-318, 342. David 

. Walker, Lziacb With a Strailge~ mentions the P.r9*~ .ofg~eptive feedback 
interfering with one's own intelligence es~~~: in SP~::vernacular the 

· problem of"sib" comebacks · .<;:,-:;· -.:~··~;:.-::.::~~~:;:'·: -;::· • . . . o'· !~:rt~-~~;.. •.. ;;~:::::::_"....:_.;:;· 
18. Ladislav Bittman, T.be ~ption GBIDe, pp. 10§::1.~;;~~~.:.,_. 
19. William Eliscu, CoUDt Five and Die: How Allied-~tiilit;t~. Leaders Were 
. . Deliberately Sacrifi~ to Gestapo Torture-The 'fii.J-ersii/6For Our D-Day 

. Deception Pla.a, "Operation STA!!fP.W.~:'CNew York: Baihintine. 1958). The 
· · · official SOE historian, M.R.D. 1':¥.~·~::~~~ ~ .. ~did when h~- observes; in 
. . · SOE iD Frsnce (London: HMS6::):9.66,)~Ji~:~~i:7HJl~re·is nothing in the files 

to show that this is anything but fi~o.n.',.PrQf~i-F(;ot tells elsewhere (1966 
ect, p. 450) of the mysterious lo~ .:~i:-$:0:E··~~eption files, ~d explains their 

,· .. unavailability (1966 ed., .p. 451) for ii~.{~iO:ey. Thus, his evaluation is built . 
·. on a shaky, undisclosed foundation. •;/)\;·.-:. :.. . 
· . .. . 20. Gilles Pettault; . '!Jl~'lJ~.(JrChestra <Ne~.j ork: Simon & Schuster, 1969), pp. 

·. · . . : : · 131-151, 156, 181-lsB~)~~; 205. 210. Th.u{unreliable account is the subject of 
;. · : .. · . a critical reyi~.l;9: h.Y .. ~h.er Felix, The New York Times Magazine (Au- ·. 
. gust 3, 1969).;pp~ 3,1~~ :::\ : .. ;:.::7>: :.· .. ·.. . . 

21. Antiqwtf.:.~.s~ .'I'zU:;.·stii;)~~~K Fs [The Art ofWar,J ca. 510 B.C.; Sextus 
· Julius Froriti;riu5; ·sii:a~.ag~m's'ta: ca. 90 A.D.; Carlet de la Rosii~re, Strataghnes 

. de Guerre, i756. Qxt:· N~poleonic deception: David G. Chandler, The Cam­
paipisofNapol;,ntN.~;,:York, Toronto & London: Macmillan, 1966), pp. 74, . . ..... ~···. 

. 78-84, 146-147, 151-155~·- 180-181, 186-189, 1~199, 214-216, 276, 278,; 280-281, 
·. ; : ·.-.:.~~~1 •. 384, 386-387, 389-390, 394, 396-397, 405-406, 409-433, 436n, 528-530, 

. . . ' <:;: :~~~\fi·:~~~~;?ll-717. .· . . . .·· . : .. : . . 
... .. . ~f:~·.22. see,i}:ie~a~thoritative study of strategic deception and surprise, Whaley, 
· . · : JY~~f?~' . Strsiai·eii.-Whaley's study is, in my opinion. the most significant-public work 
. ·:;~~=~;~{:.;~}- :on th~:~b~retical aspects of intelligence activities published in the 1950s or . . ··=·-:· .. · •.. ~ . · ...... .s;.,:.. , :•· 0 '• • • • • • • 

.. , ; ·.·e~ ,,;.;_~.:.~"". l9.60S;:.Whaley we1ghs the relative unportance ofsecunty, camouflage, cover, 
r . • . ; .. ::·. ::'::.:.~?}/~~~-~-~ption in e,nlargingthe probability and usefuln~ ofsurprise in ··"J11e . . . ·. 

'···· ·:. · .-. :_·' ~::···.:· .• :_.·:l·' · .. ' :·_· :-~ ':·$·-:;.~:cc>ih'adeiice 'of'Sb.·rp·. me WitH DeCeption" pp. 163-169~!·•The Ql\iseS of Sur·:: :·. ·. ?·' •. · .• 
I •' ' , , ~ , tl , ,. 0 •' ' \ S • • ~ • o • \ ' ' ' ' ' ~ • -. • 

~. · . ·.u ' ... : ' ·. :' ,·* . .' · 'J;nse,•·· pp;l7~188;"''Tlie Varieties and Intensities of Surprise and Decep- ' . . '. ·· ·' . . ·· . 

~ ' .' .. : · .... tion," pp. 21~223; "The Economics of Stratagem," pp. 232-:2«. . · ' (· . ;~> ·'"''· :_:~;· ... ~,'~ . ~.i·~_'': . 23: The CIA's ·involvement in the· Guatemalan eozip d'e'~t ot 1954 has :been 
t··. ·· ·: : <' •. ~·,,:. '.· -·.:·,:~~~·· .c, . -:_.··'· .· ... ·:.ge~erally a'cknowiedged. but . the operatioil'i-.adopticWi · ~r a' psychologi~l . ··. ··· 

· · · deception/communications strategy has been only rarely perceived. See 
a_ ____ . ..X.amotsu Shibutani, Improvised News: A SociologiCJJJ Study of Rumor (In· 
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..... ---ciianapolis & New York: :a<>bbs-Merrill, 1966), p. 194. More recently, Ernst 
Halperin has outlined the ·psychological ~@Ception program that stimul~ted 
the coup in Guatemala and the similar pr(,gra.in, intended to precipitate a 
"coup d'eta-t at the time of ihe Bay of Pigs invasion of Cuba, April 196~. 
Halperin's study is the only one that places the-paramilitary lan4#lgs at 
Plsys Giron in perspective, as a diversionary and psychological in~·eht. 

l 
.. J 

The ~e study analyzes the psychological deception program o~-Cilit~ in 
1956-1958. See Ernst Halperin, The Nsti011'al Liberation Movemiiiis}liLstin 
A.merics1 (Cambridge, MI:IS$.! Center for International Studi~;·:M~I.:i:~ij~~ 

.. 0 :.:-· .. •• 0 , . ...... ... .. .. .. . 

~ ·1969), pp. 13-14, 18-45, 53-67. For a propagandistic renditi()Q.:or ·the···IDivaiia:~~; . . 
· . .. · coup -that-never-was, see Gunter Schumaker, Operation =Rluto: ajt,··~z~.~::'.: 

cbicbte eiDer IDvasioD (East Berliii: De~tseher Milita.i"Y,erlag, 1966). Cases ·-otY" · 
· politicat deception are detaried in Bittman, Tbej~ption Game,· and in 
·Curtis D. MacDougall, Hoazes(New York: Dovef,~i958j, ch.' 13, "Govemmen-.- H . . - . .. . . ,,_~.;,: ~· ·:· .:;,. . tal oanng~·~ pp. 178-193. . . . . . - .. _;.,t!~::.·=~~ ".:.':'.:'.;·.. . 

al 
. . " .... .::_ ... : .. ::.::-~;,. ~---:-;:-..::-. ..... 

24. Wh ey, Strstsgttm, p. 244. :~'!.;.;~::!,;·:;~-~~'<.":-i-i·~~ 
25 /b,:d p 146 . :: .-;: ~ .. ·~g:~;"-'i;:$..-;=:;~:,:;~·· 

• A •# • • . - ~. ,"• · , • , , . '•~t:·~·~~i;.;:,!.•~!'~~ • • · ' 
26. For other examp)es of this phenomenon, see R?VS.l6Ji"esi· -~rony as a Phe­

. . · ·' .· .. no~enon in Natural Science and Human Affaits,;~=tj~i;~ snd lndusti;y 
. :: ·.·· . .. ' (1968) pp 472-473 . . .. ;.•$ . . • ·· ,. 4 • • • ' • • · ·:;~:?.~-~-· 

. . ' • . • . . - .~--...:::~-..:{t'i.t·: .. .. -. • ~ . • . . .. :.i . . 
:- :: 27. Whaley. Strats,rem, p.l63. ,-::·~· -~:.-:-::;~;!:r.-::.:-;:,:.. ; .· · · · · ·· · · · · '· ·. 

. ·.: 28 ·Jb.'d . 1°1'1. '196 n~ n~:.~:·~~;-~ .. ~~):"·?'i.-:·~-;-~<~~;:. · . ; · · · -~ · 
• 11 •• , esp. PP· ~ • .t.U~~i~~-t~~~<-(~J~~~~$ito;~:~:;:f· :. . _' ·· 

. 29 Ibid pp 210.212 ·.· ..... .-.~.·· •I_.,,-,.-:.;}},,, .. ;-. . . ' · • 

r _- ' :so: Ibid~· p. -~02. Ofal cases, 28 inv~j;~~-5~;;~-~~~deception. But only 25 o( 
· the surprises have been associat~((~~itli~ deception operations, and three 

. deception operations_failed to yield'~~rp!'ise. Considering that suitable am-
· .... phibious landing.~~ '~t.re generally"bOth:~bvious and few, the ·achievement 
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. :. · · · of surprise in 85.~~nt .O"flandings and in 89 percent of those associated with 
deception d~ryeS"expJ~a~ion. A landing foree isolated on naval vessels may · 
be 'briefed.:~th: ·fed~c:ed :~ks~!->f:~ty and may proceed by sea with less · · . · 
risk of d~(;il .U.l'Bii:iii ·o~erialid transit. But equally important is the factor · -

· of pJaniifnl'iiiJ,"e.:Wmp'fUbiot;s:· ian dings require exact coordination of more - - ·- · 
than one ~if~~~-Thus amphibio_us or;~.~~~ require Jon~er lead times· · . .:: fi" '.::: 
and proVlde decept1on .planners suffictent notice to launch tbe1r full arsenal · ~- -
'of deceits. I am indeb~ for this suggestion .to a World War ll stratagematist. --' -~-

. . · ::~ 'f.':-Maj •. Gen. William A Harris, USA (Ret.). . · ··· · ,.. '< ~.::;.:·;~:'.~· 

:.J~~:;~~Ji~t~. ~ ...• · ... · .·. ·. . .· ... ··:·.····· • . ... .. · ·.··:' :: . . · ).·Ji~~f~' . 
. . ~- :t~-:~3~:: . 33. Jbi4~:.'·PPl?12-213. Whaley discusses only a few cases of technological surp~; . : , _ .. . -

-::.·::~~~ ... ~:-::~f~!.~:.;;.. Even--: tlioilgh we may assume that the incidence of deception in technological -.. ; · < · 
·• • • . • • • • :.;.:· .. ~··· . .-.• ~ '• , • • : .:a .;. : • 
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., 

I ·:·~:':i::£7~=:=ks~~ ·is well less than 82 percen~ we would be foolish to dismiss ~e role • . \ .. : -... 
. _ · · t ·.;:._ra:t'·:of.~.Stematic deception. ·A study of technological surprise might demonstrate . . . · .... : 
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L, . , .. ::-;; :,- ,.:; ·; , ~ ; . .... ~:: ;,~· , _ . .,.; 1.·:-:;~-:;:~it}l~Cr.u.cjal _role.ofd.~pti.9n. ~scientific and tecbnicalin~_llig~n~e. CL.sou~. . · .: ,,, .. . , . :; ~t-· 
~ :_ :,: ··~ ; . : , ,; ':.<.'~ .. ":~~; l,,:, ;.:.~ .. ::~: :·::- -~~~ted -~ :~o~ l:~~~Y,e #,~,R.Y~-~ones, "'Irony as a p}i'~pm~~pn hs ·~~tu~l . : :~ _ ;,~ ~· '.· .. · - ... ;' 
. . . . ... . . . ,. §~ ... . .. ...... Sciepce and Human Affairs," ChemL~try and Industzy{l968),_pp. •72-473; R. . . . . · . . . _ 
.: .. ~ ... :~._,~.....;.~ . :< ·~·- <: .:·;..-.. ; :·-:·. :v~· Jon~. "The_Theory~fPractical Joking-ItsRelev~(se~:.~hy~i~"ote4 .: .. ·r ~-- ~--- ·.: 

... ~ - .!.f .-. ~,.,. ... 'f'. .... . ·~ ... :.r. , .$ ... . . ""' ' .. ·- •L. - "' . ~...- J • - . ~ j .. .. • .. 

• .. ~ ... ~ .. - \ ·- · ·· •. • I .·;, , - .,,- , ... . ~.Note s, _pp. 19&-199. Even the theoretical vulnerability.J.o ~hpoJogica\. .· . . . .: -
·· · · .. · · --: _ -~- deceptioncanhaveseriousramifications.SeeAlbertL.Lattereta/.,AMetbOd ·. · 
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·· · for CoaceaUag liDdergtound Nud~ Explosions, RM-2347-AFT (San~ Moni- ~ :­
ca, Calif.: The Rand Corporation. 1959). A career Scientific and Technical 
Intelligence officer, Col. Frw:ik L.·Schaf. writes: "'The large'scale deception of 
technological espionage devices would be somewhat costly and. quite obo~her­
some. The impetus to deceive would, .therefore, be determined by t}le;·suteess 

. of the technological collectio~ systems, and by the credence put ono1.~~}-~ults · 
ofcollecti.ng with these systems.~ .• The more successful th~i~~! _the 
more it would profit the opposition to instigate large scale d~eptio~;liotb'o~ 
a defensive measw-e and as a possibility fo:r misleading and.pl&k#Dg iii~Jofdr;·. :-: 
mation.'' F. L Schaf, Jr., "The Evolution of Modem Strateiic' Intelligeric~;,)/.~:, 
Thesis, U .$. Army War College, (Carlisle Banacks, P~.-r;May 1965), MS, p. 6-is_: :_:~::o • 

34. See Arnold ~ LudV~>ig, The Importanett or Lymg.(Spnngfield, Dl.: Thomas~-.... 
1965); A. Georie Gitter, "Hypocris,Y as a Way ofifi~~" Ph.D. dissertation, 
.American Univemty, 1963; Hugh Hartshom~. Si:i~tMar~:A .. May. Studies in 
Deceit (New York: MacMillan, 1930). Low .~if.~:i:S' :~()i-relaied with a 
self-deceptive tendency in a study of cheatifig·:'~~~~;~hen only the test­
taker kriows the test results, in Stephen & Beig~~i1~-~~~-.~~f-Deceptive Per- · 
sonality," Ph.D. dissertation, University of Miami;:19.7.~(:,:;;;.~:.o . 

•U.;"· *"··: .,..,..,. . 
· 35. Whaley,- Stmtagem,.(l969 ed.), PP.·.;I39, Bl5, B23. ·. ·o~:.;.;;x• 
. 36. Ibid., p. 6. .. . . _-_,_ ... · . . .S:~:.;~:i;;_!:·;_. ,,. o~ · · · . · · . ·:! . . ··. . . 
. 37. Barton Whaiey, Th~ Bocl.nruaiif!qf.i;i~/Ad~lPlu -f~per ·(London: Ins.titute of · 
· .· .·: Strategic Studies, forthcoming~:J~:13.f~P.~-~~:-~~-e Values of Surprise." . 
. 38. lb~d. 
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39. Ibid., pt. m, . Causes of Surpnse. · .:··. ~ ::;.::,~:;;, ,,::'.>' 
. ·-· 40. Ibid. 0 •• • 
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-· . . . . ·: · :_ · .. 41. Masterman, The pcif!}:!le-Cross Systerf(/Ii';the War of 1939 to 1945, p. 27 . 
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Trevor·Roper, ·-~~ .Phll'by Affair,~' E.cicc1i.mter(April 1968)~ pp. 18-19; also 
·· . · ·:' ' .... · · The Philby o~aif._'(L(ni~9n: Kimber, i968), p. 116, for the claim that all 

:~< .: Abwehrharicfclphers'',i.>ere~·read from 1940 and machine ciphers frozn 1942 · 
. ... onw&td. ·. :·:~~~-1;~~1;;,~;- .·- ~·:;~~~~:~;:~::::~t.=.~}:~·:: ;~-:~:·~:,_ : · ·· ·. · · : · .. ·-

43. Most intelliienc~ ~lVifes~ ~:pfoduce postmortems of their estimative his­
• 

0 tory that sup}iO~-~oaims of estimative success; close examination of each case 
may lead to mo~ ~imis~c: oonclusions, especially when cases are weighted 

· .. · : ~'or their importan'cii/~;:~.' .: ,· · .. : .. 
~· . , . .. , . 

. . · · · · , 44 .. :olW~$ Wohlstetter;·:PearJ Harbor: Warning and Decision (Stanford, Calif.: 
·' .. : · ...• ;)::·;gf8'~f'o~ . University Press, 1963). The shadows of Japanese deception plan-

·.·. · > _ .: o·~f:}o~:{•~::::::~-~~:~:~~ible even through ·this account. See pp. 42-43, 43-88, 379-380, 
., :. h~{.[~f~r·· 39~._fM~re directly, see Whaley, Sti-atagem~pp. A244-276. Mrs. Wohlstet­
.. ·:::~%-:!lfl~:~~ · ter's.m0d~l:re8ects pioneering work ofFechner, Shannon, and others in devel· 

' "'":.·.(~ : ... ~.~::~:::.~·:.:; .. . . :;·~:,;-:;-. .... . ,. . . . 
.. ·' . . · ·~~:r~;!:;_~·::~::::.opmg;:~u;tformation theory. Cf. W. W. Peterson, T. G.Bmisall,·and W. C. Fox • 

. · .. :· .. _' !:.J_i}?;:~~:.~~'~:The:nteory of Signal Detectability," Tr-ansaction$ of the Professional Group 
. ' -.. :. ·; ... ~.f..:}~:~\:_t)if.#ibrmatioD 772eozy, PGIT-4(1954),. pp. 171-212. . . . . · , . _ 

• ' : - • .:; ; 0 • • •

0

: · ·:: • :'. _:_ , :: ~ ,.:·,. ~~' .. £ .. : <45~}~c?b~o ·Jorgen Holst, "Surp~;·S'ignw·an.d ~l;ti()rl; The-:Attack on· Norway -;-. 
": 0_. ·0:0. ·v -= . .'·= ~ r: .• · "<··;, .. · .. , ~' - April 9th 1940-$ome Ob5ervation5;" Coiiperstion and CiinDict,:-NoidicStud· : · 

t ~ ............ _.. · • ies iD JD~mst.ional Politics, n. 1 (1966), pp. 31,4S •. An.earlier.version, begun .. . 
·: ·:~--~-~ :~ · ·~ - · '-~·,,;_,~ :to . .. ' , in the year that Mrs. Wohl.Stetter's bOOk was:publiShed;·isoa:vailable .as-Anns . 

~:: - ·· ;. • :,. : :
0

:

0 

• 0 : .-.:: 

0 

: • :· '· -·· Stability in the Cold War (Kjeller~ No!"WaY::NC!rwegiart''Defense Research · 
• • • ~ 

0 

,Establishm~n~-i964?>,' pp. 59-9i, S2-i12. But see Whaley, Stratagem, pp. 
----{\: -. : . . .. 
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46. BARBAROSS.4: A Case Study of Soviet Stratepc IrzformatioD ~in& 

. , . 

}Jefo~ the Geimarz 1DvasiOD1 Ph.D. dissertation, M.I.T.,' 196~ (Cambridge, 
'Mass.: Center of International Studies, M.I.T., 1969). 

47. Walker, Lunch With a Stranger, especially~ pp. 163-171. .-·. 
48. Memo, W. R. Harris to Barton Whaley.- 4 September 1967, Subje<:.~:i-~;B~· 

BAROSSA," on "False Signals"; Wil~ R. Harris, Intelligence M.JtflJifiona/ 
Securi(y: A Bibh'ography witb Selected A.rmotations(Cambrldge(~aiS~ Cen· 
ter for International Affairs, Harvard University, 1968) pp,~:f:·~{~i. 
Whaley's Operation BARBAROSSA undertakes a more elaQ9~t;e· cn~~~~:~f. ~ · 
the "'Wohlstetter model" along similar lines (1969), as d~oliis Stii/iaienj::~· .. 
appendix (1969), eaSe A30, on Pearl Harbor. · '!<\:/;~~:·~ 

49. Graham T. Allison, Jr., Policy. Process. and Politia/i::onceptual Models ;nd ::· 
·the eu})i;;~iJe Crisis, Ph.D. dissertation (Cambrldg~. Mass.: Center for 

. International Affairs, Harvard University, J.~#.,'{Y ' 1~~); revised as The 
EsseDce of DecisioD (Boston: Little Brown, 197-Z)f.~~- · -~';.{~~;;:-· · · . . .· : 
See b

, . . .:-·t.·';. l .!i'!'·:;,.·· .. ~ ... -1':··::.~··.- .~· ·. • . 
. 50. Ta •Je 1 and subsequent discu$s1on. '=i&,::~~~.:;;,;:-;;~.--::~~t:::... . · . · ... •' : 
51. Thomas Bayes, .. Ail Essay Towards Solvmg ·:if~-~l~fil . in the Doctrine of 

Ch81lces,'' ·Philosophies} Tran.sactioD.S of the &)fiJ;Sod.~tf;JADdon1 Vol. 53 
.. _(1763), pp. 370-418. Bayes• Theorem provides a basis ro¥pr,~:~#Cfion on the basis 

of II priori probabilities. The proba~gi~.pl derived from analysis of N events, . 
can be applied. to theN+ 1 e~_~ji;.t;:::s.~~~(~,at~Y.~~t be in the same universe. 

·. . For a briefjntroduction see Ja~kiZlotm~)i~CATh'eP.tem for Prediction," For• 
eign Senii:e JoiJmal, v. 45 (Aug/i$68), pp~_:20'.2.f/40-41. See also Ward Ed· 
wards, Non-collServative ProbabiH{iic,irifahnailon Processing Systems, Re­
port ESO.TR-66-404 (Ann Arbor, Mich.::lktitute of Science and Technology, 

·· ·, · · .. · University ofMichig~f December 19.66~·-q_. R. Blunt et al., The Role ofPJausl· 
ble Reasonins.:Wfth.in' M1litary IrzteiJfieiice: AD Application of Bayes' Theo-

. rem ass Model/Or PfOb!em Sa/v.ingCHRB-Singer, Inc.: May 1967); and David 
A. Schum,:."·JDf~Tim~·.On: th~ Basis of Conditionally NonindepeDdent Data • 
(Columbl1S/Ohlo: LS.l)o~iOrf:ofAviation Psychology, ~ember 1965), AD 
No. sso!662'.::]::;&m'iild.eb·~ tci'Mr. Zlotnick for the last three references. 

52. Whaley, ·stf:ati;g.i.m (1969), ·-pp: v·vii, specifically denieS any claims of statjsti. 
cal significan~:.:',i:i'ilil·'cautious modesty overlooks the applicability ofBayesy 

· Theorem to wb~~y;i(9/ien--endeduniverse of"Type A" surprises .. · 
. 53 •. V(. •. E. Moore and M:M: TumiD, "Some Social Functions of!gnorance," AiDeri· 

. - ~ ·. : .. ... ;(1);;::}-1Ji};g!:io/ogica./Review, v.14 <December 1949), pp. 787-795. · ·. · 
· :- . ·.:: · .Z.F54::_;_Wh8leY.' .. J!as distinguished deception plans that reinforced adversary precon· 
: ~- ·; ?1~':~;.~?·... ceptioiiSlrom those that ovel'C4meadversary premnceptions. Where possible, 
_;;:f~~}::.:~~:;.:. dece~ti~-~:planners prefer to .reinJO.rcepreconceptions, in part because, as one 

.,~ - '.f:f:i~I}~~~S:::.• W?:f.~~.:~:U: ll Britis~ dece~ti?n planner ~ls. "experience had sho~ "A' 
. ___ . ___ :. ·~ .:. _ :. . . £ .> -~'/.}:;;.t::ro.~[B~_tish dece?bon un1t m. N?rtb ~ca. 1940..1~~3~ th~t even t~e m~t : 

· . .: ~··. s;.~.:·.· '.; ( .... ~ '-; "", .. , .. ~, ;; -:.;,·:·~·£.:~l~~~l~ .m£or:r;n~;Jpn would be reJt!C~t pY;!h! ·~,n,~~)f.~f.~~- ptd, po.tfi,t m ~th, . 
.. .. :. : · .. . ~ . · .~ . _ ~ '" .: ... _ :._ . . ; .• , ;:(~:~~()~ p~y.ipu:;ly,~nceived intelligenc!! .. J?i~~-'! .~l~el:", _The. C(mnte.rfeit 

· · ' _ i Spy, p. 26. In 33 of 50 identified cases (66 percent) dec~p~ion planners rein~ 
· · · · · · ···- ... .... · .. :,·_:. ·_ · /iiri:eda_dversa.-y preconceptions, rath~f::t~~:~~~~.iill~-~·py~~me.f.hem . . 

· .. ~~~-----~~,_ ··, _:·~~:···_·:·· ··1.:: . · See Whaley. -Th~ Bodyguard of lies. Ove~P.nfi4ent.co~JQander:s~may..tend to-.. -. -. L · . interpret adversary mobilizations as anxi'o'us defensi~e prep.~ratiqns ·wh:n 
Pley are preludes to attacltJ Examples in the 20th century mclude: Sovtet 

__ :::1:::::;_"""..._ -- · - •. - ... ... . ~- • ~ 
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~-- -~rceptions ofGermi!D mobilization before 0/>eratiQn BARBAROSSA in June 
1941, re~rted in BartOn. Whaley, Ccdeword·BARBAROSSA (Calnbridg~ · 
Massachusetts: M.LT. Press, 1973), pp. 189-221; U.S. perceptions of German 
mobilization· before the Ardennes counteroffensive in December 1~44·; -U.S. 
perceptions of the Chinese Com,munist Manchurian mobilization i.r):the.silin-
mer of 1950; rutd hldia.n perceptions of Chinese mobilization i~(~p~~ber 

· ·1962. Of this last case. one account states, "Curiously, the confic;f~x:i~~ihat no 
strong Chiaese reaction need be feared overrode even the [L·~~j tti~!~.i3~ri.ce. 
Bureau's own reports of mounting concentrations ofChine~;'4=oops iit;·~¥~·. ;·: ... · ·· 
just behind the McMahon Line; and certainly helped to c105e the ears o(:i~"·:· · 
Nehru and his official advisers to the explicit andre~~ warnings in diplO. ./:~ 

: · matic notes from Peking that China would react. ~-.;~('pi-e head of the Intelli-· 
gence Bureau] was telling Nehru and his colleague{ex~Ctly what they wanted 
to hear." Neville Maxwell, lDdia!s China WaicN~.;v York; .Random House; 

· · 1970), p. 311. ~A-19th ce"ntiey i~ple' of ~;~~·nffderit-:;~ment ·of pre-
pt~~~-~obili~~on -in~~ved;y~o~ ~~~tf~l\D~/~w~iuig reworce­

.· ments and p)anning an attack on Corinth, MissiSSJppb.Detailed warnings of 
· · · . a preemptive Confederate attack on Union positi~ni{f~it :~~~ deaf ears. See 

: · William J. McCaffreY, Shiloh: .A .:~ Study in Surp~~M.A. Thesis, U.S. 
Army Coinm~d and General· S~·~l,l.~e. F.'t. Leavenworth, Kansas. 1970. 

· ·.· :. · · AD No. 733..391. Less frequeti~~~·~~;&;~~~~·;J:1r.~~ception ·may be rein· 
. . : forced. wh~n a mobilization P~¥~· tO~ pfE$~~fdey to an offensive covers­

. . . ~- ·. ·. retreated or withdrawal plans. Ari:~i~ple)1o1. mtluded iii the Whaley statts-
. . '· ·tics in reported by Chef de Bata.ilioli.'~:Mattre in "'La deception dans les 

. . ·:· ·> operations de guerre en surface milie~.'bostile; Un cas concret historique. 
· · : L'Operation Auvergrie.{Indochine: Jui:DJuillet 1954).'' L~rmee[Paris) No.5 

·. (1960), pp. 41-52;:. No~. li_'(~960), pp. ~7. ExPerimental psychologists have 
.. '.·:: noted that th.e· s:eq·ueilce· ~ which perceptual patterns are presented affects· . 

. attitudinal :~~uen~'eSi:·~]y .patterns are favored in hypothesis testing. 
· Wesley M·:·::.riuCha.rm~and Calller~n R. Peterson, .. Intuitive Inference About 

. . Normally.DiStnbuied 'i'ci:PUia;il~~,'· Joumal orEzperimental Psychology,78 
. . :. . . . (1968), pp. 269:2]~:~': :/:, ' . . . . . . .. · . . . . . . 

. . : ·: : . 55. The literatUre olf:(i.ognitive consistency and attitude change is vast. See, 
. . . among Othi!l'S, Ledn>F~ger, .A Theor;yorCognitiveDissonance(Stanford, 

::: · . · ·: : Calif.:. Stanford Un.ive~ity Press, 1961); William J. McGuire, "Cognitive Con· 
. , · .:":/j=;:;~~~nq_and Attitude Change," Joumal or Abnormal aDa Social Psychology, 
· ~ : :~!!iJ::~;;:·:=·:~)oo:h~>. pp. 345-353; Milton Rokeach, The Open and Closed Mind (New 
d~i~}!:t · York 'Bi. LOndo.n: Basic Books, 1966); J. Stacy Adams, "Reduction of Cognitive 

.. ·~::/~~S:JJit;t:~. · . DissO~i¥ by Seeking Consonant Information." Journal or ,Abnormal and 
,.·. .,.: .• • -'·'"·~:.;· . :--.~· · " :n;,;.;_&.. ) Se Ro . ··p· ~ • • Affi . .· - · . ;·; ~:~::~~~':i:.:-~:!:::::$ocia! # _.,.Jc;no/ogy, v. 62 (1961 , pp. 7 4-7 8; · ymour sen, ost-uects1on , • 

. . . . · ... . · '· !Ji~.;:~2ti:i.tY.::rc;¥1Dcompatible Information," Journal of Abnormal aDd SociBJ Psy:. 
· ; ~ .. ' i · • , ·.(.'f· ,",., ? :.: ·;\ .:: i~ ;~.:::.~~i~tfli~j(jgy, v. ~ (1961), PP~·.J~t~;,·o!~C:lt?·,~:-:.J3r~l~~gt: a:n4 .. ~4:r#~uf·.R. Cohen, ·. ·· · . 

· - '···. ·' ·:. -~ · -. .. , ,.,,. : .... :>:~ijil~r.atlons iD Q:lgniti~e .Q4son~~;(N~Yo', X9r~ ;~iJ~q4c;)I):. Wiley.: 1962); · 
· Judson Mills, "Avoidance of DisSonant -Information~" MS (Coh~mbia, Mo.: · 

-- . , · . . · ·· . Social Psychology La~r.a~ey;.· up,~:v_~ri;j~y ~(~~ri;.JP,,~);:~· ~Freedman;. 
"Preference for Dis!ion~~J'nfor:~alj9n.:~ Ja~mal,!,f: 'f!er:s.piJality and-Social 

i.. 

Psychology, v. 2 (1965). pp. 287·289; Shel Feldman ·(ed.), Cognitive Consisten­
c,.r:. MotlJ."lltional Antecedents and Behavioral Chnsequents(New York & Lon· 

. • . .. - --·- -··· . . .. ---- . t • . • . . . ; . 
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-- ·.--don:·.Aademic Press, 1967); Milton E. Ros!!nbaum and In.in P. Levin, "Im-· ~ 

"­' 

' ! . 

. , 
·I 
. ; . 

t . . 
• 

' ! 

l 

pression Fon:culatiQn as a Function -of Source Credibility and Order of.Presen­
tation of<Antradictory Ixlfon:oation," JourJJal of Personality JWd SOci81 Psy­
chology,·v. 10 (October 1968), pp. 167 .. 174; Ro~rt P. Abelson (ed.), Theo,rjes or 
Cognitive CoDSistency: A So~lc(ChicagO: Rand-McNally, 196_91:/:t:~ 

. 56. 'Jeremy J, Stone, "'Can the G>mi:aunists Deceive Us?" in Abram ~Y.~' and 
. Jerome B. Wiesner (eds.), .ABM: .AD Evaluation oftbe Decision :fii.jj;jpioy an . 

~ .... •·.··· 
· .A.Dtiballi.stic MissileS.}'Sf.em(New York, Evansto~ & U>ndo~:~~~·~w. 

1969). pp. 193-198. . . . . . . . ·. . . .. :t-:~::5~ ~ "''fJ~·:f::};.-;: ·:: . 
57 Ib. • J · 191:199 . · 1 ...... :;:;;.;:-· ~~~~:;::: .. ~.'~:~: . 

• IJu., pp. - • . . .. . . . . ·::-·· . --~:-.··~ .. '.·;·· . ;. 
58. For worries about TALINN upgrading, see John Vf.. Finney. "Dispufi{~ti·~:~~:·· 

Soviet Missiles Hampers U.S. Arms Stand, TbeNev.'f.:Y.oi:k 7lmes(Januaey 11'; ',·· 
. . 1970), pp. 1, 2. . . : . ·. ' . :;.*~~;.::; ,· .. 

. 59. Jones, "The Theory of Practical Joking!' · ~ >:~i:];":~;;· · .~:: :: 
60. David Kahn's fortbcommg book about World j/Lfi.n Ge¥i:8,n militaey intelli­

. · gence,' tentatively entitled Ignorant Anm'~~!i;Ji~Ji:tifG;)b~ hypothesis that 
· tactical battlefield dec:eption is less likely to &ri~~)#an is strategic decep- · 

. . . . . tion of governmental leaderS. Repeatedly stumbl~g~~~:physical realities 
:. ~ .· · . of adversary activities, c:omm~d~rs in tactic8l enc:O~~~:are 1~ likely to 

.· .. :· ~- '· . ._:. Jet illusion deceive them. Similarlyf.~vjdence of deployed:·military forces and · · 
··,.:, .. weapons may limit our ~~i~~~~~r,~dyersary capabilities. · 
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. . AiJJ~~a::,:':' m . COUNTER-DECEPTION PLANNING: . . ·-::;=;~:~.\·:~~:-
METHODOLOGIES .. .. :.;~~;-~-::-:=:. ,:·::.-

, 1 • • AifJ~:f;;,,. · · · ~,x 
· There is hardly an adequate theory of deceptioU:::i:DQ.e:~~~ess-8 theory of counter­

deception. In addition to Barron Whaley's Stnrt.agel1;t~~~i{~;.ganizes conclusions 
from the empirical data in his appendixes. and which dril~~iui)On);~ategic conceptS 
of the late B.-H. Liddell-Hart,1 there are two stimulating'p!~es:by R. V. Jones of 
the Univenity of Aberdeen: ''The ~.eO:r:Y;.of Practical Jolcki' ·Its Relevance to 

. · Physics, .. BulletiD ()ftbe Institute or.rii'f.iit!i.CJ~e .. 19~1), pp. 193-201, and a lectur~ 
on "Iroriy as a phenomenon in nat~~;:~i~ii~~Jili~-h~man affairs," Chemistry & 
.1Ddustzy(l968), pp. 470-477. I provid~~t~~ref~ij;fi~~:Jlthe text because they are 
seminal pieces, printed m journals to 'wh1~~-n,6.(~veeyo~e subscribes. 

. . -_ .: · .': .. · . . ; ·. · . · :... · .. :.:W.l}_t;t~{.:.~:. . 

·: · :: -:'<::·<~ ... · .. · .-.' :::-.. ·~i~f:~:F;?:~... -
: 'l1IE ~A~E ~MRO~D~(>N SYSTEM . . . 

. '· . Co'-;lnter-d~ptio~· pla!!np:ig;;~ ~ -~it, involves three related concepts: (1) d~ 
. . tectionofadver~l:Y:~ec:;eptlo#s;.(~)the ·adoption of countermeasuresthat reduce the 
· ~ · . likelihood ancf ·~·a~~~;:ccirisequ~nc~ ·or these deceptions. and that. may involve 
: · .. , counter-deception' detepti,on:operations, which for simplicity we will call cou!Jter­

.. : strstaKems; and (3) th~ -&X>~i.ilation of detection and couatermessure programs in 
. . . a couDier-deception S)'SteiiJ.~;~? > . . · · · '· · · 

' .. TA~.:~on focuses upon the interrelated problems of detection and counter-
. , .. P.'~u~f..~~. who read between the lines may identify organizational implica· · 

· . . ·./i=fiO.ftS"fc/ia··;i;oiif,teNieception S)'Stem. · 
· :-: :£-i~':F It is·~()T.tli:~hile to distinguish between a counteNieception system and seat-of­
.·· . .:;{:!}':-JTtJ:le:pants c()~~~Nleception efforts. The latter generally consist of uncoordinated. 
. · · ·:·:.t:.~{~~~'ps i!.Wrilaic ~ffo:rts to detect and outwit foreign deception operations. The 
-. · .'· ·'~t~f-.thfpbts method may involve overconfident intelligence analysts who know 

·. · . &Ori:re'~hing'about deception methods an" who~r.ve as self-appointed detectibnsp&-
ci~lis~·:;·ifmay also involve the production ofuneoordinated~ analyses ofparti~lar 
compon~nts of a deception package-f~r example, a :report on the des;gn and appar­
ent objective of various can:iouflage or ~·dummy .. configurations; a content analysis 
of a channel of cryptologic intelligence, when one suspects one•s adversary has 
identified the cipher insecurity; or a content analysis of data transmitted by enemy~ 

.._ controlled double agents for 8 particular circuit or period of time. The analysis of -._....___________ --·· ----- ·-----------· ·· -- . ···-

·.: . .. 

. . :. . ' .: . -~ 
. ;-.:= • 
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r possibi@t'Omponents 1D deception packages doe5"ilot constitute acounter-deceptfoii. :...­
! system; such efforts are, .howe-ver, ripe for orga.ttiza.tion into such a system. · 
• 

SEAT.OF·THE-PANTS COUNTER·;~ON METHODS ,it~':!; 
. . Section n is intended 8$ an &rgument against the sP..at-of-the-pants approiilib. ~ 
Cbunter-deception pla;rming, in which every analyst serves as hisowri;:oUri~AJ~"· : _ 
tion expert. a This method simply does not work. Those ~ho are "St.iil unconViii~ ·< ~­
should read Ba."1:on Whaley's Strsta¥em. Even those who:are already convil1ee((/"' 
could profit from Stratagem, for they would see that the ~~qintelligence service$· 
and operations planners who e:J:eelled at strategic d~tioli were also suckers at 
·their own game without a counter-deception system~/~t-~t' .-;/~.~: ·.. · 
- _ -The British were probably the out.st.anding e:J:~rtS;:at.~~~P.tion in World War 
ll, yet they fell for th!!t .. threat .. of a cross-chann~rcetH18id1\vasion <SEA LION) 

· months after Hitler had tertl1inated the program, i~ti~~~Y .. enough traces to 
. ·. deceive the Soviets ~fore Operation BARBAROSSA.•· siifsiti'J:1j/~~hough a fright­

.. fully clever British deception program_c;o.~istentlymisled ·A~~;m.intelligence in 
.. : North Africa (1942-1943), the Germarl~{coiltrolled a British sa~tage-intelligence 
-.: network in Europe (Operation NORrli:roi$}~.~~:icr~hep Ute British realized, after 
. more than a year of being duped, ~t:.·t.li:~:··~nttr~ N'oill'Fr'Pc>I.E system· was oper- · 
· ating Under German ·control, they in ~:.~l~((_t11~t"·riermans into believing that 
. ·this was the only British sabotage netW6r'k·h( Holland. •. · · . - · 

.. · · · -As previously calculated (in · Sectiori'')I)~\patient ·development of deception .. 
capabilities can lead .to,~~ near<ertainty 'of.oi;~g misestimates of intentions, -
given sufficient plann.irig' ·~e: and expendihire of substantial deception assets-· 

· without a counter:-deception · ~ystem. Those 'who still cling to ·the hope that the 
. ''well-rounded"'.:J4~lligen~= ·p~fession~ can, by the seat-of-the:pants method, re- · 
.verse the tide o(d~~~~~Jy·~d~ced 'miSestimates should digest the following data 

=· from Strst88iim~.i{.-r!:{:':,{:·,.· ·· ... :-.~ .;:.: . .<~~--· · . -· . . . - : . . :: ~ 

· · · · Among 114 ~-:~f.~~ption.~r surprise, Whaley foUnd IO cases in which the 
· · · vic:tim.ofattack recei~~~f'#led documentation respecting supposed enemy plans 

· · · · . well before the attack itse~. Of the 10 sets of enemy "plans,'' five were' carefully_ 
.' desi~~: dJsinformation packages and five were genuine breaches in security. All 

. . . - · . ·~-fly~ 9f.~e.'f~ sets of enemy plans were accepted as genuine by the intended victim, 
. :: ~_;_:f.~#a··roufofihe.:~ve genuine plans were dismissed as unreliable.• 

"' ... · , :, .~ -;.~~&"' . Is tiie~~~.h~=justiee in intelligence e:.-timating? It ·would appear that amateu~ 
·-=~<:~~-:(~{C:Opnter-dec~ption efforts are counter-productive~ Had these analysts chosen to flip 

· -~==~~~::ttritii~ ~~a~_:Qftrusting to their judgment, in 99 percent of the cases they would 

;. . 

• • 

,. -

. ... 
·, 

• ..; •• • . . ..... . • • 0 • • • • ' . .. ,. , ... ,, .. ~.... .. . ·~· . .- -:: -- . .-.-:"1:p:av~ -~~y . .identifi~·-mor.e th~.one of~l(l;t&ets.o!..documents. ... . . · . . .. . . . .. . .. ,.. · ·. · ·· . 
. ·.,_. • ··-. ·;_: ._'>:··•.'c· .. >;' ;: :~- ::,,.~; ,;;·.~:}~:t.~_::_:-.~.·:;~~-· · ~ ... :· · .: .. ;.: .:-.-~ .. :·> :.:;: :::-: .,~- ·~., · .. :-- ~ · \:· .. :·; t(·.~.:. .. ,·:· . .-: ::· .. · · -· "i· .. ~ .. ·.:._:; •.r. :• :. :. ;·: · ' •. • . ·. ··:· ·:. • .··- ••· - ~ ~-· 
• ~: ... · .. ~· · ·~ .. - .... "!.:.~1. J ." •• ~ 1 .... •.-:..: ... o;... •· · ·•· --:.:.. · -·.~:.. .. ; • .-::_.~:- :;- ;...-;.·_ :-~r-i---.'· '='·''"":'i: .:-. -~ . .:.~..::;,:~•..;,-: ..;.. ·~: .~.: -: ... "t ·:-:,.::---;-: ·• • ~ -- ~ .. ?' ·"·'' · ·· •• • .. · · · • ... ~ . •• j -·::· •• 

j.'\ o ' •• •. • ·-. _-· 

-· --~~~- :: =· l·:,·,.-·~:~~~r- ~:DETECTION ·OF .DECEPTfON:.THREE THEORIES . -: ··. · ... -;r.::-· · . 

l 

. ; .. :· · 

There are at least three techniques for the detection of deception operations and 
the identification of underlying verities. The three methods are interactive--on_~· . . ' . . .... . . --·--------.,-·-···· .. -·. 

I . 

. . . t 
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.,-. ---roethod in~.Y assist in the exploitation ofaiJoth~ J:Qethod,.and vice verSa. For con~en· 
ience J label these· methods with three shorthand designations: (1) reconstructi'~e · 
jnference; (2) incongruity testing; and (3) vulnerability assessment. . 

~NSTRUCTIVE ~~ . ·.· Ai~j~l:.:, .. ,_ 
The ~nstructive inference method involves attention to tliispngDalp'a'ttei-=ns·, , 

transmitted by one's deception adversaries. Mrs. Wo~tter's Pe"k'rl Harb0r.siti¥i!.}·· 
demonstrates how difficult it is, without hindsight, to cillfer~~tiate the signals frii~: ~·· 
the noise. It is with some trepidation that one would vezit'Ur8 t0 separate signals, 
sprignals, and noiK>. au at the same time. Jt is probably ~~·fust to concentrate upon 
the separation of spr:iguals ·from signals, recognizing;thi(a bit:.Qf.random noise or 
just plain junk will find its way into both categorl~~;.~.i·b:-,:.:;,;~?:::~·- · . · . 

To identify sprignals, one must guard against ~(n~g;ii~·follectors who value 
their cleverness as analysts and who consequently ~:tiut':Q~ block transmission 
ofidenti.fied sprlgnals.lt 'Would be helpful to have a com~·~tY,~~de review of data 
collection-both intelligence and co~~~7i,r:ltelligence. It m~y·J?e"that most. of the 

. · agencies make at least a minor effor(~·~nect:what appear to'be sprignals. Do all 
· of the collectDrs and interim analy#:Ji#.~~#.P*t~~~~Jt is to collect sprignals 

·as well as signals or to indicate all ofthe.~~ger~SigtlS-tJili~·may be a tip-<>ffa seeming 
signal i:t re~~·;:~Pti~? Do the imPci~\ ~~nri&fh.ave much idea of the past 
track record of predictions? Have they read ~Yhiiley's Stratagem or a full~r equiva­
lent based upon still-classified records? ti6 :ih~y know of an agency center for the 

.. .. ira.nstt1i.ssion ofsprignals;.s.uspected sprignhls~·of danger signs, or do they just send 
along their suspect ~O.#Ii~ti~~ -with all oft~·e .. rest, risking its loss in the massive 

· flow of data? . ,;.:·. ::·:t; · .. :::~>.-:.:'·. : :. 
· · When a cip~~~~~·:b;6k~~·-~ ~ily (perhaps with the assistance of a too-easily· 

placed · ctandes~f!:·,ag~nt>>when 'soi:>histicated camouflage is discovered, or· when a 
doubleagentiS'(o~.~.:iO .~ti~'derth.¥.-~'control"oftheopposition;arethepropersteps 
taken to identify th.e :s:Pii,ri~us signals and to segregate those perhaps designed for 

. . . our "witting'' collectioi{as· opPosed to those designed for our unwitting collection?' 
· · In short, is there a colledhik::and coordinating program to distinguish th~ sprignals 

. . from the signals, and the intentionally obvious sprignals from the others? One must 
. . : .. . ~~jj;e~~;~. throw out obvious "cover. plans';' So as to concentrate· upon more 
·. ::·.0!;~~~fP.~i~. which may yield inferential clues. . · 
. ·: ~.;.~:~}).:-· . To ~~~~b the patterns of deceit aimed at policy elites from those aimed at 

-;~£~~1.~';"~~~ diff~. ~~ets is not an easy task. The problem of differentiating strategic 
· ·:~:l~~~~1:4.~~~o~./~c;)#. propaganda comes immediately to. mind. We can ~n with F. M . 
. · .. ·. ~· .:.~q;iD.fo~·,..: d~nition of propaganda: "that branch of the art oflying which consists · 

• . ··· ··4 ~ •. \ . . , . . 
' "'·.;- ., ~ '·····, ~--~ ., ,.,'r .• ;_- 'nf:Y,~J:y ·:neaHy· deceiving your ,fiiends.·.\Vithout-.quite.deceiving your~enemies.'~ .·, -.. . ........ . 

lf:.t}l:i{usual run of propaganda operations is somewhat dissociated from strate-
gic deception programs, those who reconst~ct foreign deception patterns may be Jed 
astray, particularly as to · ''black" propaganda, which is as likely as not to come 
through clandestine agent sources. · · .: · <<t:J;-.~~:-.:: .. _-:. , :· ~- ·~_ - · -

. One deception planner of World Warn sheds light on this problem in a back­
'--. handed way, reve8..ling the possibility that incons~tencies in propaganda and decep-.. .. · .... .. . -__:_ , ._;_ ___ ---- : ···- .. . . .. . .. ···- -- .. : . - . - ·· - - - ... -.. . 

---·---·- . 
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~- ·tion patterns might unveil genuin~ intentions, at the sallle time implying that 
."black•· propaganda may be a poor index to the purposes of deception · planners 
tbemse}ves: · · 

. . . . . . . 
· The biggest damn n~ce in our ex~rlenee ~as tbe t~ly sill~ bia~~ · · 

and grey propaganda people on one's own side. They had a low secJ#ity::; 
classification (so they never knew anything), they had high inte~g~nC.e~ . 
enormous energy. quite a lot of resources, a great. desire to win.-itlj~;.~ar 
single-haDded (thus they shot off in all sorts of private direcqo~t~~~·- . 
seemed to u.s to compromise what we were doing. They confu.seO -~'target~~f;'}.··, 

, .. the general enemy public: (or his troops) .with our target, th~·:~~~t!my ·et;.fil~~~~{;_;:.:~ .. . 
... · _ IDB.Jlder tbrousbthe intelligence system.1~ ··:~~ ·~~t:~i·~·~::::! }:, . 

. • I • • • • • • , .. ,.• , .• ;• •• • :; • : • :: ·.:.'!::;~~~--

. . The above confirms what we already expect: that the~.~~~oise in the collection'"':. 
ofsprignalsjust 8.$ there is noise in the collection ofsi~~One should not neglect. 
the noise from the intelligence of various profiteers,,~litroist their imagined data 

. upon any willing buyer. Reconstructive inferenc:e ,t;:Si(~~l~ - ~i?J~lpful clues here, 
. except perhaps as to the mental state of the invotv~~eil:tre.P.~neur. Anot~er form 
of no~ may involve )ow-level cover and deception -~~~!'~~~~b Scarcely lead to. 

: useful inferences. Agaill from World War ll experience!'~~r}:~t~~W~~~-:. - :. . . 
0 ••• :... •• • . ... . :;.: •• • ·.:-. . . • · ·: · -· . • ••• · :· .~ .. . • • :~~{4;'~~~:t~-.: . - · . 

. :, ·.· . Actually a lot of fairly obvious ~P.!iP,.. a deception pro~] were really • 
. . . . · _; .a cover for one's own "unwitting':'·~pl~-._w~~ were not to know that other -
. · .. . : ·: more complex and more "classifitd'~:·o~ratioiiS~:Wer:e going on to really get .. . 
:- · .. to the enemy conu:n.alld decisionS:.·ThiS:iS~ritit~tQ~~y that routine cover · 
~-; and deception operations of this :~tt~e~:.:O.~ ·:<I(?!l·e to cormect with all · 
. enemy intelligence systeta5.11 (.f:~~-}i;[ ~:~!'."' . . . . . 
: : ·. . . :. . . . . . ?.f~~;~~-~~~!~: . ~ . ~ 
· :_. :The foregoing suggests. thstit may bErC,p~derably easier to collect. sprignals 

. ·than to separate tbem .fici~ ·&s.,ociated ~~:~d noise. · . · . 

· . . r.~~~w;;0f~fir?,,;.,,. '"·· - . . , _, 
TESTING FOR/SIGNALS:ANJ).SPRIGNALS 

·, .. - .· ·- . ·· . ~.;~~:~~~::~;;~:~:[_:~ . . -. · : <~~:·· · . ~ · · .. ; - ~ 
Some· sprigna]!;·m.~i;.~.-~]:f-identi.fying; if so. we may search for confirming data 

or channels that may Yiel~ ~dy anticipated sprignals at some later date. A group 
. that iS suflic:iently luckY~r. ~uccessful· in penetrating foreign deception systems­

. . _, .. · ·. w,:U~. ~~-9.~deception effortS from "agents in place," or from modes of collection ''by 
. . · · . · · · .": techiliw ·:m~" A somewhat •ess well~tablished group will work out their in· 
. . · :: ': · ·.{ C9mpi'e~}i~w puzzles until some of the pieees fall into place inferentially. They 

· .. }£:~~ ~,'~:Will debrle£Clifectmg stratagematists with unusual care, reconstruct the sources of 
' ~:.;::~:;= ~~;·!.;·fbum" in~llig~nce in past encounters. and seek to eliminate tbe.circumstantial 
I · :_ :::.:;;;;~;~~~ J''!¥-i.~.~~beling and watching the suspicious ch;ann~ls~ They will empha:s~ the 

: 

.. 
. ·' · 

- ~ . 

... 
! • ,- ~ ...,.;,.rr_.,·.-·-n,.., ~ .. ;:;~ .~ ... L~'-~P~-~·::~?~tificat:ion r:o~ions of the counterintelligence community. ~ey will . · · .. .'.. -- ·. . . .. ' t ·:· ' ~·:~:; · .. .' p;:oa·~:rity e:ipertS foh.Dore ~hil~if'e~~ulitionstnn itlentif)'those sourees ·or· - · · · . · _. -: .. :~ ~: · :.; . 
. . . . . , .. ~- ··: .... : ' ~. - ~fitt that ma have·. been ~iKf'isg~f· ffi~£i:•:.!,ADcf "t.Ji~'wilJ: watch those · · ~- ' - -- - . ·• ..•. ··~ ·--- ;~ ..... . ·· - ··-· .. .. -'• ·"· -. full .l . ~ - · • ..... ... ,,..._ -· .. -·-·--·· ·~· .. ·· .. , ._ .··~-- ~ .. ....;... .. ~ .. ··~··· ···. ·J - . -.--- • • . • • - • 

· .. . • '· :.· .. :. ,,._:;; : • ~. C·.- .~~~;t:"~den~ or'sfgrlals ~d spngrtlils_ i'iiriy~ gituk~;m~from ·analysisof .· .. · .. . 
. . t· past patterns of deception. A Jx>liticiari \vhc)~eciives ~.-cQmpatriots (even in pursuit · · . 

L:_ ~~ "n~tiona;I" objectives abroad) ma~ not. enhance hii''':gt.e~Hn~· :It should not ~- · 
-··· -~ . _..,_ - ... . ... ·-- ·----J - · ·- · -

' 
.· . 
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-r-·· siii-pris~g-uuit-mciSt of tlie-literal statements .or leadiDi sta-tesmen are.at iwt . 
. . technically truthful. . or at least so intended. The unplications of tendentious 're­

!I;I.arks may be far less reliable-as with the implications ofKhrushcbev.'s boasts of 
· gro'\\ing So\iet missile production in 1957~1959.11 .And the literal or im.pli~:~ean-

. ing of "bac;kground" statements not li.nked to a source ~·hose credibility.'·~?hlghly 
\·alued may be of lessened reliability. So ioo with official press statemet1t;:~~·· llrith · · 
the indirect T ASSdeiual of September 11, 1962 that nuclear missiles. ~~Aid~-~~ted . 
in .Cuba.1a . . •.. =. . . ..~'}:;.~-~~:;:{~):;~~~~~~·~ .-. 

The careful analyst may wish to distinguish the past reliabillff9flitetaJ)§i~::~,: . ·. 
· ments, of inferences from tendentious remarks ripe for the plucking, of ''back~::·:-/: · 

ground" interpretations, and official but anonymoU:S preSs reJ.~ases. One analysi!i·oft . 
perceived mendacity in and around W ashing"..on, D.C. iS co~~tent with observations 
of foreign Statesmen. Although infrequently fiDding ·~tti~.:ficif lies: • .and petty Jni.s.. 
truths,"' Anthony Lake reports: . . ;#:~~i{C . -~·;!~: · .. 

· - ~.·-· .. .. r...,.i: .~ ... •• .• .~- · . • 

. , · . There have been still more misleading sti'fi~~i~~i:~uite lies,· bu~ . 
partial· revelations of the truth deliberately design~ :t9::(~1 . the public into 
believing what the government wants it to believe. 'J:'li~~jiS~.~ considered 

.. · the functional equivalent of lies. .•• The public does not~:z:e~<Hh'e :fiite print 
in government statements, and wben, ~t is fooled the resulris:tne same loss 
f -l!:.d hich 1:'. 11 fl. t 1 .... ·1·,e ... . . · •. : . o COnu ence w .10 ows ~ a . J~: .~. ~·?i:·,:.t: ;-. . . . . . , . . . 

· ~ : · ~ ;·· · -~-.~ ..... : .. ·· : . ~ . ·· ·· .... ~ · ·· - ~?.::~:·.~:~;:f~j~R:~:~:~~;~ ~~~~ .. -~:h . · · . . ... 

. . . The . counter-deception analyst wur::feai1{~fi)~·dfte~ntiate the literal from the 

. m;plici~ the flat from the ambivalent ~i~Jhe ·~~i§~i(~m the deceiving spokes­
man.15 Further, by cros&cbecking deep:~ri-eth!#ng technological sensors (by the 
"incongruity testing" method to be discuss~~(~h~rtly) it may be possible to establish. 
with high cOnfidence th~~ .~source or ch~p.~l;.of data is indeed a stratagemic 

. producer imd not a 5ou.rC,e~of'Slgnals or no~:~Itthe exotic sources of the past have 
.··been the fav:orites of d~ption ·planners. preciSely because they were the ones that 

.· · ... ··. . received to~level fl~tlon;'th~ ~·special" sources will not be adopted as arbitrary 
· , :· · · standai:ds ag~t\!~~h P9.~nui!,tsprlgnals will be tested. . . . . 
. . . ·. · .. · It iS equall.f$~~t ~:·gu~~.:.against the temptation Qf re30rting to a test 

, . ·standard derive<ffr~: .. ~~raditionaiiy 'reliable sources." Over extended contests be­
tween intelligence alich:O~~t:-intelligence adversaries, both sides tend to develop 

, · · · an understanding ofwh.~f&l{:liciversary views as reliable, and deception planners 
. . .· target those channels. Da~tli'at appear "reliable" are likely to conform to precon­
·. · ,. . ceptiQ~.; D-i:. shared expectations, and deception planners like to reinforce these 

· . · · ·' .. , .. V\ihfEi~iliti~~·Thus, traditionally reliable sources and data cannot be segregated 
~ · ·~~?~:.~ ·~\itciibati~·:frtandard against which to test new sources or new data. 
: ; ;J.~~~f.:;t.:~ Separ~$,g).ruth from deception and noise involves more than a comparison .of · 
-~~:·.;~;f}~~~~~~o~.;~~ a subset of the "traditionally reliabl~~, It is more prudent to 

· ·' "'· · ·. :"·~·fassu'#l,~;t)l~~an 'channels of information are unreliable in varying degrees and to 
. . . . :~ . • . . ~: .. ··. ··(ii~~~~~~:)i~le ofchance in strategic forecasting. ~Y. CQpceding.the hazards of the 

' ·. ~- :: .. ~:.; ;~.:.>.:, _., .... ~ ,;:;·,;.,·; .~i~J .-v··tnt.%1ii~~r\~· bu5me5s~ ;ohe 'i.S::~~ti >lik4ily 'td~eitibatk '·#P6ri'·m·lc,ng6iiig'siftint and 
-: .·. ·. , ~ · ... '' . . ' ... "~~- : ·~ :. : h;$ifl:in"i'effort: .identifYing, teniatiy~,~n:ibsets otsigli8Js: and ·spngrials; or incorisbtent 

clusters of data, that demand critical and recurrent appiaisal. · · . · 
·.> . . . . ... -. : . . : . .. 'i.r the proceSseS of stratagel:nic-an8J)rsis~a't-e't:i>cir«!ib'ated With tne rud of com put:. 

ers, it may be po:ssible.·to:ge'n'erafe'data:bankS iind''attalytid· s~ialiStS familiar with 
the styles of unseen adversaries. Having colieCted and~ identified a mass of sprignals 

.L but not all of those available, and having recognized that this collection is cluttered .J 

.·.: . .. . . 
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with ~ic;ltial noise. we will w.ant toobtairi a set ofsprign~ patterns or relationships, -
and by inierence from· ibis universe of cht.a to fathom the ulterior purposeS and 
strategic links that may unite the stra:nds. 11 . 

ReeOnstnu:tive inference testing has more limitations tlUiu those resulting 
from the. ambiv~ence associated with residualnois8. It is important tQ -~. 
that the inferences drawn from perceived deception plans are sensitiv~ .t:O~p()iji time 
And context. 1f a pattern of sprignals is sble. it may· proVide cl.~~f:~:-Qte last 
enc:Ounter, not the next one. One World Warn operator, H. We~t~p~;Eidr~ge. 
reBects that "6ome of the best c. & D. operations (after an ini~;pl~} ;~~P1:ii.Yed 
by sensitive and daring men acting pragmatically." Detection ofan.initial'st~~~;~, 
matic plan may not prepare sprignal analysts for the ~wdi~ that follows. Simila.rly;;; .. : 
as with women•s fashions of recent~ one may bee~ to see through mtire; 
than what immediately meets the eye, and if one enj~y~ ·:th.iphenomenon one may 
not worry about its design. . . · · .:##::E~~; .. ~, : . . . . · ·. : . . 

. Stratagemati.Sts are at least a$ bright as lingeif~~~esi~~~:[For example. in the . . · ··:~; ":·~· .. ~. ·:... :.-,'';' :.:· ~.·- . . 
Italian campa1gt1 ofWorld Warn General·Alexandet:o~.ce·rJi:iriiged his mmd about . · 

. the optimal place of attack only to discover that ·~;~~~Y:.~ s~ had already · ~ 
encouraged the Germ~ command to concentrate ·resou.~~:~f;;~lrls newly chosen 
sector of the Front. A solution was found: intelligence was .. Ie-aked'. to the Germans 

. :that the origin~ deception target wuJustJhat, and informatio~ on the preliminary 
..... _: build-up. at the now abaDdoned ~hl(~;'C()nViJlced the Germans of the "reat•• 
.·' ·. target. A new deception plan reinfci'i~~{.tbe~~~~.~'iri~ess at their "disCovery., 

· · · · ·· of the prior stratagem. and General Ai·~~~der,'~ fo~'~ttacked with surprise in the 
· ·· · . area oftbe initial deception target.n::':{~:_}f~?;l.:::-- ·· - · : · ·. · · · · 

. · ·. ... ·Despite its limitations. reconstructl~~~erence testing on the basis ofsprignal 
·. coxifigurationa deserv~ ~~ore systemati~.-¢f9!t and higher priority than the public 
. literatUre suggests .. i~)i8j·:re;ceived. UpQn ~ion we may surprise ourselves with 
· the &Uccess of oui:hi!er~~·cei·;After all, moSt 'deception plans· are conceived on the 
: basis of fairly,t1]:\,iJchow,edg~::.o(a¢ual plans. What oversigh~ or subConscious slip 
.. finds its way.~·~iQ;:the . .fJAal ~~tbitagemic product may not be apparent until it is 

. . · 
.· .detected by 'tiie'~ciV'~rs~~j{Su·c~ irOny, w~ch R. v. Jones defines as "a contradictory 
. outcome of ev~ri"f:S·;~·;:if..~ moclt~ry of the promise and fitness of things,"18 is a 

faithfUl c:ompa:Dion···9.f.)li:sf4!Y, and it should not be surprising if stratagems ar~ 
unc:Overed that reveai far ·tiiore than they need have done. . · 

.· . . · .: .. ~ _.;.: ;f.r.om the strat.agem'iitist•s perspective, "We were simply scared to death always 
. · · ~- :· ::.:::::tha~-tb.e'C:over plan would be blown indi.cating the true plan with great Joss of many . 
· .. · :.: :~~l.-.f;~~~·.b·,;;j;j;;~:beings; it was a soul-shattering experience to be the mirror image of a 

... ;'i.i : ;.(,:·· •'"""tot. ·ca· ... P. +;.;;.;.; ... ,. . 
. · ! · . ;.:· ~ o·- ~~···""· . . .· 
· ·:.~:~~:7~~(?£j~;:., · Onc~.; ~h~ 'imparl.ance of analyzing sprignals is more generally understood. a 

: \::_; :;•I~J:Ow.tteNJ.~eption group may be willing to pay a higher price to receive a good 
. : .··. ·:.';~~~·~1@.1~~-:or~uch data, provid~ .of course that it has high confidence in the tentative 

: ·, .:: ~)y .-... .., : ' 0 O' :':: M ;:.,:. ~ (·\~~~~identj,fications. -lt may be Willing tQ,$utrer.::t.1ie.li1'CQnyenie.n~. 8lld.JSOS!Sihle .. 
" ;'>·;. ~;:. <·· ·_.,: 0 

_., .. , .:. : :·.: 0 ° :~ ~~~:ofinj~~J~;~~g on ii; pa~~f~,-~~~'~l,coi1f5~io~ .~fid~nii~ ~-
.double agents. It ll\aY conti~u.e to d.ig~t cryptologic or electronic sources at subs tan· 
tial cost, .althotigb,~cular eh~~~u~els.B.re 1Utelit.9..~·:~-~~chjcken feed." I am 
not &uggesting"tll&lt rfl!SP<msib)e ~ffici.~_do n~t-~re:c.ogni,Zeih;t 'fn sprlgn~ls there is 
60me utility. I would expect that monitoring of the iy};es m'entioned already takes 

. place. But are the relevant officials aware of the usefulness of collecting enough -___ .::...,._... . ____________ , .. .. ______ ·-··- ' ····- --- .. ·- ·-· ... ... . - . .. . -- . 
~ : . . . . -.--
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· "'f; · sprignals, sufficiently well Coordinated and analyu.d, to enhance predictive perform· 
• a:nce in.the critical cases? Ob'"ious]y there are llinits as to what should be spent on 

: 
--! 

' 

the CQllection of misleading information. · . · 
As with any intelligence sys~:in, · ·a sprlgnal callection and . analYsis ~twork 

must be safeguarded against system "overload." According to the fonn.~~f~puty 
Chiefofthe Czech "Disinformation Department," Ladislav Bittman. the·. Czecb se­
cret service Slone mounts over 100 disinformation campaigns per Yecti::~-~t West­
ern targets.. Of these, a ·good number•are coordinated by the Sovie(¢C;ii~art.in 
Moscow (Department "D". ·or the First Chief Directorate, KGB}':~a:·~ftb~~ . 
with supporting operations on the part of other East European ~rlades. It.~o~d..¥.>~-' . 

i · ~ mistake to ~dd the number of annual operations of each of the East Eu~-:~~· 
secret senices, since we would be recoUntmg aspects of~.e:~e Moscow~rdinat~-: 
ed operations in many cases-especially in the years sin~:i963-&4 when most of the 
East European services established counterPart ~p3.iifii~nt ."D~'s for liaison with 
the Soviet mother department. Nonetheless, we caii'~me:iilat::"there are at least 
several hundred disinformation programs per ye~.~e~.:~iimst Western a~di­
ences. This number of operations could comple~ly-~P,fuie, ~fforts of a counter­
deception li)'stem. Bittman's book, The Deception GJlln~in~-~~;~tmost of these 
East European "special operations" are propaganda operatio~··mainly "black" 
operations · and often involving exploi~tion .. of clandestinely 'obtamed . documents . 

• 

i 
J 
' • 

. . Although influential Western audie~~¥-~;~:Jna!-P.~ets, these operations are 
. ·: mainly diSinformation prognu:QS rath.!!fthiili':~~~g-lc::a~eption operations seeking i to have a direct inBuence on decision·s=:_of.g'bvenUtl~iif.S~Keounter-deception system 

would do well to leave the anal;Ysis, detA;Cticii(~ci""~ounting of counter-<>perations 
·.to those segments of psychological warr#E;.~&gf!ilcies specializing in th~ subjects.· 

.. · ·· . · Those who man the ~~ter-deceptior{~y~~m that guards governmental dec:i­
sionmakeis and their.iritemgence service5·:from the strategic deceptions of their 
~dversaries should ptot~(tn~tr system frox~:i'"the deluge of relatively trivial prob-

1
• · · lems associated wit~ tne:Se ·~huormation programs. It would be more helpful, for 

example, to ideiit~.:ihe .c'h"a:ii_rieis·:than; the contents of these disinformation pro­
. grams. The sau{~,~~n~~;·i~~~rs. clandestinely influenced or owned newspa-

pers, magazine5;·})\iblislimg house5i "and the like that peddle disinformation pack-
.· · ages are likely to~~~~~~ for strategic deception in ~ritical encounters. Detailed 

conte~t analysis, refuta"ti(;~;:&pd design of counter-operations should. be ~eft topsy­
chological warriors. If for no other reason, counter-deception specialists should avoid 
detail~lDvolvement so as to preserve their attention span and peace of mind for 

· . :-mh;e:·~Hti~{~tontests. · . . . · . . . 
;;.~-··~ · -· · ·.· :.- .. · ... ·-·· .; .. :. . . . ~ 

.:::--..:·.~: -.:." There:·a:re-·three basic filtration barriers that can protect a counter-deception 
. i~;·~~~tem fr(;~:;~p)ignal overload. The first is a feedback system that encourages the -::::· t~~~-~~~ inteJi~.~~i:i~e community (and its foreign liaison agencies) to r~rictits collec­

. ··.·~:~',~orO?'(sp~~· Some reduction" in the volume of incoming data and more rigorous 
... : .. - · .· ...... , . : ·,, )j~aliiy:eq:Otrol wo~d an;t~lipr~~-t~e p~bl~~ ~t.th~pu.~t.~. Ev~n sq;,~~-CRIJ~~n;~ , 
• ' ;.Y,'.:-f.l· ,, •' ': !,1 .. ' \.··· :• ~· . • :'··'<: ·.U·d~~~~=s1JouJd DOibe1ttJ$t~~f'"Sj4 f6~wbicb ;Sprltn~ ~~e Uke}y tO. proVide the most 

•· 

·· ··.· . . ·: • . . ··.· .. ·: . . . ... ~~- .. ;-:(• J )l .. ·-- ··. ~ • . . · . . - ...... ..., . . . · ··~ ·:· .. - ..... . _.t ..... - ··~ _ -'; ~ :;; • · •••. ,• .• • .• · ' • . • 

. .. .. . . . helpful inferences;ftirlher, tliose'agencies or segm'ents·ofagencies that specialize lD 

... ,,. ·· .. .:. psy~h9logical ope~tion~ w:ill .dem·~~ _the collection.ofmany..sprignals that a~ of . 
,,. . .. , : .. . .. . . ·-~.· ';' .. ~;. (.~. :~~~ ,colisequence rrotn'·ihe~riip~cth·e:Qrtht;t. coqpter:-Strntage~atist. The counter-.. 

. ·:;·'<':~~ ·~-., : ·~ · "deception system "mu.sil>e'e~iuipPed With a feedback and filtration system ofits own, 
within the broader intelligence and counter-intelligence communities. This set of 

--~;:;: _ .. ~=--· -.:.--.. --- ...... : ·. :.:-· -··--·: .. ·····--·- • ..• ·· --. . - ~ . 
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~- . . . . .. ·-· - -- ·-
. barriers ·shoulc be complemen~ by the allocation of effort among the .myriad 

clusters ofsprignal packages avail~le within the counter-deception system's data ' 
:pool. . . . 

One of the reas!!urlng aspects .of Whaley's Stratagem is the disclo.sure that the 
same old bag of tricks that worked in World War I was tried with a few I)eW ~nkles . 

. .. in World Warn and afterward. Once COUI)ter-deception systems enter t'1!~·-p(c~re, 
deception planners will adapt, but they too have their problems. If decei>ti9n:~lan­
ners mount only small stratagems so as to avoid detection by the an~~f:i;~o(~prig­
nals, they run the risk that their adversaries' penetrating intelli~~9$~, :~.!~~-~-~ 
accurate forewarning. If they mount moderate level stratage~:~~pg o~y:-~~.fe~ :. 

. . clun:oels, they nm the risk that their adversaries' "incongruity ~Uiig" wilfu~~:::~ · ~' ­
el inconsistencies and unmask the underlying plans. If they~ mount .. grand" strata:.::.:.~~ --· 

. gems they .may reduce the risk of detection by· "inco~Jty testing.'' but they··· 
-enlarge the risks from reconstructive inference whll~.:i~pardizing many of their · 
. deception assets. If nothing else, a system .for the pe~on of-~atagems can in­
crease the rate of depreciation of deception assets~=ori~:_:may.:sthi~:deceive, but less 
. often, and with fewer ~detected sprlBnal c~-~i~::f.~£:~1~f:~1ater encoUnters • 

. - ~~~~~~ .4~ ··•4~~~~;jEf~fi ___ ~ : •·-.-_. ·-•-· .· 
. :·.· (. ':: Incongruity testing involves al~W.~~ye'}fii#¥i:fi·.§tf:~g and testing for inter· 

_.· pal and inter-,pattern consistency.~0 It iS-"riO' ·acciqejiH~~tmany deception pl~ners 
· "are great practical jokers as well, for both s~tieS thrive upon the same fertilizer, 
. incongruity. Since incongruity testing ·-~-;#'ifguts of intelligence analysis, the 

· .. : Achilles' heel of d~pti9~,. ~d the essence bf]~king, 1 cannot recommend too highly 
· · Jones' previously cit~e«fp~~f.,.'-:~~The Theorfoi Practical Joking." 

: . . ~ '• .. ·.. . . .. :.;~~\·:: :?~~:·.~-- ·-:.:!:\· . . . ·:- .. : . - . . ~ 

· . · Simple in~)igr\iiti~;._l:lii-ect or inver..ed,- can be humorous enough, but 
the more a~Va:nc;edjokesusually inyolve a period of preparation and induc­
tion, somet.tm~:~l&:l?<?ra~; .~f~re :_tlie incongruity be(comes apparent. They 
are then Called.hoaxes~21 ' · .~ ~-7(;:·:::.- · · . . · . . . 

: .· . : ; . .' . . . ·-: ~~J.:.~?Jf ... ~ \~::·. . ·. .. •. :· . . . . . . . . . : ~- · . . . . . # • • ; • • • ., • •• 
0 

.· The induction'·or~¥;ri8ruity in the perceptions of an adversary constitutes a 
. · stratqem or deceptioli:_;#,:f~e&st theoretically, this induced incongruity could be 

· ' . · .. disco~e~, given sufficienfdata and hypothesis testing. The contradictions inherent 
.. ' . '!. • u;:.?'tlic(sii#wtaneous preSence of "'reality" and a f8Ise image of th~t reality are 
: · .. · . ~:·J.T~~ri~~iit.:to·:~h inductive and deductive testing. But as Klaus Knorr notes of"the 

. :. :-r·~:' t~ductive;'iall~ey.••n one cannot asstime, as some histoiians and intelligence ana• 
_ .,;~~:~ht.;i~:JY.Sts woul~~~~ to believe, that "the fa~ speak for themselves!' In his survey or_ 

· ''·· · - ~:~=!):;)l:J;~~icti!~~f@.ures Benno WasSer-man observed a tendency to postpone induCtion 
. : · ;_ ·ryt~~~;~~t:~e'facts are in"-that is, until it is too late to provide useful warning.n 

. . ' ·· ·.·:.•.·''TI' ; ,•' \ ·· :..:'.:J •d tb 1': ~- .I h tnf"" ~ ta• • .· , ' ... ~ · . ' . ·. ~. ·,·::!· ' '· .: ,, ,; · ':rrr;>:<~y~~-"'~-~ve.rsary-pr.oVl es, . e .... a~l,ol:i: ,an\Jf~T; A~,a.~·-. 'f .. ,J,pJ~~Il~~ s~ , . ,J!l~S one . 
,_ .,. ·:_~ :.;. < i ' • ~· ~ · -: ::;-_. f.: '·~ <-~·~r#,·ofinductive re~nirig,.ail.analy.~t :~~~v,ercoD:t~ :~.&,:p~~ural inerti,a that . ' .. 

· · · ' - ·. --:..- · .•. ~-· . : - ~· · ,;.; c.:":·prevents him. from. generating.•alternativ.e-hypotheses.~:'e ;,Tile. human ·mind is. n.ot .. 
... · .·. · .. , · -: .. : . . ·"e :. , : ·.; : .. _,_ e$pecially well suited· to the task:of,generating altemaUY~·hypo~~ ~d _ofjf:lg· _. 

Y ·-::.: .·~ -: ~ ,.. :o · ~ :.:.:~'~"'- . -~ ,~ =..: .gling,them all at the same ti:me. This-judgment )ea.ds me.~.a SnJaj\.;~iffet:"enc_e~th .: , .. . 
· '.· .. , .. , · · · · . · R.~v •. Jones with respect to the ideal intelligence organization. In a classic ~~re 

~1.1. ~~entific Intelligence" in February ~947 Jo?es r;marked: •. , .. , 
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An lntelligeQce organization. despite -tbe&cydo~ia Bri~:Zi~ cllg- - . 
about there ~i:og three kinds oflntelligence-:-human, animal and military, . 
reset.nbles in fact a human head very cl~ly. The sources ·or Intelligence 
correspond to the sense organs of the hli!Bd; the detailed resemblance here . 
is in some cases remarkable, with photographic reconnaissance as th~ ey~ 
and the radio listening service as .the ears. The senses pass observati<i~~:tO 
the brain, where they are correlated, and a particular sound is ~~ated 
"'ith a particular visual object. In IDtelligence, information from tb,i(&Qurces 
is likev.ise fed to a collating centre, corresponding to the brairifanii·~~ 
the brain, to be successful, must liave a good memory, an Intell.igepce·o~g~;.·:, . 

. · zation must also bave.a good memory built up of the individual'inem~ries:·:.'· ... :~ . 
ofits staff and its filed records. So far no machine has been foi.ind to ~rforiii .=,:·:::t ~' ­
these functioas nearly so well as a good human mind, and the design of an :-;:~>.::-· 
Intelligence orgaruzation must . be such as to ma.ke·;it::.resemble a single · .. _::: · 
perfect human mind as closely as possible. It follow.$!i0Iti .. this that the most · 

. successful Intelligence organization is likely to beJh.at'which employs the 
smallest number of individual minds eac:h oftlle.~~test..-~ible ability.u 

; : . . . . . ~ ~. .. . . . . : (:r·:~!?·i;J;~~-::-~.·7·0;~\~j~~:- . . . . 
· In seeking to Separate signals and sprlgnah ·bl'¥ii~~~ty testing, a counter­

deception system should compensate forth~ vulnera'bil#y~f>.f. ~in~servatism in human 
data evaluation. Carl Kaysen has nm into the problem 'ti'r:~~ti~e rejection, when · 
fresh data do not mesh with existing ~rceptual pattern£:;,,~~?.{·~··· _ · . 

' ·.· . .':.>-,M~y uidi~d~~~ i~~ of~tel~~l~Wo~tion·m~ ~ rejec~ ~ u~- . 
·· .. ·:·. · reliable, false, irrelevant, usele$S~}~d:·~O::-o~;;The.:j4d~ent on which rejec· 
· · ,. . . tion is baSed is often a consistencyj~dgmen~Jtej~ti9n depends on whether 

. · a particular piece of information·seeo:is~rei.sQnable in the: light of a large 
number of other pieces of informafioii/ o-r: \Vhether it contributes anything 

. • . ·which is useful in the light of such otherJri..foi-mation. If the officers responsi­
·. · ble for analysis were ~eP.rived of the oppoftupity of making such consistency 

. . .· : . . · . judgments, extendi..llg 9.·v~:r the whole range' of intelligence materials. then 
. : their judgments .~o4!cfn~y be }~· good than they might be.n 

~ ... ~ . .: . :~?~.:: :~= ;~~;-::..:; ~<: .. :·?···~{: ... 
-: : · This natural:):e~ion c:Yele;:the.removal of the "odd" bits before cooking up a 
puree of eonsis~ri(d~ta, .. ~~~~idQ~:.-Analysts should not assume that non-access . 

.. to "the whole-~g;;.:o(jntelligence.'iDaterials will "necessarily" impair intelligence 
. .->- .judgments. On tlie'&~.tljzy.,computers that suppress segments of the data base from · . 
. . : ·. :·: · consideration may be berie~~iai •. By using techniques of sequential analysis, analysts 

·, · ·: .. may be able to compe~~~~~t -the weaknesses in human cognitive rigidity, screen· 
· · ·: · ·.· ing out initial perceptual patterns and preconceptions. · . · . · ·. . · ·~. ··- .: . -' .. 
· .;. -·: · : ::{~~~#~~~.have one advantage over the human mind: the capability to forget on· 

.:: : : ;~}a/~iDPB~·~·b~is. In .thi.s respect, a computer-assisted intelligence system has a 
. ;.}~~;~c:t ad~~tage over the organization Professor Jones bas commended, one using 

.-<;:-{·:~}F,j:~.'tJte smallestnlimberofindividual minds each ofthe greatest possible ability.'' 
.· . -:::~;r:~;.~N~~~~~a~::=~~·frejecting" data, a counter-deception system may seek to place such 

· . · · ·~:,~-r.tia.'#iJ.n:~t:el:Dative perceptual patterns. It may tum out that in the last analysis (by 
... .-· .. · '~ ....... ~-~·- ".'': .-: ·~·: .: ': .. ~-w~~~,i~~:.liumble lD'eaD·tJ.~t ' tht! .~t·ilut~h'~']S:St' .~f.l~iS ~(onreven~ ove~ke' . . ·. 
~ · •· .._ ;_~, '": . · --' " ·' ' ... 7 \·. · · tiieinj,:afi&l:YstS wm·f!e.Je<:t tfie 1i1~fcons1Stiilt~~it'tebis' ird·;vor ~fail other ~ne. Since ~ . .. 
~~ ...... ;;: .·.(· ·,: /, · · ·: ·.:.:.: ; --;:.' :- -· stra~e'mrt'tiStS tiften. reUirJrcei>'¥'~:XiS'ffifi or ·~:tfp~t~m~' theY. &"fi·oU.td ·;~ist'th~ · . .•. ·-· 

. .·.· :. . .;.· tern ' tatio)ftothirik thatthe!·:cwere'·"ri'·'iif '.lih~l'6fi ',i•' u~J~ the ·;~testin of hyPe). 
.,:.·· ' : .. th:es provides frequent h;i'ii~~f!-·g:·:!;c :.'" ,,~.7~~"'!,,.-:- . · '--'"'"-' <s·-·: '···. - - ~· ·'" :=~-g · 

The human mind may r~p~.;s5 ~.,altia'bl~-~~((;i-tid' 'ciaia,' 'o~ ··a~e!l . hpon obsolete 
""- linages. Fusing recalled experienc~ and wishful thinking, the human mind assigns --- - . '"" -- · . . . . . . . . ..... .... .. ... ! . . 
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s priorip~obabilities and only reluctantly shi,ft.s i.bese judgments. Small grO\JP ex­
perimentation suggests a teadency to underestimate low probability events and a 
tend~ncy to overestimate high pro~·;ven~; hence suseeptibility to deceptive 
reinforcement o(the ••conventional wisdom," and undue disregard ofrare ev~nls." · 
Vulnerability to prejudice, preconception, and disregard of low probabllity~~~nts 
is reinforced by the conservative memory sYstem of man. Given new i.nfo~tion. 
the conservative system of human cognition tends not to change a prioi/p~b~bility 
.assessments as much as the new eVidence should encourage. Having·.~~ his · 
·own weaknesses, man ean delegate some analytic. fi.mctio~ to .ho:fieci~~~tiye - · 
·probabilistic iriform&tion· --+ ... ms •• · · ·'· ·· ·· · · : · ':-·t-i·=~i'.· · ··."::~~:;: :::\:·:;; · 

. UJ ~~A;; • . ... . • · ~~:·:~: .. ·~·--·· :.~; •..; . 

· By testing alternative hypotheses-both inductive and deductiv~mewnes:.}:-·· 
With the "assistance". of memory and sometimeS without th:i5:b~rden, one can identi~·:.'· · 

· fy a set" of plausible alternatives, eliminating enough ot~t'i;i~1i)rpotheses to provide 
. . sufficiently unequivocal warning of most critical even~\There.Js a beneficial in­
. teraction be~een analytic: method (1), reconstructiv~lDf~;~n~/~d analytic m~lh· 
.· · od (2), mcongruity testing. The set of possible sprlgti~.fp~t¥.~~<lerived by inethod 
. (1) can be tested ag&inst the broader mass of data anai~:ror: i:ii.~i;hod (2). If the data 
, · are still ambiguous~ "cra..m•• intelligence collection (counfe;£d~e.P.~on intelligence) 

could resolve the doubts or at least lead to helpful proba~Uicy··.J:efuiements. More-
over. conclusions froin incongruity tesp,hg·,w9uld help in disC~t.iung patterns.an.d 
purposes of deception. Patterns of da~:m~y:~!:identified as inconsistent with either 
a high-confidence e~..ation or a high:.¢~"d~il~j~~cmem. These patterns may 
be disaggregated and the componeniii~t,i-and ·: a~~fuii~J.S-."of data .. tagged'~ with a 
conditional probability of being sprigD.fii:::r~~- ·OVer time, various potential 
sprignal resources can be tested and the ~ildit16~ probabilities adjusted upward 
or 'downward as necessaxy .. ~.· CluSters o! .. ;liigli.:., _or low-probability sprignal data 
should assist in evaluating:aftemative theciri~T . · · 

· · '· Computer-aidecl._ inci)ngrtiifi testing offei-S substantial hope. of predictive en· 
. . ' hancement, but, lik~·;other anatytic techniques, incongruity testing has its limita-

. ti~ns. The two .&~~ ~~~:~(in~ngruity testing involve what might be called . 
· · ·. disjointed ince;iiif.Uitjes::8nd:'fais€(iilcongruities.· Disjointed incongruities involve 

:: · · . inconsistenCies tb~(hitV~ : becom·~;~iri the perceptions of the viewer if not in fad, 
· ·:. · .·· separated or mis-matched: iksimplest terms, a disjointed incongruity is one that. is 
. · . : not recognized because~::u;·~: ~ttf of inconsistent patterns are never paired. In con· 

. trast. a fal,se incongruity ili:Yol~es the pairing of two or more apparently inconsistent 
·. · · :: ·P.~~te~th.at !epresent a consistent underlying reality. Incongruity testing involves 
. t : ·:: ;:;ii;9l(j:.~(~~j{:·~~ of errors. False incongruities clutter our task of identifying and 
·· ~!·:·~~t.~OosiJ.lg ::&m:~ng· genuine incongruities in two ways: Some of these apparent but 

... :. :;:~:.:.:_:··:unreal inCOrlgTjlities are a matter· 9f different perspectives and some are a conse- . 
····: .. t~:<:~qiil!nce ofti:,~;'fa.ndom distribution of noise in. perceptual systems~ The desigti of 

. . .... : · • • .· ••. • • .• • ·.~ ..... •. • • -""r't-.:-:'".='.... ~:::=.·. ;: : _ .. _ ..... •• . '\--- .. .. 
• . , · :: ::.a~jo.iriieci:"·~¢0ngruities is, in fact, the design of stratagems. Induction of such incon-

. · ~ ............. . ·.:· .. ~-;.-·=-.l·:. belled • J · ' · ''~~ Th rn-.. ·ca1 J ki " th 
· .·. ·· ... i.:·'· :~_:.(. . . .... ,_,.,i,.p 1 ~Jtles~~ .... ~"'·•-·~ ·--~r;pa~l'\ On.,-;-.,ff:.;_,__..~~':.~ .;;r:~~J.!:, . ,. p,. n~,.;...~ . ~- · · ' : .. ,. , 

. .. :, . _. ·. . -;-· :- ~m~z:v:·ofS~t:·~ .Sin~e .~~in~.ecHnco~~ti~. ~pz:~n,t .~J:te prlri)ary headache . '. 
. 'in counter-deception planning. we should explore the two'mairi vaneties, clandes-

.. · . Jinely disjointed. ~congru!ties .~d .Jl)utua.lly c:lisjointed .inco11gr.uJt.ies. . . 

J 
.. · ·clandestinely. disjoinf.ed: m~.~~ip~·-~,_~, 4~u.SSed; but not iabelied. by Am-' 
rom H. Katz: ·· .. ,. · .. , , ,... , . 
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lt: is perhapS tau;.ological to suggest that we have never· found anything that 
the So\iets have successfully concealed. This is a self-contained proposition. 
But because we ha"·e ind~ found many thing's that the Soviets have built 

I .and deployed, it is possible that a certain kind of self-congratulatory sml!g-
ness has crept i.Q.to our intelligence system. ~0 .-.~.:·:;·:~ 

.!-.·:;.,".-:'!;. . 

Some of the ~ost dangerous stra~e~· ~ peacetime, and in a.n#.~~~i~t~1 . 
environments in particular, ·may involve such clandestinely disjo~~.)#.~9pgrui­
ties. Until analysts are able to pair 4nd test the inconsistent patf#~;t4e,Y).re. 

· - - · unlikely to identify even that an incongruity exists. . .:·~~~-:~:~".··: ' ~-:-~;:{\·\'~ ::-: 
.· Incongruities whose preliminary foundations are beirig laid by "stratagematiS~?r.~·: ·· 

are a special case of c~destinely disjointed iDcongrq.ities. H~~e the problem is mo~?:~ 
difficult than that of penetrating the security of clandestine~havior, assuming that · · 
there is no special access to the future intentions offorefgn·;tktagematists. Where 

· foreign stratagematist$ have been cultivating accessJ:.c;i:o~r intw.~g~nce systems and 
where they have ~n "chicken feeding'' these sys~#~tb_ge~:ei:~ly truthful data 
of a consistency s4ailar to what we would obtain oy·ijU.f-:tiwu:·~fforts alone, there is 
only one slender present incongruity to detect-that th~gii~ri~·~~ of reception are . 

. either controlled or known and targeted by our stratagemi(~~~i.ients. . . 
. . . Since analysts are unlikely to de~ .such slender inc:Oilg.rjiities, they can at · 
. least take steps to accelerate the detec;U~~:P~ once their adversaries. begin to 
: feed these .channels with more broac:Jij;J~~~#~-~!¥:~~~~ey may find that the 
. background collection of .. chicken feed'~:~t~'9ji; .~e·substitution ofsprig'nals 
designed to mislead thern at critical juiietW::es, M~nhaii insists upon "the prime · 

· • necessity f~r troth whenever troth is ~lii'JL(ii~ when it is needed will only be 
believed if it rests on a firm foundation ofp~~~&'truth."n Masterman also believes 
·that "the force of this [misinformation] de~nejS:.ilpon the reputation ofthe sender 

:· and that a long period (if.'t~thiw reportiDg ~: liSually a necessary preliminary for . 
.. ·: the pa.Ssing over oqh~~ll~~~~· :;::_~;: . · · · · · . · 

· :·. ·· · If counter-deceptioli .. ~al~>have some conception of the t>ehavioral changes 
: · they should ex~.-~···encO~~t~: t~rtg1l the use of sequential statistical analysis 

·.: ·. they may be abie·~r~uce iliedetectiori time. for a set ofincongruities.:t:J Thus; they 
. . . . . ........ .... --:-:---~::.;._· ... . 
. may be able to ideD:t:i(r ;~~ of sprignals and noise in combination, which with 

. . sequential analysis will · &ll()~ ~em to disaggregate the two over time. Then, more 
. ·refined sets ofsprignals may'~·&ubjected to incongruity testing until, it is hoped • 
. a set ~f. -~~gful signals emerges. : . . . . . . . . . 

· 1 . _ · .. ,~:;:~~r~~:. ~_eception planners are not attempting to facilitate easy matching or 
. . ·. ~ · · -~.tJi.~ i.D¥~~.~~- Masterman notes ••the obvious fact that cover schemes ought to 

·,;:~~i¥~as nea:i:'ihe·- ~~ thing' as was safely possible."34 This places the deception 
. .. ;:.{:~~1-pi~er in i!'·))4ia~ On one hand, he wishes to establish a deception program suffi-

. .· . · :·:·;'(f:~~ri~ycl~;$·;featity that detection of incongruities vrill be retarded~ On the other · 

. • '. · ··::~ai!li'.:Ji~:~l:i.es'to establish a deception program in accord with the preconceptions : · ~· _ ·: ·: ~: ·:·: ·~w: ··• ·· · _· ~:.·~'.-::~·.· c~tiJie~tn·£en~~cfVictilrlS::A5"an(A'bwehr'Office'f.~~ .rfamed,.~~·on "the Ge:rn.latr. side 'we ... 
. . ~.:~· .. ' ::~· ) ~:~~ .' . '<:: .: ':: .. · only .at~tb~ 'impartan~~-tcs'tli'e·~ej)Ortkdt~eilJ~ra:;. ~they'fitted in 'With our· . 
· · · ... ... _ .... . ~. ~··· ~~ o-wn ·c:onteptioiiS'of'Uie--situaticin~;;,·Ji ~-- · .. ···'· ··~ft..· ..- '· ·· ' "' · ~ ·· '· ·····- ·· · · ·•· ,., · ·-

=··~::'.~ ~~;; . /';_ · . .., . :.~ .. ·:.~- -- ~· 'J1le de<;eption picture that iS'')coinpatible with an ' adveJ"Sarj·s_.prec~n·ceptions . 
~· --- · -· .... _. ·~ · inay be highly iricornpalible with what·one intends to do. Consequ·enttj~'th.; de<:eP:· ·: . 

. tion plannennust choose between a: deception plan that will be rea'dily swallowed .. 
and one that is minimally incongruous with the planned operations. So. the incon-_ __... __ --- ·- ·-·- ·T" ---· -- ··--- - --·· . ·• • • 

I 
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.gruitY of two or more patterns . may. emerge su.fl.iciently early that inconsistent 
. patt.ern5 c:an be identified and match~ . . . 

. The second form of un.identified bcongruities involves a set of mutual/)' dis­
jointed i.ncoDgruities (which R V. Jones terms just "mutual incongruiti~'~);~ In­

.. stead of ~ing situation A as perception A, one observer, B. holds percepti~n :B·&.nd 
another, C, ~rception C. It may be that perceptioELS B and C are, fr.oni~~erent 
perspectives, rep~ntations of the same situation. but this situation i.S(h~-Situation 

· A. Both B and.C share misleading conceptions of the true situatiP~~X;:J~~~::~f~;:-. 
Jones describes a situation in which neither·B nor Cis lik~I{~"l~i.#~ofl\~,·-... -. 

· perceptual e~r:· ·.. · · · · · ', ~,-._.-:·:· __ · . ..... - · .: ·:!~' . . .. ~ --~~~-:·M~;$.~~ 
. . . Induced incongruities mutual to two victims are ~ible. Each victim iS ---:-• 
· · · led to believe in a false world-picture which is nevertheless consistent with 
· - and complementary to the false world-picture of t.he9ther vjctim. A simple 

. ; .. example is the .device of privately telling each .~f'two people .whom one is . 
:. · about to introduce that'tbe oth~r is a g()9d fe~~w:'Yih$? .. h~Jhowever, been 

going through a severe nervous strain, and wlio ~~- llj~fefore apt to get both 
irritable and rude if contradicted. It is therefore adYiS8ble'.·to humor him by 
agreeing with· all that he says. The two ~dims tbeil"g4. tcf~at lengths to 

. _ agree with one another, and separate iD the conviction:~t;~ch has han-
:: dled tb~ other e~mely well. :n ,:=;~·.~!:~~[~;·:~. ;; .. : .· ", ._ , _ . , ::?~~-~ .. : "·::- ._. ,. _ >~: ... 

' . ~oth~~ ~i~~~--~ut~l;·~ioin@_:~~~~ii~:oe;~~ed durlng ~ ··reai" ci~ 
., defense attack warning in the weste'r?iJP.~.t.ed~'.§#~[~¥Ch lasted for some seven 

· · ·minutes on May 5, 1955. An Air Fo~;'W.~::;llrOiigh civil defense channels, a 
· wBI71in8 yellowr'entmly attack is probabl~·!Ji.'~t:Ited in 67 of77 sampled California 
. . civil defense districts failing to start puhU{~~Ps after verifying the validity of the 

warning. The fail are of,~~~~~ to follow ~tli:ictions was in part the result of the · 
mutual reinfo~:menf~(COgnl~ive template:S;.·clvil defense operators did not start 
the sirens in part.,~~-ra~~;st.ations bad n9t adopted CONELRAD broadcasting 
on specified freg~~~cies; racllo)~i:O~dcasters didn't bear the sirens. One siren opera-
to 1 • ed ili '·F;;. · .:;:!:~·~:-.::.::.:·:~·:-: :::·,:;·? . . rexpa.ID a ., .. , ., . .... ·., ......... .. ,. . . ... _.., .... _.·;. 
· ·--.·.:~r;~}?:;.~~J_{~:~~/i-~::::-- . ~ .::. :~:: :~::.r~;-~·· .. . _ . . 

he does Dot wan~ to~ be .the firSt' person to set off the siren switches-that if 
be heard sirens m·fot.ber:a.reas blowing then he wouldn't mind following 

· them; and that even: if~~ had received no alert signal he would set his sirens 
o_ff' if be beard Qthenr~~oWing. sa .• . . . . . . ' .: .. -j~: .. ; .! 

.:::i~~£{~~·C:ase. those .who did not alert the public were right; there~~ n~· attack; 
: .,.. .};~~f'~~-~~~ :Wrong in assuming they had not received a "real" Air Force warning 

. }·::./aind we~~.ifr~ by the mutual consistency of their perceptions and those of other . 
. :.:·":· ':.·:,Yre.waming s~tq'personnel. Mutual inaction bred reassurance.· But the same ~ult 

·"'· • r . • ~ . - .. ' , ...... ·· .. 

.. : .}:::~::iP:~~-~~~.a:t;ttack would result in the loss of many more lives. ·. .. 
:·:'f/<::~;Jil;;t¥s:~e "attack." a microcosmic example of shared ~joill~J,ncongruity 

• • • • •• 1 . '*'· •• •• • . • • . c \ ·~ ,.. . ' . • • ., f. • ;.-: • _,~·. v ~ •• \ r. ,. ' ' . 

Oce.~trec,t:Wheii ·'t;'h~'clw"def'E!~ o~r-at.:or 'li~rd thi(waming-~U~·sav.; the' ~'yellow· · . 
· . alerl'-'light, and asstimed. t.hat:the tel~phonecompany had fouled up again.He cialled . 

the. reJ)air service of the telepho~e company •. and ''reportedly was to~d by the repair 
servi~ that a reP&rmail-' would .. 'l>Ei 'seiif"io-'·cotteCt'the [warnmg]"device.'~· The 
warning device was workiil'g~pl'-t~rly~' biit "the iiiia..oihed·'telephone· syst.em' error 
provided mutual reassurance. . . · · ·· ·~ · · ~ 

Shennan Kent, retired chairman of the Board of National Estimates, has often 
--~~ot.ed~~!Se..l:c~i.sco~:!!n:::ce~rt:.!:!:in~f:~a~ct~t~h!!a~t~m~an~t.!!fu~t~u~re~· ~t.e~n!:!ti~ons~!:ar~e:.,n~o~t~kn~-~o~w::_·a!!b~l~e::._. I~n~deed. ....; 
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_. .. ·even from within -the mind. of the decisionmaker it .will be impossible to identify 
. incongruities before an intention is formed, and it will be impossible to decide w)'tich 

· . ~ of the incongruous patterns is correct so lorig as that intention may be switched. 
·. .· The . 'Whaley study demonstrates that all the major intelligence ~rv'i~ .Aave 

· · the utmost· difficulty with such intentions estimates, and analysts should .D.Qt'ei.Pect 
their incongruity testing to reverse the abysmal predictive record. I.i~~~~er, in 
conjunction with the other methods, they can expect incongruity testi.Pg~t~{~prove 
performance insofar as· it deals with capabilities or partially ex~i.ited' 'ii:i~iitions, 
which leave at leaSt preli,m.inary •'trails" of data behind them. SU'c~~~fui·g:~:~t:··::. 
least identify ranges of uncertainty ~ the place of falsely held cOnfidence iii o~~·~?}~ · 
knowledge of future intentions. · · · -1 •. . · - · · ,-,_ ::: ; :: •. >:~ 

· _These ~eor!ti_c:~fpr?bie~ are·e~a~~~~~ ?.1 th~ ~~~~P.:ofbureaucratic iloli~ .. 
~ics, som!! ofwhose;c:harac+..eristics do not escape the a~~~~~~ o[ ~_?ph~ticated decep­
tion planners. Many intelligence servic~ reflect the .hitefest.s:of their associated 
departments, however much they try to remain ob*H~~.:])ec~ptloh generally aims 

· at the misdirection o.f policy decislons, not iDtellige:rl_~:.~tri~,{ If intelligen'ce ser- · 
vices are '"bad" in the process, this is only incidental:'~j~~~··P"fP.~ng pleasure to . 
. the deception planner. Deceptio~ planners not only feed ·irif,~~,~(!e~ that confirms 
preconceptions, but where. :Possible they. feed sprignals that.'-~~ppear to reinforce . ··">· .. . 
self-interest. Thus, tbe· inertial . bond~~t~~n:~~-~ sprignal and' the bureaucrat is 

· doubly strong: A preconception is i~~f(i¥Mt~~:~~~~. when the denial of this 
·. preconception would appear to be ad~~~:fci.Jj{i~~~iif:i.Dterests. ·. · .. . 
. ·. : . Part . of the skill in deception worft·:i$.J9.:.c~#::~ri'~;:f~~emy into an assessment 
· · of intentions (perhaps hy dangling infonriai1o#·i~i' eonfirms preconc~ptions} rather 
· :· than an assessment Qf capabilities, in a sit~~t~~n: where the adversary should know 
· better than to expect m-q~h)uck with an. hit:eii~ons estimate. In the words of a 

· · former deception plann,ri ·.~Bl)"j.ntelligence ~tvices seem seducible into an assess­
. ment 'ofin.tentions r.,a~'~r·:~~{~pabilities-which makes them such fall g\Jys for 
C&D [ · d d .~ · · ,.,. ti·~. · · ) ;,.o·".::. · .. . . cover an . ~ep. on ... , ... ;:--.-; ·~ ::·,·,... · . . . . . . . .. . · 

. When crypta'P~itic s"QC:C.~ i$·.ai.ilie 'disposition of the deception planner, he has 
. . . the kind of a~_.~:~.~Clve~·~ .~~~ionmaking system that enables him to ~pot 
. . : ~. the apparent self-iii~~(~.d precOnceptions that are most ripe for exploitation: . . ·... . -.. ~:-~ ;:~=·~s· :;·;_- . . . 

. .. ~ . : 
No deception operation works against enemy intelligence but against the 

enemy command. It doeS..lif:tle good to louse. up X intelligence system, if the 
·. .c:;o~~.a:nd believes Y syStem, Thus a basic assumption is that coordinated 

. ·:A',.i#f,elJig8riee .is a !;e}dom thing and that commands (political and military) 
· · · ·:i!>t.!-,tericl.~ :~~l;f .to the intelligence operation that fits their preconceptions and 
,.-~.::;::~}·everi"'t~~if..:~i-sonality set and natural cultural pattern. _ .. Hitler could be 

. . : ·t:;~~;tL reached.:_t.1:'4':Qugh the nitwit RSHA and tended to neglect his hard Army 
·.$':~:,...::.= : ~{:::.:intelligence.~' . . 

· -· ~ ·~·: t~t~~~~;:;~:~~.:~:.~~ .i~~=v~r.~= · ~ · - · · · · · · - ·· ... - · · ·· · 
· ·•· ':··~/(:·.o~V}~T;Uiiy7ihereare organizational implications, if one Wishes to do morethan 

_ · : id~iit"if}i":Ci~ptive an~ uncerlying'reali~ies;·if-Qne Wishes ·to'·be sure that decision-· , 
'. :·.:·:· :,~ ·· . ,:-, .. ·· ,.·.··lir-·\ - ~~~;.s:~&:~pt patteYrls' tli~hirE!"firt~t··~~s-ibte/ri9~~~6se: ·th;~.are':~~st.~ppe~il~g: .. 

;;·. · ....... ;_. ,.,· That tOpic wiil be diSc:~iif~ic5zfiV; 'A:; ftir the ~ubs'tantive dangers of con~n-. , · ·.· ~~ ., ... 

. ; :_. ·. sus (ortnation~· we sh9uldJ:M!t~dri~mirid-tlie Stij~emic_ v:U.ll.t~ra'bjlity of all precon~ 
.. ··: · . ~~ptloriS ancfesj)eei~}y1ofti1o~11)r~n~e~ti~ris thai~are generally shared. At this 
. : · ·. jtiJ;ctlf'Te we Jhight ioiisidet the J,r-o;n·isihg fo~ting technique known as the DEL­

_:..;. . Pill mf!thod and its wlnerability to stratagem.42 
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--~~ · Thi1)ugi) the expioratio~ of eXPert ~pinion, obtained in anonymous nsponses 

and iterated with controlled feedback, group judgments can be elicited and refined. . 
. Although some of the later DELPHI techniques minimize centrist tendencies, there · 
~ . is the danger of-generating too firm a con.seruius, or at least. the risk that oth~~ will 
: ·.focus on group forecasting indicators that will enlarge "1llnerabilities to _q~~Pflon. 

After all. foreign deception specialists are searching for the optimal p~n~jltions · 
to reinforce, and they may be seeking their own tele-DELPHI estimate!{of-Qtbers' . 

! · expert.eOnsensus. On one hand, DELPHI forecasti.ng indicators maf~t~~~:~~~~ 
. average hypotheses to be tested for signal confirmation; on the oaler'li"and~·'P.E~.HI ·. 

forecasting indicators may provide above-average targets for forefgfa'·strat.ai~~ $9,:~· ~' -
. DELPHI techniques may serve simultaneoUsly to identify .~ttems of expect8i:.ia·ii·}·· 
. and hypotheses for sprignal testing. . : · ... : ::. .. : ·. ~i{:.J:}· . ··: ... 

. . ... ' ~.:~ ·. :,--. '. ''. . : ~. :-~~iilt:~l#:; :: '':";:, :. . . 
GUARDING AGAINST EXPECTATION SELF~DECEPTION -· : · .. · 

.. AND ~o~ .... ·r.: · . -~:,·,:.;, .:.·:: :··, ·;~~~~~1t.~~~r;,,_;:: ; · ..... ,:·_: __ -_-< .. 
. ·.· Thoughtful intelligence analysts may seek to challengcf~~ose·St.able and domi-

; nating a5sumptions they reeogniz.e ~ p~~~p~ons, either th~~ or: those of other 
. . analysts or politicians:. But m picki#g~~\i_bipt~~'iig· tJu!,t,~eserve to be challenged by 
· . contrast With alternative data patte~fit:&:J.m~~{f.c{rec:ognize that yesterday's 
' - preconception may lead to tomorrow;$:,ei~ti~rt-.Di'¢~ption planners work in a 

world of ongoing data Bow •. They cannof~i~~i~;~fuforce a widely shared pr~ncep. 
· ·· tion but may be able to modulate the w~~~'::of:~ubsequent expectations, preconcep­
. tions that have gennillat,ed; ,grown, and bl~ined. The initial ''recognition" of a 

pattern derived from it":fi:."~h_set of data is ·~"arl -~ct ofimagination based on observa­
tion."0 Thus, gu~g'~{ preconceptici~ also involves· guarding. against the 
faibre to retes~~efirst ~ppai:ently coherent pattern ofnewlx received data. ·· 
· We tend tO~:flita·._what\~~-:~)o· find, whether or not it exists!~ Deception 

planners wh~·ciJiin'o(~rofc~ C:,'ui-ibemories reinforce our expectations. A pseudo-
history about viOi-i~;.W~r n Soviet: intelligence, Shcbit i Mech [Shield ~d Sword1 

· ·.~ .: describes the phenomeD~~;;:5:.:. · . 
. • . · • . · . -' _.,.._- ·- . . • ... · .. · " · .·. ... . . ·-- . .. . a :':'2..:. • • . 

. . . ··o •. -; ·;.· . . ·. 
. . · · Th~. ~viet counterespionage bad organized a tremendous catch on a whole-
. : :·• . .::{,:~~~~:·~~ and was draining out of the 'V ali Statr {Abwehr Eastern Front 
·:· .. ·:~;-.: ·:-::>m~!lig~D~ HQ)more and more people and funds ..•• Some of the Abwehr 

. . 

.. -.. .::. 

, 

., 
.. •.. . 

~ .; 

. -: ::{·:.t~::;' ·"Uiie~\ige~~ groups sent into the Soviet rear, from the time of their landing. 
· : . ~:\{.~·~!-,:.:·· . had ·~ fi*gage in battle wi t~ the Soviet agents. The most sensible members 
. ~::·~<~~:.;~:N~::.:: .. ~ of sucli~ir:i"?ups ~an working under the. con~~l . of ~~e Sovi~t Ch~kis~; 

. ··~ =~~:~<;:;-: .. ?;::_:.!},1!#-,epm~. OJeJ Abwe~r staff departments *?tb a !'ane~y of m(brmatiOJ? 
: ;_ ~ :.:,"I::;~~:~;~f!PJ'j;J:j;. :ft:ere was considered s.s absolutely reliable SliJce 1t was likely. It JS 

· · ~.~· ·· · · -~ .. --· .. :--,~ ""·. ~ ~ .'t !'; •~f·~;:~t~~-p_~y.~ollts..li!celihoodTtbatjtJ1ad~.pa:rti~ll!{J.x,destructive effect .. ·" ~- · ·· · :··~·~ .r: :~' : ·. -~ .. :}~'{l 
· · . ' .• :· · · · .: .! : .;;; .;-:,{'!-u~J?·1:h~ WQr.k,Q[t/1~ ~e~~a~bt s~: ~o~~yep th&JJ. ~e ~aring attacks . , .. , :: ,;.:r 
- . . -· ... , ·. ,._.-~· ,~,::;.1 ·. , __ ,:gf,$0.}!j_d. ;parachl.J~~~-1!_l_f:s_~!!.~UCJl_~) ~ •; . · . - . . . . :· . ·- . _. L . . . ·'•: : ...... ·· 'l.t.'-~ 

. . r . . ... . .. . ~~ ( . - ··. . ·-··· .... ...... _ _. ··- . ..p ... . . . . r . 

:. I ~, ·· . ·". ·::· .. ··~nr~_~iSt ·teu<te~Cie!(elicourage ~~~~~}~ >?~~~ m tne '~ttibera~ion5 or ju- · 
nes or iri the small group demonstrations of the ••AScli ·effed,"-where all but one 

i unwitting person claim knowingly that the shorter ottl¥o rOds isthelonger one. and 
L the unwitting subject agrees with the crowd. Conform,ity aside, human data process.-___ ..:.:::: ________________ ··-------!-······ · -· - -·---- --·- ·- . . • . . 
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f ~. lng"may involve centriSt tendencies. with' over~timatjons of small mainitudes and .· . 
· f underestimations of large magnitudes. ''If analysts will recognize the human .tend-
i ency to see" coherence and plausibility in data that may be incoherent,., to confirn'l 

. ex~tions, and to dissolve trililority resistance, then they should stru~\ire. the 
. il:teongtuity testing process se> .~>..s to protect against such weaknesses. Fa~W~~;'for 
fo.rgetting, for segregating and aggregating data sets, _for identifying ~u~ed a,s. 

sumptions of past estimates, and for challenging thefasbionable,no~on$.~t~~day-
. v;ill contribute to testing of inconsistent. data against altemative:~~rn~#~~:.· .. 

· · Guarding against eXpectations is not enough. The tendericY.~~9f' the~.iiU.n:l~::: 
psyche to deceive itself demal)d.s that we also guard against o.Jr.. fantasies~);:U,f{.~ -­
unrealistic hopes, our fears that the future will repeat the. particular historical .( '" 
disasters we have experienced. The Freudian conceptlo~ ~-<W~lf~eception is found. 
in the analysis of repression and "defense mechanis~~~~<P.m ~~nception is reflect-
ed in Hannah Areridt•s cOntroversial essay on "LYiril·~ 'Poli.ti~,:'48 in which th& 
prevalence of deception in politics is ascribed p~it~ilY.: .. t.O;tlie-'·narcosis pf self­
deception, the deception of bystanders and adve~es'.~ilii;'~ost incidental to 
the freeing of imagination from the impedimentS to acticiri..:~:¥-·~n_e confidence man 

. I puts it, "You•ve got to realize that the victim wants to i>elt~v~Yci~ru · · 
Was the nonexistent "missile gap·~~~~ 1957-1961 the :Pioa~· of independent 

Soviet initiative or the· product of anxfeti~;Within American society that Moscow 
harnessed for mutual satisfaction? {W~~:ih~rsu:ei~:inV3sion in 1956 or the 196S 

· inva.Sion of Czechoslovakia a qu~ti~~;~f.,a~~~ti~i{~jf~¥:prise, or a combination 
ofthese and a preferen-ce by many to 'be·:~~~:.~'ilit/~ent that an invasion w3s 
under way? Without quibbling over tertrilli.~i&gy;:we may recognize that cognition . 

. involves a symbiotic relationship between·:tf:8.'%ismi!:ters and receivers of informa-
. : tion. · : :- · . . · · · .. · · .. ~·:(i ~ .. \ .'·: . . · ::;;~!1~·} · · . 

. · · · ,. ·, · Whatever the cau~(of.self-deception, th'e result is wlnerabllity to foreign 
: · . · stratagematists. SU)ce .decepti"on· planners seek to influence decisions. not the track 
· . · ·: record of intellige~·~;bur~~~ci~ •. they may not concentrate upon deception 

. through the intel~ge~ce.:'duuirieiS-.: of. a"n adversary. Confidants of the adversary 
. · leader, or knoinl:f"an~es:ofkey indi'viduals, may be exploited through more direct 
. channels. · · . . ·-::.:q_,':::_~~.(;>::;;;, , · · . . 

One problem ofthe(~~Jligence service guarding against the expectations and 
.... fantasi~ of decisionmaket;: ~ · to identify cognitive vulnerabilities that ~re being 
·· inde~ndently reinforced. Alid those in power vBlue the privacy of their thoughts. · 

. .··. ~~i£-:ho~·,:and their fears. If they are to be protected against the blunder$ of 
;,::::t:'stilriatioi:\·;t'Jiat)lave been so plentiful in the past, those in positions of power must 

. ~/[~· r.~ogniz~{ih~;~~\mdant opportunities for their victimization. Only then will they 
·-i~£·~ ~~:Y:;~!lre inforfO.~#~n on rop-Ievel negotiations. Only then will they encourage critiCal, 
· ' ··~\.:~~;b~~~cal ili~ll,iience. Without such encouragement, established intelligence agen­

··::.~~:~~-~y~~~~:·eomfort from ~the, who wrote, "Who destroys illusion. in himself 
. ·. ·. ·: • · /· 'aila:ifii>otlfeffii'Y)'attire 'nilni51ft!i'tu:;o,;;·;.-nically--:-•~:- ·:<c,. • ~: -.;·,z.~~· .; ·~-··· ~.,. ··c ,_., • : . . . · . · 

• • • · · ~ •' • • • • 'l , • t· .• 1" . ( . . "J.·~.. .. . . . 
. . ... · .'·: . ~-": ({Oh,t*ii~~q~,-~b.~ ~11~"7~of'Ui:t~lijg~ilce estli!a'~toi-s '·or'dkisiohm8ker5. iS likely 

. . . to~'i'i:icfe~ reststan~id .. .; \lttittide chinge. Prior agreement of a group may prolong 
····. :: .'. · .:~ COfffq~ty;~ ~~~~juq~~pi$:-.~ _lf$ignificant actions have been taken on the 

.·. ~~~-~:;..{· ~~~;pf.this prif>r::~llef;"~~~-oce .. ~_attitude change·may be more severe._•• If past 
· policies have appeared to be successful, there may be the further delusion that the 

~ quality of information has been improving, even when it has not. u Thus. attitud~ 
-·-·- · · · - . .. .. - · ···---· · .. ·· -- · ·-···-- !-· ··-·· . . 

• 
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· - - . Change is further discouraged. So, where a:c:tion has been tak-en, decisionmak~~ ro.aj· : • .. 
fail to request suppiemental intelligence review. ThoSe concerned with foreCastS for· · 
better decisions should be mindful of the need for eottective reappraisal of forecasts 

· that are the underpinnings of current J)olicy and past decisions. ·""!", 
To assure that the horizOns ofdeci.Sionmakers are not unduly restri~~:~~re 

is a role.for structured "multiple advocacy•• in the decision process, as sug"g~ by · 
Alexander George,a• supported by the kind of management informa~Qn·:~S;stems 
that encourage usa. of intelligence hypotheses other than those cotif.~#i"ni_~:f~h· 
ionable expectations." IncongrUity testing is the primary met~~;~~f;.ove~~~~-.-~ · · 
preconceptions, expectations. self-iieception, and prior commitmen4"When "the'~l~j; :,_ 
vant data are contradictory, even in small but importBnt respects, alternative llyl?Q~<:~:7 
theses to the most "plausible, deserve recuni.ng scrutin)'":i.~:.i.'~. . ·' . . . · .. ':;: .. ~ · 

Before passing from the subject of incongruity ~ti.Pi:·\ve should note two 
aspects of the bureaucratic milieu pertaining to inte~e~~·semces and. degrading 
their ability to detect their adversaries' strat.age~;~y~f$is ~~~pd. First.. there is 
the well·kno~ tendenCy of the collectirig agency~t((:9\7ef.!.8l~~its own sources.u 
.This is not a vast problem, except insofar as more-or~i~{¥~.~ intelligence is f-ed 
to the highest level decisionmakers. In the case of comin.Uiiications intelligence . 
intercepts, electronic transcripts, or deep penetration agenf:f#w¥t:S' that arrive just · 
]Jefore a n~~ d~io~ there is a ruri{ger..tba: clever sprighliis ~~be funneled 

. to just the people who should be s~~J~~:fn?~~:th.~m~ .As Robert Amory puts it, 
· .. policymake=rs like "the succulent ~!~OJie·hQ~:~~:~~~J:ljch often means the very 
· latest in current intelligence, especialljft.lj~t fri>ii! ~~C'8ourc~ at the, expense of 

the more pedestrian formal estimates, whlcli:.iilvolve a. greater effort to eliminate 
sprignals.u Those· channels not subjected~·:i9.~ri~rous predistribution testing are 
. those most tempting to .~e:peddlers of sprl~ils. . . . . . . 
. . . Second, there is ~le5S well-known teiidericy of intelligence agencies to over- . 
Collect data, at ~,;:~~.:-~fquality control.•0 This can. have seriously adverse 
effects upon inte~~~be perro·~~ce. Over the last two million Y.ears, the size of the­
human brain ~~i{~n exilai:i~g·a(~.· relatively steady but slow rate!1 If only the 

.. . ·appetites of ii1~Wien~cf~llectors. grew. at such a leisurely pace indigestion would . 
. . · . , . be less troubles(,~~; Th~ .~beer bUlk of incoming data encourages only cursory 

examination of an ·ov~~lielming volume with a higher percent of both noise and 
sprignals than woul.d ~-r~tirid 'iii a more select collection program.lf one had a small 

. cor~ . ~f~fully scrutinizecfimd cross-checked data that eould serve as a basis for . . 
. ;· .· :· .·-~~.~~;~t.i:ng, one would have a head start in the predictive contest over those 
:::. S~~~~poare -~~~-by reconnaissance photos or signSl intercepts bul: have neither the .. 
, ~ ~~·:):manpower_:: nor.~_the UDderstanding of the importance of incongruity testing and 

.. -;;~·;;:·.\~~~re~ting." .. ~~~~~-~::!~:= · · · · . ·· . · -~ : ... ~ ·· ·. !:. ~ • .-: ~ • .:_ • 

-::·::(_.t{}_(~~l~:~:¥ we.~;pllzzled as to why a modest collection of deceptively m"duced sprignals 
. ':· ·:.: ~~:aiii·:~~Ji¥ljehn genuine signals arriving in larger volume, and from a wider array 

. :~·: ·-· ,. •: ·.. . . . .: .. : .~, l : -~ ··6t:~Uiees; ~e may. d~rive: some ~nderStariding-(rom' studies of signal detection. J • .. 
' · ... -<-~: ... :: ·· "" , ... · ·. :: i .~._,:( A ~Sw~t3'"observes: ·"Tlut ·accuracy of knowledge 'about· signal character!stic:S is less 
• < • Ctiti.cai for strong signals~ sinee strong· signalS carry more information about these . 
•.:..· · ·~ ·,:-·-_. ·-. ·: ·Jo. .. ~-...: '.;. ":;· ~ characteristics with themselves:"12 ...... , : ····-... · · • ·· · ·· ·· .:· · · >.;,,·,~ '. ·-. · .. . :· .~· · · ··: • r'·. · 

~- ·:::'·: . ~ :~-..-.·.:·: :::. · ·.""":.?. ;.~.:- "t.: ·· ··· If d~ption ··planners work to supplant· an array ·ofviM~,butgenuine· signals 
· · ·· wjth strong sprignals,· the seeniing significance of perceived sprignals is likely to 

_ _...::;;_=· .- 1~~~~-~e _!.e]~t~ve. ~~~~e;!especti_ng their so'!~· ~aracte~ti.?, ~d chan· 
I .I 
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-- ·· .nels of transauttal. The inunoation ~f iDtelligence systems with increasing mas;;·- -: · 
of data encourages only minima] attention to signal (and sprignal) characteristics. · . 
If an overl~ed intelligence system cont.a.in.s sprignals with stronger impulses than · 
those in background &igna1s and ·noise,· we should not be shocked if the sp!ig_na.1s 
~omin!"!:!.~ul~_in~r_perceptual pat~~- . _ : .. ~.}?/::.;:'-' " . 

Those-who think that the budg~ting of another squadron of recce aircr~ or the 
launching of another set of satellitas will solve our intelligence prp~J~~:·snould 
contemplate the possibility that mor~ massive .but indiscriminat~E(p~t;a'·-~~t~i~~-
will have the following result: to inundate the signals with a higlfy~liime"·of.:ii~j~~:~· :-::-. • 
while adversazy deception planners work feverishly and successfull§io bombard·4¥?!.. ":'· 
system at critical junctures with enough of the sprignal c1at:a to control the firiai ,;;::-· 

· pattern. If deception plcumers fear that their critical spri~;will be buried in the 
backlog of unprocessed data, they can arrange to "leak~~ ~me last-minute gem, 
assuring the h\U'dling of filtration barrier:;. There ~~tbO-~an:Y:l>:ureaucratic and 
budgetary pressures encouraging overinveStment ~§,¥~~9,~ .. t611ection systems. 
With fewer data and more care. with computer assiSU:i4~·Jlii,d:a counter-dt!<:eption . • . • • ... ~ ..... ·. ,; .. ·.·.··.!. 
system, we can obtain better estimative results. ·'.,:::-:-,:·::· .. ,.,~.,:-·: ... 

I 
.. -· . -- .. ---- I .... ---·-:: , ;.·~~--~·-·-~· 

• ~~~ASsESS~li~~\~~~~~i~~4£ff~: ~ ·.. . ·. 
· ·Various statistical approaches matb-e'~dop~tl;~p~ct future vulnerabilities 

through knowledge qf those in the p~~:~:)¥1Qi;)3~yes' theorem. and multivariate · 
statistical analysis we can arrive at conditio~"til probabilities of deCeption in various . 
modes \mder various conditions. Game tbe66.r~imulation methods, and historical 
studies ~ay yield. concfu5idns :about the lik~lihOod and usefulness of deception in 
various modes, an4 :abOtit: the payoffs through. inducing wrongful rejection of accu-

. rate warnings (by'.)a~lling .. tinti:i:r:sprignals). With estimates of the risks and costs 
ofmaldng eithef:~:Type I Uaek of:W~mg), or Type ll (false positive warning} error, 

·. a reconstructi~~·iiltei-el:ice~m:~~f~ incongrUity testing system can be designed 
; . ; so as. to optim.i.z.!"sy~t\Dl~~tputs.ii' Studies such as Barton Whaley's Stratagem 

1· :' . provide at least a tenta#!e:~~ _of a pnor.i probabilities. A set of classified studies 
. : :. . could further refine some ·~~:#iese probabilities. . . . .• . . ' ; . 

. :. . ~4.e ,.frpm historical sfuclies, war gaming, and simulation exercises, a set of 
·: ., ':·: · ~~if~x~~· .. c;ould generate close-to-reai-life probability ranges that :would . help 

· · .;~:~tpe:_~u·~(!fvarlous arms control postures. Although suggested from time tO 
.. ~;~;.:~~~e sina{is$.~/~rom Katz's .. Hiders and Finders .. proposal bas never been tested 
.·:::~·~;~;~:~~the field~~~The Arms Control and Disarmament Agency's· efforts in Project 

· · -. ;~~rf:;®P.l:l ~~:(ienamed FIRST LOOK) did not constitute a full-fledged field test' of 
· ~ · ·, · ·;:.:-~.il4ti~J#~i:i~~~erabilities. Even more disconcerting are the results of one of the 

. · ·. . few~~ff~!~·yeri.fication exP.eriment,s ~ yet. cond~cted: .. Aerial ~nd.ground observa­
-'· .;'n )c: '·!~ii3il; 'iirit'~u.a); Sy·UiiteP!iia~ht=rese~~h ta'~s:'taiJ~·to·d~i#iSl\ 'froin the exteri­
. · .··. · -: ~r ·~hich· ·or dire~rA:i:ii~ri&::bi8Iiurlic:tu:rlri&- p!~~-wa.s 'i)i-dd\idni ihe ·deadly vx 

. nerie g~··~s Although Jt was known that one of three plants was engaged in 

clzmdest~~)~:~'!f#li~.- ~~f!~!~.Y!~~tio,n r:ff~~ · ~a.il~ -~~~~~~t-.~~y complica­
tions introaUced oy 'deeeption-speciltlistS.' With the· "assistiriice"·or "ti'ps" as to yet 

' other sites said to be clandestine producer-S,' a team~th even a small quota of on-site 
---\: 'h insoections might well expend that quo~j~specting;>erfectl,y innocent plants . 

. · 

·. · ... 

:' '1 . .- .. J. • •• • .. • 
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- ·If 'the United1;tates v.,snes. to enter "into arms control arrangements that are. 
Dot safe unless proted.ed by accurate intelligence, planners should nm field testS in 

· which the "hiders•" resources include Dot' only passive security but stra~c decep- . · 
tion as well. If they are wary of deceptions mounted ·by particular states or cll;l~o:ers· 
of states (as, for example, the W ar.;aw Pact) they should ~k .to unde~~·.P.~t 
stratagemic ~les and practices. . . •. · · _:f,{t;~~~: 

Past national styles and practices may assist in assessing vulne~bUities to 
• ... . •• I' • • • 

prospective stratagems and in the detection of these practices by th~,t:~~~~!>n . 
of sprlgnal patterns. No rigorous public st\ldies of·national styles o.~ ~~tag~.J'i.~y~e: - • 
~n id~n~ed.!~~.th~~~~~~~ d~ ~o~ ~up~~~c:Oii~~usi.~ns .. lmP~#i9~::~:~ : ~;; . 
~~.~~~gs do . .::~- and are the baslS of the folloWlllg te~~tive observations~~.:::_::··· 
national styles of deception. · .. ·:··· · · · • .;-;.:;;_: :;.:.~.. .. :'!:··· '· 

rnE~~O~~~~~~TAG~ : ,f~t(~~~ . .. 
In traditional Russian culture the tendency of re5~.~~ple to indulge in 

mild variants oflying, or vranyo, was widely noted, and cllitili~1)ed from malevo­
lent lies, or Jozlt. In an essay on "Kre~olo~cal InexactitUde$;" Ronald Bingley 
treats as unfair the claim of the draJ:D.~t#.t~~C:l~M~eyev that the· art of serious 

· lying Oozb)demands intelligence, tal~6t:;~~h~r/iiil(f6t,amina beyond the capaci-
• • ··::..::!.Y;:.'\ ···r .. -. :o: .~!: -.:. ·.:-: .· . ;~·.- < ty of Russ1ans!• Andreyev clarms, ·.~ : ·.~ .... :·-. ..::.;'~F-":·:~-·.·':o ·).· 

··.t • . . . • . . • . ·, . • ·-·~~,~:~:~'i~·~?:/:{:.::?.i-~ ' .• ::· .. ~;: 
., : Yes, the Russian is incapable of'~ii{iig:~lies Oozlr). but he seems tO be · 

·. equally bereft of a capacity for telling tp~Jiuth. The intennediate thing for 
which he feels the ~~t. love and teilMriiess resembles neither truth nor 

. ~o~~ :It is vran~~::;)~fH§<:~f:~. . ... k:·:·~:' - . . . . . , ... . 
· Dostoyevsky ,wrof.e ·''that'among our Russian intellectual classes the existence 

of a nonliar is.:~:.~Pos.sibility;:: · ~·~eyen completely honest people can lie."•• . 
The scope:~r~~iistbiemiSrepJ:esentation in Russian society extended beyond 

• I the .. white lie" t;J.!..PradiCal joke 'or'many European cultures; the press censorship 
. , r : of the. Czars' and propagandistic dominance of the Agitprop macrunery in Soviet 
• t : communications encou~ag~··f.he perpetuation of l'TIU1yo, both in official commu:nica· 

tio~ ~d iD the word-of-riiouth or ssmirdat escape from the boredom· of offic:ial. 
~ · .. :~~~~;12<;=~~i . ' ' •, ··. ' .. •' .. ' . . ·. <· .... ·_;, . 

. ·. --: ::::z. ;~:.-.:·:·The:Joi:lf·~ primarily the subject of early Bolshevik fear. rather than the 
.. '._;.:r.<,·~:;{roduc{or~i.;;hevik inspiration. Czarist use of agent.sprovocatsursbred distrust of 

~·,;:n~'i:);entrapmeiitS.temn was wary of attempts to deceive the enemy, lest the "m~ .. . · 
- ,:~:~~{:~:~;:;:~.be d.~'Nid: '"In our midst those who by politics mean petty devices which 

· ·.:: ~~r.~~'S9ii\'~~·e;s~~ll're almost on a par with deception should be very strongly con-., ...... .. ... , ... . ,.. . 
-:- ~-·.-aemi('eQ. fi;·; ·Ciasse; cannot'·be deceived."•• - . · · ·. .. ·· . · . .. · . . ·. · . 

· .- .. . . .... ..., , -~·· .... ·· - (· · ~-·-r,. · · ·- · · · ·· .,. · "- · ., .... ·r · • 

·. :.· .. · ... -· ~, ··~~. ::~iio~~:~:~~~.-~r~*: r~b~~f~~~~0~.:~rr.~~~~~~~~i~ .. · 
· · · • ·When we· speak about our situation we speak the truth; we.e.ven eJe:agger-

. • . ,, .. • . : :•. ate·a bit.to:our:disadvantage. In Aprill921, we said:.~sporj; .~. falling. ~~ 
.· .·. : ~·-- . food supplies are arriVing. We wrote this openly in ourn~~.spape~ . • : • W.e 

••• 

0 

- .. . . must talk directly without fearing the newspapers which are published in 
all the cities of the world. That is unimportant. We are not going: to be silent 

---L... about our difficult situation for that reason.~0 . r-·- :.· 

::.:.· 
: .· . - ·--~ 
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In one impor-..ant respect the Bolshe"i.ks un.der Lenin adopted the Jozh in Party 
practice: that Wa3 the world of COUI)terespionage, where F. E. D:z.erz..lUnsky's VChK 
or Cheka absorbed many of the personnel and practices of the Czarist secret police. 

...... 

Following Dzerzhi:asky's iDvestigation of military disorganization on the ~tem 
· Front and the loss of Perm' in December 1918, he proposed to Lenin and· ~h~p~ntral 

Committee that security aild counter·iDtelligence functions v.'ithin.:·;~M;::-Anned 
Forces be transferred from the so-ailed "Military Control .. and the Affo)\':;{;:h~ka to 
special u.uits under central Cheka control.'1 The civilian secret ~li~:b.~te~uf~cy 
(now the KGB) ·would have prlm.a.J:y responsibility for the la~~~g of:~t:.~~i.egic .. . 
deception operations and jurisdi~onal responsi~ility for counterespionage v•1tlj.iri\_~·. 
the A.rmed Forces (through the KRU or Military Counterln~lligence Directorate ·~f..·/"· 
State Sec 'ty) . ~ ·: '.~' . ·.· : un • . .. .-:;.:.-;~::;:: · 

During even the Leninist period, Dzerzhinsky's seclit'itfforces were active prac­
titioners of the Jozb against White Russians, foreignJni:elligenee: services, and Rtis- . 
sian emigres. Finding it dieicult to cope with the multipllclcy ofgrowing ~ti.SOviet 
movements. the · Cbek.a ·provided central manai~~~#(~u·gr{· "The TruSt,•• the . 
most ambitious of the n.nti·Bolsbevik enterprises, intO~~~~-~ey ensnared the most 
ambitious of their enemies. · · · . ···,-:~,~j}¥J??lJ.?;,.. · . . · . . 

. The emphasis upon active counterespionage has been··aJ;fa'demark of Soviet 
security and deception "work since th~~i9i'[:.~yolution. With 'cci~siderable success 

·.the Soviet intelligenCe seTvices bave.~.n~t~~~::~~~i.n~l~gence and counterespion-
. • .. .. . ,. , . ......... ... .. .. .. z: #·• -;. .. :-.• •. ..• 

age services of their. adversaries anif~ve·'liSea.':the'.:i'~rting knowledge in the 
. management .of intelligence channeli~!~~~:~ .a(:4~~tldtt targets. But the domi· 
nance of the civilian security organs iil ·· S00et:~unterespionage work may have 
inhibited integration of strategic decepti~I) :.t{ihe military operations of Soviet 
."grand strategy, iD Wor.ld ")Var II. ··6.:{;·~·~ · · .. · . . · · · · 

In th~ Stalinist e~· ~d·p~rticularly d~nitg' the purges of the.1930s, deception 
. 1 . . 1 '· . . 

· was a central instrument· 9f,4omestic politicsP Indeed, during the "'Leningrad 
Affair" of 1948-l950;::MileQiioy~:Beria, and State Security MiniSter Abakumov ap­
pear to.have us~~ft.h~ :inv~t_iga~f~·~ppa:ratus to deceive Stalin into crushing rivals . 
in the loyal Leliiriglil4.-p,arty;;·.:!,;\}:\_.· .. · 

In A Stud_votBplsbiilism, Nathan Leites wrote, .. Truth oreonsistency in public 
.. · &tatements as endS in'th'elD:Selves are inconceivable to a Bolshevik. It is inconceiva- . 

·' · ble to him that his bou·ii~~as distinguished from his petty-bourgeo~nemy 
may sm~~ for tbem."U ···.:::::· · . . . . . · ·. .. · · . . . . . . . . 

. . ~: ·11i~~:observations were written in the twilight ofthe Stalinist era, are suppo~-
·' · :·~.#f);;Y.,iiu#~tft;~_from Stalin, and are not necessarily consistent with the idealism 
./J·. o(teniii:··~or;:.#e they consistent with the pleas of the Soviet physicist, Andrei D . 

... ~.:~~\f.&kharov, aiia.Oth•rs in th.e sa.mizdatpress of the 1950s and 1970s for frankness and 
·:=:.:)~~~:ilifo~ation:'~fh·ange in an era of peaceful coexistence. · · . · · . ·. · . 

·.: ~:r:.:~:~:;~;~.Jiut :~h~':~ho would suppress the Jozh in government and party conduct· must : .:; .... :~.~rm~~:;~~ ,§~Q,~~t~~~P.oF.t'.t .ln-the ··wor~::of' a" 'chara~.r (rom Koes~er's 
· ·. IJa..r.l4l,~ .. a,t:lfCJP.]J,JY/e ;b,ro~g;b~ y~"'fl.le.t.J:1,1th,.and lil our:~onths-tt sounded a he."n 

: ·.·The PoliSh p<:>et Adam Wazyk wrote, "They lived off the dream and the .lie became­
their daily bread. ~~t~ ... ~ption-"permeated the ·ranltS· of-state seeuney organs, not:. . 

; . witbstandibg•tH-e·'f@:Ctid~'{~~}i;~J~jli~i!>n '~~il·~d.is1tifo~tion~section,·.later a d.e-
! partment ·wiiJilii!ili.e"Kcni•s· FirSt 'Cb'terDireet.Orate,.Nonetheless, that functional · 
J ~i~~tion -~d coo~~~atio!' of ~terdepartmental stratagems ~=o~g_h De~a_rt· · 

I · ~ . i. . .. 
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.. . ment ·n" of the KGB has encouraged 'emphasis upon stratagem .in SUpPor:t of • 
interventionist political action (wider the heading Q{'"special .operations.,) and in 

· acquiring control of foreign int.elligenoe.channels. · · 
.. Since illusi~ms ofmilit.arY power, apparent readiness .tO engage :militai-y forces, 

aDd misdirection of adversary military forces may enhance political infiue~~;·the 
· battlefield h&s not escaped the applicatio:Q of Soviet stratagem. But f:!t.~·:s~~ist: 

. emphasis upou .political intrigue impeded the use of stratagem in the_P.~ution 
. of war. In contrast to Chinese Communist strategists, who d~light~)ri:¥~¥i:~n- · 
· ventioxially sUperior Kuoliiintang forces into ~ted attac~~i!:~n&~.P~.~~ .. 

· · ·Soviet commanders falled to disrupt aDd divert attackiog. Geimaii'(oi'ces dUiii:ig t~;:~;· :. 
o~laught of 1941. Artful examples of~ctical camouflage_abounded. bowev~i~ :ss-~:~.7 
related in 8 German survey of experiences on the Easiem):JYnt. 77 Bomb damage .. ,· 
was concealed, or feigned through camouflage ofhighly'vilf~eci si~ Annaments 
factories in the path of a~k were evacuated secre~Jy:·~~'@.'iht,;the buildings used 
as lures for German attack; night movement wa.{·~~::tsPecially from the 
autumn ·or 1942, at Stalingrad, German communiciii~~--~~;!l~avily jammed and 
false orders p:assed in German to misdirect enemy strlk~~;:r~.-information was fed · • • . . · ·.;:·,.;. .~·;.r.-:.: ... -.;. . . 0 • • •• to German mte11 =~ence . · · •:-: !.;;: ..... ~·.< •;~ ·" · · ... . .... · . , ~.1..1..1.6 • 0 '-(·*'•• Jl. '). . .. ~Yo:• <("- 0 

· .. ·. In regrouping forces for thedefense~fMcsCow and in pl~~ga.colinterattack; 
., General Zhukov may have integrated ~~,p~on in his plan of's&ategy. We should 

. . . not. however, assume a . central dec~~#~ .. J)!~ing~group; each commander was 
.· :. responsible for integrating camoufiag~·:·ana=a~P.ilC?nJ#tQ.Jus plans." Nonetheless. 

· in critical situation$ ·Stalin often turn·~·:;to ziliik6v;<llrtCi Zhukov had a flair for 
. stratagem that is·refl~ in the surprlk::or&.rinin forces!in.keyiSoViet eounter­
Dfrensive5 ind in 'major offensives from tb~~~~ttle of Kursk iri ihe sp~ng of 1943 

:· -- tbi=ough the Be~lin offensiv.e of April 194S:::l';i~y. we assume that by Octo~r 1942 
. Special Operations Staft"pl~~ars at NKGB)~ri·a· Starics[defense committee] head-

. quarters had incozw~·t.ed·'stf&tagem in operational planning. or should we assume 
that Front COIJ1Iqti¥~e~ m~~~ to, deceive the Germans in almost every case? The 
former seems l;ii~ri;·likely~~~ .Whatever the organizational aiTangements. according 
to 8 self~n~tulat0ry)~vie~ :~:'i.96s, . . . . . > ·~ · •. . 

I . 
. : . .. · . . · -~-~~~~-~::·~-)-:·.~::. ·, . . · .. ~. ::· .... ·. ' . . . . . . . . ..... '·~ 

. The operative'pl~'.and.intentions of our command we~ carefully protect- ·· 
ed, against the ene~y~··rzi!! .enemy did not succeed in obtaining one single · 
plan of offensive operations in our forces in the years of the Great Father· 

.land.W.ar. The Soviet Chekists, operating in close contact with the Army · 

.. 

. . . .l:;: Staffa~:·.:systematica.lly provided the enemy with wrong information on the 
. ~~~r:;~.::pi~=or.the Soviet command on the movement oftroops, and on the situa• 

. . / ";;. ~·r;.·· . tion· ~--~e:rear areas.. This contributed toward shifting considerable enemy 

.. ~;;.~\ ~:{' forces.to.:·~ which were favorable for the Soviet command and also to- . 
· --:.:-.::~:;\'-';W~::. ward ~~dde:D operations being carried out by the SOviet troops.'0 

, . 

. . .': :.:f:~~)-~~;:;·~· •. . ,;::~~~~~~~:i . ·. . . . . . . . 

!;¥·~) · _ · · ~-~ r~ ~~-~ - ~~: ~ ~~~~~ ~: . 
·· ··: ··>,:· ... . ·' ... ~ · kfu~i::~~~it:.rii'r~_iri~·:i93~'-~1lil'~:~~ij~ 6t¥.~irit.sfr. ~.tlie~o~1i·. · · 

'' ' . . ... · .. . K~r5~- o~~ri5i-~e:.of.~~!;i~~.~:[~~~~:~i !~.~-F.~~~~ ~nia~ r~~~-i,~ .J.an~ar_Y 1944. . . 
. <r :, : ~- ·. ··.:. · .. . ~ · C• : • •• at the Cnmean Front m-April1944 •. a:t.th~ Kareban and Byelorusstan rro.nts tn June 
-~;':!';;:: ?" •. :: .. ~ .~ -.:. '1 ~:' .. . 1944, at tlie ~liz;-ev-:Qtrerisiv=~ -of'Atigt!Sf"i944~ at initiatiVE!S'in Octo~r~i944~ ·an<\ ' : 

~:: ' : · .. during the Vi.Sttila crossing of February l945. Whaley"s Stratagem and 8 forthcom- ' 
! · ing study of John E....;ckson's trut·some of these cases; doubtless others should be . 

-a:· ~- .mentioned. . .. . ----· -· ·• ..,: : 
i :._:_-i--

1 
! . 

•. • r.·. ~ 
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...,..---------- .. :&rt.Oil Whaley's treat~ on $tratagiw1d~ not-c:reditSoviet deception special· 
ists with the skills of Britisl} or Israeli counterparts. But it would be foolish ·to 
assume that m.Ui~ pla:mers and NKGB deception specialists first came to under­

! · - &Umd the role of stratagem in "grand strategy" when briefed in 1944 by Colonef 
John Bevan, chief of the Anglo.American strategic deception stafl', in pr~~iion 
for the opening ofthe Second Front. Feints preceding the Byelorussian.ofreziSive in 
I . . ·• __ • . .· . :- . .... •;: .• •· •· 

June 1944, though coordinated with Anglo.American feints elsewhere,:~er.j!· not the 
. r 

first of the war for Soviet planners. hr their counterespionage pen_etrat~b~:~f~r-
.. ...;- man security and intelligence training apparatus, the NKGB.:.~~>G:Rq:~~rg~ ··-~: · 

acquired deception assets of primlt value. Nor did they neglect the ·jlenetrati~il-.~r~.i~: 
allied British or American services, as with the promotion ofH. A. R. (''Kim") Philoy ·;t· · 
to a responsible position within the counterespionage -~j~n (M.I.6/S.5) of the'· . 
British Secret Intelligence Service. ·. >-~~:::~~::- · · . 
· · Indirectly, SoViet deception practices maYha~e fo~~;·fftole)n the Korean War. 
in the invasion of Ct.echoslovakia, and in the . .eiectto~c. -~ii:id~:"communications 
spoofing of Vietnam, as With the misdirecting of kJ~i~t~'~(rlkes (remiriiscent 
of the Stalingrad campaign of 1942-1943 and the rat;e·:~riti$.:targetS- of "Colonel 

· Turner's Department" in the former British Air Min.istrj):.:$9th .. SO"Xiet planners and 
foreign observers must project. rather than visualize, the post~~r~~~olution of Soviet· · 
deception practices. Major General of:Aitllle:ry.A. P. Zakharch~nko wrote in 1970 

. f 'b d ed 1 fc . ..< .;":i·:;;.:.;. ~;·:-~;: •• :,;·,.,., .. , : . 
o a . roa en roe or stratagem: -~·_;~;~f:~~.~."9t~~:~:~:?7~:~~;.~;.~· ... : . · · · 

.. .. .. .·. · • ·• ... ·r- . . .. . . · ·!j~:;.-:::=>·."t:·l:i;:.:.~;~ .. :~ .. =.z-.:;:·:.::::::: .... , : 
. .· Notwithstanding the massive equi~pfug ~t.?.vb.lW.·i:>erense] forces with 
· · ' · modem technology, the role of str8,tag~~~~:n1odehl combat has not less--

1 : . ened, but. on the contrary, has incr~as~),Military stratagem helps the 
. . · commander conceal his plans_ and intentro~ from the opponent and compel 
: ' the enemy to reveal. prematurely his 4lte~~ons, tactical methods, or the 

: · structure of his troc>p.-'dispesitions; it en!."lire5 the surprise of attack, which 
. plays a very impoitan~ iOl~. given the dyuan:rl.sm, rapidity and decisive 
. nature of actions.in mo(}ejn combat This is why the USSR Ministry of 

· ; ; Defense requii-es that c:Qmmand.perspnnel, while devoting main attention to 
tactical tra.Uiiilg~ihorougl¥y iiistli:ict the troops in the employment oftacti· 

' : cal methodS· ~ljat :ilre:unexpeCteifby the opponent, and in the employment 
r; of stratagem and~deceptive actions, based on an all.around analysis of the 
• • combat situation as-'.::·.:.·.-=··' ' · · · · 

. :· ~: . . . :.' ,~t;\~-:~}!:. . . ', .. 
f . . . . It . is curious that in tbe'mst two decades after World War ll the pattern ofSo-..iet 

. ! . ·. ' fo~~·-#.l:#.~!Dent and deployment was such as to expose unprotected, minimally 
.. J · ··: .. d_iijp;f:i-S:eC:Pstf~t.egic forces, at least hypothetically, to the hazards of decepj;ively 

>_ i ")f$.~u~~--'~#.~ Strategic planning did not respond to wartime experience. Not 
· .. F:t~j~J),~y were ~;1.~J_forces severely daxnaged by the ~anti~ipat.;<J ?erman off:nsive of 

. ·:~ ._;::;/:f~WJ.e.l941,::but_:m the years thereafter the SoVlet Umon mfltcted surpnse after 
• · :~·:W;~~fP.~ uP.§#J1erman military commanders, aided by rigor in security and strata-

.• - _ ._,- -~------- ~;;.;.; - · ,= -·. ··g~~~~~/~-~J~w·:;:;:::}·· :· . . ~ . ... .. .. . :: - : -. - . -- : . .. · ---··. . . ._ . c: .. : ..... -~ 
· :· ·-::: ,., ~- ~~ ';,, .. r· ; .?.' ·,<. ·,i • · . •·Sta;ug:s· di.Smissalofthe:importarit:i!·o.f. SUrPriSe. fo~~g-th~, ~ar.~hips ~f:Gez'.. . . ,, . 

'. :. ;. i; ·: .:- ·. :·" •.. ,;; . ·: _man 'atti._ck~ may have had a more 'px;ofOJJnd 'e.ff~t .lip()n :the:inhibition of d~.tri~al . 
· .. "'· ... , . ... , . innovation .than it had upon Soviet use of Jll.Obility an.d ~trp,tag~m in the ongqipg 

r: -:.· · .. · · "'·· -~r.'.· __ .. , .. · ·: . · - · confrontation with Germany . ., Conceding-~.extendedperiP<f Q(Sovi~U~tio~a.Jity! . 1. 
~- . 

·' ·. · ·' ~ .. :.- · · .. · in doctrine and force procurement in the'l94Qs;apd·:!.950s:we no long~r)in~ in Soviet . ' 
~ · · · · doctrine or evidence of force procurement inaensitivity to the effects of deception and 

surprise in modern war. 
-~ 
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Indeed. a more interesting issue is whether Soviet planners have absorbed the· 
implieations of an ·international system in which deception all too often )ields 
surprise, and whether they are prepared to undertake measures that will reduce 
opportunities fo:r: surprise in a nucli!at 'attack or for the spoofing of strategic w~nting 
Systems. Sinee Soviet military doctrine places emphasis upon surprise (es~.~ly 
since the XXIIDd Party QJngress in 1961), any efforts to mioimize mutua! 9p~rtuni· 
ties for surprise attack must·identify the inadequacy ofpast doctrinal~e~.~~tions. 
8lld the danger of resort to the "war scare syndrome.., · . · _ ,;{~:I:~~~?;g~i,·:-. 
. · Writi.Dg in Voe.aoyi Vesta.ik [Military Herald] in October l.~~:~t9~~1l~if~ .. 
Miroshnicbenko claimed a growing role for deception in nuclear~attack: ·. ·:::£~:;.~·i:i;·~,: . 

. . ... - .:- ~; . : .. ... ·.: ·.- :. . ·: . - .. ·. . . •. . . . . · ~12\~~·~t:...-:~~ .. 
The surprise use of nuclear weapons permits the brln.ging of very great' ·:~~~\" . · 
]osses to the enemy .•.• AD indispensable condition fo~ ac}Ue'\.'ing surprise is ; · 

· secrecy. However, achieVing it is not easy. For this, f,Uolig:Witharrangements · 
for countermeasures of the enemy's recoimaissante;'it..iS'necessary to perfect 
constantlY the th~ and methods of cam~~~~.~d of~j.nformatio_n. --~ 
· · ... ·. · • ~ .:.. -_ _.:·-- ~~ -- · .·.: . . .. · ... :·:· .:;:;;z~=-~!;·;.r~-;~?:::r.i:~~~~--..

3 

• • · . . 4 __ 

. Thus, if nuclear war were deemed necessary and·~~~t:Wik,e deemed possible, 
·a Soviet nuclear attack would be supported by disuiftifiriati~Ji·:efforts designed to 

_. mute or cloud ene(Xly strategic warning prior to actual rilf~!i,(f~tinchings. . . · 
· · ·. The occasional Soviet practice ofs})()9fill8 strategic warnin'g.~ystems in political 

· .. crises, combinl!ld with emphasis u~;~~~y~in_ep,_ .of surp~ in thermonuclear 
attack, is a risk-prone po$tUre. Give~:.j}le:tiSt~~tiQ~~.:~~entives for a launch-<Jn­
warning policy, the subject of comxrt'~~~)p: ·F~:\q:£$.~7; article, "Can Nuclear 

· Deterrence ~tOut the Century?"~·· it,l.;.J~p<?~t ~~blish restraints upon the 
spoofing of strategic warning systems. p~:§b~y:subject to some risk of false attack 
warning even without adversary provotatioii;.~Do we find in the declinbtg Soviet 
reliance upon the "false;~Sf'scare .. growing:.~~grution of the mutuality of interest 
in avoiding false att.SCit':W:kings? ;;;S· . . · . . ._. · .. 

In 1948, 1950/~.d ~i956./and possibly in 1969, Soviet force deployments may 
have been desi~~-~:t(, spobf·~&tfategic. warning systems, creating an ambiguous 
threat of Sovi~t\i'ft:a"ck, ~ 'sii.pJ)orl.: of other objectives. These may be labelled the 
"Agayants stYI~~~~~f;~~-:~e 'dee~~tion, named after the late ~ajor General Ivan 
lvanovicb Agayan~.S/wh~:headed the Disinformatian Department of the KGB lin til 
=1968.. . . · ~:::jss-g;~:·~. :·:-::·:~·-:--- . . . . . 

In the so-called "Marcn.,.Crisis" of 1948, Soviet forward Army and'Air Force 
d,ep~~irfz·~~~ and deceptive leaks in Germany enhanced ambiguous Western percep­

.. /~~Q~.-,C?(~~~t willingness to incur the risks of war. Timed to support the forced 
.. (.:~::Allie(i· eVilc1lation of Berlin and as a prelude to critical 1948 elections in Italy, this 

.. .J~:~:·~f~~eceptio~~¥a(~nintended repercussions: momentum for larger U.S. defense b~dg· . 
·..:·:.:;;:'~~:;~: :ets,: in a supplemental appropriation for FY-1949 and a larger budget for FY-1950; 

.. •. .• s . •. -·· ·· .,.,.. . • .• . . ··::.-'.:.a :qtl,ic~e~ed, 'paee for the birth of NATO; and a more energetic U.S. atOmic weapons 

·. ·": ·~-·· .·.:; ~P,~1.~·~i~re:i1f~ ~.J~t ~Htifiii;~c:i;:cfib~~~~P~~ri~e:~rtcr8S :w·~~~ ~ii~i-\riSed · · · , 
' . . :. by · i}{~·: xcimitet 'liiioiiiist.Siiii;· br-' lt'i/ in Odb~r-19Sot a Jijajoi''Wa~ sC:ar&-· was 

,_ . . , . ' JI)ourited aga.i.n$tNATO; in ·ap effort'to prevent both redeployJflent of ground forces 
..._ •• .:.:t\111"'"" .... · •• · -:; ,r_,. - ~ • ··- · -·~J··*"·: • -·."" · •-). .,.!'~··· . . ·· . , ~ · - -·--··_ ··_ ·- • . ·· - . . 
.. ~ .. tO Korea and spillover ot Gerlenu MacA"rthur's··Koreim ·offensive onto the Chines& · · '·"''·'~icie· cir11leY8iifRi\ier::'.'.- ':-· ,~·c~ ... ~ ~; .. '~ ..... •· ... ·. · ·-· .. -- · -· - · · · 

· Acs:ording to one propagandistic but V&oaue account released shortly before the 
- ·\- 50th anniversary ofthe Cheka: -- ..;... ..;..-7"'..: .,. 
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---·-·· 
.. The data ~llat came into our ~d,s [ao MGB intelligence network in the 
U.S_-\.. super.ised ·by the case officer ".Rudolph Abel"). .. helped save the · 
world from an atomic: catastrophe. We managed to obtain information in ·· · 
time about the plans of General MacArthur to open military acthdty on 

. -Chinese territOry. These plans we~. not realized. because our country's. n.n­
-dert.akillgs forced U.S. President Truman to step back from the preciP.~~-~~-, 

0 • ..~:~~~~~;-=-~~ -
. Six Chinese Communist Armies crossed the Y alu in the last tht~·.:~eeks of 
October 1950, surprising an unreinforced aod unexpecting U.N. ~~b;·iA~?~~ir 

.. General MacArthur, and reversing the momentW:n of the war. ln:~N'Qvembet:is5o. 
• . . •. ;.• : . •. .,1 ' •••• • - ·: .. .. • .• ..... 

the CIA discounted the Russian threat to Europe, but only after tlie first ·chines.e·._~: :. 
ofJ'ensive had repulsed the advancing South Koreail forces and too I~te for shipm~ht):::·.' · 

· ofNA TO troops to Korea before the second Chinese counterciffensiveof25 Novem~r· •~ 
1950.•_7 :: . . ..: . : . ·: :' . . . . . . . . ·.: ·. ·_ . . :iJf~·;: . . . . . . 

. . Duling the Suez crisis of 1956, Soviet Strategic b?,#lb§.f.Bigh~ over Turkey may 
have reinforced diplomatic transmission of Soviet ~ucl~~U:~~:t-o the Britil;h and 
French governments. Whether $\lch tactics actuallf.inftli~nt&i d~ions in London, • • • • . . . · •.:-. ·i·~·i~ :-~.:· ::··· •. :·/- . 
Pans, and Washington 15 difficult to say~ -~ · . · ·. -.·:!;~~;.::~:;;:;-,;:;;.~::.. .. . 
. . In . any event, there has been a noticeable absence of.SQVief:~fing of strategic 

\¥ar wammg systems in the last decade, excepting perh~~itJl~:]%9 deployments 
. along the Chinese border. This abstine.nl:e.ll&S been' particuhi~ijl'~oticeable in the 
·:: tensions of the 1962 cUban missile c.rlS.~#)~~y)~ft~ Soviet appreciation ofthe 
. · .. ·contribution to nuclear peace of str8~¢'V!:~g:$~ii;ts.that are'exempted from 

_ .· l· . . . . ~ .. · .•. v • .. . . • ; .··.". ·r •.•. t , • . _.. , ,. . . • · .. mutual spoofing. Strategic inforinatioif'ei¢hang~'P.i9ViSloi13 of S~T agreements 
· · : . · may provide a more stable footi.rig for ci'~~:$' ffiseo~e th~ spoofing of straf.e. 
· : ._:. gic warning systems. •• Nevertheless, th~)viN·:tDanage warning intelligence cen­

--: ·. ~-; . · ters. must be mindfi.U of an earlier Sovief'iradition of ''war scares" and of the 
- · ·· :·.~.'. ·attentiating effect of f~.'~ilm.ls upon th~--~iuance of Allied warning systems 

... . ·· ;·: during ihe "phoney wS:i~.-ofi~39-1940. . ·::··· . . '. . . . .· 
. : · :·· :; .::--·· Past Soviet d~.P~~ii'sfYie·:5uggests then~ for analytic: differentiation of the . 
· ·. :: . ·false . w;a.r scare_. ~~ :the f~::peacetime vigilance that would precede an actual 
. . • •::. attack. This is. p::aemimcllilg ~-k;' o#t ·o~e whose solution or possibility of solution 
;: . · .:·_· ~ _ Jnay contribut.e· r.C.{iia'i_q~~an~e ·orth~ nuclear peace. Stratagems that create illu­

. · · _-.-;::· 'sion5 ofmilitary p<)wei~r.-;ih.~rvention, so long as they do not spoof nuclear forces · 
. :·<··:_: that lnlght be launc:bed .ort"i(fSlse) warning, are not direct threats to the nuclear 

.: .. :._ :_ ·. -: · ... : .· peace.' Deeeptions of this ·~i·f·C:ontinue to be within the Soviet repertoire. · 
· · _·:: · i~ :··: · ·: ;:~9fi&':~ible cases of poStwar Soviet stratagems are: the disguise of extensive 

.. : -·_. .-'. · .. ;;~; . S6~i:'-.partidpation in air battles of the Korean War in 1950-1953;•• misleading 
. : ·:::- ;~-. :{~:¥9SC~~·"$.~~r?'1iy-bys" in-1954-1956; the imprisonment of Hungarian· political 
. .·.: · -.. .. -~8Jaeaders whlie,·negowlting in 1956; other .. indicators" of extensive medium bomber 

·~, · · '. - ~·(~i~:.·~~~-~~l,lction~{~iiileading implications and boasts of ICBM missile production and 
· ·· · .. /-:l:~:.;:~~~~9Y,.J#)~57 and thereafter, such boasts being cut short by speeches of Deputy 
. . . - ~ .· . ': ·-~: : ::;~~~ti~,:·q~;~fen!e G!Jp~t.rick in ~ber 1961 and after;" "identi.fication" of a . 

-_. -,_-, · ~,-. · -~ ·~ • ;·": ~: ·._ ";-!": ·'. · :;~ · ~ u.s:~T4r~h "~t:~· t.o·SY.na· fu:' l957~1aC,C:OmP.allJ~ by· SOvi~f -Oireat:s c>ntit.erven- · 
: ~ .. 1:•''" ' ':-~.· .L ~-- .<.~~.-:.::' tion cr~ited wi'U{ive"'rtllit'the"·iliilgin"ea cnsiS;Iil SOYiefinilitary mtilit!uvers"along -
. ·.~ · ...... .. : ·::' ,_._.; :·._: ·;;: ·<" the TUrkish and Iraman ootde~~-auri.rig'tne·u~s. interventiordn'!Jelianon in 1958; ·. ' 
····.· ~~~ :~=- -sr: ~ ~·-~-:-:....;... ·.· · described by XhrusliChev ~"Nasser as only·a bluff;n:fal~M'iSU.~an&i:s to"the u.s. · 

Government that no .. offensive" missiles would be placed in Cuba before the criSis 
of October 1962 and successful concealment of about one-quarter of these. missiles . . . ' . . . ··- . ·- -·-- -.. - .. . .. ·--· 1.. --··-----.. . ..... . - . . . . 

' '-----·-i - .. 
~ 

I 
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in Cuba during the crisis itselt. unann~c:ed testing of FO~S(Fractional Orbital -
Bombardment System) after Joining in U.N. General Assembly Resolution 1884 
(October 17, 1963) prohibiting weapons of maSs deStruction in outer space;•~ decep­
tio~ ofEg}~tian hltelligence respectirig another false invasion "threat'' to ~yria in 
-M51y 1965 and October 1966, .. then again in May 1967 contributing to.Jh¥Arab 

· fia.~o in tbe Six Day War of J Uile 1967;., misdirection and attrition of"Q.S~:-AkForce 
bOmbers'in Vietnw;n. in conjunction with North Vietnamese. efforts; t\i~::~~i~·ading 

. of U.S. and NATO intelligence, and of the Du~ek.leadership in :£?ragu~·,·~ci~e.the 
invasion of August 1968;•• Iiillitary deployments of ground ap~~~ucfetiijQi_~ile. · · 

·. forces near the Chinese bO~er, in 1968-1969., which may bav~ 'iuggested':ali);ast/:= :'. · 
Asian corollary to the •'Brezbnev doctrine" in support of d~.~ident Kaz.akh. Uighuf •. :> · 
and Mongol nationalities in north China;" bluffs of a .ri~cl~ strike on China's'. 

·strategic weapons facilities follo"ing March 1969 Usslirf.River clashes along the . . . -- ... · . .· -- ..... ... , ... : .. · . 
. · Sino-Soviet border;•• and false assurances that new,fuisSiles and equipment would 

• ... t . ~ ":L f •.,• ~· • • .• . 

, JlPt be moved.into the proposed ••standstill" cease-~e.:'zone.:~Qng the Suez cana1 .. 
resulting in. c:Ontraiy praCtices in August l970!il~j$~~/fftf~~}~~;~ .. . ·· · .~ :~::· · .. ·. . ~ . 

. , The evidence .of past Soviet deception practices~~fualca~.-that there may be 
particular. difficulty in applying the reconstructive inf;~ri~:~:ethod to clarify the 
strategic situation. The reconstructive inferertce method sfi:Q'~ia':Yield. most clarity 
. when the jigsaw puttle of_a rational _~~;P.?..~!l.~~lan is subs~nllally ~oristructed. 
Well-planned milit.aey operations ~~Y:iil\rolv·e:;SUcl)A:a.~es of rational, coordinated, 
and "witting'' deception stafiing. B~il(~J;PE;~'ffo~:ili~·soViet practice, particular· 

· Jy in crises short of war, that decepti'o:ii·:plaici~·~~y operate in considerable 
ignorance ·or their. ci.rcutnstanees. . ;:~.;i=.:<~ :~ .;,.;~~=;.--· 

· . Were Soviet disinfarm~tion speciali.Sf;:i:firi;~ the victims or the partnen. of those 
in Damascus who triggered mobilizations befor~. the June 1967 .war? In such a case 
reconstruction ofh)'pqtheii~.:deception p~tu;rn.s is likely to shed insufficient light . 

. . ·on underlying ~p~~i~.~ .. : ¥i~such inStan2~ ·of bureaucratic politics, teSting of 
inconsistent cl~.~~: of ~~-~~n.c.e. . ~uld improve predictions y~t not elucidate an . 

. underlying ·p~:~hat.iiiaj'~ot:eXiS.t:Similarly, indicators of cover and deception 
. in the wa.rsa"":Eacfti:ianeuver's:~r(;i-e the Czechoslovakian invasion of1968 and in 

. Soviet pre~ti~:t-r.¥::~ible . S:ttack on China in 1969 may not shed light on 
· underlying intentionefo.r. :~. ••open options" policy may have allowed delay of 

. ~ ultim'ate choices. Careftil~~tion to the patterns of deception may at least clarify 
the . .form~ation of.altern~tive· hypotheses and speed reports of significant· evidenti-

-d~~t:it~f~f .... · ..... •·· .. ···. ·: • .... ····· ·.· .' . ~: ... 
~::/·· ·:;:;· ·,CHINESE 'STYLES OF STRATAGEM . . 

. -.~~ .. -~~:~:~:r:~;~::s~~:.'/:~::~=~~h: .. ~ . · ·. _ : · ·· · · 
. ·. ·... , .. ~·:::"hlii :~erit.mNlefen,se platining~:assessme.nt ofdeeeption ptee,tic.~·a'nd ·dOctrines 
·. . : · · • ()f'tii~.P.~pte•s Republic 'of£hina' assumes·an·impPrtanee secona· only-to·appr.eciation 

. . or&-Ylet styles of stratagem. But deception plays a more-fundamental role h1 both 
· Chinesffmilit.aiy·-tmdition·and ·in.the. pbjectivec~mstances: ofChina•s geopolitical 

Joe us than it e.Y.et~playetHn.·Rus5ian' history~., ::·. -· "· · · . : . • ... , - ~ . ... · 
The Centrality of stratagem in Chinese tradition-is reflected in Sun T.&u (circa 

l
. 4th century B.C.): • · -·-·-·--- · -"'-~··---'.: .... :.::. . .:.;.:1_ .. - ·---- ~-_ -:-.. ··_--.. 

. ; 

.'·: . . ... 

, . 

. . ,. 

. . . 
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-----------.----- .. - . -..-· ----------- - .. . ....... 
All warfare is based on deception. Hence, when able to attack, we must . . 

seem Unable; v.·hen using our forces, we must seem inactive; when we are · 
near, we mwt make the enemy believe we are far; when far away, we must 
:make him believe we are near. Hold out baits tO entice the enemy. Feign · · 

·diSOrder, and crush ·him. If he is secure at all points, be prepared fbr ~;-.. 
If he is in SUp4!rior strength, evade hitn. If your opponent is of eh.9Jet~·c,. 
kmper, seek to irritate him. Pretend to be weak, that he may grow ar.!~gant. . 
Jfhe is taking his ease, give him no rest. Ifhis forces· are uni~,::~parilte 
them .. Attack him when he is unprepared, appear when you a~~;~~f~~~;:;;; ... 

·. ed. . ... :~ :.-.~ .... ~~ .. ~· .~ .. ~;-:;= :.:.:-.::./.:. ·- • 
These military devices, leadiD.g to victoey, must not be divtilged before.:~; .. :-~;-.~:·. 

hand.lOO • . .::.. •. ··{~~~:::;~?::::· 

' . · Unlike traditional Western de<:eption concepts (th~#f~e Soviet Union in:·· 
. eluded), traditional Chinese stratagem aims at winning ~-fu~ut fighting, at enabli;Dg 

the enemy to confound himself. The third chapte,rj~(the . $iil! .. '!'zu, "Attack by 
Stratagem,'' emphasizes "'breaking the enemy•s re5~~ce .. :wl~oilt fighting. •• 

Chinese deception is "oriented to the failure of".tii~··eri'emy(Western deception 
is oriented to the success of the ·self."•01 Thus~ the d~~i~j~t;~~~. and place, antl 
strength of attack prevalent in Whaley's empirical studi~·o(W_~~~ stratagem are 
not deception ofesse~ce. only deception Qf..means. To the W e5terj{strategist, strata­
gems of initiative are preferred to th~~At~~f.~~.;.iri Chinese tradition~ the Taoist 

. conception of effortlessness in mastefi#g:e~~f.O#.~,~ !efiected in stratagem. 
}J, in the art of unarmed self-defense:th.·~~~fce or.e.n~i.l:l.Y.~~fofion is turned upon him. 
: : .. Thus, the Sun 1Jtu advises, "Whafth.~;~c;i~P.~:@ra' clever fighter is one who 
not only Wins, but excels in winning wi~}~~:j~o:r . _. . · · · · · · 
. . An 11th century A.D. Chinese source;::ptf.:1Zu-chih t'ung<hien, advises: ·: · 

. · ... '. ~·: · .. · N~~i th~ w~; ·or.Y,;;· iS· this: atta~td~~-~ihe heart is the best. attacking 
. .. . the walls is the. wqrst~ ba~tle launched · at the heart is the best, battle 
. ·. launched at sold!e~·is th.~.wo~ I would wish your Excellency subdue their 

. In~ds only.:~~~l.(:!/. · .. ::{:=·,::·:."t/3\-:;::;,:,, . . · . · · · · . · .. · · , . ·. 
·. Both the ik.~~~i~~:·inf~~~·~~· .and incongr11ity testing approach~ .to the 

. . understanding ofaci~~~ s.tratagei:ns focus upon signal processing and evaluation, 
. ·.· :::' upon what Scott A. BOO~ ternis "'the information-theoretic persPective of signal­

·. ::-; · ing."10:' ·Although wlp;rab~tY assessment includes the probing of information 
.·. . . . ch~.~t ~liability and ~::f utilize identified discrepancies in enhanclDg predic­

. ·,: . · tioilS:~.eH}iis p~babilistic approach will not cope with the essence of Chinese strata. 
. :.~~,~~";·:·hl)iii~!i~ilig the decision process of enemy behavior, not merely skewing the 

· . ·· .-/~~·; t;tifonnati6~(til!($o as to affect particular choices. If the enemy must be psychologi­
. · :,,:~~~;:r~~lly disa~i:ihen efforts to cope with Chinese deception demand not only statisti-

~ ·. "'= ·\'!}~~~:;~leganc~);~f also psychological insight. . · 
. · . . .. .' .. · ·!:.;ii/·6j'h'~:'g~e·theory of three--person duels, called truels, may be applieable· to an . 

• . .. . · ..• ·.·'! -: ' :.-..~ ·.;. -. ; • . ::.· . 1. · · · -~·~ ··'·-~==..-....:..-: . .. . • . ·. . 
:;. ; ~ · ~:~·;:4((.·\·-;..; 'c '·'" ·,~~"·:~=~\!f,, urid~~~g of'· Chittese;:strate£t)":.aa.J)<J:pppo~\1J.liti~A':o.r.- $tr"~~gem"-.F~CI.n&·.J~9, , , .:~ : .... , _ .•. !··, 

1 
~, ;,r. ·:· ... 

I 

I 

: -, .. ; ,., ... ~.:- ,; , ~ ' '1; , .. . -::·:} i ·; inucl~~:t,.~ii~rpowers .-wh~·~tecb:nol~gical:might·cannot ~directly m~tched. china : . . ... ... ; :~ ··,. 
· ·.' · · ' ·.· · iS akin tO the weak partyin th'e three-person -duel. ·Although it is intuitively obvious 1 

,. . · ·"· '·~ · ~ ~, i ·: ·:·, ~ -,..~ ".-·that the w_· ealu~st ·pmy. w.Q:u_ld· p:t;efer;,that the-two stronger parties. shoot at eac:h .. -· • .. , . . · · · I 
,, . other, it is not so oh~otiS'that in;·a sequential game; the stronger parties may have 

l, t ~ l, ; I 

· · · · =a~ incentive to "take-out!' ·the other strong party first (depending upon payoffs, 
specified conditions of sequence in ~hooting, and lack of prior agreement and trust ...: 

...... . . . ... - · . -"!'-1. '::-- ··. ·-'""'r · . - · 

---+-· 
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. between the two "&Uperpowers") .. Given the "rationaUty" of attacking the stronger . 
power first. the poorest shot may have the ~t chance of~iru)iog! So game theOrists 
have bee:1 puziliilg over ••wea.k:o.~ in strenth., an4 "strength in w.eakness."~o• 

· For the weakest party in the three-party competition there may be an ince.ntive 
to sow distrust between the two seniors, thUs reducing incentives for }~ll~ive 
att.a.ck. There may~ be an incentive to convey impressions of strategic; ~e~ility, 
ora weak offensive capability but a strong defensive capability. of the iriyulrierabili-
ty of strategic forces, all irrespective of underlying verities. . :;f;~J::;f.{.fi~~\-~. 

Other sets of illusions are more risky. To deter one big power •. :~-~~ lSfii~;P~~~~ · .. 
of enhancing illusions of alliance with the other great power; but 'thls .. free'ricie:· iS -;:: ;. 
haz.ardou.s, especially if it serves to provoke: an attack d~g an initial peric~cf~r}::~ 
vulnerability. The perpetual anxiety of big power plann.~;~t they may face an ... ,. 
all-front war may also be exploited; but this, too, is ha:uu:clQus if it encourages great 
power collus'ion. :. - . : ... ·· .. ; . ·. . . . '· :·: .. "'::'.; : .-d:~~.~~r~ ... ~~f:'. .. ...,. 

Neither the smiplicity oftb.re&-person games JlOi"::tlie.clf!:s~~~': ofChinese mili­
tazy dOctrine cope with the protracted guerrilla w~ffai-~:ott~!f~~aoists in their civil 

. war. Io a sense, the Maoists failed as stratagem a tis~ Tii~YJ:O.u$lt.~ a war of attrition, 
· suff'ered many casualties, and despite the respite offered b§,~~p~~ invasion failed 
to achieve psychological victory without resumption of civu'~~tEven in victory, · 
Chiang Kai~hek 'retained Taiwan and ~tll:American protecti'ciia~deprlved the M30-

. ists the satisfaction: or completioa ·:~·e. :M~o~~:We~.$-atagematist.S-iii. the sense 
· ihat they-iiiaiupUiated' ilie ~liavioi::ot:'i'h¢ilii~v~~~: and possible interv~nors 

from abroad; they Jured and surprised;:~~;£~~ ~th~~~~lesale defection of troops; 
they misdirected Nationalist armies, ancl-p~-~~· others in indecision. Still, theirs 
was a painful, slow, and coStly victory. =\~i;~:£;:~~r · · ' · · ·· · 
· - Given the failure to .~'-excel in winning:wlth'-'ea.se," as the Sun-tzucounsels, and · 

. . the disturbing chara~~~di.~fnuclear weap:;~. wb~t should we expect of Chinese .. 
·. strategy and strataget.l: jiller·th~ passing not oilly of Mao T~ung but ofhis genera-

tion? We may anf\clpai::e t.h~·-.C:O~tinued citation of Mao, but a blending of the pru­
dence oftraditiQ~ ~t~tai~~'~:~lrig without war, certainly ~thout thermonu- · 
clear war. Tlie:~~:Pt~t;tfii!~d.~pJure.'' for exalllple. though a Maoist principle, 

. . is an invitation ot:dl:ibio\is satisfaC:tion.lfthe "invited .. brings tactical nuclear war­
. fare with him. The·t~Cli-~fdvil war revolutionary doctrine is a burden that·must. 
· be unshackled; the stratageiil~tii-strategy theme may appeal to both the traditional 
Ma~~~ an~ those who wotiid reject conceptions of "deep Jure .. and ''protracted 
c:Oiifila.'(6iiChinese tenitory. Those who would rather fight by quick counterattack 

· ::::. ~~:~'-r?citil~~•j(~icitory can draw Up()It Mao's On Protracted War(l938) ~their own 
;. ;: :;,;~'{:W~y. Foli~g ~he first phase of ~emy superiority, for the second phase of strategic 

.... ·;~· :0~.:?i;7&Wemate/·Mili; 'Writes: · . · · -· .. ·- . -
-.::~:;:. :r::~:r.:-.-.~~-}:~ -. ;r:.~~i~=::: . . . . . . ~ . 

· ~:-.;_.~:::?:~;~::·~~-t:.Wf{~~Y 'that it is easy to attack an enemy on the move precisely because 

, -
) . 

,. . 

.. 

' ., 

·:; ·~t~;:)le~:iS: iiot then on the alert. that is, he is inadvertent. These two thingS'- ~ 
' ,,;: ~ .... ··:·::· .. . ·::' '2~~. :ir,.:~·;~~:cr~tmg illusions. for, tbe..~fWlY ~~m;inging,s~rnti,se, aUa~k,s ,on,hi~~ate.. . .... ~ - :- ... .... _.,. , . .-,: .,_-;- .:.,.;., -

.' ! ·: ;.! ... <,_-,: .•. ~·,.{ ·• f;_Cj;;~'to mak~dh,, ·.en~riJy:f~~~,~~~~~~n..~~.:;r~y.,~ ·~!t·~~~~Q~!'(for . .. - - --· 
.. . --- ·-· • ... , .. ~. ..•, ~.~< ..... o.\lrselv~ the grea~~~1bl,e ceJ1.ainty. of ga..tnJllg ~~petJoz:tty, ~~t~~.tiv~, 

. ·· .. :·· • .. . -. ·.· .. -.·: .... · >. .-,··. · .. • , ..... ~~d victory.'~. T ;. .. . 
r Jo "' : .,,. 't '• .. ·,; : '•~ '•'i~. ';'' ' t,_~ • •'>",~,, • • • '• ,• ' • :·, ~. • • .;::. • :0 • ; .;. • •' •' ' :· 

: -- · ': :::··. :· "·' , .. -.:·: · -· ... -·--: :' ·,- ;· -··-'·This doctrine may evolve· into ·a "fi.tst ph~"-courttetilttack, into the territory · 
.,. · · · • · .: .. : ·-= .. ··l;r'the attacker .,.. ... 

~ • I 

, _. ' :, ...... -.Ji)·1.-.' 
.:. \ ,_ ~ :. .,~; 1... :. ~ . 

. .· · · =· 

.· : ... ·· ....... J 
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. Many of the trademarks of~~ stratagem remain ofcontinuingirnportance· 
in the thermonuelear context. Like their So-.;~t c:Ounterparts, the ChiDese commu· 
nists have excelled at counterespionage, nt controlling adversary agent networks 
and manipulating traffic so as to entrap or lull opponents. They have concent~atad 
upon high-level agent penetrations of the Nationalists. radio deception, and:. ~rerul 
leaks Ul foreign journalists. Part of the similarity u, traditional Qu~klSt~~-~~~~:~ay 
result from the extensive training of the long-time "Hai Wai .. (secret ser.v.icekhief. 

· Kang Sheng, in the Soviet Union between 1933 and 1937.10
• The ~~-~~-ij_~:#~~-·. · 

patience in the war ofwits iS reflected in Liu Shao-chi's remarks Ul the-GCP 5ectitity,.~: .. · . • • . • • ·· .• ·-···:· · · .: =- ~ : .·, · ~ ;·:· . 

t
. trammg class at Yencbeng m Aprill941: ~; · ' . ";.~ :.~ ~·~:.::: ·.·. 

. ·. We may say it is the open war that decides vicUiry ~z::~feat but it is the '" .:·:f;:j?·. 
secret war of wits that prep~ the ground for -.icU~ry.~~~r consolidates it 

. f 
' 

after it is won. If you get your jobs done and have an:ange¢ents made inside 
the enemy forceS, within the next three to five d~d~. we ~"~ be able Ul 
defeat the enemy right away in case of an ope~·.C:9~~;io~:.·~0• 

. . . . . . . . . . : . · ·:- fH:;.r~·.: .. :;, ~t:-:.·~~~:.~:·= ··- . . 
. . -The w~ of wits is.particU1arly germane in a.n era tift.Si~~;~~ear deterr'ence, 

where assessments ofblu.ffand counterbluff, ofproclivities~.t.QJ~¥~:-~ks or absorb 
cost:s ·affect what happens under the strategic umbrella. ··&.~~.::_~·e· tradition of 
clandestine penetration and· a fruitful e~i:i~ce with foreign journalists are part 
of a traditional projection of desired im~g~j~11·~;.~ .suggested that .pOrtrayal of . 

t ·reformist and humanistic aspiratio~-:~~:;:~i&t~jo~~g£tjo~rnalists contributed to 
fores~g American intenention in tlie::Chin~::ciffi/~ar.110• It has also been . 
suggested that wishful thinking and seit~~~ti~~i{~ere compo~ents in Western 
misperceptions ofthe character of the Ch.iil~·~·r~volution.tu . 

i 
t . . . . . : .. . Other ~araderistics ofqh,i.nese stratage~-~ppear relevant in a thermonuclear 
., 

0 

• • 'context. rn the civil war.the·'C6mmunists m~Ted the art of stratagems: not just 
. i . • . one strataiem invol"/.il?g 'iiiu.ltipl~:geographic feints, but an interweaving of strata-
• gems, with two Ar#iy· ·8f6·u~·:J;ot·:~>nly mounting multiple stratagems ·or their own, 

but orchestrating:.tlie~·So ~~~{trfi.St.i:at.e·Nationalist commanders, uncertain where 
. the key battle ·~~J.C{)>e.';:tougil(:A:h~a · ~kmetimes the key battle was being won · 

· precisely bec3use '.ii'b~ey :t>itftle was ~iitg fought, with the Nationalist troops prepar-
. i. : · ing for shifting threat5;- 'an(f~\l1fering the psychological defeat of the classicists. The 
.,1_. · orchestration of deceptio~'is:.Parlicularly important in an era of massive reconnais- . 

f sance ~d ... ofmultispectral ~~eptions. . · · ·. · . · .. : ·:,. 
~ · · · .. ·~~E~~P.,~::9f compound stratagem from the civil war include: Lin Piao's fifth 
: ~ 'A9:~-~·£ai~#f.c\r.~~i~es in Manchuria in Aprifl947, the campaign of General Nieh 
r · ;: :~;i.~#.ilg-chen ·:Ht. No~ China in May 1947, and Lin Piao's Peiping-Tientsin campaign · 

.. ,/i?~~f.-~ovem~~;;·.~~~anuary 1949, a strategic ballet of lures, traps, and moving 

:.;':~·:t~:~~~!: ~~:m~:C!~::~~~::~: ~::~~~~~:i~~g~~~~~~:~ 

I. · Funk';sl)Wfmoved simultaneously with forees agains(~algan and Hsin-Pao-an. The· 
·. · ·. ··N~~!P~~~:~~i~~J~if~~~~~W~~~~~~g~~;·~net.~ ~~~Y co~centrat­
. . . e'd fo;, ~ef~~~ .Y,¥}e L4i '~Jio9ps a.t~~'k~cf and oec?pied ~iti~ from wp~ch National-

<.-. tr, ... .. . , \ • ~· , .. t ... ~- .... l · · ~ , - ..... ",- · -~ . ,., · ·•· . ..... - - · · ' · · 

ist troops were withdraWlng. Peiping seemed 'to be threatened from two directions; t · Tientsin was also threatened. Nationalist reinforcementS were confused, demoi-al-
f ized, and · \i'i{tiiDely :inJtheir£movemefits~ Tientsin~fell oit.l4-Januazy-,1949.' a a 

l Given the opportunities mobility pr~vides for-stratagem, it would not be sur-

• I 

• 0 

~ 

·,. ,' : ~ .:.; 
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. .. \ ;: 
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Approved For 'Release 2007f04/17: CIA-RDP83M00914R002300090004-8 . . . . . 
r,;- - . 
• 60 . . 

r -pri.Siug-irti1e Cbixlese opted for movabl~ intermediate range balliStic missiles~ us : · _ 
. . then IIIObile IRBMs and ICBMs once advances in fuel and i:na.iDtenance technolOgies 

' ·allowed. The bed-site choices oft he Soviet Union and United States~ for land-based 
! 
1 systems, offer 1~ fiexibility in stratagem than mobile land or submarine-based 

. . ~~ 

• r;yst.ems. . . . . ~-.\· 
Premie~ Chou En-lai expressed a conception af\-ulnerability to teci~!j~~~~ 

tration that i$ consistent with a preference for mobile strategic forces. .Ql~i.(-:t0ld a 
visiting Yugoslav journalist in August 1971: · . · · . · · . · . >i!.::.;~o.t~:·,~~· 

. .. . . . . . .. .._ - .. _. .;f·:~s~::'q~·~~~~~1JJ.~·: . . 
If we were attacked from above, from the north, by the USSI(:and · u;.~f.-;! .:.:(;~ ::.; .. 
captured our territory down to the Yellow River; if the United States c)c;o~:::-·::~-~--~:/ ·~~ 
cupied the southern parts up to the Yangtze Kiang; if~.e Japanese milita- ·:~·.;::~:? ~:~ · · 
rists occupied the eastern part of China from Tsingtao tO Shanghai; iflndia ~:~:,· 
started a border conflict, invaded Tibet, and occupie;4 .~~~'~uthwestern part ··· 
-would a relaxation of tension oCc:ur in Europe? Wtfat.~,=reaoy for all these 
eventualities.

11

• • . ·;: .. . . ·. . ·• · . ' : . . ~:~··. : . .:·~*~~*J;::,:j~~~~;:. · .. ~· ....... ·· . 
. Gi~en the ·~nse of an all-vector threat, the cmri~·~ii.(t~j~:·~ opt for mobility 

and stratagem~ Chou's statement indicateao,· at l~t fot~fti~~~~~ haul, continued 
reli~ce on the "deep lure" in preparation for "active -~~{~~~:f;~~ong the river 
barriers. Articulated in Mao's "Proble~: ~(~trategy .. (1936), an~:p:facti~ in Korea 
in 1950, the "deep hire" strategy was defe~c:i~-in September 197Z'agamst un-named 

. "Lett opportunists" who would r~~;t##~~A~r~~~~}~ favor.<!r. ··positional" 
warfat"e.•u. The prosj:>ects of ricefield:.:w~~/Cllit~)~~~fentrapments, rear-area 
guerrilla attacks, and a residual nuclear~foi.Ce. sOtne~ll~fi in the mountains would 
thus deter a nuclear attack, and make ~· ·rQ~i~;~upation too painful. . . 

. . ·, If the Chinese seek forces that are mo'bii~~~d difficult to detect. plus strategic 
: · · · move~ent., they will confrOn~ other sta~· .. Wiffi evaluative difficultieS of both a 
·· · . technical and symbolic .'iliture~ .~trategic the~tet is a perfonnance designed to ~"Teet · · 

the audience; if unc~.~ked)(~ould impede prospects for arms control. Even if 
restrained, it co~~~:~~t.e i,riilu~e!able puzzles. · ·• · : 
. In part tbt(~idy .. of .. ~atiqriafStyles'··of stratagem will help m broadening our 

se~sitivity to ~ir:&i;ag~~:.ihat · ;c,'iu_4· not be appealing or widely understood in our 
own Society. InSofar_: ~:-·:WSS~ble, deception planners will ~ knowledge of past 

. stratagem•tic styles hl::tbe .. ~reconstructive inference process, not only to detect 
.- ·: .', ·.. stratagems but, as with tbe~¢.iiliiese, to attempt an understanding of the psychologi- ·· 

. . .. cal neXuS ·of the deceit. -~· . . . . . .· . . . . ·. ~ · 

... · · ··. ·: .~.'?~:/-$t~di:~6f.~ cases can also ~~tribute u; appreciation ofwlnerabilities, iDclud­
. ~ : .. :~~FiJ1fS'ODii·:that .. 8.re unlikely to be eliminated just by learning of them. With greater 
. : : _: {:~:~~·~)~nsitivitY)c?,'~h~ prospects for stratagem, those charged with planning for arms 
~·'.: .. :::\~::!;~ntrol m~r~ force deployments, or trade negotiationsa among others. may come 
>?5.~t.Ci-:>~PP~~h!::the need for systematic countermeasures. · · ·: · 

· .. ·· '':'" _,,~ ~··: ,~,;~-~<",;:;~Lz~~.:~,,~:"_~! ·:, , ·->:::; :. ,,,:·0 

' : :c " · ~-·- -· . : • -: : -· ··• · ·. 
. . .... .. . . 

. .. . ·• .: , · :.~ .' ~ ~'~- ;: ._--:.';' . ~ - :• Even . if deception' .analysts"··!tave ·-only pa~i~lly su~eedea in 'detecting those ... . . . 
. _,· ... < ""~ . • -, . . s:tratagems of which· they are the target;" they cah uriderta'Ke three sets or countel'" :. .. : ... · 

i. me~Efes. The firsfis"a ~rogram to. ma!t~!ir in_t.el,;l~~~ll~~-~ms 1~ vu.lnerab!! ·--

. ·. - . . 
2300090004-8 

. ·.: .. 

, . 

.-

. ... -: 

,.. 

-. . 

.. . ' . "-~ ·. ~ ·., 



. ' 

Approved For Release 2007/0~/17: CIA-RDP83MOG914R002300090004-8 

' .to stratagem; sOme of the systems and t«hniques have been pre'\iously discussed . . 
k. preventive medicine they should try to insure that their intelligence system is 

' designed to p~vide secure, variable, corroborative data. In general the U.S. intelli- . 
gence system pro"ides such data. Perhaps the greatest weakness in the sys~~ is 
v.itb variability. The United States tends to collect data in accustomed w~ys;lur­
ther, we have bought expensive hardware and associated analytic equip,~-~~··and 
it is costly to vary collecting patterns. It is important to collect int.elligeri~e/.;!Jow-ces 
and methods" with whatever security we can provide since the ~~~~ii~:~ri~~-~: 

. tainty about our collection parameters, the more difficult for our:1i-dv~ria.rj.:_fu:(:Us-~;- .. 
· tom tailor sprignal packages. It is important to corroborate data ... ii("''all a~~a~l~:~.:~~~'­
lights," and where necessary to undertake "crash" collectipn programs (counter;~:)"··~ 
deception intelligence)' that authenticate or contradict sef:s ~f~~pected signals and.·"!·· . 
sprlgnals. ' . . . . . . . . . .~~~·.::·~;~'f;i-" . . .. . 

The second set of counter-measures involves th~/lill0ciitiori;of :resource5, the 
design of weapon systems and of arms control posti'J.~~iih~(teaiice the costs of. 
intelligen~e misjudgments, taking account of strabi~~~-~'iri~"riibilities. When we .. · 
make intentions estimates about matters that hav& riotleffa~trail of evidence, we 
should take into account the high a priori probabilities of~~~Q!lj~y to adversary 
deception. We may attempt to prolong our options or to witbhBid: ~'#lore substantial 
component of our reserves until we ba"~.gr~a~. ~nfidence in our judgments. The 

. withholding of resources may. in some:ai.Seii~irl~~ecpstlf than a choice in the face 
of uncertainty. Where we have detedf~~(.pi.:'·iilifi~i~i;@.~_~ .... tlireat accompanied by 
stratagemic feints or decoys that we caii;i:i~i:¢x~--~~({'~egate, we might prefer to 

· ·· · bold our rE:Serves for ~peci.fic parries, bt.i"f. ~~}~.'~find it irrational to do so if the 
: : . . .. harder .. indicators we seek are unlikely t.Ojria"t;E!rialize. 
· : · ·• · · In the extreme case we·may face the thre~~··ota randomly generated choice. No 

. matter how clever 841 inb;ifig~rice system. it "Wilibe unable to identify the genuine 
1 : threat before the choi~;~Hs: made: :Further, ifthe random choice among Npossible 
: · . : options is accomP.~~: by ,y=~t.r~~ems, one associated with each option. and if 

after the choice #:iila~e the.'p~pa~:Ui:~Y. 6f timely detection actions of a stratagem 
t. that does not a~P.aziy the "actual_ choice is pD. then the probability of identifying 

the actual choice ber~r~. tli~.~oice iS: made = 1/N, and the probability of the timely 
· : · . elimination of all of the·irijjs\eading stratagems (of which there are N -1) := the 

combination of detecting (N~ .. '_-1) events when ~en (N -1) events at a time rc:- ~ : : ) 
• · · with t~~.p.J:!?b~bility of detection = pD, or (pD)~1;. This net probabilitywilfbe quite 
: , I~V!~~J:t~~)?R..~-~ow or Nis large. Further, if the probability of incorrectly eliminat~. · 

. . · . . ~-(~it·#~~~pl)tbe chosen option is much above zero, the expectation ofreach-
• . . .. ;:;mg.:a co~ .. a:(id:~timely identification will be further degraded • . · · . 

_:,)?/Jk-:'Yibere a~.}¥;i~om choice has been made and where post~oice detection of 
::=~:::~}Jitr.ltagemsjvo~ld not allow timely countermeasures (pl) = 0). if one mounts P 
. :. ·;: ~:::.~~--·~;ijryiif·p of the N options. the probability of actually mounting a parry 
·' . ·:: ·&idi'~'~C.t;~ect target is }>/N. There.is the risk ofboth spreading countermea.s--

1 . u.res·~:~fiily to ~ effective ~ci of con6entrating them.against the wrong targets. 
. DePending upon the utilities arid·CO:Sls-of.val-ious levels of counteraction, the ration-

. . . ,, ...... ,~:-, ,_ ~-. ~ ·. , .. ~ . ga~e,,,_!heorlst "Will seek to minimize his m~imum vu1Ite~biliti~ (a minimax 
' , •' ' • ~~ .. ~ ' •• .. • 4 .I '• ~ · - ..... 0 l£" : t. r•

1 
- · · 

0 
• •··-•· - ~~:· :}. • .- _. • 0 ~ · 

. . . -... · · ...... . · . ' .. ... st~~teg-y).or to ma-rimire his expected payoffs in counter·a~~':fa""mixed strategy}. · 
,. · · · · ··· f · ·. jn ·either case. dispositions are made that do not depend-. u~itthe detection. of 

·. ~- · --..!.'!!~~ _st_r_a~-a~e..;;;;ms=.;... _. -------·--·· . 
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~--~-----~ r -- -roo.- e~ple:,-in d~g ·~ active defense and ~t:;:jiatory system in f.Pe nu-
clear inissile age. one may·calcW.ate that among other penetration aids one's adver­
sary is likely to mount decoys that cannot be distingui$hed from incoming ICBMs 
lllltil aft.e;r the decision must be made to lau,nch ABM interceptors. A more dis­
criminating de~on system would~ preferable; perhaps the system can ~i­
nate among most of the incoming decoys, but one cannot count upon this ev~;ii.:At 
the least. dummy ABM interceptors would increase unce~ty le\t..~ls o~:-~iPart 
of the would-be attacker. One can raise the "entry cost" to any particulai(~rget by 

. forcing the adversary to assign a greater range ofnncertainty to his.e:5t~a~;¢the · 
distribution of~'real" interceptors (even if the adversary knows tl_la(~~ce~~r~: .. 
centage of the total apparent interceptors is only a set of dummies):· SU:iillarly;·U:~n:e:~·/~; -

. fears a counterforce attack one can increase the misdirection of the adversciii'(· . .:=~· 
initial attack by building ICBM launcher dummies and by,c8:ii)ouflaging actual sites:·:"''. 
In such cases, the value of intelligence that uncovers th~?.~~its may be quite high; 
thus the designer of ~uch "positive .. and "negative" caill'~e should assume that 
the adversruj' will mount expensive and. sophistic;a:i~~(4~~i.9~;.:systems 8gainst. 
these intelligenCe targets. . . . · .. · ·:, .. . .. ~l~~:t-:~~~;~~rt~:~~~;;-:;:' -. ·, .. :·. ·· · · 
. . The point is not to deny the value of sprignal in~ilig~~~b:u~ to recognize that 

in some ci..-cumstances optimal allocations must be made~\k#hQ~~\v.aitlng for such 
intelligence. Where threats are randomly generated ()r wlieie:-spngnal packages. 

· cannot be pierced, waiting for counte~~~~P.t.i~!l .~dicator5 maybe ~e waiting for 
: Godot. · ·. · · · .. · · . -~ · : .. .. ·.: :. :f~t~E:~i~~~;~:~~~~~-~;:~::!.~--~ · · · · · · .· · . . · · 

· The third set of counter-measu~3.iivoi~e~f'th~~~~P.laYing back" of deception 
.-· operations agtdast their sponsors: coii'ri~t~eceptfri~~d~ptions, or what I have 
: termed "collo.t.er-stratagems.'' Where a Se,'(~f~~eption patterns are identified and 
· their strategic nexus WlCOVeted, it is sometiCJ.~~advisab)e to "feed" falsely confirin-
. ing indicators back to the:d~ption planne:CS;·S({:a.s to lull them into the belief that 
- they achieved the ~i~tibns they were··~iing. · · · · · · · 
. An exampleo.f~~I¥rtiy··~~cc~ counteMt:r.atagem from World War ll experi-
ence involved lli;c,i'f,e~rG~rrii·an·'J>e~eptions that the Pas de Catais sector was too 
'obviously only;-~::~~~ptio~:-t.arget for:the OVERLORrri~i\dings: 

· ·.• .. :~~;-~-::~~.:~;~ .. /:.:l~J·:i·;.::·~· :· .. :<-:= ~·: F~~ ... ~. · · . . 
I talked briefly.~;yon Blumentritt (Rundstedt's Chief ofStafl) aft.er V-E Day 
and he said tluit 'thefhad the Pas de Calais only lightly guarded (be used 
the word "crust") aiiQ. ~i:j.fwe broke through and went on to Paris and cut 
offtheir main forces'tb~ywould have been in a hell of a mess. He hnplied 

· ... ~~t-: .. they had bee~ misleading us on the Pas de Calais' real strength (no .. 
. ·..:..:~:;;::reserves:too). Thus, both be and Rundstedt had a Pas de Calais sensitivity. · 

_,_.::i.'5:::~·-~ ~p~te:thi;s. as I recall, .•• OKWand the mad Fuehrer, who saw the "big 
,.:.~/~ ;:~~;:· pict~,'\;i.e. .the deception operation, bit and hung on. (Possibly, again,it:s 

...... r~~~!).:;].," hard tQ~·a9nlit you've been had.)ue . . . • · 
·.~·:::::f !~~~~-~:-~~~. . . ::"-.J~/{:':)~·~ . . . . . . . . . ~ 

· ::?t:=.~e;;~ .. ~ff@(;tive counter-deception system should support the mounting of more 
·. · .;';ih~' P#tiy};uccessful tactical counter..stratagems. These can be effected in combina­

·"''"'' ~. ·,: ·. , .. , ...... ,, ,:, · · · · · tidi:a'~!:,~;::&o as-to .provider&trateg:ic-.·misallocations on,·the-·part-·Qf·the ,$tnltagemic · 
.. ·~"'.: _-~ · ·~ _; ... ,.~f-~ ~ - ~~ ·=· -: ·~··. ·h:iiti&ti:Ji. .- ·: ·.: ;· ... ~ ·~:! ~·-.~·;: ...... ~:: ·-::-~ . .-·"r'::".tt'- ,' :~·t·~!- ·;~• ' .. "/·.~~- - ··~·· '":.-:.--~~ - · :..":r ·• ,":._~::~ .. ~ .. i. ~ : ' ~· . · -. :-. · · 

1 
:· 

: .• c ... · ~.; , ;.:, ,.. ~:t(·,,. ·.c=~ ··' ' · ~ soinewhat· :xn·or~Ftiliscnievom.-~ariation· 'involves a-&eh)f.counter-stratageU'~·. 
... ~ .. · .. f . : .. . ... : . · ·- '. . that do ·more than •falSely eonfirin ;the' stf.&tagemia•suC:Cess of .opposing deception 
:• i. ,_ ____ , · planners. Instead ofretii~lftg:Sp'ijgt;al~pack~es,...indicating total aeceptance of tbe-

• _ original deceits, one can·sen(fbatk: cO'Ufiter~~taiems ·suggesting modified accept:· · _ 
. - --- -- ···-·- .. . . - . .. -. -- --·-··----- .... . 
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r-a.n·ce· of sprigxial_inferences with such ~odi6cations designed to cau.se opposing 
planner.; to modify their own commitments. If done skillfully. these indue~ modifi­
cations may uncover new wlnerabilities that further counter-stratagems can per-
petuate: . - · . .,. 

·Chess players-of whom the Russians are among the best-'\\oill app.rec;i~~[the 
endless layers that can be added: counkr-counter-measures. and beyon.d;~-i;i~fthe 
sheer complexity and bureaucratic inefficiency should cause most ofth~~,a.~~:~_onal 
layers to colla~ or their OV.."tl weight.. . . . .:X:::;,::;:::-;~.;~;~}:: . . 

Those who view stratag:m as preposterous in the first instan~e_:~~-r- -:\-iojlaer.·: ~-- ~ 
what inanities I really ~~~nd. Once more. I ci~ the abysmal p~ctive reco~:.;::~~: ;-~ .. . 
of the past and note that I am deadly serious. . . · :-:-::_:·;~-.. ·· 

· But we .are not above making fun of ourselves; and I_:d9se the discussion of ·i:. · 
counter-deception strategy with a quotation from Pe~t~~V$~ov•s Romanoff and 
Juliet· ,-,;,::·~:·.,-,; .';;.. 

•· I I •••· . " .J ,_ •• .:.. --.7;;;~·~£?: .;::::::~:: . 
GENERAL: :: Incidentally. thi;Si.'::itilowdbli~'&de. · 

; 1 • ' ' ·J.r;:\~ ~!-.. ::.:--':~: · 
AMERICAN AMBASSADOR:. · (beaming) We . kno~~:~~~Y-;. J.mow our 

_. . . j. code .... We only giV"e7Jl:i.!i~:z(~~gs we 
, want them to know ···:·: , .. ~;:·, .... ,;.:! .· . .. . . ... .. -~ : . .. ' . • · =·:·~f{~.~=-~v.~,.. -

···'. ~ :·::. ·:·. .. . ! • •· . .;~~:~-~~:[~·-;;_~. ··- . . .. . 
·, · .- · ·, GENERAL: , - ~ · .': · In~~eliti;l)'}{~et Im.9w you know their 

.. · ~ ..... : . . . . . . . ~~~:;;:::~;~:;:;.~~~:;~.~~-~;~~:~~~i;~~~~~i~~ ... · . . 
. ·. · · . · soVIEt AMBASSADoR: (smiliri~twe:li'a9rltid!Mt for·some time 

,_. .. ·· · that iheY:hievtwe knew their code. We 
.. ~ '>-- . . . . '; have ac~' a~rdingly-by pretending 
> "': ·· ·>,.·. ·. , .-:· '-' ·· .: to be du~_;_:::.·::· . . . · ;~ .- < .. ·: .. ,: . . .~ ::;. =~·:: . =- ~ .· · • .. ·:· 

·~. - ~ . ·- - ~·: -~ .. - -.. ~- · ~- ·· ~··-:· ~ - · • · --~ --~ {:.:~~;·:~~ ,: ~: ~·~:~, -~~-·-~- ·· :~.~ :~::..:_ ____ • • .· . ··1 

~. ·.:··;_, .: : GENERAL: ... ~{::~/~ -- ;-~:-~~-?t; IDcidentaliy:-Y.ou.know-they.know you · 
: · , ·. · ·· :-.. : . : · . .-_- · . .:dr-::~.:/· · ..... ~~ ; :::::dt·:-~?:V:~hey know you know.... . · 

·. AMERJcAi(~ASSi\DQ~::· :_ . <ienuinely alarmed> What? Are you 

. . .. \,#f~;{~f~,>:~~- ·wre?"' ..... . 
NOTES. TO SECTION ~~t~~):~ .• : 

·.. . ;;•;_ ;;.:.::~:::=~··!:;.:_...,__ - I -• .J . • 
·· ·-- ~7~ -:l.~;. _:B;:.,~·Jiddell-Hart, Strategy: The Indirect Approach (New York: Praeger; 
-:. · ·. }~::.;(~:§ · ·19M)~J:iddell-Hart discusses British. utilization of deception in the Mareth 
· .;,:h~\-f:~( · Line··~~~gn of February-March 1943 and in Tunisia. 6 May 1943. at pp. 
·?~~::~-~%~~-)0~.282. ~~. 289-290, in addition to his general discussion of a multiple option 

. . ... :::;::~ ~:~:~=;::~~gj;;~..: . . . . . .· 
·_ .. ;.- .,, : :·, , .. "' , ... ~ · '·"' . ~"'-' ·'• : , .;:' ~-~f~~~~~coordinated'· 1 IQ~ thli.l~-~he~~~~c_;in(er:~z:tc~~ -~~~~ u\]d~rlyirtg ... _ 

_ ~- - ~~ntion.s were not the .. produ~ · of all~hannels intelligence analys1s. One 
$, , _ . •. · •.. · -- · ~ . ...... r ... ~ ,. c .. _;;.· ,· -8SS'umes ·that such "uncoordinated~· ~alysest..wou}d .be-widely-- distributed-
.. . ··. ,! .... · .. · •. 

. . ~ .. :- . . . 
··· ., ... . ··' :··· ... -..:. among .'\larlous intelligenc~ _ cons~e!S.J:>y~ thi$:cpnstitutes distribution. not 

~ . . .... ~ 

"'coordin'iltiQn.•• On the evils-9f~disj~~~~~~mpart~-~~: analys\~. ~ee Carl 
Kaysen. Notes on Strategic Air Jnte/JlgenC§!:ip_.,Worid War ll (EI'O), R-165 
(Santa Monica. Calif.: The Rand Corpora~on, October 1949). pp. 24-26. .. ~- . --­... i . . 
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3. "pJ.ofeS.SOr -H. Wennrorth·Eldredge eonceived ofsomeofthe more sponi.a.Deo~ · · 
stratagems as .,seat,.of-the-pa.nts~• deceptions. I have converted his usage in 
the cause of counter-deception analysts, who seem to rest more firmly on their 
seats. • 

4. See Barton Whaley, Oxleworr(BARBAROSSA (Cambridge, Mass;{~lT. 
Press~ 1973). See also Stratagem (1969 ed.), p. 146. · -!:~?/~;:·" · 

5. See sources cited in Section n, Note 6. These e:.uunples are· som~~~;·i com· ·.· 
plieated by the -remarltable success of the British counter-espi<$l¥$e:~r:vjces 
(both the Se<:urity Servi~ Ml-5, and Section V of the In~Uigezi·~·;~i:ijce., · 
Ml-6) in penetrating their German counterparts. Conseque"'D~,Y;'Briti.Sll'o.~eP.:· .. ·. 
tions operated on the German services from the outside, ·a<hnittedly'-witli :~.::: · 
cryptologic"i.I;~.Sigbt.s, and through their contacts o~ ih~ inside. It is thus n~t;: ... 

· siuprising that Admiral Canaris, often pictured~.a1{~~~~·hero" of the German 
resistance, should be portrayed by Hugh Trevo~"R9}>er, w:ho ran the German 
section ofMI-6's Section V, as rather incom.Pet¥rit ~·Tr.evor-Roper's por-
trait of the Abwehrchief in The Philby AiJ}i/iX:~~~?.t;.~~{=.::.- · · · 

6. Whaley, Stratagem (1969 ed.), p. 230. The fiV:e:·~~~~t:{3ke plans swallowed 
whole involved Whaley's cases A6 (Gaza), AS (St:%W~}/t\.38 (North Afriea, 
TORCH), A53 (Bavarian Redoubt), and B27 (Al~·'iihlta)EThe four sets of 
genuine plans that were disreg£¢i~ .. involved Whaley•t~es A10. (Warsaw), 
-A20 (Belgium), A21 (France)~·:an~:;:A2s:,(VSSR, BARBAROSSA). The only 
genuine pl<lll. accepted as suci(ili\!i>l~tiC:fWh~~·~~ A34 (German summer 
offensive, Russia, 1942, BLAu):'.bn~.&~et'ii~~t .. of an NKGB penetration 
of German intelligence in World·· wiii Jii;\T~(j;r;;tK~zheVnikov's Shchiti Mecit 

. [Shield and Sword] (Moskv8: &~~~i#y:":Pisatel, 1965). translated in JPRS 
. 56046 (19 May 1972), V. n, p.ll4, claimS:. that the German war plan captured 
. at. Mechelen-sur-:Me~. in January i94p :~as a deception plan, not the gen~-

ine plan that.Wl;ia.ie_y ~~~ it was. The German attack was postponed after 
compromis~:Vofth.is doc:U~ent and tempt>riuy military alerts in the West, but 

. the attac:k:o~: May ·lo;·-i94<(achiev~ substantial surpriSe. 
7. Calculat.illi:' ibe.bn:ioiiri~f~"bution oflO choices at a time, with the proba­

bility of ~4~::p~O.S~ "yieldS the following random distribution: 

. . . /l, ~:::./#.~/~ PraiictioNI pR Suceeuful l'Mietions (p- 0.5) 

: _;=O·."~Cio · • . J/l,ou .. 001 ... · ..... 

-· "::_s~i~~~~:::. :;;;;~'~g:i~1~ ;r::·;~:·, · •·· · ::·::. .-~::;~g:.J~i ... . 
. ··. . · ·· ~,,__..,...,_ '""' ' • a,_ '". ' Pro~"Utiy'or'c:ion:ectly'pi:.eaii:ti:Di 'O ·or 1 ar·IO" ~'(fott .-> ·' ' . ·>· ·'' · 

. •.:-· ·; ,:.·. ·· -,; ...;.. . Probability~of·c:orrectly predic:ting 2 or.more.of.l0.=-.-0,989 · : • · 

.. --it~~~·t:: -~J ~ ~- - ~~- • SoURCr:.<Hiibert M. Blalock, Jr .• · SodJ .SUli.itM:s-.:,J,N.f!i'W ~;'Horlc: 

. . ·"'--. -_,. _._ McGraw-Hill, 1960}, pp. 117-118. · · ,_ • ..,_ ·: .. , .. ,'-, . 

. · • - ~ - . . 
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s: Carl Kaysen lias noted ••the vital importance of not attributing to an intelli· 
gence source credibility in resped to informatiQn which the source cannot 
rea..~nably ~ eX'p@Ctad to pos..o;ess. This is, of course, an ob..,ious remark. but 
its importance was not often appreciated in World Warn." Notes on St.~~c 
Air !Dielligeace iJ:J World WarD (ETO~ p. 20. ..,~.~iii:~~ ::. 

9. F. M. Cornford, in Microcosmographia Af:ademica (London: Bo"!~{&)~owes. 
1953) . . . ._:,. "~~~.~:::.·. 

• . . ~ t.-::-: ~::~·.~::~ :::: ·:.· . 
10. Personal Communication from-H. Wentworth Eld~e. ;!~3::=;~:~:~:_;=~;::~.;-E::,·. 
11. Ibid. . . ,":.~·;:~f:.,}~·· . ,~,:~:·:/~):/;;,.: . . 

12. Arnold L. Horelick and Myrori Rush, · Strt!tegic Power ;n';l&viet'f~f.~ien~i~>· 
Pohcy (Chicago: University of Chicago P~. 1966).-J~t. 2. "The Politics:~(?: 
Soviet Missile Deception~ 1957-1961," pp. 35-102 .. :3_-l~!\:· . ···· 

13. •'The Government of the Soviet Union authorizeci :TASS'to state that there 
is no need for the Soviet Union to shift its ~eapq~;=' .. to· any other countrY, 
for instance Cuba. Our nuclear weapons -~~:·if>.. :'ik!~~:r!tiJ}Jii their explosive 
force and the Soviet Union has such powerfu(~~~-~.6trry these nuclear . 
warheads, that there is no need to search · fot.:~~;.[o~:.:.them beyond the 
boundaries of the So"iet Union." TASS: Septem~r:~ii£i~e:2. in Graham T; 
Allison, Esse~ce of Decision: EzpJaiDing the Cuban-=Mf.S#ie Crisis (Boston: . ' · ... . • .. • . • 

. Little, Brown, 1971), p. 40. .·:f~':/f,!:•,·;~-:· ... · . . . . . . •.: . . . . 
14. Anthony Lake~ "Lying Around:,W~lifhit4li'~rh~.f.l)reign Policy B~reaucracy 
.. · (2)," ForeilflJ Policy, n. 2 (Sprlrig:#~yif;'pp~;:~~:{:~ also David Wise, The 

Politics oF Lying (New York: ~~oitr Ho~;·:'i91.3). ~ · 
15. Allison, The Essence of Decision, pp;~l~135, discusses ·the apparent igno­
. -ranee of ambassadors whose pro~:ti.ons of innocence further deception 
· · · plans. In the Cuban. ~ile crisis, a:sitiiances of Foreign Minister Gromyko 

· were not inteiprett!~r ·kS·:act.s of an ·i~~rant official. Those of Ambassador 
Dobrynin were..·Ho~~~~~~- in the ··stan&tiu cea.Setire .. understanding ofl97o, 
.it was re~r'#- f:h~t ".tJ~~~- .9~cials ... [branded Ambassador Dobrynin's] assur· 
ances to ~p~e.ri(ofJ .~~~:Seeretary Rogers that the Russians would not 
move their:'riilsSlle5 .iii ·ih~ Suei· 8.s a 'deliberate lie."' Newsweek (September 

. . 28, 1970), ·p·;~. ~i~)i/,~. ;. . <-:. . . . . . . . 

16. Whaley, Strat.Bi.~.i~i(1969), pp. 147-149, advocates the collection and analysis 
of the .. signals of s~~tagem." See also Harris, Intelligence snd National 

. .. ~urity. ·.:,.:· ·--- . .. . . 
. . .. ; ,~7~·:-:~·~:.:~ general account of Ailied decepiion operations in the Italian cam­

.;.: .~~~-:{;~'\;:pi:ii_~:-i.S .W.G:F. Jackson, The Battle /Or ltaly(London and New York: Harper 
·:,~~l:~j~F · & :RC;-~~~-~~7), esp. pp. 25-26, 44, 46-48, 51 (Sicily); 110-111 (Salerno); 133 · 

.. ·;X-~::_:;:)>., (Vol~<J); 146-147 (Sangro); 155 (Monte Camino}; 173, 182-183 (Anzio); 177, ·. 
-: :~;~;:. l;::;~r;;:!i;;;-.l81 .. (Garlgliano); 204-207, 222, 225-229, 230, .236-237 (DIADEM); 266, 26S 

''.:S);\~=~~~{Gothi~: li,ne); 299-300, 304-305 (Po Valley). See also Whaley's Stratagem~ 
;·~j(-~j;;{;·q~,~~rA~. A41, A44, B31, B33;~B~.8-. ~ 81Jd ~l. for a full~r. account of the 

-· : ~- · ·: Sttiib.gems but less detail of their context. --~ _:,.· .~-· · _- · 
· '· ": --18~ iCv. ·Jones; "Irony as a·-··Phenome~on in · Natural Scienee and Human 

'. . '·-"' ' Affair5/J.· Chemishy &;Jndustr;y(l968), p; 470. See also pp. 472-47 4 for unan­
\.:·~~-ticipa~· revelation& ·~ _.r~.. ····'"'· .,,· ;,-' •r-:: · . ..... ,.· ··· 
19: · · Per$on~ ··Coriu:tiiinication of H. Wentworth Eldredge. 

'20. ~ 0. T. Campbell, "Patte~ Matching as an Essential in Distal Knowing:• 
-----~··- . . .•.. ·. ··--··- -·. .. . . . . 
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......... - .. 
inK. R. Hammond, ed., ThePsycboiogy()fEganBrunSwfck(New York: ·Holt. 

~ .. 

1966), pp. 81-106. . 
21. R V .. Jones, "'The Theory of Practical Joking-Its Relevance to ~hysics," p. 

195. • . ' . . .·. . . . • of. . 

22. Klaus Knorr, ForeilflJ b:JteJ].igiDce and the Sociai Sciences, Researcl'i":.Moncr · 
_graph No. 17 (Princeton, N.J.: Center for International Studies. J un·e_t:l964>, 
p. 23. . . 0 :~:i-~.f.~/~ . 

23. Benno W ~rman, "The Failure of Intelligence Prediction,~.~ ~Polit(~!"Stpa-
ies, Vola (June 1960),156-169. This study is marred by ~~'.f@.ure.!~'jiro.~ .. -
for details of the cases cited and glibly analyzed in footnotes. Wasserman::·,· .. 
misses the presence of stratagem in most of his ~es, m~y of whicli: -~~~-:~!:F 
better handled in Whaley's ·sb-atsgem · . ·. . · : :.r;t;::<~- ~ · . ·" ·-·?-·> 

24. See . the sources on cogni~ve ~nance and atti.~~~'!.~_llange cited m Section 
.- U,Note55. · .·· __ :-·· .. ·. · . - · .- -. · ~::?§.~;~~...;. _. :~.:. -- . . . -·. 

25. R. V. Jon~ "Scientific 'Intelligence,". JoumliiiJf..iheliQ:Y:atUnited Services 
.Institution, Vol. 92 (1947), p. 354. · · · · ~1:.~1f;;·~~~~~~~~;;~~;.: · · · · · · 

· 26. Kaysen~ Notes on Strategic Air Intelligence f.D{wlJ'fiifW:far II {E1'0), p. 25 . 
. 27. M . . Alpert ~d H. Raiffa. "A Progress Report on :fh-~r~~~n~~ of Probability 

Assessors,'' unpublished note, Augtl.?t 28, 1969; N. C:"I).~~ey and B. Brown, · 
' Comparison of Group .Judgmen('!.'~}Jpjques with ShoTt Range- Predictions 

·. B.nd AlmiiDac Questions, R..07a;A,RP;(:The ~Rand Corporation, May 1971; 
Thomas A. Brown, Ao Experii:iitii't J.ijpfjj~i,'bjjjjjj,'C:rprecasting, R-944-ARPA, 
The Rand Corporation, ~ay t91f.:}: ,;.W~~?~~~tl'. :. · · · · 

28. Ward Edwards, Noncoll5ervativB'.~rolia}!ilistic' Information Processing Sys- ·· 
, . . tems,· Report ESD-TR-66-404 (Anii{Afl:)O;, Mich.: Institute of Science and 
. · Technology, University ofMichigaii;'l5~mber 1966}. Andrew W. Marshall 

brought this and' tela~. studies to ~y.:~ttention. 
29. The shi.fting .cCindifioriafprobability ev~uation (or "taggiiig") of intelligence 

sources an~ ~~~llig~~i:e:·C9numts' would probably require computer facilities, 
· ·if only to~'k~p· tracl(ot. 'boui' source and contents evaluations and to adjust 

. ' canfide~t~:i~'veJs iii' th~~llgh(of post mortems' or special intelligence consid­
ered highlfreliable. This a·pproach should be contrasted with three other 
static evaluaticiW~i,ems: the traditional Al to E6 ·source<ontent rating 
system, the abaDdo!lfo~ni of quantitative evaluation in favor of a fixed verbal · 

. ,. jqdgment, and the weighted "magnitude estimation scaling" approach. On 
.. · ... J.:;:.~{jhe)~t-men~oned method see T. Meeland and R F. Rhyne, A . Confidence 

·: · , z:}}~:;~: .::::.~:Sda!~/ii"r. IntelligeDce Reports: AD Application of Magnitude Estimation Scal-
~: .: :": .~(t~?.-· ini;'SRt:rechnical Note RSSC-TN 4923-31 (Menlo Park, Calif.: Stanford Re-

. ··.<}_:~-~:11··., seari:li)Ti.Stitute, June 1967}. The computer--aided Bayesian approach has the 
··· '·~::: :!~(?li:~;~}.:·. adv.ailtage offreeing the analytic data base from the wlnerabilities of earlier - .. ::~ .:-~ .. ~-~_;. .. ~-·:-:.~f .... ·.-·.-:: ..... • - . . . ·. ,,,_. ... :.-.: .·preconceptlons · · · . 

. - ...... .,7'";?.:~i~:~,:~9~~~df. Kp~;-~~~.atc.o~IllU~iJ;atiol\. '· , .. . : .:> ,.."' ' ('!" ,.,,... , . 
· · 31-.· ·. Masterman,: 'DJe Dot~ble-:Cross System,:p. 46. · 

·.·· . , .:.:., . . 

·3z.:·Joid./ -p;44.r•; .. ,._,,.., ·...- ~ "'*'"·- ·"- '-"" - · · i · . ;. . -· ... _. . . . · · 

33; This ·technique ~suggested by,Andrew W.~Marsh~l. ~ueptial aJtalysis can 
,. · h9th: identify shifting channel exploitation and flag perc.eptual · patterns that 
· might not otherwise appear suspi~ious if analyzed in small pieceS over an 
, 
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.. -· e~nded period. ln this connectio~, note Robert Jervis' concl~sions derh·ed 
fro~ the literature on attitudinal change: 

· "Actors ~more easily assimilate into their established image ofat;t~th~ 
er actor information contradicting that image if the information is tran~in:it~" 
ted aDd considered bit by bit than if it all comes at once ..•• Wben:·:th~ 
information arrives in a block, the contradiction between it and th_e.i>r¢Ya.A· 
ing \iewis apt to be much clearer," Robert Jervis, "Hypotheses~'!1· ·M~~~::. 

. ception,'' World Politics, v. 20 {April 1968), pp. 465-466. -{ :':;.:;:.: ;· ·,.\·.::~-~;:':.: ~·~·;·>. 
. . ·---. .-:. - :r-· - . ..~ .:,·.-:~·~:~· ·-..·;:.:=-·::.-::.-·:-:.:: •. 

· 34. Masterman, The Double-Cross System, p. 1.64. ·" : : : ·. ~- ::;;-:: ~:: .= ~- . 

35. Delmer, The CoUDterfeit Spyp. 25. .. . · - ~ -~·.- :·· -~-· 
36. Jones, "'The Theory of Practical Joking,'' p. 195. :./D:.:?: · .:" 
37. Ibid., pp. 19~196. . . . . . :~~ ~i::~~·t . . 
38. Richard A. Blum, Emergency Operations P.rodii8Jires ip_ s Civil Defense 

Situation (Meiilo Park, California: Stanford ·:~'arch ·:Iri.~~itute, December 
. . . 19~5). p. 23. . .. -:. . _ -_ ~'~;w~~5,~;;~r~f:~:~;~;:::-- . . 
39. Ibid., p. 40. . ' · ·.; :-~·.- :.:;,,._,"~;. :.. . 

. 40. Personal Communication of IL Wentworth Eld~~(~:?,Iso Amrom H . 
. Katz's warning to "count on nothing, and especially Ci;\ln.friC:it on intentions 

. · which can change faster than eajabili~i~ can be develo})ed." Letter to th~ 
-, Editor, Air FoJ~CeiSpsce Dige$.t .. (~fo;~~~::~9§~>:~ . ' · . · . 

41. Personal Communication ofH::·;vr.~jf~o#.~ .~~~ge~On the vulnerability of 
intelligence to emotion when flised':'with .= pqliticlifinterest, .see Irving, The 
Msre's Nest; and R. V. Jones, "E~~tioh;$ciehce, ~d the Bomber Offensive," ·. . " .: ·:_: .. • .;·:.-.·: · 

- The Listener (November 30, 1961). ·.:.;;·::'. :<" · . 
· _. 42. On DELPHI techniqu~ and its dev~loph.~nt, see The Rand Cori>oration, A 

Bibliography of &.ieetaa:RAND Publi~tfo11s: Long-Range Forecasting ana 
Future Compueer:r8i:_bi;i)jogy, SB-1019.(Santa Monica, Calif.: The Rand Cor­
poration, Felir\1~ 1972)/ and especially Norman C. Dalkey, The DELPHI 
Method: 4Ji F;,rperi.ipenia.J Stildy ofGroup Opinion, RM-58.88-PR (Santa Moni- · 
ca, Calif.~"·'n{~·Ran(~~rntioii~ June 1969). . . . . . 

43. Lee J. Cro"nbac'O:·-&entiSfS oiPsychological Testing(New York: Harper, 2d. 
ed., 1960), quO'ted)~· Eugene J. Webb, "Individual and Organizational Forces 

. -· · I;nfiuencing the Iriterl;retation of In_dicators," MS, April 1969, p. 12. 
44. Dot:tald T~ Campbell, ·~systematic Error on the Part ofHumanLinkS in Com­
,: :· .. ··.m:unication Systems," Wormstion BDd Control, I (1958); pp. 349-350; J. B_. 

~.:/::·~:~:~uhasz:_~Jind T. R. Sarbin, "'On the false alarm metaphor in psychophysics," 
. :-(:~::~> ·p5]rihD_Ioi{caJ Record, Vol. 16 (1966), pp. 322-327; M.D. Vernon, ed., &peri­

; ;<~:2( me~fs;·:·jj,j(isuill Perception (Harmondsworth, Penguin, 1966), ch. 5. Early 
·.:·:.~~:t~~:~\?-;;t;. . :••cues~:.ii.1ay trigger a series of seemingly independent expectations; when 22 
· · ·.: <::;~;-;;:~~'}Yritn~es identi£ed the wrong individual in an English criminal case, the real 

. ..... -... , ;, ·:-=.~-t;~;. :;f.~~:~ ~4'lg-.~bc;oyer~y~~J:Sla~r»orwhere in a U.S. caseinv9lving forger--
·· .. · .:,:;: .. '':::j~ -~t~fibuted. ~one·~rsf)_n;~$0. wj~~~es attribu~ the forgeries to a person 

;_: ... ~ - .W:iio was acquitted upon prooftl1at he was. in prison at the· time of at least one. 
. , ,~,. . :: -'forgery._-See,~a.~rick' ,Wall;•E)re-.Wi·~~. Jdent.U'Zcation (Springfield, .Illinois: 

. _ '•'.~Qlnas;.l9_6§),;Jw.l2;ln.~Pthe.r.~;-the:poli~replicated a hunting accident 
in which &<bun~r.:-was .mistake~. for.,a _~.eer .. The police, at the same distance. 
could tell that the figure was that of a man. not a deer. But "the hunters • 

. -t. expecting to see a deer, •saw" a d~r; the police expected to ~ee a man an~L 
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therefore 'saw'·a man." D. 5. Greer: "Anything but the Truth? The Relliibility 
of Testimony in Criminal 'rrials," British Journal ofCriminology. Vol. 11 
(April 1971), p. 143. Expectation of an unid~nti.fied "sane" applicant at a 

. mental hospital Jed to substantial reductions in ab:nonnal admi.Ssio~ .4iag­

. noses, and unidentified ''normal•' admittees were treated as if they:"Viere 
abnormal. D. L. Rose~ "On Being Sane in Insane Places:• &;ei;d£~V~l. .. ... -··· . 
179 (January 19, 1973), pp. 250-257. . .:r;;_Z(ii;,::: 

45. Vad.itn Kozhevnikov, Shcbit i Mech [Shield and Sword], M~J:..-+~::~y"~is;J;.iy . · 
Pisatel, 1965, translated as JPRS 56046, 19 May 1972, pp. l.Q~-:103 (Ehnpilk~i~.· .- -

· added). . ':-:.\'~;r' · ··•~:.~=,::F;:~\;:: ~ .. 
46. H. L. Hollingsworth, "The inaccuracy ofmovement wi.th special reference·to.::'- ::;·· 

constant errors," Arch. Psychology, n.13 (1909), and.~~t:ations in Campbeli/··.'/ 
''Systematic Error on the Part ofHwnan Links in CO'ilii:iilinications Systems," 

' pp. 345:346. . . - · -- ~·· ·· ; . . . ... . . . . . ,:.£~~J;~;( ·· -~ . . 
47. "The output of the human transmission and_:Di.eli:i~iy uai:t{:no matter what 

~ degree of information loss, is apt to appear t():~_'ra~(;~~~-unit as intelligi­
ble and usable as a base of action. This appearan~·~fp1~lisibility and compre­
hensibility in the output can accompany a totat"i<>Ss;~(~Ji~.~.input messag~ 
Human beings as transmission units have this chara~rlSt:l·c:of'rationalizing, · 
of filling gaps, of providing outputs.\fiaHead to action rath~t-than paralysis." 

. Campbell, "Systematic Error on;~:F###t~~-~. Links in Communications 
· · · ·Systems," p. 341. : · ·- · . · : · ·~-~::.~~::;:J:~t~-~I~~~~·}}~~~~~~:~~~;_:~~ · - · · 
48. Anna Freud, TheEgosncl theM~hanisriis.··t;n~fei1ce0936), translated by 

Cecil Baines (New York: Iritematioti~ ~urii:Y~~ities Press, 1946). . ·. 
49. Hannah Arendt, "Lying in Politici;:~~Jkfi~ions on the Pentagon Papers," 
· · · New York Review .ofBooks, Vol.17, N.~:-:s~November 18, 1971, pp. 30-39; in 

· Hannah Aiendt, L~g in: Politics, CiVii)iiSobedience, on Violence, Thoughts 
on Politics and Revolution (New York: ·Harcourt Brace, Jovanovich. 1972). 

50. Also see C~pbell, n:~~ :47 a~ve. ·· · · ·. · . 
51. Richard :H; )~Ium, .DeCeive~ :/wa. Deceived (Springfield. lllinois: Thomas. 

1972), p:·.:4f::}::};, ,i,~_::;. , ·<: ;:~:: ~:~!);\~:·: :· .. . . . . 
52. J. · W. von GOeth~/'Die Nature," (1782), in Schriften iiber die Natur(Leipzig. 

A. Kro~er Veri~/~:~:).:.- : ·. ·. . · . . ·. · 
53 . . James W. Julian~·c;);to~rt Regula, and Edwin P. Hollander. "Effects ofPrior 

,4gr~ment by Otherir·on Task Confidence and· Conformity,.,. Joumal of Per-
. _j). \~k;i/iility& Socisl Psychology9 (1968}, pp. 171-178. · . . · . 
. .· . .:;~T&f:~Cii:lirl~ ·:.A. Kiesler et al., The PsychologyofOJmmitment: Experiments Link- · 
.... :: .:;-.... ::i~.~~,-· lniBeiiB_:.qor to Beliei{New York & London: Academic Press.1971). cbs. 4 and 

. ;{-~~-'.=~;\· .. : 5. <I-~i;;(:.:~~: . · · - · ·· · - ·- r · . ... · . · · . -
·· ~: · :· ... :~·;.":t5~~:-.Siegfrl~ ~Streufert and Carl H. Castare, "Effects of Increasbig Success and 

,\.. ~ ·· ·:· ~·<\~~::;.~ :~~~~~e-·on Perceived Information Quality, .. Psychonomic Science 11 (1968), 

~ ~ • •'c-· r · ~·~ .. .. · .. · . } .. _ .~-- ~.., .. :~'!~.J{ti;"';p·p}~.~;.;. .. : .... r ! ·: '-~:~ ·_.,_.:~ ~-y~ . -, ,~:·~ :.. ...... u .. _ . ..- ... . , . .. . . : . . · - ~ · -.. . . ... . · .. · -~ , .. · .. , . 

, .. , ~ ... " .. , ,; ,•.: .. .,·: ; · · 56~· :.~~xa,nd~r. ,L., .Ge<?:r,ge~. ~~Xh!!:Cast:for ~ ~l.tiple .Adv~cy, i~ .M~itg For~ign 
·<·., ._ : ' ·-r:-,:· •. (( ."·: . ·1 .. · . . ... Poli~!~!_ ~~.,~i:i.~_.[{oJ{tiii!Jict~~,~riir.r, .YPl."~ss ..••. ~.~::;r<. ~p~m~r .. 
;-;-:, ". ; · . i.~l : :: : . .. . · 19'12), .pp. 7~l:-"/~•- .- . , · . . ·, •· ,. .. ,, . ·r· - · . , . · . · · .· ' · , - , · · •c · . · · · 

., _:., ~-.~ ~t· ;:~ :!.::.:·:~~ , f,7.· &e $eyo0:, :an,wn, ?iiui y~· ~~~~nCI~ · witu11m ~~- ~9E.a. -~ikdJ.~o~rt}~. : .. 
~~~-··/' ; .,. ~· :·: L · · · · -~~~7 ~7:~;~;.~~:!~ 0;;::;;~~:rj~~~~:~~c!~i. ~ 
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G9eller, PaulY. Hammond, John E. Koehl~;, and William 1). Quandt I;,!Or­
llJation System Apph'catioas for a High Level St.aff,R-840 (The Rand Corpor~­

. tion, Santa Monica), Augu5t 1972. 
58. This tendency is especially noteworthy with established espionage ag~nts, 

v.·hose case officers defend their reliability. Masterman remark$ on the." d.i.ffi- · 
· culty of"'blowing" a well-established agent: "The fact that we hav~;~;~~~y 
facts and details under review makes it obviou.S to us[deception ~~;i·(roilers] 
that a certain message if sent ougbt to 'blow• an agent. But in t~fl\'.it ~{~~·~9~.Y · · 
or almost certainly will not ... The Double-Cross System, p. 57. ~~h{short;"-if;oas·.. . · 
extremely, almost fantastically difficult to 'blow• a wen~iii'bt~hed ·~~nti.~ ;>::~:. 
Ibid., p. 58. On departmental perspectives, see ·Dearborn and Simon, "Sei~:./::;.; :· 
tive Perception: A Note on the Departmental Identification of.Executives,"·· ... ·· 
Sociometry, Vol. 21 (June 1958), pp. 140-144. ,;/')/!./ . 

59. In this connection, note Carl Kaysen'sjudgmen~:~~!$.y~ fr~m his World War 
n experience: "If intelligence from certain sourees::tir intelligence derived b'\" 
certain methods is consid.ered supers_ecret arid;~~P¥~O.t~)h~ general run ;r 
intelligence, it tends to penetrate upward to coQ:ii:iiW;i,d:levels immediately 
without passing through the machinery of shirt-stE:e:~~{~~i~~gence analysis. 
Intelligence items of this character ·can he falsely hiie!Pi~~· and wrongly 

. evaluated by commanders and high~~g staff offieeiS.~ho do not them- . 
selves~ the necessary hac~¥.~:~ by the whole.intelligence 

1 • staff as a unit." Notes oD Straiijic:Afr.lifie.bJi.eJ:i.~;;,.in- World War II (ETOJ, 
1 : · R·165 ('The Rand Corporation, sall'tirMoni~fC~oinia>. October 1949, p. 22. 
1 : 60. Any informati~n processing sys~·:'~io~v~· ~ieetivity "choices, wheth~r 

. 1 l recognized or not. See "The 'Gate K~pe~~:··'A Case Study in the Selection or 
1 : · Ne~s,'' Jouroalism Quarterly; Vol. 27 {F~Ul950), pp. 383-390. On overcollec-
1: tion see Amrom ij·~~~tz. .. So.meRambliDpand Musings on Tactical Recon-
' : Da.issance, P-2722,' .Th~ .~d Corporation, March 1963, in Air Force/Space 
1 • · Digest (Aug~(·~~); '~(;patrick J. McGarvey, CIA: Th!f Myth and the 
1 : · Madne.ss(N~~ ,York: ~turday~~~ew Press, 1972), pp. 4,14, 20, 23-24, 27, 

1 : 115, 213-2i4/~~, .2?~22'i.~)~~c9arvey quotes Gilber:t Fitzhugh, Chairman of 
1 ! a Blue Rib"&O~f:panel on the' Department of Defense in July 1970: "I believe 

. 1 : that the Pentag6n :~ti.tfe~ from too much intelligence. They can't use what 

1 : . they get because there)~ 5o much collected" (p. 24). The availability of digital 

1 : cOmputers postpone~tihe necessity of remedying excess collection· by pro- · 

1 
· . ,: :f.~~~ii$ .. increased processing capabilities. Edwin W. Paxson obse~es, "Like 

.. . ··. . .. q~:k\~i.~Jj~~cjoumals, command and control requirements are exponentiating. 
: .• ::~;/;.;~!- · Aha:~:e1iher scholars nor generals can encompass-the plethora ofinformation. L •• •• . .... • . • . ... , 

· .!, ;~;;:,~K·. We sho~~d;D.~t forget that a plethora is a morbid condition ... Computers aru! 
·:.·::~;f~;:Jf~;.~~_...J.'t"atio#."#.$ecurit~ P-4728. The Rand Corporation, January 1972, p. 14. The 

.•. · ·:~:~r:z:s.=:~~~·'P~ing requirements of intelligence are ~ond only to those oflogis- · 
· ·.::.:.?:~::.iie5;:;~c;:brd.ing to Paxson. S~ial . surveillance systems may generate expo­

.· .~; •:.:. :.:,.~ .:: ·· ·:: ;.):fite~\"~jaJ :·ui'creases inr data proc.~i-ni~r~~i;e~.en~ .. jJ~jo:r:General G. T: · 
• , . ~ ·>, · · , .(· .~GOuld;Jr:infen:ed:t.oannuSl·USAF.data:tr~{ijciftcrea,sesofabout 11 percent, 

' - not.ing, "'This figure, •. [does] not include the data-like requirements related tO: 
· ··· ,·.;-:~liimageey- or ·speclal~sensor,-generated s)'Stem~- Systerris of these types require 

· · : ~parate ·analysi.s~ :~. ; OiJ-a•fulltinie. basis; one ·orthese systems, for example. 
• . • could generate ten times more data than all data systems are generating oa------; ------- • • ~ .. 

---·· : ... ... 
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today." ••Computers and Communi~tions.in the Information Age," Air Uni­
. versit.y Reviev.~ Vol. 21 (May.June 1970), p. 11. Ambassador John W; Tuthill 
writes that re<:ru.itment ofint.elligimce agents "can beCome a kind of infection 
in the intelligence services." "Operation TOPSY,'' ForeigD Polich n. 8 CFall 
1972), p. 74. . . ..~~--\-. 

61. Phillip V. Tobias, The BraiD in -Hominid Evolution <New York: ~i:U:~bia 
University Pressr 1971). . . p.:_;~~;;:· 

62 . . J. A. Swets. ''Detection Theory and Psychophysics: A Review/ii'R.sfoh.omet-
riks, Vol. 26 (1961), pp. 49-63. · · . ·-~~~~;;~·-;::~-f~~3~'ifA::·:.·. 

63. A Bayesian model for the as..~ment ofpattem veri1icatioD:-:capabili.tie5 . .0n· .. : . 
. the basis of J3 priariprobabilities is presented by R. C. Dixorl·and P. :E:· :s·~~~:.::/_.::' ·. 

dreau, i,n "Mathematical Model for Patt.ertt Vermcaijon,, IBM Journal of;.::·:'" 
· .· Besea.rcb and Development, Vol. 13 <November ~~6~);:J)p. 717-721. :· 

64. Amrom H. Katz, Hiders and Finders: AD ApprCJ.!i~. fk.Evssion. and Insp«tion 
Technology, P-2432 (Santa Monica, Calif.: Th~:liallci ·a,rj5o~tion), April 26, 

. . 1sst. · · · · · · . : · -~~1_jif.~r:~~~~~~~~~~:~:~;~· · · : . · ~ 
65. "Verification Task Cited at Arms Talk:• ~e-New:.tcrk~7Yines<July 17, 1970), 

· · p. 3. Midwest Research Institute's summary re~tt;;V.~cation Aspects of a 
Chemical and Bioloii"Cai Weapons Arms ControlA~iiiebt; ·ACDAIST-150 

·(Kansas City, Mo.: Midwest Research Institute, May 29~·~969), Vol. 1, p. 20, 
observes: '~ardless of the ~~~t~~iy~, ~ctics which may be practiced 

· in either CW o:r BW ~ctivity, the ;~·alt~_f:hls~ion effectiveness is high for 
. .·: :-.-~ · .. .. . ,, . . ... . .. ·· .•.•. :•.•t• . •' 

, .on-site access, medium for plan~:.p-:erimetefaecess~:and low to negligible. for 
· ·.: : extra-terri tori~ access levels. TliiS:i;n:di.di~ ib~firispections conducted solely 
. at locations outside the border or"~- treatY' nation will not provide the neces­

: . sacy assurance of compliance witl·l-"8:.' CW arms-control agreement." But if 
deceptive me~-u~ :degrade the sup~y "high•• effectiveness of on-site 
inspections, p:!lysi~ ·-~ii~ may not be:··a panacea. 

· 66. Ronald Hingley~ .. 'I6-exitllnologicallnexactitudes, .. ProblemsofCommunism, 
11 (Marcl_l:Aprlll962);'reVis'ed and republished in Soviet &iuyst.l <August 

•• : · • ~ · · · . ••• • :; • of •• •• • • • • • 

. · 3,1972);:pp:·z:s; (Au~t. 17; · ~~72), pp. 2-5; (August.31,1972), pp. 3-6. Arnold 
· L. Horeii~(b~~g}it thiS ·wOi-k to my attention. . · 

67. Ibid., Pt. 1 '(Aug~.$(3,,1972), p. 3, citing Leonid Andreyev, ~an-Russian 
· Vranya" · · ··.:~~"'-: ',~/.~~·(f:• · ·. . · · 

68. 'Ibid., p. 4, citing ~~yevsky, "'A Word o:r Two about Vrnnya» 
. ~~i.:.):.ei.~; The Operational Code of the Politburo p. 48, quoting y. I. Lenin, 

./}~<f: ::\-pe/_~ Wor~ 9, 28. . · · . 
· .. · ::;·.~· ~ ;:j .. 70~ .. ·.lb/c.i;;:,:qu!)ting v. I. Lenin, Socb.iiJeniya, 3d ed., 26, 180. 

... }:>.f::'r ... 71. see:::~:){;hatskevic~, Sold at Velikilch Boyev [A Soldier of Great Battles) 
·-·;·;!;:" :~~~: :::-:~:.. (Mi.DSk':=:Academy of Sciences Byelorussian SSR, 1961}, especially pp. 258-259. 
·: ··<·:.r:~: -:72}:~i:~athan Leites, A StudyofBolshevism(Glencoe, Dliriois: The Free.Press, 

· ·· _,_,.~:"i~ ::,~~;;;;,c\:;·ig53):,' PP' 123-124 and ch. 13 pp. 324-340. . · · ·. 
· · ·, . : ·-::za;,:~)bii1/ p:l2£"·~ -~- .~ '· ;'.-. ~.. ·: :: ·:·::·~ -. :._._. ·. · ··<· .. · ·: ··: -~:,· •· •. .. -:•· :, ::? · e-:,:·'.": .. · · .. · ,: 

74:·· Bl:tt:m·an:· 'Tbe i::Jeci!jiiion ·otiJ:iie,· u.s; Senate, COmmittee ori. the JudiCiary. 
· . 'Internal Sec~ty Subcommittee, Abuse ofPpychiatry fi?r Politics.JRepression 
. : . . Jn tfieSovi(tt Unlon~.HearinCS, September 26, i97i!92hclCOn~ 2d ses5ioil, 

. . . Wa5bington, D.C., 1972. ·. , \"!!~.;.,;;~~· .· :··"'· ·"5->• .; : , -.. · 

/ 

.... 75. Arthur Koestler, Darkness at Noon, New York, 19~, p. 47, quoied in Paul · ·- . . . .. . -. --~-------:..._ __ ___::...____:;_:__..;__: ______ _ 
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76. •"I'wo Fragments," in Edmund Stillman (ed.), Bitter Harvest: The Intellectu­
. B1 Ret--oft Behind the Iron Curtain (New York. 1959), p. 137, quoted in .~ks. 

Controlling Communist Bureaucracy. · · .·':0:~);:~ ~:- :;i 
7i. K. .Urbe, Russian Patterrl$ oflleactioD to the German Air Fo.rce, .P$.i\f.:1Iis­

torical Study No. 176, Historical Division, Hq. USAREUR, Juli.~1~·s~ •.. pp. 

4~5. 68 et seq. • .. i~q.:~::r-~!:;1:~~f.ij~~>: 
78. Ibid., p. 68. .. .. ~. 0 .. _ . • . .. : :: : •• • ••• • .. : •• 

79. A SpeCial Operations Staff for cover and deception planning ~"cited in' M~j:~·)·~> · 
General V. Matsulenko, •'Tactical Camouflage of Soviet Troops in the First-"·:.'.~( · 
and Second Periods of the War," Voyenno-Istoricheskfyj:hurnal[in Russian], ·.~· 
No. 1 (January 1972), pp. 11-20. By 25 October 1942.:th:e.Supreme Command 
in Moscow was issuing operational deception oide~~to DO:n and Southwest 
Front commanders. ·'~;:~;~.J~f~~-~~~~;;:~~~l2;: 

80. V. Semichastnyy, "Sovetskiye Chekisty v Veliko.Y·.Qt:e:cbe5tvennoy Voyne," 
Pravda (May 7, 1965), p. 4; tr&n.$1ated in · Sovi~'f'IIzteiifi.eDce and Security 
Operations (Collection of ArticlesJ JPRS 55623 (4 Ap:ru~.i~i?l.- p. 107. 

81. Major General A. P.· Zakharchenk9, ••stratagem in .MoaE!"rn· cOmbat," [in 
Russian), Vl:Stnik .P.rotiJTovozd~¥.~H)~~py[Ant_i-Air D~fense CPVO) Her-

. ald), n. 9 (September 1970), pp. 7~1P/trahSia,t.l.~:c<>~ ofLilita 1. Dzirkals. 
82. In his Order of the Day ofFebniiif.:f..23~1~4~i;·~4{i:fii:~iauned: ''the issue of the · 
. war will not be deeded by such a ~~ntlaey: r~c&;·i ~:suddenness, but by such 

·permanently operatil\i factors as th~.~t~~'ith of the rear, the morale of the 
army. the quantity and quality ofth~:diVisio.cs, the armament of the army, 
the organizational abili~ies of the army:C6~anders." Impediments to doctri- . 
nal innovation through l953, and through the ••revitalizing influence" of the 
20th Party ~n~· iit)9-~f3 are noted i.Ji. Major GeneralS. N. Kozlov et al., 
On Soviet Mil/fiii.j Scleilqii,.: p. 209, and Colonel A. A. Strokov, "Military Art 
in· the Pos~~~·:i>eri.od/::-:.T.sWrlia :·.Voyennova /skusstJTa [History of Military . 

. Art], Voeni.Zd~~··M6SOO~~:l96&/~h.l7. . -
83. "Changes iri· ,·tiie':C'Qri~~t and 'Nature of Modern Combat," Voennyi Vestnik 

(October 1966);·trilii5laied in William R. Kintner and Harriet Fast Scott, The 
Nuclear RevolutioTi l!i~SdViet Militar;y Affairs, Oklahoma University Press, 

• · · Nc:>rynan,l968, p. 873:-:=·:·· · . . · · · 
. , . &,4_.} f.f~~(¢.:I!cle, "Can Nuclear Deterrence Last Out the Cent~ry?" Foreign Ar­

. .,. .,(:;y.:.;fS:[i¥$.1': (;t~uary 1973), ·p. 275; R.I. Widder, "Launch on Warning," Air 
. · .. ~:~,!·~·-:;~_:: .. - · Univeijftf/leview21 (January-February 1970). . · · 

.. :.J;~?§{~?· See TP.'e,FJ!Trestal Diaries(New York: Viking Press, 1950), Entry for March 
- = -~~;:.{;:::;::::.:·::h·5, 194S/~( seq.; Eberstadt Task Force Report, Hoover Commission Report, 

.: ···~:~:.)~~{~<Ap~.ii'~.ir·G(Washington D.C., 1948), p. 4; and press commentaries, especial-
·. : · :-:: .. ::.-·:;Jy;"~rit'~~-~e~n~ "WarSc:&re 1U-0Se·from cray>&nata.'' ·xile W~hington Post 

'---- · 

· .. ~.,. :~~~r ~· .. ~~~J;~~-!i~,9·{!-~~·~·;q.2~.~~,e~ A}~~t<!.o.:!.,P:~; ~~ 'Jl a:r:•;'~ .. The 
Washinr~n N~~~~m~r ~(), ~948); ~d,J.obri .(7: Norrl$, "Truman's Cut- . 

· · · Back· ~iSJ~.~;~~oE~rP:i~}'g~~f:C:,4l4 .~~~/f~r'~n- ~~~!tarY: P~a·m," 1 
The Wa!iliufgton Post .. CJiuluary·s; 1949), PP-~ Ai, A4; · 

86. •'Pulkveia .. Abela paligs· GOrdons ·Lonsdeils;" [Goi"don Lonsdale, Deputy of 
Colonel Abel) Liesma [Riga, in Latvian] n. 5 (May 1967), pp. 21, 22; also see 
Leninskaya.Smena (February 18, 19, 21,. 22, 1967). . . 
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87. ba,"id ~.KoreB: The Limited War, Pengcln.'Books, Bal~, 1970; ch. 8 . 
Cf. Allen S. Whitting. Cb.i.Q.:l_ Orvs$es the Yalu; CNew York: Macmillan, 1960). 

~. The US-USSR Treaty on the 'Limitation of Antiballistic Missile Systems 
signed in Moscow on 'May 26, 1972, states at Article xn. para. 2: "Each party 
undertak~·not to interfere with the national ~b.niCa.l means ofveriacation · 
oftbe other party operating in accordance with Paragraph 1 ofthis.iirti~ie." 
Article xn, pal-a. 3, provides: ''Each party ~dertakes not to ~·oeli~rate 
concealment measures which impede verification of national tecbrii'Ca1 itleans · 
of compliance with the provisions of the treaty. This oblig~~Q~-~~~~~h~.:- • 

. 'require 'changes in current construction, assembly, conver5filii~;-~r o\ie;~~\il ':;:.. 
practices." Under Article xm, par-3.;. l(C), the parties shall "eonsider ·ques-"::.:::-:.:·:'· 
tions involving unintended interference with a natiorial technical means ci( .. ~;_: · 
verification.'' See also Article V, paras. 2 and 3 ofPl~~~terim Agreement on . 
Certain Measures with Respect to the Li.mitation.~r*$iegi_c Offensive Arms, 
exec~ted on May 26,1972, and cont.aini.ng i.den~i~_pto~~~;on noninterfer· 
ence with national means of verification, anc(t.he:prohibi~il or concealment 
measures that. impede verification of strategi~\~~~~?ibe SALT ~terim 
Agreement, also signed on May 26, 1972, was appi-6yed)~j.t~e U.S. Conit-ess 
in House Joint Resolution 122 on September 30,1972::-~pti~lic Law 92448, · 
86 Stat. 746 (1972), and the text of:~e agreements in )jJ}'artr:pent of State 

· · . . · Bulletin, 66 (June 26, 1972), pp.-~~i~~2l~~~~:~: r;· .. ; :r .• : : • •• 

.. 89. Whaley, Stratagem (1969), ~~~§8/P~~~~4.i~~F~:.: · ... - _ . . . . 
90. Ho:relick and Rush, Strategic Poirei!'and S<?Viet..Foij!ign Policy; Roy E. Lick-

. · .... Hder, •'The ~ile Gap Coni~;.;;;sy~fit?l!.ii~ Sd~nce Quarterly, 85 (Decem- . 
· ·. her 1970), j,p. 600.615.- • ·~{~~:{~.'~~:i·d_. .. 
91. A: S. ~ker and A. L. Horelick, SoYl~(fiqJicy in the Middle East, The Rand 

· · ::: .·Q)rporation, R-504"-fF (Santa Monica,~ cilif'ornia: September 1970), pp. 30-31. 
92. Nadav Safran{~~·.-waf. to WaJ# (Ne~.York: Pegasus Press, 1969), pp.ll5-

118, citing M~~~-:Hasanayn Haykal in A1 AhraJlJ(January 22, 1965). 
93. See espe9ailj:p8.ra. ~(afo.t:U~.:.G:eneral Assembly Resolution 1884 (XVTID. 
94 •. In May ·~·965 'S:Yriari·:'and ·Sovi~(sources suggested. to Nasser that the Israelis 

. were prep~g·~-~vade ·syria;' Radio Cairo. August 30,1965. In 1965, Major 
· General Agav'S:i{~~-:1itta~hed great importance to the situation in Syria~" and 
_ noted that among~the.dlsinformation assets in Syria the KGB had influence 
on two new spa pen: 'Bittman,· The Deception O:uDe. p. 158. In supJ)9rl of the 

,;;~(factton-:torn Ba'athist clients then in power in DamascUs, the KGB mounted 
. .. ~.:;jj~f,~.~.: &,~~~iif~J:mation campaign ·in the fall ofl966 respecting an Israeli,}ordanian­
_ :·?.:::~:;'.":<·· · CIA ~~thie&t" to Syria. On October 12, 1966 a Soviet Government note claimed 

. :;:~~:;:y( non·e~i;.t ••concentration ofisraeli troops can again be discovered along the 
::·t,~;t~~:i ~i·?!~\!;,. S~~frOntiers." See also Ambassador Fedorenko's charges of an Israeli· 

·: ;:::?::.<~~.';attack'p1M in the U.N. Security Council, October 14,1966 . . 

. • I 

. f., .. ! . • i .. .. . . .. .. '.-· - .. 

. , :=9~~-~ m=. ~ly May 1967 Syrian and Soviet intelligence received information on . 
· · ·: :" ~)_; ;.:¢-::~'P.I.,ll.r¢ci~t!P.g~cy"pl~ ~!~~PPX:~.4{.1f~~·~dlof..9e~ .t.e~~-~perations · 

,·: --:; .· .. ~-:,::'t'j:o~ ·.:.~yri~~rrj~ry:_W.adav&ifran, From Warto:W-?r.V.egasus1 NewYork, 
. . . -. 1969, p: 217.) Syrian military intelligen~e Front HQ added diSinformation on . 

• -... ~:; ~~i · J).raeJi.~pC?hiliz.;!tion· plans for· a. ground attack into'Syri,.Q.~oq,§.i '~""~information 
. - :, · . .. JP.~Y· ~~~r haye originated in Damascus, whe~ ~ll~ Ba'athi.st regime . 

· · -- · ·. ''· ···· sought justification for· secret police raids on dissidents in the wake of reli· 
--- . ....!:::::::._.~ . - .. . ·---. - • • • • ~ . 
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f"'""""". --·-- gious turmoll.-''There 'wes almost ·certainly no truth in Russian reports oi 
large,'lsraelJtroop_ concen;rations' at t~ time." (Willie Morris, Ho·w the 
Arab/Israel War of June,. 1967 HappeDecl, Center for International Affairs, 
Han,.ard' University, Cambridge, 1968, p. 43.) The first alarming repo~-. to 
Nasser, perh.aps claj:nicg tnobilliation oflS Israeli divisions, was attph\i~ 
by Nasser to "our Syrian brothers,'' not the Russians. (Radio Cair¢/J~ly· 23, 
1967.) "On May 8, two Syrian intelligence officers arrived in C_airO:~:~:pd _in- · 
formed President Na.sser of an impending Israeli attack again'S.~·-:nai;rias<:us ... 
Information from troop movements was corroborated by Leliailese s()fi'~ce5:~:;.~--~ .. · 
(Sharabi, .. Prelude to War ••• " {1970), p. ·49.) By May 10.- 'i967, Na.sSer.:iS::·) r...> 
reported to have ~ei:ved intelligence on the massing oflsraeli troops on thE(./· 
Syrian.border fro1n Syrian intelligence, Soviet mtelli&ence, Libyan ·intelli- _.· 
gence, and Egyptian intelligence. (Eric Rouleau e~1J,~;·Jirael et les arabes,}e 
3e combat, Seull, Paris, 1967, p. 73.) Allegedly b~::Jj)On q~ryption of cipher .. ..... ,r .. ... , 
traffic, on May 12, 1967 the Soviet Ambassa~of~ ~~ -'t.~P.Qtted tO Moscow. 
''Today, we passed on to the Egyptian authonti{;{ilifofiii~tion concemmg the 
massing of Israeli troops on the northern ftonti~~~f~f.~;¥:~~rlse attack on 
Syria. We have advised the U.A.R. government to tilke~a;e:necessary steps.'" · 
(Michel Bar-Zohar, Embassies iD Crisis, Englewood Clift~~-~jit~~ Jersey: Pren­
tice-Hall, 1970, p. 1.) The Soviet ~i,Iig :9f.May 12th ma/have alleged that 
11-15 'Israeli brigades were mobili·i~~g,~~g)h.~.'Sytjan border, for an attack. 

·between 0400 and 0500 on 17 Miy~~i9sf·(k~s;yrl~ii:-~~emment communique­
on May 12th procl;)'fmed an lsraeli-..pl9.~; ,~~d~:biJordimianl mer~enaries and · 
agents within Syria. On May 13tl{SY.fii!.D))efen5e Minister Hafiz al Asad 
provided Egyptian Defense Minister-·:Alrier similar warnings of an attack · 

· · early ~n the 17th, with.)Srael's Indepeha~ri'ee Day on May 15th to~ used as 
. ·a "cover" for mobiii'~Uoif: (Walter Laqu.'eur, The Road to Jerusalem, 1967, 
New York: ~c;,;5ii~ri;'i$6:l, pp. 76-77.) This Syrian warning, on the heels of 
a Soviet waniliig 'that m~y have misrepresented a captured Israeli contingen­

. cy·plan as ~~.Pprov~g6~-e".l~e~W decision,led ~contingent Egyptian war 
. plannin{oi:(May:lath.' SOm.e .SOviet officials believed that the .. Defense and . 
. Policy Com.rcit~,A(th~ Knes.Set on May 9 granted the [Israeli] government 
powers for milita:fi' operatiqns against Syria. Israel troops moved to the fran-

- tier of Syria were ale#.=Mobilization was proclaimed in the country [sic)." 
. · . (~~~~ent of the Government of the USSR, May 23, 1967, in The New York 
... :r~)1$es;·~y 24,1967, p.l7.) A:r1 Egyptian delegation in Moscow was notified 

. ·. ~ ~~:~~~~:}iha'(:~~~~twas 8 premeditated plan" to invade syria. (Radio Cairo, June 9 
· ;_{.~~{~_~:.:~: · and -J~l.y.'~~ 1967.) Those elements of Soviet warnings to the. U.A.R. that 

<.-;:·:·~~~,'i:;i:·-, include<! statements about Israeli mobilizations along the Syrian border were 
~;:'.;:;.~f:~;:S:'i~}~.:~ithe~,Jh'~ sole result of Syrian disinform~tion or the results of joint Syrian· 

· ··· ;:·~.i)j~f$9:y.;~K4~tnformation, more likely the tatter u overhead reconnaissance data 

. ~-:i\~~#~~:}.f.~.!&.,~ .. 9P.:.M~ ~1;4?',W~1 ~9eJ~~~t~~ -~~#'ri.m~~~9~~}tt .~ .d~f:er . . . ~ ... 

.... 

. : ·aiJ:-#srael~ .i.1vasio~ .of-Syria_,l?Y· :Pr.~mp_~ye .mob~}~~io~.-~nd_,J>~.e~ar,edness . to . . 
execute the 1906-approved ·war-·p1ans. On-May 14th,· a delegation under the 

-Egypti~,~ie(p.(~~~9e~~~ -f.~~ ..... l!~ ~~atched~~-D.~m~~s. both_ to 
exchange. in.~~_i,gep~~~a;p~_. t.Qi~r~in~--~~i~r,Y,. ~pe_r~tio~:~t~~~Q .hq~rs 
on May 14th, all Egyptian armed foTc:eswe~_~]Q~~-QJ.l alert (a! Abram, Cairo, 

· May 17, 1967) and two divisions were readied for movement into the Sinai • 
• - ... 0 • --·· • t . 0 - --- - ---- - - -... __ .. _ ___ • - •• -
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Anticipatil;ig a threat to passage ~ough the Straits ofTiran, and not ·daring 
.to allow a preventiv, Egyptian execution of the 19~ war plans, Jr..nown to 
Israeli intelligence, the Israelis' exec~ted preliminary UlObilization measures 
the follo'Wing day, May 15th. (E.g., Bar-Zohar, Embassies in Cris.is, p. 21.) 
Before ret~g from Damascu3-~n May 15, General Fa"'-zi cabled res~~ng 
the lack of confirmation ofisra~li mobilization on the Syrian border •. ~h:a(the 
Russians "must have been having hallucinations." (al Abram, CairO;~febru· 
ary 25, 1968.) Nonetheless, prior intelligence and reactions ha_d:~~t:IrLtrain 
circumstances req~g a show of support for the Syrian b,ret!jr.~~·P!:Ai~, · 
armed forces were placed on emergency status on May 16th, a:na··~ooi>S.i.ii.ov:e~V ·; ... 
into Sinai Later that day General Fawzi handed the Uni~·Nations ·Em~r.:::?:.:;­
gency Force (tThTEF) Commander a demand for the ~~drawal "imniediat.e;' <(' 

. ly" of all U.N. troops from the border: Since as la~~~-·~iay 20th Egyptian · 
· officers were told that it would not be neCessary tO~~~ the Straits ofTiran, 

it appears that other miscalculations resw~Xmen t.li.~· p.N. Secretary· 
. General indicated that a request to him woul~)~Ji~ij;-but sufficient to 
. withdraw all UNEF forces from Egyptian teiHiOiY;·~jili~fs~ch a request was 

submitted on May 18th, Israeli Ckneral Dayai;: ~~~~~f~nse · Ministcy col· 
· ·. league5, •'this means war;" predicting both closureoffl!~.'9¥r~lts and guerrilla 
-~. activities along the Egyptian fron~·: Tl:ler~after, Israeli wa1::mobilization and 
. · d~eption planning proceeded.apace;~&ubject. to cancellation in event of a 
; .. political ac:c:ord.. Nasser announ~~~J>~}.Q:5.il\E.t::~(-~h~·:S.~~ts ofTiran on May 22. 

1 : ·· : . The formal Israeli decision for\wi;t~c;a:m~ ~~~<:J:~e[·3~ 1967. and the attack 
r : · · ·: · "comm·encecJ on June 5, 196J. Th~)~e,~~l'f~\MSO~et disinformation appears 
r: 
I : 

r : 

.· to have been significant in conjunctioxf"!-,!ith"linanticipated actions and I:D:iscal· 
culations of other parties. (See Safr~~~'J7o.m War to War, p. 275 et seq.; 

. Walter Laqueqr!~ :.~f:.l?facl to JenJ;;j_e_;n;:p. 71 et seq.; Michel Bar-Zohar, 

1 : E.mbassles ii2 CrfsiS..Jiassim; Emery KeJ:en, ed., Hamma.rsk,jold, The Political 
, : .· Man, Funk & W ~~)~ew York, 1968, ~h. 37. ''The Hammarskjold Memo-
' . · randum,'~. p:p:. ~i'i0-177J ;:~· ··=·::: ;:·;··,.,.. .. • • · 
; : 96: · Whaley, :·~~~azi{J.969·~~/~ A67, pp. A605-A628; Barton Whaley~ 

. r . . "Public ni:Pici~·acy.~·ofthe Soviet Invasion of Czechoslovakia in 1968," 
Fletcher Schoot~f ·Law.and Diplomacy, Medford, Massachusetts, December 
1, 1969, MS; Bitti~;~.j7!e Deception Game, eh. 5. The role of East Gf!nnan 
'research institu~;::ili\d . of Czech and Soviet conservatives. notably Vasili 

. · .. = ;;:{~~~~ .~d Pyotr Shelest, in funneling disinformation to the Soviet Politburo 
/~5~~.::;.:t:~~i:~h.~ ·s:~er of 1968 should not be discounted. See "'Kremlin Official Felled 

. , .. ;\ \;::..- · · · ~ ~~e Iotrusion; Politburo Member Shelest Spurred Czech Invasion 

. /~·>:·.{.. ·. with~J.i:ahe, Reports. Sources Say.'• Los Angeles 7lznes, December 26, 1972, p .. 
·.: :·i.)\:.):~~~~.l·: ·. A14.C}~?/;;·· . . .. . . 

· ··: ·=.: .:~::.·~:(~;·:Iz:t .. ·~~.Prst half of 1968, Soviet surfa~e-~air and MRBM missiles were. quiet­
. · : ., ...,;·.i_~.~{~f:~~id,~pJ~Y:~J~ ~Oq~~.Mq!J~PP.~~ .~.4PB~!~ .~~~/~lJ:}Q •. ~~68; Sing Dao 

· .. :~ ·:t ,. :·,. •. ,:y.!J.i/1. R.s~, }iong·.~-~~,.#-~~~. ~. 1~68, p .. _2. Th.ese ~~~~e:s ~e~e ~~n as a threat 
· . . .. · -.. , .. . ::,.,.~iQ :Chm~,nu.el~ofac.Uities in Sinkiang,and;to.ind.ustrial ~;r:-.~ QfMancburia • 
. . : · ;· .· .. '· ·:~ · ~d·, to .~~Jcing. ~~e Red Army troop r~.eP!9~~P.ts ~~ng the ~ino- . 

. , , ·. ~'. ""', ~· :f.c.MQt:tgoJi~ ~~rder,we!e ~e~ . .Slng DaoJih Pao.l:J()n~,~~J!~,J?~ber7,1968, 
.. :. : ·.- '. ~';,;, :P· 1; Non-Han minorities in Sinkiang and Mongolia were encoura.ged to emi-

. '= . ~grate to Soviet-daimed territory. and dissident ~~:S~ l!~~~ o~:i~ls we~~ 
"<~a . ,. : . 
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~lie~edto ~in 'flie-Sovi~t Union.' Ch.i.JJa News .A;~vs.is, ·No. 76i, August 1, . 
1969, p. 2. Some 24 additional Chinese divisions were reportedly redeployed 
to the Sino-So ... iet border. Sing Dao .Jih Pao, Hong Kong, December 9, 1968, . 
p. 3. The Political Commissar of the Sinkia.xig Military Region spoke <?penlj.· 
of possible invasion by the "Soviet revisionists." Ta Kung Pao, Hong:$ong, 
October 8, 1968, p. 1. And Peking condemned the invasion ofCzec'\l9~1~i;.~k:ia . 
.fen-MiD Jibj'aO, Peking, August 23, 1968. Only in Septem~r,.~~~~:·~id a 
Soviet journalist with KGB connections :flaunt the Brezhnev d~tnne3.n;ihe 

•. ~a CO_!l~x.t_: ~·'Th~ . .f~ct ihif.·~·~;·a~Y.-~~-~~~g~~·~iri\~6~:;-: . · 
slovakia and •might'offer active resistance is, according t(Lthese Marxisf.':;,:;·:.,. - - - .. ·-- ·- - . . ' . . . ..... ·. _, . 
theoreticians, no reason for not applying the [Brezhney] doctrine!• The Ne~·:.' ·,:~~.., · 
York Times, September 18, 1969, p. 5. · · /f~·~;. ··~'· 

98. By May 2, 1969, "several hundred tanks, armored cii~;i~d vehicles of Soviet 
forces had moved into a disputed area of sin1#tii/'P~k,ing~NCNA, June 6, 
1969. A Soviet journalist with close Ministry ofDef~~ ~ilfracts, Konst.antin 
Simonov, raised the specter of a Sino-Soviet ci~jfh~~:~·:i~3!(i.e., at the Army 
level. ••Thinking Aloud," Pravda, May 4, 1969. By~i~J~9. Soviet ••military 
exercises., were viewed in Peking as a componenh>f~;~;mtl~ ·war hys­
teria.'• "USSR Nuclear J:llackmail .J;»olicy Doomed to·F~i;~·(Peking, NCNA 

. International Service, June 3, 1~~9-?.:~ing in June 1969 Soviet officiala 
undertook what were mislabled:~·~·&#f~~).pqu~~ of at least·some fellow 
Communist leaders, both those 'fii:P9Yiet'iWEas~;n:;Europe and some out of 
power in Western Euro~, on ~£~(#Quld;~J~~::·f"eaction to such a So"iet 
strike [on Chinese nuclear facilit1esj}!:}cl1:?.'iiDers M. Roberts ·reported, .. It 
appears that the inquires were made~~ffije world Communist gathering in 

.· Moscow last J lllle ~d .la~r repeated a(al:iother place." "Chin·ese-So-..iet War 
Rumors WoiTj; "Q~:~~: .. ~:Angeles 7fui~·(August 28, 1969}, pp. 1, 27. "Dis· 
Cieet., inquiri~ _teS"Peetfug:an attack facilitated by surprise appear designed 
to reach botp )h~· tion:~.~:~~t press and officials in China. In case the 
message had ;~ofbeer{'clearlj'received, by late August 1969 "the question of 
a possibHtp~rnptl-i~ ·~tfik~:~iai~st China" was raised in a circular letter 
that Mosco~~~~trlbu.ted to Foreign Communist parties and Eastern Euro­
pean governmenbt(Jtiltr,iso~ Salisbury, "A WarofNerves," The New York 
Times(September 1'8~~.~9): p. 5. Appointment of a missile specialist,.Colonel 
.Gen-rr-U V. F. Tolubko;"is commander of the USSR's Far East Military Dis. 

. ; :}~ti1Ci~~d.public mention of the appointment ir. August 1969 added to the 
,t:f.~.j~~-~·~~~6~~=:&~aya Zvezda [Red Star), Moscow, (August 6, 1969). Chinese offi­

. ,.~)~t·~};y· ci81S~:c.!~i.#~ by mid-August 1969 that Marshals A. A. Grechko and I. I. 
.. ·;./;JN:~::,·.~ Yaku~!~J#y "openly threatened to start a nuclear war.•• Peking, NCNA, 
"' : .;c;:.;r,::;:f:!~~;..Au~~(lS/1969, in Tillman Durdin, "Red China Charges Soviet Is Mobiliz­

. ···~:::.:,~_;:~;\tj;D.g,'.:r1J!,'e ·New York Times (August 16, 1969), p. 4. By late August Radio 
-~ ~·.;~,i{W,V.~·:'tenned :theU;S;-and USSR-'-~ourmanrenernies'•but ·~Soviet· revision­
. ·~ :. :• ·,::~~¥-~!:Wks ·:.•tHe' e\f!ii;D~· ~~o· ~hreate~·~· t.t.s·' th.e· m~t:··'Tinm:a.~:nuidin~· "'Troop 

·· · · · ·-·, · :·' . t' 'Mo~etn'etibriil"Ch'iiii·~port:ed;·h '_2Jie NeUiYorll'Ti.ttiestkugn~t~3o~· 1969>. -p. 
· ·' ·· ' '5 .. The Jiucleat··scare camj!~ign''reach:ed itS l~t ph:a5e With ·a<Moscow dispatch 

· from·V:ieiOtY~vi~n'y~~th-:tcuft"Viet.or'Lo~~·~). '&~~Yirtb(;forthe KGB, to the 
London Evenlfii Ne'ws~oti'Septeriiber 1'7; i969,.~!itAting that a Russian attack 

•• .!:.. _;·:.:...· a:..· --~~ the ~ese nuclear site ~t Lop Nor was only ••a questi~!.l of strategy." 
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"Con-trove~ial SOviet Newsman Hints Russians Might Launch Atta~k on 
China," The N~w York Times (September 18, 1909), p. 5. . 

99. Apparently with So-viet assistance, the Egyptians conce:a}ed the extent or 
personnel traicix:lg and preparation for movem'!nt ofSAM·2 batteries into the 
Sue~ Canal 'ZOne during July 1970, tha\1 execuu!d a "crash" installation·· pro­
·gram between ~ugUSt 3d and Augu.st 7th. lsr:leli intelligence cl~.~pat_':at 
Je:ast six SAM-2 batteries wera moved within 50 k.m. of' the canal· .8/te.ithe . . r ... · - · ·· ~ . . 
midnight deadlintt on August 7-8. Soviet technicians also moved .SAM-'3.bat-
teries into the "'standstill" zone shortly before the midnight ~A~qiiri~~~:~nq 
sltertbe deadline the 3000 or so Soviet personnel and Egypt;in~=ioiin~·:; . 
made 40-odd SAM-3 sites and additional SAM-2 sites operational, builf~~~::::::; · ~· . 
dummies, and shifted the battery locations within the ~standstill" zone. Coire~:,:~·~,:~ · · 
and deception operations led to excessive Israeli estimates of new SAM-3 · :··. 
·installations, misidentifications ofc:eaSefire violat~~~~~~d difficulties for U.S. 
intelligence ~ysts with an inadequate data ~;e·:qi:f'eo#.~rations prior to 

·the Au~u.st 7-8 deadline. The evidence of ~ti~'9r ~~¢fViolations. aRer 
Auglist 8th was ambiguo~ even acknowledgltig'ihe~1clans' work which . ,•·-:·.·:: .... . .... .. 
made o~rational additional SAM-2 and SAM~ battenes:·On October6, 1970 
Egyptian Foreign Mip.ister Riad claimed "the m~ti~;li~~:hlready been· on 
our territory and Qur men had COI\lpleted their trai.niilg~;;;}This was a sur-

. prise .•. on the days or a, 4, and:s~tX~1.~cluding eaef{nig~t. we moved 
in all the missiles we wanted #if.,;#9.~.~t:~;.li.f.E.N.4, October 6, 1970, in 
Arabic, 1304 GMT. OfU.S. U-2 ph.otb$'Itf~if~ied '6ii'6ctober 18,1970: "These . 

··· photographs, very frankly, mea~trl~t~g}uid·· ·tbej can prove nothing. We 
have to build alternative positions for.-the nli.SSiles. We have to build also what. 
we call dummy positions. .•• And w~·~~:P~r ... that the Israelis, when they 
attacked l'rl.."t sites,.Jour of them we~~:'d\tinmies., ABC TV "'Issues ·and An­
&Wers" (October_ls}i~ioj;~:zcerpted in iiedrick Smit~ "'Egypt Spurns Su~ge9-
tion ofToke~:M~iie'i>U,liback," The New York .7Ymes(October 19, 197u), pp. 
1, 6. See ais<i :Aif'red Frlendly,..!.'Admits Error on SA~ Charges." Washington 
Post(Au~e2o ... ~~'10>;· ~. D. ·Horne!, "Israel Spelh ·Out Missile Claims: u.s. 
Says It :La~~;'~vi~~nce,"· ·w~pjD Post(August 20, 1970); Peter Grose, 
"'Israeli Say5.'EiYP.t.Has 50 Missile Battenes at Suez." The New York Times · 
(October 27, 197())~Y~1ndebted to William Quandt for some of these refer­
e~ces. It is reportedthat·:a U.S. reconnaiSsance search satellite launched on 

. .. ., •.'.'~~ly 22, 1970 provided.~ partial data baSe before the ce~fire. Philip J. Klass, 
. :::/~t:~·~eepl~g the nuclear peace: Spies in the Sky.'' The New York Times ~/aga­

i .. ,;:·:-.:;~~:~ ~ ···.:·.ftjJ;;·(september 3, 1972); that the data base was not timely is suggested by 
: :, !~··\'.:t' rePo'ftii.hf.~an intelligence breakdown" in which requests for aerial reconnais-

:>f.;~}~:·!;~~~:·"·· sance-:\V~ not passed to U.S. intelligence until "'almost the :very hour th~ 
i · : :.:;.··. : : :1.t:-;-~{:~~~ 'was to begin," with resulting adininlstrative, political, and weather 
! ·. :" . ..... · ~ . . . .. . · .• ... . , .. . . 

, . · -· ·:.- :.;:_-~;.~~;d~hi~:YWt.~a~y,-;V~~ .~~·:~telli~ , l?eg~~ .. p,rq~~:S~ . P.·~~ t~~~ .the 
. . I . . . ·:.;).! .. p.,~,.S:lt'and .U~AJ.t :We~.viQl~.Ung the. ceasefire te~s J>y :~~~~~.mo~. S.t\M-: 

,.. . . · · :·.2:'and ·SAM-3'missile·sit.es·mto ·the stand "Still zone; But the intelligence was 

I. · ·. consistently ignored-for-.'political reasons!' Be:gja.Qli.Q. \y'~lles,}'~,..LS . ~f .the 
.· :· ·. C.I.~"· The N,ew. York Tirnes.Maga.zine (Aprill8,19~l).::p! ~·~· . : ~ . · :·:· :·,, .. 

· ·. ·· ! · ·· 100 . .: L16neJ · Giles, Sun Tzu on the Art ofWar. Luzac & Co., London,-1910, pp. ~~7. 
L ··- _· See also D. c. La.u, "'Some Notes on the Sun Tzu," Bulletin or the School of 
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r ---- OrieDtal SDd AfiiC3D Studies [London}, Vol. 28, Pt. 2 (1965), pp. 319-335; - . 
. Brigadier Gi:!neral samuel B. Griffith, SUD 1Zu, Clarendon Press, Oxford, 

1963; and Scott A. Boon:nan. "Deception in Chinese Strategy: Sci~·e Theoreti­
cal Notes on the SUD· Tzu ~d Game Theory," in W. Whitson~ (ed.), .The,Nlli­
tary B.Dd Poh'tiCJll Power iD China iD the 1970s, Praeger, New York.;.:~J2. 

101. Observation ofNathan Leites, in 1970. · .-}t;~/ · 
102. Giles, SUD 1Zu on the Art of War, p. 29. .. -~:?,•~~}~-~~;~:. 
103. Boorman, supra, 1971 ed,. p. 10. .;~;:};?,r.?;})]i:·.; ... 

J - 104. Ibid., p. 5: .-~·~~i:-~::;:5·.-: _-;,,:{t;l~'i~.:~:-: -
105. See Thomas.A. Brown and EI!.li.x: H. Shuford. Jr., CommUIJ.f~'ifri3 Un~~Jiak~:;::·;· :·. 

ty in lliJ lDtelligence System, The Rand Cor-Poration, ~-1185-ARPA, 1973~ ~··/:·:~:(~· 

. . ' : . I : . 
i .. 
I'. 
l : .. 

. . . . 

106. Martin Shubik, "Does the Fittest Necessarily Survive!~~ in Martin Shubn~<~­
(ed.), Readings in Gamt~ Theory and PoliticaJ .Beh~0.·0£"I:>oubleday, Garden 

· City, New York, 1954, pp. 43-46; S. G. Cole and ~ • .-i.::P:iiillips,. "The Propensity 
to Attack Others as a Function of the Distributi~rl:ofResOiir.ces in a Three­
person Game," Psycbonomic Science9 (1967>/~~:·#~~~{qj_ii:H. Willis and: N. 
J. Long." A:Jl Experimental Simulation of an Intei!:iii~ionat.:Truel," Behavioral 
Science 12 (1967), pp. 24-32; S. G. Cole, "An Exami.riati~I;:·~fthe Power-inver­
sion Effect in Three-perso1;1 Mixed-motive Games," Jouffitii~~f Personality & 
Social Psychologyll (1969)~ p. 50{~.:~A; .Hartman, DeveJopment B.Dt! Test of 
B Model of Conflict in a 7Tual,:.COO~ratiotVCo~ict Research RepOrt 71-1 • 
Michigan State University, East)~~tli;W~h.i$~~:).~71; and L. Shapley and 
M. Shubik, Gllille Theory in Ecoi./bi{Jilis, The·&=ntlC<>.iporation, R-904/2·NSF, 
J 1973 2 d 2 .. : .::::-~:;=- ... ::-~·.::::.;··· ..• . 

anuary • paras. .2 an .3. •·· .. ::·-·:.:.•:.·.-··.:· ::· 
107. Mao Tse-tung, Sel~ Wor4 n, pjt-.isil.ss. 
108. Warren Kuo, "CCP .. \Yartime Secret":sertice and Underground Struggle," 

Issues & Studies[Tru'Peii"Vol. 6 (Au~i'i97Q), p. 58 . 
1 

1 : 109. Warren Kuo, jWBJ)rtic il.f.s!,ory of the chinese Communist Party, ch. 41, ex­
cerpted in IsSueS:& Studies [Taipei), Vol. 7 (October 1970),- p. 67 • 

. l ·. 110. Natalie G.~-~·-~b~U,icr~~t~6~.~·. National Review, Supplement, Novembel" · 
5, 1960, pp; .$41-846/fhiS·analysis also claims that the Sino-Soviet rift was 
more the p~~C:(ofCommUD'i.St disinformation than a genuine schism, claims 
that are disputed ·#]~~n~d S. Zagoria's careful study, The Sino-Soviet Con-

. Dict.1956-1961, PrlDceiOn·University Press, Prin~eton, New Jersey, .1962, · 
.~ ... 

esp._ p. 403, Note 1. ·.:,.:· 
11 V .l{enileth E. Shewmaker, Amen"can!J and Chinese Communists# 1927-J 945: A 

,:::£1>~\P.e'#!~f!lrjlf. Encounter, Ithaca, New York: Cornell University Press, 1971. 
,}.!'~{~2: War:_:~~ Bureau, Ministry ofNational Defense; Republic ofChina, Mili­

-....(~~\~.:"} .• ~ . tary ~J!IU"gns in China: 1924-1950, translated by Colonel William W. Whit­
·<·.:i;f.~!~:::;\;~~J:·.~n e{~-~~Military History Office, MAAG, Taipei, September 1966, pp. 12&. 
; . ·.·.',:~::.?;~{~~~:l?.P:::·:~:);:-~. . . . . . 

· ··· ,,.,. ·: •. .,. .• · ·. ":ii·3"~~~li~~i~on ·.:Week,.&.Spa~-T-echnolc~y,.Voh-'9&t(February ;J_2,,1973);·p. 11, indi- . 
: .. :.-: : .. · < > :;;;·~tiS-that mBMs we'i~·-~red in Wesd~lliiha blve silos'b;i·tb~ year 1972; this 
; .: ,,...,. ·'"" ,.J·~~JJ~y· pr~e· rejection··offi.Xedi>omt ICBM:sitings~ ·or;reliince on superhard-

. · • · · ·.:· "': · ;.,. ~ · en~~fij;~ :Sites::·,-.. .~. ' '-'· · ·~ · · '7.;, . , · • '·<, ·~··; .· .. ·. · ··. ::·· ~~-' . • ·· : · ··· · ... . · 
114.··· Cf(ou~·;Eh~lai;"ihterVieW"With:D:-'JankeoVic~:editor. of Vjennik [Zagreb], Peking, 

August 3i; 1971"."' ··:·-:.:'·· .< .. • ·· ·: ·'· ·-:~:,' _;:<:;::. .. ·· · 
_ .. . _ .. __ ll_S.:..~·an~.~~e ~~i~--~~~-e~~~:_ _ fi_o_r ~~~~~s ~ev~lu?onary War~t~~Y- .. 
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'Problems of Strategy in ~a's ~voluti~iiaiy War,"' Red Flag[Pekmg}No. 
9 (September !972), pp. 18-23. 

116. Personal Co~u:aication of H. Wen~orth Eldredge. The OVERLORD ca.Se 
is the subject of a paper Thoma:s C; Schelling brought to my at~ntion: Mark 
Smith Thompson, ••The Lure and Related Elements of :Military Strategy: A 
Game-Theoretical Approach,'' B.A. thesis. Ecortomicsr Harvard COli~e. 
March ~ 1968. Thompson identilies the risks of stratagemic de~9n):nd 
countermMSUres b.lsed upon reconstructive inferenceS. But Thoci~:n·~~ 
nomic modets are Ii'lore hetprw than his highly incomplete rus;o~:c,a(i~P~~~- -- -
lation. Since the OVERLORD stratagems were so numero~:-a.Ad.-·varl~~ 1-his ~; .. 
case involved risks of reconstructive inference far less substantiaJ tbari·t105e:.-:·; · ~- . 
in many other cases. See Whaley, Stratagem, ps.ssbn,-and Thompson, ch~- 4~::::~;~ · 
pp. 25-44. Thompson misses the partial counterstr~cig~m completely. -··' ' 

117. Peter Ustinov, RomB.Doffana Juliet (New York:,~9om House, 1958), Act 
. n, as quoted il\ Whaley, Codeword BARBARq{/§1,~~t' .j.f~: .. . 
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IV. COUNTER-DECEPTION PLANNING IN AN·~ARM:s·=?(;:·.: .· 

'• ·: '· f .: ...... :: · ·.':: .;:.:_; · ~. 

CONTROL ENVIRONMENT .. · ·~ ··' 2.:.-;· : .. <·: 
. : · ·· ·::~ :~.~:~~':" 

. ·. . . .'i&~%f;f~:~;~ . . . . 

: 

: .· 

Before turning to the problems stratagemat~;~;;~-for arms cpntrol 
environments, we may wish to examine one set of aiiD.S P>i\~lJasks that is indiffer­
ent to stratage.cn and another set that is confused by ifi'a·:P:C1ii::exercise of deceptive 
capabilities. Those ·of us who underscore· stratagematic -..:U~~~~1~ties dwell upon 
those intelligence problems deception pl~n~ers can complicate:'y ~i'there is an array 

. of arms control intelligence problems 110~ ~~vbl~g d~epti0n: These are intelligence 
battles waged agaiD..st the natural envil:6iii±i~ii~~.6~~(:o~using but not intentional· 

~ . · ly deceptive. 'l'here are, for example, Scl~~t.,ifi:C 'iii~~~~~~:iij~dgments that pit man. 
against his pbysical environment: Can 'ti{ry-; g~: ~s.J'ei:/store<i in deep submersi- · . 

~ : ~ b1e capsules? Can waste nuclear mater:i~~t~¥:·weapons manufacture be safely 
: ' · handled in various ways? What are the radioactive contamination risks in acciden· 
.: · · tal nuclear explosions? Wh'at:are the risks otlD:"adver..ent weapons or missile explo-
• · &ion? Nature being as .~~bJe a5 it is, we .~ fortunate not to be burdened by 

natural stratag~.~ ~i·\.::~{!. : .. )~:·=.·.:{;;. :;: · · · · . · . · · 
· There is also .. :a:j~rige of .stra~gic; intelligence problems involving deceptive 

systems· nQtint;e~$g" ~ ~~e~Y.~: Wb~n"_~i· flock of geese appears on radar screens as 

I
. a set of Soviet DO'~bers~.:~e ' showcl"ri(:ognize the misidentification as a problem of 

signals and J:Joise, :iii>t~pf.Qblem of deeeption. Similarly, moon-bounced radar echoes 
tentatively identified &SICB~!S·.may turn out tO be noise, even if radar systems.are 

I 
otherwise used in deceptior/p~grams. With foresight, not hindsight, we. must be 
prepared.-~ treat sucli probiems as ones involving possible signals, sprignals. or 

· nois.e,:f~~t*~ Can.not be sure that a · fleet of Soviet bombers is nottrying·to present 
· '.:f~.4iii·tin'~~:;s .~f;geese, or that a salvo ofiCBMs is being iaunched so as to simulate 

:· .~?::: ·;i:Ji·oon-bou·n~.~·radar (whether our own echoes or the usual patte~ of foreign 
·· ::.:·~;..'::~®n-bounc~tf~lssions). 

. '\f5~l~l¥A~~~t~;r~; · __ - . 
DECEPTiON IN THE SERVICE OF ARMS CONTROL 

; ._ 

Just because deception can degrade the performance of intelligence systems, we 
should not conclude that all strategic dec~ption is detrimental to arms control. As t 
we move from symbolically important b1,1t technically modest agreements (like the 
limit.ed · nuc1e~ test ban) into more ambitious arms control measures, we will re- ..-

. ' ... : , -: - ~ .... . .. . 

· .. , 
.:, . .. · . :,. 

...... . ... 
: ::~~i:: 

.: :. - _-·_,: . .. 
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r quire su'bSW:itial"eichaiiges of strategic information. "FU.rtber, both the Soviet and 
American intelligence services :will tend to coll~t more information than they can. 
effective!)· handle. Perhaps they will reach the conclusion (probably erroneous) that 
the best safeguard against deception is an expanded collection program. In any 
event, as they collect that generous quantity of data they think they need, th~y will 
incidentally acquire data they may find interesting hut that may be des~~llfzfng. 
They may detect some information that would yield greater advantage·tp·~a::first­
strike than in a second-strike, or that might allow countermeasure desiin~'jeopard-

i 
' izing entire weapon systems. . . .:;~ ~::: ;·:v;::;:~~i::~. . ·• · · 

. In thesa circunw..ance$, the ~lecti~e ~mplo]ment ofstrat.egic.rl~~~f~t~~~¥.i';Y..b;;~ ~ ... 
mutually advantageous. Deceits oflocation'reduce vulnerability to'preCision~4~. :-'·;: ~' ·· 
attacks; deceits of direction of movement reduce vulnerability to attacks based uJ>on·:· .. ):­
discontinuous reconnaissance; deceits of number clusters)?~igbten inefficiencies of :.:.· 
attack allocation. But decoy programs sugge5ting (falselyHugher overall production 
-not merely false configurations of a known total-may,:t~gger :b~w cycles of weap-
ons procureme.rit, iokica.l to arms control inteJ'eS~Prh.e »;t6i.\iiting of selective 
deception programs may perpetuate or accentuate'~~,;~~~1it=Jar lower cost and 
with greater effect;iveness than some incremental w~~~~~~~s.s For exampla, 
it has been suggested that even the sea-based missile laun.~l¥g.·~y#~ms may become 
vulnerable as surveillaDce technologies advance, and that oo~u~ritly restrictions 

. on antisubmarine warfare and oceai\ :.~~tu,aries should be t~~ subject of prior 
negotiation.' But if the natural no~::~t:t-ti·{~:'a.r~ not sufficient to confuse 
sensor advances. then the sprignals of.~~~~ghf};fd.~/ifthe effort is undertaken, 
so as to ·preserve most of the undersei·:~t:f'~~~-:f.~~~:.1'~om sudden destructio~. 

Deception can se!"\7e a.n:ns control obj~~~.ey. ·~aintaining deterrence at lower 
overall cost, by prolonging the immunity of.~Xi$tiilg strategic systems from surprue 
destruction, and by assuring that if detefi:e'il~~: fails the ensuing holocaust will 
involve the exc~ge of·~~a.tler levels of de5tiu·cti~E.· J.he uncertainties generab::d 
by deception p·rogra~ are j'ust·those that shouid. deter 'pressured executives who, 
with good teason/:.dCi 'il'ot fulljiirust.the technical judgments of their military and 
intelligence adv.i.Sets::. ..::ih·;~\)}·;;:;·:/:: :0' . . , 

. · .. : .. .. · ... . .. : .. :.·,,. •. :. ....... ·.< . ~;. ·. ~· .:··.i .. ' ·:.. :· .. : •. :· • • . • . 
Some of the ·~e· people whO.·asstime 1t appropnate to mount strategic decep-

tions in war may be·:~l;~~t tO mount deceptions for 'arms control. If they have 
become victims ofGe0rg~yY~¥,ngton's cherry tree syndrome, they should re-exam· 
ine their illOgic.• . · · ~.:;.~:-(~:~:::·~ : .. · - . 

· If.some .stratagems coritiibute to the stability of arms control arrangements. 
th~ri . ··~" i&;ili;te~:<leception system must be sufficiently discriminating that it can 

. .. · .. /·ideritiiy' th·~:~ppi-oximate purposes of detected foreig-Q stratagems. Otherwise, chief 
. :· ,.:-::= ;·.executives.inilY.l>e tempted by simplistic domestic pressures to abrogate agreements 

-.::~·;·:::·;/iihat rema.iri:~t"Iilutual advantage. . 

-, ,:~~0~:~~)f{ItJ~f: · · ··· .. 
. < .. :·· · THE: NECESSITY,-OFCOUNTER-DECEPTION CAPABILITIFS · · . . •· . 

. ·-· · · ··' · ... ,, ·: ~·SOme -read~n.- ·may 1iritJ ·it ~strang~:.to··inttoauc~'·an argilment for .. counter..Oeeep;. · · 
. .. . tiont:apilbilitie:s-~th,a·n:ooetdst1-&t:agenfili ilie1semc.e or arms control. What deceit . 
L ·-~.a~~ _we. J:ere? Non~ is 'intended. A.~mi_t~!Y.(it would be better for all if ce~~ 

f' • 

· r 

. - . • ~ · :··.''< 

. .. ·:· ·.:·. :-.~ :·· 
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..-- ·· stratageo::is remained undetected, but there ar$ eom~lling· reasons to have a coun- • 
ter..Oeception capability. It is important to have a counter-deception system that is 
not only clever in the detection or foreign stratagem<; but also sophisticated in 
evaluating their import.. ..-:;·., ... 

Section n of this report provided evidence on the efficacy of deceptio~Tiif":the 
fut;therance of offensive military action. ·The Whaley data suggest th~.~· .~:ilifelli­
gence collection accelerated (compa..-bg World War I with World War.Jlf~e'fe,was 
acc-:!leration in the incidence of sur,!)ri.:re and tbe mounting of deceptid~:~t~·rtiier •. 
m,;,St of these stratagems served as t:be bodyguard of military off~h~l.yes." ,~~.~~:~?:\·!·~;· ... · 

)f one objective of arms control arrangements. is a reduction of incentives :(o~·::.: :~ :, . 
launching military offenses, then the development of counter-deception capabilitiei(:.,::. · 
by all of the major po~erS (and others who would reduce t~eh: .defense vulnerabili- ··· 
ties) appears to enhance the prospects of obtaining tim~ly~.~~g intelligence"­
·warning ofim~ndi.ng military attack. As to surprise-d~p~¥dent~tary attacks-
to be launched only if surprise can be anticipa~ .. ,,~~~~:e.~.~~e;rient of strategic 
warning is a contribution to deterrence. This is no guaiamei{that a war could not 
commence in another fashion: by miscalculation; by a Wilit:i~~ .. to risk the retribu-
tion of alerted adversary forces; or by the mistaken· beli~f..~t":i{planned· attack 
would achieve surprise when, in fact, adversarles obtainecfsillf!t;lent warning to 
.reduce the vulnerability of their stra~ti_~J~.%)!~; ... ,. · . . . :: . ·. 

. If an "arms race"• is viewed in '.~~~~·~~(i::.Psi~hol,ogic8l context, we may 
identify the depth of mutual fear, d.istrtiS"t:~cH~i.D:atiori" as detrimental to that 
broader a'~te>nteofwhich arms control ~jii~~·~~¢:~E."By restoring a measure of 
confidence in the predictions of the wori~·s··ie~dfug intelligence services .. counter-

. decep~ion ·capabilities shoUld pro~de sta~:e~.:~th a degreeofreassurance .. One 
would not expect that statesmen would come ~· fiiist the behaviorofforeign govern­
ments (for they can scar~i,Y tr\;5~ other burea~ :within their oWn governments); y~t 
·a measure of trust~ .~epr~~ci~ ofone•s own intelligence services would provide 
the bedrock. for those . international commitments and reductions of tension that 
stabilize.po· .]icies ·bf·;:,e-.~"...nte. .. f .. =/·=:.;,::."-: : .. :;.,,. · · . · 

•• .. U1 c..c; ~ · · t · • • ·,· . . · . ·· · ·· · , . 

Difficulties .. fu:tfuiirigw.shihg·~u~lear tests from earthquakes, for example, have 
delayed the exte~i~ri of the. Umited ···i.est ban" treaty to encompass all nuclear tests 
for at least three rea!o~i .. ~.there has been legitimate concern that man could 
adapt his nuclear testing ~rogt.am ·to more fully resemble the seismic characteristics 
of earthq~akes, thus to avoid:·identification of such events as clandestine tests.• 

. Sec;~rid,)h~~)as been concern that unverifiable and ambiguous data might exacer­
.bite.~liitk~(io~Sl tensions and defense efforts, rather than contributing to a safer 

· : .~Xwori·d. Thiid;'·tlibSe institutions that were never enthralled by the prospect of a , ,-:.. :.• :. ..... . ... ..... . . .. . . . . . 
... ;:l·:;:_~.~ci;>J;nplete nuc1~~;test ban have more colorful arguments. and pohtical effect when 
-::~::\~~e~?.~.ion :.§.t#i~t be assured. . · 

. ··-:.~~i..:/~.e:::~fficncy'of strategic deception is a legitimate source of concern in strategic 
. ·· a·~~~~6~~~tions. Recognitio~ in the SALT I ABM Treaty and Interim Agreement 

;. - . · :,~.:: ·: ; . ·· ~.lli.Qife~i~~ .Y{a~~~'t?f ~:legi~ima~ rol~J~r."n~,t,!onal means of verification.,, is-a · . , 
milestone· in the juridiea.I elucidation of national rights of treaty verification. But 

.. (" ~ . . : .. : ~ . ,., ~. ·: jt:is .:n·ot :enough to have a right to con~~infonnation; .Jt;is essential to ~ properly 
·•· "!.: ; · •· ~organi:zcd· so as to make use of that information~ despite.thepr6t.edive bodyguard 

-··· •-· · of stratagem that en capSules it. So counter.<Jeception systems may contribute to the· 

. 
·~ 

.. -· . . . .. -
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range- of prudent strategic arms options, at least. as muCh as particular mea:s.ures of 
on-site verificatio.l'l, data from v•hich are. highly visible to deception planners. 

In the present context, 1 shall not hazard any recotrunendations on the organiz.a· 
tional characteristics of effective counter:odeception systeins. I shall assume the · 
institutional.iZatiooofsomecounter-d~ption capabilities to be worthwhile, bo~ for 
each national state :md for the conu:Dunity of nations. I shall further assume; that 
such capabilities are nationally b~ designed to protect command deci.Sio·~ -~d.· . 

· the 'intelligence systems suppomng those decisions. On these assumptio~;:i~ to 
proble:mS of arm.s control verification. as they relate to such col,i~i~~~~-~pti9n 

.capabilities . . ·. · ·- ---· --~-:--- _ .· ·. ;._, ,;;;~;r;t~f~!~~f.~~-

smATAGOOnc ~~~·;;; ARMS{~~koL 0 

.. 

ENVIR~~~~:. ._ . ··-- 0 ... • >_~t~fi~~~~~A~~;;. 0 0 0 0 

• 0 Three characteristics of arms control environme#~.:~f:e;Strata.gematic haz· 
ards: (1)_ opportunities for establishment of veri.ficatiol(p~~res •• f:.dlitated .. by 
one's adversary; (2) temptations to rely upon "facilitat.ed .. ,:.~H.6~qon capabilities 
subject to deception, termination, or both, i;1 that order; and (3)~fri~htives to confirm 
reassu.rii:tg trends, I COrresponding to th~ ~ttiq~, advantages in'~mS COntrol agree-

mona . ' .•. ~Ciiiii~~~- ~ . 
SAFEGUARDING VERIFICATION SYSTEMS 

• ' . , , I, ~ .. •: , , ' . : f : ,;:::~F_j~ .. 

Among those saf~~-f~at m,ight red~¢~~b~t not eliminate the stratagematic . 
wlnerabilities ofv~rificatioi:i 'systems are the"following: · 

. . . . /-_.1 ••. :.:·.-:; ::. . : ::;;.,.t;'i':~:. . . . . . 
• Maintaii(~~~k~up- · unuiUrii.Ity controlled intelligence surveillance of tar­

geted iif~~g~n~~- ~~hj~~~:: tO corroborate "facilitated" data collection. 
• _ Introduce::·~:-·~p~icatecf oc:Ounter-intelligence capability into any on-site 

· inspection sYs"tem;tO:protect the exact configurations of the collection system 
from identification. :Bh·d ·exploitation by adversary stratag&matists. -· 

• ... :. ~ign elegant infere~ce methods for the verification of arms control agree. 
.. :{-~; ~<::::~e~t;. on the assumption that advel'Salj' stratagematists are unlikely to 

:-:7~'f'::~.~-~:y~Ct;ver."• the more obtuse "indicator" channels. . . 
. . · !.t-=.\::" ... . ·. oiri~: - the variability of verification patterns to change the configurations· 

.. _.f:;:~':.ij_r . . . . of b:ot.h-.:~U~on and inference patterns, to maximize uncertainty among 
:,·:.::;r;t(: .. :~i;_: . adY.~¥.l-Y stratagematists. . 0 • 

'·.::_- ~;.(::~;~: ~~J(-.Jri~ the corroborative characteristics of collection systems, and revise 
. . .. . . ·:.:·:·(\:;J;,:~{~~-~:~~ ,~ata_ "~stings" syst:ematical~y. . · . . . . . . 

-: .. ,. ,~s., ;; : ·.; _t, ·'.{·,· ": i~':~--~" ;:):.~mi>hss~ ~ ciuili~y not ~qutuitit)diHl~ta '.collectioit; -·· : · · :· · 
: · .- · -

0 

-:::: :'· •• ' . '· . : ··· ··.ADal~ :detee~ ·stratagems · for contertrihllnferenees . . 
• • • 

0 
• Ma!n~ ~pedal survei.!J<Ule8 of ins~tion systems that may be- channels 0 

:::· .. ·. · · ;: <-' l:.: '·,>:··.'_ ,i r . 0 

.. .,.; ~0_-roFd~ej;fivt(infotmation. 00 
• - •

0 

• • • •• • . · ' • 

0 

• • -- • : 

;.; .. .-. ;-: _ ~ : <.:-
0

: . ~.= -;.~ ;.-:c-;-· ;.: .; ,.:. -~~--· '!_ti:lt _m~fe upon c.Orrobo'rati~e an~,Ytic techniques than upon on.:Si'te iitspec- . .. ... 
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--· - -· -tions "'facilitated" by an ~dversary V.ith ·a(h:ance".warning of arrival or prior 
knowledge of inspection techniques. 

• When on-site inspections are limited by a quota, subject all indicators of 
suspicious locations to rigorous counter-deception analysis as a m.e~. of 
reducing adversary efforts to expend a quota on "wild goose chases.'!'),~~i~e 
for ncrwarning reinspect.ion needs in negotiating inspection qq~t1~~~;: 

. . . - ~;,:~{::~::-~:;~:;;~ .- -

Aside from these specific r.ecoiilii)endatlons, I refer readers to the preVicl"t.1iai$~~ 
sion on strategies for. the detection of deception (see Section mf~t.i"·i.O pi~·~tot ·: .. 
actual field experiments involving not only "hiders'! and "finders," biif"hlderS" i;~o :~{:;~::~· · 
can sprinkle deceptive "clues" along ~th "1inders'' who m:e .~phisticated readerii~: .~:-~j . 
f tb " 1 " . ·"··,:.··.... . .. o . ese c ues. . ._,:::,,;;·;;: 

Some arms control arrangements may be of such ov~~h~ing mutual interest 
or of so readily observed phenomena that we need not·W'oro'abo_qtthe foibles in the 
verification system. As for less compelling arms CQritl:Ofim~ge~~nts, proclama­
tions about the wondel"S ofin~llige1:1ce technologf~::~iltiiil:~f~V'e.'way to sober ap-
praisals of predictive strengths and wealmesses. . · · ; (:?i:t~~:"r,~~.'~·: · · 
. . ·~':?~~{~t~~~~:~-

.:~t~!.;~>.i:~~--~:~ ·:!-'.. . . -:.I 

THE CONTROL OF. DECEPTION~~~:r~w.~~l~~;;~; :,'" . ·.-· · · 
· · ·· · · · #; ~·.···~~·.;:. ~~ '· · ;.::.._~ .. d.r:.;·.-;· .. ~;. ~. :.;.;- · . 
· It is worth: considering the asympt.0\1~:·~Wr9.ii~l{ot'fo~eign deception operations · 

and internal misrepresentations undertak~~Yi>y:{governments. Foreign deception 
operations a,re uo longer limited to the ·e;qg~~cies of national survival in war; 
"c.-,mmunicatioc.s., strategies .threaten elites'ffi·f:h~_ relatively primitive communica-

1 . tion systems; falsification ~~ines a way of iite; a technique some hidden Depart­
ment "D': will unleash wb'ene~er .a target of opPortunity appears. Not only is trust 

. in the internation~ :.~1~m Wl~~~ed but trust in the domestic policy is eroded 
as well. The "cr~~ility gap'~ ,~~~,Y.s. J:eliance on inter-personal communications; 
it destroys reliance·:~:D ·pne"s govemmeni, it destroys reliance on intelligence about 
foreign govern.tPeii'i5f8M·. j)erhaps It' destroys reliance on human society. · 

· · · · · What began as an ~d· fP·:~urvi~al for the threatened state, when left unchecked 
became ,a threat to humaii;;SOclety. In the late 20th century the recognition that 
communica~ions could be easily manipulated threatened domestic confidence in a· 
varie;ty'::of~'natipnal governments and impeded international arms co~trols that 
. ~iititiiay~ ~i~_at.P.d the risks of thermonuclear devastation. Although much of the 

· .. ~,~I~ contr~l·d~li~t.e roctised on the rhetoric or "inspection," it was clear that the 
., ·.r~:~:~ibilities of~ipulation exceeded the grasp of"inspection" capabilities . . 

:.:':'.·~t:;::= ;:r\:Jn.:jh·e-~ly .. 1950s, studies by Albert Wohlstetter. and others suggested the 
··-~,~~~@tti.4tg~~.iierability of retaliatory forces, despite efforts to create an effective 
. stfaf~~-d))~q;ber and earlY,wal"lling sy~tem. By l969.~when-Whaley. analyt.ed rela-
.: tio'nShlpd~etween deception' and =sutpnse.iti war, many thought that strategic forces . 
:·· .wer~suffiCiently ·invulnerable;.that strategic war-ning was ·not a necessary compo-

nent.of eff~tive deterrence(,Nevertheless, opportunities.f:or. deception had kept pace . 
with "improvements~!:in: mtelligence systems; and if they had not threatened deter­
rence, they had ~t Jwt-t-equite<l'greater' effQrt and:re5ources·for the maintenance 
of that deterrence. Others foresaw a future period of strategic ·instability, where the 
"eopard of strategic warning would once aiD be a matter of grave conc.:::.er::..:n;;.:;·--

.. ~ ; . .' . . '-:-· :· 
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In · ~e quar"..er century follov.-ing W9rld Warn, deception p!an1;1ers were. largely .· .­
.forgotten men. But when they were remembered, it was usually in connectio'n v.ith 
a threatening internation.al .crisis. We should not blame stratag~.matists for conceiv-
ing of their operations,as weapons in a "zero-sum" conflict: what the enemy lost was 
their gain, and vi$:e versa. But peacetime, even an uneasy peace, is not. a ~ze~um" 
game, ~d in the thermonuclear age a war between the superpowers would:ilo~ . be 
a "zero-sut:Q"·game. It is important for stratagematists to recognize that ~~ei~iil~ve 
hl a "n.on-zerCM;um" environm~nl, despite their traditional involvem~J?."i .. #l~· pure 
conflict situations. If stratagem is to further national and internati~~afsee~rity, · . 
then deception planners must recognize their obligation to design_ .o~Y:re5p(,i1Sib.l~ . 
stratagems. The infliction of heavy eo:,;~;; Oii a foreign adversacyi• iS: not, of its~Ir;:·a •i.: 

legitimate obja:c:tive unless it is rlgoroll.31y related to broader objectfves. Short-lived~::: _:':' · 
strat.a'.gematic triumphs may generate a more durable ~. defeating broader ... :- · 
national goals. Yet the eonflicts of diverse societies invol.Ye,~htinued opportunitieS 
for reshaping tbe perceptions and apparent choices o(~~~~i-sa:ry,-partners. Within 
the framework of"peaceful coexistence" there are. ~~~~a~:i~l~ for stratagem. · 
What is required iS a sophisticated appreciation of's~tag~~#c:.needs and limita­
tions. This demands the thoughtful attention ofboth d~eptrori"pianners and govern· 
mental leaders who can no longer afford to view deceptio~·-·~;-~:in,i~itary ~hnique 
for pure confiict situations. It is one matter to urge responsibility:· and restraint in 
the~ of stratagem. and another mat~f ~- ~J!:peet cross-natioliat 'realization of this 

• . · objective. · ~ · · .):;:;;;,;::.::~~:;~;:::;.::A~ ~-"-·· · . · · . . 
• · · Enhancement of counter-decepticih'::dip~bti.ities.P"rOVides an alternative me~ns 
: ~ of restoring in~rity to transnational '~rilalU~j(:it{()~~-we can still urge restr~t 

and responsibility upon deception planrierS':'~d-. tHase who guide their actions, but 
I : . 

we need not end with verbal exhortation:: W~ :ean raise the likelihood of detecting 
and counteracting deception by managed ·~~ytic effort.· 

, . . . .. . . . '"~I;;}r,~:.%', . \i:-' . 
IS HOMO s.AP.iEN}A ·D~b~IVE SPECIES? . . . . • 

. . . ·:.:.::_(;·~~:-~~- ~~::~· ,., ;:.~::: '.~: :·; ._:_.: ~ ·:~/;~·:>: .·.: • . . . . . . 
. Most naturarsJ)eei'es".that conimurucate among themselves have limited their 
deceptive practice5'-'t0:·0Cc'a5ions when survival is threatened. Human history has 

· taken a different course; -M,clin the 20th century national systems for the misleading 
of fellow men have reach~ ·. new heights of efficiency. In 1967-69, Barto_n Whaley 

. an~yieci"deception systems that functioned in time of war and found that in preying 
:·: ~ri~human.· prejudice, preconception, wishful thinking. and the mysteries or'secret 

. . · .·=>· . sel-Vice' weir~. •;;tra.t.agematists misled their adversaries time and again. 
. : :. _: ~,:.~; .:.: \; .... Some · ~~th~:~'old boys" in London who excelled in these wartime endeavors were 
.. · .... :;:(}d~r~ ·by' publication of Whaley's StraUigem in 1969; to these gentlemen, Wha­
. · ~ ·~:: · · j l~y'.S"study j~jlardi.zed the "security" of still-secret techniques of World War TI. 
. . . . ···Wh~t. i~ey'Clid not perceive was that not only were most of these t.;e,.:hniques probably 

. . . :.:t.:~: . ~-~iPi~Wil: 'tC; · hl). the majcir Pc»w.ers :and to a few others such 8$. Isr~eli intelligence, but .. . .. _~_.-. :; .. ·~.>-~~~~~~~~~~~~:~~~~~~ ~~ ~~-~~~~t.;.~~~:~as~:~ 
... ' · ~.· 1 .:.~ .. :f\clnc;tipxajng_~thout recourse to nudear war. When ~~~~.p ,~not even trust 
,:, · ... : . L.. , , th«1:ir own-intelligence senices, knowing h?w likely it is tll.tJ.h,~y are ~i~g dec~ived, ' ,.-.· .. 

,. .. 
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, , it is difficult to e:Dt;r' intO serious international commitments. The degree of occupa­
tional paran~ia that would be required in such circ't;UDStances would· be likely ~ 
create personal and .international unbalance. · . . . 

In the domestic a.--ena. . over the past decade, alleged "credibility gaps~,· .. ~ave 
been daily noted by a watchful press. Despite the outpouring ofbooks on t~~.).~~~asy 
relatio~ between press and govenunent, there is so little empirical r~.~g~'}fthat 
one cannot identify quantitative trends respecting deception programS·alii)ed._.by a 
government at domestic targets. Consequently, it is pot yet possible. t9..:~~l~"tii.ei~h~ 
the skill or the frequency of foreign deception operations to the .~·:br'tli~·:tech~.;~ .. 
niques on the home front. . . . . · .,_ "i-Y · ·.-;::~:.:~·~~"-::~~:'/ :::. 

Despite the absence of empirical data, one. can identify .. ~e spillover of strata;::)·:·· 
gem into the domestic arena. First, stratagems have been .mQilnted against foreigt\_, .. 
audiences in the hopes of influencing foreign elites; next, ~(;~~tic channels ~reused 
to preserve "credibility" of deception themes aimed.-fil:)r~d;•:.~en, these themes 
have been "orchestrated'' in the domestic press. s~~·a'b~act tempts efforts at 
home. Whether or not there are "national securitf.f:~~~~~~inanipulations at 
h 

. . .... ;: .·::;;. -:· ·.·'!:, . . 
ome are often convement. · · · · ~:;;:~~~'{;,:;;.~·.,,,... · 

Foreign stratagems have met with such success that the~.=~r:~·~~ng incentives, 
_for the nation. and for the community of nations, to correct th~'iin.~iilance in interna­
·tional communicatioQS that has undermined .relia.>tce on predidi;,e instrumentali­

. ties. But ~ there a present incentiv~~i.icii-:~Uj~;~.<i~lopxQent of domestic counter-
. ~ ·,...~ ·~·.·.~··· . :· . .... .. ·.·.:.· .......... ... . 

deception systems? Probably there is ·~p~:_i,fonli~U#.:t.he costs of deceit within 
a society have been so high as to restraii{tlie:grQ:wil_fof~ phenomenon. so And yet, · 
the investigati~e ~urces ofnongovernill~~~a(i#fo~ation systems are often limit­
ed, or impeded in states that either lack cqps~i~utional safeguards or abuse them. 

· In foreca.sting the ro~ep[,.s.tratagem in ~u·~P:B:n society, can we derive any clues 
from the evolution ofotli:e.r:::Species? . ·-;:::.-.'·· . . . · . · 
. ' The literature ori :·Jiz'ierspednc mimicrY, ot the imitation by one species. of the 
behavior or other ~~de~ii,(:s ~f ~.other species, has its origins in the Darwinian 
exploratio.n of n:_~t~i-ili 5eJ~o~ji~Ci .. ~~olution.11 The mimicking of the warning 
coloration or otbei ·~h&ra~liStics .oftt .model that is inedible, poisonous, dangerous 
or otherwise unap~~~.~ potential third species predator is known as Batesian 
mimicry when the nl.ii:il.lciP:rig -species is edible by the predator. Batesian mimicry 

: involves an aspect ofde~rij;,DC8'8nd an aspect of mistaken identity, whether or not 
it embOdi.es. a conscious inteiltion to deceive. A second form of mimicry, kriown as 
M..iill~i/#.:·'r!?.fz~icry, involves the clustering of various species forms that share 

· .J~i)mmo1{~~t-n¥ig coloration or other obvious signals of undesirability io potential 
.. · ... f'pr6<kto~:·.:ii:l"s;.i~h instances, each species has its own defenses and means of adver· 

.. ·::·)~\:~ipg them;:.bU,tjbe grouping of the various biosystems in one habitat accentuates · 
· -· :.:,:;~{;:tlie::;yisibili~.=.Of.tbe warning messages and decreases risks of unwitting attack. · 

··:·::.·:,i§?j3~·~iat{\Oimicry, then, involves the deception of enemies through false warn-
. · ~g~&;lor~tfon, while Mullerian J;nimicry involves the education of enemies through 

. '. .·;~ . ·· ~>·:· •. .; . ·• , . .:.:..:-..~··· ........ ~u,.· . ......... _~·.~,; . • - ·· , .. • ·- • . . .... • . • • • 

' · '·.'.' · \' '9 ~~ •' : :: ,:-::·: • .• i"·:'b:lJe •W~g· CO}oratJOD· .. mterspeeifiC· i':qunsci)r. lS•the SUbJect Of eXtepSJ'\'e lllOOem · ;·. ·: · · ., . . .. T";' . • · . · ~ ;: · 
· · · · · \ :·:.•. :;··;.. :· ... investigation.· Mimicr.y" appears 'to play ll. l;iignificant ·role· in evolution and natural · 

• • . ; - I 

· · .~ . selE!Ction; Ba~an mimicry has permitted the perpetuation of otherwise vulnerable 
'."-;;t··.',:.;.:. ':'.•:-:.:o..Jifeoforms;-W.here.inedible;models. have been successfully- mimicked, to the extent -. ·.···:: .. :·.: .... :i:· ·~'· ~·­
. :·,...~, ,.-~:_,;:•; ·~'·dhat-they are ~ei-easingly attacked by mistake, mutant forms that are distinguisha- . . , . -.. 

•·-~_l?.l~.f~~m_the_species that d:a~s predatory attack may ~!olv:. Camouflage and inter-



. .... ... ·. 

Approved For Release 2007/04/17: CIA-f3DP83M00914R002300090004~8 
. 
. 86 

~~ifie n:ih:riicry play central roles Ui iltering the br.lance of life forms on this 
planet.J 2 

From the above -one may conclude. that primitive forms of deception agairist 
other life forms are advantageous, as are adaptations to discriminate the mimics 
from the mimick~. u But the experiences of biologists do not suffice to enlig~~n u5 
on our subject of primary concern, deception within our own species, m~·.-~iiiist 
man. Most of the cases of biological miJ::p.icry that have been investigat..E:_d~ppear to 
involve mimicry supportive of self-preservation, rather than mimicry·suppoi.tfv.e of 
predatolj' attack. There are, nonetheless, examples of interspecific. n]i~i~r:fY.i~ia~g·. 
advantage to pTedatory attackers or to parasites of unsuspecting b~b.14 ·--:._~E};~~;~.::: ... "::. 

Turning to the literature on what Wickler terms intraspecific i:umicry, akin 10~·::·:~::::·· 
the deception of man against man, one finds fragmentary. ~~~nce supportil;lg the· .. :· 
view that intraspecific deception for purposes of attack;:'iS~opoth uncommon and 
unsupportive of species preservation. If there were evidelic~:ofan.organism with an 
advanced intraspecific communications system BDd ::iL~t;W.U :j.n~bility to deceive, 
· tlili specieS might be identified 8.$ highly advan~f{:in6?~~~:a.~i:lnced than man. 
Although it has been asserted without adequate fo~d~ti6l:i~if!afsome social ~ts. 
bee; in particular/' were incapable of deceiving withiz:i··;~~~'~s®~. sophisticated 
search over wide ranges of communication codes among varl~~:~pt;cies has as yet 
faDed to identify a species' with both trte..l~m.munications and'finemory capacity 
required hi complex signalling and _ ~:.:~·(!)~i(:itial?ility to deceive. Although the · 

: : inability to deceive bas not been pr6~~i:i/.;¥c~t:i.(~Y.::~u~i.se as to organisms with 
: · primitive nervous systems, the infreqiien.cy':ofm~~i.fic· deception has been not­

·': ed.J• Rare instacce:~ of intraspecific deeept:i~rtj.·oHiistinctual misrepresentation, as · 
I = the case . may be, t.<;!nd to involve phenom~n'{s.upportive of species pr~rvation, 

' • particularly in associatio~ yri~h the :-eprod uc'tl":e:process. The African mouth-brood­
.ing .fish, Haplochrorr::is. b~/ii,·for exampl~~:,l1Se5 a form .of mimicry that ensures 

: · ·fertilization of the female:·~g.g.s~: The female takes her eggs, unfertilized, into her 
mouth. The male o.i.' the ~Peci~::proceeds to. place dummy eggs on the substrate, 
which the femal~:~ert.takes'·into: h~r. mouth, in the process admitting male semen 
into the mouth~~ :rertu~g t.~e:~ eggs in a protected environment.1

T Monkeys 
\ also use d~eptiort~betw~n the sex~ in support of species preservation.se 

Is man alone utu·~frig:cieception in intraspeci..fie attacks, as well as in defense? 
Apparently man has compan);::The praying mantis, and other insects of the mantid · 
family;.~ camoufiage in def~nse and deception in attack: . -

•. ,: .. ~.:~.~~::·::~:~.:·.~:..~ .. · . 
. ·l~·~,:·?.+'1i:;iDan~ is never fussy about. its food as·Iong as there is enough of it. 

.,;.9J;I~::Witb the:~~~ exception of ants, which it seems to shun, the mantis Wl11 eat 
-:;; :\ :/(;.:·· anythirig it can catch, including members of its own fainlly. All mantids are 

.,:::;~· .. .':::)::.: cannib~-:~d will just as readily make a meal of one of their own kind as 
"'=·:'::{:: .7:S..~~;~~~ som~:·~$er insect. If the male. does not step lively-and he ~pparently 

J · '·:::. ';~·:::::~;-~ly.does-;....the female will eat him, likely as not, right after mating. This 
, :;::::::t:eems a, rather unrom~"ltic approach to marriage, and as the noted biologist 
1 · ~.:~.--AJ~xander Klots has remarked, a harsh way of making thEt brid~m .. 

.... pay·. for- th·e wedding~ breakfast::.~· · ? ,; '; .. ,; ... ·, ·, · !· · .. · <· ..... _, -... · ···. · .. , ... ;. · ·~ · 
; . - . .. .... : .. . . . :-··: ·· ... ' •. ~- ' . : . '· . . . . . . . . 

~t~~tfic deception runnhtg counter to . the preservation imperative is a 
great rarity. The rarity ofth& condition sugg.~.t.S .. in i~elf. thaf.: ~ct.~lecti:ve advan­

~ tage is involved• and perhaps that this form 'q{4~epUori#within,a;specie$ is positively 
l-~dv~-~-~~· 'I'pose who ~~d b~-~e .. ~~~<?:.~l!' .. :.~r~ .fa!r.~ ]ov': ap_d_:,_war" 
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~ - might consider tl,latwhaf is permitted is "not nec~rlly in the-interests ofsPe<:ies 

, 
I 
J 
' 
t 

suni"•al. · 
Although thete may be no selective advantage JOrthe species in virulent forms 

of intraspecific deception, there does appear to be comparative advantage witf4Dthe 
species in favor of those who havE! practiced deception in war. It seems prw;le.nt::for 
.Jnan .to set about reducing the incentives to deceive his fellow man in .~gf.~ive 
.modes, by designing counter-deception systems rather than by merely . ~<:ijnating 
those who abuse opportunities of communkation. ::;E~F~::;~~~.iX~';:· .. ·. 

MethOdologies and systems of counter-deception, for the detecti~n'of.St~~em,. ~~ .. 
for realistic forecasting in '"iew of it, and for counter-measu.res where· appropriate·:,~:;:., . 
are needs of the present era. Stratagem between nations may be rendered less .:. ?. · 
deadly and less likely by establishment of counter-decepti~P:"stems. Concerning · ·- · 
stratagems -within societies, the watchful eyes of gove~efi_tand neighbors scarcely 
need .encour~ement.20 Concerning domestic chicanery }5y·go~ernments, those socie-
ties with a vigorous press and constitution~ safegu.a¥.&:~ ~iQ~:.the bums out."' 

As for our foreign troublemakers, however, ~e .. ·i.ti~ieiirli~iO-live with ihem. 

. . .,~;i~~l~~' 
NOTES TO SECI10N IV · ~ :=.t:~:t~~'~:-;·:.:- . ·:.... · . . ... . . · 
· · , · . · ·, . · .: · · · ..... ·· · · .. -~(flNt~~:tff;lt;~~{~;~!;i~::;~; ; .. · · . ·. · 

1. If nature deceives us, we suffer '(r.qn,i":what: lJUiye :~rined clandestinely dis­
jointed incong-ruities. We may pet~i~ve :Uicpn~i'ti~. but: not a malevolent . . ··· ..... ......... :,·.·. ::-::,• 
effort to twist perception. -: ::.::-:7 ·'_,.g·· 

2. Sorrel Wild.ltom, Tbe Potentialities :·~ifieception ss a Survival Aiel for 11 

· Retaliatory Missile:f'ofr;e,. The Rand ·O>rporation, RM-33»PR, November 
1962, sugge5ts that deception efforts are highly cost-effective when identified 
u.s. missile si~ba~e·a.low:·{ ~· 25 percent) probability of surviving an attack.. 

. . A recent ~Yi~Lcom~e~f.#Y>~o.~ the relative ease of concealing rocket . 
bunch po5itj~~·· ~J: ;nii~Je~;sto.raie sites and their duplication with false 

· targets o~e~:.a·~de.:ilrea. ··~ .CSpt. N. Gordeev (Ret.), "Protivodeistvie raz­
. vedke protivriika.i~ [COU.Ote~ct:ing Enemy Inteilig~ncej; Morskol sbornilc[Na· 

. val Review] No. ro·.(~ber 19i2)."'"pj;. 31.35. . . · . 
8. Richard L. Garwin. ".A}itiSubmarine Warfare and National Security;'' Scien­
···· t,i!i.c';American, Vol. 227, July 1972, pp. 14-25. 

-; .c·~~ see:I.Wiliiam J. Barnds, The Right to &ow, to Withhold, ancl ui Lie (New 
: · · · :::F~2~·: Yo~IC,~Q)~cil on Religion and International Affairs, 1969}. · 
·I · :: :;:·-~~:/~:5. I an:dndked to agree with Charles Wolf, Jr., that the phenomena that have 
;~·?·~~~~~~t;::.: .~involv~c(tli~· United States and the Soviet Union in heavy defense invest­
. · :Y!:~t:if;;~:i~:~i:hen~::~~"iirthe last two.decades are not accurately characterized·as an "arms 
. . ···z:;_~j_:!~ .. U!~;;J)i:i§ any reas:o.n~bl~ . definition of that phrase. although they have in-

.. . ; .. . ;.:... ·~:~::iroiVid::armamerttS competition. and. a set of little Understood interactions. 
6. -~~td Wick. "'Nuclear Explosion Seismology: Improvements in Detection." 

t . · Science, Vol. l75 (March 10~ 19~2), pp. 1~5-1097; David Davies, "Monitoring 

·: _ ;;.'.~· ·'"-!- .::~ ".,· .~ .. ~.~-:~~~:!~~~~~~r~atu~ Vol.· 241 _ (Jaiiuacy 5, 1973). pp. 19-24. · . .i 
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