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U.S. Secret Service
Examiner. j e
Phone: [E)E).BX7IC) DO
Fax: .

Emai

s.dhs.gov

(b)(6).(bXT)C)
Forensic Cover Report

Date: 05/20/11 Investigator: (b)(6),(b)(7)C
U Case no.102-775-680071-S

Investigative § axy:

(b)(6).(bX7XC)
§A conducted a forensic examinaticon of digitzl evidence received from the
Cambridge Police Department as part of a network intrusion and wire fraud investigation,
case 102-775-80071-S. This examination was conducted pursuant te a search warrant.

This report DVD is designad to provide information on what svidence has been identified
as relevant by the examiner on the subject digita] svidence. Additisnal eévidence may be
present if further information is proviged to the examiner,

ftems examined:

The following items are discussed in this report cover:

Acer Aspire One with serial number LUSAXODOC1001100181401 tontaining a Hitachi 160G3 hard
drive with serial number QCE2TH4H

A Rocketfish hard drive enclosure containing a Western Digital 27TB hard drive with sarigal
number WMAZA1626675.

An Rpple iMac Model Al311l with serial numbar WB025AX5D87.

A Western Digital Model WD1200JS-00MHBO 120GB hard drive with serial number Wp-
WMANNLO0G724,

A HTC G2 cell phone with IMEI 3%8116031962625 and serial numbar BTCI9SR2G3106. The HTC
cell phore contained a Sandisk 8GB micro SD Cara.

A Nokia model 2320 celi phone wich IMEI 012i85001723274

A flash drive with the markings HP and 8CE.

A Sony Micrc Vault Tiny.

On 02/11/11, the Apple iMac model A1311 was placed inta target disk mode and an image of
the hard drive was made using Access Data FTK imager through a Tableau T% Forensic
Fireuwire Bridge. Ths image of the harxd drive wes later examined using Access Data
Forensic Tool Kit (FTK} and Guidance Software Encase.

Cn 02/11/11, the Western Digital 120GB hard drive was imaged using FTK imager trough a
Tableau T35es forensic SATA hridge. The irage of the hard grive was later examinad using

FTK.

On 02/14/11, Hokia 2320 cell phone was examined using the CelleBrite Universal Forensic
Extraction Device (UFED) and SiMCon SIM Card Recovery.

On 02/16/11, the SIM card From the BYC G2 was examined using SIMCon. The SanDisk 8GB

.BiCro $D card was placed in & memory card reader and copied through a Tableay T8 Forensic
USE Bridge.
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Forensic Report

On 02/25/11, The Hitachi hard drive was removed from the Acer Aspire and attached to a
Tableau T3u forensic bridge and imaged using FTK Imager. The image of the hard drive was
later examined using FTK.

On 02/25/11, The flash Drive marked as HP and 8GB was attached to a Tableau 78 Forensic
USE Bridge and imaged using FTK Imager. The image of the flash drive was later examined
using FTK and Encase.

On 02/28/11, The Western Digital hard drive was removed from the Rocketfigh Bnclosure and
attached to a Tableau T3%5es forensic bridge and imaged using FTK Imager. The image of
the hard drive was later examined using FTK and Encase.

On 05/18/11, The Jony Micre Vault Tiny 8GB Flash Drive was copied through a Pableau 78
Forengic U8B Bridge.

The results of analysis of images of hard drives by Access Data Forensic Tool Kit (FTK)
will be contained in a folder marked as PFTK Report. The folder will contain a version of
the report in'Adobe PDF format, Rich Text Format and HTML seript. The HTIML version may
be viewed by clicking on the file "index.hmtl".

The image of the Acer was also examined by Md the Emergency Response
Team at the Software Engineering Institute at Carnegie Mellon. rovided detailad
analysis of the .bash_history file. The .bash_ history file recoxds, per user, commends
and keystrokes entered into the BASH shell terminal, which was the shell used on the Rcer
computer. The Analysis of the .bash_history identitfied several significant commands such
as commands that started the kespgrabbing.py python script, configqured the static IP
addreas, copied the contents of the ‘pdfs/' directory to a folder named ‘/vol/pdfa’ on
another computer; retrieved the visited the MIT guest registration web page; submited a
computer Or user name (Grace Host) and emall address (ghostdé2@mailinator.com) to the MIT
guest reglstration form; and changed the MAC address that would appear on the network
Moore also provided detailed analysis of three python scripts found on the image of hard
drive from the Acer. The python script keepyrabbng.py would download PDF files from the
URL "bttp://www.jstor.oxg/stable/pdfplus/". Moore detailed anelysis is contained in the
folder CERT Analysis in the folder Acer Aspizre One on this report DVD.

The image of the Western Digital hard drive inside the enclosure was analyzed by FTK and
Encase. The disk contained a directory “pdfs/®. Inside the directory pdfs were 97582
files in Adobs Systems Pertable Document Format {(PDF) . Examinations of a random sample
of the files showed that the first page of the documents was a covex page from JSTOR.

The image of the flash drive marked BP and 8GB was examined by Encase and FTK, The flash
drive contained a file “keepgrabbing2.py” with script very similar to the script of
keepgrabbing.py which was found on the Acer, The flash drive algo contained a file
“grablist.log”. Examination of grablist,log showed a list of numbers ip the same format
43 the titles of the pdf files found on the hard drive in the enclosure. The flash drive
also had an ISO image of Ubuntu om it. An ISO image (International Organization for
Standexdization) is an archive file or dise image of an optical disc, The ISO image of
Ubuntu could be usad to install the Ubuntu operating system. The Acer Aspire is sold )
with Windows 7 starter operating system installed however when examined it had the Ubuntu
operating system installed.

Spec¥a¥ Agent

0.8, Secret Service
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p6boc2 (Acer sridge Information).txt
----- revverecvseevevsseDiSK IAFOrMALiON-mmmcmmccmmecaacas

vendor: Hitachi

Model: HTS545016B9A300

Revision: P8BO

serial Number: 091209PB5806QCEZTHAN

Bus: SATA

Device- Simplified Direct Access

Capac t¥ 160 .0 GB (160,041,885,696 bytes)
e Media: No

Cylinders' 19457

Tracks per Cylinder: 255

Sector per Track: 63

Bytes per Sector: 512

vendor: gf_@m@ |

Model:

Description Forensic SATA Brid
serial_number: 000ecc0l 0003c05
channel: SATA

8ridge Access Read-Only: Yes

Bridge Read-Only: ves

Declares write Errors. Yes

Firmware ste;l)p'i ng: 4

Firmware build date: Feb 14 2008
Firmware build time: 15:02:06
Firnware build type: Release

Drive vendor:

prive Model: Hitachi WTS54501689A300
prive Serial Number: 091209P85B06QCE2THAH
prive Revision: PBBOCGOF

HPA Supportedi: ves
HPA in Use: No
0Co sup rted Yes
0Co in
Szcui'fg snbﬁorted. ves
se.
.':&”c ried Copacizy: 160, z% Gas0s g5 608 pytes)
m";w § RS T b?us}

page 1

--------------

--------------
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D6Docd
Created By AccessData® FTK® Imager 3.0

Case Information:

Acquired using ons 0.0.1443
Case Number: 102-775-60071
Ev'idencg Number: Hitachi 16058 in Acer
unique descrip; hi_S)
Examiner: --DIOXO'W(Q_
Notes: Hitach? 110UGE

P
-~

%&cer JEOL) . txt
1443 101008

! QCE2THAH

NI e e e g o et t e aa ..&—L-uu‘ﬂ.{.-a-u‘nu‘da’-dudu-u-

znformat'ion for £:\Swartz\swartz Images\Acer\Acer:

Physical Evidentiary Item (Source) Information:

[(Drive Geometry

Cylinders: 19

Tracks per cyi'inder 255
Sectors per Track: 63
Bytes per Sector: 512
sector Count: 312,581,308
[Ph¥s1ca'l Drive In{’omat'lon]

rive mModel: au Forensic SATA Bridge IEEE 1394 SBP2 Device
6¢00300

Drive serial Number" 01cc0e005
Drive Interface Tyge

Source data size: 2627 MB
Sector count: 312581808
[Computed Hashes]

MDS checksum: 3£58b440f1d8c20571c5fe124b683d63

SHAL checksum:  c6b568b0d06ea386d276F7cakede3d445d407F5a

Image YInformat

Acqirisition sxgrued’ Fri Feb 25 11:56:26 2011
Aggmit#gu finished: Fri Feb 25 14:58:51 2011

Tist:

Swartz\siwartz Images\Acer\acer.E0]
.\Swartz\Swartz Imag:s\\ﬁcer\ﬁ\cer E02
s ST
z Tima e
s.\Swartz\swartz m&“é%\am\mr EOS

m
oh

F\swartz\swiartz I Acer\acer.e06
\ \\s‘vm mmm gr\mer E07
E:*\Smnz\ﬂswmz mayes’\Acerw:er €08

.E:‘\smni\_s,wart, émg es\Acer\Acer.E09

2
Swar tzZ\swartz :cmmé%tem

car\Acer, 51‘1’

E rEz\Swartz “Ima cer\Acer.E12
.\sw §‘Swar:t ma%gg\/icer}acer El13
T aarss oagsswcerAcer 13

e FYACer.
\Eﬁ rtz\mr‘tz “Tmyges\acerNAcer,.E16

\‘q

PR B

Es\Swartz\

.

E~ Tmages\Acer\Acer.E1?
.\m sua 12 Iﬁiages;‘Mer\\ﬁcer l-:18

E20
B2 \Swart2) Zz cer.g21
¥ ‘zz:"* ""*“°§"“§:‘§2cer £33

Er\Swartz\swartz Images\dcervcer E23

A5l

+\Swart\Swartz Images\Acar\acer

Ev\swam wartz Images\Acer\Acer. gg

B artz 8! cer.e26
z:\gw"'mxgwa “g:{:“ \acer.E27

ss:\smirf:z\m:-tz Intages\mer\Acer E28

Page 1
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DéDocd (Acer.£01).txt
swartz\swartz Images\aceriacer. g2
Swartz\swartz images\Acer\Acer.
Swartz\Swartz -Ingges\Acer\acer, E31
Swartz\swartz Images\Acer\acer.E32
Swartz\Swartz Images\Acer\Acer.E3
Swartz\Swartz Images\AGer\Acer &3
swartz\Swartz Tmages\Acer\Acer.E35
Swartz\Swartz \,«cer\aqer‘,‘ggg
Swartz\swartz images\acer\Acer.£3’
\Swartz\swartz Tmages\AceriAcer.
E:\Swartz\swartz Images\acer\Acer. 839
E:\Swartz\Swartz Imsages\AcerdAcer.E40
Ei\swartz\swartz Images\Acer\Acer.E4
E:\Swartz\Swartz Images\acer\acer.E
E:\Swartz\Swartz Images\AceriAcer,E4
E:\SwWartz\Swartz Images\Acer\Acer. E44
E:\Swartz\Swartz Tmages\Acer\Acer,E4;
E:\Swartz\Swartz ‘Images\Acer\Acer. E4
E:\Swartz\Swartz Imdges)\Acer\aAcer.E47
E:\Swartz\swartz Images\aceér\Acer.E43
E:\Swartz\swartz Images\Acer\Acer, EA9
E:\swartz\Swartz 3 : m;_en\m_en.,gb
E:\Swartz\Swartz Images\acer\Acer. E51
E:\Swartz\Swartz Images)\Acér\acer /E52
€:\swartz\swartz ;tm;agz:\ﬁggn\&cgr,. ES3
E:\Swartz\Swartz Imagés\Acer\acsr,E5d
E:\Swartz\swartz Imdges\AceriAcer, £55
E:\Swartz\Swartz ‘Inages\Acer\Acer. E
e S veencer 2

t\swarta\swartz ‘Images\Acer\Acer,

E:\Swartz\Swartz Imagés\AcRr\Acér,ES9

E:\Swartz\swartz Images\Acer\Acer, 60
E:\Swartz\Swartz Yma swcgr_\-ﬁ.jc,ejnﬁ%
E:\Swartz\swartz Images\Acér\Acer.
E:\Swartz\swartz lmages\acer\Acer..EG3
E:\Swartz\Swartz ‘Thages\Acer\ACBK, E64.
E:\Swartz\Swartz .Images\Acer\Acer.
E:\Swartz\Swartz ‘Images\Acar\acer, EGE
E:\Swartz\swartz .Images\Acer\Acér. Eﬁg
E:\Swartz\Swartz Images\Acer\Acer.Ef
E:\Swartz\Swartz - Meer\Acei ;869
Ei\Swarta\ewarcs Epaperucerwacer- EI0
I\Swartz\sw ) NAter;EZ)
E:\Swartz\Swartz Imagas\acer\acer 672

—

.

' .

mmmmmmmearnm

E:\Swartz\swartz Ima cer\Acer E73
E:§swartz§swartz maggss”&c& ?‘éw'.-gm
E:\Swartz\swartz - Images\Acer\Acer .E75.

E:\Swartz\Swartz ‘Images\Acer\Acer.
E:\swartz\Swartz Images\Acer\scer.£
E:\Swartz\swartz tmages\Acer\Acer.E78:
E:\Swartz\Swartz IMagés\Acer)\Acer E?ag
E:\Swartz\Swartz Images\Acer\Acer .E8D.
E:;\Swartz\swartz i M‘ce:rmce'r.g%
E:\Swartz\Swartz Emages\Acer\Acer.E82
E:\Swartz\Swartz Iimges\Acer\Acar.E83
Es\Swartz\swartz 1mages\,mer&;ncar.;eg4
E:\Swartz\Swartz Images\Acer\acer. Bg
Hrmn: M

:\Swartz ' \ACer\Acer . EBY
E:\Swartz\Swartz Imaggs\acgt\:&t,éi?;;qs

Image Verification Results:
verification started: Fri Feb 25 14:59:35 %011
Page

e
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Débocd (Acer.E01).txt
yertFication finished: Eri reb 25 6:35: T

ecksum: £58b440F1d8c20571c5Fe124b683d63 : rified
checksum: c6b568b0d06ea3860276f7ca&ed03d445d407f5a ¢ verified

§

Page 3
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D6Doc3 (Acer HPA).txt

------------ r Y P w---—-a-----n--o1 sk Informat"onw—--—-—--.-u-----------—--—--—--

vendor: Hitachi

Model : HTSS4501689A300

Revision:

serial Number' 091209P85B06QCE2TH4H
Bus: SATA

nevice. siu‘)oiﬁed Direct Access
capac t{ 0 Gz (160,041,885,696 bytes)
emovable Media: No

cy‘linders. 19457

Tracks per Cylinder: 255

Sector per Track: 63

Bytes per Sector: 512

S ey st yﬁ-q:-f&;‘---8r1dge Information-----~=recceccca-

Yendor: FIOONT_]

Model :

Description: Forensic SATA Bridge
serial number: 000eccOl 0003c05
Channel: SATA

Bridge Access Read-Only: ves

Bridge Read-Only: Yes

peclares write Errors: Yes

Firmware ste?p'lng. 4

Firmware build date: Feb 14 2008
Firmware build time: 15:02:06
Firmware build type: Release

Orive vendor:

pDrive model: Hitachi #YS54501689A300
prive serial Number: 091209rB5B806QCE2THAH
orive Revision: PBBOCGOF

HPA Supported: ves

HPA in Use: No

DCO Supported: Yes

AL N,
’-\ o,

Secur t iappuge

ne ri:ed nﬁ 696 bytes)
ﬂﬁb r.apaﬁty. 1&3 lz %%53 696 &yy : 3

Page 1

_evoomaoeecwn o

--------------
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D6DocS (Acer pisk Information).txt
----------------------------- ~~-Digk Information-----~ecaveu-.

vendor: Hitachi

Model: HTS54501689A300

Revision: PBBO

serial Number: 091209PB5B06QCE2TH4H
BUS: SATA

Device: simplified Direct Access
Capacit¥: 160.0 8 (160,041,385,696 bytes)
Removable Media: No

Cylinders: 19457

Tracks per cCylinder: 255

sSector per Track: 63

Bytes per Sector: 512

Model:

Description: Forensic SATA aridge
Serial_number: 000ecc0l 0003c05
Channel: SATA

Bridge Access Read-only: ves

Bridge Read-Only: ves

Oeclares Write Errors: ves

Firmware stepping: 4

Firmware build date: reb 14 2008
Firmwace build time: 15:02:06
Firmware build type: Release

Drive vendor:

Drive uodg'l: Hitachi HYS54501689A300
prive Serial Number: 091209PBSBOGQCE2THAN
Drive Revision: PBBOCEOF

- - - - -

D e e e et ) ) ) WD B D >

TTrrTT sE e m e~ eenmmsnes=HPA/DCO Information-cescoe- e et DL

HPA Supported: Yes

HPA in Use: No

DCO Supported: Yes

0CO in Use: No

security Supported: Yes

Security 1n use: No

Reported Capacity: 160.0 G8 (160,041,885, 696 bytes)
HPA Capacity: 160.0 GB 5160, 41,885, 696 5ytesg

DCo Capacity: 160.0 6B (160,041,885,696 bytes

Page 1
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Bookmarks Page 1 of 2

872012011 Page 1 of 1

Bees aas T

Bﬁ:o@arkf%iicﬁ"lh T ;

Comments:

Creator: [HE0T]

File Count 8

Files

F'I. commem: . . A S B LB r mataae esies 4 4 s trerseres semsareen
Name o b bash history

Physical8ize =~ = 327688B

Logical Size 30038 8

Created Date L §O/2/2010 4:34:03 PM (2010-10-02 20:34.03 UTC)

Modified Date  1/8/2011 2:15:30 PM (2011-01-06 19:15:30 UTC)

Accessed Date ' 1/6/20112:16:30 PM (2011-01-06 19:15:30 urte) -

Path AcerE01/Parition 1/NONAME [ext4)/root}home/ghost/.bash_history
Exportedas =~ files\.bash _h :

e

........................ ces evame e

Name = . 7B221CO1dOf
Physical Size 20480 B
Logical Size 18780 B
Croated Dats 1/8/2011 12:51:10 PM (2011-01-08 17:51:10 UTC)
Modified Date 1/6/2011 12:61:10 PM (2011-01-08.17:51:10 UTC)
Accessed Date 1/6/2011 12:61:10 PM (2011-01.08 17:51:10 UTC)
Path _ Acer.E01/Partition 1NONAME [extd]/
[root¥homa/ghost/. mozillaffirefox/Bbovviro. default/Cache/78221C01d01

Path = .. . .Acer.E01/Partition 1/NONAME [ext4)/
[rootihome/ghost. mazillafirefox/9bovviro. default/Cache/BCF 18COFdO1

Spotedss . BeoBCRIACOROUNN

Name Carved [1630234].himi o
PhysicsiSize @~ na

LogicalSize =~~~ 15524B

CreatedDate =~ na

Modified Date ...Na

Accessed Date na

Path
Acer.E01/Partition 1/NONAME [exta)/

{root}/home/ghost/. mozillaffirefox/Gbovviro.default/Cache/_CACHE_003_»Carved (1630234}.html

file://B:\POIA nonboxed\FOIA Orig\Disc 6\Swartz Report\Acer Aspire One\Acer-FTK-Re... 3/28/2014
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Bookmarks Page 2 of 2

h o S—

Name ’__‘_m_:_w_Carved [176188)himi
Physicai Size " Tnia

Logical Sizé "~ 131318

Croated Date . nla

ModifiedDate '~ nia

Accessed Dats _n/a

Bt )

AgerE(i/Partition TNONAME [exte)/

[root]lhnmelghostl mozillaffirefox/Sbovviro.default/Cache/_CACHE_003 _»Carved [1761561 htmi
mes\Carved 176156].html

Name "9999"355‘"9-.,'?!
Physical Size o
‘Loglcal 8ize’ ,636 B
Created Date 11812011 1;27:53 PM (2011-01-08 18:27:53 UTC)
Moditied Date =~ .11812011'1:27.63 PM (2011-01-08 18:27.53 UTC)
Accessed Date  ~ T176/20111:27:56 PN (2011-04-06 18:57:86 (1TC)
Path Acer.E01/Partition 1/NONAME [ex14)frootjmome/ghost/keepgrabbing.py
_Exported as ﬁ!ss\kea pg rabbmg . htmi
F“‘ com‘m= . FPNNL ARG 2 4% 2ot sorratsroreratmans 6 b o 0 b0 u  srems s s s s dms s 5w e s S W B R RRGeessssssnsersnamunnnnens
Name .. KEEDGrAbbING Dy~ ' i
Physleal Siu 4008 B
Logical Skze 834 B
Created Date _12/26/2010 10:54:16 PM (2010-12-27 03:54:16 UTC)
Modifled Date 12/26/201 0 10 54 16 PM (2010-12-27 03:54:16 UTC)
Accessediafe =~ ' 1/6/20117:67:00 PM (2011-01-06 00:57:08 UTC)
Path . " Acer.E01/Partition 1INONAME [ext4]l[root]lhome/ghosmmpgrabbmg Py~
Exportedas ' files\kespgrabbing,py~.himi
372072011 o Page 1 of 1
T ORDD FOrONEre oo mmsamm— -

[R1F ]

file://BAFOIA nonboxed\POIA Orig\Disc 6\Swartz Repori\Acer Aspire One\Acer-FTK-Re... 3/28/1%(5)54




Case Information Pags 1 of 1

Case Information
B R —
02011

Time zone for display: Local Machine Time Zone Settings

Version AccessData Forensic Toolkit Version: 3.2.0.32216
Case Qwner

Case Name ~ Swartz-Acer

Case Reference  102-775-80071 - Acer

Case Description ~ Acer Aspire One

Report Created  Sunday, March 20, 2011 01:29:40 PM
fCompany LS. Secret Service

investigator's W—;—r—l
Name SARIE)O)TIC

Address 10 Causewsy Street

Phone 617-585-56840

Fax 817-585-5659

E-Mail Wmm_@ussa.dhs.gov

file://EAPOIA nonboxed\FOIA Orig\Disc 6\Swartz Report\Acer Aspire One\Acer-FTK-Re... 3/28/2014
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Bookmarks Page 1 of 1

mﬂ Page 1 of 1

Canmonts' |

Creator:[(0F |

File COI!m: 1

Fll

Name I downloads sqiite
Physlcal Size ""_‘409_58_

LogicalSize 20488
'Created Date 9242010 3:43:35 PM (2010-09-24 19:43:36 UTC)

ModifledDate " " 11/26/2010 6:42:50 PM (2010-11-28 23:42:50 UTC)
Accessed Date 1271712010 3:52:50 PM (2010-12-17 20:52:50 UTC)

Path ... AcerEOi/Partition /NONAME fextd}/
[root}home/ghost.mozillasfirefox/Bbovviro.defauit/downloads.sqlite
Exported as ... fleg\downloads, sqlite (HTML tink)

312012011 Page 1 of 1

! ; Feranelo. T4

file//EAFOIA nonboxed\FOIA Orig\Disc 6\Swartz Report\Acer Aspire One\Acer-FTK-Re... 3/28)12g1l



Bookmarks Page 1 of 1

AT - e o ST
3/20/20114 Page 1 of 1

Lovoalbls | siaasos
CMM Dato e 9/2412010 3:43:21 PM (2010-08-24 19:43:21 UTC)
Modified Dats ) 11812091 4 42 24 PM (201.1791-0'6‘ 18:42:24 UTC)
Accossed Date 1/6/20191°93:81: 08PM(2011-01-06 17 51:08 UTC)
Path = ... AcerE01/Parition /NONAME [extd)/
[rootjhome/ghost/, moznllalﬁrefoxl%qwtro default/places.sglite
Exportedas , . fles\places.sqite (HTMLiinky ™~~~
342072011 " Page 1of1

file://E:\FOIA nonboxed\FOLA. Orig\Disc 6\Swartz Repart\Acer Aspire One\Acer-FTK-Re... 3/28/12(96124



File Overview

Page t of 2

File Oye(vigﬁ

3202011

File items

Evidence items: 1
Checked items: 0
Uncheacked items: 167902

File Category

Archives: 8573

Databases: 8

Documents: 10023

Email: 26

Exacutable: 260

Folders: 15054

Graphics: 11440
Internet/Chat Files: 8

Mobile Phone Data: 0
Multimedia: 48

OS8/File System Files: 6

Other Encryption Files: 154
Other Known Types: 1
Pregentations: 38

Slack/Free Space: 5
Spreadsheets: 35
Steganography Applications: 0
Unknown Types: 121225
User Types: 0

File Status

Bad Extensions: 6611
Data Carved Files: 1520
Decrypted Files: 0
Deleted Fiies: 0
Duplicate lems: 0
Email Attachmants: 0
Email Related ltems (From Email): 42
Encrypted Files: 0
Flagged ignore; 0
Flagged Privileged: 0
From Recycle 8in: 0
KFF Alert Files: 0

KFF Ignorable: 0

OCR Graphics: 0

[R1F ]

file://BA\FOIA nonboxed\FOIA Orig\Disc §\Swartz Report\Acer Aspire One\Acer-FTK-Re... 3/28/2014
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File Overview Page 2 of 2

OLE Subitems: 0
User-Decrypted Files: 0

Labels

Evidence Groups
Ungrouped: 167902

e N

[R1F ]

file:/BAPOIA nonboxed\FOIA Orig\Disc 6\Swartz Report\Acer Aspire Ons\Acer-FTK-Re... 3282014




Bookmarks Page 1 of 2

32012011 Page 1 of 1

'Commonh:
Creator: EETFT]
Flle Count: §

Files

_lfllo' comsnts N

Name i oalgrab py

PhysicaiStze

Loglcel Size ™ " m B

Created Data ' 10/24/2010 3:30:36 PM (2010-10-24 19:30:36 UTC)
Modified Date " §0/24/2010 3:30;36 PM (2010-10-24 16:30:38 UTC)
Accessed Date . 10/24/2070'3:30:58 PM (2010-10-24 19:30:86 UTC)

............................................
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Created oato | ‘..._‘..19!2.41_2.010 3:28:47 PM (2010-10-24 1€:28:47 UTC)

Modified Date 10/24/2010 3:28:47 PM (2010-10-24 19:28:47 UTC)

Accessed Date 1072412010 3:30:18 PM (2010-10-24 19:20:18 UTC)

Path Acer.E01/Partition I/NONAME [ext4]/[mot]lhomalghostloaigfab py~

Exportedas . Tieswaigrabpy~

F|h°°mmom

Name v BETVEDIOCKS DY

Physical Size . 4098 B
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Created Date 12/28/2010 1:26:31 PM (2010-12-26 18:26:31 UTC)
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Exp "ﬁa'oi as " “files\sarveblocks.pye T T

Flle Conmms .............
Name serveblocks.py~
Physicai Size 4086 B
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Display Name: Acer.EQ1
Evidence Path: H:\Swartz\Swartz images\Acer\Acer.E01
ID Number/Name:

Evidence Type: Disk image

Comments:

Time Zone: America/New,_York
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Path " Acer.E0t/Partition 1NONAME [ext4)/
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Exportedas fles\cookies.sglite (HTML fink)

312072011 Page 1 of 1

file://E:\FOIA nonboxed\FOIA Orig\Disc 6\Swartz Reporf\Acer Aspire Ono\Acer-FTK-Re... 37282014

1068



-

Case Summary

Page 1 of 1

Cése '§ummary

32002014
Time zone for display: Local Machine Time Zone Settings
Case Information

File Overview

Evidence List

Aocstatets Foranele Yool

RIF

file://EA\FOIA nonboxed\FOIA Orig\Disc 6\Swartz Reporl\Acer Aspire One\Acer-FTK-Re.., 3/28/2014

1069



Bookmarks Page 1 of1

Time zone for display: Local Machine Time Zone Settings

Name Comments

Search Hits

firefox cookies file
firefox downloads OB
firefox form history
firefox places DB
python

file://EAFOIA nonboxed\FOIA Orig\Disc 6\Swartz Report\Acer Aspire One\Acer-FTK-Re... 3)‘28/12(%4



Bookmarks Page 1 of 1

monon Page 1 of 1

Commonh
cmw
File count. 1

Name ~ _formhistory.sqlite’”
PlyeicaiSiss T 81028
Logical Size 6144 B
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Modiﬁodm 1802011 1 3010PM(2011-01-06 18:30:10 UTC)
AccessedDate -  '1/8/2011 1,30:10 PM (2014-01-08 18:30:10 UTC)
Path 7 AcerE0%/Partition 1/NONAME fextd)/

" [roct}home/ghost/.mozillaffirefox/9bovviro. defaumfomhlsﬁory sqlite
Exported as files\formhistory.sqlite (HTML link)
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.........................

§20/2014
Time zone for display: Local Machine Time Znne Samngs

oy

[mqnfomm:::::::: ;53::’ ' :'-':::"' o

2002011
Tknezomfordlsplay Local Machine Time Zone Settings
: :AoeossDataanmToolkuVemlon 3.2.0.32216
T Swarizacer TR T L
:+:102-775-600714 - Acer
.1 Ager Aspire One
: Sunday, March 20, 2011 01:29:40 PM

......

“US. Saerotrvlee

Chacked Mems: 0
Unchecked (tema: 167902

Archives: 9573
Detabases: 8
Documents: 10023
Email: 26

Executahle: 260
Folteore; 15054
Graphics: 11440
Internet/Chat Flles: €
Mobile Phone Data: 0
Multimedia: 48

Pege 2 of 12
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OS/Fiia System Fllos: 6

Other Encryption Files: 154
Other Known Types: 1
Presentations: 38

Slack/Free Space. §
Spreadsheets: 35
Stepanography Appiications: 0

Data Carved Files; 1520
Decrypted Files: 0
Deleted Files: 0
Dupficate ftems: 0

€mail Atachments: 0
Email Related Items (From Emai): 42
Encrypted Files: 0
Flagged ignore: 0
Flagged Privilegod: 0
From Recycle Bin: 0
KFF Alest Files: 0

KFF Ignorable; 0

OCR Graphics: 0

OLE Subitems: 0
User-Decrypted Files: 0

.....

Evidenu Peth: H:\Swart\Swartz lmages\AcaMoer £01
1D Number/Name:

Ewvidance Type: Digk image

Comments:

Time Zone: AmericaNew_York

-
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........................ .

Physical Size

Created Date
Modiified Date
Accessed Date
Path

Exported as
File Comments
Name

Physical Size
Logical Size
Created Date
Modified Date
Accessed Date
Path

Exported as
File Comments
Name

Jzres e
300398
10/2/2010 4:34:03 PM (2010-10-02 20:34:03 UTC})
1/6/2011 2:16:30 PM (2011-01-06 19:15:30 UTC)

1/6/2011 2:15:30 PM (2011-01-06 19

156:30 UTC)

Acer.E01/Pariition 1/NONAME [extd}frootlhomelghost/.bash,_hiskory

files\.bash_histary

78221C01d01
20480 B
164780 B

1/6/2011 12:61:10 PM (2011-01-06 17:51:10 UTC)
17672011 12:51:10 PM (2011-01-08 17:51:10 UTC)
1/8/2011 12:51:10 PM {2011-01-06 17:31:10 UTC)

Acer.E01/Partiion 1/NONAME

{ext4}{rectihome/ghost/.mozilla/firefox/Bbowviro.defaul/Cache/78221C01d01

filas\78221C01d01.htm!

BCF18COFd01

Page 4 of 12
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Physical Size
Logical Size
Created Date
Modified Date
Accessed Date

Exported as
File Comments
Name

Physical Size
Logical Size
Created Date
Modified Date
Accessed Date

Exported as
File Comments

Physical Size
Logical Elze
Created Date
Modified Date
Accessad Date
Path

Exported as
Flle Comments
Name

Physical Size
Logical Stze
Created Date
Modified Date

45058 8
411168
10/22/2010 10:17:38 PM (2010-10-23 02:17:36 UTC)
10/22/2010 10:17:37 PM (2010-10-23 02:17:37 UTC)
10/22/2010 10:17:36 PM (2010-10-23 02:17:36 UTC)

Acer.E01/Partiion 1/NONAME
(extaYrootrome/ghost.moziia/Mrefox/@bovwtro.defauit/Cache/BCF18COF 01
files\BCF18COF 0. Mmi

Carved [1630234).html
nis

15624 B

wa

n/a

ns

Acar.E01/Partition 1/NONAME
{emy[mﬂlhomelghosﬁmozﬂhMrebeawto.dehumCaw_GACHE_om_»Camd
{1830234).htm

flles\Carved [1630234)himi

Carved [176156].htd
na

131318

/s

na

na

Acer.E01/Partition 1NONAME
[ext<YIroot}home/ghost.maziliafirefox/@bovyirodefaull/Cache/_CACHE_003_»Carved
[176166).htmi

fles\Garved {176166].htmi

Carved {208924).htm}
wa

133108

na

ola
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Accessed Date e
Path Acer E01/Partition 1/NONAME
[exa4}rootihome/ghost.mezilafirsfox/Bbovvira.defautt/Cache/_CACHE_003_sCarved
(208924) himi

Exported a8 filss\Carved (208924} htmi

Flie Comments

Name keepgrabbing.py

Physical Size 4086 8

Logical Size 6388

Created Date 1/8/2014 1:27:63 PM (2011-01-08 18:27:53 UTC)

Modified Date 1/8/2011 1:27:83 PM (204 1-01-06 18:27:53 UTC)

Accessed Date 11812011 1:27:66 PM (2011-01-06 18:27:56 UTC)

Path Acer.E01/Partition 1/NONAME [extd]}jrooi/hameaighastkeepgrabbing.py
Exported as fles\keapgrabbing. py.htmi

File Comments

Name keepgrabbing.py~

Physical Size 40068

Logical Size su8

Created Date 12/26/2010 10:54:18 PM {2010-12-27 03:54:16 UTC)

Modified Date 12/26/2010 10:54:16 PM (2010-12-27 03:54:18 UTC)

Accessad Date 1/6/2011 7:57:09 PM (2011-01-08 00:57:08 UTC)

Path Aner EO1/Partition 1/NONAME [extd)irootlhomeighost/keepgrabbing py~
Exported as files\keapgrabbing. py~.htmi
! ..: rk:ﬁrefoxmokiesﬂg T

2012014

Comyments:

Croator{ET]

Fite Count: 1

Files

Y I e S E T
Narrie. oookies.sgiite

Physical:Size 204208

Logical Stze 174088

Page 8 of 12
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Created Dale £§/24/2010 3:43:23 PM (2010-00-24 19:43:23 UTC)
Modified Date 1762011 4:41:37 PM (2011-01-08 18:41:37 UTC)
Accessed Date 12/17/2010 3:52:39 PM (2010-12-17 20:62:38 UTC)
Path Acer.E01/Partition /INONAME

(ext4}rootihome/ghost/. mozifaifirefor/Sbovvro. defaulticookies. sqiite
Exported a8 files\cookies.sqfite (HTML link)
........ - fiofox downioads DB

m v ',.,!W. BT !.“.E fox-downicads DB: . . .~
202019
Fila.Caunt: 1
Flles
File Comments
Name downloada,sqlils
Physical Size 4086 B
Logical Size 2048
Created Date 9/24/2010 9:43:35 PM (2010-09-24 18:43:35 UTC)
Modifled Date 14/28/2040 €:42:50 PM (2010-11-28 23:42:60 UTC)
Accessed Date 12/17/2010 3:52:50 PM (2010-12-17 20:62:50 UTC)
Path Acer EO1/Partition /NONAME

[extd}froot}home/ghost.mozilia/firafox/Bbowvtro.defautt/downioads.sqlite
Exported as flas\downioads.aqgiite (HTML link)

Bookmerk: firefox form history

a20/2011

commegls;
Creat i(E§<es.(5x7526> I

Fife Count: 1

Files

Name formhletory.eqiite
Physical Size 61928

Page 1 of 12

101




61448

9/24/2010 3:43:23 PM (2010-09-24 19:43:23 UTC)
1/6/2011 1:30:10 PM {2011-01-08 18:30:10 UTG)
1/6/2011 1:30:10 PM {2011-01-06 18:30:10 UTC)

Acer.E01/Partition 1/NONAME
{extd}frootlhomel/ghost/.mazifta/firefox/dbowtro.defauttformhistory.eqiite
files\formhistory.sgiite (HTML. link)

File Count: 1

.........

File Comments
Name

Physical Size
Logical Size
Created Date
Modified Date

places.aqlite

249856 B

249056 8

9/24/2010 3:43:21 PM (2010-09-24 12:43:21 UTC)
1162011 1:42:24 PM (2011-01-08 18:42:24 UTC)
1/8/2011 12:51:08 PM {2011-01-08 17:51:08 UTC)

Acer.E01/Partiion 1NONAME
[ext4)roofihome/ghost.mozilla/firefox/Sbovvira. defaultiplaces.sqlite
filos\places.sqiite (HTML link)

.....

oaigrab.py

Page 8 of 12
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Physical Size
Logical Size
Created Date
Modified Date
Accessed Date
Path

Exported as
File Comments
Name
Physical Size
Logical Size
Created Date
Modified Date
Acceased Date
Path

Exporied as
File Comments
Name

Physical Size
Logical Size
Created Date
Modified Date
Accessed Date
Path

Exported as
Fite Comments
Name

Physical Size
Logical Size
Created Date
Modified Date
Accessed Date
Path

Exported as
File Comments

4096 8
I KE-)

10/24/2010 3:30:38 PM (2010-10-24 19:30:36 UTC)
10724/2010 3:30:36 PM (2010-10-24 19:90:36 UTC)
1012412010 3:30:56 PM (2010-1:} 19:30:56 UTC)
Acer E01/Partiion 1NONAME [extd)rociyhome/ghostioaigrab.py

files\caigrab.py

oaigreb.py~

4086 B

7388

10/24/2010 3:28:47 PM (2010-10-24

10/24/2010 3:28:47 PM (2010-10-2
10/24/2010 3:20:48 PM (2010-10

19:28:47 UTC)
19:28:47 UTC)
19:28:18 UTC)

Acer E01/Partition 1/NONAME [extd){root}homeghosticalgrab.py~

fies\oaigrab.py~

servablocks.py
4096 8
17178

12/26/2010 1:28:31 PM (2010-12-26 18:26:31 UTC)
1212872010 1:26:31 PM (2010-12-26 18:26:31 UTC)
12/26/2010 1:26:38 PM (2010-12-26 18:26:38 UTC)

Acer.E01/Partition 1/NONAME fextd}/[root)/home/ghost/serveblocks.py

files\serveblocks.py

serveblocks.pyc
40068
31638

12/26/2010 1:268:48 PM (2010-12-26 T8:26:48 UTC)
12/26/2010 1:28:48 PM (2010-12-26 r&zeue uTC)
12/26/2010 1:26:48 PM (2010-12-26 18:20:148 UTC)

Acer.E01/Partiion 1NONAME [ext4}[rociVhomeighostiservebiocke.pyc

files\aerveblocks.pyc

Page 8 of 12
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a4

Name
Physical Gize
Loglcal Size
Created Date
Modified Date
Acoessed Date

Exported as

gerveblocks.py~

4006 B

17218

11/28/2010 10:18:08 PM (2010-11-29 03:16:09 UTC)

14/26/2010 10:18:00 PM (2010-11-20 03:18:08 UTC)

12/26/2010 12:36:35 PM (2010-12-26 17:36:35 UTC)
Acer.E01/Partition 1/NONAME [exi4){rooffhoma/ghostiserveblocks.py~
files\serveblocks.py~

Pege 10 of 12
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Bookmarks, 4-10 Emall, 2

Search Hite, 4 Executabls, 2
Jbash_higtory, 4 Folders, 2
78221C01301, 4 Graphics, 2
BCF18C0Fd01, 4 Intemet/Chat Flles, 2
Carved [1630234).himt, 5 Mobile Phone Data, 2
Carved [178156).himl, 5 Muftimedia, 2
Carved {208924).himl, § OS/File Syatom Files, 3
keepgrabbing.py, 6 Other Encryption Flles, 3
kespgrabbing.py~, 6 Other Known Types, 3

firafax cookiss fils, & Presentetions, 3
cookies.sqiite, 8 Slack/Free Space, 3

firefox downloads 08, 7 Spreadshests, 3
downloads.eqite, 7 Staganography Applications, 3

firefox form history, 7 Unknown Types, 3
formhistory.eqiite, 7 User Types, 3

firefax piaces D8, 8 Filg ltems, 2
places.aqlite, 6 Evidence ltems, 2

python, 8 Checked ftems, 2
oaigrab.py, 8 Unchecked ltems, 2
osigrab.py~, 8 Fiie Status, §
serveblocks.py, 9 Bad Extensions, 3
serveblocks.pyc, 9 Data Carved Files, 8
gerveblocks.py~, 9 Decrypted Files, 3

Case Information, 22 Deleted Files, 3

Address, 2 Dupiicate items, 3

AgencyCompany, 2 Emait Attechments, 3

Case Desafption, 2 _ Email Related items (From Email), 3

Case Name, 2 Encrypted Files, 3

Case Owner, 2 Flagged Ignore, 3

Cage Referonce, 2 Flagged Privileged, 3

E-Mall, 2 From Reoycie Bin, 3

Fax, 2 KFF Alert Flies, 3

Investigator's Name, 2 KFF Ignarable, 3

Phona, 2 OCR Graphics, 3

Raport Created, 2 OLE Subitems, 3

Version, 2 User-Docrypted Files, 3

Flle Overview, 23 _ Labels, 3

Fio Category, 2 Lebols, 3
Archives, 2 Ungrouped, 3
Datsbases, 2 Evidence List, 3-3

Documents, 2 Aoer.E01, 3
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W. .
Search Hits 4
firefax cookies file $
firefux downioads DB é
firafox form history é
firefox places DB 1
python 1
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" F

......

3/20/2011

osmsmm Files: 6
Other Encryption Flles: 154
Othar Known Types: 1
Presentations: 38

Pega 2¢f9
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Erwil Aechments: 0

Emall Related Hems (From Email): 42
Encrypted Files: 0

Flagged ignore: 0

Flagped Privileged: 0

From Reocycla Bin: 0

KFF Afort Files: 0

KFF Ignorable: 0

QCR Graphice: 0

Evidencs Path: H'\Swam\8wanz Images\Acer\Aoer.EO‘l
1D Number/Namo:

Evidance Type: Digk image

Comments:

Time Zone: America/New,_Yark

Pegedof9
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3202011

...
Name Jbash_history
Physicel Size 32788 8
Loglonl Size 30038 B
Created Date 107212010 4:34:03 PM (2010-10-02 20:34:03 UTC)
Modifted Date 1/8/2011 2:16:30 PM (2011-01-06 19:15:30 UTC)
Accessed Date 1/6/2011 2:15:30 PM {2011-01-06 19:15:30 UTC)
Path Acer.E01/Partition 1/NONAME [extd)froolihomeighost/.bash_history
Exported a8 files\.bash_history
Flle Comments
Name 7B221C01d01
Physical Size 204808
Logical Size 187608
Created Dele 1/6/2011 12:51:10 PM {2011-01-08 17:61:10 UTC)
Modifted Date 1/8/2011 12:51:10 PM (2011-01-08 17:61:10 UTC)
Accessed Date $/8/2011 12:61:10 PM (2011-01-08 17:51:10 UTC)
Path Acer,E01/Partition 1/NONAME [axta}rootyhome/ghost.mozilia/firefox/Sbovviro.default/
Cache/7TB221C01d01
Exported as flee\78221C01d01.him!
File Comments
Name BCF18COFd01
Physioal Size 45056 8
Logical Size 411158
Creaied Dete 10/22/2010 10:17:38 PM (2010-10-23 02:17:36 UTC)
Modified Date 10/22/2010 10:17:37 PM (2010-10-23 02:17:37 UTC)
Accessed Date 10/22/2010 10:17:38 PM (2010-10-23 02:17:38 UTC)
Puth Acer.E04/Partition 1/NONAME [axi4){rootyhoma/ghost.mozflla/firelox/9bovviro.default/
Cache/BCF18COFJ01
Exported as Mes\BCFI18COFd01.htmi
Name Carved [1630234}.htmi
Physlos! Size na
Lw Skre 16524 B
Poge s ol @

1110



Created Date na

Modified Date e

Acceseed Date we

Path Acer.E01/Partition 1/NONAME fextd ,.mozila/refox/Bbovviro,default/
Cacha/_CACHE_003_sCaived [1630234}.himl

Exported a8 fiee\Carved [1630234) htmi

e Comments

Name Carved [176156].nmi

Physical Size e

Loglcal Size 131318

Created Date n/a

Modified Date na

Acoesesd Date wa

Path Acer.E0t/Partiton 1/NONAME [extd}froofyhome/ghost. mozille/firefox/Bbovvire defouls
Cache/_CACHE_003_»Carved [176156).himi

Exported se files\Cacved [178156).ntrmi

Fie Comments

Name Cerved [2089241htmi

Physical Size va

Logical 8ize 133108

Crested Date wa

Modified Date n/a

Accassed Dete ne

Path Acer,E01/Partition 1/NONAME {exi4}froof/homs/ghost.mozile/lirefox/Bbowviro.defeull/
Cachel_CACHE_003_»Carved [208824).Mml

Exported as filws\Carved [208924).htmi

File Comments

Name keepgrabbing.py

Physical Stze 40008

Logicel Stze 6368

Created Date /612011 1:27:53 PM {2014-01-06 18:27:53 UTQC)

Modifled Date 1/8/2011 1:27:53 PM (2011-01-08 18:27:58 UTC)

Accessad Dele 1/8/2011 1:27:68 PM (2011-01-08 18:27:58 UTC)

Path Acer.B0{/Pariition 1/NONAME {ext4)frootihomea/ghostikeepgrabbing.py

Exported o8 fRles\koepgrabbing.py.htm)

File Comments

Neme keepgrabbing.py~

Physical Size 4086 B

Logical Size 648

Created Dale 1212612010 10:54:16 PM (2010-12-27 03:54:18 UTC)

Medified Date 12/26/2010 10:54:16 PM (2010-12-27 03:54:16 UTC)

Accessed Dete /52011 7:57:08 PM (2011-01-06 00:67:09 UTC)

Path Acer,EQ1/Partiion 1/NONAME [exw)frooiyhome/ghost/keepgrabbing.py-

Exported ss fies\kaepgrabbing.py-htmi

32012011

PageGotd
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File Coumt: 1

Fles

e G5

Name cooldes.sqiite

Physicel Size 20480 B

Logical Size 17408 B

Created Date 972472010 3:43:23 PM (2010-09-24 19:43:23 UTC)

Modified Date 11612011 1:41:37 PM (2011-01-08 18:41:37 UTC)

Accessed Date 12/17/2040 3:52:39 PM (2010-12-17 20:62:39 UTC)

Path Acer.EO/Partiion 1/NONAME [ext4)/{roothomeighcst/.mozitairefox/Bbovviro.defact!

downloads.sqiite

4006 8

20468

92472010 3:43:35 PM (2010-09-24 19:43:35 UTC)
11/28/2010 6:42:50 PM (2010-11-28 23:42:50 UTC)
12/17/2010 3:52:50 PM (2010-12-17 20:52:50 UTC)

Acer.E01/Partition 1/NONAME [axt4}frootihome/ghost/.mozille/firefox/Sbovviro.default!
downloads.aqliite
Res\downloads.sqlite (HTML iink)

formbhistory.sqie

81928

61448

9/24/2010 3:43:23 PM (2010-09-24 19:43:23 UTC)
1/6/2011 1:30:10 PM (2011.01-08 18:30:10 UTC)
1/8/2011 1:30:10 PM (2011-01-06 18:30:10 UTC)

Page8of &
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Acer.E01/Partition 1/NONAME [ext4}{roofyhome/ghost/.moztila/frefox/Sbovvirg, default/
formhistory.eqiite

Fio 1

Tit6 Corirorie .

Name places.sqiite

Physical Size 249856 B

Logical Size 248356 B

Creeted Date 9/24/2010 3:43:21 PM (2010-09-24 19:43:21 UTC)

Modified Dete 1/8/2011 1:42:24 PM (2011-01-08 18:42:24 UTC)

Acoessed Date 1/8/2011 12:51:08 PM (2011-01-08 17:61:08 UTC)

Path Almemmm 1/NONAME [exi4)froot)home/ghoat/.mozille/refox/Sbovviro.defeult
aces.sqiite

Exported as iplu\pla‘:s.sqﬂm {HTML link)

Name oalgrab.py

Physical Sixe 4006 8

Logical Size 8138

Cresied Date 10/24/2010 3:30:386 PM {2010-10-24 19:30:36 UTC)

Modified Date 10/24/2010 3:30:38 PM (2010-10-24 19:30:36 UTC)

Accessed Date 10/24/2010 3:30:56 PM (2010-10-24 19:30:66 UTC)

Psth Acer.E01/Pastition 1/NONAME [exid}rootihomeighostiosigrab.py

Exported as fes\oaigrab.py

File Commenis

Neme oaigrab.py~

Physical Size 4096 8

Loglcal Stze 7368

Creeted Dato 10/24/2010 3:28:47 PM {2010-10-24 19:28:47 UTC)

Modified Date 10/24/2010 3:28:47 PM (2010-10-24 19:28:47 UTC)

Aocessed Date 10/24/2010 3:29:18 PM (2010-10-24 18:29:18 UTC)

Path Acer.E01/Parthtion /NONAME [exid)froot)home/ghostiosigrab. py~

Exported as files\oaigrab.py~

Page 7 of @
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File Comments

Physicel Stze

Created Date
Modified Date
Accessed Date

BExported ae
Flie Comments
Physicel Size
Crealed Date

Modified Date
Accasesd Date

Exported as
File- Comments
Physical Size

Created Date
Modiiled Date

Exported as

sarveblocke.py

4096 B

17178

12/268/2010 1:26:31 PM (2010-52-26 18:26:31 UTC)

12/26/2010 4:26:31 PM (2010-12-28 18:26:31 UTC)

12/268/2010 1:26:38 PM (2010-12-28 18:26:38 UTC)
Acer.E0VParfiion 1/NONAME (ex4]/{roolihome/ghostiserveblocks.py
fles\servebiocks.py

serveblocks.pyc

4096 B

31638

1272812010 1:26:48 PM (2010-12-26 18:26:48 UTC)

12/26/2010 1:26:48 PM (2010-12-26 18:26:48 UTC)

12/26/2010 1:26:48 PM (2010-12-28 18:28:48 UTC)

Acer.E0/Partilion 1/NONAME [extd)i[roofihome/ghoat/aerveblocks.pyc
fileg\serveblocke.pyc

serveblocks.py~

4006 B

i721B

11/28/2010 10:18:09 PM (2010-11-29 03:18:08 UTC)

11/28/2010 10:18:09 PM (2010-11-29 03:18:08 UTC)

12/26/2010 12:36:36 PM (2010-12-28 17:36:35 UTC)
Acer.E01/Partition 1/NONAME fext4}Troothome/ghoat/servebiocka.py~
filas\aerveblacke.py~

Page 8ol 9
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1% B

Bockmurle, 4-8
Search Hite, 4
Joash_history, 4
78221C01d01,4
BCF18C0Fd01,. 4
Carved [1630234}).him}, 4
Carved [178156).html, 6
Carved [208924].htmi, 5
keepgrabbing.py, 5
keepgrabbing.py—=,
firefox cookies file, §
cookies.ogitte, ¢
firefox downloads 08, 6
downloexds.eqglite, 8
firefox form history, 6
formhitstory.sqiite, 8
frefox places DB, 7
places.aqitte, 7
python, 7
mmtw. 7
oaigrab.oy~, 7
sarveblocks.py, 8
sarveblocka.pyo, 6
serveblocks.py~, 8
Case Information, 2-2
Address, 2
2

Agency/Company,
Case Description, 2
Casa Name, 2
Cave Ovner, 2
Cane Reference, 2
E-Mal), 2

Fax, 2
investigetor's Name, 2
Phona, 2

Report Created, 2
Version, 2
Flie Ovarview, 2-3
Fite Category, 2
Aschives, 2

Unchecked ltems, 2

File Status, 2

Bad Extansions, 2

Data Carved Flise, 2
Fiteg, 2

Delated Files, 2

Ouplicate itome, 2

Email Atlachments, 3

Email Related items (From Emell}, 3

Envrypled Fiies, 3

Flagged ignore, 3

Fiagped Privileged, 3

From Recycle Bin, 3

KFF Alert Flles, 3

KFF ignorable, 3

QCR Graphics, 3

OLE Subliems, 3

User-Decryptad Files, 3

L.abeis, 3
Labels, 3

Ungrouped, 3

Evidonoe Liat, 3-3
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D6D0c28 (2tbwhextBridgeinfo).txt
- —— pDisk Infomat10n ----------- PRRP N IO R EE e S penm Saer,

vendor: wbC

Model: WD20EARS-0OMVWBO
Revision: 51.0

serial Number: wD-WMAZA1626675
BUS; SATA

Davice: Oirect Access
Capacity: 2.0 T8 (2,000,398,934,016 bytes)
Removable Media: NoO

cylinders: 243201

Tracks per Cylinder: 255
Sector per Track: 63

Bytes per sector: 512

------------------------------- Bridge Information-ve=sv-=v-- me—— -———

vendor:

Model ¢

Description: Forensic SATA/IDE Bridge
serial number: 000ecc20 003501cS

Channel: SATA

Bridge Access Mode: Read-Only

Read-Only Declaration: Suppresses Read-only
Write Error Declaration: Suppresses write Errors
Firnware stepping: 4

Firmware butld date: oct S 2009

Firmware build time: 07:53:13

Fimware build type: release

brive vendor:

Drive Model: WDC WD20EARS-00MVWBO

Drive Serial Number: wD-WMAZA1626675

Drive Revision: 51.0A8S1

memeememmmmmmme e e e e e e = o= HPA/DCO INFOIMALIOA==- e wmmme o e ce e

HPA Supported: Yes

HPA in Use: NO

DCO Supported: Yes

DCO in Use: No

Security Supported: Yes
Security in Use: No
Reported Capacity: 2.0 TB (2,000,398,934,016 bytes)
HPA Capacity: 2.0 T8 (2,000,398,934,016 bytes)

DCO Capacity: 2.0 T8 (2,000,398,934,016 bytes

Page 1
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DeDoc27 (2tbwbext).txt
R memcevuconaana Disk Information---eecwreca- crevnncenesae msm—————

vendor: wWoC
Model: WD20EARS~-00MVWEO
Revision: 51.0
serial Number: WD-WMAZA1626675
Bus; SATA
Device: Direct Acce

cit¥ 2. 0 TB (2 000 398,934,016 bytes)
Removable Med
cylinders: 243201
Tracks per Cylinder: 255
Sector per Track: 63
gytes per Sector: 512

vendor: lﬁm

Model:

Descriptiom Forensic SATA/IDE Bridge

Serial number: 000ecc20 003501c9

Channel: SATA

Bridge Access Mode: Read-only

Read-Only Declaration: Suppresses Read-Only
write Error Oec'larat'ion. Suppresses Write Errors
Firmware ste?p ng: 4

Firaware build date. 5 2009

Firamare build time: 07:53:13

Firmware build type Release

Drive vendor:

orive Model: WDC WD20EARS-Q0MVWE0

Orive Serial Number: WD-WMAZA1626675

Drive Revfs'lon- 51.0AB51

- - creor—roaceae~HPA/DCO Information--~-===--vcemeecererecronrreeree

HPA Supported: Yes

HPA 1n Use: No

oco supported. Yes

0CO in Use: No

Security Supported: Yes
Se¢urity in Usa: No

Reported, : C’itgi Zeo T8 | 2 000 398 934 016 bytes)
HPA Capacity: 2 tes
DG Capacitys 2.0 T’ 2(2 0o, 398 934 016 bytes

page 1

1117



»

D6Doc29 (2tbwhDextDetails).txt
rerrmrcrervescncncaccenncemame-~aD{ 5K INFfOrMALiON~~wr e acccena vennemanacaa

vendor: whC

Model: WD20EARS-00MVWEO
Revision: 51.0

Serial Number: WD-wMAZA1626675
BuS: SATA

Device: Dir'ect AcCcess

Capacity: ‘I'B (2 000,398,934,016 bytes)
Removable mdi

Cy‘hnders' 2‘3201

Tracks per Cylinder: 255
sector per Track: 63

aytes per Sector: 512

vendor:
Mot 8 LU
pescription: Forensic SATA/IDE Bridge
serial_number: 000ecc20 003501c9
Channel: SATA

Bridge Access Mode: Read-only

Read-only peclaration: Suppresses Read-Only
write €rror Dec‘!aration. suppresses write Errors
r-“l rmware ste?p'i ng: 4
Firmware bu'i date' s 2
Firmsare build time: 07:53:13
Firamware build type: Release
Drive vendor:
Drive model: wDnC WD20EARS-00MVWB0O
Drive Serial Number: WD-WMAZA1626675
Drive Revision: 51.0ABS51

--~---------------------------HPA/DCO Informatione=cecmrrrrcerrcn e aunan

HPA Supported: Yes

HPA in Use: No

DCco Supported. Yes

0CO in_Use: No

gesnnity ?qpsgn;ed‘ Yes

Securi n.

R::u urtEdy t: Ttg ‘2.0 TB (2 000 39869%4b016 bytes)
H acity: ytes
g t)yt Z.0-18 EZ 000 398 934 016 bytesg

Page 1
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D6boc30 (Enclosure-Hard-Drive,EOL).txt
Created By Accessbata® FTX® Imager 3.0.0.1443 101008

Case Infonnatwn

Acquired usin ADI3.0.0.1443

Case Number: 102-775-60071

Evidence Number: swartz 2TB WD hard drive in enclosure
Unique descri rn Digital Hard Drive
Examiner: SA

NOtes: S/N: WMAZA

e - e - - gt ey Ll

Information for H:\Swartz\Swartz Images\2tbwdext\eEnclosure-Hard-Drive:

Physical Evident1ary Item (Source) Information:
[orive Geometrg
Cylinders: 243,201
Tracks per CyI{nder. 255
sectors per Track: 63
Bytes per Ssector: 512
sector Count: 3,907,029,168
[Ph¥s1 cal Drive Informat on]
rive Mcdel: Tableau Forensic SArAéIDE Bridge IEEE 1394 SBP2 Device
prive serial Nunber. 20cc0e00c
Drive Interface 1394
Source data size: 907729 MB
Sector count: -387938128

ATTENTION:
The fol'lowing sector(s) on the source drive could not be read:
73544072 through -1873544065
-1873543016 through -1873542921
~1873541400 tbrough ~-1873541393
~1873541368 through -1873541361
The contents of these sectors were replaced with zeros in the image.

[Computed Hashes]
MDS checksua' 11d248eSaB6heb7c4eB8d7df34906belb
SHAL checksum: 35¢307215297fdbedc803abf421c5d311e45a809

Iﬁgefﬂ?gwmieg .Mpn Fel. 28 X 2011
uis r n Fell 28 10:42: '.
Acquwit{gh inished: Tue Mar al. %8?3 02 2

THY start*z\ﬂm'tz Ima ges\%thwdext\ﬁne‘losuro-ﬂardvoﬂve.6.8%

H:\Swartz\swartz maga; bwdext\ Enclosure-Hard- ﬂvg..
ASAroRr: IMENR G S S o
z =
HASWM Z\Swartz I xt\Enc)osuré-Hard-Drive.EQS

12\ Swartz\Swatte :ﬁaqes\%mdext\encloswe-uud-on ve .ED
H \swartz\(swartz mages\ tbsyde&r\mc'losnm-—nard~br1 ve, 807
Hi\Swartz\swartz I thwdext\Enclosure-Hard-Diive. 08
u.\mrmswart;z maqes " A3 ext\Enclosure<Hard-Drive:.
H:\Swartz\swirtz Images\Ztbwdext\Enclosure-Nard-Drive.g
g\ prt\ENC) osure-Rird-grive EX1
H-\smtz\Smn'tz Images\? xt\E’nc’tosur'e-Hard-vDri ve,E12

.'l

H1\Swarts\Swasrtz s\ 2thwdext\Enclosura-tard-Drive. 13
g: \swartzi\xswartz QB!Q’I qsure-Hard-Drive.£14

\Swartz\Swertz Images\2tbwdext\Enclosisre-Hard-Drive.E;
H: \Swartz\Swartz Imam\z g ext\enclosure-Hard-Drive.
H:\Swartz\Swartz Images ext\Enclosure-Hard-brive. I8
#:\Swartz\Swartz - Images \wadext\me‘lgsuneiﬂardvorftve .E19
age

:\Swartz\swartz !mages&t wdéxt\Enclosupe~Hard-Drive, :iz
T
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H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
M:\Swartz\Swartz
H:\Swartz\swartz
Hi\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swart2\Swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\Swart2
H:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\sSwartz
H:\sSwartz\swartz
H:\Swartz\swartz
H:\swartz\swartz
Hi\Swartz\swartz
H:\Swartz\Swartz
Hi\Swartz\Swartz
H:\Swartz\swarcz

D6D0c30 (Enclosure-Hard-Drive,.E01).txt

Images\2thwdext\Enclosure-Hard-drive.£20
Images\2tbwdext\Enclosure-Hard-Drive.E21
Images\2tbwdext\Enclosure-Hard-Drive.E22
Images\2tbhwdext\Enclosure-Hard-Drive.E23
Images\2tbwdext\Enclosure-Hard-orive.E24
Inages\2tbwdext\Enclosure~-Hard-prive.E25
Images\2tbwdext\Enclosure-Hard-Orive. €26
Images\2tbwdext\Enclosure-Hard-Drive.g27
Iimages\2tbwdext\Enclosure-Hard-prive.€28
Images\2thwdext\Enclosure-Hard-brive.E29
Images\2tbwdext\Enclosure-Hard-Drive.E30
Images\2tbwdext\Enclosure-Hard-bDrive.€31
Images\2tbhwdext\Enclosure-Hard-Drive.E32
Images\2tbwdext\Enclosure-Hard-Drive.E33
Images\2thbwdext\Enclosure-Hard-prive.e34
Images\2tbwdext\Enclosure-Hard-brive.E35
Images\2tbwdext\enclosure-Hard-orive.€36
Images\2tbwdext\Enclosure-Hard-Drive.€37
Inages\2tbwdext\enclosure-Hard-Drive, 38
Images\2tbwdext\Enclosure-Hard-Drive.E39
Inages\2tbwdext\enclosure-Rard-Drive.c40
Images\2tbwdext\Enclosure-Hard-Drive.e4l
Images\2tbwdext\Enclosure-Hard-Drive.E42
Images\2tbwdext\Enclosure-Hard-Drive.£43
Images\2tbwdext\Enclosure-Hard-Drive.E44
Images\2tbwdext\Enclosure-Hard-Drive.g45
Images\2tbwdext\Enclosure~Hard-Drive.E46

Image verification Results:

verification started: Tue Mar 01 00:30:30 2011

verification finished: Tue Mar 01 04:25:50 2011

MD5 checksum: 11d248e5a86be67c4e8d7df94906be0b : verified .
SHA1 checksum: 35¢307215297fdbedc803ebf421c5d311e45a809 ; verified

3
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JSTOR: Proceedings of the National Academy of Sciences of the United States of Americ... Page ] of 2

JSTOR

Skip to Main Content
+ JSTOR Home
o Search

+ Login
' Gty
. 8
* About

Search[Tislssvel® foc[— ..'@J

You are viewing the first page/citation. Full-text acoess may be available if you are affiliated with a participating
library or publisher, Check access options or login if you have an account.
+ Show full citation

o A Conserved Region at the COOH Terminus of Human Immunodeficiency Virus Gp120 Bavelape Protein
Contains an Immunodominant Epitope

o Thomas J. Palker, Thoinas J, Matthews, Michael E. Clark, George J. Cianclolo, Richard R. Randstl,
Alphonse J. Langlois, Gifbert C. White, Bijan Safai, Ralph Snyderman, Dani P. Bolognesi and Barton F.
Haynes

o Prg fings.af the Natiovial Academiy of Seierices-
Vol. 84, No. 8 (Apr. 18, 1987), pp. 2479-2483
(article consists of § pages)

o Published by: N

+ Stable URL: htfp//www.jstor.org/stable/29737

[5] A Canserved Regfon at the COOH Termious of Human immunodeficiency Vinis Gp120 Enveiope Froish Contain an immunadoninant

Proceedings of the National Academy of Sciences of the United States of America © 1987 Nationa] Academy of
Scieuces.
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JSTOR: Proceedings of the National Academy of Sciences of the United States of Americ... Page2 of 2

A highly immunogeaic epitope from a conserved COOH-terminal region of the human immunodeficiency virus
(HIV) gpl120 envelope protein has been identified with antisera from HIV-seropositive subjects and a synthetic
peptide (SP-22) containing 15 amino acids from this regfon (Ala-Pro-Thr-Lys-Ala-Lys-Arg-Arg-Val-Val-Gin-Arg-
Glu-Lys-Atg). Peptide SP-22 absorbed up to 100% of anti-gp120 antibody reactivity from select HTV+ patient sera
in immunoblot assays and up to 79% of ssrum anti-gp120 antibody reactivity in competition RIA. In RIA, 45% of
HIV-seropositive sublects had antibodies that bound to peptide SP-22, Human anti-SP-22 antibodies that bound to
and were eluted from an SP-22 affinity oolumn reacted with gp120 in RIA and immunoblot assays but did not
neutratize HIV or inhibit HIV-induced syncytium formation in vitro, even though those antibodies comprised 70%
of all anti-gp120 antibodies in the test serum, In contrast, the remaining 30% of SP-22 nonreactive anti-gp120
antibodies did not react with £p120 in immunoblot assays but did react in RIA and neutralized HIV in vitro, Thus,
= 50% of HIV-seropositive patients meke high titers of nouneutralizing antibodies to an immunodominant antigen
on gpl20 defined by SP-22. Moreover, the COOH tesminus of gp120 containg the major antigen or antigens
ideatified by human anti-gp1 20 antibodies in immunoblot assays.

and Condit}
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JSTOR: Metropolitan Museum Journel, Vol. 40 (2005), pp. 121-129, 14-15 Page 2 of 4

[2(} .?umal
Vol. 40, Easays in of John M. Brealey (2008), pp. 121-129, 14-15
Published by: The Metropotitan Museum of Art
hitp:/fwww.jstor.org/stable/20320648
o View PDF
R
o Save Citation

« Previous Item | ‘NextTtem »

o ltem Information

o SelectaPage

o Page Thumbmails
A Technical Study of John Singer Sargent's Portrait of Madame
Pierre Gautreau

Dorothy Mahon and Silvis Centeno
Page 122 0f 121-129, 1413 -
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Firefox Downloads Window Database Page 1 of |

Firefox Downloads Window Database

File Name
Source Name
Target Name
Referring URL
Preferred Application
Mime Type

State

start Time

End Time
Current Bytes
Maximum Bytes
Preferred Action
Auto Resume

File Name
Source Nama
Target Name
Referring URL
Prefarred Application
Mims Type
State

Start Time

End Time
Current Bytes
Maximum Bytes
Preferred Action
Auto Resume

10.2kaufman.pdf
hitp://muse.jhu.edu/journals/israel_studies/v010/10.2kaufman.pdf
file:///tmp/10,2kaufman.pdf '

application/pdf

1

10/23/2010 2:21:44 AM +00:00
10/23/2010 2:21:49 AM +00:00
938663

638663

4

0

Genome Res,-1992-Bej-151-9.pdf
http://genome.cship.org/content/1/3/151.full.pdf
file:///tmp/Genome%20Res. -1992-Bej-151-9.pdf

application/pdf

1

11/28/2010 11:42:46 PM +00:00
11/28/2010 11:42:50 PM +00:00
1310754

1310754

4

0
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HTTP Cookie File Page 1 of 14

HYTP Cookie File

Nema Hinttinique

Domaln  .daringfireisall. net

Path !

Flag 0

Sacurs 0

Enpleen 9/21/2020 $:02:09 PM +00:00

Valve 3

Name —utma

Dosanin Aaringfiraball.ast

Paity /

Flag 0

Becura [}]

Bupires 13/27/2012 11:36:47 PH +00:00
vsie 226301839,1243048306.1 203358524, L289096337. 12000855884
Nams ~tmz

Doman Janhglrebagp.net

Path /

ey [

Sacure 0

[-T - 3/26/2012 8:02103 AM +00:00
Yalve 226301639,12953 58534, 1.2.44m08/ = {drec) RMOcR= (Gleact) jtmEmde(nons)
Name RKBRCK

Do WA Jslor.org

Puit I

Mg 0

Sestwe [}

Eaphrey 9728/2011 8:09:14 PM +00:00

Vahe 3

Name MAID

Domain  vww.istor.org

Path f

Fiag 0

[ ] 0

Enpirey  13/2/2011 5:$1:10 PM +00:00

Yalue 1845572498

Nomwe nachine-id

Domeln WW.IS007.00g

Fath /

"oy 0

Sacure [}

SExprea 12/31/2023 $100:00 AM +00:00

Value 16,95.2.1269:3A3 2055841 58077

Neme PREF

Oomaln “gnogie.com
Path )

Fop 0

Setwre 0

Sxplces $/23/2012 $:15:03 PM +00:00
velve TD=e30N056280230852: UsQS0720cebADL 356 THu1 285304501 1L.Mw1285304502: SalPMixMwiS-X.04m
Neme L]
fomein google.com
Path /
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/

0
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1
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Nome mne

PORBIN  QUANMSITYS.COM

Path /]

e 9

Sacure ]

Enpivge  $/24/2020 B:18:09 PN +00:00

vahe 4cdt8eid3930-70128-83082

Name R

Demain howaom

Path /

Meo ]

Sacure [

xplres 1/18/2038 +00:00

vahie PO~289590400-1195359409080

Nama bblastvisk

Oomaly  .ubuntuforums.anp

Poth {

Fiag [

Becure [}

Supbwe  1/8/2012 6:20:12 Pt +00:00

Vakue 1205387228

Name bhlastaciivity

Demain  .ubmisforums.org

Peth f

Fieg (1]

Secwre [

xphes  1/6/2012 6:29:12 M +00:00

Valve 0

Nemny —twte

Path /

Piag o

Sesurs [}

Expliten 11/27/2012 13:24:38 PR 400:00

Yalue 234140522.470990725,1205362035.1 206029032. 12308066283

Name -

Domein wbuntufonams.org

Peth !

Hag 0

Secuve ]

Expires 5/30/2011 $3124:36 AM +00:00

Yalve 234146521.1290996676 3.3 .utmesr egoogle|utmeons (organic) jutmond aorgsnici wtmetrmubuntu$b 205815
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Value wget skip files already downloaded
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Value readdir python

Fleld Name q

Value e
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Fleid Numas vname
Value Gary Host
Field Name vname
Value Grace Host
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Project MUSE - Frequently Asked Qusstions Page2of 13

Frequently Asked Questions

Below are the most frequently asked questions about Project MUSE. If you cannot find the answer to
your question here, please contact Project MUSE Customer Suppori. If your question is related to access
or another technical issue and is not otherwise addressed in the questions and answers below, please
contact MUSE using the Request Technical Help form.

Subscriptions and Access

o Does MUSE offer RSS feeds?
» Does MUSE provide ingtructions L OF Proy otional m =.,;-1'-i.,_ s for librarjes
o Canusers search JSTOR asticles in MUSE for titles JSTOR and MUSE bave in somman

Linking & Other Technical Information
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Project MUSE - Frequently Asked Questions Page 3 of 13

Subscriptions and Access

Q. How do users get access to the MUSE journals online?

On-campus access is primarily by TP (Internet Protocol) address. A library or institution subscribing to
MUSE provides the institution's range(s) of [P addresses with the subscription order. MUSE also
permits access by referring URL.

Off-campus access is validated through subscribing institutions. A user must be affiliated with a
subscribing institution in order to access full-text articles in MUSE from off-campus, Users might login
to MUSE through their libeary or institution's website or through a 'proxy’ server. Another way for the
user to authenticate is o use his/her institutional login prior to accessing the full text articles m MUSE.
MUSE supports authentication through the single sign-on methods provided by Shibboleth and Athens,

To login, a user selects his/her institution from the list of institutions registered to acoess MUSE through
Shibboleth. If their institution is not listed, they should refer to their librarian for assistance. Athens
usets will follow the link for Athens login.

Shibboleth is available only for institutional subscribers, and it can be used to access MUSE collections
as well as single titles on the MUSE platform. Athens is available for institutional subscribers to Project
MUSE collections only, but not for institutions that only subscribe to single titles.

A subscribing library can request access by referring URL, Shibboleth, or Athens when placing &
subscription order or by sending a request to MUSE Customer Support.

Back to Top

Q. Who is allowed access to Project MUSE if we subscribe?
Authorized users are defined as faculty, staff, students, alumni and library patrons of the subscribing
institution, Distance learners, alurmi, and other off-campus affiliates may access Project MUSE if their

[nternet access is through the campus network. Subscribing institutions are expected to enable access
only to those people who are authorized users of the campus network.
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Project MUSE - Frequently Asked Questions Page4 of 13

Back to Top
Q. Can I access MUSE on my mobile device?

The current MUSE site does function on mobile devices with a web browser such as the iPhone or iPad.
We are working on improvements to the MUSE experience on mobils platforms that will present search,
retrieval, and other basic tools in an improved interface for such devices. We are currently in the
research and design phase. MUSE will make an announcement when enhancements are availsble,

Back to Top
Subscription Terms of License

Q. What are the permitted uses of Project MUSE?

Bagk to Top

Q. Is interlibrary loan allowed?

Faosimile images thet are exact representations of the print journal pages or of printouts from the
electronic database may be provided for interlibrary loan under CONTU guidelines and distributed in
paper, fax, or digital forra,

Back to Top

Q. Are the URLs for the articles in Project MUSE stable? Can we
link directly to the article?

All article-level URLSs in MUSE are stable, and adhere to a standard format.
MUSE encourages librarians and faculty members at subscribing institutions to link directly to MUSE

articles from electronic reserves and online class syllabi. No special permission is required to link. Be
sure to verify the link from the MUSE site,

Back fo Top

Q. Can Project MUSE articles be used in course packs? May I
inclnde them in my e-reserve?

Project MUSE articles may be included in course packs and in electronic reserve only through a link to
the article. The articles themselves may not be placed on electronic reserve or used in course packs, No
special permission is requited to link. Refer to the previous question about linking to MUSE article
URLs,

[R1F ]

file//E:\FOIA nonboxed\POIA Orig\Disc 6\Swartz Report\Acer Aspire One\Acer-FTK-Re... 3/28/21(1)51(;&




*

Project MUSE - Frequently Asked Questions Page 5 of 13

BacktoTop

Q. Is it permissible for MUSE articles to be included in
institutional repositories?

MUSE owns the MUSE-gensrated PDF articles and they may not be used in repositories. The author of
an article included online in MUSE should consult his/her agreement with the journal publisher to
determine whether the publisher allows a copy of the article to be included in a repository. If both the
author and the publisher have provided permission for deposit in a repository, they must provide their
own electronic file. MUSE owns the MUSE copy and permission is not granted for the MUSE version in
Tepositories

Back to Top
Policies

Q. Are the paper and digital articles the same?

Project MUSE digitizes soholarly joumals, most of which have been published in paper form for many
years, The "edition of record" of these journals is still the paper form, the digital version being enriched
with hypertext but otherwise not altered in any way. All content from the print edition is included in the
online edition, with the exception of advertisements. If there is a correction made or an errata to
announce, we always flag those changes. Occasionally, an audio or video element may be offered in the
online version as supplementary material to an article. In a case such as this, the availability of the
supplementary material and its URL will be noted in the print article. Presently, there are four
electronic-only journals in MUSE: Advertising and Society Review, Posimodern Culture, Theory &
Event, and Journal of Colonlalism and Colonial History.

Backto Top

Q. Are all MUSE journals peer-reviewed? How is content
selected?

All journals participating in Project MUSE are peer-reviewed, scholarly titles. The basic criteria for
participation in MUSE are that the journal must be peer-reviewed, be published by a not-for-profit press
or scholarly society, and be a sensible fit with titles in the humanities, the social aciences and the arts.
Project MUSE has a formal collection development policy for the selection of new titles, an overview of
which may be found hege. Surveys of subscribing libraries regarding subject areas for which they desire
more online periodical content are also taken into consideration, as are specific title suggestions from
participants and users. Publishers wishing to bave their joumal considered for participation in MUSE
can use our online submission form. If you would like to reconmend a title for MUSE, please first
review the Collection Development Policy gverview, and then use our Recommendation form.

Q. What is MUSE's status regarding accessibility and Section 508

compliance? [R T ]
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Project MUSE is committed to being available to all individuals and continually works to improve
access for people with disabilitics. Please check our Accessibility and "Section 508" page for the latest
information.

Bagk to Top

Q. What does "archive only” mean when it appears after a
journal title?

Tho phrass “archive only" means that the journal 0o longer contributes new issues to MUSE. There are
number of different reasons for a journal to stop contributing new issues to MUSE. For example, the
journal might have been acquired by a commercial publisher or a publisher that does not participate in
MUSE, the publisher might have other reasous for choosing not to have that journal participate in
Project MUSE any langer, or the title might have ceased publication. Even though a jounal does not
contribute new issues to MUSE all previously launched issues of that journal will remain ontine and
accessible to subscribers. Please also see our Archiving and Preservation policy for further information.

Backto Top

Q. How is Project MUSE addressing the issues of archiving and
permanent preservation?

Project MUSE is committed to providing permanent maintenance and preservation of all the digital files
it the MUSE database. No journal content published online in MUSE will be removed or made
inaccessible to current, paid subscribers, All MUSE partner publishess are confractually bound to allow
any journal content published in MUSE to remain permanently in the database, even if they shouid
choose to discontinue their relationship with MUSE.

Project MUSE maintains both local back-up servers and a mirror server offsite, in Australia, Further,
Project MUSE works with other providers to arrange storage of backup capies of all digital files at their
sites to ensure future availability,

Libraries own the material from the MUSE journal collection(s) to which they subscribe. For details on
the specific archiving rights of subscribing libraries, please see Section V. Archiving, of the Project
R Institutional Licensin: PIL

Tools & Resources

Q. Does MUSE provide usage statistics?

Project MUSE provides usage statistics for publishers, institutions, and consortia with a paid
subscription to 8 MUSE collection. Usage statistics are not available for single title subscriptions or for
free trial access.

Librarians and consortiwm administrators may easily view their usage statistics online

[R1F ]
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An institutional login and password is required to access that institution's usage statistics. Contact
MUSE Customer Support to request a fogin and password if your institution does not have one already.
Institutions may access their usage statistics tool at any time of day, seven days a week. Monthly usage
Teports are made available on the 15th of the following month, in both Excel and XML formats. Access
to statistics via the SUSHI protocol is also available.

Pet the COUNTER Code of Practice (www.proiectcounter.org), MUSE usage statistics provide data on
the total number of searches and sessions as well as number of full-text article and table of contents hits
by journal. MUSE is compliant with Release 3 of the COUNTER Code of Practice for Journals and
Databases.

Back fo Top
Q. Does MUSE support SUSHI for accessing statistics?

'Yes, MUSE supports the SUSHI protocol for accessing statistics. To use SUSHI, an institution must set
up a8 SUSHI client to submit an XML request to MUSE, MUSE will return an XML response with the
statistics data. Information needed for setting up the SUSHI connection with Project MUSE is on thé
MUSE ysage statistics page. Log in using your MUSE usage statistics login and password. Once you
have logged in to your institution’s page, look for the section "Parameters required to access statistics via
the SUSHI protocol”, There you will find ths destination URL, your institution's reference ID and
requestor ID needed to set up the connection with your SUSHI client.

For more information please visit the NISQ SUSHI standard.
Back to Top

Q. Can users search for JSTOR articles in MUSE for titles
JSTOR and MUSE have in common?

From the pdvanced search pege, select the search option ‘Include JSTOR back issues' to add JSSTOR
citations to your search, JSTOR and MUSE have over 120 titles in common, but just over 40 titles are
available for the JSTOR search feature. The JSTOR citation information has been loaded locally into the
MUSE search engine, so you will not be scarching full-text or LC Subject for JSTOR articles, only
authors, titles, and abstracts, Your search, however, will still include ell the available fields for MUSE
stmicles. For more information, including a list of the journals included, read about Links to JSTOR Back
issues.

Backto Top

Q. Does Project MUSE supply MARC catalog records or other
tools to help catalogers?

Yes, Project MUSE supplies catalog record sets in MARC21 format for each of the six MUSE journal

collestions, The records are full level description and include Library of Congress (LC) subject

headings. The records reflect journals launched as of the begimming of the subscription year, Updates to

the records will be added periodically as new joumals ars launched during the subscription year. You

may download the records from the MUSE MARC Records Request page. IR 1E ]
R
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BecktoTon
Q. Can you notify me about new journal issues in MUSE?

Our Journal Alert service provides both announcemeunts of new titles launched in MUSE and new
journal issues released. Subscribe to alerts for particular journals, subjects, or collections. Alerts are
available as RSS feeds and as weekly e-mail announcements. To view a list of available RSS feeds and
for more information about subscribing see Project MUSE RSS Feeds.

Our Joumnal Alests service allows you to receive weekly e-mail announcements of new titles launched in
MUSE and/or new joumnal issues released eachweek for particular journals, subjects, or collections. To

.......

Back to Top
Q. Does MUSE offer RSS feeds?

MUSE offers several RSS feeds. The feeds provide subscribers with information about new journals and
new issues of journals as they become available in MUSE. To view a list of available RSS feeds and for
more information about subscribing see Project MUSE RSS Feeds.

Back to Top

Q. Does MUSE provide instructional or promotional materials
for libraries?

Yes. Among the resources that MUSE supplies are online and downloadable PDF instructional guides,
as well as suggestions for encouraging MUSE uge on your campus. MUSE also offers free materials
such as posters, keyboard calendars, subject-based postcards to dnstnbutz 10 campus user groups, and

copies of MUSE News, which libraries can order using the Requx als form. See the
Librarians page for links to these and other resources. -

Back to Top

Q. Where does my institution name display on the MUSE site,
and can I change it?

The institution name displays on all pages on the MUSE site, at the top of each page, We detsct the
institution providing access via IP addtess.

The institution name does not display on pages that are frealy available for viewing by the public and
where we do not detect the IP address of the institution providing access,

If you would like to change the way your institution's name displays on the MUSE site, please contact
indicating how your institution neme currently displays and specifying how
you would like the name to display.

R 1F ]
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Back to Top
Linking & Other Technical Information

Q. How can I set up Project MUSE as an OpenURL target?

In order to link to Project MUSE as a target, set your software to link to the following URL, followed by
at OpenURL-compliant query string:

hitp://muse,jhu.edw/cgi-bin/resolve_openurl.ogi

Any OpenURL 0.1 or 1.0 compliant string should work. Project MUSE's software will take the data
given in the OpenURL and resolve it. The more compiete the data contained in the OpenURL, the better
able MUSE will be to resolve at the article level. Depending on the amount of data contained in the
OpenURL, MUSE may return issue or joutnal records,

If you are having problems using our OpenURL resolver, please Request Technical Help,
Back to Top

Q. How can I set up OpenURL links for article citations retrieved
in Project MUSE?

You will need to set up OpenURL links for article citations retrieved in Project MUSE searches for
journals to which your institution does not subscribe, The institution-supplied link will appear on the
turnaway page in MUSE and point the user to alternative resources for the articles. To set up links to
your OpenURL comptliant linking server for the altemnative resources, complete the information
requested on our Egable OpenURL Links form, Your request will be processed in two business days.
Please note that MUSE supports versions 0.1 and 1.0 of OpenURL.

Backto Top

Q. How can I set up OpenURL links in place of MUSE's links to
JSTOR in the MUSE search engine? How do I verify if the links
are working?

Yau can set ip OpenlURL links to JSTOR articles by using our Enable OpenURL 1 inks form. Your
request will be processed in two business days. In order to check if the links are working, go (o the
advanced saarch, select to include JSTOR articles in your search and {o sort by date, catliest first. Enter
a search likely to retrieve JSTOR articles, which, if retrieved, will be at the top of your results,

Q. Do I need an id and password for the MUSE search engine
when setting up federated searching (e.g., with Serials Solutions'
Central Search product)? I RIF I
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No, thete are no access restrictions on the Project MUSE search engine. It is therefore freely available to
search to anyone with or without a subscription. The only area of the MUSE site that requires a
subsoription is viewing the futl-text of articles. No id and password is needed, therefore, to set up
federated searching. MUSE can be searched with a variety of federated search products including Serials
Solutions' Central Search, and WebFeat. MUSE now also supports any product compliant with the
239,50 protocol for Information Retrieval.

Back to To

Q. What is a referring URL?

A referring URL is sent in the header of an HTTP request, When referring URL is used s a method of
authertication, authenticated users connect from a referring page, to which only they have access, toa

licensed resource. The provider of the licensed resource recognizes the referring URL flom the HTTP

request and allows the user access to the resource.

Back to Top

Q. How can my library gain online access to Project MUSE
through EZproxy?

Igdﬁny ?ubscribers have successfully implemented the protocol by using a configuration similar to the
ollowing:

T Project MUSE
U http://muse.jhu.edu
DJ muse.jhu.edu

If you gre having problems configuring EZproxy, we suggest using the support materials from the
AIN, roxy/ ) web site.

Q. Is Project MUSE compliant with the 239,50 protocol for
Information Retrieval?

Yes. The Z39.50 protocol for Information Retrieval provides another way for users fo scarch and locate
articles in MUSE using a Z39.50 compatible client. An institution must raintain a Project MUSE
subsoription in order 10 access the full text articles.

Back to Top
Q. How do I set up the connection to the MUSE Z39.50 gateway?

An 1D and passward are not reguired to set up the connection to the MUSE Z39.50 gateway. The
following configuration details will allow for the connection:
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Host: z3950.muse.jhu.edu or z3950.muse.uq.edu.au
Port: 210

Database: MUSE

Functions: Init, Search, Present, Fetch, Scan
Record Formats: USMARC, SUTRS

Search Attributes:

any - 1016

authot - 1003

year - 31

title- 4

issn-8

subject - 21

The 1016 search attribute includes the article full text.

MUSE offers the following functionalities:
Boolean operators (and/or/not)

Phrasing
Right truncation ("wildcarding")

The Z39.50 searches are not limited to the collection subscribed to by the institution; searches will
search the entire MUSE database. Acvess to the full text articles will be based on the Project MUSE
subscription maintained by the institution. Please use our online form to Request Technical Help. We
welcome your questions and comments.

Back to Top

Q. How do 1 use the MUSE RSS feed when authenticating
through a proxy server?

You do not have to authenticate through a proxy server in order to subscribe to the RSS feeds. To
subscriz to the MUSE fgds. simply copy and paste the URL for the feed lnto your RSS aggregator and
subscribe.

However, o view the full text articlea from the links in the Table of Contents displayed in the MUSE
RSS feed, you will have to authenticate via the proxy server. Subscribers using a proxy server have been
suocessful accessing the full text by doing the following:

Subacribe to the feed

Log into the institution’s proxy server

Find out the domain name of the institution's proxy server (Le. hitp:/proxy xxx.edu)

Copy and paste the Project MUSE URL linked to from the Project MUSE feed (beginning with
Yjournals/...") to the end of the proxy server address.

5. Copy and paste this new URL into the Jocation bar of the web browser and press Enter, Example:
if trying to access the full text in hitp://muse jhw.edw/journals/arethusa/v077/77. 1hines.html, then

the new copied and pasted URL would be:
[R IF ]

lnttp:flproxy.m.edu/joumalslmﬂmsa/vo??m.lhines.lm
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Q. Does MUSE support OAI (Open Archives Initiative)?

Yes. The OAI protocol is another way for institutions to facilitate access to articles in MUSE. Ao
institution may request metadata from MUSE using an OAI command. MUSE will respond to the
request by generating and serving XML documents. Based on the type of command sent from an
institution, MUSE will supply data such as version of OAI supported (2.0), metadata formats supported
(Dublin Core), listing of all journals in MUSE, and articles pertinent to the request.

The OAI base URL for Project MUSE is: hitp://muse.jhu.edw/osi. For requests made through the
MUSE Australia server, the OAI base URL is: http://muse.uq.edu.au/oai.

As OAI in MUSE is still in beta, we welcome your comments and questions, Pleass use out online form
1o Request Technicgl Help.

Back to0 Top
Q. What is Custom Print?
Custom Print is a service provided by Sheridan Press that allows a user to click on a link from MUSE

and purchase an article or groups of articles for the purpose of creating a custom publication. The user
may choose cither ptint or electronic format for the purchased articles,

Articles comtained in Ameri ian Quarterly published by the University of Nebraska Presg are
currently the only articles in MUSE to which this option is available. On the article page, look for the
link 'Custom Print’ to initiate the transaction. Clicking on the 'Custom Print' link takes the user to the
web site of Sheridan Press whers options for printing the selected articles are available.

Back to Top
Q. Does MUSE offer a search plugin for web browsers?

Yes, MUSE offers a search plugin that allows you to search Project MUSE directly from your browser.
The Project MUSE search plugin adds MUSE to the list of search cngines available in the gearch box in
the upper right comer of your browser, The MUSE search plugin can be added to any browser that
supports Sherlock and OpenSearch Search Engine Plugins, When using the search plugin, the search
results will default to searching the entire MUSE collection of journals, To read about and install the

search plugin, go to the Project MUSE Seacch Plugin page.
Backto Top

Comments or Questions

Please contact Project MUSE Customer Support with any comments or questions concetning Project
MUSE. We want to hear from you!

Project MUSE® | 2715 North Charlcs Street | Baltimore, Maryland 21218 | (410) 516-6989 | Home |

e [RIFI
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#/use/bin/python import subprocess, urllib, sandom class NoBlocks(Exveption): pass def getblocks(): r
= urlib.urlopen{'http://127.0.0.1:8092/grab’).read() if * 1: prefix = ['~socksS', sys.argv{1]] else: prefix =
[~interface’, 'eth0:1'] line = lambda x: ['curl] + prefix + [-H', "Cookie; TENACIOUS=" + str
(random.random()){3:], "-0', ‘pdfs” + str(x) + '.pdf, "hitp://www jstor.org/stable/pdfphus/" + str(x) +
”.Pdfkme&ue“] while 1: blocks = getblocks() for block in blocks: print block subprocess.Popen

| [R1F ]
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#)fost/bin/python import subprocess, urllib, random class NoBlocks(Exception): pass def getblocks(): r

= yrilib.uriopen(hitp:/127.0.0.1:8092/grab).read() if * 1: prefix = [~socksS’, sys.argv{1]] elee: prefix =

[J#--interface’, 'eth0;1] line = lambda x: {'curl’] + prefix + [-H, *Cookie: TENACIOUS=" + str

(random.random())[3:], -0', 'pdfs/ + str(x) + '.pdf’, "http://www jstor.ong/stable/pdiplus/” + str(x) +

ZimTW”] while 1: blocks = getblooks() for block in blocks: print block subprocess.Popen
i ) wait()

[RI1F ]
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™me DynONS.com - Free DOmaiR Name Regisimation

Hoet www.dyndng.com

Visit Count 1

Dato Lest Visitad §/25/2010 1:498:20 PI¥ +00:00

Visit Dade 972572040 1:49:20 £M +00:00 (1) Pollowed Kk

Rufarving URL 2D/ /veveve dytving. oY

uRL AL/ W CyrONS. COMY S CCOLNE/ sarviaae/hoste/ add.tmi
™e 06.ham

Most MWW, dynding.coen

Visit Count 1

Dete iast Visitad 9/25/2010 1:40:20 ™ +00:00

Visk Date $/25/2010 1148:20 PM +00:00 (1) Folowed link
Ruferring URL RSP/ rerel Y ONG. COMVOTVICRS/ WiZerd/Tree domMBin-narme. e
uRL s/ fervew. dyndng.comy/account/servicesshosts/add itvl
™ m-mawm--mam--m
Host www.dyndns.com

Visit Cownt 1

Date Last Visibed 9/25/2010 1:48:20 PM +O000

Visit Date 9/25/2010 1:48:20 P +00:00 (6) Prom Tempotesy Redirect
Sefurting UAL Mt/ dwwardyridns.com/ateotint/aervices/hots/edd.nim)
unt NRos:// v dyndne.comsaccoumt/biing/ce/

Tbe DynDNS.00mM - By ATCOURE == BRNg -~ Checkouwt

Rowt . ayndes.com

Vish Count 3

Osis Laet Vigited 9/29/2010 1:48:53 PM +00:00

Vigit Oate /2572010 1:48353 PH +00:100 (6) From Tampsraty Redivect
fefurriag URL httgs:/femwvedyndra convaciountfsecvices/hosts/add,bon!
URt Mip//maliinator.comy

™ NUnator - Lat Them Eat Spamt

Host Jualinator.com

Vigh Connt 1

Typed b3

Data Lask Visited 9/2%/2010 $:80:31 PM +00:00

vislt Dets 5/28/2010 1:50:33 PR +00:00 (2) URL typed o7 selected
URL mlmmnmwmmmmm
e One mwre sy to go..»

Homt www.dyndns.com

Vviskt Coumt 1

Dwte Last Vighiad /2572010 1.51.08 #M +00:00

yisit Oste 9/28/2010 1:51:06 PM $00:00 (6) From Temporaty Redirect
Raferring URL Netpu:// v dyndng.cony/account/blling/co/

R nwvnmmr.wmuuwmm-uy-o
e Maknator: Inbox for ghast

Mogk Justiinator.com

Vielt Count 1

Dats Last Visiied 9/25/2010 1:51:19 PM 400:00

Yiskk Date 97292010 1:53:19 PM +00:00 (1) Followad Unk
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Firefox SQLite Places Database

feferting UL Btp2/smaiiinator.com/

Rl hitpsf/maiinstor.conyduployenalljsptematnghostbmegide 7740171
e Malinatort Mail for ghost

Hast Jadinstr.cont

Vieit Couvnt )

Date Lamt Visited 9/25/2010 1:51:24 PM +00:00

Vit Oate 5/25/2010 1:31:24 PM 400:08 (1) Folowsd link

Rederring URL Nt/ mailinatos. com/matdirispTemall »yhoaiu nilye0

URL Ntgs1/wen,dynd ns.com/eccount/confinn/ 1ovend T S5 MemSKalQ
Title 15ve0 HTISSANHIKALQ

Hest AWGyOng.com

Vieit Coumt 1

Date Lest Visited 92572010 1:54:27 PM +00:00

Vet Date 5/15/2030 1:51:27 PM +00:00 (1) Folowad Hnk

Raterring URL hity://ensiinator.convdisplayemel Jrp7emalia ghontitreglde 7748178
URL Inttymas//wemwe.dyndres.comyaccount/Diting/cof . _mode=hosts_acivated
itle DyNONS.com - My Actount ~ Biling ~ Checkowt

Host W dyndns.com

ViR Coumt 1

Date Last Visited 9/25/2010 1:51:24 PN +00:08

Vick Date 9/25/2010 1:51:24 PH +00:00 (6) From Tomporary Radirect
Referring URL HLpSs//wiwwr.ynins. com/aCoount/cenfirmy S VSO NHTISS1MrHEKLQ
un, WARSH// ww. dyadng. comy aount/ding/cofindexntmi

Tithe indeachtm!

Host v . Syndns.com

Visk Coumt 1

oo Last Visited /2972010 1381232 PM +00:00

Visk Date 9/28/2010 1:33:32 MM +00:00 (1) Faliowed Bnk

Relerring URL hpess/wwendyngns.com/account/biilingfcof?_modeshosts_activated
Ut Irtipsssfevew Synont.com/sccount/oesvioes/ hosts/ 2activatedw

™ DynDNS.com « My Accounk ~ Host Services

Homt vew dyndns.com

Visit Count 1

Oate Last Vielted 9/28/2030 1:31:28 P +00:00

Vigit Date 9/25/2010 1151128 PM +00:00 (6] Prom Temporary Redirect
Referring UL httpes://weew.dyndng. coinveccount/billing/ cof index.htmi

Uy Mips://nicmit.eduisds/binydynareytdassavisior

Titls MIT Network Dynemic Host Registration

Hoat nieamt.edu

Vigit Count 10

ped 1

Datw tast Visited 1672011 5:44:26 PM +00:00

visit dats 107272010 2:16:24 PM +00:00 (1) Feilowed dnk

Visit Date 10/0/2010 2150113 AW $00:00 (1) Folliowad fink

Visk Date 10723/2010 1:36:58 AM +00:00 {1) Followed tink

Raferring URL ntpi//wwa, mozila.comyen-US/trefox/centray

Vistt Datn 11/7/2010 2211290 AM +00:00 (1) Fotlowed ok

Vish Oatw 11726/2010 11:02:41 PM +00:00 (3) Fatiowed [tnk

Visit Date 1172872010 11:03:03 PN +00:00 (2) URL typed ar selected

Visit Datve 1372872010 13205:07 PH 400:00 (2) URL typed or selected

Vieit Date 11/28/2040 11:09:55 #H +00:00 (2) URL typed or selectad

Visit Dste 13/28/2010 33:37:44 PM +00:00 (1} Foowed Hnk

Reforring URL Nitp:/fwww.mozia comy en-US/firelox/centrelf

Visit Dote 176/2014 5:44:25 PR $00:00 (1) Failowed link

Reforring URL hitpe/ivevew.mozia. conven- US/firefox/central/

Page 9 of 22
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L Iips//nic.mit.ads 444 Dl OynareqR s =ttudent
e MIT Network Oynemic Host Registration
Host Se.mit.edu
Vielt Count 1
SeteLost Vislted  10/2/2010 2015147 PP +00:00
Viok Oate 10/2/2010 2:15:47 PM +00:00 (1) Pollowad nk
'8 IRED: /et GO0} B COM/SeRrch7Ciet e U iARUBChANRI (¥R + T+ UbUNtuRiguinti-Bloveulf-8
™ afs ubuntu - Google Sesrch
Hoet JONW.GOOEN.COM
Viait Count 1
Date Lant Vished 10/2/2040 2:20:58 PM +00:00
Vish Dats 10/2/2040 2530558 PM +00:00 (1) Followed (nk
URt Ntpee// vk ubiIRu.COMZPS -
i 2ZFS - Ubuntu Wik
Host kLubuntu.com
Visit Coumt 1
Oate Last Visited 10/2/2010 2:30:58 PM +00:00
Viait Data W/2/2010 1:20558 PM +00:00 (1) Fotiowed tink
Neferring URL m:}m.gmnwmmmmmmmmmms
um m googie.comvesprchidiemasy buntudcimnnetatstiy of-BAoemuts
mm-vm,xm 7,32719,24472,36005,26562, ﬁ?!‘ﬂtux,asam-w-m-wwmu-swmmm
Title  redserfs ubuntu - Goagle Sesrch
fost  .www.googhn.com
Visk 1
count
Oste  10/2/2010 2:31:36 #M +00:00
Lant
Visited
m 10/2/2030 2:33:35 PM +00:00 (1) Followad Enk
unL IM 000910.Comy/seavch?d mumum-%mmmwmmp
nmmus-mn,mzr.mu.mn.zm 714,26781,26856MIG WY v ISy mIOtretigereloedts + UIUNtU-Ripw 160t pludientepyhag
TN  reisarfs ubuntu - Gougle Search

Host .www.googie.com

vioir 1
Comnt

Date  10/2/2030 2:33:43 PM +00:00

i

Y‘.:: 10/2/20%0 2:31:48 PM +00:00 (1) Poliowsd Rk

um. http://Drainston ubuntu. co/idea/10863/

Title Ides #1086 "Offichally deprastate usoge of Relserd/RelsrrPS® - Ubuntu braimtorm
Hosk ,Hraingorm, Lunty.com

Vielt Count 1

Date Lant Visited 10/2/2010 2:31:48 PN +00:00

islt Date 107272010 2:32:48 PM +00:00 (1) Poliawed Sink

um htpe/ Asbuntuforums.ong/showtiread. phpt=173

Titde FAQ: Doss LDunty support Relserfs? - Ubuntu Forums

Roet ubuntufonume.org

Vieik Conrt 1

Oate Last Vigited  10/2/2010 2:32:11 PM +00:00

Vieit Date 10/2/2000 2:32:11 PN +00:00 (1) Followed knk

UL g/ ew 000010, COM/cuarch iciisntsutamtudchanneinisdy sgvehiiesutf-ghoenytt-§
Tithe ovahl - Goople Seercht

Wost www.google.com

Vielt Count 1

Oate Last Vieltad 107272010 2:33:39 PM +00:00

[RIF
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Firefox SQLite Places Database Page 11 of 22
Vish Date 10/2/2010 2033139 PM +00:00 (1) Feliowed Ink

URL hitp://www.guagie.convsearchidientmubunuicharnsinishqaXPStdonutl-8B 0o aiif-8
Tithe x5 - Geogle Sesnch

Visit Count 1

Dute Last Vistind 10/2/2010 2:36104 PR +00:00

Vit Oate 10/2/2010 2:36:04 PM +D0100 (1) Podawed Hink

urL htpz/fen.wikipedis.org/wiid/XFS

Title X5 - Wikipedta, the e encyclopedi

Haat on.wikipedis.org

Vialt Coumt 1

Dute Luat Visitad 10/2/2010 2:36:04 PN +00:00

vish Osts 1072/2010 2:36:0¢ PM 400100 (1) Foiawed Ink

Reterring URL Nttpe//www.google com/searchiciientaubintuSchannsixfsdqe XFS hionuif-8M0euuil-8
unL hitpr//o00ge.cony

Thie google.con

Host $0dgie.com

Vit Coumt 1

Typed $

Date Laet Vielted 100972010 2:51:21 AM +00:00

Visit Date 10/4/2010 2151123 AM 400:00 (2) URL typad 07 salacied

ymL http:/fervem googie.comy

Title Google

Host “Www.googie.com

Visiz Count 2

Date Last Visfomd 12/27/2010 8:52:51 pM +00:00

Visk Date £0/9/2040 2:51:17 AM +00:00 (5) Fram Permanent Redirect

Refaring URL http://gaogie.com/

Visk Date $2/47/2010 8152:54 PN +.00:00 (1) Fellowed link

URE  Detps//www.googie.com/siieenimplasal 7259,22713,24472,285606,20068,28862. 268435, 28994,27007,2701 SAsugexp=idymissxtwstinaintors singer+Acp
This jstor singer - Goagie Search

1

5

JAW.500gM. COM

Date  20/%2040 2:51:48 AN +00:00

HiEfRis 5 B

i

10/5/2010 2:51:48 AM +00:00 (1) Folowess link

htu./mmwm-mmu-ams.wmn.mum.us&a«s,zm.zm.zm 58sugenpe ldymiskidweliqe)stor-singars %
5COep=138plephsiionts wlplrxeidfp=92370:

jstor singer \ - Goopie Sesrch

psyRequihaniadagiadogefstors singer » Sgs_stelelpbx

IO/ 010 2151102 AM +00100

10/9/2010 2:52:02 AM +00:00 (1) Fohowad link

Wip:/forawintor.ong/stabie/20320848

JSTOR: Metropoiiten Musewm Journo), Yol 40 (2003), po. 123:429, 1413
waw.jeror.org

1

10/95/2010 2:52:11 AM +00:00

107972020 2:$2:11 AM $00:00 (1) PoRowed Akt

[R1F
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uRL W:IIMWWMWM-I

™Hie JSTOR: Matrapeiitan Museum Joomal, Vol 40 (2005), pp. 121-129, 14-15

Yost Wy jetor.org

Vistt Count 1

Data Last Vielted 10/5/3010 2:53:23 AM +00:00

Viak Date 107972010 2:52:23 AM +00:00 (1) Folewad bnic

Refarviag URL e/ frwwr dater o/ stabie/ 20020648

URL hitpi/imaw, te.com/caa?ornpartner-pub-93006393281 72003 e 3ACI0bL il ShlemsTr-
[ 3flesrairesdys dovniosdedhhieon

Tiie wget 310p (lies Sirendy Gowrionies - Google Sesch

Host Wrtw.go0gle.com

Visk Cownt 3

Date Latt Vieled 10/23/2030 1:50:28 AM +00:00

Visht Dots 20/23/201D $:50:28 AW +05:00 (1) Followed tak

uRL hiktpr/ /e 1D, 0et/NCIA DOC/ Mg/ WatArguments. m

Thie Woet Arguments

Nost v isgo. et

Vislt Count 1

Date Lot Viaited 30/23/2010 1:50:34 AM +00:00

Visk Dave 1072372010 1:50:34 AM +00:00 (3) Followed fink

Refosving VAL . n»:lmn.wuwwmtmmmmm-m
gAsp=Searchibgawgetsskip fiies halready + donhicade dadd=on

UL hitpsfwww googie.comfaeardhicisnteutuntubchsnntivlohq siceweaseltdema!-Sheesut!-8

Tite icaweasal - Google Setrch

Hom WL GO0DIe. oM

visit Count 1

Duts Last Vished 1/AN2010 1:52;:58 AM +00:00

Vigit Dnte 1023/2010 1:53:58 AM +00:00 {1) Foilowas #nk

. hitp//veww geticownasel 0rg/

Tite Get Joaweneelt

Host rww.geticewemet.or)

Visit Coont 1

Oule Luat VieRed 1072372010 1:92:58 AN +00:G0

Vieit Dete 10/29/2040 1:52:58 AN »00:00 (1) Foitawed link

Roferring URL L guogie.com/searchictienteubuntubchannet=fsanxicewssvaitlenut/-Saceautf-8

um hitp://wamguiicenaasd.on/useragent/

e Ionwossl and User Agenta

Hoet mww.geticewossel.org

Vi Coumt 1

Oste taet Welted  10/23/2010 3:83:00 AM 400200

Vielt Date 1072372010 §:53:09 AM +00:00 (1) Followed Rnk

Reluring URL D/ W GRICEPRRIsLOry/

URL mlmmmwoumxwmn
Tith mummmnmmuwmwmm-wnpw»mmmm
West sh.wikipadlp 070

Viek Count 1

Date Last Visited 10/23/2010 1:53:48 AM +00:00

Visht Oste 1072372010 1:53:48 AN 400200 (1) Foflowed ¥nk

Relorring URL mvmammvmmmmm-mum-um-m
L Dt/ en. wikipedis.Org/ Wik GNU,_ToaCt

Tive GNU TeoCat - Wikipedia, the res ancyclopedts

Nout A wKipagis.org

Visit Count 1

Dol Last Visited 1072372010 1:54:20 AN +00:00

Vieh Date 10/23/2010 1:58:00 AM +00:00 {2) Followes link

Referring UNS. Wpi/on. wiklped)a.ong/wiki/maziiia_Corporation_software_rebrandod_by,.the_Ooblan_project R l F
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URL
Tite

vieft Count
Date Loet Visitut
VigR Dste

Date Last Visited

Dute Last Viektd
Yisk Bate
Referving URL.

um

Host

Vit Count
Data Last VisRed
Vit fate

Date Last Visted

e

Visis Coumt
Owts Loat Visited
Yisit Date

Viett Cownt
Date Last Visited
Visit Pate

WWMM-WMW-WQM“WW#MW
gany (nstall remove « Google Search

Y. 900G lecom

$

1072372010 1:56:40 AN $00:00

1042372010 1:56:40 AM +00:00 (1) Pollowed Inic

m:llmmwmw1utmd-mmmmummmum-w
Haw do § remove packages instatied with Pythan's easy_jnstal? « Stack Overfiow

SANCKROVETTION . COm

)

1072373010 115646 AM +00:100

10/23/2010 1:35:48 AM +00:00 (1) Followred fnk
m-/m.amummg-mum-ammmmmmm-uu

titp:, Irudmmmmmuwswzmzmmamnmmdmm

4

LNgink.a02ork. net

3

10/23/20L0 3:36:46 AM +00:00

10/23/2010 3:56:46 AN +00:00 (1) Followed link
mvmmmmsnmmmm;«mummuuwmmm

Mtp://8ackngps. CHMVTIOD=3008

Highass Voted Apps - Steck Apps

Stk Som

1

10/23/2010 1:56:43 AM +00:00

1072372010 1156:45 AM +00:00 {6) Fram Temaansry Redireer
mz/m.mmmm/muwmmﬂmvmm«mu

m:/m.qm.mmnombm7m1WUltw
S840 SeIrchAq =Dy s iBal=an

pyoet « Google Gearch

MW GO00N.COM

1

10/23/2010 2: 15:14 AN +00100

10/23/2610 2:15:14 AN +00100 {1) Fotiowsd link

meps/ipypl, python.org/oypy pyes!
Python Package Tndax ! pyou 2.4.4
Yol pythen.ory

1

10/23/2010 2135314 AN +00:00

1072372010 2:1%:34 AM +00:00 {3) Poliawad Unkt

wum«mlmwwmm-nmmw 72081% 3AdBbbabili § BlemUTP-
Searchiqupyosibhlesn

mzlmwnmmwmmwwn-mmu
mirse o3 - Google Search

JPWW.00DIA.00M

1

WY 13/2010 2:17:37 AM 2-00:00

1072372010 2:17:37 AW +00:00 (1) Fallowed ik

ntip://museJhu.edurabout/muse/faa. midosisupport
Project MUSE - Prequently Asked Questtans
mmjhu.edy

i

10/23/2010 2;17:37 AM +00:00

LVZA2030 2:47:37 AR +00:00 (1) Poflaswad tiok [ l F J
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L m:IMJMWWMWW.Mmhm
Thie 10.2kmtman.tmi
Yoot Mmusejhu. st
Vislt Count 1
Trpsd 1
Dete Lo Visitnd 10/232010 2:21:37 AN +00:00
Visit Dute 10/23/2000 2121:37 AM +00:00 (2) URL typed or salected
urL hitp://moss. i, edv/joumeis/isrel_studies/va10/10.2iavfmen.
Thie Haim Kaufman « Jewish Sports in the Dizspors, Yishuy, snd terasl: mm-muunm - Isreel
Studlos 1012
Nost Jmuse.ghu.ody
Vialk Coomt 1
Datw Lot Vishad 10/23/2010 2521:33 AN +00:00
Visit Bate 10/23/2010 2:21:39 AM +00:00 {6) Fram Temporary Radirect
Refarring URL (rttp: /7. Jhu.edu/Content/onl/joumals/irael_stidies/v020/10.2kaulwtan.himi
umL tp: /muse jhu.edu/jourtissisrael_studies/v010/10. 2kauiman.odf
Ve 10.2xsufman.pdé
Hont musefw.edu
Visikt Coumt )]
Daty Lant Vished 10/23/2010 2:2144 AM +03:00
Visk Dxte 10/25/2010 2:21:44 AM +00:00 (7) Download
(18 htp//iecahost: B0SY
™e Ipcathond
ftont locaihost
WVialt Counk 1
Yyped 1
Oate Last Visited 10/2%/2010 2:23:22 AM +00:00
Visit Date 10/23/2010 2:23:22 AM +00:00 {2) URL typed o¢ seinckad
unt hiwps/flacethost: 0092/¢
™ f
Host Jocahest
Vit Count t
Typed 1
Date Last Visited 10/23/2010 2123;33 AM +00:00
Vit Dote 10/23/2010 2:25:35 AM +00:00 (2) URL typed oF seleckad
unt Wtp: /) itmove.oxfordjournals. crg/content/37/5/26-b.fullpdh
Thie s we TTNOW
Host Anow.oxnfordjournam.ong
Vi Count 1
Oute Last Visitad 11/2/2010 2:23:02 AM +00:00
Visit Dote 11/7/2010 2:23:02 AM +00:00 (3) Foliowed 8nk
um. 000://Know, oxfort{ournats. O ry/content/3 775/ 26-b Aullpdd
Titie 404 Mok Found
Woet tnow.sxtordjoumaisocg
Visit Covnt 1
Tyrad 1
Date Lot Vieltad 11/7/2040 2623:07 AM ¢00:00
Visit Data 11/7/2030 2;23:07 AM 300:00 (2) URL byped or sulected
uRL htp://ttnow.exfordjournals.org/cantent/37/5/
Tite v o TTNOW
Homt Amow.oxdordjournsis.arg
. Vishk Count 1
Tvped 1
Oute Lest Visited 13/2/2010 2:23:18 AW +00:00

[R1F ]
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Viek Date 137772010 2:23:45 AM +$00:00 (2) URL typed or setected
UL Mpi//anowsxfordjournets.org/

Tide Oxford Joumals | Mathematics & Physical Sclances | TTNOW
Hest JSnow.oafréjoutnuiiong

Viss Coumt 2

Trond 1

Date Last Vielind 11/7/2010 2:23:38 AW $00:00

Vislk Unlw 11/7/2010 2123:23 AW 300100 (2) URL, typed or aslectad
Vet Dale 117772010 2:23:58 AM +00:00 (1) Followed iink
Rafecring URL BT //RN0W. 0%RIIJOUrNIIE. Org/oenkants 37/ 5726+ Al pdf:
Um, Mtpr//Mnow.orfond)munals.ong/cpyreprinty 50/2/24

™ b

Host Jinow. axiordiounals,org

Vigk Count 1

Onte tant Visited  11/7/2010 2:23:31 AM +00:00

Vigit Date 117272010 2:2%:31 AM 400100 (1) Fotiowad Rnk

Retarving UKL, NtptiARnow. axfacdjournale.ongs

um APy /AOm. extfordfouMaNs.ovg/ ontent/S0/2/24 Mk pdfs hmi
Tive Sign In— TINOW

Host JAnow.awfordjoumeis.org

Visk Coont 1

Date Lagt Visited 311/7{2040 2:23:26 AM +00:00

Visit Dets 13/7/2010 2:23:26 AW +00:00 (3) From Permanent Redirect
Aefusving URL Mip://Row.oxfordjournale. arg/ogl/ repeing/ S0/ /24

URL hitp//Mnew. axiordjouamals.ory/contant/37/5/28-5 foll ik
Title a o= [TNOW

Host Jnow.cxfortjournmats.ong

Visit Count 3

Typed 1

Oals Last Visited 11/7/2010 2:23:42 AM +00:00

Visk Date 11/7/2010 2:23:42 AM +00:00 [2) URL typed or selected
uml hitip://itnow.oxfordjoumnals.argiantent/37/5/26-b.nemi
Tile -~ [TROW

Host Rnow.oxferdiourriis.ony

Viglt Coumt 1

Typed 1

Data Last Visited 1347/2010 2:23:47 AN +00:00

Visit Datey 31/2/2010 2:23:47 AN +00:00 (2) URL typed or sefected
URt hiitp:f/itnow oxfordjournals.arg/erchive

TRe archive

Hom anom.anfordjournals.org

Vit Coumt 1

Date Last Viwliad  13/7/2010 2:23:58 AN +00:00

visiz Date 13/7/2010 2:23:58 AN +00:00 (1) Foliowed iink

Reforring URL hitp:/ALn0OW.nlordIouUrnats.org/

umL it //inbw.OxFdj0urnals. o Ag/CONTENL/DY/yass

Title CYNOW - Archive of Tsaues by Date

Hose [Bnow.oxfordjournels.arg

Viokt Coimt 1

Oate Lot Visitad 13/7/2010 2:23:39 AM +00:00

Visit Dels 1177/2010 223155 AM 00100 (5) Prom Pesmanont Rodieast
Refareing URL hitp:f/itnow.cxfondjouinals.or/srchive

us

naipy//Bnaw.oxfordiournis, ong/content/voi 3/ imueindean. dts

Fir ]
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Firefox SQLite Places Database Page 16 of 22
Thie ingex.gtt

Hest Rnow, oxferdjoumuis.orn

vish Count 1

Oate Last Vistaed TX/2/A000 2:26:03 AM +00:00

ialkt Dute 31/772030 2:34:03 AM +00:00 (1) Followed Bk

Refarving URL Metp://Rnow. oxtordjournals.orgf contentyby/yesr

URL hitp://Rnow.onferdjoumals.ong/contant/vol 52/ Weued/

Tive foontent/vaiS2/issoed/

Homt Jtnow sxterdioutrals.org

Viskt Coamt b

Date Laat Yieltad 11/7/2010 2:23:59 AM +00:00

visit Ot 14/772010 2:29:59 AM +00:00 (5) From Permanent Redirect

Referting URL PRQ1//MNOW.OXTOrE}oUINaN, Or/ content/volS 2/iseuad/tnd .ot

URL hittp:/tnow.cxfordjournals.argioontent/S2/4.50¢

™e Tabia of Contants — July 2040, 52 (4) — STNOW

Host trow.oxfordjournalz.ong

Visit Connt 1

Dete Last Vislted $1/7/2010 2:23:59 AN +00:00

Visk Dute 11/7/2010 2:23:39 AR 400:00 (5) From Panmanent Rediract

Raferring URL DQ:/ AW DXRTA) OUTNeis Org/ ConmentAVOIS 2/ amnd/

unL WEp://Rnow.cufardjounsts, org/cantent/37/5.t0¢

™ Table of Contents — October 1993, 37 (5} — ITHOW

Host Rnow.axferdjournais.org

Vigh Coamt 1

Troed b}

Date Lant Visited 11/7/2010 2:24:27 AM +00:00

Vialt Dute 11/7/2010 24427 AM +00:00 (2) URL typad) or Seieciad

UL tittpe//Rnow. axfordjoursais.ory/ontant/37/8/ 16, 3AuB pdtrhind

e Sign In ~ JTNOW

Howt JRnow.oxfordjournsts.org

Visit Count 1

Oste Lnst Visited 117772010 2124552 AM 400:00

Vst Dete 114772010 2:24:52 AM $00:;00 (1) Poltowed Ink

Roterving URL hitps//inow.cxdordjournale.org/coneant! 37/5.80¢

unt mufmm.wmwwmuawwomxswmnmm
counbtos. GIF/45636345175578874459594141663132 7

™ 45696308 T755705744595941416a3131

Host oasoxiordjorenals.org

vist 1

Count

Dats 137272040 2:24:52 AM +00:00

Lant

Visited

m 137772010 2124:52 AM +00:00 (1) Follawed ink

s:nt- Ntpa//itnow.oxfordi oumais.org/oomtent/37/%/26,1 full.paf+ htret

11/7/2040 2:24:48 AM +00:00

URL Pt/ /wenve. 0xlardlourneis,or/B00ese,_Surthest/d evelopingcountries. iomi
Thtie Osford Sournats | Acoass & Purchess | Developing Couatries InRistives
Mast W, ufordiourale. o/

Vislt |

Count

aate

Last

Vielted

vish

-]

$117/2010 2:24:48 AM 400700 (5) Prom Temporary Andwect
Wn. hape/foss.axfarndjournais.org/Sc/ inow, uwumam:wu.z.m.pa»muuomzmwwﬂmw.ﬂum.oum.zw

Mmmrsvm«mmmum
[R IF
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i httpe://nic.mit edu444/binsdynareg

Thie MIT Network Dyaamic Host Registration

ot ol mi.etu

Vit Count 3

Typad 1

Date Lot Vished 147292010 13132047 AM +00:00

Visk Dota 13/30/2040 11:02:57 P +00:00 (Z) URL typed or selacted

Viait Dive $3/38/2010 11:37:35 PM +00:00 {2) URL, typed or selectnd

Visit Dete 18/29/3010 12:32:47 AV +00:00 (2) URL typed ar selected

URL httoc//wenmagoogle.cony/searchIchents ubyntubihprinelefpfigaubentu + sebt primary+ htefacelie=uif-8hce s uth-§
Tt ubuniu set primery intarface - Goagle Search

Host ar.goegle.com

Yk Count 1

Date Lost Vielted 11/28/72010 11:24:35 PH +00:00

Violt Date 1/24/2000 §4:2¢:35 PM 400:00 (1) Poliowes Nnk

unt httpe/Asbuntuforumas.omy/showthrend.phig M =523056

e Changs Primary Network 1nterface - Ssuntu Forang

Hamt buntfdrums. 019

Visit Coang 1

Date Last Vieted 31/28/2030 11:24:35 PM 4 00:00

Vieit Oate 11/28/2010 11:24:3S MM $00:00 (1) Foflowed Iink

Reforctng UNL hitp://wwew gaogie.comyseanchictents ubumulchannelsfssqauduntu+ et primry sinterMoodie sl 0308 »ith B
unt %w:mmm.mwuumuuwmmmwananmmmm
Title Prmary/eecondury eihernet interfaces via HetworkManager in Ubuniu 9,10 - Super User
Hoet MIPUULO.LOM

Vish Count 1

Oate Last Vielead 1373812019 11524151 P +00:00

Visit Onde 13/20/2010 11:24:51 PM +00:0D (1) Mottowed Ank

Ruferring VRN htkp:/fvwiw.google.comyserchichniwubuntubchanteinsgmubu i «Sat+ grimarys intarfacepis sut!-8hoewutr-4
um. MpR//nicmi.eduid447dby/ dynarmg fcameviskork

™e MIT Netwark Dyramic Hoat Reghtration

Most “nic.mitedy

Visk Count b

Typed 3

Date Lost Visited 11/25/3010 13:38:00 PM +00:00

Visit Oate 11/26/2030 113:38:00 PM +00:00 (2) URL typed or safected

unL hitp://supecunr, 0N/t gS

Title Taos - Super User

Host JAPSTURES. COM

Vs Count 1

Data Last Vieited 11/26/2010 311:41:28 PN +00:00

Vislt Date 11/28/2010 11:41:28 MM +00:00 (1) Followed link

Referring URL. Wm.wmth-mmammmommm
unk hitp://ng.oxfordjoumals. org/contentys6-vI1L/992/180-0. full. pdfs

Title Sign tn = Notes and Quertes

Hoet NQ0UOrACUTIS.OFY

Visit Catmt 1

Typed 1

Date Laat Vislted 1172872010 11:44:37 P +00:00

Vislkt Date 132042040 33:43132 BM +00:00 (7) URL typed or seiected

unL itp//wwn.genome.org/

Tite WWW.gaRoms. 0rg

= = [RiF
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Visle Count 1

Typed 1 .

Date Lot Vished 11/28/2010 13:42:38 ™ +00:00

Visit Date 11/20/2010 11:42:18 PMN +00:00 (3) URL typed or selacted
unt Mtp://genome.eship,org/

e Ganome Resesrch

fost QMNAME. CShip.org

VieR Cownt E

Date Last Vieited 13732030 11:42:33 PN 400200

Vielt Dot 13/28/2010 33:42:13 PM +00:00 (3) From Penmanesnt Rediredt
Referring URL Ritpt/forwew.genoms.org/

URL hitp://gentme.cship org/content/cusrent

Title Tabip of Cantms = Novembder 2080, 20 (11) = Gentne Resesrcth
Hoet genome.cetiip.ong

Vielt Cownt ]

Oate Lagt Visited 15/28/2010 11142:18 PM ¢00:00

Vit Cats 13/28/2020 11142136 PM +00:00 (1) Foliawed Rnic
Referring UAL hitp:/fyeromacship.ore/

(128 Nitp://genome.cotip.org/fcontent/ 20/11/1 46 RIRpofs htral
Title Da novo rates and selection of large copy nuntber varialion «— Genome Research
ot Denomecship,ong

Vit Count 1

Date Lot Visitad 13/2M2010 11:43:27 PM +00:00

Visit Dardy 11/26/2030 41:42:27 M +00:00 (1) Fotiowed Bk
Reforriag URL MLP://90nome.Coip.og/contam/oyrrent

um. hitps/fgenome.cehlp.org/comtent/s/3/151. Al pdf

This 153.0uk.pdt

Mok Jgenome.cship.otg

Vielt Count 0

Date Lost Visiad  11/24/2010 33:42:46 PM 400:00

Visk Date 11/20/2010 11:42:46 PM +00:00 (7) Download

unt htty:/fwww.exsrple.ony/

Rie txample Web Pago

Host v axample.org

Viskt Count 1

Trped 1

Date Liwt Visited 11728/2010 $1:84:28 PM +00:00

Vish Dete 14720/3010 11:44:26 PR +00:00 {2) URL typed or selected
um httpi//enamplesesy

Tithe Example Web Page

Most rpie.net

Visit Coumnt 1

Trwed !

Dote Last VieRed 11/26/2010 11:45:42 PM +00:00

Vielt Dute 11/28/2010 11:45:42 PN +00100 (2) URL typed of setected
URL et/ tacripting cony

Tile Scrinting Naws: Home Page

Root Seripting.Lom

Yish Cownt 2

Typed 1

Oste Last Vielted 32/29/2010 12:38137 AM +00:00

Visit Dute 1£/28/2010 55:145:49 PN 400100 (2) URL typed or Selectad
Visit Dwts 11/29/2010 12:35:32 AM +00:00 (2) UAL typed or sstatted

Page 18022

[R1F ]

file://B\POIA nonboxed\FOLA Qrig\Disc 6\Swartz Report\Acer Aspire One\Acer-FTK-Re... 3/28/2014

1185
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Vieit Coumt

Dete Last Visited
Visk Dats
Referring UM

Unt

Vit Count
Dals Last Vielted
Vish Bats

Visit Count
Date Last Vieited
Viait Dste

Titde

Vielt Count

Date Lot Visitad
Vieit Duts

Vst Counk
Oate Last vielted
Viekt Dot

um

Vish Coumt
Dutw Laut Viaited
Vislt Oate

Title

Vight Coumt
Dmte Lant Vished
Visit Date
Retmring URL

URL
hie
Hont

file://BAFOIA nonboxed\FOLA Orig\Disc 6\Swartz ReporttAcer Aspire One\Acer-

1P //90NOrm.CENp.OTg/ConDent/I0F1 171469 Nul.pafpepest Mviewsfith
146928040

Qenort.cehig.otg

]

11/20/2010 11:48:33 MM +00:00

11/28/2010 31:46:33 PM 400:00 (7) Cownlosd

AR/ /GOROMRE.CIND.OG/CONTRNK/AN11/1469. fult.pdte hral

mzlmm.wmamwuwmnzutmmnwe-w-
SasaeSemchdqefoohhiesn

100 - Googls Search

HUW.G00GI0-00M

t

14/268/2010 11:59:26 P +00:00

11/26/2010 11:59:26 FM 400:00 (1) Posiowed fink

mzllmmmmmwummmmwamw-
ShsevSearchhg={joifhi=en

Uet « Google Search

wwvi.google.com

1

14/29/2010 12:04:08 AM +00:00

11/29/2010 §2:04:09 AM +00:0D (1) Polowed Bnk

IR0:/ W 3t0e Org/pes/ 30737
JSTOR: Procavdings of the National Academy of Sciences of the United States of America, Yol. 84, N, 8 (Apr, 18,
1907), pp. 2479-2423

www Jetor.ang
e

)

11/20/2010 12:05:27 A% +00:00

1172972000 £2:04:12 AM +00:00 (6) From Temparasry Redirect
Bitp:/Pwiew JSR0r.ong/sebIR/29737

11/29/2010 12:05:27 AM +00:00 (2) LAL typed of stlected

mmmmw-mmwnwtw-
SasenSesrchiqeresddis+pythonliinen

re0ddi python - Googie Search

AWW.go0gie core

1

14/29/2010 12:08:32 AM +00100

1172972010 12:00:32 AN +00:00 (1} Pattowed link

hnw/lbm.wthm.eers

Issue 3115¢ 0s.Rnglr rangomly tolis cn occastons whan K shouidat - Python tracker
Sugs.oython.org

1

11/20/2010 12:08:42 AN +00:00

11/29/2010 12:08:42 AM +00:00 (1) Followed ik

mum.gmmm-pw-wmmmumzmmunmw-
staaaSearchigereaddirs pytionthiaen

nktp://doce.pythom.ora/thrary/os hm!

15.1 o3 — Miscellaneous Opacating System Imerfaces = Pyihon v2.2:3 documentation
.docs,pythan,org

3

11/20/2010 12;09143 AM +D0100

11/29/2010 12:09:43 AM +00:00 (1) followed Unk

mlmmwmmmwpuwmmmxmmuum»
SGsyeSearchigureaddins pythonkhiwets

m:/mw.wmm-mm-m-mwnm-Mwu
readdy perl - Googis Seerch

e [RIF
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Vish Gt Y

Date Laet Visias 31/29/2010 12:09:50 AN +00:00

Vight Delw 13/29/2030 $2:09:50 AM +00:00 (1) Foowed link

URL 1t9://vewiel GOOGI COMYCSEPCN® PAANGr-PUD-RI00ETH 261 22004 WIACTOUZOL L S3euliTr-
S000=Eaprchig= kBN >N

Thie it - Boogle Saarch

Host WHW.G00pie.com

VisR Coumn t

Date tont Vishad 11/29/2010 12:77:30 AM +00:00

Vislt Onte 144292010 12:27:30 AN +00:00 (1) Fallowed link

um hiepe://micmit.ady:444/dbreg/daling/bome- eddrass. Nivn)

Title . MET Network Delinitions - Hems Address

Hom Me.MR. oty

VIR Count 1

Date Last Vigited 13/29/2010 12:32:55 AN +00:00

Vigh Date 11/29/2020 12: 32155 AN +00:00 (2) Followed knk

Referring URL tipac//nie.mit. adutd44/dio/ dynareg

uRt, Bps://nicmit.adu; 444/

Tite nitsek et

Wost ACmiedy

Viok Coung 1

Typed 1

Date Last Vielted 1472972030 $2:33:17 AN +00:00

Visk Dste 112072010 £2:33:47 AN +00:00 (2) URL tyged or selacted

un Mtpe//mit.edi/netwerk

Titha network

Host smit.edy

Vielt Count 1

Osto Lest Vighted  11/29/2010 12:33:47 AM +00:00

Vidht Date 11/29/2030 12133:57 AM +00:00 (1) Folawed link

Raferring URL htps://nic.onk.edueeds

uRt ip /ol gdwinerwork/

TRl /naiworly

Hest mt.edo

Vislt Coumt 1

Dote Last Visited 11/20/2010 12:33114 AM +00:00

Vialt Date 14/2V2010 12133114 AM +00:D0 {5) From Permanent Redirect

Refurving URL hitp:7/mit edu/network

URL hitp:/ /v .googlecomfaasrchiclianteubuntubichannglwiskqe mits satic Hphwutf-400emutf-8

Titis R stetic Ip - Google Search \

Noet W google.cam ‘

Visit Count 1

Dete Lost Vielted 11/29/2010 12:34:22 AM +G0:00

Visit Date 11/29/2010 12:34:27 AM +00:00 (1) Polowed Hok

um hUps/7istenk. et/ services/networivdhen

Tids DHCP Service 8t MIT | ISAT

HWost Josk mR.o0u

Vislk Cownt 1

Dote Lt Vistted 1172972050 12:34:31 AM +00:00

Visit Date 1172972010 12;39:33 AM +00:00 (1) Faflowes iink

Refarving Ums Mtpe//veeiw Q000N Conytesrchichenteubuniuchanne sfabqumite static+ iplleeut/-8hee=uit-8

um Itp: S/t mit. adu/servicos/natwork/ip-request

Tie Ragaest on 1P Addrecs/Hast Name | ISAT

Hoat

e [R1F
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Vielt Coumnt 1

Date tast Vielted  33/20/2010 12:34:48 AM +¢0100

Viekt Dute 1372072010 12:34:48 AM +00:00 (1) Followed liok

Raferving URL Mp/Mtmit. edu/services/metwork/incy

ums Iitp:/ Aot mR.GUu/sanvicRs/network/ip-single

iy Got Connocted: Reguest One IP Addraes | ISAT

Hont JR.mR.edu

Vish Count 3

Ouln Last Vislted  11720/2010 £2:34:59 AM +00:00

Vigit Dete 33720/ 2000 $2134:59 AM +00:00 {1} Followad tink

Seferving AL fatpt/Astmikedu/servicess network/ip- reques:

URL hetpe/fist.mit.adu/services/pricelists/network

Title ISAT rice Liskt Metwork | ISAT

Host Wst.mi.ndy

Visk Count 1

OateLast Viadted 1172972010 12:35:07 AM ¢+00:00

VisitOetn 14/29/2000 32:3%3:07 AM 400:00 (1) Followed Hnk

Raforring URL hap://istoll.adwWaervices/netwerk/ip-single

7§ hitpz//scripting.convimeges/2010/ 11720/ tatiningPerfMen.git

Title fintliningPerfilen.gil (GIF image, 404x563 gixels} - Scaled (63%)

Hoat JScripting.canm

visk Count 1

Date Last Visited 11/29/2010 12:38: 37 A +00:00

Visi Dute 13/29/2040 12:36: 37 AN +00;00 {1) Folowed Mk

Refarring URL htpss/ecrigring com/

Ukt Iitp:/ were.moxliia.comien UG/ Mntew/Teatures/

Title Fivelox wely broweer | Festures: Fayter, mare secure & customizable

Host Iww.morfie.com

ViRt Count 3

Dols Lowt Visited 1372972010 12:30:20 AN +00:00

Viakk Date 1572912080 12:38:20 AM +00:00 (1) Followed Hink

Reforving UL hitp://www.moziita com/en-Uk/Mvafox/contral/

L hitp://www.gongis.com/ ssciantepsy S entsieutsourcae hp e x8aq »fhaginbigie80q = Sps_rTats Bpbiw 1 4fn #8315 70rcsfB26113

™S X « Google Sesrch

(L] W, 300g1e.COR

Visit Comnt 1

Duls Lost Vishted 12/17/2010 8:52:53 PM +00:00

Visit Dats 1211772020 9:52;:51 PM +00:00 (1) FoRowed Hak

L wmmumaumnﬁmmmum»mum

+oniclosetlewuts-

™ utuntu netbook don't sieep an clowe - Google Search

Hast WE.OORDI0 00T

Vigit Caunt 3

Omtu Last Visited £/67205% §:29:07 PM +00:00

Vizh Dete /672001 §:29:07 P 404:00 (1) Folwwa ik

uRe nep://ubuntuforums,.ongfarctive/inden. php/H-§ D97 4.htmil

Thtie {ubunty aatbook remix) Power-saving protlems in Eeé (Ardive) - Luntu Forume

Hast NbuntuRmITR.rg

Vish Coumt 1

Data Leet Visited 17672011 6:39116 M $00:00

Visit Oate 6/2011 8:29:16 PH +00:00 (1) Foliowed Hak

Aefarving URL hittpr//wven.googie.comyaeerchiclient=yuliuntuSchannsl s ASa = ybunti+ nethooiLedonth
Mcenioep+on + osedigeutl-B000uutl-R

URL nitp2//wwwv.googie.comysearchicliamt=ubuntudchannalsfsbgeisptopsids close ¢

R IF
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Vg Cpunt
Ouls Lt Viehed
VieR Oetn

iaptop 4d clove biank « Google Search

AW, 500G COM
i

3/6/2011 6:30:14 7t +00:00
1/6/2085 6220114 P9 +00100 (3} Followed Iink

Page 22 of 22

Mt Taskubuniu.comyquastinns/t S330/haw-con-Ftel-ubuntu-A0-00- NVINNG-Wen-t- Sose-ay - iuptop-
3030 + How can § el Ubuntus to de nathing whan 1 ciose my aptop Rd? « Ask Ubunty » Stack Bchwnge

BEkubUNtLLOm
3

17872011 8120026 PM 400:00
/673011 8:30:138 PM +00:00 (1) Pollowed ik

AP/ /. § 50510, 00M/00erchICHontebUptubchannelatsiauisoton + Ad4 clese +hlankBiesulf-Shoswat!-§

|R||=|
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{autorun]
shellexecutesIndex.html

p6ooc4l (Autorun).inf

Page 1
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Case Summary Page 1 of 1

Case Stimmary

§13/2011

Time zone for display: Local Machine Time Zone Seftings
Case information

Flle Overview
Evidence Liat

o

[rR1F |
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Case Information

Page 1 of 1

Case Information

s/13201

Time zone for display: Local Machine Time Zone Settings

VYersion AccessData Forensic Toolkit Version: 3.2.0.32216
Coss Owner mﬁﬂ

Case Name Swartz

Case Referonce  Swartz-Harvard-iMac

Report Created _ Friday, May 13, 2011 03:55:50 PM
Agency/Company U.S. Secret Service
investigator's "s [EReTEReT

Name AL

Ema T IIETJgusse v gov
Address 10 Causeway Street, 447
Phone 617-565-5640
Fax 617-565-6659

- o [ ]
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Evidenoe List Pagolof 1

Evidence List
§/18/2011
Display Name: Enciosure-Hard-Drive.E01

Evidence Path; H:\Swartz\Swartz images\2towdext\Enciosure-Hard-Drive.E01
D Number/Name:

Evidence Type: Disk image
Comments:

Time Zone: America/New_York

) D

FiF ]
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Nama Label 1Item # EXt
(bytes) MDS SHAL
Enciosure-Hard-Drive, E01
Disk Image n/a n/a

pD6ooc4S (FileList).txt
Path category

SHA256 Created Accessed
1000

Page 1

p-size es) L-Size
Mod i ﬁoﬁbﬁ )

enclosure-Hard-dDrive.e01
n/a. n/a n/a

R 1F ]
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res/fieframe.dll/Table_of_Contents.html

Page 1 of 1

i ]

37282014
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Page 1 of 1

[rR1F ]

res:/fieframe.d1l/CaseSummary html 328/2014
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File Properties Page 1 of 1
FilePathCategories . .
511372011

Time zone for displey: Local Machine Time Zone Settings

W N

[R1F ]
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File Properties

Page 1 of |
Flle.Pro:petty. Categgrles
81201 . |
Time zone for display: Local Machine Time Zone Settings
Aoaealiere Farensia TooME
[R1F ]
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File Overview

Page 1 of 2

File Overview

51372011

File (tems

Evidenca items: 1
Checked ltems: 0
Unchecked (tems: 241235

File Category

Archives: O

Databases: 0
Documents: 83579
Email: 0

Executable: O

Foldera: 21

Graphics: 111336
Intemet/Chat Files: 0
Mobile Phone Data: 0
‘Multimedia: 0

OS/File System Filesa: 3
Qther Encryption Files: 0
Other Known Types: 0
Presentations: 0
Slack/Free Space: 20330
Spreadsheets: 0
Steganography Applications: 0
Unknown Types: 8966
User Types: 0

File Status

Bad Extensions: 6470
Data Carved Filea: 114285
Decrypted Files: 0

Deleted Files: 0

Duplicate itams: O

Emall Attachments: O
Email Related itams (From Email): 0
Encrypted Files: 0

Flagged Ignore: 0

Flagged Privieged: O
From Regycle Bin: 0

KFF Alert Files: 0

KFF ignorable: 0

QOCR Graphics: 0

[RiF ]
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File Overview Page 2 of 2

OLE Subitems: 0
User-Decrypted Filles: O

Labels

Evidence Groups
Ungrouped: 241236




: 3




5182011
nmmfordsphy' Local Machine Time 2onw Settige

3 Aocnssom Porensio Toolidt Version: 3.2.0.32216

Folders: 21

Graphica: 111338
Intemnet/Chat Fiea: 0
Mobile Phone Data: 0
Multimedis: 0

OB/File System Files: 3
Cther Encryption Filee: 0
Other Known Types: 0
Presontations: 0
Slack/Froe Space: 29330
Spreadsheets: 0
Steganagraphy Applications: 0
Unknown Types: 6966

Dain Carved Flbr 114288
Decrypted Flles: 0

Deleted Files: 0

Duplicate Htems: 0

Page20f6
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Emall Altachments: 0

Erail Related teme (From Emall): 0
Encrypted Flles: 0

Flagged ignare: 0

Flagged Privileged: 0

From Recycle Bin: 0

KFF Aot Files: 0

xrrmm 0

savao11

..... Kdiiie: Enciobute-Haid-DIve:E01-: -
Evidence Path: H-\swm\smmummﬁmmﬂmﬂwem

Time Zom' America/Now_York

— [R1F ]
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S1a2014
Time zone for display: Local Machine Time Zone Seitings
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Si1%2011

Page Sofd
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Emell AMtachments, 3

Email Related tams (From Email), 3
Encrypted Flles, 3

Flagged ignore, 3

Flapged Privilegad, 3

From Recycis Bin, 3

KFF Alart Files, 3

KFF ignorable, 3

Page8cfe

pola
pdt.5
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51372011
Time zone for display. Loca! Machine Time Zone Sattings

$1M3/2011

Evidence llems: 1
Chacked items: 0
Unchracked ltems: 241238

Graphlos: 111336
intemet/Chat Files: 0
Mobile Phone Data; 0
Multimedia: ¢

Page 2 of®
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OS/Flie Sysiem Files: 3

Other Encryption Files: 0
Other Known Types: 0
Presentations: 0

Siack/Free Space: 20330
Spregdshests: 0
Steganography Applications: 0

Data Carved Fllos; 114285
Decryptad Files: 0

Deletad Fiies: 0

Duplicate items: 0

Emall Atachments: 0
Email Related iRems (From Emall): 0
Encrypted Filas: 0

Flagged Ignore: 0

Flagged Privilsged: 0
From Recycle Bin: 0
KFF Alert Filag: 0

KFF ignorable: 0

QOCR Graphice: 0

OLE Subitems: 0

User-Dacrypled Flles: 0

Ungrouped: 241235

1D Number/Name:

Evidence Type: Disk Imags
Comments:

Time Zone: Americe/New_York

e [r IF ]
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Caee information, 22 Deleted Fiigs, 3
Address, 2 Duplicate items, 3
Agency/Company, 2 Email Attachments, 3
Case Description, 2 Email Related items (From Emadl), 3
Cass Name, 2 Enorypted Files, 3
Caze Owner, 2 Flagged lgnore, 3
Case Reference, 2 Flagged Privilaged, 3
Emet, 2 From Recycls Bin, 3
Fax, 2 KFF Afert Files, 3
invesligator's Name, 2 KFF Ignorable, 3
Phone, 2 OCR Graphics, 3
Report Created, 2 OLE Subltems, 3
Version, 2 User-Decrypted Files, 3

Flia Overview, 2-3 Labels, 3
Fiis Catagory, 2 Labels, 3

Archives, 2 Ungrouped, 3
Databases, 2 Evidenoe Liat, 3-3
Documents, 2 Enclosurs-Hard-Drive E01, 3
Emali, 2 Flleo Paths, 4-4
Executable, 2 pdf.4

Folders, 2 Flie Properties, 53
Graphics, 2 pdf.8
Intemet/Chat Flies, 2

Mobile Phone Data, 2

Multimedia, 2

OS/Flie System Flies, 3

Other Encryption Flles, 3
Other Known Types, 3
Presentations, 3
Siack/Free Space, 3
Spreadsheets, 3
Steganography Applications, 3
Unlnown Types, 3
User Types, 3

Fila items, 2
Evidence ltems, 2
Checked ltams, 2
Unchecked items, 2

File Stetus, 3
Bad Extansions, 3
Data Carved Filgs, 3

Dearypled Flies, 3
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Created 8y AccessData®
Case Information:

Acquired usi ng: AD13.0.0,1443
Case Number: 102-775-60071

€vidence Number: iMac

uUnique description: iMac

Exasiner: SA
Notes: imac

s o LT 2

D6boc6l ($Mac.EQL).txt

FTK® Imager 3.0.0.1443 101008

-

A e s 0 g dp L o gt ST

Information for H:\Swartz\swartz Images\iMac\iMac:
Physical Evidentiary Item (Source) Information:

[orive Geomer
Cylinders: 121,601
Tracks par Cyﬂ
sectors ‘per Track: 63

nder: 25§

Bytes per sector: 512

Sector Count: 1,953,525,168

[Physical Drive Information)

Drive Model: AAPL Fir ewire Target uss

orive serial Numbe

re

Drive Interface Type: yss

Source data size:
[m&ctogeso"u::;es]
MDS checksum:

53869 M8

1953525168
7106F41714b48931F39dc564¢3F8cF5d

Device

SHAL checksum:  4ec2c42bbb508F310a8001b95¢c429F78bacd45e6

Image Information:

Acquisition started:
Acquisition finished:

Segment list:

H:\Swartz\swartz
H:\Swartz\Swartz
Hi\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\swartz
Hi\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz
Hs:\Swartz\swartz
H:\Swartz\Swartz
Hi:\Swartz\swartz
H:\Swartz\Swart2
R:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\swartz

Images\iMac\iMac.E0l
Images\iMac\imac,EQ2
Images\iMac\iMac.E03
Images\iMac\iMac, EQ4
Images\imac\imMac.€05
Images\iMac\iMac. E06
Images\iMac\iMac.E07
Images\imac\iMac.E08
Images\iMac\iMac.E09
Images\imac\iMac.E1Q
Images)\iMac\iMac.E11
Images)\iMac\jMac.E12
Images\imac\iMac.E13
Images\imac\iMac.cE14
Images\imac\iMac.E15
Images\iMac\iMac.E16
Images\iMac\imMac.E1?
ImageskiMac\iMac.€18
Images\iMac\iMac.E19
Images\iMac\iMac.E20
Images\iMac\iMac.E2]
Images\iMac\imac,E22
Images\imMac\imac.E23
Images\iMac\iMac.E£24
Images\imac\iMac.E25
Images\iMac\iMac.E26
Images\imac\iMac.E27
Images\iMac\iMac.E28

Fri Feb 11 18:23:49 2011
Sun Feb 13 08:32:14 2011

Page 1
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D600c6l (iMac.EO0L).txt
H:\Swartz\Swartz Images)\iMac\iMac.E29
H:\Swartz\Swartz Iniges\jMac\iMac.E30
H:\Swartz\Swartz Imagés\iMac\iMac.E31
H:\Swartz\Swartz Images\iMac\iMac,E32
Hi\Swartz\Swartz Images\iMac\iMac.£33
H:\Swartz\Swartz Imgges\iMac\iMac.E34
H:\Swartz\Swartz ‘Images\iMac\iMac.£35
H:\swartz\Swartz Images\iMac\iMac.E36
H:\Swartz\Swartz ‘Images\iMac\iMac.E3?
H:\Swartz\swartz s\-iMac\iMac.E38
H:\Swartz\swartz: F\iMac\iMac.E39
N e
:\swa: artz ac .
Hi\Swartz\swartz Images\{iMac\iMac,E42

fhgarares o\ e £
: 2z X ac .
H:\Swartz\swartz ‘ma‘.gé\iuac\i Mac. E4S

H:\Swartz\swartz Images)imac\iMac.E46
Hi\Swartz\swartz Images\iMac\iMac,E47
H:\Swartz\Swartz .Images\iMac\iMac.E48

H:\Swartz\Swartz
H:\Swartz\Swartz -
Hi\Swartz\Swartz .
H:\Swartz\Swartz"
H:\Swartz\Swartz'

H:\Swartz\Swartz .Ima

H:\Swartz\Swartz
M:\Swartz\swartz.
R:\Swartz\swartz
Hi\Swartz\Swartz
H:\Swartz\sSwartz
Hi\Swartz\Swartz
Hi\Swartz\Swartz .
H:\Swartz\Swartz
H:\Swartz\swartz
Hi\Swartz\swartz
H:\Swartz\Swartz
Hi\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\swartz

-Hi\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz
Hi\Swartz\Swartz
H:\Swartz\swartz
Hi\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\Swartz

mages\iMac\iMac.E49
Images\iMac\iMac £SO
Images)\iMac\imMac, E51
Iinages\iMac\iMac, E52
Images\iMac\iMac. E53
Imiges\iMac\iMac,E54
Imagas)imac\iMac.E5S
[riages\iMac\iMac.E56
images\iMac\iMac.E57
Ihages\imac\iMac.E58

-Imaged\iMac\iMac.E59

ImagesXimac\iMac.E60
Images\imac\iMac.E61
Im; e&} na&mac.ssz
s ac\hac 12
Images\iMac\iMac.EGS

' %mes\;l Mac\iMac.E66

mages\iMac\imMac.e67
iﬁnﬁg’d;\&‘i ua&m;c.ess

Hi\Swartz\swartz 1 N \

mages\imac\iMac.E?0
m-é':’&m\im.m
Images\iMac\iMac.E72
Images\iMac\iMac.€73
Images\iMac\iMac.E74
Image ;-'z\quac\mac.sn
Inages\iMac\iMac.E76
ImageskiMac\iMac.£77
Images\jiMac\iMac.E78
Iwages\imac\iMac.E79
Images\iMac\iMac.E80
Images\iMac\imac.£81
Images’\iMac\iMac,.E82
Inages\iMac\imac.g83
Images\iMac\iMac.E84
/ \jMac\iMac.EBS

H:\Swartz\swartz Imdges\imac\iMac.E86
Hi\Swartz\Swartz Dhages\imac\iMac,e87
H:\Swartz\Swartz Images\imac\iMac.E88
H:\Swartz\Swartz Images)imac\iMac.E89
H:\Swartz\swartz Ifpa és\}uacvm.zso
H:\Swartz\swartz rmages\imac\iMac.E91

Page 2




Swartz\swartz
Swartz\swartz
Swartz\Swartz
Swart2\Swartz
Swartz\Swartz
Swartz\Swartz
swartz\swartz
Swartz\swartz
Swartz\swartz
Swartz\swartz
\Swartz\swartz
H:\Swartz\swartz
Hi:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz

Hi\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\swartz
Hi:\Swartz\Swartz
H:\Swartz\Sswartz
R:\Swartz\Swartz
H:\Swartz\Swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartr\Swartz
H:\Swart2\Swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\sSwartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\swartz
H:\Swartz\Swartz

o

"

® 66 8¢ aw mu ¥ 66 A

o

-

TXXTIITITXIITXITX

-

D6Doc61 (1Mac.EQL).txt

Images\iMac\iMac.EQ2
Images\imac\iMac.£93
Images\iMac\iMac.E94
Images\imac\imMac.€E9S
Images\iMac\iMac.E96
Images\ {Mac\iMac.E97
Images\iMac\iMac.E98
Images\iMac\iMac.E99
Images)iMac\iMac.EAA
Images\iMac\iMac.EAB
Images)jMac\iMac.EAC
Images\iMac\iMac.EAD
Images\iMac\iMac.EAE
Images\iMac\iMac.EAF
Images\iMac\iMac.EAG
Images)\iMac\{Mac.EAH
Images\iMac\iMac. EAX
Images\iMac\iMac.EA)
Images\iMac\iMac.EAK
Images\iMac\iMac.EAL
Images\iMac\imac,EAm
Images\{Mac\iMac.EAN
Images\:‘jnac\*!nac.m
Images\iMac\iMac.EAP
ImageskiMac\iMac.EAQ
Images\jMac\{Mac.EAR
Images\\Mac\iMac.EAS
Images\jMac\iMac.EAT
Images\iMac\iMac.EAV
Images\iMac\iMac.EAV
Images\imMac\{Mac.EAw
Images\imMac\imMac.eAx
Images)iMac\iMac.EAY
Images\imac\imac.EA2
Images\jmac\iMac.EBA
lmages\;lnac\mac.esa
Images\iMac\iMac.EBC
Images\jMac\1Mac, EBD
Images\iMac\iMac.EBE
Images\iMac\iMac. EBF
Images\ jMac\iMac.EBG
ImagesXkiMac\iMac, EBH
Images\iMac\1Mac, EBI
Images\imac\iMac.EB]

- Inages\iMac\iMac.EBK

H:\Swartz\swartz Images\iMac\iMac.EBL
H:\Swartz\swartz Images\iMac\iMac.EBM
H:\Swartz\swartz: Images)\iMac\iMac, EBN
H:\Swartz\Swartz Images\iMac\iMac.EB0
H:\swartz\swartz Images\iMac\imac.Esp

Image vVerification Results:

verification started:
verification finished: sun

MDS checksum:
SHAY chacksum:

Sun Feb 13 08:32:40 2011
11:31:29

Feb 13 2011
7106f41714b4893139dc564c3F8¢F5d : ve 1fied

4ec2c42bhb508£310a8001b95c429178haed4

Page 3
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D600c59 (Disk Information).txt

SemmssmesaneatacostsccnenevevensDiSK INFOPMALION-—-mmcemc e cma e e ceoaaaae

vendor: AAPL Fir

model: ewire Target
Revision: 0000

Serial Number:

Bus: 1394

pevice: Direct Access
Capacity: 1.0 T8 (1,000,204,886,016 bytes)
Removable media: No
Cylinders: 121601

Tracks per Cylinder: 255
sector per Track: 63
Bytes per Sector: 512

------------------ Bridge Information--<-~-ceecmceccamccaveccvcccccen
T |
Model: T

Description: Forensic rirewire sridge
Serial number: 000ecc01 0009304f

Chamnel: 1394

8ridge Access mMode: Read-Only

Read-only Declaration: peclares Read-omg
write Error Declaration: Daclares write Errors
Firmware stegp-lng: 4

Firmware build date: Aug 5 2009

Firmware build time: 08:03:15

Firmvare build type: Release

orive Vendor:

Orive Nodel: AAPL Firewire Target

Drive serial number:

prive rRevision: 0000

Page 1
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D6D0cS8 (Bridge Information).txt

----------------- va- ~0isk Information---eceocacmcnmmmncanaaao .

vendor: AAPL Fir

Model: ewire Target

Revision: 0000

serial Number:

Bus: 1394

ey e ACeS2 0. 204, 886 016 bytes)
acity: 1. ,000, 204,886, es

Remvab¥e Media: No

Cylinders: 121601

Tracks per Cylinder: 255

Sector per Track: 63

Bytes per Sector: 512

- T —. — e e n—. 8ridge Information--e----- ———e-
Vendo

Model: T9

Description: Forensic Firewire sridge
serial_number: 000eccOl 0009304F

Channel: 1394

Bridge Access Mode: Read-only

Read-only Declaration: Declares Read-only
write Error Declaration: Declares write Errors
Firaware ste;lming: 4
Firmware build date: Aug 5 2009
Firmware build time: 08:03:15
Firmmare build type: Release
Drive vendor:

Drive Model: AAPL Firewire Target
Drive Serial Number:

Drive Revision: 0000

Page 1
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-

h b b‘?gﬁmn':so (1Mac sash History).txt
55 wswiou @ . NO! <
haam swloutgra tal Qm:

be.notabug., com
ssh arorimﬁ?‘hq gm‘u
r{s\ﬁb .a,otnbug
who s qfess?ve.oa
mgresswmt

s bo’l roqrnmv
whois whipcongress.net
uho'i‘s savetheseat.com

on

sgh aaronswdoutgrabe.notabug.com

g'lt config --global user.name ~Aaron Swartz:
o'it config ~-global user.name "Aaron Swartz"

§d .Ssh/
ssh-keygen -t rsa
cat_ id_rsa.pub

curl -1_http://aaronsw,github, com/
cd bomloads/opemd-pyt on-openid-12efd78/

s&“"aam : “':4"’@2:&3’!

gr edts: aétwnkit.:
cur'[ h i ress, ¢ lien: m%hki-t-..cw
ssh aaggs%gu ‘ "99 ébuq omts '

-c?/ufonsﬂoutgnbe netabug.com

mkmﬁmgrﬁbe <horibug. com

i g

ss:g mnmmgrgﬁem:ggg.m
naro?smal 1g.nmbu_g Gom

' 'ln bug.
Eug E 17g. notab
git nﬁ --global usér nam n Swartz®
gw mm% - qm‘! user.ena; I maamsw.w
1s
cd Documents/
mkdir aamnsw.github .com
¢d aaronsw.gi
git init

emacs index .markdown

n .mark

1 w "flrst conmit"

1t rmtta add orig'ln g'it@github.cm aaronsw/aaronsw.github,com.git
911: push origin master
git push origin master

cs Index.markdown

layouts

cd h uts
?nacs defau t.hml

s

Page 1
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D6Doc60 (iMac eash History).txt
rm default.html~
1cg ‘e
m 1ndex mrkdowm
S
_Sn confﬁt -m "add templates”
jqi'c push’
cd ~layouts/

open default, html
1emcs defauTt. htm?

o ..

git status

git coomit ~a ~m "add sidebar®
1t push

:mae; _;ayouts/sﬂe.mlx.-hmli
oen - ayouts /dePault, htw]

1s
emacs index.markdown
g'zmcs Index.markdown

git comit -a -m “index from real site (s)ightly modified)”
git push :
emacs index.markdown
eémacs docs.markdown
git add docs.mrkdowh

git :t""ﬂ . "

om;!t -i f-m 'tesﬂng emphasis

? t push

'i‘t mv dogs .markdown docs.md
gjt ny {nm.mrkdm 1ndex., md

it comft -3 +ir “renama to .md"
7 b
8 docs . ng
qft c:om‘lt -2 -m "tést"
9 € push

s Ffiay cmﬁ 1
gﬂ add fc%'%' g a0
add comnie”

amacs _layouts/

g% ;:l;mt ~a -m "fix layout"
fm _config.yml

git 3tatus

g_}g mnll:dt -3 -m "didn't need a config after all*

p etp?él-up http://webpy.org/static/

% u‘l'l origin
31 pul oma,ster rigin
git pull masrer rigin
Page 2

|R||=|

1220




k3

T

Dp6Doc60 (iMac 8ash History).txt
git pull master ori
?it pull origin mas er

git pull

git pu'l1 orig‘in master

git pull origin master

enacs 1a s/default.heml

git status

git commit -m "use relative urls’
git t -m "use relative urls” -
?'lt push

emacs. statﬁc/ PY~Rew.CSS.

-g;%‘comr ~o “Fix harriple fonts®

tgomssldsﬂmm htnn
elaea ‘s
3 t “a - ’mére fom: ‘tweaks"”

émacs staﬁc/web -new. ¢$s
gi%: comm‘it “a —mwmof'e f‘gm: tweaks"

.Q‘ﬁ: push
/webpy-néw:, ¢ss:
-g‘w cqﬁ?ﬂ T -a~m’ mgre ﬂsmt tweaks"

iemacg staxic mbpx‘-n $5
git commi / a--m m?% "ont tweaks"; git push

emacs st tc/w -riew £S%

git conit -3 —m e font tweaks"; git push
emacs, statie/nibny -ttew tes

§it: commix. nt more font tweaks"; git push
amacs st,ntic ehpy-rew. c3$

smacs index.md

git commit -3 ~m "style tweaks®; git push
emacs index.md

git commit -a -m "style tweaks"; git push
emacs index.md

emacs 1ayouts/defau'lt htn‘l

git comit -a -m "utf8”; git push

emacs index.md

emacs index.md

git commit -a -m “cut down on front page sites”; git push
ewacs index.md

g.d .

5
git clone gitBgithub.com:webpy/webpy.git
cd webpy/

q)srthon tools/makedoc. py
5
cd tools,

emacs ma‘edoc py
rep -r adS .

python ti6ols/makedac. py

python
Page 3
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*

COMPLATINT -~

. D6Doc60 ({Mac Bash History).txt

PYTHONPATHs. python tools/makedec: py
st '&sy,}psxa'[ opentd

suda easy-_instal] openid

sudo ‘easy_install opemid .
"PYTHONPATH=. -python -too)s/makedoc . piy

W{gp.w- fythen tools/mgkedoc.py > .:/aaronsw.github.com/apt.htm
C ‘0. N

dronsw g1 ehiul, com/
émacs api '.l'in_‘tzli;'lg oo
git add api.htm) .
git commit -m “api” -a; git push
g‘i';. . 'tggoutsiwau'l't himl
AkATr docs . S
mkdir docs/o.s{
git mv api.htm) docs/0.3/
git commit -m "keep url consist” -a; git push
emacs _layouts/default.htm)
cd docs/0.3/api.html
cd docs/0.3/
emacs tutorial.md
emacs tutorial.md
git add tutérdia] .md Cea .

T commit - - "ddd tutorial": git push
ssh x,boldprogressives.nét, P
ssh daronswdx.boldpirogressives.ney
gah‘ aaronswdx . boldprogressives.net

sum

sum --help

whois 213.251.145.96

ssh aaronsw@aaronsw.xen.prgmr.com

ssh aaronsw@aaronsw.xen.prgmr.com

ssh aaronsw@brillig.notabug.com

defaults write com,apple.safari Includedebugmenu 1

ssh aaronsw@outgrabe.notabug.com

telnet Jocalhost 1503

telnet localhost 1503

telnet Tocalhost 9030

ssh aaronsw@ioutgrabe,natabug.com

curl »-hal X

'.cur{ heep:

cup ‘bt.tg

open :X.pdf _

%, pdf .02

gunzip x.pdf.g2:

gt S A,
T3] [} -.x-. [ Y J

.,?gzii "x;bdg?z'i‘p s

more x. pdf.zip. cp:

7689 . %. paif . 219 . cpoz

zeat xpﬁ,zip. i}

pi‘}':."::"gdf zip

ssh aarohsw@uatchdog.net

plgrepcines "
VAR SR A e

f
f > x,pdf

stp /uagrs(aswa,r.tz/. l.dag':éﬁtcc\. v\ Swartz\ \ OC\ Superior\ 2011-0001178\

FILED.pdf ‘outg

e: Avar/www/viw . aaronsw, com/weblog/static/complaint. pdf

scp /USers<aswartz/Downloads/Pccc\ v.\ Swartz\ \ OC\ superior\ 2011-0001178\

COMPLAINT--\ FILED.pdf

aaronsw@outgrabe. notabug. com: /var/www/www.aaronsw.com/weblog/static/complaint. pdf

ssh aaronsw@outgrabe.notabug.com
ssh bri114g
Page 4
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P

D6Doc60 (imac Bash History).txt
?sh aaronsw@bri17i1g.notabug.com
5

cd sre/

1s

?it checkout gitdgithub.com:webpy/webpy.github.com.git
$

it clone git@github.com:webpy/webpy.github.com.git
gcsl webpy.g thgg.com/ P py-g 9

git checkout -b bstpierre-master master

git pull https://github.com/bstpierre/webpy.github.com.git master
git checkout master

git merge bstpierre-master

it push origin master

s
%d layouts/

s
emacs defaulit.heml
git diff

git commit -a -m "add cookbook to sidebar"
?11: push

[

cd .,

}s cookbook

s

1s cookbok

diff cookbok‘pnstbasic.md caokbook/postbasic.md
diff -u_cook ok/gostbasic.md cookbook/postbasic.md
7‘lt rm_1s cookbo

s cookbok

diff -u cookbok/xmifiles.md cookbook/xmifiles.nd

git rm cookbok
?'lt rm -r cookbok
[

git mv cookbook.fr.md cookbook/index.fr.md

git mv cookbook.ja.md cookbook/{index.ja.md

git av cookbook.zh-cn.md cookbook/index.zh-cn.md
%d cookbook ., ru

s
mgre helloworid.md

c L ] -

git my coekbook.ru/helToworld.md cookbook/helloworid.ru.md

-gtt ™ « JUf
-git rm._cookbook. r‘ul
git rvindie cookbook.ru
I8

¢c:d cookbook

rmdir cookbook.ry

gg cookbook/

mate index.md

1s index.?

git diff

git'c'ﬂ f€

git commit -a -m "cleanup cookbook™
gis _push

cd ..
git clone git@github.com:webpy/webpy.git
cd webpy :

1s
Page S
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%d web/

mate utils.py

python utils.py
python utils.py
ython utils.py
pyt on utils.py
p¥t 0n utﬂs (%

D6Doc60 (iMac Bash History).txt

git comit -m "c'larify web.unig preserves ordering”

git push
ssh .aa
ssh aam‘n
ss aut

cd src/webpy

gtt pull
?ﬂ update

<d web/

git diff
mate Wt Te iy
mﬂ e @ N
gn diff - Py

)gimble, nota con\
gimble. not:ab

éargﬁMautgrm notabug.

co@t -a -m "key SES use off email_engine, not aws keys"
utgrabe .hotabug, con

scp fusers/amnzlnesktop/gravatar htm] outgrabe:/var/www/www.aaronsw,com/2002/
scp /Qsers[aswartz/oesktop/gravatar htm)

.natabag. com: /var/ww/www
%:s/abs:grtz/oesktéplgravatar.htm’l
itgrahe.notabug. com: /var

aanons

od Daskrop/tw

P! thoh axanipTé,
p¥tgon ﬁxamg'[e.g’;

thg;‘l exaﬂpx }e
€ .
Ao exampie«0y
pythoﬁ exa,mn’le-py
python example.py
o
'l Sutput. ekl
pyt on

.aaronsw.com/2002/
/e /oo . aaronsw, com/ 2002/

ssh uronsw@outgrabe notabug.com

cur'l -1 http://thebaffler.com/

aalegnsvnoutgrabew/bafﬂer/u 208.113.246/httpdocs/mig/f11es/ ssues/backissues/p
ot&bug.mm .~[bfpfﬁerm,208 .113,246/httpdocs/mig/fi1es/issues/back

Issug:m:%’safsl o ﬁo gv‘ge

curz http: f/;:.%oa 13 %:g;mig/f'hes/'lssues/backlssueslsafﬂer_ﬂolz.xeb paf

ssh §289573334 .On

1ihéhome, us
Page 6
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600c60 (iMac Bash History).txt

ssh bafflerds289673384. on‘linebme us

ssh aaronswout rabe.notabug com
74.208.113.246

ss aaronswloutgrabe.notabug. com

cd /vo1 umes/noname/

cd .Trashes/
¢d /volumes/noname/
1s .T.Trashes

1s -la
more ._.Trashes

¢d .Trashes/
1s

Is -a

cd 503/

1s

15 -a

cd .

cd oo

whois 66.31,20.149

ssh aaronsw@outgrabe.notabug.com
cd oom‘loads

8 CrashP]anwebrestore_1.zip
4802035544752386-users-nstore._l/

1s
p¥thon web/__init__.py
?ython wtb/__jnit__ py

install
cd Pro! ects/rta"B il

mkdir L 1ates
wg emplates/

mate tenplates/'lndex html
g.late main.py

python main.py
python nain.py
21"'1" Py

on main.
ﬁ¥“1‘ %1 i

chon matn.py

python main.py

page 7
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06D0c60 (iMac Bash History).txt
cd ;rojects/rtask/

python
mate schema,sql
ssh outgrabe

/uhr'ary'/!'ostgr&seua o/bin/psql -~help
ssh gu sabe .notabup .com

wh qisoﬁgt § show, com
whois dothisnow.net
whots dqﬁhz%ng:.otg
$sh) -aaronsi tityC
Sshi ‘aronsneiefrici 1 T4an

_/hhrary/hst rgsgm.o/ﬁv?”/psq

<y postyred /Library/postgresqL/9.0/ rﬁ?psq'l
5 JLibrary/rPostgresal./9.0/L sql
pvejeéxsf%ésu W/ 4 psq
sudo -u postgres /Library/postgresqL/9.0/bin/psq] rtask < schema.sql
sudo ~u ggstgres /uhrag;ﬂastgresmjg ’b n;gs?ﬂ -p x rtask < schema.sql
sudo -u postgres /L *Ibraryfpostnrmf n/psql rtask < schema.sql
sudo -u postgres /iib m’!b;tgre sq) rtask < schema.sq)l

2 3 Rt
sudo -u postgres /L‘tbraf-y Bostgr /9 8’? tn psq'l rtask < schema.sql
sudo -u postgres /Library/PostgresqlL. rtask

sudo -u postgres /L'Ibmry/lﬂo&tgresm-ls O7bin psq1 rtask < schema.sql

it init

Sn add main.py templates/index.html schema.sql
git status

1t commit -a -m "initial commit”

tomtlch TODO
mate .
_sndebzn postgres fribrary/PastgresqL/9.0/bin/psql rtask < schema.sql

siida -1 postgres /tibraW/Postgfe&QLIS 0/bin/psq] rtask < schema.sq)
sudo ~u postgres /Library/pPostg 9 D/bm/psq'l rtask < schema.sql
sw -u postdres /k'lbrary Po:tgres 0/ 1n/psq rtask schena. sq1

1 ibrar sql rtask <
?yt w %;z! ﬂibmgﬁostg:ﬁls.wbin/gsgl rtask < schema.sql
git status
git add TODO
git conmit -a -m "first night's work"
git diff
git comnit -a -m ‘colors!’
git pack
git --help
?11: --he‘lp repack

git remote add origin gft@github.com:aaronsw/rtask.git
git push origin master

?i'tprojects/rtask/

mate main. ;1)
sudo easy_install psycopg2

giTu-sPA'ru./L‘lbrary/Postgresm/B.3/bin{'a sudg easy.install psycopg2
ge
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’55'51
python main.py

0600c60 (
m’m:nm s/Library/Postgresat/9.0
P

Mac Bash H"lstor;y) JOxt

i
fbin/ sudo easy..

Page 9

nstall psycopg2
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Keychains

Password sm&mui:
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Launch Processes

' ’leﬂ"‘°f“@§!igﬁﬂgﬂze}33.3““.cﬂuaunmh Processss

“Page 1

«om.apple,UIKit.pesteboardd
com.apple.mobile,installd
com.apple,searchd

con, apple. AXInspector
com,apple.dataaccesa.dataaccesad
con.apple.gnmd

com.apple.lad

con.apple.apsd
conm.apple.securityd
com,apple.certvui.relay
con.apple.managedconfiguration.mdmd
com,.apple.adlibd
con.apple.VIKit.pasteboardd
com.apple.apsd. tcpdump.pdp ip0
con.apple, imagent, tcpdump . en0
com.apple.assetsd
comn.apple.calaccessd
com.apple.mobila.installd
com.apple.searchd
con.apple.AXInspactor

con. apple.gamed

con, apple.dataaccess,. dataacceasd
com, apple.gmmd

com, apple.mdt

com.apple.lsd

com.apple.apsd

con, apple. securityd

com. apple.ranagedconfiguration.profiled
con.appla.apsd. tcpdump.end
conr.apple.apsd. tcpdump.pdp_ip0
conm.apple.aped

com. aApple.apad. topdump.end

com, apple,calaccessd
com.appla.certui.relay

com, apple.dataaccess.dataaccessd
com. apple.gamed

com. apple.gmmd

com. apple.managedconfiguration.mamd
con. apple.managedconfiguration.profiled
com. apple.lsd

com, apple.mdt
com.apple.mcbile.installd
com.apple.search.appindexer

com. apple, searchd
com.apple.UIKit.pasteboardd
com.apple.AXInapector
com.apple.adlibd

com, apple,asgeted

com. apple.marco. tepdump .. end

com. apple.marcoagent

com. apple. securityd

com.apple, Progressimitters
com.apple.NetBootClientHelper
ssh

com. apple.diatccdConfig

distcecd
com.apple,dt.DTActivityBarver
com.apple,.dt.DTDTraceSexrver
com.apple,dt.DTTSecD

[R1F ]
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L.aunch Processes

com. apple,appleprofilapolicyd
com, apple.usbmuxd
CiscoVPEN

[R1F ]
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WD1200 found at Harvard

Case ProcessorilInux Initialize ca;e\wmzoo found at Harverd i1

“Pege 1.

SYSTEM CRON JOBS - cron.d

1) Swartz\WD1200 found at Hasvard\\ete\cron.d\postgresgl-common
Syatem Cron Jobs

Ragular cxop jobs for the postgresql-common package

T0 ensure proper access xights, ’ident samedaex‘ access for
locslhost is required in all cluster's pg_hba.coni, This is the
dafaylt setting 2or naw clvstszs created with py createclustey.

If pasaword access £o0r local is turnad oa fn
Jetc/poatgresql/<version>/<clustec>/pg_hba.cont, you sust creste a file
<clustex Jwner homs dizectory>/.pgpass containing 3 line specifying

the password, as explained in the PostgreSQL HWanual, section 28.12

(if you have postgresgl-doc-8.1 installed, you can find that part ot
the manual in /uax/share/doc/postgresql-uoc-3.1/heml/libpy-pgpass.htxd) .

Ran VACUUM ANALYSE on all databases evexy 5 houre if pg_autovacuum is not

ronning

0,5,10,15,20 * * 1-6 root if { ~x /usx/sbin/pg_maintenance }; then /usr/shin/pg_maintenance --
nalyse >/dev/null; £i

w» NN O GG NGNS N

On Sunday you may wish to tun a VACUUM FULL AMALYSE &8 wall

4 I2 you do not run a 24/7 site, you may want to uscoamsnt the next line

$# 30 as to do a regular VACUUM FULL, If you need 24/7 comnectivity, save

§ VACUUM FULL for when you think you really need it.

¢ 10 3 » * Sun root if { ~x Jusc/sbin/pg_mainteneace }:; than /usr/sbin/pg_maintenance --full —-a
nalyze >s/dev/null; £1

2) Swartz\WD1200 found at HarvardV\etc\cron.d\ piaceholder

Sysiam Cron Jobs

# DO NOT RDIT OR RRMOVE
# This f£ile is a simple placeholdsz to keep dpky from removing this directory

[R1F ]

1239



WD1200 found at Harvard

‘Cass ProcessorLinux Initlalize Case\WD1200 found at Harvard

g

...............

SYSTEM CRON JOBS -~ cron.daily

3) Swartz\WD1200 found at Harvard\V\etc\eron.daliy\find
System Cron Jobs

:_! foin/sh

: cron script to update the °lacatedd’ databage,

: ¥ritten byW and

LOCALUSTR="nobody™

export LOCALUSER

it { ~-f /fetc/updatedb,canf }; then
“. /ate/vpdatedd.cont

if getent passwd SLOCALUSER > /gev/null s then

cd / & nice -n $INICBI-10) updatedd 2>/dev/mull . ‘
else

ocho *“Usexr JLOCALDSER dosa not exist."

oxit 1

2
4) Swark\WD1200 found at HarvardWielc\cron.dailyimodutils
System Cron Jobs

# /binfsh

{ ~o /sbin/insmod kaymoops_clean } 1] exit O
/sbin/inamod_kayuoops_clean

B) Swartz2WD1200 found at HarvardWeto\cron.dally\syskiogd
System Cron Jobs

#1 /nin/sb
syaklogd Cron script to rotate system log files daily.

1¢ you want to rotate othex logfilea daily, edit

thie socipt. An easy way ia to add files manvally,

to add -a (for all log filaes) to syalogd-listfiles and
add some grep stuff, or use the -9 pattern argument to
specity tiles that muat not be listed.

1t and maintalo st on your own. You'll have to do
that if you don't like the defanlt policy

wet. rotating logfiles (i,e. with large logfiles
weekly ond daily rotation smay fnterfexe)., If you edit
this file and don*t let dpkg upgrade it, you bave full
control over it. Pleases read the manpage Lo
syslogd-liscfiles.

written hyﬁmml__m___b
f Sld: cron.daily,v 1,312 20D4/03/ 118:15 jJoey Exp §

test -x Just/sbin/syslogd-listfiles |{ exit O
test =-x /sbin/Bysloga || exit O
tost -f /usr/share/sysklogd/dummy |{ erit O

d
»
[
3
¥
8
L}
# This is a configration fils. You are invited to edit
§
[ ]
]
#
]
[}
¥
[ ]
[ ]

3ot -6

cd /ear/log
for LOG in ‘syslogd-listfiles’

do
if { -8 $10G ); then

1240



*

WD1200 found at Harvard

"Case ProcessoniLinux Initialize Cage\WD14200 found at Harvard

savelog -9 ads -m 640 ~u root -¢ 7 6100 >/dev/uull
done
for LOG in ‘syslogd-listfiles w=~auth?®

o
iz | ~£ 310G ), then
chown root:adm $10G
chmod o-rwx 3LOG
£1
done

4 Restart syslogd

Jete/snit.d/sysklogd relomd-or-restart > /dev/null
8) Swart2\WD1200 found et Harvard\ietc\cron.daliy\ piacehoider
System Cron Jobs

1 DO NOT ZDIT OR RENOVE
# This file in a alwple placeholder to keep dplg from removing this dizectory

7) Swarz\WD1200 found at Harvard\\stclcron.dally\standerd
System Cron Jobs

#1/bin/sh
& /ete/oron.dally/standard: standazd daily waintemance script
# Wrigten by 7 ]
§ Nodified b
# Modigied D

bake/var/hackups
LOCKFILE~/var/lock/cron.daily
umask 022

]
¢ Avoid rusning more thea one ot a tims
[ 3

if { -x /usr/bin/lochfile-create ) 7 then
1ockfile-crante $LOCKEFILE
SE [ $2-n8 0 } 1 them

cat <<gor

Onable to run fetc/eren.dally/standard bocause lockfile $LOCKPILE
acquisition failed, This probably meaus that the pravious dey’s
instance is still rumving. Please check and corroct it sacy.

EOP
oRLL 1
28

1 Keep lockfile freeh
Locktile-touch $LOCKFILE &
LOCKTQUCHPLID="§1"

£d

]
¥ Backup key system files
]

i cd $bak » then
cmp ~& posswd.bak /eto/passwd || (cp ~p /ete/passwd paaawd.bak &8
chmod 600 passuc,.bak)
cmp -8 group.bak jetc/group || {(ep <P /ete/group group.bak &6
cheod 600 group.hak)
12 | - /etc/shadow } ) then
cmp -9 shadow.bak /etc/shadow {| (cp -p /etc/shadow shadow.bak &
chaod 600 shadow.pak)
49
if { ~¢ /etc/gshadow ]} ¢ then
cmp -8 gshadow.bek /etc/gshedow || {cp =p Jete/gshadow gshadew.bak 4&
chaod 600 gshadow.bak)
L
£y
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it cd §$bak ; then
i£ 1| cmp -» dpkg.status.0 /var/lib/dpkg/status ; then
cp ~p /vax/libh/dpkg/stacus dpkg.statue
savalog ~c 7 dpkg.status >/dev/null
ti
Ei

4 Check tO sap Lf any files axe in lostifound directories and wara admin
L

¢ Gat a 1ist of the (potsntial) exti, extd and ufs l+f directories
df -P ~~type=sxt2 --typswextl -~typewxfa |
awk */\/dev\// | priat }* | sed -« 's/ {(:space:})*/ /gt |
while read mount block used avail perc mp; do
i nswn - nym ] [13 Ilp""'
acho "$wp/lost+found”
done
while read ifdir; do
§ 1n each directory, look for files
if { -d "§1fdir® ) ; then
more_lost_foundsls -1 *§lfdixr” | grep -v 'lost+found$’ | sed 's/°/ AR
i? { -n "Smore_lost_found™ ) 1 then
lost !ound-'slo& found

S1fdir:
Smore_Jost_found®
¥ no‘l'il:z abave weird 1§ne breaks in string are intentionall
k4
else
no_ Lon foundw*§no 1ost :emd
814 ™
ti
done

.

¥ HOTE: TAls wight need to be configurahle if systems abound
4 w/o loat+found out there to prevent giving out this waraing
¥ overy day.
it ( -n "$lost _tound® )7 then

cat << ROF
Files were foond in lost+found directories. This is probably
the zesult of a crash or bad shutdown, or possibly of a disk
proeblem, These files may contain important information. ¥ou
should examine them, and swve them out of loat+Lfound oy dslate
them 1£ they are not important.

The failowing £iles were found:
5lest_found

v

fi

iz ¢ ~n "6no_tost found™ }; them

cat << EOP
Soma local filesystems do not have loat+found directories. This
weans that these filesyatems will not be able to racover
logt tiles whan the filesystem ia checked after a crash,
Considar croating a lost+found dizectory with mklostifound(8).

The following lost+found dizectories were not availahble:
$no Jost,_ faund
EOF

£1

| ]

% Clesn up locktile

t

12 ( -x fusr/bin/lockfilme-create ]| 3 then
ki1l $LOCKTOUCARID
tockfile-rempve SLOCKEILE

48
8) Swart\WD1200 found at Harvard\\etc\oron daily\netkit-inetd
System Cron Jobs

#1/bin/sh
t Jetc/exon.datly/metkit-inetd: netkit-inetd daily mainktenance script

[R1F ]
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Page 6

§ Written by Petar Toblas

bak~/var/backups

umask 022
Lf cd Bbak
then

iz { -8 Jetc/inetd.conf )s then

if ( -3 inetd.conf.bak ]; then
12 1 omp ~3 inetd.cont.baX fetc/inetd.conf; then

if t -8 ioetd,conf.bak ]; then

9avelog “®m 644 inetd.cont.bak »/dev/null
£1

cp -p /etc/inetd.conf instd.conf.bak
£1

sloe
cp ~p /etc/inetd,.cont inetd.cont . bak
£+ 1

p4 3
£i

9) Swartz2\WD1200 found at Hervard\\eic\cron. dally\man-db
System Cron Jobs

#1/bin/ah
)
# man-db cron daily

set ~c

Af ! { ~q /vaxscache/man }y then
# Recover from deletion, par rds,
nkd{r -p /vaz/ceche/men b
chown manitoot /vag/cacha/man
chmod 2755 /war/cache/man

21

§ expunge old catman pagses which have not baen tead in a weekx
ig { -d /var/cache/man }: then
ed /
it 1 dprg-statoverride ~--list /var/cache/man >/dev/null 2>&1; then
nchom ~R mau /var/cache/man |{ true § just in cass
stact-stop~-dasaom --start --pidafile /dev/null ~-gtartas /binfsh \
-=pimodd ~-~chudd man =~ -¢ \
“find /varfoache/mam -typa £ -name **,g3" -atine +§ —printod | \
xarga ~x0 rm -£*
f £3

# regenerate man datahase
if { -n /usr/bin/mandh }; then
# --pidfile /dev/null 80 it always wtarts; wandh isn't really a daemon,
# but we want to start it like one.
start=stop-daemon =-staxt --pidfils /dev/null \
—--atartas /usr/his/mandd --cknade --chuid man \

wes <wno-plurge -=-quiat
£l

exit 0
10) Swartz\WD1200 found at Harvard\Aetc\cron.daliylogrotete
System Cron Jobs

#1/%in/sh

test -x /usr/sbin/logrotate (| exit 0
fusc/ebin/logrotate /etc/logrotate,cont

11) Swartz2\WD1200 found at HarvardVisto\cron.daily\aptitude
System Cron Jobs

ki /dinssh
bake/var/backups
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Pag_es

t shameleasly ripped from /ete/cron.daily/atandard

it test -t /var/lid/aptitude/pxgstates & cad dnak 7 then

if | cmp -s sptitudg.pkgetates.0 fvar/lib/aptitude/pkgstates i chen
cp ~p /var/lib/aptitude/prgstates aptitude.pkgatates
savelog ~c 7 aptituds.pkgstates > /dev/oull

5

£1
12) Swartiz\WD1200 found at HervardVeic\cron.dally\exim4-base
System Cron Jobs

41/pindsh

12 { -n "$EXJDEBUG™ }; then
wcho “naw debugging 30 $8%
get ~Rr

£3

$ Ooly do anything if eximt is actoally installed
it [ ) -x /usc/lib/eximé/exisd ]; then

exic O
fi

SPOOLBIA~"S {exind ~hP spool dizectory | sed *s/.*={(:spaces]I\(.%\)/\1/")"

¢ Uncomuent the following lines to get daily e-mail reports

#i€ [ -» /usz/ubin/eximstats ]; then

¢ oximatats </var/log/exime/mainiog \

# { mail pastmaster -a”$(hoatname) Dafly emsil activity repoxe”
$23

# rzuo tidydb as bebian-exim:Debian-exim,
it { -x /usr/shin/exim_tidydd s then
ed $8POOLOIR/dD || exit )
zind $SPOOLOIR/dL -maxdepth 1 -pame '+.lockfile® -or -type £\
~printf *RE\D' | \
xaxgs =0r -n 1 \
stast-stop-dasemen e~start =~axec /usc/sbin/exim tidydb \
--chuid Debian-exim:Oebisn-exim ~~ $EPOOLOIR > /dev/null
£3

# rogenorate $3POOLDIR/gnutls-params
# An this can take _vwery long on machines with 1ittle entropy, we limit
# the maximum runtime tc 2*BCERTTOOLTIMEOUT geconds and Xeep using the
% old f£ile otherwise.
CERYTOOLTINEOUT»1800
if { -¢ $SPOOLOIR/gautls-params | ; then
it { -2 /uer/pin/certteol ) s then
stazt-stop-daemon --start -~exeg /usr/share/eximd/eximg_refresh gnutls-params \
--chuid Debian-exim:Debian-exim =-- §(CERTTODLTIMEOIT)
else
17.:! =% §SPOOLDIR/gnutls-pazams
£

11
13) Swartz\WD1200 found at HarvardVistc\cron.daily\bsdmainutils
System Cron Jobs

#1/bin/sh

t /etc/cron.daily/calendar: BSD mainutils calendsr daily maintenance acript
# Written by ﬁd&,ﬁwm |

§ comment the following lime if you'd 1like all of your usexs’

# ~/calendar files to de checked daily. Calendar will send them mail

% to romind them of upcoming events. Sae talandar(l) for more detaila.
axit 0

§ -x /usx/sbin/sendwatl } || exit ¢

£ { 1 -x /use/bin/cpp 17 then
acho "Yha Cpp package is needed to run caleadaz.”
gxit 1

£i

/Just/bin/calenday -a
14) Swartz2\W01200 found at Harvard\ietc\cron. dailyiapt
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System Cron Jobs

$1/bin/sh
L]

Iset ~a
!

¥ T™is tile undezstands the followiny spt configuration variables:

*RRT: : berdodic: rUpdate~Package-biataw] "
~ Do “apteget update“ autamatically every n-days (O=disable)

"APTt sPariodict 1Dovnload-Upgradeable-Packagea=0*,
~ Do "“spt-get upgrade --download-only" every n-days (O=disabdlo}

"RET: Periodic: sAutocleanTInterval” *
- Do “apt-get autoclean® evary n-cays (Owdisable}

VAPT: :Archives: :MaxAge*,
~ 8et maximum allowsd age of a cacha package f£ils, If a cache
package file i3 older it is deletsdt (0=disable)

"RPT: :Archives:: Maxsize®,
= Set gaxisum aize of the cache in MA (Owdisabia). It the cache
1s blgger, cached package films are deleted until the size

réquiremant is met (the biggest packages will be deleted
first), ’

YRARY 1 tArchives: iMinAge”

« 8ot ninlmum age of 8 package file, If & file is youuger It
will not be deleted (Owdisable). Usafull to pIsvent races
and to kesp backups of the packmges for euULTYINOY

eck_stamp()

stemp="gl®
interval=rgar

it ¢ Sintexval -eq 0 }; then
return 1
41

i2 [t £ Bstamp }; then
raturn 0
43

¢ compare midnight today to midnight the day the stamp was updated
stanp= (date —-date=b(date -z $otanp ~-ixo-8601) +4s) -

vow=§ {date -~datews (date ~-130-860L) +3s)

doltas} ({Snow-3stamp) }

¢ tnrervall is in days,

intervalsg{(Jinterval*§0*60+24))

fechn “stamptiler $1”

$echo “tnterval=finterval, uows$now, stampeSetamp, deltastdelta™

it { 9deita -go Sinterval }; then
rature 0
24
return 1
)
vpdate stamp()
(
stamp=*g1"
touch $atamp

# we check here 1f autaclean was encugh sizewios [R I F l
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check_sixe_constraincs()
; :

¢ min-age in days

NaxaAgesQ

MinAge=2

Max8ize=n

CacheDix="vaz/cache/apt"

CacheRechivenazchivan/"

eval §(apt~config shell Waxdhga RPY: tAtchiven: iMaxnge)
sval &(apt-config ehell Minkge ADP: iArchiveas :Minnge)
eval J{apt-conZig shell MNaxSite RpT: tArchives: :Maxsize)
eval §{apt-config shell Dfir Dir)

eval §(apt~config shadl CacheDir 0izs:Cachw)

sval ${ept-config shell CacheArchive Diz¢iCaches:archives)

¥ saoity cheek

3L { -z "§Cachebiz® -0 -3 “§CacheArchive® ); then
echa "empty Dix:iCache or Dirs; iCache: :archives, exiting"
2Rt

21

Cache="4(Dir%/} /81CacheDizy/ }/79{CacheArchives/}/~

# chack age
i€ { ! sMazhge -eq 0 | s 1| SMinAge ~eq 0 J; then
£ind $Cache ~name "*, dsbv VM -atime +9MAvAge -and ~otime t§NaxAge \) -and -not \( -mtime -$Min
Age -or -ctime -$MinmAge \) -printd | %args ~z <0 raq -2
olif { | SMaxhge ~eq O )7 then
find $Cache ~name **.deb® -ctine +$MaxAge ~and -mtime +iNaxAge -printd | xaxgs -r ~0 rm -¢
ti

§ check size

i { } SMaxdize -aq O ); then
4 maxSize is in wB
Maxsizews ( ($Maxsszer1024))

#get current time
now=§ (date —datews$ (date ~=130~8601) +%g)
MinAge=$ ( ($Minhqge*24+60%60))

¥ reverae-sort by mtime
for file in §(ls -ct $Cache/+ . deh 2>/dev/aull)s do
du=3 (du -8 JCache)
slzews (duty/*)
# check if the cache is smatl encugh
12 [ $slze «it §MaxSize 1¢ then
break
£i

& check Zor MinAge of the file
i2 { 1 tMipage -eq 0 ir then
# check both ctime and mtime
ntimg=3 (stat -c VY §file)
ctimews {stat -¢ §¢ §file)
if | Smeime -gt Sctime 1/ them
delta=4{ (3now-Smtine) )
230
delta~$({$now~Sctime)

fecho "8file (4deita), S¥inAge*
i£ [ $delta -le $MinAge j: then

¥ocho “gkiping $#ile {deltamSdeita)®
break

fi

¢ dolets oldest fiie
m ~-f $file
done
£
)

OpdateIntervalsQ
Downloadﬁpgxnduble!ntervaluo R I F
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oval §(apt-config shell UpdateInterval APT::Pariodic::Update-~Package=~Lists DownloadvVpgradeablsln
tarzval APYTiiPariodic::Download~Cpgradesble-rackages)
Autocleanintervelefiownloadipgeadeablelnterval

eval $({apt-config shell AutocloanInterval APF: :Peziodic::Autociean)

# laptop oheck, on_sc_power returnsi

] 9 (trus) 8ystem is on mains power
[ ] 1 {false} System is not on mains power
[ 245 (falaz) Power status could not be datermined

§ Dasktop systens always return 255 it seunmy
1Z which on_ac_power >/dew/null; then
an_Ac_powar
12 § 47 -eq 1 13 then
exie O
i
£i

OPDATB_STAMP=/var/1ib/apt/periodic/updace-stanp
1f check_stanp $UEDAYE STAMP SUpdateintervals; then
it apt-get -qq updste 2>/dev/null; then
3£ which dhus-send >/dev/null; then
dbus-~sand -~gystem / app.apt.dbus.updated boolean:true

update_stanp SUPDATE_STANP
b2}
23

£1

DOWNLOAD _UPGRADEZABLE STAMP=/vaz/l1ib/apt/pexiodic/download-upgradeable~atamp
if check_stamp $DOWKIGAD UPGRADEABLE STANP $DownloadUpgradeableintesvels then
apt-get -qq -d dist-upgrade 2>/dev/muil
update_stamp $DONNLOAD UPGEADEABLE STAWP
71

AUTOCLEAR_STAMPw/var/1ib/apt/periodic/autealean~stanp

if chack_ftamp JADTOCLEAW_STAMP SAutocieanInterval; than
apt-get -q¢ autoclean

o update_atamg FAUTOCLEAN_STANP

# check ceche size
check_size constraints

[R1F ]
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SYSTEM CRON JOBS - cron.hourly
15) SwartAWD1200 found at HarvardV\eto\cron.houry\.placeholder
System Cron Jobs

4 DO NOT EDIT OR REMOVE
4 This file i3 & simple placeholder to kesp dpkg from remeving this directory
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SYSTEM CRON JOBS - cron.monthly

16) Swartz2\WD1200 found at HarvardVietc\cron.monthiy\standard
System Cron Jobs

#1/bin/ah
4 Jetc/czon.monthly/standard: atandard monthly maintenance script

¥ zotation of wtmp snd btmp taken over by logrotate
17) Swartz\WD1200 found at Hanvard\iete\cron. monthiy\.placehoider
System Cron Joba

¥ DO BOT SDIT OR RANOVE
t This file is a simple placehoider tec keop dpkg from removing this ditectory

[R1F ]
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SYSTEM CRON JOBS - cron.weekly

18) Swartz\WD1200 found at HarvardVietc\cron.weekly\man-db
System Cron Jobs

#1/bin/sh

|

# wen-dd orcn weekly
set ~e

4f ' | -d /vav/cache/man }7 then
} Recover from deletion, per FHS,
rkdie -p /var/cache/man
chown man; oot /var/cache/man
chrod 2755 /var/cache/man

[+ 8

# regenerats man database
Lif [ «x Jusr/bin/mwandd ); then
§ --pidfile /dev/null so it always atarts; mandb isu't veally & deemon,
§ but we want to start it like one.
start-stop-dsemen ~-start --pidfile /dev/null \
w~startds /usr/bin/mandd =~oknotdo —=—chuid man \
“= --quiet
£4

oexit 0
19) SwarzWD1200 found at Harvard\etc\cron, weekiy\syskiogd
System Cron Jobs

8¢ /bin/sh
sysklogd Cron script to rotate system log files weskly.

If you want to rotate logfiles dajly, edit

this script and fetc/cron.daily/sysklogd to get
the logfiles in sync (they must not occur in both
fites).

)

]

[

#

]

[ ]

[ 4

§# %his i3 a configration file. You are invited to edit
# it and raintain it on your owmn. You‘ll have to do

t that if you don’t like the defavlt policy

§ wrt. rotating logfiles (1.9, with laxge 10gfiles

4 weekly and dally rotetion may intexfere}. If you edit
§ this Iile and don’t let dpkg upgrade it, you beve full
¢ control cver it. Please read the manpage to

B syslogdvlistifles,

L]

[
L]

Written by NELRVZAL ——————————————————}
$1d: cron.weekly,v 1.10 2004/03/31 16:16:1%9 josy Exp &

test ~x /uar/sdin/sysiogd-1isveiles ] exiv 0
tast -x /shin/syslogd |} sxit O
tast ~f /ust/ehare/syskicgu/dummmy || exit O

set -o
cd /wvar/log
for LOG in ‘syslogd~listfiles --weekly"
do
L£ | -a $LOG }; then
9avelog -¢ adm “m 640 ~u yroct ~c 4 $LOG >/dev/null
>3
done

¢ Restart syslogd
'

" Page 12
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/etae/init.d/sysklogd reload-or-restart > /dev/null
20) Swartz\WD1200 found at HsrvardWetc\cron.weekiy\ipr
System Cron Jobs

#1 /bin/eh
DAEMOM=/usz/sbin/ipd

§ Make sure the lpr package ia instelled (use pac because lprng doesn't bave it
test -f /usc/sbin/pac {|) exit 0

savelog -u lp -n -q ~t /vazr/log/ip~acct
8savelog -n -4 -t /var/log/ip-errs

if /abin/start-stop-daamon «-quiet ~-ptop =-3ignal 0 --exec SOAEMON; thon
/ete/init,d/1pd restaxt >/dev/uull
£4

21) Swart2\WD1200 found at Harvardetc\cron. weekiy\ placshoider
System Cron Jobs

# DO NCT ELI? OR REWCNE
# This £ile is a simple placeholder to keep dpkg from yemoving this directary

[RiF ]
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MOUNTED DRIVE INFORMATION

22) Swart?WD1200 found at Harvard\\atc\fstab
Mounted Drive information - FSTAB

t /etc/f3tad: static file system ingormation,
l

# <fils aystem> <mount point> <typs> <optioas>» <dump> <poue>
proc /pxoc proc detaults 0 0
/dev/sdal / ot defaults, exrozasremount-re 0 1
/dev/ada5 none avap W 1} D
/dev/scd0 /nediasedromd  udf, 1809660 user, noauto 0 8
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ISSUE FILE

23) Swartz2\WD1200 found at Harvard\\etc\ssus
ISSUE File - Login prompt and version lnformation

Debian GHU/Linux testing/uimastable \n \1

Fir]
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USER INFORMATION

24) Swartz2\WD1200 found at HarvardVietc\passwd
PASSWD Flie - Local User Information

rootixi1 810 v00t: /root: /bin/baah
daemon:xi1:1i1dacmon: fusz/ebin: dinssh
bin:x:2:2:bint/bin: /bin/sh

3ys:%:3:3:5y8: /dev:/binsah

aync:x: 41855341 ayne: /ota: /bin/aync
games:x:5:80) gumes: fusn/games s /bin/sh
man:ix:6:12:mant /var/cache/man: /bin/sh

1p:x:7:7:1ps /vax/apaol/lpds /bin/sh

mailix:@:0:meil: /vax/mails /oin/an

news1x: 91 9:news) /var/spool /uewss /bin/ab

uuop:x: 10416 uucp: /var/epool/aucp: /Hin/sh
promy:x313113:provy: /bing /bin/sh

www-dataix:331 33 1uwu~data: /var/www: /bin/sh

backup: x:34:34:hackup: Jeac/backups: /binssh
11at:x:30:39:Mailing List Manager:/var/list :/bin/sh
ixeix:39:3%1ixreds/vae/run/ired /bin/sh
gaatsx:41i14l1G0ate Bug-Reporting System (4dmin)i/var/1ib/gnats:/bin/sh
nobody: R: 685343 65534:nobody: /nonexistont : /vin/sh
Debtan~exim:x:100:102: ¢ /var/spool/énimde/bin/ false
1dont¢:x«101=6$530::/wr/rm/iﬂouw:/bin/falu
sahdix:102; 655343 t /var/run/eabds /bin/talae
Po9tgres1%:103: 1043 PostgreSqL administrater,,, : /vax/ 1{b/postgresql: /nin/bash
8lias1x1702711: /var/quasl/alinss /bin/sh

aildix: 711711 /vazr/quail s /bin/sh

qQuaill:#s 75571 s /vaz/ouail t /bin/sh

qmailpix: 7617111 /var/guatl : /bin/sh

9aailg: s T4: 708 : /var/queil ; /binsan

qmallrex:73:7013 fvar/qmail : /bin/sh

Qmailesxi72:70s ;s /var/quail i /bin/ah
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INITTAB

25) Swartz!WD1200 found at HarvardV\etcinittad
INITTAB Configuration

# /etcsinictab: initiB} configuration,
# 31d¢ inittab,v 1,91 2002/01/25 13:28:21 miquels Exp §

# The dafault runlevel.
faz2tinitdetaule:

& Boot-time system configuration/ieitialization script.
# This iB run I{rst eXCEpT when hooting in emergescy {-b) wmede,
sizteyeinitc/ete/inic . d/xes

% Mhat to do in single-umar mode,
~~i3:wadt:/3bin/sulogin

& Jetc/init.d executes the § and K acripts upon change
§ of runlevel,
#

# Hunlevel 0 is halt,

§ Runlevel 1 is single-user,

# Runlevels 2-5 are multi=-usex.
$# Runlevel ¢ is reboot,

X0:0:waitt/ntc/init.d/re
Ilsi:waib:/ete/dinit. a/xc
12:2:;watt:/ete/dnit. /e
13s3:waiti/etesinit . d/xe
14:41waitt/osc/init.d/xc
15:5:wait;: /etesinit.d/rc
18:6iwait;fote/init.d/e
# Normally not reached, but falithrzough in case of etargency.
z6: 8:zespawn: /sbia/aulegin

DERBWN O

% What to do when CTAL-ALT=DEL ie preseed.
casl12345:ctrlaltdel : /abin/shutdown «tl ~a -r now

8§ Action on special keyprese (ALT-UpArrow).
#kb: :kbrequest: /bin/echo "Feyboard Request--edit Jeto/inittab to let thia woxk, ®

¢ What ta do when the power fails/returns.
PAIpowerwalt:/etc/init. d/poserfail start

N3 s powerfailnow: /ate/init.d/povertail now
POt ipowerockwait: /etc/init. d/powertatl stop

/sbin/getty invocations for the runlovels.

$
)
¥ The “id" fleld MUST he the Eame A3 the 1ast
§ characters of the device (after “ety“),

¥

# Format:
<ild>s<runlevels>:<action>:<process>

Bote that on mpst Debian systems tty? is used by the X Window Syatem,
50 1f you want to add more gatty's go ahvad but 9Xip tty? 4f you run X.

o W - .

1:2345(respawn: /sbin/getty 38400 ttyl
2:23:zespawn: /sbin/getty 38400 tty2
J:23;:vespawn:/sbin/getty 38400 tty3
4:23:reapawn;/abin/getty 38400 ttyd
5:23:respawn:/sbin/getty 39400 Leys
6:23:respawn:/abin/getty 38400 ttyé

# Example how to put a gotty oo a sersal line {for a terninal)
t

#70:23: respawn:/sbin/getty 1, tiys0 9500 vel00
#TL:23:regpawn;/ebin/getty ~L ttyS1l 9600 wtldl

R ]
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i Example how to put a getty on a modem line.
!'rs:z:xtespnm/mwwetty “x0 -5 37600 ttys3
#-- daemontools-run begin

8V:123456:respawn; /command/avacanboot
=~ dagawntools-run end

[R1F ]
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SHADOW FILE

26) SwartWD1200 found at HarvardVieto\shadow
SHADOW Flie - Locat User Information & Passwords

£O0k: $150gYTRyR2SEXNVE g8 NI . jxoTudow] 1132551099999 V¢ 2 ;
dasnon:*:132%5:0:99999:7: 32
bin:r:13285:0:99999¢t7¢::
ByB:*21325%8:0:99990c 75 ¢
3ync¥:1325%:0:99999:7::;
gameer®113255:0:99999575 5
mant¥:13255:0:99999:7: ¢
ApPr*12329540:99999:7s5¢¢
mafli*:13255:0:99999:7:
Dawe:*:13258:0:99999:7¢c ¢
ULUEPs*11325910:99999172: 3
proxy:*e13258:0299999:74:;
ww~datai*113259:0199999:7:
backupi ¥113258:0299999:7::
110K *213295:0:999991 73 ¢
$rot*419256:0:99999:711;
gnatet*>(13258:0:99999:7:¢¢
»obody1vi13265:0i99999: 713
Dedian-oximi 1113255:0¢99999:7::;
identds 1:113256:0:99999: 735
3uhd:1:23285:019999937s:
pastgrea;1313261:0199999:7:1:
alimgs1223276:0199999:7¢::
quallds $:13276:0:99999:7:¢:
qmallls 1:13276:0:99989;7¢2¢
qmailp: 1113276:0:99999: 721
gnailq: 1:13276:0:99999:7:5¢
@aily:1113276:0:99999: 725>
qmails: $:1327610:99989:7¢::

[R1F ]
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BASH HISTORY FILES

27) Swart?\WD1200 found at HarvardW\home\aaronsw\.bash_history
Bash_History for User. Swertz\WD1200 found et HatvardV\hom\amanash.hlsbry

£1.

sudo apt-get instsll zile

sado apt-get install ash

sudo 21le /etc/apt/sources.list

sudo zile /etc/apt/sources.iist

apt-gel update

sudo apt-get update

sudo apk-gat -upgrade

/sbin/ifcontig -a | more

sudo shutdown ~h now

Gudo z1l8 /etc/network/interfaces

sudo 1ifdown eoth0

sudo ifup ethd

sudo ifdown eth0

sudo 1fup etho

ping 10.5.28,204

ash 10.5.28.20¢

sudo Bhutdown ~¢ now

is

¥

ls

ps ax

cat /ete/apt/sources.list

dpkg =L /sbin/rpc,statd

dpkg -8 /sbin/rpe.statd

apt-cache show nes-common

nun statd

sudo apt-get remove nfs-comman

sudo apt-get remove nfa-aommon

sudo apt-get remove lpr

ps ax | moze

fzee

dpkg ~1 Xkernel

Upkg -1 *kexnel*

dpkg =1 *“*image+"

sudo rile /etc/resolv.conf

ping jessica

pinyg jessica.googla.theinto.org

froe

ps ax | grep postg

Pe ax

uat feto/hoata

ping 127.0.1.1

ging 127.0.1.12

top

cat /proc/acpi/thermel zone/THRM/ temperxature

cat /proc/acpi/thermal sone/THRN/temperature

cat /proc/acpl/thermal tone/THRM/ temparature

car /proc/acpi/thermal 20ue/THRM/ temperature

cat /proc/acpi/thermal rone /TUAM/temperature

cat /proc/acpi/thermal Zone /THRN/temperature

cat /proc/acpifthermal zone /THRN/temparature

cat /proc/acpi/thermal zone /THEN/ tenperature

cat /proc/acpi/thermal tone/THRM/Cemparatuze

cat /proc/cpuinte

cat /proc/wp&/meml_zmolmm/tupoumte

cat /pmc/acpi/theml_acm/multmpcrature

cat /proc/acpi/thermal_zome/THRH/temperature

cat /ptoclacptlt.heml_zono/miw/towcnturo

cat /proc/acpi/therwal_zone/THRN/tampersture

cat /proc/acpl/thermal 30ne/TBRM/tenperatuxe B

cat /proc/acpl/thernal_zons/THRN/tamperatura R IF
E——

cat /proc/cpuinto
cat /proc/acp!./tnorml_zono/mm/tempe.utu:c
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c4&t /proc/acpl/thermal_zone/THRM/temperature
cat /proc/acpi/thermal_zone/THRM/tempecrature
cat /proc/acpi/thermal_sons/PHRH/temperatuze
cat /ptoclacp&/thoml_zone/‘!mlump:tatue
cat /proc/acpi/thermal _zone/THRM/temparatute
uptine

cat /proc/acpi/thermal_zone/THRM/temperature
cat /proc/acpi/thermel _zone/THRM/kemperature
cat /proc/acpi/thermal zone/THRM/temperatvre
cat Ipme/acpi/thoxml_:onolmltewe:aturo
cat /prov/acpi/thermul_zone/THRM/temporature
cat lyroclacp.t/tm:ul_:omlm/tmpcumre
cat /proc/acpi/thermal_zone/THRM/temperatura
cat /pxoc/aqai/tmw,zmlmm/ temparature
cat /prcc/acpsIt.hnml__:om/m/tmpeut.m
cat /pzoclacpunhcm.l_am/mnemntuu
cat /proc/acpi/thermal_zone/THAM/ tanperature
cat /p:oc/acpi/:hcrmu__zdne/mltomtat.uro
cat /proc/acpi/thermal_zone/THRM/teaperature
9

uptine

" uptina

uptime

uptine

uptize

uptine

uptime

uptinme

uptine

uptine

cat /proe/acp&ltheml_zunclwwumeutuxe
cat iproclacpi/theml__wnol'mau/tempezatuze
cat /proc/acpi/thermal _acne/YHRN/Lemporature
cat /proc/scpi/thermal__rone/TRRN/temperature
cat /proc/a.cpi/tluml_zondwnwte«pontuxo
cat /proc/acpt/thoml_:one/rnwu/tmparature
NGO apt-get instmll hddtemp

.2 4

sudo hddtemp /dev/ada)

amort

Asmod{more

cat /pxoclacpiltheml_zonn/':uml/tenpezatuzo
s

wgat http://Mttp.distxibuted. net/pub/detl /ourrent—-client/dnete-linux~xB6-e1t

tar xzf dnetc-linux-x86-elf-uclibe.tar. g
cd dnate

Py ]

cd dnetcd$7-linux-xg6~elt-uclive/
Jonste

. /dneto

. /dnete -~contiq

« /dnete

sucio hddeamp

sudo hddtemp sdev/Mda

3040 hddtenp /dev/hd?

dg

sudo hadtemp /dev/sdy

sudo apt-get instail momon

sudo mbmon

cat lptoe/acpi/tbeml_aom/'mwtenporatun
sudo mbnaon
cat /proe/acpl/ thermal zone/THRM/temperaturs
sudo ndmon

cat /proc/acpi/thermal _zone/TARN/temparstuce
sudo mbmon

top

python

tap

1»

sudo apt-get install gqmail

sudo emacs /etc/apt/ecurces.list
sude zile /letc/apt/sources.iist
sudo apt-get update

sudo apt-get inatall Qrail-zun
1s

~8Clibe. taz,.gs
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pwd
1s

enacs .qmail

2ilo ,puatl

mail asronsw

mors foo

wail aaronsw

nore fao

m foo

la foo

cat fo0

mm foo

cat foo

m foo

1s

1s foo

cat 2oo

m foo

dnag mx

1s

cat foo

m foo

N3N dot-qmail

man qmeit-command

1s

tile .qmail

om3Cs smailtest.py
sile emaileest.py
chmod +% emailtest.py
./ematltest.py .

1s

nv .geall .gmailedefault
more .gqmail-default
nail aaronswigmail.com
cat fo

man qmatl~command

1s

enacs omailtest,py

zile emailtest.py

more fo

Jemailtest.py

tasfl /sorvm/mu-amdllogmulcu:unt
tatl ¢ /unieo/wil-undllog/mlumren
s ~3 /service/qmaiit~send/iog/main/

ls

cat foo

1s

cat foo

more emalltest.py
python

ls

anars ematltent.py
tile emailtest.py
1s

cat too

m foa

cat fco

@at foa

seraen

sudo shutdowa -h now

hIF
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BASH HISTORY FILES

28) Swaitz\WD1200 found at HarvardWhome\ri.bash_history
Bash_History for User: SwartzWD1200 found at Harvard\AhomeVriLbash_history

Paql tesplatel

cat /etc/sysctl.cont

exit

tall -f /vax/log/messages
sudo tail -t /var/log/messages
auw -

auds tall -I /var/log/messages
1a

sudo 13 /var/log

sudo tail -f /ver/log/poatqzaaq‘l/yoatq:oaql-s.l-min.xog
sudo vi /eto/postqresqi/s. 1/mein/postgresql.cont
/atco/init . d/postqreaqi-8.1 reatart

sudo tail /var/log/postgresql/

sudo tail /vu/loq/postqutql/putqruql—a.l-u:m.log
pugl templatel

psqgl templatel

sudo vi /etc/poatgreaqlss, 1l/main/pg_hba.conf

sudo vi /etc/postgresql/f.1/main/poskgreaql.conf
/fetc/init.d/poatyreaql-0.1 restart

tail /var/log/postyrasql/postgsesql-8.1-main. log

sudo tail {var/log/postyresql/poatgresql-B, 1-main.log
peql tomplatel

sudo tail fvarsiog/messages

/etc/inde . o/postgrasqi-8.1 stop

sudo /ete/init.d/postgresqi«s.l atop

sudo /etc/init.d/postgzreaql-8.1 start

svh

sudo apt-get install subversion

VA ©o avntesh://xi@2.redait,.com: fusc/local/evn/reddit
Ping 2.xeddit,com

8VD co avR+iash://r182.rendit, com:/usr/local/svn/reddit
9oh 2.veddit,.com

svn co sshravnt//rid2.reddit.com: /usr/local/svn/reddit
svn 0o avatsshy//x102.reddit. com: /usy/lacal /avn/reddic
6vn co svnessh://ril2, reddit.com: /usr/local/avn/zeddit

sva co svnissh://ri82.zeddit.con: /usr/local/svn/Teddit
VO <o avntdshi//riea.reacdit.com/usr/local/svn/reddait

pwo
cd reddit

ia

cd ..

psql ~h 72.5.28,219

peal -h 72.5.28.219 reddit

nxdir top

cd tmp

wget http://developer.postgresql. org/~wieck/alonyl/downtoad/sionyl~1,1.5.car.be?
tar ~jxvf slonyi~1.1.S.tar b22

sudo apt-get snastall bzip2

tar ~jxvf slonyl-1.1.5.tax.bz2

cd slonyl-l.1.5

./contigure

vhiich pg _coufig

lacate pg config

sudo apt—get install pg_config

sude apt-get fnytall 1ibpg-day

./contigure

locate postgresql.conf.sample

udo apt-get install postyresgl~docs~8,1

sudo apt-get inastall postgresql-doc-$.1
Joontigure

-/configure --with-pgsharedir«/ust/local/shace/posttd
cd tmp

¥ ]
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cd slonyl-1.1.8
«/configure --with-pgaharedir«/nse/local/
Joonfigure ~~n1th-pq¢huc¢iraluor/sha:v/pootgresql/s 1/
make

gqmake

sudo apt-get install poatgresql-server-dev-g,1
m3ke

make clean

«/contigure --with-pqahaud.lr-luar/sha:elpoatgtuql/l .1/
maloe

make 31l

sudio make installall

sudo meke instzil

(-1

vi «/.bash_profile

vi ~/.bash profile

exit

13

1z -1

J/slonclient.sh ¢

ping paul

8sudo vi /atc/postgresql/8. 1/main/pg_hba,cont
sudo /etc/i.n&e.d/poatqnsql restart

exit

pwet

./slonciient s

18

./3lonclient.sh §

Joha

fg 1

</felonclient.oh ¢

paql reddit

prql reddit

g 1

ps

exit

pwad

¢d weddit

cd agl

./alonclient.sh &

cat /proc/acpi/thernal_zone/THRN/temperature
cat /nrochcpiltheml_zone/'lm/temporawm
cat /proc/acpl/thezmal_zoas/THRM/temperature
cat /proc/acpi/thermal_aone/THRN/temperature
cat lpxoc/acpllthe:ml_zanohﬂnu/toupe:atm
cat /proc/acpi/thermal 2000/ 2HRM/tenporature

cat /proc/acpi/thermal 2one/TRRN/tenperature

cat /proc/acpj./thntml_zone/rﬂm;‘tmratu:e
cat Iptoc/acpi/thoml_zouo/‘mmltenpe:atute
cat /proc/acpl.leheml_:onurmnuperatun
cat Ip:ochepilth.ml_zm/rm/tmnture
cat /p:oc/acpxIthoml_zonol‘runn/teupoutnn
cat /proc/wpi/thaml_zone/ﬂlmltenpe:atute
cat /ptoc/acp:./tm:ml_tomlﬂmultmutuo
eat /ptoc/aepi./theml_zm/'rmnmxatuu
cat Iptoc/acptImrul_:ononm/tw-utun
cat /groc/aapxlhheml_sone/wnweupetamm
cat Iproc/acpt/thom&,zonclmu/tumutuo
cat /proc/acpi/thermal_zone/THRH/tempezature
eat /proc/acpi/thermal_zone/THRN/temperaturs
cat /ptoc/acputhcml_zono/Tmm/uupexatuu
cat Iproc/acputheml_zonelrmltmutnm

cat /ptoc/a@tlthotml_zonelrm/ texperature
cat /proc/acpi/them]__sone/fnnn/tupetaeum
cat lproc/acpl/thoml_‘zm/'rm/tupuatnu
cat /proc/acpi/thernsl_zone/THRM/temperature
cat /proc/wpilthermlﬁzone/‘rm/tmpeutnte
cat /proc/acpi/thermal_sone/THRN/tewpexeture
cat /proc/acpis therw__zone/rumnwunm
cat /pmlacp&/thcml_zono/'rnnultemoratuu
cat /proc/acpi/thermal_tone/THRN/temperature
cat /proc/acpi.lt.mml_:ono/!m/tupoutnzo
cat /proc/acpi/thermal zone/ TRRM/ Lemperature pr—
cat /proc/aapi/theml_zone/'rmltuporatuto

cat /proc/acpi/thermal_zone/THRN/temperature R"
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cat /proc/acpl/thermal_zone/THBM/terperatura
cat /proc/acpi/tharmal zoma/THRM/temperature
cat /proc/scpl/thermal_soaw /THRN/ cempazature
cat /proc/acpl /thexmal_szone/TRRM/tenparature
cat /proc/acpl/theznal_zone/THRN/temperature
cat /proc/ecpi/thermal 2one/THEN/temparature
cat /proc/acpi/thermal_zone/THIN/tewparature
cat /proc/acpi/thermal_sones/TRRM/temparature
cat /proc/acpl/thermal_zone/THEN/temperature
cat /proe/acpsi/therxal_zoas/THRM/temperature
cat /proc/icpl/thermal_scue/THRN/temperature
cat /proc/acpi/thermal_zone/THRM/temporature
cat /proc/acpl/therms)_rone/THRM/temperature
cat /proc/acpi/thermal_zone/THRY/tewperature
cat /prooc/ecpi/thermal_zone/TRRM/tempersture
cat /proc/acpl/thezmal_zone/THRM/temparature
cat /proc/acpl/thermal zone/THEM/temparature
cat /proc/acpi/thermal zone/THRN/tamperature
cat /proc/acpi/thexmal_szone/THRM/tonperature
cat /proc/acpl/thermal_rone/THRN/Lemperatuxe
cat /proc/acpi/thexmal rone/THRM/temperature
cat /proc/scpl/thexmal sone/IHRN/tempezature

cat /proc/acpi/thexmal tone/THRM/temperatura
cat /proc/acpl/thexmal sone/TRRN/temperatare
cat /proc/acpi/tharmal zone/THRM/temperature
cat /proc/mcpl/thernal zone/THAM/temparatare
cat /proc/acpl/thermal_zone /THRM/temperature
cat /proc/acpd/thexmal_sone/THRM/temperature
exit

od geddit

svn wp

cd sql

1ls

chmod +X *,ph

cereatelang

createlang --help

creatalang plpgsql templatel;

createlang plpythony templatel)

croeatedd - unicode ri

pogl =1

psql -1

acopdd i

createdd -BE unicode reddit

psql reddit

pwdt

1s

screen

sudo apt-get install screen

soreen

sudo fatc/init.d/postgresql-8.1 restare
acreon

sudo apt-get install python

python

python

cd /usr/1ib/python2, 3/3ite-packages/

In -2 /home/ri/reddit/python/ reddit/

sudo In -8 /homesri/reddit/python/ reddit
cd reddit

1s

<d

paql reddit

acreen ~Tr

oat /proo/acpi/thereal sone/THRM/temperatuce
¢at /proc/acpl/chermal_rone/THRN/temperature
screen =r

cat /proc/acpl/thermal_rone/THRM/tamperatura
cat /proc/acpi/thermal_zona/THRM/tevperatuke
scrgen

cat /proc/acpi/thermal_zone/THRM/temperaturse
cat /pzoc/acpi/theml_aonelmwumntum
cat /proc/acpi/thermal_tone/THEM/temperature
top

su ~
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top
aat /pzochapi/thsm_mn/nalﬂmnmn

cat /pmchcp&lthomx_zmnﬂw:mntuu
cop

RIF
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BASH HISTORY FILES

20) Swart\WD1200 found at HarvardVihome\staven.bash_history
Bash_History for User: Swarz\WD 1200 found at Harvardvihome\steveh\.bash_history

free
sudo route

s -

sudo route

vi /etc/network/interfaces

udo vi /eto/network/interfaces

/ete/init.a/metuorking restart

sado lotclinit.dlnetworking restart

sudo route

ping 4.2.2,2

ping google.com

ping yoogle.com

sudio apt-get update

apt-get inatall kernal-image-2.6-656

sudo apt-~get install kernel-imsge~2,6~686

8udo reboot

free

8udo apt-get install postgresql-client-d.1 pastgxesql-8.1 postyresgl-contrib~8.1 postgresql-plpy
tbon-0.1

sudo 1fcontig

suda vi /etc/hasta

puad

scp steveh§ateve:/tmp/py_hba.conE

8cp stevehdsteve:/tnp/pg_hba.cont .

sudo vi /etc/syactl.canf

sudo reboot now

sudo reboot

syscti

sudo ayact)

cat Jetc/sysctl.cont

sudo sysctl kernel.shmmax

sudo gydctl kernel.shmall

p¥:]

3¢p 3tevehlsteve:/tmp/postgres.cont .

SCp gteveh@steve:/tmp/postgresql.cont .

vi. pg_hha.coent

ls ‘

sude di£f poatgresgl.conf letclpoatgrosql/postqteaql..conf
sudo dif? postgreaql.cont /eto/postqreuql./a.uwlt/pouqnsqx.eont
sudo diff postgreaql.cont /etclpoltuemle.I/Mn/poaccronql.conr } lass
9cp postgresql.conf /etc/postyresql/s. 1/main/postgresql.cont
udo <p postyrasqgl.cont /ozc/posthosql./a.Ilmin/pestqusql.cont
sudo cp py_hba.conf Ietclpoatg:uqlls.l/min/pq_hba.conz
/etc/init.d/postgresql~8.1 restart

psql templatel

p8ql -U pgeql tomplatol

cat /eto/passwct

Peql -0 postgres templatel

sudo vi /etc/postyreagise, 1/main/pg_hba.conf

-

paql -¢ xi templage)

ou - ri

extt
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30) Swartz?WD1200 found at HarvardViroof\.bagh_hi
Bash_History for User: SwarWD1200 found at Huv.:i'y\nmot\huh_hlstom

apt-get update
apt-gst ingtall agdo
EDITOR=nans viaudo
noyunt

fxes

shutdown -h now
adduser staveh
adduser
adduser ri
viaudo

visudo

exit

Su - poatgres
anit

vigudo

axit

su ~ poatqres
py_ctl

axit

uaeradd
adduser
delusarx
delusex stevgh
deluser aaronsw
deluser chris
dalusar chriss
cat fetc/pasawd
ar

free
shutdown <h now

RIF
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BASH HISTORY FILES

31) Swartz2\WD1200 found at HarvardVivariib\postgresql\. bash_history
Bash_History for User: Swart\WD 1200 found at Harvardvivaniibiposigresqi.bash_history

paqgl templatel
cceateunser ri

peql templatel
exit

Pg_Ctl stop -m fast
locate pg_ctl

axit
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Case Procsssciinux Infiiaize

SYSTEM INFORMATION

32) Swert’WD1200 found at HarvardVivariog\d
System Hardware Information - DMESG ey

Linux veraivn 2,6.15-1-686 (Debian 2.6.15-8) (waldifdebian.org) (gec version 4.0.3 20060212 {pre
rol1ease) ([Debian 4.0.2-9)) #2 Mon Mar 6 18:27:08 UTC 2008
BI0OS~-provided physical Rak WAP ¢
BIOB~0820: 0090G00000000000 ~ 000000000009£800 {usable)
DBLOS-e820: 0000000000092800 - 00000000000a0000 (reserved)
BY¥05-e820: 00000000000£0000 -~ 0000¢00000100000 {reserved)
R108-¢620: 0000000000100000 - 0000000072720000 (usable)
BI08-e820: Q00000007£7£0000 - 000000007 £7£3000 (ATPI HVS)
BIOS~0820: 000000007L7£3000 ~ 0000C0007£8000D0 (ACPT data)
RI09-£020: 00000000£ec00000 - g000QCae100000000 {xeaervad)
11.43M4D RIGHMEN available.
B96MB LONMEN available,
found SMP NP-tabla at 000£58d0
On noeda 0 totalpages: 522224
BHA zone: 4096 pages, LIFO batch:0
DMA32 zone: 0 pages, LIFO batch:0
Normal zone: 229280 pages, LIFO batchill
HighMem zome: 292848 pages, LIFO batch:3l
DNI 2.2 present.
ACPI: R3DP {vO00 IntelR } @ 0x000£7290
ACPI: RSOT (vl01 IntelR RMRDACPY 0x42302e31 AMRD 0x00000000) § Ox7£7¢3000
ACPY: FADT (V00) IntelR AVRDACPY 0%42302e31 AWRD 0x00000000) & Ox2£7¢3040
ACPI: MADT (9001 IntelR AWROACPI 0242302831 AMRD 0200000000) 8 Ox7E7£7440
ACPI: DSDY 1v0OL INTBLR AWRDACPY 0x00001000 NSFT 0x0100000e) @ 00000000
RCEL: PM-Timer IO Port: 0xd08
ACPY: hocal APIC addrass Ox£ee00000
ACPI: LAPIC (acpi_id(0x00} lapic_1d{0x00} enabled)
Processor €0 15:4 APIC version 20
ACPT: 1APIC (acpi_idf0x01} lapic id10x01} snabled)
Processar #1 15:4 APXC version 20
VARNING: NR_CPUS limit of 1 reached, Processor ignored.
ACPI: LAPIC MNT |acpl_14[0x00] high edge 3int{0x1))
ACEL: LAPIC M1 (acpi {d[0x01] bigh edge iint{ox1])
ACRI: TOANPIC (1410x02] atkixess(0x2sc00000) gsi_baseid))
IOAPICIC): mpic_id 2, version 32, addcess Ox£ec00000, GS1 0-23
ACPT: INT_BRC_OVR (hua O bus_irg 0 qlobal _frg 2 df) dfl)
ACPI: INT _SRC OVR (bus 0 Dus_irq 9 global irq § nigh lavel)
ACPI: IRQD used by overzide.
ACEI: IRQ2 used by override.
ACPI: IRQY used by ovarride.
Enabling APIC aode: Flat. Using 1 I/0 APICs
Using ACPI (MADT) for smp configuration information
Allocating PCT resovrces starting at 80000000 {gap: 7£800000:7£400000)
fudlt 1 zonelists
Roxnel command 1ink!: root=/dvev/sdal I0
wapped APYC to ££££4000 { £ee00000)
mapped TOAPIC to ££££c000 (£ecO0000)
Initialising cevwo
P10 bash tsble entrien: 4096 (orders 12, 65536 bytes)
Detected 3001.460 MBg Processoy.
Using pmtar for bigh-zes timasgurce
Console: colour VGA+ BOx2S
Dentry cache hash table sntries: 131072 {order: 7, 524288 bytes)
Enode~cache hash table sntries: 63536 lordez: 6, 262144 Lytas)
Hemory: 2063400x/2088096k available (1425k Xernel code, 24144k resscved, 530k daca, 144k dnit, 1
171392% highmem)
Checking if this procossor honours the WP bit aven in suparvisor mode,.., Ok,
Calibrating delay using time: specific routine., 6004.50 BogoMIPS (1p3=300225¢)
Security Pramework v1.0.0 initialfzed
$8tinux® Disabled at boot.
Capability LSX initialized

Nount-ceche hash takle entzies: 512
gror Aftex gemeric sdentify, caps: bfeDibef 00000000 00000000 00D0DOGD 0OD0IEA 00004000 0OGO R 1 F
9
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CRU: After vendor identify, caps: bfebfbff 00000000 00800000 00000000 0000441d 00000000 00000000

monitox/meait featurs present.

using await in idle threads.

CPMIT Trace cacha: 12K uops, L1 D cache:r 16X

CPU: L2 cache: 1024K

CPU: Atter all inits, caps: htebfbft 00000000 00000060 00000080 0000441d 00000000 00000000

Intel machine check architecture supported.

intel machine check reporting enabled on CPUND,

CPUO: Intel Pd/Xeon Bxtendsd MCE MSRs (12) availadle

CPU0: Thermal monitoring enabled

mtre: v2,.0 (20020519)

CPU: Intel (R) Pentiom{R) 9 CPU 3.00GHz stepping 0L

Enabling fast PPU save and restore... done.

Enabling unmasked SIMD ¥PU exception support... done.

Checking ‘hlt! instruction... OKX.

TNABLING IO-APIC 12Qs

.- TIMER: vectoreOx3] apicled pini=2 apic=-i pinle-1

checking 1¢ image 1s inttramds... it ia

Freeing initrd memozry: 4581k freed

W¥ET: Regiatered protocol family 16

ACPI1 bus type pci registered

PCL: PCL BIOS revision 2.10 entry at OxfhIn0, last busel

PCT: Using configuration type 1

ACPI: Subaysten revision 20050902

ACPI: Interpreter ensbled

ACPL: Using YOAPIC for interrupt routing

ACPI: PCI Root Bridga {PCI0) (0000:00)

PCl: Probing £CI hardware (bus 90)

Boot vidao device is 0000:00:02.0

BCY quirks region 0400-047f claimed by ICRe ACPI/GPIO/TCO

PCI quirk: region 0480-0dbf claimed by ICH4 GPIO

PCl: Igooriny BARD-S of IDS controller 0000:00:1f.2

PCI: Transparent bridge - 0000:00:1e.0

ACEI: FCI Interrupt Routing Table {\_SB3_,PCI0. FRT)

ACPT: PCI Interzupt Routing Tahle {\_SB_.PCLO.EUBG. PRT)

ACPI: PCL Interrupt Link [LWKA} {IRQe *5 7 810 11 12 14 15)

ACPX: PCI Interrupt Link [LAKB] {YRQa $ 7910 11 12 14 1%

ACPYL; PCX Toterrupt link [LNRG] (IRQs 10 #11 12 14 15)

ACPI: PCI Taoterrzupt Link [LNKD) {IRQs 10 +1) 12 14 15

ACPL: PCI Intexrupt Link [LNKE) {IRQs 10 11 12 14 15) *0, disabled,

ACPX: PGI Interrupt Link [LNKF) (IRQs 10 11 12 14 18} *0, @isabled.
1

?

?

?

2

ACPI: PCI Interxupt Link (LNXO] (IRQs 7 0 11 12 14 15) *0, aisablad,
e

WA W W W
LE I W I N

5718
8719
$79
5§79
$79%
ACPI: PCI laterrupt LSak [LNR1) {(IRQs 397 "9 10 11 12 14 19)
Liaux Plug and Play Buppoxt v0.97 (o) Adam Belay
pops PaP ACP1 init
PRP: PP ACPI: found 185 devices
PoEB10S: Disabled hy ACPI PNP
PCI: Using ACPY for IRQ routing
PCI: If a device doesn't work, try "pciezouteirq”. I€ it helps, post a report
papr 00:0c: toport range Ox400-0x4bf could not be reserved
PCI: Ignore bogua xesource 6 [0:0) of 0030:00:02,0
PCI: Bridge: 0000:00:1e.0

JO window: a000-atrt

MEM window: f8000000~-1A0LLLEL

FREFETCH windaow: disabled.
PCY1 Setting latency timar of device 0000:00:le.0 to 64
audit: initiallzing netliak socket (disabled)
audit (1155678739.6849:1) ¢ initielized
bigmem bounce pool sizes 64 pages
YrS: Diak quotas dquot_6.5.1
Bquotvcache hash rable entriea: 1024 {order 0, 4096 bytas)
Initisliring Cryptographic¢ API
io scheduler noop regiatered
io scheduler anticipatory registered
io scheduler deadline registered
do scheduler cfq registered
isapnp: 3Jcaming tor PnP cards...
dsapnp: No Plug & Play device found
PNP: PS/2 Controller {PNF0303:052K) at Ox60,0x64 fxg 1
PPy P3/2 controller doesn’t have ADX irqs using default 12
g0r10: 18042 ATX port at 0x€0,0x64 irq 12

8eriald250s ctysd at I/0C Ox3£8 ({xq = 4) is & 36850A

serio: 18042 XBD port at Ox60,0x64 {rq 1
Serial: 8250/16530 drivex $Revision: 1.90 § 4 porta, IRQ sharing enabled R l F
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aerialB250¢ ttySl at 1/0 Qu2rB (ixg = 3) 14 a 185S0A
00:06: ttys0 at I/0 Ox3¢8 (irg = ¢) is a 16550A

Q0107 ttysl at 1/0 Gx32L8 (irg « 3] 15 a 16580A

RAMDISK driver initialized: 16 RAM disks of 8192X size 102§ dlockeize
NET: Registered protocol fanily 2

1P route cache hash table entries: 6553€ (order: 6, 26214¢ bytes)
TCP established haah teble entries: 262144 (order: 8, 104B37€ bytes)
TCP bind hash teble entxies: 63536 (ordar: 6, 262144 Ddytes)

TCP: Haeh taklea configured (established 2623 94 bind 65936)

ICP reno registered

TCP bic registeresd

HET: Registered protocol family 1

NET: Registered protocol family 17

UET: Ragistexed protocol family 8

NET: Reqistered protocol family 20

Using IP! ghortcut mode

ACPI wakoup devicas:

PCIO HUBO OAR1 vABZ USHO USB1 USB2 USP3 USBE MODM

ACPI: (supports $0 81 84 85}

Presing unused kernel memory: 144k freed

ACPI: Fan (PAN] (on)

ACPI: Therwal Zone {THRM] (54 C)

ushcores reglstered new driver usbfe

usbcore: registered new drivar hub

USB Universal Host Controller Interface driver v2.3

ACPI: PCI Interrupt 0000:00:1d.0(A} -> G9f 1§ {level, low} -> IRQ 163
PCX: Betting latency timer of davice 0000:00:14.0 to 64

uhci_hod 0000:00:1d.0: UHCI Host Controller

uhed,_hod 0000:00:1d.0¢ new USB bus ragistexed, aseigned bus number 1
uhel_hod 0000:00:1d.0; irq 169, io base 000005000

hub X~0:1.0: US8 hub found

hud 1-0:1,0: 2 ports detected

input: AT Translated Set 2 keybonrd ag /class/input/inpute

ACPI: PCI Interrupt 0000:00¢1d.1(8f -> 6SY 13 (leval, low) -> IRD 177
POY: Qotiing latency timer of device 0000:00:1d.1 to &4

vhei_hed 0000:00:3d.3: vHCT Host Controller

nhei _hed 0000:00:1d.1% new USE bus ragistered, sssigned bus number 2
uhc hod 0000100:1d.Le irg 177, 1o hase 0xQ000b4OU

hub 2-0:1.0: USB hub tound

hub 2-0:1.0: 2 ports detected

8139cp: 10/100 PCE Ethernet driver vi.2 (Har 22, 2004)

Uniform Mukti-Platform E-IDE driver Reviaion: 7,00alpha2

ide;: Rssuming 33MAz systom kus speed for P10 modes; override with 1debuswyy
ACRI: PCI Interrupt 0000:00:114.2(C) -> G5I 18 {level, dJow) -> IRQ 14S
BCI: Setting latency timer of device 0000:00:1d.2 to 64

whoi_bed 0000:00:1d.2: UHOY Rogt Controller

uhci_hcd 0000:0051d.2: new USS bus registared, asasigned bus number 2
vhei_bed 0000:00:1d.2: irq 1685, 1o base 0%00000800

mab 5-0:1.0: 088 hub found

bubr 3~0t1.0; 2 pozts detactad

ACPT: PCI Intszrupt 0000:00:1d.3{a) -> G8I 16 (level, low) «> IRD 169
PCI: Sectting latency timer of device 0000:00:14.3 to 54

uhci_hod 0000:00:3d.3: UHCY Hoat Controller

uhcl_hed 0000:00:1d.3: new U8B bus registexed, assigned bus number ¢
uhot:hcd 0000:00:1d,3; 1xq 169, 10 base 0x0000bcGO

hub’ 4+021.0: 0SB hub found

hub 4-031.0: 2 ports detected

ACPI! PCI Yuterrupt 0000:00:14.7{D] -> 68X 23 (lavel, low) -» IRQ 193
2CI: Setting latency timer of device 0000104:1d.7 to §¢

shoi_hed 0900100:14,7; BHCI Host Cantrolier

PCI: cache ling size of 328 is not supported by device 0000:00:1d.7
ehei_hed 0000:00114.7: new USB bus registored, assigned bus pumber 5
ohci_ _hed 0000:0013d.7: irq 193, io mem 0x£8180000

shed hod 0000:00:16.7: USB 2.0 started, RHCI 1.00, driver 10 Dec 2004
hub 5-0:1.0: 988 hub found

huh $-0:1.0: 8 ports detected

813%p1 pci dev 0000:01:01.0 (id 10ec:813% xev 10) is not an 8139¢C+ campatible chip
3139cp: Try the "813%oo” driver instsed.

813900 Past Xthernat driver 0.9.27

ACPI: PCI Interrupt 0000:01:01,0{a} -> Gor 17 {level, low} «> IRQ 201
9th0: RealTek RTLO139 at 0xa00D, 00:01:29:fc:00:D6, IRQ 201

eth0: Identified 8139 chip type 'RTL~8101°

SC3I subsystem initialiced
libata version 1.20 loaded. R I F
ata_plin 0000:00:1£,2: version 1.05
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ACPL: PCI Interrupt 0000:00:1£.2(A) -> GSI 19 (level, low) -> IRG 18%
PCI3 Setting latency tizmar of dsvice 0000:00:1£.2 to 64
atel: SATA max UDMA/133 cwd Ox1F0 ctl Ox3F6 Imdma OxT000 irqg 34
atal: dev ¢ cfg 4932200 B82:746b §317£0% 0404023 85:7468 86r3c0) B7:4023 88:407f
atal:s dev 0 ATA~7, max UDMA/133, 234441648 sectors: LBAYS
atal: dev U configured for QIRMA/133
sceil : ata ptdy
Vendor: ATA Model: UDC WDI20008-00N Rev: 02.0
Tfype: Direct-Access ANEI SC81 revision: 05
ata2;: SATA max UDMA/133 cmd O%176 ctl 0x376 lxmdma OxPOO8 irq 15
ATA: sbnormal status O0S7P on port 0x1i77
sceil 1 ata_plix
8G8I devica ada: 234441640 512-byte howr sectors (120034 MB)
9C3I device sda: drive cache: write back
SCSXI davice ada: 2344413848 512-byts hawr sectozs (170034 NB)
SCS8Y device sda: drive cache: write back
sde: sdal ada2 < sdas >
sd 0:0:0:0: Attached ecnl disk sda
Artempting manual resume
kjouxanld starting, Conmit loterval $ ssconds
EXT3-[9¢ mounted filesystem with ordered data mode.
Liocux agpgert intexfaca v0.101 {¢) Dave Jones
agpgart: Datected an Intgl 865 Chipser,
agpgact: Detected BOGOK stolen memory,
agpgart: AGP aperture is 128M § Ox£0000000
ped_hotplug: PC1 Hot Plug PCI Caore version: 0.8
shpchp: Stendard Hot Plug PCI Controllex Driver version: 0.4
hy,_random hardware dziver 1.0.0 loaded
Rz2al PTime Clock Uzxivexr vl.12
ACPI{ PCI Interzupt 0000100:32.5{3) ~> ¢3% 17 (level, low) -» IRQ 20L
BCI: Setting latenny timer of device 0000:00:1£.5 to 64
inteldx0 measure_ac9?_clock: measured 50933 vsecs
intal@x0: clocking ta 48000
E0C 0 e a post-1991 $2077
paxpoxt: PnPBlOS pazport detected.
POYpOTtG: PC-style at 0x378 (0x778), irg 7, dma 3 {PCSPP, TRISTATE, COMPAT, EPP, ECP, DMA)
Tutel 810 4 ACY7 Audio, veraion 1.01, 13:25:22 NMar 6 2006
input: PC Speakexr as /class/input/inputl
nice: P8/2 mouse device commwn for all mice
Adding 2630884k swap on /dev/sdaB. Priozity:~1 extentdil acrass;265068¢x
EXTI F8 on idal, internal journal
othd: iink dowm

[R1F ]
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1) Swartz\iMac\t Macintosh HDWMacintosh HD\privateletc¥ocaltime
Configured Time Zone:America/New_York

Jusz/shaze/sonainfo/Marica/Nan T,}'cmk
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1) Swartz\Mac\1. Macintosh HD\Macintosh HDWers\aswariz\Library\MainR§S\Apple Hot News.rssmbox\Messages\1.emix
Swartz\Mac\1 Macintosh HDWMacintosh HOWUsers\aswartz\LibraryWailRSS\Apple Hot News.rssmbox\Messages\1.emix

2113
Subject: Best Media Apps for iPad
Mims-Version: 1,0 (rpple Message framework v1081)
Content~Type: multipart/alternatives

boundacy=Apple-Mail-1-3013911
X-Mall-Rsz-Source-Nemet hople Hot News
¥X~Mail-Res-Article~2dentifier: 6713257923ba2dbe0dl 620 2c5hd241513005737
X-Mail-Res-Article-0zrl: http://gadgetwise, blogs .nytimes.con/2010/12/03 /best-pedia~appa~tox~the-i
pad/?sre=pusin
X-~Mail~Rss-Bource-Url: http: {/images, apple.coa/main/xes/hotnews/hoknows. o5
Date: Fri, 3 De¢ 2010 19:19:39 -0500
Reply~To:
X~Mail-Rss-Sourca-Homepage~0rl : http:/ /v, 3pple .com/Motuaws/
Message-id: <EEAOCEGI-250R-4A77-81 7T8«AC21390BORC3#1aw. hazvard, odu. >
K«Unifort-Type-Identitior: com, apple.majl~ras—-article
X~-Mail-Rs9-Ruthor:

-=Apple-~Mail-1-3013911

Content-Transfor-Encading: quoted-printable

Content~Typs: text/plains
charsst=windows-1252

hw
ttp://gadgetnise blogs.nytires, con/2010/12101/bost-mdu-nppa-zoz-t.no-1pac-
£?arc=3Dbusla

New Yotk Times columpist David Carr writes that ivad =93zenews the =
romance of reading,«34 citing medis Appa 1ike EBC Nows, New Yozk Post, o
and Reuters for their offective traatment of content. Cazz also coxmends «=
the InstApapar app for itg ability »93to archive Web pages for offling m»
reading in an iPad optimized format that wakes reading long-form content =
a pleasurm-sn_-

-~Appln-Mail-1-3013911
Content~Transfex-Encoding: quoted-printable

Content-Typs: text/html:
charsgt=windows-1252

<html><heady </ Mead><hody><hi 1dw30"Applemai ARSSFIL16" w
stylew3D”font-weight: normal: padding-top: Spx"s<a =
hxef=30"http://gadgetwise -blaga.nytines,com/2010/12/0 1/beat-media~apps~Lorw
=~the-ipad/7erceinbhualn® Btyle=30"text-decoration) undexline®>Best Modia w
Apps for iPad</ar</h3>New York times columnist Daviad Carr writes that -
iPad =93renews the romanca of Teading, =94 citing media apps like BEC =~
News, New York Post, and Reuters for their affective treatment of =
contant. Carr also Cowmends the Inatapaper app for its ability =83t0 =
archive ¥eb pages for offline reading in an iPad optimized foxmat that =
makas reading long-form content pleasure,=94</bady></htal>w

~~Apple-Kail-1~3053911vw

<?xsil version="},0" emeoding=YUTF-8% 2>
<mos'nn Plist POBLIC *-//Apples/DTD PLIST 1.0//E8" "http:/Iww.apple.com/b‘rosfrmpartyusc-l.0
,dEd”>

<plist veraion=").p">
<itct>

<key>dace-gent</key»

<r8al>1291421979</real>

<key>flags</key>

<integex»33762168</integar>

<koy>remote-id</key>
<strin9>ﬁ7!32$792m2db004lehetchdH151300573'1</:u.1ng>
<key>sonder</xey>

<atring>Apple Hot News</string>

<key>subject</xey>

<atzing>Beat Hedis Apps for iraa</atring>

<key>to</key>

<utxing></atriag>
</dict>

</plist> F R
2) Swartz\iMac\t Macintosh HDWacintosh HD\Um\aswartz\Ubfary‘tMall\RSS\Apple Hot News.rssm Rseals emix
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Swartz\Mac\1 Macintosh HDWacintosh HOWsers\aswartz\Library\MaiNRS8\Apple Hot News.rssmbox\Messages\2.emix

2570
Subject: St f~820IApple=L2=g0=99s_108 4.2_Avai lable_Today_for iPad, iPho?w
=?utl-81Qne, and 1Pod_touch?=
¥ime-veraion: T,0 Tapple Message framework vis1)
Content-Type: multipart/alternstives
boundaxysapple~dall~2-3013912
X-Mail-Rss-Source-Nane: Apple Hot News
X-Mail-Res-Acticle-Tdentifier: e0£c31N61SoladBNGGdGG7439“56{7“62943
X-Mail-Ras-Article-Url: http://wwe.apple. éom/ias/7ezshaotnews.xan
X~Mail-Ras-Source-Url: http:// images, apple.com/main/tss/hotnews/hotnews . ras
Data: Mon, 22 ¥ov 2010 13:27:%2 -050¢
Reply-To:
X-Mail-Res-Bource-Homepage-url ; http://wew, spple.can/hotnews/
Hessnge-1d:c amnn\-nsc-aasanc;-9w4mmszsoxw.nazvard. gda, >
A-Unirorm-Type~identitiex: com. spple.mail-ras-sxrticle
X-Mail-Ras-Author:

~=Apple~Mail-2-3013912

Conteat~Transfer-Enceding: quoted~printabls

Content-Type: text/plains
charsat=windows~1252

htLp://wun, spple.com/108/ 2 3r=3nhotnews .I38

Apple today announced that i08 §.2, the latest version of the worlde92s =
most advanced mobiles operating system, is available today for download w
for fPad, iPhone, and iPod touch. i08 ¢.2 brings over 100 new featurcs =
from 108 4.0, 4.1, and 4.2 to iPad, including Multitasking, Folders, =
Unitied Inbox, Game Center, AlzPlay, and AlrPrint. «83i08 4.7 makes the =
ivad a completely new product, just in time for the holiday seascn,=9¢ =
satd Steve Jobs, Applesd2s CBO. =330nce agaln, the ipad with io$ 4.2 =
will defing the target that other tablats will aspire to, but very few, =
if any, will ever be able to hit.c8dm

~~Apple-Masl-2-3013912

Content-Transter-Encoding: quoted-printable

content~Typet text/hral:
chargetswindows-1252

<html><head></haadxcbody><chl 103D AppLlaMalilRssTitie" »
gtyle=3D"font~-weight: normal; padding-top: Spx“><a »

brefe3D"http: //www. apple.con/108/ 1sr=3Dhotnews C387 w
style=3p"text-decoration: undexline*>Apple=92s 108 4.2 Availadle Today =
fox iPad, iPhone, and iboq touch</a></h3>Apple today announced that 108 «
4.2, the atest version of thg world=929 most advanced mobile operating =
system, is available todsy for download for ivad, iPhone, and iPod =
touch. 10§ 4.2 bringe over 100 new features fxom 103 4.0, 4.1, and 4,2 =
to ifad, including Multitasking, Polders, unified Inbox, Game Conter, =
AirPlay, and AfrPrint. =93i08 4.2 wakes the iPad a completely new =
product, Just in time for the holiday scasen,=94 said Stove Jobs, =
Apple=923 CEO. =930nce again, the iPad with 3105 ¢.2 will define tha =
tavget that other tablets will Aspire to, but very fow, if any, will =
ever be able to hit,=94</body></htmise

~~Appla-Mall-2-3013%12-~-
<?xml versionw®l,0* encoding="{Frr-g 9>
<|DOCTYRE piist PUBLIC "~//Apple//DTD PLIST 1.0//BN" “http://ww.applc.com/b‘l‘bl/?roportyust-l.o
.drd”>

<plist vexsiocnm"i,0">

<diot>

<key>date~sent</

<real>1290450472</raal>

<key>flags</key>

<integer>33751160</integars

<key>remote-id</key>
(aemnpu:cnﬂszsexmsussdseu394455:7:;52943«:/3::“»
<kay>sender</key>

<string>Apple Hot Wews</string>

<key>subject</key>

<striung>Appled€™s 103 4.2 Availasble Today far iPad, iPheme, and iDod touch</stxing> R l F

<key>to</key>
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</dict>

</pliat>
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Case ProcessorMac initialize Case\iMacl! Macintosh HD\OS Informiation

ProductBuildversion: 78500
PxoductCopyright: 1983-2010 Apple Inc,
ProductName: iPhone 08

ProductVersion: 3.2,2

ProductBuildVersion: 8B117
PxoductCopyright: 1983-2010 Apple Inc.
PraductName: iPhone 0OS

ProductVersion: 4.1

ProductBuildVersion: TW367a
ProductCopyright: 1983-2010 Apple Ings.
ProductName: iPhone 08

PrxoductVersion: 3.2

ProductBulldVersion: B8A306
FroductCopyright: 1983~2010 Apple Inc.
Productiame: iPhone 08
ProductVersion: 4.0.1

ProductBuildversion: 8B117
ProductCopyright: 1983-2010 Apple Inc.
ProductName: iPhone 08
Productversions 4.1

ProductBuildVersion: BS2167
ProductCopyright: 1983-2007 Apple Inc.
ProductName;: Mac 0S5 X
ProductUgervVisibleVersion: 10.4.11
ProductvVersion: 10.4.11

ProductBuildVersion: 9L31a
ProductCopyright: 1983-2009 Apple Inc.
ProductNamet Mac 08 R
Productlser