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Sent: Wednesday, June 29, 2011 5:40 AM
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Subjsct CT 775,510 Aaron Swarkz (102-775-60071-5) L

G.3. SECRET SERVICE INVESTIGATIVE REPORT
FROM:  BOSTON FIELD OFFICE FILE: 162-775-60071-3
0+ CRIMINAL INVESTIGATIVE DIVISION ¥-REF: N/A
INFO:  INVESTIGATIVE SUPPORT DIVI§ron SEIZURER: M/A
SUBJECT: REPORT OF CONTINUING IRVESTIGATION

ACTUAL (0SS: $TRD POTENTIAL LOSS: $2,000.000.00

Py

CASE TITLE: AARON SHARTZ = §
CASE TYPE: 775,510 THE P
SECONDARY TYPES: 848. 191, 848.504, 843,330 i i, E {35 i
CONTROLLING OFFICE: BOSTON FIELD off = v

REPORT MADE BY:

FIC
SA (b)(6) (B) J[)(8).BX7)C)

]

DATE CASE GRENED: "ua?n
PREVIONS REPORT: 02/28/11

REPORTIRG PERICDH: 02729711 - 06s29/1)
37ATUS: CONTINURS

SY¥MOPSIS:
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BOS Seat: Mon 2/28/2011 3:37 pM

Feom:
To: o
Ce: 18D; SF0; 808
Subfect: 775510 Request for Investigation Other District - Aaron Swartz (102-775-60071-5) f/L/
Attachments:
U.S. SECRET SERVICE INVESTIGATIVE REPORT /b@\

FRCM: BOSTOM FIELD ofFICE FILE: 102-775=50071-8
1O CRIMIRAL INVESTIGATIVE DIVISION X~REF: N/A

SAN FRANCISCO FIELD OFFICE SEIZURE#: N/A
INFO: INVESTIGATIVE SUPPORT DIVISION b o4% Ny s

; 5 ? £ i3t ; ‘ g

SUBJECT:  REQUEST FOR INVESTIGATION OTHER DISTRICT ¥

ACTUAL LOSS: $ rap PGTENTIAL LOSS: § 2,006.000.00
CASE TITLE: AAROM SWARTZ
CASE 7YPE: 775.510
SECONDARY TYPES: 648.121, 348.304, 348.930 =3

CONTROLLING OFFICE: BOSTON FIELD OFETC
REPORT MADE BY: SA[B)E).(b)7)(C) B} ]
DRTE CASE CPENRED: 01/07/711

~

PREVIOUS REPORT: C1/21/11 ~ OBENING REPORT
RESORTING PERTOD: Gl/22/11 - 02/2871;
STATUS: CONTINUED

SYNOPSIS: 4

Investigation hag determined Aaron Swartz intruded into the MIT network withoutr
authorization by making entry into g locked closet coantaining networking
components for MIT networks, coniecting a computsr to the MIT network, and
sdownloading documents from JSTOR. Bwariz was arrested by MIT Polics antd agentas of
the New England Eleczrenic Crimes Task Force and charged with violation of
Massachuserts General Law {MGL) for breakinq and entering.

Agents and Debtecrives 2f the New England Electronic Task Foroe subsaquently
axasuted search wArrants at Swartz’gs rasidence and offics,

The 5a0 Francisco Field Office is Tequested to interview[(B)(6),(D)(7)(C) _Jana
"[0)6).bX7XC) [two known assoclates of Swartz, to determing Lagir knowledge of his
activities.

Case continued in Boston,

DETAILS oF INVESTIGATION:

Referance is made to the Quaning Report in thig case, written by SA_ on
01721718, .

On 01/25/11, 5a[(bY6),BN ] [BNE),ENTHC) | 1»e [OOEITO
(D)(8),(b}] the fromLW

(b)6) (b}

. i
J3TOR ha

(b)(6).(

) DIAC)

)

| |

] ISTCR, [(b)(6),(B)}7)

BQ AUSH Stephen Heymanrn haid a confarence call. [(b)), cornfirmed that
¢ licensing agreements with publishers te make journals and articles

é@vallable on the J3TOR web site, and that some of those licensing agreement g
include revenue sharing wich publishers in which the publisherg will g2t a ghare

https:/iowa.ssnet.usss.dhs.gov/exchangel’bosllnboxﬂ?iSlO%ZOReques%ZOfor%ZOInvesti,.. 22872011
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of the fees JSTOR coliscts from institutions, OB ] stated that some of the
publishers allow for a direct fee o download an individual article, but s0me
publishers do not want individual articles downloaded. e-stimated that the
valuz of the documents Swarty downlcaded to be in excess of 2 million. [oXe) )
stated that he believed the avarage cost of the articles was $14.G0, @Z ista:ed
that the fir-(sbi):(s)i'ldication of an intrusion was a deqradation cf sarvice for all

custom2rs . stated that the software on the JSTOR site relims on cookies t¢
track users and that Swartz must have fsund a way to delete the JSTOR cookies Crom
hig system prior to Making a new reguest to download a dosument . stated
multiple download requests occurred simultaneously and that at times, hundreds of
download redquests were occurring 2oncurcently, confirmed that the JSTOR
terms and conditions ciearly prohibited the kind of downloading Swartz was

doing. .

on 02/G3/11, SA|B)6)4D) | and Getactive (b)6).(b) |received the Acer Ascire natbsok,
hard drive enclosure, Western Digitai mard drive contained in the enclosure, and a
DSB flash drive from MIT Police DEIDGLE) } 3a[0)E)(0)Jand Detsotive
I(b)(ﬁ),(b) | took the avidence itams iractly ro Cambridge Police Hezdquarters. The
évidence iltems were lcgged into Cambridge folice evidence and taken to zhe
Cambridge Policse Identificetion Unit., 7The Identificarion Unie began processing
the items for fingerprints, The resulls of the analysis ia pending.

On_92/04/11, $A[0)ELEN] petective BYE.OXNC) | of the Camoridge Police, [EXEL( ]
#(b)(ﬁ),(b)

Erom the Massashuserltrs Insti¥ute of Technology, and ARUSA Staphen Heymann
w.d 2 conference call. [BP® |explained that he we. driving to work on 61/04711
when [L)E) BXNC called him and tolqd him that he found a laptop cornected to a
switeh, [O)BOX] explained that previously had seat an email toq

1(3).0)7) | e8cTibing the switeh ne had traced the excessive dewnloading frem JSTOR
£, [@EBEK]e4plalned that after found the laptop connected to the awiteh,
he started a packat capturs on the sama switch. ailso explained that the
switoh the laptog was cennecied to was an entry switch, and that normally only
edqge switchas should be plugged into the entry switen, [BJBIDI] aiso expliained that
when arrived, he used NMAP to discover tha:z port 22 and 8092 were
open on the laptop that was discoverad, said that he reviewsd the packet
capture and discovered 14 different IP addresses sending SSH traffic to the
laptop. calleved that some of the IP addresses were 358y background noiss,
however he did nota thas 18.181.9.232 coutd be traced to the linerva server at
MIT. The linerwva server is a Linux dial Up server run by the Student Information
Processing Board az MrT, statad that he was still working sn analyzing the
packet capturs, :

On 02/07/11, [BY6)ONNC) cold SA|DIOMNN | that he noticed that on 0L/06/11, the

laptop used by Swartz was briefly registerad on the MIT network from building 4 of
MIT. I(b)(ﬁl.(bl(T) jnoticed thae during that time the laptop communicated with IF
addresses 174.129.66.198, 204.236.212,151 and 50.1¢. 257 o5 stated that
those IP addresses are 483cciated with Amazon Hlastic Compute Clowd, which is a
web servica that provides regizable compute tapacity in the cloud,

{1,

Also on 02_/0’!,’1l,l(b)(ﬁ),(b)(7)(C) lsem‘. an email to AUSA Hevmann to revise her
(b)(6),(b

estimate oF how many documents wera downloaded by Swartz, stated that
Swartz downloaded gver 2.8 millicn documants in November and December of 2019,
al.so forwarded emails from stating that the initial analysis
of tha activity indicateq that the downloads wera Gdona syscematically usging
sequential inseeasaes in stable URLs. The same email included 3 statement from
[EXT BN ] o# JSTOR indicating thas the downloading did not appear to be
targeted towards research articles or any particular ticles, collections, or
disciplinas, For tha 2.8 miliion downloads in November and December of 2010, the
breakdown was 1,385,549 research articlea, 938,063 reviews, 62,127 news articles

https://owa,ssnet.usss.dls gov/exchange/bos/Inbox/775.51 0%20Request?%20for%20lavesti... 228/2011
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INVENTORY MADE gBY: - SA [(b)(6),(b)(

DESCRIPTION OF ITEMS: Apple iMac Modsl alldiy 3erial number WBG25AXGD8?
Western Digical Hard Drive SN WMANNICGS724

SEIZED / OBTAINED FROM: Aaron Swartz

LOCATION: Bostop Field Office Evidence Vaulr
DISPAOSITION: Held pending judicial actien,
EVIDENCE 55F 1544 S/N: 102 2011 ¢& 39

DATE OF INVENTORY: 02/25/11

INVENTORY MADE RY: 5a l(b)(6),(b) |
DESCRIPTIOH OF ITEMS: Acet Xspire One SN LUSAXES0G180110018

1
Rockstfish Enclosure with WD hard driv

601
e

WHMAZA1626675
HP USB Drive marksd 0045SMRBT1 385102
SEIZED / OBTAINED FROM: Cambridgs folice

LOCATION: Boston Field Office Bvidence Vaulr
DISPOSITION: Held pending judicial action.
DISPCSITION:

3an Francisco Field Office g requested to interview[(b)(8),(b)7)(C) ard [B)(8).(]

to detarmine Lf Swarez discussed JSTOR or MIT Wil TUER, and 1f they had
any knowledga of Swartz's downloading of documents from JSTOR. Prior to waking
gontact, withand the San Fr. 3o t 2saigned this 70D ig
*aquasted to contact Boston case ageny(b)(6),(0)( [b)(5).(b){ |ax (b)8). (LYY | to furthex

discuss this onse.

Case continved pending further investigation and judicial actign.

USSS / BOSTON (b)8).(B)7)(CY b RICCIARDT

https://owa,ssnet, usss.dlm.gov/exchange/bos,’lnbox/775.5 10%20Request%20for%20fnvesti . 27%mn1
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BOS Sent: Fl 1/21/2011 2:58 PM

To: o N

ce: I5D; 80S

Subject: 775.510 Opening Repoet - Aaron Swartz (102-773-60071-3)

Attachmanty: ,

/”?f?

U-S. SECRET SERVICE INVESTIGATIVE REPORT

FROM: BOSTOM FIELD GEFICE FILE: 102-775-60071-5§

T0: CRIMINAL THVESTIGATIVE DIVISION K-REF: N/A

INFD: INVESTIGATIVE SUPPORT BIVISION SETZURE: N/A

SUBJECT:  OPENING REPORT

CASE TITLE: AARON SWARTZ w4 f sy B

CASE TYPE: 175,510 Pifade #gsiz {2

SECONDARY TYPES: 848.191, 848,304, $48.530

CONTROLLING OFFICE: BOSTON FIELD QFEre

REPORT MADE RBY: SA[B)E),(B)(7)(C) —{(6)(63,)7)XC) ]

DATE CASE OPEMED:  01/07/11

BREVIGUS REPGRT: N/A _

HEFORTING PERIOD:  01/04/11 ~ 01/21/11 »

STATUS: CONTINUED / 8

SYNOP3I4:

On 01/04/11, wMrr pelice requasted asgistance from members of

the New England

Electronic Crime Task Force regarding an intastigation into a Computer that was
found in a locked closet at MIT and was connscted to the MIT Network withous

avthorization.
Raraon Swartz,
into a locked
a aomputer to

Furthse investigation revealsd that a subject later identified as
intruded into the MIT narworik without authorization by making 2atry
closer containing networking componants for MIT nstworks, connecting
the MIT fetwork,

and downloading documents from JSTOR.

On 017068711, Adaron Swartz was arrestec by MIT Bolice and agents of the New England

Electronic Crimes

Tazk
Law (MGL] for breaking ang sntaring,
intrusion into rne MIT

Force and charged with viglation of Massachusatés General
The investigation of Swartz’g upnauthorized
natwork and the chert of documents from J3TOR <ontinue,

Case conkinued in Boston.

DETAILS oF IRVESTIGATION:
On 0L/04/11, Detectivekbxe4bx?ﬂﬁ) Jof the Cambridge, MA Police Department and a

nembar of the New Rigland Electronic Crimes Task Force, received a call from
(0)e).{O)7) ¥b)(6),(b)7)(C) (DOOXNC BMIT EDGY of tha Massachusetts Institute of
Technology [MIT) Palice Department, informing him that an snautherized computer
had been found in & wire closet on ¥IT grounds and that Networyk Traffic suggested
that the computer was being used to download expensive technical journals without
authorization, Ths Computer was found In a wire cloget in the basement of Buiiding
1€, the Dorrance Building (77 Massachusetts Avenus, Cambridge, MR} which touses
the MIT Biological Engineering Department,

Cantiauing on 01/04/11, SA{(b)(6),(b)X7XC) | Detect Lve[(b)(6),b] and detective
(0)6),( | of the sosron Police Beparciment kraveled to MI? and met with [BYETEND Ihva) (]
b)B),(b})(7]of the MIT Bol 22, |(b)(6),(b)}(7)(C) [BIELORNG)

https://owa.ssmt.usas.dhs.gov/exchange/bos/lnbox/?‘ii.5!0%200pening%20Report9foZO-... 1212017
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b)) D)7} 'F.Q.LM.L.I- Ly in the basement of building 16. RO DOXOGION
X8),(00X7)(C) from the Cambridge Police Uepartment processed fhe scene for
fingarprints, Tha netbook found connecraed t2> the switch in the wire classet in the
basement of building 16 was an Rcer Aspire One with a serial number
LUSAXCD001001100E160] ., Network traffis indicated that the nethook wWas u3ing two
I2 addresses (18.55.6,240 and 18.55.7.240; wnich are both 1?7 addrasses oelonging
Lo MIT. Use of NMap showad that the netbook had port 22 and 8092 open. Porr 22
ie the default port for 53H (Sscure Shall network pProtocol} and porc §992 is often
associated with T0p (Transmission Contral Protocol) traffic, A surveillance
camera was placed in the wire closet to record anyone raturning £or the netbook.

Continuing on 01/04/11, ar spproximately 1525, ths survelllance camera recorded a
white male, larter identified as Aaron Swartz (D08 11/08/86), enter tha wige
cleset. Bassd on the surveillance vides, Swartz appeared ro replace tne external
hard drive with a naw one and taxe the old hard drive with him,

Further on 01/94/11, [B)LON] was anie ts provide 3A[BYELEBJwich the following

timeline regarding this investigations

G 89/26/10, [b)(6),0)7)C) | the MIT %m(su'mm(cx } recaived
an emali from » the Jg' OB R TIC) b stating that

excessive downloading of journals had 632w aetected from MIT, and that ail

of HIT acceas to JITOR would ke blocked. JsTon Lonverts printed gcheiarly

journals intc electronic form and stores them in 2 central archijve that can
be accessad by libraries and institutions such as MIT,

On 09/272/10, ¢ LT Metwork and Information Security Team receivad an mail
£rom [(B)(8),(b)}7)C) | tne MIT FEXE)ENNG) I G®) (DX6),
1o regarding excessive aownloading from twe 1p addresses 13.55,4.216
and

18.55.5.215. JstoR raston I3cdess but blocked BCCBSS O the
identified IP addresses, [0)(6).(6Y7)C) iﬂrﬁﬁibauxC) [EEI§ijzﬁmit.adu},

(b)6).D)THC) — discovared nztwork

SELLELLON TOT TGary Host” with emait address ghost@meiiinato:,com, a MAC
address of 00235a7358¢n and computer name “ghost-macbocx” registered on tne
netwark on §9/24/10. disabled the computer registration.

On_19/99/19,{(b)6),(b)(7)(C) LTOR [EELOINC) } emailec[BYE)]
(b)6).(0)( | the"% (0)6). B)THT) Lto inform har that MIT's access to

JITOR had peepn cur CiT agaln due to excegsive downloading.

On 10/12/71¢ he MIT Hetwork and Informazion Security T2am receivaed Zn email
from {b)(8).(b)(7 I stating that JSTOR informed her that excessive downloading
came from IP address 1§.55.5,100.

On 18413714, [B)6).0M ] traved the second occarrence of excessive unauthorized
downloading to a computer registered on the network as “Gracs Hogt# wilh an

amail of ghastﬁzemailinator.com, 3 MAC address of 0017£22¢b074 and compuner
name of “ghost-laptop”. [ByE %%M_Lﬁghaﬁt registrations identified
as bogus. EEYEBNTIC) _ JoX0exne .
for MIT, notifledpmpree and [(B)(8),(bY(THC] +:
| Vi AT * that informaFion indicated that the Same unknown person
Appears Lo be using MIT Juest registraktion from a wired connection in
bullding i6.

On 11/29/10, the MIT Network and Information Security Team was netified by
the MIT branch of the Instityte of Electrical and Electronic Enginesrs that
Journal spidaring has occurred on their site and it was tracked to the

Student Information Processing Board XxvM ciuster, a group of computers that

hitps://owa.ssnet, uss&dhs.-govfexchangefbosflnboxﬂ'ls.s 10%200pening%20Repon%26.... 12172011
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are shared and that anyste in the MIT community can use to host a Virtual
Machiae,

On 01/03711, [(b)6),(b)] recesived an erail from[B)®8).B)7)(] forwarded £rom [(B)6).(6Y]

informing him that that the axcassive downloading of journals had bequn

agatn.

on 01/04/11, [BYELEN] ema i led [ErmTrmver the [BTETETTE |
Opsraticns, and F3 T edu} [o)6) OXNIC) l
(DX} {BHTNHC) for MiT, asking them to farther

AOpaIfl tae Loration of the camputar downloading the journals. as 080§,
(£)(6).(b)( Located s computsr hidden by a box connected to a switch in a wire
¢loset in the basement of building 15. The compubar was .aisc connected to
An external hard drive. [(b)(6)(b established a packet capturs of the sSame
switch the computesr was found attached to,

[BE).0)arss provided SAIDYELON] with a copy of nistorical network flow daca
concarning IP addresses 18.55.6.240 and 18.55.7,24p from 12/14/18 te 01/04/11 and
DHCE log information for computers ragistered as ghost~macbook and ghost-laptep,

sa[bi6).6)] contacted 32 O)O)LOX(| icID} at the crar Coordination Center ar tne
Software Engineering Institute at Carmegie Mellon University. SA[B)E)] provided sa
(b)(6).(b)( With instructions to uplcad the data to the CERT drop box.

/
On 01/08/1%, at dpproximately 123z, video surve!liance showed Lhe individua! latap
identified as Swarte return to the wire closet and remove the netbook and extarnal
hard drive. Later, {(b)(8),(bX7)(C) of the MIT Police Departmsnt called

bYB).(BY | of the MI? PETTce Uepartment and stated that he had located the

suspect later identified as Swartz rvidicg his bicycle on HMagsachusetts Avepna
the intersection with Lee Strest in Cambridge, Massachusetts. [ErETET] (b)(6).(b)(
SA'ZbEGE,(bE(I responded to Lee Street ta assist Captainl(b)(8),(b){ [RIGL.ENN {(B)(6),(b) ]
attempted o interview Swartz, howsvar Swartz jumped O0ff of hiz bicyecle and pan
down Lee Streat. and SA detained the suspect and he was
subsegquently placed uader arrest. A searpsh ot the bavkpaock the uspect was
wearing revealed 3 U.g. RPASSPOCt in the name of Aaron Swactz and one (1) ysB Thuml
Drive. No computer was found in the Backpack, Swartz wag transported by Cambridge
Police to Cambridge folice headguarters and subsequently charged with violation of
Massachusetts Seneral Law (MGL) foe Braaiding and Entering.

Alsc on 01/06/11, (B)(6),(B)( } checked tha OHCP logs for computer registrations
containing the werd “ghogp™, Ghost-laptop was identified as still baing active on
the MIT network using the sama MAC L@ss as usad on 01/04/11 wo download
journals, (B)(8).(BU7THE)  JfBY(6).(0)(7)CTY BB Frit, edu) an Mr? Network Engineer,
traced ghast-laptop on tR3 network to building W20 on the 5*® filoae, #rT Building
W20 is the Stratton Student Center, BE.B 0 [66),6)( ] and[B)B)(b] traveled to tha
Stratton Srudent Center ang determined that the network deop lacation ghost~laptop
connected to was the Studeat Information Precessing Board oftice, room 557.
EELE Jeontacted EEETTIBNELGI] o i0fom him that they had traced the netbook
¢ a room in the student center. sa BB met Igbz(ﬁl,gbzﬂand at the
student center and found the Acer Aspire aetbook and extarnal harg drive
unattendsd, under a table, powered on ang Connacted ro the MIT network by a
cable. Using gloves, SA examined the netbook. The nsthook appeared to be
frozen halfway in the shutdown state ang all attempts to accesz a terminal on the
machine werg unsuccesstul, It wasg determined it would a0t be possibie to conduce
ive forsnsics or cagture a snapshot of the memory of the computer in jts curvant
atats. The laptop waa placed in an evidence bag and turned over Lo MIT Police to
be inventoried into evidenca,

9
https:/fowa.ssnet.uss&dh&govicxchangefbos/inbo&fﬂs -310%200pening%20Report®420- A Re iR
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Continuing on 01/06/11, saf(B)6).(b) land traveled to Cambridge
Palice Heas interview Swartsz, At Camizridge Headquar:ters, SA
met |(b)(6),(bX7)(C) ||(b)(6),(b)(7)(0) l(b (6).(B)7) {(b)(6). ) IBwar 7] informed

SA[BYBY(D) F that ne represented Swartz and that *8 ziient would not make a
statemant. 3wartz was pot Looperative with investigarorsg. Swartz initially

refused to provide his hame, date of birth and other biographical Informaticn.

On 01/10/1%, SA[B)E)B)T] AUSA Heymann ard [BE).EXDEC) ] from J5ToR conducted

conference ¢all to discuss the theft of material from JST0R.

On Q1/14/11, sA[BY6).(bX Detective [(b)6),00) | myarmrr) B)(6).(bX7)(C) and AUSA

Heymann met az the MIT office of Genaral Counsel with |ON6IORNC) counsel for
MIT, i

JUDICIAL ACTION:

On 01/068/11, Raron Swarktz was arrested by MIT Police Department and charged with
viclation of Massachusestg General Law {MGL} Chapter 368, Sectign 13, dreaking and
Zntering.

On 01/06/11, safb)8).d) leontacted AUSA Steven Heymann, District of Massachusetts,
the

to brief him on abgyve investigation,

On 0L/07/11, Aaron Swertz was arraiqued in Lambridge, District Court for
violation of Mo Chapter 266, Section 18, Breaking ang Entering. The case was
agsigned docket number L152CR007 3,

SUSPERTS / DEFENDANTS :

SWARTZ, Aaron H. ~ BUSPECT

AKN: N/A

RACE: White

SEX: Male

Bog . L1./08/19288
S8N: mEeEd-1374
FBI: 875304KD0
S1B; MAL0556559
HT: 5~ Qg7

WP 120 ibs.
E¥ES: Brown

HATR Brown

1589; Yes

153969a; bl

PHQTO: Yes

PRINTS: Yes

POR: Chicage, 11,
DL/STATE:

ADDRESS:

EMAIL:

DATABASE CHECKS: 0L/67/12

EXAMS CONDUCTED:

ECSAP: Pending
FGLY; N/&
Fsn; u/a

DATABASE SEARCHES CONDUCTED

10
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MCI / CI: 01/07/11
MCIC/NLETS:  01/07/1)
CCS/CFT: 01/07/11
LOCAL LE: 01/07/11

EVIDZNCE / CONTRABANG / FERSONAL FROPERTY;
All evidence in this case 18 currently being held at MIT folice Headquarters.
DISPOSITION:

Case continuad perding furthey investigation and judicial actien.
B, (b)7)C
UsSss ¢ sostow (b)(8).(b)(7)(C)

RICCIARDI

11
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS
UNITED STATES OF AMERICA Crim. No. // L f 7 [0 3*6 o
v. VIOLATIONS:
AARON SWARTZ, | 18 U.S.C. § 1343 (Wire Praud)
Defendant 18 U.S.C. § 1030(a}{4) (Compnter Fraud)

B o pen trom
Protected Computer)

18 US.C. § 1030(aXSKB), (HAXAXDD.VD
(Recldessly Damaging a Protected omputer)

18 US.C. § 2 (Aiding and Abetting)
18 U.S.C. § 981(a){(1XC), 28 US.C. ‘3.! 2461(c),

and 18 U.8.C. §982(a)(2)(B) (Crim
Forleiture}

4

INDICTMENT

The Grand Jury charges that at all relevant times:

PARTIES

1. The Massachusetts Institute of Technology (“MIT™) was and continued to be a
leading research and teaching university located in Cambridge, Massachusetts,

2 JSTOR, founded in 1995, was and continued to be a United States-based, not-for-
profit organization that provides en online system for archiving and providing access to academic
journals. It provides searchable digitized copies of over 1,000 academic journals, dating back for
lengthy periods of time.

3. JSTOR’s service is important to research institutions and universities because it
can be mrdmanly expensive, in terms of both cost and space, for 8 research or university
library to maintain 8 compreheasive collestion of academic journals. By digitizing extensive,
historical collections of journals, JSTOR enables libraries to outsource the journals’ storage,
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ensuses theu' preservation, and enables authorized users to conduct full-text, cross-disciplinary
searches of them. JSTOR has invested millions of doflars in obtaining and digitizing the journal
articles that it makes available as part of its service.

4. JSTOR generally charges libraries, universities, and publishers a subscription fee
for access to JSTOR's digitized journals. For a large research university, this annual subscription
fee for JSTOR's various collections of content can cost more than $50,000. Portions of the
subscription fees are shared with the journal publishers who hold the original copyrights. In
addition, JSTOR makes some articles available for individual purchase, Publishers decide which
articles can be purchased individually and set fees for their articles. JSTOR facilitates the
purchase of these asticles from the archive on behalf of the participating publishers.

5.  JSTOR did not permit users:

a to download or export content from its computer servers with atitomated
computer programs such as web robots, spiders and scrapers;

b. to download all of the articles from any particular issue of a journal; or
¢ to make other than personal use of individually downloaded articles.

6 ISTOR sotfied its users of these nules, and users accepted these rules when they
chose to obtain and use JSTOR’s content

7. ISTOR provided MIT with its services and content for a fee.

8. MIT, in tum, made JSTOR's services and content available to its students, faculty,
and employees. MIT also allowed guests of the Institute to have the same access as its students,
faculty, and employees for short periods of time while they were on campus.

"9, JSTOR's computers were located outside the Commonywealth of Massachusetts,
and thus any communications between JSTOR's computers and MIT’s computers in
Massachusetts crossed state boundaries. JSTOR’s computers were also used in and affected
interstate and foreign commerce,

10.  Aaron Swartz lived in the District of Massachusetts and was a fellow at Harvard

| m
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University’s Center for Ethics. Although Harvard provided Swartz access to JSTOR's services
and archive as needed for bis research, Swartz used MIT’s computer networks to steal well over
4,000,000 articies from JSTOR. Swartz was not affiliated with MIT as a student, faculty
member, or employee or in any other manner other than his and MIT’s common location in
Cambridge. Nor was Swartz affiliated in any way with SSTOR.
OVERVIEW OF THE OFFENSES
It,  Between September 24, 2010, and January 6, 2011, Swartz contrived to:
8 break into a restricted computer wiring closet at MIT;
b.  access MIT's network witbout authorization from a switch within that

closet;
e conect to JSTOR’s archive of digitized journal articles through MIT’s
computer network; f

d. use this access to download 2 major portion of JSTOR's archive onto his
computers and computer hard drives;
e. avoid MIT"s and JSTOR’s efforts to prevent this massive copying,
measures which were directed at users generally and at Swartz's illicit conduct
specifically; and
£ clude detection and identification;
all with the purpose of distributing a significant propottion of JSTOR’s archive through one or
more file-sharing sites.
MEANS OF COMMITTING THE OFFENSES
12.  Swartz alone, of in knowing concert with others unknown to the grand jury,
(hereafter simply “Swartz” in this section) committed these offenses through the means described
below.
September 24 through 27, 2010
13.  On September 24, 2010, Swartz purchased an Acer laptop computer from a local

3
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computer store with the intent of using it to automatically and systematically harvest JSTOR's
archive of digitized journal articles. .

14.  Later that day, Swartz connected the Acer computer to MIT’s computer network
from a location in Building 16 at MIT and registered under a pseudonym with MIT"s computer
network as a guest. MIT offers campus guests short-term service on its computer network,
Campus guests must register on the MIT network and are limited ta a total of fourteen days per
year of network service. ]

15. Swartz registered on the network using identifiers chosen to hide his identity as
the computer’s owner and user.

a The computer was registered under the fictitious guest name “Gary Host.”
b. The computer’s client name was specified as “ghost laptop.” A
computer’s client name helps ta identify it on a network and can be chosen by its
user. In this case, the name was simply created by abridging the pseudonym
“Gary Host,” combining the first initial “g” with the last name “host.”

c. The fictitious “Gary Host's” e-mail address was identified as
“ghost@mailinator.com.” This was a “throwawsy” c-mail address. Mailinator is
a free, disposable e-imail service that allows a user to create a new e-mail address
as needed, without even registeting the address with Mailinator. Mailinator
provides this service for users to have an anonymous and temporary e-mail
address. Mailinator accepts mail for any e-mail address directed to the
mailinator.com domain without need for a prior registration, and it allows anyone
in the world to read that mail without having to create an account or enter a
password. All mail sent to mailinator.com is automatically deleted after several
hours whether read or not.

16.  On September 25, 2010, Swartz used the Acer laptop to aystematically access and
tapidly download an extraordinary volume of articles from JSTOR. He used a software program

4
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to automate the downloading process 3o that a human being would not need to keep typing in the
archive requests. The program was also designed to sidestep or confuse JISTOR's efforts to
prevent this behavior.

17.  These repid and massive downloads and download requests impaired computers
used by JSTOR to service client research instimutions and threatened to misappropriate its
archive.

18.  AsJSTOR, and then MIT, became aware of these efforts 1o steal a vast proportion
of JSTOR's archive, each took steps to block the flow of articles to Swartz's computer and thus
to prevent him from redistributing themn. Swart2, in turn, repeatedly altered the appearance of his
Acer laptop and the apparent source of his automated demands to get around JSTOR’s and MIT’s
blocks against bis computer.

8. On the svening of September 25, 2010, JSTOR blocked the computer’s
access to its network by refusing communications from the computer’s assigned
IP address. An IP (short for “Internet Protocol”) address is & unique numeric
addcess used by a computer on the Internet. Every computer attached to the
Internet must be assigned an IP address so the Internet traffic sent from and
directed to that computer can be directed properly from the source to its
destination. Most Internet service providers control a range of IP Addresses. MIT
controls all [P addresses that begin with the number 18. fu this case, the computer
had been assigned an IP address of 18.55.6.21 5, and JSTOR blocked
communications from that [P address.

b. On September 26, 2010, Swartz obtained for his computer a new IP
address on the MIT network ~ 18.55.6.216 - and began again to downiocad an
extraordinary volume of articles from JSTOR. Accesses from this address
continued until the middle of the day, when JSTOR spotted and blocked this [P
address as well. Because the exploits on September 25 and 26 were both

5
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jaunched from MIT IP addresses beginning with 18.55.6 , and because computers
used by JSTOR to service client research institutions were again impaired and its
archive at risk of misappropriation, on September 26, 2010, JSTOR began
blocking a much broader range of IP addresses. As a result, legitimate JSTOR
users at MIT were denied access to JSTOR’s archive until September 29, 2010.
c Notificd by JSTOR of what was happeniag, MIT sought to block Swartz
mors specifically. It did so by prohibiting the Acer laptop from being assigned an
ip address on MIT’s network. When a user plugs his computer into the wired
network on MIT"s campus, his computer’s MAC address is used to determine
whether he has been authorized to use the network. A MAC address is a unique
identifier assigned to0 a computer network interface, in this case, the Acer laptop’s
petwork interface card. A MAC address most often is assigned by the /
manufacturer of the network interface card and therefore generaily remains
constant on the device. Although a MAC address is intended to be a permanent
and globally umique identification, a user with the right knowledge can change the
MAGC address, an action referred to as “MAC address spoofing,” as discussed
below.
d As part of the registration process, “Gary Host's” computer, i.¢., the Acer
laptop, had identified its network interface’s MAC address as 00:23:5a:73:5£:1b.
Consequently, on September 27, 2010, MIT desctivated the guest registration for
the “ghost laptop” by barring any network interfice with that MAC address from
being assigned a new [P address.

19.  MIT banned the Acer laptop from its network under and consistent with its own

computer use rules, which required users to:

B use the network to support MITs research, education, and MIT
administrative activities, of at least to not interfece with these activities;

6
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b. maintain the sysicm’s security and conform to applicable laws, including
copyright laws; and
S conform with rules imposed by any networks to which users connected
through MIT's system,
Guest users of the MIT netwark agreed to be bound by the same rules that applied to students,
_ faculty, and employees. These rules explicitly notified users that violations could lead to state or
federal prosecution, '
October 2 through 9, 2010 _

20.  Despite knowing that his computer had been blocked from JSTOR's and MIT's
networks, Swartz sought and obtained another guest comnection on MIT"s network, again for his
Acer laptop Jess than a weck later, on October 2, 2010.

21.  Once again, Swartz registered the Acer latop on the network using identifiers
chosen to avoid identifying Swartz as the computer’s owner and user:

a. The computer was once again registered under the fictitious name "Gary
Host” and the client name "ghost laptop.*

b. To evade the MAC address block, Swartz spoofed the computer's MAC
address, mantipulating it from 00:23:5a:73:5¢:fb to 00:23:5a:73:5f:f¢ (the final "b"
became a "¢c"). |

c By re-registering the "ghost laptop,” Swartz ensured that it was assigned a
new IP address. By obtaining 2 new IP address, Swartz disassociated his rogue
computer from the IP addresses used to exploit JSSTOR in September.

22.  OnOctober 8, 2010, Swartz connected a second computer to MIT’s network and
registered as 2 guest, using similar naming conventions; the computer was registered under the
namée “Grace Host,” the computer client name “ghost macbook,” and the throw-away e-mail
address “ghost42@mailinator.com.”

23.  The nextday, October 9, 2010, Swartz used both the “ghost laptop” and the

7
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“ghost macbook” to systematically and rapidly access and download an extraordinary volume of
articles from JSTOR. The pace was so fast that it brought down some of JSTOR’s computer
servers.

24.  Inresponse, JSTOR blocked the entire MIT computer network’s access to JSTOR
for several days, beginaing on or about October 9, 2010.

November and December, 2010

25.  During November and December, 2010, Swartz used the “ghost. laptop™ (i.e., the
Acer laptop) at MIT to make over two million downloads from JSTOR. This is more than one
bundred times the number of downloads during the same period by all the Jegitimate MIT JSTOR
users combined. Of the downloads, approximately half were research articles, with the remainder
being reviews, news, editorials, and miscellaneous documents.

26.  This time around, Swartz circumvented MIT"s guest registration proceés
altogether when he connected to MIT’s computer network. By this point, Swartz was familiar
with the IP addresses available to be assigned at the switch in the restricted network interface
closet in the basement of MIT"s Building 16. Swartz simply bard-wired into the netwark and
assigned himself two IP addresses. He hid the Acer laptop and a succession of external storage
drives under a box in the closet, 3o that they would not be obvious to anyone who might enter the
closet.

January 4 through 6, 2611

37.  OnJanuary 4, 2011, Asron Swartz was observed entering the restricted basement
network wiring closet to replace an external hard drive attached to his computer.

28, OnJanuary 6, 2011, Swartz retumned to the wiring closet to remove his computer
equipment. This time he attempted to evade identification at the entrance to the restricted area.
As Swartz entered the wiring closet, hie held his bicycle helmet like & mask to shield his face,
looking through ventilation boles int the heimet. Swariz then removed his computer equipment
from the closet, put it in his backpack, and left, again masking his face with the bicycle helmet
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before peering through a crack in the double doors and cautiously stepping out.

29.  Shortly thereafter, Swartz connected the Acer latop to MIT’s network in a
different bujlding, again registering on the network using identifiers chosen to avaid identifying
Swartz as the computer’s owner and user.

a, The computer was registered under the fictitious name "Grace Host” and
the client name “ghost laptop.”

b. To evade the block on the computer’s MAC address, 5wanz had spoofed
(manipulated) its MAC address a second time, changing it from the blocked
00:23:5a:73:5f:fb to 00:4c:e5:80:¢7:56.

c By re-registering the "ghost laptop,” Swartz ensured that it was assigned a
new IP address. By obtaining a new IP address for his rogue computer, Swartz
disassociated it from the IP addresses used to exploit JSTOR up to that point.

30,  Swartz had a software program named “keepgrabbing.py” installed on the Acer
faptop. Keepgrabbing.py was designed to download .pdf files from jstor.org and sidestep or
canfuse ISTOR's efforts to prevent the behavior.

31.  When MIT Police spotted Swartz on the afternoon of Januaty 6, 2011 and
attempted to question him, he fled with a USB drive that contained the program
“keepgrabbing2.py.” “Keepgrabbing2.py” had distinct similarities to “keepgrabbing.py.”

32.  Inall, Swartz stole approximately 4.8 million articles, a major portion of the total
archive in which JSTOR had invested. Of these, approximately 1.7 million were made available
by independent publishers for purchase through ISTOR’s Publisher Sales Service.

33.  Swartz intended to distribute a significant portion of JSTOR s archive of digitized
journal articles through one or more file-sharing sites.
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COUNT 1
BUSC §§ 13342

34, The Grand Jury realleges and incorporates by reference the allegations in
paragraphs 1-33 of this Indictment and charges that:

From on or about September 24, 2010, through January 6, 2011, or thereabout, in the
District of Massachusetts and elsewhere, the defendant,

AARON SWARTZ,

having devised and intended to devise a scheme and artifice to defraud and for obtaining property
— namely, journal articles digitized and distributed by JSTOR, and copies thereof — by means
of matertal false and fraudulent pretenses, representations, and promises, transmitted and caused
to be transmitted by means of wire communication in interstate commerce writings, signs,
signals, and pictures — namely, communications to and from JSTOR's computer servers — for
the purpose of executing the scheme, and aided and abetted the same,

All in violation of Title 18, United States Code, Sections 1343 and 2.

10
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COUNT 2
18 U.‘S:.‘g g‘f&%{:ﬁﬁ) &1

35.  The Grand Jury realleges and incorporates by reference the allegations in
paragraphs 1-33 of this Indictment and charges that:

From on or about September 24, 2010, through January 6, 2011, or thereabout, in the
District of Massachusetts and elsewhere, the defendant,

AARON SWARTZ,

knowingly and with intent to defraud, accessed a protected computer — namely, a computer on
MIT's network and a computer on JSTOR's network — without authorization and in excess of
authorized access, and by means of such conduct furthered the intended fraud and obtained
things of value -— namely, digitized journal articles from JSTOR's archive — and aided and
abetted the same. '

All in violation of Title 18, United States Code, Sections 1030(a)(4) and 2,

4
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COUNT 3
Unlawfully Obiaining Information from a Protected Computer
18 U.S.C. §8 1030(s)(2), (c)R)(B)(ii) & 2

36,  The Grand Jury realleges and incorporates by refesence the allegations in
peragraphs 1-3 of this Indictment and charges that:

From on ot about September 24, 2010, through January 6, 2011, or thereabout, in the
District of Massachusetts and elsewhere, the defendant,

AARON SWARTZ,

intsntionatly accessed a computer — namely, a computer on MIT’s computer network and a
computer on JSTOR's petwork — without authorization and in excess of authorized access, and
thereby obtained from a protected computer information whase value exceeded $5,000 —
namely, digitized journal articles from JSTOR’s archive — and aided and abetted the same.

Alt in violation of 18 U.S.C. §§ 1030(2)(2), (c)(2X(B)(iii) and 2.

12
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COUNT 4
Recklessly Damaging a Protected Computer
18US.C. §8 1030(0)(5)(3), (¢X4)(Axi)(l)m &1

37.  The Grand Jury realleges and incorporates by reference the allegations in
paragraphs 1-33 of this Indictment and charges that:

From on or about September 24, 2019, through January 6, 201 1, or thereabout, in the
District of Massachusetts and elsewhere, the defendant,

AARON SWARTZ,

intentionally aceessed a protected computer — namely, a computer op MITs computer network
and a computer on ISTOR’s network — without authorization, and as a result of such conduct
recklessly caused damage to MIT and JSTOR, and, during a |-year period, caused loss
aggregating at least $5,000 in value and damage affecting at feast 10 protected computers, and
aided and abetted the same. "

All in violation of Title 18, United States Code, Sections 1030(a}(5)(B),

©@AHDLVD & 2. '
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UNITED STATES GOVERNMENT
Memorandum of interview

LS. Secret Service

Case # 102-775-60071-8

UAFE WD
i March 9, 201 1
[Ny (D)8) URT)
SLBIECT ORAHDI )
INTERVIEWED
e SA [CHE)RKNC) $FO)
STEEMDANCY ) <

JBRBY CE T

On March 9. 2011, [R5 000 |yag interviewed at

reference to the Boston Field O
{5y (X 710)

by Agent

EXE) 7o)

and Agent l;‘,b)t‘ﬁ': o) RO
was asked about Aaron Schwarz ang any in
following is a summary of her statements:

tfice case number 10

|

U Istated that she is the kind of friend that does n
2" Jelaborated by stating that she received a phone call fr

REID] lTa_r;a) o]

j in
<-773-60071-8, The interview was conductad
San Francisco Field Office. During the interview

formation she had regarding his recent arrest. The

ot ask questions when a friend asks for help.

lawyer and arrange bail for him, which she did. |

NI gl {eg]

om Schwarz, who asked her to call his

~.3

|

4

When D17 lwas asked abour any ad
any contact, but did hear that dug 1o h
this restriction, [0 ©)
to participate in an annyal campus wide scave
LIOE [wwas asked if Schwarz ever mentioney

d ISTO
didn’t know what ISTOR was and asked for an ex

[ﬁ))(m T

b but has never he

During the course of the interview,
that were asked of her.
that if she hears from Schwarz, that she would co
information at the conclusion of the interview,

ditienal contact with Schwarz, she advised that she didn’
is arrest, he was no ionger allowed on the
pdvised that she heard Sohwarz w

tact Agent |-

thave
MIT campus. Due 1o
as upset because he would not be permitted

nger hunt, of which he paticipates in every year,

R records to her. of which she advised that she

planatior. Once JISTOR was explained in more
advised that she believes that she may have gccess to those records
ard Schwarz discuss JSTOR records.

F!J)(B) (EWIRC)

was fully cooperative and openly answered any questions
tated that she would full

¥ eovperate in this investigation, and stated
Gy (b

25



UNITED STATES GOVERNMENT
Memorandum of interview

SETERW Y

N
ATTENDANCE

troig Aprid 13,2011 U.S. Secret Service
LUC RN I Courthouse Way. Boston. MA 02210 Case # [02-775-60071-S
SLBRCT hX).BKTHC)
TERVIEWED
5 Al(b.l(b).(b)(?)(ci K BOS)
(BOS

Detective [P0 BN | Cambridge Police
ALUSA Stephen Heymann

(61(6) DI

On April 13, 201 I.was interviewed at the John Joseph Moakley U.S. Courthouse at !
Courthouse Way, Boston Massachusetts, in reference to the Boston F ield Office case number 102-

775-60071-S._The interview was conducted by Agent [T CFIC) and Cambridge Police
Detective ffoim GXNC) and Assistant U.S, Attorney Stephen Heymann. Also in attendance were

BIEIEINE Jand [PNEEXT pttorneys with Fish and Richardson Professional Corporation. The
following is 2 summary of her statements:

(5){5) (03 THC)

[RIELNTHC) | she received a calf from Swartz and that he told her he had been

arrested. {2 ® [said that she did not want to know why he had been arrested and that she was

concerned about how he was emotionally, [FFD FITC) |
(S DTN IS}iid {ha{l(o)(s,' RTHC) lposted bail for Swartz. 015 07D

(BIE) BX7TNC) Jthe he had met Swartz before. {219 ™) Isaid that the main part of
the discussion was regarding Swartz’s mental health and that Swartz has had some depression
problems. said that she remembered Swartz mentioning something about a computer and
something about Massachusetts [nstitute of Technology.

gﬁi_‘f‘%"b’ said that after she spoke with Swartz she called one of her friends, [P 00 112) |

(OHE) R TKHC)

said that Swartz did not like to have a computer at his house but that he had an office at the
democracy center. aid that she thought that Swartz generally used Mac equipment.

X5 Jsaid that she understood that Swartz did something with JSTOR. [BIF Lsaid that she
believed that academic publishing is despised by academics[PR GI7IC) ]
said that researchers have to pay to be published and then people have to pay to have access o the
works.
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CASE TYPE§

PRIMARY CASE TYPE: 868.775 . Computer Crima Investigations

SECONDARY GASE Tvrgs: 448193 . Finangial Crimes Task Forces
848 191 - Elactronic Crimes Task Forge
848.930 - Crimas invalving use of Emerging Technology

848.304 - Books/PoemslPiays
VESTIGATIVE Y

) ORIV _ TS
Office: BOSTON FIELD OFFICE Agent Phane] ©70T TF71-
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