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• Introduction 

I o Voluntary 

· o· You al1! a witn_ess 

A.LL .F3I WfORJ.!ATION CONTAINED 
HEREIH IS t1NCLAS5HEC 
DATE 11-30-201-6 BY .i16Jl8'f80 NSICG 

o We;are seeking to better understand the timeli~e and proc~ss by which. QoS request~d 
that former Secretary Cll~ton, et al, produce ~h!~~nt ~emalls a~d records from her 

· tenure at oosQpeclfically nam~d hl CMs Congre;sio~.al t~~tim~ny. reg~rding this. 

1,11atter. 

· • . ~an yqu provide a brief overview of how you·came .to be involved in this· process and ·What your t·. . . . . . . . 
. · · sp~cific role was? · · · · · 

I . . . . . . 
• . When.did:DOS first.request HC's email records? {late summet 2014·tells CM that DOS is turl)ing 

· . Jve~ some of HC.s emaikto Benghazi Committee, tipping them off for p~tentia,-media inquiri~~) .. 
j o Formal/l_~forma~~· : -· . _ : · · ' · . · . · · 

• . Who were yQ~ in cpntact with ~egarding t~Je.proces_s~ CM? 
. . . . . 

o Who i!Sked .you to contact HC, et al? 

• ,.: .; Who else at OoS \VaS involved in co()nt inati~g this ~~~e~tion effprt? 
o: Did yo~ ~eet with CM? If so, where? . . .· .-' 

. 0 Who.else p~rticipated in t~e con~ersatio~?l I . 
6 .. w~at. ~a~-the purpose ·ofthe con~ersation? What·wa~;~lscu_s~d?- · .. · 

-o·. Did yo'i.1 ~r any DO,S employee ,na~e a·forma!'~equest. regarding.'Rc's emails at this time? 

q' Di~ yoJ·or anYone else discuss oos~s HC email re·cord keeping? "· . -

. 0 Did CM·o~ anyone' else agree to provide:any of HC's emails to QOS? . 

· :e ~fter.your initial_co~ver~ation with <;M,_did you ev~rtalk-'with her agai'n reg~rding HC's emails? 
· ! o What ~a~ the purpo~e .of_th~se. foll~w-uJ)s? . · · · ; · · : 

_o How.m~.ny were ~h~re? · · 

_ o Who else inv~lved in these discussions/ what were their titles l positions? ' .- ' . . . . . .. . . 

• )'\las anyb~dy from !)o~_inv~lved i~ _a~sisting HC VJith the review? 

• When·did DoS determine their. email records·for HC were insufficient? 

o · How. did they ~etermii)e this?, (seeking records ftj~ f3enghazi Com~ittee) 
o. Wh~n di~_you firs~·co~m~nicate this to Hc;-et al?- · . 

o Did you· or anyone at DOS seek _sped~c informati8n from HC et al regarding.the missing 

emails U.:e:, emails accou'nts .use~, ~here.'email~ resid~d~ e~istence ~f priv~te ~e-~er)? 
•- ~hat did you ask? ' . - · . - · 

• What'informatio_ndi.dHC, ~tal prQvide to. DOS? How did they provide their 
. response? ' · 

• · Did they ever mention_ any concerns the information may·b~ classified?. 

·o · What c~used th-is request.to be made? {Benghazi Committee; DOS determin~d r~cords -. . . . . . . -

. insufficient) . · 
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.. ~ 
o · :ro·wJlo.m·specificaily did you, make th~ request? 

.. o Hdw: was this·requ~st communicate~· to HC? Wtiat was communicated as.the re~son for 
· · · ·the-req~est? · · · . . · · · · ·· · · : · 

o : To you~ k:nowledge; w~re the~e any other p~ior requestS to HC for similar records?.· 

. . o Did. you proyide ~pe~ifji:: guidance on how.the search sho~ld be· conduCted? . 

• How-~as thi.s c~mniunkated- i.e., v~rbally,.email, m·~mc>, etc? 

• . .govs only?' . 1
' 

o. Di~-you request-the records within .a certain time period/by a certain date? 
.. . ; . . ' . . . . . •. . .: . '· . . . · .. , 

o Did you provide any guidance as to how the email·records were to be prov.ided to DOS 
' . .. . . .·.· ' . 

(paper, digital,'etc)? ·· · 

o · Did you commuflicate with anybody else from HC's team at anytime regarding this 
'\ . . . . . . . . ·' '-

. request? · .. 
. . . I 

. . • Who I what was .their role in this proce~s? 

.... · Wh~mwas th~ reque.st:formallyrii'ade to HC? SWs (Octob~r 2014/etter t~·pre~ious ~ec States?) 
I·. . . . . .. .. . . . . . . . . ·. . . .-· . 

. • - pid you eve~ prov~de ~~~~~ u~.or cl~rificati~n--~gar~ing the re,quest? (~OS may haye told CM 
fhat doing .gov e_ma,il~ _woulcfbe·insuffic!ent-) , · . . ·. -

• When· did HC.turn over her email records? I. . . •• . • • . 

I
. o . How..'Ne~ ~h~ ~e~ponsive ·,e~ord~ ~rovide~- to oos? f~r.mat(paper/ele(:tro-~ic/et~) .. 
. o, ·who turn~d ()ver/received th~ records? · : '· . 

·· ·. ! o. · pid ~c e~er ~~~~uce any em~.ils before. th~y provi~ed .the fUU final set of records? 

• WhO· else at OoS_was involved in the effort seeking HC'~ em~il records? 

o. _ .--~~o~a~.h~f9c''l'!J~Se,Yices (A/~IS) ·... ·' 
!I -~lMliiiretGraf~ld - :f1) tit 
• 1 · ~ ·no,r·ti;~,\, ~ .. . -.. · 

o ··Was any~ody.froni'DoS OGC/Iegal involved in. this process? . . .-

.. • . . . as als~ n~in~d by CM. What wa~· h~rr~le in this process? 

• IWho.else ~t oos·.was directly involved,.or.is_knowle~geable, about this prpcess? -· 

• Are yo~.awa.re.·of an'y concern regarding'classified irom either DoS or H's team (CM, HS, etc).· 

I . . . . . . . . :' . ' . 
. . . ·'. '. .. . . . .· . ', . 
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Intro - Voluntary 
DOB 1 identifiers 

• Overview of roles at Do$ during Secretary's tenure 
o Who succeeded you in this role? 

• Relationship to Bryan Pagliano 
o What was his official role at State 
o What was his role for the Secretary 

• Knowledge of email? 

• Knowledge of server? 

• When did you first learn of it? 

• Who else knew? 
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DATE 11-30-2016 BY J76J18'r80 HSICG 

o What discussions were had with UIS Kennedy regarding the server set up? 

• How did this align with applicable policies at the time? 

• Did you or the department have concerns about safety 1 security of it? 

o Recall any specific discussion on this topic? 

o Steps to safeguard? 

• Understanding of how it was set up and maintained? 

• Support provided to it? 

• IRM IDS memo on comms equipment in Secretary's residence (Judicial Watch deposition of CM). 
• SMART 

o Why did the Office of th~ Secretary chose not to use SMART? 

o The OIG report states that the Office of the Secretary chose not to use SMART due to 

concerns that the system would allow brood access to sensitive materials, which left print 

and file as the only approved method by which record emails could be preserve 

o Where they given the option of having it? 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

!(WF) (FBI) 

I 
Tuesdav. June 28 2016 3:18PM 

r---~~..JI(WF) (FBI) 
1------rJ'IOte 
L----~ ote.JPG; June 28 Letter t~~--__,~af 
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HEREIN IS UNCLASSIFIED 
DATL: 12-01-2016 BY J76J18T80 HSICG 

As discussed, attached you will find the note froniL... __ ..... Inotebook that we discussed this 
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Warmly, 
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June 28, 2016 

Special Agent 
FBI, Washington Field Office 

..__ ____ _.JE>ic.fbi.gov 

Dear Special AgenJ._ ___ ___. 

As discussed, below you will find the note we discussed earli.er today. Please do not 
hesitate to contact me with any questions. 

Sincerely, 

/sf 
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ALL IHFORHA'l"ICU CCJ:l''l'AINED 
HEREIN IS UNC.LASSifiEC 
CA.TE 12-01-201£ BY JHJ18'1'80 NSICG 

..__ _____ ..... !Questions 

Questions fo~L..--------1 

Purpose of call: Based on Jog actjyi\Y observed on the Bryan Pagliano server, we seek to learn 
whether a login fori Jwas 

authentic or whether her credentials were compromised and used for unauthorized access to the 
mailbox. 

1. Do you know what TOR is and what it is used for? 

2. Have you used TOR in the past, either for personal use or while traveling overseas? 

3. Did you ever use TOR to access your presidentclinton.com email account? 
·Were you on travel on or about Sunday, 5 january 2013? 

4. What type of operating system (Windows OS, Apple OS) did you usually use to log in to your 
presidentclinton.com account? 

5. What browser did you typically use to remotely log in to your mailbox? 

User Agent string used during the session: Firefox 10, Windows 7 machine 

Mozilla/S.O+(Windows+NT +6.l;+rv: IO.O)+Gecko/201001 Ol+Firefox/10.0 

\ J r?jzo ) ·:, 
.... )D e rw~-e.... ~' ,'"' z.t IV'\ ' r'\ 

- 'of~w'DQ't> ~11\. u.{.t-

- ~' \- \lf\tJW ;· f ~,(f.; t 
- D. v\.) o-6~; -k ~4. ~ lrvt0 

t~rv~t- ~~ tO 
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HEREIN IS tn-l'CLASSI.FIEC 

..__ _____ ___.puestions DATE 12-01-1016 BY J76Jl81'80 H'SICG b6 
b7C 

Questions ~orl ! ....._ _____ ..... 

Purpose of ~aU: Baled on log activity observed on the Bryan Pagliano server, we seek to learn 
whether a login fo _ lwas · . 

authentic or whether her credentials were compromised and used for unauthorized access to the 
mailbox. · · 

1. Do you know what TOR is and what it is used for? 
I . ' 

2. Have you used TOR in the past, either for personal use or while traveling overseas? 

3. Did you ever use TOR to access your presidentclinton.com email account? 
-Were you on travel on or about Sunday, 5 January 2013~ 

4. What type of operating system (Windows OS, Apple OS) did you usually use to log in to your 
presidentclinton.com account? 

i 

5. What brqwser did you typically use to remotely log in to your mailbox? 

User Agent!string used during the session: 
! i 
; 

Firefox 10, Windows 7 machine 

Mozilla/5.0+(Windows+NT+6.l;+rv:10.0)+Gecko/2010010l+Firefox/10.0 

(a. ~Co-\.'-~:. 0~ 1~i'c.f<M."> e<L.-.(..V."t;) -l 'J"..,_ '20 13? 

, 1 t?/26~ ::, 
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( . CATE: 12-04-20.16 

-? A- z 0 ALL I!H:'ORl.!ATICN COtfTAitiED 
_..1.-. t HEREIN IS UJ>TC.LASSH'IED EXCEP'T 

FD-340 (Rev. 4·1 f;!·O!J.3L) ---------------,~ riHERE .s~~1T OTHER1'iiSE 

File Number L~--------=:----....J:------------
.Field Office Acquiring Evidence ...:~WL..;:..;F!... _________________ _ 

Serial # of Originatli. Document 

Date Received l\f ~\s-
From 

(Name or Contnbutor/lnterviewee) 

(Address) 

(City and S!a!e) 

By~L ______________________ J---------------
To Be Returned 0 Yes .erNo 

Receipt Given . 0 Yes ~No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes ~No 
Federal Taxpayer Information (FTI) 

0 Yes 6:o 
Tille: I I :sJ . 

~ltNSI>tl.IJ&. Of CJ.A.62P'teb 

Reference: 

(Communiea!ion Endusing Material) 

I ........... . D o .. 
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FD-340 (Rev. 4-11-0J) 

FB.I !lEO . 
C L..ASSHTEC BY : NSICG J76..!1.8 '1'80 
REASer·/. 1 . 4 (C) 

CECL~SSEY OU: 12-31 - 2040 
CATE: 12-02- 2016 

( 

File Number ----i. ____________ _jr-----------

Field Office Acquiring Evidence ____ H..L...::Q;.:.,_....;C;;;!tJ:::.,_· _t;.!........---------

Serial # of Originating Document-------------------

Date Received ---~~r-/-=-z::..B~/..;;.l.Q~I/~-------------­
From ------¥-LA"-'7• 5~S'"')---;;:;:::=-:r;=~~=------­

(Name of Contributor/lncerviewee) 

(Address) 

(City a~d State) 

By ____ ~------------------r----------------------
ToBeReturned 0 Yes Q(No 

ReceiptGiven 0 Yes CYNo 
Grand Jury Material- DisserrJnate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure · 

0 Yes !Z( No 
Federal Taxpayer Infonnation (FTI) 

0 Yes f2J No 

Title: 

Retet'ence: ___ ...;...f(_....;..~______.;.--=---=,f'.~ZS...;.../z.__ZP....:t5 ______ ...,.--
(<'ommunic;tiun Enclosing Mal~rial) 

Destription: [£{ Original notes re interview of 

HRC-2384 
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ALL FBI nrroru.!ATIOH COHTA.IHED 
HEREIH IS UNCLASSIF.IE'C 
!:ATE 12-02-2016 BY J'?~J18T80 NSICG 

HRC-2385 



ALL fBI Il'IFORM .. .I\. '!'ION COl.f1' .lUNEC 

3E::U:IH I S UN\::: L.A.SSIFIED 

DATE 12-02-20 16 B'l J76J18T80 NSICC 

-N~ f .. .a .. '}Lo.)_ ~ \) l;\5 ~~ ~~(, dow ..... ub'SS 
v 

-b6 
b7C 

---- - - -----
U.S. Dqla~a~t of Hllllldand Security 

.. 
United States Secret Service 

: 

I -. I b6 

lriSp«tor 
b7C 

" 
950 HSt., NW Phone: I I .. Suite 7200 , 
Wuhlngto\1, DC 20223 

CeU: .· I p usss.a:!iS.gov 

-,,. 

. 
,j 

... - .. 

HRC-2386 



C LASSI FIED BY : HSICC J76J1 8 1'80 

· RE...!lSOt-1: 1. 4 \ C l 
DEC LASSIFY ON : 1 2 - 31- 20 4 0 

DATE. 1 2 - 02-201'5 

~-· 

\A~ 
· ALL I N!'ORl.lATICU CON1'AI MED 
HEREIN IS 1Jl<TC.LASS H'IED E..'I:CE P'T 
rilfE~ SHCI\~1l OTHER1HSE 

FD-340 (Rev. 4-11-03) 

File Number ----~---------------JL---------
Field Office Acquiring Eviden~e _____ ......;..~_)_Q ___________ _ 

Serial # of Originating Document-:-- -------- -------­

Date Received .======1{=/=1=2=/ =~=0=\::::;5~----------
From -----L-----~tr~umii•ttftOJ~c~omnommmamromnt~hl~eb~i~ew~~~)---------------

(Address) 

(City and State) 

By ______ s_· _s_~~~----------~------~~-------------
To Be Returned 0 Yes Gt" No 

Receipt Given ~Yes · 0 No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 
Federal Taxpayer Information (FTI) 

0 Yes 

Title: 

Rerer~ce: -----4-----------------~---------~--(Communication Enclosing Material) 

Description: 0 Original notes re interview of 

0 v-c.-( \J S-: ~..,.__. J.. t\) -· ~ '11 , Co.-- .. ~~ 5 -e-.-.,l co.-e'"~ 

HRC-2391 
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Sev.:--L..U.L....J....:-_ r -...... , .. · 

· lllmlllllll~ l 

I of I 

. . ' 
E5490158 · ! 

~""'':.....-----, - -- cas8:lrL.------' Item: 183 

CLASSIFIED BY HSICG J7~J18T80 

~SOH: 1.4 <C: 
DECLASSIFY CN 12-:31-2040 
DATE.: 12-02-201'5 

b7E 

b3 
b7E 

Description: (U) Dell Poweredge 2900. Gray Color, S/N G842PCl (Only Paperwork 
Submitted) 

Collected On: 08/12/2015 
Receipt Item#: None 

CATSIO#: None 
FBI Seizure#: None 

CATS Abandonment#: None 

Digital Information 
Type: Computer 

Serial Number: G842PC1 
Batteries Charged: No 
Number Collected: 1 

Collected by CART: No 

04:10 PM 

Discovery Location 
Area:~NA:..:....-------..., 

Seizing Individual: I 
Speclflc:L.rrNA...--------....11 

None 

Anticipated Disposition 
None on None 

Storage Information 
Holding Olflce: WASHINGTON FIELD 

Finalized By~L-------...1 

EST 
Special Handling: None 

Hazardous Materials: None 

Abandonment#: None 

COllected By1 
ahe~:~N~o-n-e-------~ 

Laat Inventory: None 

ALL HlrORHA1'ION COl'T'I'AHlED 
HEREIN IS Ul·TCL1lt.S5IHED E.l':CEP'I' 

aha~ Agency: 

b6 
b7C 

b6 
b7C 

Location: Ell67159 - ECRl, MAIN EVIDENCE CONTROL CENTER (Bll2) WFO-HQ 

Aatlf.9titm Event De:lal'fli' :.....---------. 

Acquisition Event:[ X I ! ~ 'i 
L---------...1. ,~, 

Collected From: (U) Platte River Networks/Equinex 
800 Secaucus Rd 
Secaucus, New Jersey. 07094 

Receipt Given: No 

Holding Olflce: WASHINGTON FIELD 

Evidence Log: I 
~se~r~l~a~i~2"8~----~ 

bl 
b3 
b7E 

b.3 
b7E 

HRC-2392 
8/12/2015 4:52PM 



CL...ASSI!.'IED BY: NSICG .:<76.Jl9T80 
REASON : 1 . 4 (C) 

CECL...ASSEY OU: 12-31-2040 

DA'l'E : 12-02-20115 

FD-192 
Revised 

01/09/2009 

FEDERAL BUREAU OF INVESTIGATION 
EVIDENCE DATA-LOADING FORM 

ALL HEORl-!A.1'IO.N CONTAINED 
HEKEIN IS UHCLll,SSH'IEO E}:CEP'l' 
ri'HERE S3CmlT OT::-iERi'l'ISE 

Separate forms are mandatory for evidence seized on different dates, at different locations, by different individuals, for different 
types of evidence. 

Type of Evidence being submitted: 

0 General Evidence 0 Firearms 
0 Valuable Evidence 0 Weapons 

0 Evidence Purchase Money 0 Other 
0 Drug Evidence 0 FGJ 
IE CART 

Case ID: 

I I 
Person Acquiring Evidence: 

sS4I 
Source from which evidence acquired: 
[Person's name/job title/company/address] 

Anticipated Disposition: · 
, 

Sealed By: [printed name] 

Estimated Dollar Value: 

Complete Description of Evidence: (Please Print) 

Warning- special handling 

0 Body Fluids 0 Other 
0 Whole Blood 
0 HAZMAT 
0 Refrigeration 0 Enviro. 

Title and Character of Case: 

I 
Date Acquired: Time Acquired: 

gjrl/""i:cH~ Pi :Jc r¥\A 

Forfeiture Potential: Federal Taxpayer Information: 

Q-Yes 0 No Oves DNo 

Witnessed By: [printed name] 

Total Drug Package Weight: 

'I'h1s form 1s to be used as a data-loadmg form ooly. EC I IS to d1scard thrs fonn when the mformat1on contamed herem fuiS been 
entered into Evidence Data Base. 

HRC-2393 
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FD-597 (Rev. 4-13-2015) 

ALL IHFORlLi;.TIOl:l COHTAIIED 
:IE"iU IN IS UNC l..il.SS IF! ED 

DATE 12-0:2-2016 B:t J76J1S'ISO HSICC 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

Receipt for Property 
J~-------1 

Case ID: 

On (date) 08/12/2015 

(Name) Platte River Networks 

(Street Address) Equinix: 800 Secaucus Road 

(City) Secaucus, NJ 07094 

Received By: 

pecial Agent 

item (s) listed below were: 
Ej Collected/Seized 
D Received From 
D Returned To 
D Released To 

Received From: 

Page_l ___ of_l __ 

HRC-2395 

b3 
b7E 
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b7C 



;r>.L L INI'DR!:.!.ATION CONTAINED 

HEREIH I S UNC L.ASS IFIEC 

I<·D-1004 I 
CA.'I"E 12-02- 2 016 E!Y J 7i;J 1 8T80 NS ICG 

Rev. 4-7-201 5 ... 
. . 

~:"~<itlencc Type: 0 <i~neral 
fgJ Digital 

Special Handiing lnstrudions 

0 HI\LMAT D l.atents 
,; 

0 Kcq. Charging D Fr~c:;:e 

0 Hiuhazard 

0 Other . .. . . ·- - -
' 

Reliaqui•lled Custody 

Signatur~ 
Printed Name/Agency 

Reason: 7"'""e..-~olS....- T" t/11:) 

Relinquished Custody 

...... 
Signatur4 ~ 

. . ... --""" 
Pnntcd N~gencY\ 

Reason: T~~ ~,fi,. • .L 

ReJjaquisbed Custody 

Signature: 

Printed Name/Agency: 

Reason: 

Rdiuquislled Custody 

Signat~rc : 

Printed Name/Agency: 

Reason: 

Retluquisbed Custody 

~ignature: \' 

Printed Name/ Agency: 

Reason: 

Relloquished Custody 

Signature: 

Pr inted NarnciAgency: 

Rea~on : 

Flt:DERAL BUREAU OF INV~t:STIGATION 

EVID.:NCE CHAIN OF CUSTODY 

CJ Drugs 0 1-'ircarms/Weapon 

0 Valuables 0 Hrearms/Other 

Initial Receipt 

0 FOJ Signature of Sei:dng l ndivi~ 
D Refrigerate l'rintcd Name/Agenc;J 

Reason: Initial Collection 

Collected Hyj I 
Agency: ~l 

Date and Accepted Cutody 
T ime r-
~Je,)£ Signature/ 

l m~ 
.. ,,____ 

Prmted Naifft/ Af 

/All 

~;'(.lA-
Reason: \ r---r.~--\.~ oTh 

Date aod Accepted Custody 1 
Time -
8/«\(1~ 

S ignatu~ 

[ill 
1:~o~ 

Printed NametAgcn\,.. 

~ 
Reason: o-ro Sn~·Oe:-

'..,} 
Dateaud Aceepted Custody 
Time 

Signature: 

Printed Name/Agency: 

Reason: 

Dateaad Accepted Custody 
TiiiM 

Signature: 

Printed Name/Agency: 

Reason: 

Date aDd Accepted Cutody 
Time 

Signature: 

Printed Name/Agency: 

Reason: 

Date and Aceepted Custody 
Time 

Signature: 

Printed Name/ Agency: . 
Reason: 

Date and 

... ~' Time 

l ct~J,( 
(130 J'hA. 

Date sod 
Iime 

l" J~o {b 
~;s-o~~ 
Date aud 
Time 

r- Wzt/ls 
9-"Yolffl~ 

Date and 
Time 

Date and 
Time 

Date 111d 
Tirae 

Date and 
Time 

t<irurm ( :ertification by (PI'J /SWAT) I 1-:xplos ive Material Certification by (SAB'I '): AI f ·1 race form Cumpleted: 0 

Printed Name: 

Signature: 

Date: 

Case II): L~-------------...1 113: :J.(o 

1A-Section 1-pg. 38 

llarcodc : 

NCIC: 0 

' 

E. 5<i'1C?t7 '8-

HRC-2398 
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b6 
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CL..ASSI !:"IEC BY: NS I CC J7 6J19'f80 

REASON : 1 . 4 ( C) 

CEC lASSI!Y OH : 12-31 - 2040 

CAfE : 1 2 - 02 - 2 01 6 
/ 

ALL ltl!Dro.IATION COliTAI NEC 
. HEREI N IS UNCLASS I!'IED EXCEPT 

H".::IERE SH0\.11~ O'THERWISE 

FD-340 {Rev. 4-11-{)3)...-----------------,, 

File Number JL-------------~-1-----z---------­
Field Office Acquiring Evidence -...,,,...lf~Q_.__ __ ~(~· .... I .... A.._f.IL-.::J~-------
Serial # of Originating Document--~-~-----------------

(Address) 

By ~L--------------------~-itJl'_"_d_S~~~e_) ________________________ __ 

:,:~::a g :: ~ 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

D Yes 
Federal Taxpayer Information (FTI) 

D Yes 

Title:IL.. --------"""""'~ :s! 

Reference: 
(Communication Enclosing Material) 

Description: 0 Orig.inal notes re interview of 

fP IOOtj ;:;;L {6-,(A./fi l !?i'c; ,t1tuff_D 

HRC-2399 
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.,~4 

Rev. 4-7-2015 

Evideace Type: [J General 

fi31 Digital 

Special Handliag lastructious 

CJHAZMAT [J Latents 

Cl Rcq. Charging C Freeze 

[.j Biohazard 

0 Other 

Relinquished Custody 

Signature: 

ALL INE'Of<l.L~'l'ION COHTAUIEJ:: 
HEREIN IS UUCL.1LSSI!'I.ED 
DA'I'E 12-02-2015 BY J7SJ18T80 1-JSICG 

FEDERAL BUREAU OF INVESTIGATION 

EVIDENCE CHAIN OF CUSTODY 

[J Drugs C Firearms/Weapon 

[J Valuables [] Firearms/Other 

Initial Receipt 

CJ FGJ Signature of Seizing lndivid~ 
[J .Refrigerate Printed Name/Agency: S)~ 

Reason: Initial Collection 

Collected By: S S~ 
Agency: f. \3 ~ 

Dateaad Accepted C~~ - Time 

Signature: '\. 

Date and 
Time 

~ L(: ~~r-
~tj1a_J1r 

I 
Date and 
Time 

~)or I t·f~f> Pril)tedNa~ m d t?-/r~ Printed Nam~ 1'\ftr 8/tLhr ..Itt~~ Reason:'( rolf1ekJ-- \.<> (tit~ F(>nt .. .;,;:. i:,. ....... ;'l.d" Reason: CAIItr 
Relioquished Custody Date and Accepted Custody Date and 

Time Time 

Signature: SignatUTe: 

Printed Name/Agency: Printed Name/Agency: 

Reason: Reason: 

Reliaquished Custody Date and Accepted Custody Date and 
Time Time 

Signature: Signature: 

Printed Name/Agency: Printed Name/ Agency: 

RellSon: Reason: 

Relinquished Custody Date and Accepted Custody Date and 
Time Time 

Signature: Signature: 

Printed Name/Agency: Printed Name/ Agency: 

Reason: Reason: 

Relinquished Custody Date and Accepted Custody Dateaod 
Time Time 

Signature: Signature: 

Printed Name/Agency: Printed Name/Agency: 

Reason: Reason: 

Relinquished Custody Date and Accepted Custody Dateaad 
Time Time 

Signature: Signature: 

Printed Name/Agency: Printed Name! Agency: 

Reason: Reason: 

Firearm Certification by (PFI/SW AT) I Explosive Material Certification by (SABT): ATF Trace Fonn Completed: 0 

Printed Name: NCIC:0 

Signature: 

Date: 

CaselD: ---------------------------------- lB: ----------------- Barcode: ---------------------------

HRC-2400 
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CLASSIFIED BY : NSICG J71:i~il8T80 

REASOI.J : 1 . 4 (C.l 

DECLASSIFY OH : 12-31-20 4 0 
~~TE : 1 2-02- 2 0 1? 

I' ' • r: I 
ALL I NIORMA'I' I ON CCl'J'rAH!ED 
HEREI N IS UHC LASSIE'IED EXCEP'I' 
ilo'HE~ SHChli'T OT~R'wiSE 

FD-340 (Rev. 4· 1 I .03)1------------, 

File Number ---1-----------l---------------
Field Office Acquiring Evidence _ _,;h ......... ~.----------------
Serial # of Originating Document------------------­

Date Received .-""="'==Z=1='=i'=====r---------------

From 

(Address) 

(City and State) 

By~5~4~~~~~~~~~~~~~~r----------------------
ToBeReturned 0 Yes ~o 
ReceiptGiven 0 Yes ~No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 

Federal Taxpayer Information (Ffl) 

0 Yes 

Title: 

~----------~l :sJ 
Reference: 

(C'ommuniclltioo Enclosing Matcrillll 

Description: 0 Original notes re interview of 

HRC-2401 

b3 
b7E 

b6 
b7C 

b6 
b7C 
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FD-340 (Rev. 4-11-03) 

C LASSE'IEC BY: NSICG J76J181'80 
REASON 1 . 4 (C) 
CEC LASSITY OH: 12-31-2040 
CA.TE : 12-02-2016 

ALL I!EORMATION CONTAINED 
HEREIN IS UHC.LASSH'IED EXCEPT 
h1fERE SHC'It~'N OTH:::RWISE 

File Number ----L-------:--:--------.J-----------­
Field Office Acquiring Evidence -..:.~...:.....:o\1~-----------------
Serial # of Originating Document _ _ 0...,_,.,_-z-=::;;-'-------------------
Date Received Y 1.~/ '7..~\) 
From 

------1 

t\. nv an ;:)131 

By s~ 
To Be Returned 0 Yes ~o 
Receipt Given D Yes £ii No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 {e) 
Federal Rules of Criminal Procedure j 

0 Yes rn' No 
Federal Taxpayer Infonnation (FTI) j 

0 Yes dVNo 

Tidel I !S) 

Reference: 
(Conununi~:ation &lc:losing M:llerial} 

Or~ginal notes I:F-J-I.w::o~..~~.o~~;OIII.ol-...--, 

1 

HRC-2417 
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I (CD) (FBI) 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Hellol 1-FBI, Washington DC, 

At...L H TFORllA'l'Iotl CONTAINED 
HEREIN I 5 UNC L.J>.S.SI!'IE"C 
DATE 12-02-201 6 BY JHJ1ST80 ~TSICC 

....-----==:::::::;---~ 
L-------JFannot preserve the data sought in your legal process because the request is too voluminous. If you wish to 

send in a new request limiting the number of identifiers, please fax it to I I Once submitted~ r..m 
reconsider Y<?Ur legal process. 

Thank you, 

1 
HRC-2418 

b6 
b 7C 

b6 
b7C 
b7E 

b6 
b 7C 
b 7E 

b7E 



ALL IHFOBl.!A'I'Ictl Cct!'l'AINED 

HEREIN IS UNCLASSHIEI: 
.CATE 12-02-2016 BY Ji6J18T80 HSICG 

b7E 

b7E 

HRC-2419 



ALL IN!.'ORMA'l"ION COHTAI!-G:J:: 
HEREIN IS UNCLASSEIED 
D . .l\'I'E 12-02-201S B"i J7SJ18'1'80 I.JSICG 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

(g}UNCLASSIFIED 0CONFIDENTIAL 0SECRET 0TOP SECRET 

To:L-1 _____ __. Recipient Fax Number: ._I _____ ..... 

ATIN: Custodian of Records Recipient Telephone #: 

From: Special Agen -:~....-----...1 

Number of Pages Including Coversheet: 5 

0 URGENT ~FOR REVIEW D PLEASE COMMENT 0 PLEASE REPLY D PLEASE RECYCLE 

NOTES/COMMENTS: 

Preservation request 

HRC-2420 
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****"'********** -COHM. JOURN=l..- **"'*"'*******"'****** D.c!TE AUG- 20--2015 .***** THE H:l: 16 ******** 

MODE ~ MEMORY TRANSMISSION START=AUG- 20 10:15 

FILE N0.-474 

END=AI..IG- 20 10:16 

ALL HT!O'Rl~.'f!Oll CONTAINED 
HEREIN IS UNCLASSE'IED 

STN NO. COMM. ABBR NO. STATION NAME/TEL NO. PAGES DURATION CATE 12-02-201'5 BY ,176Jl8'1'8D NSICG 

8131 01< a 

-NSD NS-4 FRONT OFFICE 

**********"'****************"'******** - - *"'*** - "------...11 ********* 

FEDERAL B U REAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

~UNCLASSIFIED [JcONFIDENTlAL 0SECRET [)ToP SBCR~T 

To~ Recipient Fax Number: I 
ATTN: CUstodian of Retords Recipient Telepho~ tt: 

From: SPQCial Agen 
L--------1 

Number of Pages Induding Coversheet: 5 

0 UllG~ (81FOR REVIIOW 0 I'W.ASl:: COMMENT 0 PLEAS& MPJ..Y 0 PLHASI:: IU!CYCl..ti 
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I A-13 

CLASSIFIED B'{ : US ICC J'i 6J 18T80 
REASON: 1 . 4 (C) 
DEC L..A.SSIFY ON : 1 2 -31- 20 40 
DATE: 12-02-~ 016 

( ', 
ALL INT oru:<ATION CONTAINED 
HEREIN I S liNC.LASSI:riED EXCE P'T 
hlJE.BE SEia~lT O'fEIE.B.i'iiSE 

FD-340(Rev. 4-1 1-03) .---------------. 

File Number 

\-\~ 
Field Office Acquiring Evidence _ _ .....;:~------------------

From 

To Be Returned 0 Yes 

Receipt Given 0 Yes No 
Grand Jury Material- Dissem1nate Only Pursuant to Rule 6 (e) 

Federal Rules ofC~::rocedure ~~0 
Federal Taxpayer Infonnation (FTI) 

0 Yes No 

Title: l ..... _______ __.! ;SJ 

Reference:. - --------------..,.------------...-
{Communication Enclu5ing Material) 

Description: 

--
-· 

HRC-2426 
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ALL IHFOFl..!A'fio:tl Co:tT'I' AINED 
HEREIH IS UNC.LASSEIEC 
CATE 12-02-2016 E!Y. .i76.J18T80 NSICG 

I (CD) (FBI) 

From: 
Sent: 
To: 
Subject: 

I I 
Thursday. August 2d, 2o151o:23 AM 
I lccm (FBI) 

RE4 I FBI Preservation Letter 

This is an automated response. Thank you for contacting[ 
Thel !address is exclusively ilro-r--s-u'~""bm-1r. s_.s--,i,_o-n---of,.....c"""r..,i,_m"Ti-n'""'al~~""""'l"'"a-w---_. 
enlorcement requests from an agency in the u.s. If you are not pursuing a criminal case on 
behalf of a law enforcement agency in the U.S •• please refer to 

I !regarding how to servel ~ith legal 
process and disregard the remainder if this communication. .___----l 

Whenl ~receives a government request for information aboutl I it is 
I ~icy to notify the user before information is disclosed, unless such notice is 

prohibited by law. Prior to notifying the user, we will take steps to preserve the 
information you requested and are entitled to in accordance with the type of legal process 
submitted. 

If you have not sent your request from an official government-issued email address or if you 
are not a law enfQrcement agent submitting a request pursuant to a criminal investigation, 
you may not receive a reply. 

Sincerely, 

1 
HRC-2427 

b6 
b7C 

b6 
b"7C 
b7E 

b7E 

b7E 

b7E 



ALL HTEORJ.IA'T'ION CO~TT.AINEI: 

S:::REI H IS TJN'Ct..AS SI!IE.O 
DATE 12-02 - 20Ui BY J i6J18T80 USIC'G 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSM ITTAL SHEET 

rgjUNCLASSIFIED 0 CONFIDENTIAL 0 SECRET O TOP SECRET 

To: I Recipient Fax Number:L.I _____ _, 

ATTN: Custodian of Records Recipient Telephone # :L.'------"' 

From: Special Agent ....._ ____ ___. 

Num ber of Pages Including Coversheet: 13 

D URGENT [8J FOR REVIEW 0 PLEASE COMMENT ·0 PLEASE REPLY D PLEASE RECYCLE 

NOTES/COMMENTS: 

Preservation request 
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FD-340 (Rev. 4·11-03) r-------------., 

CLASSH 'IED BY: NSICC n6j18'1"80 
REASON: 1 -1 ( C) 

DE CI..JI.SSI.!Y OII: 1 2 -31 - 204 0 
DATE : 12-02-201 6 

(~ ·, 
ALL. INTOJU.!ATION COlHAINE"C 
HEREIN I S UHC.LASSIFIRO EXCEPT 
i-1:-iERE SHO.-iN O'l'HERI"iiSE 

File Number --1---------:-~--_J-------------
i I 1\ 

Field Office Acquiring Evidence __ ..:..n_..;;S!~----------------

Serial # of Originating Document _....~G...;t..~:J-1"'-~----------------
~~ ~t}'l~\S Date Received 

From --

By S'f\ 
To Be Returned 0 Yes 

Receipt Given 0 Yes 

Interviewee) 

te} 

Grand Jury Material- Disseminate Only Pursu;lt o Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes No 
Federal Taxpayer Information (FTI) -/ 

0 Yes 1?.5 No 

Title: 

......_ ________ ......~I ' S J 
Reference: 

(Communication Enclosing Material) 

HRC·244 1 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

!(CD) (FBI) 

Automated Receipt 
1 Jpdt 

ALL IN!'ORlJATIOH COHT.AINED 
HEREIN IS TJ!fCLASSI!IED 
DA'l'E 12-02-201 !i BY J76.J18T80 .1-fSIC'G 

b6 
b7C 

b6 
b7C 
b7E 

Please DO NOT REPLY to this message. This e-mail is an automated reply to the submission of 
~.wJ.:....J.:SOw.toiSWIU....aJ.UIII....JrJJ.olr. • .iL...l;ws;l.tl.· ........ ~ ess is unable to receive replies. 
r-----,.---------..-...J-oi .............. ....L..lliii~llo.W.Io.....w.oi......Ju.a~~o.l.......l..aa., request/order for I b7E 

~---------~ 
pertaining to your reference/docket # none provi e y your agency 

Our hours of operation are Monday through Friday from 8:30 am to s:ee ;- Eastern time, 
excluding holidayd,· Coyrt order,, subpoenas and other requests fori _ I b7E 
should be faxed tand are processed in the order receive after consideration 
of the due date. Questions should be directed tol I 
All correspondence should be addressed to b7E 

I 

1 

HRC-2442 



. --

S/24/2015 10: 56 AM FRcti: Federal Buteau of I nvt3tigation To._l ____ __, PAGE: 001 OF 002 

A LL IN!"ORl!A1'ION CmTTAINED 
HEREI N IS IJUCL.ASSEIEC 
DATE 1 2- 02- ~0H 3 Y J H J 1 8 f 80 l·ISICG 

FACSIMILE TRAN SMITT.AL SHEET 

TO: ~ 

COMPANY: 
Federal Bureau of Investigation 

PAX NUMBER: 

I 
PHONE NUMBER: 

RZ;: 

Preservation 

0 URGENT 0 FOR REVIEW 

NOI"'!$1 COMMENTS: 

DATE: 
8/24{2015 10:56:21 AM 

TOTAL NO. OPPAGES INCLU'DINO COVER: 

2 

YOIJR J!EFERENCE NUMBER: 

0 PLEASE COMMENT 0 PLEASE REPLY 0 PLEASE RECYCLE 

Attached you will fin~ kesyonse to the above referenced I If you have any 
questions ref!flTding this matter, please contac4L._ -----------------JI 

..... ~ .. . . . ~·o: ••. ~· Sinccreiy, - ..... ... 
~= ·. 
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8/24/2015 10:56 AM FROM: FedHal Bureau of lnve:.tigation TO:L..I ___ ___.I PAGE: 002 OF 002 

~.LL IHFORl!ATIOl'T COU'l'AINED 
HEIU:IH IS UNCL..AS.SiriEC 
DATE 12-02-2016 BY J76J1ST80 HSICC 

~~ '-----.....1' 

August 24,2015 

VIA FACSIMILE 

s;i I 
Federal Bureau of Investigation 
Fax~ I 

Re: Preservatioit.!n...._ ____ ___, 
E3'ile #:L-1 ____ _. 

Dear si\IL--....1 

The Preservation received on 8/20/2015 with respect to the above-referenced matter has 
been forwarded td ~or a reply. The Preservation requests! ~o 
produc4 !pertaining to the following email addresses: 

Based on the infonnation provided pursuant to the Preservation, we are unable to find 
any infonnation responsive to the request. 

If you have any questions regarding this matter, please feel free to caqL--____ _. 
, Very Truly Yours, 

HRC-2444 
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ALL INFOEU..:ATICN CCN'I'AINED 
HEREIH IS UNCLASSEIEC 
"CATE 12-02-20H BY .17~.Jl8T80 NSICC. 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

IZ]UNCLASSIFIED 0CONFIDENTIAL 0SECRET OTOP SECRET 

To: .... I ________ ___. Recipient Fax Number:._! _____ _. 

ATTN: Custodian of Records Recipient Telephone #: 

From: Special Agenij.~... _____ ___. Sender Telephone # ~ 
Sender Fax # t.,;~~---...,..----1 

Number of Pages Including Coversheet: 4 

0 URGENT ~FOR REVIEW 0 I'I.Et\SE COi'"IMENT D l'LEt\SE REPLY D l'U'.t\SE RECYCLE 

NOTES/COMMENTS: 

Preservation request 
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*************** -COMM. JOURNAL- ******************* DATE AUG-20-2015 ***** TIME 11: 13 ******** 

!'()DE ~ MEMORY TRANSMISSIIJ'l START~AUG-20 11: 11 

FILE N0. =4?B A.L.L IH!UR1D-.1'IOH CON'I'AI NED 

STN NO. C0~1M. ABBR NO. STATION NA~1E/TEL NO. 
PAGES DURATION HE.R:EIH IS UUC.LAS5EIEC 

DATE 12-0 2 -201 ~ BY J7 6J1S1'SO NSIC.G 

001 OK & 
004/004 00= 01 : 18 b7E 

-NSD NS-4 FRONT OFFICE 

- !1<**** -

FEDERAL BUREAU O F INVESTIGATION 

FACSIMILE T RANSMITTAL SHEET 

~~~==~:==~-~~-~~-=· ~~~~~~ =-- - ·--

r8)UNCLASSIFIED 0CONFIDENTlAL Q SECRET 0TOP SECRET 

To: I Redplent Fax Numbcr;j 

ATTN: Custodian of Records Recipient Telephone #: 

from: Special Agen 

Number of Pages Including Coversheet: 4 

0 URGF.NT 181 FOR REVJF.IV 0 PU;A~l! COMM!!N'r 0 Pl."'.• o' ' ' R~ .. PLY 0 .,, w r. I'U-:.\S~ RF.CYCL~: 

NOTI!SICDMMENTS: 

P,_rvatton request 
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From: 
Sent: 
To: 
Subject: 

!(CD) (FBI) 

: lillcodilll 8Wiuiil 11c~~~~~ ss AM 
Automated Receipt 

ALL INFOEU..:ATICI-1 CCN'l'AINED 
HEREIH IS UNCLASSEIE.C 
CATE 12-02-20H BY .17~.Jl8T80 NSICG b6 

b7C 

b6 
b"7C 

b7E 

b6 
b7C 
b7E 

If you do not receive the fa[ •••:a:•• ole•s• <ODti<t Ollt~perations team by replying to 
this email or emailing us at ~ Our hours of operations are 
08:3eam-es:eepm EST Monday t rougr1day. 

b7E 

b"7E 
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0 . 
!A--Is-

CLA.SSIFI.ED BY HSICG .J7 6J18'1'80 
BEASQH; 1. 4 (Cl 
DE.CLASSIFY CN 12-31-2040 
DATE. 12-04-201~ 

· ... 
ALL INFOR1:J..~TION CQTTAHIEI:: 

BEK::II-1 IS U!fCLASSIFIED EXCEPT 
~'>/HERE SHmJ!·I O'l'HER\HSE FD-340 (Rev. 4-11-03) I 

File Number --!.. ----------,....,....---...J-------------
Field Offi~e Acquiring Evidence ----"\~j.l...Q~---------------
Serial # of Originating Document _ ___:::G:::·~:,)::t..._ ______________ _ 

~~~~~1_~\) Date Receiv "' 

From --

-
By Sl\ 
To Be Returned 0 Yes 

Receipt Given 0 Yes 

_/ 

~: 
Grand Jury Material- Disseminate Only Pursuant to Rule 6. (e) 

~ 
~· 

Federal Rules of Criminal Procedure 

0 Yes 
Federal Taxpayer lnfonnation (FTI) 

0 Yes 

. Title: 

Rererm~: -------------------------------------(Conununication Enc:losing Mattrial) 

Description: 

Or\ 
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ALL IN:::ofG.lA '!'ION COHT Ali-lEI:: 
HEREIN IS UNCLASSIFIED 

I (CD) (FBI) 
DA'I'E 12-04-2015 EY J7SJ18T80 HSICG b6 

b"7C 

From: 
Sent: 
To: 
Subject: 

Got it, Thank you! 

Fr:r;) ~:~~~ ~:n~ihursday, Augusf2~ .51 :04 AM 
Subject: RE: FBI Preservation Letter 

Hello, 

Please confirm you received the. Microsoft word attachment. 

Per our conversation, please see attached. 

,..-~s.AI;;a. ____ ...,~ 

I ! 
Froml ~~ 
~!7~: Thursda~Aug}~g~~~~~51o:59 AM 1....------------------l 
su6Jecf: Re: "FBI P'reservat1on Letter 

Good Morning SAjL..------J 

When we receive legal process inquirira aboutl lit is our policy to request a 
soft copy of the attachment containing ~o be produced so that we may ensure 
accuracy. Please reply with.a copy of the attachment in word or excel format. Feel free to call me with 
any questions you may have. · 

I Ibaok liDIIllliOL mucb 

1 
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D1restL..I ____ ____. 

F~ml ~::·1 ~:nt: Thursday, August 2~: 17 AM 
Subject: FBI Preservation Letter 

Good Morning, 

Please see the attached Preservation Letter. Please contact me if you need further information. 

ss 

2 
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\'· l At0 

CLASS IFIED BY: NSICC J7~J1STSO 

RE:ASOH : 1 . 4 {Cl 
DECL.A.SSIF"i ON 12-31-2040 
DATE ·· 12-04-2016 

ALL INFOf<l:.!ATION CCNTAINEI:: 
HEREHT IS UNCL.A.SS I FIEC Ek'"C.EPT 
h'8ERE SlD\•IN O'fHERWISE 

FIH40(R~. 4-11-0r 

File Number ~L. ---------:-"T"'%" ___ j------------
Field Office Acquiring Evidence _.._H..:...;::,Q.,___ _ _____________ _ 

Serial #of Originating Document __ (o.::::.::......:.;G;;;..~ _ _ ___________ _ 

Date Received ~r~~ 1 ?J\s 
From 

Interviewee) 

te) 

B.y s~ 
To Be Returned 0 Yes ~o 
Receipt Given 0 Yes q)' No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 

Federal Rules ofC~~rocedure:f ~ 

Federal Taxpayer Jnfonnation (FTI) 

0 Yes No 

Reference: 
(Communication Enclosing Material) 
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ALL IN!'Dru.L.;TION CQl<TTAIHEI: 
BEK::IN IS U!fCLASSIFIED 
DATE 12-04-201 !i B.l J7!iJ18T80 HSICG 

kCD) (FBI) 

From: 
Sent: 
To: 
Subject: 

Confirmed. Thank you. 

On Thu, Aug 20,2015 at 2:07 PMJ,_ ____ ....~tCD) (FBI) iL--------.....J rrqte: 

Again, here is the preservation letter and a Microsoft Word document with the listed accounts. ~lease confll111 
receipt. 

Thanks, 

Per our conversation please see attached Preservation Letter. 

sAl.._ _ ____, _ ___. 
1 
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, .. 

ALL ItH'ORl!AHOH COH'l'AINED 
HEREIN 15 UNCL.ASSIFIEI:: 
I::A1'E 12-04-2016 BY J76J18TSO HSICC 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

cg)UNCLASSIFIED 0CONFIDENTIAL 0SECRET 0TOP SECRET 

To:~...l _____ .....~ Recipient Fax Number: I 
ATIN: Custodian of Records Recipient Telephone # 

From: Special Agen ~....-____ ___. 

Number of Pages Including Coversheet:7 

D URGENT IZl FOR REVIEW D PLEASE COMMENT D PLEASE REPLy D PLEASE RECYCLE 

NOTES/COMMENTS: 

. Preservation request 
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*****-****** - COMI'1. , JOLRNAL- ******************* DATE ~-213-211115 ***** TIME 113: 21 ******** 

11)DE · ~ MEMORY ~MISSI ON 

FILE N0 . =4?S · 

END-Alli-2111 10: 21 

.llJ.LL IHFOR!.!ATIOH COHTAIHED 
H.E..REIN IS UNCL..ASS IFIED 

STN NO. COMM. ABBR. NO. STATION NRME/TEL NO. PAGES DURATI ON DATE 1 2 -04-2016 B't J76,118T80 NSICG 

13131 OK a 

-NSD NS-4 FRDI'IT CFF ICE 

- ***** - ....._ ___ _.1 ********* 

FEDERAL BUREAU OF INVESTIGA'IION 

P.!GSIMlLE. 'I'I\ANSMITTAL SHEET 

18iUNCLASSIFIED 0CONPIDE NTlAL 0 SECRET 0TOP SECRET 

To:l R.edpient Fax Number: I 
ATTN: CUstodian of Records Recipient Telephone ~ ... ____ __,.j 

From; Special Agen 
L---------1 

Number of Pages Including coversheet:7 

0 lJR.G~NT 181 FOR lli;;VlliW 0 PLRASR C:OMMENT 0 PLEASE REPLY 0 PLI!ASto RlOCYCu; 

NOTESICOMMEHTII: 
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FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 
DELETED PAGE INFORMATION SHEET 
FOI/PA# 1353814-0 

Total Deleted Page(s) 115 
Page 3 - Duplicate; 
Page 4 - Duplicate; 
Page 5 - Duplicate; 
Page 10 - Duplicate; 
Page 11 - Duplicate; 
Page 12 - Duplicate; 
Page 18 - Duplicate; 
Page 19 - Duplicate; 
Page 20 - Duplicate; 
Page 26 - Duplicate; 
Page 27 - Duplicate; 
Page 31 - Duplicate; 
Page 32 - Duplicate; 
Page 33 - Duplicate; 
Page 34 - Referral/Consult; 
Page 35 - Referral/Consult; 
Page 36 - Referral/Consult; 
Page 37 - Referral/Consult; 
Page 38 - Referral/Consult; 
Page 39 - Referral/Consult; 
Page 40 - Referral/Consult; 
Page 41 - Referral/Consult; 
Page 42 - Referral/Consult; 
Page 43 - Referral/Consult; 
Page 44 - Referral/Consult; 
Page 45 - Referral/Consult; 
Page 46 - Referral/Consult; 
Page 47 - Referral/Consult; 
Page 48 - Referral/Consult; 
Page 49 - Referral/Consult; 
Page 50 - Referral/Consult; 
Page 51 - Referral/Consult; 
Page 52 - Referral/Consult; 
Page 53 - Referral/Consult; 
Page 54 - Referral/Consult; 
Page 55 - Referral/Consult; 
Page 56 - Referral/Consult; 
Page 57 - Referral/Consult; 
Page 58 - Referral/Consult; 
Page 59 - Referral/Consult; 
Page 60 - Referral/Consult; 
Page 61 - Referral/Consult; 
Page 62 - Referral/Consult; 
Page 63 - Referral/Consult; 
Page 64 - Referral/Consult; 
Page 65 - Referral/Consult; 
Page 66 - Referral/Consult; 
Page 67 - Referral/Consult; 



Page 68 - Referral/Consult; 
Page 69 - Referral/Consult; 
Page 70 - Referral/Consult; 
Page 71 - Referral/Consult; 
Page 72 - Referral/Consult; 
Page 73 - Referral/Consult; 
Page 74 - Referral/Consult; 
Page 75 - Referral/Consult; 
Page 76 - Referral/Consult; 
Page 77 - Referral/Consult; 
Page 78 - Referral/Consult; 
Page 79 - Referral/Consult; 
Page 80 - Referral/Consult; 
Page 81 - Referral/Consult; 
Page 82 - Referral/Consult; 
Page 83 - Referral/Consult; 
Page 84 - Referral/Consult; 
Page 85 - Referral/Consult; 
Page 86 - Referral/Consult; 
Page 87 - Referral/Consult; 
Page 88 - Referral/Consult; 
Page 89 - Referral/Consult; 
Page 90 - Referral/Consult; 
Page 91 - Referral/Consult; 
Page 92 - Referral/Consult; 
Page 93 - Referral/Consult; 
Page 113 - Referral/Consult; 
Page 114 - Referral/Consult; 
Page 115 - Referral/Consult; 
Page 116 - Referral/Consult; 
Page 117 - Referral/Consult; 
Page 118 - Referral/Consult; 
Page 119 - Referral/Consult; 
Page 120 - Referral/Consult; 
Page 121 - Referral/Consult; 
Page 122 - Referral/Consult; 
Page 123 - Referral/Consult; 
Page 124 - Referral/Consult; 
Page 125 - Referral/Consult; 
Page 126 - Referral/Consult; 
Page 127 - Referral/Consult; 
Page 128 - Referral/Consult; 
Page 129 - Referral/Consult; 
Page 130 - Referral/Consult; 
Page 131 - Referral/Consult; 
Page 132 - Referral/Consult; 
Page 133 - Referral/Consult; 
Page 134 - Referral/Consult; 
Page 135 - Referral/Consult; 
Page 136 - Referral/Consult; 
Page 137 - Referral/Consult; 
Page 138 - Referral/Consult; 
Page 139 - Referral/Consult; 
Page 140 - Referral/Consult; 



Page 141 
Page 142 
Page 14 3 
Page 144 
Page 145 
Page 146 
Page 147 
Page 14 8 
Page 149 
Page 150 
Page 15 1 
Page 152 
Page 153 

-
-
-----------

Referral /Consult; 
Referra l / Consu lt; 
Refer ra l / Cons u l t ; 
Refer r al /Cons u lt; 
Refe r ra l /Cons u lt; 
Refer ra l /Consu l t; 
Referra l / Consu lt; 
Referra l /Consu lt; 
Referra l/Consult; 
Referra l/Consult; 
Referral/Consult; 
Referra l/Consult; 
Referra l/Consul t ; 
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X Deleted Page{s) X 
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CLA.S SEIED 3Y HSICG J? 6 J 1S'I'SO 

ru:ASOH: 1. 4 \ C: 
DEC LASS!F:l GN: 12-31-20 4 0 

DATE . 12-04-201~ 

ALL li·TFD.R1!ATIOH COHTAI NED 
HEREIN IS UNCLASSIFIEI: EXCEPT 

•rffiEFE sH01-lN O'I'HE.RWISE 

FD-340 (Rev. 4-11.03) I 
File ·Number ---L-----,n-1"'\-------J--------
Field Office A£quiring Evidence _ __,r\_\1""""" ______________ _ 

Serial # of Originating Docu tf{2 

Date Received~= .... ~ ....... ·_...._--.oK..~~~-----------------
From 

----1 
(Name of Contributor/Interviewee) 

r-- ........... (AddreW.. 

------... ) 

By SA· 
To Be Returned 0 Yes ~o 
Receipt Given 0 Yes ·. ~- o 
Grand Jury Material- Disseminate Only Pursuan to Rule 6 (e) 
Fedt:ral Rules of Criminal Procedure, 

0 Yes No 
Federal Taxpayer Information (FTI) ·. / 

0 Yes oYNo 

Title: 

Reference: 
(Communication Enclosing Material) 

Description: 
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MODE • MEMORY TRANSMISSICD-1 
STARTmAUG-20 11:15 END=AUG-20 11: 17 

Al..L IHtORHA'l"lON COJ.,f'T·AlNED 

HEREIN IS UNCLASSifiED 

STN NO. C01M. ABBR NO. STATION HA:'1E/T8... I-ll. 
PAGES DURATION CATE 12-04-201£ BY J7£J18'1'80 HSICG 

FILE 1'0. -479 

001 OK a 

-NSD NS- 4 FRONT OFFICE 

************************************ - - ***** - L--____ _.1 ***"'***** 

FEOEB.AL BUltEAU OF INVESTIGATION 

PACSI'MILE TR4NSMITTAL SHBET 

~UNCLASSIFIED 0CONFIDENTIAL QSECllHT QroP SECRET 

To:l Recipient Fax Number:! 

A '!TN: CUstodian of Records Redpient Telephone #: 

From: special Age 

Number of Pages Jnduding Coversheet! 4 

0 URGENT I'VII'OR REVIEW 0 . 0 ICII P.l..lW\ SJ:: COMMtNT I'LEASll REPLY 0 PL£ASP. Rl!CVCLE 

NO'rUICOMMENT8: 

HRC-2477 

b7E 

b7E 

b7E 

b6 
b7C 
b7E 



ALL I!H'ORHATIOH COli'l'AINED 
HE~EIN IS UNCL..ASSiriEJ:: 
DATI 12-04-2016 BY J76J1STSO HSICC 

From: 
Sent: 
To: 
Subject: 

Dear Special Agent L..l __ ..... L 
lconfir~s receipt of your Preservation legal request (re Case No.I 

~8/=2~9/~2915. L...---------1 

on 

b6 
b7C 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

Available data will be preserved for 99 days. If you require additional time to obtain legal 
process, you will need to send a letter requesting a 99 day extension prior to the end of the 
original 99 day period. Please email the preservation extension request to 

I I b7E 

All future inquiries related to this request should be directed tol land 
reference IDI I in the subject line. L--------...J 

Sincerely, 

lhis transmission may contain confidential information intended only for the person(s) named 
above. Any other distribution~ re.:t:·ansmission, copying or di~closure is strictly · 

b7E 

b7E 

prohibited. If you have received this transmission in er.ror;Hplease notify · 
..__ __ ..,.... ____ .....~I immediately and delet~ this file/message from your system. b7E 

]I 

/ 

( 
1 

HRC-2478 



.c\LL I.NTDR11A'I'Iffii Cot-f1'AINED 
3EBEIH IS UNCLASSIHED 
DATE 1L-04-20H BY .:<7&J18TSO I>TSICG 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

~UNCLASSIFIED 0CONFIDENTIAL 0SECRET 0TOP SECRET 

To: I Recipient Fax Number: I 
ATTN: Custodian of Records Recipient Telephone #: 

From: Special Agen ""'--------' 
Number of Pages Including COversheet: 4 

D URGENT ~ POR REVIEW D PLEASE COMMENT D PLEASE REPLY D PLEASE RECYCLE 

NOTES/COMMENTS: 

Preservation request 

HRC-2479 

b7E 

b6 
b7C 
b7E 



0 tktB 

FD-340 (Rcv. 4·11-QJ) 

CLASSIFIED EY : NSIC'G J7 ~~119T 80 
REASOU : 1 .4 (C) 
DECLASS IFY OH: 1~ -3 1-2040 
DATE: 1 2 - 04-2 016 

0 
ALL HITORl.!A 'I' ION CON'r AHlED 

HEREIN IS UHCLASSIE'IED E.XCEP'l' 
h'H.E~ SHOO·,'N OTHER'wiSE 

File Number ---L-------~~---_Jr----------­

Field Office Acquiring Evidence __ \\ ..... ~..;;..>,----------------
Serial # of Originating Document -~G__;:.:>~·--~9~--.---------------
Date Received ~/10/_1.0l5 
From (} 

-------~----~.. ~~Jn~tr~ib~ulotodldl~nw~~~i~ew;eie)~-------------------

(Address 

J 
fttaw) . 

By S\\ 
T 

To Be Returned 0 Yes [j' ~o 
Receipt Given 0 Yes JJi No ~ 
Grand Jury Material· Disseminate Only Pursuant to Rule 6 (e) 

Federal Rules of~::rocedure ~

2
,. 

Federal Taxpayer Information (FTI) 

0 Yes No 

Title: 

..__---------:------1~ iS) 

Reference: 
(Communication Enclosing Material) 

Description: 0 Original notes re interview or" 

-~~~ s~lJ,1~fl~~ ~(g/ i~~t,~ 

HRC-2480 

b3 
b7E 

b 7E 

b7E 

b 6 
b7C 

bl 
b3 
b7E 



ALL IHEDRtL~TIOH CON'l'AIHEr: 
HZREIH IS UHCt.ASSIFIED 
DA1E 12-04-2016 BY J76Jl8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SH E ET 

[8JUNCLASSIFIED QCONFIDENTIAL QSECRET 0TOP SECRET 

To: L..l ____ ____. Redpient Fax Number: IL...-_____ _. 
ATTN: Law Enforcement Liaison Redpient Telephone#: 

From: Special Agen L...------""" 
Number of Pages Including Coversheet: 4 

0 URGENT ~FOR REVJE.W 0 PLEASE COMMENT D PLEASE REPLY D PLEASE RECYCLE 

NOTES/COMMENTS: 

Preservation request 

HRC-2484 

b7E 

b6 
b7C 
b7E 



*************** -coMM. JO~- ******************* DATE AUG-20-2015 ***** TlME 09:57 ******** 

MODE ~ MEI'mY T~SMI SS ION START4Ur20 as: 56 

FILE N0.=471 

E~-20 0'3:57 

ALL I NFDFG..£A 'flffi~ CONT .Allf.E::C 
HEREIN IS UNCLASSHIED 

STN NO. COI11. ABBR t-.0. STATION NAME/TEL NO. PAGES DURATlm-1 DATE 12-04-:?0H Bl:' J76J1E:'l'80 HSICG 

011l1 OK a 

-NSD NS-4 FRONT OFF ICE 

- ***** - L.-____ ..... 1 ********* 

FEDERAL BUREAU OF INVESTIGATION 

PACSIMlLE TRANSMITTAL SHEBT 

f&]UNCLASSIFlED 0CONFIDENTIAL 0SECRET OTOP SECRET 

Redplent Fax Number~ I 
AnN: l..ilw Enforcement Uaison Recipient Telephone #: 

From: Spedal Agen 
L------J 

Number Df Pages Induding Coversheet: 4 

0 U.P.GilNT 181 fOil REVIl':W D PLF.II SE COMMENT D Pl..lii.SS REPLY 0 PLEAS!! RECYCLI> 

NOTESICOMMiiNTS! 

HRC-2485 

b7E 

b7E 

b7E 

b6 
b7C 
b7E 



ALL HT:FORl.!A'!'IffiT COHTAitolEI: 

BEREIH IS TJ!fCLASSIFIE.D 
DATE 12-04-2016 BY J76J181'80 HSICG 

August :24, 20iS 

VIA EMAIL ..... I ______ ____. 
Special Ag~nt 
U.S. Oepartm._en~t-o""'fi"':J-us~t"""ic_e_ ..... 
Federal Buret_tu ofl"v.~stigatiO.Il 
Washingto~, D.C. 20535-000~ 

Re: Preservation Request: 
I ~ssue . .Numb~: .... l _______ ____. 

Dear Special Agen~._ __ ___. 

.__=--~___.lha.s received. your preservation request dated August 20, 201 S and_ ri;,;;,s..;.;in;,;;,.;,;.th;.;.e~;,;;,;,;;.;;...;;.;, 
obtainin • and reserving all available .sub~criber infonnation for the accoun 

1---------..........:~h:.:::e~in::.:.rfonnation will be retained for 90 days. Pleas~ re."" ~-e-n __ c_e ___ ___. 
.___ ________ __.· n your follow-up.orde~ tq I 

Please con~act me if you have·any·questions. 

HRC-2486 

b7E 

b6 
b7C 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 



. ALL IJ.TFOR1!..~TIOH CONTAINEr: 
RZEI!~ IS UNCLASSIFIED 
DAr:!: 1 2'-0 4 -2016 BY J ?6.ll8'1'80 NSICG 

I (CD) (F.BI) 

From: 
Sent: 
To: 
Subject: 
Attachments: 

~ Mond~~~~.;~r-3-P_M ____ .:....__....., 

Greetings, 

Attached i~~....-__ __.lresponse to you preservation request dated August 20, 2015. 

Thanks. 

1 . 
HRC-2487 

b6 
b7C 

b6 
b7C 
b 7E 

b7E 

b 6 
b7C 
b 7E 



· ,.,.,.. ( ...... " .. ') I 

CLP.SSifiED BY NSIC~ J7~J 18T80 
3EASON : 1 .4 (C) 
DE.CLASS IF''.." CN : 12-31- 2040 
DATE: 12-0~-201 £ 

n ... . .. 

ALL IIEOR1lATION CONl'AIHED 
HEREIH IS Ul'TC.LASSiriEO E..'XCEP'l' 

\-MERE S~'l-l 01'HER\'iiSE 

File Number ~i. --------:-:----......1~-----------­
. Field Office Acquiring Evidence __ \-\_.:...\1~----------------
Serial # of Originating Document __ 7..::.....;(:..:)"---------------
Date Received ~l10 11 D1 :,' 

from ] :~~ ~oomoWWO>MWOrel 
(Address) 

By~S~~~~--------'c;w-·p~dS·a~1 ___________ __ 
~:~~p=ed g ~= :}: 
Grand Jwy Material p Disseminate Only Pursuan~t Rule 6 (e) 
Federal Rules of Criminal Procedure t 

0 Yes o 
F~deral Taxpayer Information (FI'I) 

0 Yes No 

Title: 

Re,ference: ----------------------------
(Communicalion Enclosin& Matcriul) 

HRC-2488 

b3 
b7E 

b7E 

b6 
b7C 

bl 
b3 
b7E 

b7E 



ALL IlolJ.'OFJ·I.AT'ION CO~JTAIHED 
HEREIN IS T.mCL.i>.SSEIED 
DATE 12-04-2016 BY .176Jl8T80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

~UNCLASSIFIED 0CONFIDENTIAL 0SECRET 0TOP SECRET 

To:L-1 ____ ..... Recipient Fax Number: ._I _____ _. 

ATIN: Custodian of Records Recipient Telephone #: 

From: Special Agen .__ _____ ..... 

Number of Pages Including Coversheet: 4 

D URGENT ~ FOR REVTEW D PLEASE COMMENT D PLEASE REPLy D PLEASE RECYCLE 

NOTES/COMMENTS: 

Preservation request 

HRC-2492 

b7E 

b6 
b7C 
b7E 



*************** -oDMM. JOURNAL-******************* DATE AUG-20-2015 *****TIME 10:00. ******** 

MODE = !'EMORY TRANSMISSION 

FILE 1'(). • 472 ALL INFOR1f},'J'ION CON'l'AIHE:C 
HEREIN IS UNCU..SS IFIED 

STN NO. A88R NO. STATION N~E/TEL NO. PAGES DURATrON DA'I'E 12-04-2016 B'l J7 6Jl8TSO NSICC 

001 OK a 

-NSD NS-4 FRONT ·oFFICE 

- ***** -

FEDERAL BUREAU OF INVESTIGATION 

PACSJMJLE 'l&ANSMJTTAL SHEET. 

18JUNCLASSIFIBD 0CONPIDBNTIAL 0SECR.ET 0TOP SECRET 

To~ Recipient Fax Number:! 

ATTN: CUstodian of Records Redplent Telephone *; 

From: spedal Age ~.....-____ __, 

Number or Pages Induding Coversheet: 4. 

0 UllG.R~1' 181 FOil RHVISW 0 PJ.EA~R COMMF.NT 0 PLMSE REPLY 0 PLE.\SE lECYCL£ 

HRC-2493 

b7E 

b7E 

b7E 

b6 
b7C 
b7E 



CLASSETEC B\• : NSI CG J7~J18 '1'80 

REASON 1. 4 (C) 
CEC LASS I T Y OH: 1 2 - 3 1 - 20 4 0 

CATE: 1 2 - 0 4- 2 016 

ALL IN!'OR!..!ATION CON'fAIHED 
HEREI N I S UMC LASSEIED EXCEI=-'1' 
h"HEFG: SHU.·.'N DTHER't~"'!SE 

-~ .. u.o>) I 
DeN~~L. ------~~--------J-------~------­
FieldOfticeAequlrblgEvldence _\\~\\~-----------

{Addass) 

ToBcRetmned 0 Yes 
R=iptGiven 0 Yes 

-· ···r 
~ 

Grand Jmy Matrrial-Di£Ciftlrinate Only 7: Rule 6 (e) 
Fedcl'alRDlesof<iiminal~ 

· 0 Yes ~o 
Fccbal Taxpa}U lnfimnation (PTl) 

0 Yes No 

Title: 

Refen:oce: ________ _._ _____ _ 

- (Commmrir.atioa:&dosiug:Malr. . .....:j 

· Desuiptioa: 0 Original ootes re intfmew of 

- f\hx: )tn\ Q"' '/20hJ\S 
t :. · 

'S' . I 
·~ ! 

HRC-2494 

b3 
b 7E 

b7E 

b6 
b 7C 

bl 
b3 
b 7E 



********"'****** - COMM. JOURNAL- ******************* DATE AUG-20-2015 ***** TIME 11:09 ******** 

MODE • MEMORY TR~SMISSION START=AUG-20 11:09 END•AUG-20 11!09 
ALL HTFDruJ.~TIOH COI'TT.AINEI: 

FILE N0.=477 HEREIN IS UlfCLASSIFIED 
DATE 1 2 -04-2016 B"l J 76Jl8T80 HSICG 

STN NO. COMM. ABBR NO. STATION NAME/TEL NO. pro£s DURATION 

001 OK 

-NSD NS-4 FRONT OFFICE 

********"'*************************** - - *****- ,___ ____ ........ ! ********* 

F ED ERA L B U R E A U 0 l' l N V J:; S 'f l GAT I 0 N 

'FAC:!Ill'diL'S '!ltANSMITTAL SHEET 

~cussiMED ocoNriDENTIAL nsECRBT []ToP sEcRET 

To~ l"tecipi~nt F~x Numberll 

ATTN: c;u~ian or Records Recipient Telephone 1f: 

From: spee1a1 ,e.genL-----......J 

Number of PDges lnclllding Coversheet: 3 

0 t.:ltGl!:-IT (81pm. UV!I!.W 0 PLIIhS!! CONN!IN'l' 0 P!..BASl! IU!PLY D PLEt.SIS lU!C'fCL~ 

HRC-2495 

b7E 

b7E 

b7E 

b6 
b7C 
b7E 



ALL HTEORMA'l'ION COtr'l'AINE.I:; 
RE..."<.EIN IS liUCLA.SSiriED 
DATE 12-04-20U BY J75J18T80 trSICG 

FEDERAL BUREAU OF INVESTIGATION· 

FACSIMILE TRANSMITTAL SHEET 

~UNCLASSIFIED QCONFIDENTIAL 0SECRET QTOP SECRET 

To:l r Recipient Fax Number: I.__ ____ _. 
ATTN: Custodian of Records Recipient Telephone#: 

From: Special AgenJ t--
~~..... ---""""'' Sender Telephone # 1 

Sender Fax #: ... I _----.~~...... __ ...,.... _ ___.. 
Number of Pages Including Coversheet: 3 

0 URGENT [gJ FOR REVIEW D PLEASE COMMENT 0 PLEASE REPLY D PLEASE RECYCLE 

NOTI!SICOMMENTS: 

Preservation request 

• <l 

HRC-2496 

b7E 

b6 ~ b7C 
b7E 



0 

C LASSH''IEC B.Y : US ICC J7'5J 1 8 1'80 
REASON : 1 . 4 (C I 

CECLASS I~Y ON: 1 2-31 - 20 40 
CATE: 12 -04 -~016 

A L..L IlEQRl.!ATION CONTAINED 
HEREUl I S ll}TC.LASSII"'ED EXCEP'T 

i~11E:RE SHO'Im O'l':t:ER~'ii SE 

FD-340 {Rev. 4·1 1-0]3) 

File Number i... --------:-:------~-----'---------­

Field Ofnce Acquiring Evidence __ \-\_~~----------------
Serial # of Originating Document __ /~2--=----------------
Date Received ~/tO{%n \ 5 

From I I (Nom< or Coo<ri,.,lodlo•~i•w<O) 
(Address) 

c.1\ 
By--~0,_~------------~--r------------------

~ To Be Returned 0 Yes 

Receipt Given 0 Yes 
Grand Jmy Material- Disseminate Only. Pursuztt Rule 6 {e) 
Federal Rules of Criminal Procedure 

[] Yes lo 
Federal Taxpayer Information (FTI) 

D Yes No 

Title: 

I ,' ~'! 
; W ; 

~--------------------------~ 

Reference: 
(Communication Enclosins Material) 

Description: 

· - flhX 
D Original notes re intc;rview of 

':Jt(\\ D'l\ '6/1 ~ ( 1 QlS 

HRC-2499 

b3 
b7E 

b7E 

b6 
b7C 

bl 
b3 
b7E 



*************** - COMM. JOURNfL- ************"'****** DATE P.l..(i-20-2015 ***** TIME 139:54 ******** 

MODE = I'EMORY TRANSMISSICJ-4 

AL-L IlEORl!A'fiCU CCNTAIHEO 
HEREIN IS UNCLASSH'IEC 

STN NO. COMM. ABBR NO. STATION NAME/TEL NO. PAGES DURATION 'CATE 12-0.oJ-201'5 BY .JH,118TSO NSICG 

001 OK II 

-NSD NS-4 FRONT OFFfCE 

- ***"'* - ~--------~' ~* 

FEDERAL BUREAU OF lNVESTlGATION 

f'ACSIMlLE TRANSMITTAL SHEET 

~UNCLASSIFIED 0CONFIDEN'riAL 0SECRET CJTOP SECRET 

To:l Redpient fax Numbe~ 
ATIN: Custodian of Records RMpientTelephone #: 

From: Special Agen 
L-------l 

Number of Pages Including Coversheet: 4 

0 Uli'.GENT cgj fOR REVTF.W 0 I'LilA$S C<}NMRNT D !>LGASl! !U::PLY D I.'Ll:::AS!l !1-IU:YC/.F. 

NOTESICOMMIENTS: 

HRC-2500 

b7E 

b7E 

b7E 

b6 
b7C 
b7E 



A L L H f!Dru..!l>.'fiO:N CONTAIHE D 
HEREIN IS UNCLASSE'IED 
CATE 12-0 4-20H EY -176J 181'80 NSICC. 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

t8JUNCLASSIFIED . 0 CONFIDENTIAL 0SECRET 0TOP SECRET 

To: I Recipient Fax Number: L-1 _____ ___. 

AlTN: Custodian of Records Recipient Telephone #: 

From: Special Agen 
'---------1 

Number of Pages I ncluding Coversheet: 4 

D URGENT r8J FOR REVIEW D PLEASE COMMENT D PLEASE REPLY D PLEASE RECYCLE 

NOTES/COMMENTS: 

Preservation request 

HRC-2501 

b7E 

b6 
b 7C 
b 7E 



A LL ::SI IN:!'OJU,i.ATI ON O:.TTAI:tiED 
HEREIN I.S UNCLASSIFIED 
CATE 12-04-2016 BY J H.118T80 NS ICG 

("; 
' ,. 

F~340 (Rev.4-ll-03) J 

File Number __j~,_ ____________ _[------------

Field Office Acquiring Evidence · ___ !{,~· Q"""'----------------

(Address) . 

tJ~,~sh:~~ bC. 
. (City and State) 

By~_s=.,.!.A~-----Ir-------
To Be Returned 0 Yes f1& No 

Receipt Given 0 Yes g No . 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 {e) 
Federal Rules of Criminal Procedure 

0 Yes . ' 
t8l No · 

Feder~l TaxpaY,er Information (FTI) .. ·. 

0 Yes JlJ No .. 

Title: 

Reference: 
(Communication Enclosing M<tt~rial) 

Description: · [!. Original notes re interview of 

- ~ .It rc; Jf\.\ert~!e...J · nok.~ +:·~<Mtv-.6~ c.J 

HRC-2565 

b3 
b7E 

b6 
b7C 

b6 
b7C 

b6 
b7C 



A/GIS/IPS 

U.S. Depattment of State 

b6 
b7C 

HRC-2566 



ALL :::SI INTORU.A'riON CONTAINED 
· HEREIH IS tn-lCLASSif iED 
CATE 12-04-2016 BY ; 76J 1B'r80 NS!CG 

'DeB J I 
[3fit/,cb6-

I b7C 

II [olfi,t. r£ ~ P.r. f1l,-f J- §.,.,:Ce~ . I 

<i~ I b6 
b7C -

~r--H(C e~:r~ o.,,~.,J '\, ]>~ ')I ?.PI¥ 
' 

/'Jx bo(~S 
- cop',,•s .b eif'..(t ~H.ts!.J 4f{;. :,.r if ~~I Af-1 

~ f!..econ.f5 lt,to.,.[J ~J /,(. C.Q'kr\rkJ ''f.e.~rtli ~ <;~/e_ ';.¢:. '• 

-r- / ~ ke.s 4 rr tw/; or~ I;!; /'fl·ot~s ~ t ,_ ll/Jt.,Jc.-/JP 1/~f 
I I 

i Pr;~L:t !1.e-~ ~·ds ~:c11-
-~ ~~ ~ tJ./-C. -

~ J.J V(>A-~c~ /11 ;2 pi {;_J' -heu! rS fp.,(tS ~_ftQ ~/Jur 
l~ht(J w/ ~ k{e~ ,r\(ff.~d- Mcs W~ ~i.J ~ 

I -r-f\1 e.~; (s bt.fwtr'l JfW -Arf- ~~~~ I 
I -{)1\(L l~cl:l +~, tJA)k...btus-3 J~M~+ ~~rk_ eJ ~a~,:J'-

>" 

' 

~~(~Co A~ 
.. Ni) Ore.--l!~ re v:er..~ r ~"' bee 'J '1 _ f..x;t~~,h, Jol. L . o~;. ~,Jt.-~ 

I \.,1 "r 

~·I A.J.L«s fit-...J~Ui' r- Oo~4} &,.~~l( bJi l\ri+ 
I 

-5~~~--~(. rt<o,.ls 1 (eco~~ ~J-1-M'J 
7 

C nO ~ I I b6 

I~" -.:J ~~ra:sJ.. '' I 'I { ~ccnf<:J- flrn[~ 
b7C -

- e.. e. tor 

-~. p.~t~ (.fct«'~_J ~~(s b~k+-.1: I 
- JV\CLJ.~ ~ Ss:p €1;.JWL , ..... ,~~l ~~ cr:A- ~W'--~~ " 
·-~- ~ C\.~ ~~!::"~~ I . 

HRC-2567 
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HRC-2568 



b3 

--------+---------------------------------------------·b6-
b7C 

b6 
------~~~~~~~----------~~~~~~~~~~~--b7C 



b6 
b7C 

nn 
... ~ ;).q'- (CMt.\re~> ~~~') .fo n,/4~·e. u~~~~~/1 j,{._ rt.iwt-/ ~ I..V 

t• Rr.A.r~: J. f,.._1--... .n .r, ~u1- re;J~~M l74ow5 'lf'Vlf Saw~ 
}Q ,. l~rt-~~A M~.~J -
:e.. --Pe:r-

-IM1r~ w/ boJ , lli>1-P5t--, 

I b6-
b7C 

+M(t~l\ /Aor(( rJ ') - /)rt>f (A,.((!.., hu ~res<; to r.J&.st 2_tj( J.J 
<',rJ ~~ 2qb_ 1~chak feJ(iJl~ (o~{v~ ,twf 11/Jt---;J-1 )_ec~r~ ) 

I v ldl~ ~ ~f " {J VR p_,b. L\ - Bs- - ~ ~ Dro~S5 p,.h,if~ le~~ ~ ~~ ~,,-.ss{ r~fder·tr v~ . 7 
1 J Jo} tfh~.:;}J-tto.f.k~' tf~ffcJ 1 ~ tevfw '~~~~~~o:~ It ..fc 

I ~~~~ 
LJ I /:I ~ -.- J. ~/ I b6 
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, ~~wJ-t..k. q~l,f(ell~ -~~~ 
~ -c~t£1; Jo e(la~~ &rA reviw 
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- ~IW:WV") w:i.J.J ~s tiA Oo5S cfass:/tJ ftt.flv 
b7C -

- tetk R..e~lt&J JJ~~~ ~ '1~ f[e {Put{~~~+-
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- f~~-\\J ~:T ndi(Yl6 ~ f(te.. ~tts~fl41t- , tt(t pte'» ~ 11: 'to~ 
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HRC-2570 
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b6 
------~j-----~~~~~~~~~~~~~ __ _I _______ b7C 

b6-
b7C 

b6 
-------t---L:..:..:.J.....,.---,-~~;=--Jt,..~~ss=.:we..::....=....t::.:..ll~-=--.l..!.:!!J.o...._~~~~~=:..._---b7c 



--------~--~------------------------------------~--b6-

b7C 

b6 

--------~------j-~~rT~----p-~~~---------------b7C 

b6 

--------r-~~~~~~~~--,_~~~--~~r=~~~~~---b7c 

HRC-2572 

b6 
b7C 



b6 
---------r--~~~-L----~~~~~~~r-~~~~~---------b7C_ 

-
b6 

--------~----~_r~~~~----j-~--~~~--~~---------b7C-

-~ 

b6 

~---------------------------b7C-

HRC-2573 



ALL !BI U ITOR!.!A'I'ION COHTAHIED 
HEREIH IS UNC LASSH I ED 
"CATE 12-04- 20 16 E Y J? ~.J1S1'80 1-TS I CC. 

() 

FD·J40 (Rev. 4·1 1 ~3) 

File Number ----1.------"T'"l'-------'"-- ------ ---
FieJd Office Acquiring Evidence __ ft_Q_... ___ ___ _ _ _ _____ _ 
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ALL HT!'ORl.!A'!'ION CQl>TT.AIHEI:: 

BEFEIN IS U!fCLASSI::IED 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

D.l>o'l'E 12-05-20H B"l Jil5J18T80 1-fSICG 

·July 27, 2015 

Re: R:equest for Preservation of Records 

Deari ...... __ .....~ 

P.02 b7E 

b6 
b7C 
b7E 

b6 
b7C 

Pursuant to Title 18, United States Code Section 2703(£)> this letter is a fo;ral reonrst for 
the preservation of all records and other evidence in your possession regarding th _ . b ?E 

I !pending further legal process. · 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the da.te of acknowledgment of this 
request until receipt of a legal court order. You are also requested not to disclose the existence 
of this request to the subscriber or any other person, other than as necessary to comply with this 
request, as the FBI's investigation may be jeopardized by this type of disclosure. You are also 
requested not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compUance with this request may result in a pernuJnent or temporary termJ~ation of service 
to the accounts described below, or otherwise alert the s11bscriber or user of these accounts as 
to vour actions to pl'eserve the refertq'ced files and records, please contact Special Agent 

I las soon as possible and before taking any such actions. b 6 
· b7C 

This preservation request applies to the following records and evidence: 

A. . All stored electronic communications and other files reflecting communications to 
or from the requested account. · 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested accowtt including, 

. without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity. billing records, information about the length of service and the types of 

HRC-2646 
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services the subscriber or customer utilized, and any other identifying 
infonnation, whether such records or other evidence are in electronic or other 
form; and 

C. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; · 

. 3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer voimne; 
5. User name associated with the connection and other connection 

information, including the Internet Piotoool address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

· above-referenced accounts corutected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information~ if kno~ for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

D. Any ·other records and other evidence relating to the requested account Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the abov~refereneed account, the 
content and connection logs associated with or relating to postings, · 
communications and any other activities to or through the requested account. 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this requ~t. please direct all inquiries to 
Speeial Agent! jwho can be reached at l . 

Sincerely, 

~· 
Charles H. Kable IV 
Section Chief 
Counterintelligence Division 
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From: 
Sent: 
To: 

I<CD) (FBI) 

I Fridav. July 31. 2~~g~)~~"f~ ..... ~-------.. 

ALL 1NFO.R1!A '1' I OH CON'f .AINE..C 

3E...~IH IS UNCI..ASSI'FIED 
DATE 1 2-05-2016 BY J7~J18'TSO m;rcc 

Subject: 
Attachments: 

Preservation Con~rmation 1 I 
I }it; Notice -Addressing of Legal Demands .pdf 

Hell~,_ ___ ___.l- FBI, Washington DC, 

lhas received your preservation request(s) ~n the account name(s) listed in the attacqcd raxl . ~ill 
~p~re:::-::s~erv=e-:lffil:"::e:-:r~eq~u-:-::e~st~e~d account data, if any aeeoi.lnt data exists, for a period of90 days from 30 July 20151 faiiilOt adv1se 

you whether any data exists for ~e. accounts that are subject to your·preservation request. L.-----' 

Your preservation record number isl jae sure to refer to this record number when requesting the disclosure of 
any preserved data. L...----------J 
18 U.S.C. 2703(f)(2) of the Electronic Communications Privacy Act permits a single 90 extension for each preservation request. If we 
do not receive a preservation extension request within 90 days from the date of this preservation letter, the preserved data will be 
destroyed. Also, please be aware that preservations are merely one time snapshots of the accoWlt on the date the information is 
preserved. Preservations are not snapshots mad~ each day during the 90 day preservation time frame. 

If you send an extension to your preservation request. please indicate that your request is an extension so we may quickly identify the 
accoWlt that you preserved and ensure that the initial data preservation is maintained. 

Finally, when you submit your legal request for us!-<>~ preserved data, please provide the preservation request number 
along with the date of. the original preservation so tJtatL___Jnay retrieve all relevant stored data. 

Thank you, 

:" ;:. 

1 
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07/28/2015 11:33 FAX ..... 1 ____ _.1 fbi,_l __ __. 

ALL INF.ORl!A'fiCl·l CCN'l'AINEO 
HEREIN IS UHCLASSiriED 

~0001/0002 

u.s. Depart11n 1: nt of Justice 
Federal Burea.u uf ll1vestigation 
Washington, D.C. :~05$5..0001 

J::A'l'E 12-05-201'5 BY .J":Jt:i.118T80 NSICC· 

July 27, 2015 

Re: RtlC~.:lest fur Preservation ofRecords 

Pursuant tc ritle 18, United States Code Section 2703(fh this letter is a forp:al reouert for 
the oreservat1on (If :til records ~ other evidence in your possession regarding th"l_ . I _jpending further legal process. _ L...------l 

You are he~ ~by requested to preserve the records described below currently in your 
possession, inclwt: 11.~ records stored on backup media, in a fonn that includes the complete 
recor~ and record:_; 1hat may come into your possession from the date of acknowledgment of this 
request until receiv of a legal court order. You are also requested not to disclose the existence 
of this request to ·d·::: subscriber or any other peJSOD, other than as necessmy to comply with this 
.request, as the· fE.J :; investigation may be jeopardized by this type. of disclosme. You are also 
requested not to cl•l~e the accotmt of the subscriber, unless requested to do so by the subscriber. 
If complhutu wiJt J'his request may result in a permanent or tempoNry tertninaJion of senke 
to the accounts d.er:.ribed below, or otherwise alert the subscriber or user of these accounts as 
to vaur qdiqns to· 'C'"em the re£nc;cedjiles (lnd records, plea# contact Spedlll Agent I ___!as soon as possible tznd 6efore lllking a11y such aelions. 

This preser .::Ilion request applies to the following records and evidence: 

A. Al:. ~l.ored electronic communications and other files reflecting communications to · 
or f,>m the requested account. · · 

B. AU -~cords and other evidence relating to the subscriber(s), customer(s), account 
hoi~ •:.t'(s), or o~er entity(ies) associated with the ~equested ac¢Ount including, 
wi1}u.ut Hmitation. subscriber names, user names, screen names or other identities. 
mai ing addresses, .residential addresses, business addresses, e-mail addresses and 
otb(: contact infonnatio~ telephone numbers or other subscriber number or 
idet: i ty. billing records, information about the length of service and the types of 
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07/ 28/ 2015 11:34 FAXI L.. ____ _, fbtiL.. __ __. ~0002/0002 

ser :.ices the subscriber or customer utilized, and any other identifying 
inf ~ rmationt whether such records or other evidence are in electronic or other 
for ~:J; and 

C. A] ~onnection logs and records of user activity for the requested account, 
in;:Jding: 

l. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telne~ ftp~ http); 
4; Data transfer volume; 
S. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
coonection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
c:)nnection period, including the destination IP address, connection time 
and date. disconnect time and dat~ method .of connection to the 
destination computer~ the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection infonnation relates, and all other information related to the 
connection from IS.P or its subsidiaries. 

D. All.) other records and other evidence relatiq to the requested account. Such 
reec Jds aW:i other evidence include. without limitatio~ correspondence and other 
recc 1i:ls of conlact by any person or entity about the above-referenced account, the 
con:~ :1~t and connection Jogs associated with or relating to postings. 
con: l nunications and any other activities to or through the requested account. 
whe ~~er such records or other evidence are in electronic or other form. 

If you ha".' aD,V QUAPRf regarding this request. please direct aP inquiries to 
Special Agml !Who eon be reached a~L--___ __.j 

Charles H. Kable IV 
Sec:tlon Chief 
Couoterinteliigeuc~ Division 
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I (WF) (FBI) 

From: 
Sent: 
To: 
Subject: 

Erjday September 18, 2015 10:19 AM I kwF> <FBD 

This is automated response to advise you that has 
successfully received your legal request subm~l~S~Slro~n~.--------------------------~ 

b6 
b7C 

b6 
b7C 
b7E 

b7E 

!receives a very high volume of legal process every day. The team processes legal b7E 
~r~eq~u~e~s~ts in the order that we receive them. If :our request relates to exi~ent circumstances 

or if you have further questions, please emaq J referencing the 
Case number in the subject line of this email.Iease 1nclude a descr1pt1on of the exigency 
or your question(s) in detail so that we may assess your request accordingly. 

RegardsJ 
b7E 
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From: 
Sent: 
To: 
Subject: 

I uesdav, October OS. 2015 8:20AM 

Follow up 
I 

ALL IHfORU..il.TION CONTAINED 
3EREIN IS UNCW;.SSIFIED 
DATE 12-05-2016 B't J76J18T80 NSICC 

Attachments: 2015.10.05, letter RHJ to Datto Inc re Clinton Server Backups.PDF 

Ageni~... __ _. 

Yesterday evening we received the attached letter from Chairman Johnson of the Homeland Security & Government 
Affairs Committee, We are currently reviewing the letter and will formulate a response. Obviously, we need to 
disclosure this non-confidential letter to both the Datto Board and the investor. 

I will telephone you to follow up. 

Regards, 

L...-____ _.11 Attorney at Law I Attorney Bio 

mi DAY PITNEY LLP 

1100 New York Ave., NW Suite 300 I Washington DC 20005 
~ hfl llml I 

I www.daypitney.com 
....._BO_S_T_O_N _I_C_O_N_N-ECT__.ICUT I NEW JERSEY I NEW YORK I WASHINGTON, DC em U 

This message contains PRIVILEGED AND CONFIDENTIAL INFORMATION intended solely for the use of the 
addressee(s) named above. Any disclosure, distribution, copying or use of the information by others is strictly prohibited, If 
you have received this message in error, please notify the sender by immediate reply and delete the original message. 
Thank you. 

************************************************************************•································· 
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JO~N MCCAIN, AAilONA. 
ROll POfHMA.N. 01110 
llANO PAUl. kf/IITU<XY 
JAMfS lANI(~ 0. OKlAHOMA 
MICHAI;l8. ENZI, W'IOMIH!l 
XELl Y AYOnl. NEW HAMPSI1l~E 
JONl ERNsT, IOWA 
SEN SASS~. NURASI<A 

TMOMAS R. CAAI'EI\. DElAWARE 
ClAIR£ McCASKilL MISSOU~I 
JOOI TESltR. MONTANA 
TAltMY 9Al Do,w,, WISCOtiSJt/ 
HEIDI II(ITKAMP. NORTI< DAlCOTA 
CORY A. 9001CfR. Nt W J£RSEV 
GAilY C. l'fl(A$. MICHIGAN 

l(fJTII B. ASHDOWN, !nAif CofU!CTOII 
O~Dflll:UE A. U TKIH, Ml'IQIIITY ST Alf lllft[.CTQA 

Mr. Austin McChord 
ChiefExecutive Officer 
Datto, lnc. 
I 01 Merritt 7, 7th Floor 
Norwalk, CT 06851 

Dear Mr. McChord: 

COMMmEEON 
HOMELAND SECURilY AND GOVERNMENTAL AFFAIRS 

WASHINGTON, DC 2051D-6250 

October 5, 2015 

The Committee on Homeland Security and Governmental Affairs is examining fonner 
Secretary of State Hillary Clinton's use of a private emai I account and server during her time at 
the State Department. The Committee has learned that a product offered by Datto, Inc.-the 
Datto SIRJS 820001-was purchased in 2013 for Secretary Clinton to provide on-site, immediate 
recovery of backup data in the event that the primary server fai led.2 The Committee is interested 
in the security and preservation of Secretary Clinton' s official records, including whether this 
backup device was used to back up, recover, or store those records in any manner. I request your 
assistance with this important inquiry. 

Datto, Inc. is "an innovative provider of comprehensive backup, recovery and business 
continuity solutions used by thousands of managed service providers worldwide," offering cloud, 
hardware, and software devices.3 A Datto SIRIS device, like the one acquired for Secretary 
Clinton, "takes data directly from the server and converts it into virtual machines that can be 
booted instantly from a remote web interface."4 Essentially, if the primary server fails, the Datto 
device acts as a virtual server to allow continued workflow while the primary server is fixed.5 

When acquiring a Datto SIRIS device, Datto offers its clients two options for storing the 
virtualized backups. The first option is to store the backups on-site on the Datto SIRJS S2000 
product itself, creating a private cloud for the data that keeps the data within the customer's 
control only.6 The second option is the data can be stored "remotely in Datto's secure cloud."7 

1 According to Datto's website, its SIRIS product supports " business continuity" with server backups, virtualization. 
and cloud-based accessibility. See Datto Siris 2, found at http://www.datto.com/siris. 
2 Platte River Networks Invoice #7942 (May 3 1, 201 3) (on file with the Committee on Homeland Security an<i 
Governmental Affairs). 
3 Datto, Inc .• About Datto, http://www.datto.com/about 
• Datto SIR IS Brochure found at 
http:f/www.abletek.com/productcatalogldanolsiris.lpdfiDattoSIRISProductBrochure_r2.pd[ 
s Instant Virtualization, Datto (1ast accessed on Sept. 23, 20 I 5) http:/fwww.datto.com/technologies/instant­
virtua I ization. 
6 /d 
7 (d 

HRC-2752 



Mr. Austin McChord 
October 5, 2015 
Page 2 

According to infonnation received by the Committee, Platte River Networks (PRN)8 

billed the Clinton Executive Service Corp. (CESC) on May 31,2013, to acquire a Datto SIRIS 
S2000 device. CESC appears to be a Clinton family company. According to documents 
received by the Committee, CESC oversaw contracting for the hardware and software required 
for Secretary Clinton's private server and email.9 

· 

When Secretary Clinton's private server was moved from her private residence to the 
New Jersey-based data center, PRN set up the Datto SIRIS device at this new 1ocation.10 When 
acquiring the Datto SIRIS product, it appears that CESC representatives worked with PRN 
employees to determine how the Datto device would back up data on Secretary Clinton's private 
server. 11 According to documents received by the Committee, CESC chose to only store the 
backup data on-site on the Datto SIRIS device, thus creating a private cloud managed by PRN. 12 

CESC specifically requested that no data be stored on Datto's off-site cloud at any time. 13 

Although Secretary Clinton apparently wanted "Datto options without offsite backup," 
there was confusion among PRN employees when they noticed that data from Secretary 
Clinton's private server was potentially being sent to Datto's off-site backup location. 14 In 

1 Platte River Networks was hired by Secretary Clinton in 2013 to maintain the data stored on her private server. 
9 Email from lnfograte to Platte River Networks (Apr. 17, 2013) (on file with the Committee on Homeland Security 
and Governmental Affairs). 
10 Platte River Networks Invoice #33427 (June 15, 2013) (on file with the Committee on Homeland Security and 
Governmental Affairs). 
11 See Email from Platte River· Networks to Datto, Inc. (JWJe 6, 20 13) (on file with the Committee on Homeland 
Security and Governmental Affairs); Email from Platte River Networks to Platte River Networks (Jan. 26, 20 15); 
Email from Platte River Networks to Platte River Networks (Jan. 26, 20 15). 
12 Email from Platte River Networks to Datto, Inc. (June 6, 2013) (on file with the Committee on Homeland Security 
and Governmental Affairs). PRN billed for work installing the device in June 2013. For use of the private cloud 
capability, Datto charges a monthly fee. Each month beginning in iuly 2013, PRN billed CESC for "Datto Month of 
Private Cloud Service." This monthly service fee apparently a!lowed Secretary Clinton to continually have a backup 
on a private, virtual cloud on the SIRIS S2000 device. See Platte River Networks Invoice #33427 (June 15, 2013); 
Platte River Networks Invoice #33488 (June 17, 20 13); Platte River Networks Invoice #IS.I307006 (July I, 20 13); 
Platte lUver Networks Invoice #18.1308057 (Aug. 5, 2013); Platte River Networks Invoice #18.1309050 (Sept. 4, 
2013); Platte River Networks Invoice #18.1310031 (Oct. 3, 2013); Platte River Networks Invoice #18.1311027 
(Nov. 5, 2013); Platte River Networks Invoice #IB.1312009 (Dec. 4, 2013); Platte River Networks Invoice 
#18.1401012 (Jan. 6, 2014); Platte River Networks Invoice #18.1402022 (Feb. 3, 2014); Platte River Networks 
Invoice #18.1403010 (Mar. 3, 2014); Platte River Networks Invoice #IB.14040il (Apr. I, 2014); Platte River 
Networks Invoice #18.1405011 (May I, 2014); Platte River Networks Invoice #18.14060 II (June I, 2014); Platte 
River Networks Invoice #18.140701 2 (July I, 2014); Platte River Networks Invoice #18.1408012 (Aug. 4, 2014); 
Platte River Networks Invoice #lB. 1409013 (Sept. 3, 2014); Platte River Networks Invoice #IB.I410015 (Oct. I, 
2014); Platte River Networks Invoice #18.1411016 (Nov. 3, 2014); Platte River Networks Invoice #18.1412015 
(Dec. 2, 2013}; Platte River Networks Invoice #18.15010.15 (Jan. 6, 201 S); Platte River Networks Invoice 
#18.1502014 (Feb. 2, 2015); Platte River Networks Invoice #18.1503016 (Mar. 3, 2015); Platte River Networks 
Invoice #18.1504014 (Apr. I, 20 15); Plane River Networks Invoice #18.1505016 (May I, 2015); Platte River 
Networks Invoice #IB.l506014 (June I, 2015); Platte River Networks Invoice #(8.1507017 (July I, 201 S); Platte 
River Networks Invoice #18. 1508019 (Aug. !, 2015) (all invoices mentioned on file with the Committee on 
Homeland Security and Governmental Affairs). . 
11 Email from Plane River Networks to Datto, Inc. (June 6, 2013) (on file with the Committee on Homeland Security 
and Governmental Affairs). 
14 Email from Platte River Networks to Platte River Networks (Aug. I, 2013) (on file with the Committee on 
Homeland Security and Governmental Affairs). 
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August 2015, employees at PRN discovered that Secretary Clinton's private server was syncing 
with "an offsite sync server ... belonging to Datto."15 

. 

PRN employees reached out to Datto to determine if the server was actually sending data 
from the private server to Datto's off-site cloud for backup. One PRN employee wrote to Datto . 

. and stated, "(w]hen we made the purchase [of the SIRIS S2000l, it was under the understanding 
that we didn't want to backup to Datto's [off-site] datacenter."1 When a Datto employee 
determined that "for some reason this device [the SIRIS S2000] does appear to be syncing with 
the Datto Cloud,"17 another PRN employee bluntly replied, "[t]his is a problem. This data 
should not be stored in the Datto Cloud .... " 18 Whereas CESC specifically requested that no 
data from Secretary Clinton's private server be backed up off-site, according to this infonnation, 
it appears that Datto was providing backups for the server "from the beginning" of the contract.19 

Thus, as of August 2015, Datto apparently possessed a backup of the server's contents since June 
2013. 

In response to this finding, PRN employees directed Datto to not delete the saved data 
and worked with Datto to find a wal to move the saved information on Datto 's servers back to 
Secretary Clinton 's private server.2 According to documents received by the Committee, it 
appears that Datto and PRN employees discussed an option to save the data on a USB drive, send 
the USB drive to PRN, and "then wipe (the data] from the [Datto] cloud."21 Despite these 
communications, it is unclear whether or not this course of action was followed. Additionally, 
questions still remain as to whether Datto actually transferred 'the data from its off-site datacenter 
to the on-site server, what data was backed up, and whether Datto wiped the data after it was 
transferred. 

It also appears that PRN employees were directed by CESC to reduce how much data 
would be stored in each backup. In August 2015, a PRN employee raised the prospect that the 
length of the backups was reduced at sonie point during PRN's time managing the server. In an 
email to a colleague with the subject line "CESC Datto," the PRN employee asked if it is 
possible to use Mimecast,22 PRN's email archiving system, to find an old email from CESC 
directing PRN to reduce the length of Datto's backups. He wrote: 

IS Email from Platte River Networks to Platte River Networks (Aug. 6, 20 15) (on file with the Committee on 
Homeland Security and Governmental Affairs). 
16 Email from Platte River Networks to Datto, Inc. (Aug. 6, 20 15) (on file with the Committee on Homeland 
Security and Governmental Affairs). 
17 /d. 
IS /d. 
19 Email from Platte River Networks to Platte River Networks (Aug. 7, 2015) (on file with the Committee on 
Homeland Security and Governmental Affairs). 
20 Email from Platte River Networks to Datto, Inc. (Aug. 6, 20 15) (on file with the Committee on Homeland 
Security and Governmental Affairs): 
21 Email from Platte River Networks to Platte River Networks (Aug. 7, 2015) (on file with the Committee on 
Homeland Security and Governmental Affairs). 
22 PRN used a Mimecast product that allowed PRN to archive employee emails in a cloud-based server and search 
that archive as needed. See Mimecast, Archiving, Risk & Compliance (last accessed on Sept. 23, 20 15) 
https:l/www.mimecast.com/solutions/email-archiving-compliance/. 
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Any chance you found an old email with their directive to cut the backup back in 
Oct-Feb. I know they had you cut it once in Oct-Nov, then again to 30days [sic} 
in Feb-ish. If we had that email, we are golden. Would Mimecast have archived 
it by chance? Wondering how we can sneak an email in now after the fact asking 
them when they told us to cut the backups and have them confirm it for our 
records. Starting to think this whole thing really is covering up some shaddy 
shit.... I just think if we have it in writing that they told us to cut the backups, and 
that we can go public with our statement saying we have had backups since day 
one, then we wer~ told to trim to 30days (sic], it would make us look a WHOLE 
LOT better.23 

The State Department formally requested all of Secretary Clinton's records related to her 
time as Secretary of State on October 28, 2014?4 lt is unclear why Secretary Clinton's 
representatives apparently directed PRN to reduce the backup time period of her emails around 
the same time period or in the months following the State Department's request. 

In order to better understand Datto's role relating to Secretary Clinton's private server, 
the backup and security capabilities of the private server, and any directives provided to Datto 
relating to the server, I ask that you please provide the following information and materials: 

1. Please produce all documents and communications between or among employees or 
contractors of Datto and employees of Platte River Networks, Clinton Executive 
Services Corp. (CESC), or any other party referring or relating to Secretary Clinton's 
private server or any backup device. 

2. Please produce all contracts between Datto and Platte River Networks, CESC, or any 
other party referring or relating to Secretary Clinton's private server or any backup 
device. 

3. Please produce all invoices, bills, and receipts prepared by Datto or its representatives 
or agents regarding Secretary Clinton's private server or any backup device. 

4. Please produce all helpdesk, service, or support tickets received by Datto from Platte 
River Networks, CESC, or any other party related to the Datto device used to backup 
Secretary Clinton's private server. 

5. Is Datto authorized to store classified information? Were any Datto employees 
authorized to view classified information? Please explain. Did Datto's contract 

13 Email from Platte River Networks to Platte River Networks (Aug. 19,201 S) (emphasis added) (on file with the 
Committee on Homeland Security and Governmental Affairs); see also Email from Platte River Networks to Platte 
River Networks (Aug. 18, 201 S) (PRN employee believes CESC direction to reduce the length of time backups were 
kept "was all phone comm[unication]s") (on tile with the Committee on Homeland Security and Governmental 
Affairs). · 
24 Letter from Patrick F. Kennedy, Under Secretary, U.S. Department of State, to Cheryl Mills (stamped Nov. 12, 
20 14) http://www .archives.gov/pross/press-releases/20 l S/pdf/attachment4-clinton-letter.pdf. 
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regarding Secretary Clinton's private server include provisions related to the storing 
of classified information? 

6. Has Datto been contacted by the Federal Bureau oflnvestigation (FBI) or any other 
law-enforcement entity regard Secretary Clinton's private server? Has Datto turned 
over any information, materials, or equipment to the FBI or any other law 
enforcement entity? Please explain. · 

7. Information obtained by the Committee suggests that PRN ordered a new Datto 
device in 2015 .. to tum encryption on for the backups and then to power down the old 
device."2s Please explain the measures taken to ensure the security of data stored on 
the SIRIS S2000 device, the private cloud, and the Datto Cloud. 

a. Was the backup data stored on the private cloud encrypted when the device 
was first installed in 2013? 

b. Was the backup data stored on the Datto Cloud encrypted? 

8. Please explain the process for storing data in the Datto Cloud. 
a. How long is data retained in the cloud? 
b. What happens to the data once the required retention period is reached? 
c. Is the data deleted automatically? 
d. As mentioned above, CESC requested that the retention period for backups be 

reduced to 30 days. What information would be lost by reducing the backup 
retention period to 30 days? Please explain. · 

9. According to documents !eceived by the Committee, Datto was providing off-site, 
cloud-based, back-up services for data contained on Secretary Clinton's private 
server.26 

a. How much data was stored on Datto's cloud? Please explain. 
b. Was this data eventually moved elsewhere? If so, where and how was this 

data moved? If the data was moved from Datto's servers, did Datto retain a 
copy of that data? If Datto retained a copy, please provide this material to the 
Committee. . 

c. Please explain what security measures are in place to protect the data stored 
on Datto's cloud? 

d. During the time in which Secretary Clinton's private server was backed up on 
Datto's cloud, did Datto's cloud come under cyberattack? If so, please 
provide documentation that includes information about the time and date each 
attack occurred and whether any data was compromised. 

e. According to documents received by the Committee, Datto was not supposed 
to be storing data from Secretary Clinton's private server as part of the 
contract.27 Please explain how and why data was stored on Datto's cloud. 

25 Email from Platte River Networks to Platte River Networks (Aug. 18, 20 15) (on file with the Committee on 
Homeland SecuritY and Governmental Affairs). 
26 Email from Channel Sales Executive, Datto, Inc., to Platte River Networks (Aug. 6, 20 IS) (on file with the 
Committee on Homeland Security and Governmental Affairs). 
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f. As mentioned <1bove, Datto employees reviewed why backups to the Datto · 
cloud were occurring. 28 Please provide any documentation or correspondence 
related to what these employees found. 

Please provide this information and material as soon as possible, but no later than 5:OOpm 
on October 19,2015. Additionally, I ask that you please provide the Committee with a staff­
level briefing to discuss Datto's role in backing up the server. 

The Committee on Homeland Security and Governmental Affairs is authorized byRule 
XXV of the Standing Rules of the Senate to investigate ''the efficiency, economy, and 
effectiveness of all agencies and departments ofGovenunent."29 Additionally, S. Res. 73 (114th 
Congress) authorizes the Committee to examine "the efficiency and economy of operations of all 
branches and functions of the Government with particular reference to (i) the effectiveness of 
present national security methods, staffing and processes .... "3° For purposes of this request, 
please refer to the definitions and instructions in the enclosure. To the maximum extent possible, 
please provide unclassified responses to my questions~ should a complete response to any 
question require that you s·end me classified information, you may send me that iilformation 
under separate cover, via the Office of Senate Security. 

lfyou have any questions about this request, or concerns about the instructions or 
requirements in the enclosure, please contact Scott Wittmann or Mike Lueptow of the Committee 
staff at (202) 224-4751. Thank you for your prompt attention to this matter. 

cc: The Honorable Thomas R. Carper 
Ranking Member 

Enclosure 

27 Email from Channel Sales Executive, Datto, Inc., to Platt~ River Networks (Aug. 6, 2015) (on tile with the 
Committee on Homeland Security and Governmental Affairs). 
za ld 
29 S. Rule XXV(k); see also S. Res. 445, 108rlo Cong. (2004). 
30 S. Res. 73 § 12, l 14th Cong. (20 15). · 

----- ·- -----
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Instructions for Responding to a Committee Request 
Committee on Homeland Security and Governmental Affairs 

United States Senate 
1 J 4th Congress 

A. Responding to a Request for Documents 

1. In complying with the Committee's request, produce all responsive documents that are in 
your possession, custody, or control, whether held by you or your past or present agents, 
employees, and representatives acting on your behalf. You should also produce 
documents that you have a legal right to obtain, that you have a right to copy or to which 
you have access, as well as documents that you have placed in the temporary possession, 
custody, or control of any third party. Requested records, documents, data, or 
information should not be destroyed, modified, removed, transferred, or otherwise made 
inaccessible to the Committee. 

2. In the event that any entity, organization, or person denoted in the request has been or is 
also known by any other name or alias than herein denoted, the request should be read 
also to include the alternative identification. 

3. The Committee's preference is to receive documents in electronic form (i.e. CD, memory 
stick, or thumb drive) in lieu of paper productions. 

4. Documents produced in electronic form should also be organized, identified, and indexed 
electronically. 

5. Electronic document productions should be prepared according to the following 
standards: 

a. The production should consist of single page Tagged Image Files (".tif'), files 
accompanied by a Concordance-format load file, an Opticon reference file, and a 
file defining the fields and character lengths of the load file. 

b. Document numbers in the load tile should match document Bates numbers and .tif 
file names. 

c. If the production is completed through a series of multiple partial productions, 
field names and file order in all load files should match. 

d. All electronic documents produced should include the following fields of 
metadata specific to each document: 

BEG DOC, END DOC, TEXT, BEGA TI ACH, END ATTACH, PAGECOUNT, 
CUSTODIAN, RECORDTYPE, DATE, TIME, SENTDA TE, SENTTIME, 
BEGINDATE, BEGINTIME, ENDDATE, ENDTIME, AUTHOR, FROM, CC, 
TO, BCC, SUBJECT, TlTLE, FILENAME, FILEEXT, FILESIZE, 
DA TECREA TED, TIMECREATED, DA TELASTMOD, TIMELASTMOD, 
INTMSGID, INTMSGHEADER, NATIVELINK, INTFILPATH, EXCEPTION, 
BEGATTACH. 
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e. Alternatively, if the production cannot be made in .tifformat, all documents 
derived from word processing programs, email applications, instant message logs, 
spreadsheets, and wherever else practicable should be produced in text searchable 
Portable Document Format (".pdf') format. Spreadsheets should also be provided 
in their native form. Audio and video files should be produced in their native 
format, although picture files associated with email or word processing programs 
should be produced in .pdf format along with the document it is contained in or to 
which it is attached. 

f. If any of the requested information is only reasonably available in machine­
readable form (such as on a computer server, hard drive, or computer backup 
tape), consult with the Committee staff to determine the appropriate format in 
which to produce the information. 

6. Documents produced to the Committee should include an index describing the contents 
ofthe production. To the extent more than one CD, hard drive, memory stick, thumb 
drive, box or folder is produced, each CD, hard drive, memory stick, thumb drive, box or 
folder should contain an index describing its contents. 

7. Documents produced in response to the request should be produced together with copies 
of file labels, dividers or identifying markers with which they were associated when the 
request was served. 

8. When producing documents, identify the paragraph in the Committee's schedule to which 
the documents respond. 

9. Do not refuse to produce documents on the basis that any other person or entity also 
possesses non-identical or identical copies of the same documents. 

10. This request is continuing in nature and applies to any newly discovered information. 
Any record, document, compilation of data or information not produced because it has 
not been located or discovered by the return date, should be produced immediately upon 
subsequent location or discovery. 

11. All documents should be Bates-stamped sequentially and produced sequentially. Each 
page should bear a unique Bates number. 

12. Two sets of documents should be delivered, one set to the Majority Staff and one set to 
the Minority Staff. When documents are produced to the Commit(ee, production sets 
should be delivered to the Majority Staff in Room 340 ofthe Dirksen Senate Office 
Building and the Mi'nority Staff in Room 346 ofthe Dirksen Senate Office Building. 

13. If compliance with the request cannot be made in full by the date specified in the request, 
compliance should be made to the extent possible by that date. Notify Committee staff as 
soon as possible if full compliance cannot be made by the date specified in the request, 
and provide an explanation for why full compliance is not possible by that date. 

2 

HRC-2759 



Instructions for Responding to a Committee Request 

14. In the event that a document is withheld on the basis of privilege, provide a privilege log 
containing the following information concerning any such document: (a) the privilege 
asserted; (b) the type of document; (c) the general subject matter; (d) the date, author and 
addressee; and (e) the relationship of the author and addressee to each other. 

15. If any document responsive to this request was, but no longer is, in your possession, 
custody, or control, identify the document (stating its date, author, subject and recipients) 
and explain the circumstances under which the document ceased to be in your possession, 
custody, or control. · 

16. If a date or other descriptive detail set forth in this request referring to a document is 
inaccurate, but the actual date or other descriptive detail is known to you or is otherwise 
apparent from the context of the request, produce all documents which would be 
responsive as if the date or other descriptive detail were correct. 

17. In the event a complete response requires the production of classified information, 
provide as much information in unclassified form as possible in your response and send 
all classified information under separate cover via the Office of Senate Security. 

18. Unless otherwise specified, the period covered by this request is from January 1, 2009 to 
the present. 

19. Upon completion ofthe document production, you should submit a written certification, 
signed by you or your counsel, stating that: ( 1) a diligent search has been completed of 
all documents in your possession, custody, or control which reasonably could contain 
responsive documents; and (2) all documents located during the search that are 
responsive have been produced to the Committee. 

B. Responding to Interrogatories or a Request for Information 

I. In complying with the Committee's request, answer truthfully and completely. Persons 
that knowingly provide false testimony could be subject to criminal prosecution for 
perjury (when under oath) or for making false statements. Persons that knowingly 
withhold subpoenaed information could be subject to proceedings for contempt of 
Congress. If you are unable to answer an interrogatory or information request fully, 
provide as much information as possible and explain why your answer is incomplete. 

2. In the event that any entity, organization, or person denoted in the request has been or is 
also known by any other name or alias than herein denoted, the request should be read 
also to include the alternative identification. 

3. Your response to the Committee's interrogatories or information requests should be made 
in writing and should be signed by you, your counsel,' or a duly authorized designee. 
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4. When responding to interrogatories or information requests, respond to each paragraph in 
the Committee's schedule separately. Clearly identify the paragraph in the Committee's 
schedule to which the information responds. 

5. Where knowledge, information, or facts are requested, the request encompasses 
knowledge, information or facts in your possession, custody, or control, or in the 
possession, custody, or control of your staff, agents, employees, representatives, and any 
other person who has possession, custody, or control of your proprietary knowledge, 
information, or facts. 

6. Do not refuse to provide knowledge, information, or facts on the basis that any other 
person or entity also possesses the same knowledge, information, or facts. 

7. The request is continuing in nature and applies to any newly discovered knowledge, 
information, or facts. Any knowledge, information, or facts not provided because it was 
not known by the return date, should be provided immediately upon subsequent 
discovery. 

· 8. Two sets of responses should be delivered, one set to the Majority Staff and one set to the 
Minority Staff. When responses are provided to the Committee, copies should be 
delivered to the Majority Staff in Room 340 ofthe Dirksen Senate Office Building and 
the Minority Stafiin Room 346 of the Dirksen Senate Office Building. 

9. If compliance with the request cannot be made in full by the date specified in. the request, 
compliance should be made to the extent possible by that date. Notify Committee staff as 
soon as possible if full compliance cannot be made by the date specified in the request, 
and provide an explanation for why full compliance is not possible by that date. 

1 0. In the event that knowledge, information, or facts are withheld on the basis of privilege, 
provide a privilege log containing the following information: (a) the privilege asserted; 
(b) the general subject matter of the knowledge, information, or facts withheld; (c) the 
source ofthe knowledge, information, or facts withheld; (d) the par~graph in the 
Committee's request to which the knowledge, information, or facts are responsive; and 
(e) each individual to whom the knowledge, information, or facts have been disclosed. 

11. If a date or other descriptive detail set forth in this request is inaccurate, but the actual 
date or other descriptive detail is known to you or is otherwise apparent from the context 
of the request, provide the information that would be responsive as if the date or other 
descriptive detail was correct. 

12. In the event a complete response requires the transmission of classified information, 
provide as much information in unclassified form as possible in your response and send 
all classified information under separate cover via the Office of Senate Security. 

13. Unless otherwise specified, the period covered by this request is from January I, 2009 to 
the present. 
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C. Definitions 

I. The tenn "document" in the request or the instructions means any written, recorded, or 
graphic matter of any nature whatsoever, regardless of how recorded, and whether 
original or copy, including, but not limited to, the following: memoranda, reports, 
expense reports, books, manuals, instructions, financial reports, working papers, records, 
notes, letters, notices, confinnations, telegrams, receipts, appraisals, pamphlets, 
magazines, newspapers, prospectuses, inter-office and intra- office communications, 
electronic mail (e-mail), contracts, cables, notations of any type of conversation, 
telephone call, meeting or other communication, bulletins, printed matter, computer 
printouts, teletypes, invoices, transcripts, diaries, analyses, returns, summaries, minutes, 
bills, accounts, estimates, projections, comparisons, messages, correspondence, press 
releases, circulars, financial statements, reviews, opinions, offers, studies and 
investigations, questionnaires and surveys, and work sheets (and all drafts, preliminary 
versions, alterations, modifications, revisions, changes, and amendments of any of the 
foregoing, as well as any attachments or appendices thereto), and graphic or oral records 
or representations of any kind (including without limitation, photographs, charts, graphs, 
microfiche,, microfilm, videotape, recordings and motion pictures), and electronic, 
mechanical, and electric records or representations of any kind (including, without 
limitation, tapes, cassettes, disks, and recordings) and other written, printed, typed, or 
other graphic or recorded matter of any kind or nature, however produced or reproduced, 
and whether preserved in writing, film, tape, disk, videotape or otherwise. A document 
bearing any notation not a part of the original text is to be considered a separate 
document. A draft or non-identical copy is a separate document within the meaning of 
this tenn. 

2. The tenn "communication" in the request or the instructions means each manner or 
means of disclosure or exchange of infonnation, regardless of means utilized, whether 
oral, electronic, by document or otherwise, and whether face to face, in meetings, by 
telephone, mail, telex, facsimile, email (desktop or mobile device), computer, text 
message, instant message, MMS or SMS message, regular mail, telexes, discussions, 
releases, delivery, or otherwise. 

3. The tenns "and" and "or" in the request or the instructions should be construed broadly 
and either conjunctively or disjunctively to bring within the scope of this subpoena any 
infonnation which might otherwise be construed to be outside its scope. The singular 
includes plural number, and vice versa. The masculine includes the feminine and neuter 
genders. 

4. The tenns "person" or "persons" in the request or the instructions mean natural persons, 
finns, partnerships, associations, corporations, subsidiaries, divisions, departments, joint 
ventures, proprietorships, syndicates, or other legal, businesses or government entities, 
and all subsidiaries, affiliates, divisions, departments, branches, or other units thereof. 

5. The tenn "identify" in the request or the instructions, when used in a question about 
individuals, means to provide the following infonnation: (a) the individual's complete 
name and title; and (b) the individual's business address and phone number. 

5 

HRC-2762 



Instructions for Responding to a Committee Reouest 

6. The tenns "referring" or "relating" in the request or the instructions, when used 
separately or collectively, with respect to any given subject, mean anything that 
constitutes, contains, embodies, reflects, identifies, states, refers to, deals with or is 
pertinent to that subject in any manner whatsoever. 

7. The tenn "employee" in the request or the instructions means agent, borrowed employee, 
casual employee, consultant, contractor, de fact employee, independent contractor, joint. 
adventurer, loaned employee, part-time employee, pennanent employee, provisional 
employee or subcontractor. 

8. The tenns "you" and "your" in the request or the instructions refer to yourself; your finn, 
corporation, partnership, association, department, or other legal or government entity, 
including all subsidiaries, divisions, branches, or other units thereof; and all members, 
officers, employees, agents, contractors, and all other individuals acting or purporting to 
act on your behalf, including all present and fonner members, officers, employees, 
agents, contractors, and all other individuals exercising or purporting to exercise 
discretion, make policy, and/or decisions. 

# # # 
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Huma Abedin Clinton E~mail (huma@clintonemaJot(C©lm~ #l\nalysis 

Key Findings 

Analysis of two datasets in the FBI's possession revealed approximately 1,539 unique work-related e-mails
1 

involving only two 
parties: hdr22@clintonemail.com and huma@clintonemail.com (hereafter, referred to as "CA party e-mails"). Hillary Clinton's 
legal team only turned over 32 CA party emails to the State Department in December 2014. 

When conducting their review of the -60,000 emails, Hillary Clinton's legal team possibly failed to assess the entirety of 
huma@clintonemail.com (hereafter, "Huma CE") e-mail correspondence with Clinton determine which were work-related. All 
Huma CE e-mails in the 30,524 e-mail datasee contained another search term used in the legal team review process (e.g., 
names and emails of key individuals, "Libya," "Benghazi"), indicating Huma CE and Abedin's name were possibly not used as 
their own search terms to identify those emails for production. 

Breakdown of all huma@cllntonemail.com E-mails in Original Dataset Provided to the FBI 
Note: For taxonomy, emoils were counted os individual emails and not by distinct chains 

Methodology used by Clinton's legal team to Identify 30,524 work-related e-malls from the total-60,000 emails,: 
1. All emails containing a ".gov" email address (accounted for over 27,500 of the emails deemed work-related) 
2. First and last names of over 100 State Department and US government officials, including close aides and staff 
3. Sort by sender/recipient to identify non-obvious or non-recognizable email addresses, misspellings or other idiosyncrasies 
4. Key terms, including "Benghazi" and "Libya" 

The FBI assesses the 2,598 Huma CE emails In the original dataset were potentially determined to be work-related by Clinton's 
legal team as follows: 

30,524 total emails provided to 
the FBI· 2 598 hit on Huma CE 

2,338 Huma CE emalls hit on a 
". ov" email address 

260 Huma CE emalls hit on 
search terms other than ". ov" 

/~- -----

( ::.~ ---<~~ 
' -30,000 <---~-.._ e~-a~~- / --------IMon- Huma Abedln 

\ dataset, ~~ 

~~;; 
--------

".gov" hit, 
2,338 

Other search "Libya" 29 ltev names and . .• • 
term hit, 260 e-m ails 41

, 228 ----....._"Benghazi", 2 
"Tripoli", 1 

Breakdown of huma@clintonemail.com E-mails in Additional Datasets Acquired by FBI 

G:'=VJ'ililt iftlli~qL~ C<i•::t'.:i\lj:r..li11:r.?J:J 
OriiJlnal-30,000 Datto Backups5 Cooper BlackBerry Backups6 

.. ... ,. ~----·--·-·--··-··- .. ·-·--........ 
Total hdr221,!cllntonemall.com DoS 

30,524 16,216 10,613 
tenure e-mails In dataset 

Uniq~e ;ork-rel~~d CA Partv ~~-;;.ails 1 32 1,085 454 

1 The F Bl assessed e-mails to be work-related if they were related to Clinton's officia I capacity at DoS (e.g., sched uline, travel, call sheets, personnel aJ)J)ointments). 
2 According to Clinton's camJ)aign website, 30,490 potentially work-related e-mails were provided to DoS on December 5, 2014. On August 6, 2015, Williams & 
Connolly provided the FBI a .PST file containing 30,524 e-mail messages, which they indicated was a copy of the emails provided to DoS. 
3 

According to information available on Clinton's campaign website. 
41 

E-malls included in the "N n· H m Abedin ke names and e-mailsH rou includes the followin Individuals: Cheryl Mills, Jake Sullivan) )Monica b6 
Hanley, Sidney Blumenthal the original e-mail in the chain d1d not include Abedln but b7C 
was included in original 30,524 e-mail dataset). 
5
This dataset constitutes two backups made by the Datto device on 6/24/13 and 6/29/13 ofthe Paeliano Exchange Server. 

6
This dataset constitutes two separate backups Justin Cooper made of Clinton's BlackBerries on 4/13/09 and 11/26/11. 

7 "Unique" indicates the FBI reviewed all e-mails In this category to ensure they did not contain duplicates within and across the datasets (i.e., if the same email 
appeared twice in the Datto Backups and once in the Cooper BlackBerry backups, it was only counted once instead of three times). 
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Filing and Sealrity 

~N8F8111:N 

DECLASSIFIED EY: HSICG .i 37 J85'f34 
ON 05-HI-201 7 

Primary case ... l ______ __,~ 

Serial Number; 1 

Serialized: 10/15/2015 

Source 
assify On; 20~ • 

~) MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE 
MATTER (SIM) 

case lnfonnatlon 
Subfile; CART 

Type: Investigative 
Predication Source: Required 

Status: Pending 

Owning Squad: D5-CD4 

Cue Managers; ... ~---~~--~~=~-__. 
,JQN8TH!N C MQfEn 

I 
Case Participants: KABLE CHARLES H IV 

JONATHAN C. MOFFA 

Details 

Robert Allan Jones 
COLEMAN RANDALL C 
D5-CD4 (SC) 
D5-CD4 COSTl 

STRZOK PETER P II 

Case Access: Prohibited to everyone except Case Participants. 
·:Ul 

Case Summary: ~f!+r'-) FBIHQ, Counterespionage Section. is opening a full 
investigation based on specific articulated facts provided by an 811 
referral from the Inspector General of the Intelligence Community, 
dated July 6, 2015 regarding the potential compromise of classified 
information. 

DocumentTltle: (UI Subfile Opening Document 

HRC·2980 
ll/2/20 15 9:52 AM 
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St>ptineP~rking Copy 

2of2 

Synopsis: (U/ ~l Opening of CART Sub file 

Details: · (U//~) 

To Open a CART Subfileo 

-----------------------------------·---------------, 
. -. . .. . . . ·-

0--"-o·--0 --··•·•oo-~-o--o---- o-----oTo" .. o. o o -------, -ooo•• 0 •o•o•••••oo•-----T" 
0 

Display Name I Enterprise Role ! Entity Role J Entily Type ! US Perwn 

. t Entities to display 
0 0 

. 
0 0 

. 

l.Oilding Entities. .. 

, ,, 
No clata to display ' l. 0000-00_00_ ...... ___ , ---·---.. --0;_::: 00--

I~ 4 Page !..__j of 1 

··-·----

.... 00----0 0----. . ·-· ·--·o· . •o• •o 0··-·----------j 

Routif'l 
From: WASHINGTON FIELDJ'-___ __. 

Drafted by: I tr. 
Approved by: ~~ ======:::::::~~ 

HRC-2981 
11/2/2015 9:52AM 
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AL L INFOF<HA'I'ION COlofTAINEI: 
H::.REIH IS UliCl.ASSI'FIED 
DA'T E 01-og-2017 BY J76J18'1'80 NSICG 

FD-302a (Rev. 10-6-9~) 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1011512015 

On October 15, 2015, sA !received a compact disk (CD) from FBI OTD 
containing photographs from a 10/372015 search at an Equinix facility in Secaucus, NJ. The CD is 
enclosed in an attached 1 A. 

Investigation on 10/03/2015 ~----~s~ec~a~uc~u~s.~N~J~--------------------------------------

File# ~ 

B~~------------J;--------------------

Date dictated __ _,_,N:~..<A_,__ ______________________________ __ 

This document contains neither recommendations nor conclusions of the fBI. It is the property of the FBI and is loaned to your agency; it 
and its cont~nts are not to be distributed outside your agency. · 
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DECt.ASSiriED BY: NSICG J3'?J85T94 
ON 0!5-18-2017 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/20/2015 

To: INVESTIGATIVE ANALYSIS UNIT 
OPERATIONAL TEC~NOLOGY DIVISION 

Attn: ssniL.------------------~~ b
6 

1 b7C 

To: CART FORENSIC ANALYSIS UNIT 
OPERATIONAL TECHNOLOGY DIVISION 

Attn: SITS/FE~~--------------~ 

From'l k!~SII~:: EI~Ir wi CARTD 

Contact: 1 
L.-----------------------------~ 

Approved By: SSAI 

~~========~------~ 
Drafted By: L.~--------------~~ WFO CART 

.~ ~3 
Case ID #: ~~~~ ~CART (Pending) 

Title:iij:1 ~) MID-YEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: 
Technology 
support of 

C&/ f'Np) To request the assistance of the FBI Operational 
Divisio~ <oTpl Tnyestig,tive Analysis unit (IAU) in 
the easel 

L.-------------~ 

Administrative: (U/ /F'OUO) DO NOT UPLOAD. ENSURE IT IS DISSEMINATED 
ONLY WITH A NEED TO KNOW AND IS APPROPRIATELY STORED. 

Details: 
~~/~) The captioned investigation is highly sensitive and 

considered a prohibited investigation. Additionally, the 
investigation is designated a SIM and has an exem,tion for uploading 
approved by AD Randall Coleman I _Serial 1). 

~ /ifii') The writer requests the assistance of the FBI Operational 
Technology Division (OTD) Investigative Analysis unit (IAU) to 

~/H6P61tH 
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~/-N6PORN 

conduct intrusion analysis and malware/virus analvsis on the 
following digital evidence in support of case~~--------------~ 

• lBSl: Dell PowerEdge R620 server, Service Tag: GXJWFXl 
including device itself and virtual machine files (with memory) 
located on device · 

• 1B46~ 

• 1B46 :1 

• 1B49: I 

• lB# TBD by WFO ECC: Logs and events from CloudJacket IDS device· 
• 1BS2: BlackBerry cell phone 
• 1BS3: BlackBerry cell phone 
• 1B54: iPad Model A1396 
• 1B45: Dell PowerEdge 1950 server (Blackberry Enterprise 

Server), Service Tag: SYSXWBl 
• 1B3: Dell PowerEdge 2900, S/N: G842PC1 
• 1B2: Lenovo ThinkPad T420 PB-YC912 
• lBl: Lexar micron 16 GB thumb drive, 1 Lexar Micron 8 GB thumb 

drive, 1 Kingston 8 GB DT SE9 thumb drive: 
o Request for Malware Analysis on these devices 

• 1B48: Datto Server 882 barcode C84 70FC11M70024 used for system 
backups (cloud storage device) 

• 1B44: Supermicro server, S/N: 002590AFDEBE used for system 
backups (local storage device) 

(U//-F9UO~ Forensic images and/or copies of the above meqia will 
be provided by the Computer Analysis Response Team (CART) 
Headquarters (HQ) Forensic Analysis Unit (FAU) in Quantico, 
Virginia. 

b3 
b7E 

b7E 

(U//-Pe9e) I b7E 

(U/ /FOUO) · Cont'acts for this lead: 
• Case agents. SSA,r-;1 ;;.....==.....;;;;==.;~-------------------.1 s~ 
I ~-------~ 

~//!19P9RN 
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~/MOP6R:lf 
·' 

Snecialist/Forensic Examiner (ITS/FE)L..~------~~· 
I 

• WFQ CART· IT 

I 
• ChRT HQ Fnrensi c »nal,rsi ~ Unit· 

L...--1 ___ _____.r · Supervisory ITS/FEI I 

LEAD(s): 

Set Lead 1: (Action) 

OTD DP-IAU 

AT OPERATIONAL TECHNOLOGY DIVISION, INVESTIGATIVE 
ANALYSIS UNIT 

(U//FOUO) Attention: ssAI 
Information provided for action dee~m=e~a~~a~p~p~r~o~p~r~1~a~t~e~.----~ 

Set Lead 2: (Action) 

OTD DP-FAU 

AT OPERATIONAL TECHNOLOGY DIVISION, FORENSIC ANALYSIS 
UNIT 

!U/ /FotJOl Attention: Supervisory IT Specialist/Forensic 
Examiner! !Information provided for action deemed 
appropri~a~t~e-.--------------~ 

•• 

~/NOPOR:N 
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·. . . A.LL IN£0RMA:TION CONTAINED 
HEREIH IS UNCLASSII'IEO 
CA.TE 01-09-201 i BY J76J1S'l'80 N'SICG 

FD-302a (Rev. 10-6-95) 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 11/06/2015 

On October 3, 2015, the following individuals from the Federal Bureau oflnvestigation (FBI) 
participated in the execution of an on-site search via consent at Equinix, Incorporated data center 
"Equinix NY2" at 275 Hartz Way, Secaucus, NJ 07094: 

; ) 

• Su ervisory Special Agent (SSA), FBI Washington Field Office (WFO) 
• Special Agent (SA), FBI WFO 
• Attorney, FBI Office of General Counsel 
• nfonnation Technology Specialist (ITS)/Forensic Examiner (FE) and 

Technical Program Manager, FBI Operational Technology Division (OTD) 
• I ~Computer Scientist (CS), FBI OTD 
•I ITS/FE, FBI WFO Computer Analysis Response Team (CART) 

The following individuals were also present: 

· • Vestigant LLC 
• Katherine M. Turner, Esquire, Williams & Connolly LLP 
• I !Project Manager, Platte River Networks (PRN) 

Summary: 

The assistance of OTD and CART personnel was requested to support the search and seizure of 
digital evidence during the execution of a Consent to Search at the location referenced above on October 
3,2015. 

Case reference: Case File Numberl 
CART Submission ID: 164461 L-------....1 

CART Service Request ID: 75561 

Specimens: 

The following computer-related equipment related to the PRN client "CESC" was located in the 
Equinix data center "Equinix NY2" within cage number 00260, cabinet number 205, hereafter referred to 
as the "CESC cabinet: " 

Investigation on 10/03/2015 at Secaucu~ NJ 

File II J ~ART~ S Date dictated NIA 

g/FEI ~ By ITS/FEI ls4 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FD-302a (Rev. 10-6-95) 

Continuation ofFD-302 of On-site search at 275 Hartz Way. Secaucus. NJ- October 3. 2015, On 11/06/201 S. Page 2 

I. PRN Server: A Dell PowerEdge R620 server, Service Tag: GXJWFXI, powered on. 
2. BlackBerry Enterprise Server: A Dell PowerEdge 1950 server, Service Tag: 5YSXWB1, 

Express Service Code 129S8372429, powered off. 
3. Seagate Desktop USB external drive: A Seagate Desktop 1.0 TB Universal Serial Bus (USB) 

external drive, Serial Number (SIN): 2GHJ026M, plugged in to the PRN Server. 
4. Cisco NAS: A Cisco 324 Smart Storage Network Attached Storage (NAS) Device, SIN: 

QNP 14150082, plugged into Switch 1 and Switch 2. 
5. Datto Server: A Supermicro 2U (2 ra~k unit) server, Model: S2000, SIN: 002590AFDEBE, 

Invoice: 482547, used for Datto backups, powered on. 
6. CloudJacket Intrusion Detection System (IDS): Cloud Jacket intrusion detection system, 

powered on. 
7. Firewalll: Fortinet Fortigate SOC Security Appliance firewall, located on top, powered on. 
8. Firewall2: Fortinet Forti gate SOC Security Appliance firewall, located on bottom, powered on. 
9. Switch 1: PowerConnect 2S24 network switch, located on top, powered on. 
10. Switch 2: PowerConnect 2824 network switch, located on bottom, powered on. 

Details: 

At 8:12AM, the individuals above entered the building at 275 Hartz Way, Secaucus, NJ 
07094. Individuals received visitor badges at the front office and entere.~~.~.~~.o..~l.lo.l.l.-'~o~.~~.."'-lo.o,l;l,,,,.........,.l.l.o..l.......,. ......... ~ 
NY2 data center at approximately S:22 AM. At approximately S:24 AM 
escorted the individuals above to cage number 00260 and entered his cre...,_e-nt:""'l~S.,.,...I-om-e":"'"tr ... IC-an---,r-p-.I-nc-o~e 
authentication) to open the cage and cabinet number 205 located within the cage where the computer 
equipment was stored. At 8:29AM, the individuals above exited cabinet number 00260 to return to the 
lobby area of the building and begin the collection of data. 

r----.....a.L.WilDilWLIWw:JJL.Jl~l....a.JnL ____ JUJJ~ed into the PRN Serve~L..."""'T'""""~"'"":":"""".....,..~----:--....1 
using the usemame "pmadmin" and the password 

PRN Server was done from 

started a new Microsoft Word document entitled "On-site Visit" on his laptop and 
captured screen shot information and datastores. This document was continually 
updated throughout the collection process to save information on settings, passwords, and configuration 
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FD-302a (Rev. I 0-6-95) 

Continuation of FD-302 of On-site search at 275 Hartz Way, Secaucus. NJ- October 3. 2015, On 11/0612015, Page 3 

data for the network and stora e environment. At the end of the collection rocess the document was 
save 

A t 1 8 55 AM FBIOTD dCART t d h "CESC b' " t approx1ma e y 
' an personne re-en ere t e ca met an d 

lwere saved to an Adobe Portable Document Format (PDF) document 
I the Backup Retention policy was set to 2 months and the 

Backup Schedule was set to every hour. While on site after consultation wtth the mvestil!ative team the 
<;:Pl'!rr.h tPl'ITTI ur~11. ~.-ivi.;:p,-i tn l'!<;:<;:i<:t PRN I 

I Workinsz under the di · of 

The BlackBerry Enterprise Server, Seagate Desktop USB external drive, and the Datto Server 
were removed from the PRN cage and cabinet and brought to the Equinix NY2 lobby area for seizirre. 

HRC-2993 

b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 



. . 
FD-302a (Rev. l 0-6-95) 

Continuation ofFD-302 of On-site search at 275 Hartz Way. Secaucus. NJ- October 3. 2015, On ll/06/2015, Page 4 

At 7:10PM, the search team exited the Equinix NY2 data center. 

Disposition of Evidence: 

At 7:03PM~ the following specimens were provided to the seizing agent, sA.._ __ __.Ifor storage 
and subsequent transport to the FBI WFO Evidence Control Center: 

I. 
2. Dell PowerEdge 1950 (BlackBerry Enterprise Server) 
3. Seagate Desktop USB external drive 
4. Supermicro SIRIS SlOOO Server (Datto Server) 

Derivative Evidence: 

1. 

HRC-2994 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription ll/06/2015 

On October 8, 2015, the following individuals from the Federal Bureau oflnvestigation (FBI) 
participated in the execution of an on-site search via consent at Equinix, Incorporated data center 
"Equinix NY2" at 275 Hartz Way, Secaucus, NJ 07094: 

• I 
• SA, 

Special Agent (SA), FBI Washington Field Office (WFO) 
FBI WFO 

Co 
fiTs IF 

mputer Scientist (CS), FBI OTD 
E, FBI WFO Computer Analysis Response Team (CART) 

• 
• 

The following individuals were also present: 

Summary: 

• I lvestigant LLC 
• Katherine M. Turner, Esquire, Williams & Connolly LLP 
• I ~roject Manager, Platte River Networks (PRN) 

The assistance of OTD and CART personnel was requested to support the search and seizure of 
digital evidence during the execution of a Consent to Search at the location referenced above on October 
8, 2015. 

Case reference: Case File Numbed 
CART Submission ID: 164462 ....._ _____ __. 

CART Service Request ID: 75562 

Specimens: 

The following computer-related equipment related to the PRN client "CESC" was located in the 
Equinix data center "Equinix NY2" within cage number 00260, cabinet number 205, hereafter referred to 
as the "CESC cabinet: " 

I. PRN Server: A Dell PowerEdge R620 server, Service Tag: GXJWFXl, powered on. The server 
was running the following Virtual Machines (VM) in the powered-on state: 

Investigation on l 0/08/2015 at __ ~S=e=ca=uc=u=s~N=J __________________________________ __ 

File# _JL ____ _Jlrc'-'AR""'T.._-_lt~ Date dictatc;::d==:N;;;;;/A!;;;;;-__________________________ _ 

By ITS/FEJr------1~ I, 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FD-302a (Rev. I 0-6-95) 

Continuation ofFD-302 of On-site search at 275 Hartz Way, Secaucus. NJ- October 8, 2015. On ll/0612015, Page 2 

a. CESC-PRN: ESXi Host server for the "CESC" network. Microsoft Windows Server 200S 
R2. 

b. CESC-DCO I : Domain Controller for the "CESC" network. 
c. CESC-EXCHOl: Exchange server for the "CESC" network. Microsoft Exchange 2010. 
d. CLNTINETBB: BlackBerry Enterprise Server (BES) for the "CESC" network. 
e. vCenter: Centralized management for virtual machines and the virtual server environment. 

2. ·Cisco NAS: A Cisco 324 Smart Storage Network Attached Storage (NAS) Device, SIN: 
QNP141500S2. 

3. CloudJacket Intrusion Detection System (IDS): Cloud Jacket intrusion detection system, 
powered on. 

4. Firewall I: Fortinet Fortigate SOC Security Appliance firewall, located on top, powered on. 
5. Firewall2: Fortinet Fortigate SOC Security Appliance firewall, located on bottom, powered on. 
6. Switch 1: PowerConnect 2824 network switch, located on top, powered on. 
7. Switch 2: PowerConnect 2S24 network switch, located on bottom, powered on. 

Details: 

At 10:20 AM, the individuals above, except Mrs. Turner, entered the building at 275 Hartz Way, 
Secaucus, NJ 07094. Individuals received visitor badges at the front office and entered the lobby area of 
the Equinix NY2 data center at approximately 1 0:22 AM to wait for further instruction from the 
investigative team and Mrs. Turner. At approximately 12:20 PM, the individuals exited the data center. 

At approximately 2:51 PMJ Jescorted the individuals to the lobby) 
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Continuation ofFD-302 of On-site search at 275 Hartz Way, Secaucus. NJ- October 8. 2015, On 11/06/2015, Page 3 

r-------=A..:;t:..:a:a::p~proximately 6:36 PMJ lshut down the Cisco NAS. At approximately 6:48 PM, 
.__""""!"'"~---Jbhut down the physical PRN Server and unplugged it from the network. The PRN Server 

and Cisco NAS were removed from the CESC cabinet and cage and brought to the Equinix NY2 lobby 
area for seizure. 

At 9:00PM, the search team exited the Equinix NY2 data center. 

Disposition of Evidence: 

At approximately 6:50PM, the following specimens were provided to the seizing agent, SA 
r----...,lfor storage and subsequent transport to the FBI WFO Evidence Control Center: 

1. 
~--------------------------------------------------~ 2. CiscoNAS 

3. PRN Server 

Derivative Evidence: 

1. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription l/5/20 16 

In an emjlil dated January 4, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE) 
L......--~=--___.t>fthe Federal Bureau of Investigation (FBI) Washington Field Office (WFO) C ute na 

Response Team (CART) provided the following documents to Supervisory Special Agents (SSA 
an~ pfthe FBI Cyber Division! ICyber Threat Analyst,~ N:"Ta~t-.o-n..,a""""" ........ ___. 
Investigative Joint Task Force (NCIJTF) Office of Analytical Assessments (OAA), andl I 
Information Technology Specialist, Investigative Analysis Unit, Operational Technology VlVlSIOn: 

l) 

2) I tor further analysis 
~by~th~e~C~y-b~e-r~o~.-v-.s-1o-n-.--------------------------------------------~ 

The attachments were burned to a CD and are included in a I A envelope along with a copy of the email 
dated January 4, 2016. 

Investigation on 1/4/2016 at ___ ,.!;W~as~h!.!:in~g~to.:!.!n"-'. D~C~------------------

File# JL __________ .JJP::c~AR~· ..~.:T•:...f1~ Date dictated __ N~/!..!:A!..__ ______________ _ 

By~~--------------_t-------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date oftranseription l/13/2016 

___ ..:.In~an~emLLiiail dated January 12, 2016, Infonnation Technology Specialist/Forensic Examiner (ITS/FE) 
L....----__,bfthe Federal Bureau oflnvestigation (FBI) Washington Field Office (WFO) C~o:.um~u~te:L.I,;,IIoi.I.W..I.oi.loo1.o 

Res onse Team CA provided the following docu:enr to Sunervjsopt Special Agents (SSA 
ofthe FBI Cyber Division, SA! .J:>fthe FBI Chicago Fiel'1,..,,..._I ... c-e,-a-n ___ ..... 

L--~r----........ :IU.IIi~hreat Analyst, National Cyber Investigative Joint Task Force (NCUTF) in reference 
_L.-____ ..... CART): 

The file was burned to a CD and is included in a lA envelope. 

Reference Document: Serial 8LI _____ _.....~CART) 

Investigation on 1/12/2016 at ____ ~w~a~shmin~ro~o~n~.o~c~-----------------------------------

File# JL __________ ......,!c=A=R:o...:l_' •-'--. 'l~ Date dictated ---'N!..:l/"'"A~...-____________________________ _ 

By~L----------~~------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the· property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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CLASSIFIED BY : NSICC J76J18'1'80 
?.Z..~.SON : 1 . 4 (C) 
m:C L}...SSI'FY OIJ : 12-31- 20 41 
m . E : 01 - 1 2- 2011 

FEDERAL BUREAU OF INVESTIGATION 

ALL mroru&TIOH COIITAHlED 
BE.F<EIN IS UNCLASSIFIED EXCEP'T 
\offiERE SB0h1·l C:TKE.Rh'ISE. 

Date of transcription 2/812016 

On February 4, 2016, Information Technology Specialist/Forensic Examiner (ITS!FEj ~f 
the Federal Bureau of Investigation (FBI) Washington Field Office. (WFO) Computej Analvsis Resnlse Team 
(CART) provided a DVD containing the following documents to Special Agent (SA fthe FBI 
Chicago Field Office for additional analysis: 

I) 

2) 

3) 

4) 

5) ' 0:: ', , ... , 

6)L---------------------------~ 
The documents above identified b review case name, contai~'L.......,....,...~~-::":"--:-..,....-:---:--":""':"'--:--:~ 

e DVD containing the fi les above is enclosed in a lA 

Investigation on 2/4/2016 at _ _ _,W"->a,sh"-'i!!Jng,....to,_,n.:..·..~oD:.:.C'--------------------

File# jL _____ _plc<!:A!.!:R~T_4~" Date dictated __ N.:..!!..:./A.!.----- --------- ---

By~L ________ _r-------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2124/2016 

On February 24, 2016, Infonnation Technology Specialist/Forensic Examiner (ITS!FEJ ~f 
the Federal Bureau of Investigation (FBI) Washington Field Oftice (WFO) Computer Analysis Response Team 
(CART) provided a DVD containing the following document to Special Agent (SAJ ~fthe FBI 

· Chicago Field Office for additional analysis: 

The docume~t aboye. identified by the reyiew case name I 
contain~'L---:-----::-:---:---o:-----:-"":"":"-":""":"'----:---::--:--:---:--"""':""""""':"""--'::":"""-----_.lii;e DVD 
containing the file above is enclosed in a IA envelope for inclusion in the case file. 

Investigation on 2/24/2016 m ____ ~W~ru~shwi~nm~on~·~D~C~------------------------------------

File# Jt. _____ ...J->lc"'-AR~'f."-~_.l.&..[ Date dictated __ __._,N"-'-/A_.__ ______________________________ _ 

By~L ______ J-----------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are .not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 3/4/2016 

On February 29, 2016, Infonnation Technology Specialist/Forensic Examiner (ITSIFE1 bf 
the Federal Bureau oflnvestigation (FBI) Washington Field Office (WFO) Computer Analysis Response Team 
(CART) ~rovided the following document to Special Agent (SA)I ~fthe FBI Chicago Field Office 
for additional analysis: 

·~~------------~ 
~-----T~he~do~c~uwmwe~n~t~ab~owy~~u::~rnwjn~~L----------------------------------------------~:1 

~ 
referenced m evtdence ttem• 

On March 4, 2016, ITSIF~ ... --... ~rovided the following document to sAjL. __ ___.Ifor additional analysis: 

Two (2) DVDs containing tbe files above are enclosed in a IA envelope for inclusion in the case file. 

Invcstiga;;.ti::on:.:..:.:on:.=:::::3::/4;;;/2;;;0;;;;16;- at Washington. DC 

File# ~ lcART-I'Z.. Date dictated _.....:...:N'-'-/A..__ ______________ _ 

By~L----------~~r·------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2/24/2016 

On March 28, 2016, Infonnation Technology Specialist/Forensic Examiner {ITS/FE~ lof 
the Federal Bureau of Investigation (FBI) Washington Field Office (WFO) Computj Analysis Resno~se Team 
(CART) provided a DVD containing the following documents to Special Agent (SA fthe FBI 
Chicago Field Office for additional analysis: 

~!I 
~------~======~------------~ The documents above contai~ I from 

evidence item IB42, which is documented in Serial number 102 in the case file. The DVD containing the files 
above is enclosed in a IA envelope for inclusion in the case file. 

Investigation on 3/28/2016 at __ ...!;WUlas~h.!!!inWigt~oa.~n..J. D!.!:C!:....... _________________ _ 

File# j l::ART·l"f Date dictated __ Nulu:.A:L..----------------

By~L-------------T-------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

HRC-3012 

b6 
b7C 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

., 

b3 
b7E 

b6 
b7C 



b6 
b7C 

HRC-3013 
• 



ALL INEORl.I.ATIOH CQlolT.AINED 

3:::~IN IS UNC~.SSI!IED 
DA:TE 01-0~-2017 BY J76J18'r80 HSICG 

FD-302a (Rev. l 0-6-95) 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 4/19/2016 

On April 4, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE f the 
Federal Bureau oflnvestigation (FBI) Washington Field Office (WFO) Computer Ar}al~bl;~QiiS:e;'['eaf~ 
(CART) proyided a DVD containing the following documents to Special Agent (SA L------....1 

Chicago Field Office for additional analysis: 

1. 

2. 

3. 
4. 
5. 
6. 

Op April I 3 20 I~ ITSIFEI !provided a DVD containing the following documents to Intelligence 
Analyst! . or additional analysis: . 

I. 

Investigation on 4/19/2016 at __ .!!W!.J!a~shll.!in.u;gt'-ll.o!!.!n..J. D~C"'--------------------

File # J kART-:-IS Date dictated _ _.Nu.I~A!..__ ______________ _ 

By~L-------~--------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FRl and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. 
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FD-302a (Rev. 10-6-95) 

Continuation of FD-302 of~ I On 04/19/2016, Page 2 

2. 

3. 

On Anti I 19 20 I~ ITS/F~ ~rovided a DVD containing the following documents to Intelligence 
AnalysJ or additional analysis: 

l.IL...-----------------~ 
HRC-3015 
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Continuation ofFD-302 of _JL _________ .....J-------->· On 04/19/2016, Page ---=3 __ 

2. 

3. 

Three (3) DVDs containing the files above are enclosed in a lA envelope for inclusion in the case file. 
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ALL. IHFORHA1'IOH COIITAINEJ:: 

3EREIN IS UNCt.ASSIFIED 
D..il.r:E: 01-03-2017 8'.:' J76.118T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 05/09/2016 

On May 9. 2016, Information Technology Specialist/Forensic Examiner (ITS!FEj ~fthe 
Federal Bureau of Investigation (FBI) Washington Field Office (WFO) Computer Anf'vsis Resnonse Team 
(CART) provided a DVD containing the following documents to Intelligence Analyst !for 
additional analysis: 

1. 

A DVD containing the files referenced above is enclosed in a lA envelope for inclusion in the case file. 

Investigation on 05/09/2016 ~----2w~~~h~i~ng~ro~n~·~D~C~------------------------------------

File# JL _____ ..flC~AR~T~....·~f~(o Date dictated ___ N~/u;;Al....-----------------

By~L-------r-------------------------------------~---
This document contains neither recommendations nor conclusions of the FBI. It is the propeny of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL IHrORlLll..TION CONTAINED 
3EREIN IS UNCL..ASSIFIED 
DATE 01-09-2017 B't J76J18T80 NSICC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 05/13/2016 

. On May 13, 2016, Information Technology Specialist/Forensic Examiner (ITS/FE~ lor the 
Federal Bureau of Investigation (FBI) Washington Field Office (WFO) Computer Analysis Response Team 
(CARD nroyjded a DJD containing the following documents to Intelligence Analys~ ~nd Special 
Agen~ of the FBI Chicago Field Office for additional analysis: 

I. 

2. 

3. 

Two (2) DVDs containing the files referenced above are enclosed in a 1 A envelope for inclusion in the case 
file. 

Investigation on 05/13/2016 m ____ ~w~~&Whi~n~~on~.~D~C~------------------------------------

File# jt. _____ ....f~..:;A..!.!R~T~..,_.Iu..1 Date dictated _ __,_,N"-'/A_.__ _______________ _ 

By~L------------~-----------------------------------------
'Ibis document contains neither recommendations nor conclusions of the FBI. It is the propeny of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Filc Number I ~~('.fl-~ l 
l'ield Office Acquiring Evidence 

Serial # of Originating Document 

Date Received /f)-· ftj .... it:J 

From (TO 
(Name of Contribu Iori I n1crv icwee) 

(Address) 

(City and State) 

By ~L...----------1~------
To Be Retumed 0 Yes 

Receipt Given D Yes 

lb!~, 

L!:r No 

~No 
Grand Jury Material- Disseminate Only Pursuan_! to Rule 6 (c) 
Federal Rules of Criminal Procedure 

D Yes CiJO'Io 
Federal Taxpayer Information (FTI) 

0 Yes lSi' No 

Title: 

Reference: 
{Communication Encklsing Mat~al) 

Description: 0 Original notes re inlervicw of 

,, ... (' f 
:_ <..)- 1/)'\.. (\. ( j'\ I •'I t' 

._:-.. J li. '~- '" 

Hi .-2 - t l2-
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F0-340 (Rev. 4-11-03) 

File Number 

Field O(ficc Acquiring E vidence 

Serial# of Originntiug Document 

Date Received i 0 [t.. v {i 0 i -s-

From _ _ _ _ .-_.L"--'/--=.)"--~).;._rp__..,~ " ..... M""'"'""'"'" 

(Address) 

(City and Slate) 

·:us·jrcJL, ______ _J--- -

o Yes ~Q. ... 
3y 

To Be Returned 

Receipt Given 0 Yes ~ 
Grnnd Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Crimi•tal Procedure...-/~~· 

D Yes U No 
Federal Taxpayer Information (IT!) /.· 

0 Yes CY" No 

Title: 14trt>·-'1 t:A Q.. ·e'K A1o/l, · 
fV!S->Hflf..}i>LJ:t•../C- l:t= U-i~~0F.r£D~ 
L.t 1---'it U~' i.V~ s l.' eft c.: T (j~ G:·LL {~ Ti~ '(' ,· . 
5f,\) :> J:"·-rrv E ::n.lt<;·I:JZ·ATzvc: 14tf'r-rr~~~ (:::;I,Lil) 

Reference: Cc: k-T:c,g~ Jist:; ;~tn .. , (. ~ (&.V\ .J;Atl 

Description: 
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CECLASSiriEC BY: NSICG J'i6J18T80 
OH 01-09-2017 

lwF) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: ~/ l'Nuli'81Ul 

------------------------------------------------------------------------------------------------------------
TRANSITORY RECORD 

Per our discussion, please find the attachment detailing the lead to IAU. 

Here is the contact information for the filter team: 

• s4 
·~~------------------~ 

A lead has been set for CART FAU as well for the copies of the media per the attachment. 

Please let me know if you have any questions. 

I Ibi!Dkl 

IAU_EC_Oct20_20 
lS.docx 

================================~=;=;;================ 

Classification: ~/ /Mel"OR-!1 
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I ·, 

FD-J40 (Rev. 4-11,..;;-0;.;;.3)'----------------. 

File Number J 1·-CflC. I 

Field Office Acquiring Evidence 

Serial fl of Originating Document 

D:ltc Hcceivcd 

From TT:s /r"' l 
(~'L. ----------...J 

(Address) 

(City 3nd State) 

By .f.:; I(-' tl 
To Be Returned 0 Yes L::[j'"=,...N-o ______ ----J 

Receipt Given 0 Yes ~No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
federal Rules of Criminal Procedure 

0 Yes Gr'No 
Federal Taxpayer lnfonnation (FTI) 

0 Yes ~No 

Title: {"\>-"\> ·~ '( c ~~ i?... ~ x. A ~v~; 
(JZC:.'->ttltll} Di..,'-r;JJC:r or- Ofi'>S.IT'J: ~"0; 

fJ il-\\! oWfJ s "'' s-r t:ct oe LP u. JJiR ~; . 
~ 6liSJ: I IV 6 :::C;.i ll (.S 1-:rG tli:J:: J ( i 11 111'1 6~- (5Xil1) 

Reference: ( AKT Sk.l-1i~-.·,c h :Q>·. /04 4b( 
(Conununicl tion Enc losing Material) 

; Description: G/ Original notes re if! teA ic:,. eJ 
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FD-340 (Rev. 4-11-03) 

File Number 1·- CART 

Field Office Acquiring Evidence 

Seri :ll #of Originating Document 

Date Received . v/S llDi .~ 

From ------==r==-·~-~~-- ~-l r~~fl OM~Wwmmuoreweq 
(Addn:ss) 

(City and State) 

By S'DJF~..L----------'._,_ _ _ _ _ 
0 Yes d No To Be Returned 

Receipt Given 0 Yes ~~ 
Gr<lnd Jury Material- Disseminate On ly Pursuant to Rule 6 (e) 
r edcral Rules of Criminal Procedure_/· 

0 Yes l4 No 

Federal Taxpayer Information (FTI) _// 

0 Yes L1 No 

Title: /YlJ.IJ -- v (AI!.. e~ It ,11; 
P11- '>HiiN'i> i •. :S{l.(- of UA->SJFJ:{'D;. 
Li !11 t::. o w.t,c S '-' .s. I (L'7 o ;!. C...!i . ... qVf ~ ':"' · . . 
S(N:,~ ·r:J-vG ;;A} v~<; I ::iG·A-rrv6'(u1JiTcR.{ >~in) 

Reference: C. .. J4RT $-..\~.(,, ·.~>.~··, Th: I "Jiq L'2-
(corru,,u nication Enclosing Material) 

Description: IT" Original notes rc+tNertiew-&'L...--..-1 
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ALL IN?ORMA7'ION COHTAIHED 
HEREIN IS Ul'!CLASSI.::IE"C 
DATE 05-1;3-:;:017 .3Y J37c18~o'r94 liSICG 

FD-340(Rev. 4-ll-03) 

File Number 

Field Office Acquiring Evidence 

Serial II of Originating Document 

Date Received _____ _;_1~/:i.L z.;.:., l ., 

From 
_ _ ______ -:!::.J,::::...':\..;_.:_'> (N~.\~~.....:r:~!:!..c o-ll coomom,m"'""""""' 

(Address) 

(City and Stale) 

By 

To Be Returned D Yes 

Receipt Given 0 Yes 

D No 

D No 

Grand Jury Material- Disseminate Only Pursuant fo Rule 6 (c) 

Federal Rules of Criminal Procedure 

0 Yes D No 

Federal Taxpayer Information (FTJ) 

0 Yes D No 

Title: 

Reference: 
(Conununi.;ation Enc:losing Matt:rial) 

Description: WOriginaLnolCS.rc.intcr:v.icw.ofO 

__________ \~~.\~0 ________ _ 
\, 
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DECLASSEIED BY: ~JSIC.G J37.J85TSI'i 
OH 05-18-2017 

!A0 
r-D-340 (Rev. 4-11-0)) 

File Number ---'--------------'~-·-.....:C.:::::....:....A:...:.F-..~T------
fldd Office Acquiring Evldenee ____ \j\J.!,..._.!...r!..l..D'------------

Serial# of Originating Document ____ ....::~:.....__ ___________ _ 

Date Received ------r:=~~l:::j::::::!:\=:2:'0::1:::::1o::· ====:::::;---------

From ___ .-.:::;):;,_~~'S~IF-:F~N .... J -------_J-------

(Address) 

(City and Sl.lte) 

By ________ ~,J_l~S~i-P_(~ 

To Be Returned 0 Yes lfNo 

Receipt Given 0 Yes O"No 
Grand Jury Material· Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 
Federal Taxpayer lnfonnation (FTI) 

0 Yes 

(Z:( No 

/ 
[]No 

•1TJ\ ()ji(}(Vlru ·{€-R../3x AM; . 
l I lhJ:.sHAr-JDt...:r:~ o~ CL,LJ(s-_:rt=:rE»; 

~u~ . l 
1 I 

~TJit 
I I 

illtJ j((Vo wtv' s lA 13.J"EL\ oe. c ou. ~If<. If· 
5 8-JS:CTSV€:: :J:tJV6.ST.I 6-A ti"VE M,qTI6R {_ S:;::i;'ll/) 

Reference: ------------------------­
(Communication Enclosing Material) 

Description: ~ginalnote~ 
c.f .e.~ll -f-o Sflu ""J C..YJ> du.:t~~ 
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CLASSIFIED E'I NSICC J76J113'1'130 
RR..ii:.SOH: 1. 4 (C} 
D~CLASSir,· OH: 1.2-31-2041 
DATE: 01-12-2017 

b6 
b7C 

~WF) (FBI) ALL INfOFJ-iA'l'ICH CONTAINED 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~HE~IN IS m~LASSiriED ~CEM 

I kWF) {FBI) rlHEF.E SHO'r.'N OTHER"r<ISE From: 
~i~Diii~JiW:iitil]i~016 3:31 pr~------.., 
1-------......... ..t~<~J~j~ foTmMg~~) <FBI):=I ==:::::!..... __ __ 
~~~~-----~WF) (FBI)J I<CD) (FBI)~~---------' 

Sent: 
To: 

Cc: 

Subject: 

SentineiCaseld: NON-RECORD 

Classification~/~OFOftn 

====================================================== 

Per our discussion last week, attached are the following documents: 

1~--------------------------~~--------------------------------------~ L.-~~~~~~~~~~~~~~~_.Piease note the 4- to 5-digit number(-·- xxxxx) above each entry. 

2 

This number corresponds to the item number in the CART review system and will help us track the item back to 
I if needed. 

b7E 

b6 
b7C 

b7E 

:s·~ . ' 
bl 
b3 
b6 

L.-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ b7C 
As always, please let me know if you have any questions. 

Thanks, 

1 
HRC-3053 

b7E 

b6 
b7C 
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DECLASSEIED BY: NSIC.G J37.J85T9>1 
ou 0 5-18 -20 17 

(U) 

FD-)40 (Rev. 4- 11 -0)) ,...---------------, 

File Number j l- C l~(~r 
Field Orficc Acquiring Evldence 

Scri ul #of Originating Document _ _ _ _ q..:._ ____ _ ________ _ 

Dale Received 

From ----------~~~·-_-x_s~I ~~--~C~LI ----------r-----J-------------(Namc or oe; 

By ______ '1.__ ... _\_S-+/...:.r...:L..._:~ 

To fie Rctw·ned 0 Yes 

f<-;:. -- I '\_,i f 'O L) -1· v 

(Address) 

(City and State:) 

--o No 

Receipt Given 0 Yes D No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedun: 

0 Yes 0 No 

Federal Taxpayer Information (FTI) 

Reference: 

Description: 

0 Yes 

(Communication J.:nclosing Materia l) 

Q · OFiginal-notcs-rc.inter:view.of--0 

" ' 5 ;-'' .... ,~A :s~ c.·· ~ 
l 

tM .. 
~c·-··-- .. 

' .~ "' \ ,;,.., v ' I 

.. 
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DECLASSIFIED B':.:': NSICG .i37J85'1'9~ 

. ON 05-18-201 7 

FD-340 (Rev. 4·11-0J) 

File Number 

~~OFORN 
'\~ to 

( ,~, f:?.. T 

field Orricc Acquiring E"ldence ___ _:(_.u_f.:...._o ___________ _ 

Seri3l # of Origina ting Document ---'-~----------------

Date Received 

from 
------~--~~~ 

(Address) 

(City and Sbtc) 

sy ----~_L~--~~- ~~s~-,~~~~c~· J~ ____________ _i~--------------
To Be Returned 0 Yes 

Receipt Given 0 Yes G No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes El No 

Federal Taxpayer Information (FTI) 

0 Yes 

rU't ~) I\A.Jol{6~ 12. e~~g~:n, _ ,_. ___ 
1'\1};: s tl !-1 f-J -:J L.J-IV l,.. cf t L!~\ S.i +- :r t ()

1
. 

LMJ?rvuwi\.J svB~Ecr ol~(e: l-o..r0\l~\· 
) f ~ r; ::[ T .:I: V c :I: ttl i/ 2> I .:r 6 A\~\/~ V1n 1-'lTl ( 1'2.. (-s I ,A-t J 

Reference: 
(Communic~lion Enclosing Moterial) 

Descrjption: 121 Originttl-notes·re-interview o~.._ _ ___. 

~-~~V~»=cl=· =(=¢.J.~\~.~o;~~J----------------~~ --ti ____ JI :,l~lll·l'rCe.¢ tP 4 2h l'l& -CoL· c:cdcl: o;~.«+L: . .,-.c..!,,. ,;s 
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D:::C~.SSEIED BY : NSICG J 37J85'1'94 
OH 05 -18-201 7 

I'D-J.IO !R~" · 4- li..OJ) 

File Number ---L ___________ _jb C J~ I~ ·r 
fltld Office Acquiring Evlden(c _ _ _._W~F-=c;;;....· -------------

Seri al #I of Originating Documen t - ----t--1>------ --------

Date Received 

From _ _ __ _.:.;:\;:....~....:..\...::.S~I.....:.f~e,J~ 
(Nam.J ..... __________ ...J 

(Address) 

(Cily ~nd State) 

By _ ___ .....;,. 7:.:....::--..:.., ...:::<;:.._\~-.~:.F~c_· -1 

To Be Returned D Yes 

Receipt Given 0 Yt:s ~No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules ofCriminal Proceduie 

0 Yes 0 No 

Federal Taxpayer Information (FTI) 

0 Yes l2:{No 

=:u) &/rttftJ fJ1.1D ~, t.n r<- e.x:ttn'1 ~ 
n1rsH(-ItJb~tV G- or C..t..A~SXI="IED·, 
UUlL!VOl))~_) 5 () G:ItC-1 0 f.- t.Dv ... lJT\~ '{, 
S(JJ5:r::"~v·e:_ J:"rJ U£s T r& f1 'f'J:v S f!.-111 ne-~ ( s.:c·,VI) 

Reference: 
(Communicat ion Enclosing Material) 

Description: o-· Original notes-reintervie-w-oO 

b v'D Gf'Vl i« ; •?; oe.)l 
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m:C t.ASSiriED BY : NSICG J3? JB5'T94 
DH 05 -18-2017 

( - · 
. ~INOfOAM 

\A {L., 
fD-340 (Rev. 4- ll -OJ ) 

File Number _j'-----------J-1-·_C~'A_f-:_2_1 ______ __ _ 
field Offitt Atqulrlng Evidence ---~!})...,__h...::O::.....__ _________ _ _ 

Serial # or Originating Document ----.L-...:1,::.....__ ___________ _ 

Dole Received 

From ____ ..Y...::::...._~;_;.S=-i. j.:_F~fl'-______ ,J-1------ --

{Address) 

(Cily and Sule) 

sy _______ :r~·~·\~~~l~n~t~~ ~l __________ _r---------------
To Be Returned 0 Yes ITNo 
Receipt Given D Yes O~o 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 
~ederal Taxpayer lnfonnation (FTI) 

0 Yes 

I U .l~ 

Reference: ----- ----:-::::---:--:-------------­
(Communic:uion Enclosing Material) 

Description: []/' Original noteHe-interview-orO 

i)DV D r !l!1ta·.)1 : J 

HRC-3057 
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DECL.ASSHIED E!Y: USICG J37J85T94 
OH 05-18-2017 

[7[). )~0 (Rev. 4-11-03) 

~rf\~~Jron~~~ 

1£\1; 

File Number ----L __________ _jl-~....l(_,_-JLt/-.L.l :c.f.::....!..i _· ___ __ _ 

Field OHict Acquiring Evidence _______ Vv~'..:.~......:::::0:....._ _______ _ _ 

Serial # of Originating Document ---------------- --

Date Received 

From ------'·:C::::::_\:__<;~-.,...J/1.....!(......:-C.,~l 
(Nilln~ of Cot 

~---------~ 

(Address) 

(Cily ~nd State) 

By --------~~Jl~··s_· ~/F~t~/ 1~ ~--------_i------
To Be Returned 0 Yes t:r-No 
Receipt Given 0 Yes 1.6'.-No 
Grand Jury Material- Disseminate Only Pursuan1 to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 

Referenct!: 
(Communication Euclosing Material) 

Description: 

.. i 

HRC-3058 
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~ ( '. 

CECLASSHIEJ: EY: l:1SICG J37JB5T94 
OH 05-18-::?017 

~lb\5©)~ I 

I J\ '~ 
F0-)40 tRcv. 4-11..{)3) 

File Number ---'-------------l~~C..!....A.!.!!C~T _______ _ 

'!. J'F0 field Office Acquiring Evidence __ __.lOV;,__"--------------

Scrial # of Originating Document ___ __!,l_c; ____________ _ 

Date Received t.-1/1 ') l Z.. 0/fo 

From ___ .]:_l'_S_{_J~-:.1..;~'-r.:..,J:::~~~:~~~~~~~~~~~:-_-_-_-_-_-_-_-_-_-_-

(Address) 

(City and St;~tc) 

By -r1s )Fcl L-_......,.. __ _:------­

E?No To Be Returned 0 Yes 
~0 Receipt Given 0 Yes 

Grand Jury Materia!'~ Disseminate Only Pursuant to Rule 6 (e) 
federal Rules of Criminal Procedure 

0 Yes 
Federal Taxpayer Information (FTI) 

0 Yes 

Reference: 

Description: 

,.......... 
EJ No 

(Communication Enclosing Materi~l) 
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(ijJ 

CECLASSiriEC BY: NSICC 
ON 05-18-2017 

J37J85T94 ~ ~ 

( 

H>-)40 (Rev. 4-11-{):J) 

1
- <." ,LJ r> '(' 

File Number L_ __________ J-: _r_'"----------
field Office Acqulrlog Evldeote ____ V.::..'-'_~,;_C'.;;;.D ___________ _ 

Serial II of Ortginaling Document ____ \...D...,( lf<..a ___________ _ 

Dale Received 

From -------~~~~~5~-~IP~t~(~~~--------------~-----------------
(Address) 

(City and S tltc) 

By --~S,...;_TS-+I.:.....;f£~1 
~------~------~ 

To Be Returned 0 Yes Er"No 
Receipt Given 0 Yes ~No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (c) 
Federal Rules of Criminal Procedure 

0 Yes 
Federal Taxpayer Information (FTI) 

0 Yes 

~ ;t-rrl<>-~( ~ (-. E)< f/W\ ·, 

\(X\'? 

vtl:C s \1 J4 J.) D L- ·:r~o~ C.LAS'ST 0 ~)>; 
lAtJ\L\,}c,AA0 5GWsH:cT~I2- Lt:Jv.-t,Jlr'~·-1; .· ... 
StAJ'>X.fT~'6 ~,vJt::s-r:nfA-rrvt: ;1111-riT~(sr~) 

Reference: __...,~-·-' ----------------------­
(Communication Enclooing Material) 

Description: cr·· Ori~nal·notes-re-inte.r:::J 
J) \fD ("""f-a· ...... ;.,.. ,r--~----------------------------------..... 

-
--

HRC-3060 
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Fl>-)40 (Rev 4·11..03) 

DECLASSifiED BY: NSICC J37J85'1"94 
ON 05-18-2017 

(''. 
~FORM-

File Number -----1_ __________ _ji---=-(=-I-/:....:.;K._::=....:...( ____ _ 

field Offitc Ac:qulrlng Evidence --------'-"LJ~~-0.;:;;..._ ________ _ 

Serial# of Originating Document -----'---..___ ___________ _ 

Date Retelved 5/1 )' / ~~ ~ 
--------r-_.~~~._----r-------------

From --""""I'--·r---'s-+{.;_~-~---~ 

(Address) 

(Ci1y :md Slalt) 

S-rs·jpr: By _ _;;__-+I --"'~---1 

To Be Returned 0 Yes f:rNo 

Receipt Given 0 Yes a---No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 
Federal Ta~payer Information (FTI) 

0 Yes 

~U/ (~) JAIII!:>(fjll ~ 6 kf+M; 
t'VL.-rs ttA rvu 1- x t..>(;,. of' c. u"l5 s r F' .:ct:: D ,­
I)IVt{JJo~AAJ sv!30C:~ '\ o~ (o~l_!-2'(,· 
s~tJS'.:C-r.:Ltlf: J~IIGsl.l."&lf l..t-Vt /h#'Ti£f!. (Srfl7) 

Reference: 
(Communication Em:losing Malcrial) 

Description: o---Original notes 1e intel·\'iew::oO I 
r) l>Vo Covtl~; ... ; "'"I f-

-1 
I +"~v- c..d(.~ ;;-;o"'o. I a ~,,6/.., ~is 

1\ 't>Vl> c 4""~~~ ..... ·~J 
f-

.(;;... t~l.t . ..., "' ... l C YD a.,"' l.., .s; s 

~/NOF~N 
HRC-3061 
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DECLA.SSIFED BY. HSICG J37J85T94 
ON 05-18-2017 

FD-l 057 (Rev. S-8-l 0) 
~M8PeMf 

FEDERAL BUREAU OF INVESTIGATION 
Eleotronlo Communication 

Title: (U) Grand Jury Subtile Opening Document Date: 08/27/2015 

From: LOS ANGELES 
LA-CI-7 (SSAI 

~~------=-=-=L------~ Contact: 

Approved By: SSA~~--------------~ 

Drafted By:~~----------------~ IT!1. 
. 'VI 
1 ' 

Case ID #:I ~GJ-1 (~) MIDYEAR EXAM; 
~------------~ MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsi~: (U) To open a GJ subtile to serve as a repository for Grand 
Jury related materiai. 

Details: 

This document shall serve as opening communication for: 

....._ ____ _.~GJ 

•• 

HRC-3062 
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FD-302a (Rev. I0-6-95) 

-I-

;..LL FBI IHFOR11.ATION' CON'TAINED 
BEREIH IS UNCLASSifiEC 
DATE 12-22-201£ BY J7tiJ18'1'80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/27/2015 

q=:.:.::..=:..:..:a..==~==..:...:.;=oa,...---...,._-__,.."""!"""....relephonically contacted Assistant United 
States Attorne fthe Eastern District of Vir inia who rovided that he 
physically served a subpoena t 

~--------------------~1 ~--------------------------------------~ 

The subpoepa was pccepted by Ll--;o--f------,_1"""'1--;',.....,.,....--------..,...--...J 
L---------~!telephone numbe~~-----..... ~n behalf ofl._ _______ ..... 

Investigation on 0&/27/2015 at Washington. DC 

File#~ 1-frT 2 Date dictated N/A 

By~ q 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

HRC-3063 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Hello, 

e 
!(WF) (FBI) 

ALL fBI IHFORE .. J\'TIDH COH'l'AINEC 
HEREIN IS um:t.ASSI.FIED 
DA'TE 12-22-2016 BY J76J18'1'80 NSICG 

Please find the attached response to your legal request. If you have any questions regarding this production, 
please reply to this email and include the Internal Reference Number provided in the attached letter. 

We ask that you submit all future legal process through 

legal process served via email t 
L-----------------------~ 

Regards. 

1 .___ _____ ....J~q.~ HRC-3065 

b3 
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From: 
Sent: 
To: 

Subject: 
Attachments: 

....._ _____ _, 

....._ _____ ___. 

FYI 

....._ _____ ___. 

Hello, 

ALL i'EI HIFCR~.U;.'l'ION CON'l'AINEC 
3E...~IN IS ID~CLASSIFIED 
DATE 11-:i2-2016 BY J76.118'f80 NSICG 

Responsive Information to Your Legal Process 

Responsive Information to Your legal Process 

esponsive Information to Your Legal Process 

Please find the attached response to your legal request. If you have any questions regarding this production, 
please reply to this email and include the Internal Reference Number provided in the attached letter. 

We ask that ou submit all future le a1 rocess throu 
ltematively, we will accept 

legal process served via email t 

Regards. 

HRC-3066 
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CECLASSifiEC eY: NSICG J37.1B5'1'Sl4 
on 05-18-2017 

FD-1087 (Rev. 5-8-10) 

~u~ . t 
I I 

FEDERAL BUREAU OF INVESTIGATION 
Colleotecl Item Log 

lU:l 
Event Title: ~ Mid Year Exam Date: 09/98/2015 

Approved By:~~--------------~ 

Drafted By:L ______________ ~ 
- \UI 

Case ID f: L-1 _____ ___.~GJ .. 'f (~) MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Collected From: ~ Subpoena Return 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item Type 
18 General 

•• 

No Details Provided 

~e_,$rription 
;u) ~-

Collected On: 09/08/2015 
seizing IndivifpaJ · '"1..;;;..;~;.._----------, 
Collected By: _ 
Location Area: NA 
Specific Location: NA 

This document contains neither recommendations nor conclusions of the FBI. It is the propeny oflhe FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency. 

HRC-3067 
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FD-302a (Rev. 10-6-95) 

UNCLASSIFIED//FOUQ. 

-I-

1'.LL IHI'O..."~,KATIOH CONTAINED 
HEREIN IS ffi.~CLASSIFIED 
CA'l'E 12-22-20H BY J76Jl8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/02/20 I 5 

(U/ /P"OtJ&) I I issued in the United States District 
Court for the Eastern District of Virginia onl I was 

served od I by emai 1 at L-1 -----------------~-----~-------~---' I Immediately following the email described above/ the 
L--w-r-~~.t~e-r __ r_e_c_e~i-v-e~d~a~n automated response fr~o~m~~------~~acknowledging the 

contact.. At 4:09 PM on August 31, 201SJ rrequested a soft copy 
of the legal process. The writer responded on September 01 1 2015 with 
a .txt file containing onl~ lfrom the 
preservation letter .. 

(U//~UO) A copy ofl land emails described above 
are attached to this communication in an FD-340 .. 

Investigation on 08/3112015 at Washing!on, DC 

File# J lGJ -s Date dictated 09/02/20 15 

by SAl ~ ~{!o1~ 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

UNCLASSIFIED//FOUO 
HRC-3069 
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.UL FBI INFCR~.U;.'l'ION CON'I'.l>.INEO 

HEREIN IS ID~Ct...ASSIFIED 

UNCLASSIFIED// FOtJO 
DA'I'E 11-:i2-2016 BY J76.118 '1'80 NSICG 

FD-302a (Rev. 10-6-95) 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 0 9/03/20 I 5 

(U// FOUO) At 4:43 PM on September 01, 2015, the United States 
Attorney's Office in the Eastern Di strjct of Vjrq i n i a n o t jfj e d the FBI 
subpoenas were served t~ I A copy 
of the notification and the subpoenas are attached to this 
communication in an FD-340 . 

Investigation on 09/0112015 at Washington, DC 

File# J l GJ - ~ Date dictated 09/0312015 

by s1 p~I~JzoJf)' 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is' loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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~.L.L .!EI INF.OF.MATIC'If CONTAINED 
HEREIN IS ffi.~CLASSIFIED 
CA'l'E 12-22-20H BY J76Jl8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/08/2015 

{U//POUO) At 2:35 PM on September 08, 2015, the United States 
Eastern District of Vir inia notified the FBI 

A copy of the notification and the 
subpoenas are attached to this communication in an FD-340. 

Investigation on 09/08/2015 at Washington. DC 

File#~ lm -1 Date dictated 09/08/2015 

by s~ hfefzots-
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

UNCLASSIFIED//FOT::Je 
HRC-3073 

b3 
b7E 

b3 
b7E 

b6 
b7C 



HRC-3074 

b6 
b7C 



FD-302a (Rev. 10-6-95) 

UNCLASSIFIED/1~YQ 

-I-

ALL I'BI INFORHA.'l'ION CONTAINE£ 
3EREIN IS UNCLASSIFIED 
DATE 12-22-2016 BY J76J18'r80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/0812015 

(U//~OU&) On September 4, 2015, SAl !received 
an email from the United States Attorney's Office fort~~ Eastern 
District of Virginia containing a subpoena response fro1 I 

The response is attached to this commun~cat~on 
in an FD-340. 

Investigation on 09/04/2015 at Washington. DC 

file# I PJ -i Date dictated 09/0812015 

by s4 p1 /o7/zo ~~ 
This document contains neither recommendations nor conclusions of the FBI. It is the propeny of the FBI and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. · 
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( u I I f'OUQ.) 
an email from SA 

UNCLASSIFIEDI,LEQ'Se' 

-I-

~.L.L INF."'m£ATICH CC!f'J'AINEO 
HEREIN IS ffi.~CLASSIFIED 
CA'l'E 12-22-20H BY J76Jl8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/09nOI5 

T e response ~s attac ed to 
this communication in an FD-340. 

Investigation on 09/04/2015 at Washington. DC 

File# ~ PJ -'l Date dictated 09/09/2015 

by s4 ldl/o'j/zot) 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL INfORMATION CONLUNED 
HEF.EIH IS lTNCLASSIT.'IEC 
DA.'I'E 12-22-20H BY J'?6J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/08/2015 

On September 91 2015, SAl I received 
a Federal Exoress oackaae tracking number! I 

I The oackaqe conta~ned 1 

1~n response to subpoena 
rwas placed into evidence. 

lis attached to this communication in an FD-340. -

Investigation on 09/08/2015 ru ____ ~w~a2sh~i~ng~t~on~.~o~c~------------------------------------

File# ~ JGJ - 1() Date dictated ""09,!.!..~""08!<!.12,.,0~1=-5-------------------------------

by s~ b{t>~{zot'5' 
This document contains neither rccommcnda.tions nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. 
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HE::U:IH IS UNCl..ASSIFIED 
DA.'l'E 1:2-22 -2016 B'l J76Jl8T80 NSICC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/08/2015 

(U//~) On September 4, 2015, SAl !received 
an email from the United States Attorney's Office for the Eastern 
District of Virginia containing a subpoena response f roml 

L...------------------'1 The response is attached tot ""'""'h.,.~"""s ____ _.. 
communicat ion in an FD-340 . 

Investigation on 09/0412015 at Washington, DC 

Fi le# ~ lm -I ! Date dictated 09/0812015 

by SAJ h/tt/zvr) 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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~. L.L INFO.RM:A. 'f ICH CCH'T AI NED 

HEREIN IS ID-lCU..SSiriED 
CATE 12-22-2016 BY J76Jl8TSO NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/1 ono 15 

(U/,r'F:o~u~or~--~o~n~S~e~p~t~e~mb~~e~r~9~.~2~0~l~S~.~S~A~I~------------~-=~_Jireceived 
an email from j I The email and 
attached files contained a supplemental response to subpoena c===J 

The email and files are attached in this 
communication in an FD-340. 

Investigation on 02102/2015 at Washinglon, DC 

File# J lm -/2 Date dictated 09/l 0/20 15 

by s1 r/,o/zu') 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FD-340. 

Investigation on 09/24/2015 

File# ~ ~J 

by s~ 

UNCLASSIFIED//Peee 

-I-

ALL INI'ORMATION CONTAINED 
HEF,EIH IS UNCLASSIF.IEC 
CA.TE 12-2::::-2016 BY J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/25/2015 

The response is attached to this communication in an 

at Washington, DC 

(3 Date dictated 09125/2015 

I 
I 

~[z5'p6t;-
• 

This document contain's neither recommendations nor conclusions of the FBI. It is the property of the FBI and is.loancd to your agency; it 
and its contents arc not to be distributed outside your agency. 
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1:.LL FBI HlTORMATIGN COHTAIHED 
HEREIN IS UNCLASSHIE8 
CATE 12-22-20H EY .i16Jl8'f80 H"SICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/29/2015 

eceived a letter froni I 
r---.....~.,;~:...;::;.=.;::;..,~,..=:.=.:~==:..::.~::.;;.;::.::;.:.~.a....--,;o:r-e""'I=-e~tt""'e-r -co-n""'t~ained a response to subpoenal I 

~=-----~~-~-~~--~ 
indicated they were unable to find any information res onsive to 

the request. A Grand Jury Subpoena Duces Tecum Report was returned via email t of the 
U.S. Attorney's Office, Eastern District ofVirginia, on 9/29/2015. The reference 
attached to this communication in a 1 A. ....._ __ _. 

Jnvestigation on 09/28/2015 at Washing!on, DC 

File#~ Jm -\i Date dictated NIA 

ByMJ 0 4- .Z·1-.201~ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBJ and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 
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~RZIN IS ID~Ct.ASSIFIED 
D..~r::: 12-22-2016 BY J76J18'T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/29/2015 

b3 
~~~~~~~~~~~~------------~~~La~~aw~um~ena b6 

he letter b7c 

and contained a response to b7E 
,Lr-u~ry~r-uT""'""po~e-n-a~u--c __ e_.s Tecum Report was returned 

;.;&--------.Joft e U.S. Attorney's Office, Eastern District of Virginia, on 9/29/2015. The 
return is attached to this communication in alA. 

Investigation on 0912812015 ~----~w~~~hi~ng~t~on~.~D~C~------------------------------------

File# ~t __________ JlG,.J,__-__ 1...:;? ___________ Date dictated _......L:N:.ufA;.!..... ______________________________ _ 

By ~L.---D"l- ~~-15-
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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lWF) (FBI) 

ALL lHfORh~.'riOH C-ONTAINED 
HEREIN IS tn~CLASSHIEC 
CATE 12-22-2016 BY ,1/6Jl8T80 NSICG 

From: 
Sent: 
To: 
Subject: 

1
1 

iBCl : £EBil b.l!El£EBill J (WF)(FBI I 
Fwd:._i ____________________ ..... r 

sA~=,....------~ 
~(desk) 
l______j(mobile) 

Defll' Special Agen~ 

L.......,..,l""""'l'.....,.-..,....---------~-,.....------,_ _______ .....JITherefore, we are not 
able to locate any responsive mfonnation to~ ... --------' 

Regards, 

This transmission may contain confidential information intended only for the person(s) named above. Any 
other distribution, re-transmissionj copying or disclosure is strictly prohibited. If you have received this 
transmission in error, please notif tmmediately and delete this file/message from your 
system. · 
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.__ ____ ~I··- GJ - Jlp 
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b3 
b7E 



To Whom It May Concern, 

In the response below, information for the subpoena regardind ~s 
provided. While the email cites the legal request for informatio.._n_f':"'o,~--------.We 
have received no correspondence with regard to that request. Please confirm that 
information is forthcoming. 

Sincerely, 

sAL-___ __.. 
Federal Bureau of Investigation 
Wasbjngton lield Office 

I J . 

Fromr~~--------------------~------~ 
5el)d 
To::l~~=::::::::::::lc:w:F:l:cF:s:n:::=~------------------~ 
Su~~t~------------~------------------------~ 
Via Email Delivery 

Special Agenl~,.....---......... ......,.....,........----....... 
United States Attorney's Office 
Eastern District of Virginia 
Alexandria Division 
Alexandria, Virginia 

Dear Special Agen~~----....1 

information was found fo 

T~is information was prepared b~ ~n the ordinary course of 
business and was obtained during a reasonable search of our records based on the 
information provided to us for identification. 

Regards, 

2 
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• 
******'*************'***•• ............................................................ ** ....... . 

This transmission may contain confidential information intended only for the 
person(s) named above. Any other distribution, re-transmission, copying or 
disclosure is strictly prohibited. If ytu have received this transmission in error, 
please notif~ immediately and delete this file/message 
from your system. 
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ALL FBI Hl'FORMA'I'ION CONTAINED 
HEREIN IS UNCLASSIFIED 
CA'l'E 12-22-201£ EY J76J18'1'80 NSICG 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/5/201 S 

...-.,~,;;;,;.;..;;....;;;..;;;;...;;;.~;..;;;...;;..;.~;..;;.;;...;;.6,.;;;..;...;;.;;......,;;;,;:... ______ ....,~;;.re.;;.c;;.;e;.;;.iv.;..e;;.;d;;..;;;.a.;;.le;;.;n~e;.;;.r...;;an;;;;;d Subpoena response 

'L--------.-------------------~-....,......,...--....,....JThe response was in 
regards to subpoen tr----.....,..'"T"'""""'~""~"~~~...J A Grand Jury Subpoena Duces Tecum Report was 
returned via email t the U.S. Attorney's Office, Eastern District of Virginia, on 
10/5//2015. The reference s attached to this communication in alA. 

Investigation on 10/5/2015 M ____ ~w~a~sh~in~g~to~n~.D~C~-----------------------------------

File# Jt. _____ .JI~GJ:!....--__ \.;...l...:._ ______ Date dictated __ _.NL:!.!/:LJA.__ ______________ _ 

By ~r----nli ~ 5-IS: 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Investigation on 10/02/2015 

File# J PJ 

By~ 0 

-I-

ALL rBI Il·lFOruU..'fiON OCH'l'AINEC 
!£REIN IS T.nJCL..l>SSIF'IED 
DATE 12-22-2016 EY J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 10/06/20 IS 

at Washington. DC 

- t9 Date dictated N/A 

This document contains neither recommendations nor conclusions of the FBI. h is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL fBI INFORMA'TION CC:N'J'AIHEC 
H:::REIN IS U:NCL...~SSIFIED 
DA'TE 12-22-2016 BY J76J18T80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/8/20 15 

(U/ffOU~ On October 8, 2015, sAl leceived a letter fro~ I 
I The letter wqich was faxed to thd I USAO/EDV A and subse uentl 

~fi~orw_ar_·_d_e_d_v-ia-em-ru~'l...jto sA ]contained a response to subpoena A 
Grand Jury Subpoena Duces Tecum Report was returned via email t of the U.S. Attorney's 
Office, Eastern District ofVirginia, on October 8, 2015. The reference is attached to this 
conununication in a 1 A. 

Investigation on 10/8/2015 at Washington. DC 

File#~ PJ -f'l Date dictated NIA 

By~ D 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency.· 
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P..LL FBI IHFOR11.ATION' CON'TAINED 

BEREIH IS UNCLASSifiEC 
DATE 12-22-2016 BY J76JHI'l'SO NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 10/14/2015 

documentation to the request."-:=~------==----=---=-----------=--:o--"":":""-f"' ____ ....., I I A Grand Jury Subpoena Duces Tecum Report was returned via email tl'-----.Al.;l;.---, 
the U.S. Attorney's Office, Eastern District of Virginia, on 10114/2015. The reference 
letter is maintained in alA. ....._ ______ _. 

Investigation on 10/1412015 at ____ ~w~~~h~in~g~to~n~.D~C~-----------------------------------

File# JL _____ _rP~J __ -.....-.:."2--:.._0 _________ Date dictated __ N~..:.Ir.L.~~-----------------------------

By~L----~r-¥-------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 10/15/2015 

1 b3 . ....._ ___ ___._ b6 

Investigation on 10/15/2015 at Washington. DC 

File.# ~ IGJ - "'2..-l Date dictated NIA 

By~ 0 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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J>.LL FBI INfORMATION CONTAINED 
HEREIH IS UHCLASSII'IEO 
CA'I'E 12-22-201~ BY J7£J18TBO ACG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/19/2015 

subsequently forwarded said package to S "L.-~:---""T""-...&.;;..;..;.;;...~;;;.;;;.;;=~=.;;,;;L,.-----.1 
"--~--......... a letter an in response to subpoen..,_ __ ~----r--...,.~----' 

r:-==----------.&.:iOn 10/19/2015, S ontacte who 
provided A Grand Jury Subpoena Duces Tecwn Report was 
returned via email t fthe U.S. Attorney's Office, Eastern District of Virginia, on 
10/19/2015. The referenced letter an<tOe maintained in alA. 

Investigation on 10/16/2015 at Washington, DC 

File# J lGJ ... ,_~ Date dictated N/A 

By~ D 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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By~ D 

• 
-I-

A.LL .F3I WfORl!.ATION CONTAINED 
HEREIH IS tmCLAS5IfEC 
OA.TE 12-22-20H BY ,i/6Jl8'1'80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date oftranscription 10/19/2015 

at Washington. DC 

- "L'"{ Date dictated N/A 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

HRC-3107 

b3 
b6 
b7C 
b7E 

b3 
b7E 

b6 
b7C 



HRC-3108 

b6 
b7C 



FD-302a (Rev. 10-6-95) 

-1-
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/19/2015 

(U/fFOUO) On October 19, 2015, S eceived a FedEx package froni 
I I subsequently forwarded sat The package froL..m __ _. 
f-~--.....,.~-o-nt~a.,...in-e-;d.-a_r ... esponse to subpoen A Grand Jury Subpoena Duces 

Tecwn Report was returned via email t of the U.S. Attorney's Office, Eastern District of 
Virginia, on 10/19/2015. The referenced subpoena return is maintained in alA. 

Investigation on 10/1912015 M ____ ~w~~~h~in~g~w~n~.D~C~-----------------------------------

File# J-f. __________ ....fb..,J....__-_"V---'S'----------- Date dictated __ N..,./..._A.__ ____________________________ _ 

By~ ~~--------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 

·and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/2212015 

eceived a FedEx package from 

~--":"""":-:-;--r-----:o~------~---;--"""":l"___,.---...,..---;-----,r-lsubsequently 
The package fro ontained a response to 

~~~~~~~~~--------~~ 
subpoen A Grand Jury Subpoena Duces Tecum Report was returned 
via emailLt-r----,.o~tT"'h-e""UT".l':'S-. A":"":"':tt_o...Jrney's Office, Eastern District of Virginia, on 10/19/2015. The 
referenced su poena return is maintained in a 1 A. 

Investigation on 10/22/2015 at ____ ~w~~~h~i~ng~t~on~·~D~C~------------------------------------

File# JL __________ ..,rlG,..J___,~-1.._¥....:...... ___________ Date dictated __ ......_.N..._/A..__ ______________________________ _ 

By~ .....____----L____J 
This document contains neither recommendations nor conclusions of the FBI. It is the propeJ:t)' of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL I'BI INFO~:!.A.'l'ION CONTAINE8 
:::r::::t::IN IS UNCI....~.SSI!IED 

DAE 12-22-2016 BY J76J18'r80 HSICG 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/23/2015 

response, which was addressed to S as in regards to subpoen 
~....-___ ____,1 A Grand Jury Subpoena Duces Tecum Report was returned via email t ?-------,...,..~_J 

U.S. Attorney's Office, Eastern District ofVirginia, on 10/23//2015. The reference 
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rovided in a later eceived m ormation indicating 
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Report was returned via email t fthe U.S. Attorney's Office, Eastern District of Virginia. 
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,---.....l.LlLl:f!l:::tli::±I:::IIU.l~ November 17, 2015, sAl lrecei ved a F edEx packa e from, 
,_ _______ ....a..;;I.I::L.-----.. _ _JJpened the package which contained a letter an 

he letter 
indicate to the subpoena. A Grand 
Jury Subpoena Duces Tecum Report was returned via email t fthe U.S. Attorney's Office, 
Eastern District of Virginia. The referenced letter anQre maintained in alA. 
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(U/~9UO) On November 25,2015, S~ lrec~imj an 'mail Cr.!!~~-~ ___ _. 
I which he subsequently forwarded to s~ Jihe email 

L.....::fr~o-rrl;--...,..lc-o-nt-a":""in-e-:d~an-a-tta~chm~ ent/letter response to subpoenal I The 
referenced email and lettyr are majntajned in a lA. A Grand Jury Subpoena Duces Tecum Report was 
also returned via email t<l_ ~fthe U.S. Attorney's Office, Eastern District of Virginia. 

Investigation on 11/25/2015 at __ ..:..:W'""a,..sh..,in..,.gt..,.o...,n...,. D"'"C"--------------------
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{U/,...."TT')) On December 8 2015 FoAl I received a Federal Exoress oacka~Ze sent to 
sAl lfroml I 

1 The pacKage trotll 

I nrlil'!'ltPrl lnrnrded was m response to 

The response frorrj las well as a copy of the original subpoer 110d lh; llliiOCiated Grand 
Jury Subpoena Duces Tecum Report- returned via em!lil on December 9 to pf the U.S. 
Attorney's Office, Eastern District of Virginia- are maintained in alA. 
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received a UPS letter froni 
conta""1-ne-d..--a-"""' 
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response to subpoen in whic ndicated they were unable to 
find any information responsive to the request. A Gran<t.Jury Subpoena Duces Tecum Report was 
returned via email td lofthe 1 IS Attorney's Office, Eastern District of Virginia, on 
December 15, 2015. The referenced I better is a~ached to this communication in a 1 A. 
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contame a response to ~ubpoen b7E 

request for information pertaining r;.u;.;;..;;;;=.;;.;;;.;=..;;;;.;...;;;....o~;;.;;;;.;.;;.;.;;.___, 
conversation with Forensic Account at they were unable to locate! I 
L-~:-:--r-----~=-=-~=-=-"""'":""--~A Grand Jury Subpoena Duces Tecum Report was returned via 

fthe U.S. Attorney's Office, Eastern District of Virginia, on December 22, 2015 . 
.!--....,...--..__..,etter is attached to this communication in alA. 
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L_ ______________ ,_----~~~aww_~~~~ww~~uw~~--------~--_Jonmineda 
response to subpoena indicated they did 
not have informatioq responswe to e request. A Grand Jury Subpoena Duces Tecum Report was 
returned via email tq bfthe U.S. Attorney's Office, Eastern District of Virginia, on 
December 22, 2015. The referenced email and attachment are attached to this communication in a lA. 
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By~ 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBJ and is loaned to your agency; it 
and its ~:ontents are not to be distributed outside your agency. 
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A Grand Jury Subpoena Duces Tecwn Report was returned via email t of the U.S. 
~mey's Office, Eastern District of Virginia, on December 23, 2015. "=T=h-e_r_e"="fe-re_n_c_.e~ tetter and 
L____Jare attached to this communication in alA. 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

HRC-3137 

b3 
b7E 

b6 
b7C 



HRC-3138 

b6 
b7C 



e. ALL I'BI IHFOFJU,TIOH CON'l'.l\..INEC 
::EREIH IS T.n~Cl...Z\.SSIFIED 

DATE 12-22-2016 BY J76Jl8T80 HSICG 
FD-302a (Rev. I 0-6-95) 

Investigation on 

File# J 

By~ 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1/12/2016 

~~~~~~~~~~----------~~~· edanemrul(furwMdedbySA 
Ht_ ____ ~--r------------; The email contained! I 

1112/2016 at 

bGJ .. tio 
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Washington. DC 

Grand Jury Subpoena Duces. 
of the U.S. Attorne 's Office, Eastern District of 

~---------~ 
Me included in a 1 A 

Date dictated N/A 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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(llilff!llf!l Qo .laowil:~ 12 2016, S~ ~eceived a letter ~ Sul>Jloena reseonse 
..........:fr::.;o;;.:;ni:.J, __ ........ ______ ____JIThe response was forwarded to s~ Jby sAl 
~·--------~1 ~----------~ 

(U//fOUODalso provide L-------------------~ b3 
b7E 

(UI/f'OUO) A Grand Jury Subpoena Duces Tecum Report was returned via email.,.:t:.::~d ____ -1 

ofthe U.S. Attorney's Office, Eastern District of Virginia, on 1/19/2015. The reference~ 
~---------~land is attached to this communication in a 1A. ~--------~ 
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from (UN:F:U~OnJan712~0l!i Sd 
was Lrwa. e to SAj ]by sAl~....-______ ___. 

keceived a letter and Suhno .. na response 
!The response 

(U//fOUO) A Grand Jury Subpoena Duces Tecum Report was returned via email..t:tol~----~ 
of the U.S. Attorney's Office, Eastern District of Virginia, on 1119/2015. The reference~ r 

L-------_.land is attached to this communication in a lA. 
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V/J.:Eftti!~.QIJL..llw:mlb.e.t.23l..2lll5..JlAIL _____ ___.~:e.C~e.ilt.ed.a.l.le!S-package containing a 

~----------------~--------~----------------------------------------~----~--------~Thepac~~--------~ 
A previous response fro 

~=:::;.:...:=.:.:.__ _ __.....,ere submitted .,_to....,..t -e....,..tr-e_t_n_s_e_n_a~~o..,.....c-ap-t:""io-n-ed investigationlsubfile. T·f-~r------t 
e attached to this communication in a lA. 

Investigation on 12123/2015 at Washington. DC 

File#~ IGJ - &.13 Date dictated N/A 

By&i D 
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The response was in regards t 
~----------------~ ~--------~====~ 

~~ =S~: ..... =~--=(-=U= ..... //~~=:~:~~~l:O:n:F:e:bru::ar:y:3:·:2~01~6~i ~s~AI~==========~I~al~so~:re:ce~t~::.:;~~:~ forwarded J 
r--__ .._(U=t ..... fF..,OUO) A Grand Jury Subpoena Duces Tecum Report for both returns were sent via email to 

!Qf..!h~ ll S Attome(s Office, Eastern District of Virginia, on 2/4/2016. The referenced 
tmd are attached to this communication in 2 separate I As. 
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(U/!FeHe) On February 5, 2016, sAl lrecejved r letter and Subpoena 

responsefro~L--------------------------------------------~-
(U/IfOUO) A Grand Jury Subpoena Duces Tecwn Report was returned via email,IlWI.l.------1 

of the U,S :ttorney's Office, Eastern District of Virginia, on 2/10/2016. The referenced! I _land is attached to this communication in a I A. . L--------1 

Investigation on 2/10/2016 at ____ ~w~~wh~in~ro~o~n~.o~c~------------------~---------------

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

HRC-3149 

b3 
b6 
b7C 
b7E 

b3 
b7E 

b6 
b7C 



HRC-3150 

b6 
b7C 



FD-302a (Rev. J0-6-95) 

-I-

ALL F3I INfORMATION CON'l'AIUED 
HEF,EIH IS UNCLASSIF.IEC 
CA.'l'E 12-2.:<-2016 BY J76J1ST80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date oftranscription 2/11/2016 

U//POU9 On February 10,2016, S '----------.~.:.:ec:;.:e~iv:..::e:.::::d~an:::.:..:e~m~ru::.:·l~fromL.I ____ _. 
L--....,......,....--r.....&.Th~e9email, which was originally sent to S d subsequently 

forwarded to S ontained a response to subpoena A Grand 
Jury Subpoena Duces Tecum Report was returned via email t fthe U.S. Attorney's Office, 
Eastern District of Virginia, on February 11,2016. The reference mail and response are 
attached to this communication in a lA. 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Washington Field 

From: Washington Field 
CI-13 
Contact: 

Approved By: I 
Drafted By: I 

Date: 2/17/2016 
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Case ID #: ~/~)1 L...-------....I~GJ- 1.(, b7E 

Title: (~) ;u·~ 
' . 

MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

FEDERAL GRAND JURY MATERIAL- DISSEMINATE PURSUANT TO ROLE 6(E) 
Do not disseminate except as authorized by federal rule of criminal 
procedure 6 (e) . 

Summarizes 

Enclosure(s): 
1. (U//~OUO) Reference~L----------~ 
Details: 

(U} Background ~ 
(U/ /FOUQ} In July 2015, the FBI initiated the capt'iqned investigation 
based on an 811 referral from the Inspector General for the 
Intelligence Community (ICIG} regarding the possible compromise of 
classified national security information. 

(U//P'OUO) The potential compromise was identified when, as part of 
a Freedom of Information Act (FOIA} request, the u.s. Department of 

~/NePeR:tl HRC-3153 
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b3 
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~/HePeRN 

FEDERAL BUREAU OF INVESTIGATION 

State (DoS) Office of Inspector General and the ICIG were reviewing 
electronic mail communications from a private server previously used 
by a State Department official during their tenure at DoS. An initial 
review of this material identified several emails containing 
classified national security information some of which was Top 
Secret. 

(U//~~~ lwas identified as being involved with the b3 
operation of th~s server and associated hardware ("the server") . b7E 

(U) Scop·A~------------------------------------------------------~ m; ')I I 

(U) Overview 
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3:E.RE IN IS UHCU...SS IFIED 
DA'I'E 12-22-2016 BY J7S;;Jl8'T80 HSICC 

FEDERAL BUREAU OF INVESTIGATION 

J 

Date of transcription 2124/2016 

(U//FOJJQ) On February 23,2016, S L--:---:-:---:::-:-r-____.~o.l...lU.IIo.l..-'.l.l ........ ~ frorrJ 
lwruch was ori · he e,_m_a~il~c-o"""ntained 

1--------.,.,H-n-r-es_po .... nse subpoena A Grand Jury Subpoena Duces 

Tecum Report was returned via email t f the U.S. Attorney's Office, Eastern District of 
Virginia, on February 24, 2016. There erence mail an1 jare attached to trus 
communication in a 1 A. 

Investigation on 2/23/2016 at Washington, DC 

file# J lGJ -&.If Date dictated NIA 

By_s4 D 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the fB I and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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~.LL FBI INfOR!.lATION CONTAUIED 
HEREIN IS UHC LASSIFIEC 
CA'l'E 12-22-2016 BY J76Jl81'80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/0112016 

at ____ 2w~~~h~i~nro~on~·~D~C~--------------------~--------------

File# ~l------~FG~J~-_4_tC ________ Date dictated --~N~/A..!.,_ ___________________ __ 

By~L---------------~~r;~l•\~L~_,_~ ____________________ ___ 
This document contains neither recommendations nor conclusions of the FBI. It is the property ofthc FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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• ~/ /8R€El!lflft1Pemt .ECLASSirlEC BY: NSICG J37JB5T94 
ON 05-18-2017 

FEDERAL BUREAU OF INVESTIGATION 
Electronic Communication 

Precedence: ROUTINE Date: 

To: Washington Field 

From: Washington Field 
Squad CI.-13 
Contact: SA 

Approved By: SSAI 

Drafted By: I 1 ~f1fzo'" 
I 

Wffl-)1 ~GJ-SO(Pending) Case ID #: 

Title: (~I MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER 

03/0l/2016 

(SIM) 

Synopsis: (U) To submit a DVD containing subpoena email to the file. 

(U) Full Investigation Initiated: 07/10/2015 

Pe:an s • )::s:( h1p) On F in consultation .with SSA 
_ SA urned emails containing 

su poenas and subpoe~~~~~~a:~o~a~ron This action was taken 
due to the fact that S unclassified account reached the 
maximum size limit an cou no onger send email. The 
aforementioned DVD is attached to this communication as a lA . 
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ALL "F3I INrDRl.LATION COHTA.IHED 
HEREIN IS UNCLASSHIEC 
CATE 12-22-201£ EY J76J1STSD NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 3/2/2016 

Investigation on 2/24/2016 at __ ..IWua~shl.!!iwngtl>!o!.!!n~.""'D~C'---------------------

File # ~ ~OJ '"Sl Date dict~:~ted _......!.:lN!!.!/A::L_ _______________ _ 

ByML.----1 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL TBI INFOR1!A.TION CON'I'AHIED 
HEP..EIH IS UNCLASSHIEC 
DATE 12-2.2-:.;:016 BY J'?6J18TSO N'SICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 3/4/20 16 

,----il.lLtfftt:tfllilnJ~mLilll.Jfi...SLAL.. _____ ...ltfw~~ package fro~L..-___,.. ____ ___.1 ~~ 
~------------~---~-~~--~-~~-~o~~~dare~oo~ro~~~M hlc 

ury u poena Duces Tecum Report was returned via email to b7E 

L.....,.--...,r-.!2!L!!!E.e.1U~.S~.~A:ltt.u:o~m!l.!s:el::.'~.LU.Ik!i.~~iall~·strict of Virginia, on March 4, 2016. The 
reference e attached to this communication in a I A. 

Investigation on 3/3/2016 at __ ...IW!.!as2h!..!.!i.!.!<ngt~on!.!..·..!:O~C.__ _________________ _ 

'J"his document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

HRC-3170 

b3 
b7E 

b3 
b7E 

b6 
b7C 



HRC-3171 

b6 
b 7C 



FD-302a (Rev. 10-6-95) 

Investigation on 3/08/2016 

• 
-I-

ALL TBI INFORMA.TION CON'I'AHIED 
HEF..EIH IS UNCLASSHIEC 
DATE 12-22-:.<016 BY J'?6J18TSO N'SICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 3/09/20 16 

'L..------r-~~~~~~m.u.a;iled subpoena return from 
rw-~~~~..m!...;u.L ____ l-.--=-----1 The email contained 

Grand Jury Subpoena Duces 
of the U.S. Attorne ;s Office Eastern District of 

and is a~ched to this 
L-------------------------------~ 

at ____ ~w~~~h~i~n~~o~n~.~o~c~------------------------------------

File# ~L _____ .JlJ,!.:!.J_----=..5..:::3 ________ Date dictated ___ N!.:!./u:Al.-_________________ _ 

By ~"--------1 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL fBI IHFORH .. Z\.'TIOU COH'l'AHlED 
HEREIN IS UNCLASSIFIED 
DATE 12-22-2016 B"i J76J18T80 NSICC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 3/1 J/2016 

w ____ ~w~a2shwi~n~~o~n~.~D~c~------------------------------------

File#~ r>fu.J...;-=...:...5'f....!.... __________ Date dictuted _.......!..:!N!!.!/A:l...-________________________ _ 

By~ 
L...-----L_...J 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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HEREIN IS m-l'CLASSIFIEC 
CA'l'E 12-21-2016 BY J76Jl8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 3/18/2016 

Investigation on 3/18/2016 at Washington, DC 

File#~ lGJ - 55 Date dictated NIA 

By~ D· 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL FBI IHI'ORMA'I'ION' CONTAINED 
HEREIN IS UNCLASSIFIED 
CA'l'E 12-22-201£ EY J76J18'1'80 NSICG 

. FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 4/6/2016 

L-------r---~~ec~e~iv~e~d~a~U~PSletterfrom~--------~ 
·.,;.a.--....,r.--':":"'""--:-':"""""'contained a response to 

subpoena indicated the were unable to find any 
information responsive t Grand Jury 
Subpoena Duces Tecum Report was returned via email t L-....,.. ______ ..,..fthe U.S. Attorney's Office, 
Eastern District of Virginia, on April 6, 2016. The reference etter is attached to this 
communication in a 1 A. 

' 
Investigation on 4/6/2016 at Washington. DC 

File# J loJ -sv Date dictated NIA 

By~ D 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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3E...~IN IS ID~CLASSIFIED 
DATE 12-22-2016 BY J76J18'f80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 4/8/2016 

Investigation on 4/8/2016 at __ ,.!;WU!asii!!hll!inWifll~own:o..J. D!:!:C!:<...... _________________ _ 

File# jL ____ _JI~G!:!...J _-___:!S:_i..:..__ ____ Date dictated _...,!N.!!../A~--------------

By~~------~r=l~_t----------------------------~-------
This document contains neither recommendations nor conclusions of the FBI. It is the property ofthe FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 4115/20 16 

(U/IfOUO) 0 · eceived an email fronJ frhe email 
was jnjtja!)h sent to S and contained a response to subpoen~ I 
lin whic ndicfed tbey were unable to find any information res~ons1ve to the request 

because the records no longer exist !ruther stated the records extend bey~eriod of 
retention. A Grand Jury Subpoena Duces Tecum Report was returned via email t fthe 
U.S. Attorney's Office, Eastern District of Virginia, on April 15, 2016. The reference response 
is attached to this communication in a I A. · 

Investigation on 4/15/2016 at Washington. DC 

File# ~ PJ ... s' Date dictated N/A 

By~ D 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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~.LL F3I IHF.OF.MATION CONTAINED 
HEREIN IS ffi.~CLASSiriED 
CA'l'E 12-22'-20H B";( J76Jl8T80 NSICC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 4/28/2016 

r---_jllif§~~02!nl..A~pril13, 2016, sAl ~eceived and email sufpoena return from 
which was originally received by SA The email contained 

Investigation on 

File#~ 

By~ 

A Grand Jury Subpoena Duces Tecum Report 
~:-r"----,""%"'l~""rT"'"'"""""r"'%tt:r"'!odrney's Office, Eastern District of Virginia, on April 

..__ ______ ___.land is attached to this communication in a 

4113/2016 at Washing!on, DC 

IGJ -5-=t Date dictated N/A 

D 
This document contains neither recommendations nor conclusions of the FBI. It is the property. ofthe FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL INFO..~.!A'l'ICH CCl.:l"rAINED 
HEREIN IS UNC.LASSifiEC 
CATE 12-~2-201£ BY J76J18'1'80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date oftmnscription 5/16/2016 

b3 
b6 
b7C 

e etter 1 not contam responstve b7E 
information, but did stat fanned to respond no later than July 11, 2016. The email and letter was 
printed and is attached t~ this communication in a IA. 

Investigation on 5/13/2016 at ____ ~w~a~s~·h~in~guto~n~.D~C~--------------------------------------

File# ~'L------------~b...,J.____,l,~O,;;..._ ___________ Date dictated --~N:.u/A~---------------------------------

By~L----------~--j-----------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 512312016 

/ffOUG-) On May 19, 2016, sAl !received an email subooena return from 
The email contained information responsive to subpoen~ IThe 
letter was printed and is attached to this communication in a I A. 

Investigation on 5/19/2016 m ____ ~w~a~s~hiwn~ro~on~.~D~C~------------------------------------

File# ~l _____ ...J'IG...,J'--·;::41.=1 ==:::;----Date dictated _.....J.::N~/A:!,.._ ___________________ __ 

By~ 
~-----t...._ _ __J 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL. FBI rHFQRl:.fA'TIOH CCH'I'AIHEC 
~REIN IS UNCL..l\.SSIFIED 
O..~'T::; 12-22-2016 BY J76.118T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 5/26/2016 

(U/JfOUO) On May 26, 2016, sAj ke.,.ived a F~d:x fro~ Lvbich ;;s I 
~ by vt I The package ttoml !contained~ __ _ . 
L_____jis maintained in a I A. A receipt and invoice was also provide •~.--y-e_m_ai""'T'"t:-4L..r _-_-_ ---:_-_-_-~o"7"":t;-h-e..J 
U.S. Attorney's Office, Eastern District of Virginia . 

Investigation on S/2612016 at .Washing!on, DC 

File# J !GJ ... t,-z, Date dictated N/A 

By~ D 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 

HRC-3190 

b3 
b6 
b7C 
b7E 

b3 
b7E 

b6 
b7C 



b6 
b7C 

4t· 

HRC-3191 



FD-302a (Rev. 10-6-95) 

Investigation on I 1/16/2015 
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:C:~IH IS T.n:lCLASSI.FIED 
DAU 12-22-2016 BY J76J18T80 HSICG 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 6/9/20 16 

at _____ ~w~~~hwi~n~~on~·~D~C~------------------------------------

File# ~l _____ JIG=!:J!..._ ___ f.:,___;;'J ___________ Date dictated ____,_N.L.:.U;/A;l..· ______________________________ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 6/30/2016 

o Jltf:ouo~ 0~ Tune 2 2016 1 eJ 
~elated to 

L.------' 

I received via email the TPS"Jtl O~L------1 

received via email the results o 

CU//;OUO) On June 4, 2016. ld keceived, via email, the results o~ 
L...-__ ___._related toL-l ______________ __,! L-----....1 

- _____(U//FOUO) On June 30,2016, 1Al lproyjded sAl 
L___jnformation. sAj ~ubsequently copie~ 

maintained in a 1 A. 

File# Jt. _____ ....s:.b""J_-_v_...;;l.{ _____ Date dictated_~N!.L/Al...-______________ _ 

By~L ____ J-------------
This document contains neither recommendations nor conclusions of the FBI. It is the propeny of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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r--.LOLJJifJ.//:tE:!;:Otti:::t:!Ottl,).10lJnl..:lS.e~enCJtti:~Dmllhli:e:r.r.J3l.ll0!...22llOl.1 :l.5...;S:s.N81L----,......,..._Jireceived a Subpoena respon~e related 
t~ • I The response was forwarded to sAjL.--....1 
byS1 

(U/IFOUq b::;ponse indicated they were not able to locate information responsive to the 
request. The referencedL..j _ ___.r~tum was printed and is attached to this communication in a 1 A. 

Investigation on 7/1/2016 at __ ..!.W!...!a~sh!.!.!i~ngl:>!:t~on!!.L . ..:=D:.:.C:....... _________________ _ 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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From: 
Sent: 
To: · 
Subject: 
Attachments: 

Good Afternoon, 

I (WF} (FBI) 

Preservation Letter an 
image.pdf ....._ ____ __. 

Please see the attached Preservation letter andJ..J _____ _. 

Sincerely, 

sAIL:----:----:---J 
Federal Bureau of Investigation 
Washington Field Office 

I j(desk) 
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~WF) (FBI) 

From: 
Sent: 
To: 
Subject: 

,....------4-WF) (FBI) r-------, 
'----------'Preservation Letter an~,_ _____ _. 

Thi. s is an autamat:d :esnanse ihank you for contacting! 
Th jaddress is exclusivelyor subm~ss1on of cr~m~nal law 
en orcement reques s rom an agency in the U.S. If you are not pursuing a criminal case on 
behalf of a law enforcement agency in the u.s .. please refer to 

'------~:-:-----:-":"":"""--"""":"""""":""-o:-::--:-:--:----'lregarding how to serve I lwi th legal 
process and disregard the remainder if this communication. 

~W~he~n~~--L~!receives a government request for information about! it is 
"-~-~~~lpo icy to notify the user before information is disclosed, unless such notice is 

prohibited by law. Prior to notifying the user, we will take steps to preserve the 
information you requested and are entitled to in accordance with the type of legal process 
submitted. 

we will accept legal process served via email to 
~---~~~~~----~ Please do not send duplicate copies, as this may increase t e time to process your request. 

If you have not sent your request from an official government-issued email address or if you 
are not a law enforcement agent submitting a request pursuant to a criminal investigation, 
you may not receive a reply. 

Sincerely 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

Good Morning, 

kWF) (FBI) 

I kWF) (FBI) 

ALL INF.Oru!A'fiOU COI-TT.UNED 

HEREIN IS U}TCLASSiriEC 
CA'l'E 12-23-2016 B't .J74l,118T80 NSICG 

:DJesday Sentemhpr n?...2.Q.15 z:.1 AM 
I RHACTlON~EQUIRED in Relation to Your Legal Process 
I 

Attached is a copy o~L.------_.~ontained in the preservation Jetter. · 

Thanks, 

Hello, 

We have received your attached Preservation dated August, 18, 2015; In order for us to expeditiously process 
your request and to reduce the chance of error, we ask that you send a soft copy of the legal process in either 
Word, Excel or .txt format. 

You may attach the document to this email thread. We appreciate your cooperation in this regard. 

Regards 

.1~...--___ _____. 
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(Address) 

(City and State) 

·By ~~---------------_r---------
ToBeReturned 0 Yes ~No 
Receipt Given 0 Yes ITNo 
Grand Jwy Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of C~ Procedure 

BrYes ~ 
Federal Taxpayer Infonnation (FTI) 

~0 

~t>V~fL~ 
M~~Hir1>~l..VJG- ~LM6~B6l> 

D Yes 

Title: 

Reference: ----------------------------­
(Communication Enclosing Material) 
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ALL IBI HTFORl1A.'I'IO!>T CCH'I'AINEI:: 

BEFEIN IS UNCI...~SIFIED 

L-----------------r~~~VV=F~)=(=F=B=I=)~------------------------·DA--r=.·.1.2-.L.'3.-.20•1•6•B•Y--J7•6•J•18•T•s•o .. Ns:: 
b6 

~ Wsdaesda. sJ:;;:~:2~~)1'~-·.a.li05Iooi..CI.AwML...------,I(WF) (FBI) :~~ From: 
Sent: 
To: 

9 poena requests 
GJ Subpoena j ~ GJ Subpoenr~J --------------1 

GJ Subpoena 1 proer and GJ Subpoena._ ______________ _. 

Subject: 
Attachments: 

For tracking and submission to file. 

Here are the subpoenas for your records. All have been served. 

I Thank yol' 

I I 
Paralegal Specialist 
United States Attorneys Office 
Eastern District of Virginia 

1 

Alexandria Division 

Below is the statement of relevance for additional subpoenas that we would like to request. 

1 
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FD-l<O !R"- 4-1~ -0 )) 

File Numbe~.l..-------------'1-I..!!S!!::~:::!!~· -----------
Field Office Acquiring Evidence ---------------------

Serial # of Origina ting Document ____ l--.!..---------------
Date Received tli/Oa/20\$ 

From -----------~-~~~--~-~~--------------(Name of Contributor/Interviewee) 

{Address) 

(City and State) 

By ~~~----------------------~~-----------
ToBeRetumed 0 Yes ~No 
Receipt Given 0 Yes LW'No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 {e) 
Federal Rules of Criminal Procedure 

~Yes 0 No 
Federal Taxpayer Information (FTI) 
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Title: Mri>'16Af2.. ~ 
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Reference: 
(Communica1ion Enclosing Mutc:rial} 

t As ... _ 
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kWF) (FBI) 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Froml--- lusAvAE)·;:.-i:m:s:-a~inntt~o1·1~-m::=::::::;~--·-·-_·-_·_-_-_.f- ·-
Sent: Tuesday. September 08, 2p3'7"BS PM 
To~ tRO) (FBI)!-l--------'lusAVAE) 
Subject: RE: language for GJ subpoena 

D 
Subpoenas are attached for your records. All have been served. 

Thanks, 

I I 
Paralegal Specialist 
United States Attorney's Office 
Eastern District of Virginia 
Alexandria Division 

-From~ ·- · -· · lRo)·(-Fai}U.J[;,~-~~ilt~ork ______ _j 
Sent: Tuesday, September 08, 2015 11:54 ~[VI 
Tol, KUSAVAE) 
Cc~ i(OSAVAE) 
Subject: RE: language for GJ subpoena 

·.___I ____. 

ALL I'BI HlfCRl!A'l'Iotf CON'!'AHTED 
3EBEUT IS UNCLASSIHED 
DATE 1L-23-20H BY .:<7&J18TSO I'TSICG 
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r-~A~sw~e~diis~ctu~~s~se~~d~w~e~w~o~uwld~a~ls~o~l~ik~e~to~su~b~~n~~oe~n~t~L-------------------------------------------~b3 
bS 

Thanks, 
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.. ···----- .. -· -- ~r ~:~~~~-l'~r~~:g~-~~~~·: ...... -----------_· -·_· . ..J.T ... -- - ... ----- ... ~---H ------ -· --- --------· ~~c 

.,__ ___ --..1\RO) (FBI) . 
Cc USAVAE) 
Subject: language for GJ subpoena 
Importance: High 

I I 
Assistant United States Attorney 

Phi I 
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From 

(Name of Contributor/Interviewee) 
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Receipt Given 0 Yes 
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Federal Taxpayer Information (FTI) 

0 Yes 

0 No 
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Reference: 
(Communication Enclosing Motterial} 

I Des<ription: 0 Original notes re interview of 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

I(WF) (FBI) 

ALL FEI UJ::cR1l.A'I'IOI·f COI·J'J".Ut-TED 
3EREIN IS UNCLASSIF'IED 
DA'l'E 12-:3-20H BY J76Jl8'1'80 tJSICG 

Responsive Information to Your legal Process ....__ _____ ....~ 
I received this email response fronJ~.. ____ ...~Iwas not on the email like the last time. So I am forwarding just in 
case. Thanks! 

Paralegal Specialist 
United States Attorney's Office 
Eastern District of Virginia 
Alexandria Division 

..__ _____ ....l Responsive Information to Your legal Process 

Hello, 

Please find the attached response to your legal request. If you have any questions regarding this production, 
please reply to thls email and include the Internal Reference Number provided in the attached letter. 

Regards. 
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Field Offit:e Acquiring Evidence -----------------------

Serial # of Originatin~ Document 
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(Address) 
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By$h~~ ------------------~~----
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Receipt Given 0 Yes ~o 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

~es 0 No 

Federal Taxpayer Information (FTI) 

0 Yes 

Reference: 
(Communication Enclosing Material} 

Dest:ription: 0 Original notes re interview of 
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From: Special .Age~L..--------1 
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- - --~ ----~- - ------ - - - - ~ -~ - ~ - -

~UNCLASSIPIBD 0CONPIDBNTIAL [JSECll:sr []TOP SECllBT 

To:l 

ATTN! L-___ __..~ 
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Number of Pages Inch.ldlng coversheet:7 

Redprent Fax Number: I 
Rac:lpfent Tejaphone #lL. ____ ___.l 
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ALL IHfORU...ll..TION CONTAINED 
3EREIN IS UNCW;.SSIFIED 
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L-------------------•~VV._FM)-(F•B•I•)---------------------------------------------- :~c 
From: I kCD) (FBI) . 
S~nt: 
To: 

:;:

. ;Y· September 04, 2015 ~·59 PM 
I -- ·- I (RO) (FBI }I__ _ ___ _.I(WF) (FBI)~ I<WF) 

I L-------------~ 
Fwd: Subpoena Responselr------------------,1 

I Jexecuted certification.pdf: Subpo~na Respons~ lresponse.=df; 
Subpoena t~ pdf; Subpoena t4L---------------~Jpdf 

Subject: 
Attachments: 

--------Original message--------
Froml 
Date:~o=9;=o4~1=2o~I"":"5 -="s-=-: 1=0 -=pM:""'!"""":~G-=-M=T:---:-0:-:5--:::o"":"o~-----~ 

s~ ___ __. 

b3 
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b3 
b6 
b7C 
b7E 

b6 
b7C 

In response to the Subpoena issued tol I b 3 

I I by the United States District Court, Eastern District of Virginia on I !enclosed b?E 

. please find copies of records within the possession and control ofl trhis production will satisfy the 
Su!JP.oena you sent tol jThese records are being produced in lieu of an appearance by a representative 
frornj Ito provide testimony .. 

If you have any questions regarding this matter, please feel free to contact me ai._ _____ ___. 

Please confirm receipt of this message. 

Sincerely, 

l' 
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To Be Returned 0 Yes No 

Receipt Given ~Yes 0 No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes t:f' No 
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0 Yes ~0 

Reference: 
(Communication F.nclosing Materi~ l} 
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