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U.5. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]
(CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]
ALL INFORMATIOR CONTAIMNED

MRS OMP AME HEREIN IS UNCLASSIFIED
E;.n;n/m iéui‘}%l{:sm?ETE N OF POC) . DATE 06-07-2007 BY 65L79/DMR/K3R/RW
[NAME OF COMPANY] ' 1076786
(PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - RO ZIP CODE]

DEAR [MR./MRS./MS.]) [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.5.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended), you are hereby directed
to provide the Federal Bureau of Investigation (FBI) the names,
addresses, and length of service and electronic communications
transactional records, to include existing transaction/activity
logs and all electronic mail (e-mail) header information {(not to
include message: content and/or subject fields), for the below-
listed [e-mail/IP] address holder{s):

[E-mail/IP ADDRESS or ADDRESSES]
[ON A SPECIFIC DATE]

or

iFOR THE PERIOCD FROM {[SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT] ]

Please see the attachment following this letter for
the types of information that you might consider to be a
electronic communications transactional record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. 1If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

While fulfilling your obligations under this letter,
please do not disable, suspend, lock, cancel or interrupt service
to the above-described subscriber(s) or accounts. A service
interruption or degradaticn may alert the subscriber(s)/account



users (s} that investigative action is being taken. If you are not
able to fulfill your obligaticons under this letter without
alerting the subscriber/account user, please contact the FBI
prior to proceeding.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information scught 1is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted sclely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Cartification: The nondisclosure requirement is not an autematic
faature of the HSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.5.C. § 2709%{c) (1), I certify
that a disclosure of the fact that the FBI has scught or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S5.C. § 2709(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary Lo comply with the letter or to an
attorney to cobtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S5.C. § 2709(¢c) (3), you are
directed teo notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anycne else.

In accordance with 18 U.3.C, § 2709(c) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has bkeen made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect teo this
letter,

(Include the following language in all NSLs.]

In accordance with 18 U.5.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the



right to challenge the nondisclosure requirement, if set forth
above.

In accordance with 18 U.38.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery serxrvice to [OFFICE OF
QORIGIN] OR through secure fax] within [xxxXx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[PELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery servicel. Due to security considerations, you should
neither send the records through rcoutine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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"Case ID #:  (

FEDERAL BUREAU OF INVESTIGATION

Praecedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas -
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

{OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
(Squad] {[X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(if using personal service) {Squad] (X]

From: [DRAFTING DIVISION]
(APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000)000-0000)

Approvad By: [ADIC RAME (IF APPLICABLE) )
[SAC NAME]
[ASAC NAME] DECLASSIFIED BY 65179/DMH/KSR/RY
[CDC NAME] ON D6-07-2007
[SSA NAME) 1076786

Drafted By: [LAST, FIRST, MIDDLE: INITIALS)

[CASE FILE NUMBER] (Pending)

[SUBJECT]

[AKA [ALIAS] (IF APPLICABLE)
[FCI/IT - FOREIGN POWER]
[00: OFFICE OF ORIGIN]

Title:

Synopsis: (U) (NSLETR) Approves the issuance of an Electronic
Communication Privacy Act (ECPA) National Security Letter (NSL)for
electronic communications transactional records; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.
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To: DELIVERING DIVISION] From: IDRAFTING DIVISION]
Re: ) {CASE FILE NUMBER, 00/00/2007]

( :
>ﬁ< Declassify On:

G-3
ears based on
informati in_the EC!

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2007)
Reference: Eﬁi [CASE FILE NUMBER SERIAL XXX])

Enclosure(s): (m Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is persconal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME]}, [TITLE, (if available)), {COMPANY
HAME], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP CODE if
using personal service], requesting the names, addresses, lengths of
service, and electronic transactional records for the [e~mail/IP]
address holderp({s) listed.

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation on the
subject. Barebones facts will not suffice and will cause the request
to be rejected for legal insufficiency]. These electronic
communications transactional records are being requested to (Fully
state the relevance of the requested records to the investigation].

' : ;}ﬁg; This electronic communication documents the [APPROVING
OFFICIAL’ 4] proval and certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks electronic
communication transacticnal records on [NUMBER QF)] [e-mail/IP
address(aes)] from {ISP #1]; [(NUMBER OF] [e-mail/IP address(es)] from
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if
you know how many different persons attach to those addresses, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U} Arrangements should be made with the electronic
communications service provider to provide the records [perscnally to
an employee of the DELIVERING division OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN) within [NUMBER OF)
business days of receipt of this request. The electronic
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject of
the reguest in any telephone calls to the FBI.

e
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION)
Re: [CASE FILE NUMBER, 00/00/2007]

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of a
Naticnal Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
seniox FBI official approving this EC must use Option 1 below and
ineclude in tha EC (but not in the NSL) a brief statement of facts that
justify the nondisclosure requirement. Option 2 is to be used in all
casas where Option 1 is not used.]

DISCLOSURE PROVISIONS

fOption 1 - Invoking Nondisclosure Regquirement]

(U} In accordance with 18 U.8.C. § 2709(¢c) I, the senicr
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

(S) Brief statement of the facts justifying my certificaticn
in this case:

[Option 2 - Declining to inveoke the nondisclosure requirement])

{(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of
the nondisclosure requirements under the applicable National Security
Letter statute.

{Include the next 2 paragraphs in all ECs.]

(U) Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and, with respect to dissemination
to an agency of the United States, only if such information is
clearly relevant to the authorized responsibilities of such agency.

{U) BAny questions regarding the above can be directed to
[CASE AGENT, telephone numbexr (000) 000-0000].

SE
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To:  [DPELIVERING DIVISION} From: [DRAFTING DIVISION)
Re: [CASE FILE NUMBER, 00/00/2007)

LEAD (a) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{U) NSLB 1is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: {(Info)

[ COUNERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT _WASHINGTON, DC

(U) At [Unit] Read and Clear.
Set Lead 3: (Action)

(DELIVERING DIVISION ~ if using personal service)

[AT CITY., STATE)

(U} Deliver the attached NSL as indicated above. Upon
receipt of information from the electronic communication service
previder, [DELIVERING DIVISION] is requested to submit results to
[DRAFTING DIVISION]) and [OFFICE OF ORIGIN, if applicable].

+¢
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U.S. Departiment of Justice

Federal Bureau of Investigation

Washingten, D. C. 20535-000)

[DRAFTING DIVISION]
[STREET ADDRESS])
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY] ALL INFORMATION CONTAINED
CAL - KEEEIN IS5 UNCLASSIFIED
%gﬁ? STAngE:oAg?ﬁzggDE]m .0. BOX] DATE 06-D7-2007 BY 65179/DMH/KSR/RU
1076786

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FBI)
the name, address, length of service, and local and long distance
toll billing records associated with the following:

[NAME, IF KNOWN)

{ADDRESS, IF KNOWN]

[TELEPHONE NUMBER(S), IF KNOWN (000) 000-000]:
[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE(S)])

or [FROM ([SPECIFIC DATE] to [([SPECIFIC DATE]
or [PRESENT]]

Please see the attachment following this letter for
the types of information that you might consider to be a toll
billing record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or



clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis ¢f activities protected by the First Amendment to
the Constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.}

In accordance with 18 U.5.C. § 2709(c) (1), I certify
that a disclosure ¢of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709{c) (1)
and (2) prohibits you, or any cfficer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attoerney to obtain legal advice or legal assistance with respect
to this letter,

In accordance with 18 U.S.C. § 2709(c) {(3), you are
directed to notify any perscons to whom you have disclosed this
letter that they are also subject to the nondisclasure
reguirement and are therefore also prohibited from disclosing the
letter fo anyone else,

In accordance with 18 U.S.C. § 2709(c) {4), if the FRI
asks for the information, you should identify any perscon to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter,

[Include the following language in all NSLs.)

In accordance with 18 U.S.C. § 3511{a}) and {b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the

right to challenge the nondisclosure requirement, if one is set
forth above.

In accordance with 18 U.S5.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
reguirement, may result in the United States bringing an
enforcement action.




You are directed to provide records responsive to this
letter [personally to a representative of the {DELIVERING
DIVISION] CR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure facsimile] within ([xxxx] business days
of receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN), depending on whether service is personal or through a
delivery sexrvice). Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.
Sincerely yours,
[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]



(NL26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

{COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

{REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN]) Attn: SA [CASE AGENT]
[Squad] [X)
[{DELIVERING DIVISION}] Attn: SSA [SQUAD SUPERVISOR]
{(Lf using persocnal service) [Squad] ([X]

From: [DRAFTING DIVISION]
(APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000)}

Approved By: {ADIC NAME (IF APPLICARBLE]

[SAC NAME] DECLASSTIFIED BY »5179/DHH/KER /BN
[ASAC NAME] 0N 05-07-2007

[CDC NAME] 1076786

[SSA NAME]

Drafted By: [(LAST, FIRST, MIDDLE NAME: INITIALS]

'"Case”ID"#t“;}Si: [CASE FILE NUMBER] (Pending)

Title: ) [SUBJECT]
- [AKA] (ALIAS IF APPLICABLE]

{IT/FCI - FOREIGN POWER];
[0O: OFFICE OF ORIGIN]

Synopsis: (U) {(NSLTTR) Approves the issuance of an Electronic
Communication Privacy Act (ECPA) National Security lLetter
(NSL) for toll billing records; provides reporting data; and, if

\sn/é
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

'Rer"/, ) [CASE FILE NUMBER, 00/00/2007]

necessary, transmits the NSL for delivery to the wire
communications service provider.

Deriv :
Declassify On:

Enclosuras: {(U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
rastricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], (TITLE (if available)], [COMPANY
NAME] , [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting the name, address,
length of service and leocal and long distance toll billing
records for the phone number (s} listed.

- Detaila: >lgé A [FULL/PRELIMINARY] [INTERNATIONAL

TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject,
a [USPER/NON-USPER], was authorized in accordance with the
Attorney General Guidelines because (Give a full explanation of
the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency). These toll
billing records are being requested to [Fully state the relevance
of the requested records to the investigation].

Srreesrsiesassnens ﬁ? This electronic communication documents the
{APPROVI e} CIAL’3] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosad NSL seeks
local and long distance tell billing records for [NUMBER OF]
telephone number(s) from [telephone company #1): [NUMBER OF}
telephone number (s} from [telephone company #2}, etc. [In thea
case of multiple phone numbers to the same telephone company, if
you know how many different parsons attach tc those phone
numbers, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the
subject of the investigation. In other words, do your best to

s
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.. To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Ré:--_).s@ [CASE FILE NUMBER, 00/00/2007]

give as much information as you can, for congressional reporting
purposes, ]

(U} Arrangements should be made with the wire
communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business days of receipt of this request. The
wire communications service provider should neither send the
records through routine mail service nor utilize-the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclcsure
reguirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC ({(but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.}

[Option 1 - Invoking Nondisclosure Requirement]

{U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
infermation sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person.

Brief statement of the facts justifying my
certification in this case:

{Option 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior official approving this EC, have

determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable Naticnal

Security Letter statute.
seir
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To: (DELIVERING DIVISION] From: ([DRAFTING DIVISION]

Re:.. >{,1/ (CASE FILE NUMBER, 00/00/2007]
AN .
~

[Include the next 2 paragraphs in all ECs.]

(U} Information received from a wire communication
service provider may be disseminated in accordance with the
Attorney General Guidelines on Naticnal Security Investigations
and Foreign Intelligence Collection and, with respect to
dissemination to an agency of the United States, only if such
information is c¢learly relevant to the authorized
responsibilities of such agency.

(U} Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000].

e
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iIII" To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
’ Re: [CASE FILE NUMBER, 00/00/2007)
LEAD As)\:
Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)
{COUNTERTERRORISM/COUNTERINTELLIGEN: CYBER]
AT WASHINGTON, D

{U} At [Unit] Read and Clear

Saet Lead 3:
[DELIVERING DIVISION - if using personal servicel]

[AT [CITY, STATE}

(U) Deliver the attached NSL as indicated abave.
Upon receipt of information from the wire communications service
provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001
[PRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

ALL INFORMATION CONTAINED

{(MR./MRS./MS.] [(Complete name] HEREIN IS UNCLASSIFIED

[TITLE, IF AVAILABLE] DATE 06-07-2007 BY 65179/DMH/KSR/RY
[NAME OF COMPANY])

(PHYSICAL STREET ADDRESS - NO P.0Q. BOX] 1076786

{CITY, STATE - NO ZIP CODE]
Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.5.C.), Section 270% (Section 201 of the Electronic
Communications Privacy Act of 19%86) (as amended}, you are hereby
directed to provide to the Federal Bureau of Investigaticn (FBI)
the name, address, and length of service with respect te¢ the
following telephone number(s}:

[provide either or both - 1) person(s) to whom the
telephone number(s) is/was registered and/or 2)the
telephone number(s}]

[NAME CF PERSON(S)]
[TELEPHONE NUMBER (S) (000) 000-000)}:
{RELEVANT TIME PERIOD]: [ON SPECIFIC DATE]

or [FROM ([SPECIFIC DATE] to
[SPECIFIC DATE] or (PRESENT]]

If the time period noted above is to the "present,”
that term is intended to direct production of information to the
date of the processing of this letter. 1If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709{(b)}, I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an



{MR./MRS./MS} {COMPLETE NAMES]

investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL., If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709(c} (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence 1nvest1gatlon,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.5.C. § 2709(c) (1)
and (2} prohibits you, or any officer, employee, or agent of
yours, from discleosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S5.C. § 2709{(c) {(3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(c) (4}, if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter.

[Include the fellowing language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a) and (b} {1},
you have a right to challenge this letter if compliance would be
unreasoconable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511(c}), an unlawful
failure to comply with this letter, including any nondisclosure

requirement, may result in the United States bringing an
enforcement action,



[MR./MRS./MS| [COMPLETE NAMES]

You are directed to provide records responsive to this
letter [parsonally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [#xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly
appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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FEDERAL BUREAU OF INVESTIGATION

Pracaedence: ROUTINE Date: 00/00/2007

To: General Gounsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISCOR]
SA  [CASE AGENT)
{OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
{Squad) [X]
{DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [Squad]} [X]

From: {DRAFTING DIVISION)
[APPROVING OFFICIAL)
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [(ADIC NAME (IF APPLICABLE]

[{SAC NAME]
[ASAC NAME] DECLASSIFT :
ED BY £5179/DMH/KSR/RU
[CDC NAME] UM 16-07-2007 !
[SSA NAME]
1076786
Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
[U) e
Case ID #: [CASE FILE NUMBER] {Pending)
{U) Title: - X) (SUBJECT]
[AKA] [ALIAS IF APPLICABLE]
[IT/FCI - FOREIGN POWER]:;
[CQ: OFFICE OF ORIGIN]
Synopsis: (U) (NSLTTR) Approves the issuance of an Electronic

Communication Privacy Act (ECPA) National Security Letter
{NSL) for toll billing records; provides reporting data; and, if

SECRET



(U)

(U)

(U)

(U)

(U)

Sy

To: [DELIVERING DIVISION] From: {DRAFTING DIVISION]
Re: [CASE FILE NUMBER, 00/00/2007)

necessary, transmits the NSL for delivery to the wire
communications service provider.

P

{FULL/PRELIMINARY] Investigation Instituted:>< [00/00/2007]

8 based on
information in

Raferencet-:>ﬁi:[CASE FILE NUMBER Serial XXX]

Enclosuras: (U} Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery servica or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPARY ADDRESS - NO P.O. BOX]), {CITY, STATE - NO ZIP
CODE if using personal service]l, requesting the name, address,

length of service and local and long distance toll billing
records for the phone number (s} listed.

- Details: >§ A [FULL/PRELIMINARY] [INTERNATIONAL

TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject

a [USPER/NON-USPER], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of
the justification for opening and maintaining tha investigation
on tha subject; barebones facts will not suffice and will cause
the request to be rejected feor legal insufficiency]. These toll
billing records are being requested te [Fully state the relevance
of the requested records to the investigation].

This electronic communication documents the
[APPROVING OFFICIAL’'s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
local and long distance toll billing records for [NUMBER OF]
telephone number(s) from {[telephone company #1]; [NUMBER OF]
telephone number(s) from {telephons company #21, etc. [In the
case of multiple phone numbers to the same telephone company, if
you know how many different persons attach to those phone
numbers, please state, Provide the USP status of all the persons
about whom the requests are seeking information, including the
subject of the investigation. 1In othezr words, do your best to

e

2




(U}

s

To: . [DELIVERING DIVISION] From: {DRAFTING DIVISION]
Re: %[cnsz FILE NUMBER, 00/00/2007)

give as much information as you can, for congressional raporting
purposes.)

(U) Arrangements should be made with the wire
communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF) business days of receipt of this request. The
wire communications service provider should neither send the
records through routine mail service nor utilize the name 0f the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisqlosure Requirement:
There is no longer an autcomatic prohibition that prevents the
recipient of a Naticnal Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Opticn 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement,
Option 2 1s to be used in all cases where Option 1 is not used.)

[Option 1 - Invoking Nondisclesure Requirement]

(U} In accordance with 18 U.S.C. § 270%(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or chtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person.

Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior official approving this EC, have

determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable Natiocnal

Security Letter statute.
M




{0}

To:  [DELIVERING DIVISION] From: ([DRAFTING DIVISION]
Re:>< (CASE FILE NUMBER, 00/00/2007]

[Include the next 2 paragrapha in all ECs.]

(U) Information received from a wire communication
service provider may be disseminated in accordance with the
Attorney General Guidelines on National Security Investigatiocns
and Foreign Intelligence Collection and, with respect to
dissemination to an agency of the United States, only if such
information is clearly relevant te the authorized
responsibilities cof such agency. e

(U) Any questions regarding the above can be directed
tc [CASE AGENT, telephone number (000) 000-0000].




Sy

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
{U)  Re: >{[CASE FILE NUMBER, 00/00/2007}

LEAD (s):

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U)7 NSLB is requested to record the appreopriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT WASHINGTON, DC

{U) At [Unit] Read and Clear

Set Lead 3:

(DELIVERING DIVISION - if using personal servica])

[AT_[CITY, STATE)

(U) Deliver the attached NSL as indicated above,
Upon receipt of information from the wire communications service
provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and {OFFICE OF ORIGIN, if applicable].

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence; ROUTINE Date: (04/11/2006
To: Counterterrorism Attn: AD, DAD
Counterintelligence AD, DAD
Cyber Acting AD, DAD
All Field Offices ADIC
SAC
CcbC

¥rom: Office of the General Counsel
National Security Law Branch L¥-1 Room 35100

Contact; r__ l

\ . RLL INFORHATION CONTAINED
Approved By: Caproni Valerie E HEREIN IS UNCLASSIFIED
Hulon Willie T

. DATE 06-07-2007 BY 651792/DMH/KIR/RY
Bereznay Timath 1076786

Drafted By:

Case ID #: 313X-HO~A1487720-0GC

Title: LEGAL ADVICE AND OPINIONS;
FBI POLICY RE REIMBURSEMENT OF COSTS TO RECIPIENTS
OF NATIONAL SECURITY LETTERS

Synopsis: Provides guidance to the field as to the establishment
within the FBI of a uniform policy with respect to reimbursement
of costs to recipients of National Security Letters {NSLs} for
the production of information responsive to NSLs. This guidance
provides that where the authorizing statute requires
reimbursement, clearly we will continue our practice of paying.
Where the authorizing statute does not reference any form of
reimbursement, then the FBI will not pay for the information.

Details:

Four statutes that provide for the issuance of National
Security Letters vary in their provision for reimbursement of
costs to recipients of NSLs for production of information
respensive to NSLs. The Electronic Communications Privacy Act
(ECPA), 18 U.S.C. § 2709, does not provide for reimbursement of
costs; thus, there is no legal obligation to pay for toll
billing/subscriber records or electronic communication
transactional records to which the statute applies. The Right to
Financial Privacy Act (RFPA), 12 U.S.C. § 3415, requires



To: Counterterrorism From: QOffice of the General Counsel
Re: 319X-HO-A1487720-0GC 04/11/2006

reimbursement of costs for information obtained from financial
institutions to which NSLs are issued under Section
3414 (a) (5)Y (A); Title 12, Code of Federal Regulations (CFR), Part
219, and Appendix A, provides a reimbursement of costs schedule.’
The Fair Credit Reporting Act {FCRA), 15 U.S5.C. § 1681lu, requires
reimbursement of costs for financial institution listings and
consumer identifying information obtained from credit reporting
companies but no reimbursement schedule has been promulgated.?’
Its counterpart, FCRA, Section 168lv, enacted as part of the 2001
USA Patriot Act, providing for full credit reports in
internaticnal terrcrism cases, does not authorize reimbursement
of costs.

Variations in Cost Reimbursement Policy Among FBI Field Offices

The differences in the payment provisions of the NSL
statutes have caused field offices to adopt varying pelicies as
to whether they pay bills that are submitted by NSLs recipients.
When bills are submitted by RFPA NSL recipients, the rules are
clear., Field offices must and de pay for such NSLs based on the
reimbursement of costs schedule set out in the CFR. When bills
are submitted by ECPA NSL recipients, where reimbursement is not
reguired, some field offices pay the bills as submitted, others
negotiate the amount of the charge, and others flatly refuse to
pay. As to credit reporting companies responding to 1681v NSLs,?
at least one such company submits bills which, to date, we have
paid. With respect to credit reporting companies responding to
1681u NSLs, at least two have a policy of submitting bills, which
we pay or intend to pay. While there is no fee schedule

' RFPA, Section 3415 provides that "a Government entity shall pay to the

financial institution assembling or providing firancial records pertaining to
a customer and in accordance with procedures established by this chapter a fee
for reimbursement of costs as reasonably necessary and which have been
directly incurred in searching for, reproducing, or transporting books,
papers, records, or other data required ro requestied to be produced. The
Board of Governors of the Federal Reserve System shall, by regulation,
establish the rates and conditions under which such payment shall be made.
Under 12 C.F.R. §219.3, hppendix A, a fee schedule has been adopted, under
which photocopyirg is reimbursable at $.25 per page and searching is
reimbursaile at $11 per hour for clerical staff.

2 FCRA, Section 16B8lu{e) provides that “{tjhe Federal Bureau of

Investigation shall, subject to the availability of apprepriations, pay to the
consumer reporting agency assembling or providing report or information in
accerdance with procedures established under this section a fee for
reimbursement for such costs as are reasonably necessary and which have been
directly incurred in searching, reproducing, or trarsporting books, papers,

records, or other data required or requested to be produced under this
section.”

a . . . . , .
The three maltor credit reporting companies are Experien, Transunion,
and Eguifax.



To: Counterterrorism Frecm: Cffice cof the General Counsel
Re: 219X-HQ-A1487720-0GC 04/11/2006

estaklished, the fees that are or will be charged by credit
reporting companies for 168lu requests are approximately ten
dollars, which appears reasonable, as well as in line with the
hourly rate set by the RFPA schedule.’

The FProblem to be Addressed by this Guidance

Having canvassed FBI field offices as to whether they would
like to see the FBI adopt a uniform policy with respect to
reimbursement of costs of NSL recipients, the Cffice of the
General Counsel (0OGC) has determined that field offices do in
fact want a uniform policy. That is the genesis of this
guidance. However, since this i1s an operaticnal issue and not a
legal issue, OGC has also obtained the concurrence of the FBI's
Counterterrorism Division, Counterintelligence Division, and
Cyber Division that a uniform policy is desirable. Thus, this
guidance is intended to create a uniform policy as to
reimbursement of costs of NSL recipients, the creation ¢f which
uniform policy is particularly crucial with respect to those
statutes which deo not provide for compensation, such as ECPA and
FCRAR Section 1681v,

Reimbursement of Costs Incurred by ECPA NSL recipients

The FBI hereby adopts the policy that, since it has no legal
obligation to reimburse costs incurred by an NSL recipient in
producing information scught by an ECPA NSL, that it will not pay
bills that are submitted by ECPA NSL recipients for such
information., Its position is supported by the fact that the ECPA
specifically provides for certain instances in which compensation
to recipients of legal process is available. Those enumerated
provisions do not include Section 2709.° Further, since certain
NSL statutes do contain reimbursement provisions, it is clear
that when Congress so intended, it did in fact enact such a
provision. While there 1s not necessarily any obvious rationale
to the determination of which NSL statutes contain reimbursement
provisions, the fact is that Congress has had opportunities to

remedy what may have beep ap oversight in the ECPA nrovigian . and
has not done so.

Transunion currently charges ten dollars for 168lu requests, but does
not charge for 1681v requests. Experien currently charges $%.20 per report.

*Title 18, Section 2706(a) of ECPA provides for a reimbursement fee for
cbtaining "the contents of communications, recerds, or other infermation under
section 2702, 2703, or 2704.," except the provision does not apply., per section
2706(c), "with respect to records or other irnformation maintained by a
communications comman carrier that relate to telephone toll records and
telephcne listings cbtaired under section 2703 of this title. The court may,
however, order a payment as described in subsection (a) if the court
determines the information required is unusuwally voluminous irn nature or
otherwisa caused an undue burden on the provider.”

b5
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To: Counterterrorism From: Office of the General Counsel
Re: 319X-HQ-A1487720-0GC 04/11/200%6

Further, to the extent that bills for reimbursement
submitted by carriers in the past have been paid by field
offices, they presumably have been done so on the theory that
payment will encourage cooperation and responsiveness to an NSL
request. Inasmuch as the NSL statutes were revised by the USA
PATRIOT Act Improvement and Reauthorization Act of 2005 to
provide for an enforcement mechanism, there is less of a need for
the FBI to seek voluntary cooperation of carriers by providing
payment to which the carriers are not legally entitled.

Enclosed is a model letter that field offices may want to
use in response o requests for payment. These letters may
assume particular importance when addressed to carriers who to
date have received reimbursement and suddenly find themselves cut
off from reimbursement under the new FBI policy.

Reimbursement of Costs Incurred by FCRA Section 168lv NSL
Recipients

At the current time, Transunion does not charge for 1681y
NSL reguests.

Reimbursement of Costs Incurred by FCRA Section 1681lu NSL
Recipients

While FCRA Section 168lu provides for compensation for NSLs,
there has yet to be promulgated a schedule of such fees. Inasmuch
as a separate fee schedule has not been adopted, it is logical
that the fee schedule adopted for RFPA NSLs be the basis of
comnensarion. far Sectinn Je810 Nolo f

. there

Ihculd a1so be [lexibility in how| foffices handle
such bills. We recommend that they coordinate with one another
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To: Counterterrcrism From: Qifice of the General Counsel
Re: 319¥X-HQ-A1487720-0GC 04/11/2006

s0 that the compensation is uniform, as well as nengla;ln_Ln_l;re
with the RFPA fee schedyle, |

Conclusion

OGC recognizes that field offices are likely to need further
guidance when faced with particular scenarios. There may be
situations in which lack of compensation is unduly harsh in light
of the burden placed on the carrier by an NSL request. Such
situations may be addressed on a case-by-case basis.®

To the extent that there are repercussions with respect to
the compliance with NSLs, we dc now have in place an enforcement
mechanism for NSLs via the recently enacted USA PATRIOT Act
Improvement and Reauthorization Act of 2005. That statutory
autheority should serve to ameliorate the possible adverse
conseguences that might ensue at the onset of this new policy.

Any questions about the issues set forth above Sh?ulﬁ_hg_j
addressed to field office Chief Division Counsel or to

in the National Security Law Branch ((571)280

LEAD (s) :
Set Lead 1: (Adm)

ALL RECEIVING OFFICES

Distribute to all supervisory personnel involved in

the investigation of counterintelligence, counterterrorism, and
cyber cases.

1 - Ms. Caproni
1 - Mr. Hulon

l - Mr. Bereznay
1_

1_

‘e

[ . - . R .
This flexibility is conceptually analogous to the provision of ECFA,

Section 2706, which authorizes court-ordered compersation when a criminal

legal process seeking telephone records is especially burdensome. See
footnote 5.



SUGGESTED FORM LETTER TO NSL RECIPIENT

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

[Name and address of NSL recipient] " DATE 06-07-2007 BY ¢54179/DHMH/ESR/RW
, 1073946
RE:; Cost Reimbursement for National Security Letter
Invoice No: (if relevant)
Invoice Dated: {(if relevant)
Dear (POC),

This letter references the above invoice directed to
this office in which you request payment for producing records to
the FBI in response to a National Security Letter (NSL) issued on
[Date of Issuance].

The federal statute under which the NSL fo your company
was issued, (Electreonic Communications Privacy Act (ECPA), 18
U.8.C. § 2709, or Fair Credit Reporting Act, 15 U.S5.C. § 1681lv),
does not authorize cost reimbursement. [FOR ECPA: While certain
other methods of legal process are subject to cost reimbursement
under ECPA, Section 2706, the enumerated list of provisions does
not include Section 2709.] [For FCRA: While certain other
methods of legal process are subject to cost reimbursement under
FCRA, including Section 168lu, there is noc such comparable
provision for cost reimbursement for Section 168l1v.)] Therefore,
absent a specific provision providing for cost reimbursement, no
entity or person 1s entitled to reimbursement for complying with
federal legal process. Hurtado w. United States, 410 U.S. 578
(1973) .

Therefore, it is the FBI's position that cost
reimpbursement for NSL compliance is not specifically auvthorized
under {BECPA Section 2709 or FCRA Section 1681v].

{TO BE USED FOR RECIPIENTS WHC HAVE BEEN REIMBURSED IN
THE PAST: We recognize that in the past, your company may have
been reimbursed for compliance with NSLs. However, the FBI has
reevaluated its position in that regard and determined that in
order to assure fair and equal treatment of all NSL recipients, a
uniform posture is required as to the appropriateness of
reimbursing recipients of N3Ls for their compliance in the
absence of statutory authorization for such reimbursement. The

FBI has decided that payment is not appropriate in these
clircumstances. )



Please feel free to contact the undersigned should you
wish to discuss this further. This office greatly appreciates
your timely compliance with NSL reguests,

which assists us in
fulfilling our investigative responsibilities and efforts to

further the naticnal security interests of this country.

Sincerely yours,

{NAME QF SAC or SSA]
[Position]

[Name of Field Office]
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U.S. Department of Justice

Federal Bureau of Investigation

Washingion, D. C. 20535-001
[ODRAFTING DIVISION]
[STREET ADDRESS]
[CITY,STATE, ZOP CODE]
{MONTH DAY, YEAR]

MR, /MRS/MS.] [COMPLETE POC NAME]

[TITLE, IF AVAILABLE]) ALL INFORMATION CONTAINED
[coupnﬁy NAME ) HEREIN IS UNCLASSIFIED

(PHYSICAL STREET ADDRESS - NO P.O. BOX] DATE 06-07-2007 BY ¢5179/DMH/KIR/RW
(CITY, STATE - NO ZIP CODE] 1076786

DEAR [MR./MRS./MS.] [LAST NAME]}:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
(U.S5.C.}, Section 3414(a)({5), you are hereby directed to produce
to the Federal Bureau of Investigation (FBI) all financial
records pertaining to the customer(s) and/or accounts listed
below:

NAME (S) [if available}

ACCOUNT NUMBER(s) : [if available]

SOCIAL SECURITY NUMBER(S):[if available]

DATE (S) OF BIRTH: [if available]

[FOR PERIOD FROM INCEPTION TO PRESENT])

or

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE)
or [PRESENT]]

Please see the attachment following this letter for the
types of information that your financial institution might
consider to be a financ¢ial record.

I1f the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.



[MR./MRS./MS./ COMPLETE NAME]

In accordance with Title 12, U.5.C. Section
3414¢aY (5 (AY, I certify that these records are sought for
foreign counterintelligence investigation purposes to protect
against international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted scolely on the basis of activities
protected by the First Amendment to the Constitution of the
United States.

in accordance with Title -12, U.S.C., Section 3403(b), I
certify that the FBI has complied with all applicable provisions
of the Right to Financial Privacy Act.

[Cartification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
tha language in the following 3 paragrapha in the NSL.]

In accordance with 12 U.S.C. § 3414(a)y(5) (D), I
certify that a disclosure of the fact that the FBI has scught or
obtained access to the information sought by this letter may
endanger the national security of the United States, interfere
with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger
the life or physical safety of a person. Accordingly, 12 U.S.C.
§ 3414 (a) {5) (D) prohibits you, or any officer, employee, or agent
of yours, from disclesing this letter, other than to those to
whom disclosure is necessary to comply with the letter or to an

attorney to obtain legal advice or legal assistance with respect
to this letter,

In accordance with 12 0.5.C. § 3414 (a) (5) (D} {(iii), you
are directed to notify any persons to whom you have disclosed
this letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else,

In accordance with 12 U.S.C. § 3414 (a} (5) (D) (iv}, if
the FBI asks for the information, you should identify any person
to whom such disclosure has been made or to whom such disclosure
will be made. 1In no instance will you be required to identify
any attorney to whom disclosure was made or will be made in order

to obtain legal advice or legal assistance with respect to this
letter.

{Include the following language in all NSLs.]



[MR./MRS./MS./ COMPLETE NAME]

In accoerdance with 18 0.5.C. § 3511¢a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 0.S.C. § 3511{¢), an unlawful
failure to comply with this letter, including any nondisclosure
reqguirement, may result in the United States bringing an
enforcement action.

The FBI does not intend to suggest, by the service of
the NSL upon vour finapncial ipstitution] ]

b2

] |
b7E | the non-disclosure provision set
forth above prohibits the disclosure of the fact of i
I Further, should you decide to consider
| Efge FBI requests that you please notify the below point
o t prior to taking such action, inasmuch as it is

expected that information

You are directed to provide records responsive to
this letter [personally to a representative of the [DELIVERING
DIVISION]_OR through use of a delivery service to tha [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should
be directed only to the [[DELIVERING DIVISION] CR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service or fax]. Due to security considerations, you
should neither send the records through routine mail service nor
disclose the substance of this letter in any telephone
conversation.

Your cooperation in this matter is greatly
appreciated.



Sincerely,

[ADIC/SAC NAME])
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]




(Rey 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007
To: Gencral Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
(REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
_ [sQuap] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [SQUAD] (X]

From: [DRAFTING DIVISION]
[(APPROVING OFFICIAL]
Contact: (CASE AGENT, telephonea numbexr (000) 000-0000]}

Approved By: [ADIC NAME, IF APPLICABLE)
[SAC NAME]
[ASAC NAME)
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST MIDDLE: INITIALS]}

N 06-07-2007%

Title: .. .| [SUBJECT]

>< (AKA] (ALIAS, IF APPLICABLE] 1076786
{IT/FCI - FOREIGN POWER]
[00: OFFICE OF ORIGIN]

Synopsis: (U) (NSLFR) Approves the issuance of an Right to Financial
Privacy Act (RFPA) National Security Letter (NSL) for financial
records; provides reporting data; and, if necessary, transmits the NSL
for delivery to the financial institution.




(U}

{u)

(U

{U)

()

—
To: [crD/Ch]) From: [DRAFTING DIVISION)
Re: .\¢<) [CASE FILE NUMBER, 00/00/2007)

yd

[FULL/PRELIMINARY ) Investigaticn-Institutad:{)%é 00/00/2007
Reference: >1{5 [CASE FILE NUMBER SERIAL XXX]

Enclosure(s): {1 Enclosed for [{DELIVERING DIVISION or QOFFICE OF
ORIGIN, depending on whether service is personal or through restricted
delivery service] is an NSL dated [00/00/2006], addressed to {COMPANY
POC NAME], [TITLE {(if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.Q. BOX), {[CITY, STATE - NO 2IP CODE if using personal service],
requesting financial records of the customer listed.

T
: Datailsf““)€§: A [FULL/PRELIMINARY] {FOREIGN COUNTERINTELLIGENCE/

INTERNATIONAL TERRORISM) investigation of subject, a [U.S. PERSON/NON-
U.8. PERSON], was authorized in accordance with the Attorney General
Guidelines because {Give a full explanation of the justification for
opening and maintaining the investigation on the subject; barebones
facts will not suffice and will cause the request to be rejectaed for
legal insufficiency]. These financial records are being requested to
[Fully state the relevance of the requested records to the
investigation].

)}  This electronic communication documents the [APPROVING

OFFICIAL's] approval and certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks financial records
for [NUMBER OF] [individual(a)/account{s)] from [financial institution
#1]; [NUMBER OF] [individual({s)/accounts] from [financial institution
#2], etc. [In the case of multiple accounts to the same financial
institution, if you know how many different porsons attach to those
accounts, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the subject
of the investigation. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the financial
institution to provide the records [personally to an employee of the
DELIVERING DIVISION OR through use of a delivery service or secure fax
to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt of
this reguest. The financizal institution should neither send the .
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DRISCLOSURE PROVISIONS

[Option 1 - Invoking Nondisclosure Requirement]

sscier__
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'in this case:
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s sSE

To: [CID/CD) From: (DRAFTING DIVISION]
Re: }ﬁkxtcnsz FILE NUMBER, 00/00/2007]

(U) In accordance with 12 U.S.C. § 3414(a) (5) (D), I, the
senior official approving this EC, certify that a disclosure of the
fact that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the United
States, interfere with a c¢riminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic relations,
or endanger the life or physical safety of a person.

Brief statement of the facts justifying my certification

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior cfficial approving this EC, have determined
that the facts of this case deo not warrant activation of the
nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from a financial institution may
be disseminated in accordance with the Attorney General Guidelines for
FBI National Security Investigations and Foreign Intelligence
Collection, and, with respect to dissemination to an agency of the
United States, only if such information is clearly relevant to the
authorized responsibilities of such agency.

{U) Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000).
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To: [CTD/CD] From: [DRAFTING DIVISION]
'Re:-‘ﬁgi {CASE FILE NUMBER, 00/00/2007]

LEAD (8) :

Set Lead 1l: (Action)

GENERAL COUNSET,

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate infeormation
needed to fulfill the Congressional reporting requirements for NSLs,

Set Lead 2: (Info)

[ COUNTERTERRORI SM/COUNTERINTELLIGENCE /CYBER)

AT WASHINGTON, BC

(U} At [Unit] Read and Clear

Set Lead 3: {Action)

[DELIVERING DIVISION ~ if using persconal service]
[AT CITY, STATE]

{U) Deliver the attached NSL as indicated above. Upon
receipt of informatieon from the financial institution, [DELIVERING

DIVISION] is requested to submift results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicablae].

+e

SEC
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FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTINE Date: 03/9/2006
To: All Divisions Attn: ADIC, AD, DAD, SAC, CDC
From: Office of the General Counsel National Security Law
Branch

Contact:

ALL INFORMATION CONTAINED
HEREIM IS UNCLASSIFIED
DATE 06-07-Z007 BY 65173/ THMH/KSE/RY

1076786

Approved By: Mueller Robert S III

Drafted By: | l

Case ID #: 319X-HQ-A1487720-0GC Serial 210

Title: NATIONAL SECURITY LETTERS
DELEGATION OF SIGNATURE AUTHORITY
DELEGATION CF NON-DISCLOSURE CERTIFICATION AUTHORITY
DELEGATION OF NON-DISCLOSURE RECERTIFICATION AUTHORITY

Synopsis: Delegates signature authority for National Security
Letters under the Electronic Communications Privacy Act, 18
U.5.C.§ 2709, the Fair Credit Reporting Act, 15 U.S.C. §§ 1681u
and 1681lv, and the Right to Financial Privacy Act, 12 U.S.C. §
3414 (a) (5). Alsc delegates authority fot certification of the
necessity for non-disclosure of such national security letters
and recertification of the necessity for non-disclosure of such
national security letters under the afore-mentioned statutes.

Details: The USA Patriot Improvement and Reauthorization Act of
2005 (USAPA IRA) was enacted into law on March 9, 2006, It
prevides for procedural changes in the issuance of national
security letters (NSLs)., It provides that in order for the FBI to
require that the recipient not disclose the fact of the request,
the FBI must certify that certain harm may come were the request
to be disclosed. 1If challenged more than one year later, the FBI
must recertify that certain harm may come were the request to be
disclosed. Further, the USAPA IRA provides that the NSL
recipient may also challenge the receipt of the NSIL itself. On
the other hand, the FBI now has explicit enforcement authority

and contempt penalties that attach to unlawful noncompliance with
the NSL.

Specifically, the USAPA IRA provides, with respect to
each of the NSL statutes set forth above, that a non-disclosure
requirement attaches to the NSL "[i]f the Director of the Federal
Bureau of Investigation, or his designee in a position not lower
than Deputy Assistant Director at Bureau headquarters or a
Special Agent in Charge in a Bureau field office designated by




To: All Divisicons From: O0GC
Re: , 03/9/2006

the Director, certifies that otherwise there may result a danger
to the national security of the United States, interference with
a criminal, counterterrorism, or counterintelligence
investigation, interference with diplomatic relations, or danger
to the life or physical safety of a person." Once such a
certification is made, if unchallenged, neither the recipient "or
officer, employee, or agent of ([such recipient] shall disclose to
any person (other than those to whem disclosure is necessary to
comply with the request or an attorney to obtain legal advice or
legal assistance with respect to the request)" that the EFBI has
sought or obtained access to the records.! —m

There is a seccond non-disclosure certification provided
by the USAPA IRA. If there is a challenge to the non-disclosure
provision one year or more after the request is made, the
Director or his designee, as defined above, may terminate the
nondisclosure requirement or recertify that disclosure may result
in the harm enumerated above.?

Thus, via this EC, I am delegating the authority to
make the initial non-disclosure certification and any necessary
subsequent non-disclosure recertification. However, in order to
assure consistency between the persons to whom the non-disclosure
certifications are delegated and the persons to whom signature
authority is delegated, I am also revisiting the issue of the
personnel to whom signature authority for NSLs has been
delegated.

Since the enactment of the 2001 USA Patriot Act, which
expanded the sceope and availability of national security letters,
1 have issued several Electronic Communications delegating
signature authority for such investigative tools. In light of
the reorganization of the ¥FBI, and specifically, the creaticon of
the National Security Branch, it has become necessary to revise

' The langquage in the USPAP IRA with respect to each of the NSL statutes is
identical, accounting for the different recipients, except that the language in
the 1681lv NSL statute applies to government agencies which conduct international
terrorism investigations, rather than only the FBI, and the designee provision
simply states that the government agency head or his designee may certify the
danger that would arise from disclosure. It does not otherwise place any
restrictions on the agency head's designee, However, for purposes of consistency,
the non-disclosure certification delegation for 1681v will be made at the same
level as the non-disclosure certification delegations for the other NSIL statutes.

! There is also a provision under which, if a challenge to the non-
disclosure provision is filed within one year of the request, a certification by
the Director of the FBI will be treated as conclusive unless the court finds that
the certificalion was made in bad faith.

2




To: All Divisions From: OGC
Re: , 03/9/20086

those delegations in order to assure that all persons with legal
authority to sign NSLs have in fact been delegated such
authority. Moreover, it alsc makes sense to have all such
delegations conscolidated into one document.

Thus, the following delegations are being made for
purposes of providing signature authority for NSLs and also
providing the authority to initially certify as to the necessity
for non-disclosure of the NSL request and the authority to
recertify if the non-disclosure provision is challenged one year
or more after the request. Most of the signature delegations
already are in effect, while those that are created by this EC
will be so noted. HNonetheless, this EC provides an exhaustive
list of all of those FBI persons with NSL signature authority and
non-disclosure certification and non-disclosure recertification
authority.’

Thus, as now permitted by ECPA, the FCPA, and the RFPA,
I hereby delegate certification signature authority, non-
disclosure certification authority and non-disclosure
recertification authority for NSLs to the following FBI

Cfficials:
1. The Deputy Director;

2. The Executive Assistant Director for
the National Security Branch;*

3. The Assistant Executive Assistant Director for
the Natiocnal Security Branch;

}This EC consolidates, and to the extent set forth below, revises, the
delegations that took effect pursuant to the following ECs: 66F-HQ-Al255972,
Serial 15, 66F-HQ-A1255972, Serial 31; 66F-HQ-A1255972, Serial 33; and 66F-HQ-
Al1255972, Serial 35. The EC, 66F-HQ-Al255%72, Serial 33, providing for delegation
of signature authority to The Senior Counsel for National Security Affairs is
hereby rescinded, as that position no longer exists. Those portions of 66F-BQ-
31255972, Serials 31 and 33, which delegate signature authority to the Executive

Assistant Director for Counterterrorism/Counterintelligence, are hereby rescinded,
as that position no longer exists,

* Phe delegations of signature authority to the Executive Assistant Director
and the Assistant Executive Assistant Director for the Naticnal Security RBranch
are new delegations, as those positions have just recently been created.

3




To: All Divisions ¥From: OGC
Re: , 03/9/2006

4. The Assistant Directors and all Deputy
Assistant Directors of the Counterterrorism,
Counterintelligence,’® and Cyber Divisions;®

5. The General Counsel and Deputy General Counsel for
the National Security Law Branch;?

6. The Assistant Director in Charge, and all SACs of
the New York, Washington B.C., and Los
Angeles field offices; and

7. The SACs in all other field divisions.

The NSLB is hereby authorized to issuance guidance with
respect to the revision of the national security letter statutes,
as well as the other changes encompassed by the USAPA IRA, One
point should be made here, however. The signature authority, the
initial non-disclosure certification authority, and the non-
disclosure recertification authority are separate authorities.
Because an NSL warrants signature does not necessarily mean that
it warrants inclusion of a non-disclosure provision. Because an
NSL once warranted a non-disclosure provision does not mean that
one year later, it continues to warrant a non-disclosure
provision. Such certifications sheould not and may not be made in
a perfunctory manner. There must be an assessment by the
individual who signs the NSL that there is a genuine need for
non-disclosure because cne of the enumerated dangers may arise
from disclosure.

5 The Counterintelligence Division was denoted in its previous signature

delegation by its prior incarnation, as the National Security Division. See 66F-
HQ-A1255972, Serial 15. This delegaticn brings its designation terminology up to
date.

®While Counterintelligence Divisgion and Cyber Division personnel are being
given signature and non-discleosure certification and recertification authority for
all H3Ls, it is expected that they would rarely exercise that authority in the
case of 168lv NSLs (which signature authority they have not had to date), which
are limited to use in international terrorism investigaticns. It is possible,
although not likely to be a frequent occurrence, that a counterintelligence or
Cyber case may have an internaticnal terrorism aspect to it that would justify the
issvance of a 1681iv NSL.

"The Deputy General Counsel for the National Security Law Branch was denoted
in its previous signature delegation by its prior incarnation, as Deputy General
Counsel for National Security Affairs. See 66F-HQ-A1255972, Serials 15, 31. This
delegation brings its designation terminology up to date.

4



To: All Divisions From: OGC
Re: , 03/8/2006

LEAD:
Set Lead 1: (adm)

ALL BRECEIVING OFFICES

Disseminate to personnel involved in CI, IT, and
Cyber operations and to other personnel as appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIQORITY Date: 03/0%/2007

To: All Divisions Attn: ADs
DaDs
SACs
ADICs
ASACs
CDCs

From: Records Management
RPAS/S334 -
Contact: Debbie 0'Clair, 202

Approved By: Hooton William L

Caproni valerie E ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
Drafted By: OClair Debra Anne DATE 06-06-2007 BY 65179/DMH/KSR/RW
Case ID #: 319W-HQ-Al487699-RMD 1076786

Title: PROCEDURAL AND OPERATIONAL ISSUANCES -
RECORDS MANAGEMENT DIVISION (RMD)

Synopsis: Provides immediate interim guidance related to records
management of National Security Letters (NSL).

Details: The below guidance is provided as apn immediate interim
eclution to the proper recording of NSLs.

Original signed NSLs are to be sent to the recipient,
Record copies of the NSLs are to be uploaded in the investigative
case file using one of the following new document types:

NSLTSI (NSL Telephone Subscriber Information)

NSLTTR (NSL Telephone Tcll Records)

NSLESI (NSL Email Subscriber Information)

NSLETR (NSL Email Transactional Records)

NSLFR {NSL Financial Records, RFPA Section 3414(a) [(5))
NSLFIL {NSL Financial Institutional Listings, FCRA 1681lu{a))
NSLCII (NSL Consumer ldentifying Information, FCRA 16B8lu{b))}
NSLFCR (NSL Full Credit Report, FCRA 1681v)

Effective Monday, March 12, 2007, modifications to the
Automated Case Support (ACS) will have heen completed to allow
the entry of the above document types when uplcading NSLs within
ACS. Offices are to advise and assist those employees who upload
NSLs in identifying the appropriate document type for each NSL.
Cffices are also to advise employees to use the originating



To: All Divisions From: Records Management
Re: 315W-HQ-Al4B87659-RMD, 03/09/2007

(issuing) office of the NSL in the "From" field when uploading
the NSL to ACS. For example if the Tampa Field Office SAC signs
off issuing an NSL for a Miami Field Cffice investigative case,
the "From" field in ACS should indicate Tampa even though the
Office of Origin is Miami.

In additicn, repeorting capability will be available
within the next several weeks which will allow offices to
generate reports of NSLs created by office, within a specified
date range to facilitate statistical reporting.

It should be noted this is an interim immediate
sclution. Records Management Division {(RMD} will host a working
group of Headquarters and field personnel on Wednegday, March 14,
2007, to develop a permanent scolution which minimizes human error
and provides the necessary statistical reporting required.
Offices are invited toc nominate names of conversant and well-
informed participants to attend this working group or participate
via video teleconference to RMD Assistant Section Chief, Debbkie
0'Clair {(via email}. It is not mandatory to nominate an
employee, and to ensure the working group is maintained at a
reasonable number, not every nominated employee may be selected,
but RMD seeks to ensure that the most affected stakeholders in
this issue, the field offites, are represented in devising a
resolution to this issue that is satisfactory to all.



To: All Divisions From: Records Management
Re: 319W-HQ-A1487639-RMD, 03/09/2007

LEAD(s) :
Set Lead 1: {Action}

ALL RECEIVING CQFFICES

Implement use cof new NSL document types within ACS,
assist and advise NSL records perscnnel in using the appropriate

NSL document type for each document and to use issuing office of
the NSL in the~-“From" field in ACS.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: FPRIORITY Date: 04/07/2006

To: All Divisions

From: Office of the General Counsel
Contact: I I (202) 3244

Approved By: Caproni Valerie E
Thomas Julie F ALL INFORMATION CONTAINED

FEC HERETN I3 UNCLASSTIFIED
;é DATE 06-06-2007 BY 55179/DMH/KSR/RY
Drafted By:
1076786
Case ID #: 319X-HQ-A1487720-0GC :
Titla: (U} .USA PATRIOT ACT RENEWAL - NEW LEGISLATIVE CHANGES TO

FCI/IT LEGAL AUTHORITIES.

Synopeis: (U) Summarizes recent changes to natiocnal security
iegal authorities as a result of the "USA PATRIOT
Improvement and Reauthorization Act of 2005 (Public Law
109-177) and the "USA PATRIOT Act Additional
Reauthorizing Amendments Act of 2006" (Public Law 109~
178), and describes the preliminary implementation
procedures,

Details: The President signed the “USA PATRIOT Improvement and Reauthorization Act
of 2005" (USA PATRIOT IRA) and the “USA PATRIOT Act Additional Reauthorizing
Amendments Act of 2006" on March 9, 2006. The USAPA IRA makes permanent many of the -
sunseting provisions of the USA PATRIOT Act.! Additionally, both laws make significant
changes fo many national security legal authorities, including National Security Letters (NSLs)
and certain FISA-related provisions, and impose new reporting requirements. Moreover, the
new laws make changes in scveral substantive criminal laws, some of which may have
implications in national security investigations.

The National Secunity Law Branch of the Office of General Counsel is issuing
preliminary guidance on those portions of the two laws relating to national security operations.
The following summarizes authorities contained in sections of the bills, 1o include a summary of
potential changes in FBI operational procedures. Recipients should note that this is only initial
guidance; more detailed explanations and procedures may follow in subsequent communications.

' The USA PATRIOT Act refers to the “Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001,” which
was signed into law on October 26, 2001.



To: All Divisions From: Office of the General Counsel
Re: 319X-HQ-A1487720-0GC, 04/07/2006

The USA PATRIOT Act Improvernent and Reauthorization Act of 2005 is
organized inwo the seven titles. Title [, which carries the same title as the overall bill, contains

the significant changes to the FBI’s national security tools? Titles H through VII contain several
other Acts and miscellaneous provisions:

. Title [ - USA PATRIOT Improvement and Reauthorization Act

Title I makes most of the original sunset provisions of the original USA
PATRIOT Act permanent, though it creates new sunsets for the authorities in
section 206 (FISA roving authority) and section 215 (FISA access to business
records) of the USA PATRIOT Act, and section 6001 (Lone Wolf provision) of
the Intelligence Reform and Terrorism Prevention Act of 2004, 1t also extends the
duration of several FISA tools. Additionally, it makes significant changes to the
National Security Letter statutes. Finally, the USAPA IRA requires new
Congressional reporting of the use of national security tools.

. Title 11 - Terrorist Death Penalty Enhancement
This portion of the USAPA IRA entitled the “Terrorist Death Penalty

Enhancement Act of 2005" makes adjustments to the death penalty procedures for
federal cases, including certain air piracy cases,

. Title IIT - Reducing Crime and Terrorism at America’s Seaports Act of 2005
This Title amends certain criminal statutes to strengthen maritime and seaport
safety.

. Title IV - Combating Terrorism Financing Act of 2005

This Title increases the penalties for terrorism financing, and adds new terrorism-
related provisions to the specified unlawful activities that serve as money

laundering predicates (including operating an illegal money transmitting business,
such as the common *hawala” network).

. Title V - Miscellaneous Provisions
As recommended by the WMD Commission, this Title creates a National Security

Divisien within the U.S. Department of Justice, which is to be led by an Assistant
Attomey General for National Security.

? Congress drafied the USA PATRIOT Act Additional Reauthorizing Amendments Act
of 2006 after the USA PATRIOT Improvement and Reauthorization Act of 2005. Congress used
the USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006 to make additional
adjustments to the nondisclosure provisions of FISA Business Records and National Security

Letters contained 1n the USA PATRIOT IRA, and to add the “Privacy Protections for Library
Patrons.”



To: 21l Civisions From: Office of the General Counsel
Re: 319X-HQ-B1487720-0GC, 04/07/2006

. Title VI - Secret Service Authorization and Technical Modification Act of
2005
As the Tile suggests, it modifies certain authorities of the Secret Service.

. Title VII - Combat Methamphetamine Epidemic Act of 2006

This Title creates regulations for the control of precursor chemicals and enhances
the criminal penalties for methamphetamine production.

TITLE I- USA PATRIOT IMPROVEMENT and REAUTHORIZATION
ACT of 2005.

This EC will not address the new sections of the USAPA IRA 1n sequence,
instead, the sections will be organized by national security tools.

SUNSET PROVISIONS

Sec. 102. USA PATRIOT Act Sunset Provisions.

Section 102 repeals section 224 of the USA PATRIOT Act, making most of the
original sunset provisions permanent. This section adopts a new 4-year sunset (December 31,
2009) for sections 206 (roving authority) and 215 (business records) of the USA PATRIOT Act.
The now permanent provisions of the USA PATRIOT Act are the following:

USA PATRIOT Act -7 7" Description of Provision
~ 2001 Provision . _ o .
Sections 201 & 202 Expanded Title 11l predicates.
Section 203(b) & (d) Information sharing of foreign intelligence obtained in Title Il and

criminal investigations.

Section 204 Clarification of Intelligence Exceptions from Limtations on
Interception gmd Disclosure of Wire, Oral and Electronic
Communications.

Section 207 Extended duration of certain FISAs.

Section 209 Seizure of voice mai} with a search warrant.

Section 212 Emergency disclosures of e-mail and records by 1SPs.

Section 214 FISA pen/trap authority.

Section 217 Interception of computer trespasser commurtications.

Section 218 P(;Iléaxge in the probable cause (“significant purpose™) standard of
Section 220 Nationwide search warrants for electronic evidence.




Toc: All Divisions From: Office of the General Counsel
Re: 319X~HO-A1487720-0GC, 04/07/2006

Section 223 Civil liability for certain unauthorized disclosures.

Section 225 Immunity for compliance with FISA wiretap.

Procedural Changes: None at this time. If necessary, additional guidance may be
issued 1n the future.

Provision ' ' | New Sunset Date
FISA Roving Authority December 31, 2009
FISA Business Records Authority December 31, 2009

Sec. 103. Extension of Sunset Relating to Individual Terrorists as Agents of a Foreign
Power.

Section 6001(b) of the Intelligence Reform and Terrorism Prevention Act of 2004
(IRTPA) addressed the “lone wolf” terrorist by broadening the definition of the “agent of a
foreign power” for any person other than a United States person to include a person who
“engages in international lerrarism or activities in preparation thereof.” The USAPA IRA
extends the sunset of this provision 4 years (until December 31, 2009).

Procedural Changes: None at this time. If necessary, additional gutdance may be
issued in the future.

Provision» ~ © |- "~ " NewSunsetDate." =~

FISA “Lone Wolf’ December 31, 2009

FISA DURATION CHANGES

Sec. 105. Duration of FISA Surveillance on Non-United States Persons under Section
207 of the USA PATRIOQT Act, '

Section 105 extends the duration of both initiations and renewals of electronic
surveillance (FISA § 105(e)), physical search (FISA § 304(d)), and pen register/trap and trace
surveillance (FISA § 402_(e)) for agents of a foreign power who are not U.S. persons.

Procedural Changes Related to the New FISA Durations: DQJ Office of
Intelligence Policy and Review will implement these changes to the FISA process. The new
durations for non-United States persons are reflected in the chart below. Overall, the new
durations should translate into considerable savings in FBI and OIPR resources,




To: All Divisions From: Office of the General Counsel
Re: 319X~HQO-A1487720-0GC, 04/07/2006

FISA Technigue . -+ Non-USP Initiations ~ - Non-USP Renewals -
Electronic Surveillance 120 days I year
Physical Search 120 days I year
Pen register/trap and trace I year | year

The initiations and renewals for United States persons will remain the same.

FISA Technique - USP Initiations - | USP Renewals -
Electronic Surveillance 90 days 90 days
Physical Search 90 days 90 days
Pen register/trap and trace 90 days 90 days

FISA BUSINESS RECORD CHANGES’

Sec, 106. Access to Certain Business Records Under Section 215 of the USA PATRIOT
Act.

. Section 106 makes the following changes 10 Sections 501 and 502 of the Foreign
Intelligence Surveillance Act (FISA) regarding access to 215 Business Records.

Procedural Changes Related to FISA Business Records: FISA Business Records,
which have been the subject of much debate, have been modified to contain more safeguards to
protect civil liberties and privacy. These safeguards include special procedures and approvals for
certain types of tangible things (i.e., library records), a directive to develop “minimization
procedures,” the recipient’s right to seek judicial review of an order, and a recipient’s right to
disclose an order for the purpose of obtaining legal advice or for assistance in complying with the
order. The following charts summarize signtficant pravisions in the new law,

Scope of FISA Business . | « This authority may be used to obtain “any tangible things

Records authority.: -.. . "] (including books, records, papers, documents, and other

S Y . .| items).” This authority is broad, similar in scope to a criminal

" grand jury subpoena.

| * This authornity requires additional procedures for certain special
categories of records (see below).

’ The changes included in this section also include the changes made by section 3 and 4
of the “USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.”
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All Divisions

319X-HQ-A1487720-0GC,

Office of the General Counsel
04/07/2006

From:

Special Categories of
Tangible Things

Congress designated particular categories of records for special
procedures and approvals. The FBI will adjust procedures to
account for the special designation.

+ Special Categories:

Library circulation records, library patron lists, book sales
records, book customer lists, firearms sales records, tax return
records, educational records, and medical record containing
information that would identify a person.

« Approval Level for
special categories:

The Director of the FBI may delegate the authority to either ~
» the Deputy Director of the FBI; or

+ the Executive Assistant Director (EAD) for National
Security (or any successor position).

No further delegation is allowed.

+ Congressional Oversight
of special categones: -~

Attorney General must provide annual report (April) to the
House Judiciary Committee (HIC), the House Permanent Select
Committee on Intelligence (HPSCI), the Senate Judiciary
Committee (8JC), and the Senate Select Committee on
Intelligence (SSCI).

1. Number of FISA business record orders granted, modified, or

denied for the special categories of tapgible things.

FISA Business Record
Standard- Relevance:

The FBI’s facts must show that there are “reasonable grounds to
believe that the tangible things sought are relevant to an
authorized investigation.”

Test:

* Presumptive Relevancc :

The tangible things are presumptively relevant if the facts show

i they pertain to —

“(1) a foreign power or an agent of a foreign power;

(i1) the activities of a suspected agent of a foreign power who is
the subject of such authorized investigation; or

(111} an individual in contact with, or known to, a suspected agent

- | of a foreign power who is the subject of such authorized

investigations...”

FISA Business Record
Ord_er: : :

» The order must describe the tangible things with sufficient
particularity to permit them to be fairly identified.

* Date for return - the order will contain a date on which the
tangible things must be provided.

» Recipient must have a reasonable period of time to produce.
* The Order may oniy require production of tangible things that

| would be available with a grand jury subpoena or a District

Court order (in other words, privileges under the law will apply

to Business Record orders).
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FISA Business Record
Non-Disclosure Provision:

| No person shall disclose the fact that the FBI has sought tangible

things.

» Exceptions 0 non-
disclosure: :

| A recipient may disclose a FISA Business-Record Order to -

(1) persons to whom disclosure is necessary to comply;

(2) an attorney to obtain legal advice or assistance with respect to
the production;

{3) a person as permitted by the FBI Director (or designee).

+ Extension of N
nondisclosure to others:

= | » If the recipient discloses to another person (see exceptions

above), the recipient shall notify the person of the nondisclosure
requirement. :

« The person to whom disclosure is made shall be subject (o the

{ nondisclosure requirement.

= The FBI director {or designee) may ask the recipient to identify

| the other persons to whom disclosure of the Business Record

order will be made (except that the recipient does not have to
identify the attorney).

Judicial Challenge of FISA
Business Record authority:

The recipient of a FISA Business Record order may challenge

the legality of the order in the Foreign Intelligence Surveillance
Court.

« Challenging the ‘ord_ér: .

+ Recipient may move to modify or set aside the order.
+* FISC may grant the motion only if the order does not meet the

* | requirements of FISA or is otherwise unlawful.
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« Challenging the non- | » Not less than 1 year after the order, the reciptent may move to
disclosure provision: modify or set aside the nondisclosure order.

: » FISC may grant such a motion only if there is no reason 1o
believe that disclosure may endanger the national security of the
U.S., interfere with a criminal, counterierrorism, or
counterintetligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of any person.
* The FISC will treat as conclusive a certification by the
Attomey General, Deputy Attorney General, an Assistant
Attorney General, or the Director of the FBI that a disclosure
may endanger the national security of the U.S. or inter{ere with
diplomatic relations. -

» Security: » Filings shall be under seal
B - ' «Chief Justice of the U.S., in consultation with the AG and the
DNI, wilt establish security measures.

Minimization Procedures | Within 180 days of enactment, the Attorney General shall adopt
for FISA Business specific minimization procedures governing the retention and
Records: © - | dissemination of FISA Business Record information.

+UJ.S. Person information: | The minimization procedures should minimize the retention, and

- ' | prohibit the dissemination, of nonpublicly available information
concerning unconsenting U.S. persons consistent with the U.S.
intelligence community need to obtain, produce and dtssemmate
foreign intelligence information.

» Evidence of a crime: { The procedures should allow for the retention and dissemination
: S of information that is evidence of a crime.

Procedural Changes Related to Congressional Oversight of FISA Business
Records: The new law beefs up the Congressional reporting requirements for the FISA Business

Record authority. OIPR will have the responsibility for reporting the FISA Business Record
statistics to Congress.

Reporting Cycle: Attorney General will report on an annual basis (April of each
: year}.
Congressional . . | *House Permanent Select Committee on Intelligence
Commitiees: - _— «House Judiciary Committee
. *Senate Select Committee on Intelligence
*Senate Judiciary Commuttee
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Reporting Categories: (1) Total number of applications for FISA Business Records.
(2) Total number of orders granted, modified, or denied.
(3) Total number of orders granted, modified, or denied for the
special categories of tangible things.

« Library circulation records, library patron lists, book sales
records, or book customer lists.

+ Firearms sales records.

»Tax return records.

*Educational records.

» Medical records containing information that would identify a

. person.
Additional unclassified | Annually (April of each year), the Attorney General shall make
report: : ' an unclassified report on the total number of FISA Business

Records applications, and the total number of orders granted,
modified, or denied.

Secc. 106A Audit on Access to Certain Business Records for Foreign Intelligence
Purposes.

Section 106A directs the Inspector General of the Department of Justice to
perform a comprehensive audit of the effectiveness and use, including improper or illegal use, of
the FISA Business Records authority. The audit will take place in two phases, covering the years
of 2002 1o 2006.

Procedura] Changes Related to the Audit of FISA Business Records: The
Inspector General’s Office of the Department of Justice (DOJ 1G) started the audit process in
January 2006, in anticipation of the new USA PATRIOT Improvement and Reauthorization Act.
It will be incumbent upon the FBI to cooperate with the DOJ 1G to complete the two-phased
audit. Per established procedures, the FBI's Inspection Division will be the primary point of
contact for the DOJ 1G. Additional guidance may be published as the audit process continues.

Scope of Audit. i The IG will perform'a comprehensive audit of the effectiveness
- . . 71 and use, including any improper or illegal use, of the
investigative authority.

Timing of Audit; =~ | For 2002, 2003, and 2004, the audit should be completed within
oo : ~ . . | one year of enactment (March ¢, 2007).

.| For 2005 and 2006, the audit should be completed by December
31, 2007,

Report results to Congress: | The IG shall submit the audit reports to -

* House Judiciary Committee.

* House Permanent Select Committee on Intelligence.
+ Senate Judiciary Committee.

+ Senate Select Committee on Intelligence,
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Examine effectiveness o Audit will look at the following for effectiveness —
the tool: _ a
' » Categories of records obtained.

« The importance to the FBI and the IC of the information
obtained.

« The manner in which the information is collected, retained,
analyzed, and disseminated by the FBI (this will include an
examination of the access to “raw data” provided by the FBI to
other agencies of the Federal, State, local, or tribal governments,
or private sectar agencies).

« The minimization procedures adopted by the AG.

« Whether, and how often, the FBI used information to produce
analytical intelligence products for the FBI, the IC, or other
Federal, State, local, or tribal government agencies.

« Whether, and how often, the FBI provided the information to
law enforcement authorities for criminal proceedings.

Examine the process: | The audit process will look at the following:

* How often the FBI requested DOJ to submit an application and
the request was not submitted 10 the court {including the basis
for the decision).

‘| + Whether the court granted, modified, or denied the application.
* The justification for the failure of the AG (o issue
implementing procedures governing the requests in a timely
fashion, including whether the delay harmed national security.

* Whether bureaucratic or procedural impediments prevent the
FBI from fully using the autherity,

FISA ROVING SURVEILLANCE CHANGES

Sec. 108, Multipoint Electronic Surveillance Under Section 206 of the USA PATRIOT
Act.

This section medifies FISA sections 104(a) and 105(c), to clarify the amount of
detatl the FBI must provide to obtain a FISA roving surveillance order.

Procedural Changes Related to FISA Roving Surveillance:

The application must now include a description of the “specific” target when the
target is identified by description rather than by name. The section also adds a return
requirement on the FBI in national security investigations. This is consistent with Congress’

intent to provide an extra layer of judicial review and to prevent the potential abuse of this
investigative authority.

OIPR will implement the new requirements for the FISA roving surveillance.

OIPR and FBI OGC may develop more specific guidance on the new process for obtaining this
autherity tn the future.

10
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Standard for roving
surveillance:

* The FISC must find the possibility of the target thwarting
surveillance based upon specific facts,

* The order must describe the specific target in detail when
authorizing a roving surveillance for a target whose identity is
not known.

Rcturn requirement:

*Presumed 10 day notice — the FBI (applicant) must provide
notice 1o the court within 10 days unless the court finds good
cause 10 justify a longer period of up to 60 days.

The FBI must inform the court:

+ The nature and location of new facility.

« The facts and circumstances relied upon by applicant.

+ Any new minimization procedures.

« The total number of electronic surveillances that have been or
are being conducted under the roving authority.

Consistent with Congress’ intent 10 provide morc oversight, the repomng
requirements for FISA roving surveitlance have been changed.

Procedural Changes Related to FISA Roving Surveillance Congressional
Oversight: OIPR will maintain responsibility for reporting on the FISA roving surveillance.

Reporting cycle: The Attorney General will report on a semi-annual basts.
Congressional - * House Permanent Select Committee on Intelligence
Committees: + Senate Select Comumittee on Intelligence

+ Senate Judiciary Committee

Reporting categories:-

+ Total number of applications made for orders and extensions.
+ Each criminal case in which information has been authorized
for use at trial, during the period covered by such report.

+ Total number of emergency employments and total number of
subsequent orders approving or denying surveillance.

FISA OVERSIGHT CHANGES

In section 109 of the USA PATRIOT Act Improvement and Reauthorization Act,
Congress has implemented additional reporting requirements for the use of FISA physical search

authority and FISA pen registers and trap and trace authority. This section modifies the reporting
requirements in FISA sections 306 and 406(b).

11
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Congressional Reporting on FISA Physical Search authority:

Reporting cycle: Attorney General will report on a semiannual basis.
Congressional » House Permanent Select Committee on lmelligencc-
Committees: o » House Judiciary Committee

» Senate Select Committee on Intelligence
» Senate Judiciary Committee

Reporting categories: Report the following regarding emergency physical searches —
- o - { » Total number of applications.

| » Total number of orders granted, modified, or denied.

» Number of physical searches involving the residences, offices,
or personal property of U.S. persons, and the number of
occasions the AG provided notice.

» Total number of emergency authorizations, and total number of
subsequent orders approving or denying the physical searches.

Congressional Reporting on FISA Pen Register and Trap and Trace authonty:

Reporting cycle: | Attorney General will report on a semiannual basis.
Congressional : + House Permanent Select Commitiee on Intelligence
Committees: : * House Judiciary Committee

+ Senate Select Commitiee on Intelligence
+ Senate Judiciary Committee

Reporting categories: Report the following regarding pen registers/trap and trace —~
... . 1+ Total number of applications.

» Total number of orders granted, modified, or denied.

+ Total number of emergency authorizations, and total number

subsequent orders approving or denying the pen registers/trap
and trace.

Procedural Changes Related to Enhanced Congressional Oversight: If necessary,
OIPR and FBI OGC will publish guidance in response to the new provisions, OIPR will retain

responsibility for reporting to Congress on FISA related activities,

FISA PEN REGISTER/TRAP AND TRACE CHANGES

Sec. 128, PATRIOT Section 214; Authority for Disclosure of Additional Information

in Connection with Orders for Pen Register and Trap and Trace Authority
under FISA.

‘ Congress modified the FISA pen register and trap and trace devices authority to
give the FBI access to more information through this authority. The pertinent portion of the new
statute describing the information available to the FBI is reproduced here (highlights added):

FISA § 402 [S0 U.S.C. § 1842]. Pen registers and trap and trace devices for
foreign intelligence and international terrorism investigations.

12
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{C) shall direct that, upon the request of the applicant, the provider of a wire or
electronic service shall disclose to the Federal officer using the pen register or trap
and trace device covered by the order -

(1) in the case of the customer or subscriber using the service covered by the
order (for the period specified by the order) —

(I) the name of the customer or subscriber;

(1) the address of the customer or subscriber;

(111) the telephone or instrument number, or other subscriber
number or identifier, of the customer or subscriber, including
any temporarily assigned network address or associated
roating or transmission information;

{1V) the length of the provision of service by such provider to the
customer or subscriber and the types of services utilized by the
customer or subscriber;

(V) in the case of a provider of local or long distance telephone
service, any local or long distance telephone records of the
customer or subscriber;

(VI) if applicable, any records reflecting period of usage (or
sessions) by the customer or subscriber; and

(VII) any mechanisms and sources of payment for such service,
including the number of any credit card or bank account utilized
for payment for such service; and

(ii} if available, with respect to any customer or subscriber of incoming or
eutgoing communications to or from the service covered by the order —

(1) the name of such customer or subscriber;

(1) the address of such customer or subscriber;

(I11) the telephone or instrument number, or other subscriber
number or identifier, of such customer or subscriber, including
any temporarily assigned network address or associated
routing or transmission information; and

{1V) the length of the provision of service by such provider to
such customer or subscriber and the types of services utilized by
such customer or subscriber.

13
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The chart below summarizes the information available through the ncw
adjustmenis to the FISA tool,

Customer/subscriber using the | Information available through PR/TT:
service covered:
* Name of the customer or subscriber.

+ Address of the customer or subscriber.

« Telephone or instrument number, or other subscriber
number or identifier, of the customer or subscriber, including
any temporarily assigned network address or associated

{ routing or transmission information,

« Length of service.

» Types of service.

* Any local or long distance telephone records of the
customer/subscriber.

* Records reflecting period of usage.

+ Mechanisms/sources of payment, including the number of
any credit card or bank account used.

Customer/subscriber of Information available through PR/TT:
incoming or outgoing .
communications to/from the | « Namie of customer/subscriber.

service covered: - ' + Address of customer/subscriber.

o : . *» Telephone or instrument number, or other subscriber
number or identifier, ... including any temporarily assigned
network address or associated routing or transmission
information.

* Length of service.
{ » Types of service.

The chart below summarizes the Congressional reporting requirements for the use
of the FISA pen register and trap and trace authority.

Reporting cycle: - . | Attorney General shall report on a semiannual basis.
Congressional .=~ - | » House Permanent Select Committee on Intelligence
Committees:~ . " . | » House Judiciary Commitiee

» Senate Select Commitiee on Intelligence
» Senate Judiciary Committee

Reporting categories: -~ | Use of pen registers and trap and trace,

Procedural Changes Related to Pen Registers/Trap and Trace: OIPR will retain
the reporting responsibilities for the FISA pen register/trap and trace authority.

The FBI will now be able to obtain subscriber information (including billing
information) with a FISA pen register/trap and trace, without having to couple the request with a
FISA Business Record request. This provision should make this investigative tool more useful to
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the FBI. OIPR has already made the changes to its pen register/trap and trace format to take
advantage of the new provision.

EMERGENCY DISCLOSURES

Sec. 107 Enhanced Oversight of Good-Faith Emergency Disclosures Under Section
212 of the USA PATRIOT Act.

The emergency disclosure provision, codified at 18 U.S.C. § 2702(b)(8) & (c)(4),
provides law enforcement with the ability to gain quick access to e-mail content and records
under emergency conditions. The USA PATRIOT Act created the emergency disclosure
provision which explicitly permits, but does not require, a service provider {most often an ISP) 1o
voluniarily disclose to law enforcement information, including e-mail content, in emergencies
involving a risk of death or serious physical injury. Such disclosures are outside of the
compulsory process — subpoena, court order, and search warrant — that is generally required
before law enforcement can obtain such information from a service provider. See, 18 US.C. §
2703.

Section 107 makes changes to the emergency disclosure provision of 18 U.S.C.
Section 2702, including the requirement for more Congressional reporting, to deal with the
concern that this authority was not sub_;ect 1o sufficient Congressional, judicial or public
oversight.

Procedural Changes Related to Good-Faith Emergency Disclosures: The Attormey
General must now report annually to Congress on the number of accounts subject to disclosure,
and the Attomey General must report the basis for the voluntary disclosures in mvestlgatlons that
are closed without filing criminal charges.

The FBI will need to track the use of this investigative authority for reporting
purposes. The FBI will publish additional guidance on this issue as necessary.

Voluntary dlsclosure by If the provider, in good faith, believes that an emergency
prov:dcr T involving danger of death or serious physical injury to any
o : ' person requires disclosure without delay.

Reporting cycle: . - | Attorney General shall report on an annual basis.

Congressional ~_. | » House Judiciary Commitiee

Committees: - = | *» Senate Judiciary Committee

Reporting categories: - * Number of accounts from which voluntary disclosures were
- received.

* Summary of the basis for disclosure where the investigation
was closed without criminal charges.
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NATIONAL SECURITY LETTERS*

Sec. 115, Judicial Review of National Security Letters.

Title 18, Chapter 223 of the United States Code (Witnesses and Evidence) is
amended to include a new section 3511 which provides for the judicial review of NSLs.

Procedural Changes Related to the Judicial Review of NSLs: This new section modifies
the NSL authorities under the Electronic Communications Privacy Act (ECPAY18 U.5.C. §
2709). the Fair Credit Reporting Act (FCRA)(15 U.S.C. § 1681uand 15 U.5.C. §.1681v), and
the Right to Financial Privacy Act (RFPA)12 U.S.C. § 3414), to make it clear that the recipient
may seek the help of an attorney, and may challenge the legality of an NSL order and its non- ...
disclosure provision in Federal District Court. A Federal District Couri can modify or set aside
an NSL if it is unreasonable, oppressive, or otherwise unlawful, [t continues to be impontant for
the FBI to serve NSLs only if the information sought falls within the statutory categores, and
which are not overly broad or oppressive.

Future practice will give the FBI an idea of how many NSL challenges can be expected in
a calendar year. If Federal grand jury practice is any indication, the number of NSLs challenged
on a yearly basis should be small. Regardless, the FBI Field Office will need to work with local
Assistant United States Attorneys when a recipient challenges the legality of an NSL or the non-
disclosure provision. Additionally, FBI Ficld Offices should immediately notify FB] OGC if
they receive notice of any challenge to an NSL or the NSL’s nondisclosure provision. The
following chart breaks down the new provisions {including jurisdictional issues).

The new taw also gives the U.S. govemment a mechanism to address the situation where
a recipient fails to comply with the NSL, which has been missing from the investigative too! in

the past. Again, this procedure will require the assistance of a local United States Attomey’s
Office.

Judicial review of NSL | » Jurisdiction: In the U.S. District in which the recipient resides
(Recipient may challenge . | or does business.

the request): _ — _ ,
q ) ' + Recipient may ask court to set aside or modify request.

.} * Court will grant the recipient’s motion if the NSL is
* ] unreasonable, oppressive, or otherwise unlawful,

* The changes listed in this section also include the changes made by sections 4 and 5 of
the “USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.”

16




To: All Divisions

Frem: Office of the General Counsel

Re: 319X-HQ-A1487720-0GC, 04/07/2006

Judicial review of NSL
nondisclosure provision

the nondisclosure -
provision): a

* Jurisdiction: In the U.S. District in which the rectpient resides
or does business.

{Recipient may challenge .

» Filed within one year of NSL request -

+ Court may modify/set aside the non-disclosure if... “no rcason
1o believe that disclosure may endanger the national security of
the U.S,, interfere with criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or éndanger the life or physical safety of any person.”
» Certification/Authority level: Court will treat as conclusive
the certification by thg Attorney General, Deputy Attorney
General, an Assistant Attorney General, or the Director of the
FBI that disclosure may endanger the national security of the
United States or interfere with diplomatic relations (unless made
in bad faith).

* Filed one year or more after the NSL —

« Within 90 days of recipient’s petition, designated government
officials must either terminate the nondisclosure requirement or

1 recertify that the disclosure “may resuit in a danger to the

national security of the U.S,, interference with a criminal,
counterterrorism, or counterintelligence investigation,
interference with diplomatic relations, or danger to the life or
physical safety of any person.”

* Termination/Recertification Authority level: The Attorney
General, Deputy Attomey General, an Assistant Attorney
General, or the Director of the FBI, or his designee in a position
not lower than Deputy Assistant Director at FBI headquarters or
a SAC in an FBI field office designated by the Director shall
either terminate the nondisclosure requirement or recertify that

| disclosure “may result in a danger to the national security of the
| U.S., interference with a criminal, counterterrorism, or

counterintelligence investigation, interference with diplomatic
relations, or danger to the life or physical safety of any person.”

o » Conclusive: Certification by the AG, DAG, an Assistant
| Attorney General, or the Director of the FBI that disclosure may
{ endanger the national security of the United States or interfere

with diplomatic relations shall be treated as conclusive (unless
made in bad faith).
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Failure to Comply: . * The Attormey General may invoke the aid of a Federal District
’ Court.

« Jurisdiction: U.S. District in which the investigation is carried

on, or the person or enuity resides or does business or may be

found.

« Court may compel by ordering person/entity to comply.

+ Failure to obey 1s punishable by contempt.

Court Proceedings & +» Court must close hearings to the extent necessary to prevent an
Security: ' unauthorized disclosure of NSL.
L + Petitions, filings, records, orders, and subpoenas must be kept

under seal to the extent and as long as necessary to prevent
-1 unauthorized disclosure,

« At povernment’s request, ex parte and in camera review of
government’s submissions which may contain classified
material. :

Sec. 116. Confidentiality of National Sccurity Letters.

Section 116 makes changes to the National Security Letter authorities contained in the
Electronic Communications Privacy Act (ECPA) (18 U.S.C. § 2709), the Right to Financial
Privacy Act (RFPA)(12 U.S.C. § 3414), and the Fair Credit Reporting Act (FCRA) (15 U.S.C. §§
1681u and 1681iv).

For example, Congress used this section to clarify the application of NSLs {18 U.S.C. §
2709 - telephone toll and transactional records] to libraries. A library is subject to an NSL only
if it falls within the definition of a wire or communications provider.

Libraries and 18 U.S.C. § | A library is not a wire or electronic communications service
2709 (telephone tolf and provider unless the library is providing the services defined in 18
transactional records): . © | U.8.C. § 2510(15)(electronic communication service).

Additionally, this section is used to statutorily establish the NSL nondisclosure
requirements and the exceptions to the nondisclosure requirement available to a recipient.

Procedural Changes Related to National Security Letters Confidentiality: To avoid
overstepping this authority, the FBI should not issue an NSL to a hibrary unless the library is
acting as an mntemet service provider and not merely providing internet access to its customers
through some other Internet service provider {e.g, AOL). If you have any questions regarding the

application of this provision to a particular library, please direct your questions to FBI OGC
NSLB.

The other significant changes to NSLs regarding confidentiality are common to alt NSLs
used by the FBI. In order to activate the nondisclosure requirement, the NSLs must contain a
certification from the Director of the FBI, or a Special Agent in Charge in an FB] field office.
This new legislation allows designation of this certification to the SACs in field offices
“designated by the Director.” This language reflects Congress’ intention that the delegation not
occur automatically, but that the Director must choose which offices needed, and were properly
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prepared 10 exercise, the delegated authority. The Direcior has made delegations to FBI Field
Offices in a separate communication. Field Offices with delegated authority will receive
instructions on the process of preparing and issuing NSLs {instructions and updated forms will be
posted on the FB1 OGC National Security Law Branch website). The remaining changes are
summarized in the chart below. FBI OGC NSLB will publish additional guidance on this
authority as necessary.

Nondisclosure activated by | ¢ FBI certification: There may result a danger to the national
FBI Certification: security of the United States, interference with a criminal,

B counterterrorism, or counterinteliigence investigation,
interference with diplomatic relations, or danger to the life or
physical safety of any person, if a recipient discloses that the FBI
has sought or obtained access to information or records under
NSL statutes.

« Authority level: Director of the FBI, or his designee in a
position not lower than DAD at FBI headquarters, or a Special
. | Agent in Charge in a Bureau ficld office designated by the

't Director.

Exceptions - Recipient | + Recipient may disclose to persons necessary to comply with
may disclose NSL request: | NSL request.

| « Attorney: Recipient may disclose to an attorney to obtain legal
advice or legal assistance regarding any NSL request.

Notice: =~~~ |+ The NSL shall notify the recipient of the nondisclosure
. e e requirement.

{ * Recipient disclosing NSL to an individual necessary to comply
or, to an attorney, shall inform them of the applicable
nondisclosure requirement.

FBI request for identity of | » Only activated at the request of the FBI Director or Director’s
persons to whom recipient " | designee.
plans to disclose NSL: .

.| * Recipient of NSL shall identify the persons to whom disclosure
-1 will be made or was made.

.7} + EXCEPT: Nothing requires the person to identify an attorney
| to whom disclosure was made or will be made to obtain legal
advice or legal assistance.

See. 117. Violations of Nondisclosure Provisions of National Security Letters.

This section makes it a federal crime for an individual to knowingly and with the intent to
obstruct an investigation or judicial proceeding violate the nondisclosure provision of an NSL.

Procedural Changes Related to Violations of National Security Letier Non-disclosure:
None at this point.
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Obstruction of an * Individual must have been notified of the nondisclosure
Investigation (18 U.S.C. § | provision.
1510): '

» Individual must knowingly and with the intent to obstruct an
investigation or judicial proceeding violate the nondisclosure
provision,

» Punishable by up to five years imprisonment, a fine, or both.

See. 118. Reports on National Security Letters.

Section 118 of the USA PATRIOT Improvement and Reauthorization Act of 2005
outlines a new reporting scheme {or National Security Letters,

Procedural Changes Related to National Security Letter Reporting: This section now
requires that NSL statistics be reported 10 the House and Scnate Judiciary Committees, in
addition to the House Permanent Select Committee on Intelligence and the Senate Select
Committee on Intelligence. Additionally, Congress has directed that the NSL requests made
pursuant to the 15 U.S.C. § 1681 v [Fair Credit Reporting Act} be reported semi-annually to the
House Committee on Financial Services and the Senate Commitice on Banking, Housing and
Urban Affairs, in addition to the House and Senate intelligence committees. These provisions
are consistent with Congress’ desire for more oversight of the national security investigative
tools. Finally, Congress has directed that the Attorney General provide an unclassified report
annuaily (April) which will report the aggregate numbers of NSL requests concerning different
U.S. persons. With the unclassified report, Congress intends for the public to have a better view
of the material Congress sees in conducting its oversight responsibilities.

The FBI OGC’s National Security Law Branch and OIPR will provide future guidance on
the FBD’s rale in the reporting of NSLs.

Current NSL Reports: + AG reports on a semi-annual basis.

» Reports will now also be made to the House Judiciary
Committee, the House Permanent Select Committee on
Intelligence, the Senate Judiciary Committee, and the Senate
Select Commitiee on Inelligence.

Enhanced Oversight of 15 | « AG reports on a semi-annual basis.
U.S.C. § 1681v NSLs (for
credit agency consumer
records): o

+ Reports will now also be made to the House Judiciary
Committee, the House Committee on Financial Services, the
House Permanent Scicct Committee on Intelligence, the Senate
Judiciary Committee, the Senate Housing and Urban Affairs
Committee, and the Senate Select Committee on Intelligence.
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Aggregale Report of NSL | « AG reports annually (April).

ts: . A .
requests ' » Tota) number of NSL {excluding NSL’s for subscriber
information) requests for information concerning different U.S.
persons.

+ Unclassified report.

Sec. 119, Enhanced Oversight of National Security Letters.

Consistent with Congress’ theme of more oversight, Congress has directed that the
Inspector General of the Department of Justice shall perform an audit of the effectiveness and
use, including any improper or illegal use, of national security letters issued by the Department of
Justice.

Procedural Changes Related to the Audit of National Secunity Letters: This DOJ IG audit
of the use of NSLs, which began in January of 2006, will require the cooperation of the FBI.
Congress’ goal in this audit is to obtain detail on the specific functions and characteristics of
NSLs and an analysis of the necessity of this national security investigative tool. As with DOJ
1G’s audit of the FISA Business Record authority, the FBI’s Inspection Division will be the
primary point of contact for the DOJ IG (per established procedures). The FBI OGC NSLB may
issue additional guidance as the audit process continues.

Requirements of DOJIG | Comprehensive audit of —
-Audit: | '
' { » Use of NSLs for 2003 through 2006.

+ Description of noteworthy facts/circumstances, including any
improper or illegal use of NSLs.

Timing of Audit: | + For 2003 and 2004, must be completed not later than one year
' T after enactment (March 9, 2007).

» For 2005 and 2006, must be completed not later than December
31, 2007.

Congressional - - | » House Judiciary Committee and House Permanent Select
Committees: ~ - - | Committee on Intelligence,

' ' | * Senate Judiciary Committee and Senate Select Committee on
Intelligence.
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From:; Office ¢f the General Counsel

Re: 319X-HQ~A1487720-0GC, 04/07/2006

Examine Effectiveness of
NSLs:

The audit will examine:

+ Importance of the information acquired by DOJ 1o the

1 intelligence activities of DOJ and other members of the 1C.

+ How information is collected, retained, analyzed, and
disseminated (including access to raw data) to members of the IC
community, and other Federal, State, local or tribal govemments,
or private sector entities.

» How often NSL inforrnation was used to produce an analytical
intelligence product for distribution to the IC communty, and (o
other Federal, State, local or tribal governments,

+ Whether, and how often, NSL information was provided to law
enforcement authorities for use in criminal investigations.

+ Following enactment of the USA PATRIOT IRA, the number
of NSLs issued without the certification necessary to create a
nondisclosure obligation.

* Types of electronic communications and transactional

| information obtained under § 2709, and the procedures DOJ
| used if content information is obtained.

Feasibility of _
Minimization Procedures:

+Not later than February 1, 2007, or upon completion of the
2003/2004 audit, the Attorney General and the Director of

1 National Intelligence shalil jointly submit a report on the

feasibility of applying minimization procedures to protect the
constitutional rights of U.S. persons.

» Report goes to the House Judiciary Committee, the House
Permanent Select Committee on Intelligence, the Senate

. Judiciary Committee, and the Senate Select Committee on

Intelligence.

DELAYED NOTICE SEARCH WARRANTS

Sec. 114. Delayed Notice Search Warrants.

The section changes the procedural requirements for the warrants and increases the
oversight of the delayed notice search warrants (18 U.S.C. § 3103a). A major change is the

implementation of a 30 day notice requirement, as opposed to the former requirement of “within
a reasonable period” of the warrant’s execution.

Procedural Changes Related to Delaved Notice Search Warrants: [n applicable cases, the
I'BI (through the U.S. Department of Justice tnal attorney or Assistant United States Attorney)
must provide the facts to a court to show there is “reasonable cause to believe that providing
immediate notification of the execution of the warrant may have an adverse effect.” The
showing will have to be updaied for each extension.
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To: All Bivisions From: OQOffice of the General Counsel
Re: 218X~HQ-A1487720-0GC, 04/07/2006

Notification Delay No more than 30 days (or a later date certain if facts justify).
: «undue delay of trial is not a basis for a delayed notice.

Extensions of Delays 90 days (unless the facts justify longer)--
sgranted upon an updated showing of the need for further delay.

Reporting - - | Annual reporting to Congress by Court (starting with the fiscal
year ending September 30, 2007).

OTHER LAW ENFORCEMENT/CRIMINAL RELATED PROVISIONS
Sec. 104. Section 2332b and the Material Support Sections of Title 18, United States Code.

This section makes permanent the material support of terrorism provisions in section
6603 of the Intelligence Reform and Terrorism Prevent Act of 2004 (18 U.S.C. §§ 2332b and
2339B).

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future. '

Sec. 1190, Attacks Against Railroad Carriers and Mass Transportation Systems.

This section merges wrecking trains (18 U.S.C. § 1992) and attacks on mass transit (18
U.S.C. § 1993) into one section - 18 U.S.C. § 1992, The new law expands the Jaw to cover the
planning for such attacks, so it is now a federal crime to surveil, photograph, videotape, diagram,
or collect information as part of a plan for an attack.

Procedural Changes: None at this time. [f necessary, additional guidance may be issued
in the future.

Sec. 111, Forfeiture.

This section expands the authorization to confiscate property located within the United
States when it constitutes proceeds used in or derived from trafficking in nuclear, chemical,
biological, or radiological weapons technology or material. '

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future,

See. 112, Section 2332b(g)(5)(B) Amendments Relating to the Definition of Federal
Crime of Terrorism.

This section adds drug trafficking in support of terrorism (21 U.S.C. § 960A) and
receiving foreign military-type training from a foreign terrorist organization (18 U.S.C. § 2339D)
to the definition of federal crimes of terrorism (18 U.S.C. § 2332b(2)(5)(B)).

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.
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Re: 319¥X-KHQ-RA1487720-0GC, 04/G7/2Q006

Sec. 113, Amendments to Section 2516(1) of Title 18, United States Code (Title 111).

This section adds 20 federal crimes related to terrorism to the list of predicate offenses
that may be used as a basis to intercept wire, oral, or electronic communications (18 U.S.C. §
2516(1)). The new wiretap predicates include the following:

» 18 U.S.C. § 37 [violence at international airports]

+ 18 U.S.C. § 43 {animal enterprise terrorism)

+ 18 U.S.C. § 81 [arson within special maritime and lerritonial jurisdiction]

« 18 U.S.C. §§ 175, 175b, and 175¢ [biologicai agents]

+ 18 U.S.C. § 832 [nuclear and weapons of mass destruction threats)

» 18 U.S.C. § 842 [explosive materials)

+ 18 U.S.C. § 930 [possession of weapons in Federal facilities]

« 18 U.8.C. § 956 [conspiracy 1o harm persons or property overseas)

« 18 U.S.C. § 1028A [agpravated identity theft]

+ 18 1).8.C. § 1114 [killing or atternpted killing of Federal employees, including any
member of the uniformed services]

« 18 U.S.C. §1116 [killing or attempted killing of certain foreign officials, including
internationally protected persons)

+ 18 U.S.C. § 1992 [attacks on mass transit]

» 18 U.S.C. § 2340A [torture]

+ 18 U.S.C. § 2339 [harboring terrorists)

« 18 U.S.C. § 2339D [receiving military-type training from a foreign terrorist

organization)

« 18 U.S.C. § 5324 [structuring transactions to evade reporting requirements)

+ 49 U.S.C. §46504 [assault on a flight crew member with a dangerous weapon]

+ 49 U.S.C. §46505(b)3) or (c) [weapons offenses on board an aircrafi]

Procedural Changes: None at this time. 1f necessary, additional guidance may be issued
in the future.

Sec. 122, Prohibition of Narco-Terrorism.

This section makes it a federal crime to engage in drug trafficking to benefit terrorism
{amended the Controlled Substance Import and Export Act - 21 U.S.C. §§ 951 et seq.). To
prove this crime, the evidence must show that a defendant had knowledge that the person or
organization has engaged or is engaging in terrorism.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

Sec. 123, Interfering with the Operation of an Aircraft.

This section makes il a federal crime to interfere with or disable a pilot or navigation
facility operator with the intent to danger or with reckless disregard for human safety (e.g.,
aiming lasers at pilots) (18 U.S.C. § 32).

Procedural Changes: None at this time. [f necessary, additional guidance may be issued
in the future.
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Sce. 124, Sense of Congress Relating to Lawful Political Activity.

Congress uses this section to express the sense of Congress that federal investigations
should not be based solely upon an American citizen’s membership in a non-violent political
organization or their otherwise lawful political activity.

Procedural Changes: None at this time. All employecs are reminded, however, that
neither criminal nor national security investigations of U.S. persons may be predicated solely on
the exercise of First Amendment rights.

Sec. 127. Sense of Congress.

Congress uses this section to express its sense that the victims of terrorist attacks should
have access to the forfeited assets of terrorists under 18 U.S.C. § 981.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

DATA-MINING ACTIVITIES

Sec. 126. Report on Data-Mining Activities,

This section requires the Attorney General to report to Congress on any Department of
Justice (including the FBI} initiative that uses pattern-based data-mining or is developing pattern-
based data-mining. Among several topics, the report is to explain how any pattern-based data-
mining initiatives collect, review, gather, and analyze information, and how the initiatives will
ensure the accuracy of information and protect the privacy and due process rights of individuals.

The statute delines patiern-based data-mining as follows in section 126(b)(1):

(1) Data-Mining. The term “data-mining” means a query or search or other
analysis of one or more electronic databases, where

(A) at least one of the databases was obtained from or remains under the
control of a non-Federal entity, or the information was acquired initially by
another department or agency of the Federal Government for purposes other than
intelligence or law enforcement;

(B) the search does not use personal identifiers of a specific individual or
does not utilize inputs that appear on their face to identify or be associated with a
specified individual to acquire information; and

(C) a department or agency of the Federal Government is conducting the

query or search or other analysis to find a pattern indicating terrorist or other
criminal activity,

Procedural Changes:

FBI will participate in preparing the report.
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Re: 319X-HQ-A1487720-0GC, 04/07/2006
TITLE II - TERRORISM DEATH PENALTY ENHANCEMENT
Among several provisions, this Title adjusts the Sentencing Guidelines to create a term of
post-incarceration supervision in connection with a conviction for a federal terrorism coime for

any term of years or for life and makes legal counsel available for death-penalty defendants.

Procedural Chanpes Related to the Terrorism Death Penalty Enhancement: None at this

time,

TITLE III - REDUCING CRIME AND TERRORISM AT AMERICA’S
SEAPORTS ACT_of 2005

This Title strengthens statutes related to seaport and maritime safety. For example, the
Title prohibits the maritime transportation of weapons of mass destruction for use in a federal
terrorism crime (18 U.S.C. § 2283). Additionally, it prohibits the maritime transportation of
terrorists (18 U.S.C. § 2284). The following highlights some of the new provisions in Title II1L.

Sec. 305. Transportation of Dangerous Materials and Terrorists.

This section makes it a federal crime to transport aboard a vessel an explosive, biological
agent, chemical weapon, or radicactive or nuclear material with the intent that the material will
be used to commit a federal crime of terrorism (as defined in 18 U.S.C. § 2332b(g)(5)(B)).

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

Sec. 309. Bribery Affecting Port Security.

This section makes it a federal crime to give or take a bribe with the intent to commit
international or domestic terrorism affecting port security.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future.

Sec. 311, Smuggling Goods from the United States.
This creates a new federal crime for illegally smuggling goods from the United States.

Procedural Changes: None at this time. If necessary, additional guidance may be issued
in the future,

TITLE IV - COMBATING TERRORISM FINANCING ACT of 2005.

The U.S. Department of Justice indicated that this Title carries forward the overall
strategy to stop terrorist-financing by making several adjusiments to criminal statutes. It
accomplishes this goal by enhancing penalties for terrorism financing and prohibiting terrorism
financing through informal money networks, including hawalas. Iilegal money laundering
transmissions (18 U.S.C. § 1960) are now predicates for racketeering (RICO predicate list at 18
U.S.C. § 1961(1). Terrorism financing (18 U.S.C. § 2339C) and the receipt of foreign military
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training (18 U.S.C. § 2339D) arc now added to the money laundering predicate offense list (18
U.S.C. § 1956{(c}7)(D}). Finally, the Title authorizes the U.S. to confiscaie the U.S. property
related to certain acts of international terrorism against a foreign government or international
organization (18 U.S.C. § 981(a)(1X(G)).

TITLE V - MISCELLANEOUS.

The Title creates a U.S. Department of Justice National Security Division which will be
headed by a statutory Assistant Attorney General.

Sec. 506. Department of Justice Intelligence Matters.

This new section establishes a National Security Division (NSD) within the DOJ, headed
by an Assistant Attorney General for National Security (AAGNS). This reorganization of DOJ is
consistent with a recommendation by the WMD Commission that the “Department of Justice’s
primary nalional security elements - the Office of Intelligence Policy and Review, and the
Counterterrorism and Counterespionage sections - should be placed under a new Assistant
Attorney General for National Security.”

On March 2, 2006, the U.S. Department of Justice stated the following:

This reorganization would bring together under one umbrella the attorneys from the
Criminal Division’s Counterterrorism and Counterespionage Sections and the attomeys
from the Office of Intelligence Policy and Review (OIPR), with their specialized
expertise in the Foreign Intelligence Surveillance Act and other intelligence matters. The
new Assistant Attorney General will thus have all three core national security components
under his or her control. He or she will lead a dedicated team acting in concert 10
accomplish their shared mission of protecting the national security while simultaneously
safeguarding Americans’ civil liberties. The Assistant Attomey General will also serve
as the Department’s primary liaison to the new Director of National Intelligence, and the
new Division will gather expertise from across the Department to create a focal point for

providing advice on the numerous legal and policy issues raised by the Department’s
national security missions.

Procedural Changes: The new Division will contain the Office of Intelligence Policy and
Review, the Counterterrorism Section and the Counterespionage sections. The FBI’s working
relationships with these components will continue as normal. If the U.S. Department of Justice
issues specific guidance at a future date, the guidance will be communicated to the FBIL

TITLE VI - SECRET SERVICE AUTHORIZATION AND
. TECHNICAL MODIFICATION ACT OF 2005.

The Title confirms that the Secret Service is a distinct entity within the U.S. Depariment
of Homeland Security (DHS). Among several provisions, the Title establishes a “rolling” no
trespass zone for individuals under Secret Service protection. It also prohibits fraud in

connections with U.S. identification documents issued for a presidentially designated nationalty
significant event,

 Procedural Changes Related 1o the Secret Service Act: None at this time. [f necessary,
additional guidance may be issued in the future.

27




To: All Divisions From: COffice of the General Counsel
Re: 319X-H(Q~A1487720-0GC, 04/07/2006

TITLE VII - go%lngAT METHAMPHETAMINE EPIDEMIC ACT OF

Congress meant to provide a comprehensive approach toward controlling the
methamphetamine problem. This Title increases the regulation of domestic and international
commercial transactions in methamphetamine precursor chemical and enhances the criminal
sanctions for methamphetarnine related crimes, including the smuggling and selling of
methamphetamine. For example, the Title requires sale of products containing ephedrine,
psecudoephedrine, and phenylpropanclamine be limited to 2 3.6 grams per cusiomer per day, and
the products be available only “behind the counter” at sales locations.

Procedural Changes Related to the Combat Methamphetamine Epidemic Act of 2005:
None at this ime. I{ necessary, additional guidance may be issued in the future.

Questions and Additional Information:

The National Security [.aw Branch (202-324-D is available to answer gquestions about
this legislation. In addition, matenials relating to the new legislation will be posted on the NSLB
FBI Intranet website, which can be found through the FBI Office of General Counsel website.

LEAD(s):
Set Lead 1: (Action)

ALL RECEIVING OFFICES

Read and Clear

+
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U.S. Department of Justice

Federal Bur¢au of Investigation

Washington, $. C. 20535-000

{DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
{MONTH, DAY, YEAR]

[MR./MRS./MS.] (Complete name]

{TITLE, IF AVAILABLE] ALL INFORMATION CONTAINED
[NAME OF COMPANY) HEREIN IS UNCLAS3IFIED
[PHYSICAL STREET ADDRESS - NO P.0. BOX] DATE 06-07-2007 EY 65179 DMH KSR, IV

[CITY, STATE - NO ZIP CODE]

1076786
Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 19281, and pursuant to Title 1B, United 3tates Code
{U.8.C.), Section 2709 {(Section 201 of the Electronic
Communications Privacy BAct of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FBI)
the name, address, and length ¢of service with respect to the
following email/IP account(s):

[provide either or both - 1) person(s) to whom the email/IP
address({es) is/was registered and/or 2)the email/IP address(es)

[NAME OF PERSON(S)]
(E-mail/IP ADDRESS (ES)]
[ON A SPECIFIC DATE]
or

(FOR THE PERIOD FROM [SPECIFIC DATE] TQ ([SPECIFIC DATE]
or [PRESENT] ]

If the time period noted above is to the "present,"®
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S8.C., Section 2709(k), I
certify that the information sought is relevant to an authorized
investigation to protect against internaticnal terrorism or
clandestine intelligence activities, and that such an




[MR./MRS.MS] {COMPLETE NAME]}

investigation of a United States person 1s not conducted solely
on the basis of activities protected by the First Amendment to
the constitution of the United States.

(Certification: The nondisclosure requirement is not an automatic
feature of the NSL., If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. §2709(c) (1}, I certify
that a disclosure of the fact that the FBI has sought or cbtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S5.C. § 2709%(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, cother than to these to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.§.C. § 270S5(c} (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondlsclosure

regquirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.)

In accordance with 18 U.5.C. § 3511(a) and (b) (1),
you have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

_ In accordance with 18 U.5.C. & 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure

requirement, may result in the United States bringing an
enforcement action,




|MR./MRS./MS] [COMPLETE NAME]}

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], _depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly
appreciated,

Sincerely yours,

[ADIC/SAC NAME]
{ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]




(01/26/1998)

{U)

(0)

%EEQ%T

FEDERAL BUREAU OF INVESTIGATION

Precedenge: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

(COUNTERTERRORISM/ Attn: [UNIT}
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR])
SA [CASE AGENT]
[OFFICE OF ORIGIN} Attn: SA [CASE AGENT]
(SQUAD]) ([X]
[DELIVERING DIVISION] Attn: SSA (SQUAD SUPERVISOR]
(1f using personal service} [SQUAD] [X]

From: [DRAFTING DIVISION)
[APPROVING OFFICIAL]

Contact: [CASE AGENT, taslephone number {000) 000-
0000) ]

Approved By: [ADIC NAME (IF APPLICABLE)) DECLASSIFIED BY £5179 DMH/KSPR/JU

[SAC NAME] ON 06-07-2007
{ASAC NAME]

[CDC MAME]}

[SSA NAME] 1076786

Drafted By: [(LAST, FIRST, MIDDLE NAME: INITIALS]

Case ID #: 'C%i [CASE FILE NUMBER] (Pending)

Title: . w [ SUBJECT)
[AKA] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) (NSLESI) Approves the issuance of an Electronic
Communication Privacy Act(ECPA) Naticnal Security Letter (NSL)for
email subscriber information; provides reporting data; and, if

SE%T
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{U}
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s@s{z-r
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: N [CASE FILE NUMBER, 00/00/2007)

necessary, transmits the NSL for delivery to the electronic
communications service provider.

() . C;{ Perived : G=
Declassify : 0~25 years based on
in ation in the EC]

FULL/PRELIMINARY Investigation Institutod:\TS{.[00/00/200?]
Referencea: (}Q {CASE FILE NUMBER Serial XXX]

Enclosures: (Y Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal oxr through a
restricted delivery service or fax]) is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE {(if available)], [COMPANY
NAME], [COMPANY ADDRESS -~ NO P.0O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting the name, address,
and length of service for the e-mail address holder(s) listed.

Details: - }é} A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification
for opening and maintaining an investigation of the subject;
barebones facts will not suffice and will cause the request to be
rajacted for lack of legal sufficiency). This electronic
subscriber information is being requested to [Fully state the
relevance of the requeaested records to the investigation].

(Uy This electronic communication documents the
[APPROVING OFFICIAL‘s] approval and certification of the enclosed
NSL. For mandatory repeorting purposes, the enclcesed NSL seeks
subscriber information on [NUMBER OF] [e-mail/IP address{es)]
from [ISP #1]; [NUMBER OF)] [e-mail/IP address(es)] from [ISP #2],
etc,

(U) Arrangements should be made with the electronic
communication service provider to provide the records {personally
to an employee of the DELIVERING division OR through use of a
delivery service or secure fax to OFFICE OF ORIGIN] within
[NUMBER OF] business days of receipt of this request. The
electronic communication service provider should neither send the

SE%ET
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To: [PELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (X\ [CASE FILE NUMBER, 00/00/2007)

records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has raequested the information. To activate the nondisclosurae
requirement, the senior FBI cofficial approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to bhe used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.5.C. § 2709(c¢c} I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought cor obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a ¢riminal,
counterterrcorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person. '

Q() Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

(Include the next 2 paragraphs in all ECs]
(U) Information received from an electronic
communications service provider may be disseminated in accordance

with the Attorney General Guidelines on National Security
Investigations and Foreign Intelligence Collection and, with

szg(s-r
3




()
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION)
Re: (% [CASE FILE NUMBER, 00/00/2007)

respect to dissemination to an agency ¢f the United 3tates,

if such information is clearly relevant to the authorized
responsibilities of such agency.

only

(U} Any questions regarding the above can be directed

to [CASE AGENT, talephone number (000) 000-0000].




()

S%ﬁéET
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: y@ [CASE FILE NUMBER, 00/00/2007]

LEAD (3):

Set Lead 1:

GENERAL COUNSE],

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs,.

Set Lead 2: {(Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

{U) At [Unit] Read and Clear

Set Lead 3:
[DELIVERING DIVISION - fif using personal service])

AT [CITY, STATE]
{U) Deliver the enclosed NSL as indicated above.

Upon receipt of the information requested, [DELIVERING DIVISION]

is requested to submit results to [DRAFTING DIVISION] and [OFFICE
OF ORIGIN, if applicable].

*

SECRET
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N Y IR VAR

HOME WEBS CONTACT US SEARCH

‘. —

NSLB° Natlonal Secunty I.etters {NSLs)

b2

ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSITIED
DATE 0Q&-07-2007 BY 65179 DMH/ESR/JUW

1076786

12w o ——— = 8 b A R Ml bk R 3 S -t B el L L R S eyt it [ contacts ’
Contacts (all)
Model ECs and NSLs (as of 5/2/2007) o Credit
Bureaus
1. Telephone Subscriber EC (wpd) o Financial
2. Telephone Subscriber NSL (wpd) Institutions
3. Toll Record EC (wpd) » Internet
Service
4. Toll Record NSL (wpd) Providers
5. E-Mail Subscriber EC {wpd) s Telephone
6. E-Mail Subscriber NSL (wpd) Companies
) e Field Office
7. Transactional Record EC (wpd) . POCs (doc)
8. Transactional Record NSL {wpd) Resources |
9. REPAEC (wed) Determining
10. RFPA NSL (wpd)
11, 1681u{a) EC (wpo}
12, 1681u(a) NSL (wpd) Issue Spatting
- 13, 1681u(b)_EC (wpd) Checklist (doc)
14, 1681u(b) NSL (wpa)
-15. 1681ufa) and_{b) combinatign EC (wpd)
-16. 1681u{a) and {b) combination NSL (wpd)
17. 1681v EC full credit report / IT investigation
only {wpd)
18, 1681v NSL full credit report / IT investiqation
only. (wpd)

- 19, NSL Delegation EC approved by Rirector (wpd)

NATIONAL SECURITY LETTERS (UPDATED
3/9/2007)

National Security letters are a specific type of
investigative tool that allows the FBI to obtain
certain limited types of information without court
intervention:

1. Under the Electronic Communications Privacy
Act, 18 U.S.C. §2709, the FBI can obtain
telephone and email communication records
from telephone companies and internet
service providers.

2. Under the Right to Financial Privacy Act, 12
U.5.C.83414(a)(5)(A), the FBI can obtain the
records of financial institutions (which is very

5312007

b2
27E




National Security Letters - NSLB - OGC Page 2 of 14

broadily defined).

3. Under the Fair Credit Reporting Act, 15
U.S.C.§581681u{a) and (b), the FBI can obtain
a list of financial institutions and consumer
identifying information from a credit reporting
company.

4. Under the Fair Credit Reporting Act, 15
U.5.C. §1681v, the FBI can obtain a full
credit report in an international terrorism
case, This provision was created by the 2001
USA Patriot Act.

b5
The standard for issuing an NSL is relevance to an
authorized investigation to protect against
international terrorism or clandestine intelligence
activities provided that such an investigation of a
b2
L 5/3/2007

#—_



Freedom of Information
and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER: 016G -E€X16etnT LEHERS — 2005~ ‘

Federal Bureau of Investigation




ALL INFORMATION CONTAINED

. HEFEIN I3 UHCLASMIFIED

LATE 05-30-2007 8Y &65L73/FMH/KESR P

|

]

DOCUMENT REQUEST: DOJ-QIG REQUEST of JULY 17, 2006 il
SUBJECT: COPIES OF ALL "EXIGENT LETTERS" ISSUED DURING THE PERIOD CY 2003-2005 [rf
(2005 EXIGENT LETTERS 9y !
FBI TRACKING # : QIG REQ-PAR{UTTT-U6Y = 1TEM #¢ 5 ;

PACKET: #4 iy
IULY 31,2006 i

OIG’S PATRIOT ACT REVIEW
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U.S. Departinent of Justice
Federa) Bureay of Investigation

hnmmHMmR&ummkNm

Attn

RE: Special Project / ssA

FBIHO

935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4944

January S, 2005

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be pProvided,
Subpoenas TeéqQuesting this information have been submitted to the

© ALL INFORMATION CANTAINED

HEREIN I3 UNCLASSIFIED .
DATE 06-30-2Z007 BY 65179,/DMH/K3R/RW

b6
b7C

U.s, orney’s Office who will Process and serve them formally
a3 expeditiously as pessible,

Sincerely,

Unit Chief
Communications Analysis/éroup

SUpPeIvisory Special Agent




e UL CRRAD LY DR NG, 642 P.2

.S, Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

bé
bhIC
b7D




o3

t . Ytfos
b2
U.S. Department of Justice
Federal Bureau of Investigation
Washingion, D. C. 205350001
December 27, 2004
Attention
Re: Special Project / SSA
Dear
Due to exigent circumstances, it is reqguested that
records for the attached list of telephone numbers be provided.
Subpoenas. requesting this information have been submitted to the
U.S. Attorney's Office who will process and serve them formally
ba to as expeditiously as possible.
b6
LIC .
LD Sincerely,
Unit Chief
ALL INFORMATION CONTAINED Communications Analysis Unit
HEREIN I3 UNCLASSIFIED
DATE 06-30-2007 BY 65179/DMH/KSR/RU
X3
L7C
By:
Supervisocry Speclal Agent
For the following telephone numbers:
bLeé
bC
b7D
o e e e T D e e == s L T = ﬂW,'B{ *




cAYl | 4]

o)

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer 1o File No.- FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

January 12, 2005

RE: Special Project /

Deany
Due to exigent circumstances, it is requested that
ig records for the attached list of telephone numbers be provided,
b7 Subpoenas requesting this information have been submitted to the
b»7D U.S. Attor ey’s Office who will process and serve them formally
to as expeditiously as possible. '

Sincerely,
ALL INFGRMATION CONTAINED URTETRIST
HEFEIN IS UNCLASSIFIED . ‘ ‘
DATE 05-30-2007 BY 65179 /DMH/KSR /RN Communications Analysis Group
By:
| bé
B¢

SupervIToTY special Agent

———

il




U.S. Department of Justice
Federal Bureau of Investigation

. bé
For the following telephone numbers: b7c

k7D




>4
&
bIC
LD
b2

;'l.LI; INFORPMATION CONTAINED
HEFEIN IS UMCLASSIFIED
DATE 06-30-2007 EY &517%/DHH/ESR/RY

U.S. Department of Justice
Federal Bureay of Investigation

In Reply, Please Refer to File No, FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

January 14, 2005

Attnj

RE:  Special Project / CAU

Due to exigent circumstances, it is requested that
fecords for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the

U.S. Attorney’s Cffice who will Process and serve them formally
to 83 expeditiously as possible.

Sincerely,

Unit Chief

Communications Analysis Group

b6
bIC

By :

SuperVIisory Special Agent




U.S. Department of Justice
Federal Bureau of [nvestigation

For the following telephone numbers:

bb
biC
k7D




U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer 1o File No,

FBIHQ

935 Pennsylvania Avenue NW
Washington, bC 20535

Room 4944

January 13, 2005

Attn:
RE: Special Project / ssa

Deaj
by , Due to exigent Circumstances, it is requested that
e - records for the attached list of telephone numbers be provided.,
p7C Subpoenas requesting this information have been submitted to the
b71D U.S. Attorney’s Office who will process and Serve them formally

tg as expeditiously as possible.

ALL INFORPMATION CONTAINED
HEFEIN 15 UNCLASSIFIED

LATE 06-30-2007 BY 65179/DMH/KSR/RIT

Sincerely,

Unit Chief
Co i

2_Analysis Group

b5
bIC

Eal3
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U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers : b6

bIC
b7D
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U.S. Department of J ustice
Federal Bureau of Investigation

In Reply, Please Refer ta File No, FBIHQ

8935 Pennsylvania Avenue NW
Washington, DC 20535

Attn

January 14, 2005

RE:

Due to exigent circumstances,

Special Project / CA1

Tas

it is requested that

b4 records for the attached list of telephone numbers be provided.

Esc Subpoenas requesting this information have been submitted to the
7D V.S, Attorney’s Office who will Process and serve them formally

b2 to

4S8 expeditiously as possible.

ALL INFGRMATION CONTAINED
HEREIN I35 UNCLASSIFIED )
DATE 05-30-2007 BY 6SL179/DMH/KSR/RY

Sincerely,

b6

B7C

Unit Chief

Communications Analysis Group

Superv1sory Special Agent




U.S, Department of Justice
Federal Bureau of Investigation

' b6
For the following telephone numbers: BT
b7D




U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Pleasc Refer o File No. FBIHQ

935 Pennsylvania Avenue NW
Washington, bC 20535

January 14, 2005

Attnj
RE: Special Project / cay

Dear
b4 _ Due to exigent Circumstances, it ig requested that
bé records for the attached list of telephone numbers pe provided.
b;g Subpoenas requesting this information have been submitted to the
ﬁz U.S. Attorpey’s Office who will Process and serve them formally

to 43 expeditiously as possible,

Sincerely,

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED ' . | | b
DATE Q6-30-2007 BY 65179,/DMH/KSR/RW . Unit Chief "

b7C
Communications A

Supervisory Special Agent

.!‘




U.S. Department of Justice
Federa! Bureav of Investigation

For the following telephone numbers: bo

bIC
»1D

— e —— T oS TRy




lLS.DeparnnentofJusﬁce
Federal Bureau of Investigation

In Reply, Please Refer 1o File No, FBIHQ

935 Pennsylvania Avenue NW
Washington,-DC 20535

January 19, 2005

ALL TNFDRMATION CONTATMED
HEREIN I3 UNCLASSIFIED

— A DATE Q&-30-Z007 BY 65179/DMH/KSR/RW
.
Attl‘l| | : _ | |

RE: Special Project /
Dear
b4 . _ .
b6 Due to exigent clrcumstances, it 1S requested that
b7C records for the attached list of telephone numbers be previded
B7D Subpoenas requesting this information have been submitted to the
U Attownay’ g OCffice who will process and serve them formally
t as expeditiously as possible.
Sincerely,
Unit Chief .
Communications Analysis Group
b6
b7¢
y:
Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

: b6
For the following Lelephone nughers: _

picC
b7D

ST T S TSI TR, TR, S == __1




I»4
x5
BIC

B7D

U.S. Department of Justice
Federal Bureay of Investigation

In Reply, Picase Refes to File No. FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4315

January 14, 2005

Attention]

RE: Special Project / IA

Dear Sir:

Due to exigent circumstances, it is requested that
call detail records for the attached list of telephone numbers:
be provided. Subpoenas requesting this information have been

Submitted to the U.S. At .8 Office who will process and
serve them formally tolimlas expeditiously as possible.

Additionally, pleaée'provideL_
for the telephone numbers in the attacrned ITst.

ALL INFUORMATION CONTAINED Sincerely,
HEREIN IS UNCLASSIFIED .
DATE 06-30-2907 BY &5179/DMH/ESE/RW

Unit Chief
Communications Analysis Unit

=1
b7C

By:
Intelligence Apalyst




U.S. Department of Justice
Federal Bureau of lavestigation

Call detail and|

Ifor the following telephone
number :

b2
bé
b7C
k7D




.. us

 Department of Jujtice
ral Bureay of Investigarion
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=935 PenRsyIvania Avenue Nw
= Washingtongne 20535
.. =Room 4944. " . =

ary 21,2005

AL
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?}nceﬁﬁlY:fr"ﬂ' , bé

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-30-2007 BY 65179/DMH/KSR/RV, . =

= oo T L -Unit Chiet .
o ; S ,Foamunicagi?“s'AnalYSif7Group
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U.S. Department of Justice

Federal Bureay of Investigation

b4
b&
bicC
b0

Washingion, D. C. 20535.0001

January 21, 2005

Re: Special Projects / SSA

ALL INFORMATION CONTAINED
HEFEIN I5 UNCLASSIFIED
DATE 06-30-2007 BY 651759/DMHE/KSR/PI

Sincerely,

|Unit Chief

- Communications Analysis Unit

b6
biC

Supervisory Special Agent
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bé
b7C
b70
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

January 18, 200%S

Attenticn:

Re: Special Project / SSA

Dea
b4 Due to exigent circumstances, it is reguested that
b6 records for the telephone number listed below. Subpoenas
b7C requesting this information have been submitted to the U.S.
b7D Attorpev's Office who will process and serve them formally to

as expeditiously as possgible.

Sincerely,

ALL INFORMATION COMTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-30-2007 EY 65179 /DMH/KSR/RW i s

Communications Analysis Unit.

bé
bIC

By:

Supervisory Special Agent

b7




b4
b6
b7C
b7D
b2

lLS.DeparnnentofJusﬁce'
Federal Bureau of Investigation

In Reply, Please Refer 1o Fite No. FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

January 25, 2005

Attn{

RE: Special Project / cauy

I'ecords for the attached list of telepho
Subpoenas requesting this information hg

Due to exigent Circumstances, it 1s requested that

ne numbers he provided,
ve been submitted to the

U.s. Attorney’'s Office who will process

and serve thenm formally
as expeditiously as possible,

ALL INFORMATION CONTAIMNED ‘
HEREIN I5 UNCLASSIFIED Slncerely,

DATE 06-30-2007 BY 65i79/DMH/F3R/RW

Unlt Chief
Communications Analysis Group
- vi

Supervisory Special Agent

=13
b7C




U.S. Department of Justice
Federal Bureau of Investigation

' b6
For the following telephone numbers; E;g




[o%
b6
bI¢
b7D
b2

ALL INFORMATION CONTAINED
HEREIN I3 MNCLASSIFIED

U.S. Department of J ustice
Federal Bureau of Investigation

In Reply, Please Refer 1o Fite No, FBIRQ

935 Pennsylvania Avenue NW
Washington, DC 20535

Janvary 21, 2005

Attn:

RE: Special Project / CAU

Sincerely,

b6
DATE 06-30-2007 BY 65179/DMR/KSR/RY

! b7C
Unit Chief
Communications Analysis Group

{

¥/

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of lavestigation

For the following telephone numbers;

b6
k7C
b7D




U.S. Department of Justice

Federal Bureau of Investigation

Washingion, D. €. 20535-0001

January 25, 2005

Attention:

Re: Special Project / S8A

Dear]

Due to exigent circumstances, it is requested that
recorda for the attached list of telepho

Subpoenas requesting this information ha

ne numbers be provided.
ve been submitted to the

ba U.S._Attorpey's Office who will process and sexrve them formally
56 to as expeditiously as possible.
b7C
b7D
Sincerely,

ALL INFORMATION CONTAINED
HEREIN I3 UMCLASSIFIED
DATE 056-30-2007 EY 65175 /DMH/ESR/RW

Unit Chief

Communications Analysis Unit

<33
biC

By:

Supervisory Special Agent

For the following U.S. numbers:

b7C
b3 D




U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer 10 File No.

Attnl |

FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535
‘January 26, 2005

RE: Special Project / SSa
Deaq
Due to exigent circumstances, it is reguested that
. records for the attached list of telephone numbers be provided,
16 Subpoenas requesting this information have been submitted to the
b7C U.SAttarney’s Office who will process and serve them formally
PID to as expeditiously as possible.

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-30-2007 BY 63179/DMH/KSR/RU

Sincerely,

Unit Chief
Communications Analysis Group

. b6
bIC
By: SSA )

Supervisory Special Agent

E T T e e Ly
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U.S. Department of Justice
Federal Bureau of Investigation

p
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>4

B7C
bID

ILS.DeparhnentofJusﬁce
Federal Bureau of lnvestigation

In Reply, Please Refer 10 Fite No,

Attn;

RE:

ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED ]
DATE 06-30-2007 BY &£5179/DMH/KSR/RE

FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535

January 24, 2005

Special Project / CAU

Sincerely,

b
‘bIC

UNIT Chief
Communications Analysis Group

By:

Superv1sory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

b6
B7C
“— 7D




U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Piease Reler to File No. FBIHQ

335 Pennsylvania Avenue NW
Washington, DC 20535

January 25, 2005

Attn:
RE: Special Project /
Deaj
- Due to exigent circumstances, it is requested that
b6 records for the attached list of telephone numbers be provided,
b7c Subpoenas requesting this information have been submitted to the
k7D U.: ey’'s Office who will process and serve them formally
to S expeditiously as possible.
ALL INFORI NED

HEREIN I3 UNCLASSIFIED
DATE 0e-30-2007 EY &5175/DHMH/KIR/BW

Sincerely,

nit Chief

Communications Analysis Group
bé
b7c

By:

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

b6
For the following telephone numbers: h7C

b7D




b4
bé
b7C
7D
L2

lLS.DeparhnenlofJusﬁce
Federal Bureay of Investigation

[n Reply, Please Refer 1o Filc No. FBIHQ

935 Pennsylvania Avenue NW
Washington, pC 20535

January 26, 2008

Attn:

RE: Special Project / CAU TASK

HEREIN I35 UNCLASSIFIED
DATE 96-30-2007 BY &5179/DMH/KSP/RW

Sincerely,

=13
bIC -

Unit Chief
Communications Analysis Group

By:

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investj gation

b6
For the following telephone numbers: g;g




U.S. Department of Justice
Federal Bureau of In vestigation

1

tn Reply, Please Refer to File No. : FBIHQ

935 Pennsylvania Avenue NW
Washington, De 20535

January 28, 2005

Attn
RE: Special Project / CAU TASK

Deaq |
b4 Due to exigent circumstances, it is requested thar
E?C tecords for the attached list of telephone numbers be provided.
57D Subpoenas requesting this information have been submitted to the
b2 U.S. Attorney’s Office who will process and serve them formally

to 45 expeditiously as possible,

ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED ) Sincerely,.
CATE 06-30-2007 BY 65179 /DMH/KSF./RU

213
e7c

Unit Chief :
Communications Analysis Group

By:

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

b6
biC
b7D




U.8, Depal;tment of Justice
Federal Bu:e au _of}pvestigation

——

T S i
e NP ) '-';."_:‘F"-‘!:"-- H

b s " Due to exigent czrcumstances, :.t“is=requested that ~
b7z . records for the attached list of telephone numbers be prov:.ded
Subpoenas requesting this-information have been submitted to the

B U,S, Attorney’s Office who will process and serve them formally -
to as expedit:.ousl as oss;ble. .
- i =3P .
ALL INFORMATION CONTAINED ¥ R T T -
s HEREIN 1S UNCLASSIFIED ST T ) P
'DATE 06-30-2007 BY 8S172/DMM/AGR/RY _ s o5 T T
. : Sincerely, - “ o . | &
. o . ~EE m%% L

Unit Chief~

Communications Analysis Group b6




e - .- N
Ex. . U.S. Department of Justice - - -
e, Federal Bureau of Investigation




b4

b7
b7

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer to File No,

Attn:

RE: Special Project / SSa

o

D . records for the attache

FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4944

February 2, 2005

Due to exigent Circumstances, it is requested that
d list of telephone numbers be provided.

. Subpoenas requesting this information have been submitted to the
U.3. Atrorney’s Office who will process and serve them formally
to a5 expeditiously as possible.

ALL INFORMATION CONTAINED
HEFEIN IS UNCLAZSIFIED
DATE 0Q£-30-2007 BY 65179 /DMH/ESR/RUW

Sincerely, be

Unit Chief
Communications Analysis Group~

By:
55A

biC -



U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone number:

b6
L7

biD




U.S. Depariment of Justice

Federal Bureau of Investigation

Washington, D, C. 20535-0004

February 3, 2005

Attention:

Re: Special Project / SsA

Dear

b4 - '

b6 Due to exigent Circumstances, it is requested that

b1c records for the attached list of telephone numbers be provided.

b7D Subpoenas requesting this information have been submitted to the
U.8. Attorpey's Office who will process and serve them formally
tq as expeditiously as possible. '

Sincerely,
ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED e
DATE 06-30-2007 BY €S17%/DHH/KSR/PW T CRIST -

Communications Analysis Unit

By:

SUPervisory Special Agent

b6
For the following U.s. numbers: E;g




U.S. Bepartment of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-000]

February 9, 2005

Attention: | |

Re: Special Project / sSsa

Dear
Due to exigent circumstances, it is requested that
b4 records for the attached list of telephone numbers be Frovided.
hé Subpoenas requesting this information have been submitted to the
Be U.S. Attorney's Office who will process and serve them formally
b7D Lo .

as expeditiously as possible.

Sincerely,

ALL IHFORFMATION CONTAINED
HEFEIN IS5 UNCLASSIFIED
DATE 05-30-2007 BY 65179/ DMH/K3R/EY

Unit Chiet bé
Communications Analysis Unit b7c

By :

Supervisory Special Agent

bo
bIC
B7D

For the following U.s. numbers .
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- vania Avegge‘ﬂw:
‘Washington, DC. 20535 e i
_Room’ 431577 ..

i .". -

ted that,

be T & .77 Due to exigent circumatances, it is reques -
bé % records for the attached list. of telephone numbers be provided.
57C == Subpoenas requesting this information have been submitted to the
pey’s Office who will process and serve them formally

b?:]i)’.__""l .13 Lt oy
o L&to as.expeditiously as‘possible.” . B e

iy
i

)

ALL INFORMATION CONTAINED o
HEREIN IS UNCLASSIFIED __'F

* DATE 06-370-2007 BY 6SL73/DMH/KSR/RHE
s o= . . a7 o, %7 Rt Chief :
CF E Communications Analysjs G

o e (7
roup . T pIC
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U, Departient of JusticeS
% Federal Bu.reau of Invesngauon =

thp‘ly.PlﬂwR:fﬂ'lameNo.__ . e =EF % -_zFBIHQ

%ﬁa gy, %—-’E 935" Perﬁisylvama Avenue NW *
= e = £ o & Waghington, DC 20535-"

EX © 7 bue to- exzaent c:.rcumstances, it J.IS requpsted that .
_rﬂcords for the. attached llst_of telephone numbers. be provided.

X3

b1C  EgE

b7D s =S-ge Attorney’s Office who will process:and serve them formally £
= to as expeda.tiously as possible. ATE

ALL mmmm'mn rc-rrrum:[i Sincerely,"_
HEREIN I5 UNCLASSIFIED = = i
mm: 06-\0 ;nm EY 651'79/DHH;‘K:.\R}RII

Unit Chief o - b6
Communicajions -
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ylvam.a' Avenue NW

.;;_- Washinq_ton, DC 20535__”:';-__ ‘

Due to exlgent c1rcumstances, it is requested that ..*
records for the attached.list..

- of telephone numbers be provided. *
b4 Subpoenas requesting this information have been submitted to the )
e LeiUsSs ALtorgey s Office who will process and serve them formally #

pp 7 td as” expedltlously as possible.g % % R
ALL INFORMATION CONTAINED " Tnit Chier N %
HEREIN IS WNCLASSTFIED i s s

o
i

s & = Communications Anal sis Groeu
DATE 06-30-2007 BY S5L79/DMH/KSR/RY ' _ . Y P
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= TR
: Us. Deptrtmant of Justice
Fedeml Bl.u'eau of Invesnganon

Washington, “DC - 20535
_ROOTR 4315 -::._..:
February 4,12005

.ﬁ LOIE)

is requested that ..
numbers be provided. .
been submitted to the .. #
ey's Offlce who will. process and serve them formally
as exped;t;ously as possible z . L L

. . Fr o . U3
RL L INFUWTION f: UNTAIHED et
-HEREIN IS UNCLASSIFIED
[J.RTE 06-30-20a07 BY 651:9;’DI€H/!&SR;RU -
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¥




e
== .S, Department of Justice
=45 % . Pederal Bureau of Investigation

E




S. Department of Justice .
 Rederal Bureau of Investigation

;935 Pennsylvanla Avenue NW
: Washlngtcn, DC 20535 _ 3= -
&Room 43155  Fho W T

'-:ii,;Angust 3, 2004'

b4 w_call detall records fo
E?c "be provided.. Subpoenas
b7p - = Submitted to the U.S.

b2 serve them formally to

Addltlonallv

& -

ALL INFOFMATION CONTAINED
THEREIN 15 UNCLASSIFIED ‘
DATE 05-30-2007 BY £5179/DMH/KSR/RW

~Due“tofexigent circumstances,

e

;t is requested that,w
r the attached list of telephone numbers
requesting this information have been .

Attornev’s Office who will process and

as expeditiously. as possible.

' please provide

LI

=,

Sincerely,

Unit Chief _
Communications

An ysis;Group .

Supervicsory Special Agent .

bé
B7C




U.S. Department of Justice -
Federal Bureau of Investigation
e R

: b2
bo
b7C

7D

call detai

g telephone”

S P




U.s. Depamﬁent of Justice

Federal Bureay of Investigation

Attention:

Re: Special Project / ssa

Washington, D. C_20535-000]

February 10, 2005

Bear|
b4 Due to exigent circumstances, it is requesteqd that
bE records for the attached list of telephone numbersg be provided.
b7C Subpoenas requesting this information have been submitted to the
»ID u.s. Attorney's Office who will process and serve them formally
' to as expeditiously ag pessible.

ALL INFOPMATIOM CONWTAIRED
HEREIN I35 UNCLASSIFIED )
DATE 05-30-2007 EY 65179/DMH/KSR/RY

For the following U.s. numbers.

Sincerely,

Unit Chief
Communicationg Analysisg Unit

By :

SUPervisory Special Agent

bé
b7C
b7D

bé&
b7C




= U.S Deparrment of Justlce
: ,Fedeml Bumu of Invesuganon

E‘BI‘-I(,Tu
935, Pennsylvan;a Avenue Nw
Washington,: _DC 20535 o
Room 4315 "l
February_lo, 2005

- - s
—

Due to exigentgcircumstances. it is requested that'"

L, T eall detail records®for the attached list of telephone numbers™ JEE L

b4 - - be provided. Subpoenas requesting this information have been
E?C:- .submxtted to the U.8. n;tn:nauﬁs Office who will process and -~
N ‘serve them formally to ag expeditiously as possible.
b2 i R
= T -F Additzonally, please prov1de e
_for Egentelephone numbers in the attached Iist.
-_ ._;: e .:"_ i ) 7 s s SanerEly, '... ’ )
B I S o L T : " o be
ALL INFORMATION CONTAINED b7C
HEREIN IS UNCLASSIFIED = -
DATE 05-30-2007 BY 65179/DMH/KSR/RU '
o P SHITVMMVESRAS . . "OnIt Chief
L ‘-19, = = Communicationg Anal
= p T o e Supervisory Special Agent




¥ 0S. Department of Justice __.
.Federal Bureau of Investigation’ -

fgf"*tﬁé'- following telerhone-

LR - : -




Freedom of Information
| and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER: (16 €%16inT LeHeRs- 2003~ A

Federal Bureau of Investigation



OIG’S PATRIOT ACT REVIEW

DOCUMENT REQUEST: DQJ-OIG REQUEST of JULY 17, 2006 !

SUBJECT: COPIES OF ALL "EXIGENT LETTERS" ISSU. THE PERIOD CY 2003-2005 }:

(2003 EXIGENT LETTERS bd ,l‘

FBI TRACKING # : -PAR - 570 %IE:

PACKET: #5 1

{(JULY 31, 2006) ;

= DATE TYPE SURJECT TOTAL BATE: i

of PAGES | STAMP#;

DOCUMENT i 5

03/11103- LETTERS 2003 EXIGENT LETTERS b 163 354.516.

12/18/06 !: bl N
rerAr i whE
“{ PAGES . ]E

]

_ % R i

| \

ALL INFOPMATION CONTAINED !

HEREIN If THCLASSIFIED 1|

DATE 0e-30-2007 BY 65173 /dmhs/R=rscak ’ l'!

ll

I

I
I

3




MAR-31-2083 Bgﬂggniﬁi]- CAY

In ReplyE::eus.——
( s 1 File No.

b4
Lo
s
E7TD

b4
k7D
=17
bIC

b2 202 324 P.BL

U.S. Department of Justice

Pederal Bureau of Investigation

b1

12 FBIKQ

b7E 935 Pennsylvania Avenue N.W.
Washington, DC 20535
Room 4944

March 28, 2003

DATE; Q5-26-2007

PEASON: 1.4 (c)
BECLASSIFY ON: 06-26-2032

bL7D
e13)

b7C

Due to exigent circumgtances, it is requested that toll
records for the preceding 18 months for the referenced telephone
" numbers be provided. Subpoenas requesting this information have been

submitted to th
them formally %4

Attorney’s Office who will process and serve
3 expeditiously as possible,

“Your assistance in thig matter is greatly appreciated.

Sinceraly,
Larry A. Mefford
Agai D (0 0}

CLASSIFIED BY &5179duh/kzx/maj

ALL IWFORMATION CONTAINED
HEREIN IS INCLASSIFIED EXCEPT
WHERE 3HOUN OTHERWISE

bé
b7C
BY;
SuervIEU??‘S§EC1a1 Agent
AN
SECRET
e — = ——JT-—-" e L R e e L T R ' ‘ = = -'::.:“"-‘::.'_. St ‘-:‘_'E'-'.—"— '-"_‘ ) .""—' "_‘ - IU Ig??_@l—-_ﬂ.“'—“#

e S

A"




APR-(4-20Q3 15:53 CAU

282 324 P.@1
b2

U.5. Department of Justice
Federal Bureay of Investigation

in Reply, Piease Refiz 10
File No.

FBIHQ
835 Paennsylvania Avenue N.W.
Washington, DC 20535

Room 4944

March 23, 2003

ALL INFORMATION CONTAINED

HEREIR IS UNCLASSIFIED
DATE 05-350-2007 BY 65179/ /duh/kst,/cak

b4
o1
b7C
. b7D

RE: Special Project /

k4
=12

Due to exigent circumstances, it is requested that records biC
for the below listed telephone numbers be provided. Subpoenas b7D

requesting this information have been submitted to the U.S.

Attorney’s Office who will process and serve tham formally to =1

expeditiously as possible.

Your assistance in this matter is grently appreciated.

Sincerely,
Larry A. Mefford

hé&
BiC

Supervisory Special Agent




. SEBRET
MAR-31-2083 14:27 FBI . P !};2
1 i 7E
(8)
bl
bz
b7E
b4
&
L7e
L7D
RE: Special Project/SAl VDat, E?c
Due to exigent ¢ircumstances, it is requested that b4

records for the attached list of tele
: d 14 phone numbers be provid b&
Subpoenas requesting this information have been submitged toegﬂe b7C

U.j::ji]grney's Office who will process
td 8 expeditiocusly as poss?ble. and serye them formally : BTe

Sincerely,
b2
b7E
bé
b7C
BY:

Supe¥Visory Special’ Agent

DATE: 06-26-2007

CLASSIFIED BY oSl7%duh/ksr fma)
REASON: 1.4 i2)

DECLAGSIFY ON: 05-26-2032

ALL INFORMATICN CONTAINED
HEFEIN I3 UNCLASSIFIED EXCEPT

. | SEC}RT WHERE quer :II.'ITI'IEP.I-JISE

R, et M kT




SECRE T

MAR-31-2003 BB8:4B8

202 324 P.B1

U.S. Department of Justice

Federal Bureau of Investipation

bl

is:l ]ﬂRGF:} (1 Toafan b
File No.

b2 = p——

b2
b7E FBIHQ

535 Pennsylvania Avenue N.W,

Washington, DC 20535
Room 4944
March 28, 2003
DATE: 06-Z¢-2007
CLASSIFIED BY &65179dmhi/Ksr/wal .
b4 FEASOM: 1.4 (c}
b6 DECLASSIFY OM: Q6-26-2032
b7c
b?D
b7D
b
b7C

Dua to exigent circumgtances, it is requested that toll
records for the preceding 18 months for the referenced telephone b4
numbers be provided. Subpoenas requesting this information have been 2°

. - 7
Attorney‘s Office who will process and serve brC

submitted to the 1.5
them formally tl

b7D
a3 expeditiouwsly as possible,
Your assistance in this matter is greatly appreciated.
Sincerely,
Larry A. Mefford
Ascigtant Diresctor in Charoe
hé
b7C

BY;
Sup 3 1al Agent

ALL INFOEMATION CONTAINED
HEREIN I3 (MCLASSIFIED EXCEPT
WHEEE CHOUN OTHERWISE

— S R T oA R A () (- "1 -Y R




SECRET

MAR-31-2083 14:27 FBI1 P.tb2
' E7E

ﬂ'S;l

bl

-
4

L7E

b4
b6
b7C
k7D

RE: ~ Special Project/SA Y Det .

Due to exigent circumstances, it ig requested that Eé

- records for the attached list of tele
. : 3 1i phone numbers be provided.
L Subpoenas requesting this information have been submitged to the EEE

U.s__nazﬁrney's Office who will process and
L 8 expeditiously as possible. sexve them formally

S

Sincerely,

b2z
h7E
bé
b7

BYY|
Supervrgafy’35e01al’Agent

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED EXCEPFT
VHEPE 5HOWN OTHERUWIZE

DATE: 06-26-Z007

CLASSIFIED BY 6517%dnh/ksr,/maj
PEAZOM: 1.4 {c)

"DECLASSIFY ON: 06-25-2032

SECRE

[y iz e mas o

oo WS RTL . m WEE FE LAY WL S W =Te— = =




SECRE\
APR-B4-2083 1%:33

cAu
{

1 h

282 32
{ [j

FBIHQ

935 Pennsylvania Avenue N.Ww.
Washington, DC 20535

Room 4944

Foxr the following telephone numbers:

bL7D
<3
L?C

el
£

P.a2

T S

hr e M s =




woo-aes SEONET o,

{5}

RE:

U.g. At

to

b2
B7Ey
i
b1
b2
b7E
b4
bt
b7C
bLTD
; \ ) 26
Special Project/sS b7c
it is regquested that b4

Due to exigent circumestances,
) records for the attached list of telephone numbers be provided. k&
¥ Subpoenas requesting this information have been submitted to the b;c

orney's Office who will process and serve them formally b7D

ag expeditiously ‘as possible.

Sincerely,

~57H

b2
b7E
b6
b7C

Supervisory Speciﬁﬁyhgent

LATE: D5-26-2007

CLASSIFIED BY c517%9duh/sksr/ma)
EEASON: 1.4 (o)

DECLASSIFY OM: 06-26-2032

ALL INFOFMATION CONTAINELD
HEREIN I3 TNCLASIIFIED EXCEPT
WHERE SHOWN QTHEEWISE




MOR-20-2883 16119 FB1 ' P abz
: LG

hh ks Cak

b4
bL7D

b7C
b2

b7E
=

T T AT e " T T _ ' TOTAL P22




b2
MAR-19-2003 14:56 FBI CRET pb7E

DATE: 06-30-2007
CLASSIFIED BY €5179/dmwh/kzx/rak
FEASOHN: 1.4 (c)

ALL II-IFOPJ;[ATIDN CONTAINED LDECLASSIFY ON: 06-30-203Z2

HERFEIN I3 TCLAS3IIFIED EXCEPT
WHERE SHOWH OTHERWISE

(8) o2
b7E
b4
bE
b7¢
b7D
RE: Special Project/SA
Due to exigent circumstances, it is requested that b4
records for the attached list of telephone numbers be provided. bs

Subpoenas requesting this information have been submitted to the P7¢
Ut:f::fj:orney's Office who will process and serve them formally b7D

tq e expeditiously as possible.
Sincerely,
b2
b1E
bé
biC
By

Supervisory Special Agent

e P Idalad




-
L

MAR-19-2003 14156 FB p.RIE

Cai
b4
h7D
bé
b7C
b2
b7E

) TOfRP—ide



MAR-15-2003 14 EBET FBI

b2
L7E

DATE: 0G6-26-2007
CLAZSIFIED BY 6517%dmh/ksx/maj
FEASON: 1.4 ig)

LECLASSIFY OW: 06-25-2032
> bl
(&) b2
L7E
b4 ALL INFORMATION CONTAINED
bé HEREIN IS UNCLASSIFIED ENCERT
b7C WHERE SHOWN OTHERIISE
bh7D
RE: Special Project/SA
; . . . bd
Due to exigent circumstances, it is requested that b6
) records for the attached list of telephone numbers be provided., 1n7c
: Subpoenas requesting this information ha

U. !
to

orney's Office who will process
as expeditiously as possible.

Sincerely,

ve been submitted to the b7D
and serve them formally

b2
b7E
bé
b7C

v
BY:

Supervisory Special Agent




MAR-19-2003

14:85

ER!

b2
P02 7k

bd
RTD
hé
LI
b2
Lb7E

k3r/cak




b2

SECRET
MAR-~14-2003 16:44 - calt - 202 324 P.@1-01
! U.S. Department of Justice
Federal Buresu of Investigatios
bl
(Sj - _ln Reply, b2 FBIHQ .
File Ne. b7E 935 Pennsylvania Avenue N.W.
Washington D.C. 20353
Room 4544
March 14, 2003
DATE: 06-26-2007
CLASSIFIED BY $5179dmh/ksr/maj
REASON: 1.4 (o)
Eg DECLASSIFY ON: 06-26-2032
bic
b7D
b7D ALL INFOPMATION CONTAIMED
Egr R HEREIN IS UNCLASSIFIED EXCEPT
. WHERE 3HOWN OTHERWISE
. Due to exaigent circumstances, it is requested that
preceding 18 months of toll records for the referenced telephone
e number be provided. A subpoena requesting this information has
b6 been submitted to the 1L & ttorney's Office who will process and
b7C serve them formally td as expeditiously as possible.
b7D
Your agsistance in this matter is greatly appreciated.
- Sincerely,
La . Mefford
i ctor in charoe
bé
b7C
By: |
UpEYVIisory Special Agent
This documsnt contains neither Tecommendacions noer conclusions of the FBI. It ie the propexty of
the PRI 2nd ip ioaned Lo your agency; it and ics contenty are 20T to be distribuced outside your
) agency.
/
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{
U.S. Departrnent of Justice

Lo P Ry < N}

b2

—

Pederat Bureau of Investigation

{§) . o Reply, Please Refpesn »l  FBIHQ
Bk No... b2 93% Pennsylvania Avenue N.W.
’ b7E Washington D.C. 20353
Room 4944

, 2003 DATE: 9- 5.6 aUO?
March 11 CLASSIFIED BY oSl‘?Od.mh‘Rar,-’naj

FEASON: 1.4 (¢}
DECLASSIFY ON: 06-26-2032
b4
bé
b7C
b7D
ALL INFOREATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWUN OTHERWISE
RE;
Due to exigent circumstances, it is requested that
preceding 18 months of toll records for the referenced
> telephone number be provided., A subpoena requesting this
bc information has been submitted to the U.S. ney's Office
h7D who will process and serve them formally t as

expeditiously as possible,

Your assistance is this matter is greatly
appreciated,

Fhl

Sincerely,

Larry A. Mefford
Assistant Director in Charge

bo
b7C

"'his document contains neither recommendations nor conclusiona of the FBI. It ie the property of the FBI
nd ie loaned to your agency; it and its contents are not to be distributed outgide Your agency.

_TOTAL .ot
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APR-B4-2003 15:53 cAl 282 324 P.83

‘ ALL INFOFRMATION CONTAINED ( Y I

. HEREIN I% UMCLASSIFIED L
DATE 06-30-2007 &Y 55479 dmh/ksr/cal

U.S. Deparinent of Justice
Federal Bureay of Investigation

It Reply, Piease Refer to ' I
File No FBIHQ . :
_ 935 Pennsylvania Avenue N.W.
Waehington, DC 20535
Room 45944

April 3, 2003

b4
bé
b7C
b7D
. b6

RE: Special Project / . blc
j . L} L] I}
ba Due to exigent circumstances, it is requested that records

b for the_below listed telephone numbers be provided. Subpoenas

b7¢ requesting this information have been submitted to the U.S.
b7D :

Attorney's Cffice who will Process and cerv

e them formally to
expeditiously ag pogsible,

Your assistance in this matter is greatly appreciated.

Sincerely,

Larry A. Mefford
Asgistant Dy i

BY:

|
Supé??fﬁ&ry Special Agent

b6
bic




HPN-UWa—2dds 19158 CAU 282 324 | P.04
. b2

FBIHQ

235 Pennsylvania Avenue N.W.
Washington, DC 2053s

Room 4944

For the follbwing telephone numbers:

b7D
hé
7C
2
/
= HEmm T R :'_'.‘.'.’I;“"":‘ “.“':'—_—'T‘.'%':‘Ti;'—t:_l—d_'_;m'r% -13?_




ALL IE-IFDPJ{.&‘TI O CONTAINEL
HEREIN 15 MCLASSIFIED
DATE 05-30-2007 BY 65179/duh/Rsr/cak

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer to File No. FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535

- Room 4944
May 28, 2003

k4

biC
B7D

RE: Special Project

X . . . k4
Due to exlgent circumstances, it is requested that b6

records for the attached list of telephone numbers be provided. bv7cC
Subpoenas requesting this information have been submitted to the »7D
U.S. Attorney's Office who will process and serve them formally

td Fs expeditiously as possible.

Sincerely,

bé
B7C

Unit Chief
Communications Analysis Group

By:

STyt

(Print Name)

(Title)

e P = [, L S — . ; P— T

i S N |




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

b7D
[515)
b7C
"y
)
- - = — 2 _ — gy




{ {
ALL INFORMATION CONTAINED
HEEEIN I3 UNCLAISIFIED
DATE Q0-30-2007 BY ©5179/duh ksr /eak

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer to Fite No. FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944

Date:_%_ 7 =7 ;7 2003

b4
bd
b7C
b7D

RE: Special Project

Due to exigent circumstances, it is requested that b4
records for the attached list of telephone numbers be provided. b6
Subpoenas requesting this information have been submitted to the P/C

b7D
U.8. Attorney's Office who will process and serve them formally
to as expeditiously as possible.

Sincerely,

| | b
Unit Chief b7C
Communications Analysis Group

By:

(Signaturey

(Print Name)}

(Title)

LY



U.S. Department of Justice
Federal Bureau of Investigation

i

For the following telephone numbers:

b7D
bé
b7C
)
]




ALL {INFORMATION CONTAINED
HEREIN I35 UNCLA3SIFIED
DATE 06-30-2007 BY 6517%/duh/Rsr/cak

U.S. Department of Justice
Federal Buréau of Investigation

In Reply, Please Refer 10 File No,

FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4944

May 27, 2003

b4

b6

b7C

b7D
6
RE: Special Project / : b7C

)

Due to exigent circumstances, it isg requested that ba

records for the attached list of telephone numbers be provided. ©°°
Subpoenas requesting this information have been submitted to the

bic
D

U.S. Attorney’'s Office who will process and serve them formally
to as expeditiously as possible.

Sincerely,

I R
‘Unit Chief b7¢
Communications Analysis Group

By :l l
Supervisory Special Agent




'U.S. Department of Justice
Federal Bureau of Investigation

<13
: b1C
' , b7D
For the following telephone numbers:
2




b4
|13
b
b7D

bd
be
bIC
SNl

; 4lL THFORMATION CONTATIMED
( ’ HEREIN I5 UNCLASSIFIED ‘
- DATE 06-30-2007 BY 65179 dmh/ksr/cak

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer 1o Fiic No. FBIRHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4944 ’

May 23, 2003

RE: Special Project /

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the

U.s. 2 rney’s Office who will process and serve them formally
to Fs expeditiously as possible.

Sincerely,

6
| l Evc

Unit Chief
Communications Analysis Group

By:i ]

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

b7D
b
b




oL
bé
b7C
b?D

[>¥]
b6
b7C
b7D

U.S. Department of Justice

Federal

Bureau of Investigation

In Reply, Please Refer 1o File No, FBIHQ
(Sj Enter Case MNamkhox b; 935 Pennsylvania Avenue NwW
- p7e  Washington, DC 20535
Room 4944
May 22, 2003

ALL INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN QTHERWISE

DATE: 06-26-2007

CLASSIFIED BY 6517%dnh/ksiima)
PEASON: 1.4 ic) :
DECLASSIFY OM: 06-26-2032

. . bé
RE: Special Project / b7C
Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided,
Subpoenas requesting this information have been submitted to the
U.S. Attorney’'s Office who will process and serve them formally
tol s expeditiously as possible.
Sincerely,
L6
_ b7C
Unit Chief

Communications Analysis Group

By:

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

For the following teltephone numbers:

b7D
ba&
b7C




(8 L

b4
b0
b6
B

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer 1o File No. _ FBIHQ
__Enter Case Number bl 335 Pennsylvania Avenue Nw
| b2 Washington, DC 20538
b7E . Room 4944

May 22, 2003 . DATE: 06-26-2007

T PEASON: 1.4 (c)
’ DECLASSIFY ON: 06-26-2032

ALL INFORMATION CONTAINED
HEREIN 15 UMCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE

be
RE: Special Project / pIC

b4 l

hé
bIC
b7D

Due to exigent circumstances, it is regquested that

‘records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the

o

D=

AL

to

orney’'s Office who will process and serve them formally
as expeditiously as possible.

© Sincerely, .
06
h7C

Unit Chiet
Communications Analysis Group

By:
Supervisory Special Agent

CLASSIFIED BY 65179duh/ksr/naj

A\ Y4




SEGRET

U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

7D
b6
biC




SECNi

b7D
b6
biC




{ ALL INFORMATION CONTATNED
' HEREIN T3 UNCLASSIFIED
DATE $6-30-2007 BY 65179/dnh/ksr/cak

U.S. Department of Justice
Federal Bureau of Investigation

_In Reply, Please Referto FileNoe oo b2 FBIHQ .
bé 935 Pennsylvania Avenue NW
bic Washington, DC 20535
Room 4%44
May 22, 2003
b
bé
b1C
L7D
be
RE: Special Project / b7C
A
b4
Egc Due to exigent circumstances, it is requested that
b7D records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
U. Attorney’s Office who will process and serve rhem formally
to as expeditiously as possible.
Sincerely,
Unit Chief

Communications Analysis Group

bé&
b7C

By: r I

Supervisory Special Agent

—— et = rmrm T e T e —— st -




U.S. Department of Justice
Federal Bureau of Investigation

For the fellowing telephone numbers:

hD
b6
BIC —




ALL ISSIFDR]{ATIGN CIJN'TIKI_T'IED
HEFEIN I35 \NCLASSIFIED
DATE 08-30-2007 BY &£5172/duh/ksr/cal

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer to File No.
Enter Case Number

RE:

Due to exigent circumstances, it is requested that bé

FBIHQ
935 Pennsylvania Avenue NW -
Washington, DC 20535

Room 4944

May 22, 2003 -

b4

kIC
b7D

o3}

Special Project / b7C

bd

records for the attached list of telephone numbers be provided. e
Subpoenas requesting this information have been submitted to the PP

V. B Artorney’s Office who will process and serve them formally
to As expeditiously as possible.
Sincerely,
Y b6
l b7C

Unit Chief
Communications Analysis Group

bé
b7C

By :
Supervisory Special Agent




RN

U.8. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

bID
o1
bicC




b4
b6
h1C
h7D

b4
b
L7C
LID

‘ ALL TNFORMATION CONTAINED

HEREIN 15 MICLA3SIFIED
DATE 06-30-2007 BY 65172/dnh/ksz/cak

U.S. Department of Justice
Federa) Bureau of Investigation

In Reply, Picase Refer 1o File Na.
Enter Case Number

RE:

FBIHQ

935 Pennsylvania Avenue NW
Washington, DC' 20535

Room 4944 :

May 22, 2003

s34

Special Project / - bic

records fo

Due to exigent circumstances, it is requested that
r the attached list of telephone numbers be provided.

Subpoenas requesting this information have been submitted to the
orney’s Office who will process and serve them formally
S expeditiously as possible.

u,
td

Sincerely,
b6

b7C

Unit Chief
Communications Analysis Group

b6
—— pIC

By:
Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone nuymhess.

b7D
bé
BIC




- .‘: ALL TWFORMATLION ET!:IIiTAIN'ED

HEFEIN 15 MICLASSIFIED .
DATE 05-30~-z007 BY 65179/ duh/ksr/cak

U.S. Department of Justice
Federal Bureau of Investigation

in Reply, Please Refer to File No.
Enter Case Number

FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4544

May 20, 2003

b4

=130
b7
b7D

Lé

Special Project / b7C

Due to exigent circumstances, it is regquested that b4
records for t_he attached list of telephone numbers be provided. bé
Subpoenas requesting this information have been submitted to the P’/C

U.S. Attorney’s Office who will process and serve them formally k7D
to ps expeditiously as possible.
Sincerely,

T Ln 1"'.1:_—. TS

Communications Analysis Group wic

108

I vl




U.S. Department of Justice
Federal Bureau of Investigation

b VT N PR~ B : " £

ephone numbers:

bTD
bé
b7C




——

ALL INFOFMATION CG‘ITA_I,HED
HEREIN I35 TMCLASSIFIED
DATE 06-3:0-2007 BY é5179/duh/k=x/cak

U.S. Department of Justice
Federal Bureau of Investi gation

5

In Reply, Please Refer 1o File No. FBIHQ
Enter Case Number 935 Pennsylvania Avenue N
: Washington, DC 20535
Room 4944

May 20, 2003

b4
b&
b7C
b7D

b6
bIC

RE: Special Project /

Due to exigent circumstances, it is requested that b4
records for the attached list of telephone numbers be provided. g
Subpoenas requesting this information have been submitted to the bic
U.S. Attorney’'s Office who will process and serve them formally b7D

to @S expeditiously as possible.
Sincerely,
b6
b7C
Unit Chief

Communications Analysis Group

bé
b7C

rd Fal
By:l _
Supervisory Special Agent




U.S. Department of Justice
* Federal Bureau of Investigation

For the following telephone numbers:

b7D
b6
biC




Thanks for'vour heip

b6
b7C

b4
2153
biC
b7D




U.S. De
Federal

ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED
LATE 08-30-2007 BY 85178/duh/kEsr /fcak

partment of Justice
Bureau of Investigation

In Reply, Picase Refer 10 File No. FBIHQ

935 Pennsylvania Avenue NW

Washington, DC 20535
Room 4644
May 14, 2003
b4
b6
"BIC
_b7D
g , b&
RE: Special Project / Ssa bIC

rely,

Since
bé
! | b7C
Unit Chief
Communications Analysis Group -

b6
B7C

By:[

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

BID
b6
b7C




( ’ ALL INFORMATION CONT{INED
o HEREIN IS NCLASSIFIED
DATE 06-30-2007 BY 65179/ duh/ksr/cak

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer o File No. FBIRKQ
935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944

June 27, 2003
b4
bé
S5
b7D
b6
RE: Special Project / SSA h7C
Due to exigent circumstances, it is requested that b5

records for the attached list of telephone numbers be provided. E;c

Subpoenas requesting this information have been submjitted to the ,9p
U.S—2atrorney’s Office who will process and serve them formally

to as expeditiously as possible.
Sincerely,
b6
| L7cC
Unit Chief

Communications Analysis Group

hé
bicC

By
Supervisory Special A t




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone nnmbers.

L7D
b6
b7 C

g T e L T AL S TR DL A T AL i I e T T

2




- f
- "
ALL INFORMATION CONTAIHED

HEREIN I3 THCLASSIFIELD
DATE 0Q6-30-2007 BY &£5170/duh/Rax/cak

U.S. Department of Justice
Federal Bureau of Investigation

in Reply, Please Refer 10 File No, FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944
June 20, 2003

b4

L7C
k7D

b6

RE: Special Project / S&A[::::::::] biC -

: Due to exigent circumstances, it is requested that :
records for the attached list of telephone numbers be provided. Eg
Subpoenas requesting this information have been submitted to the ;.
U.S. Attorney’s Office who will process and serve them formally b7p
to as expeditiously as possible,.

Sincerely,
b6
b7C

Unit Chief
Communications Analysis Group

=153
R7C

By: [ |

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

57D T
b
b7C
i
: 2L s




-

ALL II-JFDPJ‘[{\TE[UH CONTATINED
HEREIN 15 UNCLASSIFIED
DATE 06-30-2007 BY ©517% dmh/ksr/cak

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer 1o File No.

FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4544

June 20, 2003

b4
b&
BIC
biD

RE: Special Procject / SSA

orney’s Office who will process
as expeditiously as possible.

b6
B7C

and serve them formally

Sincerely,
: b7C
unit Ch :
CQmmnnmca:;ans_znalugxg_c=aqp
b6
h7C

By:L

Supervisory Special Agent




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

b7D
b6
b7C
) e 2ot ) St




ALL iIHFDRHa\TIOl‘-I CONTAINED
HEREIN I3 TMNCLASSIFIED
DATE 06-30-Z007 BY 65179/dnh/ksr/cak

u.s. Dep:{rtment of Justice
Federal Bureau of Investigation

In Reply, Picase Refer ta File No.

=L
hé
b7C
b7D

FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535
Room 4944

pate: &/ _& / 2003

Special Project

Due to exigent circumstances, it is requested that b4
records for the attached list of telephone numbers be provided. Esc

Subpoenas requesting this information have been submitted to the

b7D

U.S, Attorney’'s Office who will process and serve them formally
td 6s expeditiouwusly as possible.
Sincerely,
b5
| b7C
Unit Chief
Communications Analysis Group
By:
(Sigrature) yd b6
_BIC

R ———

rint Name}

{(Tatle}d . v



U.S. Department of Justice
Federal Bureau of Investigation

For the fn‘l1nhu'..na...l:.a.:l.anh.-.1e. numbers :

BL7D

b7
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S 15&58\?{
) :
DATE: 06-30-2007
CLASSIFIED BY 55179/dmh/ksr/cak
PEASON: 1.4 {c)
LECLAZSIFY ON: 05-30-2032
U.S. Department of Justica
Federal Buresu of fovestigation
In Reply, Pense Refer io File No. 2]
. bl
(53 . © b2 o
- L7E
o
DATE: Ol / O /2003
b4
bE
b7C
b7D
b&
RE: Special Project / & RA __ b7C
Due to exigent circumstances, it is requested that b4
records for the attached list of telephone numbers be provided. L6
Subpoenas requesting this information have been submitted to the b7C
UV.s—atrrorney’s Office who will process and serve them formally ‘D
to as expeditiously as possible.
Sincerely,
a3
ALL INFORMATION CONTAINED b7C
HEREIN I35 UNCLASSIFIED EXCEPT “{PRINT FEMET )

WHERE SHOWN OTHERMISE

ga’akyei
SA

{TITLE)




savop-ze0s 1SESRET N

U.S. Department of Justice
Federal Bureau of Investigation

For the following telephons numbers: b7D

bicC

SECRET o
om e I N 2 L __;__.'_I__-__--___:_-,_-.-_-'_T-fom_. P.03

= B — ALEHE T e B — b == 1
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ALL INFORMATTION CONTAINED
HEREIN 13 UNCLA$SIFIED
DATE 06-30-2007 65179/duh/ksr/cak

U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Pleage Reler 1o File No.

FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4944

June 5, 2003

b
b6
b7¢
b7D
(235)
RE: Special Project / b7C

u.
tQg

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas regquesting this information have been submitted to the
rney's Office who will process and serve them formally
s expeditiously as possible.

Sincerely,
. bé
| b7C
Unit Chiet ]
Cormunications Analysis Group
bo
BTG

By:l
Supervisory Special Agent

b4

k7 C
b7

N




U.S. Department of Justice
Federal Bureau of Investigation

For the following telephone numbers:

b7D
b
L7C
;
i
Z - - I T ST -




\ 4

ALL TINFURMATION CONTAINED
HEREIN I3 WNCLASSIFIED
" DATE 0&8-30-2007 BY 6S5179/duh/k3r/cak

1.8. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer to File No. ) FBIHQ

935 Pennsylvania Avenue NW
Washington, DC 20535

Room 4944

pate: 1. / 3& / 2003

bi
bi
B7C
b7D

RE: Special Project

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided. Eg
Subpoenas reguesting this information have been submitted to the yi¢
U.S. Attorney’'s Office who will process and serve them formally 7D

£o as expeditiously as possible.

Sincerely,

b
b7C

Unit Chiel
Communications Analysis Group

bt
b7¢

By:

‘f(Signature)

{Print Name)

o T CreT™

(Title}

O O

— o e S Mo .




U.S. Department of Justice
Federal Bureau of Investigation

For the follo

hone numbers:

b7D
bé
b7C
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United States person is not conducted solely on the
basis of activities protected by the First
Amendment of the Constitution of the United
States. (The 1681v NSL standard is slightly
different to reflect that it applies only to
international terrorism investigations.) Prior to the
2001 USA PATRIOT Act, the standard for issuance

of an NSL was that the targ a[_nuh.e_mmmunmm.T
was tied ta a foreion nower

b3

A request for an NSL has two parts. One is the NSL
itself, and one is the EC approving issuance of the
NSL. The authority to sign NSLs has been delegated
to the Deputy Director, Executive Assistant Director
and Assistant EAD for the Natienal Security Branch;
Assistant Directors and all DADs for CT/Cl/Cyber;
General Counsel; Deputy General Counsel for the
National Security Law Branch; Assistant Directors
in Charge in NY, D.C., and LA; and all SACs. The
authority to certify and recertify the non-disclosure
requirement of NSLs has also been delegated to
those same persons. Persons acting in those
capacities may not exercise such signature,
certification or recertification authority.

THE NSL

Afl NSLs must be addressed to the specific
company point of contact {(many of which are listed
on NSLB's website). All NSLs should identify the
statutory authority for the request, the type of
records requested, and provide identifying
information to assist the company in processing the
request. One change has been made to the opening
paragraph; reap:ents are now "DIRECTED" to

produce the
“requested.”

All NSLs require a certification that the records
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sought are relevant to an authorized investigation
to protect against international terrorism or
clandestine intelligence activities and that an
investigation of a USP is not conducted solely on
the basis of First Amendment rights (with the
1681v NSL certification being slightly different to
reflect its application only to international terrorism
investigations).

The major recent change in the format of the NSL
derives from the newly enacted USA PATRIOT
Improvement and Reauthorization Act of 2005
{2005 USA PATRIOT Act}). The non-disclosure
provision is no longer automatically included in the
NSL. If the requesting party seeks to have a non-
disclosure provision included in the NSL, there
needs to be a certification in the NSL that the
disclosure may endanger national security,
interfere with a criminal, counter terrorism, or
counterintelligence investigation, or interfere with
diplomatic relations or endanger a life, Once the
certification is made, the recipient is under an
obligation not to disclose the fact of the request to
anyone except those in the company that have a
need to know and to legal counsel, if necessary.
Further, as to those NSL which contain a non-
disctosure provision, the NSL recipient is informed
that he must convey the non-disclosure
requirement to persons who have such a need to
know, and that, if asked, he must inform the FBI of
the names of those persons. In addition, the NSL
recipient is informed that he may challenge that
non-disclosure provision. In all NSLs, the recipient
is informed of his right to challenge the NSL itself if
compliance would be unreasonable, oppressive or
otherwise unlawful, as well as the right of the FB]
to enforce the NSL, including the non-disclosure
provision, if there is one. The recipient’is also
informed that he may return the information to the
FBI via federal express, secure fax, or personal
delivery but not via regular mail or non-secure fax.

b3

. NEW LANGUAGE OF THE MODEL NSLS

J l e B WA Tt )
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The following is the new language that you will now
see in model NSLs. The first three paragraphs are
optional, to be used if there is a need for nan-
disclosure.

In accordance with [cite to pertinent
statute], [ certify that a disclosure of
the fact that the FBI has sought or
obtained access to the information
sought by this letter may endanger the
national security of the United States,
- interfere with a criminal, counter
terrorism, or counterintelligence
investigation, interfere with dipfomatic
relations, or endanger the life or
physical safety of a person.
Accordingly, 18 U.5.C. § 2709(c)(1)
and (2) prohibits you, or any officer,
employee, or agent of yours, from
disclosing this letter, other than to
those ta whom disclosure is necessary
to comply with the letter or to an
attorney to obtain legal advice or legal
assistance with respect to this lelter.

In accordance with [cite to pertinent
statute], you are directed to notify any
persons to whom you have disclosed
this fetter that they are also subject to
the nondisclosure requirement and are
therefore also prohibited from
disclosing the letter to anyone else,

In accordance with [cite to pertinent
statute], if the FBI asks for the
information, you should identify any
person to whom such disclosure has
been made or to whom such disclosure
will be made. In no instance will you be
required to identify any attorney to
whom disclosure was made or will be
made in order to obtain legal advice or
legal assistance with respect to this
request,

In accordance with [cite to pertinent
statute], you have a right to challenge
this request if compliance would be
unreasonable, oppressive, or otherwise
unlawful and the right to challenge the
nondisclosure requirement set forth
above.

In accordance with [cite to pertinent

, bz : [ e Tatale
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statute], an unfawful failure te comply
with this letter, including any
nondisclosure reguirement, may resuit
in the United States bringing an
enforcement action,

COVER EC

The cover EC serves five functions.

1. It documents the predication for the NSL by
stating why the information sought is
relevant to an authorized investigation,

2. It documents the approval of the NSL by
appropriate personnel,

3. It documents certification of the necessity for
non-disclosure, when applicable,

4, It contains information needed to fulfill
Congressional reporting requirements for
each type of NSL (subject's USP status, type
of NSL issued, and the number of phone
numbers, email addresses, account numbers
or individual records being requested in the
NSL), and

3. It transmits the NSL to NSLB for reporting
requirements, to CTD, CD, or Cyber for
informational purposes, and, in the case of
personal service, {0 the requesting squad or
delivering field division for delivery.

The EC must reference an investigative case file,
and not a control file, 1o which the information
sought is refevant. See EC dated 2/23/2007,
Guidance on the Reference of Investigative Case
File Number in NSL-authorizing EC, 319X-HQ-
Al1487720-0GC, serial 326. The EC does not need
to reference an NSLB file any longer, However,
there must be a lead to NSLB, for informational and
reporting purposes, and a lead to the relevant HQ
operational unit, (CTD, CD, Cyber), for
infermational purposes. There does not need to be
a hard copy of the EC or NSL sent to NSLB or the
relevant HQ operational unit.

The requirement for certification for the need for a
non-disclosure provision is the major change in the
format of the EC. It derives from the USA PATRIOT
Improvement and Reauthorization Act of 2005 in
that the requesting party must affirmatively take
steps to have a non-disclosure provision included in
the N5SL; it is not automatic anymore. If a non-
disclosure provision is sought, the EC must set

forth a factual predicate to require such a provision.

! b2 mnnns
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As a general matter, the certification must assert
that disclosure may endanger national security,
interfere with a criminal, counter terrorism, or
counterinteliigence investigation, interfere with
diplomatic relations, or endanger the life or
physical safety of a person. More specifically, the
manner in which those dangers may arise from
disclosure of the issuance of an NSL could include:

1. I

2.
A 1

b5
b2
bL7E

3.

4, |

S.

AR

L1l

D
e
|
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I

10.
—ETTUCTICT bS
11. I b2
| | h7E
12. 1
[ |
13.
T 1 i

This is not an exclusive list. Therefore, if there are
other reasons for requesting a non-disclosure
provision, those reasons should be set forth in the
EC.

NEW LANGUAGE OF THE MODEL ECS

The following is the new language that you will now
see in model ECs.,

[Option 1 - Invoking Nondisclosure
Requirement]

(W) In accordance with [cite to
pertinent statute] I, the senior official
approving this EC, certify that a
disclosure of the fact that the FBI has
sought or obtained access to the
information sought by this letter may
endanger the national security of the
United States, interfere with a criminal,
counter terrorism, or
caunterintelligence investigation,
interfere with diplomatic relations, or
endanger the life or physical safety of a
person.

(S) Brief statement of the facts
Justifying my certification in this case:

[Option 2 - Declining to invoke the
nondisclosure requirement]

(U} 1, the senior official approving this
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£C, have deterrnined that the facts of
this case do not warrant activation of
the nondisclosure requirements under
the applicable National Security Letter
statute.

VARIOUS GUIDANCES

Attached are guidances that relates to NSLs.

EC dated 5/27/2005, 319X-HQ-A1487720-
OGC, serial 20, which authorizes the use of
return dates.

EC dated 6/29/2005, 319X-HQ-A1487720-
OGC, serial 24, which relates to use of
restricted delivery services to serve NSLs,

EC dated 3/20/2006, 319X-HQ-A1487720-
OGC, serial 213, which permits the FBI to
serve NSLs by non-secure fax under certain
conditions.

EC dated 4/11/2006, 319X-HQ-A1487720-
OGC, serial 222, which relates to the FBl's
reimbursement policy for NSLs,

EC dated 3/09/2008, 319X-HQ-A1487720-
OGC, serial 210, which delegated NSL
approval and certification authority.

EC dated 3/09/2007, 319X-HQ-A1487693-
RMD, serial 17, which created the NSL
"document type" in ACS, '

NSL powerpoint, which include a summary of
NSL information.

QGC, Procedures for Redacting NSL Results

The relevant delegation of signature authority EC is
the one issued on 3/09/2006, set forth above. This
encompasses all signature delegations and takes
precedent over all of the other delegations {and
supercedes some). So please took to it to
determine who has autharity to sign NSLs. The EC
dated 3/09/2006 alse provides for delegation of the
authority to certify that the non-disclosure
provision is necessary with respect to a given NSL.
Further, this delegation also provides authority with
respect to the ability to recertify the need for non-
disclosure were the non-disclosure to be chaflenged
a year or more after service of the NSL. As has
been DOJ policy for quite some time, a person in an
acting position does not have the authority to sign
NSLs. It follows that those in an acting position do
not have authority to certify or recertify the non-
disclosure provision, either. Although the
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3/09/2006 delegation contains all the relevant NSL
delegations, it is not referenced in the model EC.
This is a change from the previous model ECs,

If you need to view the statutory authority for
these NSLs, copies of the ECPA, RFPA, and FCRA
statutes can be found on the OGC main library
website. In addition, the 2001 and 2005 Patriot
Acts are also on the OGC main library website,

APPROVAL STANDARD FOR NSLS

NSLs are reviewed by CDCs at the field office level,
At headquarters, they are reviewed by NSLB. At all
levels, they must meet the legal standards set forth
above, namely relevance to ap authori 1}

security investigation

b2

b7E

| Otherwise, ne

any target with a telephone or a bank account is
subject to an NSL. And that is not the standard for
issuance of an NSL. The model EC now states that
a full recitation of the reason for initiating and
maintaining the investigation is necessary in order
to justify an NSL. The reason is common sensical -
there can be no reason to issue an NSL if the
subject matter or issue to which it supposedly
relates is not worthy of investigation or if the
investigation is bas First
Amendment rights.

| {n other words, in order for an
NSL to meet the legal standard set forth in the
statutes, the revlewing party has to assure that
there is a proper reason for investigating the target
and not an improper reason, for instance,
exercising First Amendment rights..

Moreover, the legal review that is done by the
CDCs is consistent with the factual review that
should be done by SACs in certifying that the NSL
is relevant to an authorized national security
investigation and that the investigation is not based
on the exercise of First Amendment rights by a
U.S.P. An SAC can no more make the required
certification than the CDC can make the required
legal review if presented only with barebones
information of the existence of an investigation and
a target's telephone or bank account. Thus, the
recitation of facts about the reason for initiating

and maintaining an investigation serves to support

[ TR

' b2
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both the SAC certification and the CDC legal
review.

Thus, approval of an NSL needs to include a review
of why the FBI is conducting the investigation. The
fact that there is no legal review of the opening of
an investigation does not preclude review of the
reason for the investigation in the course of
determining whether an NSL request meets the
legal standard of the NSL statute,

NO EXIGENT LEYTERS

The practice of using exigent letters to obtain NSL-
type information prior to issuance of an NSL has
been prohibited. See EC dated 3/1/2007,
Telephone Inquiries; Emergency Disclosure
Provision, 319X-HQ-A1487720-0GC, Serial 331.
Instead, in emergency circumstances, a letter
under 18 U.S.C. 2702 {which letters are also
sometimes called “exigent letters” by the field but
they differ from those that have been used at HQ
because they do in fact reference 2702 and thus
are acceptable) may be issued. The letter, a sample
of which is attached to the above-referenced EC,
describes the circumstances of the emergency and
requests that the recipient make a determination
that in fact “an emergency involving immediate
danger of death or serious physical injury to any
person justifies disclosure of the information.” 18
U.S.C. § 2702(b)(8) and (c){4). Both content and
customer records are available under this statute.
The disclosure does not need to be followed by
legal process, although some recipients may
require such process, and a promise In advance, in
order to release the records.

REPORTING REQUIREMENTS

NSLB s required to report information about its
NSL usage to Congress, Therefore, it is crucial that
the portion of the EC that addresses reporting
requirements is accurately addressed. While an EC
may cover more than one target, more than one
account, and more than one recipient, when atl of
the requests are related, the EC must break down
the number of targeted phone numbers/email
accounts/financial accounts that are addressed to
each and every NSL recipient, Therefore, if there
are three targets, ten accounts, and six recipients
of an NSL, then the EC must state how many
accourts are the subject of the NSL to recipient 1,
to recipient 2, etc. It is not sufficient to tell NSLB
that there are ten accounts and six recipients.
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In addition, under the 2005 USA PATRIOT ACT, we
must now report the USP status of the subject of
the NSL request {as opposed to the target of the
investigation to which the NSL is relevant). While
the subject is often the target of the investigation,
that may not always be the case. So the EC must
reflect the USP status is of the subject of the
request - the person whose information we are
obtaining. If we are obtaining information about
more than one person, the EC must reflect the USP
status of each of those persons. (See the form ECs,
which make clear that the USP status applies to the
subject(s) of the request for information.)

Also, to make sure that NSLB is reporting the
correct type of information that is being sought,
please be sure that the EC is consistent as to the
type of information that is being sought, Keep in
mind that when asking for toll billing records or for
transactional records, the information produced will
include subscriber information. Thus, in that case,
the £EC need only state the request is for toll billing
records or transactional records, and the reporting
paragraph should be consistent and state that toll
billing or transactional records are being sought for
x number of accounts, and, if multiple recipients,
from each of recipients #1, #2, etc.

DISSEMINATION OF NSL MATERIAL

Information obtained through the use of an NSL
may be disseminated in accordance with general
standards set forth in The Attorney General’s
Guidelines for FBI National Security Investigation
and Foreign Intelligence Coliection (NSIG).
Dissemination is further subject to specific
statutory limitations (e.g., toll record NSL statute,
ECPA, 18 U.S.C, §2709, and financial record NSL
statute, RFPA, 12 U.S.C. §3414(a)(5)(B), permit
dissemination if per NSIG and information is clearly
relevant to responsibilities of recipient agency;
limited credit information NSL statute, FCRA, 15
U.S.C. §1681u, parmits dissemination to other
federal agencies as may be necessary for the
approval or conduct of an FCI investigation; no
special statutory rules for dissemination under full
credit report NSL statute, FCRA, 15 U.S.C.
§1681v),

Although the requesting EC is generally classified
because it provides reasons for the investigation
and the need for the NSL, the NSLs themselves are
not classified, nor is the material received in return
from NSLs classified. That information may be used

in criminal proceedings without any declassification

Page 12 of 14
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issue. [’ |

POCS FOR NSL RECIPIENTS
Attached also please find a list of the names and

addresses of appropriate oFi;esm[sms_m_ylvhom
NSLs should be addréssed b2

Since OGC generally does not have contact with
these entities, we rely on the field to let us know
when these points of contact are cutdated or when
new entities come into play for which POCs woutd
be useful ., So please let us know when you run
across POC information that headquarters and
other field offices might find usefui.

FINANCIAL INSTITUTION NSLS

S
<~

BYE
b5
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Until such time as the standard RFPA NSL has been
amended to reflect the above, if you run into this
problem with a financial institution, please contact
your CDC or NSLB,

MISCELLANEQUS

If you come across useful information r
NSL-related topics, please email or cal

e

f NSLB (202—3241 ]and we wili add it

Is website. Further, if there are modifications

or additi
noti

r Point of Contact listings, piease
of NSLB.
Last moddied at 0570372007 06:54 AM
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L6
bYC
b2

USER TIPS

LEGAL NOTICE

httr-finan fhinat fhifnelkinals



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-60¢1

DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

ALL INFORMATION CONTAINED

[MR./MRS./MS.] {COMPLETE NAME OF POC] HEREIN IS TNCLA3SIFIED

[TITLE, IF AVAILABLE] [ATE 06-06-2007 BY 65179 DMH/KSR/JW
[NAME OF COMPANY)

{PHYSICAL STREET ADDRESS - NO P.O, BOX] 1076786

{CITY, STATE - NO ZIP CODE]
Dear [MR./MRS./MS.] [LAST NAME]:

Pursuant to Executive Order 12333, dated December 4,
1981, and 15 U.S.C. § 1681lv of the Fair Credit Reporting Act (as
amended), you are hereby directed to provide the Federal Bureau
of Investigation (FBI) with a copy of a consumer credit report
and all other infecrmation contained in your files for the below-
listed consumer(s):

NAME (S) :
ADDRESS (ES) : [if available)]
DATE (S} OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S): [if available]

In accordance with Title 15, U.3.C. § 168lv, I certify
that the informaticon sought is necessary to conduct an authorized
investigation of, or intelligence or counterintelligence
activities or analysis related teo, international terrorism.

[Certification: The nondisclosure requirement is not an automatic
feature of thea NSL. If the supporting EC for thias NSL included
Option 1 (Invoking the Nondisclosure Requirement), thean include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.5.C. § 1681v(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S5.C. §



[MR./MRS./MS.] [COMPLETE NAME]

1681v{c) {1) and (3) prohibits you, or any ocfficer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § 1681lv(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject tc the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else,

In accordance with 15 U.5.C. § 1681lv(c) (4}, i1f the FBI
asks for the information, you should identify any person to whom
such discleosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U,S.C. § 3511{a) and {b){(l), vyou
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.35.C. § 3511(¢), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.



[MR./MRS./MS.] [COMPLETE NAME]

Your cooperation in this matter is appreciated.

Sincerely,

[ADIC/SAC NAME)
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]



U.S. Department of Justice

Federal Bureau of Investigation

Washingtan, T3 C. 205350001

[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC)

[TITLE, IF AVAILABLE] ALL INFORMATION CONTAINED
[NAME OF COMPANY) HERFEIN I35 UNMCLASSIFIED
[PHYSICAL STREET ADDRESS - NO P.0O. BOX]) DATE 06-06-2007 BY 65179 DMH/KSR/IW

(CITY, STATE - NO ZIP CODE])
DEAR [MR./MRS./MS.]) [LAST NAME]: 1076786

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
{U.8.C.), Section 168lu(b) (the Fair Credit Reporting Act, as
amended), you are hereby directed to provide the Federal Bureau
of Investigation (FBI} the names, address, former addresses,
places of employment, or former places of employment of the
below-named consumer(s):

NAME (S) :
ADDRESS (ES) : [if available]
DATE (S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S): [if availablae]

PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT
BEING REQUESTED OR SOUGHT.

In accordance with Title 15, U.S.C., Section 1681lu{b},
I certify that such information is sought for the conduct of an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of a United States person is not conducted
solely on the basis of activities protected by the First
Amendment to the Constitution of the United States.



[Coertification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.])

In accordance with 15 U.S5.C. § 168lu{d) (1}, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
natiocnal security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S5.C. §
168lu(d) (1) and (3} prohibits you, or any cfficer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § 1681lu(d) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are alsoc subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.5.C. § 168iu(d)(4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or te whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

{Include the following language in all NSLs.)

In accordance with 18 U.s5.C. § 3511(a} and (b)) ({1}, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action. '

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] COR through secure fax]) within [xxxx] business days of
receipt of this letter.



Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the reccrds through routine mail service nor non-
secure fax, nor disclcose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME}
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]



(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

{ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER] —
[REQUESTING OFFICE] _Attn: SSA [SQUAD SUPERVISOR]

_ SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]

[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(1f using personal service) {Squad] [X]

From: {DRAFTING DIVISION)
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000)

Approved By: [ADPIC NAME (IF APPLICABLE}]

[SAC NAME]
[ASAC NAME] DECLASSIFIED BY 65179 DMH/KSR/JIW
[CDC NAME] ON 06-06-2007
[SSA NAME]
(1 Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 1076786
Case ID #: (%] [CASE FILE NUMBER]  (Pending)
(Uy Title: ><) [SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
C0: [CFFICE OF ORIGIN]
Synopsis: (U) (NSLCII) Approves the issuance of an Fair Credit

Reporting Act (FCRA) Section 168lu{b) National Security Letter
(NSL} for consumer identifying information; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
credit reporting company.
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To: [DELIVERING DIVISION] From: (DRAFTING DIVISION]
Re: Cg( [CASE FILE NUMBER, 00/00/2007)

Declasgsify On: [10 ars based on
inf ion in the EC

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2007]
Reference: )ﬂi [CASE FILE NUMBER Serial XXX]

Enclosure{s): {(U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted dalivery service or fax) is an NSL dated [00/00/2007],
addressed to [COMPANY POC NAME}, [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE -~ NO ZIP
CODE if using personal service], requesting consumer identifying
information relating to the consumer listed,

Details: ézxi A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigaticn of subject, a [U.S.
PERSON/NON-U.8. PERSON], was authorized in accordance with the
Attorney General Guidelines because {[Give a full explanation of
the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]}. This
consumer identifying information is being requested to {Fully
state the relevant of the reguested records to the
investigation].

This electroni¢c communication documents the
IAPPROVING OFFICIAL’ 8] approval and certification of the enclosed
NSL. For mandatery reperting purposes, the enclosed NSL seeks
consumer identifying informaticn for [NUMBER OF] individual (s}
from [credit reporting company #1]; [NUMBER OF] individual (s)
from [credit reporting company #2), etc. {If there are requests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. In other words, do your best to give as much
information as you can, for congressicnal reporting purposas.]

(U) Arrangements should be made with the credit
reporting company to provide the records {personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service or secura fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

SE%T
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: Eﬁ? [CASE FILE NUMBER, 00/00/2007)

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security letter from discleosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief

.statement of facts that justify the nondisclosure requirement.

Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 ~ Invoking Nondisclosure Requirement]

{0} In accordance with 15 U.S.C. § 168lu(d), I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person.

Qx( Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement)

{U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

cf the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.)

(0} Information received herein rom a credit reporting
company may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, subject to the following
statutory limitation. Dissemination of such information is
limited to other Federal agencies as may be necessary for the
approval or conduct of a foreign counterintelligence
investigation, or, where the information concerns a person
subject to the Uniform Code of Military Justice, to appropriate
investigative authorities within the military department

SE%T
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To:  [DELIVERING DIVISION) From:

[PRAFTING DIVISION]
Re: . Eﬁz [CASE FILE NUMBER, 00/00/2007]

concerned as may be necessary for the conduct of a joint foreign
counterintelligence investigation.

(1) Any questions regarding the above can be directed
to the [CASE AGENT, telephone number (000) 000-0000.]

st
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To: ELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ) [CASE FILE NUMBER, 00/00/2007)

LEAD (3) :
Set Lead 1: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORI SM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DQ

(UJ) At [Unit] Read and Clear

Set Lead 3: (Action)
[DELIVERING OFFICE ~if using personal servica]l

[AT CITY, STATE]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISIOM] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

(U) Please take special note that the reply to this

request should not generate receipt of a full credit report and
that only a summary or redacted credit report should be accepted.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER] e

[REQUESTING OFFIE] Attn: 3SSA {[SQUAD SUPERVISOR]
SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
{Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

{if using personal service} [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: {ADIC NAME (IF APFLICABLE) )

[SAC NAME]
[ASAC NAME] DECLASSIFIED BY 65179DMH/KSR/JY
[CDC NAME } ON 06-06-2007
[SSA NAME] 1076786
Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]
Case ID #: ij [CASE FILE NUMBER]  (Pending)
Title: §Q [SUBJECT]

[A.K.A.] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: '&6 (NSLFIL) Approves the issuance of an Fair Credit
Reporting Act Section 168lu(a) National Security Letter (NSL) for
financial institution listings; and, if necessary, transmits the
NSL for delivery to the credit reporting company.
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To: [DELTIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ggq [{CASE FILE NUMBER, 00/00/2007)

Declassi€2:9§3:£lﬁzg§:zgéis based on
informati in the EC]

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2007]
Reference: Iﬂi [CASE FILE NUMBER Serial XXX]

Enclosure(s): (U} Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depanding on whether service is personal or through
restricted delivery service or fax) is an NSL dated [00/00/2007],
addressed to [COMPANY POC NAME], ([TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX), [CITY, STATE - NO ZIP
CODE if using personal service), requesting the names and
addresses of financial institutions at which the listed consumer
maintains or has maintained an account.

Details: ( A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because {Give a full explanation of
the justification for opening and maintaining the investigation
of tha subject; baraebones facts will not suffice and will cause
the request to be rejected for legal insufficiency.] This
financial institution information is being reguested to [Fully
state the relevance of the raequested records to the
investigation].

This electronic communication documents the
{APPROVING OFFICIAL's} approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual (s)
from [credit reporting company #1}; {NUMBER OF) individual (s)
from [credit reporting company #21, etc. [If there are requests
from multiple reporting companias for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. In other words, deo your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the credit
reporting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF)]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail
delivery nor utilize the name of the subject of the request in
any telephone calls to the FBI,

szégér
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: [CASE FILE NUMBER, 00/00/2007)

DISCLOSURE PROVISIONS

[Cartification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security lLetter from disclecaing that the
FBI has requested the information. To activate the nondisclosure
raquirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

{Option 1 - Invoking Nondisclosure Requirement)

{0) In accordance with 15 U.5.C. § 1681lui{d), I, the
senior official approving this EC, certify that a discleosure of
the fact that the FBI has scught or obtained access to the
information scught by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

' )é} Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure reduirement)

(U} I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

{U) Information received herein from a credit
reporting company may be disseminated in accordance with the
Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, subject to
the following statutory limitation. Dissemination of such
information is limited to other Federal agencies as may be
necessary for the approval or conduct ¢f a foreign
counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military
Justice, to appropriate investigative authorities within the

SECRET
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (}Q {CASE FILE NUMBER, 00/00/2007]

military department concerned as may be necessary for the conduct
of a joint foreign counterintelligence investigation.

(U}  Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000.]
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To: _{DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re : E§<?[cnsm FILE NUMBER, 00/00/2007]

LEAD (=) :
Set Lead 1: {Action)
GENERAL CQUNSEL

AT WASHINGTON, DC

(U} NSLB is requested to reccocrd the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[ COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT WASHINGTON, DC

{UY At [Unit)] Read and Clear

Set Lead 3: (Action)

[DELIVERING OFFICE - if wasing personal service)

[AT CITY, STATE]

(U} Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DCELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablae].

(0} Please take special note that the reply to this
request should not generate receipt of a full credit report and
that only a gsummary or radacted credit report should be accepted.

124

S%ki%T




{Rey. HE-31.2001)
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FEDERAL BUREAU OF INVESTIGATION

Precadence: RQUTINE Date: 00/00/2007

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: $SA [SQUAD SUPERVISOR])
SA [CASE AGENT])

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]

(DELIVERING DIVISION] Attn: S5SA [SQUAD SUPERVISOR]

{if using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL] .
Contact: [CASE AGENT, telephone number (000} 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE)}]

[SAC NAME]
[ASAC NAME] DECLASSIFIED BY 65179 DIMM/W3R/JW
[CDC NAME] ON 06-06-2007
[SSA NAME]
0 1076786
() Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]
Casa ID #: §( [CASE FILE NUMBER] (Pending)

U) 4 e1a: 5{ [ SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE) ]
(IT/FCI ~ FOREIGN POWER]
00: [OFFICE OF ORIGIN]

(o Synopsis: ~§B§ (NSLCOM) Approves the issuance of a Fair Credit
Reporting ACL (FCRA) Sections 168lu{a) and (b)) combination
National Security Letter (NSL) for financial institution listings
and consumer identifying information; provides reporting data:;
and, if necessary, transmits the NSL for delivery to the credit
reporting company.
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To: {DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: §=< {CASE FILE NUMBER, 00/00/2007]
(U) Eﬁi Derived From : G-3
Declassify On: [l10-25 years based on

information in the EC]
[FULL/PRELIMINARY] Investigation Instituted: (}( [00/00/2007]
Reference: Qgé [CASE FILE NUMBER Serial XXX)

Enclosure(s): (Uy Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is persconal or through
restricted delivery service or fax] is an NSL dated [00/00/2007],
addressed tc [COMPANY POC NAME], ([TITLE (if available)], [COMPANY
NAME)], [COMPANY ADDRESS - NO P.0O. BOX), [CITY, STATE - NO 2IP
CODE if using personal service], requesting the names and
addresses of financial institutions at which the listed consumer
maintains or has maintained an account and requesting consumer
identifying information relating to the consumer.

Details: (ﬁ) A [FULL/PRELIMINARY] [FOREIGN
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in
accordance with the Attorney General Guidelines because [Give a
full explanation of the justification for opening and maintaining
the investigation of the subject; barebones facts will not
suffice and will causa the request to be rejected for legal
insufficiancy.)] This financial institution information and
consumer identifying information are being requested to [Fully
state the relevance of the requested records to the
investigation].

- --Exi? This electronic communication documents the
{APPROVING  OFFICIAL’s] approval and certification of the enclosed
NSL., For mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual (s)
from [credit reporting company #l1]; [NUMBER OF)] individual (s}
from [credit reporting company #2]), etc. [If there are roequests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
invastigation. In othexr words, deo your best to give as much
information as you can, for congressional reporting purposes.] In
addition, for mandatory reporting purposes, the enclosed NSL
seeks the consumer identifying information for [NUMBER OF]
individual(s) from [credit reporting company #1]: [NUMBER OF)
individual (s) from [credit reporting company #2], etc. [If there
are requests from multiple reporting companies for the same
person, please state. Provide the USP status of all the persons
about whom the requests are secking information, including the

s%péﬂr
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To:  [DELIVERING DIVISION] From: [DRAFTING DIVISION])
Re: ><< (CASE FILE NUMBER, 00/00/2007]

subject of the investigation. 1In other words, do your best to
give as much information as you can, for congrassional reporting
purpeoses.]

{U) Arrangements should be made with the credit
reporting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
servica or secure fax to OFFICE OF ORIGIN] within [NUMBER OF)
business days of receipt of this request, The credit reporting
company should neither send the records through routine mail
delivery nor utilize the name of the subject of the request in
any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Cartification and Activation of the Nondiaclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure regquirement.
Option 2 is to be used in all cases where Option 1 is not used.)

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 15 U.8.C. § 168lu(d}, I, the
senior cfficial approving this EC, certify that a disclosure of
the fact that the FBI has sought or cobtained access to the
information scught by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or phySLCal
safety of a person.

%) Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior official approving this EC, have

determined that the facts of this case do not warrant activation

of the nondisclosure regquirements under the applicable National
Security Letter statute.

SESRET
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION])
Re: ig( [CASE FILE NUMBER, 00/00/2007]

{Include the next 2 paragraphs in all ECs.]

(U} Information received herein from a credit
reporting company may be disseminated in accordance with the
Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, subject to
the following statutory limitation. Dissemination of such -
information is limited to other Federal agencies as may be

.necessary for the approval or conduct of a foreign

counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military
Justice, to appropriate investigative authorities within the
military department concerned as may be necessary for the conduct
of a jeint fereign counterintelligence investigatiocn.,

(U) Any questicons regarding the above can be directed
to [CASE AGENT, telephene number (000) 000-0000.]




()

SECRET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: )ﬁj [CASE FILE NUMBER, 00/00/2007]

LEAD (s8) :
Set Lead 1: (Action)
GENERAT NSEL

AT WASHINGTON, BC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[ COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT WASHINGTON, D

(U) At [Unit] Read and Clear

Set Lead 3: {Action)

[DELIVERING OFFICE - if using parsonal gservige]

[AT _CITY, STATE]

(U} Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION]) is requested to submit results to [DRAFTING
DIVISION] and {[OFFICE OF ORIGIN, if applicable].

(U) Please take special note that the reply to this
request should net generate receipt of a full credit report and
that only a summary or redacted credit report should be accepted.

+*+e




U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0004

[DRAFTING DIVISION]
[STREET ADDRESS)
{CITY, STATE, 2IP CODE]
[MONTH, DAY, YEAR)

[MR./MRS./MS.] [COMPLETE NAME OF PQC]

[TITLE, IF AVAILABLE] ALL INFOPMATICN CONTAINED
[(NAME OF COMPANY ] HEREIN IS UNCLASSIFIED
[PHYSICAL STREET ADDRESS - NO P.0. BOX] DATE 06-04-2007 BY 55179 DMH/KSR./JU

[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [(LAST NAME]: 1076786

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
{(U.S5.C.}, Secticn 168lula) (the Fair Credit Reporting Act, as
amended}, you are hereby directed to provide the Federal Bureau
cf Investigation (FBI) the names and addresses cf all financial
institutions (as defined in Title 12, 0.S5.C., Section 3401) at
which the below-named consumer (s) maintains or has maintained an
account:

NAME (S) :
ADDRESS (ES) : {if available]
DATE (S) OF BIRTH: {if available]

SOCIAL SECURITY NUMBER(S): [if available]

PLERSE DC NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT
BEING REQUESTED OR SOUGHT.

In accordance with Title 15, U.S.C., Section 1681luf{a},
I certify that such information is sought for the conduct of an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of a United States person is not conducted
solely on the basis of activities protected by the First
Amendment to the Constitution of the United States.



[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § 168lu(d){l), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accofdingly, 15 U.S5.C. §
1681u{d} (1) and (3) prohibits you, or any officer, emplcyee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.8.C. § 168lu{d) (3), you are
directed to notify any persons to whom you have disclosed this
‘letter that they are also subject to the nondisclosure
requirement and are therefore also prchibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § 1681lu(d) {4}, if the FRI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in crder to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U0.8.C., § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S$.C. § 3511(c}, an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] COR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.



Any guestions you have regarding this letter sheould be
directed only to the [[DELIVERING DIVISION] OR (OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery servicae]. Due tc security considerations, you should
neither send the records through routine mail service nor non-

secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your ceooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME)
[ASSISTANT DIRECTCR IN CHARGE/
SPECIAL AGENT IN CHARGE]



{Rev 0§-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Data: 00/00/2007

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM] Attn: [UNIT]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
- [Squad] [X]
{DELIVERING DIVISION]} Attn: SSA [SQUAD SUPERVISOR]
{if using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL)
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE)]

{SAC NAME]
[ASAC NAME] DECLASSIFIED BY 65179 DMH/KSR/JW
[SSA NAME]
1076786
D:gfted By: [LAST FIRST MIDDLE NAME: INITIALS]
case ID #: k( {CASE FILE NUMBER] (Pending)
Title: - >Q [{SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN])
Synopsis: (U) (NSLFCR) Approves the issuance of an Fair Credit

Reporting Act (FCRA) Section 1681lv National Security Letter (NSL)
for a full credit report in an international terrorism
investigation; provides reporting data; and, if necessary,
transmits the NSL for delivery to the credit reporting company.

(T ')ﬂé Deriveé}é%om : é)&:
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sgpggT
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: Eﬁf [CASE FILE NUMBER, 00/00/2007)

Declassify On™~[1 5 years based on
nEgrmation in the EC]
[FULL/PRELIMINRARY] Investigation Instituted: (S) [00/00/2007]
Reference: :y@ [CASE FILE NUMBER Serial XXX)
Enclosure{s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through

rastricted delivery system or fax] is an NSL dated [00/00/2006], -
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY

~NAME], [COMPANY ADDRESS - NO P.0. BOX), [CITY, STATE - NO ZIP

CODE if using personal searviece], requesting a full consumer
credit report and all information in its files relating to the
consumer listed.

Datails: ;é; A [FULL/PRELIMINARY] international terrorism
investigation of subject, a [U.S. PERSON/NON-U.S. PERSON], was
authorized in accordance with the Attorney General Guidelines
because [Give a full explanation of the justification for opening
and maintaining the investigation on the subject; barebones facts
will not suffice and will cause the request to be rejected for
legal insufficiency). This full credit report is being requested
to (Fully state the relevance of the requested records to the
investigation].

S ;}é; This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For reporting purposes, the enclosed NSL seeks the consumer
credit report of [NUMBER OF] individual(s) from [credit reporting
company #1]; [NUMBER OF] individual{(s) from [credit reporting
company #2), etc. [If there are requests from multiple reporting
companias for the same person, please state. Provide the USP
status of all the persons about whom the requests are seeking
information, including the subject of the investigation. 1In
other words, do your best to give as much infermation as you can,
for congressional reporting purposes.])

(U) Arrangements should be made with the credit
reporting company to provide the records [personally to an
employea of the DELIVERING DIVISION or through use of a delivery
gervice or secure fax to QFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail
delivery nor utilize the name of the subject of the request in
any telephone calls to the FBI.

Bt
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (}{[cnsz FILE NUMBER, 00/00/2007)

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
racipient of a National Security Letter from disclosing that the
FBI has requested tha information. To¢ activate- the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be usad in all cases where Option 1 is not used.]

[Option 1 - Inveking Nondisclosure Requirement]

{U} In accordance with 15 0U.8.C. § 1681v{c), I, the
senior cofficial approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the naticnal
security of the United States, interfere with a c¢riminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
cf a person.

- Exg Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.])

(U) Information received herein from a credit
reporting company may be disseminated in accordance with the
Attorney General Guidelines on National Security Investigations
and Foreign Intelligence Collection.

(U) Any gquestions regarding the above can be directed
to the [CASE AGENT, telephone number (000) 000-0000.]

sm?ér
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SEDHET

To: [DELIVERING DIVISION) From: [DRAFTING DIVISION]
m  Res % [CASE FILE NUMBER, 00/00/2007)



sgéé'r
To:  [DELIVERING DIVISION] From: [DRAFTING DIVISION]
(U} Re: [s{ [CASE FILE NUMBER, 00/00/2007]

LEAD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs,

Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) At {Unit] Read and Clear

Set lLead 3: {Action)

[DELIVERING OFFICE~ if using perscnal gervice]

AT CITY, STATE])

{U} Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and {OFFICE OF ORIGIN, if applicable].

+*
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, 0. . 20535-0001

[DRAFTING DIVISION]
{STREET ADDRESS]
[CITY, STATE, ZIP CODE)
[MONTH, DAY, YEAR]

(MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILARLE]

[NAME OF COMPANY] ALL INFORMATION CONTAINED
[PHYSICAL STREET ADDRESS - NO P.O. BOX] HEREIN IS UNCLASSIFIED
[CITY, STATE - NO ZIP CODE] DATE 06-06-2007 BY 65179 DIH/KSR/IG

DEAR [MR./MRS./MS.] [LAST NAME]: 1076786

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
(U.S.C.), Sections 168lu(a) and 168lu(b) (the Fair Credit
Reporting Act, as amended), you are hereby directed to provide
the Federal Bureau of Investigation (FBI) the names and addresses
of all financial institutions (as defined in Title 12, 0.S5.C.,
Section 3401) at which the below-named consumer{s) maintains or
has maintained an account and tc provide the names, address,
former addresses, places of employment, or former places of
employment of the below-named consumer(s):

NAME (S) :
ADDRESS (ES) : [if available]
DATE(S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S): {if availabla]

PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT
BEING REQUESTED OR SOUGHT.

In accordance with Title 15, ¥.S.C., Sections 168lu{a)
and 168lu(b), I certify that such information is sought for the
conduct of an authorized investigation to protect against
international terrorism or clandestine intelligence activities,
and that such an investigation of a United States person is not
conducted solely on the basis of activities protected by the
First Amendment to the Constitution of the United States,

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Inveoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in tha NSL.)



In accordance with 15 U.S,C. § 1681lu{d) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a persen. Accordingly, 15 U.S.C. §
168lu(d) (1) and {(3) prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with™
respect to this letter.

In accordance with 15 U.S.C. § 168lu(d) {3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S5.C. & le8lu(d) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice cr legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a} and (b) (1), you
have a right to challenge this letter if compliance would be
unreascnable, oppressive, or otherwise unlawful, and yocu have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.8.C. § 3511{(c), an unlawful
failure to comply with this letter, including any nondisclosure

requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter {perscnally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter,

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN}, depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-



secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]



Freedom of Information
and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER:_016-06C- Loy - Ponrgs

Federal Bureau of Investigation




OIG’S PATRIOT ACT REVIEW
DOCUMENT REQUEST: DOJ-OIG REQUEST of JULY 27, 2006

SUBJECT: Any list or log OGC maintains of the various changes and revisions to the NSL * ponies"' posted
on NSLB's Intranet web site

FBI TRACKING #: OIG REQ-PAR (07-27-06) - ITEM #8

PACKET: #1
B {AUGUST 3, 2006}
DATE TYPE : SUBJECT . TOTAL BATE
of - PAGES STAMP #s
DOCUMENT _
UNDATED COVER : COVER TO RESONSE &7 P 001
N
> 7208/02/06 [ }o FBI_ALL CDCS FW: MODEL NSL ECS (DOCUMENTS 1,3,5,1,9,11,13, AND 15 ON OUR 3 002-004
WEBSITE} '
00/00/06 EC 10 OGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 5 005-009
_ WEBSITE)
00/00/06 EC to OGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,2,9,11,13, AND 15 ON OUR 5 010-014
: WEBSITE) :
a0/00/06 " ECto OGC PONY OF EC OF NS ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR s 015-019
' WEBSITE)
P
00/00/06 EC to OGC PONY OF EC OF MSL ECS (DOCUMENTS 1,3,5,7.9,11,13, AND 15 ON OUR 5 020-024
: WERSITE)
00/00/06 | EC 1o OGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9.11,13, AND 15 ON OUR 4 025028
WEBSITE) : _
00/00/06 EC to OGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13. AND 15 ON OUR 4 029-032
. WEBSITE)}




DATE TYPE SUBJECT TOTAL BATE

Cof PAGES | STAMP#s

DOCUMENT
00/00/06 EC to OGC _ PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7.9,11,13, AND 15 ON QUR 5 033-037
- WEBSITE)
00/00/06 EC10 0GC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7.9,11,13, AND 15 ON OUR s 038-042
. WEBSITE) : .

A0/00/06 EC 10 0GC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 4 043-046

WEBSITE)




Response to #8
No log kept by OGC but these are
| the latest changes.



loGce) (FBY

A
From: | !(OGC) (FBY)
Sent: egnesday, Augusi UZ, 11:29 AM
To:
Cc: OGCXFBI] oGC) (FaI); [oGC)

(FBi);

(M T 31|

| OGC){FBIY; OZCY TER) {
- - QGoVERAN]

LNl M)

QGC ! : (OGC}) (FBI);
] C} (FBI : '
JULIE F. {OGC} (FB! GTMOQ) {FBI OGC)
(FBYI DGTTTF
Subject: FW: model NSL ECs (documants 1,3,5,7.9,11,13, and 15 on our website)

D

ENSITIVE BUT UNCLASSIFIED :
NON-RECORD _ k%’ GTier 2/\ 3%
' b6
Here is the latest set of model NSL EC changes that were made to our website t b7C
These are the changes -
1) making sure that we had correct portion markings, since they had been inconsistent befare; E“?c

2) making sure that we had a paragraph with the applicable NSIG and statutory dissemination rules;

3) expanding the reporting paragraph to reflect previous emaits about the need for full reporting as to the number of
requests for each recipient of the NSL.

4} changing all dates to 2006

5) making sure all relevant paragraphs indicate we can serve by fax and receive by secure fax.

—=-Qriginal 2

From: 1(0GC) (FaY)

Sent: Tuesday, August 01, 2006 3:31 PM

To: HQ DIVO4_FBIHOME b

Ce: 0GC) (FBI); OGC(Fan) b7C
Subject: .

SENSITIVE BUT UNCLASSIFIED -
NON-RECORD

Please replace eight documenis on our website - hitp://ogc. fbinet fhilnslb/nsl

1




Enore an email | sent you a fe.. uays ago to make ceriain changes on thes. _scuments.

Thanks

telephone

tbscriber ECIuly200.

N

foll record

" Cjuly2006.wpd (28,

N

email

July2006.wpd (19 K

ransactional record
ECjuty200...

N
RFPA
o July2006.wpd (19 K

N

16681ufa)
1 iuly2006. wpd {21 Kf
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(01726/1998)
8
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Data: 00/00/2006
To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERRTERRORISM/ Attn: (ONIT)
COUNTERINTELLIGERCE/CYBER]

{REQUESTING OFFICE] " Attn: SSA [SQUAD SUPERVISOR]
' SA [CASE AGENT)

[OFPFICE OF ORIGIN] ) Attn: SA [CASE AGENT]

’ . [8QUAD] [X]
{DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
{(if using personal service)} [SQUAD]) [X]

From: [DRAFTING DIVISION]
{APPROVING OFFICIAL] -
Contact: [CASE AGENT, telephone number (000) 000-0000]}

Approved By: [ADIC NAME (IPF APPLICABLE))
[BAC HAME]
{ASAC NAME)
[CDC RAME]
[B8SA NAME]

Drafted By: [LAST, PIRST, MIDDLE NAME: INITIALS)
Case ID #: 1§) [CASE FPILE NUMBER) (Pending)
Title: tsl\ [SUBJRCT)

[AKA) {ALIAS (IP APPLICABLE)]

IT/PCI - [FOREIGN POWER);

00: [OFFICE OF ORIGIN]

Synopsis: (U} Approves the issuance of an ECPA Natiocnal Security‘
Letter (NSL)for telephone subscriber information; provides reporting




SEE&BT

To: [PELIVERING DIVISION] From: [DRAPTING DIVISION]
Re: (S) [CABE FILE NUMBER, 00/00/2006)

data; and, if necessary, transmits the NSL for delivery to the wire
communications service provider,

FS{ Derived From: G-3
Declassify On: [10 years from date of EC]

{FULL/PRELIMINARY] Investigation Instituted: (S} [00/00/2006]

- Refarence: ssl\[cnsn FILE NUMBER Serial IXIXX]

Enclosures: {U) Enclosed for [DELIVERING DIVISION of OFFICE OF
ORIGIN, depending on whether service is personal or through
regtricted dalivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.0O, BOX], (CITY, STATE - NO ZIP CODE if
using personal service], reguesting telephone subscriber information.

Details: &) A [!ULL/PRBLININBRY! [INTERNATIONAL TERRORISM/FORRIGH
COUNTERINTELLIGERCE] investigation of subject, a {U.8. PERSON/NON-
USPER], was authorized in accordance with Attorney General Guidelines
because ([(Bive a ful)l explanation of the justification for opening and
maintaining the investigation on the subject; barebones facts will
not suffice and will cause the request to be rejected for legal
ingufficiencyl. This telephone subscriber information is being
requested to [Pully state the relevance of the requested records to
the investigation].

} This electronic communication documents the
[EPPROVINGPS?FICIAL'B] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] telephone number(s) from
(telephone company #1]; the [NMUMBER OF] telephone number(s) from
[telephone company #2], etc.

(U) Arrangements should be made with the wire
communications service provider to provide the records [personally to
an employee of the DELIVERING DIVISION OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] _
business days of receipt of this request. The wire communications

snbgr

2



génxnr

To: [DELIVERIRG DIVISION] From: [DRAPTING DIVISION]
Re: 15) [CASE FPILE NUMBER, 00/00/2006]

service provider should neither send the records through routine mail-
gervice nor utilize the name of the subject of the request in any
telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Cortification and Activation of the Nondisclosure Regquirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has reguested
the information. To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the EC (but not in the NSL) a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Regquirementl]

{U) In accordance with 18 U.S.C. § 2709({¢) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the natiocnal security of the United

‘States, interfere with a criminal, counterterrorism, or

counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(8} Brief statement of the facts justifying my
certification in this case:

(Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facte of this case do not warrant activation of
the nondisclosure requirements under the applicable National Security
Letter statute. : ' '

(Include the next 2 paragraphs in all ECsl

{U) Information received from a wire communication
service provider may be disseminated in accordance with the Attorney

sichr
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (3% [CASE PILE NUMBER, 00/00/2006]

General Guidelines on National Security Investigations and Foreign
~Intelligence Collection and, and, with respect to dissemination to an
agency of the United States, only if such information*is clearly
relevant to the authorized responsibilities of such agency.

(U} Any questions regarding the above can be directed to
[CASE AGENT, talephons number (000) 000-0000]. '



BE T

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: 1§) [CASE PILE NUMBER, 00/00/2006] ‘
LEAD (8):
S8et Lead 1:

GENERAL COUNSEL

AT HING DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting —
requirements for NSLs.~

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGRNCE/CYBER)
Af WASHINGTON, DC
(U) A£ {Unit] Read and Clear
Set Lead 3:
[ IVERING ISION - it ) onal rvice)

AT [C STATE

(U} Deliver the enclosed NSL as indicated above. Upon
receipt of requested information, [DELIVEBRING DIVISION] is requested
to submit results to the [DRAFTING DIVISION] and [OFFICE OF ORIGIN,
if applicable].

*




'(01/26/1998)
sﬁqtnr
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Date: 00/00/2006

To: General Counsel - Attm: Julie Thomas .
Deputy General Counsel, NSLB

{COUNTERTERBORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]

{REQUESTING OFFICE} Attn:SSA {SQUAD SUPERVIEOR]
SA [CASE AGENT]

[OPPICE OF ORIGIN] ‘ Attn: SA [CASE AGENT]
[Bquad] . [X]
[DELIVERING DIVISION] Attn: SSA (SQUAD SUPERVISOR)

(if using personal service) [Squad] (Xx]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL] .
Contact: [CASE AGENT, telephone nunber_(OOO) 000-0000)

Approved By: [ADIC NAME (IF APPLICABLE]
[SBAC NAME)
[ASAC NAME]
[CDC NAME)
(88A NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
Case ID #: tqj [CASE FILE NUMBER] (Pending)
Title: (3  [SUBJECTI

(AKA) [ALIAS IF APPLICABLE]

[IT/PCI - FORRIGN POWER] ;

[00: OFFICE OF ORIGIN)

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL)for toll billing records; provides reporting data; and,

SECRE:
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To: [PELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (S) (CASE PILE NOUMBER, 00/00/2006)

if necessary, transmits the NSL for delivery to the wire
communications service provider.

G§>\ Derived From: @G-3
Declassify Oon: [10 years from date of EC]

(PULL/PRELIMINARY] Investigation Instituted: (S8) [00/00/2006]

Reference: ?§$\ICABR FILE NUMBER Serial XXX]

Enclosurxeg: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2008],
addressed to [COMPANY POC NAME), [TITLE (if availabla)]l, [COMPANY
NAME], [COMPANY ADDRESS - NO P,.O0, BOX), [CITY, STATE - NO ZIP CODE if
using personal service], requesting the name, address, length of

service and local and long distance toll billing records for the
phone number (8) listed.

Details: h&l A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN
COUNTERINTELLIGENCRE] investigation of subject, a [USPER/ROR-USPER],
was authorized in accordance with the Attorney General Guidelines
because [Give a full explanation of the justification for opening and
maintaining the investigation on the subject; barehones facts will
not suffice and will cause the raquest to be rejected for legal
insufficiency]. These toll billing records are being requested to
[Fully state the relevance of the requested records to the
investigation}

}S{y This electronic communication documents the
. [APPROVING OFFICIAL‘s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks local
and long distance toll billing records for [NUMBER OF] telephone
number (s8) from [telephone company #11; [NUMBER OF] telephone
number (s) from [telephone company #2]1, etc. [In the case of multiple
phone numbers te the same telephone company, if you know how many
different persons attach to those phone numbers, please state. If
request is for person(s) other than the subject of the investigation
or in addition to the subject of the investigation, please state USP

e
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To:  [PELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (§) [CASE FILE NUMBER, 00/00/2006]

atatus of those pergons. In other words, do your best to giva'as
much information as you can, for congressional reporting purposes.)

{(U) Arrangements should be made with the wire
communications service provider to provide the records [personally to
an employee of the DELIVERING DIVISION OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF)
business days of receipt of this request. The wire communications
service provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI. o

DISCLOSURE PROVISIONS

[{Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the EC (but not in the NSL) a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.] .

[Option 1 - Invoking Nondisclosure Requirement)

{U) In accordance with 18 U.S.C. § 2709(¢) I, the senior
official approving this EC, certify that 'a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

(S) Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(M 1, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

BEEQFT
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To: [DELIVERING DIVISION)] From: [DRAPTING DIVISION]}
Re: '13)\[01\31: FILE NUMBRR, 00/00/2006]

the nondisclosure requirements under the applicable National'Security
Letter statute,

{Include the next 2 paragraphs in all ECs.]

(U) Information received from a wire communication
service provider may be disseminated in accordance with the Attorney
General Guidelines on National Security Investigations and Foreign
Intelligence Collection and, with respect to dissemination to an
agency of the United States, only if such information is clearly
relevant to the authorized responsibilities of such agency.

{U) Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000].

g
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To: [DELIVERING DIVISION] From: [DRAPTING DIVISIONI
Re: wcmn FILE NUMBER, 00/00/2006}
LRAD (@) : -

Sst Lead 1t

GENERAL COUNSFEI,
AT WASHINGTON, DC

{U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTER

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3:

[DELIVERING DIVISION - if uping personal service)
[AT T TATE)
(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the wire communications service provider,

[DELIVERING DIVISION] is requested to submit results to the [(DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablae].

L4

SECRET



(01/26/1998)

siqgfr
|FIEI)IE"‘UL.I!ljl!liﬂﬂJ OF INVESTIGATION

Pracedence: ROUTINE Date: 00/00/2006

Tot General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUMTERTERRORISNM/ Attn: [ONIT]
COUNTERINTELLIGENCE/CYBER]

{REQUESTING OF¥FICE) Attn:SSA [SQUAD SUPBRVISOR)

SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CABE AGENT]

[8quad] [X]
[DELIVERING DIVISION] Attn: SSA [BQUAD SUPERVISOR]
(if using personal service) (squad] [X]

From: [DRAPTING DIVISION]
(APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone numbaxr (000} 000-00001

Approved By: [ADIC NAME (IF APPLICABLE]
(BAC NAME]
[ASAC NAME]
[CDC NAME)
[88A WAME]

Drafted By: [LAST, FIRST, MIDDLE NAMR: INITIALS)
Case ID #: Y§) [CASE FILE NUMBER) (Pending)
Title: (S{\ [SUBJECT]

(AKA] (ALIAS IF APPLICABLE)

[IT/PCI - FORRIGN POWER];

[00: OFPFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL)for toll billing records; provides reporting data; and,




BE&QET

To:  [DELIVERING DIVISION) From: [DRAFTING DIVISION]
Re: (a{ {CASE FILE NUMBER, 00/00/2006]

if necessary, transmits the NSL for delivery to the wire
communications service provider.

(Ei Derived From: G-3
Declassify On: [10 years from date of EC]

{FULL/PRELIMINARY) Investigation Instituted: (S) [00/00/2006]
Reference: (S‘K[casn FILE NUMBER Serial XXX}

Enclosures: (U} Enclosed for [(DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is perscnal or through
rastricted delivery service or fax] is an NSL dated [00/00/2008],
addressed to [COMPANY POC NAME], [TITLE (if available)}, [(COMPANXY.
NAME]}, [COMPANY ADDRESS - NO P.OC, BOX], [CITY, STATE - WO ZIP CODRER if
using personal servicel, requesting the name, address, length of

service and local and long distance teoll billing records for the
phone number (zs) listed.

Details: ) A [FULL/PRELINIMARY] [INTERNATIONAL TERRORISM/FOREIGN
COUNTERINTELLIGENCE] investigation of subject, a (USPRR/NON-USPER],
wag authorized in accordance with the Attorney General Guidelines
because [Give a full explanation ¢of the justification for opening and
maintaining the investigation on the subject; barebones facts will
not suffice and will cause the reaquest to be rejected for legal
insufficiencyl. These toll billing records are being requested to
[Fully state the relevance of the requested records to the
investigation].

_ TS% This electronic communication documents the
(APPROVING OPFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks local
and long distance toll billing records for [NUMBER OF) telephone
number {8) from (telephone company #1]; [NUMBER OF] telephone
number (s} from [telephone company #2], etc. [In the case of multiple
phone numbers to the same talephone company, if you know how many
different persons attach to those phone numbers, please state. If
request is for person(s) other than the subject of the investigation
or in addition to the subject of the investigation, please state USP

N
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To:- [DELIVERING DIVISION) From: [DRAFTING DIVISION]
Re: {S) {CASE FILE NUMBER, 00/00/2006}

status of those parsons. In other words, do your besat to give as
much information as you can, for congressional reporting purposes.l

(U) Arrangements should be made with the wire
communications service provider to provide the records [personally to
an employee of the DELIVERING DIVISION OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The wire communications
service provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the EC (but not in the NSL} a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.]

foption 1 - Invoking Mondisclosure Requirement]

(U) In accordance with 18 U.5.C. § 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
Statesa, interfere with a criminal, counterterrcrism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

{S) Brief statement of the facts justifying my
certification in this case:

foption 2 - Declining to invoke the nondisclosure requirement}

(0) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

Sldiﬂa

3




SEEEIT

To: {DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: fﬂl [CASE PILE NUMBER, 00/00/2006]

the nondigclosure requirements under the applicable National Security
Tietter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from a wire communication
service provider may be disseminated in accordance with the Attorney
General Guidelines.on National Security Investigations and Foreign
Intelligence Collection and, with respect to dissemination to-an
agency of the United States, only if auch information is clearly
relevant to the authorized responsibilities of such agency.

(U) Any questions regarding the above can be dlrected to
[{CASE AGENT, telephone number (000) 000-0000].

SE T
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TO: [DELIVERING DIVISION] From: {DRAFTIRG DIVISION]
Re; m? [CASE FILE NUMBER, 00/00/2006]

LEAD (8):

Set Lead 11

GENERAL COUNSEL

AT WASHINGTON, DC

{U) NSLB is requested- to record the appropriate
information needed tec £ulfill the Congressional reporting
requirements for NSLs,

Set Lead 2: (Info)
ERTERRORY INTELLIGENCE/CYBER]

AT WASHINGTON, RBC

(U} At [Onit) Read and Clear

Sat Lead 3:
[DELIVER SION - if usin rson ice)

[AT [CIT TATR]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the wire communications service provider,
[DELIVERING DIVISION] is requested to submit results to the [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable).

+*

sxc'aéi




(D1226/1998)
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FEDERAL BUREAU OF INVESTIGATION

Precedenca; ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
’ Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT}
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OFFICR] Attn: SSA [SQUAD SUPRRVISOR]
SA [CASE AGENT]
[OPFICE OF ORIGIN] Attn: SA [CASE AGENT]
[sQUAD] (X)
[DELIVERING DIVISION] Attn: SSA [BQUAD SUPERVISOR]
(if using personal service) [8QUAD]) [X]

From: [DRAFTING DIVISION]
{APPROVING OFFICIAL]} ,
Contact: [CASE AGENT, telephone number {(000) 000-0000)]

Approved By: [ADIC NAME (IF APPLICABLE)]
[BAC NAME]
[ABAC NAME]
{CDC RAME]
[88A NAME]

Drafted By: [LAST, FIRST, NIDDLE NAME: INITIALS)
Case ID ¥: ﬁg{s [CASE PILE NUNBER] (Pending)
Title: (é&\ {SUBJECT) ‘

[AXA] [ALIAS (IF APPLICABLE))

[IT/PCX - FORRIGN POWER)

00: [CFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL)for email sgubscriber information; provides reporting

8&?3‘1‘
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (S) [CASE FILE NUMBER, 00/00/2006]

data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.

ﬁQ Derived From: G-3
Declassify On: (10 years £:0n date of BC)

PULL/PRELIMINARY Investigation Inutituted: (s) [00/00/2006]
Reference: (Q) [CASE FILE NUMBER Serial XIXX]

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through a
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NMAME], [TITLE (if available)], [COMPANY
NAME], {(COMPANY ADDRESS - RO P.O. BOX], [CITY, BTATE - NO ZIP CODE if
using personal service), requesting the name, address, and length of
service for the e-mail address holderis) listed.

Details: (S} A [FULL/PRELININARY] [INTERNATIONAL/FOREIGN
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification for
opening and maintaining an investigation of the subject; barebones
facts will not suffice and will cause the request to be rejected for
~ lack of legal sufficiency]l. This electronic subscriber information
is being regquested to [Fully state the relevance of the requested
records to the investigation].

(U) This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] {e-mail/IP address{es)] from
[ISP #1); [NUMBER OF] l[e-mail/IP address(es)] from [ISP #2], etc.

(U) Arrangements should be made with the electronic
communication service provider to provide the records [personally to
an employee of the DELIVERING division OR through use of a delivery
service or secure fax to OFPICE OF ORIGIN] within [NUMBER OF}
businessa days of receipt of this request. The electronic
communication service provider should neither send the records

sn&nﬁf

2




‘B.q:nn'r

To: {DELIVERING DIVISION] From: [DRAPTING DIVISIONI]
Re: (5% [CASE FILE NUMBER, 00/00/2006) '

through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement: There

is no longer an automatic prohibition that prevents the recipient of

a National Security Letter from disclosing that the FBI has requested

the information. To activate the nondisclosure regquirement, the

senior PBI official approving this BC must use Option 1 below and —
include in the EC (but not inthe NSL) a brief statement of facts

that justify the nondisclosure requirement. Option 2 is to be used

in all cases where Option 1 is not used.]

[option 1 - Invoking Nondisclosure Requirement]

{0} In accordance with 18 U.3.C. § 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought.
by this letter may endanger the national security of the Unlted
States, interfere with a c¢riminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person,

) Brief statement of the facta justifying my'
certificatioh in this case:

[option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondieclosure requirements under the applicable National Security
Letter statute, .

(Include the next 2 paxagraphs in all ECs]

{U) Information received from an electronic .
communications service provider may be disseminated in accordance
with the Attorney General Guidelines on National Security

sz\siu
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To: [(DELIVERIRG DIVISION] From: [DRAPTING DIVISION]
Re: tsl\}cnsn FILE NUMBER, 00/00/2006]

Investigations and Foreign Intelligence Collection and, with respect
to dissemination to an agency of the United States, only if such

information is clearly relevant to the authorized responsibilities of
. 8such agency.

. (U) Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000).

secher
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To: [DELIVERING DIVISION] . ‘ From: [DRAFTING DIVISION]
Re: (8) [CASE FILE RUMBER, 00/00/2006] .

LBAD (8):

Set Lead 1:

GENERAT, COUNSEL

AT WASHINGTON, DC

(U)—NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. '

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTRRINTELLIGRNCE/CYBER]
AT WASHINGTON, DC

{U) At {Unit) Read and Clear

Set Lead 3:
[DELIVERING DIVISION - f£if using personal servicel
AT JCITY TATE
(U) Deliver the enclosed NSL as indicated above.
Upon receipt of the information requested, [DELIVERING DIVISIOM] is

requested to submit results to [DRAFTING DIVISION} and [OPFICE OF
ORIGIN, if applicable}. )

*




(Rev. 08-28.2000)

e

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel _ Attn: Julie Thomas
: Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: {ONIT)
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OFFICE] Attn: SSA [SQUAD BUPERVISOR]
: SA [CASE AGENT] -
[OFFICE OF ORIGIN] Attn: SA [CASE AGERT]
[8quad] [Xx]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [(8quad]) [X]

From: {DRAFTING DIVISION]
[APPROVING OFFICIAL] _
Contact: [CASEB AGENY, telephone number (000)000-0000]

Approved By: [ADIC NAME (IF APPLICABLE)]
{SAC NANE])
{ASAC BAME]
[(CDC NAME]
[SSA NAME]

DPrafted By: [LAST, FIRST, MIDDLE: INITIALS]
Case ID #s'\iQ\_ [CASE PILE NUMBER) (Pending)

Title: GQ\ [SUBJECT) :
: [AXKA [ALIAS]} (IF APPLICABLE)
[FCI/IT - FOREIGN POWER]
[00: OFFICE OF ORIGIN]

Synopsis: (U} Approves the issuance of an ECPA National Security
Letter (NSL)for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.

oo




ss&.\
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re: ( [CASE FILE NUMBER, 00/00/2006)
) Derived From i G-3

Daclassify On: [10 Years from date of EC)
[FULL/PRELIMINARY] Investigation Inatituted: (8) ([00/00/2006)
Reference: (Q{\jCABE PILE NUMBER SERIAL XXX]

Enclosurel{s): U} Enclosed for [DBLIVERING DPIVISION or OFFICE OF

. ORIGIN, depending on whethexr pervice is personal or through :
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME]), (TITLE, (if available}), [COMPANY

- NAME], [COMPANY ADDRESS - NO P.O. BOX], {CITY, STATE - NO 21IP CODE
if using personal service)l, requesting the names, addresses, lengths
of service, and electronic transactional records for the {e-mail/IP]
address holder({s) listed.

Details: (S) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ .
INTERNATIONAL TERRORISM] investigation of subject, a [U.8. PERSON/NON-
U.S. PERSOM], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification for
opening and maintaining the investigation on the asubject. Barebones
facts will not suffice and will cause the request to be rejected for
legal insufficilency). These electronic communications transactional
records are being requested to (Fully state the relevance of the
requested records to the investigation].

S) This electronic communication documents the [APPROVING
OFFICIAL’s]\approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on [NUMBER OF) ([e-mail/IP .
address{es)] from (ISP #1l];,; [NUMBER OF] {e-mail/IP address{es)] from {[IS8I
#2], etc. [In the case of nmultiple addresses to the same ISP, if you knov
how many different persons attach to those addresses, please state. If
request is for person(s) other than the subject of the investigation or
in addition to the subject of the investigation, please state USP atatus
of those persons. 1In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

{U) Arrangements should be made with the electronic
communications service provider to provide the recorda [personally to an
eaployee of tha DELIVERING division OR through usa of a delivery service
or gecure fax to OFPFICE OF ORIGIN] within [NUMBER OF] business days of
receipt of this request. The electronic communications service provider
should neither send the records through routine mail service nor utilize
the name of the subject of the request in any telephone calls to the FBI.

[Cerﬁification and Activation of the Nondisclosure Requirement: Thexre is
no longer an automatic prohibition that prevents the recipient of a

sncw
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To: [DELIVERING DIVISION] Prom: [DRAFTING DIVISION)
Re: 1S] (CASE PILE NUMBER, 00/00/2006]

National Security Letter from disclosing that the FBI has requested the
information. To activate the nondisclosure regquirement, the semnior FBI
official approving this EC must use Option 1 below and include in the EC
{(but not in the NSL) a brief statement of facts that justify the
nondisclosura requirement. Option 2 is to be used in all cases where
option 1 is not used.]

DISCLOSURE PROVISIONS

foption 1 - Invoking Nondisclosure Requirement]

{(U) In accordance with 18 U.S.C. § 2709{c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has scught or obtained access to the information sought by this
letter may endanger the national security of the United States, interferc
with a criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or physical
safety of a person.

{8) Brief statement of the facts justifying my certification ir
this case: .

[Option 2 - Declining to invoke the nondisclosure requirement]

{U) I, the senior official approving this EC, have determined
that the facts of this case do not warrant activation of the

nondisclosure requirements under the applicable National Security Letter
statute.

(Include the next 2 paragraphs in all ECs.}

(U) Information received from an electronic communications
‘service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection, and, with respect to dissemination to an agency
of the United States, only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed to
[CASE AGENT, telephone numbex (000} 000-0000].

SECREBT
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To: [DELIVERING DIVISION) : From: [DRAPTING DIVISION]
Re: (S) [CASE FILE NUMBER, 00/00/2006]

LEAD ({8} :

Set Lead 1: (Action)
GENERAL CQUNSEL
AT WASHIN D
(U) NSﬁB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
[COUNERTERROR COUNTERINTELLT CE ]
| AT WASHINGTON, DC
(U) At ([Unit] Read and Clear.
Set Lead 3: {Action)
[DELIVERING DIVISION - if i argona arvical

[AT CIT I]

(U) Deliver the attached NSL as indicated above. Upon
recelpt of information from the electronic communication service
provider, [DELIVERIRG DIVISION) is requested to submit results to

[DRAFTING DIVISION] and [OPPICE OF ORIGIN, if applicable).
*” '
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(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precaedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [ONITI]
COURTERINTELLIGENCE/CYBER]
[(REQUESTING OFFICE] Attn: SSA [SQUAD SUPERRVISOR]
A . [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]

. {8QUAD] [X]
[DELIVERING DIVISION] Attn: SSA [BQUAD supgnvrsonl
{if using personal service) [8QUAD] [X]

From: [DRAFTING DIVISION]
. {APPROVING OFFICIAL] :
Contact: [CASR AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME, I? APPLICABLE]
[BAC NAME)
[ASAC NAME]
[CDC NAME)
[88A WAME]

Drafted By: [LAST, FIRST MIDDLE: INITIALS]
Case ID #: TSL\[cnsn FILE NUMBER] (Pending)
Title: (M [SUBJECT] )

[AXKA] [ALIAS, IF APPLICABLE]

[IT/FPCI - FOREIGN POWER]
[C0: OFFICE OF ORIGIN]

gSynopsis: (U) Approves the issuance of an RFPA National Security

Letter (NSL) for financial records; provides reporting data; and,

~if necessary, transmits the NSL for delivery to the financial

institution.

NQ Derived From : G-3
Declassify On: (10 years fron date of EC)

ssbgfr
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To: [CTD/CD] From: [DRAFTING DIVISION]
Re: ({) [CASE PILE NUMBER, 00/00/2006)

[FULL/PRELIMINARY] Investigation Instituted: (S) 00/00/2006
Reference: { [CASE PILE NUMBER SERIAL XXI]

Enclosure(s): (U) Enclosed for {DELIVERING DIVISION or OFFICE OF
ORIGINR, depending on whether service is personal or through
restricted delivery service] is an NSL dated [00/00/200€),
addressed to [COMPANY POC MAMER], [TITLE (if available)]l, [COMPANY
WAME), [(COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NC 2IP CODE
if using personal servicel, requesting financial records of the
customer listed. '

Details; (3{ A (FOLL/PRELIMINARY) [FPORRIGN COUNTERINTELLIGENCE/
INTERNATIORAL TERRORISM] investigation of subject, a [U.S. PERSOR/NON-U.!
PERSON], was authorized in accordance with the Attorney General Guideline
because {Give a full explanation of the justification for opeming and
maintaining the investigation on the subject; barebones facts will not
suffice and will cause the request to be rejected for lagal
insufficiencyl. These financial records are being requested to [Pully
state the relevance of the requested records to the investigaticn].

} This electronic communication documents the [APPROVING
OFFICIAL's]) proval and certification of the enclosed NSL. For mandato
reporting purposes, the enclosed NSL seeks financial records for [NUMBER
OP] (individual(s) faccount(s)] from [financial institution #1]; [HUMBER
OF] [individual{p) /accounts] from (financlal institution #2], etc. [In tl
case of multiple accounts to the same financial institution, if you know
how many different persons attach to those accounts, please state. If
request is for person(s) other than the subject of the investigation or i
addition to the subject of the investigation, please state USP status of
those persona. In other words, do your best to give as much information
as you can, for congressicnal reporting purposes.)

{U) Arrangements should be made with the financial institution
to provide the records {personally to an employee of the DRLIVERING
DIVISIOR OR through use of a delivery service or secure fax to OFFICE OF
ORIGIN} within (NUMBER OF] business days of receipt of this request. The
financial institution should neither send the records through routine mai
service noxr utilize the name of the subject of the request in any
telephone calls to the FBI.

DISCLOSURE PROVISIONS

{option 1 - Invoking Kondisclosure Requirement)

AN




i

To: [CTD/CD] From: [DRAPTING DIVISION)
Re: (g) [CASE FILE NUMBER, 00/00/2006)

(U} In accordance with 18 U.8.C. § 2709{(¢c) I, the senior
official approving this EC, certify that a disclosure of the fact that tl
FBI has sought or obtained access to the information sought by this lette
may endanger the national security of the United States, interfere with ¢
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or physical
safety of a person. ’

(BQ Brief statement of the facts justifying my certification ir
this case:

—_—

[Option 2 - Declining to invoke the nondisclosure requirement]

{U) I, the senior official approving this EC, have determined
that the facts of this case do not warrant activation of the nondisclosu:
requirements under the applicable National Security Letter statute.

[{Include the next 2 paragraphs in all ECs.)

A{U) Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection, and, with respect to dissemination to an agency

of the United States, only if such information is clearly relevant to the
authorized responsibilities of such agency.

{U) Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000).



snép{r
To: [CTD/CD) ' From: [DRAPTING DIVISION)
Re: ﬁ) [CASE FILE NUMBRR, 00/00/2006]

LEAD (=) &

8et Lead 1: {(Action)
GENERAL COUNSEL
W, ON, DC

(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reportlng
requirements for NSLa.

Set Lead 2: (Info)
[cO ERTERROR COUNTER. RLLIGENCE/CYBRR]

AT WASHINGTON, DC
{U) At Iuniti Read and Clear

8et Lead 3: {Action)

[DELIVERING DIVISION - if using personal servicel
[AT_CI STATE]

{U) Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, {DELIVERING
DIVISION] is requested to submit results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicablel.

*




(Rev. 01-31-2003)

sxcRxy

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date; 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNRTERTERRORISNM/ Attn: [UNIT]

COURTERINTELLIGENCE/CYBER]
[REQUESTING OFFIE] Attn: SSA [SQUAD SUPERVISOR]
- SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENMT]
: [Squad] [X]
{DELIVERING DIVIBSION] Attn: SSA [BQUAD SUPERVISOR]
(if using personal service) [Squad] [X]

From: [(DRAFTING DIVISION]
' [APPROVING OFFICIAL)
Contact: [CASE AGENT, talephone number (000) 000- 0000]

Approved By: [ADIC NAME (IF APPLICABLR)]
{BAC NAME]
[ASBAC NAME]
[CDC NAME]
[8SA NAME]

Drafted By: [LAST FIRST MIDDLE NANE: INITIALS]
Case ID #: (ET\{gasn FILE NUMBER] {Pending)

Title: (30 [BUBJBCT]
. [A.K.A.) {ALIAS (IF APPLICABLE)]
[IT/PCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (9] Approves the issuance of an FCRA Section
1681u(a) National Security Letter (NSL) for financial
institution listings; provides reporting data; and, if
necessary, transmits the NSL for delivery to the credit -

reporting company.
sné:h{\




SECRET .

To: [DELIVERING DIVISION] From: {DRAFTING DIVISION]
Re: {S8) [(CASE FILE NUMBER, 00/00/2006]
(kk Derived From : G-3

Declassify On: (10 years from date of EC]

[thL/pnanxmﬂ Investigation Instituted: {(S) (00/00/2006] '
Refarencea: {S) [CASE PILE NUMBER Seriai XXX]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated
[00/00/2005), addressed to [COMPANY POC NAME), (TITLE {(if
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX],
[CITY, STATE - NO ZIP CODE if using personal sexvice],
requesting the names and addresses of financial institutions

at which the listed consumer maintains or has maintained an.
account.

Datails: TSl A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCR/
INTERNATIONAL TERRORISM] investigation of subject, a [U.8.
PEREBON/NON-U.8. PERBON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation of the
subject; barebones facts will not suffice and will cause the request
to be rejected for legal insufficiency.] This financial institution
information is being requested to [Fully state the relevance of the
requested records to the investigatiom].

This electronic communication documents the
[APPROVING OFFICIAL's]) approval and certification of the enclosed
NSL. For mandatory reporting purposese, the enclosed NSL seeks the
financial institution listings for [NUMBER OF] individual (s} from
[credit reporting company #1); (NUMBER OF) individual (s} from [credit
reporting company #2), etc. [If there are regquests from multiple
-reporting companies for the same person, plsase state. If request is
for person{s) other than the subject of the investigation or in
addition to the subject of the investigation, please state USP astatus
of those persons. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the credit reporting
company to provide the records {personally to an employee of the
DELIVERING DIVISION or through use of a delivery service or secure
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt
of this request. The credit reporting company should neither send
the records through routine mail delivery nor utilize the name of the
subject of the request in any telephone calls to the FBI.

ax}l{r
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (S) [CASE PILE NUMBER, 00/00/2006)

DISCLOSURE PROVISIONS

{Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a Rational Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the EC (but not in the NSL) a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.)

[option 1 - Invoking Nomndisclosure Requirement)

{U) In accordance with 18 U.8.C. § 2709{(c} I, the senior
of ficial approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

T8) Brief statement of the facts justifying my
certification in this caase:

(option 2 - Declining to invoke the nondisclosure requirement}

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of
the nondisclosure requirementa under the applicable National Security
Letter statute. - ;

[Include the next 2 paragraphs in all Ece.]

(U) Information received herein from a credit reporting
company.may be disseminated in accordance with the Attorney General
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection, subject to the following statutory
limitation. Dissemination of such information is limited to other
Federal agencies as may be necessary for the approval or conduct of a
foreign counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military Justice, to
appropriate investigative authorities within the military department
concerned as may be necessary for the conduct of a joint foreign
counterintelligence investigation.

sadnge
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION)
Re: (§) [CASE FILE NUMBER, 00/00/2006)

(U) Any questions regarding the above can be directed to
[CASE AGENRT, telephone number (000Q) 000-0000.]




Siéle

To: [DELIVERING DIVIQION] From: (DRAFTING DIVISION]
Re: (3} [CASE FILE NUMBER, 00/00/2006]

LEAD(s) :

Set Lead 1: (Action)

GENERAL CQUNSEL . g

AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info}
[COUNTERTERRORISM/COUNTERINTRLLIGENCE /CYBER]

AQ_WA&HINQTQN, DC
{U) At [Unit] Read and Clear

Set Lead 3: (Action)
LIVERING OFFICE - if uping personal servicel
[AT CITY, STATE]
{U) Deliver the attached NSL as indicated above.
Upon receipt of information from the credit reporting company,

[DELIVERING DIVISION] is requested to submit results to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

¢+ .




(Rev. 01-31-2003)

sic{n'r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
[COUNTERTERRORISM/ Attn: [ONIT)
COUNTERINTELLIGENCE/CYBER)
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
—- _ _ SA (CASE AGENT]
[(OFFICE OF ORIGIN] N Attn: SA [CASE AGENT)
. (8quad] [X]
.|DELIVERING DIVISION] Attn: SSA [SQUAD BUPERVIROR]
(if using personal service) [8quad] (X]

From: {DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000})

Approved By: [ADIC NAME (IF APPLICABLx)]
[SAC NAME)
[ABAC HAME)
[CDC NAME]
[BSA NAME]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS)
Case ID #: ﬁ@ [CASE FPILE NUMBER] {Pending)

Title: (3%, [BUBJECT]
[A.K.A.] {ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGH POWER])
00: [OFPPICE OPF ORIGIN]

Synopais: (U) Approves the issuance of an FCRAR Section
1681u(b) National Security Letter (NSL) for consumer
identifying information; provides reporting data; and, if
necessary, transmits the NSL for delivery to the credit

reporting company.
sxéh(i




BébQET

To: [DELIVERING DIVISION] From: (DRAFTING DIVISION]
Re: (S) [CASE PILE NUMBER, 00/00/2006]

(E{\ Derived From : @G-3
Declaseify On: (10 years from date of XC]

{FULL/PRELIMINARY] Investigation Instituted: (s} [00/00/2006]
Rafarence: Tﬁ\ [CASE PILR NUMBER Serial xxx]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax]) is an NSL dated
{00/00/2006], addressed to [COMPANY POC NAMER], [TITLE (it
available)l, [COMPANY NAME], [COMPANY ADDRESS - NO P.0O. BOX],
[CITY, BTATE - NO ZIP CODE if using personal service],
requesting consumer identifying 1nformat10n relating to the
consumer listed,

Details: (3} A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
IRTERNATIONAL TERRORISM] investigation of subject, a [U.S8.
PERSON/NON-U.8. PERSOR], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation on the
subject; barebones facts will not suffice and will cause the request
to be rejected for legal imsufficiency). This consumer identifying
information is being requested to {FPully state the relevant of the
raquested racords to the investigation]).

( - This electronic communication documents the
[APPROVING OPFICIAL’e)] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
consumer identifying information for [NUMBER OF] individual(s) from
[cxedit reporting company #1); [NUMBER OF] individual{s) from [credit
reporting company #2), etc. [If there are requests from multiple
reporting companies for the same person, please satate. If request is
for person{(s) other than the subject of the investigation or in
addition to the subjecot of the investigation, please state USP status
of those personsa. In other words, do your bast to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the credit reporting
company to provide the records [personally to an employee of the
DRELIVERING DIVISION or through use of a delivery service or secure
fax to OFFICE OP ORIGIN] within [NOUMBER OF) business days of receipt
of this request. The credit reporting company should neither send
the records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

-
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To: [PELIVERING DIVISION] From: [DRAPTING DIVISIONR]
Re: (8) [CASE FILE NUMBER, 00/00/2006)

DISCLOSURE PROVISIONS

[Cextification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the BC (but mot in the MSL) a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Optior 1 is not used.]

[option 1 - Invoking Nondiscloéu:a Requirement]

{U) In accordance with 18 U.S.C. § 2709{c) I, the senior
off1c1a1 approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

Brief statement of the facts justifying my
certificativn in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

{(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECa.]

(U) Information received herein rom a credit reporting
company may be disseminated in accordance with the Attorney General
Guidelines for FBI National Security Investigations and Foreign .
Intelligence Collection, subject to the following statutory
limitation. Dissemination of such information is limited to other
Federal agencies as may be necessary for the approval or conduct of a
foreign counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military Justice, to
appropriate investigative authorities within the military department
concerned as may be necessary for the conduct of a joint foreign
counterintelligence investigation.

sx\ur
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To: [(DELIVERING DIVISION] From: (DRAFTING DIVISION]

Re: (%) [CASE PILE NUMBER, 00/00/2006]

(U) Any questions regarding the above can be directed to
the [CASE AGENT, telephone number {000) 000-0000.)

i
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B}EE:T _
To: [DELIVERIRG DIVISION] - From: [DRAFTING DIVISION]
Re: PSL\[CASE FILE NUMBER, 00/00/2006]
LEAD(8) :
Bet Lead 1: (A@tion)
GENERAI, COUNSEL

AT INGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
reguirements for NSLs. )

Set Lead 2: {(Info)
[COQB:ERTERRORIBH[COQEIE;IEIELL!Q!EC![QXEER]
AT WASHINGTO D

(U) At [Unit] Read and Clear

Set Lead 3: (Action)
[DELIVERI FPICE - uging persona ) cel
[AT CITY TATE]}
{U} Deliver the aétached NSL as indicated above.
Upon receipt of information from the credit reporting company,

[DELIVERING DIVISION] is requested to submit results to
(DRAFTING DIVISION] and [OFPICE OF ORIGIN, if applicable}.

*




(Rev. 01-31.2003)

SECRRT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Data: 00/00/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
[COURTERTERRORISM] Attn: [UNIT] |
{REQUESTIRG OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT)
[OFFICE OF ORIGIN] _ Attn: 5A [CASE AGENT]
{Squad] [X]
{DELIVERING DIVISION] Attn; SSA [BQUAD SUPERVISOR]
(1f uwsing perscnal service) [Squad) [X]

FProm: [DRAPTING DIVISION]
[APPROVING OFFICIAL) -
Contact: [CASE AGENT, telephone number (000) 000-0000)

Approved By: (ADIC NAME (IF APPLICABLE)]
{8AC NAME]
[ASAC NAME]
[CDC MAME)
[SBA NAME)

Drafted By: [LAST FIRST NIDDLE NAME: INITIALS]
Casea ID #: “Q [CASE FILE NUMBER] {Pending)

Title: HQ\ {SUBJECT]
[A.X.A.) [ALIAS (IF APPLICABLE))
[IT/FCI - FORREIGN POWER]
00: [OPFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an FCRA Section 1681v
National Security Letter (NSL) for a full credit report in an
international terrorism investigation; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
credit reporting company.

-SECRET




SECRET

To: {DELIVERING DIVISION] From: {DRAFTING DIVISIONK]
Re: (S8) [CASE FILE NUMBER, 00/00/2006)

(é\ Derived From : G-3
Declagsify On: [10 years after the date of RBC]

[FPULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006]
Reference: {8) [CASE FILE NUMBER Serial XXX)

Enclosure{s): (U) Enclcosed for [DELIVERING DIVISION or OFPICRE

OF ORIGIN, depending on whether service is personal or through

restricted delivery system or fax) is an NSIL dated

[00/00/2006], addressed to [COMPANY POC NAME], [TITLE (if

available)]l, [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], .
[CITY, STATE - NO ZIP CODE if using personal service], -
requesting a full consumer credit report and all information

in its files relating to the consumer listed.

Details: () A [PULL/PRELIMINARY) internmational terrorism
investigatiog of subject, a ([U.8. PERSON/NON-U.8. PERSON], was
authorized in accordance with the Attorney General Guidelines because
[Give a full explanation of the justification for opening and
maintaining the investigation on the subject; barebones facts will
not suffice and will cause the request to be rejected for legal
insufficiency]. This full credit report is being requested to {(Fully
state the relevance of the requested records to the investigationm).

: (k} This electronic communication documents the
[APPROVING OPFFICIAL’s] approval and certification of the enclosed
NSL. For reporting purposes, the enclosed NSL seeks the consumer
credit report of [NUMBER OF] 'individual(s) from [credit reporting
' company #1]; (NUMBER OF)] individual{s) from [credit reporting company
#2], etc. [If thers are requests from multiple reporting companies
for the same person, please state. If request is for person(s) other
than the subject of the investigation or in addition to the subject
of the investigation, please state USP status. In other words, do
youx best to give as nuch information as you can, for congressional
reporting purposes.]

(U) Arrangements should be made with the credit reporting
company to provide the records {[personally to an employee of the
DELIVERING DIVISION or through use of a delivery service or secure
fax to OFFICE OF ORIGIN] within [NUNBER OF] business days of receipt
of this request. The credit reporting company should neither send
the records through routine mail delivery nor utilize the name of the
subject of the request in any telephone calls to the FBI.

s
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To: {DELIVERING DIVISION] From: [DRAFTING DIVISION]
E%l (CASE FILE NUMBRR, 00/00/2006]

DISCLOSURE PROVISIONS

(Certification and Activation of the Hondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has regquested
the information. To activate the nondigclosure regquirement, the
senior FBI official approving this BC must use Option 1 below and
include in the EC {(but not in the NSL) a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.]

{option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S8.C. § 2709(¢) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or .
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

) Brief statement of the facts justlfylng my
certification in this case:

[option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondiscloeure requirements under the applicable Natiocnal Security
Letter statute.

[Include the next 2 paragraphs in all ECs.] .

(U) Information received herein from a credit reporting
company may be disseminated in accordance with the Attorney General
Guidelines on Naticonal Security Investigations and Foreign
Intelligence Collection )

(U) Any questions regarding the above can be directed to
the [CASE AQEHT. talephone numbex (000) 000-0000.]

g
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
- Re: FS{\[CABE FILE NUMBER, 00/00/2006)

LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested toc record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: lInfd)
COUNTERTERRORISM

AT WASHINGTON, DC
(U) At [Uﬁit] Read and Clear

Set Lead 3: {Action)

[DELIVERING OPFICE- if using personal service]
(AT CITY, STATE]
(U) Deliver the attached NSL as indicated above.
Upon receipt of information from the credit reporting company,

[(DELIVERING DIVISION] is requested to submit results to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*”
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DECLASSIFIED BY 65172 DMH/EZR/JW

(Rev. 03-09-2006) ON 0&6-07-2007
SBCRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 00/00/2006
To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

{COUNTERTERRORISM/ Attn: [UNIT)

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE]) Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad) [X])

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
[Squad] [X)

From: [DRAFTING DIVISION)
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE)]
[SAC NAME]
[ASAC NAME)
[CDC NAME]
[SSA NAME]
(U -

'Draftgd By: {LAST FIRST MIDDLE NAME: INITIALS]
Case ID #E“G%( {CASE FILE NUMBER] (Pending)

in"Title:~m><) [SUBJECT)
[A.K.A.] [ALIAS (IF APPLICABLE))
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U} Approves the issuance of an FCRA Section 1€681lufa)
National Security Letter (NSL) for financial institution

listings; provides reporting data; and transmits the NSL for
delivery to the consumer reporting agency.

Uy 'w}ﬁ? Derived F%gﬁ*{: G-3
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To: (DELIVERING DIVISION] From: ([DRAFTING DIVISION]
Rea-mggﬁ {CASE FILE NUMBER, 00/00/2005]

Declassify On: [1l0 Years from Date of EC]
(U) FULL/PRELIMINARY Invegtigation Instituted: 00/00/2005

Reference: [CASE FILE NUMBER Serial XXX]

Enclosure{s): (U) Enclosed for [DELIVERING DIVISION] is an NSL
dated [00/00/2006), addressed toc [COMPANY POC NAME], [TITLE (if
available)}, [COMPANY NAME], [COMPANY ADDRESS - NO P.0O. BOX],
[CITY, STATE - NO ZIP CODE if using personal gervicel, requesting
the names and addresses of financial institutions at which the
listed consumer maintains or has maintained an account.

Detaila: “ESi A [FULL/PRELIMINARY] {FOREIGN
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigaticon of
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in
accordance with the Attorney General Guidelines because [GIVE A
FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING
THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS WILL NOT
SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL
INSUFFICIENCY]. This financial institution information is being
requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS
TO THE INVESTIGATION],

(U} This electronic communication documents the
[APPROVING OFFICIAL‘e] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual (s)
from [CONSUMER REPORTING AGENCY A]; [NUMBER OF] individual(s)from
{CONSUMER REPORTING AGENCY B], etc. [If you know how many credit
report consumers are USSPz, please state.]

(U) The encliosed NSL will be personally delivered by
{DELIVERING DIVISION] .

(U) Arrangements should be made with the consumer
reporting agency to provide the records [personally to an
employee of the DELIVERING DIVISION] within [NUMBER OF) business
days of receipt of this request. The consumer reporting agency
should neither send the records through routine mail delivery nor

utilize the name of the subject of the request in any telephone
calls to the FBI.

(U) Information received from a consumer reporting
agency may not be disseminared outside the FBI, except to other
Federal agencies in accordance with the Attorney General
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection and only as may be necessary for the

ssﬁ@nr
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To:  [DELIVERING DIVISION) From: (DRAFTING DIVISION]
Ré: - (3 [CASE FILE NUMBER, 00/00/2005]

conduct of a foreign counterintelligence investigation, or where
the information concerns a person subiect to the Uniform Code of
Military Justice, to appropriate authorities within the military
department concerned as may be necessary for the conduct of a
joint foreign counterintelligence investigation.

{U} Any questions regarding the above can be directed
to [CASE AGENT, telephome number (000} 000-0000].

NONDISCLOSURE PROVISION [NEW REQUIREMENT])

{Certification and Activation of the Nondisclosure
Requirement: There is no longer an automatic prohibition that
prevents the recipient of a National Security Letter from
diseclosing that the FBI has requested the information. To
activate the nondisclosure requirement, the senior FBI official
approving this EC must use Option 1 below and include in the EC
(but not in the NSL) a brief statement of facts that justify the
nondisclosure requirement. Option 2 is to be used in all cases
where Option 1 is not used.)

[Option 1 - Invoking nondisclosure requirement]

(U} In accordance with 1% U.8.C. § 1681u{gd) I, the
senior cofficial approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person.

'““”'”E§i Brief statement of the facts justifving my
certification in _this case:

OR
(Option 2 - Declining to invoke the neondisclosure requirement)
(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute,.

Sﬁk@ET
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To: fDELIVERING DIVISION] Prom: [DRAFTING DIVISION]
Re: (}{ [CASE FILE NUMBER, 00/00/2005]
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S%Q?ET

To: [PELIVERING DIVISION] From: [DRAFTING DIVISION]
(U) ~ -Re:-- (¥) [CASE FILE NUMBER, 00/00/2005]
LEAD({s)}:

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{U) NSLB is reguested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

{U) At [Unit] Read and Clear

Set Lead 3: {Action)

[DELIVERING OFFICE]

{AT CITY, STATE]

(U} Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
{DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

+
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[DRAFTING DIVISION)
{STREET ADDRESS]
[CITY, STATE, ZIP CODE]
{MONTH, DAY, YEAR]

ALL INFOEMATION CONTALINED
HEREIN 15 UNCLASSIFIED
DATE 06-07-2007 BY 65172 DMM/KIR/JTU
{MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]
[NAME OF COMPANY]
[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the autherity of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 1%, United States Code
(U.8.C.}), Section 1l6é81lu(a) (the Fair Credit Reporting Act, as
amended)}, you are hereby directed to provide the Federal Bureau
of Investigation {FBI}) the names and addresses of all financial
institutions (as defined in Title 12, U.S5.C., Section 3401) at

which the below-named consumer(s) maintains or has maintained an
agccount :

NAME (8) ¢
ADDRESS (ES) : [if availablel
DATE(S8) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S8): [if available]

In accordance with Title 15, U.8.C., Secticn 168lufal,
I certify that such information is sought for the conduct of an
authorized investigation to protect against clandestine
intelligence activities, and that such an investigation of a
United States person is not conducted sclely on the basis of
activities protected by the First Amendment to the Constitution
of the United States.




[MR./MRS./MS.] [COMPLETE NAME]

{Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.8.C. § 1é81luid) {1}, I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information scught by this letter may endanger the
naticnal security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S.C. §
1681u(d) (1} and {(3) prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 1% U.5.C. § 1e8lu(d) (3}, you are
directed teo notify any persons to whom ycu have disclosed this
lectter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.8.C. § 1é8lu{d) (4), if the FBI
asks for the infcrmation, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. 1In no instance will you be required to identify any
acttorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a} and (b} {1}, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
¢hallenge the nondisclosure requirement set forth above.

In accordance with 18 U.5.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.



[MR./MRS./MS.] [COMPLETE NAME]

You are directed to provide records responsive to this
letter [(personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [QFFICE OF
ORIGIN] OR through secure fax] within {xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should ke
directed c¢nly to the [[(DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]



{Rev, 83-09-2006)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

{COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSh ([SQUAD SUPERVISCR]
Sa [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [x]

[DELIVERING DIVISION] Attn: SSA (SQUAD SUPERVISOR]
[Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: ([CASE AGENT, telephone number (000} 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE)]

[SAC NAME] DECLASSIFIED BY 65179 DMH/ESR/JU
EggchNAM]E] 0N 36-07=2007
[SSA NAME]

(yy. Drafted By:  [LAST FIRST MIDDLE NAME: INITIALS]
Case”rn'#rmtgi [(CASE FILE NUMBER) (Pending)

([])mritle;_“_ {SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an FCRA Section 168lu{b)}
National Security Letter (NSL) for consumer identifying
information; provides reporting data; and transmits the NSL for
delivery to the consumer reporting agency.

(U}_MMNiﬁi Derivad From ™ =
Declassif s [1 g from Date of EC]
sBeRE
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{U)

To: [DELIVERING DIVISICN] From: [DRAFTING DIVISIONI]

- Req - [CASE FILE NUMBER, 00/00/2005])

(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005
Reference: - {§< [CASE FILE NUMBER Serial XXX]

Enclosure(s): (U} Enclosed for [DELIVERING DIVISION is an NSL
dated [00/00/2006), addressed to [COMPANY POC NAME], [TITLE {if
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX],
[CITY, STATE - NO ZIP CODE if using personal service], requesting
consumer identifying information relating to the consumer listed.

Details: -{ A [FULL/PRELIMINARY] [FOREIGN

' COUNTERINT IGENCE/INTERNATIONAL TERRORISM] investigation of

subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in
accordance with the Attorney General Guidelines because [GIVE A
FULL EXPLANATION OF THE JUSTIFICATION FOR CPENING AND MAINTAINING
THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS WILL NOT
SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL
INSUFFICIENCY]. This consumey identifying information is being
requested tc [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS
TO THE INVESTIGATION] .

{U) This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
consumer identifying information for [NUMBER OF]
individual (s) from [CONSUMER REPORTING AGENCY A); [NUMBER OF}
individual {(s) from [CCNSUMER REPORTING AGENCY B]; etc. [If you
know how many credit report consumers are USPs, please state.]

(U) The enclosed NSL will be personally delivered by
[DELIVERING DIVISION].

{U) Arrangements should be made with the consumer
reporting agency to provide the records [personally to an
employee of the DELIVERING DIVISION] within ([NUMBER OF] business
days of receipt of this request. The consumer reporting agency
should neither send the records through routine mail service nor
utilize the name of the subject of the request in any telephone
calls to the FBI.

(U) Information received from a consumer reporting
agency may not be disseminated outside the FBI, except to cther
Federal agencies in accordance with the Attorney General
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection and only as may be necessary for the
conduct of a foreign counterintelligence investigation, or where
the information concerns a person subject to the Uniform Code of

SE%:T
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SECRET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: . (}Q [CASE FILE NUMBER, 00/00/200S5]

Military Justice, to appropriate authorities within the military
department concerned as may be necessary for the conduct of a
joint foreign counterintelligence investigation

(U} Any questions regarding the above can be directed
to the [CASE AGENT, telephone number (000) 000-0000].

NONDISCLOSURE PROVISION [NEW REQUIREMENT]

[Certification and Activation of the Nondisclosure
Requirement: There is no longer an automatic prohibition that
prevents the recipient of a National Security Letter from
disclosing that the FBI has requested the information. To
activate the nondisclosure requirement, the senior FBI official
approving this EC must use Option 1 below and include in the EC
{(but not in the NSL) a brief statement of facts that justify the
nondisclosure requirement. Option 2 is to be used in all cases
where Option 1 is not used.]

[Option 1 - Invoking nondisclosure requirement]

(U} In accordance with 15 U.S.C. § 1681u(d) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has scught or obtained access to the
information sought by thisg letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person,

._.”".Egi Brief statement of the facts justifving my
certificatfoh in this case:

OR
[Option 2 - Declining to invecke the nondisclosure requirement)
(U) I, the senicr official approving this EC, have

determined that the facts of this case do not warrant activation

of the ncndisclosure reguirements under the applicable National
Security Letter statute.

suchr
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To:  [DELIVERING DIVISION] From: [DRAFTING DIVISION)
Re: _(}Q [CASE FILE NUMBER, 00/00/2005)

LEAD(s) :
Set Lead 1l: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requiremaents for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT WASHINGTON, DC

{(U) At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING OFFICE]

[AT CITY, STATE)

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the consumer reporting agency,
(DELIVERING DIVISION] is requested to submit results to [DRAFPTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

*



[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CCDE]
[MONTH, DAY, YEAR]

ALL INFORMATION CONTAIBED
HEREIN 15 UNCLASSIFIED

[MR./MRS./MS.] [COMPLETE NAME OF POC]) DATE Q0E-07-2007 BY 65179 DMH/KSR/JW
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO F.0O., BOX)

[CITY, STATE - NO ZIFP CODE}

DEAR [MR./MRS./MS8.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
(U.5.C.), Section 168iu{b) {(the Fair Credit Reporting Act, as
amended), you are hereby directed to provide the Federal Bureau
of Investigation {(FBI) the names, address, former addresses,

places of employment, or former places of employment of the
below-named consumer(s):

NAME (S) :
ADDRESS (ES) : [if availablel
DATE(S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(8): [if available]

In accordance with Title 15, U.$.C., Section 1l68lul(a),
I certify that such information is sought for the conduct of an
authorized investigaticn to protect against clandestine
intelligence activities, and that such an investigation of a
United States person is not conducted solely on the basis of

activities protected by the First Amendment to the Constitution
of the United States.



[MR./MRS./MS.] [COMPLETE NAME]

[Certification: The nondisclosure requirement iz not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 {(Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § 1681lu(d} (1), I certify
that a disclosure of the fact that the FBI has gsought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S.C. §
1681u(d) {1} and {(3) prohibits you, or any officer, employee, or
agent of vours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or o
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.5.C. § 1681u{d) {3}, you are
directed to notify any persons to whom you have discleosed this
letter that they are alsoc subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S8.C. § 1681lui{d) {4}, if the FBI
asks for the informatiocn, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.)

In accordance with 18 U.S.C. § 351i{a) and (b){1), vyou
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth abkove.

In accordance with 18 U.8.C. § 3511 (c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.



[MR./MRS./MS.] [COMPLETE NAME]

You are directed to provide records responsive to this
letter [perscnally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through gecure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[(DELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_depending on whether sexvice is personal or through a
delivery service)l. Due to security cconsiderations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cocoperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN
CHARGE/
SPECIAL AGENT IN CHARGE]



(Rev, 03-09-2006}
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

Te: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM] Attn: [UNIT]

(REQUESTING OFFICKE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

[{OFFICE QF ORIGINI] Attn: SA [CASE AGENT)
[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
[Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number {(000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE}]

[SAC NAME] DECLASSIFIED BY 65179 DMH/KSR/AJUW
[ASAC NAME] ON 06-08-2007

[CDC NAME]

[SSA NAME)

in.MQ:afted By: [LAST FIRST MIDDLE NAME: INITIALS]

Case iD“#E'Egj [CASE FILE NUMBER] {Pending)

(U?'“”Title:'ngi [SUBJECT]

[A.K.A.] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an FCRA Section 1681v
Naticnal Security Letter (NSL) for a full credit report in an
international terrorism investigation; provides reporting data;
and transmits the NSL for delivery to the consumer reporting
agency.

() oo ><) Derived M s G-3
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re:- [CASE FILE NUMBER, 00/00/2005]

Declagsify On: [10 Years from Date of EC]
(U) PFULL/PRELIMINARY Investigation Instituted: 00/00/2005
Reference:um.yé [CASE FILE NUMBER Serial XXX]

Enclosure(s): (U} Enclcsed for [DELIVERING DIVISION] is an NSL
dated ([00/00/2006), addressed to [COMPANY PQC NAME], [TITLE (if
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX],
[CITY, STATE - NO ZIP CODE if using personal service], requesting
a full consumer credit report and all information in its files
relating to the consumer listed.

“Details¥'">%5 A [PULL/PRELIMINARY] international terrorism

investigation of subject, a [U.S. PERSON/NON-U.S8. PERSON], was
authorized in accordance with the Attorney General Guidelines
because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING
AND MAINTAINING THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS
WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR
LEGAL INSUFFICIENCY]. This full credit report is being requested
to (FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS TO THE
INVESTIGATION] .

(U) This electronic communication documents the
[APPROVING OFFICIAL’s) approval and certification of the enclosed
NSL. For reporting purposes, the enclosed NSL seeks [NUMBER OF]
of credit reports from [CONSUMER REPORTING AGENCY Al, [NUMBER OF]
credit reports from [CONSUMER REPORTING AGENCY B), etc. [If you
know how many credit report consumers are USPs2, please state.])

{u) The enclosed NSL will be delivered personally by
[DELIVERING DIVISION] .

(U) Arrangements should he made with the consumer
reporting agency to provide the records [personally to an
employee of the DELIVERING DIVISION] within [NUMBER OPF] business
days of receipt of this request. The consumer reporting agency
should neither send the records through routine mail delivery nor

utilize the name of the subject of the reguest in any telephone
calls to the FBI.

{U) Information received from a consumer reporting
agency may be disseminated to an agency of the United States
Government in accordance with the Attorney General Guidelines for
FBI National Security Investigations and Foreign Intelligence

Collection.
SE%}%T
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ) [CASE FILE NUMBER, 00/00/2005]

(U} Any questicns regarding the above can be directed
to the [CASE AGENT, telephone number (000) 000-0000].

NONDISCLOSURE PROVISION [NEW REQUIREMENT]

[Certification and Activation of the Nondisclosure
Requirement: There is no longer an automatic prohibition that
prevents the recipient of a National Security Letter from
disclosing that the FBI has requested the information. To
activate the nondisclosure requirement, the senior FBI cfficial
approving this EC must use Option 1 below and include in the EC
(but not in the NSL) a brief statement of facts that Jjustify the
nondisclosure requirement. Option 2 is to be used in all cases
where Option 1 is not used.]

[Option 1 - Invoking nondisclosure reqguirement]

(U) In accordance with 15-U.8.C. § 1681v I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the
United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

' ”””“””"“ié? Brief statement of the facts justifving my
certification in this case:

OR
[Option 2 - Declining to invoke the nondisclosure requirement]
(U} I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable Naticonal
Security Letter statute.

SECRET
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To: ELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ) [CASE FILE NUMBER, 00/00/2005]
LEAD(s) :

Set Lead 1l: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is reguested to receord the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.

Set Lead 2: {(Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) At [Unit] Read and Clear
Set Lead 3: (Action)
[DELIVERING OFFICE]
[AT CITY, STATE]
(U} Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,

(DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable}.

*
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[DRAFTING DIVISION]
(STREET ADDRESS]

{CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

ALL INFORMATION CONTAINED
HEREIN I3 UHCLASSIFIED
DATE 06-08-2007 BY 65179 DMH/ESR/IW

[MR./MRS./M5.] {COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME)]:

Pursuant to Executive Order 12333, dated December 4,
1581, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act ({(as
amended), you are hereby directed to provide the Federal Bureau
of Investigation (FBI) with a copy of a consumer credit report
and all other information contained in your files for the below-
listed consumer({s):

NAME (8) :
ADDRESS (ES) : [if available]
DATE({S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER({S): [(if available]

In accordance with Title 15, U.S§.C. § 1681v, I certify
that the information sought is necessary to conduct an authorized
investigation cof, or intelligence or counterintelligence
activities or analysis related te, international terrorism.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 {(Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.5.C. § 1681v{(l}, I certify that
a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or



[MR./MRS./MS.] [COMPLETE NAME]

physical safety of a person. Accordingly, 15 U.S.C. § 1681lv (1)
and (3) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 15 U.$.C. § 1681v(3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore alsc prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § 1é81v(4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect te this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.5.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.5.C. § 3511 (c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive teo this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [(xxxx] business days of
receipt of this letter.

Any questicns you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR {[OFFICE OF
ORIGIN], _depending on whether service is personal or through a
delivery servicel. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.



[MR./MRS./MS.] [COMPLETE NAME]

Your cooperation in this matter ig appreciated.

Sincerely,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]



iRev. 03-09-2006)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
IREQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

SA [CASE AGENTI]
[OFFICE OF ORIGIN] Attn: SA {[CASE AGENT)

[sQUAD] ([X)

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) {spuaD] [Xx]

From: [DRAFTING DIVISION)
[APPROVING OFFICIAL)
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME, IF APPLICABLE] DECLASSIFIED BY 65179 DMH/KSR/JU
{SAC NAME] 0¥ 06-08-2007
[ASAC NAME]
[CDC NAME]
[382 NAME]

()
Drafted By: [LAST, FIRST MIDDLE: INITIALS]

Case ID.#:-EKE [CASE FILE NUMBER] {Pending)

(u) - Title: - t>< [SUBJECT]
[ARA] [ALIAS, IF APPLICABLE]
[IT/FCI - FOREIGN POWER]
[00: OFFICE OF ORIGIN]

(0 thopsisi““)ﬁé Approves the issuance of an RFPA National Security
Letter (NSL} for financial records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the financial
institution.

{uy - m->€) Derive : (-3
Declassify On: Q years from date of ECl”

SECRET
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To: [CTD/CD] From: [DRAFTING DIVISION]

Re s >‘<) [CASE FILE NUMBER, 00/00/2005]
FULL/PRELIMINARY Investigation Instituted: (S) 00/00/200%
Refererice: - QQ [CASE FILE NUMBER SERIAL XXX)

Enclosure(s): (U} Enclosed for {DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through reatricted
delivery service]l is an NSL dated [00/00/2005), addressed to [COMPANY
POC NAME], [TITLE (if available)], ([COMPANY NAME], [COMPANY ADDRESS -
NG P.O. BOX], [(CITY, STATE - NO ZIP CODE if using persconal servicel,
requesting financial records of the customer listed.

' pDetails: NT}(( A [FULL/PRELIMINARY] [FOREIGN

COUNTERINTELLIGENCE/INTERNATIONAL TERRCRISM] investigation of subject,
a [U.S. PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF THE
JUSTIFICATION FOR QPENING AND MAINTAINING THE INVESTIGATION ON THE
SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST
TO BE REJECTED FOR LEGAL INSUFFICIENCY])}. These financial records are
being requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED
RECORDS TO THE INVESTIGATION] .

""""""" ;ﬁi This electronic communication documents the [APPROVING
pprceval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks financial records

for [NUMBER OF] individual (s}.

(U) Arrangements should be made with the financial
institution to provide the records (personally to an employee of the
DELIVERING DIVISION OR through use of a delivery service to OFFICE OF
ORIGIN] within (NUMBER OF] business days of receipt of this request.
The financial institution should neither send the records through
routine mail service nor utilize the name of the subject of the
reguest in any telephone calls to the FBI.

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBlI has requested the
information. To activate the nondisclosure requirement, the senior FBI
official approving this EC must use Option 1 below and include in the
EC (but not in the NSL) a brief atatement of facts that justify the
nondisclosure requirement. Option 2 is to be used in all cases where
Option 1 is not used.]

[Option 1 - Invoking Nondige¢losure Requirement]

{(U) In accordance with 12 U.S8.C. § 3414 (a) I, the seniocr
official approving this EC, certify that a disclosure of the fact that

SEC#@T
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(U)

i

SEQfET

Re: [CASE FILE NUMBER, 00/00/2005}

To: ﬁzrnfcn] From: [DRAFTING DIVISION]
R (%)

the FBI has sought or obtained access to the information sought by this
letter may endanger the national security of the United States,
interfere with a c¢riminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

.. 0] Brief statement of the facts justifying my certification
in this cafe>

[Cpticen 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior cofficial approving this EC, have determined
that the facts of this case do not warrant activation of the

nondisclosure requirements under the applicable Naticnal Security
Letter statute.

[Inciude the next 2 paragraphs in all ECs]

(U} Information received from a financial institution may
be disseminated to an agency of the United States only if such

information is clearly relevant to the authorized responsibilities of
such agency.

(U) Any gquestions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000].
LEAD{(8) :

szxm.:r
3




(U}

SE?K?T

To: [CTD/CD] Froms [DRAFTING DIVISION]

.mRe;mufgi[cmss FILE NUMBER, 00/00/2005]

Set Lead 1: (Action)
GENEEAL CQOUNSEL

AT WASHINGTON, DC

{U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3: (Action)

{(DELIVERING DIVISION - if using personal service]l

[AT CITY, STATE]

(U} Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, [DELIVERING
DIVISION] is requested to submit results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

*
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ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 05-08-2007 BY 68175 DHE/EIR/ I

[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY,STATE, ZOP CODE]
[MONTH DAY, YEAR]

[MR./MRS/MS.] (COMPLETE FOC NAME]
[TITLE, IF AVAILABLE]

[COMPANY NAME]

[PHYSICAL STREET ADDRESS - NO P.0. BOX)
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] (LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
(U.5.C.), Section 3414{a} (%), you are hereby directed to produce
to the Federal Bureau of Investigation (FBI} all financial
records pertaining to the customer(s) and/or accounts listed
below:

NAME (8) [if available]

ACCOUNT NUMBER (s} : [if available]

SOCIAL SECURITY NUMBER(S):[if availablel

DATE(S) OF BIRTH: {if available]

[FOR PERIOD FROM INCEPTION TO PRESENT]

or

{FOR PERIOD FROM [SPECIFIC DATE] TOQ (SPECIFIC DATE]

or [PRESENT] ]

Please see the attachment following this request for
the types of information that your financial institution might
consider to be a financial record.

In accordance with Title 12, U.S.C. Section
3414 (a) (S) (A}, I certify that the requested records are sought
for foreign counterintelligence investigation purposes to protect
against internatioconal terrorism or clandestine intelligence

activities, and that such an investigation of a United States
person is not conducted solely on the basis of



[MR./MRS./MS./ COMPLETE NAME]

activities protected by the First Amendment to the Constitution
of the United States.

In accordance with Title 12, U.8.C,, Section 3403 (b}, I
certify that the FBI has complied with all applicable provisions
of the Right to Financial Privacy Act,

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement} then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.S.C. § 3414 (a) (5) (D), I certify
that a disclosure of the fact that the FBI has scught or cbtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigaticn,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 12 U.S.C. §
3414 (a) (5) (D) prohibits you, or any officer, employee, or agent
of yours, from disclosing this letter, other than to those to
whom disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 12 U.S.C. § 3414 (a) (5} (D) (iii), you
are directed to notify any persons to whom you have disclosed
this letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 12 U.S.C. § 3414 (a) (5} (D) (iv), if
the FBI asks for the information, you should identify any person
to whom such disclesure has been made or to whom such disclosure
will be'made. In no instance will you be reguired to identify
any attorney to whom disclosure was made or will be made in order

to obtain legal advice or legal assistance with respect to this
reguest.

[Include the following language in all NSLs.)

In accordance with 18 U.8.C. § 3511(a) and (b} (1), vyou
have a right to challenge this request if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511{c), an unlawful
failure to comply with this letter, including any nondisclosure




[MR./MRS./MS./ COMPLETE NAME]

requirement, may result in the United States bringing an
enforcement action.

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION])_OR through use of a delivery service teo the [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this request.

Any questions you have regarding this request should
be directed only te the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN] , _depending on whether service is personal or through a
delivery service or fax]. Due to security considerations, you
should neither send the records through routine mail service nor
disclose the substance of this reguest in any telephone
conversation.

Your cecoperation in this matter is greatly appreciated.

Sincerely,

[ADIC/SAC NAME}
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]



{Rev. 01-31-2003)
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SECRET/ORCON/NO

//FISA

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY

To: General Counsel Attn:

Counterterrorism
CXS/ECAU/Room 4343
Contact: IA Best D. Analyst,

From:

Approved By: Billy Joseph Jr
Frahm Charles E
Love Jennifer Smith
Wall Thomas S
Sheldon Kristen L
Your SSA

Drafted By: Analyst Best D:bda

(8}

R

File number which 1s a

Date: 09/27/2006
Julie Thomas
Deputy General Counsel, NSLB

202/your phone

ALL IMFORMATION CONTAINED
HEFEIN IS5 UNCLASIIFIED EXCEPT
WHERE SHOWN OTHERWLEE

DATE: 06-08-2007

CLASSIFIED BY ¢517% DMI/ESR/IW
PEAZON: 1.4 (C)
DECLASSIFY ON:

(Pending)

PI or FF (Pending)

ELECTRONIC COMMUNICATIONS ANALYSIS

NATIONAL SECURITY/PATRIOT ACT LETTER MATTERS

e ~~C&( Title of file number which is a PI or FF

Synopsis: (U)

Reguests the issuance of an Electronic

Communications Privacy Act ("ECPA"} National Security Letter

(NSL) for subscriber and transactional records information.
“(}i Derived:ggfm : G-3
Declassj On: X1
(U) PFull Investigation Initiated: XX/XX/200X
?5) Preliminary Investigation Initiated: XX/XX/200X, set to

expire XX/XX/200%.

Administrative: (S) This document ig classified
SECRET/ORCON/NOFORN//FISA. Portiong of this document carrying
classification markings may not be incorporated into any
criminal affidavit, criminal court proceeding or unclassified

SECRET/ORDIN/NOFORN




SECRET/OREBN(NOFORN
Te: General Counsel From: Counterterrorism
Re: (S) p9/27/2006 b1

investigative file. The information in this document is
intended to be used for lead or background purposes only.

I [

b2
h7E
{u) . .f)él ]
h2
b7E
b1

Details:~-§€) A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN

{y - COUNTERI LLIGENCE) investigation of XX, the subject of the
captioned case, a [USPER/NON-USPER], was authorized in accordance
with the Attorney General Guidelines because [Give a full explanation
of the juastification for opening and maintaining an investigation of
the subject; barebones facta will not suffice and will cause the
request to be rejected for lack of legal aufficiency].

‘Uy””'”““ikﬁ Articulate the connection between the email address you
are requesting an NSL upon and the subject listed above.
i . .
w '>§3 ECAU requests a NSL be issued to for the email address

XXXX in order to [Fully state the relevance of the recquested records

to the investigation]. This email address was verified and
preserved on XX/XX/200X,.

- -8} It is requested that NSLB issue a NSL to XXX for
subscriber and transactional records pertaining to the email

address XXXX.com.
SECRET/ORCON/NOFORN
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SECRET/ORCON/NOFORN

To: General Counsel From: Counterterrorism
Re: {3) 09/27/2006

kbl

(Uy - - ~B3£ It is further requested that NSLB ensure the records
obtained from XXX are submitted to FBIHQ, CTD/CXS/ECAU, Room
4343, IA Best D, Analyst.

SECRET/OR\CDqNOFom
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SECRET/ORCON/NOFORN

To: General Counsel From: Counterterrorigm ,
Re: (8) 09/27/2006 bl

LEAD(s8) ;
Set Lead 1: (Action)

GENERAL, COUNSEL

AT WASHINGTON, DC
W~ ) ] . .

@{ This electronic communication reguests NSLB
prepare a National Security Letter (NSL} to obtain subscriber
and transactional records associated with the email address XX,
which was verified and preserved on XX/XX/2006. The NSL
should be directed to XX (name of the ISP) at address of ISP.
Regulte of the NSL should be submitted to FBIHQ, CTD/CXS/ECAU,
Room 4343, IA Best D. Analyst.

*°

SECRET/ORCON/NOFORN
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D. C. 20535-0001
(8. Qctober 20, 2006
ALL INFOEMATIGN CONTAIMED
HEREIN IS5 UNCLASSIFIED EXCEPT
WHERE SHOWN DTHERWISE
DATE: 06-07-2007
CLAZIIFIED BY 65179 DMH/KIR/JW
b1 FEASON: 1.4 ((C)
b6 Re: DECLASSIFY ON: Q6-07-2032
L7C
b0
Sincerely,
bhé
h7C Unit Chietl

Communications Analysis Unit

By:

Supervisory Special Agent

SEc\q
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[Code of Federal Regulations)

[Title 47, Volume 3]

{Revised as of October 1, 2003]

From the U.S. Govermment Printing Office via GPO Access
[CITE: 47CFR42.6)

[Page 6]
TITLE 47--TELECOMMUNICATION
CHAPTER I-FEDERAL COMMUNICATIONS COMMISSION {CONTINUED)
PART 42 PRESERVATION OF RECORDS OF COMMUNICATION COMMON
CARRIERS--Table
of Contents

Sec. 42.6 Retention of telephone toll records.

Each carrier that offers or bills toll telephone service shall retain for a period of 18 months such
records as are necessary to provide the following billing information about telephone tofl calls: the
name, address, and telephone number of the caller, telephone number called, date, time and length
of the ¢all. Each carrier shall retain this information for toll calls that it bills whether it is billing its
own toll service customers for toll calls or billing customers for another carrier.

[51 FR 39536, Oct. 29, 1986]
ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED
DATE 05~08-2007 BY 65179 IMH/K3R/IW

1073946




ALL INFORMATION CONTAINED
HEEETN I3 WMICLASSIFIED
DATE 06-07-I007 BY 55179 DMH/KSR/IW
Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, DC 20354

[nthe Matter of
Implementation of the Telecommunications CC Docket No. 96-115
Act of 1996

Telecommunications Carriers’” Use of
Customer Proprictary Network Information
and Other Customer Information

Petition for Rulemaking to Enhance RM-11277
Security and Authentication Standards for
Access to Customer Proprietary Network
Information

S Y’ S S St gt g Mgt St ot vt S v

COMMENTS OF THE UNITED STATES
DEPARTMENTS OF JUSTICE AND HOMELAND SECURITY

| Introduction

The United States Department of Justice (“DOJ™)! and the United States
Department of Homeland Security (“DHS™ (collectively, “the Depariments™) hereby
submit these comments on the Commission’s Notice of Proposed Rulemaking (“Notice™)
in the above-captioned docket.® The Departments submit these comments 1o assist the

Commission in its development of further rules protecting the privacy of customer

! DOJ includes its constituant components, including the Federal Burgau of

Ivestigation (“FBI’™) and the Drug Enforcement Administration (“DEA™).

z DHS includes its constituent law enforcement components, including the United

States Secret Service and Immigration and Customs Enforcement,
3

In the Matter of Implementation of the Telecommunications Act of 1996;
Telecommunications Carriers’ Use of Customer Proprietary Nerwork {nformation and
Other Customer Information; Petition for Rulemaking to Enhance Security and
Authentication Standards for dccess to Customer Proprietary Network Information,
Notice of Proposed Rulemaking, CC Docket No. 96-115, RM-11277, FCC 06-10 (rel.
Feb. 14, 2006).




proprietary network information (“CPNI’") without sacrificing lawful access to important
information that helps solve crimes, prevent terrorist attacks, and safeguard our national
security.

This proceeding was initiated primarily in response to a Petition for Rulemaking
filed by the Electronic Privacy Information Center (“EPIC™) that raised concerns about
the sufficiency of carrier practices related to CPNL" Among other things, EPIC
recommended that the Commission adopt rules requiring that call detail records be
destroyed when they are no longer needed tor billing or dispute purposes or, in the
alternative, requiring carriers to “de-identify” identification data from the transactional
records.’ In the Notice, the Commission requested comment on “whether CPNI records
should eventually be deleted, and if so, for how long such records should be kept.”® In
exploring the potential negative consequéences of a record destruction mandate, the
Commission has asked whether “deleting CPNI or removing personal identification
conflict with other priorities, such as . . . law enforcement.™

The answer to the above question is an unequivocal “yes,” and we urge the
Commission to explore ways 1o resolve the issues EPIC has raised in ways that preserve
lawful access to comnwunications records and other CPNI. For law enforcement, such
CPNI is an invaluable investigative resource, the mandatory destruction of which would

severely impact the Departments’ ability to protect national security and public safety.

4 Petition of the Electronic Privacy Information Center for Rulemaking to Enhance

the Security and Authentication Standards for Access to Customer Proprietary Network
Information, CC Docket No. 96-115 (filed Aug. 30, 2005) (“EPIC Petition™).

5 See EPIC Petition at 11-12.
Notice § 20.
’ id.

&



As reflected in prior Commission {ilings on CPNI issues, the Departments {ully support
the Commission’s goal of protecting the privacy and security of CPNI through rules
prescribing the proper use and handling of that very sensitive information.® But while
measures are needed to prevent improper access to this sensitive information, such
measures should not work to limit properly authorized officials from lawfully accessing
CPNI in order to solve and prevent crimes and 10 protect national security and public
safety. In crafting any solution to the problems raised by the EPIC Petition, the

" Departments urge the Commission to reject imposing a mandate to destroy invaluable
information used by the Departments in many of their most important investigations.’
11 The Commission’s Rules Should Focus On Proper Security For All CPNI,

Not On A Mandatory Destruction Requirement That Fails To Protect Some
Records And Frustrates Lawful Access To Others.

§ See, e.g., Reply Comments of the United States Department of Justice and the

Federal Bureau of Investigation, In the Matter of Implementation of the
Telecommunications Act of 1996; Telecommunications Carriers’ Use of Customer
Proprietary Network Information and Other Customer Information, Third Further Notice
of Proposed Rulemaking, CC Docket No. 96-1135 at 4, n. 8 (filed Nov. 19, 2002),
Comments of the Federal Bureau of Investigation, /»n the Matter of Implementation of the
Telecommunications Act of 1996; Telecommunications Carriers’ Use of Customer
Proprietary Network Information and Other Customer Information, Notice of Proposed
Rulemaking, CC Docket No. 96-1135 (fited Jul. 9, 1997); Comments of the Federal
Bureau of Investigation, fn the Matter of 1998 Biennial Regulatory Review of
International Common Carrier Regulations, Notice of Proposed Rulemaking, 1B Docket
No. 98-118 (filed Aug. 13, 1998).

? EPIC’s altemative recommendation — record de-identification — is also an

unworkable option with respect to law enforcement’s lawful access to such records. De-
identification would separate the data that identify a particular caller or recipient (e.g.,
name, address, numbers called, etc.) from the general transaction records. Because the
data that identifies a particular caller or recipient is often the critical portion of the call
record for investigatory purposes, an irreversible de-identification approach would
undermine the usefulness of the information provided pursuant to legal access.
Accordingly, mandating the de-identification of such records would be the equivalent of
mandating their destruction for law enforcement investigatory purposes. A de-
identification approach should therefore be rejected for the same reasons.



A mandatory destruction requirement is the wrong approach for two reasons.
First, because not all records weuld be immediately destroyed, efforts are better focused
on proper security for the records while they are maintained. Second, and more
importantly, the inability to produce records in response to lawful authority would have a
significant negative impact on national security and public safety. Accordingly. the
Departments urge lhe Commission Lo focus on securily measures 1o protect all CPNI
against unauthorized access rather than a rule that would also preclude lawfully
authorized access.

As the Commission recognized when it explicitly asked about the impact of
EPIC’s records destruction proposal on other concerns, CPNI has other valid uses, such
as fraud prevention and the protection of a carrier’s own network.'® Another legally
authorized use is to investigate crime and protect national security and public safety. The
Departments seek lawful access to CPNI in connection with investigations of all kinds -
from child pormography to illegal drug trafficking, counter-intelligence, espionage, and
more. In fact, as the FBI has previously advised the Commission, lawfully-obtained
CPNI is used in virtually every federal, state, and local investigation of consequence. '
Such CPNI is critically important not only in solving crimes but also in preventing crimes

N . 2 . v . . .
and even saving lives.'? As discussed below, the same is true in the national security and

10 The Departments submit that, beyond any retention period required by law,

carriers should be free to retain voluntarily CPNI for other legal and appropriate
purposes, such as protecting their networks and mitigating fraud.

1 See Comments ol the Federal Bureau of Investigation, in re Iimplementation of the

Telecommunications Acr of 1996; Telecommunications Carriers’ Use of Customer
Proprietary Network Information and Other Customer Information, CC Docket No. 96-
115 (filed Jul. 9, 1997) at 5.

iz 1d.



espionage contexts, where lawfully-obtained CPNI has enabled law enforcement and
national security agencies to prevent terrorist acts and acts of espionage.'> The courts
have likewise long recognized the importance of telephone records to the administration
of justice — both to law enforcement in the investigation and prosecution of serious
offenses, such as illegal drug trafficking and organized crime, and to defendants in
establishing an alibi defense." Thus, a mandatory destruction requirement — particularly
one tied to a point in time completely unrelated to these purposes, i.e., when records
cease to be “needed for billing or dispute purposes™ — would inevitably result in the loss
of critical information to many such investigations and cases."”

Moreover, a mandatory records destruction regime would be particularly
mappropriate, because it could hinder efforts to counter intemational terrorism. Lawful
access to communications records is a critical tool in the fight against global terrorism.
Such records, when combined with other investigative information, can be used to
establish the movements and identitics of known and suspected terrorists. Mobile phone

records, for example, were instrumental in tracking down the perpetrators of the Madrid

13 Id. at 6-7.

H See. e.g. U.S. v. Hanards, 173 F. Supp. 2d 801 (N.D. Ill. 2001) (phone records
helped establish defendant’s “long-time connection to Chicago organized crime™), U.S. v
Scala, 388 F. Supp. 2d 396 (S.D.N.Y. 2005) (cellular phone records showed numerous
calls between defendant and known organized crime figures), Reporters Committee for
Freedom of the Press v. AT&T, 593 F.2d 1030, 1036-37 (D.C. Cir. 1978) (noting that
“toll-billing records have become an invaluable law enforcement aid” and that
information from toll-billing records has been used by state and federal law enforcement
officials in criminal investigations and prosccutions for over 30 years). See also Butler v.
State, 716 S.W.2d 48 (Tex. Crim. App. 1986) (telephone toll record was the key factor in
establishing alibi defense).

13 We note that any mandatory data destruction requirement would also largely

negate the utility of the existing data preservation scheme under 18 U.S.C. § 2703(f). if
the data relating to a specific investigation has been destroyed, there will be nothing for
providers to preserve in response to a request from law enforcement.




bombings that killed 191 and injured approximately 1,800 people on March 11, 2004.'
The National Commuission on Terrorist Attacks Upon the Umted States also relied on
telephone records in numerous instances to establish the movements and contacts of the
9/11 hijackers before their terrorist attacks on the World Trade Center and the Pentagon
on September 11, 2001.Y

It is precisely these kinds of concerns that motivated the Commission to abandon
its former rules requiring data destruction and adopt its current rules that require the
maintenance of certain categories of CPNI. Prior to 1986, the Commission’s Part 42
carrier record-keeping rules required, among other things, that carriers (1) macerate or
destroy the legibility of records the contents of which are forbidden by law to be divulged
to unauthorized persons,'® and (2) retain telephone toll records for six months.'® As part
of a comprehensive review by the Commission of its Part 42 rules and in regponse to a
related request by DOJ to extend the telephone toll record retention period specified

therein, the Commission (among other things) eliminated the records destruction

16

See¢ “Madrid Bombing ‘Manager™ in Court,” BBC News (June 3, 2005), viewable
at http://news.bbc.co.uk/go/pr/fr/-/2/hifuk_news/england/berkshire/4607175 stm
(telephone records used to show bombing “manager”™ had been in contact with people
involved in the Madrid bombings).

17 See The 9/11 Commission Report (released Jul. 22. 2004) at 217, 515 1n.26, 522
n.68,

'# See In the Matter of Revision of Part 42, Preservation of Records of

Communication Common Carriers, Notice of Proposed Rulemaking, 1985 FCC LEXIS
2945 99 13, 23 (1985) (“Part 42 NPRAM™) (discussing the record destruction requirement
contained in the then-current version of Section 42.6 of the Commissions rules, 47 C.F.R.
§ 42.6 (Destruction of Records) (1983)).

19 See Part 42 NPRM 9 18 (discussing the toll record retention requirement

contained in the then-current version of Section 42.9 of the Commissions mles, 47 C.F.R.
§ 42.9 (List of Records) (1985)).




requirement and extended the toll record retention period to 18 months. * In granting
DOJ’s request, the Commission specifically recognized that an extension of the retention
period was warranted in order to “support successful investigations and prosecutions . . .
78 In extending the retention period, the Commission ~ with DOI’s input — refined and
narrowed the specific information that law enforcement stated it would need to support
its investigative efforts at that time.”

In addition to the Commission’s own prior acknowledgment of the difficulties a
destruction requirement presents, recent experience in other countries further highlights
the problems created by such requirements. The establishment of a data destruction
regime in the European Union (“EU™) a number of years ago has been found to be
incompatible with protection of public safety and national security. In response, the EU

recently adopted a Directive - binding on all of its member countries — that will have the

effect of mandating all “providers of publicly available communications services” to

20 See In the Matrer of Revision of Part 42, Preservation of Records of

Communication Common Carriers, Report and Order, 1986 WL 290829, 60 Rad. Reg. 2d
(P&F) 152999 4, 23-27, 38, 41-42 (1986) (“Part 42 Order™). DOJ s request was
supported by the Advisory Committee for United States Attorneys, the FBI, the Bureau
of Alcohol, Tobacco and Firearms, the U.S. Postal Service, and the Immigration and
Naturalization Service, See Part 42 NPRM | 18,

o See Part 42 Order 4 41.

2 See Part 42 Order § 43. The specific information that DOJ indicated law
enforcement would need at that time includes the name, address, and telephone number
of the caller; telephone number called; the date, time, and length of the call; and
automatic message accounting tapes. fd. The list of law enforcement-required

information was incorporated into Section 42.6 of the Commisston’s rules and remains
listed therein today. See 47 C.F.R. § 42.6 (2006).




store and retain communications data for up to two years.” In acknowledging the need
for data retention requirements, the EU Parliament and Council recognized that:

retention of data has proved to be such a necessary and

effective investigative tool for law enforcement in several

Member States, and in particular concerning serious

matters such as organised crime and terrorism, it is

necessary to ensure that retained data are made available to

law enforcement authorities for a certain period, subject to

the conditions provided for in this Directive. ™

EPIC’s recommended data destruction mandate would cause the Commission to

regress to a course it has long since rejected. If anything, reliance on telephone call
records as an investigative resource to protect public safety and national security has only
increased and become more critical in the almost twenty years since the Commussion
revised Section 42.6 of its rules to extend the 1elephone records retention period.”
Notwithstanding this increased reliance on such records, however, the efficacy of the
Commission’s current Section 42.6 requirement to meet law enforcement needs has been
significantly eroded.

While the risks are clear and many, the benefit from a mandatory destruction

requirement i1s largely unclear and certainly limited. The mandatory destruction of some

2 See Council Directive, 2006/24/EC, 2006 O.1. (L 105) 54, Article 6 (“Directive™),

viewable at http://evropa.cu.int/eur-lex/lex/JOHtml do?uri=0J:1.:2006:105:som:en:html.
See also Mirtam H. Wugmeister and Karin Retzer, Data Retention — Implications for
Business, 7 NO, 2 Privacy & Info. L. Rep. 7 (2006).

H See Directive at 4 9.

2 Moreover, as the Comnussion notes in the Notice, cammiers themselves have

already expressed concern about potential conflicts with Commission rules that require
that call records and other CPNI be kept for at least a minimum period of time. See
Notice 4 20 (noting carriers’ comments that destroying records might conflict with the
Commussion’s Part 42 record-keeping rules, 47 C.F.R. §42.01-11).




CPNI does nothing to address a significant portion of CPNI, specifically information
needed for billing disputes, which will still need to be secured.”® In fact, the material
retained will most likely be the most recent records and hence possibly the most useful
for data brokers. Rather than expending effort on promuigating rules with significant
omissions, the Commission should instead focus its efforts, and those of carriers, on
appropriate securily measures that ensure that any access o such records is done only
with valid legal authority. As the Department of Justice has urged the Commission for
years, one large step in that direction would be to require that CPNI of U.S. customers of
domestic services be stored exclusively within the United States.”

In opposing and pointing out the inadequacies of a data destruction regime, the
Departments do not thereby imply that the current CPNI rules are adequate effectively to
meet law enforcement’s needs or protect public safety and national security. As noted
above, the Departments have previously asked the Commission to strengthen the secunty
of these records in a number of ways.”® Further, developments in the world and in the
communications marketplace since the Commission’s last examination of these rules

have highlighted the limited scope of the Commission’s rules. Today, many modern

% The statute of limitations in Section 415 of the Communications Act for billing

disputes is two years. 47 U.S.C. § 4135, The nature of Section 4135 necessarily compels
carriers to maintain all potentially relevant documents needed in connection with
resolving actions concerning recovery of lawful charges or damages.

ks See Reply Comments of the United States Department of Justice and the Federal

Bureau of Investigation, I the Matter of finplementation of the Telecommunications Act
of 1996, Telecommunications Carriers’ Use of Customer Proprietary Network
Information and QOther Customer Information, Third Further Notice of Proposed
Rulemaking, CC Docket No. 96-115 at 4, n.8 (filed Nov. 19, 2002).

2 See id. See also Comments of the United States Department of Justice, /n the

Matter of IP-Enabled Services, Notice of Proposed Rulemaking, WC Docket No. 04-36
(filed May 28, 2004).




communications service providers maintain sensitive records about their customers’
private communications, yet these new carriers have not been made subject to the rules
that have traditionally governed CPNL?® In addition, as carriers covered by the
Commission’s existing rules have increasingly moved away from classic billing models,
in which charges are itemized and billed by type of service, to non-measured, bundled,
and Fat-rate service plans, some carriers have claimed that call records under such new
plans are not covered by Section 42.6 because they are not "toll records.” Therefore,
these carriers have argued that no records need be retained. This has significantly
diminished the availability of call records that were historically made available to law
enforcement, pursuant to lawful process, as traditional "billing records” under the
Commission’s rules. While it is recognized that changes in the communications industry
over the past decade have resulled in changes in the record retention practices of such
providers, it must also be acknowledged that the nature and immediacy of the threat
confronting public safety and national security has significantly changed and evolved
such that the need lawfully to access these critical records has increased, not diminished.
As a consequence of these changes, the Departments belteve it 1s necessary to re-
examine the Commission’s existing rules which no longer fulfill cnitical public safety or

national security needs in three key respects: 1) the scope of carriers and providers

» Id. To the extent that the Notice requests comment on whether any requirements

that the Commission might adopt in the present rulemaking should extend to VolP or
other IP-enabled service providers, the Departments refer to their May 28, 2004
comments on this subject,




covered; 2) the scope of information and records covered, and; 3) the duration of
retention of information and records.*

The critical role that communications records play in the Departments’ most
important investigations and the serious consequences for public safety and national
security which result from the unavailability of such records cannot be understated. The
Attorney General recently underscored this pomt when he noted that the investigation and
prosecution of child predators depends critically on the availability of evidence that is
often in the hands of Internet service providers. He observed that this evidence will Be
available to law enforcement only if the providers retain the records for a reasonable
amount of time. Consequently, the Attorney General asked experts at the Department of
Justice to examine how the failure of some Internet service providers to keep such
records has hampered the Department’s efforts to investigate and prosecute child
predators.®! In recognition of the importance of this issue, the Departments each will be
evaluating how the availability of different categories of data held by different types of
modern communications carners impacts the Departiments’ respective missions. In
addition, the Attorney General has pledged to reach out personally to leading service
providers and other industry leaders to solicit their input and assistance. As these efforts
develop, the Departments expect to have further views on how long data should be held,

what data should be retained, and which carriers shounld have such obligations.

0 It should be noted that whereas the Commission has limited the retention period

for toll records to 18 months, the statute of limitations for many tederal telony crimes is
five years, during which time law enforcement needs for relevant evidence continue. The
Commission should explore, with further input from law enforcement, the degree w0
which the existing 18-month rule should be extended.

A See Prepared Remarks of Attorney General Alberto R, Gonzales at the National

Center for Missing and Exploited Children (NCMEC) in Alexandria, Virginia, on April
20, 2006, available at http://www.usdoj. gov/ag/speeches/2006/ag_speech_060420.html.




IIl.  Any Notice Requirement Adopted by the Commission Should Include A
Provision Requiring Advance Notice to Law Enforcement and, Where
Appropriate, Delayed Notice To The Consumer.

The EPIC Petition also suggested that carriers should be required to notify
affected customers when there has been an improper disclosure of CPNIL>? In the Notice,
the Commission went further and asked for commenis regarding “the costs and benefits
of routinely notifying customers after any release of their CPNI.">* While the
Departments strongly support prompt victim notification in the case of security breaches,
we believe any rule requiring such notification should also require that carriers first
notify law enforcement authorities and, where appropriate, allow law enforcement to
request a reasonable delay in notification to the consumer where such notification might
harm related law enforcement investigative efforts. 1n addition, any requirement that
customers routinely be notified of disclosures of their CPNI should make clear that it
does not alter the rules already established by Congress regarding the circumstances
under which a customer must be notified of [aw enforcement access to customer records.

Requining advance notice to law enforcement of security breaches, together with
the option of dalayving consumer notification, can serve several important goals. First,
anecdotal evidence suggests that many CPNI breaches go unreported to law enforcement.
Only by prompt investigation of such breaches can the offenders be identified and
punished. Thus, required reporting to taw enforcement will deter further breaches of
CPNI security. Second, where deemed necessary by law enforcement, a reasonable delay
can help preserve evidence critical to the investigation of misappropriation of CPNL. If a

carrier suftering an intrusion or theft must immediately announce the security breach to

3 See EPIC Petitionat 11.




aflected customers and to the publie, the persons responsible may be tipped off that law
enforcement is investigating their crime. Criminals would then have the opportunity to
destroy evidence, change their behavior, and otherwise jeopardize the investigation and
avert justice. Indeed, the approach outlined above is the one taken by a variety of
proposed legislation currently under consideration by Congress.™

The Commission’s questions regarding routine notification of any access to
CPNI, even when no security breach is suspected, raise additional issves.>® There may be
good reasons that a carrier may want to disclose CPNI without notifying its customer,
e.g., during the course of a fraud investigation. But if the Commission does decide to go
beyond notification of actual security breaches, it should at a minimum make clear that
any new requirements do not alter the balance struck by Congress for when law
enforcement access to customer records must be disclosed. See 18 U.S.C. 2701 ef seq.
Because Congress has already established a structure for customer notification of law
enforcement access to customer records, the Commission should exclude disclosure of
CPNI to law enforcement from any routine notification requirement.
IV.  Conclusion

For the reasons stated herein, the Departments urge the Commission not 10 adopt
rules mandating the destruction of call records and similar CPNI, a vitally important
investigative resource for protecting public safety and national security. Such a rule

would undoubtedly hinder the Departments” ability to carry out their respective public

33 Notice 4 23.

M See, e.g., Data Accountability and Trust Act, H.R. 4127, 109th Cong. (2005);
Personal Data Privacy and Security Act of 2005, 8. 1789, 109th Cong. (2005).

3 Notice % 23.



safety and national security responstbilities.  Additionally, the Departments suggest that
any new rules requiring customer notification in the case of improper CPNI disclosure
include a requirement that carners provide prompt notice to law enforcement and an
opportunity for law enforcement to request delayed notification to the consumer. We
appreciate the Commission’s recognition and support of the Departments’ important
mission in these areas.

Dated: April 28, 2006 Respecifully submitted,

THE UNITED STATES DEPARTMENT OF JUSTICE

/s/ Layra H. Parsky
Laura H. Parsky
Deputy Assistant Attorney General
Criminal Division
United States Department of Justice
950 Pennsylvania Avenue, N.W.
Room 2113
Washington, D.C. 20530
{202)616-3928

and

fs/ Elaine N. Lammert
Elaine N. Lammert
Deputy General Counsel
Office of the General Counsel
Federal Bureau of Investigation
United States Department of Justice
J. Edgar Hoover Building
935 Pennsylvania Avenue, N.W.
Room 7435
Washington, D.C. 20535
(202) 324-1530
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/s/ Michael L. Ciminelli
Michael L. Ciminelli
Deputy Chief Counsel
Office of Chief Counsel
Drug Enforcement Administration
United States Department of Justice
Washington, D.C. 20537
(202) 307-8020

and

THE UNITED STATES DEPARTMENT OF HOMELAND SECURITY

/s/ Stewart A. Baker
Stewart A. Baker
Assistant Secretary for Policy
United States Department of Homeland Security
3801 Nebraska Avenue, N.W,
Wasghington, D.C. 20528
(202) 282-8030
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Sec. 42.6 Retention of telephone toll records.
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name, address, and telephone number of the caller, telephone number called, date, time and length
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Attn: RDIC/3AC
cpc

From: CQffice of the General Counsel
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Contact:

Approved By:
Capronli Valerie E

! - ALL INFORMATION CONTAINED
Thomas Julie F

HEREIN I35 UNCLA3SIFIED
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Drafted By: oik

Case ID #: (U] 319X-HQ-R1487720-0GC
1073946
Title: (U) LEGAL ADVICE AND OPINIOMS;
UPLOADING OF NSL RETURHW IHFORMATION

Synopsis: (U) Provides guidance to the field as to the need to review
WEL return information prior to upleoading the information into FBI
databases.

Details: (U}

It has come tTo the attention of the Office of General
Counsel, Mational Security Law Eranch (N3SLER), that there may be
occaslons in which NSL infeormation has been upleoaded into Telephone
Applications and other databases pricr to having keen reviewed by any
FEI personnel. This is particolarly likely to occur if the
information is received in electronic form. However, a problem arises
if the information that was received is not responsive to the NSL and
thus, not relevant to an authorized naticonal security investigation,
oL, alternatively, if there was a mistake by the FBI in the NSL such
that the records are responsive but noet relevant to an authorized
investigation. Such deficiencies in the NSL return information may
never be discovered, or, discovered too late to prevent the use of
information that the FBI did not properly ceollect. Therefore, it is
imperative that the records be reviewed before upleoading to assure
that they are relevant to an authorized naticnal security
investigaticon. Thereafter, if the records were properly obtained,




To: All Divisicons From:; Qffice of the General Counsel
Re: I19K-HO-AL487720-0GC 12/1%/2006

they may be uploaded into a Jdatabase. If there 1s a problem with the
manner in which they were coktainesd, other steps need to be taken.!

Sy gquestions about this matter wmay be directed to AGC

at 571
b6
b7C
b2 1- Ms., Caproni
Thomaa

-
b |
[=.

! 1f the records were not properly obtained, i.e., there was a mistake

by the carrier or the FBI in the NSL process, then the records should be
zequestered with the CDC, and a potential IOB reported to NHSLB. Thereafter,
in its responsive EC, NSILB will indicate the proper disposition of the
records. If the records were in fact properly obtained (e.g., the records are
coverad by the attachment, if not the body of the NSL)), they may be retained
and uploaded. IL the recorde were not properly obtained but are relevant to
an authorized investigation {(g,g., exceed the time frame of the NSL lhut
pertain to the subject of the MSL), the records should remain sequestered
until another NSL is issuad to cover thoszse records. If the records were not
properly cbitained and are not relevant to an auvtherized investigation, the CEBEC
is expected to contact the owner of the records and determine 1f the entity
wants the records returned te it or destroyed by the FEI. For a full
explanation of the manner in which NS5L records should ke maintained for IOB
purposes, se2 EC, datsd 11/16/2006, Z278-HQ-Cl229736, serial 2570,
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Good moming Mr. Chairman, Ranking Member Smith, and Members of the Committee. [t
is my pleasure to appear before you today to discuss the recent report by Department of Justice's
Office of the Inspector General (OIG) regarding the FBI's use of national security letters (NSLs).
The OIG's report is a fair report that acknowledges the importance of NSLs to the ability of the FBI
Lo conduct the national security investigations that are essential to keeping the country safe.
Importantly, the QIG found no dehiberate or intentional misuse of the nationa! security letter
authorities, Attorney General Guidelines or FBI policy. Neverjtheless, the OIG review identified
several areas of inadequate auditing and oversight of these vital investigative tools, as well as
processes that were inappropriate.  Although not intentionally, we fell short in our obligations to
report to Congress on the frequency with which we use this tool and in the internal controls we put
into place to make sure that it was used only in accord with the letter of the law. Director Mueller
concluded from the QIG's findings that we must redouble our efforts to ensure that there is no
repetition of the mistakes of the past in the use of these authorities and I share his commitment, 1
would also like to acknowledge the role of Congress and the effectiveness of congresstonal oversight
in surfacing the deficiencies raised in this audit, which was called for in the USA PATRIOT
Improvement and Reauthorization Act. The report made ten recommendations in response to the
findings, designed to provide both the necessary controls over the issuance of NSLs and the creation
and maintenance of accurate records. The FBI fully supports each recommendation and concurs
with the Inspector General that, when implemented, these reforms will ensure full compliance with

both the letter and the spirit of the authortties entrusted to the Bureau.

National Secunity Letlers




National Security Letters generally permit us to obtain the same sort of documents from
third party businesses that prosecutors and agents oblain in criminal investigations with grand jury
subpoenas. Unlike grand jury subpoenas, however, NSL authority comes through several distinct
statutes and they have specific rules that accompany them. NSLs have been instrumental in
breaking up cells like the “Portland Seven,” the “Lackawanna Six,” and the “Northern Virginia
Jihad.” Through the use of NS1s, the FBI has fraced sources of terrorist funding, established
telephone linkages that resulted in further investigation and arrests, and arrested suspicious
associates with deadly weapons and explosives. NSLs allow the FBI to link terrorists together
financially, and pinpeint cells and operatives by following the money.

The NSL authority used most frequently by the FBI is that provided by the Electronic
Communications Privacy Act (ECPA). Through an ECPA NSL, the FBI can obtain subscriber
information for telephones and electronic communications and can obtain toll billing information
and electronic communication transaction records. Significantly, the FBI cannot obtain the content
ol communications through an ECPA NSL. Although the exact numbers of ECPA NSLs remains
classified, it is the most common NSL authority used,

Pursuant to the Right to Financial Privacy Act (RFPA), the FBI also has the authority to
issue NSLs for financial records from a financial institution. RFPA NSLs are used commionly in
connection with investigations of potential terror financing.

Pursuant to the Fair Credit Reporting Act, the FBI has the authority to issue three different,
but related, types of NSLs to credit reporting agencies: an NSL pursuant to 15 U.5.C. 1681u(a) for
the names of financial institutions with which the subject has or has had an account; an NSL

pursuant to 15 U.S.C. 1681u(b) for consumer identifying information (name, address, lormer



addresses, employment and former employment); an NSL pursvant to 15 U.S.C. 1681v for a full
credit report. Of all the FBIs NSL authorities, only the last of the FCRA authorities is restricted to
use only in international terrorism cases.

Finally, the FBI has the authority to issue NSLs pursuant to the National Security Act in the
course of investigations of improper disciosure of classified information by government employees,

For the first 3 types of NSLs (ECPA, RFPA, FCRA) the NSL must include a certification by
an authorized FBI employee that the material is being sought for an authorized national security
investigation. That certification is slightly different in the case of a FCRA NSL. for a full credit
report, where the certification required is that the information is relevant to an international
terrorism investigation.

The authority to issue an NSL lies at a senior level within the FBI. An NSL can be issued
only by an official who ranks not lower than Special Agent in Charge or Deputy Asststant Director.
All such officials are career govenument employees who are members of the Senior Executive
Service. Procedurally, an agent or analyst seeking an NSL must prepare a document (an electronic
communication or EC) in which the employee lays out the factual predicate for the request. The
factual recitation must be sufhiciently detailed so that the approving official can determune that the
material sought is relevant to an investigation. Additionally, it needs to provide sufficient
information concerning the underlying investigation so that reviewing officials can confirm that the
investigation is adequately predicated and not based solely on the exercise of First Amendment
rights. Finally, the EC includes a “lead” to the Office of the General Counsel (OGC) for purposes of

Congressional reporting,

OIG Report



As directed by Congress, we endeavored to declassify as much information as possible
concerning our use of NSLs in order to allow the maximum amount of public awareness of the
extent of our use of the NSL tool consistent with national security concerns. To that end, for the first
time the public has a sense of the frequency with which the FBI makes requests for data with
national security letters. In the period covered by the report, the number of NSL requests has ranged
trom approximately 40,000 to 60,000 per year and we have requested information on less than
20,000 persons per year. For a variety of reasons that will be discussed below, those numbers are
not exact. Nevertheless, they, for the first time, allow the public to get some sense of the order of
magnitude of these requests; there are a substantial number of requests, but we are not collecting
information on hundreds of thousands of Americans.

There are three findings by the OIG that are particularly disturbing, and it is those three
findings that I wish to address this morning: (1) inaccurate reporting to Congress of various data
points we are obligaled to report relative to NSLs; (2) the use of so-called exigent letters that
circumvented the procedures required by ECPA; and (3) known violations (both previously seif-
reported by FBI and not previously reported) of law and policy with regard to usage of NSLs.

Congressional Reporting

A finding of the report that particularly distresses me is the section that addresses the
inaccuracies of the numbers we report to Congress. That responsibility lies with my division, and
we did not do an acceptable job. The process for tabulating NSLs simply did not keep up with the
volume. Although we came to that realization prior to the OIG report and are working on a

technological solution, that realization came later than it should have.



At some point several years before my tenure at the FBI began, our process for tracking
NSLs for Congressional reporting purposes shifted from a totally manual process, where NSL data
was written on index cards, to a standalone Access database. This database is referred to in the OIG
report as the OGC database. While the OGC database was a giant technological step forward [rom
3 x 5 index cards, it is not an acceptable system given the significant increase in use of NSLs since
9/11. First and foremost, the OGC database is not ¢lectronically connected to ACS, the system from
which we derive the data, Instead, there is a manual intertace between ACS and the OGC database.

An OGC employee is responstble for taking every NSL lead that is sent to OGC and manually
entering the pertinent information into the OGC database. Nearly a dozen fields must be manually
entered, including the file munber of the case in which the NSL was issued (typically 15 digits and
alphanumeric identifiers).

Approximately a year ago we recognized that our technology was inadequate and began
developing an automated system 1o improve our ability to collect this data. The system, in addition
to improving data collection, will automatically prevent many of the errors in NSLs that we will
discuss today. We are building an NSL system to function as a workflow tool that will automate
much of the work that is associated with preparing NSLs and the associated paperwork. The NSL
system 1s designed to require the user to enter certain data before the workflow can proceed and
requires specific reviews and approvals betore the request for the NSL can proceed. Through this
process, the FBI can automatically ensure that certain legal and administrative requirements are met
and that required reporting data is accurately collected. For example, by requiring the user to
identify the investigative file from which the NSL is to be issued, the system will be able to verify

the status of that file to ensure that it is still open and current (e.g. request date is withun six months



of the opening or an extension has been tiled for the investigation) and ensure that NSLs are not
being requested out of control or adnunistrative files. The system will require the user to separately
identify the target of the investigative file and the person whose records are being obtained through
the requested NSL, if different. This will allow the FBI to accurately count the number of different
persons about whom we gather data through NSLs. The system will also require that specific data
elements be entered betore the process can continue, such as requiring that the target's status as a
United States Person or non-Unitedls-tates Person be entered.  The system will not permit requests
containing logically inconsistent answers to proceed.

‘The NSL system is being designed so that the FBI employee requesting an NSL will enter
data only once. For example, an agent or analyst who wishes to get telephone toll billing records
will only have to prompt the system that he is seeking an ECPA NSL for toll records and type the
telephone number once. The systermn will then automatically populate the appropriate fields in the
NSL and the authorizing EC. The system will then generate both the NSL and the authorizing EC
for signature, thereby ensuring that the two dbcuments match exactly and minimizing the
opportunity for transcription ervors that give rise to unauthorized collections that must be reported to
the Intelligence Oversight Board (10B). Agents and analysts will still be required to provide the
narrative necessary to explain why the NSL is being sought, the factual basis for making a
determination that the information is relevant to an appropriately predicated national security
investigation, and the factual basis for a determination whether the NSL should include a non-
disclosure provision. In addition, this system will have a comprehensive reporting capability.

We began working with developers on the NSL system in February 2006 and we are

optimistic that we will be able to pilot it this summer and roll it out to all field offices by the end of



the year. At that point, I will be confident the data we provide to Congress in future reports is as
accurate as humanly possible.

In the meantime, we are taking several steps o correct the numbers we have previously
reported. First, we are making data corrections in our database. Through a computer program, we
have identified all entries that must be erroneous because there is an apparent error in the entry (e.g.,
there are more NSLs reported than requests; the date shows a year that is impossible (203)). We are
manually reviewing those entries and making corrections. We have also started a random sampling
of ten percent of the total entries in the OGC database which contains approximately 64,000 entries.

Those entries will be manually checked against ACS. We will determine whether there is a
significant difference between the entries in our database and the actual information in ACS. To
the extent there is a difference, that will be the factor that will be used to correct our prior reporting.
While not yielding an exact count, we believe that to be a statistically appropriate way of correcting
prior reporting.  We have discussed this methodology with the OIG and will offer it the opporiunity
to review our work. We are striving to have corrected reports to Congress as soon as possible,

As with the other shortcomings identitied by the OIG, there was no finding of an intent to
deceive Congress concerning our use of NSLs. In fact, as noted, we identified deficiencies in our
system for generating data prior to the initiation of the OIG's review and flagged the issue for
Congress almost one year ago. While we do not know the extent of the inaccuracies in past
reporting, we are confident that the numbers will not change by an order of magnitude.

Exigent Letters
The next significant finding of the OIG involved the use within one umt at Headquarters of

so-called "exigent letters.” These letters, which numbered in excess of 700, were provided to



telephone companies with requests for toll billing information regarding telephone numbers. All of
the letters stated that there were exigent circumstances. Many of the letiers stated that federal grand
jury subpoenas had been requested for the records even though in fact no such request for grand jury
subpoenas had been made, while others promised future national security letters. From an audit and
intemal control perspective, the FBI did not decument the nature of the emergency circumstances
that led it to ask for toll records in advance of proper legal process, did not keep copies of all of the
exigent letters it provided io the telephone companies, and did not keep records showing that it had
subsequently provided either the legal process promised or any other legal process. Further, based
on interviews the OIG conducted, some employees indicated that there was not always any
emergency relating to the documents that were sought.

OGC has been working with the affected unit to attempt to reconcile the documentation and
to ensure that any telephone record we have in an FBI database was obtained because it was relevant
to an authorized investigation and that appropriate legal process has now been provided. As of late
last week, there were still a small handful of telephone numbers that had not been satisfactorily tied
to an authorized investigation. If we are unable to deterrnine the investigation to which those
telephone numbers relate, they will be removed from our database and destroyed.

The O!G rightfully objected to the FBI obtaining telephone records by providing a telephone
carrier with a letter that states that a federal grand jury subpoena had been requested when that was
untrue. It is unclear at this point why that happened. The Director has ordered a special inspection
in order to better understand the full scope of internal control lapses.

We also concur with the OIG that it is inappropriate to obtain records on the basis of a purported

emergency if, in fact, there is no emergency. We continue to believe, however, that providers had



the right to rely on our representation that there was an emergency and that the “exigent letters™ -
had they been issued only when there was an exigent circumstance and had they correctly identified
the legal process that would follow - would have been an appropriate tool (o use.

In response to the obvious intemal control lapses this situation highlights, changes have
already heen made to ensure that this situation does not recur. Any agent who needs to obtain
ECPA-protected records on an emergency basis must now do so pursuant to 18 U.S.C. 2702.
Section 2702(cX4) permits a carrier to provide information regarding its customers to the
government if the provider in good faith, believes that an emergency involving danger of death or
serious physical injury to any person requires disclosure without delay of information relating to the
emergency. A request for disclosure pursuant to that statute generally must be i writing and must
clearly state that the disclosure without legal process is at the provider’s option. The letter request
must also set out the basic facts of the emergency so that the provider can make some assessment
whether it concurs that there 1s an emergency.

Intelligence Qversight Board Process

The OIG also examined misuse of NSLs that had been reported (and some that had not been
reported) as part of the JOB process. As this committee knows, pursuant to Execuiive Order 12863
the President has an Intelligence Oversight Board that receives from the agencies in the intelligence
community reports of intelligence activities that the agency believes may have been unlawful or
contrary to Executive Order or Presidential Directive. This language is interpreted by the FBI and
DOJ to mandate the reporting of any violation of a provision of the Attorney General's Guidelines
for FBI National Security Investigations and Foreign Intelligence Collection if such provision is

designed to ensure the protection of individual rights.




The FBI requires its employees to report any violations of law or policy about which they
are aware. We encourage employees to err on the side of reporting so that we can be sure that all
violations are appropriately reported. In terms of process, all potential violations (called PIOBs - or
potential intelligence oversight board violations) are reported to OGC. Lawyers within OGC are
responsible for “adjudicating”™ the violation - that is, determining whether the PIOB is an actual
Intelligence Oversight Board violation. If it is, a report is made to the OB, a copy is provided to
DOJ and a copy is provided to the FBI's Inspection Division. If the violation involved intentional
misconduct, the Inspection Division will determine whether the matter should be referred to the
Office of Professional Responsibility for disciphine.

The OIG found that from 2003 through 2005, the FBI had self-reported 26 potential
violations involving NSL authorities. Of the 26, OGC adjudicated 19 to be violations and reported
them. The OIG agreed with ¢ach of those determinations. Of the 7 PIOBs that OGC determined
were not violations, the OIG agreed with ali but one. As 1o the one determination about which we
disagreed, upon re-review, the FBI concurred with the OIG that it was a violation that should have
heen reported and it has since been reported to the IOB. These 20 violations included: third party
errors (4), NSLs issued when the authority for the investigation had lapsed (3), obtaining ECPA-
protected records without any legal process (3) and obtaining a full credit report in a
counterintelligence case (1).

The OIG also found, however, a number of potential I0Bs in the files it examined that had
not been reported to OGC for adjudication. Although press accounts of the reporis have implied that

the OIG found massive abuses of the NSL authorities by the FBIL, a careful read of the report reflects

a different set of facts. The OIG examined 293 NSLs - a reasonably small sample. The sample was




a judgmental sample and the size was chosen because the audit was extremely labor mntensive. We
do not suggest that the sample was not a fair sampie (althougy 1t was not random), but only that it is
questionable from a statistical standpoint to attempt to extrapolate from a very small sample to an
entire population. Moreover, there was wide variation in the number of purported unreported
violations from different field offices. The OIG found 8 potential violations that were unreported in
files in both the Philadelphia and Chicago field offices, but only 2 unreported potential violations
from files in New York and 4 from San Francisco. We are doing additional follow-up work, but the
wide variance between field offices may be a function of the very small sample, or it may indicate
that the percentages of potential errors detected are not constant across all ficld offices.

Setting aside questions about whether the sample 15 representative, [ urge you to look closely
at the numbers before arriving at the conclusion that there is a systemic problem conceming the use
of NSLs. Ofthe 293 NSLs the OIG examined, 22 (7%) were judged to have potential unreported
IOB violations associated with them. Moreover, of that 7%, 10 - or almost 50% - were third party
errors -- that is, the NSL recipient provided the FBI information we did not seek. Only 12 of the
NSLs examined - 4% - had mistakes that the OIG righttully attributes to the FBL

Examining the 12 potential errors that were nightfully attributed to the FBI reveals a
continuum of seriousness relative to the potential impact on individual nights. Four (or just over 1%
of the sample) were serious violations. Specifically, two of the violations involved obtaining full
credit reports in counterintelligence investigations (which is not statutorily authorized), one involved
issuing an NSL when authorization for the investigation to which it related had lapsed, and one
involved issuing an NSL for information that was arguably content, and therefore not available

pursuant to an NSL. (In the latter case, the ISP on which the NSL was served declined to produce



the requested material so there was, in fact, no coliection of information to which we were not
entitted.) The balance of the 12 potential violations identified by the OIG do not, in our view, rise to
the same level of serfousness as those 4. The remaining 8 involve errors that are best characterized
as arising from a lack of attention 1o detail, and did not result in the FBI secking or obtaining any
information to which it was not entiiled. Those 8 potential violations involved errors such as using
the wrong cestification language in an NSL (although the appropriate certification is not materially
different) and having the NSL and the EC seeking the NSL not entirely consistent.  We do not
excuse such lack of attention to detail, but we do net believe that such mistakes result in or cause a
risk to civil liberties.

In short, approximately 126 of the NSLs examined by the QLG had significant errors that
were attributable to FBI actions and that had not been, but should have been, reported as PIOBs.

While a 1% error rate is not huge, it is unacceptable, and we have taken steps to reduce that
error rate. First, we are very concerned that of all the potential 10Bs involving mistakes in NSLs
attributable 10 the FBI (whether previously reported or not), 3 involved the same mistake: namely,
issuing an NSL for a full credit report in a counterintelligence investigation. In order to ensure that
this particular error is fully rectified, the FBI ordered all field offices to examine all
counterintelligence files in which Fair Credit Report NSLs have been issued since January 1, 2002
i order to ascertain whether the file contains a full credit report. If it does, the credit report must be
removed from the file, sequestered with the ficld office’s attomey, and a PIOB must be reported to
OGC. The results from that search are due to headquarters by April 16, 2007,

Several other steps we have taken will, we believe reduce the likelthood that the FBI will

comumut the other mistakes in the future. First, as indicated previously, the FBI is developing an




automaled system to prepare NSLs and their authorizing ECs. That system will reduce to zero
mistakes such as having the wrong certification language or inconsistency between the NSL and the
EC. It will also ensure that the investigative file out of which the NSL is being issued is open.
Finally, it will ensure that an NSL for a full credit report cannot be issued out of a
counterinteliigence file.

Other changes to FBI policy have been made that we believe will facilitate better handling of
IOBs and also reduce errors that lead to I0Bs.  First, last fall we provided comprehensive advice to
the field regarding its responsibility towards information obtained as a result of third party errors.
That guidance requires ail such information to be sequestered and reported to OGC as a PIOB. If
the “over collected™ information is irrelevant to the investigation (e.g., the telephone company
transposed a number and provided us records on the wrong telephone account), then it will be
destroyed or retumed. No such information should be entered into FBI databases. If the
information is relevant to the ivestigation but simply not within the four comers of the NSL, then
the information must be sequestered until a new NSL has been issued for the extra data. After the
new NSL has been issued, the information can be entered into FBI databases.

Secondly, we have collected all the rules and policies on NSLs into one document which will
be disseminated to the field. Those rules now mandate that, until the deployment of the antomated
NSL system, all NSLs and ECs be prepared from the exemplars that are provided on OGC’s
webstte, That shouid eliminate many of the mistakes identified by the OIG.

All of these rules wili, of course, only reduce or eliminate errors if they are followed. The

OIG's report has highlighted for us that there must be some sort of auditing function - above and

beyond the TOB process - to systematically ensure that these rules, as well as others that govem our




activities in national security investigations are followed. The FBI has historically been very good
at establishing policy and setting rules, but we have not been as proactive as we should have been in
establishing internal controls and auditing functions.

The full parameters of the compliance program have not been set, although these aspects
have been: the Inspection Division with participation of DQJF’s National Security Division and
Privacy and Civil Liberties Office is in the process of a special inspection of NSL usage in all 56
tield offices and headquarters. That inspection should uncover any other significant problems with
our use of this tool but should also tell us whether there are variances between offices in terms of the
numbers and types of errors, The results of the inspection will then inform the program tﬁat the
Attorney General announced of having teams of DOJ lawyers, FBI lawyers and the Inspection
Division periodically audit field offices’ use of NSLs. That process will begin in April and should
result in at least 13 offices being audited this year. We are also considering other proactive
compliance programs in order to develop a program that ensures, 1o the maximum extent possible,
that the rules and policies designed to protect privacy and civil liberties are faithfully adhered to by
all of our employees, that we promptly identify and correct any violations of law or policy, and that
any information collected erroneously 1s removed trom FBI databases and destroved. In addition, a
working group co-chaired by the Office of the Director of National Intelligence and the CPCLO has
been convened to examine how NSL-derived information is used and retained by the FBL. The FBI
and DOJ’s National Security Division will have a representative on this working group. We
welcome the Committee's input as we move forward on these initiatives.

The FBI is acutely aware that the only way that we can achieve our mission of keeping the

country safe is if we are trusted by all segments of the American public. With events like the




London terror attacks of 2 years ago and the Canadian plot to use fertilizer bombs to destroy
buildings in Canada in 2006, we have all become worried about the risk of a catastrophic attack
from home grown terrorists. Our single best defense against such an attack is the eyes and ears of all
Americans -- but particularly of those segments of the population in which the risk of radicalization
is at its highest. We need people in those communities to call us when they hear or see something
that looks amiss, We know that we reduce the probability of that call immeasurably if we lose the
confidence of those segments'ofthe population. That is one of the reasons that we are looking for
ways to assure all Americans that we are respectful of individual rights, including privacy rights,

and that we use the tools that have been provided to us consistent with the rules set out by Congress.

I appreciate the opportunity to appear before the Comnuttee and look forward to answering

your questions. Thank you,
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CONYERS:

Good morning. Committee will come to order.

We're here for a hearing on the inspector general’s independent report on the FBI's use
of national security letters.

Nearly six years ago, in the immediate aftermath of September 11th, the Department of
Justice told us that they needed significantly enhanced authority, while promising the
members of this committee in no uncertain lerms that these new tools would be carefuily
and appropriately used.

Two years ago, when the Patriot Act was reauthorized, lhey promised us there was not
a single instance in which the law had been abused.

Now, to underscore the importance of the reasons that we're holding this hearing, many
of us remember the times in the past when the power of our government has been abused:
in one war, led to the suspension of habeas corpus; another war, the nolonous Palmer
raids; in World War I, the internment of Japanese Americans; in the Vietnam War, the
secret spying and enemy list.

[n my view, we are now in a period where we risk a continuation of these deplorable
acts and effect genuine harm to the Constitution and the rule of law.

One week ago, the inspector general told us that the exact opposite was true of the
promise that had been made that there was not a single instance when the Patriot Act was
being reauthorized that the law had been abused.

One tool in particular, the national security letters -- essentially, secret subpoenas
issued without any court review -- was used repeatedly to invade the privacy of law-
abiding Americans outside the law and proper legal process.

This was a sertous breach of trust. The department had converted this tool into a handy
shortcut to illegally gather vast amounts of private information while at the same time
significantly underreporting its activities to Congress.

CONYERS:

We learned that the number of national security letter requests had increased from
8,500 in the year 2000 to in execess of 143,000 from the three-year period between 2003
and 2005.

The Department of Justice consistently provided inaccurate information to Congress
concerning the national security letters, failing to identify at least 4,600 security letter
requesls o us.

The security letters were routinely issuted without proper authorization, and outside
statutory and regulatory requirements.

The inspector general found that more than 60 percent of the investigatory files they
lovked at included one or more violations of FBI policy.



But worse, the inspector general found cven more widespread abuses conceming the
so-called exigent letters, that is emergency requests for telephone and other data. An
exigent letter, as opposed 1o a national security letter, is meant to obtain information in an
extreme emergency, like a kidnapping when the bureau has already sought subpoenas for
the requested information. Bul the FBI issued these letters in nonemergencies as a means
to bypass the requirements of the national security letter procedure.

And so, as if it wasn't troubling enough, in many instances the bureau attempted to
issue after-the-tact national security lefters to cover their tracks on their use of exigent
letters.

The inspector general specifically found that the exigent letters were ordinarily issued
when there was no emergency present, and very oflen when there was nol even a pending
investigation.

More often than not, the letters were issued based on promises that subpoenas were in
the process of being issued when that was not the case, and even though some subpoenas
were never issued at all.

CONYERS:

The Federal Bureau of Investigation made numerous factual misstatements in the
letters, which were frequently issued in violation of the statute as well as the attorney
genera] and FBI guidelines.

The recordkeeping was so poor that it was impossible for the 1.G. to document how
and why all these problems occurred.

And what disturbs me most is that the abuse and misuse of these security letlers is not
an isolated instance. It appears to be apparent of a pattern which the Department of
Justice has violated not only our trust, but the very laws which they are charged with
enforeing.

And so I hope -- from the approval of the notorious torture memos to warrantless and
illegal surveillance to wrongful smearing of able U.S. attorneys, this Department of
Justice has squandered its reputation for independence and integrity.

The attorney general needs to understand that with power comes responsibility and
with authority must come accountability.

I would hke now to turn to the distinguished gentleman from Texas, the ranking
member of this committee, Mr. Lamar Smith.

SMITH:

Thank you, Mr. Chairman.

Mr. Chairman, I appreciate your holding this hearing on the inspector general's report
on the FBI's use of national security letters. The inspector general should be commended
for conducting a thorough audit as directed by Congress in the Patriot Act
reauthorization.

The report raises concerns as to the FBI's internal recordkeeping and guidelines for the
use of NSLs in terrorism and espionage invesligations.

It1s clear from the report that these deticiencies are the result of the poor
implementation and administration of national security letter authority. In other words,



the problem is enforcement of the law, not the law itself. Timely corrective measures by
the I'BI and effective oversight by the Justice Department and Congress will ensure
proper use of this important law.

The inspector general's report found that the FBI's database for tracking NSLs
significantly underestimated the number of NSL requests, resulting in accurate reports
to Congress on the FBI's use of NSLs.

From 2003 to 2003, the FBI issued a total of 143,074 NSLs. This compares to 739
exigent letters to three telephone companies 1ssued contrary to national security
investigation guidelines. The exigent letters represent 1/200th of the national security
letters issued.

Although the use of these unauthorized letters is disconcerting, the FBI discontinued
this practice last year.

The inspector general makes two other very important findings.

First, there is no evidence that anyone at the FBI intended to violate the law or internal
policy. This is a significant finding because it confirms that FBI agents acted in good
faith and sought to comply with the law, even as they worked under severe time
constraints and with an urgent desire to thwart terrorist activities.

Second, as detailed by the inspector general, NSLs are a critical tool in fighting
terrorism and keeping our country safe. The information acquired through NSLs is
valuable to international terrorism and espionage investigations and has allowed the FBI
and intelligence agencies to identify terrorists and spies, the sources of their financing,
and their plans to attack or harm our national secunty.

SMITH:

In addition, the FBI shares important information gathered through NSLs with other
intelligence agencies, joint terrorism task forces, and state and local aw enforcement
agencies.

To do their job, the FBI must be able to cellect important information about suspected
terrorists and spies while complying with the law and freely share such information with
key partners.

In response to extensive oversight efforts conducted last Congress, the Patriot
Reauthorization Act added critical new safeguards, For instance, an NSL recipient can
challenge the request in court, nondisclosure orders require supervisory approval, and the
recipient may disclose the NSL to an attormey.

I applaud the administration's response to the inspector general’s report and expect the
administration to follow through on its promise to act quickly to remedy the deficiencies
identified by the inspector general.

Mr. Chairman, on September 1 1th, 2001, the United States was attacked. More than
3,000 people lost their lives. Members of Congress overwhelmingly approved important
new counterterrorism tools for our nation's law enforcement personnel and updated
existing authorities to meet the terrorist threat.

We must continue to demonstrate responsible leadership on the NSLs and other
important national security issues.



Of course, we need to be vigilant 1o make sure these problems are fixed, that the
inspector general's recommendations are implemented, and that our civil hberties and
privacy are protected.

Mr. Chairman, I'll yield back the balance of my time.

CONYERS:

And 1 thank the gentleman for his statement.

I'd like now to recognize the chairman of the Constitution Subcommittee, Jerry Nadler,
for two and one-half minutes.

NADLER:

Thank the chairman.

1'd like to thank Chairman Conyers for holding this important hearing on the FBI
abuses of national security letters. We are here today in response to the Department of
Justice inspector general report that found widespread abuses of the FBI's authority to
issue national security letters.

And NSL can be issued to third party, such as a health insurance company or an
Internet service provider, ordering them to reveal all their information about you and your
transactions, and the third party is prohibited from telling you or anyone else about the
order. That's the so-called gag order provision.

So you cannot object to an NSL directed at your information in court, as you couldtoa
subpoena, because you don't know about it. And the third party may have no interest in
going 10 court to protect your rights or your privacy.

While last year's reauthorization of the Patriot Act did make some changes to the NSL
provisions, these changes were essentially meaningless. For example, the court is now
authorized to modify or set aside the gag order only if it finds there is no reason to
believe that disclosure would endanger national security, diplomatic relations, or
anyone's fife or safety. But the court must accept the government's assertion of harm as
conclusive, o this protection is meaningless.

Some of us had predicted that the unrestricled authority of the FBI to issue NSLs
would be abused. And unfortunately our worst fears have now been realized.

The 1.G.'s audit found the NSL:s have been used by the FBI to collect and retain private
information about American citizens who are not reasonably suspected of being involved
In terrorism.

During the last Congress, we predicted that unchecked power would lead to rampant
abuse. That's why I proposed the Stop Self-Authorized Secret Searches Act two years
ago. This bill would have restored some pre-Patriot Act provisions: that an NSL could
not be issued unless the FBI made a factual, individualized showing that the records
sought pertain to a suspected terrorist or spy. It would have given the recipient of a
national security fetter an opportunity to obtain legal counsel, the right to challenge the
letter, and a nondisclosure requirement -- a real right to challenge it.

NADLER:



It would have given notice to the target ol the NSL if the government later seeks to use
the records obtained from the NSL against him or her in a subsequent proceeding. And it
would have given the target an opportunity to receive legal counsel and challenge the use
of those records.

The bill would also have authorized the FBI to obtain documents that it legitimately
needs while protecting the privacy of law-abiding American citizens.

The abuses by the DOJ and the FBI are proving (hat these legislative fixes are a
necessary check on the investigatory power. We do not trust govemment always to be run
by angels, especially not this administration.

It is not enough to mandate that the FBI fix internal management problems and
recordkeeping, because the statute itself authorizes the unchecked collection of
information on innocent Americans. Congress must act now to fix the statute authorizing
" the abuses revealed in the 1.G. report and to hold those responsible for these abuses and
violations accountable.

Thank you. T yield back.

CONYERS:

Thank you.

The chair recognizes the distinguished gentleman from Arizona, the ranking minority
member of the Constitution Subcommittee, Trent Franks, for two and one-half minutes.

FRANKS:

Well, thank you, Mr. Chairman.

Mr. Chairman, today our task is a vital one: te check and balance our sister branch of
government through oversight and to ensure citizens' rights are being properly
sateguarded.

Today's subject is somewhat delicate because we must all walk a fine line. In our grave
and critical responsibility to prevent jihadist attacks upon American citizens, we musl
also be careful to strike the proper balance between vigilance and fighting the enemy on
the one side of the scales and the preservation of citizens' rights on the other.

The report of the inspector general that we review today is hopeful. We see that while
there are human imperfections in the FBI's operation, there was an overall finding thai the
FBI is indeed carrying out its duties responsibly, there being no evidence of any
intentional or deliberate act to violate the law; and that NSLs are performing their vital
function as a valuable tool in national security investigations.

FRANKS:

To put 1oday's hearing in perspective, we should keep in mind that the issuance of
NSLs under the Patriot Act is a relatively new process, given that the Patriot Act is only a
few years old and that this new use of NSLs will necessarily require a careful
examination of their best and most appropriate use in this early period.

Certainly, we will have to work out the kinks, given that we are most hkely in the
business of fighting terror for a long time to come.



Whilc the FBI's practices have had their shoricomings, it appears that these are
problems that can be easily resolved. And this is good news. Many of the 1ssues that we
must review today are administrative in nalure and, to some extent, unavoidable,

Government is a human institution, and it is therefore, by definition, imperfect, Those
of us who have run corporations know that a perfect audit is a very rare occurrence,
particularly on the first go-around.

Most business do internal audits -- perhaps many, many interal audits -- to discover
where human judgment has fallen short and where to improve before being audited by an
outside source.

This is an arduous but necessary task, and one that I hope we do well here today, and
prospectively.

The FBI has vowed that it will make all the adjustments that Mr. Gonzales and Ms.
Caproni have recommended. We look forward to the realization of this goal.

And with that, [ thank the witnesses for joining us today, and we look forward to
hearing your testimony.

And thank you, Mr. Chairman.

CONYERS:

Thank you.

The chair recognizes the distinguished gentleman from Virginia, Bobby Scott,
chairman of the Crime Subcommittee, for two and a half minutes,

SCOTT:

Thank you, Mr. Chairman.

Mr. Chairman, we all believe that it’s important to be aggressive in fighting terrorism.
and also aggressive in maintaining privacy and freedoms. And [ don't belicve we should
operate on the premise that we always give up freedom in order to obtain security.

SCOTT:

But for us to provide appropriate oversight, we have to have accurate information.
Unfortunately, there are indications thal we have received clearly inaccurate reports after
the significant use of secret, invasive processes that do not appear to be necessary to
advance terrorism-related investigations.

Whether it's a secret NS A wiretapping in violation of the FISA law or inappropriate
use of the national security letters, we are discovering that what is actually oceurring is
quite different from what we were being told. And we cannot evaluate the ongoing need
for NS A (sic) letiers without accurate information.

There's alse a clear indication of intentional misuse of the word "exigent” letiers to
telephone companies as emergency information when, in fact, no emergency existed.
Somebody obviously knew this was a problem. There were, in fact, reports to Congress
and oversight boards. And we need to find out who these people are.

With these disturbing indications, Mr. Chairman, I hope the testimony of the witnesses
today will reveal who is responsible for these abuses and who should be held accountable
for false reports to the Congress.

Thank you, Mr. Chairman. [ yield back.




CONYERS:
Thank you so much.

Another Virginian, the ranking minority member of the Crime Subcommittee, Mr.
Randy Forbes?

FORBES:

Mr. Chairman, I'd like to thank you and the ranking member, Congressman Smith, for
liolding this important hearing today and also for our witnesses for being here.

Y ou know, the subject matter of this hearing makes for great theater, but when the
show is over, we have the task of finding the facts and making sure the proper balance is
struck and implemented to protect our citizens.

That we will do. And hopefully we will do it without the negativism and the
emotionalism that seems so prevailing in public policy today. Pounding our fists makes
great sound bites, but it does not stop terrorists or protect the privacy rights of our
citizens.

It's clear that national security letters are important tools in international terrorism and
espionage investigations conducted by the FBL The inspector general's report, which
details the audit of 77 case files in four tield offices, shows a disturbing pattern: In 60
percent of those cases, the FBI's files were found to in violation of the FBI's nternal
control policies for issuing national security letters,

FORBES:

While the audit conducted concluded that there was no evidence of any intentional or
deliberate act to violate the law, it's also clear that changes need to be made to the FBI's
procedures so that they reflect the scope and intent of the law rather than the evolution of
general practice.

I look forward to hearing from the FBI about what procedures were in place during the
time of the inspector general's audit, and how, given the inadequacies identified by the
inspector general, the FBI plans to correct this.

Mr. Chairman, T yield back the balance of my time.

CONYERS:

Thank you.

All other opening statements will be included in the record.

Mr. Glenn A. Fine, inspector general at the Department of Justice, a post beld since he
was confirmed by the Senate on December 15th, 2000. Mr. Fine's worked for the
department's Office of Inspector General in a variety of capacities since January 1995.
He's had several years in private practice, and also served as an assistant United States
attorney in Washington, D.C.

We're also privileged to have with us the general counsel of the Federal Bureau of
Investigation, Ms. Valerie Caprom, a position she's held since August 2003.

Prior to that, Ms. Caproni served as an assistant United States attorney in the Eastern
District of New York, as a supervisor at the Securities and Exchange Commission, and
also worked in private practice.




All your statements will be made a part of the record in their entirety. And we will
have a five-minute ttime for each of you.

CONYERS:
And we ask Inspector General Glenn A. Fine to begin our testimony.
Welcome to the committee.

FINE:

Mr. Chairman, Congressman Smith and members of the Committee on the Judiciary,
thank you for inviting me to testify about two reports issued by the Depariment of Justice
Office of the Inspector General, regarding the FBI's use of national security letters and its
use of Section 215 orders to obtain business records.

The Patriot Reauthorization Act required DOIG to examine the FBI's use of these
authorities. And on March 9th, we issued reports detailing our findings.

Today [ will summarize the key findings from our reviews, focusing my comments on
the national security letter report.

Under five statutory provisions, the FBI can use national security letters -- NSLs -- to
obtain, without review by a court, records such as customer information from telephone
companies, Internet service providers, financial institutions and consumer credit
conpanies.

Although most of the statutory provisions regarding NSLs existed prior to the
enactment of the Patriot Act, the act significantly broadened the FIB3I's authority to use
NSLs in two primary ways.

First, it eliminated the requirement that the information sought must pertain to a
foreign power or an agent of a foreign power, and substituted the standard that the
information requested must be relevant to or sought for an investigation to protect against
terrorism or ¢spionage.

Second, the Patriot Act significantly expanded approval authority for NSLs beyond a
limited number of FBI headquarters officials to the heads of all FBI field officers.

Qur review examined the FBI's use of NSLs from 2003 through 2005, The OIG will
conduct another review, examining the FBI's use ol NSLs in 2006, which we are required
to issute by the end of this vear.

In sum, our review found widespread and serious misuse of the FBI's national security
letter authorities.

In many instances, the FBI's misuse violated NSL statutes, attorney general guidelines,
or the FBI's own internal policies.

FINE:

We also found that the FBI did not provide adequate guidance, adequate controls or
adequate tramning on the use of these sensitive authorities.

Before describing the main findings of our report, however, 1 believe it is important to
provide context for these findings.

First, we recognize the significant challenges the FBI was facing during the period
covered by our review. After the September 11th terrorist attacks, the FBl implemented




major organizational changes while responding to continuing terrorist threats and
conducting many counterterrorism investigations both internationally and domestically.

Second, it is also tmportant (0 recognize that in most, butl not all of the cases we
examined, the FBI was secking information it could have obtained properly through
national secunty letters 1f it had followed applicable statutes, gutdelines and internal
policies.

Third, we did not find that the FBI employees sought to intentionally misuse NSLs or
sought information that they knew they were not entitied to obtain. Instead, we believe
the misuses and the problems we found generally were the product of mistakes,
carelessness, confusion, sloppiness lack of training, lack of adequate guidance and lack of
adequate oversight.

I do not behieve that any of my observations, however, excuses the FBI's misuse of
national secunity letters.

When the Patriot Act enabled the FBI to obtain sensitive information through NSLs on
a much larger scale, the FBI should have established sufficient controls and oversight to
ensure the proper use of those authorities. The FBI did not do so.

The FBI's failures, in my view, were serious and unacceptable.

I would now like to highlight our review's main findings.

Qur review found that after enactment of the Patriot Act, the FBI's use of national
security letters increased dramatically.

In 2000, the last full year prior to passage of the Patriot Act, the FBI issued
approximately 8.500 NSL requests. After the Patriot Act, the number of NSL requests
increased to approximately 39,000 in 2003, approximately 56,000 in 2004, and
approximately 47,000 in 2005.

In total, during the three-year period, the FEI issued more than 143,000 NSL requests.

FINE:

However, we believe that these numbers, which are based on information from the
FBI's database, significantly understate the total number of NSL requests,

During our fite reviews in tour FBI field offices, we found additional NSL requests in
the files than were contained in the FBI database. In addition, many NSL requests were
not included in the department's reports to Congress,

Our review also attempted to assess the effectiveness of national security letters. NSLs
have various uses, including to develop links between subjects of FBI investigations and
other individuals and to provide leads and evidence to allow FBI agents to initiate or
close investigations.

Many FBI headquarters and field personnel from agents in the [ield to senior officials
told the OIG that NSLs are indispensable investigative tools in counterterrorism and
counterintelligence investigations, and they provided us with examples and evidence of
the importance 1o these investigations.

The OIG review also examined whether there were any improper or illegal uses of
NSL authorities. From 2003 through 2005, the FBI identified 26 possible intelligence
violations involving its used of NSLs.




We visited four FBI field offices and reviewed a sample of 77 investigalive case files
and 293 NSLs. We found 22 possible violations that had not been identified or reported
by the FBIL

We have no reason to believe that the number of violations we identified in the field
offices was skewed or disproportionate to the number of violations in other {iles. This
suggests that the large number of NSL-related violations throughout the FBI have not
been identified or reported by FBI personnel.

In one of the most troubling findings, we determined that the FBI improperly obtained
telephone toll billing records and subscriber information from three telephone companies
pursuant to over 700 so- called exigent letters. These letters generally were signed by
personnel in the Communications Analysis Unit, the CAU, a unit of the Counterterronism
Division in FBI headquarters.

The exigent letters were based on a form letter used by the FBI's New York Field
Division in the ¢riminal investigattons related to the September 1 1th attacks.

FINE:

Our review found that the FBI sometimes used these exigent letters in non-emergency
circumstances. In addition, the FBI failed to ensure that there were authorized
investigations to which the requests could be tied.

The exigent letters also inaccurately represented thal the FBI had already requested
subpoenas for the information when in fact it had not. The FBI also failed to ensure that
NSLs were issued promptly to telephone companies after the exigent letters were sent.

Rather, in many instances, after obtaining records from the telephone companies, the
FBI issued national security letters months after the fact to cover the information
obtained.

We concluded that the FBI's use of these exigent letters inappropriately circumventad
the requirements of the NSL statute and violated attorney general guidelines and FBI
policies.

In response to our report, we believe that the department and the FBI are taking our
findings seriously. The FBI concurred with all our recommendations and the department's
National Security Division will be actively engaged in oversight of the FBI's use of
NSLs.

In addition, the FBI's Inspection Division has initiated audits of a sample of NSLs
issued by each of its 56 field offices.

The FBI is also conducting a special investigation on the use of exigent letters to
determine how and why the problems occurred.

The OIG will continue to review the FBI's use of national security letters. In addition
to issuing a second report on the use of NSLs in 2006, we intend to monitor the actions
that the FBI and the depariment are taking to address the problems we found in that
review,

Finally, I want to note that the FBI and the department cooperated fully with our
reviews, agreed to declassify information in the report, and appear to be committed to
addressing the problems we identified.




We helieve that significant efforts are necessary to ensure that the FBI's use of national
security letters is conducted in full accord with the statutes, attorney general guidelines
and FBI policy.

That concludes my testimony. And 1 would be pleased to answer any questions,

CONYERS:

Thank you, Attomey General (sic).

Will the person in the back row standing up please sit down or leave this committee
room?

I'm now pleased to welcome the general counsel for the Federal Bureau of
Investigation, Ms. Valerie Caproni.

CAPRONI:

Thank you.

Good morning, Mr. Chairman, Ranking Member Smith and members of the
commiftee.

It's my pleasure to appear before you today to discuss the recent report by the
Department of Justice Office of Inspector General regarding the FBI's use of national
security letters,

I've submitted a detailed written statement, and, in the interest of time, will stress only
a few points.

The LG.'s report is a fair report that acknowledges the importance of national security
letters to the ability of the FBI to keep the country safe and the difficult environment in
which our employees have been working since 9/11.

The 1.G. found no deliberate or intentional misuse of the national security letter
aunthorities, A.G. guidelines or FBI policy. Nevertheless, the 1L.G. review identified several
arcas of inadequate auditing and oversight of these vital investigative tools, as well as
processes that were simply inappropriate.

The FBI fully supports each of the 1.G.'s recommendations and have implemented
other remedial steps not proposed by the 1.G. Collectively, these reforms will ensure full
compliance with both the letter and the spirit of the law.

NSLs generally permit us to obtain the basic building blocks of an investigation from
third-party businesses. Unlike grand jury subpoenas used in criminal cases, however,
national security letter authority comes from several distinct statutes and they have very
specific rules that accompany them.

The NSL authority used most frequently by the FBI is that provided by the Electronic
Communications Privacy Act, or ECPA. Through an ECPA NSL, the FBI can obtain
subscriber information for telephones and electronic communications. It can obtain toll
billing information and electronic communication transaction records.

Signtficantly, the FBI cannot obtain the content of communications through an ECPA
NSL. That requires a court order.

ECPA NSLs are by far the most common NSL that we use.

CAPRONI:




Pursuant to the Right to Financial Privacy Act and the Fair Credit Reporting Act, we
also have the avthority to issue different types of national security letters.

The authority to issve an NSL lies at a semior level within the FBL It can only be
issued by an official who ranks not lower than special agent in charge or deputy assistant
director. All such officials are career government employees.

And before an NSL can be issued, such employees must certify that the information
sought is relevant (o an authorized national securtty investigation.

As directed by Congress, in connection with the [.G.'s report, we endeavor to
declassify as much information as possible, in order to maximize the transparency of our
use of this important national security tool.

To that end, for the first time, the public has a real sense of the frequency with which
the FBI uses national security letters.

In the period covered by the report, the number of NSL requests -- that's not letters;
remember that one letter can have multiple requests -- has ranged from approximately
40,000 to 60,000 per vear. And we have requested information on fewer than 20,000
persons per year.

For a variety of reasons that will be discussed below, those numbers are not exact.
Nevertheless, for the first time, the public can get a sense of the order of magnitude of
these requests.

There are three findings by the L.G. that were particularly disturbing to me, and it is
those three findings that I wish to address at some length this moming: first, inaccurate
reporting to Congress; second, the use of so-called exigent letters; and third, violations of
law and policy with respect 1o the usage of NSLs.

I am particularly distressed by the fact that the L.G. found significant inaccuracies in
the numbers that we report to Congress. The responsibility 1o gather the data for
congressional reporting lies with my division, and we did not do an acceptable job. The
processes we put in place for tabulating NSLs were inadequate, and we had no auditing
process in place to catch errors.

Although we realized we had a problem prior to the [.G."s report and we're working on
a lechnological solution, that realization came later than it should have, and for that I bear
responsibility.

CAPRONI:

At some point several years before [ arrived at the FBI, our process for congressional
reporting shifled from a totally manual process to a stand-alone database. While the OGC
database was a giant technological step forward from 3x5 index cards, it quickly became
an unacceplable system given the increase in our use of national security letters since
9/11.

The OGC database is not electronically connected to ACS, the system from which we
derive the data. Instead, there's a manual interface between ACS and the database; An
OGC employee is responsible for taking every NSL lead that is sent to OGC and
manuaily entering the information inte our database.

Nearly a dozen fields must be manually entered, including the file number of the case
in which the NSL was issued, which is typically at least 15 digits and letters.

Needless to say, human error creeps in.




Approximately a year ago, when we were unable to tick and tie numbers in the
database to previously reported numbers, we recognized that our technology was
woefully inadequate. We began at that point Lo develop an automated system to improve
our ability to collect this data.

That system, in addition to improving data collection, will automatically prevent many
of the errors in NSLs that we will discuss today by automating much of 1the work
associated with preparing NSLs.

The system will also allow us to automatically ensure that required reporting data is
accurately collected.

The NSL. system is being designed so that the FBI employee requesting an NSL will
enter data only once.

For example, an agent or analyst who wishes to get telephone toll billing records will
only have to tell the systam that he is secking an ECPA NSL for toll records and type the
telephone number once.

The system will then automatically populate the appropriate fields in the NSL and the
authortzing electronic communication. The systern will ensure that the two documents
match exactly and will minimize the opportunity for transcription errors that gave rise to
unauthorized collections.

Agents and analysts will still be required to provide the narrative necessary to explain
why the NSL is being sought, the factual basis for making a determination that the
information 1s relevant to an appropnately predicated national security investigation, and
the tactual basis for any detennination that the NSL should include a nondisclosure
provision,

CAPRONI:

We're optimistic that we'll be able to pilot the system this summer and roll it out to all
the field offices by the end of the year. At that point, I will be much more confident that
int the future the data we provide to Congress is as accurate as humanly possible.

In the meantime, we're 1aking several steps to correct the numbers we previously
reported. We've discussed our methodology with the L.G. and we will offer him the
opportunity Lo review our work. We're stniving to have the corrected reports 1o Congress
as soon as possibie.

The next sigmficant finding of the L.G. I would like to discuss this moming involved
the use within one unit at headquarters of so- called exigent letters. These letters, which
numbered in excess of 700, were provided to telephone companies with requests for toll
bitling information.

All of the letters stated that there were exigent circumstances. And many stated that
federal grand jury subpoenas had been requested for the records, even though, in fact, no
such requests for grand jury subpoenas has been made.

From an audit and internal control perspective, the FBI did not document the nature of
the emergency circumstances, did not keep copies of all of the exigent letters it provided
to telephone companies, and did not keep records to track whether it had subsequently
provided further legal process.

Moreover, some employees told the L.G. that there was not always an emergency
relating to the documents that were sought.



OGC has been working with the affected umt to attempt o reconcile the
documentation and to ensure that any telephone record that we have in an FBI database
was obtained because it was relevant to an authorized investigation and that appropriate
legal process has now been provided.

[f we are unable to determine the investigation to which a number relates, they will be
removed from our database, and the records will be destroyed.

The L.G. rightfully objected to the FBI obtaining telephone records with a letter that
stated that a federal grand jury subpoena had been requested when that was untrue. It's
unclear why that happened.

The director has ordered a special inspection in order to better understand the full
scope of internal control failures and to make sure that in fact every record obtained
pursuant to a so-called exigent letter has been appropriately connected to a national
security investigation. :

That review will also determine whether the practice discussed by the L.G. existed
anywhere other than in the headquarters unit identified in the report.

In response to the obvious internal control lapses this situation highlights, changes
have already been made to ensure that this situation does not recur. Any agent who needs
to obtain ECPA- protected records on an emergency basis must do so pursuant to 18 USC
Section 2702, 2702 permits a carrier to provide information regarding its customers to the
government if the provider believes in good faith that there is a life-or-death-type
emergency that requires disclosure of the record.

By FBI policy, a request for disclosure pursuant to that provision generally must be in
writing and must clearly state that the disclosure without legal process is at the provider's
option.

The emergency must also be documented to our files so that the use of the letter can be
audited,

The policy allows for oral requests, but any oral requests have to be approved and
documented to the file.

CAPRONL:

The 1.G. also examined misuse of NSLs that had been reported and some that had not
as part of the OB process. As this committee knows, pursuant to executive order, the
president has an Intelligence Oversight Board that receives from the intelligence
community reports of intelhigence activities that the agency believes may have been
unlawfizl or contrary to executive order or presidential directive.

The 1.G. found that from 2003 to 2005 the FBI had self-reported 26 potential violations
mvolving NSL authorities. The L.G. also found, however, a number of potential IOBs in
the files it examined that had not been reported to OGC for adjudication,

Although press accounts of this report have implied that the 1.G. found massive abuses
of the NSL authorities, a careful read of the report does not bear out the headlines.

The 1.G. examined 293 NSLs; a reasonably small, nonrandom sample. We do not
suggest that the sample was not a fair sample, but only point out that it's questionable
from a statistical standpoint to attempt to extrapolate from a very smail sample to an
entire population.



Of the 293 NSLs the L.G. examined, 22 were judged to have a potential anreported
violation associated with them. Of that 7 percent, 10, or almost 50 percent of that group,
were Lhird-party errors; that is, the NSL recipient provided the FBI with information that
we did not seek.

CAPRONI:

Only 12 of the NSLs examined, or 4 percent of the total group, had mistakes that the
L.G. rightfully attributes to the FBL

Examining the 12 potential errors that were attributable to the FBI reveals a continuum
of seriousness relative to the potential impact on dividual rights.

Four of them, or just over 1 percent of the sample, were unguestionably serious
violations. Specifically, two of the violations involved obtaining full credit reports in
counterintelligence investigations, which is not statutorily authorized.

One involved issuing a national security letter when the authorization for the
investigation to which it related had lapsed. And one involved issuing an NSL for
information that was arguably content, and therefore not available pursuant to NSL.

The remaining eight potential ervors involved lack of attention to detail, and did not
involve the FBI secking or obtaining any information to which it was not entitled.

We do not excuse lack of attention to detail. And I have admonished the lawyers in the
field who review NSLs that they must be careful so that they can avoid this sort of error.
But we do believe that such mistakes pose different challenges and risks, in seeking

information to which you are not entitled.

In short, approximately 1 percent ol the NSLs examined by the LG. had significant
errors that were attributable to FBI actions and that had not been, but should have been,
reported as potential IOB violations.

A | percent error rate is not acceptable, and we have taken steps to reduce it, Those
steps are discussed at length in my written testimony, and [ will not repeat them here.

But among the steps [ do want to mention is the director's order to special inspection of
all field officers’ use of national security letters, an inspection that began on Friday.

We offered to fully briet the committee on the results of that inspection when it is
complete.

Several of the actions we are taking involve changes to FBI rules and policy.

Rules will, of course, only eliminate errors if they are followed. The 1L.G.'s report has
painfully demonstrated for us that, while establishing policy -- that while we are good at
establishing policy and setting rules, we are not as good as we must be at establishing
internal controls and auditing tunctions to make sure that the rules are foliowed.

CAPRONL:

The full parameters of an FBI-compliant program have not been set, and the inspection
that is currently under way will clearly influence the parameters of the program.

In short order, however, the FBI will establish a vigorous multidisciplinary compliance
program that assures as well as any compliance program can that our employees
faithfully adhere to all of rules and policies, particutarly those that are designed to protect
privacy and civil liberties.




The FBI is acutely aware that the only way we can achieve our mission of keeping the
country safe is if we are trusted by all segments of the AAmerican public.

With events Jike the London terror attack of two years ago, we were all worried about
the risk of a catastrophic attack from homegrown terrorists. Our single best defense
against such an antack is the eyes and ¢ars of ali Americans, but particularly in those
segments of the population in which the risk of radicalization is at its highest.

We need people in those communities to call us when they hear or see something that
looks a mess. We know that we reduce the probability of that call immeasurably if we
lose the confidence of any part of the American public.

CONYERS:
Counsel, can you wind down at this point?

CAPRONI:
Y es, sir,

CONYERS:
All right.

CAPRONI:

We will put into place a compliance program to maximize the probability that we do
not lose the contfidence of the American public by dint of the sort of errors highlighted in
this report.

I appreciate the opportunity 1o appear before the committee and ook forward to
answering your questions. Thank you.

CONYERS:

Well, General Counsel Caproni, I want 1o thank you for your candor and
forthcomingness in coming before us today. And we will include the rest of your
testimony, of course,

CONYERS:

Now, let me begin the questioning. And I thank both the witnesses.

Mr. Inspector General Fine, I'm curious as to how you've conye to the conclusion that
these errors that have been reported and that bring us to this chamber were ¢ither sloppy -
- the results of sloppy book-keeping, recordkeeping or compliance with the law, but none
of it was intentional.

How could that be if they've known about these excesses since the year 2004, their
communications analysts unit warned them about it in early 2005, and we have
something like at least over 700 exigent letters and somewhere in the neighborhood of
40,000 to 50,000 NSL letters for three years?

FINE:
Let me separate some of those issues.



I don't believe that they intended to go out and obtain information that they knew Lhey
could not obtain and said, "We're going to do it anvway."

I think what they did was complete carelessness, did not follow the rules, did not
follow appropnate procedures, and obtained information that they could have obtained
properly but by taking shorteuts.

Now, we didn't do a review to ask everybody what was in their nund and what exactly
they did. But we saw instances where people just simply dida't [ollow the rules and didn't
take appropriate action.

CONYERS:
But they were being warned.

FINE:
Yes.

CONYERS:
This didn't just come up recently. This goes back to 2004.

FINE:
In 2004, it is correct that attorneys in the Office of General Counsel had concerns

about the exigent letters and weren't saying, "Stop it," but were saying, "We need to take
different measures to 1ssue these letters.”

CONYERS:

Do you think that the law was so complicated that people in good faith just couldn't
figure out what it was we were requiring?

FINE:

I think what they did was inappropriately take a modet from another context and
applied it to this context, which was wrong, it clearly was, and that they did not think
carcfully and they did not take appropriate actions.

Now, | know that the FBI is conducting a special inspection to look exactly at what
everybody knew and when they knew it and why they took the actions that they did.

We didn't do that kind of review. We didn't ask everybody up and down the line. And
it is possible that people had motivations that were inappropriate.

CONYERS:

There's no way we can tell. There's no way I can tell, but there's no way vou can tell
either.

FINE:
It is true that we did not do a performance review of every individual. So I think that's
an appropriate point, Mr. Chairman, 1 really do.



And 1 do think it's incumbent upon the FBI to go back and look and see exactly what
people were doing, at what stages, and why they did what they did, and take appropriate
action to hold people accountable.

CONYERS:

Now, do you make a distinction between the national security letters and the exigent
letters in lerms of the severity of the offense that brings us here today?

FINE:
I do. I think the exigent letters were the most troubling aspect of this.

CONYERS:
And why is that?

FINE:

Because there's a process in the law to allow voluntary disclosures from these
telephone companies if there is a true emergency. And we believe the FBI should have
followed that voluntary process.

Instead, they went with these exigent letters, which they use in a ditferent context, and
applied it to this context, which, in our view, was inappropriate.

With regard to the national security letters, there were many of them, and many of
them did comply with the requirements of the law we saw. And we tried to do a review to
see how many didn't. We found a significant number didn't.

But with regard to the exigent letters as a whole, that whole practice was very troubling
to us in and of itself.

CONYERS:
Now, are you salisfted with the steps that have been described here today by the
general counsel in terms of how we clean this mess up?

FINE:

Well, we have been briefed by the department and the FBT about the steps they're
taking,. I think they are taking this seriously. But I'm not in a position right now to say,
"I'm completely satislied, I trust all this."

We need to see what happens with these steps, see whether they're concerted efforts
over time, to see whether they really are adequately implemented.

So I can't say right now that it is -- they've done all they can.

FINE;
But I think they are taking important steps and taking this very seriously.

CONYERS:
All right. Thank you so much.
And I recognize Lamar Smith.



SMITI:

Thank youw, Mr. Chairman.

Mr. Chairman, I'm hoping my first question won't count against my time.

Mr. Fine, I noticed in reading vour bio that when you were a senior in college and co-
captain of the basketball team, you were recruited by the San Antonio Spurs. They
happen to be my hometown team.

My question is this: Don't you regret not playing for the Spurs...

(LAUGHTER)

... tather than becoming a Rhodes scholar and graduating from Harvard Law School?

CONYERS:
The gentleman's time has expired.
(LAUGHTER)

FINE:

Congressman, I was drafied in the 10th round by the San Antomio Spurs. And if I was
maybe a little taller than 59", T might have had a chance to play.

So [ don't really regret that my future was in the law, rather than professional
basketball.

But I tell people who don't believe I actually played basketball when they see me at
59", before T started this job as the 1.G., T was 6'9".

(LAUGHTER)

SMITH:

Very good answer.

Mr. Fine and Ms. Caproni, let me address a more seriotts question to both of you all,
and it is this: We've unearthed these problems that are recognized and that are being dealt
with. And some of the reasons for those problems have already been seen and the practice
has been discontinued.

But my question is this: Do vou all feel that the problem is with how the law was
enforced rather than with the taw itself? In other words, if the law were carried out as
intended, doesn't that solve our problem?

Mr. Fine, first.

FINE:

Y ou know, Congressman, I'm really not in a position to say what the law should be or
if there should be modifications to the law.

My job is to look at the law and look at the application ot'the law and see the problems
that occurred.

I do beheve that if the FBI had assiduously and carefully applied the law, we wouldn't

have seen as many problems as we have. And it really was unacceptable and inexcusable
what happened here.

SMITH:
Ms. Caproni?



CAPRONI:

From our perspective, the problem is not with the law. Although, T would note that
unlike other areas that our agents -- where they get these sorts of records, there are very
specific rules and they have to wend through those rules. That, in my sense, is our
responsibility as the lawyers to make sure that the agents understand what they can do
and what they can't do.

CAPRONI:

Again, there is no doubt that the problem with the natienal security letlers was a
colossal failure on our part 1o have adequate internal controls and compliance programs
in place.

The laws themselves provide us with a needed tool. And it's a tool that we should use
responsibly.

SMITH:

OK, thank you.

Mr. Fine, Ms. Caproni, why are national letters of security -- national security letters
important in our investigation of terrorism?

CAPRONI:

They are critical. They are -- national security letters provide us the bastic building
blocks that we need to butld an investigation.

For those of you who had prior criminal AUSA experience -- and [ know a number of
you did -- vou're used to issuing grand jury subpoenas to provide -- to obtain telephone
records and banking records.

Frequently, in terrorism investigations, we don't have an open criminal investigation,

In fact, that was one of the things that the 9/11 Commission really encouraged us to do,
and this committee encouraged us to do, and the intelligence committees, 10 move more -
- when we're thinking about terrortsm case, move from simply a criminal mindset to
thinking in intelligence mindset.

So a national security letter is the tool that we use in order to get the basic building
blocks of those investigations: again, like phone records for almost every terrorism,
tinancial records when we're building terrorism financing cases.

So without national security letters, our national security investigations would really be
stopped befors they even got started.

SMITH:
OK, thank you.
Mr, Fine?

FINE:

I do think that they are important investigative tools. They can connect terrorist
individuals with terrorist groups. They can find out where terrorist financing can oceur.
They're indispensable in counterintelligence investigations. And the FBI did tell us, from



folks in the field to headquarters, how important they were to the investigations, and
showed us examples of that.

Having said that I think they're important, there needs to be important checks on these
tools because they are obtrusive, and there is information that is obtained and retained for
significant periods of time.

And so, while they are important investigative tools, there also needs to be appropriate
checks on them as well.

SMITH:

Mr. Fine, in your conclusions -- it's the second one -- you say, "In most but not all of
the cases we examined in this review, the FBI was seeking information that it conld have
obtained properly through national security letters.”

SMITH:
What percentage would you guess is that? In other words, what percentage of'the
problemns could have been resolved if they had obtained national security letters?

FINE:
We found instances -- a few instances where they obtained information inappropriately
and could not have used a national...

SMITH:
How many of the 739 would you guess that is?

FINE:

Well, the 739 is hard to tell, because they could not tie them to appropriate
investigations all the time; and there were many times where they couldn't tetl if it was an
emergency. So [ don't know how many in the 739. That's the most troubling aspect of it.

With regard to the others, the national security letters and the les we reviewed, I'd say
we found about seven where there were illegal uses of them where it was attempting to
obtain information through confusion, through error, information that they were not
entitled to obtain through a national security letter -- either an educational record or
obtaiming information -- a full credit report in a counterintelligence case, which they're
not allowed to obtain; or not using an NSL.

SMITH:
You said seven times?

FINE:

Seven of the ones that we found. And we found in our -~ well, seven of the individual
ones. And, as you recall, we didn't do a review of every NSL that was issued. We did a
small sample of them.

SMITH:
OK. Thank you, Mr. Fine.



Thank you, Mr. Chairman.

CONYERS:
Thank you very much,
The gentleman from New York, Jerry Nadler?

NADLER:

Thank you.

Ms. -- well, Mr. Fine, I suppose: You stated in your report that there were no
intentional violations of NSL policy procedure; that these were basically carelessness, but
there were no intentional violations. No crimes.

FINE:
Correct.

NADILER:

OK.

But we also read in the report that agents intentionally went around the statute to
provide phony information requests to telephone companies based on false statements.
For example, the FBI's Communications Analysis Uit went around the NSL statute
because it felt that the statute was insufficient, and contracted with the telephone
companies to access information directly.

These contracts were approved by the Office of General Counsel and exploited by
issuing exigent or emergency letters which -~ well, Jet me ask the general counsel.

What is the statutory basis for an exigent letter? As far as [ can tell, there is no basis for
it.

CAPRONTI:

Well, under 2702, we have the authority to get records from a phone company in an
emergency circumstance without a national security letter.

The exigent letters were undoubtedly an inappropriate shortcut to the process, though.

NADLER:
Well, under 2702, if you were going 1o get information in an emergency, what do you
have to do?

CAPRONI:
You simply have to tell the carrier that there's an emergency, explain -- we recommend
that you explain to the carrier what the emergency is.

CAPRONI:
And it's then up to the carrier to decide whether or not to provide us records.
So it's not a compulsive system.

NADLER:



It's not a compulsive. But, of course, the cammier has no particular interest in protectimg
-- if you're looking at my records or you want my records, for example, the phone
company has no particular interest in protecting my privacy rights, and I never {ind out
about it, so | can't go to court 1o protect them. Corrsct?

CAPRONI:
1 don't represent the carriers, but I would disagree with the theory that they have no
particular interest in protecting vour records. In fact...

NADLER:
What is their interest?

CAPRONI: -
In fact, the carriers were diligent in making sure that any record they gave to us they
subsequently obtained a national security letter for.

NADLER:
But wait a minute. But Mr. Fine's report says that in many, many nstances, hundreds
of instances, that never happened.

CAPRONL:
As of night now there are still some numbers that have not received national security
letters to back up the requests.

NADLER:

Well, back up years later after the report. But that's backfiliing. In other words -- and
that's certainly not evidence that the phone companies were diligent in seeking these
things. That's saying that after this report was done someone said, "Wow, we got a
problem on our hands. We better go get these letters four years later, or three years later.”
So that's not evidence of what we're talking about.

CAPRONI:

Respecttully, even though I'm not defending their practice. it is not the case that it was
only after Mr. Fine's report came out that they were attempting to make sure that the
paperwork documentation was appropriate for every record they obtained.

And let me also say...

NADLER:
And you think the paperwork docuimentation should be done and appropriate.

CAPRONI:
And if it's not, the records are going to come oul of our database and be destroyed.

NADLER:
And in this mormng's Washington Post it says, "Under past procedures, agents sent
exigent circumstances letters to phone companies seeking toll records by asserting there




was an emergency. Then they were expected to issue a grand jury subpoena or national
security letter which legally authorized the collection after the fact. Agents often did not
follow up with that paperwork, the inspector general's investigation found.” That we
know.

The new instructions -- which according io The Washington Post were just issued to
the FBI -- tell agents there is no need to follow up with national security letters or
subpoenas. The agents are also told that the new letter template 1s the preferred method --
preferred method tn emergences, but that they may make requests orally, with no
paperwork sent to phone companics.

So in other words, it appears from this morning's Washington Post that instructions are
now being given to the FBI not to bother with any backup documentation after an oral
request to the phone companies for records invading people's privacy.

CAPRONI:

No. Quite the contrary.

The instructions are that it they get information based on an oral request -- and just to
give an example of why that -- when that might be appropriate. If a child has been

kidnapped and the ransom call comes in...
(CROSSTALK)

NADLER:

Oh, I don't -- obviously, in those -- I'm not questioning the need in an emergency like
that for getting records right away. Obviously.

(CROSSTALK)

CAPRONI:
... get them on an oral request.

NADLER:

I don't doubt it.

What I'm questioning is that, according to today's Washington Post, the opposite of
what the two of you are saying is the case and that now they seem to be saying, "Well,
we'll take care of this lack of follow-up by documentation by simply declaring it
utinecessary.”

CAPRONI:

No, Congressman, that's not the policy.

The policy now is that if a request is going to be made on an emergency basis for
records, that has to be documented. It has to be documented in the first instance in the
request. But if there is not time to do that so that you need an oral request, then that has to
be documented to the file, together with the approval for it.

So it is, again, an internal control to avoid the problem that was existing in CAU,
which was "emergency" had become a flexible term...

NADLER:



OK. And I have one final question, and that is 1o Mr. Fine, just a quick clarification on
accessibility of PIN numbers and Social Security numbers of individuals through this
process.

On page 73 of your report, there's a discussion of a potential intelligence review board
violation because an agent accessed a bavk balance by getting a person's bank account
and PIN number from the result of a FISA order.

The agent was faulted for not using an NSL, but was not faulted {or the fact that the
PIN number was readily available,

And the reason I flagged this, because this reference makes clear that through an NSL
or a 215 order the government can secretly obtain the PIN number for someone's credit or
debit account along with their account number and all their identification.

CONYERS:
The gentleman’s time has expired.
Finish.

NADLER:
Weil, what limits are there on this and what protections are there on this power to get
PIN numbers and credit account numbers?

FINE:

The FBI can get bank records and records like that. There has to be predication for it,
and they have to show the need for that.

And that is one of the tools that the FBI has used and can use. And as we pointed out,
that's one of the reasons there need to be controls on this,

CONYERS:

The gentleman's time has expired.

The chair tums to the former chatrman, Jim Sensenbrenner from Wisconsin, whose
letter to the Department of Justice first triggered the inguiries that have flown from this.
And [ congratutate him and recognize him at this time.

SENSENBRENNER:

Well, thank you very much, Mr. Chairman.

Just by way of background, we did some oversight when I was the chair of the
comnuittee, and received a letter in late 2005 that indicated that there were problems with
national security letters. And the audit that the inspector general conducted was as a
result of a provision that I put in the Patriot Act reanthorization that required this audit to
be made, as well as the subsequent audit that Mr. Fine is doing that I'm sure we're going
to talk about extensively later when the report is issued.

I'd also hike to point out that national security letters were not authorized by the initial
Patriot Act in 2001, but have been around since 1986 in legislation that was authored by
Senator Patrick Leahy of Vermont, who is the chairman of the Judiciary Committee on
the other side of the Capitol.



The Patriol Act reauthorization put in a number of civil hberties proteclions relative Lo
national security letters because we knew that there were problems afoot and decided that
even though NSLs were not a part of the Patriof Act, that they needed to have civil
liberties protections,

And T am proud of that work that this committee did, and eventually found its ways
into the Patriot Act reauthorization act which was signed by the president in March of {ast
year.

One of the things, Ms. Caproni, that I am really concerned about is that the Justice
Department, and the FBI in particular, have come to the Congress repeatedly over the last
dozen years asking for administrative subpoena authority, meaning that subpoenas could
be issued without judicial supervision.

SENSENBRENNER:

This Congress has repeatedly rejecied each and every one of those requests.

Now, a national security letter is kind of like an administrative subpoena, although it is
limited to the type of information that can be obtained.

1'd like to know from both ot the witnesses whether the FBI simply turned around and
used NSLs to get huge amounts of information, after Congress said no again to
administrative subpoena authority.

CAPRONI:

No. we didn't.

National security letters are always focused on a particular case. There's no bulk
collection via national security letters.

And while our congressional reporting numbers are off, as Mr. Fine correctly found,
they are not off by an order of magnitude. That is, that we reported that we collected data
on less than 20,000 people a year. While that number may go up, it's not going to go up
to above, you know, 2(0,000.

SENSENBRENNER:
And how can you account for the fact that the number of NSLs that were issued before
9/11 was about 8,000-plus per year, and then it went up to 150,000?

CAPRONI:
I think there are...

SENSENBRENNER:

Do we have that many potential terrorists running around the country? It so, I'm really
worried.

CAPRONI:
I think it's a function of two things.
(CROSSTALK)

CAPRONI:



First off, T think it's a function of the fact (hat, post-9/11, a number of agents were
moved into the counterterrorisin area and the director directed that no lead ina
counterterrorism case would go unpursued.

So there is a directive to agents that they must cover all counterterrorism leads. That's
point one.

But [ think point two was, because we were focusing niuch more on an intelligence-
driven reaction to counterterrorism threats, the toolbox that we were using was focusing
mostly on national security letters, as opposed to the prior reaction, which would have
used grand jury subpoenas to get the same records.

SENSENBRENNER:
OK.
Mr. Fine?

FINE:

I agree with Ms, Caproni. Prior to the Seplember 11th attacks, it was rarely used. There
were delays in getting them, and they were not following the leads that they would have
followed after the $/11 attacks.

FINE:

After the 9/11 attacks, they were attempting to connect the dots, they were attempting
to track down leads. When there are indications from a terrorists overseas that there
might be connections to the United States, they try and follow it.

SENSENBRENNER:

My time 1s running out.

You know, [ just make the observation that one of the things thal gets people in this
town in big trouble is overreaching.

I think that, given your report, Mr. Fine, the FBI has had a gross overreach. What this
does is it erodes support for the function that the FBI does to protect all of us from future
terrorist attacks.

You know, 1 hope that this would be a lesson to the FBI that they can't get away with
this and expect to maintain public support for the tools that they need to combat
terrorism.

Given the way the FBI has acted, I have my doubts. But let this be a wamning.

And my time is up.

CONYERS:
The chair recognizes the gentleman from Virginia, Bobby Scott.

SCOTT:

Thank you, Mr. Chairman.

Mr. Fine, you've suggested that there's some confusion in how to work these things.
There were, as | understand it, representations that there was an emergency when, in fact,



there was no emergency: and representations at grand jury subpoenas had been issued
when, in fact, they had not been issued.

SCOTT:
Is that right?

FINE:
That is correct.

SCOTT:
Has anyone been sanctioned?

FINE:

No, the FBL. as a result of this report, is going and looking at -- a special inspection to
look at exactly what happened with this, how the problems occurred and to determine
accountability. And I think that is appropriate.

SCOTT:
To vour knowledge no one has been sanctioned so far.

FINE:
. Not yet, no.

SCOTT:
OK.

Ms. Caproni, you indicated that we need to change our mindset from criminal
investigation to intelhigence gathering.

CAPRONI:
I'm saying that post-9/11 that's been what the FBI has been charged with doing, is
really not thinking of our terrorism investigations as wholly criminal.

SCOTT:
OK., now, when we use these lefters, are we obtaining information regarding United
States citizens?

CAPRONI:
Sometimes.
SCOTT:
That's a yes?

CAPRONI:
The national security letters...



SCOTT:
Not always, but sometimes.

CAPRONI:
Right, it's about half and haif.

SCOTT: _

You're using this mindset against United States citizens.

OK, when you get all this information, like Social Security numbers and phone
records, how long is this information retained?

.CAPRONL:

The issue of retaining national security -- data that's obtained via national security
letters is subject to a working group that the DN1 is chairing together with the
Department of Justice and that we will participate on in terms of how long we should
keep it.

As of right now, it's subject to the normal archive rules, and so we keep it for whatever
the law under archives requires, which is typically 20 years.

SCOTT:

Twenty years.

Now, how many criminal convictions have you gotten from NSL letters, information --
how much information from NSL letters has resulted in criminal convictions for
terrorism-related offenses?

CAPRONIL:

That was one of the questions that the 1.G. was charged with answering. And I think
deriving it is very difficult, because while nattonal security letters are typically used in
the beginning of an investigation, we don't tag the data, and so tracing it through to know
whether national security data started in a case that ended in an investigation.

SCOTT:
Well, Mr. Fine, can youn answer the question?

FINE:

No, we tried to, but you cannot tell how many convictions resulted. It's not specifically
segregated or tagged or tied. And when we tried to follow it through the system, it was
very hard to do that. So I can't give you a number.

SCOTT:
If somebody said one, would that surprise you? Could you contest that number?

CAPRONI:
I would.




FINE:
[ would think it would be higher, but I can't tell vou one way or the other.

SCOTT:

What information is obtained through NSL letters that could not have been gotten
through going through the normal FISA process, even in emergencies, when there's an
after-the-fact process with the FISA Courts?

CAPRONL:

Anything that we can obtain through a national security letter could be obtained from a
FISA 215 order.

I would tell this committee that I think if you changed the law in that way, you would
be doing grave disservice.

CAPRONI:

It would essentially sink the system.

We issue, as you can tell from the report, thousands of national security letters to get
information. We do not have an infrastructure in place to take every one of those to court
any more than an AUSA i any district has the infrastructure in place to go to court to get
every grand jury subpoena.

It's simply not -- we don't have the infrastructure to do that.

SCOTT:
So you're not getting any information you couldn't get through FISA but just
administratively...

CAPRONT:
Well, the Patriot Act...

SCOTT:
Y ou would have a judge looking at what you're doing and not having a process that
lacks oversight?

CAPRONI:
Congressman, under the FISA statute, Section 215 of the Patriot Act gave us the
authority Lo get an order for any type of record.

SCOTT:

Well, that's what we're talking about.

Mr. Fine, did I understand that in these cases there's an actual ongoing investigation
prior to issuing these letters, or there's not an identifiable investigation ongoing when
they issue the letters?

FINE:




It has to be tied to some investigative file. They have to open an investigative file or a
threat assessment or preliminary inquiry, a full inquiry. 1t has to be tied 10 one of those. It
can't be issued out of a controd file,

SCOTT:
That's what they're supposed to do. Are they doing that?

FINE:
We found that there were instances where they didn't; that they were issued out of
control files and they were not tied to a specific investigation,

SCOTT:
Well, if there's no ongoing investigation, what is the standard for deciding when to
issue one and when not?

CAPRONI:

The standard 1s that it has to be relevant to an authorized investigation,

What Mr. Fine was talking about with the control files is, while it's a difficult situation
to understand, those NSLs were -- in fact, they refated to an authorized investigation.
There was a bureaucratic problem, which nobody likes to hear that it’s a bureaucratic
problem that we believe we have worked out.

Nene of the NSLs that were issued out of control files did not relate to an authorized
investigation. They all were tied to investigations that were appropriately opened.

CONYERS:
The distinguished gentleman from North Carolina, Howard Coble?

COBLE:

I thank the chairman.

And good to have you all with us.

Mr. Fine, your report recommends a number of changes on the FBI's use and tracking
of national security letters. The attorney general issued a press release on March 9th
responding to those recommendations.

COBLE:

And | presume each of you is familiar with that report -- are you not? -- the March 9th
report.

Let me put this question to ¢ach of you: Will those recommendations submitled by the
A.G. restore the FBI's accountability for its use of NSLs?

Mr. Fine, let me start with you.

FINE:

I believe that the response to the recommendations and what the FBI and department is
doing is appropriate.




Is it sufficient? Is it all that needs 1o be done? 'm not sure. We'll have to see what the
results of those steps are.

We ftried to provide recommendations to ensure that these very important but sensitive
tools are used in full accord with national security letter authorities, with A.G. guidelines
and intemal control policies.

They hadn't been in the past. We'll have to see if they are now.

COBLE:
Ms. Caproni?

CAPRONI:

I think we're going to have to work to get the trust of this committee back. And we
know that that's what we have to do, and we're going to do it. . -

COBLE:

Let me ask you this, Ms. Caproni: Can the FBI implement the attorney general's
directions within the four months when the A.G. has requested Mr. Fine to report on your
progress?

CAPRONI:

I hope so. There's some that are going to require some, sort of, interagency work. But,
certainly, we will -- if not, all of them will be fully implemented in four months since we
will have made substantial progress.

COBLE:

And vou may have address this earlier, Ms. Caproni, but let me put it to you in case
vou did not: Does the FBI have any discrepancy or challenge with the report that Mr.
Fine has issued?

CAPRONE:
No. We aceept the report. To the extent we had factual quarrels, we worked those out
and either we perswaded them or they persuaded us.

COBLE:
What do vou think -- you may not be able to respond to this -- what de you think, Ms.

Caproni, are the graatest obstacles that your office faces in implementing the A.G.'s
directions?

CAPRONI:
[ think that any obstacles there are, the director is going to make sure are removed. ]
think it's time, it's energy and effort, and we're going to do it.

COBLE:
[ thank you both for being here.




Mr, Chairman, if T may, I would like to submit for the record the March 9th press
release submitted by the attorney general.

CONYERS:
Without objection, so ordered.

COBLE:
And [ thank the chairman, and [ yield back my time.

CONYERS:
The other gentleman from...

PROTESTER: .
(OFE-MIKE) not any of these FBI (OFF-MIKE)

CONYERS:
I ask the lady to -- no, don't sit down now. I ask vou to please excuse yourself from this
hearing. No visitors can interrupt a hearing in the Congress.

PROTESTER:
(OFF-MIKE)

CONYERS:

Just a moment.

Would the officers escort this lady out please?

The chair recognizes the other distinguished member from North Carolina, Mr. Mel
Watt,

WATT:

Thank you, Mr. Chairman. And [ thank the chairman for convening the hearing,

Mr. Fine, I'm looking on page seven of your testimony in which you indicate that vou
reviewed 293 national security letters in 77 files and found 22 possible violations that had
not been tdentified or reported by the FBI.

WATT:

And I'm trying to extrapolate that, although Ms. Caproni seemed to take some issue
with whether that was a reliable sample.

I'm trying to assume tor the moment that it is, without trying to figure out how many
there would be of the total national security letters that were possible violations.

My formula is I'm starting with 143,000 national security letter requests, on page five.
Would that be an appropriate place to start? Or have you done the extrapolation for me?

FINE:




I haven't done 1t, but there are 143,000 requests. And, as you know, a request -- there
can be multiple requests in a letter, So there are approximately 43,000 letters during the
time period, with 143,000 requests.

So I think the starting point would be about 44,000 letiers during the time period.

WATT:
And if you extrapolated the possible violations out, what would that come to,
according to your math?

FINE:
If you're talking about 7 percent, approximately 7 percent of the 293 had a violation.
So 7 percent of 44.000 would approximately be about 3,000.

WATT:
So vou're telling me...

FINE:
That's quick math; [ hope that's correct, but I think it is.

WATT:
It is possible that my FBI and my people who are supposed to be protecting my
nterests violated the law how many times?

FINE:

Well, I think there are possible violations of either the law, the attomey general
guidelines or the FBI's policies several thousand times if you statistically extrapolate. It
was a small sample.

FINE:
We didn't think it was skewed or biased. But if it held up for the entire population of
files, several thousand, some ntore serious than others, but that's a lot.

WATT:
Ms. Caproni, why ought not our public be concerned about that kind of disregard of
the law and internal process?

CAPRONL:

Well, I think the public should be concerned. We're concerned. And we're going to fix
1t

I would say, as Mr. Fine said, the sort of errors range, sort of, on a long continvum of
seriousness. The most serious errors that Mr. Tine identified were obtaining full eredit
reports in counterintelligence cases.

We have had a concerted effort to find all such errors.

WATT:



That's seven ol the 22 files, where you say they were real serious violations,
Extrapolate that out for me, Mr. Fine.

CAPRONI:
That -- 1 percent...

FINE:

Well, I think, in Ms. Caproni's tesimony, she talked about how -- the level of
seriousness and which were FBI errors and which were company errors, and came up
with the figure that about 1, a little bit over 1 percent of them were serious violations
involving FBI errors.

If you extrapolate that to the entire population, that would be about 600 cases of
serious FBI misconduct.

WATT:
Ms. Caproni, is there some reason that this committee and the American public
shouldn't be concerned about law enforcement violating the law...

CAPRONI:
Again, we are...

WATT:
... 600 times?

CAPRONI:

We are quite concerned about this, Congresstman. And we are making every etfort to
figure out where those errors are, to sequester the material to pull it out of our files, and
to destroy it.

We will also take appropniate action...

WATT:
How many files have you all destroyed, based on Lhis investigation, up to this point?

CAPRONI:
When we identified data that we have...

WATT:
Isn't that a mumber, rather than an explanation?

CAPRONI:
Congressman, I don't know the number. [ know that, when we identified data, we
have...

WATT:
Has the FBI destroyed any files, up to this point, based on this investigation?




CAPRONI:
We destroy data all the time, when we discover it was improperly collected. So, both
outside of Mr. Fine's investigation and he...

WATT:
Have you destroyed any files based on this investigation?

CAPRONI:
Again...

WATT:
Have you destroyed any files based on this investigation?

CAPRONI:
Not a file -- not a file, but we...

WATT:
Have you destroyed any information based on this investigation?

CAPRONI:
Yes,

WATT:
What have you destroyed?

CAPRONI:
The destruction would have been of the full credit reports that were obtained
improperly. And I think there was also some telephone...

WATT:
How many is that, Ms. Caproni?

CAPRONEL
It's not much. It's -- but this process is going forward.

WATT:
Int these 600 cases that you've identified as possible real serious areas, or several
hundred, have -- you intend to prosecute anybody for violating the law?

CAPRONI:
We'll have to look at what the facts are. ['m not going to prejudge what the inspection. ..

WATT:
How long is it going to take you to look at that?




CONYERS:
The gentleman’s time has expired.

CAPRONI:

The inspectors are in the field now, and I think that they will have completed their
inspection visit, which is a sampling process, but that we anticipate that they'll have
completed it within a week or so,

WATT:
You've got 2 more reliable sampling process than Mr. Fine...

CAPRONI: .
No, it's just bigger. It's bigger and it's across all field offices.

WATT:
Thank you.

CONYERS:
The gentleman from California wants an attorney generat for his state.
(LAUGHTER)
Dan Lungren?

LLUNGREN:

Thank you very much, Mr. Chairman.

Ms. Caproni, 1 was one of the ones who have defended the FBI and the Justice
Department in the use of these as we went through legislation the last two years, And to
say that I'm disappointed doesn't give justice to what 1 feel about this.

Mr. Fine has said that this is the result of mistakes, carelessness, confusion, sloppiness,
lack of training, lack of adequate guidance, and lack of adequate oversight. That sounds
like a report about a first or second grade class.

We're talking about agents of the FBI who are lawyers in many cases, who have
college degrees, who have other kinds of education. We're talking about people who have
gone Uwrough the FBI Academy. We're talking about people who presumably have been
trained to go into this. We are how many years past 9/117

And in response to the question, [ believe it was of Mr. -- well, I'm not sure who asked
you this, but whether you could get this done in four months, you said you hoped so.

I hope you'll deliver a message thal we expect it will be done. I imean, because I don't
think if you can't get it done in four months you're going to have to worry about
improving your procedures for NSLs, because you probably won't have NSL authority.

1 just -- [ just want to convey to you how upset many of are who have defended this
program and have believe it is necessary to the protection of our country. And you, the
FBL, have an obligation, yes, to try and find out who the potential terrorists are, but also
to make good on the promise we made to the people of America that the terrorists are not
going to sutceeed by indirection what they can't do by direction, that is desiroy the
Constitution,




LUNGREN:

And I just -- I'll tell you this, [ talked with Mr. Mueller yesterday -- because I've known
him for 30 years. He's "Mr. Fix It.” He goes in and fixes messes. He's done it all over this
government. I've seen his work in San Francisco. I've seen his work here at the
Department of Justice.

If 1 didn't know him, if I didn’t know his record, if 1 didn't know he's the man we put in
many places to fix things, I would have no confidence in the FBI right now.

So I hope you'll deliver a message to all your people that it's not good enough to tell us
vou hope it’s going to be done in four months, I hope you're going 10 deliver a message
that it better be done in four months or you're not going to have NSLs to worry about.

And I say that as someone who supports him and will fight on the floor to have that
authority given to you if there is proper oversight, but 1 probably won't get a majority of
votes on the House floor if you don't fix it.

So can you tell me you're going to do better than you hope to fix it in four months?

CAPRONI:
Congressman, you're absolutely right. Yes, it will be done.

LUNGREN:

T appreciate that.

Now, Mr. Fine, you're the inspector general for the FBIL. [ want to congratulate you on
what you've done. We say -- we take some satisfaction in your carrying out the authority
we gave you, but sometimes that doesn't happen. And we appreciate the job you have
donie here. oo

But maybe you won't want to answer this question. Maybe you can help me: How do
you explain carelessness, confusion, sloppiness, lack of training, lack of adequate
guidance and lack of adequate oversight with the FBI? '

I just turmed on the television last night and watched one or two or three of these shows
that always shows the FBI as baing far better than local government -- that little burr
under my saddle, because I'm a former A.G. of California. I appreciate the FBI, but how
do you explain this?

I'm not sure what would be worse, frankly. At first I was relieved that you satd this:
"And it wasn't intentional action by the FBL" At least we haven't found that.

I would at first been more worried about that.

LUNGREN:

Now, as [ think about this, should I be more worried about the fact that the FBI now, in
something as important as NSLs, has marks of carelessness, confusion, sloppiness, lack
of training, lack of adequate guidance and lack ot adequate oversight?

Is thns exceptional in your experience, in your oversight of the FB1?

FINE:




[ think the FBI worked hard to get these authorities, but didn't take it seriously cnough
putting in controls over these authorities. And [ think there is often a problem sort of
between the receipt of the authority and the execution of that authority. And that's clearly
what happened here. And we were very troubled by it.

We've seen problems in the FBI in terms of information technology. In trying to
upgrade their information technology we've seen problems. But these are difficult tasks
and they are trying to do this as they're changing their nussion.

And, quite honestly, there really is no excuse for it. There is no excuse for it.

LUNGREN:
Did you have any question that the NSLs are of some value?

FINE:
Yes, I do believe they're of value.

LUNGREN:
And that it we lost them, that would be a loss?

FINE:

I believe that they're a valuable investigative tool that are indispensable in many cases
to counterterrorism and counterintelligence investigations. And that's why it is so
troubling that they didn't...

[LITNGREN:
So we better fix this so we don't lose a tool that's truly effective?

FINE:
I think they need to fix it

LUNGREN:
Thank vou.
Thank you, Mr. Chairman.

CONYERS:
The gentlelady from Houston, Texas, Sheila Jackson-Lee.

JACKSON-LEE:

Again, Mr. Chairman, my appreciation for your continuing effort of establishing
transparency in government.

I welcome both of the witnesses here today and recount just a limited history that
troubles me as we find ourselves here today.

I know the good intentions of the witnesses, but certainly I'd need not remind you of
the era of McCarthyism and certainly the role that law enforcement played in that
misdirected era of the United States of America,

As a young lawyer, 1 participated in the investigations into the assassination of Dr.
Martin Luther King and John F. Kennedy right here in this Congress. And what was



exposed was the extensivencss of the co-intel problem of Dr. Martin Luther King,
wrongheadedness, as far as I'm concerned, as it relates to the utitization of protecting this
couniry,

A civil rights leader who happened to be outspoken against the hetnous governmental
acts of segregation and all of a sudden he became a major target of the Federal Bureau of
Investigation, with any number of oflicers -- agents, if you will -- probing and looking
over paperwork that he might have generated.

That smacks, as far as I'm concerned, of where we are today even though, Mr.
Inspector General, you've indicated that it has been without malice, without infentions.

And we all know that there is a phrase that says: A journey to a certain place is paved
on that road with good intentions.

So I'm not very happy as to where we are today because [ argued vigorously about the
extensive powers that we were giving to the president of the United States out of fear.

And one thing that the Constitution reminds us, and certainly in the founding fathers,
who left a tyrannical society to be free, that tyranny can get the best of us. And lack of
control can get the best of us.

So I ask to the general counsel of the FBI: Did you determine what percentages of
those letters that were sent without national security letters generated into terrorists
responses or terrorist incidences or terrorist prosecutions? I'd be interested in that
nuinber.

And why don't you just answer that, yes or no, you have the percentage?

CAPRONI:
I do not.

JACKSON-LEE:
OK. I'd like to get the percentage, frankly.

CAPRONI:

The directorate ordered a special investigation of the whole exigent letter instance, and
we will brief this committee when we have the results of that.

JACKSON-LEE:

And I will join my colleague on the other side of the aisle.

How quickly can you get that information?

This is about protecting the Constitution and securing the homeland, two very
important jurisdictional responsibilities. And I happen to serve on both commiltees,
Homeland Security and this,

So my question is, how soon can you get those numbers? It makes a real difference to
know whether you generated potential terrorist threats that would secure the homeland or
whether or not the FBI was on a fishing expedition.

CAPRONI:
Congresswoman, let me assure you that that group was not on a fishing expedition.




But having said (hat, | understand that my assurance to this committee at this point isn't
worth a lot. The Inspection Division is conducting the inquiry. They know that they have
to proceed quickly. But [ regret I can't tell you when they're going to be done.

But [ will make sure that the director understands that you want it done as quickly as
possible.

JACKSON-LEE:
And certainty we wish the director well. We would have wanted to have his
appearance before this committee, but we do wish him a speedy recovery.

CAPRONI:

Thank you. I'll let himx know that.
JACKSON-LEE:

Mr. Inspector General, I assume you will say to me that you don't speculate, but let me
quickly ask you a question.

And will you be thinking, the general counsel, on this question?

The president signed on the Patriot Act a signing statement, which indicated that he
was going to interpret or have the act interpreted in a manner consistent with the
president's constitutional authority to supervise the unitary executive branch and to
withhold information. ,

Just be thinking about that. And I want to know, did that give you a free ride? That's
why [ have legislation that indicates that agencies should not be runming, | must say,
amuck because of the signing slatements,

Mr. Inspector General, what vou looked at. And vou've said it has not been intentional,
Help me out, however. Don't you believe there should be restraints put in place, strictures
put in place? And might the Patrtot Act be entirely too broad to even be a valuable took
that would restrain people in balancing both security and, as well, balancing civil
liberties?

FINE;

[ do believe that there needs to be controls. 1 do believe that there needs to be a
balance, a balance of effective tools to prevent terrorism; at the same time, effective
controls on the use of those tools.

And what was most troubling to us was that those controls were not implemented and
not followed. And I share the concerns expressed by the members of this commitiee, and
that's why we did the report.

FINE:

We were not -- we were not restricted or limited in what we did.

And I know there was a presidential signing statement, but the department did
cooperate with us. We did provide all the information that we had. We provided it in the
most unclassified way we could, and the department actually did unclassify a fair amount
of this information so that it could be fully aired.



And we also provided a classified report o this committee and other committecs
describing the additional information.
So we did what we could to identify the problems in this program.

CONYERS:
The gentieman from Florida...

JACKSON-LEE:
Mr. Chairman, could I just let the -- can she answer yes or no on the signing stalement?
Would you indulge me?

CAPRONI:
The signing statement had absolutely no impact on how we interpret our nattonal
security letter authority.

JACKSON-LEE:
I thank you.

CONYERS:
The gentleman from Florida, Mr. Ric Keller?

KELLER:

Thank you, Mr. Chairman.

Ms. Caproni, let me begin with you.

If the FBI didn't have national security letters as an investigative tool, you could get
the same information via prosecutor through a grand jury subpoena or by going before a
FISA Court and getting a court order, isn't that correct?

CAPRONI:
Yes.

KELLER:

And the concern that you have with those two options is that you essentially don't have
the manpower -- [ think you said it would, sort of, sink the system.

CAPRONI:

I was responding to a suggestion that all of these should be ebtained via court order. If
that were the law, that would create substantial obstacles 10 our national security
program.

KELLER:

But that's why you aren't using in all cases the grand jury subpoenas or the FISA Court
orders, because you don't have the manpower to do that and still do your investigations.

CAPRONI:




I would say it's perhaps slightly more nuanced than that. On grand jury subpoenas,
there are cases where we don't have a criminal case open, 0 a grand jury subpoena is not
an option.

Further, the whole philosophy of making sure that you're thinking -- we're thinking
from an intelligence perspective rather than immediately cutting to the chase ol a
cniminal investigation encourages agents to use national security tools versus criminal
tools. The grand jury subpoena is a criminal tool.

KELLER:

All right, let me follow up, because the challenge we have is getting this in the strike
zone. We want you to have this information that you need as an investigative tool, but we
want there to be some sort of check on your authority. And if you use the grand jury
subpoena, for example, to get my phone records, I have the ability to move to quash that
subpoena and have a judge hear it, correct?

CAPRONI:
You only have the ability to do so if someone tells you that the subpoena has been
served, which is not the typical route of a grand jury subpoena.

KELLER:
OK, or if you went before a FISA Court, you have a set of eyes through the FISA
Court judge looking at it, correct?

CAPRONI:
That's correct.

KELLER:

In terms of using the national security letter, let's say you served it on my phone
company, the phone company's not necessarily looking out for my personal privacy
interests, and so there's not a set of eyes looking at it, at least from an individual's
perspective, right?

CAPRONI:
And, again, that's the same as with a grand jury subpoena, that's correct.

KELLER:
So all we have really 1s our inspector general as a check on the controls to make sure
that you're applying it in an appropriate way.

CAPRONI:
Well, again, [ think this report has told us we internally have to do a far better job at
making sure that we are maintaining internal controls over the use of this tool.

CAPRONTI:




I fully expect Mr. Fine to come back to visit us in future years, and will dutifully take
us to task if we have not accomphished that.

KELLER:

All right.

And, Mr. Fine, imagine a housewife in Orlando, Florida. And she does absolutely
nothing relevant to terrorism or espionage. She's never met or spoken with a terrorist or a
spy.

Based on your investigation, does she have any reason to worry about national security

letters violating her privacy, by looking at her phone records, bank records or Internet
search records?

FINE:

1 think that there are times when the FBI fooks for telephone records of potential
terrorists and looks to see who they've contacted or they've been in contact.

Now, it could be intentional contact; it could be inadvertent contact. And as a result of
that contact, there can be efforts to look and see what telephone numbers have been
called.

Now, if they have had no contact whatsoever with the subject of a potential terrorist
investigation, it's less likely that there will be -- the records would be obtained here.

KELLER:

Well, in framing my question, [ said no contact, either writing or spoken.

So let me ask you, based on your investigation, were there any situations where you
saw national secunty letters being used when there was no relevance whatsoever to
international terrorism or espionage?

FINE:

We couldn't, in our review, look at all the investigative case files and say, "This was --
there was an adequate predicate; there wasn't an adequate predicate.”

We looked at how they were used and whether on their face they were improper. So it's
impaossible for us Lo say that the relevancy standard was met.

One thing that we did find, however -- and [ would note this -- is that, in many cases,
the counsel of the FBI field offices, either the chief division counselor or the assistant
counsel, did not aggressively and independently look tor that. And they're the ones who
should be checking on that. They're the ones who need to be sure that there's adequate
predicate tor this investigation.

And we saw, in many cases, that didn't happen, that they acceded to the wishes of the -
- or the arguments of the case agents or the special agents in charge, wlthout
independently and aggressively looking at that...

KELLER:

Let me cut you off there because I have one final question.

Ms. Fine (si¢), can you give us an example to help make your case, if you have one, as
to what's a scenario where a national security letter is your best investigative tool
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To: \\\// From: General Counsel

‘Re’: /L{N\ 27B-HQ-C1229736-VIO, 12/28/2006

LEAD (s) :

Set Lead 1: {Action)

{(0) The field should contact the carrier and ask
whether the improperly or unintentionally acquired information
should be returned or destroyed, with appropriate
documentation to the file.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC
(U} Read and clear.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U} As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB} Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the I0B, tegether with a copy of the 0GC
opinion concerning the basis for the determination that IOB
notification is not required.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: RQUTINE Date: 01/12/2007
To: General Counsel Attn: NSLR
bé
From: Inspection b7C
Internal Invegtigations Secrion. TPU, Room 3041
Contact: CRS |Ext
Approved By: Miller David Ian‘D‘Mum %\ ALL THFORMATTON CONTAINED
y ' HEREIN 1% UNCLASSIFIED
Drafted By: | lkas DATE 05-30-2007 BY 65179 /DIH/KSR/RV
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
b2

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2569

OGC/I10B# 2006[::::]

Synopsis: (U) To report a potential Intelligence Oversight Board
{IOB) matter to the Office of General Counsel, National Security
Law Branch {(NSLB).

Reference: () 278-~HQ-C1229736-VIO Serial 1517
278-HQ-C1229736-VIO Serial 1586

Details: (U) The Interpal Investigations Section (IIS) received b2
an EC frod ' ldated 07/03/2006, reporting a LIE
possible 10B error. Based upon a review of the referenced EC it

1s the IIS’'s opinion the incident described therein is

administrative in nature. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE B2 Date: 01/17/2007
b7E

To: Attn: SAC {Personal Attentiocn)

From: Inspection b6

Internal Investigations Section, IPU, Room 3041 biC
Contact: CRSI I Ext :

. . DECLASIIFIEDR EY ES179/DMH/EIZR/RW
Approved By: Miller David Ian WM O 05-30-2007

Case ID #: (Uy 263-HQ-0-U - 678 [(Pending}

Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/118 TRACKINGH 2569 b2
ocC/10B# 2006 ]

Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board {(IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at T1IS.

Enclosure{s) : (U) 278-HQ-C1229736-VIQO Serial 1517

Reference: () 278-HQ-C1229736-VIQ Serial 1517
278-HQ-C1229736-VIQO Serial 1986

Details: (U) Upon review od Icaptioned report b2
of a potential IOB violation, IIS did not find the matter b7E
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/0OGC EC, dated 11/16/2006
{278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WREN SEPARATED FROM CLASSIFIED ENCLOSURE.
*"
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DATE:

TO:

FROM:

SUBJECT:

Lin. Bepartme  f Justice

Office of the Dispecios Toov7ed

[E I N I T Rty

January 29, 2007

Kenneth W, Kaiser
Assistant Director
Inspection Division ALL FBI INFORMATION CONTAINED

igati I¥ I3 UNCLASSIFIED
Federal Bureau of [nvestigation IE:EA% p5-30-2007 BY 65179 /DI FER/RY

Glenn G, Powell
Special Agent in Charge
Investigations Division

b6
OIG Complaint No. 2007002618 B¢

. b2
Subject:| N

FBI No. 263-0-1-678
CMS No. 2569

I:] We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not reguired by the

OlG.

[]

This matter is referred to your agency for investigation. Please provide the OIG

with a copy ol your final report on this matter.

D This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identitying information may have been redacted from the attached O1G Report/Relerral pursuaint to § 7 of the
1C Act or becadse an individoal has {3} requested confidentiality or (b) expressed a fear ol reprisal. I you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspecior General for lavestigations.

Piease be advised that, where adverse action is not contemplated, the subject of an investipation does not have @
right to have access o an (UG Report/Relerral or to the identities of complainants or witnesses, and that, jn all

cases, complainants and witnesses are ensitled 1o protection from reprisal pursuant o the Inspector General At
and the Whistleblowcer Profection Act.

Adtachment
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Complaint Form

CIG NOES’-EOO":’—SDZG'LS-M

i
Recelved By:l l Date Received: 01/08/2607 How Received: A
suBJECT: | B SSNO: | ]
Title: Sh Pay Plan:| 1 S | [
Component: FBI EOD Date:| _ i Alien Ko.:
MisC: F.B.I . No.:
Home : | B.O.¥.No. :
Phane: {} - ZIP: D/L Ne.:
Worw: o, Otfenses: &8%
Ph ne: (202 ZIP
SUBJECT:[ ] SSNO:I I
Tille: SSA Pay Plan: £.¢.3.: ]
Component: FBI EQOD Date: flien Ne.:
Misc: F.B.I.No. : bb
Home ; ] B.O.P.NO. : piIC
Phone: () - ZIP: D/L No.: b2
Work: |, Cffenses: &89
phone : azoz)i_____—_J Zip
COMPLATNANT | | SSNO - | J
Title: SSA pay Plan:[ ] n.oLR |
Componsnt: FBI ECD Date | J Alien Wo.
Misc: F.B.1l No.:
Heme: | | B.0.P.No.:
Phone: {} - ZIP:I I D/L No.:
Work:

phone . 1200 [ ]

Corfidential:

ZIP:
Revealed:

Authcrity: none

Cetails:

Information provided by the FBI/
recelved lntormation. I0B #2006

istring an autherized investigatl

oowigs

it

Po the 1038,

INSD re?orting a potential [OB matter involving improperly

on, the rBI properly served a Ratilonal LSecurity Letrer {MNIL:
¢rnoa cehmunlcations proveder for informaticn regarding

In respcnse, the FBI obtained information beyond the scope of the NSL. The FBI
sevision adentified vihe oroblem and indicated that the unaulhorized L

seg safopnatson has et been
analyzed or added to any databases and has been sequestered with[ii::::i:if:]CDC.

is the opinion of the Office ol Lhe Gepneral Counsel thab this mattear need nof be reported

LISy

the target of wne FEI invesLiyabtion.

e 122
ALLECATIONS: 689 1I0B Viclation £7E
Qccurrence Date: Q6/08/2006 TIME:
CTTY:I ! State 2ip:

—

DISPCSITION DAETA: Disposition: M

Date: Q170872007

Peferred te Rgency: date Sent:
Fatr oL Acn: N Tivil Rionts: pN
Sensitive: N Whistleblower: p

adpproval: POWELL, GLENN G
r_'nuu

Comporent: FBI

Component HNumbcy: 263 0 U 678, 2569

Consolidated Case Humber:

ALL FBI INFORMATIGN CONTAINED
HEREIN I3 UNCLASSIFIED
LATE 0e-06-2007 BY 65179,/DMH/ESR/RW
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OYG - THNVESTIGATIONS DIVISION - Complaim. Foorm o716 NO 683-2007- 002618 -M
R — I
Femarks :

Predicating material contains classified information that

will be stored in a secure
contairer within QIG/INV/HO.

1/29/07 - Sent to AD Kaisey, FEL/INSD. {yht)
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FEDERAL BUREAU OF INVESTIGATION

Pracedence: ROUTINE Date: 10/25/2006

To: Office of the General Counsel
Attn: NSLB

Room 7947
Inspection Internal Investigations
Section |
Room 3041
Cyber SSA] ]
C3IU-1 ALL INFORMATION CONTAINED
Room 5931 HEREIN I5 UMCLASSIFIED EXCEPT
WHEFE SHOUN OTHERWISE
From: | 1 |
Contact: SH ]
Approved By: DATE: 05-30-2007
CLASSIFIED BY S&179/DMH/ESR/RT
REA3ON: 1.4 (=)
7 T DECLASSTIFY ON: Q5-30-2032
Drafted By:
U “Cgﬁe ID #: 278-HO-C1920735. urn-! {Pending) E;E
{Pending) b7A

(UjmwTitle:w” INTELLIGENCE OVERSIGHT BOARD
(IOB) MATTER

(ay - SYnOPSis‘““Eﬁi To report possible IOB violation.
Deg i On: 1 b7A

(51 X 2
__Reference: g/ | b7A

41}
Details:

bl
RID
LA

me063001.ec sgd}@*

s v /5/71/

RS 2//04] o b6
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gy To: ffice of the General Counsel From:
Re: 278-HQ-C1229736-VIO, 10/25/2006

(3) b1

7D
b7A

{S)

bl
b6
bIC
b2
b7E
b7A

bl
L6
b7C
b7D
b2
b7E
bBTA

(s) |

k1l
=1+
biC
hiD
k2
bTE
b7A
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- . To: Qffice of the General Counsel From: ng
Re . ><l 278-HQ-C1229736-VIO, 10/25/2006

hG

b7C

analysis of the material. SA then reported the matter to b2

I Ssﬂ As per the NSLB guidelines, this b7E
cati een prepared, _

(s) |

bl
bé
b7C

b7E
b7D

SE%’I‘
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SECQRET

To: Office of the General Counsel From: pIE
Re: >< 278-HQ-C1229736-VIO, 10/25/2006

LEAD({(s):
Set Lead 1: (Info)
OGC (NSLB)

AT WASHINGTON, DC

(U) Please provide guidance as to how to handle
overreported information.

Set Lead 2: (Info)
CYBER

AT WASHINGTON, DC

{U} Read and Clear.

Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Please provide guidance as to how to handle
overreported information.

*»
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/12/200¢

b2
b7E
To: Attn: beé
b1C
Counterintelligence Attn: S$SAa C3IU-1
Inspection Division Attn: IIS, CRS

ALL INFORMATION CONTAINED
HEFEIN IS5 UNCLASSIFIED EXCEPT

From: Office of the General Counsel WHERE SHOWN OTHERWISE
NSLB/CILU/Room 7947 /
Contact: AGC' 1
Approved By: Thomas Julie F )

DATE: ©5-31-2007

CLASSIFIED BY £3173/DMH/ESR/RV

. B ' REAZON: 1.4 (2}
Drafted By: l [0[ gq DECLASSIFY ON: 05-31-2032

Case 'ID #: D&} 278-HQ-C1229736-VIO Pending)

Title: .. INTELLIGENC IGHT BOARD b2
MATTER 200

Synopsisi” reguested that

the Office of the General Counsel (0GC) review an incident and
determine whether it warrants reporting to the Intelligence
Oversight Board (IOB). It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

(uy Deriv —G-3
De y On?

Admiﬁiétrative:“:}Si; This electronic communicati (EC) contains
information from?! the EC dated 10/25/2006 frorlﬂto 0GC
reporting a potential IOB martter.

Reference: W) 278-10-C1229736-vio Jeuel (119Y
ssc‘xr
03004 REVIEW | OaTE. 18y b -

Fill INVESTIGATION: .
QI6/DC INVESTIGATIOR: 7

Ay,

b2
b7E

b2
b7E




b2
ss}éﬂ | h7E

To: from: Office of the General Counsel
Re: 278-HQ-C122%736-V10, 12/12/2006

, b2
"Dé't'ails:”">:< By EC dated 10/25/2006 Irequested that OGC b7E
review an incident and determine whetheér 1t warrants reporting to

the IO0B.

(5]

b1
k2
LR
b7A

b1l

b7E
b0
b7A

(s)]

bl
b2
b7E
b?D
bé
b7C
L7A

(3} |

bl

&
bL7E
b
b7
b7D
b7a
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To: From: Office of the General Counsel b78
Re: JIE-HU~Cl2Z2/36-VIO, 12/12/2006

(U} Section 2.4 of Executive Order (E.Q.) 12863,
dated 0%/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively} repcrt tc the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive corder or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Qversight
Zoard (PICB). By longstanding agreement between the FBI and the
10B {and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
{NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.0. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.3. persons. Violations
cf provisions that are essentially administrative in nature need
neot be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the I0OB may review them upon request.

(U} ©On 03/28/2006, the FBI's National Security Law
Branch (NSLB)} sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to

an NSL must be reported to the FBI OGC, but are not reportable to
the I0B.

(U) In the instant case t collection of information
by the FBI was not the fault o;flonce the case agent
discovered that he had received Intormation beyond the scope of
the NSL request, the case agent immediately sequestered the

information, placed the information in a secure safe and reported
the matter to 0GC. ’
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To: From: OQffice of the Generel Counsel b7E
Re: "ZTI8-HQ-CIZ779750-VIO, 12/12/2006

LEAD({s):
Set Lgad 1t (Information}
INSPECTION

AT WASHINGTON, DC

{0} For information.
Set Lead 2: {Information}
COUNTERINTELLIGENCE

AT WASHINGTON, DC

() For information.

Set Lead 3: (Action)

A b2
] b7E

{U) For action deemed appropriate.

ce: l1- Ms. Thomas
]__
1- hé
1- I0B Library ' b7C
+4
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007

To: General Counsel Attn: NSLB

From: Ins?igziﬁgl Invesii } ' PU, Room 3041 EEC
Contact: C‘RSFLLQM—M—'I E:x{'.:l

ALY, INFORMATION CONTAIMED

HEREIN I35 UNULASSIFIED
DATE Q5-31-2007 BY 65179 /DMH/KSR/RW

Approved By: Miller David Iaqxudﬁb‘

Drafted By:

< Case ID #: (U} 278-HQ-C122%736-VIO {Pending}
Title: (U} INTELLIGENCE QVERSIGHT BOARD MATTER
INSD/1IS TRAC 55 b2
OGC/IOB# 2007
Synopsis;: (U) To report a potential Intelligence Oversight Board

(IOB} matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VIO Serial 1794
278-HQ-Cl228736-VIO Serial 1987

Details: (U} The Internal Investigations Section {IIS) received

an EC from| dated 10/25/2006, reporting a

possible IOB error. Based upon a review of the referenced EC it b2

is the I1$'s opinion the incident described therein is b7E

administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE pate: 01/17/2007
To: : Attn: (Personal Attention) |2
<3
From: Inspection b7C
Internal Inv i ions Section, IPU, Room 3041
Contact: CRg IExt.
Approved By: Miller David Ian% DECLASSIFIED EY 6517G/DMH/LSR/FW
1 0N 0$-31-2007
Drafted By:
Case ID #: (U) 263-HQ-0-U - 682 (Pending)
Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/1IS TRACKINGH 3155 b2
OGC/IOBRY 2007
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB} violation has been reviewed by
the Internal Investigations Section (II3), and 1is not considered
willful misconduct. This matter is recturned to the field for
corrective action as appropriate. Case closed at IIS.
.354 DerT m
{up - On: 7
Enclosgure(s): (U) 278-HQ-C1229736-VIO Serial 1794
Reference: (m 278-HQ-C1229736-VIO Serial 17%4
278-HQ-C1229736-VIO Serial 1987
Details: (U} Upon review of captioned E%E

report of a potential IOB violation, ITS did not Lind the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

{U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/0OGC EC, dated 11/16/2006
(278-HQ-C1229%736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/30/2006
To: General Counsel Attn: NSLB
Inspection Attn: 118
Counterintelligence Attn: CD-2A, Room 4133
Attn: CD
From:
Contact: SA Ll INFORMATION CONTAINED

Approved B?:

HEREIN I3 UNCLASSIFIED EXCEPRT
WHERE $HOWN OTHERWISE

Drafted By:
. :"I.:t -y
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) — { /"
(U} 274 C7e104a [Noadd ned LT T
1
o (8) DATE: DS-31-2007
CLAZSIFIED BY 65179 /DMH/KSR/RW
i : MATTED Thny
T;tleu.:ygi POTENTIAL TOn DLVING ¢ penoni o BT 6%
. SA b7C  DECLASSIFY ON: 05-31-203Z
SSA
Synopsis; ~TT:. OB regorticg of carrier e

(U)

bl
béa
biC

‘Details:

S - ""---.__
LY veriv :
Declassi :

2031

Reference: (U} Conversation with CDC

on 10/18/2006.

in o35}

response

;}ﬁ{; The following informatjion is heing hrnvidgT
e quarterly EC from CDC

k7C

requesting Intelligence Oversight Board reporting be brought
to the attention of the OGC and Inspection Division.

() |

8E T

WE ]M "["l[ﬂw

ho
b7C

/01




SEGRET
b2

To: General Counsel From: - bIE
Re: (U} 278-HQ-C1229736-VIO, 10/30/2006

bl
L&

(83| b7C

bl
(sf linitially requested NSf. subam*_i..bﬁr -

4
information |

b7E
bé
b7C
P —
JQJ xqceived a reply to the NSLI |

| } In addition tol |
g H
I ] were received. bl
Elﬂﬁg;mg;igﬁ_received was incorrectly given by E%E
nal information was requested. Non

| Eeceived have been uploaded_into ACS or b7D
placed in the file of the s ‘ |

ned I |
[:ifftffffrmis:ake 18 being reported within the mandatory 14-
ay reporting period.

sefker




b2
b7E

SReEET
To: General Counsel From:
Re: {u) 278-HQ-C1229736-VIO, 1G/30/2006

LEAD (a8) :
Set Lead 1: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{UY Information is being provided to NSLE for
whatever action is deemed appropriate.

Set Lead 2: (Action)
INSPECTION

AT WASHINGTCN, DC

(U) Information is being provided to IIS for
whatever action is deemed appropriate.

Set Lead 3: {(Info}

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U} At CD-2A: Read and clear.

Set Lead 4: (Action)

AT |

(U} Information is being provided to CDC for
whatever action is deemed appropriate.

*"

s%é-r

3




a__
(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/12/2006
To: Attn: SAC
CcbC
b2 SA
e Counterintelligence Attn: SSA CD-2A
b7C
Inspection Division Attn: 113, CRS

ALL INFORMATION CONTAIMED

. HEREIN IS UNCLASSIFIED EXCEPT
From: Cffice of the General Counsel WHERE SHOWN OTHEEWISE

NSLB/CILU/Roop—21847
Contact: AGC

Appreved By: Thomas Julie ﬁEﬁJAJ

= DATE: 05-31-2007
| CLASSIFIED BY 65175 /DMH/KIR/PU
FEAZON: 1.4 (c,d)
Drafted By: | C DECLASSIFY oN: 05-31-2032
Uy - Ca-se---ID--#-:“-)s( 278-HQ~C1229736- VIO/ endlng}
LUy LoTitler INTELLIGENCE_OVERSIGHT BQARD b2
MATTER 200M
([]Jw.~8ynopsisf'” Field Office requested that
the Office’of 'the General Counsel (0OGC) review an incident and
determine whether it warrants reporting to the Intelligence E%E
Oversight Beoard (IOB). It is the cpinion of OGC that the :

incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

(U} DET rom - =
De Ty T 1
(U} - Administrative:. This electronic communicat) ) contains P2
information froms the EC dated 10/30/2006 fromififf:ifto OGC HIE
i[]) reporting a potential IOB matter. '
mRefeféncet-:}éz 278-HQ-C1229736-vIo -1798
(U} -~ Details: By EC dated 10/30/2006 requested that 0GC
review an’incident and determine whetl€r 1T warrants reporting to
SERRET
B B S b6 | i}
01G/D0J REVIEW: PATE: - -2 b7C
FBI INVESTIGATION:__© yal
OIG/00J INVESTIGATION: 7




(8}

{5}

'f%#%*lﬂE'J'

SEC
b2
To: [::::::]From: Office of the Ceneral Counsel b7E

Re: Z278-HQ-C122%9736-VIO, 12/12/2006 .

(S) Upon review ¢f the dggumepnts provided tol J
it was learned that the information provided, pursuant to
the NSL, exceeded that which was requested. The error by[;f::::;:]
was apparently a misunderstanding on its part as to the nature o

the request, since requests for ]information and
subscriber information are requested separately by the FBI,

L”MW"m'”'”':Rfi'r-—_—_‘1reported that trey returned |

(U} Section 2.4 of Executive COrder (E,O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FB1,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order cr Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the I0B was known as the President's Intelligence Oversight
Board (PIOB}. By longstanding agreement between the FBI and the
I0B (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
{(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.Q. 12333, dated 12/04/1981,
1f such provisicon was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request,

(U} On 03/28/2006, the FBI's National Security Law
Branch (N3LB) sent a letter to the Counsel for the IOB requesting
thelr concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report

bl
L6
BIC
h2
b7E
b7D

bl
b2
b7E
b7D
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(8)

&

szﬁ%
bz

To: From: Cffice of the General Counsel b7E
Re: 2783-~-HQ-Cl2298736-VIO, 12/12/2006

any improper collection under an N3SL as a potential I0B matter,
By letter dated 11/13/2006, the Counsel to the IOB agreed that

‘third party errors in the collection of information pursuant to

an NSL must be reported to the FBI OGC, but are not reportable to
the ICB.

e -~~~’mEﬁ{; In the instant case f < ction of information
by the FBI”"wasd not the fault of FBI

Once the case agent
discovered that he had received informeation beyond the scope of

the NSL request, the case agent immediatelf se?uestered the

information, returned said information to and reported the
matter to 0OGC.

bl
b2
b7E
b7D




SECpE

To: [:;:;;;ETOm: Qffice of the General Counsel
Re: 2Z7/B-H0O-C1l229736-VI0, 12/12/2006

LEAD(s):
Set Lead 1: {Information)
INSPECTION

AT WASHINGTON, DC

(0) For informaticn.
Set Lead 2: {Information)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(Q) For information.

Set Lead 3: {Action)

A

disclesures in the future.

cC: 1- Ms. Thomas
1- b6
1- b7C

1- OB Library

+*

o _ SECKET

b2
hiE

bl

bLIE
b7D

to ensure that the

. [ o remestea od
appropri cols are in place to prevent similar types of




(Rev 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007

To: General Counsel Attn: NSLB s

_ L7C
From: Inspection

Internal Investi ] i IPU, Room 2041
Contact: CRS Ext |—_____|

Approved By: Miller David Ia;hu.ua- %}%t g;iig?%ggﬂsggggﬂm

Drafted By: [ I LATE 05-31i-2007 BY &5179/DMHAKSE /R

Case ID #: {(U) 278-HQ-Cl228736-VIO {Pending)

Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC 158 b2
OGC/10B# 2007

Synopsig: (U) To report a potential Intelligence Oversight Board

(ICB) matter to the Office of General Counsel, National Security
Law Branch (NSLB}.

Reference: (U} 278 - HQ-C1229736-VIO Serial 1798 b2
278 C76104 Serial 450 bTE
278-HQ-C1229736-VIQ Serial 1988

Details: (U) The Internal Investigations Section (IIS) received
an EC fro ivision dated 10/30/2006, reporting a possible
I0OB error. ased upon a review of the referenced EC it is the
IIS's opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

+*4




Rey (1.3

1-2003)
sECBIE/ /20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007
Tos Attn: SAC (Personal Attention) b2
b7E

From: Inspection b6
Internal Invegtigations Section, IPU, Room 3041 b7C
Contact: CRS | Ext:

Approved By: Miller David Ian DECLASSIFIED BY £5179/DHH/KSR/RU

] O 05-31-2007
Drafted By:
Case ID #: (U) 263-HQ-0-U - 683 (Pending} b2

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3158
OGC/IOBH# 2007

Synopais: (U} To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS}), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at 1IS.

From : G-
Decla ¥ 0117

Enclosure(s) (Uy 278-HQD-C1229736-VIO Serial 1798

Reference: (U) 278-HO-C1229736-VIO Serial 1798
278 76104 Serial 450
278-HO-C1229736-VIO Serial 1588

Details: (U) Upon review of[::::;gtuvision’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to cur attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570}).

THIS EC 18 UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

sgaﬂfsfr//mnon?
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b7E




U.S. Departime. »f Justice

Office of the Inspector General

Wigshingron, DO 20530

DATE: January 26, 2007

TO: Kenneth W. Kaiscr
Assistant Director
Inspection Division
Federal Bareau of Investigation

ALL FBRI INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
FROM: Glenn G. Powell DATE 0S-31-2007 BY 65179/DMH/KSR/RY

Special Agent in Charge
Investigations Division

SUBJECT: O1G Complaint No. 2007002584
Subject] |
FBI No. 263-0-U-683
FBI CMS No. 3158

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of vour findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OlG
with a copy of your final report on this matter.

[

This complaint will be investigated by the OIG.

L

IMPORTANT NOTICE

tdenbilying information may have been redacted irom the attached O1G Report/Relerral pursuant to § 7 of the
1G Actor hecause an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1 you
behieve that it is necessary that redacted information be made available to your Agency, you may contacl the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have 3
right ta have access to an QLG Report/Referral or to the identitics of complainants or witnesses, and that, ig all

cases, complainants and witnesses are entitled to protection from reprisal pursvant to (he Inspecior General Act
and the Whistlebtower Protection Act.

Attachment

b6
Wi
b2
b7E




ITRVESTIGATIONS

DIVISIOHN - Complaint Farm GIG HO

b2

52584 K

HES-Z007-

Nate Received: 01/308Bs2C07 ilrw Received: A

suparse:| ) SSH0:
Pit.ie: 0A Pay Flan: D.OLVE.
lomponent: PRl FOD Baro: Alien No,:
jisn: F.B.I.No.

fme e B.O.F. Mo,
Shoner {y - LIPI I DAL N

. . CGifenses: 6832

hmnag (202:] ZIE:
sUaIECT: | | S8HO:
Tivle: 854 Pay Flan;: D.o.2.: b6
cmponent: FRT =00 Date: Alien No.o: B7C
Rt F.B,I.Ho.: b2
ierm s | _J R.O.F.Ne.
hone: () - TP D/L MNo.:
lark: , , COffenses: 683

IOMPLAIK%NT:I I SSNC:

itle:r ATTY ray Flan: D.0.B.:
omponenl:s F3T 0D Cate: Alien Neo.:
lise: F.B.L . Ho,

lome [ __J B.O.F.Nc.:

agne () - I D/L No.:
ork:
rone: (202}' AP . .
ot idencial: Revearoed: Authcrity: none

L A
vetalls: f31~~ T b2
The FBI provided informatEbh'feqardingln potential ICB matter (2007[:::::]
— b1

The
the NSL provided toll records. bene of the toll reccrds were upleaded inte F21 databases
ard

period.

lational Sscurity letter (NSL) raquested subscriber information, however the reply to

trg erroneously provided information was reperted within the mandatory 14 day reporting

It is the opinion of the Qffice ¢f The General Counsel that this matter need not he repcrted

oo the IOB.  dz) -
wLECGATIONS: 689 108 Violation
wemLrrence Date: b2 TIME:
T bi1E Stazne:

Zip:

LZPCSITION

DATA: Disposition: M Date: U1/25/2007 Approval: POWELL, GLELN G
Yieer

nfarred to Agency: Date Sent: Compconenrt: FBI
‘ALrict Act: N Civil Riahts: H Component Number: Z€3-0-U6B3, 3158
ensitive: N Whistleblower: o Consolidated Case Number:

DATE: 05-31-2Z007

FEI INFO,

CLASSIFIED EY 65175 /DMH/FSR/EN

FEASON: 1.4 ic)

DECLAZBIFY OH: OS5-31-2a32
fTa=n~ 1 of 7 Dvimrad T ST ST 2.t




¥ o= TMUVESTIGATIONS DIVISION - Cormplaint Form OIG HNO. GRG=-ZCOT-D0LS584 -

Remarng:

Lreditating material contains classified irformaticn that wile: bpe mainteinzd an a secure
conmLsatner within OIG/INV/HD.

21/260/07-%ent Lo Kaiser/FBI/INSD. {d=z)

Erar 7 oof 2 ) Printed 0173672007 PR




FIX967 (Rev 03 21-2005)

SEﬁ‘ET
FEDERAL BUREAU OF INVESTIGATION i
Precedence: ROUTINE Date: 05/03/2006
To: Inspection Attn: IIS, Room 11B61
General Counsel Ve Attn: NSLB, Room 7975
N St
From:
b2 r
L7E Contact: SFO |
kb - DATE: 05-31-2007
P7C  Approved By(l. CLASSIFIED EY 65179 DMH/KSR/RY
REASON: 1.4 (c,)
Drafted By: DECLASSIFY af: 05-31-2032
(W
Case ID #: - 278-HQ-C1229736-vI0-1395 ALL TNFORMATION CONTAINED
T HEFEIN I35 UNCLASSIFIED EXCEPT
Title: ()’ b6 VHERE SHOUN OTHERWISE
SSRE I bic
{U) INTELLIGENCE OVERSIGHT BOARD {IOB) EZRROR
Sjﬁoééihigzéi: To report possible IOB error, unauthhorized,
unintentidnal collection of information.
Details:
bl
b2
bre () 1.
L6
b7C
(sy 2.
iU?“”)ﬁ} 3. Possible IOB Error: Unintentional collection of
infoermation.
31 =)
: I
3 4, Description of IOB Error {including any repérting
U) :égi;yg). Financial records were furnished , pursuant to-a National
(é) . Security Letter (NSL) for individuals other than the subject of the
"N3L.
~ ‘
SC Matiec flim lﬁf@wff[?/" ¥ SE?'fT

Chs

ofoslar




sz@ﬁm
(i '
b2 :

LTE

bl
bé&
bicC
L7 D

b6

b7C

bl
hé
b7C
b7D

b&
b7C
L2
L7E

To: ngpection From: f{
Re: ~(&) 278-HQ-C1229736-VIO, 05/03/2006
(3) A National Security Letter for firancial recnrds ~Ff
r_cantianﬂd—suﬁject was requested
(s |
sl |
(U) TﬁjRecords were received by writer and held until the analysis
of those records was able to be conducted. During the course of the
analysis writer found records that were in the pames of individuals
other than the captioned subject. SSRA was advised of
this, .
[S}I l
sy}
(U) After speaking with ADC and|
of OGC, the records not pertaining fo «antion 1= have been
separated, segregated and sealed] i none of
those records h . been uploaded Jpto ACS or other FBI record

systems. ADC jland

provided guidance on how to
handle this matter.

SECR%Z
2




(U}

SE%

b2
To: Inspection From: bIE
Re: %278—1—@—(31229736*\1'10, 05/03/2006

LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} For action deemed appropriate.

4+

SECR#
3
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b2
b7E

b7C

()

(U} -
(I

() -

~
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b7E

b7

s%'r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/26/2006

To: Attn: SAC
CDC

Attn: SSRA

Counterterrorism  Attn: 1ITOS I1

Inspection Attn: 1I3, CRS

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEFT

From: Office of the General Counsel WHERE SHOWN OTHERUISE
NSLB/CTLUIX/LX1/Room 3S-110
Contact: AGq ]

Approved By: Thomas Julie F (DU

DATE: 05-31-2007

CLASSIFIED BY 65175/DHH/ESR/RY
FEASQN: 1.4 (<)

DECLASSTFY OM: D5-31-Z022

LY

Drafted By:

Fad

Case ID #: 278-HQ-C1229736-VIO Serial |470 (Pending)

“TitIE&;:jéQ: INTELLIGENCE.QVEESIGHT BOARD
MATTER 2006 - b2

'Synbpsis:;:)ﬂi: It is the opinion of the Office of the General
Counsel (0OGC) that this matter is not reportable to the Intelligence
Oversight Board (IOB}). Rather, it should be maintained in the

control file for periodic review by Counsel to the IOB. Cur analysis
follows.

(M i From : -
Decl i Ti: 26
Reference: bl (3)
L X8 - HQ - OIO TG -Vio — 125
Details: " (S) By EC dated 05/03/2006, requested that

0OGC review tRe facts of the capticned matter and determine
whether it warrants reporting to the IOB. As explained below,
in our opinion, the FBI is not reqguired to report this matter

to the IOB.
SE¥ET

. OGDOIREVER| [ONE_( | .

FBI INVESTIGATIO

01G/D0 IKVESTIGATION_____—




P

B7E To: From: Office of the General Counsel
Re: 278-HQ-Cl229736-VIO, 12/26/2006
b2
(S} On 11/10/200%)) drafted an NSL pursuant biE
to 18 U.8.C. § 2709 seeking fjlpancial records of the target of b7D
apn autrhorized inpvestriaation |
s Il
(sl |
bl
L&
b7C
b7D

(s) | |

(V) }Q? The records not pertaining to CTnLinned_snhieat__]
b2 have been Separated, segregated and sealed in
b7E "] none of those records have been uploaded into ACS or other
FBRI record systems. -

{U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its

sép(%r

- -_-“_' - - 2




s?ﬁ'r
To:[:::::::] From: OCffice of the General Counsel
Re: 278-HQ-Cl229736-VIO, 12/26/2006

responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating te foreign
intelligence and foreign counterintelligence ceollection.

(U} Section 2.4 of Executive Order 12862 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (0GC), respectively} report to
the IOE intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG},
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB, The FBI
Inspection Division is required, however, to maintain records
of such administrative vioclations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature” must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

{m - ““I§i NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1} telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.85.C. § 2709); {(2) records of financial institutions
{which is very broadly defined) {Right to Financial Privacy
Act, 12 U.S8.C.§& 3414(a) (s} {(a)}; (3) a list of financial
institutions and consumer identifying information from a credit
reporting company  (Fair Credit Reporting Act, 15 U.S.C.S§§

1681lu{a) and (b)); and (4} full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S5.C. § 21681v). NSLs may be issued in conformity with

statutory requirements, including 18 U.8.C. § 2709. NSIG,
gection V.12.

C)ﬁi Here, during an authorized investigation, the
FBI properly served an NSL on a financial institution.. In




b2
L7E

(I
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To: From: Office of the General Counsel
Re: 278-HO-C1229735-VI0, 12/26/2006

response to the properly served NSL, the FBI obtained
information regarding other indivuduals that were not relevant
to the investigaticn.! It appears that this informaticn,
although lawfully obtained, is not relevant to the
investigation and was properly segregated to protect the
petential privacy interests of United States persons. Once
information not relevant to an authorized investigation is
received, the field should contact the carrier and ask whether
the unintentionally acguired information should be returned ox
destroyed with appropriate documentation to the file.

() Based upon these facts, in accordance with the
terms implementing the reporting requirements cf Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IQB.

”"2)%3; The target's rights were not violated because he
was not the subject of the improperly collected information.
It is unknown, however, whether the information associated
with the other subscriber pertained to a United States Person
inasmuch as there has been no review of the information.

- ) fﬁ;!é%
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To: From: Office of the General Counsel bIE
Re: 27B-HQ-C1223%736-VIQ, 12/26/2006

LEAD (s) :
Set Lead 1: {Action}
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

(U} should contact and ask whether
the improperly or unintentionally acquired information should

be returned or destroyed with appropriate documentation to the
file.

ce: Ms. Thomas
b6 "
B¢

T0B Library

*




(Lav 01-31-2003) .
s&:byér

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/10/2007
To: General Counsel Attn: NSLB/CTLUII
: Lx1
Room_25-110
AGC ]
Counterterrorism Attn; ITOS 11
Inspection Attn: IIS
- CRS| |
Attn: Ass z Counsel
() CUNTAINED

h7E —
b& From: ' HEREIN IS UNCLASSIFIED EXCEPT
b7C WHERE 3SHOWH OTHEFWISE

Contact: Sh

Approved By:

Drafted By:

(U - case ID“#&)NQ 278-HQ-C1229736~VIO \T?ending}/?uﬂo\

LATE: 05-31-2007

M. . Titla: . % INTELLIGENC?&&TIGHT BOARD gg'jgglfbf'}’cfsmg’D’“"KE‘R"”"“
b2 ot ] .
MATTER 2006 DECLASSTEY ON: 05-31-2032
Synopsis: (S5) Destruction of records which were inadvertently E%E
provided bl
b7D
Uy Der rom :
Declasggi n’ 20110
(- ._._.__....Rgf.el:enc_e.:.>< 278~HQ-C1229736-VIO Serial 1970
Details: (S) Referenced EC requested FFTI 1. Ha:n;m&na—&i____j
b2 the unintentionally acquired information
b7E which was obtained via a National Security Letter (NSL), should

E%t be returned or destroyed with appropriate documentation to the
' file, :

Those specific d which were
C) unintentiofally acguired by FBI W iously
segregated, secaled and maintained by FBI Chief Division
b6 Counsel. On January 10, 2007, Associate Division Counsel (ADC)
nTC [ _J opened the sealed package to review the documents,
b not for its content, but to determine if the documents were
b7E originals or copies. A review of the documents revealed they




SBQ?ET b2

h7E
To: General Counsel From:
1) B % 278-HQ-C1229736-VIG, 0171072007

iSj Based upon ADC[:::::::] Egc

review, on January 10, 2007, ADd |shredded those documents bl
which were unintentionally acqguired bID

ALp I e ;}ﬁg As the unintentionally acquired documents have
78 been destfoyeéd, ronsiders the lead covered.

o




(U3

seond
To: General Counsel From: [::::::]

- Re: 278-HQ-C1229736-VIO, 01/10/2C07

LEAD (38) :
Set Lead 1: {Info)
GENERAL COUNSEIL

AT WASHINGTON, DC

(U} Read and clear.

Set Lead 2: {Info)

COUNTERTERRORISH

AT WASHINGTON, DC

{U} Read and Clear.

Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

{J) Read and clear.

+*

b2
b7E
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{Rev (]-31-2003)

b7C

b2

k2
bLTE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investiqgations Section, IPUJ, Room 3041
Contact: CRSI_

c@?fZT ;

. . . {1 ALL IMFOBMATION COWTAINED
Approved By: Miller David Ian L HEEEIN 15 UNCLASSTFIED

Drafted By: 7 DATE 05-31-2007 BY &5179/DHH/KIFR/FW
Case ID #: (U) 278-HQ-C1229736-VIO {(Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH 2176
OGC/IOBH# 2006

b2

Synopsis: (U) To report a potential Intelligence Qversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VIO Serial 1352
278-HQ-Cl229736-VIO Serial 1970

Details: fE:fff]Internal Investigations Section (IIS) received
an EC froml Division dated 05/03/2006, reporting a possible
I0B error. Based upon a review of the referenced EC it is the
IIS’s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*




(Rev. 91-31-2003)

bz
b7E
b6
bicC

{0}

b2
bLIE

}U@/zomonv

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To:

From: Inspection
Internal
Contact:

Date: 01/17/2007

aAttn: SAC (Persconal Attention)

Investigations Section, IPU, Rocom 3041

CRS

Approved By: Miller David Ian EE?Z{

DECLAS3ZIFIED EY &5172/DMH/KSR/RW
ON 05-31-2007

Drafted By:
Case ID #: (U} 263-HQ-0-U - 684 {Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/11S TRACKINGH 2176
OGC/IOB# 2006 [:| b

Synopsis: (U} To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
This matter is returned to the fieid for

willful misconduct.

corrective action as appropriate.

Dery m :
Dac 3 In: 17

Case closed at IIS.

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1353

Reference: (u) 278-HQ-C1229736-VIO Serial 1353
278-HQ-C1229736-VIO Serial 1970

Details: (U) Upon review of[::::::]Division‘s capticned report

of a potential IOB viclation,
indicative of willful misconduct.

ITIS did not find the matter
IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/0OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570},

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+e

SEDKET/ /20320117




U.S. Departmie  of Justice

Office of the Inspector General

Wershempron, (2O 20530

DATE: " Jlanuary 29, 2007
TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation
ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-31-2007 BY 65179 DHH/KSP/PN
FROM: Glenn G. Powell

SUBJECT: OIG Complaint No. 2007002639

[]

]

Special Agentin Charge
Investigations Division

L6 Subjec |
°7¢ FBINo. 263-0-U-684
b7E FBI CMS No. 2176

We consider this 2 management matter. The infoermation is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Ildentifving information may have been redacted lrom the attached OIS Report/Referral pursuant to § 7 of the
BG Act or because an individual has (2) requested confidentiality or (b} expressed a fear of reprisal. I you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General lor Investigations.

Please he advised that, where adverse action is not contempated, the subject of an investigation does not have 2
right to have access to an QG Report/Referral or 10 (he ilentities of complainants or witnesses, and (hat, in all

cases, camplainants and witnesses are entitled to protection from reprisal pursvant to the Inspector General Act
and the Whistieblower Protection Act,

Attachment




1 - INVESTIGETIONS DIVISION - Complaint Form 016G NO.:D689-2007-0(‘2639--:4
oy -

Date Received: N1/04/2007 Eow Recsived: &
SSNO:
Pay Plan: C.0.5.:
pmnent s ERT EQD Date: Allien No.:
jucse F.B.I.No.:
e 2.0.2.No.:
Lo s - Z1IP: DAL Mo.: hé
ek, Cffenses: 683 b7¢C

Foame: igo?)L I ZTE: b2
T L I HANT | S5NO;

rler DAUCG Pay Flan: D.0.B.:
wmmonent: FEl EOD Date: Alien No.:
e BT No.
ivme:l B.C.P.No.:
hene: (F - e AR D/L No.:
ok

[Xon ’ ' e
thare: {29?1 21p: ) .
tmniidantial d v s mare Authority: none

Favealed:

_
Metalls:
The Y. provided infrrmation regarding a pctential TOB metter (ZDOGE bz
TLorng oan o . invesvigaticn, the BT properiy served a National Security lebter (WIS

wnoa fimancye Lostlitution.  In respeonse to the NSL, the FBI was provided with informsition
assosliated with irndividuals who were not relevant to the investigation. The informaticn was
properly segregated o protact the potential privacy of the individuals.

o dg et opinieon of the Qifice of the Gererazl Counsel that this matter need not be reporiad
Lo the JGR. . (dz)

ALLEGATIONS: 689 I0B Viclation

Jiourrence Wate: TIME: b2
2i | | P7E AT
1 |

MEPOSTTION CATA: Gisposition: M Date: 01/729/2007 Aprroval: PCWELL, GLENN G

e
nferrad to Ayency: FBL Date Sent: C1/29/2007 Component: FOI
farriot Act: f Civil Righes: N Component NWumber: 263-0-U-684, 2176
Sensitive: N Whistleblower: y Corsolidated Case Number:

lemarks:

Fredicaring material contains classified information Lhat will ke maintained in a secrue
contazner within CIG/INV/HQ.

B1/728/07-%ent To Kaiser/FRT/INGD  (dz)

ALL FBEI INFORMATIGH CONTAIMED
HEREIN 15 UNCLASSIFIED
DATE 06-06-2007 BY &65179/DIMH/K5FP /R

L e T e T et TP T




Freedom of Information
and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER: _Q63-0-U-  volymte 32

Federal Bureau of Investigation




DATE: 05-25-z007

CLASSLIFIED BY 65175 DMH/KIR/TY
lzev. 01-31-2003) REAZON: 1.4 (C)
SECk‘T DECLAS3IFY ON: 05-25-2032
FEDERAL BUREAU OF INVESTIGATION 1073946

ALL INFORMATION CONTAINED
HEREIN I3 WNCLASSIFIED EXCEPT
WHERE SHOWH OTHERWISE

Precedepce: ROUTINE Date: 01/04/2007
s

To: "---{nspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From:

Contact: ISS

Approved By: Qe
bs
b7C
b7E
Drafted By: ksh
Cage ID #: (U) 278_HO-C1223736-VIO (Pending)— A0:29
(V) 278 C26391__ (Pending) « 21y bl
(S I-_ (Pending) — 4 2
Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ;
SUPERV IAL AGENT
| bé
b7C
(3. REPORT OF A POTENTIAL IOB MATTER

‘synopsis: PS) To report a possible IOB violatd lnvelvin
L rece) unsolicited telephone toll recordsaﬁ%_g—l
bl l ]
b7D
() Derivggkgifm : G-3
Decla on: X1
(sl

Reference:(s)hﬁ berial 11
(U} 278-HQ-C1229736 Serial 2570

bl

Details: 7’9» In accordance with reporting requirements relating
to known or suspected Intelligence Oversight Board (IOB)
viclations, per reference 2, notification is being made to the
Office of General Counsel regarding unsolicited telephone toll

SECRET |
RN A@gﬁ@iﬁ;?;&%é7
bIC (s cslae(py

bé
[ i v




SECRET

b2
To: Inspection From: b7E
Re: (U) 278-HQ-C1229736-VIO, 01/04/2007

(8)
b1
b70 _records

o8] I

(8) ..L ]send a National Security Letter (NSL] to
reguesting sibescriher 1ﬁanmar1nni l

bl
Eg sy | received the
b?g requested syubscriber informatrion

These toll records were not reqguested in the NSL.

syl =__|
b1

I (S} I Hrecords,l _J

bl Y ess National
b7D L bave Dpeen turned over to| |
b6 cbC {a/cpo)f

pending a response [rg Natlonal

b7C Security Law Branch regarding this matter. A/CDQ secured
Ei the toll records within his office safe.
E

sﬁv{r
2




SDQRET b2

B7E
To: Inspection From:
Re: {(U) 278-HO-C1229736-VI0, 01/04/2007
LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, BDC

(U) Reguest IIS take appropriate action as necessary
in response to this potential IOB matter.

Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} At NSLYU, review information provided herein and
act as deemed appropriate.

L 4
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{Rev. 01.3)-20(3)

s)ac{m

FEDERAL BUREAU OF INVESTIG..TION

Precedence: RQOUTINE Date: 02/05/2007
To: Attn: IISL_
ALL INFORMATION CONTAINED o A/CBC
HEREIN 13 UNCLASSIFIED EXCEPT pre DATE: 05-25-2007
WHERE SHOUM OTHEFUISE ‘ b2 CLASSTFIED BY 5179 DMH/KSR/JW
COUUtEIlntElllgence b7E Attn; CD-2 REASON: 1.4 (C)
DECLASSTIFY ON: 0S-25-2032
Inspection Attn: IIS,
From: Cffice of the Gzneral Counsel
NSLB/CILU/Roop—l847 L
Contact: AGC 202-324

Approved By: _Thapmas Tyl p_F‘(&ﬂ“

Drafted By:
(W oo
case ID 4 D§) 278-HQ-C1229736-vI0 serialR(QY (Pending)
(U pevies-o () INTELLIGFNCE UVehoiGni bUARL
MATTER 207 -
b2
(- - - . . -
Synop51s Qﬁ It is the opinion of the OCffice of the General
Counsel {OGC) that this matter is not reportabkle to the
intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.
() Derive z : G-3
Declassify i 02/05/2032
iy - Administrative: (X} This electronic communicatipn.(EC) captains
e informarion from the EC dated 01/04/2007 from the Field
b1 Cffice to OGC reporting a potentiazl IOB matter.
Reference: (sl“un
{0 petails:— {X) By EC dated 01/04/2007, requested that
. . OGC review the facts of the captioned matter and determine whether
b;E it warrants reporting to the IOB. As explained below, in our
] opinion, the FBI is not required to report this matter to the IOB.
—_ Ziﬁﬂa? SEK&ET
/
) 47}
GI00J PEV @w 1,
F"" INVESTIGATION: __

3000 INVESTIGATION: \/




bz

LIE

bl
b2
b7
b7D

b2
bLT7E
biD
bl

(‘5?;;

ss&g’r

ToJ l- v Uifice of the General “ounsel
Re: 278-HO-Cl229%7.,.° VY10, 02/05/2007

o3
Krafted an NSL pursuant

to 18 U.S.C. § 2709 seeking subscriber information for a
telephone number that was holipved o bes nead by suhdisst The
NSL was sent to

Sy leceived the reauested
subscriber information along |

toll regords pertaining to the requested number. | |
he toll records was lmmediately turned cover to the

Acting Chief Division Counsel for sequestration.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Qversight
Board (PIOB). On 09/13/1993, by Executive Order 12837 the
President renamed it the Intelligence Overs:ght 3card {10B) and
established the Board as a standing committee of the President's
Foreign Intelligence Adviscry Board. Among its r=sponsibilities,
the IOB has been given authority to review the FBI's practlzes
and preocedures relating te foreign intelligence and foreign

C“”“t::i“tﬁl‘;"”“Cﬂ Tallantinn

-

{1} Section 2.4 of Fiecutive Order 12863 mar-i.i=s that
Inspectors General and General Counsel of the Intell:iuince
Community components {(in the FBI, the Assistant Director,
Inspection Division (INSD}, and the General Counsel, Cffice of
the General Cecunsel (0OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive QOrder or Presidential
Directive. This language has been interpreted to mardate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign JIntelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Vieclations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in

SEC}E{
2
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bTE
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snc}r{

T From:; OCtfice of the General cou.i
Re: 278~HQ-C1229736-V10, 02/05/2007

nature" must be made by OGC. Therefore, such administrative
viclations must be reported as potential IOB matters.

(U)y On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field te continue to report
any improper cellection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that .
third party errors in the collection of information pursuant to an

NSL must e reported to the FBI OGC, but are not reportable to the
I0B. :

(U In the instant caraqjuLJxﬂﬁeCtion of toll record
information was not the fault of Once it was

discovered that the informatien was beyond the scope of the NSL

request, the informat.~:. was immediately sequestered and the
matter was reported c¢co GSU.

{U) Based muvon these facts, 1in accordance wivh the
terms implementing the reporting requirements of Section 2 4 of
EQ 12863, it is our opinion that this error is not reportable to
A recnrd nf this decision should be majntained in the
Cutll i o Lee Luil luLUie rovie.' EJ' +*he Counsal =y tho ITD0

RN

SE&Q
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b2

L7E LO! tron:-t ‘fice of the General Counsel
Re: 278-40-C1229736-VIL, 02/05/2007

LEAD (s}
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

{U) INSD should retain a record of the report of the
potential I0B matter, as well as a copy of the 0GC opinicn
concluding that I0B notification is not recuired, for three years
for possible review by the Counsel to the IOE.

Setr Lead 2: tInfo)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U)y For information.
oL Lead O VACT 1O}
AT
(8y (M} If deemed relevant

should submit the appropriatée NSL requesting Lhe toll recorqs or
return If the information is not relevant
or O€5 Nnot Seek their return, | ]| should be

destroyed with appropriate documentation placed in the file.

cCl Ms. Thomas

IOB Library e

+

SEERQE
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b2
L7E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

From: Inspection

Internal Investigaticns Section, IPU, Room 3041
Contact: CRS Ext.
b
Approved By: Miller David Ian E;C
Drafted By:
Case ID #: (U} 278-HQ-C1229736-VIOQ (Pending}
Title: (U INTELLIGENCE CVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2443 b2
OGC/IOBH 2007
Synopsia: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U} 278-HQ-C1229726-VIQ Serial 2037
27B-HQ-C1229736-VIO Serial 2199

Details: U) The Internal Investigations Section (IIS) received
an EC fromggf:::::::jDivision dated 01/04/2007, reporting a
possible I errxor. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is an
administrative issue. Therefore, no internal investigation will
be conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*

ALL INFORMATION CONTAINED
HEREIN IS MCLASSTIFIED
DATE 05-25-2007 BY 65179 DMH/KESR/TU




(Fev O1-31-2003)
SECRET/ /20320328

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
b2
L7E  To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Rocom 3041
Contact: CRS Ext .

/I bé

approved By: Miller David jan
125 ¥ g DECLASSIFIED BY 65179 DMH/KSR/IW b7C

0 b2
Drafted By: ON 05-25-2007

\ Case ID #: (U) 263-HQ-0-U - 738 (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/I11S TRACKING# 3443 .,
OGC/IOBE 2007 -

Synopsis: {(U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) vioclation has been reviewed by
the Internal Investigations Section (IIS), and is not consgidered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

() ~9<) Derived om~1 G-3
Declassj 1. 20320328
Enclosure({s): (U} 278-HQ-C1229736-VI0O Serial 2037

Reference: (U} 278-HQ-C1229736-VI0O Serial 2017
278-HQ-C1229736-VIO Serial 2198

o Details: (U) Upon review of Division’'s captioned
bIE report of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

{U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
e

ss%m/}zozzoaza




I D-962 (Rev. 03-21.2005)

T//20320212
FEDERAL BUREAU OF INVESTIGATION

Date:

Precedence: ROUTINE 02/712/2007
To: Attn: ADC ,
Inspection Attn: II5, Rcom 11861 |
General Counsel Attn: NSLR, Room 7975+
From:
b2
ontact: SA L7E
b6
Approved By: bIC
Drafted Bv: Ldsz ALL INFORMATION CONTAINED
¥: 51{ HERETN I3 UNCLASSIFIED EXCEPT
(U} Case ID #: 0S) 278-HQ:C1229736-vio - & UHERE SHOUN OTHERWISE
Yy 27 B95380  J71S
621 889455-1I0B - 20
Title: (W) REPORT OF POTENTIAL
INTELLIGENCE OVERSIGHT BOARD (ICEB} ERROR
(0 _ . DATE: 05-25-2007
Sy‘ncnps:.s:...(X) To report possible IOB error. CLASSIFIED BY 65179 DMH/ESR/IU
REASON: 1.4 (L)
(uy - 8y Deri From : G-3 DECLASSIFY OMN: 05-35-2052
Declassify On: 02/12/2032
Details:
{5) 1.

{8) 2 ‘
bl {0 (X} 3 Possible IOB Error:
(3}
tm-éﬁq 4. Description of IOB Error {(including any reporting
elays].
(S) A National Security larter (NSL)| |
l for recnrdal I
bl
b7D

RS

%/’i’( J 20, ‘0™ SERRET/ /20320212
bé v
. S Y] S e f ";."v;’f.




b2
b7E
bl

b7D

b2
b7E

To: Inspecticn From:

_ SECRRT(/20320212

(U} - Re: - Q%; 278-HQ~C1229736-VIO, 02/12/2007

(Sll Leviewed_tbp records |
[ | and Tound] i1
W - 4Xy  The original documents reflect] information which
was not requested have been forwarded to ADC for

sequestering. Redacted copies only reflecting the requested
information will be retained for the case file.

SECRET//20320212

2




SEC /720320212

b2 To: spection From:
RIEAU) Re: PO} 278-HQ-C1229736-VIO, 02/12/2007

LEAD (s) :
Set Lead 1: (hction)
INSPECTION

AT WASHINGTON, DC

{U} For action deemed appropriate.
Set Lead 2: (Action) '

GENERAL COUNSEL

AT WASHINGTON, DC

(U} For action deemed appropriate.

*

SECRET//20320212
3
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b6
s
b2
b7E

{7)

(-

{0}

SE&RET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROQUTINE Date: 3/2/07
To: Attn: SAC, CDC, ADC
Counterintelligence Attn: AD
Inspection : Attn: 115, CRS

From: General Counsel

National Security Affaips/Room 7974 e
: ulie F. Thomas LLL INFORMATION CONTAI
Contace Juli HEREIN IS UNCLASSIFIED EXCEPT

‘ WEERE SHOWN OTHERWISE
Approved By: Thomas Julie

Drafted By: DATE: 05-25-2007
CLASSIFIED BY 55179 DMH/K3R/JU

.Case ID #: 278~HQ-C1229736-V10—-5?;23L{ FEASON: 1.4 (C)

NECLASSIFY ON: 05-25-2032
(k) 278 -A95380—’)5

S 62F| |AB89455__ (0(

Title¢~~4?§ POSSIZLE INTELLIGENCE OVERSIGHT BOARD MATTER
2007ﬂ b2

“SynopsiSf"~(?Q It is the opinion of the Office of the General

Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decigion should be maintained in the investigation control file
for review by the Counsel to the I0B.

() Derived /from : G-3
Decla Yy On: X1

b2

278 -A95380
L7E

62F FA89455

‘Reference: {E{ 278-HQ-81229736-VIOj%A¢ﬂ [1§l~5zf

Details: {8) J

b1
b1D

b6 s}m{'r
B7C

MG/DOJ REVIEW DATE: 3 fr ¥l

FHEINVESTIGAT orer—rrr

R0 INVESTIGATION
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L7E

(5}

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/02/07

bz
b7E
bl
p7D

-
&~

b7E

(8) reviewed
the records recelved . o

e was PrIor Lo e time period requested in

ThHe NoL.
(Ui“'"m~~-~"¢é The original documents reflecti) information
which was not requested have been forwarded to ADC and

sequestered. Redacted copies which only reflect information
requested by the NSL will be retained for the case file.

(UJ““'-“~“~--Q§( The President, by Executive Order 12334, dated

12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On %/13/1993, by Executive Ordey 12863, the
President renamed it the Intelligence Oversight Beoard (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(UJ) Section 2.4 of Executive QOrder (E.QO.) 12863,
dated 02/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0OGC,
respectively]) report to the I0B “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential Directive.” This
language has been interpreted to mandate the reporting of any
violation of a provision of The Attorney General's Guidelines for

FBI National Security Investigations and Foreign Intelligence
Cglliection {(NSIG), effective 10/31/2003, or other guidelines or
regulations approved by the Attorney Genevral in accordance with
E.Q. 12333, dated 12/04/19681, if such provision was designed to
ensure the protection of individual rights., Violations of
provisions that merely are administrative in nature and not

ssé\'r
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To: : From: Office of the General Counsel
Re: 278-HQ-C1229736-VI1O, 32/02/07

deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is reguired, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon reguest. The
determination as to whether a matter is "administrative in
rature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

Uy - .

“'?ﬁ NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and email
communications recorxd from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.5.C. § 2709; (2) records of financial institutions {(which is
very broadly defined) (Right to Financial Privacy Act, 12 U.5.C.§
3414 {a) (5) (A}; (3) a list of financial institutions and consumer
identifying information from a credit reporting company {Fair
Credit Reporting Act, 15 U.S.C. §§n 1681lu(a) and (b); and (4)
full credit report in an international terrorism case (Fair bl
Credit Reporting Act, 15 U.5.C. § 168v). NSLs may be issued in

conformity with statutory requirements, including 18 U.S.C. §
2709.

(S) Here, during an authorized investigation. the FRI

roperly served an NSL| |
In response to the properly served NSL, the FBI obtained

r

[containing information beyond what it is le ally
authorized TO receive. The FBI, having ascertainedl

|were beyond the scope of the NSL, forwarded the bl

: : _ b7D
unasked for information to the ADC for sequestering and redacted
their files to reflect only information responsive to the NSL.

Uy - EB(% By agreement with the Counsel to the IOB, it is
our opinion that this error is not reportable to the IOBR. A
receord of this decision should be maintained in the control file
for future review by the Counsel to the IOR.

SECRET
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To: From: Office of the General Counsel
kRe: 278-HO-C1229736-VIO, 3/02/97

b2

b1E
Set Lead 1: (Read and Clear)

L o el widh JAJJP”W/“M amd

i dle. C
(8} ;ﬂi,éeturn original documents '
information beyond the scope of the NS
bl A |
b7D ] L
Lonbrony 2 A ot
Set Lead 2: (Info)£;01/ ‘Prﬁﬂt“
COUNTERINTELLIGENCE .
AT WASHINGTON, DC
(U} Read and clear.
Set Lead 3: {(Info)

ZNSPECTION

AT WASHINGTON, DC

{U) Read and clear.

1-Ms. Thomas
1
1
1-108 Library

b6
biC
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(Rev E-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section., IPU, Room 3041
Contact: CRS Ext.

be
h7C . .
b2 Approved By: Miller David Ian

DECLASSIFIED BY 65179 DMH/KSR/JUW

Drafted By: ON 05-25-2007
{case ID #: (U} 278-HQ-C1229736-VIO  (Pending)
Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 3618 b2

OGC/IOB# 2007/

wy -
Synopsais: ”&ﬁ To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-Cl1229736-VIO Serial 2154
27 AS5380 Serial 68
278-H0-C1229736-VID Serial 2234

Details: T Internal Investigations Section (IIS) received

an EC fron&j Division dated 02/12/2007, reporting a possible

Iy I0B error. Based upon a review of the referenced EC it is the

b7E 1IS's opinion the incident described therein is administrative 1in
nature. Therefore, no internal investigation will be ccnducted
by the 11IS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

¢+




{Rev 01-31-2001)
SEQRET/ /20320328

FEDERAL BUREAU OF INVESTIGATION

oo Precedence: ROUTINE bate: 03/28/2007

b7E

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Reom 3043
Contact: CRS EXC.

bé Approved By: Miller David ianf A
bs  App Y Hvze

DECLASZIFIED BY £5179 DMH/KIR/JUW

b2 Drafted By: oM 05-25-2007
““Case ID #: (U) 263-HQ-0-U - 754 (Pending)
Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 3618
OGC/10B# 2007 b2
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (I1IS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at I1IS.
iuy””“G&i Derived + G-3
Declassj 1 20320328
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2154
Reference: (U} 278-_HQ-C1229736-VI0 Serial 2154
27 A95380 Serial 68
Lo 278-HD-C1229736-VIO Serial 2234
bIE Details: (U} Upon review of Division‘'s captioned report
of a potential IOB viclation, IIS did not find the matter
indicative of willful misconduct. 1IS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
Natcional Security Law Branch/OGC EC, dated 11/16/2006
{278-HQ-C1229736, serial 2570}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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FEDERAL BUREAU OF INVESTIGATION

Precaedence: ROUTINE Date: 02/01/2007
o
To: Inspection Attn: 11S, Room 118¢l
General Counsel Attn: NSLB, Rocom 7975
[ ] Attn: ASAFJ_
CDC
From; '
T {ontact: SA
Approved By: ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED EXCEPFT
Drafted By: Tocyge WHERE SHOWN OTHEESISE
: —HO= - _2\4 DATE: 05-25-2007
Case.ID.¥: (X} 2;2 N - réggzggflgéo CLASSIFIED BY 65179 DMH/ESR/JW
-7 REAZON: 1.4 (C)
Title: (U) SA DECLASSIFY ON: 05-25-2032

557
INTELLIGENCE OVERSIGHT BOARD (I10B) ERROR

Syriopsist N To report possible I0B error.

(Uy- - {x} Derive r T G-3
Declasaify . 02/01/2032

Details:
Sy 1.
me
{s} 3, Possible IOB Error a%fﬁu
(5}
b{) 4. Description of IOB Error (including any reporting

delays):

Lol I

nITya MM '5}'/'20;[0'7 snhﬁw/zonozm
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(- SEERQT//20320201

oT1E To: Ingpection From
Re: 278-HQ-C122¢736-VIO, 02/01/2007

(5)

k1
b
bIC
b7D
b2
b7TE

{S)
upplt isal i

b1
bé
hic
b2
b7E

k7D that was not
d DYy The FEI. Thls 1niormation was not utilized by the

case agent in any analysis nor was it documented in the case file.

IR The case agent first reviewsdl

I Division Couhsel
Was contacced] ] and 1t was determined that a possible
IOB error occurred. Case agent contacted] | Division

Investigative Support Specialist (ISS)

(SJE

£} BE— sy |

iregarding this matrer. | |
wias ~ontactadd Y‘nnﬂv‘ding this

explainéd tharl

error. .
l Lo error and he requested that
1 bhe AdAectimirasd Aol b ol 1 l
SEbeT//20320201
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To: Inspection From: b7E
(U Re:. O§) 278-HQ-C1229736-VIO, 02/01/2007
blcs:l 1.
(<1l
bl
(1)
BIC
HID
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To: Inspection From:
Re:“-E&(% 278-HQ-C1229736-VI0, 02/01/2007

LEAD (s} :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For acticon deemed appropriate.

 Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} For action deemed appropriate.
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_ SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Cate: 2/21/2007
To: Attn: S§SA
SA
cDC
bé
Ezc Counterintelligence Attn: CD-4
b7E Inspection Attn: IIS, CRS
From: Office of the General Counsel
NSLB/CILU/Room 2947
Contact: AGC L 202-324
Approved By: Thomas Julie ?ﬂ)]
Drafted By: -
y » A(_‘R@Q\
(U} case 10 #: Y ZTE-HR-CIZZ9736-VI0~ (Pending)
{CN ~?°P1 |Fr98455-T~D Da,
N T /\“"\
U} Tivie: . {>< INTELLIGENCE_QVERSTGHT, 50 'ARD
MATTER 2007 b2
EgE(U’“SYhopsis:- -Qﬁ The Field Office [:::::::] requested that
the Office of the General Counsel (OGC) feview &an incident and
determine whether it warrants reporting to the Intelligznce
Oversight Board (IOB). It is the opinion of OGC that the
incident does not need to be reported to the I10B. Rather, this
EC should be majntained in the control file for periodic review
by Counsel to the IOB.
(U Derived\Prom : G-3
Declassi On: 2/21/2032
Administrative: QQ This electronic communication (EC) contains
information from: the EC dated 2/01/2007 from to OGC
reporting a potential IOB matter.
() - Reference:--p6) 278-HQ-C1229736-VI0 “etinl A9
DATE: 05-30-2007 ALL INFORMATION CONTAINED
CLAZIIFIED BY €5179 DMH/KSR/JU SECRET HEREIN IS UNCLASSIFIED EXCEPT
FEASON: 1.4 (C] WHERE SHOWN OTHERWISE
DECLASSYFY_0M: Q£-30-2032 _
1y i . 1 i:,"' K b6
.3_:I=...::..='DOJ‘HE‘J!E: _D%T . “). (,-/ 7 b8
FAHNVESTIG A e {i*\/
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SEC\R:K

To: From:; Office ¢l . Tenesal fooansel
Re: ZT78-HQ-C1229736-VIQ, 2/21i,.- "

Details: (%) By EC dated 2/01/2007, requested that 0GC
review an incident and determine w I eporting to
~the IOB. |

TEWaticnal Security letter (NSL) was

preparedl ] and served The NSL reanested only
information foxy The
NSL results were provided tnl 1

) case agent reviewed

COvETTU _THatIn 1on to the requested
had nravided dnformation. ibat

{
&

=
w

—

The
[%EEE —Gent ammediately ceased the review and reported the
incident to Divisien Coupsel On 2 /312/2007 :he case agent
contacted | 1|
The PUT ¢ le—=cwrreocreorrme appropTIace| land

{ lprovided the IRTOIMAlIoh LD SrTOT
Subsequently, [ ldesrvrouadl

{J) Section .4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Iaspectors General and General
Counsels of the Intelligence Community components {in the FBIT,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be uniawful or
contrary to Executive order ¢r Presidential directive.” This
language was adopted verbatim from £.0. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
10B (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O0. 12333, dated 12/04/1981,
1f such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is reguired, however, to

szc?r
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R Looms Sifice of the Genera. Counsel
Re. CTTE-HQ-C1229736-VIO, 2/21/2007

maintain records of such administrative violations so that the
Cecunsel to the IOB may review them upon request.

(Jy On 03/28/2006, the FRI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the I0B reguesting
their concurrence to treat third party errors as non-reportable,
though HNSLB would still require the field to continue to report
any improper collection under an NSL as a potential I0B matter,
By letter dated 11/13/2006, the Counsel to the 10B agreed that
third party errcrs in the collection of information pursuant to

an NSL must be reported to the FBI 0GC, but are not reportable to
the IO0B.

(U) In the instant case ¢ Jlection of information
by the FBI was not the fault of FBI Once the case agent
discovered that he had received information beyond the s
the NSL request, _Lthe case adent immediately notified the
CDC and notifiedr_ ] Thoreztter, all copies and
emalls regarding thls request were deleted and or destroyed. As
a result, this matter does not need to be reported to the IOB.
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To: From: Office of thz el Counest
Re: Z7B-HD-C1l229736-VIO, 2/21/200:

<34
o7E

LEARD(s) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

(U} For information.
Set Lead 2: {Info)

CQUNTERINTELLIGENCE

AT WASHINGTON, DC

(v rozx infeormation.
Set Lead 3: {Action)

2 1

b7E
(8)- .
b0} | [is requested to coordinate with ofs)
b2 ensure has the appropriate protocols In place Lo prevent
b7E sSimilacg types of disclosures in the future,
b7D
b1
cc: 1- Ms. Thomas
1 hé
1 b7C
1- I0B Library
*
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{Rev 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (03/28/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Rcom 3041

Contact: CRS Ext.
Approved By: Miller David Ian ALL TNFORMATION CONTAINED
: b6  HEREIN IS UNCLASSIFIED
Drafted By: lg;c DATE 05-26-2007 BY 55179DMH/KSR/TU
Case ID #: TOT 278 N0 CT220 738~V (Pending)
Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER b2
INSD/IIS TRAGKINOH 5

OGC/10B# 2007

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the QOffice of General Counsel, National Security
Law Branch (NSLE).

Reference: (U} 278-HQ-C1229736-VIO Serial 2119
278-HQ-C1229736-VIO Serial 2202

Details: Internal Investigations Section (IIS) received
an EC from Division dated 02/01/2007, reporting a possible
IOB errcr. PBased upon a review of the referenced EC it is the
IIS’s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.
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SEMRET/ /20320328
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007

To: Attn: SAC (Personal Attention)

From: Inspection _
Internal Investigations Section, IPU, Room 3041
Contact: CRSI lExt.

Approved By: Miller David Ian w1

DECLASZIFIED BY 65178 DMH/KSR/TU
Drafted By: ON 05-26-2007

“Case ID #: (U}  263-HQ-0-U - 749 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT ROARD MATTER
INSD/IIS TRACKINGH# 3555
QGC/IOBH 2007

b2

Synopsis: (U} To advise that captioned reporting of potential
Intelligence Oversight Board (IOB} violation has been reviewed by
the Internal Investigations Section (II8), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at 1I1S.

(U)””&g Derive i G-3
Declagsify 20320328

Enclosgure(s): (U) 278-HQ-C1229736-VIO Serial 2119

Reference: () 278-HQ~C1229736-VIO Serial 2119
278-HQ-CL229736-VIQ Serxrial 2202

Details: (U} Upon review of l:lDivision's captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

{U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/0OGC EC, dated 11/16/2006
{278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*
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(rev {1-31-2003} -'_: / / L

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/05/2007
To: Inspection Division Agtnz IIS
Office of the General Counsel Attn: NSLB
From:l ] |
Contact: TSAY |
b

Approved By:
ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIC (Pending) .. . ‘.. . -
DATE: 05-26-200%,5
- CLASSIFIED BY SY4%7p DMH/KSR/IW
FEAZOM: 1.4 (C}
DECLASSIFY ON: 05-26-2032

(U) 278 - C136372 (Pending}

Title: (U) REPORT OF A POTENTIAL ICB MATTER
(u) REPORT QF A POTENTIAL I0B MATTER

Synopsis: (U) To report potential Intelligence Oversight Board
{IOB) matter.

{m - “GQ Derivef;%;?m : G-3
: X

Declass on 1
Details:

Case Backqroun nd Case Agen

ta) | J

Case ID#: (51"””' bl

_ Y
St Mater VP77 3’_./ij_--’07 SECRRY

bé
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/05/20Q7
To: Inspection Division Attn: IIS

Cffice of the General Counsel Attn: NSLB
From: l

I - B
Contact:
T

Approved By: ALL INFOPMATION CONTAINED

HEREIN IS UNCLAZSIFIER EXCEPT
WHERE SHOWN OTHERWISE

Draf By: DATE: 05-26-2007
ted By CLASSIFIED BY 65178 DMH/KSR/JV
2 !met;m 1.4 i€)

Case ID #: (U} 278-HQ-Cl229736-VIO (Pending) - / | pfrissTry oN: 05-26-203z

(uy  278{ }cize3rz (Pending) - ¢ o "]

Title: () REPORT OF A POTENTIAL IOB MATTER
() REPORT OF A POTENTIAL IOB MATTER

Synopsis: (U) To report potential Intelligence Oversight Board
(ICB)}) matter.

(U?“_.N§y< Deriv rom : G-3
Declasgai Oon: X1

Details:

Cage Background and Case Agent

—) S

bl
b6
bic

Case ID#:

bl

(8)

SE T




{8)
Title:

bl (8 - e

bg he case agent of ic SA

bﬁc SAh supervisor is SSA

“7®  Report of Potential IOB Ma ex

0%
18) 1 approved directing |
| ] to produce to the Federal Bureau of Inv i i
a financial records pertaining tol l
1.
(8)

bl
b6
bi7C
k7D 2,

(8.

X0
[aal i j
(8]

To: Inspection Division From:

Re: (U)y 278-HQ

SESRET bo

bTE

-C1229736-VIO, 02/05/2007




SECRET b2

b7E
To: Inspection Division From: '
Re; (U) 278B-HQ-C1229736-VIO, 02/05/2007
X e
] |_The records provided] j
b1
hé
Egg fIn addition, | lincluded recards
L]
L ]
8y =
* el
»
»
a
L
specifically requested finapcial records forl i ]
|[never
ernce requesting records for
L I
(5) | Legal guidance provided by OGC and NSLB noted
That a potential I0OB violation includes "a carrier providing b1
information beyond the scope of a NSL resulting in the b7D
unintentional acquisition of data" [278-HQ-C1229736-2570.} E%z
Bg&.—an 02/05/2007, SA | contacted e
Chief Divigional Counsel, lniziagon

and 1nrormed ner of this matter. At the reguesc ofl

(S:I “vand. in accordance with prgjwm&w.zwﬁ;‘
2570, th cords - provided |

were sequestered and provided to

szc}sv;
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To: Inspection Division From:
Re: {U) 278-HQ-C1229736-VI0, 02/05/2007

LEAD(8) 3
Set Lead 1: (Action)

INSPECTION DIVIST
AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: {Action)

OFFICE OF GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.
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SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/05/2007
To: Attn: SAC
cDe
Counterterrorism Attn: TITOS1l, COMUS 4,
Inspection Attn: IIS ALL TNFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED EXCEPT
From: Office of General Counsel WHEPE SHOWN OTHERWISE
E-??E NSLB/CTLU I
e Contact: | i
LIC } E E ' l lg ) . S 7
Approved BY! DATE: 05-26-2007
CLASSIFIED BY 63172 DME/VER/IV
REAZON: 1.4 ()
Drafted By: 32 DECLASSIFY ON: 05-26-2032
oy / 9\
Case ID #: [34 zHO- = (Pending)
(8) 03
(U) e oo  Fr i
{4} TI36372__ 30 {Pending) D E
Mritle: -8  INTELLIGENCE OVE BOARD
I0B MATTER 2007- b2
! ‘synopsis: (¥) It is the opinion of the Office of the General
Counsel (OGC) that the above referenced matter need not be
reported to the Intelligence Oversight Board (IOB). Our
analysis follows.
{U1~mw~-GQ Derive om—¥ G-3
Declassgi 03/05/2032
{U) - reference: ;{) 278-HQ-C1229736-VIO Serial 2153
~Details: c{?{l By electronic communication (EC) dated February
':U:'bé 5, 2007 an eferenced above, the Division
b7 Yeported to the OGC's National Security Law Branch (NSLB) an
the Inspection Division this potential IOB matter.
Lol [
b1
b
b7C
b7A

&ﬁﬂ
i [

o

~]
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b2

biE To: From: Office of General Counsel
@ Re: TIR] 578-HQ-C1229736-VIO, 03/05/2007

t5!f ;xj , pursuant to this authorized

-4 ' i ity Letter (NSL} was issued
oo prodnecs 211 Ffinancial

records rertaining |

{9}
'I l prov the records and re received by SA
bl [ . Upon review, S found [ |

E?c provia h l1so included records
B2 for which had not been
bIE requésted.
57D
o —bgd- SA lcontacted Chief
Division Counsel. | who advised] send rh
| records ﬁto

be sequestercd.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). O©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB}
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence cocllection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD}, and the General Ccunsel,
Office of the General Counsel (0GC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI MNational Securi
Investigations and Foreigqn Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual

ssbngi
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SESRET

To: From: Office General Counsel
Re:~~-9k[ 278-HQ-C1229736-VIO, 03/05/2007

rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violaticons for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
viclations must be reported as potential IOB matters.

@RS NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.8.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.5.C.§ 3414(a) (5)(AY); (3) a list of financial b1
institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.5§
1681u(a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.5.C. § 1681v}. NSLs may be issued in conformity with
statutory requirements, including 18 U.§.C. § 2709.

b2

@ - HSXT In this instance, | leroperly served
an NSL requesting financial records relevant to the subject of
the preliminary investigation. 1In addition to responsive

b7E

records ue to an error by the financial institution,
also obtained records beyond the scope of the NSL.

b2
RTE

-ﬁﬂi Based on our analysis, the financial
institutior's mistake is not reportable to the IOB as the FBI
has not acted unlawfully or contrary to Executive Order or
Presidential Directive.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) Since the additional records in this instance
are still relevant to the authorized investigation, the
additional records may be maintained by the FBI if an
additional NSL is served for those records. Otherwise,

S ET
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{7} To: [ From: Office of General Counsel
Re: 8y 278-HQ-C1229736-VIO, 03/05/2007

r- ]should contact the financial institution and ask
whether the improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation
to the file.

szgakw\
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To: | _ | From: Office of General Counsel
Re: -pé) 278~-HQ-C1229736-VI0O, 03/05/2007

LEAD(s) :

Set Lead 1: (Action)

AT

(0 | | Field Office should
serve an additional NSL for the relevant records, or in the

alternative, contact the financial institution and ask whether
the improperly or unintentionally acquired information should

be returned or destroyed with appropriate documentation to the
file.

Set Lead 2: {Info)

COUNTERTERRORI SM

AT WASHINGTON, DC

{U) For information.

Set Lead 3: (Action}
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the
report of the potential IOB matter, as well as a copy of the
OGC opinion concluding that IOB notification is not required
for three years for possible review by the Counsel to the IOB.

cQ: b6

bicC

I0B Library

+¢
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{Rev. 111-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (3/28/2007

To: General Counsel Attn: NSLB

From: Inspection be
Internal Investigations Section, IPU, Rocm 3041 nae
Contact: CRS Ext. 2

Approved By: Miller David Ian ALL INFORMATION CONTATIHED

HEREIN I5 UNCLASSIFIED
DATE 05-26-2007 BY 65179 DMH/HSR/IW

Drafted By:

/
/ Cagse ID #: (U} 278-HQ-C1229736-VIO (Pending)

Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3619 R
OGC/IOBH 2007 b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(ICB) matter to the Cffice of General Counsel, National Security
Law Branch (NSLE).

Reference: (U) 278[-_1_?-C1229?36~VIO Serial 2153

278 Cl136372 Serial 124

278-HQ-C1229%736-VIO Serial 2233
Details: (U} The Internal Investigations Section (IIS) received
an EC from] [Division dated 02/05/2007, reporting a

possible IOB error. Based upon a review of the referenced EC it
is the TI8's opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

+*




(Rev 01-31-2003)

b2
b7E
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b7C
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sgcéﬁf{/zoazoazs
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007

To: Attn: SAC {(Personal Attention)

From: Inspection
Internal Investj ) i IPUJ, Room 3041
Contact: CRS Ext.

Approved By: Miller David Ian mf/]

DECLAZSIFIED BY 85179 DMH/KSR/JW

Drafted By: 0N 05-26-2007
‘Case ID #: (U} 263-HQ-0-U - 755 (Pending)
Title: (u) INTELLIGENCE OVERSIGHT BCOARD MATTER
INSD/I11S TRACKINGH 361
OGC/IOBH 2007 b2
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS,

fU)”“Qﬁ Deriv m : G-3
Decl i n: 20320328

Enclosure(s) : {(U) 278-HQ-C1225736-VIO Serial 2153

274 C1l36372 Serial 124

Reference: (U 278-H§-C1229?36~VIO Serial 2153
278- -C1229736-VIO Serial 2233

Details: (U) Upon review ofl _]Division’s captioned
report of a potential I0B violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U} IIS8 recognizes and appreciates that this matter was
brought to our attention as reguired by the revisions mandated by
National Security Law Branch/0OGC EC, dated 11/16/2006
{278-HD-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+é
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<Rev. 01-31-2003)
szzhgp \SSQQ[ C?
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/22/2007
ToOs Attn: CDC |
Counterterrorism Attn: ITOSI f Conu#
Ingpection Attn: 1IIS
From: ___I | |
Contact: SA
Approved By: b | AT ALL INFORMATION CONTAINED
HERETH IS UNCLASSIFIED EXCEPT
Drafted By: mac’ ™ WHERE SHOWN OTHERWISE
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) “'r/Q""F

{U) 27 C136372 {Pending} D,ATE J5-26-2007

Title: (U} REPCRT OF A POTENTIAL ICB MATTER PEASON: 1.4 (C)

DECLASSIFY ON: 05-26-2032

(U} REPORT OF A POTENTIAL ICB MATTER

Synopsis: (U) To report resolution of potential Intelligence
Qversight Board (IOB) matter.

(- 0 Derived Prom : G-3
Declzzgfii On: X1

Reference: (U) 278-HD-C1229736-VIO-2233 bz
(U) 278 C136372-130 b7E

Details:

Case Background and Case Agent

{S)

EBQEET

Q@3 O sy

CLASSIFIED BY 55179 DIMH/ESR/IW



SE@ERI‘ o

bEE
To: | | From:
Re: () 278-HQ-C1229736-VIO, 03/22/2007
(8 -
. : bl
Case I1D#: igs
. b7E
Title:
(8)
Report of Potential IOB Matter
(8} .
v e S A National Security Letter (NSL b1
] approved | b6
1 | (e prOdLlce to the Fadaral Hnroon ~F Tos BT
(FRI) all financial records b7D

(S)

(] The NSL R specifically redquested b1
the financial records to be provided fbrl I
!:S[ |
r - ]

[ - %ﬂi l l |

b1
| personally provided to ISS | |
records requested in the NSL b7¢C
b7D
SECREE
2




SECRET b2

<

hTE
TO:I _l From: l
Re: {U) 278-HQ-C1229736-VIO, 03/22/2007
(8) |
'bﬁ |rece1vpd_rhp resplts of the
NS L | The recnrds nrovides -
b1l I
L7D H | as
b6 TequesLed. In additiond __Tncluded records
b7C
»
59
[ ]
pL *
[ ]
L
(8)- ¢
g

{SY The NSL seryed[ |
specifically requested records for only ]

[ — JDivisien atl______ Inever

requested or provided any correspondence reguesting ;ﬁcords for
b7D II

| Legal guidance provided by OGC and NSLB noted

b6 that a potential IOB viclation includes "a carrier providing
bh7C information beyond the scope of a NSL resulting in the

2 unintentional acquisition of data" {278-HQ-C1229736-257G.]
L7E

b1 X _on 02/05/2007, Sa lcant acred
[ Chief Divisional EounseI,I t?fififjon

and 1nformed ner of this matter. At the request ol CDC
{5} and in accordance with proce ' ] -BO- =
" I2570. the records provided

were sequestered and provided to CD(

) on 03/12/2007, 8 ived referenced ECs via
i53 f |Division's €D Referenced ECs
were. drafted by the Office of General Counsel. The referenced
B2 ECs noted the following: "Based on our analysis, the financial
bTE institution's mistake is not reportable to the IQB as the FBI has

b6 not acted unlawfully or contrary to_Ex i er or .
b7 Presidential Directive." ' Further, Division aq
b7D | | was directed to "contact the f C institution and —

whether the improperly or unintentiocnally acquired information

should be returned or destroyed with appropriate documentation to
the file".

SECRET

3




SEERET .

7

To: | From: R7E
Re: o) 278-H0-C1229736-V10, 03/2272007

M{ “on 03/12/2007, SA:contaCtedlﬂqw
acknnnlﬁdge receipt of the referenced ECs. CDC irected

to contactl . _
[ lto contactl

would deslre the "improperly or unintentionally acquir
informatign" 03/12/2007, SA
electronic

contacted Division, via
(5)m“mail:“

Qx( on 0371472007 " Tepsrtedl ]

|
e BY. | |requested the "improperly or
b7C ;_unintentionally acquired jnformation" to be destroved by the FBI,
b2 : Division. would provide
E{E ‘3 writfen rommunication documenting
b0 to the captioned Ccases.

X\ 00 03/16/2007, .._comne-d:
iS) o request for Division to
destroy Che "Jmproperly or unintentionally acquired information*
stated that the "improperly or

unintentionally acquired information® would be destroyed by the
|Division. Further, CDC noted that a written

communication would be drafted by the Legal Unit to confirm the

destruction of the aforementioned files to the captioned cases.




b2
L7TE

SEehQT

To: From:
Re: {U) 278-HQ-Cl229736-VIO0, 03/22/2007
LEAD(a) :

Set Lead 1: (Info)

INSPECTION DIVISION

AT WASHINGTON, DC

{U) For information.

Set Lead 2: {Info)

COUNTERTERRORTI SM

AT WASHINGTCON, DC

(U} For information.

Set Lead 3: (Info)

+*

AT

{U) For information.

SE?R-EL




FI3-962 (Rev. 03-21.2005)

sgéﬁbq//20320201
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 02/01/2007
To: Inspection Attn: IIS, Room 11861 V///
General Counsel Attn: NSLB, Room 79275

Aattn: Asacl

CDC
From:
Contact: SAI
Approved By:
ALL INFORMATION CONTAINED
Drafted By: HEREIN IS UNCLASSIFIED EXCEPT
2420 b6 VHEPE $HOWN OTHERWISE
{g) --Case ID #: % 278-HQ-C1229736-VI0 ~ P E;C
62 A89455-I0R DATE: 05-z5-2007
! - - | h78 CLa3SIFIED BY €5179 DMH/KSR/TW
Title: (U) SA REASOM: 1.4 IC]
SsH DECLASSIFY ON: 05-26-2032
INTELLIGENCE OVERSIGHT BOARD (IQEB) ERROR
(U)'Sihb§SiSf“>%3 To report possible IOB error.
(Y - _."m§< Derive om—7  G-3
Declasgi .. 02/01/2032
Details:
(sy 1.
é
ZAT
(s) 2. l {HE
b‘\
bl (s} 3. Possible IOB Errorl k@pﬂiJ ‘
b2 v a9 4
T
BTE )
(U — : ) ‘
) 4. Description of ICB Error {including any reporting
delays}:
f‘-‘:‘.l —I-\ NI B PRV S, SR S PPN A | ok 2

b1

SC MU M;M Z/E’»oi/ﬂ’) 's}‘&%‘l‘/{20320201

Ko 03] 26/
1 T

b6 I ' -
b7C _~ o




b1
o172
BTC
b2
LTE

L7D

{

SECREJ/ /20320201 bo

b7E
To: | ig%pection From; L J

Re: 2T8-HQ-C1229736-VI0, 02/01/2007

151, | ]

(m

. wdo plepaled alld apprloved 11T
accordance with the Atforney General Guidelines, The NSL was
servedl|

provided the results of the NSL to| [Field

Office via e-mail as a courte i that a hard copy of the
infoermation was in transit to

{8 A review of the results of the NSL reTgﬁigg_tht
&) 1 kupplied what the case agent determined to be

This
information was not utilized by the case agent in any analysis nor
was it decumented in the case file.

X The case agent] 1
| | Division Counsel
b1 Wwas contacted on to advised of Che prcbhlem.
b2
b7E isg - (%4 . _case agent contacted[ ]
bé ivision| : 1
b7C .
b7D
explain why the information was provided, ?;.LQ_lQQDLLii.Lﬁ&L_qn
error was made. Case adent reguested that
() . _ o |
L , .
eXplal = |was contacted regarding this
error. oted That he could not explain why this error
occurred, vet, he aimed to correct the problem.
(&) - kﬁ!

! o | destrovedd
i 1 per the request ofl

SECRET//20320201
2




(U3 sa&gm*//zoazozol .

B7E

To: Inspection From: |
Re: (X)) 278-HBQ-Cl1229736-vIi0, 02/01/2007

iS) .éfbﬁiéea'a”new“CD—R-whichhcontaip?d the appropriate information
that was coriginally requested by the NSL“served+ |

bl

b7D o oo | base agent permanently deleted the e-
bé i sage received which contained

h7C information.

{U) {Note: This was the second possible IOB error that
resulted from the same request. Both errors were identified as
separate incidences. These comments are provided to clarify any
confusion associated with the two extremely similar incidences
occurring in an extremely close time period.)

s&s{//zoazozol
3
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sscqu//zoazozm
To: ngpecticn  From: :
Re:'.éii) 278-HC-C1229736~VIQ, 02/01/2007
LEAD (s} :
Set Lead 1: {Action)

INSPECTICN

AT WASHINGTON, DC

{Uy For action deemed appropriate.

Set Lead 2: {Actiocon)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*”

SEC§R’I‘//’2032020 1
4

|23
b7E




{Rev 01.3

b2
L7E

{u -

(-

b2
ETE

(-

b2
»7E (U} -

bé&
b7C

re e
ey
£l .?{:..'VJ
"t

ALy
Peeir b g‘l

R INVESTIGAT

1-20u3)

SEc\m‘{

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ’ Date: 2/21/2007
To: Attn: SSA
SA
coC
Counterintelligence Attn: (CD-4
Inspection Attn: IIS,
ALL INFORMATION CONTAINED
rrom: Office of the General Counf’el HEREIN LS '-“IEL""S;EEED EXCEPT
NSLB/CILU/Room 7947 VHERE SHOWN OTHERWIZ b
Contact: AGC | o
T b2
Approved By: Thomas Juiie f{“!J!}

DATE: Q5-26-2007
CLASSIFIED BY 65179 DMH/KSR/JW
FEASON: 1.4 iC)

Crafted By: B DECLASSTFY ON: 05-26-2032
e o GFT
Case'ID-#tm"Qﬁ 278-HQ-C1229736-VI0” {Pending)
Iltie:“”{>é LN e LD L GENCE O 'ldHl DMK L
MATIFR 200 | b2
Synopsis: 3 (Urhe Field Office requested that

the Office of the General Counsel (O3C) review an incident and
determine whether it warrants reporting to the Intelligence
Oversight Board (IOB}. It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

{0} Derived om : G-3
Declassi On: 2/21/2032
Administfétivéﬁ“'&Ql This electronic communication (EC) contains
information from: the EC dated 2/01/2007 from to OGC

reporting a potential IOR matter.

Réference: - (>< 278-HQ-C1229736-VIC migl 2126

Details: “"O{) By EC dated 2/01/2007, requested that 0OGC
review an incident and determine whether LT warrants reperting to

PEVIEY

B AR

RESTIGATIOY T




b2 SEC
b1E

T~ From: Offiz.. . “l2 Jener i Counsel
Re: 278-HQ-C1229736-VIO, 2,. - 707

sy . |
the I108.|
(8)
L. A National Security Letter (NSL) was
1 served The NST. reauested only
transactional information The
NS5L results were provided |

bl

case agent[__

b2 [
b7E

(SFJ |discovergg_LnaL_ra_@gg%fion to the requested
b7D ad provided information! I
The

"Cas€ agent 1mmediately ceased the review and reported the

in~ident to Division Coineel i JI the case annr+
Conlocted N ]
The POC “TNE appLopriatel
had provided the T TUIMaE LI roe -
(8) subsequently, | [destr ved and
deleted[ __JTegarding

provided the reguested ipnformiriooin comp MWt e TTT TS T

. . Y
P [ ' 1

Lvmid L U e 208 oD L Sl lorl., -
deletar .he IETETEﬂT_[::::::] _ -

(U) Section 2.4 of Executive Order (E.O.) 12863,
aated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components {(in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the ICQB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executlive order or Presidential directive,” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
108 (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
cf provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to

5 T




2]
[

bTE

b

b7E.

brom:. Gffice of the Geanszral Counsel
278-HQ-C1229736-VIQ, 2/21/2007

maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

{U) On 03/2B/2006, the FBI's National Security Law
Branch (NSLB} sent a letter to the Counsel for the I0B requesting
“heir concurrence to treat third party errors as non-reportable,
tlrough NSLB would still require the field to continue to report
any improper c¢ollection under an NSL as a potential IQOB matter.
By letter dated 11/13/2006, the Counsel to the I0OB agreed that
third party errors in the collection of information pursuant to

an NSL must be reported to the FBI OGC, but are not reportable to
the I0B.

{0) In the instant case the collection of information

by the FBI was not the fault of IPBI Once the case agent
discover=d that he had received information beyond the scope of
the NSL reqguest ,the.casasacansn ‘mmediately notified th

CbC and notifie hicareafrer,

regarding tI'1s request were deleted and or destroyed. As
Mlt, this matter does nol ne=d to be reported to the 10B.

SEC}T\
]
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e From: OQffice of «1.. "~reral Coweiscl
Re; 2718-HQ-C1229736-VI0, 2/2i/2u.

LEAD (s}
Set Lead 1: {Info)
INSPECTICN

AT WASHBINGTON, DC

b2 (U) For information.
B7E

Set Lead 2: {Info}

COUNTERINTELLIGENCE

AT WASHINGTON, DC

' For information.

ser Lead 3: {Actiom)

b2

b7E ‘ ‘ _

b7D (un reguested to coordinate wlthl Ito
ensure that has the appropriate protocols in place to preveni

similar types of disclosures in the future.

cC:e Ms. Thomas

1
1 L&
1 b7C
1- 108 Library

‘4
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¢Rev. (11-31-2003}
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b2
h7E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact:

Approved By: Miller David Ian ALL THFORMATION CONTAINED

HEFEIN I3 UNCLASSIFIED
Prafted By: DATE 05~26-2007 BY 65179 DIMH/KSR/IW
"/ cage ID #: (U) 278-HQ-C1229736-VIO {Pending)
Title: {u) INTELLIGENCE OVERSIGHT BCARD MATTER
INSD/IIS TRACKINGH 1566 b2

OGC/IOBH# 2007-

Synopsis: (U) To repert a potential Intelligence Oversight Board
(IOB) matter to the Office of General Ccunsel, National Securitcy
Law Branch (NSLB}.

Reference: (U 278-HQ-C1229736-VIO Serial 2120
278-HQ-C1229736-VIO Serial 2203

Details: Lll.T Internal Investigations Section (1IS) received
an EC from Division dated 02/01/2007, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS's opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter 1s being relegated tc the NSLB for
whatever action they deem appropriate.

+*



(Rev. 01-31-2003)

s@§a€?//20320323
FEDERAL BUREAU OF INVESTIGATION

b2 Precedence: ROUTINE Date: 03/28/2007
7R

To: Attn: SAC (Personal Attention)

From: Inspection
Internal
Contact:

41

b6 Approved By: Miller David IangﬁR@LI
b7c DECLASSIFIED BY 85179 DMH/KSR/JW
© Drafted By: I ON 05-26-2007

. Case ID #: (Uy 263-HQ-0-U - ?46 {Pending)

Title: (U} INTELLIGENCE OVERSIGHT BQARD MATTER

INSD/IIS TRACKINGH 23556

OGC/IOBE 2007 b2
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (II8), and is not considered

willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS,

() - “.mﬁgg Deriwv : G-3
Decl 1ty : 20320328

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2120

Reference: (U 278-HQ-C1229736-VIO Serial 2120
278-HQ-C1229736-VIO Serial 2203

Details: (U) Upon review of Division's captioned report
b2 of a potential I0B violation, IIS did not find the matter
b7E indicative of willful misconduct. 1IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
Naticonal Security Law Branch/0GC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/03/2007
To: INSD Attn: 115
To: CGC Attn: NSLB ALL INFORMATION CONTAINED
_ HEREIN I5 UNCLASSIFIED EXCEPT
From: WHEFE SHOWN OTHERUISE
n2 , — I
b7E ct:
Wi
7
bIC Approved 3\, DATE: 05-26-2007
o CLASSIFIED EY 55179 DMH/KSR/TIW
REASON: 1.4 (C)
DECLASSIFY OM: 05-26-2032
() - Drafted By:
case ID #: (X' 278-HO-C1229736-Y10  (papding: - 2090
{3} bl
€13 I - . .
Title: {%§  REPORT OF A POTENTIAL TGR MATTER;
(U) synopsis: (><; To report a potentizl TOB matter.
X Derive rom : G-3
o Declas Oon: X1
Referenc?
Details: {X}I ] an _ECPA National
ol Security Letter (N3L) was served]
bé
b7C
b7D
b2
b7E
{ |
| |
[ B The NSL specifically

rzguested subscribker Tnformati._on for

| SEER53
S Mther @M 5/:4) € L
CRy ﬁtkLQQj b7




b2 SE&ﬁﬁs
L7E

To: INSD From:l_
- Rew- . 278-HQ-C122973¢-VI0, 01/03/2007

b e e .
5 08) '-'th_NSQ_Eaé'e2étﬂth' ! I
Eé lorovided ~He subscriber informa:iOn[ I
b7c H__ s | as of the date of execution,
hID I and rot for the dates_snecified on the NST .
!The subscriber information provided !
turthermore the time period the
fS? supject 1s listed as tne active subscriber covers the dates
rLEﬂuﬂﬁlﬂd_iﬂhiiuLJiSL___ihTS information supplied] |
Wwas conszistent with the request ot
e Ml Lousuar suhiccibasa informat ion provided| 1.
| was not identifia The !
supject of Thls lnvestigaticn. Therefer:
(8) - erronecusly. .provided subscriber informaticn to Lhe Bl on a
serson who is not relevant 1o the investigation
{S)
OSL was dralted by the Lase Agent |
bl [ lcequeszed the subscriber Information | |
b2 (§ - . ] The erropnecns spubecriber information
b7E provided| ]
L7D was seguestered by the Chief Division Council of |
Olficel] } Reporting of this matter was
delayed pending review by ADC| of new

procedures outlined in EC captioned "REVISED PROCEDURES FOR
THE SUBMISSICN OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT
BOARD MATTERS"™, dated 11/16/2006,

*
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SEERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (02/21/2G07
b2
b7E To: Attn:
Inspection Attn: I1IS,
From: Office of the General Counsel b2
NSLB/CILU/Room_ 7847 { e
Contact: AGC B7e
; : AV ALL INFORMATION CONTAINED
Approved By: Thomas Julie Fw HEREIN IS5 UNCLASSIFIED EXCEPT
WHEFE 3HOWN OTHERWISE
Drafted By: Q\Q DATE: 05-26-2007

Case ID #: (U)

Uy - Title: - 'W

INTELLIGENC
MATTER 2007

— CLASSIFIED BY 6517% DHMH/KSR/IM
278-HQ-C1229736~VIO™ (

Pending) PEASON: 1.4 (C)

DECLASSIFY OW: 0S5-26-2032

SIGHT BOARD

b2

(U)”SyhapsiST"”T>< It is the opinion of the Office of the General

Counsel

(OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB).

Rather, it should be

maintained in the control file for periodic review by Counsel to

the IO0B.

{0) Administrative:-

information from: ~ (1}

Our analysis follows.

m

(U) Derive om :

Decl 1 On:

This electronic communication ins
the EC dated 01/03/2007 fro

G-3
25X1

E?E Field Office | to OGC_reporting a potential 10B matters
(2) conversation between !and OGC regarding thi
potential IOB matter on | ; (3) an email from Ito
OGC dated 02/15/2007; and (4) auvtomated case support .
Reference: bl (U)_278-HO-C1229738-VIO Serial 2090 {Pending)
(S Ferial 21 (Pending}
p2 (Ul Details: -(&) By EC dated 01/03/2007, |requested that OGC
b7E review the’facts of the captioned matter and determine whether it
SE T
bé
b7¢
g . "'. . ;.. -
CIGNOJ REVIEY DATE 3/ 2
£Bi INVESTIGAT vy
| (o ] L . Li
CIE/DQJ INVESTIGATION: d

e ke st b
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bTE

To: From: ©OQffice of the General Counsel
Re: 278-10-Cl229736-VIO, 02/21/2007

warrants reporting to the ICB. As explained below, in our
opinion, the FBI is not reguired to report this matter to the IOB.

1S)

| } the FBI served a National Security Letter {NSL)
pursuant to the Electronic Communications Privacy Act (ECPA), 18
y.s.c. § 2709/l —

(83}

b2
b7E

bl () | Jprovided a response to the NSL.
In so doing] brovided the subscriber information

L7D L Ja= of the date of the
response, | | and not for the dates specified in the

NSlLs | I |
L

finformatipn

provided |

was that of the subject of the investigation.

(B4 sSubscriber information provided-
r_ - Jwas not identifiable to the subiect of the
(S)Y —_investigastion. |

Thls 1nformatlon nas Deen seguestered with the Chler
Division Counsel,

{U} The President, by Executive Order 12334, dated
12/04/1981, established the President’'s Intelligence Oversight
Board {(PIOBY. On 09/13/1993, by Executive Qrder 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the Fresident's
Foreign Intelligence Advisory Board. Among its responsibilities,

bi

st |
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To: From: Office of the General Counsel b7
Re:  ZI1B-RHU-Cl229736-VIQ, 02/21/2007

the IOB has been given authority to review the FBI’'s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

() Section 2.4 of Executive Order 12863 mandates that
Inspecters General and General Counsel of the Intelligence
Community components {in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office cof
the General Counsel (OGC}, respectively) report to the ICB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive, This language has been interpreted to mandate the
reporting of any violation of a provision of The Aftorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
otner guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was design=d to ensure the protection of individual rights.

(U) Violations of provisions that merely are administrative
in nature and not deemed to have been designed tg ensure the
protection of individual rights are generally not reported to the
ICB. The FBI Inspection Division is regquired, however, to
maintain records of such administrative violations for three
years so that the Counsel to the IOB may review them upon
request. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
administrative violations must be reported as potential I0OB
matters.,

(U) NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18

D.5.C. § 270%); (2) records of financial institutions {which are
very broadly defined) (Right to Financial Privacy Act, 12 U.S$5.C.§
3414 (a) (5)(Ar}: (3) a list of financial institutions and consumer

identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.5.C.§§ 168lu{a) and (b})); and (4)

full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 168lv}). 1In addition to FCRA,
15 U.S5.C. §§% 168luf(a) and (b} infeormation (financial institutions
and consumer identifying information), under 15 U.S.C. 168lui{c),
if certain factors are met, the FBI is able to obtain full
consumer reports in both counterintelligence and international
terrorism investigatlons by an ex parte court order.

sz}nzr\
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To: From: Office of the General Counsel
Re: 218-N0-C1229736-VI0, ©2/21/2007

(S) |
he FBI preoperly served an NSL that requested

lawful information.

] ]
I IR
| ]
j
|
[ 1 J
-{S}"Subscriber'information'providedl |

| was not identifiable to the subiject of the

jnvestigation. L |

| Although lawfully obtained, because the

information obtained through the NSL was not associated with the
target, as already accomplished, the information should be
sequestered with the CDC to protect the potential pravacy
interests of United States persons. Further,[:::fi::]should
contact and ask whether the information unrelated to the
target shou e returned or destroyed with appropriate
documentaticon to the file.

{U) Based upon these facts, 1n accordance with the terms
implementing the reporting requirements of Section 2.4 of EO
12863, it is our opinion that this error is not reportable to the
IOB. The carrier's mistake is not reportable to the ICB because
the FBI has not acted unlawfully or contrary to Executive Order
or Presidential Directive. A record ¢of this decision should be
maintained in the control file for future review by the Counsel
to the JO0B.
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To: From:; OQOffice of the General Counsel
Re:  278-HQ-Cl229736-VIO, 02/21/2007

LEAD (s) :
Set Lead 1: {Action}
INSPECTION

AT WASHINGTON, DC

{U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that I0B notification is not required, for three years
for possible review by the Counsel te the IOB,

Set Lead 2: (Action}

EB{ With respect to the information received ot
assoclated with the target, should coritact and
ask whether such information should be returned or destroyed with
appreopriate documentation to the file.

cc: Ms. Thomas

IOB Library
+
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sséhqg//20320327

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (C3/27/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investidations Sectiocn, IPU, Room 3041

Contact:
Approved By: Miller David Ilan ALL TNFORMATION CONTAIMED
HEREIN IS UNCLASSIFIED EXCEPT
Drafted By: WHERE 3HOWN OTHEPNISE
Case“ID”#r”””'Q% 278-HQ-C1229736-VIO (Pending}
: . BOARD MATTER DATE: 05-26-2007
Title W %ggg??igEgg‘EClO(VERSIGHT R T CLASSIFIED BY 65179 DMH/KSR/IW
OGC/IOBE 2007 lﬂsﬁ_ﬁi}z_l b2 REASON: 1.4 (C)
DECLASSIFY OM: 05-26-2032
Synopsis: (U) To report a potential Intelligence Oversight Board

(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

(U - -~”"CB( Derive . : G-3
Declaggify™~Qn: 20320327

Referejfe: (U) __278-HQ-C1229736-VIO Serial 20950

(s)

(L) ZTE-HO-CTIZZ9736-VIU Serial 2229
Details: U) The Internal Investigations Section (IIS) received
an EC from Office dated 01/03/2007, reporting a possible
IOB error. ased upon a review of the referenced EC it is the

IIS's opinion the incident (s} described therein an administrative
issue. Therefore, no internal investigation will ke conducted by
the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.
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s%ngT//20320323
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE bate: 03/28/2007
To:l l Attn: ADIC (Personal Attention)

From: Inspection
Internal [pvestigations Secticn, IPU, Room 3041
Contact:

Approved By: Miller David Ianfﬁﬁ.f

DECLASSIFIED BY 65173 DIH/KSR/IW
brafted By: ON 05-26-2007
JCase ID #: (U) 263-HQ-0-U - 757 (Pending)
Title: (1} INTELLIGENCE OVERSIGHT BQARD MATTER

INSD/ITS TRACKINGH 3532
0GC/I0B# 2007: b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section {(IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

gy - = Eﬁi Derived om ¢+ G-3
Declasgsif n: 20326328

Enclosure(s): {U) 278-HQ-C1229736-VIO Serial 2020

Reference: (U) 278-HQ-C1229736-VI0O Serial 2090
27B-HQ-C1229736-VIO Serial 2229

Details: (U) Upon review of :loffice's captioned report
of a potential IOB wviolation, IIS did not find the matter

indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident,

{U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/0GC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570}.

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

"

SE€K%T//20320328




FI-962 (Rev 05-02-2001)

SECRET
FEDERAL BUREAU INVESTIGATION g
WAL
Precedence: ROUTINE Date: 02/07/2006 Fag et
To: General Counsel Attn: National Security Law Branch,
Room 7875
! -Inspection Division Internal Investigations Sect.
From: |
b2 Tontact:
b7E
hé ;
baC Approved By
Drafted By:
oy - . Ny
(0 Cage ID #:_ %i) 278-HQ-C1229736-VIO (PENDING) - .7
v } 278 C71404 {PENDING) . -7
Title: (>< INTELLIGENCE OVERSIGHT BOARD (I0B} MATTER
o - , ‘ , . ,
Synopsié&“'béb Possible IOB error for an unauthorized dissemination
¢f information,
(U)_W.Eg( Derive r t G-i
Declasgsaj, On: X1
Details:
(s} 1.
{S) 2.
bl ﬂﬂh~§é 3. Possible IOB Error:
hé
b7C {8)
(T 4. Description of IOB Error (including any reportin delays) .
11T Y P 9
(8Y ap nay, |
as serve
g 5§ were received
L2 }andhﬁf0cessed Through an error in
b7E “the mail handling of the responding EC and records, the NSL and
L7D records were erropequslv sent ta

bl

Ml Pt 47 sﬁ-ﬁ\m
3 Lk44)0ﬁ&a‘o

15 3\03*D—u-?58 '

i B7C
5 }i{f'b:t




SBQFET b2

B7E
{n To: General Counsel From:
Re: [E) 278-HQ-C1229736-VIO, 0270772006
!
bl gki A _capy of the records were returned
L2 I The originals were nicked nn By an ament ]
BL7E
bD
was informed of the mishap and
will ensure corrective action 1S taken.
E?c Questions concerning this EC or others aspects of the IOR

process may be addressed to either CDCL_ and/or 0OGC,
National Security Law Branch.

SN
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b2
To: General Counsel From: b1E
‘Re: -BS) 278-HQ-C1229736-VIO, 0 7 06

LEAD(8):

Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(J) For action deemed appropriate.

+*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTINE o2 Date: (03/24/2C06

L7E
To: Attn: SAC, CDC

Counterterrcrism Attn: AD
inspection Attn: IIS

DATE; 05-26-2007
CLASSIFIED BY 65179 DMH/KSR/JU

REAZQN: 1.4 (£}
From: General Ccunsel ) DECLASSIFY OH: 05-26-2032

Counterrorism Law Unitf I1
Contact: Fatrice I, pistansky,

b6
Approved By: Thomag, Inlie éf L7C
b2 ALL INFORMATION CONTAINED
HEREIN 1S UNCLASSIFIED EMCEPT
Drafted By: WHERE SHOWN OTHERWISE

(o) éasé“xn-#:--)éj 278-Ho-C1225736-v10 — AC L0

(U) - ""I’i"tl"e':"--{>< INTELLIGENCE OVFRSIGHT BOARD MATTER,
ICB 200¢ b2

) gynopsisi () It is the opinion of the Office of the Genersl

Counsel (CGC) that this matter does not warrant reporting te the
Intelligence Oversight Board (IOB). Submissicn of this matter to
the OPR i1s a matter within the cognizance of the 1IS,

EU’.”..”_WN.EQ( Dariv om G-3
Declas On: 03/24/2016

‘U’“ﬁéfeféncéw"Q?B:HQ=01229336~vn3.gQ - 155
Administrative: {(U) This communication contains one or more
footnotes. To read the fcotnotes, downlcocsd and print the
decument 1in WordPerfect 6.1.
) Details: 2 erenced communicaticn from the Field
2;E Dffice dated 02/07/2006, requested that OGC review the
facts of the captioned matter and determine whether it warrants
reporting to tne IOB. In our opinion, it does net. Qur analysis
follows.
hé SE T
b7C

s el
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(3)

(51

o

(S) During the course of the investigation, | !
issued & National Security Letter {NSL) pursuant to the
Electronic Communications Privacy Rct, 18 U.S.C. § 2709. That
statute permits the FBI to request subscriber informaticn and
telephone toll billing records that are "relevant to an
authorized investigaticn to protect against international
terrcrism or clandestine intelligence activities, provided that
guch an investigation of a United States perscn is not conducted
solely on the basis of activities protected by the first
amendment to the Constitution of the United Srates " The NSL was
addressed tof | ]

e Tegquested records were received fromj ]

] The records were supposed to be sent to

| towever, [ ] clerks who work on the n‘;gljt shift

packaged ThHe 'récords and insdverteptlv sert them to

[ 2n

|'::|||pLC-}'E_E—|

] wno handles its NSLs ultimactely
cbtalned possession of the records and realized that they were
the records cf That person contacted and sent it a copy
of the records. contacted| flearned that the

original records and EC that were intende - | jwere
at | fand arranged for field office

to physically pick them up and send them back to

'T}< Sce 27B-HQ-CLl229736-VIO, Serial 11955, dated 02/07/2006 and
titled “Intell:gence Oversicht Board (I0B} Matter"

Z f[l‘.[ l

b1
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SEEEET

rom: General Counsel :
f79—HQ461229736~UEO~;155-C(} , 03/24/2006 b2
b7E

—
o
P
r1j
b
a0
s

aperwork and forwarded the

criginals tof
repcrted this matter as a
zbcve. )

e Da
By £C dated 02/07;2006,[::]
possible 10B violation, (Sée fcoLnote 1,

{U) Secticen 2.4 of Executive Order (EC) 22863,

datecd 05/13/1993, mandates that Inspectors General and General
cunsel ¢ the Intellicence Community components (in the PRI,
the Assistant Directecr, INSD, and the General Counsel, CGC,
respectively) report to the IOB concerning intelligence
gctivities that they have reason tc believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EQO 12334, dated 12/04/1981,
when the IOB was kncwn as the President's Intelligence Oversight
Board ({PIOB). By longstanding agreement between the FBI and the
IOB {and 1ts predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the ALtorney General in accordance with EQO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protecticn of the individual rights of U.S.
persens.  Violations of provisicns that are essentially
administrative in nature need not be reported to the I0B. The
FBET is required, howsver, to maintain records of such
administrative violations so that the Coursel to the IOB may
review them upon request,

W ) section V.11., Investigative Techniques, of The
Attorrey General's Guidelines for F3I National Security
Investigatiors and Feoreign Intelligence Collection (NSIG)

{u) - “m;Si However, the improper dissemination was not of a
nature ¢of which the NSIG zre concerned. The NSIG focus upon
assuring that information disseminated to other government

SE ckgT
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SECRET o2

| J b7E
o irom:  General Counsel

Re: 2TE-RQ-CII29736-vI0-1155 {5, 03/24/2008

ggencies or Lo forsicn governments is proper since those entities
have fthe ability to zdversely impact a person's constitutional
rights if they misuse 1nformation. Since this activity involwved
improper dissemination to ancther private wire communications
sgrvice pr

provider, which does not have the same apparent ability
to adversely lmpact the rights cf the telephone subscriber, we
mave determined that this event need not be repcrted to the 102.
This was simply an administrative error by night clerical staff
in sending unclassifiied telephone records to a service provider
othar than L{he service provider who owned the records. An
emcloyee of the other wire communications service provider, a
perscer familiar with the NSL process and thus, presumably
familiar with the non-disclosure aspect of 1t, immediately
recognized the mistake and reported i{ to the reccrds' owner,

and the mistake was rectified. There does not appesar to be
any cotential damage to national security. There was no impact
upon the rights of a United States person, nor, apparently, the
non~USP subscriber. There was no improper collection of
information.

CONCLUSION

(Y OGC concludes that this matter does nol warranct
being repcrted to the IOB.
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To: I I From:
Rer 2TESRO-CI228926-VI0-1155
LEAD(s) :
Set Lead 1: ( INFO)

FiELD CTFICE

{U) Fead and Clear.

Set Lead 2: (INEQ}

COUNTERTEREORI SM

AT WASHINGTON, COC

{U} ERead and Clear.
Set Lead 3: (ACTION)
INSPECTION
AT WASHTINGTON, DC
(U}
1 -
*e

For review and action deemed

éaBQFT

ener

s

Y

al Cournsel
03/2

3/24/72006

X

appropriate.
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FEDERAL BUREAU OF INVESTIGATION

b2 .
oy
Precedence: ROUTINE Date: 12/19/2@06
To: Inspection " Attn: 1IIS, Room 7825
General Counsel Attn: NSLB, Room 7947
From:

;on;act: SA

Approved By:

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPFT
WHERE SHOWN OTHERWISE

Drafted By: L:plp

Y
Case ID #: () 278—HQ—C1229736—VIO'J1(Pending}

DATE: 05-26-2007
CLASSIFIED EY £5179 DHH/KSR/IW

. , BEASON: 1.4 (C)
Symopsis: (U) Report of a potential IOB Matter. preLASSIFY ON: 0S-2¢-2023

Title: (UI}X}  REPORT OF A POTENTIAL IOB MATTER;

. m Deri rom : G-3 1073946
Decl ify On: X1

Reference: (S5)

tUDetailsr--IS{ The substantive investigation and serials of the

potential IOB mpatier is refer above. The relevan
involved is SAr Her supervisor is SS

{SJ

(S} The[fffffifjl ICB matter was discovered on
12/18/2006 when SA was conducting a thorough review of

resglrs from a Natimnal Serurity T oo (NSL][

received the results on or

1
L oul _did not conduct a thorough review of the

material until

(S) r Jprepared a NSL which was
accompanied by an electronic communication (EC) i

s‘m@:

iy
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fon v #L-’{D[ |
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équE?
o To: Inspection From:

b7E Re: (Uy 278-HQ-C1229736-VIO, 1271972006

{3)

bl AT LOe LT TS agent requested 1nformation Lor telephone number
b6 | _____lwhen the number was intended to be ]
7C Therefore, the WSL contained a substantive‘vfffffffrcal error.

Although the NSL was reviewed for errors, SAI did not
discover the incorrect number,

(S ThaifﬁL was_ﬁorwarded[
r ith the incorrect number which resulted in
the acquisition data that is not relevant to an_anthorized

b1 ation. SA

bfr [t&ffffjfreceivec a compact disc (CD) with results from the NSL.
bre rB_LhQLQuQﬁ review of the material on the CD was conducted

which alerted SA[C__ ]to a problem. This potential

I0B violation was immediately reported to her supervisor and ADC

This NSL did glean pertinent information towards
the substantive case. Only the relevant material from the CD has

e been printed and placed in the substantive file. The material
b7e inadvertently obtained that is not relevant to the investigation
ha has not been utilized in any manne D has been sealed in
B7E an envelope which is stored in SSAl Eafe. It will remain
there until FBIHQ advises on the disposition of the CD.
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To: Inspection From:

Re: (U) 278-HQ-C1229736-VIO, 12/19/2006

LEAD (s) :
Set Lead 1: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(J) Proceed as mandated.
Set Lead 2: {Discretionary)

GENERAT, COUNSET,

AT WASHINGTON, DC

{U} Proceed as mandated.
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0iG/DOJ REVIEW:
FBI INVESTIGATIO
01G/DOJ INVESTIGATION:

SECE?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/01/2007
To: Attn: SA
SSA
CDC
Inspection Attn: IIS
CRS
From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: (202) 324

Approved By:

Thomas Iplie F‘ﬂw

ALL INFORMATION CONTAIMED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE ZHOWN OTHERWISE

Drafted By:
P Elzggqf?:D DATE: 05-26-2007
Case ID #: (U) 278-HQ-C1229736-VIO” (Pending) CLASSIFIED EY 65179 DMH/KIR/JW
. PEASON: 1.4 [T}
Title: (U}  INTELLIGENCE QVERSIGHT BOARD DECLASSIFY ON: 05-26-2032
b2 MATTER 2007
Syn0psis:"§ﬁ} It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the

Intelligence Oversight Board (IOB).

0GC will prepare and deliver

the necessary correspondence to the ICB.

-)ﬂé Derived From-: ultiple Sources
Declassi n: 1/2032

(U) 278-HQ-C1229736-VIO Serial 1933

1

Reference:

Administrative: (U} (U) This communication contains one or
more footnotes. To read the foortnotes, download and print the
document in Corel WordPerfect.

'Detailgi”";gi The referenced electronic communication (EC) from

dated 12/1%/2006, requested

l ThHat OGC review the facts of the capticned matter and determine

whether it warrants reporting to the IOB.
does. Our analysis follows.

©

Letter (NSE) requesting

In our opinion, it

LT‘QH:\Y&A PO N BN

szck{

bo
b7C

nal Security

(8}

| DATE:_ il
F«l

T




o
“

L7TE

b1l
b
b7

bl
b0

bl
b7D

SE€§§T

To: | I From:; Office of the General Counsel
Re: () 278-HQ-C1229736-VIO, 02/01/2007

amad

1
lr— | I -5
L

NSL also reauestedi _J

| Due to an administrative error in drafting

the NSL and the accdmggiying EC, the case agent reguested
information for the w g telephone number. Therefore, the NSL
contained a substantive typographical error when it was sent to
the provider.

TBf:wD[ the case agent received a
JFre W8T resglts, On 12/18/2006, upon a
thorough review of the material the case agent
realized the error.

>;':< [UT__F:did contain some pertinent information
a

relevant to an authorized investigation. The pertinent material
was printed and placed in the substantive case file. However,
the non-pertinent material was not printed,l itself has
been sequestered.

(U) Section 2.4 of Executive Order (E.C.} 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community ({(in the FBI, the Assistant
Director, INSD, and the General Counsel, 0GC, respectively)
report to the IOB “concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive.” This language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
{(NSIG) or cther guidelines or regulations approved by the
Attorney General in accordance with E.0. 12333, dated 12/04/1581,
if such provision was designed in full or in part to ensure the
protection of the individual rights. Violations of provisions
that are merely administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of

! A "United States person” is defined in Section 101{i} of the

Foreign Intelligence Surveillance Rct (FISA), 50 U.S.C. § 1801, et seq., as "a
citizen of the United States [or] an alien lawfully admitted for permanent
residence (as defined in section 101(a) (20) of the Immigration and
Naturalization Act}. . . ." See also Section 1.C fo the Attorney General's

Guidelines for FBI National Security Investigations and Foreian iIntelligence
Collection (NSIG) (2003).
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To: [ | From: Office of the General Counse
REe: () 278-HQ-C1229736-VIO, 02/01/2007 '

such administrative violations so that the Counsel to the IOB may
review them upon regquest.

(U) Under the Electronic Communications Privacy Act
(ECPA}, the FBI may seek telephone and email communication
records from telephone companies and internet service providers
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine
intelligence activities." 18 U.S.C. § 2709, Moreover, under
the NSIG, NSLs are an authorized technique and may be issued in
conformity with statutory reayirements during a preliminary -or
full investigation.

() -

Due to inadvertent typographical error, I
received NSL Tesults on a telephone number that was not
agssociated with the subject of an authorized investigation. Upon
realizing the error, the case agent immediately notified her
supervisor and took the proper steps to segquester the
information. None of the non-relevant information from the
original NSL results was uploaded into the FBI computer systems,
nor was any investigative action taken based on this information.
However, due to the fact that there was an unauthorized
collection of presumed U.S. person information, we must report
this teo the IOB.

SE%T\
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L7E To: | l From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 02/01./2007
LEAD(3)

Set Lead 1: {Action)

b2
L7E

{U) The field should contact the carrier and ask
whether the improperly or unintentionally acguired information

should be returned or destroyed with appropriate documentation to
the file,

Set Lead 2: (Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.

CC: Me.  Thomas

b6
RIC

IOB Library
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DECLASSIFIED BY 65179 DMH/KSR/JW
0N 05-26-2007

February 1, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50203

New Executive Qffice Building
725 17" Street, Northwest
Washingten, D.C.

Dear Mr. Friedman:

Enclosed for yvour information is a self-explanatory
memorandym entictled “intelligence Oversight Beard Matter
2007 "(U)

The memorandum sets forth details of investigative
activity which the FBI hLas determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign (ounterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

"FBI foreign counterintelligence and internatiocnal terrorism

investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
()

Enclosure

1l - 278-KO-Cr229736-VIQ - 2254
UNCLAS ED WHEN
DETACHEIA FROM
CLASSIFIER ENCLOSURE

Derived From: ultiple Scurces
Declassify On: 2/01/2032
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberte R. Gonzales
Attorney General
U.8. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.5. Department of Justice
Room 2200 C
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DATE: G5-26-2007
CLASSIFIED BY 55175 DMH/ESR/JY

ALL TNFORMATION CONTATHED PEASON: 1.4 (C)
HEREIN IS WHCLASSIFIED EXCEPT DECLASSTFY OM: 05-2&-203%
WHEKE 3HOWN OTHERWISE
SEEN:E‘
b2 INTELLIGENCE OVERSIGHT BOARD (IOB} MATTER
H7E | |pivision

IOB MATTER 20071 I(U!

(58) . QQ}.H_%_ L [:;;;;Jof the Federal Bureau
of Investigation (FB:i} reported a potential I0B involving a
National Security Letter (NSL) requested bywh-ich,....th_rou_gh a
transcription error, sought information about a telephone number”
belonging to a person who was not the subject of an FBI national
security investigation.

{(S) repared an NSL requesting subscriber information

b7E

| Due to an administrative

bl

bl

error 1n drarting the NSL and the accompanying EC, the case agent
requested information for the wrong telephone number. Therefore,
the NSL contained a substantive typographical error when it was
sent to the provider.

) | | upon a thorough review of the NSL
results, the case agent noticed the discrepancy in the telephone
number. The case agent immediately notified her supervisor and
tock the proper steps to seguester the information. None of the
non-relevant information from the original NSL results was
uploaded into the FBI computer systems, nor was any investigative
action taken based on this information.

(¥ Due to inadvertent typographical error,[:::]received
NSL results on a telephone number that was not associatred with

- the subject of an authorized investigation. However, due to the

b2
b7E

~fact that there was an unauthorized collection of presumed U.S.

person information, the error is a reportable matter under
Section 2.4 of Executive Order 13863,

Derived froms ultiple Sources
Declassify : 02/01/2032

sac)é'r
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(Rev. 01-31-2003}

SE&Q{I‘

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Te: Inspection
General Counsel

From: L_ I

Attn;
Attn:

Date:

1

12/18/2006

IS, Room 11861
NSLB, Room 7975

| | I
Contact: SA.

HEREIN I3 UNCLASSIFIED EXCEPT

DATE: 05-26-2007
E?fE Approved By: CLASSIFIED BY 65179 DMH/KSR/IW
b6 REASON: 1.4 (T}
b7C DECLASSIFY ON: 05-25-2032
Drafted By:
() - 445
‘Case. ID #: \S 278-HO-C1229736 - VIO (IF’erlc’ting)/’l
b2 0 {R) 278 +tCL36372 (Pending}ﬁ,u\
b7E S 278 113 (Pending) \U‘- ALL INFCRMATION CONTAINED
-
Title: (U)  REPORT OF POTENTIAL WHERE SHOWN OTHERVISE
IOB MATTER
{U?”S?nOpsis: njﬁ% Pogsible IOB error for non-compliance with a
requirement of the Attorney General.
(Ui :ﬁ{{ Derive m: G-3
Decl 1f : 2 _
bl  Reference;: (5)
Enclosure({s): (U} Enclosed for the case files are one copy of
the referenced EC.
Details: I |
fllal
bi
b6
b7C
o ) Case Agents: S
() - 9< b6  SA
B7C
. ! ’ }
: sﬁﬂ{
SC Mullex %)/MLFLL} 0
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To: TInspection FrOm:[

]

Re:----N 278-HQ-C1229736 - VIO, 12/18/2008

() »e €§< Supervisors: S8

p7C A/SSH

v
2] Possible I0B Error:

Collection of toll billing records via National

Security Letter (NSL) on a person not
investigation,

related to the

(s} _ SLL======J—SmeittEd an. NSL I I

I Tor the Telephbane subacriber |l rJ

s | | sa]

was assigned the case and

reviewed the records provided by in response to the NSL.

(8) Upon review of the records, SA identified

that the incorrect telephone number, |

was requested

in the NSL and records provided by

were [or an unrelated

third party. The unrelated third party is presumed to be an

 USPER.

destroyed all documents

e 0§ on 03/15/2006, SH
provided and documented the destruction of the documents

in Ecq

O an wer [

—l was then submitted rnl l

bID

tSJbé

hIC

b6
biC

(X on 12/18/2006, SA

was advised that-the above

mentioned dctions needed to be réported as an 10B violation.

(U)
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(U To: Inspection From: l ] L7E
3”Re:- .yé 278-HQ-C1229736 - VIO, 12/18/2Q06

LEAD(s) :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

{U) Read and clear.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTCN, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
reguirements.

124
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(Rev. (1-31-2603) 0221601}

SBCRET

FEDERAL BUREAU INVESTIGATION

Precedence: ROUTINE Date: 03/22/2006
To: ALL INFORMATION CONTAINED
HEREIN IS UMCLASSIFIED EXCEPT
From: YHERE SHOWN OTHERWISE
b2 Contact: SA
b7E .
bé Approved By:
LTC PP Y
brafted By:
Case ID #: (S . b1 DATE: 0S-26-2007
bl #: (5) {Pending) FLASSIFIED BY 65179 DHH/KZR,JU
bho . REASON: 1.4 (C)
b7C Title: (S) DECLASSIFY ON: 05-26-2032
b1 (5) -w'psiﬁt' Iﬁi Documents destruction of incorrect results from

B0 pertaining to National Security Letter {NSL)

- -~(§< Deri??ﬁ(?rom : G-3

Declag8ify On: 25X1
(8) N T

b1l
: M‘ I;{n NSl _wasg -ic-.c:n_e:'ll
b1l
57D )
b2
b7E
bE
i'.':'-:l Cop7e O (>< Oon 03/14/2005 SAl was assigned the case.
e I—_—l r_ﬁgjd Upon review of the results of the NSL provided by
NOOR & SA etermined that the incorrect phone number had been
57D sought in the original NSL.
bl
(8) = o (- AL such documents-provided were destroyed
b1 on 03/22/2006
b7D
+*
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DATE: 05-30-2007

CLASSIFIED BY 65179 DMH/KSE/TU ALL IMNFORMATION CONTAINED

{(Rev. Q1-31-2003) REASON: 1.4 (D) HEREIN I3 UNCLASSIFIED EXCEPT
ECLASSIFY ON: 05-30-2032 WHEFE S$HOWN OTHERWISE
PEFLAZS SECRET
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FBI INVESTIGATION; Ly

FEDERAL BUREAU OF INVESTIGATION

Precedence: RCOUTINE Date; 01/23/2007

To: BTE Attn: SAC
ASA
ool

n6
SS5A L_I bIC
s A/SSA

SA
SA

Inspection Attn: I1I5,

From: (Office of the General Counsel
NSLB/CILU/Room. 13847 ya
Contact: SSA

Approved By: _Thamas Inlie L“{wu

Mprafted By: L[?b

case ID # D& 278-HQ-C1229736-V10~ fbending)

"Title:.....§< INTELLIGENCE_QVERSIGHT BOARD

MATTER 20074 b2

Syﬁ6§3is:""C3< It is the opinion of the Cffice of the General
Counsel (OGC) that this matter must be reported to the

Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.
{uj Derive rom : G~3
Declassdfy On: 25X}

Reference: - {5 278-HQ-C1229736-VIO Serial 1995

“Detailéi"'zgg By electronic commupication (EC) dated 12/18/200¢6,

the[ [Field Office requested that 0OGC
review the rfacts of the captiontd matter @nd determine whether it
warrants reporting to the IOB. 1In our opinion, it deoes. Our
analysis follows.

(5)
case agent, SUDMITTEG § Natlonal Security Letter (NSL) seeking

SE&{T
| b6

:175 TE .2 w[/ /
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To: From: Office of the General Counsel
Re: 276-HO~C1229736-VI0. 01/23/2007

telephonel |records of a certain target. Due to a

typographical errcor, the telephone number on }
erroneously transcribed.?! SA was

- assigned the case and he reviewed the telephone reco

derermined that they were not the target's records,

immediately ceased review of the telephone records. ©Cn
03/15/20006, SAE::::fdestroyed all improperly cocllected documents
and records and provided an EC to the case file.?

(U} The President, by Executive Order 12334, dated
12/04/1982, establiished the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Qrder 12863, the
President renamed it the Intelligence Oversight Beoard (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the I0B has been given autheority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U} Section 2.4 of Executive QOrder 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Asslistant Director,
Inspection Division (INSD), and the General Counsel, 0ffice of
the General Counsel {0OGC), respectively} report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Qrder or Presidential
Directive. This language has been interpreted to mandate the
reporting of any vielaticon of a provision of The Attorney
General's Guidelines for FRI Natignal Security Investigations and
Foreign Intelligence Collecticon {NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed to

' (U) In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in
this document.

o “I>< On 12/18/20086, | |realized that this
incident constituted an I0B violation and promptly reported the
matter to OGC and the Inspection Division.

Séénqi
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TO: From: Office of the General Counsel
Re: 278-10Q~C1229736-VI0. 01/23/2007

L]

ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations
for three years so that the Counsel to the IOB may review then
upon regquest., The determination as to whether a matter 1is
"administrative in nature" must be made by 0GC. Therefore, such
administrative vieolations must be reported as potential IOB
matters.

(U -~ G%{ NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
infermation without court intervention: (1} telephone and emzil
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18

U.5.C. § 2708y (2} records of financial institutions (which 1is
very broadly defined} (Right to Financial Privacy Act, 12 U.5.C.§
3914 ¢(a) (5) {(AY)Y; (3) a list of financial institutions and consumer

identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 168lu{a}l and (b}):; and (4}
full credit report in an international terrorism case {Fair
Credit Reporting Act, 15 U.S.C. § 168lv). NSLs may be issued in
con fopeitu i Gl turormaseauirements, including 18 U.3.C., §
2709.

T§T In this situation, due to the 1ncorrect number
stated in the NSL, the FBI received telephone toll billing
records pertaining to a telephone number that was neither under
investigation nor related to an investigation. Therefore, the
information was improperly collected, although unintentionally
50, in violation of the NSIG and ECPA.

{U) Here, the target's rights were not violated because
he was not the subject of the improperly collected information.
It is unknown whether the erronecus information received
pertained to a United States Person, inasmuch as there has been
ne review of the information. Nonetheless, based upon the fact
that information which may be about a USP was improperly,
although inadvertently, collected, and in accordance with the
reporting requirements of Section 2.4 of Executive Order 12863,
OGC will prepare a cover letter and a memorandum to report this
matter to the ICB.

SE&{T
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TO From: OCffice of the General Counsel
Re: 278-HQ-C1229736-vI0, 01/23/2007

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed apprepriate.

Set Lead 2: {(Information)

AT] I
(Ul |Field Qffice, under normal

circumstances, should contact the provider ¢f the information and
determine whether the improperly or unintenticonally acguired
information should be returned or destroyed with appropriate
documentation to the file. This matter is moot, however, since
the information has already been destroyed and an EC has already
been placea in the subject's case file.

ce: Me Thamas

hi
b7C

IOB Library

+*
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DECLASSIFIED BY 6517% DIMH/KSR/IW
ON 05-26-2007

January 23, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive OCffice Building
725 17" Street, Northwest
washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

p2 memorandum entitled “Intelligence Oversight Board Matter
200 (u

The memorandum sets forth detailg of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(m

Enclosure

1 - 278-HQ-Cl229736-VIO - 2244

UNCLASS ED WHEN
DETACHEDAFROM
CLASSIFIER ENCLOSURE

Derived om: G-3
Peclassi On: 25X1

=]
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will ke
-arranged for you at your convenience. {U)}

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honecrable Alberto R. Gonzales
Attorney General
U.8. Department ¢of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.8. Department of Justice
Room 2200 C
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INTELLIGENCE QVERSIGHT BOARD (IOB} MATTER

E%E | IFIELD OFFICE
' I0B MATTER 2007 (U}
(SI' ~~mﬂ__HO{) By electronic communication dated December 18,
2006, the Federal Bureau of Investigation (FBI}| B
Field Office reported that | | the FBI

itted a National Security Letter (NSL) seekin telephone[::::]

I [records relating to a certain target[::::fh:] Due to a
vpographical error, the telephone rumber on the NSL was
erroneously transcribed. ©On March 14, 2006, the telephone

records were opene ' a termined that they were not the
target's records, immediately ceased review of the

telephone records.

 Due to the incorrect number stated in the NSL, the

. FBI received |records pertaining to a

telephone number that was neither under investigation nor related
to an investigation. The error was discovered upon receipt of
the informaticen, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.
The overcollection was a violation|

Thus, the

matter 18 being reported Lo the 10B.

DATE: 0Q8-26-2007

CLASSIFIED BY 62179 DMH/ESR/IW

ALL INFORMATION COWTAINED

FEASON: 1.4 (C) HEREIH 15 [MCLASSIFIED EXCEPT

DECLASSIFY ON: 05-28-2032

WHERE SHOWN OTHEEWIGE
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SECRET)@N/ NOFORN

FEDERAL BUREAU OF INVESTIGATION

b2
aZ-
Precedence: PRIORITY Pate: 12/18/2006
To: Inspection Attn: IIS, Room 11B4&1
General Counsel Attn: NSLB, Room 7975
Counterterrorism Attn: SSAl 1
ALL INFOPMATION CONTAINED
From: | HEREIN I3 UNCLASSIFIED EXCEPT
Squad 1, LI . PE SHOWN OTHERWIZE
Contact
Approved By: DATE: 05-26-2007

CLASSIFIED BY €5173% DMH/K3R/IW
REASOW: 1.4 (C)
DECLASSIFY ON: 05-26-2032

Drafted By:
Case ID #: (S) {Pending},-fgﬂzﬁix
sg‘lfi“}l‘!'l iwi‘]%l‘r y i ~ [S, ’
Title: (3) >
Synopsis: (S//0C/NF) To report that provided l
e

1O aocument tLhe
9! estruction of this data in FRI databases.

(an.._ME§< Derived From X I 5CG G-3, Jan. 1997
Declassify O 18/2031

Enclosgre{s):-“gBi LHM for CTD to disseminate to the Office of
Intelligence and Policy Review {OIPR).

Detailsg: (S//QC/NE)L

data LChat was rec71wed|
;{f'ﬂ ’

!

pe (€9 \d 53]2:_,@'- A | SECREWN/NOFORN
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b7E

To: Inspact o B o I

b1l Re: (8) 12/18/2006
bl
b7D
i)
(/700 /NE
bl
b6
bLIC
B7D
{§//QC/NF) TFO | noticed] J
that| lprovided [
Bl
L7D
L6
BT | . I TPGI i checked| |
r_ [that was received through the issuance o
National Security letters {NSLs)| H
Baged
Upon NSl results 1t appeared that| | provided
E:f::::linformatior that was dated oriorl | TFO
contacted about this matter
{8} TFO and |
| conrinued ro follow 1o — I
E%D Jrequesting that the
hy excessive datal , lhe sequestered. On
b7C ] | TFO | called] 1, who is a supervisor
ho Jand explained that previous requests were made since I
Lto sequester datal ] An e-mail was also sent to
regarding this matter the same day.
(S) TFOl |ccmtinued to contactl;1—1_J
|;ecardinq this matrer
bl
E?P that information be provided as TG WRat Specific records nesded
- to he seonestered ren | |provided the e-mail that was sent
Lo

bl {S) TPOI 1 noticed thar the Hafa_mas_seauesta:ad_1
b2 |

bL7E
]
pyould be
contacting regarding the request to sequester this
d

15}
ata as well,

h7¢

SECRET/OR /NOFORN
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136
b7c
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bl
bhé
h7c

b7E

bl
Lo
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b7E

SECRET/ ORCMRN

To: Inspecrilon,. From: [_ 7
Re: (8) 12/18/2006

{S) Iadvised that she had the disks
with the seguester tal 1 on
I icontactedl | and advised that the
d15KsS were not recexved as of vet .| asked
for the address of where to mail r_. received

J
)l _Jwas contacted|1_________TJ
(. Iregarding sequestering data

[ Cotoied with this vemvear 1 - ]

1_ jpdvised that the
request was being assigned to an analyst and would be completed
shortly. | ]

recelved confirmation that the
records were sequester

(S//QC/NF)

| contained the seguestered d?ta for
destroved

1 |destroved

(8) I | contacced] r_]

regarding the removal ol Lhe data[

[ _1iS responsible TOT sequsstering the
data. | lontacted [ |

(s//0c/NF) | l_lconfirmed,
that the
-

dppropriate data was removeg]
sequestered

SECRET/ ON/NOFQRN
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bl
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To:
Re:

Insg

SECRET/OREBN<NOFORN

(S}

ectimn From. I
12;18/2006

7D

that did not neegd

b2

1s 1n the process of recovering this data

b, and

(SLLOC/NE) ass ne of |
ldara was used in iinvestigationr

b1
b2

1 was able to independentlv ohrzinl

b

Ehrougn the issuance of NSLs.

L7E

TOIPR

(s)|

'reaupqr 5 CTD mrowvids rhe

> enclosed LHM to

SECRETMNOFORN
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SECRET/;;;BﬁxQS?ORN

52 To: Inspectrion. From: l J
b;E Re: {S) 12/18/2006
bl
LEAD(s) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

(-

'BEQ For information and action if deemed appropriate.

Set Lead 2: (Info}

GENERAL COUNSEL

AT WASHINGTON, DC

U “'G() For information and action if deemed appropriate.
Set Lead 3: (Action)
COUNTERTERRORISM
AT WASHINGTON, DC
(U} -(}< Request that CTD provide OIPR with the enclosed
LHM.

+*

SECRET/ORégﬁrnQE?RN
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SECRET
~--- Working“\lopy ---- Paae

AT WASHINGTON, DC

Set Lead Z: {Info)

GENERAL COUNSEL

(Uj'“~EEé For information and action if deemed appropriate.
Set Lead 3: (Action)
COUNTERTERRORISM

AT WASHINGTON, DC

() - “b{) Request that CTD provide OIPR with the enclosed
LHM.

SECE\




{Kev, G1-31-2003)

b2

SEC /NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/26/2007
To: Attn: SAC
CDC

Counterterrorism Attn: ITOS 1/CONUS 2/Team 6
Inspection Attn: IIS

h7E From: General Counsel
bé National Sﬂﬂlﬂmnﬂh aevare B J
b7C Contact:
ry
Approved By: Mﬁ_ﬂli&_m/ ALL INFORMATION CONTAIMED
HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE
Drafted By:
o s /?3%6{, DATE: 05-28-2007
i1 Case ID #: (] _278-Hn.c129a736 vIQ _{Pending) CLASSIFIED BY 65179 DMH/ESR/IW
{s) Pending) _ (,29 PEASOM: 1.4 (C)
DECLASSIFY OM: 05-26-3032
{m Title: (X) INTELLIGENCE CVERSIGHT BOARD
(I0B) MATTER 2007-704
(3. -Synopsis:- bﬁ} It is the opinion of the Office of General

Counsel (OGC) that the above-referenced matter must be reported

to the TOB and to the FBI's Qffice of Professional Responsibility

(OPR) . OGC will prepare and deliver the required correspondence

to the IOB. Our analysis follows.
(UF_MH. .egi Derived™~Erom~: G-3

Declassi n: 02/26/2032

Reference: {S)
bl " .
bTA Administrative: (S}

, + SECRET/MJOFORN
0!G/D0J REVIE OATE: 3/ 7]

e !
be  FBIINVESTICAT [ {2

0IG/DOJ INVESTIGATION:___ " _




SECRETA/NOFORN

b

b7TE

To: From: General Counsel
(U “Re: }&)  278-HQ-C1229736-VIO, 02/26/2007

(3]

b1
(U} This communication contains one or more
fcotnotes. To read the footnotes, download and print the
document in Corel WordPerfect.
Details: (8//NF) By electronic commypnicatinn (FC) dated
December 18, 2006, referenced above,! | Division
| |reported a possible IOB error g ‘ynglign_nLLnl
1ts opngoing counterterrorism investigation I
!
bl
b2
L7E
L6
bIC
b7D
b7a
{S//NF)
bl
bé
bIC

ts; . ! )} See, EC from thel Iniviqinn ro the Ceneral Caunsal
dated

127187086,

hereinafter cirt EC .
b2
bTE o,
b1 {U) EC.
Py 1d

SECRET);RBEQEP

2




SECAE¥<<NOFORN

b;E TO:I J From: General Counsel
Re: GQ - 278-HQ-C1229736-VIO, 02/26/2007

(8} '

is) ‘ﬂfkéjﬁﬁl e e B e e _]

8 it

b1 . reported the matter to both NSLB and therQiiiceggi1Intelligence
bé d . "OIPR"Y. In addition verified that

b7C Ccat s sae soon ran

b7E

L ]
fsegyuestered datal

ere destroyved

oo : ”?&3 As reguired by Executive Order (E.Q.} 12863 and
.Sectlon 2-56 of the National Foreiqn Intelligence Proaram Manual
(NFIPM}, OGC was tasked to determine whether the surveillance
errors dESCrled here are matters which must be reported to the
IOE. They must.

{U) Section 2.4 of E.0. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
DPirector, Inspection Division, and the General Counsel, 0GC,
respectively) report to the IOB all information “concernlng
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive.

(S In this ﬁhqrnnrol I

bl

Lonsegquently, 1In accordance with E.O. 12863 and Sectiocn
<-56 of the NFIPM, the error must be reported to the IOB, which
this Cffice will do.

(8) Since all inadvertently obtained information has

b2 already been destroyed, no action lead to is necessary.
b7E ’

YUy 4.
’Id.
SECRET/ /NOF

3




SEcWNOFORN
) o -

b7E To: | | From: General Counsel
Re: §Q 278-HQ-C1229%736-VIO, 02/26/2007

—Ear futnxe reference, information inadvertently obtained
| E]should not be destroyed unless directed by

b2 Rather, the material should be collected, sequestered, sealed and
“ delivered to OIPR for appropriate disposition

SECRET/ /NQFORN

4
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Efg To:l I From: General Counsel
| Re: - Eﬁi 278-HQ-C1229736-VIO, 02/26/2007

LEAD(s) :

Set Lead 1: {Info}

b2
b7E

{U} For information.

Set Lead 2: {Info}

COUNTERTERRCRISEM

AT WASHINGTON, D.C.

(U} For information.

Set Lead 3: {Action)

INSPECTION DIVISION

AT WASHINGTON, D.C.

(U} For review and

ce: Ms. Thomag

beé
b7

IVUE LIDIary

+¢

- TR .
O Sl A A .
1 teatie Sy

ST
% |
¥
¥

széﬁtszéssi?RN§ g
g g i

action deemed appropriate.

H
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February 26, 2007

BY COQURIER

DECLASSIFIED BY 65179 DHH/K3R/JW

. 0N 05-26-2007
Mr. Stephen Friedman

Chairman

Intelligence Cversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

bear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence COversight Beoard Matter
2007 ()

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Cuidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U}

Enclosure
1 - 278-HQ-C1229736-VIO-fcgékgﬁ
UNCLASSIFIED WHEN

DETACHEW, FROM
CLASSIFI ENCLOSURE

Deriwed om: G-3
Decl i On: 25X1

SF><E'I‘




SE>3<ET

Should vou or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R, Gonzales
Attorney General
U.S5. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.8. Department of Justice
Room 2200 C

1 - Ms. Margaret Skelly-Nolen
Acting Counsel
Office of Intelligence Policy and Review
U.3. Department of Justice
Room 6150

S%éRET




bl
b2
b7E
b7D

ka1
| =24
b7E
b7D

SESRET

“1
“

b7E INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
DIVISION
IOB MATTER 20071 I{U}

(S}
Federal Bureau of Investigation ("FBI"} has reported electronic
surveillance errors in conjunction with its ongoing
counterterrgrism investigation of an identified U.3, person
{"USPERM)

Inoticed that | brovided

EI=S noticedl t

(S) | |determined thad Iorovidedl

thereby resulting in an inadvertent over-collection, it reported

the matter to both NSLB and the Office of Intelligence Eglﬁcy and
Review ("OIPR") . Tn addition,

- (0} This matter has been reported to the FBI's
Inspection Division for appropriate action.
ALL INFOPMATION CONTAINED

Derivedl?xéﬁ : G-3
Declassify>en: X1
HEREIN 15 UNCLASSIFIED EXCEPT

DATE: 05-26-200Q7 WHERE SHOWUN OTHERWISE
CLAZSIFIED BY 65179 DMH/ESR/JU

REASON: 1.4 (0}
DECLAZSIFY ON: 05-26-203%

S E\G\ET




FI3-962 (Rev 03-21-2005)

SEC&\T
FEDERAL BUREAU OF INVESTIGATION ..

]

Precedence: ROUTINE Date: 01/25/2007
To: Inspection Attn: IIS, Room 11861
Ceneral Counsel Attn: NSLB, Room 7975
Attn: ASA
ADC
From: r I
I 1
b2
hTE ontact:
b6 - DATE: 05-26-2007
b7C Approved By : )

CLAZEIFIED BY €5£179 DMH/KSR/IW
REASOH: 1.4 (C)
DECLASSIFY ON: 05-26-2032

Drafted By: ALL INFORMATION CONTAINED
HFREIN IS UNCLASSIFIED EXCEET
U -~ case ID #:- D{) 278~HQ—C1229?36*VIO:’ NS WHERE SHOWN OTHERWISE
Title: () REFPORT OF POTENTIAL IOB MATTER

tUJ..Synopsis: -G?( To report possible IOB error.

(U)_...Migi Derived From_ I 5CG-3, January 1997
Declassify ~01/25/2032

Details:
{S) The captioned potential Intelligence Oversicht Board matter
1
b7A
- {S) A National Security Letter (NSL) was issued in the above
referenced case to obtain subscriber information |
bl —_— IDuring the preparation of the
b7A NSL, two of the digits in the telephone number were transposed
resulting in the request for subscriber informationl! i
for telephone number [ instead of | | The NSL
was approved and issued, and the carrier provided records for
telephone number | i |
K serial 4 ni27lol /7

SC M~ Bf] “ U 00 SEC‘{ N
ch] oo cifafpy. " |
b7

RPN NPy S




SEcﬁT

b2

L7E-

tbjE'To; Inspection From:

Re: 278-HQ-C1229736-VIO, 01/25/2007
<38
b2
p7ef8)
_ .- After the carrier's return of the NSL and corresponding
{5) - récords, an analyst from another division discoyvered that the numbers
bé had been trans ed and_telephonically notified] ]agent,
Be Special Agent lho prepared the NSL. | i
o | __finformed his supervisor, Supervisory Senior
b7E Resident RAoent (SSRA} | of the error. | |
C—1 sa and SSRA reviewed 319X-HQ-A1487720-0GC, Serial

(3}

-
A

B7E
bé
b7C
bl

290, dated U01/7/03/2007, for guidance in reporting the matter and taking
corrective action,

M) After receiving 319X-HQ-A1487720-0GC, Serial 290, SA:I
contacted Associate General Counsel {(AGC) Patrice Kopistansky who

advised him to contact Division's Chief Division Counsel and

to also remove the records| | On January 9,
2007, SA Gaylord notified| {Assoclate Division Counsel ({(ADC)
Jof phe error SA| lalse facilirated the

removal of the records |

[ Per ADCA ]

direction, | ]

lrecords were secured|

stored in a safe

SEC\R:\T
2




(U) SE&@T

b2 To:. Inspecticn From:
bg  Re: -Eﬁi 278-HQ-C1229736-VIO, CL1/25/2007
LEAD (s) ;

Set Lead 1: {(Action)
INSPECTION

AT WASHINGTON, DC

{(U) For appropriate action.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

b2 (U) General Counsel is reguested to review the

LTE clrcumstances regarding the possible IOB violation and to subsequently
provide A:I:[::::f::::]:jirection regarding the disposition of the
records which were inadvertently collected.

*

sﬁénng\\
3




{Rev 01.31-2003)

b2
B7E
bé
b7C

U

bl
bTA

b3 OIG/0J REVIEY %e
Fii INVESTICAT o L1

SE&T\

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Date: 02/26/2007
To: Attn: SAC
ChbC
Counterterrcorism Attn: ITOS 1, CONUS IV
Inspection Attn: IIS
ALL IHFbRHxTIDN CONTAINED
From: General Counsel / HEREIN I$ UNCLASSIFIED EXCEPT
RE SHUWN DTHERWISE

NSLB/CTLU I
Contact: Ss8a

Approved By: _Thomas Julie FUPIV

DATE: 0£-Z6-2007
CLASSTIFIED BY 65179 DMH/ESR/JW

DECLASSIFY ON: 05-2n-2032

Drafted By: ;3 ao REASON: 1.4 iC}

el P
Case ID #: 278-HQ-C1229736-VIO (Pending}

Titler”“)ﬁﬁ INTELLIGENCE_OVERSIGHT BOARD (ICB)
b2 MARTTER 2007-

Synopsis:~iﬁ@ The] Division requested that the Office of
General Counsel (0GC) review a potential Intelligence Oversight
Board (IOB) error and determine whether it is reportable to the
IOB. It is the opinion of OGC that this matter must be reported

to the IOB. 0OGC will pPrepare and deliver the necessary
correspondence to the IOB.

(U).mh Derived : G-3
' Declasgsi n: 02/26/2032

Ref-erenee;.....>°< 278-HQ-C1229736-VIO, Serial 2112

Details: (s)| |

] Pursuant to this

investigation, a National Security Letter {(NSL,) was lasuad__]
requesting subscriber informationL__

records in accordance with 18 U.S T T3705 EPu:ing_Lqe
Preparation of the NSL two of the digits in talarbone

number were transposed

SLLTO INVESTIBATICN:




(Q, SECQ\

PTE To:{ . | From: Office of the General Counsel
Re: Sﬁj 278-HQ-C1229736-VIO, 02/26/2007
St
=34 :
bTE information[:::::::]reco 5 _not relevant ro
" a FBI investigation.
I l[prior to dTscovery of the error.
($) It should be noted that, upon discovery of this
error, the case agent immediately sought advice as to how to
b2 rectify the situation. T pursuant tao this advice,
b7E removed the information b land stored

the original data, as well as one copy, in a safe.

(UY The President, by Executive Qrder 12334, dated
12/04/1981, established the President’'s Intelligence Oversight
Board (PIOB). ©On 09/13/19%3, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (ICB) and
established the Board as a standing committee of the President's
Foreign Intelligence Adviseory Board. BAmong its responsibilities,
the 10B has been given authority to review the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

{U} Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division {INSD), and the General Counsel, Office of
the General Counsel {0OGC), respectively} report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been i1nterpreted to mandate the
reporting of any viclation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EQ 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the I0B. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon regquest. The
determination as to whether a matter is "administrative in
nature” must be made by OGC. Therefore, such administrative
viclations must be reported as potential IOB matters.

SEé;hQ\
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b1

Ty
b2

LTE

(u) -

S;EeET

To From: Qffice of the General Counsel
Re: Eﬁi 278-HQ-C1229736-VIO, 02/26/200Q7

(U -

NSLs are a specific type of investigative tool that
ailcws the FBI te obtain certain limited types of informaticon
without court intervention: {1} telephone and email communication
recoxrds from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709): (2}
records of finmancial institutions (which is very broadly defined)
{(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a){5) m)):; ({3} a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 16Blu{a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15

U.5.C. § 168lv}). NSLs may be issued in conformity with statutory
regquirements, including 18 U.S.C. § 2709.

B --Q{j Here, due to the incorrect number stated in the
NSL, the FBI received records pertaining to a telephone number
that was not relevant to an authorized investigation. Therefore,
the information was improperly collected, although
vnintentionally so, in violation of the NSIG and ECPA,
Accordingly, this incident must be reported to the IOB,.

T '&6 In accordance with the reporting requirements of
Section 2.4 of Executive Order 12863, 0GC will prepare a cover
letter and a memorandum to report this matter to the IQOB.

SEB&{T




SECRET
(U)

To: From: Office of the General Counsel
Re: 7}§i 278-HQ-C1229736-VIO, 02/26/2007

b2 LEAD (S) .

Set Lead 1l: {(Acticn)

(U} [ Field Office should contact the
carrier and ask whether the improperly cor unintentionally
acquired information should be returned or destroyed with
appropriate documentation to the file.

Set Lead 2: {Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For information.

Set Lead 3: (Action)
INEPECTION

AT WASHINGTON, D.C.

(U} For action deemed appropriate,

ce; S

bé
I0B Library b7c

*"

SEcé\
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Febhruary 26, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

DECLASSIFIED BY 65179 DMH/KSR/JW
OH 05=-26-2007

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

memorandum entitled "“Intelligence Qversight Board Matter
20071 ()

The memorandum setg forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collecticon and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This macter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(u)

Enclosure

1 - 278-HQ-C1229736-VIO - 2321

UNCLASSIPIED WHEN
DETACH FROM
CLASSYFI ENCLOSURE

Derive om: G-3
Declas Oon: 02/26/2032

SECKET




Séﬁ%ET

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenlence. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Albercto R. Gonzales
Attorney General
U.S8. Department of Justice
Rocom 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U. 8. Department of Justice
Room 2200 C

1 - Ms. Marcaret Skelly-Nolen
Acting Counsel
Office of Intelligence Pclicy and Review
U.S8. Department of Justice
Room 6150

SEEKEf




SEC]&T

” INTELLIiENCE_QMER&lFHT BOARD (I0B) MATTER
E;E FIELD OFFICE

T0B MATTER 2007f _ ] (W

{(8) By electronic communication dated—danuarv 25,
2007, the Federal Bureau of Tnvestjigatjion FBI)l Field

bl Office reported that, the FBI issued'a
12 National Security Letter (NSL) seeking subscriber information [:::]
LTE | | records. Due to a typographical error
the FBI on the NSL, the FBI obtainedl - |
[Tijf:ff]records pertaining to a telephone pumber that was not
Televant to an authorized investigation, | ]

Thus, the matter 1s being reported to the ICB.

{S) The FBI deleted the information[ _J
| and sequestered the data. The FBI will return the
ﬁ%s inadvertently obtained data to the telephone carrier, or destroy

the data with documentation to the file.

DATE: 05-26-Z007

- L e ALL INFORMATION CONTAINED

%ﬁ;g;{q? 4Bfr';51‘9 DMH/ESR/TW HEREIN IS UNCLASSIFIED EXCEPT
S0M: 1.4 iC oo

DECLASZIFY ON: 05-26-20%32 WHERE SHOWN OTHERWISE

Derived £ : G-3
Declassify on 2/26/2032

SE%X?T

SECR




FD-062 (Rev. 03-21-2003)

h2
SF}QET
FEDERAL BUREAU OF INVESTIGATION
a7
Precedence: ROUTINE Date: 01/19/2007
To: Ingpection Attn: 113, Room 11861
General Counsel Attn: NSLE, Room 7975
From: l
Contact: TFO
v,
Approved By: 1P ALL INFORMATION CONTAINER
b2 A\ HEREIN 15 UNCLASSIFIED EXCEPT
b7E WHERE SHOUN OTHERWISE
bé )
b7C mﬁmkww
{y) . Drafred By: : ~ DATE: 0S-27-2007
e CLASSIFIED BY 65179 DMH/KSR/JIV
Case ID #: M 278 -BO-C1228738 VIO #&//\3 EFASON: 1.4 {C) ’
b1 {(S) DECLASSIFY ON: 05-27-2032

{(8)

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB} ERRCR

‘UJ”'Synopsiarmi>Q To report possible IOB error,

o E%( Deriv om : G-3
(U Declagdr On: X1

Details:
( Ll 1.
b6
(SP7C2
wy -EKE 3. Possible ICB Error:
p1  (S)
(- -"“>¢ 4, Description of IOBR Exror.
{§) A National Security Letter {NSL)J_ _]
_ l‘l | was anbmirted r ting I
E#D information ] |
e L
b7

L

CR% Ll b
20T 5

SC Ml BPM dia iy s\rﬂm




Inspection From:

SECRET

&) 278-HQ-C1229736-VIO, 01/19/2007

bl
7D
&
BIC
b2
bLTE

{5) provided _the NSI. resnlts in papey fqrmar The

Ilntormatioﬂ I

reviewl

| the case agent did not
information uptil | | on

[the case agent noticed

A | (The NSL that was s ed tol —
specirfically noted| should not

be included). The case agent immedlately sequestered the original

results that were stored in the 1-A envelope as well as the copy that

was made from the original. Since the[:::E:::::]CDC was out of the
office on 01/16/2007 and 01/17/2007, the case agent was not able to

notify the CDC about this matter until 01/18/2007. On 01/1
case_adgent provided the original and copy of the records to

CDC
(Si========§r========ﬁ T T
records provide It was determined tharl Iorovided
bl LJ Coe
bé lsequesrered and sealed those yecaordsl |
b7 ChC will
b2p maintain the se stered and 1 it
pIs his office.
the improperly provided| Jinformation to the case agent
for investigative purposes in that such records were properly provided
to thelﬁDivision in response to the above-stated NSL,
_ (5) No information pertainin? to_the taintedl [
bl mag j eptered into ACS infoermatrian

in

| 1s being stored in the 1-A at this time.

SECRET




%ET b2

L7E
To: Inspection From:
Re: )B(? 278-HQ-C1229%736-VIC, 01/19/2007

LEAD{s8):

Set Lead 1: (hction)
INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

+e

SECRER_
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Freedom of Information
and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER:__ (% -0-U~ VYolum¢ |1

Federal Bureau of Investigation
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(Rev. (H-31.2003)

be
B7E

b7C

b2
bL7E
k1l
Lé
b7C

Cﬁl:h(ux;M“

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/03/2006
To: General Counsel Attn: National Security Law Branch
Counterterrcorism Law Unit
Room 7975
Inspection Division Internal Investigations

Section {IIS)

Counterterrorism SSA |
ITOS I, CONUS I, Team 3

SsAa
ASA(
CDC

From:

Contact:

Drafted By:

DATE: 05-30-2007
Case ID #: (1) 27'61_51[@229736 510#’—“(" CLASSIFIED BY $517%/DUHRSPIRY
(U)pmm228 26200 <% E&SON: 1.4 (c)
(S}

Title: {u REPORT OF POTENTIAL INTELLIGENCE

OVERSIGHT BOARD (IOB) MATTER 1073946
S5A
“TFO
Synopsis: (U) Report of a potential I0B matter to the National

Security Law Branch (NSLB}, Counterterrorism Law Unit (CLU}, and
the Inspection Division (ID) Internal Investigations Section

(IIS). as required in the 2/10/2005, Inspection Division's EC to
All Divisions entitled “Revised Procedures for the Submission of
Reports of Potential Intelligence Oversight Board (IOB) Matters®.

. /_-.

e et SECR}‘\ . L
ﬁ«/j_{/f?g/o‘/ . .r

bIC

ALT INTURMATION CONTAINED
Approved By: HEEEIN IS UNCLA3SIFIED EXCEPT
WHERE $HOVWN OTHERVUISE

CECLASSIFY ON: 05-30-2032



(Rev. G1-31-200,)

SECMOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/23/20086
To: Inspection Attn: II5
Room 11102
General Counsel Attn: NSLB
Room 7975
From: ALL INFORMATIGN CONTAINED
Chief Divisiop—Councel HEREIN IS UNUCLASSIFIED EXCEPT
Contact: CDC WHERE SHOWN OTHERWISE
b2
Approved By:
Egs PP Y DATE: 05-30-2007
b7C CLASSIFIED BY 65179 /DMH/KSR/RY
REAZ0H: 1.4 (¢)
ECLASSTFY ON: N5-30-2032
Drafted By:
bé ¥ é)él 1073946
b
b7E Case ID #: (3) /&7
tUi N e e - FTTT - -

- P&] TZ7B-RQ-CL229736-V1I0 (Fending)

(U - Ti’tle’é""""% jble Intelli ' er
16 s pessdble loke '
e

{(U)--Symopsis; M Provides notification of potential IOB matter for
reporting as necessary.

1:U." T — M De r -3

D Y Y

Details: \Cé ia_a.aaj.ﬁnetho the

] is the case
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SECRET/S%“Q%/NOFORN

To: Inspection From‘l '
Re: (s} 08/23/2006
(S)
fq/nrlmw\l

(a/0c/NEY |

1

(s/0c/NF) |

|

(s/o0c/NF) |

H

{q/nrluwml

1

SECRET/Q N/NOFORN
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bé
b7C

b1
bz
bT7E

k7C

SECRET/O;;3§;;OFORN

To: In ctimn  From. ‘ ]
Re: (S)l 08/23/2006

bl
bé&
h7C

(U) The name,l , was queried

through on-line commercial Jatabases with positive resnlts

(O} On 04710/200 learned that rhe
previcous residence._ofl |
had been vacated|

() learned that

(8) An NsL| Jfor subscriber informatio
and toll billing records was issued to the communicatiopng—— """ -
provider of the above telephons numhsrs _4)

(Sl ]

() 1) |

(8) 2) The te1ePFQEE_EEEQEE_EQE_ﬂlSQ_subscxibed_fo by
\\\\ a _party other than

sncnnw/oé?pﬂlyoronn
3




b2
blE
bl

puentel

SECRET /ORCOIMN
TO: Ins oVt L PN 2 L cnrm l

Re: (S) B/23/2006

(8)

(8) 4} The telephone number wa
a party other than

bl
L6
blC
L2
h7E

(U)

(S}

] The toll records provided by
Che communications carrier with regar other parties have
not been utilized or uploaded by

On 08/22/2006, it was brought to the attention of

that the above incident may constitute an
Agence Oversight Board violation. On the same dav [ I

—oxvr=torr CDC.

prought this matter to the attention of

P Remedial action, if deemed appropriate, will
include the permanent ACS charge-out of the communication
identifying the other party, as well providing all hard-copy toll
records related to the other party to CDC for whatever action
deemed appropriate.

S The National Foreign Intelligence Program Manual,
Section 2-02, states that there are certain investigative
activities which are permitted in the absence of formally
authorized inguiries and investigations. The collection of
information pertaining to the other party as described above is
not one of those activities. Nontheless, it was never the intent
of the captioned employees to capture information concerning an
individual who is not under investigation.

SECREMOFORN
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SECRET/;ggbﬁiyOFORN

ng To: Ins ] 1 l
bl Re: (S) 08/23/2006
LEAD (8) :

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC

(U} The Internal Investigation Section is requested to
determine if the matter described in this communication
congtitutes a reportable IOB issue.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is regquested to determine if the matter

described in this communication constitutes a reportable IOB
issue,

*+

SECRET/ORC OFORN
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(Rev 01-11.2003)
srac}.(t

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

To: Attn: CDd

Inspection Attn: Internal Inv i ive Section
Attn: Room 11865

b2
EZE From: General Counsgel
e National Seguri achl I I
Contact:
. ﬂ ALL INFORMATION CONTAINED
Approved By: _Thomas Julie F HEREIN IS IMCLASSIFIED ENCEPT
WHERE SHOWN GTHERWISE
Drafted By: DATE: 05-30-2007
L S 5 H /E.SR/RW
FEASON: 1.4 (¢)
; SSIFY OM: 05-30-2032
Title: {U) Intelligence Oversight Board DECLASSIR
(IOB) Matter 2006@ b2
wr-~%~3ynopsis:~-33( It 13 the opinion of the Office of the General Counsel
(0GC) that the above referenced matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.
-_jﬂ{i Deriv :
becl i n 3 016
W paferencer ¥SY. 278-HO- - al 1602 (Pending)
bl (S} {Pending) .
Administrative: (U) This communication contains one or more footnotes.
To read the footnotes, download and print the document in Corel
WordPerfect.
)] - Details:- By elect unicatio gust 23, 2006 and
referenced above, thJ iDlVlSlon reported to the
biE OGC’s National Security Law Branch (NSLB) and the Inspection Division this
P1E  potential IOB matter.
bé
b7C j ‘ SECRYET
OIG/DOJ REVIEW: D?TE: i A
FB! INVESTIGATIO L

0IG/DOJ INVESTIGATION: _* \_/




(o)

SE%T

To: Counterterrorism From: General Counsel
{C) Re: ){) 278-HQ-C1229736-VIO, 10/20/2006

BACEGROUND
(s) 1
. . b2
P TRIEERETRR Y ¢ - 4 issued a National B7E

Security Letter (NSL) to the provider in order to obtain subgcriber
information and tQll.£2SQxQﬁ_iﬂrﬂnhﬂ_xxmuadenzaimfd telephone numbers
for the period of

(%) l _J@;xiﬁign_:ggaiﬁed the resultsa of the
NSL (C) - n reviewing the
recor ( ) [learned that one of the tele(S]ne numbers in
questi'”‘w~as subscribed by twowmmﬂ.s_dm.m—tbn———l
requested period of coverage.

1
Jdid not provide any toll information outside
the period requested in t’ iSL.

{3)

ANALYSXS

'}Eﬁ Az required by Executive Order (E.0.)} 12863
(Sept.. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM}, OGC wag tasked to determine
whether the errors described here are matters that should be reported

to the IOB. We believe that the reported activity does not require
IOB notification.

(U) 8Section 2.4 of E.O. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its respongibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order
or Presidential directive." This language has been :‘nterpreted to
mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with E.O. 12333, if

s@(r
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.téﬂD

(8



BL

bl

L7E

(U)._mmw,w“"“_

Rif

bl

(7}

SECM

To: Counterterrorism From: General Counsel
Re ?ﬂ? 278-HQ~C1229736-VIO, 10/20/2006

such provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless they
involve purely administrative matters.® For the FBI, OGC submits
reports to the IOB.?

W e\

[NSIG (Introduction) ‘(3]
at 4, Section 2-56 of the NFIPM identifies as reportable to the IOB
unauthorized investigations, the use of unlawful methods and

techniques, exceeding the authorized scope of permitted activities,

and failing to adhere to minimization reguirements.?

¥} In this instance, sought information

relating to two telephone n 3 d to be subscribed
to by the subject The provider
responded by subm scriber inlformation outside the scope of

the request for one of the tel 8. The information ._“is)
provided indicated that the subscriber of one of
the telephone numbers was the target of a duly authorized

(3)

See EC from Inspection Division to All Divisions; Title:
Revised " Protedures for the Submission of Reports of Potential
Intelligence Oversight Board {ICB} Matters, Case 1D # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005)., The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the I0B, together with a copy of the opinion
concerning the basis for the determination that IOB notification was
not required. Id. at 6.

L1

S 2..98) 8See id. at 4.

See algo id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to

Executive Orders or Presidential direct;3gg;_i;i_snanected_xinlaﬁions
of the Constitution: (3

{S) initiating a form of

1llance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.

s%r
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SEE%:T
oy To: Counterterrorism From: General Counsel

REr-_Eﬁi 278-HQ-C1229736-VIO, 10/20/2006

investigation. A legitimately issued NSL resulted in obtaining

b6 information that jngdij ed that the target of the investigation,
L7C igj' [ ihad indeed been the subscriber of one of the
=k FTelephone numbers] \ The information obtained
falls within) as described in
{3) * ° the NSIG and thus, need not be reported to the IOB pursuant to E.O.

12863.
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SE%T

To: ugterterrorism From: General Counsel
Re: - 278-HQ-C1229736~-VIO, 10/20/2006

LEAD (3) :

Set Lead 1: (Discreticnary)

b
L7E

AT

() For review and action deemed appropriate,
Set Lead 2: (Diacrationary)
co TERRORISM
AT ITOS II

(U} For review and action deemed appropriate.

Set Lead 3: {Action)

INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB)} Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the 0GC
opinion concerning the basis for the determination that IOB
notification is not reguired.

++
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IG - INVESTIGATIONS DIVISION - Complaint Form QIG NG.: 689-2007-002668-M

eceived By: Date Received: 12/19/2006 How Received: A
WUBJECT: S8NO:
itie: SA Pay Flan: D.O.B.:
lomponent : FBI EOD Date;y Atilen No.:
. F.B.I.No.:
nsc:
{iome : _1 B.O.P.No. :
hone: ()} - oI L/L No.:
dork: , ., Offenses: 68% bé
Phone: (202} ZIP: . b1c
b2
COMPLAINANT: SSNO:
Title: ATTY Pay Plan: D.0O.B.:
Component: FBI ECD Date: Alien No.:
Misc: F.B.I.No.:
Home:' —| B.0.P.No.:
Prione: () - ZTP: b/L No.:
Work: , .,
Phcone: (202} ZIP:
Contidential: Revealed: Autnority: none
Ml
Details:
csj’he FBRI provided informaticn regarding a potential ICB matter {2006
[ = ] 1 issued a
NSL to a telecommunications provider to obtain subscriber information and toll records for
two telephone numbers.
Upon reviewing the requested informationJ_ __]determined that one of the telephone b
numbers was subscribed to by two separate individuale during the requested period of b;E
coverage. Bl
FBI/OGC determined that this matter does not need to be reported to the IOB.
A el
ALLEGATIONS: 68? IOB Violaticn
OCccurrence Date 20086 TIME
CITY State Zip:
_ ]
DISPOSITION DATA: Disposition: M Date: 12/15/2006 Approval: POWELL, GLENN G
| "
Referred to Agency: FBI Date Sent: 01/30/2007 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-598
Sensitive: N Whistleblower: N Congolidated Case Number:
Remarks:

Predicating material contains classified information which will be maintained in a secure
container at OIG/INV. (stp)

1/31/07: Sent to Kaiser/FBI. (stp)

DATE: 05-23-2007

FEI INFO,

CLASSIFIED BY €5179/dnh/ksrscak
REASON: 1.4 (¢}

DECLASSIFY ON: 06-25-2032

Page 1 ot 1 Printed 01/30/2007 12:04:03
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ED-962 {Rev. 03-21-2005)

FEDERAL BUR

Pracedence: ROUTINE

To: Inspection

General Counsel

SECR&T/ /20310922

Date:

OF INVESTIGATION

I
09/22/2006

Attn: JIS, Room 11861
Attn: NSLB, Room 7975

Attn: ASA(

ALL INFORMATICH CONTAINED
HEFEIN I35 UNCLASSIFIED EXCEPT
WHERE 3HOUN OTHEPVISE

DATE: 08-31-i007

CLASSIFIED BY &5179/DMH/RSR/RW
REAS0MN: 1.4 (¢,d)

DECLAX3IFY ON: (05-31-2032

€nc
b2 From:
b7E CI-1 .
b Contact: S3
L7C
Approved By
Drafted By: ¢
. 1 (}\'}
) Case ID #: (5) 278-H0-C1229736-VIO - | ,
62¥] |-a89455-10B - W
Title: (U) s [
b& 5SA SSA!
biC INTELLI ARD (ICB) ERROR
[U)M“-Synopsis:-aﬁ To report possible IOB error,
_ o m__~u~IB{: Da om
- - Declagsi n: 2031
Details
(8) 1
{S) 2

(U W":}Q} q, Description of IOB E

U gq 3. Possible IOB Error:

(S)

bl
bé
b3C

rror {(including any reporting

delays) .
(S
SE /720310922
SCMater > (2:3206 X
(2461 %ggquQADz b6
b7¢




SEC //20310922

To: Inspectiocn From:
(UynuRe:_.}ﬁ( 218~-HQ-C1229736-VI0, 0%9/22/2006

(3)

b2
L7E
— bl
|was prepared and approved in bID
accordanc%_ﬂ&&h.&hﬁ.ﬂ:&n:nfy General Guideline s
served by Office and onf i
provided the results of the NSL to |Field Office.

(S) A review of the results of the NSL revealed thatl |
|

was not
Jd°Dy the ¥BI. This information was not utilized by the
case agent in any analysis nor was it documented in the case file.

SECRET 310922




sncéhé}/zoalogzz
To: Inspecticon From:

Re:. :paz 278-HQ-C1229736-VIO, 09/22/2006
LEAD (s) :

Set Lead 1: {Action)
INSPECTICN

AT WASHINGTGON, DC

{U) For action deemed appropriate.

Sat Lead 2: {(Action)

GENERAT CQUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate,

L84

PRI P

s;§§£§é£20310922
3




{Rev 01-11-2003)

be
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/15/200¢

To: Attn: ASAC
CDC

Counterintelligence Attn: CD-1B
5511

Inspection Attn: IIS, Room 11861

From: Office of the General Couye”él
NSLB/CILU/Room 7947
Contact: AGC

Approved RBy: i
°P Y i DATE: 05-31-2007

CLASSIFIED BY 65173 /DHH/KIP/RY
Drafted By: FEASON: 1.4 (c,d)
i f ‘3[’5 DECLASSIFY ON: 05-31-2033

" Case ID #: (Y) 278—HQ—C122973S-VIO/(Pending}

{ 62F[::]A89455-IOB (Closed),.c7

(Uy_Titleeum@>< INTELLIG OVERSIGHT BCARD MATTER
2001y |

b2
b7E

0IG/D0J REVIE ol
FBI INVESTIGAT) -——D"M

O1G/D0) INVESTIGATIoR—— —

bZ

{0 Synopais-:-------% It is the opinion of the Office of the General
)

Counsel (0OG that this matter does not merit reporting to the
Intelligence Oversight Board (IOB). A copy of this opinicn

should be retained in the control file for review by Counsel
to the I0B.

! H - ALL INFUPMATIOM CONTAINWED
o g:zlve if On: a1t HEREIN I5 UNCLASSIFIED EXCEFT
Y ) WHERE SHOUN OTHEPWISE
Reference: (U} 62FD—A89455 Serial 4
(U)  278-HQ-C1229736-VIO Serial 1709

i : (U) The referenced electronic communication (EC) from
in file 278-HQ-C1229736, dateg 09/22/2006, requested that
C

review the facts of the captioned matter and determine
whether it warrants reporting to the I0B. In our opinion, it

does not. oOur analysis follows.,

SE T
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kL
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BIC

o)

The NSL was properly prepared and served in
L ErTTSYdance wWiLh . ChHe Ettornev-@e?eral Guidelines, [ |

7C

e (8)

s%ﬁ

To: l::l From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/15/2006

{S}[_ Ia Electronic Communication Privacy
Lot {ECPAY _Narional _Q_ﬁcurlty Letter (NSL) ’—

forwarded responsive records to

Field Cffice.

(7Y . (X) Among the responsive records, however Field

bz
b7E

biD
bl

Offlce found[

Jlinformation
—CUTEIOe Lhe scope oi the information sought by the NSL and
triggered this inquiry. Upon discovering the apparent erroxr, the
case agent took note that

the information was never uwtilized by the FBI in any way, nor
was it included or documented in the case file.

{(U) Section 2.4 of Executive Order (E.0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
regpectively) report to the IOB “concerning intelligence
activicies that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence QOversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons.

{8) Here, an error on the part resulted in
the unintentional acquisition of information outside the scope of

SE‘c}i'r
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(5)

o {8)

b?E

-

b2
LIE

SE%

To: From: ©Office of the General Counsel
Re: 278-HQ-C1l229736-VIO0, 12/15/2006

the NSL. be noted that the FBI's actions after

receivin overbroad res the NSL were
commendable: - -Upon-learning thatl had provided information
beyond the scope of the NSL, the ield Office tock steps

to ensure that the information was not disseminated and requested
legal guidance.

}53 Examination of the record reveals no evidence of
unlawful actions by the FBI or acticns contrary to Executive
Order or Presidential Directive. Accordingly, we opine that this
incident is n reportable to the IOB. By this EC, we request
that theé:;;fijield Office seguester and destroy any remaining
record of the two email transactions giving rise to this inguiry.
Inspection is hereby requested to maintain a copy of this record
in the event that it is requested by the Counsel to the IOB.



SEbé
To: From: OQffice of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/15/2006

bLTE
LEAD(8) :
Set Lead 1: (Info)
ar| ]
(U} For information.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U} For information.
Set Lead.3= (Info)
INSPECTION
AT WASHINGTON, DC
(U} For information.
CC: Ms .
E?C i0B Library
*
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Rev, P1-31-2003)

b2
b7E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB
From: Inspect ion

Internal Investigationg Sectjon, IPU. Room 3041
Contact: CRSIﬁ

; . DA

Approved By: Miller David Iarpww{w ﬁvl ALL TMFORMATION CONTAINED

HEREIN I35 WMCLASSIFIED

Drafted By: l_ J DATE 05-30-2007 BY 65173 /DMH/KSR/AY

Case ID #: (U} 278-HQ-C1229736-VIO {Pending)

Title: () INTELLIGENCE OVERSIGHT BCARD MATTER

INSD/IIS TRACKINGH 2930
0OGC/IOB# 2007 b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB). '

Reference: (Uy 278-HQ-C1229736-VIO Serial 1709
278-HQ-C1229736-VIO Serial 1513

Details: {U) The Internal Investigations Section {11S) received
an EC fronf_______|Division dated 09/22/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
1IS's opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegared to the NSLB for
whatever action they deem appropriate,

*




(Rey. 01-31-2003} S‘; ET//20320124

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/24/2007
To: Attn: SAC {Personal Attention)

b2 From: Inspection

LT Internal Investigations Section, IPU, Room 41

Egc Contact: CRS

P . . ’

Approved By: Miller David IanK#l! ggcggsgrggg?m' §5179/DIH/KSR/RY
Drafted By: wm)

s

" Case ID #: (U) 263-HQ-0-U - 610 (Pending)

Title: (V) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 930

QGC/I10OB# 2007% 2
Synopsis: (U} To advise that captioned reporting of pctential
Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (I1I5), and is not considered

willful misconduct. This matter ig returned to the field for
corrective action as appropriate. Case closed at IIS,

iU):..w”_.uw“:>§E De Om =

Decl ons 124

Enclosureis): (U) 278-HQ-C1229736-VIO Serial 1709

Reference: (U) 278-HQ-C1229736-VIO Serial 1709
278-HQ-C1229736-VIO Serial 1913

Details: (U) Upon review of[::::::]Division’s captioned report
) of a potential IOB violation, IIS did not find the matter
b7E  indicative of willful misconduct. 1I1IS only addresses allegationg
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE,

*
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DATE:

TO:

U.S. Departme  of Justice

Office of the Inspector General

Wathingten, 0 20534

January 24, 2007

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

ALL FEI INFORMATION CONTAINED

Special Agent in Charge HEREIN IS5 UNCLASSIFIED

Investigations Division LATE 05-31-2007 BY 65179/DHH/KSR/PY
SUBJECT: OIG Complaint No. 2007002569 b2

Subject: Unidentifie 1 b7E

N

FBI No. 263-0-U-610

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation, Please provide the OIG
with a copy of your finai report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

dentifying information may have been redacted from the atiached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or {b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency. you may contact the
Assistant Inspector General for [nvestigations.

Please be advised thal, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in_all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistteblower Protection Act,

Attachment



QiG - TWVESTICGATIONS DIVISION -

Complaint Form OIG NO.: 689-2007-00250%-M
&

Rermeived Byi[_ 17 C Date Received: 12/21/72006 How Received: A
SURIECT: Unidentified, PRI SSNO1
Title: UNID Pay Plan: D.o.B.:
Component: FBL ECD Date: Alien No.:
Misc: E.B.I.No.:
Honter : B.O.P.No.:
Phone: ZI1P: /L No.: 52
Work: Offenses:[::::]
Fhone: ZIP:

(MPLAINANT SINCG:
Title: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misa: F.B.I.No.: o151
Home : B.O.P.No.: BiC
Phone: 1T = ZIP:I ] D/L No.: b2
Work: , ,
Phone: {202} ZIF: )
Confidential: Revealed: Authority: none

- -
Details: b2 ]
The FBI provided information regarding a potential IOB matter (2007 bl .(S)

J;

| Among the responsive records, it was

Security Letter (NSL).

learmned that two transaction contained information cutside the scope sought by the Naetional
Upon discovering the error,

it was noted the infocrmation was never

ntilized by the FBI nor included or documentied in the case file.

Lo the I0B, dz

NN

It is the opinion of the Office of the General Counsel that this matter need not be reportoed

ALLEGATIONS: 8% IO0OB Vieolation

b2
Qceourranc : TIME: L1E
CITY State: Zip:
DISPOSITION DATA: Dispositiorn: M Date: (01/23/2007% Approval: POWELL, GLENN G
) .
Referred to Agenay: FBI Date Sent: 01/23/2007 Cemponent: FBI
Patriot Act: N Civil Riaghts: N Component Number: 263-0-U-610

Jjensitive: N Whistleblcwer: N

Consolidated Case Number:

demarks:

fredicating material contains classified information that will be maintained in a secure

container within OIG/INV/HQ.

01/24/07: Sent to Kaiser/FBI/INSD (dz)

Pagu 1 ¢of 1

DATE: 06-23-2007

FBI INFO.

CLASSIFIED BY 55179/ duh/kzx/cak
PEAZON: 1.4 {c)

DECLASSIFY DH: 08-23-2032

Printed D1/23/2007 2090

---.-.-..---------""""'-----L_
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, TPU, Rocm 3041
Contact: CRS]

. . . [ W) 5.?"31
Approved By: Miller David Ian;{pu,t B v\ AL TNFORMATION CONTATHED

b7C
HEREIN IS UNCLASSIFIED
Drafted By: kas b2 DATE 05-30-2007 BY 65179 /DMH/ESK/F¥
Case ID #: (U) 278-HQ-C1225736-VIO (Pending)

Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2930
OGC/IOB# 2007 b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
L.aw Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1709
278-HQ-C1229736~VI0 Serial 1912

Details: (U) The Internal Investigations Section (IIS) received
an EC from[_ ] Division dated 09/22/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS’'s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the 118 and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

+



Freedom of Information
and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER:_ 263-0-U - Yolume 18

Federal Bureau of Investigation
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FEDERAL BUR

Precedence: ROUTINE

SECRET

EAU OF INVESTIGATION L

Date: 10/03/2006

Natiocnal Security Law Branch

CONUS I, Team 3

ALT rN'PJRH.ATICIN CONTAINED
HEREIN IS5 UNCLASSIFIED EXCEPT
WHEFE SHOWH OTHERWIZE

To: General Counsel Attn: :
Counterterrorism Law Unit
Room 7875
Inspecticon Division Internal Investigations
Section (IIS)
Counterterrorism SSA
ITOS 1T,
SSA
ASA(
cDC
From:
Contact:
Approved By:
Drafted By:
: WWTE: 05-30-2007
Case ID #: (U) 278.HQ:C1229736- 10-{ Tk DATE: 057

Je 104

CLASSIFIED BY 85173 /DIH/KSR/BEN

EASON: 1.4 (c)
DECLASSIFY 0ON: 05-30-2032

EPORT OF POTENTIAL INTELLIGENCE
(IOB) MATTER

OVERSIGHT BOARD

(U) 228
(8)
Title: (u)
SSA
““TFO
Synopegis: (U}

Security Law Branch

1073946

Report of a potential IOB matter to the National

{(NSLB} ,

the Inspection Division (ID)

{I1S5), as required in the 2/10/2005,

Counterterrorism Law Unit (CLU), and

Internal Investigaticons Section

Inspection Division's EC to

All Divisions entitled “Revised Procedures for the Submission of
Reports of Potential Intelligence Oversight Board (IOB) Matters".

i _»"' N

.r,I

b

R

: ﬂ/og/m

SECﬁE{\




(3)

-

b1
hé
bIC

SE\CR.gT b2

BIE
To: General Counsel From:
Re: (U} 278-HQ-C1229736-VIO, 10/03/2006

oy - Deriv  G-3
B Deivesmes T3

_Administrative: (S) . J

Details: [X) As directed in the Inspection Division's EC dated

2/10/200S, the following is being reported to the NSLB, CLU, and
to the ID, IIS, as a potential IOB matter:

e >Q 1. Identification of the substantive investigation
in which the guestionable activity occcurred.

(e !

%) 3. Identification of the subject's status.

(8

:Dﬁ() 4. Controlling administrative requirement.
(s)] |

SE&Q
2
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b1
bé
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bl
pID
b6
b1C

b2
b7E
L6
b7

bl

bi
bé
b7C

(&)

SECRET
To: General Counsel From: l:_—_l

Re: {U) 278-HQ-C1229726-VIQO, 10/03/2006

w-§y< 5. Error believed committed.

b2
7E

)

]

[identified the fact that the

telephonel|

reassigned to another customer.]

| was ceased

immediately and all appropriate actions were taken pursuant to

FBI policy.

:}Q} Synopsia of investigation:

(s ]

)|

| —

o1 "5 x

. {etter reaulrs froml

Iconfirmpd via National Security

(s1]

I

I

[S)l I

SE}&{




To: General Counsel

Re: (U) 278-HQ-C1229736-VIO,

From:

SEXRET

10/03/2006

bz
b7E

{s
)
=S| ]
ca | 1
k1l
hé&
B7C {S)
{3)
be. (U) On 9/27/2006 at approximately 10:30 a.m.fEnotified
b2 SSAa{ |at ITOS I, CONUS I of the above information.
b7E
(8) -~ . (¥ on 9/27/2006 at approximately 10:40 a.m. [ I
b2 discontinuedl No
EEE informatiaon was ever entered| |
187, On 10/3/2006, SSA : |
bé and this writex spoke with SSE! |
L7C -
bl rg
b2 -
D7E turned

ovVer Lo CoC |

on this date,

sEsQaT

4
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b7E

SECRET

To: General Counsel From:
Re: {U) 278-HO-C1229736-VIO,

Errors believed committed.

10/03/2006

™ The above errar

was Tirst identified by the TFO

Corrective measures

() In view of the above, SAd ]has ensured that

corrective measures have heen inirizsrad |

sEc\f\T

Lo




EEGRET

b2

57E
To: General Counsel From:
Re: () 278-HQ-C1229736-VIO, 10/03/2006
LEADS:

Set Lead l: (Action)

GENERAL COUNSEL
AT WASHINGTON DC

(U) It is requested that the above information be reviewed
for a potential IOB violation.

Set Lead 2: (Action}

INSPECTION DIVISICON
AT WASHINGTON DC

(1) It is requested that the above information bhe reviewed
for a potential IOB violation.

Set Lead 3: (Info)

COUNTERTERRORISM
AT WASHINGTON DC

(U} Read and clear.

4

SE&R o
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/13/2006
b2 To ] Attn: SAC
b7E cpc
bé
p7C Counterterrorism Attn: ITOS 1, CONUS 1, TEAM 3
Inspection Attn: I1S
From: Office of the General Counsel
NSLB/CTLHI Ll I Do 28140 ALL TNFORMATION CONTAINED
Contact: HEREIN I3 UNCLAGSIFIED EXCEPT
) WHERE SHOWN OTHERVISE
Approved By: Thomas Julile tY KA /
Drafted By: 4
M&‘ DATE: 05-31-2007
(1) - case ID #,:__,_(X 2?8—HQ—C1229736—VIO/{Pending} CLASSIFIED EY 55179/DMH/ESR/EW
PEASON: 1.4 i(c,d]
() —Title: Eﬁ( INTELLIGENCE OQVERSTGHT BOARD DECLASSIFY ON: 05-31-2032
MATTER 200%3 }
() - Synopsis:- ;E( It is the opinicn of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence tc the IOB.
(U] Deri m =
Declassi 213
(U)”“Referencer-~¢ﬁ: 278-HQ-C1229736~VIO serial 1716
Administrative; (S}| _J
b1
QEEQET//NOFORN
CIG/DOJ REVIE
FBI INVESTIGAT oS

0IG/DOJ INVESTIGATION:
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PTE g From: Office of the General Counsel
Re : 278-HQ-C1229736-VI0, 12/13/2006

{S] l
{S)
i

bl

o (s

b7C

b7D

b2

h7E (S//NE)
(s//ne]
(/7
(S//NELL

S%R??ﬁgom
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b7E
To: From: Office of the General Counsel
Re: 2