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   U.S. Department of Homeland Security 
                                           500 C Street, S.W. Mail Stop 3172

 Washington, DC  20472-3172 
 
 

 
 
 

April 18, 2018 
      

SENT VIA E-MAIL TO: john@greenewald.com 
 
John Greenewald 
The Black Vault 
27305 W. Live Oak Rd. 
Castaic, CA 91384 
 
Re:  FEMA FOIA Case Number 2018-FEFO-00489 
 
Dear Mr. Greenewald: 
 
This is the final response to your Freedom of Information Act (FOIA) request to the Department 
of Homeland Security (DHS), Federal Emergency Management Agency (FEMA), dated 
February 19, 2018 and received in this office on February 20, 2018.  You are seeking a copy of 
the following: email messages distributed on the FNARS_NRN email distribution Listserv 
during calendar years 2016 and January – July 2017.  This program was administered by the 
FEMA National Continuity Programs Directorate (NCP). 
 
A search of FEMA’S National Continuity Programs Directorate (NCP) for documents responsive 
to your request produced a total of 65 pages. We are granting your request under the FOIA, Title 
5 U.S.C. § 552, as amended, and DHS’ implementing regulations, 6 C.F.R. Chapter I and Part 5.  
After carefully reviewing the responsive documents, I determined that they are appropriate for 
public release.  They are enclosed in their entirety; no deletions or exemptions have been 
claimed. 
 
You have the right to appeal if you disagree with FEMA’s response.  The procedure for 
administrative appeals is outlined in the DHS regulations at 6 C.F.R. § 5.8.  In the event you 
wish to submit an appeal, we encourage you to both state the reason(s) you believe FEMA’s 
initial determination on your FOIA request was erroneous in your correspondence, and include a 
copy of this letter with your appeal.  Should you wish to do so, you must send your appeal within 
90 days from the date of this letter to fema-foia@fema.dhs.gov, or alternatively, via mail at the 
following address:   
 

FEMA 
Office of the Chief Administrative Officer 

Information Management Division (FOIA Appeals) 
500 C Street, SW, Seventh Floor, Mail Stop 3172 

Washington, D.C. 20472-3172 
    

mailto:fema-foia@fema.dhs.gov


 
 

 

As part of the 2007 amendments, the Office of Government Information Services (OGIS) was 
created to offer mediation services to resolve disputes between FOIA requesters and Federal 
agencies.  You may contact OGIS in any of the following ways: 
 

Office of Government Information Services 
National Archives and Records Administration 

8601 Adelphi Road- OGIS 
College Park, MD 20740-6001 

E-mail: ogis@nara.gov  
Web: https://ogis.archives.gov  

Telephone: 202-741-5770/Toll-free: 1-877-684-6448 
Facsimile: 202-741-5769 

 
Provisions of the FOIA allow us to recover part of the cost of complying with your request.  In 
this instance, because the cost is below the $25 minimum, there is no charge. 
 
If you have any questions or would like to discuss this matter, you may contact FEMA at (202) 
646-3323, or you may contact FEMA’s Public Liaison in the same manner. Please reference the 
subsequent case identifier:  FEMA 2018-FEFO-00489. 
 
 
   Sincerely, 
 
 
 
   Eric Neuschaefer 
   Chief, Disclosure Branch 
   Information Management Division 
   Mission Support 
 
 
Enclosure(s):  Responsive Documents (65 pages) 
 

mailto:ogis@nara.gov
https://ogis.archives.gov/


From: 
Sent: 
To: 
Subject: 
Attachments: 

FEMA-NCP-COMMS 

6 Apr 2017 17:04:25 +0000 

FNARS_NRN 

FNARS National Radio Net (NRN) Test Schedule for 11 Apri l 2017 

FNARS National Radio Net Test Schedule_ 4_11_2017.pdf 

Please tind the FNARS National Radio Net (NRN) Test Schedule for Aprilll, 20 17 attached for yom 
review. This document bas also been posted to the NRN Test Reports Library of the FNARS Community 
Portal. 

National Net Test Report Library Link: 

lm ps://communitv.max.gov/display/DHSExternaUFNARS+National+Radio+Network+%28NRN%29+Test 
+Reports+ Library 

If you or your colleagues wish to gain access to the FNARS PoTtal, please send a request to: 
FEMA-NCP-COMMS@fema.gov <mailto:FEMA-NCP-COMMS@fema.gov> . 

FEMA· NCP~Comms 

Commuuicat.ions Management Branch 

Continuity Communications Division 

National Continuity Programs 

Federal Emergency Management Agency 

DepaJ1ment of Homeland Security 

<maitto:FEMA-NCP-COMMS@FEMA.DHS.GOV> FEMA-NCP-COMMS@FEMA.DHS.GOV 



For Official Use Only 
FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Objective 

FNARS National Radio Net Test 

Weekly Test Plan 

The objectives of the FEMA National Radio System (FNARS) Test and Exercise program are to: (1) maintain 
the highest level of network operator proficiency in employing the various network configurations of 
FNARS operations via periodic exercises; and (2) ensure the continuity of FNARS operations in the event 
of primary Net Control (NC) failure through regular tests involving the transfer of NC responsibilities. The 
National Radio Net Test is a weekly test conducted by FEMA National Continuity Programs (NCP). The 
FNARS National Net Test is conducted every Tuesday between 9:00 AM and 12:30 PM, ET. It should be 
noted that this test plan is a working document, which will be refined regularly based on participant 
feedback and test results. 

Table 1: Test Overview 

Test I Classification I Test Date 

FNARS National Radio Net Unclassified April11, 2017 

Start Time End Time Net Control Phone Numbers 

9:00AM, EDT 12:30 PM, EDT 
(540) 535-2745 

(540) 542-4368 

Net Control Station I Capabilities Tested J Test Coordinator 

Mt. Weather 

ALE Address (FCSFEM1) 

HF ALE Voice, Data, and Phone 

Patch will all be available to test 

Tom Cross 

(540) 542-2249 

Thomas.Cross2@fema.dhs.gov 

If you are unable to participate for any reason or have further questions related to the testing 

scenario, please contact the NCP COMMS Help Desk prior to the test at 

FEMA-NCP-COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 1 April 6, 2017 
Fo1 Offieial Use OR~ 



For Offieial Use OFII't' 
FEMA National Radio System 
FEMA High Frequency Continuity System Program -~FEMA 

Test Windows: 
In order to effectively test and validate HF capabilities, each FNARS site will be assigned a test window 

time. The test window times may be modified upon coordination with the test coordinator. **PLEASE 

NOTE, two new test locations have been added: MERS Thomasville MOC and MERS Denton MOC** 

Note: Please call MW Net Control at (540) 535-2745/(540) 542-4368 or email 

FEMA-NCP-COMMS@fema.dhs.gov if you are unable to call in during your scheduled test time. 

Table 2: FNARS National Radio Net Test Window Times 

If you are unable to participate for any reason or have further questions related to the testing 
scenario, please contact the NCP COMMS Help Desk prior to the test at 
FEMA-NCP- COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 2 April 6, 2017 
Fer Offieial Use ORI'f 



From: 
Sent: 
To: 
Subject: 
Attachments: 

FEMA-NCP-COMMS 

13 Apr 2017 15:31:26 +0000 

FNARS_NRN 

FNARS National Radio Net (NRN) Test Schedule for 18 Apri l 2017 

FNARS National Radio Net Test Schedule_ 4_18_2017.pdf 

Please find the FNARS National Radio Net (NRN) Test Schedule for April 18, 2017 attached for your 
review. This doctm1ent has also been posted to the NRN Test Reports Library of the FNARS Community 
Portal. 

National Net Test Repott Library Link: 

https:/ /community.max. gov/display/D I fSExtemai/FNARS+National+ Rad io+Net work+%28N RN%29+ Test 
+Reports+ Library 

If you or your colleagues wish to gain access to the FNARS Portal, please send a request to: 
FEMA-NCP-COMMS@fema.gov <mailto:FEMA-NCP-COMMS@fema.gov> . 

FEMA-NCP-Comms 

Communications Management Branch 

Continuity Communications Division 

National Continuity Programs 

Federal Emergency Management Agency 

Depattment of Homeland Security 

<maiJto:FEMA-NCP-COMMS@FEMA.DliS.GOV> FEMA-NCP-COMMS@FEMA.DHS.GOV 



For Official Use Only 
FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Objective 

FNARS National Radio Net Test 

Weekly Test Plan 

The objectives of the FEMA National Radio System (FNARS) Test and Exercise program are to: (1) maintain 
the highest level of network operator proficiency in employing the various network configurations of 
FNARS operations via periodic exercises; and (2) ensure the continuity of FNARS operations in the event 
of primary Net Control (NC) failure through regular tests involving the transfer of NC responsibilities. The 
National Radio Net Test is a weekly test conducted by FEMA National Continuity Programs (NCP). The 
FNARS National Net Test is conducted every Tuesday between 9:00 AM and 12:30 PM, ET. It should be 
noted that this test plan is a working document, which will be refined regularly based on participant 
feedback and test results. 

Table 1: Test Overview 

Test I Classification I Test Date 

FNARS National Radio Net Unclassified April18, 2017 

Start Time End Time Net Control Phone Numbers 

9:00AM, EDT 12:30 PM, EDT 
(540) 535-2745 

(540) 542-4368 

Net Control Station I Capabilities Tested J Test Coordinator 

Mt. Weather 

ALE Address (FCSFEM1) 

HF ALE Voice, Data, and Phone 

Patch will all be available to test 

Tom Cross 

(540) 542-2249 

Thomas.Cross2@fema.dhs.gov 

If you are unable to participate for any reason or have further questions related to the testing 

scenario, please contact the NCP COMMS Help Desk prior to the test at 

FEMA-NCP-COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 1 April13, 2017 
For Official Use Only 



For Official Use Only 

-~FEMA FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Test Windows: 
In order to effectively test and validate HF capabilities, each FNARS site will be assigned a test window 

time. The test window times may be modified upon coordination with the test coordinator. **PLEASE 

NOTE, two new test locations have been added: MERS Thomasville MOC and MERS Denton MOC** 

Note: Please call MW Net Control at (540) 535-2745/(540) 542-4368 or email 

FEMA-NCP-COMMS@fema.dhs.gov if you are unable to call in during your scheduled test time. 

Table 2: FNARS National Radio Net Test Window Times 

If you are unable to participate for any reason or have further questions related to the testing 
scenario, please contact the NCP COMMS Help Desk prior to the test at 
FEMA-NCP- COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 2 April 13, 2017 
For Official Use Only 



From: 
Sent: 
To: 
Subject: 
Attachments: 

FEMA-NCP-COMMS 
27 Apr 201718:11:05 +0000 
FNARS_NRN 
FNARS National Radio Net (NRN) Test Schedule for 2 May 2017 
FNARS National Radio Net Test Schedule_5_ 2_2017.pdf 

Please find the FNARS National Radio Net (NRN) Test Schedule for May 2, 2017 attached for your 
review. This doctu11ent has also been posted to the NRN Test Reports Library of the FNARS Community 
Portal. 

National Net Test Repott Library Link: 

https:/ /community.max. gov/display/D I fSExtemai/FNARS+National+ Rad io+Net work+%28N RN%29+ Test 
+Reports+ Library 

If you or your colleagues wish to gain access to the FNARS Portal, please send a request to: 
FEMA-NCP-COMMS@fema.gov <mailto:FEMA-NCP-COMMS@fema.go v> . 

FEMA-NCP-Comms 

Communications Management Branch 

Continuity Communications Division 

National Continuity Programs 

Federal Emergency Management Agency 

Depattment of Homeland Security 

<maiJto:FEMA-NCP-COMMS@FEMA.DliS.GOV> FEMA-NCP-COMMS@FEMA.DHS.GOV 



For Official Use Only 
FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Objective 

FNARS National Radio Net Test 

Weekly Test Plan 

The objectives of the FEMA National Radio System (FNARS) Test and Exercise program are to: (1) maintain 
the highest level of network operator proficiency in employing the various network configurations of 
FNARS operations via periodic exercises; and (2) ensure the continuity of FNARS operations in the event 
of primary Net Control (NC) failure through regular tests involving the transfer of NC responsibilities. The 
National Radio Net Test is a weekly test conducted by FEMA National Continuity Programs (NCP). The 
FNARS National Net Test is conducted every Tuesday between 9:00 AM and 12:30 PM, ET. It should be 
noted that this test plan is a working document, which wil l be refined regularly based on participant 
feedback and test results. 

Table 1: Test Overview 

Test I Classification I Test Date 

FNARS National Radio Net Unclassified May 2, 2017 

Start Time End Time Net Control Phone Numbers 

9:00AM, EDT 12:30 PM, EDT 
(540) 535-2745 

(540) 542-4368 

Net Control Station I Capabilities Tested J Test Coordinator 

Mt. Weather 

ALE Address {FCSFEM1) 

National Continuity Programs 

HF ALE Voice, Data, and Phone 

Patch will all be available to test 

1 
For Official Use Only 

Tom Cross 

(540) 542-2249 

Thomas.Cross2@fema.dhs.gov 

April27, 2017 



For Official Use Only 

-~FEMA FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Test Windows: 
In order to effectively test and validate HF capabilities, each FNARS site will be assigned a test window 

time. The test window times may be modified upon coordination with the test coordinator. 

Note: Please call MW Net Control at (540) 535-2745/(540) 542-4368 or email 

FEMA-NCP-COMMS@fema.dhs.gov if you are unable to call in during your scheduled test time. 

Table 2: FNARS National Radio Net Test Window Times 

If you are unable to participate for any reason or have further questions related to the testing 
scenario, please contact the NCP COMMS Help Desk prior to the test at 
FEMA-NCP- COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 2 April 27, 2017 
For Official Use Only 



From: 
Sent: 
To: 
Subject: 
Attachments: 

FEMA-NCP-COMMS 
20 Apr 2017 15:04:18 +0000 

FNARS_NRN 

FNARS Nat iona l Radio Net {NRN) Test Schedule for 25 April 2017 

FNARS National Radio Net Test Schedule_ 4_ 25_2017.pdf 

Please tind the FNARS National Radio Net (NRN) Test Schedule for April25, 2017 attached for yom 
review. This document bas also been posted to the NRN Test Reports Library of the FNARS Community 
Portal. 

National Net Test Report Library Link: 

lm ps://communitv.max.gov/display/DHSExternaUFNARS+National+Radio+Network+%28NRN%29+Test 
+Reports+ Library 

If you or your colleagues wish to gain access to the FNARS PoTtal, please send a request to: 
FEMA-NCP-COMMS@fema.gov <mailto:FEMA-NCP-COMMS@fema.gov> . 

FEMA-NCP~Comms 

Commuuicat.ions Management Branch 

Continuity Communications Division 

National Continuity Programs 

Federal Emergency Management Agency 

DepaJ1ment of Homeland Security 

<maitto:FEMA-NCP-COMMS@FEMA.DHS.GOV> FEMA-NCP-COMMS@FEMA.DHS.GOV 



For Official Use Only 
FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Objective 

FNARS National Radio Net Test 

Weekly Test Plan 

The objectives of the FEMA National Radio System (FNARS) Test and Exercise program are to: (1) maintain 
the highest level of network operator proficiency in employing the various network configurations of 
FNARS operations via periodic exercises; and (2) ensure the continuity of FNARS operations in the event 
of primary Net Control (NC) failure through regular tests involving the transfer of NC responsibilities. The 
National Radio Net Test is a weekly test conducted by FEMA National Continuity Programs (NCP). The 
FNARS National Net Test is conducted every Tuesday between 9:00 AM and 12:30 PM, ET. It should be 
noted that this test plan is a working document, which will be refined regularly based on participant 
feedback and test results. 

Table 1: Test Overview 

Test I Classification I Test Date 

FNARS National Radio Net Unclassified April25, 2017 

Start Time End Time Net Control Phone Numbers 

9:00AM, EDT 12:30 PM, EDT 
(540) 535-2745 

(540) 542-4368 

Net Control Station I Capabilities Tested J Test Coordinator 

Mt. Weather 

ALE Address (FCSFEM1) 

HF ALE Voice, Data, and Phone 

Patch will all be available to test 

Tom Cross 

(540) 542-2249 

Thomas.Cross2@fema.dhs.gov 

If you are unable to participate for any reason or have further questions related to the testing 

scenario, please contact the NCP COMMS Help Desk prior to the test at 

FEMA-NCP-COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 1 April 20, 2017 
For Official Use Only 



For Official Use Only 

-~FEMA FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Test Windows: 
In order to effectively test and validate HF capabilities, each FNARS site will be assigned a test window 

time. The test window times may be modified upon coordination with the test coordinator. **PLEASE 

NOTE, two new test locations have been added: MERS Thomasville MOC and MERS Denton MOC** 

Note: Please call MW Net Control at (540) 535-2745/(540) 542-4368 or email 

FEMA-NCP-COMMS@fema.dhs.gov if you are unable to call in during your scheduled test time. 

Table 2: FNARS National Radio Net Test Window Times 

If you are unable to participate for any reason or have further questions related to the testing 
scenario, please contact the NCP COMMS Help Desk prior to the test at 
FEMA-NCP- COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 2 April 20, 2017 
For Official Use Only 



From: 
Sent: 
To: 
Subject: 
Attachments: 

FEMA-NCP-COMMS 
23 Mar 2017 14:52:21 +0000 
FNARS_NRN 
FNARS National Radio Net {NRN) Test Schedule for 28 March 2017 
FNARS National Radio Net Test Schedule_3_28_2017.pdf 

Please find the FNARS National Radio Net (NRN) Test Schedule for March 28, 2017 attached for yow· 
review. This docwnent has also been posted to tl1e NRN Test Reports librmy of the FNARS Community 
Portal. 

National Net Test Report Library link: 

bttps:/ /community.max.gov/displav/Df lSExternal/FNARS+National+ Radio+Network+%28NRN%29+Test 
+Rcpo1t s+Libraty 

If you or your colleagues wish to gain access to the FNARS Portal, please send a request to: 
FEMA-NCP-COMMS@fema.gov <mailto:FEMA-NCP-COMMS@fema.gov> . 

FEMA-NCP-Comms 

Communications Management Branch 

Continuity Communications Division 

National Continuity Programs 

Federal Emergency Management Agency 

Department ofllomeland Security 

<maillo:FEMA-NCP-COMMS@FEMA.DIIS.GOV> FEMA-NCP-COMMS@FEMA.DIIS.GOV 



For Official Use Only 
FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Objective 

FNARS National Radio Net Test 

Weekly Test Plan 

The objectives of the FEMA National Radio System (FNARS) Test and Exercise program are to: (1) maintain 
the highest level of network operator proficiency in employing the various network configurations of 
FNARS operations via periodic exercises; and (2) ensure the continuity of FNARS operations in the event 
of primary Net Control (NC) failure through regular tests involving the transfer of NC responsibilities. The 
National Radio Net Test is a weekly test conducted by FEMA National Continuity Programs (NCP). The 
FNARS National Net Test is conducted every Tuesday between 9:00 AM and 12:30 PM, ET. It should be 
noted that this test plan is a working document, which will be refined regularly based on participant 
feedback and test results. 

Table 1: Test Overview 

Test I Classification I Test Date 

FNARS National Radio Net Unclassified March 28, 2017 

Start Time End Time Net Control Phone Numbers 

9:00AM, EDT 12:30 PM, EDT 
(540) 535-2745 

(540) 542-4368 

Net Control Station I Capabilities Tested J Test Coordinator 

Mt. Weather 

ALE Address (FCSFEM1) 

HF ALE Voice, Data, and Phone 

Patch will all be available to test 

Tom Cross 

(540) 542-2249 

Thomas.Cross2@fema.dhs.gov 

If you are unable to participate for any reason or have further questions related to the testing 

scenario, please contact the NCP COMMS Help Desk prior to the test at 

FEMA-NCP-COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 1 March 23, 2017 
For Official Use Only 



For Official Use Only 

-~FEMA FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Test Windows: 
In order to effectively test and validate HF capabilities, each FNARS site will be assigned a test window 

time. The test window times may be modified upon coordination with the test coordinator. **PLEASE 

NOTE, two new test locations have been added: MERS Thomasville MOC and MERS Denton MOC** 

Note: Please call MW Net Control at (540) 535-2745/(540) 542-4368 or email 

FEMA-NCP-COMMS@fema.dhs.gov if you are unable to call in during your scheduled test time. 

Table 2: FNARS National Radio Net Test Window Times 

If you are unable to participate for any reason or have further questions related to the testing 
scenario, please contact the NCP COMMS Help Desk prior to the test at 
FEMA-NCP- COMMS@fema.dhs.gov or (877) 801-2088. 

National Continuity Programs 2 March 23, 2017 
For Official Use Only 



From: 
Sent: 
To: 
Subject: 
Attachments: 

FEMA-NCP-COMMS 
30 Mar 2017 21:31:56 +0000 

FNARS_NRN 

FNARS National Radio Net (NRN) Test Schedule for 4 April 2017 

FNARS National Radio Net Test Schedule_ 4_ 4_2017.pdf 

Please tind the FNARS National Radio Net (NRN) Test Schedule for April4, 2017 attached for your 
review. This document bas also been posted to the NRN Test Reports Library of the FNARS Commun.ity 
Portal. 

National Net Test Report Library Link: 

lmps://communitv.max.gov/display/DHSExternaUFNARS+Nat ional+Radjo+Network+%28NRN%29+Test 
+Reports+ Library 

If you or your colleagues wish to gain access to the FNARS PoTtal, please send a request to: 
FEMA-NCP-COMMS@fema.gov <mailto:FEMA-NCP-COMMS@fema.gov> . 

FEMA-NCP~Comms 

Communications Management Branch 

Continuity Communications Division 

National Continuity Programs 

Federal Emergency Management Agency 

DepaJ1ment of Homeland Security 

<mailto:FEMA-NCP-COMMS@FEMA.DHS.GOV> FEMA-NCP-COMMS@FEMA.DHS.GOV 



For Official Use Only 
FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Objective 

FNARS National Radio Net Test 

Weekly Test Plan 

The objectives of the FEMA National Radio System (FNARS) Test and Exercise program are to: (1) maintain 
the highest level of network operator proficiency in employing the various network configurations of 
FNARS operations via periodic exercises; and (2) ensure the continuity of FNARS operations in the event 
of primary Net Control (NC) failure through regular tests involving the transfer of NC responsibilities. The 
National Radio Net Test is a weekly test conducted by FEMA National Continuity Programs (NCP). The 
FNARS National Net Test is conducted every Tuesday between 9:00 AM and 12:30 PM, ET. It should be 
noted that this test plan is a working document, which will be refined regularly based on participant 
feedback and test results. 

Table 1: Test Overview 

Test I Classification I Test Date 

FNARS National Radio Net Unclassified April 4, 2017 

Start Time End Time Net Control Phone Numbers 

9:00AM, EDT 12:30 PM, EDT 
(540) 535-2745 

(540) 542-4368 

Net Control Station I Capabilities Tested J Test Coordinator 

Mt. Weather 

ALE Address (FCSFEM1) 

HF ALE Voice, Data, and Phone 

Patch will all be available to test 

Tom Cross 

(540) 542-2249 

Thomas.Cross2@fema.dhs.gov 

If you are unable to participate for any reason or have further questions related to the testing 

scenario, please contact the NCP COMMS Help Desk prior to the test at 

FEMA-NCP-COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 1 March 30, 2017 
For Official Use Only 



For Official Use Only 

-~FEMA FEMA National Radio System 
FEMA High Frequency Continuity System Program 

Test Windows: 
In order to effectively test and validate HF capabilities, each FNARS site will be assigned a test window 

time. The test window times may be modified upon coordination with the test coordinator. **PLEASE 

NOTE, two new test locations have been added: MERS Thomasville MOC and MERS Denton MOC** 

Note: Please call MW Net Control at (540) 535-2745/(540) 542-4368 or email 

FEMA-NCP-COMMS@fema.dhs.gov if you are unable to call in during your scheduled test time. 

Table 2: FNARS National Radio Net Test Window Times 

If you are unable to participate for any reason or have further questions related to the testing 
scenario, please contact the NCP COMMS Help Desk prior to the test at 
FEMA-NCP- COMMS@fema.dhs.gov or {877) 801-2088. 

National Continuity Programs 2 March 30, 2017 
For Official Use Only 



From: 
Sent: 
To: 
Subject: 
Attachments: 

FEMA-NCP-COMMS 
12 Apr 2017 14:47:47 +0000 
FNARS_NRN 
FNARS NRN M onthly Test Summary (3_2017) 
FNARS Monthly Test Summary (3_2017).pdf 

On behalf ofFEMA NCP Continuity Communications Division Director, Antwane Johnson, please find the 
Monthly FNARS Test Report Summary for March 2017 attached for your information and review. The 
document has also been posted to the Test Reports Library of the FNARS Community Portal. 

National Net Test Rep011 Link 

DHSExternai/FNARS+National+Radio+Network+%28NRN%29+Tcst+Rcports+Library 

If you or your colleagues wish to gain access to the FNARS Portal or email distribution list, please send a 
request to <mailto:FEMA-NCP-COMMS@fema.gov> FEMA-NCP-COMMS@fema.gov < 
<mailto:FEMA-NCP-COMMS@fema.gov> mailto :FEMA-NCP-COMMS@fema.gov> + 

FEMA-NCP-C01.nms 

Communications Management Branch 

Continuity Conmnmicat:ions Division 

National Continuity Programs 

Federal Emergency Management Agency 

Department of Homeland Security 

<maiJto:FEMA-NCP-COMMS@ F.EMA.DHS.GOV> F.EMA-NCP-COMMS@FEMA.DHS.GOV 
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Continuity Communications Division 
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National Continuity Programs 
Continuity Coli11Utmicalions Division 

Purpose 

For Official Use Only (FOUOl 
~FEMA 

The FEMA National Radio System (FNARS) Test Report provides the Continuity Manager with a report 
which is a consolidation of the FEMA National Radio System (FNARS) National Radio Net (NRN) and 
Regional Radio Net (RRN) weekly tests. Additional information is available by contacting the FEMA 

National Continuity Programs (NCP) Helpdesk at FEMA-NCP-COMMS@fema.dhs .gov . 

t FEMA National Radio System (FNARS) 

T he FNARS is a nationwide high f1·equency (HF) radio network that provides back."Up communications 
during continuity events. It serves as the primary, non-classified backup continuity conununicarions 

capability among Federal, State, and territorial governments in times of national, natural, and civil 
emergencies. Its ptimary role is to provide communication capabilities to senior leadership enabling them 
to maintain command, control, and commw1ications (C3) w1der all circumstances to ensw·e sw-vival of 
our constjtutional fom1 of government and the continuation of the perfom1ance of National Essential 

Functions (NEFs). 

1.1 FNARS Testing 

The FNARS NRN Test is a weekly test coordinated by the FEMA FNARS Program Management 
Office (PMO) at the Mount Weather Emergency Operations Center (MWEOC) National Net Control 

station. The FNARS RRN tests are weekly tests coordinated by the five FEMA Federal Regional 
Centers (FRCs) located across the United States, enabling them to function as the net control for their 
respective RRNs. These tests consist of an Automatic Link Establishment (ALE) followed by a voice 
response. A second test exercising either data (i.e. , text message capability) or phone patch is also 

conducted. The ALE and voice tests are performed each week; data and phone patch tests are 
performed every other week on a rotating basis (one week data, the following week phone patch). 

The objectives of the FNARS Test and Exercise program are to: 

• Maintain the highest level of network opeTator proficiency in employing rhe various network 
configmations ofFNARS operations via a regimen of periodic exercises; and 

• Test the FNARS Contingency Plan in the event of primary Net Control (NC) failure through the 
transfer of NC responsibilities 

1.2 FNARS Test Evaluatil)n and Reporting 

A standardized set of evaluation criteria for FNARS tests has been established in order to organize 
key information about the per fmmance of the network each week. The following guidelines were 
used when recording each net test: 

• An attempt is made to connect to each station using HF ALE. 

• If initial attempts to establish an ALE Link are unsuccessful, secondary attempts are made later 

during the test window. Manual links are also made in coordination with Net Control and the 
patticipating FNARS stations. 
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• If a station operator is unable to participate in a scheduled test, te~1 results with that station are 

shown in red and the station is listed as nonparticipati11g. 

2 FNARS Participation ru1d HF ALE Link 

MWEOC National Nel Control operators record FNARS station participation and HF ALE Link for all 
NRN tests. Each FRC radio operator records FNARS station participation and HF ALE Link fo r all RRN 
tests. This information is then forwarded to rhe FNARS PMO for consolidation. HF ALE Link (can the 
test station link to the receiving radio?), Participation (is there a live HF operator at the receiving station 

to perform the tests?), Data (can a typed text message be sent and received?) , and Phone Patch (can the 
radio be successfully linked to a land line telephone at the receiving station?) are the metrics tracked as 

each indicates: 

l. The availability for each FNARS station to establish an HF ALE Link 
2. The HF operator's ability to perform the FNARS voice test 

3. The HF operator's abil ity to send a data message 
4. The HF operator's ability to establish a phone patch 

When a station is caJled, an ALE link may be made to d1e receiving radio without a live operator, but in 
order to receive participation credit, or physically tesr voice, data, or phone patch capabilities, a live 

operator must be present for the test. For data and phone patch tests, if a station records at least one 
successful test during the reporting month, the station gets participation credi t for that test. 

3 FNARS Summary 

In advance of the FNARS NRN and RRN tests, notifications were disseminated to participants prior to 
the test date. The noti fication included the scope of the test, participant responsibil1ties, Net Control 
authority, test participant call-in windows and point of contact information. Participants were asked to 
notify their primary Net Control prior to the scheduled event if they were unable to participate or required 

modifications to the proposed time window. 

NRN participation throughout the month of March averaged 76.2'Yo. This calculation is based on the 
number of scheduled tests during the month divided by me number of tests at wh.ich a live operator was 
available and present dming the test at the station receiving the call (indicated by the results shown in the 

Participation column in each set of test results). The MERS Denton MOC does not yet have equipment 
set up for testing; this station's test results will be shown as .. N/A" until equipment is installed, and tlus 

was not counted against the overall NRN participation percentage. On March 14, a contingency test was 
performed from FRC Vlfl acting as Net Control for MWEOC. Information provided here is a summary of 
information provided in the comments section of individual test results, and from messages sent to the 
FEMA-NCP-COMMS mailbox during the month of March. 

RRN participation thl·ougbout the month of March averagecl 23.2% . This calculation is based on the 
numbef of scheduled tests during the month divided by the number of tests at which a live operator was 
available and present during the test at the station receiving the call (indicated by the results shown in the 
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Participation column in each set of test results). FRC IV did not conduct testillg this month clue to disaster 

response activity, and FRC VI did not provide results ii·om M arch 22 or 29. Other FRCs reported a lack 

of operators present at receiving stations to participate in tests, as well as unspecified equipment 

problems. There was also one canceled test due to unavailability of Net Control to conduct testing. 

Information provided here is a summary of information provided in the comments section of individual 

test results, and from messages sent to the FEMA-NCP-COMMS mailbox during the month of March. 

To help offset situations where technical issues and deployed personnel prohibits FNARS testing, the 

FNARS PMO remains in active conummication with each FRC and RO on the status of HF radio 

equipment and personnel availability. 

The following charts provide swnmary details of the FNARS National Radio Network's (NRN's) and !he 

Regional Radio Networks (RRNs') test and exercise results for March 20 17, compiled from weekly test 

result data. Individual weekly test repmts are available upon request. 
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Table 1: NRN Participation and HF ALE Station Performance 

MERS Maynard MOC 

FRC I 

ROI 

RO II 

MERS Frederick (Ill) 

RO Ill 

FRCIV 

MERS Thomasville (IV) 

MERS Thomasville MOC 

ROIV 

ROV 

MERS Denton (VI) 

MERS Denton MOC 

FRCVI 

ROVII 

MERS Denver (VIII) 

MERS Denver MOC 

FRC VIII 

ROIX 

MERS Bothell (X) 

MERS Bothell MOC 

FRCX 

Note: If a station has participated in at least one successful data or phone patch test during the month, 
Data and Phone Patch will show green. Each week, stations have the opportunity to test both capabilities 

in addition to the regular voice test. 
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Also note that several stations do not have phone patch and/or data capability, and are shown as "N/A" 

for these tests. These stations are as follows: MERS Maynard MOC, MERS Thomasville MOC, MERS 
Denver MOC, MERS Bothell MOC, and MERS Frederick have no phone patch capability. RO II has 
phone patch capability, but does not currently have a phone line connected to test phone patch. MERS 
Thomasville has no data capability. MERS Denton has no phone patch or data capability; and MERS 

Denton MOC does not yet have equipment installed for testi ng and will be shown as N/ A for all tests until 
installation is complete. 

Stations Reporting Less Than 50% Test Participation: 
FRC IV - NC reported no contact with operator on March 7 (left POC message) and unable to link on 
March 21. Connected on alternate ALE address on March 28. No additional explanation was provided. 
RO V- NC reported an unknown technical problem causing an inability to link with receiving station on 

March 7. No additional explanation was provided. 
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Note: If a station has participated in at least one successful data or phone patch test during the month, 

Data and Phone Patch will show green. 

Stations Reporting Less Than 50% Test Participation: 
Connecticut, Vermont, New Jersey, New York, PR-CAO, St. Croix, St. John, St. Thomas, Delaware, 
Maryland, Pennsylvania, Washington DC, and West Virginia reported less than 50% participation. No 

explanation was provided. 

FRC IV Monthly RRN Test Result Summary- March 2017 

Florida 

Georgia 

Kentucky 

Mississippi 

North Carolina 

South Carolina 

Tennessee 

Note: If a station has participated in at least one successful data or phone patch test dwing the month, 
Data and Phone Patch will show green. 

Stations Reporting Less Than 50% Test Participation: 
No tests were conducted for the month of March by FRC IV due to disaster response activity. 
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FRC VI Monthly RRN Test Result Summary - March 2017 

Louisiana 

New Mexico 

Oklahoma 

Kansas 

Missouri 

Nebraska 

Not Applicable 

,·· tl FEMA 

Note: If a station has participated in at least one successful data or phone patch test during the month, 

Data and Phone Patch will show green. Also note: Arkansas station does not have phone patch capab il ity, 

so will be marked "N/ A" for this test. 

Stations Reporting Less Than 50% Test Participation: 

Note, no test results were provided from FRC VI for March 22 or 29. FRC Vill reported check-ins with 

Iowa on March 1 and 29, and with Missouri on March 1. Arkansas, New Mexico, Texas, Iowa, Kansas, 

and Nebraska reported less than 50% test participation. No explanation was provided. 
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Utah 

Wyoming 
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Note: If a station has participated in at least one successful data or phone patch test during the month, 

Data and Phone Patch will show green. Also note: Colorado and Montana do not currently have telephone 
lines installed for the phone patch test, so this capability is marked "N/ A." 

Stations Reporting Less Than 50% Test Participation: 
Illinois- FRC reported successful links, but no operator response on March 1, 8, and 15; reported no link 

on March 22. 
Michigan - FRC reported successful links; no explanation was provided for Jack of participation. 
Ohio - FRC reported successful links; no response on March 8, 15, and 22. 

Wisconsin- FRC reported successful links; no explanation was provided for lack of participation. 
Colorado - FRC reported successful links, but no operator onsite available for other tests. 
Montana - FRC reported successful links, and data mode was available. No explanation was provided 

for reduced participation. 
Wyoming - FRC reported successful links, but no operator onsite available for other tests. 
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California 

CNMJ-Saipan 

Guam 

Hawaii 

Idaho 

Oregon 

Washington 

For Official Use Only (FOUO) 
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Note: If a station has participated in at least one successful data or phone patch test during the month, 

Data and Phone Patch will show green. Note: California, CNMI-Saipan, and Guam do not currently have 

telephone lines connected to perform phone patch tests; this capability is marked "N/A" for these 

locations. 

Stations Repor1ing Less Than 50% T est Participation: 

Note: FRC X reported there would be no operator available to conduct state tests on March 14 due to 

other requirements, so no test was conducted on that date. 
Arizona- Site checked in with Region VIII on March 1 (test day for FRC Vlll) and 7. No explanation 

was provided for lack of participation on other dates. 

CNMI-Saipan- No explanation was provided. 

Guam- No explanation was provided. 

Hawaii - FRC reported a successful link, but no answer tl·om the receivi ng station on March 7; reported 

unable to link on March 21 and 28. 
Nevada - FRC reported a successful link, but no answer from the receiving station on March 7; reported 

unable to link on March 21 and 28. 

FNARS Monthly Test Report Summary 
March 2017 

9 

For Official Use Only (FOUO) 

April 12, 2017 



National Continuity Programs 
Continuity Communications Division 

For Official Use Only (FOUOI 

~ FEMA 

Alaska - FRC reported w1able to link on March 7 and 2 L; on March 28, a successful link was reported 

but there was no answer hom lhe receiving stalion. 
Idaho - Reported unable to link for all tests during the month of March. 

Oregon - Reported unable to link for all tests during the month of March. On March 21, an unspecified 
equipment failure was reported. 

Washington - FRC reported successful links, but no operator available for additional tests. 

Point of Contact 

Help Desk 
(202) 212-2142 
FEM A-NCP-COM MS @fema.dhs. 2:ov 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

FEMA-NCP-COMMS 

14 Apr 201713:47:06 +0000 

FNARS_NRN 

Cross, Thomas 
Updated FNARS CONOPS for Regional Distribution 

FNARS_CONOPS_signed.pdf, CONOPS changes from 2015 version.docx 

Attached please fmd an updated FNARS CONOPS, which replaces the 2015 FNARS CONOPS. The NCP 
Continuity Communications Division bas also included an overview of changes from the 20 I 5 version. A 
copy is also found on the SharePoint site 
<https :1 l i ntranet. fema . net/ org/pnp/ncp/ oaa/ collab/RSLIM isce llaneous/F orms/ Alll tems.aspx?RootF older=% 
2Forg%2Fpnp%2fncp%2Foaa%2Fcollab%2FRSL%2FMiscellaneous%2FFNARS%20CON OPS&FolderC 
TlD=OxO 1200014 7 5F A047410AF428AEB94E27607EB5D& View=%7b83 7145B8- 134A-40FB-ABEC­
F54826F 164F 1% 7d&IrUtia1Tabfd=Ribbon%2EDocument&VisibiutyContext=WSSTabPersistence> . 

Please distribute within yottr Region to t hose to whom it is applicable, such as your state EOCs. 

If you have any questions, please contact Tom Cross ( <mailto:Thomas.cross2@fcma.dhs.gov> 
Thomas.cross2@fema.dhs.gov: 540.542.2249). 

FEMA-NCP-Comms 

Communications Management Branch 

Continuity Communications Division 

National Continuity Programs 

Federal Emergency Management Agency 

Department of Homeland Security 

<mailto:FEMA-NCP-COMMS@FEMA.DHS.GOV> FEMA-NCP-COMMS@FEMA.DHS.GOV 





FEMA National Continuity Programs Continuity Communications Division 
Communications Architecture and Integration 

8 FEMA 

VERSION IllSTORY 

Date Versiolt Approver Summary of Changes 

01/2015 1 TC Official writing of document. 

04/2015 2 TC Rewording of body and formatting of entire document. 

03/2016 3 TC Edit to support Out-of-Band activation and suppmting sections. 
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minor edits 

Concept of Operations March 2017 
FEMA National Radio System 

FOR OFFICIAL USE ONLY 



FEMA National Continuity Programs Continuity Communications Division 
Communications Architecture and Integration 

Executive Summary 

. FEMA 

The Federal Emergency Management Agency (FEMA) carries out its mission to support our citizens and 

fi rst responders to ensure Americans work together to build, sustain , and improve our capabilities to 

prepare for, protect against, respond to, recoverfrom, and mitigate all hazards that could potentially 

befall the Nation. To effectively collaborate and coordinate the management and implementation of 

federal, state, and territorial government resources and capabilities requires a resilient, survjvable 

communications platfmm, independent from but interconnected with normal communications 

infi·astructure. 

FEMA's National Continuity Programs Directorate (NCP), in accordance with Presidential Policy 

Directive 40 (PPD 40), National Continuity Policy, maintains t he FEMA High Frequency Continuity 

System (FHFCS), a suite of unclassified High Frequency {Fll:") radio conununications systems designed to 

provide resilient capabilities across the full spectrum of potential hazards. The FEMA National Radio 

System (FNARS) is a key component oflhe FHFCS portfollo, and is supported with cottunercial-off-the­

sheJf (COTS) equipment installed at the Mount Weather Emergency Operations Center (MWEOC), 

Federal Regional Centers (FRCs), Regional Offices (ROs), the Mobile Emergency Response Support 

(MERS) detachments, as well as the emergency operations centers (EOCs) of the 50 states, the District of 

Columbia, and the U.S. Territories. 

FNARS provides the FEMA Adminisb·ator and executive leadership with resilient voice and messaging 

capabilities for command, control, and communications (C3); continuity of operations (COOP) ofFEMA 

assets and resources; and communication, coordination, and collaboration with Regional Administrators 

and state/territorial emergency management paitriet·s in response to all hazards. 

Tb.is Concept of Operations (CONOP S) serves as the foundation for the development of FNARS 

operational plans and procedures, and will be reviewed and updated as necessary to ensure it is accurate, 

current, and provides appropriate guidance to ensure the program demonstrates maximum benefit to the 

Nation's continuity and security. 
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1.0 Introduction 

FEMA 

FNARS is a High Frequency (HF) radio system providing communications b'ansport between nationally­
distributed gro1md stations in times of degraded or destroyed telecomtnttnications capabil ities within the 
normal commun ications infrastructure. FNARS was developed to serve two purposes: 

1. Enable command, contro l~ ru1d com.tmmications (CJ) among the agency and its elements 
thJ'Oughout continuity events; and 

2. Communicate and coordinate with disaster response and recovery mission partners from FEMA 
Headquarters (HQ)1 FEMA Regions, states, and tet.'l'itories io support of the continual 
perfo11nance of the Nat ional Essential Functions (NEFs). 

FNARS is a key component of the FEMA High Frequency Continuity System (FHFCS), a suite of HF 
communications systems managed and operated by the FEMA National Continuity Programs Directorate 
(NCP). 

1.1 Background 

National policy has long recognized the importance of emergency corumunications programs in 
protecting the continuity of the Nation. Government leaders developed robust legislation and 
executive policy aimed at protecting the ability of the Nation's leaders and emergency responders to 
access alternate communications systems in times of emergency t1n·ough programs such as FNARS. 
See Appendix Con authorities and references that govem this document. 

As a result, the Executive Office of the President, Office of Civil and Defense Mobilization, 
developed the predecessor to FNARS in 1958, with the initial procmement of a natim1wide HF 
system called National Communications System 2 (NACOM2). Leadership over the system later 
transfened to the Office of Civil Defense- U.S. Army, and then to tbe Defense Civil Preparedness 
Agency (DCPA), and became known as the Civil Defense National Radio System (CDNARS) before 
becoming FNARS with the 1979 formation ofFEMA. Today, FNARS is an HF radio system 
managed by NCP to enable the agency's mission of supporting ow· citizens and first responders to 
ensure that as a nation we ~work together to build, sustain, and improve our capabWty to prepare for, 
protecl agaim;t, respond to, recoverjrom, and mitigate all hazards. "1 

Hf radio [·unctions independently ofterrest.rial and space-based (satellite) infrastructure, and offers a 
highly-Tesilient continuity commun ications capability in the event of compromise or degradation to 
normal communications platfmms and infi:astructure. Sources of potentially negative impacts may 
include hostile attack, nat mal disaster~ or wiclespTead commercial service outage. HF radio provides 
globa l coverage and requires min imal infi:astructure to operate, while providing access to on-demand, 
point-to-point voice and messaging communications capabilities. AJJ associated FNARS equipment 
(including hardware, such as HF radios, antemtas, m1cillru:y devices, and softwal'e) ru·e government~ 

owned and nationally dist:J·ibuted. FNARS radios are installed at the Mount Weathet Emergency 
Operations Center (MWEOC); each Federal Regional Center (FRC) and Regional Office (RO); all 

1 Federal Emergency Management Agency, Mission. https://www.fema.gov/aboul-agency. Accessed 3/10/2017. 
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Mobile Emergency Response Support (MERS) detachments; and the Emergency Operations. Centers 
(EOCs) of all 50 states, the District of Columbia, and U.S. Territories. 

1.2 Mission 

FNARS is engineered to meet FEMA 's requirements for a resilient, survivable communications 
platform, independent from but interoperable with normative communications systems. The program 
is designed to meet core capabilities and needs identified within the FEMA National Preparedness 
Goal and National Planning Franu!H'Ork' (public information and warning, operational coordination, 
operational communications, and situational assessn1ent). FNARS serves as a backup to commercial 
telecommunications and messaging capabilities and is accessible 24 hours a day, 7 days a week 
(2417). 

1.3 System Overview and Capability 

FNARS is an unclassified cornmunications system designed for utilization, either preemptively or 
reactively, to any event that comprmnjses or potentially compromises the normal communications 
infrasll'Ucture. The FNARS system includes the following capabilities: 

• fiF Automatic Link Establishment (ALE), where the radio is utilized to establish a link to 
another FNARSradio on the system. The HF ALE capability meets MJL STD 188.141 b. 

• Voice capability, where voice messages are transmltted via the radio. 
• Text messaging capabil ity, where text messages can be sent to other FNARS stations through 

the FNARS radio via a standalone workstation. 
• Abi lity to provide an interconnect to the PSTN through an electronic telephone patching 

network. 

The events and nazards against which FNARS mitigates impacts on FEMA 's continuity include: 

• Natural disasters (e.g., hurricanes, earthquakes, tomados) 
• Terrorist attacks 
• Acts of war by foreign powers 
• Large-scale commtU1ications infrastructure stress or fa ilure (e.g., the 2003 Northeasi 

blackout) 
• Cyber-attack against communications systems or infrastructure 
• National Special SecUl·ity Events (NSSEs) 
• National Weather Warnings 

FNARS operates independently of terrestrial and space-based (satellite) infrastructure, and serves as a 
resilient backup continuity communications capability. Jts meshed network of voice and data 
communications capabilities (e.g., HF data, phone patch) provides long-range coverage while 
requiring minimal infrasttuctme. Standard FNARS equipmeot iocludes HF radios, antennas, and 
other ancillary devices such as standalone workstations, power amplifiers, and backup power supply 
unjts. 
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2.0 FN ARS Networlts 

FNARS comprises two networks ("nets"): the National Radio Network (NRN) and the compilation of 
Regional Radio Networks (RRNs), each with unique missions and user communities. 

2.1 National Radio Network 

The NRN is dedicated to FEMA CJ tlwoughout the United States. FEMA elements, including agency 
leadership and regional leadership, utilize the NRN to maintain CJ in degraded or destroyed 
communications environments. The NRN encompasses I 0 PEMA regions, with MWEOC serving as 

the primary Network Control Station (NCS), and five FRCs that can act as a lternate NCSs in certain 
circumstances. At least once annually, a contingency test is performed (as part of the regular weekly 
NRN test) in which Net Control, usua lly at MWEOC, is assmncd by one of these altemate locations 

and the test is conducted from that alternate location. The Denver MERS Operations Center (MOC) is 
a lso available 24/7 to activate FNARS in emergency and test/exercise events (See Figur·e 1 for 
depiction of FNARS NRN map). The NRN involves the following group of pat1icipants, as shown in 
Table 1. 

- - -
• ' I MlmS Detachment MOC ' I I 

R 

R 

R 

R 

R 

egion I 

egion n 
egion TO 

egion IV 

egion V 
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MERS Maynard 

I 
MERS Frederick 

MERS Thomasville I 

MERS Maynard MOC FRCI ROI 

RO il ·-RO Ill 

FRCIV ROIV 

ROV . 
1 R egion VI MERSDenton l FRCVl 

R 

R 

R 

R 

-
egiou VH RO Vll 

egion vi!!l_ I MERS Denver MOC j-- -
MERS Denver FRCVID 

egion IX I I ROIX 

egiou X 1 MERS Bothell I 
--- -MERS Bothell MOC FRCX 

Table 1 - NRN Par·ticipaots by Region 

2.2 Regional Radio Networks (RRNs) 

The RRNs are dedicated to facilitating communications between FEMA and state/territorial 

emergency management pa1tners to coordinate disaster response and recovery activities in degraded 
or destroyed communications environments. Incidents that affect a limited area of the country may 

prompt FEMA leadership to activate an RRN. Five FRCs, located in Maynard, Massachusetts; 
Thomasville, Georgia; Denton, Texas; Denver, Colorado; and Bothell, Washington, host FNARS 
equipment, enabling them to function as Net Control (NC) for their respective RRNs (see Figure 2). 

The RRNs are organized into the following groups of participants, as shown in Table 2. 
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NC Site Participating Locations 
-- - -

• Connecticut • New Hampshire • Rhode Island 
• Delaware • New Jersey • Vetmont 

Net Control - FRC 
•Maine • New York • Virginia Maynard (Region I) 
• Maryland • Pennsylvania • West Virginia 
• Massachusetts 

Net Control - FRC • Alabama • Georgia • Mississippi 

Thomasville • Florida • Kentucky • North Carolina 
(Region IV) 

• Arkansas • Louisiana • Nebraska 
Net Control- FRC 

• Iowa • Missouri • New Mexico Denton (Regjon VI) 
• Kansas 

Net Control - FRC • Colorado • Michigan • North Dakota 
Den:ver • Illinois • Mitmesota • Ohio 
(Region VITI) • Indiana • Montana • South Dakota 

• Alaska • Hawaii • Oregon 
Net Contt·ol- FRC • Arizona • Idaho • Washington 
Bothell (Region X) 

• Califomia • Nevada 

Table 2-FRC-Assigned RRN Stations 

2.3 Activation Authorities 

. FEMA 

• Washington, DC 
• St. Croix (USVI) 
• St. John (USVI) 
• St. Thomas 

(US VI) 

• South Carolina 
• Tennessee 

• Oklahoma 
• Texas 

• Utah 
• Wisconsin 
• Wyoming 

•CNMT 
• Guam 

The fo llowing personnel serve as activation authorities, and any may independently direct activation 

of an FNARS network: 

1. Administrator, FEMA 

2. Deputy Administrator, FEMA 
3. Deputy Administrator, Protection and National Preparedness, FEMA 

4. Associate AdministTator, Response and Recovery, FEMA 
5. Deputy Associate Administrator, Response and Recovety, FEMA 
6. Assistant Administrator, NCP, 17EMA 

7. Deputy AssistantAdministTator, NCP, FEMA 
8. Regional Administrator 

9. Deputy Regional Admitlistrator 
10. Continuity Communications Division (CCD) Dit·ector, NCP, FEMA 
ll. CCD/Communications Atchitecture and Integration (CAl) Deputy Director, NCP, FEMA 

12. CCD/CAI/Communications Management Branch (C:MB) Chief, FEMA 

2.4 Activation Roles and Responsibilities 

This section outlines the roles and responsibilities of the stakeholders involved in the activation 

process. 

• Activation Authority: May initiate activation as listed previously. 
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• National Watch Center (NWC): The NWC may facilitate the activation l'rocess. The individual 

who initiates activation of FNARS may use radio devices provided by tJ1e NWC to contact 

FNARS stakeholders. The NWC may contact the FEMA Operations Center (FOC) or the Denver 

MOC with it1structions to activate FNARS. 

• F OC: The FOC serves as a conduit to relay FNARS activation oTders to the Denver MOC, and to 

recall NCP/CCD/C:MJ3 personnel to assume C3 oftJ1e system. 

• Denver MOC: The MOC is responsible for responding to FNARS activation orders issued 

directly by senjor leadership or via the NWC, the FOC, or other authorized entities. l f activation 

orders did not previously pass tln·ough the FOC, the MOC will contact the FOC with instmctions 

to recall NCP/CCD/CMB personnel. 

• NCP Continuity Readiness Cell (CRC): While the CRC is not included in the primary 

notification path fot· FNARS activation, the FOC may et1list assistance :fi·om the CRC to recall 

NCP/CCD/CMB persmmel during normal business hours (Monday- Friday, 8:00AM - 4:30PM 

ET). 

• NCP J oint Rendezvous Operations ContJ•ol Center (JROCC): While the JROCC is not 

included in the primary notification path for FNARS activation) the FOC may enlist assistance 

from the JROCC to recall NCP/CCD/CMB personnel dming n01mal business hours (Monday­

Friday, 8:00 AM - 4:30PM ET). 

• NCP Continuity Communications Division (CCD): 
- Assumes C3 ofFNARS as soon as is practicable after the Denver MOChas activated the 

system. 

- Responds to FNARS activation requests in accordance with the FNARS CONOPs. 

Provides training to NWC and FOC personnel on HF operations. 

Maintains and updates appropriate HF radio operations documentation, to include the 

FNARS Standard Operating Procedure, operating information, call-sig11 listings, and a current 

Jist ofRadio Room operators with their emergency contact information. 

2.5 Conditions for Activation 

The NRN and RRN are generally activated when comm un ications between state/territories, MERS, 

ROs, FRCs, and/or FEMA leadership have been or are likely to become disrupted. An RRN may also 

be activated wheu, according to the Robert T. Stafford Disaster and Emergency Assistcmce Act, a 

major natural or manmade disaster occurs that results in degraded or desttoyed communications. A 
state/territory EOC may make a request to the regional activation authority to activate the assigned 

RRN. 

If the Continuity ofGovenunent Readiness Cond ition (COGCON) level cha11ges, FNARS may be 

activated. Refer to the COGCON Matrix in AppeudixE for activation timelines. Figures 1 and 2 

show the NRN and Regional Radio Networks (RRNs) respectively by t'egion. F igure 3 shows the 

fi'NARS activation workflow tor both NRN Hnd the RRNs. Details set forth in Section 3 pmvide 

addilional infonnatiou concerning roles and responsibilities of the groups and facilities involved in 

the activation/use ofFNARS. 
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2.6 Activation/Deactivation Procedures 

2.6.1 Activation 

. FEMA 

Wlwn a real-world event or exerdse simuJation occurs that requires senior leadership to reach 

officials on the national and state or regional Jevels: 

1. The activation authority requests activation of FNA RS by contacting the NWC, the FOC, the 

Denver MOC, or any other authorized entity (OAE) he/she deems appropriate. 

2. The request is processed through commercial or out-of-band (OOB) methods. Capabilities l isted 

(as applicable by location): 

IfTesponding to an event that is pending (e.g., adverse weather event such as a hmricane): 

• FEMA Enterprise Network via email 

• FEMA Emergency Notification System (ENS) 

• Commercial lines (e.g., cell phones, land line telephone) 

If responding to an event that has occurred without warning (e.g., terrorist attack): 

• National Response Network UHF Line-Of-Sight (LOS) communications (NRN-U) 

• Strategic Network (STRATNET) Ultra High Frequency (UHF) Land Mobile Radio 

(LMR) 

• Broadband Global Area Network/Satell ite Communications (BGAN/SATCOM) 

• NRN HF conununications 

a. If notified via senior leadership, the NWC, or OAE, the FOC will contact the Denver 

MOC with instructions to activate FNARS and assume temporary C3 until 

NCP/CCD/CMB has beenrecalled. 

b. Once activated, the MOC will transmit the message traffic or send notification ofthe 

activation to affected FNARS stations and other relevant parties. The activation IUessage 

will include the Activation Authority and the Date-Time group. 

c. The FOC will recall NCP/CCD/CMB via the ENS, CMB Conftll'ence Bridge, satellite 

phone, or land mobile radio/paging solution (future) to return to duty to assume C3 of 

FNARS. 
d. Denver MOC will assume temporary C3 and Net Control, activate FNARS, and contact 

apptopriate regional assets. 

3. If Denver MOC is notified to activate directly by senior leadership, it will: 

a. Assume temporary C3 and Net Control, activate FNARS, and contact appropriate 

regional assets. 

b. Notify the FOC to recall NCP/CCD/CMB via commercialllnes, NRN-U/Public Switched 

Telephone Network (PSTN), or NRN-HF. 

4. Once NCP/CCD/CMB has been recalled, it will assume C3, notifY Denver MOC (via commercial 

li11.es, NRN-U/PSTN, or NRN-HF) it has activated National Net Control at MWEOC, and resume 

contact with appropriate regional assets. 

5. If senior leadership contacts an OAE, it will contact the FOC or the MOC to initiate the 

procedmes outl ined. 
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6. Finally, the FNARS authentication tables may be tttilized as appropriate to validate station 

identity for FNARS messages. 

2.6.2 Deactivation 

The deactivation process begins when the activation authority determines FNARS capabilities are no 

longet teguired to maintain effective C3 ofFEMA's responsibilities in an emergency situation. 

To deactivate FNARS, the Network Control Station (NCS) Operator will: 

1. Utilize FNARS to contact stations via voice or chat to deliver the deactivation message. 
2. Confirm all stations received the Network Deactivation Message. 
3. Return radios to Automatic Link Establishment (ALE) Scan and initiate Radio Room shutdown 

procedures. 
4. Compile ali traffic logs and submit them to the FNARS Program Manager. 

NCP/CCD/Gf\103 will provide a standardized template for reporting results ofFNARS 

communications. 
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2.7 Protective Measures 
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Many natmal and manmade occunences can disrupt HF communications. such as lightning sh·ikes, 
solar flares, and power outages. FNARS uses various tools to mitigate the potential damaging effects 

on the system caused by these events. Antenna systems can feature lightning protection devices that 
diffuse the electrical charge of the strike, maintaining the integrity of the antenna system, as well as 
preventing power surges to the equipment. Solar activity can dismpt the earth's atmosphere, 

potentiaUy resulting in degradedHF abilities. FNARS uses propagation methods to mitigate any 
effects caused by so lar events. Each radio is installed with an uninterrupted power source (UPS) 
should a power outage occur in the building housing the radio. The UPS will automatically activate, 

allowing continued communications until emergency power generators are activated and commercial 
power is restored. The UPS also provides an added measure of protection against power surges and 
spikes on the commercial gt·id. 

In addition to using its own set of tools to maintain operations during an event, FNARS also uti lizes 

the services ofthe National Oceanic and Atmospheric Admin istration (NOAA)/National Weather 
Service (NWS) Space Weather Prediction Center, which provides aletts and warnings for future 
disturbances that could affect system operations. Once an a1e1tlwaming is received, FNARS Program 

Management Office (PMO) conducts an analysis to deterrrtine the impact on current and futme 
system operations. See Appendix F for the NOAA Space Weather Scale. For up-to-date space 
weather information, go to the NOAA Space Wealhet· Prediction Center website. 

2.8 Outage Repol'ting 

The PMO repotts major system outages to the FEMA NOC at f EMA-NOC((v,fcma.dhs.gov or 
(540) 542-4001. 

3.0 Roles and Responsibilities 

In order to ensure the successfu l operation ofFNARS, coordination and oversight must occur among 
several stakeholder groups as well as geographically dispersed faci lities. The following sections briefly 
describe each group or facility and the ir role(s) in supporting FNA RS. 

3.0.1 FEMA High Fl'equency Continuity System (FHFCS) PMO (System Owner) 

FEMA NCP CCD is lhe high-level system owner of the FNARS program. Ultimately, the FIWCS 
PMO, a group within CCD, is directly responsible for FNARS program operation, providing 

overs ight, management, and appropriate resources. The PMO assig11s a Net Control (NC) contact 
who assumes responsibi lity for operationaJ coordination, and directing and controlling aU traffic 

on FNARS's nets. The PMO carries out t he FNARS program managemenl funclions and is 
responsible for providing programmatic oversight, htcluding policy-making decisions ranging 
fi·om pmject engineering to property management functions for all national security and 
emergency preparedness (NS/EP)-related HF programs. The FHFCS PMO provides the following 

functions for FNARS: 

1. Program Administration: Responsibilities include providing program management and 
oversight for the FNARS program; conducting risk management assessments; ensming 
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adherence to program performance measures; performing regular status assessments of al l 
FNARS HF assets deployed or in storage at the national, regional, and state/territory levels; 
and coordinating the logistics of installation or decommissioning activities for FNARS 
equipment with on-site faci lity managers and FEMA contacts at the national, re!,rionaJ, and 
state/territmy levels. 

2. Teclmical Engineering: Responsibilities include providing engineering support for all 
antennas, radios, and software for the FN.ARS program, including but not limited to 
pToviding technical expertise and coordinating configuration change management across all 
aspects of the system. 

3. Operations: Responsibilities include ensuring the operational capability of the system at all 
times, as well as provid ing guidance on how the system functions and user training to all 
participants. As directed, the Operations team physically operates the system during hazard 
events and disasters, tests and exercises, and NSSE activities, 

4. Maintenance: Responsibilities include providing maintenance suppott on all antennas, 
radios, and software for the FNARS program as weJl as ancillary devices. 

5. Security: Responsibilities include providing policy guidance for FNARS, conducting system 
certification and accreditation (C&A), and in consultation with the FNARS Infonnation 
Systems Security Otlicer (ISSO) ensuring all FNARS logical, physical, and communications 
security (COMSEC) equipment adheTes to DHS and FEMA standatds. In cooperation with 
the System Owner, the ISSO prepares and submits the system security package for approval 
to operate. The ISSO also advises the System Owner through aU phases of the system 
engineering life cycle (SELC) regarding security. 

3.0.2 National Watch Center 

The National Watch Center (NWC) maintains 24/7 national situational awareness of potential, 
developing, or ongoing situations that may require a coordinated federal response. At the 

direction of any oftbe activation autl1orities listed previously, the NWC will notify the FOC of 
the activation ofFNARS. The NWC also relays any message traffic related to the activation. 

3.0.3 FEMA Operations Center 

FEMA Operations Center (FOC) functions include maintaining 24/7 situational awareness, 
issuing 11.otifications and warnings, and coordinating operational support. At the direction of any 
of the activation authorities listed prev iously, the FOC may initiate activation ofFNARS by 
receipt of such notification and the communication of the intent to activate to the Denver MOC 
(24/7 operation). 
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3.0.4 MERS Operations Centers 
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FEMA maintains six MERS detachments, operating five MERS Operations Centers (MOCs) that 
provide mobile communications support duri ng hazard events or disasters. The MOCs provide 
24/7 FNARS monitoring. MERS Denver is the primary MOC location for FNARS (i.e., first 
communication t•equested by an activation authority will be di1·ected to the Denver MOC), with 
two secondary MOCs located in Maynard, Massachusetts, and Bothell, Washington and two 
additional MOCs slated for future operational capability located in Thomasville, Georgia, and 
Denton, Texas. At the direction of any of the activation authorities listed previously, directly Ot' 

via the FOC, the MOC may initiate activation of FNARS by receipt of such notification. 

3.1 Operational Capabilities 

3.1.1 Mount Weather Emergency Operations Center· 

FEMA's Mount Weather Emergency Operations Center (M WEOC) serves as the FNARS 
National NC station and is responsible for directi11g and coniTolling all communications on the 
FNARS NRN. As the National NC, MWEOC is responsible tor the control and coordination of 
the NRN's telecommun ications functions. 

3.1.2 Federal Regional Centers 

The Federal Regional Centers (FRCs) serve as the Regional NC station(s) for the RRNs and ai'e 
therefore responsible for the coordi nation, execution. and providing documentation of weekly 
RRN tests to the PMO. Additionally, FRCs assist the PMO with coordination of teclwical supp01t 
for FNARS assets within their designated J'egions and participate in weekly FNARS NRN tests. 
Within the RRN, the five FRCs are responsib le for the state/territory EOCs within their respective 
nets. FRCs cont rol message traffic within the nets and grant pe11nission for their respective 
stations to contact one another. 

FRCs relay all communications for their respective regions to National NC when operated within 
the NRN. FRCs may be tasked to serve as Alternate National NC centers in the event the Primary 
National NC is inoperable or unavailable. Due to this requirement, FRCs are equipped with 
robust and interoperable equipment to support a variety of scenarios, enabling them to seamlessly 
substitute for MWEOC shmud circumstances wan·ant. The PRCs offer the fo liowing capabil ities 
in suppolt ofFNARS, above and beyond what can be provided by a regional office: 

Reliability: Equipped with robust HF radio equipment comparable to the National NC to allow 
for opti111.aJ operational capabilities. 

Availability: Integrated system redundanci.es ensuring continuous avai labil ity of the system; 
dispersed placement of facil ities to susta in NC functions in the event of a significant 
geographical impact. 

Maintainability: Sufficient and trained personnel to ensure any necessary operations and 
maintenance can be conducted onsite in an efficient manner. 
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Susta ina bility : Geographically dispersed locations with redundant capabilities means the loss 

of one or more location's capability does not impact the entire system's operation. 

The National NC ensures the FNARS network operates efficiently. When an Altemate National 

NC assumes control, the Altemate becomes responsible for accomplishing all functions normally 

performed by the Primary National NC. 

FRCs receive designation as Alternate NCs in the following sequence, as available: 

l . FRC Denver 

2. FRC Denton 

3. FRC Maynard 

4. FRC Thomasville 

5. FRC Bothell 

3.1.3 FEMA Regional Oftices 

The 10 FEMA Regional Offices (ROs) are located across the countty, with tluee co-located at 

FRCs. FEMA ROs assist NCP with administering FNARS programmatic policies at the state and 

territory levels. ROs also participate in weekly FNARS tests for the national radio nets. The 

locations ofFEMA's ROs are as follows, as shown in T a ble 3. 

- - -------------- -

l{e ional Office Locations 
Region I - Boston, MA Region V l - Dent011, TX 
Region II- New York, NY Region VII- Kansas Clly, MO 
Region III -Philadelphia, P A Region VID -Denver, CO 
Region IV- Atlanta, GA Region LV - Oakland, CA 
Region V- Chicago, lL R~gjon X- Bothell, W A 

Table 3 - FEMA Regional Oftices 

3.1 .4 M obile Emergency Response Support Detachments 

The prima1y function of Mobile Emergency Response Suppott' (MERS') in disaster response 

operations involves communications supp01t. MERS can deliver voice, data, and video services 

in suppo.It of response officials. MERS detachments participate in the weekly FNARS tests for 

the NRN and relay any technical issues directly to the FNARS PMO. The locations of the six 

MERS detachments nationwide are as foUows, as shown in T able 4. 

Each MERS detaclunent (*except the Frederick, Ma1yland, MERS) has a MOC that is available 

24/7 to activate FNARS in emergency and test and exercise events. 
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3.1.5 State and Territory Emergency Operations Centers 

State and territoty Emergency Operations Centers (EOCs) participate in weekly tests and relay 

any technical issues to their designated FRC. Station status and point-of-contact information is 

regularly updated and l'elayed to the FHFCS PMO. 

4.0 FNARS Test and Exercise Program 

The FNARS Test and Exercise Progran1 exists to suppo1t the following continuity objectives: (a) to 

maintain the highest level of network operator proficiency for the FNARS system, demonstrated through 

a regimen of periodic exercises; and (b) to ensure the continuity of FNARS operations in the event of 

primary NC failure thmugh regular tests involving the transfer ofNC responsibi lities. The FNARS Test 

and Exercise Program encompasses both the NRN and RRNs. 

4.1 Scope 

The FNARS Test and Exercise Program discussed herein represent the minimum requirements to 

ensure a high level of operator proficiency given the strategic impo1tance of FNARS as an essential 

backup communications method. 

4.2 Test Procedures 

The NRN and RRNs each have tl1eir own regularly scheduled tests and respective testing pi'Ocedures. 

The NRN Test takes place weekly and is conducted by National Net Control or the Altemate Net 

Control. The NRN Test consists of an Automatic Link Establishment (ALE) connection fo llowed by a 

second test exercising a specific FNARS capability, to include voice, message data, telephone 

interconnect, rotating weekly in accordance with the published test schedule. FNARS testing involves 

the following pruticipants, as shown in Table 5. 

FNARS Participation Entities 

MWEOC FRCs ROs MERS State Terr itory 
Dets. EOCs EOCs 

Scope of Engagement, 

Incidents where communications are 

required across several regions and 

normal methods of are no longer 

available. 

Local incidents that require 

communications within a relatively 
centralized location and normal methods 

of communication are no longer available. 

Table 5 - FNARS Participation Entities 

The RRN Test is an additional weekly test couducted by the FRC with the state/territory EOCs. The 

FRC acts as the Primary NC ru1d is responsible for activating and conducting the test for tbe RRN. 
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The test consists of an ALE connection attempt followed by a voice test. Then a test is conducted for 

message data or telephone interconnect; these capability tests rotate weekly. 

4.3 Preparation for and Conduct of the Tests 

Advance notification of an FNARS test will be dissem inated to pruticipants. The notification will 

include scope of the test, pruticipant responsibilities, Net Control authority, test participant windows, 

and point-of-contact information. Detailed test plans may be developed for specific activities as 

required. Patticipants ru·e required to notify the FNARS PMO prior to the test ifthey are unable to 

participate or reqltire modifications to the proposed timeframe (test participant window). 

Unannounced testing may a lso be performed at the discretion of an activation authority to detennine 

operational posture or verify functi011al ity. Table 6 shows the test schedule for NRN and RRN 
locations. 

I NC I Day* I Zulu Time * 

I Thursday 1300- 1500 

JV Thw·sday 1400-1600 

VI Wednesday 1400- 1600 

VIII Wednesday 1400-1600 

X Tuesday 1630-1900 

MW Tuesday 1400-1730 
Table 6- NRN a nd RRN Weekly Test Sch edule 

4.4 Test Reporting 

The Continuity Communications Division produces monthly and annual FNARS reports detaiUng 

results obtained in the testing program(s). Test results are reported as fo llows, as shown in Table 7. 

Test [ _ Recipient 
Monthly Operators, Regional Continuity MaMgers/Ji'ederal Preparedness Coordinators, Regional 

Administrators 
Annually FEMA Administrator 

Table 7- Test R eport Recipients 

5.0 Conclusion 

FNARS provides an essential emergency communications capability to federal, state, and terl'itorial 

governments in times of national or regional emergency. The system's primary role is to provide 

communications capabilities to senior federal leadership enabling them to maintain C3 under all 

circumstances to ensme continual perfonnance of the National Essential Functions (NEFs), PJimary 

Mission Essential Functions (PMEFs), and Mission Essential Functions (MEFs). 
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6.0 Approval 

Antwane Johnson 

Director, Continuity Communications Division 

National Continuity Programs 

202-646-4 3 83 
antwanc. johnson@fema.dhs.gov 

Roger L. Stone 

Designated Authorizing Official 

Assistant Administrator (A) 

National Continuity Programs 

202-646-4145 

Roger.L.StQn~fema.dhs.gov 
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Appendix A- FHFCS Signed 

FEMA 

u.s. n •. ,,.rlmNII or llnn~rl:mcl Sc·ruritl 
~\Ill(' Sir eel SW 

,JAN 3 2011 

MEMORANDUM FOR: W. C'ruig Fugate 
Administrator 

FROM: Damon C. Penn 
Assistant Administrator 
National Continuity Pro~:,rrams 

W;J>Icin~lon, 0.('. ~I)~ 72 

SUB.JECT: FEM/\ High Frequency Continuity System (FHFC'S) 

In ::;upport of FEMA 's National Continuity Programs (NCP) mh;sion to serve as the lend federal 
agent for continuity programs within the Federal Executive Branch, NCP requests f01mnl 
executive level rc-cntlorsemcnt of NCP as Lhe FF.MA High Frequency Continuity Systems 
(FHFCS) Program Management Office (PMO). This PMO encompasses multiple High 
Frequency (I-IF) programs and systems that include the FEMA National Radio System (PNARS), 
the Department untl Agency Continuity Network (DACN) and other continuity HF programs. 

Backed by National Security Presidential Directive-51/Homeland Security Presidential 
Din:ctivc-20 (NSPD-51/HSPD-20), and NCS Directive 3-10, PEMA NCP assumed operational 
and programmatic oversight of nil FEMA HF programs in a policy memorandum dated Janwu·y 
31, 2005, from then PEMA Chief lnfom1nlion Officer, Barry C. West, and entitled "FNARS 
Statement for the Record" (attached). Additionally, on February 22, 2008, then NCP Assistant 
Administrator Major General Martha T. Rainville issued a memorandum to FEM/\ HQ Senior 
Management and Regional Administrators outlining PEMA NCP efforts to modomizc FNARS 
equipment and provide training to its stakeholders (also attached). 

Your endorsement ofNCP's PMO role will resolve confusion surrounding FEM/\'s HF 
prugrmns, facilitate collaborative resolution of legacy f-'H FCS issues, and ensure the successfi.JI 
completion of cuJTentmodemizution efforts already in progress. 

With the opprovol of this memorandum, NCP will publish guidance and dm:umentation required 
to fi1rther solidifY a survival communications capability ns well as n robust operations and 
mnintcnuncc program. Should you have additional questions rcgmding this pr(Jgram. pi casu 
contact me (Ill (202) 646-4145. 

/\ltadunents us slated 

Approve/date 

Modify/date ____ ·, ___ _ Needs discussion/date_ 

Figure A-1 - Sig·ned FIIFCS Letter 
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. FEM A 

Appendix B - FNARS Supporting Documentation 

FNARS maintains the fo llowing suite of documentation articulating the program's business, security, and 

program management requirements, as shown in Ta blcB-1. 

-

Documenta tion Oate of Description 
Approval 

Capital Plan/Abbreviated 10/14/05 Justification for a proposed project or undertaking on tbe basis of its 

Business Case expected benefit 

Configura tion Management 06/30/ 16 A systems engineering process for establishing and maintaining 

Plan consistency of a product's performance, and functional and physical 
attributes with its requirements, design, and operational infotmation 

throughout its life. 

Computer System Life Cycle 02/16/15 Upgrade existing FNARS terminals to Windows 7 platform as part of 

Upgrade Fielding Plan lifecycle replacement and configuration management. 

Contingency Plan 06/30/ 16 A process that prepares an organization to respond coherently to an 

unplanned event. 

FNARS FRC Operator Guide 05/28/14 Technical communications documents providing assistance to 

(v3.0) FNARS operators and users. 

PNARS Regional Office 06/28/14 Technical communications documents providing assistance to 

Operator Guide (v3.1) FNARS operators and users, 

FNARS Standard Opcra tiug 09/07/16 Established o1· presc1·ibed methods to be fo llowed routinely for 

Procedures perfonnance of designated operations or in designated situations. 

Mitigation Plan 03/01/15 Provides an overview of the requirements for FNARS and describes 
the actions that are needed or planned for implementation to provide 

for the secure migration of the system to a policy-compliant state. 

Operator Quiclt Guide (v2.0) 06/30/12 Technical communications documents providing assistance to 

FNARS operators and users. 

Privacy Threshold Annlysis 06/30/16 The Privacy Threshold Analysis (PTA) is a f01m used to determine 

whether a Privacy Impact Assessment is required. 

Securi ty Assessment Plan 06/30/16 A plan comprising various test and exercises to assess the security 
features and procedures of the FNARS system against all applicable 

security requirements ofDepatiment of Homeland Security (DHS) 

Management Directive (MD)-3008, National Security Systems 

Handbook and DHS National Security Systems Policy Directive. 

Security Plan 06/30/t6 A fonnal p lan of action to secure a system, providing a systematic 

approach and techniques for protecting a system from unauthorized 
users, guarding against malware as well as any other incident, event, 

or process that can jeopardize the underlying system's secruity. 
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------ - - - - -- --- - - ~ - - - -

Documentalion Date of Description 
,Approval 

. FEMA 

Contingency Test P lan 06/30/16 A documented process describing how an organization tests its ability 
to respond coherently to an unplanned event. 

A1·chitecture Diagrams 06/30/ 16 A technical drawing representing the FNARS system, including 
equipment and connections. 

Table B-1 - FNARS Documentation 
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Appendix C- Authorities and References 

~-FEMA 

The FNARS CONOPS was developed based on the following Executive Orders~ pllblic Jaws, and national 
policy. 

• Executive Order 12656, Assignment of Emergency Preparedness Responsibilities, dated 

November 18, 1988, as amended. 

• Executive Order l 3231, Criticallnjrastrucfu1·e Protection in the hiformation Age, dated October 

J 6, 2001. 

• Exectttive Order 13618, Assignment of Nat;onal Security and Emergency Preparedness 
Communications Functions, dated July 6, 2012. 

• Presidential Policy Directive 8, Nat;onal P1·eparedness, dated March 30, 2011. 

• Presidentia[ Policy Directive 21, Critical Infrastructure Security and Resilience, dated February 

12, 2013. 

• Presidential Policy D irective 40, National Continuity Policy, dated July 15, 2016. 

• Federal Continuity Directive l , Fedeml Executive Branch National Contimdly Prog~·mn and 
Requirements, dated January 17, 2017. 

• Federal Continuity Directive 2, Federal Executive Branch Mission Essential Function and 

PrimCily Mission Essenaal Function Identification cmd Submission Process, dated July 2013. 

• Continu ity Guidance Circular 1, Continuity Guidance for Non-Federal Entities (States, 

Territories, Tribal, and Local Government Jwisdictions Cl17d Private Sector Organizations), dated 
July 2013 . 

• Continuity Guidance Circulat· 2, Continuity Guidancefot Non-Federal Entities: Mission 
Essential Functions Identificalion Process (States, Territories, Tribes, and Local Govemment 
Jurisdictions), dated October 2013. 

• Department of Homeland Security National Security Systems Policy Directive 43008.100, dated 

May2016. 

• Department of Homeland Security 43008, National Secw·ity Systems Handbook, dated May 9, 
2016. 
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Appendix D- COGCON Matrix 

FEMA 

FigureD-1 shows the designated Continuity of Government Readiness Conditions (COGCON) levels. 

Conllnue to perform NOC 
runcllons at normal 

location(s) 

Maintain alternate operating 
facilily(ies) to ensure readiness for 
acUvation at aP limes 

Conduct training and exercise 
activities to ensure personnel 
readiness 

Continue to perform 
business functions at normal 
location(s) 

Maintain alternate operating 
facility(ies) to ensure readiness for 
activation at all Urnes 

Continue to perform NOC 
business [unctions at normal 
location(s) 

Monitor/ track majorNOC 
activities 

Main tain alternate operating 
facitity(ies) to ensure readiness for 
activation at all times 

Take appropriate steps to ensure 
alternate operating raci!ltyOes)can be 
activated with 4 hours' notice 

Monilor/ track major NOC 

Normal staffing 

Maintain normal 
delegations and devolution 
au thority to ensure 
performance or essential 
func tions to respond to a no­
notice event 

Sufficient staffing 
requ ired to meet 8-hour 
operational requlremen t 

Continuity plan is 
fully operational within 12 
hours 

Conllnuity plan Is 
fully operational within 8 
hours 

Deploy suflicient staff to • Continuity plan Is 
NOC to allow activation with 4 fully operational within 4 
hours' notice hours 

Agency 

Test all internal agency 
commun ications capabilities between 
normal operating locations{HQ and other) 
and alternate operating taclllly(les) no tess 
than weekly 

Conduct at least one additional 
agencycommunlcationstest between 
nomlalopemtlnglocations(HQ and o thers) 
and altemate operating facillty(ies) within 24 
hours 

Conduc t internal agency 
communications test between normal 
operating locations (HQ and others) and 
alternate operating facillty~es)within 24 
hours 

acllvl\les Deploy sufllclent headquarters continuity • Test in ternal agency communications 
staffing to NOC to perfonn 

Take appropriate steps to ensure ~~~~~~~~~~~nctions with a two 

alternate operating facirity(ies)can be 
activated with a two hournotice 

plan activated between normal operating localions(HQ and 
immediately and reporl other) and alternate operating racility{les) 
operational status within dally 
two hours 

Figut·e D-1 - COGCON Matrix 
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Appendix E - NOAA Space Weather Scales 

. .,. NOAAS pace w ea th er s ca I es 
C';~ltoguty t:m .. • Ph)>lnol 

hlta,urt ...... flln•lh'lf,lu"'l•D hl.ltott:ton......,lf .... 
Geomagnetic Storms 

t;p,·.Ju.~· 

d.Jmn-
n-av:tw,"" 

~ W~t.W\-.... !Ct'l"II'IW{f"''t*JIU-.Iff\.~Qf\l.,W.~JCUIOI.."'CW,-""»tJid 
~)-.&mJ...,.t.'q"mmc"tcoCipkWtt!ILpw:abi:Kb:us TtaNf!RI(f'l•J)'c~•d--cc 
bnaftm"'D• • ..,.c'l"f~c.."\kMC\·c...u.c.,~~··~....-tom&A~"""""~lllink 

l:p"9 

GS E-
MdaratLJfW-.rMik't 
~ f'll"lowNtmts<Wlr<O<ht...lrols.C.,.po.llf("""f"'''"'''f)ra.L>p_..,...,.b< 
~•lnfiUII'I\ •C'- b'-"'M tot ... o4.}·.t...l01111ttt rm ~ ma, t"f~ k<t \b}-.. s-..r.C11umtT ,..._ 
""'Piim c::a N N r"'~ Md •wm~ lw bc'<!'ftSC\""naln·at fi«Mh-..1 IOU!htm T~(l)]'ia11y ~ 

! • ...; ........ ~}·· 
~ f""6 ... bkwiJcoSf"C*oo~al&~~(\_"fftm1 ~·-.J••"r"'*"""')'\.lt•uv.dlmo11lC'nty&npl l:p. 
C!UII b)' "'-W\1 '"*'the pid 
Sct«tgD motam., mi)'C'~"tltno:t tl.rl.ttcctw-;:.,.wn.."-'artoNrnt~ ~'lfr«t•m,m•yN ntakdfa. 

G.t S<\'tlt «~<Alai~ pobltlftl 
~ !nduc-nJpt('C'IIMrurrrnltafft«prt\n'llf\ttnt'.Jjot~,IIFtio«JIV~,,lplk'ftlrot~Jx!.tctdiM 

~~~1)f~~~~~~~~~U:n~"[::;;:~~~l~td.an.l•uror•~ l-<<ns«ncu ~u 
~ ,·ol~f~tt\-.i~mll,)·t\!rtq,uU"«l,ftb,(aJ.vnuufRtmiM~<rrott.."(lion~k-lts l(p•7 
Sc»«mD ranthywNi'~f d nl)i.i"' •'J)'~ur \WI s.;1'1clh1.1: ~r""VI(nlJ. q ma)' inntJLW '"' low·F..A111'."'"'' 

G3 Strm, llltfiJitd,ll'lil tM«<KWIItY~Mtdtd forMhfthon~ltmJ 
~ lnk""htrol.litttlhk 1'0\lljatit...'ft W lu•,;.(r~m:r ruJ-.. ~,~,.liM ,.roblms mll)' «<w,llf 

1 

;::r.:'~'"' '""''""'""-.,......,...,.~>t<n ............. lulll04unHlt.,..., <~>l'l .. llr51•' t<-"• 

~ ...,_.btflu.l¢ (lvtfct •l-"""''mar C.'f'C'rtomOt .-~cafanaJ. L-...wr.-•cn.stal)~o:a&~:~e l:p-6 
....,, .... , ot_. 

G2 MNm!u :rcwxma m••tan (Ml"ntftet ..... it.t«itf'OIIIM rur N ·~ t)-1/N'tol~l"*'"blt ~ bt 
drlf•ilcd..t.lrrNid""'-
~ llfra.llo~tioncmfaJc.allichtrlahl~anJu.-.. ah•~twnwmaaWn~ \'od. 
..sl.w.."]i},.,.ai•W --~ b1 1•• 
~ .-tAl.f~iJN;npl!lfluo;;:tUDboftinnGrM~r KiF$ 

G t M.., Snaam0 (Uit!j:m' NWX'f •JU" M Altllllt. cpmlKW ~bat: 
~"'IJiilkW) ULIIIIabaril'ltO"«tfid•l \hulhlhchtt k\•tU..N\'ftllh.....W) \ tablt-at h4b 
bhlud.:-f; flfib'mMtt~nuJMauw\-

U6oi"'o6if..uouc.NC'Cb4f ~~·C'tl llt\Mn a:'l llit~~ 

Solar Radiation Storms 

~~ 
·~· ~ 
.. # f)~ 

f • •• ' 

A\tMIIJ ~· I'n·qurnry 

_U t\tlr • l1 \t1t,..) _ 

~~::f .. ~n~-n:~~= 
ft~tlfthtr~ .. ,...tin'tl 
.aptrc)·de 
( .. tb)'Jf'(fq--.:lt) 

ltllrttt)'k 
((.tl4b)'J r"(fC)'Ck) 

:~JOr«<r<~• 
( l .lll.l.!'l'f' <!<L!) 

fror«<)'<l< 
(.IW.!.)>I"f<)Yk) 

11\Ylrtr<)-.lr 
rA•Jcbt•rtrq«l 

10 J!"U)Cl< 

s -4 s..-... 

s 3 s.mv 

S 2 

St M•-
tl:alndiWl)as»:en..-..,.,.t "'* '" 1fn u.'lh~<flNur:-n.uc.ltot..,_crl ~~d--..uwul••~fll 

.. Throtn-.t•r•h• lllu h.-w,J.y 
Hlc!!lie~Cft)f'll'blkl''i»).l•\'twcJNurw.ata~ .... ._pe-t.fftti'!GUcraJo-"t rnuua.-- , 

Radio Blaclwnts 
ut:Jl.1iiii.C..,rld<llf(lwdlfk .... "')'0 ')...,i>N.d-...mllot<'*,. .... olsi.l<~dwlloo1hlasli·""• 
J~U~~:.htt cl hJun. Thd rtdu., ttj) IIF DJ.ocoratt wM 1NMtB MJ tn f'C"\\f t.-UU"s tn d'M stcmr 

RS E:dJtMt ~ Lw·-litlp~X)•ro,~won wpuls~M\Jby ......_, ....tttnmla"'l.lb.Jn•)"\\dllts uptric:rlcc~ 
m tJic MI'LW tldrt o/cht £wlh n m.M)' ~ catmlC bs in f'ldtontrtt ln.rc.W NikiiJk U\'tP'tm cmn 1n 

"""'""''"" 1 .. ''"'"' h<urs.., V.. wrmt •itlc of £oM •bor~ ,...,. Jm~ ""'"he nl<)ll s>k 
~ Iff ndl.a coaur.~.r~tnOon bbtt:o.Aon mo.h'1 W iUnln •lk ~;.( hlrth f01 me lo 1~--o hQtn Jlf l'ltdto 

R.t StH~ ~1trtacllo.a"'•""'ll"'"'"''" 
~t)w~ofiO\\•ftt\&U(n:yn:.ni£;1h£1nujNJl~ll'lt..""ftoU4'\Itlh'f"'~fi.H.'flUl&(t.Vmtl\\l•-o 
ho<n MoW th••,.-• ol &llclloc n•w••n ~-;;,., • tho ....,hi" • olll.tnh 
~ \\'t'-'t 11~..1 bJa..:l~ ol JU' hlo.llowmmunitiiUM. ~,,frtJ,~,, M\LI\"1 (~~bout 1111 how on S\11'1111 "Jt 

R3 Slt~ off~ilh 

• ttiJ!" ..,,. '""'""'"'"'"""''d<>:r>J...S(or.t...,...,h<Mtr ~lt~;~J-Ii l 
~ Lwlk.l l'lbd,Ot.ll orHt: ,.,,o (\)I'DNI.Irunl.K.tf'lmst.nltlaidt \l(tht .. .onh, 1-c. orrao.tio ~""l.td (\Y l<m 

R2 MN..'f:ll~ arm~r~utts 
N • ~.-.dAklftrl~·.(rt\,f\knq' m.\'l~ .. nwn•r;JUJ,fiYk'11,,lfmltllil.-.: 
~\\'fat. Clf ..... dq!radatir>n o( l lfna.:bo«tUmiJM:;11 .. ..,M ,unl1l •Ide li(IJw l!A!Jth. «CUioo.llf.ouof 

Rl M10..V ~~=ta>,,fu~.uft!.'.~-"iitUU·~tl!-Jr, .. tnor.nwn•l• 
fln..•nurol•lktl .. t•""'"· •W••.nM4,.1W\.nuc.I\JCI6oiJAI)--."liMrP•n~tt•N~N 

.... t•lk~tc:~~~~ .. toc.,.~~n,•.-"f~·· 
UIU.· ••..,.s-p..· . .......,...p· XO.tftNI~• 

Wt.'SS-IJ)' 
r-:*ld,_~\ 

1~"',., 

X :II 
r-<111") 

XIO 
(l!r') 

XI 
(IU') 

M~ 
(~•Ill'') 

w 
(111') 

F igua·e E-1 - NOAA Space Weather Scales 

Concept of Operations 27 
FEMA National Radio System (FNARS) 

FOR OFFICIAL USE ONLY 

l.S rttC)'t1c 

~t('ttC)Ct., 

~-ikrC'fn¢1lb•ln 
lak\d•o-. ... 
...... ('.{,..,.4.)--s) 

r"'"""" 1 rtr•rri< 

I("C'''C)tk 
(ld."')., rttC)tlt) 

llSP<r<)<l< 
(HOwJ' I"'' C)cltl 

J,...l"fCC)d( 
(IN.S.)•pcrc)<l<) 

Z. ;')tprrc,-ck 
(950.A.)•I'<f<l·"l 

. FEMA 

March 2017 



FBMA National Continuity Programs Continuity Communications Division 
Communications At·chitecture and Integration 

Appendix F- Acronyms 

2417- 24 Hours a Day, 7 Days a Week 

ALE- Automatic Link Establishment 

BGAN- Broadband Global Area Network 

C3-Command, Conh·ol and Communications 

C&A- Ccrtillcation & Accreditation , 

CAI- Cou:u:nunications Architecture and Integration 

CCB- Conference Call Bridge 

CeO-Continuity Communications Division 

CDNARS- Civil Defense National Radio System 

CMB- Communications Management Branch 

COGCON-Continuity of Government Readiness Conditions 

COMSEC-Communications Secm·ity 

CONOPS-Concept of Operations 

COOP- Continuity of Operations 

COTS-Conunercial-off-the-SheJf 

0/A-Department and Agency 

DCPA- Defense Civil Preparedness Agency 

DHS- U .S. Depattment of Homeland Security 

ENS-Emergency Notification System 

EOC- Emergency Operations Center 

foEMA-Federal Emergency Management Agency 

FT:-IFCS-PEMA I Iigh Frequency Continuity System 

FNARS- FEMA National Radio System 

FOC- FEMA Operations Center 

FRC-Federa l Regional Center 
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HF- High Frequency 

HQ-Headquatters 

ISSO-Inforrnation System Security OfficeJ· 

JROCC- Joint Rendezvous Operations Control Center 

LMR-Land Mobile Radio 

LOS-Line-of-Sight 

M EF-Mission Essential Function 

MERS-Mobile Emergency Response Suppmt 

MOC-MERS Operations Center 

MWEOC-Mow1t Weather Emergency Operations Center 

NACOM2-National Communications 

NC-Net Control 

NCP-National Continuity Programs 

NCS-Network Control Station 

NOAA- National Oceanic and Atmosphetic Administration 

NOC- Nelwork Operations Center 

NRN- National Radio Network-High Frequency (FNARS) 

NRN-U- National Response Network-Ultra High Frequency 

NS!EP- National Secwity/Emergency Preparedness 

NSSE-National Special Secmity Event 

NWC- National Watch Center 

NWS-National Weather Service 

OAE-Other Authorized Entity 

OCD-Office of Civ-il Defense 

OOB-Out-of-Band 

PMO-Program Management Office 
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PSTN-Public Switched Telephone Network 

RO- FEMA Regional Office 

RRN-Regional Radio Network 

SATCOM- Satellite Communications 

STRA TN ET- Strategic Network 

UHF-Ul t.·a High Frequency 

UPS- Uninterrupted Power Somce 
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Appendix G- Point of Contact 

. FEMA 

For questions regarding the FNARS system and its associated documentation, contact the FEMA National 
Continuity Programs' Continuity Communications Division at 202-212-2142 OJ FEMA-NCP-
CO MM S(a),fema.dhs. gov. 
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CONOPS changes from 2015 version 

Primarily, changes to the FNARS CONOPs consisted of updates to reflect more current operational 

procedures, reorganizing information within the document for better flow, updating policy/document 

references and graphics, editorial improvements, adding the security accreditation package, and adding 

details to existing sections. 

Changes included the following: 

• Reconfiguration of information to be better organized 

• Properly labeling and marking tables and figures 

• Updates to security accreditation package information 

• Adding details of the system to the System Overview section, including a list and description of 

FNARS capabilities 

• Adding to the list of events/hazards against which FNARS can mitigate 

• Adding details of ancillary devices to standard FNARS equipment list 

• Detail description of the NRN and RRNs, with tables showing what type of office is in each 

region, and which states are part of each Region and which FRC is responsible for which state 

testing 

• Adjustment to list of Activation Authorities for FNARS 

• Additional detail added to Activation Roles and Responsibilities 

• Reorganization and updates to Activation/Deactivation Procedures 

• RRN map updated to show change in FRC responsibilities for states/regions; FRCs are now each 

responsible for two regions; Prior to, the regions were divided amongst certain FRCs 

• FNARS Activation Flowchart was updated reflecting current operational procedures; made more 

visually pleasing 




