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HIGHLIGHTS 
BACKGROUND: 
The U.S. Postal Service Office of 
Inspector General's risk modeling 
identified the South Florida District as 
the l<b)(3) 39 usc 41 o (c)(2) 1 based 
on collected data showing malicious 
software programs on district computer 
systems. These security incidents can 
damage information system hardware 
and software and affect the integrity, 
confidentiality, and availability of data. 

The South Florida District serves more 
than 14 million customers, delivers mail 
to more than 3.1. million homes, and 
generates annual revenue of about 
$1.1 bi llion. Districts are responsible for 
adhering to. U.S. Postal Service policies 
for maintaining and securin their 
information systems. The (b)(3) 39 usc 41 0 

Service Center is respons1 e. or 
updating all South Florida District 
information systems, including installing 
securit u dates. Engineering personnel 
in (b)(3)39 usc 410 manage the 
applications supporting the mail 
processing environment in the district. 

Our objective was to review security 
controls in the South Florida District to 
determine whether the infrastructure 
adequately protects Postal Service data. 

WHAT THE 0/G FOUND: 
Security controls in the South Florida 
District did not adequately protect Postal 
Service data and infrastructure against 
potential corruption and unauthorized 
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access. OfB[] Internet addresses that 
operated as servers, databases, and 
workstations at three mail processing 
plants, we found significant security 
control weaknesses on~of them. 
Administrators did not consistently 
install security updates (patches) and 
configure all operating systems and 
databases as required by policy. 

These vulnerabilities could impact the 
security of information resources and 
the operation of critical mail processing 
equipment. 

WHAT THE 0/G RECOMMENDED: 
We recommended management 
implement vendor recommendations for 
patching and Postal Service 
configuration standards, correct! 
configure the (b)(3)39 usc 410 (c)(2) 

and ensure personnel with access to 
Postal Service resources receive annual 
security awareness training. 

Link to review the entire report 
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This report presents the results of our audit of the U.S. Postal Service's South Florida 
District Vulnerability Assessment (Project Number 13WG003rTOOO). 
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Introduction 

This report presents the results of our self-initiated audit of the U.S. Postal Service's 
South Florida District Vulnerability Assessment (Project Number 13WG0031TOOO). Our 
objective was to review security controls in the Postal Service's South Florida District to 
determine whether the infrastructure adequately protects Postal Service data. See 
Appendix A for additional information about this audit. 

The U.S. Postal Service Office of Inspector General (OIG) prepares quarterly 
Information Technology (IT) Security Risk Models to provide stakeholders with a holistic 
view of security in their res ective areas of res onsibilit . The model is an evaluation of 
data retrieved from the (bJ(3l 39 usc 41 0 

(c)(2l identifying 
instances of security events occurring on information systems at the district level. The 
Consolidated IT Security Risk. Model. for fiscal year (F~ 2012. Quarters (Q) 2-4.3 and 
FY 2013, 01 identified the South Florida District as the (b)<3P9 usc 410 (c)(2J I 
regarding the number of security events. The South Florida District currently serves 
more than 14 million customers, delivering mail to more than 3.1 million homes, 
businesses, and Post Office boxes. 

The security events identified include instances of adware,4 spyware,5 Trojans,6 

viruses,7 and worms8 on information resources at South Florida District facilities. Left 
uncorrected, these security events can damage information system hardware and 
software; impact the confidentiality, integrity, and availability of sensitive data; or cause 
complete system compromise of critical applications needed to process the mail. 

1 The~obtains.securityevent data from. antivirus solutions res iding on computers at Postal Service district 
facilities. The data are used to prepare. the riskmodels. 
2 The security events to. generate these quarterly risk models. arereportedto theJ(b')""""land are malicious software 
~rograms obtained from antivirus solutions. hosted on computers. at Postal. ServiC'eai'St'rictfacilities . 
. The. FY 2012 Q1data was not used due. to. the security event activity only capturing a partial dataset from 
December 7-31 ,2011 ,based on hardware changes. 
4 Mware is.advertis ingdis playsoftwarethat requires users to view advertisements when the. program is running.and 
usuallyrequires an active Internet connection to view advertisements. through a web. browser. This software ca ntrack 
and view a user's.personalinformation,providing it to third partieswithoutthe user's.authorizationorknowledge. 
5 Spy.vare is software that conducts.activities. on a com puterwithout the. user's. consent to include collecting personal 
information on. a user. This.s oftware.can degrade a com puler's perform ance.and. violate. a. user's. person at privacy. 
6 Trojans are software programs that appear to be. harm lessbutcontain hiddencode.designed to exploit or dam age a 
system . .They can be. transmitted through email messages, modifying. or des troying.data.and obtaining confidential 
information .. 
7 Viruses.are.computerprograms or.scripts.thatattemptto. spread from. one. file. to. another. on a single computer 
and/or. from. one computer. to anotherwithoutthe. knowledge o rconsent of the. computer. user . .They can be 
transmitted as. attachments. to. an em ail. message or in. a downloaded file, causing damage to. hardware, s.oftware, or 
data .. 
8 Worms are specific types of. viruses. that spread. across manycomputers. through network connections, creating 
copies of itself in the. computer's memory. Thesecan.occurwithout user interactionandhave. the. ability to consume 
network or. local resources.andcause.denial-of-service.attacks. 

1 
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Conclusion 

Security controls surrounding the Postal Service's South Florida District do not 
adequately protect Postal Service infrastructure and data against potential unauthorized 
access or corruption. We identified~ Internet Protocol (IP) addresses9 atl<bJ(3)39 . I 
South Florida District facilities reviewed. We selected!E]IP addresses for review 
based on their role as servers, databases, and workstations.11 We identified an 
aggregate 12 of~critical and high-risk vulnerabili ties onl\~l(;l}?a 'c)( I and l)b!);!39 usc 410 I 
servers. In addition, we identified an aggregate of~database server high-risk 
vulnerabilities. These vulnerabilities are higher than expected compared to similar 
assessments performed at other Postal Service data centers and facilities.13 

Because of the significant number of vulnerabilities in the South Florida District 
infrastructure, we provided our raw results to system administrators for further 
assessment and corrective action. Contrary to our normal procedures, due to the 
number of vulnerabilities identified, we did not filter out false positives 16 or dete-rmine the 
root cause of each critical and high-risk vulnerability. We recognize that some of the 
identified vulnerabilities may be false positives and communicated our approach with 
the responsible managers and system administrators. Management agreed that further 

9 A numeric address assi ned to. a device on a com uter network that uses the IP for communication. 
1o (b)(3)39 USC 410 (c)(2) 

We selecte (b IP addresses for review; however, we were unable to conduct vulnerabil ityassessmentscans on 
1\~)( liP addresses. 

Some vulnerabilities mayexiston multiple systems/applications. 
13 The SAP Human Capital Management System Security Assessmentreport(Report Number IT-AR-12-005, dated 
~~ 2012) identifiedmf~ical and high-riskoperating system vulnerabilities on!I§]servers using the OIG 
~scanning tool and (b ll !database server high-risk vulnerabilities on five servers using the OIG 
AppDetective scanning tool. The Web Server Security Assessment report (Report Number IT-AR-13-004, dated 
lv1arch 4 2013) identifiedE§I}::ritical and high -riskoperating system vulnerabilities onE§I}servers using the OIG 

canning tool. 
e ostal Service. uses ACE to simplify, standardize, and efficiently manage its IT environment. ACE information 

s tems are central! mana ed and su orted. On I a roved standardized software acka es are authorized . 

. A false positive is an alert although the reported problem maynot actually exist Vulnerability scanners.use. 
matching algorithms to detect known vulnerability s ignatures. In some.s ituations, the scanner m ayencounter 
indicators of a security problem butwithoutclearproof. 

2 
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assessment and corrective. action were. needed .. We. will monitor the. actions. taken by 
management to address these vulnerabilities. 

Operating System Vulnerabilities 

System administrators inl~~;);?39 usc 41° F did not consistent! . atch and conf
1

igure 
11 operating systems as required by policy.18 None. of the 11 <bH3>39 or three <bl 9 

mail. processing servers or workstations examined were current with recommended 
patches. Additionally, 15E~l<~)}~a , , land threa!~8~)~~ I servers did not meet standard 
configuration requirements based on Postal Service policy.21 

Our review of the 1 W~)0?J~.usc I mail processing servers and workstations noted in 
Table 1 identified an aggregate22 of~ critical and hiqh-risk patch vulnerabilities. This 
includes such vulnerabilities as l<bl(3)39 usc 410 <c><2l 
(b)(3)39 USC 410 (c)(2) 
(b)(:J) :J8 Usc 41 u (c)(l) 1 TheJ<bl(3l 39 usc 41 o 
(b)(3)39 USC 410 (c)(2) I could allow an attacker to remotely execute . . 
malic1ous code when the user, runnmg the vulnerable application, opens a f1le from an 
unsecured location. Correcting these vulnerabilities would assist in ensuring critical. mail. 
processing applications function as intended. 

3 
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Table 1. Critical and High-Risk Vulnerabilities ~<bl<3> 39 usc 410 <c><2> 

I 

Number of Number of 
Mail Processing Servers/ Vulnerabilities by 

System/Application Workstations System/Application 

Server 
(b)(3)39 USC 410 (c)(2) 

2 32 

1 17 

4 36 

3 187 

Workstation 
(b)(3)39 USC 410 (c)(2) 

1 95 
Total 11 367 

Source: OIGI(b){3)39 !scanning tool results. 

Our review of the three l~~; 20 J mail processing servers noted in Table 2 identified an 
aggregate of (bl critical and hi h-risk atch vulnerabilities on threel<b)(3l 39 I servers. For 
example, the (bl<3l 39 usc 410 <c><2) vulnerability could allow 
remote attackers to execute malicious code. See Tables 5 and 6, respectively, in 
Appendix C for more details onl<b)(3l 39 usc 410 (c)(2) I vulnerabilities on each 
server. 

Table 2. Critical and High-Risk Vulnerabilities - Linux Patches 

Number of 
Mail Processing Number of Vulnerabilities by 

System/Application Servers System/Application 

3 32 

(b)(3) 39 USC 410 (c)(2) 

4 
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Our review of 20 configuration and compliance checks32 onli~?m 39 usc 410 I mail 
processing servers and workstations noted in Table 3 identified an a re ate. of 
66. critical and hi h-risk vulnerabi lities such as (b)(3)39 usc 41 0 (c)(2) 
(b)(3)39 USC 410 (c)(2) 

Table 3. Critical and High-Risk Co · · 
and Compliance Vulnerabilities (b)(3l 39 usc 410 

I 

Numberof I Number of 
Mail Processing Servers/ Vulnerabilities by 

System/Application Workstations System/ Application 

Server 
(b)(3) 39 usc 410 (c)(2) 

2. 9. 

2 18 

4 7 

2 5 

3 15 

Workstation 
(b)(3) 39 USC 410 (C)(2) 

1 3 

1 9 

Total 15 6633 

Sources: OIGI(b)(3) 39 usc 410 (c)(2) 1scanning tool results, 

Our review of 18 configuration and compliance checks34 on three l<b~<;l 39 lmail processing 
servers noted in Table 4 identified 13 critical and high-risk vulnerabilities such as 

l(b)(3) 39 USC 410 (c)(2) 

Table 4. Critical and High-Risk Confi uration 
and Compliance Vulnerabilities - (b)(3)39 usc 

I 

Number of 
Mail Processing Number of Vulnerabilities by 

System/Application Servers System/Application 

3 13 

32 The 20 confi%uration and compliance checks consisted ofthe categories of password management, audit policy, 
l~l/3) 39 usc 41_ (C)( I 

This. total represents the number of single ins lances, by application , of identified vulnerabilities , Some 
vulnerabilities may exist on multi p ile systems/applications. 
34 Th 1 nfi r i n n m li n h k n i 

This. total represents the number of sIngle ins lances, by application , of identified vulnerabilities , Some 
vulnerabilities may exist on multip ~e systems/applications. 

5. 
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These operating system vulnerabilities existed because: 

• Some administrators were not aware of the current Postal Service hardening 
(security) standards, used legacy policies, or did not have access to the current 
standards. 

• Administrators did not verify that patching and configuration of all information 
systems conform to standards to ensure appropriate IT security. 

• Some information s stems are running a~...l<b_l<3_l_39_u_s_c_41_o_<c_l<2_l _________ ___. 
Cb)(3)39 usc 41 0 Cc)C2l de a business decision to 
continue to use the (b) based on higher priorities. 
Management informed us that network firewalls are in place, and they limit access to 
these information systems as a mitigating controL 

• w r installed automatically using I~%3L;;,usc 
~...-_______________ ____.patching tool; however, 
administrators did not perform manual updates for patches not applied by the tool. 

• One information system required the installation of a certain level of service pack 
before a I in vendor recommended atches; however, the information s stem 
was (b)( ) u 41 (c)( l 

• Some information system vendor recommended patches were identified since their 
last patch cycle. 

• Mana ement made a business decision not to (b)(3)39 usc 410 (c)(2) 
of some information 

would not be 

environment. 

36 WSUS enables IT administrators tom an age and im plementthe latest Microsoft product updates to com pulers that 
are running theHb)<3\39 I operating system. 
37 Handbook AS-805-G. Information Security for Mail Processing/Mail Handling Equipment (MPE!MHE), ICb )(3) 39 us I 

l(b)(3) 39 Usc 41 o (clc2l 1 

6 
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Based on our audit,. management took. corrective. action to. rei mage the. ACE workstation 
identified in our FY 2012. Consolidated IT. Security Risk Model. that did not have. the. 
approved l)~k<~>},90 ' a' !software installed. Management also. applied some vendor 
recommended operating system patches. 

IL..<b_H3_)_39_u_sc_41_o _<c>_<2_l ___ _.I Vulnerabilities. 

Database. administrators did not ensure l<bl(3l 39 usc 410 <c><2l !servers were patched, 
configured, and in compliance with Postal Service oolicy38 and industrv best oractice.39 

We. identifiedl(b)(3)39 usc 410 (c)(2) I 
on fivel<bl(3)39 usc 410 <c><2> I servers .. For example, these. servers werel(b)(3)39 usc 410 (c)(2) I 
(b~(~P\J_ ldating back to l<b>UP\J u:::;c 41 u (cJ !Compliance related vulnerabilities we detected 
includedl(b)(3)39 usc 410 (c)(2) 
(b)(3) 39 USC 410 (c)(2) 

~~~~~~~l..l......:.~~~I.WI:~"-'lil..~~~~~management determined that 
"'==~~~~------~=~..,..,--...J legacy system hosting four of 

,.;:.,:;~~~~~-....... .:::..:::.;~.:..:::;...:.:;:;..:..::::.:..:.:..::.:..:.o:L...~ou..A.cl~.__....~..::::.:..:::::;...:::,c~ra::::d:::.;i~n~ to newer versions of 
on the database 

Unsecured l<bl~3> 39 usc !could allow a person or malware to read, change, or delete files, 
accidentally or maliciously. See Table 7 in Appendix D for more details on l<b!(3)39 usc 410 (c) 

l<b)(3)39 usc !server patching, configuration, and compliance hi h-risk vulnerabi lities. To 
miti~ate the. risk,. management P.lans to. mi rate. the. <bH3 39 usc database servers. from 
thel<b!~f39 usc 410 I system to. the (b < u 41 c < 1 which is compatible 
with newer versions otH~k<~>;,90 land wi ll allow current vendor recommended patches to be 
applied. 

38 HandbookAS~80SJ(b)(3)39 USC 410 (c)(2) 
l(b)(3)39 USC 410 (c)(2) 
""I (b)(3) 39 USC 410 (C)(2) 
l(b 3) 39 USC 410 (c)(2) 
""'I b)(3) 39 usc 41 o (c)(2) the correct planned route with the mail class and destination for each mailpiece. 
41 (b)(3) 39 usc 41 o (c)(2) l:;ollects data from. all mail processing equipment in a facility allowing managers to balance. . . . . .. eqUipment and staffmg to workloads 1mprovmg productiVIty. 

7 
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Ll(b-)(-3)_39_ u_s_c _41_0_1c_)(2_) _____ _.1Vulnerabilities 

Security Awareness Training 

Management did not ensure that all South Florida District personnel with access to 
Postal Service IT resources completed annual security awareness training.43 

During FY 2012, only two of 1,244 em lo ees44 less than 1 ercent with an active 
ACE io on ID assi ned to the (b)(3)39usc410(c)(2) 

L--~----~~~~~---~~----~ 
(b)(3) 39 usc 410 (c)(2) received security awareness training . This occurred because 
South Florida District management did not receive official notification that the IT 
Security in a Wired World training course was the required annual security awareness 
training implemented and approved by the CISO to meet this requirement. Before 
FY 2013, the Postal Service's Strategic Training Initiatives (STI)45 mandating annual 
training requirements also did not include an information security course for completion 
by Postal Service personnel. CISO initiated the process to include the newly developed 
IT Security: Our Shared Responsibility training course in the FY 2013 STI to address 
this issue. 

Postal Service executive management did not ensure that bargaining unit employees 
with access to Postal Service IT resources completed annual securi~ awareness 
training as required by policy. While non-bargaining unit employees4 were to complete 
the newly developed FY 2013 STI IT Security: Our Shared Responsibilitytraini ng 
course, management did not require bargaining unit employees to take this course 

. Of. 1 ,244. employees,. 1 ,067were bargaining unit employees . .They are classified.as.career.or. non-career. 
employees representedbyalabor:organization(union).thatnegotiateswith.managementfor.wages,hours,andother. 
terms. and.conditions. ot employment. 
45 STis. are. an annual.legalandregulatorycompliance fortraining and guarantee that the. field . locations.havefunding 
available. for. training. 
46 Career. non-bargaining positions are typicallyadm inistrative, managerial,.andtechnicai . .They are represented by 
managementassociations,which do not have collective bargaining rights. 

8 
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because of the need to fund the workhours associated with this training. As a result,. 
untrained users may not be aware of actions they can take to protect the 
Postal Service's data and resources, increasing the risk of users engaging in 
inappropriate web browsing, file exchanging, email viewing, or not reporting suspected 
incidents of security policy violations. 

Two recent audit reports47 identified continuing weaknesses in security awareness 
training nationwide. The Security Aooreness Training Program audit report indicated 
the CISO information security awareness training program has not been effectively 
implemented across the agency. Only 3,878 of the more than 340,000 users (about 
1 percent) nationwide completed the required initial and annual information security 
awareness training in FY 2011. 

Based on this audit, we are asking management to revisit and address prior 
recommendations to clearly define the users required to take the mandatory information 
security awareness training and ensure these users receive the necessary computer 
security awareness training. 

Additionally, based on this audit, the South Florida District initiated efforts to ensure 
bargaining and non-bargaining unit employees with computer access assigned to 
facilities within this district complete the IT Security in a Wired World training course. On 
October 26, 2012, management issued emails to the South Florida District Leadership 
Cluster managers instructing them to ensure all personnel with computer access 
completed the mandatory IT Security in a Wired World training course for FY 2013 in 
the Learning Management System (LMS).48 This effort was to educate computer users 
on best practices in safeguarding Postal Service computer systems by September 30, 
2013. 

Recommendations 

We recommend the vice president, Engineering Systems, direct the manager, 
Engineering Software Management, to: 

1. Provide system administrators access to current hardening standards policies. 

2. Conduct a thorough review of vendor recommendations for patching and 
Postal Service standards for configuration to ensure appropriate measures are taken 
to correct the significant number of identified vulnerabilities. 

that addresses 

47 Remote Access Controls (Report Number IT-AR-11 -008, dated September 14,2011) and Security Awareness 
Training Program (Report Number IT-AR-12-008, dated June 25, 2012). 
48 LMS is.the. official repository for conducting.training.and tracking mechanism for course completion by Postal 
Service personnel. 

9 
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4. Configure and patch operating systems according to Handbook AS-805, Information 
Security, requirements. 

5. Review information system configurations in accordance with policy to ensure 
information systems remain configured according to. security standards .. 

6. Configure and patch all database servers to ensure compliance with appropriate 
hardening standards for their configuration. 

We recommend the acting chief information officer and executive vice. president, in 
coordination with the chief human resources officer and executive vice president: 

8.. Ensure all. personnel with access to Postal Service resources receive annual 
security awareness training or provide a waiver for all personnel considered exempt 
from training. 

Management's Comments 

Management neither agreed nor disagreed with the findings but agreed with 
recommendations 1 through 3 and 5 through 7. In addition, management disagreed with 
recommendation 4 and neither agreed nor disagreed with recommendation 8. 
Management also stated that the report failed to filter out all. false positives when 
conducting vulnerability assessment scans which inflated the actual number of identified 
vulnerabilities. Management agreed that some of the identified vulnerabilities are known 
and they accept the risks due to business decisions. 

Specifically, for recommendations 1 and 2, management stated they wi ll provide the 
latest hardening standards to all current system administrators and reinforce the 
process by communicating the standards to them. Management also will continue to 
evaluate vendor recommendations for patching and make a business decision on 
installing patches based on a risk benefit analysis. Management noted that their 
January 2012 Engineering Patch Management Process evaluates each upgrade to 
determine the impact to the system and mail. processing operations .. The target 
completion date for both recommendations was September 30, 2013. 

To address recommendation 3, management stated the will develo a technical 
refresh plan for engineering infrastructure (bJ(3J 39 usc 41 o <cJ(2l 

l<bJ(3J39 lbased on a risk benefit analysis a._p_p_r-oa-c-:'h-. -=T:::-h-e~t.-a-rg-e-:-t-c_o_m_p-:-le-:-t.-io_n_d-:-a-:-te----.-is ___ __. 
November 30, 2013. Management also noted that, prior to the audit, they engaged 
su liers of their rocessi n e ui ment to determine the cost and benefit of upgrading 

(bJ(3J 39 usc 410 <cl<2l In many instances, the. mai I processing 

10 
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equipment application software and hardware upgrades l(bl(3l 39 usc 410 
(cH

2l 
lcb)(!)391Jsc 416 (c)('2) land required for thousands of inform~-a--=t.,...io_n_s_y_s~te_m_s ________ __. 

In response to recommendation 4, management agreed to configure and patch 
operating systems according to Handbook AS-805-G for mail processing equipment. 
They added that the report only referenced compliance with Handbook 
AS-805, and the re ort vulnerabilities were based on vulnerability assessment scans 
conducted (b)(3l 39 usc 410 c)(2) and did not reflect an actual 
vulnerability from external threats. Management stated that Handbook AS-805-G 
provides specific guidance for the MPE and MHE residing inside Postal Service secure 
firewalls. They will continue to configure and patch operating systems according to 
Handbook AS-805-G for the computer systems and network ranges that manage, 
monitor, and control mail processing functions. 

Regarding recommendations 5 and 6, management stated they will continue evaluating 
information system configurations to ensure they remain configured according to 
appropriate security standards. Further, management will continue to patch and 
configure l(b)(3) 39 usc 41 0 (cl(2l I servers based on the specific application and perform a risk 
benefit analysis. 

In response to recommendation 8, management agr·eed to enhance its process by 
issuing written annual requirements for security awareness training. Management 
added that Handbook AS-805 currently provides a mandatory security training 
requirement for all active ACE users. For FY 2013, management issued a requirement 
for all Postal Career Executive Service, Executive and Administrative Schedule, and 
OIG employees to view and acknowledge the current security awareness course in 
LMS. Management provided bargaining unit employees with ACE IDs with awareness 
training when hired through Link articles, Security Alerts, and screen banner information 
on a routine basis. Management noted that CISO will enhance its process by issuing 
written annual requirements for security awareness training and tracking based on the 
functional area and target population starting in FY 2014. The target completion date 
was October 1, 2013. 

See Appendix E for management's comments in theiir entirety. 
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Evaluation of Management's Comments 

The OIG considers management's comments responsive to the recommendations and 
corrective actions should resolve the issues identified in the report. Based on 
management's response, we agree to close recommendation 7 upon issuance of this 
report. 

Regarding recommendations 1 and 2, we agree with management that the various 
processes they are implementing should resolve the issues identified. Providing all 
current system administrators with access to the latest hardening standards and 
thoroughly evaluating vendor recommendations for patching will address the significant 
number of report vulnerabilities and ensure that management appropriately patches and 
configures information systems accordin to securit standards. We encoura e 

· (b)(3) 39 USC 410 (c)(2) 

Regarding recommendation 3, we agree with management that develo in a technical 
r fr h I n f r h En in ring infrastructure could reduc (bl(3l 39 usc 410 (c)(2) 

(bl<3>39 usc 410 <c><2> The technical refresh plan also could work toward 
mitigating future occurrences of some of the significant vulnerabilities identified during 
the audit. 

Regarding recommendation 4, we agree with management that, contrary to normal 
procedures, we did not filter out false positives based on the significant number of 
vulnerabilities in South Florida District infrastructure when compared to similar 
assessments performed at other Postal Service data centers and facilities. We 
recognized that some of the identified vulnerabilities may be false positives and 
communicated our approach to the responsible managers and system administrators 
and in the report body. We also provided our raw results to system administrators for 
further assessment and corrective action. Management agreed that further assessment 
and corrective action were needed. 

Additionally, Handbook A~-80~-G st~tes that servers directly connecting the MPE/MHE 
private network to the l<bH3 · 9 us 416 

(c)( ) I must be hardened to the standards 
approved by the manager, Cor orate Information Security. The servers examined during 
our audit reside on the MNS (bl<3>39 network; therefore, we used the hardening 
standards approved by CISO (Handbook AS-805) in conducting the vulnerability 
assessment. 

Regarding recommendations 5 and 6, we agree with management continuing to evaluate 
information system configurations to ensure they remain confi ured according to security 
standards and ensuring that they patch and configure (b) 3> 39 sc 41 0 <c (2 servers 
according to policy. We encourage management to work with the CISO in ensuring that 
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the security guidance in Handbook AS-805-G fully meets Postal Service policy for private 
networks that connect to the Postal Service's larger intranet. 

The OIG considers recommendations 3, 7, and 8 significant and, therefore, requires 
OIG concurrence before closure. Management completed corrective action for 
recommendation 7 so that recommendation can be closed in the audit tracking system. 
Consequently, the OIG requests written confirmation when corrective actions are 
completed for recommendations 3 and 8. These recommendations should not be closed 
in the Postal Service's follow-up tracking system until the OIG provides written 
confirmation that the recommendations can be closed. 
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Appendix A: Additional Information 

Background 

The Postal Service provides customer service and manages its operations, including 
mail processing and distribution, in seven geographical areas and 67 districts. The 
South Florida District, located in the Southern Area, serves more than 14 million 
customers, delivering mai l to more than 3.1 million homes, businesses, and post office 
boxes. The South Florida District mail processing facilities generate annual operating 
revenue of about $1.1 bi llion. The South Florida District has five mail processing plants, 
three of which were within our review: 

• (b)(3)39 USC 410 (c)(2) 

• 

• 

Districts must adhere to Postal Service policies in maintaining and securing their 
information systems. This responsibility includes local district IT personnel managing 
network infrastructure and information systems within these three facilities .. They handle 
re uests for all website access, oversee setting up user workstations received from the 
(b)(3l 39 usc 410 Service Center and perform migrations to transfer user data from one 
machine to another. 

The ~~~I9)Jfa , I service Center is responsible for updatiing all South Florida District 
information systems, including installing system patches,. updating system configuration, 
monitoring antivirus scan results, and seeking support from local district IT staff when 
needed. Engineering personnel inl\b?W39 usc 410 lmanage the administration of all 
applications supporting the mail processing environment residing in the South Florida 
District. 

Objective, Scope, and Methodology 

Our objective was to review security controls in the Postal Service's South Floriida 
District to determine whether the infrastructure adequately protects Postal Service data. 
To accomplish our objective, we prepared the FY 2012 Consolidated IT Security Risk 
Model trendin securit events. The model identified the South Florida District as the 
(b( 41 c)( We 
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presented the rT Security Risk Model results to South Florida District management and 
evaluated their process for securing and managing tlheir information resources. 

We evaluated unique hardware codes51 known to host potentially vulnerable operating 
systems, and identifiedEJ of the l}~l(;>~; UP addresses for review. Using data from our 
FY 2012 rT Security Risk Model, we also selected ~ACE workstations, IE]within 
each facility, that had the highest number of security events. Therefore, our judgmental 
sample comprised B[]IP addresses for information systems at the three selected 
facilities. 

Our scan results for five of 19l~~>63lc~Znusc linformation systeTo~:aAFCE workstations, were 
inconclusive for assessing patch vulnerabilities due to the (b) blocking access to the 
scanning tools used by the OIG. Implementing the~provides enhanced security over 
ACE workstations to monitor network traffic to prevent unauthorized access, which was 
effective when the OIG attempted to access these workstations. 

49 (b)(3)39 USC 410 (c)(2) I 
so (b)(3) 39 usc 41 o (c)(2) I 
Sl (b)(3)39 USC 410 (c)(2) 

r b)(3) 39 usc 410 (c)(2) 

"' Install updates released by software vendors. 
53 A vulnerabili ty and configuration assessmentproductthatfeatures high -speed discovery, configuration auditing , 
asset profiling, sensitive data discovery, patch managementintegration , and vu lnerability analysis . 
54 A network security scanner and patch management tool that can scan, detect, assess, and rectify security 
vulnerabilities. 
55 A network-based discovery and vulnerability scanner that discovers database applications within the infrastructure 
and assesses their securitycontrols. lt scans databases for vulnerabil ities, configuration issues,. weak passwords, 
mis in . atches access.controls ando her.issue that couldcom remise hes emor it .data ... 
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We interviewed appropriate personnel57 to determine whether all South Florida District 
system users with access to Postal Service resources at the three faci lities completed 
annual security awareness training for FY 2012. The South Florida District Human 
Resources Office and CISO provided employee records of all assigned personnel, 
provided LMS security awareness training reports, and identified active ACE logon IDs 
for employees assigned to each facility. The audit team analyzed the information and 
performed 100 percent testing of the data in a MySQL58 database. We used the results 
to identify all South Florida District personnel with access to Postal Service resources 
that received annual security awareness training at the three selected facilities. 

We conducted this performance audit from October 2012 through October 2013 in 
accordance with generally accepted government auditing standards and included such 
tests of internal controls as we considered necessary under the circumstances. Those 
standards require that we plan and perform the audit to obtain sufficient, appropriate. 
evidence. to provide a reasonable. basis. for our findings and conclusions. based on our 
audit objective. We believe that the evidence obtained provides a reasonable basis for 
our findings and conclusions based on our audit objective. We discussed our 
observations. and conclusions. with management on August 1, 2013,. and included their 
comments where appropriate. 

We. assessed the. reliability of computer-processed data by performing automated 
testing. We assessed the reliability of South Florida District employee records, LMS 
training records, and CISO ACE logon ID data by performing 100 percent testing of the 
data using scripts in a MySQL. database .. We. determined the. data were. sufficiently 
reliable. for the. purposes. of. this report .. 

57 Pe~so~~elincluded. So~thFioridaDistrictmanagement, Human ResourcesOffice, LMS executives, and the. CISO .. 
58 MySQL is a free, downloadable. version of the world's mostpopularopensource database .. 
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Prior Audit Coverage 

Report Title Report Number 

Security Aooreness Training IT-AR-12-008 
Program 

(b)(3) 39 USC 410 (c)(2) 

I Remote Access Controls IT-AR-11 -008 

Re ort Results: . 
(b)(3) 39 USC 410 (c)(2) 

17. 

Final 
Report 

Date 

I 6/25/2012 I 

9/14/2011. 

Monetary 
Impact 

None 

None 
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Appendix B: Other Impacts 

~;'f'Nid:·'f"'mn.,;,...Ud·Et;m~,....,.iji·'·1'1h, 
1 3, 4 5 and 6 IT Secun None 

59 Computer software, networks, and data that are vulnerable or at risk of loss because of fraud, inappropriate or 
unauthorized disclosure of sens itive data, or disruption of critical Postal Service operations and services . 
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Appendix C: l<bJ(3)39 usc 41 0 (c)(2) I Patching Vulnerabilities 

I Number of Vulnerabilities60 

Device I Critical I High I Total 
Server 

(b)(3)39 usc 410 6 25 31 (c)(2) 

6 26 32 

13 4 17 
15 20 35 

15 20 35 
15 20 35 

16 20 36 
25 162 187 
14 86 100 

14 86 100 
Workstation 

(b)(:J):JfJ usc 410 16 79 95 (c)(2) 

Total 155 548 703 
Source: OIGJ(b)(3) 39 Jscanning tool results. 

Table 6 summarizes (b)(3)39 usc 41o <cJ 

vulnerabilities for the out 
(b)(3) 39 USC 410 (c)(2) 

60 Th~l(b)(3)39 usc 41 O (c)(2) I provides the severity levels of information system vulnerabilities, 
associated impact, and remediation activities. 
61 Our vulnerabilityassessmentscans identified applications associated with more. than one system; therefore, we 
used numeric values to identify applications with several informationsystems. 

19 



South Florida District Vulnerability Assessment IT-AR-14-001 

Table 6. Vulnerabilities - l<bH3) 39 usc 41 6 <cJ<2J 

I Number of Vulnerabilities 

Server I Critical I High I Total 
0 . I 

(2) 
4 28 32 
3 28 31 

4 28. 32 

. Total 11 84 95 
Source: OIG l(b)(3) 3 1 Is canning tool results. 
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Appendix D:l<bJ(3)39 usc 410 (c)(2) !vulnerabilities 

liance 

Table 7. Vulnerabilities -li~h(~l];0 ,!Databases 

Application I 
Number of High-risk 

Vulnerabilities 
(b)(3) 39 usc 410 
(c)(2) 111 

122 

122 

124 

123 

Total 60.2 
Source: OIGI(b)(3J 39 usc 4t>canning tool results. 

21 



South Florida District Vulnerability Assessment 

Appendix E: Management's Comments 

Auguat 22 20 t3 

JUOITII LEONHARDT 
DIRECTOR, AUDIT OPERATIONS 

SUBJECT Draft Aud~ Report- South Flonda Dtstrrct Vu'lnCf&billty Assessment 
(Report Number IT·AR·13·0RAFT) 

Thank you lor the opportunity to revteW and commem on the sUbJect dran aud t report The Posta 
ServiCe constders matters of computor secunty seriOusly Wo ar11 In agrollment with some of the 
reoommendaoons and responded accord ngty 111 the attachment 

The subject report and th s response conU11n nformauon re atoll to potontaal socunty 
vu nerabi Illes lha: if released, could be e~ploitcd and cause substantial harm to the U S Posta 
ServlCe The manager Corpora:C Informal on Sccurtry w I dCtCf1llli'O what portiOns of the report 
should be conside·ed as class fed restricted and exempt !rom disclosure under the Freedom of 
lnfonnatlon Act 

If you have any quest1011s or comment$ regnrd ng tiltS tftSponse pease contact Jolin Keegan at 
(703)280 7230 

&t-· ~tJ"Q""" 
Elh A Burgoyne 
Ch1ef Information OH1cer 
a~d E~ecutwe VICe President 

L IJ Am"o 
Vtee President, Eng111eenng Systems 

Altachement 

cc Ms Brennan 
Mr Edger 
Ms Fetndt 
Mr Keegan 
Ms Fernandez 
Corporate Audrt a~d Response Management 
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Chtef Human Resource Off,cor 
and C:kBCUt,ve V1ce Pres•dent 
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South Ftoflda Olstnct Vulnerabthty Assessmtlnt 
Report Number tT-AR·i3·DRAFT, PrOJetl Number 13WG003tTOOO 

Page-2 

General Comments 

The report falls to filler out alllalse posmves wtucn showed up on system scans, whiCh Inflate~ 
the eclu!il numbtlr ct vulnerablhhes Addtoonally some of u·.e vulncrabtllt es are known and 
accepted riSks due to buslnt.ISS dectstons 

The report only references compliance wtth Handbook AS-805 standards In March of 2004, a 
separate standard Handbook AS-805G was established spectftcally for ma•l processt"lg 
equipment (MPE) and mailhandhng equtpment (MHE) that restde mstde the Postal Servtces 
secure ftrewalls The fact that most of the eqUipment tsln a closed Intranet m•t•gales the nsk of 
malware threats The report lindtngs were based on tests run wtthm the USPS ftrewall and does 
not reOectthe actual vulnerabtltty from external threats 

Recommendations 
We recommend tho vtco president. Engmeenng Systems, d•rect the manager Engtnaenng 
Scftware Management. to: 

1 Provide system admtnistratof'l> ar.:cess to currant hardentng standards policies 

Management ResPOnse Management agrees wtth th•s recommendation and WJII prov1de the 
hardening standards to all current system adm1mstrators These standards are tncluded In all or 
our core contracts w1th suppliers This process wtll be reinforced by comrnumcatlng •t to all 
system adm1ntstrators 

Target Implementation Date September 30 2013 

Resoons1ble OffiCial ~.,;l(...;b)..;.(6..;.) ___ ___. 

2 Conduct a thorough review of vendor recommendationS for patching end Postal Servtce 
standards tor configuration to ensure appropnate measures are taken to correct the stgmf1cant 
number of 1dent1fied vulnerablltt,es 

ManaaemQot REtsQQn_}Q Management agrees with thts recommendahon and w'll cont1nuo to 
evaluate vendor recommendations for patching and make a bus1ness deciSton based on a risk 
benefit analys's The corrent patch management process established is used tc constantly 
evaluate any upgrades. As IndiCated In the January 2012 Engineering Patch Management 
Process. each upgrade gets evaluated to determme lhe 1mpactto the system. Due to tr.e 
complex interactton of the operating system and the tntegrated machine control epphcat1on. 
patches must be carefully tested tf patches are approved, an 1mplementaoon and dep oyment 
plan are developed to minimaze the cost and Impact to ma11 processing operat•ons 

Tarsettmptementat•on Date· September 30, 2013 

Resoonsible Officlal l(b)(6) 
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South Flonda 0 tnet Vu!nerabl !y Assessmenl 
Repon Number IT-AR·13-0RAFl Project Number t3VJG0031TOOO 

Page ·3-

3 !?! ,. "8§ ' 2'8 ' rr tre · h a n lor lhe EngmeeMglnlrasiiUCiure lhat llddru 
Hbl(3)39 c 1 ccl<2l I 

l<b)(3) 39 

1l1..f__ ~ Mi>n.. "' nt agrees wrlh lhls reconrn 'ld" _ <~"d \ ~ • o I'! 
I of a ralresh plan tOr the UlfraalrUCture to addrl!ll ~ Hb)(3l 39 USC 41 0 (c\(2) 

t plan wiD be based 011 risk benefit anafysi~ A CCI t 
ll3itiUl nod by our Softv.'31'e Prooess Management o r 

Pnor to thl$ aucfrt. Engrneenng Sy!it~Jms has ongagod :he suppliers of ell our procensrng 
equipment to detenruno the cost and bonofrt of upgradrog our opr r tmg systems 10 tho curreo1 
platforms Many mstances require a cosUy hardware upgrade to thousartds of compulBtl Grvon 
the current financial stare of the Postal Servrce, we ObJectively determrne II U•e cost JU&tihQS the 
benefrt 

E,... •1'1 '- ~ rroactlvely eva u;tes the securrty cone ~ a 1!bf)39 Usc 41 0 (c) I 
l!bl/3) 39 \J s¢4 I at Jle processing centers In January 20. l!bl/3) 39 u . y 
I" rn .i I s projected m n mal cost assoaalad tl 1 J 
the t '9h t I e applrcatoon software and hardwa•e upgra.J rf MP 

Target lmplementat_,n 0~ Novemt.rO;.r 10. 2013 

Resooo2 1b!e Ofirti!LL.I(b- )(_6_) ___ ___, 

4 ConfiQUfe OOCI Plltch c,l" I" 

requirements 
., rns accordrng to tiandbook AS-805, lnformat101r Sucurtty 

Management Rmpoose Management dtSBgrees wlth th s reoommendauon We wdl coot nue to 
conf1gure and patch operabng Sy$\ems according to 1110 Hanat.rook AS 805G lor tho computer 
systems and n tworks that manage, monrtor and control ma I procoss•11g lunctrons collect 
workload statrstJCs from the MPEIMHE enwonment, and transmrt control data or production 
staUstrcs between the MPEJMHE envrronrnent and other Postal Scrv1ce rnformatron systems 

Inrgr:t lmt> emt"'al• n Ont Not appliCable 

Rnpoos bJe Off• l L:.(b~).:...(6.:..) ___ _, 

5 Revrew •nlormation system o nt..,u .. LIOns 10 accordance with pOliCY to ensure rnlorma~on 
systems remnrn configured according to secunty standards 

Manaoemeot Bt~ponse In accordance w•th Handbook AS-S05G Management ogroes rod w I 
contrnue to evaluate 1nformatlon system conf.gurations and ensure ~e unrts rema,n conf1gurea 
accordrng to the appropnate secunty slllndnrds 

I a met lmQiemeot~ "" !"~ 0 r-go ng 

ResDOn§ b!e Officrg IL.<b_)(_6_) ____ _. 

6 Confrgure end patch all dawba~ servers to ensure comptranctl wrth appropoate hardenong 
standards for the11 confrguratron 

Management Re5ponse Management agrees Wlth lh•s recommendatron and will conunuo to 
configure and paten the data boise servers based on tne specifiC opptJca• on a'ld a risk bOno It 
ana. yell 

Target !motemeota!lon Date, Oo-golng 
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Soulh F 10 da 0 striCt Vu 1 r be ty A enm nt 
Repo11 Nui"1Der IT -AI1·'3·0RAFT Procct Numuer 13WGOO I 

p "I 

l(b)(3) 39 usc 410 (c)(2) 
1\b)(J) 39 usc 41 

ugust20 2013 

n~d Ia g t poput 110ns 
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