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M!i}!OF..A.NDUM FCP. Tfl:E RECORD 

SUBJECT: ~ry of S/w Training and Issuance of Mate:-ia.ls. 

AGEtiT .AM!'..ASH/1 

PUCE Paris, Fr!l.tlCe 

DATE 17-22 August 1962 

TRAni»h c/o. 

1. AMI..ASH/1 was instructed in S/lf techniques by the W'!der
signed in a Paris Station safehouse on 17 and 18 August, and was 
g:iv'!n an S/ri review in the final triefing session held in the h;)tel 
room of Wa.llace A. Grmrery (Madrid Station C/O) on 22 August. 
Instruction vas given in the use of carbon writing syste:n No. 151.36 
and in the use of liquid developer system No. 56638 . The "scorch IT 

method of development was also de:c-nstrated to A/1 as an alternate 
eystem. A total of five hours was devoted to this instruction. 

2. A/1, vho was recruited a short time prior to coming to 
Pa..ris, was :introduced to the idea of using S/w by the undersigned 
during discussions held in Copenhagen. Although for security 
considerations, he was skeptical at first about using sucll a means 
of eormm.mica.tion, be was without undue effort convinced that a.rv· 
productive relationship depended u.---vn his being able to co=municate 
with his C/O on a regular basis t.'J.rough. the medium o.f S/-.1 letters 

·-- .. 

sent through normal mail channels. It was s.pparent from his early 
questions that he was unfa:nilia.r vith the principles of S/d and clandes
tine communications in ~eneral. Af'ter further talks in Paris with 
Grovt>.ry on 16 !:;,""W3t, .A/l ;;as .fully prepared to ar:cept the concept 
of S/W cornm!llica tions,, and arrang~.:nts were made for this ins true tion 
to begin the follOlll"'~ da;r • 

.3. 'l'he f'irst training session on 17 August lasted a little 
more than two hours, and was devoted to an explanation of the S/11 
system of' COlllliill • .''lication, including careful instruction in the 
preparation of' a letter containing S/'ll. A/1 also prepared an S/ri 
letter of his awn under the supervl...si.o:p of the undersigned. He 
seemed to grasp read.Uy the principi~· of the preparation of an S/ti 
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messa~e and experienced only a little difficulty at first in reme~~er
ing all the steps in sequence necessary for the preparation of an S/w 
message. He was generall:r attentive to the instruction given. How
ever, in keeping with his ~l!lperment, he was a little iiiipa tient 
during the preparation of the S/w message itself upon the cover 
letter. At the end of this session, he demonstrated that he remembered 
the basic steps in a satisfactory manner, particularly considering 
that it was his first d~ in S/W instruction. . . 

4. 'lbe second period of instruction took place in the same 
sa!ehouse, lasting about two hours. This session was devoted to a 
review of the S/fi procedures and the prenaration by A/1 of anothe~ 
practice S/W letter. Follovi~g this, A/1 was instructed in the 
development of S/w messages, using the liquid developer No. 56638 
The scorch system of develop;:::.ent was also demonstrated. A/1 was 
impressed by the simplicity of the liquid developer and the immediate 
reaction which it produced. The undersigned developed one message; 
then A/1 was allowed to pr~e the developer fro.>n its dry pill form 
and to develop a second nraetice S/w message for himself. Following 
the period devoted to s/W development, a general review of SFN 
communications was held, the basic points apparently being well-fixed 
in J/l's mind. . 

5. During the final formal meeting with A/1 Loll 22 August 
nth Grovery and the undersigned participating, the latter gave A/1 
a general review of all the S/r; procedures which were to be used 
in his contact with KUBARK. He also was provided with the following 
itema: 

A. Two sheets of S/W carbon paper ( No. 15136) 
B. Forty-seven pills of developer ( 1lo. 56638) 
C. One tablet of writing paper provided by TSD and 

knmm to te compatible with the carbon sheets. 
D. 3 No. 2 pe:;cils of French manufacture. 
E. One ball-r-oint pen with water-resistant ink. 
F. Two acco::::!Ddation addresses: one in Madrid for 

regular ccntact; one in New York City for rapid 
emergency contact (see attached S/w data sheet). 

G. Appropriate indicators (see S/w data sheet) 

It is noted that A./1 did not have a secure accomodation address in 
PBRUMm to give us at this til!:e. He was told, however, that it was 
imperative that he provide one for us by S/W letter within ~o weeks 
of his return to PBRUMEN. This he stated he would do • 

6. During the last S/w review, A/1 was shown a photograph 
of one of his practice messase.s which he had prepared. He was quite 
interested in seeing this, 'ldllch served to illustrate a number of the 
training points which had be;m covered during previous instruction. 
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Generally, A/1 .was an interested pupil and 1 t is believed that he 
will be able to carry out the instructions in a proper manner. He 
is quite security conscious, a factor which it is believed, will add 
to his atte!llpts to seek perfection in his S/~-1 correspondence and 
in the secure storage of his S/fl materials when not in use. It is 
also known that A/1 practiced his S/'11 techniques in his hotel room 
arter leaving the 22 August meeting. This is known because he had 
an additional question to ask us at a brief meeting on 23 August. 

7. It should also be noted that the TSD technician who 
developed A/l's practice letters recommends that for best results, 

. all letters from A/1 be subjected to ammonia fuming before immersion 
in the developer. 

Attachments: 
Agent S/W Record 
Form #H-5~900 
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1. Agent Cryptotrft!l: AMLASH/1 

2. SW supplies issued to t.~o -'<::ent. (date and qunntity)1 
2 eheet.s or cubon sj.: paper #l)l}IJ and LB pills or develO?«r 

H566)e both issued on 22 Au.;;ust 19{,2. 

).1 leorretpO!:ldence to the ~:~r;ent wUl be in Sp!minh and ~i ttma 
or typed; .f'rot: the agent will be printed or t;:pewritten (in .::puieh). 

4. Location assigned for 
on the !aee of the 
to check both si..,-==--::.:=
agmt on race ot 

S. AccCliiiiiiOdation ad!:lressea s 

ement of S/ri text: S/r! text dll l:e placed 
; agent hliUI, hovo..er, been ind&trw:::tsd 

s received for f-/w. Letters frCJa the 

To be B~I?Plied by agent in first S/rl letter he sends (this to be 
b7 lS September 19'62 at the latest.) 

; 

' j 
'· r 
i 
' i 
\ 

!ccOIFJIIIIOdation addresses for letters tram the l'it~l!en!..!!..!_t· __________ ., 
Regular &eeollliiiOda. ti on address: 

Agents lettera to be s~gne 

6. Re-suppl · arnmsements: 
If cart-ons lost: A.o:ent write letter t.o Madrid a~1res!: :..n 

normal manner. Absence of s/'.1 ll!eSS&·'6 cates loss of carhons and 
Agent 1s to expect next. letter h".t r~ce !.ve:s to be :: re-suppl:; .-.r 

e carbona (!n the !orm of the letter i~self). 

I.f developer lost_: Agent so indicates in letter to Ka~ic! (in S/a): 
re-supply vill take place t.hrottgh one or the three Dead Drcps lthieh 
Agent has been told to locate and report sooneat b;.- S/~-1. I dent it;: ot 
Drop ut n bed and date loaded to be e.N:Neyed to .A.:;ent th~ s/ If 
mNAge developed by "scorch" mthod ••• see below.· 

. I 

. ·.•-.-·---·---- ... ~. ~ ........... ~.~-~.~- .. 

I 
I 
I 
I 
J 
'i 
I 
l 
..... · 

!. 
l f •....••.. 

I . 
-~ 

'i 
\ ! 

. \ i 
l 
i 
I 

; l I 

1 
~;. 

i - ·~ : 

I 
I 

t 
I 



..... . 

7. Requ! red indJ.catcrt! 
A. For presence (Jf ~:J; on letters to tlle a1tent: :.u letter& to ar.;ent 

rlll eont..a in S/4. · 

B. To 1n11.,ate h•as of ur• tin:: ruater~ab: c.~r' on sheets: ft.~:ent 
11rites to Ha-:!rlti, letter ~>~~th no S/4. Developer: !!.~nt vrite!l 
in sj.; ·:Hid &0 ~ rd1ea tee. . 

C. Indica ta car:·or; ru-su;>pl:< l•; mail: U;:x:m. ind!.cati.-:;n of loss of 
car':on sl:oets (f!~ a'"ove), p:-efera.~.l.: the r.e:r.t lf.:tt.er nent to 
AgeJnt will 'e a Mr\·on sheet. In 11n7 ea:;o :; :ent un::ers t.ancl.s 
that any covor letter ccntaio~n~ the word "fl.ncs 11 (.Span~.sr. for 
f1.1rm) hae :eon h"ritten on 11 c~:~r'.<Jn sheet, wh;ch he '.s then to '..lao 
~j,.J eorre6J)oncenee I:Ul needed. . 

8. Opttor.al !.ndieatore: 
"hacienda" ~o t.h 
S/:1 Masago conta 
system. 

letter received tJy Agent. eontai.nin.g the vord 
letter is unde:etoor:! to ind.!.ca te mat the 
ere!.n is to t.e de'lelopad t7 the ".scorch" 

Danger or control !nd1cators: 
Lett~ a !rCIII! Af;ent: Any vord, ::r..uk, phrase, etc., after the 
Sp.antsb word "F.UP1 at the end of the S/li messa;Ie ind:eates 
agent is UDder control. 

. < 

Letters to the A;: ant: Aelmo-,lod~ement ot Agent • s control indicator 
1e to t-e JMde ~'1 d;J.pl1c:at ing h ~ "ccr.:t:cl !nd!.eat::n·n in the 
next S/J meBsae• to h illl. 
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1. !.gent. C:eyptos:zyuu JL~l 

2. rM ~lien isB"..Ied to the .§.~t {oot-9 M<i q..ant.lty): 
2 5.'leota of cru-bon 8/;J ?-1-Pel" Ul5U6 and !.8 pills of ®vel~ 

1566)8 ootb iuued on 22 Au;,;wt 1962. 

). lleorre~ence to tb.a agent vill be in Spaniol& and b.andtrritt.Em 
~; .t't.'o;A the apnt. will bo prinWd or typewritten (in Spmiah). 

4. 'Lcx:&tiou ufii~ t~ms.mat or S/tl tct: S/d tmrt. will bli! pl&ced 
on tile .rae• ot the [___Jl~tt.e.q agfmt has, ~r, been im;t.r"w:t.@:d. 
to cheek both eidMi of lot.t.ers roceived tor s/l. Lett.ers troo Ute 
~t till .fl>\Ce of 

1..----' 

S. Aco~Uoza addreBBCSl . 
To be suppli~::d by agent in first sjw letter he sends (this to be 

by 1.) September 1962 at the latest.) 

i . · ... 

•' .... . 
' .. . '. 

Accommodation addresses for letters from the "2gJ''"'enJ"'+~------------, 
Regular accommodation address: 

Rapid/Ezaergenc:y accc=odation address: 

6. Re-suppl-.- arrangements: 
I.f carbons lost: Agent writesc=J letter to Madrid addres~ in 

normal :maimer. Absence of S/.1 messa;:e indicates loss of carbons and 
Agent is to expect next letter he rec~ives to be a re-supply of 

c carbons (i.n the forru of the letter itself). 

If developer lost: Agent so indicates in letter to Madrid (in S/ii); 
re-supply will take place through one of the three Dead Drops which 
Agent has been told to locate and report soonest b:: S/W. I dent it:' or 
Drop utilized and date loaded to be conveyed to Agent through S/w 
message developed by "scorch" method ••• see below. 

,J··~ ,.· ........ --~······ ,._. ....,_.,. 

""· 
( 

····'. ,..,..,. ... ' .. . · .... . . . .. . . ~ . 
,,_• 

'-

_, 

i 

I 

I 
I 
! 

I 

! 
.f 
i 
I 

.. ! 

l-

l 
. ! 



.. ·· 
.. ,, 

•"\ 

6. 

·: 

L 
. 'l'''··· 

.. 

B.eqo~red indtcatore: . 
J.. For presence of S/f. em letters t.o the n~nt: 

. w1 u cOZ!t.a i.n s/ ~. . . 

;. To 1nd1eate lose of wr1t1n~ ~ter:als~ Carron sheets: A~ent 
wrltss t.o Ma~!d, letter vltt'lno s'·.:. Da-lelcp.er: A6cmt <ll'iha 
iD s;..; and fl() ! no~ ea tas. 

" ..... Indicate ear'·ou re-B-u;>pl:: ~'/ tuil:. Upon ind~catlon ot lou or 
ear':<m shEtet.ll (sue a~·Qve), prefera">l:· the next. letter sent to 
AJIJ&nt \:"ill : o o ca.rron oh~ct. In li.tiJ' ease n ~ent unC.ern t.a.nds 
that any cover letter coo.tain~ng the vord 11!inea0 (Sp!Ult&h tor 
fam: bu t(!WD 1:1ritton on a cut.on sheet, which be is then to use 
?'O'rs/il corre5pa::&Ceaee as neaoo-d. 

()slt!.onal indicators: c: "liter received b:t Agent c::onta ininz th'l! word 
"h.a.ciendn" i.n the letter is Wlderetood to ind ic!lto t.'lat the 
sf..; !!18®1l£:e cmta _ rein is to ce dc>"elo;>ed l:y th-3 11 scorch" 
myatem. 

:ll!mier or control tndiCA tors: 
!...ct.ters !rae. Agent.: Any uord, Nrk, phr<UJe 1 ote., a.!ter the 
S~iah 110rd "FDP at the end ot the S/w Jn!!)!jS&{:EI ind~cat.u 
~ is under control. 

Letters to the Agent: AekJ:Iowled.,.~t ot Agent's c<mtrol incHcatcr 
ia tc bo l!iillde '::-y duplicating b.ia "control ind.tcatorrt !n tho 
~ 5/4 BBSAt,""e tc hila. 
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