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29 August 1962 : i

MEMOHANDUY FCR THE RECORD B

.SUB:?ECT:' Swmary of S/W Training and Issuance of Materials. o
AGENT : AMLASH/1

PLLCE : Paris, France

i DATE ¢ 17-22 August 1962

TRATNER: P4 C/0. ' , : o

{ 1. AMLASH/1 was instructed in S/W techniques by the under- ;
ﬁ signed in a Paris Station safehouse on 17 and 18 August, and was g
' given an S/d review in the fipal triefing session held in the hotel
i room of Wallace A, Growery (Madrid Station C/0) on 22 August.

i Instruction was given in the use of carbon writine system XNo. 15136
and in the use of liquid developer system No.56638 . The "scorch”

: method of development was also demcmstrated to A/l as an alternate

system. A total of five howrs was devoted to this instruction.

2. 4/1, who was recruited a short time prior to coming to
Paris, was introduced to the idea of using S/W by the undersigned
during discussions held in Coperhagen. Although for security e e
consideraticns, he was skeptical at first about using such a means » TR T
of communicaticn, he was without undue effort convinced that any *.
productive relationship depended upon his being able to cozmunicate
with his C/0 on a regular basis through. the medium of S/¥ letters
sent through normal mail channels. It was apparent from his early
guestions that he was unfamiliar with the principles of S/¥ and clandes-
tine commnications in general. After further talks in Paris with
Growery on 1% Aingust, &/1 was fully prepared to ancept the concept
of 5/¥ communications,, and arrangezents were made for this instruction : . S
to begin the following day. :
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3. 'The first training session on 17 August lasted a little P
more than two hours, and was devoted to an explanation of the S/¥ S
system of commmnication, including careful instruction in the R S
preparation of a letter containing S/W. A/l also prepared an S/® o
letter of his own under the supervisiop of the undersigned. He ‘
seemed to grasp readily the principl’e%'of the preparation of an S/@W ' S
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measage and experienced only a little difficulty at first in remember.
ing all the steps in sequence necessary for the preparation of an S/W
message. He was generally attentive to the instruction given. How-
ever, in keeping with his termperment, he was a little impatient

during the preparation of the S/W message itself upon the cover

letter. At the end of this session, he demonstrated that he remembered
the basic steps in a satisfactory manner, particularly considering

that 4t was his first day in S/W instruction. . :

L. The second period of instruction tock place in the same

safehouse, lasting about two hours. This session was devoted to a
review of the S/ procedures and the preparation by 4/1 of another
practice S/W letter. FPollowing this, A/l was instructed in the
development of S/W messages, using the liquid developer No. 56638
The scorch system of development was also demonstrated. A/l was i
impressed by the simplicity of the liquid developer and the immediate :

' reaction which it produced. The undersigned developed one message;

i then 4/1 was allowed to prepare the developer from its dry pill form
and {0 develop a second practice S/W message for himself., Following

: the pericd devoted to S/W development, a general review of S/W

: communications was held, the basic points apparently being well-fixed -

: in &/1's mind.
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5. During the final formal meeting with A/1 o 22 August
| with Growery and the undersizned participating, the latier gave A/1

{ a general review of all the 5/4 procedures which were to be used :
: in his contact with KUBARK. He also was provided with the following !
items: :

A. Two sheets of S/W carbon paper { MNo. 151363
B. Forty-seven pills of developer ( No. 56638
C. One tablet of writing paper provided by TSD and
known to be compatible with the carbon sheets. ,
D. 3 No. 2 pezcils of French manufacture. ~ i
, E. One ball-point pen with water-resistant ink. i
N UM ' F. Two accoxocdation addresses: one in Madrid for
regular centact; one in New York City for rapid
emergency contact {see attached S/W data sheet).
G. Appropriate indicators {see S/W data sheet)

N

; : It is noted that A/1 did not have a secure accomodation address in

i PERUMEN to give us at this time. He was told, however, that it was
imperative that he provide one for us by S/W letter within two weeks
of his return to PERUMEN. This he stated he would do.

6. During the last S/W review, 4/1 was shown a photograph o IS T
of one of his practice messagzes which he had prepared. He was quite '
interested in seeing this, which served to illustrate a numwber of the
training points which had been covered during previous instruction.
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Generally, A/1 was an interested pupil and it is believed that he
will be able to carry out the instructions in a proper manner. He
is quite security consciocus, a factor which it is believed, will add
to his attempts to seek perfection in his S/W correspondence and

in the secure storage of his S/4 materials when not in use. It is
also known that A/1 practiced his S/W techniques in his hotel room
after leaving the 22 August meeting. This is known because he had
an additional question toc ask us at a brief meeting on 23 August.

7. It should also be noted that the TSD technician who
developed A/1's practice letters recommends that for best results,
all letters from A/1 be subjected to ammonia fuming before immersion

in the developer.

Attachments:
Agent S/W Record
Form #H-55900

SEETTT
-3

B

Lot




PPV

4-00000

PRI raktinanteren ms
care
T~
. el SR eI T

REPORT OF S/W TRAINING, PARIS.
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AGENT S/W RECORD Date 29 Auzust 1662

P

T S S ORPO TS

1. Agent Cryptosym: AMLASH/1
2, S supplies issued to tho Avent (date and quantity):
2 gheets of carbon 5/ paper #1513%5 and L8 pills of developer

#56632 toth issued on 22 Auzust 1962,

3.[____ |correspondence to the arent will be in Spanish and handwritten
or typed; from thoe agent will be printed or typewritten (in Cpanish).

L. Location assigned for placement of 5/ text: £/4 text will ts placed
on the face of the letier; agent has, however, been instrocted
to check both sides of letters received for 5/M. Letters from the
agent on face of]:]text.

5. Accammodation addresses:

To be supplied by agent in first S/ letter he sends (this to be
by 15 September 1952 at the latest.)

. Ascommodation addresges for letters from the agent:

Regular accomodation address:

Rapid/Emervency accommodation address:

Agents letters to e s‘.‘g;nedl ]

Re-suppl - arranzements: ) -

If cartons lost: Azent urites[—lletter to Hadrid addres: im
normel manner. Absence of S/ messi e Thdicates loss of carbons and
Agent is to expect next letter he recsives to be 2 re-supply of
cartons (in the form of the letter itself).

If developer lost: Agent so indicates in letter to Mairid (in 5/4):

re-supply will take place through one of the thres Dead Drops which
Agent has bteen told to locate and report soomest by S/W. Identity of
Drop utilized and date loaded to be conveyed to Azent throuzh S/¢
message developed by "scorch® method... ses below.
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! 7. Requ'!red indicators: : .
j A. Per presence of &/4 on letters to the agent: ‘11 letters to agent
: will eontain /7. :

! B. To indicate less of vriting materials: Car'on sheets: Arent
writes to Ma<rid, letter with no S/4. Developer: Zfzent writes R
i » in 5/4 and so ‘ndicates, o

C. Indicate carion re-supply b, mail: Uoom indicatiosn of loss of

: carton sheets {zec a*cve), preferatl: the next letter nent to
Agent will e a ea2rion sheet., In any cacse atent un’erstends

that anv cover letter conteining the word "fincs® {3panish for
farm} hae teenm written on a carton sheet; which he ‘s then to use
or </¥ ecorrecpondence as needed.

{ 8. Optioral indicators: Any letter recsivad by Agent containing the word
Yhaclienda¥ in th letter is understood o indicate that the
5/3 wessage contatnis erein {8 to te developed Iy the "scorch
system.

Danger or control indicators: _
: Lettars fram Agent: Any word, mark, phrase, ete., after the i
Spanish word "FDi" at the end of the &/¥ messagze indicates ‘
agent is under control. ' : i

letters to the Ajent: Acknowledzement of Azsnt's control indieator
i to ve made by duplicatinz his "contrel indlemtor® $n the
nsxt S/4 messape to him.
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BGERT S/W RECCRD Dete 29 Auguet 1962

Agent Cryptomym: AMIASE/1

S puppliss iscued to the izent (dats and quaatity):
2 sheats of carben 8/4 paper #15135 and L8 pills of developex
56530 both isaued om 22 Auzust 1852,

eorrespondence to tha agent will be in Spanish end handwritten
or t frem the ageat will be primted or trpewritten (in Spanieh),

Location gssigned for ement of 8/4 text: S5/4 taxt will be placed
an the face of the leiter; agent has, howsver, besa ipstructed
to check both gides of lotters roeeived for 54/, letiers from the

agent on fuce of[:taxt.

Acoczmedation addresses: .
To be supplied by agent in first S/W letter he sends (this to be
by 15 September 1962 at the latest.)

Accommodation addresses for letters from the agent.
Regnlar accommodation address:

Rapid/Emercency acccmmodation address:

Agents letters to be signed[:::j

Re-suppl~ arrangements: )

If carbons lost: Agent writes letter to Madrid address in
normal manner. Absence of S/4 messace indicates loss of carbons and
Agent is to expect next leiter he receives to be a re-supply of
carbons (in the form of the letter itself).

If developer lost: Agent so indicates in letter to Madrid (in S/¥);
re-supply will take place through one of the three Dead Drops which
Agent has been told to locate and report soonest by S/W. Identity of
Drop utilized and date loaded to be conveyed to Agent through S/W
message developed by "scorch®™ method... see below.
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tegu'red indicators: _
h. FPor pressnce of 5/# om letters to the agent: All letters to agent
~ will comtain 8/, :

2. To indicate lose of writing mategrials: Carvon sheets: Aremt
¥rites o Mazrid, letter with no /4. Develeper: Azemt writes
in S/ and 8o !mileatas.

. Indicate car‘en re-supply % meil:  Upon indication of loss of
carton sheets (see atove}, vreferaly the nexi letisr sent to
Azent vwill ‘e o carron shoot. In eny cace sjent undersiands

that amy cover letter centaining the word ¥finca®™ (Spanish for
farm: hss deem writtsn on a carton cheet, which he ig then to use
Yer~s/# corresponcence as needed.

Optlonal indicators: Anmy letter received Yy Agent containing. the word
"hacienda® (n the letter is underetood to indigate that the

5/ msssege containE rein is to e daveloped v the *scorch"
system.

Danger or control indicators:
Tgiters fras Acent: Any word, mark, phrase, etc., after the
S~anish word "FIN® at the end of the S/W messape indcates
agent is under control.

Letters to the Agent: Acknouwledgemsnt of Agent's comtrol indicater
is to bve made by duplicating his "econtrol indicator® in the
pext S/ messeze to him.
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