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The papers included herein embody a series
of action programs designed to impede the
Castro - Communist subversive effort in Latin
America. They were developed by an inter-
departmental group which included represen-
tation from the White House, Department of
State, Department of Defense, Department of
Justice, Treasury Department, Central Intel-
ligence Agency and United States Imformation
Agency.
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CUBA

THE‘MOVEMENT~OF SUBVERSIVES AND SUBVERSIVE TRAINEES

I« Introduction

The actionsg proposed herein are degigned to impede
the flow of subversives between Cuba and other Iatin
American countries, Execution of any one or more of
the enumerated actions will ameliorate the situation;
executlon of them all will not completely solve it.
The practical problems involved are too numerous and
complex.

~With respect to diminishing legal travel to Cuba,

we face multiple problems in the policies and attitudes e

of those latin American countries through which the
subversive traveller must pass. From the viewpolint of
these nations the direct actions required have gtrong

- political and sometimes legal implications ~ impli-
catlons which cannot be overcome eaglly, even when
.the leaders of these countries choose to do so.

« In the matter of clandestine travel, we are .
confronted not only with the great depth of communist
gulle; born of two generations of experlence In the
international movement of subverslves, but wilth the
inexperlence, ineptitude and lack of awareness in
these game matters on the part of the ILatin American
community. ‘

In spite of this, the advantages do not all reside
Wwith the communists. Cuba's insular character imposes
certain sharp limitations upon personal movement .

Cuba has no frontiers with other states; everyone
who enters the country must do go either by water,
or alr, There can be no slipping through the
barbed wire.
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o On. the other hand, this same geographic situation
i makes clandestine entry and exit reasonably simple.
‘There are 3,825 linear miles of essentially unpa-
trolled Central Amerlcan coastline, within 175 to

850 miles from Cuba, There are at least.93 alrfields,
other than ours, within 700 miles of the igland, and
the ships and craft indigenous to the Caribbean, and
‘capable of supporting the subversive ebb and flow,
number well into the thousands,

Bven 1n the face of these unfavorable factors, a
program of direct restraints, selected from among
the actlons enumerated herein, can have favorable
effects, Under the proposed steps some travel would
be stopped completely. More - probably much more -
would be rendered difficult. Some hiltherto legal
movement would be driven underground, Previous -

and-harasged t6 the point where it becomes more
costly, more uncertaln, more hazardous and thus,
hopefully, less extensive,

ITl« Nature and Sccpe of the Problem

We do not know enough about the movement of
subverslve trainees,; into Cuba and - more important -
out of Cuba. We do not know enough about the volume
of travel, or the media employed, This is par-
ticularly true in the area of i1llicit traffilc, where
our knowledge 1s extremely limited.

Regarding legal travel to Cuba, CIA presents the
following estimatet

clandestine movement would be lmpeded, complicated - .

DocId: 32276221 Page 9
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Legal Travel Into Cuba

Country No, of L&gal Travellers Country No. of Legal Travellers

, Jan-Feb S Jan-~Feb:
1962 1963 1962 1963
Mexico L91o% - 969 Argentina 500 g Unk
Guatemala 80 Unk Uruguay 115 Unk
El Salvador 100 8 Paraguay 60 Unle...; «
Nicaragua 50 Unk Brazil 400 Unk
Costa Rica 216 10 Honduras 92 21, "~'
Venezuela 200 ' Unk British 4o . Unk'
s . Guiana RN S e
Colombia 4oo - -~ Unk Panama 56 . o
Ecuador 208 Unk Trinidad Unk _Unk
Peru 181 Unk Jamaica 593 - Unk
Bollvia 500 Unk Dominlican None ‘ Unkf 7 ;
Republic T

Chile 551 85 Haitl Unk - Unk

* In transit, including about 300 Mexicans

While some of these travellers proceeded to Cuba by
other routes, the great majority passed through Mexico.,
On the most conservative basls, then, 1t will be seen
that there cannot have been fewer than 4,912 travellers
to Cuba during 1962, while the average monthly number
passing through Mexico for the first two months of
1963 ‘is even higher than the 1962 monthly average.

Of the total number visiting Cuba, the Central
Intellligence Agency estimates that at least 1,500, and
perhaps as many as 2,000,have received ideologilcal
indoctrination or guerrilla warfare trainlng, Many

L 3
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of these are still in Cuba., Others have -returned to
thelr homelands; some by legal means; some probably
by 1llicit means, There 1s no reason to presume,
moreover, that the travel to Cuba of the remaining
3,000~3,500 was entirely consistent with tha*beat
intere&ts of the hemisphere.

Prior to the,Ocﬁober crisis, lLatin Amerlcans
travelling to Cuba usually moved by regular commercial
airlines or, on occasion, by speclally chartered
Cubana flights, Some travelled to Trinidad or

‘Curacao and thence by regularly scheduled Cubana or

KIM-flights to Havana, Others travelled to Mexico,
and from there by Mexicana or Cubana commercial
flights to Havana, With the cessation of service
to Cuba by Pan American, KIM, Mexicana, and Iberia
airlines in October, the regular Cubana service
between Mexlco Clty and Havana remained the sole
direct and regular airline connection between Cuba:
and the remainder of ILatin America.

The Oubana service between Havana and Mexico ia
gcheduled to operate twlce weekly, but sometimes only
a single flight 1s completed per week, Alrcraft now
employed are British Britannias - an obsolescent model.
Cubana has requested, but has not yet received, -
Mexican approval to substitute Soviet IL-18 transports
for the old Britannias, Delay by the Mexicans in
granting thls approval can have the favorable effect
of impeding travel, as the Britannlas are now in
poor condltion,. If in addition, the British and

"Canadlans can be induced to suspend delivery of

spare parts, the planes wilill soon become inoperative,

Iberia airlines resumed its regular twlce-monthly
flights from Madrid to Havana on 11 February. This
flight makes one stop, 1n the Azores, before reaching
Havana.

KIM has not yet resumed its regular flights to Cuba
from the Netherlands Antilles, However, it is now con-
gidering dolng sBo. In this regard 1t 1s concluded that
resumption of scheduled flights by a United States
carrier could serve as an encouragement to KIM and
others to do the same.

R | 4




Soviet and Czech airlines serving Cuba do not stop
regularly at any other Latin American country, though
the Sovlet Aeroflot line has ¢ccaslonally sought and
recelved permission from Brazill to land at Recife,
enroute to Cuba, Some Latin Americans may have
travelled to Cuba on these infrequent flights and,
should Brazil permit this arrangement to become
regularized, the movement of subversives could
achlieve a new order of magnitude, :

A Canadian non~scheduled line has operated a few
flights from Canada to Havana and return, carrying
both material and pergonnel, The Canadians have been
unresponsive to oyr efforts to obtain identification
of the pasgsengers, o

There are no regularly scheduled sea carrlers
operating between Latin America and Cuba, However,
a number of trainees from British Gulana have :
travelled to Cuba aboard unscheduled Cuban merchant = =
vessels engaged In transporting rice from Gulana to

- Cuba, ‘

Clandestine sources report that transit of ILatin
Americans through Mexlco to Ouba often involves illicit
procedures, The Cuban embasgsy in Mexico Cilty provides
the travellers, whom they ldentify as bourists, with
special Cuban entry papers; no entry is made in their
passports, and they are glven pseudonyms for travel ’
out of and into Mexico. This procedure is obviously
deglgned to impede any effort by the other ILatin
Amerlcan governments subsequently to identify the
travellers and to exerclsge survelllance over their

activitles upon their return,

Evidence at hand portrays a substantial flow of
travel by legal means. Thls must be countered
directly., Beyond this, and perhaps of greater
importance; 1l the problem of 1llicit movement both
into and out of Cuba, which will undoubtedly assume
growing proporfions as legal travel 1s curtalled,
and about which our intelligence is at present most
limited, Ellminatlon of thils intélligénce vold must
be accorded high priority. ‘

) 5
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IITI. The Attitudes of the Latin American Natilons

Success of many of the overt actions proposed in
the gectlions to follow will turn upon the attitudes
of the Latin Amerilcan nations within whose borders
the restralining actlions must take place., Presented
briefly below 1s an estimate of what can be expected.
from the varlous sectors of Iatin America in terms
of particlpation in a coordinated program of travel
control.

As a general matter, the imposition of controls
on travel 1s not popular with the public in any ILatin
Amerlcan country. This, coupled wilith thelr current
lack of full awareness of the danger represented by
Cuba's training of subversives, will diminish the
willingness of some governments to impose controls
unllaterally, Thils is especlally true since they
recognize that unllateral restraints will have little
effect on curbing the travel of thelr natlonals to -
Cuba, 1f supporting multilateral action is not also
taken, It 1s likely, however, that most of the
Latin American countries would respond favorably —-
albelt 1n varying degrees -~ to US leadership in
seeking to reduce the flow of persons to Cuba for
ldeological or subversive training.

The Central Amerlcan countrleg are more acutely
aware of the danger posed by Cuban-inspilred sub-
version than 1s Latin America at large, and can be
expected to react favorably to proposals for re-
ducing travel to Cuba which President Kennedy might
present at the San Jose Prgsidential meeting,
However, thelr abllity to carry out commitments which
they may make will be limited by domestic legal
and political conslderations, as well as by thelr
countriesg! technical incompetence in such matters

Since Mexico i1s currently the principal
hemigphere transit point for legal travel of sub-
versives to and from Cuba, 1tg attifude is of grea
importance. Mexico, to date, has taken several
signifiicant steps with respect to travel between
Mexlcan citles and Cuba, It has lnstituted close

SECRET 6
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survelllance over travellers, to include stamping.
passports to evldence travel to Cuba. In addition,
the Mexlcans now photograph, covertly, all persons
arrlving from or departing for Cuba, and have glven
taclit approval to suspension of Cuban service by
Compania Mexicana de Aviacion (CMA), These actions
all suggest that Mexico might be induced to take even
further cooperative steps, particularly on an un- _
publicized, bl-lateral basis, wherein the political
hazards of taking a public 0AS position are not
Involved, In this regard, the Central American
Presldents would probably agree individually to seek
the particlpation of President Lopez Mateos of Mexlco
In specific cooperative moves to restrict the flow
of persons to Cuba through that country.

,(g(s)CC«)

Peru now has regulations which actually prohibi
travel to Cuba, but the .regulations have engendered
public reslstance, and are not enforced, The
Dominlcan Republic prohibits such travel, Hailti
has no established policy, but passports and exit
permits are reportedly issued only on the personal
approval of President Duvallier, Colombia could
legally lmpose restrictions by executlve decree,
but has shown no inclination to do so. Other . ;
countries, such as Venezuela, Chile, and the Central
American natlonsg, plead the existence of legal or
congtltutional barriers which preclude the pro-
hibltlon of travel to Cuba, but thus far, they
have made llttle effort to remove these barriers.

Five Latin American countries (Brazil, Chile,
Uruguay, Mexico, and Bolivia) now maintain diplomatic
relations with Cuba., Brazll continues 1ts drift to
theileft and gives little evidence of modifying its
tolerant attitude toward the Castro government.
Chile, with a legal Communist Party, exercises no
regtraints on travel to Cuba, elther direct or
via third country. ‘ :

The elimination of all legitimate passenger
service To Cuba from Latin America could be

SECRET : 7
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achleved through invocation of the Rio Treaty, but it
is unlikely that the hemlsphere countries would agree
to .do so 1n the absence of some major crisis similar
to that involving the Soviet missgiles or a case of
dlrect Cuban intervention in another Latin American
country. Nevertheless, a campalgn on our part to
develop a full awareness of the danger represented

by the flow of Castro-trained subversives would '
probably create a growing willingness to take action
orlented in this dilrectlon. In this connection,
however, 1t 1s concluded that resumption of regular
passenger service to Cuba by United States companies
would render more difficult our efforts to persuade
Latin American and other free world countries to .
take a grave view of the situation, and to partici-
pate in dynamlc action. i

Virtually, all the latin American countries would
be willing to move against Cuban-trained subversives
upon their return to home countries, once they put -
thelr new training to use. The efforts of these
natlions will not be dramatically effective, however,
since, in the area of Internal security, all of them
suffer from deficiencies in technical skill, tralning, =
equipment and sometimes from a lack of a sense of
urgency. The Unlted States can provide essentlal -
leadership in eliminating all of these defilciencies.

IV, Actions OOnearning Tegitimate Travel

Listed below are speclfic actions contemplated to
impede legitimately executed travel, to and from Cuba.
Legitimate travel 1s characterized, for this purpose,
as travel on recognized public carriers, openly = -
arranged and involving travel documents which are
presumed to be in proper order, Certain of the
actions, 1t wlll be noted, are partially in effect,
Others have been proposed to the OAS - wholly or in
part - by its Special Consultative Committee on
Security. ‘

e g
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1, Immediate Impact Actlons

The following actlons offer promise of producing
early, vilisible and effective results.

8 e Adminiatrative Acticns

(1) Both through the OAS and bilaterally, inﬁuce
each Western Hemlsphere country to: :

(a) Stamp passports or other travel
documents issued to own natlonals "not valid
for ﬁravel to Cuba,"

(b) Refuse exit permits for Cuba to any
national of a third country who cannot produce
a valid permit lssued by his own country for
travel to Cuba. :

{¢) Refuse to honor any visa for Cuba which . |
1ls not an integral, non-detachable part of the
travel document issued by the country of which
the traveller i1s a citizen,

(d) Reqmire accurate manifests of all. carriers
departing for or arriving from Cuba, and furnish
coples of these manifests to diplomatic missions
of other Western Hemlsphere countries which are
affected,

(2) Persuade Mexico to fingerprint, in addition
to photographing, all persons leaving for or

arriving from Cuba, and to provide data to the par
ent country of the nationals involved.

QCO@

(3) Make Qavert arrangements with police and
mther securlty and administrative officlals in
countries now being used for legal transit to Cuba
to impose adminlstrative lmpediments and harassment
on suspleclious Cuba~bound travellers, in order to
increase the difficulty of travel and thus dis=
courage progpective travellers,

b Kntellig&nce Acti0na

(1) Intensify U.S, intelligence efforts in
each country to ldentify persons who have travelled,

SECRET 9
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or intend to travel, to Cuba, and report selected
Information promptly to the host government, as
conslstent with our own intelligence pro-

gram, and the requirement to protect our sources.

(2) Intensify current efforts to introduce
covert, U,S5, - controlled agents from each country
into the Cuban training program.

¢ Aoctlons Related to Cammpn Carri@rs

(1) Prohibit resumption of air service to
Cuba by U.S. carriers, in order to provide a
favmrable example ta athﬂr mations» BT

(2) Expand current restrictions on foreign

shipping engaging in commerce with Cuba by

“elosing United States ports to all ships of

2.
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any shlpping line which continues to send any
ships to Cuban ports.

(3) Both through the 0AS and bilaterally, request
Latin Amerlcan countries to prohibit ships arriving
from or departing for Cuba from embarking or disem~
barking passengers In thelr ports.

(4) Both through the OAS and bilaterally,
request Latin American countries to deny their
ports to ghips of Cuban reglstry.

d. Propaganda Actions

~ Pursue a hemisphere~wide publicity campailgn

to expose the scope and purpose of Cuban trainmmg
of the nationals of other countries for sub-
versive purposes, in order to discourage pro-
gpective trainees and impress the governments

and the peoples concerned with the urgent

need to halt the travel of Latin American
nationals to Cuba. :

Longar Ranga Actions

The following actions should also be undertaken

without delay. Thelr ultimate results may be of far-

- 10
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reaching importance, but prabably will be 1ongerkin
reallization., ;

a. Political Actions

(1) Renew and Intengify bilateral negotiations
with the five Latin American governments which"
have not done so to sever diplomatic relations with
CUbaw . : : <

(2) Through bilateral negotiations press cddntﬁiaé,  :
with inadequate legal restrictions on travel to .

Cuba to adopt laws enabling the prohibition af~suéhf ff7" 

travel and providing severe penalties for evasion,

Recommend that rewards be offered for identifigatiaa  ﬁ1f;j~

of evaders,

(3) In separate diplomatic approaches to each
country, reiterate the need for full and effective
cooperatlon wlth appropriate OAS bodies, and bi-
laterally among the several states, in the inter-
change of Information concerning travel of persons
to Cuba and other Castro-Communist subversive
activities.

(4) Propose periodic regional or sub-regional
meetings of ministers of Government of the V
Amerlican Republics to review the implementation .
of steps taken by them to combat movement of
subversives in the Caribbean.

(5) Urge other Latin American nations to .
negotiate separately and/or collectively with Mexico
Uruguay, Brazil, Bolivia and Chile in order to en~ -
list cooperation in adopting specific measures %o
prevent the movement through thelr countries of
third country personnel to and from Cuba, '

b. Intelligence Actlions

Intensify our action in making available to each -
country selected intelligence concerning the extent,
nature, and insidious implications, of Cuban sub~
versive activitles, as consistent with the require-
ment to protect our own intelligence program,

s 11
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¢, Administrative Actions

(1) Encourage Latin American governments to insti-
tute administrative procedures, such as exhaustive

~examlnation of manlfests, alr-worthiness checks of

alrcraft, baggage lnspectlon and inspection of health
and other documents, all designed deliberately to
delay and otherwise make difficult the carrying of
passengers to Cuba. ;

(2) Request governments of Latin American countries
which persist in malntaining diplomatic relations ’

. with Cuba to expose the falsification of travel docu-
‘ments by Cuban embassies or consulates, and take

punitive measures, such ag the expulsion of Cuban

diplomatlc personnel, to bring such illegal activity

to a halt. Provide U.,S. technical assistance as re-
quested, ,

(3) Intensify technical assistance to Latin

 American countrieg 'in improving immigratien and

cuﬁtmms controls.

d. Aations Related to Common Carriers

(1) Persuade Mexico to halt Cubana Airlines
service. If unable to do so, seek to persuade ~ s
Mexico to refuse the introduction of Soviet-made a1r~ 55
craft in the Havana-Mexico City route on technical
grounds, This will create an obstacle to Cubana,
since the Brltannla aircraft now used are falling
into disrepailr. v

(2) Request again of Great Britain, Canada, and
any other potential suppller that they cut off the
supply of spare parts for Cuba's Britannia aircraft.

(3) Conduet negotiations with the Netherlands,
Mexico, Cahada and Spaln to persuade those countries
to stop, or refralin from reestablishing, commercial
alr flights to Cuba. Enlist the cooperation of
other Western Hemlsphere countriles normally pro-
viding terminal service for any of the alrlines in-
volved, such as Venezuela and Trinidad, in applylng

pressure.,

L. | L1
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e, Propagands Actions

(1) Intensify USIA and CIA input of propaganda
in Latin American public information media discredit-
ing the Cuban training effort, exposing the hazard
which 1t holds for Latin American tranquility, and
discrediting persons who have undergone subversive
training, 1n order to discourage possible volunteers
and develop popular opposition to such activities,

(2) Identify returned trainees who are dig-
gatlisfled with their Cuban tralning experience and
explplt thelr capabilities for provigion of intelli-
gence and propaganda material for exposing and
discrediting Castro-Communist subversive activiiies.

(3) Initiate a publicity campaign throughout

which focuses unfavorably on the use of Mexican, =
Uruguayan, Brazilian, and Chilean transit facilities
for movement of persong of other countries to and
from Cuba for subversive purposes.

3. Organization of American States (OAS) Actions

In view of the important political, psychological,
and, hopefully, material benefits to be derived from
‘any succegs achleved through the 0AS in combatting
Cuban subversive activity, the following measures
should be undertaken by the United States in that body,
at times and under clrcumstances which give regard to
the need to preserve hemispheric solidarity, and give
recognition to the fact that progress will probably
be slow . ¥,

a., Pursue adoption by the OAS of a resolution
calllng upon all member states to sever diplomatic
relations with Cuba, thus impeding the travel of
subvergives to Cuba by legal means, and at the same
time, creating serlous obstacles to other related
Cuban subversive actlvitiles.

B 13
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be Propose. recommendations by the 0AS to member
governments of a program of sgteps, on both the
national and international levels, to control
‘travel by their nationals to Cuba, utilizing the
proposals 1n the report by the Special Consultative
Committee on Security (SCCS) as well as the specific
recommendations set forth herein, :

‘ ¢+ Once the initial comprehensive program in

b, above is undertaken, utilize the appropriate
OAS Dbodies to follow up on implementation through
such means as multilateral exchange of information,
meeting of experts, and utilization by individual
countries of the services of the Special Consulta-
tive Committee on Security,

"d. Propose adoptlon by the OAS of a resolution,
binding upon all member states, to terminate
regular air and maritime carrier traffic with

V. Actions Concerning Illegal Travel

-As the actions outlined in the preceding sections
become effectlive, one of the results will be to force
the hitherto legal travel into clandestine channels,
It may, therefore, be expected that measures to
impede lllegal movement will acquire steadily in-
creaging importance.

The steps proposed herein are listed, as in the -
preceding section, in terms of immediate impactspro-
Jects which promise early and visible results, and
longer range projects which, while of great importance,
cannot be expected to mature as rapidly.

1. Immediate Impact Actions

g, Intelligence Actions

(1) Increase greatly our penetration and
other intelligence efforts to identify persons
engaging 1n 1llegal travel to Cuba, and

i 14
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determine routes and methods employed. Report
selected information, consistent with the
requirement for protecting our own intelligence
program, to host government,

(2) Utilize US intelligence capabilities to
determine the nature and extent of clandestine”
alrcraft and small boat traffic between Cuba and
other countries in the Caribbean area, with
speclal attention to Mexico, Honduras, Jamaica,
Haltl and the Dominican Republic. Use eviderice
obtalned to persuade governments concerned to
instltute surveillance and other control measures, |

b, Surveillance and Reporting Actians

; (1) Continue current us sea and air sur-
velllance of the Caribbean area .contiguous to
Cuba, i 2

(2) Continue the development, at high
priority, of US communications 1n Latin America,
in order to improve alerting, reporting and

econtrol capabilities.

‘ (3) Bstablish intelligence centers at
Caribbean Command and Caribbean Sea Frontier
Headquarters for rapid processing and dissemi-
nation to countries concerned via the American
Ambassadors, of intelligence on the movement
of subversives.

2. Longer Range Actions

8o Surveillamoe Actions

(1) Establish a coordinated Caribbean sur-
velllance system. involvings

(a) Continued close-in surveillance of
Cuba by US forces,

(b) A US military alerting system, by

which Intelligence of subversive movement will
be rapidly transmitted to the American

g ~ 15
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b. US Military Assistance Actions

Ambassadors to countries concerned through
intelligence centers at Caribbean Command
and Qaribbean Sea Frontier Headquarters of
the Atlantic Command,

(¢) A unilateral survelllance and inter-
ceptlon effort by each country in its own
territorial waters, ' A

(d) US assistance in final interception
_An terrlitorial waters, upon request by the
country concerned, v

(1) Establish Military Assistance objectives
and planning guldance to provide selected
countries, especially in the Caribbean and
Central American area, with the necessary small
patrol craft, training and logistical support,
including fuel for operations 1f required, to !
enable these countries to establigh an effective
patrol of thelr own coasts. Provide necessary
funds in addition to present programs.

(2) Provide US Navy, Air Force and Coast
Guard tralning assistance, as required, to
develop or improve coastal patrol capabilities
of Latin American military forces. . Thig may
take the form of a Canal Zone training activity,
employment of mobile training teams, or a com-
bilnation of both.

(3) Urge the accelerated improvement of
internal security forces and police forces in
Latin American countries and the intensification
of patrol and intelligence activities aimed at e ;
preventing clandestine departures and apprehending -
returned trainees. Provide equipment, training
and advice as required, ;

lQ‘ « 16




CUBA

CONTROLS ON THE MOVEMENT OF FUNDS

DucId:32276221 Page 24




DocId: 32276221 Page 25

TABLE OF CONTENTS

Introduction

Nature and Scepe of the Problem

1. General Methods of Tranﬁferring Convertible

Currency :
2. Introduction by Individual Travellers

3. Transfers threugh Banking Institutions

4. Transfers by Diplomatic Personnel

5. Transfers through Trade Subterfuge

6. Relative Importance of Tranafer‘Math@iﬁ

Actions Recommended

PAGE




CUBA

DIRECT CONTROLS ON THE MOVEMENT OF FUNDS TO AND

WITHIN LATIN AMERICA

T. Introduction

| The purpose of this paper is to recommend measures
- g which will impose direct controls upon the flow of funds
from Cuba to and within other Latin American countries.

We possess evidence that Cuba is providing financial
support to subversive campalgns in other Latin American
countries, but the full dimensions of the problem, in
terms of amounts involved and methods used, are not
known. We need more information. . The difficulty with
which this information is procured underscores the prabm
lems of counter-measures, since funds can be transferred
internationally or acquired locally in many ways, all =
difficult to detect and harder to prevent. While we
may be able to diminish the flow through some channels
and increase the difficulty of Castro's subversive
financial operations in others, we cannot hope to suc-
ceed in stopping them altogether, and even 1f this were
feasible, the possibllity of financial support of
subversion by the USSR and other Bloc nations would remain.

Nevertheless, it should not be concluded that
the impediments recommended herein are of insufficient
importance to warrant their imposition. Impediments
to the movement of funds can be imposed at relatively
little cost to the United States, and they will have
some effect in interfering with Castrol's pursuit, through
subversion, of his baslic objective of galining communist
allies in Latin America. This effect could be very
significant when added to others that we hope to achieve
through our over-all anti=subversion program. ‘

In examining this problem, 1t qulckly became
evident that the most effective countermeagures are to
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be found in the area of reducing the capability of

Cuba to acquire reserves of free world convertible
currencieg, such as U,S. dollars, Canadian dollars,
Pounds Sterling, Swiss francs, etc. Cuban pesos are
usable only in Cuba. They are not convertible to any
other currency and are therefore of little if any value
elsewhere 1n the world. Cuba's reserves of foreign
exchange, moreover, have been steadily diminishing

and are now estimated to stand at not more than $25
million to $50 million. If we are willing to Intensify
our efforts to weaken the Cuban economy, these foreign
exchange reserves can be reduced further., However, it
must hotcbe overlooked that the Soviet Unilon can provide
foreign exchange for Cuban use,

While of transcendent importance, this question
of diminishing Cuba's foreign exchange through economic
measures 1s properly related to the larger objective of.
weakening the economic- -position of Castro-Communist
Cuba, and thus advancing further toward the goal of
causing the downfall of the Communist government. As
progress 1s realized in this broad endeavor, there will
be a reduction in Castro's ability to finance subver-
sive operations in the Hemisphere. 4

The matter of intensifying our economic warfare
against Cuba 1s regarded, however, as beyond the
purview of this committee. Therefore, the program of
actions recommended in this paper has been directed
to the transfer of funds. This includes physical:
transfers, transfers through bank transactions and
transfers by subterfuge in connection with trade.

o ke d Nature and Scope of the Problem

1. The Castro regime may transfer convertible
currency to subversives 1in other Latin American
countries by four general methods:

a. Introduction by hand, by legal or illegal
travellers.

b. Transfers through international banking
institutions. ‘

e 2
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¢. Introduction by Cuban or Bloc diplomatic
. personnel, including couriers.

d. The practice of subterfuge 1in connection with
international business transactions. ,

These methods are discussed in following paragraphs, along
with steps which might be undertaken to diminish the -
effectiveness of each.

2. Introduction of Funds, by Hand, by Individual
Travellers

This 1s the least cenvenient and least dependable
method in terms of the hazard of theft, loss, misappropria-
tion, confiscation or extortion. Neverthelea&, we have
evidence that this technique is employed. ‘Funds can be
introduced by legal travellers, where there are no effec- -
tive controls, or they can be introduced by smuggling.
With respect to smuggled funds, it 1s noted that the
measures previously approved for control of illegal
travel will likewise be effective in impeding the illegal
mavem&mt of funds by such persons. In like manner, the
measures previously approved for control of legal travel
will affect the movement of funds by persons in that :
category.

L E Additional restrictions on the introduction of
funds by legal travellers might be adopted by Latin
American countries, in the form of limitations on amounts
_or administrative requirements for declaration of sums
4in hand. However, recommendation on our part to
institute such controls would be contrary to our esﬁab»
lished policy of encouraging the Latin American nations

~ %o maintain free exchange systems. These countries

need foreign exchange, and would consequently be hesi-
tant to adopt any actlons which would limit their means
of acquiring it. Additionally, the adoption of controls
on the importation of foreign exchange by Latin American
nations would impose an undesirable burden on legiti-
mate business and other travel from the United Stateﬁ,
as well as from other friendly nations.

| R z 3
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’ Thus, in the category of movemént of funds b& ’ |
travellers, it 1s concluded that 1ittle more should be
done-at this time than is currently in motion.

3. Transfers through Banking Institutions

In addition to physical transfers of curreney?

Cuha can transfer funds to subversives in Latin America
~through banking institutlons, either by cable or by mail.
Cuba's reserves of foreign exchange are held principally,
in the State Bank of Russia, the Moscow Narodny Bank in
London, the Banque Comerciale pour 1/Europe du Nord

(a Communist owned institution) in Papris, the Bank Intra
of Swltzerland, the Bank of Montreal and the Royal Bank
of Canada. Funds from these deposits are transmitted

on order of the National Bank of Cuba, whiah eontrols
all of the accounthi

# UaSs dollars are the principal currency useﬁ in’
Latin America. The transfer of dollars from these ,
overseas accounts to subversives 1n Latin American |
countries can be impeded, in a significant degree, thremgh
the institution by the United States of blocking controls
against Cuba, under section 5(b) of the Trading with the
Enemy Act. This blocking action would prohibit all
transactions with Cuba by persons or institutions sub-
ject to the jurisdiction of the United States, and :
would effectively interrupt Cuban movement of U.S.

dollars to Latin America through any U.S. bank.

Movement by Cuba of dollars through banks of
third countries would also be greatly diminished by this
action. It is known and generally accepted in inter-
natlonal banking circles, that it is standing U.S. policy
that any foreign bank which transfers dollars through
U.S. banks in behalf of a blocked country 1ls subject

Yo having 1ts own U.S. accounts blocked. Because of the
. importance of U.S. banks in international trade, foreign
~ banks cannot afford such a restriction. This poliecy
has been effective in the past, having deterred foreign
banks, even those of Communist countries, from engaging
~in dollar transactions on behalf of Communist China,
which have been blocked by the U.S. for over twelve
years,

e 4
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, With U.S. dollar channels blocked, other, less = |
desirable, avenues would remain open to Cuba for bank
transfer of convertible currencies such as Sterling,
Swiss francs, Canadian dollars, etc. If the British
and Canadians could be persuaded to prohibit remit-
tances in thelr currencies in behalf of Cuba, the
latter's capability to move funds through banking
channels would be further curtailed, and transfers in
other currénciles, such as Swiss francs, would be
relatively easy to detect and monitor. While it is ,
unlikely that British and Canadian cooperation would be
forthcoming in this degree, these countries could still
make a valuable contribution to the campaign against
Castro-Communist subversion by providing intelligence
concerning major transactions in their currencies by
Cuba. / : -

4, Transfers by Diplomatic Personnel

g We know that convertible currencies have been , ,
‘carried to Latin American countries illegally by Sy e |
diplomatic representatives and couriers of both Cuba i
and the Bloc countries, under the protection of their
diplomatic immunity.  This form of transfer can be ~
diminished through the rupture of diplomatic relations
with Cuba by those countries in Latin America which '
have not already taken such action. However,; the
diplomatic facilities of other Bloc countries would
probably remain available to Cuba in some Latin American
nations.

5. Transfers Through Trade Subterfuge

An effective method of disguising transfers of
funds for subversive purposes is to give such transfers
the appearance of legitimate payments for items received
in trade. In one technique, goods may be sent to a
Cuban addressee by a subversive in the export-import
business in a Latin American country bearing an erroneous
invoice. A shipment having an actual value of $10,000
can be invoiced and paid for at $12,00Q,thus achieving
a direct transfer of $2,000 from Cuba to the Latin
American country whence the shipment originated. Such




transfers of funde could be eliminated only by the
interruption of all trade between Cuba and other Latin
American countries. And even if this were achleved;
the same technique could be used, although at greater
cost and with much more difficulty, to transfer Cuban.
funds to Latin America via France, for example, through
a third party French Communist Import-export firm.

Another commercial technique for transferring
funds from Cuba directly to Latin America, through trade,
1s by means of uncompensated exports. As an example, a
Cuban source might send $5,000 worth of Cuban publica-
tions to a leftist bookstore in Chile. The bookstore
would not pay Cuba for the publication, but instead
would use the proceeds of the sale for subversive pur-
poses. This method also could be fully controlled
only by an interruption of trade with Cuba,,

6. Relative Importance of Transfer Methods

All of the above mechanisms are usable, and prow=
bably all are employed now. However, since large sums
can now be transferred readily through banking institutions;
with small risk of loss or exposure, this method is
considered to be the most significant and is deserving
of the greatest attention in an action program. Next
in importance probably 1s the transfer of currencies
by diplomatic personnel - a procedure involving small
risk of loss or exposure. Transfers by legal or
i1llegal travellers are considered to be less important
in view of the risks involved, the physical limitations
on amounts which can be carried by individuals and the
avallabllity of other means. Trade subterfuge would
presently appear to be of least significance, since
such arrangements involve more difficulties than any
of ‘the other avallable methods.

11T, Actions Recommended

1. The actions proposed herein, when added to those
already proposed for controlling the movement of sub-

i 6
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versive persons, propaganda and arms, will serve to
inhiblit directly Cuba's effectiveness in financing sub-
vergion in Latin America. It must be acknowledged how«-
ever, that Cuba's efforts to provide convertible currency
to subversives in other Latin American countries cannot
be rendered wholly ineffective by these measures alone.
Complementary steps designed to reduce the abllity of
Cuba to acquire foreign exchange will also be ragulred
to constitute a full attack on the problem.

2. The following actions are recommended as
promlsing to have some significant effect:

a. Establish regulations blocking

(1) the unlicensed transfer of U.S. dollars
to Cuba; $

(2) the unlicensed transfer of U.S. dollars
directly or indirectly from Cuban accounts to
free world countries; and

(3) all other unlicensed transactions
with Cuba or Cuban nationals, or transactions
involving property in which there is a Cuban
interest,.

These actions should be taken only following the
development of detailed implementing instructions
by the State and Treasury Departments and their
final evaluation in light of other considerations
which bear on the matter.

b. Seek opportunities to pursuade Latin American
nations which have not done so to sever diplomatic
relations with Cuba.

¢. Increase intelligence efforts to gain
information concerning:

(1) the size and location of Cuban accounts
in free world banking institutions:
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(2) transfers of funds from these accounts
to recipients in Latin America; and

(3) Cuban movement of currencies to other
Latin American countries by legal and illegal
travellers, including diplomatic personnel.

d. Where locally feasible, encourage Latin
American nations to impound funds of know Castro-
Communist organizations. :

e. Encourage Latin American countrles to enlist
the cooperation of their financial institutions
in detectlng suspleclous accounts and in exposing
transfers of funds for subversive purposes.

f. Seek, using appropriate meang, to induce
Canada, Great Britain, and other NATO countries
to provide Information on the direct or indirect
transfer of significant amounts of their currencies
by Cuba or Cuban nationals to other Latin American
countries.

g. As applicable, persuade Latin American
countries to sever all direct or indirect trade
relations with Cuba, except those involving sale
to Cuba of foodstuffs and medicines.

h, Encourage Latin American countrles to
egtablish surveilllance of known or suspected
Communist controlled businesses to inhibit trans-
fers of funds to subversives through such egtab-
lishments,

1. Encourage Latin American countries to ex=
pose and publicize i1llegal transfers of funds
for subversive purposes.
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CUBA

MOVEMENT OF PROPAGANDA MATERTALS

I. Introduction

The actions proposed herein are designed to impede
the movement of Communlst propaganda materials from Cuba
to and within Latin American countries. They complement
~the baslc actions relating to control of movement of sub-
versive trainees to and from Cuba, which actions. are gen-
erally appllceble in the solution of this problem as well.
As in the companlon measures for control of the movement
of subverslve trainees, successful execution of the actions
proposed below will reduce the flow of propaganda materialﬁu
but will not eliminate 1t mnbirely. , .

. Communist Cuba has many legitimate outlets through
:%ﬁhieh propaganda materials flow. As these legitimete
~ outlets are bleocked by the initlal steps herein preyaseé, :
1%t will be necessary f@r the Cuban propagandists and their
sympathizers élsewhere to turn from the mass exparﬁatiom
of materlals te the productlon and dissemination of the
same materlals in a clandestine environment within the g
several Latin American countries. Of the two threats, the
Alldelt: yr%duatiwm of propaganda materials in eaah gountry -
will be by far the more dlfficult to abate. i

~In combatting these threats, one of the most peﬁerm” .
~ ful factors 1s the influence of our own information and
~_counter-propaganda efforts, which USIA and CIA have T
creased greatly during the past two years. This paper,
however, 1s concerned wholly with direct actions; actions
designed to impede the movement of propaganda materials
to and within Latin Americ&.

II* Nature and Scope af the Problem

. Wnile the Castro Image has f&ded somewhat in Latinr
~ BAmerica, and the attractlon of Cuba as a model has dimin~
ished, the susceptibility of the Latin American peﬁpie Yo
communist propaganda remains high. The basic social and

economle factors which have made this true in the past
have not greatly altered, and the variety and quantity of
propaganda materials with whiah the Latin Americans are
now bepét are impresslve, as exemplified in the many -
milllons of dollars which the communlsts are estimated to
be investing Iin the project annually. It 1s a large pro-
gram and 1t presgsents a continuing threat to the tran~ :
fquility of Latin America. /
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OQur efforts to combat the problem, moreover, are 8
complicated by the fact that freedom of thought, express-
lon and press are generally highly regarded in Latin
America, albeit not universally honored, and any proposals
to reduce the flow of Castro-Communist subversive materials
mugt be influenced by this fact. Otherwise the United
States may find 1tself indicted for fostering police-

state methods, a charge which could alienate many of the
Latin Amerieaﬂs we seek to influence.

For the purpose of this paper, propaganda materials

newspapers, news service output), motion pictures, dupli-
cating or reproducing equipment, electronic communications
equipment, and printing regources; particmlarly paper stccka ~
pilea, :

chever, to be complete, "movement of prapaganda

materials" must extend also to publications wheéh are h&hﬁwa
carried into a country by legal or illegdl travellers for
subsequent reproduction. I¥ must also include m&terials
transmitted through Cuban and Soviet Bloc diplomatic o
channels, shilpments vla postal channels, quantities Intro-
duced through smuggling operations, oral transmission of
propaganda guidance by individual travellers or by Radio
‘Havana, and the dissemination of communist oriented news

by Prensa Latina, the official Cuban news agency, for re-
production by local outlets. Finally to be considered are
thematic guildance, which can be reproduced and exploited
locally by returning trainees, front groups and sympathetic
publications and, 1in some countries guch as Mexico, Argen-
tina and Hruguay, the products of those commercial estab-
lishments which regularly print or broadcast pro-Castro-
Communist materials as a matter of policy or ideoclogical.
Agconvictiﬂn

 Press and Publications

There are 326 Communist and pro-Communist newspapers
and periodicals in Latin America, and infiltration of the
democratic press, coupled with the non~critical attitudes
of some newspapermen, increases greatly the diffusion of
the Cuban propaganda line. There are 228 Communist-orlented
publishing houses and bookstores in Latin America, serving
ag outlets not only for 30 different Guban,periodicals, but
for a large variety of other Communist printed materilal.

RS 2
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Every Latin American country except the Dominican
Republlc, Paraguay, Nicaragua, and Venezuela permits
these bookshops to operate. Many of them offer publi-
catlons at very low prices or give away several books
with the purchase of one, and easy credit terms are
avallable.

‘ Excluding TASS and the New China News Agency (NCNA),
Prensa Latlina 1s the principal Communist news agency in'
latin America. It operates openly, although not entirely -
without restriction, in ten countiies -- Bolivia, Brazil,
Chile, Colombia, Ecuador, Costa Rica, Honduras, Mexico, -

Panama and Uruguay. While most users of Prensa La%inaa:~f*f woliion
releases are covert or overt Communists, some” non-Communist . . .

media make unattributed use of Prensa Latina releases.
This 1s especlally true of radio broadcasts.

All of this publication activity is essentially
overt. However, decrees banning Communist propaganda =

have not prevented the‘clandastine‘puhlicatians<amdad&$trikﬁ,fv“f

bution of periodicals and books in some countries, and.
propaganda materlals continue to seek entry through the o
‘mails. - In Panama, for example, postal and customs authdri- .
‘tles destroy an average of 12 tons of Cuban propaganda per

month. Another ten tons per month is seized and destroyed

in Costa Rica. This suggests the further quantities,~perw\‘?‘
haps larger, may be finding their way into these and other
countries.

Radio

Short wave radio is the principal direct mass audlence
medium used by Cuba to carry subversive propaganda to Latin
America. The Castro regime has constantly increased Radio
Havana's short wave broadcasts to Latin America to a current
level of 115:30 hours per week.

Gultural Activities

Penetration under the guise of cultural activities is
a favored Communist propaganda technique in Latin Americse,
where there are now some 64 Cuban binational centers and
Friendship Sociletles.

e | -3




Films

Feature films and short documentaries produced by the
Cuban Institute of Motion Picture Art and Industry play a
direct propaganda role. These films are shown primarily in
binational centers, pro-Communist labor and student groups,
and In private or clandeatine meetings.

It will be seen from this brief review that Latin
America 1s the target of a broad-scale propaganda program,
comprising not only propaganda materials but including i
.also the ldeas, the knowledge and the resources which are - . =
necessary to make those materials effective. sy

III. Direct Actions to Impede the Legal Movement of
Propaganda Materiala

Presented below 1s a summary of actions cantemplate
to impede the legal movement of propaganda materials from
Cuba to and within Latin American countries. For the. pur
pose of this paper, legal movement 1s defined as movement.
by recognized private and governmental carriers and communi-
cations, as well as postal systems and diplomatic pauching.

These actions offer promise of achieving early and
effective results in some Latin American countries, but
they do not have universal gpplication, and those which mayx
be feasible in one country may not be neeessary ar feasible
in another. ‘ 4

1. Political Actions

a. Induce news media to diminish the utilizaticn of
Prensa Latina.

b. Persuade those governments which receive Cuban i ’
and Bloc diplomatic missions to maintain close - ra
survelllance over the propaganda activities of the
Communist embassles with a view toward prohihiting
abuses of diplomatic privilege for subversive
purposes.

c. As applicable and feasible, induce Latin
American countries to:

g 4
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(1) Adopt adequate internal security leglslation

to provide severe penalties for any person engaging
in dissgemination of Cuban-Communist propaganda
which inspires terrorism or proposesg the overthrow
of the legal government by force and violence.

(2) Preclude attendance of Cuban delegates at
International meetinge held in Latin America.
V(Dalagatas are propaganda disseminators.)

2 Intelligence Actions

a, Continue U.,S, intelligence efforts in each
country to identify individuals, organizations and
facllities involved in propaganda importation,
reproduction and/or dissemination; make avallable to

~each country selected intelligence concerning these
individuals, organizations and theilr activities.

b. Encourage each country in which the Communist
Party is 1llegal to offer rewards for information
- leading to interception of Castro«Communist propa-
ganda and, in countries where the Communist party is
legal, for conviection of persons supplying or g
dissemlinating propaganda materials considered dan-
‘gerous to the countryl!s tranquility.

¢. In separate diplomatic approaches to each
country, urge full and effective cooperation, with
the approprlate organs of the 0OAS and bilaterally
‘among the several nations, in the interchange of
. information concerning movement of propaganda
materials.

d. Persuade Latin American countries to report
promptly to the diplomatic mission of the country
concerned, the ldentity of any national of that
country who arrives from Cuba and who 1ls discovered
to have been carrying Communist propaganda materials.

3. Covert Actions

a. Disrupt the reproductlion and distribution of ,
propaganda materials, and the procurement and delivery
of related supplies and equlpment.

1 5
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b. Seek opportunities to induce Latin American
printing craftsmen to deface, destroy, or misprint
Castro~-Communist propaganda in the process of re-
production,

¢. Disrupt Castro-Communigt sponsored labor and
youth congresses, industrial and agricultural
exhibits In Latin American countries.

d. Maintain or increase pressures on media owners,
local advertising agencies and film producers and/or
distributors who accept Communist materials.,

e, Dlssuade US and local business firms from
advertising in Latin American media which carry
pro~Communist materials; provide informally to
US firmg, for information, lists of such media
in order to encourage thelr support of a non-
Communist press, e aen e et BT

f. Inhibit the spread of Cuban and Bloc binational = |

centers and Friendship Societles in ILatin America by il
an actlive program to expose thelr subversive activities
~and objectives. e

8. Where it can be determined that expenditure
of the funds is clearly Justified, provide financial
support to selected non-Communist news media requiring
agslstance in order to compete with Communiste
allgned publications which have significant cir-
culation or impact.

h, Induce Latln American countries to organize
gurvelllance over in-country sources of newsprint
and related supplies, and deny or inhibit the use
of these supplies for printing Communist materials,

IV. Direct Actions to Impede Illegal Movement of
Propaganda Material :

Many of the actions outlined in Section III related
to-the legal movement of materials will serve also to
restrict 1lllegal movement. Additional measures designed
speciflcally to impede clandestine traffic are enumersted
below.

E ] 6
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1. Intelligence Actions

a. Use penetration and other intelligence techniques
to ldentify efforts to move propaganda materials from
Cuba to and/or within Latin American countries; deter-
mine routes and methods employed; report selected
information, consistent with requirements for protect-
ing our own intelligence program, to the governments
concerned. - )

b. Utilize the U,S. intelligence community to
determine the nature and extent of clandestine sir-
craft and small boat traffic - between Cuba and other
countries in the Caribbean and Central American area,
glving particular attention to Mexico, Honduras, ;
Jamalca, Haltl and the Dominican Republie, Use the
evidence obtained to induce the governments concerned
to initilate survelllance and other control measures
almed at Interception of propaganda materials.

2, Surveillance and Reporting Action

Exploit the mechanism of the Caribbean surveillance
syetem, approved by the President in the study on -
movement of personnel, for discovering and impeding
the movement of propaganda materials by i1llicit means,

3. Politieal Action

Where legally feaslible to do so, induce each Tatin
American country to improve its police procedures
designed to expose the subversive Communist propaganda
apparatus in that country, and to detect and eliminate
corrupt officials who permit 1lliecit shipment of it
propaganda materials,

4, ggghniaalyAsaiatance Actions

a. Provlde technlcal assistance, where rereatad
to enable Latin American governments to losate
clandestine transmitters.,

b. Assist In the accelerated improvement of the
capabilities of Latin American internal security
forces, especially those patrol and intelligence
activities whose function is the prevention of c¢lan-
destine propaganda activities, Provide equipment,
fraining and advice as required.

e T
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CUBA

DIRECT CONTROL OF THE MOVEMENT OF ARMS TO AND
WITHIN LATIN AMERICAN COUNTRI

I, Introduction

There is presented herein an action program aimed
at controlling the movement of arms to and within Latin
American countries through inhibitions on movement of
arms, restraints on their sale, ownership and fabrication,
and controls over the movement of the critical components
which are essential to the local manufacture of weapons.

If success 1s to be achieved in reducing their use
for subversive purposes in Latin America, the term "arms"
cannot be limited to firearms in the narrow sense., In

addition, it must. include -explogives, fuzes, detonators .- s~

and demolition equipment; all the weapons of hand-to-
hand combat; grenades and mines; underwater demolition
equipment; lethal gases, chemicals and instruments

for their projection; undercarriages and transportable
appendages for automatic weapons, mortars and other
heavy weapons; spare parts, special tools and equipment
for maintenance of weapons; portable radar and fire
control equipment; special sabotage devices; and printed
instructional material relating to any of the items
listed above, or relating to techniques for their em-
ployment in sabotage and demolition.

II. Nature and Scope of the Proplem

Our information regarding traffic in arms between
Cuba and the remainder of Latin America is extremely
limited. The Central Intelligence Agency and the
Defense Intelligence Agency both conclude that Cuba is
probably not now sending significant guantities of
weapong to Latin American insurgents. Rather the Cubans
appear thus far to have followed common guerrilla practice
in the matter of firearms supply, instructing the sub-
versive trainees who attend indoctrination in Cuba to
obtain weapons by theft in their own countries, or to
fabricate them locally, rather than to rely upon
supplies provided from Cuba or elsewhere.
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* Nevertheless, 1t would be imprudent to assume that
the Castro government will not or cannot export arms to
Latin America when to do so wlll serve its purposes.

The very large quantitles of US arms furnished to pre- .
Castro Cuban governments, those weapons collected from
the Cuban people in 1961, and the sizeable Bloc arms
shipments delivered to Cuba since that time, provide
the Castro regime with large stocks which are available
for transfer to subversgives in other countries, should
a declision be made to do so. Moreover, Cuba has a con=-
glderable alr fleet and a large array of small craft,
These unite with Latin America's long, unguarded coasts,
numerous lsolated landing flelds and inadequate local
securlty forces, to make the threat of 1llicit arms
shipment a conslderable ones.

On the basgis of these facts it 18 concluded. that -
the immediate problems with respect to arms movement
are twofold ==~ to prevent internal assembly of illegal =
arms and their distribution in and between ILatin Ameriean
countries, while at the same time improving our
capabllity to impede the movement of arms to those
countries from Cuba,

It is to be noted that, with respect to a number
of Letlin American countries, national policy decislons
are a precondition to many of the actlons proposed
below, These countries will have to find the resolution
to deal much more firmly with the general problem of
Castro~Communlist subversive actlvities than they have
in the past if the proposed actlons are to be effective,

IIXT, Actiong Concerning Legal Arms Movement

For the purpose of this paper, legal arms move~
ment 1s considered to be the movement of weapons and
other instruments of violence or the special materials
from which they are made, resulting from overt orders
placed by Iatin American governments or private groups,
and then subgequently shilpped openly.

Many of the actlons, which have previously been
approved wilth respect to controlling the movement of
subversive personnel, will have a direct applicatlon

S, 2
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to the arms control problem. IListed below, in addition,
are proposed courses of actlon contemplated gspecifically
to impede legitimate arms traffic to, within and between
Latin American countries for subversive purposes, :

ls Intelligence Actions

a, Intensify US intelligence efforts in each
Iatin American country to determine the final
reciplents of legal arms purchases and, consistent
with our own intelligence requirements, make this
information available to the host government.

bs Monitor covertly, suspected sources of local
weapons manufacture (machine shaps, metal fabri-
cators, foundries). Report positive findings to
host government, where appropriate, = = .

2. Political and Administrative Actions

a, Persuade each ILatin American country to
confirm the accuracy of cargo manifests of all
ships and alrcraft departing for or arriving
from Cuba, and to intensify formal inspection of
all cargo, regardless of country or origin, for
munitions materials,

b. Provide further US technical assistance to
Latin American countries to improve customs pro-
cedures and controls for ports, airfields and
border stations.

C« Through the US diplomatic mission in each
Latin American country, impress upon the appro-
priate minlistries the need for ensuring the bona
fldes of all legal purchasers, dealers, brokers,
and transporters of arms, munitions and explosives,
and confirming that they are not communist relay
points.

IV. Actions Concerning Illegal Arms Traffic

Listed below are proposed actlons degigned to
Impede the 1llicit fabrication, transportation and dis-
tribution of arms, in the broad connotation of the term

e 3
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as presented in Section I. By virtue of their specific
nature, the actions do not have universal application,
and those which may be effective in one country may

not be necessary or feasible in another.

1. Training, Orientation, Indoctrination of latin
American Personnel

Offer US assistance to Latin American nations
in initiating training programs to educate law
enforcement, military, customs, border police,

: and other officials in the technical aspects of

i arms control, to include creation of an awareness
of the characteristics of all mechanisms of
destruction and violence.

E‘;IntelligencéyédtiOné'

- a. Penetrate subversive elements or groups in .
each Latin American country to acquire intelligence
concerning illicit arms manufacture and movement.
Provide the affected governments with this
information, as consistent with the requirement
to protect our own intelligence program. Assist
in disrupting such manufacture and movement by
covert means.

b. Utilize the resources of the US intelligence
community to determine the nature and extent of
clandestine aircraft and small boat traffic which
could be used for arms shipment from Cuba and
between other Iatin American countries.

¢. Propose bilateral arrangements providing for
the exchange of information on arms movement among
the US and Latin American countries, along the same
lines as proposed for other information relating
to subversive personnel and propaganda movement.

d. Encourage latin American countries to utilize
thelr private aircraft in Civil Air Patrol Programs
for the purpose of extending in-country surveillance
of coasts and borders.

e Y
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3. Political and Administrative Actions

a, Urge Latin American countries to intensify
application of those internal law enforcement
measures which are designed to impede the 1llicit
traffic in arms, Provide US training and technical
asslistance, as requested.

b. Encourage lLatin American countries to offer
rewards for information concerning the location of
arms caches and for positive ldentification of
persons engaged in 1llegal arms manufacture or
traffic,

¢. Induce Latin American countries to expand
and intensify port, airfield and border inspection
of incoming and outgolng cargo for contraband arms.

d. Reguest diplomatic missions to bring to the
attention of each Latin American state the necessity -
for employing strict physieal securlity measures
and reliable accountability procedures with respect
to all arms and ammunition i1ssued to units of* the
armed forces, militia and law enforcement units,

e. Where applicable, propose bllateral agree-
ments among neighboring Latin American countries
concerning establishment of cooperative procedures
to prevent illiecit arms traffic,

f. Through bilateral or OAS mechanisms, as
appropriate, encourage Latin American countries to:

(1) Re-examine and adjust, as necessary,
the licensing qualifications and procedures
for all companies engaged in the manufacture,
transportation and sale of explosives and
firearms, to provide a ready basis for con-
trolling their activities.

(2) Establish rigid control procedures for
the disposal of surplus and obsolescent arms
in use by armed forces and police,

- :
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L4, Propaganda Actions

a, Publicize confiscation of communist arms
caches, illegal arms movements, apprehension, con-
viction and punishment of arms smugglers and illicit
arms manufacturers. Utilize news media, UN and OAS
forums.

b. Continue exposure, in Latin American mass
media, of Castro Cuba as the focal point in the
international conspiracy to undermine established
Iatin American governments by means of violence,
armed insurgency and terrorism.

5. Military Actions

Exploit the mechanisms of the Caribbean sur-
velllance system, approved by the President in the
study on movement of personnel, to impede illiecit
traffic in arms. This willl be supported by the
revised military assistance guldance which was also
~approved in the study on personnel movement.

6. Covert Actions

a. Where favorable circumstances arise, provide for
supply to known indigenous communist groups of special-
ly prepared arms which will malfunction in such a
manner as to-cause injury to the user, and thus gene-
rate both doubts and fears among the communist sub-
versives involved,

b. Apply subtle sabotage to intercepted illegal
arms shipments and permit them to proceed to desti-
nation.

¢. Through agents, attempt to . purchase arms from
guspected 1llicit sources in ILatin America, in order
to expose these sources and to determine facts
concerning their method of delivery. Also through
agents, attempt to sell arms, to expose i1llicit
purchasers.

g i 6
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The papers included herein embody a series
of action programs designed to impede the
Castro - Communist subversive effort in Latin

America. They were developed by an inter-

departmental group which included répresen-
tation from the White House, Department of
State, Department.of Defense, Department of
Justice, Treasury Department, Central Intel-
ligence Agency and United States Information
Agency. '
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CUBA

' THE MOVEMENT OF SUBVERSIVES AND'SUBVERSIVE TRAINEES

I. Introduction

The actions proposed herein are designed to impede
the flow of subversives between Cuba and other Latin
American countries. Execution of any one or more of
the enumerated actions will ameliorate the situation;
execution of them all will not completely solve it,
The practical problems involved are too numerous and
complex, ;

With respect to diminishing legal travel to Cuba,
.we face multiple problems in the policies and attitudes
of those Latin American countries through which the
gubversive traveller must pass. From the viewpoint of
these nations the direct actions required have strong
political and sometimes legal implications - impli-
catlions which cannot be overcome easlly, even when
the leaders of these countries choose to do so.

In the matter of clandestine travel, we are .
confronted not only with the great depth of communist
guile, born of two generatlions of experilence 1n the
international movement of gsubversives, but with the
inexperience, ineptitude and lack of awareness in
these same matters on the part of the Latin American
community.

In spite of this, the advantages do not all reside
with the communists, Cuba's insular character imposes
certain sharp limitations upon personal movement.

Cuba has no frontiers with other states; everyone
who enters the country must do so either by water,
or air, There can be no slipping through the
barbed wire,

" SECRET
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On the other hand, this same geographic situation
makes clandestine entry and exit reasonably simple,
There are 3,825 linear miles of essentially unpa-
“trolled Central American coastline, within 175 to
850 miles from Cuba. There are at least 93 airfields,
other than ours, within 700 miles of the island, and
the ships and craft indigenous to the Caribbean, -and
capable of supporting the subversive ebb and flow,
number well into the thousands,

Even in the face of these unfavorable factors, a
program of direct restraints, selected from among
the actions enumerated herein, can have favorable .
effects., Under'the proposed steps some travel would
be stopped completely. More - probably much more -
would be rendered difficult, Some hitherto legal
movement would be driven underground, Previous -
clandestine movement would be impeded, complicated
and harassed to thHe point where it . becomes more '
costly, more uncertain, more hazardous and thus,
hopefully, less extensive,

IT. Nature and Scope of the Problem

We do not know enough about the movement of -
subversive trainees, into Cuba and - more important -
out of Cuba, We do. not know enough about the volume
of travel, or the media employed, This is par-
ticularly true in the area of illicit traffic, where °
our knowledge is extremely limited.

Regardimg legal travel to CUba, CIA presents the
- following estimate: '

SECRET | 2
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Legal Travel Into Cuba

Country No, of Legél Travellers Country No.  of Legal Travellers

| Jan-Feb | o Jan-Feb

1962 1963 1962 1963
Mexico L91o% - 969 Argentina 500 Unk
Guatemala 80¢ - Unk Uruguay 115  Unk
El Salvador 100 -~ 8 .  Paraguay 60 Unk
Nicaragua 50 Unk Brazil 400 Unk
Costa Rica 216 10 . Honduras | 92 21
Venezuela 200 Unk ~British 4o Unk
: ' : Guliana . '
Colombia 400 ~ Unk Panama 56 . 1
Ecuador 208 Unk Trinidad Unk  Unk

Vi 5 - . y .
Peru 181 Unk’ Jamaica 593 - Unk
Bolivia 500 _ Unk Dominican None Unk
’ . : Republic

Chlle 55, 85 Haiti . Unk Unk

¥ In transit, including about 300 Mexicans
: ; ) 5

While some of these travellers proceeded to Cuba by
other routes, the great majority passed through Mexico,
On the most conservative bagis, then, it will be seen
that there cannot have been fewer than 4,912 travellers
to Cuba during 1962, while the average monthly number
passing through Mexico for the first two monthg of
1963 is .even higher than the 1962 monthly average.

Of the total number visiting Cuba, the Central
Intelligence Agency estimates that at least 1,500, and

" perhapgs- as many as 2,000,have recelved ideological
indoctrination or guerrilla warfare training. Many

SECRET ° - 3
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of these are still in Cuba., Others have -returned to
their homelands; some by legal means; some probably
by i1llicit means., There 1s no reason to presume,
moreover, that the travel to Cuba of the remaining
3,000-3,500 was entirely consistent with the best
interests of the hemlsphere.

PPlOP to the.October crisis, Latin Americans
travelling to Cuba usually moved by regular commercial
airlines or, on occasion, by specilally chartered
Cubana flights, Some travelled to Trinidad or
‘Curacao and thence by regularly scheduled Cubana or
KIM flights to Havana, Others travelled to Mexico,
and from there by Mexicana or Cubana commercial
flights to Havana, With the cessation of service
to Cuba by Pan American, KIM, Mexicana, and Iberia
airlines in October, the regular Cubana service
between Mexico City and Havana remained the sole
direct and regular airline connection between Cuba
and the remainder of- Latin America.

The Qubana service between Havana and Mexico is

scheduled to operate twice weekly, but sometimes only
a sirgle flight is completed per week. Aircraft now
employed are British Britannias -~ an obsolescent model
Cubana has requested, but has not yet received,
Mexican approval to substitute Soviet IL-18. transports
for the old Britannias., Delay by the Mexicans in
granting this approval can have the favorable effect
of impeding travel, as the Britannias are now in

poor condition, If, in addition, the British and:
‘Canadians can be 1nduced to suspend delivery of

spare parts, the planes will soon become 1noperat1ve.

Iberia airlines resumed its regular twice-monthly
flights from Madrid to Havana on 11 February. This
flight makes one stop, in the Azores, before reaching
Havana. :

KIM has not yet resumed its regular flights to Cuba
from the Netherlands Antilles., However, it 1is now con-
sidering doing so, In this regard i1t is concluded that
resumption of scheduled flights by a United States
carrier could serve as an encouragement to KIM and
others to do the same. ‘

SECRET ' R
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Soviet and Czech airlines serving Cuba do not stop
regularly at any other Latin American country, though
the Soviet Aeroflot line has occasionally sought and

received permisslon from Brazil to land at Recife,
enroute to Cuba, Some Latin Americans may have
travelled to Cuba on these infrequent flights and,
should Brazil permit this arrangement to become
regularized, the movement of subversives could
achieve a new order of magnitude.

A Canadian non-scheduled line has operated a few
flights from Canada to Havana and return, cartrying
both material and personnel, The Canadilans have been
unresponsive to oyr efforts to obtain identification
"of the passengers,

There are no regularly scheduled sea carriers
operating between Latin America and Cuba, However,
a number of trainees from British Guiana have
travelled to Cuba aboard unscheduled Cuban merchant
vessels engaged in transportlpg rlce from Gulana to

© Cuba.

Clandestine sources report that transit of Latin =
Americans through Mexico to Cuba often involves 1lllcit .
procedures, The Cuban embassy in Mexico City provides
the travellers, whom they identify as bourists, with
special Cuban entry papers; no entry is made in their
passports, and they are given pseudonyms for travel
out of and into Mexico. Thils procedure 1is obv1ously
designed to impede any effort by the other Tatin
American governments subsequently to identify the
travellers and to exercise survelllance over theilr
activities upon their return, '

Evidence at hand portrays a substantial flow of
travel by legal means. This must be countered
directly., Beyond thig; and perhaps of greater
importance, 1s the problem of 1llicit movement both
into and out of Cuba, which will undoubtedly assume
growing proportions as legal travel 1s curtalled,
and about which our intelligence 1s at present most
limited, Elimination of thils intelllgence vold must
be accorded high priority.

SECRET ' 5
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IITI. The Attitudes of the Latin American Natlons

Success of many of the overt actlons proposed 1in
the sections to follow will turn upon the attitudes
of the Latin American nations within whose borders
the restraining actions must take place., Presented
briefly below is an estimate of what can be expected
from the various sectors of lLatin America in terms
of participation 1n a coordinated program of travel
control,

As a general matter, the imposition of controls
on travel is not popular with the publlc in any Latin
American country., This, coupled with thelr current
lack of full awareness of the danger represented by .
Cuba's training of subversives, will diminish the
willingness of some governments to impose controls
unilaterally, This 1s especlally true since they
recognize that unilateral restraints will have little
effect on curbing the travel of theilr nationals to. -
Cuba, if supporting multilateral action 1s not also
taken., It is likely, however, that most of the
Latin American countries would respond favorably --
albelt in varying degrees -~ to US leadership in
seeking to reduce the flow of persons to Cuba for
ideological or subversive training,

The Central American countriles are more acutely
aware of the danger posed by Cuban-inspired sub-
version than is Iatin America at large, and can be
expected to react favorably to proposals for re-

- ducing travel to Cuba which President Kennedy might
present at the San Jose Prgsidential meeting.
However, theilr ability to carry out commltments which
they may make will be limited by domestic legal
and political considerations, as well as by their
countries' technical incompetence in such matters.

Since Mexico is currently the principal
hemisphere transit point for legal travel of sub-
versives to and from Cuba, its attlfude 1s of great
importance, Mexico, to date, has taken several
significant steps with respect to travel between
Mexican citles and Cuba. It has instituted close

SECRET =~ : 6
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survelllance over travellers, to include stamping.
passports to evidence travel to Cuba. In addition,
the Mexicans now photograph, covertly, all persons
arriving from or departing for Cuba, and have given
tacit approval to suspension of Cuban service by
Compania Mexicana de Aviacion (CMA). These actions
all suggest that Mexico might be induced to take even
further cooperative steps, particularly on an un-
publicized, bi-lateral bagis, wherein the political
hazards of taking a public OAS position are not
involved. 1In this regard, the Central American
Presidents would probably agree individually to seek
the participation of President Lopez Mateos of Mexico
in specific cooperative moves to restrict the flow

of persons to Cuba through that ¢country.

Peru now has regulations which actually prohibit
travel to Cuba, but the regulationg have engendered
public resistance, and are not enforced. The _
Dominican Republic prohibits such travel. Haiti
has no established policy, but passports and exit
‘permits are reportedly issued only on the personal
approval of President Duvalier, Colombia could
legally impose restrictions by executive decree,
but has shown no inclination to do so. Other
countries, such as Venezuela, Chile, and the Central
American nations, plead the existence of legal or
constitutional barriers which preclude the pro-
hibition of travel to Cuba, but thus far, they
have made little effort to remove these barriers.

Five Latin American countries (Brazil, Chile,
Uruguay, Mexico, and Bolivia) now maintailn diplomatic
relations with Cuba. Brazil continues its drift to
the:left and gives little evidence of modifying its
tolerant attitude toward the Castro government,
Chile, with a legal Communist Party, exercises no
restraints on travel to Cuba, either direct or
via third country, :

The elimination of all legitimate passenger
gservice to Cuba from Latin America could be
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achieved through invocation of the Rio Treaty, but it
is unlikely that the hemisphere countries would agree"
to do so 1n the absence of some major crislis similar
to that involving the Soviet missiles or a case of
direct Cuban intervention in another Latin American
country. Nevertheless, a campaign on our part to
develop a full awareness of the danger represented

by the flow of Castro-trained subversives would
probably create a growing willingness to take action.
orlented in this direction. In this connection, '
however, it is conc¢luded that resumption of regular
passenger service to Cuba. by United States companies
would render more difficult our efforts to persuade
Latin American and other free world countries to

take a grave view of the situation, -and to partici-
pate in dynamic action.

Virtually, all the Latin American countries would
be willing to move against Cuban-trained subversives
upon thelr return to home countries, once they put
their new training to use. The efforts of these
natlions will not be dramatically effective, however,
since, in the area of internal security, all of them
gsuffer from deficiencies in techriical skill, training,
equipment and sometimes from a lack of a sense of
urgency. The United States can provide essential"
leadership in eliminating all of these deficlenciles.

IV, Actions Concerning Legitimate Travel

Listed below are specific actions contemplated to
impede legitimately executed travel, to and from Cuba,
Legitimate travel i1s characterized, for this purpose,
as travel on recognized public carriers, openly
arranged and, involving tfavel documents which are
presumed to be in proper order, Certain of the
actions, it will be noted, are partially in effect,
Others have been proposed to the OAS - wholly or in
part - by its Special Consultative Committee on
Security. :

SECRET .8
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p
1, Immedlate Impact Actions

The following actions offer promise of producing
early, visible and effective resulTs.

A Administrative Actions

(1) Both through the OAS and bilaterally, induce
each Western Hemisphere country fto: :

(a) Stamp passports or other travel _
documents issued to own nationals 'not valid
for travel to Cuba,"

(b) Refuse exit permits for Cuba to any
national of a third country who cannot produce
a valid permit issued by his own country for
travel to Cuba,.

(c) Refuse to honor any visa for Cuba which
is not an integral, non-detachable part of the-
travel document issued by the country of which
the traveller is a ciltizen. :

(d) Require accurate manifests of all.carriers - -
departing for or arriving from Cuba, and furnish
coplies of these manifests to diplomatic missions
of other Western Hemisphere countries which are
affected. ' : ,

(2) Persuade Mexico to fingerprint, in addition-
to photographing, all persons leaving for or
arriving from Cuba, and to provide data to the par-

~ent country of the nationals involved,

(3) Make covert arrangements with police and
other security and administrative officials in
countries now being used for legal transit to Cuba
to impose administrative impediments and harassment
on suspicious Cuba-bound travellers, in order to
increase the difficulty of travel and thus dis-~
courage prospective travellers,

b. Intelligence Actions

(1) Intensify U.S, intelligence efforts in
each country to identify persons who have travelled,

SECRET 9
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or intend to travel, to Cuba, and report selected
information promptly to the host government, as _
conglstent with our own intelligence pro- :

gram, and the requirement to protect our sources,

(2) Intehsify current efforts to introduce
covert, U.S. - controlled agents from each courtry
into the Cuban #ralnlng program. :

C. Actlons Related to Common Carriers

(1) Prohibit resumption of air service to
Cuba by U.S., carriers,. in order to. prov1de a
favorable example to other nationse . ,

- {2) Expand current restrictions on foreign
Shipping engaging in commerce with Cuba by
closing United States ports to all ships of
any shipping line which contlnues to send any
shlps to Cuban ports. : :

(3) Both through the OAS and bllaterally, request
Latin American countries to prohibit ships arriving
from or departing for Cuba from embarking or dlsem—-
barking passengers in their ports.

(4) Both through the 0AS and bilaterally,

" request Latin American countries to deny.their
ports to ships of Cuban registry.

d. Propaganda Actions

Pursue a hemisphere-wide publicity campaign
. to expose the scope and purpose of Cuban training
- of the nationals of other countries for sub-

versive purposes, in order to dlscourage pro-
spective trainees and impress the governments

and the peoples concerned with the urgent

need to halt the travel of Latin American
nationals to Cuba

2. Longer Range Actions

The following actions should also be undertaken
without delay. Thelir ultimate results may be of far-
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reaching importance, but probably will be longer in
realization, : '

a. Political Actions

(1) Renew and intensify bilateral negotiations
with the five Latin American governments which
have not done so to sever diplomatic relatlons with
Cuba o X

(2) Through bilateral negotiations press. countries
with inadequate legal restrictions on travel to _
Cuba to adopt laws enabling the prohibition of such"
travel and providing severe penaltlies for evasion.,
Recommend that rewards be offered for identification B
of evaders. '

(3) In separate diplomatic approaches to each
country, reiterate the need for full and effective
cooperation with appropriate OAS bodies, and bi-
laterally among the several states, in the inter-
change of information concerning travel of persons

- to Cuba and other Castro-Communist subversive
activities, .

(4) Propose periodic regional or sub-regilonal
meetings of ministers of Government of the _
American Republics to review the implementation
of steps taken by them to combat movement of .-
subversives 1in the Caribbean.

~ (5) Urge other Latin American nations to
negotiate separately and/or collectively with Mexico
Uruguay, Brazll, Bolivlia and Chile 1n .order to en~
list cooperation in adopting specific measures to
prevent the movement through theilr countries of
third country personnel to and from Cuba.

b. Intelligence Actions

' Intensify our action in making avallable to eaéh

country selected intelligence concerning the extent,
nature, and insidious implications, of Cuban sub-
versive activities, as consistent with the require-
ment to protect our own intellligence program,

>
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¢. Administrative Actions

(1) Encourage Latin American governments .to insti-
tute administrative procedures, such as exhaustive
‘examination of manifests, alr-worthilness checks of
aircraft, baggage 1lnspection and inspection of health
and other documents, all designed deliberately to
delay and otherwise make dlfflcult the carrying of
passengers to Cuba.

(2) Request governments of Latin American countries
- . which persist in maintaining diplomatic relations
. with Cuba to expose the falsification of travel docu-
-ments by Cuban embassies or consulates, and take
~punitive measures, such as the expulsion of Cuban .
diplomatic personnel, to bring such illegal activity
to a halt. Provide U.S, technical asslstance as re-
quested. : :

(3) Intensify technical assistance to Latin
Ameérican countries in improving 1mmigrat10n and
customs controls.

d. Actions Related to Common Carriefs

(1) Persuade Mexico to halt Cubana Airlines
gservice. If unable to do so, seek to persuade
Mexico to refuse the introduction of Soviet-made air-
craft in the Havana-Mexico City route on technical
grounds This will create an obstacle to Cubana,
since the Britannia aircraft now uqed are falling
into disrepair.

A

(2) Request again of Great Britain, Canada, and
any other potential supplier that they cut off the
supply of spare parts for Cuba's Britannia aircraft.

(3) Conduect negotiations with the Netherlands,
Mexico, Cahada and Spain to persuade thosge countries
to stop, or refrain from reestablishing, commercial
alr flights to Cuba. Enlist the cooperation of
other Western Hemisphere countries normally pro-
viding terminal service for any of the airlines 1n-
volved, such asgs Venezuela and Trinidad, in applylng
pressure.
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e, Propagandé'Actions

(1) Intensify USIA and CIA input of propaganda
in Latin American public information media discredit-
ing the Cuban training effort, exposing the hazard
which it holds. for Latin American tranquility, and
discrediting persons who have undergone subversive
training, in order to discourage possible volunteers
and develop popular opposition to such activities,

(2) Identify returned trainees who are dis-
satisfied with their Cuban tralning experience and
explolt thelr capabilities for provigion of 1intellil-
gence and propaganda materlal for exposing and _
discrediting Castro-Communist subversive activities.

(3) Initiate a publicity campaign throughout
Latin America, not attributable to the United States,
which focuses unfavorably on the use of Mexican,
Uruguayan, Brazilian, and Chilean transit facilities
for movement of persons of other countries to and
from Cuba for subversive purposes. '

3, Organization of American States (OAS) Actions

In view of the important political, psychological,.
and, hopefully, material benefits to be derived from
anv success achleved through the OAS in combatting
Cuban subversive activity, the following measures
should be undertaken by the United States in that body,
at times and under clrcumstances which give regard to
the need to preserve hemispheric solidarity, and give
recognition to the fact that progress will probably.
be slow.4s, '

a, Pursue adoption by the OAS of a resolution
calling upon all member states to sever diplomatic
relations with Cuba, thus impeding the travel of
subversives to Cuba by legal means, and at the same
time, creating serious obstacles to other related
Cuban subversive activitiles,

P
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b. Propose recommendations by the 0OAS to member
governments of a program of steps, on both the
national and international levels, to control
travel by their nationals to Cuba, utilizing the
proposals in the report by the Special Consultative
Committee on Security (SCCS) as well as the specifice
recommendations set forth herein.

c. Once the initial comprehensive program in
b, above 1is undertaken, utilize the appropriate
OAS bodies to follow up on implementation through
- such means as multilateral exchange of information,
meeting of experts, and utlilization by individual
countries of the services of the Special Consulta- .
tive Committee on Security,

"d. Propose adoption by the OAS of a resolution,
binding upon all member states, to terminate .
regular air and maritime carriler traffic with
Cuba., - ‘ :

/

V; Actions Concerning Illegal Travel

As the actions outlined 1n the preceding sections
become effective, one of the results will be to force-
the hitherto legal travel into clandestine channels,
It may, therefore, be expected that measures to
impede i1llegal movement will acquire steadily in-
creasing importance,

) The steps proposed herein are listed, as in the
preceding section, in terms of immediate impactispro-
jects which promise early and visible results, and
longer range projects which, while of great importance,
cannot be expected to mature as rapidly.

1. Immediate Impact Actions

a, Intelligence Actlons

(1) Increase greatly our penetration and
other intelligence efforts to identify persons
engaging in illegal travel to Cuba, and
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determine routes and methods employed. Report
selected information, consistent with the
requirement for protecting our own intelligence
program, to host goverrment,

(2) Utilize US intelligence capabilities to
determine the nature and extent of clandestine
aircraft and small boat traffic between Cuba and.
other countries in the Caribbean area, with
special attention to Mexilco, Honduras, Jamalca,
Haiti and the Dominican Republic. Use evidence
obtained to persuade governments concerned to ,
institute surveillance and other control measures.

b. Surveillance and Reporting Actions

(1) Continue current US sea and air sur-
velllance of the Caribbean area contiguous to
Cuba. .

 (2) Continue the development, at high, :
priority, of US communications in Latin America,
in order to improve alerting, reporting and .
control capabilities, :

: (3) Establish intelligence centers at
Caribbean Command and Caribbean Sea Frontiler
Headquarters for rapid processing and disseml-
nation to - countries concerned via the American
Ambassadors, of intelligence on the movement
of subversives.

2. Longer Range Actions

a., Surveillance Actions

(1) Establish a coordinated Caribbean sur-
velllance system involvings

(2) Continued close-in surveillance of
_ Cuba by US forces.

(b) A US military alerting system, by
which intelligence of subversive movement will
be rapidly transmltted to the American
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Ambassadors to countries concerned through
intelligence centers at Caribbean Command
and Jaribbean Sea Frontier Headquarters of
the Atlantic Command,

(¢) A unilateral surveillance and inteér-
ception effort by each country in its own
territorlal waters,.

(d) US assistance in final interception
1in territorial waters, upon request by the
country concerned,

b. US Military Assistance Actions .

(1) Establish Military Assistance objectives
and planning guidance to provide selected
countries, especially in the Caribbean and
Central American area, with the necessary small
patrol craft, training and logistical support,

~including fuel for operations if required, to
enable these countries to establish an effective
patrol of their own coasts., Provide necessary
funds 1n addition to present programs. v

(2) Proyide US Navy, Air Force and Coast
Guard tralnlng assistance, as required, to
develop or improve coastal patrol capabillities
of Latin American military forces. : Thil§ may -
take the form of a Canal Zone training activity,
employment of mobile trainlng teams, or a com-
bination of both.

(3) Urge the accelerated improvement of
internal security forces and police forces in
Latin American countries and the intensification
of patrol and intelligence activities aimed at ,
preventing clandestine departures and apprehending
returned trainees. Provide equipment, training
and advice as required,
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CUBA

DIRECT CONTROLS ON THE MOVEMENT OF FUNDS TO AND

WITHIN LATIN AMERICA

La Introduction

_ The purpose of this paper is to recommend measures
which will impose direct controls upon the flow of funds
from Cuba to and within other Latin American countries.

We possess evidence that Cuba is providing financial
support to subversive campaigns in other Latin American
countries, but the full dimensions of the problem, in
terms of amounts involved and methods used, are not
known. "~ We need more information. The difficulty with
which this information is procured underscores the prob-
lems of counter-measures, since funds can be transferred
internationally or acquired locally in many ways, all
difficult to detect and harder to prevent. While we
may be able to diminish the flow through some channels
and increase the difficulty of Castro's subversive
financial operations in others, we cannot hope to suc-
ceed in stopping them altogether, and even if this were
feasible, the possibility of financial support of -
subversion by the USSR and other Bloc nations would remain.

Nevertheless, it should not be concluded that
the impediments recommended herein are of insufficient
importance to warrant their imposition. Impediments
to the movement of funds can be imposed at relatively
little cost to the United States, and they will have
some effect in interfering with Castro's pursuit, through
subversion, of his basic objective of gaining communist
allies in Latin America. This effect could be very
significant when added to others that we hope to achieve
through our over-all anti-subversion program.

In examining this problem, it quickly became
evident that the most effective countermeasures are to
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be found in. the area of reducing the capability of

Cuba to acquire reserves of free world convertible
currencies, such ds U.S. dollars, Canadian dollars,
Pounds Sterling, Sw*bs francs, etc. Cuban pesos are
usable only in Cuba. They are not convertible to any:
other currency and are therefore of 1little if any value
elsewhere in the world. Cuba's reserves of foreign
exchange, moreover, have been steadily diminishing

and are now estimated to stand at not more than $25
million to $50 million. If we are willing to intensify
our efforts to weaken the Cuban economy, these foreign
exchange reserves can be reduced further. However, 1t
must hot:be overlooked that the Soviet Union can provide
foreign exchange 'for Cuban use.

While of transcendent importance, this question
of diminishing Cuba's foreign exchange through economic
measures 1s properly related to the larger objective of
weakening the economic position of Castro-Communist
Cuba, and thus .advancing further toward the goal of
causing the downfall of the Communist government.. As
progress 1s realized in this broad endeavor, there will
be a reduction in Castro's ability to finance subver—
sive operations in the ‘Hemisphere.

The matter of 1nten51fy1ng our economic warfare
against Cuba is regarded, however, as beyond the
purview of this committee. Therefore, the program of
actions recommended in this paper has been directed
to the transfer of funds. This includes physical-
transfers, transfers through bank transactions .and
transfers by subterfuge in connection with trade.

IT. Nature and Scope of the Problem

1. The Castro regime may transfer convertible
currency to subversives in other Latin American
countries by four general methods:

a. Introduction by hand, by legal or 1llegal
travellers.

b. Transfers through 1nternatlonal banklng
institutions.

!
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.¢c. Introduction by Cuban or Bloc diplomatic
personnel, including couriers.

d. The practice of subterfuge in connection with
international business transactions.

These methods are discussed in following paragraphs, along .
with steps which might be undertaken to diminish the
effeotlveness of each.

2. Introduction of Funds, by Hand, by Individual
Travellers

This 1s the least convenient and least dependable
method in terms of the hazard of theft, loss, misappropria-
tion, confiscation or extortion. Nevertheless, we have
evidence that this technique is employed. Funds can be
introduced by legal travellers, where there are no effec--
tive controls, or they can be introduced by smuggling.
With respect to smuggled funds, it is noted that the
measures previously approved for control of illegal
travel will likewlise be effective in impeding the illegal
movement of funds by such persons. In like manner, the
measures previously approved for control of legal travel
will affect the movement of funds by persons in that
category

Additional restrictions on the introduction of
funds by legal travellers might be adopted by Latin:
American countries, in the form of limitations on amounts
or administrative requirements for declaration of sums
in hand. However, recommendation on our part to.
institute such controls would be contrary to our estab-
.lished policy of encouraging the Latin American nations
to maintain free exchange systems. Thege countries
need foreign exchange, and would consequently be hesi-
tant to adopt any actlons-which would limit their means
of acqguiring it. Additionally, the adoption of controls
on the importation of foreign exchange by Latin American
nations would impose an undesirable burden on legiti-
mate business and other travel from the United otates,
as. well as from other frlendly nations.
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Thus, in the category of movement of funds by
travellers, it is concluded that little more should be
done at this time than is currently in motion.

3. Transferg through Banking Institutions

In addition to physical transfers of currency,
Cuba can transfer funds to subversives in Latin America’
through banking institutions, either by cable or by mail.
Cuba's reserves of forelgn exchange are held principally,
in the State Dank of Russia, the Moscow Narodny Bank in
London, the Bangue Comerciale pour 1/Europe du Nord
(a Communist owned institution) in Paris, the Bank Intra
of Switzerland, the Bank of Montreal and the Royal Bank
of Canada. Funds from these deposits are transmitted
on order of the Naticnal Bank of Cuba, which controls
all of the accounts.

U.S. dollars are the principal currency used in
Latin America. The transfer of dollars from these
overseas accounts to subversives in Latin American
countries can be impeded, in a significant degree, through
the institution by the United States of blocking controls
against Cuba, under section 5(b) of the Trading with the
Enemy Act. This blocking action would prohibit all
transactions with Cuba by persons or institutions sub-
ject to the jurisdiction of the United States, and
would effectively interrupt Cuban movement of U.S.
dollars to Latin America through any U.S., bank.

Movement by Cuba of dollars through banks of
third countries would also be greatly diminished by this
action. It is known and génerally accepted in inter-

- national banking circles, that it is standing U.S. policy
that any foreign bank which transfers dollars through
U.S. banks in behalf of a blocked country 1s subject
to having its own U.S. accounts blocked. Because of the
importance of U.S. banks in international {trade, foreign
banks cannot afford such a restriction. This policy
has been effective in the past, having deterred foreign
banks, even those of Communist countries, from engaging

~in dollar transactions on behalf of Communist China,
which have been blocked by the U.S. for over twelve
years.,
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With U.S. dollar channels blocked, other, less
desirable, avenues would remain open to Cuba for bank
transfer of convertible currencies such as Sterling,
Swiss francs, Canadian dollars, etc. If the British

.and Canadians could be persuaded to prohibit remit-
tances in their currencies in behalf of Cuba, the
latter's capability to move funds through banking
channels would be further curtailed, and transfers in
other curréncies, such as Swiss francs, would be
relatively easy to detect and monitor. While it is
unlikely that British and Canadian cooperation would be
Torthcoming in this degree, these countries could still
make a valuable contribution to the campaign against
Castro-Communist subversion by providing intelligence
concerning major transactions in their currencies by
Cuba. : ‘

L. Transfers by Diplomatic Personnel

-~ We know that convertible currencies have been
carried to Latin American countries 1illegally by
diplomatic representatives and couriers of both Cuba
and the Bloc countries, under the protection of their .
diplomatic immunity. This form of transfer can be -\
diminished through the rupture of diplomatic relations
with Cuba by those countries in Latin America which
have not already taken such action. However, the
*diplomatic facilities of other Bloc countries would
probably remain available to Cuba in some Latin American
nations. :

5. Transfers Through Trade Subterfuge

An effective method of disguising transfers of
funds for subversive purposes is to gilve such transfers
the appearance of legitimate payments for items receilved
in trade. In one technique, goods may be sent to a
Cuban addressee by a subversive in the export-import
business in a Latin American country bearing an erroneous
invoice. A shipment having an actual value of $10,000
can be invoiced and paid for at $12,00Q,thus achieving
a direct transfer of $2,000 from Cuba to the Latin
American country whence the shipment originated. Such
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transfers of funds could be eliminated only by the
interruption of all trade between Cuba and other Latin
American countries. And even if this were achieved,
the same technique could be used, although at greater

. cost and with much more difficulty, to transfer Cuban
funds to Latin America via France, for example, through
‘a third party French Communist import-export firm.

Another commeréial technique for transferring
funds from Cuba directly to Latin America, through trade,
is by means of uncompensated exports. As an example, a
Cuban source might send $5,000 worth of Cuban publica-
tions to a leftist bookstore in Chile. The bookstore
would not pay Cuba for the publication, but instead
would use the proceeds of the sale for subversive pur-
poses. This method also could be fully controlled
only by an interruption of trade with Cuba.

6. Relative Impbrtaﬁde of Transfer Methods

A1l of the above mechanisms are usable, and pro-
bably all are employed now. However, since large sums
can now be transferred readily through banking institutions,
with small risk of loss or exposure, this method 1is
considered to be the most significant and is deserving
of the greatest attention in an action program. Next
in importance probably 1is the transfer of currencies
by diplomatic personnel - a procedure involving small
risk of loss or exposure. Transfers by legal or
illegal travellers are considered to be less important
in view of the risks involved, the physical limitations
on amounts which can be carried by individuals and the
avallability of other means. Trade subterfuge would
(presently appear to be of least significance, since
such arrangements involve more difficulties than any
of the other available methods.

IIT. Actions Recommended

1. The actions proposed herein, when added to those
already proposed for controlling the movement of sub-

N
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versive persons, propaganda and arms, will serve to
inhibit directly Cuba's effectiveness in financing sub-
version in Latin America. It must be acknowledged how-
ever, that Cuba's. efforts to provide convertible currency
to subversives in other Latin American countries cannot
be rendered whelly ineffective by these measures alone,.
Complementary steps designed to reduce the ability of
Cuba to acquire foreign exchange will also be reguired
to constitute a full attack on the problem,.

2. The following actions are recommended as
promising to have some gignificant effect:

a., Establish regulations blocking

(1) the unlicensed transfer of U.S. dollars
to Cuba;

(2) the unlicensed transfer of U.S. dollars
directly or indirectly from Cuban accounts to
free world countries; and

(3) all other unlicensed transactions.
with Cuba or Cuban nationals, or transactions
involving property in which there is a Cuban
interest,

These actions should be taken only following the
development of detailed implementing instructions
by the State and Treasury Departments and their
final evaluation in light of other considerations
which bear on the matter.

b. Seek opportunities to pursuade Latin American
nations which have not done so to sever diplomatic
relations with Cuba. (

c¢. Increase Intelligence efforts to galn
information concerning:

(1) the size and location of Cuban accounts
in free world banking institutions;

~
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(3) Cuban movement of currencies to other
Latin American countries by legal and illegal
travellers, including diplomatic personnel.

d, Where locally feasible, encoufage Latin

American naticns to impound funds of know Castro-
Communist organizations.

e. Encourage Tatin American countries to enlist
the cooperation of thelr financial institutions
in detecting suspiclious accounts and in exposing
transfers of funds for subversive purposes.

. Seek, using approprlate means, to induce
" Canada, Great Britain, and other NATO countries
to provide information on the direct or indirect
transfer of significant amounts of thelr currencies
by Cuba or Cuban nationals to other Latin American
countries. '

g. As applicable, persuade Latin American
countries to sever all direct or indirect trade.

relations with Cuba, except those involving sale
to Cuba of foodstuffs and medicines. :

~h., Encourage Latin American countries to
establish surveillance of known or suspected
Communist controlled businesses to inhiblt trans-
fers of funds to subversives through such estab-
lishments. '

i. Encourage Latin American countries to ex-
pose and publicize illegal transfers of funds
for subversive purposes, ‘
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MOVEMENT OF PROPAGANDA MATERIALS

T. Introduction

The actions proposed herein are designed to impede
the movement of Communist propaganda materials from Cuba
to and within Latin American countries. They complement
the basic actions relating to control of movement of sub-
versive tralinees to and from Cuba, which actions. are gen-
erally applicable in the solution of this problem as well.
As in the companion measures for control of the movement
of subversive traineess successful execution of the actions
proposed below will reduce the flow of propaganda materlals
but will not eliminate 1t entirely

Communist Cuba has many legitimate outlets through -
which propaganda materials flow. As these legitimate
- outlets are blocked by the initial steps hereln preposed,
it willl be necessary for the Cuban propagandists and their

sympathizers élsewhere to turn from the mass exportation _,f'

of materials to the production and dissemination of the
same materials in a clandestine environment within-the
several Latin American countries. .0Of the two threats, the

illicit production of propaganda materials in each country :

wlll be by far the more dlfflcult to abate.

E ~

In combattlng these threats, one of the most power»ff];ﬂ

ful factors is the influence of our own information and .
counter-propaganda efforts, which USIA and CIA have in-
creased greatly during the past two years Thils paper, _ :
however, is concerned wholly with dlrect|actlons, actions -
designed to impede the movement of propaganda materials
to and within Latin Amerlca i '

TT. Nature and Scope of the Problem |

While the Castro image has faded somewhat in Latin
America, and the attraction of Cuba as a model has dimin-
ished, the susceptibility of the Latin American people to
communlst propaganda remains high. The basic social-and
economic factors which have made this true in the past :
have not greatly altered, and the variety and quantity of
propaganda materials w1th which the Latln Americans are
now beséet are impressive, as exempllfled11n the many
millions of deollars which the communists are estimated to
be investing in the project annually. It is a large pro-
gram and 1t presents a continuing threat|to the tran-
quility of Latin America.

l
{
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Our efforts to combat the problem, moreover, are -

. complicated by the fact that freedom of thought, express-
~lon and press are generally highly regarded in Latin
America, albeit not universally honored, and any proposals
to reduce the flow of Castro- Communist subversive materials
must be influenced by thls fact. Otherwise the United
States may find itself indicted for fostering police-
state methods, a charge which could alienate many of the
Latin Amerlcans we seek to influence.

For the purpose of this paper, propaganda materials -
include radio program scripts, tapes and recordings, printed-
materials, (pOsters, pamphlets, magazines, leaflets, books,
newspapers, news service output), motion pictures, dupli-~
cating or reproducing equipment, electronic communications
equipment, and printing resources, particularly paper stock—,v
piles. -

However, to be complete, '"movement of propaganda

materials" must extend also to publications whdéh are hand-'fl

carried into a country by legal or illegdl travellers for c
subsequent reproduction. It must also include materials -
transmitted through Cuban and Soviet Bloc diplomatic

channels, shipments via postal channels, quantities intro—e_”

duced through smuggling operations, oral transmission of
propaganda guidance by individual travellers or by Radio
Havana, and the dissemination of communist oriented news
by Prensa Latina, the official Cuban news agency, for re-
production by local outlets. Finally to be considered are
thematic guidance, which can be reproduced and exploited

- locally by returning trainees, front groups and sympathetic
publications and, in some countries such as Mexico, Argen-
tina and Uruguay, the. products of those commercial estab-
lishments whi¢h regularly print or broadcast pro-Castro-
Communist materials as a matter of policy or 1deolog1cal
conviction

Press and Publications

_ There are 326 Communist and pro-Communist newspapers
and periodicals in Latin America, and infiltration of the
democratic press, coupled with the non-critical attitudes
of some newspapermen, increases greatly the diffusion of
the Cuban propaganda line. There are 228 Communist-oriented

) publishing houses and bookstores in Latin America, serving
as outlets not only for 30 different Cuban periodicals, but
for a large variety of other Communist printed material.
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Every Latin American country except the Dominican
Republic, Paraguay, Nicaragua, and Venezuela permits
these bookshops to operate. Many of them offer publi-
cations at very low prices or glve away several books
with the purchase of one, and easy .credit terms are
vailable

Excludlng TASS and the New China News Agency (NCNA),
Prensa Latina 1s the principal Communist news agency in -
I.atin America. It operates openly, although not entirely
without restriction, in ten countries -- Bolivia, Brazil,
Chile, Colombia, Ecuador, Costa Rica, Honduras, Mex1co,v'
Panama and Uruguay While most users of Prensa Latina . - ..
releases are covert or overt Communists, some non- Communist '
media make unattributed use of Prensa Latina releases:
This 1s especially true of radio broadcasts.

All of this publication activity is essentially.
- overt. However, decrees banning Communist propaganda

have not prevented the clandestine publications and distri- - 7

bution of periodicals and books in some countries, and
propaganda materials continue to seek’ entiy through ‘the
mails. In Panama, for example, postal and customs authori-. =
"ties destroy an average of 12 tons of Cuban propaganda per
month Another ten tons per month is seized and destroyed
in Costa Rica. This suggests the further quantities, per-
haps larger, may be finding thelr way into these and other
countries.

Radio

Short wave radio is the principal direct mass audience
medium used by Cuba to carry subversive propaganda to Latin
‘America. The Castro regime has constantly increased Radio
Havana's short wave broadcasts to Latin America to a current
level of 115:30 -hours per week.

Cultural Activities

Penetration under the guise of cultural activities is
a favored Communist propaganda technique in Latin America,
where there are now some 64 Cuban binational centers and
Friendship ‘Societies.
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Films

Feature films and short documentaries produced by the
Cuban Institute of Motion Picture Art and Industry play a
direct propaganda role., These films are shown primarily in
binational centers, pro-Communist labor and student: groups ,
and in private or clandestine meetings.

It will be seen from this brief review that Latin
America 1s the target of a broad-scale propaganda program,
comprising not only propaganda materials but including
also the ideas, the knowledge and the resources which are
necessary to make those materials effective. : -

III. Direct Actions to Impede the Legal Movement of
Propaganda Materials

Presented below is a summary of actions contemplatéd*un”

to impede the legal movement of propaganda materials from
Cuba to and within Iatin American countries. For the pur-
pose of this paper, legal movement is defined as movement:
by recognized private and governmental carriers and . communi=-

cations, as well as postal,systems and diplomatic pouching _:' f 

These actlons offer promise of achieving early and
effective results in some Latin American countrles,.but '

they do not have universal application,. and those which may et

be feasible in one country may not be necessary. or: feasible
in another.

1. Political Actions

a. Induce news media to diminish the utilization of"
Prensa Latina. : :

b. Persuade those governments which receive Cuban
and Bloc diplomatic missions to maintain close
surveillance over the propaganda activities of the
Communist embassies with a view toward prohibitlng
abuses of dlplomatlc privilege for subversilve '
purposes., -

c. As applicable and feasible, induce Latin
American countries to:
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(1) Adopt adequate internal security legislation
“to provide severe-penalties for any person engaging
-1n dissemination of Cuban-Communist propaganda
which inspires terrorism or proposes the overthrow
of the legal government by force and violence.

(2) Preclude attendance of Cuban delegates at
international meetings held in Latin America.
(Delegates are propaganda disseminators.)

2, Intelligence Actions

a. Continue U.S, intelligence efforts in each
country to identify individuals, organizations and
facllities involved in propaganda importatlon,
reproduction and/or disseminatlon; make avallable to
each country selected 1ntelligence concerning thése
individuals, organizations and their activities.

b. Encourage each country in which the Communist
Party 1s 1llegal to offer rewards for information
leading to interception of Castro-Communist propa-
ganda and; 1n countries where the Communist party is
legel, for conviction of persons supplylng or
disseminating propaganda materials considered dan-
gerous - to the country!s tranquility.

¢. In separate diplomatic approaches to each
country, urge full and effective cooperation, with
the appropriate organs of the OAS and bilaterally
among the several nations, in the interchange of
information concerning movement of propaganda
materlals,

d. Persuade Latin American countries to report
promptly to the diplomatic misslon of the country
concerned, the identity of any national of that
country who arrives from Cuba and who is discovered
to have been carrying Communist propaganda materials. -

"3. Covert Actions

a. Disrupt the reproduction and distribution of |
propaganda materials, and the procurement and dellvery
of related supplies and equipment,
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b. Seek opportunities to induce Latin American
printing craftsmen to deface, destroy, or misprint
Castro-~Communist propaganda in the process of re-
produatione ‘

C e Disrupt Castro Communist sponsored labor - and
youth congresses, 1lndugtrial and agricultural’
exhibits 1n Latin American countries;

d. Maintain or increase pressures on media owners,
local advertising agencies and film producers and/or
distributors who accept Communist materials,

e, Dissuade US and local business firms from
advertising in Latin American medla which carry
pro~Communist materlals; provide informally to
US firms, for information, lists of such media
in order to encourage their support of a non-
Communlst press.

s Inhlblt the spread of Cuban and Bloc blnational
centers and Friendship Societies in Latin America by

an active program to expose thelr subversive activities ,

and objectives,

g. Where it can be determlned that expeﬂdlture
of the funds is clearly Justifiled, provide financial
“support to selected non-Communist news media requirlng
assistance in order to compete with Communist-
aligned publications which have significant cilr~
culation or impact. 4

h, Induce lLatin American countries to organize
surveillance over in-country sources of newsprint
and related supplies, and deny or inhiblt the use
of these supplies for printing Communist materials,

IV. Direct Actions to Impede Illegal Movement of
Propaganda Material

Many of the actions outlined in Sectlion III related
to the legal movement of materials will serve also to
restrict 1llegal movement. Additional measures designed
specifically to impede clandestine traffic are enumerated
below.
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1. Intelligence Actlong

a., Use penetration and other intelligence techniques
to ldentify efforts to move propaganda materials from
Cuba to and/or within Latin American countries; deter-
mine routes and methods employed; report selected
information, consistent with requirements for protect-
ing our own intelligence program, to the governments
concerned,

b. Utilize the U,S., intelligence community to ,
determine the nature and extent of clandestine air-
craft and small boat traffic ' between Cuba and other
countrles 1n the Caribbean and Central American area,
glving particular attention to Mexico, Honduras,
Jamalca, Haitl and the Dominican Republic. Use the
evidence obtained to induce the governments concerned
to initiate surveillance and other control measures
almed at interception of propaganda materials.

- 2., Survelllance and Reporting Action

Exploit the mechanism of the Caribbean survelllance
system, approved by the President in the study on
movement of personnel, for discovering and impeding
the movement of propaganda materials by illicit means,

3. Political Action

Where legally feaslble to -do so, induce each Latin
American country to improve its police procedures
‘designed to expose the subversive Communist propaganda
apparatus in that country, and to detect and elimlnate
corrupt officials who permit 1illicit shipment of ;
propaganda: materials, _

4, Technical Assistance Actlons

a. Provide technlcal assistance; where requested
to enable Latin American governments to locate
clandestine transmitters.,

b. Assist in the accelerated improvement of the
capabllitlies of Latin American internal security
forces, especially those patrol and intelligence
activities whose function is the preventlon of clan-
destine propaganda activities. Provide equipment,
training and advice as requlred.
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' CUBA

DIRECT CONTROL OF THE MOVEMENT OF ARMS TO AND
WITHIN LATIN AMERICAN COUNTRIES

I. Introduction

There -is presented herein an action program aimed
at controlling the movement of arms to and within Latin
American countries through inhibitions on movement of ’
arms, restraints on their sale, ownership and fabrication,
and controls over the movement of the critical components
which are essential to the local manufacture of weapons.

If success is to be achieved in reducing their use
for subversive purposes in ILatin America, the term "arms"
cannot be limited to firearms in the narrow sense. In
addition, it must include explosives, fuzes, detonators
and demolition equipment; all the weapons of hand-to-
hand combat; grenades and mines; underwater demolition
equipment; lethal gases, chemicals and instruments
for their projection; undercarriages and transportable
appendages for automatic weapons, mortars and other
heavy weapons; spare parts, special tools and equipment
for maintenance of weapons; portable radar and fire
control equipment; special sabotage devices; and printed
instructional material relating to any of the items
listed above, or relating to techniques for their em—
ployment in sabotage and demolition.

IT. Nature and Scope of the Perlem

Our information regardlno trafflc in arms between
Cuba and the remainder of Latin America is extremely
limited. The Central Intelligence Agency and the
Defense Intelligence Agency both conclude that Cuba is
probably not now sending significant quantities of
weapons to Latin American insurgents. Rather the Cubans
appear thus far to have followed common guerrilla practice
in the matter of firearms supply, instructing the sub-
versive trainees who attend indoctrination in Cuba to
obtain weapons/by theft in their own countries, or to
fabricate them locally, rather than to rely upon
supplies provided from Cuba or elsewhere.
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Nevertheless, it would be imprudent to assume that
the Castro government will not or cannot export arms to
ILatin America when to do so will serve -its purposes.

The very large quantities of US arms furnished to pre-
Castro Cuban governments, those weapons collected from
the Cuban people in 1961, and the sizeable Bloc arms
shipments delivered to Cuba since that time, provide
the Castro regime with large stocks which are available
for transfer to subversives in other countries, should
a decision be made to do so. Moreover, Cuba has a con-
siderable air fleet and a large array of small craft,
These unite with Latin America's long, unguarded coasts,
numerous isolated landing fields and inadequate local
security forces, to make the threat of illicit arms
shipment a considerable one. ‘

On the basis of these facts it is concluded that
the immediate problems with respect to arms movement
are twofold -~ to prevent internal assembly of illegal
arms and their distribution in and between Latin Amerlcan
countries, while at the same time improving our
capabllity td impede the movement of arms to those
countries from Cuba,

It is to be noted that, with respect to a number
of Latin American countries, national policy decisions
are a precondition to many of the actions proposed
below., These countries will have to find the resolution
to deal much more firmly with the general problem of
Castro-Communist subversive activities than they have
in the past if the proposed actions are to be effectilve,

III. Actions Conberning Legal Arms Movement

For the purpose of this paper, legal arms move-
ment is considered to be the movement of weapons and
other instruments of violence or the special materials
from which they are made, resulting from overt orders
placed by Latin American governments or private groups,
and then subsequently shipped openly.

"Many of the actions, which have previously been
approved with respect to controlling the movement of
subversive personnel, will have a direct application
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to the arms control problem., Listed below, in addition,

- are proposed courses of action contemplated specifically
to impede legitimate arms traffic to, within and between
Latin American countries for subversive purposes.

1. Intelligence Actions

a. Intensify US intelligence efforts in each
Latin American country to determine the final
recipients of legal arms purchases and, consistent
with our own intelligence requirements, make this
information avallable to the host government.

b. Monitor covertly, suspected sources of local
weapons manufacture (machine shops, metal fabri-
cators, foundrles) Report positive findings to
host government, where appropriate.

2. Political énd Administrative Actions

a, Persuade each Latin American country to
confirm the accuracy of cargo manifests of all
ships and aircraft departing for or arriving
from Cuba, and to intensify formal dnspection of
all cargo, regardless of country or origin, for
munitions materials,

b. Provide further US technical assistance to
Latin- American countries to improve customs pro-
cedures and controls for ports, airfields and
border stations.

c. Through the US diplomatic mission in each
Latin American country, impress upon the appro-
priate ministries the need for ensuring the bona
fides of all legal purchasers, dealers, brokers,
and transporters of arms, munitions and explosives,
and confirming that they are not communist relay
points.

IV. Actions Concerning Illegal Arms Traffic

Listed below are proposed actions designed to
impede the illicit fabrication, transportation and dis-
tribution of arms, in the broad connotation of the term

'
\
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as presented in Section I. By virtue of their specific
nature, the actions do not have universal application,
and those which may be effective in. one country may

not be necessary or feasible in another.

1. Training, Orientation, Indoctrination of Latin

American Personnel

Y s

Offer US assistance to Latin American nations
in initiating training programs to educate law
enforcement, military, customs, border police,
and other officials in the technical aspects of
arms control, to include creation of an awareness
of the characteristics of all mechanisms of
destruction and violence.

2. Intelligence Actions

a.. Penetrate subversive elements or groups in
each Latin American country to acquire intelligence
concerning illicit arms manufacture and movement,
Provide the affected governments with this
information, as consistent with the requirement
to protect our own intelligence program. Assist
in disrupting such manufacture and movement by
covert means.

b. Utilize the resources of the US intelligence
community to determine the nature and extent of
clandestine aircraft and small boat traffic which
could be used for arms shipment from Cuba and

- between other Latin American countries. .

. - ¢c. Propose bilateral arrangements providing for
the exchange of information on arms movement among
the US and Latin American countries, along the same
lines as proposed for other information relating
to subversive personnel and propaganda movement.

. d. Encourage Iatin American countries to utilize
their private aircraft in Civil Air Patrol Programs

for the purpose of extending in-country surveillance -
of coasts and borders. ‘
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3. Political and Administrative Actions

a. Urge Iatin American countries to intensify
application of those internal law enforcement
measures which are designed to impede the illicit
traffic in arms. Provide US training and technical
assistance, as requested.

b. Encourage Latin American countries to offer
rewards for information concerning the location of
arms caches and for positive identification of
persons engaged in illegal arms manufacture or
traffic. '

c. Induce lLatin American countries to expand
and intensify port, airfield and border inspection
- of incoming and outgoing cargo for contraband arms.

d. Request diplomatic missions to bring to the _
attention of each Latin American state the necessity
for employing strict physical security measures
and reliable accountability procedures with. respect
to all arms and ammunition issued to units of the
armed forces, militia and law enforcement units.

e. Where applicable, propose bilateral agree-
ments among neighboring lLatin American countries
concerning establishment of cooperative procedures
to prevent illicit arms traffic.,

f. Through bilateral or OAS mechanisms, as
appropriate, encourage Latin\American countries to:

(1) Re-examine and adjust, as necessary,
the licensing qualifications and procedures
for all companies engaged in the manufacture,
transportation and sale of explosives and
firearms, to provide a ready basis for con-
trolling their activities.

- (2) Establish rigid control procedures for
the disposal of surplus and obsolescent arms
in use by armed forces and police.
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4, Propaganda Actions

a. Publicize confiscation of communist arms
caches, 1llegal arms movements, apprrehension, con-
viction and punishment of arms smugglers and illicit
arms manufacturers. Utilize news media, UN and OAS
forums. ‘

b. Continue exposure, in Latin American mass
media, of Castro Cuba as the focal point in the
international conspiracy to undermine established
Latin American governments by means of violence,
armed insurgency and terrorism. '

5. Military Actions

Exploit the mechanisms of the Caribbean sur-
veillance system, approved by the President in the
study on movement of personnel, to impede illicit
traffic in arms. This will be supported by the
revised military assistance guidance which was also

~approved in the study on personnel movement.

6. Covert Actions

a. Where favorable circumstances arise, provide for
supply to known indigenous communist groups of special-
ly prepared arms which will malfunction in such a
manner as to cause injury to the user, and thus gene-
rate both doubts. and fears among the communist sub-
versives involved.

b. Applj subtle sabotage to intercepted.illegal
arms shipments and permit them to proceed to desti-
) nation. -

c. Through agents, attempt to purchase arms from
suspected 1llicit sources in lLatin America, in order
to expose these sources and to determine facts
concerning their method of delivery. Also through
agents, attempt to sell arms, to expose illicit
purchasers. '
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CUBA

THE ORGANIZATION OF A CARIBBEAN SURVEILLANCE SYSTEM

I. Introduction

On 8 March 1963 the President approved the estab-
lishment of a coordinated Caribbean sea Qurvelllance
gystem involving:

S a, Continued close-in surveillance of Cuba
by U,S. forces,

b. A U.S., military alerting system, by which
intelligence of subversive movement will be
rapidly transmitted to the United States American
Ambassadors to countries concerned, through in-
telligence centers at Caribbean Command and .
Caribbean Sea Frontier Headquarters of the Atlantic
Command. (The feasibility and desirability of
establishing these intelligence centers is being:
studied further, on a priority basis.)

C. Seeking initlation of unilateral sur-..
velllance and interception efforts by each country
in its own territorial waters.

d. vaSv assisbance in final interception in
territorial waters upon request of the country
concerned.

It is the purpose of this paper to present the
detailed actions required to put this decision into
practical effect, with emphasis particularly upon the
function of United States forces, and giving considera-
tion to the fact that the decision was addressed to
survelllance of surface movement only and not to the
surveillance of alr activity.

11, Nature and Scope of the Problem

General Considerations

The thouﬁanaq of ships and craft operating 1n
the Caribbean provide an excellent means for
clandestine movement of personnel, arms equlp-
ment and propaganda materilals from Cuba to the
other countriegs in the Caribbean, as well as
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between Caribbean countries. The many miles

of

eggentlially unguarded coastline in the

area enhance further the attractiveness of thesge
meang of disseminating elements of the Castro-
Communist program. While our information on

the extent to which this procedure is now ex-
ploited is meager, there is little question that

it

constitutes at least a potentlal danger, one

 that wé must be prepared to meet,

The Caribbean subrveillance system envisaged

herein must have the capab1 ity to:

a. Detect, in Cuban or international waters,
sugplclous ships, and small craft, and

b. Identify and track these ghips and craft
in international waters, until they can be
apprehended and inspected in the terriftorial
waters of the state which is the intended
destination or, alternatively, to '

¢. Detect, in territorial waters of a
Caribbean state, shipe or craft bearing sub-
versive cargo, and apprehend those vessels
prior to their escape into international
waters or into the territortal waters of
another state. - '

Devélopment of a program to meet the above

problems will be sharply affected by the fact that
that Central American countriesg have only limited
capabllities fo patrol thelr own coastal waters

by

sea or alr. Their intelligence capabllity is

g small and theilr communicatlons resources are meager.

Special Conglderations
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‘a, Detection and Tdentification

Detection of gusgpicious surface travel- can
result from visual sighting by alr or surface
craft, radar contact or radio intercept. It
may derive from observation only, or may re-
sult from intelligence,

" The identification of those surface vegsels
which are aptually transporting subversive cargo
can only be achleved by intercepting and
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searching all suspicious subjects. In the
absence of a political declision permitting
such operations in the open sea, this must
be accomplished in territorial waters. of :
friendly countries, and will prove a costly
and burdensome undertaking. '

In any event, - effective detection and
identification within the Jjurisdiction of a
friendly power, in the territorial waters or
aghore, will demand the coordinate usge of
indigenous resources including naval forces,
alr forces, military or paramllitary forces,
fishermen and the local populace. These re-
sources must be organized ‘for rapid reaction
to warnings of impending subversive activity.

b. Interception

Stspicious targets which have been detected

‘and .identified in international waters, or

those upon which advance intelligence has
materialized, could be shadowed to the 1limit
of the capabilifties of sea and alr forces
available, and the movement reported. In
the absence of a political decision to auth-
orize visit and search on.the high seas,
subsequent action on the high seas would be’
confined to observation. In territorial
waters interception would be accomplished by
or with the consgent of the country in whose
waters the interception occurs.

c. Intelligence and Communications

The difficulties inherent in timely detection,
identification, and interception of craft bent
on subversive missions point up the need for
intelligence on prospective movements coupled
with adequate means for rapid interchange of
this information. The Department of Defense,
the Department of State and the Central Intelli-
gence Agency have taken action to improve U.S.
communication networks, but the systems of the
Latin American nations concerned are, in most
cages, ungatisfactory.

d. Command Arrangements

An uncomplicated cooperative system 1is

~visualized, basged on eacéh nation pollcing its

3
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own shoreéeline and adjacent waters, with its
own surface and air forces, coupled with
agreements between neighboring countries to
provide mutual information and assistance.

An over-all command structure for the system
as a whole is neither required nor desirable.

e. Funding and Logistical Arrangements

The operation of a modest surveillance
system, as envisaged herein, would still
entail operations on a 1arger scale than
currently in force, wilth corresponding
additional costs to cover materiel and train-
ing for the Latin American participants.
These financial requirements should be ful-
filled over and above current programs, and
accomplished through existing channels.

IIT. Attitude of the Latin American Nations

Given support and encouragement by the U. S., 1t
1s concluded that some of the countries bordering the
Caribbean Sea would be willing to participate in a
coordinate surveillance effort. However, the intense
national pride and the sensitivity of the countries in-
volved makes 1t by no means certain that any will par-
ticipate to the precise degree or in the exact manner
considered most des1rable by the U.S.

Inter-service rivalries, political considerations,
mistrust of the military by their executive branches,
and antagonisms between indigenous police and armed
forces will all tend to impede the program. However, the
proposals that follow will serve to diminish these impedi-.
ments, and to establish goals not only for U.S. planning,
but for U.S. efforts to encourage the Latin American
participants as well.

IV, Actions

To be effective the coordlnated Carlbbean Sur-
veillance system will require:

a. Multinational actions to reach agreement on
surveillance, and on the means to control it.

b. Unilateral and cooperative measures to detect,
identify, track and apprehend clandestine movements
of subversive personnel, arms and equipment.
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¢. A mechanism which ensures the rapid assembly

\ - and dissemination of the required information to
the responslble agencies of the countrles concerned,
i.e., an alertlng system.

d. Improved communlcatlons facilities in the

area.

These measures can only be effective if the partici-
pating Caribbean countries are willing to develop and
improve thelr counterpart internal security capabilities.
Specifically, there is a requirement for additional
effort on their part in counterguerrilla training, police
operations, intelligence, and air and ground mobility.

Listed hereafter are specific actions designed to
fulfill the foregoing requirements.

a. Multinafional Actions to Control the
Surveilllance Effort

(1) Consult the Caribbean countries with a

- view to requesting the President of one of them

to invite ministers from the other countries,
as appropriate, to meet for the purpose of dis-
cussing implementation of a multinational
surveillance program. Arrange at this meeting

-for the governments of the participating

nations, including the U.S., to issue a joint
declaration that the export by Cuba of subver-

- sive personnel and material will call for all

to take the necessary measures to safeguard
the countries concerned.

-(2) Encourage arrangements between Caribbean

states for mutual cooperatlon in coastal sur-
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velllance.

(3) Make bilateral arrangements, as necessary,
with each participating nation as to the con-
ditions under which U.S. combatant forces may
enter the waters in which we recognize the par-
ticipating nation's territorial sovereignty.
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b. Unilateral Surveillance Actions

(1) Continue general U.S. surveillance of Cuba
and 1ts contiguous waters,. reporting all suspi-
clous contacts to the U,S. alerting centers at
Puerto Rico and the Canal Zone.

(2) Maintain a . continuing U.S. capability to
respond to requests for interception assistance
from Carlbbean countries; thils capability to in-
clude facilitles for communication with the U.S.
alr and surface units (or headquarters) conducting
close-in surveillance of Cuba, and with the prin-
cilpal units and command headquarters of the par-
tlicipating Caribbean countries.

(3) Require the U.S. Coast Guard to develop a
program for explecliting the surveilllance and re-
porting capability of U.S. commercial, flshing
and pleasure craft in the Caribbean.

(4) Propose that each Caribbean country estab-
lish intensive civilian and military information
programs to motivate clvilian and military parti~
cipants in the surveillance program.

(5) Propose that each Caribbean country organize
(or expand) its Coast Guard type force utilizing
U.S. MAP-provided patrol craft for in-shore patrols.

(6) Encourage each participating country to
develop emergency procedures which will provide
for rapid concentration of available forces in any
critical area 1in case of alert.

(7) Request the governments of each Caribbean
country to issue directives requiring that all of
thelr ships and aircraft on routine operations or
business be alert for and report suspilcious con-
tacts, in accordance with a pre-arranged system.

(8) Propose that the Caribbean governments in-.
tensify the patrol and intelligence activities of
both military and police forces in border areas, -
to Include the institution of coast watcher pro-

- grams where feasible.
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(9) Propose that the Caribbean governments
augment their military surveillance capability
by arranging for service, -ag needed, of local
surface pleasure and commercial craft, and
private aircraft; the service to be patterned
after the Coast Guard Reserve programs and the
Civil Air Patrol in the United States.

c. Actions to Establish an Alerting System

(1) Complete priority study on establishing
intelligence centers at Caribbean Command and
Caribbean Sea Frontier Headquarters for rapid -

procesgsing and dissemination to countries con-

cerned via the Unlted States Ambassadors, of
Castro-Communist subversive movements, ’

(2) Propose that each Caribbean country
consider the desirability of establishing a
central headquarters authority to coordinate
its air and surface military and civil
patrols, its coast watching activities and
1ts intelligence and alerting procedures,
and to serve as a central point of contact
in the survelllance system,

(3) Encourage participating countries to

-make maximum use of U,S, mobile Intelligence
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training teams, as well as spaces avallable
in UeS, 1nte111gence training schools.

d._Actlons to Develop Effective Communications

System.

(1) Encourage participating countries to make
maximum use of U.S, mobile communications train-.
ing teams, both air and surface,.

(2) Continue emphasis on improving U.S.
communications in. the area and encourage par-
ticipating countries to improve their own
communication capabilities.

(3) Pending the improvement of indigenous
communication facilities and capabilities, U.S.
and participating country surveillance head-
quarters exchange contact information on a
priority basie, utilizing U.S. provided facili-
ties described in c¢.(1) above.
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(4) Provide for limited scope combined exer-
cises including U.S. forces and Caribbean country
navy, ailr force, and coast guard units, together
with the necessary headquarters, to improve
communications and procedures, and to develop a

- rapid response capability in the participating
Caribbean countries.
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CUBA '

THE EXCHANGE OF INTELLIGENCE
CONCERNING COMMUNIST SUBVERSIVE ACTIVITIES

iy Introduction

In combatting Castro-Communist subversion through-
out Latin America, there is a fundamental requirement
for 1ntelligence -- a requirement which. involves the
timely acqulsition and processing of information as
well as its rapid dissemination, on a selective basis;
to countries concerned. While efforts are now being
made by CIA, AID, and the US Military Services to
improve Latin American intelligence systems, success
thus far has been limited, and much remains to be done.
It i1s not with this broad problem, however, that this
paper 1s primarily concerned, but rather with the
narrower matter of the need for a stronger program of
exchanging essential informatlion regarding Communist
subverslon in Latin America among those who need to
know 1t,

1T, The Nature and Scope of the Problem

1. Limiting Factors

a. There are many inhibitions which tend to
discourags the exchange of intelligence on an
international basis, even among allies. National
privacy with regard to the inner workings of an
intelligence system must be preserved. Com-
pounding the problem further, where Latin America
is concerned, 1s the diviegive influence of the
long history of rivalries, wars, jealousies and
disputes which have characterized relations among
the nations concerned. The wounds of past conflicts
among pairs and groupings of nations are not com-
pletely healed. There ig lingering hostility
between Peru and Ecuador deriving from their
boundary war. Chile and Bollvia continue at
odds over the Rio lLauca and the question of
Bolivian accegs to the sea, and, even now,
‘Nicaraguan insurgents are harvored within the
borders of both Costa Rica and Honduras. It
could hardly be expected that these countries
would be eager to exchange intelligence on a full
and frank basis. ‘
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b. Beyond this, Latin America is not a homo-
geneous entlfty in soclal, political, or economic
terms, and attitudes toward the Castro-Communist
subversive menace vary widely. A completely
unified approach toward exchange of intelligence
concerning this menace, therefore, cannot be
regarded as attainable.

¢. Additional impediments to .intelligence ex-
change are the generally low level of competence
of most Latin American intelligence services, thelr
lack of rapid, secure means of communication, the
abgence of adequate security systems, and the lac
of security consclousness. Deficlencies in ‘
security safeguards must necessarily limit the
exchange of intellligence obtalneg covertly by any
of the nations involved, and particularly the
United States, which has the most sophisticated
system and hence the greatest need for protection.

d., These defects promise to persist, since the
governments of some countries have little desire to
develop a competent career security service. There
ig a fear that the existence of an efficlent service
would constitute a threat to further activities of
members of the exlisting governments at such time
as they might find themselves out of power. More-
over, many Latin American intelligence. services
tend to label as "subversives" those of thelr own
nationals resident in other countrieg who are
opposed to the existing government.

e. These realities all underscore the fact that
multilateral intelligence exchange must be
approached on a most circumscribed basis. It
should not be concluded, however, that nothing
of value can be accomplished multilaterally.

With proper definition, limiting the problem

of exchange to matters directly related to communist
subversive activities, such as the movement to and
from Cuba of subversives, the production and ,
movement of propaganda materials which threaten
internal stability, the movement of arms, and the
movement of funds, it should be practicable to
marshal a usgeful measure of cooperation. 1In
pursuing this effort, it will be important to

draw a sharp distinction between secret intelligence

SECRET = o

DocId:32276221 Page 113



SECRET

gained by covert means and information obtained

openly. The former involves the requirement to

protect national secrets both as to sources and

acqulsition methods employed. The latter, which
can be of great value, can be exchanged without

fear of compromice,

2. Categories of Exchangeable Intelligence

The following describe generally the categories
of exchangeable matter, and exemplify the types of material
under each: '

a. Travel information - Unevaluated information

devoted solely to rapid reporting of the movement

of individuals between Latin America and Cuba or
Soviet Bloc countries. Such reports can be

reduced to a few elements such as identification

of the individual, point of departure, date and

time of departure or arrival, destination, and
carrier. When presented in an abbreviated form

gsuch information offers minimum security problems
with respect to exchange with one or more countries. -

b, Intelligence information reports - Un-

" evaluated information derived from clandestine
collection operatlions or confidential sources
reporting on plans and activities of Cuban or
communist connected subversive individuals or
groups; on movement of arms, propaganda and funds;

.~ on shipping and air movements and on results of
survelllance efforts. Because continued receipt
of such information by the United States 1s dependent
on careful protection of sources and methods of
collection, the exchange of this information with
other countries must be carefully controlled by
the collecting department.

c. Intelligence reports and studies - Evaluated
intelligence in all of the above areas, prepared
by an appropriate element of the US government in
a form which ig releaseable to other Latin American
countriss. C

d., Selected overt materials’'- Articles or news
stories drawn from presg, periodical and other
overt publishers. Selected for maximum impact on
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other countries particularly where such information is
not freely available to security services, as in the
case of foreign broadcast reports. " '

3. Current Exchange Arrangements

a. At present there is little organized exchange of
intelligence among the Latin American nations. There
is a limited amout of informal exchange, often on a
basis of personal relationships between government
ofdicials having a community of interest with respect
to a partlcular matter.

b. The Central Inteljlgence Agency has established
working liaison arrangements in those Latin American
countries where such relations have been considered to
be 1in the best interest of the United States. Most of
the intelligence concerning subversion Ain Latin America
available to the CIA is derived from covert operations
or through contacts with another intelligence or security
service, Thig inhibits the passing of such information
to agencies of a third country. There i1s, however, a
substantial amount of intelligence available from overt
or non-sensitive sources which can ‘be provided. to
other countries. In 1962, CIA received information

s ' reports from 26 services with which liaison is main-
tained in Latin America and released reports to 35
reciplents. Intelligence items exchanged included
collated studles, weekly 1nte111gence reviews, name
traces and travel reportQ.

¢. The U.S, Army, through its attaches, currently
hag an iInformal arrangement involving bilateral ex-
changes of intelligence with Argentina, Colombia,
Ecuador, Uruguay, Peru, Paraguay and Venezuela. Infor-
mation provided by the Army has been concerned with
gsubversive personalities, communist infiltration,.
weapons movements and related matters. Reciprocal in-
telligence received has been of small value. The Army
also provides selected information on subversive actil-
vitiegs to Brazil, Chile, Guatemala and Mexico, without
reciprocation. The Navy has established a Navy-to-Navy
program for the exchange of intelligence among nine
South American navies and the U.S. Navy. The U.S. Air
Force, through its attache system in Latin America, like-
wise has an exchange program. This is accomp11Qhed on
an informal basis and is bilateral in nature.
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'd. Exchanges of information are also effected
from time to time through channels of . the Depart—'-
ment of State.

e, As yet, however, the program for the pro-
vision by United States agenciles of information on
subversion to Latin American governments has not
been developed to an adequate degree. Since the
United States possesses the most extensive
acquisition capabillities, as well as the only
secure and reliable means of rapid communilcation.
throughout Latin America (currently in process
of improvement), the development of an integrated
United Stategs sytem for bilateral exchange offers
the greatest possgibility of achileving the results
deslred.

f» United States experience in the matter of
intelligence exchange in Latin America, and 1n
other areas of the world, has led to the conclusilon
that bllateral arrangements are more fruitful than
multilateral arrangements such as those established
‘within the framework of NATO, CENTO and SEATO.
Nevertheless, this experience has shown also that
multilateral arrangements can be of some use,
particularly in creating an awareness of the need
for intelligence exchange.

g. The concept of an exchange of information
among members of the OAS with regard to subversive
activities has been put forward at numerous Inter-
American meetings, but has not been implemented,
largely for the reasons set forth in Section II.1.
Under the Punta. del Este decisions, the OAS members
were urged to cooperate in strengthening theilr
capacity to counteract threats or acts of aggression,
‘subversion or other dangers to peace and security.
The Council of the OAS is charged with maintaining
vigilance over Castro-Communist subversion, and
a "Special Consultative Committee on Security (SCCS)"
is esgtablished to give technical advice on request
to governments and the Council on matters relating’
to subversion. All American governments have been
asked to furnish information on Castro-Communist
activities to serve as the basis for studies and

= recommendations by the Council of the' OAS on how to
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counteract them., Since the Punta del Este meeting,
the OAS has been making slow progress in the :
countersubversion field, but there has as yet been
no significant exchange of intelligence through
~1ts machinery. :

h. The Inter-American Defense Board (IADB) has
also demonstrated an awareness of the need for
exchanging intelligence regarding communist sub-
version. Annex 4 of the General Military Plan
prepared by the IADB requests the American States to
report information to the Board and'to establich
agreements among themselves for exchanging infor-
mation of collective interest. The United States
has approved the General Military Plan, but similar
action has not been taken by all member countrigg.

i. This brief summary serves. .to illustrate that
there ig much room for expansion of bllateral
intelligence exchange arrangements among the Latin
American nations themselves, which 1is now minimal
at best, as well as a need to create an expanded
program for bilateral intelligence exchange :bétween
the United States and individual countries, and
finally, a requirement to develop the possibllities
of a multilateral approach within the recognized
limitations involve@.

ITI,  Existing Programs

Enumerated below are the principal'programs_now in
progress., They are subject to continuilng improvement.

1, Bilateral exchange of intelligence is now bheing
conducted by CIA, DOD and bther.US agencies with their
Latin American counterparts in .instances where 1t has
béen found possible to establish appropriate arrangements
for exchange of selected information consistent with
Security requirements,

2. A.study is currently underway to evaluate the
feasibility and desirability of establishing military
intelligence centers of the Caribbean Command and the
Caribbean Sea Frontier, Atlantic Command, for further
dissemination'of intelligence as appropriate in con-
junction with our Military Alerting System, for rapid
processing and dissemination with appropriate, of
intelligence on subversive activities directly to the
countries concerned through the US Ambassador.
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3. Intelligence is being provided to the Caribbean
Command by CIA and other elements of the U.S. Embassies
~in Latin America as well as to CIA Headquarters for further
dissemination as appropriate.

4. Various agencies of the U.S. Government are now !
disseminating to Latin American governments unclassified studies
and reports and other non-sensitive information concerning
Castro-Communist subversion.

: ?

5. U.S. Government communications sy&tems throughout
Latin America are being expanded and 1mproved upon on a
high priority basis,

6. Programs now exist under AID, CIA, and DOD for the
training and equilpping of Latin American internal security
and intelligence services. Additional programs gould be
egtablished in other countries where it is found to be in
the best interests of the United States and acceptable
to the country concerned.

T. All Information received by CIA concerning travel
to and from Cuba is put into a computer system capable
of producing lists of name, by country, by polnt of travel,
or sorted on various other bases. '

IV, rNew Actions Recommended

1. Reinforce the present procedures for bilateral
- exchange of intelligence, as described in Section III.1l. by
recommending an Embassy intelligence committee to coordinate
procedures for ensuring timeliness, completefhess and freedom -
from duplication or false confirmation in the bllaferal exchange
with the host governments,

2. Encourage Latin Amerloan countrieg to engage in
bilateral exchange of intelligence on Castro-Communist
subversive activitiles.

3. Arrange for the electrical dissemination to
.appropriate Latin American governments of dally summaries
of radlo broadcast material as monitored by the FBID of
CIA,

L4, Make available to as many countries ag security
permits, wanitized results of the extenslve travel coverage

obtained by the Central Intelligence Agency, already processed
by machine, (See paragraph III,.7.)
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5. Discourage the employment of intelligence advisors
from nations other than the United States except in instances
where the United States can arrange to provide for the
training and control of any third country intelligence
advigor, - -

, 6. Arrange for the preparation of periodic studies
of Castro-Communist subversion in Latin America which can
be disseminated to selected Latin American governments.

7. Undertake action in the OAS to stimdlate governments
to keep the Council and the SCCS fully informed on a
continuling baslis of the nature and ineidence of subversive
activities in thelr respective countries.

8. Encourage Latin American countries to approve the
General Military Plan of the Inter-American Defense
Board (IADB), and, in accordance with Amnex 4 thereof,
furnish to the IADB intelligence information and estimates
concerning Castro-Communist subversive activities.
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TRAINING OF LATIN AMERICANS. IN THE UNITED STATES

I.  Introduction

The fact that 2,000 Latin Americans have recently
been indoctrinated in Communist ideology and subversive
techniques in Cuba 1s just cause for concern, and warrants

~an energetic response. Our actions to frustrate this
movement are already beginning to generate momentum, but
it will be idle to conclude that currently programmed
impediments upon the movement of people, armg and propa-
ganda from Cuba, will diminish decisively the strength
of Castro-Communist inspired subversion in Latin America.
While it will be important, so long as the Castro regime
survives, to remove the abllity of Latin Americans to .
travel to Cuba, it will .be much more important to remove
their desire to travel there in the first place.: '

The root causes of this desire are numerous but
prominent among them are the dissatisfaction of the young B
people of Latin America, their impatient hope for better
things and thelr curiosity about the world at large. The
younger generation of Latin Amerlcans cannot be expected
to stand still. They demand rapid and revolutionary im-
provement and this i1s what communism promises them, how-
ever falsely. We are faced with the challenge, therefore,
of convincing the young and restive Latin American student,
farmer or labor leader that the progress he desires can
best be achieved through the institutions of a free society.
One of the best means of establishing this convietion is
to show him, at first hand, our own free socilety in action.

This useful influence is at work now with the Latin
American students who are receiving education and train-
ing in the United States., 'This group - conslderably
greafter in number than those who visit Cuba or the Bloc
countries - are underwritten by various agenciles of the
United States government, private institutions, and, in
many cases, defray their own expenses. On balance, these
young people return to thelr countries with a keener un-
derstanding of what makes the United States function,
While their reaction may not always be completely favor-
able, it must certainly be more accurate - and thus more
favorable - than any picture painted for them by the
Communists at home,
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In any case in terms of the numbers of young Latin
Americans which we might reach in this endeavor, it is
evident that our opportunities are not now being fully
.exploited. If our efforts can be glven stronger direction
and intensified, there is reason to believe that we may
exert a pOWerful influence on the most impressionable - and.
most important - sector of Latin American society, the
younger generation. ’

That i1s the purpose of this study - to examine those
U.S. sponsored training and education programs for Latin
Americans which are already in motion, with the objective
of determining what improvements can be made which would
increase our capability for countering subversion, Atten-
tion has been focussed particularly on subsidized training
in police, military and certain other fields, selected on
a basis of thelr special significance in the confrontation
with Castro-Communist subversive activities. '

It i1s recognized that the much broader area of U,S.
secondary school and college level education for Latin
American students is also a most fruitful field, which
requires similar examination; however, that study is-
viewed as belng conditioned upon educational factors
which are beyond the scope of this paper.

Another. important field which 1s complementary to
training in the United States,. is the broad variety of
in-country programs, now belng carried out by the Department
of State, Peace Corps, AID, USIA, the Armed Forces, private.
and religious. institutions, and civil educational insti-
‘tutions. Through these, the Latin American is exposed at
home to U,S., citizens who are interested in his welfare,
in terms which provide a direct rub-off of our values.
While it cannot be divorced completely from in-country
training this paper does not concern itself directly with
that sector. It does, however, recognize the importance
of the in-country effort, and proposes to make use of
the U,S. presence in-Latin American as a catalyst to
attract promising young people towards training in the
North, where they can see organized freedom in actlon and,
by gaining confldence in 1t, become its champions in their
own country.,
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- IT, Existing Programs

1. General

Approximately 15,000 Latin Americans, exclusive
of private business tralnees, are instructed. annually in
the Unlted States. Of these, about 10,000 are engaged.
1n undergraduate or graduate studies, 1nclud1ng more than
1,000 individuals who receive subsidies from the United
States or from their own governments, The remaining 5,000

~receive specilalized instruction, or are brought to the
U.S. for orientation tours., The U,S. Government provides
1ts subsidies principally through the Military Assistance
Program, the Agency for International Development,. and the
Department of State. Also the Inter-Agency Committee on-
Youth Affairs 1s reviewlng existing programs affecting
Latin American youth and studying the poqsiblllty of
“leadership training courses for them, .

2. Agency for International Development Pfdgfams'

During FY 1962, the Agency for International.
Development brought 1, 9& Latin Americans to the United
Stateg for training, in age groupe as follows:

Under 20 o 25
o1 - es | - 160
26 - 30 _ 362
31 - 35 - | 392
36 - 40 | 288
A1 - 45 | o 165
46 - 50 | 118
51 - on ' 85

Approximately 240 of these trainees matriculated
at a unlversity or school, for undergraduate or graduate
degree work. The remainder engaged in on-the-job or less
formal training, or attended courses apart from a degree
program, for periods varying from three months to a year,
Students received tralning in the following fie}ds:
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Agriculture 249
Industry . 164 :
Transportation 115
Labor ' | 338
Health i 167
Education - | ‘ 130
Public Administration 157
Public Safety 119
' Community Development _ 20
Atomic Energy ; 22
Housing - 46
Miscellaneous! | 68

3. Military Assistance Programs

, At the present time, 2,277 Latin American military
students are recelving, or are programmed to recelve, train-
ing in the United States under the Military Assistance Pro-
gram, Courses vary in length from two-week orientation
tours to 83-week flying training courses. However, the
majority of instruction is for periods of less than six
months, and is distributed in fields as follows:

Flying Instruction (8-83 weeks) 172
Command, Staff and Operational 748
(direction and control of

armed forces, 4-23 weeks) ;

Communications/Electronics 66
(6-29 weeks)

Equipment Maintenance and 335
~Repair (5-28 weeks)
Togistics (2-14 weeks) s 46
SECRET
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Administration (4-40 weeks) 8

Professional Speeialiied 306
(Engineering, Mecical, Legal,
\ ete,, 4-20 weeks)

Orientation (2-3 weeks) 596

~

4, In FY 1962, 1,869 persons from the other American
Republics came to the United States under program of the
Bureau of Educational and Cultural Affairs of the Depart-
ment of State. This number 1s broken down as follows:

Students (Academic study, 338
1 year) ; '

Teachers (6-12 months) ‘ 277 -

Professors/Research Scholars: 84

(1I-2 semesters)

Leaders and Specialists 299
(1-6 months)
o Educational Travel Grantees 871
(30 days) - .

The 338 Latin American students were for the
most part at the graduate level, studying for a full
academic year at universities in the United States.
Teachers participated in six-month programs of teacher
development in thelr special filelds, or in teacher edu- .
cation workshops in Puerto Rico, with a smaller number
teaching for a full academic year in United States schools.
The 84 professors and research scholars were engaged in
teaching or research from one semester to a full academic
year, or participated in short-term seminars at U,S.
universities. Leaders and specialists in all important
fields visited the United. States: the former,. for
periods of from 30 to 60 days for observation and to
confer with colleagueg in their gpecilalties; the latter
for periods varying up to six months for practical study
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and on-the-job training in thelr special fields (commu-
nications media, community welfare work, etc.). The
871 educational travel grantees, comprising approxi-
mately 45 per cent of the total nunber of Department

of State sponsored trainees in the United States con-
sisted largely of selected students and student leaders
from Latin American universities, and some school
teachers; who participated individually or in ‘groups in
short-term observation visits relating to their special
fields of interest.

5. Training in the Canal Zone

Additional Latin American personnel undergo
training in Panama Canal Zone schools of the Caribbean
Command and at the Inter-American Police Academy,
operated by the Agency for International Development,
Additionally, the United States Navy and Coast Guard
are establishing a facility to instruct Latin Americans
in coastal patrol craft operation and surveillance.
While this training does not take place in the United
States proper, the Labin American students involved are
nevertheless exposed to a school environment which is
based on U.S. values.

During the past year, the United States Army
Caribbean School trained 1,200 Latin American officers .
and men, while the United States Air Force School for
Latin America trained 494 students, The newly formed
Inter-American Police Academy graduated 90 Latin Ameri-
cans during the same period, and is expanding classes
to reach a planned annual rate of 360 in FY 1964,

6. Cost of Existing Programs

The FY 1963 AID, MAP and State Department pro-
grams provide $21.9 mllllon for training a total of
5,165 Latin Americans in the United States. The per ©
caplta cost of training under civilian programs of the
United States Government ‘is approximately $5,000 for a
full academic year, Military per capita direct costs
average $3 200, with courses usually of less than one
year's duratlon It is estimated that the per caplta
costs for short courses (8-16 weeks) both civilian and
military, approximates $1,600.
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In terms of dollars alone, and apart from the
many benefits received, 1t will be seen that training
1s a relatively inexpensive endeavor, Furthermore, in
contemplating the cost of an intensified program, it is
significant that the enrollment in most schools and
training courses can usually be increased - in some
degree - without corresponding increases in overhead,

7. Difficulties Encountered in Filling Available
Military Quotas in the United States:

, The failure of Latin American countries to take
full advantage of military quotas offered has been a
persistent problem. In 1962, for example, 15 per cent

of the quotas offered were unfilled. This unfavorable
situation derives from many causes. During the current
fiscal year 18 per cent of unfilled Army quotag have been
due to inability to meet course pre-requisites; 22 per
cent because of lack of sufficient funds and 33 per cent
because of political upheavals. The armed forces of the
average Latin American country are small, and the avail-
ability of qualified candidates who can be spared for
extended periods of instruction abroad is thus limited,
The short periods of obligated service and the lack of a
professional non-commissioned officer corps also tends -
to discourage the training of enlisted men in United
States schools, since there is an understandable lack

of enthusilasm for spending large sums from limited budgets
to train enlisted men who will remain in service only a
brief time. Another significant deterrent is the per
diem rates required by law to be paid by some countries
to service personnel sent outside their homeland. In
Argentina, Brazil, Colombia, and Uruguay, the legal ratesg
for personnel serving abroad are too high to be support-
able by defense budgets, while in other countries, such
as Bolivia and Paraguay, the standard rates are too low
to provide a reasonable living for students, '

ITI. Groups Appropriaté for Expanded Training Efforts

Three principal groups have been identified as
meriting special attention in our program of impeding
the growth of Castro-Communist subversion, These are:
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a. Groups directly responsible for the security
of the country. Personnel of police, paramilitary
and military organizations should receive particu-
lar attention, with emphasie on Jjunilor and inter-
mediate level personnel involved in administrative
and supervisory functlons, 4

b. Groups responsible for the operation of vital
facllities, Communicatlions systems, public infor--:
mation media, utilities, transportation and, 1in
some countries, industrial installations are vital
to the orderly functioning of a state. As a result,
they are prime targets for Communist infiltration
and subversion, U,S,-orlented personnel in these
occupations, especially at the lower supervisory
levels, are in a good position to detect, report
on and impede Communist activities. '

¢. Groups involved in direct supervisory con-
tact with the younger generation. Labor leaders,
teachers, athletic instructors, farm advisors,
student leaders, and technical school instructors
all work directly with young people, and thus '
play an important role in molding thelr atti-
tudes.

IV, Actions Recommended

The training actions enumerated below are recom-
mended as promising a useful return in our effort to
develop: a stronger base of countersubversive convic-
tion among the groups 1ldentified in the preceding para-
graph. In execution of these actions, priorities should
be established in terms of individual country needs.

While the many variables involved render precise
calculation difficult, it 1s estimated that a vigorous
pursult of all of the proposed actions would result in
an increase of directly subsidized U.S. training by’
about 60%, or 3,600 people; at an increased expenditure
of roughly $12,000,000. The financial support involved
should be provided over and above existing agency pro-
grams,
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a. Securlty Personnel

T

(1) Military

(a) Offer expanded opportunities for
Latin American junior officers and non-
commissioned officers in on-the-job training
programs in units of all U,S. Armed Services..

(b) Improve off-duty programs for the’
above Latin American. trainees, to provide
them with a close and favorable view of 1life
in the United States.

(¢) Select a liberal number of the best
qualified graduates from Canal Zone service
schools for further training on a higher
level in U,S. military technical schools,
staff and operations courses. Advanced
training should be a continuation of Canal
Zone schooling, concentrating on equilipment
and skills required in Latin America,
Quotas should be established for both
Junior officers and enlisted ranks,

(d) Expand or establish quotas for train-
ing of promising young Latin Americans at
Army, Navy, Air Force and Marine Corps basic.
training schools, with a view to theilr pro-
ceeding onward to further training in more
advanced U,S. schools.

(e) In order to enhance understanding
wilth students, insure that an adequate num-

- ber of bilingual personnel, fluent in speak-

ing and writing both English and Spanish,
or English and Portuguese, are assigned to.
the faculties of Service schools which pro-
vide instruction to Latin Americans.

(f) Increase the number of students
trained at the U,S, Air Force School for
Latin America, in Panama, and expand
quotas for officers.
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(g) Expand the MAP-sponsored intelligence
training conducted by the U,S. Army at Fort
Holabird, Maryland, to include junior officers
and NCO's, Increase Latin American quotas
for intelligence training by all Services.

(h) Review all FY 1964 U,S, Service school
quotas for Latin America to determine if in-
creases, conslstent with the capabilities of
Latin American countries to absorb, can be
made, |

(i) Encourage, through MAAG's and Missions,
increased Latin American participation in
military training programs, exercises, orien-
tation tours and exchange programs,

(j) Through additional MAP funding, ab-
sorb the costs for training Latin American
military personnel in the U.S, and Panama,
including international travel costs, Con-
currently press for elimination of home
country regulations which inhibit filling
of quotas, :

(k) In military schools engaged in teach-
ing Latin Americans, indoctrinate U.S., in-
structors in the broader political object-
ives the U,S. is seeking to achieve through
training.

- (1) Review curricula of military courses
for Latin Americans with a view toward.empha-
sizing constructive participation by their
military forces in political, economic, social
and civil development.

(2) Police

(a) Increase the police training program
of the O0ffice of Public Safety, AID, to an
in-put of 1,000 for the next 18 months.
(The current program calls for 450 trainees
in Panama and 150 in the U,S, during this
period.) Select candidates who are in posi-
tions to exert maximum and immediate influence
within their organizations and communities.
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(b) Through additional AID funding, absorb
the training costs for Latin American public
safety personnel in the U,S, and Panama in-
cluding international travel costs.

(¢) Provide English language training to
Latin American candidates for public safety
courses in the U,S. through USIS English

- language training centers located in Latin
American countries,

(3) Customs and Immigration

"High priority should be given to security
personnel responsible for customs and immigra-
tion enforcement, to include consideration of
establishing a separate training program in
the U,S, for this purpose.

b. Personnel Concernéd with Operation of Vital
Facilities ‘

(1) Initiate a two-phase pilot training pro-
gram, under direction of AID and State, to
bring about 500 students per year, who are
supervisors or potential instructors, to the
United States for short courses in English
training and orientation. Select 100 of these -
for further technical training in speclalties
such as:

Aircraft operations and airways control
Radio broadcasting, press and television

Commercial communications (telephone,
radio telephone, cable, etec.)

Harbor terminal and shipping operations
Fuel storage

Urban water, light and power operation
and maintenance -

h!
Railroad operations and malntenance

Bug transportation

11
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(2) Direct: each U,S, Ambassador in Latin
America to develop and propose a detailed
training program for his country to include
specific numbers of students to be trained
in the field of vital facilities.

(3) Initiate programs to persuade U,S.
clty administrations to provide training, at
the cities' expense, for selected Latin
Americans in the area of city management,
planning, services and urbanization,

(4) Initiate programs to persuade U.S,
state governments to provide training, at
the states! expense, for selected Latin
Americans, in the field of province (state)
management and planning. -

(5) Initiate programs to persuade U.S.

" -business and industrial organizations and
labor unions, at thelr own expense, to pro-
vide training, in their particular areas
of interest, for selected Latin Americans,

" C. Persbnnel Working with,Youth'

(1) Initiate programs to persuade U.S.
colleges and unilversitites to conduct periodic
seminars in the U,S. for athletic coaches and
persons concerned with promotion of sports,
for the purpose of indoctrinating Latin American
instructors in U.S, techniques and coaching
‘philosophy. Provide financial support as re-
quired. ' '

(2) Expand existing State Department spon-
sored programs which relate to teacher educa-
tion and social welfare,

(3) Expand exlisting AID programs to encourage
the formatlon of farm cooperatives and other
agricultural programs by bringing Latin Ameri-
can supervisory and instruetor personnel to the
U.S., for training and orientation.
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(4) Conduct seminars on democracy and the
- characteristice of a free and open soclety for
Latin American political science students,
‘labor and youth leaders and young governmental
officials, The seminars will be supported by
the Department of State in the United States,
and in Latin America by USIS, through selected
: indigenous labor,vyouth and education organi-
~ zations, : ‘

_.15(5) Explore all of the programs utiliZed by'“_.
© . various governmernt agencies and the check listsj
. developed by the Inter-Agency Youth Committee
'.'to- insure that the programs are. designed to e
~.provide visitors with a full and accurate. pic-“:, e
.. ture of the U,S,, its society, its institutionsJ__ Lt
‘Vu.*jand obJeotives.. A , , R T P

(6) ‘Expand existing programs under USIA for
working with student: unions in Latin.American: . " .
universities to ‘insure students recelve accurate,
oomprehensive and- sympathetic information oon- :
cerning the United States. , : . e
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