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1. When a !w.ld,~u.-a.rtt•r::;' c;t.se ,,f!i<.:cr m one of thP upera
.twn•tl dep.trtmt:'nts wisht'S to st>nd a d1spatch ur c;tbk to tlw fi<:ld1 
he prq.1ares the na:::s.1.~e himst•U (on his uwn typt>writcr) and 
St>nds it tu the Department of Lc~al Centers offlC<t'. {if it is y,oing 
tll a held station) for tr .. Hl.smission hy the means indu.:.1tcd. He 
m.ty handcarry thl' mess.t~e to l..e~1l Centers or moly st'nd it by 
his department dri\'t'r or .tn M Ou!ldin:.: nwssengt>r. A driver 
or messcn~cr may t)(' sumnH)nt:'d hy tdephone at ;lny tune, but 
there arc always headqu:-..rh•rs' messengers cin~ul .. tting among 
buildings can·ying diS}"'..\tches and other cor rcspl11'1Cit•ncc Crum 
ont..• to another. Tht> t>perations' officer, tlwrcforc, may wait 
!~11' the next messen~r.·r hl come over from .M Buildmg ur may 
c.Ul one. The messt.•n~t'rs vperate un no f1xed scht'dule but 
deliver messages as they are rt-ceived or ready fll.l' di~patch. 

2. An out~oin~ messa~t) from the LN Department to the 
Held station in Mexico, for example, is prcpan'<i by the LN. 
case ofhcer and sent by P.lesst·n~cr or carded perSL'I~tUy to the 
M~xican section (Nuclt•us 5) of the .MS (I.A:~al Centers) De
p.lrtmcnt. That dep.lrtment, U it as to I{O by dispatch, photo
graphs the messa~e and places the resultant microfilm in the next 
pt'lUch to Mexico. MS Department h.>.S its own equipment for 
phot~'Taphlng, prt•p.lrin.: microfilm, and devc!opin; microfilm. 
A..n out~otng mess:t~e is prt>pan.'<i in l)rtgin:.li. and vnt! copy; the 
copy is returned by the MS [)(>partment to the ortf:inating officer, 
with a stamp s'howillt! the out number and tlw date .l.nd time of 
dispatch. If the mes.;a~e is to go by cable, the MS Department 
forwards it to the C~ntr.u Ctpherin~ Service of tht.• DSE, which 
has the commun!cati.ons !acUities and which enco<.ks 'the messag:e 
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before se~ u. Cabl~ are handled througb commercial cable 
channels. 

3. U the ootgoing message requtres cover language of any 
sort, the J)c~pa.rtng pPeraUons' officer writes it with a simple 

. .number su.Jj6t!tuUoh for c,la.ssUied or sensitive names and ex- . 
preaalons {-e-xample·: 11 - Nicaragua; f2 - FLN; f3 - passports; 

_ -::. __ :14 - Jos-e GARC~; etc~ ), using numbers instead Of real names or 
ttrrmii. With the text of the message containing the numeddll 
code, he I!J'uppUes z list of the numbers and th~ terms .or names 

. they represent. The Central Ciphering· Service encodes the 
message with the numbers in it and also the list of number-
term equivalents and transmits the tWo items to the W:!ld staUon 
by commercial cable. Cable messages leave the DGI office . 
through "VIDALINA" and incoming decoded meesages from the 
Central Ciphering Service go to her and then to the MS Department 
tor distribution to the proper recipients. The standard term · 
"PABLO" 1H used on aU oot~oing cables as sender. · 

4. When the cable message arrives at the field station, 
the embaBr;y code clerk receives it and decodes it. He then 
passes the encoded text of. the message and the number-term 
substitution list, U any, to the chief of the field station, who 
passes it to the off.lcer concerned. In. no case does the opera
ti()ns' officer at eitlter end see the encoded message or know what 
code is used, aside from the number-term substitution list 
prepared by the originator and given to tlte addressee in decoded 
form. Only lhe code clerk and the chief. of the field station 
know anything about the codes or coding process. 

5. For incomint:: messages by cable or pooch, the system 
is the same. The field operations' oflicer prepares the message, 
with a number-term substitution list i1 needed, and submits 1t to 
the field atation chief. II the message i.S to go by pooch, the 
field station. chief has it photographed and sends the results on 
microfilm; he has ec{ulpment for microphotography and development. 
U the message is to go by cable, he submits it with the substitution 
l1Ht to the mission code clerk, who encodes mesaa~e and 
accompanying list and transmit them by Cl)mmercial cable. 

6. Both pouches and cables aie addressed to the Ministry 
of Foreig-.1 Relations (ML'iREX). When the Ministry of Foreh,rn 
Relations receives a pooch, it sends the part of the contents 
addressed to the DGI to DG1 headquarters by messenger 
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(sometimes the regulilr courier. from abroad delivers them). 
They are receh·ed-by ••vmALINA'' and distributed through the 
MS Department to the proper addressees. When the message 
is sent by cabie, it goes from the Ministry of Foreign Relations 
to the Central <;'iphering Service, which decodes U and sends 
a paraphrased version to ''V"'DALD:A" for distribu.tlon ·in the DGL 

·· ... , · - . 7. Inc~iilg messages An Havana show. the date and time 
received · ing SerVice (entered on a standard 

ber (also enlered on a standard form). 
The Central Ciphering ser,·ice also enters the time at which it 
dlspatches the message to the IXRJ. and the DGI headquarters 
stampa the incoming message with tbe date and time o! receipt. 
The date and time o! receipt are also stamped on the message 
by the department office of the addressee. Cables in the Zapote 
~eraUon file show that a message from Mexico received by the 
Central Ciphering Service at 1850 hours wzs delivered to the DGI 
headquarters at 2350 hours and reached the LN Department, to 
which it was addressed (determined by the pseudonym of the 
case officer), on the foll~)wing morning. Since it was a routine 
message, it was held o:oer at the late hour of delivery untH the 
next day: for internal distribution. 

8. In preparing reports in the field, the field operations' 
o!ficer usually interviews the agent and then writes the report 
on the basis of what the agent told him, putting in numbers for 
names or critical terms. The message is then micro!i:lmed and 
dispatched. In one instance, when an operations' officer from 
Hav-ana was visiting Mexico, he asked an agent for a written 
report on expE::ncliture o! funds v.ith wMch he had been entrusted. 
The agent prepared the report but did not get it to the embassy in 
time for the case officer to carry it back to CUba with him. In 
tha.t instance, the field case officer sent the agent's orig1n.al 
report direct to headquarters. by pouch without photographing it, 
possibly because he wa.s hurrying to get it into a departing pouch. 
The procedure is noted as unusual. · 

· 9. The code clerks assigned to CUban official miSsions 
abroad are all members o! the DSE but while in the field are 
subordinate to the chief o! the DGI field station. When a code 
clerk is required, the DGI asks the DSE to supply one. ~ La 
oot known whether the code clerk also handles the normal Foreign 
Ministry coded ~afiic and, if he d00s1 whether he uses the S3.4Ile 
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codes !or U as !or the DGL To all intents and purposes a code 
clerk abroad ls a member of the DGL 

10 •. Radio communication between field stations and 
headquarte-rs. in Havana is almost never used and is regarded_&,~ 
strictly an emergency mE!asure, althou~h neld stations have · .. :·· 

·radio ieqtdpm~n~ (tYPe unknown) for use lf ne~ed. DGI headquart~rs 
rece.lves alnlcmslno .. ti.ad.io-.nu~ssages from field stations. The DGI 
fi~ld station 1n ·Mexic9 for emergency radio communi:. 
catlori&· wtth··Havana to sages through the Dominican 
Republic if normal radio transmission direct to Havana ls 
interrupted. This arrangement, however, is only a plan; no 
implementation of it has .ever been attempted, .as far as is known, 
.and 1t ls extremely doubtful that relay facilities of any kind 
·actually exist 1n the Dominican Republic which could be used ln 
an emergency. 

-~- ... ·& 

i 




