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NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY
* . .7500 GEOINT Drive - _
R Sprl_ngfleld Vlrgllnra 22150 e

U-039-16/0IG " 8February 2016

Mr. John “Greenewald,‘ Jr.

SUBJECT: Freedom of Informatlon Act Request - U 235 15/OIG)
Dear Mr Greenewald |

Th|s isin response to your request for a copy ¢ of all records eIectronrc or otherwrse of all final
reports, report of investigations (ROI), closing memos, referral letters, referral memos, etc.,
associated with each investigation by the NGA/IG concerning, titled or labeled “MISUSE OF
GOVERNMENT INFORMATION TECHNOLOGY” that were closed dunng the calendar years of
2013 and 2014 dated August 24, 2015 B

Per your d|scuss|on with Ms. Michelle Poore Counsel to the Inspector General, attached are

“redacted copies of Executive Summaries, CIoslng Reports and/or memos for the cases you
requested. Note, the identities of any individuals who may have been identified in the reports. .
along with any information that might identify an organization within NGA, were redacted in
accordance with FOIA exemption (3) (material exempted from disclosure by statute); specn‘" cally
10 U S.C. § 424 (limiting the release of NGA organlzatlonal and personneI |nformat|on)

You may appeal these redactions in writing to the NGA Inspector General, the appeliate
authority, within 60 days from the date of this letter. The appeal, which should reference the
above FOIA request number, may be sent to the Inspector General, National Geospatial-

‘Intelligence Agency, Mail Stop N75- OIGC, 7500 GEOINT Drive, Sprlngfleld VA 22150 Please
include a copy of th|s Ietter with your appeal

Fees assoclated W|th processing your; FOIA request have been waived.
o : . Sincerely,; '
: enore N\Guthrie
Assistant Inspector General

for Plans and Programs L
Initial Denial Authority v

Enclosure as stated
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MEVORANDUM FOR_ o

| SUBJECT  OIG Case Number 13-002, - Computer Mlsuse Report,

REFERENCE: a.(U) - lnstruotron (Nt) 8470.2R8, NGA Instruction for '
SR Internet Usage, 9 December 2009 ‘
b. (U) [l Instruction (NI 8470.3R8), Use of Etectronlc IVlarI and
Other Electronlc Communlcatlons 9 January 2006

1L il Attached s a copy of an —
investigative report. The report contains evidence of

misuse of a government computer by

2. (U//_ On 20 July 201 2, computer misuse audlts performed by the [N
using network automated auditing tools revealed sexually explicit and inappropriate
comments via webmail, conflrmed the comments orlglnated from the

AN - ofile, which is assrgned to -

3. (U//- From 9 March 2012 to 8 August 2012, captures from network automated
auditing software revealed communications containing vulgar and sexually exphcrt '
language over Google Voice webmalt orlgmatmg from the profile. -

4. (U) The cited references prohibit lnapproprlate use of -~sponsored Internet
accounts, to include requesting, ordering, creating, downloading, viewing, storing
-copying or fransmitting sexually explicit or sexually oriented materials or services for

- personal recreation or entertainment while utilizing [Jjjiji§ sponsored Internet accesses,
and disparaging or derogatory comments attacking someone 's character or integrity,
moludmg profamty and other abusive language :

5. (U//- This office maintains - fult report, complete with the supportrng
exhibits. Please contact us if you need to view the entire i file. We ask that you -
limit access fo those who have an official heed to review the report. These documents
- ~and materials should not be- released or further disseminated-without the- prror approvat
of the - Inspector General. ' :

- 8. (U) We determined that this matter. did. not Warrant cnmmal mvestrgatlon or addltlonal
investigation by us. We enclosed the report to aid with your determination of =
- appropriate action fo take regarding AR ' R
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B SUBJECT 06 Case Number 13. 002 Computer MisuseRep'ort,, G
7. (U) Please provrde us wrth a report of action taken or proposed W|th|n . days of
~ receipt of this memorandum. This suspense will be tracked fo completion through the

, Security lncrdent Report . Wl" report overdue suspenses at the-
o key components meetlng o L SR , STE L

' Should you have questlons or reqwre addrtlonal lnformatron p!ease

S -of my staff. Thank you for your cooperatron and prpmpt, o
- attention to this matter. ST R S I e T i T A

~ Enclosure as stated -
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EXECUTIVE SUMMARV
(U) OIG CASE NUMBER: 13003
(‘IVJ)‘,TITLE: Misu,se_ of Government Resourée,s.\‘an;c_l_iPositioh L

(U) ALLEGATIONS

This investigation involved il allegations against

One allegation was that Bl misused government’
resources by conducting business for'the
the i e-mail system. The, other.was that position by using the:
Outloak Global Address List on the networl to
obtain the e-mail addresses of Potentlal voters,

on

(U) INVESTIGATION.

visited the OIG concerning:their involvement with the ‘as board’ offrcers and

nominees. They advised that some  members had allegedl improper actions by
the current cand. they provided documentatlon of the claims:

We'teviewed a- mall recordls from the Outlook accounts on
for each workday from'1 May through:30 June 2012..Diring this
.e:maills from [ Il Outiook account to. conduict [
business and receivfed e- malls ﬂom other board members. We Clld not find
evidence that -sent e-mails-regarding the from Outlook
account or:that any of the eé-mails se_nt ﬂpm . -account solicit votes for

" reelectionto R ‘

(U/ We deVelopecl evxdence that from 1" May: thmugh 30 Junev2012

used the e-mail system to.conduct business for the
not develop evidence that

Werdid
networl¢

used the Outlook global address list on the
to obtain the e-mail. addresses of, poten‘ual B voters.

- UNCLASSIFIED// I
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: OIG CASE NUWIBER 13 003

':(U) RECOMMENDATION

unctassFEo/BR NN N 0

seek counseling from the

information systems in

(U/ We recommend that_ and
- office of concerning appropriate use of [
- support of busmess 4o LR




~ uncrassIFIED/

EXECUTIVE SUMMARY

OIG CASE NUMBER 13 005

(U) TtTLE Time and Attendance Fraud Whl!e TDY and Mlsuse of Government
Computer ‘ o

(U) ALLEGATIONS

employee reponedthet

, went
on official business to but did not attend required meetings. Instead,
used the official trave] as a vacatron and went on tours with . domestic partner

(Ul. The employee also reportect that_ misused the _

computer system

/N ln addition, OIG received an anonymous complaint reporttr' ‘

potential time and attendance fraud while on temporary duty (TDY) in
(U) INVESTIGATION | |

(UI- OlG investlgators developed evidence that [N violated Tltte 18US .
Code § 287, False, Fictitious, or Fraudulent Claims; 18 USC § 1001, Fraud and False
Statements Title 5 Code of Federat Regulations § 2635.101, Basic obhgatlon of public

- service, = Instruction 1422.1R11, Civilian Work Hours; NI 8470.2R8, Internet Usage,; .
Nf 8470.3R8, Use of Electronic Mail and Other Electronic Communications; and the
Experiential Travel Program SOP

(U/f I Records and testlmony mdlcated that was not at work for [ of
[ hours while TDY from 17 September to 21 September 2012. After supervisory action
was taken in November 2012, [l reimbursed the government for [Jilili§ of the [l hours
missed. The remaining compensation to which was not entitled during the -
TDY equaled B records for the period of 28 January 2012 to
12 January 2013 disclosed that i received compensation for [ hours, worth

|, when il was not present for duty at the [ Campus West.

(Ul- Review of computer activity from 10 October 20120

.29 January 2013 revealed l user‘ ccessed several Web sites for personaluse ona

daily basis. -

 unctassiFiED/ A
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(VR admltted | was not present for duty for' hours whlle TDY i in
‘September 2012. [ also admitted [l recorded [ilif time in as eight hours -
- worked each day during the TDY, even though, [l did not work those hours. [ also
| admiﬁed that. mlsused the - because . did not have enough work todo.

uncLassFED/ I
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o - | NOV-2.3 2012.
MEMORANDUM FOR _
" SUB_JECT. i | }l OIG Case Number 13 014 - Computer Mlsuse Report
REFERENVCES;' a. (U)-lnstructlon 8470. 2R8 Internet Usage, 9 December -

2009

b (U) NI 8470 3R8, Use of Electronlc Marl and Other Electronlc
Communrcatrons 9 January 2006

Attached is a copy of an
investigative report. It contains evidence of government

, assigned to was being used to access
‘Subsequently, network audrtlng tools found that
whlle searchlng the Internet for pornographic

the profile
inappropriate material on the
this profrle was logged on to the
material.

4. (U) The cited references prohibit accessrng pornographrc sites or downloading

images from such sites using =-sponsored accounts or computer equipment, and
requesting, ordering, creating, downloading, viewing, storing, copying, or transmitting
sexually explicit or sexually oriented materials or services for personal recreation or

5. (UIf This office maintains — full report including the supporting
exhibits. Please contact us if you need to view the entire file. We ask that you limit
access to the report to those who have an official need to review it.. These documents
and materials should not be released or further disseminated W|thout the prror approval

of the - Inspector General.

6. (U//- We determined that this matter did not warrant criminal rnvestrgatron or
additional investigation by us. We enclosed the report to aid with your
determrnatlon of approprrate action to take regardmg | s B

7. (U) Please provide us with a report of action taken or proposed Wrthrn . days of ,
receipt of this memorandum. This suspense will be tracked to completron through the -

“uncLassiFiED/ I

entertainment whrle  using --sponsored Internet accesses.




O UncLassiED/
e SVUBJECAT: 0IG Case Number'13‘-014;.Co‘mputer MieuseReport, o

R Securlty Incrdent Report. . wil report overdue suspenses at the -
- key components meetmg B R 0 :

,;of my staf‘f.f Thanlg yo,u for your cooperatron ;and prompt attentlon\tothts ;

 Enclosure as stated .

Should you have questlons or requwe addltronal mformatron please S3 |

B e A
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MEMORANDUM FOR _ o

SUB_JECT.‘ | N OlG Case Number 13- 026 . Computer Mlsuse Report

REFERENCES: a, (U)-lnstructlon 8470 2R8, lnternet Usage 09 December
2009 o

oV 3o

b, (U) NI 8470. 3R8 Use of Electromc Mail and Other Electronic
Communlcatrons 09 January 2006

Attached is a copy of an
investigative report. It contains evidence of government

computer misuse by

2. (Ul On 8 AugyUst 2012, a investigation found that the profile
assigned to ‘was used to access and transmit

inappropriate material. ' A subsequent analysis revealed that, between 20 December
2011 and 9 October 2012, [ vscd [l workstation and [l
B c-mail account to send non-work-related e-mails containing derogatory comments,
personal frustrations (that were widely disseminated), chain letters, and - political or
religious beliefs and sentiments. In addition, some e-mails contained hate speech, -
crude jokes, and material that ridiculed or dlsparaged others based on their race, creed,
sex, color, age, religion, disability, national origin, or sexual orientation. The cited
references prohibit the use of government automated lnformatlon systems for such -
activities.

e

3. U/ This office mamtarns - full report including the supportlng exhibits.
Please contact us if you need to view the entlre flle but I|m|t access to those who have
an official need to review it. :

4. (U) We determined that this matter did not warrant criminal mvesttgatlon or additional

investigation by us. We enclosed the report to aid with your determination of
appropriate actlon to take regardmg S - A

5. (U) Please provrde us with a report of actron taken or proposed within . days of

receipt of this memorandum. . This suspense will be tracked to completion through the
: Security Incrdent Report. [l will report overdue suspenses at the N
‘«key components meetlng , '

uncLassiFED/ N
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i : , SUBJECT 0IG Caée Numbér,13‘-026, - Cqmputer/Mis;jse Réport‘, V‘ -

| Should‘y:o”u have quéStibns orfequire additional information, please

- Enclosure as stated b

i
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MEMORANDUM FOR—

SUBJECT. E . OlG Case Number 13- 027 . ,Computer Mrsuse Report,

REFERENCE:  a. '(U)‘- Instruction 8470.2R8, Intemet Usage |
e ' 9 December 2009

b (U) NGA Instructton 8470.3R8, Use of Electronlc Mall and
Other Electronlc Communlcatrons 9 January 2006

1. (U/E Attached is a copy of an —
- investigative report. The report contains evidence of misuse of a

government computer by

2. (U/HR On 24 January 2012, conducted random network audits for
" “inappropriate behavior on the network. The audit showed the profile
was being utilized to access and transmlts inappropriate material. It was
determined that the network profile Tis assrgned to

24 January to7 July 2012 network audltlng tools show that the

: PR 1 ofilc made numerous connections to a non-attributable proxy to
facmtate chat conversations that were in violation of the above cited references. -
Between 9 February and 12 June 2012, SN | ilizcd B B cmail
-account to send multiple non-work related emall messages The messages contained

“disparaging or derogatory comments, chain letters pohtrcal and rehglous matenal aIl of
which are vnolatlons of the cited reference

4, (U) The cited references pl‘Ohlblt mapproprrate use of -sponsored Internet
accounts, including requesting, ordering, creating, downloading, viewing, storing

“ copying, or transmitting sexually explicit or sexually oriented materials or services for -
personal recreation or entertainment. Also prohibited are disparaging or derogatory
comments attacking someone’s character or integrity, mcludlng profanity and other
abusive language : :

5. (U//- This office maintains [ Fll report with the supportmg exhibits.

- Please contact us if you need to view the file. We ask that you limit access to those

- who have an official need to review the report. These documents and materials should -
-not be released or further. disseminated without the pnor approval of the - Inspector
General :

uncLassiFiED/ S



. “receipt of this memorandum.. This suspense will be tracked to completion through the -

- uncLassIFIED/ NN

- sussEcT. o‘IG Case Number.1 3-027‘,. Computer Misuse Repor, o
6. (U) We determrned that thrs matter did not warrant crlmrnal rnvestrgatron or addrtronal
- investigation by us. We enclosed the report to ard wrth your determrnatron of
approprrate actron to take regardmg Co e

,;v7 (U) Please provrde us Wrth a report of actron taken or proposed within ' days of

Security Incrdent Report . will report overdue suspenses at the-ﬂl
key components meetmg : v U T L R

: - matter.

- Enclosure as stated -
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MEMORANDUM FOR —

NOV 3.0, 2012

SUBJECT: . ,  OIG Case Number 13-028, - Computer Misuse Report
REFERENCES: . (U)- lnstructron 8470.2R8, Internet Usage 09 December
BRI 2009 - ‘

b. (U)NI 8470. 3R8 Use of Electronrc Marl and Other EIectronrc
' Communrcatrons 09 January 2006 -

1. (U Attached is a copy of an \ |
investigative report, case number

evidence of government computer misuse by

. The report contains

2. (U//- On 12 June 2012, network audrtrng tools found that sexual dialogue was

being conducted while the userid ""assigned to , was logged on
to system. From 27 May through 09 June 2012, network auditing tools showed that the
account posted sexual comments on Facebook.

3. (U//- - submrtted the report and supporting exhibits to the OIG. Please
contact us if you need to view the entire [ file. We ask that you limit access to the
report to those who have an official need to revrew it. :

4. (U) Reference a prohrbrts use of the g-sponsored lnternet to access and
~download pornography and the use of sexual materials or services for personal
entertainment.” Reference b prohibits the inappropriate use of - electronic
communications to make derogatory comments attacklng someone’s character or
rntegnty and to use abusive language BT ; r

5. (U) We determined that this matter did not warrant criminal or addltronal investigation
by us. We enclosed the report to aid wrth your. determrnatron of approprrate actron to
take regardrng -

uncLAssIFIED/ S
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. SUBJECT: OIG Case Number 13-028, - Comerter Misuse Report, -

y 6. (U) Please provrde us wrth a report of actlon taken or proposed wrthln . days of

~ BREE Sccurity Incident Report ! erI report overdue suspenses at the
, key components meetlng S ; ST

Should you have questrons or reqmre addltronal |nformat|on please .

o you for your cooperation and prompt attention to this matter. .~ -

N

Enclosure as stated
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receipt of this memorandum. This suspense will be tracked to completion through the | :




UNcLAsSIFIED

- 4 wsemr

MEMORANDUM FOR [ .

SUBJECT: '0IG Case Number 13-029, [llilj Computer Misuse Report,

REFERENCES:  a. (U)-lnst‘ruction 8470.2R8, Internet Usage, 09 December 2009

b. (U)NI 8470 3RS, Use of Electronic Mail and Other Electronic
Communrcatlons 09 January 2006 :

1. (U, Attached is a copy of an |
investigative report, case number The report contains evidence of

government computer misuse by

2. (Ul on 27 June 2012 a forensic review of computer [N <vealed
that the account assigned to [Nl saved Jl inappropriate images to a directory on
11 May 2012, A subsequent rev:ew showed that the profile had searched for partlcular
images on the Internet. . ’ , : , , :

- 3. (Ullﬁ I submitted the report and supportrng exhtbrts tous. Please contact us if
you need to view the entire - file, but Ilmlt access only to those who have an official need

4, (U) Reference a prohibits use of the -sponsored Internet to access and download "
pornography and the use of sexual materials or services for personal entertainment. Reference
b prohibits the use of [l electronic communications to make comments attacking someone’s

character or rntegrrty and to use abuSlve language

5. (U) We determined that this matter did not warrant criminal investigation or our additional -
investigation.  We enclosed the report to aid Wlth your determlnatron of approprlate actlon to
-take regarding -.,,,M e Prawe el S e e e o e oo 5

oy

6. (U) Please provrde a report of action taken or proposed within . days of receipt of this
~memorandum. This suspense will be tracked to completion through the [N Sccurity
Incident Report. l will report oyerdue’suspenses at the key components meetlng

For questions or additional information, please contact — |

. Thank you.for your cooperation

7. (Ul

and prompt attention to this matter.”

Enclosures as.stated

unctassiFiED
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MEMORANDUM FOR _

. SUBJECT ' S OIG Case Number 13- 034 . Computer Mlsuse Report

REFERENCES:‘ Ca (U) - Instructron 8470 2R8, Internet Usage 09 December
P e ‘ 2009 5 , » L : e
- o \ ;, , b (U) NI 8470 3R8 Use of Electronrc Mall and Other Electronlc 7

Communlcatlons 09 January 2006

J
Attached i is-an mvestlgatrve report of an
case. It contains evidence of government computer .

2 (/g On 15 October 2012 a- mvestrgatton found that the proftle 5
, assigned to , was used to compose sexually explicit

o correspondence Between 16 October and 26 November 2012, [l reviewed muItlpIe |
~-automated network captures of the profile, which was used to compose inappropriate e-
- mail messages from Google. mail account. The network auditing tool was

~only able to capture inappropriate activity from 13 September 2012 to the present. The -
. cited references prohtblt the use of government automated mformatron systems for such

i act|V|tres . AR » o

; 3 (U//; This office mamtarns i full report lncludlng the supportrng exhrblts
- Please contact us if you need to vrew 'the entire file, but limit access to those who have
“an offrcnal need to revrew it. | ~ - ‘ .
4 (U//- We determmed that this matter did not warrant criminal mvestrgatlon or
-~ additional investigation by us.. We enclosed the report to ald wrth your
o vdetermlnatron of appropnate actlon to take regardmg S

5. (U) Please provrde us wrth a report of actton taken or proposed wrthm . days of '

; - receipt of this memorandum. . Thrs suspense will be tracked to completron through the

: Security Incrdent Report .wntl report overdue suspenses atthe- o
: keycomponentsmeetlng S T e e e e e e

uncLassFED/ I
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SUBJECT: OIG Case Number 13-034, - Computer Misuse Report,

Should ydu have questions or fequire additional information, please

contact

Thank you for your cooperation and prompt attention to this matter. - -

Enclosure as stated -

uncLassiFED I
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“ EXECUTIVE SUMMARY LoRE T
o Q](U) 0l CASE NUMBER 13 036 -

o (U) TITLE MISUSG of Govemment Resources ahd Posmon

!
s

'j(U) ALLEGATIONS

This mveshgatlon mVoIved | eljeg\aﬁens,egainst

: | One allegation was that 8 misused
~-government resources By conducting business for the :

: .on the il e-mail'system. The other was that
by using the Outlook Global‘Address List on thie

netwonk to obtam the e- mall addresses of potent:al voters.

i ‘{lU) INVESTIGATION e 1

VISIthe

, adwsed that some - members had alleged improper-actions by the current-
) and they provnded documentatlon of the clalms : .

We 'r wewed_ e-mail records from the Outlook accounts on .
' for each workday from 1 May. through 30 June 2012. During this. -
i e-mails from [ il Outlook account to conduct

business and received. e-mails from other board members. We did not find
evidence that

S 'sent ezmails regarding the from [ R ,
-~ account or thatany of the e-mails sent from account solicited votes for -
g :reelectlon to the . AP P o i .

We developed ev1denoe that from 1 May through 30 June 2012
= used the ‘e-mail system to- conduct business for the We did not
~ develop evidence that Jji used the Qutlook Global Address LlSt on the

. Obtain the & mad addresses. of potentlal- voters. -

- uncLassiriEpFor I: ol
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Outlook Tl G

network to




umcmssmew_

 OIG GASE NUMBER: 13-036
(u) RECOMMENDATION

B Ve recommend that (il é'éeﬂk counseling from the office of
congerning appropnate use of information systems in support of
business, . U TICiL I BNCEENISS S P

(Ul

 UNGLASSIFIED/IFOR OFFICIAL USE ONLY
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SUBJECT . 0IG Case Number 13-044, . Computer Mlsuse Report
REFERENCES’; a. (U -lnstructlon 8470 2R8 Internet Usage 9 December 2009

‘ b (U) NI 8470 3R8 Use of Electronlc Marl and Other Electronlc

Communlcatlons 9 January 2006 ‘ ‘ :
Attached is an lnvestlgatlve report of an|

case. It contains evidence of government computer misuse

2. (Ul  On 28 September 2012 a- mvestlgatron found that the prot" le-” :
aSSIgned to , Was used to compose sexually explicit correspondence and view
- pornographic images. Between 11 April and 12 December 2012, - reviewed multiple
_automated network captures of the prafile and found communications containing vulgar and ‘
sexually explicit language and pornographic images. The cited references prohlblt the use of T

government automated mformatlon systems for such actrvntres

3. (U//- ThIS office maintains -full report lncludlng the supportmg exhlblts Please
- contact us if you need to view the entire file, but limit access to those who have an official need

- to review it. We determined that thls matter did not warrant criminal rnvestrgatron or additional
|nvest|gatlon by us. We enclosed the ] report to ald wrth your determlnatlon of appropnate
actlon to take regardlng ; g

 of receipt of;&f -

-4, (U) Please provrde us wrth a report of actlon taken or proposed Wlthln . da

- this memorandum. This suspense will be tracked to completlon through the , e
i SECUTIY. lncxdenLReport . will report overdue suspense s.at. the- key. ntS
: meetlng , i T !

Should you ha‘ve ofuestlons or require addltional lnformation, please contact a s
Thank

you for your cooperation and prompt attention to this matter.

Enclosure as stated .

~ uncLassFED/EEEEEEEN 0
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SUBJECT: ~ OIG Case Number 13- 045, . Computer Misuse Report

REFERENCES: a. (U) - lnstructron 8470 2R8, Internet Usage, 09 December 2009

~b.. (U)NI 8470, 3RS, Use of Electronlc Mail and Other Electronic
Communlcatlons 09 January 2006

Attached is an investigative report of an .
case. It contains evidence of government computer misuse

2. (Ul On 14 November 2012, a |l lnvestlgatron found that the proflle ,
‘aSSlghed fo ,’was used to transmit inappropriate messages via the instant
 messenger dlient. Between 24 May and 20 November 2012, BN collected [ individual
- messages that contained inappropriate. language. The cited references prohibit the use

of government automated lnformatton systems for such actlvrtres

3. U/ This office maintains [N full report, including the supporting exhibits. Please
contact us if you need to view the entire ﬂle but Ilmlt access to those who have an offlcral need

to review it.

4, (Uh- We determined that this matter drd not warrant criminal mvestrgatron or additional
investigation by us. We enclosed the - report to aid with your determination of approprrate
action to take regardlng e :

5. (V) Please provide us with a report of actlon taken or proposed wnthln & days of receipt of

Security Incident Report l will report overdue suspenses at the - key components
meeting. . : '

Should you have questions or require addrtlonal mformatlon please contact
‘Thank

you for your cooperation and prompt attention to this matter. -

Enclosure as stated -

uncLassiFiED/ S
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REPORT of PRELllVllNARY INQUIRY

s '»OlG CASE NUMBER 13 059
. (U)SUBJECT:

J\(U) ALLEGATlON Mlsuse of Government Permrssrons o
,;lU)BACKGROUND e |

(U

investigators believed misused @8 position as the |
privileges to view jil e-mail and delete Jifff of
computer network

oldOIG

e-mail message'é o

(U//- on 13 December 2012 a coworker told | they were trylng
because . does not do anything.” The next day, [jjf noticed ane-

. - to getrid of
considered * ‘privileged communlcatlon from . attorney was missing from

“mail that
Il c-mail vault. On 17 December 2012, [ corporate security office contacted .
k about not reporting the securlty incident which was discussed i in ! e- mall The St
securlty ofF ice d|d not mentlon the e- -mail specnflcally S :

system admlnlstratlve

(U O s et had
privileges and should not have them to perform i job at Bl believed .

- L’y'mrsused the privileges. Employees in the office have mentioned that “if anyone is
S sendlng out a resume, [ will know about it.” The assumption was that
— usmg pnvnleges to monrtor employees e-mall for personal use.

‘(U)SCOPE _“‘_vés

o o i ~.<.~«...<w“ e L

o :»(U) OIG conducted this prehmmary lnqurry in accordanc:e with the standards set forth in._-

Instruction 7410.8R3, Inspector General Investigations and Ombudsman

S Intervention, 27 July 2007, and the Quality Standards for Investigations, 15 November

| 2011, set forth by the Council of Inspectors General on Integrity and Efficiency. OIG

 obtained testimony from [Jij employees and other persons believed to have 2

~ information pertlnent to the allegatlons and lssues OIG also revrewed pertlnent
~ documents and dala - ey t : . t

lf

s : ‘(U) APPLICAILE STATUTORY AND REGULATORY STANDARDS

Tltle 18 US Code (USC)§287, False Flctltlous or Fraudulent Clalms L

: o 5 Code o; Federal Regulatlons (CFR) § 2635 101 Basrc obllgatlon of publlc
servrce L T SR

 uncLassiFED/




| 'UNCLASSIFIED//—
o 18 USC §1 001 (a) Fraud and False Statements

- Instruction (Nl) 8470, 3RS, Use of Electronlc Marl and Other Electronlc
- Communications . - _ :

(L) FACTS
(U) Recerds’Re/viewed

° d records showed

o (U/JE oG review of actrvrty from 21 March 2012 to 21 March
2013 dlsclosed no unusual activity regardlng .

° ’:(U//- Revrew of domarn level privileges revealed there are |
- personnel (all contractors) who have root domarn privileges' to the -

networks.

o ‘(UI/- _ did not have domarn level pnvﬂeges

: ,(U”- Employees that do ot have domain level privileges do not have
access to the root domain and do not have the permrssrons to directly view or
delete e-mail. '

user and system adminiStrater’accbunts
vi‘t,e,ges@tggir‘ecztlymyiew and delete_ users’ -

| (U//- The pnvrleges - currently possessed dld provrde - the

ability- to grant - the permissions to view users’ e-mail.

o (U//- Review of the - server logs from September 2012 to 10 Aprrl 2013
-revealed there was no indication [ oranted [ any permissions to
aIIow - access to any exchange (e- mall) activity. | '

(V) Testlmony(

. testif.ied;

! Root domam puvrleoes allow access and mampulatmn to all users’ act1v1ty on the networks

UNcLAssnFIEDn—




, UNCLASSIFIED/_
| ;(U//-

o reported concerns someone accessed
computer account and deleted e-mail between B and [ attorney _
o | drd not want to tell _ who - suspected '

= on somethlng for

e _(U/- Revrew of

- any |nformatlon to support allegatron

- e- mall account d|d not |dent|fy

(U//- Archlved e- mall cannot be deleted by anyone

o k(U//- Symantec vault does not rellably archlve all sent and recelved e- mall P

- o: U//- Users with "sub domaln level” admlnlstratlve prlvneges do not have :

~access to other employees e- mall and do not have the capablhty to v1ew or
delete other users e- mall : : G . ;3

(U//-—testlfled - g st
e ,,l<w-— s the D and-for— contract.
q f‘(U//- - ofﬁmal title is —’ Ao { |

;:(U/-_support o

ncludes provrdlng dlrect management
and leadership support across the [l contract for — o
o :‘(U/ is' the personnel manager for - employees in the
| " ensuring performance reviews, merit, and
e, recogn|t|on are perlormed on schedule and follow pollcy R
° U/- - reqmres - system admmlstrator pnvrleges
o (U//- _ did not receive any reports of- abusmg -

system admlnrstrator pnvrleges

2- referred o . system '1dm1nlst1 ative p11v1lcges as “sub domain level” user pr1v1leges The term “sub*
- domain level” user privileges can refer to all those system administrative privileges that are not root domain level. -

" According to tesllmony and records 1ev1ewed only- employees at- (all conttactors) have root domam level
p11v1leges L 4 : - T

Ui‘lCLtlSSlF’lEFN_

e sald -e ma|l was provrded by someone in R
- office to corporate security for action.” ' T

 later approached - and asked lf. was worklng ¥




UNCLASSIFIED//—

<U/_—testmed I |
U/ S et oﬁ.c.a‘. tte wos N

- 'j(U//- - related that . dld not monitor employees’ e-mail.

o (U/ did not have access to employees e-mail with il “sub-
“domain level” system administrator privileges and did not possess any other
network privileges that would allow [ 'access to view or delete other -
: Yemployees e-mail. ' :

o Ul/- - stated 1 would never use . government prlvuleges for(_t k'

‘personal use and specn‘lcally stated “l Would not do anythmg to anyone s
personal stuff.” oo = k o

o U//- An employee told that— told [l about ,
- inappropriate mcndents that was involved in outside of work B
' Ck(U//- informed - secunty, and - secunty handled the
issues with dlreotly o ,

(U) CONCLUSIONS
(U

OlG investigators, did not find any information to support the allegatlon that
mlsused government permlsswns ‘ :

(U) RECOMMENDATION

(U)yClose thlsoase‘wlthout*:urther investigatlon;'

uncLAsSIFIED/ A




- UncLassIFIED/ .

, , | EXECUTIVE SUMMARY

. oG CASE NUMBER 13 064 i |

| ’A‘*‘k(U) TITLE Computer I\/lrsuse Chlld Pornography
: i~~~,,t‘,(U) ALLEGATION - |

| Accordmg fo the 3

was lnvolved in chlld pornography

v (U) INVESTIGATION -

o (U//- The notlfred Oﬁlce of lnspector General mvestrgators that, durlng their
~ investigation, admltted that. searched for and vrewed child p_ornographrc -
rmages on|l computer el AR e R i

() olG mvestrgatorsfdrd not ldentlfy any evrdence to suggest- used o
ST computer systems to search for and view chr!d pornography

e U/ Thrs_rnvestrgatron,was referredkfor prosecution to the_ar |

: :‘(U) RECOMMENDATION

U/ The OIG recommends that the (T, - tho
. review this report and take any additional action. -

- appropriate in this matter.. =

 uncLassFED /A




uthAss.nsm_

_—— APR012013‘

MEMORANDUM FOR—

SUBJECT: - OIG Case Number 13 073, . Computer Mlsuse Report

REFERE}NCES: - a. (U)- lnstructron 8470 2R8 Internet Usage 09 December
BN 2009 o ,

b (U) NI 8470. 3R8 Use of Electronic Mail and Other:Electronic -
Communrcatlons 09 January 2006 .

Attached is an rnvestlgatlve report of an
case. It contains evidence of government computer

recerved notification from the

) ,was -
potentially misusing provided Automated Information Systems" (AIS) On 28
January 2013, remotely connected to system, and -

forensically collected a Logical Evrdence File (LEF) of the * " profile. A forensic
review of the LEF and " profile revealed [ Microsoft Excel spreadsheets with.
executable video game software embedded within. The cited references prohibit the

use of government automated.information systems for such activities.

3. (U/ABEEER This office maintains g full report, mcludlng the supporting exhibits.
Please contact us if you need to view the entire file, but limit access to those who have
an ofﬂcral need to review rt

4. (U/Jl Ve determined that this matter did not warrant criminal investigation or
additional investigation by us.” We enclosed the

report to aid with your
determrnatlon of approprlate action to take regardrng : '

9. (U) Please provide us with a report of actron taken or proposed wrthm . days of
receipt of this memorandum. This suspense will be tracked to completion through the

B Sccurity Incident Report. i il report overdue suspenses. at the [N
key components meetrng _

uncLAssIFIED/ I




~ uncassiFiED/ NG

| contact

En’c,loskure“as‘stated*r e N

 uncLassiFED/ I

' SUBJECT: OIG Case Num4bér13-073,. B Computer Misuse Report,
5. ( Should you have questions or require additional information, please

. Thank you for your cooperation and prompt attention to this matter.. - - |

e oo o



uncLassiFiED

EXECUTIVE SUMMARY
(U) OIG CASE NUMBER 13 076
(U) TITLE Mlsuse of Government Resources and Position -
(U) ALLEGATIONS e

This: lnvestrgatlon mvolved altegations against

One allegation was that g8 misused.
government resources when [l e-mailed employees and contractors on the -
network to promote new business and sollcrt
misused | position when [ e-mailed i -
new business.

customers. The other was that
subordinates on the - network to promote

(U) INVESTIGATION |

We reviewed an e-mail that_ senit on 29 March 2013 from il]
Outlook account. The e-mail was addressed to the personal, or company -
accounts of employees and contractors Of those, [l were employees . -

supervised in and [l were contractors in 1 branch. We found that

U/,

sent the e-mail to share a Web srte to company that sells body
and facial care products '

(U//= We also developed evrdence that [m— ;s B8 oosition when
[l e-mailed [l subordinates on the - network to promote new business.
/iR We found that was overdue fortaklng the Standards of
Conduct training that mandates on an annual basrs o AT

(U)BEGQMMENDAIIQN B

7 NG recommend that the , review this report and, in
coordination with the and the [
I (2c appropriate action conceming o RN

uNcLassiFIED/




e UNCLASS.F.ED,—
- [ T | ﬂPRl“f ¢013
~ MEWORANDUM rOR_

o | ‘ fSUBJECT B ,OIG Case Number 13- 078 F Computer Mrsuse Report

!“-‘j.fREFERENCES:, A (U)-lnstructron 8470 2R8, Internet Usage 09 December

2009

o ';b (U) NI 8470 3R8 Use of Eleotronrc Marl and Other EIectronrc ,
Communrcatrons 09 January 2006 S L ey

W Attached is a copy ofan|| |
- rnvestrgatrve report case number

~ evidence of government computer misuse by

. The report’icontai‘nsfy L

2. (U/f From 3 November 2012 to 12 January 2013, automated auditng =~~~
' arches for and downloading of sexually explicit content were A

“software found that se

— conducted while the - profrte was togged in to the - network

A }‘ ;fj “entertainment. Reference b prohrbrts the inappropriate use of -

g (U//- - submrtted the report and supportrng exhlbrts to the OIG Please ,
‘contact us'if you need to view the entire [l file. We ask that youl limit access to the
e report to those who have an offrC|aI need to review it. : S S

4. (U) Reference a prohtbrts use of the --sponsored lnternet to access and

download pornography and the use of sexual materials or services for personat
electronic - -

“communications to iake dérogatory comments attackrng someone s oharacter or R o

o lntegnty and to use abusrve Ianguage

, . 5 (9)] We determrned that thrs matter drd not warrant crrmrnal or addrtronal rnvestrgatron ;
by us. We enclosed the report to ard wrth your determrnatron of approprrate actron to : '

7,?take regardrng _

uncLassFED/ N




~ unctassiFiED;
‘ SUBJECT: 0OIG Case Number 13-078, F Computer Misuse Report,
6. (U) Please provide us with a report of actlon taken or proposed within . days of

receipt of this memorandum. This suspense will be tracked to completion through the
Security Incident Report . WI|| report overdue suspenses at the

| key components meetlng

: N

Should you have questions or require additional information, please -

Thank you for, your cooperation and pron)pt_atte‘ntion to this matter.

Enclosure as stated

 uncLssiFiED S
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o UNQLASSIFIEDI/— S .

APR z 207?' .

~ MEMORANDUM FOR_ :

: SUBJECT; s - OIG Case Number 13-079, § Computer:MiSUse Report', /

. REFERENGES: u)- Instructlon 8470 2R8, Internet uSage 09 December
S ma00g s e , St e

U) Nl 8470 3R8 Use of Electromc Marl and Other Electromc
Communrcatlons 09 January 2006 s ,

t

R () Attached i lsacopy of an [ | T
: B investigative report, case number . The report contains -

~evidence of government computer misuse by

U//- From 25 July through 20 August 2012 the - proflle was used to 3
o aCcess numerous po;nographic and |napprop|iate :mages by way of tl“e ', SR
- ; WWW. twntter com Internet slte :

: U//- ] submltted the report and supportlng exh|b|ts to the OIG. Please. :
: vcontact us if you need to view the entire [l file. We ask that you limit access to the et
. report to those who have an offrcral need to revnew lt L AR o

E (U) Reference a prohlblts the use of -sponsored access to the Internet to
R 'Vvdownload pornography and the use of sexual materials or services for personal
Sh _entertalnment Reference b prohibits the rnapproprlate use of- electronic - ST
- communications to make derogatory comments attacklng someone’s character or .
- mtegrlty and to use abusuve language ; L R

- U//- We determlned that thls matter did not warrant crlmmal or addltronal
’mvestlgatlon by us. We enclosed the report to aid with your determlnatlon of :

‘approprlate action to take regardlng

 uncLassiFED/ I




~ uncLassiFED/ I

SUBJECT; O‘IG Case Number 13-079,F QomputerMisus‘e Report,

6. (U) Please provide us with a report of action taken or proposed within [if§ days of

‘receipt of this memorandum. This suspense will be tracked to completion through the
Security.Incident Report. The will
report overdue suspenses at the key components meeting.

Should you have questions or require additional information, please

Thank you for your cooperation and p{rompt“at‘ten;tiqn' to this matter.

- Enclosure as stated

uncLasstFiED) I




ol 2. (U//- From 26 November 2012 through 25 January 2013 the- proftle was

UNCLASSIFIED//—

APR 2 5 gma

~ MEMORANDUM FOR_ L
s »SUBJECT.; o OIG Case Number 13- 080, . Computer Mtsuse Report

REFERENCE: ~ . a. (U) Jjiilj instruction 8470.2R8,‘lnternet uSagé,og Decem‘ber’2‘009~ |

-
i

(U/4) Attached is a copy of an
L investigative report case numbe
. government computer misuse by

| 1,

. The report contains evidence of

" used to access numerous. pornographlc and other rnapproprrate tmages on the lnternet through
Google Facebook Amazon and l\/lall Onlme r A R

3, (U//- - submitted the report and supportmg exhrbrts to the OIG. Please contact us
~ if you need to view the entire - file. We ask that you limit access to the report to those who
«have an ofﬂcra[ need to rev1ew lt : : : , , . SR R

' 4 (U) Reference a prohlbtts the use of -sponsored access to the lnternet to download i
: pornography and the use of sexual matenals or services for personal entertalnment L

5. (U//- We determlned that this matter did not warrant criminal or add|t|onat mvesttgatron
by us. We enclosed.the report to aid WIth your determrnatlon of approprtate actron to take B
5 regardmg R A et

- Security- Incident Report The

will report overdue
suspense s at the- key components meeting. ' Tt e

Should you have questtons or requwe addltronal rmormatlon please contact
,Thank ~

ey you for your cooperation and prompt aftention to this matter.

f‘k‘EnoIoeurek‘ast stated

uncLassFED/ I




~ uncLassIFED/ S
A . o wreS
MEMORANDUM FOR— |

SUBJECT: - O OIG Case Number 13-081, - CompUter Misuse Report,

 REFERENCE: .~ a. (U{)-lnstructlon 8470.2R8, Intemet Usage, 09 December 2009

1. (U/ Attached is a copy of an
: investigative report, case number

government computer misuse by

. The report contains evidence of

2. (U//- On 20 November 2012, network automated audltrng software revealed that
sexually explicit content was being downloaded to the ‘[l Il profile. Searches had
been made for pornographrc materlal using Google - o ;

3. (U//- - submitted the report and supporting exhlbrts to the OIG. Please contact us
if you need to view the entire il file. We ask that you limit access to the report to those who

have an offi cral need to review |t

-4, (U) Reference a prohlbrts the use of --eponsored access to the Internet to download - -
7 pornography and the use of sexual matenals or servrces for personal entertalnment

5. (U/ We determined that this matter dld not warrant criminal or addrtlonal lnvestrgatlon
by us..We enclosed the report to aid with your determlnatron of appropnate actlon to tal<e
regardlng

6.: (U) Please provrde us with a report of actron taken or proposed within 8 days of recelpt of
this memorandum.. This suspense will be tracked to completion through the
Security Incident Report. The will report overdue .
suspenses at the- key components meetrng : ST

Should you have questlons or requrre additional |nformatlon please contact
. Thank

~ you for your cooperation and prompt attention to this matter. -

Enclosure as stated

- uncLAssIFIED/ S




S UNCL‘ASS;'F"ED//—
*f”,MEMORANDUM FOR— j SR s
' SUBJECT:  OIG Case Number 13-091, | compule‘r
MR L S Mlsuse Report e ‘, SRS

REFERENCE: ~  (U) [l Directive (DIAD) 8500.800, Acceptable Use of Defense
S e lntelllgence Agency Information Technology, 2August 2012

L U/ Attached s copy of 2 fill
‘ Investigative report, case number

,‘ . -of government computer misuse by

The report contains evidence - |

SRR () [ On 2 January 2013 while logged on to. Web mail account, - opened an
~e-mail recelved while usrng al workstatron The e- mall contarned mapproprlate

rmages

'3 (U) The reference prohrblts the use of - resources that would reflect adversely on -
or the I such as those which involve commercial activities; unofficial advertising, soliciting, or -
ksellrng, vrolate statute or regulatlon and other uses mcompatlble wrth publrc service. e

4. ’(U/ ,Th Office of lnspector General forwarded the report it recelved from the -
to this. office for action. We determined that this matter did not warrant

- criminal or additional lnvestlgatron by us.. We enclosed the entire report to aid with your CoE
- - determination of appropriate action to take regarding | B We ask that you limit access to o
‘gthe report to those who have an OfflClal need to review it. - ~ - B I

5. (V) Please provrde us wrth a report of actlon taken or proposed wrthln ! days of recelpt of
o thls memorandum f L I S P

Should you have questlons or requnre addltlonal mformatlon please contact
; Thank :

‘you for your cooperation and prompt attention to this matter.

;Enclosure as stated

-uncLassFeD/ NN
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| MEMORANDUM FOR —

SUBJECT. - OIG Case Number 13-093, - Computer Misuse Report

REFERENCES: a. (U)-InstruCtion 8470 2R8, Intemet Usage, 09 December 2009

b. (U) NI 8470. 3R8 Use of Electronlc Mail and Other Electronlc
Communrcations 09 January 2006

Attached is an investigative report of an i
case, It contains evidence of government computer mlsuse

2. (U/ On 13 March 2013, an automated random audit for inappropriate behavior on the
' networl found that the profile " assigned to , was used to
transmit inappropriate messages via the Mozilla Flrefox browser. On 27. March 2013, an
investigator acquired a video audit showing user engaged in sexually exphcrt
online chat. Between 17 February and 24 March 2013, automated network auditing tools
collected more than i chat messages contamlng lnapproprlate tanguage in wotauon of the .
references. . r

3. (U//_ Th|s office mamtalns-full report, mcludmg the supporting exhibits. Please
contact us if you need to v1ew the entire file, but hmlt access to those Who have an official need
to review it, v ,

E— We determlned that this matter dld not warrant cnmlnal investigation or addmonal
mvestlgatton by us. We enclosed the report to aid with your determmatlon of approprlate
action to take regardlng . SR o ,

5. (9)) Ptease prov1de us W|th a report of action taken or proposed within . days of recelpt of
this memorandum. This suspense will be tracked to completion through the _
Security Inc1dent Report . Wlll report overdue suspenses at the- key components
meetlng ‘ :

Should you have-questions- or require- addltlonal mformatron please contact

you for your cooperation and prompt attention to this matter. - -

" Enclosure as stated .

uncLassiFiED/ I




+ ‘assigned to

" this-memorandum. This suspense will be tracked to completion through the

S UNCLAserrEDI_ |
. - a4 MAY?t?i]iii
 EwoRMoUN For NN

o , 4S‘UBJECT. o ole Case Number 13- 094 - Computer Mrsuse Report

_ REFERENCES:  a. (U)-Instruction 8470. 2R8~lnternet uSage 09 December'2009~

‘ b (V) Nl 8470 3R8 Use of Electronic Marl and Other Etectronrc 3
Communrcatrons 09 January 2006 ,

Attached is an mvestrgatlve report of an ;
case. It contains evidence of government computer mrsuse

2. (U//- On 11 January 2013 conducted random automated network audits
- for inappropriate behavior on the The audits showed that the profile [ G0N’
, was used to play unauthorized games imbedded in Excel .~~~ .
~spreadsheets. From 19 January 2012 to 14 January 2013 the —profrle accessed the 2
: embedded games on . separate occasions. BT s R e '

3 (U//- Thrs office maintarns-fuil report, rnoiudrng the supportrng exhibits. Please 3
- contact us if you need to view the entrre frie but Irmrt access to those who have an offi cral need .
to revrew rt S fis R : :

L i
|

4. (U//- We determined that this matter did ot warrant crrmrnal mvestrgation or additional -

~ investigation by us. We enclosed the- report to aid with your determrnatron of approprrate L
“actron to take regardrng — 1} , . : t , 5

5, (U) Please provide us wrth a report of action taken or proposed wrthrn H days of recerpt of

~ Security Incident Report . eri report overdue suspenses at the- key components
meetrng : | , Lo

Shouid youhave oiuestions or require additional information, piease contact g
‘Thank- .=~ =~

B ~-you for-your cooperation and prompt-attention-to-this-matter..... .. ...

- Enclosure as stated

 UNcLAssIFIED/ I




U,N,CLASSIFIED”—'
MEMORANDUM FOR— oy, 2013

SUBJECT. : s (U) OIG Case Number 13- 102 Computer lVllsuse Report,

) REFERENCES: ~a. (V) ] Instrtiction~847_0.2R8, lnternet.Usage, 09 December 2009

b. (U) NI.8470.3R8, U'se of Electronic Mail and Other Electronic
Communications, 09 January 2006

Attached is an investigative report of a case from the o
. It contains evidence of government

“computer misuse by

U//- On 18 March 2013 conducted random attomated audits to detect

mapproprlate use of the _The audits showed that the profile [JJlli" assignedto
, was used to transmlt and download unauthorized games'in violation of the cited.

references. On 5 April 2013, a review of the forensic file and the profile found five
Excel spreadsheets with embedded video game software saved on drive.
3. (U This office maintains [ fu! report lncludlng the supportlng exhxblts Please

contact us if you need to view the entlre file, but limit access to those who have an official need-
fo review it :

U/ \We determined that this matter did hot warrant criminal investigation or additional
mvestrgatlon by us. We enclosedthe - report to aid with your determmatlon of appropriate _

action to take regardmg e

5. (U) Please provide us with a report of actlon'taken or proposed Wrthm &5 days of receipt of
this memorandum. This suspense will be tracked to completion through the

Security Incident Report. l will report overdue suspenses at the- key components
meeting.

Should you have questions or req‘uire additional information, please contact

6. (Ul .
. Thank -

you for-your cooperation and-prompt-attention to this-matter.- .-

Enclosure as stated

uncLassiFiED/ S




e uwcLAssnFnem—
B | JUN |
 MEMORANDUM FOR— g ] 2013

; ', Lk SUBJECT : : ; ,(U) OlG/ Case Number 13- 103 r Computer Mlsuse Report

. REFERENCES:[ A (U)-lnstructron 8470.2R8, Internet Usage 09 December 2009

b. (U) NI 8470 3R8, Use of Electronlc Mall and Other Electronlc
Communrcatlons 09 January 2006

Attached is an mvestrgatlve report of a case from the BRALEATS
.- It contains evidence of government - -

, 2 (U//- On 18 March 2013 _ conducted random automated audits to detect
- inappropriate use of the - The audits showed that the profile ‘SN assrgned to.
, was used to transmit unauthorized games that were imbedded in Excel - i
. spreadsheets On 28 March 2013, evidence was collected showing that account v
.. was being’used to send e-mail W|th attached Excel spreadsheets that contalned embedded
e executable games in vroratron of the cued references. =

3; (U/- This office marntams- full report, mcludmg the supportrng exhlbrts Please
contact us if you need to view the entire file, but limit access to those who have an ofﬂcral need
to revrewrt S : g A : .

4. (U/l- We determined that this matter drd not warrant crrmlnal mvestrgatlon or additional

investigation by us. We enclosed the= report to ald wrth your determrnatlon of approprrate '
. action to take regardlng .

el 5. (V) Please provrde us with a report of action taken or proposed wrthrn . days of recerpt of
" this memorandum. This suspense will be tracked to completion through the
- Security Incident Report . will report overdue suspenses at the - key components

' meetlng
Should‘ you’have dueStions *or"requireja'dditionalvinf)ormation,' please contact
..Thank " -

‘you for your cooperation and prompt attention to this matter.

- Enclosure as stated

~ uncLassFED/ N




| um‘cmssmew_ :
MEMORANDUM FOR_ Ll

‘SUBJEQT. : (U) OIG Case Number 13 104, r ‘Computer Misuse Report,

REFERENCES:  a. (U) [ Instruction 8470;2R8 Inter’net»Usage 09 December 2009

b. (U) NI 8470. 3R8, Use of Electronic Marl and Other Electronic -
: Communlcatrons 09 January 2006 .

Attached is an investigative re ‘ort of a case from the
. It contains evidence of government

computer misuse by

2. (U//_ on 18 March 2013, conducted random automated audits to detect
inappropriate use of the “The audits showed that the profile I assigned to

, Was used to transmit unauthorized games that were imbedded in Excel Lo
spreadsheets On 22 May 2013, evidence was collected showing that account.
was being used to send e-mail with attached Excel spreadsheets that contamed embedded
executable games, in vrolatuon of the cited references :

3. (Ul This office mamtams -full report mcludlng the supportmg exhlbrts Please
contact us if you need to view the entire file, but limit access to'those who have an official need :

~ toreview it.

4. (Ul/- We determined that this matter did not warrant criminal investigation or additional
“investigation by us. We enclosed theﬁ report to ard wrth your determmatron of appropriate
action to take regarding ,

5. (U) Please provide us W|th a report of actron taken or proposed within [ days of recelpt of .
-this memorandum. This suspense will be tracked to completion through the :
Security Incident Report . will report overdue suspenses at the- key components
meeting. S -

Should you have questions or require additional information, please contact:

‘you for your cooperation and prompt attention to this matter.

Enclosure as stated

- uncLassIFED/ N

‘Thank -




. Ur.g._Ass.iﬁEm_ |

“MEMORANDUM FOR— JUN 1 3 2013 ‘

o :SUBJECT S (U) OIG Case Number13 108 r Computer Mrsuse Report A :

= REFERENCES: S (U)-lnstructron 8470. 2R8 lnternet Usage 09 December 2009

o b (U) NI 8470 3R8 Use of Electronlc Mail and Other Electronlc e
Communrcatlons 09 January 2006 e RGO

Attached is an mvestlgatlve report of a case from the — e
. It contains evidence of government A

_computer misuse by

Htg (U/- On 02 November 2013 ‘conducted random automated audits to
+detect inappropriate use of the [Jl] The audits showed that the profile [ NN asslgned i
o to , was used to fransmit conversations containing vulgar and sexually explicit o

Sy -language on the network. From 16 October to 4 December 2012, evidence was collected- -

_showing that

ik ; meettng

. connected to |—acebook vra a Mozma |-|rerox Web browser, in vrotatron of the cxted rererences

co3 (U/- This ofﬂce marntalns - full report, |nctud|ng the supportlng exhibits. Ptease :
-~ contact us if you need to vnew the entlre frle but limit access to those who have an offi cral need :

i to revrew rt

4 (Ulg We determmed that thrs matter did not warrant crrmmal mvestrgatron or addltlonal
~ investigation by us. We enclosed the = report to ald wrth your determmatton of approprrate :
B actlon to take regardlng . ; S R K , SO
5. (U) Please provrde us wrth a report of actron taken or proposed wrthln . days of receupt of
...this memorandum. This suspense will be tracked to completion through the »
“. Security Incident Report . will report overdue suspenses at the - key components

3 Should‘you have c(uestions,or require additional information, please 'contact"{ﬁ L

5 you for your cooperation and prompt attention to this matter.

k"f,fEnclosu_re as stated el

 uncLassrED/ NN

RS
SRR
S

account was used to transmtt and download the sexual content whlle Sy

,Thahijkjf 7




. UNCLASSIF'ED/_
A e e JUN'I e
- MEMORANDUM. FOR— § 2013

SUBJECT ~- (U) OIG Case Number 13-109, r Computer Mtsuse Report

REFERE\NCES:V; e a. (U) [l Instruction 8470 2R8, Internet Usage, 09 December 2009

b. (U) NI 8470 3R8, Use of Electronlc Mail and Other Electronic
' Communrcattons 09 January 2006 ,

Attached is an lnvestrgattve report of a case from the ' ,
. It contains evidence of government

computer misuse by

2. (U//- on28 May 2013 conducted random automated audtts to detect
inappropriate use of the ‘The audits showed that the e-mail address,
' assigned to received unauthorized games
embedded in Excel spreadsheets, On 29 May 2013, evidence was collected showing that -
opened an Excel spreadsheet that launched an embedded game, in vrolatlon of the
cited references. o : :

3. (U/l This office maintains - full report including the supporting exhibits. Please -
contact us if you need to vuew the entlre ftle but lrmlt access to those who have an official need
to rewew it. :

4, (U//- We determlned that this matter did not warrant cnmmal mvestlgatron or additional -
investigation by us. We enclosed the ﬁ repor‘ to aid with your determlnatlon of approprtate
action to take regardmg :

5. (U) Please prowde us with a report of actton taken or proposed within . days of receipt of ..
this memorandum. This suspense will be tracked to ‘completion through the

Security Incident Report I will report overdue suspenses at the- key components
‘meeting. :

6. (U/ Should you have questi'ons or require additional informatton, please con_tact
~Thank -

"you for your cooperation and prompt attention to this matter.

Enclosure as stated

- uncrassiFeD/




S UNCLAs}anED/‘_ .
' 'MEMORANDU'V' FOR_ .
B SUBJECT S f(U) OlG Case Number 13- 112 ' Computer Mrsuse Report

“',REFERENC’ES: a (U)-lnstructlon 8470.2R8, Intemet Usage 9 December
w0 sy

0T 2 g

j b. (U) NI 8470 3R8 Use of Electronlc Matl and Other Electronlc
Communtcat|ons 9 January 2006:

Attached is an mvestlgatlve report of an| e
case. It contains evidence of government computer TR

 misuse by

2. (U//- From 30 Aprrt through 20 August 2013 automated network software o
- captured video of computer screen activity associated with the |EEEEEEEEN -
network profile. A review revealed the use of lnappropnate and vulgar language in

I -provided e-mail and personal Web mail. Of particular interest is a Web mail
~ message created on 23 May 2013, in which discusses potential = -
- inappropriate sexual conduct with students. Our investigation did not produce any

o evrdence that_ had mappropnate sexual contact with students at-

has not heard of any issues rega :

B related that B8 would have heard about i issues

g reported on surveys dlstrlbuted at the end of each course and revnewed by the course ,
g _manager and evaluatron team lmmedrately after each class :

4 Ul

was mterwewed and admltted to using the mapproprlate .
language.

also admitted to writing the Web mail message regarding mappropnate :

- relations with unnamed students. [ testified Jjl§ sent the mail to i incarcerated - T

~ brother to give [ something to laugh about. said has not had tnapproprlate or' B
sexual contact wrth any. students . has instructed at '

B (U/- In addition to the report we have provxded a sample from the exhlbtts |n‘ i o
- the report, which this office maintains. Please contact us if you need to VleW the entlre .
' flle but hmlt access to those who have an OfflClal need fo revnew it.




uncLAssIFIED,/
SUBJECT: OIG Case Number13-112’,. J Computer Misuse Report,
8. (U/- We determined that this matter did not warrant criminal invesﬁgation or

- additional investigation by us. The report is to aid with your determination of
appropriate action to take regarding e

7. (U) Please provrde us w1th a report of actlon taken or proposed within ] days of
receipt of this memorandum. This suspense.will be tracked to completlon through the

I S curity Incident Report. . will report overdue suspense’s at the - -

key components meetlng

Should you have questione or' require additional information, please

contact

Thank you for your cooperation and prompt attention to this matter.

Enclosure as stated

uncLAssiFiED/




~ . computer misuse by

NCLASSIFIED/_

‘ JUL092013

 MEMORANDUM FOR _

. ';SUBJECT - (U) OIG Case Number 13-114,

Computer Mlsuse Report

i R’E_F‘ERENCES; a (U)-Instructlon 8470 2R8 Internet Usage 09 December 2009

b (UNI 8470 3RS, Use of Etectronlc Mail and Other Electronlc i
X Communlcatlons 09 January 2006 - e TR

Attached is an mvestlgatlve report of a case from the o
. It contains evidence of government L

2. (UI/- On 25 February 2013

, was used to compose sexually exphc1t correspondence on the network. From =

, - . used to compose sexually expl|0|t correspondence via Sprlnt Web Texter, in v10latron of the ‘
ts jCIted references. : : , . , ‘

: torevnewut t ; S fg Rt

U//- We determlned that this matter dxd not warrant criminal mvesttgatlon or. addltlonal

- ‘rnvestlgatlon by us. We enclosed the- report to aid with your determmatron of approprlate S

~action to take regardmg

y (U) Please provnde us wrth a report of action taken or proposed within . days of rece|pt of
i thls memorandum. This suspense will be tracked to completion through the
- Security Incrdent Report l will report overdue suspenses at the - key components
’ meetmg | ; .

| Should you have questlons or requxre additional lnformatlon please contact
Thank

| you for your cooperation and prompt attention to this matter.

~Enclosure as stated

~ uncassreD/EE 0

i

conducted random automated audits to detect
- inappropriate use of the [Jl] The audits showed that the profile RN 2ssigned to . S

25 February to 4'March 2012, evidence was collected showing that [N accountwas

: U//- This office mamtalns-full report lncludmg the supportmg eXhtbltS Please e
’contact us if you need to v1ew the entlre frle but Irmlt access to those who have an offlc1al need BHE RS




 uncLassiFIED/ S

EXECUTIVE SUMMARY

OlG CASE NUMBER 13- 115

(U) TITLE Computer I\/Ilsuse Harassment Vla the Internet

. (U) ALLEGATION

, Was being
for:

- investigated by :
could have used a government

harassment via the Internet. believed
computer, in' a»ddition to . personal computer.

(U) INVESTIGATION 7 b
(U//- - Office of Inspector General (OIG) lnvestlgators did niot ldentlfy any

evidence to suggest - misused . government computer o harass Internet
users. | |

d harassment through

intended to issue a felony warrantifor based on the evidence developed by ‘

3
(U

/-‘ The information contained in this investigation was provided to i and

(L) RECOMMENDATION

The OIG recommends that the and the

(U/
, review this report and take any addl‘uonal actlon appropriate in this

matter., :

uncLassiFED/ I




~-inappropriate language was entered by

UNCLAserrEDr—

!
i

_ e i Lo s o T " ‘ rJUL ﬂ@ 2013
;MEMORANDUMFOR_ St

/ '*SUBJECT S u (U) oIG Case Number13 117, r Computer Mrsuse Report o

REFERENCES:»,“ , (U)-lnstructron 8470 2R8 Internet Usage 09 December 2009 -

(U) NI 8470 3R8, Use of Electronlc Marl and Other Electronrc - f
Communrcatrons 09 January 2006 L , :

Attached is an rnvestrgatrve report of a case from the
. "It contains evidence of government computer misuse b

2. (U//- On 26 March 2013 networkrng audrtrng tools revealed that user id was_ o
being flagged for possrble misuse. According to network administrative records, the user id : o
is assigned to ."On 28 March 2013; the monitoring tool revealed that.
commonly utilized Mrcrosoft Corporatron “GroupMe” mobile group messagrng web applrcatron to

: perform web chat sessrons

i U//_ Between 30 November 2012 and 23 May 2013 that- was observed repeatedly

i usrng inappropriate language while web chattrng using [ll] GroupMe accounts. The networking monitoring -
tools performed-keystroke legging with regard to specific informaticn entered while was cnlrnn .
and actively typing. The automated monrtorrng tool was triggered to collect information when S
. In addition to keystroke capture the network - )
usrng offensrve language :

- monitoring tools were also used to capture video screenshots of
whrle web chattrng utrlrzrng . GroupMe accounts '

4 U//- This office marntarns- full report rncludrng the supportrng exhrbrts We are

x enclosrng examples of the supporting exhibits. Please contact us if you need to view the entire file, but

- limit access to those who have an official need to review it. We determined that this matter did not ﬁ S
warrant criminal investigation or additional investigation by us. We enclosed the- report to ard wrth

: your determrnatron of appropriate actron to take regardrng e ] : 2

‘ 75 (U) Please provrde us wrth a report of action taken or proposed wrthrn days of recerpt of thrs
~“memorandum. This suspense will be tracked to completion through the Securrty lncrdent ‘
key components meetrng N

Report l will report overdue Suspenses at the

Should you have questrons or requrre addrtronal rnformatron please contact
Thank you for your cooperation

_ = and prompt attention to this matter.

_ Enclosure as stated - .-

~ uncLAssIFED/ RN




 uncLassIFiED) S
EXECUTIVE SUWIMARY
olG CASE NUMBER 13 123
(V) TlTLE Possrble Time and Attendance Fraud MISUSG of Government Equrpment

(U) ALLEGATIONS

(U

, used
government equipment during government duty hours to conduct personal busmess and
also claimed hours il did notwork. | o

(U)~INVESTIGATION

was running a real
was likely commiting time card
fraud, OIG’s conducted a review of .
time. was found to be consistently working less than 8 hours a day. A review
from 1 January 2011 to 13 July 2013 showed that had reported |Eag hours -
that were not supported by access control records Usmg salary, the total potentlal
dollar loss to the US Government is _ | v

U/ The OIG investigation developed evidence showmg that - did
submit false claims. denied that = intentionally defrauded the government, .but
[l statements indicate that ] had an awareness of the proper procedures and
continued to submit inaccurate timesheets. It was also found that - conducted a
realty busmess durlng duty hours and on government equrpment

(V/
estate business from

In response to'an anonymous complamt that
desk during duty hours and

(U) RECOMMENDATION

; review this report

(U//- We recommend that the
and, in consultation with the
, and the
“action to be taken regarding

. determine the appropriate

~ uncLAssIFIED/ I




UNCLASSlFlED/_

— W T e AUGu,Zm
: MEMORANDUM FOR DIRECTOR— ,

| fn\S‘UBJECT: . woie Case Number 13-137, F Computer Mrsuse Report, i
REFERE/N‘CES:'_‘: o (U)-lnstructron 8470 2R8 lnternet Usage 09 December 2009

v b (L) NI 8470 3R8, Use of Electronlc Mall and Other Electronrc iy
Communlcatlons 09 January 2006 7 :

7

Attached is an rnvestlgatlve report of a case from the
It contains evidence of government

- computer misuse by

2. (U On 10 May 2013, conducted random automated audits to detect . - .
“inappropriate use of the  The audits showed that the profile, INESl. 2ssigned to -
5 transmitted unauthonzed games embedded in Excel spreadsheets in vrolatlon of the o
- cited references : . SRR o i S

3. (U This office mamtarns full report rnctuorng the supportrng exhibits. Please
contact Us if you need to view the entrre f||e but lrmrt access to those who have an offi Cla| need
'_torewewrt S e § Sl e .

4 (U//- We determined that this matter did not warrant criminal rnvestlgatron or addrtronal s

‘investigation by us.  We ehclosed the - report to. ard wrth your determmatron of appropnate
actron to take regardmg . r

= 5 (U) Please provrde us wrth a report of action taken or proposed wrthrn . days of recerpt of

- this memorandum. This suspense will be tracked to completion through the

- ‘Security Incident Report l wrll report overdue suspenses at the- key components
'meetrng i , b - L

| Should you ha\re qiuestions or require additional information,' pieaSe contact :
R . Thank'
~ you for your cooperation and prompt attention to this matter.- ST

‘Enclosure as stated .

! From 5 May 2013-16 July 2013, was assigned to the




 uNcLAssIFIED/ I
LI
MEMORANDUM FOR DIRECTOR —

- SUBJECT: - (U)OIG Case Number 13- 150 ‘Computer Misuse Report,

REFERENCES:  a. (U) jiilil Instruction 8470 2R8, tnternet Usage, 09 December2009

AUG 13 2013

b. (U) NI 8470 3R8, Use of Electronic Mail and Other Eiectronlc
Commumcatlons, 09 January 2006

Attached is an investigative report of a case from the
.- It contains evidence of government

computer misuse by

2. (U On 10 May 2013 conducted random automated audits to detect
: lnappropnate use of the JJJJjll network. The audits showed unapproved software saved to [l
- user profile margance, assigned to .- On 11 April 2013, received an e-
mail from that contained multrple Excel spreadsheets embedded with game
software that automatically launched executable code when the Excel file was opened. On

24 April 2013, used Jlll SBU e-mail account to send the files in question to an [l
employee and actlons arein VIolatron of the cited references. ,

v/ This office mamtams B full report, lncludlng the supporting exhibits. Please
contact us if you need to view the entlre file, but limit access to those who have an offi Clal need

to review lt :

4 (U//ﬁ We determmed that this matter did not warrant criminal investigation or addltronal

investigation by us. We enclosed the report to aid with' your determmatlon of appropriate
action to take regardmg e . -

5 (U) Please prowde us WIth a report of actron taken or proposed within B days of receipt of
this memorandum. This suspense will be tracked to completion through the
Security Incident Report . will report overdue suspenses at the- key components
meeting.

6. (U/

Should you'have questr‘ons or requr're additional information, please contact
. Thank

you for your cooperation and prompt attention to this matter.

Enclosure as stated

uncLassIFIED/



e investigation by

UNCLAssaFnED/_

e, | L SEPrlzma'
~ MEMORANDUM FOR_ '

\'SU{BJ,EC,T. ~ 0IG Case Number 13-170, - Computer IVlrsuse Report : :'

REFERENCES: ,a (U)-lnstructron 8470.2R8, lnternet Usage 9December 2009

‘b () NI 8470 3R8, Use of Electronlc Mall and Other Electronrc
Communlcatrons 9 January 2006 ' I ,

| Attached is an rnvestrgatlve report of an (
case. It contains evidence of government computer mlsuse

conducted random automated network audrts which revealed
' mapproprrate Internet activity associated’ with the network profile ass|gned to

tothe account was sendrng sexually .and racially expllcrt communrcatlons usrng 5
Yahoo. o I‘ , ' ' EHe ' PO

3 (U//_ In addition to the report we have provrded a sample from the exhrblts inthe -
~ “report, which this office maintains. Please contact us if you need to view the entrre frle but llmlt ‘
access to those who have an offrclal need to review rt o : «

4. (UI/- We determmed that this matter drd not warrant cnmmal lnvestrgatron or addrtronal -
report is to ard W|th your determlnatlon of approprrate actlon to

;take regardlng -

- 5, (U) Please prov1de us wrth a report of action taken or proposed wnthln g days of recelpt of
this memorandum. This suspense will be tracked to completron through the -
B wnll report overdue suspense s at the- key components i j

imeeting; e / )

l‘ S 3

Should you have questlons or requrre addltlonal lnformatron please contact

: for your cooperation and prompt attention to this matter. -

~ Enclosure as stated

~ uncLassiFED/ N

. From 6 June to 25 July 2013, the auditing software revealed that a user logged in

Thankyou e




| - uncLassiFiED/
— .

i SEP 19 100
weworaoUMFOR NN 00
4SUBJECT, ~© 0IG Case Number 13- 175 - Cemputer Misuse Report,
REFERENCES:  a. (U) [l Instruction 8470’2R8 Internet Usage, QDecember 2009

b. (U) NI 8470.3RS8, Use of Electronic Mail and Other Electronrc
Communlcatrons 9 January 2006

Attached i is an investigative report of an :
case. It contains evidence of government. computer mrsuse R

2. vl conducted random automated network audrts which revealed
inappropriate Internet activity associated with the ‘network profile assignedto
‘ - From 8 February to 29 August 2013, the auditing software revealed that a user =~

logged in to the " account was searching sexually explicit material. ‘

3. (U//- In addition to the report, we have provided a sample from the exhibits, Wthh this
office maintains. Please contact us if you need to view the entlre frle but limit access to those
who have an official heed to revrew it.

4. (U//- We determined that this matter did not warrant criminal investigation or additional
mvestrgatron by us. The r report is to ard with your determlnatlon of approprrate actlon to v

take regarding

5. (U) Please provrde us with a report of action taken or proposed within ! days of recelpt of
this memorandum. This suspense will be tracked to completion through the

I will report overdue suepense s at the | key: components

‘meeting.

Should you have questions or require additional informaﬁon, pleaSe contact v
Thank you
for your cooperation and prompt attention to this matter. - ,

~ Enclosure as stated

_ ’

~ uncLassIFED/ N

(.




- inappropriate use of the [JJfij network. The audits showed that the profile,

L UNCLASSIFIED//—
MEMORANDUM FoR_

R iSUBJECT ) OIG Case Number 13-177, r Computer Mlsuse Report jf,

fﬁ'\REFEREN]CES: a (U)-lnstructron 8470 2R8 Internet Usage 09 December 2009

b (U) NI 8470 3R8 Use of. Electronrc Mail and QOther Electronrc .
Communlcatrons 09 January 2006 L ,

| Attached is an mvestlgatlve report of acase from the
It contains evidence of government

. computer misuse by

conducted random automated audrts to detect ,
assrgned o
in vrolatlon of the crted T

2. (/4 On 23 May 2013,

- to
e references

used |nappropr|ate Ianguage while usmg

SEPM 2013

RS (U//- This office marntalnsﬁtull report, |nc1uo||ng the supportlng exhlblts Piease o

.- contact us if you need to vrew the ent|re file, but limit access to those who have an offrc1al need :
~ toreview rt . L : :

o4 (U//_ We determlned that thrs matter did not warrant crrmlnal lnvestrgatlon or addltlonal RS
» ;lnvestlgatron by us. We enclosed the - report to a|d wrth your determrnatron of appropnate A
,actron to take regardlng : C SR

5, (U) Please provrde us wrth a report of action taken or proposed wrthrn . days of recerpt of : -

- . 'this memorandum. This suspense will be tracked to completion through the EEa==—— -

. Enclosureasstated - -

: . wnl report overdue suspenses at the weekly key components bk ‘,
- meeting. . , e

Should you have ciuestions or require additional information,vplease cOntact g

- you for your cooperation and prompt attention to this matter. .

Than‘k'ﬂ!k‘ 1 L




- uncLAssIFIED

REPORT OF PRELIMINARY INQUIRY

(U) OIG. CASE NUMBER 11-004
(U) SUBJECT

(U) ALLEGATIONS:

1. (Ul | and former! employee, [N assrsted o
and — by awardrng sole source contracts o those

companies.

2. (U created a hoStile working environment, threatening to
withhold award fees from the c0ntractors and buIIying’ within the office ‘

U//- - and - were hand recerpt holders who exhibited
gross mrsmanagement of and non-accountabrlrty of government property

(V) BACKGROUND

U/ On 9 October 2010, this office received an anonymous letter that alleged
- several issues regarding procurement/contract fraud by
that work on . The issues include concerns regarding a multl- :
_million.dollar project to, stand up_additional imagery. architecture at ‘
abuse of the process to award sole source
‘contracts at The attempts to influence the ;
o contract by threatening to withhold awards fees when they want services that are
not within the statement of work and allegatrons of bullying by the .The =~
complainant requested to remain anonymous and will be referred throughout the report - :
‘as the CS (confrdentral source). :

was a Supervisor Staff Officer with the

under the former [N

who is deceased, was a former- employee assigned as a [

Tl During the period of the allegations

, Who supported

who supported

UNCLASSIFIED/_




UNCLASSIFIED//—

ts OlG CASE NUMBER 11-004

i
Dol

() SCOPE o

- (U/- Our mvestlgatlon was conducted in accordance wnth - lnstructlon (NI :
- 7410.8R3, Inspector General| lnvestlgatlons and Ombudsman Intervention, 27 July -

2007, and the Quality Standards for Investigations, November 2011, set forth by the -

- Council of Inspectors General on Integrlty and Eft" iciency. We lntervrewed the |
complamant and wntnesses TR i S : 3

l’

- 'R(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS

(U) 5 CFR § 2635 101 Basm oblrgatlon of publlc serwce, 1 January 2008 »’
states - o ‘ G e R

That each employee has a responsrblllty to the U S. Government and |ts*"
citizens to place loyalty to the Constltutlon Iaws and ethlcal prlnC|ples o
above pr|vate gam P i

| (b) (7) states

Employees shall not use publlc offlce for prlvate galn

1] (b) (14) states f i

Employees shall endeavor to av01d any actlons creatmg the appearance
that they are wolatmg the Iaw orthe ethlcal standards set forth in thls part.

(U) Trtle 5 Code of Federal Regulatlons § 2635 704 (a), uSe of Government 0
Property, states B SR t ,

An employee has a duty to protect and conserve Government property
. and shall not use such property, or allow |ts use, for other than authorlzed b
; purposes ST :

(U) Federal Acqulsmon Regulatlon (FAR) § 1 601(a), states

‘ Contracts may be entered into and sngned on behalf of the Government
~ only by. contractmg officers. o S AN

uNcLAssIFIED/ I




UNCLASSlFlED//—

OIG CASE NUIVIBER 11-004

(U) Facts

(U) Testimony

telephonrcally testlfred

(UI/- is the current supervrsor of who is the technical executive.
Specifically, is in charge of the and
filling those systems in and providing explortatron properties out to the Analysis cadre.
Addrtronally, added that is involved with numerous contracts with [l
contractors related does not manage any contracts but oversees the
mteractron of those contractors in the speclal operatrons forces mission spaces.
(U/ was asked to explam B involvement with a multimillion
dollar prolect to stand up additional i lmagery archltecture at . . [ stated:

Well the imagery archrtecture at the is part of what's known as a
regional support center. That regional support center supports

o and .- Basically, a building that houses high
- speed electronic equipment that other organizations have access to over

. landlines and communrcatrons networks. - is the — piece of

- that.

U/ The complalnt indicates that the - process is being abused to award
sole source contracts was asked to explarn who would be rnvo!ved with
that process. . stated: :

The way . understands the process is that [l has contractors and
references that are vetted through the [JJJj contract process in the Office of
~Acquisitions [currently known as Contract Services] and those individuals are
- assigned.to.perform.various.functions.within.the thatwould.
- be part of the support to external operatrons or external organizations, such as
the one that . manages. So there is no bid process involved. Bidding or the -
 equitable awarding of contracts is something that has absolutely
*nothing to do with. That is all done back at [JJjjj Basically, all ] does is manage
. for the [l the I part of it in the sense that JJf] says what our needs are.
~ Those are articulated up through things like JJJJij requirement documents. So
. doesn’t do any awarding of contracts here locally nor does [l or
- . They may offer feedback perrodlcally throughout the year on their -
- experience or their opinion of how responsive contractors might have been

~ uncLAssFIED/ IR




UNCLAserIED/_

olG CASE NUIVlBER 11 004

dunng a contract cycle We have no responsrblllty for adjudrcatlng those Ee
o contracts : :
(U//- We asked _ {0 characisrie - work ethrcs rntegnty and

i overall demeanor W|th respect to how. mteracts with others there on S|te . stated e

: l would say that. is one of those you llke. or you hate . klnd of-
. because - very keenly mission focused, which you have to beinmy ;
: ';organlzatron Bl is extremely responsible back to leadership and [l reports to
. me on a daily basis on every little issue that is out there. So for my purposes | -

: ‘,: find [l to be an absolute, you know, a sharp [Jijilj Il very good with [l
 systems and JJJjj invaluable. [ invaluable to my support to this organization.
-~ So from my experiences | have had nothrng but positive things, and the people

that | know that work for JJJJj 1 think they have good things to say about [}
well respected in thls communlty [ know on the QOVernment Slde of buslness

lS.

(U//- With respect to allegedly belng the hand recelpt holder of
classified property, we asked when was the last ! percent mventory of

: property and what were the results stated

1 belleve lt was taken at the close out of last fi scal year And as far as l know we
were- percent accountable : n i TR : :

. (U//_ We asked * if - is usmg a government computer at.
| use stated : : ; =5 i

resrdence for persona

" Yean, EEE i is on 24/7 recall and ! on a 24/7 report list. P'm not sure that ;

e . | is using it for personal use, but | do believe Jjlij has a DoD laptop that B uses ;
~ that's part of ] duties as the required to respond. I
‘ knowi also carries a blackberry. told me i has a ‘government system,

but | don't thlnk- using it for personal use or gain for that matter

U/l- _ was asked if - received any complaints that- has or -

is bullylng government or contract employees in . operatlon . stated

Not- No one has come forward to complarn to me about

'---ata"

o U/- W|th respect to the allegatlon that- has been warned about .
' 'dlsruptlve behavnor — stated e

: That's rrdlculous l ve never had to warn i} about any dtsruptlve behawor and
l m not aware of any dlsruptlve behavror noram | aware of any accusatlons of

4
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: any disruptive behaVIor If anybody is saying that- if somebody was to come
“to me and tell me that anybody that worked for me in this [l was engaging in -
drsruptrve behavror | would defrnrtely take actron agalnst rt because ! dont allow
it. ;

(i
the

_ was asked how- could be misrepresenting [ in

He stated:

Yeah | don't’ know how that could possrbly happen. | have numerous people
across the whole [l enterprise that are regularly interacting and | have no
complamts or questrons or anythrng of |mpropnety or anything like that

A Confidential Source (CS) was identified and interviewed, —

(U//- The CS was asked to explaln What . has specifically witnessed regarding
procurement fraud or contract fraud by the technrcal experts that work there at [ R

[ B . stated:

e What I've seen is an existing fnendshlp between
o ; ,and . There’s:another :

- named that works for 1 guess it was September or so, they
‘were trying to put in'an . '
architecture for the command, and what was happening was
those [l were using their influence to go around basic channels that |
could see and‘award contractsto'their friends soto speak

who WOrks,for

and

What they doi rs they wait untrl somethrng is an emergency S0 they can award, in
my opinion, a no-bid type contract to people that they know

Other things I've seen is there’ s- workstations that were delivered here
- recently in the last months or so as part of this over at that
. the command didn’t even want. I've also seen servers delivered at the site, at
: that were delivered a year ago and recently we were supposedtobe
“~putting them online due to the' new network-and-it was decided by q B
~and h and [l folks—they basically influenced the government guys there
not to put it online. You know this is something that has already been paid for. Of
_course this is my perception of what's going on.

I is identified as a 1equuement that is designed for Government Points of
Contact (GPOC s) and Technical Executives (TX’s) to acqu ire equipment, personne] or anything that is needed to
address i issues that are 1dentrﬁed asa potentlal natronal crisis. The 1445 desrgnates the CLIN [contract line 1tem] on
a contract. :

uncLAssIFIED/ I
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f (U/- The CS advised that - and - are not

e contracting officers, but they basically influenced the contractlng ofﬁcers to award sole' ‘i
and e c

~(U/ The CS was asked to explaln the srgnlflcance of | s and ;
involvement in a multimillion dollar pro;ect to stand up addltronal rmagery e

- architecture at _ . stated:

They re using: thelr mfluence as technical executlves to work with the command
~and influence; | guess, the contractrng folks you know fo stand up that

archrtecture Sl

S SRR

) (U/l- The CS was asked to explaln the - process and how the process |s -
'belng abused. i stated: o R Rk

So in my oprnlon lt seems llke that process has. been abused because alot of
~times they've known way, way in advance that —you know, that they have this
o requrrement out there but rnstead they i basrcally run the clock out until it's an L

| .
i

S5 (U//- The CS was asked why . belleves the TXs have used their influence to :
- unethically persuade the command that they need addltlonal service contracts to

- maintain operatrons . stated
O l mean these guys have been worklng there for about 10 years. So,
- I'mean, they have frrendshlps That's understandable. You know, to try to put the
- requirement out there and then——you know, then they try to influence, you know
" their—you know, the decrsron who's going to get awarded what. They’re using
- existing frrendshlps to — you know, instead of looklng at it kind of from a-you .

: know, a totally—a standoff type posrtron you know

complarnt regardlng gross o :

"V(U//- The CS was asked to explaln
stated

- mlsmanagement of government property '

- start with - because | frrst worked over. there We keep an mventory list
- of all equipment there and stuff like that, and every time that | would goand,you

know, try to reconcile with |l the hand receipt holder, [ never had time, - i

~ never wanted to do anything with it. Jilf-you know, basncally we Just krnd of Just
gave up on that type of stuff . v : b

- The workstatlons that | saw come in there about- months ago or so, that’
. just sitting on a desk not doing anything, | mean that seems pretty wasteful On
" the other hand wit] , when |- went over there, | asked for their hand -
recerpt rnformatlon 50 I could reconcrle all the equrpment ln there | could never S

6
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get a straight answer of even who the hand receipt holder was for the equipment.
You know, so they never took really, from what | can see, an mterest in- :
o accountablllty of thelr property

(U//- The CS was asked about_ use of an - computer and was it

used for personal use. . stated

Okay, I guess [ don't know if - usmg it. You know, it's at i 1 house

(U//_ The CS commented about — mtegrlty [ stated

/ Okay, woe, let’s see. | don't have any one specific example It; you know—

there’s times when i saying that il talked to the jijij and provided them
information and come to find out later on that . hasn't sald anythmg to them It's

just a lot of little thlngs like that

(U//- The CS was asked to explaln lf- created a hostile work
environment and if that behavior has been reported. The CS could not provide a

~ situation that would support a hostile work environment allegation. The CS also related
that there was nothmg ever reported regardlng allegatlons of a host|le work environment

created by

(U//-- testified:

. was assigned as the technlcal executlve in support of the [—_——— ~

to manage requlrements and technical capabllltles in support of analysts -

within and their components. Addltlonally, . provided government oversight of
contractors onsite. - B

U/ denled having any type of influence over any ‘ or
contract. M r<!oted [l only involvement

with the " was that. parhc:pated in the communication or
network capabllltles plece of the prolect \

(/A |

related that. was not engaged on any klnd of contractual issues
regarding any  process. ;

e P 8 s e - e

U/ With regards to any issues regardlng the contractors, [JJj would
coordinate with » Who was the on the contract. filf]
advised that yes, there were at tlmes support type issues, but they were always taken

care of through the -

7
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S ,,(U//- related . was a property hand recerpt holder durlng . cor
- assignment to . conducted the [ ] percent inventory on an annual basis. He -

- advised that ‘
L, hand receipt holders. Jlfj was asked if there were ever rany dlscrepanmes with any
S m|ssmg, or stolen property . stated : : ST R

We had a couple of reports that we've done on thlngs Yes 1 mean, there is —you

know, like we had a laptop that was external to one of the components that was
- lost, turned in, we thought, we believed to be - mode (Defense Reutlllzatlon)
B process We submltted the proper property report : ‘

s (U//-- advrsed that all hand recelpts are on file at- B ad‘wsed £
* that all property was not classified, the property accounts are Iarge accounts and aII

fefforts were made to keep control of all the property

- (U/ - was asked |f B had been crted for any missing property that was.
: | hand recerpt that. could not account for or that. could not locate. . stated |

Well we've got a plece of equrpment rlght now that we’ re actually domg rlght R
-now. But that was out of . | provided the documentation where we last e
“knew it was. | dld not personally handle it. lt was on the sub hand recelpt of '

‘someone else : , : : ;

R Y/ related . was lssued a laptop computer at the trme . was hrred ’
~-asa related that [ only used the Iaptop for government work while on TDY ~ .
trips. advised that the laptop was turned in to and . has never been i
cited for misuse of a government computer ' St &

was asked to address the allegatron that. and L
, “attempts to influence the - contract by threatening to withhold award fees when :
S they want them to provude servrces that are not on the contract.” . stated '

o

 First of all, l can teIl you nght now | never asked them to do anythlng that was not
-~ withinthe contract.-If there-was a question of whether or-not it was authorized or: -
~not, we would ask || EEENEEE. That is a complete fallacy There is no way i
that Pve ever don’t that at all SERE «

o ,(U//- - was asked to address the allegatron that. and -
i mlsrepresented their actlvmes to both - . stated: 5

 The J was my boss _] Everythlng we d|d is operatlonal mission

was also responsible for the annual inventory conducted by [l sub- S

~ impact. Jjij had to know anything and everything that could rmpact the command T

© _because [jfj was the focal point of the command. There was no :
. ,mlsrepresentatlon that | am aware of. - :

8 .
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(/. was asked to respond to the aIlegatlon that . had been warned
about dlsruptmg the workplace . stated ‘

ldon’ t know anythrng about anythrng llke that. | am not gorng to say | never got
upset about anything, but | have never been counseled or drsmplrned that ! had
done somethrng wrong, nothrng along those lrne 2

(U1 was asked why . thought someone would make allegatrons .

against l l stated:

2 know I had nothing to.do w1th the contracts thlng | know | did not abuse any
government thing. | felt | worked really well with everybody down there and most -
~of the people down there | belleve would concur with that. -

, testified:

was the responsible for all
. Now they are referred to as
.l added B was the
Under the matrix management, they reported to their
and Il added that Jjl§ was more responsrble for

them from an administrative standpoint. i worked closely with them and with therr

_ . related that i was never assrgned to

related that as the —from an admlnrstratrve
standpoint for and [ B never received any complaints from the
regarding the allegations that were reported against and
added that there were some issues regardrng moving some of the -
site leads around without notifying the [JJij but that was right to do so. The
government was not told of the personnel changes Wthh caused some confusron and

had nothrng to do with -

oo

responded 16 the allegatron ‘of the’ settmg upanew T
architecture. It was a and was not getting -
data fast enough. They believed the already hada
contract in place that would allow adding contractor personnel. recommended
- adding [ additional contractors to the tasking order since was

“already on that contract I recommendatron was approved

| (U//- B <'-t<d fl] has never been told or heard that - was

using a government laptop for personal use. . added that . encouraged all the-

9
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: 'to have either blackberrles or laptops so that they can be reached at any trme because :
is not aware of any misuse by

Ll B also added that neither [ were contracting officers,
“so they would not have any authority to withhold any award fees to any contractor and o

- - has been and is the - contractor for- at
Frnally, — related [

i
; regarding any negative behavior by
- assignments to the [l and

or

had never recerved any complalnts from

or NN during their

testn‘red
(Ul

S I/ B |s the contractlng offrcers representatlve (COR) that handles =
the contract. | GRER AR S R e
(U/ Headquarters personnel advrsed ! that several years ago an

individual (the CS) did have concems as a result of being made the site lead atl

N I had removed contractors from the [l contract for professional -
and personal reasons. The staff at who worked with those 2

“contractors was a bit upset because they had built a good working relationship. wrth Syt
those [JJJj] contractors and the [l fe't they should have been consulted orat
least made aware of the personnel changes. The CS was then brought in to fillthe = -
i 'cad at il il but got offto a rocky start with the
were some hard fee ings | m that regards ~ R

| (U//- Regarding the allegatron that the- was abused - related there was .
~ no way that the [JJlf could have been abused. The [JJjill is a contract line item -
~.number (CLIN) on a contract meant for emergencies from the agency. The [l must

o be approved by the . The |GGG could not have made any ,
decrsnon regardmg the approval of an A S e Ly s

(U

- influence the contract for services not covered by the statement of work, or by

= threatening to withhold award fees, which they could not do. There were dlsputes
between I and I vith regards to the awarding of other contract work at -

I vt those issues were handled out of - and there were no lmproprletles with |
- regards to those srtuat|ons bl , b ‘ S

frnally related that over the years . had multrple

W

So there o

Was fot aware of issués regardlng - or- attemptrng to ‘

2 » ,conversatrons W|th the CS even dunng the time the CS was assrgned as the - srte ; s

10
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lead at | and ] never recelved or was made aware of any complarnts such as
what was reported to the OlG

replaced

/i - was contacted regardlng “- property hand recerpts" and related
- that there are several “bins” of property hand receipts. [lij added that as was with

i too is responsible for property that is sub-hand receipted at multiple sites
under the control of the [l all over the United States. JJJJil] 2dvised that upon -
assuming [l current duties there were no issues with missing or unaccounted for
property. = RGNS ey R , ,

(U) CONCLUSION

(U/A Ve did not find evidence to support allegations of procurement/contract

fraud (awarding of sole source contracts) by Il technical experts that worked on -

, nor did we find evidence that supports the allegation that [l
created a hostrle work environment, mrsused a laptop computer for personal use, or
mlshandled government property : :

(U) RECOMMENDATION

(U/. We recommend no o further rnvestrgatrve work on thrs matter

1
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| EXECUTIVE SUMMARY
i f,r(U) OIG CASE NUMBER 12 167

- k(U) TITLE Mlsuse of Government Propertyfl' |me and Attendance Fraudi i
o ALLEGATION k ; et |

(s ‘(U/- It was annotated on the back of a

~ was “running a doggie day care on the
'government t|me da|ly

EET

- )] lNVESTIGATlON f» i3 Y

V '(U//; oIG mvestlgators developed evidence that .
B property and commltted trme and attendance fraud

Review of network showed - had . Excel

o spreadsheet that deplcted names and fees far adoptron and/or fostenng of a pet

i o admrtted that- used the- for personal use to view
A during gl lunch break for an hour:to an hour and a half. [jii§ did not have a

 personal daycare business for dogs, but [} worked with pet rescue groups. sard
 that [l saved forms onto [l government computer, printed the forms at and

SR rescue actlvrtres

“placed telephone calls to veterlnarrans usrng the government phone in support of dog

’ é

. (U/- Analysrs of_ access control records master trme h|story, travel

S records, and training records for the penod 12: August 2012 to 28 December 2013

L

~ revealed that | received compensation for hours when [ was not
Lo present for duty. The total amount of compensatlon that was not entrtled to '
’recerve equaled CE A :

admrtted that - purposefully left early from work and . was' 7 |

e j 'ultlmately responsnble for.tlme and attendance.

“ © uncLassrED/ 0
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“(U) RECOMMENDATION

- (U//- The OIG recommends that the | review this matter and, in

consultation with the

, recover funds from -
and take appropriate action concerning e
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EXECUTIVE SUMMARY

e (U) OIG CASE NUMBER 13 006
‘ A' 3 V,%(U) TITLE Mrsuse of Government Resources
L (U) ALLEGATION |
mrsused

| -issued international cell phone to make numerous unoﬁrcral calls from AL
27 December 2011 to 31 July 2012. ‘ ~ : v

;;(U) INVESTIGAT|0N o

- Offlce of lnspector General rnvest|gators developed evrdence that i

; , violated Title 5 Code of Federal Regulations § 2635.704 (a), Use of :

government property, when . failed to protect and conserve government property BT

~ and allowed its use for other than authorized purposes. It appeared that e

failed to properly secure i} lllHssued cell phone while contractors were working:

- inside |} residence. . could not provide proof that the phone was stolen or rdentrfy o

- where and when [Jjj lost it. | did not report that the cell phoné was missing -
 until after JJfj was notified of the charges owed in August 2012, [lilf months after the

- first unofficial call was made in December 2011 Unauthonzed charges brlled tothe

- government totaled _

- (U We also developed eV|dence that§ vrolated IC Polrcy Gurdance ‘k: .
~ 704.2, Personal Conduct. We found that has a patter of violating [l

- security policies. had lost- government cell phones in a-—year period. 5
il testified that | previously lost an cell phone while on temporary duty tothe =~

in 2009. In addition, Jj was involved in [jffff security incidents ina-

-month period in which [Jj carried i personal laptop into a ' atthe i | ‘; -
abllrty or " :

o

. These actions raise concerns regarding
,wrlllngness to comply W|th laws rules and regulatlons

o (U) RECOMMENDATION

review thls report and in coordrnatron S
and

We recommend that the'

~ with the

-

, , take appropriate action concerning
- recoveryoffunds. .- B R R
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NATIONAL GEOSPATIAL-INTELLIGENGE AGENCY
~ OFFICE OF INSPECTOR GENERAL

.REPOR.T OFPRELTMINARY INQUIRY

(V) OlG CASE NUMBER 13 054

(U) SUBJECT

, (U) ALLEGATIONS

o (U/ Mlsuse of Position -
o (U/J Misuse of Government Equnpment (-

) BACKGROUND

is president of JJij condominium (condo) association, is using il employees and the

I <!V or to conduct condo business. Additionally,

B ‘routinely” discusses condo issues wuth - staff and seeks feedback on
challenging condo issues. . : ,

(9] APPLICABLE STATUTORY AND REGULATORY STANDARDS

s (U) Title 5 Code of Federal Regulatlons (CFR) § 2635.101 (5 CFR 2635 101), Basic
Obllgatlon of Public Serv:ce ; v . :

° (U) 5 CFR Part 2635 Subpart G Mlsuse of Posmon, Section 702(a), Use of public
office for private gain ‘

o (U) - Instruction 8470.2R8, s Instructlon for Internet Usage, 9 December 2009

o (U) Policy Notice 8470 1, Pollcy Notlce for External Webmall Access for Personal
‘ use, 12 August 2011

e (U) 5 United States Code 7321 -7326 the Hatch Act.

o (U)II ¢ Offlce of General Counsel Political Actlwtles, The Hatch Act Electlon
Campa|gns Rules for- Employees ‘ : ,

UncAssIFiED/ I

(UI/- The OIG received an anonymous complamt statmg that _ who
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(U) Facts S ,

| " o (U//- lnvestlgators analyzed a query of — emarl traffic on the - :
~ from July 2012 to February 2013. Investigators discovered approxrmately- emails .
~related to . duties as presrdent of il condo association, most of which orlglnated

“‘on - personal email account but had been fon/varded to -- account

e (U//- In addition to analyzrng emails, mvestrgators interviewed -
~and the following individuals:
 Wealso intenviewed [

- o W2 0

- provide any pertinent information regarding the. allegat|ons and therefore .
: testlmonywas not mcluded in thrs report R v

(U//- - testlfled

(U//- [l has been WIth - asa - employee for approxrmately - o
years - worked wrth _for approxrmately- months L

e (U//- When asked lf— ever tasked [l to conduct work for. | e

" in relation to [l condo association, e.g., make phone calls, write memo's, review.

- documents, etc. !replled “No...Nothing for [l condo association.”.
- Investigators asked if IS cver heard if any other employees had been et
. asked to conduct work for.condo association and! replred “l haven’t heard '
~ ofit,no." | 2 CRanb

e V(U//- — stated . was aware of- condo assocratron dutres but

- [l did not believe it interfered with [l official duties. [l only remembered | B
- incidents when it came up — once on a work trrp to Colorado. “I know- gota
- call when we were leavmg the airport and it was the condo association.” The -
- other time was when the Jlf of them were visiting another [l facility and il
.took a call on [fifif cell phone. When il came back into the room after. ‘
completmg the call; - “made reference to the condo assocratlon v : :

(U//--testlfled v O R O
e (U/I-- has been mlfor approxrmately- years. —

~ became i team lead in December 2013. When asked if the work_
~has tasked - with was stnctly professronal and busrness related - stated,
L”_“Absolutely” T L R R s e , e

UNCLASSIFIED//—
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U//- - stated . has known — for approxrmately ]

year. They sat in the same section together They had many conversatlons
“about life in general and things like that.” [Nl acknowledged that Jijj was

aware of [ condo association, but [l “never observed” i}

conducting any type of condo business at work. When asked if [ N

ever asked [l to help [l with any work related to the condo, [l stated,

“Never.” When asked if [JJlj was aware of [l cver asking any other

co-workers to do anything associated Wlth the condo - stated, “No.”

(U A tosiie:

o U/ At the time of the lnterwew (February 2014), I had only
been — supervisor for approximately [JJj month. Prior to

[l being [l supervisor, I steted that NN had ot least

other supervisors: [f§ has reorganized a couple of times and it was difficult to track
who the supervisors were. However, . stated that [j was not aware of any

complaints about [ vsing team members or using the [ to

conduct condo business. Investigators showed [N =

~ email activity relatng to [ condo assoctatlon duties and = stated,

(U//- I very active in . assocratlon R vocal about that. | -

“would have expected limited [activity].. .because there are tlmes you rein
\ S|tuat|ons and we can use personal email. "

(U/- lnvestlgators asked — about — work

‘ performance .stated

W/ does a great jOb | mean, you can give il 2 task, she’ I
work it. Like in [l new role [JJilf 2 PM of a project...JJJlj came in cold -

~and [it took] a little. whlle for.to accept this new role - wasn't crazy
about it. But i grabbed the bull by the horns per se and JJJJJlj
~accepted it and [Jl] excelling at it...We were in [JJjjilif officers...and had
similar projects. We communicated a lot as we were going through things
and . coached me through a Iot of thlngs

U/ <t

U//- [ started as a government employee with - in September
2011. Prior to that time [lJlj was a contractor at [Jll] [l is currently a team
lead and has one government employee and [Jill contractors on [l team. il

has been the president of [l] condo association for ] years. JJj duties as

preS|dent include signing « contracts for work to be done for the ‘condo association.

The general manager of the condo association handles most other tasks

ol g | :
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assomated with the assomatlon _ sald that . also volunteers for a ’

~ lot of actrvrtles other than . condo dutles

(U//- - descnbed . actrvrtres reIated to conductlng condo

-business during work hours - stated,

' U//- I'm not saymg that there aren’t times when my [condo staff]
.. might call me at my desk and say, ‘Hey, I've gota question about this.’:
~ Because sometimes | have people that are new and they don't know .
. where everythrng rs They don't know who to contact. So they will call me_
_“andaskme a questron But I'm not sitting there for hours on end on the
. phone, or ] minutes saying, oh, this, this, this.”...And then usually at the 4
. end of the day, before | leave here, I'll call them and say, hey, rs there R
' anythlng | need to srgn when | come through o TR

o U/- When I was Iooklng forIeadershrp opportun|t|es .in the last
& . years, there wasn’t alot...available. So | knew that I- needed [to work
~on the condo board] career-wrse Jfor the thrngs that I wanted to S
o accompllsh Trying to collaborate and communrcate and stuff There are a L
- lot of skills that...I pull from there to use here And there are things that I
- pull from my expenences here that heIp me there. And so | personally
- have always felt that it's been beneficial. And even when | interviewed for g
o my posrtron as a government employee...I pulled examples frommy
" association. Everybody here knows that | work on my communrty
assocratron and stuff | don't hide that from anybody because I don’t have
~anyth|ng to hlde P : ~ : L

(U//- Investrgators asked — about how much email rnteractron

- conducts with condo staff, etc., - during - work day ' replled

_'(U//- I have had emails sent to me from them at the offlce There S
- have been issues where .they told me that they sent somethlng to my
N | [account], and | didn't get it:. So they would send it to me here, -
especially if it's somethlng that they: wanted my lmmedlate attention on,
And when it’s somethlng that they need | my attention on, my response is
- usually.,.three to four words. ‘Yes; this is okay. Go ahead and proceed.’ -
_It's very quick. There have been times when | have forwarded [emarls] to
- myself...to read over. And so during my lunch break if | want to read
o somethlng over then thatswhat I do. QR i

s (U/:_ | did actuaIIy go back and review my stuff .because | know
what the policy is. And it says ‘limited personal use.’ And when I looked at
- it...based just on average over the last six months, | think | spent maybe
. minutes of my day actuaIIy Iookrng at on average, somethmg reIated
to my condo assocratron ‘ : , S

 vcLassFED/ AN
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° (U//- Investlgators asked — if . would consrder

-approximately . emails wnthln - months’ time “Ilmlted personal use” and -
replled ‘ t

U//- Yeah, actually, | would.. .Because again, a lot of t:mes lthe
emalls] were things that | just wanted to reference or needed to read over
or what have you. It's not somethmg where I'm sitting there composing ,

~long emails.” | appreciate the fact that you all are bringing this tomy
attention...because | deflnltely wrll be more conscrentlous ofit.” -

0 )(U//- Investrgators asked _ |f. had ever tasked [Jij -

teammates or any people that worked for [ to develop documents, send
- emails, or make phone calis for [l in support of. condo assocratlon duties.
- stated, “No.” :

_(U) Other Matter

U/ While analyzmg _ email traffic, mvestrgators dlscovered B
emails that referenced possible [N vio'ations. (NN 25 questroned P

‘about the activities mentloned in the emarl ! explained, as foIIows

(U//- — said that . has never used ] poSIt|on with - in.

whatever dealings [l has with local government officials. [ stated [l has
dealt with individuals in the county government in regards to . condo -
association and when [l gives them a business card, fJjJjj uses . condo
association busrness card, not ! government busmess card. '

° (U//’ Regardrng the emalls |nvest|gators obtained indicating that. was
a volunteer during the last Presidential Inauguration; |G s2id that [l
served on the committee as a volunteer, standing on a street corner provrdrng

directions to the events happening in the area. [l stated - told . :
management chain about . activities and was told that it was all right. .
further explained . maugural duties: ;

, (U//_ | had gotten a thing from the maugural commlttee .saying,
hey, would you like to volunteer for thls'? So that’s when | volunteered...
holding a sign and pomtlng a direction and telling people on 19" and K
Street, ‘This is the way you need to go’ when they were heading to the

. rnauguratron or go to the mall and so forth. | wasn't anywhere close to the

"~ mall. | didn’t getto see anythmg [The volunteers] dldntget anythlng [for
their work]. EE

o (U//- _ explained . appomtment on the Commlssron on

Aglng The Commrssron is a non- governmental commission put together to

uNCLASSIFIED A
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5 faddress the needs of seniors wrthm _ _ dld ot hold a -

position on the board, but- was a representative for i district. _
~ stated JJfj supervisor was aware that il was on the committee. If JJj had to-
: ;attend meetrngs for the committee durrng the day, - would notrfy.

' supervrsor and take leave for that time. - ‘

e (U//_ None of the other wrtnesses were aware of any polrtrcal actrvrtres of

'_that would constrtute-Vrolatlons asfollows:
o (U//-— stated that. did not remember_ 5 -

. discussing any polrtlcal actrvrtres or ambrtrons i

| fo;, (U//- _ stated . was not aware of any polrtrcal
- activities on the part of_ S

o ,(U//- -stated that. remembered a “short o
- conversation” [Jilf and [N had about R
i future polrtlcal aspirations, “starting within -own condo . R
community.” [l a'so said [l never overheard i

I 2ke any phone calls or have conversatrons
regarding political or condo activities and JJJjilj not heard any other

o N employees complarnrng about such matters
-CONCLUSIONS |

’ e', (U//‘ OIG drd not fi nd evrdence that S misused i posrtron or
ks staff for the purpose of conductlng Work assocrated wrth - condo assocratron : ‘

e U/ The OIG did find evidence that RS used government

~ equipment for condo assocratron purposes; however, the use appeared to be. wrthln ‘ :
- lnstructron 8470 2R8 whrch states, < ; ; i

':;(U) Employees are authorlzed lrmlted personal use of network resources
. and use of an [Jmil email address for electronic communications...
- Personal use of Internet resources should not adversely affectthe
- performance of official duties, should be of reasonable duration and - ,
_frequency, and whenever possible, made during the employee s break R
trme such as after duty hours or lunch perlods o0 : o

i Other Matter e ‘%

i o (U//- The OlG dld not frnd evrdence that _ vrolated the - e
Recommendatron | |

,Close thls case wrthout further |nvest|gatron

UNCLASSIFIED//_
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EXECUTIVE SUMMARY- - e

0)[c} CASE NUMBER 13-110
(U) TITLE: Computer Mrsuse Chlld Pornography ‘

(U) ALLEGATION

reported that the arrested

for child pornography on 17 June

2013, ‘
(U) INVESTIGATION
(U

/A The | has an open child porography -
' Vlnvestlgatlon regardmg _ andi is the lead mvestrgatlve agency. ,
(I o](¢] mvestlgators did ot rdentlfy any evidence to suggest— used .
computer systems to search for and vlew chlld pornography ‘ ‘ ,
/i o' mvestlgators did develop evrdence that— violated. ‘
. NI'8470.2R8 when dlssemlnated hate speech based on rellglon usmg the ﬁ
computer’ network system ‘

'(U) RECOMMENDATION

| The OIG recommends that the _, and the

(U/,
review this r_eport and take any additional action

appropriate in this matter,

(U)

uncLassiFiED/ I




uncLAssIFIED

EXECUTIVE SUMMARY

(U) OlG CASE NUMBER 13 152

(U) TITLE Mlsuse of Government Resources

() ALLEGATIONS l

- assigned from November 2008 to
.December 2012 as'the

According to the allegations, allowed il spouse
-_personal use of an leased (armored) government vehicle and driver, purchased
- software without the authorlty to do 80, and rllegally authorlzed contractors travel and

work schedules

) INVESTIGATION

"'(U/ lnvestlgators developed evrdence that- Vlolated 31 USC § 1344

‘DoD Directive 4500.36-R, and NI 4500. 9R9 by using and allowmg family members to

- use a government vehicle for unofficial purposes. The evidence reflects, however, that
~ I did not have a clear understanding of the authorized uses of the vehicle.

~ Investigators did not find evidence that anyone in [l chain of command
provrded ! wrth rnstructrons on the authorized uses of the armored vehlcle

(U//- In addition, no' credrble evidence supported the allegatlons that

- travel and work schedules

i [(U) RECOMMENDATION

and take appropriate action

‘UncLAssIFIED/ I

- made software purchases Wlthout the proper authorlty or |llegally authonzed contractors o i

" (UIFOUO) We recommend thatthe- , |
Al , review this report and, in coordination with the : e
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L
MEMORANDUM FOR_

.SUBJECT.,A S OlG Case Number 13-169, Computeersuse Report
RS B CaseNumbe S

- REFERENCES:- . | ~a. (U)- lnstructlon 8470 2R8, lnternet Usage 9 December 2009

o b v) NI 8470 3R8 Use of Electronic Matl and Other Electrontc
Commumcatlons 9 January 2006

| Attached is an mvestlgatlve report of an
) case. It contains evidence of government computer misuse o

2. (VN From 25 January through 24 June'2(‘)13, automated auditing software captured e-
mail containing sexual language associated with the account. In addition, on
10 May and 5 June 2013 the audits revealed Web mail threads which mentioned posstble

ftnanctat transactions, along with the dtscussmn of sexual acts.

3. (Ullﬁ We have provided a sample from ﬁ report, which this office maintains.
Please contact us if you need to view the entlre ﬂle but hmlt access to those who have an

official need to review |t ok T -

4, (U//- We determined thit this matter did not warrant crtmmal investigation or addlttonal |
investigation by us. The - report to atd wnth your determlnatlon of approprlate actton to take ,
regardlng . . t : :

5. (U) Please provxde us W|th a report of aotlon taken or proposed thhln . days of recetpt of s
this memorandum. This suspense will be tracked to completton through the ,
Security Incident Report l wnll report overdue suspense sat the- key components
meetlng ‘ ,

Should you have questions or réquire additional information, please contact

6. (Ul
‘Thank you

for your cooperation and prompt attention to this matter.

Enclosure as stated

- uncLassiFiED/ I




4 (U//- Ourlnltlal revrewof

S type codes. When OIGI analysts performed the time and attendance analysis, we

i

uwcmssmem_

.February2014 e

o MEMORANDUM FOR RECORD

Alleged l\/llsuse of Government Telephone and Contractor Labor;

i SUBJECT
: - Mischarging,

OlG Case' 14- 014

1. (U/l- On 29 October 2013 the OIG recelved a complarnt via emall from an

~unknown complainant that_mlsused.government telephone- and L
e commltted tlme and attendance fraud el SO D

- l

2 (U) The prellmlnary inquiry. focused on allegatrons that mlsused .

government telephone [Jiilj and committed time and attendance fraud from November
2012 to October 2013. Due to recent database maintenance to the
access control record avallablllty was llmlted to Aprll to November 201 3

'Fmdmg | ' S

3, (U//FOUO) We analyzed _ telephone records WhICh show the g
wfolIowmg usage: . : :

tlmesheets access control, travel and
- training records for the perlod referenced above |nd|cated a dlscrepancy of - hours
» totallng : o - L

B 1
S

On11 February 2014 vve lntervreWed
, who explained that we may have inadvertently miscounted the labor

~hours.on timesheet. | NI stated that according to S
‘corporate timesheet, reported hours using the | I and "pay

- aggregated all reported time that was directly charged to the contract, which

- included the pay type codes. ‘explamed that -
- instead of aggregating all pay type codes, we should have only aggregated the
~ and%pay type codes. — explained that the JJJJf’ code was used
to denote certification of the- code, whlch was not bllled to the government For-

example

 UNCLASSIFIED/FOR OFFICIAL USE ONLY
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QIGI Method:

M Explanation:

| was a shift worker who routinely

6. (Ul stated that .
worked after explained, for any hours worked between and [N the
employee recelved pay. The code to request pay is . The code
that showed certification of the pay request was ."As such, the hours
should not have been double counted as deprcted in the OIGI Method tabte '

7. (U//- Based on explanatlon we reanalyzed - time

and attendance which completely mxtlgated the labor hours discrepancy.

Conclusmn

8. (U/ S The developed evidence does not support the allegatlons of telephone
misuse and contractor Iabor mlscharglng Lt « ,

Recommendatlon

9. (Ul recommend that no further |nvest|gat|ve work be conducted on this case and that
this matter be closed. ; A _ ‘ ~

- uncLassiFED/E
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M MEMORANDUM FOR_

| SUBJECT  (U)OIG Case Nurber 14016,

e ‘2:;f2msf .

Computer Mrsuse Report

- REFERENCES:":': a (U)-Instructron 8470 9R8, InternetUsage 9December 2009

e b V) NI 8470.3R8, Use of Electronic Mail and Other Electronrc ey
Communrcatrons 9January 2006 o 5

Attached is an rnvestrgatrve report of an

i 2 (U//__ conducted random automated network audrts ‘Which revealed
- inappropriate Internet activity associated with the
. From 3 March to 26 September 2013, a user logged into the
account repeatedly used rnapproprrate tanguage whrle usrng Google and Hotmarl accounts

3. (V/ N addition to the report we have provrded a sample from the exhrbrts in the

case.. It contains evidence of government computer mrsuse l

network profile’ assrgned to S

report ‘which this office marntarns Please contact us if you need to vrew the entire frle but Irmrt e

e access to those who have an offrcral need to1 revrew rt

t

4 (U/ We determrned that thrs matter does not warrant crrmrnal rnvestrgatron or
~ additional investigation

' actron to take. regardrng

> 5 (V) Please provrde us wrth a report of actron taken or proposed wrthrn . days of recerpt of
~this memorandum. This suspense will be tracked to completron through the [N O
- Security Incident Report . will report overdue suspense s at the- key components Eon
" meetrng R L S

- for your cooperation and prompt attention to this matter. ~ -

" Enclosuresasstated - | T

~ uncLassFED/ N

by us. The ' report is to ard wrth your determrnatron of approprrate iR

Should you have ci‘uestio’ns or require additional information, please contact* S
. Thankyou - .




 uNcLAssIFIED) A

EXECUTIVE SUMMARY
(V) OIG CASE NUMBER 14-023

) TITLE Misuse of Government Automated Informatron Systems (AIS)
() ALLEGATION | | '

U//- The N Offrce of Inspector GeneraI
‘regarding an allegation that

(OIG) completed an investigation

,misused
government AlS in violation of several instructions. .~ ‘

V) INVESTIGATION

- (U/EE O|G rnvestrgators developed ev:dence showing that = misused

| government AlS by sending sexually explicit text and e-mail messages using [} I

| - portable electronrc device and — computer account.

U//- Durrng the |nterV|ew I admitted to sendrng sexually explrcrt text
and emarI messages usrng . government |ssued AIS :

(U) RECOMMENDATION ) ;
(U/ 0IG recommends that the S

~ , review this report and, in consultation wrth the
take any actron deemed approprrate

The

,.‘and

- I OR: OFFICIAL USE ONLY
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EXECUTIVE SUMMARY &

- (U) OlG CASE NUMBER 14- 025 E

0y '1 (U) TITLE Alleged Adulterous Relatlonshlps Conduct Unbecommg an Oﬁlcer and

T 3 Mlsuse of Government Automated Infonnatlon System ‘

s ‘(U) ALLEGATION

(U) INVESTlGATlON

:
k l

o The- Offlce of lnspector General (OlG) completed an |nvest|gat|on ; S
‘ vvregardlng allegations that L

engaged in multiple adulterous affairs, mlsused o
government property, and v10lated varlous regulatlons )

. Ul OIG mvestngators developed evidence showmg that j
adulterous affairs. One of them involved

who was in [JJJ] direct chain of command. In addition, OIG t
‘investigators developed evidence showing that misused government. . :
- property by sending sexually exphc:t text messages usirig --lssued‘portable i
electromc devrce and vrolated varrous applrcable regulatrons : B L 4

(U//- Durmg rntervrews both witnesses provxded direct test|mony that they each :

i engaged in sexual mtercourse with - whrle = was married. -

| L (U//- Efforts to |nterV|ew
- OIG received notice from e
invoking JJJjj right to remain silent pursuant to Artlcle 31 of the Umform Code =

met thh negatlve results Oon3 February theg ~
that [l

. of Mllltary Justlce ‘
e j(U) RECOMMENDATION
W

The - OlG reoommends that the ]
review this report and take any action deemed appropriate.

 uncLassFED/EEEEEEENEN 090
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. | o MAY 20 200
VENORANDUM FOR R |

SUBJECT: IR (V) Referral of Misuse of- ssued Blackberry,
o [ ] Project 14- 036 - |
REFERENCES: a. (U) NI 81 00 1R13 Portable Electronic Devices, 28 April 2010

: S {9)) DoD 5500. 7 R Jomt Ethics Regulatlon Chapter 2, Sectlon
- , v 301 a.(2)(d), Use of Government Resources

c. (U) NI 8470. 3R8, Use of Electronic Mail and Other Electronlc '
Communlcatlons 9 January 2006 '

1. (UL 7 Office of lnspector General (OtG) has completed a prellmmary analysrs,

~"into an allegation that Lo
, engaged in -

unauthorized use of Government property for unofficial or personal purposes (misuse of the

' issued Blackberry) and displayed conduct unbecommg a Federal employee from 1

January 2009 to 31 October 2011. ,

Blackberry logs for the period
texts of an inappropriate nature. This is in

2. (Ul Our attached assessment of
referenced above revealed that - sent]
violation of references a, b, and c. .

We recommend that in coordlnatron with o and the
. you take appropriate action.. We request that you inform the OIG of any action taken

3. (Ul

~ or planned within i days of our recerpt of this package An _ tasker was opened to
track the suspense.

4, (U/ Sl Should you have questlons or requrre additional information, please contact

Enclosure as stated

CcC.

_ k».

uncLassiFiED/ I
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A MEMORANDUM FOR—
: (‘SUBJECT - o (U) OlG Case Number 14- 037 Government-lssued Blackberry Mlsuse
REFERENCESf S - N (U) NI 8100 1R13 Portable EIectronlc Dewces 28 Apnl 2010 :

R b. (U) DoD 5500 7-R Jomt Eth|cs Regulatlon Chapter2
R tSectlon 301 a(2)(d) Use of Government Resources

c _ (U) NI 8470 3R8 Use of Electrontc Ma|l and Other Electrontc - g
. Communlcattons 9January 2006 S

1. (U/I_ The- Office of Inspector General (OIG) revrewed text messaglng records for
- government-issued BlackBerrys to determine if jijiiilii employees were using the devices for official

~purposes only. Our.analysis indicates that | Misused il government-issued. -
- BlackBerry. —lsa— >

2. (U/ _ engaged in unauthorlzed use of government property for unoffrcral or personal o
“purposes and displayed conduct unbecomlng a Federal employee from 3 January 2009 to 2 April 2011.

- Our assessment of Blackberry logs for the per|od referenced above revealed that-
- sent- texts of an rnapproprlate nature This is in violation of references a, b andc..

3. (U) We have enclosed a copy of the- texts for_ and- management
~review and action as deemed appropnate We did not interview the employee and we did not mtervrew N
. the supervnsor or conduct any further inquiry regarding this i lssue S : : : t

o 4.0) We recommend that in coordlnatlon wnth— and — and -
- the BN . you t2ke appropriate action. We request that you inform the OIG of any
- ‘action taken or planned w:thln. days of our recelpt of this package Anﬁ tasker was. opened ,

: -totrackthe Suspense SRR B : L P

5. U//_ Should you~have guestions or »requireadditio_nal information, please contact |

} —
i
{ _

“Enclosure as stated -
occ
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 MEMORANDUM FOR—

SUBJECT: = - (U) 0IG Case Number 14-052 . Computer Mrsuse Report

REFERENCES;:I..”' a (U)-Instructron 8470 2R8 lnternet Usage, 9December 2009

b (U) NI 8470.3R8, Use of Electronic Mall and Other Electronrc ”
Communlcatlons 9 January 2006

Attached is an mvestlgatlve report of an
case. It contains evidence of government computer mrsuse :

2. U/, | On 16 September 2013 network momtormg tools ﬂagged the user proflle L
: for possible misuse consrstmg of inappropriate written content and language. -
According to network records, the - user and re assrgned to

3. (U//- In addrtlon to the report, we have prowded a sample from the exhibits in the
report, which this office maintains, Please contact us if you need to view the entire file, but limit
access to those who have an offrmal need to review it. We determined that this matter does not

warrant criminal investigation or additional investigation by us. The report is to aid wrth
your determmatlon of appropriate actron to take regardrng »

4. (U) Please provrde us with a report of action taken or proposed wrthm B days of recelpt of
this memorandum. This suspense will be tracked to completlon through the

Security Incident Report B will report overdue suspense s at the - key components
meetmg e , Fa ,\

5, (U/ Should you have questionsor require additional informatton; please contact
. Thank you .

for your cooperation and prompt attention to this matter.

Enclosures as stated -

y . . -

uncLassiFiED/
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MEMORANDUM FOR RECORD oo March2014

SUBJECT Case No 14 061 Communrcatrng a Threat and Computer Mlsuse

1 (U/ Offrce of

Inspector General (OIG) received a walk-in complaint from

reported that on 17 December 2013, [l observed

looking at a “Rebel
‘Flag Confederate web site on the On30 - =
January 2014, alleges that communicated a threat that

: ] was going to shoot- in the spine. On 4 February 2014, -

was observed viewing half nude women while on [l Facebook / :
account and finally, on 6 February, 2014, was on the SBU ShOWlng a Sl
- picture of . standing in front of a confederate flag,- dunng some sort of '
sweanng in or awards ceremony : : e

Thls office coordinated with
related jgg has interviewed the complainant, witnesses and - ,
o concluded that as a resulf of those interviews and analysrs of
- evrdence could not substantiate a threat based on the information provrded g
- and obtained. The matter was referred to [N supervrsor for any after
actron e , - .
3 l This office coordinated with G

‘ was requested to conduct a search of ‘ ) account
L between the perrods of 1 February 2013 and 28 February 2014 for. any evidence
- of computer misuse. later related that a review was completed which - -
reveled multiple emails between and a female in the country of the =
-and that information has been referred to ] No other evrdence of any e
, wrongdorng was found and no further action is berng taken by- : ,

L 4, / ThIS office coordrnated with

employee and spouse of
was engagrng in contact with a forergn :
was subsequently
admitted to contact witha
did not know ] had to
was advrsed to do so, which

- related about two weeks ago,
e , reported to [ that
. national that was not being reported in
*confacted by a security officer, during which
- female foreign national in the country of
-~ document any contact in
did. related they are not currently pursuing any rnvestlgatron of . :
o : they are merely monltorrng . actlons and as a result There wrll be
o ,no other actron taken by. L

I

uNcLAs,siFIEDz— i
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(U) No further OIG action on thls matter is- reqmred Recommend thls case be e
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~ MEMORANDUM FOR_

- ‘SUBJECT S ‘(U) OIG Case Number 14 063 OIG Computer Mlsuse Nottce -“ :
ffVldeo Streammg LA e o | i

2 REFERENCES:f’" a. (U)-lnstructlon 8470. 2R8 Internet Usage

9 December 2009

_,b (U) NI 5505 3R7 Admlnrstratlve |nqu|nes and Investrgatrons
' TAugust 2007 ' FRPNY

| ‘1 (U//- A review of vrdeo streamrng use by the - Ofﬂce of lnspector General
-~ indicated that

o - mrsused.- Internet privileges. | i o
2 (UI/= Our review of = video streamlng records indicated that

© from 25 September 2013 to 25 October 2013 NI strcamed video on the

- network from Neulion.com (NFL com) (cable TV streaming - 15.6 Gigabytes) ,

-~ NBC Sports (cable TV streamlng 860 Megabytes), go.com (ABC Sports videos — 239 :
Megabytes), and other websites (see enclosure). - More than | ] Grgabytes of streammg ?
- media was downloaded dunng the rev1ew penod :

. 3 (U) The emptoyee s actrons are in v10|atron of; Instruction 8470. 2R8 9 |
- December 2009, which states that personal use of Internet resources should be of -

- reasonable duration and frequency, and whenever possible, made during the s

employee’s break time. Accordrng to the NI, prohrbrted uses mclude downloadlng or o
: wewmg serVIces for personal recreatlon , : an

4 (U//_ Enclosed is the full report of— media streamlng postlng

records for the |||} B 2 @ management review and action as deemed
appropriate. We did not interview the employee and we did not mtervrew the supervrsor

“,or conduct any further mqunry regardlng th|s issue.-

o (U) Ptease furnlsh us wrth a report of actron taken or planned wrthm . days of your e
- receipt of thls memorandum A taskmg was establrshed in - to track the 7“
: suspense . ' « g :

~ uncLassiFiED/ N




s umc,mssn,nsw—,

SUBJECT:; o (U) OIG Case Number 14 063 OIG Notlflcatlon of Management
B ~Inquiry for Computer Mvsuse Medla Streaming S

U//- Should you have questlons or requ1re addltlonal lnformat|on please
contact e

Enclosure as stated

cc: : ,

uncLAssIFIED/ G
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EXECUTIVE SUMI\IIARY
e (U) oG CASE NUMBER 14 077

f.‘,,yr(U) TITLE Contractor Labor Mlschargrng/Mrsuse of Government Systems
'(U) ALLEGATION St

An anonymous complarnant reported via the

" Form that

repeatedly misused government systems was a security risk” to'f
and was commlttlng trme and attendance fraud I I

(U) INVESTIGATION

i '(Ul OIC Invest'gators developed evrdence that vl'OI‘:ated/18
Statements; FAR 31.201-2, Determlnmg AIIowablhty, and NI 1422, 1R11

- Instruction for Civilian Work Hours. also violated i} Instructions -

OIG Online Complaint

USC § 287, False, Fictitious, or Fraudulent Claims; 18 USC § 1001, Fraud and False :

i 8470 2R8 and 8470 3R8 by usrng government resources to conduct personaI business.

Wrtnesses observed

, system to track il wife with the Global Positioning System feature of the On- Star“
- System maintained on personal vehicle.

to track ﬂ - whereabouts i

L U//- AnaIysrs of — access control records contractor time cards,
- travel records, and training records for the period 1 March 2013 to 28 February 2014

mischarged [}l labor hours to - The total amount of |
equaled

use the

s labor mrschargmg by

> (U) RECOMMENDATION i

!
{

i U”- The 0IG recommends that the N | B evew |
- this matter and, in consultation with the and B
N recover funds paid to for and

. take any other action deemed appropriate. -

~unclassreD/ NN 0
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 MEMORANDUM Fo_

, SUBJECT., L (U/, olG Case Number 14- 078, Computer Misuse Report,

REFERENCES:  a. - (U) I tnstruction 84'70 2R8, Internet Usage, 9 December 2000

b (U) NI 8470. 3R8 Use of Electronic Mail and Other Electronlc
Communtcatrons 9 January 2006 - :

Attached is an lnvesttgatlve report from the
. It contains evidence of government computer mlsuse by

2, (U//- On 20 February 2014 - recerved nottftcatton that an - user was allegedly ‘
composing sexually explicit correspondence The network auditing tools showed the SRS

: lnapproprrate behavror ongmated from the proflle assigned to

3. (Ul_ Between 20 February and 10 March 201 4, ! reviewed multiple automated
captures of the proftte and found the network was being used to compose and send
sexually explicit correspondence via Google Mail. addressed most of these

messages to
IS the subject of computer misuse case number

4. (U Included in the mvestlgattve report isa sample from the exhibits, which this offtce
maintains. Please contact us if you need to view the entire file, but limit access to those who
have an official need to review it. We determined that this matter does not warrant criminal
investigation or additional investigation by us The - report i is to aid with your determination

of appropnate actlon to take regardlng R

5. (U) Please provide us with a report of action taken or proposed wrthln . days of recetpt of
thrs memorandum. This suspense will be tracked to completlon through the
Security Incident Report . will report overdue suspense s at the- key components R
meetrng .

| ~Should~you'have;questions«or‘ require~additional'tnfo'rmatioh; please-contact -« -
Thank you

~ for your cooperation and prompt

Enclosures as stated

* uncLassiFED/ I




UNCLASSIFIED//_

: APRaamw
= | t

- MEMORANDUM FOR_ T
© SUBJECT: ~ OIG Case Number 14-089, . Computer Mlsuse Report, L

~ _ REFERENCES:  a. (U)-lnstructron 8470 2R8 lnternet Usage 9December et
ol 2009 | . | er

- (U) Nl 8470 3R8 Use of Electronrc Marl and Other Electronlc 'k o
g ’Commumcatlons 9 January 2006 : o

| Attached is an mvestlgatlve report of an :
case. It contains evidence of government computer -

recerved notlfrcatron from a random network audlt that an

- Jlll network user was allegedly composing sexually explicit correspondence. The audlt
- showed that the mapproprrate behavnor onglnated from the profile
' aSSIgned to , ey . , A

3. (U//- Betwéen 20 February and 31 March 2014 - reviewed multiple -

*. ‘automated network captures of the profile, which showed its useto :
compose sexually explicit correspondence via Google Mall and Verlzon Messenger R

through Internet Explorer ' L ; . : :

4 (UI- We determrned that this matter did ot warrant cr|m|nal mvestlgatlon or
- additional investigation by us. |The report is to aid with your determination of o
- appropriate action to take regardrng . In addition to the report, we have
‘provided a sample of the enclosures in the report which this office maintains. Please
. contact us if you need to vrew the entrre f|le but llmrt access to those who have an.
k ,ofﬁmal need to review it. - 3

5, (U) Please provrde us wnth a report of actlon taken or proposed W|th|n . days of
- < “receipt of this memorandum. This suspense will be tracked to completlon through the v
. * Security Incident Report. . will report overdue suspenses at the- R
o key component meetmg TR e o , e T

~ uncassiFiED/ I

s i g RS ) el e S T




uncLAssIFIED/
SUBJECT: OIG Case Number 14-089,'-' 'COmputer Misuse Report,

Should you have questions or require additional information, please

~Thank you for your cooperation and prompt attetyf?n to this matter.

- Enclosure as stated

CcC.

uncrassiFieD/ I




UNCLASS'FIED/_ |

S APR asm

MEMORANDUM FOR—

;SUBJECT : :1 o 0IG Case Number14 090 -Computer Mlsuse Report

REFERENCEAS: : '*a (U)-Instructlon 8470 2R8 Internet Usage 9December
T A 2009 R :

j .

b, (U) Nl 8470 3R8 Use of Electronlc Mall and Other Electronlc o
Communrcatrons 9 January 2006

. i .

Attached is an mvestlgatrve report of an

~misuse by

(U/
> ﬁ user was allegedly composing sexually explicit correspondence. Between -
20 February and 31 March 2014, i reviewed multiple automated network captures

~of the | profile, assigned to , and found it was being used to
compose sexually exphcrt correspondence via Google Vorce through Mozrlla Frrefox

-3 (U/ We determrned that thrs matter did not warrant cr|m|nat rnvestrgatlon or

7 additional investigation by us.  The report is to aid wrth your determrnatlon of
approprrate action to take regardlng AR - '

4 (U//_ In addition to the report we have provided a sample of the enclosures in"
~_the report, which this office maintains. Please contact us if you need to view the entrre .
: jfrle but limit access to those who have an offrcnal need toreview it.

5. (U) Please provnde us Wlth a report of action taken or proposed wrthm . days of S
- receipt of this memorandum. -This suspense will be tracked to completron through the o

Security InCIdent Report . will report overdue suspenses at the- T
key component meetrng - , : SEHEEY i

 uncLassFED/NEEEN

case. It contains evidence of government computer = R

recelved notlfrcatron through a random network audtt that an‘ S




uncLAssiFIED/ I

SUBJECT:  OIG Case Number 14-090, . | Computer Misuse Report,

B Should you have questions or require additional information, please

contact

~Thank you for your cooperation and prompt attenﬁon to this} matter. |

Enclosure as stated

cc:

- uncLassiFiED/ NN




UNCLASSIFIED//_

— B h o APRZSZUM ,
“ "MEMORANDUM FOR _ :

,;,:f.sUB.JECT | " ~ 0IG Casé Number 14-091, . Computer M|suse RepOrt

L RE‘FER‘ENCES‘: S a (U)-Instructron 8470 2R8 lnternet Usage 9December
S e e 2000 | TEeLiis

b, (U) NI 8470.3R8, Use of Electronic Mail and Other Etectronrc f e
Communncatrons 9January 2006 : ; Sheno

| Attached is an mvestrgatnve report of an
case. It contains evidence of government computer

~misuse by

2, (UI recelved notlflcatron that an - user was mvolved in.

* . potential computer system misuse. The notification was received as aresultofa =

L account admlnlstratron records showed that this account is assrgned to

~ tools. The review revealed that

performed. The aud|t showed that the mappropnate

rrandom network audit that
" profile. A review of the network

5 behavior originated from the

e 3 (Ul/_ Between 30 September 2013 and 17 February 2014, - performed |
- continuous monltonng of EEEEEEEEEE computer use via automated network monrtorlng

utilized Microsoft Word to produce [illf
- pages of documentation, single spaced. It appears that ISR as writing a

~ fictional novel during work hours, producing [l incividual documents. We
determined that this matter did not warrant criminal investigation or additional =~

' ,:‘ “investigation by us. The report is to aid with your determmatron of approprrate
: actlon to take regardlng . R T e T .

S 4, (Ul/- In addition to the report we have provrded a sampte of the enclosures in
-~ the'report; “which this office” ‘maintains; Please contact us if you need to view the entrre :

. o flte but limit access to those who have an official need to rewew |t

5 (U) Ptease provrde us Wlth a report of action taken or proposed w«thln . days of
‘receipt of this memorandum. This suspense will be tracked to completion through the.

e Security Incident Report. B will report overdue suspenses at the (N
Key Componentmeetrng ‘ : ‘ ; RN A - S

 uncLassreD/EEEEEEEEE 0




uncLassiFiED,/ R

SUBJECT: OIG Case Number 14-091, . 'Computer Misuse Report,

Should you have questions or r’équireadditiorial information, please

contact

.. Thank you for.your cooperation and prompt attention to this matter.

Enclosure as stated

CcC:

. . ¥
: . . <

uncLassIFIED! IR




UNCLASSIFIEDI/—

 MEMORANDUM FOR—

SUBJECT:  (U)OIG Case Number 14-097, F Computer Misuse Report

‘ REFERENCES: : a (U)-Instructron 8470 2R8, Internet Usage 09 December 2009

(U) NI 8470, 3R8 Use of Electronrc l\/larl and Other Electronrc B
Communrcatrons 09 January 2006

Attached is an mvestlgatrve report of a case from the e
. It contains evidence of government: computer

 misuse by

, Ullﬁ This office malntamsﬁfull report mcludmg the supportrng exhlblts Please
( contact us if.you need to view the entire file, but limit access to those who have an official need -

toreview it. Please note that - Admrnrstrator redacted. the exhlbrts for privacy before

: submrsston to -

4, (UI/- We determlned that thrs matter did not warrant criminal tnvestrgatron or addrtronal

investigation by us. We enclosed the [JHlll report and asample of the exhrblts to aid with your o

:, determrnatron of approprrate actlon to take regardrng

‘ ‘5 (U) Please provrde us wrth a report of actron taken or proposed W|thrn ays of recetpt of
‘this memorandum. This suspense will be tracked to completion through the
\’Securlty Incrdent Report . W|II report overdue suspenses at the- key components
_meeting. - : o ‘ -

o2 (UI/-- conducted automated audits of.information systems and found - - =
" inappropriate comments originating from the | e
. [ 'V account assigned to . The messages were exchanged from 22 October
: 2013t09January 2014 with the account Dol




| 5 *UNCLASSIFIE‘D//— |
L ___________§= | HAYQUZM»
MEMORANDUM FOR — | |
" SUBJECT: (U) olG Case Number 14 099 OlG Computer Mlsuse Notice ~ Social Media
 REFERENCES: . w - lnstructlon 8470 2R8 lnternet Usage, 9 December 2009

b (U) NI 5505. 3R7 Admlnlstratlve lnqumes and lnvestlgatlons
7 August 2007 :

A review of somal media use by the - Office of Inspector General indicated that
‘misused Internet privileges. isa

2. (Ul Our revnew of the employee S somal medla postmg records showed that from 18 January
to 28 December 2012, — posted (actively typing and interacting) to Facebook [l times.

3. (U) The employee s actions are in violation of Nl 8470 2R8, 9 December 2009, which states that

personal use of Internet resources should not adversely. affect the performance of official duties, should

be of reasonable duration and frequency, and whenever possible, made during the employee s break
time. ‘

4. (U//- This offlce malntalns the full report of |

social media postlng records that we
* reviewed.” We have enclosed the first ] pages of the [Jjif-page report for [ and management
review and action as deemed appropriate. We dld not interview the employee or [l supervisor or

conduct any further inquiry regarding thls issue.

5. (U) Please furnlsh us with a report of action taken or planned W|th|n ; days of your recelpt of thlS
memorandum: A taskmg was established in - to track the suspense.

6. (U/i Should you have questlons or require addltlonal lnformatron please contact

Enclosure as stated

ccC.

_ uncLassiFED/



3w
i “_determination of appropnate action to take regardmg

; but I|m|t access to those who have an official need to rev1ew |t

this memorandum. This suspense will be tracked to completion through the

UNCLASSIFIED//—

. JUN042014
MEMORANDUM FoR_

‘\SUBJECTIQ o (uolG Case Number 14-104, Computer lVIlsuse Report e

'k;R'EleRENCES:’”‘ a. (U)-Instructlon 8470 2R8 Internet Usage 9 December 2009

‘b, (U) NI 8470 3R8 Use of Electronlc Mall and Other Electronlc
: Communtcatlons 9 January 2006 - V

§ Attached is an mvestlgatlve report of a case from the_ S
. It contains evidence of government computer

2 (U/ - received notlt" catron from a randorm network audlt that an . user
. aIIegedIy composed sexually exphcrt correspondence between 26 March and 30 April 2014and .
sent it via Google Mail and Yahoo Mail. The audit showed the lnappropnate behavror ongmated : :

from the proflle assrgned to : S

We determlned that thlS matter did not warrant criminal mvestlgatlon or addrtlonal i
 investigation by us. We enclosed the [JJilj report and a sample of the exhibits to aid with your

. This office maintains :
full report, including the supporting exhibits. Please contact us if you need to vrew the entlre flle

. , :

4, (U) Please provrde us with a report of action taken or proposed Wlthln ! days of recelpt of

"~ Security Incident Report ] er report overdue suspenses at the- Key Components Xt
' meetmg ey RIS

Should you have ouestions or reC]Uire additional information,’ pleaSe cOntact Bt
Thank' '

| - .you for your cooperation and prompt attention to this matter.

~ Enclosure as stated

 uNcLassIFIED IR




| el mE—
: A = JUN 05 2014
MEMORANDUM FOR_

SUBJECT. o OIG Case Number 14-105, . CompuTér Misuse Report,

REFERENCES: - a. (U)-lnstructlon 8470.2R8, Internet Usage 9'December
: 2009 '

Ab (U) NI 8470.3R8, Use of Electromc Mall and Other Electromc
Communlcatlons 9 January 2006 _

’Atta'ched is an mvestlgatlve report of an
case. It contains evidence of government computer

misuse by

2. (U/ recelved notlflcatlon that a - system identified as
was observed being used to engage in sUspected illegal activity.
The suspected activity occurred from the profile, which is assigned to
used [ personal Google email account to send and
receive emails WIth an individual, identity unknown, with the email address
The purpose of the correspondence was to solicit the services
of an individual with the technical capability to surreptitiously capture the password of a
personal email account belonging to an acqualntance of . Within the
‘email correspondence, provided the email address of the target email .
account along with g stated objective to: "fmd out if boyfriend is cheating...find out

password "

3. (U/ corresponded with the [ email

address to negotiate a price for services that would be provided.

indicated a price of was foo expensive and inquired if the service could be
provided for . It is unknown if completed i transaction with the
individual in question and received-the services il was seeking: No further lnformatlon ~

~ regarding this issue was discovered on [JJJJi§ owned systems and networks.

4: (U/ Ve coordinated with the who
declined to open a criminal investigation. Also, this matter did not warrant additional
investigation by us. The report is to aid wnth your determmatlon of appropnate
action to take regarding S

- uncLassiFED/ I




~ UNCLassIFIED

‘SUBJECT; , 0IG Case"N‘umloer~14-105,‘. Computer MisUseuReport;_ e
- 5 (U//- In addition to the report we have provrded a sample of the enclosures in-
* the report, which this office maintains. Please contact us if you need to view the entire

o file, but limit access to those Who have an offrcral need to revrew lt

6. (U) Please provrde us wrth a report of actlon taken or proposed wnthln . days of
receipt of this memorandum. This suspense will be tracked to completion through the -
Security Incident Report . Wl|| report overdue suspenses at the- o
key component meetmg e S : A

| Should you have questlons or requrre addrtronal lnformatlon please f ‘

Thank you for your cooperation and prompt attention to this matter. o

TR

Enclosure as stated -

© uncLassFED/EEEEEEE
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L B | e S MAYaU'yzmg' o
MEMORANDUM FOR— |

SUBJECT o (U) OIG Case Number 14 106, OIG Computer MlsUse Notice — Socral Medra
- REFERENCES: a. U)-lnstructron 8470 2R8, Internet Usage9 December 2009 |

b. (U) NI 6505.3R7, Admlnlstratlve lnqulrres and lnvestlgatrons
- 7 August 2007 . ,

A review of social media use by the - Office of Inspector General indicated that -
misused Internet privileges.

‘misused Internet prrvrleges

2. U/ Our review o B <ocial medra postmg records shows that from 21 February to
27 December 2012, posted (actively typlng and mteractmg) Facebook- times. :
3.(U) The employee s actrons arein vrolatron of Nl 8470 2R8 9 December 2009, which states that
personal.use of Internet resources should not adversely affect the performance of official duties, should

be of reasonable duratron and frequency, and whenever possible, made during the employee’s break
time.

U//- Thrs office maintains the full report of F social media posting records that we 7

: revrewed We have enclosed the first . pages of the [ji§-page report for. and management
review and action as deemed appropriate, We dld not interview the employee or [l supervisor or

. conduct any further lnqulry regarding this issue.

5. (U) Please furnlsh us with a report of action taken or planned W|th|n i days of your receipt of this
E memorandum A tasklng was estabhshed in to track the suspense :

6. (U//FOUO) Should you have questlons or requrre addrtronal mformatlon please contact

Enclosure as stated

CC.

uncLassiFIED/
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O JUN 13 2014
 MEMORANDUM FOR— kL
= SUBJECT S ”( )OlG Case Number 14 107, 0IG Computer Mlsuse Notlce Somal l\/ledla
,‘“REFERENCES:’, a (U)-lnstructlon 8470, 2R8 Internet Usage 9December 2009 :

b (U) NI 5505 3R7, Adm|n|strat|ve lnquxrles and lnvestlgatlons
7 August 2007 o v A .

-

| A review of social media use by the [l Office of Inspector General indl’cated that =~

misused lnternet pnwleges

2 /. our review of il soclal media posting records shows that from 12 January 2012 . S | T
-+ to 29 October 2012 posted (actlvely typing and lnteractlng) Facebook - tlmes : S

: 3 V) The employee S actlons are in vrolatlon of NI 8470.2R8, 9 December 2009 Wthh states that :
. personal use of Internet resources should not adversely affect the performance of official duties, should -
‘be of reasonable duratlon and frequency, and whenever possrble made durlng the employee s break :
~ tlme , e o o R g

-4 (U//- Th|s office maintains the full report of soclal media posting records that we -

-~ reviewed. We have enclosed the first . pages of the Jl-page report for- and management
_review and action as deemed approprlate -We did not lnteerew the employee or supervisor or, IRt
' conduct any further i |an|ry regardlng thls lssue o o f SR RCE

i 5 (U) Please furnrsh us w1th a report of actlon taken or planned W|thln ! days of your recelpt of th|s :

y memorandum A tasking was establlshed in - to track the suspense

6. (U//FOUO) Should you have questlons or requlre addltlonal information, please contact

Enclosure as stated

© CC

uncLassiFiED/ I




UNCLAssIFIED/ |
4 o Junie o
MEMORANDUM FOR— ey |
~ SUBJECT: ; (U) OlG Case Number 14-108 OIG Computer Mlsuse Notice ~ Social Medla
REFERENCES:'. ooan(U) NGA lnstructlon 8470. 2R8 lnternet Usage 9December 2009

b. (U) NI 5505.3R?7, Admlnlstratlve lnqumes and lnvestlgatlons
7 August 2007

A reyiew of social media use by the | Office of lnspector General indicated that 4

misused

Internet pnvrleges

2. (U/S Ovr review of | soclal media postrng records shows that from
2 February 2012 to 27 December 2012 posted (actively typing and interacting):
Facebook - times. e ; ‘ _

3. (U) The employee S actlons are in vrolatlon of NI 8470. 2R8,9 December 2009, whlch states that LT
personal use of Internet resources should not adversely affect the performance of official duties, should
be of reasonable duratlon and frequency, and whenever posslble made durlng the employee s break

time.

4, (U//- Th|s office maintains the full report of social media posting records
that we reviewed. We have enclosed the first [ pages of the [g§-page report for [l and [l '
: management review and action as deemed appropriate. We did not lnterwew the employee or. :
supervisor or conduct any further lnqwry regardlng th|s |ssue ,

5. (U) Please furnlsh us with a report of actlon taken or planned within . days of your rece|pt of thls
memorandum. Atasklng was established in - to track the suspense.

Should you have questrons or requrre addltlonal rnformatlon please contact

Enclosure as stated

CC.

,UNCLASSIFIED’I,I— T |
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UNCLASSIFIED//—
MEMORANDUM rOR— S MAY 20 2014 o

SUBJEGT f SN (U) Referral ofMlsuse of-lssued Blackberry,

' REFERENCE»ST:T A ) Nl 81001R13 Portable Electronlc Devrces 28Apr|l 2010

by ‘(U) DoD 5500 7 R Joint Ethics Regulatron Chapter 2,.
Sectron 301 a (2)(d), Use of Government Resources

e S0 Nl 8470 3RS, ‘Use of Electronic Mail and Other Electronrc
e 7' Communlcatrons, 9 January 2006 o ‘

1, (UI)_ The - Office of lnspector General OlG) reviewed text messaglng records for ,
government-issued BlackBerrys to determine if employees were using the devices for OfflClal
purposes onIy OlG analyzed records from 1 January 2009 through 31 March 2013 . o

2 (U/ Ouranalys;s mdrcatesthat mlsused government |ssued S
. BlackBerry. |s,the ST

, I engaged in unauthorlzed use of government property for unorflctai or

- personal purposes and displayed conduct unbecoming a Federal employee on 11 July 2010, 31

~ October 2010, and 26 January 2012, Our assessment of BlackBerry text messaging
" records for the penod referenced above revealed that sent. texts of an mapproprlate
nature ThlS |s in VIolat|on of references a b, andec. - R , S

SRR (U) We have enclosed a co of the . texts for your review and-action-as- deemed approprlate~~We S i

- did not interview B and we dld not interview the supervxsor or conduct any further mqurry
regardmg thls issue.. - - L , o e

(U) We request that you mform the OlG of any action taken or planned wrthln . days of our recelpt
of thls package e i I . , S

Should you | have questlons or requlre addltlonal mformatlon please contact-

Enclosure as stated

- uncLassiFED/ I




.UNCLASSIFIED//— |
y — - '
EMORANDUM FOR . JUL 15 20%

SUBJECT: K (U) OIG Case Number 14-141, r Computer Misuse Report,

REFERENCES: -~ a. (U).InstrUctlon 8470.2R8, lntern'et Usage, 9'December 2009

b (U) NI 8470 3R8 Use of Electronic Mail and Other Electronlc
Communlcatlons 9 January 2006

1 (U/l- on 1 May 2014, an automated audlt found that sexually explicit language was
being used on the computer network. The language appeared to originate from the

profile assigned to

2. (U/- A review of — e-mail account found . e-mail messages

containing sexually explicit language, which were sent to unknown individuals outside of -

On 17 June 2014, an additional [ e-mails oontalnlng sexually explicit language were found in_
‘e-mail account

, (U//_ We determlned this matter did not warrant criminal lnvestrgatlon or our addltlonal
lnvestlgatlon We enclosed the [ report and a sample from the exhibits to aid with your

_determination of appropriate action to take regarding |l This office maintains NN
full report, including the exhibits. Please contact us if you need to view the entire file, but limit
access to those who have an ofﬂcral need to revrew it. :

(U) Please provrde us with a report of actlon taken or proposed within [§8 days of recelpt of
this memorandum. This suspense will be tracked to completion through the [l
Security Incident Report. g will report overdue suspenses at the= Key Components
-meeting. . , _

Should youihave questions Or'require additional information, please contact
Thank you -

for your cooperation and prompt attention to this matter. -

*

Enclosures as stated

uncLassiFiED/ S




~ UNCLASSIFIED/ .
MEMORANDUM FOR— SR e
'VfSUBJECT B (U) OlG Case Number14 144 olcg Computeersuse Notlce Socral Medla
REFERENCES a. (U )-lnstructlon 8470.2R, Internet Usage 9December 2009

e b' (U) NI 5505 3R7 Adm|n|strat|ve lnqurrles and lnvestlgatlons
Vo 7August 2007 SR R :

Lo U//_ A review of social medla use by the i Offlce of Inspector General lndlcated that : ‘
u — misused SN Internet privileges. NN N
v :

, (U//— Our revxew of the employee s soc1al medla postlng records showed that from 3 January ES
to 29 October 2012 — posted (actively typlng and mteractrng) to Facebook- tlmes o

'3 (U) The employee s act|ons are in V|olat|on of NI 8470.2R8, 9 December 2009, which states that

‘ personal use of Internet resources should not adversely affect the performance of official duties, should
" be of reasonable duration and frequency, and whenever pOSS|ble made dunng the employee s break
‘tlme ~ S SE TR SN : , o

U//_ This office mamtalns the full report of— social med|a postmg records that we -
revxewed We have enclosed the Jjif-page report for Jjjilii and jJjilf management review and action as
- deemed appropruate We did not mterwew the employee or- superwsor or conduct any further
inquiry regardlng th|s |ssue : S

‘ "5 (U) Please furnlsh us with a report of action taken or planned wrthln. days of your recelpt of thls
memorandum A tasklng was establlshed |n_ to track the suspense. S ~

: ’6 (U//FOUO) Should you ‘have questlons or requrre add|t|onal |nformat|on please contact

~Enclosure as stated . -

Soee

[
i

‘VUNCLASSlFIED/_" EE— N



UNCLASSIFIED/ [

MEMORANDUM FOR_
SUBJECT. - (U) OlG Case Number 14 145 OlG Computer Misuse Notlce Somal Medla
FtEFEFtENCES:, K (U)- Instruction 8470 2R8, Internet Usage, 9 December 2009

“b. (U) NI 5505.3R7, Admlnlstratlve Inqurrles and lnvestlgatlons
7 August 2007 R

U//_ A review of social media use by the- Office of Inspector General indicated that

IS— 555 B W 777! 1000 I s o

2. (Ul Our revlewA ofthe employee s sOclal media posting records showed that from 3 January
to 14 November 2012, _ posted (actlvely typlng and mteractlng) to Social Medra Slte-
times. '

3.(U) The employee s actlons are in violation of NI 8470 2R8, 9 December 2009, which states that
personal use of Internet resources should not adversely affect the performance of official duties, should

" be of reasonable duration and f frequency, an id whenever possible, rtade during the employee’s break -
time. . :

, U//_ This offlce maintains the full report of— social media posting records that we
: rewewed ‘We have enclosed the Jlij-page report for il and il management review and action as
deemed appropriate.- We did not: interview the employee or il supervisor or conduct any further

inquiry regardlng thls issue. t , .

5. (U) Please furnish us with a report of action taken or planned within Jjij days of your receipt of this
memorandum A tasking was establlshed in m to track the suspense :

6. (U//_ Should you have questions or reqwre additional information, please contact

_ Enclosure as stated
, (
cc: :
¥ =
]
]

UNCLASSIFIED, I
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o MEMORANDUM I:OR— e
: ‘:,SUBVJECT. (1)) OlG Case Number 14-148, OlG Computer Mlsuse Notlce Socral Medla

UNCLASSIFIED/

REFERENCES;, Y )- lnstructron 8470 2R8 lnternet Usage, 9 December 2009 5 e

b (U) NI 5505 3R7 Adm|n|strat|ve lnqumes and Investlgatlons
7 August 2007 : v

U//_ A review of somal med|a use by the NGA Offlce of Inspector General |nd|cated that

 — o0 W crho! privilcgos S > I

2. 2. (U Our review of the employee s social medla postmg records showed that from 4 January

S to 28 December 2012, N Posted (actlvely typing and mteractrng) to socral medla srtes -
(Facebook and Lrnkedln)- t|mes L ; O

- 3. (U) The employee S actrons are rn vrolatron of Nl 8470. 2R8 9 December 2009 Wthh states that ,
‘ personal use of Internet resources should not adversely affect the performance of official duties, should

be of reasonable duration and f rrequency, and whenever possrble made during the employee s break B

~ time.

U//_ This office malntalns the full report of_ soC|al med|a postrng records that we if -

G revuewed ‘We have enclosed the Jii-page report for il and il management review and action as

deemed appropriate. We did not rntervrew the employee or- superwsor or conduct any further

: rnqurry regardrng this issue.

‘ 5 ) Please furnish us with a report of actlon taken or planned wrthm- days of your recerpt ot thls o

memorandum A taskrng was establlshed mﬁ to track the suspense

U//_ Should you have questlons or require addrtronal lnformatlon please contact fﬁ” n

' Enclosure as stated .
Ccc

T

'—' : R B A

UNCLASSIFIED/ .



;_ UNC'—-ASSIFlEDﬂ—J
MENORANDUM FOR— o AU 2o
SUBJECT: l(U) OlG Case Number 14 148 OlG Computer MISUSe Notice — Socral Media.
REFERAENCES'; U)-lnstructlon 8470 2R8~ lnternet Usage, 9 December 2009 - - -

b. (U) NI 5505 3R7, Admlmstratlve lnqurrres and lnvestrgatlons
7 August 2007 o _

A review of socral medla use by the NGA Office of Inspector General indicated that
misused Internet privileges. i »

2 (U/ Our reVIew of the employee’s social medla postlng records showed that from 2 February
to 20 December 2012, - posted (actlvely typlng and mteractrng) to Social Media Site -
times.: ‘ o : _

3. (U) The employee S actlons are in vuolatlon of NI 8470A2R8 9 December 2009, Wthh states that :
personal use of Internet resources should not adversely affect the performance of official duties, should =
be of reasonable duration and frequency, and whenever possible, made durlng the employee sbreak
tlme .

4. (U//- ThlS office maintains the full report of qsoclal media postrng records that we
an

reviewed. We have enclosed the [J§-page report for management review and action as -
deemed appropriate. We did not interview the employee or Jll supervisor or conduct any further
~ Inquiry regardmg thrs |ssue

5. (U) Please furnlsh us wrth a report of actlon taken or planned within B days of your receipt of thlS
memorandum. A tasklng was establlshed in to track the suspense

Should you have questlons or require‘ addltional information, please contact

Enclosure as stated

uncLassIFED/ G
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) i AUGl lell
 MEMORANDUM FOR_

SUBJECT ,/ ] (U) OIG Case Number 14 149, OlG Computer Mrsuse Notrce Socral Medla f 5

| ;T,"‘;REFER‘ENCES; a (U)-Instructron 8470. 2R8 lnternet Usage 9December 2009

b (U)NI 5505 3R7 Admlnlstratlve Inqumes and lnvestlgatlons
7 August 2007 ,

A revrew of socral med|a use by the
misused Internet privileges.

2. (U

- 3.(U)The employee s actrons are ln vrolatron of NI 8470.2R8, 9 December 2009, whrch states that

- personal use of Internét resources should not adversely affect the performance of official dutles should -
: - be of reasonable duratron and frequency, and whenever posslble made durrng the employee s break N
PR tlme : o , : S e

4, (U//_ Thrs offlce malntalns the full report of social media postlng records thatwe
“reviewed. We have enolosed the [l§-page report for and 8 management review and actionas - -

- -deemed appropriate. We did notmterwewthe employee or supervrsororoonduct anyfurther_;,
~:|nqu1ryregardlng thrs |ssue _':,” ; : s P RO e

5. (V) Please furnlsh us with. a report of actlon taken or planned W|th|n . days of your recerpt of thrs ‘ -

k0 \memorandum A taskrng was establlshed in - to track the suspense

Should you have questrons or requwe addltlonal rnformatlon please contact '

. Enclosure as stated -

cc

Offrce of Inspector General lndlcated that

g Our review of the employee S socral medra posting records showed that from 3 January o
- to 17 August 2012, _ posted (actrvely typing and lnteractmg) to Facebook - times..
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AUG 1- 200
MEMORANDUM FOR— L
SUBJECT: = - (U) OIG Case Number14 1 50 OIG Computer Misuse Notlce Social Media
REFERENCES: a. - lnstructlon 8470 2R8 Internet Usage, 9 December 2009

b. (U) NI 5505.3R7, Adm|n|strat|ve lnqu1r|es and lnvestlgatlons
7 August 2007

A review, of social media use by the - Office of Inspector General indicated that
misused Internet privileges. is.a

2. (U/{ Our review of the employee & social media posting records showed that from 3 January
to 22 December 2012, — posted ( actlvely typlng and mteractlng) to Facebook [l times.

3.(U) The employee s actions are in violation of N1 8470. 2R8, 9 December 2009, wh|ch states that
personal use of Internet resources should not adversely affect the performance of official duties, should
be of reasonable duratlon and frequency, and whenever possuble made during the employee s break
time. ; ,

U//- This office maintains the full report of social media posting records that
we reviewed.. We have enclosed the. -page report for and management review and action
as deemed approprlate We did not interview the employee or superwsor or conduct any further
- inquiry regarding thrs issue.. - ‘ : ,

5. (U) Please furnlsh us with a report of action taken or planned Wlthln ! days of your receipt of this

memorandum A tasking was establlshed in to track the suspense

6. (U/ Should you have questlons or reqwre addntlonal information, please contact

Enclosure as stated

cC..

uncLassiFiED/ I
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- SR i M'G l - ZUlL
 MENORANDUM FOR_ TR
,‘JSUBJECT e (U) OlG Case Number 14 152, OlG Computer Mlsuse Notlce Somal l\/ledla
k :'REFERENCES:;? “a (U)-lnstructlon 8470. 2R8 Internet Usage 9December 2009 |

“ho (W) NI 5505 3R7 Admrnlstratlve Inqumes and lnvestlgatlons
7August2007 T o -

A review of social medra use by the (il Office of Inspector General lndlcated that P
misused Internet privileges. isa S

2 (U//- our review of the employee s social medla postlng records showed that from 3 January i

' “to 30 November 2012, _ posted (actlvely typmg and mteractmg) to Somal Media Site - o AR
i,tlmes S e , A » '

o 3.(U) The employee s actlons arein vrolatlon of NI 8470.2R8, 9 December 2009 Wthh states that o

personal use of Internet resources should not adversely affect the performance of official duties, should i

©be of reasonable duratlon and frequency, and ‘whenever possible, made durmg the employee s break
‘tlme‘- ( . PR

4 (U//- This offlce maintains the full report of socral medla postlng records that " e a8
we reviewed. We have enclosed the [J-page report for and management review and action

~as deemed appropnate We did not mtervxew the employee or superwsor or conduct any further
mqulry regardmg thls issue.’ Sy \ ; : ‘ AL

5.(U) Please furnlsh us with. a report of action taken or planned W|thm - days of your recelpt of thls
* memorandum. A tasking was establlshed |n-to track the suspense s :

Should you have questlons or require addltlonal |nformat|on please contact |

- Enclosure as stated

~ uncLassrED/ NN 0




uncLAssiFiED/
MEMORANDUM FOR—

SUBJECT:’ . (U) OIG Case Number 14-159, r Computer Misuse Report,

REFERENC‘ES‘: aﬁ. (V) - lhstruction'8v470.2R8,. Internet Usage, 9 December 2009

AUG 26 200

“b. i(U) NI 8470.3R8, U_ée of Electronic Mail and Other Electronic
‘ Communications 9 January 2006

Attached is an mvestlgatlve reportof an
case. It contains evidence of government computer misuse

2. (Ul conducted random automated network audits, which revealed
inappropriate Internet activity associated with the network profile assigned to
' From 9 September 2013 to 18 July 2014, a user logged into the [N account

repeatedly used profanity, sexually explicit Ianguage and racially derogatory comments while
using the Mozilla Firefox application. _

(U/fR 'n addition to the report, we have provided a sample from the exhlblts inthe
report which this office maintains. Please contact us if you need to wew the entire file, but limit
access to those who have an official need to review it.

4. (Uh- We determined that this matter does not warrant criminal investigation or.

additional investigation by us. - The i report is to aid with your determlnatlon of approprlate
actlon to take regardrng

(U) Please provide us with a report of action taken or proposed w1th|n B days of receipt of -
thlS memorandum. This suspense will be tracked to completton through the

Security Incident Report. l will report overdue suspense s at the | kev components
meeting. - ;

6. (U/ Should you have questions or require additional information, please contact
~Thank you

for your cooperation and prompt attention to t‘his matter.

Enclosures as stated
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