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NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY 

U-039-16/0IG 

Mr. John Greenewald, Jr. 
 

 

7500 GEOINT Drive 
· Springfield, Virginia 22150 

SUBJECT: Freedom of Information Act Request- U-235-15/0IG) 

Dear Mr. Greenewald: 

8 February 2016 

This is in response to your request for a copy of all records electronic or otherwise, of all final 
reports, report of investigations (ROI), closing memos, referral letters, referral memos, etc., 
associated with each investigation by the NGA/IG concerning, titled or labeled "MISUSE OF 
GOVERNMENTINFORMATION TECHNOLOGY" that were closed during the calendar years of 
2013 and 2014, dated August 24, 2015. 

Per your discussion with Ms. Michelle Poore,.Counsel to the Inspector General, attached are 
redacted copies of Executive Summaries, Closing Reports and/or memos for the· cases you 
requested. Note, the identities of any individuals who may have been identified in the reports 
along with any information that might identify an organization within NGA, were redacted in 
accordance with FOIA exemption (3) (material exempted from disclosure by statute); specifically 
10 U.S.C. § 424 (limiting the release of NGA organizational and personnel information). 

You may appeal these redactions in writing to the NGA Inspector General, the appellate 
authority, within 60 days from the date of this letter. The appeal, which should reference the 
above FOIA request number, may be sent to the Inspector General, National Geospatial­
lntelligence Agency, Mail Stop N75-0IGC, 7500 GEOINT Drive, Springfield, VA 22150. Please 
include a copy of this letter with your appeal. · · · 

Fees associated with processing your FOIA request have been waived. 

Enclosure as stated 

Sincerely, 

r--.__ r·~b~· ~ 
~ore N. Guthrie 
Assistant In~ tor General 

for Plans and Programs 
Initial Denial Authority 



UNCLASSIFIED/ 

MEMORANDUM FOR 

SUBJECT: 

REFERENCE: 

Computer Misus~ Report, 

a. (U) ... Instruction (NI) 8470.2R8, NGA Instruction for 
Internet Usage, 9 December 2009 
b. (U) ... Instruction (NI 8470.3R8), Use of El~ctronic Mail and 
Other Electronic Communications, 9 January 2096 . 

2. (U/- On 20 July 2012, computer misuse audits performed by the­
using network automated auditing tool.s revealed sexually explicit and inappropriate 
comments via web mail. -confirmed the comments originated from the 
-profile, which is assigned.to -· . 

3. (U/- From 9 March 2012 to 8 August 2012, captures from network automated 
auditing software revealed communications containing vulgar and sexually explicit 
language over Google Voice·webmail originating from the-profile. 

4. (U) The cited references prohibit inappropriate use of ... -sponsored Internet 
accounts, to include requesting, ordering, creating, downloading, viewing, storing· 
copying or transmitting sexually explicit or sexually oriented materials or services for 
personal recreation or entertainment while utilizing ... sponsored Internet accesses, 
and disparaging or derogatory comments attacking someone's character or integrity, 
including profanity and other abusive language. 

5. (U/- This office maintains- full report, complete with the supporting 
exhibits. Please contact us if you need to view the entire- file. We ask that you · 
limit access to those who have an official heed to review the report. These documents 

, -and ·materials-should ·not-be released or further disseminated-without the-prior-approval· 
of the ... Inspector General. 

·' .• 

···· · · ·--- -·-- ----·-·~:.::.:..:..- ·=::;·:;;::.-:__-= .:::.·_..:... -.::. • .:..:..·_::.. :.::::.. ___ ..; --- _;; ___ ::.. _..__.::.. ·...;·.:::.::.:.: _; ::..·:::::".:... =.;·=.--:;:--::::·..:.::· __ c. .c·~ c .co.··- •• -_ -1 
· .. 6. (U) We determined that this matter. did. not warrant criminal investigation. or additional 1 

investigation by us. We enclosed the · art to aid with your determination of l 
appropriate action to take regarding : 

, .... -· ·~ --.::: 
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• 1 l .. -. · .... . ... lf,';:; ·:r '\, •41!. '·, 
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SUBJECT: Computer Misuse Report, 

I 

7. (U) Please provide usw!th a report of action taken or proposed within. days of 
of this memorandum. This suspense will be tracked to completion through the 

Security lnci~ent Report. I will report overdue suspenses at the-
components meeting. ! · · 

uire additional information, please · · 

Enclosure as stated 
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UNCLASSIFI 

t;XECUTIVE SUIVJMA~Y 

(U) OIG CASe NUMaER: 13-003 

(UFTITLE: Misuse} of Government Resource.s.and. Position 

(U) ALLEGATIONS 

resources for 
th~ .. ~-:mail s~stent The. oth€lr 
Outlook Global Address List on the 
obtain thee-mail addr~sses.of' · .... ·f .,..,..+;:,.; 1 

(U) INVESTIGATION· 

we~develop~d"eViclence that from+ May through 30 ·June~201·2:; 
w~ed the ~-mail system to conduct business for the VVe:did 

not c!~ve . . evidence t~ usecl tlie O~ttlool< global acldress list on tietworl( 
to obtain the e.,mail. addt~esses. ofp.otential- voters. 

UNCLASSIFIED/ 



UNCLASSIFIE 

OIG CASE NUMBER: 13-003 
' 

(U) ~ECOMMENDATION·· [ 
• I 

I 

We recommend that- and 
concerning appropriate use 

ness. ' · 

v 

see({ counseling from the 
aUon systems in 

ii 
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EXECUTIVE.SUMMARY 

OIG CASE NUMBER: 13-005 

(U) TITLE: Time and Attendance Fraud While TDYand Misuse of Government 
Computer· 

(U) ALLEGATIONS 

on official business to but did not attend req ngs. 
used the official travel as a vacation and went on tours with • domestic partner. 

The employee also reported that-misused the 
computer system. 

(U/- In addition, OfG received an anonymous complaint r.o.'"''""'"'"' 
potential time and attendance fraud while on temporary duty (TOY) in 

(U) INVESTIGATION 

(U/- OIG Investigators developed evidence that- violated Title 18 US 
Code§ 287, False, Fictitious, or Fraudulent Claims; 18 USC§ 1001, Fraud and False 
Statements; Title 5 Code of Federal Regulations § 2635.101, Basic obligation of public 
service; .. Instruction 1422.1R11, Civilian Work Hours; Nl 8470.2R8, Internet Usage;. 
Nf 8470.3R8, Use of Electronic Mail and Other Electronic Communications; and the 
Experiential Travel Program SOP. 

(U/- Records and testimony indicated that-was not at work for. of 
• hours while TOY from 17 September to 21 September 2012. After supervisory action 
was taken in November 2012,. reimbursed the governmer:'t for~ of the. hours 
missed. The remaining compensation to which- was not entitled during the 
TOY equaled--- records for the period of 29 January 2012 to . 
12 January 2013 disclo~eceived compensation for. hours, worth 
-· when. was not present for duty at t~e .. Campus West. . 

(U/- Review of _ _.. computer activity from 10 October 2012 to 
29 January 2013 ·revealed • user. accessed several Web sites for personal use on a 
daily basis. · 



UNCLASSIFIED/ 
; 

(UI~- admitted ._'!.las not present for dut~urs while TOY in 
September ~so admitt~ recorded I time in-as eight hours 
worked each ~ during the TOY, even though, did not work those hours .• also 
admitted that • misused the~ because. did not have enough work to do. I > , 

I 

ii 
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UNCLASSIFIED/. 
NOV-2.3 2012. 

MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

Computer Misuse Report, · 

a. (U) ~ Instruction 8470.2R8, Internet Usage; 9 December 
2009. . 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
CommunicatioQs, 9 January 2006 

2012, through random networl< audits,- found that 
assigned to-· was being used to access 

inap . on Subsequently, networl< auditing tools found that 
this profile was logged on to the while searching the Internet for pornographic 
material. 

4. (U) The cited references prohibit accessing pornographic sites or downloading 
images from such sites using ~-sponsored accounts or computer equipment, and 
requesting, ordering, creating, downloading, viewing, storing, copying, or transmitting 
sexually explicit or sexually oriented materials or services for personal recreation or 

. -· _ ,. ____ etnte.ctaioment~.NhileLu~iog_~:§P.P.n§.om~Jntern~1~G..G~sse..§, ___ ......... .. .. ··--· ..... _ .. . 

5 .. (U/~ This office maintains full report, including the supporting 
exhibits. Please contact us if you to entire file. We asl< that you limit 
access to the report to those who have an official need to review it. These documents 
and materials should not be released or further disseminated without the prior approval 
of the .. Inspector General. 

6. (U/~ We determined that this matter did not warrant criminal investigation or 
additional investigation by us. We enclosed the report to aid with your 
determination of appropriate actionto take rega ng 

7. (U) Please provide us with a report of action taken or proposed within. days of 
receipt of this memorandum. This suspense will be tracked to completion through the 

UNCLASSIFIE 
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SUBJECT: Computer Misuse Report, 

Security Incident Report. I will report overdue suspenses at the 
components meeting. 

my staff. Than!< you for your cooperation and prompt atte 

Enclosure as stated 
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UNCLASSIFIED/ 
NOV 3 0,2012 

MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCES: .. a. (U) ~Instruction 8470.2R8, Internet Usage, 09 December 
2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

On 8 August 2012 investigation found that the profile 
assigned to was used to access and transmit 

approp material. A sub uent analysis revealed that, between 20 December 
2011 and 9 October 2012, used .. workstation and. 
~ e-mail account to sen e-mails containing comments, 
personal frustrations (that were widely disseminated), chain letters, and political or 
religious beliefs and sentiments. In addition, some e-mails contained hate speech, 
crude jokes, and material that ridiculed or disparaged others based on their race, creed, 
sex, color, age, religion, disability, national origin, or sexual orientation. The cited 
references prohibit the use of government automated information systems for such 
activities. 

3. (U/~ This office maintains- full report, including the supporting exhibits. 
Plea.se contact us if you need to view the entire file, but limit access to those who have 
an official need to review it. 

4. (U) We determined that this matter did not warrant criminal investigation or additional 
investigation by us. We enclosed the to aid with your determination of 
appropriate action to take regarding 

5. (U) Please provide us with a report of action taken or proposed within. days of 
rece· .ofthis memorandum .. This suspense will be tr~glsed .to compl~tign through the 

Security Incident Report .• will report overdue suspenses at the­
camp · ents meeting. 

UNCLASSIFIED/ . . 
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Enclosure as stated 
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Computer Misuse Report~ 
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U-280-12/0IG 
NOV 3.0 2012 

MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCE: a. (U) - Instruction 8470.2R8, Internet Usage, . 
9 December 2009 

b. (U) NGA Instruction 8470.3R8, Use of Electronic Mail and 
Other Electronic Communications, 9 January 2006 

On 24 january~ condu. cted random network audits for · · 
havior on the __,etworlc The audit showed the profiie 

was being utilized to access and transmits inappropriate material. It was 
the network profile is assigned to 

24 January to 7 July 2012, network auditing tools show that the 
profile made numerous connections to a non-attributable proxy to 

conversations that were in violation of the above cited references. 
Between 9 February and 12 June 2012, utilized •• email 
account to send multiple non-work related email messages~ The messages contained 
. dispa.raging··c;·r-dero~jatorycomments:·chainTetfers:··palltical and rel@cii.ismaferfal, all of 
which are violations of the cited reference. 

4. (U) The cited references prohibit inappropriate use of .. -sponsored Internet 
accounts, including requesting, ordering, creating, downloading, viewing, storing 
copying, or transmitting sexually explicit or sexually oriented materials or services for 
personal recreation or entertainment. Also prohibited are disparaging or derogatory 
comments attacking someone's character or integrity, including profanity and other 
abusive language. 

5. (U/-This office maintains- full report with the supporting exhibits. 
Please contact IJS if you need to view theJile. We ask that you limit access to those 
who have an official need to review the report. These documents and materials should 
not be released or further disseminated without the prior approval of the .. Inspector 
General. 



UNCLASSIFIED/ 
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SUBJECT: Computer Misuse Report, 

'" I ' 

6. (U) We determined that this matter did not warrant criminal investigation or additional 
. inv~stigation by us. We enclosed the · · to aid with your determin~tion of 
appropriate action. to tal<e regarding 

7. (U) Please provide us with fa report of action t~ll<en or proposed within. days of · 
re . of this memorandum. rThis suspense will be tracl<ed to completion through the 

Security Incident Report. I will report overdue suspenses at the­
components meeting. 

Enclosure as stated 
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NOV 8. 0. 2012 

MEMORANDUM FOR 

SUBJECT: - Computer Misuse Report, 

REFERENCES: a. (U) ~ Instruction 8470.2R8,1nternet Usage, 09 December 
2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

2. (U/- 9n 12 June 2012, network auditing tools found that sexual dialogue was 
being conducted while the useiid -·· assigned to , was logged on 
to system. From 27 May through 09 June 2012, network au s showed that the 
-account posted sexual comments on Facebook. 

3. (U/-- submitted the report and supporting exhibits to the OIG. Please 
contact us if you need to view the entire .. file. We ask that you limit access to the 
report to those who have an official need to review it. 

· 4; (U) Reference a prohibits use of the ~~sponsored Internet to access and 

~~~~~~~'!~?9~~~-~n~.~~bt~~ofiffiit~;~~l~~~~~~~~}!3i~b{-f~ffc{{~~i%~·'· 
communications to make derogatory comments attacking someone's character or 
integrity and to use abusive language. 

5. (U) We determined that this matter did not warrant criminal or additional investigation 
by us. We enclosed the re to aid with your determination of appropriate action to 
take regarding ·· 

UNCLASSIFIED/ 



UNCLASSIFIED/ 

6. (U) Please provide us with~ report of actiontaken or proposed within. days of 
of this memorandum. This suspense will be tracked to completion through the 

Securitylnciden~ Report. l·will report overdue suspenses at the­
components meeting. 

Enclosure as stated 
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UNCLASSIFIED/ 

MEMORANDUM FOR 

SUBJECT: OIG Case Number 13-029 ~Computer Misuse Report, 

REFERENCES: a. (U) ~Instruction 84(0.2R8, Internet Usage, 09 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications,· 09 January 2006 

~Attached is a copy of an 
~igative report, case 

overnment com misuse 

On 27 June 2012, a forensic review oflicomputer ed 
account assigned to-saved inappropri . . rectory on 

11 May subsequent review showed that the profile had searched for particular 
images on the Internet. 

3. - submitted the report and supporting exhibits to us. Please contact us if 
to the entire~ file, but limit access only to those who have an official need. 

4. (U) Reference a prohibits use of the ~-sponsored Internet to access and download 
pornography and the use of sexual materials or services for personal entertainment. Reference 
b prohibits the use of~ electronic communications to make comments attacking someone's 
character or integrity and to use abusive language. 

5. (U) We determined that this matter did not warrant criminal investigation or our additional 
investigation. We enclosed the report to aid with your determination of appropriate action to 

"take regarding -·-e · 
6. (U) Please provide a report of action taken or proposed within. days of rece 
memorandum. This suspense will be tracked to completion through the 
Incident Report. I will report overdue suspenses at the- key comn.• "'nl'l•nr<:! 

UNCLASSIFIED/ 
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DEC 112012 

MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCES: a. (U) .. Instruction 8470.2R8, Internet Usage, 09 December 
2009 

: 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

! 

Attached is an investigative report of an 
case. It contains 

On 15 October ~012, a .. investigation found that the profile 
, assigned to-· was used to compose sexually explicit · 

correspondence. Between 16 October and 26 November 2012, .. reviewed multiple 
automated network captures of the profile, which was used to compose inappropriate e­
mail messages from- Google mail account. The network auditing tool was 
only able to capture inappropriate activity from 13 September 2012 to the present. The 
cited references prohibit the use of government automated information systems for such 
activities. 

3. (U/-This office maintains- full report, including the supporting exhibits .. 
Please contact us if you need to view the entire file, but limit access to those who have 
an official need to review it : · · 

4. (U/~ We determined t
1

hat this matter did not warrant criminal investigation or 
additional investigation by us ... We enclosed the ~o@ aid with your . 
determination of appropriate a?tion to take regar~. . ' 

' 
. 5. (U) Please provide us with a report of action taken or proposed within. days of 

rece of this memorandum .. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the-

components meeting. · i · · · · ·. . . ·· 
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SUBJECT: Computer Misuse Report, 

Enclosure as stated 
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EXECUTIVE 'SUMMARY 
I , • 

~ ' ; 
(U) OIG CASE NUMBER: ·t3-()36 

C' j 

. . . I 
_- (U) TITLE: Misuse of Government Resources and Position 

·, 

(U) _ALLEGATIONS 

-(U) INVESTIGATION 

We reviewed- e~mail records .from the Outlook accounts on. 
for each worl<day from 1 May through 30 June 2012. Dqrilig:this. 

e-me!ils from .: •. Outlopl< accownt to con.duct­
e-mails from other board members. We did·notfind 

sent e7mails regar9in the from • - Outlook 
e-m ails sent froin account solicited votes for 

We:developed evidence that from 1 May through 30 June·2012; 
·· used the~e-mail system to-conduct busii1ess fotthe--We did not 

develop evidence thaf. Ltsedithe Outlook Global Address List on file- netvvorl< to 
. obtain the e-mail ~ddressesof potential- voters. 
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UNCLASSIFIE 

OIG CASE NUMBER: 13-036 

(U) RECOMMENDATION · 

We recommend that ~eel( counseling from the office of 
concerning appropriate~ hiformation systems in support 

ii . 

UNCLASSIFIED/lFOR OFFICIAL USE ONLY . . 
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. UNCLASSIFIED/ 

JAN 0 3 2013 
MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCES: a .. (U) -Instruction 8470.2R8, Internet Usage, 9December2009 · 

b. (U) N18470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

I 

Attached is an inv~stigative· report of an 
case. · It contains 

I 

2. (U/~eptember'2012, ·a .. investigation found that the profile-, 
assign~. was used to compose sexually explicit correspondence and view 
pornographic images. Between 11 April and 12 December 2012, .. reviewed multiple 
automated network captures of the· profile and found communications containing vulgar and 

· sexually explicit language and pornographic images. The cited references prohibit the use of 
government automated information systems for such activities. 

3. (U/- This office maintains- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. .. We determined that this matter did not warrant criminal investigation or additional 
investigation by us .. We enclosed the~ report to aid with your determination of appropriate 

.. action to tal<e regarding-· · . 
- . . I 

4. (U) Please provide us with a report of action taken or proposed within. days of receipt of 
this memorandum. This suspens,e will be tracl<ed to completion through the , · 

-~-----.,..~----~.Security .. lncidenlReporL l.wiiLreport.o.verdue suspense:s. aLthe -key_qomRone.nts ·---~ ··~-····-······ ..... ,; 
· . meeting. · ' i 

Enclosure as stated 
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UNCLASSIFIED/ 

REFERENCES: a. (U) -Instruction 8470.2R8, Internet Usage, 09 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communicatio-ns, 09 January 2006 

Attached is an investigative report of an 
case. It contains .,.,~~,n.,.r,,..,. 

2. (U/~ November 2012, a .. inve. stigation found that the profile , 
assign~. was used to transmit inappropriate messages via the . 
messenger client. . Between 24 May and 20 November 2012, .. collected ual 
- messages that contained inappropriate. language .. The cited references prohibit the use 
of government automated information systems for such activities. 

3. (U/- This office maintains- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. · ~ 

4. (U/-We determined that this matter did not warrant criminal. investigation or additional 
investigation· by us. We enclosed the .. report to aid with your determination of appropriate 
action to take regarding-· . 

5. (U) Please provide us with a report of action taken or proposed within. 
.. thi$.m~mor9mJum._.Ibi~LSUSRense_vvJII.b.eJ~acked.toJ~ompJ.ettonJbiough..tbe. 

Security Incident Report. I will report overdue suspenses at the- key l"'nrnnr,n"" 

meeting. 

Enclosure as stated 
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' 
REPORT of PRELIMINARY INQUIRY I . 

i 

OIG CASE NUMBER: 13-059 

l 

· (U) ALLEGATION: Misuse of Government Permissions 

. (U)BACKGROUND 

(U) SCOPE 

(U) OIG conducted this preliminary inquiry in accordance with the standardssetforth in 
.. Instruction 7410.8R3, Inspector General Investigations and.Ombudsman 
Intervention, 27 July 2007, and the Quality Standards fQr Investigations, 15 November 
2011, set forth by the Council of Inspectors General on Integrity and Efficiency. OIG 
obtained testimony from .. employees ahd other persons believed to have 
information pertinent to the allegations and issues. OIG also reviewed pertinent 
documents and 'data. : 

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS. 

o Title 18 U.S. Code (US~) § 287,. False; Fictitiousf or Fraudulent Claims 

o 5 Code of Federal Regulations (CFR) § 2635.101, Basic obligation of public . 
service. ' · 

i 

UNCLASSIFIED/ 
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UNCLASSIFIED/ 

• 18 USC§ 1001 (a), Fraud and False Statements 

• IIIIJinstruction (NI) 8470.3R8, U~e of Electronic Mail and Other Electronic 
Communications 

(U) FACTS 

(U) Records Reviewed 

• (U/- OIGreview of-activity from 21 March 2012 to 21 March 
2013 disclosed no unusual activity regarding -· 

• (U/- Review of domain 'level privileges revealed there are IIIII III 
personnel (all contractors) who have root domain privileges 1 tot~ 
networks. · · · 

• (U/--did not have domain level privileges. 

• (U/- Employees that do not have domain level privileges do not have 
·access to the root domain and do not have the permissions.to directly view or 
delete e-mail. 

• (U/-The privileges-currently possessed did provide. the 
ability to grant- the permissions to view users' e-maiL· · · 

• (U/- Review of the. server logs from September 2012 to 10 April2013 
revealed there was no indication -granted -any permissions to 
allow- ac~ess to any exchange (e-:-mail) activity~ · 

(U) Testimony 

1 Root domain privileges allow access and manipulation to all users' activity on the networks. 
2 

UNCLASSIFIED/ 



UNCLASSI FlED/ 

Gl (U/- reported concerns someone accessed - . 
aeJete~a e-maif·between.and. attorney. _ computer accou 

( 

. ' 

did not want to tell-who. suspected 

said. e-mail was provided by someone in • 
security for action. 

(U/-~. . laterapproach.ed-andaskedif.was"working · 
onsometh~." · .·. · _ 

(U/- R~view of-. e-mail account did not identify. 
any mformat1on to su~. . · . · · . 

. ' 

(U/-Archived e-~ail cannot be deleted by anyone. · . 
i 

(U/- Symantec vault does not reliably archive all sent and received e;..mail. 
! ' , ·,·· • ·. 

(U/- Users with ,;sub-domain level" administrative privileges2 do not have 
access to other employees' e-mail and do not have the capability to view or · 
delete other users' e-mail. · 

testified: 

is.the-and .. for-contract.·· 

. (Ut-- official title is 

o. 

I 

(U/--support to ... ._includes providin 
and leadership support across th~ contract for 

I . . 

rsonnel manager for- employees in the 
," ensuring performance reviews, merit, and 

onschedule and follow policy. 
i . . 

(U/-- r~quires ~system administrator privileges. 

did not receive any reports of-abusing •. 
r p,rivileges. 

----'----. --,-,,..-, ---,-, - ' ' 

2 refened to. system administrative privileges as "sub-domain level" user privileges. Theterm "sub~ 
· domain level" user privileges can refer to all those syste1i1 adniinistrative privileges that are not root d6n1ainlevel. 
Accordirig to testimony and records reviewed only- employees at- (all contractors) have root domain level 
privileges. · ··· i ·· . · · , 

: 3 
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UNCLASSIFIED/ 

(U/~-testified: 

-stated. official title was 

• (U/~- related that. did not monitor employees' e-mail. 

• (U/~- did not have access to employees' e-mail with. "sub­
domain level" system administrator privileges and did not possess any other 
network privileges that would allow. access to view or delete other 
employees' e-mail. 

• (U/~- stated • would never use. government privileges for 
personal use and specifically stated, "I would not do anything to anyone's 
personal stuff." , 

• (U/~ 
issues with 

(U) CONCLUSIONS 

told.about 
work. 

informed - security, and - security handled the 
directly. · 

OIG investigators. did not find any information to support the allegation that 
misused government permissions. 

(U) RECOMMENDATION 

(U)Ciose this·case·withoutfurther investigation: 

UNCLASSIFIED/ 



; 
. i 

: 
: 

UNCLASSIFIED/ 

. J! EXECUTIVE SUMMARY 

OIG CASE NUMBER: 13-06i4 

. (U)TITLE: Computer Misus~- Child Pornography 

. · (U) ALLEGATION 

(U) INVESTIGATION 

. (U/-The 
investigation 
images on 

notified Office of Inspector General investigators that, during their 
admitted that. searched for and viewed child pornographic 

computer. · · 

~ OIG investigators
1

. did not identify any evidence to suggest- used 
· · .. computer systems to search for and view child pornography. . . . 

i ' . ' 

!was referred for prosecution to the 

(U) RECOMMENDATION . 

appropriate inthis matter. 

I 

UNCLASSIFIED/ 
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UNCLASSIFIED/ 

APR 0 12013 
MEMORANDUM FOR 

/ 

SUBJECT: Computer Misuse Report, 

REFERENCES: a. (U) .. Instruction 8470.2R8, Internet Usage, 09 December 
2009 . 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communicatio.ns, 09 ·January 2006 

Attached is an investigative report of an 
case. It contains · 

, was 
S). On 28 

January 2013, system, and 
forensically col profile. A forensic 
review of the LEF and spreadsheets with· 
executable video game software embedded within. cited references prohibit the 
use of government automated. information systems for such activities. 

3. (U/~ This. office maintains- full report, including the supporting exhibits. 
Please contact us if you need to view the entire file, but limit access to those who have 
an official need to review it. 

4. (U/~ We determined that this matter did not warrant criminal investigation or 
additio.nal investigation by us. We enclo.sed. the~ with your 
determination of appropriate action to take regar~. . 

5. (U) Please provide us with a report of qctiqn tal<en or proposed within. days of 
recei · of this memorandum. This suspense will be tracked to completion through the 

Security Incident Report .• will report overdue suspenses at the-
components meeting. · ·. . · · · · 

UNCLASSIFIED/ 
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UNCLASSIFIED/ 

I 

•. SUBJECT: OIG Case Number 13-073, Computer Misuse Report, 

6. 

. Thanl< you for your cooperation and prompt att~ntion to this matter. 

Enclosure as stated 

' 2 
UNCLASS Fl 



UNCLASSIFIED/ 

EXECUTIVE SUMMARY 

(U) OIG CASE NUMBER: 13-076 

(U) TITLE: Misuse of Government Resources and Position 

(U) ALLEGATIONS 

(U) INVESTIGATION 

~ We reviewed an e-mail that serit on 29 March 2013 from. 
III(OuTIOol<: . The e-mail was addressed to the Ill_ p~rsonal, or company 
accounts of employees and contractors. Of thosa.. were employees. 
s rvised and. were contractors in~; We found that · 

sent the e-mail to share a Web site t~ company that sells body 
and facial care products. · 

(U/- We also developed evidence that mi~ position when 
• e-mailed • subordinates on .the. network to promote- new business. 

(U/- We found that 
Conduct training that 

(U) RECOMMENDATION 
'•. ··- ~ ...... -... ~·"'- .... ___ ,,.. __ "~· ~ ··,-~ .... ~ . ' 

(U/-We recommend that the 
coordination with the 
-take appro 

was overdue for tal<ing the Standards of 
s on an annual basis~ · · 

UNCLASSIFIED/ 



1 . 

UNCLASSIFIED/ 

.... ~-···APR 1 7 2013 
·MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

Computer Misuse Report, 

a. (U) .. Instruction 8470.2R8, Internet Usage, 09 December 
2009 

f 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 · : . 

2. (U/- From 3 November2012 to 12 January 2013, automated auditing 
software found that searches for and dovmloading.of sexually explicit content were 
conducted while the- profile was logged in to the~ networl<. 

; ' 

· 3. · (U/-- submitte~ the report and supporting exhib.its to the OIG. Please 
contact us· if you need to view the entire .. file. We ask that you limit access to the 
report to those who have an official need to review it. 

4. (U) Reference a prohibits u~e of the .. -sponsored_lnternet to access and . 
download pornography and the use of sexual materials or services for personal 
entertainment. Reference b prohibits the inappropriate use of .. electronic · 
communicatiorn:ncnrrai<EfaerogatoiV cornrnents attacl<ing·sorneone's character ·or 
integrity and to use abusive la~guage. 

i 
, I ,' ' ' . 

5. (U) We determined that this matter did not warrant criminal or additional investigation 
by us. We enclosed the report to aid with your determination of appropriate acti9n to .. 
take regarding-· : · 

. .j 

UNCLASSIFIED/ 
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UNCLASSIFIED/ 

Computer Misuse Report, 

6. (U) Please provide us with a report of action taken or proposed within. days of 
recei of this memorandum. This suspense will be tracked to completion through the 

Security Incident Report. I will report overdue suspenses at the­
cornponents meeting. 

your cooperation and prompt attention to this matter. 

Enclosure as stated 

2 
UNCLASSIFIED/ 



UNCLASSIFIE 

" MEMORANDUM FOR 
' 

SUBJECT: OIG Case Number 13-079, Computer Misuse Report, 

' ' ' 

REFERENCES: a. (U) - Instruction 8470.2R8, Internet Usage, 09 December 
2009 -

b. (U)NI 8470.3R8, Use of Electronic Mailand Other Electronic 
Coypmunications, 09 January 2006 · 

i 

Attached is a copy of an 
investigative report, case n 

ment com 'uter misuse 

I 

2. (U/- From 25 July th:rough 20 August 2012, the- profile was used to 
access numemus pomogmphic and inappmpriate images by way of the - -

_ www.twitter.com Internet site. i -

3. (U/-.. submitte~ the report and supporting exhibits to the OIG. Please­
contact us if you need to view the entire .. file. We asl< that you limit access to the 
report to those who have an official need to review it. 

4. (U) Reference a prohi~its the use of -sponsored access to the Internet to 
download pornography and the use of sexual materials or services for personal 
entertainment. Reference b prohibits the inappropriate use of- electronic 
communications to make derogatory comments attacking someone's character or 
integrity and to use abusive language. 

! 
I 

5. (U/-We determined;that this matter did not warrant criminal or additional 
investigation by us. We enclosed the to afd with your determination of -
appropriate action to tal<e reg~rding 

i 
i 

UNCLASS FlED/ 
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UNCLASSIFIE 

SUBJECT: OIG Case Number 13-0791 Computer Misuse Report, 

6. (U) Please provide us with a report of action taken or proposed within • days of 
rece of this memorandum. This suspense will be tracked to th h the 

Security Incident Report. The will 
suspenses at the- key components meeting. 

Thank you for your cooperation and prompt 

· Enclosure as st~ted 

UNCLASSIFIED/ 



i 

UNCLAS~IFIE 

MEMORANDUM FOR 

SUBJECT: J Computer Misuse Report, 

REFERENCE: a. (U) .. Instruction 8470.2R8, Internet Usage, 09 December 2009 

2. (U/- Frc)m 26 November 2012 through 25 January 2013, the- profile was · 
used to access numerous pornographic and other inappropriate images on the Internet through 
Google, Facebook, Amazon, a~d Mail Online. · 

3. · (U/-... submitted~the report and supporting exhibits to the OIG. Please contact us 
if you need to view the entire ... file .. We ask that you limit access to the report to those who 
have an official need to review it. ' · · 

4. (U) Reference a prohibits the use of--sponsored.access to the Internet to download 
pornography and the use of se~ual materials or services for personal entertainment. 

5. (U/- We determi.ned that this matter did not warrant crimina·l or additional investigation 
by us. We enclosed the report to aid with your determination of appropriate action to take · 
regarding-· I · . 

' 

6. (U) Please provide us with a 
1
report of action taken or proposed within. days of receipt of 

this memorandum. This suspense will be tracked to com letion through the - ------------------

Security Incident Report. The will report overdue 
suspense's at the- key com pone 

contact 
. Thank 

Enclosure as stated 
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UNCLASSIFIE 

APR 2 5 201S. 

MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCE: a. (U) ~Instruction 8470.2R8, Internet Usage, 09 December 2009 

2. (U/~ On 20 November 2012, network automated auditing software revealed that 
sexually explicit content was being downloaded to the "--profile. Searches had 
been made for pornographic material using Google. 

3. (U/~- submitted the report and supporting exhibits to the OIG. Please contact us 
i~ you need to view the entire- file. We ask that you limit access to the report to those who 
have an official need to review it. · 

· 4. (U) Reference a prohibits the use of --sponsored access to the Internet to download 
pornography and the use of sexual materials or services for personal entertainment. 

5. (U/~ We determined that this matter did not warrant criminal or additional investigation 
by us. We enclosed the report to aid with your determination of appropriate action to take 
regarding-· · . 

6. (U) Please provide us with a report of action tal<en or proposed within. days of receipt of 
this memorandum. This suspense will be tracked to · n through the -------------- -- -~---

Security Incident Report. The will report overdue .. 
suspenses at the- key components. 

Plei3Se contact 
. Thank 

Enclosure as stated 

UNCLASSIFIED/ 



UNCLASSIFIED/ 

·-
MAY 2 ! 2013 

MEMORANDUM FOR 

SUBJECT: 

REFERENCE: 

· OIG Case Number 13-091 Computer 
Misuse Report, 

(U) • Directive (DIAD) 8500.800, Acceptable Use of Defense 
Intelligence Agency Information Technology, 2 August 2012 

< • ' •• 

2. (U/- On 2 January 2013; while logged on to. Web mail account,- opened an 
e-mail ~ived while using a -workstation. The e-mail contained inappropriate 
images. 

3. (U) The reference prohibits the use of- resources that would reflect adversely on. . 
or the. such as those which iiwolve commercial activities; unofficial advertising, soliciting, or . 
selling; violate statute or regulation; and other uses incompatible with. public service. 

Office of inspector General forwarded the report it received from the. 
to this office for action. We determined that this matter did not warrant 

or nvestigation by us. We enclosed the entire report to aid with your 
determination of appropriate action to take regarding-· We ask that you limit access to . 
the report to those who hav~ an Official. need to review it. 

5. (U) Please provide us with a r~port of action taken or proposed within • days of receipt of 
this memorandum. · i · 

Enclosure as stated 

UNCLASSIFIED/ 
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UNCLASSIFIED/ 

~MAY ~. 
2 8 2013 MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

Computer Misuse Report, 

a. (U) ~Instruction 8470.2R8, Internet Usage, 09 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

Attached is an investigative report ofan 
case. It contains 

2. (U/~ On 13 March 2013, an automated random audit for behavior on the 
- networl<found that the profile-·" assigned to , was used to 
transmit inappropriate messages via the Mozilla Firefox browser. On 27. arch 2013, an~ 
.. investigator acquired a video audit showing user-engaged in sexually explicit 
online chat. Between 17 February and 24 March 2013, automated network auditing tools 
collected more than. chat messages containing inappropriate language in violation of the . 
references .. 

3. (U/~ This office maintains- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. 

4. (U/~ We determined that this matter did not warrant criminal investigation or additional 
investigation by us. We enclosedtb~- report to aid with your determination of appropriate 
action to take regarding-· · 

5. (U) Please provide us with a report of action taken or proposed within. days of receipt of 
this memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the- key compon 
meeting. · · · 

Enclosure as stated 

I 
I . 

I 

I 



UNCLASSIFIED/ 

MEMORANDUM FOR 

SUBJECT: 

MAY 2 3 20·13 

• :? 

Computer Misuse Report, 

REFERENCES: a. (U)- Instruction 8470.2R8, Internet Usage, 09 December 2009 

b. (U) NI8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

Attached ·is an investigative report of an 
case. It contains 

2. (U/- On 11 Jaf1Uary 2013 conducted random automated network audits 
for inappropriate behavior on the e audits showed that the profile-~~ . 
assigned to-· was used to unauthorized games imbedded in Excel · 
spreadsheets .. From 19 January:2012 to 14 January 2013, the~rofile accessed the 
embedded games on. separate occasions. 

- . I 

' 
3. (U/- This office maintai.ns- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. : · · 

4. (U/-We determined th~t this matter did not warrant criminal investigation or additional 
investigation by us. We enclosed the .. report to aid with your determination of appropriate 
action to take regarding-· . · 

5. (U) Please provide us with a report of action taken or proposed within. d 
this· memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the- key com 
meeting. · 

you for your: cooperation and prompt. 
. I 

! 

Enclosure as stated 
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UNCLASSIFIED/ 

MEMORANDUM FOR 

SUBJECT: 

JUN· 
1 1 20/J 

Computer Misuse Report, 

REFERENCES: a. (U) ~Instruction 8470.2R8, Internet Usage, 09 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

I 

On 18 March 2013, - conducted random automated audits to detect 
use of the- The audits showed that the profile_ .. assigned to . 
was used to transmit and download unauthorized mes in violation of the cited 

5 April 2013, a review of the forensic file and the found five 
Excel spreadsheets with embedded video game software saved on drive. 

3. (U/-) This office maintains- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. 

4. (U/-) We determined that this matter did not warra11t criminal investigation or additional 
investigation by us. We enclosed the IIIII report to aid with your determination of appropriate . 
action to take regarding 

5. (U) Please provide us with a report of action taken or proposed vvithin Ill d 
this memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the- key "'"'"'"'no,ntc­
meeting. 

contact 
. Thank 

Enclosure as stated 

UNCLASSIFIE 



UNCLASSIFIED/ 
., 

I 

MEMORANDUM FOR JUN 11 2013 

SUBJECT: Computer Misuse Report, 

REFERENCES: . a. (U) IIIII Instruction 8470.2R8, Internet Usage, 09 December 2009 

b. (U}NI '8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 ·· 

l . 

2. (U!~ On 18 March 2013, - conducted random automated audits to detect 
inappropriate use of the- The audits showed that the profile·-," assigned to ·. 
-· was used to transmit unauthorized games that were imbedded in Excel · 
spreadsheets. On 28 March 2013, evidencewas collected showing that- account 
was being' used to send e-mail with attached Excel spreadsheets that contained embedded 
executable games, in vioiation of the cited references. 

3. (U/~ This office maintains- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. i 

•, i . . : 

4. (U/~ We determined that this matter did not warrant criminal investigation or additional 
investigation by us. we·enclosed the .. report to aid with your determination of appropriate 

· action to take regarding-· . · · 

of 5: (U) Please provide us with a report of action taken or proposed within. 
this memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the- key ... ~ .................... ~ ..... + ... 

meeting. 

IJII:i•a"" contact 
.. .Thank 

. Enclosure as stated 
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MEMORANDUM 

SUBJECT: 

REFERENCES: 

UNCLASSIFIED/ 

JUN 
. It 2013 

Computer Misuse Report, 

a. (U)- Instruction 8470.2R8, Internet Usage, 09 Desember .2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

2. (U/~ On 18 March 2013,- conducted random automated audits to detect 
inappropriate use of the - ·The audits showed that the profile assigned to 
-· was used to transmit unauthorized games that were im · . . . 
spreadsheets. On 22 May 2013, evidence was collected showing that-·account 
was being used to send e-mail with attached Excel spreadsheets that contained embedded 
executable games, in violation of the cited references. 

3. (U/~This office maintains- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to·those who have an official need 
to review it. 

4. (U/~ We determined that this matter did not warrant criminal investigation or additional 
. investigation by us. We enclosed the~ report to aid with your determination of appropriate 
action to take regarding-. · · · · 

5. (U) Please provide us with a report of action taken or proposed within. of of 
this memorC!ndum. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue ~uspenses at the- key compone 
meeting. · · 

Enclosure·as stated 

UNCLASSIFIE 



UNCLASS FIE 

JUN 1 3 2013 MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCES: a. (U) -Instruction 8470.2R8, Internet Usage, 09 December 2009 
L 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

2. (U/- On 02November 2013,- conducted random automated audits to · 
detect inappropriate use of the .. The audits showed that the profile-·" assigned 
to -·was. used to transmit conversations containing vulgar and sexually explicit 
language on the network. From 16 October to 4 December 2012, evidence was collected · · 
sh()wing that- account was used to transmit and download the sexual content while 
connected to Face book via a Moziiia Firefox Web browser, in violation of the cited references. 

\ 

3 .. (U/- This office maintains- full report, including the supporting exhibits .. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. ' 

4. (U/-We determined thJtthis matter did not warrant criminal investigation or additional 
investigation by us. We enclosed the IIIII report to aid with your determination of appropriate 
action to take regarding-· · . · . 

. ! ' 

5. (U) Please provide us with a report of action taken or proposed within. d 
this memorandum. This suspens,e will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the- key t"r..rnnr,n<>ntc 

meeting. · 

Enclosure as stated 
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UNCLASSIFIED/ 

JUN 
MEMORANDUM FOR f 8 2013 

REFERENCES: a. {U) ~Instruction 8470.2R8, Internet Usage, 09 December 2009 

b. {U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

conducted random automated audits to detect 
e au showed that the e-mail address, 

ned to-received"unauthorized games 
em . On 29 May 2013, evidence was collected showing that 
- opened an Excel spreadsh~et that launched an embedded game, in violation of the 
cited references. · 

3. {U/- This office maintains- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. · · 

4. {U/- We~determined that this matter did not warrant criminal investigation or additional 
investigation by us. We enclosed the Ill report to aid with your determination of appropriate 
action 'to take regarding-· . · · 

5. (U) Please provide us with.a report of action taken or proposed within. of 
this memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the- key comnnrlon·rc:o 
meeting. / 

Enclosure as stated 

contact 
.--Than!<. 
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UNCLASSIFIE 

· ocr· 2 l 2013 
MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCES: 

i 
i 

a. (U) ~-Instruction 8470.2R8, Internet Usage, 9 December 
2009 

b. (U) Nl 8470.3RB, Use of Electronic Mail and Other Electronic 
Communications; 9 January 2006 · · 

Attachedjs an investigative report of an 
case. It contains 

2. (U/- From 30 April through 20 August2013, automated network software 
captured video of computer screen activity associated with the .. 
network profile. A review revealed the use of . and vulgar language 
~~provided e-mail and personal Web mail. Of interest is a Web inaii 
message created on 23 May 2013,_ in which discusses potential 
inappropriate sexual conduct with students. did not produce any 
evidence that had inappropriate sexual contact with students at .. 

. . i 
We interviewed the 

who related that 
and any students. related that. would have heard about issues 

reported on surveys distributed at the end of each course and reviewed by the course 
manager and evqluation tea~ immediately after each class. 

: ' \ ' 

4. (U/- Was interviewed and admitted to using the inappropriate 
langua96.]1 also · . . . to writing the Web mail message regarding inappropriate 

· relations w. i~h unnamed stu?~nts .• testified lse~t the mail. to • in?arcerate? 
brother to .g1ve. somethmg to laLig.h about. s_a1d. has not had mappropnate or 
sexual contact with any stud~nts • has instructed at .. 

5. (U/- In addition to the report, we have provided a sample from the exhibits in 
the report, which this office maintains. Please contact us if you need to view the entire · 

. file, but limit access to those who have an official need to review it. 
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UNCLASSIFIED/ 

SUBJECT: Computer Misuse Report, 

6. (U/-We determined that this matter did not warrant criminal investigation or 
additional investigation by us. The rt is to aid with your determination of 
appropriate action to take regarding 

7. (U) Please provide us with a report of action taken or proposed within. days of 
of this memorandum. This suspense.will be tracl<ed to completion through the 

Security Incident Report. I will report overdue suspense's at the­
components meeting. 

r your cooperation and prompt attention to this matter. 

Enclosure as stated 

2 
UNCLASSIFIED/ 
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UNCLASSIFIED/ 

JUL 0 9 2013 
MEMORANDUM FOR 

SUBJECT:· Computer Misuse Report, 

REFERENCES: a. (U) ~ Instruction 8470.2R8, Internet Usage, 09 December 2009 
I 
' 

b. (U) Nil 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

I . 

2. (U/~ On 25 February 2013,- conducted random automated au~itsto detect 
inappropriate use of the Ill The audits showed that the profile assigned to • 
-· was used to compose sexually explicit correspondence on From 
25 February to 4 March 2012, evidence·was collected showing that- account was 

. used to compose sexually explicit correspondence via Sprint Web Texter, in violation of the 
·cited references. · · · 

3. (UI~ This office mainta,ins- fulf report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need .. 
to review it. · · 

4. (U/~ We determined th:at this matter did not warrant criminal investigation or additional 
investigation by us. We enclosed the ... report to aid with your determination of appropriate 
action to take regarding-· · ··· . 

. · 5. (U) Please provide us with a report of action taken or proposed within. of receipt of · 
this memorandum. This suspense will be tracl<ed to completion through the 

. Security Incident Report. I will report overdue suspenses at the- l<ey compon 
meeting. 

ole<:lse contact 
. Thank 

you for your cooperation and proJllpt attention to this matter. 

Enclosure as stated 
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UNCLASSIFIED/ 

EXECUTIVE SUMMARY 

OIG CASE NUMBER: 13-115 

(U) TITLE: Computer Misuse- Harassment via the Internet 

. (U) ALLEGATION 

(U) INVESTIGATION 

for 
could have used a goveniment 

(U/-.. Office of Inspector General (OIG) investigators did not identify any 
evidence to suggest- misused. government computer to harass Internet 
users. 

(U/-- developed evidence that 
electronic communications~ The 
intended to issue a felony warrant for -

The information contained in this investigation was.provided to- and 

(U). RECOMMENDATION 

matter. 

The OIG recommends that the 
, review this report and 

UNCLASSIFIED/ 

and the 
action approp . . 
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UNCLASSIFIED/ 

MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCES: a. • (U) -Instruction 8470.2R8, Internet Usage, 09 December 2009 
i 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

! 

Attached is an investigative report of a case from the 
It contains evidence of ment 

n 26 March 2013, networl<ing-auditing tools revealed that user id-was 
·possible misuse. According to networl< administrative records, .the user id ·. · 

is assigned to-. On 28 March 2013, the monitoring tool revealed that. 
commonly utilized Microsoft Corporation "GroupMe" mobile group messaging web application, to 

rm web chat sessions. · · 

3. (UI- Between 30 Novembe~ 2012 and 23 May 2013 that- was observed repeatedly 
using inappropriate language while web chatting using. GroupMe accounts. The monitoring 
tools performed l<eystrol<e logging with regard to specific information entered while was online 
and actively typing. The automated monitoring tool was triggered to collect i en 
inappropriate language was entered by·-· In addition to keystroke capture, the network · 
monitoring tools were also used to capture video screenshots of- using offensive language 
while web chatting utilizing. GroupMe accounts. · · 

4. (UI- Thisoffice maintains-full report,·including.thesupporting exhibits. We are 
enclo~ing examples of the supporting exhibits. Please contact us if you need to view the entire file, but . 
limit access to those who have an official need to review it. We determined that this matter did not 
warrant criminal investigation or additional investigation by us. We enclosed the~ reportto aid with 
your determination of appropriate action to take regarding- . · . 

· 5. (U) Please provide us with a r.epo'.·rt. of action taken or proposed within~ceipt of this 
memorandum. This suspense will be tracked to completion through the-Security Incident 
Report. I will report overdue Suspenses at the -l<ey components meeting. · 

. : . . . 

uire additional information, please contact­
Than!< you for your cooperation 

· Enclosure as stated 
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EXECUTIVE SUMMARY 

OIG CASE NUMBER: 13-123 

(U) TITLE: Possible Time and Attendance Fraud; Misuse of Government Equipment 

(U) ALLEGATIONS 

, us~d 
gave eq . government 
also claimed hours. did not work. · 

rs to conduct personal business and 

(U) INVESTIGATION . 

(U/~ In response to an anonymous complaint that was running a real 
estate ·business from desk du hours and was· commiting time card 
fraud, OIG's conducted a review of-' 
time. than 8 hours a day. A review 
from anuary 2011 to 13 July 2013 showed that had reported- hours 
that were not supported by access control records.· salary, the total potential 
dollar loss to the US Governme~t is-

(U/~ The IIRQ!_G investigation developed evidence showing that- did 
submit false claims .• denied that B intentionally defrauded the government, but 
• statements indicate that. had an awareness of the prope~ procedures and 
continued to submit inaccurate timesheets. It was also found that- conducted a 
realty business during duty hours and on government equipment. 

(U) RECOMMENDATION 

(U/~ We recommend that the 
and, in consultation with the 
-.and the 
action to be tal<en regarding 
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MEMORANDUM FOR DIRECTOR, 
AUG 0 1 2013 

SUBJECT: Computer Misuse Report, 

j 

REFERENCES: a. (U) ~Instruction 8470.2R8, Internet Usage, 09 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January2006 · 

I . 

' . . ' . 
. : . ~ ' ' . 

2. (UI- On 10Ma~ conducted random automated audits to detect 
inappropriate use of the ~s showed that the profile,-· assigned to 
- transmitted unauthorized games embedded in Excel spreadsheets in violation of the 
cited references. · 

3. (U/- This office mairitairsllll fuli. report, including the supporting exhibits. Please 
contact Lis if you need to view the entire file, b1.1t limit access to those who have an official need 
to review it.. · · 

4. (UI-We determined th~t this matter did not warrant criminal_ investigation or additional 
investigation by' us. We enclosed the .. report to aid with your' determination of appropriate 
action to take regarding -· · · · . · · 

~ > ' 

5. (U) Please provide us with a report of action taken or proposed within. days of receipt of 
this memorandum. This suspense will be tracked to completion through the ~ - ---------- - ----~ ---

Security Incident Report. I will r~port overdue suspenses at the- key components 
meeting. ' •· · . 

• I ' ' . 
I 

Enclosure as stated 
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AUG 1 3 2013 
MEMORANDUM FOR DIRECTOR, 

SUBJECT: 

REFERENCES: 

Computer Misuse Report, 

a. (U)- Instruction 8470.2R8, Internet Usage, 09 December 2009 
. I 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 09 January 2006 

2. (UI- On 10 May 2013,- conducted random automated audits to detect 
inappropriate use of the- network. The audits showed unapproved software saved to-
user profile m · assigned to-· On 11 April2013,- received an e-
mail from that contained multiple Excel spreadsheets embedded with game 
software launched executable code when the Excel file was opened. On 
24 April2013, u~· ~BU e-mail account to send the .. files in question to an~ 
employee. and-actions are in violation of the cited references. 

3. (U/- This office maintains- full report, including the supporting exhibits. Please 
contact us if you need to view the entire file, but limit access to those who have an official need 
to review it. · 

4. (UI-We determined that this matter did not warrant criminal investigation or additional 
investigation by us. We enclosed the... . r reeppoortrt t too a aid with your determination of appropriate 
action to take regarding-a~. 

5. (U) Please provide us with a report of action taken or proposed within • of of 
this memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the- key campo 
meeting. 

uire additional information, please contact 
Thank 

Enclosure as stated 
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MEMORANDUM FOR 
SEP; 1 1 2013 · 

j 

SUBJECT: OIG Case Number 13-1 Computer Misuse Report, 

REFERENCES: a. (U) - Instruction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl. 8470.3R8, Use of Electronic Mail and Other Electronic 
· Comm0nications, 9 January 2006 

Attached is an inv~stigative report of an 
case. It contains 

- conducted random automated network audits, which revealed 
nternet activity associated-with the network profile assigned to 
From 6 June to 25 July 2013, the revealed that a user logged in 

account was s~nding sexually .and racially explicit commt.~nications using 

3. (U/~ In addition to the r~port, 'we have provided a sample-from the exhibits in the 
··report, Which· this office maintains. Please contact us if you need to view the entire· file, but lirriit 
access to those who have an official need to review it. · 

j ' 

4. (U/~ We determined tha~ this matter did not warrant criminal inv~stigation or additional 
investigatio~ by ..... s . .The r~port is to aid with your determination of appropriate action to 

. take regarding . . , . . . . 
: . 

5. (U) Please provide us with a report of action taken or proposed within • 
this memorandum. This suspense will be tracked to completion through the 

. 1 wm report overdue suspense's at the- key ,..n•n•v,nontc 

meeting. 

for your cooperation and prompt attention to this m 

Enclosure as stated 

. I 

I 
I 

I 
i 
I 

I 
J 
: 
: 

I 
I . 
' 

I 



UNCLASSIFIED/ 

MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

SEP 1 9 2013 

Computer Misl:rse Report, 

a. (U)- Instruction 8470.2R8, lntern~t Usage, 9 December 2009 

b. (U) NI.8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

Attached is an investigative report of an 
case. It contains ·a,'nncni"C 

2. (U/~- conducted random automated network audits, which revealed 
inappropriate Internet activity associated with the network profile assigned to 
-· From8 February to 29 August2013, revealed that a user 
logged in to the-~~ account was searching sexually explicit material. 

3. (U/~ In addition to the report, we have provided a sample from the exhibits, which this 
office maintains. Please contact us if you need to view the entire file, but limit access to those 
who have an official need to review it. 

4. (U/~ We determined that this matter did not warrant criminal investigation or additional 
investigation by~ report is to aid with your determination of appropriate aCtion to 
take regarding- , 

5. (U) Please provide. us with a report of action taken or proposed within. d · of 
this memorandum .. This suspense will be tracked to completion through the 

1 will report overdue suspense's at the- key.comn"'.'"'"t"' 

re additional information, ease contact · 
:Thank you 

Enclosure as stated 
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MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

. SEP 2 lt 2013 

Computer Misuse Report, 

' 
a. (U)- Instruction 8470.2R8, Internet Usage, 09 December 2009 

, I 
b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 

Comm~nications, 09 January 2006 · 

2. (UI- On 23 May 2013,- conducted random automated audits to detect 
inappropriate use of the. network~ The audits showed that the profile, -assigned 
to- useq inappropriate language while using- in violation of the cited .· 
references. · 

. 
This/office maintains- full report, including the supporting exhibits. Please 

you need to view thE1 entire file, but limit access .to those who have an official need 

4. (U/-We determined th~t this matter did not warrant criminal investigat,ion or additional 
investigation by us. We enclosed the .. report to aid with your determination of appropriate 
action to trke regarding-· . ·· . · · ·, , . 

. · 5. (U) Please provide us with a r~port of action taken or proposed within. days of receipt of 
this memorandum; This suspense will be tracked to completion through the ·. . 

I will ~eport overdue suspenses at the weekly key components 

-- -- -- --- - ----- -- -- - -----

Enclosure as stated · 
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REPORT OF PRELIMINARY INQUIRY 

(U) OIG CASE NUMBER: 11-004 

(U) SUBJECT 

(U) ALLEGATIONS: 

1. and former~ employee,-- assist~d 
- by awarding sole source contracts to those 

2. (U/--created a hostile working environment, threatening to 
withhold award fees from the contractors and bullying within the office. 

3. (U/--and -were hand receipt holders who exhibited 
gross mismanagement of and non-accountability of government property. 

(U) BACKGROUND 

(U/- On9 October 2010, this office received an a 
several issues regarding rocurement/contract fraud by 
-that worl<on The issues inclu 

. milli~:m.dqltar. · naJJm 
abuse of the 
contracts at attempts to . the 
- contract by threatening to Withhold awards fees when. . wa se 
not within the statement of work and allegations of bullying by the -· The 
complainant requested to remain anonymous and will be referred throughout the report . 
as the CS (confidential source). 

mor\Ji<>nr Staff Officer with the 
under the former- .. 

-employee assigned as a-. 

UNCLASSIFIE 
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OIG CASE NUMBER: 11~004 

(U) SCOPE· 
I, 
i 

! 

(U/- Our investigation· kas conducted in accordance with~ Instruction (NI) 
7410.8R3, ln~pector General I Investigations and Ombudsman Intervention, 27 July 
2007, and the Quality Standards for Investigations, November 2011, set forth by the 
Council of Inspectors Generai on Integrity and Efficiency. We interviewed the 
complainant, and.witnesses. I 

j 
i 

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS 
< ' > '- ~ 

• (U) 5 CFR § 2635.101, Basic obligation ofpublic service~ 1 January 2008, 
states: · · 

That each employee has a responsibility to the U.S. Government and its 
citizens to place loyalty to the Constitution, laws, and ethical principles 
above private gain. · 

! 

11 (b)(7) states: 

. Employees shall ~ot use public office for private gain. 

1I (b) (14) states: 

Employees shall endeavor to avoid any actions creating the appearance 
· that they are violating the law or the ethical standards set forth in this part. 

; 

• (U) Title 5 Code of Federal Regulations§ 2635.704 (a), Use of Government 
Property, states: · · · 

An employee'has a duty to protect and conserve Government property 
and shall not use such property, or allow its use, for other than authorized 
purposes .. 

• - : (U)·Federat··Ac-quisition·Regulation·(FAR)'§ 1".601 (a); states:· 
! ~ ' t 

Contracts may be: entered into and signed on behalf ~f the Government 
only by contracting officers. 
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OIG CASE NUMBER: 11-004 

. (U) Facts 

(U) Testimony 

(U/~. is the current supervisor of who is the technical executive. 
Specifically~ is in charge of the and 
filling those systems iiJ and rovid · exp . es out to .. cadre. 
Additionally, I added that is involved vyith numerous contracts with-
contractors. related does not manage any contracts but oversees the 
interaction of those contractors in the special operations forces mission spaces: 

(U/~- was asked to explain- involvement with a multimillion 
dollar project to stand up additional imagery architecture at .• stated: --- --~- ------

Well the imagery architecture at the is part of what's known as a 
ort center. That · r supports 

and Basically, a building 
· spe . organizations have access to over 
landlines.and communications networks.- is the piece of 
that. 

(U/~ The complaint indicates that the "-" process is being abused to award 
sole soun;;e contracts was asked to explain who would be involved with 
that process. • · 

The way • understands the process. is that, .. has contractors and 
references that are vetted through the contract process in the Office of 

- Acquisitions [currently known as Contract and those individuals are 
assigned. to,perform.various~functions.within. that would_ 
.be part of the support to external operations or org such as 
the one that. manages. So there is no bid process involved. Bidding or the 
equitable awarding of contracts is something that- has. absolutely 
nothing to do with. That is all done back at~ Basically, all. does is manage 
for the~ the- part of it in the ·sense that. says what our needs are. 
Those are articulated up through things like -requirement documents. So 
.~any awarding of contracts here locally nor does-or 
-· They may offer feedbacl( periodically throughout the year on their 

· experience or their opinion of how responsive contractors might have been 
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OIG CASE NUMBER: 11~004 
I 

during a contradcycle. We have no responsibility for adjudicating those 
contracts. 

; 

(U/-We asked- to characterize- worl< ethics, integrity and 
overall demeanor with respeqt to how. intere~ctswith others there on site .• stated: 

I would say that. is one of those you lii<e. or you hate. kind of­
pecause. Very keenly mission focused, which you have to be in mY 

.. ·organization .• is extremely responsible back to leadership and • reports to 
me on a daily basis on every little issue that is out there. So for my purposes I 
find • to be an absolute, you know, a sharp •• very good with •. · . 

. systems and. invaluable .• invaluable to my support to this organization. 
So from my experiences I have had nothing but positive things, and the people 
that I know that work for. I think they have good things to say about •• 
well respected in this community. I know on the government side of business . 
is. 

(U/-With respect to 
classified prpperty, we asked 
property and what were the r~su 

I • 

CIII<:;'U"".'-' ly being the hand receipt holder' of 
when was the last • percent inventory of 

., believe it was taken at the close out of last fiscal year. And as far as I know we 
were. percent accountable. 

(U/-We asked-if-is using a government computer at. 
res1dence for personal~ated: . · 

Yeah, - is on 2417 recall and. on a 2417 report list.' I'm riot sure that 
• is using it for personal use, but I do believe has a DoD laptop that. uses 
that's part of. duties as the required to respond. I 
know. also. carries a blackberry. a government system, 
but I don't thin I<. using it for personal use o gain for that matter.. . 

. . . . ' . 

(U/--was a~ked if. received any complaints that- has or 
is bullying government·orcontract·employees·in ··operation~·· stated:····· · ·. 

. I . 

No one has come forward to complain to me about 
atall. : 

: 

(U/- With respect to th~ allegation that- has been warnedabout. 
disruptive behavior,- stated: ·· . 

I 

: .· I 

That's ridiculous. I've never had to warn. about any disruptive behavior and 
I'm not aware of any disruptive behavior nor am I aware of any accusations of 
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OIG CASE NUMBER: 11 M004 

any disruptive behaviqr. If anybody is saying that. if somebody was to come 
to me and tell me that anybody that worked for me in this -was engaging in . 
disruptive behavior I would definitely take action against it because I don't allow 
H. . 

-was asked how- could be misrepresenting- in 
stated: · 11 

Yeah, I don't' l<now how that could possibly happen. I have numerous people 
across the whole~ enterprise that are regularly interacting and I have no 

·complaints or questions or anything of impropriety or anything like that. 

(U/~ The CS was asked to explain what. has specifically witnessed regaroing 
procurement fraud or contract fraud by the technical experts that work there at-
•.• stated: · 

What they do is they wait until something is an emergency so they can award, in 
my opinion, a tic-bid type contract to people that they l<now. · 

Other things I've seen is there's. workstations that were delivered here 
recently in the l~st .. months or so as part of this ... over at- that 
the command didn't even want. I've also seen servers delivered at the s1te, at 
- that were delivered a year ago and recently we were supposed to be 
·putti~online due to the· new networl<~and·itwas·decided·by ~-·­
and~ and. foll<s-:they basically influenced the governm""Siit"9uYs'ere 
not to put it online. You know this is something that has already been paid for. Of 
course this is my perception of what's going on. 

3
- is identified as a requirement that is designed for Government Points of 

Contact(GPOC's) and Technical Executives (TX's) to acquire equipment, personnel or anything that is needed to 
address issues that are identified as a potential national crisis. The 1445 designates the CLIN [contract line item] on 
a contract. 
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· OIG CASE NUMBER: 11-004- . 
' ·i 

(U/~ The CS advised that- , arid-are not 
contracting officers, but influenced the contracting officers to award sole 
source contracts to and-· 

The CSwas aske~ to explain the significance of-sand. 
involvement in a multimillion dollar project to stand up additional imagery 

re at .• stated: · 
' 

They're using their influence as technical executives to work with the command 
and influence, I guess, the contracting folks you know to stand up that 
architecture. 

(U/- The CS was ~sked to explain the- process and how the process is 
being abused .• stated: , . · · . ·. ·· . 

. So •. in my opinion,itseems like that process has been abused because a lot of· 
times they've krio~n way, way in advance that -you know, that they have this 
requirement out t~ere, but instead they'll basically run the clocl< out until it's an -

(U/- The CS was asked why. believes the TX's have used their influence to · 
unethically persuadethe command that they need additional service contracts to 
maintain operations .• stated: · · 

I 
' 

I mean these guy~ have been worl<ing there - for about 10 years: So, 
I mean, they have friendships. That's understandable. You know, to try to put the 
requirement out there and then-you know, then they try to influence, you know 
their-you know, the decision whds going to get awarded what. They're using 
existing friendships to -you know, instead of looking at it kind of from a -you 
know, a totally-a standoff type position, you know. 

(~/- The CS was aske~ to explain .complaint regarding gross 
mismanagement of government property. stated: · · 

I'll start with- because I first worked over there. We keep an inventory list· 
of all equipment there and stuff like that, and every.time that I would go and, you 
know, try to reconcile with-· the hand receipt holder, • never had time, 
never wanted to dp anything with it. --you know, basically we just kind of just 
gave up on that type of stuff. 

The workstations that I saw come in there about .. months ago or so, that's 
just sitting on a des!< not doing anything, ·I mean that seems pretty wasteful. On 
the other hand wit.-. when I went over there, I ~sked for their hand 
receipt information so I could reconcile all the equipment in there. I could never 
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OlG CASE NUMBER: 11.;004 

get a straight answer of even who the hand receipt holder was for the equipment. 
You know, so they never tool< really, from what I can see,_ an interestin · . 

. accounta~ility of their property. · 

(U/- The CS was asked about- use of an ~computer and was it 
used for personal use .• stated: . . 

Okay, I guess I don't know if. using it. You know, it's at. house. 
• ' J ' 

(U/- The CS commented about- integrity .• stated: 

Ol<ay, woe, let's see. I don't have any one specific example. It, you know­
there's times when. saying that. talked to the- and provided them 
information and come to find out later on that. hasn't said anything to them. It's 
just a lot of little things like that. , 

(U/- The CS was asked to explain if-created a hostile work 
environment and if that behavior has been reported. The CS could not provide a 
situation that would support a hostile work environment allegation. The CS also ielated 
that there was nothing ever reported regarding allegations of a hostile worl< environment 
created by- · 

(U/--testified: 

• was assigned as the technical executive in support ofthe -· 
manage requirements and technical capabilities in support of analysts 

and their components. Additionally, • provided government oversight of 
contractors on site. 

(!)/-With 
coordinate with 

any type of influence over any--or 
contract.- related ~ent 

was .• participated in the communication or 
project. · 

related that. was not engaged on any kind of contractual issues 
process. 

advised thatyes, were 
care of through the .. 
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OIG CASE NUMBER: 11-004 

i 
i • 

related • was a property hand receipt holder during. 
ass1gnme • conducted .the. percent inventory on an annual basis. He 
advised that was also responsible for the annual inventory conducted by-sub-
hand receipt • was asked if there were ever any discrepancies with any · · 
missing, or stolen property .• stated: . • . . . 

. We !lad a couple of reports that we've done on things. Yes. I mean, there is -you 
know, like we had a laptop that was external to. one of the components that was 
lost, turned in, we thought, we believed to be. mode (Defense Reutilization). 
process. We submitted the proper property report. 

(U/--advised that all hand receipts are on file at-. advised 
that all property was not classified, the property accounts are large accounts, and all 
effo'rts were made to keep control of all the property .. 

i . 
(U/--was asl{ed if. had been cited for any missing property that was 
on ~d receipt that. could not account foror that. could not locate~ • stated: 

•.' I . 

l 
· Well, we've got a' piece of equipment right now that we're actually doing right 

now. But that was out of-.1 provided the documentation where .we last .. 
knew it was. I did not personally handle it. It was on the sub hand receipt of · 
someone else. 

( related. was issued a laptop computer at the time. was hired 
ated • o~ly used the laptop for government work while on TDY · . 

that the lapt?P was turned in to-and. ~as never ~een 
misuse of a government computer. 

(U/--was asked to address the allegation that. and- .. 
<~attempts to influence the .. contract by threatening to withhold award fees when 
they want them to provide se~ices that are not on the contract.". stated: ' : 

First of all, I can t~ll you right now I never asked them to do anything that was not 
within the contract ·If there was a question of whether or· not it was authorized or 
not, we would ask . That is a complete fallacy. There is no way 
that I've ever don't that at all. 

! . 
(U/--was asked to address the allegation that. and- · 
misrepresented their activitie~ to b~th - • stated: . . · 

The !1. as myiboss -].Everything we did is operational mission 
impact. had to know anything and everything that could impact th. e command, 
because was the focal point of the command. There was no · 
misrepresentation that I am aware of. · 
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OIG CASE NUMBER: 11-004 

(U/~- was asked to respong to the allegation that. had been warned 
about disrupting the workplace .• stated: . . · · 

I don't know anything about anything like that. I am not going to say I never got 
upset about anything, but I have never been counseled or disciplined that I had 
done something wrong, nothing along those line. . 

(U/--was asked why. thought someone would mal<e allegations 
aga~d: · 

I know I had nothing to. do with the contracts thing. I know 1. did not abuse any 
government thing. I felt I worked really well with everybody down there, and most 
of the people down there, I believe would concur with that. · 

related that as the· from an administrative 
and - • never received any complaints from the 

regarding the allegations that were. reported . n.st- and 
~,.,,.~,., that there were some issues regard moving some of the 

s around without notifying the- but that was right to do so. The 
government was not told of the personnel changes, which ca some confusion and 
had nothing to do with-or- , . 

(U/~ aeCfto"theallegatiorronliffsettin~fu!fa new-··-·-·--M ·· 
architecture. was a and was not getting ~ 
data fast enough. They the . !ready had a 
contract in place that would allow ng personne recommended 
adding. additional- contractors to the tasking order was 
already on that contract.-.-recommendation was approved. 

(U/~ related • has never been told or heard that- was 
using a government lt::JULLIU for personal use .• added that. encouraged all the .. 
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OIG CASE NUMBER: 11-004 

to have either blackberries or laptops so thatthey can be reached af a~y time because 
they are basically operating 6. n a 24/7 schedule .• is notavvare of any misuse by . · 
-. also added that neither-~ were contracting officers, 
so they would not have any authority to withhold any award fees to any contractor, and 
- has been and is the~ contractor for~ at 

(U/-- Headquart~rs personnel advised. that several years ago an 
individual (the CS) did. have concerns as a result of being made the site lead at-
Ill ~ had removed contractors from the ~ contract for professional 
and personal reasons. The staff at-who worl<ed with those . 
contractors was a bit upset cause ey had built a good working relationship with 
those. contractors and the-felt they should have been consulted or at 
least made aware of the · · changes. The CS was then in to fill the 
- lead at , but got off to a rocky start with the . S.o there 
were some ngs n t~at regards. · 

(U/- Regarding the allegation that the- was abused,. related there was 
no way that the- could have been abused. The- is a contract line item 
number (CLIN) on a contract meant for emergencies from the agency. The- must 
be approved by the The-could not have made any . 
decisiori regarding the appro'{al of an · 

~~!!'h!lia~o~~~i~~ .~~~~=·n~~~:~~~2d'!P.~~~!!!'!:~~:~~~~9to · 
threatening to withhold award fees, which they could not do. There were disputes · . 
between - and - with regards to the awarding of other contract work at 
- but those issues wer~ handled out of~ and there were no improprieties with 
regards to those situations. i 

' 
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OIG CASE NUMBER: 11-004 

lead at- and • never received or was made aware of any complaints such as 
what was reported to the OIG. 

(U/--was contacted regarding .... property hand receipts" and related 
that there are several"bins'' of property hand receipts .• added that as was with 
- • too is resJJonsible for property that is sub-hand receipted at multiple sites 
under the control of the .. all over the United States. - advised that upon 
assuming. current duties there were n9 issues with missing or unaccounted for 
property. · · 

(U) CONCLUSION 

We did not find evidence to support allegations of procurement/contract 
of sole source contracts) by .. technical experts that worked on 

nor did we find evidencethat supports the allegation that -
created a hostile work environment, misused a laptop computer for personal use, or 
mishandled government property. 

(U) RECOMMENDATION 

(U/- We recommend no further investigative work on this matter. 

11 
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EXECUTIVE SUMMARY 

. (U) OIG CASE NUMBER: 12~167 
i 

(U) TITLE: Misuse of Government Property/Time and Attendance Fraud · 
~ - \ ... " 

(U) ALLEGATION 

(U/- It was annotated on the back of a 
comment card that 

was nn 
government time daily." 

(U) INVESTIGATION 
I 

(U/- OIG investigators :developed evidence that- misused government 
property and committed time and attendance fraud. ' 

j '-.' 

(U/- Review of 
spreadsheet that dep 

·network showed. had. Exce·l 
for adoption and/or fostering of a pet. 

· - admitted that Iii used the~ fo~ personal use to view 
dunng~nch break for an ho'ur,to an hour and a half .• did not have a 

persona daycare busin. ess for dogs, but. wor~ed with pet rescue group~_. • said · 
that. saved forms onto. government computer, printed the forms at ._-and 
placed telephone calls to veterinarians using the government phone, in support of dog 
rescue activities. · · 

(U/-Analysis of ac~ess control-records, master tim.e history, travel 
_records, ahd training reco perioc:f'12:August 2012 to 28 December 2013 
revealed that- received compensation for- hours wh~n. was not 
present for duty. The total amount of compensation t~ was not entitled to 
receive equaled - . · . . 

(U/--admitied that. purposefully left early from work, and. was 
ultimately responsible for. ~ime and attendance. ·· 
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. (U) RECOMMENDATION 

(U/- The 01~ recommends that the 
consultation with the 
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EXECUTIVE SUMMARY . 
. . i 

(U)OIG CASE NUMBER: .13~006 . 
j 

(U) TITLE: Misuse of Government Resources 

(U) ALLEGATION 

(U) INVESTIGATION 

1111 Office oflnspector.General investigators developed evidence that 
, violated Title 5 Code of Federal Regulations § 2635.704 (a), Use of 

government property, when. failed to protect and conserve government property 
and allowed its use for other than authorized purposes. It appeared that­
failed to properly secure ... -issued cell phone while contractors were working 
inside. residence .• could not provide proof that the phone was stolen or identify 
where and when • lost it. - did not report that the cell phone was missing 
until after. was notified ofth~ charges owed in August 2012,. months afterthe 
first unofficial call was made iri December 201.1. Unauthorized charges billed to the 
government totaled-· · · · 

(U/-We also developed evidence that violated IC Policy Guidance 
704.2, Personal Conduct. We found that has a pattern of violating .. · . 
security policies .• had lost. ~ernment cell phones in a·-year period. 

testified that .-previously los~ cell phone while on temporary duty to the 
in 2009. In additio~, • was involved in. security incidents in a 

_n"lr .... t'h eripd in w~ich • :carried • personallapto into a at_th~ .. 
These actions raise concerns regarding ability. or 

ness to comply with law~, rules, and regulations. 

! 
{U} RECOMMENDATION l 

, tal<~ appropriate action concerning 

i 
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NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY 
OFFICE OF INSPECTOR GENERAL 

. REPORT OF PRELIMINARY INQUIRY 

(U) OIG CASE NUMBER: 13-054 

(U) SUBJECT 

(U) ALLEGATIONS 

Misuse of Position 
Misuse·of Government Equipment till 

(U) BACKGROUND 

(U/-The OJG received an anonymous complaint stating that who 
is president of. condominium (condo) association, is using. employees and the 

network to conduct condo business. Additionally, 
"routinely" discusses condo issues with Ill staff and seeks feedback on 

challenging condo issues. · 

(U) APPLICABLE STATUTORY AND REGULATORY STANDARDS 

e {U) Title 5 Code of Federal Regulations {CFR) § 2635.101 (5 CFR 2635.101 }, Basic 
Obligation of Public Service · · 

e (U) 5 CFR Part 2635, Subpart G- Misuse of Position, Section 702{a), Use of public 
office for private gain ·· 

e {U) ~Instruction 8470.2R8, .. Instruction for Internet Usage, 9 December 2009 

e {U) Policy Notice 8470.1, Policy Notice for External Webmail Access for Personal 
use, 12 August 2011 · · 

• (U) 5 United States Code 7321-7326, the Hatch Act. 

• {U) ~Office of General Counsel, Political Activities, The Hatch Act: Election 
·campaigns Rules for~ Employees · ~ 

UNCLASSIFIED/ 
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(U) Facts·· · 
' 
I 

o (U/~ Investigators analyzed a query of email traffic on the~ 
from July 2012 to February 2013. Investigators discovered approximately. emails. 
related to. duties as pr~sident of. condo association, most of which originated 

· ·on • personal email account, but had been forwarded to. a.! account. . 

• (U/- In addition to aralyzing emails, investigators interviewed 
and the following individuals: 

; however, unable to 
provide any pertinent information regarding the.allegations, and therefore,. 
testimony was not included in this report. 

' 
testified: 

• (U/~. has been with .. as a- employee for approximately. 
years. - worked wi~h for approximately .. months. 

• (U/~ When ask~d if ever tasked. to conduct war~ for. 
in relation to. condo association, e.g., make phone calls, write memo's, revfew 
documents, etc., .replied "No ... Nothing for. condo association." . 
Investigators asked if-ever heard if any other employees had been 
asked to conduct work, for. condo association and. replied, "I haven't heard· 
of it, no." 

• (U/~- stated. was aware of. condo association duties, but 
• did not believe it interfered with. official duties .• only remembered. 
incidents when it came up- once on a work trip to Colorado. 11llmow. got a 
call when we were leaVing the airport and it was the condo association."The 
other time was when the. of them were visiting another a.! facility and • 

. took a call on • cell phone. When • came back into the room after 
completing the call;. "made reference tothe condo association." 

(U/~- testified: 

e (U/~. has been in I for approximately. years~ 
became • team lead in December 2013. When asked if the work 
has tasked. with was strictly professional and business related,. stated, 
"Absolutely." 

UNCLASSIFIED/ 
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• (U/--stated. has l<nown for approximately. 
year. They sat in the same section togetheL They had many conversations, 
"about life in general and things lil<e that" -acknowledged that 
aware of condo association, but. "never observed" 
conducting any type of condo business at work. When asl<ed if­
ever asl<ed • to help. with any worl< related to the condo, -stated, 
"Never." When asl~ed if. was aware of ever asking any other 
co~workers to do anything associated with the condo, stated, "No." 

testified: 

• (U/- At the timeofthe interview (February 2014),- had only 
been supervisor for approximately month. Prior to 
··being. supervisor,- stated that had at least. 
other supervisors. I has reorganized a couple of times and it was difficult to tracl< 
who the supervisors were. However, • stated that. was not aware of any 
complaints about using team members or using the~ to 
conduct condo business. Investigators showed -
email activity relating to. condo association duties and. stated, 

(U/~ .. very active in. association ... vocal about that. I 
would have expected limited [activity] ... because there are times you're in 
situations and we can use personal email. 

• (U/- Investigators asked- about work 
performance .• stated, 

(U/~ .does a great job. I mean, you can give. a task, she'll 
work it. Lil<e in • new role 1111 a PM of a project.. .• came in cold 
and [it took] a little while for. to accept this new role .• wasn't crazy 
about it. But .. grabbed the bull by the horns per se and .. 
accepted it and .. excelling at it. .. We were in .. officers ... and had 
similar projects. We communicated a Iotas we were going through things 
and. coached me through a lot of things. 

testified: 

• (U/-. started as a government employee with .. in September 
2011. Prior to that time. was a contrac~or at ... is currently a team 
lead and has one government employee and. contractors on • team .• 
has been the president of. condo association for. years .• duties as 
president include signing contracts for work to be done for the 'condo association. 
The general manager of the condo association handles most other tasks 
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associated with the association. 
lot of activities other th~n .condo duties. 

said that. also volunteers for a 

0 (U/- described. activities related to conducting condo 
, business during work h,ours .• stated, 

(U/~ I'm not saying that there aren't times when my [condo stafij 
might call me at my des!< and say, 'Hey, I've got a question about this.' 
Because sometimes I have people that are new and they don't know 
where everything is. They don't know who to contact. So they will call me 
and ask me a que~stion. But I'm not sitting there for hours on end on the . 
phone, or. minutes saying, oh, this, this, this." ... And then usually at the. 
end of the day, before I leave here, I'll call them and say, hey, is there 
anything I need to sign when I come through. 

(U/~When:l was looking fo~leadership opportunities~ .. in the last 
• years, there wasn't a lot... available. So I knew that l,needed [to work 
on the condo board] career-wise ... for the things that I wanted to 
accomplish. Trying to collaborate and communicate and stuff. There are a 
lot of skills that...l!pull from there to use here. And there are things that I 
pull from my experiences here that help me there. And so I personally 
have always felt t~at it's been beneficial. And even when I interviewed for 
my position as a government employee ... ! pulled examples from my 
association. Everybody here knows that I worl< on my community 
·association and stuff. I don't hide that from anybody because I don't have 
anything to hide: i 
. i ' . . ' 

0 (U/- Investigators asked about how much email interaction 
• conducts with condo staff, etc., during. work day .• replied, 

! 

(U/~ I have :had em ails sent to me from them at the office ... There 
have been issues 'where ... they told me that they sent something to my . 

, -[account], an·d I didn't get it .. So they would send it to me here,· 
especially if it's so'mething that they .wanted my immediate attention on. 
And when it's something that they need my attention on, my response is 

I " , . 

usually ... three to four words. 'Yes; this is okay. Go ahead and proceed.' 
It's very quick. Th~re have been times when I have forwarded [emails] to. 
myself ... to read over. And so during my lunch break, if I want to read 
something over, t~en that's what I do. 

(U/~ I did actually go back and review my stuff ... because I know 
what the policy is. And it says 'limited personal use.' And when I looked at 
it. .. based just on average over the last six months, I think I spent maybe 
• minutes of my day actually looking at, on average, something related 
to my condo association. 
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• (U/-Investigators asked 
approximately. em ails within 
replied, 

if. would consider 
months' time ~~limited personal use" c;tnd • 

(U/- Yeah, actually, I would .. :Because again, a lot oftimes [the 
em ails] were things that I just wanted to reference or needed to read over 
or what have you. It's not something where I'm sitting there composing 
long emails." I appreciate the fact that you all are bringing this to my 
attention ... because I definitely will be more conscientious of it." 

• (U/-Investigators asked if. had evertasl<ed. 
teammates or any people that worked for to develop documents, send 
emails, or make phone calls for. in support of. condo association duti~s . 
• stated,"No." 

(U) Other Matter 

(U/- While analyzing email traffic, investigators discovered .. 
em ails that referenced possible- violations. was questioned 
about the activities mentioned in the email.. explained, as follows: 

• (U/- said that. has never used. pos.itionwith .. in 
whatever dealings. has with local government officials .• stated • has 
dealt with individuals in the county government in regards to. condo 
association and when. gives them a business card, • uses. condo 
association business card, not. government business card. 

• (Ul- Regarding the em ails investigators obtained indicating that. was 
a volunte.er during the last Presidential Inauguration; said that. 
served on the committee as a volunteer, standing on a street corner providing 
directions to the events happening in the area .• stated. told. 
manageme~t chain about. activities and was told that it was all right. • 
further explained. inaugural duties: 

(U/- I had gotten a thing from the inaugural committee ... saying, 
hey, would you like to volunteer for this? So that's when I volunteered ... 
holding a sign and pointing a direction and telling people on 191

h and K 
Street, 'This is the way you need to go' when they were heading to the 

. inauguration or go to the mall and so forth. I wasn't anywhere close to the 
mall. I didn't get to see anything. [The volunteers] didn't get anything [for 
their work]. -

e (U/- explained. appointment on the Commission on 
Aging. The Commission is a non-governmental commission put together to 
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address the needs of seniors within 
position on the board, but. was a representative for district. 
stated. supervisor was aware that. was on the committee. If had to 

·attend meetings for the, committee during the day,. would notify. 
supervisor and take leave for that time. 

' . 

None of the: othl?r witnesses were aware of any political activities of. 
that w9.uld constitute- Violations, as follows: 

o (U/- stated that. did not remember 
discussing anY' political activities or ambitions. 

o (U/- stated. was not aware of any political · 
activities on the· part of 

o (U/--stated that remembered a "short 
. conversation·.·· and had about 
.future political aspirations; "starting within • own condo 
community."- also said. never overheard · 

make any phone calls or have conversations 
regarding political or condo activities and .. not heard any other 

. employees.complaining about such matters. 

CONCLUSIONS 

• , (U/- OI.G did not find evid~nce that misused. position or 
staff for the purpose of conducting work associated with • condo association. 

i 
• (U/- The OIG did find evidence that used government 

equipment for condo association purposes; however, the use appeared to be within 
.. Instruction 8470.2R8j which states, 

l 
l 

(U) Employees are authorized limited personal use of network resources 
. and use of an .. mil email address for electronic communications ... 

Other Matter 

Personal use of Internet resources should not adversely affect the 
performance of official duties, .should be of reasonable duration and , 
frequency, and whenever possible, made during the employee's break 
time such as after; duty hours or lunch periods. ·· 

(U/- The OIG did notfind evidence that violated the-. 

Recommendation 

Close this case without furthe~ investigation. 
i 
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-EXECUTIVE: SUMMARY· .. _, ,_, 

OIG CASE NUMBER: 13-110 

(U) TITLE: Computer Misuse - Child Pornography 

(U) ALLEGATION· ,. 

(U) INVESTIGATION 

(U/-The 
investigation rega 

has an open child pornography 
and is ~he lead investigative agency. 

. . 
(l)/- OlG jnve~tig~~6rs: ~id .hot }dentify -~ny ~vidence to suggest- used 
IIII(COI11Puter systems· to search for and .. v1eW ch1ld pornography. 

' • - ~ J .• • • • '\ ...... \. ·, • •• • .'. ; • ~. • 

(U/- OIG investigato~s did develop ~Vid~·~s~dhat .... vi9lated-
. Nl 8470.2R8 when t:Jisseminated !}ate speech based on religion using the~ 

computer'n~tlivork system. . · 

(U) RECOMMENDATION ·. . . .. 
The OIG recommends that the 

appropriate in thil? matter, 
review t.his report and 

~ . . . . .. . . . . . 
~ .. ·. : ~ .... · · .. 

..... ~· ·: . . . . • ... · ' . · . 
.. ···.' .. 

'( 
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EXECUTIVE SUMMARY 

(U) OIG CASE NUMBER: 13-152 

(U) TITLE: Misuse of Government Resources 
i 

(U) ALLEGATIONS 

personal use of an 
software without the 
work schedules. . 

(U) INVESTIGATION 

According to the allegations, 
''"''"''" .... :u (armored) government ve driver, p 
ority to do so, and illegally authorized contractors' travel and 

(U/-Investigators developed evic:lencethat- violated 31 USC§ 1344,. · 
DoD Directive 4500.36-R, and NI.4500.9R9 by using and allowing family members to 
use a government vehicle for unofficial purposes. The evidence reflects, however, that 
- did not have a clear understanding of the authorized uses of the vehicle. 
Investigators did not find evi.dence that anyone in-chain of command 
provided. with instructions on the authorized uses of the armored vehicle .. 

(U/- In addition, no credible evidence supported the allegations that­
made software purchases without the proper authority or illegally authorized contractors' 
travel and wort< schedules. i · 

(U) RECOMMENDATION;· ! 

We recommend that the IIIII 
review this and in coordination with the 

and , take appropriate action. 

i 
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MEMORANDUM FOR 
SEP 1 1 2013 

SUBJECT: OIG Case Number 13-169 Computer Misuse Report, 
Case 

r 
REFERENCES: a. (U) -Instruction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

Attached is an investigative report of. an 
case. It contains use 

2. (U/~ From 25 January through 24 June 2013 automated auditing software captured e-
mail containing sexual language associated with the account. In addition, on 
10 May and 5 June 2013 the audits revealed Web m ·mentioned possible 
financial transactions, along with the discussion of sexual acts. 

3. (Uhilill We have provided a sample from- report, which this office maintains. 
Please contact us if you need to view the entire file, but limit access to those who have an 
official need to review it.- ., ~ ·- ·· ·~ - · 

4. (U/~ We determined that this matter did not warrant criminal investigation or additional 
investigation by us. The .. report to aid with your determination of appropriate action to take 
regarding-· · · · ·· 

5. (U) Please provide us with a report of action taken or proposed within. d of 
this memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will.rer>ort overdue suspense's .at the- key compon 
meeting. 

'"''"'"'"'" contact 
Tha~k you 

Enclosure as stated 
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• February 2014 

MEMORANDUMFORRECORQ 

SUBJECT: ',Alleged Misuse of Government Tcrcr,nnr•c 
Mischa· 

1. (U/- On 29 October 20!13, the OIG received a complaint via email from an · 
unknown complainant that-misused. government telephone- and 
committed time and attendance fraud. 

Scope 

2. (U) The preliminary inquiry fobused on allegations that-misused. · 
government telephone- and committed time and attendance fraud from November 
2012 to October 2013. Due to recent database maintenance to the-system, 
access control record availability:was limited to April to November 2013. · · 

' 
Finding i 

; 

3. (U//FOUO) We analyzed 
following usage: · 

telephone records which show the 

-
-- -- - - - - -- -- -- - -- - - - - - -

4. (U/- Our initial review of-timesheets, access control, travel and . 
training records for the period referenced above indicated a discrepancy of- hours 
totaling- , ! . . 

I - , 

On 11 February 2014, we interviewed 
who explained.that we may have in scou 

timesheet..- stated,that according.to 
corporate reported hours using the-.. 
type codes. When 0 performed the time and attendance analysis, we 
aggregated all was directly charged to the contract, which 
included the pay type codes. explained that 
instead of . . codes we shou regated the 
- and pay type explained that the code was used 
to denote certification of the .. code, was not billed to the government. For 
example: 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 
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OIGI Method: 

· 7. (U/~ Based on explanation, we reanalyzed time 
and .attendance which .-.nn~nlo.to the labor hours discrepancy. 

Conclusion 

8. (U!~ The developed evidence does not support the allegations of telephone 
misuse and contractor labor mischarging. · 

Recommendation 

9. (U) I recommend that no further investigative work be conducted on this case and that 
this matter be closed. 
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MEMORANDUM FOR 

SUBJECT: 

L~IEC ~ ' 2013 . 

Computer Misuse Report, 

REFERENCES: a. (U)- lnstr~cti~n 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

Attached is an investigative report of an 
.case •. It contains "'"''"1

"'''"'"' 

- conducted random automated networl< audits,· which revealed -
.:.nr,rnr~ri"'+"' nternet activity associated with the network.profile·assigned to 

.From 3 March to 26 September a user into the-
rP.niP.;:!Tf~mv used inappropriate language while using Google and Hotmail accounts. 

' ' ' -

3 .. (U/~ In addition to the r~port, we have provided a sample from the exhibits in the · 
report,_which this office. maintains. Please contact us if you need to view the entire file, but limit 

· access to those who have an official need to review it. 

4. (U/~ We determined that this matter does not warrant criminal investigation or . 
additional investigation by~ report is to aid with your determination of appropriate · 
action to take regarding~ .. · . · 

< • < 

· 5. (U) Please provide us with a report of action taken or proposed within. days of receipt of 
this memorandum. This suspense will be tracl<ed to completion through the-­
Security Incident Report. I will report overdue suspense's at the- key ~omponents · 
meeting. · · 

IJit::·a~t:: contact · 
. Than!< you 

for your cooperation and prompt .:.rr.:•nr,~n 
' 

Enclosures as stated 
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EXECUTIVE SUMMARY 

(U) OIG CASE NUMBER: 14-023 

. (U) TITLE: Misuse of Government Automated ·Information ·systems (A IS) 

(U) ALLEGATION · 

(U/-The 
regardin an al 

(U) INVESTIGATION 

(Uh ... OIG investigators developed evidence showing that-misused 
government AIS by sending sexually licit text ana e-mail messages using .... 
- portable.electronic device and computer account. · 

(U/- During the interview, - admitted to sending sexually explicit text. 
and email messag.es using. governm¢nt issued AIS.. · 

.. . .. ' . ' .• . 

(U) RECOMMENDATION. 

OIG recommends that .the 
review this report and, n cons . . 
tal<e any action deemed ·appropriate . 

. . . . 

, and I 
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EXECUTIVE SUMMARY 
i 
I 

(U) OIG CASE NUMBER: 14~025 

(U) TITLE: Alleged Adulterous Relationships; Conduct Unbecoming an Officer; and. 
Misuse of Government Autom.ated ·Information System 

(U) ALLEGATION 

engaged in multiple adulterous affairs, n1isi.Jsed 
various regulations.· · · 

(U) INVESTIGATION 

(U/- OIG investigators developed evidence 
-~rous~airs. One.ofthem involved 
-whowasin.directchain comma . . 
investigators developed evidence showing that-misused government 
property by sending sexually ~xplicittext messa~ .. -issued portable 
electronic device and violated ;Various applicable regulations. 

I . 

(Ui- During interviews, \both witnesses provided direct testimony that they each 
engaged in sexual intercours~ with- while • was married.. . . . . · 

(U/- Efforts to interview 
OIG received notice from 
- invoking. right to remain s ent pursuant to 
of Military Justice. · 

(U) RECOMMENDATION 
' ~. \ • ' 1~ • 

' 

' 
The .. OIG recommends that the 

review this report and take any 
' 

I 
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MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

· (U) Referral of Misuse of-Issued Blackberry, 
- Project 14-036 

MAY 2 0 2014 

a. (U) Nl 8100.1 R13 Portable Electronic Devices,-28 April 2010 

b. (U) DoD 5500.7-R Joint Ethics Regulation, Chapter 2, Section 
301, a.(2)(d), Use of Government Resources 

c. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

2. (U/~ Our attached assessment of-Blackberry logs for the period 
referenced above revealed that-s~s of an inappropriate nature. This is in 
violation of references a, b, and c. 

__ _ ~ _____ Wll!!!!lt:: ~~~~~~:t:_~~li~-~~w~~~~:;~~h~~ 
or planned within • days of our receipt of this package. An 
track the suspense. 

uire additional information orel:~se contact 
at 

at-· 

.. 
Enclosure as stated 

cc: 
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MEMORANDUMFORII .......... 11111111• 

SUBJECT: 

REFERENCES: 

. j 

(U) OIG Case Number 14-037, Government-Issued Blackberry Misuse 
t 

a. (U) NIS100.1R13 Portable Electronic Devices, 28 April2010 
i 

i 

b. (U) DoD 5500.7-R Joint Ethics Regulation, Chapter 2, 
Section 301, a.(2)(d), Use of Government Resources 

! 
l 

c. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

1. (U/ The- Office of Inspector General (OIG) reviewed text messaging records for 
·.government-issued BlackBerrys to determine if- employees were using the devices for official 

purposes only. Our analysis indicates that misused• government-issued 
BlackBerry. is a 

I . . 
2. (U/ engaged in unauthorized use of government property for unofficial or personal 
purposes and displayed conduct unbecoming a Federal employee from 3 January 2009 to 2 April 2011. 
Our assessment of Blac,kberry logs for the period referenced above revealed that • 
- sent texts of an inappropriate nature. This is in violation of references a, b, and c. 

i 

3. (U) We have enclosed a copy of the texts for and • management 
review and action as deemed appropriate. We did not interview the employee and we did not interview 
the supervisor or conduct i!LnY further inquiry regarding this issue. 

4. (U) We recommend that, in coordination with and and 
the , you take appropriate action. We request that you inform the OIG. of any 
action taken or planned within • days of our receipt of this package. An tasker was opened 
to track the suspense. ' , 

5. (U/ Should you have que~tions or require additional information, pleaqe contact 

Enclosure as stated 

cc: 

U) 

·.UNCLASSIFIED/ 



UNCLASSIFIED/ 

FEB 21 2014 

MEMORANDUM FO 

SUBJECT: Computer Misuse Report, 

REFERENCES: a.· (U) - Instruction 8470.2R8, Internet Usage,· 9 December 2009 

b. (U) NJ 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

Attached is an investigative report of an 
case. It contains o\/lriont•o 

On 16 September 2013, network monitoring tools flagged the user profile 
for possible misuse consisti of ate written content and language. 

g to network records, the- user and ~re assigned to - ·. 

3. (U/- In addition to the report, we have provided a sample from the exhibits in the 
report, which this office maintains. Please contact us if you need to view the entire file, but limit 
access to those who have an official need to review it. We determined that this matter does not 
warrant criminal investigation or additional investigation by~ report is to aid with 
your determination of appropriate action to take regarding~ , 

4. (U) Please provide us with a report of action taken or proposed within. 
this memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspense's at the- key"".""""''.,"' 
meeting. · · 

I.Jioc::~.,o contact 
. Thank you. 

Enclosures as·stated 



UNCLASS:IFIED/ 

MEMORANDUM FOR RECORD 13March 2014· 
' 

SUBJECT: Case No. 14-061)Communicating a Threat, and Computer ~isuse 

1. 

2. 

I 

On 30 
2014 alleges that commun a threatthat 

was ng to shoot. in . sp e. On 4 February 2014, .. .· 
was observed viewing half nude women while on. Facebook / . 

account and finally, on 6 February, 2014,- was on the SBU showing· a 
picture of. standing ,in front of a confederate flag, during some sort of · 
swearing in or awards ceremony. · · · 

com 
ed that as a result of those interviews and analysis of 

could not substantiate a threat based on the information provided . 
matter was referred to - supervisor for any after • · 

3 .. 

4. 

was req to a sea account 
· n the periods of'1 February 2013 and 28 ruary , forany evidence 
of computer misuse.- later related that a review was completed which 
reveled multiple emails ,between- and a female in the country of the 
- and that inforr~ation has been referred to. No other evidence of any 
wrongdoing was found and no further action is being taken by.. . 

two ago, emp an . spouse of 
-· reported to I that in contact with a foreign 
national that was not being rep was subsequently 
confacted by a security'officer, during to contact with a 
female foreign national in the country of did not know. had to 
document a contact ih -· was .· to do so, which. 
did. related they are not cu pursuing any investigation of 

are m~rely monitoring • actions and as a result. There will be · . 
no other action taken by. . 

i • . 

UNCLASS FIE 
I .I 
i ., 

I 



UNCLASSIFIED/ 

5. (U) No further OIG action on this matter is 
closed. 

! 

I 
~" 
'" 

I 
I 

I 
I 

I 
I 

UNCLASSIFIED/ 

I 



UNCLASSIFIED/ 

( . 
I 

JUN 1 3 2014 

MEMORANDUM FOR 

. ' 

SUBJECT: . (U) OIG <;;ase Number 14-063, OIG Computer Misuse Notice-

REFERENCES: 

Video Streaming 
I • 

a. (U) .. Instruction 8470.2R8, Internet Usage, 
9 December 2009 

! - - ' 

b. (U) Nl p505.3R7, Administrative Inquiries and Investigations, 
7 August 2007 · 

1. (U/- A review of ~id~o streaming use by the 
· indicated that 

- ----------~--2. (U/- Our review of video streaming records. indicated that 
from 25 September 2013 to 25 October 2013 streamed video on the 
• network from Neulion.com (NFL.com) (cable TV streaming -15.6 Gigabytes), 

, NBC Sports (cable TV streaming - 860 Megabytes), go.com (ABC Sports videos- 239 ·. 
Megabytes), and other websit~s (see enclosure). More than. Gigabytes of streaming 
media was downloaded during' the review period. · 

3. (U) The employee's actions .are in violation of~ Instruction 8470.2R8, 9 
December 2009, which states that personal use of Internet resources should be of 
reasonable duration and frequency, and whenever possible, made during the 
employee's break time. According to the Nl, prohibited uses include downloading or 
viewing services for personal r~creation. · 

4. (U/- Enclosed'is the full report of media streaming posting 
records for the and • management review and action as deemed 
appropriate. We did not interview the employee and we did not interview the supervisor 
or conduct any further inquiry regarding this issue. ' 

5. · (U) Please furnish us with a report of action taken or planned within. days of your 
receipt of this memorandum./ A tasking was established in-to track the 
suspense. 

l 
I 



SUBJECT: 

UNCLASSIFIE 

(U) OIG Case Number 14~063, OIG Notification of Management 
Inquiry for Computer Misuse- Media.Streaming 

u have questions or require additional information, please 

Enclosure as stated 

cc: 

2 
UNCLASSIFIED/ 

I 
I 
\ 



' ' 

UNCLASSIFIED/ 

EXECUTIVE SUMMARY 

(U) OIG CASE NUMBER: 14.:.077 
! 

(U) TITLE: Contractor labor Mischarging/Misuse of Government Systems 

(U) ALLEGATION 

I;;:IU'''"'u government systems, was a 
was committing tiflle and attendance fraud. 

· (U) INVESTIGATION 

int 

(U/- OIG lnvestigators:developed evidence that violated 18 
USC§ 287, False, Fictitious, or Fraudulent Claims; 18 USC§ 1001, Fraud and False 
Statements; FAR 31.201-2, o·etermini Allowabil , and Nl 1422.1 R11,... · 
Instruction for Civilian Work Hours. also violated .. Instructions 
8470.2R8 and 8470.3R8, by using government resources to conduct personal business. 

. ! 

(U/- Witnesses observed use the 
~em to track lwife with the ...... \/..,.T<UTI n-Star 
System maintained on personal vehicle. admitted to using the~ 
to track ... whereabouts. 

(U/- Analysis of 
travel reco and 
revealed 
labor mischarging by 

(U) RECOMMENDATION . ! . 
I 

(U/- The OIG recomm~nds that the 
this matter and, in consultation with the 

recover funds paid to 
action deemed, approp 

j 



UNCLASSIFIED/ 

MEMORANDUM 

SUBJECT: Computer Misuse Report, 

REFERENCES: a .. (U) -Instruction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Commun.ications, 9 January 2006 

Attached is an investigative report from the 
It contains evidence se by 

2. (U!~ On 20 February 2014, .. received notification that an- user was allegedly 
composing sexually explicit corresponqence. The n auditing tools showed the 
inappropriate behavior originated from the profile assigned td -· · 

3. · (U/~ Between 20 February and ·1 0 March 2014, .. reviewed multiple automated 
captures of the- profile and found the network was being !JSe.d to compose and send 
sexually explicit corres dence via Mail. addressed most of these 
messages to -
is the subject 

4. (U/~ Included in the investigative report is a sample from the exhibits, which this office 
maintains. Please contact us if you need to view the entire file, but limit access to those who 
have an official need to review it. We determined that this matter does not warrant criminal 
investigation or additional investigation by us. The ~ report is to aid with your determination 
of appropriate action to take regarding-· · . 

5. (U) Please provide us with a report of action taken or proposed within. of 
this memorandum. This suspense will be tracked to completion through the 
Security Incident Report. I will repprt overdue suspense'.s at the- key components 
meeting. 

Enclosures as stated 



UNCLASSIFI 

MEMORANDUM FOR 

SUBJECT:· 

REFERENCES: 

. ; 
· OIG Case Number 14~089 Computer Misuse Report, 

a. (U) .. Instruction 8470.2R8, Internet Usage, 9 December 
2009 

I 
b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

' . ' . 

is an i~vestigative report of an 
case. It contains 

• J ' 

2. (U/-- received notification from a random network audit that an · 
.. network user was allegedly composing,sexually.explicit ndence. The audit· 
showed that the inappropriate behavior originated from the profile 
assigned to-· · · 

3. (U/- Between 20 Feb:ruary and 31 March 2014, .. reviewed multiple 
automated network captures of the-profile, which showed its use to 
compose sexually explicit correspondence via Google Mail and Verizon Messenger 
through Internet Explorer. . · · · . . . · 

4. (U/-We determined 'that this matter did not warrant criminal investigation o.r 
· ·additional investigation by us. !The re rt is to aid with your determination of 

appropriate action to take regarding . In addition to the report, we have 
provided a sample of the enClosures the report, which this office maintains. Please 
contact us if you need to view the entire file, but limit access to those who have an 
official need to review it. 

5. {U) Please provide us with report of action tal~en or proposed within. days of 
~memorandum. This s.uspense wi.ll be tracked to completion through the 
--Security lncide~t Report. I will report overdue suspenses at the­
key compqnent meeting. 

I 
I 

I 
I 
I 

I 

f 

I 
.I 
I 
I 
1 
l 



UNCLASSIFIED/ 

SUBJECT: 

Enclosure as stated 

cc: 

UNCLASSIFIED/ 

Computer Misuse Report, 

2 



UNCLASSIFIED/ 

MEMORANDUM FOR 
i 

SUBJECT: OIG Case Number 14-090 Computer Misuse Report, 

REFERENCES: a. (U)- Instruction 8470.2R8, Internet Usage, 9 December 
2009 

b. (U) ~I 8470;3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

Attached is an investigative report of an 
case. It contains ev 

. i - . 

-received notification through.a random network audit that an 
was allegedly composing sexually explicit correspondence. Between . 

and 31 March 2014,.. multi automated network captures 
profile, assigned to , and found it was being used to 

explicit correspondence v1a G ice through Mozilla Firefox. 
' 

3. (U/- We determined that this matter. did not warrant criminal investigation or 
additional investigation by us. i The re rt is to aid with your determination of · 
appropriate action to tal<eregC:trding · 

i 

4. ·. (U/~ In addition to th~ report, we have provided a sample.of the enclosures in · 
the report, which this office maintains. Please contact us if you need to view the entire 
file, but limit access to those who have an official need to review it. 

. . ' 

5. (U) Please provide us with a report of action taken or proposed within. days of 
recei of this memorandum. }his suspense will be tracl<ed.to completion through the 

Security lncide~t Report. I will report overdue suspenses at the-
key component meeting. · · 

I 

l 
I 

i 
I 

I 



UNCLASSIFIED/ 

SUBJECT: 

Enclosure as stated 

cc: 

UNCLASSIFIED/ 

Computer Misuse Report, 

2 



UNCLASSIFIE 

APR 2 5 2014 
MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

' . ' 

REFERENCES: a. (U)- Instruction 8470.2R8, Internet Usage, 9 December 
2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Comrriun,ications, 9 January 2006. 

Attached is ·an investigative report.of an 
case. It contains 

2. (U/-- received notification that an. user was involved in 
potential computer system misuse. The notification was received as a result of a · 
random network audit that .. _perf()_l"_med. The audit showed that the inappropriate 
behavior originated from th-" profile. A review of the network 
account administration record~ showed that this account is assigned to-.. 

3. (U/- Between 30 ber 2013 and 17 February 2014, IIIII performed 
continuous monitoring of computer use via automated network monitoring 
tools. The review revealed that utilized Microsoft Word to produce. 
pages of documentation, single spaced. It appears that-was writing a . 
fictional novel during work hours, producing- individual documents. We ' 
determined that this matter did not warrant criminal investigation or additional · 
investigation by us. The re rt is to aid witl:l your determination of appropriate 
action to take regarding 

i 

4. (U/- In addition to th~ report, we have provided a sample of the enclosures in 
th·e·leport:·which this·officermaintains: Ple·ase contact us if you· need to view the· entire 
file, but limit access to those. who have an official need to review it. 

5. (U) Please provide us with a report of action taken or proposed within. days of 
recei of this memorandum. This suspense will be tracked to completion through the. 

Security Incident Report. I will report overdue suspenses at the­
Key Component meeting. 

I 
. I 

I 

I 
. I 

I 
I 
I 
1 

I 

i 

I 

I 
l 
I 



UNCLASSIFIE 

SUBJECT: 

Enclosure as stated 

cc: 

UNCLASSIFIED/ 

Computer Misuse Report, 

2 

I 
I 

I . 
l 



.,\' 

UNCLASSI 

MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

REFERENCES: a. (U)- Instruction 8470.2R8, Internet Usage, 09 December2009 . . ' ' ' 

I 

b. (U) Ni 8470.3R8, Us~ of Electronic Mail and Other Electronic · 
Comfi1unications, 09 January 2006 · · · 

2. (U/~ .. conducted automated audits of 
inappropriate comments origin from the 
- IM account assigned to 
2013 to 9 January 2014 with the 

3. (U/~ This office maint~ins- full report, including the supporting exhibits. Please 
contact us if.you need to view the entire file, but limit access to those who have an'official need 

·· to review it. Please note that-Administrator redacted. the exhibits for privacy before· 
submission to- i • . 

4. (U/~ We determined thatthis matter did not warrant criminal investigation or additional 
investigation by us. We enclosed the .. report and a sample of the exhibits to aid with your 
determination of appropriate action to take regarding- . . 

5. (U) Please provide us with a 'report of action taken or proposed within of of 
this memorandum. This suspense will be tracked to completion through 

· Security Incident Report. I wiii report overdue suspenses at the -l<ey com pone 
meeting. · i 

I 

I 

l 
. I 

I 
I 
I 

I 

l 
I 
I 
i-



MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

UNCLASSIFIED/ 

MAY 3 0 201~ 

(U) OIG Case Number.14-099, OIG Computer Misuse Notice- Social Media 

a. (U) ~ Instruction 8470.2R8, lntern~t Usage, 9 December 2009 

b. (U) Nl 5505.3R7, Administrative Inquiries 'and Investigations, 
7 August 2007 

2. (U/~ Our review of the social media posting records showed that from 18 January 
posted (actively typing and interacting) to Facebook .. times. to 28 December 2012, 

3. (U) The employee's actions are in violation of Nl 8470.2R8, 9 December 2009, which states that 
personal use of Internet resources should not adversely affect the performance of offic;:ial duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. 

4. ~U/~ This office maintains the full repo.rt of-social media posting records .. that we 
rev1ewed. We have enclosed the first. pages of the~port for. a~ management 
review and action as deemed appropriate. We did not interview the .employee or .-supervisor or 
conduct any further inquiry regarding this issue. 

5. (U) Please furnish us with a report of action taken or planned within. days of your receipt of this 
memorandum: A tasking was established in-to track the suspense. ' 

Enclosure as stated 

cc: 



UNCLASSIFIED/ 

Ill, JUN 0 4 2014 
. MEMORANDUM FOR 

SUBJECT: Computer Misuse Report, 

: . . . . 
·REFERENCES:. a: (U)-Instruction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

i ' 

of a case from the 
It contains evidence 

2. (UI~ ~ received notification from a random network audit that an. user 
allegedly composed sexually explicit correspondence between 26 March and 30 April2014 and 
sent it via Mail and Yahoo Mail: The audit showed the inappropriate behavior originated 
from the profile, assigned to-: 

3. (UI-We determined that this matter did not warrant criminal investigation or additional 
investigation by us. We enclosed the Ill report and a sample of the exhibits to aid with your 
determination of appropriate action to take regarding-· This office maintains­
full report, including the supporting exhibits. Please contact us if ~ou need to view the entire file, 
but limit access to those who have an official need to review it. . · ' 

4. (U) Plea~e provide us with a r~port of action taken or proposed within. 
this memorandum .. This suspense will be tracked to completion through the 
Security Incident Report. I will report overdue suspenses at the- Key 
meeting. · · 

Enclosure as stated 

of 

I 
I 
I 

l 
I 
! 



( 

UNCLASSIFIE 

MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

·· JUN 0 5 2014 

Compuir Misuse Report, 

a. (U) .. Instruction 8470.2R8, Internet Usage, 9'December 
2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

Attached is an investigative report of an 
case. ltcontains 

received notification that a .. system identified as 
was being used to e e in suspected illegal activity. 

occurred from the profile, which is assigned to 
used personal Google email account to send and 

ndividual, identity unknown, with the email address 
The purpose of the correspondence was to solicit the services 

an ual the technical capability to surreptitiously capture the password of a 
personal email account belon to an acquaintance of . Within the 
email correspondence, provided the er:nail address of the target email . 
account along with. to: '~find out if boyfriend is cheating ... find out 
password." . . 

4; (U/-We coordinated with the 

inquired could be 
completed. transaction with the 

was seel<ing:· No further information 
n\ftllliOHl systems and networks, 

declined to open a criminal investigation. so, s m warra 
investigation by us. The re is to aid with your determination of appropriate 
action to tal<e regarding 



\ , 

UNClASSIFIED/ 

SUBJECT: Computer Misuse Report, 

5. (U/- In addition to the report, we have provided a sample of the enclosures in· 
the report, which this office rryaintains. Please contact us if you need ·to view the entire 
file, but limit access to those who have an official need to review it. · · 

~ ' . -

6. (U) Please provide us with a report of action tal<en or proposed within. days of 
of this memorandum .. This suspense will betracl<ed to completion through the 

Security Incident Report. I will report overdue suspenses at the-
component meeting. . ! -

ire additional information, 

Enclosure as stated·. 

cc: 

UNCLASSIFIED/ 

I 

I 
i 

1 

I 

l 
I 
I 
I 
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I 
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MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

UNCLASSIFIED/ 

MAY 3 0 2014 

(U) OIG Case Number 14-106, OIG Computer Misuse Notice- Social Media 

a. (U)., lnstruction_8470.2R8, Internet Usage, 9 December 2009 , 

b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, 
7 August 2007 

2. (U/~ Our re~ social media posting records shows that from 21 February to 
27 December 2012, ~ctively typing and interacting) Facebook ~times. 

3. (U) The employee's actions are in violation of Nl 8470.2R8, 9 December 2009, which states that 
personal. use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. 

4. (U/~ This office maintains the full report of-. social-media posting records that we 
reviewed. We have enclosed the first. pages of th~port for- an~ management 
review and.action as deemed appropriate. We did not interview the employee or-supervisor or 
conduct any further inquiry regarding this issue. 

5. (U) Please furnish us with a report of action taken or planned within. days of your receipt of this 
memorandum. A tasking was established in - to track the suspense .. 

Enclosure as stated 

cc: 

UNCLASSIFIE 

•: 



MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

UNCLASSIFIED/ 

JUN 1 3 2014 . 

(U) OIG Case
1
Number 14-107, OIG Computer Misuse Notice-:- Social Media . 

' 

a. (U)- ln'struction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, . 
7 August 2007 

; 

A review of social media use 

2. (U/- Our re~.' social med. ia posting reco.rds shows that from 12 ~anuary 2012 
to 29 October 2012, ~ctively typing and interacting) Facebook Ill times .. 

3. (U) The employee's actions are in violation of Nl 8470.2R8, 9 December 2009, which states that 
personal use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration al)d frequency, and whenever possible, made during the employee's break 
time; ·· · · · · 

' . 

4.. (U/- This office maintains tile full report of-social media posting records that we 
reviewe~. We have enclosed the first. pages of th~ report for. an~ management 
review and action as deemed appropl-iate .. We did not interview the employee or .supervisor or 
conduct any further inquiry regarding this issue. · 

' 

5. (U) Please furnish us with a repo~ of action taken or planned within. days of your receipt of this 
memorandum. A tasking was es\abli~hed in - to track the suspense. . 

. ! 

Enclosure as stated 
\ 

cc: 

I 
.l 



UNCLASSIFIED/ 

JUN 1 6 2014 

MEMORANDUM FOR 

SUBJECT: (U) OJG Case Number 14-108, OJG Computer Misuse Notice- Social Media 

REFERENCES: a. (U) NGAinstruction 8470.2R8, Internet Usage, ,9 December 2009 

b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, 
7 August 2007 

2. (U/~ Our review of 
2 February 2012 to 27 
Facebook .. times. 

' . 
3. (U) The employee's actions are in violation of Nl 8470.2R8, 9 December 2009, which s,tates that 
personal use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. · 

4. (U/~ This office maintains the full report of-social media posting records 
that we reviewed. We have enclosed the first. pa~ort for. and. 
management review and action as deemed appropriate. We did not interview the employee or. 
supervisor or conduct any further inquiry regarding this issue. / 

5. (U) Please furnish us with a report of action taken or planned within. days of your receipt of this 
memorandum. A ta~king was established in-to track the suspense. 

Enclosure as stated 

cc: 



i 

UNCLASSIFIED/ 

MEMORANDUM FOR MAY 2 0 2Q14 

SUBJECT: Referral of Misuse of- Issued Blackberry, 

REFERENCES: a. (U) NI,8100.1R13 Portable Electronic Devices, 28 April2010 

b. (U) DoD 5500.7 -R Joint Ethics Regulation, Chapter 2, 
Section 301,:a.(2)(d),Use of Government Resources . 

i ' 

' 
c. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic . 
· · . Communications, 9 January 2006 · . . . . 

i . • . 

1. (U/-The- Office of Inspector Gen~OIG) reviewed text messaging records for 
government-issued Blaci<Berrys to determine if-employees were using the devices for official 
purposes only. OIG analyzed records from 1 January 2009 through 31 March 2013. 

. . ~ I ' ' 

3. (U/- engaged in unauthorized use of g~vernment property for unofficial or 
personal purposes and displayed conduct unbecoming a Federal em on 11 July 2010, 31 
Ot::tober2010, and 26 January 2012. Our assessment of BlackBerry text messaging 
records for the period referenced above revealed that sent texts of an inappropriate 
nature. This is in violation of references a, b; and c. . , 

-4.- (U) We have·e~ ofthe. texts for your- review and·action·as-'deemed-appropriate.--We ·---·~··· __ j 
did not interview~ and we did not interview the supervisor or conduct any further inquiry · · 
regarding this issue. · 

5. (U) We request that you inform the OIG of any action tal<en or planned within. days of our receipt 
of this pacl<age. · · 

additional information, please contact-

Enclosure as stated 

cc: 

I 
. 1 

L 
I' 
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UNCLASSIFIED/ 

MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

JUL 1 5 2014 
Computer Misuse Report, 

a. (U) -Instruction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

2. (U/- A review of 
containing sexually expli 
On 17 June 2014, an additional 

e-mail account found. e-mail messages 
were sent to unknown individuals outside of~· 

e-m ails containing sexually explicit language wer~ found in 
e-mail account. 

3. (U/- We determined this matter did not warrant criminal investigation or our additional 
investigation. We enclosed the- report and a sample from the exhibits to aid with your 
determination of appropriate action to take regarding-· This office maintains­
full report, including the exhibits. Please contact us if you need to view the entire file, but limit 
access to those who have an official need to review it. 

4. (U) Please provide us with a report of action taken or proposed within • days of receipt of 
this memorandum. This suspense will be tracked to completion through the -­
Security Incident Report. I will report overdue suspenses at the- Key Components~ 

.meeting. 

Enclosures as stated 

cc: 



UNCLASSIFIED/ 
: 

MEMORANDUM.FOR··········· 

SUBJECT:· 

REFERENCES: 

(U) OIG Cas~ Number 14-144, OIG Computer Misuse Notice -Social Media 

a. (U)- Instruction 8470.2R8, Internet Usage, 9 December 2009 
. I 

/l 
b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, 

?August ~007 · 
! 

1. (U/ A review of social media use by the- Office of Inspector General indicated that 
misused Internet privileges. is 

2. (U/ Our review of the employee's social media posting records showed that from 3 January 
to 29 October 2012, posted (actively typing and interacting) toFacebook- times. 

! 
I 

3. (U) The employee's actions are in: violation of NI8470.2R8, 9 December 2009, which states that 
personal use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. 1 · • · 

4. (U/ This office maintains the full report of social media posting records that we 
reviewed. w~ have enclosed the.~page report for- and. management review and action as 

. deemed appropriate. We did not interview the employee or• supervisor or conduct any further 
inquiry regarding this issue. · 

. . i 
5. (U) Please furnish us with a report of action taken or planned within • days of your receipt of this 
memorandum. A tasking was establ_ished in to track the suspense. · 

I ' 

I 
6. (UI/FOUO) Should you have questions or require additional information, please contact 

Enclosure as stated 

cc: 

(U) 

UNCLASSIFIED/ 



UNCLASSIFIED/ 

MEMORANDUMFORIIIIIIIIIIIIIIIIIIII. 

SUBJECT: (U) OIG·Case Number 14-145, OIG Computer Misuse Notice- Social Media 

REFERENCES: a. (U)- Instruction 8470.2RB, Internet Usage, 9 December 2009 

b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, 
7 August 2007 · 

1. (W A review of soCial media use by the- Office of Inspector General indicated that 
misused •- Internet privileges. is an 

2. '(U/ Our review of the employee's social media posting records showed that from 3 January 
to 14 November 2012, posted (actively typing and interacting) to Social Medi~ Site-
times. 

3. (U) The employee's actions are in violation of NI8470.2R8, 9 December 2009, which states that 
personal use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. 

4. (U/ .This office maintains the full report of social media posting records that we 
reviewed. We have enclosed the--page report for- and• management review and action as 
deemed appropriate. We did not interview the employee or• supervisor or conduct any further 
inquiry regarding this issue. · 

5. (U) Please furnish us with a report of action taken or planned within •. days of your receipt of this 
memorandum. A tasking was established in to track the suspense. · 

6. (U/ Should you have questions or require additional information, please contact 

Enclosure as stated 

cc: 

UNCLASSIFIED/ 



SUBJECT: 

REFERENCES: 

UNCLASSIFIED/ 

(U) OIG Case Number 14-146, OIG Computer Misuse Notice- Social Media 

a. (U)- Instruction 8470.2R8, Internet Usage, 9 December 2009 · 

b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, 
7 August 2007 

1. (U/ A review of social media use by the NGA Office of Inspector General indicated that 
misused Internet privileges. is a 

2. (U/ Our review of the employee's social media posting records showed that from4 January 
to 28 December 2012, posted (actively typing and interacting) to social media sites 
(Facebook and Linkedln)- times. 

. l 

3. (U) The employee's actions are in violation of NI8470.2R8, 9December 2009, which states that 
personal use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. · 

• j 

i 

4. (U/ This office maintains the full report of social media posting records that we 
reviewed. We have enclosed the--page report for- and• management review and action as 
deemed appropriate. We did not interview the employee or• supervisor or conduct any further 
inquiry regarding this issue. ! · . • · • · 

i 

5. (U) Please furnish us with a repo~t of action taken or planned within • days of your receipt of this 
memorandum. A tasking was estab!ished in to track the suspense. 

i . . 

6. (U/ ·Should you have questions or require additional information, please contact 

Enclosure as stated 

cc: 

(U) 

UNCLASSIFIED/ 



UNCLASSIFIE 

MEMORANDUM FOR AUG 1- 2014 

SUBJECT: . (U) OIG Case Number 14~148, OIG Computer Misuse Notice- Social Media. 

REFERENCES: a. (U) .. Instruction 8~70.2R8, Internet Usage, 9 December 2009 · 

b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, 
7 August 2007 · 

2. (U!~ Our review of the employee's social media posting records showed that from 2 February 
to 20 December 2012,- posted (actively typing and interacting) to Social Media Site .. 
~~ . 

3. (U) The employee's actions are in violation of Nl 8470.2R8, 9 December 2009, which states that 
personal use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. 

4. (U/~ This office. maintains the full report' of 
reviewed. We have enclosed the ·-page report for 
deemed appropriate. We did not interview the employee or 
inquiry regarding this issue. · 

so'cial media posting records that we 
.management review and action as 

supervisor or conduct any further 

5. (U) Please.furnish us with a report of action taken or planned within. days of your receipt of this 
memorandum. A tasl<ing was established in -to tracl< the suspense. 

Enclosure as stated 

cc: 

I 
I 
I 



MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

UNCLASSIFIED/ 

AUG 1 ~ 2014 

' -

(U) OIG Cas~ Number 14-149, OIG Computer Misuse Notice- Social Media . 

a. (U) .. lhstruction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, 
7 August 2007 

i > 

Office of Inspector General indicated that 

2. (U/- Our review of the employee;s social media posting records showed that fro~ 3 January . 
to 1'l August 2012,- posted (actively typing ·and interacting) to Facebook .. times. 

' I 
3. (U) The employee's actions are in violation of N18470.2R8, 9 December 2009,which states that 
personal use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. - · · 

4. (U/- This office maintains the full report of 
reviewed. We have enclosed the ·-page report for 
deemed appropriate. We did not interview the employee or 

. inquiry regarding this issue. - ' 

social media posting records that we 
management review and action as . 

supervisor or conduct any further 

-5. (U) Please furnish us with a report of action taken or planned within. days of your receipt of this 
memorandum. A tasl<ing was establ,ished in-to track the suspense: 

Enclosure as stated 

cc: 

I 
I 
! 
I 

I : 

I I . -
I 

I 
j 

I 
J 
I 
I 
I -

- I 
I 

I 

I 
I 
I : 

I 
I-

I 
I 
I 

I 



UNCLASSIFIED/ 

AUG 1- 2014 
MEMORANDUM FOR 

SUBJECT: (U) OIG Case Number 14-150,. OIG Computer Misuse Notice- Social Media 

REFERENCES: a. (U)- Instruction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations, 
7 August 2007, 

2. (U/~ Our review of the employee's social media posting records showed that from 3 January 
to 22 December 2012, - posted (actively typing and interacting) to Facebook ... times. 

3. (U) The employee's actions are in violation of Nl 8470.2R8, 9 December 2009, which states that 
personal use of Internet resources should not adversely affect the performance .of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. · 

4. (U/~ This office maintains the full report of 
we reviewed. We have enclosed the ·-page report 
as deemed appropriate. We did not interview the employee or 
inquiry regarding this issue. 

social media posting records that 
management review and aCtion 

supervisor or conduct any further 

5. (U) Please furnish us with a report of action taken or planned within. days of your receipt of this 
memorandum. A tasking was established in-to track the suspense. 

Enclosure as stated 

cc: 

I 

I 

I 
I, 

I ., 



' 

UNCLASSIFIED/ 

~ trr, 1 M 2014 
MEMORANDUM FOR 

SUBJECT: (U} OIG'Case Number 14-152, OIG Computer Misuse Notice- Social Media 
' 

REFERENCES: ' a. (U} .. Instruction 8470.2R8,1nternet Usage, 9 December 2009 
i 

·b. (U) Nl 5505.3R7, Administrative Inquiries and Investigations,. 
7 August 2007 

• j 

2. (U/~ Our review of the CI'Y\1"\jl n\IC>O'. social media posting records showed that from 3 January 
to 30 November 2012, . posted (active.ly typing and interacting} to Social Media Site .. 
times. 

3. (U) The employee's actions are in1violation ofNI 8470.2R8, 9 December 2009, which states that 
personal use of Internet resources should not adversely affect the performance of official duties, should 
be of reasonable duration and frequency, and whenever possible, made during the employee's break 
time. · 

. I 

4. (U/~ This office maintains the full report of 
we reviewed. We have enclosed the ·-page 
as deemed appropriate. We did not interview the employee or 
inquiry regarding this issue. · · ' 

social media posting records that 
management review and action 

supervisor or conduct any further 

5. (U) Please furnish us with a report of action taken or planned within. days of your receipt of this· 
memorandum. A tasl<ing was established in-to track the suspense. . . · 

Enclosure as stated 

cc: 

I 
I 

J· 

I ,. 
I 
I 
I 



UNCLASSIFIED/ 

MEMORANDUM FOR 

SUBJECT: 

REFERENCES: 

AUG 2 6 201~ 

Computer Misuse Report, 

a. (U)- Instruction 8470.2R8, Internet Usage, 9 December 2009 

b. (U) Nl 8470.3R8, Use of Electronic Mail and Other Electronic 
Communications, 9 January 2006 

Attached is an investigative report of an 
case. It contains 

2. (Uh-- conducted random automated network audits, which revealed 
inappropriate Internet activity associated with the network profile assigned to 
-From 9 September 2013 to 18 July a user into the-account 
repeatedly used profanity, sexually explicit language and racially derogatory comments while 
using the Mozilla Firefox application. 

3. (U/~ In addition to the report, we have provided a sample from the exhibits in the 
report, which this office maintains. Please contact us if you need to view the entire file, but limit 
access to those who have an official need to review it. 

4. (U/~ We determined that this matter does not warrant criminal investigation or 
additional investigation by us. The .. report is to aid with your determination of appropriate 
action to take regarding-· 

5. (U) Please provide us with a report of ac~ion tal<en or proposed within • days of receipt of 
this memorandum .. This suspense will be tracked to completion through the 
Security Incident Report. ·I will report overdue suspense's at the- key com 
meeting. 

u•ca"'" contact 
. Thank you 

Enclosures as stated 

I 
I 

I 

I 
~· 
I 






