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have been advised of this litigation and the allegations in the various complaints in this action
brought against the Verizon Defendants, including the MCI entities.! As described herein,
various classified facts related to the Plaintiffs’ claims are subject to the DNI’s state secrets
privilege assertion. The disclosure of this information, which relates to NSA intelligence
information, activities, sources, and methods, reasonably could be expected to cause
exceptionally érave damage to the national security of the United States. In addition, it is my
judgment that sensitive state secrets are so central to the s_ubject matter of the litigation th'at any
attempt to proceed in the case risks the disclosure of the secrets described herein and
exceptionally grave damage to the national securify of the United States, Through this
declaration, I also hereby invoke and assert the NSA’s statutory privilege set forth in section l6 of
the National Secﬁrity Agency Act of 1959, Public Law No. 86-36 (codified as a note to 50 USC.,
§ 402) (“NSA Act"), to protect the information related to NSA activities described below. The
statements made herein are based on my personal knowledge of NSA activities and operations,

angi on information available toc me as Director of the NSA.

IL. (U) Summary

3. -rs#SHER 2520 C/ANF) This lawsuit implicates several highly

classified and critically importaﬂ NSA intelligence activities and, in particular, || |GG
I ~though Plaintiffs wrongly claim that the NSA
ponducts a dragnet of surveillance of the content of millions of communications sent or received
by people inside the United States, _
|

. ') Any reference to “Verizon” in this declaration includes all Verizon Defendants in
this matter. “Verizon” also specifically includes the MCI Defendants, which are now a part of
Verizon, even though “MCI” may at times be referenced separately.
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13.  ¢S) The NSA’s SIGINT responsibilities include establishiﬂg and operating an
effective unified organization to conduct SIGINT activities Iset forth in Executive Order No.
12333, § 1.12(b), as amended. In performing its SIGINT mission, NSA has developed a
sophisticated worldwide SIGINT collection network that acquires, among other things, foreign
and international electronic communications and related information. The technological
infrastructure that supporis the NSA's foreign intelligence information collection network has
taken years to develop at a cost of billions of dollars and untold human effort. It relies on
sophisticated collection and processing technology.

14.  (U) There are two primary reasons for gathering and analyzing foreign
intelligence information. The first, and most important, is to gain information required to direct
U.S. resources as necessary to counter external threats. The second reason is to obtain
information necessary to the formulation of U.S. foreign policy. F oreign intelligence
information provided by the NSA is thus relevant to a wide range of important issues, including
military order of battle; threat warnings and readiness; arms proliferation; international terrorism;
and foreigﬁ aspects of international narcotics trafficking.

15.  €8) The NSA’s ability to produce foreign intelligence information depends on its
access to foreign and intemational electronic communications. Foreign intelligence produced by
COMINT activities is an extremely important part of the overall foreign intelligence information
available to the United States and is often unobtainable by other means. Public disclosure of
either the capability to collect specific communications or the substance of the information
derived from such collection itself can easily alert targets to the vulnerability of their
communications. Disclosure of even a single communication holds the potential of revealing

intelligence collection techniques that are applied against targets around the world. Once alerted,
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17.  (U) On September 14, 2001, the President declared a national emergency “by
reason of the terrorist attacks at the World Trade Center, New York, New York, and the
Pentagon, and the continuing and immediate threat of further attacks on the United States.”
Proclamation No. 7463, 66 Fed. Reg. 48199 (Sept. 14, 2001), The United States also
immediately began plans for a military response directed at al Qaeda's training grounds and
haven in Afghanistan. On September 14, 2001, both Houses of Congress passed a Joint
Resolution authorizing the President “to use all necessary and appropriate force against those
nations, organizations, or persons he determines planned, authorized, committed, or aided the
terrorist attacks‘f of September 11. Authorization for Use of Military Force, Pub. L. No. 107-40
§ 21(a}, 115 Stat. 224, 224 (Sept. 18, 2001) (“Cong. Auth..”).‘ Congress also expressly
acknowledged that the attacks rendered it “necessary and appropriate” for the United States to
cxe1;cise its right “io ﬁrotect United States citizens l_aofh at home and abroad,” and acknowledged |-
in particular that “the President has authority under the Constitution to take action to deter and
prevent acts of intemational terrorism against the United States.” Id. pmbl.

18. (U} As the President made clear at the time, the attacks of September 11 “created
a state of armed conﬂi(;t.” Military Order, § 1(a), 66 Fed Reg. 57833, 57833 (Nov. 13, 200 1)..
Indeed, shortly after the attacks, NATO took the unprecedented step of invoking article 5 of the
North Atlantic Treaty, which provides that an “armed attack against one or more of [the parties]
shall be considered an attack against them all.” North Aflantic Treaty, Apr. 4, 1949, art. 5, 63
Stat. 2241, 2244,34 UN.T.S. 243, 246. The President also determined that al Qaeda terrorists
“possess both the capability and the intention to undertake further terrorist attacks against the
United States that, if not detected ar_ld prevented, will cause mass deaths, mass injuries, and

massive destruction of property, and may place at risk the continuity of the operations of the
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73.  (FS/SHFSPHOCHNE) The capability provided by meta data analysis may be
illustrated by an example of when this tool was not utilized. Accordingto the 9/11 Commission
report, when Khalid al-Mihdhar, one of the 9/11 hijackers, was in the United States from January
2000 to June- 2001, he telephoned the home of his wife’s farnily in Yemen. The phone number
for this home in 'Yemen had well-established terrorist connections® and was being targeted by
the NSA through an overseas collection process that did not have the capability to obtain meta
data to help idenﬁfy thg location of incoming calis. At the time, there was no FISA collection on

this number, and neither the TSP program, under which the NSA targeted one-end foreign calls

2 CES4SU/ANE) In August 1998, the number was found in the pocket of one of the

would-be Kenian Embassi bombersl who had fled the bomb-ladened vehicle at the last minute.
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_ The Order also provides that a telephone number believed to be used by a U.S.

person shall not be regarded as associated with || [ AR

solely on the basis of activities that are protected by the First Amendment. The FISC Pen
Register Order authorizes the use of a pen register and trap and trace device to collect Internet

meta data{ |} SN o- similar terms. Disclosure of these facts would revea.lJ

sensitive sources and methods utilized by the NSA to obtain data utilized to track ||| I
and contacts o A
79.  (FS/SHHOCHNE) The intelligence activities authorized by the FISC Pen Register

and FISC Telephone Records Orders must not be compromised by the disclosure of other

information, For example, as discussed above, the disclosure of | | | NN

BN Thus, any attempt to address the lawfulness of the meta data activities under
Presidential authorization prior to the FISC orders could not disclose, or ri sk disclosure of,

current NSA operations under FISC Orders.

23

crs/+#ST-JR/©€/NF) For this reason, the FISC Telephone Records Order and
FISC Pen Register Orders prohibit any person, * from disclosing
to any other person that the NSA has sought or obtained the telephony meta data, other than to

(2) those persons to whom disclosure is necessary to comply with the Order; (b) an attorey to
obtain legal advice or assistance with respect to the production of meta data in response to the
Order; or (c) other persons as permitted by the Director of the FBI or the Director’s designee.

The FISC Orders further provide that any person to whom disclosure is made pursuant to {a), ),

or (c) shall be subject to the nondisclosure requirements applicable to a person to whom the
Order is directed in the same manner as such ierson. _
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