This document is made available through the declassification efforts
and research of John Greenewald, Jr., creator of,

The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
released by the U 5. Government & Military.

Discover the Truth it http//www.theblackvault.com



http://www.theblackvault.com

20

PRI

than two dcgrceq of separation from the target, NSA analysts determined that it was not

-Telephony and Internst

l\ﬂetadata Co!lection and Analyszs

b : ' ‘
had the capabthty 1o collect bulk telephony and Internet metadata
befme the PSP, collection was limited becatise the NSA wasnot authorized to collect
metadata from a wire inside the United States without a court .order when one end of the.
communication was in the United States. NSA. could "chain® to, but not through, domestic.
selectors. Access to large amounts of metadata is required for effective contact chainin, 2,
and the PSP increased the data available to NSA. analysts and allowed-them to perform:
more thomugh contact chaining.

Although NSA analysts could search bulk-collected metadata under

the PSP the analysts' searches were limited to targets that were approved under the
standards set forth in the Presidential Authorizations. As such, only a small fraction of the
metadata collected under the PSP was ever accessed. In August 2006, the NSA estimated
that 0.000025 percent of the telephone records in the PSP database (or ene of eyery
fourmillion records) could be expected to be séen by NSA analysts through chaining

tclephone numberor Internet communication address—in a specnahzed metadata analysis
tool wluch searches the metadata aud 1denhﬁes contacts betwcen the selectm and other
aph is

Although the Presidential Authouzatxons did not plohlblt chammor more\-

analytically useful to do so.

~(FSHSEANE) An automated process was created to alert and automatically chain new
and potentially reportable telephone numbers using what was called an “alert list.”




TEHSHANE-When NSA persomnel identified erroneous metadata collection—usually
caused by technical problems or inappropriate application of the authorization—they were
directed to report the violation or incident thidugh appropriate channels and to delete the
Gollection froin all NSA databases. NSA reported three such violations early in the

program and took measures to correct them, ‘

(U) NSA Reporting From the

President’s Surveillance Program

PSP 'in,fonnatiou‘wa.s-s‘dissenﬁnatedlin-t'ypes of repotts;
ided metadata analysis: content reports . which provided NSA analysis

HﬁP

Tippers were sent to the FBlandihe UIA by e-nail.on-a.
k. Some tippers contained "tear ling" information that
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(U) NSA Managerial Structure and Oversight
of the President's Surveillance Program

—(5/F- Analysis and reporting associated with the PSP was conducted within SID at
NSA's Fort Meads, Maryland headquarters. PSP activities were not conducted at NSA
field sites. The Director and Deputy Director of NSA exercised senior operational control
and authority over the program. The individual who was SIGINT Director in 2001 told us
that, aside from ensuring that the PSP had appropriate checks and balances, she left direct
management of the program to the NSA Director, the Deputy Director, and the Office of
General Courisel. She noted that Hayden took personal responsibility for the program and
managed it carefully.

STy By 2004, specific managerial authorities concerning PSP collection, analysis,
and reporting activities had been delegated to the SIGINT Director. The SIGINT Director
further delegated managerial authority to the PSP program manager and mission execution
responsibilities to the Chief of the CT Product Line. The PSP program manager position
was restructured to provide the incumbent authority and responsibility for oversight of PSP




act1v1ty acms's SID, and the PSP program manager was provided additional staff, Overthe
life of the programi, there were five PSP program managers, who reported directly tothe
SIGINT Director-or the Chief of the CT Product Line.

{U) NSA PSP Costs From FY 2002 through FY 2006

(dollars.in thousards, personnel costs notincluded)

(U). NSA Management Controls to Ensure
Gompliance With Presidential Authorizations
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—(S#NF} The NSA General Connsel was: read into the PSP on4 Octobel 2001 the day
the first Presidential Authorization was signed. On 6 October,2001, the General Counsel
provided Haycleu and his deputytalkmg points for use in briefing NSA personnel on the
new program's authorities, The talking points included the fact that Hayden had directed.
the NSA Gereral Counsel and the NSA Associate General Counsel for Operatiots to
review and oversee PSP activities. The NSA Associate General Counsel for Operatlous
provxded most of the program-oversight before the NSA IG wasread into the PSP in
August 2002. The Associate General Counsel for Operations-oversaw program
imiplementation, reviewed proposed target packages for compliance with the
authorizations, and coordinated program-related issues with- Dol.

(U) NSA Inspector General Oversight
of the Program

~£S/ANE)-The NSA IG and other NSA Ofﬁce of Inspector General pmsonnel were read
into the PSP beginning in August 2002, Over the life of the program, the NSA IG
conducted;

o Three investigations in response to specific incidents and violationg of the:
Presidential Authorizations to determine the cause, effect, and remedy.

o Tenteviews to defermine the adequacy of managenient controls to ensure:
coinpliance with the authorization and related authorities, assess the.
mitigation of risk associated with program activities, and identify
impediments to meeting the requirements of the authorizations.

L IEY-Ten of the NSA 1G reports included a total OfEI ecommendations o
NSA ma.nagement to strengthen internal controls and procedures overthe PSP. The NSA
1G identified no intentional misuse of the PSP. Significant findings from NSA IG reviews
of the PSP include the following:

o I 2005, the NSA IG found.errors when comparing records of domestic
telephone and communications selectors approved for PSP content
collection with selectors actually on collection. The errors included
selectors that were not removed from collection after being detasked,
selectors that were not put on collection when approved, and selectors that
were mistakenly put on collection due to typographical errors. NSA
management took steps to correct the errors and establish procedures to
reconcile approved selectors with selectors actually on collection.

o During a 2006 review, the NSA IG found that all items in a randomly
selected sample of domestic selectors met Presidential Autharization
criteria. Using 4 statistically valid sampling methodology, the IG
concluded with 95 percent confidence that 95 percent or more of . domestic




selectors tasked for PSP content- collectlon were linked to al-Qa’ida, its .
associates, or international terrorist threats inside the United States.

SHNFY- In- addition to NSA IG report recommendations, inMarch 2003, the NSA. [G
rccommended to Hayden that he report violations of the Presidential Authorizations to the

President, The NSA.IG prepared (g Presidential notifications for the NSA Director

concerning violations of the authorizations,

SHAEY-Beginning in January 2007, violations involving collection activities
conducted under PSP authority as well as violations related to fortmer PSP activities that
were operating under FISA authority were reported quarterly to the President’s Intelligence
Oversight Board, through the Assistant to the Secretary of Defense for Intelligence

2004; thered it was nof: poss1ble to-determine the exact nature and extent of the
collection. NSA OIG will close 6ut this incident in its upcoming report to the President’s
Intelligerice Oversight Board.

—(&"—S#SWFTDH 15 January 2009, the Dol reported to the FISC that the NSA had
been using an "alert list" to compare FISA~authorized metadata against telephone numbers
agsociated with counterterrorism targets tasked by the NSA for SIGINT collection. The
NSA. had reported to the FISC that the alert list consisted of telephone numbels for which
NSA liad deterniined the existence of a reasonable, artjculab niciorn that the.
were related to a terrorist or gamzatwn associated withj
Tni fact, such a détermination had not been made for the majority
alert list. The NSA IG reported this incident to the President’s Intelhgence Ovemwht
Board; and has provided updates as required. The alert list and a detailed NSA 60-day
review of processes related to the business records FISC order were the subject of several
recent submissions to the FISC and of NSA briefings to the Congressional oversight

committees.

(U) Access to the President’s Surveillance Program

D5,
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V) PSP Cumulative Clearance Tofals
(as'of 17 January 2007)

3-Kiiowledge of the PSP was strictly controlled and limited at the express
duectmn of the ‘White House. Hayden eventually delegated his PSP clearance apploval
authority for NSA, FBI, and CIA operational personnel to the NSA. PSP program manager,

Hayden was required to obtain approval from the White House to clear members of

Congress, FISC Judges, the NSA IG, and othets.

LSLAEY- The NSA 1G was not read into the PSP until August 2002. Accor ding to
the INSA Genetal Counsel at the time, the Prasident would not allow the IG to be briefed
prior to ,‘t,hat d},a,ta; Although Hayden did not recall why the IG had not been cleared
earlier, he thought that it would have been inappropriate to clear him when the length.of
the program was unknown and before operations had stabilized. By August 2002,
Hayden and the NSA General Counsel wanted to institutionalize PSP oversight with the
involvement of the NSA-1G. Hayden recalled having to "make a case" to the White
House to have the NSA IG read in. The ODNI IG found that ODNI oversight of the PSP
was limited by ODNI oversight personnel not being provided timely access to the

program,
(U) Congressional Briefings on the Program

—~FSHSHA~On 25 October 2001, Hayden condueted a briefing on the PSP for the
Chairman and the Ranking Member of the House Permanent Select Committes on
Intelligence, Nancy P. Pelosiand Porter J. Goss; and the Chairman and the Vice Chatrman
of the Senate Select Committee on Intelligence (SSCI), D, Robert Graham and
Richard C. Shelby. Between 25 October 2001 and 17 January 2007, Hayden and currerit
NSA. Director-Alexander, sometimes supported by other NSA personnel, conducted




49- bueﬁngs to members of Congress and their staff, Hayden told us that during the many

PSP briefings to members of’ Congress, 110 one ever suggested that the NSA shiould stap the

program. Hayden emphasized that he did more than just “flip through slides” during the

vbneﬁncs which lasted as long as attendees had questions. .

{U) Foreign Intelligence Surveillance Court
Briefings on the Program

s ; On 31 January 2002, the FISC Presiding Judge Royce Lamberth
became the j:nfst member of the coult to be 1ead nto the PSP He was bnefed on the

attended by Ashcrott, Hayden, Mueller, Yoo and Bakcr

—CESHSHHOEATD-Asheroft provided Lamberth a brief summary-of the President’s
decision to create the PSP, and Ashcroft stated that he had detérmined, baséd upon the

advice of John Yoo, an attorney in Dol’s Office of Legal Cotinsel (OLC), that the
President’s actions were lawful under the Constitution, Ashcroft also emphasized to
Lambetth that the FISC was not being asked to approve the programi. Following
Ashcroft’s summary, Hayden described for Lamberth how the program functioned

operat1ona11y, Yoo discussed legal aspects of the program, and Baker proposed procedures
for handling international terrorism FISA applications that contained PSP-derived
information. Fof the next four months, until the end of his term in May 2002, Lamberth
was the only F ISC judge read into the PSP,

H5-Judge Colleen Kollar-Kotelly succeeded Lamberth as the FISC
PLGSldlng Iudge and was briefed on the PSP on 17 May 2002, The briefing was similar in
forrn and substance to that provided to Lamberth. In response to several questions from
Kollar-Kotelly about the scope of the President’s authority to conduct warrantless
surveillance, Dol prepared a letter to Kollar-Kotelly, signed by Yoo, that, according to
Kollar-Kotelly, “set out a broad overview of the legal authority for conducting [the PSP],
but did not analyze the specifics of the [PSP] program.” The letter, which Kollar-Kotelly
feviewed at the White House but was not permitted to retain, essentially replicated Yoo's
2 November 2001 memorandum regarding the legality of the PSP. Kollar-Kotelly was the
only sitting FISC judge read into the PSP until January 2006, when the other FISC judges

were read irL.
%@%Bﬂcer was rcad mto the PSP only after he came upon “stiange,
unattributed” language in, sugoested the existence of a

Tnis su successor- DoJ IG believes that not ving QIPR

y N
officials and menibers of the FISC read mto the PSP, while program-derived information
was being disseminated as investigative leads to the FBI and finding its way into FISA
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applications, put.at risk the DoJ’s important rélationship with the FISC, The DoJ IG agrees

with Baker’s assessment that, as the goverinient’s representative before the FISC, good

relations between the DoJ and the FISC depend on candor and transparency.

(U) FBI Participation in the
President’s Surveillance Program

"SHSHAE)- As a user of PSP-derived information, the FBI disseminated leads——
t1ppers-—-to FBI field offices. Tippers primarily consisted of domestic telephone numbers
and Internet communications addresses that NSA analysts had determined through
metadata analysis were connected to individuals involved with al-Qa’ida or its affiliates.
Domestic telephone munbers represented the: overwheliming majority of PSP-derived
information contained in tippers. Tippers also provided information derived from.content
collection undel the PSP.

' fF7 The FBI’s principal objective during the éarliest months.of the PSP was
to dlssemmate - program information to FBI field offices for 1nvest1gat10n while protecting
the source of the information and the methods used to collect it. The FBI initially assigned
responsibility for this to its Telephone Analysm Unit (TAU), which developed procedures bl b3
to disseminate information from NSA’s gports in a non-compartmeited, Secret-level b7:E ’
formiat. The result Electrotiie. Communications (ECs) included
restrictions on how the information could be‘used, i.e., FBI field offices were to use the
information “for lead purposes only” and not use the information in legal or judicial
proceedings.
8/ The FBD’s participation in the PSP evolved over time as the program became
lessa temporaly response to the September 11 altacks and more a permanent survéillance
ve the cffectwe ess of ipation in the program, the FBI
(€ : to manage its involvement in the
PSP, InF e PBI assigned a team of FBI personnel—"Team 10"—to work
full-time at the NSA to manage the FBI’s participation in the program.

eam 10°s primary responsibility was to-disseminate PSP information
| ECs to FBI field offices for investigation or other purposes. However,
eam 10 began to participate in the PSP in other ways. For example, Team 10 bl, b3,
occasionally submitted telephone numbers and Internet communications addresses to the b7E
NSA to be searched against the bulk metadata collected under the PSP. The NSA
conducted independent analysis to determine whether telephone numbers or Internet
communications addresses submitted by Team 10 met the standards established by the
Presidential Authorizations. Tearn 10 also regularly contributed to NSA’s PSP process by
reviewing draft reports and providing relevant information from FBI databases.

-5/ FBI fie
by Team 10 vnder th
EC assigned—"action,

bl, b3,
b7E

not required to investigate every tipper
roject. Rather, the type of lead that the|
discretionary,” or "for information"—drove the field office’s

bl, b3,
b7E




response to a tipper.® The vast major estigative activity related to PSP
information involved responding to elephone number tippers that assigned

action leads. Team 10 gener ally agsigned action leads for telephone numbérs that were not
already known to the FBI or telephone numbexs that Team 10 otherwxse deemed a high

leads instructed field offices to obtain subscriber mformatlon for the telephone: numbers b7E

-wlthm 1ts JIll‘lSdlCthll and to conduct any "logical investigation to determine terrorist
;" Some agents complained that action leads lacked guidance about how to
nake usc of the t1ppels which was of patticular concern because agents were not confident
f |communications provided sufficient predication to open natlonal security

es to FBI procedures in 2003 addressed some FBI agents'
| FBI Headquarters assumed vesponsibility from field offices

b1, b3,
b7E

that created anew category of investigative activity called a "threat assessment.”" Under a
threat assessment, FBI agents are authorized to investigate or collect 1nf01mat10n on
individuals, groups; and organizations of possible investigative j out opening a
prelivainary or full national secutity investigation. Beg1rm1n | action leads
8si etadata tippers instructed field offices to conduct threat
assessments and advised that FBI headquarters would issue NSLs to ebtain subscriber

information.

~SHAE)- In general, an FBI threat assessment involved searching several FRI, public,
and coimmercial databases: for information about the tipped telephone number, and
requesting that various state and local government ertities conduct similar searches.
Somietimes these searches identified the subscriber to the telephone number before FBI
Headquarters obtained the information with an NSL. In otlier cases, the threat assessments.
continued after the field office received the NSL results.

eads frequently were closed after conducting a threat
assessment interview with the subscriber and determining that there was no nexus to
terrorism or threat to national security. In other cases, the leads were closed based solely
on the.results of database checks.

—5HNE- Beginningf FBI field offices were required to report the
results of their threat assessments to eadquarters, FBI field offices typically reported bl, b3, b7E
all of the information that was obtained about the tipped telephone numbers, including the
details of any subscriber interviews, and then stated that the office had determined that the

bl, b3, b7E

45/ED An action lead instructs an FBI field office to take a particular action in response. A discretionary lead
allows the field office to make a determination whether the information provided warrants investigative action. A
field office is not expected totake any specific action on a for information lead.
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telephonc number did not have a nexus to terrorism and considered the lead closed. Much
less ﬁequanﬂy, field offices reported that a preliminary’ mvestlgatmn was opened.
Regardless of whether any links to international terrorism were identified in a threat
agsessment, the results of the threat assessments and the information that was collected
about subscribers generally were reported to FBI hieadguarters and uploaded to FBI
databases.

Uy CIA Participationin the
President's Surveillance Program




i

i

i
|
i
|

31



32

{SHAMEY The ODNI IG found that the ODNI’s primary role in the PSP was the
p1epa1at1011 of the threat assessments that sumimarized the al-Qa'ida threat to the United
States and were used to-support periodic reguthorization of the program. The ODNI IG
found that the threat assessments were drafted by experienced NCTC personnel who
plepaled the documents in a memorandum style following an established Dol format. The

ODNI G also determined that the ODNI threat assessments wete prepared using

evaluated intelligence iriformation chosen from a wide variety of IC sources. ODNI
personne] said thaﬁ during the period when the ODNI prepared the threat assessments, the.
IC had-aceess to fully evaluated intelligence that readlly supported an assessment that

‘al-Qa ida remained.a significant threat to the United States.

-(5#A)- The NCTC analysts said that they handle NSA surveillance information,
including PSP information, consistent with the standard rules and procedures for handling
NSA intelligence information including minimization of U.S. person identities. On those
occasions when the NCTC analysts knew that a particular NSA intelligence product was
derived from the PSP, the analysts told us they reviewed program information in the same
manner as otlier incoming NSA intelligence products. If appropriate, NCTC analysts then
incorporated the PSP information into analytical products being prepared for the Director
of National Intelligence (DNI) and other senior intelligence officials. They identified the
President's Terrorism Threat Report and the Senior Executive Terrorism Report as
examples of the types of finished intelligence products that would, at times, contain PSP

information,




(U) The President's Surveillance Program '
and the Forelgn Intelligence Surveillance Court

—{TS#S—L%JF} DoJ, initially with the FISC’s.concurrence and later at the coust’s
direction; developed and implemented procedures—referred to as “scrubbing”™
proceduresw—to account for and make the court aware of instances when PSP-detived
information was included in FISA. applications. Lamberth required that all FISA.
applications that contained PSP-derived information, or that would result in simultaneous
collection against paltlculal targets under both the PSP and a F I’SC order, be filed with him
only. Baker toldus that Lambeérth wanted to be informed of applications that coniained
PSP information and of dual coverage situations. According to Baker, the scrubbing
procedures were a means of meeting his ethical duty of candor to the FISC without
disclosing the existenice of the PSP to uncleared judges.

—@S#SEﬁN*F-)— DoJ effectuated the scrubbing procedures by ¢conipiling lists of
information contained in initial and renewal FISA applications that was atiributed to the
NSA aid ofall facilities targeted for electronic surveillance in the applications. These lists
were-sent to the NSA to deterniine whether any of the NSA-attributed information was
PSP-derived and whether any of the facilities also were targeted under the PSP, The NSA.
cemmunicated the results back to DoJ, which then filed the applications with the FISC
consistent with the scrubbing procedures.

—LLSHSEATY Kollar-Kotelly continued the procedures that had been developed by
Balker and agreed to by Lamberth for handling FISA applications that confained PSP-
derived information. However, Kollar-Kotelly required Dol to excise from FISA
applications.any information obtained or derived from the PSP. But Kollar-Kotelly also
instructed Baker to alert her to any instances where an '1pphcat10n s basis for the requisite
probable cause showing under FISA was weakened by excising PSP information. Tn such:
cases, Kollar-Kotelly would then assess the application with the knowledge that additional
re'levant information had been excised.

: : Kollar-Kotelly also instructed DoJ to discontinue the practice
emiploved undor Lamberth of including in applications a descriptive phrase associated with

. £as a'means ol mdicating that ractities targeca applications were b7E
gL r the PSP. Baker told us that while Kollar-Kotelly understood that
instances of dual coverage would occur, she did not want to appear to judicially sanction

PSP coverage.

In March 2004, Kollar-Kotelly was informed of operational changes
made to thc PSP following a dispute between DoJ and the White House about the legal
basis for certain aspects of the program. Kollar-Kotelly responded by imposing an
additional scrubbing requirement to further ensure, to the extent possible, that PSP-derived
information was not.included in FISA applications. The FBI, in coordination with Dol and
NSA, was to determine whether a facility included in a FISA application—uot just a
targeted telephone number or Internet communication address——also appeared it a PSP
report. Kollar-Kotelly permitted any such facility to remain in the application if it could be

272
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demonstrated that the FBI had developed, independent of the PSP, an investigative interest
in the facility, or that the F Bl inevitably would have identified thie facility in question
through normal investigative steps. An OIPR official who was responsible for discussing

such cases with Kollar-Kotelly told us that the judge generally accepted Dol’s assessment
that there was a non-PSP investigative basis for a facility in question, or that the facility

inevitably would have been discovered even in the absence of PSP-derived leads to the
FBIL

€8/ -Tmplementing the scrubbing procedm es, both under Lamberth and Kollar-
Kotelly, was a complicated and time-consuming endeavor for OIPR staff, Baker, who
until March 2004 was the only individual in OIPR read into the PSP, found himself having
to agk OTPR attorneys to compile information about their cases,.and sometimes to make
changes to their FISA applications, without being able to provide.an explanation other than
that he had spoken to the Attomey General and the FISC about the situation. Baker
ngulat ly told attorneys that they did not have to sign applications that they were not
comfortable:with, and, in some instances, international teirorism cases had to be reassigned
for thisweason:

-GS#NB- The situation was further complicated by the fact that, until August 2003,
only one of tlie two Dol officials anthorized by statute to approve FISA applications—
Attorney General Asheroff and Deputy Attorney General Larry Thompson—was read into
the PSP. Thompson, who served as Deputy Attorney General from May 2001 to August

2003, was never read into the PSP, despite Ashcroft’s request to the White House.

T ¥ Similarly, Kollar-Kotelly; who by November 2004 was handling
appmxmiate 51 |percent of al] FISA applications as a result of her requirement that
scrubbed applications be filed with her only, made unsuccessful requests for additional
FISC judges to be cleared forthe program. Kollar-Ketelly decided in November 2004 that
inwview of the serubbing procedures that were in operation, international térrorism FISA

ap_‘pli_‘cations could be decided by other judges based on the information contained in the

applications.

—CESHSHAEY Dol, together with the FBI and the NSA, continue to apply the
scrubbing procedures to infernational terrorism FISA applications. Since January 2006,
all members of the FISC have been briefed on the PSP and all of the judges liandle
applications that involve the issue of PSP-derived information. Although compliance with
the scrubbing procedures has been burdensome, we did not find instances when the
government was unable to obtain FISA surveillance coverage on a target because of the
requirement, However, the DoJ IG concluded that once the PSP began to affect the
finetioning of the FISA process, OIPR and the FISC effectively became part of the PSP*s
operations, and more OIPR staff and FISC judges should have been read into the PSP to
addrgss the impact. Instead, access to the PSP was limited for years to a single OIPR
official and one FISC judge.




Uy Diiscbve’ry Issues Associated Wiih
the President's Surveillance Program

(D))

o4 was aware as eaily s that information collected

{/NEY. No Dol attorieys. with terrorism prosecution respofisibilities were read into
the PSPumtil mid-2004; and as-a result, DoJ did not have access to the advice of attorneys
who were best equipped to identify and examing discovery issues associated witli the PSP,
The Do IG believes ince thep, Dol has taken stens to res ond -

miust re-examine past cases to see whether potentially digcoverable but undisclosed
Riile 16 or Brady material was collected by the NSA, and take appropriate steps to ensure
that it has complied with its discovery obligations in such cases. The DoJ IG also
recommends that DoJ, in coordination with the NSA, implement a procedure to identify
PSP-derived information that may be associated with international terrorism cases
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cuirrently pending or likety to be brought ini the future and evaluate whether such
information should be disclosed in light of the govemment’s: discovery obligations under

Rule 16-and Braciy.

(U) LEGAL REASSESSMENT OF THE
PRESIDENT'S SURVEILLANCE PROGRAM (2003 - 2004)

: Yoo was.the. sole OLC attorney who advised Asheroft and White Hovise
ofﬁ01als on the PSP from the program’s inception in October 2001 through Yoo’s
remgnatlon from DoJ in May 2003. Upon Yoo's. departure, Patrick Philbin was selected by
the. Wlnte House to'be. read into the PSP to assume Yoo's role as advisor to the Attorney
General concerning the program.

(TS, B-Philbin told us that when he reviewed Yoo's legal memotrandums about
the: PSP he reahzed that Yoo had omitted from his analysw any reference to the FISA
provisiot allowing the interception of electronic commimications without 4 warrant for a
peuod of 15 days following a Conglesswnal declaration of war. (See 50U.8.C. §1811)
P]:ulbm stated that Yoo’s OLC oplmons were p:remlsed on the assurnpt'on that FISA d1d




Phtlbm also 1eo"on1.1‘nended that a new OLC memorandum assessmg tl1e 1egahty of the PSP
be drafted, and with Asheroft’s concurrence he began drafting the niemorandum.

(U). ANew Legal Basis for the Program Is Adopted

£S/AME). Goldsmith was sworn in as thie Assistant Attomey General for OLC on

6.October 2003, replacmg Bybee, who had left that position several months earlierto serve.

as 3 judge on the U.S. Coutt of Appeals for the Ninth Circuit, Philbintold us thathe
pressed hard to have Goldsmith read into the PSP, and that Addington told Philbin he
would have to justify the request before Addingior would take it to the President for a.
decision. Addington subsequently read Goldsmith into the program on

17 November 2003.
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judicial authorization, and did not fall within any of the exceptions to this requirement.

Goldsmith later wmte in a-6 May 2004 legal memorandum reassessing the legality of the
program thata proper analysis of the PSP “must not consider FISA in isolation” but rather.
must consider whether Congress, by authorizing the use of military force against al-Qa’ida,
also “effectively exempts” such surveillance from FISA. Goldsmith believed that this
reading of the AUMEF was correct because the AUMF authorized the President to use “all
necessary and appropriate force” against the enemy that attacked the United States on

11" September 2001, and to “prevent any future acts of international terrorism against the
United States” by such enemy—authority that has long been recognized to include the-use
of SIGINT &s a military tool. Alternatively, Goldsmith reasoned that even if the AUMF

did not exemipt surveillance under the prograin from the restrictions. imposed by FISA, the

question was sufficiently ambiguous to warrant the application of the doctrine of




reassessmeut and 1ts pote11t1a1 ramifications for the operahon of the p100ram Goldsmmh
advised Ashcroft that, despite concerns about the program, Ashcroft should certify the:

9 December 2003 Presidential Authorization, Goldsmith later advised Asheroft to certify
the 14 January 2004 authorization as well. ‘Goldsmith told us that he made these
recommendations to Ashcroft with the caveat that although he belicved.Yoo’s
memorandums to be flawed, Goldsmith had not yet concluded that the program itself was

illegal.

(U) Department of Justice Officials Convey
Concerns About the Program to the White House

{TSHSUAE- Tn December 2003, Goldsmith and Philbin met with Addington and
Gongzales at-the White Flouse fo exptess their growing conceins about the legal
underpinnings for the program. Goldsmith said he told them that OLC was not sure the
program could survive in its current form. According to Goldsmith’s contemporaneous
notes of these events, these discussions did not contemplate an mtenuptlon of the program,
although the White House officials represented that they would “agree to pull the plug” if
the. problcms with the program were found to be sufficiently serious. Goldsmith told us
that the White House—iypically through Addington—told him “several times” that it
would half the program if DoJ found that it could not bé legally suppoited.

~(FSHSHAEY On 18 December 2003, -Goldsmith met again with Addmgton and
Gonzales and wrote in his notes that during this meeting he conveyed with “more force”
his “serious doubts and the need to get more help to resolve the issue [as soon as
possible].” Goldsmith told us that during this meeting he also asked to haye Deputy
Attornéy Geiieral Comey read into the program. According to Goldsmith’s notes,
Addington and Gonzales “bristle[d]” at that suggestion. Goldsmith told us that he
requested that Comey be read in because he believed he would need Coriey's assistance to
help “make the case” to the White House that the program was legally flawed. In addition,
he said he wanted Comey read in because, as the Deputy Attorney General, Comey was
Philbin’s direct supervisor.

~{ESHSHAEY Goldsmith’s efforts to gain the White House’s permission to have
additional attorneys, and especially Comey, read into the program continued through
January 2004. According to Goldsmith’s notes, both Addington and Gonzales pressed
Goldsmith on his reason for the request and continued to express doubt that additional DoJ
personnel were needed. However, in late January 2004 the White House agreed to allow
Comey to be read in, and Comey was briefed into the PSP on 12 March 2004 by Hayden.




~5HE) - After his briefing, Comey discussed the program with Goldsmith, Phllbm
and other DoJ officials, and agreed that the concerns with Yo0’s legal analysis were well-
founded.’2 Comey told us that of particular concern to him and Goldsmith was the notion
that Yoo’s legal analysis entailed ignoring an act of Corigress, aid doing so without full
Congtessional notification.

(U) Conflict Between the Department.of Justice
and the White House Qver the Pragram

(U) Comey told us that he met with Ashcroft for luncl.on 4 March- 2004 to discuss
tlie PSP; and that Ashctoft agreed with Comey and the-other DoJ officials’ assessment of
the potential Iegal problems with the program. Three hours.after their lunch meeting,
Asheroft became ill and was admitted to the George Washington University Hospital.' On
5 March 2004, Goldsmith advised Comey by memorandum that inder the circumstances of
Aslicroft’s medical conditjon and hospitalization, a “clear basis” existed for Comey-to
exercise the authorities-of the Attorney General allowed by law as Deputy Attorney
General or Acting Attorney General. The “cc” line of Goldsmith’s memorandum to
Comey indicated that a copy of the memorandum was sent to-Gonzales. .

—&S#SI#NF}— On 5 Mawh 2004——-81x days befom the Premdentlal Authorization then

Later that zales
TCUUCHL 4.1GLLeL o UL staung tmat Y0o’s prior OLC opinions “covered the program.”
Philbin told us that Gonzales was ot requesting a new opinion that the program itself was
legal, but only a letter stating that the prior opinions had concluded that it was.

12{?5#%#‘66&%?)——1‘113 other officials included Counsel for Intelligence Policy Baker, Counselor to the Attorney
General Levin, and Comey’s Chief of Staff Chuck Rosenberg. Both Levin and Rosenberg had been rsad inta the
PSP whilé at the FBI. Comey also discussed DoJ’s concerns about the legality oF the program with FBI Director
Mueller on 1 March 2004, Mueller told us that this was the first time he had bieen made aware of Dol's:conceimns.

13(U) Asheroft’s doctors did not clear Asheroft to resume his duties as Attorney General until 31 March 2004,




oncmded ihat 1113 memorandums d1d 11ot Accordmg fo Goldsrmth the conclusmn

at-Yoo’s memorandums faﬂed to accurately describe, let alone provide a legal analysis
b) (‘3)’ (b}(‘ (b)(3 . meantthat OLC could nottell the White House that the
( mue under te authority of those legal memorandimns.

- ) On 6 M’UICh 2004 Goldsn:uth and Philbin, with Comey’s concurrence,
zales fo convey their conclusions:

Addington and Gorizales | 1eacted calm y and said they would get back: w1th us. » On
Sunday, 7 March 2004, Guldsmith and Philbin met again with Addington and Gonzales at
the White Housé. According to Goldsmith, the White House officials inforiied Goldsmith
and Philbin that they disagreed with their interpretation of Yoo’s memorandums and on. the
need to charige the scope of the NSA’s collection under the PSP.

~(S#NE) On 9 March 2004, Gonzales called Goldsmith to the White House in an effort
to persuade hnn that 1115 cr1t1clsms of Yoo's mcmmandums

get past the explratmn of the current Prcmdentlal Authonzatmn onll March 2004
Gotzales reasoned that Asheroft, who was still hospitalized, was not in any condition to
sign arenewal of the authorization, and that a “30-day bridge” would move the situation to
a point'wheie Ashcroft would be well enough to approve the program. Goldsmith told
Gonzales he-could not agree to recommend an extension because aspects of the program
lacked legal support.

; : Atnoon on 9 March, another meeting was held at the White House i
Card's office. According to Mueller’s notes, Mueller, Card, Vice President Cheney,
Deputy Director of Central Intelligence John E. McLaughlin, Hayden, Gonzales, and other
unspecified officials were present. Comey, Goldsmith, and Philbin were not invited to this
meetmg After a presentation on the value of the PSP by NSA and CIA officials, it was
~ plained to the group that Comey “has problems” with SO -
| Mueller’s notes state that the Vice President suggested that ‘the President may
have to reauthorize without [the] blessing of DoJ,” to which Mueller responded, “I could
havea p1oblem with that,” and that the FBI would “have to review legahty of continued

participation in the program.”

~(ESHSHAIEY A third meeting at the White House was held on 9 March, this time with
Comey, Goldsmith, and Philbin present. Gonzales told us that the meeting was held to
make sure that Comey understood what was at stake with the program and to demonstrate
its value, Comey said the Vice President stressed that the program was “critically
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important” and warned that Comey would risk “thousands” of lives if he did not agree to
recertify it. ‘Comey said he stated at the meeting that he, as Acting Attorne General. could
_support reauthorizing D)) (b)“ ) - ’rowdcd the collection Wash‘

Howeverv he told the eroup “we can’t

“According o CmelWﬁ%E s saidithey could not agme to that I

modification: -

“€S/A¥F)-Gonzales told us that after President Bush was advised of the results of the
9'March meetings, he instructed the Vice President on the momning of 10 March to call a
meeting with Congressional leaders to advise them of the impasse with DoJ. "[liat
aftetnoon, Gonzales and other White House and IC officials, including Vice President
Cheney, Card, Hayden, McLaughlin, and Tenet, convened an “emergency meeting” with
Congwsmonal leaders in the White House Situation Room. The Congressional lcaders in
attendance were Senate Majority and Minority Leaders William H. "Bill" Frist and
‘Thomas A. Daschle; Senate Select Committee on Intelligence Chairman Pat Roberts and
Vice Chairman John D. Rockefeller, IV; Speaker of the House J. Dennis Hastert and House
Minority Leader Nancy Pelosi; and House Permanent Select Committee on Intelligence
Chair Porter Goss and Ranking Member Jane Harman. No DoJ officials were asked to be
present at the'meeting,

(S/ANFy According to Gonzales’s notes of'the meeting, individual Congressional

leaders expressed thoughts and coicerns related to the program, Gonzales told us that the
consensus was that the program should continue. Gonzales also said that following the

meeting with Congressional leaders, President Bush instructed him and Card to go to the

George Washington University Hospital to speak to Asheroft, who was in the intensive
¢are uiit récovering from surgery.

49)) According to notes from Asheroft’s FBI security detail, at 18:20 on
10 March 2004, Card called the hospital and spoke with an agent in the security detail,
advising the agent that President Bush would be calling shortly to speal with Ashcroft.
Ashcroft’s wife told the agerit that Ashcroft would not accept the call. Ten minutes later,
the agent called Ashcroft’s Chief of Staff David Ayres at Dol to request that Ayres speak
with Card about the President’s intention to call Ashcroft. The agent conveyed to Ayres
Mrs. Ashcroft’s desire that no calls be made to Ashcroft for another day or two. However,
at 18:45, Card and the President called the hospital and, according to the agent’s notes,
“insisted on speaking [with Attomey General Ashcroft].” According to the agent’s notes,
Mrs. Ashcroft took the call from Card and the President and was informed that Gonzales
and Card were coming to the hospital to see Asheroft regarding a matter involving national
security.

(U) At approximately 19:00, Ayres was advised that-Gonzales and Card were on their
way to the hospital. Ayres then called Comey, who at the time was being driven home by
his security detail, and told Comey that Gonzales and Card were on their way to the




hospital. Comeytold his driver to take himto the hospital, According to his May 2007
testimony before the Senate Judiciary Committee, Comey then called his Chief of Staff,
Chuck Rosenberg, and directed him to “get as many of nty people as possible to the
hospital immediately,” Comey next called Mueller and told him that Gonzales and Card
were on their way to the hospital to see Ashcroft, and that Asheroft was in no condition to
receive visitors, much less make a decision about whether to recertify the PSP, According
to Muellet’s notes, Comey asked Mueller to come to the hospital to “witness [the]
condition of AG.” Mueller told Comey he would go to the hospital right away,

(U). Comey arrived at the hospital between 19:10 and 19:30. Comey said he began
speaking to Ashcroft, and tliat it was not clear that Ashcroft could focus and that he
“seerned pretty bad off.” Goldsmith and Philbin also had been summoned to the hospital
and atrived within a few minutes of each other. Comey, Goldsmith, and Philbin met
briefly in an FBI “command post” that had been set up in a toom adjacent to Asheroft’s
room. Moments later, the command post was notified that Card and Gonzales had arrived
at the hospital and were on their way upstairs to see Asheroft. Comey, Goldsmith, and
Philbin entered Ashcroft’s room and, according to Goldsmith’s notes, Comey and the
others advised Asheroft “not to sign anything,”

(U) Gonzales and Card entered Ashcrofi’s hospital room at 19:35, Gonzales told us
that he had with him in 2 manila envelope the 11 March 2004, Presidential Authorization
for Asheroft tosign. According to Philbin, Gonzales first asked Ashcroft how he was
feelitig. Ashcroft replied, “not well.” Gonzales then said words to the effect, “You know,
there’s a reauthotization that has to be renewed . ; ..” Gonzales told us that he may also
have told Asheroft that White House officials had met with Congressional leaders “to
puitsue a legislative fix.”

~TSHSTATIEY Comey testified to the Senate Judiciary Conunittee that at this point

Asheroft told Gonzales and Caxd “in very strong terms” his objections to the PSP, which
Comey testified Ashcroft drew from his meeting with Comey about the program a week
earlier. Goldsmith’s notes indicate that Ashcroft complained in particular that NSA’s
collection activities exceeded the scope of the authorizations and the OLC memorandums..
Comey testified that Ashcroft next stated:

“But that doesn’t matter, because [’m not the Attorney

General. There is the Attorney General,” and he pointed to

me—I was just to his left. The two men [Gonzales and Card]

did not acknowledge me; they turned and walked from the

room.

(U) Moments after Gonzales and Card departed, Mueller arrived at the hospital.
Mueller met briefly with Asheroft and later wrote in his notes, “AG in chair; is feeble,
barely articulate, clearly stressed.”
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(U) Beforeleaving the hospital, Corey received a.call from Card. Comey testified
that Card was very upset and demanded that Comcy comie-fo the White House
immediately. Comey told Card that he would meet with him, but not without a witness,
and that he intended that witness to be Solicitor General Theodore B. Olson.

(U) Comey and the other Dol officials left the Tospital at 20: 10 und met at DoJ. They
were joined there by Olson. During this meeting, a call came from the Vice Presidert for
Olson, which Olsow took on a secure line in Comey’s office while Comey waited ovitside.
Comey tald us he believes the Vice President effectively read Olson into the prograni
during that conversation. Comey and Olson then went to-the White House at about 23:00
that vening dnd met with Gonzales and Card. Gonzales told us that little:more was
achieved at this meeting than a general acknowledgement that a “situation” continued to
exist because of the disagreement between Do and the White House regarding the
prograim.

~“SHNE) White House Counsel Certifies
Presidential Authorization Without
Department of Justice Concurrence

: On the morning of 11 March 2004, with the Presidential
Authouzatlon sel to U(pne Presideént Bush signed a new authorization for the PSP. Ina
departure from the past practice of having the Attorney General celtLPy the authorization as
to form and legality, the 11 March anthorization was certified by White House Counsel
Gonzales., The |1 March authorization also differed markedly from prior authorizations in

three-other respects.

£ESHSTEWVHSHEEASTY The first significant difference between the 11 March 2004

Presidential Authorization and prior authorizations was the President’s explicit assertion
that the exercise of his Article II Commander-ini-Chief authority “displace[s] the provisions
of law, including the Foreign Intelligence Surveillance Act-and chapter 119 of Tifle 18 of
the United States Code (including 18 U.S.C. §2511(f) relating to exclusive means), to the
extent-of any conflict between the provisions and such exercises under Article 11
Subscquent Plestdc.nnal Authorizations did not include this particular language.

- NF) Second, to narrow the gap between the authority given on
the face of prlox authou/ahons and the actual operation of the program by the NS4, the
terms goverming the collection of telephony and Internet metadata were clarified. The
underlying language for “acquiring” both telephony and Internet metadata remained as it
had been, giving the NSA authority to “acquire” the metadata:




when (i) at least one-partyto such communication is outside
the United States, (ii) no- ‘party to such communication is
known to be a citizen of the United States, or (iii) based on
the factual and practical considerations of everyday life on
which reasonable and pmdent petsons act, there are specific
and articulable ficts giving reason fo believe that such
communication relates to international terrorism, or activifies
in preparation therefor. [Pres idential Authorization,

11 March 2004, para. 4(b).]

However, this language was now qualified by the following two subpavagraphs:

(i) the Department of Defense may obtain and refain
heddel/mutel/addlessmg~type information mcludmcr
_iglecommunications dialing-type d (B)(1), B)3)

. B biovided that se"uch

er/router/addréssing-

type information, mcludmcr telecommunications dialing-type
data, shall occur only in accordance with this authorization;
and
(ii) header/router/addressing-type information, including
telecommunications dialing-type data, is “acquired” for
purposes of subparagraph 4(b) above when, and only when,
the Department of Defense has searched for and retrieved
such header/router/addressing-type information, including
telecommunications dialing-type data (and not when the
Department obtains such header/router/addressing-type
information, includin telecommumcatxons d!alm gt ,edatn,
such.as (b)(1) (b)(3) - = . -
for retenuon) (Id, at p'ua 4(b)(1) &. (u} ]

The 11 March 2004 authorization for the first time sought to
e phony and Intcmet metadata in bulk
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- ANE} 'The third departure from prior authorizations was the inclusion of a
statement that “Uhe Attorney General of the United States approved as to form and legality
[all prior Presiclential Authorizations] authorizing the same activities as are extended by
this authomzahon.” (Id. at para. 1031

Card informed Comey by telephorie on the mommg of 11 March 2004

‘that th& Premdent had signéd the new authorization that moming. At approximately 12:00,

Gonzales called Goldsmith to inform hing that the Premdent, in issuing the authotization,
had made an interpretation of law concerning his anthorities and that DoJ should not act in
contradiction-of the President’s determinations.

S Y Also at 12:00 on 11 March, Mueller met with Caxd at the White House.
Aocmdmcr to Muullcr s notes, Card summoned Mueller to his office to bring Mueller up-
to-dafe on the events of the preceding 24 hours, including the briefing of the Congressicnal
leaders the prior afternoon and the President’s issuance of the new authorization wit‘hout
Dol’s certification as to legality. In addition, Card told Mueller that if no “legislative fix’
could be found by 6 May 2004, when-the |1 March autherization was set to expire, the
program would be discontinued.

~(FSASHUMNE) According to Mueller’s notes, Card acknowledged to Muéller that

President Bush had sent him and Gonzales;to the hospital to seek Asheroft’s certification
for the 11 Marcli 2004 authorization, but that Asheroft had said he was too ill to make the
determination and that Comey was the Acting Attorney General. Muellex wrote that he
told: Card that the failure to have Dol representation at the Congreselonal briefing and the
atternpt to have Ashciroft certify the authorization without going through Comey “gave the
strong perception that the [White House] was frying to do-an end run around the Acting
[Attorey General] whom they knew to have serious concerns as to the legality of portions

of the program.” Card responded that he-and Gonzales were unaware at the time of the

hospital visit that Comey was the Acting Attorney Genetal, and that they had only been
following the directions of the President.

—(SHNE) Several senior Dol and FBI officials, including Comey, Goldsmith, and
Mueller considered resigning after the 11 March 2004 Presidential Authorization wag
signed without DoJ’s concurence. These officials cited as reasons for considering
resignation the manner in which the White House had handled its dispute with Dol and the
treatment of Asherofl, among other reasons.

—(SIATEY On 12 March 2004, Mueller drafted by hand a letter stating, in part: “[A]fter
reviewing the plain language of the FISA statute, and the order issued yesterday by the
President . . . and in the absence of further clarification of the legality of the program from
the Attorney General, I am forced to withdraw the FBI from participation in the program.




Further, should the President order the continuation of the FBI’s participation in the
program, and:in the absence of further legal advice from the AG, I would be constrained to:
resign as Ditector of the FBL” Mueller told us he planned on having the letter typed and
then tendering it, but that based on subsequent events his resignation was not necessary.

~(TSHSHAME) Mueller sent Comey a memorandum seeking guidance on how the FBI
'should proceed in light of developments related to the P1es1dentLaI Authorizations. The

: ndum asked whether I‘BI avents detalled to the NSA to worlk on the PSP shou dbe bl b3,

| b7E

(U) Onthe moming of 12 Macch, Comey and Mueller attended the regular daily
threat briefing with the President in the Oval Office. Comey said that, following the
briefing, President Bush called him into the President’s private study for an “unscheduled
meeting.”” Comey told the President of DoJ’s legal concerns regarding the PSP,

According to.Coniey, the President’s response indicated that he had not been fully
informed of these-concemns. Comey told the President that the President’s staff had been
advised of these issues “for weeks,” According to Comey, the President said that he just
needed uitil May 6 (the date of the next authorization), and that if he could not get
Congress to fix FISA by then he would shut down {lie program. The President emphasized
the importance of the program and that it “saves lives.”

—(ESHSHNE) The President next met with Mueller, According to Mueller’s notes,
Mueller told the President of his concerns regarding the FBI’s continued participation in
the program without an opinion from the Attorney General as to its legality, and that he
was considering resigning if the FBI were directed to continue to participate without the:
concurrence of the Attorney General. The President directed Mueller to meet with Comey
and other PSP principals to address the legal concerns so that the FBI could continue
participating in the program “as appropriate under the law.” Comey decided not to direct
the- FBI-to cease cooperating with the NSA in conjunction with the PSP. Comey’s decision
is docuiniented in a one-page memorandum from Goldsmith to Coniey in which Goldsmith
explained that the President, as Commandet-in-Chief and Chief Executive with the
constitutional duty to “take care that the laws are faithfully executed,” made a
determination that the PSP, as practiced, was lawful. Goldsmith concluded that this
deterimination was binding on the entire Executive Branch, including Comey in his
exercise of the powers of the Attorney General.

~(TSHSEAE) The same day, an interagency working group was convened to continue
reanalyzing the legality of the PSP. In accordance with the President’s directive to
Mueller, officials from the FBI, NSA, and CIA were brought into the process, although the
OLC maintained the lead role. On 16 March 2004 Comey draﬂed a memorandum to
Gonzales setting out Comey's advice to {he P
: President may law full contmu :

. Coir‘ny further




“ongoing coHectmn—f b)), (b)E ) - ra1sed serious issues’ about
Congressional nohficatxon “partwuldrly where the legal basis.for the program is the
President’s decision to-assert his authority to overtide an otherwise applicable Act of
Congress,” L

()] Gonzales replied by letter on the evening of 16 March. The letter stated, in part:

Your mémorandum appears to have been based on a
misunderstanding of the President’s expectations regarding
the conduct of the Departiment of Justice. While the President
was, and remains, interested in any thoughts the Department
of Justice may have on alternative ways to achieve effectively
the goals of the activities authorized by the Presidential
Authorization of March 11, 2004, the President has addressed
definitively for the Executive Braneh in the Presidential
Authorization the interpretation of the law.

Presidential Aut’hori'zation.
O 19 March 2004, the President signed, and Gonzales

certlﬁed ag to form and leuallty, a modification of the 11 March 2004 Presidential
Authorization. The modification made two significant changes to the current authorization




{

b)(1), (b)(3)

{S/AVEY On 6 May 2004, Goldsmith and Philbin completed an OLC legal
memorandum assessing the legality of the PSP as it was then operating. The memorandum
stated that the AUMF passed by Congress shortly after the attacks of 11 September 2001

gave the President authority to use both domestically and abroad “all necessary and
appropriate force,” including SIGINT capabilities, to prevent future acts of intemational
terrorism against the United States. According to the memorandum, the AUMEF was
properly read as an express authorization to conduct targeted electronic surveillance
against al-Qa’idaand its affiliates, the entities responsible for attacking the United States,
thersby suppoiting the President’s directives to conduct these activities under the PSP.
Miuuch of the legal reasoning in the 6 May 2004 OLC memorandum was publicly released
by Dol in a “White Paper™—"Legal Authorities Supporting the Activities of the National
Security Agency Described by the President”™—issued on 19 January 2006 after the content

e e S e v L owsl B = G R R (W W 1 PR A n W L W P iz Bl Bl
il im ey o e L L7 ) Gy (e W TN PRI R ) VIS TINR

A8



50

collection portion of the program was revealed in The New York Times and publicly
confirtned by the President in December 2005,

(U) Restrictions on Access fo the
President's Survelllance Program
Impeded Depariment of Justice Legal Reéview

A 1. The DoJ IG found it extraordinary and inappropriate thata single
DoJ' attorney, John Yoo, was relied upon to conduct tlie initial legal assessment of the PSP,
and. that the lack of oversight and review of Yoo's work, wihich was contrary to the
customary practice of OLC, contributed to a legal analysis of the PSP that, at a minimum,
was factually flawed. Deficiencies in the legal memorandums became apparent once
additional DoJ attorneys were read into the program in.2003 and those attorneys sought a
greaterunderstanding of the PSP’s operation. The White House’s strict controls over
access to the PSP undermined Dol’s ability fo provide the President the bestavailable:
advice about the program. The Dol IG also concluded that the circurnstances plainly
called for additional DoJ resources to be applied to the legal review of the program, and
that it was the Attorney General’s responsibility to be-aware of this need and to take steps
to-address it. However, the DoJ OIG could not determine whether Ashcroft aggressively
sought additional read-ins to assist with DoJ’s legal review of the program prior to 2003
because Asheroft did not agree to be interviewed.

(U) TRANSITION-OF PRESIDENT'S SURVEILLANCE
PROGRAM ACTIVITIES TO FOREIGN INTELLIGENCE
SURVEILLANCE ACT AUTHORITY

~{FSHSHNE}- Internet Metadata Collection
Transitioh to Operation Under FISA Authority

o)), ( )(u)

- " The application package included:
o A proposed order authorizing the collection activity and secondary orders
mandating carriers to cooperate.

o A declaration by Hayden explaining the technical aspects of the proposed
Internet metadata collection and identifying the government official




