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TECHNICAL CONPERENCE 
FOR THE IMPLEMENTATION OF THE U.S.-BRITISH 

OOMUUNIOATIONS INTELLIGErfCE AGREEl~IEN2 -
11th - 27th MAROH, 19ij. ' 

INTRODUCTION 

, 

~ 
1. The follOWl.ng arrangements govern1l'l.g the aollaboration -between the 
W'a.shlJlgton and. London amaNT (SIG-INT) centres have been a.greed beiwee:a~ 
ST4NCIB and the LONDON SIGli\!""T BO.../I,RD, m :unplementat~on. of and as ;'p~choel5 
to the U.S. - "Br1t~sh oommun1cation IntellJ.genc,e l-1.greement of 5th Maroh, 1946. . , -
2. Marie of thC~~ arrangemonts s~ll be constrUed as contra~en1l'l.g ~ 
cla:uses of that Agreement, but shall ~ake effect 'tlith1l1. the scope and lJ.ml.ta-' 
~t~ons establiShed thereby. ~ 

3. The- obJect of these arrangements 15 to ensure that the maximum advantage ' 
, .... ~s obt~.med fran avauable J'ersonnol and f~c~l~ t~es. 

_ ~ 4.. In accordance vll.th t4.0sc arrungelllents, e!J:Qh party i'Y.l:.ll ma.ke aval.la"Llc 
" to the other, contmuously, curreni,ly ,IDd 't"1~tbQ.~t requpst, all ralo{ traff~o, 

ttl.. .1-.. COMINT items and Techn~~l j1lat:er acq'E::!'qd or prQ,duQ.ed, and all pertinent m
~ formation-Conoernmg ~ts act~v~tzo~, ~:~or~t~es and availablo facil~t~es. 

. .. 5a In a~t~on, each party m.ll m3.~nt~m l~[ ~:=.:on personnel at thp o!;hcr's 
CE~e----' \ .. , 

\ 
6. The tuo part~es 'Il.ll also ~ffect such 3t~!:a..lrcl~sat~on of tElc~cal term-
inology, lay-out, procedtt,-.c and o"cg.;.n::.sat~on a~ may be possible. 
- ----
7; As n result-of the clo~~ coll~borat1cn thus ~stabl1Shed and b.Y moons o~ 
cQntinuaJ:--suggIilSt~on, mutual agreE:;ment and lliutual arrangeruent as to change,.s lnade 
there 'V111 be effected a cant1nuous el~J.nat~on of urn~ted dup11cat1on,' although 
th~ aot~v~t1cs undertaken by each party shall be as basically sU1tud to'1tS o.~ 
ne'3ds. 

~ 'l.t 8. E.1.oh party Itla8" call upon the other for ass~stance "when necessl".ry and such 
,,*"" requestsl,",l.ll be met \-{henover practl.cable. ' 

----9. All possl.ble dl.vl.s~on of labour between the oentres vll.ll be nade. It 
is ~1ntent~on of both pnrtl.es to effect a fuller mtograt~on of effort grndt~:~, 

-"10. It 1S, however, agrel..d that tn~s 1l'I.tcnt~an cannot be JIaplemented to t.b.1.. 
boet advnntage untJ.l th._ teluCOiilIJ.lUll1cat10ns ava11ablc for OOMINT purposes are 
a~equate to ensure the surf~c~ently rap1d rocc1pt by each centre of results from 
the other's comc1tments. 

t I 
11.' For th1s reason, ~t ~s agreed thn~ early prov1s~on'of adequate C01~NT 

- _ ~~un1cat1on fac111t~os 1S c3sont1al. such comrnun10at10na are necessary, 
turthermore, to provide for GL~ergcnc1eB and to perm1t the d~velopcent of oper-
ational techniques for the. h:mdll.Ilg of nc\{ typ(;.s of tranS!Jl.Ss1on. I 

12. For the SaLle reason,. and because tl~"C prosent s1tuat1an regard1ng Sflfohand 
routes across the Atlant1c 1P unsat1sfactory, cach porty will kec.p trans-Atlantl.o 
mn~l fa.c~l1t1es and rcquJ.rcments under revicu and \7111 talce :ruu advantage of M.i 
1Mproven£nt rr~de 1n sea. and a~r ~11s. 

1~ -Each party WJ.ll prov1de th(. other "with ~IO or nore copies of all report~ 
~UrX~&B~~. and simila:r documents 
submitted ~n accordance with the appendices. 
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14. All arf'!l1lgenents ere. subJcct to revJ.ew.' Those ~tablJ.shl.Dg the. ex
change of n~tcrial j~~ be nodJ.fJ.e.d by cutual agreencnt ~f exporienoo sha~s 
th~t too great a proportl.on of tho persorme.l ".lvaJ.lOoble is bemg employed .. 
thereon. 

is. These arrangeTlonts \v"l.ll becC''I.c ei'fectJ.vC:l on approval by STl'.NCIB and ,. 
the LQ.OON '3IGI~'T ro;'.RD lJl cccord.e.nce "/J.th p::tra.. 12 of the U .5. BrJ.tl.ch 
Connun'icatl.on Intelll.gcnce Agrecl1enc. 
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APPENDIX A. 

TERMS TO BE USED 

1. CHL.NNEL: 1 .. wut or sub-c1insl.OIl of a. CU"CU1t w:Ll.l be k:nmm as a. channel. 

2. 

5. 

-. 

CIRCUIT: A tclecooJClUXlications syste • .l betwo&~l two pomts ,.,.1.11 be knm1ll. l!:.S 
D cirCUl.t. 

CO;.rrNT ITEH: llJJY l.ten of SpecJ.al Intelll.r;ence or of Traffl.o Intelll.genoe 
\'lhiCli l.S distributed or rel~n.sed by- A. COMINT centre will be knotm as a 
CC»!INT Iteo. , 

OOI-aNTStDi:: 1. SUI:Jr.l..':lrY or COU"lcnto.ry based on related OOMINT J..tCDS, whl.ch 
0B:f mtcrpret those l.teoa m thc ll.~t of one another or of lllfonlEltion 
frae other sourceQ, \all bu known as a. COONTSUlI5:. 

C011hIENT: Inforr:JD.tJ..cn o.ppende(l to C01iINT l.tccs cl.ther l.n cuenC.otl.OD. or 
elucidation, or J.Jl expansion of the J..nf'ornatl.on oantolJloo therem, will 1:0 
known E'S eo cor.:nent. 

lID:RYPT: A foreign ca:munJ.cztion much ho.s passod. throu&h the stages of 
oryptaiiD.l.ysis end c1ocryptl.on and l.S m l.ts orl.g:mal Innr;u..'l.ge 
prior to transl..n.tl.on w:Ul be knom ao a decr;},pt. r _ 

7. DIGRAPH: i. t\1O cMr~cter group wlll be known as a dl.grS'.ph. 

8. -{'EXTRAQT-: J.. translo.tl.on in part only of n decrypt or plal.n tcxt W"l.ll bcr 
. IaiOWii as an extraot. 
" 

10. 

11 • 

GIST: 1. str..tccent of the essentl.al. substance of a dectn>t or pla.m text 
"'O"r'"an. abridged verSl.Gn of A. tr:lZlsla teJ. text or extJ"act w:Lll be known as 
a gist. ' 

lIE.."..DmG: Oa1Clml.cation l.nStructions for the delivG~ of n foreign 
coa:nmication, such a.a. call-sJ.gnS, seruU nuobers, ~emal addresscs, 
delivery instructions, J.ndi~tions of pnorl.ty, ~oup oounts, Jate/tilllc 
of origm, e~oetera, WJ..ll be !mown o.s a head.l..np. 

LtNGU1~GE ~UlV_'l.LENT: 1. vrorc1 or phrase and iGS proposed or agreed 
renderiiii. in Dlgll.sh as found J.Il a Slipplomental Glossary Wl.ll be knovm. os 
a L.'Ul{;Uage Equivalent. 

o 

12. PrJ.IN TEXT: !~n unencrypttlu. forcJ..gn oOIJr.1UIl1cation WJ.ll be knmm as a plaJ.ll 
text. 

13. 
-
POSITION: The total aBSE: .bl~~o of oquipllent ll":30c1 90S a unit for an intor
ception or transcrl.ption purpose WJ.l.l be knam ... 3 n. pos1tion. 

14. SCP..NNnC: The process of exar...:mmg d.ecrypts or plam texts to dcterr.u.ne 
lf thoy shall be l.ssued rold., 1f" so, J.ll what forn and. \7.l.th ·what priority, 
will be known as saann.irl§. 

15. st.1PPLEMI!lfrl.L GLOSSARr: A ll.st propo.rod by a COMINT centre contamlllS the 
proposed or agreed. rendermes 1n English of words or phrases wh1ch, though 
appeanng J.ll Stande..rd Dl-otionaries, have addJ.tl.onal c.eam..ngs not lPo-ven in 
those diotl.onaries .. and of wor'J.s or phrases of much the Deanings a,re net 
to be t"oUL-u,{m a standard D10tionar,y, will be known as a. SUpplomenta.l Glossary. 

I 
/ 16 ••••• 

None of these arrang.ents shall be construed as contn.~ 
clauses ot the B&81c Agreement', Brit shall take errect wit.bin t:': 
sCOpe and limitatians established th.~. I 



• 

- 2 - AlmJIt:x A 

16. T&'.NSLl.TED TEXT: l. translEl.t~on of a. c1ecrypt or plaJ.n text llill be 
kno~.n Q.S a translated text. 

17. TR.'.NSLt.TOR'S IiOTE: :~ ren."trk or remrks ad...led to a trnnslE'te.c1 text, 
extraot or g~st by th~ tl'£Ulslator, J.n expansion, clarJ.fioatJ.on or 
onnotatJ.on of his rcm.:lerJ.ng of the text, \rill be 10lmm as n trans
lator's note. 

(It differs from a ICor-::.1ent" 1n th..'lt J.t shoulcl not bear upon the 
IntellJ.3cnce llJPlicatJ.ons of tho text). 

.. 
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INTRODUCTION 

APPENDIX B 

PRINOIPLES OF 
U.S. - EnI'l'ISH OO11UruNICATION lNTELLIGENCE 

S:muru:TY A..1'ID DISSElIITNATION 

t. These pr~e~ples Shall be the bas~s of all regulat~ons for the 
secur~ty and d~BBen~t~an of Caccun~eation Intell~gence ~ssued b,y or 
under the a.uthor~ty of ST.ANCIB or the LONDON SIGINT BOARD and other 
appropr~ate off~c~a1s of the Gove.rnmonts of the t,,10 part~eB. Tho scope 
and phras~ng of such regulat~ons may var,y ~ acco~~ce ~ath the requ~re
cents of the Parhes, Agcnc~es, Departments, and MJ.n~str~es to ~mon they 
~re dcB~gned to o.pply, but all shall be in a.ccord Wl.th these basic prmc~ples 
~ every respect. To ensure un~fozm ~nterpretat~on of what constitutes 
such accord, each party shall forward all such regulat~ans to the other for 
mformatl.an. 

DEFINITIONS AND CllTHnOPIES 

2. Cammun~cat~on Intell:sence (OaiCNT) ~s the name gl.ven to products 
der~ved from the -irork of a.genc~es, the operat~ons of which arc co-ordinated 
by STt.:f\TCIB or the LONDON SIGINT BOi'.RD and which study radio. transn~ssl.ans 
and other carJmun~cetl.ons not or~g~nated b.Y Un~tud states or Br~tish 
authorl.ties. The tems corT.nm~Cll.tion Intell~(;;nce (COU[NT) and Sl.pl 
Intelll.gence (SIGINT) are synon;ynous. Comr;nml.catl.on Intelligence is 
divided into two categor~eB, as follows: 

Spec~a1 Intelligence 
Traff~c Intel1~gence 

3. Spec~al Intell~gence ~s that ConDun~cat~on Intelll.gencc wh~ch resulto 
from the decrypt~on of the. tc._~ts or substance of oncrypted cormun.~cllt~ons" 
Oorncnml.catl.ons Intelligence obta.~ed frCI'l pla~ lellguage messages may, on 
o~~a~~onJ bo classed as Spo~al Intell~gcnce. Spocl-al Intcll~genco ~s 
dc'sl.gnated by the code 'irord CRElU¥I. / 

I 
~. Traff~c Intell~Gence ~s thnt C~~cat~on Intell~gencp wh~ch results 

fran anaiYses of cOMOun~cnt~on networks, procedure s~gnals, call signs, 
D/F bear~ngs and other techn~cal a~d~, l..e. Cm~~cat~on Intell~gence 
obtal.ned fran ~tercepted ca~mnl.cat~ons by all ~eans Short of the actual 
decodlllg or decypher~ of the texts or substance of these COI:D:lUIl~catl.ons. 
c_a"1l:lUll~cation Intelligence obtl3.l.ned fron pl!l~ language i:lessagos .;" 
nol'l"'lr.'llly ~ncluded m the. Traffl.c :rntell~€:E:nce category. Traffic 
Intelll.gence l.S des~gnated b.Y tho code word IVORY. 

5. If Oaccunl.cet~on Intclll.~~nce obtal.ncd b,y the processes described 
m pnra. ~ above clearly reflects tho use of 1llformatl.on der~ved from 
enar,ypted luessages, l.t shall be classed as SPOCl.al :rntelll.ganco. 

6. In t~e of war or nntl.onal oucrgcncy l.t ~~ be found necessar,y 
to Bub-dl.vide both spccl.al Intelll.gence and Tr~fr1c Intelligence ~to 
&~ller oategorl.es 1n order to p~ro~t certa~n Cl'lSBeS of C~~cation 
Intelligence (coIiIpI'onice of nhl.ch would not '-I1..Jcnger the .~re ll"Iportant 
sources) to be dl.Btr~butud to Bpec~!ll aBenc~es and lO\lUr echelons of 
Llill.tary forces ..,{hl.oh, for securJ.ty reasons, would not norr..aJ.ly roceJ.ve 
other OOi.:Jr.lUlll.Catl.on Intelll.gence. 

GENERt.L PRINCIPLES OF SECURITY PoND DISSEMINATION 

7. The value of Oannunl.cat~an Intell~gence in \'Tar and ~n ponce Ctmllot 
be over-est~ted;. conservat~on of the source l.S of supreme l.Wportancc. 

-. - - - -..... - ,. , None ot these ar~nts 8tmJ.l. be construed as eontraven1ng &nl' 
!! - v.:- clausss or the .Bade Asreciaent, but shall take effeet wlth1n the 

scope and 11m1tatious elltablished thereb7. 

( 
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It 1S cssent1al, therefore, that the cb.ssernJ.nat1on accorded to all re:wtcd 
or resultant 1Diorr.lat10n be str1ct~ controlled and 11m1ted. The phyS1Cal 
seeur1ty of related docUMents 18 not alone suffic1cnt; it 1S ess~nt1al that 
all references to 1ts cx1stence e1ther cb.roct or Lnd1rcot bo avoided oxcept 
among t.lose to '7hac. tho kncr . .rledge 1S necess~ for the proper performance 
of theJ.r dllt1es. The tl.InC 11l.l1t for the safegunrdmg of C0L:Jr.lUll1ca.tion 
Intelligence never expires. 

8. Every effort sha.ll be 1!L!l.c.1e to cnsur6 that no person who 1S a current 

10. 

11. 

12. 

13. 

reoipient of Spec1al IntelliGoncc cr .(ho is engaGed on its production shall, 
\Y.Lthout ~ec1al authority, 

(a.) In tl..le of .~m.r or n.~tJC1!n:" emurgtmcy be cor.mlitted to 
tl hllzardous undertakLng '.1h1ch r.J.1ght subJect h:un to 
capture by the cneqy or n. th1rd party, 

(b) l.ll tum of peace be ass1gned to or be enSC' ged in 
surroptl.tl.OUS a.ctl.V1t1es ,{.hich n1Bbt reasanab~ be 
expected to place h1m in n position where he DJ.ght 
be forced to SUbL'1t to quest10nmg by a thl.rd party. 

Although fra.l tJ.ne to tmc. reports of alleged Cor.raunicntl.on Intell:t.-
'gance act1v1ties cay be brocdcast or pub11shed, it 1S of the utmost import~lco 
that canplete and o.bsolute s1lenc(.. on such rJ..'l~uters be IJll.mttlJ.ned by those .. mo 
have ever been cormec lied vn.th the CorJint. orgn.ru.satl.on, and by all lIldl."idual 
rec1p1(.nts of Cor1intul:i.c '"tt1C'll I~ltcll.!.L(;:nc.o, whether past or present, unless 
they are freed frOLI th ... s chll.,::o:a.tl.on by 'Ullr.listekc"..ble and oa.tegor1oa.l order. 

In tl.I1e of -.... ar, the full vplue of COI!li-nmic"t10n IntellJ.gcnce carmot 
be reall.sed unless opurrt10nnl use l.S made of 1'1... Hmrever, won action 
1S conte~lated m tho l.L[,ht of CorJI:1Ull1C3.t10n Il1tell1gcmce, the possibJ.lity 
of oaIlpronisl.llg the .... ourco shn.ll aJ..'i\f3ys be borne m InlJld and th1S dDnger 
shall always be wighed agamst the Lllll.tary advantage to be gamed. A. 
!ill.Ilor advantage is not suffl.c1ent ground for rl.skmg the coaprOIJ,l.se of aIW 
Camcun1cat1an Intelll.gence source. When the deCl.sion 1S nade to talte 
action based an Commun1cation Intel11genoe, studied effort shall be I:Ul.de 
to ensure that suCh act10n cannot be a.ttr1butad to Cam~l.catian Inte111eance 
::-lone.. In eyery CD-SO, unle33 the sen10r off'l.cer ooncerned, after full 
consl.derat1on of the risks lIlvolved to the source, oonsl.cicrs it coopletoly 
:u::tpraoticn.blc J aotion agamst a ~eoifl.o target reveO,led by Cam::run1Cll tl.Ol1 
Intelligenoe shall be preceded by appropr1ate reC~~l.ssance or other 

. sU1ta.ble deceptl.vc ceasures to \711100 the enerqy can roasonab~ be expected 
to attribute the actlOn. 

In tU:le of peaoe the prmc1ple thn t the consorv" t10n of c~t1on 
Intelligonce sources 1S a paramount cons1d.erat1on a.ffectmg any act10n 
token m the 11ght of Cornum.catl.on Intelligence smll be r1gidly uphold. 

The prUlciple of dl.SScmll.IlL't1on is based on "tho need to know". 
FAch itcc of Cowrnmicatl.on Intelll.gencc sho.ll therofore be mde known. 
onl3 to those J.nd.1viduaJ.s ,:;rho requJ.re 1t III the perforDallce of thel.r 
dutl.es and \7ho have been R:Ppropr1ate~ "mdoctrinated". Every effort 
sh...'"tll be r.J.ade to restr1ct the nUIJ.ber of "1ndootrJ.llated" persons to an 
absoluto U~~. No nD.t10~~ of one party shall be pernJ.tted access 
to the other party's COMrNT o.gcnC1es or to the productsJ or knor"rledge 
of the existence thereof, unless he be approved by SThNOIB or the LCh~ 
SIGINT BOlUID as appropr1ato and be properly indoctrJ.l1ated. 

It 1S reoogll1sed th<'1. t both Par1il.es W111 produce Spec1a1 Intel11-
genoe whl.ch J by vJ.rtue of its source or content J vnll require exoeptiolUll 

- -
t· 
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APPENDIX B. 

safeguards :md \lhl.chshould, th!;;refore, be lml.ted strictly m dl.aser1J.Il<.,\
tion to the hl.ghest level, only (see para. 19 belo\/). 

'Except J.n categorl.esand J.ndJ.vJ.dual cases o.greed upon fron tl. -'3 

a 

I: 

'1;.0 tme by ST1~CIB and the LONDON.SIGINT BOARD, personnel to be IImdoctrJ.l' -~
ted" as rccl.pl.ents of COI:!!'1unl.cntl.onlntellJ.genee or o.ssl.gned to COi':D."'nmii.cLl.t~, III 
Intelll.gencc dutl.es shall pe the subJects of specl.al securl.ty enqUJ.rl.(:Js. 

15. 

16. 

STaNCIB and tho LONDON SIGINT BOARD Bha.ll l..Jal.nto.m cOllplete lists_~ 
of'\persons currently "mdoctrlllatc.d" for Specl.a1 Intelll.gence m theJ.r 
respectl.ve GovcrllJ.l(mts. 

'3Tt.NclC ~c.l the LONDG- SIGINT BOi: tID shall keep each other fully 
J.nfomed of the Dopc!rtncnts, IVll.nistrl.es. i"Gencies, Offl.ces, Headquarters 
P.nd COLl..'l8Ilds reCl iVl.l'lg Bpl;jc1c..1 Intelligence nnd of thc appro:x:lrnte nUIlbcr 
of "indoctrlllated" persons in. each. 

18. CODCUnl.Catl.On Intolll.bence shall never under ~ cJ.rCucstances on 
J.n a.D37 f'Ol'l2 be dJ.ssenJ.nntcd to ~ Ib.nl.stTy, Dcportncnt, f~ency, Orennl.SLt
tion, Offioe, or mdl.vl.dual frOi.l .ml.ch -or frcrJ. \mOIl it l""ll.eht reasonnbly be 
expeotc.d to. f'llld l.ts ue¥, of'f'l.cl.ally or extra.-cf'fl.cl.ally, l.nto the 
pcssessl.onof' nI1;r person or r,roup who could use l. t for cOiiJ.'1eroial 
oa:.lpetl.tl.on\ or cOnr::!.eroia.l &'lin or advantage. 

C1l~3SIFIC! .. TIONS .I.1ND PROCEDURES 

190 SpeC':uU Intelll.gc.nceo SpecJ..3.l Intelligenc
'
) l.S clasSl.fl.ed TOP 

SEXJRET. The .lOruS TOP SECRET nnd the oodli! wortl CRF.!Al'l shall nppenr on 
every sheet ot papc 1 \,!ll.ch qontrl.ns or dJ.scloses thE eXl.stenoe of thl.s 
class of COMCUnl.Catl.Cn Intelll.gence. Thl.s rule nppLl.eB to DapS and 

""i~ chart s on 'I./hl.c -, 

20. 

Intelll. ence. 

c ern SPECIAL CREAM" will 
be used J.nstead of the code \'ror.l .... R'&'.M by ~l.ther party to J.ndl.cate that 
it has,appll.ed the speoial~ I~JOt&d lLsse~Jnatl.on referred. to in para. 
13 above. 

TrF.'ff'l.c Intelli~~ence. Trn.f'fl.c Intelll.[!cnce l.S classl.fl.ed SECR..!:r' 4 

EO L 4. (c) 
EO 1.4.. (d) 

The word smRET fllld. the code \iOrd IVORY Sl~a.ll ~':>pour on avery sheet of 
paper which contaJ.ns or dJ.sclosos the eXl.stenc~ of thl.s class of Coccunl.
oatl.o.nln1;Cl:LJ.ir;~ce, unless TOP SllnRET CREAM appears on the s ar.le sheet. 
Thl.S rule appll.estonapsonQ,eh.a.r~~ on nhJ..ch nre plottt::11 do.t::l. Dna :i.nfor
nation derl.ved frOD Tr...'1i'f J.C Intcl11.gGnce. 
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Techn~ca1 Mc. .... tte.r. Techn~cal rntter ap:ge:stal.nlIl~ to the 
product~on of Special Lltcll~£ence ~s nomally clD.ss~f~E.cl TOP Sl!ERET' , 
nnd a.es~gnated CREAM. Teclm~cal r.lB.tter p.pperta~nJ..n[ to the. production 
of Traff~c Intell~gence ~s nozrn...'\lly class~f~ed SECRE[' and des~gnated IVORY/ 
The appropr~ate claGs~ficat~on ane. coc.e word shall appear on every sheet 
0f paper wh~ch conta~ns or d~scloses the cx~stence of such technic~~ 
l~ttcr. t I' 

I 
Rf.I.\¥ traff~c. Raw traffic (~. e. ~nt erceptecl traff~c sh.ow:Lng 

no cv~dence of processing for car.~~oat~on Intelligence purposes) is 
nornally classified CONFIDENTIAL, excJpt ""here a mgher class~fication 
is IJUtually agreed upon. 

Teohn~cal SlA.ccess. COii1lJ.un~c!3jaons [" .'112. cogn~zant off~c~als of 
the BrJ.tiBh and U.S. Gove.rllClents i{luch reveal r;:.! ual. sucoess, pros:coss or 
pre,cesses 1Il the product~rJn of spcc~a.1 Intell~gt.nce or Traff~c Intell~
genoe 1Il specl.fl.c mstanccs CJr fl.cld.s sh.:."\ll bear the appropru\te code '\lord. 
des~t'!lations even though tney do not thU::lselvt-s reveal Cor.lI.:lUIlic::ltl.on 
Intelll.gence as such. 

code \Vords. The code word CREllM and all ~ t ~t JLlpll.es bears 
the TOP SECRET olassifl.oat ~Gln. The 'code word IVORY and 0.11 that l.t 
impll.ea bears the SEXmET clasoif'l.oatl.OJ;. Thel!£ cQQ.c ~rds and. their 
l...C1pll.oatl.ons shall not be lID-de lmmm to "non-J.ndoctrl.llEited" persons!, nor ~ 
shall these code \mrds be used m their code nord sense m the prest-nco 
of "non-J.ndoctrJ.lUlted" perSf'1ls. 

DoCUT.lents. Except as l.L:I'pl~citly mvolved 1I the oper.o.tl.on at 
"""=--:---:-:::-:-___ ---::--::_-:--_....:1. l)clmT I dOCUMent s c onta llll.ne Corncunl.cat l.on 
Intelligence and technl.cal -nttcr shnll reI¥l.l.n exclusl.vely in the 
possessJ:.Oll of persons V'lho have been ap],Jropriately "l.ndoctr:mated" I secure 
from e:x:amJllatl.on by "non-lllJoctr:Lll8.tedll persons. 

26. Plain Languege Tr[J.nSJ1~ss~on'S. spec:w.l Intelll.gence and TOP 
SEC~ teohnical ~tter ~~ll not be tran~~ttcd ~ plalll language 

.... (unencrypted) except as follows: 

(0.) Sea.1eci, by safc-hc.'U1d chnnnels I)VE.r routeE. specl.ficully 
npprovud by ST1.NCIB or "the LONOON SIGmT :oot~. Such 
approva.l ~l.ll be the exceptl.on \m.ere such routes l.nvolvG 
al.r or land transp.)rt over the terrl.toI"",f of eo. third party. 

(b) Vl.!l. ccnpletely protected local cu J:ruIll.catl.on systecs 
exclusl.vely l.ntern.'\l to ! .. gencl.es rlr Off~ccs producing or 
utl.ll.Slllg l'o1Jr:l'un~cD.tl.on Intell~gonce of the !l.ppropriate 
categories. 

( c) Vl.E\. externa'_ In.ndl~nos only aE spec~fl.cally c.pproved by 
STl1NCIB cr the LONDQ7q SIGn-.TT BOl\.RD III each Ulstance. 

27. Traffic Intelll.gGnce and Secret or Confl.dentl.al technl.cal matter 
sh.all. not be transr.utted ~n plc.l.n language (unencrypted) except as follmvst 

(a) As proVl.ded m para. 26 abo-yeo 

(b) :aY proteC'te..l pl.)stDl charmals over routes approved by STJ.NCIB 
or the LO.!'''DOl\T SIGINT BOJHID. 
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Note: The above restr1ct1ans an the oanvey~noe of canf1dential 
naterJ.E'l over the terr1tory of a th1.rd party ;ny be relo.xecl , 
at 'the d1scret1on of STlJ,TCIB or the IDNOON SIGINT BOl~JID to 
pernit uneno~tcd re~ traff1c (olass1.f1eJ Conf1dent1al) 
be~e oonveyed qy air or land transport over terr1.tor,y 
belangl.Ilg to a th1ra. pa.rty prov1d<..J. tht.'"\.t the re.vl tre.ffio 
hee not been orJ.3J.Ilated qy n-"t1.onals belongmg to that third 
party. 

28. Enorypted Tran ... nissions .. 
porn. 17 abovo:-

Exoc~t ~ O1.rounst~noes oont~llatcd ~ 

(a) Speo1.al Int~llJ.rcn:Jc anJ. TgF SECfIEr teohnJ.o:1l lilD.tter tronSi1J. tted 
J.n encryj,')tcd forr.i. shall be cnor,ypted l.n speo1.c.l oryptograph1c 
ch2nnels or cyphers express~ provided for these subJects, and 
~ no other. 

Such ohannels or cyphers shall posse::. .. at leo.:::;t the oecur1ty of 
th,.. CCII [,,-TJ.J. sh,. ..... ll bc ~pproved. by STllNCIB or the LONDON SIGINT 
BeARD. 

(b) Traff1.(: Intell1..3l...nc~ anc.l SECRET tl..!chn1.o"l rntter tranSJ..l1.tted 1.n 
cnorypte~ fo~~ sh\ll be encrypted 1.n speo1al cryptoGraph1.c 
o~Ulels or c~hcrB axpressly provLded for these subJccts or 1n 
the hi~hcst gr~Je ~~~~r ava11Eble. 

e 29. Tr.'l1lSn1SS1.0n ' f Ra" ... ~ Tr=- ffJ.c. Cryptogro.phJ.c ch..'1IlIlels or C"'.fPhcrs foT" 

OGA 

the trllIlSC'1.ssion of "ra"fl traffJ.c" shall bo agreed upan froll tJ...1C tlIilC- by 
by STl .. NCIB alld the LONDON SIGINT BO .. ..RD. 

EXCEPTIONS 

39. The gu1dJ.ng prJ.nc1plc of thE". expression "the nec.J. to ,knO\/1I sh'lll be 
rJ.B1dly upheld ~ 0.11 c1ro~stancus. H~rever, certn1n l~tod exceptJ.ans 
frac t~h~r prOV1sJ.ons of thesc ?rmc1ples s~~ll be recogn1scd: 

(n) ilJ.th the approva.l co-=: ST~ 1'lCIB or the LONDON SIGINT BOl~RD 
chsseIlll.llL\t1.on nceJ. nGt uc confmed tt, "J.ndoctrl.nated" pcrsenE., 
Dond tr .... arpl1.cn'Jlc codu \fori \11.11 n"Jt be cr.1ploycd 1n canncotJ.on 
"nth the c:..::cch..'ulsc usc:.. ~_·1C. \.hB5eT.un~t1()n cC:ltenpl:l.ted. III tho I 

fQllarnlg ~n3t~ces'-

EO 1.4 .le) 
EO 1.4. (d) 

(1) OertaJ.n Dip fut:-& unti bCl1XJ.ne.s [ra ... lcJ CONFIDENTIAL. 

(2) C~:t'tnJ.n cate.or~es a.p...l ser1es lIf .lalll langun.ge 1ntorcepts 
fronl I c~rcu1ts 3I'.!lded G'JN?J.DNNTI.:L .. 

certam co.tcr:url.E'..s Ilntl ser~es of p1.a.1.n Inn(.1UC.ge llltercepts 
frou I:l11~tnry c~rcuJ.ts ~rnued SECRRr, prov1ded the source 
J.S d~sguJ.seJ.. 

(b) A .. centre enr~ng~u. J.n the productJ.an of CQr'!T:run~catJ.on Intel11e;enoe 
rlElY, '.'/J.tho'LLt cnoryptm[; the E:.ppropr.Llltc G:JJ.o \Vord ~ the 
cncrypteJ. text, trc.n.J .. lJ.t TOP SIOC":.REr <ml SECRET teohm.cr.l matter 
over cryptoernJ?hJ.c chc.nnels or cyphers expressly and exclus1vely 
provided for such technJ.co.l la:ltter. 

~O) A centre engo.ced J.n the productJ.an of C~~J.eatJ.on Intelligenoe 
nDY, at the dJscr~tJ.on of the sen~or OffLcer concerned, after ~Jll 
oonsiderat J.an .rf thl:l r1.a'lcs lllvolvoc1 to thE. source, or.n t the • 
clasSJ.f1onfJ.on an~ tho ~ppropriate code word. from J.ts worksheets 

~
!lIld fll.::ilil!lr docUL.:1ents used ./1. th~ the 'Jentre, or used bet\',een thCl 

centre and its InteroeptJ.on ana D/F stations J.n J.ts techn1cal 
operationo. 
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COLLBCTIOl'l.l..ND EXCHl.NGE OF Rl .. W l:f.Il.TJm.Il.L. 

EXCHl..NGE OF lNiORMl .. TION OF JNTERcm?TION Fl.OlLITIES. 
. 

1. II. oocprehcnsive report, conoBrning 0.11 interoeption ta.oil1t:i.cs 
installed and a""lilable far usa, -,..i1other or not such facilities t're in ,/' 
u.&e". wiJl be ~xchangca on 1st July, 1946, and thereAfter a.t su: l!lOn1.h1~' 
intorvnls. " 

2.- The report w:tll Dt> arranged to pl'oviclc inforr.J..'1.tion to cover tho 
f'ollC'iling items, where applioable J tor ~ach intercc'I)tion and. clircction-. 
finding station: 

, 

(a) Full inf'oI'Cllltion on the f'ollO\7in..~ genernl J..ines rC&lrdine 
corso 000 non-morSB intercept and transoript1on "position. 

(i) Nu.moors "nd ty~)Qa at single receivc:", mnuc.l speed positl.ont.. 

(ii) " " " " " " high steed positions. 

(1ii) " " " " doubJA " manual spuad posit10ns." 

( :tv) " " " " " " hieh speod posit1ons. 

(v) n " II n d1vcrsi'~ roccivine posit1ons. 

(vi) " " " " tape tr~nscr1~tion positions. 

(vii) " " " II rccor~1DB positions. 

(viii) " " " " nOD-corse torm~nnlr~ositions. . • 
(:Lx) " " " II fl.ny' other spJcio.l positions not 

(b) Dir otion finding cqu.i~. 

( i) Number. 

(ii) ~. 

(11i) Frequ.anoy range. 

(0) Transmitter ident if' ico.t ion equ.i pnt. 

(1) Numoor. 

(ii) 1l,1y'pc. 

(d) Froquanb;, moo.sur:i.rl[; c.qu.ipDCnt. 

(i) Number. 

(i1) T;rpe. 

lene of theae 8l'l'IUJ88Dents sball be cautraed .. cODtnann1nc ." 
claus.s of tbe Ba81c ~ema'Ilr,D\It lball take' err.at witb1D the 
scope.and 11m1,.atl~ •• tabU.shed thezreb.y. 

,. 

listed. 

( 



Ia.?PEN'DIX C. 

(0) 1.ntennne. 

(i) NUi9ber. 

(ii) Type. 

(iii) Directivity. 

- 2 -

(iv) Fro ~uency to which cut. 

(f) l~erial Exchanee/M:ul t-ioouFlers. 

(l.) rrw:..ber • 

. (ii) Typo. 
~ 

(iii) ~Il<;' u...nc~ ral'J,,!C. 

, 

(g) ]nU!:.lorntion 1l11d us.; of cquipl"";nt fitted for control of 
int~rcoption Nith1n n erntion. 

(i) NUl!Ioor. 

(ii) Dcsortption,nnd use; . 
(i) Enucaration of nny sUCc~~lisaa furniture. 

(j) Enum..:ration of any miscellaneous speou Ii sed llC;.ul.p:lont. 

3. The six-mnthly reports ('P'lra. 1 a',ovo) ",r:l.ll ~lso include notos 
on th~ shortc.)mings, ,c,"I.int.:>nancc, pI"Ot."'Osad modif1clltions o.m any other 
sir;n:i.ficant op:"ration'll ch.<lractc.ristios at ~he o,!uipllCnt. Potcs on 
nCI'W equipoont ::lldor d(.'VelO'pl"'.£lnt may be included. 

__ mVI.3ION OF nrmRC!IPTION T .. ..mrS .Nl.) 01' SU.RCll PROGR..MMES. 

.. ,, ; , . ' 

OGA 

1.,.. Speoific- init~Al 0110c.."\.l,1 .. 1 or interQ§pt tasks a.nd at Ber.roh 
:.regr3:mma:1 is LiPi'icmUiiiblo for tlm followi.ng"reasons:-

(a) Laok of adcquntc communicF',t1ons for ozchnnao at rf'.'W traffic. 

(b) Insta~lity or +h~ sit~ticn rCGordinJ pursonnel and reoc~ 
tion fno1l~tiGs Qur~~ d~mobi11sat10n and reorganisation 
-period. 

{c) Lo.ck of knO'='/loe.gll 01 rolevant -prob4'11lS pending further Goncrr.l 
Senrch • .. 

• 
5. Soma E'ctual division at 1nttlroQption tDW oxists nO"ti.ri.thstnnc1:lnc 
pam. 4= above, due to googr::.:.phioal consi(\era.t.10l'ls:-

(a) In! T'I~r:ll 1.1illrionr.. stat ions 
"-='::":"':=--=-=::";;':::;;';~-:-:-_-:---:-:-__ ---Iflm.. Bri~is'h stations those 

though there nra same minor uUifl'lnted duplio
Le.:-:t;""'li;-on-s--:.,~o""tl""""'7't~o-!'bc olimnntecl. 

EO 1.4. (c) 
EO 1.4. (d) , 



~I'G . 1.4,(c) o 
~\4.(dl 

I 

- 3 -

(b) Bt"itish 
bose circuits 

8arvioc Circuits other tbri. 
stations cover the great '1tID. orJ: Y 
'lr;uich..o.re ncrll be1,z1 intercepted.-

6.\ No division of.inwrcoptl.on t~sks i::: -pro.Qtio."lble :in tho follcm:i.nc; 
fiolds<untila.do':iu.\tc 'ool'lI'llun:!.cc.ti6nlJ for the ozchango at rav JD..'\tcriAl ere 
provide~ 

(0.).\1 leu-ouits. 

(b)\\1 I Circuits .1here 90 per 
..... \.c.:c~nnt......,..a:u=p::L,..~;-,c,...,li .... t .... 1.".,on="""""~O':x ... 1-=s""'ta=-• ....! 

7. The futUre aivislon at Intercept cavernge :lnd scarch falls 
naturally (lccm;r(!ing to thll locations and nnturc at intercept fnoilit:t'os. 
Therenil~ btl co..-ordinntion bet .... reen the p.u-tios in tho form of continuous 
olimi$tion, by mutual agreem~nt, at Ull\-m.nte.d duplico.tion nne of con
tinuous sugeestiOn and mutuol IlgrGetlIJnt as to.cban~s. J .. ll such co
ordination depends\upcn. the provision of adequate to1ecoTIl!luqications for 
tho exa~'\llf;o of ro.tt\f;rntfi.o. 

\ . . . 
8. Tbe 'bc.sis for\ the C"ontinuoo.s co-ordination invdlved "rrill be fln 

cxchan~a \pf... l!:Onthly rQr.o ........... r. ts on covarD. ... g .. e. T'hc;, forms for tb,,1sC rgnprts 
arg shg..""'lJ("S Exhibit 1L\ \\ rnd Exhibit 21L. _______ ---1 

9. The I I will be desmt ... b: ~ :0 2": dIYof' 'bhc 
month proyious to \mich it applies. ThC:I .".. will bo 
dc.s-patcood b,y the 10th dny\ or tho month succeed 13 rr to 10 it al?PlicD• 

10. Rc:-ports \1ill first be\exch:'l.nged to cover the month of Knl' 1946 .. 

11. Tho London Sigint Cpntrc\·'fill nrranec f'ar the troduction and ch.s
tribution of the- printecl forms\roferred to in paraEro:pb. 8 above. 

EXW;.NG3 OF TIEPORTS, :r:aEqtrntiCY INllORM. .. TION ~\ND Gi1IDlt .. u. S.~aRCH P'::SULTS 

.. 

12. lnf'ormtion ~rtintJnt to t~\d'\tc listl:;d in tho "tTJ"" case Book (leB) 
includiDB additions, deletions, l'1oCLiticntiono .. i"Jthor inf'ormtion rcl'ltive 
to interoept control and all oth.c:.r rc..levo.nt 1. "c'rtnt1on developed by scarch 
will be oxohanged by s11l}l~1 'It luastJ I I ~----------------~ 

13. Each party will ox~oine ~nc. stnndardisc tho form in which the inform-
ation deDcribed in 'P"'Ir~. 12 f'.bcvo is -promUlgo.tad with1n its O\'jll orgo.nisnti9De 

l..t'tcr this b.o.s boorr n~o both ?-'ll"ties will.\o.dopt e cot"JDOn form for tl'l13 rt.;ports 
convcyiD3 tp,is inf'OI'm":lt1On. 

I STt,NJ).RllISJIl D!!!ITGNf.TTON II! I1!'J!1Rc:JPl' 'efETiiIL. _____________ .....J 

OGA 
EO 1.4. (c) 
EO 1 .• 4. (d) 
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EO.! .' 4. (c) 
EO 1.4. (d) 
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Ee;4. (d~ 

-
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EICHtJGE OF RIA" T~LF.FIC 

20. As soan e.~ it can be e.rranged each party will furnish to the other 
ns prexwtly as prnctioable \T.Lthout request and as a :::latter of routine, one . 
cOP'J or overy itec at rail traffic colleoted ..-acquired. by its opcl"ating 
agenoies, regardless of souroe. E1thcr party D1'::/ request specially rapid 
dE.11w~, or addit10nal copies, of Spe01i1c categories ot rorl tratfic and sn.oll 
sh dl endeavour to ceet the needs of the other in this respect. 

21. The ideal means of conveyj,ng raw traff'10, fra.l the standpoint of spceC 
one. i.Jt.lXi:lUCl utilisa.t1On of nenpc..'mn", is -teleoa:ounicat1C1ns. Therefore tho .1 - "
curcr.2t.>n.t ~ caintlmanoe anc.l. ut1l1satiOll of teleccr.amicat10'D.s fra:!. interoept 
points to centres, nnd between centres, will :'e prOf.lOted: and cncouro.god 'by eo.oh 
party to the ut=-JOst e%tent of itc tWaDS. 

22. All ra.n trJf1c, -.llc.ther ',r l __ 't exchrulged by.:radio, ,7111 be exc1w.nged 
via regular 1ia.1sPll clu:.nne1s or' stich other roJUtes as ~ be agreed upon. 

23. In so far as pract1cable rc.i traffic u.r.~hr .... I.lb8d -;1111 be 1tJ. the forus 
oontained in paras 25 to 33 be+ow. nepertlL~ \ ~ fIttl 1:lu.s tom uill be el+n
inated as soon as possiblt.. , 
24.. The inclUS10ll of ~ ce.se nurlber in an 1 tem of ran tratf1c nIl not be. 
deeced to Bhaw ev1dence of processing for Cacmun1cat1an Intelligenoe purposes 
end. therefore the t1S.terin1 1 JtJ:y still be class1f1ed "conticlentJ.al" .. , 
9TJ.NDt..RDISII"TION OF Rt:t..';,T TRhPFIC FORMAT.~ 

/ 

OGA 
EO 1.4. (c) 
EO 1.4. (d) 

-
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E:xhl.b1t 1. 
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2 EXHIBIT 1. 



APPENDIX C. 

ExlubJ.t 2. 
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APPENDIX C. 
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APPENDIX C • 

Em1bit 3. 
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:.?PE~!DIX O • 

..Em:r.b1t 4. 
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APPENDIX O. 

ElIh1bl. t 6. 



• 

,"He am ".CD:DiI .. uclr ... ~ =ye.a. vm~n;c;-

tW5!NDIX c. 

Exhibit 7 



D 

, 

• 

l.PPENDIX C 
ExhJ.bit s-

• 

o 



... .4. (c) 
4. (d) 

... 

" 

• 

.AP.EENDIX C. 



iJGA 
" EiJ 1. 4 . Ie) 
~ EO\1.4. Id) 

• 
. 4 

\ . 

APPENDIX D 

gQ;ORllIN.ATION OF TRA]1FIO .ANALYSIS 

1. The dJ.nsion of respons1bil1ty in traf'fic analysi3 
t,l1t:rws, to :;,me extent, the dJ.ns1on of interoep~ duties. 
It is not pru.ctioahle, at this stage, to de.fJ.ne f!lI'ther the 
dJ.v:LaJ.on of respons1b1_J.ty l.n ~rp.s subjet.t though. this DI8N' 
be desJ.rable at a later date. In the meant1me th9re W1ll be 
a tull exohnnge, .:;hrough regUlar IJ.aison ~l s, of aJ.l 
written reports on T~ut.r10 Ana\ys1s whJ.ch are prL?ared by 
the var:LOUS trBf'f'io ana.lys1s and intercept oontrol groups .. 

3~ In general the dJ.vis10n Of work must fall 
accordJ.ng to the 10cat10ns of D/F and l.ntercept 
and. the 1ntercept tasks and search prograrrr}s Inn,rn'1: 

each oentro. ' 

J.,.. • CoJ.laboration betrreen the partl.es 1n ... eld of D/F 
shaJJ. be 1n the form of requests fl"Olll Ll.n¥ ... -.~ .... - dJ.re.:lt to 
a:rw other for beo..."":i.DciS and f1xos en .. -nr~"""'r~' 

-------oocJO(nclo---·-----

Hone or these arrangem~;en~t;s~i!i:;)~t 
clauses ot tbe Basic Ai 
scope and lim1tations 

E O 1.40. Ie) 

EO 1. 4 . I d) 

contI"&veniDg an.v II 
CI&liI~,"I •• 'G eftect within the 
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E 1.4. (c) 
EO 4. (d) \ 
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APPENDIX E 

QQ-oRDINATION OF, AND EXCHANG!: OF INFORJ.W'ION ON, 
CRlPl'ANALlSIS .AND ASSOCIATED TECHNIQUES 

1. Allocat~on of major tasks, oonferr~ng a one-
re ~s undes~rable and ~pract~oable unt11 ade~te 

c:mnunioat~ons are bl1shed. For the present, however, suoh 
dJ.V16J.On of tasks as poss~ble nIl be attempted. In addJ.t~on 
collaborat~on between part~es w~ll take the fo~ of continuous 
el~m~nat~on, by mutual nt, of unw~nted dupl~cat10n and cont1DUouS 
suggc.at~on and m'~tual as to the undertak1ng of new tasks 
and cha.I1ges in tr..e status ones. 
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~ibit 1 • 
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1. 4. (c) 
1. 4. (d) 

2 

]lxh:i b:i. t 1. 
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TABLE A 

APPENDIX E 
Annexure A( 2) 
Exhl.bit 1 
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T.I".BLE B 

19th May, 1950 

l~IDIX E 
.lirlllcxurc .&\( 2) 
Exhl.bl.t 1 
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.. 1. 4. (d) .. 

T .. ':"LE B [ ___ __ Contd.] 

19th J.1:B.y, 1950 

, 
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- 5 -

(2) 



81 

10 IE IC!PT liNeE. 1:8a ANg KIY 

NEYER 10 jE REMOVED FROM T"E OPPle! 

- 6 -

T .. ..BIE B [Contd.] 

19th :May, 1950 

.. "iPPEI'1DIX E 
Annexure 1 .. (2) 
Exhl.bl.t 1 



• 
• 

10 Ie: KEPT tiN"!'" LOCK .. IS K!V 

NE'vER is BE REH9YEa FROM lNi OFFICi 

1.4. (c) __ =-============================================================== 
1. 4. (d) 

- 7 -

Tl.BLE C 

19th May, 1950 

J\PPENDIX E 
Annexure J~( 2) 
ExhJ.bl. t 1 



(} 
(} 

OGA 
EO 1.4. (c) 
EO 1.4. (d) 

APPENDIX E. 

-



.. 

2 

..!.-.-.--

.l'iPPENDIX E. 

Exhl.bl. t 2. 

r. 

.. 



• EO .4. (c) • 
EO 1. . (d) 

.APPErIDIX E 

ExhJ.bJ. t 2. 
- 3 -

• 



':! 
EO .4. (c) 
EQ 1 .. (d) 

- 4.-

~il'FENDIX E 

Exlu.bl.t 2 



( 

OGA 
E<;t.1. 4. (c) 
EO 1.4. (d) 

J".PPENDIX E. 

ExhJ.bJ. t 3. 



~\PPENDIX E. 

ExlubJ.t 3. 



• 

'~.t"'" ._-. 
.AP.E'Jm)U F. 

, I OQ-ClRDINATION AN TR.LNSLA.TION. 

EXCHAlGE OF llEC~S, TRANSLM'IONS AND ASSOOIATED PRODUCTS. 

1 • Deorypts of fOrc1~11 coriJ'!llIlicat10ns ".r...ll not be exchanged 
between the COMINT Centres in London and Washington, eJalapt as 
provl.dad in. pa.ragroph 6 of .I\ppendix. E or as III8iY be arranged ~-or 
Oz:ypte.nalyt1o or other technical I'Oo.sons, but a..V decrypt or series 
or deorypts will be made available on specifio request by one Contre 
tr the other, it not prohibi ti vely 1nconvenient • 

2. As the Centres will probably be unable to tronsl.~t9 all 
decrypts or ple.:J.n texts 111 tulJ or even in extract, each will carry 
out a prooess of ac~ such as to meet '1 ts own OO1.tJlf!l requirement s. 
The liaison o:f:f'1cers w111 thGrciore be tree to scnn this material to 
ensure that art¥ p:u-t1cu.L3.t" -.ncr) !'3ste of' theu own party are ~e1ng served. 

3. Transl:- of .,.o~ > "111 be aa':'L"m8d to be 1n full unless labelled 
"gist" or "extl'"act ". 

4. It either party considers that decrypts or plain texts serve its 
intel11gence needs without tranalation, such rlecr,ypt s or plain texts 
will be regarded by the other as it they wert) translated texts and their 
exohenge between the Centres nIl be precisely the sace a.s that of 
translated texts nnd extracts (see paragrapp. 6 below). It 1S the 
intention at each party to liDd.. t such oa.ses to the min:unum.. 

5. canments will be olearly distinguishable as suoh and will be 
prefaced by the word "oamISnt". 

6. All t't'llnslated texts, extracts, g1sts (unless excepted by para-
graph 7 below), 1tems of Tr8.l.~c Intel11gence and oCJJr.Bnts appended 
thereto, will bd exchanged between the COONT Oentres in Wash1ngton and 
London oont1Duously, currently and without request unless otherwise 
arrenged in specific 1nstances. Such exchango, complete or partial, will. 
be et:feoted by radio when speclfioaJ.ly requosted by the parties and in 
a(i.dition a canplete exchmlge will be cf'f'ected with tlie ].east possible 
del~ through the regular 11aison ah.mmels. 

7. Gists whJ.clJ. are made by 0. Centre tor 1ts own use but not issued 
\lill not be exchanged. ,but will be at the d:l.sposal as.'" the liaison 
o1'f'1cers who mAY ask for such uecr,y;pt s or pla:.ln text S 0.8 D18iY be 
required. . I 

8. JUl COMINTsm&3 w_ll be er'Jhe.."'lged between the producing C'3Iltres 
in Waahington and. Londor. when~'"'Cr -:hey aI"J issued end without request. 

9. The IDndon SIGlNT Contre ,'ill be the channel through. which all 
C()l{[NT i tams produoed b;r the ether Br:i. t1sh CoJJr.lOl'l\IIeal th Centres (except 

. ottawa), will be torwardud t.) the WashingtoD "OONT Centre ani through 
which the same caten.aJ.s produced by the Wash'lll!ton COMINT Oentre will 
be torwnrdod, whenever appro~riate, to o~r :.!'l.tish COT.l\lO:nwealth 
reoip1ent~, ~ except Oanad:Lan). 

, 

Bcae or theM arrangement. ahall be COD.t.rued as canf.ra:nll1ns 8D7 I 
cla ... 8 oE tile Baa1c Agnement. 6U£ lIhall take el'tect With1ll the 
.cape aDd l1m1taUona •• tabl1shMI therebT. 
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10. The Washington COJIDfr Contre will be the ahannel through wbiok 
all camrr i t8l'lS produced by British Ccmwmreal. th Cel'Ilires will be 
forwarded, whenever nppropria.to J to U.S. recipients. 

DmSION OH' L.'~H~ Df TRiiNSLIa.TION .. 

11 • Each Centre w:l.ll Ul'Klertokc such soanning run translat:1on taaka 
0.13 arc suited to ita 0"11 requira.J.ants lUJIil thoso of its recipients. 
ArIa exception will b( by priC.'l· .... ";I"E)cmmlt between tho Centros • 

12. The oontinuoua oxoho.nge botweon the Oentros at their trf.Ul3l.o.ted 
JiU,ltOrill.l. will ollow 01 thor po.rty to cl:l.m1.na.te Ul'IWanted dupl:l.oa.tion 1n 
trt"nslat:Lon. 

~ S~I.aNDA.RDISA.TIClf ~, ~ULui'J(rL't liUlOC. ------- - _ .. --_. ...._---
1~. To avoid aanb1!:,rui tj< a"'''J I., ~'I'OJIX)ta _l ee at roading, reference aud 
roo'prd1ne;, it mil 1'9 \"10 8J.II I" t 11':.) C'Ol,!~: ~ in WBSb.:Jngton and London\ 
to L,aopt a St~l"il At.ylr and '1,. T .. t. for llla.clint;S, tronslated tens, \ 
glst'\S, - extracts, OQJIJOllL~ Ill1d ~. '. Jlat.ols I notos. I 

(1].,) \. To that end the LOl.dou SIGtNT Oentl""e J.ll prepare a proposed 
style::; .layout whl.ab. .vill bo introduced 19 ~:;\ such modif'ioatiollD os r-~ 
neoosafUo t as soon as it h.'\s lx.on ooru:lderel ./ the U. s. teotmiool. 
spetoi.PS 3 t)onoorned. I 

,~lJ)Ism:a..\T • .OH' TRAl..f,~~ll!rl~ C~. I 

I 

15 ~ .m elindm. 
:I. ~ tion -, t~!o d:i.scl"ep311cios in 1ranslation and to obtain stau:1.ard-a: t~ to ~tion t('rnd.nolol..~' enoh C~ntro will a.t onoo OQUpUo . 

ti~ rcforenc oth.Jr ,. lis t of the eli ")tionarioD and works of 
i:l.ngu:l.s with ihini0 ' ""hlah J.t currently accepts as standard tor the 
~~01lLl1 n:oo.~ lt J.S OODOOrneu., and will oontinue to forward suob. 

ry. 

16. Edell Contre IT.l.lL omJ.{ \Y1 thout request oot f\un13h to thu other, oontinuously, ourrentq 
oompUat:Lons which it )~ios of lI.l.l SUJ,lPlemantol Glossaries and other 
1 o.1;ion proOBS ses. Tlw r ~~t'ar\; ... 9 r.r; u result of and tor use in its tmns- I 

~ont1nuous d1soussian beil\tel'i.als thus eXD1~d will. bo the basis for 

I~"i~sation. itw Ccm~n the Centres nth a. view to inol'eo.a:Lng , ",' 
) l or the othEtr B8 the de '"'E)S Wl.ll aim to agree fran tim to timB. on 

4' D.t·I.ding author! ty :l.n a speoitio language tiold. / 
P1- -~- '_I , • / In UI.'YI:lIr to clovelop a. fh standard of valicl1 ty_gra.d:Lns iD ,Y 

I· l.otJgua.ge equ:l.voJ..ellts, o:lOh CUI!tpman will. :Lnt the the at the Id-:tfio-
IBIlOO at such grad:i.nes AS 1. t am~ nzm 0 r go 

, ~ . , . 
• ~'f1.: •• , 
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ntl.y utces in its Suppl.ocDDIiDJ. Glossc.riJ.ls. 
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AP. PE1'IDIX G 

EJIlIIARlB =t ClOLLi\mIIAL IW!BIi!AL 

~ ~ 2 of tho Britll. U.s. ~1an ~~ 
AsroCl!lOnt DpecltleB thaij thB AszieEmlSnt gaverDil the l"8latioDB at the 
oontraotl~,'parties Rln ~'h'~t:lOD IntelU,88DDe Jattel!'a oDll". 

2. In the 8ame pe.r&.IP\ .... pn 1 t il3 agreod tha. t the emhange of INOh 
collateral material as is: applioable for teohn1oal purposes and 18 
DDt prejudlolal. to n/1.tion.!Il intarests nil, howeYer, be effeoted / 
between the CCJIIlr.r centre s in both oOWltr1sS. , r-·--- _., 
3. ,J I~~cordanoo wi tl't this paragraph, oollateral materlal ls J 
iJefided _{that materlal~from sr\y source other than CJ<JfIHT 1I'hlo~ 'I'~ 
thoUfo..b c~t' assistance to 'f:ihe CCJMllfr centres (i.e. "applioable tor 
taohniO:3.l purpooee"), .LB' not direotl1' a Camnunioation Irrtelligeuoe 
matter1 '~ , 

4.. COD88qusntl,y, JZ~rial listed in pnrngmph 'Cal (2) a.nil (6) 
ot~ Agreement. though ,obta1md from aouroes other than 
a t.oatlon Intoillgenae, is nD't ooUateral material beoause it 

" 

./ 

1s d '"8otl.Y a CCJJIID.unioo.tibn Intelligence matter. The emllanp at 
such ~ter1al 11'111 be UDr~Btr1oted, except aFJ pro9'1.ded 1n 

~~agraph 3(b) ot the Agreement. 

5. Slmillarl"y, information oDnDerning ~ methods and 

" 

" , 

(~ 
\.. 

,; 
r 'j" 

I • 

\-r;-~ 

... , 
, / 

I , 

teab~qus&. which tLrB dawloped bY' the C(J(I!ll (]entres under U.S. or 
BritiiH")a.tent, 1.& not oollo.teral material, and i~azctan"8e 18 
governad by paragro.ph 4. ot the .Agreement. JI_ 

6. Collo.teral r~terial ava1lable tor teohnlokl p~&ee to tba 
OCIIlNT centre of one pnr1:iY will be made available (through the 
IlQOhl~l'Y at lin1aon) to the othor Centre, unleoo ~alw1ed b,y .. , 
paraamph 2 ot the baalo AsZ,'08CIOnt or unloao tbJre 10 ob.1eot1oD 'b7. 
the J.(inist.r.v. Deportment, Asenay, Office or person whlab orl.&'na1]7 
ma4e the collateral material available or wklab benra the 
rellPolUllb1~1 t,y tar 'the oontr-:ll thereof. 

'-iaae or t.hne IU"lWIPIent.- _hall"De 'cClll8tl'ued al CODt.l'IL~-"';' 
ala_es of tbe Baale Agre_dt., b"t. _hall take .rtect. .1t~ tile ., 
saope and Ua4tatlODs .st.aW_heeI th8reb,r: I' , 

.: , ....... ' 

' ...... 

~ ......... -
1 ' 
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.taPPENDIX H 

.!T.RJOOl!HENTS TO BE 11.1iD~ FOR COHNi' OOMMUNIC14'IONS 

1. T~c)'f1!VNICJ~IONS ORG,,~s..a.TION REQUIRED- Provislon will be 
made for exclllsive and rendily extensj.ble telecoomunicationa 
between centres and between Centl·es and their cutlYing stations. 
E:x:cept for certain D/F requiro::.ments, tone type equip::1ent should 
be provided as soon as Ci.vailable. This 1:: necessary in order 
to make possible the rapid flov of all· Y[.I99 of raW' traffio from 

..... the points of interception to the severE: :Jentres; the rapid 

..... 

exchange of all type~, of r~.'': tr:U'fl.c, te~hnice.l IlIatter and 
Cm:nunication Int .. J.E.g n..c..e be-;WoJen the centres i and 'the 

efficient control of :: utE:roeption ~overa.ge, with consequent 
reduotion in wasteful ~uplic~tion. 

2. INST.riLLATtmr, M.h.INTEUlilIDE IJID OPElt.~ION OF TERMIN"iLS. The 
terminats of circults intended exclusi'/ely' to carry 00MIN'.r 
traffic will normally be 1l'18talled, maintained and operated by 
the appropriate u.s. or British Commonwealth authority on whose 
teITi tory t 1:9 terminals are situated. 

3. P .. .RTICULAR CIRCUI~S TO .B~ E8r .. &l3LISHED. The following will be 
set up:-

(a) The L.ondon - Csha\9'a. ci.rcui t will be r.aaintllined, operated 
and controlled by U.K. a.uthorities am converted to 
o~~Dnelized radioteletype at thd ear11~st practicable 
time. London will control. ~.s. Dutnoritles ,,'111 
opera"l#E" the W~ghlngtl... n terr:li("lJ 1, naintain the Oshawa -
Washington landline, and pravl.de f~ciliti~ for rel~ to 
the London SIGINT 11.aLSChl Wli t i"""\ 'ashington. 

(b) A London - .oWashing=ton radiotelet.1.Pe circuit will be 
established and t-.IO channels thereof wttl be allocatell 
exclusivelJ- to COJaNT traffic. This circuit will be 
operated by the ~ppropr1ate u.s. or British authorit,y 
on whose terri tory the terminal 1S situated, with 
Washington controlling. 

(0) The Melbourne - Honolulu circuit will be ra-establ1shed 
e.rul channelL::ed, a.nd will pe operated by the appropriate 
U. S. or Bri tl.sh Co::rmomreal th: authority on Wb,oae territory the 
tezminal is :iii tooted, with Honolulu controlling. 

4-. ST.lOOhUID .I?ROCEDUP~ .nND OPER..-.!rING SIGN,,\LS. standard Procedure and 
operating Signals Wl.ll be introduced for oombined use. The ourrent 
combined ~rocedure dnd Operating Signals. will be adopted tni tta.lll' 
subjeot bl "inor modi:f'ica.t10ns which may be found DA("essar,y ana. 
mutuall.:y agr 'ed from +1mf'l +!' ... .bIA to DlRoi. speoial COMINT requirJ'-
menta. In adaiti('ln, thif"U.!r. authorities will. undertake the 
pre~aration of a combined COlUNT COf'!.nunications Jolanual, ",hich ~l be 
adopted for use when approved by the LONOON SIGINT BOlJm laND ST"OOIB. 

5. COliMON CR!PrOGRt~HIC .AIDS. Common cryptographic aids will be used tor 
Cot!ibtned COMINT conmunioations. Initially COM, SIGCUK. one-t1me 
tape (SIGTOT), lind one-time pads will be used. The matter of 
cryptographic aids will be kept continuously under review with the 
object of maint.a5ninz and ~ncreasing seourity and of facilitating 
cammunios:t10ns. 

lODe at theae ar1"DllgG8llt1l ~aU be coaat.rued. as coatra~ ., 
clausell or tile Basic Agreement, l,ut shall take .ffect witJdn th
IICope IIIId l1Id.taticu established therebt· .. .. ~ . .::..=.-=--...:..-------~----- .. 
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6. COHIruNIC,,\TIOw.:; LIAISON. Jt. -eprt:: santa. ti va of the London 
Sigint Board and n representn-:;ive of ST,,\NCIB will be given the 
specif'iq duty of kueping under review CCPIINT oommwd.catlon& 
probler.1B and of' ra.ising fPi advising on such problems as they 
occur. 

7. PROVISION' OF EQUIPMENT. The previs ion of' equipment will be by 
mutual assistance where necessnr,y and practicable and ae agreed 
in eaoh speoific case. 

B. USE OF UNLEASED CABLES. Unleased commercial cables will be used 
tor transmlssion ot GQMINT traffic on~ as a oommunications 
emergency nBa.sure. 

9. TRANS-la.TL.t~ ,'Ie B..~ OOtr.:!ES. ~he trans-Atlantic bag routes will 
be- kept uruTer reviBi~ v.ri th' th, ,)bjvot of tal{.ing full advantage 
of' ir...tproved Be:::. arL!1 au S6111'1."::9S. 

10. USE OF ~CROFml. £li.l Ctut L':..'S ~ill be equipped to handle 
jiirorot:t so tha. it Iiaay be :\vaila.ble for use 'When it is not 
prtl.aticable to send the original material. 

----------- .... ---------. ----

-.... -

,. 

() 
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LI .. ...ISON PER.§9!!t.;~ 

gl..f.SON .AND 

UE.LJlNiL.3 FOR EXCH.:!..I'TGE ----- - ... _-

1 • Ea.oh party bh..J.l .. c.J.rt Cl.n, ~ '1 t he country of t~e other, a 
senior IJ.aison offJ.cl..al ac crodJ.. ted tv the othe. llll Cornmunicat1on 
Intol11gence 11aJ.son matters 1n each countr,y c. \1.11 be under the 
c0c9Uza.nce and control of the sem.or Commun1c'1,l.:Jn Intelligence 
1l.aJ.son offJ.cl.al 1n that cou,,"lt:ry. 

2. Upon agreement betwE)en ST .. ~.;cIB <~r.:.si the London SIGIIiT Board., 
:l.d.c:h.tl.ona.l 11.aJ..son persOlmel l'l.lAy be l:'.ccredJ.ted, run workl.ng .?'..roups 

~ ne:y be o.ssJ.g,ned, to operatJ.ng agenC1GS of eJ.ther party by the other • 
.All such o.dd:Ltl.onal ll.aJ..son personnel shall be unoor .. he control and 

24 

directJ.on of the senior IJ.a1son affJ.cl.al. • 

3. Sm ta.b1e o~':r1ce fOOl.1J. bee v'111 be nude aVE'.J.1ab1e a.s necessary 
by the party to ~ 'om the 1J.a:Lson o:f'f'~Cl.aJ.s are ac..crcdJ. ted. 

4. Ll.aJ.son off'J.Cl.als at one party sh..ul nom..9.l1y have unrestncted 
access to those parts of the other's opcratl.llg agenCl.e::. whJ.ch are 
engagGd directly l.n the productl.on of Conll'lUIlJ..Catl.on InteilJ.gence, 
except such parts thereof' whl.ch contmn unexchangeable J.nf'o nnatl. on. 
~'lla poJ.n""s a£ contact of 11aJ.son efiJ.cJ.a.la Wl. th:Ln oporatl.ng ag,encl.es 
ror request3 and l.nqul.rJ.es shall be as determined, established and 
lvl::Jl.l. ted by the party to whl.ch they are a.ccredJ. ted. 

5. In a.dc1l. t10n to the above regulorly assl.ghod per,!onne1, Vl.Sl. ts 
'b-J selected personnel for s.t.ort ponods of tl.l '0 to deal Wl. th speCJ.a1 
probler.s \V111 be encourageJ • 

6. Requests by u party or J. ts agE.ncl.es for 1.nf'onnat1on or rnatdnal 
sho.l1 be made by that party Vl.a 1 ts senl.or 1J.0..: ::Ion Off'1C~aJ. accredJ. tcG. 
to the other. :rTonnally the other party's senJ.t. l~al.son ofbcial shall 
be kept 1nl"onned a£ such requests. 

7. The samor 1J.a.J..sOIl offl.cl.al act1ng through the proscnbed 
cho.nnels :me. pOJ.nts of contact, shall I'E,cel.ve whateverpc...rtinent 
l.nform.atl.on or mateno.l J.S made aV0l.1able to hl.1"', and shall forwarJ it, 
normally VJ.c3. channels under the control of hJ.s o"m countzy. The 
rOCel.V1ng party shall g1ve the senJ.or IJ.l:'J.son off'J.o!.o.l of the proVl.dJ.ng 
party I whateveI' share l.n the d:J..strJ.butJ.OIl and utJ.11zo.tion of the 
J..nforrnatl.on as Il".B.y be agreed upon locally. 

RODe ot t.hese arranBements ShaUll construed aa cont.ravenil'1£. &I\Y 
clauaes of the Basic Agreemen'E, bU shall '-ake etfect within the 
scope and l1m1tatiODs established thereby. 

... 

I 
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8. HOtiever, the rout1lle exohe.nge at COONT matenel mq btl 
el'i'ected as mutually agreed directly between the Centres over 
conr..UlU.catian cMlllllels jointl"y an.d exclusively JDaJ.nta1ned tor 
CCl'.LCdT purposes. In addition, 1t 1S contemplated th.lt cha..Tlllels tor 
aorlt1DlJUS conference and azTllllgenrent directly between technical 
sect10ns ~ be est~bl1shed. 

9. No pI'O'V'l.S10n at para.:-:r&..ph 7 above sh.all be construed as 
prevent in: e1 thor p3.1'ty fran £..CocllJI'lOdaune the other by trensporting 
mate.l'J.als tor the othtfr Ee...-rty. , 

1 o. Eaa...~ party shall nonilDlly asaJ.at the ot}l..er I a senior l1a.ison 
qf'fiC1al by lw1nng f'.vcilable to m= tam.11 tiel:' for l'acko.ging and 
pre-J?aring J.1e.ta~al ~cr tr:msportatJ.on. Ee.oh. .:.rty sho.l.l, to the 
~xtent of taoJ.11tios opcr~t6d b,y or nvc1l~ble -0 it, asS1St the 
other's aen10r limsan CI"'f'1C1:U with saZe-hL:.nd c.nd other- t:ro.nsport
ation Wl. t~lin its o.m Ooulltry • 

-- . -
, 
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T OP.SEC"ItET GL'NT 

APPENDlX J 

DrrERPRETATIOIl OF 
CERTAIN PROVISIOrlS OF THE 

4" DEC 1947 

U.S.- BRITISH COl!llUNICATION INTELLIGENCE AGREEtI]tIT 

INTRODUCTIOrJ 

Consequent on meetings held in Deoe~ber 1947 
between USCIB and the Direotor LSIC representing the London Signal 
Intelligenoe Board, the following interpretations to oertain 
paragraphs of the British-U.S. CODmunicatlon Intelligence 
Agreeaent, dated l"arch, 1946, and of the appendices thereto 
are hereby agreed to by USCIB and LSIB aud will becoae Appendix 
J to the afore:'lentioned Agreenent. 

TIITBRPRETATIOUS 

1. It is understood that the taIB \'1111 not initiate 
or pursue any contact with any nation of the British Cocnon
wealth on Sigint matters other than witn the Doninions of 
Canada, Australia and llew Zealand (with each of whioh agree
Qents already exist) without first obtaining the v1~vs of 
USCIB. (It is noted that at the present tine LSIB does not 
envisage any collaboration with COLXlonwealth llations other 
than the above.) 

2. _ It 1s noted that the Uelbourne Sigint Center 
(1.1SIC) Is, in contrast to the C01'lC1unications Branoh at 
Ottawa, 'not a purely national Centre. It is and uill con
tinue to be a jo1nt U.K. - Australian - New Zealand 
organizat1on, manned by an integrated staff. 

,. It is noted that a pre-requisite for collabora-
tion by Canada, Australia and New Zealand with U.K. was an 
unequivocal acoeptanoe of the provisions of the ":::!!xplanatory 
Instructions and Regulations Concerning the Ikrndling of 
Signal Intelligenee (maIG)" whioh has already been given by 
the Sigint Governing Bodies of the Nations ooncerned and that 
oontinued oollaboration is dependent upon their adherence to 
these regulations. 

4. It is the intention ot LSIB to obtain ~ron the 
Sigint authorities of the collaborating Dominions fornal 
assurance that they will abide by the terms of paragra~hs 
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5, 8, and 9 of the rlri tish-U • S. COIll1unication Intelligence AgreElDSlt 
and of paragraph 5 of Appendix E to that agreenent. Suoh 
assuranoe will be transnitted to USCIB from L3IB. 

- 1 -
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5. LSIB will notify USCIB o~ the present.assign-
.cent of' cryptanalytic tasks for USIC and v/ill notify USCl:!] 
in advance before authorizing any new or altered crypt
analytIc tasks for that Center. 

:I 

6. Both USCIB and LSlD will: 

(a) trot pass to any of the collaborating 
DOllinion Centers COl!l~rr i te.cs originated 
by agencies of the other party \Ii thout the 
consent of that party, except as laid down 
in paragra~hs 7(c) and (d) below or as na~ 
be fr~e. tine to tine mutually agreed. 

(b) Pass to the collaborating DOIllinions via 
the agreed channels only such technical 
lEtter and portions of the Status reports 
as are deemed by the originatin~ agency to 
be relevant ta the agreed tasks upon which 
each Do~inion is engaged. 

7. uscrB takes note that, as regards LSI9's policy 
towards the integrated Center at I~elbourne, LSlB intends 
in future: 

OUA 
EO 1.4.(c) 
EO 1.4. (d) 

(a) 

(b) 

• To give every encouragenent and assis-
tanoemmtompursueJ las the nain orypt-
analytic task 0 the Center together "1t11 
n1nor tasks of local interest. 

To elilploy )Iel~ourne-controlled inter-
ceptioDstations (soLle of which are U.K .. 
manned) ontas1::s to \"hich they are best 
suited by reasoll,0f tneir locafion, which 
inevitably include L...-____ ----I 

(c) To pass to IISlC (in order that lISle 
Day carry out (a) above), the teshnical 
and background catter relevant to these 
tasks, whether it be obtained rron U. S. Dr 
British sources, except matter of U.S. 
origin designated by U.S. authorities as 
for U.K. use only. 

(d) To pass to I!SIC for its 1nternal use 
only (and to enable that Center to carry 
out (b) above) the neoessary technieal 
natter required for such interception oon
trol, whether obtlil1ned fron British or U.S. 
traf'ric analysis or cryptanalysis souroes, 
except matter of U.S. origin designated by 
U.S. authorities as for U.K. use only. 


