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LSIB/141/55. 

10th lID,y ~ 1955. , 

COVS No. • •• • t/:( .. 

AMENDMENT NO. If, TO THE .APP.ENDICES 

TO THE UKUSA AGREEMENT 

(TIIIRD EDITION) 

Please add the following Note ai'ter paragraph 16 of the 
Introduction to the UKUSA Appendice s (dated 1st Ju."le 1951): 

"On 1st May 1955 USCIB and I;SIB agreed that a general 
revision of the Appendices was requirea. They further 
agreed that as a first step tOYJard such revision USCIB 
would furni.sh LSIB, for COIDJnent, deta.iled proposals v'{:lich 
are beir.gprepared by 1'0013. Pen±.i.ng agreement by both 
parties on a general r(;vision of the Appendices, the 
DirectorG, NSA a."1d GCHQ will: 

(a) determine ,jointly fLYly changes "\;;1l.ich mB~{ be 
re(luirea, in Appendices C, D, E, F, K, L, and 
1>1 and 

(b) imp1erl'.ent any such c!la-Tlges w~"1ich they agree to be 
necessa.ry. 

Although this interim autiwrization enables the 
Directors, liSA anel GCHQ, to change or interpret spectfied 
Appendices by mutual asrcement, it does not require u~IB 
or 1813 to approve such changes or interpretations 
9rovided thes(:' ace -;,--,r""lthin the spirit and intent of curren.t 
DKUSA policy." 

Secretary, 
Sigint Board. 

eclassified and approved for release by NSA on 04-08-2010 pursuantto E,G, 12958, as 
mended, ST56834 
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TOP SECRET 
TO BE HANDLED IN ACCORDANCE WITH IRSIG 

..... .. ... -- --" "" ;'; ' .. 

Rer.\ .... ____ .... . . "' .... 

TOP SE~T EIDER 
lOth Octooor, 1956. 

Director , ( coPies~~:IL. _____________ ---' 

UKIJSA Agreement 

• • • A ttached are copies of the URUSA Agreement and its policy appendices 
as now informally agreed behreen the representai;ives of NSA and GCHQ. NSA 
vli11 now reconsider these papers and will then submit them to USCI:i3 'for the 
latter to propose formally to LSIB. 

2. The factors affecting the need for a reappraisal of the Agreeinent at this 
time are:-

( a) the setting up and d.eveloproont of NSA and the defin:ing of the 
responsibilities of Director, NSli.; this has led to a similar 
relationship between Director, NSA arid USCIB as existed between 

, Director, GCHQ and. LSIB; 

the passage of ti.'1le which has made out of date much of the ,detail 
contained in the Agreement. " ... 

(fJ''- 3. The work in preparing these papers has been done on the basis of 

(a) making a separation as between the -ooclmical and. the poliCy 
material contained in the basi.c Agreermnt and the appendices, and 

(b) so redrafting the basic Agreement and the policy appendices that 
they contain all the matter which is the province of the two . '. , 
Boards leaving all teclmical matters for mutual agreement between 
the Dll--ectorsof GCBQ and NSli.. 

4. The following are the salient points affecting the papers as DDW rev'ised:-

A. The Agreement 

(a) It was agreed that it would be preferable to amand the old 
Agreement rather than ' to negotiate a new A.gree[OOnt~ The 
changes made have been kept to ,the minimum pract:i.cabJ.,e. 

(b) The modernisation of the first paragraph of the Agr-e.~nt 
comrni ts the US and the UK as a whole and not 0013 the ' 
,organisations represented on the two Boa.rd.s. 

(c) Paragraph 3 is new and has been inserted to define the 
status of the policy appendices as integral parts of the 
basic Agreement. 

B. .L\ppendix li.. 

(a) The 'hew appendix 1'1 contains considerably fewer' definitions 
since ~ such defini tiona as are quired far the 

\' ... . 
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interpretation of the ll..greement and its pollcy appendices 
have been included. Such other def'ini tions as may be required 

. for the interpretation of the technical working documents to be 
a.greed between Directors, NSl .. and G-CHQ will form an integral if .. 
part of each such docUillent. , 

(b) The definition of SIGllIT: refers to both CO:MINr and. ELINT, but; 
GCHQ has agreed to the NSf>. preference not to make the definition 
of ELllfr a separate heading. 

C • l ... ppendix B. 

Comparatively minor changes have been agreed at this stage to meet 
NSil. 1 s wish to avoid rais:ing any controversial issue affecting 
categorisation vJhich is now under detailed review in mCIB. 

D. AppendixC. 

The neYi Appendix C covers what is appropriate to the Boards of the 
old appendices D, E and F and most of the old Introduction to the 
append.ice s • 

E. Appendix I. 

The new Appendix I has been so drafted as to make clear the distinction 
between the Senior Liaison Officers in both countries who are appoin·ted 
by and accredited to the two Boards and other liaison personnel and. 
COMmT specialists appointed by the Directors, NS.A. and GCHQ to meet th.6ir 
own requirements. (There is a possibility that SUSLO may at a later 
stage not report to Director, NSA). . 

F. Appendix H. 

The new J~ppendix H has been so drafted that thedetail.ed content of the 
annexures to the old appendix become specifically the responsibility of 
the Directors, NS.A. and GCHQ. 

G. L.p;pendix N. 

The naw paragraph 3 of this Appendix has been so drafted that it Ill8\V 
correctly reflect both the rather wider responsibilities of Director; 
NSJl. and. also the co-ordinating function of Director, GCHQ in this context. 

H. Appendix Q • . 

The neVI l~ppendix Q is now a statement of the general principles of war-i · 
t:iroo co-operation and the detailed plann:i.ng based in the pre-l9.54- concet---. 
of global war which was contained in the old appendix has all been omitted, 
including that for the crn. It was agreed that when present pl.a:nning 
activity reaches the point where mutual discussions may be fruitful., plans 
corresponding to the post-l954 concept should be set uP. but as NS.AjGCHQ 
documents. 

Is. 
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5. NSA/GCHQ ~greernent of the new technical working documents. 

w 

(a.) On the question of how, in future, to record th~ technical 
agreements between the Directors, !'lSA and GCHQ it was agreed 
that no attempt s...~ouJ.d be made to over-formalise and that the 
present direct exchanges of signals and letters should continue. 
Nevertheless, some series of documents would be advisable, 
with the devolution of responsibility for blocks within the 
series to corresponding parts of :NSA and GCHQ. Typical blocks 
would 00:-

Research or;ypt 
TIl.. data 
Division of cover 
lleporting policy 

(H) 
(3 and Ie) 
(S) 
(z) 

(b) Aspects of the old appendices D, E, F, 0, H and the whole of 
appendices Ie, L and M will all have to be considered for 
inclusion in this series of teChnical documents. At some 
stage in the official exchanges between the Boards it will 
need · to be recorded t~at ti:ese remain in force until agreed 
otherwise by the tv70 Dire ct urs • 

z 
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U.K. - U.S. COMMUNICATIONS IN'IEu.IG-ENCE 

AGREEMENT (UlillSA AGREEMENT) 

1.. Parties to the Agreement 

The. follovr...ng agreement is made between the United States Communications 

Intelligence Board (USCIB) (formerly know:.1 as STANCIB, representing the U.S.) 

and the London Signal "Intelligence Board (LSIB) (representing the U.K.). 

2. Scope of ~ement 

The agreement governs the relations of the above-mentioned parties in 

communications inte1J.igence (hereinaf'ter. referred to as COMINT) matters only. 

However the exchange of such collateral material as . is applicable for technical 

purposes and.is hot prejudicial to national interests vall be effected between 

the National Comlmmication Intelligence Agencies of both cOlmtries. 

3. Appendices to the Agreement 

Certain terms used in the Agreement are defined in Appendix A. Additional 

aocuments are appended for the purpose of clari~ the agreement, sta~ing the 

principles of COMINT l:>ecuri ty, and otherwise guiding or goverirlng the collabor

ation between the two cO'lmtries in C01ITNT matters. The appendices are described 

more fully in an introduction to the appendices (attached hereto). 

4. Extent of the Agreem.3nt - Products 

(a) The parties agree to the exchange of the products of the follow:iJ:lg 

operations· relating to foreign communications:-

(1) Collection of traffic • 

. (2) Acquisition 'of communications documents and~qm-pment. 

( 3) Traffic unalysis. 

(4). Cryptana:l¥sis. 

(5) Decr:vption and translation. 

(6) Acquisi non of :i.n:f'orrnation regardLng connnunications 

organizations, procedures, practices and eq~plWnt. 

feb) 



TOP SECRET 
TO BE HANDLED IN ACCORDANCE WITH IRSIG 

-2-

(b) Such e;x:change will be unrestricted. on all ~rk undertaken except 

wmen specifically excluded from the agreement at the request of ei the}," . 

- { 
par'bJ and with the agreement of the other. It is the- intention of eacih 

party to limit such exceptions to the absolute min:Untml and _ to exercise 

no restrictions other than those reported. and mutually agreed upon. 

5.;Extent of the Agreement - Methods and Techniques 

(a; The parties agree to the exchange Qf information regarding methods 

and techniques itlvol--red in the o~rations outlined in paragraph 4(a). 

(b) Such exchange will be unrestricted on all work undertaken except that 

upon notification of the other party information may be withheld. by 

ei ther party when its special interests so require. Such notification 

will include a description of the information being withheld,, _ 

sufficient in the opinion of the withholding party" in convey its 

significance. It is the intention of each party m limit such 

exceptions to the absolute minimum. 

6. Third Parties -to the Agreement 

Both parties will regard this agreement as precluding action with third 

parties on any subject appertaining to COMINT except in accordance with the -

following understanding z-

ea) It will be contrary to this Agreement to reveal its existence to 

any third party unless otherwise agreed by the two parties. 

(b) Except as laid down in Appeniii"x P, each party will seek the agreement 

of the other to actions with third parties, and will take no such action 
t 

mtil its advisability is agreed upon. 

(c) The agreement of the other having been obtained, it will be 16_ft to 

the party concerned to carry out the agreed action in the most 

appropriate way, Vii thout Obligation to disclose precisely the channels 

through "."hich action is taken. 
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(d) Each party will ensure that the results of any of its actions with 

third parties are made available to the other. 

7. Commonwee:th COlmtries other than the U.K. 

(a) 'While Commonwealth Countries other than' the U.K. are not parties 

to this agreement, they will not be regarded as third parties. 

(b) 18IB -vdll :treep USCIB informed of any arrangements CJr proposed 

arrangements with other Commomrealth COMINT Authorities. 

(c) USCIB will make no arrangerrents in the sphere of COMINT with any 

Commonwealth COMINT Authorities other than Canadian, except through, 

or with the prior approval of, LSIB~ 

(d) . As regards Canada, USCIB will complete no arrangements with any 

CO MINT Authority therein, Vr.lthout first obtaining the views of 18IB. 

(e) It will be condi tiona! on any Connnonwea.l th Authorities wi thwhctn. 

COllaboration takes place that they abide by the terms of pare,graphs 

6, 9 and 10 of this agreelOOnt and by the arrangements laiddawh in 

paragraph 8. 

8. AJ:Tangernentsbetween 18IB and U.S. Authorities and uscm and U .K. Authorities 

(a) LSIB Vlill make no ' arrangements in the sphere of COlvImT with any U.S. 

authority except through, or with prior approval of, USCIB. 

(b) USCIB will make no arrangements in the sphere of COMINT with any 

U.K. authority except through, or ,with prior approval of, LSIB. 

94 Dissemination and Security 

Classified. COMJNr information and materials will be -disseminated and safe

guarded in accordance with principles drawn up and kept ' tmder review by USCIB 

and ISIB in collaboration. These principles shall be the basis ,for alJ. regu

lations on this subject issued by or under the authority of USCIB or LSIB and 

other appropriate authorities of the Governments of the two parties. Within the 

tenus of these regulations dissemination by either party will be made to U.S. 
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recipients only as approved by USCIB; to Commonwealth recipients other than 

Canadian, onJ.;y as approved by LSIB; to Canadian recipients ~ as approved b{~ 

. either USCIB or LSIB; and to third party recipients onJ.;y as jointJ.¥ approved by 

USCIB and LSIB as provided in Appendix P. 

10. Dissemination and Securi5l - Commercial 

USCIB and LSIB will ensure that without prior notification and consent 

of the other party m each instance no dissemination of information derived 

f'rom COMmT sources is made to any individ1,la.l or agency, goVernmental or other

wise, that vr.i.ll exploit it for connnercialpur-poses. 

11. Previous Agreements 

This Agreement supersedes all previous Agreements between U.K. and U .. S. 

au thori tie s :in the COMINT field. 

12. .AmeJ:llllIDnt and Termination of Agreement 

This Agreement may be amended or terminated completely or in part at any 

tiIoo by mutual agreement. It may be teL--nD.nated compl.etel¥ at any time on notice 

by either party, should either consider its interests best served by such action. 

13. Activation and. Implementation of Agreement 

This Agreement becomes effective by signature of d~ authorized represent

atives of the parties. Thereafter, its implementation "d.ll be arranged between 

the COMINT authorities concerned subject to the approval of LSIB and USCIB. 

For and in behalf of the 
London Signal Intelligence Board 

For and in beha.1.f' of the United States 
Communications Inte1J.1.gence Board. 

/Introduction to 
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INTRODUCTION TO THE APPENDICES TO 

THE UKUSA AGREEMENT 

1. The follovdng is a list of documents which were attached to~ and considered 

integral parts of, the UKIJSA Agreement at the time of its amen&nent:

(a) This Introduction. 

(b) Appendix A, Definitions of Certain Terms Used in the UKUSA .Agreement. 

(c) Appendix B, Principles of Security and Dissemination. 

(d) Appendix C, General Principles of Collaboration between OO¥LDNT 
l,gencies. 

(e) Appendix G, Exchange of Collateral Material and COMINT Material which 
EO 1.4. (c) 
EO 1.4. (d) :i..s6btained

L
I ___________________ ----I 

(f) l~pendix H, Communications. 

(g) Appendix I, Liaison and Methods of Communication. 

(h) Appendix J, Principles of millSA Collaboration with Commonwealth 

Countries, other than the U.K. 

(i) Appendix N, Emergency Planning. 

(j) Appendix P, COMINT Relations with Third Parties. 

(k) . Appendix Q, <XJMUlT Collaboration in War. 

2. The object of the appendices is to clarify the basic agreement by statirig in 

some detail the principles of COMINT security and othervlise guiding or governing 

the collaboration between the tim parties. .Amendments to the appendices (includ

ing the addition of neW' appendices) will be made as zequired and agreed by USCIB 

and LSIB. 

3. The technical a~ects of COMINT collaboration1 i.e. those which do not 

!require the approval of LSIB or USCIB, will be arranged as required and agreed 

by the Director, NSA, and the Director, GCHQ. Such arrangements will be made in 

accordance wi til the principles of collaboration as set forth in the UKUSA Agreement. 

The object of these technical arrangements is to ensure that maximum advantage is 

obtained from the combined available facilities of both parties. 
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AP.fENDIX A 

DEFINITIONS OF CERTAIN ~rs USED IN TEE UIillSA AGREEMENT . 

( 

~ British Cormnonwealth* 

Collateral Material 

OOMTh"T Agency 

OOMINT .Authori ty 

] loreign CommUnications 

6GA 
EO 1 . 4 . (c) 
EO 1 . 4 . (d) 

3£ 

Non-CClMINT material which is · of assist~ce in the 

.collection or production of COMINT, or is otherwise 

applicable for technical COMINT. purposes. 

The name given · to all prooesses involved in; and. 

intelligence information and techriical material 

resulting f'rom,the interception and. study of (a) 

foreign communications passed by wire 7 radio and 

other ·electromagnetic means (except press, prop a-

ganda, and public broadcasts) ana. (b) of selected 

foreign communications Bent qy non-electromagnetic 

neans. 

A national COMINT collection and production 

authority, i.e. in the U.S. NSA, in the U.K. GGH.Q. 

1m. authority -who is responsible for the collection, 

production, dissemination, or use of OOMINT. 

Communications of the Government, or of any military, 

air or naval forces, faction, party, depar~nt, 

agency or bureau of a foreign country, or of any 

person or persons acting or purport~ to act there-

fbr, ·····ana ···shall ... includeLI __________ ---J 

communications originated by nationals of a foreign 

cOtmtry Y<hich may contain inf'ormation of valw. 

/Si.gnal 

USCIB proposes that this definition be drafted by LSIB. 
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Sbgnal InteDigence (SIGINT) Includes both COlv'lINT and ELINl' (ELINT is in:rorm-

Foreign CountIX 

Technical Material 

Third Parties 

ation obtained by intercepting and ana~zing non-

communications transmissions). 

1.r13 country.t whether or not its government is 

recognized by the U.S. or the U.K., excluding 

or...lJr the . U. S. and The Oonunonweal the 

( 

(l)Da~a concerning (a) cryptographic systems, 

(b) comnunications including procedures and 

methods, (c) methods used in the collection and 

production of' COMINT, (d) equipment as used in or 

designed f'or COMINT processes; 

(2) inf'ormation or material related to data of 

the types enunerated in (1) above. 

All individuals or authorities other than those 

of' the U.S. and The Commonwealth. 

~: Other Appendices to the UKUSL Agreement may contain certain terms having 
specialized meanings for the purpose of' those appendices. In such cases the 
terms are defined in those append:ices • 

/Append1x B. 

{ 
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Para. q. -

Paras. 6 (b) and 7 -

Paras. 12 .and 13 -

Para. 31 -

Para. 35d -

Para. 35e -

Para. 36a -

APPEl\1J)IX B 

(a) FL'st sentence to read:-

"There are two :types of COMINT end-product: Crypt 
Intelligence and Traffic Intelligence fSeenote 2J." 

(b) "intelligence .information" to be substituted for 
"C01UNT" in subparas. a. and b. 

To be amended as may be finally agreed by USCIB and 
ISIB. 

Amend second sentences to read (as recently agreed by 
USCIB and L'3IB):-

"Such codewords shall be replaced when in the opinion 
of ei ther USCIB or ISIB a requirement exists for a ·· ·· 
change." 

Insert after first sentence: 

"In the case of Allied Cormnands involving the U.S. and 
the U.K., the level will be established for each cam
mand by agreement between USCIB anti ISlE. It is under
stood that the responsibility thus assigned will be 
exercised over all subordim te U.S. and U.K. person-
nel. Exceptions shall be authorized only after care
ful consideration in each instance of the advantages 
to be gained, as opposed to the risk involved." 

Insert after second sentence: 

"In the case of allied commands involving the U.S. and 
the U.K., the 18vel will be established for ea.ch ~.om
mand by agreement between mCIB and ISIB." 

Insert after second sentence: 

"In the case of allied commands involving the U.S. and 
the U.K., the level will be established for each com
mand by agreement between USCIE and IBIB. 

Substitute: 

"Yfuenever Category I COMINT is to be transmitted by a 
means exposed to interception, it shall normally be 
transmitted in an appropria te cryptographic system. 
yf.hen there is no sLutable means of secure communica
tion available, Category I COMINT classified CONFI
DENTIAL may be trarismi tted in plain language if there 
is an urgent operational need to do so. Whenever 
possible such plain language transmission shall be 
in the form of operational orders so worded that the 
subject matter cannot be traced specifically to its 
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Para. 37b -

, Para. 40b.(2) -

Para. 45c. -

Note 1 -

Note 2 -

Paras. ·3 and 5 -

COMlNT or~g~n~ Ca 1;egory, I COMJNT which may be clas
sified higher than Confidential m~ not be transmitted 
in plain language by a means exposed to interception." 

Add to end of paragraph: ( 

"In the case of allied oornmands involving the U.S. and 
the U.K., the level will be established for each com
mand by agreement between USCIB and ISIB." 

Amend last sentence. to read:-

"Similarly, the classification (and codeword) need not 
appear on every sheet of raw traffic and technical 
material passed between COM:rnT agencies and units." 

Delete "mutually" in line 1. 

To be deleted. Now absorbed in Appendix I A I. 

To be amended as may be finally agreed by USCIB and 
ISlB. 

ANNEXURE B1 

To be amended as m~ be finally agre,;d by USCIB and 
ISIB. 
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.APPENDIX C 

GENERlL PRINCIPLES OF COLI.J,BOP.l~TION ON COAITNT PRODUCTION MID COLlECTION 
.J 

1. lirrangerllents involving COMINT collection and production shall be estab

( , lished by agreement between Directors NSA and GCRQ. These arrangements will 

implement the mmSA Agreement and 'will take effect within the scope and. 

1im:i.tations established thereby. 

2. The object of these arrangements is to ensure that ma.:x:imum advantage is 

obtained from the combined available personnel and facilities of both parties. 

3. In accordance va th these arrangements, each party will COI.:tinue to make 

available to the other, continuously, current~, and without reque st, all raw 

traffic, COMINT end-product and technical material aoquired or produced, and 

all pertinent information concerning its activities, priorities and facilities, 

both present and planned, subject only to the proviso contained m paragraphs 

4(b) and 5(b) of the Agreement*. 

4. The conveyance by one agency or unit to another, pursuant to paragraphs 

4a(2) and (6), and 5(a) of the UImSA Agreement, of a device or apparatus, may 

take the form of a gift, loan, sale, rental or rendering available, as may be 

agreed and arranged by the agencies concerned in the specific instance. The 

fact that the disclosmg agency may have the privilege of using a method or 

technique, or a device or apparatus perta:i..ning thereto, on a royalty-free 

basis, shall not of itself relieve the receiving agency of the obligation to 

pay royalties. 

!E 
The channel for this exchange villI be between the Directors I\TSA and GCHQ 

unless they agree otherwise. 

/ Appendix H. 
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Telecommunications Required 

iiTI'ENDIX H 

COMMUNIC.ATIONS 

Exclus-i ve and re.a.d.i.ly extensible teleconnnunicat:Lons between Agencies;p and 

between Agencies and their out~ stations, will be maintained in order to 

make possible; (a) th.e rapid -flow of G"OMINT material from points of mterception 

to the Agencies; lP) the rapid exchange of all t;ypes . of raW traffic, technical 

material, end-products, and related material between the Agencies; (c) the 

efficient control of COMINT collection and production. In addition lateral 

communications between stations of one party and the Agency orstati9ns of' the 

other may be provided for the SaID3 purposes , as necessary and mutuall¥ agreed. 

2. The Director, GCHQ and the Director, NSA will ensure that mutual COMINT 

communications problems are kept under review and will assist each other as I!18ir be 

required on such problems. ' They will ascertain communications requirements for 

collection and. exchange, take the necessary steps to see that these communications 

are provided and keep each other informed of progress. 

3. Installation, Maintenance and Operation of' Terminals. 

The terminals of' circuits or channels intended ex.clusi ve13 to carry COMINT 

traffic between the British Connnonwealth and the United states will be installed, 

maintained and. operated as arranged by the appropriate COMINT authorities of' the 

colIDtries concerned, and, although normally such terminals will be installed, 

maintained and operated by the appropriate U.S. or British Connnonwealth authority 

on whose terri tory the terminals are situated, this will. not be obligatory. 

4. Provision of' Equiprent 

The provision of equipment of' all types will be by mutual assistance where 

necessary and practicable ani as agreed in each specific case. 

5 • Cryptographic l.ids. 

(a) Common cryptographic aids will be used for combined COMINT commun.i.co.ti.ons. 

The matter of cryptographic aids will be kept continuous13 under review 

wi th the object of' maintaining and increasing 
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facilitating communications • . 

(b) In or~er to reduce the number of personnel required for communication ( 

and cryptographic operations and thereby to augment . the farces available 

for direct intercept operations, and also to improve speed and accuracy, 

the ult:iJnate goal should be the transmission of all COMWT material in 

on-line cryptosystems. Every effort should. be made towards this end, 

consistent with . the policies of both countries. 

6. Bag Routes 

Bag routes will be kept 1mder review wi. th the object of' taking full 

advantage of sea and. air services. 

7. Microfilm 
. . 

Both .Agencies will be equipped to handle microfilm so that it may be 

available for usc when it is not practicable to send the original material. 

/ltppendix I. 

~ .. 
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APPENDIX I 

, LIiU:SON.AND ~THODS OF COMMUNIC1~TION 

LIJuSON PEP.sONNEL 

( \. . Each party shaLl maintain, in the COtUltry of the oth~, a seni~ liaison 

officer accredited to the other. Such officers shall 00 responsible each in 

the cotmtry to -which he is accredited for all liaison matters. 

2. The Directors, NSA and GGHQ, shall provide lor additional liaison, as ma.v 

. be required between the agencies. All such additional liaison personnel shall 

be undd"r the control and direction of the senior liaison offic'O}r. Upon agreement 

between t.h.e Directors, OOMlNT specialists may be assigned to agencies or units of 

either party by the other. In so doing, the Directors shall reach a mutually 

acceptable l.lll.derstanding on the control and direction of the C01UNT specialists. 

Suitable office f'acili ties will be made available as necessary by the agency to 

which liaison personnel are ass:i.gned. 

3. Each party shall normally assist the other's senior liaison officer by malOng 

available to him f'acilities f'or packaging and preparing material for transporta.tion. 

bach party shall, to the extent of f'acilities operated by or available to it, 

assist the otiLer's senior liaison of'ficer vlith safe-hand and other transportation 

within its own country. 

4. Liaison officers of' one party shall norm~ have unrestricted access to 

those parts of the other's agencies which are engaged directly in the production 

of COMINT, except such· ,parts thereof which contain tmBxchaogeab1e ini'ormation. 

The points of contact of' liaison officers vdthin agencies f'or requests and 

enqu:irles shall be determined, established and delimited by the party to wb:i.ch 

they are accredited. 

5. In oo.dition to the above regularlJr assigned personnel, visits by selected 

personnel for short periods of time to de al with special problems will be 

encouraged. 
/6. 
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COMMUNIC1.TION VIl. SENIOR LIilISON OFFICERS 

6. 
. ( 

The channel whereby either party cozmnunicates with the other ahal1 be ' 

the sender's senior liaison officer. The receiving party shall respond tq 

such action via. the same liaison officer. 

7. The provisions of paragraph 6 above shall not be oonstrued as preventing 

ei ther party from accommodating the other by transporting or commun:icating 

information or material for the other party. 

/Appendix J. 
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APPENDIX J 

ANNEXURE J1 

Certain consequential amendments of the referenc~to paragraphs in the 

Agreement will be necessary. 

Paragraph 6 - Substitute: 

"The direct collaboration and consequent exchanges between 

IiTSA and DSB will be regulated by :pertinent prov~sions of 

Appendices C, G, H and -r to the UKUSA .Agreement, and by pertinent 

technical procedures which shall be established by NSA and 

GCHQ pursuant to Appendix C. 
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APPEl·mIX Q 

ORGANIZATION OF URUSA CONIJNT COLLABORATION IN WAR 

JNTRODUCTION 

The UKUSA Agreement (including its appendices) and the ope~ting arrange-

ments based thereon will continue to be the basis of relations between the two 

parties in war. 

2. In interpretation of this agreement the general principles and considera

tions stated below provide for particular spheres of collaboration between 

the two parties during a war in which the U.S. and the U.K. al~ allied. 

3. The aim of the UfO parties is to ensure that the greatest possible contri

bution consistent vdth security is made by their combined COMINT effort to the 

prosecution of a war. 

PRINCIPLES OF COLLABORATION B'i,TWEEN 

COMINT AGENCmS OR UNITS IN W.ARI'IME 

4.. Specific UoS. and U.K. requirements and capabilities regarding wartime 

collaboration between COMINT agencies or units shall be established. The 

Directo~s shall maintain in a mutually agreed form a detailed plan for such 

wartime collaboration. Insofar as practicable, phasing for implementing 

actions shall be indicated in the plan, including those actions which are in 

the nature of wartime preparations, alJ.d which must be initiated prior to the 

outbreak of hostilities. Consistent with each party's freedom to establish its 

o'vu COMINT organization. and to undertake any task relevant to its national 

worldwide interests, the Directors, NSA and GCHQ, shall consider in their 

planning the necessity and feasibility of the following types of action:-

(a) A broad division of CO~UNT tasks between the U.S. and U.K. 

organizations. 

(b) The augmentation of one party's resources by the supply of selected 

personnel and rna teri el from the other. 
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(c) 

(d) 

(e) 

(f) 

- 2 -

The integration of selected U.S. and U.K. organizations. 
~ 

The es tablishment of new chalmels for liaison or for the exchange of 
( 

raw traffic, technical material, and end-product between selected 

U.S. and U.K. authorities. 

The assignment of vrorking groups of one party to the other party's 

agencies or units. 

The participation by either party in the other's COMINT organizations, 

including the arrangements for operational, technicil or administra-

tive control, logistical support, and the establishment and mainten'ance 

of communications. 

5. Planning for tactical Comint, 'Y' or close support constitutes a special 

cas·e. Coordination of such planning within Allied Commands will be in accordance 

with Appendix P. Coordination of such planning outside Allied Co~mands will 

be in accordance with assigned national responsibilities. 
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810/1. Directorate Minute Sheet. 

Subject: APPENDIX E TO UKUSA AGREEMENT. 

. / ') .. \1 . y. Attaohed is a revised version of 
Appendix E, effective as from. 1st January 1955, 
which has been agreed between Direot ors, NSA 
apd GOHQ. Further copies are available on 
request. 

2. The existing Appendix E, dated 1 st 
June 1951, is replaced by this new version, with 
immediate effect, but should not be destroyed 
pending formal USCJ:B..oISIB agreement on the 
revision. 

Referred to 

OGA 
EO 1: 4. (d) 

SUKID Washington 
Copy to: SUSI.O 

(without 
enc losures ) • 

After Action 
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I UP SECREl I EI ~EBl 
Subject : 

.:I .• '1.ta tri' ~ndix E to UKUSA Agreement. 

5th July, 1956 • 
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L.Pl:JEIIJDIX E 

CO-{)RDINLTION OF, jj\ID EXCF .... LNGE OF INFOmvli ... TION 
ON, CRYFTliNALYSIS I..ND ASSOC IATED .. 'l'ECHNIQUES 

ALLOCATION OF TAsKS 

1. Allocation of major tasks, conferring a one-sided responsibility, is 
undesirable and impracticable as a main principle; however, in order that 
the widest possible cover of foreign cypher co~nunications be achieved, 
the Comint Agencies of the h-roparties shall-exchange "proposals for the 
elimination of duplication. In addition, colllJ.i)oration between those 
l',.gencies yd11 take the form o~' suggestion and mutual arrangement as to 
the un¢l.~rtaking of new tasks and chimges in status of old tasks. 

2. Notvvithstanding a~T informal allocations based on the above, all 
raw traffic shall continue to be exchanged except in cases ,,-{here one or 
the other ----"l2arty agrees to forq:o i t.~ ~()nv 
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APPENDIX H 
Ii; 

(For detaUII see A.DD8Xl11'1i 81) 

TELECCllMUnCAflOOS 'REQUIRED 
==-

FEB 1 2 1953 

APPENDIX fl on lW,Ga't 1 = • 

Exolu.a1ft and roadiq e.xtenslble telecon~n.m1cat.1cruJ 
btttHoen Agencies" and between Agencies and tJle1r out~ e:tat1onm9 
w1U be wntained in ONGr to make poaa1ble tha rapid flow of all 
tqpea of raw t.ra.f't1c t"i"Qrl the pointe ot :1ntercopt1on to t.Ml several 
AgenoiesJ tba rapid oxcbamge or al.l t.ypes or raw ~tf1~~ t6chtdcml 
matter 8lld Comnnmlca.t1on IDtelJJ.gence between the ~gencle8: j4Uld the 
efticient control of interception coveragso In acidi tion lG.t9ru' , 
COJIZ1um.cationa betw&en stations of OnG party and Agencies or stat.1ona 
ot t.hs other mq be provided tar t.U 88.1l1lI PUlp088S u necealsary and 
mut.ually agreed.o 

INSTALLA 1'1 ON Jt MAINTF..NANCE AND OPERATION CE' TERMINALS -~-, 

Th«I t.erm1nals or circuits or cbaDnelB mt~ ex"" 
c1uslvoly to carry CGlRint. 'traffic be~weGD the Br1tJ.ah ~nvealth 
and. thfi Un1'tt3<! state. 1dll be 1wBt&1lede maintaimd and opEimtw &8 
&UT~ by the appropriate Comlnt. Authorities of the ccunt.ries COD'" 
eerned andfil although ncmalq such teminals 1d.lJ. be 1na1talle(1) moine 
ta1ned and operated by tm appropriate UoS or Br11,lrsb CCmmc:nwMltb 
authority on tf"...u8@ territ,o~ t.he t.erm1nals tAN e1tuat.eQ, tb1s w.U.l not. 
be obligatory? 

PROVISIOO OF EQUIl1-lENT 

, . The provision of equip!lGnt of aU Woo 'tl'Ul be by 
mut.ual a8eitrt.anco imera necos8N'y &!ld pract.icable and at: aE;re~·1 in 
each tJplSc1...fic case 0 

CRYPEOORAPHlC AIDS 
.... -
(a) Common cryptogre.phi~ aicis will oe '~1 S0d foJ,~ '] 

camoi.ru!d Ccmint OOOlmun1cation:h Tt e m!!ttfar ) 
of cryptogIRpllic aids 14111 be kept cont.1nuowkoY 
under review wi t.h the objoct of mainta.i.nir.lg " 
and increasing seclU'iv and or fac:l11ta.ting 
oommunicat.ioIl8 0 

S 
L"_ 6 au 4h::;~~ .~};~:'>li i" iC~~~ TOPE' B~'~ ' " ~ .)F_ tf: PAGES 



, 
( 

TOP SECRET 

-
(b) .In order to reduce t.he nlJllber of personnel t'0qui:;rad for 

cOlII'Ilunica1i1on and cryptographic operat10ns &;-:ld. tk.l.t;t1"tilby 

to augment. the forces available for direct. btero(lpt 
operat.ions, and al.so to improve speed and accuracy.!) 
t.h8 ul.t1mat.e goal should be the tranan1ssion of all 
Comint material 1n on""l.1ne cryptoS)"at.ems o E'~e;ry effort 
s1»uld be made towards this end,_ consistent. with Ow 
policies of 'the services of both countrieso 

I3AQ ROOTES -
Bag routes will be kept. under review wit.h the objec;t of 

taking full. advantage of sea and airserv1ces o 

MICROFIlM 
-=--_ .............. -

All agencies ldll be equipped to handle microfilm so that, 
it mq be available for use when it. is not practicable t.o Bend 'the 
original mat..,ial o 

10 CC»1UNlCATIONS LIAISION 

A representative of the Director, GCHQa and a representat.ive 
of the Director, National Secur1~ Agency, lfill be given tha specl.tic 
dutu of keeping under review Camint. canmunioat.ions problems ~nd. of 
ra1a1ng and advising on such problems as they OCCUl"o 

80 C<H1UNlCAT1~ REQUIRa1~'l'S IMPOSED BY arHER APl"t;ND~ 

It. is agreed t.hat when all appendices which impose a 
communication requirement are approved by Comint. author! ties of all. 
parties to the proposed Ccmdnt ConferenceD t.he communicat.iona anne.x;ures 
appeDdad t.here to wUl be included in Appendix H and made object of 
such action as 18 necessary to fulfill their requirements 0 
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APPENDIX J 

PRINCIPLES OF UKUSA COLLABORATION WI'l'H COMMONWEALTH 

COUNrRIES OTHER THAN THE U. K. 

INTRODUCTION · 

1. This Appendix records the general principles governing linuS! 
Comint collab or a tion with Canmonweal th countries (other than the U. K. ) 
and certain agreements that have been made on Cemint policy affecting 
those countries. For convenience and clarity, certa~n of the provisions 
of the U.~-U.S. Communication Intelligence Agreement, 1946, are 
incorporated (in paragraphs 2 to 6 below). 

GENERAL 

2. While Canmonwealth countries other t .han the U.K. are not parties 
to the U.K.-U.S. Canint agreement, they will not be regarded as Third 
Parties. 

3. L.S.I.B. will, however, keep U.S.C.I.B. informed of any arrange
ments or proposed arrangements with other Commonwealth agencies. 

4. U.S.C.I.B. will make no arrangements with any Cammonwealthagency, 
other than Canadian, except through or with the prior approval of L.S.I.B. 

5. As regards Canada, U.S.C.I.B. will- complete no arrangements with any 
agency therein without first obtaining the views of L.S.I.~. 

6. It will be conditional on any Commonwealth agencies with vdlom 
oollaboration takes place that they abide by the terms of paras. 5, 
8 and 9 of the U.K.-U.S. Cemint agreement and by the arrangements laid 
down in para. 7 thereof. 

ARRANGEMENTS WITH UKUSA-COLLABORATING COMMONWEALTH COUNTRIES 

7. . At this time only Canada, Australia and New Zealand will be regarded. as 
UKUSA-oollaborating Commonwealth countries. In interpretation of para. 3 
above L.S.I.B. will not initiate or pursue Cemint arrangements with' 
Commonwealth countries other than Canada, Australia and New Zealand (with 
each of which the L.S.I.B. already bas such arrangements) without first 
obtaining the views ot· u. S. C. I. B. 

8. It is noted that L.s.I.B. has obtained. from the Comint authorities 
of Canada, Australia and New Zealand formal assurances that they will abide 
by the terms of paras. 5, 8 and 9 of the U.K.-U.S. Comint Agreement and of 

~. para. 7 of Appendix E thereto. It is also noted that a prerequisite of 
Cemint collaboration by the U.K. with Canada, Australia and New Zealand 
was an unequivocal acceptance by those countries of the provisions of the 
"Explanatory Instruct~s and Regulations concerning the ha.ndling of Signal 

~ Intelligence(IRSIG)II~ountries, and that continued U.K. Comint collabora
tion with those countries is dependent on their adherence to the provisions 

tr of _th:s.e ::gUlaC~i:::. j.\J;C;;l, ";:~'.~.e. ~ b,ll{ . .#Ik""" 9t-t,.'", .( },'I..'y. /1.l..LA A:;i...,.t, ~~.",.;,t",~.",t:: 
I~ ~~...... J~.~". '"",-,l"" .. . . .. \J . -;;~ ••• 

. . i>I* Ir""l j< , h'. ( /~ . e tc 
~a~\A~liiI.-.... ~- M"' ,.OOI.,,~ - - ,.. • , 
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9. U.S.C.I.B. and L.S.I.B. agree: 

(a) not to pass to a collaborating Commonwealth country Comint 
items originated by agencies of the other party without 
the consent of that party, except as may be agreed from 
time to time; 

(b) to pass to collaborating Commonwealth countries, via agreed 
Cemint channels, only such technical Camint materials 'as 
are deemed to be relevant to the tasks of the Commonwealth , 
agencies concerned or as may be otherwise agreed between 
the two parties from time to time; the relevance of 
technical Comint materials to the tasks of those 
Commonwealth agencies shall be determined by the Director 
G.C.H.Q. or the Director N.S.A.; relevant materials · 
shall then be releasable subjeot to <whatever restrictionslnaY 
be specified by the agency which produced the material 
(i.e. G.C.H.Q. or N.S.A.). 

UKlJSA ARRANGEMENTS ·.AFFFCTnG AUSTRALIA AND NEW ZEALAND 

Agreed arrangements affecting Australia and New Zealand are ' 
contai·ned in Annexure J1 hereto. 

't 
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APPENDIX J 

ANN"EXURE J1 

UKIJSA ARRANGElmfl'S AFFECTING AUSTRALIA AND 

NEW ZEALAND 

1. It is noted that Defence Signals Branch Melbourne (D.S.B.) 
is, in contrast to Communications Branch Ottawa, not a purely national 
centre. It. is and will continue to be a joint U.K. - Australian - New 
Zealand organization, manned by an integrated staff. It isa civilian 
organization under the AUstralian Department of Defence and undertakes 
Comint tasks as agreed between the Comint governing authorities of 
Australia and New Zealand on the one hand and L.S.I.B. on the other. 
On technical matters only, control is exercised by Government Communications 
Headquarters on behalf of L.S.I.B. 

2. G. C.H. Q. will keep N. S.A. informed of the tasks that have been 
agreed for D.S.B. and will notify N.S.A. in advance before any new or 
altered task is agreed for D.S.B. 

3. N.S.A. and D.S.B. will collaborate directly on those D.S.B. 
tasks which, as determined by N.S.A., fall within the field of collaboration 
and will exchange raw material, technical material and end product of 
these tasks. In addition N.S.A. will provide D.S.B. with raw material 
technical material and. end product as appropriate on other tasks determined 
by N.S.A. to be relevant to the tasks of D.S.B. A list of tasks uDierOGA 
both these heads will be maintained. currently by N.S.A. and G.C.H.Q.Eo 1. 4. (c) 

·EO 1.4. (d) 

4. ~N.S.A. and D.S.B. will also exchange technical inte~geption 
dat&relating to the General Search effort of each in th . , 

5. Exchanges between N. S.A. and D. S.B. under the above paragraphs will 
be complete in scope but in special circumstances each agency will have 
the right to withhold material at its discretion. 

6. The direct collaboration and consequent exchanges between N.S.A. 
and D.S.B. will pe regulated by the provisions of the following appendices 
to the UKUSA agreement; C, D, E, F, G, H, I, L, M. \ 

7. It is noted that, in interpretation of Appendix I to the URlJSA 
agreement, N.S.A. has accredited. liaison officers to D.S.B. and that 
D.S.B. will accredit a liaison officer or officers to N.S.A. when it is 
in a position to do so. 

\. 8. It is further noted that, in interpretation of Appendix I to · 
the UKUSA agreement, U.S.C.I.B. will possibly decide at some future 
date to modify the terms of reference for the senior liaison officer now 
accredited to D.S.B., whereby he will be the senior U.S. representative 
for conduction liaison with Australia and New Zealand and, as may be 
agreed by L. S. I.B., with U. K. officials in those countries, on matters 
pertaining to Comint. 
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