THIS FILE IS5 MADE AVAILABLE THROUGH THE DECLASSIFICATION EFFORTS AND RESEARCH OF:

THE BLACK WAULT IS THE LARGEST ONMLIME FREEDOM OF INFORMATION ACT { GOVERNMENT
RECORD CLEARING HOUSE IN THE WORLD. THE RESEARCH EFFORTS HERE ARE RESPOMNSIBLE
FOR THE DECLASSIFICATION OF THOUSANDS OF DOCUMENTS THROUGHOUT THE U.5. GOVERMMENT,
AMD ALL CAM BE DOWNLOADED BY VISITING:

HTTP:{WWW.BLACKVALULT.COM
YOU ARE ENCOURAGED TO FORWARD THIS DOCUMENT TO ¥YOUR FRIEMDS, BUT

PLEASE KEEP THIS IDEMTIFYING IMAGE AT THE TOP OF THE
-PDF 50 OTHERS CAMN DOWNLOAD MORE!


http://www.blackvault.com/

'DOCID: 3560829

ARMY SBCURITY AGENCY

Washington, D. C. .

EUROPEAN AXIS SIGNAL INTELLIGENCE IN WORLD WAR II
AS REVEALED BY "TICOM" INVESTIGATIONS
AND BY OTHER PRISONER OF WAR INTERROGATIONS

»

AND CAPTURED MATERIAL, PRINCIPALLY GERMAN

Y

VOLUME - 5--THE GERMAN AIR FORCE SIGNAL
VOLUME - 5-
INTELLIGENCE SERVICE

Declassified and approved for
release by NSA on 06-01-2009 a
Dursuant to E.OL 12958, as ' g .
amended. Declass 58017 30
T - F
- m e
Prepared under the direction of the ., %
CHIGF, ARMY SECURITY AGENCY . ég_
’ =
1 May 1946 5
WDGAS-14 =2

31 VSN

~
-

1530 1ON oq

P3pasu JaBuo| ob uBYM Aieiq, T (earuy
24} 0) 6N 3y £ouss




DOCID: 3560829

f"\ \
VOLUME &
Yhe German Alr Force Signal Intelligence Service
Chapter I. The Service in General; fiources of Information
Concerning It
Chapter 1I. Development of the German Alr Force Signal
Intelligence Service :
Chapter III. The Chl-Stelle
Chapter IV. Organigatlon and QOperation of the Field Units
Section A, Operations in the West
Section B. Operations in the East
Section C., Operations in the South
(#\ Section D. Operations in the North
. Chapter V, Cryptanalysis

Chapter VI. . Lislson

Chapter VII. Critique of the Organization and Operations of
the Germen Alr Force Signal Intelligence
Service

Appendix: "Early Warning" by Technlcal Sergeant Gerd

Watkinson, Duty Officer, Meldekopf 1, German
Alr Force Signael Intelligence Service.

Tab A: Glossary




bocID: 3560829

™

VOLUME 5
THE GERMAN AIR FORCE SIGNAL INTELLIGENCE SERVICE

Chapter I, Ths Service 1in General: Sources
of Information Concerning It

Paragraph
Intrcductionilﬂ...--.l.’..-..l..l’.l.l'...l..l.l.’.l....1
objectivea.l...l....l..Il'I..-t.--'.I-..D-....'l..l'.'2
Dotalled BUCCEOBSEScvuscnrasvetncirarssosscorsneans O

Administrative DIfficulties :ceesnincvansosvsssssancens ¥
sources Of momtionlll.ﬂ"lIl‘lll.tll.‘l‘ll.'l..'l.5

1. Introduction:z- This volume presents a discussion of i
the history, organization and operations of the German Air .|
Force Signal Intelligence Service from its beginning in 1937
until the German capitulation in 1945, Ny

The outstanding achievement. of the German Air Force Sig-
nal Intelligence Service vas it? development of "signal intel-
ligence without cryptanalysis.”"t The exploltation of every -
radio manifestation, vhich for the Germans included radar moni-
toring, the monitoring of beacons, the evaluation of tuning
transmissions and chatter, highly efficient direction finding,
radio telephone monitoring and traffic analysis, provided valu-
able strategic and tactical intelligence.

The Service was expanded from one officer and twenty civil-ju

ians in 1937 to thirteen thousand persons in 1945, of which
8i1xty-six hundred were in the West, four thousand in the East,
and twenty-four hundred in the South.

2. Oblectivess- The lightning advances of the Germans in
1929 had resulte the German Air Force Signal Intelligence

Service placing 1its main emphasls on radlo telephone monitor-
ing and tactical evaluation., During the quiet period after
the fall of Prance, stress vas placed on strategic svaluation
in order to present a coherent picture of British Air Order of
Battle and long range intentions., In saddition, small units
were located in the Balkans to provide intelligence of Russian
deployment and intentions. 3Strategic evaluatlon continued
throughout the war, but as allled raids vere intensifled in
1943 tactical evaluation again became important as a means of
providing eerly warning of impending Allied raids. For this
purpose an intricate system of reporting centers (Meldekopfe)
and a central warning unit {Zentraler Gefechsstand fuer Funk-
ausvetung) were established in 1944, The evaluation of the
traffic of tactical air force units opsrating in conjunction
with Allied ground armies was also stressed as the Germans
were forced on the defense on all fronts.
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J. Detailed successes of Signal Intellipence.-~The steps
(9\ leading to the success of the German ALir Force S3ignal Intelli-
\ gence in their atitack on Allied radio traffic will be treated

in Jater chapters. A summary of that success will be findicated
here by briefly sketching the results achieved against Russia,
the United States, and Britain. -
i a. (ﬁEsquﬁy~Tﬁréughout the course of the war against Rus-
sia 85 pSr—senl of the Morse ground-to-ground traffic of the :
Soviet Air Armies, Corps and Divisions and of the supporting
ground organizations was deciphered. Ground-to-ground radio I
traffic (such as fighter control) conaisting of simple word en-||
codements was eontinuously solvable., The alr-ground traffic
of the Soviet long-range bomber formations, although only par-
tially deciphered, permitted German traific-analysts to chart
Soviet alr raids in time to give adequate warning. The great
volume of information derived from message contents and from
traffic analysis of the structure and functionings of the net-
works enabled the German Alr Force Signal Intelligence Service
in the Kast to present to its Intelligence authorities an ac-
curate and current listing of the Snviet Alr Force order of
battle on the three operational fronts, and of the deployment
of the Russian ground forces to which the Soviet ailr forces
served as an adjunct. Furthermore this information provided
imnediate and timely warning of alyr railds, route-tracking of
bomber formations, as well as indicated long-range intentions
of both Soviet ground and air forcgs, and provided information
of supply amnd econcmic conditicons, Although up untll the time
(_\ of Stalingrad signal intelligence warnings had not been heeded,
when the signal Intelligence unit on the 3outhern Front correct-
& ly advised that the Russians had assembled 5 alr armies in the
Stalingrad secgor, "sigint was held to be the main source of
intelligence."” L

b. (United States!--The chief success agalnst the United
States Alr Force was made possible by alert traffic analysis.

Although air-ground systems, used jointly by the Americans
and British, wvere read in many cases {(e.g. Bomber Code, REKOCH,
and SYK0O), the effectiveness of cryptanalysis was definitely
limited. ' '

The Chief of the German Air Force Signal Intellligence Agen-
ey, Lt. Col, Prledrich, claimed that he hed "no contents from
ground~-ground radio traffiec;"™ and interrogations showved that
vhatever success was achleved with M 209 was usually too late
f'or exploitation.

fraffic anslysis, hovever, was able to provide A-2 with a |
comprehensive and continuous picture of the battle order and
deployment of the United States Alr Force in Britain, later on
the continent, and in the Meditervanean, Numerous predictions
vere also made of long-range alr force intent%ons. Tactically,
traffic analysis of "all radlo manifestations” (which for the
Germans included everything from radio signals to beacons) gave

o~ 2170 p &4
3141 p 7
b1 70 p 5
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1mmad1éf§/aa&-tiﬁel§ varning of American air raids. As a re-
sult of- what Priedrich called "the reliance on good encipher-
ment and neglect of supervision of American radio traffic...

the almost continuocus redio traffic in the air... and yradio
traffic beginnin% regularly and uvniformly, 2lways sent by rou-
tine procedure.. 5, the Germans were able to reconstruct in =—
the West the organization and strength of the 8th United States
Air Force {and ite bomber and fighter commands), the 9th Alr
Force, and the Allied Expeditionary Air Force (consisting of
.the United States 9th Air Force, the lst United States Tactical
Air Force and the 2nd British Tactical Air Foree). The United
States 1st Tactical Alr Porce, Allied Air Transport Units and
other 8ir units vere successfully monitored. Major long-range
operations, such as the invasion and the break-through &t Av-
ranches wvere, with some degree of success, correctly forecast.
Tactical monitoring of the United States air support parties
"yielded much more information about Allied Army order of battle
than did the regular ermy net works, "6 since the air support
perties Bcted in conjunction vith spscific ground units.

In the Mediterranean and Middle Fast the German Air 8ignals
Regiment 352 vas able to reconstruct with minute accuracy the
disposzitions and strength of the Allled Air Force -- the 9th
Tactical Air Command (one Comwbat Mapping group, % fightsr groups,
and one wedium bomber group), the 57th Medium Bomber Wing, the
5th, 47th, 49th, 55th, and 304th Heavy Bomber Wings, the 15th
Fighter Command and the Mediterranean Air Transport Service.

The accurate reconstruction of Allied order of batitle at-
tests to the effectiveness of the German apsalysts. American
A-2 evaluation of Germen signal intelligence operatlions direct-
ed against the United States 9th Alir Force states that the por-
tions of the German discussions "dealing wilth the operations and
activities of the 9th Air Force reveal a full and complete know-
ledge on the part of the Luftvaffe Sighal Intelligence Service...
The success of (thelir) efforts end the degree to which {their)
operations had been developed was an uncomfortable surprise...
The I1nformation of the enemy was thorough, complete, and accu-
rate iIn its broad aspects; there were minor discrepancles, in-
accuracles, confusion; ... but, in general, it may be sald that
the Luftwaffe Signrl Intelligence Service was a most sclentific,
professional and able organization, performing a valuable, metl-
culously complete, and reliable service for the enemy."7 Opara-
tional strengths were in the main ccrrectly estimated and the
precision with vhich unit movements were followved is sald to be
truly impressive. :

The success of the German Air Force 3ignal Intelligence 1n
its analysis of American Air Force traffic was not exploited by
the German operational units, whilch vere sluggish in acting up-
on the information provided them. Friedrich complained that it
was not his Job to get the windmills (German fighters) airborne.
It vas up to him merely to give the warnings.

>I70p5
61r 182 p 83
TIF 177 p 24 3
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in the Mediterranean, according to members of Air Signals
Rgt. 352, "it wes a course of bitter chagrin to the Luftwaffe
Signal Intelligence Service that the German Command lacked the
resources to Eranslate its realistic intelligence into offen-
sive action.’%

¢., Britalnv- Royal Air Force systems produced the great-
est amoﬁﬁt“uf’intelligence on alr-ground circulta. SYKQO, REKOH,
Slidex and the Bomber Code were currently solved, Although the
RAF k-figure code was changed in November 1942 and thereafter
proved most difflcult for the Germans,” it had been read up to
thet time. Both on the strategic and tactical level, German
Air Force 3Bignal Intelligence achieved notable results on Brit-
1sh Air Force traffic. In the West the Germans were agble to
reconstruct accurately the order of battle, deployment, strength,
equipment, and intentions of thg Royal Air Force, and through
1t, of the ground organization. O In order of battle, the fol-
lowing RAF units were continuously followed throughout the war:
The lst, 3rd, 4#th, 5th, 6th, 8th, 91st, 92nd, 93rd, Bogber Groups;
ths 100th Group, the 9th, 10th, 1llth, 12th, 13th, and génd Flgh-
ter Groups; the 15th, 16th, 17th, 18th, 19th Reconnaissance
Groups of the Coastal Command; and units of the 2nd Tactical Air
Force, and of the RAF Transport Command.

On the tactical level the monltoring of RAF VHF and centi-
meter radar transmisefon and navigatlonal alds permitted the
German Air Force Signal Intelligence Service “"to accomplish the
following:

(1) To give accurate, long and short interval, early varn-
ing of both daylight and night raids of heavy bomber formations; -

{(2) By continuously tracking heavy bomber formations to
present to the fighter defense a lucid picture of the air situ-
ation, from the time of teke-off to the landing of enemy forma-
tioms; further,

t}) To interpret the pleture of the air situation in such
a menner as to predict the enemy's strength in,{irmation, depth
of penetration, targets, and deceptive tactics,

In the Mediterranean area, German Alr Force Signal Intel-
ligence was able to chart RAP operations throughout the war,

In the first years of the wvar German Air Porce Signal Intelli-
gence Service succeeded, by breaking "the most fregquently used
crypto hic systems ... to read the bulk of the messages inter-’
cepted.” The extensive use of radio commnications (occca-
sioned both by the geographical exteat of the Mediterranean tgg—
ater, and an insufficiency of wire communication facilities )

81p 185 p 24
9170 » 5
101r 182 p k2
111p 183 p 2
1275 185 p 2
Vr1r 185 p2
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permitted a minutely accurate reconstruction of RAF order of
"battle, strength, equipmsnt and intentions. German Air Force
3ignal Intelligence was able to follow RAF opmrations down to
squadron level. The following units were monitored: the206th
and 225th Reconnalssance Squadrons, the 41lith and 4#16th Night
Fighter Squadrons, the 8th Fighter Group of the South African-
Alr Force, the various units of the RAF Desert Air Force (MASAF),
elements of the 9Q0th Mediterranecan Allied Photo Recomhaissance
Wing, the RAF Mediterranean Allied Coastal Alr Force {MACAF) and
the various components of RAF Middle East, including the RAF Bal-
kan Air Force, RAF Ailr Headquarters, Greece, Eastern Mediterra-
nean, and Air Transport Command.

~Foree analytic effort seems to have boen achieved in spite of
rether than becsuse of the administration of the organization.
Interminable disputes preovented the smooth functicning of the
service, One of the 1issues frequently disputed was vhether it
was better for the Signal Intelligence Agency to be subordinated
to the Chief 38ignal Officer neral Nachrichten Fuehrer,.abb. l
Gen. Nafue), or to the A-2. | Another subject of controversy was |
the separation of administrative from operational control, aet
out at least on paper, botween the Senior Signal, Intelligence
Officer {Hoeherer Kommandeur der Funkaufklasrung, abb. Hoe Emdr

d Funkaufklvrg) and the Signal Intelligence Agency. There vere
arguments over the exercise of the various types of control
(administrative, tactical-operational, strateglc-operationsal,
etec.) over the units in the field, that 1s the Alr Signal FRegi-
ments and the Air Signel Battalions {Luftnachrichten Regiments,
abb, LN Regt, and Luftnachrichten Abteilungen, abb, LN Abt).

The latter disputes invelved the rival claims for the control

of the Alr Force 3Signal Intelligence, the centralized Si 1l
Intelligence Agency, the decentralized local Air Porces %gﬁft-
flotten), the Senior Signal Intelligence Officer, and in the ’
latter stages of the war, the Chief of the Air Raid Warning Ser-
vice for Qermany {Punksufklserungsfuehrer Reich, »bb, FAF). I

These claims, when they were settled at all, were resolved |-
by compromise and appeasement, In general, the Signal Intel- 1'
ligence Service was subordinated to the Chief Signal Officer b
and not to the A-2, although the latter was the chief consumer !
of the intelligence product. e e e

The control over the field regiments and battalions may
be outlined as follows: -

a. Administrative or service matters: Control was exer-
cised by the Senior Air Signal Intelligence Officer (Hoe Kmdr
d Lu FA) to whom the Commanders of the Air Signal Regiments and
Bettalions were subordinated.

b, Tactical matters {strateglic movements and deployment):
Control vas exercised by the Signal Officer of the local alr
forece {Luftflotte) to which the field unit was attaoched.

¢, Operationmal matters: Control was exercised by the
Signal Intelligence Agency (LN Abt-350 in the 1944 reorgeniza-
tion) of ths Alr Force (Oberbefehlshaber der luftwveffe, abb,

0b 4 L). -
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5. Sources of Informations- Several sources oi informg-
tion were used for thnis volums:

a. The TICOM interrogations of prisoners. (The I Reports)

b. A 13-volume report entitled "The Signal Intelligence
Service of the German Luftweffe" complled by Col. J, G. Seabourne,
chief of the Air Technical Intelligence Team of the USAAF. (IF
175 through IF 187). _

c. Report of the British Air Ministry (A.D,I.(K)),14 en-
titled "German Air Force Signals Intelligence in the War.”

d. German docunents capliured by TICOM teams consisting of
minutes of 3Signal Intelligence meetings, reports, etc., includ-
ing filmed excerpts from-the Supplementary Volume B to War Diary
2 %Diviaion 1) (Anlagenband B. Zu Kriegstagebuch II {1 Abt] ).

(1) TICOM, through ite interrogations of prisoners, obtain-
ed a vworking picture of the German Air Force Signal Intelligence
Jervice. Traffic anslysts and cryptanalysts active in the Chi-
Stelle and in the various field units explained the details of
their operations. Chief among these were Lt, Col. Friedrilch,
head of the 3rd Division of the 0ffice of the Chief Signal Officor
(Gen., Nafue III) which dealt with signal intelligence, and at the
same time Chief of Alr Signal Battalion 350 (LN Abt. 350, The
Signal Intelligence Agency). Speclalist (Regierungsrat) Dr.
Voegele, Chief Cryptanalyst of the German Alr Force Signal Intel-
ligence Service and specislist on Anglo-American systems, made a
number of reports, Lt, Ludwig, chief evaluator on the Western
front; Major Feichtner, Commanding Qfficer of Air Signels Regl-
ment 352, wvhich operated on the Mediterranean front; Captains
Herold and Scheidl, 1lst Lt. Werther and Chlubek; <nd Lieutenants,
Smolin and Rasch, all active on the Eastern front against Russis,
and Major Oeljeschlasger, of Friedrich's staff, provided reports
of their respective activities. -

(2) The 13-volume report prepared under the directlon of
Col. J. G. Seabourne, Chief of the Air Technical Team contalns
minutely detailed discussions by German Air Force Signal Intel-
ligence Service personnel of the history and functions of their
service. Col. Seabourne, vho was "charged vith the mission of
securing and complling data relative to the operations of the
Luftggffe Signal Intelligence Service in the course of World War
1I,"4° vas successful in obtaining elaborately illustrated ex-
positions from German Alr Force Signal Intelligence peraonnel.
The reports are generally thorough, careful, and reflect the
knowledge of the expert. The main subjects covered and the names
of the chief reporters follow:

(a) History in General

Evolution of the Signal Intelligence Ma jor Felchtner
Service 1914 - 1939 ' '

origin of the German Alr Force 7/Sgt Jering
Signal Intelligence Service:

The history and operations of the

Chi-Stelle and of 1ts various

sections (Referste) which operated

41p 189
L 177

Al
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(v)

evaluation companies.
Operations West
History of operations

Fighter warnings of Allled
Strategic Bombings

American Alrcraft Warning Service

T/Sgt. Jering

T/Sgts, Watkinson
and Jering

Lt. Ludwig

and intelligence derived from
Allled navigational aidea, captured
documents, and equipment.

Technical operations:

ludvig's studies consist of a

detalled and documented account

of the methods used to produce

strategic intelligence on Allied

order of battle and long-range

Intentions, and to give tactical

intelligence on the operations of

the Amerlcan Air Support Parties

and the British and Canadlan tentacles

(networks by which ground troops re-
_ quested air support apgainst German
M ground concentrations.)

Lt. Ludwig

Cryptanalysls of Western systems Lt. Ludwig

(¢) Operations East
Organization and history in general Col. Eick

from 1936-and particularly the story
of the 1st Bn LN Regt 353

Central Front operations

Ma jor Windels
Vindels was CO of 2nd Bn, LN Regt 353 :

Southern Russian Front Capt. Herold
Herold was C0Q of the 3rd Bn,
LN Regt 353

Strategic evaluation of Soviet Lt. Chlubek
Air Force traffic

Tactical Evaluation of traffic of Lt. Rasch
Russian Long Range Bomber Force

Russian Radio Procedure Lt. von Lackum

(‘\ Air Force R/T traffic Lt. Mucke

Cryptanalysis of Soviet Systems Lt. Qh}ubek

r
t
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{(d)} Operations South

History = Ms jor Felchtner
J and T/Sgt.Jering,
Technical operations of Lt. Lier, Major,
Ln Regt 352 Schultze, and
Feldwebel Schlott-
man .

(e) Organization of the Central Air Col. Forster
Warning Service. Forster was
Chief of the Reich Defense Signals
Intelligence Service (Funkaufklserung-
sfuehrer Reich, abb. FAF)

In addition, miscellancous studies and detailed biogra-
phles of various German Air Force Signal Intelligence Ser-
vice personalitiesa were included.

The TICOM and the Seabourne reports taken together pre-
sent a comprehensive picture of the German Alr Force Signal
Intelligence Service. The many details and carefully ex-
ecuted diagrams contained in the Seabourne vreports provide
a weglth of material for further study. Liberal guotations
from it will be found throughout igis paper, _ :

(3) The Alr Ministry Reporti® consists of a series of
reports comprising an account of the German Ailr Force 3ignals
Intelllgence Service from its beginnings, and describlng the
development of 1lntercept, advance warning, route trackling and
forscasting of alr offenses, the breaklng of Allled crypto-
graphic systems in the West and in the North. It is pointed
out, however, that further evidence from captured German Air
Force documents has been helpful in supporting these inter-
rogations. In general, the material is organized on the
lines of the S8esabourme report. A detaliled description of the
organization and operation of the unit operating in Norway
(LN Abt. 355) 1s contained in the final portion of the Air
Minist Report.

(4} The above reports of German prisoners of war, ob-
tained after the capitulation of Germeny, are supplemented
by various documents written during the course of the war.
The most important of these, the War Dlary, glves a complete
Table of Organization for the (Chief Signal Officer, (General
Nachrichten Fuehrer, abbreviated Gen Nafue) and a descrip-
tion of duties for all offices under his control: particu-
larly relevant for thils paper are the sections on Gen Rafue I

allocation and employment of Signsl Troops), Gen Nafue II
communications and crwptography??ﬁand Gen Nafue III (34ignal
Intelligence Service). '

Minutes of various Supreme Commander of Armed Forces
meetings which were attended by German Alr Force Signals
Intelligence Service personnel and copies of actual opera-
tional reports rendered from time to time prove a useful sup-
plement to the interrogations and monographs,

e

1612 189

—
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Chapter II. Development of the German Air Force
Signal Intellligence Service '

Paragraph
January 19%7 to September 1939 ........ccoveean. ... B
September 1939 to November 1044 . ....._ ... e 7
Reorganization on the Staff level in November 1944 .. 3
Reorganization of the fleld unlts in Novewber 1G4 ., 9
3taff offices .of the German Alr Force Signal
intelligence Service and their functions ........... 10

a, Office of the Chief Signal Officer
b. Chief of Staff, Office of the Chief Signal Officer
¢. Divisions of the 0ffice of the Chief Signal Officer

6. January 19%7 - September 1939.--0n January 1, 1937 .
a 3ignal Tntelilgelice Agency was established under the Air :
Ministry for the Commander in Chief of the German Air Force. |
It was called Chiffrier Stelle, Oberbefehlshaber der Luftwaffe'
(abbreviated Chi Stelle, OB 4 L). The Air Force was 8 nev i
branch of the Armed Forces (Wehrmacht), legally in exlstence .
(“\ 3lightly more than a year. The Signal Intelligence Agency of
- the Commander in Chief of the Air Forece (Chi Stelle 0B 4 L)
vas the Air Force's first official entry into gignal intelligence
and conslisted of but one officer and twenty eivilians, Prior
to the Chi Stelle's eatablishument, all intercept and evaluation
of forelgn air force trafflc had been done by German Army
V' signal intelligence units.
Fixed intercept statlions were eatablished during 1937
according to German Army prototypes and given the cover name
of "Weather Radio Receliving Stagions" (Wetterfunkempfangs-
stellen, abbreviated W-Stellen)s* The intercept stations
vere supplemented by direction-finding stations which were
called "Weather Research Stations” (Wetterforschungsstellen,
abbreviated Wo-Stellen). In additlion, mobile 1nte£§ept
platoons wvere established to operate in the fileld. The
platoons' original mission was the monitoring of German Air
Force traffic for security purposes, but late in 1957 they wvere
expanded into mobile Radioc Intercept Couwpenies {Luftnachrichten
Funkhorchitompanin Mot) which collaborated with the fixe
atations in the intercept of foreign air force traffic.

21l 1p 181 p 14; IF 189, 403, p 2
22 1p 189, 403 p 2

23
IF 189, 403, p 3
M




DOCID:

~

3560829

The lntercepted material was passed to the Signal
Intelligence Agency for analysis and evaluation after pre-
liminary tragffic analysis eand cryptanalysis had been per-
formed. The Agency completed the preocessing of the traffic and
transmitted any intelligence derived from cryptaznalysis or
traffic analyasis to the Commender in Chief of the Alr Force,
the Army, the Navy, and back down to local air force (Luftflotte)
commanders. The Agency had the further duty of assigning broad
interceot mlssions to the field units and publishing geﬁeral
orders for signal intelligence activities in general., 2

It soon became evident that the Intelligence needs of
local air force commanders coculd be more quickly satisfied by
having evaluation performed at lower levels than at the Signal
Intelligence Agency. As a result field evaluation centers
of company strength wvere established and glven the ccver name
of "Weather Control Stations" (Wetterleitstellan, abbreviated
W-Leit). 25

In 1939, after severel expariments at reorganization,
the fixed and moblle signal intelligence uniis were combined
into signal intelligence battalions, removed from the admini-
sirative control of Chi Stelle, and attached to Local Alr
FPorcas Signal Regiments, 1ln ecach case &s the third battalion of
vhat vas primarily a cconmunications regiment. Each esignal
intelligence battalion was composed of an evaluation unit, tHOEG

moblle interceyt companies and thires fixed intercept atations.
As a result of the above Signal Intelligence activities,

it can be smaid that prior to the outbreak of war in Ssptembar
1939 the German Alpr Force High Command had "a quite accurate
pleture of the aiy arwament, deployment, ond strength of
forelgn alr forces, as well as thelr organization and expansion.“27

7. September 1932 to November 1944.__The quick successes
of the German Armesd Forees in overrunning Poland in eighteen
days in 1939, and france in a fev weeks in the spring of 1940
denied the German Alr Force Signal Intelligence Service an
opportunity to distinguish Ltself. 28 As the British Alr
Minlstry Sumary states:

"It is almost & trulsm that signal Iintelligence
has its greatest value vhen the wvar is going badly
and 18 of least importance vhen all is going well.
.Thus Germwany's early lightrnling successes vere a
great handicap to the future development of its
signals intelligence, for they rendered almost su-
perflucus the help which it could have given if duly
appreclated and developed. All that ssewmed necessary

2% 1p 181
25 IF 181 p 16
26 1 189, 403, p 4; IF 181 p 16

27T 1Ir 180 p 4
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vas to listen to enemy R/T traffic vhile the German
armies and the German Air Force were hammering their way
vay forward..." 29

However, in December 1939 the German Alr Force Signal
Intelligence Service demonstrated its value vwhen 1t enabled \;
German fighters to destroy a large Wellington forwation over ﬂs
northern Germany by supplyling the fighter command with Bhe I
location, height, speed and size of the raiding force.?Y The '
result of this slignal intelligerice success was the realization
that signel intelligence had an important place in Germany's
alr rald defanses.

With the sta8billzatlion of the Wesatern front in 1940 and
the opening of & campaign on the Eastern front in 1941, =&
great expansion of the German Air Force Signel Intelligence
Service ensued. Because of the diverse fronts covered and
the fundamental differences in thelr problems, the German
Air Force Signal Intelligence Service field units operated
88 self-contalned entities in the Western, Eastern, and
Mgditerranean sectors. Technlical coordination exlsted
betueen the individual specialist sections (Referate) of the
€hi-Stelle, discussed in the next chapter, and the evaluation
units (W-Leilt) in the field.’l The Chi-Stelle exercised
overational control over the Evaluation Couwpanies (W-leit),
handled field units' requests for personnel and special
aignal equipment, remained in constant touch with all gignal
intelligence problems in the field and was "accustomed to
maintaining direct contact with the Leitstellen as well as

¥ith each individual outstation. This achieved the purpose

of assuring a rapld exchange of fundamental intellilgence
vithin the SignAl Intellligence domaln. On the other hang,
the General Staff was ltept 1ln the picture through the reports

furnished by the eferate.'"32
As allied air raids became more frequent in 1942 and 1943

the tactical air raid warning aspect of signal intelligence

vas exploited. The evaluation centers with the fleld units
flashed advance varning of allied heavy bomber raids to
civilian and military authorities and carried on route tracking
of the bombers for the benefit of German fighter control.>3
This tactical wvarning activity developed lnto an intricate
system of tactical air raid varning centers vhich are described

in detaill in Chapter IV of this paper.

29 1F 189, 402, p 2
110957

31 17 180 p 6

32 17180 p 6

33 1109 p 7
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The development of airborne and navigational radar by
the allles made necessary the creation of & radar observation
service sFunkmessbeob&chtungsdienst), and the radar jamming
service (Funkstoerdienst). "Radar observation and jamning
units were accordingly added to the existing wireless intelli-
gence units in the West and South (in the suwwer of 1943).
The radar control oost (Funkleitstand) of the"RB d L vas created
to correspond with the Chi-Stelle OBd L..." #
Prom the oulbreak of war until the middle of 1944,
operations of both the central and field units were sufficiently
developed to provide 8 c¢ontinucus flov of information to the
Alr Forece High Command A-2. However, the many channels of
tactical and operational command to which these units wvere
subject and the grovwth and development of their work compelled
a reorganization Iin the last stages of the war. This reorgani-
zation constitutes the most e¢oherent form of the German Air
Foree Signal Intelligence Service, and 1s described immediately
below (paragraphs 8 and )} as the norm.

8. Reorganization on the 3taff level in November 1944,.-.
The dynamics of signal intelligence operatiorns meke 1t difficult
to find any point of rest at which an accurats statement of |
organization is possible. However, the sever:l reorganizations
of the entire service that occurred in 1944 to £111 the needs \:
arising throughout previous operations gave the service its g ;
final forun. \

In the spring of 1944, the first of these rvorganizations Wi
took plase. All signal Intelligence units, incl.ding the Chi- I\
Staelle vhich heretofore had been under the German Jir Ministry 23
(i.e., Chi-S8telle OB d L) were placed under the tactical i
command of the Chief Signal Officer, »rd Division (Ge~ Nafue III)
in order to unify operatlions under a central command. - '

This centralization in tactlcal matters and the decuntrali- |
zition in adminlistrative affairs to the field command unmiis, '
led to difficulties in guidance and supply. As a result, 'n _
the fall of 1944, after an abortive order by Goering to univy b
all German Air Force Signal Intelligence units through combl-ing i
all listening, jamming. and radio traffic units as part of Ais
Signal Regiments 17, 8 nev couprehensive organizatlon was g
finally created. This new organization unified all howe and :
field units into independent air signals regiments and battalion.
vith numbers ranging from 350 to 359. Administration wvas '
centralized in a so-ca&lled Senlor 5ignal Intelligence Officer
(Hoehoerer kommandeur der Funkaufklderung, abbreviated Hoehr ;
Kdr 4 Punkaufklrg). :

e g — — — -

5% 17 189, 403 p 5
35 1P 180 p 5

36 1F 189, 403 p 6

37T No. 180-186 D 4 I 42
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Thls final orgenization provided for centralized control
in the Chief Signal Officer (General Nachrichten Fuehrer)
instead of the A-2, or Alr Ministry. Under the Chief of Staff

‘of the Chief Signsl Officer were three divisions: the first

(Gen Nafue/I) supervised the assignment of air signals troops;
the second (Gen Nafue/Il1) directed communications and Gepman
Alr Force cryptography; and the third (Gen Nafue/III) directed
signal intellligence, cryptanalysis, and security.

@en Rafue/III had administrative control over the Chi-
Stelle ‘or Signal Intelligence Agency, and the commanding
officer of Gen Nafue/III, Lt. Col. Friedrich, vas also the
comnanding officer of the Chi-Stelle. Under the reorgani-
zation of November 1944 the Chi-3telle vwas redesignated Alr
8ignals Battalion 350 (Oberkommando der Luftwaffe, Luggnach-
richten Abteilung 350, abbreviated "OKL/LN Abt 3507).

- Friedrich, in his position of dual command, regulated the

planning for the entire German Air Force Signals Intelligence
Service and “"as the representative of the Chief Signsal Officer
romained the supreme authority until the very emnd on all Sig-
nal Intelligence Service matters of decisive importance”

(Gen Hafug I, II, and III are described more fully in para-
graph 5).”9 Nominally, however, the administration of %he
3ignal Intelligence Service vas placed in the bands of the

0ld 3ignel Corps retainer, enersl Klemme, vho was named Senlor
Signal Intelligence Officer (Hoehr Kmdr d Funkaufklrg). All
signel intelligence matters pertalning to the defense of the
Relch vere placed 1n the hands of an Qberst Forster, who vas
named Chief of the Reich Signal Intelligence Alr Radio Warning
Agency (Funkaufklaerungsfuehrer Reich, FAF).

38This is designated "Signal Intelligence Agency of the Air-
force High Command {OKL/LN Abt 350)" throughout other vol-
umes of this report, as it wvas actually such an agency.

391F 180 p 23
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9.

Revrganization of the Fleld Units in November 194%,--

The disposition and designat.lon of the field units after the
reorganization was as follows: '

Woot:

Air Signals Regiment 351 (LN Regt 351). This
Regiwment consiated of three battalions, and
operated In conjunction with loecal Alr Forece 3.

Mediterranean and lMiddle East:

East:

Air 8ignals Regiment 352 (LN Regt 352). This
Regimant consisted of two battalions and
operated with locael Air Force 2.

Air Signal Regiment 353 {LN Regt 3%3). This
Regiment consisted of three batt&lions. The
first battalion operated with local Alr Force 1
on the Northern Russian Front, the second, wlth
local Alr Force & on the Central Russian Front,
and the third, with locel Air Force 4 on the
Southern Russlan Front.

Scandinavie:

HWith the

10,

Reich. R e

Air Signal Battallon 355 (L Abt 355). This
Battalion operated with local Air Force 5.

Reiech:

Alr Signal Battalions 356 and 357 vere limited
to advance warning and tactical operations, the
former deriving its evaluations from "enemy"
signals, the latter from the use of radar and
navigational aids.

Alr Signal Battalion 358 was concerned with training.

Air Signal Battalion 359 engaged in radar jamming
and operated in conjunction with the Luftflotte -

e e e A — ax L

Staff Offices of the German Air Force Signal

Intelligence oervice and thelr Functions, -The information

on the description of the T/0 vhlch Tollow are derived from
Supplement B to War Diary 44, Division 1 of the Alr Porce
High Command (Anlagenbandug zum Xrilegstagebuch 4 (I. ABT)

vol 1.1.

45 bis 15.3.45)

uO'Tranalation of this document 1s known as T-2553.

14
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It should be emphasized that actusl practice did not always
reflect the T/0 deseription of function,

a. OQffice of the Chief Signal 0Officer.--The responsibili-
ties of The Chief Sigpnal Officer, General Martini, included
the following:

"Regulation and direction of use of wen and
equlpment in the Alir Signals Troopa; direction of
operations and maintenance of signal communications
of the Air Force; direction of use and operations
of Alr Becurlity and Ground Installatlons for the
Radio Navigation, Air Reporting {ineluding Radar
and Fighter-Control Service), Signals Intelligence,

Radar Observation and Jamming Services..." The
Chief Signal Officer "is reaponsible personzlly to
the Reich Minister for Aviation &and the Cormander-
in-Chief of the Air forces; organlzationally and
operationally to the Chlef of General Staff of the
Air Forces."

b. Chief of Staff, Offlice of the Chief Signal Officer.-
Among the subordinates of the Chief Signal Officer was the
Chief of Staff (Chef des Stabbes) Obslt. Morgenstern, who
vas charged with carrying into effect the duties of the Chief
Signal Officer noted above. The execution of these dutles
followed three main lines of actlion:

"{1) Review of Air Signals Troops allocation and employment,

ﬁEE) Preparatisn, construction, maintenance, and operation
of all signals communications of the Air Force.

"(3) Operational planning and direction of the Air
Security, Air Reporting {including radar}, Signal Intelligence,
Redar Observation and Jamming Service."

c. Divisions of the 0Office of the Chief Signal Officer. --
The three duties of the Chiel of Stafl noted above were
performed by three divisions {(cbtellungen) of the Office of
the Chief Signal Officer. The organizational pattern consisted
in a separation of each division into four or five functional
groups, sach of vhich was in tern subdivided into sections.

(1) Gen Nafue/I.

The first division, commanded by HMajor Franze, is
described as a "specialist section of the Air Force, workinﬁ
over the allocations and employment of men and equipwent...
and "therefore to be informed by the 2nd and srd Divisions
on basic problems of allocation, employment of men and equipment,

15
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of operations, of signal intelligence and of jaumming services, 1

This division was organized into four groups. Group I
directed Troop Alloeatlion and Employment, supervised the General
Signals Service, and published Organizational and Operational
Regulation. Group II supervised Radio Navigation and the Alr
Security Service. Group III supervised Air Reporting (including
radar) and the fighter-control service. Group IV was occupied
vith "Navy Liaison," vhich meant the review of signal questions
arising betveen the Navy and the Alr Force and cooperation
between the two Services in settling such questions., The
specific duties of the various sections into which thesﬁ £roups
vere divided are set forth in detaill in the War Diary. 12

(2) The second division (Gen Nafue/II) controlled Gerwan -
Air Force gignal communlications and cryptography. The exact
nature of the contreol is nowv known, but it was probably both
operational and &dministrative. The second division was
headed by Lt. Col. Dr. Schulze, and was divided into four
groups (Gruppen). Group I did control planning for the second
division. Group II supervised telephone service. Group III
supervised teletype service. Group IV supervised communications
and cryptography. By this 1s meant that it supervised the
issue of cipher machines, cryntographic systems, and compiled
and distributed keys. It did not make eryptographic securlty
studles, vwhich was the duty of Group IV of the third division.

The War Diary passage descrlbing the work of Group IV
illustrates the scope of Slignal Intelligence activity of Gen
Nafue/II. Pertinent excerpts from this description are there-
fore printed below.

The areas of signal activity over vwhich Group IV had
supervision are of interest for their diversity. All the
administrative functions are listed in full in the War Diary 44,
and simply those pertinent are noted below. The largest of
these sections, with the exception of the "Special Office,"
consisted of only four persons.

a. Section A,
Radio Operations and Cryptography

Direction and surveillance of all radio eir sscurity
operations of the Alr Force.

Y1 5 2553 p 17

%2 1 2553

*3 ¢ 2558 pp 28-31
" p o558
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Review of regulations affecting radio and air
security and air reporting operatlions, and review
of Air Force enciphering regulations (the latter
carried out in cooperation with the units concerned
in the. Supreme Coum&nd Armed Forces, the Army High
Cowmmand, and the Navy High Comwand).

Surveillance of tactieal radio overations and radio
decention measgsures.

Allocation of cryptographic systems under control
of the Air Force.

Executlion of radio practice and radio testing.

Publishing of operational directives for radio-
operations-offices, and radio-control-offices of
the Commender-in-Chief of the Alr Forces.

(b) Distribution of literature on radio operations.

Section B.

(—\ Review of all operational codes of the Air Forece,

‘ : including the setting up of distribution lists, and
reviev of requisitiocns necessary for the c¢oordination
of radic operations within the Armed Forces (effected
in cooperation with the other branches of the Service).

Allocation and employment of flares and other signal
devices {both ground and sirborne) used in connection
with Air Force activities (carried out in cooperetion
with the other branches and the Axis powers).

Sectlon C.

Conpilation and preparation of secret writing methods
of all types, in couoperation with the agencies of
other branches, and cowmpilation of operational codes.

Distribution, shipping, and control of all secret
writing devices and of operational codes.

Distribution and control of all cipher machines,
with the exception of the enclphered teletype -
machine. Carried out in cooperation with Alr
Signal Ordnance Department.

a Development of new enciphering procedures.

17
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It should be emphasized that Section C's function was
purely administratlive and that the actual work out-
lined above, except for developwent of new enciphering
procedures, was carried out by a "Sovecial 0ffice"”
having at least T/0 parity with the other sections.

Section D.

Reviev of operational literature for Air Security
Radio Operations.

-Superviéion of the settling up of radio beacons,
plane recognition, and the allocation of. ecall signs.

{3) Gen Nafue/IIl

The third division was the Signal Intelligence Service
(Funkaufklaerung} of the Office of the Chief Signal Officer.
Az such, its primary function vas the direction of all the
analytle operations of the service, vhich were carried on by
the Signal Intelligence Agency or Chi-Stelle (Chiffrier Stelle,
Oberbefehshaber der LuftwafreX. In general, other matters,
partlcularly those of organization, equipwment, security, and
personnel of this dlvision were carried on by filve different
grouns. Group I directed the total allocation, ewployment,
and operations of signal intelligence and of the jamming
services. Qroup 1I supervised the equipment and technical
administration for intercept. Croup III supervised equipment
and technical administration for enemy radar monitoring and -
jamming (funkmessbeobachtungs und Funkstoerdlenwst). Group IV
conducted security studies on German Alr Force systems, lssued
security directives, and assisted in the davelopmenﬁ of nevw
systems. Its dutles, as descrived in the War Diary,5were
performed by three sections:

(a) "Section A. Control of Cipher Systema and cipher
equipment

Testing of keylng-procedures in use in wire and wire-
less signal communicatlons of the whole Alr Force.

i) for possible decipherment.

131) for areas of use end volume, density,
' and distributlion of traffic.

(111) for message form and content.

Requisitions for sampling check-up on German signal
cormmunications and evaluation of observations, in
collaboration with the 2nd Division (1.e., Gen Nafue/II),

"5 0 0558 p 29
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Directives for execution c¢f camouflage and radio-

dacention measures in Germnan communications operations

{in coouveration with the 2nd Divislon),

Evaluvation of decipherment results of German and
enemy Iinterceot servieces and workling cut of counter-
measures.

Examinatlion and testing of keying methods of Allied
Powers' Alr Force.

Cooperation with agencies of other branches.

(b} "Section B. Develonment of Keying Means and Keying
iMethods .

Developuent of new keying means and procedures, in
cooperation with the 2nd Division (Gen Nafue/1I).

Working out of directives for special keys according
to demands of the 2nd Divisaion.

Cooperation on tactical-technical demands in develop-

ment of keying equipment,
Use of eneny results for own development.

Cooperation with agencies ¢f other branches.

(¢) "Section C. Keying Directlves

Cooperation on publication of Signal Operations
instruetion in cooperation with 2nd Division.

Cooperation on publication of keying directives
for new enciohernments, in cooperatlion with the

2nd Division."”
Group V vas concerned with fersonnel.

(#) General Comments

Both by the above nmaper description and in actual
practice, Group IV (Security) of the Third Division and
Group IV (Cryptography) of the Second Nivision worked in
close liaison. The frequent repetition of the phrase "in
cooperation with the Second Division," appearing in the
duties of the securlty section attest to this coordination

.of effort. Minutes of high-level meetings of OKW/Chi show

the repeated attendance of both Lt. Col. Dr. Schulze, head
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of the Second Division and of Captain Forth, head of Group IV
of the Third Mivlsion. #© At these meetings, it was deteruined
that OKW work - "in close collaboration with the appropriate
departments or the ... Air Force" in developing enciphering
systems, but with respect to security, OKW/Chi is respggsible
for making "a security check” on all Alr Force codes.

It 1s frequently averred that the "production of keys éa

_the affair of the separate branches of the Armed Forces" 4%

- and that guidance, alone, was furnished by OKW/Chi in devising
Veys., Hovever, there appeara to be some-disnute about OKW's
right to test Alr Force systems. Practicing cryptanalysts of
other services (Fricke and Huettenhain) declared %9 that there
was no coordinstion of key testing, that each organization
did i1ts ovn and was under no obligation to submit ite systems
to OKW. However, Gen. Lt. Gimmler, Chlef of Armed Forces
Communications Branch, at a conference in November 1944
stated:

"OKW/Chi is appointed as the only organizetion of
the Wehrumacht for testing and checking all cipher
systeus used and propoused for use in the Relch."

In the deseription of the dutles of both the crypto-
%raphic and securlty groups aspear the phrases "radlo disguise,’
(’\ "false transmissions,” "directives for execution of camouflage
and radio-deception measures in German communlcations
operations." Friedrich had always forbidden wireless deception
on the ground that "deceptlion is worse than useless and
inevitably betrays what it is meant to conceal.™ 50

" ps7rop7 8
88 .o

b 55
49 1 gy
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.aponsible for the long-term evaluetion of resulis and report-

. Mediterraneen; D, Evaluation East; E. Cryptanalysis.

VOLUME 5

Chepter III. The Chi-Stelle
Paragreph

Organizatlon and Development......veceevoesceonvenans 11
Section A, Staffing, Allocation and Employment....... 12
Section B, Evaluetion WeSt....ovuveeonoseonnosernoeee 13
Section B-5, Allied Ferry and Transport Traffic..,... 1%
Section C, Evaluation SOUN..v.ecrvcsoenssovnsnonsasa 15
Sectlon D, Evaluetion Eesi.....uvvecerevracnrococenaa 16
Section E, Cryptanalysis. .vevessrocsiocsoncacnsacsoae 17
The Redar Control Post (Funkleitstand)............... 18

11. QOrpgenization and Developments- This Chapter con-
cerns the organization and development of the Signal Intel-
ligence Agency of the Commander in Chief of the Air Force
{Chifrfrier Stelle, Oberbefehlshaber der Luftwaffe, abbrevi-
ated Chi-sStelie/0BdL, es of November 1944 Air Force High Com-
mend, Air Signal Battalion 350, (Oberkommando der Luftwaffe,
Luftnachrichten Abteilung 350, abbreviated OKL/LW AB? 350
and referred to throughout this volume as Chi-Stelle).

The Chi-Bielle of the Alr Force was the most important
of the units under the third Division of the 0ffice of the
Chief Signal Officer, [Gen Wafue/II1I) from a signal)_intelli-
gence point of view, It va3 the highest authority for the
German Air Force Signal Intelligence Service,/ Its functlons
are summarized by one German as follows: "It directed the
activities of the listening service in accordance with the
demands of the Germun Air Force Operations Staff and wvas re-

ing to the latter; it alsg provided the mecns of collaboration
vith the other services.”?! Prom its origin in 1937 until
1980 it was located in Berlin; but right after "the start of
the Polish cempeign, the Chi-Stelle moved from Berlin to the
Marstall, the riding ccademy of Frederick the Great in Pots-
dam~Wildpaerk, 'The Marstall' beceme & sort of sscond name :
for the Chi-Stelle, s%gce it remained there until just dbeflore
the Qermxan collapse.” It vas divided into specialist sec-
tions {Referate), vhich reflected the geographical diversity :
of 1ts intersaio. At the time of the collapse the principel )
sections vere ab follows: A. Staffing, allocation and em- ™
ployment of intercept sets; B. Evaluation West; B5. Evalu-
ation of Alliad transport and Perry traffic; C. Evaluation

5lir 190 mWo. 404 p 1
5217 180 b 5
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The bulk of the evaluation sections acted in close col-
laboration with the field evaluastion compenies attached to
the Air Signels Regimento and Battalioms and ultimately were
co-located with them, since "it was considered mors effective
to have the long-term evalugstion center close to the inter-
cept unity_rather than close to the staffs which they have
to feed,"93 For excmple, after the fall of France (1940), 4
Ref. B moved from Potsdam-Marstall to Asnieres near Paris,?
Section B5 moved in 1943 to Munich/ﬂberhacg%n% (neer an in-
tercept station devoted to ferry traffic), 6 Sectlion C,
after a long stay at central headguarters, ultimately in
early 1945 moved to Premstaetten, %o Join the evaluation conm-
pany of Aly Signels Regiment 352;57 and Section D, directly
after the beginning of the campsign agaimst Russie, folloved
the Geneggl Btaff to Zhitomir, then to Warsaw, and finally to
Cottbus. In every instance these sections were finally
morged with evaluation companies of the field units, Section
B with 25 Co of LN Regt 351, when both were co-located at

531F 189 No. 404 p 1; I 109 p 27
54y 109 p 27
5510 180 p 33

5635 appears to have achieved the status of an independent

sdction on a pearity with B. (See IF 189 404 pl, para-
graph 1, and Ibid p 2 paregraph 6.) The other sectlons
of Section B were:

Licison Officer with Army

Lizlson Detachment at PW camp

Lialson Officer with Operations Staff

B Immediate Evaluation

B1 RAF Bombr2r Comnand

B> 8th U.9. Bonber Command

Bz Captured Material

By Fighter Pormations

B RAF Coestol Command

B7 Mester Index

B8 Combined Army and Alr Force

°T1r 180 p 35
581r 180 p L4
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C—\ Limburg after the Allled breakthrough at Avranches;59 Section
C with 8he 25 Co of LN Regt 352 at Premstaetten, after many
delays; U and Sectlon D with the 25 Co of LN Regt 353 at Cott-
bus, .

The cryptanalytic Section (Referat E) maintained a cer-
tain amount of centrality of operation with respect to Anglo-
American solution, although the various fileld units were en-
trusted wvith the solutlon of lower grade systems, sucg as
Bomber Codes, the Mediterranean U.S5. M-209, SYKO etc. 2 All
Soviet solution was shifted as far forvard as possible because
of the ease with vhich 85» of the systems vere read, and even
the sub-sectlion of Section E. engaged on Russlan Air Force
Cryptanalysis (Section F.1)moved with the Eastern evaluation
section (Section D) to the front. Thég decentralization is
criticized in the Air Ministry Report as follows: ",.,,the
crypte service should have been contralized; the output of a

large centrallzed crypto service exceeds the sum total of the
contributions of 1ts 1ndlvidual members and is higher 1n qual-
1ty." However, the operationsl needs for speedy solution made
1t mandatory for solution on the spot, where and when, 1t
wvas needed. Moreover, the lack of homogenelty of traffic on
both the Russian and Western fronts made 1t vwise to decentral-

. ize the cryptanalytic operations.

a, Same opinions of the Chi-Stelle-- The evidence in the
interrogations indicates that all did not run smoothly with-

(-\ in the Chi-Stelle. According to the witnesses, wvho may well
have been using the opportunity for thelr personal gripes as
vell as to impart information, there existed wlthin the organi-
zation the familisr conflicts between the incompetence of
favored officers and the unrecognized ability of progressive
officers avare of the potentialities of signal intelligence.
They indicate further thot all the usual symptoms of an
organlization at oddawlth 1tself vere manifest. Few of the
personnel respected the ablllity of the others, these on the
vorking level decried the veakness and indecisiveness of the
commanding offlcers, commanding officers complained because
of the division of responsibility and lov morale continually
hampered operations.

The Chi-Stelle, at Lhe Marstall was said to have & "mini-
sterisl” sspect and a "relatively extravagant manner of exis-
tence. "04 Although Lt. Col, Friedrich, head of the service,
vas sald to bz a %ood replacement for the previous 1eggers,
nons of vhom had "fully measured up to requirements,” it
later became clear, at least to Tech Sgt. Jering, a crypt-
analyst of Chli-Stelle who hed occasion to observe Friedrilch

591 109 p 27
€01Fp 184 p 53
6l1 121 p 12

O | 621 132

631F 189 No. 402 p 2
G41p 180 p 5
651F 180 p 1y . 23
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at work, that "the choice of an officer with no signal or
intelligence training as chief of so highly specialized a
Service vas not exactly a fortunate one,” In describing
one of the Sections, he commented upon "...the spirit of

- msntal prostitution pervading the halls of the Marsiall

since the boginning of the war, nurturing a large oless of
Previleged indolents vho assidulously opposed any change
or innovatior."C 0f the same section Jering observed "the
overall complexion of inefficiency,...became vwerse during the
last two years of the war as duty hours were lengthened,
rations became slimmer, and air raids regularly interfered
vith the night's repose. Politicel sycophanis, the threat
of being sent to the front, which... would heve bsen relished
by no one, and the fear of transfer by way of Aiseiplinary
action, all scrved to suppress and curETmen chd vomen WoOr
twelve hours and more at a stretch..." It should be ob-
served that Jering himself may well heve suffered the bit-
terness which fraquently grows in a brilliant subordinate
Yorking under officers less acute then himself, and that
therefore his remarks in no semse constitute a reliably ob-
Jective acoount of this aspeet of the organization.

The description of Lt, Col, Friedrich’s pesrasonality and
administration vritten by ggjor Ferdinand Feichtner, a man
of outstandlng reputation, is a more objective sppreciation:

"When the then Major Friedrich of the General Staff

_ took over command of the Chi-Stelle Ob. 4, L. after &

" puccesgslon of predecessors &s corrupt as they were in-
capable, everyone hed for a time the impresasion that
at lost the right mon wes in the right plaecs. By vip-
tue ¢f his close relation with the Luftwaffe High Com-
mang, . .the Chi-Stelle became for the first time g cen-
trol and quthoritdtive orgenism of command, over which
no luaftwaffe A-2 could set himself any longer. Fried-
rich brought along nev ideas and points of vievw to sig-
nol intolligence operstions from hie Qeneral Staff ex-
parience, He deserves most of the c¢redit for the close
licison we enjoyed with the High Commend, He gave the
ideas and exporiemces of the apeciclists a hearing,
backed them up without considering himself and accept-
ed and octed on good suggestions thet were offered to
him, Unfortunately he failed to continuo his high pro-
mise, I hove the feeling that after 1942 the highly
specialized departments of the signal intelligance ser-
vice grew too much for him to keep up with, technicelly
es wvell as from the vievw point of personnel., He often
edmitted that technical motters wers fundomentally in-~
compateblile with his being, and o8 & General Stafl Of-
ficer he had no 8ignal Corps training. But the worse

661F 180 p 34
671 180 p 35

681p 179 Forevara >
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featurs of all was that he was unable to introduce any
rational poliey into the Signal Intelligence Service
methods of assigning peraormel. He never understood
the situetion enough to relieve the tension at the be=-
ginning of the war between the old civil zervanis, who
had been in for years, and had become mostly parasitic
grovchs, and the young blood which had just coms in,
and had proved itself worthy. The old guard had built
an impregnable political strounghold for itself im the
Marstall, and taken care of its own by giving them all
the key positions. Another shortcoming was his fajilure
to bring it about that this service, becoming ever more
specialized, should be commended by men who were famil-
+iar vith these specialities. He was much more likely
to depend on commanders who knew less of the actual in-
terests of the radio intelligence service then he him-
self, but who had no idea vhatever of the purpose and
migsion of the service which of course they, themselves,
should have been duty-bound to represent and stand up
for. Moreover he filled his staff with his own grave-
diggers, advisers who did not measure up to the respon-~
sibilities they held, either as people or speclalists,
but who nevertheless knew hov to play up to their chiel,
whose mind was always on & thousand different things
and who wvas fundeamentally too good.natured.

"A branch of the service which included the cream
of German intelligence and vhich called for the highesat
degree of mr:ntal sharpness, technical ability, and know-
ledge of the world and the people in it, should have had
& chief vho was made differently from this professional
soldier, whose horizon and ability never rose above the
level of & good company clerk.

"Friedrich knev himself well enough to turn down
the command of the signal intelligence division which
vas offered to him, His inability to make up his mind
vas ot times most paralyzing to the dispatech of busi-
negs. ...He alvays insisted in particular upon clear
thinking and decision on the part of his subordinates,
bhut vhenever one sent him a teletyps for an order, one
weuld come back which was as ceutious a3 the Delphilc
oracle, agg alwvays placed all responsibility on the re-
cipient."

The problem of the control of the Chi-Stelle by either

" the A-2 or the Chief Signal Officer wvas resolved by a four-

sided orgenization: The Chief £ignal Officer "was regarded
oa the supreme authority on all technical signal matters,"

A-2 was to provide "guidance of the intelligence activities

of the Chi-Stelle," the nevly-created Senior Alr Signals
Intelligence Service Officer {Gen. Klemme) had supreme admini-
streitive control over the Chi-Stelle and the field units, and

691F 179 p 53 - 54
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to the defense of the Reich,

b. Relations with A-2 and the chief Signal Officer:--
As seen In Chapter 1 the questlon oi whether the Signal Intel-
ligence Service should be subordinated to the Office of the
Chief Signal Officer or to the A-2 rasaften debated.78

The main advantage of subordinution to the Chief Signal
Officer was “the increased facility with which signal com-
municetion could be provided and ralio equipment allocated.”
The excellence of the communication system, which existed to

the very end, was undoubtedly the :»2sult of this signal con-
trol. On the other hand, the c¢lose liaison between signal

“intelligence and signal security, vhich the Chief Signal of-

ficer's control vas also supposed t: produce, "failed of reali--
zation, since in spite of the accur.te knovledge of Allied
mistekes in the field of radlo and tryptogrephic procedure,

as revealed by the work of Signels intelligence Service, de-
linquencies of the same nature were 2ither not corrected at

all, or only partially so, by the Germans. There was an ap-
parent lack of & qualified expert who might have evaluated

the results of the Slgnals Intelligewce Service with the end

in view of 1m?foving the security of Luftwaffe radio com-
munications."!

The chief argument in favor of subordination of the Chi-
Stelle to A-2 was that gll inteclligence agenples would then
be under a central administrative control. Actually, however,
subordination to the Signal Offlcer rather tkan to the A-2,
proved no bar to effective worl, and relatlonthips between
the real specialist personnel »f the Chi-Stelle and ghe higher
intelligence authority which they served wvere ;;ood.7 In the
Chi-Stelle's vwork with A-2 the Tamiliar difficalty was at
Pirst encountered that A-2, on the one hand, dld notalways
recognize the value of signal latelligance; and, on the other,
that Chi-Stelle's reporta vers written in Signel Intelligence
terms, cell signs, frequenciles, atc., with A-2 Deing left to
dray its own conclusions., In tiue however, "tiv evaluators
learned to transform s%%nal inte’ligence into an operational
intelligence picturs.” Once tae evaluators were "lmbued
with tactical concepts, they sonetimes turned to the other
extreme, wishing to perform the A-2 function themselves, and
arbitrarily mixing signeal intellipgasmce with {ntelligence from
other gsources,.. Only in the course of timse vwas the happy.
medium found.” The appointment of w liaison officer did not
ciire the dilemms, since, esccording vo wont, « young men was
chosen "well indoctrinated with driil regulaiions, but pos-
sossing very little signal intelligeaze expeitlence, Unfor-
tunately he became no more adept with time, ad but slight
tactical knowledge, and, in brief, 4 more harm than good.
Although the apecialist personnel of the Chi-3telle became
imuediately aware of his deficiencles, neve$ﬁneleaa more than
a year elapsed before a change took place,”

7017 183 p 78 .
TlLg. Martin Ludvig of Chi-Stelle in I7 183 pp 78 - 79

721F 183 p 80
T21F 183 p 80
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. Gefechtstand fur Funkauswertung, abbreviated ZAF) Treuen-

¢. Relatlons with the Field units:-~ The creation In
the Fall of IOKKF of the post of Senior Signal Intelligence
Officer {Hoeherer Kommandeur der Funksufklaerung abbreviated
Hoehr Kdr 4 Funkaufklrg) was lntended to centralige the ad-
ministration of the affairs of the Chi-Stelle and the field
unite, This centralization continumd the "obscure relation-
ships” at the highest headquarters and was the antithesis of
what the fleld units required. ‘

The centralization of administrative control "of the
Slgnals Intelllgence Service... 1n the hands of one _of the
many supernumerary Luftwaffe Signel Corps generals"7 made
the administrative problen of tihe fileld units more acute than
ever. 'In this case, also, the Chi-Stelle falled completely;
since it had planned and supervised all Signals Intelligence
Service operations from the beginning, it might $g§11y have
been the contral administrative authority also."!P The dif-
ficult situation confronting ths Fleld unilts was sased by
the cooperation of the lgcal Alr Forces, The lockl comman-
ders of ¢hese often furnished quarters, rations and other
services when the fleld units own supply service broke cown. 17

The varlous Sections of the Chi-Stelle exerclsed control
of the Field units according to their location, ultimately
working on the spot with these units. The organization and
functioning of these sections will be treated below in the

following paragraphs of this chapter,

d. Relations with the ZAF and FAF:-~ As the strength
of Allied sair ralds increased, tactical evaluaiion assumed
an ever greater lmportance, and it became necessary to e€s-
tablish an agency which would summarize and integrate all

‘the reports and information made avallable by the outlying

tactical evaluation centers. Thls need was met by the crea-
tion of the Air Raid Warning Agency for the Reich {Zentraler

4

brietzen. This unit, headsd by Colonel Forster, was under

" the operational direction of the Chl-Stelle but administra-

tively subordinate directly to Gen Nafue/III. In order to
facilitate Goordination Detween the all importzat ZAF and the
other agencies affected by the information 1t disseminated

a nev position wes created, and designated Chief of the Alr
Raid Warning Service for Germany (Funksufklasrungsfuehrer
Reich, abbreviated FAF) Col, Forster, head of the ZAF, filled
this position also. In this capacity he was still under the
Chi-Stelle for operational purposes, and actyd as adviser to
the Commanding General of Fighter Corps I.7

51 180 p 22
T61r 180 p 22
771 130 p &

T81r 181 p 62
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12. Section A-- Staffing, Allocation and Egglog%ent--
This Section, which was closely connected with The office of
the commanding officer, was dlvided into the following sub-
seotions: Operational Planning (planning For monitoring
operations an a&ll fronts, preparation of Tables of Organi-
zation and equipment and allocation of personnel to Signal
Intelligence units); Fersonmel (routine personnel matters
for entire Signal Intelligence)}; War Diary (s writing of de-
talled diary of the Signal Intelligence activities); Pro-
curement {procurement of all special signa) equipment for the
3ignal Intelligence service)-'%gd Research {examination and
repalr of captured equipmbntj.

13. Section B--Evaluation West--80 Section B was one
of the best operational evaluation sections of the Chi-Stelle.
Able personnel and intelligent administration permitted it
to make significant contributions to German Air Force intel-
iigence. Before the outhbreak of the var, Section B was able
to provide a comprehensivé picture of RAFP orgonization,_loca-
tions, strengths, aircraft types, perconnel and supply.Sl
Its move to the Yestern front after the conguest of Fraace
served to intensify its activities. '

The ataff of Section B conslsted initially of civil ser-
vice personnel who had performed the same type of work in
peace~time., A large number of soldiers--mostly university
men, or businegs men versed in languages--were transferred
to the section, A4As the civilians were drafted, dospite thelr
strenucus objections {since they usually received lov ranks),
distinctions between civilian ard soldier tended to disappear.
The soldiers became acquainted with their vork and in many
cases obtained better results than the civilians.

The wise policies of limiting persomnel changes, train-
ing in signal intelligence and cutting down militayy duties
90 an absolute minimum promoted enthusiastic work.

917 180 p 8

8OThis account is virtuslly a word-for-wvord repetition of the
materials on Section B.  'see TICOM, I 109 pp 26 - 33,
the Air Ministry Report, IF 189, Wo 404 and Volume V. of the
Seabourne Report, IF 180 pp 27 - 32

Blir 180 p 9

82This vas in sharp distinction to almost every other unit
of German Alr Force Signal Intellligence Service.
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(—\ At the end of 1942 some of the male clerks and statis-

' ticlans were replaced by vomen's auxiliaries (the Luftnach..
trichten Helferinnen). The concensus 1s that although "these
female auxliliaries were better than the soldiers, in work as
asalstants, on the other hand, attempts to employ women on
independent work in eggluation, apart from a few exceptions
vere not successful."

a. Organigation-- "There were two diametrically opposed
theories on the subject of the organization of the evaluation
section. The first claimed that organization should be made
to conform to the sources being covered; i1.e. W/T evaluation,
R/T activity evaluation, and D/F activity evaluation, and
that all results should be dombined in & final evaluation,"B¥
Thls plan, which was not adopted for the Sections of the Chi-
Stelle8 wvas actually used in the evaluation companies i the
field, %>

"The second theory, whioh vas proved superior for long-
term evaluation in the West {and also in the South), favored
an organization covering the setup of the enemy air force
formatlons, 1.e. RAF Bomber Command, VIIIth U.3. Bomber Com-
mand, AEAF, etoc." Accordingly, Section B consiated of the
follovwing sub-sectlions:

B-l1~----Immedlate Evaluation, Receptlion, Distribution,
(~\ and routing of messages.

B-2---~-RAF Bomber Command, Strategic Evaluation
B-22---US. Bth Bomber Command; Strategic Evaluation

B*}--F-Captured equipment, materlal and navigational
evaluation '

B-4----Fighter Formations {(RAF and 8th A.F. Fighter

Commsndsa, AEAP Fighters and Night Fighters). This
unit wvas engaged in 529 evaluation of Tacticgl Alr

Force radio traffic.

B-5--~~0riginally USAAF outside Europe, and later ferry
and transport traffic. [This sub-section became in-
dependent at the end of 1943, and 1s discusased belov as

& separste Section).

831 109 p 27; IF 189 No 404 p 2
841p 185 Wo 404 p'2

85The organization of the evaluation companies of the lst,

2nd and 3rd Battalions of LN Regt 353 on the Russian front

provides a good illustration of this type of organization.
(—\ It is described later ir this volume.

861p 180 p 28
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B~6~---RAF Coastal Command, Strategic evaluation.
B-T~=---Master Index of Units and Locations.
B-8~-~-Combined Army and Air Force, Traffic of the Air

Support FParties and the tentacles; the 2nd Tactical Alr
Force, the U.5. 9th A.F., RAF ACC.

' In addition & liaison detachment was stationed at the
Alr Prisoner of War Transit Camp (Durchgangslager Luft, abbre-~
viated Dulag) at Oberursel. '

Relatlions were also maintained between the head of Sec-
tion B and a liaison officer of Army Signal Intelligence
Regiment 5 (XONA 5) and a liaison officer of German Alr Force
Operations Staff I ¢ (Intelligence).

b. Operations~~ The chief tasks of Section B were the
evaluatfon of '"enemy" transmissions, control of intercept,
and evaluation of captured material, equipment and naviga-
tlonal aids.

(1) Evaluation: 3Section B, in fulfilling its task of
providing a long-term evaluation for the West had to collate,
evaluate, and check the results of the intercept units in the
West and North. These units were in the West, Signal Intel-
ligeace Regiment West (later LN Regt 351) and LN Abt. 357
after its withdraval from LN Regt 351; and in the North, 3rd
Battalion of LK Regt 5 (later LN Abt 355).

Section B based its evaluation judgments partly on the
vorked-out results of the Evaluation and Intercept companies
and partly on ths original operators' logs (day reports),
especially for R/T traffic.

The princip:i meterials at its disposal were:

"1, The dailly radio situationm reports of the in-
tercept or evaluation companies, which wvere mostly sent
in by teletype, but sometimes also by radio or by courier.

"2. The éetalled composite reports of the inter~
cept companies {appearing monthly), or the previously
evaluated reports produced monthly by the Evaluation
Companies. :

"2, Sometimes, especially for R/T evaluation, the
original intercepts of the operatora (day reports).

"4, Other sources of information: P/W's atate-
ments, captured maoterial, press and wireless (especially
BBC) etc. These sources served to supplement or elu-
cidate the section's own findings. Great care vas taken
tp see that no Sigint information vas mixed in vith this.
If recogrse vas had to other sources, these had to be
named, "©7 ot o

871 109 p 29
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The following description of function appears:

"With the division of labor largely clarified, the spe-
cialista of sectlon B had only to keep up to date and to
clsar up in coopseration with the Dulag and the relevant in-
tercept unit any changes which occurred.

¥If there appeared any nev fields (e.g. appearance of
the USAAF in Great Britdin, setting up of 2nd TAF etc.) it
was the task of Section ‘B to encourage its ddvancement by
using the beat evaluators and to keep giving encouragement
to the sigint units.

"In this connection, it proved advantageous not to have
the personnel subordinated to LN. Regt West and thus to Luft-
flotte 3. 1In this way it was possible to announce all findings,
and &lso to ralse any necessary complaints, without regard for
rank or appolntment. On the other hand much duplication of
work was caused by this peculiar position of Section B, and
for this reason many people held the view, personnel of Sec-

tion B included, that the best sclution would be to incor-
porate the Section in the Regimental evaluation section
{(25/351). Quite a satisfactory solution of these questions
vas reached by thgér being later brought together in the same
arca at Limburg." _

{2) Control of intercept. "One of the most important
functions of Section B was the control of listening activi-
ties. It was the Signel Intelligence Agency's practice for
Evaluation to assign missions, and this was true of all the
echelons of command. At the lower levels, ths Evaluation
Companies assigned missione to the intercept stations, The
various Referate, in turn, controlled the intercept in their
respective sectors, In such case "the necessary instructions
wvere not issued directly by the Referat to ths Companigs but
via the higher formation, for example, LN Regt West."

© Such supervision vas necessary since all the intercept
stations tried to cover the frequencies which produced the
greatest number of messages and therefore offered, at least
superficlally, the opportunity to produce the best resultis.

Section B had £o see that not only the most productive
frequencies but all frequencies important for obtainlng a
complete pictiure wvere monitored. In soms inatances pressure
had to be put on intercept companies to keep them monitoring
the many ground networks of the RAFP and the USAAF because
these frequencies were not productive of the sort of im-
mediate action intelligence which it pleased the companies
to pass to the flying units. Tone ihe less monitoring of
these networks vas demanded because they clearly showed the
order of battle,

881 166 p 29

891 109 p 30
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When a new line of traffic sppeared, the intercept units
often tried to kesp to their accustomed monitoring program
and to pass off new tasks to other intercept units, In these
cases Jection ‘B always had to control interception according
to the exigencies of the situation and often do the evaluation
itself at firgst, and then pass it on to the evaluation com-.
pany.

As will be seen in a later chapter the German theory of
signal intelligence, which Placed the prime emphasis on evalu-
ation of "oll enemy signals’ and therefore imposed the exer-
cise of intercept control in the evalugtion sections, result-
ed in difficulties for the cryptanalysts, _

(3) Evaluvation of captured material, equipment and navi-
gational aids {Section B-3). _

All the sub-sections of Section B, with the exception of
B-3, were engaged in long term evaluation. B-3 wvas organized
to evaluate captured documents and material, including navi-
gational alds, obtained frmm alrcraft shot down. The in-
creased Allied aivcraft losses up to the period of the de-
cline of the German air defense produced more and more of
this captured material for signal intelligence.

The following were the main tasks of B-2:
(*\ _ "a. Clarification of Allied navigetional alds through
. the evaluation of ocaptured documents and equipment; ,

"b, Directing the monitoring of the radar intercept.
stations; :

“¢. Instruction - of the Intercept stations of the
Signal Intelligence Service regarding information ob-
tained from captured documents (frequencies, call-signs,
codes, etc.); '

"d. Examination of captured radio and navigational
equipment, end informing signg% intelligence units of the
results of this examination." : :

Accordingly, this sub-section wes especially interested
in the following secret and confidential documents and opparatus:

l. X- or Q- group llsts,
"2, Call-sign 1lists {R/T and w/@;.

"3 Frequency lists (chiefly W/T

"}, Bomber codes. -

"5, Airfield lists glving exact data on station
call-signs and frequencies, position of airfields, radio-
bsacons, etc, {especially frequently found in aircraft
of VIII Bomber Command shot down}, :

C-\ 6. Note-books with important entries.
7. Lists of radio-beacons and other navigational

aids.

P1p 181 p 46
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"8. Descriptions of apparatuses.
"9, Maps.

"10, Radio and navigational seis.
"11. Crystals from VHF-sets."9

As it came in, captured weoterial was farvarded by those
salvaging it to Dulag Oberuru¢d., If alrcraft were shot down
near Signal Intelligence olfices or statlions, the officers
ang officials of the Signal Intelligence Service had the
right to examine those things that interested them. In the
Fall of 1944, this sub-section was withdrawn from Section
B and subordinated (o the Radar Control Post {Funkleitsland)
at Fotsdam-Eiche,92 ~

The evaluation of captured documents relating to navi-
gatlional aids, and the examination of equipment such as air-
borne search receivers, recognition devices and the naviga-
tional aids,was intended to suggest nev procedures, deislmine
vhether g navigationsal aid would be useful to the German Air
Force flying units, and vhedpher the Allies were uaing German
transmitters as pavigational alds, Because these pavigational
devices wsre continually monjitored by the Germans, Intense
interest was g%splayed in any of them that became available
from capture. The results of research into these navigational
aids were published approximately each month in the Ravigation
Reports and passed to all interested units.

911p 185 p 30
921F 183 p 30

93The following pieces of equipment were listed: Group Radio
Beacons; "Splasher" beacons (cover name "Orchestersessel”);
J-Beams (cover-name "Rodelbahn"), the locations, frequencies,
and recognition signals of which were all learned from cap-
tured documents; Ciroular Beacons (including "SE" beacons,
alrfield beacons, "Eureka" beacons, etc,); Hyperbole Navi-
'Boomerang" procedure; "GH" procedurs (cover
name "Diskus"); Micro-H Systems (cover name 'Schleuderball”);
H2S" or "Magic Box" (British airborne search radar; cover
name "Rotterdam", later "Laubfrosch”, 2 cm. band); "H2X"
("Mickey", American airborme search radar; cover name "Meddo",
cm. band); IFF {airborne recognition devices;: cover name ‘
Flamme"); ASV epparatus (cover name "Eule"); "Weapon" (night
fighter search radar; cover name "Orille"); night fighter

- warning devices ("Monica"), and Infra-red recognition devices.
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Another task of B-3, In collaboration with salvage de-
tachments, especially those of the Luftgaus, vas to provide
for the investigation of ceptured radioc sets and crystals,
Through many peraonsl contacts with B-3, the salvage detach-
ments vere convinced of the importance of their wvork and co-
operated whole-heartedly with the Signal Intelligence, After
every investigation of a shot-down Allied aircraft, the sal-
vage units teletyped the most significant results to the Sig-
nal Intelligence Service,

This type of report led to the following rosults:

"l. Comparison wvith existing documents, to see if
R/T traffic from the approaching or shot-down aireraft
had been picked up. If possibdle ths squadron number
vas established from the call-signs. Comparison with
squadron recognition markings.

"2, If the freguency-range of the formation in
question was knowm, the gaps in that range could be fill-
ed in., An sccurate knowledge of all frequency ranges is
most important to long-term intelligence for setting up
chains of subordination.

"3. Whenever questions were raised, Dulag Luft was
Informed, all briefing being passed via the Referat B
ligison detachment at Dulag to the interrogating officers
at Oberursel." '

(4) Liaison with PW Transit Camp (Dulag Luft). The
Liaison Detachment of Section B at the FPW Transit Comp {Dulag
Luft) at Oberursel was responsible for providing close coopera-
tion between Signal Intelligence Service and P¥ interrogatlon.
P¥W interrogetion resulted in valuable information, particular-
ly upon the numerical desjignation of units, detailguconcerning
eneny equipment, and the changes in ememy tactics. It also
expedited the evaluation of all -captured material dealing
with radio. Important findings such as nev call-signs or fre-
quencies were immedlately reported by direct telsphone line
to Section B. The operations are described by Lt, Martin
Ludvwig in his article on &%aison between Dulag Luft and 3ig-
nals Intelligence Service”” as follows:

"3ignals Intelligence Service derived great bene-
fits from the evaluation of captured material. All docu-
ments salvaged from Allied aircraft wvhich hod been shot
dovyn, crashed, or made emergency lendings, were passed
on directly to Dulag Luft by the salvaging unit (usually
an ailr base headquarters). As long as commmications
within Jermany remained relatively unimpaired (until the
fall of 1944), captured material reached Dulsg com-
paratively quickly. There it was assorted according to

9%1r 183 . p 84 _
S1F 183 pp 87 - 88
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tople, and all documents pertaining to radio or radio
navigation placed immedlately at the disposal of the
3ignals Intelligence Service Lialson team. This team
had on hand gll lists of frequencies, call-signs, Q-
groups, etc., and determined whether the captured docu-
ments contained any new intelligence, such as the call-
signs and frequsncy of & newly occupied airfield. Anmy -
such new dlscoveries were lmmedistely telephoned %o Re-
ferat B. Later, the originals of all captured documents
vere sent to Referat B for detailed examination.”

¢. Reporis.-- The most Ilmportant units to which Section
B had to report were:

German Air Force, Operations Staff Intelligence
Chief Signal Officer, Army Bigh Command .
Kaval Righ Command

Arny High Command -

Local Air Force

Chi-Stelle Section C (for information of listening
units in the South)}, o
(7) Interrogation Centre (Oberursel),

AU =\t 10

In many c¢asds (the Commander in Chief West, Local Air
Force Command) and the evalustion unit of Signsl Intelligence
Regiment 5 at St. Germaln received reports from Section B.

The following reports were issued by Section B:

Immediate reports (teletype or telephone) for im-
rortant new fackts, Intentions to attack , changes of
location, ete. :

Radio Situation Reports, daily consolidated survey
of the events of the preceding 2% hours.

10-Day Reports, concise reports on the long-term
intelIIgence o% the last ten days.

Monthly Consolidated Reports, detalled reportuith
mops end dlograms, usually 50 to 60 typed pages in length,

Specicl reports, e.g. ‘Army-Air Co-operation’,
'Control of British Night Fighters', etc.

A chart of these routings shovs the many headquarters
serviced by the Section, (Chart 5-2)

1%, Section B-5-- Allied Ferry end Transport Traffic--96
In 1941 a section within Section BYI was established to

.ﬁdnitor America. This -in turn; was diwided into two sub- .

gections. One analyzed traffic which was concerned with the

96The text fcr the discuésions on Section B-5 is taken, with-

out change, from Tech Sergeant Jering's discussion of the Chi-
Stelle coEtainad in volume 5 of the Seabourne Report - IF 180

pp 32 - 3 - : P

971F 180 pp 32 - 34
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Avmy sl fdaeval Alr Forces i oo oonlisd Sialss which were
then being built up hastily. This traffic waes monitored in-
sofar as 1t could be heard by Signals Intelligence Service
stations in Germany, France, and Norway. 'This sub-section
reached 1ts_ peak at the turn of the year 1y42-1y43, when the
fundamentally changed war situation dlctated a mors conser-
vatlve use of radio receivers. The second sub-section worked
on ferry service traffic on the North Atlantic route at first
in connection with Atlantic reconnalssance trefflc (Coastal
Command). The South Atlantic route, as well &s Pen-American
Alrvays traffic in South America, was taken care of until
1642 by Section C. VWhen the coverage of traffic from the
United States proper wvas reduced, the afore-mentioned sub-
sectlon of Sseetion B took over the monltorings of this South
Atlantic commitment from Sectlon C.

The Ameplcan ferry service lncreased in importance, and
in the Middle of 1y43 this "American" sectlon was taken away
from Section B, Reinforced with certain speclalist perscnnel
from Section € it was Installed In Munich/Uberhaching as a
separate Section (BS), in which the analysis of all fernry
traffic vas nov combined. At the same time the large W/T
intercept platoon located in Uberhaching, which administra.
tively belonged to the Marstall battallon, took over the
monitoring of all ferry traffic with the exception of that’
on the North Atlantic routes, which as previously, continued
tu be covered by the 16th Company of LNR 5 in Angers, The
new Sectlon evalustad all trafflc and had the followlng re-
sponsibilities:

"a) The monltoring of the Unlted States proper, which
although 1t only touched the surface, still furnlshed sn in-
slght into the princlpal networks of the Army and Naval Alr
Forces, into tralning activity, ailr transport, defense zones,
and the activation of new combat aviation units.

"5} The monitoring of the Atlantic ferry service. The
Middle and Centrel Atlantic routes were monltored by the W/T
platoon in Oberhaching and by Luftwaffe Slignals Intelligence
Service outstations in Spaln, which operated under the cover
rame of "Purchasing Agencies"; the North Atlantic route was
monitored by the 16th Co., LNR 3 and reports furnished to the
Sectlon. .

"¢) The monitoring of the American Air Transport Com-
mand by the platoon in Uberhaching.

"d) The monitoring of the RAF Transport Command, and
of both American and RAF troop carrier commands., The greater
part of this interception was also done in Cberhaching.Y

Airfield radio tower traffic (R/T on 6440 kcs.) was in-
tercepted in Madrid, Montpellier and at various Signals Intel-
ligence Service out-stations in the Balkens and Italy. This
craffic was evaluated by Section BS, with the ald of exten-
sive filles,

The Section also had a small cryptanalytic team of 1ts
own, whlch decliphered intercepted messages on the spot. -

Section B5 remained operational until the last weeks of
the war, and was thus in & position to cover the British air-
borne landing at Bocholt. One veek before the capture of
Munich by the Americans its male personnel wlthdrew to the

Alps, vhile 1ts women auxiliaries were discharged.
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15. BSectlon C -- Evaluation South-- Section C has bheen
described as the least capable of all the speclalist units of.
the Chi-3telle. Its commitment, the evaluation of Mediterranean
traffic, vas largely handled by the Alr Signals Regiment in the
South (LN Regt 352). Jering, apparently a chronically sour critic,
observes of Bection C. "During its entire career Section C pro-
duced not one special report; this in spite of the fact thet
activity in the 3outh ppovided fertlle material for such sppreci-
atlions. ... The members of the Section buried themselves in the
details of a2 highly speclalized dally routine vithout anyone in
the Marstall becoming much acquainted with the real problems facing
the 8ignals Intelligence Service battslions in the South... In
general, as clumsiness, distruet, and dodging of responsibillity
characterized the Chl-Stelle Command, so they marked the leader-
shilp of Sectlion C. In order to keep its surplus of personnel
occupled, ridiculous and unnecessary tasks, involving a labyrinth
of pappr work, vere invented. As a result, all feeling for
stralght-forwardness and consclentiousness was lost. The majority
of members of the Section; in spite of years of service in the
Chi-Stelle, had never even seen a Signals Intelligence Service
ocut-station. This reluctance to fawe realities naturally weakened
the influence of the Section. In consequence its opinion in organi-
zgtional matters carried but ilttle welight, and fo§ the most part
it vas limited to specisl problems of evaluation.” 8

a. Organizetion--99 section C, similarly to Section B, was
organized 1nto sections which corresponded to Allied units or ,
activities (MATAF, 15th USAAF and 205 Group RAF, long range recon- -
nalssance, radar reportling networks, transport and ferry service,
and airfield radlo tower traffic). In addition, twvo other sections,
one devoted Lo press reports and priscner of wvar lntelligence, and
the other to point-to-polnt networks, were especlally successful.
The two sectlons, 1n close cooperatlion with theother sections
dealing with aip-to-ground traffic, and making use of all collateral
intelligence, collaborated -in producing and maintaining a detailed
organizational plcture of MAAF vhich the Luftwaffe A-2 used to

The following "sub-sections" wvere attached to Section C:

(1) Turkey

Three men revised and edited the material intercepted and
evaluated by W-Lelt Southeast, and prepared weekly and quarter-
annual reports for the A-2.

(2) Sweden and Free France :

Even the air forces of these countrles vere monitored in
sketchy form by several out-stations and they provided the "ralson
d'etre" of several evealuators. Here also, reports wvere prepared
for the A-2, sometimes monthly, sometimes less frequently. After
the German withdrawal from France this sestion was united with
Section B. :

981p 180 pp 3%, 35, 36
9gquo{;ed from IF 180 pp 35-37
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(3} Section ¢ 2. ‘'his 'sub-Section” was created in
1042, and was engaged in rreparing a text-book on the radio
and navigational procedures of the Briiish, Americen and
Russlien Air Forces. This opus ves given wide distribution,
and all the larger Signels Intelligence Service units vwers
given copies for the edification of Signals Intelligence
Service persohnel, Curvrent Bﬁﬂplements kopt the wvork up
to date. In the middle of 19 the project was abandoned
and thie personnel transferred to Signels Intelligencse Ser-
vice cut-gtations,

b. Operations-- Each moriing the teletyped materianl
vhich had come in during the night from the two Signsls
Intelligence Service battalions in Italy and the Balkaows,
from the company in Montpelllier, the Signsls Intelligence
Service stations in Spain, and later from- ths ZAF, as well
as from those out-gtations which were authoriged direct
comsunication vith the Section, was assortsd by the Chier
of the Section 2nd distributed to ths eppropriate sub-sec-
tions. Assembling and checking these reports with any dete
of thelr own, ths sub-sections, in the course of the fore-
noon, prepared the daily report of the Section, After boing
edited by tho evaluation officer, it formed the basis for
the daily situation conferance at which all cantroversial
points wore dilocugsed. It was then mimeographed and arqund
noon was ready for distxribution., One copy was sent by cour-
jer to the Gemeral Staff, the others were mailed to the r2-
cipients. '

The aftermoon as & rule was devoted to the atudy of
incoming roports ard a review of the log shests gent in from
the units in the fleld; maps wvere prepared, and preliminary
vork done on the monthly report, the distribution of which
corresponded in principle %o that of Section B°s reports,
Correspondence vith the regiments and battelions vas taken
caré of, comments from the General Staff vere studied and
those relevant wers passed on to the field units concerned.

16. Section D -- Evalugtion East--190 1n poace-time
this Section evaluated traffic intercepted from Ruseia,
Czechoslovekia, Poland and the Balkan Btates, and kept the
Genergl Staff bricfed on air activity in these countries
through curreont reports. After the subjugation of these
smaller countries, 1t concentrsted entirely on tho Soviet
Union which had been considered of prime lmportance from the
beginning. Owvimng to the different atructure of the Signals
Intelligence Sorvice in the East, the frowth and development
of this Oection varied ossentially from that of Section B
and C., Wheroas in the West and South cryptanalysis had to
be sbandonsd to a certain extent, and the mein osmphosis from
tho beginning of the war was on traffic analysis end R/T ovel-
uation, in the East the mejority of enciphered messages could
be read, vhich placed Signels Intelligence Servico vork on
this Pront in a quite different aspect., A further fundg-
mental distianction was that in the West the enemy omerged

100gioted from IF 180 pp 13 - 16
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practically each month with a new and revolutio ra

or reder techmique, while the four years® stfuggiggin gig
East brought relatively fev technical innovAtionu, To this
vas added the fact that during the course of’ the war each

of the Russlan air armies developed its own partiecular rg-
dio procedure, the individual evaluation of vhich, of neces-
sity, had to be left to the Signals Intelligence Service
battalions located on the various sectors of the Front vhich
were speclalists oA this subject. .

Thus Section D, more than eny other S89ction, had to
linmit itselfl to a compllatory caresr. It began its activity
in the Marstall, in the weke of Gemman advances gt the be-
gianing of the campaign in the East {end of Y921} it moved .
to Niedersee in East Prugsia. From here, in viev of the |
large-scale operations planned on the southern sector for
the spring of 1942, it followed the General Staff to Zhito-
mir, where it remained until May, 1943, The Russian advance
caused 1ts retreat to Harsigi vhere, at the beginning of
1984 1t set up a Meldekopf wvhich was incorporated into
the Signsls Intelligence Service deflense system of the ZAF,
(Central Air Reid Warning Unit). When, after the bresk-
through at Minsk, the Rusaisns began to threaten Wersaw,
it moved again to Cottbus, south of Berlin. There, toward
the ond of 1044, 1t was merged with the regimental evalua-
tion compeny of Signals Intelligence Service Regiment, Eaot,
vhich was formed at about that time,

a. Orpanigation and Operations-- Omly during tho fiyxst
tyvo years of the war ckion send its dailly and fory-
nightly reports directly to the Generasl Staff. At the end

- of 1942 a 3ignols Intelligence 88rvice liaicon team wag ec-

teblished in the office of the A-2 to doeal with signel in-
telligence originating in the East. The reports of Ssction
D vere almost unintelligible to & non-specielist, sinee
they wvere crammed with technical data and terminology; hemnce
they vere cdited and rewrltten by this liaison team. Oving
to the uncomplicated aspect of the work, the Section com-
prised only a fev highly qQqualified men; in gll thero wore
only ten members. A rather large cryptanalysis platoon -
vas attached to the Section. At its height the platoon con-
s;eted of about ninety men, but its importance dwindled
apprecisbly in the last yoears of the var. The resson for
this wvas that Russian cryptographic systems became ever
more indlvidual in charscter, and central trestment of them
vas found to be impractical,

There wvas also gttached to the Section a large inter-
cept plestoon which monitored the point-to-point netwvorks
of the Russian rear defense zones. A Signals Intelligence
Service company in Rezeszov, leter Hamslau, vent material
intarcepted to the Ssction by teletype; it was deciphered
by the cryptanalysis platoon and the intelligence therein
incorporated into the daily report. The second main source

lol“neportihg Center", further deséribed in Chapter IV
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of material for these reporte vere teletyped summaries from
the three Signals Intelligence Service battalions in che fast.
From 1943 on, R/T traffic from wKussian tactical aviation units
increased 1n significance, even being ilmportant to flnal evalu-
ation, During the latter years of the war 1t was partlcular-
ly important on the northern sector where good land-line com-
munication limited the use of W/T.

"Meldekopf Warsaw" conslsted of a team of ebout ten men.
since Russian long-range bombers were actlve only at night,
its personuel, radlc operators and evaluators alike, wvas only
occupled during the evening hours, If traffic vas Llntercept-
ed on any of the known bomber frequencies.it was reported im-
mediately to the ZAF as an early warning. Nelther the radio
dlscipline nor navigational ability of the Russian bomber crevws
was comparable to that of Allied crews in the West. Therefore,
as a rule, the Meldekopf was able to report to the ZAF and to
otner approprilate headquarters, the exact strength, composi-
tion, and probable target of an enemy bomber formation. This
information was usually determined, at the latfgg, while the
Russian bombers vere c¢rossing the front lines,iV

- 17. BSection E -- Cryptanalysis-- The cryptanalytic Sec-
tion (SectTon Z) vwas formed within the Chi-Stelle after the
creation of the German Alr Force Signal Intelligence Servlice
in 1938, At the outbreak of the war there were onrly 15 to 18
cryptanalysts. Fifty newly inducted enlisted men without the
remotest training In cryptanalysis were then assi%ned to Sec~ !
tion E by the Chlef 3ignal Ufficer. The Sectlion "expanded :
continuously, and toward the end of 1442 reached 1lts peak . -
strength of appreximately %00 men.” The subsequent release
ef physically-fit men to combhat units and thelr replacement
by women auxiliaries "ecauaed cryptsnalysls to suffer many a _
set-back."03 Nevertheless, it is claimed that "éven in January .
1945 the sSection could boast of havinglbﬂoken_BB,uuu messages ¢
in the West and 15,000 in the East,,, VY H

a. Qrganization-- Section ¥ was divided into two main 5
units: E~l1, which vorked on Zastern systems, particulsarly ;
Russisg; and E~2 and E-3, which worked on Western systems, par- i,

ar o cm————

r— w2

ticularly British and American. Sub-sectlon E-6 wds engaged

in IBM work.

Tge decentralization of oryptanalytic vork, discussed:
abovetU5 yas ocecasioned by the necessity of placing low-grade
solutlon as far front as possible and the fallure of the Alr ..V
Force cryptanalysts to scolve such high grade syatems as .
SIGABA or the Russian one-time pads, {t 1s stated that '"new

-

1021p 180 pp 13 - 16
10317 180 p 17

‘1041p 180 p 17

105¢hapter II
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difficult cryytanalytle probliems were first explored by Sec-
tlon I in the Marstall. Later if the decliphering procedure

was estublished in detall, a tsam of cryptanalysts familiar

wltn the system, was sent to that Signals Intelligence Ser-

vice battalion or company where the greatest amount of traf-
fic in that partlcular systen was belng intercepted. Thus,

eventually the personnel of Section E was scattered all over
Burope. " Cryptanalys%sfis discussed 1n more detall in Chap-
ter V of this volume,+U0

18. The Radar Control Post {(Funkleitstand)-- The Ra~-
dar intercept control post {(Funklelistand), although an in-
dependent unlt orlglnaliy under the control of the Radar Ser-
vice, finally was placed under the undivided jurisdiction of
Gen Nafuf %II. In practice, "Lt was a Sectlon for radar in-
tercept” Ul and a type of Chi-Stelle for radar evalustion.
The inter-relations betwveen the Funkleitstand, Section B-3
(navigational aid evaluation), and the Central Command Post
for Air-Rald Warning (ZAF) are difficult to aseertain. It
hag been stated that "the whole manner in which the radar
intercept problem was treated is indicatlive of the confusion,
bumptiousness and lack of coordinacion which prevailed in
all higher hfﬁgquarters in Germany durlng the last two years
of the war."

Friedrich stated that from pure traffic analysis of
British radar service, the German radar monltoring service

‘vas enabled to ascertain or to establish:

"lL. The mode of operation of ground sets. In cooper-
ation with the listening service, 1t was possible to
ascertain the areas in which interception by (or of)
the enemy was not possible.

"2, Clarification of navigational ailds to the extent
that the English control systems became known (advance
warning).

"3, Data for our own jamming service and technical
hints for our own development of similar sets.

"4, cCarrying out of route-tracking of formations in
the alr; in most cases from take-off until landing.

The German Air Force Signals Intelllgence Service early
reallzed the potentlalities of radar intercept evaluation
and created radar intercept centers (Funkbefehlsstaendse) at
the individual field Signals Intelligence Service battallons,
which "were intended to perform locally the same functioEi
as tne Radar Control Center (Funkleitstand) at rotsdam, "tV

1061y 180 p 17
10715 180 p 3y
1u81p 180 pp 40, 41
091 70 wp o, T
11017 180 p 40
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In 1944 the radar intercepti centers were lancorporated into

the eveluation companles of thelr respective Signals Intel-
lilgence Service battallons, and radar intercept flash megs-
ages vere sent directly to the reporting centers (Meldekbpfe),'
wvhich were agencles collating all types of signal intelli-
gence data relating to impending alr-ralds,
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Voluine 5
Chapter IV. Organization and Operation of the Field Units

Bection A, QOperations in the West

-

i Paragraph
Orpanization of Pield Units in the West........ w1 ensa-- 1O
Intercesp%t Misslons of Fleld Units in the West........... 20
distritvusion of Reports by field Units in the West...... 21
Signal Communicatlon of Field Units In the West......... 22
Strateglic Evaluation by Field Uniis 1n the Westi......... 23
Tactical Evaluation by Field Units in the West.......... 2k

16. Organlzation of Field Units in the West-- The final
German Air Force Signal Intelligence Service.unit in the West,
Air 2ignal Regiment 351, was the result of four years of
contiruobs.ceratiop agaiost Briteir &nd eventudlly, the
Western Allle “y the time the, Noveuber I9%¥-recrganization
tOOk pilace, its activities had become mainly centered upon
the tactical evalualicn of Alllied bowbing cperations. As
a result cf thia emphasis, two "indepondent" battalions,

Air Signals Battelion 356 (concerned with radar intercept in
the Rexch} end Air Signals Battalion 357 {conceraned vwith
intercept and evaluation of Alliea bowber communications)

wares organlized. Yo zcme degree, these two battalions were
craated from units vhich nad been part of Air Signals Regiment
Weal from which Alr 3ignals Regiment 351 had been sarlier
derived. : .

Air Signals Regiment 351, also derived origlnally frou

- Aiw» 3ignals Rogiwent West, was organlized into three battalions

gacn of which had four to five companles. The first battalion
{I/ILN FKegl 351} contalned the regimental Evaluation company
{25th Co L0 Regt 351), the communications company {26th Co
Regt 351) and iwo other service ccmpanies, the tactical
reconneivsance company {1 Co Regt 351) and the signel rejair
coitpany {2nd Oo hegt %51). The second battalicn {II/LN Regt
351) had a VHF [very high frequency, i.e. radio teleghone)
intervept and U/F company {7th Co Regt 351), vwhich operated
apaingt the Tactieal Air Force Fighter Commend; two HF (high
froqueney, i.e., usual Morse channels) inuercepnt conmpanies
{3tn and ¢th Cos, Regt 351),vhich operated sza:nst the French
ALlr Forse and the lst U. 8. Tactiesl Air FPorce; and & radar
intercest company {10th Co, Regt 351).

_ 'The third battalion (III/TN RBegt 351) had three HF '
intercent companies (12th, 13th, and 15th Cos Regt 351) whic
operated respectively against Allied transport units;:
Tastical Air Force and naval air raid wvarni service; a VHF

(Very High Prequency) /T intercept company (l4th Co Regt 351),

which operated against the Tactical Air Force Fighter Command;
and a radar interce st company (1Gth Co Regt 351).

4%
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2u. Intercept Missions of Fleld Unlts-+ Intercept mis-
sions were asslgned 1o the West Dy oSection B of the Signal ,
Tnteliigence Agency, which mede the assignments to the Reglment \)
(LN Regt 35L) or to the eval¥ffion company {originally w-Leit, Wﬁ
later Z5ih Cc, LN Regt 351). :
cover, imrluding the employment of e search receivers and |f
the identification of new traffilc.}d? Search missions vere i
allocsted LY assigning specifle portions of the frequency spec»l?
trum ¢o dlffercsnt sets. An cperater wlth records of known -
and identified traffic could determine immediately whether {
craffic ne intcercepted was known. Nev traffic also appeared
directily on or necar frequencies regularly coveredly the inter-
cept companies., Whether plcked up on search, or on fixed assign-
ments, tho nevly discovered traiflc was re-examined by the
evoluatlon asgtions, identified, where possible, and put on fur-
ther cover, where unidentified. Further monftoring difflosed
wvhether 1t waz practlce or bona fide tactical traffic,+*/

Szaction B 8lso dlrected search

21. Dlstributlon of Reports by Field Units in the West--
Bvalusiion vwaz periormed at all possible lovels: at the inter-
cept =tations by intercept platoons; at the battalions and
regiment by evaluetion companles; and finally, at the Chl-Stelle
level by Section B, vwhich worked with the field units., The
Intercept companies lssued daily radlo situation reports, vhich

"were uransmitied to interested headquarters {including Sectlon B)

¢ither by teletype, radio, or courier. Every month a detailed
compo3ite report was made by the lntercept comffﬂies, and &n
evaluvation report by the Eveluatlon companles,

According to Jering,

"Eoeh SIS station and SIS company analyzed its allotéed
material with much flourish.,. Two reports wvent delly to
the W-Leitstelle (the regimental evaluation unlt) and to
the periinent Referat. The daily logs vere sent by courler
to the W-Leltstelle and to the Referat concerned, and there
sxantined and evaluated, In spite of thie duplication of
work, the individual companies were allovwed to operate
independently, their indepandence varylng witglghe abllity
of the cumpany commander and the evaluators.”

11l1p 181 p 28
1l21p 183 p 60
331r 185 p 61
1141 109

51 181 p 26
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The develodment of tactlical evaluation resulted in
the rouiing of renorts directly from the intercent staticns
and the iﬂternp.t comnanies to the operational headguariers
congerned. 116  The daily and wonthly reports were then
divided into ’tact¢ca1 and technical sections. The tactical
racluded a descriygtlon of enemy alr activity from the Signal
Intelligance noint of view, wnile the teechnical part was a
aysztemitic complilation and identification of all Intercepted
traffic. "117

Tnz distribution of a typical report gives sovle clue to
the recipients of the 1lntelllgence produced in the lWest. For
¢n"tanfe, & repnrt made by Eveluation Company 14/LN Regt 3,
dated 23 A»ril 19%4, discussing "American Fighter and Fighter-
Bomber Formations ¢n England," covering the perlod from ¢-18
April has & cover sheet reading 8s follows:

"Digtribution

I/GAF Listening Rgt, West..... e et ar et 1
I/{isvaivation Co) GAF LlstenLHg Rgt West ............ . 5
5/{ Funkewpfanzs' Co.) R e 2
S/{Interceotion €o) N ! T D |
F, " " T e e oo 1
9/k N " " # " R 2
Li=texing Lindiasaon Off¢rer, Luftfiotte 3, 1c for
. attn Lt. Neser............ 1l
o i " JK.II for atten Oblt.
Z. Nleden....oueeeiviacaans 1
" " " Jd. 4 for atten
. Peld. Roeckerasth.......... 1
" " " Jd. 5 for atten
Lt. Schwvietzke............ 1
o " .“ Jafue 4 for atten
Lt. Roschger.......couon 1
it " " Jafue 5 for atten
Oblt Gruendl.............. 1
" " " Jafue Brittany for
atten Feldw. Ziewer....... 1
lu/ﬁvaWuat'on Co.) GAP Listening Rgt 3
3 gopies for VHF Platoon (mobile))............e... 7
Ccuy for inforuwation to Main Crypt. Office,
CGAF 8eC. Bttt it ie i et ct s ra e ee et 25"
116 1p 581 o 35
7 1p 281 p 34

3
113 b 10 pp 1 2
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In the #7ual stages of the 3lgnal Intelligence
ooeratioa ir the West, when tactical evaluaticon was all
luwportont, wnoorts vere routed by the varlious intercept and
evaluation companies to the Reporting Centers (Meldeakonfe).
These centers were the eollating agencles for tactical
intzlligeuce concerning alr ralds, and functioned as instruments
of liaiuon hatween Signal Intelligence Service and the Coubat
units. (They are described more rully in Paragraph G, of
thuis Chapter.) The units of the LE legt %51 routed their
repcrts Lo Renorting Center 2, the coiroanies of LN Abt 357
(Bowmber Interceut) routed theirs to Reoorting Center 1, and
the cormanies of LY Abt 350 (Radar Intercent) fed Heporting
Center %. In turn the Reorting Centers brcadeast thelr
evaluation and warning surmar.es to the Central Alr RNaid
Warning Unit {the LAP) and to vavious Army, Navy, end Air
Povce oaerational Comnands.

22. Sipgnal Communications of FPield Units in the West--
In the middle of ICLD the wire chénnel system was [n general
a3 follows: Telerhone or teletype lines connected each Signal
Intelllgence 3ervice company and sitation with the Regimental
Tvalualion Company (W-Leit), and in turn linked the latter
unit with the vertinent Chi-Stelle Section, the logcal Alr
¥oree {Luftflotte} headguarters. and the neighboring evaluation
companies. Televhone or teletyne lines also connected the
Signal Intelligence companies arnd the Kegimental Evaluastion
Coupanlies withh the German Alr Foree exchanges. The various
Sigral Initeliligence comopanies and stations were linked to
esch other and to their outstations and D/F's by telephone. 119
As CGermany's position deteriorated the commumnications
systews woere enlarged to accommodate the ever increasing flow
o1 intellisonee. Tn general, the communications channels
vetween intercspt siation, D/F station, Evaluation Company,
Chi-Stelile Section, and Alr Force operational coumands under~
uvent eoltinuous exnansion. "The whole construction of the
communications netvwork was founded on the snrinciple of passing
on intercepted traffic as quickly as possible. A delay or
more than two minutes could not be tolerated." 120 Major
Ferdinand Felchtitner's reanort deseribes the expansion of wire

commbunications in the middle of 1942 a2s follows:

In addition to the individual teletype lines
wita the counanies, several telephone lines were
avallable, wmost of thewm running from the switch-
boards of the evaluation ¢ompan:es to the intercept
companies. Likewlise there were one or Lwo lines
to the SIS liaison officers as headquarters....
(and)} various direct lines from the companies to
the 8I3-ligaison officers, the purpose of which was

119
IF 181 po 27 23
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to schieve & minimum of delay.... This considerable
exyainsion made necessary the buildlng of large
telephone centrals:
Exchange "Pirate"------- Meldekopf 1 of the lst Battallon
Exchenge "Breakwater"---Radar Intercept Center West of
the 2nd Battalion
cbange "Claiyvoyant™--Evaluation Coupany of the srd
Battalion, and also the
regimnental sxchange
The regimental exchange finally comprised 5-7 FD 16's
{SJleﬂﬁO&;QS) vith about 150 trunk lines and 250-300
local dpons. .
In additicn te the normel teleohone centrals, ln the case
of the Bth Coupsny and the 5th Coumpany, D/F econtrol
counmunications had to be installed. The regimental
teletype centrzl had 6-38 lines Lo the Luftwaffe exchanges,
in addition to lines to the companies and 3IS5-1iaison
officers, There were three teletype-cipher machines for
top secretb umessages; and §-10 for secret comaunications.
Altogether, about 500-7T00 teletype messages were handled
daily." 121
The continued exnansion of the S5ignal Intelligence
Service and its orlentation in the directlon of preserving
the Relch from air raids led to the formation of a Signal
Intelligence 2attalion attached to the German Home Defense
Alr Porce. This, plus the assignment of Signal Intelligence
liaison officers to the components of Fighter Wing (Jagdkorps)
I "made nuwerous clrcuits necessary, both within Gerwmany,
and from Germany to the occupied territories. These wire
regulrewents increased when the ZAF obtained an adaltional
vire system. ni2e
8 jor Feightner desacrlbes an interesting practice made
neceasary by the intensifled operations:

"The extensive construction of D/F and radar

intercept statlions, both in Germany oroper and in
oceclpiad territories, wade it lwpossible for each
of the Reglmenl's l?b out-stations and the 60 out-
stations of the 3I3-battalion Keich to have its
own direct lines. For this reason the "Dante," or
operatioral copnection was introduced for the SIS.
Upon use of the code~word "Dante” any conversatlon
taking tlace over normal Lufiwaffe circults would
be terminated and the line used for poasing tactical
reoorts for_ the duration of an air raid or other
engagement .27

121 IF 131 pp 44 45
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- A3 for Radlo Communications, Major Felchtner reports as
foilovs: ' Lt '~ . T
s "in the begloning of 1944 radlo stations were set :
up. by the reglment at out-stations, command-posts and -
comyanies. Tach company had: ' ‘|
a) A D/F Control network, or a radio link with :
ita out-stations; ' i
b{.A radio link with 1ts battslion;
¢} A radio link with the pertinent Meldekopf.

The Meldekdpfe were included, either in -the D/F con-
trol networks, or Iln the radio links between companies and
cut~gtations., In this way 1t was provided that, 1ln case

"o of line trouble, all ‘tactical reports would reach the Mel-
dekont’ as quiclily as possible, and from there would be
broedeast as signal intelligence flash reports to interested
headquarters. The code used by the Meldekopf for these
fiash repcrts consisted of & code bock of 1600 mesnings.
"hese enccoded messages were reciphered with the appropriate
clpher table and sent out on both long wave and short
vave 23 5-flgure groups. The cipher systems of M?%gekbpf
2 were held by -the Army es far dowa ap &ivision,” -

. 23, Sxrsteglc Evaluation by Field Units in the Wost--

In the descrioiion of actual operations 1t 1s fiequen;ly Sif-

Fieult te distinguish clearly betwcen strategle.and tastical

evajuatlon, &5 some overlepping was inevitabvle. Ioyover, the

TWe typea of evalustlon moy be differentliated in terms of thelr

ohjactives., The objectives of strateglc evalustion for the

Alr Forze Signel Intelligence wers to establish the order of

battle for the opposing Alir Forces, ‘to determine the ordér of
battie and intentions of the Ground Forces as revealed through

Air Foree Communications, and to predict lopg-range lntentions

of the opposing Air Foreges, ‘

Each of these objectives was most carefully pursued, but

the sucecssa way wost remsrkable in the establishment, of the

Allled Alr crder of battle. Through their thorough and highly .

skilled traffic snclyseis, the Germans cobtalned a contlnuous and
highly accurate picture of the.strength and disposition .of

" the Allied Alr Forces in Britein, in the Mediterranean, the
¥ear Egpst, -end lsier, on the Continent.  Freguently, the re-

construction was precisé to the most minute detail, and csellk
aigns, {requencics and networks were ip the vast majority of
cases absolutely accurate, .

+
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- B . ,{‘8

. -




DOCID: 3560829

o

r

A great aucunt of materisl is available in the TICOM
interrogaticns and in the Seabourne Report (esvecially
Volume VII)} documented by charts and diagrams showing the
reconstructed order of battle of the RAF and the USAAF.
Examnles of these are annexed to show the meticulously
careful work of ‘the traffic anslysts. (Charts 5-3, 5-4, 5-5,

5-G) .

The establishment of the Ground Forces crder of pattle
through analysis of Allied air traffic was of course more
difficuit. In ithe West, Air Force trafflc ordinarily did
not reveal the ground force vrganization. However, after
the Invasilon, when the Air Force was acting 1ln direct

-support of ground operations; much information was diseclosed

of value Lo the CGormans. : B
As for the prediction of long-range intentions of the
opposing fAlr Forces, indications of coming events wvere

- freglently derived from strategic evaluation. The extent

to which German Alr Force Signal Intelligence was able to

‘forecast the Dieppe raid, and the Invasion etec., has already

been ntied sltention in the first chaniter of this volume.
The degree to which information vital to the defense of
tha Reich was obtained through the Signal Intelllgence

activities in the West is illustrated by the following passage -

from an I/T report dated # Aoril 1944 origlnated by the 5th
{"Punkempfang ") Company, 5rd Battalion of Wireless I
Intercopt Regt West {later LN Regt 351): .

“Operatinng on the part of the USAAF against
~ Relch territory, and operations against Western
" cecupied territory during the period under review,
‘were plcked . un again as from the first appesarance
of flying activlity over. England.

"Ry thorough observation of, for the most part,
very strong- fighter protectlien, the direction of
the attack may be ascertained, in spite of the
deceptive course. taken by the waves of bombers.

"fhe chenge in call signs effected by the USAAF
at the beginning of the month under review did not
Interfere with intelligence, and even within a few
days it was oogsible to briong documents here- cou-
rvletely ua-to-dete.

"he D/F base line was again particularly efféctive.

By endedavoring to follow all three boumber divisions

very closely, it was possible, in addition to Incursion

into Reich territory, likewise to D/F the diversionary

attscks against the occupied territory at the same time.
- It wvas, therefore, again possible Lo place the infor-

mation available here at the disposal of the tactically

important positions for the air defence of the Reich,

un to taree hours before the enemy formations crossed:

the coast of the Continent." 125

125 I '
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24, Taetlcal Evaluation by Field Units in the West--
Treticel cvaluation vwas ?ar.more important then strateglc in
tiie operestions in the ¥Wesat, The primary purposp of tactlcsdl
evaluation was Lo provide a prompt and efficient service warn-

- 1ng of Allied sir-rald inocursions. The operational necessities

of suck & service, demanded alert interception of all possible
algnel menifestutions (signaels, redar, besecons, noises and
3ilences, luter alia ), prompt and reliasble evaluation, and \ -

1wnediste disaeminntion of the intelligence dgrived to the opera-

tional unites and the defense organizations concerned.

‘ The mass of avallable data regerding the organization and
oparations of this service and the resultas it achleved shovws
the outstanding success of this undertaking. If Germany vas
not able to counteract the attacks it was not the fault of _
gignsl lntslligence which gave the vernings. So efficlent was
the operation that it won the attention of the very highefgs
commende, and Goering was proud of the llstening service.

1?6The Germens tell a story, probably. apocryphal but nevertheless

slgnificany, to this effect:

Gooring ab first deprecated the possibility of deriving
air rpid varnings from sraffic. However, on the oeccasion of .
onz 0i the visits the Luftwalffe Chief made in the West, a )
mzster-sargoant (who weare tvo stars as his inslgnia--zwel oM
Sterns) pleaded with Goering to listen in himself: "FPlease, ;
Hepyr Roelchsmarschall, if you would have the kindness your-
self +to i1isten..." Goering listened for half an hour, was
astonlished st the amount of talking that went on, Thereupon
Qceriig turned to0 his officers and directed that the master-
sergeant be promoted. However, there vwas no further enlisted
renlt he could recelve. When the officera told Goering that, .
he said: 'Make him a sergeant with three stars" ("Feldwebel -
mit drel Sternen"). New tables of organization, pay scales,
allotments, etc., had to be deviszed to comply with the :

" Relichsmargchell's request, ’ . jijﬁ“\

1

50




DOCID: 3560829

(\ .

o

At his interrogacion 127, he stated that Gapt.
Rueckhoiw {(vhd commanded LN Abt 357 and who was instrumental
in astivating the Meldekopf organization) passed "him situ-
‘ation rapurets every evenling at about 0 P.M. over 8 direct
arivate 1ine....even ln the middle of the night, if operations
were on, he sould ring up Rueckhsim and obfain the very
letest infrremetion on the position; this enabled Goering to -
bre&k in perscnally on the conduct of any operatlion at any
time; for example, when hias staff said that the rsigers
were going for Herlin, he might have more up to ‘date intelli-
gence direct from Rueckheim and could say 'No, they are -
going Tor Stettin.'"124
: 'he realizaticen that air fo; : ould
produee tactlcal ilhtelligence came as the result of a8
suceessful prediction of a Wellington raid in Deceuber 1939.129
Anti-airceraft (£lak) uniis had been relying on "ground observer’
service of the old type (visual and acoustic). It supdle-
mented that sservice with its own troop units of ground
observers, and later with its own radap,"130 _

a. Organization:--As & unified command for route-tracking
ovrpoass bec2ue necessary, a new office was created, that of
Chief of the Ailr Raid Warning Service for Germany (Funksufklae-
rupgsfuehrer Reich, abbrevisted FAF). He was put under the.
Chi-Stelle for operationsl -purposes, and acted as advisor %o
ihe Covmanding Uenersl of the Fignter Corps (Jagdkorps), '
‘entrusted writh the defense of Germany. The duties of the FAF
are described by Col. Forster: ' .

"2} He was responsible for the tracking of the
onony's strategle air forces. He was direstly under
the Chief Signal O0fficer of the Luftwaffe {0KL, General
Max»:inl ), who gave his commands end orders through the
Chi-Stelle (Col. Friedrich). In the matter of military
decisicns the Funkaufklaerungsfuehrer Reich was sub-
ori.lnate to the Chief of the Signal Intelligence Service
(Gzne¥al Klemne). -

"5} He was adviser to the Commanding Genersal of
Jagdkorps I, which vas resucansible for the Reich's -
defense, His sommend post (ZAF) was therefore near T
"the commend post of Jagdkorps I.

") 'He was responsible for the functioning of e J
the 5ignal Intelligence Service 1ln the West; and

"d) He was responsible for the directlon of the
entire jdmming service within the area of Germeny.) 131

127 1 143

128 1 143 pp 15.16
129 1 109 » T-

130 gol. Rorster, head of FAF, IF 181 p 60 . .
- a - - F E
131 1% 181 » 63 | . |
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b. The ZAF-- The central Reporting Center (Meldekopf)
for (lcrimany was known as the Central Air Rald Warning Unit
{zZentraler Gefachtsstend Fuer Funkauswertung, abbreviated
"Z2AP"}. It was located in Treuenbrietzen, near Berlin,
and wvas the control and evaluatlon center f'or all tactical
vurnings significant In the defense of the Relch. It con-
trolled for purposes of tactical operations all the Reporting
Centers on all the fronta, but was most important in the-
Germea desfense against British and American strategic long-
range bombers., The ZAF was serviced by.excellent signal
communication from the field Reporting Centers. Circults
cprrying tactical intelligence from the ZAP led to radar
sites, Signel Intelligence lisison officers at tactical )
headquarters, field Reporting Centers and even out-stations, 13‘

{1) Evaluation within ZAF

Evaluation within the ZAF meant primarily nhe tracking
of enemy alreraft. All information from Signsl Intelligence
Wemvice and collateral sources was plotted on speclal wsll
meps within the operations room, from whlch the minute-to-
minute position of enemy bombers with thelr fighter cover
sould be detsrmined at a glence., If a raid were being
follovwed 1n the west, "specialists on that area manned the

" oparations room., (See chart 5-T) Ordinariigs this speclalist

persoancl worked in the evaluation seéction vhich, though
of key importance, was small, Its work was mainly the col-
lation of reports from the field. On the basis of these
it iesued a peport on the a2ir situation over Germany every
tvelve hourz, A conference to brief all evaluators on the
iatentions and operatlons of the tactical units was held
every evening at 1 OR hours and wes usually attended by
Col. Forster, PAF,13

The comuand post for the jemming of 21l allied trans-
mitters vas located in the ZAF, This arrangement avoided -
e mumsing of allled transmitiggs that were currently producing

intelligence for the Germans.

It must be emphasized that the ZAF did not reduce the:
lmportance of other Signal Intelligence activities. The
combatting of heavy bomber incursions was such an important

roblem the Germans were simply forced to centralize tactlcal
varpings in.a speclal unit.

1321p 1 p 71
1331p 181 p 72
13%p 180 p 715

- 1351p 181 p TY
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c. orti; Center (Meldekopf -~ Reporting
Center } “tha o%dést and wost effi c¢gﬁf of the tact;cal
warning centars, operated against the Western allles. 136
- Its ogerating technique served as a model for the Reporting
Centerz oxn all fronts, and this center will be brlefly
described as it is characteristic of all the others.

It vas created originally in the summer of 1942 as a
preparatory defense measure against the RAF, and was made
uo of of'ficers, evaluators, and W operators from Signal
Intelligence units in the West.l37 In its. final form K

. Reporting Center 1 exercised local tectical operational

' control of the olgnal Intelligence units operating against
-strateglec bombers based in Great Briltain and later on the
continznt. "his central vas limited to tactical operations;
and for adninisuration the Signal Intelligence field unlts
st;ll uere subordinated to local Signal Intelligence

un.ts, 134 ,
The tactical wmission of Renorting Center 1 may be summed

uu as, fullows-

L

I

a. tc’ SLVE eccurate early warning of the raids by
heavy Lombers; ’

L. vy cﬂnbinuously tracking the heavy bombers, to present
to Ceruan fighter units a c¢lear plcture of the alr situation;

¢. to intevpret the air situation in such & way as to - p
prediet the striagth'and probahle targets and tactics of
. all’ed bombers.

- In ine f’nal year of the war, Reporting Center 1 at
Haiiigeastadil®0 was part of the 1st Company of the Signal
Intelligence field battalion, LN Abt-357. From this Bat-
talion Reporting Center 1 received reports. It sent its
own rep:irks to the Alr Force operational heddgquarters con-
carnsd, ond te such naval units &s Adwmiralty Deutsche
Bucht, -"B" Boat Command, Small Naval Forces Command and Naval
D/fF serijon Deutache Bucht. ({See chart 5-8)

The center develcped into & War Room, with its own tele-
phone exchangP aund radio station. Current tactical information
way instant ly p]otted, and immedlate reports flashed to ZAF
and tactiszal units in the area. (See chart 5-9)14%

VAP

136 1p 183 p 1
157 1p 183 v 1
138 10 183 0 3
139 17 183 o 2
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During ¢iils Lime the 2nd Company of LN Abt- 357 was
comritied to nienitoring NAF training units, the 5rd Company
to the bowber divisions of the Tighth USAAF, and the 4th
Company Lo RAP Bomber GCommand. 'The battalion was augnented
Dy a rador inbercept cownany and a VHF R/T cowpany as wvell
2s 8 D/T Le2as line covering Western Germany.l42 The stations
In the /7 base line were coordinated from the Reporting
Center, a2 faceSsary weaxsure if it was to sunervise route
teaaking,

Tactical evaluttion sections were created within each
irtorcept comnany.  These sectlons maintalned close contact
vich the Mosss opnerators and possed the slightest sign of a
bowbar ineursion back to the Reporting Center, 144

d. Raporting Centers 2 and 3-- In the West there were
tuo otlim> lcnoriing Centera in additicen to that just dis-
cugzed. Acporting Center 2 was part of the 25th Coapany lst
Battallon of I¥ Fzzt 351, and number 3 was npart of the lst
Company of LI Abt 356. The operations within these units
wesemblod shrse within Reporting Center 1, with overall co-
orlisation exercized by the ZAF, and it would serve little
surndse 0 detall activities wilthin those units. Attention
stauld be callsd, however, to the wide dissemiration of
reporte made by Reporting Center 2. The renorts sent by

(ﬁ\ ) the varlous comaniezs of the three battalions of LN Regt 45l
which wers szat to Reporting Center 2 besides being broad-
cast to the ZAF, vere radiced to the followlng unlts:

(%

Alr Foree: Alr Staff West
1hth, 15th, and 16th F .
' rliegerdivislionen)
2, 206, 57, and 72 JG }Jagdkorps) .
rd and 4th Flak Korps.

(These flghter and anti-aircraft unlts
could take operational counter-measures
to the ensuing raid)

Apriy: Commander-1in-Chief West
Arwy Groups H, B, and D
25th, 7th, aand 19th Armies
87th Army Coros (and five or six others)
- 5th Panzer Army : .
11th Panzer Division
1st Parachute Army

18250 133
1%31F 183 -
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Civilian Geaulelters of Wurzburg and Karlsruhe
bzfeuser Alr VWarnlng Sérvices of  'INNsbruck, Munich,
Nuernberg, Darmstadt, Halle
Navy "E" Boat Commander

Renuruipg Center 3, which recelved veports from LN Regt 356
{radsr eveluetion), reported to the Alr Force operailonal
units -concerned with the defense of the Reich. (See chart 5-

- N 10)
in the Tinsl days of the war, the reports of the Reporting
" Centers regulated life within Germany as far as alr raid
precautions vwere concerned. The complete charts wvhich follow
. pilcture ln detall the routing and recipients of the informa-
) . tion derived at the Reporting Centers. Technical Sergeant
¥ . Gerd Watkinson of Reporting Center 1 vwrites that "never,
once a report had been released to the -effect that a night
would be free of enemy aerial intrusion, did the personnel
of the MI#%GKOPf need to blush for a misvake in its calcu- .
letion.™ ,

- W51p 183 p 11’
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" epecied at Braslau, Pilsnivz, Bromberg, Kobbelbude, and

VOLUME 5
Cheprer IV Organlzation and Operations of the Field Units.

Ssetion B, OQperatlions in the East.,

o Paragraph
Developusnt and geogrdphical disposition
. Of the fleld Unlts. .. i it eneenncecansnssassnsas 25
Operations wichin the battalions......iceiveneoacea.. 20
Denloymant of The Datt8lionS ..ot ieeesnseeonncensanss 27
Suratogic results of LN Regt 353 .. ivrveencereacnena.. 28
Queraclions against the Long Range Bomber Force....... 29
Oueracions agelinst the Alr Armies....icveeecesesnsaa. S0
Inmnediate reports Llssued by LN Reglt 353 .. .cieeensisns 51
Results of the Operations of LH Regt 353....0000000.. 32

25. Development and geographical disposition of the
field unita-- he activation of LN Regt 359, the final signal-
inveiligence unit 1n the East, was t?g last step in an evolu-
tion that had 1ts beginning in 1936.4°V '

In.ly36, a flxed Radlo Intsrcept Stetion was erected. in
Glindow, near Berlin. In 1Y37-1938, five more statlons vere -

Hirschstestten near Vienna. These field units vere respon-
sible for preliminary analyslis and evaluation of. Rusiign Alr
Forcz traffic, the final evalustion belng done by the Chi-
St=lle. The Chi-Stelle had opsrational control of the out-'
stanions though administratively these were subordinated to
the Signal Regiments of the Alr Forces 1n whose arez they
operated. Statlons au Hirschstsetten and Breslau vere as-
signed to LW Regu 4, the rest to LN Regt 1. Signal Intelli- -~
gence persomnel considered this & bad arrangement as they
wore bhounpd to two masters, and were constantly. Involved 1in
Jurisdictional dlsputes. = )

The monitoring of Russlen radlo traffic was extensive
and complicated. - Not only did each Russian Alr Arimy have its
own signal procedures and cryptographic systems, but the
method used in, the assignment of cell signs and frequencies:
bocams aver more complex. This situstion, added to the fact

nat the Air Porces resented the extra channel represented
by the Chi-Stelle and were eager L0 obtain intelligence
irectly from the operating unlts, led to a reorganization
in the summer of 1438. This reorganization saw the formation
of collecting and evaluation agencles known as Wetter-Leltstel-
len (W-Leit), whose function was to lssue interim reports to

1501% 186 pp 2-5
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(—\’ the loecal Alr Forces and to expedite the [low of wmaterial
) i0 the Chl-3telle. Cryptanalytic and evaluation personnel

vere dravn wainly from the fixed Radio Intercept stations and
tc & lesger degree from Chi-Stelle. A further step in
orgenization was taken during the summer of 1939 when these
collecting and evaluation centers (W-Ieit) &nd the fixed snd
mohile Radic Intercent compunles were formed adminisiratively
lnte Battalicas., Bach of these battalions wvas the third
bgttalion in its respective Alr Force 5Signel Reglment. Former-
ly the Signal Kegiments ned not dealt with intelligence
matters, .

At the outbresk of war with Poland, Section D of the Chi-
Stelle exercited coperational eontrol over two groups of units
adminlistratively orgonized under two Air Signal Regiments.
Under 3rd Battalion LY Regt 1, W-lelt-1 in Bernau controlled
operationally the Signal Intelligence stations at Kobbelbude
and Browberg. (Later moved to Pilsnitz) Under the . 3rd

. Battalion 1IN Regt 4, W-Lelit-4 in Vienna controlled the \fixed
© Radlo. Intercept stations at Breslau, Premstaetten {latter at
Hirsc?st?g}ten) end Budapest plus the 10th Coupany, LN
Regt 4. iDs .

The years 1940 through 1942 saw wodifications in the )}
organization of 3ignal Intelligence uniis concerned withv
Russian traffic. There was of course & general shift in geo-
gravhical dlaposition towvards the Fast and accompanylng changes

-~ of adiministrative control. The organizaticn in the East

C'\ rewained feirly stable through 1943, but in 1944 an Iimportant
reorganizetion of German Alr Force Sighal Intelligence units
was effeeted. This took place in November of that year and
consisted chiefly in the activetlon of LN FKegt 353 to en-
conpasy all Pignal Intelligence activitles on the Eastern
Front. The division of operational and administrative control
was meintained. Section D of the Chi~Stelle still exercised
overational control throughoul the structure, while the Chief
Signal 2f7lcor was aduinistrative head through General Klewme,
a purely aduninigtrative officer. A% this time also, & Signal
Intelligence reglmental headquarters, with the 25th Co
{evaluation), and the 12th Co (intercept) was activated in
Cottbus._ The balance of LNR-353 included three battalions as
follows:152

"a, 1st Bn, li Regt 353 (formerly 3rd Bo LN Regt 1)
of' four compenies in Tast Prussia.

"». 2nd Bn, LN Regt 353 (Signel Intelligence Bn
®ast) of five companies in Poland.

%e. 3rd Bn, LW Regt 353 (3rd Bn LN Regt 4) of five
companies in Austria.

151 1p Wep2s
152 1 136 n T




and trace the course of’ the intejcepted message until it T
emerges frou Bvaluation as intelligence. PR
- a. Intercept Gompqu-- Lialson between evaluation and - TR
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As th: amvdjrn in the uast degenerated for the]Germans,.

~the Repimental Headquarters and its two comvanies’ retreated, ... s
arriving in Dresden in February 1945.° From Dresden:the head-. . =L@

guarters moved on. into the "Alpine Redoubt" where it was _..-“-;---
joined by the 2nd and %rd Battal‘ons in Wagrien.  A'7JO0-man: -« - -
platoon operated during the move The 1st Battaliun stayeu
4n the Morih. .
After Germeny's capitulation the- Regiment roved via uell "'f;é‘

. am See and Lake Chiem to -the Luftwaffe concentration area in. . . -,

Aachbach in aouthern Bavaria. All personnel of the Head-- - S

-qunrtevs, its_ companies.and the 2nd and 3rd. Battalions vere.

Gischarged from there. :The 1st Battalion fell into British

hands at’ Luebsck in April 1945. 153 ; . R ) ‘j&;?
~ -26. Operations vithin the Battalions-—Tne ooeratians oF - f{ﬁwq
LN Regt 553 in the Last diffe reﬁ’greatly fhom the ‘Operations _':535.

6f it8 sister -units in the West. ' This difference .In -operdting
technigue vweflected the capabilities of the.Soviet.Union.as

- ¢ompared with those of. ‘the Western Allies in the business of. -—ZE,?;

1

. heve been discussed.® An examindtion of the three battalions. T
{Abteilungen) and the organization of the four .or.five. compa- TR

" company. The T/A section assigned the missions and reserved .. ¢

. |
' oper&tor ) | : . S *J|
. - * Lo -

|

]

”f153

was -designed to exploit. Russian ‘weaknesses as Soviet crypto—_' R

signal communication. ' .German Air Force Signal Intellligence ™~ i

graphic and radio- development was :behind: that of Britain and -

the United -States.. . The Western Front was - the ‘sphere of. the s

treffic analyst, but’ the Eastern units emﬁhasized the . PR

eryptanalysias .of Soviet eiphers. . - S,
The administrative'and geographic changes of LN Regt 355 CoL

nies 'within each batialion follows. - 5 A
The heart of the battalion vas, the evaluatlion company and IR

t3 seven sections, In addition, the. battalion included an T :
one“at ing and out- station company and two intercept comuaniea.. |
(Seé¢ chert-$5-11) ° In order to ¢larify the ogeration of -a unit RERY:
as complex. as the battalion, this discussion will "start with - _ . |
the trdrfic" in the. intercept company and out-station company T o

company was sudordinated.to the T/A section of the evaluation

the vighb o direction over the wetch officers in the .inter- ot
ceps rceoi. . he CO of! the. 1ntencept company was responsible. - U - .-
for ull :_lr=cept of Morse traffiec, which was copled in the . :
more or luss permanent installation of the Battalion.154

As far as ooqsib]c, each intercept operator specidlized in Y. .
a particular’ circui+ and.learned the. oeculiarities of 1ts’ e

f
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A D/F control station was located 1n the intercept room
Lo take beirings on unknown statlions, while the D/P section
of the evaluation coupany stood ready to perform immediate
plotting to assist intercept.lb

b. Operating &nd Qut-station Company-- The CO was
resaonsible for tlie Battalion's signal communlication and
for the technical overation of the out-stations and D/F
sites. Oubt-statlions were usually malnteined at fighter
strins and were responsible for R/T intercept. Each R/T
intercept onerator had direct cowmmunication with the nearest
D/F site and eould switch over and have & fix taken.

Telenhone and teletype circuite to higher headquarters,
other hattalions, and subordinate units were umaintained
where wire lines were posslble. The cowvany operated radio
circults tc the out-statlons, D/F sites, other battslions,
and higher neadquarters. The Germans never reached the ideal
situation of having land lines between all D/F and intergapt
wnite, and radlc was extensively used for D/F control.l5

¢. Hvajuation Company-- The CO as head of all evaluation
arranged 9 daily sltuftion conference attended by the bat- )
talion comeander and the heads of the seven evaluation sections.
The conierence coordinated the work of the entire unlt based
on the requests of the local Air Force {Lufiflotte) and Wing
(Fliegerkorps) serviced.l57T Evaluation was regional and only
loosely aligned vit?rahe other battalions because of the large
distances involved.*’?

How the Gerizans controlled the intercept units and pro-
cessed the rav traffie into lntelligence can best be nade
clear by briel’ comments on each of the seven evaluvating
sections.

(1) R/T {Radio Telephone) Evaluation--The R/T evaluation
aubsecticn was the final resting vlace for the R/T intercept
gopied in the out-stations. The out-stations had already issued
immediate intelligence to flying formatlons, but it was the
function of R/T evaluation to extract order of battle in the
form of pilofts! names, Russian unit designations, map grid
information and all the miscellaneous bits and pieces to be
gleaned from R/T. :

On the technical slide, the sectlon worked out the relation-
ship between frequency and c¢all sign changes and checked this
information with the traffic analysis subsection, as R/T-and
Morse circuits were often superimposed.

1551 182 p 13
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(f) (2) ZLong Range Bombers--Thls subsection was manned only
when alerted Dy Soviel recce or weather alrcraft or by the
receipt of & Ruasian operational message. It wag an integral
part of the tactical varning system that will be described in
the-uectipn on tactical operations against Soviet long range
hombepg. 100 ;

{(3) Traffic Analysis-- The traffic analysis subsection
exertiasad operational control over the Horse intercept coupa-
nies and assisted their operation by reconstructing Russian
radiu networks, schedules and call signs. Rach evaluator
specialized in a particular Soviet alr army. T/A passed a
large amount of order of battle of Russian alr armies to final
evaluation. The seetion kept 1ts own situatlon vaps and
records igg through ilnTerence added to the overall intelligence

picture.
i4) D[; {Direction Finding) Evaluation-- The results of
the fleld D/¥ Bites3 were recelved by the evaluation sub-

section dally. The results in the form of station locaticns
vers passed to the T/A section as an aid to T/A's reconstruction
of Nussian networks. Another function of the D/F Evaluation
subsection should be noted here. In addition to lts octher
tasks, it evaluated the resulis of radar wmonitoring done by
two -radar monitoring unitsr§WIM-Truppe) attached to the 1st
Battslion of LN Regl 353.102 goviet use of radar was never
extensive, though 't was used 1n the leningrad area. The

(—) Pact that the radar sites In this area coumunicated by R/T

' nede it possible for German Signal Intelligence to warn German
fighters thazt they had been anprehended by Hussian radar.

{5) Crystanalysis-- Incowing messages were reglstered
and morted 2ccording to whether or not they were currently
readable., Traffie in systems as yet unbroken was referred to
a research party. The balance was immnediately decoded and the
results passed to flnal evsluation. . ,

The lmportance of the cryptanalytic asubsection is
1ilustrated by the number of persons i1t contained. Twice as
w2ay pechle worked in the cryptanalytic section as were in
the other combined six sections of the evaluation company.
Roughly 35 per cent of Russian traffic was readable. This
welkness in Soviet cipher retarded the development of more
advanced T/A methods in IN Regt 353. Evaluation received a
wealth of message content material that made inference
unnecessary. 103
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?psults of sc]ved “rssagea vent dlrectly to flying ts and
te the wealller ounter at the.Air Force High Command.

AT} F:nel Fraluation-- The discusslon of Fipal 1i‘vall.lat‘.ion
h= 1 been pLi0o3ely nlaced &t the end of the vresk-down of the -
evalaat:. o comanany ag it was here that all the battalion's

functions vere brought together. Decodad messages from the
ccvﬁranal'uic section were translated. Formations, naues
of 2gople and units and thelr location and all other C B
matarial Jere-card indexed and coordineted with the results
of ¢/A snt R/T eviluation.” Items of .immediate importance
woo2 dligpalahied Lansediately, and a daily repont to the local
Al dorer End the Wing was rendered that dealt with new
crdes of trtils, construction of new air Flelds, strength
recvrne, fusl dunpl¢es, and new operational targsts.l

The daily report to these two units followed roughly a
H--perapraph estluate’ of the situation as follows;:

{a) Tew ;nzurmauion on order of battle, eirfield
ivgation, supply dump sctivity and BR activity.
This section wvas teletynsed in advance.

1b) - Censideration of the 2ir earmies as to flying
and ground units.

(¢} Ordsor-of buattle of the long-range bouwber
fornations.

;d; Review of Bladck Sea or Baltic coastal units.
mstimate of Russian home defense formations.

Semi-moathly renorts folloved the same fTorm, but were -
much more detalled.  Distribution was made to Alr Force
Righ Ccrmapd, ithe S:ipnal Intelligence Agency, Army Signal
Intelligenceg, Alr Force, Wing, and to subordinate units with-

in LNF-35%. 06
27. Ths'denloynent of the Battalions-- LN Regt 353 was

. an Air Force unit, but its Activities were often of tre-

rendous hein to the (Germen Army. The Russians attached one

_alr army to each army group in line with thelr conception of

" the use of &ir rorce.
army grounR vere compromised by.German signal intelligence

107 ﬂtrategic'movea of the Russtan

activities againat the accompanylng air armies. Theo ground
unite would move up under radio sllence, but it is extremely
aiffcult to wmcve aircraft without using transuitters, hence
the radio activitiesa of the aireraft would bstray them.

51
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The following order of bhattle will show how LN Regt_BéB_,

.wan deployed against the Ruesians:

a. lst Battalion Northern Section in East Prussia
mont tered:
Balt¢v Réd Banner Fleet
5th Alr . Army (2nd Baltic Front)
-PJ Air Army (lst Baltic Front)
Zet. Afp Army (3rd White Russian Front)
Lth Air Army
1Gih Air Army (1lat White Russian Front
155k Air Army (2nd White Russian Front -
2nd White Russian Front v

-

lith Alr Arwy
0. 2nd Battalion Central sector in Poland wonitored:
‘ 2nd Alr Army (lst Ulcranlan Front)
‘ All Russian radlo beacons
- €. 3rd-Battalisn, southern sector 1in Auatria.
8th Alr Army .
17Tth Air Army
. Sth Air Army
Tusgian Command networks
1&th Air Army (long range bombers)

The Gerwans were guick to lmorovise on ail fronts. For
Inatance, when the lst Battalion found that the Russian lst,
Zrd, and 15th Air Armies and the Baltic Fleet Air Arm were
using a digoroportionate amount of T, 1ts operations were arl-
justed to caritelize on this feet.l A detachment was put
aboard the cruiser "Prini’ Eugen" to wonitor the Fleet Air
Arvxi, - Communication from the out-stations was speeded up to
tmiedigately exploit "hot" items  The R/T in this sector
often uncovered armoured snd trcop eoncentrations.

28, giratsgic Results of LN Regt 353-- LN Regt 353 was

a highly sudcessrul signal Intelligence organization.
Ruasian hagkiusrdness in ocommunication technlique was, of course,
8 giguificant factor in this success. The Soviets used their
radins extecnaively.  and they seemed to have difficulty con-
structing udequate wirce lines. Furthermore, Russian R/T

offered no grsat problem to the Germans as very little effort
was riade to disguise important information. As for Russlan

- enciphered ¥orse traffic, as hes been seen eighty-five per

cont of this was read.

163 I163 3 5
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™ melvorks ol the £lying formations, buth air/ground
and ground/ground, were most Zumortant for short tiue tactical
intelllgence, but the evaluation of this intercept did give
sone lwmporiant strategic order of battle infurwmation,
aspecinlly the deployuwent of un'ts and personnel. Simlilarly,
though longz-range bomber circults were studied mainly for
tactical inforwatlion, strategic moves anrd large alir offensives
wpre preiizied sometimes days in advance. But netvorks of
the grocvnd organization of the Red Air Force vere the moet
prolific sources of strateglc intelligence, and solutlon of
thig traffic disclosed the deployment and intentions of the
Red Air I'orce, its logistic set up, the condition of air flelds
and sirvgpaft and provided a complete personality order of
pattle. 109

Signel intelligence hed much influence over the way in
wvhicn the Germans uscd their alr force. Because aof the
scarcity of fuel, the flying coumands would not send up planes
until intellligence gave them a target, E? good intelligence
gut out fuel. consuming routine patrols.i/Q In fact, the high-
est strategic intelligence levels vere asslisted by the in-
gight into Russlan econowmic, Rolitical, and morale conditians
given to them by LN Regt 353.171 :

29. (Qyperations against lLong-range Bomber Force-- The
Ruswian Loiz-range Bowber Force was independent of the Air

Arnles. ?Prior to 1945, it consisted of nine Corns direectly
controlled by the staff at Hoscov,. Earlx in this year, hovw-
ever, the force was reorganized as the loth Air Army con-
sistlng of four cor»ys.l7¢ Though & fev four-engine PE-3's
appeared 2t the end of the wvar as part of the Force, 3Soviet
long-range bombers were strictly wmedium bombers by United
States standerds, consisting chiefly of IL-4's, Il-2's,
B-25's, and A-20's. The ldth Air Army (the Long-Range
Bomber Fovce) numbered aboul 1500 nlanes. 173

The crecord of this long-range bormber force was not very
{imoressive. Creus vwere poorly trained for large scale night
oneraticns, and the Soviets did not attemnpt daylight raids
until just before Cermany's collanse, vhen her resistance
yas brolsn. In pencral, the Moscow Comiand used lts bomber
force conservictively to preserve aircraft and crews. Sixty
Russlan bormbees nended one hour under favorable weather con-
ditions tu take off and assemble for an operation. Take-off
vas Schoduled for late afternoon and the lines were crosased
at night-fall. R/T and Horae traffic was plentiful during
take-off, assembly, and during the bombing run. Noreover,
poor Rungian navigatiocn reiulted in numerous requests for
bearings and D/F fixes. 17

1691 134 pp 3 &
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LE Rgt 393's activities agalnst the long-range boumber
force vas regional in 1ts organization. As the raiding air-
craft sassed {rom one battalion region to another it wvas '
plcked up and wonltored until the mission wvas completed or
until it pogsed into a ‘third battallion's zone. VWithin the
battalion, the long-range evaluation section coordinated the
activities of D/F sites, out-stations and Morse receivers
af, the 22rent wnis. The\section was purvosely located in
the sawe room with the lntercepl operators at the battalion. .
{See chart 5-12)

The personied of the long-range bomber evaluation section
was alervted when advance warning of imsending dbonber operations
vasg received., This odvance warning could coue from crypt-
analysis or long-range bowber ground traffic, from the inter-
ception of a preo-olerational "winds-aloft" weather wessage, or
when Soviet weailher or reconnaissance planes vere sighted.iTS
Uoon being alerted, the section warned all ocut-stations of
the im-ending Husgoiin. cperation. The 20 or 24 knowvn frequencies
wsre vesgsed out Lo 21) intercept units. As soon as activit
was heard on & freguency, D/P was informed and & fix taken.l7

Soviet bcnbeirs were usually first heard upon take-off.

R/T anl Morse air-ground traffic was plentiful on the Soviet
side of the lines, which allowed D/F route tracking until
radio silence was clamped down over (German territory. The
monlitoring of ground eontrol stations &lso helved in locating
the boumber force. .

Within the batielion evaluetion section, the current
locativn of the aiders was plotted on an illuminated wap with-

- in sigut of ithe intercept operators. Upon this map, all D

resulta, reports rom out-stations, and local intercept vere
plotteld. Thee wos no dearth of lnformatlion to be posted.

The Sovicis gove cway their position at times through careless
use of R/P. Their air-ground Morse traffic was partially
rzedable, and their D/F bearing activities furnished valuable
data. The radar service was kept informed from minute to
minute and as soon 88 the Soviets shut down radio silence,
radar wes in & position to take over.lT7

1 , .
[ D8pT7,1805p6
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The Central Air Raid VWarning Unit, last located at
Treuenbrietzen, received current re2orts from each individual
intercept unit on the eastern front. After evaluation, the
information was flashed to the flyling and flak units &nd to

the Howe Defense Air Force.l7O

30. Operations against the Air Armies-- The discussion
of strategic intelligence activities emphnasired the battalion's
luportance in the production of order of battle and other
long-range intelligence. Very often the cryptanalysis and
traffic analysls of the Morse traffic copled at the battalion
agcounted for immediate tactical warnings, but it was in the
cut-stations that the tactical R/R and D/F activities were
carried on.

The out-stations wvere co-located with fighter and re-
connaissance s3quadrons and groups, of'ten 1n the same building
a5 the aireraft reporting center of the headguarters of the
formation they were serving. The procurement of persosnnel
for these out-stations with the lntelligence and language
ability to be good R/T intercept operators was & serious
nroblem, In spite of this difficulty, the Germans did very
well with those they had.l79 '

Ordinarily, fixed intercept schedules were not observed.

(-\ Search receivers were smployed and the tactical networks
Were scanned constantly. Only if the aircraft of the for-
mation to which the out-statilon was attached took off on a
mission, or enemy aircraft were heard in its sector, were
narticular frequencles covered. ASs soon as hostile aircraft
were heard, D/F was inforwed and constant route tracking
began, and a2z soon as the LRussian bombers or fighter bombers
were accurately located, German fighters wvere airborne. The
resultr. of Gerwan Padar served Lo amplify the findlings of
Signal Intelligence.l30

The E/T networks of ground support lisison officers and
even the R/T of arwored units helped identify and locate
targets for Gerwan fighter buombers.

178 I1182 p 6
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31. Ivmediate Reports issued by LN Kegt 355--
Immedio te r2pCcrts wvere issued whenever information was
recelved on which dirvect action might bs taken by German "
forces. Toaesy may be considered under three main subject

-headings:

a. Information on the activity of Long-range Bombers. !
Tais ineluded warnings that bombers had taken off and D/F ]
fixes ‘'on the aireraft in flight. '

b. Inforuation about rallwvay activity, such as the
arrival of trains with important freight at particular rail-.
vay gtatliors. . )

¢. Requssts for air support from liaison officers with
the Red Army. ' .

The most ifmportant recipient of these reports was the
iocal Air Porce. There were tvwo direct land-lines betweer
the Batitalicn and local Alr Force headquarters, which were
maintained throughout the many changes in location necessi-.
tated br the fluctuations in the land finding. Thus, it was:
never necessary to fall back on stand-by radio channels.
Imeediete reports were also passed to the regimental head-
gquarters, which in turn was in close touch with the Air -
Force Niigh Command and all the flying units.l¥l °

32 Resull#:u¥ythe Operations of LN Regt 353-- The .
zhief contributich rade By IN Regt 353 t0 tactictl operations
on the Eastern Front was the constant supply of intelligence
that madoc possibvle-the ecomomic and efficient use of Germen
alrcraft. With the shortage of aireraft capable of operating .
and with the ahs?tage of fuel in particular, missions were '
usually {lovn by the formations in accordance with the
decisions of Lhe intercept service. Once German aireraft ;
vere airborae un 8 mission the ground control keot them - . i
constantly inforued of the intentions and disposition of . :
Russian fightais and bombsra. ’ - |

's ) . . !
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Chaster IV. .Organization and Jneration of the Fleld Units,
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33. History from 1933 to Auvgust 1043%-- The last Signal
Intelligence unit operating 1n the southern sector, LN Regt 352,
began in 1933 as & fixed gtatlon, W-Ieit 1j, in Oberhaching.
Thias un!t wonltored French and English traffic from Africa.
Section ¢ of ths Chi-Stelle (France) exercised couplete control
aver W-Leit 13.

The war in the Mediterranean was well under way when a
nore or less comprehenaive Signal Intelligence Service was
sreated in the South under Section C, which was moved from
France hack to the Marstall, ~ Signal Intelligence South :
ineluded 9th Co, LN Regt 40 at Athens, and Signal Intelligentce
platoon from W-13 at Palermo5 and 2 fixed statlon, W-Lelt 1%,
at Vougl.amend near Aihens.ldb ' .
) During this early period, evaluation meant the decivhering
and trapslation of allled traffic, and each Bignal Intelligenc
mit did its own iandependent evaluation. The deciphered '
messages were sent lumediately 190 to Section C, other Signal
Intelligence organizations, and flying units. - The A-2 of the
£flying unlit did the sctusl evaluation.lo? - .

By the middle of 1941, the RAF had veen reinforced and to
offset the added-British strength, local Alr Force 2 vas
vithdrayn from the eastern front and sent to Slcily. Within
Alr Force 2 were Wing 2 (Fliegerkorps II) in Messina, Wing 10
(Fliegerkorps X) In Heraklian, and the Africen Air Command.
Each Wing, or Fliegerkorps, had a Signal Intelligence zoursny
and the Command had a platoon. W-leit 2, an evaluation company,
wvas attached to the loesal Air Force and became the center of
Signal Intelligence activity within the local Air Force.l

185 1 184 § 1-5 -~
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. Meanwvhi 13,.the 9th Company &t Athens hsad becuiine very
) (?) .active, This unit and its satellites were formed into one
battalion and the W-Lelt 2 and its subordinates into Another,
The nev unit (the old 9th Company) becane W-Leit 2, Southeast.
Zones of operations were separated by a line drawn through
Cape.Passero, Malta and Tripoli. W-Ieit 2 took everything
veat of the line and W-leit 2 Southeast everything east.
Lack of foresight and drive was regponsible for the two units
not being forwed into & Regiment.l
The iwo W-leit reserved the right of finel evaluation.
Their material cawme mainly from subordinate uhlits that favored - ;
the intemgeation of air-ground traffic and that had been _ :
successful in'thelr cryptanalysis of point-to-puint traffic,
esneclally in the cake of the RAF 4-figure code. W-Lelt 2
organized iis evaluation on the basis of Iighter R/T, recce and.
bomber R/T, and air support traffic, while W-Leit Southeast's
evaluaLJon'was based upon enemy units mon_tored (201 N C Group,
205 Group, 9th USAAF and Desert Air Force).l A1l units
in Lhe Medlterranean area overlspped as to the Allied units
they monitored in ordar Lo service their own local headquarters
with flash revorts. The Signal Intelligence Agency . failed
miserably in ¢oordinating their efforts,l91
: The steady degeneration of the war situation-in the South
~for the Qerwans in 1943 made unification of the two units
into a8 Regiment more &nd more urgent. The High Cormand's
gsolution was the activation of a short-lived liaison unit at
. local Air Force {huftflotte 2). This unit was intended to
6 link the twa Evalvation Centers (W-leit) and the Chi-Stelle
_Seciion with the Air Force command in Italy and Greece. It
vas withdrawn efter six months. e,
_ Sectlion ¢ .of *he Chi-8telle began its mest ‘efflicient .
cperations in 1943. ' It had strengthened its control over the -
field tattalions and dcted as a final judge on policy matters.
PFeehnical experts verée sent to the fleld whenever the field
unite nceded help, Szotion C's best performﬂnoe was on log
‘analysis and T/A 192,
During 1943 wany radar and VHF intercept out- atations
were ercoted. The VHF stations were under W-leit 2. These
outstations carried the brunt of the operations, and
_.thorougnly nonitored the allled units operating against ‘the
Germen supoply line from Sicilly to the .Africa Corps holed up
v in Tunisia, 133 During the sgme period, W-Leit Southeast be-
gan to concentrate more end more on T/A, route tracking, R/T,
. and radar evaluation. The RAF 4-figure’ cipher, which had been
read continuously since March 1940, had becone unreadable,
ental 11ing the shift 11 oporat;onal emph&sis.
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)4 History August 1945 - October 19%44-- The two Signsal
Intgllipgence units In the South continued to expand, but in
diffsrent dnwections W-1eit 2 vas charged with monitoring
the units operating against the Germans in Italy, vhile W-Lelt
Southeast covered the Adrlatic covast, which was under threat
of invision. Doth units were engaged in flight-tracking the
nissions flown by all ed bombers vhich by now were based in
Fogria.

©  Three dRys before the landing on Sicily, the evaluation

- .comany ¥-Leit 2 was flown from Teorming® to Frascati, near

" the Southcastern a»rce

195 T
.196 IF

Fowe, and the rest of the unit followed close behind. While
the unlt was at Frascatl, Italy's surrender caught it unavare.
Just before it 'moved to Dadua, it was so badly mauled in & raid
by 170 B- 24'9 that for & time the. German Cowmand could learn
of the zrowad situaiion in Italy only through Allied air
suphort messoges, intercented in Southern France. 19%

At -Pddua wust of the key officers were relieved and re-
placed. After two nonths of moving and of being lnoperative,
W-Leit 2 get up shoy, wainly as a tactical warning service.

. Among the tasks performed by this. unit was the interception
‘of the traffic_of the wedium bombers, which were engeged et

this time in g“v;ng the roads and bridges in the Gerwan zone
a going over. -Leit 2 exceeded iLts cummaltuwents by contribu-
ting to the raubc b”ack¢ng of heavy bombers heading for
Germany.i95
W-L~it Southeast had for its mission the cover of .
frequencies hedrd in the Adriatic Aref iIn general and the
route~tracking of heavy bombers heading lnto the Balkans.
Owing to the reverses in the fighting, the local Alr Force in
moved from Athens Lo Salonika, taking

the ‘SBignal In%elligence units along. In January 19&4 W-lelt
Southeast moved with the local Air Force near Belgrade. The
upit set up & central Reportling Center for the Southeast con-
nected to all units by direct land line. The outpost covered
an area from Crimes to Crete agd from Munich to Styria. There
werc seven conpanles in all.

During this period W-Leit Southeest wonitored R/T and

.MOEBG of the Heavy bombers, but it became especially pro-

ficient in D/F° ing the IFF and panorauic devices aboard

alifed uorberﬂ. . L '

The Reporting Centers and all units of W-Leit Southeast
wvera of necessity highly mobile, and vhen the Russians broke
through, the Ln4t was moved and reestabllisned at Premstactten. 197
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<-\ - 35, History October 1944-German Collapse~- After the
retreats 0nd rIverses experienced in Ifaly, the Signal C
Intelligence un.ts had to be rebuilt from the ground up. A
new regiment, LU Regt 352, (See chart 5-135) was created,
and this re=sulied :n the cowbining of the two evaluatlon ..
conpan’es of the battalions (W-Leit 2 and W-leit 2 Boutheast)
. :nto & singile repg.mental evalualion company (25th Coummany).
Revortl iz Center (heldekopf) 4 was immedialely subordinated
Lo regiarnsal headyusrters as the 26th Company. Furtherwore,
each of thHe two haizalliosns comprised three radio intercept
companics and one radar lntercept cowpany. All evaluation
and tecuanicnl direction was centrally located- -in the Evaluation
Company a2t regiwental headqusrters,l
Althougn the final activaticn of LN Regt 352 was a good
move, 1i resulied in no marked increase in signal intelligence
efficiency in the South, Germany’e hattle lines were collapsing
and conrtoonications within the country were in 8 sorry state. '
Early in 1945, the regimental staff, the evaluestion company,
and cone intcrcept company moved to Attersee ahead of the
Russians. When Vienon fell they vere joincd by Reporting
Center t and the inturcept companies {roh that area. Qut-
stations vers withdroym and- the 2nd Battelion woved to
Steinacn-Pus-gg. All units under lccal Alr Force © moved to
the internvent camp 2t Aachbach vhen Gerwany surrendered. '
The lst 2attalion was captured by the British at Canazel.

- 36, Intercept within LN Regi 352-~ The recelvers on
hand and Tisk assipgrments within legt 4.2 illustrate the
Repiments! deploywent against the Allies in the South. The
allocatien was as follova: . '

"allied air support units 65 receivers |’
Allled Tuder Fetvorks 30 recelvers -
Commnrd Networks; Zastern ° 50 receivers

Mediterrancan and Balkans;
transwort and supnly traffic

15ty USAAF, 205 Group-RAF 25 receivers

VHF Air ground . .35 recaivers

HF D/F - 3ets C . 23% D)F's

Radax in 15 out-stations 160 receivers '

198 1p 184 pp 69 7O | ,
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37. Gvalustion vithin LN Regt 352-- A sharp distinction
between tacticsl and strateglc operations sould be very
difficult %o draw in discussing evaluation ln the South. In
the early days, when Gerwan fortunes were ascendant, the
emph8sis in the Tvaluation Companies [W-Ieit; was upon crypt-
analysis and the reconstruction of Allled order of battle.
Gradually, aas allied ciphers became more difficult and as
Germeny chenged over Lo the defensive, tasctlical, short time
warnings become the x2ain Signal Intelligence comwitment.

While during the sarly stages of the war German evaluation
was limited to nessage cantent and elementary T/A, allied
uge of batter cipgher and more complex means of communication
forced the Germans to adjust thelr evaluation methods acocordingly.

By COctober 1944, when LN Regt 352 was activated, the
Gerwans were using every signal wenifestation to extract
intelligence. The Morse voint-to-point and air/zround traffic
was D/F'd and evaluated, R/T in both HF and VHF ranges accounted
for tacticzl warnipgs, the radio links between ullied radar

ites showed thelr actlvitiy against German aireraft, the
actual =onitoring of allled rfadar diaclosed those areas not
being ccvsred, &nd the H/F ing of IFF and airborne radar was
uged tc route-irack allied bombers. 200 '

The CGexmtans in the South had more sucgcess &gainst the US
i5th AAPY then sgalinst the RAF's 205 Group. British use_of
W/P, R/ and radiating devices was much more careful.20l Major
Ferdinasd Peichtner, CO of IN Kegt 352, summarized the
operatisns against the 1hth USAAF as follows:

a. Alr Groupnd Morse : L

’revarning of ovouwber flights was given by the tuning
traffic, During the -flight to the target the bombers sent
ghort nesseges on & half hour schedule that could be D/F'd.

b. Alr-Ground R/T = , -

Intercepticon of this traffic provided information con-
cernling the filying units involved and thelr approximate
strengih-during the take-off on an operation, .

c. VHP AirfAir RBR/T '

This traffic »rovided valuable information regarding the
fighterz aceompanying the bombeys., Continuous D/F ing wes
po8sible. .

d. Meddo-Equipment -

The D/F ing of Meddo was of assi:.tance in logating bomber
forces scattered ovesr & large area.

e. IFF Device

The Arnericansg dld not shut off their IFF over German
territory. The Germuns used thelr radar unit Freya-D to naeke
the device radlate. MHeasurements and tracking were possible
up to 280 uiles. 4

f. Heotecrologicnl Observation Planes :

The cinher system used by the met recce planes could be
read and thailr iransmissions D/F!'d. The interception of this
traffic gave miny advanced warnings of US bomber incursions. 202

Lad

200 IF 126 p 17

201 15 106 o 17

202 I 126 » 17-18
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Reporting Center 4 was one and the same with 26th Com-
pany of LM Regt 352. In this unlt, the tacticeal warnings
from signal intelligence were coordinated with reports from .
the German vadser and cobservation services, Immediate warnings
vere flashed to fighter units, Air Forces, and to civilian
alr »aid defense officlals. (See chart 5-~14) . _

38. Communications within LN Regt 352-~ LN Regt 352
maintained excéllent signal commun catloﬁg*despite frequent

moves and geaeral militsry reverses., Direct telephone lines
vere maintained between the Reglmwent and its units and t

.the local Alr Porces and tactical units in 1ts vicinity.£°3

{8e¢ chert 5-15) Moreover, the reglmert had its own privaete
teletype system to all headquarters, the squipment baéag :
koth plain text and enciphered. (G-Schreiber) variety. e
{Se¢ chart 5~16) A redio network was supsrimposed on the -

other wesns of ¢ catlion, within wvhich the Enlgma was
used for securlty. (See chart 5-1T) '

39. Results of LN Regt 2324- The strateglc  importance
of LN Regt 352 and the unlts that preceded it msy be illus-
trated by the sceompanying diagram from the Seabourne report,
{See cnart 5-18) The signel intelligence units in the South
reconstructed the complete allied air order of battle from
signal intelligence enemy traffic eand kept it up to date,

On. the tactical side the Signal Intelligence Service d4id
a superb job of keeping the tactical units and clvilian de-
fenns agencies informed of allled bomber attacks. Col. Hans
Forster, FAF, Chief of the Alr Rald Waraing Service for
Gerinany, 3gated that "suprises ocut of the South rarely oc-

curved , "

20Z1p 184 p 7L
2043p 184 p 72
20517 184 p T3
2061p 181 p 69
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Chupter IV. Orgaalzation &nd Opsration of Fleld Unlts.

Section D. Op=rationa in the Horth

- faragraph
History:from 1980 0 1983, .. v.veriirnrrnrersaennn, P 10
History from 104 to 190G, .. ittt ive i eicrnenrraareas 41
Summation of activity in the Horth......... vesare-n-es B2

40. History ifvom 1940 to 1243-~ In liay 1940, soon after
Norway was invaded, & groupg of signal intelligence npersonnel
wags sent from Busum to 0sle, Norway to set uo the nucleus of
sigral intelligence actlvity in the Horth. The new unit,
W-Leit 5, had as its nlssion evalustion and the supervision
of any intercept units assigned to Norway. Its commitnents
vere ell Morse and R/T circuiis of the RAF "Noastal Commuand
operating agalnst the West foast of Norwvay and all traffic
originating in the North Set ' res., The {first intercept and
D/F unit W-Stelle-25 was set up at Trondheim-Skatval during
the same month.210 W-Stelle 25 covered mainly the Morse and
R/% of 18 Group Coastal Command. W-Stelle 25 noved to
3tavanger at the end of Augunt. '

By the end of 1940, 3rd Battalion Air Signals Reglment 5

@ had been formed and included W-Isit 5 (an intercept unit),
| - 9 LN Regt 5 &t Hoerland and V-Stelle 22 at Hussum in Schleswig
Helstein. The 3rd Battalion of LN Regt 6 coverad 15 and 18
Grouns Ceastal Command and the high frcequency R/T of fighters
besed in Northern U.X. Beacons and Meteorological traffic .
were ‘ntercepted and Coastal Command Syko was read at Husum.Z1ll

when the fighter un’ts of the RAF converted from HF to

VHF B/T in Asril 1942, a wery frultful source of intelligence
drfed up on the Germans unt'l they could be equipped with
srozer receivers., It develoned thet they never were.

By the end of the year 01l Sigusl Intelligence units were
subordinated to IH Reglt 5 and included 4 Adcock D/F's and
5 intercept lnstalletions, .

~ Teletype lines were la.d to ¥aval and German Alr Force o
exchanges at 0slo as well as 10 Berlin, Hus.-, and Noerland, 212

An important devalooment cuning 19&2 vEs the organization
of D/F Base Atlantic, a <eries of D/F statlons at Bedo, Orlandet,
Noegrland, Husum in Gerwiny, ard Bresit in France. The main
function of the D/F tase wes the D/F ing of the aircraft of
15 Group Coaatel Commznd an convey eacort and cther units on

anti-submarine patrol.

210 1 185 410/1945
211 1 183 410/2945 p 3
ek 212 1 3183 410/1945 p 4

T T e

|
! .




DOCID: 3560829

('\ Phe sl hehtalion of I8 Lest & added the 3th intercept
company in the fall of 1v42, V¥W-Leit 5 was redesignated
14/LR Fegt 5 and W-22 became 15/LN Kegt 2.

intercennt coverage was expanded to iiiclude all Morse and
R/T in the North Ses, the lceland bases andi North Sea convoys,
but onerationg in general wvere hampered by bad atiosphere.

The listening service in the North remained falrly stable
throughout 1943, Excellent resuits vere gained frou D/F Base
Atlantle, nnd coverage was extended to include the traffic
uf* egourier slanes oderating between Sweden and FEngland.215

1. History from 1944 tc 1945-- The year 1944 brought
abtout 8 general reorganization of the entire German Alr Force
Signal Intelligence Service. The units in Norway were renaned
asz follows:

- 14/IN Regt 5 became 1/LMN Abt 355
3/LN Regt 5 became 2/LN Abt 354
Q/Lii legt 5 became 3/LN Abt 355
- 15/LN Regt 2 hecume 5/LX Abt 357

W-Stelle 10, whe control ststion witnin Germnany for
Norwegian unlis was renamed Leitstelle der Funkeufkldrungz. A
nobile radio Intellligence unit was set up in Norway as an
ansi-invasion measure.21%

2/1.N Abt 355 was moved from Bardufoss to Holden because of

(—\ poor recepilon.

D/F Baza Atlantic lost its left wing when Brest fell to the
allies, and its 3Jvanik buse when Northern Norway was evacuated.215

The VHF exveriments that dated from 1941 were finally
dropped i'oir tachnlical reasons. Good intelligence was gleened
from the dMorse traffie of Coastal Command and US and British
bouwber unlts. R/ traffic was pleked up when allied units
eaproachied the HNorwaegian coast.

An important source of intelligence on the North Sea con-
voys wes the trafiic of long range recce and carrier aircrart.216

2. Sumnation of activity in the North-- The German Air
Force Signal Inteiligence 3ervice in Norway was a fairly suc-
cessful organization when one considers the bad atmospherics
in the regloa aad ths difficulty experienced by the units in
the North in obtaining proner =squipntent.

No major land actlion or air oiffensive was ever carried out
by the .\1lies in the North, B0 the German 8ignal Intelligence
effort in the Hortii was a side show in comparison with German
signal intelligence vperetions on the Western and Eastern fronts.

213 1 38
21! -
% 1183 n0/2045 o 7

& 215 1 133 410/1945 p 38
216 1 133 410/1945 p 8

410/1G45 o &
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VOLOME 5
Chapter V., Cryptanalysis
Paragraph

Intz‘oductioni‘lnq.l...tll.‘l-.....lo..l.'l‘I‘t.'lll' h
Successes With UD Systems. . veereinvrvacavossnnannse B
Sueccessez with British Systems...civcvrcecccavercaoas U5
Crypiography Of Soviel SyStemS..cveieccreecnssosnossas 46
Succeases wlth Soviet SystemI . eriesvencesnscaseceas 47
Standard operetlng procedure in dealing with

ch‘iet syﬁtemSn-a'ooou-o..ooo -------- seocecesrspes )"8
Successes with systems of other netionS............. 49

43, Imtroduction~- The central cryptenslytic bureau
of the Alr ¥Forcd which both directed and carried on the
cryptanelysis for that organlzation was Sectlon E of the
Signsl Intelligence Agency (Chi-Stelle). The organization
and functlons of that section have already been described
In Chanpter III a&nd will not be furither treated here. This
chapter describes rather the systems studied by the Germen
&dir Fopce ceryptanalysts. It 1s divided into sectlons ae-
cordiag to the countries whose systems are discussed. In
each section, the systems studied will be listed, anpd brief-
ly cosmentsd upon.

In general, the cryptanalysts appeared to feei thelir
efforis dld not receive the considevation thoy deserved.
For instance, Speacialist (Regierungs Rat Dr.) Voegele,
Chief of the Cryptaualiyblic Section (Section E), declarsd
that the primary object of intercept was trafific anslysis
and evaluatlicon and that crypianalysis wvas considered of
ascondary isportance, He comnlained that he never was
alloved any say Ja ths allocation of the intercept tasks.
Fe further fovnd fault with the trafflec which he dld re-~
ceive, polnting out that he frequentlg gas pesged eight
or nlne versiong of the same message. 20 ghe denlal to {
the crypianalystas of a volece in directlng coverage 1s o
noted by Technical Sergeant Jering of the Signal Intel- (E
ligence Agency as well: .

"A& great difficulty which oxisted wvas that the o

Referat could exerclse no definite influence on the 1

number or locatlion of intercept recelvers covering

2201 112 p 5§ -—-—-—7
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traffic in which it was interested."2<el

In choosing the location of cryptanalytlic units the
Germans followed the princlple of golng as far forwerd as
possible. On the Western Front and in the Medlterranean
area immedistely exploitable Allled systems such as the
bonber code, the alreraft reporting code, SYRO and REKOH
vere worked on in the fleld bettalions. On the Eastern
Front the Battalions of Alr Signals Regiment 353 carried
on the current analysis of Russian 2, 3, and 4 figure sys-~
tens,

All material imposszible of solutlion in the field was
returned to the Chl-Stelle for ressarch. Thus, the Chi-
Stelle carricd on the analysis of United states strip
systems, M-209 ressarch, the recovery of the War Depart-
ment Telegraph Code and research on the AM-2 (SIGABA).
Rugsian 5-figure mesterlal which was incapable of solution
in the field was studied by the Chi-Stelle. ‘

34, Successes with U, S. Systompg--
M-20¢Q According To voegele, the [-209 was first
> read in March or April 1904, The Germarsaver-

aged 6-8 days of currency each month on the West-
ern Front, 1-2 days in the Mediterrensan area.
A "¥ay chart" was captured in October 1944, giving
the Germans 26-27 days of currency.

Voegele claimed 22-hours as hi3 organization's
best tlme on the complete solutlom of an M-209
system. The average time leg was 8-10 days due
to the delay in recelving traffic. ZEventually,
the Alr Force dropped §B§ M-209 job, which wase
performed by the Army.

Ludwig olaimed that the M-209 traffic of
the U. S. gth Fighter Command (65th, 66th, and
67th vings), which carried asdministrative in-
formation and partliculsrs about the Mustang
fighter, was broken in February 1944 by the
Army Signal Evaluation Center of Signal Intel-
ligence Regiment 5 (KAAS 5) at S5t. Germalne,
France. After the invaslon, battle losses of
the 101st Airborme Division were read. Ludwlg
a81so named the 9th Alr Defense Comsand and 9th

221ty 180 p 17
2221 117 p 4
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Engineer Command a&s units whose traffic was read.
The reading of a XXIX TAC l-209 message Bg%ped
tip-off an offensive Iin the Aachen erea.

The analysis of the M-209 was made more
difficult wvhen each army and command began using
segorate settings. Vezegele's dlscussion on the
Germung - analysis of the M-205 included the fol-
loving requisites for solutlon of the daily
miciine settings:

a, Two messagses where part of the plain

text could be asssumed and supsrimposed.

h. Message with mistakes later re-enclpher-

- ed in correct system and key. 50 or 60

- lettesrs of declipherment were necessary
to ¢btalin & 12-hour seiting.

The German Alr Forcetds traffic totals for
#-209 sclution were about 100 per day in the
Weat. %The Mediterranean Area averaged 40 mes-
SEpES per day. 2f 095

Strip Section E west of the Chi-Stelle read
Syatems  the Southern Route Strip Systew. (indicator CENEB)
' ag zarly as May 1942, Voepgele described this as
a2 30 stripo system. The iptroduction of a device
incrcasing the security and a gradual reduction
in traffic volume forced the disconilnuance of
work on thls system. The GCermanz estimeted Z00
negsgeoes per day as the minirum requlslie for
solutégg of & strin clpher with channsl elimina-
MR Yoepgele said 1t requlred two months
. to bresx o strlp system using hand methods, but
tiae eventual use of IBM magg%nery cut the tims
to from two to four weelas.<

The Germwan solution of the CENEB strip ci-
pher vas very stralghtforvard. They first found
the 15 letter perlod and machlined the traffic on
this basis. A& depth of 50 passages of parallel
congtructlion vas needed to reconstruct the 100
etrips, of which 30 were used each day.

2231 109 p 37

22417 3175 p 16

2255ce Chepter IIT

22617 175 p 15, I 112 p 5
2271 119 p 3

77



DOCID:

-

3560829

Goia
LS

Yoice wud
iX Bonger

Coiirand
fodes

2251w 175
2297 119
2301 112
2313p 175
2321 173
22317 175

- 2387 304

“poaslivle.

1

A fev messages vere resd 6 weeks. after
channel eiimination was 1p5§oduced in 1943,
but the traffic fell off.c

A system wilth indleators XGGIE o1 the
Sonthern koute could not be read, <Y

Section & West read cn lM-9% system with
the indicator URSAL from the summer of 1942
until December 1945,

vne day's Atlaantic-Feorry-Route traffic
of 60 wessages was dascliphered by the 16th
Compeny, LN Iegt 3 (later part of 3rd Battalicn
LK Regt 351). The evaluaticn section considmers.
ed 1t wimportant srd the project was drcpped.ejl

In February 1944, the Alreraft Reporting
Code wos broken by 1oth Gumpany LN Regt 3 in :
Angers due to the rarge voiume of traffic. .
Proticl deciphermgn& was posszible with 150 '
messezes per day.<<

The Airsraft Movement Code was aclved and |
read surrently after the fall of 1942, Varisnts,
changzs every l2 hours, and sgparata British
gnd U.5. editlone of systems made the problem !
ineressingly difficult. Vhen the cods refused
to yieid tec machine methods during ths summer
af 1944, g solution was considered no longer .

A ]

el RS Y

Lt. Ludvig of Chi-Sielle Section B (Evalus-
tion Wast) claimed tha¢ bLue Bomber Code vas
nearly alweys solvzd by coyptanalysis vhen
necessary., Very oftea the Chi-Stelle Section
raceivod coplea from alrcralt shot down at
night and epplied them to the next day's

raffie, The fact that the codes wsre good

from 1800 hours of ome day until 1800 hours

of iliz nex 7&&3 made for an ideal compromicse
situavion.=’

. ——

p 15 .

»5
P 5,

IF 175 p1l4, 111% p>5

p 16

Sp 11
p 12
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war
Departmant
Telegroph
Code

DFC

(Division
¥leld Code)

US AAR
3T Gooups

Radio

?F‘;I.EEF?G o
T - fron April 50 Qctober 1944, The system was
‘never read.239

Jones

Temglate

Coavevrier

: H?1§§~§
)

The one-part code feature of the War Depart-
woent Telegraph code {indicator TEINA) greatly
facilltated solution. The edition introduced
in Octobexr 1943 had ylelded 12,000 groups by
Hay 1944 and was absclutely current after Feb-
ruary 1945,235

DFC-17 was captured in thz Mediterranean
arps and helped in the evgggual solution of
DFC1s 19, 23, 28, and 29.°

The Germans placed no importance to the
security of ths "Q" groups. As with the Bomber
Ccde, copée% vayre recovered from shot down
aipcralt .23 :

Voegele spoke of a "6 letier indicator"
Leletype system bhetveen the USA and Africe

The Germans never succeeded in solgigg _
the US Jones Templete mep grid system,239 -

Yoegele of Section I apnd German Alr Force
Signal Intelligence Agency sg%ges categoricelly
that the ABA was not broken. Lt. ludwipg,
Section B, whose knowledge vas mainly hearsay,
claimed army experts conaldered AM 2 (German
desigrnation for the ABA) brezkable up to the
end of the war, but he never heard of any
success.

45, Successes with Brit¢ish Systems--

RAF Four- The RAF Tour figure system vas &n enc iphered

Figure tvo part code used by the RAF for point-~to-point
communication between units and airfields. The
descyiptions of this code in the- -TICOM documents
are given in much greater detalil than for other

2351 112 p 5

2361r 175 p 16

2371 109 p 40

2381 112 p 5

2391 109 p 39

2401 112 p 4
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Alyp 175 p 19

242
243
24y

I10y p 35
I109% p 35
I112 p 10

aystems; hence thc eode 1s more fully discussed
rizre, The Germans began work on the system late
L2 193Y wnd ware in a position to read the system
with increasing ease from March 1940 until 1 Noves:
pepr 1942, wvhen a code book change resulted in re-
ducing the amount of truffic read to fragments,
Interception wus stopped in the summer of 1944.241

Four filgure traffic orilginating in Great
Britain -/as gggked on at l'otsdam-Marstall without
8Ny succ 83,7 )t was in the Mediterranean area
that & cmall zmouans of work was done in September
1940 at Taormine, utelly, and later at Athens.
The German Alr Fora. surmounted many difficulties
duwving this period; (0lng through two code book
chango: and enclohavc il changes at tlmes every
three uc seven Jys, Traffic uotals varied from
©00 per day dur..g the heav.est to 100 per day ,
Immediat2ly betv: =z the Germans discontinued work |
on the oroblem. the kncwledge goined from the
four figure encipitered cade formed Bp% basis for
evalu.tiou for the re.t cf the war,<'

ihe basic hocl: o' the RAF's enciphered code
aystern was & cuv part codo of 10,000 groups. The
key "table" wst a hozic of 00 pages, 20 lines
on & page, api hh foor-231z1 key groups on a
1ine., Each Line aad a four digit indicator
znd £8 ther: vwis no column cioriipates, the en-~
¢ ipharment aluvays began 2t tho begimning of the
ilnz. Thv line indicators vers enciphered by a
separate table ol 100 groups and appeared as the
second xroup nf che enclihered message. The first
twvo dlries of th3 firet seou) rnde up the control
for une indlicitor encipherment; the third and
fcirth were nulls. The converslion from plailn
cogs to ciphe;uﬁas metle by subtracting the code

fromn the key.”

30
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2¥51 132 p 10
211'61 152

Given sufficient trafflc, the inherent
veakness of this key system soon manifested
1tself, During the early stages of analysis,
vhen the line indicators vere not enciphered,
overlapping messages could be ifentified.

On the 24th and 31st of December 194l,
unenciphered messages vere transmitted, com-
promising many groups in the basio book.

After. the indicators vere enciphered,
stereotyped traffic made possible overlapping
by external cipher "hits." The beginning groups
of the overlapping messages were alvays some
multiple of five apart, and aetting up of the
overlaps were facilitated by the fact that en-
clpherment alwvays began at the beglnning of the
line. The "hits" vere indexed by machine, and
their vaildlity tested by the use'ogggnown high
f'requency differences in the code, _

Or.ce U2 messagss vere overlapped, the
highly stereotyped context made stripping the
sy oSy easy.

- The reconstruction of the indicator key
had to we®t until overlaps were set up. Every
message that directly overlapped had the same
underlying indicator. Therefore, by arbitrarily
assigning 0000 as the value for the flrst plaln
indicator, all others that followed could be
stripped on & relative bassis and reduced to the
same terms, The German relative table of indi-
catgi- kay vas Just as good 533 practical purposes
as the British prime table.

The delay between ilnterception an%u%acipher-
ing was betveen tvo and fousteen days. ‘

The Royal Air Force Naval Code was the baslc

" book of an enciphered code system of which the

Sykc Card was the. enciphermenrt. A copy of the
basic code was recovered from - Wellington shot
doyn over Welhemshaven in September 1939. The
British did not serlously alter the code for the
duration of the war.

2471 175 p 20
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Alrcraft
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Qde an
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Alircraft .
Hovement
Code

2481p 175
2491 175
2301r 175
251l 175

The dally reclprocsl enciphering table was
belng reconstructed by February 1940, Messages
on the daily table could be read by 1600-1700
hours. The 1ntroduction of several capds a day
complicated the solntlon slightly, but 40 mes-
sapes sufficed to solve a single card.

The traffic, which contalined Information
conceérning Brltlish and Axis convoys, submarines,
naval vessels, and meteorological reports,
averaged betwsen 80 and 300 messages = aay.zus'

Rekoh first appeared in 1942-1943 and was
simply & non-reciprocal Syko. Slightly more

- traffic was necgﬁgary to accompiish solution

than with Syko.
The Alrcraft Reﬁorting Code replaced Syko
~and Rekoh 1in July 1943 apd was used by reconnals-
sance planes in the West. 16th Company LN Reﬁt
3 in Angers solved the system in February 1944,

ETA messages, fregquency changes, and hourly
harometric pressure broadcasts assisted the
initial Preak-in,

The Alrcraft Reporting Code had a particular
importance in that 1t afforded a crib into UCO
(the pround/air metemrological code), It was
broken by cribbing the pressure reports from the
Alrcraft Reporting Code. The fixed Signal Intel-
ligence station at Husum carried on this work.
Lack of intercept in 5?8 last days confined solu-
tion to the met <rib.

The Aircraft Movement Code was used on ferry
flights from Tokoradl to Indla and totalled about
500 messages per day. The system was composed of
pronouriceable £-letter code words, which wvere
changed every 24 haurs &t first and later every
12 hours. W-Leit, Southeast, in Athens began vork
on it in the fall of 1942, and reading stopped
in February 1944 wheg &oo many variants made
solutlon impossible, 5

p 18, 1 109 p 36
p 19

paz2, 1112 p 3
p 21

g2



DOCID: 3560829

(‘\

Alroreft A thres letter cods with serial numbarsg
Fovensnt, in c¢lear and repeated indicators passed bhetween
Code (UK) tho UK and stations on the Bslglan-French bowrder.
The Germans never solved it and aasg?gd it to be
an adeinistrative oy supply system.
RAF 2- Pages of ths Bombar Code, used Jointly by
lztten RAF and USAAF, vera obtalned from & crashed
Bomper aircraft in Novembsr or Tecember 1042. Tuo
Code yeeks leter the Cormans vere reading the systenm
cryptanalytically, Traffic averaged 150-200
messages per day with 600 per day as high. 300
mepsages yielded 50-604 of the values. lLattaers
snd pumbeys from messages containing spwllers or
frequency information afforded the dalily break-in.
The code changed daily at 0300 end could bo
broken duwving the US day raids and used to decode
RAF traffic during the night operatiggg. This
conflicts with L. Ludwig's account. Ludvig .
gives 1800 hours as the tims tho code vas changed.
The members of the Us 8th Alr Force vewre the day
tims unfortunates who had theiy traffic decoded
(“\ on tha bhasis of code values ggﬁovereﬂ during ths
RAF reid the previous night.

Slidex Slidex was a digraphic substitutlon system
usetl in the army epd air support netvorks. The
coordimnates of the substitution table changed
ddily, but offered no great problem to ths German
Alr Force cryptanalysia.

The 3rd Battalion, Signal Intelligence
Regiment West (later LN Regt 351) began vork
on Slidex in May 1943 at Bougival, neay Paris.
ifuch progress vas made during the pre-invaslion
"Spartan” exercises in Briteip, and by the time
the Allies invaded, the Signal Intellligencs
Evaluation Center (WAAS 5 of the Army) of the
Signal Intelligence Regiment 5 (Xona 5 of the -
Army) and 14/3 (W-Leit 3) bad hed sufficient
expericnces %o break ths system operationally.
The daily strips vere recovered by 0700-0900
hourgSS The traffic averaged 15-40 meassages por
day .-—" .

2521 312 p 3 - _ —7
2531 109 p 38
2541F 175 p 22

B 2551 109 p 38, IF 175 p 22
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¥Work upon this system was beogun by the

Signal Intelligence Agency of the Supreme
Gommand Armed Forces (OEW/Chi) ivn May 1939 and
given to the Luftwaffe. in August 1939. The
traffic, contalning mainly casualty and admini-
strative Information,averaged 200 messages per
month. The Germans considered the system of
small importance in the 1ast years. of the war.256

The India Code was an unenclphered 4-letter
code transmitted in 5-letter groups. Section E
at least partiaégy read this traffic until the
end of the war. '

The basic book of this 4-digit enoiphered
code system was captured in Bergen, Norway in
June 1940, Ailr attaches in the Near East, Portu-
gal, Sveden and Svitzerland used the system. :
Switzerland vas always one table behind the others.
YVoegele, of Chi-3telle Section E, received a
photostat copy &nd began vork on the system.
Traffic vas exchanged with OXKl and OEW, the totsal
volume being about 100 messages per month,

Tvo tables with indicator patterns CVCVC
and VCVCV (vhere V = vowel and ¢ =:consonant)
vere used, and both were broken nmost succeasfﬂlly
in 1940-41 vhen the tables changed querterly.

The date breaks occurred at intervals of . o
between six weeks to twvo months., .
Work on the Inter-Departmental Cipher was

- stopped 1in lghasgecause the -decodes were useless
. to evaluation. :

The Bentley Code was used by British Over-
seas Alrways and vas copied from South Africa,
Southeast Africe, Egypt and Syria. During thse
war, about five hindred 5-letter groups beginning
wvith Y vere added. One encipherment for con-
fidential sdministrative traffic vas added during
the winter of 1942-43, The solution was so simple
that Voegele used 1t to train bheglmners in crypt-

" analysis, and the whole project was dropped iq

4, IF 175 p 21 |
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46.

foyms with

1944 bscause Fvaluation was no longer intorestedesd

The solution of enclphared msteorological
me8gages was not the responsibility of the Chi-
Stelle, but was undertaken to assist ths wveather
service (the Signel Weather Mornitoring Servics
or WENUEB). The Chi-Stelle solved the British
Main Weather Code in April, 1940 and turned the
keys over to WENUEB &t Glindsw, near Potsdam.

In April 1942, ths Sigral Veathser Monitoring
Servicoe racelved th2 soclution of s flve-figure
Middle East veather cipher from l-lsit Southsast.
Systoms in the Atlantic Area carrylng the in-
dicators "Wnist" and “Tooth" vere vorked on by
the SIgn%éowQather Monitoring Service without
SUCCeBE.

Lt. Ludvig, of Chi-Stelle Soction E, recallsd
the solution ofa British single transposition
¢ipher, involving & ten columm rectangle., The
system changed every Thursday at 2400 hours when
the new key vord was tramnsmitted ia the provious
systom;

The Germans had no success withk double
transposition despite notebooks captured at
laras and during the early days of tbe Normandy
invasion. They did not find any gﬁss&g@s of '
the same length im the seme key.2

Many attempts vere mids to get lnto thia
system, but work was discontinued as ths gg;mans
considered the TYFEX machine unbreakable.

%ggtoggagg§ of Soviet Systems-- Code in various
¢ trapsm 6XT applaring as numgggs vas

used almost exclusively by the Soviet Alr Forece.

Each

Aiz Army did its oun code compilation and hagd its ovn rules

for use.

Therefores, the folloving definitlions of Sovied

codes are eztremsly general and attempt only to describe
types of codes, not spscific syatems:

2391 119 pp 45, IF 175 p 21 '
2607 112, 4(0) p 11; IF 175 p 23 _"7
261yp 175 p 24

2621 175 p ok, T 119 p 5

2631 120 p 7

85



DOCID:

3560829

a. The table was a cgryptographic device comprised of

letters and vords in a predotermined form, usually & sguare

or rectangle with numbsr socordinpates.
by using variable coordinatos that could bs changed by the
use of sliding striBg or by the use of digraphic substitution
enciphering tables, 4

b. The code table (Signaltafel)

Sscurity vas enbhanced

The codg Lable wae & highly spscialized medium for

use in alr/ground communication.

The wmocabulary wvas highly

stereotyped and limited to met reports, landing and take~off

data, ete.

¢. Ths code bhook was the priacipal cryptographic
medium of the Soviet Air Force, especially in ths ground
The Russians used all variations from small

organization.

the-part books to two-part books with up to 30,000 values,
Extra security cou%gsba gained with ap additive enciphorment

of the basic code,
Succesges vith Soviet Systems~~ Durimg tht poried

1937-1939, the (jermens pained vailuable experience during
The traffic possed was meinly practice

Dur-

b7.

Soviet maneuvers.
and dummy, but formsd a foundation for later analysis.
ing the Soviet Occupation of Poland in Septembar 1939 the

(fermes3 bhad almost 100 pexrcent success with "OXK-5," a code

system with a digra
common Soviet Aly system.
_During the Fioanish Campaign
ans concentrated their best cryptanmalysis im Chi-Stelle
Section E 1 (Russian crypteanalysis) and unbroksn material
yent to the Chi-Stelleo via teleoprinter-
t2o. end three figure Soviet traffic was completely broken,
per cent read, and considerxable success vas
1%igs enciphered code system used by

: "QKE-E" vas gg
atta on

phic substiitution enciphsrment, the most

(1939 and 1940) the Ger-

During this pericd 1

higher headgquarters.
The Soviets revampad their cryptographic setup after ,
The Germans captured working directions .

the Finnish Campaign.

to Soviet code and cipher officers that made only the barsat

refersnce to codes and c¢ipkers being solved.
called for a general increase im cryptographic secuxity.

264y 104
2651 120
26671 320
2671 120

p 10
p 13
p 38
p 40
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The "High Command of Soviet Cryptography"” mey not have
admitted tkeir compilation eriors to subordinate code and
cipher officers, but they did take strong measures to correct
their mistakes. Reglopel mathods of distribution instead of
videly held systems, ths shortening of effective psriocds,
the abolition of one-part books, and the complication of
enciphering technique wore 311 introduced.

There chapnges did not both3r the Germans too much.
They were able to follow step by step the Russian modifica-
tiomns; as ths chengass were not oo radieal they "kept pace."268

1s¢ Lt. ¥V, Weri{hsr c¢laims that a captured Soviet cipher
machine vas examined by the Slgnal Intelligence A%ency in
1941-42, He did not, however, expand upon this.209

48, sStandard operating procedurs in dealing with
Soviet Systems,.--Tn the case ol Soviet systems sed on somn
Yorm of the ta&ble, "stetlstical pilctures" or frequency counis
vere first made. This procedurse would usuglly reveal the
size of the cipher unit (2, 3, or 4 figure}. The next step
wvas to deduce fhe number of tables involved and reduce the
statistical pleture down to the actual slize of the table.
This involved the elimination of indicator groups, "dumny"
elements, and any clear pumbers that appeared in ths cipher
text.

In the event 2 simple code table with coordinates was
used, & simple book reconstructlon job was in order.

The mors compliceted table systems, in which use vas
made of several tablea with ccordinates that were cyclically
shifted or chesen from a 10 by 10 squere, unigque 1n 1ts rous
and columns (latin square), through the use of indicators,
vere solved by concentrating on each table as s separate
entity. HNaturally, those that stcod out in the originel
frequency distributions vere attacked first. Then, as so-
lution of the tables progressed with relative page and rov
column designations, the designations wers equated and the
sntire indicator, page and coordinate system could be recon-
structed.

Somz traffic could be read wlith these relative coordin-
ates, but the reduction to prime values was vory lmporiant.
The shifting coordinates wvere often based op & latln square,
or upon the cyclic variation of the same sequence or seguences,

2687 300 p B0
2691 100 p 83 ‘.._;7
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The sooper tkis pattern °89&d be isolated tha sooner ths
entire system fell spart.

The Sovlets used 5~{igure additive systeme on high
echalon circuits includlng some one time pads upon which the
Germans did not waste any time. In the case of non-one
time additives ("universal blockmots"), however, ths situa-
tion was quite different. 1s¢ Lt. Werther's account shows
that the indicators wvere not enciphered. Overlaps wvere
easlly thrown togethsr, flags of differences made up, col-
umns equated, additive stripped end basic 5%%@ recovered

¥hen.ver sufficient traffic was available.

49, Successes with systems of other nations.--

a. Lithuaniz: The L ans used a grid system which
was very insecure. Lithuanien traffic vas read by Section E
of the Chi-Stelle from 1938 until the Red Army entered
Lithuania in the summer of 1939.

The Lithuanians used a ¢ten by ten square inm which the
text was written out from left to right. A ten by ten %rid
vith 25 cut-out cells wvas superimposed and the letters in
the cells read off from left to right as cipher text. The
grid vas shifted four times to enconpass the 100 letters in
the underlying square. In the gvent & message was less than
a hungysd letters 1t was padded out by repeating the signa-
ture .

b. Rumenia: (1) lat Lt. Werther vorked on Rumanian
Alr Force Ciphsr material in Budapest in the Spring of 1939.
He describsd 1t as & simple transposition system. A fevw
days after he submitited a report that the system was about
%0 break, he was recalled to ths Chi-Stelle. Werther be~
lieves that the lnterfeorence wvas deliberate and political.
It 18 _significant that the Hungarians later bought ths sys-
tem.273 (2) Werther claimzd that the Rumanian Police Cipher
vas so simple that the Germans considered it camouflaged
treason. Exacot information %ﬂ German troop movements Was
transmitted in this aystemna

2701 120 p 43 __€;>

271

I 120 p 53

I 121 p 46
2131 121 p 8
274 121 p 9
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e. Yugoslavia: The Germans haed no difficulty solving
the Yugoslav Air Cipher and had currency on the system when
the campalgn agalnst Yugoslavia started., The system was
composed of lexicographic tables with 30 columns and 60 lines,
The line and Eggumn coordinates wvere at first non-random and
Jater random.

d. France: Werther recalled a French code book enciphered
with short periodic additives. Though 1t ¥éelded vory sliowly
to sclution, the Germans read the system.2 _

e. Carpetho-Ukraine: Five letter monoalphabetic sub-
stitution messa§$§ wvere read in Budapest. The security of the
clpher was nll.

f. Poland: The German Alr Force started work on )
Polish traffic a few weeks before Poland vas invaded. A fevw
take-off and landing reports were the only messages read.

i1st Lt, Werther of LN Regt 353 saw a captured Polish
tvo-part code book, Hhig?awas made up of some 2000 values
and vas non-alphabetic. .

(-\ g. Czechoslovakia: Voegele began work on Czech material
1n 1937. Pive letter air messages, of vhich a goed bit vere
practice traffic, were read., A few tactlcal transposition
messages vere solved. Voegele belieg$§ the bulk of unsolved
Czech material to be machine clipher.

h. 8pain: To the best of lsat Lt. Werther's knovledge
the Spanish,ngS transmitted their traffic almost exclusively
in the clear. . :

2751 121 p g ' -i?,
2761 121 p g

2771121 p 8
2781 121 5 6

2791 121 p T
2801 121 ¢ 110
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1. Turkish Air Porce: Turkish systems fell imn three
categories: (1) Periodic substitution system wvhich changsd

monthly and wes broken im two hours. (2) Unenciphersd
alphabetic code book, (3) Single tramsposition enciphered

veather reporis,
Voegele considered Turkish materlal extremely simple. P81

He never bothersd with it but turned it over ©o subordinates.

/
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Relations wlih the Havy High Command, OXM.......... 53
Relations with the Weather Sexvlice, WENUEB......... 54
Relations with Goering's Resedrch Buredu........... 55
Reletlons with other Axls Povers..... creetnereesae. 50

50. Introduction.-- The liaison of the German Air
Force Signal Intelligerce Service wlth other agencies engaged
in signal intelllipgence activitles vas effective. The over-
all allocatlon of problems and spheres of actlvity was
divergent and each service concentraited on 1ts own commit-
ments. Al the bigh lavels of command, the Supreme Command
of the Armed Forces, the 0KY, eXerclsed & control over
German asscurity wmedsures, but permitted each service of the
Wehrmacht Lo work out its own techualques and policy in 1its
cignal intelllgence worXk sgeinst foreign countries.  VWhen-
ever problema overlapped between the zervices further down
the chain of command, full technical information and intelli-

ganee wase exchanged.

51 Relations uvith the Supreme Couwmand of the Armed
Forces, OKW.-- Tne relationship betveen OKW and the Alr
Force High Command, the OKL, was declded upon at & serles

of conferences held in Berlin in October and November 1944,
presaided over by the head of OKW/Chl and attended by 8
renresentztives of the Pour servicrs {OKW, OKH, and OKL).255
The German Air Force operated independently of the VWehrmacht
in metters of its Intelligence &ctivities agalinst the Allies.

285
D57 p 10 n 15
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Liaison was carried on at lower levels where necessary,

Close cooperation emisted between Gen Nafue II and security
Group IV, Gen Nafue III of the Alr Force and OEW in regard
to German security and cryptography. On the upper level the
head of cryptographic development at the Chi-3telle of (KW
worked in collaboration with the compillation departments of
Army, Navy and Air Force. To test 1ts own systems the Air
Force malntalned its ovn cryptanalytic security section in
Gen Nafue III, but Sggmitted its cryptographic materials to
OKW/Shi for review.

It 18 significant that Lt. Col. Friedrich, head of the
Alr Force Chi-Stelle, sald during interrogation that he had
never read one "activity report of 0EW/Chi." In regard to
any "very important signal materials” from OKW, Friedrich
said2 ? stopped reading them asz they were of no interest to
him, .

52. Relations with the Army High Command, OKH.-- Rela-

tlons betveen OKL Signal Intelllgence Service and the Army

vere on the wvhole qulte good. The actual problems worked

on by the two organizatlons were distinet, but results, reportis

and information were exchanged, and periocdic meetingas were

held in ordsr to discuss techniques and experience. Collabor- |

ation hefore suspected large Allied moves was especially close,’
The 3rd Battalion of LN Regt 353 on Southern seotor of

Rugsian front collaborated with 8Signal Intelligence Regiments

1 and 8 (XONA 1 and 8) of the Army. Liaison officers vere

exchanged and esvaluatlion closely coordinated. Germen Alr

Force 8ignal Intelligence Service often helped £ill in the

gaps through thelr work on the air armies when the Soviet

land army observed radio silence,

286p 57 pp 7-8
2871 13 p 6
288 126 p 1%
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. The army emnloyed a large number of search receivers.
Any air freguencies were imuediately passed to the Alr
Force, .thereby saving the Air Force time-wasting search
work.289 In the West, LN Iegt 351 fed 1ts results to
Commander-in-Chief of Army Group West.

553. ERelations with the Navy High Command, O0XM.-- In
contrast to its relations with the army, the German Air
Force Signal Intelligence Service had wany actual problems
in common with the signal intelligence service of the German
navy. Both services attached a liaison offlcer to-the Wing
{(Fliegerkorps) in Athens to coordinate the dally situation
reports for the meetings of the genieral staff. Owving to
his lack of experts, the adwiral commanding German Naval
Forces in the area turned over to the Alr Force personnel
and equipment for radar monitoring.290

The Navy was very much lnterested in the work 3rd
Battalion of LN Regt 353 did on the air arm of the Soviet
Black Sea Fleet. Accordingly, the Battalion kept the
Navy informed on everything it received concerning the
Red Navy. The Air Force Signal Intellligence was able to
give the navy intelligence on the disposition of the some
180 planes of the Black Sea seaplane force. Of special
importance was Ruasian alr recce traffic, which when inter-
cepted, constituted 8 warning of impending Soviet action
against German convoys in the area. . '

Much the same situation existed in the northern sector.
The lst Battalion of LN Regt 353 put an R/T unit aboard the
Prin: Eugen toc monitor Soviet air units of the Baltic Fleet.

LN Abt 355 in Norway had direct wire lines to Naval
Headquarters in 0slo, over which intercept information con-
cerning RAF Coastal Command and Atlantie convoys was
passed.291

289 I 130 n 15

290 1 106 p 14

291 I 187, #410
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54, Relations with Weather Service {WENUEB).-- The
monitoring of allled veather nmetvorks was not a primary
cormitment of German Air Force Signal Intelligence Service
as the veather service (WENUEB) maintained its own inter-
cept and analytic facilities. The German Air Force was,
hovever, able to augment the weather service's coverage
and analysis, and Signal Intelligence sources of weather
information became increasingly important as Allied pressure
cut down the activities of German wveather recce alreraft.

A liasison officer { & technical sergeant) from the
veather service vas attached to Section B of the Chi-Stelle.
This nan=-com made regular trips to the intercept units,
instructing them in the significance of weather messages.
He reported to the Chief Weather Offlicer on all weather
frequencies not being covered by Signal Intelligence Service
and any incidental weather intelligence.292

55. Relatlions vith Goering's Research Bureau (For .

shungsamt, abbreviated FA).--~ The only contact between

FA and the German Alr Force Signal Intelligence Service

‘seemsd to be at periodlce general meetings attended by
: representatives of all branches, although there was an -
(h\ occasional exchange of raw trafflic between the two agencies.29?'
' Friedrich seld that Voegele met with represent&tives of other

agencies (FA included) to discuss cryptanalyties.

56. Relations with other Axis povers.--

a., Japan.-- Voegele, principal cryptanalyst of the
German Air Force, visited Berlin tvice in 1942 in an attempt
to meet with Japanese Colonel Hayashi of the Japanese
Military Mission in Beriin and discuss cryptographic matters
The meetings were prevented by Lt, Col. Kempf, of 0KH/Ch1.29&

b. Finland.-~ Lt. Col. Frledriech of German Alr Force
Signal Intelligence Service sald that there was liaison with
the Finns on Russian traffic and T/A. There was no liaison
on m&tters of cryptanalysis. Detachments from German Alr
Force signel 1B§glligance vorked wvith the Finns at Mlikkeli
and Sortavala.

2927p 183 p 90

Y129 p 3
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¢. Jtaly.-- A very loose contact existed with the
Italian Army Signal Intelligence Service. Unlmportant
frequencles of allied and Turkish alr forces were ex-
changed. Personnel of German Air Force Signal Igtelligence
had & very lov opinion of the Itallian service.29

d. Hungary.-- Collaboration had existed with the
Hungarlans since before the war. The liaisoun consisted
mainly iIn the exchange of radio intercept. 71he Hungarlans
had no capable eryptanalytic brains and lacked "reliability"”
in the eyes of the Germans.

The Hungarisns attached an intercept company to the
Esstern front in the Soring of 1942, but this was with-
dravn after a year. In April 1944 a Hungarian intercept
company vas agaln attached within the frawework of I11
~bt LN Regt 353. This company lasted until 5 January 1945,
wvhen it was withdrawn to & Hungarian collecting camp.

The Germans conasidered 1t &8 goed intercept unit.

296
1126 p 1%
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57. Subordination to Chief Signal Officer rather than
to A-2.~~ The German Air Force Signal Intellligence Service
wae confronted with the same organization problems that the
USA faced in the formation of a cohesive, efflclent organi-
zation. It took five years of war, until Octoher 1944, before
the fairly unified service discussed in this paper as the
Horm emeTged . D

Both the A-2 and the Chief Signal Offlcer of the German
Air Force desirsed control over signal intelligence. The
German High Cormand subordinated the service to the Chlefl
Signal Officer for operational reasons, although the A.2 was
the chief recipient of its product. The High Command reasoned
thet the &ignal Corps could better furnish personnel, equip-
ment, and signal compunicetion, and thought the A-2 lacked
the technical know-how necessary to control the actual opera-
tions of signal intelligence units. Thus, the A-2 advised on
intelligence matters but had no control over 3ignal Intelll-
gence cperations, Signal Intelligence reports to the A-2
had evolved gradually from technical discussions of circults,
nev call signs, and such technlcalitles, to evaluated Iintelll-
gence, Cerman Alir Force A-2'sdld not understand the purely
Signal Corps technicalities, and this fact influenced the

" final decision in subordinating the signal intelligence ser-

vice to the Chief Signal Offlicer. The decision to keep the
signal intelllgence service independent of the A-Z2 was &

good ope for them. Good intercept ls all-important for the
operations of any signal intelligence service. The effective-
ness of the intercept service 1s determined by whether the

46
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enemy's transmitters can be heard, whether hls operators are
careless, and by many other strictly technical factors. Since
all such technical guestions of lntercept are the province of
the Off'ice of the Chief Signal Officer, it would appear wige
to subordinate the Sigmal Intelligence Service to that 0ffice,
rather than to the A-2. Signsel Intelligence produces what 1s
technically possible and not, except in a very general way,
what the A-2 desires.,

58. Centralization of operational and administrative
control.--The rinal organization unifled operatIondl and ad-
mIyiTstrative control within the signal intelligence structure
at all levels of commend., Lt. Col. Friedrich's dual capaclty
as head of Gen Nafue III and of the Signal Intellipgence Agency
(1N Abt 350) was the basis of this unification. Friedrich
could bargein for sguipment and other necessities from the
Signal Corps while at the same time eXercising operational
control over the entlre signal intelligence organization, al-
though he dld have a nominal supsrlor 1n Gen. Klemms, Senloy
Slgnal Intelllgence Offlcer, Col. Forster, Chlef of the Alr
Raid Warning Service in Germany (FAF Reich} was head of tacti-
cal air raid wvarning operations, but he was subordinate to and
received his orders through the Signal Intelligence Agency.

The experience of the German Air Force shows that 1ts
8ignal intellligence service had to be independent of outslde
control, equal and not subordinated to other intelligence
agencies. This unity under Lt. Col. Friedrlch, although not
apecifically provided for on paper, did in fact exist and
vas absolutely necessary for operating effliclency.

59, Or ization of the Field Unlts.--In the final or-
ganization, a%% the rield units were under the operational

control of the Signal Intelligence Agency, vhich did not
delegate its authority but moved its various sectlons to the
field. On the Russian Front the e~se wlth which the codes
could be read, the large distances involved, and the differ-
ence in operating procedure within each Russian Alr Army made
it more practical to control the Battalions of LN Regt 353
locally. Sectlons Eq and D split up and moved out to the
headquarters of the e-battalions, leaving & very small
party at Chi-Stelle. On the fronts operating against ths
veatern allles the German Alr Force decentralized T/A evalua-
tlon by putting Sectlion B's evaluation personpel at the head-
quarters of the field units. A certain amount of centrality
wvag maintained in the cryptanalysis of higher grade allied
systems, due to the technlcal difficulties they presented.
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The Germans found tactical evaluation to be & low echelon
problem, to be attacked mainly by the field units. The indi-
v.dual lntercept operator and fleld evaluator were in a posi-
tion to supply much short time intellligence that would have
been lost had traffic been immedlately passed to higher eche-
lons for evaluation. The production of strategic intelligence
and the coordination of the intercept missions of the field
units wvere performed by the personnel remaining at the Chi-
Stelle at Potsdam, the traffic and operators' logs eventually
found thelr way to this agency.

The distributlion of controcl dlscussed in the three para-
graephs above vas the German Alr Force solution to the problenm
of signal intelligence control, arrived at in the light of 1ts
garticular experlence. It would be wrong, hovwever, to apply
this organization uneritically to our own setup., Each country
confronts different difficulties; each var presents a different
geographical and communication problem.

60. Advantages of a separate Air Force Signal Intelli-
ence-- The advantages or disadvantages of a distinct Alr

gorce Signal Intelligence Service must be reviewed in any
evealuation of the German Service. The organizations of the
Wehrmacht called for a separate alr arm, so vhen the Air Force
found it needed signal intelligence it built up its own ser-
vice without bothering with the detaills of signal intelligence
control being centered in a single unit, It has been seen
(Chapter I) that in the formation of its organization the
Alr Force followved the patternélready set by the Army.

There vere hood reascns for a separate Alr Force service,
Some of the problems of signal intelllgence were strictly
Air Force commitments. The most clear cut example of such a
commitment is found in the operations agalnst Allled strategic
bombers. Hovever, a slmilarly clear cut line of demarcation
between Alr Force and Army commitments could not be drawn in
operations against tactical Alr Forces vhich opergted in con-
Junction with land forces. For example, in the case of Russia,
the Air Armies were subordinated to Army Groups with which
they had common communications channels., Furthermore, ground
support units wvere linked with ground combat units by radio
circuits. Again, in the West, the land forces and tactical
Air Forces communicated on both air/ground and point-to-point
eircuits, and the commitments were not exclusively those of
the Air Force. _ :

These facts point to the wisdom in establishing a separate
Alr Porce service to handle the problems which are of a
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peculiarly Air Force neture and indicate the necessity for
signal intelligence units tailor-made for the intslligence
needs of the Air Force. On the other band, all the evidence
underlines the necessity for a central, coordinating agency
having overall control of signal intelligence matters, and
making clear cut assignments on problems which inevitably

overlu?, The Germans in fact had machinery set up in OKW to
ansver this very need, but they dild not use 1lt, and cooperation
betveen the branches of the Wehrmacht vas difficult to achleve.
Instead of overall control the Germans relied upon liaison

at various wvorking levels between the signal Iintelligence °
services of the Army, Navy, and Alr Force . OKW, 1lnstead of
functioning as an agency of overall coordination, restricted
itself to the supervision of Wehrmacht cryptographic security
and the ldeal of the separate Air Force Signal Intelligence
Service, subordinate to & central Signal Intelligence Agency
controlling all the branches was never achieved.

6l. Evaluatlon:of Germapn Air Force signel intelligence
operations.--The Signal Intelligénce service of the AIr Force
achleved marked success in 1ts operations in spite of the
difficulties of organization. In the exploitation of every
signal manifestation, the scrutiny of every phenomenon, the
members of the service showed their advanced conception of
signal intelligence.

On the Russian Front, methods remsined rathsr elementary
due to poor Soviet code &nd c¢ipher securlty and primitive
radio methods. In the west advanced cipher, communicatlon,
radio navigational and radar technlque forced the Germans to
rely on advanced T/A methods insteei of cryptanalysis, and
these they developsd brilliantly.

The Germans exploited American mistakes to the utmost.
Our heavy bomber raids were compromised by the tremendous !
volume of radio traffic that started before the ralid and con-
tinued through take off and assembly, by ths regularity wvith
vhich routine reports were sent, and by the lax R/T discipline
of the flying units. Even radio sllence was significant, for
if units remained almlutely qulet the Germans wvere alerted r |
for an impending operation, Furthermore, American laxity in
falling to switch off IFF over CGerman territory made route
tracking possible even when radio silence was observed, and
Allied radar, both fixed and airborne, was carefully monitored.
It is not surprising that the German estimste of U, S. securlty
vas that Americans relled too mich on good cipher and.did_not
practice sound radio discipline, _—

;
b
!
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62. Recommendaticns-« The most important lesson to he
iearned from a study of the Geman Alr Force Signal Intelli-

. gence Servlce is that we in the USA have besen confronted with
relatively simple signal intelligence yroblems, Cryptanalysis
and T/A as we have knowh them,are not-sufficlent in tactical
operations against an opponent as advanzed 83 or more advanced
then the USA in radio and cryph agrann;c techalque. The opera-
tional use by foreign countries of betier codes and ciphers,
better radio methods, and mlectronic devices of all kinds
wlil make necsssery cour revising our conception of =igpal
intelligence. o

American security would beneflt from an intemse study
of German Alr Force signal intelllgence operationa, vwhich
have been reviewed on]y in outline/ in this-volume. The sue-.
cesses claimed by POW*s should lLe ohecked agelnst our S0I*'s
and operatlonel records. lﬁggniaiqn ahovld be made to ilnocor~
porate the lessons learned from these studles into the train-
inz programs of ali wnlts uslng radlo and eleetronle equip-

- went. /From the examinatlon of the materlals upon.which this
fC—\’ volume i3 based, loge fact_stands ouhn above all others: The
German Alr Force S5ignal Intelllgence Service could not have
been s8¢ successful in the West had American pevsonnel been
more security consclous.

Y
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APPENDIX

EARLY WARNING

by s A b, ettt

3y

Technical Sergsant Gerd Watkinson,
Duty Qfficeyr, Meldskopf 1, Luftwaffo SIS

[Fro.. IF-133 pp 12«32

The problem of early warplng became fcute when the RAF
bepgan its heavy ralds on Germany proper. It becam? even more
urgent when the Sth USAAF joined the RAF Pomber Compand in
unrestricted asrlal wvarfare sgainst Gazsmny, and ths Luftwelfe
limlted itself Tor the most pars to a defeasive rolz, Re-
iiable and tlmely early warning was 2 be one of Che moat
inportant tasks of 4 Luftwafio SIS,

The first attempts Lo obtaln -lu2s Por advance warnlags.
from enemy radlio Yralffic herk tack te Tomber R/T traffic obp
6840 xes., ("Darky” frequency). Fromw tuning trafflc between’
ground stations snd aircraft, and fror early messages, the
strength of BAF night Intruder formeticns had heen determined.
In those days the number of bombers javolved was nc more than
80-100. Evaluation of this traffic was gmde sasier by the
seﬁaration of operational alrfislds anc 0% be es. After
10473 the F R/T traffic of combat unit: continuslliy decrsased,
vhile that of the 0TU's lncressed. For this reason, monitor-
ing of the RAF Bomber Command R/T trefiis yielded no fruiltful
results,

On the other hand, ever since 1943 the monitoring of
Ansrican bomber R/T oa HF freguencles gave very luzrative
indicatlions of impending alr activity. During & later period,
advanced warning had bsen gilven as early as the evning be-
fore daylight ettacks of ths 8th USAA¥, 3imply or the hasis
of thizs R/T trafflc. If, after norml daytime R/T traffic
had come to an end, tuning and readabillity traffle, and W/T
activity wvers remsved, then these obssrvations vepz sent
out by Meldekopl 1 as an sarly warnlng.

This type of advanced waerning was fecilitated by the
fact that, at the end of 1943, the Bth USAAF Iintrcducsed the
use of speclal elirfleld frequencies in addition tc the regu-
lar BF freguency of GH40 kecs. It remsined, therefore, to
determine the call-signs of the ground statlons; the Inter-
caept operator needed cnly to bave his recelver properly
celibrated in order %to identlify ths alrfiald In guestlion.

In ths final perlod the sfforts of ths combat vings to glve
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instructions to their formations on HF instoad of VIF were
reslized. Perhaps it w.es due to reception conditions ovey Eng-
land, which changed dally; at &ny rate, it was surpriaslng
how open andé voluminous the TF traffic over Epgland was, both
during the sssembly, and the approach flights to the target,
in the beginning of 1943, the first basic attempts were
made to f£ind posaibilliiles for early vweining in the alr-to-
ground W/T traffic. A% tbhat time & scrutiny of the radio
traffic from the "Regional Control Stations” was begun, Eng-
lapd was dlvided into fixed safety aress; he »adio traffic
for each zome was handled by a speaified »rnlio station, which
vas often 4 bomber alrfleld radlo statiom 43 well. During
the sarly sfternocon hours a largs pumber of unidentified call-
algns would be heard 1in tuning traific with those Reglonal
Control Stations serving southern England; this would be fol-
loved, at night, by & rather large-scale rald on France, or
over France inte Germany. However, tie expsriment was a
fallure in the sepse that the strengih of an expected night
attack could not be predicted from the npurber of ¢all-signs
heard comrunicailng with these Reglionsl Control Stations.

Or ths cother hand, around this {ime & special phenomenon
vas noted by good SIS operators engaged in monitoring the
enemy alrfield D/F sectlons. Approxinztely one hour before
the first enemy aircralft was plotted over the zes, certaln,
short whistling tones were heerd, in varviag Lutensidty. In
the case of a rald by approximatoly 2650 homopers, 12-25 of
these vhistling cones vere heard in short, chronological
seqguence, JSpeclalistas explained this phsnoenon as the tuning
of aircraft trapsmitters to zero beat. Thauks to thase’
vhistling signals, remarkable good advancz wvarnings could
be given from April to June, 1943. According to tre D/F
section, not only the strength, but also ths probable area of
attsck could be predicted. )

In addltion short-interval early verning was guaranteed
at all times through thse interception of Eritish BE25. The
period im which the Meldekopf wea &£ble nost eccurately to
predict relds was ths summer and fall of 1933. When the
vhistiing aligpnals no lomger occurred frequently enough to be
reliseble, monitoring of the radio station at raveley Alr+
field (8 rathfinder Gz=oup) furnished accurate clues. Gravely,
one of the never satellites of Wyton, was seldom heard by
day. The radio station at every other bomber alrflield sent
its call-sign and the time, every 15 minutws for check pur-
pmas. Gravely was the only bombsr alrfield which zent 1ts
check signals only until noon, and then went off the alr.

If 5 mission wasre to be flown in the evening, thes radio sta-
tion would rensv its checking transmissionsa in the late
afternnoon, or et least long before take-off time.
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llegsearch conducted by the finel evalvation section of
Meldelopf 1 Indicated that aircraft frcom (raveley tock part
in every enemy roaid, Therefore, without incurring eny risk,
or consldering the deily signal intelligence picture, an
advance varning could be given on the basis of the resumption
of guarter-hourly procedure at CGravelsy,

In the summer, nowv possibllities for early varaing were
sxplored, since it was known that the eneny was fond of
changing his tactlcs suddenliy. In additlon teo the continmuous
search Tor trafflc on msdium frequency, an sffort vas made
to obtein & signal intslliigencs pilcture of a4ll active squad-
rons, and to arrange the informsation according to the follow-
ing pattern, in order to decide whether night attacks were
lmpending or not:

Airfield Tumber of aircraf't Humber of tunirg Isndings and
heard nesanges inter- pecullar
cepted messages

HJowever, the evaluvation of these tablen wvas porformed
too superficislly, and as a reault no valusble intelligencs
vas really gleaped from them. For this reason 8 srmall, gse-
lect group of specisllists was continually ou ths lookout for
nev¥ methods of obtaining early warning.

First of all they proposed examining sll the daytime
radlo traffic of the Pathfinder Group {8 Group). The reason
for thlis was that no large-scale migssiors cover Germiany or the
western occupied aresa wvere flovn without PFathflinders, which
represented the brain of such an attack. If the radilo
traffic of this group yielded hints of an coperation, then ths
method developed could be applied in ths stme way to the main
body of tke bombsrs. It so happened thet the entire slgnal
intelligence picture of 8 Group over the period of a month
could be recomstructed reletively quickliy, and hsnce the
real vork of evaluation could be startsd. The research pro-
ceeded on the thesory that daytime radio traffic on nonr~oOpera-
tional days must be noticesbly different in certsin character-
istics from traffic on daye when no attacks followed. Thus,
the radio tparfic of a1l sirfields of 38 Group was separated
into differont psriods of the day, and subjected to a de-
talled ezamination. From this ths folloving was dstermined:

On non-operational days, daytime radio yraffic between
sircraft and theiyr airfields had no speclsl p-ak. During
the forenocon there was mostly identificetion and tuning
traffie, with no special indication of haste on the part of
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the ground station. During ths noon hours there uas almost

a complete lull in activity; the Britiszh partook generously
of thelr noonday ease., In the afternoon tuning tyaflfic bee
gan apgain, and nov and then D/F trafflc wag hoard., In scru-
tiniging the traffic of the aiwield D/F sections, specilal
attentlon vas paid to those aircraft performing cross-country
flighta. Moreover, the W/T intercepi companies which vers
entrusted with the monitoring of Bombor Command reported
those Pathfinder aireraft call-sipgns which appeared in the
traffic of othey groups. After the tpaific of the Conversion

- TOnit at ¥yton, which was guite voiuminous, had been elim-

inated, there remained & good picturs of the activity of the
Pethfinders. The sipgnel intelligence picture of this unit,
on & day Im-.edictely preceding & pnight raid, looked approxi-
mately as follovs:

In the worning there vas lively tuning &nd recopgniilon
trafflc, the peal being reached between 1000 and 1130 hours.
The smell anount of D/F traffic, sppeering during the nor: -
day hours was ascribsd to ferry flights to ard from the
repeir-shops. At noon cane the "bricfing-pause”, and thsre-
fore very fev Pathfinder airereft vere heard. To properly
evaluate the noonday radlo silence, an exact knovledge of

" weathe» condltions over the teke-of'f areas was lmportant.

Therefore a veathsr map vas mede, and no source of informa-
tlon was lgnored in huilding up the triest possible plcture
of the weather over the 8 Bomber Group bases (radlio traffic
betveen the ground statlions of & Group and alrcraft from
other airfields; vesther reports fror traliniug units flying
over Lngland, from deciphersd homber corle messagss, and from
naval radlo stations). The recall of Dritlsh trsining unite
around nocntime would be an unguestiomabhle indicetiom of an
expected deterioration 1ln the weatber. Veory fregusntly the
signal intelligence picture would definitely indicate a raid,
and thsn the sudder appearance of s bad.weathesr front would
cause the misslion to be cancelled.

In December practical utilization of the iptelligence
gained from the study of Pathfinder traffic vas begun. '
Every evening an air situation report, such as the following,

vas broadcast:
Appreclation of the Alr Situation, 1730 bours

In the forenoon, there was tuning activity on the part
of ali groups (both bomber and Pathfinder), but with no
noticeable psak perlod. Fro: noon on, cross-country flights
by units of the Halifax Groups vers ob orved, over the middle
and wvestern sectors of England, and over the Irish Sea.
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pnorther bazes {6 Bomvwer Group) were observsd. Pathfinder
tuning traffic also came to @ siop at noon. Training opera-
tions by the OTU's were carried ouh all day long, in all
areas, Tuning traffic on madium frequency 1s normal, and shows
no point of concentration,

Conclusion: Ro large-acale rald is iuntended.

This research was the impetus for & reoprganlzation of
the W/T intercept companies, In the sawe way as with the
Pathfinders, a study vas begun of ibp radio charscteristics
of ths other groups. Daytime radlo traffic was visually
prosented on large, g-.aos blackkoii-ds by the use of sppro-
priate symbols, and wes posted hourly, On these blackboards
vera shown: ‘

Alr activity at a given airfisld;

Tuning traffic from this alpfleld;

Volume of radioc traffic wvith airveraflt from othey
alriields.

When later the RAPFP also flew daylight misslons, there
vas also included information as to wnich units had completed
their missions,

A digest of this information, togethsr wlith a record
of the missions which folloved, was kept ir 8 diery, in order
that svery radio characteristic vhich sesmsd lmportant to
certain intercept problems could be refezred tc, This saved
loss of timws in thumbing through log sheets. To the black-
board pleture wvas added & nev hosyd on wbich vas noted those
radilo characteristics which could only be obaserved by the
intercept operator {change of transmitier, lncreasing of
signal strength, tunlng to zero besat, change of radio opers-
tore, continuous notes, sending of Vis, atec.). These char-
actoristics vere also tabulated and compared vithi those on
the otvher blackbhoards. _

Thnls tiresome work was not done in vain. There emerped
the facts that the Pethfinders of the mizatory 5 Group tuned
%0 the zero beat of their frequency long befors thelr radio
traffic over the target was heard, and tbat ths same whistling
tones could be heard from jamping alrceraft of 100 @ mup
sipih iy after they took off from Foulsham. Alse that the
radio operators of 5 Bomber (roup wero changed frequently
on non-opsrational days, while during e miszion the same

operator remained on the key,

The ever more frequent daylight relds of the BAF vere
predicted without difficulty. If, for ezxample, 3 Eomber
Group was to fly at noon, there was no tuning traffic during
the morning. In short, an alerted group meintained radio

8ilence.
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Tuning trafflic probably originated with the ground
poraconnel rather than with thse alxborne radlo operators.
Perheps it was also sent during papair.abop Plights over an
airfield, but this vas not absolulely nocessary. Perhaps
it represented a certain playfulness or the part of radilo
repalr sergesnis who slso wished vo send & little radio
traffic. The non-appearance of this tuuing traffic became
one of the most lmportant clues for the Luftusaflfe SIS in pre-
dicting & coming attack.

The Following depicts the sequence of events in a night
raid, showing how, in the latter years of the war, it could
be ldentifisd by SIS, ard advance warnlag glven:

1700 houps:

180C hourg:

1825 hours:

1825 hours:

1900 houys:

191C hours:

1920 houra:

1935 hours:

Iepeaster units have been zlerted for operations
during the first bhalf of the night. Whethar
Ealifax squedrons are to ke used also is pot yet
kovn, & Group commznds speciel attsntion,

100 Group haa already taken off,

Tae first aircraft o 100 Group has been plotted;
it veported damage, By wscns of many bearings
its course is learned; 1t iz flyling over Dunkirk
on & 3outhesst course towsrd the Charleville
area.

A bombor code message 1n ths new settlng, which
iz only valié for ons nighi, 13 sent by an alr.
fleld of 1 Croup; this weans trat tbe airoralt
of 1 Group ars already aliroorne, but thelr
course 1s stlll unknown,

The monitoring of Allied aireraft reporting
nstvorks, cerried out by Meldekopf 2, indicates
a large eneny (Britich) formatiop in. the Sonmme-~
Muendung area. At this point an advance warn-
ing 18 broadeast to ¢ll parties concerned,

An 07U aircraft attompts to hore on an airfield
of 5 Group and 13 turned awvay by the alirfield
D/F zectlon (certeain "Q"-.signels). Therefore,
the participation of 5 Group must be reckoned
with. The HF and VHF D/F anetworks are alerced
to monitor the freguencles of 5 Group.

An aircraft with & knowan oporatiopal call-sign
roquests a check besaring from the airfleld D/F
section of the Halifax units. Therefore, tus
Halifsx units also wvarrant attention.

The Allied Air Raid-Reporting Service raports

a second vave of alrcraft. It is probable that
on this night all groups are taking part . in the
raid.
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1945 hours:

1950 hours:

2000 hours:

(—\ 2010 hours:

2020 hours:

2025 houws:

2030 houra:

The firat line bearing on ¢ "Magic Be." (H2S)
iz weported. Since m  lntercept iz now
bringing results, the course of tune enemy units

. can rov b3 checked, depznding on the sumber of

besaringa. Once ths course is accurately deter-

mined, night-fighters caan be brought into play.

A "Megic Box" is plotted over the Dsutsche Bucht.

Since no jamuing afrcraft fly into this area,

it can only be a Mosqguite flight or a nire-lay-

ing aireraft.

The control stations of 4 amd 6 Groups tyransmit

"winds aloft” mossages on & €Q call-up. From

this 1t is known that ths {irst vave conalsts

of Halifax squadrons of 4 and ( Groups, led by

Pathfinders of 8 Group. Tiz bomb-release sig-

nal can be aygpescted within 20-30 mlnutes of the

"winds aloft”™ wossapges, and thorefors the f rma-

tion vill probably mot intrude deep into Germany

proper. Attentiom must now be given to ths

Boomerang-controllec Mosquitos of 100 Group.

The firast wave 13 plotted by radar intercept;

course iz torard thes Khipe-Westpbalia Iindus-

trlal diztriet. Tuo second wave ls plotted

for the first tine in the Rheims area.

A "einds aloft" mousage is heard ob ths 1

Group fraquency; this time it iz sent by the

aireraft to the control sfation. 1 Group,

therefore bas peastrated deeper than the Hall- |
fax formetion, This information &llows identi-
fication to be given to previous "Haglc Box"”

Plota on this unit.

Note: 100 Group usually flies in & wide forma-
tion, veillng the movements of other
groups, and making it difficult to deter-
mine ths course of individusl unitsa,

The ldentification of &l Jjamming aircraft vhich

have been plotted is successfully completed,

end their rolative positions with respect to the

individual units clarifiad; points of coacen-

tration of ths Jaxming sireraft can nov be
rgported. -

Zaro beat tuning opm ths msadquerters frequency

of 5 Group 1s hesard. Accordingly, fresh warning

is given of activity on the part of this danger-
ous grouy whose course is £ill unknown.
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2035 hours:

2037 hours:

2039 hours:

2040 hoursa:
2050 hours:

2055 hours:

The Boomerang-contrclled target-markers for
the Halifax formamtion ere plotted. OSpecial
local wvarning 1t glven to the area in vhich
the attack is expscied.
Intsrception of Pathfinder R/T traffic (VHF)
on the "C" frequency of 8 Group; the aircreft
are identified as Boomerang-controlled HNosguitos.
A report o Lho ZAP siwens: Halifax forma-
tlion vili ¥sleane Douwbs in few minutes.
"Winde aloft" messages arz anov sant by Path-
£inders of 8 Group 2lzo. Th> contents are
identical with those smeu% by 1 Group; thus,
8 Group ave the Patufirders for 1 Group. To
vhat eztent 8 Qroup is & pert of the main
homber stream 18, for the praesent, still not
clesy,
The report on the gtrength of the intruding
formptions states:
ao) Balifex formmtion spproximately 380-450
sivcraft {Laneasters of 6 Group have pro-
tebly not accomranied them), led by Mos-
quitos.

'bb) Lencester formation hooding tovard South-

vegtern Gervany with about 300 aircraft
{to what extent 8 Gronp, excoept for 1ts
Pathfinders, 1s reprosented is the forma-
tion romeains uncertain).
cc) 5 Group is active in updeterminsd strepgth;
arec of operations for the present unknown.
d4) Mosguito formation of 60-80 alreraft to-
vard Borlin (target iz only presumed, since
Hoaquitos rogulerly attack Berlim at this
tims of night),
3 Group will probably noi operate, since train-
ing activity is taklang piace on their atrfields.
A sm2]l}) amount of trzinipg Fiight activity be-
glns on two alirfields of 5 Group., It 1s there-
Forye presumsd that specinlized sguadrons are
carrying out a special mission,.
OT0 sircraft of 93 Group wre racelled to their
bnaes,. Congaguently thers 13 probably a bad-
veather front movimg toward thelyr airfields.
The U/T companles are instructed to pay speclal
attontion to rerouting ovders from the control
stations of this group.
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2115 houwrs:

2135 hours:

2140 hours:
2140 hours:

2145 hours:

2145 houra:

2150 houys:

The comtyol statiom of 8 Group sends a CQ
message glving & report of vwinds aloft over

the target. This indicates that the Lancaster
formation will drop itz bombs vithip the next
half bour. The target area can then be deter-
mined by computing the distance that ths lan-
casters fly in the next hal? hour {thkeir course
veing already koovn), ond advence verning glven.
The control station of 5 Group resumzs its nero
veat tuning., It might be for D/F purposes and
5 Group might b2 in the viecluity of the target.
Rigort from Jagddivision 7 tergot-markeps over
city X,

Alrcratft of 1 Group zemd "wlimds gloft” massages
for a soction already flown through {for yeturn
£1light purposes). The resuli 1o an SIS messapge
stating: lancasteor formation hss reachsd the
target; no further peostration to ths erst.

The control station of 3 Grovy sends an order
to @ squadron from Waterbeach, diverting 1t te
another airfield. Either tho bad weatbher front
38 already roachsd the 3 Group basses, or Hater-
beach must be kept open for aircraft returaning
from opsrations.

¥V/T Pathfinder traffic fra:n the control station
of 5 Group is intercepted. AHAccordingly, the
special squadroms of ths Group &re in an ares
dircctly im fromt of the targwt. At ths Haslde-
kopf great exeltemsnt provaills; whers are ths
alrcraft? The possibility that they are over
Germany is slight, bacause no flights wore
raportad wvhich bave not been identified by SIS,
After mueh telephoning to various tactical
headquarteors it is finally learnsd that a
rather sx3l]l bomber formation iz approaching
Bergon, Immediately an ldentification is made:
those are the special squadrons of 5 Group.

The firat plot on & "master of coersmoniss” of
5 Group confirms thia assumption; the spsclal
squadron from Coningsby 1s flylng over Southsrn
Norvay.

An airereft of 8 Bomber Group sonds the first
report of resulis; it is plotited om its return
fiight from ths area of city X in southwestsrn
Germany. The roturn flight of the main bombor
stream bas thorefors begun.
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2150 hours: The Halifax airficlds beginm sending reports of
veathwr over tase. Ianding corditionz seem to
be faverable 1n their avea,

2153 hours: The first report of .egulis La intevcepted on
the Coningsby airfilad frequency: it 1z irmmedi-
ataly vepeated on tha Grrup freqguency.

Nota: The Pathfinder txulffic of thls group
was espaciall~r lasavesting. The "maastera
of ceremonisa’ Tor the most part did not
avall themselsss of the three-letter cods,
and used plais wext. 5 Bombey Group,
vhich in other mitters was gonerally ac-
knowledged te bs & well-trained unit,
often employed mew types of radio pro-
cedure car lessly. Thz introduction of
"winds aloft" messagsr 1ln December 1943
can be cited =8 2y exemple. Instead of
using thke vell -compiled code provided,
wen3apes vere gont precticelly unencodaed,
or at least thoss parts vore left unon-

- cerled vhich vore jsest important to SIS,

(“ ATter several alirewalt had measureai the

- velocity of winds Alioft on 4 certalin
section of th» routo, and passed this
inFformation o1 o tmir alrfield, the
h3adquarters then somputed the probabls

- wind veloclity for that section of the
route 3till to b3 flown, and transmitted
this intelligencz to 1ts alreraft in
flight. Sisec the ccde letters used
for this puryose ware easily broken, the
hoadquarters sctuvally rovealed the Intsnd-d
éspth of ponetration of 1lts bouwbors, and
gave SIS ep opportumity Lo fetermine the
tavget ln advemes, te inform the Command

’ betuveen which degrens of lopnglitude the
Lebes vould chikage course, vhkon they
would drop th~ir vombs, how maany maln
vaveg thewre vould de, ete. It was es-
pecially easy in *he caze of & Group
to determline 1ts divigion into various
waves, becausd the Group bzadquarters
sent & "winds aloft™ message to eech
separate vave. The Pathfinders of 5
Croup alsc used plaim language when W/T
traffic was first introducsd; only
. later di¢ thay go over to ths use of a
(h\ spoacial three-ietter code which changsd
daily.
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2155 hours: A bomber code message from the headquarters of 1
Group is declphsred and is found to contain re-rout-
ing instructions,

Note: Several tlmes it happened that the bombers
wvers called back by their control stations,
shortly after passing over the Engllsh coast;
in such a case certaln aircraft recelpted
for the message. It was not determined td}
what extent the British had to authenticate
unusual messages. Under certaln circu..
stances the Luftwaffe SIS might have been
.able to send decoy orders to the bomber
groups. However, such an attsmpt was for-
bldden by the Chi-Stelle, because it was
afraid, by such a practice, of causing all
Bomber Command W/T traffic to dry up.

Whatever further traffic was intercepted from the bomber
formations on their outward flight could no longer be used tactic
ally. Individual QDM's and reports of weather over bases pointed
to landings; as a rule, flight-control trefflec from the air-
fleld D/F sections was of a minlmum. Emergency calls from dam-
aged airceraft served for purposes of statistics. Only if German
long-range night fighters pursued the bombers on the'r return
flight, did these messages have any tactical value.

By far the greater part of the effort was consclously
directed to producing possibillitles oy wigdly veriiBg from the
traffic of the RAF Bomber Command. All the possibillities un-
covered were similarly applied to the monitoring of the Bth
USAAF. However, in this case no such exertion, as following the
Britiash bombers required, was needed. The Americans were much
more massive and primitive 1ln thelr tactics, and can scarcely
be said to have prsacticed restraint in thelr voluminous W/T and
R/T traffic,

Long-interval advance warnings of ralds by American bomber
formations could usually be given as early as 2300 hours on the
night before a daylight attack. The filrst indlication of the
rald proper was the interceptlion of traffle fiom weather reccon-
nailssance alrcraft. The weather ships sent thelr resports to
thelr home bases, as well as to certain prescribed headquarters.
In this way they could be D/Ffed, and then 1t could be stated
quite definitely into which areas the 8th USAAF would fly.

Zero beat tunlng was heard on the bomber division frequencies
in the early mornlng hours precedlng a raid. Next, the take-off
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cf the indlvidual units was monlitored, During ths assembly,
winleh contlnued for as long as two heours, depsnding on the
gize of the rald, an exact gplcture of the composition and .
strength of the formations was cobtained from VHF R/T traffic.
A certaln code-word then indiceted that the bowber division
v&a8 Setting 1ts course, Resesrch work, &s in the case of the
RAF, was really not necessary; the Arericans apcke of whatever
tkey vwere dolng oulte openly. .

The following is a descrlipiion of tha courase of a typleal
Amarlcan heavy bomber rald, and, &s in ithe ¢ase of the example
of an RAF raid, represents tactlcs during the latter years of
the war:

2700 hours: Since R/T and W/T cualng trailic i3 belng sent
from Sth USAAF air’ields, a rald must be Lniended
foer the next day.

0330 houra: A weather reconnaissance airgraft from Molesworth
sends a message. A fix cannot be obtained from
this on2 message.

Q430 hours: Now weather ships of the 208 and »rd Somber Divi-
sions sznd messages; they are plotted over thse
a3zsembly area 1n Englsnd,

0515 houra: A light jamming-screen eppears over the southern
portion of the North Sea, snd off the eastern
coast of England. At the sam¢ time the filrst
take~of'f messages are Latercepted on W/T frequen-
cles, The Tirst operational csell-signs are sent
on the slrfield W/¥ frequencles, an indicatlon
thhat no training flignt, but rather a rald, 1s
taking place. '

0520 hours: A second weather re.onunalssance alrecraft of tae
3rd Bomber “:ivision is plotted while sending a
message {rcu g position over France. Inference:
the 3rd Bomber Division, at least 1lan part, will
assembls over the continent {thelr assembly areas
are learned froa D/F-ing the radlo beaccns, as
well as from captured documents). .

3600 hours: Although it is known from the preceding W/T trafl-
fic, as well as from HF R/T messages, that the
assenbly is teking place, 1t is curlous that still
no VH¥Y trsific ls heard. .

0620 hours: Individuel aircraf: are heard in tuning traffic
with thelr ground steitilons { these tuning mersages
are especially frequent in the case of the 2nd
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OF00 hours:

0730 houvrs:

0740 hours:

and 3rd Bomber Divisicnr), TReoarinzs iudicate
that they are neaifinz toverc thz centlinent. A
few formztlon leaders of the 2né Bomber Dlvision
are nov heard on VHF B/T, still over the sassembly
area in Ergland, :pprczimetely over Crcmer. Witn
the exception Of recounnslcosencse alreraft, ther
i »til} no sign of the 1:i Pomper Division (the
Bauber Divigion, caspecielly in the lest
period of the war. @ s ged exem)lary restralnt
in wis use of adlol. & pleiure of the situstion
13 nav passed on 0 tie peop’e aoncernsd: the
2nd and 3rd Bomber Divis.ons arz nasembling over
the conulnent 1In considarable strength; of the
1st Bombher Division, ihiuh will a..30 probably
take part In :nis op=ration, acthing can yet be.
gaid as teo when a:d wiers it wlll asseubls.
A jenming scercen 18 rcegorted over the Belglum-~
Bollend border svea. 1T 1s not & relishle indica-
tion of & four-en:inad rald; 1t can just as well
be & screen for a Marauder ailtack.
At tha same time ithe Filyst VEF treific from the
assenply ares over France is intevcepted., Call-
signs of formatior Loadens snd squadron colops
are leasrned. Yhe DAY L glven o nreliminary plc-
ture of the expec.ed strength whil.e the divislion
is s8%il11 asseumbhling. Durling the sssemol)y, ansvers
to cuestlons cone:rnlng the stage of assembly are
being given to interssted headquarters; at the saix
time, the signal int=zlligsince pic,ure is being con-
pleted by callis to tase 315 cut-statlions.
ALl the combat vi-sgs nava now besen D/F'ed; whlle,
up %0 now, ordera havc been given principslly on
the wing frequencies, now the mescages are ssent
on the division frequency. Thereicre the assembly
is nearing 1ts firas stege. MNeanvhile the lst
Ecorver Division hes Leen heard in 1lts assembly
ares over France, so that a comprehensive plcture
of ithe alr situaitlon can nov bde giwven; ornly the
stage of a&ssenbly in ths case of “he 1lst Bomber
Division ia s¢till not Znown,
The first RST tra’fic on the Frequency of the
fighter ezcort is heard; the approoch flight must
begin in the next fey minutes,
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Q745 hours:

0800 hours:

0900 hours:

The firzt message during the flight to the target
is intercapted. 1t reads as follows: on time
minus eignt, on course, visibility three, too
{time of origin) 0740.

At this point the defense is alerted., By D/F-ing
these obligatory megsages the exsct position of
tha formation is learned. In the case of the 3rd
Bowber Division, each combat wing commander has

to send one of thess messages; thus the Luftwaffe
SIS can detsrmine the strength of this division.
Generally, 1ts strength can be reported qulte
accuretely to German tactical headquarters during
the fllght from the sssembly area,

E.rly in 1944, some unit commanders of the 1:¢
and 5rd Bomber Divisions even avalled themselves
of the MF D/F network, in order to orient them-
selves while still over the sea on thelr outward
flight. It was gulte obvious that practically
nothing was being done to conceal the Iintentions
of an attack, '

Hencef'orth, continuous tracking ls guaranteed by
p/F~ing the abundant R/T and W/7T traffiec. A third
prolifiec source 13 bearing on the "Mickey" equip-
ment,

The first weather shlps, reconnoitering the out-
wvard flight course, are heard on R/T, and appropri-
ate D/F stations ere detailed to monltor them con-
ginously. By following ©:-m, the route of the
bombers 2un be accurately predicted.

There vsre days on vhich these weather reconnais-
sance eireraft could he plotted enroute to the
t.rget, wwo hours belore the bhomber formations
left the assembly area. In the last perlod there
vas an increase in the number of cases where their
messages Yere not-sent through relaying alreraft
on VHF, but on W/T, Speclal mention should be
made of those weather ships of the 15th USAAF which
revealed targets to the Luftwaffe SIS many hours
befors the raids actually bejzan,

The flrst Germen fighters are mentiocned in the
bomber R/T traffic. Large-scsle serial battles
were not frequently revealed in the signal intelli-
gence pilcture; only in the case of several heavy
ralds on Berlin was there a plethora of reports
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of attaclks, of comments on the aggressiveness of
German Clghters, of curaes from the unit commanders,
and reprimands to theilr dlsorganized formations,
The siznal Intelligence picture was not a very
fruleful source of intelligence on Allled losses,

Y930 hours: The recounalssance alrcrsft report vweather over the
tapget {us a rule for several teargets), and advise
thz homber formation as to whether the bombing
should be done visually, or by instrument.

uYyl5 hours: The switching on of "Mickey" equipment indicates

that the bowmbers are pivotin§ towvard the target.
hours: 7The formetion Leader of the rirst wave glves the

ordar: "Somb bays open" (clear text or code-vord).

hours: Wing after vwing gives 1lts bomb~release signal., Code-
words ocuasionally used for this order varied ac-
cording to the division,

1Q00 hours: 'The flrsh reports of results are Ilnutercepted.

1100 hours: The first reports of weather over base are hesrd,

c

Lugs

Y5

A%

Note : Declphering of bcmber code messages presented no
difficulties. They could be read with a depth of
—(#\ only three or four messages. The deciphering vas

facilitated by th= fact that the most of the enci .
phered messages had been previously heard in plain
language on R/T. Therefore it was only & problem
of organization to collect thls abundant materisl,
and to concentrate 1t ir the hands of the duty
officer without any delsay,
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VOLUXE 5
Tab A

A Fu Luft (Aufklaerung Funk Luft?). See Air Redio Reconnais-
sance (Ailr Force Journsl).

Alr Force Administrative Aves.--Luftgou.

Alr Priscner of Var Transit Camp.--Durchgangslac=r Luft (Dulag)

Air Radio Reconnaissence (Air Force Journal).--Aufkleerung
Funk Luft? (A Fu Luft).

Alr Tfenal Battalion,--Luftnachrichten Abteil (Ln abt).

Alr Siguz). Regiment.--Luftnachrichten Regimsnt (In Regt).

Alr Warning Reportinp Centers.--Meldskopf.

Albrecnt, ;s '8t lieutenant., Member of Group III, Divi-

sion III of Lui~f Signal 0ffice.
Anlsgenband B zu Kriegsis ebuch Nr. 4 (1. Abteilung) vom l.ﬁ.#ﬁ

bis 15.3.45.-~3upplement.~v Volume B of War Diary No.
(Division 1) from 1 Jen. 45-.17 March 45,

Anti-Aflreraflt Command.~~-Flakkorps,
Aufklasrung Funk Iuft? (A FPu Luft).-~See Air Rrdlo Reconnais-

sance (Air Force Journal). .
Becker » 1lst Lieutenant. Chief of Sectlion B of the Signal
IntéIlligence Agency (Chi Stelle) which was in charge of

eveluation on the Western Front.
Beulmann, Franz, Major. Chief of Group I, Division III of the
Chlef Signal 0ffice.
Bolich, ; Speclalist. HMember of Group III, Division III of

Chief Signal QOffice,
Bruehl, . Colonel., Chief of W-Leit 3 in Athens in July 1942
Camerlander, > Major, CO of LN Abt. 355 in Norwvay.
Central Air Raid Werning Unit.--Zentraler Gefechtsstend fuer
Funkesusweptung (ZAF).
Chef des Stabes, Generalnachrichten Fuehver. S8ee Chief of 3taf?

to the Chief Signal Officer.
Chief of Staff to the Chief Signsl Officer.--Chef des Stabes,

Generalnachrichten Fuehrer.
Chief of the Air Raid VWarning Service for Germany.--Funk-

aufklaerungsfuehrer Reich (FAF).
Chief Signal 0ffice, Divisions I, II, III,--Generalnachrichten

Fuehrer, Abteilung I, II, III (Gen Nafue/I, II, III).

Chief Signal 0fficer of the Air PForce.~-Generalnachrichten
Fuehrer (Gen KaFue).

Chiffrier Stelle, Oberbefehlshaber der Luftwaffe (Chi-Stelle/
OBdL). BSee Signal Intelligence Agency of the Commsnder
in Chief of ths Alr Force.

Chi-Stelle/OBdL (Chiffrier Stelle, Oberbefehlshaber der Luft-
vaffe). See Signal Intelligence Agency of the Conmander

in Chief of the Alr Foxce,
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Chlubek, Gerd, lst Lieutensnt. Member of LNR-353. (ryptana-
dyst on Russian traffic.

Commander in Chief of the Air ’orce.--0Obsrbefehlshaber der

~ Luftwaffe (OBAL).

D-8. Selected documents from War Diary #2 on Division 3 of
Chief Signal Office,

Direction-Finding 3tations {cover name: weather research sta-
tions).~-Wetterforschungsstellen (Wo-Stellen).

Duleg (Durchgangslager Luft). See Alr Prisoner of War Transit

Camp.,

Durchgangslager Luf't (Dulag). See Alr pPrisoner of VWar Transit
Camp.

Durr, s, General. Inspector General -of the German Alr Force

Signal Equipment.

Elck, Hans, Colonel. CO of LN Regt 353.

Etzer, , Speclalist, Membar of Group II, Division III of
Chief Signal Office, .

Evaluatlion Centers (cover name: Weather Control Stations).--
Wetterleitstellen {W-Leit).

FAF {Funkaufklaerungsfuehrer Relch). See Chief of the Air Raid

. varning Service for Germany.

Felchtner, Ferdinand, Major. CO of LN Regt 352.

Fighter Wing (in USAAF),--Jagdkorps,

Fischer, . Captain. Air Intelligence officer on Eastern
Front, Speciallst on Russian Air O/B.

Flakkorps. See Anti-Aircraft Commend {(in USAAF).

Fllegerkorps. Bee Wing (in USAAF).

Flight {in USAAF).--Staffel.

FHMBSt (Funkmessbecbachtung-und Stoerdienst). See Radar (Obssr-
vation and Jamming Services,

Forater, s Colonel. Chlef of RHadlo Alr Warning Service.

Franz, s Major. Chilef of Divislon I of the Chief Signel
Office. '
Friedrich, , Lt, Col. Chief of bivision III of the Chief

Signal Office (Signal Intelligence Service) and of the
Chi-Stelle (Signel Intelligence Agency).

Friese, , 18t Lieutenant, Member of LN Regt 351.

Punkaeufklaerungsfuehrer Relch (FAF). See Chief of the Air
Rald Warning Service for Germany.

Funkbefehlsstand. See Hadar Intercept Center.

Funkleitstand. See Radar Control Post,

Funkmessbeobachtung-und Stoerdienst (FMBSt). See Radar Obser-
vation and Jamming Services.
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GAF 5IS.--Uberkommando der Luftwaffe, Generalnachrichtenfuehrer/
III Abteilung {UKL/Gen Nafue/lllg
Generslnachrichten Fuehrer {Gen Nafue
of' the Alr Force.
Generalnachricnten Fuehrer, Abtellung I, II, III (Gen Nafue/
I, I1, II1}. &See Chief Signal Office, Divisions I, II, III.
Gen Nafue (aaneralnachrtchten Fuehrer). See Chlef Sign&l Officer
of the Air Force.
Gen Nafue/1, II, III (Generalnachrichten Fuehrer I, I1I, III).
3ee Chlef Signal Offlce, Divisions I, II, III.
German Air Force High Command.--Oberkommando der Luftwaffe (OKL).
German Home Defense Air Force.--Luftflotte Relch.
Geschvader. See Group (in USAAF).

See Chlef Signal Officer

Goerner,  , Corporal. Menmber of LN Regt 550.

Gosewiach . Major General. Inspector General of the Luft-
waffe “STgnal Corps.

Gromall, , Mz jor. Worked on development of German Alir Force

equipment.

Grougy f%n UuAAF} --Geschwader.

Group of the Signal Intelligence Agency.--Gruppe.

Gruppe. See Group of the Signal Intelligence Agency.

Gruppe. See 3quadron {in USAAF).

Henschke, _, Lt., Gen. Director of Alr S5ignal Replacement
and Training Units.

Herold, Wadlm, Captain. CO of IIL/LN Regt 35

Hoeherer Kommandeur der Funkaui Pklacrung (Hoehr ‘Kdr 4 Fun&aufklrg)
See Senlor Signal Intelligence Officer.

Hoehr Kdr Punkeufklrg (Hoeherer Kommandeur der Funkaufklaerung).
See Senilor Signal Intelligence Gificer,

Holetzke, |, Captein. Member of 1/LN Regt 353.

Horchabteilung. See Signal Intelligence Battalion.

Huebner, Erizh, Capgtain., Chief of Section C of the Signal
Intelligpnce Agency.

I-13, Composite Report on Twp Interrogations of Oberstlt.
Friedrich, Chief of the GAF Sigint Service. A TICOM pub-
lication,

I-41. Report on First Interrogation of Major Oeljeschlaeger .
Addendum: Interrogatlion of Major Beulmann., A TICOM pub-
lication.

I-65. Interrogatlions of Capt. Herold, LN Regt 353%; 1lst Lt.
Werther, LN Regt 353; Lt. Ludwig, Chi-Stelle; and 1st Lt.
Leichtle, LN Regt 351. A TICOM publication.

I-7u., Paper on the German Air Force Signel Intellligence Service
by Lt. Col, Friedrich, Chief of 3rd Division of Chief Signal

Office and Chief of Chi Stelle.
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I-107. Preliminary interrogation of Qpltn. Chlubek and Lt.
Rasel both of III/LN Regt 353.

I-1vy, grans%at%on)of o Report by Lt. Ludwig of Chi Stelle
Ob.d.L. (Bef,.B) based on questions set
A TICOM “ublication, e for him &t A.D.I.{K).

I-112. Frelluninary interrogation of Specialist Dr. Ferdinpand
Voegele {Chi Stelle, 0b.d.L)} and Mejor Ferdinand Feichtner
(0.C. of LN Regt 352, ete.). A TICOM publication. '

I-119., Further Intevrogatlion of Reg. Rat. Voegele and Major
Felchtner of us¥ Siglnt., A TICOM publication,

I-120. Translation of Adumework by Obltn. W. Werther, Company
Commander of 7/LN Rgt. 353, written on 12th August 1945
at A,D.I.{K). A TICOM publication. _

I-121. Translution of Homework by Obltn., W. Werther, Company
Commender of 7/L.N Rgt. 353, written on 12th August 1645
at A.D.I.(K). A TICOM publication.

I-126, Homework by Major Feichtner, C,0. LN Regt. 352. A
TICOM publiication.

N I-130. Homew:rk by Hauptmann Herold, 0OC of LN Regt IIX/353.
A TICGM sublicavlon.

I-13%, Homsvork by Lt. Rasch of III/LN Regt-353., A TICOM
publication,

I-134%. Homuwork by 1lst Lt. Chiubek of III/LN Regt 353. ' A
TICOM rublication, _

I-135, Homswork by Lt, Ludwlg of the Chl Stelle Ob.D.L. A
TICOM publication. _

IF-175. G&:sbourne report, Vol. XIII. "Cryptanalysis within
the Luftwvaffe 8I8." Frox Commanding General, 9th Alr
Forc::,

IP-176. :eesbourne report, Vol. III. "Operatlons and Technlgues
of “he Radio Defense Corps, German Wehrmacht." From
Conrianding General, Y9th Alr Force.

IF-177. Seabourne peport, Vol. I. "Introduction and Report."
Froaa Commanding General, 9th Alr Force,

IF-178. seabourne report, Vol. II. "Blographles of contri-
busors.”" From Commanding General, Yth Air Force.

IF-17¢. Seabourne report, Vol. IV. "Blography of Major Ferdi-
rand Feichtner," From Commanding General, $th Air Force,

IF-1''). Seabourne report, Vol. V. "The Chi-Stelle.” From

© Gommanding General, 9th Alr Force.

IF-23l, Sedbourne report, Vol. VI. "origins of the Luftwvaffe

SIS and History of Operations in the West." From Command-

ing General, Yth Air Forte,
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IF-182. Seabourne report, Vol. VII. "Technicsal Operatiocns
in the West.," From Commanding General, 9th Air Force.

IF-183. &esbourne report, Vol, VIII. "Miscellaneous Studles."”

, From Commsnding General, Yth Alr Force.

IF-184. Seabourne report, Vol. IX. "History of Operations in
the South,” From Commending General, Yth Alr Force.

IF-185, Seabournse report, Vol. X. "Technical Operations in
the South Luftwaffe SIS." From Commanding General, Yth
Air Force,

IF-186. Seabourne report, Vol. XI. "History of Operations
in the East Luftwaffe SIS." From Commanding General, Yth
Air Force. g

IF-187. Seabourne report, Vol. XII. "Technical Qperations in
the East." From Commanding General, Yth Alr Force,

IF-189. "GAF Signals Intelligence in the War." ADI (K).
Report #402/1945,

Jagdkorps. See Fignter Wing (in USAAF).

Jering, Karl, T/Sgt. Member of Section C of the Signal Intelli-

gence Agency.
Jordens, , Captain. Adminstrative CO of LN ABT 350 {Chi-

C—\' Stelie as of the 1Yi4 reorgenization).

Klenitz,.... , Colonel., Air Force Intelligence Officer. No
other information available through TICOM.

Klemme, s General. Senlor Signal Intelligence officer,

Klocke, s Pr. German Alr Force Intelllgence expert on
Russian Air 0.B. :

Kriegstagebuch (KTB). See W.r Diary.

KTB {Kriegstagebuch). See War Diary.

“Kupf'fer, » Major, Liaison officer to German Air Force
Headquarters from Section D of the Signal Intelligence
Agency. Outstanding authority on Russian Alr (.B.

Kullman, , Major. Chief of Group III, bDivision III Chief

" Signal Gffice (radar monitoring and jamming.)

Leichtle, CGeorg, 1lst Llieutenant. Member of Section A of the
Signel Intelligence Agency.

Lier, Guenther, Lt. Member of LN Regt 352.

Ln Abt (Luftnachrichten Abteilung). See Alr Signal Battalion.

Ln Helf (Luftnachrlchten Helferin). See Women's Auxiliary
(WA) (technical).

Ln Regt (Luftnachrichten Regiment), See Air Signal Regiment.

Loebell, , Major General. CO of Air Service Area (Luftgou) I.

Local Alr Force.,--Luftflotte.
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Ludwig, Martin, Lt. Member of Section B of the Signal Intelli-
gence Agency.

Luftlotte. See Local Air Force.

Luftfiotte Reich.-~German Home Defense Air Force.

Luftgau,--Alr Force Administrative Area,

Luftnachrichten Abteilung (Ln Abt). See Air Signal Battalion.

Luftnachrichten Helferin (Ln Helf). See Women's Auxiliary (wA)
{ technical).

Luftnachrichten Regiment (Ln Regt). See Alr Signal Regiment,

Majer, Xarl, . Member of LR Regt 352, _

Marks, s Lt. Once assigned to Signal Intelligence Agency.

Martini, s General. Chief Signal Officer of the German
Ar Force,

Meldel-opf.--Air VWarnlng Reporting Center,

Mooshake, Otto, Lt. Member of LN Regt 351.

Morgenstern, s Colonel, Chlief of 3taff to the Chief Signal
(fficer of the Germsn Air Force.

Mucke, Helmut, Lt. Member of Regt. 353.

- Naumann, s senior Speclallst., Chief’ of German Air Force
r Weather Service,

Nonnast, , Speclialist. Chief of Group V, Division III of
the Chief Signal 0ffice {personnel).

Novopashni, s Prof, Member of 3lgnal Intelligence Agency.

Oel jeschlaeger, Franz, Major. Chief of Group II, Division IIT
of the Chief 3ignal Office,.

OBdL (Oberbefeblshaber der Luftwaffe)., See Commander in Chief
of the Alr Force.

Oberbefehlshaber der Luftvaffe (0BdL). See Commander in Chief
of the Alr Force.

Oberkommando der Luftwalfe {0KL). See High Command of the Air
Force,

Oberkommendo der Luftwaffe, Generalnachrichtenfuehrer, Abtellung
I1I (0KL/Gen Nafue/III). See GAF SIS (German Alr Forcs
Hligh Command, Signal Intelligence Service.

OKL {Oberkommando der Luftwaffe). S3ee German Air Force High
Comnand . :

0XL/Gen Nafue/III (Oberkommando der Luftwaffe, Generalnachrichten-
fuehrer Abtellung III). See JAF SIS [(Germen Alr Force
High Command, 3ignal Intelligence Servicez.

Oberkommando der Wehrmecht Chiffrierabteilung (OKW/Chi). See
Signal Intelligence Agency of the Supreme Command, Armed
I'orces.

OKW/Chi (Oberkommando der Wehrmacht Chiffrierabteilung). See
Signal Intelligence Agency of the Supreme Command, Armed

(‘\; Forges.
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Pick, Berthold, Lt. Asat. Chief, Section E of the Signal In-
telligence Agency.

Porth, , Captain. Chief of Group IV, Divislon III of Chief
Signal Office (cryptographic security).

Radar Control Post.--Funkleitstand.

Radar Intercept Center.--Funkbefehlsstand,

Radar Observation and Jamming Services.-~Funkmessbeobachtung-
und Stoerdienst (FMESt).

Radlo Intercept Statlons (cover name: Weather Radioc Receliving
Stations).--Wetterfunkenpfamgtellen (W-Stellen).

Rasch, ¥Werner, Lt, Attached to 3rd Battalion, LN Regt 353,

Referat. See Secticn of the Signal Intelligence Agency.

Ristau, , Major, CO of LN Regt. 351.

Rueckheolm, , Captain. CO of LN Abt 357.

Ruhling, , Captaln. German Air Force Intelllgence Specialist

on Russf{an Ai». 0. B,

Sann, , Lt. Attached to LN Regt 353.

Schatgz, , Corporal. Attached to LN Abt 350.

Scheldl, , Captrin. (O of 1st Battalion of LN Regt 353.

Scheppelmann, , Corporal. Attached to LN Abt 350.

Schenerle, Ervin, Lt. Attached to LN Regt 351.

Schieferdecker, __ , Specislist., Member of Group IV, Division
III of Chief Signal Uffice.

Schieran, , Specilalist. Member of Group II, Division III

of Chief Siaznnl Office.
Schlottman, Gert, '#/Sgt. Attached to LNR 352. ,

Schnippering, ; MajJor, In charge of research on allied
methods of communication.
Schulz, , Lt, Membsr of Group III, Division III of Chief

Signal Office.
Schulz, Helnz, Lt. Attached to LN Regt 352.
Schulze, , Dr. Lt. Col. Chief of Division II of Chief

Signal Office (communications and cryptography).

Section of the 8ignal Intelligence Agency.--Referat.

Senior Signal Intelligence Officer.--Hoeherer Koumandeur der
Funkaufklaerung {Hoshr KDR d Funkaufklrg)}.

Sless, , Captain., Atteched to LN Abt 350,

signel Intclligence Agency of the Coammander in Chief of the
Alr Foroc.--~Chiffrler Stelle, Oberbefehlshaber der Luft-
vafie (Cni-5telle/0BdL).

Signal Intellligencée Agency of the Supreme Command, Armed Forces.--
Oberkomando der Wehrmacht Chiffrierabteilung {(0KW/Chi).
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Signal Intelligernce Battallon.--Horchabtellung,

Squadron (in USAAF).--Gruppe.

Staffel. See Flight (1in USAAF). .

Stamm, Werner, T/Sgt. Attached to LN Regt 352. :

Supplementary Volume B of War Diary No. {Division I) from
1 Jan.-15 Mar 35, --Anlagenband B zu Kriegstagebuch Nr. %
(1. Abt2illung) vom 1.1.45 bis 15,3.45,

Trattner, , Captain. CO of LN Abt 356,

Truemena, wilhelm, S5gt. Attached to LN Regt 353.

Voegele, Firdinand, Specilalist, Chief of Section E of the
Signal Tntelligence Agency and Principal cryptsnalyst of
the GAF,

Yon Lackum, , Lt. Attached to LN Regt 353,

Von Lingen, __» Lt. Cryptanalyst 1n Section E of the Signal
IntellTgence Agency.

War Diary.--Kriegstagebuch (KTB).

Watkinson, QGerd T/Sgt. Attached to LN Regt 351.

Werther, wWaldemar, lst Lt. Attachsd to the Tth Company, 2nd
Battalion, LN Regt. 353. The most capable cryptanalyst
on Russian Alr Force cryptogrsphlic systems on the Eastern
Front, :

Wetterforsen astellen {Wo-Stellen)}. See Direction-Fin.ing
3tations (cover name: vweather research stations).

Wetterleltatellen (W-Lelt). See Evaluation Centers {cover name:
Weather Control Stations). )

Wetterfunkempfanscellen (W-Stellen). See Radio Intercept Sta-
tions (cover name: Weather Radlo Receiving Stations),

Windels, Hans, Major. (U of 2nd Battalion, LN Regt 353.

Wing (in USAAF).--Fliegerkorps. i

Wisnilkow, _» Lt., Attached to Section E of the Signal Intelli-
gence Agancy.

W-Leit {(Wetterleitstellen)., See Evaluation Centers {cover name:
Weather Control Stations).

womea's Auxiliary (wA) (technical),--Luftnachrichten (Ln Helf),

Wo-ttellan (Wetterforschungsstellen), See Diragtion-plnding
Stations (cover name: weatheér.reSearch stations).

W-8tellsn (Wetterfunkempfangstellen), See Radlo Interéept
Stations (cover name: Weather Radio Receiving Statlions.,

ZAF (Zentroler Gefechtsstand fuer Funkauswertung). See Central
Alr Rald wWarning Unlt.

Zontraler Gefechtsstand fuer Funkauswertung (ZAF). See Centyal
Alr Rald Warning Unit.

Zuerr, , Major General. Inspector General of Germen Air
Force 8ignal Equbment.

{
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