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NATIONAL RECONNAISSANCE OFFICE 
14675 Lee Road 

Mr. John Greenewald, Jr. 
 

   

Dear Mr. Greenewald: 

Chantilly, VA 20151-1715 

15 Fe ruary 201 1 

This is in response to your e-mail dated 15 Augus 2009, 
received in the Information Management Services Center of the 
National Reconnaissance Office (NRO) on 18 August 2009. 
Pursuant to the Freedom of Information Act (FOIA), you are 
requesting "all documents pertaining to the test / opera ion that 
the NRO was going to run on September 11, 2001, that s'mulated 
an aircraft accidentally hitting one of the agencies 
buildings .. . " 

Your request was processed ln accordance with the Freedom 
of Information Act, 5 U. S.C. § 552, as amended. A tho ough 
search of our files and databases located eleven recor s 
responsive to your request totaling fifty- eight (58) p ges. 
These records are being released to you in part. 

The material being withheld is denied pursuant to FOIA 
exemptions: 

(b) (1), which applies to information currently an properly 
classified in accordande with Executive Order 135 6, 
section 1.4(c); 

(b) (2) which pertains solely to the internal rules and 
practices of an agency and allows the withholding f 
information which, if released, would allow circum ention of 
an organization rule, policy, or statute, thereby 'mpeding 
the agency in the conduct of its mission; 

(b) (3) which applies to information specifically 
statutes: 

50 U.S.C. § 403-1, which protects intelligen e sources 
and methods from unauthorized disclosure; an 



10 U. S . C. § 424 which states: "Except as re 
the President or as provided in subsection ( 
provision of law shall be construed to requi 
disclosure of (1) The organization or any fu 
. (2) . number of persons empl oyed by or 
detailed to any such organization or the nam 
title, occupational series, grade, or salary 
such person . (b) Covered Organizations 
National Reconnaissance Office"; 

(b) (6), which applies to information, the release 
could reasonably be expected to constitute a 
unwarranted invasion of the personal privacy of a 
individual. 
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The FOIA authorizes federal agencies to assess fe s for 
record services . Based upon the information provided, you have 
been placed in the "educational/scientific/media" cate ory of 
requesters, which means you are responsible for duplic tion fees 
( .1 5 per page) exceeding 100 pages. In this case, no assessable 
fees were incurred. 

You have the right to appeal this determination y 
addressing your appeal to the NRO Appeal Authority, 14675 Lee 
Road , Chantilly, VA 20151 - 1715 within 60 days of the d te of 
this letter. Should you decide to do so, please expla ' n the 
basis of your appeal . 

If you have any questions, please call the Reques er 
Service Center at (703) 227 - 9326 and reference case nu ber F09-
0134. 

Enclosures: 

s~;'L 
Stephen R. Glenn 
Chief, Information A cess 

and Release Team 

11 Responsive Documents (58 pgs) 



Exercise Concept 

NRO Emergency Response to a Small Aircraft Crash 

Exercise Goals 

NRO 
15 Feb 

1 .. Observe FDO/FSO procedures for taking command of crisis situation. 
2. Observe SCC communications. 
3. Observe Vance ProCedures for assisting NRO employees in ewcnating 

the building. 
4. Observe VUSO reactions to individuals requiring medical assistance. 
5. Observe NUrse response. 
6. . Observe use of Emergence Broadcast System usc. 
7. Observe OSF relocation. . 
8. Observe CAT operations. 
9. Observe actions to begin COOP. 

Scenario 

roved for Release 
ry 2011 



The flight started as most do . 

. John Lawrence was a pilot with Civil Air Inc, !l fractional ownership company flyin a fleet of· 
23 Lear 35As. Last night, John and his co-pilot Kelly Phillips repositioned the Lear, m their 
home base in Richmond, for an early morning departure ftom Dulles. Both pilo spent a 

· somewhat restful night at a local hotel, and mived at Hawthorne Flight service on the northwest 
ramp of Dulles International. The taxi dropped them off at Hawtbome's curbside ce: A 
short walk later and they were checking with the fixed based operator to ensure that breakfast 
trays as well as the coffee and beverage service had been loaded on the jet. 

After catchin~ a free . cup of coffee ftom the counter, both Pilots headed off for the flight 
planning room with a short stop at the . maintmance office. While they we:ren 't eel, the 
passengers wouldn't be miving for another 2 hours, they still had a number of tasks to ~lish 
prior to stepping out the door. 

Just down the hall from the main counter was flight line mainteoance. The jet 
basically code one, but John still wanted to have the number two engine checlc 
depaitwe. While inflight from Richmond, the number two engine had been running ali 
the EGT. Usually that engine ran a Uttle cooler than number one, but yesterday it was 
about 650 F. Still within tolerances, but about lOOF higher than usual. Aft« landillg. awthome 
was asked to check the engine out and make sure evc:rytbing wis up to speclc. After a f~ T minutes, 
the young lady behind the desk, informed them that the engine mechanic had . penqrmed and 
engine nm and had found everything to be \Yithin normal operating limits. John the 
report and headed down to flight plinning. 

Kelly was alre8dy there worlcing the flight plan numbers and manifest to the · ght He 
informed John that they would have 4 passengers and that the weight and ballnce was complete. 
Weather was going to be a problem today as the cold front that should have already mov through 
the area was stalled The current observation ·was for a soo·ceiling, layered up to .tligb level210 
with three quarters of a mile takeoff visJ."bility. After passing flight level 210 they shoul be in the 
clear. The weather to the west imd their final ~on was clear. John thc:o called burg and 
filed their IFR flight plan for a I 000 dep~ 

At 0900, the four passengers arrived and were met by John Lawrence. Kelly 
stepped to the jet, completed the ~flight inspection and was making sure everything as ready 
for their guests. After the trip briefing, and baggage loading was .completed the fi e left the 
terminal and proCeeded to the Lear. While John completed his preflight duties, Kelly the 
four passengers were seated and provided a safety briefing on the Learjet 3SA. 

The following is a cockpit and tower voice reconiing transcript of the final minutes of th tligbt 

TWR =Dulles Tower 
CAM! =Pilot 
CAM2 =Co-Pilot 
RDOl = Pilot Radio Communication 
RD02 = Co-Pilot Radio Communication 



• SR€RET/IX1 
Tune: Source: COntent: 

09.58:34 
09.58:42 
09.58:55 
09.59:02 
09.59:05 

09.59:20 . 

09.59:35 

10.00:12 

1Q.00:18 
10.00:24 
10.00:31 

10.00:52 
10.01:01 
10.01:05 
10.01:23 
10.0i:26 
10.01:29 

10.01:32 
10.01:54 
10.01:57 

10;02:01 

10.02:06 

10.02:10 
10.02:18 
10.02:25 

10.02:28 
10.02:32 

R002 Dtilles Tower, Lear 3186 Charlie set to go 19 left. 
TWR · American 354, winds 195 at 15 cleared for takeoff 
TWR Lear 86 Charlie, taxi position and hold awaiting radar release. 
RD02 Position and hold, Lear 86 Charlie 
CAM2 Okay John, take off checklist iS complete, recap Vl at 95 knots 
rotation at lOS and V2 at 135. Critical C:ngine out speed is 120. 
(sound of engines spooling up is heard as aircraft moves onto the 
runway) · 
CAM1 Roger, standarcf climb out, set and match the throttles after we 
the takeoff roll. 
CAM2 Right It sure looks auddy out there, I think I can see about a mil 
but that ceiling is Do [expletiVe deleted] there. 
TWR Lear 86 Charlie caution wake turirulence departing American trip e 
7, cleared for takeofL · 
RD02 Lear 86 Charlie, cleared for take oft [sourui of engines spooling ] 
CAM1 Airspeeds alive passing 35 
CAM2 Roger. same ... there's 50 ••. 65 .. : 85 ... Vl ... rotation airspeed •.. 
take off speed ai.Ibome. 
CAM2 Positive rate 
CAM1 Gear up. 
CAM2 Gear in transit .. tbrottles matched ... there's V2 
TWR Lear 86 Charlie contact departure 118.75 good day. 
RD02 86 Charlie, eighteen seventy five see ya. 
CAM? Oh [Expletive deleted] what was that? (A muftled bang is heard, 
followed by a constant fire alaml) 
CAM1 All right, I've got a fire on two ... Fire on nmnber two, tbrOttle to i e 
CAM2 EGT is 700 and rising . . 
CAMl All right watch my altitude, shutting down number two, 1naster o 
left generator o~ bus tie looks good, bit the bottle. 
CAM2 Bottle's fired. temps still rising, and we're losing hydraulic pres 
on both sides · 
R002 Dulles Tower, Mayday, Maydaf, this is Lear 86 Charlie we've 1 
an engine, we're popeye and need an immediate return to the .field. 
TWR Lear 86 Charlie, tmn right heading three six zero say your altitude. 
CAMl Kelly I'm losing it, I can't maintain attitude .... we're going down 
RD02 Dulles roll the trucks we are going down, I say again we are goin 
down, we're 4 south. ........ sound of impacts are heard lllltil the tape stops 1 S 
seconds later 
TWR Lear ·86 Charlie .... 
TWR . Lear 86 Charlie how do you hear'? .•...•. 

The Learjet crashed 4.2 nautical miles south of Dulles within the NRO compoun . The 
airaaft broke out of the clouds and clipped the western edge of tower number before 
disintegrating as it fell to earth. Various parts of the aircraft struck the outside portio of the 
building. spraying jet fueL The final portions of the wreckage were scattered around the tryway 
between tower 1 and 2. Jet fuel was burning uncontrollably in the vicinity of the flagpol There · 
are a number of injured and dead NRO employees. One victim was seen stumbling tow the 
main gate, with most of his clothing and hair burned away. 

SECRK!f/JXl 



Exercise inputs 

1005 Numerous phone calls begin to flood the SCC. 

NRO Approved for Release 
15 F bruary 2011 

1005 The VUSO at the main gate provides a report of the crash of a small civilian j 

1 oos sec ~uld alert civilian authorities requesting assistance. · 

1006 Phone call·ftom main gate, they have a badly burned man at the gate, and 
requesting immediate assistance. . . 

1008 Sprin]da- systems in towers 2,3 and 4 are openting. Numerous windows 
blown out. There is some wreckage in tower four, forth floor an a fire (from . 
left external fuel tank). There are reports of small fires on the second and 
floors of tower 2 and three. The barrier wall surrounding the three NRO flagpo es 
stopped most of the wreckage. 1bc:re is no report of fire or damage in tower · e. 
sec should begin the process of evacuating the buildins- The sec will not 
the type of jet, fuel load or the possibility of othcl' explosions. The aircraft bas 
other components thit will cause an explosion. The airaaft was fully fueled, th 
approximately 950 gallons of fuel onboard The fire should bum 
approximately 20 minutes. 

1010 There are 15 injured personnel in the vicinity of the crash. There are at 1 
dead. 

1020 Fire Department responds with three trucks and EM1' vehicles. 
Coinmander arrives and establisbcd his command post. 

1 050 All fires have been extinguished 

1110 Fire Marshall declares building is uninhabitable until inspections can 
accomplished. Estimating 5-7 days for complete inspection. 

- SECH'fNKl-



'Ol.~'•.j'"l 

Role Playen: IDjured NRO penonnel TBD 
Role Player Observer: TBD 
Observers Vance Posts: TBD 
sec Observer: TBD 
FDO Observer: TBD 
.Ill !·?iViil1 t ·,!!.t '*'12 

3 I 0915 

4 

Exercise Controller 

SECRtnWXl 

EqUipment Needed: 
TBD 
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required Players Observer/Nurse 
Observer. 

13 When Incident Commander 
required 

14 0940 CAT Observers 
15 0945 CAT Observers 

16 When OSF Observer 
required 

17 1000 sec 

18 When sec 
required 

19 1000 CAT Observers 

20 When CAT Observers 
required 

21 When CAT Observers 
r~ulred 

22 llOO CAT Observers 
23 

17 1330 All Players 

SECRJnWXl 

VUSO procedures as first responders, identify self as Exercise 
Observer/Controller. Nurse observer provides exercise inputs to VUSO 
officers on patient's condition to first res_ponders. 
Arrives and takes command of the situation . . SCC should respond to RFis 
fromlC 
Observe CAT fonnation.in EOL. 
Observe communication between FDO and CAT team members, who 
provides information 
Observe OSF formation at EOL and process for obtain.iilg courier van keys, 
Observe OSF Departure from compound, how did they get out? 
Once evacuation portion of uerdae II complete, SCC should direct re-
entry ofNRO penonneL Exercise controUen remove barrlen.to main 
entrance NLT 0955. Terminate uerelle for NRO.populadon and . 
VUSOI. 
VUSO and CSS personnel should maintain control of re-entry ensuring no 
unauthorized personnel enter the buildin_g. 
Provide Exercise Card 2, Fire marshal Report that building is uninhabitable 
for 3-7 days. Additioll.t exercise input cards to FSG on damage extent and 
damage control measures taken. 
Once decision bas been made to .activate COOP provide ex~se input that 
CAT has been evacuated~ handle situation. Direct all CAT 
team members.to report to ConfRoom 12820 to continue CAT exerciso 
(fable Top) · · 
Observe CAT actions after relocation to Conf ~m 12B20, 

Once initial actions have been determined Terminate exercise. 

Conference Room XXXX for exercise outbrief. 
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NCAP 
~PUT CARD I 
Date: TBD 
TimeTBD 

A5tlop; Call FDO at .. 

-5ECIUsiWXl 

EXERCISE EXERCISE EXERCISE 

Relay the following information: EXERCISE INPUT EXERCISE Il"WUT Hello this is There has 
just been a crash of a small aircraft. It's resting against the flagpoles. There a injured people here, we need help. Repeat this is an EXERCISE 
INPUT EXERCISE INPUT . · 

Relay any information that is requested with the followin$ amplifications: 

Answer any other questions that are asked to the best of your ability. · 
Stay on line until directed to hang up or move away from area. 

EXERCISE E~RCISE EXERCISE 
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S£C1Qj·l'JIX1 

ACTIONS to Complete 

Exercise Observers, need to determine number and get volunteers. 

Main Entrance 
Vance Posts 
CATEOL 
OSF Observer 

Exercise Signs 
2 EXIT BLOCKED DO NOT ENTER 

Yellow tape for crash scene 

SMOKE GENERATOR 

Determine level of Fairfax Fire Department participation 
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MS&O NCAP Overview 

• MS&O Exercise Goals 

• Exercise Outline 

• Sept N CAP Scenarios 

• Issues 

• Planning, lteDls 

• WayAhead 
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--sEelb..~ff"itfntJ: 

MS&O Exercise Goals 

• Observe Vance Uniformed Security Officer Response 

• Observe Security Control Console Response 

• Observe Facility Duty Officer Response 

• Provide Real World Training for All Participants 

• Fulfill Defense Threat Reduction Agency (DTRA) 
Recommendation to Exercise with Outside Agencies 

• Exercise MS&O Crisis Action Team (CAT) Response 

• Generate Lessons Learned 
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Exercise Outline 

• 5 Sept NCAP Exercise Start 

• 6 Sept Violence in Workplace and Medical 
Emergency at NRO Headquarters 

• 11 Sept Aircraft Crash at NRO Headquarters 

• ·14 Sept END NCAP EXERCISE For NRO 
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SECPdTfff!F.WI*l-

VIW Medical Emergency Phases 
(6 Sept) 

• Phase 1 Shooting (1030) 
- Role player will shoot supervisor and office mate 
- Role player will then attempt to exit building 

• Destination Garage II to get their car 

• ·Phase 2 Security Response (1030-1045) 
- Internal Search Procedures 
- First Responder Actions 
- Catch and re,ease if caught in building 
- Establish security cordon around Garage II 

. vuso ........................ . 
• Fairfax County Police Department Participation 

AP"reed to Obs-~PrPi~P- PrnvidP 
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Fairfax Police Department Details 

• Observers 
-~ 

~~ --------plus one TAC Team Member 

- Provide feedback on support that they would need during the 
• • 

CriSIS 

• Positions 
- One in SCC, One with Role Player, One with Vance Trainer 

• Goal to learn how we conduct exercises here at WF 
- Future participation in WF exercises 

- Determine Spring NCAP participation Rules of Engagement 
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--§-lf£Im'ffff-WRH-

Aircraft Crash Phases 
(11 Sept) 

• Phase 1 Crash Preparation (0900-0920) 
- Close Main Entrance, Tape off accident site, Post exercise signs 
- Start Smoke Generator 
- Start Fire Alarm 

• Phase 2 Evacuation (0930-0945) 
- vuso ~· ~:: 

~J 

.F- w - EBS Announcements __ _ ~ ~~ 
~~ 

- CAT Members Report to EOL 
- OSF Personnel to t EOL 

-"• . 

• Phase 3 Fairfax Fire Department Response (0935-1000) 
- Arrival, Minimum 1 Engine, Maximum 2 Engines and 1 Ambulance 

- "Drive by" fire suppression 

• Phase 4 Building reentry (1000-1030) 
-~~IT~-
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-S"Eeit:E~1~ 

Fairfax Fire Dep_artment Details 

• Phase 3 Fairfax Fire Department Response 
Minimum 1 Engine · 

• Engine will be provided by Station 15 
• Entry on to compound through traffic observed 
• "Drive by" fire suppression 
• Exit Compound 

Maximum 
• 1 Engine Pre-positioned in NRO_ Compound (Station 15 Asset) . 

- In position no latter than 0915 Hrs 

• 1 Ambulance Arrival 5 minutes after alarm sounds 
• 2nd Engine arrival 8 minutes after alarm sounds (Station 38) 

- Drive by fire suppression 
- Exit Compound 
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-sEGR:&T~l-

Issues 

• Violence in Workplace/Medical Emergency 
- Close Garage II for half hour to establish Cordon 

• Aircraft Crash 
- Smoke Generator 

Need to Notify DNRO of intention to evacuate building from 
0930-1030 on 11 Sept 2001 

• No Distinguished Visitors 

• No Conferences 

CAT Formation 
• Full CAT Operating in EOL until decision is made to activate 

COOP 
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Planning Items 

• VIW 
- Role Player 

-Observers 

- Fairfax PD Observers 
• Compound entry 

• Escorts 

• Airplane Crash 
- Signs, Yellow Tape 

- Smoke Generator 
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Way Ahead 

• Continue to coordinate exercise with Fairfax 

• Complete Exercise Planning 
-Observers 

- Signs 

- Detailed Exercise Procedures 
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From: 
Sent: 
To: 
Cc: 

Subject: 

classification: 0014FIDENTIAUI*1 
OK here is the brief we gave t~oday. 
~ 10~ bU 1:;,.1 I 

SEPT NCAP Planning 

llrief.ppt 

Planning direction to you folks for the exercise. 

1. We have permission to shut down Garage 2 for 30 minutes in support of the VIW scenario, long """'"' x;m 

establish their security perimeter. 
This will involve redirecting traffic etc, may need to ensure that we get real or simulated nurses 

shooting location ASAP ~o relieve the VANCE officers to help with the security cordon. 
If they start to go long or get confused we will need to be on top of the exercise participants to '"""""'•"·11'"" 

within 30 minutes. 
2. Fairfax police will only be participating as observers during the VIW Scenario. One will be in the 
the role player observer, one following the VANCE supervisor. · 

If anyone has better places to put them let me know. 
Please write in the simulation of PO arrival and their actions to take over the cordon as our exetrcl!~ tl'~rminAttinn 

inputs. ~~lloV 
3. During the plane crash, .. has directed that we continue the CAT, aka simulate relocation 
where we left off. 

This will involve additional inputs for the CAT to deal with, ie names of the dead NRO empiO!f'99,, jetc. 
Plan actions that should take no more that 2 hours to finish up._ 
We will also need to find a conference room to move to as our location 
Estimated Time. line Follows ~~ \-\~Y\ 
0900 Exercise Prebrief \J 
0915 Fire Department set up complete (max 3 engines scenario) 
0920 Exercise set up complete, signs, yellow tape etc 
0930 Alarm sounds, smoke generator activated 
0935 First responding EMS unit arrives 
0938 CAT Starts 
0940 EMS unit on compound 
0945 Building evacuation complete, Smoke generator deactivated 
0950 Removal of Exercise material ie yellow tape and signs completed 
1 000 Begin process of reentry 
1030 CAT relocation 
1230 CAT Exercise tAnnTriRTir 
1300 Hot wash (need a conf room) 

Ok that should be enough to work with for now. 
1 will return on 4 Sept 2001 from my vacation. If you need guidance please work 'Wir•n•-• 

'o ~. ~-o finalize any details next week. 

Plan to have a last minute planning meeting on 5 Sept 2001, room and time TBD. 

Thanks for all the support. 

1 

and 



Wamin~document may not be used as a source of derivative classification. 
CL By~ \ol, \o.3 
CL Reason: 1.5(c) 
DECLON: X1 
Derived From: NCG 5.1 01 May 00 
GONFI9EP.ITI.WfX1 
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MS&O/HSSG 

Sept 2001 
NCAP EXERCISE 

Planning 

MS&O NCAP Overview 

• MS&O Exercise Goals 

• Exercise Outline 

• Sept N CAP Scenarios 

• Issues· 

• Planning Items 

• Way Ahead 
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11a~a •• MS&O Exercise Goals 

• Observe Vance Uniformed Security Officer Response 

• Observe Security Control Console Response 

• Observe Facility Duty Officer Response 

• Provide Real World Training for All Participants 

• Fulfill Defense Threat Reduction Agency (DTRA) 
Recommendation to Exercise with Outside Agencies 

• Exercise MS&O Crisis Action Team (CAT) Response 

• Generate Lessons Learned 

• Report on Weaknesses/Strengths of Protective Force and 
Response Procedures 

IG . . 

Exercise Outline 

• 5 Sept NCAP Exercise Start 

• 6 Sept Violence in Workplace and Medical 
Emergency at NRO Headquarters 

• 11 Sept Aircraft Crash at NRO Headquarters~~ 
• 14 Sept END NCAP EXERCISE For NRO 

2 
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VIW Medical Emergency Phases 
(6Aug) 

• Phase 1 Shooting (1030) 
- Role player will shoot supervisor and office mate 
- Role player will then attempt to exit building 

• Destination Garage ll to get their car 

• Phase 2 Security Response (1030-1045) 
- Internal Search Procedures 
- First Responder Actions 
- Catch and release if caught in building 
- Establish security cordon around Garage II 

• vuso h\12\Hiah 

• Fairfax County Police Department Participation 
- Agreed to Observe the Exercise, Provide Feedback 

Si!LREih iAJ/Xl 

I~~ ·- Fairfax Police Department Details 

• Observers 
plus one TAC Team Member 

- Provide feedback on support that they would need during the 
crisis 

• Positions 
- One in SCC, One with Role Player, One with Vance Trainer 

• Goal to learn how we conduct exercises here at WF 
- Future participation in WF exercises 

- Determine Spring NCAP participation Rules of Engagement 

""SEEKEll/1&/n:r-
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Aircraft Crash Phases 
(11 Aug) 

• Phase 1 Crash Preparation (0900-0920) 
Close Main Entrance, Tape off accident site, Post exercise signs 

- Start Smoke Generator 
- Start Fire Alarm 

• Phase 2 Evacuation (0930-0945) 
- VUSO Close Vehicle Gates 
- EBS Announcements 
- CAT Members Report to EOL 
- OSF Personnel toN§Jil!b§EOL 

• Phase 3 Fairfax Fire Department Response (0935-1000) 

NRO pproved for Release 
15 Fe 2011 

- Arrival, Minimum 1 Engine, Maximum 2 Engines and 1 Ambulance 
- Entry on to compound 
- "Drive by" fire suppression 

• Phase 4 Building reentry (1000-1030) 
~Fi'RI!itt 

Fairfax Fire Department Details 

• Phase 3 Fairfax Fire Department Response 
- Minimum 1 Engine 

• Engine will be provided by Station 15 
• Entry on to compound through traffic observed 
• "Drive by" fire suppression 
• Exit Compound 

-Maximum 
• 1 Engine Pre-positioned in NRO Compound (Station 15 Asset) 

- In position no latter than 0915 Hrs 
• 1 Ambulance Arrival 5 minutes after alarm sounds 
• 2nd Engine arrival 8 minutes after alarm sounds (Station 38) 

- Drive by frre suppression 
- Exit Compound 

4 
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. 

Issues 

• Violence in Workplace/Medical Emergency 
- Close Garage II for half hour to establish Cordon 

• Aircraft Crash 
- Smoke Generator 
- Need to Notify DNRO of intention to evacuate building from 

0930-1030 on 11 Sept 2001 
• No Distinguished Visitors 

• No Conferences 

- CAT Formation 

llr.~~ 
&W 

• Full CAT Operating in EOL until decision is made to activate 
COOP 

Planning Items 

• VIW 
- Role Player 

-Observers 

- Fairfax PD Observers 
• Compound entry 

• Escorts 

• Airplane Crash 
- Signs, Yellow Tape 

- EBS Alerts 

- Smoke Generator 

NRO pproved for Release 
15 Fe 2011 

~CJ.ft- !.ILiik'IWf;i~>< 
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b..Dz_ ~ ie-Qd~ \Gl 
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II 
-ll:lE!lfi'l'll'f*/11H-

~ Way Ahead 

• Continue to coordinate exercise with Fairfax 

• Complete Exercise Planning 
- Observers 

- Signs 

- Detailed Exercise Procedures 

SttKEi'fFJ~ntt-

6 



--- -- - - - ----

Subject: 
Location: 

Start: 
End: 
Show Time As: 

Recurrence: 

Meeting Status: 

Required Attendees: 
Optional Attendees: 

NCAP Exercise planning meeting 
3BBOOC 

Thu 7/19/0110:00 AM 
Thu 7/19/0110:30 AM 
Tentative 

(none) 

Not yet responded 

b~blp 

Time: 
Location: 

1000 hours, 19 Jul 2001 
Rm 3BBOOC, WF 

Net Number: -lo~~'n 
I am scheduled to be in training at this time. If anyone can cover for me please let me know. 
We do not have any major changes for the plan at this time, and if I can break from training I will come 
I will be in first thing in the morning to check e-mail etc. 
~ 
EJ 

TG-X MSEL DRAFT 
VER 1.doc 

1 

roved for Release 
11 
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131330Z Seot 2001 Crisis Action Team <CAT> Activation 

AU encompassing eyent for NRO Headquarters Personnel 

lOP SECRETt/1YiVTK/txl 
Haadlevia 

Chalmels Jointly 

Release 
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Ground Truth: 

NRO Headquarters will practice a fire drill using the below exercise 
scenario. All Wesfields personnel will practice fire drill procedures. NRO 
will be activated per the exercise scenario. OSF Watch and exercise personnel 
will practice and establishing the Backup Operating 
Location (BOL) at OSF will not evacuate Tower 3 
Basement it has been 
established. 

will have to neji~otiate 
getting out of the compound and over through the "pani~ked" 

~:m~?~lir!g to leave WF dwing the simulated fire drill The evacuees 
arrive ensure all necessary comms paths have been established 
continue their operations in the EOL until told to cease. 

Exercise Objectives: 

• Familiarize NRO personnel with the NRO Contingency Plan/Reports 
Control Manual (NROCPJRCM). 

proved for Release 
1 

• Exercise and validate NRO nodes' in-house operational and coJ1tin1geJlCV 
procedures. 

• Exercise and validate NRO' s Continuity of Operations (COOP) plans 
procedures. 

• Exercise medical staff. 
• Exercise Vance response to an emergency. 
• Exercise an evacuation. 
• Activate CAT in EOL. 
• Activate BOL for OSF. 
• Activate COOP. 

Exercise Scenario: 

A Learjet airplane loses power immediately after take off from Dulles 
Airport and smashes into Towers 3 & 4 on the Highway 28 side of the cmnncmn1d. 
Westfields compound sustains fire and structural damage to Towers 3, 4, and 
Spline with some exterior damage to Towers 1 & 2. Crash includes Hazardous 
Materials (Jet Fuel) causing fires and explosions around compound. (Scenario 
will be flushed out by MS&O/OSF/COO?) 

Measures of Success: 

-TOP SECRETIIBYFlfK//Xl 13 

Handle via 
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I. Timely Evacuation ofNRO Facility, with employees moving to proper 
points. 

2. Timely CAT Activation and exercise initiation in EOL 
3. Timely OSF activation with problem free exit ofWF Compound. 
4. Transition ofNRO Employees back into WF Compound 
5. CAT determination to recommend COOP activation and maintain 

communication with OSF. 

Cluumels Jointly 

for Release 
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b)(J) (b)(b) 

From: 
Sent: 
To: 

Subject: 

-ela9sifiestion:-SEGR~E-¥HGbEIIXt-
Piease do not distribute the following information beyond exercise trusted agents. 
Let me know if these scenari~ are acceptable for the fall NCAP exercise. 

Thanks. 
VIR 

classification: -5EeRETfffALENT I<EYIIOLE/1}(1--

AND MSEL PLANNING MEETlNG 

0K I am behind the power curve here due to prior commitments. 

Here are our initial plans for the fall exercise. ' ~ 
/ ~~~j.UvW\ 

Day one of exercise. In brief CAT on current exercise conditions, ie War in Korea Global Guardian 
change exercise threatcon for WF as required. 

Day two of exercise. 
MS&O NCAP exercise scenario 1. 

NRO employee enters building with a gun and shoots their supervisor, wounds one other office mate, 
gun and leaves. Realizing what they have done they try to exit the building and go for the fence line. , 

Sub scenarios and additional agencies I would like involved. 
Fairfax Police, EMT, WF Nurses, Vance Officers, FDO, Workplace Violence Assessment Team 

etc. 

This exercise should take one day and should not change·the threatcon. 

Day three no inputs at this time. · 

Day four of exercise. 

MS&O NCAP Exercise Scenario 2 

leave the GOM 

down 

Plane loses power on take off and smashes into towers 3 & 4, make this a Lear jet, lots of fire. and ::.tii.JCIIJII::II damage 
to tower 3. 
May or may not activate COOP. That is a decision for the planning group as a whole. How bad do 

1 



Sub scenarios and additional agencies. 
Fairfax fire department, respond to crash, WF Fire evacuation drill, CAT activation, lets run this o real time, 

the CAT will go to the EOL and wori< from there, after the fire drill is over we will simulate transferring CAT to 
go to a conference room here, unless we get our act together enough to do an actual ransfer to 

Any other sub scenarios relating to this one would be helpful. Let me know. 

Day 5 Exercise Termination. I think we get nuked that day anyway. 

Let me know what you think and if you need additional MSEL inputs before the meeting on Thursday. 

---original .e---
Frum: 41i§lj*WF) 
Sent: e&li!Sday; 30, 2001 5:50AM 

: . 
Subject: TAl'E~"RY ~XEBEC (TG-X) ACTlON 11&5 AND MSEL PLANNING MEETlNG 

classification:-sEeRET~HetetOO 
NCAPers: 

The OSF has scheduled the date for the TG-X Initial MSEL meeting for Thuraday, 14 June 2001 1000 EDT 
(1400 Zulu) in the OSF Admin COnference Room (3BBOOC). If you are local to Westfields you are w e to join 
us in the Conference Room, or participants may join the meeting via the following net number: -

The meeting will last approximately two hours and will review all NCAP MSEL inputs for TG-X sub~ltted by the 6 
June 2001 due date (see action item 017-2001 below). Also,i&&&IJ&vill have returned from a t~to 
STRATCOM, where he will have received briefings on STRATCQM·s plans and participation in Exerci ULCHI 
FOCUS LENS and GLOBAL GUARDIAN. We will initiate TG-X during the GLOBAL GUARDIAN exe!r ise window of 

If to attend the 14 June 2001 meeting, please pass your meeting nputs to 

Since we have not heard from any NCAP members who feel strongly for or against another "X" , we have 
chosen "Xebec" (a three-masted Mediterranean sailing Ship, usually used by pirates). OSF requires YOfJr attention 
and input for the following NCAP Action items, which were discussed during the 10 May 01 NCAP Meeting: 

NCAP Action Item- 016-2001- NCAP reps were tasked to provide Input on the range of· dates for TG (full range: 
5-14 Sep 01 ; partial range: a subset of dates). 
•Status: OPEN 
•POC: NCAP Reps and kll'll 11-.\IC\ , -,, • hlf,\ /h\/ 1 ,h\1'1\ LJonh 

•ASSIGNED: 05/2001 ECD: 5130/2001 

NCAP Action Item- 017-2001 -All NCAP reps were tasked to: 
o Review Threat Assessment Matrix and TG-X suggested scenario events 
o Review in-house contingency procedures for currency/effectiveness 
o Develop specific exercise objectives 
o Draft initial scenario events and obtain management approval 
o Draft measures of success 
o Provide exercise objectives and initial MSEL inputs by 6 June 2001 
o If unable to participate In TG-X due to operational requirements, NCAP reps shoul so respond 

by 6 June 2001. 
•Status: OPEN 

2 



•POC: NCAP Reps and 
•ASSIGNED: 05/2001 

h\{1.\ fhllhl L-.1/")IU.~I•hl(l.\ /h\(f-1h\I?IH1nl-

ECD: 61612001 

NCAP Action Item • 018-2001 - NCAP reps were tasked to review and provide comments on the pr 
forTG-X. 
•Status: OPEN 
•POC: NCAP Reps and 1--•1')1 IL-..1/C:I h\1'J1Woro hli':ll 1h,1(: hi1?1H1nh 

•ASSIGNED: 05/2001 ECD: 5i3012001 

o TAPESTRY GOLD X: Schedulellimeline 
• 10 May 01 NCAP and TG-X IPC 
• 06 June 01 Draft objectives & MSEL items due 
• 14 June 01 Initial MSEL Mtg, review 1111 draft 
• 10-12 July 01 Interim MSEL Mtg, review 2nc1 draft (1 day to be selected 

timeline 

• 07-09 Aug 01 Final MSEL Mtg, review 3rd draft & Trusted Agent (TA) t "ning (1 day to 

• 
• 
• 

Publish and distribute Final MSEL 
Exercise Range 
After Action Reports due 

• 

be selected) 
10Aug 01 
05-14 Sep 01 
11 Oct 01 
16-18 Oct 01 Full NCAP meeting (1 to 2 days to be selected) 

NCAP Action Item- 01~2001 - NCAP reps were asked to provide suggested names for TG-X. 
•Status: CLOSED 
•POC: NCAP Reps an 
•ASSIGNED: 0512001 ECD: 5/3012001 

• Please pass your MSEL inputs/objectives and responses to above action items to 
by the expected completion dates . 

lb)(3) ib)(61 

.................................................................................................................................. 
Thanks, 

ib)(3) (b)(6) 

and 

Wamin~~: This document may not be used as a source of derivative classification. 
CLBy:._ 
CL Reason: 1.5(c) 
DECLON: X1 
Derived From: NCG 5.1 01 May 00 

-".:»E6AE-~HOLEI/X1 

Waminjlhis. document may not be used as a source of derivative classification. 
CL By: ._ii.&, 
CL Reason: 1.5(c) 
DECLON: X1 
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Darived From: NCG 5.1 01 May 00 
SECAET/ITALENT la:¥110LEI/X1 

Wamini: This document may not be used as a source of derivative classification. 
CLBy:/M& 
CL Reason: 1.5(c) 
DECLON:X1 
Derived From: NCG 5.1 01 May 00 

-SEGRETJITALENT KE¥1 IOLEI/X1 
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iSf/TK-}' SUBJECT: NRO MSEL TG-Xebec '011NCAP Exercise (MS&O Inputs) 5 Feb 2001. 

STARTEX 

TG-XEBEC STARTEX I BOL Activations 

DAY 1 NOT GLOBAL GUARDIAN I NO NRO EXTERNAL REPORTING 

~~ Ground Truth 
In brief CAT on current exercise conditions, ie War in Korea Global Guardian Status. Le CAT change 
exercise threatcon forWF as required. 

Day two of exercise. 
MS&O NCAP exercise scenario 1. 

Exercise objectives 
1. Exercise Security Officers Responses to Work Place Violence Incident 
2. Exercise Security Officers, Security Control Consol (SCC) and Facility Duty Officers bility to find 

violent individual on WF compound. 
3. Exercise WF Medical Staff Response to incident 
4. Exercise Security Officers ability to detain and control violent individual, within safety constraints. 

. " - ~ 'J-k._. tJf·.L < b .. ft.Uirn~ 0- o....vrr...e. ~ ~ N f.O ee-t'nf {Jr...vrU 

Exercise Scenario 1. Work Place Violence _~ ..i.tJ 0 !:;!:;'1JetM-I'.JL-~ 'j ~ 
Ground Truth: · 
His supervisor for being late and not completing a project on time severely reprimanded 
"Jack". Jack has been under extreme pressure due to a divorce and financial problems. 
Jack goes out to his vehicle and obtains a gun that he has under his front seat; . he place 
gym bag and returns to his office. 
In his office " Jack'' enters his supervisor's office and shoots them twice, he also wounds 
mate who walked in the office, Jack then puts down the gun and leaves. · 
Realizing what he has done he tries to exit the building and breach the fence line near th construction 
site. _, . .. , • 

.r.-"".._ ...... ;;... .... ..... . 

Day 1 , 1 030 hrs Local .. .. , :"~ 
FDO/SCC Notifietf'8"n Emergency Line by office secretary of shooting incident, identifies 
Jack as the shooter, 

Sub scenarios and additional agencies I would like involved. 
Fairfax Police, EMT, WF Nurses, Vance Officers, FOO, Workplace Violence Assess 
0/'IVAT), CAT, etc. 

CAT Activation, Death of an NRO employee notification process, evaluate situation. 
This exercise should take one day and should not change the threatcon. 

Measures of success 
1. Proper response to WVAT incident by Security officers 
2. Apprehend violent individual before they are able to escape compound. 
3. Provide medical assistance to wounded employees. 
4. Coordinate medical responder entry to WF compound (will need to coordinate thi with Fairfax 

EMT) 
5. CAT activation. 

--R)P-S£€RE-'l¥1B¥WR~ 1 
andle via 

--m"Eln~MM+:m-~'HG:&E-­
anneis onJy 



TOP SECRETJ.ffl~ 

Day three no inputs at this time. 

Day four of exercise. 

MS&O NCAP Exercise Scenario 2 

Exercise objectives 
1. Fire Evacuation Drill of WF Compound 
2. Timely CAT Activation at EOL 
3. Timely OSF activation of their EOL, smooth transition off Compound 
4. 

Ground Truth: 
Plane loses power on take off and smashes into towers 3 & 4 on HWY 28 side of buildin s, make this a 
Lear jet, lots of fire, and structural damage to tower 3, 4, Spline and exterior damage tot wers 1 & 2. 
Crash includes Hazardous Materials (Jet Fuel) causing fires and explosions around com ound. 

Day40930 
Real World Fire Evacuation Exercise. 
Activate CAT in EOL. 
Activate EOL for OSF. 
Activate COOP. 

Sub scenarios and additional agencies. 

Fairfax fire department, respond to crash, WF Fire evacuation drill, CAT activation, I ts run this one 
real time, the CAT will to the EOL and work from there, after the fire drill is over we wi I simulate 
transferring the CAT · conference room here, unless we get ou act together 
enough to do an actual t Any other sub scenarios relating to this o e would be 
helpful. Let me know. 

Measures of success 
1. Timely Evacuation of NRO Facility, Employees moving to proper rally points 
2. Timely CAT Activation and exercise initiation in EOL 
3. Timely OSF activation with problem free exit of WF Compound. 
4. Transition of NRO Employees back into WF Compound 
5. CAT determination to recommend COOP activation and maintain communication wit OSF. 

GG I TG-X ENDEX and HotWash 

Handle via 
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From: 
Sent: :. .... . • . • ;. :.c.e.t ~ • ~ j 

To: fi>H-6·HbHt>-J 

Subject: 

classification:-s~EVIIOLE/.1*1-
Piease do not distribute the following information beyond exercise trusted agents. 
Let me know if these scenarios are acceptable for the fall NCAP exercise. 

NRO App oved for Release 
15 Feb 2 11 

If there are no objtecbon.s 
after I brief my slides 

the ones I will push at the NCAP planning meeting on Thursday. II leave the GOM 

Thanks. 

To: 
Cc 
Subject: 

classification: S€vRETi?"rAtEN-"F*E't•He Elf/..• 

AND MSEL PlANNING MEETlNG 

1 



for Release 

OK I am behind the power curve here due to prior commitments. 

Here are our initial plans for the fall exercise. 

Day one of exercise. In brief CAT on current exercise conditions, ie War in Korea Global, ........ ,,, .... Status. Let CAT 
change exercise threatcon for WF as required. 

Day two of exercise. 
MS&O NCAP exercise scenario 1. 

NRO employee enters building with a gun and shoots their supervisor, wounds one other office 
gun and leaves. Realizing what they have done they try to exit the building and go for the fence 

Sub scenarios and additional agencies I would like involved. 
Fairfax Police, EMT, WF Nurses, Vance Officers, FDO, Workplace Violence Assessment T 

etc. 

This exercise should take one day and should not change the threatcon. 

Day three no inputs at this time. 

Day four of exercise. 

MS&O NCAP Exercise Scenario 2 

Plane loses power on take off and smashes into towers 3 & 4, make this a Lear jet, lots of fire, and 
to tower 3. 
May or may not activate COOP. That is a decision for the planning group as a whole. How bad 

Sub scenarios and additional agencies. 
Fairfax fire department, respond to crash, WF Fire evacuation drill, CAT activation, lets run 

-

go to the EOL and work from there, after the fire drill is over we will simulate t~r,c::ti'!ITII'1tn 
and go to a conference room here, unless we get our act together enough to do an 

Any other sub scenarios relating to this one would be helpful. Let me know. 

Day 5 Exercise Termination. I think we get nuked that day anyway. 

Let me know what you think and if you need additional MSEL inputs before the meeting on 

--Qriginal Message--
From: NWUZU<WF) 
Sent: Wt:!dileSday, May 30, 2001 5:50AM 
To: ~ 

Cc 11-:U!& 
Subject: i~iK't GOLD XEBEC (TG-X) ACTION ITEMS AND MSEL PLANNING MEETING 

classification:-$EGAETifTALENT KEYHOLEI/X1 
NCAPers: 

The OSF has scheduled the date for the TG-X Initial MSEL meeting for Thursday, 14 June 
(1400 Zulu) in the OSF Admin Conference Room (3BBOOC}. If you are local to Westfields you 
us in the Conference Room, or participants may join the meeting via the following net number: 

2 
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Release 

fhe meeting will last approximately two hours and will 
June 2001 due date (see action item 017-2001 below). Also,~~~ to 
STRATCOM, where he will have received briefings on STRA and participation in Ex~:ttcises ULCHI 
FOCUS LENS and GLOBAL GUARDIAN. We will initiate TG-X during the GLOBAL GUARDIAN window of 
5-14 S 2001 H ble to attend the 14 June 2001 meeting, please pass your inputs to 

Since we have not heard from any NCAP members who feel strongly for or against another 
chosen "Xebec" (a three-masted Mediterranean sailing ship, usually used by pirates). OSF 
and input for the following NCAP Action Items, which were discussed during the 10 May 01 NCAP MAAtinn· 

NCAP Action Item - 01~2001 - NCAP reps were tasked to provide input on the range of dates for 
5-14 Sep 01; partial range: a subset of dates), 
•Status: OPEN 
•POC: NCAP Reps 
•ASSIGNED: ""''''""~ 

NCAP Action Item - 017-2001 ·All NCAP reps were t8$ked to: 
o Review Threat Assessment Matrix and TG-X suggested scenario events 
o Review in-house contingency procedures for currency/effectiveness 
o Develop specific exercise objectives 
o Draft initial scenario events and obtain management approval 
o Draft measures of success 
o Provide exercise objectives and initial MSEL inputs by 6 June 2001 
o If unable to participate in TG-X due to operational requirements, NCAP reps 

by 6 June 2001. 
so respond 

NCAP Action Item • 01&-2001 - NCAP reps were tasked to review and provide comments on the ortltoo;ed timeline 
for TG-X. 
•Status: OPEN 
•POC: NCAP Reps andi§i£JUIMJiUQJ\f!!§PlMCMiifiGJ1ifM'£ 
•ASSIGNED: 0512001 ECD: 513012001 

o TAPESTRY GOLD X: Schedule/Timeline 
• 10 May 01 NCAP and TG-X IPC 
• 06 June 01 Draft objectives & MSEL items due 
• 14 June 01 Initial MSEL Mtg, review 11t draft 
• 10.12 July 01 Interim MSEL Mtg, review 2fld draft (1 day to be seiEICtel:l) 
• 07-09 Aug 01 Final MSEL Mtg, review 3nl draft & Trusted Agent (TA) 

• 
• 
• 
• 

be selected) 
10 Aug 01 
05-14 Sep01 
11 Oct 01 
16-18 Oct 01 

Publish and distribute Final MSEL 
Exercise Range 
After Action Reports due 
Full NCAP meeting (1 to 2 days to be selected) 

NCAP Action Item - 019-2001 - NCAP reps were asked to provide suggested names for TG-X. 

•Status: CLOSED lciiiiiiiiii.IIIIJIIII.III!II •POC: NCAP Reps a1 

•ASSIGNED: 05/2001 ECD: 5/30/2001 

Please pass your MSEL inputs/objectives and responses to above action items to 
by the expected completion dates. 

Thanks, 

3 
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and 

Wamina: This document may not be used as a source of derivative classification. 
CL By:KA!i&& 
CL Reason: 1.5(c) 
DECLON: X1 
Derived From: NCG 5.1 01 May 00 

- SEGAE-tffFAi:ENT KE¥110LEI/X1 

Wamin~: T.his document may not be used as a source of derivative classification. 
CLBy:MiRIW 
CL Reason: 1.5(c) 
DECLON: X1 
Derived From: NCG 5.1 01 May 00 

- SEeR'EffffAI:EN-r-K-E¥H61:EHX1-

Warninj: T. his document may not be used as a source of derivative classification. 
CL By:Mii&.A 
CL Reason: 1.5(c) 
DECLON: X1 
Derived From: NCG 5.1 01 May 00 

-sEeREi-JffAI:ENi-K-EVH8LEIIX1 

Wami~\IIMfument may not be used as a source of derivative classification. 
CL By.n,! e ·. 
CL Reason: 1.5(c) 
DECLON: X1 
Derived From: NCG 5.1 01 May 00 
-sE6RET/ffAI£t..ff-K-E¥H8l:Efl*t-
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From: 
Sent: 
To: 
Cc: 

bll31 lb\161 
It ..... . : I' : :.(l,t • ~ .:. ~I 

tD)I.ll (D)Ibl 

NRO App oved for Release 
15 Feb 2 11 

Subject: RE: TAPESTRY GOLD XEBEC (TG-X) ACTION ITEMS AND MSEL PLAN lNG MEETING 

classification: SECRETIITAlENT KEYHOLEI/X1 
Thanks 

Here is the other half of my plan. 
We use the monthly exercise to sharpen up the troops on search procedures, medical response, etc. 

Jun, I do not have much time to plan this one, I will gone most of the month, I will only be here on 1, 8 d 11-14 Jun. 
If we come up with a quick simple one we can run it. I am thinking the good old gate .runner, no notice. 

My guess is that if we do one it should be on 11-14 Jun. 

So I am looking at Jun as an optional exercise month. 

July, Violence in Workplace scenario, Two employees are fighting, one stabs another with a letter ope and then when 
the Vance Officers show up threatens further violence, I want this to be fully coordinated with Vance sot at we can use 
the rubber guns etc. 

Aug, Go with your insulin shock scenario, find the employee, Badging at random and working their way 
see them go through an emergency exit and see what happens. 

Sept, NCAP Exercise Game is on . 

• know what you think 

;~~ii 
Sent: 31, 2001 9:26 AM 
To: 
SUbject: GOlD~ (TG-X) ACTlON ITEMS AND MSEL PLANNING MEETING 

classification: SEeRffifTAt:ENT KEYHOI:Et/X I 
We'll start work on it. 

Cheers 

From: 
Sent: 20019:25AM 

• ...,.,,.y GOLD XEBEC (TG-X) ACTlON ITEMS AND MSEl PLANNING MEETlNG 

classification:-SEeRETffFAI:£tff-K-E¥HGtEIIX-1-
We will need an outline of the events ASAP so we can run them by HSSG staff prior to the 6 Ju input meeting. 

IIIII 
1 



'l1usdily, /llity 31, 20019:19 AM 

RE: TAPESTRY GOLD XEBEC (TG-X) ACTION ITEMS AND M5El PlANNING MEETlNG 

classification: SECRETfFTALENT I«:YIIOLE/1*1 

NRO ~pproved for Release 
15 Fe p 2011 

These work for me. We've suggested both of these scenarios in the past, so the difficulty of c ~fting the 
supporting scenario, objectives and collection criteria will be easy. 

Just say when 

Cheers 

/Wargames 
V{703)-

---<>rlginaiMmsap 

Fram:litl •• j ... 
Sent: llusday, MiiV. • 31, 2001 9:15 AM 

To: -• 
SUbject: fit: rAPt:STf(Y GOLD XEBEC (TG-X) ACTION ITEMS AND MSEl PlANNING MEETlNG 

classification: '9EeAETIITALENT KEYHOLE/1*1 
Here is the initial planning infonnatlon for the exercise this fall. 

Here is my plan at this time. Please let me know what you think and how your shop can s pport. . . 

NCAP exercise scenario 1. 

NRO employee enters building with a gun and shoots their supervisor, wounds one other Office mate, 
then puts down gun and leaves. Realizing what they have done they try to exit the buildl and go for 
the fence line. 

Sub scenarios and additional agencies I would like involved. 
Fairfax Police, EMT, WF Nurses, Vance Officers, FDO etc. 

This exercise should take one day and should not change the threatcon. 

NCAP Exercise Scenario 2 

Plane loses power on take off and smashes into towers 3 & 4, make this a Lear jet, lots of ire, and 
structural damage to tower 3. 
May or may not activate COOP. 

Sub scenarios and additional agencies. 
Fairfax fire department, respond to crash, WF Are evacuation drill, CAT activatio 1• lets run this 

one real time, the CAT EOL and work from there, after the fire drill is over will simulate 
transferring the CAT to a conference room here, unless we get our ct together 
enough to do an Any other sub scenarios relating to this o would be 
helpful. 

Let me know what you think. .. 
2 



Sent: 
To: 
cc: 
Subject: 

Wednesday, May 30, 2001 5:50 AM 

ITEMS AND MSEl PlANNING MEETING 

classification: SEGRETI/TAli:N+-KEYHOLEIOO­
NCAPers: 

The OSF has scheduled the date for the TG-X Initial MSEL meeting for 
2001 0 1000 EDT (1400 ZUlu) in the OSF Acmin Conference Room (3BBOOC). If you 
Westfields you are the Conference Room, or participants may join 
the following net number: 

The meeting will last approximately two hours and will review all NCAP 
submitted by the 6 June 2001 due date (see action item 017-2001 below). 
returned from a trip to STRA TCOM, where he will have received briefings 
participation in Exercises ULCHI FOCUS LENS and GLOBAL GUARDIAN. 
the GLOBAL GUARDIAN exercise window of 5-14 
2001 meeting, please p888 your meeting Inputs 

Since we have not heard from any NCAP members who feel strongly for or 
word, we have chosen "Xebec" (a three-masted Mediterranean sailing ship, usually 

roved for Release 
b 2011 

OSF requires your attention and input for the following NCAP Action items, which were uo~~,;u:.-.. 
the 10 May 01 NCAP Meeting: 

NCAP Action Hem· 016-2001 - NCAP reps were tasked to provide input on the range of 
(full range: 5-14 Sep 01; partial range: a subset of dates). 
•Status: OPEN 
•POC: NCAP Reps an I hlf:\\ lb\lfi\ h\1?\U,n h\111 ih\ih h\1?\U,nh 

•ASSIGNED: 05/2001 ECD: 513012001 

NCAP AcUon Item - 017-2001 • All NCAP reps were tasked to: 
o Review Threat Assessment Matrix and TG.-X suggested scenario events 
o Review in-house contingency procedures for currency/effectiveness 
o Develop specific exercise objectives 
o Draft initial scenario events and obtain management approval 
o Draft measures of success 
o Provide exercise objectives and initial MSEL inputs by 6 June 2001 
o If unable to participate in TG-X due to operational requirements, NCAP 

respond by 6 June 2001. 
•Status: OPEN 
•POC: NCAP Reps 
•ASSIGNED: 

NCAP Action Item- 018-2001- NCAP reps were tasked to review and provide ~nrnmiAn't!t 
proposed timeline for TG-X. 
•Status: OPEN 
•POC: NCAP Reps and h\/(\ fhll~' 1-\I'HU • .-.h k\1\\ th\lr lb)(2)H1qh 
•ASSIGNED: 05/2001 ECD: 513012001 

o TAPESTRY GOLD X: 5ehedule/Timeline 
• 10 May 01 NCAP and TG-X IPC 
• 06 June 01 Draft objectives & MSEL items due 
• 14 June 01 Initial MSEL Mtg, review 111 draft 

should so 

• 10-12 July 01 Interim MSEL Mtg, review 2'111 draft (1 day to be sieiE~ed) 
• 07-09 Aug 01 Final MSEL Mtg, review 3"' draft & Trusted (TA)training 

(1 day to be selected) 
• 1 0 Aug 01 Publish and distribute Final MSEL 
• 05-14 Sep 01 Exercise Range 
• 11 Oct 01 After Action Reports due 
• 16-18 Oct 01 Full NCAP meeting (1 to 2 days to be selected) 

3 
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NCAP Action Item· 019-2001· NCAP reps were asked to provide suggested names for G-X. 
•Status: CLOSED 
•POC: NCAP Reps and bll31 lbl/61 •-"~" ' - • hll11 lhdf hii?I H tn ~ 

•ASSIGNED: 05/2001 ECD: 513012001 

Please pass your MSEL inputs/objectives and responses to above action items to .Chuck Kause 
and Lori Rivers by the expected completion dates . 

............................................................................................................................. ~-.. 

' 

Thanks, 

lb)(3) (b)(6) 

• p 
E-Mail: 
Phone: 

and 

b)(3) (b)l6) 

DDMS/OS~ b~ 
JJM~ra11iOIIS and Exercise Support 
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TAPESTRY GOLD-XEBEC '01 (TG-X '01) 

MASTER SCDlARIO BVD'l' LIST 

Handle via ,_ .. __ --
... -' Channels Jointly 
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11/1330Z Sep 2001 'l'G-X Crisi• Action '1'eam (CA'l') 
Activation 

.JISiicO Bvent 12, OSJ' Event 111, lie OCIIC Bvent 11 
All encompassing event for NRO Headquarters Personnel 

Ground '!'rUth: 

NRO Headquarters will initiate a semi-annual 
required ffre drill using the below exercise s~~~4 
All Wesfields personnel will practice fire drill 
procedures. NRO CAT will be activated per the 
exercise scenario. OSF Watch and exercise persv~4u~·~ 

will practice evacuating Westfields and establ•i!ij==~ 
th Em cy Opera.ting Location (EOL) at the~ 

OSF will evacuate Tower 3 Basemen 
e re alarms are set off. The OSF will 

the Backup Operating Center/Overhead Collection 
Management Center (OCMC) that operations have 
at Westfields and the OSF is relocating to the EOL 
The BOL/OCMC will assume OSF Watch responsibili 
and send appropriate TAPESTRY messages. 

van 
compound and over 

through the •panicked• crowds attempting 
during the simulated fire drill. The 

evacuees will arrive inl!l!!llll ensure all necess 
communication paths have been established. At thi 
time, the BOL/OCMC will ret~ operations to the 
EOL. The OSF will continue operations in the EOL 
until told to cease (remain operational for five 
six hours for training purposes). The OSF will 
the upcoming shift personnel at home to inform 
the relocation (Swing Shift Crew will report to 

· b\i-2~ and relieve Mid Shift Crew, who will 
to westfields) . 

During this period at the EOL, the Director 
the NRO (DNRO) will make a determination on the 
activation and notification for a COOP event. The 
DNRO and his staff will have to evacuate Westfi 

Release 
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for a short time to allow for clean up of the aircraft 
incident. The simulated relocation of the DNRO an~ 
Staff is to the proposed BOL site. 

Exercise Objectives: 

• Familiarize NRO personnel with the NRO 
Contingency Plan/Reports Control Manual 
(NROCP/RCM) . 

• Exercise and validate NRO nodes' in-house 
operational and contingency procedures . 

• Exercise and validate NRO ' s Continuity of 
Operations (COOP) plans and procedures. 

• Exercise ~edical staff. 
• Exercise Vance response to an emergency. 
• Exercise an evacuation. 
• Activate CAT in EOL {WF Garage #1) . 
• Activate OCMC as BOL during OSF transit to EO ~ . 

• Activate EOL for OSF . 
• Activate COOP. Y.l~t'\''5h 

• Notify oncoming Watch Crews/DOs 

Bxerciae Scenario: 

A Learjet airplane loses power immediately af er 
take off from Dulles Airport ~d smashes into Towe s 3 
& 4 on the Highway 28 side of the compound. 
Westfields compound sustains fire and structural 
damage to Towers 3, 4 , and the Spline with some 
exterior damage to Towers 1 & 2. Crash includes 
Hazardous Materials {Jet Fuel) causing fires and 
explosions around compound. 

DNRO and his staff will have to relocate 
temporarily to another facility. COOP activation cUld 
notification will be initiated at the recommendati()n 
of the CAT and at the direction of the DNRO. 
Notifications will be made to ALL listees in the 
appropriate OSF OD/OI checklist 

Mea.urea of succeaa: 

Handl ~ via 
~ .... ___., ~· 
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1. Timely Evacuation of NRO Facility, with empl 
moving to proper rally points. 

2. Timely CAT Activation and exercise initiation 
EOL. 

3. Timely OCMC activation of BOL after OSF 
of Watch area evacuation. 

4. Timely OSF activation with problem free exit of WF 
Compound. 
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-(S//TK) Master Scenario Event List (MSEL) Draft for e 
NRO's Contingency Advisory Panel's (NCAP) Exercis 

TAPESTRY GOLD- XEBEC (TG-X) 
S-14 September 2001 

(U) Overall TAPESTRY GOLD- XEBEC Objectives: 

• Improve the planning, preparation, and execution processes for 
exercise events. 

• Familiarize NRO personnel with the NRO Contingency 
Plan/Reports Control Manual (NROCPIRCM). 

• Exercise and validate NRO nodes' in-house operational and 
contingency procedures. 

• Exercise and validate NRO's Continuity of Operations (CO 1 P) 
plans and procedures. 

• Act as the NRO Response Cell for United States Strategic 
Command's Exercise GLOBAL GUARDIAN 2001-2. 

TOP SECR:E'ffiB¥Effl(JIX1 
lludlevia 

CbaoDell Jointly 
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111330Z Sept 2001 TG-X Crisis Action Team CCAD Activation 

All encompassing event for NRO Headquarters Personnel 

Ground Truth: 

van 
"","""'·n,tt and over t~through the .. oaniclcedl 

attemoltin2 to leave WF during the simulated fire drill. The will 
all necessary comms paths have been , and 

operations in the EOL until told to cease. 

Exercise Objectives: 

• Familiarize NRO personnel with the NRO Contingency 
Control Manual (NROCPIRCM). 

• Exercise and validate NRO nodes' in-house operational and COJltiDtgeJlCY 

procedures. 
• Exercise and validate NRO's Continuity of Operations (COOP) 

procedures. 
• Exercise medical staff. 
• Exercise Vance response to an emergency. 
• Exercise an evacuation. 
• Activate CAT in EOL. 
• Activate BOL for OSF. 
• Activate COOP. 

Exercise Scenario: 

A Learjet airplane loses power immediately after take off from 
Airport and smashes into Towers 3 & 4 on the Highway 28 side of the cotnb<>uno. 
Westfields compound sustains fire and structural damage to Towers 3, 4, 
Spline with SOine exterior damage to Towers 1 & 2. Crash includes HazardmlS 
Materials (Jet Fuel) causing fires and explosions around compound. 
will be flushed out by MS&O/OSF- \o~ 

HlllClle via 

Channell Jointly 
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Measures of Success: 
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1. Timely Evacuation ofNRO Facility, with employees moving to proper ally 
points. 

2. Timely CAT Activation and exercise initiation in EOL 
3. Timely OSF activation with problem free exit ofWF Compound. 
4. Transition ofNRO Employees back into WF Compound 
5. CAT determination to recommend COOP activation and maintain 

communication with OSF. 

TOP SECRE'IVIB"lEffKf!X:-+1- 44 

Handle via 
w~~~·~~~~~~~E - u.. -·-· ••-

ChaDDels Jointly 



Pages 45-59 of this docwnent are not responsive to the FOIA request. 




