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(U) On 11 December 2012, this Coinl ordered the United States to ^v ide infoimation 
on the protection of classified information, by presenting the Court with (a) a list of all classified 
information for which it intends to request a closed session during trial: (b) an explanation as to 
whether declassification, redactions, substitutions, or other altematives will allow for evidence 
presentation in open court; and, ifsuch altematives are not possible, (c) an indication as to why. 
Section I ofthis response provides the requested infomiation and explanations. Sections II and 
m address the other directives in the Court's Scheduling Order: sfxcifically, Section I I outlines 
the procedures for courtroom closure, should that protection be warranted, and Section HI 
addresses whether the discussion ofthese issues need occur wdiolly or partly in caniera. See AE 
444 at 2(a)-(c). 

RELIEFSOUGHT 

(U) The United States respectfiilly moves the Court to order courtroom closure to hear 
the classified testimony ofthe thirty-seven witnesses outlined below. I f following response by 
the defense, the Court finds closure appropriate, the United States will provide the Court with a 
draft closure order based on the infonnation articulated in this motion. 

BURDEN OF PERSUASION AND BURDEN OF PROOF 

(U) The burden of proof on any factual issue, the resolution of which is necessary to 
decide a motion, shall be by preponderance ofthe evidence. RCM 905(cXl)- The burden of 
persuasion on any factual issue, the resolution ofwhich is necessary to decide a motion, shall be 
ou the moving party. RCM 905(cX2). 

FACTS 

' CU)Thismotion was originally filed <MJ 31 Jannary2013. On I February 2013. the Cwirt advised the 
Government that it did not accept the motion as it was signed by CPT Katherine Mitidca. a person who has not been 
detailed/qualified/ceitified to this case on the record. Although CPT Mitroka vms detaiQed to this case by the SJA, 
USAMDW. on 2 November 2012. her detail has not been announced on the recwl The Go\'enunent resubmits its 
motion. 
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(U) The Accused is charged with aiding the enemy by giving mtelligence, one specification 
ofdisorders and neglects to the prejudice ofgood order and discipline and service discrediting, 
e i ^ t specifications a11egiugmisconductinviolationof18US.C.^ 793(e),fivespecifications 
allegingmiscondnct in violation ofl8U.S.C.^641,two specifications allegii^ misconduct in 
violation ofl8U.S.C.^ 1030(a)(l), and five specifications of violatingalawhil general 
regulation, in violafion ofArticles 104,134,and 92, UnifomiCodeof^lilitaryJushce(UCMJ) 

Cliarge SheeL Atotal ofnine charged specifications allege the unauthorized possessi^ or 
disclosure ofdassifiedinformation.^^^^ Since its first proposed court calendar, dated21 
Febmary 2012,the Prosecution has notified theCourt thataseparate Grunden session would he 
required in order to evaluate and estabhshprocediires tor managing die high volume ofclassified 
intimation involvedin the case. ^ ^ A E I . 

(U)At^ i s time, the United States intends to call 141 witnesses ^^^AE Government's 
31January 2013 Witness L i s t ^ f i l i n g Approxiniately73 of those witnesses'testimony will 
involve classifiedinlbrmation. ^ ^ ^ ^ The United States requests courtroom closure to take 
classified testimonyfbr less than half ofthese witnesses 

L E G A L A L ^ O R I T Y 

(U)"[I^n all criminal prosecutions, the accusedshallen^oytherighttoaspeedy and 
^bl ic trial." US.ConsLamend V I The right toapuhhc trial also extends to the public'sright 
toattendcourtsmartiaL ^^^^^^^^^^^^v.^^ .^^^^,20MJ 433,435 36(CMA1985) 
However."the right toapubhc trial is not absolute." C B ^ ^ ^ , 2 M J a t l 2 0 In particular, 
MRE 505 authorizes fhe closure ofacourt-martial during presentation of classified inlbrmati^ 
MRE505(^)(5) Additionally.RCM 806 states that courtsmartial shall be open to the public 
unless: (l)thereisasubstantialprobabilitythat an overriding interest will be prejudiced i f the 
proceedings remain open: (2) closure is uo broader than necessary to ̂ ^tect the overriding 
interest; (3)reasonab1e alternatives to closure wereconsidered and fotmd inadequate: and (4)the 
mihtary judge makes case-specific findings on the record just i^^g closure . ^ R C M 
806(b)(2);^^.^^^,.^B^^^ 

RESPONSE TOCOURTS11DECEMBER2012RULINGAND BASIS FORRELEIF 

L INFORMATIONPROTECTIONS 

A. Practical ImpIemeutationolAIteruatives 

(U) Below, the United States sets fbrth its understanding ofhow the altematives articulated 
bythe Court are practically implemented and identifies their hmitations Specifically.it covers: 
declassification, redaction, and substitutions, as well as stipulations, use ofcode words or special 
names, use of screens, disguises, code names fbr classified witnesses, electronic imagery.and the 
"silent witness mle'̂ . They are organized below into categories based on the ^ ^ o ^ ^ ^ ^ ^ ^ a 
given alternative is designed to protecL 



1. rU) Alternatives Useful for Doctmientary or Physical Material Only 

(U) Redactions. Redaction entails blocking out words and ĵ brases firom written 
documents to avoid disclosure to an audience imauthorized to view the hidden infoimation. It is 
useful only when dealing with written material whose value derives not firom the hidden content 
but firom some other imclassified attribute or context. 

(U) Example: The legal importance of a doatment could exist solely in its 
designation as "classified". If relevant and necessary, this attribute could be presented to the 
fact-finder via the introduction of the document - with all substantive content reacted and onfy 
header.footer classification markings available for open viewing. 

(U) Imagery. Classified infonnation could be shown to a limited population through 
the use of either an electronic display, such as a screen or monitor, or through a non-electronic 
display, such as a carefully-positioned poster or limitedly-distrihuted print-out. Yet, by their 
very naftffe, such actions must be applied to an actual physical document or image and cannot be 
apphed to oral testimony. Additionally, imagery alone does not allow for the classified content 
displayed to be openly discussed or evaluated. 

(U) Example: Classified crime scene photos could be shown to the parties and fact
finder, for their contextual reference, without that location needing to be substantivefy discussed. 

(U) Silent Witness Rule. The Silent Witness Rule (SWR) would allow for evidence 
to be presented by a witness to the fact-finder and the parties while being withheld fi-om the 
public. Under the SWR, a classified document is introduced via witness testimony conceming 
the facts necessary to authenticate and admit the doctmient without discussing its substantive 
material. Instead, the document may have portions marked or tabbed, so that counsel and the 
witness can discuss sections of the dociunent in an unclassified way while providing the Court 
with the classified point of reference. However, the SWR is appropriate when the Court's 
attention need only be directed to documentary content that is otherwise self-explanatory, or for 
the authentication and description ofphysical or documentary evidence. That is, like with 
imagery, the SWR does not allow classified analytic content (such as evaluation of harm/damage 
or expression ofnational security interests at stake) to be substantively discussed. 

fU) Example: Tliis nde could be used in conjunction with the types of imagery 
described above. For example, a document could be displayed on a screen for the fact-finder 
and forties, and then referenced by the witness using terms like "upper tight hand comer" or 
"the third paragraph. " Alternatively two identical pictures could be displayed before the Court 
- one from the accused's personal media and the other from a classified database A witness 
could draw the Court's attention to the evidence at issue by circling/highlighting certain sections 
with a special pen - the markings of which are only visible to those persons viewing the 
document on the monitor. 



(U) Physical Screens and Disguises. Screens or disguises may be used to (H-otect the 
identity or description of a particular witness. However, as such devices only prevent visual 
commimication. They would not protect the substance of classified content that witness may 
have to orally convey. 

(U) Example: A person associated with an operation or organization whose 
connection to these proceedings is classified could appear hi a disguise or testify from behind a 
screen, so that his/lier identity is not disclosed to the general public. Such measures wotdd 
however leave the content of that person's testimony unprotected. 

2. (U) Altematives Usefiil for Written or Oral Material but with Limited Apphcabihtv 

(U) Substitution. Substitution entails providing a summary or altemative description 
of classified material. Substitutions could potentially be employed for either oral or 
doctmientary evidence. However, substitutions and summaries are helpful only i f the legal 
importance ofthe testimony derives fi^om the imclassified significance ofthe subject matter and 
not firom the classified details fi^om which that significance arises. 

(U) Example: Much like a filing that may include classified and tmclassified 
paragraphs when making an argument, a witness may be able to make some statements 
unclassified by summarizing impact in a non-specific way, without cotntnunicating classified 
specific examples ofthat impact. However, like in a filing, the fact-finder may need additional 
context in order to adjudge true impact, or the cotmsel may be need to hear specific examples in 
order to challenge the thoroughness of the witness's evaluation of them. Therefore, if onfy 
substitutions and summaries are available for the evaluation of otherwise classified information, 
the accused's ability to fiilly and thoroughly cross-examine a witness coidd be atrtailed. 

(U) Code Words/Names. The use of code words and names to convey infcnmation 
would require the development and use ofa legend to keep track ofthe altemative expressions. 
Like substitution and summary, such an altemative could be helpful to ehcit evidence in written 
or oral form. However, when used by a live witness, the use of code or altemative descriptions 
is appropriate only in situations which require the protection of single names or uncomphcated 
material. For three main reasons, such an "altemative" is not viable for witnesses wbo w i l l ue«d 
to contextualize his/her testimony and explain nuanced and comphcated issues. First, i f applied 
to complicated material, direct examinations would become tmduly confiising and burdensome. 
The testimony would soimd similar to the following: "This dociunent, which describes 'Country 
A ' providing 'Information 24' to 'Coimtry Q' relates to the national defense for Reason 89'. 
The document was closely held and might be useful to the enemy for 'Reason 412'." Second, 
like with substitutions, reliance on code names and words can restrict an accused's abihty to 
cross-examine witnesses. For exarcple, when answering cross-examination questions, a witness 
would have to take time to locate the code words and reasons appropriate for his answer from 
wittiin a compendiiun developed for trial and then would be confined to rely on these pre-set 



answers, which may not adequately capture die nuance and complexity the witness may wish to 
convey. Finally, the whole point behind using substitute words and legends might be defeated 
by the context in which they are implemented. That is, unauthorized listeners may be able to teil 
what is being discussed through context clues. 

(U) Example: Code or altemative words/names could be used to prevent closure if a 
witness providing an tmclassified summary of an operation, also used different names for 
individuals itrvohed in the operation. Like a disguise or screen described above a code name 
can protect the identity ofwitnesses - warranted either because their connection to th^e issues 
is classified, or because they remain involved in an on-going classified operation being 
discussed. 

3. (U) Alternatives Rendering Protection of Infonnation a Non-issue 

(U) Declassification. Material correctly classified {See Executive Order 13526, Sec. 
3 .1(e)) for die national security reasons outlined in Sections 1.2 and 1.4 of Executive Order (EO) 
13526 is subject to declassification in three circumstances. First, when protection is no longer 
warranted, an OCA or owning agency may declassify the material sua sponte or in response to a 
request. See Id. at Sec.3.1(b). In either evait the decision hangs on whether reasons for 
classification still exist. See Id. at Sec.3.5(c). Second, an agency head has detennined 
declassification is in the pubhc interest. See Id. at Sec. 3.1(d). And finally, it is qypropriate 
when the material is at least twenty-five (25) years old, of statutorily-defined historical 
significance, and not subject to a specified exception. See Id. at Sec. 3.3. Therefore 
declassification is not a viable alternative when infonnation is recent, has not been found by an 
agaicy head to be in the public interest, and still requires protection in the interests ofnational 
security. All of the compromised classified information in this case is recent. Much of the 
material at issue in this case has undergone a classification review and not been declassified. In 
short, the infonnation still implicates national secmity interests in need of the protection 
classification affords. 

(U) Example: A presidential paper written three decades ago may be atttomalicaJly 
declassified. 

(U) Stipulations. The United States is willing to consider stipulations of fact and/or 
expected testimony. Bodi parties must agree to a stipulation of fact and/or expected testimony. 
Such an agieement may obviate the need to call one or more witnesses - including those named 
in the present motion. Stipulations offact can aid the efficiency of the proceeding by allowing 
dociunent adinissibihty or characteristics to be set before the Court, and thereby avoid the need 
to call authentication witnesses and allow the Court more time to tear other information 
requiring its consideration as fact-finder. Stipulations of expected testimony mi^t be helpfid i f 
both sides agree that a witness woidd provide facts with much the same legal significance as a 
stipulation offact could secure about authenticity. For exanqjle, a stipulation of expected 
testimony may be prudent when both sides agree a record clerk would testify that he signed a 



certified copy. However, stipulations of^cL and especially of expected testimony.do have 
limited pmdency.Neither form allows fbr nuance or context of the stipulated material to be 
explored Also, stipulations of expected testimony,fbr example, are not admissions of that 
testimony'stmth They canstillbe impeached and contradicted bythe parties ^^RCM 
811(e). Andso, if stipulations of expected testimony are used instead of callingawitness to 
testify, the fact-finder maynot he able to undertake the additional inquiry necessaryto evaluate 
the veracity,content, and weight ofthe testimony coveredhythe stipulation 

(U)^^^^^^..r^.^^^^^o^^^o^^^^^^.^r^^^^^o^^^^^^^^ 
^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ , ^ ^ 0 ^ ^ , ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ . ^ ^ ^ . ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 

^^^^^^^B^^^^^^^^^^^^o^t^^^^^^^^^^^. 

B. List of Classilied Information Necessitate^ Closure 

(U) Each ofthe altematives described above will be used to the greatest extent possible in 
this proceeding. For example, if onlythe identity ofawitness need be protected, subject to the 
Court'sauthorization, the United States will devise and useadisguise and altemate name. Or, i f 
aclassifieddociiment need only be described to the court, classified infbrmation will L^ 
redacted. And, ifadocument can speak fbr itself the United States will anange forthe classified 
content ofthedocumentto be available onlyto the parties andthe fact-fin^. Awitness will 
dien orient theCourt to the document through the use of special viewing equipment and 
unclassified oral descriptions The United States luideistands this to be consistent with the 
''constitutionafiv required scalpel'approach required of it. United Stat^v.Grunden,2M.J. 
I16,120(CM^ 1977) 

(U)Forthe.ir^^c^^^^.^o^^^^^^^^o^n^^^^^^i^^^^^^.^^^^ 
witness below,no meaningful or effective alternative exists With tins motion, the United States 
moves theCourt, under the procedures described in Section IL to order courtroom closure in 
order to hear the classified testimony ofthe below-named witnesses Again, the United States 
imderstands such targeted clositre to be responsive the burden ofinstitutingclosiireonfyto 
protect an'overriding interest" inaway"no broader than necessary" in the event altematives are 
madequate^^^ RCM 806(h)(2) 

(U)Tte infonnation artictilated below is organi^dl^ witness sii^lybecaose the evid^ce 
will he ehcited in oral form. Following each witness name appears the classified subject matter 
to which he/she win testify Pursuant to RCM 806(b)(2), the description also ofiers(a)the 
reasoning behind this classification in order to commiinicate the 'overriding interest" at risk of 
prejudice; (h)an explanation as to why closure isaremedy "no broaderthan necessary" to 
protect this interest; and, byreference to the practical limitations described above, (c)the reason 
other "altematives" are inadequate In addressing overriding interesL and onlywhere necessary, 
the United States providesaclassifiedprof^r of the pieceofinfbrmation these witnesses will 
address as well as an imclassified identification ofthe overridingnational secmity interest 
pursuant to which this piece of infonnation is classified. 



1 (U^BG^Ret̂  Robert Can, Defense Intelligence Agency 

a. (U) Classified Information and Overriding Interest. 

(2) (U) This portion ofBG (Ret) Can'stestimonyrelates to interests of 
national security addressed inEO 13526, Section 1.4(a)(c)(d). 

h. (U) Scope ol Closure. T^eCourtwoidd be closed only at the pointwhich the 
witness must disclose classifiedinfbrmation. The closure would therefbre be no broader than 
necessary to protect the classified information. 

ĉ  (U) Altematives. As this testimony will be oflered oraIly,it is not capable of 
redaction. Should the witness require the use of any classifiied documents, they will he used 
under the SWR and/orprojected by electronic displays, unless their content must 1^ discussed or 
evaluated As the witness'sparticipation is itself not classified, no disguises or screens will be 
necessary to shield the witness'sidentity fiom the pubhc. The classified content ofthe material 
the witiiess will address, andnotjust its overall significance, is necessary andrelevanL 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
infbrniationreqiiiring complicated explanation and must remain fi^ee to describe itto the parties 
and fact-finder as they may require Therefore, the wihiess'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilify tor this witness if 
both parties agree Fina11y,forthe reasons articidated above, the infomiation at issue is cunently 
classified and will be at the time ofthe trial, as harm could still occur asaresult of unauthorized 
disclosure.Therefbre declassification is not wananted. 

2. (U)Col Julian Chesnutt, Defense Intelhgence Agency 

a (U) Classified Information and Overriding Interests 

0^ 



(2) (U) This portion ofColChesnutt'stestimonyrelates to interests of 
nationalsecuritya^essedinEO 13526, Section 1.4(a)(c)(d) 

b. (U) Scope of Closure. TheCourtwould be closed onfy atthepointwhi^ the 
witness must disclose classified informations The closure would therefbre be no broaderthan 
necessaryto protect the classified inlbnnation, 

c. (U) Alternatives. As this testimony will be offered orally,it is not capable of 
redaction. Should the witness require the use ofany classified documents, they will be used 
tmder the SWR and/orprc^ected by electronic displays, unless their content must be discussed^ 
evaluated. As ^e witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentity fi^om the pubhc. The classified content ofthe material 
the witness will address, andnotjust its ov^ah significance, is necessary and relevanL 
Therefore unclassified summary is untetiable Finahy, the witness will be testifyii^ to nuâ  
infbrmation reqiui^g complicated explanation andmustremainfiee to describe it to the parties 
and fact-finder as theymay require Therefbre, the witness'stestim^y cannot be reduced to 
code No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness if 
both parties agree. Finally,fbr the reasons articulatedabove, the infbrmation at issue is cunently 
classified and will be at the time ofthe trial, as harm could still occur asaresult of unauthorized 
di^losure, Therefbre declassification is not wananted. 

â  (U) Classified Information and Overriding Interests 

(2) (U) This portion oftestimony relates to interests ofnational security 
addressedinEO 13526, Sectionl4(c) 



b̂  (U)Sc^eofCIosure. 

(2) (U) As the witness'sassociation with this proceeding as well as the 
subject matter of testimony is classified, the coiutroom closed forthe entirefy ofthis individuaPs 
testimo^y,including the announcement ofthe witness'sname. 

c. (U) Altematives. As this tesfimonywill be of^edoralfyit is not capable of 
redaction Should the witness require the use ofany classified documents, they will be used 
imderthe SWR and/orprojected by electronic displays, unless their content must be discussed 0̂  
evaluated As the witness'sidentity is itself not classified,no disguises or screens will be 
necessaryto shield the witness'sidentifyfi^om the public. The classified content ofthe mat^ial 
the witness will address, and notjust its ov^all significance, is necessary and relevanL 
Therefore unclassified summary is untenable. Finally, the witness wih be testifyingtonuanced 
information requiring complicated explanation andmust remain fiee to describe itto the fact
finder and parties as they mayrequire Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibility forthis witness if 
both parties agree. Stipulations may be usefiil to estabhsh classification level asalacL and. i f 
relevanL to memorialize the adnnssihihty ofmaterial such as the charged documents. Finally, 
fbr the reasons articidated above, the information at issue is cunently classified and will be at tho 
time of the trial, as harm could still occur asaresult of unautĥ r̂ized disclosure. Therefbre 
declassification is not wananted. 

4 (U) Ms Elizabeth Dibble, Principal Deputy Assistant Secretarv.Bureau ofNear 
EastemAf^urs. Department ofState 

a. (U) Classified Infom^tionandOverriding Interest. 



(2) (U)This portion ofMs.Dibble'stestmionyrelates to int^ests ofnational 
securifyaddressedin EO 13526, Section 1.4(c)(d). 

b. (U) Scope of Closure. The Courtwoidd be closed only at the point which the 
witness must disclose classified inlbrmation The closure would therefbre be no broader than 
necessaryto protect the classifiedinlbimation. 

c. (U) Altematives. As this testimony will be o8eredoralfy,it is not capable of 
redaction. Should the witness require the use ofany classified dociunents, theywill be used 
imder the SWR aud/orprojected by electronic displays, unless their content must be discussed or 
evaluated. As flie witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentity fiom the public. The classified content ofthe material 
the wihiess will address, andnotjust its ov^all significance, is necessary andrelevanL 
Therefbre unclassified summary is untenable FinaI1y,the witness will be testifying to nuanced 
infi^nnationrequiruig comphcated explanation and mtistremainfî ee to describe it to the partis 
and the fact-finder as they may require Therefore, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibihty forthis witness if 
both parties agree Finally,fbr the reasons articulatedabove, the infbrmation at issue is cunently 
classified and wih be at the time ofthe trial, as harm could still occur asaresult of unauthorized 
disclosure Therefore declassification is not wananted. 

5. (U) John Doe, Department ofPel^^e 

(U)Court closure information forthis witness is listed within the govemm^t'sMRE 
505(i)(2)motionfiledon3IJanuary2013 

6. (U) RADM I^eviuDonegan, Director, NavalWarfare Integration. Pentagon 

a. (U) Classified Information and Overriding Interest. 

(2) (U)This portion ofRADMDonegan'stestimonyrelates to interests of 
national security addressedinEO 13526, SectionI4(a)(c)(d). 



b. (U) Scope of Closure. TheCourtwould be closed only atthe pohitwhich the 
witness must disclose classified information. The closure would therefbre be no l^oad^ than 
necessarytoprotect the classifiedinfbrmation. 

c. (U) Altematives. As this testimonywill be offered oral1y,it is not enable of 
redaction. Should the witness require the use ofany classified docum^ts, they will be used 
underthe SWR and/orprojected by electronic displays, unless their content must be discussed or 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will 1^ 
necessaryto shield the witness'sidentity fiom the public. The classified content ofthe material 
the witness will address, andnot just ifs ov^allsignificance, is necessary andrelevanL 
Therefore unclassified sumrnary is untenable. Finally.the witness willtetestifying to nuanced 
irifbrmation reqiiiring comphcated explanation andmust remain free to describe it to the fact-
findeiandpai^iesastheymayrequire Therefore, the witnessstestimonycannotbereducedto 
code. No stipulations have been agreed upon to date, althoughapossibilityfbrthis witness if 
both parties agree Finally.fbr the reasons articulated above, die inlbrmation at issue is cinrently 
classified and wih be at the time ofthe trial, as hann could still occur asaresult ofunauthoiized 
disclosure. Therefbredeclassification is not warrants 

7 (U) Mr JohnFeeleyPrincipal Deputy Assistant SecretarvBureauofWestem 
Hemisphere Afiairs, L^partment of State 

a. (U) Classified Information and Overriding InteresL 

(2) (U) This portion ofMr.Feeley'stestimony relates to interests ofnational 
securifyaddressedhiEO 13526, Sectionl.4(b)(d) 



b. (U) Scope of Closure. TheCourt woidd he closed only at tte point which the 
witn^s must disclose classified information. The closure would therelbre be no broader than 
necessarytoprotect the classifiedinfbrmation. 

c. (U)AItematives. As this testimonywill be offered oral1y,it is not capableof 
redaction Should the witness require the use ofany classified documents, they will be used 
luidertheSWRand^orprcjected by electronic displays, luilesstheu^ content must he discussed or 
evaluated As the witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentify fiom the pubhc The classified content ofthe material 
the witness will address, andnotjust its overall significance, is necessary andrelevanL 
Therefore unclassified summary is untenable. Einahy,the witness will be testifying to niianced 
infbrmation requiring complicated explanation andmust remain fiee to describe it to the fact
finder and palsies as they mayrequire Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibility forthis witness if 
both parties agree Stipulations may be usefiil to estabhsh classification level asalacL and, i f 
relevanL to memoriahze the admissibihty ofmaterial such as the above documents. Finally.fi^r 
the reasons articulated above, the infonnation at issue is cunently classifiedand win be at the 
time of the trial, as harm couldstill occur asaresult ofunauthorized disclosure.Therefbre 
declassification is not wananted. 

8 (U^VADMRobertHar^ardUSCENTCOM 

a. (U) Classified Information and Overriding Interest. 

(1) (U)VADM Robert Harward will testify as an original classification 
authority(OCA) that charged USCENTCOM information was properly classified. Toexplain 
the basis ofhis classifications, he must discuss the details ofthe subject matter he is classifying. 
This information is properly classified at the SECRET level according to the USCENTCOM 
ClassificationReviewdated21 October 2011. Unauthorized disclosure ofthis infbrmation could 
cause(serious)damage to national securify Therefbre, discussion ofthis information in open 
session would undermine national security interests. 

(2) (U) This portion ofVADM Robert Harward'stestimony relates to 
interests ofnational securityaddressedinEO 13526, Section l,4(a)(b)(c)(g). 

h. (U) Scope of Closure. TheCourtwould be closed only at the point ^ i c h 
VADM Robert Haiwardmust disclose classified infbnnati^ Theclosure would therefbre be no 
broaderthannecessaryto protectthe classified information. 

c. (U) Altematives. As this testimonywill be oflered oralIy,it is not capable of 
redaction. Should the witness require the use ofany classified dociunents, theywill be used 
tmderthe SWR and/orprojected by electronic displays, unless their content must be discussed 0̂  



evaluated As die witness'sparticipation is itself not classified, no disguises or screens will be 
necessaryto shield the witness'sidentify fiom the public. The classified content ofthe material 
the witness will address,andnotjust its overall significance, is necessary andrelevanL 
Therefbre unclassified summary is untenable. Finalfy, the witness will be testifying to nuanced 
infbrmation requiring complicated explanation and mustremainfi^ee to describe it to die fact
finder and parties as they may require. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree Stipulations may be usefid to estabhsh classification level asafact, and, i f 
relevanL to memoriahze the admissibilify ofmaterial such as the charged dociunents Finally, 
forthe reasons articidatedabove, the information at issue is ctinently classified and will be atthe 
time of the trial, as harm could still occur asaresult ofunauthorized disclosure. Therefore 
declassification is not wananted. 

9. (U) Mr. Patrick HoeffeLhitelhgent Software Solutions, hic. 

a. (U) Classified Information and Overriding Interest. 

(1) (U^MrPatrickHoeflelwilltestifyabouttheCIDNEdatabaseandhowit 
appeared ataparticulartinie.iticludingclassifiedinfbniiation This infonnation is properly 
classified at the SECRET level according to the USCENTCOM Classification Review dated 21 
October 2011. Unauthorized disclosure of i t could cause damage to national securify Therefi^re, 
discussion of this infbrniation in open session woidd undennine nationalsecurifyinterests. 

(2) (U)This portion oftestimonyrelates to interests ofnati^alseci^ty 
addressedinEO 13526, Sectionl4(a)(b) 

b. (U) Scope of Closure. TheCourt would he closed only atthepointyi^ich the 
witness must disclose classified infonnation Tbe closure would therefbre he no broade^ than 
necessarytoprotect the classifiedinfbrmation. 

c. (U) Altematives. As this testimonywill be oflered orally.it is not capable of 
redaction. Should die witness require the use ofany classified documents, tiieywill be used 
underthe S^^and/orprojected by electronic displays, imless their content must be discussed or 
evaluated. As the witness'sparticipation is itself not classified, no disguises or screens will f^ 
necessaryto shield the witness'sidentify fi^om the pubhc. The classified content of the material 
the witness will address,andnotjust its overall significance, is necessary and relevanL 
Therefbre unclassified summary is imtenab1eEinally,the witness will 1^ testifying to nuanced 
infbrmation reqiiiriug comphcated explanation andmustremainfiee to describe it to the fact
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code No stipulations have been agreed i ^ n to date, althoughapossibilifyfbrthis witness i f 
both parties agree Stipulations may be usefiil to establish classificationlevelasafacL^d. i f 
relevanL to memorialize the admissibihfy ofmaterial such as the CIDNE SIGACTS. Finally,fbr 
the reasons articidatedahove, the infonnationat issue is cunently classifiedand will he atthe 

^ 



time ofthe tiriaL as harm could still occur asaresult ofunauthorized disclosure. Therefbre 
declassification is not wananted. 

10 (U)MrThomasHoskins, USCENTCOM 

a. (U) Classified Information and Overriding InteresL 

(1) (U) Mr. Thomas Hoskins will testify aboutthe content of charged 
USCENTCOM doctimentscontainingJ-5hifbnnation, and whythe infonnationrelates to the 
national defense, including classified information This information is properly classified at the 
SECRETlevelaccorduigtothe USCENTCOM ClassificationReviewdated21October201L 
Unauthorized disclosure of it could cause severe damage to national securify. Therefore, 
discussion ofthis in^nnation in open session would imdermine national securify interests. 

(2) (U) This portion ofMr Hoskins'testimonyrelates to interests ofnational 
securify addressed in EO 13526, Sectionl4(a)(c). 

b. ( I ^ Scope of C losure. The Court woidd be closed only at the point which the 
witness must disclose classified information. The closure woidd therefbre be no l^oad^than 
necessaryto protect the classifiedinfbrmation. 

c. (I^) Altematives. As this testimonywill be o^redorally.it is not capableof 
redaction Should the witness require the use of any classified documents, theywill be used 
imderthe SWR and/orprojected by electronic displays, unless their content must be discussed^ 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will f^ 
necessaryto shield the witness'sidentifyfiom the public The classified content ofthe material 
the wihiess will address, andnot just its overall significance, is necessary and relevanL 
Therefbre imclassified sunimary is untenable. Finally,thewitn^s will be testifying to nuanced 
infoimation requiting con^licated explanation andmustremainfiee to describe it to the fact
finder and parties as they mayrequire Therefbre, the witness'stestimony cannot be reduced^ 
code. No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree Stipulations may be useful to establish classification level asafacL and. i f 
relevanL to memorialize the adnussihihfy ofmaterial such as the charged dociunents. Finally, 
fbr the reasons articulated above, the information at isstie is ctinently classified and will L^ at the 
time of the triaL as harm could still occur asaresult of unauthorized disclosureTherefore, 
declassification is not wananted. 

11. (U) AMB PatrickFI^ennedy, Under Secretarvlbr ManagemenL Department ofState^ 

a. (U)Ch^ssiIied Information and Overriding Interest. 

1̂1̂  



(2) (U) This portion ofAMBI^ennedy'stestimony relates to interests of 
nationalsecurifyaddressedinEO 13526, SectionL4(c)(d). 

b. (U) Scope of Closure. The Courtwoidd be closed only at the pointwhich the 
witness must disclose classified information. The closurewould therefbre he no broaderthan 
necessaryto protectthe classifiedinfbrmation. 

c. (U) Altematives. As this testimonywill be offered orally.it is not c^^ble of 
redaction Should the witness require the use of any classified dociunents, theywill be used 
imder the SWR and/orprojected by electronic displays, unless their content must be discussed^ 
evaluated. As the witness'sparticipation is itselfnot classified, no disgiiises^screens will be 
necessaryto shield the witness'sidentifyfiom the pubhc The classified content ofthe material 
the witness will address, andnotjust its overall significance, is necessary and relevanL 
Therefbre unclassified summary is untenable. Finally,the witness will be testifying to nuanced 
informationrequiringcon^licatedexplaiiationandmust remain free to describe it to fact-finder 
andparties as they mayrequire Therefore, the witness'stestimony caimot be reduced to code. 
No stipulations have been agreed upon to date, althougliapossibilify fbr this witness ifhoth 
parties agree. Finally,^! the reasons articidated above, the infbrmation at issue is cunently 
classified and will be at the time ofthe trial, as harm could still occur asaresult of unauthorized 
disclosure. Therefbre declassification is not wananted. 

12. (U) Mr. John I^chhofer, Defense Intelhgence Agency 

a. (U) Classified Information and Overriding InteresL 



(2) (U) This portion ofMrl^chhofer^s testimonyrelates to interestsof 
natioaalsecurityaddressedinEO 13526, SectionL4(a)(d). 

b. (U) Scope of Closure. The Courtwoidd be closed onfy atthe pointwhich the 
witness must disclose classifiedinfbrmation. Theclosurewould therelbre be no l^aderthan 
necessaryto detect the classified informati^^ 

c. (U) Alternates. As thistestimonywill be offered orallyit is not capableof 
redaction. Should the witness require the use ofany classified dociunents, theywill be used 
tmderthe SWR and/orprc^ectedhy electrottic displays, unless their content must he discussed^ 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentify fiom the public The classified content ofthe material 
the witness will address, and not just its overall significance, is necessary and relevanL 
Therefbre unclassified sunimary is untenable. Finally.the witness will be testifying to nuanced 
infi^nnationi^uiring complicated explanation andmust remain firee to describe it to the fact
finder and parties as they mayrequire Therefbre, the witn^s'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree Finally, fbr the reasons articulated above, the inlbrmation at issue is cunently 
classified and will be at the time ofthe trial, as harm could still occur asaresult of unauthorized 
disclosure. Therefbre declassification is not warranted. 

13 (UlAMBMichael^ozak, DepartmentofState 

a. (U) Classilied Information and Overriding Interest. 

(1) (U) AMB Michael I^ozak will testify on sentencing about die unpads 
individuals ideitified as persons at risk bythe Department ofState, including classified 
infbrmation This testimony will not include PII ofany specific individual. Thisinfbrmati^is 
^operlyclassified atthe SECRET level according to the D^artment ofState Classification 
Guide (DSCG 11-01,dated May 2011). Unauthorized disclosure ofthis infbrmation could causo 
seriotisdarnage to national securifyTherefbre, discussion ofthis infbrmation in ̂ ^nsessit^ 
would undennine national securify interests. 

(2) (U) This portion of AMB I^ozak'stesthnonyrelates to mtê ests ofnational 
s^^fyaddressedinEO 13526, Section 1.4(d). 

b. (I^) Scope of Closure. TheCourtwould be closed only at the pointwhich the 
witness must disclose classified infbrmation The closure would therelbre he no broade^than 
necessaryto^otect the classifiedinlbimation. 

c. (U) Altematives. As dns testimonywill be ol^leredoralfy,it is not capable of 
redaction. Should the witness require the use ofany classified dociunents, theywill be used 



itndertheSW^and/orprojectedbyelectironic displays, iinless thencontentmustbe discussed^ 
evaluated. As the witness'sparticipation is itself not classified, no disguises or screens will be 
necessaryto shield the witness'sidentify fiom the pubhc Theclassified content ofthe material 
the witness will address, andnotjust its overall significance, is necessary and relevanL 
Therefbre unclassified summary is imtenab1e.Eiiially,the witness will be testifying to niiance^ 
infomiation reqtiiring comphcated explanation aiidmiistrernainfi^ee to describe it to tlie fact
finder and parties as they mayrequire Therefbre, the witness'stestimony camiot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree Finally,fbr the reasons articulated above, the infonnation at issue is currently 
classified and win be at the time ofthe trial, as harm could still occur asaresult of unauthorized 
disclosure. Therefbre declassification is not warranted. 

14 

a. (Unclassified Information and Overriding Interest. 

(2) (U) This portion oftestimonyrelates to interests ofnati^al securify 
addressedmEO 13526, Sectionl4(c) 

h. (L^ Scope of Closure. 

(2^ (U) As the witness'sassociation with this proceedmg as well as the 
subject matter oftestimony is classified, the courtroom closed forthe entirefy ofthis individual's 
testimony,including the amioiuicement ofthe witness'sname. 

ĉ  (U) Altematives. As this testimony will be offered oral1y,it is not capable of 
redaction. Should die witness require the use ofany classified documents, they will be used 
tmderthe SWR and/orprojected by electronic displays, imless their content must be discussed or 



evaluated As the witness'sidentify is itself not classified, no disgiuses or screeis will be 
necessaryto shield the witness'sidentify fiom the public. The classified content ofthe material 
the witness will address, and not just its overall significance, is necessary and relevanL 
Therefore imclassified sununaryis untenable. Finally, the witness will be testifying to nuanced 
infi^rniation requiring complicated explanation andmustreniainfi^ee to describe it to die fact
finder andparties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed t ^ n to date, althoughapossibilifyfbrthis witness i f 
both parties agree. Stipulations may be usefid to estabhsh classif icat ionlevelasa^L^il^ 
relevanL to memorialize the admissibilify ofmaterial such as the charged dociunents Finally, 
forthe reasons articidatedahove, the information at issue is cunently classifiedand will be at the 
time of fhe trial, as harm could still occur asaresult ofunauthorized disclosure, Tterefore 
declassification is not wananted, 

15. (U) Mr. Danny J.Lewis, Defense Intelligence Agency 

a. (U) Classified Information and Overriding Interests 

(1) (U) Mr. Danny J.Lewis will testify about counterintelhgence and the 
value ofinfbrmation, including classified infi^nnation concerning the value of governmeid 
infbrmation This infbrmation is properly classified at the SECRET level according to the 
Depailment ofDefense Offensive Counterintelligence Operations Procedures and Sectirity 
Classification Guide (S-5240.09-M,datedJanuary 13,2011). Unauthorized disclosure ofthis 
infbrmation cotild cause serious damage to national securify.Therefbre, discussion of this 
information in open session would imdermine national securify interests. 

(2) (U) This portion ofMr.Lewis'stestimonyrelates to interests ofnational 
securifyaddressedinEO 13526, Section 1.4(c). 

h. ( I ^ Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified infbrmation The closure would therefbre be no broaderthan 
necessarytoprotect the classifiedinfbrmation. 

c. (U) Altematives. As this testimony will be offered oral1y,it is not capable of 
redaction. Shotdd die wimess require the use ofany classified documents, they will be used 
tmderthe SWR and/or projected by electrotlic displays, imless their content must be discussed^ 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentify fiom the public The classified content ofthe material 
the wihiess will address,andnotjust its overall significance, is nectary and relevanL 
Therefbre unclassified sunimary is untenable. Finally.the witness will be testifyingtontianced 
information requiring complicated explanation andmustremainfiee to describe it to the fact
finders and parties as they may require Therefore, the witness'stestimony cannot be reduced to 
code. No stipidations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree, Finally,fbrthe reasons articulatedabove, the infoimation atissue is cunentfy 



classified and will he atthe time ofthe trial, as hann could still occur asaresult ofunauthorized 
disclosure Therefbre declassification is not warranted. 

16. (U) Mr. Randall MacRobbie, Defense Intelhgence Agency 

a. (UnclassifiedInformation and O^erridi^InteresL 

(2) (U)This portion ofMrMacRobbie'stesthnony relates to invests of 
nafional security addressedinEO 13526, SectionL4(g). 

b. (U) Scope of Closure. TheCourtwoidd he closed only at the pointwhich the 
witness must disclose classified information The closure would therefbre be no I^oader than 
necessarytoprotect the classifiedinfbrmation 

c. (U) Altematives. As this testimony will be offered orally.it is not capable of 
redaction. Should the witness require the use of any classified documents, theywill be used 
under the SWR and/or projected by electronic displays, luiless their content must be discussed or 
evaluated. As the witness'sparticipation is itselfnot classified,no disguises or screens will be 
necessaryto shield the witness'sidentity fiom the public. The classified content ofthe ma^rial 
the witness will address, andnotjust its overall significance, is necessary and relevant. 
Therefore unclassified sunimary is untenable Eiuahy, the witness will be testifying to niianced 
infonnation requiring comphcated explanation andmustremainfiee to describe itto the fact
finder and parties as they may require. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibihfy forthis witness i f 
both parties agree. Finally, fbr the reasons articulated above, the information at issue is cunently 
classified and will be at the time of the trial, as harm could still occur asaresult of unauthorized 
disclosure.Thereforedeclassification is not warranted 

17 (U)Mr.JamesMcCarLJomtIEDDefeatOrganization(JIEDDO), 

â  (U) Classified Information and Overriding Interests 

^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 

^ 



(2) (U)This portion ofMr.McCail'st^stim^^r^tes to interests ofnational 
securify addressedinEO 13526, Section14(a)(g). 

b. (U) Scope of Closure. TheCourtwould be closed only at die point which the 
witness must disclose classified infonnation. The closure would therefbre be no broaderthan 
necessaryto ̂ otect the classifiedinfbimation 

c. (U) Altematives. As this testimonywill be oflered oiaHy.it is not capable of 
redaction Should the witness require the use of any classified documents, theywill be used 
under the SWR and^orprojected by electronic displays, unless their content must be discussed^ 
evaluated. As the witness'sparticipation is itself not classified, no disgiuses or screens will be 
necessaryto shield the witness'sidentify fiom the public The classified content of the material 
the witness will address, andnotjust its ove^all significance, is necessary and relevanL 
Therefbre tmclassified siiumiary is untenable. Fiiially,the witness will be testifyingtonuanced 
information requiring comphcated explanation and must remain fi^ to describe it to proceeding 
personnel as they may requite. Therefbre, the witness'stestimony cannot be reduced to code. 
No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness ifhoth 
parties agree. Einally,fbr the reasons articidated above, the infbrmation at issue is cunentiy 
classified and will be at the time ofthe trial, as harm could still occur asaresult of unauthorized 
disclosure.Therefbre declassification is not wananted. 

18. (U) MaiGen Kennefli McKenzie, USMC HO Staff 

a. (U) Classified Information and Overriding Inter«L 



(2) (U)This portion ofMajGenMcI^enzie'stestimonyrelates to interests of 
national securify addressed in EO 13526, Sectionl4(a)(d). 

b. (U) Scope of Closure. TheCourtwoidd be closed only at the point which the 
witness must disclose classified information. The closure would tiierefbre be no broaderthan 
necessarytoprotect the classifiedinfbrmation. 

c. (U) Altematives. As this testimony will be o^redora11y,it is not capable of 
redaction Should the witness require the use ofany classified documents, theywill be used 
tmderthe SWR aud/orprojected by electronic displays, unless their content must he discussed 1^ 
evaluated. As die witness'sparticipation is itself not classified, no disguises^screens will f^ 
necessaryto shield the witness'sidentityfiom the pubhc. Theclassified content ofthe material 
the witness will address.and notjust its overall significance, is necessary and relevant. 
Therefbreunclassifiedsummaryis untenable Finally.the witness will be testifyingtonuanced 
infomiation reqiuringcotnplicated explanation andmustremainfiee to describe it to the fact
finder and parties as they mayrequire Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibihfy fi^rthis witness i f 
both parties agree Finally,fbr the reasons articulated above, the information at issue is cuneidy 
classified and will he at the time ofthe triaL as harm could still occur asaresult of unauthorized 
disclosure Therefbre declassification is not wananted. 

19. (U)Mr James Moore, DepartmentofState 

a. (Unclassified Information and Overriding Interest. 

(1) (U) Mr.James Moore will testify about the content of cables origiuating 
fi^om South and Central Asia on the merits (specifically, 06 Colombo 1889: 06 I^thmandu 3023^ 
06I^thmandu3024; 07 Ashgabat 1359; 07Dhaka24:07New Delhi 80; 09 New De1hi267; 09 
State 92641), and whythe infbrmation requires protection against imauthorized disclosure fbr 
reasons ofnational defense or fbreign relations, including classified infbrmation This 
infbrmation is properly classified at the CONFIDENTIAL level according to the Departmeit of 
State Classification Review dated 30 October 2011 Unauthorized disclosure of it could cause 
damage to national seciirify. Therefbre, di^ussion of this intimation in op^session would 
imdermine national secui^fy interests. 

(2) (U) This portion ofMr.Moore'stestimony relates to interests of national 
securifyaddressedinEO 13526, Sectionl4(b)(d) 

b. (U) Scope of Closure. TheCourt would be closed only at the point v^ch the 
witness must disclose classified infbnnation The closure would therelbre be no l^oader than 
necessaryto detect the classified information. 

c. (U) Altematives. As diistestimc^ywill be o ^ e d ^ a l l y , i t is not capable of 



redaction. Should die witness require the use ofany classified docimients, theywill be used 
tmder the SWR and/or projected hy electronic displays, unless their content must be discussed^ 
evaluated. As the witness'sparticipation is itself not classified, no disguises or screens will be 
necessaryto shield the witness 'si^tifyfiom the public. Theclassified content of the material 
the witness will address, andnot just its overall significance, is necessary andrelevanL 
Therefbre imclassified sununaryis untenable. Finahy, the witness will be testifying to niianced 
infbrmationrequuing comphcated explanation and mustremain free to describe it to the fact
finder and parties as they mayrequire. Therefore, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree. Stipulations may be usefiil to estabhsh classification level asafacL and, i f 
relevanL to memorialize the adnussibilify ofmaterial such as the above documents. Finally,fi^r 
the reasons articidatedahove, the infbrmation at issue is cunentiy classifiedand will be at the 
time of the triaL as harm couldstdl occur asaresult of unauthorized disclosure Therefir^e 
declassification is not wananted. 

20 (U)MrB^enMoserUSCENTCOM 

â  (Unclassified Information andOvi^rridinglnt^rest^ 

(1) (U) Mr Ren Moserwill testify aboutthe infbnnation posted to the 
USCENTCOMOSJASIPRNET,potentiallyincltidingc1assifiedinfbrmation. This infiormation 
is properly classified at the SECRET level according to the USCENTCOM Classification 
Review dated21 October 2011. Unauthorized disclosure of it could cause serious damage to 
nationalsecurity. Therefore, disciissionoftlus infbrmation in open session would undennine 
national security interests. 

(2) (U) This portion oftestimonyrelates to interests ofnational securify 
a^^dressedinEO 13526, Section14(a)(c) 

b. (U) Scope of Closure. The Court would be closed only at the point which the 
witness must disclose classified infbnnation The closure woidd therefbre be no broader than 
necessaryto protect the classified infbrmation. 

c. (U) Altematives. As this testimony will be oflered oraIly,it is not capable of 
redaction Should die witness require the use of any classified documents, theywill be used 
tmder the SWR and/or projected by electronic displays, unless their content must be discussed^ 
evaluated As the witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'si^^tity fiom the public. The classified content ofthe material 
the witness will address, andnotjust its overall significance, is necessary and relevanL 
Therefore miclassified sununaryis untenable Finally,thewihiess will be testifying to nuanced 
irifiormation requiring complicated explatiation andmustremainfiee to describe it to thefacts 
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreedi^n to date, althoughapossihihfyfbrthis witness i f 



both parties agree. Stipulations maybe useful to establish classification level asafacL and, i f 
relevant, to memorialize the admissibihfy ofmaterial such as is described above. Finalfy,fbrthe 
reasons articulated above, the infbnnation at issue is cunently classified and wdl be at the time 
of the trial, as harm could stifioccitr asaresult ofunauthori:^ disclosure.Therefbre 
declassification is not wananted. 

2L (U)MrJefiervMotesJTE^TMOGuantanamoBavCuba 

a. (UnclassifiedInformation and Overriding Interest. 

(1) (U)MrJefieryMoteswilltestifyabouttheJTF^TMOdatabase andthe 
contents ofcon^ronnsed infbrniation, and whythe iufbnnationrelates to thenational defense, 
including classified infoimation. For sentencing, he will testify aboutthe impact resulting fi^om 
the compromise ofthe JTF GTMO database This infbrmation is properly classified at SECRET 
level accordingto the JTF-GTMO Classification Review dated4November 2011 Unauthc^zed 
disclosiire of i t could cause seriotisdaniage to national seciirity.Theiefbre, discussion of diis 
infiormation in open session would imdermine nationalsecurifyinterests. 

(2) (U) This portion oftestimony relates to interests of nati^^l securify 
addressedmEO 13526, Sectionl4(c) 

b. (U) Scope of Closure. TheCouttwotdd be closed only atthe pohitwhich the 
witness must disclose classified infbrmation The closure would therefbre be no broader than 
necessaryto protect the classified infbnnation. 

c. ( I ^ Altematives. As this testimony will be of^redorally.it is not capable of 
redaction. Should the witness require the use ofany classified documents, theywill he used 
tmder the SWR and^orprcjected by electronic displays, unless their content must be discussedo^ 
evaluated As the witness'sparticipation is itselfnot classified, no disguises^screeus will be 
necessaryto shield the witness'si^^tify fiom the pubhc The classified content of the material 
the witness will address, andnot just its overall significance, is necessary andrelevanL 
Therefbre tmclassified sunimary is untenable Firiahy.the witness will be testifying to nuanced 
itifbrmationreqtmmg comphcated explanation and must remain free to describe it to the fact
finder and parties as they mayrequire. Therefbre, the witnessstestimony cannot foe reduced to 
code No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree. Stipulations may be usefid to establish classification level asafact, and, i f 
relevanL to memorialize the admissibihfy ofmaterial such as detainee assessments. Finally.fbr 
the reasons articulated above, the infbrmation at issue is ciurently classifiedand will be at the 
time of the trial, as harm couldstill occur asarestdt ofunauthorized disclosure. Therefbre 
d^lassification is not warranted. 

^2. (U)Mr. Nicholas Murphy.Department ofState 



a. (U)CIassifiedInformation and Overriding InteresL 

(1) (U) Mr. Nicholas Minp^hywill testify as an OCA that Department ofState 
infbrmation was properiy classified, including classified infonnationToexplain the basis ofhis 
classifications, he must discuss the details ofthe subject matter he is classifying. This 
mfbrmationis properly classifiedat the SECRET and CONFIDENTIAL level accordingto the 
Department ofState Classification Review dated 30 October 2011. Unauthorized disclosure of 
diis infbrmation could caiise(serious)damage to national seciirify.Therefbre, discussion of this 
infbrmation in open session would imdermhie national securify interests 

w (U) This portion of Mr. Murphy's testimony relates to interests of 
national securify addressed in EO 13526, Section 1.4(a)(bXd)(eXg)-

(2) 

b. (U) Scope of Closure. The Court would be closed only at the point which Mr. 
Murphy must disclose classified information. The closure would therefore be no broader than 
necessary to protect the classified infonnation. 

c. (U) Alternatives. As this testimony will be offered orally, it is not capable of 
redaction. Should the witness require the use ofany classified documents, they will be used , 
imder the SWR and/or projected by electronic displays, ludess their content must be discussed at 
evaluated. As the witness's participation is itself not classified, no disguises or screens will be 
necessary to shield the witness's identity from the pubhc. The classified content oftiie material 
the witness will address, and notjust its overall significance, is necessary and relevant. 
Therefore unclassified summary is untenable. Finally, the witness will be testifying to nuanced 
infoimation requiring complicated explanation and must remain free to describe it to the fact
finder and parties as they may require. Therefore, the witness's testimony cannot be reduced to 
code. No stipulations have been agreed upon to date, although a possibihfy for this witness if 
both parties agree. Finally, for the reasons articulated above, the information at issue is cunently 
classified and will be at the time of the trial, as harm could still occur as a result ofunauthorized 
disclosure. Thaefbre declassification is not warranted. 

23. fU) MG Michael Nagata, Jomt Staff, the Pentagon 

a. (U) Classified Information and Overriding Interest. 



(2) (U)This portion ofMGNagata'st^tim^yrelates to interests of national 
secui^fy addressedinEO 13526, Section14(a)(cXd). 

b. (U) Scope of Closure. The Court woidd be closed only at the point which the 
witness must disclose classified infbrmation. The closure would therefbre be^hro^^ler than 
necessaryto^otect the classifiedinfbrmation 

c. (U) Altematives. As this testimonywill be oflered orally,it is not capable of 
redaction. Should the witness require the use ofany classified documents, theywill be used 
imder the SWR and/or projected by electronic displays, unless their content must be discussed^ 
evaluated As the witness'sparticipation is itself not classified, no disguises or screens will be 
necessaryto shield the witness'sidentifyfiom the public. The classified content of the material 
the witiiess will address, andnotjust its ove^all significance, is necessary andrelevanL 
Therefbre imclassified sunimary is untenable. Ehially,the witness will be testifying to niianced 
infiomiationreqturing complicated explanation andmustremainfiee to describe it to the fact
finder and patties as they mayrequire Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i ^ 
both parties agree. Finally, fbr the reasons articidated above, the infbrmation at issue is currently 
classified and will be at the time ofthe trial, as harm could still occur asaresult of unauthorized 
disclosure Therefbre declassification is not warranted. 

24 (U) LtCol (Ret)MartinNehring, USCENTCOM 

a. (U) Classified Information and Overriding Interest. 

(1) (U)Lt Col (Ret)MartinNeliring will testify about the content of charged 
documents containing J3 information, and why the information relates to the national defense, 
including classified infbnnation. This infbrmation was properly classified at the SECRET level 
according to the USCENTCOM Classification Reviewdated21 October 2011 Unauthorized 
disclosure of i t cotdd cause damage to national secm^fy Thereare, discussion ofthis 
infbrmation in open session would undennine national sectirify interests. 

(2) (U) This portion oftestim^yrelates to mterests ofnational securify 
addressedinEO 13526, Sectionl4(a)(b)(c) 

b. (U) Scope of CIosure.TheCourt would be closed only atthe poin t^ ich the 
witness must disclose classified infbrmation. The closure would therefbre be no broade^ than 
necessaryto detect the classifiedinlbrmation. 

c. (U) Altematives. As this testimonywillbe oflered oraIfy,it is not capableof 
redaction Should the witness require the use ofany classified documents, theywill he used 



imderthe SWR and/orprojected by electronic displays, unless their content must be discussed^ 
evaluated. As the witness'sparticipation is itself not classified, no disguises or screens will be 
necessaryto shield thewitness'sidentifyfiom the pubhc. The classified content ofthe material 
the witness will address, andnot just its overall significance, is necessary and relevanL 
Therefiore imclassified summary is tmtenable.Einally the witness wih be testifying to niianced 
infbnnationrequirhig comphcated explanation andmustremainfi^ee to describe it to the fact
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree Stipulations may be useful to establish classification level asafacL and, i f 
relevanL to memorialize the admissibihfy ofmaterial such as the charged dociunents Finally, 
fbr the reasoiisaiticidated above, fhe infbrmation at issue is cunentiy classified and will foe at th^ 
time of the trial, as harm couldstill occur asaresult of unauthorized disclosure Therefbre 
declassification is not warranted. 

25 (U) SSA AlexanderOtte, Federal Bureau oflnv^tigation 

a. (U) Classified Information and Overriding Interest. 

(1) (U)SSAAlexanderOtte will testify asachain of custody witness for 
classified iidbnnation concerning fiour files extracted fiom digital media fbundin the possession 
ofUsama bin Laden on lMay 2011. This infbrmation is properly classified at the SECRET 
level according to authorities specified in the Govemment'sRCM505(i) filing, dated31January 
2013. Unauthorized disclosure of it coidd cause serious damage to national securify.Therelbre, 
discussion ofthis infbrmation in open session would undermine national securify interests. 

(2) (U) This portion oftestimony relates to int^ests of nati^^ial securify 
addressedinEO 13526, Section 1.4(aXc). 

b. ( I ^ Scope of Closure. Tbe Court would be closed only at the pointwhich the 
witness must discloseclassifiedinfbnnation Theclosure would therefbre be no broaderthan 
necessarytoprotect the classifiedinfbrmation. 

c. (U)A1tematives. As this testimonywill be offered oraI1y,it is hot capableof 
redaction. Should the witness require the use ofany classified documents, they will loused 

^ imderthe SWR and/or projected by electronic displays, unless their content must be discussed o^ 
^ evaluated As the witness'sparticipation is itselfnot classified, no disguises or screens will be 

necessaryto shield the witness'sidentify fiom the pubhc The classified content ofthe material 
the witness will address, andnotjust its overall significance, is necessary and relevanL 
Therefbre tmclassified sutnmary is untenable. Finahy,the witness will be testifying to nuanced 
infbrmation requuing complicated explanation andmustremainfiee to describe it to the fact
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilifyforthis witness i f 
both parties agree. Stipulations may be useful to estabhsh chissification level asafacL and. i f 



relevanL to memorialize die admissibihfy ofmaterial describedabove. FinaHy.fbrthe reasons 
articulated above, the infbrmation at issue is cunently classified and will be at the time ofthe 
trial, as hanncouldstih occur asaresuh ofunauthorized disclosure. Therefore declassificationis 
notwananted. 

26. (U) AMB DavidPearcePenartmeit ofState 

a (UnclassifiedInformation and Overriding InteresL 

(1) (U) AMB David Pearce will testify about the content ofcables originating 
fromAfghanistanand Pakistan on the merits(specifically, 06 Rahul 5420: 06 Rahul 542L(^ 
I^bul 5435; 99 Islaniabad 495), and whythe infonnation reqttires protection agairi^ 
imauthorized disclosure for reasons ofnational defense or fbreign relations, mcluding classified 
infbrmation This infbrmation is properly classified at the CONFIDENTIAL level accordingto 
Department ofState Classification Review dated 30 October 2011.Unauthorized disclosureofit 
coidd cause damage to national seciirity. Therefbre, discussion ofthis infbnnation in open 
session woidd tmdermine nationalsecurifyinterests 

(2) (U) This portion oftestimonyrelates to interests ofnational securify 
addressedmEO 13526, Sectionl4(bXd) 

b. (U) Scope of Closure. TheCourt wotdd be closed only at the pointwhich the 
witness must disclose classified infbrmation. The closure wotdd therefbre be no broader than 
necessarytoprotect the classifiedinfbrmation. 

c. ( I ^ Altematives. As this testimony will be offered ora11y,it is not capable of 
redaction. Should the witness require the use ofany classified documents, they will be used 
tmder the SWR and̂ or projected by electronic displays, unless their content must be discussed o^ 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentify fiom the pubhc The classified content ofthe material 
the witness will address, andnot just its overall significance, is necessary andrelevanL 
Therefbre unclassified sunimary is untenable. Finahy the witness will be testifying to ntianced 
infotmationrequiimg complicated explanation andmustremainfiee to describe it tothe fact
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness if 
both parties agree. Stipulations may be useful to estabhsh classification level asafact, and, i f 
relevanL to memoriahze the admissibilify ofmaterial such as the above documents Finally.fior 
the reasons articidated above, the iufbrmation at issue is ciurently classifiedand will be at the 
time of the trial, as harm couldstill occur asaresult ofunauthorized disclosure. Therefbre 
declassification is not wananted. 

27. fU)MrAdamPearson.JomtIEDDef^atOrganization(JIEDDO) 



a. (U) Classified Information and Overriding Interest. 

(2) (U) This portion ofMr.Pearson'stestimony relates to interests ofnational 
securifyaddressedinEO 13526, Section 1.4(c)and(g). 

Ĥ . ( I ^ Scope of Closure. The Courtwoidd be closed only at the point which the 
witness must disclose classified infbrmation The closure wotdd tiierefbre be no broaderthan 
n^essaryto^tectthe classifiedinfbrmation. ^ 

c. (U) Altematives. As this testimonywill be offered orally,it is not capable of 
redaction. Should the witness require the use of any classified documents, theywill be used 
tmder the SWR and^orprojected by electronic displays, unless their content must be discussed or 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentify fiom the pubhc The classified content ofthe material 
the wihiess will address,andnot just its overall significance, is necessary and relevanL 
Therefbre tmclassified sununaryis untenable Einal1y,the witness will be testifying to niianced 
infbrniation requiring cotnplicated explanation andmustremainfiee to describe it to the fact
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibihfy forthis witness i f 
both parties agree Finally,fbr the reasons articulated above, the infbrmation at issue is cunently 
classified and will be at the time ofthe trial, as harm could still occur asaresult of imauthorized 
disclosure.Therefbre declassification is not wananted. 

2^. (U)Mr.H.DeanPittinan.Department ofState 

a. (U) Classified Information and Overriding I n t e r s 

(1) (U) Mr. H. Dean Pittman will testify about the content ofcables 
originating fiom International Organizations on themerits (specifically 07 USUNNewYoi^ 
573;07USUNNewYork575;07USUNNewYork578),andwhythemfomiationrequires 
protection against itnaiithorizeddisclostirefbrreasons ofnational defense or fbreignrelations, 
including classified infonnation. This infbrmationisproperly classifiedatthe CONFIDENTIAL^ 
level according to the Department ofState Classification Review dated 30 October 201L 



Unauthorized disclosure of i t could cause damage fo national securify. Therelbre. discussion of 
this itifbrmation in open session would undermine national securify interests. 

(2) (U) This portion oftestimonyrelates to interests ofnational securify 
addressedinEO 13526, Sectionl4(bXd). 

b. (U) Scope of Closure. TheCourt would be closed only at the point which the 
witness must disclose classified infbnnation The closure would therefbre be no broader than 
necessary to protect the classified infbrmation. 

c. (U) Altematives. As this testimony wdl be offered orally.it is not capable of 
redaction. Should the witness require the use ofany classified documents, they will be used 
tmder the SWR and/orprojected by electronic displays, unless their content must be discussed or 
evaluated As die witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentify fiom the pubhc. The classified content ofthe material 
the witness will address, and not just its overall significance, is necessary and relevanL 
Therefbre imclassified sunimary is imtenab1eFinahy,the witness will be testifying to ntianced 
infbrmation requumg complicated explanation andmustremain free to describe itto the fitct 
finder andparties as they mayrequire Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree. Stipulations maybeusefiiltoestabhshclassificationlevelasafacL and. i f 
relevanL to memorialize the admissibihfy ofmaterial such as the above documents.Finally.for 
the reasons articidated above, the infbrmation at issue is currentiy classifiedand will be at the 
time of the hrial, as harm could still occur asaresult of unauthorized disclosure Therefbre 
declassification is not wananted 

29 

a. (reclassified Information and Overriding InteresL 

(2) (U) This portion oftestimony relates to interests ofnational securify 
addtessedmEO 13526, Sectionl4(c)(g) 

b Scope ofClosure. 

^ 



(2) (U) As the witness'sassociation with this proceeding as well as die 
subject matter of testimony is classified, die courtroom closed forthe entirefy of this individual's 
testhnony,uicluding the announcement ofthe witness'sname 

c. (U) Alternatives. As diis testimony will be offered orally.it is not capable of 
redaction Should the witness require the use ofany classified documents, theywill be used 
luiderthe SWR and/orprojected by electronic displays, unless their content must be discussed t^ 
evaluated As the witness'sidentify is itself not classified, no disguises or screens wdl be 
necessaryto shield the witness'sidentifyfiom the pubhc Tbe classified content ofthe material 
the witness will address, andnotjust its overall significance, is necessary and relevanL 
Therefbre imclassified siimmaiyis untenable Finally,the witness will be testifying to nuanced 
infbrmation requuing complicated explanation andmustrernain free to describe it to the fact
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code No stipulations have been agreed upon to date, althoughapossibihfy fbr this witness if 
both parties agree Finallyfbrthe reasons articulated above, the infbrmation at issue is cunently 
classified and will be at the time of the trial, as harm could still occur asaresult ofunauthorized 
disclosure Therefbre declassification is not warranted. 

30 (U^AMBSteohenSecheDenartment ofState 

a. (UnclassifiedInfomnation and Over^^^d^Inter^t^ 

(1) (U) AMB Stephen Seche win testify about die content ofcables 
originating from the Near East on the merits(specifica11y,05 Algiers 1836: 06 Algiers 1961:06 
Baghdad2646:06Baghdad4205;06Beimt3603;06Behut3604:06Beurut3703;06Ruwait 
4430; 061^uwait 4438; 06Riyadh8811;06Tripoh 645; 06Tripoh648;078aghdad35; 07 
Baghdad36:07Baghdad37;07Baghdad42;O^Baghdad53;07Baghdad56;07Baghdad63; 
07Baghdad64;07Baghdad70;07Basrah3;07Beimtl958;07Riyadh21;07Riyadh22;07 
Riyadh23:07Tunis47;08Amman535;08Cairo569:09Baghdad2390:09Riyadhll56:10 
Rabat 294), and why the infbnnation requires protection against imauthorized disclosure fbr 
reasons ofnational defense or fbreign relations, including classified infbrmation This 
infbrmation isproperly classifiedat theCONFIDENTTALand SECRET level accordingto die 
Department ofState Classification Review dated 30 October 2011. Unauthorized disclosure ofit 
could catise damage to national sectirity Therefbre, discussion of this infbnnati^ in open 
session would undennine national security interests. 



(2) (U) This portion oftestimony relates to interests ofnati^^l securify 
addressedinEO 13526,Sectionl4(a)(bXd) 

b. (U) Scope of Closure. The Courtwoidd be closed onfy atthe pointyi^ich the 
witness must disclose classified infbnnation. The closure wotdd therefbre be no leader than 
necessaryto detect the classified information. 

c. (U) Alternatives. As thistestimonywill be oflered oralfy.itis not capable of 
redaction. Should the witness require the use ofany classified documents, theywill be used 
tmderthe SWR and^orprojected by electronic displays, mdess their content must be discussed or 
evaluated. As the witness'sparticipationis itself not classified, no disguises or screens will be 
necessaryto shield the witness'sidentify from the public. The classified content ofthe material 
the wihiess will address,andnot just its overallsignificance, is necessary andrelevanL 
Therefore unclassified summary is untenable. Finally the witness will be testifying to ntianced 
infbrmation requiring complicated explanation andmustretnain free to describe it to the fact
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed î oon to date, althoughapossibilifyforthis witness if 
both parties agree Stipulations may he useful to establish classification level asa^t, and, i f 
relevanL to memorialize the admissibilify ofmaterial such as the above documents Fina11y,fbr 
the reasons articidated ahove, the infbrmation at issue is cunendy classified and will be at the 
time of the triaL as harm could still occur asaresuh of unauthorized disclosure, Theref^e 
declassification is notwananted. 

31. (U) SA David Shaver. US Department ofTreasuiy 

a. (U) Classified Information and O^errtding InteresL 

(2^ (U) This portion oftestimony relates to mterests ofnational securify 
addressedmEO 13526, Sectionl4(c)(g). 

b. (U) Scope of Closure. The Courtwoidd be closed only at thepomty^ch the 
witness must disclose classifiedinfbrmation The closure wotdd therefbre be no broaderthan 
necessaryto protect the classifiedinfbrmation. 



c. (U) Altematives. As this tesfhnonywillbe oflered orally,it is not capable of 
redaction. Shotdd the witness require the use ofany classified documents, they will be used 
tmder the SWR and̂ or projected by electronic displays, ludess their content must be discussed^ 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield die witness'sidentifyfiom the public. The classified content ofthe material 
the witness will address,andnotjust its overall significance, is necessary and relevanL 
Therefore unclassified summary is untenable. Einahy.the witness will be testifying to niianced 
infbrmation requiring con^hcated explanation andmustrernain free to describe itto thefacts 
finderandpaities as they mayrequire Therefbre, the witness'stestimony cannot be redi^ed to 
code No stipulations have been agreed upon to date, althoughapossihdify forthis witness if 
both parties agree Stipulations may be useful to estabhsh classification level asafacL and, i f 
relevanL to memorialize the admissibihfy ofmaterial such as his fbrensic reports. Finally.fbr 
the reasons articulated above, the infbrmation at issue is currently classified and will be at the 
time of the trial, as harm could still occur asaresult of unauthorized disclosure. Therefbre 
declassification is not wananted, 

32. fU) Ms. Cathie StrobL Central Intelligence Agency 

a. (U) Classified Information and Overriding InteresL 

(2) (U) This portion oftestimonyrelates to interestsofnational securify 
addressedinEO 13526, Section 1.4(c)(g). 

^ . (U) Scope of Closure. TheCourt would be closed only atthe point which the 
witness must disclose classified infbnnation The closure would therefore be no broader than 
necessarytoprotect the classifiedinfbrmation. 

c. (U) Altematives. As this testimony will be offered orally.it is not capable of 
redaction Shotdd the witness require the use ofany classified documents, they will be used 
tmderthe SWR and^orprojected by electronic displays, ludesstheur content must be discussed or 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will foe 
necessaryto shield the witness'sidentifyfrom the public Tlie classified content ofthe material 
the witness will address, andnotjust its ove^all significance, is necessary and relevanL 
Therefbre unclassified summary is untenable Finahy,the witness will be testifying to niianced 
infbrmationreqitiringcotnphcated explanation andmustrernain free to describe itto the fact-

^ 



finder andparties as they mayreqmre Therefore, die witness'stestimony cannot be redi^edfo 
code. No stipulations have been agreed upon to date, althoughapossibihfy forthis witness i f 
both parties agree Stipulations may be usefiil to establish classification level asafacL and. i f 
relevanL to memorialize the admissibihfy ofmaterial such as is described above Finally,fc^tte 
reasons articulated above, the infbnnation at issiie is ctinently classified and will be at the time 
of the triaL as harm could still occur asaresult ofunauthorized disclosine Therefbre 
declassification is not wananted. 

33. (U)Ms Louis Travieso, USCENTCOM 

a. (U) Classified Information and Overriding InteresL 

(1) (U) Ms.Louis Travieso wdl testify about the content ofthe charged 
document(s)contauungJ2infbnnation,andwhydieinfonnationrelatestodienationaldefeise, 
including classified infonnation This infbnnation is properiy classified at SECRET level 
accordingtotheUSCENTCOMClassificationReviewdated21 October 2011 Unauthorized 
disclosure of i t could cause damage to national securify Therefbre, discussion ofthis 
infiormati^ in open session wouldiuidenninenational securify iriterests. 

(2) (U)This portion oftestimonyrelates to interests ofnatioi^ securify 
addressedmEO 13526, Section14(c) 

Hl̂^ (U) Scope of Closure. TheCourt would be closed only atthe point which the 
witless must disclose classified infbnnation The closure would therefbre be no broader than 
necessarytoprotect the classifiedinfbimation. 

c (U) Altematives. As this testimonywill be oflered oralfy.it is not capableof 
redaction. Should the witness require the use ofany classified documents, theywill be used 
luider the SWR and/orprojected by elechronic displays, tudesstheur content must be discussed or 
evaluated. As the witness'sparticipation is i t se l f in classified, no disgiuses or screens will be 
necessaryto shield the witness'sidentifyfrom the public. The classified content of the material 
the witness will address,andnotjust its overall significance, is necessary and relevanL 
Therefbre uticlassifiedsunimaryisimtenab1e.Finahy,the witiiess will be testifyuigto nuanced 
infbnnation reqttiring complicated explatiation and must retnain free to describe it to the fact
finder and parties as theymayreqitire. Therefbre, the witness'stestimony cannot be reduced to 
code. No stipulations have been agreed upon to date, althoughapossibihfy fbr this witness i f 
both parties agree Finally, fbr the reasons articulated above, the infbrmation at issue is cunently 
classified and y^h be at the time ofthe trial, as harm coidd still occur asaresuh of imauthorized 
disclosure. Therefbre declassification is not warranted. 

34. (U^RDMLDavidWoods, Strike Force Training Pacific 

a. (U) Classified Information and Overriding InteresL 

^ 



(1) (U)RDMLDavidWoodswdltestifyasanOCAthatJTFGTMO 
infbrmation was properly classified, including classified information. Toexplain the foasis ofhis 
classifications, he must discuss the details ofdiesubjectmatter he isclassifying. This 
information isproperlyclassifiedat SECRET level accordingto the JTE-GTMOClassificati^ 
Review dated4November 2011 Unauthorized disclosineoftiiis mformation could cause 
(senous)darnage to national securify.Therefbre, discussion of this infbnnation in ^ :^ns^ ion 
would undermine national securify iuterests, 

(2) (U)This portion ofRDMLDavidWoods'stestmiony relates to interests 
ofnationalsecitrifyaddressedinEO 13526, Section 1.4(c). 

b. (U) Scope of Closure. TheCourt would be closed only at the pointwhich 
RDMLDay^dWoods must disclose classified infbrmation The closure would therefbre be no 
broaderthannecessaryto protect the classified information. 

c. (U) Altematives. As this testimony wdl be offered orally,it is not capable of 
redaction Should the witness require the use ofany classified documents, theywill be used 
imder the SWR and/orprojected by electronic displays, unless their content must be discussed^ 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sideitify from the pubhc Tbe classified content of the material 
the wihiess will address, andnotjust its overall significance, is necessary andrelevanL 
Therefbre tmclassified suinniary is tmtenable.Finahy. the wihiess will be testifying to ntianced 
infbrmation requiimg complicated explanation and must remain free to describe it to die fact
finder and parties as they mayrequire. Therefbre, the witness'stestimony cannot be redt^ed to 
code.No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree Fitially,fbr die reasons articulatedabove, the infiormation at issue is currently 
classified and will be at the time ofthe trial, as harm could still occur asarestdt of unauthorized 
disclosure. Therefbre declassification is not warranted. 

35 (L^AMBDonYamamoto, Department ofState 

a. (reclassified Information and Overriding InteresL 

(1) (U) AMB DonYamamoto will testify about the content ofcables 
originating fromAfiica on the merits(specifically, 07 Addis Ababa 2197; 07 Lagos 719; 08 Dar 
EsSalaam206:08Rhartoum246;08Rhartoinn428:09A^sAbaba 1063:09Bamako85;10 
Pretoria 636), and whythe infbimationrequires protection against unauthorized disclosure fbr 
reasons ofnational defense or fbreign relations, including classified infbrmation. This 
infonnation is properly classified at the CONFIDENTIAL level according to the Departmeit of 
State ClassificationReviewdated30October20Il. Unauthorized disclosine of i t could cause 
damage to national securify Therefbre, discussion of this infiormation in open session would 
imdenniue national securify interests. 



(2) (U) This portion oftestimony relates to interests ofnational securify 
addressedinEO 13526, Section14(bXd). 

b. (U) Scope of Closure. TheCourtwoidd be closed onfy at the pointwhich the 
witness must disclose classified infbnnation. The closure wotdd therefbre be no broaderthan 
necessarytoprotect the classified infbnnation. 

c. (U) Altematives. As dnstestimonywillbeof^leredoralfyitis not capable of 
redaction. Should the witness require the use ofany classified documents, theywill be used 
itnderthe SWR and/or projected by electronic displays, unless their content rnust be discussed or 
evaluated As the witness'sparticipationis itselfnot classified, no disguises or screens will be 
necessaryto shield the witness'sidentify from the public The classified content ofthe material 
the witness will address,andnotjust its overall significance, is necessary and relevanL 
Therefiore tmclassified stimniary is tmtenable.Fitiahy,the wihiess will be testifying to nuanced 
inlbnnation requiring coniplicatedexphmation andmustrernain free to describe it to the fact
finder and parties as they mayrequire Therefbre, the witness'stestimony cannot be reduced to 
code No stipulations have been agreed upon to date, althoughapossibilifyfbrthis witness if 
both parties agree Stipulations may be usefiil to establish classification level asafacL and, i f 
relevanL to memorialize the admissibihfy ofmaterial such as the above documents. Finally,fbr 
the reasons articidated above, the information at issue is cunentiy classified and will be at the 
time ofthe ttial, as harm could still occurasaresult ofunauthorized disclosureTherefrr^e 
declassification is not warranted. 

36. (U) AMB MarieYovanovitch, DepartmentofState 

a. (U) Classified Inlormation and Overriding InteresL 

(1) (U) AMB MarieYovanovitch will testify about the conteit of cables 
originating from or sent to Europe or Eurasia on the merits(specifically,10Re^avikl3;06 
Belgrade 1681;06Madrid 2955; 06 Madrid 2956; 06 Pristina 947;06Pristma 948; 07 Ankara 
23;07Ankai^2468;07Bratislava665;07Minsk1024;07Moscow5824;07Moscow5825;07 
Paris4722;07Paris4723;07Re^avik203;07Vilnius13;09Paris217;09Prague88;09 
Pristina 58: 09 State 92632; 09 State 92657;09Brussels382;09Geneva347),andwhythe ^ 
information requites protection against imauthorized disclosiire fbr reasons ofnational defî tiseo^ 
fbreign relations, including classified infomiation. This infbrmation is properiy classified at the 
CONFIDENTTALandSECRETlevelsaccordhigtodie Department ofStateClassification 
Review dated 30 October 2011 Unauthorized disclosure ofit could cause damage to national 
secm^fy.Therefbre,disctission of this infbrmation in open session wotdd undennine national 
secmrify interests. 

(2) (U) This portion oftestimony relates to interests ofnationalsect^fy 
addressedmEO 13526, SectionI4(a)(bX^X^) 

^ 



b. (U) Scope of Closure. The Court wotdd be closed oidy at the point which the 
witness must disclose classified infbnnation. The closure would therefrore he no broaderthan 
necessaryto^otect the classifiedinfbrmation. 

c. (U) Altematives. As this testimonywill be of^redoraIly,it is not c^ble of 
redaction. Should the witness require the use ofany classified documents, they will be used 
tmderthe S^^ and/orprojected by electronic displays, tudess their content must be discussed^ 
evaluated. As the witness'sparticipation is itselfnot classified, no disguises or screeis will be 
necessaryto shield the witness'sidentifyfrom the pubhc. The classified content ofthe material 
the witness will address, andnotjust it^ove^all significance, is necessary and relevanL 
Therefbre tmclassified summary is tmteuable. Finally.the witness will be testifying to nuanced 
information requiring comphcated explanation andmustrernain free to describe it to the fact
finder and parties as they may require Therefbre, the witness'stestimony cannot be reduced to 
code No stipulations have been agreed t ^ n to date, althoughapossibihfyfbrthis witness ifhoth 
parties agree Stipulations may be usefid to estabhsh classification level asafact, and, if 
relevanL to memorialize the admissibihfy ofmaterial such as the above documents. Finally,fbr 
thereasons articulated above, the infomiation at issue is cunentiy classifiedand will be at the 
timeofthe hrial, as harm couldstill occur asaresult ofunauthorized disclosure. Therefbre 
declassification is not wananted. 

37. (U^Mr. Joseph Ytm, DepartmentofState 

a. (UnclassifiedInlbrmation and^erridingInteresL 

(1) (U) Mr Joseph Yun will testify about the conteit of cables originating 
fromEastAsiaand die Pacific on the merits(specifically, 06 Seoul 3882; 06 Seoid 3885; 06 
Suva489;06Taipei 3830; 07Bangkokll1;07Beijmgl52;07RualaLtunpur 40: 07 Rangoon 
22; 07 Stryal8: 07 Vientianel2:10Tokyo 627), and whythe information requires protection 
againsttmauthorized disclosure fbr reasons ofnational defî nse or fbreign relations, including 
classified uifbrmation This iufbrmation is properly classified at the CONFIDENTIAL and 
SECRET levels according to the Department ofState Classification Review dated 30 October 
2011. Unauthorized disclosure ofit could cause damage to national securify. Therefbre, 
discussion ofthis in^rmation in open session would tindermine national securify interests. 

(2) (U)This portion oftestim^y relates to interests ofnational securify 
addressedmEO 13526, Sectionl4(bXd) 

b. (U) Scope of Closure. The Court wotdd be closed only atthe point which the 
witness must disclose classified information. The closure wotdd therefore he no broader than 
necessarytoprotect the classified iufbrmation. 

c. (U) Altematives. As diis testimonywill be offered orally.it is not capable of 
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redaction. Sliotdd die witness require the use ofany classified dociunents, theywill be used 
tmder the SWR and/or projected by electronic displays, unless their content must be discussed o^ 
evaluated As the wimess'sparticipation is itselfnot classified, uo disguises or screens will be 
necessaryto shield the witness'sidentify from the pubhc. The classified content ofthe material 
the witness will address, andnotjust its overall significance, is necessary and relevanL 
Therefbre tmclassified summary is untenable Finally. the wihiess will be testifying to nuanced 
infbrmation requumg comphcated explanation andmustrernain free to describe it to the fact
finder and parties as they mayrequire. Therefbre, die witness'stestimony cannot be reduced to 
code. No stipulations have heen agreed upon to date, althoughapossibilifyfbrthis witness i f 
both parties agree Stipulations may be useful to establish classification level asa^L^nd, i f 
relevanL to memorialize the admissibihfy ofmaterial such as the above documents. Einally,fbr 
the reasons articulated above, the infbnnation at issue is cunentiy classifiedand will be at the 
time of the trial, as harm could still occur asaresult of unauthorized disclosureTherefore 
declassification is not wananted. 

H. (U)PROPOSEDTRANSinONINGPROCESS 

(U) Under RCM 806(bX2)andMRE505(i), die Mditary Judgemayorderportionsofdie 
Court-Martial closed to the public in orderto hear classified infbnnation. Should the Court order 
suchaclosing, the United States proposes the Court use the procedures detailed below, 

A. (U^ Transition from Open to Closed 

(U//FOUO) When closing the courtroom, both infbrmation andph^calsecnrify mustbe 
addressed. The procedures fbr achieving physical security of the btuldingouthned below are 
derived from the Fort Meade Classified Meeting andConferences Standard Operating Procedure. 
They cover fbur main areas. First,judicial personnel identified below will need to ensure that 
onlypeople with proper clearance and need-to-know are present fbr classified proceedings 
Second, extemal cotmections wdl need to be severed. Third, equipment cleared fbr classified 
use win need to be set up anden^loyed bythe Court Reporter. And last, courtroom officials 
will coordinate with the Court Securify Officer to eisure proper evidence accountabihfy and 
courtroom classification status 

1. (OPhysicalCourtroom Security 

(U//FOUO)Totransition from an open toaclosed session, die Comt should cal̂ A 
arecess. Ascript with proposed language fbr e^ectuating the stages of closure is attached. 
Enclosurel. One bailiffwill advise the spectators that the court has been closed. Then, the two 
MPs will clear the courtroom ofall spectators The spectators will be advised that theymay 
relocate to the overfiow trailer orwait outside the building Spectators will experiencea 
courtroom closme, just as theywould any other recess. TheUnited States will endeavorto 
schedule sessions involving witnesses who necessitate closure fbr first thing in the morning, at 
lunch time, or befbre dinner. 



(U//FOUO)After spectators have been escorted from the courtroom, one MP 
and one unit escort wdl inspect the courtroom building fbr any spectators who may have 
remained behind. The other escort will remain behind to guard the accused, whde the second 
MP posts at the building front door to control access Afrerthe inspection, this detail will rehum 
to the courtroom and check in with the CSO 

(U//FOUO) While the inspection fbr spectators is being conducted, the CSO 
will cut all media feeds by pressing the appropriate control switch to cease transmission. The 
operations legal aduiuiistrator will verify with onePAOrepresentative stationed in the 
Smallwood Hall media space that the audio/visual feedhas been cuL He wdl then verify in 
person that the feed has been cut to the overflowtrader. Upon completion, he will alert the CSÔ  
that the media feedhas been successfully cuL PAOrepresentatives wdl not be allowed in the 
courtroom during closed sessions, 

(U//FOUO) Once the CSO confirms that all spectators have lefi and the media 
feed has been cuL all personnel in the courtroom itselfwill file into the hallway through the 
pubhc coturtroomenhrance The CSO and one MP will exit the courtroom first (throu^ the 
public entrance) The CSO will then post at the public enfrance to the courtroom, while the MP 
gtiards the hallway to prevent anyone from travehng past the pubhc entrance room. The accused 
and one luiit escort will then move to the defense office (through the courtroom side door) and 
the Military Judge and paralegal wdl exit through the Court'sentrance, and the baihf^ and court 
reporter wih exit thiough the pubhc eitrance, 

(U//FOUO) While individuals are absent from the courtroom, the MPs with 
mditarywoiking dogs will conductasecurify sweep ofthe courtroom and the cyber securify 
team will conductatechnical sweep" ofthe courtroom itself After the sweeps, the CSO will 
re-enter the courttoomfirsL He will dnen post at the enttance ofthe public waitingroom into th^ 
courtroom itself and visually check the badges of each person who proceeds hack into the 
courfroom to detennine that each individual holdsaclearance at or above the level of 
classification fbr the information expected to be considered during the session. TheGovenunet^ 
will have previously checked the securify clearance of individuals in attendance(e,g.govemme^^ 
representatives, defense experts)to ensure that striped secturify badges have been made fbr and 
issued to only those individuals with appropriate clearances. Those Government r^resentatives 
present because the testimonyunplicates the equities oftheir organization will also be checked ^ 
againstaneed-to-knowlisL This listwill have been prepared bythe Unit^Statesinadvanceo^ 
the session fbr each witness whose testimonyrequires closure. 

(U//FOUO)Afier courtroom checks have been completed, the de^i^e securify 
expert will visit the defense trailer to advise anyone within it ofthe closedsession and verifythe 
securify badges and need to-know of those occupants If the trader is unattended, he will turn o^ 
the video ̂ ed and lock the door. Meanwhile, the prosecution securify expert will do the same in 
the prosecution trailer The extemal MPs will guard all trailers to ensure no unauthorized access 



occtns. The securify experts will retum to theconrfroomandnotifythe CSO thatthe trailer 
checks are complete, 

(U//FOUO) While the trailer checks occur, theCSOwillretrieve the classified 
recording equipment (previously staged by him inacourtroomsafe)and provide it to the Com^ 
Reporter. TheCourt Reporter wdl then set t^ and use equipment cleared fbr processing 
classifiedmaterial, while the CSO returns tte unclassified equipment to the safe. TheCSO,the 
govemmenL or the defense will retrieve any classified materials needed fbr the hearing The 
CSO must see each item and be aware of all classified materials in theCotutroom. The CSO 
will complete the Closed Hearing Checklist and give it to die court reporter. Enclosure 2. 

(U//FOUO)Upon completion of the checklisL the courtroom will be readyto 
hostaclassifiedhearing(up to the "SECRET" level) At the next recorded classified session, the 
Trial Counsel widannotmceon the record the higli^texpectedclassificationlevelfbrdi^ 
hearing. ^ 

2. (U) Electronic Security 

(U//FOUO) The WolfhoundandWatchhound systems, whichmonitorthe 
transinissionofwireless electronic data from the cotirtroom^ih^^ntinue to monitor during 
classified proceedings While theycapture no substance, tiieiruse enables securitypersonnel to 
alerttheCoiut should data transmission be detected during die hearing. 

3. (U)Sectu t̂y Outside the CotirtroomTts l̂̂  

^ (U//FOUO) The MP will positioned him /herselfat the main enfrance to the 
buildingwillconductalOO^ ID card check at this dooruntil the closedsession is con^leted. 
(S)he will check identification againstaroste listing individuals withaneed-to-know fbr the 
specific testimony occunmgdiumg that closure and check fbr proper clearance level (noted by 
the type ofprosecution-issued badge they cany). Anyone whose association with die 
proceedings or identity may be classified will be assignedanumber and escorted to the 
couittoom byamember of the prosecution team The hst ofpeople with authorized access to 
closedproceedmgswillbetestimonyspecificandhavebeenpreparedbydieprosecutionin 
advance ofclosure. Ifclosure must occur tinexpectedly,onlyprosecution and delense teams will 
be authorized fbr courtroom attendance: however, no need-to-know equify holders will be 
allowed unless onalist fbr the witness testifying 

(U//FOUO) Upon completing their sweep fbr additional spectators and checking 
in with the CSO, the escort and MP will post outside the courtroom itselfto monitor the hallway. 
This hallwaywill serve asastandoff area between the courtroom and the main entrance. Asign 
thatprohibits entry and advises that classified infbnnationis cunentiy beingprocessed will be 

^ postedat each entrance to the courfroom from the hallway. This sign is attached as Enclosure 3. 
^ The fence line along the facdity'souterperimeterwill be what secures the outside enfrances to 



the buildmgAccorduigto guidance from dieS2,extemalMP'swill patrol this area 

B. (U^Transition from Closed to Open 

(U//FOUO)Totransitionfromaclosed to an open session, IheTrialCounselmust 
announce the Invest classification level ofinfbrmation discussed dtning the classified session. 
Also, classified material and eqtupment must be secured. Then, extemal connections must be 
restored and spectators allowedtore-ente^the courtroom The responsibdify ofindividuals and 
the ordê  of actions which must be taken to effectuate this transition is detailed below. 

(U//FOUO)Once theCourt orders the cotu r̂oom opened, the TrialCounscl will announce 
the highest level ofdassification ofthe hearing on the record. Then the Court shotdd then 
announcearecess. The CSO wdl collect the dassified court reporting equipment and sectû e it in 
the safe-rehiming with the tmclassified equipment fbr the cotnt reporter to assemble The CSO 
will also secure any notes that may have been taken by individuals who were present dtnringthe 
classified session, and store them in the cotutroomsafe Each parfy has been giveiadrawerin 
the safe fbr separate storage; each drawer has its ov^ lock. Before the Court'snotes are secured̂  
the Court will prepare an tmclassified summary of the proceedings, and the Court Securify 
O^cerwill review it fbr spillage ofclassified infbrmation. Any classified information in tte 
Court'spossession will then also be secured bytheCourt Securify Officer. 

(U//FOUO)Once theCourt Securify Officer has verified that no classified mateial is in the 
courtroom, (s)he will reconnect the media feed. ThecottrtroomPAOwdlverifywiththe 
previously identified satellite locations that the media feed has been successftidy reestablished. 
Abaili^^ will notify die securify detail at the door and in the hallwaythat the classified portion 
has ended The OlCwill alert the spectators that the session has reopeied and usherdiem back 
into the courtroom The Court Securify Officerwill complete the enclosed OpenHearing 
ChecklisL afier which point, normal open courfroom procedures fbr an unclassified hearing 
restmie.̂ ^^Euclosure2 Ascript with proposed language fbr effectuating the stages of opening 
the cottrUoom is attached fbr theCotirts consideration. Enclosurel. 

^^^^^^^^ 

(U) In the interests of applytngascalpel to courtroom closure decisions, the United States 
proposes this Article 39(a)session be open. The United States believes discussion ofclosure and 
associated procedtues can be held in open session and any dassified materials referenced in the 
filing can be provided fbr theCourt'sreview^vithoutpubhc disdosure However, shotdd th^^ 
Court require oral testimony or wish to discuss with counsel the contours oftiie classified 
assertions or materials provided, for the same reasons articulated above, courtroom closure is tte 



onlywayto protect diosediscusstons.Ascripttoclose the proceedingfbrthese purposes is also 
enclosed. Enclosurel. 

ASHDENFEIN 
f^AJ,JA 
TrialCounsd 

(U)lcertif^th^tlset^ed or caused to be servedatrue copy of the above, via SIPRNET 
email, to Mr, David Coombs, Civilian Defense Counsel, though the defense security experts on 
31 January 2013. 

^Enclosures 
1. Scripts 
2. Battle Drill Checklists 
3. "Classified Work in Progresŝ 'Sign 

ASF^DENFEIN 
^AJ ,JA 
Trial Counsel 




