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Witness | US v Pfc. Manning, Lt. Col. Brian Kerns, Executive Officer 
(XO), 2nd Brigade CombatTeam, 10th Mountain Division 
By Alexa O'Brien on December 8, 2011 11:55 AM 

us V Pfc. Bradley Manning is being conducted in de facto secrecy This page is a work in progress and may contain errors The page is 
developing and may be updated. All updates and amendments will be noted 

For more information on the lack of public and press access to United States v. Pfc. Bradley fianning, visit the Center for Constitutional 
Rights which filed a petition requesting the Army Court of Criminal Appeals (ACCA) "to order the Judge to grant the public and press access 
fo the government's motion papers, the court's own orders, and transcripts of proceedings, none of which have been made public to dale " 

Lt. Col. Brian Kems was the Executive Officer (XO) for the 2nd 
Brigade Combat Team, 10th Mountain Division, and the second 
most senior commanding officer in Pfc. Manning's chain of 
command within the 2nd Brigade Combat Team, 10th Mountain 
Division. 

I Donate Bftcoins Q 

Lt. Col, Brian Kems, Executive Officer (XO), 2nd Brigade Combat 
Team, 10th Mountain Division provided a swom statement for 
the Secretary ofthe Army's 15-6 Investigation into the alleged 
unauthorized disclosures 

The Govemment objected to the defense request for the testimony 
of Lt. Col. Brian Kems, Executive Officer (XO), 2nd Brigade Combat Team, 10th Mountain Division at the December 
2011 Article 32 Pretrial Hearing, stating his testimony was "not relevant to the Article 32 investigation and will only 
serve to distract from the relevant issues." While there is no official public record of Almanza's denial of this 
witness' testimony, Lt, Col. Brian Kerns, Executive Officer (XO), 2nd Brigade Combat Team, 10th Mountain Division 
did not appear during any open session of the Article 32 Pretrial Hearing, The public record shows that at least 
fourteen witnesses were granted to defense for the Article 32 Pretrial Hearing, In Lt, Col, Almanza's mling on the 
Defense Request for Article 32 Witnesses, 12 witnesses were granted to the defense, 10 of whom were also 
requested by the Govemment, Defense said in open Court on December 16, 2011, that Lt Col, Almanza granted 
two additional witnesses to defense that moming. 

The defense's account of Lt. Col Brian Kems, Executive Officer (XO), 2nd Brigade Combat Team, 10th Mountain 
Division swom statement is contained in Defense Request for Article 32 Witnesses 

No. 14 on the December 2, 2011 Defense Request for Ar t ic le 32 Witnesses 

^^^^^^B / Lt Co/. Brian Kems, Executive Officer (XO), 2nd Brigade Combat Team, 10th Mountain 
Division } He will testify that he ^dsHII^HIIH/ Way. Cliff Clausen, Brigade S2 } direct supervisor He 
believed that ̂ ^^^^^B [ Maj. Cliff Clausen, Brigade S2 ] could not pmwdeHH^^H| [ WHO IS 
THIS? ] with accurate or timely estimates or intelligence, and could not talk to ̂ ^^^^^^ffCoL David M. 
Miller, Commander of the lOtli Mountain Division's Second Brigade ] in a way that served the Commander's 
[ WHAT IS THIS? ] needs. The brigade commander [Col. David M. Miller, commander of the 10th Mountain 
Division s Second Brigade] finally lost confidence in / Major Cliff Clausen, Brigade S2 ] and 
made the decision after approximately 6 months to move him. He will testify that the unit did not conduct a formal 
relief for cause, but moved him to a transition team. According to ̂ ^Hl^HIr Co/. Brian Kems ]. 
^/^/l/^/^^aiorCliffClausen, Brigade S2 ] performance was weak, but not so weak as to warrant a 
relief for cause^^^^l^HI/^ Lf. Col. Brian Kems ] did not believe ^^^gg^g^ ^ Major Cliff Clausen, 
Brigade S2 ] was not a strong leader. He tried to (^centralize operations but didn't have enough oversight to 
contnDl. He empowered junior members who were too inexperience to do the job and did not step in to correct 
when they made mistakes. He will testify that ̂ ^^H^H^ Maj. Cliff Clausen, Brigade S2 ] was was unable 
to mentor or develop younger officers and didn't have much direct contnDl over the shop. He will also testify that 
Hl^^^^^ftMay. Cliff Clausen, Brigade S2] was handicapped by weak NCO [Non-commissioned Officer] 
leadership in his shop. Specifically, his NCOIC [Non-commissioned Officer in Charge], then ^^^^^^g 
//Miaster Sergeant Paul David Adkins (now Sergeant First Class due to administrative action}] was not an 
effective leader In his opinion, both ^ • ^ • B W H O IS THIS?] and HHH^BlA^O IS THIS?] were 
weak leaders. He will testify that he was unaware of any leadership guidance pn^vided in the S2 sections 
regarding enlisted personnel management He will testify that it did not surpnse him that HHH^^B/^^O IS 
THIS?] put out information that Warrant Officers and Noncommissioned Officers were to defer all management 
responsibilities to ^ I H H H / ' ^ s ' ^ Sergeant Paul David Adidns (now Sergeant First Class due to 
administrative action)] He will testify that perhaps the command was too generous with f///I^^^^^WHO 
IS THIS?} and that removing him from his position earlier would have been advantageous. He will testify that he 
believes PFC Manning's mental and emotional issues were more than enough to put others at risk and should 
have resulted in an immediate DEROG. He will testify that he did not know anything about PFC Mannmg's 
conduct until a recommendation for separation was made by the chain of command. He will testify that none of 
the mental or emotional health concems, pnor to May of 2010. made it to his level. ^^HB^B/Lt CoL 
Brian Kems] will testify that the failure to properiy DEROG PFC Manning's was the unit's biggest failure. He 
believes that the unit should have pulled PFC Manning's access to classified information much eariier He will 
testify that the unit should have recognized him as needing help and that his condition made him unfit for service 
as an intelligence analyst He wi7/ also testify that the assistant S6 for the brigade, ^^^^^^/^CPT Thomas 
Cherepko] came to him with concems about unauthonzed personal media on SIPRnet machines. According to 
Jgggggj^^^CPT Thomas Cherepko]. personnel were putting unauthonzed media on computers such as 
programs, games, videos, and music. gg^^^^gfLf. Col. Brian Kems] will testify that it was fairly common 
when the unit arrived to see games, music and movies on the SIPRNet He believed that it was fairly common 
acmss Iraq He will testify that he tried to get the staff to do the right thing, but media on the SIPRNet continued 
to be the standan:! He will testify that at no point was UCMJ punishment applied to those who were placing 
unauthorized information on SIPRNet He will acknowledge that with respect to the media on the SIPRNet, he 
believed that the Anny had become too comfortable working on SIPRNet while deployed. It is his opinion that 
this may have bred some complacency because ofthe ease of access. He believes that most Soldiers did not 
realize that that placing music and other media on SIPRNet computers was wrong because of how prevalent 
those items were across Iraq. He will also testify that after PFC Manning was arrest. HI^^H^B^^C IS 
THIS?] ordered him to take a complete look at INFOSEC across the brigade. He formed a working group 
consisting of the SGM [UNIDENTIFIED SERGEANT MAJOR]. S2 [Captain Steven Lim, then Assistant S2 and 
Military Intelligence Company Commander], S6 [UNIDENTIFIED S6] and 10 [Information Operations] 
[UNIDENTIFIED INFORMATION OPERA TIONS] personnel to look at how the brigade was operating. Based 
upon this review, the S6 [UNIDENTIFIED S6] removed universal ability to whte to disks: there was additional 
compartmentalizing ofinformation within the BCT based on a need to know; the S6 [UNIDENTIFIED S6] 
instructed staff on how to lock out directories and the brigade established an SOP on the implementation for 
reviewing infractions for potential DEROG actions. 

Other Resources 

• Fox, Lt. Colonel Brian Kems, "Iraq Security 'Phenomenally' Improved" (Video) 
• Defense Request for Article 32 Witnesses 
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PUBLIC AFFAIRS (CCPA) 

Information revealing C l a s s i f i c a t i o n Declassification Reason Remarlcs 

Public a f f a i r s 
contingency statement 

U N/A N/A 

1 
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PROVOST lylARSHAL (JSD) 

In f o r m a t i o n r e v e a l i n g C l a s s i f i c a t i o n D e c l a s s i f i c a t i o n Reason Remarks 

Deployment / 
redeployment of 
s e c u r i t y augmentation 
troops when combined 
w i t h dates and/or 
l o c a t i o n s 

U N/A 1.4(a) / 
1.4(g) 

C l a s s i f i e d only 
d u r i n g periods of 
increased t h r e a t ; 
Included are 
numbers of 
personnel, dates, 
and l o c a t i o n s . 

Enemy p r i s o n e r of war 
(EPW) i n f o r m a t i o n t h a t 
reveals l o c a t i o n s o f 
u n i t s o r EPW camps; 
u n i t s t r e n g t h and/or 
m i l i t a r y c a p a b i l i t i e s ; 
or number of EPWs 

S Upon completion 
of o p e r a t i o n / 
h o s t i l i t i e s 

1.4(a) / 
1.4(c) / 
1.4(g) 

Physical s e c u r i t y 
v u l n e r a b i l i t i e s and 
v u l n e r a b i l i t y t o 
t e r r o r i s t a t t a c k 

S Upon c o r r e c t i o n 
or a f t e r 5 years 

i f uncorrected 

1.4(g) 

Threat c o n d i t i o n u N/A N/A 

De t a i l e d t e r r o r i s t 
t h r e a t l e v e l / c o n d i t i o n 

C 10 years 1.4(a) / 
1.4(g) 

May be c l a s s i f i e d 
higher upon 
d i r e c t i o n of an OCA 

General t e r r o r i s t 
t h r e a t i n f o r m a t i o n 

u N/A N/A A l l t e r r o r i s t 
t h r e a t i n f o r m a t i o n 
must co n t a i n 
u n c l a s s i f i e d t e a r 
l i n e f o r widest 
dissemination 
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FORCE PROTECTION (̂ SO) Cont. 

Information revealing Cl a s s i f i c a t i o n Declassification Reason Remarks 

Vul n e r a b i l i t y 
assessments and trends 

S 10 years 1.4(g) May be declassified 
upon resolution of 
a l l v u l n e r a b i l i t i e s 
without a waiver 

Purchase request 
package 

U N/A N/A For O f f i c i a l Use Only 

Electronic Sweeps 

General information 
not revealing any 
deta i l s 

c 10 years See AFI 71-12 for 
s t r i c t need^to^know 
guidance 

Specific information 
revealing date range 
and area to be swept 

S 10 years 

Target area weather 
information 

s 10 years or 
upon plan 

execution, i f 
executed 

1.4(a) 

Top secret options; 
discussion of 

TS 10 years 1.4(a) 

A-24 
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Attack the Network - Defeat the Device - Train the Force 

SECURITY CLASSIFICATION GUIDE 

for 

JOINT IMPROVISED EXPLOSIVE DEVICE DEFEAT 
ORGANIZATION (JlEDDO) 

DISTRIBUTION STATEMENT D: Distribution authorized to the Department of Defense 
and U.S, DoD contractors only, administrative or operational use, effective the approval 
date of this document. Other requests for this document shall be referred to the 
JlEDDO Security Office. 

This document contains information 
EXEMPT FROM MANDATORY DISCLOSURE 

Under the Freedom Ofinformation Act (FOIA). 
Exemption 2 applies. 
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Security Classification Guide 

for 

Joint Improvised Explosive Device Defeat Organization (JlEDDO) 

Date: 

Approved By: 
Michael D. Barbero, LTG 
Director 
Joint IED Defeat Organization 

Issued By: Joint IED Defeat Organization 
5000 Army Pentagon 
Washington, DC 20310-5000 

Action Officer: Mr. John E. Nimitz 
Security Officer/SSR 
Joint IED Defeat Organization 
703-601-4744 
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1. PURPOSE 

This Security Classification Guide (SCG) is a living document that provides guidance 
and instructions on the classification, marking and distribution of information involved in 
the development and eventual employment of tactics, techniques, procedures (TTP) 
and technologies that enable the Joint Improvised Explosive Device Defeat (IED) 
Organization (JlEDDO) to defeat the IED threat. This SCG addresses security 
measures to safeguard developmental efforts within the organization as well as already 
developed end items that require ongoing protection measures. As the organization 
matures, JlEDDO will update the SCG to address additional IED defeat developmental 
efforts requiring protection. Future revisions to this SCG will update declassification 
dates in light of fielding dates and other program milestones, as well as technology 
commercialization and/or obsolescence. Any suggested changes or updates to this 
SCG will be provided in writing to the Office of Primary Responsibility (OPR) as 
indicated in paragraph three. 

2. AUTHORITY 

This SCG is issued under authority of Executive Order (E.O.) 12958, as amended 25 
March 2003, and DoDI 5200.1-R (Information Security Program). This SCG constitutes 
authority and may be cited as the basis for classification, downgrading, or 
declassification of material related to the JlEDDO activities in support of DoD Directive 
2000.19E, Joint Improvised Explosive Device Defeat, Unless otherwise noted, 
information or material identified as CLASSIFIED by this SCG is classified by authority 
of the JlEDDO Original Classification Authority identified on the title page. 

3. OFFICE OF PRIMARY RESPONSIBILITY (OPR) 

This SCG is issued by and all inquiries for information conceming its content should be 
addressed to the Joint Improvised Explosive Device Defeat Organization (JlEDDO), 
Attn: Director, 5000 Anny Pentagon, Washington DC 20310-5000. 

4. CLASSIFICATION CHALLENGES 

Questions conceming the content and interpretation of this SCG should be directed to 
the issuing activity. If the security classification imposed by this SCG is considered 
impractical, documented and justified recommendations should be made through 
appropriate channels to the issuing activity. If current conditions, progress made in this 
effort, scientific or technological developments, advances in the state-of-the-art or other 
factors indicate a need for changes, similar recommendations should be made. 
Pending a final decision, the information involved will be protected at either the currently 
specified level or the recommended level, whichever is higher. All users of this SCG 
are encouraged to assist in improving its currency and adequacy. Any classification 
challenges should be brought to the attention of the OPR. 

FOR OFFICIAL USE ONLY 
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^ REPRODUCTIONS EXTRACTION ANO OlSSEMINATION 

Copies of this SOG and all extracts thereof will be made, stored, and transmitted in 
accordance with (IAW) authorized procedures con^esponding to the classification of the 
information involved Authorized recipients of this SOG may reproduce, extract, and 
disseminate the contents of this SOG, as necessary, for use by specified groups, 
including industrial activities that are involved in IED Defeat development, test, or 
operations, 

8. PUBLIC RELEASE 

The fact that this SOG contains certain details of unclassified information does not 
permit automatic public release of the information. Proposed public disclosures of the 
JIEDDO s unclassified information regarding thetechnologies and activities shall be 
processed through appropriate channels for approval to publish. Requests for public 
release certification must be submitted in accordance with DoD Directive 5230.9 
(Clearance of DoD Information for Public Release), DoD Regulation 5400,7(DoD 
Freedom of Information Act Program), and the Industrial Security Manual for 
Safeguarding Classified lnformation(Section5Disclosure), Defense contractors, 
military members as well as govemment service employees shall comply with DoD 
Manual 5220 22-M (National Industrial Security Program Operational Manual 
(NISPOM))and other requirements that may be directed by the Government, 

Only information that has been reviewed and certified for public release may be 
released l^owever,the decision or authority to release information belongs to the 
Public Affairs office. The OPR will process requests for approval as outlined below. 

Any proposed release to the public of official information pertaining to theJIEDDO must 
befon^ardedtotheJIEDDO,STRATOOMforreviewandfurtherprocessing Thetenn 
T̂eleasê ^ applies, butisnotlimitedto,articles, speeches,briefs,papers, photographs, 

brochures, advertisements, displays, presentations, etc, on any JlEDDO related 
activity. It is incumbent upon defense contractors, or other agencies, to screen all 
information submitted by them for the material certification to ensure that it is both 
unclassified and technically accurate. Letters oftransmittal shall contain certification to 
this effect. The numberofcopies produced,and distribution ofthe document, must be 
strictly controlled until review is completed If suspected classified infotmation is found 
during the review process, all holders of the document will be informed of the degree of 
protection required. When doubt exists concerning the classified status ofaproposed 
release pertaining to the JlEDDO,Security will render the final decision, Thematerial 
submitted for review must includeavalid suspense date,if applicable, Requestsfor 
public release certification,according to DoD Manual 522022-M,NISPOM(attachment 
to DD Fonn 441,Security Agreement), must be submitted to theJIEDDO,STRATCOM 
for review and further processing. Electronic copies(unless submitted via Secret 
Internet Protocol Router Network (SIPRNet))of the proposed public release material 
must be submitted to JlEDDO, STRATCOM at least two weeks before approval is 
needed. 

FOROFFICIALUSEONLY 
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Approvalforpublicreleasedoesnotnecessarilysatisfyexportlicensingrequirementsof 
the Departments of State and Commerce, Export-controlled material will not be entered 
into the security review channels for public release approval to circumvent the licensing 
requirements ofthe Departments of State and Commerce, 

Release of Program Data on the World Wide Web: Extreme care must be taken when 
considering information for release onto publicly accessible or unprotectedWorld Wide 
Websites In addition tosatisfyingalloftheaforementioned approval provisions, 
owners and/or releasers of information proposed for such release must ensure that it is 
not susceptible to compilation with other information to render sensitive or even 
classified data in the aggregate. The search and data mining capabilities ofWeb 
technology must be assessed fromarisk management perspective. If there are any 
doubts, do not release the information! 

Release of information to foreign govemment service employees, international 
organizations and/ortheir representatives: Any military activity or defense contractor 
receivingarequestfor,or proposing to release information on this program will forward 
suchrequests/proposalstotheOPR,aftercompliancewiththefollowing: 

^ Military activities will comply with the National Policy and Procedure for 
the Disclosure of Classified Military Infonnation to Foreign Governments 
and International Organizations (NDP-1), 

^ Defense contractors will complywith the Department of State 
InternationalTraffic in Anns Regulation (ITAR). 

NOTE^ Foreign nationalemployeesofthecontractororsubcontractor.includingthose 
possessing reciprocal clearances, are not authorized access to classified information 
resulting from or used in the performance of their contract unless authorized in writing 
by the OPR, Contractors shall ensure that this SOG, including all applicable standard 
security precautions and regulations identified intheirDD Form 254,Contract Security 
Requirement, arecompliedwithPrimecontractorsareresponsibleforensuringeachof 
their subcontractors are aware of, and comply with, these requirements Material 
proposed for release by subcontractors will be routed through their prime contractor. 

Release of information to the United States Agencies: Requests will be submitted to the 
OPR 

Release of information at symposia, seminars, and conferences: Requests for such 
releases of classified information shall be submitted to the OPR for review and 
approval. Material will be submittedaminimum of six weeks prior to proposed release 
date in electronic format Any information authorized for release will reflect that the 
work reported upon is sponsored by the DoD. If foreign nationals are expected to be 
present at suchaconference,the provisions of paragraph7below must be followed, 

^ 
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Use of information or data classified byaforeign govemment: If infonnation or data has 
been previously classified byaforeign govemment, this information or data will be 
classified atalevel which will accord at least the same degree of protection as provided 
by the foreign government classification. This procedure will be adhered to even though 
ahigher classification than that normally imposed by the U,S,forthe same type of 
information will result 

7.FOREIGN0ISCLOSURE 

ForeigndisclosureisthesharingofUSclassifiedinfonnationwithforeigngovernments 
or international organizations in support of established or approved planned 
international programs. Any disclosure to foreign officials of information classified by 
this SOG shall be in accordance with the procedures set forth in DoD Directive (DoDD) 
5230 11, DoDI 5230 27 and National Disclosure Policy (NDP1) Aforeign disclosure 
review shall be conducted priorto issuance of any solicitation This review should result 
inadeterminationregardingwhich foreign governments and international organizations 
(and their industrial entities)will be pennitted to participate in the solicitation. 

General Release Guidance: Classified information is only released to properly cleared 
persons onaneed-to-know basis and through government-to-govemment channels It 
is the responsibility of the individual actually releasing the information to verify that the 
recipient isaforeign official authorized to receive classified information on behalf of 
his/her govemment or international organization and that information has been properly 
approved for release, JlEDDO personnel originating material classified by this guide 
will mark it as it is created in accordance with DoDI 5200.1-R, ^ Înformation Security 
Program, January 1997. JlEDDO information developed within combined spaces is 
presumed to be releasable to foreign nations represented in those spaces and should 
bemarked^^^CLASSIFICATIONj//REL TO USA,^COUNTRY OR ORGANI^TION 
OODÊ ,̂ ^ ^hen information is derived from multiple sources, the most restrictive 
handling and declassification instructions apply to the derived document. Classified 
information not explicitly marked releasable toaparticular country shall not be released 
without proper authorization from the originating Foreign Disclosure Officer 

According to DoDD 5230 11, under conditions of actual or imminent hostilities such as 
Operation Iraqi Freedom or Operation Enduring Freedom, any unified or specified 
commander may disclose classified military information(0MI)throughTOP SECRET to 
an actively participating allied force when support of combined combat operations 
requires the disclosure of that information tender such circumstances, the Ohainnan, 
National Disclosure PolicyOommitteewillissuefurtherguidancedetermining any 
limitations that should be imposed on continuing disclosure of that information When 
an authorized disclosure official(such asaForeign Disclosure Officer(FDO))has made 
adetermination thatOMI originated byJIEDDO is releasable undertheseconditions, 
the FDO should mark that information ^^^CLASSIFICATIONj//REL TO USA, ^COUNTRY 
OR ORGANI^TIONCODEj,^andfon^ard an information copyto the JlEDDO FDO 
Aforeign disclosure review shall be conducted prior to issuance of any solicitation This 
review should result inadetermination regarding theirforeign governments and 
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intemationalorganizations(andtheirindustrialentities)permittedtoparticipateinthe 
solicitation. 

S. FOREIGN GOVERNMENTINFORMATIONANO FOREIGN MILITARY SALES 

U S, govemment infonnation is fumished upon the condition that it will not be released 
to other nations without specific authority of the DoD of the United States, Subject 
release of information provides that individual or corporate rights originating the 
infonnation will be provided substantially the same degree of security afforded it by the 
Department of Defense of the United States, 

^. FOR OFFICIALUSE ONLY(FOUO)CAVEAT 

ForOfficial Use Only (FOUO)is notasecurity classification. FOUO information has not 
beengivenasecurityclassificationpursuanttothecriteriainthisSOG,butmaybe 
withheld from the public for one or more of the reasons cited in E0 12958, as amended, 
and DoDI 5200,1 R. Information so designated in this SCG that warrants FOUO 
markingswill behandledand protected inaccordancewith regulations TheSCGfor 
Freedom Of Information Act (FOIA) marî ings is intended solelyasaguide One, none 
or all of the suggested FOIA exemptions may apply to particular information depending 
on the particularfacts ofthe information being protected or disclosed. 

This document contains information EXEMPT 
FROM MANOATORYOISCLOSURE underthe 
FOIA. E^emption(s) ...apply/applies. 

ALL Freedom of Information Act (FOIA) exemptions identified in this 
SCG^ 
Number 1. Material appropriately classified by this SCG is similarly exempt from 
disclosure as National Security Information under FOIA, 

Number2, Related solely to the internal personnel rules and practices of the DoD or 
any of its components. Records containing or constituting statutes, rules, regulations, 
orders, manuals, directives, instructions, and security classification guides. This 
classification encompasses l̂ î h^^^ information (i.e., information thatwould allow 
persons to circumvent or undermineJIEDDOs internal practices) and ^̂ Low 2̂^ 
information (ie,information ofatrivial administrative nature) 

Number 3. Records protected by another law that specifically exempts the information 
from public release Applicabletotechnical Controlled Unclassified Information(CUI). 

Number 4, Containing trade secrets or commercial or financial information thataDoD 
Component receives fromaperson or organization outside the Government which is 
likely to cause substantial harm to the competitive position ofthe source, impairthe 
Government s ability to obtain necessary information in the future, or impair some other 
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legitimate Govemment interest. Some examples: Commercial orfinancial information 
received in confidence in connection with bids, contracts, or proposals^ statistical data 
and commercial orfinancial information concerning contract performance, income, etc,̂  
personal statements given in the course of inspections, investigations, or audits^ 
financial data provided in confidence by private employers in connection with locality 
wage surveys^ scientific and manufacturing processes or developments concerning 
technical or scientific data or other information submitted with an applicationforagrant 
orwithareport while research is in progress^ technical or scientific data developed bya 
contractor or subcontractor exclusively at private expense and technical or scientific 
data developed in part with federal funds and in part at private expensed computer 
software which is copyrighted^ or,proprietary information submitted strictly ona 
voluntary basis, 

Number5 Subjectiveevaluationsthatarereflected in records pertainingtothe 
decisionmakingprocessofanagencyExamplesare: advice, suggestionsor 
evaluations prepared on behalf of the DoD^ non-factual portions of evaluations by DoD 
component personnel of contractors and their products^ information ofaspeculative, 
tentative or evaluative natures trade secret or other confidential research developments 
and portionsofofficialreportson inspection, reportsoftheIG,audits, investigations, or 
surveys pertaining to safety, security, orthe intemal management, administration or 
operation of one or more DoD components, 

^O.OISTRIBUTION STATEMENT 

Distribution statements are required to be placed on all technical documents no matter if 
they are classified or unclassified. Export controlled warning notices will be applied only 
totechnicaldocumentscontainingcriticaltechnology Thesenoticeswillbeplacedon 
the front cover orfirst page ofthe documenL When possible, parts that contain 
infonnation creating the requirement foradistribution statement or otherwarning notice 
shall be prepared as an appendix to pennit broader distribution ofthe basic documenL 

Technicaldocumentscontaininformation(experimental,developmental, engineering 
works)that can be used to define an engineering or manufacturing process orto design, 
procure, produce, support, maintain,operate, repair,or overhaul material. The 
information may be in text, graphic, or pictorial form 

The following statements will be applied to all technical documents as defined as above: 

OlSTRIBUTION STATEMENTOF Oistributionauthori^edtothe 
Department of Oefense and U.S. OoO contractors (fill in reason) 
(date of determination). Other i^equests forthis document shall 
be referi^ed to the JIEOOO Security Office. 

Reasons for applying distribution Ô  
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Foreign Government Information: To protect and limit distribution in accordance with 
the desires of the foreign government that fumished the technical infomiation. 

Administrative or Operational Use: To protect technical or operational data or 
information from automatic dissemination under the International Exchange Program or 
by other means. This protection covers publications required solely for official use or 
strictly for administrative or operational purposes. This statement may be applied to 
manuals, pamphlets, technical orders, technical reports, and other publications 
containing valuable technical or operational data. 

Software Documentation: Releasable only in accordance with DoD Instruction 7930,2, 
Automatic Data Processing (ADP) software exchange and release. 

Transfer of data from SIPR to a CD: Transfer of data from SIPR to a CD: Any data that 
needs to be transferred from SIPR to a CD must be done in accordance with US 
CYPERCOM CTO 10-133. Currently J6 and STRATCOM are the only authorized 
divisions that transfer data. All CD with SIPR Data or higher must bear the proper 
security marks (AR 380-5). Any CD(s) that needs to be mailed/hand carried out of the 
Polk building must go through JlEDDO Security. For further guidance, please contact 
JlEDDO Security. 

Critical Technology: To protect infonnation and technical data that advance cun-ent 
technology or describe new technology in an area of significant or potentially significant 
military application or that relate to a specific military deficiency of a potential adversary. 
Information of this type may be classified or unclassified; when unclassified, it is export-
controlled and subject to the provisions of DoDD 5230.25. Apply the following notice to 
the front cover or title page: 

Warning- This document contains technical data whose export is 
restricted by the Arms Export Control Act (Title 22, USC, Sec 2751 
etc) or the Export Administration Act of 1979, as amended (Title 50, 
USC, App 2401 etc). Violations of these export laws are subject to 
severe criminal penalties. 

Specific Authority: To protect information not specifically included in the above reasons 
and discussions, but which requires protection in accordance with valid documented 
authority such as executive orders, classification guides, DoD or DoD component 
regulatory documents. When filling in the reasons, cite "Specific Authority (identification 
of valid documented authority)," 

At times, the application of a different distribution statement may be necessary to 
facilitate sharing between U.S, government agencies (Distribution Statements B and C) 
orto limit dissemination based upon the Director's discretion (Distribution Statement F). 
Further exceptions for the use of another distribution statement shall be submitted to the 
JlEDDO Security Office, in writing, with justification. 
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^1.DISCLOSURE OF INTELLIGENCEn^HREATINFORMATION 

Data or infonnation relating to threat systems or other intelligence derived material must 
bearthe security markings ofthat intelligence/threat material. All dissemination of 
intelligence/threat information is controlled by the Director,COIO. Intelligence/threat 
information may be reproduced, released to subcontractors, provided instructions, and 
procedures approved bythe COIC Director. Intelligence/threat information may be 
reproduced, released to subcontractors, provided instructions, and procedures 
approved by the Senior Intelligence Officer(S10)are followed. Ouestions regarding 
such releases shall be refen-ed to the SIO, 

12. LOSS^ COMPROMISED OR SUSPECTEOCOMPROMISE 

Reportthe loss, compromise, or suspected compromise of classified JlEDDO 
information or material to the JlEDDO Security Office,703-801-4744, within24hours of 
the incidenL 

^3 COMPILATION OFINFORMATION 

In some circumstances, classification may be required if the compilation of unclassified 
itemsofinformationprovideaninferencethatwarrantsclassification Similariy,ahigher 
classification may be assigned toacompilation of information if the compilation provides 
an added factorthat warrants higher classification than that of its component parts. 
Classification on this basis will be used sparingly,and complete justification ofthis 
classification method will be stated on the title orfirst page of the documenL The 
classificationandmari^ingprocessisasfollows: 

^ Whenadocument comprises individually unclassified items of 
infonnation is classified, by compilation, the overall classification shall be 
marked conspicuously at the top and bottom of each page and the 
outside front and back covers (if applicable). An explanation ofthe basis 
for classification by compilation shall be placed on the face of the 
document or included in the texL 

^ If portions, standing alone, are unclassified, but the document is 
classified t^yoompilation or association, those portions shall be marked 
^̂ U" and the document and pages shall be marked with the classification 
of the compilation. An explanation ofthe classification orthe 
circumstances involved with association must be included, 

^ If individual portions are classified at one level and the compilation isa 
higher classification, each portion shall be marked with its own 
classification and the document and pages shall be marked with the 
classification of the compilation. An explanation of the classification by 
compilation is required, 
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^4 REAS0NS FOR CLASSIFYING 

The reasons for classifying infonnation in this SCG are in accordance with Part I, 
Section1,4, Executive Order12958(as amended). They are: 

1,4a-Military plans,weapons systems,or operations 
1,4b-Foreign govemment information 
1,4d-Foreign relations orforeign activities ofthe United States,including confidential 
sources; scientific, technological, or economic matters relating to national security 
1,4e-Scientific,technological,or economic matters 
1,4g-Vulnerabilities or capabilities of the system, installation,projects, or plans 
relatingtothenationalsecurity 

^5. DEFINITIONS 

Classified Performance Capabilities or Limitations: Information that if disclosed 
would; 

1) damage national securitythroughfacilitating adversary denial,degradation, 
disruption, deception, or destruction of mission essential or critical system(s), or 

2) would require major modifications to an acquisition program or operational 
system to maintain the technological advantage ofthe system during its projected 
operational life time, 

CompromiseaFuture Capability: Anything not in the inventory now and is planned to 
be developed; notacurrent capability. Applies to research,development and 
acquisition efforts. 

Confidential: Shall be applied to information,the unauthorized disclosure ofwhich 
reasonably could be expected to cause damage to national security that the original 
classification authority is able to identify or describe. 

Critical Information: TBD by the supported organization. Different organizations may 
deem information differently as to its criticality. Determination and defense of 
informationascriticalisuptothesupportedorganization 

Critical Program Information ^CPi^: Information, technologies, or systems thaL unto 
themselves, if compromised would degrade combat effectiveness, shorten the expected 
combat-effective life of the system, or significantly alter program direction. 

Effectiveness of Forces: TBD by supported organization. Usually refers to squad to 
division level Different organizations may deem information differently as to its impact 
on the effectiveness offerees. For example; information that may impact the 
effectiveness ofaSpecial Forces unit compared toaBattalion is potentially 
considerable. Determination and defense of information is up to the supported 
organization. 
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Effectiveness of Maior Forces: TBD by supported organization. Usually refers to 
theater level; unified command; combination of Military Departments (MILDEPS). 
Different organizations may deem information differently as to its impact on the 
effectiveness of majorforces. Determination and defense of information is up to the 
supported organization. 

Enhanced System Capability: An improvement over existing perfonnance or 
capabilities found on similar systems 

Low-Level Intelligence Collection Capability: Focused on low-level 
counterintelligence, Fluman Intelligence (FlUMINT) sources, e.g.,bartender,"beat cop," 
orlowleveldetectioncapability,eg,unattendedgroundsensors 

Mission Critical: Amission essential item whose disruption or destruction immediately 
degrades the ability of the force to command, control, or effectively conduct combat 
operations, Forexample, disruption ordestruction ofthe mechanism used to fusea 
system-of-systems(e.g.,041SR) would result in the immediate inabilityforthe separate 
system to act in concert asasystem-of-systems. 

Mission Essential: Those items required to support approved emergency and/orwar 
plans, and where those items are used to: 

1) destroy the enemy or the enemyis capacity to continue war; 
2) provide battlefield protection of personnel; 
3) communicateunderwar conditions; 
4) detecL locate,or maintain surveillance overthe enemy; 
5) provide combat transportation and support of men and materiel; and/or 
8) support training functions 

National Military Objectives: Protectthe United States against external attacks and 
aggression; prevent conflict and surprise attack, and prevail against adversaries. These 
are the ends of the strategy and help to assure allies and friends, dissuade adversaries, 
and deter aggression and coercion while ensuring the armed forces remain ready to 
defeat adversaries should deterrence and dissuasion fail. They serve as benchmarks to 
assess levels of risk and help to define the types and amounts of military capabilities 
required 

National Objectives IforOoOl: The aims derived from national goals and interests, 
toward whichanational policy or strategy is directed and efforts and resources ofthe 
nation are applied. 

National SecurityStrate^y(forOoO): Theartandscienceofdeveloping,applying, 
and coordinating the instruments of national power(diplomatic,economic,military,and 
informational) to achieve objectives that contribute to national security. Also called 
national strategy or grand strategy, 
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NOFORN: (NOT RELEASABLETO FOREIGN NATIONALS) UnderauthorityofDirector 
OfCentral Intelligence, thismarkingisusedforidentifiedc/ass/^ed/n^e^//ger^cethatmay 
notbereleasedinanyformtoforeigngovemments, foreign nationals, foreign 
organizations, or non-US citizens without permission of the originator and in accordance 
with provisions of DCID 8/7 and NDP-1 Cannot be used with RELTO ^country codesj 
or EYES ONLYon page markings (whenadocument contains both NOFORN and REL 
TO orNOFORN and EYES ONLYportions, NOFORN takes precedence forthe 
markings at the top and bottom ofthe page), 

RevealaNational Security Objective: Fact of statement that would reveal an 
undisclosed objective or intention—that is covert in nature. Details of how we plan to 
achieve national security objectives (primarily planning oriented). 

Secret: Shall be applied to information, the unauthorized disclosure of which 
reasonably could be expected to cause serious damage to the national security that the 
original classification authority is able to identify or describe. 

Senior Leadership: President of the US (POTUS); Cabinet Members, Pentagon 
Senior Leadership, etc. 

Sensitive Information: TBD bythe supported organization. Different organizations 
may deem information differently as to its sensitivity. Determination and defense of 
information as sensitive is up to the supported organization 

Sensitive Intellioence Collection Capability: Tobe determined by the user or 
developer of that capability. 

Sionificant Impairment: Any characteristic or concepL design or component that 
offersatechnicaldisadvantageofenoughmagnitudetobepotentiallydisruptiveinan 
operational or advanced system 

State of the Art: The highest level of developmenL as ofadevice, technique,or 
scientific field,achieved ataparticular time, Forasystemortechnologythathasno 
known baseline to determine its relative level of developmenL the very nature of it being 
the first ofakind,makes it state of the art. 

Strategic Advantai::^e: Operational superiority provided via military instruments that 
enablesonenationorgroupofnationseffectivelytocontrolthecourseofamilitaryor 
politicalsituationbeyondabattleorengagemenL 

Strategic Disadvantage: Inverse of strategic advantage(see above definition). 
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Tactical Advantage: Operational superiority provided via unit and system performance 
and capabilities during battles and engagements planned and executed to accomplish 
military objectives assigned to tactical units ortaskforces 

Tactical Oisadvantaoe: Inverse of tactical advantage(see above definition). 

Threaten the Country s Ability to Waoe War: Identification of details of war plans that 
would reveal overall objectives or intentions. 
Top Secret: Shall be applied to information, the unauthorized disclosure of which 
reasonably could be expected to cause exceptionally grave damage to national security 
that the original classification authority is able to identify or describe. 

Weal^en the Country s Ability to Wa^e War: Identification of specific details of war 
plans inatheater of operation including use of tactical capabilities and mission essential 
items, 

Sionificantly Weaken the Country s Ability to Wa^e War: Identification of specific 
dependencies and objectives inatheater of operation or sub area ofaUnified 
Command to include strategic capabilities and mission critical items. 

Threaten the International Position of the US: Damage US credibility withaforeign 
govemmenL 

Weal^en the International Position of the US: Negative impact to the intemational 
position of the US and its ability to negotiate with foreign governments. 

Si^nificantlyWeaken the International Position ofthe US: Inability of the US to 
successfully negotiate withaforeigngovernmentforasignificant period oftime. 

Unioue and Fragile Intellii^ence Collection Capability: Tobe determined by the user 
or developer ofthat capability. 
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SECTION X-APPLICABLE SECURITY CLASSIFICATION GUIDES 

Deputy Secretary of Defense IVlemorandum Dated 24 Apr 2006, SUBJECT: 
Policy on Discussion of lEDs and lED-Defeat Efforts in Open Sources 

Operational Capabilities Infusion Team (OCIT) Technology Efforts In Support of 
the Detection and Defeat of Improvised Explosive Device (IED) Classification 
Guide (Revised 10 March 2004) 

MNF-I / MNC-I Security Classification and Marking Guide, Version 5, Change 1, 
05 Aug 2005 

DoD Security Classification Guide Operation Enduring Freedom, Operation 
Noble Eagle, 28 Mar 2002 

USCENTCOM Security Classification Guide 0501, Dated: 9 June 2005 

Classification Guidance for EC-130H and EA-6B Counter-RCIED Operations in 
Operation IRAQI FREEDOM 

Classification Guidance for EC-130H and EA-6B Counter-RCIED Operations in 
Operation ENDURING FREEDOM 

Counter Radio Controlled Improvised Explosive Service Electronic Warfare 
Program Security Classification Guide, 8 August, 2006 (OPNAVINST 5513.8B-
88) 
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1. Executive Order 12958, as amended, 5 Jan 2006 

2. AR 380-5, "Department of the Army Information Security Program," 14 Jan 
2006 

3. DOD 5220.22-M, "National Industrial Security Program Operating Manual 
(NISPOM), " Jan 1995, Change 1, 31 Jul 1997; Change 2, 28 Feb 2006 

4. AR 25-55, "Department ofthe Army Freedom of Information Act Program." 15 
Jan 2006 

5. DOD Directive 5230-25, "Withholding of Unclassified Technical Data from 
Public Disclosure," 6 Nov 1984; Change 1, 8 Apr 1995 

6. DOD Directive 5230-24, "Distribution Statements on Technical Documents." 8 
Apr 2004 

7. DOD Pamphlet 5230.25-PH, "Control of Unclassified Technical Data with 
Military or Space Application," 15 Apr 2004 

8. DOD 5200.1-R "Information Security Program," Feb 2009 

9. DOD 5230.9 "Clearance of DoD Information for Public Release," 22 Aug 
2008 

10. DOD 5230.11 "Disclosure of Classified Military Information to Foreign 
Governments and International Organizations," 7 Feb 2006 
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