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Statement of Experience and Qualifications

Trent G. Struttmann

SUMMARY

Digital Forensic Examiner and Software Engincer with 8 years of cxperience with network administration,
sccurity and software development. Has been responsible for network design, deployment, testing and
maintenance also softwarc design, development, testing, and technical documentation. Taught at the Naval
Justice School’s Computer Crimes Course on Limewire and other P2P networks. Has been accepted as an
expert in Limewire and Digital Forensics in State and Fedcral courts. Designed and tested various research

experiments in computer forensics and network security.

TECHNOLOGIES .
Software Operating Systems Hardware Networking
e Java e Windows e PCs WindowsNT/2000/2003
o C++,VB, e  Andoid/iOS e Desktop & Server
e Encase e PC-DOS Laptop repair DHCP, WINS, DNS, routing
4,5,6 e Unix o MAC's and remote access
e FTK e Linux e Servers configurations
e MS Office e 0SX s Phones ¢ Router Configuration
e Oracle » Smart Phones

CERTIFICATIONS / EDUCATION

Microsoft Certified Professional since 2000.

MCSE and A+ Trained

BS in Computer Science University of Kentucky (August 2008)

ASC in Applied Science for Computer Information Systems 2006

Speaker on P2P and Limewire at the Naval Justice School’s Computer Crimes coursc, Newport, RI
CEIC 2011 (Computer and Enterprise Investigations Confercnce) Conference and Labs, Orlando, FL.
CEIC 2012 (Computer and Enterprise Investigations Conference) Conferencc and Labs, Las Vegas, NV

PROFESSIONAL EXPERIENCE:

September 2008 - Present Cyber Agents Inc., Lexington, KY

[ have testified as an expert in Limewire, digital forensics, cell phone forensics
US v Brenchly 2008 and 2009 (L.imcWire rescarch)

US v SSG Demone Whigham 2009 (cell phones and related media)

Greenbaum, Doll, McDonald Forensic Imaging in civil matters

Frost Brown Todd, 2008 and 2009 Forensic imaging and analysis using EnCase 6
English Lucas, forensic analysis using EnCase

Office document analysis using FTK and EnCase

Bingham McHale, E-mail analysis using EnCase

Various data recovcry tasks ranging from simple acquisition or a Tableau T35i or hardware by Voom
Technologies to rebuilding RAID arrays within EnCase.

Data recovery from cell phones and from various flash based storage media




Data recovery for Qutlook and Exchange server

Server imaging tasks using EnCase boot disks or FTK Imager or a manual rebuild in EnCase

Consult attomcey (Baker v Baker Atty. Osbomne) (Trial Consulting / Expert Testimony) 2008

Consult attorney / evidence review (US v Bundra Atty. CPT Bilecki) (Camp Zama, Japan) (Trial
Consulting / Expert Testimony) 2009

Consult attorney / evidence review (US v Hinkle Atty. MAJ Kilkenny) (Ft. Belvior, VA) (Evidence
Review / Consulting) 2009

Consult attorney / evidence review (US v Seif Atty. MAJ Landtroop) (Ft. Stuart, GA) (Evidence Review /
Trial Consulting) 2009

Consult attorney / Evidence review (Commonwealth of Virginia v John Robinson Atty. Michael Soberick)
(Glouchester, VA) (Evidence Review) 2009

Consult attorney / Testimony (US v Mcintosh Atty. Kathlcen Morris) (Nashville, TN) (Testimony in
Digital Forensics) 2009

Consult attorney / Expert Testimony (Commonwealth of Virginia v John Robinson Atty. Michacl Soberick)
(Gloucester, VA) (Expert Testimony, in Digital Forensics and Limewire) 2009

Consult attorney / Deposition (Murray v Musselman Hotels Atty. Matt McGill) (1.exington, KY) 2009
Trial Consulting (US v Boddy Atty. CPT Pauld Bouchard) (Ft. Bliss, El Paso, TX) (Trial Consulting)
2010

Consult Attorney / Deposition (Industrial Control Solutions v. Industrial Electronics Atty. Paul Schurman
& Kenyon Meyer) (Louisville, KY) (Consult Attorncy / Deposition) 2010

Trial Consulting (US v. Swanigan Atty. CPT Arthur Tsao) (Trial Consulting) 2010

Consult Attorney / Evidence review (Commonwealth of Kentucky v James Donovan Atty. Amanda
Mullins) (Evidence Review / Consulting) 2010

Trial Consulting / Consult Attorney / Evidence review (US v Reagan Atty. CPT Travis Sommer) (Ft.
Bliss, El Paso, TX) (Evidence Review / Trial Consulting) 2010

Consult Attorney / Evidence review (Commonwealth of Kentucky v Larry Green Atty. Nathan Goodrich)
(Evidence Review / Consulting) 2010

Evidence Review / Consult Attorney / Trial Consulting (US v Rankins Atty. MA] Churdar) (Ft Stewart,
GA) (Evidence Review / Consult Attorney / Trial Consulting) 2010

Evidence Review / Consult Attorney / Trial Consulting (US v Bowersox Atty. CPT McGrory)(Ft. Bragg,
NC) (Evidence Review / Consult Attorney / Trial Consulting) 2010

Evidence Review / Consult Attorney (US v Milsten Atty. LTC Danicl Zene Crowe) (Vilseck Field Office,
Germany) (Evidence Review / Consulting) 2010

Evidence Review / Consult Attorney / Trial Consulting (US v Walz Atty. MA] Mack Spickard)(Ft.
Drum, NY) (Evidence Review / Consult Attorney / Trial Consulting) 2010

Evidence Review / Consult Attorney / Trial Consulting (US v Kaiba Atty. CPT John Swords)(Camp
Liberty, Victory Base Complex, Baghdad, Iraq) (Evidence Review / Consult Attorney / Trial
Consulting) 2010

Evidence Review / Consult Attorney (US v Milsten Atty. Daniel Crowe) (Vilseck, Germany) (Evidence
Review / Consult Attorney) 2010

Evidence Review / Consult Attorney (US v Wilson Atty. Christopher Koschnitzky) (Fort Bragg, NC)
(Evidence review / Consult Attorney) 2010

Evidence Review / Consult Attorney / Trial Consulting (KY v Donnavan Atty. Amanda Mullins)
(Flemingsburg, KY) (Evidence Review / Consult Attorney / Trial Consulting) 2010

Evidence Review / Consult Attorney / Trial Consulting (KY v Crabtree Atty. Fred Peters) (Richmond,
KY) (Evidence Review / Consult Attorney / Trial Consulting) 2011

Evidence Review / Consult Attorney (US v Sherman Atty. CPT Wells) (Fort Polk, LA) (Evidence
review / Consult Attorney)2011

Evidence Review / Consult Attorney / Trial Consulting (US v Gruszie Atty. CPT Wells) (Fort Polk, LA)
(Evidence Review / Consult Attorney / Trial Consulting) 2011

Evidence Review / Consult Attorney (VA v Perkins Atty. Brian Decker) (Gloucester Point, VA)
(Evidence review / Consult Attorney) 2011

Consult Attorney ( US v Fergusson Atty. Andrew Bishop) (Germany) (Consult Attorney) 2011
Evidence Review / Consult Attorney (US v Bay Atty. Jon Shoenwetter) (Germany) (Evidence Review
/ Consult Attorney) 2011




.

Evidence Review / Consult Attorney (US v Bratlie Atty. Gretchen Davenport) (Germany) (Evidence
Review / Consult Attorney) 2011 ‘
Evidence Review / Consult Attorney (Atty. Reva Campbell) (Louisville, KY) (Evidence Review /
Consult Attorney) 2011

Evidence Review / Consult Attorney / Trial Consulting (US v Evenson Atty. CPT Tyler Heimann) (Fort
Riley, KS) (Evidence Review / Consult Attorney / Trial Consulting) 2011

Evidence Review / Consult Attorney (ResCare, Atty. James Herr) (Louisville, KY) (Evidence Review
/ Consult Attorney) 2011

Evidence Review / Consult Attorney (KY v Atty. Emma Jones) (Louisville, KY) (Evidence Review /
Consult Attorney) 2011

Evidence Review / Consult Attorney (Fikke V Abston Atty. Casey Krill) (Louisville, KY) (Evidence
Review / Consult Attorney) 2011

Evidence Review / Consult Attorney (US v Starr Atty. Jon Shoenwetter) (Germany) (Evidence
Review / Consult Attorney) 2011

Evidence Review / Consult Attorneys / Testimony (Roche v OCD Atty. Michacl Higgins and Robert
Brady) (Trenton, NJ) (Evidence Review / Consult Attorneys / Expert Testimony) 2011

Evidence Review / Consult Attorney / Testimony (Watkins v Todd County Schools Atty. Katherine
Hicks Demps) (Elkton, KY) (Evidence Review / Consult Attorney / Expert Testimony) 2011

Data Mining / Consult Attorney (Morrow v DePuy Atty. Michacl Hance) (Evidence Review / Consult
Attorney) 2011

Imaging / Analysis (Dean Dorton Allen Ford Atty. Wendy Becker) (Lexington, KY) 2011

Evidence Review / Consult Attorney (Flikke v Abston Atty. Casey Krill) (Louisville, KY) (Evidence
Review / Consult Attorney) 2011

Evidence Review / Consult Attorney (ResCare Atty. James Herr) (Evidence Review / Consult
Attorney) 2011

Evidence Review / Consult Attorney (US v Cron Atty. CPT Kevin Reinholtz) (Kadena Air Base, Japan)
(Evidence Review / Consult Attorney) 2011

Evidence Review (LBX Co. Atty. Wendy Becker) (Lexington, KY) (Evidence Review) 2012

Evidence Review / Consult Attorney (Houchens North Foods, LLC /Kathy Bendall / Wayne Nitchman
Atty. Timothy Edelen) (Bowling Green, KY) (Evidence Review / Consult Attorney) 2012

Evidence Review / Consult Attorney (US v John Clark Atty. William Butler) (Louisville, KY) (Evidence
Review / Consult Attorney) 2012

Evidence Review (Sunny Delight Beverage Company Atty. Bob Dibert) (Sherman, TX) (Evidence
Review) 2012

Evidence Review / Consult Attorney (US v Moon Atty. CPT Johnson) (Fort Polk, LA) (Evidence
Review / Consult Attorney) 2012

Evidence Review / Consult Attorney (US v Yanez Atty. LT Sandel) (Norfolk, VA) (Evidence Review /
Consult Attorney) 2011

Evidence Review / Consult Attorney (US v Jackson Atty. CPT Flees) (Fort Leondard Wood, MO}
(Evidence Review / Consult Attorney) 2011

Evidence Review / Consult Attorney (US v Rowe Atty. MA] Castorina) (Fort Stewart, GA) (Evidence
Review / Consult Attorney) 2011

Evidence Review / Consult Attorney (KY v Sloan Atty. Emma Jones) (Prestonsburg, KY) (Evidence
Review / Consult Attorney) 2011

Evidence Review / Consult Attorney (US v Marino Atty. MA] Macdonald) (Kaiserslautern, DE)
(Evidence Review / Consult Attorney) 2012

Evidence Review / Consult Attorney (US v Argenta CPT Chad Evans) Evidence Review / Consult
Attorney 2011

Evidence Review / Consult Attorney /Trial Consulting (US v Riddick Atty. CPT Zelnick) (Fort
Campbell, KY) (Evidence Review / Consult Attorney /Trial Consulting) 2012

Consult Attorney (US v Sanschagrin Atty. LT Jackson Stephens) (Yokosuka, Japan} Consult Attorney
2012

Evidence Review / Consult Attorney / Trial Consulting (US v Berrey Atty. Tim Bilecki) (Peral Harbor,
HI)Evidence Review / Consult Attorney / Trial Consulting 2012




Phone Review / Consult Attorney (Atty. Duane (DAK) Kees)(Rogers, AR) Phone Review / Consult
Attorney 2012

Evidence Review / Consult Atttorney / Hearing Testimony (US v Potts Atty. CPT Kevin Dent, CPT
Matthew Johnson) (Fort Benning, GA) Evidence Review / Consult Atttorney / Hearing Testimony
2012

Trial Consulting / Expert Testimony (US v Delp Atty. CPT Sean Zehtab) (Fort Polk, LA) Trial
Consulting / Expert Testimony 2012

Evidence Review / Consult Attorney (Hilliard Lyons - Detroit, Atty. Janct Jakubowicz) Evidence
Review / Consult Attorney 2012

Evidence Review for Al Borne Evidence Review

Phone Review / Consult Attorney (US v Contreras Atty. Tim Bikecki) (Honolulu, HI) Phone Review /
Consult Attorney 2012

Evidence review / Consult Attorney (US v Marcy, Atty. Maryanne Kampmann) (Burlington, VT)
Evidence review / Consult Attorney 2012

Evidence Review / Consult Attorney (US v Moore Atty. CPT Rheanna Felton) (Fort Carson, CO)
Evidence review / Consult Attorney

Phone and Computer Review (US v Hughes Atty. Phil Cave) (Alexandria, VA) Phone and Computer
Review 2012

Gencral Computer and Cell Phone Forensics (Various Cases Atty. Bob Dibert) General Computer
and Cell Phone Forensics 2012

Evidence review / Trial consulting (KY v Myers Atty. Ben Fletcher) (Hopkinsville, KY) Evidence
review and Trial consulting 2012

Evidence review BlackBerry / Trial Consulting (US v Gold Atty. CPT Mark Zelnick) (Fort Campbell,
KY) Evidence Review / Trial Consulting 2012

Evidence review / Trial consulting (US v Moore Atty. CPT Rheanna Felton)(Fort Carson, CO)
Evidence review and Trial consulting 2012

Evidence review Computers and Cellphones / Consuit Attorney (US v Kelly Atty. MA] Berger) (Fort
Campbell, KY) Evidence review and Consulting 2012

Evidence Review / Consult Attorney (US v Salcido Atty. Tim Bilecki) (Yokosuka, Japan) Evidence
Review and Trial Consulting 2012

Evidence Review / Trial Testimony (US v Silva-Sadder Atty. Frank Spinner) (Fort Carson,
CO)Evidence Review and 404B Trial Testimony 2012

Evidence Review / Consult Attorney (US v Tyree Atty. CPT Shawn Atkins) (Fort Campbell,
KY)Evidence Review Consult Attorney 2013

Evidence Review / Consult Attorney (US v Compton Atty. Richard Melville) (Lexington, KY) Evidence
Review Consult Attorney 2013

Evidence Review / Consult Attorney (US v Goodman Aty. CPT Juston Isom) (Fort Polk, LA) Evidence
Review Consult Attorney 2013

Evidence Review / Consult Attorney (KY v Robert Brandon Howard Atty. Mark Hardy) Evidence
Review Consult Attorney 2013

Evidence Review / Consult Attorney (Toyota Atty. Matthew Blickensderfer) Evidence Review
Consult Attorney 2013

Evidence Review / Consult Attorney (Toyota Atty. Mindy Barfield) Evidence Review Consult
Attorney 2012

Evidence Review / Trial Consulting / Trial Testimony (US v Nichlos Atty. LT Brandon
Sargent)(Yokosuka, Japan) Evidence Review / Trial Consulting / Trial Testimony

Evidence Review / Trial Consulting (US v Greene Atty. CPT Jordan Stapley)(Camp Casey, Korea)
Evidence Review / Trial Consulting





