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Specifications 8 and 9 of Charge ||
(March 2010)




Specifications 8 and 9 of Charge |l
(March 2010)

* Returned to targeting large databases

* On 5 March 2010, attempted to download the
JTF-GTMO detainee assessment database
manually

— Right clicking, saving to computer

— SA Shaver will explain using Intelink logs

* Stopped after downloading approximately 400
detainee assessments




Specifications 8 and 9 of Charge |
(March 2010)

7 March 2010

— Downloaded the entire JTF-GTMO detainee
assessment database
* More than 750 records

— Used “Wget” to automate process

8 March 2010

— Chat logs with “pressassociation” (Julian Assange)
discuss the transmission process




dawgnetwork@jabber.ccc.de Nobody 2010-03-07 07:14:56]i have a quick question?
pressassociation@jabber.ccc.de Nathaniel Frank 2010-03-07 07:15:36]sure...lots of time pressure atm though so answer will

be brief

dawgnetwork@jabber.ccc.de Nobody 2010-03-07 07:16:00| how valuable are JTF GTMO detention memos
containing summaries, background info, capture info,
etc?

pressassociation@jabber.ccc.de Nathaniel Frank 2010-03-07 07:16:18|time period?

dawgnetwork@jabber.ccc.de Nobody 2010-03-07 07:16:25(2002-2008

pressassociation@jabber.ccc.de Nathaniel Frank 2010-03-07 07:17:35]|quite valuable to the lawyers of these guys who are
trying to get them out, where those memos suggest
their innocence/bad proceedure

PE 38 for ID




dawgnetwork@jabber.ccc.de Nobody 2010-03-08 06:27:51]i have a csv that organizes the info as much as
possible

pressassociation@jabber.ccc.de Nathaniel Frank 2010-03-08 06:27:55|1 hate these gitmo guys

sressassociation@jabber.ccc.de Nathaniel Frank 2010-03-08 06:28:29| OFAFBU sums up the sort of people they ended up
with

pressassociation@jabber.ccc.de Nathaniel Frank 2010-03-08 06:28:48|[one flight away from being ugly] aka &quot;gitmo
cute&quot;

dawgnhetwork@jabber.ccc.de Nobody 2010-03-08 06:28:56|haha

dawgnetwork@jabber.ccc.de Nobody 2010-03-08 06:30:57|anyway, gotta run, have a nice day

pressassociation@jabber.ccc.de Nathaniel Frank 2010-03-08 06:31:14|you too. and take care!

dawgnetwork@jabber.ccc.de Nobody 2010-03-08 06:31:42|after this upload, thats all i really have got left

pressassociation@jabber.ccc.de Nathaniel Frank 2010-03-08 06:32:15|curious eyes never run dry in my experience

dawgnetwork@jabber.ccc.de Nobody 2010-03-08 06:32:18|i sat on it for a bit, and figured, eh, why not

PE 38 for ID




Specifications 8 and 9 of Charge |l
(March 2010)

e Each detainee assessment was marked on the
top and bottom with classification

* Intelligence analyst who wrote assessments
and maintained the database will testify

— Detainee assessments were only available on
SIPRNET and higher

* Assessments had not been released to public




Specification 2 of Charge IlI
(March 2010)




Specification 2 of Charge Il
(March 2010)

e Harvest of detainee assessments is first known
example of using Wget

* Wget
— Free software available on the internet
— Rapidly downloads information from web servers

e Acceptable Use Policies (AUPs) prohibited the

addition of “freeware” and “executables” on
government info systems




d. | will use only authorized hardware and software. | will not install or use any persconally owned
hardware, software, shareware, or public domain software.

e. | will use virus-checking procedures before uploading or accessing information from any
system, diskette, attachment, or compact disk.

f. | will not attempt to access or process data exceeding the authaorized IS classification level.

g. | will not alter, change, configure, or use operating systems or programs, except as specifically
authorized.

h. | will not introduce executable code (such as, but not limited to, .exe, .com, vbs, or .bat files)
without authorization, nor will | write malicious code.

i. | will safeguard and mark with the appropriate classification level all information created,
copied, stored, or disseminated from the IS and will not disseminate it to anyone without a
specific need to know.

AR 25-2, Figure B-1
Judicial Notice




Specification 1 of Charge Il
(March 2010)




Specification 1 of Charge Il
(March 2010)

Enlisted Assange’s help in seeking a way to
browse the SIPRNET anonymously

Hash-cracking = reverse engineering a
password
— Hash value in chat is from “.22” and “.40”

Testimony from SA Shaver, who will explain
“Im hash” and “rainbow table”

Testimony from information assurance expert




dawgnetwork@jabber.ccc.de

Nobody

2010-03-08 15:55:28

any good at Im hash cracking?

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:00:29

yes

ressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:00:44

donations; not sure.

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:00:55

something in order of .5M

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:01:30

but we lost our CC processor, so this is making
matters somewhat painful.

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:02:23

we have rainbow tables for Im

dawgnetwork@jabber.ccc.de

Nobody

2010-03-08 16:04:14

80c11049faebf441d524fh3c4cd5351¢c

dawgnetwork@)jabber.ccc.de

Nobody

2010-03-08 16:05:07

i think its Im + Imnt

PE 38 for ID




Specification 1 of Charge Il|
(March 2010)

* Enlisted Assange’s help in figuring out a way to
browse the SIPRNET anonymously

 Hash-cracking = reverse engineering a
password
— Hash value in chat is from “.22” and “.40”

e Testimony from SA Shaver, who will explain
“Im hash” and “rainbow table”

e Testimony from information assurance expert




Specifications 12 and 13 of Charge |
(March 2010 — April 2010)



Specifications 12 and 13 of Charge Il
(March 2010 — April 2010)

* Used Wget to systematically harvest more

than 250,000 Department of State diplomatic
cables

— 251,287 purported DoS cables released by
WikiLeaks

e 28 March —early April 2010

— Firewall logs from the DoS show more than
700,000 connections




Simple Math

250,000 diplomatic cables over approximately
10 days

25,000 cables / day
More than 1,000 cables / hour
Automated



Importance of Wget

* Wget, and programs like it, were prohibited by
Acceptable Use Policy

* Wget bypassed the normal mechanism for
access to the cables

— Click > Open - Save

* Wget acted as a technical “boost” for
harvesting large amounts of information




Specification 10 of Charge |l

(April 2010)




Specification 10 of Charge |
(April 2010)

10 April 2010
— Visited the CENTCOM SIPRNET SharePoint site

— Logs shows entire AR 15-6 Investigation into the
“Gharani Airstrike” downloaded

* More than 334 records

* Did not download the related airstrike videos
— SA Shaver will discuss the log evidence
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