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PUBLIC AFFAIRS (CCPA)
Information revealing Classification | Declassification Reason Remarks
Public affairs U N/A N/A
contingency statement
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380-14
PROVOST MARSHAL (JSD)

Information revealing Classification |Declassification Reason Remarks

Deployment / u N/A 1.4(a) / |Classified only

redeployment of 1.4(qg) during periods of

security augmentation increased threat;

troops when combined Included are

with dates and/or numbers of

locations personnel, dates,
and locations.

Enemy prisoner of war S Upon completion 1.4(a) /

(EPW) information that of operation/ 1.4(c) /

reveals locations of hostilities 1.4(g)

units or EPW camps;

unit strength and/or

military capabilities;

or number of EPWs

Physical security S Upon correction 1.4(qg)

vulnerabilities and or after 5 years

vulnerability to if uncorrected

terrorist attack

Threat condition U N/A N/A

Detailed terrorist C 10 years 1.4(a) / May be classified

threat level/condition 1.4(qg) higher upon
direction of an OCA

General terrorist 9] N/A N/A All terrorist

threat information threat information
must contain
unclassified tear
line for widest
dissemination
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380-14
FORCE PROTECTION (JSD) Cont.
Information revealing {Classification Declassification | Reason Remarks
Vulnerability S 10 years 1.4(g) May be declassified
assessments and trends upon resolution of
all vulnerabilities
without a waiver
Purchase request U N/A N/A For Official Use Only
package
Electronic Sweeps
General information C 10 years See AFI 71-19 for
not revealing any strict need-to-know
details guidance
Specific information S 10 years
revealing date range
and area to be swept
Target area weather S 10 years or 1.4¢(a)
information upon plan
execution, if
executed
Top secret options; TS 10 years l.4(a)
discussion of
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Security Classification Guide
for

Joint Improvised Explosive Device Defeat Organization (JIEDDO)

Date:

Approved By:

Michael D. Barbero, LTG
Director
Joint IED Defeat Organization

Issued By: Joint IED Defeat Organization
5000 Ammy Pentagon
Washington, DC 20310-5000

Action Officer: Mr. John E. Nimitz
Security Officer/SSR
Joint IED Defeat Organization
703-601-4744
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5. REPRODUCTION, EXTRACTION AND DISSEMINATION

Copies of this SCG and all extracts thereof will be made, stored, and transmitted in
accordance with (IAW) authorized procedures corresponding to the classification of the
information involved. Authorized recipients of this SCG may reproduce, extract, and
disseminate the contents of this SCG, as necessary, for use by specified groups,
including industnal activities that are involved in IED Defeat development, test, or
operations.

6. PUBLIC RELEASE

The fact that this SCG contains certain details of unclassified information does not
permit automatic public release of the information. Proposed public disclosures of the
JIEDDO’s unclassified information regarding the technologies and activities shall be
processed through appropriate channels for approval to publish. Requests for public
release certification must be submitted in accordance with DoD Directive 5230.9
(Clearance of DoD Information for Public Release), DoD Regulation 5400.7 (DoD
Freedom of Information Act Program), and the Industrial Secunty Manual for
Safeguarding Classified Information (Section 5 Disclosure). Defense contractors,
military members as well as government service employees shall comply with DoD
Manual 5220.22-M (Nationa! Industrial Security Program Operational Manual
(NISPOM)) and other requirements that may be directed by the Government.

Only information that has been reviewed and certified for public release may be
released. However, the decision or authority to release information belongs to the
Public Affairs office. The OPR will process requests for approval as outlined below.

Any proposed release to the public of official information pertaining to the JIEDDO must
be forwarded to the JIEDDO, STRATCOM for review and further processing. The term
“release” applies, but is not limited to, articles, speeches, briefs, papers, photographs,
brochures, advertisements, displays, presentations, etc., on any JIEDDO related
activity. Itis incumbent upon defense contractors, or other agencies, to screen all
information submitted by them for the matenial certification to ensure that it is both
unclassified and technically accurate. Letters of transmittal shall contain certification to
this effect. The number of copies produced, and distribution of the document, must be
strictly controlied until review is completed. If suspected classified information is found
during the review process, all holders of the document will be informed of the degree of
protection required. When doubt exists concerning the classified status of a proposed
release pertaining to the JIEDDO, Security will render the final decision. The material
submitted for review must include a valid suspense date, if applicable. Requests for
public release certification, according to DoD Manual 5220.22-M, NISPOM (attachment
to DD Form 441, Security Agreement), must be submitted to the JIJEDDO, STRATCOM
for review and further processing. Electronic copies (unless submitted via Secret
Intermet Protocol Router Network (SIPRNet)) of the proposed public release material
must be submitted to JIEDDO, STRATCOM at least two weeks before approval is
needed.
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Approval for public release does not necessarnily satisfy expori-licensing requirements of
the Departments of State and Commerce. Export-controlled material will not be entered
into the security review channels for public release approval to circumvent the licensing
requirements of the Departments of State and Commerce.

Release of Program Data on the World Wide Web: Extreme care must be taken when
considering information for release onto publicly accessible or unprotected World Wide
Web sites. In addition to satisfying all of the aforementioned approval provisions,
owners and/or releasers of information proposed for such release must ensure that it is
not susceptible to compilation with other information to render sensitive or even
classified data in the aggregate. The search and data mining capabilities of Web
technology must be assessed from a risk management perspective. If there are any
doubts, do not release the information!

Release of information to foreign government service employees, international
organizations and/or their representatives: Any military activity or defense contractor
receiving a request for, or proposing to release information on this program will forward
such requests/proposals to the OPR, after compliance with the following:

+ Military activities will comply with the National Policy and Procedure for
the Disclosure of Classified Military Information to Foreign Governments
and International Organizations (NDP-1).

¢ Defense contractors will comply with the Department of State
International Traffic in Arms Regulation (ITAR).

NOTE: Foreign national employees of the contractor or sub-contractor, including those
possessing reciprocal clearances, are not authorized access to classified information
resulting from or used in the performance of their contract unless authorized in writing
by the OPR. Contractors shall ensure that this SCG, including all applicable standard
security precautions and regulations identified in their DD Form 254, Contract Security
Requirement, are complied with. Prime contractors are responsible for ensuring each of
their subcontractors are aware of, and comply with, these requirements. Material
proposed for release by subcontractors will be routed through their prime contractor.

Release of information to the United States Agencies: Requests will be submitted to the
OPR.

Release of information at symposia, seminars, and conferences: Requests for such
releases of classified information shall be submitted to the OPR for review and
approval. Material will be submitted a minimum of six weeks prior to proposed release
date in electronic format. Any information authorized for release will reflect that the
work reported upon is sponsored by the DoD. If foreign nationals are expected to be
present at such a conference, the provisions of paragraph 7 below must be followed.
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Use of information or data classified by a foreign govemment: If information or data has
been previously classified by a foreign govemment, this information or data will be
classified at a level which will accord at least the same degree of protection as provided
by the foreign government classification. This procedure will be adhered to even though
a higher classification than that normally imposed by the U.S. for the same type of
information will result.

7. FOREIGN DISCLOSURE

Foreign disclosure is the sharing of US classified information with foreign governments
or international organizations in support of established or approved planned
international programs. Any disclosure to foreign officials of information classified by
this SCG shall be in accordance with the procedures set forth in DoD Directive (DoDD)
5230.11, DoDI 5230.27 and National Disclosure Policy (NDP-1). A foreign disclosure
review shall be conducted prior to issuance of any solicitation. This review should result
in a determination regarding which foreign governments and international organizations
(and their industrial entities) will be permitted to participate in the solicitation.

General Release Guidance: Classified information is only released to properly cleared
persons on a need-to-know basis and through government-to-govemment channels. it
is the responsibility of the individual actually releasing the information to venfy that the
recipient is a foreign official authorized to receive classified information on behalf of
his/her govemment or international organization and that information has been properly
approved for release. JIEDDO personnel originating matenal classified by this guide
will mark it as it is created in accordance with DoDI 5200.1-R, “Information Security
Program,” January 1997. JIEDDO information developed within combined spaces is
presumed to be releasable to foreign nations represented in those spaces and should
be marked “[CLASSIFICATION]/REL TO USA, [COUNTRY OR ORGANIZATION
CODE].” When information is derived from multiple sources, the most restrictive
handling and declassification instructions apply to the derived document. Classified
information not explicitly marked releasable to a particular country shall not be released
without proper authonzation from the originating Foreign Disclosure Officer.

According to DoDD 5230.11, under conditions of actual or imminent hostilities such as
Operation Iragi Freedom or Operation Enduring Freedom, any unified or specified
commander may disclose classified military information (CMI) through TOP SECRET to
an actively participating allied force when support of combined combat operations
requires the disclosure of that information. Under such circumstances, the Chairman,
National Disclosure Policy Committee will issue further guidance determining any
limitations that should be imposed on continuing disclosure of that information. When
an authorized disclosure official (such as a Foreign Disclosure Officer (FDO)) has made
a determination that CMI originated by JIEDDO is releasable under these conditions,
the FDO should mark that information “[CLASSIFICATION]// REL TO USA, [COUNTRY
OR ORGANIZATION CODE],” and forward an information copy to the JIEDDO FDO.

A foreign disclosure review shall be conducted prior to issuance of any solicitation. This
review should result in a determination regarding their foreign govemments and
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international organizations (and their industrial entities) permitted to participate in the
solicitation.

8. FOREIGN GOVERNMENT INFORMATION AND FOREIGN MILITARY SALES

U.S. government information is fumished upon the condition that it will not be released
to other nations without specific authority of the DoD of the United States. Subject
release of information provides that individual or corporate rights originating the
information will be provided substantially the same degree of secunty afforded it by the
Department of Defense of the United States.

9. FOR OFFICIAL USE ONLY (FOUO) CAVEAT

For Official Use Only (FOUOQ) is not a secunity classification. FOUQ information has not
been given a secunity classification pursuant to the criteria in this SCG, but may be
withheld from the public for one or more of the reasons cited in EO 12958, as amended,
and DoDI 5200.1-R. Information so designated in this SCG that warrants FOUO
markings will be handled and protected in accordance with regulations. The SCG for
Freedom Of Information Act (FOIA) markings is intended solely as a guide. One, none
or all of the suggested FOIA exemptions may apply to particular information depending
on the particular facts of the information being protected or disclosed.

This document contains information EXEMPT
FROM MANDATORY DISCLOSURE under the
FOIA. Exemption(s) ... apply/applies.

ALL Freedom of Information Act (FOIA) exemptions identified in this

SCG:

Number 1. Material appropnrately classified by this SCG is similarly exempt from
disclosure as National Security information under FOIA.

Number 2. Related solely to the intemal personnel rules and practices of the DoD or
any of its components. Records containing or constituting statutes, rules, regulations,
orders, manuals, directives, instructions, and security classification guides. This
classification encompasses “High 2" information (i.e., information that would allow
persons to circumvent or undermine JIEDDQ's internal practices) and “Low 2"
information (i.e., information of a trivial administrative nature.)

Number 3. Records protected by another law that specifically exempts the information
from public release. Applicable to technical Controlled Unclassified Information (CUI).

Number 4. Containing trade secrets or commercial or financial information that a DoD

Component receives from a person or organization outside the Government which is

likely to cause substantial harm to the competitive position of the source, impair the

Government’s ability to obtain necessary information in the future, or impair some other
7

FOR OFFICIAL USE ONLY






FOR OFFICIAL USE ONLY

Foreign Government Information: To protect and limit distribution in accordance with
the desires of the foreign government that fumished the technical information.

Administrative or Operational Use: To protect technical or operational data or
information from automatic dissemination under the International Exchange Program or
by other means. This protection covers publications required solely for official use or
strictly for administrative or operational purposes. This statement may be applied to
manuals, pamphlets, technical orders, technical reports, and other publications
containing valuable technical or operational data.

Software Documentation: Releasable only in accordance with DoD Instruction 7930.2,
Automatic Data Processing (ADP) software exchange and release.

Transfer of data from SIPR to a CD: Transfer of data from SIPR to a CD: Any data that
needs to be transferred from SIPR to a CD must be done in accordance with US|
CYPERCOM CTO 10-133. Currently J6 and STRATCOM are the only authorized
divisions that transfer data. All CD with SIPR Data or higher must bear the proper
security marks (AR 380-5). Any CD(s) that needs to be mailed/hand carried out of the
Polk building must go through JIEDDO Security. For further guidance, please contact
JIEDDO Security.

Critical Technology: To protect information and technical data that advance current
technology or describe new technology in an area of significant or potentially significant
military application or that relate to a specific military deficiency of a potential adversary.
Information of this type may be classified or unclassified; when unclassified, it is export-
controlled and subject to the provisions of DoDD 5230.25. Apply the following notice to
the front cover or title page:

Warning - This document contains technical data whose export is
restricted by the Arms Export Control Act (Title 22, USC, Sec 2751
etc) or the Export Administration Act of 1979, as amended (Title 50,
USC, App 2401 etc). Violations of these export laws are subject to
severe criminal penalties.

Specific Authority: To protect information not specifically included in the above reasons
and discussions, but which requires protection in accordance with valid documented
authority such as executive orders, classification guides, DoD or DoD component
regulatory documents. When filling in the reasons, cite “Specific Authority (identification
of valid documented authority),”

At times, the application of a different distribution statement may be necessary to
facilitate sharing between U.S. government agencies (Distribution Statements B and C)
or to limit dissemination based upon the Director’s discretion (Distribution Statement F).
Further exceptions for the use of ariother distribution statement shall be submitted to the
JIEDDO Security Office, in writing, with justification.
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11. DISCLOSURE OF INTELLIGENCE/THREAT INFORMATION

Data or information relating to threat systems or other intelligence derived material must
bear the security markings of that intelligence/threat material. All dissemination of
intelligence / threat information is controlled by the Director, COIC. Intelligence/threat
information may be reproduced, released to subcontractors, provided instructions, and
procedures approved by the COIC Director. Intelligence/threat information may be
reproduced, released to subcontractors, provided instructions, and procedures
approved by the Senior Intelligence Officer (SIO) are followed. Questions regarding
such releases shall be referred to the SIO.

12. LOSS, COMPROMISE, OR SUSPECTED COMPROMISE

Report the loss, compromise, or suspected compromise of classified JIEDDO
information or material to the JIEDDO Security Office, 703-601-4744, within 24 hours of
the incident.

13. COMPILATION OF INFORMATION.

In some circumstances, classification may be required if the compilation of unclassified
items of information provide an inference that warrants classification. Similarly, a higher
classification may be assigned to a compilation of information if the compilation provides
an added factor that warrants higher classification than that of its component parts.
Classification on this basis will be used sparingly, and complete justification of this
classification method will be stated on the title or first page of the document. The
classification and marking process is as follows:

o When a document comprises individually unclassified items of
information is classified, by compilation, the overall classification shall be
marked conspicuously at the top and bottom of each page and the
outside front and back covers (if applicable). An explanation of the basis
for classification by compilation shall be placed on the face of the
document or included in the text.

¢ |[f portions, standing alone, are unclassified, but the document is
classified by compilation or association, those portions shall be marked
“U” and the document and pages shall be marked with the classification
of the compilation. An explanation of the classification or the
circumstances involved with association must be included.

« [findividual portions are classified at one level and the compilation is a
higher classification, each portion shall be marked with its own
classification and the document and pages shall be marked with the
classification of the compilation. An explanation of the classification by
compilation is required.
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14. REASONS FOR CLASSIFYING

The reasons for classifying information in this SCG are in accordance with Part |,
Section 1.4, Executive Order 12958 (as amended). They are:

1.4a - Military plans, weapons systems, or operations

1.4b — Foreign government information

1.4d — Foreign relations or foreign activities of the United States, including confidential
sources; scientific, technological, or economic matters relating to national security

1.4 e — Scientific, technological, or economic matters

1.4 g — Vulnerabilities or capabilities of the system, installation, projects, or plans
relating to the national security

15. DEFINITIONS

Classified Performance Capabilities or Limitations: Information that if disclosed

would;

1) damage national security through facilitating adversary denial, degradation,
disruption, deception, or destruction of mission essential or critical system(s), or

2) would require major modifications to an acquisition program or operational
system to maintain the technological advantage of the system during its projected
operational life time.

Compromise a Future Capability: Anything not in the inventory now and is planned to
be developed; not a current capability. Applies to research, development and
acquisition efforts.

Confidential: Shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause damage to national security that the original
classification authority is able to identify or describe.

Critical Information: TBD by the supported organization. Different organizations may
deem information differently as to its criticality. Determination and defense of
information as critical is up to the supported organization.

Critical Program Information (CPI): Information, technologies, or systems that, unto

themselves, if compromised would degrade combat effectiveness, shorten the expected
combat-effective life of the system, or significantly alter program direction.

Effectiveness of Forces: TBD by supported organization. Usually refers to squad to
division level. Different organizations may deem information differently as to its impact
on the effectiveness of forces. For example; information that may impact the
effectiveness of a Special Forces unit compared to a Battalion is potentially
considerable. Determination and defense of information is up to the supported
organization.
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NOFORN: (NOT RELEASABLE TO FOREIGN NATIONALS) Under authority of Director
of Central Intelligence, this marking is used for identified classified intelligence that may
not be released in any form to foreign governments, foreign nationals, foreign
organizations, or non-US citizens without permission of the originator and in accordance
with provisions of DCID 6/7 and NDP-1. Cannot be used with REL TO [country codes]
or EYES ONLY on page markings (when a document contains both NOFORN and REL
TO or NOFORN and EYES ONLY portions, NOFORN takes precedence for the
markings at the top and bottom of the page).

Reveal a National Security Objective: Fact of statement that would reveal an
undisclosed objective or intention— that is covert in nature. Details of how we plan to
achieve national security objectives (primarily planning oriented).

Secret: Shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause serious damage to the national security that the
original classification authority is able to identify or describe.

Senior Leadership: President of the US (POTUS); Cabinet Members, Pentagon
Senior Leadership, etc.

Sensitive Information: TBD by the supported organization. Different organizations
may deem information differently as to its sensitivity. Determination and defense of
information as sensitive is up to the supported organization.

Sensitive Intelligence Collection Capability: To be determined by the user or
developer of that capability.

Significant Impairment: Any characteristic or concept, design or component that
offers a technical disadvantage of enough magnitude to be potentially disruptive in an
operationa!l or advanced system.

State of the Art: The highest level of development, as of a device, technique, or
scientific field, achieved at a particular time. For a system or technology that has no
known baseline to determine its relative level of development, the very nature of it being
the first of a kind, makes it state of the art.

Strateqgic Advantage: Operational supenority provided via military instruments that
enables one nation or group of nations effectively to control the course of a military or
political situation beyond a battie or engagement.

Strategic Disadvantage: Inverse of strategic advantage (see above definition).
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Tactical Advantage: Operational superiority provided via unit and system performance
and capabilities during battles and engagements planned and executed to accomplish
military objectives assigned to tactical units or task forces.

Tactical Disadvantage: Inverse of tactical advantage (see above definition).

Threaten the Country’s Ability to Wage War: identification of details of war plans that
would reveal overall objectives or intentions.

Top Secret: Shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to national security
that the original classification authority is able to identify or describe.

Weaken the Country’s Ability to Wage War: identification of specific details of war
plans in a theater of operation including use of tactical capabilities and mission essential
items.

Significantly Weaken the Country’s Ability to Wage War: Identification of specific

dependencies and objectives in a theater of operation or sub area of a Unified
Command to include strategic capabilities and mission critical items.

Threaten the International Position of the US: Damage US credibility with a foreign
government.

Weaken the International Position of the US: Negative impact to the international
position of the US and its ability to negotiate with foreign governments.

Significantly Weaken the International Position of the US: Inability of the US to
successfully negotiate with a foreign government for a significant period of time.

Unigue and Fragile Intelligence Collection Capability: To be determined by the user
or developer of that capability.
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