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John Greenewald 
 

 

Dear Mr. Greenewald: 

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 

WASHINGTON, D.C. 20460 

March 14, 2017 

OFFICE OF 
ADMINISTRATION 
AND RESOURCES 

MANAGEMENT 

I am responding to your Freedom oflnformation Act (FOIA) request (EPA-HQ-2017-004342 for "a 
copy ofrecords, electronic or otherwise, of the Agency Security Classification Management Program 
Data forms ( .. ] SF-311 Forms for the last three years." Attached please find copies of the SF-311 's for 
FY 2014, FY 2015, and FY 2016. 

This letter concludes our response to your request. You may appeal this response by email at 
hq.foia@epa.gov, or by mail to the National Freedom of Information Office, U.S. EPA, 1200 
Pennsylvania Avenue, N.W. (2822T), Washington, DC 20460. Only items mailed through the United 
States Postal Service may be delivered to 1200 Pennsylvania Avenue. If you are submitting your appeal 
by hand deliver courier service, or overnight delivery, you must address your correspondence to 1301 
Constitution Ave, N.W., Room 6416J, Washington, DC 20001. Your appeal must be in writing, and it 
must be received no later than 90 calendar days from the date of this letter. The Agency will not 
consider appeals received after the 90-calendar-day limit. Appeals received after 5:00pm EST will be 
considered received the next business day. The appeal letter should include the FOIA tracking number 
listed above. For quickest possible handling, the subject line of your email, the appeal letter, and its 
envelop, if applicable, should be marked "Freedom of Information Act Appeal." Additionally, you may 
seek dispute resolution services from EPA's FOIA Public Liaison at hq.foia@epa.gov or (202) 566-
1667, or from the Office of Government Information Services, National Archives and Records 
Administration, Room 2510, 8610 Adelphi Road, College Park, MD 20740-6001; email, 
ogis@nara.gov; telephone, (301) 837-1996 or (877) 684-6448; or fax, (301) 837-0348 

~~~~ 
~ Carlos Rivera 
~ Personnel Security Branch Chief 

Security Management Division 

Internet Address (URL) • http://www.epa.gov 
Recycled/Recyclable • Printed with Vegetable Oil Based Inks on 100% Postconsumer, Process Chlorine Free Recycled Paper 



FOIA Invoice
 
 

U.S Environmental Protection Agency
1200 Pennsylvania Ave, NW

Washington, DC 20460
 
 
Mail Payment to

USEPA, FOIA and Miscellaneous Payments, Cincinnati Finance
Center
P.O. BOX 979078
St. Louis, MO 63197-9000

FOIA Tracking Number

EPA-HQ-2017-004342
Invoice Date

03/22/2017

Requester Contact Information

John Greenewald
The Black Vault

john@greenewald.com
800-456-2228

Description of Records Requested

To whom it may concern, This is a non-commercial
request made under the provisions of the Freedom
of Information Act 5 U.S.C. S 552. My FOIA
requester status as a &quot;representative of the
news media.&quot; I am a freelance television
producer often working on documentaries related
to my FOIA requests, my work is commonly
featured throughout major news organizations, and
I freelance writer for news sites as well. Examples
can be given, if needed. I prefer electronic delivery
of the requested material either via email to
john@greenewald.com, FAX 1-818-659-7688 or

Request Received Date

02/27/2017
By

Office of Administration
Request Fulfilled by Agency Date

03/22/2017
By

Raphael D. Jackson
Comments/Instructions

Request Fee Category

Media/Educational
Description of Costs Quantity Amount (USD)

Costs Sub-total $0.00

AMOUNT DUE $0.00



Case File I Correspondence 

Correspondence to Requester----------------------------------------------~ 
One item found. 

Subject 

FOIA Request EPA-HQ-2017-004342 
Submitted System 

From To 

john Greenewald 

[) 
Date Detail Remove 

02/27/2017 

This message is to confirm your request submission to the FOIAonline application: View Request. Request information 
is as follows: 

• Tracking Number: EPA-HQ-2017-004342 
• Requester Name: john Greenewald 
• Date Submitted: 02/27/2017 
• Request Status: Submitted 
• Description: To whom it may concern, This is a non-commercial request made under the provisions of the Freedom 

of Information Act 5 U.S. C. S 552. My FOIA requester status as a "representative of the news media." I am a 
freelance television producer often working on documentaries related to my FOIA requests , my work is commonly 
featured throughout major news organizations, and I freelance writer for news sites as well. Examples can be 
given, if needed. I prefer electronic delivery of the requested material either v ia email to john@greenewald.com, 
FAX 1-818-659-7688 or via CD-ROM or DVD via postal mail. Please contact me should this FOIA request should 
incur a charge. I respectfully request a copy of records. electronic or otherwise, of the AGENCY SECURITY 
CLASSIFICATION MANAGEMENT PROGRAM DATA SF-311 Forms filled out by your agency, for the last THREE Years. 
For reference, a blank Form 311 can be found at : https:/twww.archives.gov/files/isoo/security-forms/sf311.pdf 
Thank you so much for your time, and I am very much looking forward to your response. Sincerely, john 
Greenewald, jr.  FAX 1-818-659-7688 

One item found. 

~ Other Correspondence 
No correspondence has been added. 



Case File I Appeals 

~ Appeals 
No appeals have been fi led. 



Request Details 
Request Type: FOIA 

Submitted Evaluat ion 

Status : Assignment Determination Due Date : 03!28/201 ~ 

c l 0 Q 
Assignment Processing Closed 

' Request Details----- ------- --------------------, 

Tracking Number: EPA-HQ-2017-004342 

-o.J Requester: Mr. john Greenewald 

Organization : The Black Vault 

Requester Has Account : Yes 

Email Address : john@greenewald.com 

Phone Number: 800-456-2228 

Fax Number: 818-659-7688 

Address :  
None 

City :  

State/Province :  

Zip Code/Postal Code:  

Submission Details 

Submitted Oat e : 02/27/2017 

Perfected Date : 02/28/2017 

Last Assigned Date : 03/06/2017 

Fee Limit : S25.00 

Request Track : Simple 

Due Date : 03/28/2017 

Assigned To : Raphael D. jackson (Office 
of Administrat ion) 

Last Assigned By : Raphael D. jackson (Office 
of Administrat ion) 

' Request Handling - - ----------------------------1 

Requester Info Ava ilable to Yes 
the Public: 

Request Track: Simple 

Fee Category: Media/Educational 

Fee Waiver Requested : No 

Fee Wa iver Status: N/A 

Expedited Processing No 
Requested: 

Expedited Processing Status : N/A 

Request Perfected : Yes 

Perfected Date : 02/28/2017 

Acknowledgement Sent Date: 

Unusual Circumstances ? : No 

5 Day Notificat ions: No 

Litigation : No 

* Litigation Court Docket 
Number : 

- Request Description - ----------------------------1 

Short Description : N/A 

To whom it may concern, This is a non-commercial request made under the provisions of the Freedom of Information Act 
5 U.S.C. S 552. My FOIA requester status as a "representative of the news media." I am a freelance television producer 
often working on documentaries related to my FOIA requests, my work is commonly featured throughout major news 
organizations, and I freelance writer for news sites as well. Examples can be given, if needed. I prefer electronic delivery 
of the requested material either via email to john@greenewald.com. FAX 1-818-659-7688 or via CO-ROM or DVD via 
postal mail. Please contact me should this FOIA request should incur a charge. I respectfully request a copy of records, 
electronic or otherwise, of the AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA SF-311 Forms fi lled 
out by your agency, for the last THREE Years. For reference, a blank Form 311 can be found at : 
https://www.archives.gov/files/isoo/security-forms/sf31l.pdf Thank you so much for your time, and I am very much looking 
forward to your response. Sincerely, john Greenewald, Jr.  FAX 1-818-659-7688 

Description Available to the Yes Has Description Been No 0/2000 
Public : Modified? 

~ Attached Supporting Files 
No supporting files have been added. 



Case File 

Direct URL: https://localhost:8443/foia/action/public/View/request/8119dc5f 

Case Details ----------------------------------------------------------~ 
Type of Case: FOIA 

Fiscal Year: 2017 

Total Days Pending: 4 

Received Date : 02/28/2017 

Clock Initially Started On : 02/28/2017 



UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 

WASHINGTON, D.C. 20460 

NOV 

Mr. J olm P. Fitzpatrick 
Director, Information Security Oversight Office 
National Archives and Records Administration 
700 Pe1msylvania Avenue, N.W. 
Washington, D.C. 20408-0001 

Dear Mr. Fitzpatrick: 

• 7 
1 f 

OFFICE OF 
ADMINISTRATION 
AND RESOURCES 

MANAGEMENT 

In response to your request for the annual submission of Standard Fmm 311, Agency Security 
Classification Management Progran1 Data, I am pleased to submit the required infon11ation on the EPA's 
security classification program. 

If you have any questions, please contact Diane Lasher, NSI progran1 team leader, at (202) 564-0059. 

Internet Address {URL) • http_/lwww.epa.gov 
Recycled/Recyclable • Printed with Vegetable Oil Based Inks on 100% Postconsumer, Process Chlorine Free Recycled Paper 



-

-

AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 
(Submissions must be unclnssilicd nnd reach the lnformntion Security 0\'ersight Office (ISOO) no later tlu1n November 15 following the reporting period.) 

PART A: Identifying Information 

I. Enter the Fiscal \'em· that this rcpmi covers. I. 2014 

2. ldentil)' the Deparhncnt, lndepcndcnl agency, or Establish men! that· is 2. 
covered tw this report. Environmental Protection Agency 
3. Enter the name, title, address, phone, fax, and ewmail address of the ScniOI" 3. 
Agency Official (as defined in E.O. 13526, scction5.4(d)) responsible fOr this 

Nonoi E Clolh, !lclin~ A><i•IUnl Adminislmlor; Un!co ni" Adminimotinn •nd Ro>tJUr«; Munn!"'monl 

report. En1'imumc11llol Protoctio>n /\~one)'; 120111\:nn,;•l\'IL~io /1\'onuo, NW, MC 31GIA. Wa;hingl<'tl DC 20460: 
PJI: (202) 56Hr.DO, FAX: (202) 5G4-02JJ; Em•il: gclh Mnoi@cptLJ!,<"' 

4. Enter the name, title, phone, lUx, and email address for the point-oi:.contact 4. 
responsible for answering questions <Jbout this report. NSI Program Tc~m; PH: (202) 564-1983; FAX: {202) 565-202H; Emnil: nsi__progmm1eam@ep!L£OI' 

PART B: Officials with Original Classification Authority 

5. Enter the number of agency oflicials \vhose highest level of origin<1l classification authority is TOP SECRET. 5. 0 

6. Enter the number ofugcncy oJ'Jicials whose highest le\'cl of original clnssilication authority is SECRET. 6. 1 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 7. 0 

8. Total number of officials with original classification authority. (Sum of blocks 5, 6, & 7) 8. 1 

PARTC: Original Clnssificntion Decisions 
Original classification is an initial detennination that the infonnation to be classified has not been previously classified by any other authority. I1 also 
meets the J()Jlmving conditi(ms: (I) it was classified by an original classification authority: (2) the information is owned by or Jt1r, or is under the 
control of the Unite(.] States Government; (3) it falls into all east one of' the categories from section 1.4 ofE.O. 13526; ami (4) unauthorized disclosu.re 
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
the media, induding those documented ~md disseminuled via email. Do nut t:ount reproductions or eopies.J 
9. Enter the number or original TO'P SECRET classification decisions made during the reporting period with 9. 

0 declassification instructions of 10 ye:u·s or less. 
10. Enter the number of original TOP SECRET classification decisions made during tbe reporting period with 10. 
dcc.lassiflcat'ion instructions ranging from over 10 years to 25 years. 0 

11. Total number of TOP SECRKf original classification decisions. (S111n ofblocks 9 & I 0). 11. 
0 

12. Enter the number of original SECRET classilicntion decisions made during the reporting period with dechtssiiication 12. 
0 instructions of 10 years or less. 

13. Enter the number of original SECRET classilication decisions made during the reporting period with dcchtssitication 13. 
0 instructions ranging from ovc1· 10 years to 25 years. 

14. Total number of SECRET original classification decisions. (Sumofblnd;_s 12& 13) 14. 
0 

15. Enter the number of original CONFIDENTIAL clussificatinn decisions made during the reporting period ''Vith 15. 
declassincation instructions of 10 years or less. 0 

16. Enter the number of original CONFJDENTJAL classif-ication decisions made during the reporting period with 16. 
declassification instructions ranging from over 1 0 years to 25 years. 0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 17. 
0 

18. Total number or original classification decisions. (Sum of blocks 11, 14, & 17) 18. 
0 

PART D: Derivative Classitic~ltion Decisions 
Derivative classification is the incorporating. paraphrasing, restating, or generating in new form information that is already classified. This includes 
classiiication based on clussiJ-ication guides or other source documents. (Provide inf!Jrmation on all classification decisions, regardless of the media, 
including those documented and disseminated via em<Jil. Do not count reproductions or copies.) 

19. 

20. 

21. 

22. 

Enter the number of del"ivlttivc TOP SECRET classification decisions made during the reporting period. 

Enter the number of derivntive SECRET classification decisions mnde during the reporting period. 

Enter the number of derivative CONJ~JDENTIAL classification decisions made during the reporting period. 

Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21) 

NATIONAL ARCI--liVES AND RECORDS ADMINISTRATION AUTHOR1ZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 

19. 0 

20. 24 
21. 0 

22. 24 

STANDARD FORM 311 (REV 2-13) 
Prescribed by NARNJSOO 
32 CFR2001 E.O. 13526 



PARTE: Mandatory Declassification Rcvie\'1-' Requests and Appeals 
A "Request" is an individual initial review request or :Jppeal, regardless of the number of documents or pages to be reviewed as p8.11 of the request. 

Rcoort only rcuucsts f01· your l_!_gcncy in which your ngcnrv is responsible for the tina I decision. 

23. Enter the number of requests received during the reporting period. 23. 0 

24. Enter the number or ··cqucsts C-losed during the reporting period. 24. 0 

25. Enter the number of requests that have been unresolved for over one year. 25. 0 

26. Enter the llYCntgc numl>cr of days to resolve each request. 26. 0 

27. Enter the number of appeals received during the rcpo11ing period. 27. 0 

2R. Enter the number of aprcals closed during the reporting period. 2R. 0 

29. Enter the number or appellls that lmve been muesolved for over one year. 29. 0 

30. Enter the average numller of days to resolve each appeal. 30. 0 

31. Enter the number of referred requests received during the rcpo1iing period. 31. 0 

32. Enter the number of referred appeals received during the reporting period. 32. 0 

PART F: M~mdatot·y Declnssification Review Decisions in Pages 

.).l. Enter the number of requested pages that were dcclassiiied in full. .1.), 0 

34. Enter the number of J'Cqucsted pages that were declassilied in part 34. 0 

35. Enter the number of requested p:lges that were denied dec]assification. 35. 0 

36. Total number of requested pages acted on. (Sum of blocks 33, 34, & 35) 36. 0 

37. Enter the number of appealed pages tlwt were declassified in full. 37. 0 

38. Enter the number of appealed pages that were declassif-ied in part. 38. 0 

39. Enter the number of appealed pages that were denied declassification. 39. 0 

40. Total number of appealed pages acted on. (Sum of blocks 37, 38, &39) 40. 0 

PARTG: Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter the number ofpnges reviewed that were subject to automatic declassification under section 3.3 ofE.O. 13526. 41. 0 

42. Enter the number of pages declassified under automatic declassification. 42. 0 

43. Enter the number of pages reviewed that ,,,:ere subject to systemlttic dcdassification under section 3.4 of E.O. 13526. 43. 0 

44. Enter the number of pages declassified under systematic dcclassilic:~tion. 44. 0 

45. Enter the number ofpllgcs reviewed that were subject to discretionary declassification under section 3.1 of E.O. 13526. 45. 0 

46. Enter the number of pages declnssi1ied under discrctiona1·y declassification. 46. 0 

PARTH: Internal Agency Oversight 
47. Enter the number of self-inspections conducted by your agency, covering any aspect of the security classification 47. 
progmm, during the rep01iing period. 31 

48. Enter the number of challenges processed by your agency to tbe classifieotion ofinformation believed to be improperly 
4R. 

clnssificd or unclassified. (E.O. 13526, section 1.8) 0 

49. Enter the number of clulllcnges where the classification status was fully aflirmcd. 49. 0 

50. Enter the number of challenges where the classification status was overtul'lled in whole or in part. 50. 0 

51. Enter the number ofsecul'ity classification guides created by your agency and currently in usc, 51. 0 

NATJONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusuble 

STANDARD FORM 311 (REV 2-13) 
Prescribed by NARA/ISOO 
32CFR200l E.O.IJ526 



PART I: Explnnntorv Comments 
Use this space to elaborate on any section ofthisfi:mn. if more space is needed, provide as an attachment to thisfimn. Provide exp/mwtionsfor any 
significant changes in trend~/numbersfrom the pre1•ious year's report. 

Item 22- For the third year in a row, the number of derivative classification decisions declined. This was due in part to ongoing training efforts by the 

NSI Program Team and the continuation of derivative classification audits. Both mechanisms provided derivative classifiers with a better 
understanding of derivative classification principles and application. 

Item 47- Each Program Office and Region conducts a self-inspection (13 Program Offices/10 Regions). The NSI Program Team also conducted 8 

on-site inspections during the FY. 

For JSOO Use On(J' 

JSOO Analyst Name: 

Date ofQC 

Analyst Initials: 

NATIONAL ARC!·JJVES AND RECORDS ADMJNlSTRATJON AUTifORJZED FOR LOCAL REPRODUCTION 
PreYious edition is unusable 

STANDARD FORM 311 (REV 2-13) 
Prescribed by NA!W!SOO 
32 CFR2001 EO. 13526 



Mr. John P. Fitzpatrick 

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 

WASHINGTON, D.C. 20460 

NOV 1 2 2015 

Director, Information Security Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue, N.W. 
Washington, D .C. 20408-0001 

Dear Mr. Fitzpatrick: 

OFFICE OF 
AOMINISTRA110N 
AND RESOURCES 

MANAGEMENT 

In response to your request for the annual submission of Standard Form 311 , Agency Security 
Classification Management Program Data, I am pleased to submit the required information on the EPA's 
security classi:fication program. 

If you have any questions, please contact Diane Lasher, NSI program team leader, at (202) 564-0059. 

----ier 
Acting D rector; Security Management Division 

Internet Address (URL} • httpJ/www.epa.gov 
Flecycled/Recyclable • Printed with Vegetable Oil Based Inks on 100".k Postconsumer, Process Chlorine Free Recycled Paper 



AGENCY SECURITY CLASSlFICATION MANAGEMENT PROGRAM DATA 
(Submissions must be unclassified and r ea ch the Information Security Oversight Office (ISOO) no later than November IS following the rcportin~ period.) 

PA RT A: Identifying Information 

I. Enter the Fiscal Y t:ar that this report covers. 1. 2015 
2. Identify the Depar1tmeot, Independent agency, or Establishment that is 2. 
covered bv this reoort .. Environmental Protection Agency 
3. Enter the name and! title ofthe Senior Agency Official 3. 
(as defined in E.O. I 3:526, section 5.4(d)) responsible for this report. 

Karl Brooks, Acting Assistant Administrator 

4. Enter the name. title. phone, and email address for the point-of-contact 4. 
responsible for answering questions about tltis report. Diane K. Lasher, NSI Program Team Leader, PH: 202-564-0059 

PARTB: Officials with Original Classification Authority 

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 5. 0 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 6. I 

7. Enter tbe num·ber of agency officials whose highest level of original classification authority is CONFI.DENTIAL. 7. 0 

8. Total number of officials with original classilication authority. (Sum of blocks 5. 6. & 7) 8. 1 
PARTC: Original C lassification D ecisions 

Original classification Is an initial detcnnination that the information to be classified has not been previously classified by any other authorit)'. It also 
meets the following conditions: (1) it was classified by an original classification authority; (2) the information is owned by or for, or is under the 
control of the United States Government; (3) it falls into at least one of the categories from section 1.4 ofE.O. 13526; and (4) unauthorized disclosure 
could reasonably be el<pected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
the media, includina those documented and disseminated via email. Do not count reproductions or copies.) 
9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 9. 

0 declassificat ion instnuctions of 10 years or less. 
I 0. Enter the number of original TOP SECRET classification decisions made during the reporting period with 10. 
declassification instnuctions ranging from over iO years to 25 years. 0 

II. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10). 11. 
0 

12. Enter the number of original SECRET classification decisions made during the reporting period with declassi fic ation 12. 
instructions of 10 veatrs or less. 0 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 13. 
instr uctions ranging from over I 0 years to 25 years. 0 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 & 13) 14. 
0 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 15. 
declassification instru1ctions of 10 years or Jess. 0 

16. Enter the number of original CONFlDENTfAL classification decisions made during the reporting period with 16. 
declassification instr1uctions ranging from over 10 vears to 25 years. 0 

17. Total number ofCONHDENTIAL original classification decisions. (Sum of blocks 15 & 16) 17. 
0 

18. Total number of original classification decisions. (Sum of blocks 11 , I 4, & 17) 18. 
0 

PART D: Derivative Classification Decisions 
Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This includes 
classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of the media, 
including those documented and disseminated via email. Do not count reproductions or copies.) 

19. Enter the number of derivative T OP SECRET classification decisions made during the reporting period. 19, 2 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 20. 4 

21. Enter the number of derivative CONFIDENTIAL classification decisions made duri11g the reporting period. 21. 1 

22. Total number of dlet:ivative classification decisions. (Sum of blocks 19, 20, & 21) 22. 7 

NATIONAL ARCHIVES AND RECORDS ADMINISTRA TlON AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 

STANDARD FOR.'IA 31 I (REV 2-15) 
Prescribed by NARA!ISOO 
32CFR2001 E.O. 13526 



Environmental Protection Agency 

PARTE: Mandatory Declassification Review Requests and Appeals 
A "Request'' is an individual initial review request or appeal, regard less of the number of documents or pages to be reviewed as part of the request. 

Report only reQuests for your agencl' in which your a~ency is responsible for the final decision. 

23. Enter the number of requests recei,·ed during the reporting period. 23. 0 

24. Enter the number of requests closed during the reporting period. 24. 0 

25. Enter the number of requests that have been unresolved for o,·er one year. 25. 0 

26. Enter the average number of days to resolve each request. 26. 0 

27. Enter the number of appeals received during the reporting period. 27. 0 

28. Enter the number of appeals closed during the reporting period. 28. 0 

29. Enter the number of appeals that have been unresoh·ed for over one year. 29. 0 

30. Enter the average: number of days to resolve each appeal. 30. 0 

31. Enter the number of referred requests received during the reporting period. 31. 0 

32. Enter the number o f referred appeals received during the reporting period. 32. 0 

PART F: Mandatory Declassification Review Decisions in Pages 

33. Enter the number of requested pages that were declassi fied in full . 33. 0 

34. Enter the number of requested pages that were declass itlcd in part. 34. 0 

35. Enter the number of req uested pages that were denied declassification. 35. 0 

36. Total number of r·cquested pages acted on. (Sum of blocks 33, 34, & 35) 36. 0 

37. Enter the number of appealed pages that were declassified in full. 37. 0 

38. Enter the number of appealed pages that were declassified in part. 38. 0 

39. Enter the number of a ppealed pages that were denied declassification. 39. 0 

40. Total number of a.ppealed pages acted on. (Sum of blocks 37. 38, & 39) 40. 0 

PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter tbe number of pages reviewed that were subject to automatic declassification under section 3.3 ofE.O. 13526. 41. 0 

42. Enter the number of pages declassified under automatic declassification. 42. 0 

43. Enter the number of pages reviewed that were subject to systematic declassification under section 3.4 ofE.O. 13526. 43. 0 

44. Enter the number of pages declassified under systematic declassification. 44. 0 

45. Enter the number of pages reviewed that were subject to discretionary declassification under section 3.1 of E.O. 13526. 45. 0 

46. Enter the number of pages declassified under discretionary declassification. 46. 0 

PART H: Internal Agency Oversight 

47. Enter the number of challenges processed by your agency to the classificat ion of information believed to be improperly 47. 
classified or unclass ilfied . (E.O. 13526, section 1.8) 0 

48. Enter the number of challenges where the classification status was fully affirmed. 48. 0 

49. Enter the number of challenges where the classification status was overturned in whole or in part. 49. 0 

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 

STANDARD FORM 311 (REV 2- 15) 
Prescribed by NARNISOO 
32 CFR 200 l E.O. 13526 



Environmental Protection Agency 

PART 1: Explanatory Comments 
Use this space to elaborate on any section of this form. If more space is needed. provide as an auachment to this form. Provide explanations for any 
significant changes in trends/numbers from the previous year ·s report. 

1 Item 4. Email: lashcr.d ianc@epa.gov 

For ISOO Use Only 

ISOO Analyst Name: 

Date ofQC: 

Analyst Initials: 

NATIONAL ARCI!ilV£S AND R ECORDS ADMINISTRATION AUTI-!ORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 

STANDARD FORM 311 (REV2-15) 
Prescribed by NARNI$00 
32 CFR 2001 E.O. 13526 



UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 

WASHINGTON, D.C. 20460 

November 10,2016 

William A. Cira 
Acting Director, Information Security and Oversight Office 
National Archives and Records Administration 
700 Pennsylvania Avenue, N.W. 
Washington, DC 20408-0001 

Dear Mr. Cira, 

OFFICE OF 
ADMINISTRATION 
AND RESOURCES 

MANAGEMENT 

In response to your request for the annual submission of Standard Form 311, Security 
Classification Management Program Data, I am pleased to submit the required information on 
the EPA security classification program. 

If you have any questions, please contact Diane Lasher, NSI Program Team Leader, at (202) 
564-0059. 

s;2; ){ ~ 
Kelly Glat r ) 
Director, i~curi y Management Division 

lntemet Address (URL) • hnp://www.epa.gov 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 
(Submissions must be unclassitied and reach the Information Security Oversight Office (ISOO) no later than November 15 following the reporting period.) 

PART A: Identifying Information 

l. Enter the Fiscal Year that this report covers. 1. 2016 

2. IdentifY the Department, Independent agency, or 2· Environmental Protection Agency 
Establishment that is covered by this report. 

3. Enter the name and title of the Senior Agency 3
· Donna Vizian, Acting Assistant Administrator Official (as defined in E.O. 13526, section 5.4(d)) 

responsible for th is report. 

4. Point-of-contact responsible for answering questions about this report: - -

4a. Name: 4a. Diane K. Lasher 

4b. Title: 4b·NSI Program Team Leader 

4c. Email address: 4c·Jasher.diane@epa.gov 

4d. Phone number: 4d•(202) 564-0059 

PART B: Officials with Original Classifica tion A uthority 

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 5. 0 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 6. I 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 7. 0 

8. Total number of officials with original classification authority. (Sum of blocks 5, 6, and 7) 8. I 

PART C : Original Classification Decisions 
Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It 

also meets the following conditions: ( I) it was classified by an original classification authority; (2) the information is owned by or for. or is under 
the control of the United States Government; (3) it falls into at least one of the categories from section 1.4 of E.O. 13526; and ( 4) unauthorized 

disclosure could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, 
regardless of the medja, including those documented and disseminated via email Do not count reproductions or copies.) 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 9. 0 
declassification instructions of 10 years or less. 

I 0. Enter the number of original TOP SECRET classification decisions made during the reporting period with 10. 0 
declassification instructions ran2in2 from over 10 vears to 25 vears. 

II. Total number ofTOP SECRET original classification decisions. (Sum of blocks 9 and 10) 11. 
0 

12. Enter the number of original SECRET classification decisions made during the reporting period with 12. 
0 

declassification instructions of 10 years or less. 

13. Enter the number of original SECRET classification decisions made during the reporting period with 13. 
0 declassification instructions ran2in2 from over 10 years to 25 years. 

14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 14. 
0 

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 15. 0 
declassification instructions of 10 years or less. 

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 16. 
0 declassification instructions ranging from over 10 years to 25 years. 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 

18. Total number of original classification decisions. (Sum of blocks II, 14, and 17) 

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION 
Previous edition is unusable 

17. 0 

18. 
0 

STANDARD FORM 311 (REV 03-16) 
Prescribed by NARA!ISOO 
32 CFR 200 l E.G. 13526 



Environmental Protection Agency 

PART D: Derivative Classification Decisions 
Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This 

includes classification based on classification guides or other source documents. (Provide information on all classification decisions. regardless of 
the media including those documented and disseminated via email. Do not count reproductions or copies.) 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 19. 0 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 20. 7 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 21. 0 

22. Total number of derivative classification decisions. (Sum of blocks 19, 20, and 21) 22. 7 

PARTE: Mandatory Declassification Review Requests 
A ·'Request" is an individual initial review request, regardless of the number of documents or pages to be reviewed as part of the request. 

Report only reQuests for your agency in which your agency is responsible for the rmal decision. 

23. Enter the number of REQUESTS received during the reporting period. 23. 0 

24. Enter the number of REQUESTS closed during the reporting period. 24. 
0 

25. Of the REQUESTS entered into block 24, enter the number of pages that were: 25. 

a. Declassified in full. 25a 0 

b. Declassified in part. 25b. 0 

c. Denied declassification. 25c. 0 

d. Total number of requested pages acted on. (Sum of blocks a. b, and c) 25d. 0 

26. Enter the number of REQUESTS that have been unresolved for over one year. 26. 0 

27. Enter the AVERAGE NUMBER OF DAYS to resolve each request. 27. 0 

28. Enter the number of REFERRED REQUESTS received during the reporting period. (Number of requests 28. 
0 referred to your agency from another agency) 

PART F: :vfandatory Declassification Review Appeals 
An "Appeal'' is an individual request for appeal, regardless of the number of documents or pages to be reviewed as parr of the request. 

Report only appeals for your ae:encv in w bicb vour agency is responsible for the final decision. 

29. Enter the number of APPEALS received during the reporting period. 29. 0 

30. Enter the number of APPEALS dosed during the reporting period. 30. 
0 

31. Of the APPEALS entered into block 30, enter the number of pages that were: 31. 

a. Declassified in full. 3la. 0 

b. Declassified in part. 3lb. 0 

c. Denied declassification. 31c. 0 

d . Total number of appealed pages acted on. (Sum of blocks a, b, and c) 31d. 0 

32. Enter the number of APPEALS that have been unresolved for over one year. 32. 0 

33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 33. 0 

34. Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred 34. 0 to your agency from another agency) 

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORlZED FOR LOCAL REPRODUCf!ON 
Previous edition is unusable 
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Environmental Protection Agency 

PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 ofE.O. 35. 0 
13526. 

36. Enter tbe number of pages DECLASSIFIED under automatic declassification. 36. 0 

37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of 37. 0 
E.O. 13526. 

38. Enter the number of pages DECLASSIFIED under systematic declassification. 38. 0 

39. Enter the number of pages REVIEWED that were subject to d iscretionary declassification under section 3.1 of 39. 0 
E.O. 13526. 

40. Enter the number of pages DECLASSIFIED under discretionary declassi(!cation. . 40. 0 

PART H: Internal Agency Oversight 

41. Enter the number of CHALLENGES processed by your agency to the classification of information believed to be 
improperly classified or unclass ified. (E.O. 13526, section 1.8) 

41. 0 

42. Enter the number of CHALLENGES where the classification status was fully affirmed. 42. 0 

43. Enter the number of CHALLENGES where the classification .status was overturned in whole or in part. 43. 0 

PART 1: Intelligence Community (IC) Information 
This section appl ies only to IC agencies and IC components of other agencies who originally apply the OR CON and ORCON-USGOV 

dissemination control. This information. along with ISOO's annual inspection reports will be used to inform the annual report to the DNI on the 
use of classification markings. 

Organization's classified disseminated analytic product (as defined in lCD 206 Sourcing Requirements for Disseminated Analytic Product) 
ori2inally marked ORCON. 

44. Enter PERCENTAGE of your organization' s classified disseminated analytic products originally marked 44. 0.00% 
ORCO N. 

4 5. Enter T OT AL NUMBER of your organization' s classified disseminated analytic products originally marked 45. 0 
ORCON. 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full. 46. 0 

47. Enter the NUMBER OF REQUESTS approved for expanded dissemination ofORCON in part. Provide 47. 0 
explanation for partial denial in part J below. 

48. Enter the number of OR CON expanded dissemination requests DENIED. Provide explanation for denial in part J 48. 0 
below. 

Organization's classified disseminated analytic product (as defined in lCD 206 Sourcing Requirements for Disseminated A nalytic Product) 
originally marked ORCON-USGOV. 

49. Enter PERCENTAGE of your organization' s analytic products originally marked ORCON-USGOV. 49. 0.00% 

50. Enter TOTAL NUMBER of your organization's analytic products originally marked ORCON-USGOV. 50. 0 

51. Provide TOTAL NUMBER of reports of potential misapplication of the OR CON marking. Provide background 51. 0 
information on each occurrence in Part J below. 

52. Has your organization been NEGATIVELY IMP ACTED by information being marked with OR CON or 
ORCON-USGOV control marking? If yes, provide explanation in P art J below. 

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCriON 
Previous edition is unusable 

52. N/ A 

STANDARDFORM311 (REV03-16) 
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Environmental Protection Agency 

PART J: E~planator) Comments 
Use this space to elaborate on any section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for 
any signi}icant changes in trends/numbers from the previous year 's report. 

NATIONAL ARCHNES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCfiON 
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