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DEPARTMENT OF HOMELAND SECURITY 

UNITED STATES SECRET SERVICE 
WASHINGTON, D.C. 20223 

Freedom oflnfonnation Act & Privacy Act Program 
Communications Center 
245 Murray Lane, S.W., Building T-5 
Washington, D.C. 20223 

John Greenewald, Jr. 
The Black Vault 

 
 

File Numbers: 20171097, 20171098 and 20171099 

Dear Requester: 

Date: AUG 3 1 2011 

This is the final response to your Freedom oflnfonnation Act (FOIA) request, originally received 
by the United States Secret Service (Secret Service) on February 28, 2017, for infonnation 
pertaining to the following: 

• FOe Number: 20171097- Agency Security Classification Management Program Data 
SF-311 Forms filled out by the Secret Service for the year 2014; 

• FOe Number: 20171098 - Agency Security Classification Management Program Data 
SF-311 Forms filled out by the Secret Service for the year 2015; 

• FOe Number: 20171099- Agency Security Classification Management Program Data 
SF -311 Forms filled out by the Secret Service for the year 2016. 

Enclosed are documents responsive to your request. In efforts to provide you with the greatest 
degree of access authorized by law, we have considered the reference material under the FOIA 
regulation, Title 5 U.S.C. § 552. Pursuant to this Act, exemptions have been applied where deemed 
appropriate. The exemptions cited are marked below. 

In addition, approximately 6 page(s) were released, and approximately 0 page(s) were withheld in 
their entirety. An enclosure to this letter explains the exemptions in more detail. 



[8J If this box is checked, deletions were made pursuant to the exemptions indicated below. 

D (b)(1) 
D (b)(4) 
[gj (b)(7)(C) 

Section 552 (FOIA) 

0 (b)(2) 0 (b)(3) Statute: 
D (b)(5) [8J (b)(6) 
D (b)(7) (D) D (b)(7) (E) 

The following checked item(s) also apply to your request: 

D (b) (7) (A) 
D (b)(7) <F> 

D (b) (7) (B) 
D (b)(8) 

0 Some documents originated with another government agency(s). These documents were 
referred to that agency( s) for review and direct response to you. 

0 Some of documents, in our files, contain information furnished to the Secret Service by 
another government agency(s). These documents were referred to that agency(s) for review and 
direct response to you. 

[8J Fees: In the processing of this FOIAIPA request, no fees are being assessed. 

0 Other: 

If you deem our decision an adverse determination, you may exercise your appeal rights. Should 
you wish to file an administrative appeal, your appeal should be made in writing and received 
within sixty (60) days of the date of this letter, by writing to: Freedom of Information Appeal, 
Deputy Director, U.S. Secret Service, Communications Center, 245 Murray Lane, S.W., Building 
T-5, Washington, D.C. 20223. If you choose to file an administrative appeal, please explain the 
basis of your appeal and reference the case number listed above. 

If you have any questions or would like to discuss this matter, please contact this office at (202) 
406-63 70. FOIA File Numbers: 20171097 through 20171099 are assigned to your request. Please 
refer to this file number in all future communication with this office. 

Enclosures: 

Sincerely, 

V~Campfov 
,.,------ ~~~Agent in Charge 

Freedom of Information Act & Privacy Act Officer 

~ FOIA and Privacy Act Exemption List 



FREEDOM OF INFORMATION ACT 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE. SECTION 551 

Proris-.. of tile Freed01a of l•fonaati• Act do aot apply to matter tllat are: 

(b) ( 1) (A) specifically authorized under aiteria established by an Executive Order to be kept seaet in the interest ofnationaJ defense 
or f<Rign policy and (B) an: in fact properly c1853ified pursuant to such Executive order; 

(b) (2} related solely to the intcmal personnel rules and pnscticcs any agency; 

(b) (3} specifically exempted from disclosure by statute (other than section S52b of this title), provided that such statute (A) requires 
that the matters be withheld ftom the public in such a manner as to leave no disaaion on the issue. or (B) establishes 
panicular aiteria for withholding or refers to particular types of matters to be withheld; 

(b) (4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b) (5} inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in 
litigation with the agency; 

(b) (6) personnel and medical files amd similar files the disclosure of which would CIOIJS1itute a clearly IDlwarranted invasion of 
personal privacy; 

(b) (7) reoords or information compiled for law enforcement purposes, but only to the extent that the information: (A) could 
reasonable be expected to interfere with enfOI"CCJDCCIt proceedings; (8) would dcpri"VC a person of a right to a fair trial or an 
impartial adjudicatioo;; (C) oould reasooabiy be expected to constitute an IDlWarranted invasion ofpcnonal privacy; (D) oould 
reasonable be expected to disclose the identity of a oonfidcntial soarc:e, including a State, local, or foreip agency or authority 
or any private institution which furnished information on a confidential basis, and, in the case of a record or information 
compiled by a aiminallaw enfora:ment authority in the course of a aiminal investigation, or by an agency conducting a lawful 
naaional security intelligence investigation, information furnished by a confidential source; (E) would disdosc techniques and 
procedures for law enforcement investiptions or proscc:utions, or would disclose guidelines for law enforcement investiptions 
or prosecutions if such disclosure couJd reasonably be expected to risk cin:umVcntion of the law; (F) couJd reasonably be 
expected to CDdanpr the life or physical safety of any individual; 

(b) ( 8) cmtained in or related to examination, operating. or condition reports prepared by, on behalf ot or for the use of an 8@CDCY 

responsible for rcgu.lation or supervision of financial institutions; · 

(b) (9) geological and seophysical information and data, indudiq maps, conccming wells. 

PRIVACY ACT 
SUBSECTJONS OF TITLE 5, UNITED STATES CODE. SECJ10N 551• 

The pnwisloa of tile Privaqr Ad do ... appiJ to: 

(d) (5) material compiled in reasonable anticipation of civil action or proceeding; 

G) (2) material reporting investigative efforts pertaining to enforcement of aiminal law including efforts to prevent, control, or reduce 
crime or apprehend aiminals; 

(k)( I) material is ament.ly and properly cl853ified pursuant to an Executive Order in the interest of national defense or foreign policy; 

lk) (2) material CDDpiled daring investii!Jilions for law enforcement purposes; 

(k) (3) material maintained in connection with providing protective services to the President of the United States or other individuals 
pursuant to section 3056 of Title 18; 

(k) (5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifica&ions for Federal 
dvilian employment, military service, Federal contrac:lS, or for access to cl853ified information, but only to the extent that the 
disclosure of sudJ material would reveal the identity of the person who furnished information to the Govemment under an 
express promise that the identity of the source would be held in conndence. or prior to the September 27, 1975, under an 
implied promise that the identity of the source would be held in confidence; 

(k) (6) testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal 
;~rvice the disclosure of whidJ would compromise the objectivity or fairness of the testing or examinaaion process; 

L. \MSOfflCE1TEMPUTEIFOIAIEXE1tiPT.DOT 



DEPARTIENT OF HOMELAND SECURilY 
AGGREGATE DERIVATNE CLASSIFICATION DECISIONS 

For Flacal Year 2ou 

PURP08E: e.ut.1e Onllr 13121, ~ Nllltlntl81a111tJbiDIIciiJ, 11C11an U. lnd DHS ~ 121-M.011, Ctllpllr 13, llilclaft S. 
.......... ID ...... on •INUIIIIIIIII.ID 1M l*iailiiiDn 8lalttr ~ Olb. ......._ r-...sto ._. .... clrr .. DIIIOir....,.,.. 
..,.... .,. &Ntt, ..,_,~a • rc u • 1 , Aapw. 0111 h:lllrllln 1n • ftlllll'liD .. PNIIdllnt.,... ,..,, r ~ 
Clr 7 P r lllcflllftl. 'fiiHab fa a NCOiil of c' I I Sc lflf'IN ...... 11 cilia .......,... for fonn prcMdet I i'llllllld for ..... Ill Clftlllliil c:ad of .. 
MqilhdlntiiiiiiiDn dlllq ach FIICIIY•. 

INITIWCTIDNI: 11111 fonn fa Ulld ID ·-lnd ...... lndMIIIrrf IUIImlnl.a of DHS farm 11CIOCJ.811A. Reotll'd fll....., DllrMI&W a 7 7 » Dealrbil. It II ...., • II' lfiiiiiiiiT _.. or ciiiMrllll c:11111111t NllkNI&acldy Wclriirrlan cllciiiDnl, ...,. Arrr fll IIIIIAii. 
......... lhale~lnddlr a' III II • ...,Jflpa' 7 ............... .., ........... ~ ...... llldh!IIICFIIIIIgll 
... lnt:tl*tiJ 

SECtiON L ContMt lnlorlllllon 

DHS ConlpaneniiOIII Name (Lilt One): Dni ted States Secret Service 

AQincfOrptiZIIIIa~aalEiernwll(OE): Sec:Drity Clearance Divieion 

OlglnlrdonaiEJamert Paint of ecn.at Phane Nwnblr.I16)(6J (bF)(~) 

---.,~~--~~.~~ I 
I 

SECTION IL DlriVIIM ClalllflaallaniJec:feloM I 

01181 (fllln#dlllmy) TOP SECRET SECRET CONFIDENTIAL 
~t 

04/27/2014 ID 05/03/2014 59 146 101 
V*lk2 

05/04/2014 .. 05/10/2014 38 126 ' 90 
Mekl 

05/11/2014 tD 05/17/2014 52 108 89 
Wrlk4 

05/18/2014 ID 05/24/2014 42 125 164 
wan 

05/25/2014 tD . 05/31/2014 49 108 136 
Wllk8 

06/01/2014 tD 06/07/2014 50 138 152 
Wllk7 

06/08/2014 ID 06/14/2014 65 142 152 
Weeki 

06/15/2014 to 06/21/2014 55 125 133 
Wilt I 

06/22/2014 tD 06/28/2014 54 144 1U 
Wllk10 

06/29/_2014 tD 07/05/2014 27 121 147 
Wllk11 

07/06/2014 to 07/12/2014 42 126 147 
Wllk12 

07/13/2014 to 07/19/2014 43 46 107 
Mekta 

07/20/2014 ta 07/26/2014 30 32 95 
Wllll14 

to 
Wllk11 

ID 
Wllk18 ... 

TorAL 606 1~487 1#657 

DHSFarm 11CJ00.311 (1114) Page1 ol2 



secnoN 111. Agenuy Commena. 

The osss utilized an electronic web-based statistician tool that captured aac~ of the 862 
uSSS Derivative Classifier'a'data every Friday over the thirteen week period lan lieu of 
collecting 862 DHS Form ll000-3llA's). A cumulative break down of all USSS DHS Form 
11000-311A1 s for the 13 weeks is: 

Classification Email Electronic Documents Photo Web page Wiki/Blog Qther Total 
Top . .s•cret 240 73 224 0 2 0 67 606 
Secret 1067 68 2BS 0 0 0 67 1487 
Confidential 1254 73 250 12 1 0 67 1657 
Total 2561 214 759 12 3 0 201 3750 

SECTION IV. Agency Dealgn1ted Oflfclal Acknowt.dgement 

Agency DllignUid Officilll Nine Dal& 

.ASAIC_lb)(6),(b)lf){G) I 08/07/2014 

DHS Form 11000-311 (1/14) Paga2af2 
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DEPARTMENT OF HOMELAND SECURITY 
AGGREGATE DERWATIVE CLASSIFICAnON DECISIONS 

ForflaCIII YNr 2015 

PUIUIOU: ~ 01111r 131121, Qullllld M111111rt11 ..._. ..,, II' ,, Mdlan 5.4. lnd DHS ~ 121-ouJff, ~ tS, Section !, 
,..... IIIIIICllll ID IIPOit an., -...J 111111, to tile lnfawllllon 8laiiiV CMriWf Olllol, ltllfiiiCI Nllllll ID thlir......, ' 1C•ta 'JII'08'8ftlt 
llnlullh IIW SF-31t, .....,... s.uty 07 "ella 1 Ilks a ••~ A.-~ 11nctu11r:n In • n!pDit to b ~ 1'1111 ..,.,.,.. DlfMfLW 
0711. alrtln,..,..,..,....., II I NCDftl af • I IIINICM ......... ckla piMdlld lar fann pnMIIa •lllllbd rot liMping an ongalng Cllld tA 1111 
I8IICfNd *•ltll!on ...... tiMll1 F!dCII Yilt. 

:untuc:1IONI: INa tan. .. UMd lo ........... ~ ln&MIIIill .... , .... "'DH8 fDrm 1100N11A,,..,.., tJI bii'IMMI o.MIIve 
O'u41h ,...,... I .. 1.-f .aafW. b lllllllal CINI!Ing ol ~ ClllaPIId Nat1Dr* Betutl'i lllfllf111111Gto clecPIIanl, ....,., - vf l'llldl8, 
lrlllluclqhlla ......... Md~ vii&4MI.,.,. t M -. ........ dll:lll!ldllyallw ....... ~ ........ ..,.,.I'UIIII• 

- aaltw:IIIIICJ 
I!CTION I. CGnllet tnfonnltloR 

DHS CGmpanentiOIIIa NMNt (l..llt One): United States Secret Service 

Agency OIDIJI!taloMI Elemlnt (OE): Secw:i ty Clearece Division 

orgenlzaiOnlll Bimini POintCifConlllc:l Phane Number. fbl<6J .(b)(7)(C) I 
OrgeniUIIanll Eflmlnt Paint Clf Cordlct Oftlclll E-md Add.-: llDl(6l,l5)(7)(~) I 
IEC110tl D. Dlrtvatlve Cllldlcattorl De alii-

DMII (mrnlddfWYI) TOP SECRET SECRET CONFIDEN11AL 
YMII1 

04/26/2014 10 05/02/2015 16 60 26 
Wllk2 

05/03/2015 fD 05/09/2015 19 57 27 
Wllll3 

05/10/2015 to 0!/16/2015 27 84 32 
'NIIIt4 

05/17/2015 Ia 05/23/2015 19 71 35 
W.6 

0.5/2t/2015 ta 0~[30/2015 25 68 27 
Willi IS 

OS/31/2015 fD 06/06/2015 34 98 31 
Wlek7 

06/07/2015 ID 06/13[2015 17 64 27 
Wallkl 

06/14/2015 ID 0'120/2015 20 77 52 
YMIIII 

06/21/2015 ID 06/27/20l5 27 66 50 
'NiektO 

06/28/2015 eD 07/04/2015 31 51 58 
W81k11 

0'7/05/2015 Ia 07/11/2015 27 64 52 
Wllll12 

07/12/2015 ID 07/18/2015 39 u 30 
Wllll13 

07119/2015 Ia 07/25/2015 32 32 25 
W181114 

Ill 
Wlllc15 

Po 
Wllll11 

tD 

TOTAL 333 836 172 

DHS Fonn 11(100.311 (1/14) PIOt1of2 
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' I 

... · -~ · 

•cn011 .. A111N1Y CCIMinlnla 

The USSS utilized an electronic web-based statistician tool that captured each of the 670 
USSS Derivative Classifier's data every Friday over the thirteen week period ten lieu of 
collecting 670 DBS Form 11000-JllA'sl, A cumulative break down of all DSSS DBS Fo~ 
11000-lllA'• tor the 13 weeks is: 

Classification Euil Eleetrcnie Doeualents Pnoto Web page Wiki/Blog Other Total 
Top secret 80 25 181 13 17 0 17 333 
Secxet 432 l~ 297 82 0 0 10 83& 
Cont1dent1al 225 3 180 59 0 0 5 472 
Total 737 43 658 154 11 0 3~ 16U 

8EC1TON IV. A1tnaJ D11lgl-d Ollclll AeknDIIIIIIII..wt 

~ Delfgfllllll otiiDIII Name em 
ASAICJ(b)(ti) ,(b)(fJ(C) L OB/1312015 

DHS Form UCJ00.311 (1114) Plgl2of2 



DEPARTMENT OF HOMELAND SECURITY 
AGGREGATE DERIVATIVE CLASSIFICATION DECISIONS 

For FIKal Year 201' 

PUIPOH: ~ ont.r 131Zt, C*IIIIN MIIIIIIMI Sau1.1 a .. ....._ ..-n U, and DHS ....., f:Zf~ff. Chlpllr 1'- S... 5, I'ICIIIb-:= 1D IIIIOil an en......, MIII,1D ._ flll'onNIIIoll ~ ~ Ollce, ......._....., 1o ....,...., • ......., ,.._ 
llraullh SF..:Stt. AoMcr SIJQdy Clm54fbl ...,...,.,._ ,.,_, o. ftUian m a ...- to .. ,_..._ ,... ... ,.,. ~ 
C'l.r"etlfbt Decillli:Nat. ~ 18 aiiCOid of dJtl"'cdcn ~cia proWidlld tw fllf'm pnMdlla lnathod tor...,.. an qDing OCUli of lhe 
MQUniCI lnbmiiiDn dUitnl_, FIICIII Y•. 

IJIIftWC'IIONI; ,. fvnn ..... fD CDIIIGIIdata lllld GCIIIIt6l ............. I .... rl DHS fcinn 11CJD0.311A. lfetlolrllllllrtllttMial DlfMiwe 
Cltr r"..., Dlcllbll. 1 fa ...., • tar 1ta111c11 ~ of..._.. CMullld Nlllonll 9ead» 1r101m111en dlclllorlt. ,... 1111 Of...., 
hllullrlg !hole~ llld dlwaii ............ ,.,..,. ... JIIIICb* ... lllld ............... ,.,..., .... ....,.., __ 
.. not l!nt:ilt*d.J 

IECTION I. Contlot lnfanndoft 

DHS CGrrlponlnVOIII Herne (IJit One): anited state• secret service 

.., ~ Ellmeftt(OE): Seaurity Clearance Divieion 

Orgenildonll Element POint of Cor1IIICt Phone Number. J(b)(6),(b)tf)(c) I 
()rglnblanll eJimerr Point of com.ct Oflldlt E::CMII ~ 1(6)(6),(6)(7)(Cl I 
8EC110N I.~ Cl•••• lanDeclllonl 

Delli (lllllllcldlym} TOP SECRET SECRET CONFIOENTlAL 
Wllk1 

041/24/2016 1o 04/30_L2016 18 4..9 19 
Wllk2 

05/01/2016 ID 05/07/2016 10 "' 1, 
...... 3 

05/08/201& ID OS/U/201C 10 51 10 
Wlell4 

05/15/2016 to 05/21/2016 11 36 13 
WMicS 

OS/22/2016 ta 05/28/aou 4.5 3'7 18 ... 
05/29/2016 to 06/01/2016 s 24 20 

Wllk7 
06[05}2016 10 06/11/2016 26 18 ' Mile I 
o&Jla/2016 to o6/18/201& 1'7 3'7 3 

Wilt I 
OS/19/2016 to 06/25/2016 ., 32 13 

Wllk10 
06/26/2016 to 07/02/201' ., 34 25 

Wllk11 
07/_03/201& ~ 0'7/0!/2016 10 32 10 

w.IC12 
0?/10/201& ID 0'7/16/201& s 29 11 

Wlllc13 
07_1_17/2016 ID 07/33/201& ' 38 13 

v.MM 
to 

WIM11 
to 

Willt11 
to 

TOTAL 1'7'1 463 183 

DHS Form 1tiJOD.311 (1/14) Pllge faf2 
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8ICTIDN ...... Colnmtn .. 

The usss utilized aa electronic web-baaed ltati•tici.a tool tbat captured each of the 740 
vsss Derivadve Claaaifier•s data ev.xy P:riday over the thi~een week period (en lieu of 
collecting 740 DHS Po~ 11000-311A'a). A cumulative break down of all OSSS DHS PorD 
11000-311A1a for the 13 weeks is: 

Clasaification lmail Blect:r:onic Doewnenu Photo lfeb page Wiki/Blog Other Total 
Top secret 7'1 22 80 22 2 0 ll 214 
Secret 197 20 210 16 0 0 20 463 
CODfidatial 132 Q 30 15 0 0 3 180 
Total <tO& •:z 320 53 2 0 34 85'1 

IICTION r/1. AllftCY .,..,...._ Olllcell AciiiiDWIIIIgl•nt 

AIJIIIq Otlclll Hlme DMt 

ATSAIC 
1{0){15),{0)[(){1..;) I 08/15/2016 

DHS FCinn 1100D-311 (111<4) Plgl2of2 




