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DEPARTMENT OF THE ARMY 
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND 

FREEDOM OF INFORMATION/PRIVACY OFFICE 

REPLY TO 
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Freedom of Information/ 
Privacy Office 

FORT GEORGE G. MEADE, MARYLAND 20755-5995 

1 0 JUN 2013 

This is in further response to your Freedom oflnformation Act (FOIA) request of October 23, 
2008, and supplements our electronic message of May 12, 2010. 

Coordination has been completed with another element of our command and other government 
agencies and records returned to this office for our review and direct response to you. We have 
reviewed the records and determined the records are partially releaseable to you. A copy of the 
records are enclosed for your use. 

We have completed a mandatory declassification review in accordance with Executive Order 
(EO) 13526. As a result of our review information has been sanitized and 4 pages have been 
withheld in their entirety as the information is currently and properly classified TOP SECRET, 
SECRET and CONFIDENTIAL according to Sections 1.2(a)(l), 1.2(a)(2), 1.2(a)(3) and 1.4(c) 
of EO 13526. This information is exempt from the public disclosure provisions of the FOIA 
pursuant to Title 5 U.S. Code 552 (b)(l). It is not possible to reasonably segregate meaningful 
portions of the withheld pages for release. The records are enclosed for your use. A brief 
explanation of the applicable sections follows: 

Section 1.2(a)(l) of EO 13526, provides that information shall be classified TOP 
SECRET if its unauthorized disclosure reasonably could be expected to cause 
exceptionally grave damage to the national security. 

Section 1.2(a)(2) of EO 13526, provides that information shall be classified SECRET 
if its unauthorized disclosure reasonably could be expected to cause serious damage 
to the national security. 

Section 1.2(a)(3) of EO 13526, provides that information shall be classified CONFIDENTIAL 
if its unauthorized disclosure reasonably could be expected to cause serious damage to the 
national security. 

Section 1.4(c) of EO 13526, provides that information pertaining to intelligence activities, 
intelligence sources or methods, and cryptologic information shall be considered for 
classification protection. 
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In addition, information has been sanitized from the records and 4 pages have been withheld in 
their entirety as the release of the information would reveal sensitive intelligence methods. This 
information is exempt from public disclosure pursuant to Title 5 U.S. Code 552 (b)(7)(E) of the 
FOIA. The significant and legitimate governmental purpose to be served by withholding is that a 
viable and effective intelligence investigative capability is dependent upon protection of 
sensitive investigative methodologies. It is not possible to reasonably segregate meaningful 
portions of the withheld pages for release. 

The withholding of the information described above is a partial denial of your request. This 
denial is made on behalf of Major General Stephen G. Fogarty, the Commanding General, U.S. 
Army Intelligence and Security Command, who is the Initial Denial Authority for Army 
intelligence investigative and security records under the FOIA. You have the right to appeal this 
decision to the Secretary of the Army. Your appeal must be postmarked no later than 60 
calendar days from the date of this letter. After the 60-day period, the case may be considered 
closed; however, such closure does not preclude you from filing litigation in the courts. You 
should state the basis of your disagreement with the response and provide justification for a 
reconsideration of the denial. An appeal may not serve as a request for additional or new 
information. An appeal may only address information denied in this response. Your appeal is to 
be made to this office, for forwarding, as appropriate to the Secretary of the Army, Office of the 
General Counsel. 

Coordination has been completed and we have been informed by the Central Intelligence 
Agency (CIA) that information is exempt from public disclosure pursuant to Title 5 U.S. Code 
552 (b)(l) and (b)(3) of the FOIA. 

The withholding of the information by the CIA constitutes a denial of your request and you 
have the right to appeal this decision to the Agency Release Panel within 45 days from the date 
of this letter. If you decide to file an appeal, it should be forwarded to this office and we will 
coordinate with the CIA on your behalf. Please cite CIA #F-2010-01292/Army #57F-09 
assigned to your request so that it may be easily identified. 

Coordination has been completed and we have been informed by the Defense Intelligence 
Agency (DIA) that their information is exempt from public disclosure pursuant to Title 5 U.S. 
Code§ 552 (b)(l), (b)(2) (b)(3) and (b)(4) of the Freedom oflnformation Act and Executive 
Order (EO) 13,526 § 1.4 (c) (d) and (h). The statute invoked under Title 5 U.S. Code 552 (b)(3) 
is 10 U.S.C. §424, which allows for the protection of organizational and personnel information 
for DIA. 
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The withholding of the information by the DIA constitutes a partial denial of your request and 
you have the right to appeal this decision directly to the DIA. If you decide to file an appeal, it 
should be forwarded to the Director, Defense Intelligence Agency, ATTN: DAN-lA-FOIA, 
Washington, DC 20340-5100. Please cite MDR #0155-2010 assigned to your request so that it 
may be easily identified. 

You have received all Army intelligence investigative records pertaining to this request. 

There are no assessable FOIA fees. 

If you have any questions regarding this action, feel free to contact this office at 1-866-548-
5651, or email the INSCOM FOIA office at: INSCOM_FOIA_ServiceCenter@mi.army.mil and 
refer to case #57F-09. 

Enclosure 

Brad S. Dorris 
Director 
Freedom of Information/Privacy Office 

Investigative Records Repository 
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Czcchoslovakia. 14 1 . It is nm unreasonable to assume that Soviet doctr.ines and procedures 
for d<•fcnse against BW. as published in the aho.ve book. have been adopted by rhc 

Czl·choslo".aks. 

b. (U) Dcfonsc ag;iinst BW consists of a complex of rnciisurcs aimd at preparing 
tlw military and civllian population to ward off and eradicate ·disease infection in the evctit 
uf ;m enemy biologi~al arrack .. As disc.ussi:d in detail bdow. these measures' have bi:cn 
brnkcn down into swps m be rnkcn before the outbreak of hostilities, af~cr the outbreak of 
hi;stilitics but ·before- an overt BW attack. and countcrmeasun•s ,~hicli" must be inid~tcd 
durinl! and after a BW attack. 141 114 

l . \ ' 

15. ~'r••parnli<)n 
a. (U) Immunization. The ·USC of vaccines is enc of the inos! effective mc~ns ·of 

prtvcntin~ infections by biological agents, but it is not pracdcal to depend on this measure 
;1lonc for several reasons. The number of possible BW agents is large. and protection against 
!•;1ch :igcnt usually rcguircs immunizr.tion with a sre.c1fic v:1ccinc. Effccrivc vaccines an· not 
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available for all 1hc possiblt• llW agl'l!tS, and nincomitamly the duration of ;1rtiflcial 
imm\rnity co11fo.rn·:l hy «ert;;in vaccines may be rd:nivdy short. Furtht•rtnore, a mas~ivc 
dose nf the a~c111c;11i11soally o\'l'rwhclm any deg, cc of in11n1rnity. 

h. ut(' Cn111p11!~1;ry hHlt'llh1c ions. 1 4 
J , 

(b)(1) 

d. .(U) lmnn111iz;itio11 Techniques 

(l) (U) Ccncr;d. ·Any intent to immunize as a mt•a11s of dcfr1nc ;1gainst BW 
rc<1uin:s d~l' availability of t>ffcnivc vaccines against potential ~·g•mcs, ri:ac!y' accessibility w 
t!1cSL' vaccim:s in sufficient qu;m\ity. an<l the means tc admit\isrer these vaccines quick!\' to 
large. m11nbers of people. The task is simplest if the biological agents to be used arc k11t;w11. 
In the· ahst•nct• of this knowk·dgt'. t!te best action is to inocuh1te agai.nst as many likely 

candicl;1tt· ~~cnts as po~~ihk. tvfowd vaccir;es arc convenient for this purpose.
1 44 
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(2) (U). Mixed v;H:l'incs. The Soviets.have published numerous papers on mixed 
\-;11.:cincs which ilTC c(frctiVl' a!!:•tinst ;1 variety of candidate biol<1gical warfare agent~. 
in du din~ those c;msing antl1r:1 x. pla~uc, hrucdlosis. tul:ucm ia. viral encephalitides, Q-fcvcr, 
smallpox. ydlow fcvt•r, 'cholera. rmd hornlism. Soviet work on the tlcvclopmcnt of mixed 
v,1,·d1ws ;s coitsidcrcd tt) be primarily intl'ndcd for UW dd,·nsc•. 1 

·
4 4 The Cnchoslov:1ks, 

h11\\'l'Vcr. appear to have done link or nothing to dt•vt·lon mb.:cd v:iccincs. 

. c. (U) S:mitary Measures. The following sanitary-hygie1iic precautions arc 
advoc:itcd 141 ' 142 to prevent the spn·:1d of infcct.ious·discast·~ among the troops: 

· { 1) (U) Obst•n•nncc by every scrvin·111;1n of rules of pl·rsonal hygiene. 

(2) (U) Maintcn:mcc of pr~,pcr snnirnry hygh:m: conditions in areas where 

t'rnops ;irt• loc;1n•d. 

{3) (U) A supply of potable water and unc.ont:1minated food for all personnel 

sho\1ld be• maintained. 

f. (U) Trnining. Both troops and civilian populatioi'ls arc taught the nature and 

effectiveness of biological weapons, the need to rccogniic. a biological attack, the use of 
defensive materiel to· ward off and decontaminate biological agents, rules of personal 
hygiene, die p,roccdures for maintaining cleanliness, rhc need to protect supplies, and clues 

to aid in the timely detection of infected pcrs(:mncl.
141 

'
14 

i 

1 t. (U) BW Intelligence and Agent Warning 

Both overt and covert means arc employed by the Soviets to obtain information on enemy 
preparations fN BW. The' defense ·system must anticipate a rapid exposure of personnel to 
biological agents a~d d~vise for rapid dissemination ;u1 appropriate warning in case of this 

.eventuality. Foreknowledge of enemy intent is essential to take appropriate 
countermeasures and to initiate defensive prccautions.

14 11142 
As. there are no special 

devices yet developed by which all pathogenic microo•ganisms and toxins can be recognized 
iinmediatcly and precisely i:i real time, criteria have been set up for the observation and 
recognition of ;ill clues indicating the cmplo}111Cllt of mv agcncs.'

41 
'
142 

These signs have been . 
desc:ibcd as being the Juli. explosion of an aerial bomb, artillery shell, or mine. in the 
absence of indications that radioactive or poisonous substances have been released. Another 
sign would be the presence of powder-like substances and drops· of liquid on the soil and 
.vegetation near points· of detonation. By observation, data can -be. collected about -the· 
scattering and impacting of various objects dropped fr9m ~irplanes, about the pr!'sence of 
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i11sl'«ts, tit.:k:.. and rrnll'nts. ,111d ahrn1t th,· idt·ntit}' 111' i11~·ct~ aml r<Hl«nts 'fun:i~n to th<.• i;ivt•r: 

l1H.:;dity. Finally, thl' explosiw :1pp1•;1ran<.·c of~111ifoal disl':tse am1111µ livt:stock ;1nd the sudikn 
<111thn•ak ot l111rnan ilhll'sses <.'<111 hl' dw: to infoction hv hinlnt:kal ai.:<.·rtts. 141 

'
142 

Acc:ordini.; 
to· S1.1vit•t <lnctrinc, ohsnv:!!illl\ posts art• <.'Stablislwd ·,·very\~h<.·re. ~vhcthcr a unit is on th~· 
t'ii.;hlini.: frotH or in th<.• rt•;ir. t<1 insnr<.• '''c:uritv H>lllld-tlie-clm:k. Tl11: observer watch~·s for 
s:;hota~e i11frction: for ,1;,. dis,«min;1tion of bactnial agents irom cncmv aircraft or from 

~pcri:1l m<1d1i11t•s. spra\'l'fS. pr ntha appar:1tus usct! for tl1is .purpose: and for the appcara111.:i: 
,,f <.'Xotic bh)!oµic;d vcctnrs. ,.,,._ It lws ht•t•n emph;1~izt•d tlrnt the appcar;mn• of unknown 

fot"t's and an\' unusual ;1ctivil\' in tlit• st1rvcved dbtnct should always attract the attt•ntirn.i of 
tlic ohscrvcr:14 .11142 T\; rcp:1n •l hinlb!;k;,l attack, alarm sign:ils l;avc been wurketl out. ;md 
t•stahlished in adv:tl\CL'. Th<.'St' haw lw~n made known to all pt·rsonnel, rhilitar:; and civili;m 

alikl'. Thc~t· signals art• soldy for an ;ilarni in the event of cirlwr a chemical or biological 
attack. T!tcy are µin·n a priority for dispatch hy :iii possible mt-;ms nf 
C\lllllllUJlication. 14 1.'1 .i.i Wiwn tht·n· is a positive indication that the enemy h:1s ;1pplicd nw 
;1i.;c11ts, a so-<Zail=d hioloi.;k:il ~urwy should be performed. Org;mization of the biological 

survey is the fixt•d rcspousihility uf all C(lllllllandini; offkers :111d their staffs. Both officers 
;1nd soldiers can he utiliznl. !11 ordt•r that this .duty can be succcssfo!ly performed~ officers 
;md soldiers should ;ilways hi: wdl i;rounded in the fundamcnrnls of biological 
warfore. 14 1 ' 14 l A biologic;il survt·y is conducted constantly upon the initi;ition of military 
;iction, :ind. for .this purpQSC, l·crtaill Cljllipmcnt is required: topographical maps, Writing 

paper, pencils, .Pro!ecti\'C clothing vnd gas m:isks, together with i1 set. of ~mall boxes. jars, 
anc! instruments for takin~ samples. A dcc;iikd procedure for ctmducting the survey lias 

been establitihcd. 1 4 1 114 1 

17. ( U) Rules of Conduct on Ground Contaminated by Bacterial Agents 

;1. In the c\'ent of biolngic;il W\trfarl', every Sovil't soldier. sailor, ar.d officer is 
c:o<pectetl to cxhibir unusual sc;imi·na. initiati\'C, and dauntless determination for victory over 

the enemy. A BW attack cannot be the reason to cease fighting.
14 1

'
142 

b. The fund:imcntal nhlig;nion of a soldier is the successful completion of his 
mission., F">r the successful compktion of milirnry missions uncler conditions of biological 
warfare. every serviceman must know how to protect himself and his arms from 
contamination; for these purposes. he must know how to use the fortified installations. 
topographical formations. field expediencies, and nav;d accommodations which may be 
available.• 4 1 114 2 

c. To avoid contamination, every soldier must be able to use individual items issued 

for antibiologic:al defense and to uperatc in them for extended periods. He mttst be able to 
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perform s:111itary treatment, disinfoction, and insecticidal procedures, and he mu'st keep in 
:votking order the various itcrils of ii1dividual protective t•quipment. When these items arc 
not ;1vailablc. he must be :1hlc to impnwise .suitable substitutes. 14111 4 2 

cl. Prnvisions. w;itt•r, ;uni pt•rsonal ctiuipmcnt must bt• k<.'pt free from contamination, 
;md the sanitary-hygknc rnk·s must he strictly observed. C::very serviceman must know that 
h:rrnin co11taminatt•d hv hioliigical agents is considered accessible for c1lli1hat action. Tn 
minimize the contami1;ation. t~f the. i11tlividu;1l soltlicr hy b;1cterial. agent>. prcc:iutionary 
1i1t•asurcs have hct•n prescriht•1l. Cnnt;rminated terrnin is best traversed in vehicles, 14 1 

"
4 2 

1 R. (U) Antiepidemic Me:tsures Employed Following,:i UW A1tack 

a. Sanitary Measures 

(1) P:u-tial s:mirnry treatment. Partial $at1it;1ry treatment and disinfection arc to 

be accomplished imm,·dl:m:ly after the biological :1ttack. These a<'tions will be taken by each 
individu:1l soldier. This tn•;1tn1t•nt is limitl!d to washing the exposed parts of the body and 
the surface of all milit;1ry l"<Jttipmt•nt which has to be touched for fulfillment of the military 
mission.14 I :14, 

. (2) Complete sanitary trc:itmcnt. Complete ~miirnry treatment is to be 
accomplished in an unpnlluwt! placl· after the withdr:1w:1I of eat:h unit or ship from comb:it. 

· Complete trt·atlllt'tH . is ;ilsn to he made available dthcr in fidd or station hospitals for 
infected persmrnc!" who lwvc hl'cn wounded. Special treatment point~ arc pl:inncd for this 

. complete sanitary and d\si11 fL·cting treatment which consists nf thorough scrubdown in a 
shower whill' persotwl dothiu!' and t:t111ipmc:nt arc hdnµ dcconrnrninatcd.

14 11142 

h. Organi7.adon of Observ:Hion and Quarantine. 

(1) General mlc. All personnel of the Army t•xpt,sed directly m biological 
agents or using. fo"d :md watL:r thought to bt· polluted by bacterial agents must ht 
considered contarnin;ltl'd. 111 order to prcvt·nt tl1<· $prc•ad of infoctious diseases. observation 

and fnllow-u p procedures arc to bl' insdrntr:d .1 4 1 
'
1 0 

(2) Observation. Obscrv;ttion is :1 system nf mt•asurL'S for pnwiding isolation and 
confinenwnt as well. :is rlwrapeutk ;md prophylactic treatment to prevent the spread of 
infectious diseases. The: units under obscrvadun continue comb:n activities while n1axirnal 
rcs_rrictions arc place~! ·on their. contacts with pcrs~ns wltt) haw not bL;en cxposcd to thi:­
bi<)lngical :l!!;l'T1tS. Removal from tl11: conrnminart•d area of materkl which ha$ not hecn 
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disinfected is prohibited. Spcci;1l ro11tt·s are SL't tip for passage· dirough the ;1rca. All exposed 
p<.•rsnm1cl :ire to be givc1u:11u:rgc11cy treatment, and every t•ffmt will be made to dctcnnine 
precisely whkh pt•rmnlll'I have bt'<'ll infected. Dep~rrnn: uf pt·r-;mmel from the 
co11tamin:11cd ;1r1::1 \viii be Mrktly ccrntrol!cd. 141114

.l 

(J) Quarantine. When it lrns hct•n dct.l·rinincd that rninohial ;1g,:111s of especially 

tlangcrous dis~ascs such as plague .and chol"r" liavc been uscd, the protocol above 1!1\ISt he 
n·plai:c<I hy <JUarantiric. Qu:mrntinc is :1 sy~tt'ln of cm1trn·1 1111:asurt·s ain\ed at the complete 
is11l:1tiun of the. focus of each infection :md the li<1uid:11io11 of infrctious iliseasc within it. 
With tlw nm~t'IH of propt•r ;!Utliorltit•s, a 11uaranti11etl unit may be withdrawn from combat. 

An armed guard for tht• cont;11ni11;Hl'd an•a will be posted. 1h·parturcs arl' to he forbidden. 

and :1d111issions will be rt'strictcd. I 11 order to limit. potctlli:il l'pitkn1ics. e xpo~ed ·person ncl 
will ht• dividl'd into sni:ill !!:roups. Special d;:<.:nntam ination procl•dun·~ wiff he 
fnllnwt·d.' 4 I II 4 2 

c. lknmtamin;11io11 il.1casurcs 

(I) Uoundaries. Tlw h.nmdarics of the ct1ntaminatt'<l area are <ktt:rminecl as 
soon as possible afo.•r thl' bioln!!:ical ;1rtack. All efforts will be l'xcrtcd to t.«.>nt;ii11 ai;ent 
lll:ltcrid within the art•a. !'I rtt'f establishing thl' bm111d:1rics. a dirccth•t• is issuo:d fur the 
bd1avinr of personnel 011 the t:ontaminated terrain: for the use of road. water supply. 
shdtt·r.s. living. :111d agrieultur:d prl·mist•s: for the. disinfoetior, of ~01nbat e11uipmt·11t. 
tcansp.nrt:Hion facilities. :md arms~ anti for thi: sanitary treatment of pcr~onncl and :mi111:ils. 
The dccisiim whether or not w c·tnnpktcly disin rcct the conram in:it~·d area is co be madL· by 
d1,· ..:omn1a11<1ing offii:er. 14 I •I 4 ' 

(2) Pruccdurcs. lkcontamination machint•s art• usuallv usrd for the disinft·ction 

o; terrain. defense installations. combat cyuipmt·m. ;1nd structt;rc~. Individual t:<]t!ipmrnt 
will be disinfoctcd with hancl sprayt•rs. manpack decontaminatio.11 sprayers. hydraulic 
pumps. L"rL Det~ilcd decunrnn1ination protl'durcs lnivc het·r1 l'Stahlishctl. 1

.
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· 22. ~vidual Protective Equipment 
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Figure. 1 O. New Cz~choslovak protective mask (U). 
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