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Central Intelligence Agency

Washington, D.C. 20505

31 December 2018

Mr. John Greenewald, Jr.
27305 West Live Oak Road
Suite #1203

Castaic, CA 91384

Reference: F-2016-01391
Dear Mr. Greenewald:

This is a final response to your 1 April 2016 Freedom of Information Act (FOIA) request,
clarified in your 6 July 2018 letter, for a “final CIA, or CIA/IG report’” pertaining to
“the investigation on what happened during the event wherein explosive material
was inadvertently left by the CIA K-9 unit in one of the buses used in the CIA
training exercise.” We processed your request in accordance with the FOIA, 5 U.S.C.

§ 552, as amended, and the CIA Information Act, 50 U.S.C. § 3141, as amended.

We completed a thorough search for records responsive to your request and located one
document, consisting of three pages, which we can release in segregable form with
deletions made on the basis of FOIA exemptions (b)(3) and (b)(6). A copy of the
document and an explanation of exemptions are enclosed. Exemption (b)(3) pertains to
information exempt from disclosure by statute. The relevant statutes are Section 6 of the
Central Intelligence Agency Act of 1949, as amended, and Section 102A(i)(l) of the
National Security Act of 1947, as amended. As the CIA Information and Privacy
Coordinator, I am the CIA official responsible for this determination. You have the right
to appeal this response to the Agency Release Panel, in my care, within 90 days from the
date of this letter. Please include the basis of your appeal.

If you have any questions regarding our response, you may contact us at:

Central Intelligence Agency
Washington, DC 20505

Information and Privacy Coordinator
703-613-3007 (Fax)



Please be advised that you may seek dispute resolution services from the CIA’s FOIA
Public Liaison or from the Office of Government Information Services (OGIS) of the
National Archives and Records Administration. OGIS offers mediation services to help
resolve disputes between FOIA requesters and Federal agencies. You may reach CIA’s
FOIA Public Liaison at:

703-613-1287 (FOIA Hotline)
The contact information for OGIS is:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road — OGIS

College Park, MD 20740-6001

202-741-5770

877-864-6448

202-741-5769 (fax)

0g1s@nara. gov

Contacting the CIA’s FOIA Public Liaison or OGIS does not affect your right to pursue
an administrative appeal.

Sincerely,

Clifry —

Allison Fong
Information and Privacy Coordinator

Enclosures


mailto:ogis@nara.gov

Explanation of Exemptions

Freedom of Information Act:,‘

(b)(1) exempts from disclosure information currently and properly classified, pursuant to an
Executive Order;

(b)(2) exempts from disclosure information, which pertains solely to the internal personnel rules
and practices of the Agency;

(b)(3) exempts from disclosure information that another federal statute protects, provided that the
other federal statute either requires that the matters be withheld, or establishes particular
criteria for withholding or refers to particular types of matters to be withheld. The (b)(3)
statutes upon which the CIA relies include, but are not limited to, the CIA Act of 1949;

(b)(4) exempts from disclosure trade secrets and commercial or financial information that is
obtained from a person and that is privileged or confidential;

(b)(5) exempts from disclosure inter-and intra-agency memoranda or letters that would not be
available by law to a party other than an agency in litigation with the agency;

(b)(6) exempts from &sclomc information from personnel and medical files and similar files the
disclosure of which would constitute a clearly unwarranted invasion of privacy;

(b)(7) exempts from disclosure information compiled for law enforcement purposes to the extent
that the production of the information (A) could reasonably be expected to interfere with
enforcement proceedings; (B) would deprive a person of a right to a fair trial or an
impartial adjudication; (C) could reasonably be expected to constitute an unwarranted
invasion of personal privacy; (D) could reasonably be expected to disclose the identity of a
confidential source or, in the case of information compiled by a criminal law enforcement
authority in the course of a criminal investigation or by an agency conducting a lawful
national security intelligence investigation, information furnished by a confidential source ;
(E) would disclose techniques and procedures for law enforcement investigations or
prosecutions if such disclosure could reasonably be expected to risk circumvention of the
law; or (F) could reasonably be expected to endanger any individual’s life or physic
safety; .

(b)(8) exempts from disclosure information contained in reports or related to examination,
operafing, or condition reports prepared by, or on behalf of, or for use of an agency
responsible for regulating or supervising financial institutions; and

(b)(9) exempts from disclosure geological and geophysical information and data, including maps,
concerning wells.

April 2012
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19 April 2016

Congressional Notification

SUBJECT: —tU/7FOU0) K-9 Training Incident

1. —t8¥/-Pe¥s) The purpose of this notification is to keep
" the Committee fully and currently informed that on 30 March 2016
it was determined that CIA’s Security Protective Service (SPS)
K-9 Unit, which had conducted authorized joint training with
Loudoun County Sherriff’s Office K-9 Units, inadvertently left
explosive training material in the engine compartment of a
Loudoun County school bus.

2. —t¥//FOU0) Loudoun County automotive maintenance
personnel discovered the explosive training material in a bus
used to transport as many as 26 students. Upon discovery, the
Loudoun County Public School (LCPS) system disseminated an email
to parents informing them of the incident and the involvement of
a Federal Government Agency. CIA has since disclosed that it is

" the Federal Government Agency. :

3. —H/HFOYOr The training occurred on 22 and 23 March,
during LCPS’s spring break. The bus was returned to service
when schools reopened on 28 March and remained in service until
30 March, when the bus was taken in for routine maintenance.

4. —4B/FEB6+—The explosive training material | - ] (b)(3)
inadvertently fell out of a container, did not have a detonator,
and posed no risk under these conditions. CIA has taken a
number of steps as a result.

5. —U//FoHe-The SPS K-9 Unit has suspended all outside
training activities. Upon learning of the discovery of the
material by Loudoun County, SPS initiated an inventory of all
explosive training material and determined that all such
material was accounted for and stored appropriately.

Additional steps are being taken to strengthen inventory

. processes and controls. At CIA’'s request, The Bureau of Alcohol,
Tobacco and Firearms is conducting a thorough and independent
review of CIA’s K-9 training program. Additionally, proactive
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SUBJECT: +Y/APOHO} K-9 Training Incident

collaboration with the local government and partners will be
~ emphasized to maintain and strengthen these relationships.

6. TUr-rlease contact of the OCA staff at

L ' to request additional information or a briefing.

Approved for Release:

A/
Neal L. Higgin

Director of gressional Affairs
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“ONCEASSTFREEDFSEe- '
Mr. Damon Nelson, HPSCI - OCA 2016-00082
Mr. Michael Bahar, HPSCI OCA 2016-00082/2
Mr. Christopher Joyner, SSCI OCA 2016-00082/3
Mr. Michael Casey, SSCI OCA 2016-00082/4
‘The Honorable Rodney Frelinghuysen, HAC/DEF OCA-2016-00082/5
The Honorable Peter Visclosky, HAC/DEF , OCA 2016-00082/6
The Honcrable Thad Cochran, SAC/DEF OCA 2016-00082/7
The Honorable Richard Durbin, SAC/DEF OCA 2016-00082/8
The Honorable Mitch McConnell Jr., SEN. MAJ. OCA 2016-00082/9
The Honorable Harry Reid SEN. MIN. OCA 2016-00082/10
The Honorable Paul D. Ryan, House Speaker OCA 2016-00082/11
The Honorable Nancy Pelosi, House. MIN. OCA 2016-00082/12
CIA/OCA/LIATSON | (05 April 2016) : (b)(3)

OCA 2016-00082

Distribution:

" Originals - Addressees (w/encl)
1 - OCA/IMO (OCA Official Record) (w/encl)
1 - OCA/ES (w/encl) ' '
1 - Notification File (w/encl)
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