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FOREWORD

Volume II, this Volume, and two companion Volumes contain the findings, con-
clusions, and recommendations resulting from the study of warning system require-
ments under contract OCD-PS5-64-183. The three Volumes are as follows:
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Civil Defense Warning System Research Support
Volume I: Radio Warning System Studies

31 January 1966
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31 January 1966

TM-L-1960/092/00

Final Report for the Office of Civil Defense

Civil Defense Warning System Research Support
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The Volumes were authored by the Special Research and Development Projects
Staff composed of:

J L Autery M. I. Rocenthal
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CHAPTER ONE
INTRODUCTTION AND SUMMARY

1.0 INTRODUCTION

In April 1964, the System Development Corporation (SDC) was awarded a contrect
(0CD-P8-64-183) by the Office of Civil Defense to continue activiiies in the

area of civil defense warning system research suzport.

This volume and two others, ™-L-1960/090/00 and T™-L-1960/092/00 docimsnt and
sumarize the results of the research effort, and comprise the final report
required by the contract.

The S8DC staff performed the following tasks during the course of the contract:l

1. Assisted OCD in evaluating, selecting, and implementing
a nationvide radio-based alert end warning system.

2. B8elected optimum radio varning system configurations on
the basis of operational and performance requirements and
designated areas for detailed engineering study.

3. Determined, on the basis of operational and performance
requirements, optimm signaling procedures to be used in the
transmission and distribution elements or a radio-based alert-
ing and wverning system and studied the need for and degree of
security of signaling and other related factors leading to

the engineering design of eigna.ung devices,

k. Btudied the civil defense decision to warn at all levels
of govermment--federal, state, and local.

5. Fvaluated the feasibility and effectiveness of providing
strategic warning to industry. Determined tradeoffa between
shutdown of industry following strategic warning and possidble
escalation of a crisis versus no shutdowvn and probable dammage
to or destruction of plant and surrounding community. They
also evaluated the impact upon federal warning systems and
procedures if it appears feasible to provide such strategic
warning for shutdown purposes.

l. Several’ other tukl vere originally scheduled, but were not performed.
These omitted tasks include a study of the optimm relationship between warn- :
ing system deve’opment and shelter system development, an investigation of civil
defense alerting conditions, and an enalysis of improved processing of warning
mrorntion at various civil defense cperational levels. These tasks wore cmite
ted wWien other tas's undertaken under the terms of the techrical support clause
of the contract (Task 9, below) were assigned sufficiently high priority by OCD
to necessitate reducing the overall scope of work.
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6. Developed reliability criteria for evalusting both current
and planned warning systems, including expressions for describing
the levels of reliability at vhich a warning system will operate,
and a mathematical model for the performance required of the
improvements of eny warning system if that system is to achieve

a predetermined level of reliability.

7. Determined the degree to which federal waiming programs
have been accepted by the Congress; coilected apd assembled
material showing the legislative and fiscal history of these
programs; enalyzed the development of the program in terms
of the interaction of civil deferse agency personnel with
Congress; and traced changes in the nature of and the fund-
ing requested for program proposed as well as in the nature
of and funding provided for programs accepted.

8. Determined the varning inf _rmation that could be derived
from a nuclear detection or demage assessment system; and
reviewed and evaluated the warning potential of current,
planned, and proposed nuclear detection ancd damage assess-
mert systems.

9. Provided technical asaistance and liaison on radio-
based alerting and warning systems, and in other areas
mutually agreed upon by OCD and System Development Corpora-
tion.

Volume II of the final report contains six chapters devoted to the firdings of
research studies (Tasks 4 through 7, and 9, above), a Bibliography and a Glos-
sary. The chapters are devoted tc the folloving subjects:

¢ Cheapter One, Introduction and Sumsary: Contains an intro-
duction and a series of sumaries of the succeeding chap-
ters of this volume.

e Chapter Two, The Decision to Warr: Analyzes the decision
to warn at the national level.

e Chapter Three, legislative and Fiscal Hiztory of the
Civil Defense Warning Program: Examiaes the develop-
ment of the civil defense warning program.

o Chapter Four, Strategic Warning to Industry: Discusses
the tradeoff between shutting down and not ahutting
down industry in a crisis.
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o Chapter Five, Relisbility of a Generalized Werning
System: Provides a theoretical background for es-
tablishing reliability requirements for warning sys-
tems still in conceptual stages and for evalua-
ting the performance of varning systems already
deployed.

o Chapter 8ix, Feasibility of Using Communications
Satellites for Public Alerting and Warning: Discusses
the capabilities oi currently operational or planned
satellites and evaluates their use for public alert-

ing and warning.

Chapters Two through Six reproduce previously published reports. Huwwever, they
have been updated, where necessary, to reflect the status of the Radio Warning
Program as of 31 January 1966. No attempt has been made to provide continuity
from chapter to chapter.

Volume TVo, T™M-1-1960/091/00, contains the findings of all other unclassified
varning research studies. These inciude Tagks 1 through 3, and 9, abcve.

Volume Three, TN-L~-1960/092/00, is classified Secret Restricted Deta. It com-
tains information warning data that could be derived from a nuclear detection
or dsmage assessment system (Task 8, above).

Sections 2.0 through 6.0 below summarize Chapters Two through Six, respectively,
of this volume.

2.0 SUMMARY OF CHAPTER TWO: THE DECISION TO WARN

The warning process consists of many phases, including the entire sequcnce of
actions from threat perceptinm, to the decision to warn, to wvarning dissemina-
tion, and finally to completion of the protective reacticn. The "Decision to
Warn" focuses on the warning decision at the national level, and as such in-
vestigates the first two phases--the Memnenee phase (date input, annl;nis,
and evaluation) and the decision phase.

The investigation of the warning décision process cun be subdivided into sev-
eral parts determined by the type of threat. During the "normal, * lov-1evel,
thnatﬂutwusm]]gexperiencefrmdaytodaymdechimw varn is
pecessary. The news services keep the public apprised of current internetional
cnntl. then these events erupt past the established control processes the
public is informed through the reledse of crisis fnformation. Here the object
is to make people aware of the crisis utuation, not to direct them to Go any-
thiug about it. Crisis information is disseminated either through commercial
uevs facilities or by meens of Presidential and other official broadcasts over
radio and television.
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A second type of miblic awvareness to a threat cem be disseminsted by a Presi-
dentiel declaration of a strategic warning. Here the public is directed to
teke some action for their own prctection prior to the detection of an actual
attack. Strategic Waming requires a Presidential decision to warn and e
Presidential announcement of the warning.

A third type of public awvareness to a threat, tactical warning, is based upon
the detection of an actual asttack. If the det~ction has been mnde and evalua-
ted NORAD declares an Air Defense Buergency and OCD personnel at the Kational
Vnrning Center (NWC) respond sutomatically by implementing the tactical warn-
ing. In this cese the decision to warn has been made far in advance of the
need and the warning is disseminated after a set of predetermined conditions
have been met.

The function of determining whether to warn, hovw to wvarn, and vhen to warn is
the warning decision process. This process seperates quite naturally into two
phases: 1) the intelligence phase, and 2) the decision phase. Throughout the
intelligence phuse of the warning decision process there are successive stages
of deata gathering, analyzing, evaluating, and synthesizing. Agencies much as
the Cantral Intelligence Agency, Joint Chiefs of Staff, State Department, Fed-
eral Bureau of Investigation, end Department of Defense gather threat informa-
tion, synthesize it intc threat intelligence, and forward it <o. the National
Becurity Council. It is at this level that threat intelligen~e 1is presented
to the President, end, in light of the current defensive posture, reccomendas-
tions on alternative courses of action are made.

Most Presidents maintain a small group of trusted advisors with vwhom they can
confer during crises. During the Cuban Missile Crisis of 1962, President
Kemmedy formed the National Security Council Executive Cammittee (Ex Ccmm).
President Johnson has formed his own campact “Kitchen Cebinet" comsisting of
McGeorge Bundy, Robert Mclemara, and Dean Rusk. The formal and informal groupe
of advisors aid Presidents in formulating their decisions, but the decision re-
mains that of the President alone.

The posture of our military and civilian readiness to meet a given threat will
greetly influence the timing, “~ntent, end method of dissemination of crisis in-
formation, strategic varning, cv tacticel warning. Military readiness is a
function Oof our defense philosorhy and the operational readiness of our forces.
Civilian readiness, unlike the military readiness vhich is structured to mein-
tain a relstively high level of preparedness at all times is & varying condi-
tion. This is sv because civil defense is camposed of two aspects, their com-
petibility being a somevhat fluctuating thing: 1) the progrem which the federal
government provides for survival, and 2) the public evareness of the Progren
mdhmrpnparoa the people are to take advantege of it.
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Strategic wvarning may be the outcame of the comnsideration of the threet versus
the military and civilian readiness. The United States, however, has never

employed strategic warning., 'The 1962 Cuban Crisis produced crisis information;
the Japanese attack om Pearl Harbor produced tactical warning dbut we have never
head strategic waruing.

The strategic wvarning decision point was approached during the 1962 Cuban mis-
sile crisis vwhen President Kennedy informed the public of the threat and the
action initiated to counter it, but stopped short of directing the public in-
to action.

Surprise attack by the major powers seems unlikely during the foreseeable fu-
ture. The balance of power is such ‘hat either side would suffer losses of
such enormity that other meeans of advencing national policy may be more desir-
able than war. Tactics that use some form or cambination of limited strikes,
blackmeil, menufactured crises, subversion, etc., have been used with varying
degrees of success since World ¥War II without the result of a m&jor war. We
night, then, expect & continuation of these tactics in preference to a direct
attack on the United States either following a strategic dbuildup or as a sur-
prise. :
Tactical warning is the giving of official direction to the people to take cer-
tain pmcmtionary measures to protect themselves as a re2sult of the direction
of an actual hostile attack agcinst the continental United States. The attack
could follow & period of crisis cnd strategic build-up, or it could, although
unlikely, occur unexpectedly. In either case the detection, evaluation, aund
dissemination of tactical waraing would have to be accurate and swift. A time
constraint exists during the tactical situation, not present during the strategic
situation, that necessitates the need for formal, predesigned warning procedures
and the requirement to evaluate their e.fectiveness. These procedures define
the cmditiom for intiating tacticel warning based upor the gemeral national
ntogdof deferding ourselves if attacked. aneme of our population,
ustry, and military capabilities depends, in part, upon the amount
of w.mi.ng time the coumtry receives. A vaat ailr defense system has becn davised
and made operational to provide the greatest warning time possible so that the
nation can redct positivt]y to the threat. Many contingsncies of an attack have
been anticipated, and the air defense system has beén exsrcised utilizing the
contingency situations. Methods of reacting to a variety of attacks have been
devised and the decisiom to reect automatically, in a prescribed manner, has
been made. This study, therefore, comsiders the tactical vartiing decision,
occwrring &t the time of attack, as & subprocess; i e., the 1mp1enentation of

pmiom dscisions.




31 January 1966 1-6 TM-L-1950/091/00

The federal government, primarily through the Department of Defense is charged
with the responsibility of detecting and recogniring an imminert attack, either
before or soon after it has been launched. The North American Air Defense Com-
‘mand, concurrent with the Continental Air Defenss Coomand, has operational con-
trol of the personnel, facilities, end weapons of four component service commends
to carry out its mission of the air defense of North America. These comuands are:

1. USAF Air Defense Cammand (ADC)

2. U.S. Armmy Defense Command ( ARADCOM) .

3. Neval Forces NORAL Commend { NAVFORNORAD)

k., Royal Candian Air Force - Air Defense Commend (RCAF - ADC)

NORAD headquarters, located in tke NORAD Combat Operations Center (COC) at
Colorado Springs, Colorado, and an alternate operations headquarters (ALCOT)
are the central receiving points for tactical information. Lesser quantities
of tactical information of a local nature come to the NORAD COC rrom NORAD
Region and Sector command centers. The other seven unified and specified cam-
mands are capable of making tactical deta inputs from attacks on their compo-
nents.

Tactical inputs in the form of air bresthing vehicle detection, missile detac-
tion, space object detection, submarine detection, and nuclear detonation de-
tection are used as basic information for threat evaluation. These :lnputs are
received in the NORAD COC. Evaluators in the COC are needed to -tudy ‘the inputs,
analyze and synthesize the data, and present the evaluation of the threat to

the dec!sion-makers for their consideratiom of appropriate action.

NORAD has tlic capability of Judging the npncntiom of the data it gathers

and evaluates. It knows the system's limitations and its capebilities. There
are other dscision-meking centers, such as the Joint War Room, SAC Headquarters,
and the White House that receive threat information directly from some of NORAD's
threat input scurces. They may also have some wnevaluated data nrtmnticc.uy
tiansferred to them through the NORAD COC. However, NORAD is the only area

thet has direct access to all unevaluated data plus the experienced men and
equipment nocuury for date evaluatiou.

NORAD's. detection and evalustion system providel the irtelligence tm vhich
NORAD Camsenders determine the probebility or imminence of air attack. The
tactical informetion available on the various displays at the NORAD COC ina-
~ludes quantitative estimates of the threat, commmnications stutus, and the
status of defensive forces. OCD National Warning Center (NWC) perscunel heve
access to all of these data. In additiom, they participate in intelligence
briefings and have a drop on CINCN(RAD's internal tactical phone. In essence,
they have the seme 1nfomtion ave: ;eble to them as do NIRAD threat eveluaticn

personnel.
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The NWC personnel use the intelligence informetion, the military situation,
cameand decisions within the NORAD COC, existing OCD directives, and the sta-
tus of commnications as the basis for carrying out their mission. That mis-
sion is to declare the Air Reid Warning and transmit it to the civilian popula-
tion of the United States.

The decision to warn the public of a tactical threat is made at_the national
level. In effect, it is a decision that has already been made.l The Office
of Civil Defense hes written directives and established standard operating
procedures for the declaration and dissemirztion of Air Raid Warning. Unlike
the dscision to give strategic warning vhich would or would not be made by the
President during a critical situation, the giving of tacticel warning is
dependent upon the existence of certain predetermined conditlons. Thus, it
has already been decided that if these conditions exist, namely, that an at-
tack has been launched against the United States or that the Country has been
hit by hostile forces, tactical warning will be declared. The role of the
(CD Warring Officer at the NWC is not to decide vhether to warn or not to
warn; rather, it is to implement the foregone decision. Thus, upon the NORAD
declaration of an Air Defense Emergency, the OCD Warning Officer immediately
and autamatically responds by declaring Air Raid Warning.

The greatest effort of the OCD personnel in the tactical warning process is in
its £11 a1 phase, that of implementing the decision to warn.

3.0 SUMMARY OF CHAPTER THREE: IEGISLATIVE AND FISCAL HISTORY OF THE
CIVIL DRFERSE WARNING PROGRAM

Chapter Three, which examines the development of the civil defense warning pro-
gram, is intended as a resource document for future varning studies. It per-
foras the following functions: . :

1. Collects material shoving the legislative and fiscal
hiltory of the civil dcrenn wu'ning program. .

2. Analyzes the danlop:nt of the civil d‘tenu warning
program. Emphasis is Placed won the verbal and fiscal
interaction cf the federal civil defense agencies with
‘various Congressional casaittees (especially tre Indepen-
dent Offices Subcommittee of tho House of Boprenentativu)

r

1. As a result of the reassigmment of the OCD cammmicstion-electronics func-

tiotis to the U.8. Ammy Strategic Commmications Comsand {STRATCOM), ‘the re-
sponsibility for disseminating civil warning is now foimally vested in the hands
of a n:uitu'y organization, even though all warning officer- are c:l.v:lnms and

employees of B’]!RATCG{.
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3. Details the development of the civil defense warning
progran, shoving the nature of and requested fimding for

programs proposed as well as the manner in which these
pmponlzwmudn: the nature of and funding provided
for programs accepted as well as eny identifiable Con~
gressional response to the initial proposals.

3.1 CONCLUSIONS

!‘und.ing of the Civil Defense Warning System, with the possible exception of
résearch ctrortl, has received adequate and consistent Congressional nupport

throughout the program's history.
It is considered that this support can be traced to three basic factors: '

1. The original program was an sxtension of one started
by the military vhich already hed Congressional support.

2. There were no radical changes in program direction
from year to year. Rether, the proposals made provided
for orderly growth of the system. Thus, Congress was
able to juldge vhat wvas pmpoud agd.n-t mat hed been
accamplishad.

3. About 40 percent of the funds were for direct support
of the state and local effort. .

32 wm'romm

Amvex I to this chupber (pp. 3-12 £f) covers pertinent excerpts from the hear-
ings on euthorizing legislation; Amnex II (pp. 3-15 fY) covers hearings on the
status of civil defense; and Amnex IIT (pp. 3-20 ££) covers hearings on the
annual appropriations for civil defense. Amex IV (pp. 3-T9 £f) covers the
fiscal history of civil defense varning systems including a swmmary of total
obligations by major varning progrems for fiscal years 1951 through 1964; s
camparison of selected varning £'nds reguested and those obligated versus the
total funds requested and those appropriated; and a year-by-year mm:ln
funds cbligated by the warning program.

3.3 mmmwmcvnmmmmm

Over the years, a mmber of subsystems of the varning system has been separate-~
1y justified and funded. In this report, each mﬂ:mt- in traced: from its in-
nq:tion. ‘The nbry:tcu are:
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Nationa’ Warming System (NAWAS) -
Control of Electromsgnetic Radiation (CONELRAD)
and its replacement,
The Emergency Broadcast System (EBS)
National Emergency Alsim Repeater (NEAR) System
Redio Warning System.

3.3.1  Nationsl Warning System

Included in this diccussion 1s the system for the transmission of attack
varning intelligence from the federal to the state and local levels, and the
program for providing financial assistance to the state and local levels for

the outdoor warning system.

Work on a national waming system was initiated immediately upon establishment
of the Federal Civil Defense Administration in 1950. In the hearings om the
authorizing legislation, once certain questions were clarified for the camdit-
tee membérs, the program received Congressional support (Annex I. pp. 3-12 f£3).
Included in the cheptor are data that enumerate funds recuested and funds ap-
propriated for the National Warning System program fram fiscal year 1951 through

1965.

Except for fiscal year 1951, vhen the action of the congress in denying funds
apparently wvas due to a misunderstanding of the program, the federal warning
system and the program to provide matching funds for warning pwposes have
received excellent financial support from the Congressional committees as
compared with the support afforded other progrems (Annex IV, . 3-79).

3.3.2 National Emsrgency Alarm Repeaver gnnn: System

The first actual discussion of the NEAR system occurred in the eppropriations
hearings for Fiscal Year 1962 (Appendix III, pp. 3«48 ££). Data is presented
in the chepter regarding NEAR's history of Congressional support up to.the
sbandonment of the system in 1966. Tota.l expenditures amounted to $B 5 million,
including research costs. ; .

3.3.3 Mo Warning System

In Fiscal Year 1959, $800,000 was requested in research and development funds
for detemmining the most favorsble means of communicating with the people via
standard broadcesting statioms (Annex III, pp. 3-4Off). The House did not al-
low the funds and in the Senate hearings, the civil defense witness indicated
‘thet the cut was not being sppesled (Amnex III, pp. 3-UL ff).

During the following years there were occasicdal questions raised regarding the
possibility of using redio es a warning device, but no indicetica of the feasi-
bility of utilizing such a system was given until the hearings on the 1965 ap-

propriations. In the House henrings for 1965, a number of possibilities for
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ut.imm the redio for warning was discuised. The civil defense vitness in-
dicated that by the end of Fiscal Year 1965, $1.6 million would have been spent
on the final look &% the radio warning system.

In the House hearings om the 1966 appropriation, the civil defense vitness in-
dicated that technological reports indicated the Radio Warning System to be
feasible, and that they were working with the FCC and radio broadcasting in-
dustry on the project. However, no funds for 1966 for this purpose were re-
quested.

334 . Qubrolor ct tic Radietion (CONEIRAD) and the Eme
Broadcast Syst

From its inception in 1951, there was very little Cmcreuimal Questioning re-
garding the CONELRAD program or its finencial support. In the Fiscal Year 1962,
House hearings on appropristions for the Federal Compmunications Commission,
Cammissioner lee indicated that, in his judgment, CONELRAD ves the "most im-
portent end realistic part of the whols civil defense program” (Annex III, p.
3-4T). 1ata in Fiscal Year 1962, the program for hardening selected brosdcast
stations was begun. Some 50 stetions were so herdened during the year.

In March of 1963, the FCC's National Industry Mﬂ.lory Comittee recommended
the Emergency Broadcast System (EBS) to replace CONELRAD. EBS would permit the
stations to broadcast at normal power st normal frequencies, The EBS was im-

plemented on August 5, 1963.

Funds 4n the smount of $2 million wvere remuntcdinr:ucaltmls&toec-
plete the national coverage requirement of 658 statioms.

b0 SUMARY OF CIAPTER VR STRATROTC WARKING 0 INDUSTRY

M dsmcr presents ‘the pre)iminary £indings of t-e study on providing strategic

varning to industry. The cbjective was to determine the time requirements and
costs involved in an emergency shutdown, the feasibility of providing ntrmdc
varning to industry, and tradeoff between shutting down and not shutting down
industry in a crisis situation. The potential consequences of a -trttcgic
mni.n(fnlu alam were also oomidorcdinthc study.

h.1 CMILBIQB m mamnmaa

1. lotintu of shutdown time requirementy indicate that
shutdown could not; in & mmber of significant ceses, be
sccomplished within the time comstraints of a tectical =~ = ¢ *
wvarning. -Since many key industries would be self-destructive =
if merely sbandoned and not shut down, then warning and shit-

down prodedure must be developed to meximire the turvimmty

of those industries not unctly affected by an attack.

-

S

-y
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2. The feasibility of giving industry strategic warning
is dspendent upon the level of civilian defensive pre-
paredness. Thus, considering the low level of civilian
preparednsss today, it does not sppear feasible to give
industry strategic warning without first building the
public's avareness of an impending thresat.

3. No formel commmication channels presently exist from
the federal government to industry over which a strategic
warning could be disseminated. _

At this time only a very general recommendation can result of this effort.
Therefore, &« more comprehensive study should be made of key indurtries to

determine more specifically the feasibility of providing strategic warning to
industry, end tke risks to industry and the surrounding cammmnitine ©f not re-

sponding to & warning to shut down versus the cost and consequent ncbilit:lu
of a shutdown.

4,2 METHOD OF APPROACH

In accamplishing the task, & survey was conducted of five represcntative key
industries:

1. Jones and Laughlin Steel COrporation, Pittl'bu.rgh,
Pcmtylnnin

2. General Foods Corporation, White Plains, New York

3. Stendard 011 Compeny of New Jersey, New York, New York
b, smericen Cysnamid Campany, \vltyne', New Jersey. :
5. Chase Manhettan Bank, Nev York, Tev Tork g

hpnnntativel each industry were interviewed to obtain '&a fdllmd.ﬁ”‘h-

roMien-
1. Ratimates of time required for normal nccelcrated, tnd
meximm speed shutdowns.

2. Phye’>sl snd economic’ uences to & pi:ﬁt of  hax-
i-nwﬁ:ﬁtdawh,mdotd tothu‘dbm 4
it 4

 he degree t& Mitch .hut&m could progress befm 4t Do
Mmkmﬂn@t o plant personnel and the i £k
siunity, and the extent to vhich a skeleton erew could main-
‘operstions ‘&M‘t@gi plant in ‘the hnnt of . &%.dt bt !

5 d v 4.8 ; ¥4
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h. The type and source of informetion now availsble to
industries during a crisis.

Aditional information vas sought by means of written swrvey rorms. BSince *he
written rasponse was limited, informetion was scught fram the General Elsctric
Company to provide a better basis for analysis. Deta on actual emergency shut-
downs were also used.

k.3 IEFINITION OF INDUSTRIES

For the purpose of analysis, the industries studied were grouped imto three
general categories according to the kind of operation in which they are in-
volved:

1, Operational - a functional or service entity whose ac-
tivities are concerned primarily with iaventory manipuistion
end/or record processing. A bank falls into this catego.y.

2. Discrete Production - an industry concerned primarily with
manufacturing. Actizities invclve only a few production steps
or the assenbly of finished parts into a particular item, or
can involve both machinery and limited processing. A Jet en-
gine factory falls into this category.

3 Continuous Production - an industry characterized by ac-
tivities involving camplex miltistage production processes.
An industry falling into this category would be a chemical

company .
h.k, SHUTDOWN TIMES

The minimm time required for a total nondestructive shutdown vhich would al-
lov complete safe sbandorment ranged fra 20 minutes for a bank to 20 hours
for an oil refinery. The minimm time required for a total shutdown without
regard for plunt safety ranged from 20 minutes to four hours. :

b5 SHUTDOWN COSTS

A
Costs for a total, nondestructive shutdown depend upun the size and kind of
operation, and range from negligible t0 en estimated $100,000. The biggust
ntnclc cost fw*or would be in loss of profit from production stoppage. The
cost concerns for a total shutdown without regard for plant and/or equipment
destructlion ranged from negligible to $200,000,000. 'he cost factors here
would involve beth production wrofit lcsses and plnnt and cquiptnt damege
from nn and c:qploc:lcn.

The «tplete sbandorment of & piant without ahutting dova would be very costly,
‘could be’ din:trous, and would be an elmost untenable alternative. (-
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%.5  PARMIAL SHUTDOWN

Partial shutdovn and the continusnce of limited operations, though not consider-
ed:-practical for either the operational or discrete production industry, are
very ‘desirable for the comtimous production industry. The time required for
guch a shutdown is aigh, but shutdown and start-up costs wuld be cut in half,
and Qq,uixmnt and i wventory losses would be negligible.

h.T THE CONCEPT OF INDUSTRIAL WARNING

In determining vhether or not to give industry strategic waming, there are
meny questions to amswor: Is the concept feasible? What are the consequences

to giving it, and not giving it? These and many other questicns mst be answeied.

4,7.1  The Requirement for Industrial Werning

Considering the allowable reaction time to & tactical warning--15 minutes to a
half-hour in targét areas--it can be seen that neither a totalpon-destructive
shutdown nor & total tutdown without regard for plant survivedbility could be
accamplished vithin this time frame. The only alternative sppears to be total
:‘bcndmnt It has been pointed out, however, that equipment and complex pro-
cesses vill, if lef{ unattended, eventually destroy themselves and their entire
surrcundings. If the effect or a hostile attack upon the nation's industrial
_capability is to be minimized--and it must if the nation's economy 1s to sur-
vive--then industrial facilities in areas not directly affected by the attack
mist not be allowed to add to the general destruction through their inability
to terminate operations in a safe manner. Effective warning and shutdown pro-
cedures must be designed.

§.7.2° rmibiutLoqr Industrisl Warning

Industry is the public. Ammtoin&utryuanmingtothep\mnc.-h
foasibility of giving industry Mcmuismmmwww‘
lic would respond. :

Ina ﬁmt sitvation, the public's concern sbout the crisis cen be. cxpuhd
0 Peopls will seek informdtion and direction, and without being told
atﬁuul]y, will tend to éccept eny word, even rumor; as the truth
and will react to it as they interpret it. If the public vere at a high lsvel
of civilian preparedness and knew vhat they should be doing to protect them-
selves, reacting to such things as rumors would not be & problem because thay
would at isast be going in the right directiom. But, if the civilian defensive
3 is low, resction to rumor cemnot alvays be predicted, therefore ‘m& re=
action to an industrisl ctratuic varming could be chlotic. ¥ oty

P

. =i e e
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Cansidering the general low level of civilian preparedness vhich prevails today,
it does not appear feasible to give strategic wvaming tc industry without first
building the piblic's avareness of an impending threat.

In eddition to the problem of pblic reaction to an industrial strategic varn-
ing, there are no formali commmicaticns chemnels over vhich such warning could
be disseminated. Informal chammels exist over vhich some industries ksep at-

tuned to & crisis, but the concern generated by the threat is usually from the
stanipoint of how profits might be affected, not survival.

4.7.3 Cost Considerations

From the standpnint of industrial survival, cost is not a considerstion. In .
determining hov and vhen an industrial strategic warning night be given, there
are many peripheral costs vhich mist be comsidercd.

In a total non-destructive shutdown, production profit losses are considered the
largest single cost. The second most significant cost is start-up and equip-
ment damege. Based upon the estimates received, these costs on o national scale
could essily smount to & billion dollars. If the nstion's industry actually simt
down and thus survived a hostile attack, thece costs, as great as they might be,
would actually be of little consequence. If, however, an industrial strategic
warning was issued and {HBirgtty 844 phut ddwa, bitcthe attdck did wot material-
ize, L vhat consequence would these costs th&n be? %o would be liable for
this "alse alarm? Of vhat consequence to the national econwomy would a total
demobilization of industry be?

4.7.4  Additional Considerstions

'Bnconquncend‘afﬂualmindmtrhlntnteﬂcnmingmldpmbably
be most obvious from an econmic standpoint, but there are other factors--if
the warning precipitated an enexy sttack, the public faith in the credibility
of warning would be undermined, vhat to do with the millions ofpooplouluud
irom work--vhich would weigh heavily upon uny decisiom to give it. T

Not to give strategic warning in the face of a threat could be suicide should
the attack materialize; but, to give it and hevo the warning turn out to be &
false alarm could spell disactor of. angn:l.tnétnotnt fully cout-phh& :

5.0 mmmrm mmaAmmwm

m purpose of this chapter is twafold: 1) To provide & theofetical backgrol'nd
for the establishment of reliabilivy requirements for varning systems still in
the conceptual stage; 2) To present the raticnale for optimal system testing,
vofi the ul‘ubinfy functions for the system. The approach is to provide
4ing blocks," from vhich any warning system can be modeled for reliebility

B e
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purposes. No consideratiocn is given to the timelireses of warning or the in-
dividual's respase to a warning. Ail results are couched in terms of tbe
mmber of components effected by either the receipt of a false warning or the
fallure to receive a valid wvarning.

9.1 CONTIIBICNS AND RECOMMENDATICNS

This study shows that from the basic reliebility date availsble (or assumed) on
the componeiuts of & warning systam, it is possible to develop, in a statistical
sense, the operating characteristics of that system in terms of components ef-
'fcctcdbytalse alarm and no alarm failures; theexpectedmrdtdse alam
and no alarm situations; and the expected durations of these situatioms. ' While.
these do not, of course, tell the whole story of the system effectiveness, they
do give an indication a&s to how well it will satisfy the nseds of the nﬁnc

and the wvarning agency.

In the area of work tn be dope in reliedility of wwrning systems, the establish-
ment of rigié standards is mandatery. Just shat 1lanacceptablamwerorfme
alam or no alemn failures per year? What is the minimm requirement rorm
perfomance msasure? What iz the maximm mmber of hours of dountime per year
per terminal variing device acceptable for adequate warning? These questions
are in effect variations o? the fundamsntal question: What percentags of the
populstion may be put at risk because of either kind of system fallure? This
question end its derivutives must be answered ever ty commend decision; if
‘necessary. Theoretical studies cannot evaluate human beings in mathomatical
terms., ] '

A second srea requiring exploration is the relatiomship between cost effective-
pess end reliability. This would meinly be a study of sophisticated components
versus cheqp, redundant cmponentl in their overall effect on system pertoﬂinee.

- 4 cc-putoriution, and Moute Carlo techniques, it is possible to gather d:l.s-
tributional datae rather then averages as in this study. Rather then assume 2
symsetrical system, it is possidble to distribute realiltica.‘l.]y the mrlotm
warning dissémination levels vith respect to the populstion, and, even more
importently, adjust the various failure rates t» correspond, for instance, to
thé ‘sdasonal variations in noise lsvels in radio links, or to the popuistion
distribution with respect to (isy and night situstions. Wilh these ndjustsents,
the model could then be run aad reasonsble distributions derived for the )cr-

centage of population in aeoyhrdg for various situatiom.

However, even in its present form, the nthodoloc dmelo;ﬂd in this chapter
finds definite epplicstion to such developmental studies s the Mzda Io-
formation Distribution System (DIDE) and the Radio Wa :
mmﬁ:gm-mummmuaym-(
Area Warning £, st (dAHlB) : 3

~wr s
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5.2 CONCEPTS AND DEFINITIONS

A varning system is dafined as a collectin of entities capeble of dissexinating
varning from the originstor to the ultimete recipient of the varning. A sub-
system is eany clearly identifisble portion of the system capebles of receiving
and/or disseminating further the waruing message. A varning device is a special
subsystem used to disseminate the vaming to the ultimate recipient. A casponent
of & varning system is the smallest assemblags of elements that is capedble of
disseminating varning. Relisbility is defined as the measure of system (or sub-
system) availsbility and response, i.e., the probebility that the system (or
subsystem) will be able to perfom its assigned function when called upon to do
80, and not othervise. This definition recognises both false alarm ard no alare
failures as system failures. By Iknowing the population aistribution with re-
spect to warning devices, it is then possidbls to detemine, in a statistical
sense, the proportion of the populstion that will be placed in jeopardy because
of lack of varning or false warning.

The following constraints apply to tids study:

1. It is restricted to maintained systems operating in

a steady stats, i.e., operating long encugh that the fail-
ures are random in nsture and not the result of bresking in
or turning on the systems.

2. No attempt is made to determine the effects of ssbotage
on eany portion of the systeam.

3. It is assumed thut the generalized system is a fanout .
system without loops, i.e., the system is similar in over-
all structure and function to that existing in the current
civil defense wvarning system, or to that proposed for the
Netional BEmergency Alarm Repeater (NRAR) System or the
Radio Varning Systea. '

5.3 caponENT RELIABILITY PARAMETERS

This study is cpecifieal]y oonccmnd with investigating a gensralized component
vith the states of operation {or nonoperation) given in Teble 5-1.

Table 5-1. States of Operstion

The componeut is mt@hummﬁmuﬁtr,ﬂ
Talse alarm state; the component is opsrating woen
4t should not de. g (
No alam state; the camponent is not opersting vhen
b & M]dzbc. . ; AR “'

NS
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I:EE‘? ¥ ‘ordsr to discuss the transition probabilities from one state to ancther, s L
%-.;:4?‘ ‘métrix P is constrnicted. Given that a is the rate of false alarm
S ‘per unit time for a camponer: (or a system), and b 1is the rate of no
N, . alarm failures, then the probability of the équipmert remaining in operstion

. o0F (state B)) during the time piriod from t to t+at is 1-(a+b)dt, the probability

ek 7 e ot!dlin‘o-(ltntil’l)uldt,lmthtprcbnbintyod‘fuuuorf(utml’a)

-';é"‘- : um..ﬂfmruhefnmrottummmun,mmmmﬁy

Wit thet a plece of equipment already failed into either state P, or P, will re-
:é}ﬁi turn to the operstional state F, in the period from t to t+it 1s ndt The

T SO transttion matrix shows the probebilities Py, of going from state P, 8t time
ttomr attint-fdt\hercidonotuthcmmﬂcrorthoutrixundj

&, Ml the col-: mmber.
I%"T L?(“.?*. i e o P £ i 7 : ;
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M transition Mhﬂ meaningful, in a r-mpmw sense, to
exmeinacion, the metrix must be ociverted into a series of equations such
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-1tyof‘bun¢1nltlte rotttibt-o-dt can be expressed as ronmm
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umcduthoproductdm separste probadilities of 1) being in state
1 at time ¢t and '2) of moving to state J st tims t+dt. Therefore, the probnbil-
(1) o(tut) = B(t) [1-(atb)at] + Pl(t)ndt * pa(z)-at

Similarly 1t can be ‘shown that the probadilities of being in ctutu PJ. or 1'2
at time t+dt can be expressed as:

(2) . Py(teat) = P(t)edt + rlgt),(b-at),

(3) P,(t+at) - By(tibat + P(t)(1-mit)

In order to remove the variable t+dt from equations (1)- (3), enployed is the
definition of the differentisl of & functiom

1(“"#) = ri(t)

P(t)
i dat
shere the primes indicates the diffurential with respect to t’ae. SBame rather -
mathemati sl manipulations result in the following expressions vhich give the
mmwtm.cwunbcinmnmnmmmﬂatitu
in sieady state oporution.
I
gt %) e Sl o R S
5 Led el w\_
lymrl-.urmi iomns, 1thpouihhtommtu thd;thmntthnta b
tir-tfumuc m) is g Hgh e
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The dwan time to first failure for no alarm MITFI(2) 1s
Larrp(2)] = &
and the meen time to repair [ MI'IR ] is s
; :
Gem) = 1
Wiat has been presented so far spplies to a component only during its initial
opersting phase defors its first failure. The opersting characteristic of the
component during a given time period O to T, in vhich it might fail and be re-
paired several times, can be explored through the use of renewal theory. This
wvill provide the cxpcr'todm.rotrcpdrt md/ornphcmntsthatmstbe
made during the por:lod under consideration. Iat u_{t) be the expected misber
oftinl the ccqment returns to an opersting ltm, assuming that it was op-
erational at t = 0.
It ean be shown then that u, (t), for largs t (stesdy state operstica), 1is
NORRC-—
This equation illustrates, then, that in a certain time period T there will be
{-5%”,' quipment fatlures of eithar a felse alemm or & 2o alam .
Using this uxpression, thcn. the expected number of false alarns: ina t.i-e ;2
‘pcrtod Tis ; v
¢ : r. 4
x -
i ¥ 1 * o “B "1" F o o "~l:'. B4 . : AN 5.‘ I:"'.. 1
: AN i 2 ; x(z) * _'ﬁ : PR P
S B pk T e oy s Biga de . %
o . : oI o o Yoo g RO A A S
e eav i o el A
Nf;;* system performanmce. hmuwﬁ o o
ot compopents sveilable. Theére are ade- L
tinct ‘cases that must te m; _In the first case, checkout time 1is
\ cons s dowitine, i.e., the compoment, even it 1s
) u«mwp-rrm;um‘m; 4n the
L i:ﬂ A 4 '
’ft;,f“‘ﬂ"? P : 5 %
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1- considered downtime, i.e., the camponent camnot perform its assigned task
while it 1s heing tested. These two cases vill be treated separstely. Note
that there are really two situstions involved in the no-downtime case. The
£4irst deing situations vhere continuous monitoring of the -component is fewsidle;
. nd the second, here it is not. Thus there are three cases: (1) no dowatime,
continuous checkout; (2) no downtime, discrete checkout; and (3 checkout vith
dovntime.

In the first case, vhere checkout time is not downtime, an optimal checkout
period does not exist. With contimuot's checkout, it can be showa from queuing

thcory that the mrqn proportian of co-pomnt-, A(o), in repair is

AO0) = -

In the second case, again there is no optimm testing interval. If the compo-
mntlmtuudttltmmmr then the average mmber of components

out of service is c:lnnby
B e
A(Tc) . i§!+ _‘_g

In the third case, however, there is an optimm checkout period given by

T =\ &

e b

vhere t is the time period required for checkout. The corresponding mra.c
ompomnt unevailability,

. ‘ £
N T

htmm‘ to the original definition of reliability, it should be ou- nmr

6 10 s0. It-utnotoulybonﬁu‘oh, m,utti.t,bﬂhitmtnottuil
in the no alamm state during the varning period t to ¢t + x, where x is the

gntsq of warning. nm‘fon, a sutubh Beasue of cmt poxfomnec, ;
' a M vu'unc :li ATl
n"}" i\ « * “'. : 3 : e by g.‘j" i & P o 14
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' Sines we are dealing with steady stabe operstion,

8 = [eAL)] [nBy(=))

= [(1-x.)) (em)

stiere A{.) is the eppropriste availability function (derived ebove) anc the
perenthetical part, (a+m)/(atbim), is the probability that the cmpount vill
nottailoﬂduﬂ.ncmwmingperiodofduntionx. ~

5.4 COMBINING COMPONENTS

Since the type of warning systems being considered in this study are of the fan-
out variety, this discussion is restricted to the study of a single chain with-
in the fan such that it contains all of the possible camponents and communice-
tion ‘links (mch are also camponents by our definition). By conventitn, the
components are serially mmbered from the initiation point (number ome) to

the terminal point (nuber "n"). It is also necessary to determine the portion
of the population that is served by each compovent. The initiation point serves
the entire population. If there are, say, eight components on the secand level,

- then esach of these would serve one-eighth of the population, etc. By conven-

tion, the populstion is defined as thé number of teminal points in the system.
The probebility, 8, that the system will properly disseminate a J.egit:hutc warn-
m is given by the product of the 813 for each hwl, or ‘

This value, in reality, is the probability that any randamly selected terminal
vill receive and disseminste a legitimate warning., This is the ﬁ.m m

of system perrormcc.

_'nnhutmutoimstuﬁchruuthm Inve d first is the mmber

orpophph«dhmwthctnnngwthe component in an on cone
&ition; second, the total expected failures of all llke camponents over a given

time period; and, last, the average duration of downtime for that component. The

wrmu-mu«mmzonwutunmm, nther, gives a

tiie Giring vhich & n6 alarm condition prevails, for & camponent thet fails into
hummmcﬂnﬁcm& eamponenta {n-the network below that: edm"

“Zor wariinig and thus mumuumamqmmoaﬂuﬁuﬁm ”3
 Gurstion of to the failed on compomeit. ' The calculations for' the

‘tatudnils are’ ‘séparstely in the results because the effect of ‘their mul-
uﬂiuty would tend to dilute the results of oa.putatiom for the aoutro!. net-

%
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hwmmmmummauambynmmnm
level, the cedure is as follows: The components are mmbered such that tbe
mubers follov the flov of ‘nformstion from the source to the ultimate destins-

tim. The point being that & false alarm is transmitted to the populstica only
if those rompopents in the chain belov the failing compoment operste as designed.

mhhmmum\nhrth&—cmm: Ri,thomﬁcrotigeapo-

nents in'the system; :(1)1, tho expectes mmber of false alarms; mds'1 the
ultmnmmbydthoj—-cw Mthopop\untim(ll,pheodin
Mbymtdumuofthoi—cwu .

"1(1) " pi .1!18.1

and the everage population M(1) placed in jeoperdy by & false alar at any
Jmnlb‘ywc@mtntﬁat level is

.

Ba(am, K1),

,j : ‘1) ‘- ; ;

The total number of such occurrences, IZJ.S,

f;(ﬁ & i’i“(l)i

" = 3 ; R "ir
and the average downtime, t“(l), is g
7 . ; A ey 4 Nil(l)i ;i ; e AT 4
2 v ; 2y t‘(l) n!'—-p—-——- N ; " T
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5-5- DETERMINATION OF REQUIRED COMPOMENT RELIABILITY

Frequently, only the desired system relisdbility is given in system specifice-
tions, snd it is necessary to allocate required relisbilities ( z among the
various components involved. Exsaples can be found in the L1SL (SAGE) require-
ments vhich dictated that the em unsvailability should not exceed four

hours per year, or in the MT7L (NUDETS) system shich specified a 90 percent

availability. In neither case dil the reliebility requirements go beyond these
figures in smplifying the reliabdility requirements for subsystems or components.
Systea designers cannot, hovever, trust to luck hoping that the requirement cen
be met. ..Therefore, allocation of system reliadility requirements is a legit-

{mate ares of investigation in this study. Therefore, two cases will be con-

sidered: the first VYeing that all components are of equal importance; and the
second, that all components are not of equal importance and that thair relative

importance can be estimated.

Recalling that the probability of the simulteneous occurrence of MM
events is the product of the probabilities of their individual occurrences,
this fact can be applied to determine the reliabilities of various components
connected in series. Thus, all the campox ents have equal importance, the
required reliadbility of the : component is

e

(].B) , 81 ™

8 w. required system relisbility
81 = nquirodcw relisbility, and

n = mmber of components in the series.

If the relative importance of each campoment, E,, has been established, thet
ﬁhprob 1|toﬁ.ndumdnrk1m&thnt ,
%

i
™
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After some elsborste manijpulation, it can be concluded thet

(19)
\ 4 ﬁ;

wacze m is & normalizing factor and is found by the relation

i

20 . 1

Note thet ths only restrictions an E, is tust it be grester than zero.

In the case where there exist parallel paths, i.e., the configuration is redun-
dent, tae du)licuto components are lumped together for the initial. ullocation
and sre treated as cue component. Then, to determine required reliability of
eeh componant that has been 'wmped, one proceeds exactly as above, but instead
of using 8 ud 81 in the emtuuonl. Q= 1=8 is substituted for 8, :
le1 l-l forB '.mionﬂhod:ll spplicable onb if ‘the mtudal not

require both ems for satisfactory opernt:lcn, i.e., the cmn
Quntion are truly ndzndznt.

6.0

This c.haptor examines the feuibmty of using commmications smllitau for
chrtiunndnmngthop\hucinthecmtotnutiouldimtcr. The sub-

aact 1: approached in two vays:

¢ By detemining the capebilities of curremtly o;aerationli
or planned communications satellites.

¢ By evaluating any typns of urricu related to public
alerting and warning that may hm been phmtd or

proposed.
The study comsiders two types of o,tuticml cc-nm.catiom sstellites: randam

orbit end mm orbit.

Rankom-orbit sateliitas heve a 1iaited coversge and require vu-y m and
expensive tracking oqupwlt m- neans that ix order to rovuo mt ‘
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coverege a great many of them would have to be employed, therefore they cemnot
be considnnd feasidle from either a technical or an econcmic standpoint.

The synchronous-orbit satellites can provide adequate coverags with as fev e&s
three units, and require no elaborate tracking equigment; hovever, they do
employ rather sophisticated high gein antenna and receiving systems. Thus, they
can de considered feasidle from a technical standpoint, but the sconomic aspects
of their use is questionabdle.

From an operational standpoint, neith’r the random-orbit nor the '
orbit satellites can be considered Jeasidbls, because both are highly susceptible
to direct sttack or jemming.

Recent policy statements issued by ormiutiom concerned wvith satellite com-
munications (DCA, NAS/, and COMBAT) and recent proposals publishad by RCA end
Hughes indicete that .ome attention is being given to the subject of specially
designed satellites “~ bYe used for public alerting and wvarning. However, some
‘of these proposals cuatain certain state-of-the-art limitations (such as using
stamic réactors as power sources) that indicate there 14 nttle 1ikelihood that
nyofthonplmlvoulnbe Opcntiomlbeton ig970. \

The chapter recammends that no further effort be applicd to satellites for
either direct publie alert and wvarning or for point-to-point alert and warning
relaying fram the national level to regional and/or local levels. This con-
clusion should not preclude further research on the potential of satellites
to provide OCD commmicetions, especially in conjunction with the forthcaming
DOD military comamications satellite system. 1

§ <
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Decision-making constitutes a process ending in an

act of will of a persoa or groups of persons who

choose between two or more alternatives. Before

this final act of will, many other choices are

involved--of information sources, of interpretation

methods, of values, of cbjectives, of means, etc

All these additional choices are often made by

authorities subordinate to the authority making the

final decision, but are et times conclusive in deter-

mining the direction oi this final decision. C

Joseph Frankel, The Making of Foreign
Policy: An Analysis of Decision-Making,
Oxford Univercity Prees, 1963, p. 5-
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CHAPTER TWO

DECISION TO WARN

1.0 INTROGDUCTION

1.1 SCOPE OF THE STUDY

The warning process consists of many phases, including the entire sequenre
of actions from threat perception to the decision to warn, to warning
dissemination, and finally to completiun or the protective reaction. The
focus of this study is on the decision to warn at the national level, and as
such looks at only the first two phuses--the inte}:ligence phase (data input,
analysis, and evaluation) and the decision phase.

Througbout this chapter the Cuban crisis of 1962 is used to demonstrate
the many facets of the intelligence and decision phases ¢)' tuLe wurning
decision process. This is done for two reasons. First, the crisis was

( recent and its various aspects are easily recalled. Second, the Cuban
situation presented a threat to The continental United States of a magnitude
and proximity that has not been equall=d in the nuclear age.

1.2 OBJECTIVES
The objectiv:s of thie study are to:

l. Review and evaluate the rationale and current procedures that are
used to make the decision to alert and warn at the various national
locations.

2. Detemmine the relationships between military and civilian
activities that would influence the decision to alert and wam,
including any constraints imposed by the international situation.

3. Jetermine functional responsibilities fcr tiwe decision to warn,
including who would do the warning and when it would be done.

4. Define the information needed to make the decision, and evaluate
the capability of current sources to provide such information.

5. Make recommendations, where needed, for changes in the decision-
making process.

( I.” This chapter supersedes The Decision to Warn, which was originally
published as T™-L-1960/040/00, dated & October 1965.
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2.0 CONCLUBIORS AND RECOMMERDATIONS

2.1 CONCLUSIONS

The conclusions that resulted from this study are as follows:

1. Crisis Information. Though only informative and not directive,
crisis information car trigger definite public reactions, depending
upon how it is presented and interpreted.

2. Absence of Decision-Making Role. The Office of Civil Defense
(0CD) dces not bave a decision-making role in the decision to wamm.
The OCD role is confined to the input and output stages of the
decision process--providing input during the intelligence phase and
implementing the warning after the decision has been made.

3. Tactical Warning Decision. The decision to give tactical warning

has already been made. OCD doctrine states that if certain predeter-

mined conditions exist, namely that the courtry is under hostile

attack, tactical warning will be declared. This response is effected

by the NORAD declaration of an Air Defense Emergency. (

4, 8Strategic Warning Decision. The decision to give strategic
warning would be made only by the President. The estential features
of a strategic threat are (a) the absence of an identified tactical
threat, (b) the volume and complexity of strategic intelligence, and
(¢) the many possible implications of the decision.

5. Input of Clvilian Defense Readiness Information. The role of OCD
as the data source and counsel on civilian defense readiness during
the intelligence phase of the warning decision process is both logical
and sppropriate. The agency's performance in this role, however, is
greatly encumbered by many organizational and operational problems:

(a) The data requirements for the decision makers are not
explicit.

(b; OCD does not have a real-time data base and, as such, data
response times are slow.

(c) OCD does not currently heve a role ir the National Military
Command Center (NMCC); prior to the transfer of OCD to the Office
of the Secretar; of the Army, when OCD did have a role in the
MMCC, that role was not sharply defined.

(@) The interface between OCD and the Office of Emergency
Planning (OEP) is not clear. (
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These encumbrances have resulted in the status of civilian readiness not
being fully brought into either tactical action or warning decision-making
because OCD does rot have the appropriate information to input, nor is it
even in a valid position to inform. Except for isolested cases, OCD's
resources as an operational organization have not been fully tapped; instead,
the agency's role has been relegated to one of planning.

2.2 RECOMMENDATIONS

These recommendations are offered as a means of improving the effectiveness
of the national warning decision process.

1. (CD's Advisory Role. OCD's access to data throughout the nation
on the civilian defense 7 sture is great, and as such has potential
broad flexibility in providing accurate inputs to the decision
process. To effect this capability, OCD must maintain contimmal
cognizance of civilian readiness, and must be able to input the data
to the decision makers. To accomplish this, the following is
recommended:

(a) Determine what information is needed for the President to
maze a decision.

(b) Develop & data base tc include the required information,
making it not only the source for current information retrieval,
but the oasis from which projections on future civilian readiness
conditions can be made.

(¢) Reestablish and clearly define OCD's role in the NMCC,
considering both 0CD's cont-ibution to the NMCC and the extent to
which OCD can evtract information from the RMCC.

(d) Following reestablishment and definition of OCD's role in the
KEMCC, designate a sufficient number of OCD personnel, with
appropriate security clearances, for participation in the KMCC

on a full time basis. This requirement does not exist today, but
will be imposed with the implementation of the data base and the
definition of OCD's role in the NMCC.

(e) OCD and OEP must examine their relationship and define and
establish a clear interface between the organizations so as to
ensure that OEP is cware of the national civilian readiness
posture and OCD's capability for changirg this posture. This
would include the formalization of OCD/OEP information channels.
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2. S8trategic Direction. Inherent in the decision to warn is the

fact that the warning must give direction to do something, and what
the people would be told to do would depend upon the level of civilian
preparedness. For warning to evoke a maximum, positive response in
the minimum time, the level of preparedness would have to be high.

Our civilian defense posture, however, is low during normal times,

and to bring it up to even a minimum workable level during a crisis
would require that the public be given some form of direction.

The basic argument for issuing public strategic warning in a crisis
situation is to prepare the nation to survive what is deemed to be an
imminent hostile attack. The basic argument against declaring it is
that the nation would be formally committing itself to a definite
position which, despite the fact that such a coommitment would serve
to demonstrate the seriousncss of the country's intentions, could
have the disadvantage of being interpreted as a hostile act which
could precipitate preemptive enemy action. A firm national policy in
a crisis situation is imperative, but the advantages of being in a
state of negotiation for the greatest amount of time witbout commit-
ting the nation to a war footing (a position from which retreat might
not be possible) are numerous, particularly if the United States were
considering a preemptive atlack cn a hostile power to neutralize the
threat.

Thus, crisis information, though informative and not directive, can
trigger definite reactions, depending upon how it is presented and
interpreted. A crisis situation in itself sets the mentel climate for
the interpretation of information. How information might be inter-
preted in a particular situation can be determined. In a threat situa-
tion, then, through the cereful management of the timing and release of
crisis information, the members of the public could be given a form of
direction without having to resort to strategic warning to tell them
vhat to do. This would then allow public strategic warning to be
reserved for use as a diplomatic tool in crisis negotiations.

Though it has been suggested that crisis information, not strategic
wvarning, be used as the means to increase the civilian defensive
posture in a crisis situation, it is recommended that strategic
varning be given to activate the state and local defense organizations.
Its use here, preferably before crisis information is issued, would
allow the civil defense organizations to mobilize so that they would
be in the position to work witk the people in bringing their defensive
posture up to a protective level.

Some recommended steps in the consideration of this concept as a means
of improving the national warning decision process are as follows:
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(a) A study should be made on information management.

(v) Long range operations plans should be developed and procedures
established for directing increases in civilian defense readiness
in a crisis environment. These should be applicatle from the
federal to the local level. This would include the establishment
of coomunications channels and development of a system for frequent
testing. The reliability and security of the communications
channels must be ensured, and procedures for the handling of the
information when received at the local level must be clearly and
carefully established.

(c) Additional communication channels should be established between

the federal government and the state governors, and between the
state governors and local civil defense organizations.

3.0 THE WARNING DECISION PROCESS

The function of devermining whether to warn, how to warn, and when to warn is
the warning decis on process. The process begins with the receipt of the
first identifiable piece of tinreat information, and continues until *he final
tactical warning decision is made, or the crisis subsides or is resolved.

The warning decision process separates quite naturally into two phases: (1)
the intelligence phase, and (2) the deciston phase. The intelligence phase
continues throughout the warning decision process, and consists of the
analysis and evaluation of threat information in terms of the crisis situation
and the country's military and civilian defensive capability to cope with it.
The decision phase is also continuous, overlapring the intelligence phase &nd
beginning at that point in the crisis where the possibility or necessity of
warning the public is recognized.

The communication of threat inteiligence to the public can take two forms:
(1) crisis information, and (2) strategic and/or tactical warning.

Crisis information, by its very nature, is informative, not directive. The
object of it is to make the public aware of the crisis situation, not to
direct them to do an) thing about it. Crisis information is disseminated
either through commercial news facilities or by means of Presidential amnd
other official broadcasts over radio end television.

Warning, on the other hand, is directive. Based upon the threa* intelligence,
the President may decide to declare a strategic warning. Such a decision
would be based upon a deepening crisie situation prior to the detection of an
actual attack, and reaction time would probably not be & critical factor. In
a strategic warning the President, by means of direct broadcast a.nd/nr through
official OCD warning media, would tell the public to take some accion or
actions for their protection.
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The decision to give tactical warning is based upon the detection of an

actual attack. In this situation, time is of the essence. The North Americen
Air Defense Ccamand (NORAD) evaluates the threat and declares an Air Defense
Emergency (ADE). Immediate reaction to the ADE is mandatory if ths attack is
imminent or in progress; and OCD personnel at the National Warning Center (NWC)
respond automatically by implementing the tactical warning.

4.0 CRISIS INFORMATION

In a crisis situation information about the threat is received in many forms.
When threat information is analjyzed, evaluated, and the facts synthesized iuto
a composite picture, it becomes threat intelligence. If the decision is made
to inform the public about the situation, threat intelligence data are
released in the form of crisis information. Crisis information, then, 1is
threat intelligence as reflected to the public. It is presented initially to
inform the pecople officially of a critical situation. Continuing crisis
information is released to keep the public aware of new developments in the
crisis.

Crisis information is disseminated when: (1) the public has been made aware
of the threat by unofficial sources end their demand for official information
has grown to & point where it is necessary to inform them; (2) public support
is needed for a plan to combat the forces creating ths crisis; or (3) the
public must be informed so that they can prepare to take protective action if
strategic or tacticel warning appears imminent.

Major crisis information would probably be disseminated by, or in the name of,
the President over radio and television and in the press. Continuing crisis
information would probably be presented by high administration officials such
as the Secretary of Defense, the S8ecretary of State, or the Presidential Press
Secretary. The official nature of an announcement from this level of govern-
ment tends to attract a wide audience, thus presenting the crisis information
to a large percentage of the population.

A prime example of major crisis information presented by a President was the
announcement of the Cuban missile crisis in 1962. This action occurred
following months of intelligence build-up on increased Soviet military support
to Cuba. Dramatic aerial photos of the construction of offensive missile sites
on the island crystallized the enemy threat to the United States. When
President Kennedy announced the sea blockade, or "quarantine” as he termed it,
of Cuba, he presented to the people the first official statement about the
crisis.

(
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L.1 DATA INPUT, ANALYSIS, AND EVALUATION

Throughout the intelligence phase of the warning decision process there are
successive stages of data gathering, analyzing, evaluating and synthesizing.
A large number of inteliigence sources routinely gather data concerning enemy
threats to national security. These data are sent through established
channels to processing agencieg, vhile other intelligence sources acquire data
about specific incidents in response to direct requests. In all of these
lower stage activities judgements are made as to the significance and relia-
bility of each item of information.

All national threat intelligence categorized as strategic or current intelli-
gence is gathered as threat information and synthesized into threat intelligence
by such organizations as:

1. Central Intelligence Agency (CIA)

2. Defense Intelligence Agency

3. State Department

., National }ilitary Command Center

5. Joint Chiefs of Staff (JCS)

6. Commanders-in-Chief, Unified and Specific Commands

Though by no means all-inclusive, these organizations are representative of the
intelligence sources available to the Presgident and his advisors.

In addition to threat intelligence, information on the status of military
forces deployed throughout the world is gatheied and maintained by many of
these same organizations. Both the threat intelligence and the status infor-
mation are forwarded to the National Security Council through thes Department
of Defensec. It is at the level of the National Security Council that threat
intelligence is presented to the Fresident and, in light of the current
military posture, recommendations on alternative courses of acticn are made.

Though threat information is usually subject to careful processing before it
enters the Presidential Jecision stage, isolated reports, particularly of an
extremely urgent nature, are sometimes sent directly to the President,
bypassing the more formal channels described above. At times, too, the
President makes requests for specific information directly to the intelligence
agencies.
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4.2 EXECUTIVE ANALYSIS AND EVALUATION

4.2.1 The National Security Council (NSC)

The chief function of the National S8ecurity Council is to advise the President
wvith respect to the integration of domestic, foreign, and military policies
relating to national security. In this capacity, the RSC performs as the
President's highest level advisory group in time of national crisis. It is
the point where threat intelligence of a military and nonmilitary nature is
synthesized to produce recommendations for the most feasible courses of action
to combat a threat. These recoomendations are presented to the President- for

his final decision.

4.2.2 Office of Emergency Planning (CEP)

The Office of Emergency Planning is charged with planning for the continmuity
of the govermment in an emergency, and with the operation of the National
Resources Evaluation Center 5 CEP advises the President in coordinating
and determining policy for all emergency preparedness activities of government
vhich include:

l. Teveloping and planning the emergency use of resources, such as
manpover, materials, industrisl capacity, transportation, and
compmmnications.

2. Planning the organization or the govermment in an emergency, and
coordinating preparations for the continuity of federal, state, and
local governments.

3. Preparing for the stabilization of the civilian economy in an
emergency.

4. Planning for rehabilitation after enemy attack.

The Director of the Office of Emergency Planning is a statutory member of the
Fational Security Council.

Theodore Sorensen, President Kennedy's speech wriier and alter ego, has
vritten, "White House decision-making is not a science, but an art. It
requires not calculation, but judgement."l The judgements , however, are

1. Theodore C. Sorensen, Decision-Mak In The White House, Columbia
Univeraity Press, New York, New York, %§3, p. 10.

(
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necessarily made after the President's advisers have apprised him of the

evaluated threat intelligence, defense posture, and alternate courses of action

to meet the crisis.

4.,2.3 Specific Crisis Advisers

Discussed so far have been several agencies involved in advising the

President on matters relating to national security.

There are, however,

examples of Presidents relying heavily on trusted confidants, vho were not
members of specific organizations designated as Presidential advisory groups.

This is particularly true during times of extreme crisis.

For example,

during tbe Cuban crisis of 1962, President Kennedy turned to a group of men he
designated the National Security Council Executive Committee (ExComm).

"In forming his own personal 'Crisis Cabinet'," it has been observed,

"Kennedy moved coldly and decisively.

He turmed to men he knew and trusted--

reaching outside the official oureaucracy of the Cabinet and the National

Security Council.":

A 1listing of the members of the ExComm illustrates the

personalities and talents that focused on this crisis, one that is generally
considered the most dangerous threat to confront the United States in recent

years:

John F. Kennedy
Lyndon B. Johnson
John McCone

Dean Rusk

Edwin M. Martin

Robert McNamara
Douglas Dillon
Robert Kennedy
General Maxwell Taylor
McGeorge Bundy

Thecdore Sorensen

George Ball

Roswell L. Gilpatrick
General Marshall S. Carter

President

Vice-President

Director, CIA

Secretary of State

Assistant Secretary of State,
Inter-American Affairs

Secretary of Defense

Secietary of the Treasury

Attorney General

Chairman, JCS

Special Assistant to the President,
National Security

Special Council to the President

Under Secretary of State

Deputy Secretary of Defense

Deputy Director, CIA

This group of men guided the course of events through the Cuban crisis, thus
utilizing a body of experience that President Kennedy believed was qualified

to deal with a specific threat.

1. OStewart Alsop and Charles Bartlett, "In Times of Crisis," Saturday

Evening Post, 8 December 1962, p. 16.
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Crisis situations involve factors transcending the boundaries of traditional
organizational responsibilities. Only the Office of the President is capable
of focusing these many aspects of a crisis. In the President's assessment,
the ExComm, as he constituted it, was able to evaluate available threat
intelligence and to advise him in a manner most satisfactory to him and with-
ou* unnecessary de’ay.

In more recent times President Johnson formed his own compact group of
advisers to deal with current crises. The group is a distilled version of
ExComm, scmetices known as "the Big Three" or the "Night Hawks' because of
their nocturnal meeting habits as well as daily conferences. The members of
this group are men wvho were also members of the ExComm: Robert S. McRemara,
Secretary of Derense; Dean Rusk, Secretary of State; and McGeorge Bundy, of
late Special Asaiitant to the President. Other advisers have been called in
on crisis matters™ as needed.

The Presidential decision is shaped by major forces of influence arbitrarily
grouped under three frames of reference: sidential politics, Presidential
advisers, and the Presidential perspective.“ These frames of reference look
beyond the organizational chartes into the real, but more nebulous, influences
that shape the Presidential decision.

4.3 DEFENSE READINESS
The posture of our military and civilian readiness to meet a given threat

will genera) .y ir“luence the timing, content, and method of dissemination of
crisis infucmation.

h.3.1 Military Readiness

There are two classic :nd rather divergent philosophies of defense. (ne
states that wve must be prepared to defend ourselves against a threat, but
never strike until we have been hit first. The other says that, when
threatened, strike firet and thus reduce our opponent's ability to hit us.
Historically, the Unite” States has alwvays advocated the philosophy of never
being the first to attack. This is cur stated policy today, and thus we

gear our defensive postuv_2 to be able to abso-d a first strike. For this
policy to be successful, an adequate retaliatory force nust survive the attack.

1. Time Magazine, 30 April 1965 85 (18), pp. 29-30.

2. Sorensen, op. cit., p. 43.
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With today's sophistication in nuclear weapons and the means to deliver them
to almost any point in the world, we cannot, however, afford to discount a
preventive or preemptive attack as our possible reaction to a threat. Many
factors, of course, could influence any decision to veer so drastically from
our stated policy--whether the threat is to the continental United States
itgelf or a limited crisis situation in somwe other part of the woxid; the
consequerces of such an action; the personality and philosophy of the
President and his advisers; and many more. In the final analysis, though,

a situation could become criti.al enough; and the balance of power thrown off
tc such an extent that preemptive attack might be our only means of defense.

We can expect that any military reaction to a particular crisis will be
dictated both by the nature of the threat and tbe operational readiness,
disposition, and logistics of our defensive forces to meet it. This is a
prime consideration in the general disposition of our armed forces throughout
the world. What would be needed to defend our position in a pasrticular area
is determined by the importance the U. S. attaches to the area and the kind
of threat that exists or could erupt. For exanple, the numbers and kinds of
men and equipment which the United States maintains o protect our interests
in Panama differs considerably from the make-:n of our armed forces in West
Berlin.

On the other hand, a crisis could erupt in an area where it would not be
expected or, at least, where we would not be completely prepared to meet it.
In this case a course of action would be chosen based upon the existing
defensive posture or, ii time and the situation permitted, additional forces
could be brought in to allow & different tactical reaction to the threat.

The tactical action decided upon to meet a threat will greatly influence the
release of crisis information. For instance, if a crisis occurred, such as

a threat to the United States position in a foreign land, and our answer to it
would be a show of force to support our intent to stay, then crisis information
would probably flow rather freely from the early stages of the crisis. If,
on the other hand, a crisis developed which could be met by several altecrna-
tives, and the success of any one of them, tactically and diplomatically,
depended upon secrecy until the choice was announced or the tactical action
taken, then crisis information would undoubtedly be withheld until the
appropriate time. Aside from the timing aspects, crisis information might
also be tailored in a way to give false information to the eremy and hide our
real intentions.

The many factors that govern the release of threat data to the public can bhe
demonstrated quite well by the Cuban crisis of 1962. For months prior to the
actual outbreak of the crisis, unofficial information about the Russian
military buildup in Cuba reached the people via the various news media. 1In
late August,the first "semiofficial" statement came from Senator Kenneth B.
Keating of New York, when he said that he had information that there were 1200
uniformed Soviet iroops on the island. The adw.nistration's official reply




31 January 1966 2-12 TM-L-1960/091/00

to all of these reports was that it had no information as to the presence of
uniformed Soviet trocops in Cuba or of any weapnns which co'dd not be considered
as defensive. Despite the govermment's professed ignorance of eny potential
threat, each wnofficial —eport camwcundei the public alarm.

On 14 Ociober, tLe first reconnaiesance photos absolutely confirming the
presence of offensive missiles in Cuba reached the (IA. On 16 October,
President Kennedy assembled for the first time the ExComm to eveluate the
situation and decide upon a course of action to meet the threat. After much
debate, the alternatives were reduced to two: air strike o: blockade. U. S.
armed forces around the world were put on tlert; the Strategic Air Command
and the Air Defense Command secretly began moving to battle stations; and
diplomatic forces throughout the world prepared for imminent worsening of the
sftuation. President Kennedy made his decision on 21 October: there was to
be a Llockade of Cuba. This same day the National Security Council met

with the Office of Emergency Plabning for the first time to learn of the
Presidenti's decision. At noon on 22 October, Pierre Salinger, the Presidential
News Secreta.y, announced that the President would make an urgeat address vo
the nation on radio and television at 7:00 p.m.

Dur_ng all of Octob .r the government maintained an extremely tight security
cloak on all data about the crisis. There were news reports of increased

U. 8. air, ground, and sea activity at military locations throughout the
Southeastern United States; newspapers printed exclusive "intelligence"
reports from Cuban exiles about an offensive build-up on the island; editorial
opinions flowed forth in print and over the air; again Senator Keating stated
that he had confirmed reports that interr diete-range ballistic missile sites
were being constructed in Cuba. To these and other reports the government
replied by denying the military alert by saying that the military build-up
in the Southeastern United States was "an ordinary thing to do"; and by still
professing no knowledge of offensive weapons in Cuba.

When President Kennedy addressed the nation on the night of 22 October, he
communicated the first crisis information on the Cuban situation. In
hindsight, his stutement may have been overdue, for the people were saturated
wvith rumors ané unofficial conflicting reports; but had information been
released as each event occurred, such as by giving the reconnaissance photo-
graphs to the press when they first came in, or by telling the peovle that the
President and the ExComm were debating an air strike as opposed to a blockade,
the Russians and Cubans would have had time to alter their *z2cotics which
could have negated the effect of our countermeasures, intensified the crisis,
or both. On the other hand, to have withheld the crisis information until
after the blockade had been effected, President Kennedy might not have gotten
the support of the people and the free world in general. Such support was
considered vital to the success of the plan. The information had to be with-
held until Jjust before the blockade was put into effect to maintain the
element of surprise, yet it was necessary to tell the people before it was

to begin in order to get public support to carry it out.

N
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Had it appeared that the decision to blockade could not be kept a secret
until we were fully prepared to effect it, or had it been decided to try and
make tl.e Russians think we were going to do something else, the government
might have released tailored crisis information to draw attention to other
things. If the President had decided upon an air strike to counter the threat,
the content of the crisis information and the timing of its release would
probably have been different. The announcement of en air st:-ike could have
been made a short time before it was launched to allow the (ubans time to get
their people out of danger areas. This humdnitarian approach would save more
Cuban 1i.es, but it would also allow the enemy cime to mohili-ze its offensive
and defensive forces to better meet our attack, and that would cost more
American lives. On the oiher hand, the announcement might have been withheld
until after the attack hef commenced to ensure surprise, thus permitting
maximum strike effect, and minimum loss to our forces. 1In either case, the
need for public support to guarantee the plan's success would not be as vital
because if the attack were successful and the missiles destroyed, the threa
woculd no longer be there. There are, of course, many other considerations
vhen contrasting the consequences of so drastic an action as an air strike to
those of a blockade, particularly in the area of public reactiun, but these
are considerations which would affec* the choice of the tactical action itcelf,
not when and how the peopie would be told about it.

4.3.2 Civilian Readiness

Unlike our military defense posture, vhich is str.:tured to maintain a
relatively high level of preparedness at all times, civilian readirzss is a
varying condition. This 1s so because civil defense is composed oi two
aspects, their compatibiliity being a somewhat fluctuating thing: (1) the
program which the federal government provides for survival, and (2) the
public awareness of the program, and how prepared the people are to take
advantage of it.

In line with our national policy of retaliatory defense, we orient our <ivilian
defense posture toward being able to absorb a first strike. A high percentage
of tbhe population must survive the attack, and the nation must remain
economically viable for future recovery. To this end the federal government,
through the Office of Civil Defense, has spent, and is continuing to spend,
millions of dollars to increase the ration's ability to withstand a hostile
attack. The National Faliout Shelter Program; the research, establishment,
and on-going sophistication of tie Attack Warning Syctem; the training of
both professional and voluntary civil defense personnel in shelter management,
radiological monitoring, and the like; the assistance given industry in the
development of emergency operations plans to ensure continuity of management
and basic industry survival; these, to name but a few, are parts of the
federal govermment's program for building our civilian defensn posture.
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The interest in and acceptance of this program by the general public veries
depending upon their awareness of the world situation. During normal times
vhen the threat is at a low level, the public attitude toward civil defense
is one of relative unconcern, flavored at times with a certain degree of
apathy, and even rejection. The people are aware that shelters exist, that
they are there to protect them in the event of a nuclear attack; but most of
the general public does not know vhat the shelters will protect them from,
or even where their nearest shelter is located. A% times a book or a motion
plcture will appear that will arouse the public emotions to the threat of the
nuclear age, but in general any excitement which they cause is short lived
and their educational value generally nil because the facts presented are
often based upon dramatic, but felse, premises.

in a crisis situation the people's concern about the problem grows and declines

in 1relation to the threat itself. The amount of concern that they have,
however, is dependent upon the amount of information they receive about the
threat, whether official or unofficlal, and on how close the threat is to them
personally. For instance, the public concern about the Cuban crisis grew
with ach news bulletin, but it was never as great in Montana as it was in
Florid. .

In the early stages of a crisis, even before any crisis information is
released, the concern is often one of curiosity--people want to know what is
happening. As the threat grows and the people learn more about it, this
curiosity broadens into wonder, and even worry, about what a person could do
to save his life. It is at this point tha*t concern about civil defense
readiness begins to increase. The longer a crisis continues, whether it
escalates or remains steady, the more concerned the public becomes about
preparedness. If the crisis subsides, public concern about civilian
readiness levels off and then begins to fade.

In addition “o major crisis information, which is specific to the developments
in the crisis itself and emanates from the President or other high level
government officials, there is what is termed crisis-related information,
vhich is the kind of information people sometimes seek as & result of
receiving major crisis information. Though crisis-related information can
come from hirn government levels, it can also emanate from the lower eche’-us.

Whether the crisis information presented is specific to the threat or only
indirectly related to it, it is still onl; informative, not directive. It
can, however, trigger definite reactions, depending upon how it is presented
and interpreted. When crisis information is released, some people can be
expected ‘mmediately to take that information as warning and react in
anticipation of a worsening of events. What they dc can be foolish, for they
are often acting without direction. Others are aware of civil defense or
play an nactive role in it, and these may move into action just to make sure
they will be ready in case the threat exceeds the critical point. And there
are those who, when officially told about the threat, begin to seek direction
on how they can prepare themselves.

O

C
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Shortly after President Kennedy announced the blockade of Cuba in 1962, a
civil defense director of a large metropolitan city was queri-d by the press
on several aspects of civil defense. One of the questions asked concermed
the advisability of stockpiling food in the home in the event the crisis
eocalatec. The civil defense director responded by saying taat the people
should b2 prepared for any eventuality, and that having ext-a food on hand
would certainly be wise. Based upon this one remark, a rash of food buying
spread throughout the city.

Here is 8 case of reaction based upon misinterrcretation. President Kennedy
gave speciiic crisis information in his annourcement of the blockade. The
civil defense director provided crisis-relate( informetion wher he spoke on
the status of civil defense in his ciiy and the advisability of having extra
food in the home. Though to some extent it was the fault of the press for
quoting the civil defense director out of context, the people reacted to the
civil defense director's remarks as if they were told tc do something.

In a threat situation the people should be kept informed so that they may
prepare to take protective action if strategic or tactical warning appears
imminent. We are handicapped, however, by the fact that the release of crisis
information, if not carefully controlled, can trigger unwanted responses due
primarily tc the varying, but usually low-level, civilian readiness condition.
To avoid these potential undesirable reactions, then, what c¢risis information is
released as well as how and where this release is accomplished, will be

greatly affected by the existing level of public concern for preparedness as
well as the current level of civilian readiness.

In addition to the na*ure of a crisis and our existing military posture at

the time it occurs, our civilian readiness will also influvence our choice of
a tactical action to meet it. If a threat were such that one reaction to it
might trigger enemy action against our cities and population, then certainly
our civilian capability to absorb a retaliatory strike would affect the choice
of that action over other alternatives which might not have as severe
conseguences.

k.3.3 Readiness Reporting

Information on the posture of our armed forces throughout the world is
reported via the Joint Operational Reporting System JOPREP). Established by
the JCS as a standardized system for the rapid exchange of information,
JOPREP was designed to provide the data required by the NMCC, and provides
both manual and automatic report processing. Reports are reguired from the
Unified and Specified Commands, the military services, and other defense
agencies. The submission of reports is on a periodic or as-required basis
after certain conditions are met, such as the declaration of an Air Defense
Emergency. Some types of reports cover intelligence of enemy activities, but
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the majority of them cover the operational status of our own foices in the
continental United States and overseas. Operational readiness, force
disposition, logistics, and air lift readinezs are the major categories of
the reports.

Through the use of this system, information on the defensive readiness of the
United States military forces is collected and evaluated at the NMCC. From
there it is made available to the National Security Council via the Secretary
of Defense.

The role of the Office of Civil Defense in a crisis situation is to advise
the President and Secretary of Defense on the state of pational civil defense
preparedness, and to initiate actions necessary for implementing Presidential
decisions. Through the use of his advisory and executive staffs, snd with
access to state and local government units through the OCD regional offices,
the Jffice of Civil Defense is the logical source of information on organ-
szational and public readinees, and op the feasibility of carrying out crash
programs to improve the public defense posture.

A reporting channel for these data had been established through the NMCC.

If a crisis reached a given stage, it was intended that OCD participate in
the activities of the NMCC. At this level civilian readiness information was
to be combined vith threat intelligence data for presentation to the Rational
Security Council. Subsequent to the transfer of OCD to the Office o“ the
Secretary of the Army in March of 1961&,l however, OCD was deprived of access
to the NMCC. At the presenc time readmission of OCD to the NMCC is being
negotiated through the Army 8taff. Pending readmission, OCD must report
defense readiness information through Army channels to the NMCC or through
ad hoc channels currently undefined. In addition to the curreatly non-
existent NMCC channel, the Dircctor of the Office of Civil Defense may be
asked for information directly by the President, or he may be requested to
furnish it directly to other government units, such as the OEP, N3SC, or the
JCS. He may also be asked to act as liaison between the President and the
governors of the individual states.

Additicaal problems exist, moreover, in the delineation of the kind of data
required by the Secretary of the Army, the NMCC, and the President; in the
relationships between OCD, NMCC, and CEP; and in the availability of reliable,
secure communications cha nels, especially from federal to state and local

levels.

The types of information which mi_ ht be needed by the President and RSC are
not well defined. Since the requirements could be diverse, certain items of
informatioa might not be available at OCD headquarters, and the accuracy of

1. Department of Defense Directive 5160.50, 31 March 196k.

8
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data expediently obtained in a crisis situation may be low. In addition,
the response time required for collecting and organizing the information may
be too long for the information to be effective.

The OCD/NMCC channel for furnishiag informstion to NSC and the President is
logical and appropriate. Problems exist, however, in its utilization. The
tasks assigned to OCD were poorly structured, and the operational interface
between (CD and NMCC was not sharply defined. OCD did not aormally maintain
a position in the NMCC, but participated in it only if a crisis situation
deteriorated so as t2 require a high DEFCON level. The absence of OCD
reprecentation in the NMCC in ihe early stages of a crisis potentially
created delay and confusion in the acquisition of civilian readiness irforma-
tion. Also, the extent of this participation had not been formalized. The
current renegotiations of OCD's position in the NMCC offers an excellen®
opportunity for correcting previous deficiencies.

The Director of the Office of Emergency Planning (OEP) is charged with the
responsibility of assisting and advising the President in determining policy
and establishing responsibilities for all e ergency preparedness activities
of the government.l This responsibility includes coordination of activities
and determination of apprupriate civil defense roles of federal departments
and agencies, state and local organizations, and of private participation.2

The accomplisiment of these tasks requires an on-geing knowledge of the state
of civilian preparedness, and OCD furnishes this information to OEP as it is
needed. While this channel also seems appropriate, it, too, is not well
structured. The division of responsibilities and advisory functions between
OCD and CEP is not clear. To a considerable extent these areas of responsi-
bility even overlap.

The Integrated Management Information System (IMIS) will provide OCD with a
system for evaluating the readiness of local civil defense programs. This
evaluation will add to OCD's store of information available to the decision
maker. The system, a subsystem of the IMIS called the Readiness Evaluation
System, is designed to provide Readiness Indicators of local civil defense
programs, such as community shelter plans, EBS stations, radiological defense
monitors, etc., that affect the survivability of a population subjected to
fallout.

The Readiness Indicators built into the Readiness Evaluation System are intended
to measure a locality's relative potential to survive the effects of fallout
and the extent of individval civil defense programs to contribute to this

1. Executive Order 11051, 27 September 1962, as amended.

2. Executive Order 10952, 20 July 1961, as amended.
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survivability. The Readiness Evaluation S8ystem should, therefore, be regarded
as indicating the capability of a locality to save lives from a fallout hazard.
The CD Local Readiness Report and a summary report, the CD National Readinens
Report, will form the basic_information on local civil defense readiness for
use by the decision makers.

5.0  STRATEGIC WARNING

Strategic Warning is the giving of official direction to the people to take
certain precautionary measures to protect themselves in a situation where an
enemy attack appears imminent, but has not yet been detected. Crisis infor-
mation would undoubttedly accompany a warning and continue to be disseminated
in the period following the strategic warning announcement. One example of
strategic warning might be "stay tuned to your radio for further information
concerning the enemy threat." While this is probably the lowest level of
strategic warning, it is none-the-less real warning in that the people are
actually being directed to do something. An attack has not yet been detected
at the time of a strategic warning, so public reaction, while very important,
does not have the critical time constraint that is present at the time of a

tactical warning.

In all probability strategic warning would be announced by the President. The
warning, disseminatel over radio, television, and other news media, would
have the credibil’ty and wide audience characteristics of special Presidential
announcements. His office affords the broadest perspective of a national
threat and would oe the logical point to make and announce the strategic warm-

ing decision.

5.1 FACTORS THAT INFLUENCE THE DECISION TO DISSEMINATE STRATEGIC WARNING

The President would be influenced by a multitude of factors as he arrived at
the point of announcing a strategic warning. These factors vary, and their
degree of importance will change from crisis to crisis. It is desirable,
therefore, to have a firm national strategy to be useg as a guide for the
allocation of the nation's resources during a crisis.

The President has several sources available to him for developing national
strategy. Among these are the Cabinet officers, the Rational Security
Council, the White House Staff, the Department of State, and the Joint Chiefs

1. Stanford kesearch Institute, OCD Readinens - Readiness Indicator -
Readiness Model, Draft, 5 Febriary 1965, pp. 3, &, 20, 21.

2. Patrick W. Powers, A Guide to National Defense, Frederick A. Praeger, Inc.,
New York, New York, 1964, pp. 33-3k.
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of Staff. In addition to the executive branch, Congress exercises a key
role in the formation of strategy by passing pertinent laws, ratifying
treaties, and appropriating funds for the maintenance of the armed forces,
important foreign commitments, and government organizations.

An intelligence system provides information relative to national strategy to
aid the decision-maker during any specific crisis. Until World War I the
intelligence systems of nations were considered primarily as wartime activities.
Thie condition existed in the United States until World War II, after which

the major powers continued gnd increased their intelligence systems in the
crisis-ladsn peacetime era.

In addition tvo information on the capabilities, vulnerabilities, and inten-
tions of foreign nations, domestic resources and objectives must be kmown.
Civilian and military preparedness would represent large considerations when
planning a strategic warning. The percentage of our national budget devoted
to civilian and military preparedness indicates, to some degree, the emphsasis
we place on this phase of our national life ns a method of meeting enemy
threats to the United States.

Public opinion, both national and foreign, may have considerable influence
upon any strategic warning decision. In a crisis enviromment the news media
will play a vital role in shaping the emotional tcne of public opinion. The
reactions of the public through pr:ssure groups and Congress will be evident
to the President, if time is available for these reactions to reach him.
Decisions on increased public preparations to meet an enemy threat will demand
public support. The President, by virtue of his office, has the ability to
shape and direct pullic support in a crisis environment. Because the issues
are generally so complex, the facts so obscure, and the period for decision so
short, the American people are usually willing to support any reasonable
decision he make~ compatible with overall national strategy. This willingness
is attested to by the tradition, within the United States, of bipartisanism in
dealing with crisis situations.

The ability of the national economy to withstand the expenditure of resources
necessary to meet the threat; legal agreemente, both internationel and
national; the iocal political situation; validity of intelligence; qualifi-
cations of advisers; and ecssessment of how far each side is wiliing to go to
further their objectives are but a few of the factors that would influence

the strategic warning decisici. The President, and his advisers, must consider
and weigh all of the factors, but they must also know the limits of their
information and the limits of the actions taken. Political campaign plans for
the handling of national threats are sometimes dramatic and precise, but once
elected the President comes to better appreciate the many limits placed on

1. Allen Dulles, New York, The Craft of Intelligence, The New American
Library of World Literature, Inc., New York, New York, 1965, pp. 26-2T.
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his choices of action. He is then acting as the leader of the nation, and
in many cases the leader of the free world, as well as the leader of his
political party. If he fauils to lead, no one_ leads. "The buck,” in
President Harry Truman's words, "stops here."l

5.1.1 Decision to Withhold Warning

The United States has never employed strategic warning. It would seem, then,
that the weight of history is in favor of releasing either crieis information
or tactical warning, but not strategic warning. The discovery of offensive
missiles in Cuba in 1962 generated crisis information, but strategic warning
was not employed. The Japanese attack on Pearl Harbor produced tactical
wvarning to the continental United States after the strike had been completed
becavse it was feared that the Japanese were planning to invade the west
coast..

There are foreseeable situations that would diciate a "not to warn" decision
in our present crisis-ridden environment. Our government monitors and guides
almcst all world situations that could erupt into a crisis. It also protects
the United States' interests ir a crisis sitvation. To give the public
strategic warning would be admitting a loss of control over the situation.
This may be the only choice left, but often other alternatives are present
wvhich would influence the decision not to give strategic warming:

1. A crisis aituation might deteriorate too rapidly for reliable
intelligence to be evaluated, and enemy attack preparations might
have progressed to a point where tactical warning would be more
appropriate than strategic warning.

2. One or two strategic wvarnings might have been issued with no
apparent deepening of the crisis. A public "cry wolf" attitude might
have been produced, and it would be felt that another warning would
produce no public action.

3. There could be a possibility of giving false warning. The cost
of a false alarm to the national economy might be of a magnitude to
influence a decision not to dissem!nate strategic warning.

4, A crisis situation might bave progressed to a point where it was
apparent that the cnemy was prepared to attack. Our plan might be
to exercise a preemptive attack to destroy their offensive military
capabilities before they could launch their attack. A strategic
varning to our population would be withheld to conceal our intentions
or the intentions of an ally.

1. Soremsem, op. cit., p. 83.



31 January 1966 2-21 TM-L-1960,/091/00

5. A strategic warning to the Unitec States population might be
interpreted by the enemy as a hostile act, and this could precipitate

a preemptive attack on the United States.

5.1.2 Decision to Warn

It is desirable to protect as many persons as possible in the event that an
attack should occur. This rather simple and self-evident statement is, of
course, much easier to make than to transform into action. Moving even a
portion of a population of one hundred-ninety million into action following
a strategic warning would be a formidable task. But if the public had some
advance warning of an attack they could, in some situations, take action that
would enhance their survivability. To do this they would need protection
from fallout. After the attack they would need continuity of government,
industry, and service functions to continue some form of living. Strategic
warnings might provide enough time for these functional entities to prepare
for the attack.

Surprise attack by the major powers seems unlikely during the foreseeable
future. The balance of power is such that either side would suf.er losses of
such enormity that other means of advancing national policy mday be more
desirable than war. Tactics that use some form or combination of limited
strikes, blackmail, manufactured crises, subversion, etc., have been used with
varying degrees of success since World War II without the result of & major
war. We might, then, expect a continuation of these tactics in preference to
a direct attack on the United States either following a strategic build-up

or as & surprise.

If this situation existed at the time of a cris!s, the President and his
advisers might desire to have the enemy know that the United States is sericus
in its stated policy to initiate some type of deterrent action if an enemy
Prokes it through threat. A strategic warning to the people of the United
States could serve as one factor in demonstrating the seriousness of the
government's intentions.

T.is psychological action against an enemy would, no doubt, be coupled with
the desire to prepare population, industry, and local gorernments for &.
attack. Undesirable actions on the part of the public might be avoided if
advance warning and crisis information were disgseminated. Much of the public
is unaware or uansure of the location of their nearest fallout shelters, how
to prepare shelter in their homes, or how to leave a city if evacuation is
desired. Strategic warning might allow civil defense personnel time to guide
the public in these matters.

Industry, in order to continue after an attack, must have warning time to shut
down in an orderly manner or allow skeleton crews to take their places and
continue the industry's function. Some industries can stop operations
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immediately, but many others require elaborate preparation to discontinue
their operations in a controlled manner. For them, adequate warning time is

essential.

5.2 STRATEGIC WARNING DECISION POINT

The strategic warning decision point is the climax of the strategic warning
decision process. Up to this point is evsliuation; beyond is implementation.
It is here that the decision to warn or not to warn is made.

The strategic warning decision point was approached during the 1962 Cuben
missile crisis when President Kennedy informed the public of the threat and
the action taken to counter 1t, but stopped short of directing the public
into action. 8Scme may argue that strategic warning was implied by the
Fresident's announcement, but the fact remains that he did not actually
present a course of action that the public should follow to prepare Iitself
for an eventual worsening of the situation. If he had directed the people to
take some action, such as, stock additional groceries in their homes, seek
out the nearest f{allout shelter, or even merely to stay tuned to the radio,
the nation would have reached and passed the strategic warning decision point.

6.0 TACTICAL WARNING

Tactical warning is the giving of official direction to the people to take
certain precautiona:y measures to protect themselves as a result of the
detection of an actual hostile attack againsi the continental United States.

The attack could follow a period of crisis and strategic build-up, or it

could, although unlikely, occur unexpectedly. In either case the detection

of the threat, its evaluation, and the dissemination of tactical waraning

would have to be accurate and swift. The time constraint which exists during
the tactical s’tuation, not present during the strategic situation, necessitates
forral, predesignea warning procedures and the mweans to evaluate their
effectiveness.

Tnese procedures define the conditions for initiating tactical warning basea
urcn the national strategy of Jdefending oureselves if attacked. Defense of
our population, govermment, industry, and military capabilitias depends, in
part, upon the amount of warning time the country receives. A vast air
deYense systems has been devised and made operational to provide the greatast
varning time poss.ble so that the nation can react positively to the threat.
Many contingencies of an attack have been anticipated, and the air defense
system has beun exercised utilizing the contingency situations. Methods of
reacting to a variety ol attacks have been devised and the decision to react
automatically, in a prescribed manne:, have heen made. This study, therefore,
considers the tactical warning decisicn, occurriry at the time of the attack,
as a subprocess, i.e., the implemer at'on of previous decisions.

o~
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6.1 INPUT

The federal government, primarily through the Departmeat of Defense, is
charged with the responsibllity cf detecting and recognizing an imminent
attack, either before or soon after it has been launched. To u«cccmplish

this requires 2 strong air defense capability wiith the puryose-of saving from
destruction as large s percentage as possible of the country's population,
government, industry, defensive installations, and offensive forces.

The North American Air defense Command, concurrent with the Continental Air
Defense Command, has operational control of the personnel, facilities, and
weapous of four component service ~ommands to carry out its mission of the
air defense of North America. These commands are:

1. USAF Air Defense Command (ADC)

2. U. S. Army Defense Command (ARADCOM)

3. Neval Forces NORAD Command (NAVFORNORAD)

4. Royal Caradian Air Force - Air Defense Command (RCAF-ADC)

NORAD receives threat information directly from sensor networks in Alaska,
Greenland, Canada, Great Britain, the United States, and the Atlantic and
Pacific Oceans. These sersors can detect aircraft and other air-breathing
vehicles, ballistic missiles over the polar regions of the North American
Continent, nuclear detonations in the United States, space objects, and in
ce:tain areas, sea-launched ballistic missiles. NORAD headquarters, located
in the NORAD Combat Operations Center (CCC) at Colorado Springs, Cclorado
and an alternate operations headquarters (ALCOP) are the central receiving
poTnts for this tactical information. ILesser quantities of tactical informa-
tion of a local nature come tc¢ the NORAD COC from NORAD Region and Sector
commend centers. NORAD interacts with many military and civilian agencies
in the performance of its mission and offers the focusing capability for the
detection and evaluation of all tactical threats to the continental United
States.

6.2 THREAT EVALUATION

The threat detection inputs are received in the NORAD COC. Evaluators in the

COC study the inputs, analyze and synthesize the data, and present the

evaluation of the threat to the decision-makers for their consideration of
appropriate action. Most of the threat detection input systems are complex

and their alarms are only circumstantial evidence that an attack is in

progress. Evaluators must therefore relate the alarm to other information,

such as threat constituting criteria, strategic intelligence, and the general
world situation, before forwarding it to the decision makers within the NCRAD COC.
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One of KORAD's missions is to provide evaluated threat warning intelligence
to Canada and the continental United States. NORAD COC gatbers data, uubmits
it to a number of tests, synthesizes direct threat with strategic

build-up data, and disseminates alarms in the form of DEFCONs and Air Defense

Warnings.

There ale at least three sources of hypotheses on the way NORAD decides
whether or not to declare an Air Defense Emergency or one of the DEFCONs.
These are: the statements of NORAD personnel on how this will take place;
past behavior of NORAD decision makers during actual crises; and, results

of the simulated decision-making exercises conducted at the COC. These three
sources only approximate real attack situations. Even considered together
they provide only a partial picture of events that might occur. They do,
however, point to some general conclusions that will probably be valid for
some time.

NORAD has the capability of judging the implications of the data it gathers
and evaluates. It knows the system's limitations and its capabilities.

There are other decision-making centers, such as SAC Headquarters and the
White House, that receive threat information directly from some of SORAD's
threat input sources. They may also have some unevaluated data automatically
transferred to them through the NORAD COC. Hcwever, NORAD is the only entity
having direct access to all unevaluated data plus the experienced men and
equipment necessary for data evaluation.

6.3 TACTICAL WARNING DECISION POINT

Should an attack occur with little or no warning, an Air De¢ crse Warning Red
condition is in effect for NORAD forces. This condition pe mits the
immediate implementatior of readiness actions to bring forc s to a posture
of an Air Defense Emergency pending a formal declaration oi Air Defense
Emergency by the Commander-in-Chief NORAD (CINCNORAD). Su equent reversion
to lesser readiness conditions and air defense warnings w be effected only
by CINCNORAD.!

Notice of the Air Defense Emergency (ADE) declaration and a sta‘sment of the
incideat causing tne declaration === provided to the Joint Chiefs of Staff
via thre Air Force Control Point (AFCP). The JCS Telephone Authentication
system will be used to authenticate the call. The commander declaring ADE

1. Headquarters, North American Air Defense Command; Headquarters, Continental
Air Defense Command, Operations, Defense Readiness Conditions, States of Alert,

Alert Requirements and Air Defense Warning (u), NORAD/CONAD Regulation 55-3,
Secret.
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will also stand by to brief an emergency Pentagon conference of the President
and the JCS on the telephone when such a conference is convened by the AFCP.

A resultsnt decision by the President and the JCS on the basis of the combined
conference may be the declaration of ¢ Defense Emergency. All Commands w-uld
then take steps to implement emergency measures on a level with those of NORAD.

Situations other than an attack without warmiug or a missile attack could
nrecede tlLe declaration of an Air Defense Emergency by CINCNOIAD. International
relations may have deteriorated to such a degree that measures must be taken

to achieve maximum readiness for both military forces and civilian agencies.
Significant strategic and/or tac’ ical indications of hostilities aga’nst U. S.
forces overseas, U. 8. .. "..e3 or possessions, and/or the North American
contineant may have been received. War would appear imminent. The result
could be the declaration of the high.st state of preparednees by CINCNORAD

for the NORAD forces and civilian agencies whereby all defensive and protective
measures are readied for implementation. This declaraticn is the authority to
implement approved military and civilian plans for the defense of the North
American continent.

Implementation of the tacticel warning decision for the military forces 1is
carried out tirough the Automatir Actack Warniag System (AAW. ). The AAWS
went into operations on 1 Septemper 1964 as the system used by the NORAD
commsnd to warn the military forces in the Ncrth American continent of an
enemy attack. Nearly 200 sites in the United States, Greenlsnd, and
Newfoundland are tied to the network. Plans for extending it to NORAD sites
in Canada, in addition to those in Newfoundland, are uncer considera ‘on by
Canadian authorities. If approved, provision of the system in Canada will be
a mutine installation task.

In addition to its recponsibility to warm the military forces, NORAD has
additional responsibilities related to the warning of the civilian population.l
These include:

1. To plan for the participation of OCD in the defense of the
contiguous United States and Alaska ineofar as air defense warnings
are concerned.

2. To display and evaluate the air defense situation in order to
determine when and where Air Defense Emergency military air defense
wvarnings are required, and specify the degree of such wernings.

3. To notify the OCD National Warnirg Center and its alternates
whenever there is a change in a Defense Readiness Condition (DEFCON).

1. Heeadquarters Rorth American Air Defense Command, Memorandum of Under-
standing Concerning the Civilian Attack Warning System Between OCD and NORAD,
Regulation 55-23, 3C November 1962, pp. 3-4.
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k. To .otify the OCD National Warning Center and its alternates
whenever an Air Defense Emergency is declared or terminated, and
whenever the degree of Air Defense Warning is changed.

6.b4 OCD TACTICAL WARNING ACTIVITIES

The Office of Civil Defense is responsible for establishing and maintaining
a national warning system for declaring and disseminating warnings to state
governments and, by special arrangements, directly to political subdivisions.

NORAD 's detection and evaluation system provides the intelligence from which
NORAD Commanders determine the probability or imminence of air attack. The
tactical information available on the various displays at the NORAD COC
includes quantitative estimates of the threat, communications status, and the
status of defensive forces. OCD National Warning Center (NWC) personnel have
access {0 all of these data. In addition, they participate in intelligence
briefings and have a drop on CINCNORAD's internal tactical phone. In essence,
they have the came information available to them as do NORAD threat evaluation
personnel.

The NWC personnel use the intelligerce information, the military situation,
command decisions within the NORAD C0C, existing OCD directives, and the
status of coomunication: as the basis for carrying out their mission. That
mission is to declare the Air Raid Warning and transmit it to the civilian
population of the United States.

The dissemination of an Air Raid Warning is accomplished over the National
Warning System (NAWAS). The NAWAS is the civilian counterpart of the
Automatic Attack Warning System and consists of full-period, private-line
voice circuits leased from the communication common carriers.

The OCD NWC is the primary contro.. point for NAWAS. On 1 May 1965 the NAWAS
was realigned to create an organization locating the NWC at Headquarters

NORAD, Colorado Springs, Colorado; a first alternate warning center at OCD

Region 5 headquarters, at Denton, Texas; and a second alternate warning
t(:enter)a{ the present location of the Washington Warning Area Control Point
WWACP) .

1. Office of Civil Defense, Realignment, Organization, and Responsibilities
of the OCD National Warning System, Memorandum, 13 April 1965, pp. 1-2.

et MRy
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The declaration of an Air Defense Emergency (ADE) by CINCNO is the current
najor criterion for the declaration of an Air Raid Warning.t Actions by the
military to increase the readiness of their component forces, however, may be
performed without the declaration of an ADE on the basis of threat information
from BMEWS and other detection sources. BMEWS alamm levels and confidence
estimates indicating a missile attack are used by the military to increase
the readiness of military organizations. DEFCONS are used by the military
and by OCD NWC for alerting OCD Warning Centers, OCD Headquarters, OCD
Regions, and the WWACP. Only when OCD National Headquarters deems it
advisable or when a high DEFCON level has been reached do the state govern-
ments receive official notice of the need for increasing ihe readiness of
their organizations. DEFCON changes are never announced over the NAWAS
warning circuit. Such changes are transmitted over the NAWAS control circuit
from the NWC direct to the OCD regions and, according to established local
procedures, from the regions to the states. Local governments receive notice
of the threatening situation from the state governments or from informal
sources such as military units.

The decision to warn the public of a tactical threat is made at_the national
level. In effect, it is a decision that has already been made. The Office
of Civil Defense has established standard operating procedures for the
declaration and dissemination of Air Raid Warning. Unlike the decision to
give strategic warning which would or would not be made by the President during
a critical situation, the giving of tactical warning is dependent upon the
existence of certain predetermined conditions. Thus, it has already been
decided that 1f these conditions exirt, namely, that an attack has been
launched against the United States or that the country has been hit by hostile
forces, tactical warning will be declared. The role of the OCD Warning
Officer at the NWC is not to decide whether to warn or not to warn; rather, it
is to implement the foregone decision. Thus, upon the NORAD declaration of an
Air Defense Emergency, the OCD Warning Officer immediately and automatically
reasponds by declaring Air Raid Warning.

The greatest effort of the OCD personnel in the tactical warning process is
in its final phase, that of implementing the decision to warn. It is here
that the problems begin.

1. Office of Civil Defense, OCD Warning Center Procedures for Operation of
the National Warning System, OCD Manual L4305.1, January 1963, p. 1.

2. As a result of the reassignment of the OCD communication-electronics
functions to the U. S. Army Strategic Communications Command (STRATCOM), the
responsibility for disseminating civil warning is now formally vested in the
hands of a military organization, even though all warning officers are
currently civilians.
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1.0

CHAPTER THREE

LEGISLATIVE AND FISCAL HISTORY OF THE

CIVIL DEFENSE WARNING PROGRAM

INTRODUCTION

This chapter examines the development of the civil defense warning program.l
It is intended as a resource document for future warning studies. It performs
the following functions:

2.0

1. Collects material showing the legislative and fiscal history of
the civil defense warning program.

2. Analyzes the development of the civil defense warning program.

In this analysis emphasis is placed upon the verbal and fiscal inter-
action of the federal civil defense agencies with various Congressional
committees (especially the Independent Offices Subcommittee of the
House of Representatives).

3. Details the development of the civil defense warning program.

This chapter shows the nature of and requested funding for programs
proposed as well as the manner in which these proposals were made; the
chapter also shows the nature of and funding provided for programs
accepted as well as any identif’able Congressional response to the
initial proposals.

CONCLUSIONS

Funding of the Civil Defense Warning System, with the possible exception of
research efforts, has received adequate and consistent Congressional support
throughout the program's history.

It is considered that this support can be traced to three basic factors.

1. The original program was an extension of one started by the
military and which already had Congressional support.

2. There were no radical changes in program direction from year to
year. Rather, the proposals made provided for orderly growth of the
system. Thus, Congress was able to judge what was proposed against
what had been accomplished.

1.

This chapter replacec Legislative and Fiscal History of the Civil Defense

Warning Program, which was originally published as TM-L-1960/060/00, dated
14 October 1965.
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3. About 40 percent of the funds were for the purpose of direct
support of the state and local effort.

3.0 GUIDE TO ANNEXES

Annex I to this chapter (pp. 3-12 ff.) covers pertinent excerpts from the hear-
ings on authorizing legislation; Annex II (pp. 3-15 £f.) covers bhearings on
the status of civil defense; and Annex III (pp. 3-20 ££.) covers hearings on
the annual appropriations for ~ivil defense. Annex IV (pp. 3-T9 ff.) covers
the fiscal history of civil defense warning systems including a summary of
total obligations by major warning programs for fiscal years 1951 through
1964; a comparison of selected warning funds requested and those obligated
versus the total funds requested and those appropriated; and a year-by-year
analysis of funds obiigated Ly the warning program.

k.0 DEVELOPMENT OF THE CIVIL DEFENSE WARNING SYSTEM

Over the years, a number of subsystems of the warning system have been
separately justified and funded. In this report, each subsystem is traced
from its inception. The subsystems are:

National Warning System (NAWAS)
Control of Eiectromagnetic Radiation (CONELRAD)
and its replacement,
The Emergency Broadcast System (EBS)
National Emergency Alarm Repeater (NEAR) System
Radio Warning System

Since there Lave been no specific appropriation limitations on warning, it
generally is impossible to show specific Congressional action on funds
appropriated for warning versus funds requested. In lieu of this, wherever
data were availsble calculations are made of warning funds obligated as a
percent of warning funds requested, ard this percent compared to the percent
of total funds appropriated versus total funds requested.

h.1 NATIONAL WARNING SYSTEM

Included under this discussion is the system for the transmission of attack
warning intelligence from the federal to the state and local levels, and the
program for providing financial assistance to the state and local levels for
the outdoor warning system.
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Work on a nativnal warning system was initiated immediately upon establishment

of the Federsl Civil Defense Administration in 1950. 1In the hearings on the
authorizing legislation, once certain questions were clarified for the com-
mittee members, the program received Congressional support (Annex I. pp. 3-12 £.).

4,1.1 Fiscal Year 1951

For Fiscal Year 1951, $5,758,500 was requested for attack warning ard com-
munications, vhich included $98,000 for operating costs of the warning system,
$34,000 for operating costs of the communications division, and $5,626,000
for matching funds for alert and communications equipment.

The civil defense witnesses did not convince the committee that the warning
system should be operated by civilian officials. Ir fact, the Comittee

report indicated the taking over of this ‘arning function by the civil defense
authorities would jeopardize the functions of the Air Force (Annex III, p. 3-22).

The House conmittee r>commended an appropriation of $5,110,000, of which
110,000 was for 100 percent federal contributions to the states, and
5,000,000 for matching state contributions. The Senate recommended an

appropriation of $160,000 and $3,840,000 for the same purposes. The actual

appropriation included only $110,000 for procurement of communications equip-
ment (including sirens) to be proviled to the states on a fully-federally
funded basis. No money was appropriated for metching contributions from the
states.

4.1.2 Fiscal Year 1952

In the Fiscal Year 1952 estimates, $240,000 was requested for operation of the
attack warning system, and $4,200,000 for attack warning system matching funds.

The House and Senate both recommended $2h0,000 for operations. The House
recommended $2,000,000 for matching funds, and the Senate $3,000,000. On the
basis of the actua) appropriations, $728,167 was obligated under the operations
category, and $2,676,230 for matching funds.

This support was apparently due to the fact that the civil defense witnesses

were able to explain satisfactorily the difference in responsibilities of the
Air Force and the FCDA in the waming area (Annex III, pp. 3-23 f.).

4.1.3 Fiscal Year 1953

For Fiscal Year 1953, the estimates submitted to the Congress provided
$590,000 for attack warning operations, and $4,750,000 for matching funds for
warning. The House recommended $300,000 and $3,000,000 respectively, for
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these purposes. Of a total estimate for operations of $30,000,000 for 1953,
$8,000,000, or 27 percent of the request, was appropriated. Of a total
estimate of $50,000,000 for matching funds for 1953, $15,000,000, or 30 percent
of the request was appropriated. The actual division of funds between warning
and communications was not explicitly indicated in the documentation of the
OCD budget for Fiscal Year 1953. The actual obligation for matching funds of
$969,378 for warning, was approximately 20 percent of the estimate.

There was very little discussion of the warning function in the House hecarings
(Annex III, pp. 3-25 f.), and none in the Senate hearings. As of the time of the
hearings, the warning system ccvered 1Th key points throughout the United
States.

4.,1.4 Fiscal Year 1954

In Fiscal Year 1954, $1,022,000 was estimated for attack warning operations,
and $12,000,000 for matching funds. Of a total of $30,000,000 requested for
matching funds, $10,500,000, or 35 percent, was appropriated. Of this latter
amoun., $3,500,000 was allocated to warning, or approximately 29 percert of the
original amount requested. $2,155,487 was actually expended.

The testimony of the civil defense officials in Justification of these requests
did little to advance the warning cause. Included were such statements to the
effect that the wvarring people were overpaid; that the Coomittee had acted
wisely in the past in reducing the amount of funds requested; and that an
increase in warning funds for 1954 was at the instance of the Bureau of the
Sudget (Annex III, pp. 3-26 ff.).

4.1.5 Fiscal Year 1955

The estimates for Fiscal Year 1955 included $11,000,000 for operations, of
vhich $3,740,000 was for "Operations control services, which included the
warning net. $10,025,000 was appropriated. $14,750,000 wvas requested for
matching funds, of which $1,300,000 was for warning. $12,000,000 was
appropriated.

The actual obligation for warning matching funds was $1,016,751, very close
to tne original estimate.

4,1.6 Fiecal Year 1956

In Fiscal Year 1956, $11.6 million was requested for operations, including
$4,870,000 for "Operations control services,' which included warning.

12,400,000 was requested for matching funds, including $1,000,000 for warning.
2,422,04l was obligated under the operations control services category, and
953,513 for matching funds for warning.
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In the House hearings, when questioned as to why the estimate included a
decrease in matching funds for warning, the civil defense witness indicated
that the program was nearly completed (Annex III, p. 3-32).

4.1.7 Fiscal Year 1957

In Fiscal Year 1957, $17,000,000 was requested and appropriated for matching
funds, including $1,500,000 for warning. Actual expenditures for this purpose
amounted to $1,193,87k.

There was very little questioning on the warnirg program in either the House
or Senate hearings (Annex III, pp. 3-34 f.).

4.1.8 Fiscal Year 1958

During Fiscal Year 1957, FCDA revised its warning system and estcblished what
is now known as NAWAS. The total NAWAS estimate for Fiscal Year 1958 was for
$1,105,000, with the actual expenditure being $1,073,957T.

20,000,000 was requested for matching funds, including $1,500,000 for warning.
1,615,565 was actually expended for this purpose.

The budget justification indicated that through Fiscal Year 1957, federal
contributions of approximately $8,900,000 bad been made for warning, and that
the state and local governments had spent approximately $11,400,000 additional
for this purpose (Annex III, pp. 3-35 ff.).

4.1.9 Fiscal Year 1959

Of a total of $19,400,000 requested for operations in Fiscal Year 1959,
$5,262,000 wvas included for "Warning and operations plans." Information on
the details of this item are not available. However, approximately $1,137,000
was obligated for NAWAS and $562,000 for the Washington Area Warning System.
No new funds were requested for federal contributions, but $17,000,000 was
carried forward from Fiscal Year 1958 for use in 1959. Of this amount ’
$1,800,000 was for attack warning. $1,571,629 in matching funds was actually
expended.

The civil defense witness testifying in the House hearings indicated that

the warning net now covered 200 critical points and that they wanted to increase
that capabil;.ty by adding 76 more cities during Fiscal Year 1959 (Annex III,

pp, 3-40 ff.).
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4,1.10 Fiscal Year 1960

The Fiscal Year 1960 estimates included a request for $28,800,000 for opers-
tions, of which $3,502,000 was for warning and communications. $25,000,000
in matching funds was requested, of which $950,000 was for attack warring.
The comparable amounts appropriated were $23,2é5 ,000 for operations and
$10,000,000 for matching funds.

42,795,937 was reported obligated for rarning and cammunication: and
$1,087,623 for warning matching funds.

The civil defense witnesses indicated that 276 points were then covered by
NAWAS and asked for funds to add 100 more points during Fiecal Year 1960.
Changes also were being made to make the system compatible with SAGE (Annex

III’ pp- 3-1“!" ff.).

4.1.11 Fiscal Year 1961

For Fiscal Year 1961, $25,750,000 was requested for operatiorLs, of which
$3,832,000 was included for warning and ccummunications. $24,700,000 was
appropriated. $3,873,000 was estimated as being obligated for warning and
commmnications during the year.

$22,000,000 wvas requested for federal contributions, including $1,455,000 for
atteck warning. $§16,000,000 was appropriated, of vhich $1,250,135 was
obligated for attack warning.

There was very little discussion in the Consressional hearings on the warning

problem. The civil defense witnesses indicated they planned to add TO more
points to the wurning system d ring Fiscal Year 1961. (Annex III, pp. 3-46 f££.).

k.1.12 Fiscal Year 1962

For Fiscal Year 1962, $4,382,200 was requested for wvarning and communications.
Approximately $3,400,000 wos obligated in 1962 for this purpose. $22,000,000
was requested for federal contributions, including $883,000 for attack wam-
ing. »527,871 was actually obligated for warning matching funds during the
yesr.

Most of the discussion at the hearings concerned CONELRAD and NEAR. Mention
was made of the fact that with the funds requested, the warn system would
be extended to the goal of 500 points (Annex III, op. 3-U4T f£f.).
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4.1.13 Fiscal Year 1963

Funds in the amount of $10,100,000 were requested for "Communication and
control," including $1,650,000 for NAWAS and $202,000 for WAWAS. 1In the
dudget justification it was indicated that it was expected that the Defense
Camunications Agency would assume responsibility during the year for NAWAS,
operating it on a reimbursable basis. Funds actually obligated by OCD for
NAWAS amounted to $L2k,511.

$665,000 was requested for matching funds for warning. During the year,
$1,962,013 was obligated for this purpose.

The House and Senate hearings were concerned almost entirely with NEAR and
proiection of broadcast systems (Annex III, pp. 3-49 ff.).

L.1.14 Fiscal Year 1965k

No estimates were included in the Fiscal Year 1964 civil defense estimates
for NAWAS, responsibility having been assumed by DCA. It was indicated that
the yearly cost of operating the warning system was $1.7 million, which was
nov budgeted by the Department of the Army. There was no indication in tre
hearings as to the amount requested for federal contributions for warning.
However, $1,198,123 was obligated for this purpose during the fiscal year
(Annex III, pp. 3-55 ff.).

4,1.15 Fiscal Years 1965 and 1966

The hearings for Fiscal Years 1965 and 1966 did not identify any amounts for
federal contributions for warning, nor were any obligation figures available
at the time of preparation of this report (Annex III, pp. 3-61 ff.).

4.1,16 Summary Fiscal Years 1951-1965

Except for Fiscal Year 1951, when the action of the Congress in denying funds
apperently was due to a misunderstanding of the program, the federal warning
system and the program to provide matching funds for warning purposes have
received excellent financial support from the Congressional committees as
compared with the support afforded other programs (Annex IV, p. 3-79).

Noc questions have been raised as to the necessity for these programs.
Dissatisfaction has been expressed a number of times as to coverage afforded
by outdoor warning devices, and as to the confusion which has arisen due to
the frequent testing of the sirens.
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b.2 NATIONAL EMERGENCY ALRM REPEATER (NEAR) SYSTEM

The narrative in justification cf the research and development budget for
Fiscal Year 1951 included thc following:

l. e o &

2. Investigate possible use of the electric power distribution
systems for dissemination of public alarms with frequency sensitive
devices in homes, office bulldings, factorlies, etc. This contract wiil
be negotiated with Naval Research Laboratory. . . . . . . . $75,000.

The next real mention of the NEAR system was I the hearings on the Fiscal
Year 1959 appropriations when discussing the research and development estimate.
Chairman Thomas inserted in the record language from civil defense's justifi-
cations. There was no discussion on the program (Amnex IIIZ, p. 3-41).

The program was mentioned by name in the 1960 hearings, but again there wes
no discussion. $29,840 was actually obligated for the program this year.

$200,000 was requested for NEAR ir Fiscal Year 1961, but for other than an
excerpt from the Justifications, there was no discussion of the program
(Annex III, p. 3-47). &U7,11k was obligated for NEAR during the year.

The first actual discussion of the NEAR system occurred in the hearings for
Fiscal Year ..962 (Annex III, pp. 3-48 f.). $300,000 was requested. Additional
funds were obtained in a supp. cmental bill so that during the year $5,117,792
was obligated. In the hearings conducted in 1961 on the "New Civil Defense
Program" by the Committee on Govermment Operations, Secretary McNamara indicated
that the $5.5 million earmarked for NEAR would be "a good start on the instal-
lation of a home warning system." He proposed, if the Michigan test of the
system proved successful, to begin nationwide installation of the generator
equipment expected to cost about $50 millionm.

In Fiscal Year 1963, $25,000,000 was requested for NEAR. Of the funds
appropriated, $3,500,000 was allocated to NEAR, and $3,453,188 obligated.

The Justification indicated that at the engineering and technical level, pro-
gress in the NEAR system had been satisfactory, and funds w=re being requested
in 1963 for power system svrveys ($2,500,000) and for equipment ($22,500,000).

There was extensive discussion of the program in the House hearings (Annex ITI,
pp. 3-49 £f.). Apparently the Committee gained the impression that civil
defense wvas not sure the system would work, and that they did not know bow
much it would cost if it did work. Mr. Pittman assured the Committee there
was no question about it working—the only element of uncertainty being the
most practical end effective way to install it in the 3,400 utility companies.
Mr. Pittman also indicated he estimated the total federal cost would be
$110,000,000.
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In Fiscal Year 1964, $4,500,000 was requested for NEAR. It was indicated
that the program was still in the engineering development stage and the civil
defense witness then indicated a cost of $150 million for the generators.

Chairmen Thomas after quite some discussion of the NEAR system (Annex III,
ppn 3-51 ffu).

This is & highly technical matter. I hope you will make
it work. When you come in here next year you ought to
have this settled one way or another, should you not?

Mr. Pittman replied:

We are planning on the end of this year e&s the date when
there will be enough data for a decision as to whether to
go ahead with the entire system. That will be a few
months yet.

In the Fiscal Year 1965 hearings, Congress was informed that no mcre money
would be spent on NEAR, the reason being that "technological developments and
the discontin:ance of CONELRAD indicate there are other warning systems
possible that might be cheaper or more effective." (Annex III, pp. 3- 63 ff.).

The final comment on NEAR came in the Fiscal Year 1966 House hearings when
Chairmen Thomas asked what hsd been spent "on the little black box program."
It vas indicated that $8.5 million had been spent including researcl costs.
(NOTE: The fiscal records indicated an obligation of $9,412,693 (Annex IV,

p. 3-83).
The closing comments:
Mr. Thomes. I wonder why we made that serious error to begin with.

Mr. Durkee. It may not have been a serious error. The reason the
NEAR system was developed was because the radio warning system was
not available.

4.3 RADIO WARNING SYSTEM

In Fiscal Year 1959, $800,000 was requested in research and development funds
for determining the most favorable means of communicating with the people via
standard broadcasting stations (Anmex III, pp. 3-40 £.).

In the House heurings on the Federal Communications Conmiss.ion, Chairman
Thomas asked the FCC witnesses for their advice on this item. FCC indicated
that the proposed system was not very practical. The House did not allow the
the funds and in the Senate hearings, the civil defense witness indicated that
the cut was not being appealed (Annex III, pp. 3-41 £f.).
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During the following years there were occasional questions raised regarding
the possibility of using radio as a warning device, but no indication of the
feasibility of utilizing such a system was given until the hearings on the
1965 appropriations. The fiscal history indicates that $646,187 was obligated
for the radio indoor warning system during Fiscal Year 1964, but there was no
discussion on the use of these funds in the 1964 hearings.

Tn the Bouse hearings for 1965, the civil defense witness indicated that the
reason for shelving NEAR was that radio warning systems were now practical.
$1.1 million was to be spent in 1965 on the development of such a system
(Annex III, pP. 3-63 ffg?n

A number of possibilities for utilizing the radio for warning were discussed.
The civil defense vitness indicated that by the end of Fiscal Year 1965,
$1.6 million would have been spent on the final look at the radio warning
system. e

In the House hearings on the 1966 appropriation, the civil defense witness

indicated that technological reports indicated the radio warning system to

be feasible, and that they were working with the FCC and radio broadcasting
industry on the project. However, no funds for 1966 for this purpose were

requested.

.y CONTROL OF ELECTROMAGNETIC RADIATION (CONELRAD) AND THE EMERGENCY
BROADCAST SYSTEM (EBS)

In the hearings on the authorizing legislation (Annex I, p. 3-13), mention was
made of some experiments being made to determine whether or not radio stations
cculd be blacked out to deny their use as homing devices.

These tests proved successful and led to the issuance on December 10, 1951,
of Executive Order No. 10312,vwhich provided for the establishment of what
was to become known as the CONELRAD program.

From its inception, there was very little Congressional questioning regarding
the CONELRAD program or its financial support. The first questions concerning
the necessity for such a program were raised in the House hearings ~n the
Fiscal Year 1958 appropriations (Amnnex III, pp. 3-36 ff.).

In the Fiscal Year 1962, House hearings on appropriations for the Federal
Communications Commission, Commissioner Lee indicated that, in his judgment,
CONELRAD was the "most important and realistic part of the whole civil defense
program” (Annex III, p. 3-47). Late in Fiscal Year 1962, the program for
hardening selected broadcast stations was begun. Some 50 stations were so
hardened during the year.
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In March of 1963, the FCC's National Industry Advisory Committee recommended
the Emergency Broadcast System (EBS) to replace CONELRAD.

EBS would permit the stations to broadcast at normal power at normal fre-
quencies. The EBS plan was implemented on August 5, 1953. The impact of this
proposed system in the OCD emergency broadcast protection program was sub-
stantial in that many stations with low emergency power capability lmmediately
required much greater amounts of emergency power than was needed under CONELRAD.

$6,360,000 was requested in 1963 for hardening radio stations for fallout
protection with an estimate of $3,000 to $4,000 per station for fallout pro-
tection and $6,000 to $7,000 for auxiliary power (Annex III, pp. 3-53 f.).
$1,106,783 was actually obligated for this purpose.

The prepared statement for the Fiscal Year 1964 hearings indicated a plan tc
provide fallout protection and other emergency features for 192 stations
through Fiscal Year 1964. 1In the testimony for this year, it was indicated
that 1369 stations were included in the system. $2,000,000 was requested for
1964 to harden 83 stations and to provide 105 with emergency ger ators and
radio progrem links (Annex III , PP. 3-55 £f; 3-60 f.). The fiscul recc ds of
OCD indicate $3,689,632 was obligated for this purpose in 196L4.

In the FCC hearings for Fiscal Year 1965, Chairman Thomas qQuestioned the
witness as to why CONELRAD hai been abolished (Annex III, pp. 3-61 ff.). The
Office of Civil Defense requested $5,579,000 for EBS in 1965. The OCD
Justification indicated that 191 selected stations had been programmed for
tallout protection through 1964 with approximately the same number being
equippea with emergency power, radio program links, and associated equipment.
During Fiscal Year 1965, an additional 465 were programmed for fallout pro-
tection, with an estimated 300 stations requiring emergency generators and
235 radio program links (Annex III, pp. 3-6T7 £f.). In the Senate hearings for
the year, it was indicated that a total of 656 stat.ons were to be provided
fallout protection at an average cost of $5,000 (Ar nex III, p. 3-69 f.). The
estimated obligations for this program in 1965 was $3,735,000.

Funds in the amount of $2 million were requested in Fiscal Year 1966 to com-
plete the national coverage requirement of 658 stations.
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ANNEX I TO CHAPTER THREE
AUTHORTZING LEGISLATION

{_a_gic Civil Defense Act, Public Law 920, 8lst Congress, approved January 12,
951.

Section 201(c) of the basic act authorizes the Administrator to "make appro-
priate provision for necessary civil defense communications and for dissem-
ination of warnings of enemy attacks to the civilian population."”

In the House hearings on HR 9798, 8lst Congress, there were no questions
raised regarding the necessity for a warning system as such.

The questioning revolved around three principal items:

1. The distinction between the military's responsibility for
gathering intelligence regarding a possible attack, and the passing
of this intelligence to civil officials responsible for alerting the
public.

2. The necessity for having a separate communications system for
warning purposes in lieu of utilizing existing commereial radio
capatilities for this purpose.

3. The distinction between a warning system for notifying civil
defense officials on a confidential basis of the possibility of attack,
and a varning system for notifying the public.

Typical Congressional statements included (p. T725-TT29):

What effect would & provision like that have on the so-
called radar system which the Army is setting up . . .
(Mr. Durhem)

Now, you would have to avail yourself of all the radio
stations in the country and every other means of commmni-
cation. Tt wouldn't require setting up an :ndependent
system at all. As a matter of fact, if you set up an inde-
pendent system you would only delay matters . . .

(Mr. Elston)

The radar screen is a warning system, is it not? . . .
(Mr. Vinson)

C
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It may not give the news to the public, but it gives the
news to certain places and therefore it is a warning system.
Under the strict interpretation of this language, you would
have jurisdiction of a warning system and, as I interpret it,
you would have Jjurisdiction ovcer the radar screen . . .

(Mr. Vinson)

My only objection is not to deprive the public of any warning,
but it seems to me you have the greatest system in the world
already available. Every radio station in the United States
would agree that any time you vanted to send out a warning,
their facilities would be available. How could you possibly
set up a better system than that? . . .

(Mr. Elston)

Of historical interest, the hearings also included (p. 7226, T863, T86kL,
7866) mention of a study being conducted on utilizing radio for informing the
public while still denying an enemy its use as & homing device, later to
become the CONELRAD program.

The civil defense witnesses explained satisfactorily the questicns of the
- vt rious Congressmen as evidenced by Mr. Durham's discussion of ‘he program on
( the floor of the House, included in the Congressionsl Record or iecembe~ 20,

1950 (p. 16999, 17000).

Public Law 268, 82nd Congress, March 5, 1952. This act varied the 50 - 50
matching funds provisions for Alaska, and provided authority for state civil
defense directors to administer oaths. No mention of warning in the Congres-
sional hearings (S-1244).

Public Law 412, 82nd Congress, June 25, 1952. This act covered leasing of
real property. No mention of warning in the Cougressional hearings (HR-5990).

Public Law 163, 83rd Congress ; July 30, 1953. This act provided for Treasury
to assume RFC responsibilities. No mention of warning in the Congressional
hearings (HR-5141).

Public Law 383, 83rd Congress, June 3, 1954. This act extended Title III to
June 30, 1958. No mention of warning in the Congressioral hearings (HR-73C8).

Public Law 94, 8uith Congress, June 28, 1955. This act covered civilian
supergrade positions. No mention of warning in the Congressional
hearings (S-67).

Public Law 854, 84th “ongress, July 31, 1956. This act adjusted pay for top
Jobs. No mention of wvarning in the Congressional hearings (HR-T619).
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Public Lav 928, 8uth Congress, August 2, 1956. This act covered payment of
travel expenses for students. No mention of warning in the Congressional
hearings (HR-10432).

Public Law 1028, 84th Congress, August 10, 1956. This act covered the
acquisition of real property. No discussion of warning ir the Congressional
hearings (HR-TOL9).

Public Lsw 85-606, 85th Congress, August 8, 1959. Although an important law

! insofar as the direction o%g'ﬂ\e_civil defense effort was concerned, the
Congressional hearings included few references to warning. M. Holifieid did
mention in the House hearings on HR-75T6 (p. 2T1kj: "Clear and prompt warning
to the civilian population" as one of the objectives of civil defense. The

' House hearings also included a brief discussion (p. 2695) as to the difference

between warning and communications.

Hear on HR-3516, 88th Congress, lst Session. ,

Part % of the House Hearings includes a prepared statement (p. 3081-3082) on
the Rational Warning System. This statement reiterates the need for warning
for people on the fringe of the blast and heat even though "... the fallout

shelter program, itself, does not depend on it."

Part I also includes the statement (p. 3115) that "Our own officials edmit
| that Russian civil defense may be better in many respects than that of the
United States, although we may lead in warning systems and radiation monitor-

ingo "

Part II (Volume 1) cf the hearings includes a brief mention (p. 4455) of the
problems of warning rural people.

Part II (Volume 2) of the hearings includes a few references to warning, the
1 most pertinent being Dr. Teller's statement (p. 4911): "Shelters are not
enough. We need & warning sysu.m."

The House Report (N¥o. T15) on this bill (now rewritten as HR-8200) included
(p. 33-34) a discussion of warning and c~=cuications. Pertinent comments
included:

.+. 8dditional warning syetems are most important for people
outside the area of total destruction but witkin reach of bdlast
and heat effects.

On August 5 (1962} a new emergency broadcast system was put
into effect replacing the CONELRAD system.

The Department of Defense is assisting in modifying selected
stations to provide fallout protection und other emergency
features. Over 300 key stations are being modified and more
will be selected to round out the system.
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ANNEX II TO CHAPTER THREE

HEARINGS ON THE STATUS OF CIVIL DEFENSE, 1962

In 1962 the Subcommittee oan Military Operations, Committee on Operations, of
the Hcuse of Representatives, conducted & series of hearings on the civil
defense program, with particular emphasis on the national shelter program.

In Assistant Secretary of Defense Pittman's prepared statement, the only
mention of warning came when he listed certain conclusions on which the frame-
work of a long-term civil defense program was to be buiit. One conclusion
was "(3) The shelter system should be widely available to provide ut least
minimum protection to the entire population in places which can be reached on
shor! warning. This requirement makes shelter space in buildings which are
lived in and worked in particularly useful (p. 4).”

In a discussion of the civil defense research program, the OCD witness
(Walmer E. Strope) used warning as an example in discussing the support systems
research program, but there were no questions raised by Coagressional members

(p. 159-160).

Based on a news story appearing in the papers that day (February 19, 1962),
Mr. Pittman was asked (p. U4-U45) to comment on the future status of CONELRAD.
Other than to say the requirements for restricted broadcasting were being
studied, he deferred answering the questions on the basis that the subject had
to be cocrdinated with Canadian officials under a treaty with that country.

Most of the discussion on warning in these hearings concerned two subjects:
the National Emergency Alarm Repeater (NEAR) system (p. 172-184), and pro-
tection of AM broadcast stations (p. 208-209).

The principal OCD witness (Paul Visher) on NEAR:

1. Explained the necessity for an indoor warning system to supple-
ment the outdoor system;

2. Discussed the alternative systems reviewed for indoor warning;

3. Explained why a rystem utilizing the electric utility grid net-
works was decided vpon in preference to other systems;

4. Outlined the technicel basis on which NEAR operated; and

5. Gave an estimate of $500,000,000 as the cost of a complete NEAR
system.
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Questions by the Committee members were directed toward:

1. The total cost of the system.
2. Cost of individual receivers.
3. How it was to be financed and managed.

4. Had OCD considered other systems for inside warning.

Total cost cf the system (p. 176)

Cost of

Mr. Riehiman. Then in the last paragraph on page 8 where
you refer to this costing about a half-billion dollars, this
is Just the Government's obligation in being able to transmit
this frequency through this gadget or does this include the
gadget in the home?

Mr. Visher. The total system cost refers to the combination
of the transmitter cost and the cost of all the receivers in
the homes. It is estimated this device in the home will cost
between $5 and $10 and it is estimated that it will cost be-
tween $50 and $60 million to have transmitter-type equipment
on a nationwide basis. It is these two figures that approx-
imate the half-billion dollars.

individual receivers (p. 17T)

Mr. Riehlman. I wanted to be sure I understood. What would
be the retail cost of this?

Mr. Visher. The cost of manufacture will be between $5 and
$10. We are estimating $7 to $7.50.

Financing and management of NEAR (p. 179-182)

Mr. Pittman. May I comment at this point? We may seem a
little gun-shy on this question. The background here is that
several months ago Mr. Visher started a process of exploring
with the utility companies, 3,400 utility systems in the
country, what the prospects would be of involving them more
deeply than previocusly anticipated in the management, pro-
curement, and financing of the equipment necessary for this
gystem. In order to really find out what the problems are,
it was necessary to put this forward as a tentative plan and
ask the utilities, public power utilities and the private
power utilities, REA people, all of their associations, to
take a close, hard look at something specific. The decision
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may have been created at the time that we had made a
decis’on that the financing of botih the transmitter and
the receivers should be assumed by the utility systems.
This impression was nct correct at the time and it would
not be correct today. ...Now until we are in a position
to define the problems more precisely and be sure that the
utilities fully understand our problems, we are not taking
any positions on the problem ¢ financing, the problem of
securing, the problem of management.

Mr. Lankford. You spoke of proceeding on a utility-by-
utility basis. You do not meanr by that that in some areas
it would be managed in one way and in ancther area managed
another wvay? The whole NEAR system will aventually be
manageG the same way throughout the country, would it not?

Mr. Pittuan. One of the possililities we are looking at is
some variation in methods of managing and financing. This
possibility is not ruled out. We can conceive of circum-
stances in which it would be Jjustified.

Mr. Lankford. Would not the financing have to be uniform
throughout the country?

Mr. Pittman., I prefer to keep the question open. Some
utilities are in a positicn to finance the +ransmitters,
there may be reasons why they would prefer to do this.
In other cases they would not have the sources of fi-
nancing available. The Federal Government might then
participate in that financing to help out. There may be
ways to arrange this. I would like to reserve on this,
but we have not closed the door to the possibility of
more than one method of financing...

OCD Consideration of other indoor warning systems (p. 177-179)

Mr. Roback. Mr. Visher, this system, would you say, is
still in the research and development stage, or is this
a systew which has now been selected and you are develop-
ing or working out the remaining problems in it?
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Mr. Visher. I think that it is safe to say that we have
gselected this system. I tkink any system—until you finally
have all the "bugs” worked out—requires that you always
have to keep an open mind on problems which come up. The
basic technical feasibility of transmitting a signal has
been established. The basic technical feasibility of
receiving a signal has been established and I think we
should proceed to the system and the implementation of the
system as rapidily as possible.

Mr. Roback. Now, you have been the recipient...of pro-
posals for alternate systems...For example, those who are
interested...point out that a system which uses radios to
give the signal would also convey through this black box
information about the warning. It is not going to help the
householder very much merely to get a warning noise. He
wants to know what the situation is. Now technically, as
you have said, there are various possibilities. Are you
scriously considering any of these systems or have you
signed off on them?

Mr. Visher. I think we are seriously considering any sys-
tem which proposes different concepts and vhich we have
not looked at previously...It is always conceivable that
some new concept might come on the horizon that we had
not previously thought about. We are not seriously con-
sidering the ones that we have looked at before......
because they are not corpetitive with the NEAR system
from either a cost standpoint or from a reliability stand-
point.

0060000000608 090 0

Mr. Pittman. May I comment at this point insofar as your
questions, Mr. Congressman, goes to our crystallized
plans. Our plans are not geared to the possibilities that
Mr. Visher has been discussing of what the radio manu-
facturers might do to take advantage of a going NEAR sys-
tem. We are not relying on that development. Our plans
are confined to the NEAR system outlired by Mr. Visher, as
an indoor supplement to the present outdoor warning system.

Mr. Lankford. But you certainly would not rule out any?
Mr. Pittman. Not at all. It would be a bonus if these

other developments occurred. But I want to make it clear
we are not depending on. their occurring.

"\
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The OCD witness (Joseph Romm) on the protection of AM Broadcast stations
indicated that the Government would:

1. Provide austere fallout protection at transmitters;
2. Provide power generators at the transmitters;

3. Provide radio links between civil defense emergency operating
centers and the selected transmitters so that civil defense officials
will have a means of broadcasting survival information to the
population.

4. Funds expended per station would average $10,000.

The only questions raised on this program concerned the cooperation being
received from the stations and from the Federal Communications Commission.
Mr. Romm assured the committee that there were no problems from either source.

National Fallout Shelter Program, House Report No. 1154, dated May 31, 1962,
by the Coomittee on Govermment Operations, was the result of the hearings
discussed above. Section IX of the report included the Committee's comments
on Commmnications and Warning (p. 59-65). This report discussed the protection
of broadcasting stations; the CONELRAD situation; the role of the Defense
Communications Agency in warning; the home warning problem; and the NEAR
system.

The information in the report on warning mostly was a repetition of OCD
testimony during tbe hearings. The Coomittee report did take note of the
fact that since the hearings there had been a joint release by the Departments
of Defense and State and the Federal Communications Cammission announcing a
"relaxation" of CONELRAD requirements (April 24, 1962).

The report also took note that the Defense Communications Agency had assumed
responsibility for the warning communications net, but that the Office of
Civil Defense had retained the actual warning function.

In discussing the home warning problems, the Committee report mentioned three
pessible systems: telephones, radio, and power lines. It gave quite a lot

of attention to the radio system stating: "Proponents of a radio signal
system, including radio set manufacturers wvho see a large new market ,otential,
believe they can overcome cost and reliability objections."

In the NEAR discussiun, the Coomittee explained the present development
status, mentioned the total system cost as approaching $600 million, and
indicated that the problems of system financing, operation, and maintenance
remained to be solved.
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% ANNEX III TO CHAPTER THREE

APPROPRIATICNS FCR CIVIL DEFERSE

f Public Law 45, 82nd Congress, June 2, 1951; and Public Law 253, 82nd Congress,
November 1, I&f
These two acts are discussed together since the first listed covered both
Fiscal Years 1951 and 1952.

In the House hearings on the Third Supplemental Appropriation Fill for 1951,
the following pertinent comments on warning were included:

Mr. Camnon. You say that deep shelters are impractical due

to the fact that the attack would come without sufficient warn-
ing to permit the people to take refuge in them. Your system
of commmication, then, would be one of the most vital parts
of your set-up. What arrangements have you been making as to
that phase?

Mr. Wadsworth...The idea is not that we will have no warning
but that in a good many cases there may not be sufficient ad-
vance wvarning to fill up a very large shelter where p2ople will
have to come from considerable distances and wi.ere they would
lack the time to get in souwe large underground shelter.

We are providing a nationwide slerting system which works with
the Air Defense Command and e are also providing a communica-
tions and message-handling system with a staff in each of the
air defense control centers. They will disseminate the warning
as given to us by the Air Forre. The staff is going to be there
I 2k hours a day, 7 days a week. That is why we have to have a
; considerable mmber of people in this program. (p. 595).

Mr. Taber. It would be more than that. You would not be able
to maintain those things without some kind of a set-up.

Mr. Wadeworth. Those people will be in installations owned,
equipped, and maintained by the Air Force.

Mr. Taber. By the Air Force?
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Mr. Wadsworth. Yes, Sir. The Air Defense Command runs the
air-defense control centers, and these people would be the
civil-defense part which would disseminate the civil warnings
as oppcsed to the military warnings.

Mr. Wigglesworth. How many people do you have in each of
those centers? G

Mr. Wedsworth. Fourteen.
Mr. Wigglesworth. Is that a 2i-hour operation?

Mr. Wedsworth. Twenty-four hours, seven days a week.
(p. 616-6.7).

The research end development estimate included $100,000 for attack warning,
of which $25,000 was for testing of sirens, and $75,000 for investigating
possible use of the electric power distribution systems for dissemination of
public alarms—the start of NEAR. Committee questions included:

Mr. Taber. What about the attack-warning system?

Mr. Wadsworth. That is the testing of sirens by the Rational
Bureau of Standards to make sure they come up to the specifi-
cations we will issue next week.

Mr. Taber. That is within the range of the ordinary fellow's
understanding, more or less, and why would such a thing as
that cost so much money? It does not sound reasonable.

e 0P OO OROEOIOOOES

Mr. Taber. $2%5,000. Do they not have all of those things
like sirens and electric power distribution systems and that
sort of thing so that any of those electrical people could
?ell6g\)1 Just about what they wwuld do without any fussing?
p. L]

It would appear that the civil defense witnesses convinced the Committee of
the necessity for a warning system, but not one operated by civil officials.
The Coomittee report (No. 298, April 6, 1951) stated (page 36):
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The plans upon which the estimates sutmitted to the com-
mittee were based, appeared to be of a nebulous nature

! and to have been cocrdinated only slightly with the Military
forces of the Nation. For example, funds were requested for
an attack warning system to be operated by Civil Defense
personnel. At the present time there exists a wholly ad2quate
and efficient civilian attack warning system in the Air Force,
and the coomittee can see no need for the Civil Defense per-
sonnel to take over this work. The taking over of this warn-
ing system by the Civil Defense authorities would jeopardize
the functions of the Air Force.

Page 3T of the conmittee report included the following statement:

The estimate received by the Conmittee for the comr.nication
rystem was $5,660,000. Against this there is recommendsd

an appropriation of $5,110,000 of which $110,000 is for 100
percent federal contributions to the states and the remaining
$5,000,000 for matching state contributions......The Com-
mittee hus allowed substantially the amount requested for
cammunication equipment which incluies sirens, ......It is
of the opinion, however, that a more effective and less
expensive program can be developed by a greater utilization
of existing eserting equipment... For example, the esti-
mate as submitted includes $2,000,000 for the purchase of
2,000 sirens. It would be most desirable to have a special
type of siren for all civil defense alerts as is contemplated
in the e¢stimates. Certainly, however, there exists in every
key center alert signals which can be coordinated with
special sirens and utilized in lieu of a complete new system.

Note: The Senate reccmmended $4,000,000 for the same purposes as above.

In the House bearings on the Supplemental Appropriation Bill for 1952, the
following pertinent comments on warning were included:

Now, as to wvarning and commmnications, we naturally say
tbat before civil defense can do much of anything in any of
these programs the people on the street must have wvarmming
of an attack. It is useless to have shelter unlese they
have wvarning and can get into the ehelter.
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The next chart shows the entire picture of the attack warn-
ing system on one page. Over here (indicating) is the Air
Force air defense command control center. So far as the
Air Force is concerned, their part in this attack warming
system stops right here in the air defense control center.

I know that during the presentation last year probably it
wvas our fault that we were not able to convince the com-
mittee that we had not planned any duplication of existing
Air Force work. We do not have anything to do with the
radar or the ground observer corps type of information that
comes into the control center, but under Public Law 920

it is our responsibility from that point to disseminate

the warning which would finally get down to the services of
Civil Defense and, through the sirens, to the man on the
street.

S0 0N EOPOOEBNOCOCTS

Now, attack warning should not be confused with commun-
ications. Of course, attack warning depends on cummuni-
cations, but we have split these two programs so that there
cannot be any mistake as to what exactly they are supposed
to do (p. 650-651).

Mr. Cannon. When this matter was originally taken up and
wvas submitted to the legislative Committee, the plan was to
have this attack warning system handled by civil defense.

I believe on further consideraxvion and by the time it was
sutmitted to us for the first appropriation, you decided
that that matter could be better handled through cooperation
with the Air Force, which would be in a position to handle
it without duplication.

In the House hearings on.the Supplemental Appropriation Bill for 1952, the
following pertinent comments on warning were included:

Now, as to warning and communications, we naturally say
that before civil defense can do much of anything in any
of these programs the people on the street must have warn-
ing of an attack. It is useless to have shelter unless
they have warning and can get into the shelter.
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Mr. Wadsworth. No, S8ir. I am afraid if I gave you that
impression we gave you the wrong impression. We never
expected to do anything different from wvhat we are now
negotiating with the Air Force to do.

Mr. Cannon. As a matter of fact, the original signal as
to the coming attack would be handled in their routine by
the Air Force and alert signals could be relayed to you
without the cost of your maintaining any overalli warning
system. After it is once relayed to you and received,
then you take over on the ground, as I understand it.

Mr. Wadsworth. Under the present plan we would take
over in the air defense control center. We would utilize
exactly the same means that are now being utilized or
would nov be utilized by the Air Defense Command to
disseminate the information down to the cities where it
should go......(p. 654-655).

Mr. Wadsworth. ......The attack-warning item of
$4,200,000 is only for the sirens, their wiring, the com-
trol circuits and installation.

0000000000000

Mr. Cannon. You will spend the entire $4. 200,000 for
sirens?

Mr. Wadsworth. Yes, 8ir, for sirens and other we- ing
devices which meet our specifications.

Mr. Cannon. That would aggregate about how many sirens?

Mr. Wadsworth. About 10,988, or nearly 11,000 sirens are
represented by this amount.

Mr. Cannon. Would that number be enough to supply every
major community in the country?.
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Mr. Wadsworth. Yes, it would be ennugh to supply the 69
primary or critical target cities.

Public Law 547, 82nd Congress, July 15, 1952.

In the House hearings on HR-8370 covering funds for Fiscal Year 1953, the
prepared statement by the civil defense witness contained the following
information relative to warning:

The attack-warning system can now send an air-raid alert
from USAF air defense control centers to 174 key point
statims thro t the United States in less than two (2)
minutes. (p. 7).

A total of $32,750,000 was allowed by the Congress for
six programs in which the Federal Govermment and the
states match funds. For medical supplies, FCDA had
$20,000,000; for training and education, $5,000,000; for
attack wvarning, $3,000,000......(p. T). (Note: The
amounts mentioned covered funds made available in both
Fiscal Year 1951 and Fiscal Year 1952).

Other comments in tliese hearings included the following:

Mr. Cannon. Now taking up operations, we come to the
attack-varning system. Have you been able to make arrange-
ments with the Air Force as to your participation in the
attack-varning system?

Mr. Wadsworth. Yes, Sir. We have a written agreement with
the Air Defense Command for the placing of personnel in
each of the Air Defense control centers, who will be known
as attack-warning controllers......

Mr. Cannon. What arrangement have you made for transfer
of funds from the Air Force in that connection?

Mr. Wadsworth. We pay for those ourselves.
Mr. Cannon. You do not get any funds from the Air Force?

Mr. Wadsworth. We will have a transfer of funds from the
Air Force for the lease of land lines going from the Air
Defense control centers to the key points. They have al-
ready made provision, we understand, for that.
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Mr. Cannon. In what amoun*?
Mr. Wadsworth. $600,000, I believe,(p. 23-2L)

Although there was no discussion of research funds for warning, a table
appearing on page 33 of the hearings listed $25,000 as being allocated for
wvarning and communications research in Fiscal Year 1952, with $100,000 being
requested for that purpore in 1953.

The House Report (No. 2316, June 26, 1952) on this bill, recommended the
following:

For operations, $8,000,000, a reduction of $24,000,000 in
the budget estimates. Included in the 8 million was $300,000
for the attack warning system (p. 63).

For federal contributions, $29,500,000 of which $3,000,000
vas for the attack warning system (p. 64).

Funds requested in the amount of $3,060,000 for research
were not allowed in the helief that the major portion of
the proposed progran represents duplicution of work being
done by other federal agencies (p. 63).

Fublic Law 207, 83rd Congress, August 7, 1953.

In the Hiuse hearingt on HR-6200 covering funds for Fiscal Year 1954, the
prepared statement by civil defense included the following:

Attack Warning.--A major agency responsibility set out in
our law and dictated by necessity is to provide early wvarn-
ing of attack to the public, and the civil ~efense forces
of the Nation. It is a military responsibility to operate
the early warning net and to collect data of impending attack.
It is a civil defense responsibility to tranasmit that infor-
mation from the military to the public. The speed and
relisvility of this warning information must be of the
highest caliber. One of our major endeavors is to organize
the varning system to permit a greater selectivity between
areas. Constant blanket warnings to major portions of the
country would stop production and lower morale.

sssse.In the current fiscal year we will make funds avail-
able to the States on & population basis, leaving them the
choice of activity--rescue, warden; training, and so on--
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80 long as they provide an adequate state plan for the
utilization of the funds, with priority to attack-warning
devices... (p. 224).

Other testimony on warning included:

Mr. Peterson. Project East River was a study... They
said, first, we must have increased warning time.

At the present time, the Air Force, whose responsibility it
is, says it can give us either no warning time or only 15

to 30 minutes warning of an enemy attack. I think you will
see immediately that if we get warning time, 1 to 6 hours of
wvarning time, we eliminate, again, the necessity for these
hugh mass shelters because then it would seem to be possi-
ble to evacuate our downtown areas. It seems to me that is
a sensible approach, provided we can get the warning time .

(p. 231)

0900000000000

Mr. Davis. In your attack warning setup, for instance, do
you have people there who are paid full time Jjust to stand
by for months on end, we will say, or is that organization
something that might be compared to the reserves of the
armed services, for instance, who are paid only when they
are on active duty?

Mr. Peterson. We have only two men who are paid in each
one of the--I don't know that I have the right term here--
in each one of the air-defense control centers......

Mr. Davis. He is paid full time?

Mr. Peterson. He is on full-time duty. He is a full-time
man and works directly with a full-time Air Force operstion.
I will say, in my Judgement, that we have some overpaid
people in those 11 spots. But that is my responsibility as
an Administrator, I think, to correct. I have inherited
that. I intend to (¢lo samething about it, if that is what you
are driving at. I 'mnt to say I am in agreement with you.

I haven't corrected it as yet. But I have some people there
who are paid about {8,000, or something like that. I think
they were recruited originally and set-up on the basis that it
required about a colonel to do that job. I will grant you
that there is a great deal of doubt in my mind whether it
requires the services of a colonel to handle the particular
job involved.(p. 240-241)
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Mr. Cannon. ......1 vas gratified to hear you say that in
your opinion the committee had acted wisely in the past;

that one of the best things that had been done in the review
of the budget was to reduce the amount of money asked for

this purpose......As s matter of fact, about tae only service
your agency could render, Governor Peterson, is first, warning
and, second, education.(p. 2u42)

Mr. Peterson. ......It is true that an attack on Seattle,
Washington would probably not be known more than 15 minutes
in advance as of today. But thank God because of the
geography of our countr]’, if such an attack is made, let
us say, St. Louis, Kansas City, or my city of Omaha, are
going to get 2 or 3 hours of warning time. It is a simple
mathematical problem of dividing the speed of the airplane
into the number of miles to be covered. 8o that parts of
America will get a warning.

Mr. Cannon. Do you expect to cooperate with local facil-
ities in your warning system? In any city there are plants
equipped with whistles that could be utilized. You wouldn't
expect to install any, would you? You would expect to
cooperate with those already in existence, commercially?

Mr. Peterson. No, we can't do that. I wish we could. We
find it will be necessary to bave some distinctive type ol
\(nminhg) It will have to be a distinctive type of borm.....
p. 2 L[]

Mr. Andersen. What, if anything, do you contemplate in
planning against the situation that he describes about the
evacuation of large urban centers where the traffic would
become uncontrollable?

Mr. Peterson. The agency has had the other concept, the
concept of going under the ground for the reason that it was
not felt there would be any warning time. I can tell you
frankly that the military needs the warning time as much as
the civilians need the wvarning time.
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Mr. Andersen. Suppoese you don't have any warning, and
suppose all the roads and highways will be clogged, and
undoubtedly they will be as Mr. Cannon has described,
because people become panic stricken, do you have any
plans to meet such a situation?

Mr. Peterson. Yes, we have the program under which we
take over the dissemination of all information in America
immediately in the event of an attack. That authority is
%ra.ntzg)us under the law. We would do that immediately.
p. 2

Mr. Taber. I notice that you have a breakdown on page 92
of the $14 million. For attack warning there seems to be
nearly a $1,500,000 increase.

Mr. Peterson. That is at the instance of the Bureau of the
Budget. I think it is based on an appraisal of the situation
facing America. It is at their instance that we get an
attack warning system completed as fast as possible. We
think that it would be 64 percent complete by the end of the
year. They insist on 100 percent. If you cannot warn the
people then all the money spent by the Air Force on getting
the warning to us is of no avail because we are not giving
notice to the ultimate consumer. We will try to get that
wvarning finished in 195k.(p. 266)

Mr. Taber. Why do you need all the increase in attack
wvarning?

Mr. Peterson. The% 18 to complete the programs so we can
give 100 percent warning to the people involved in the event
of an enemy attack and that is the first thing we must have--
the warning.

Mr. Taber. How much did you spend on that this year?

Mr. Foulis. $1,876,000 is provided. I cannot answer the
question as to how much has been spent so far.(p. 268)
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Note: The House Committee recommended $7,900,000 for operations, a reduction
of $4,100,000 in the budget estimates. Of the amount recommended, $977,000
vas listed for warning. It also recommended a reduction of $20,130,000 in
federal contributions to $9,570,000,0f vhich amount $3,300,000 was listed
for attack warning (House Report No. 762, July 10, 1953, p. 40, 41).

In the Senate hearings on HR-6200, Mr. Peterson agreed to the reduction in
Operations, Attack Warning Program, from the original estimate of $1,022,000
to the House approved figure of $977,000 (p. 139). The Senate hearings also
contained the following pertinent comments on the warning problem:

Mr. Peterson. ......They said three things are required.
One was that we must have adequate warning time. At the
present time the Air Force, whose responsibility it is to
warn the people of America of an impending enemy attack
from the skies, says it cannot guarantee that it can give
us any varning. If we can get no warning time or even 15
minutes of warning time, there is very little we can do ‘o
protect the population other than to train it to duck and
take cover wherever it can find it. If that warning period
cannot be extended, eventually America will have to face
the problem of going underground. It is possible to go under-
ground and to go in far enough to protect yourself against
atomic boibs or any other kind of bombs. (p. 149)

Mr. Peterson. ......However, up to this time we have no
such assurance by the Air Force. I should point out to
the committee tuat in 10 or 15 years--and I do not know
the time, and no one does--it is entirely possible we will
have intercontinental, guided missiles that will come
across the spaces so rapidly that no detection device, i o
warning network, will be able to give us any appreciable
period of warning. Then we would be back in the same
position we are in today. We could have an attack upon
tke United States without any warning and we would have
to take ths best kind of cover we could.(p. 150)

Senator Thye. I am somewhat familiar with what existed
around the different communities. I have seen it with my
own eyes. I Just wondered how much it wes costing us to
conduct that type of program.
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Mr. Peterson. We have spent for the attack warning at the
point where I said we step in, $4 1/2 million, Senator. We
are asking for $3,300,000 this year to match with the States,
and that shoulia complete the program.

Public Law 633, 83rd Congress, August 26, 195k.

At the time of the preparation of this report, copies of the House and Senate
hearings on HR-9936, covering appropriations for Fiscal Year 1955, were not
available. This report will be supplemented with extracts from those hearings
as soon as possible. In the House report (mo. 2266, July 16, 1954) on this
bill, the Committee recommended (p. 46) $8,525,000 for Operations, which was
the same amount as appropriated for Fiscal Year 1954. Direct federal
expenditures for the warning net were inciuded under this heading. For
federal contributions, the Coomittee recommended $10,500,000, plus an addition-
al $1,300,000 of previously appropriated funds to be continued aveilsable.

The new appropriation recoomended was the same amount as appropriated for
Fiscal Year 1954. In the budget estimates, FCDA indicated an estimated
expenditure of $3,300,000 for 1954 for attack warning under this heading, and
an estimated expenditure in 1955 for the same purpose of $1,300,000.

Public Law 219, 8uUth Congress, August 4, 1955,

In Mr. Peterson's prepared statement before the House committee conducting
hearings on HR-T278, covering appropriations for the Fiscal Year 1956, the
following discussion on warning was included:

Now I would like to talk about the first phase of civil defense,
vhich is to me more challenging end more intriguing at this
time than the second phase. That is the pre-attack phase.
What can we do in the pre-attack period to save the lives of
our people? The first thing we mst have is a detection
system wvhich will permit us to know when enemy bombers are

on the way to the United States. I am sure you are familiar
with the detection systems we are building in conjunction with
Canada. When the distant early warning line is completed and
we have detection systems extending all the way from Hawaii
up to Alaska, Canada, Iceland, and Greenland to the Azores,

we hope to have from 4 to 6 hours of warning in the United
States. Having that 4 to 6 hours of warning time, it is now
our plan to utilize the only tool or weapon that civil defense
has in the pre-attack phase, and that is space. That is the
only thing we can use today to save lives. The Scandinavians
are using space by going underground. They are forced to use
it that way because of their location--we can utilize space by
moving out of the cities laterally on the face of the earth.
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Other questions raised by the committee members wers as follows:

Mr. Thonas. Under attack warning, you have set up $1
million for this coming year, a decrease of $1.6 million
over last year. Why is that item going down? ...

Will yru explain why the decrease and vhit you are going
to @0 rith the $1 million requested.

Mr. Peterson. Mr. Chairman, this program covers the place-
ment of sirens in the big cities of America, the target
cities of America. May I say that the States and cities
undertoock this program and spent several million dollars be-
fore the federal government ever got into it. In other
words, they spent some 11.5 percent of the amount of money
covered in the total program before we started. Then we

got into it in 1952 and we have been in it ever esince. We
have nov 88.8 percent of this project campleted. It is

Jelt that this progre.s has beep nearly completed with the
exception that there will be recurriug costs in the operating
of the sirens, an(. it is felt that we should share in that end
contribute toward completion of the system to the extent of

$1 million. (p. 4OY)

Mr. Evins. How much has the Federal Civil Defense Admin-
istration spent on warning equipment? Do you have that
figure avuilable?

Mr. Foulis. The total amount spent by local and state
governments for warning equipment has been $10,569,000.

Mr. Peterson. And we have spent $8,069,000. fiome of the
large States, lik:z New York, spent a sizeable amount of
money before the fedexral government got into the picture.

Mr. Evins. With the States spending this money, plus the
Federal Civil Defense Administration expenditures, would
you say that as far as warning equipment is concerned that
the program is about completed?

Mr. Peterson. We have about completed it, except probably
for devices needed in somevhat smaller cities because of the
fallout threat. From now on it will be a matter of keeping
it in order-(p. 43l4)
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In the same House hearings (Independent Offices Appropriations for 1956) the
Comnittee also raised some questions with the Federal Communications Commission
concerning CONELRAD. .

Mr. Thomas. Mr. Allen, in case of an emergency attack on
the country, Just what could the Federal Communications
Commission do to alert the country almost immediately?

Mr. Allen. The alerting of the country {o an enemy attack
and the defensive measures, according to my understanding,
are the responsibility of the Air Force. They have air
defense alarms all over the country. I believe there are
gome 15 of them. They have the job of alerting not only the
military but the populace as well of an enemy attack. Now,
in order to implement that, the Air Force has a CONELRAD
contract with the Federal Communications Coammission and
+.%5% "ONELRAD plen is a system by which the alert from the
Air Defense is given; the alert then goes to the various
broaicasting stations; it goes to what is called the key
stations firet, and then it is expanded out from the key
stationus to the smaller stations. When a radio alert is
called after giving the alert--

Mr. Thomas. la other words, every station immediately
takes it up, the FM, the TV, and cverything else?......

Mr. Allen. ...After the alert is given to the public, the
FM stations and the TV stations go off the air and stay
off the air. A certain number of AM stations then go into
operation under the CONELRAD plan, in which the stations
either go to the 600 or the 1,200 kilocycles.. ...

Mr. Thomas. In cese of an emergency, what length of
time do you think it would possibly be--after the Air
Force announces to the broadcasting system that arn
attack is imminent--before this information will have
been disseminated to every nook and cranny of tbe United
States?

Mr. Allen. The system by which it works, because it is
designed to achieve, it is a compromise between the
immediate system and the economy of using the present
facilities, it has to go through the station, as I said,
so that the Air Force directly gives the alert, the radio
alert, to tue major key stations, they will receive it in
a matter of seconds. Howevei, they have to repeat the
signal all down the line to other stations, so there may
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be a chain of, say, four ctations, before it gets to the
final smaller station, down in the beckwrods somevhore--
it may be a matter of a fev minutes before they get the

signal, (p. TOS, T06)
Purlic law 623, 8ith Congress, June 27, 1956.

Pertinent discussions concerning warning as appearing in the Rouse hearings
on HR-9739, Independent Offices Appropriations for 1957. Part 1, are as
follows:

Mr. Thomss. ......what does that all mean? '"Operations
control services."

Governor Paterson. In "Operations control" we maintain
the communications system clear across America. That is
necessary for us to transfer information from the Air Force
in the event of attack upon the United States to the people
of America, TLat means that all of our communications
networks, and we have several networks as set forth here

in detail, in the material followiug page 14, all of those
networks and all of that material is incorporated in this
section and under this division......

Mr. Thomas. Let me read your own language in there. It

is on page 1k. Specifically the 1957 appropriation request
“or "Operations control services" provides equipment and
facilities for increased operating capacity through: (1)
additions to the existing emergency apparatus staff to pro-
vide a nucleus of ready-trained, full-time defense con-
trollsr personnel; (2) increased communications, including
development of methods of indoor warning, improvements of
outdoor warning. Can you beat Ma Bell, and the radio and
the telegraph and television? Expansion--if you are going
to buy all of that-- ;

Governor Peterson. That isn't what we are intending.
Mr. Thomas. We cannot print enough money for it.

Governor Paterson. We are talking here about the siren
system,. (p. 182)

Mr. Ostertag. The point I am interested in detemmining is ..
vhetber or not there is any relationship between civil
defensc and. the Defense Department in the matter of devel-
oping a warning and communications system for use in the
event of an emergency. Studies have been made and con-
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tracts are currsatly being negotisted. Is there any comnec-
tion between you: responsibilities and the military, and can
these responsidilities de coordinated’

Mr. Peterson. Yes. We are very closely relatel to them,
vork very close.y, and as a matter of fact that closeness
of relationship exists nut only in the field betwvewm owr
organizations, but also, Congressman Ostertay, exists at
the national level (p. 228)

Public Lav 85-69, 85th Congress, June 29, 1957.

In the onearings on HR-60T0, included in Part 1 of the House hearings on
Independent Offices Appropriations for 1958, Mr. Peterson's prepared state-
ment included the following information on warming:

One of the most critical responsibilities of civil defense
is that o, warning the public of impending attack and fur-
nishing informetion to other federal agencies and state
and locea. civil defense ~uthorities on which they may
base their emergency actions......Consistent with our

('- \ contimiing efforts to strengthen and mocernize civil
defense, the present natiunwide attack-warning syrtem,
consisting basically of two major communications net-
works, is in process of being modified to provide direct
nationwide warning from the Continental Air Defense
Sommand (CONAD) Headquarters. The National Warning
System (NAWAS), as the modified system is kmuwe, will go
into operation on May 1 of this year. While it is intended
that the initial warnirg of attack will originate at
Continental Air Defense Command Headguarters, should
communications into this facility be inoperative at the
criticel moment, automat’c switching equipment will be
provid.d which will permit the FCDA persomnel at either
the Western or Eastern Air Defense Force Headquarters
to take over the warning responsibility immediately.

The modified warning network will permit instantaneous
warning of the key points in less than 1 minute. It
combines the 2 previously separate networks and places
facilities into 1 overall integrated system. Command
and control functions can proceed in the same integrated
fashion as warning over the 1 combined network, whereas
before a distinct break existod between the 2 separate
systems. (p. 546)
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Otber pertinent questions on warning raised in these hearings vere as follows:

Mr. Peterson. We bave ons interesting proposal we are

presenting to you today. We believe we vill be edble by

the first of May to cut the warning time down to 1 minute.

In other wvords, in the event of an enemy attack we will

be able to warn all of the people in 1 minute. In the |
past ‘*hat has taken us as high as 8 or 10 minutes.

Mr. Thomas. I noticed that statement. How iffective is
CONELRAD and how effect_ve sill it be in case you really
get into trouble? How are you going to keep people's ears
glued to their televrision or radio? After you once get
them to their sets, that is something else.

Mr. Peterson. This is our own intermal system under which
ve will get the warning into each American city. We can
do that within a minute from Colorado Springs. With
respect to CONELRAD, we Jjust don't kmow what the future
will bhold in that area. ‘

Mr. Thomas. From Battle Creek, Michigan, you say you
can do that?

Mr. Peterson. From Colorado Springs, where we have
liaison people with the Air Force, we will be able to
alert state and local civil defense in every city in the
United States within 1 minute, should an eunemy attack be
underway.sseee

Mr. Thomas. Ycu have to use somebody's Zacilities?
Mr. Peterson. That is correct.

Mr. Thomes. Suppose they aren't working scme place and
don't have any radio or televigion or what-have-you?

Mr. Peterson. You do not understand, Sir--

Mr. Thomas. In other words, you are going to contact
every station, and that warning time depends on how many
stations are going to have how many listeners?

£*. Peterson. We are going to contact in the first

instance official reception points in every city in

America. That doesn't get as far as you are talking

about. We can do tkhat in one minute. The next stage will C
)

Ve to get the wvarning to the people. That is a much more
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dirficult proposition. This CONELRAD businpess is o.e wvhich
presently ve are considering vith the Air Force. CONELRAD
was set up because the Ai: Force wvanted to deny the signals
of a radio station for homing purposes by enemy airplanes.
There are some people who sey the enemy isn't concermed with
these as a homing device, that they have navigational means--

Mr. Thomas. Isn't that accun.te?
Mr. Peterson. I don't know.

Mr. Thomas. They use their own devices getting over here,
so they are not going to depend on CONELRAD when they get
within 150 miles of the target.

Mr. Peterson. The official Air Force position is that they
want to deny this benefit to the enemy. We belleve in civil
defense that CONELRAD should be eliminated and that we
should be permitted to take over all radio and television
stations immediately upon receipt of word of enemy attack.
We would do this in order that we may constantly broadcast
to the people what is going on. We believe that panic and
disruption in the country would be caused by lack of imme-
diate information. A man who doesn't know what is going
on is a dangerous man. A man who knows what is going on
and gets word from official positions in Government is a
man who can be relied upon to act somewhat more rationally.
That is the theory we are going on.

Mr. Thomas. You are 400 percent correct.

Mr. Peterson. I don't know how that matter is going to be
resolved.

Mr. Thomas. Fear is the greatest thing you have to over-
come and fear s stimulated and fed by one thing, not
having any informatiion. They are lost. If you have
somebody to tell them to do this or do that, here is the
plan, it takes the edge off. You folks have some pretty
good psychologists, haven't you? (p. 551, 552)

Mr. Thomas. Warning and communications, $670,000. What
did you spend for it last year? That is pretty good
guesswork figure there, $750,000. What did you spend on
it last year?




31 January 1966 3-38 T*-L-~1960/091/00

Mr. Starr. VWaming comsunications service vill be approx-
tmately $750,000.

Mr. Thomas. What 4o you mean, approxiz=tely? You have
bed only 6 months of this year. Hov much have you spent
in 6 months?

Mr. SBtarr. Ve have actually spent cbout $792,380 so far
in the fiscal year.

Mr. Thomas. At that rate, you won't need but $400,000 to
be generous about it. You bave a tremendous carry-over
there.

Mr. Duplantis. There are some items pending--a field test
in the internal alarm system that amounts to $600,000.

(p. 633).

Mr. Thomas. Warning and communications, $750,000; fire,
$250,000; medical, $350,000; human relations, $100,007.
We can eliminate all this (p. 637). (Note: the $750,000
discussed above related to funds for research).

In the Senate hearings on HR-6070, the following comments on warning were
included:

Senator Magnuson. If scmething hsppened right now com-
minication wise, do you take over, or does the military
take over with their emergency communications? Or
should I put it this way: Or do the two of you get
together on it?

Mr. Peterson. We get together. Our men are right there
with the military people. It is our responsibility under
the iaw to alert the people of the United States, the
civilian population of the United States of an impending
attack.

Senator Magnuson. That is wise, because if something
happened the military would be busy with their own
problems.(p. 227)

S8enator Magnuson. It would seem to me that you have a
very important role in it and that you have to do some
of these things, at least so that the pecple can be

@
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informed. Nov, go back to the communication thing aga’n.
I vas thinking the American people ought to knowv., If
something happened right nov, as you say in most urtan
centers the sirens would dblov and then other things be
done according toc your plans, but vho has the authority?
Supposing the sirens blev and somedbody got on the phone
end told us we should immediately go bere or go there or
do this or 4o that? By vhat authority would he tell us
that?

Mr. Peterson. The authority is vested in law. Every
state has a civil defense organization and the authority
has been vested in that organization by the state legis-
lature. At the federal level it is by act of Congress,
Public Law 920. In Washington it would be under the
broad supervision of the Congress.

Senator Magnuson. I suppose in lots of cases the orders
would come¢ from the local authorities such as the police
department, the fire department, and other local people
clothed with authority.

Mr. Peterson. Yes, as they share authority from the mayor
or from the government through the regularly constituted
channels. .

Mr. Peterson. In this item there is money in the following fields:
Warning and communications research, radiological defense
research, fire research, medical research, information and
education research, bacteriological aud chemical warfare

research, and some research in the human relations or
psychological field.

Senator Ellender. Are you speaking there for the entire
amount you are asking to be restored?

Mr. Peterson. Yes.

Senator Ellender. Would that be $58 million?

Mr. Peterson. $6,700,000 vas the total emount we
requested, and the House committee gave us $2 million.

That $2 million would eimply cover the research we want
to 4o in the field of shelter.(p. 237)
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The folloving excerpts are from Part 2 of the Bouse hearings on the

Independent Offices Appropriations for 1959, HR-13856:

Mr. Heffelfinger. We have an iteu for the Washington
area. This is & siren and wvarning system.

Mr. Thomas. That is for 254 new sirens; when I reed
that I nearly jumped out of bed. You are not going to
have 254 more sirens in the District of Columbia, are

you?

Mr. Heffelfinger. Yes.

Mr. Hoegh. That is what it requires.
Mr. Thomas. What do they cost?

Mr. Heffelfinger. They range in cost from $1,500 to
$3,500, depending on the size.

Mr. Thomas. Where in the world can you put 250 more?
You can hear them 20 miles.

Mr. Heffelfinger. The technicians tell us you cannot
hear these sirens in the downtown areas because the
buildings absorb the sound. And in the outlying -
districts there are none.(p. 449)

20 00 OO BSOSICOIOEPRTOOS

Mr. Thomas. ......You break this research down to,
first, warning and communications, $1,100,000......
Yuu say:

In Fiscal Year 1959 funds will bve utilized as
follows: (1) Low-frequency radio communications,
$800,000--to determine the most favorable means
of communicating with the pecple via standard
broadcasting stations and to determine what use
can be made of the system in an emergency.

Are you going to hook up 12 big networks have?

Mr. Hoegh. No, this is ditievent.

(
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Mr. Thoman. What 1s this? I read that and I could not
understand {t. What arv you going to 4o here?

Mr. Boegh. We are going to find out the best means of
disseminating information to the people through the use
of radio that is nov in existence. Tesis will be con-
ducted. For instance, there have been some companies
that have come up with a project vhereby, by a certain
lowering of frequency, every man's radio will be turned
on full blast and a message would come out.

Mr. Thomas. Regardless of what station his radio was
tuned to?

Mr. Hoegh. That is right. That has not been completed.
Mr. Thomas. Whom will jou spend this $1,100,000 with?

Mr. Hoegh. There will be several companies. NBC is
one of them.

Mr. Thomas. You feed it in one big system and every
station gets it regardless of the freguency?

Mr. Hoegh. We are in the process of research in that
field. oo 80

Mr. Thomas. You have an item of $25,000 for internal
wvarning systems-- :

for analyzer studies of several power systems
(connected and independent), to determine typi-
cal trausmission characteristics and signalling
attenuation on different types of powerlines for
use in the design of internal warning systems.
This would be performed by a contractor that

bas avalyzer facilities. (p. 470, 4T1)

e0 08P DO eOOPBLOEIESE

In the same House hearings, Chairman Thomas asked the Federal Communication
wiinesses to comment on the $800,000 FCDA has requested for low-frequency
radio coomunications research. Pertinent corments were as follows:

Mr. Thomas. There is one other item about which I would
like to ask the help of the Commission, and if you do not
mind advising us, we would appreciate it.
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One of the items in the budget of the Federal Civil Defenss
Administration is a lov-frequency redio communications item
in the amount of $800,000. The reason we come to you people
for advice is because you are the experts in this field, and
the Federal Civil Defense group is far frou dbeing expert, and
this comittee is even less of an expert......It does not say
hov much it will cost to operate it after it is installed.
Tell us vhat you think about it, and vhat about the overall
cost of $10,000,0001 Now hov much will it cost to operate
it after it is put into operation, and how effective ig¢ 1it?
Has the Commission considered this idea?

Mr. Lee. Mr. Chaiman, this comes vithin my area as Defense
Commissioner. This item has been the subject of discussion
by me with our technical people in the Commission.

I should preface this by saying that we have this CONELRAD
system with wvhich you are familiar, and we are working out
engiaeering studies to, in effect, extend that system to
what we call Phase II. The onl’ reason I mention this buck-
ground is that it is our feeling, particularly of our techni-
cians, that with these roughly 4,000 broadcast stations
around the country--that is, AM and TV stations--we have in
effect a built-in radio backup for any civil defense need.
Our technical people in the Commission feel that this par-
ticular item is not very practical.

The frequency range that they expect to operate in has
other users which gives us a problem: somewhat below the
radio beacon band. Furthermore, we feel that by the real
utilization of all these broadcast facilities at no cost
10 the Government and Just by technical tie-in--that equip-
ment is available--we can provide very adequate backup.

Mr. Thomas. Did you say "at no cost to the Government?"
Mr. Lee. At no cost to the Government; yes, 8ir.

Mr. Thomas. How much would it cost to operate it after
you installed it at a cost >f $10 millior or $12 million?

Mr. Iee. I would not be expert on that. I would like to
have Mr. Allen, our Chief Engineec, comment on it.

Mr. Thomas. What about it Mr. A.len?

(
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Mr. Allen. I would like to say that we arv having discussions
vith civil defense at this point, and we hope that ocur tech-
nicians can point out to them the advisability and the advan-
tages of utilizing vhat is already here without any cost. You
understand that this CONELRAD system now is for all practical
purposes 8o far as the broadcaster is concerned, without cost
to the Govermment. There are certain costs borne by the Air
Force.

Mr. Thomas. And it covers the country like a blanket?

Mr. Ailen. That is right; you have everytuing. (p. T03-T05)

There followed a discussion of the estimated yearly operating costs of the
system once it was inatalled. After a lot of uessing, the FCC witnesses
agreed that $1,000,000 a year would be a reasonable figure for operating
costs for 10 stations. The questioning continued:

Mr. Vursell. Would there be auy benefit in this new
proposed tieup with the civil defense with reference to

C’ timing of an attack? In other words, if you folks can
go in and if the radio people could go in and if they
have the information, there would not be anyone else on
the air with any radio station in the Nation except
broadcasting what was about to happen; is that right?
That would be from the grassroots up-—-in TV, and every-
thing else?

Mr. Hyde. One of the great advant.cec of using broad-
cast stations--and this has been recognized in the
CONELRAD program--is that they already have the ears of
the public. They turn to the broadcast station for
emergency infcrmation.

Mr. Allen. My understanding is that this low fregquancy
network which is being proposed here is a backup network.
In other words, it would carry the programs to the various
broadcast stations. So, the public would still listen to
the regular broadcast stations, and this network would
back up in case of line wire failure, and things of that
nature, to tle the various broadcast stations together.
It would alco be an information network by which the Civil
Defense Agency ‘mould coomunicate from one point to anotber
in case of the failure. It would not broadcast directly
to the public. You would have to have special receivers
O to get this broadcast. The talks between us and the FCDA
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staff are still at a very preliminary stage, but I thin:
that we probably can work this thing out within the network
of the CONELRAD system. I think we can make a very satis-
factory solution.

Mr. Vursell. I am in hopes you can, because I thought at
the time that this would be quite expensive and procbably
not too necessary. (p. T06)

S0 000000000000

In the Senate hearings on ER-115Th, the following statement appears ja the
prepared statement of the Administrator, FCDA:

FCDA does not wish to appeal the $800,000 for low frequency
receisers mentioned in the House report. FCDA has been con-
cerned for scme time with the slowness of getting attack
information to the public. A number of studies have been
made in an effort to determine the best feasible way of
disseminating such information. Studies by Melpar, Inc.,
the Rockefeller Foundation, the National Broadcasting Co.,
and Gautney Jones (sic)l have convinced us that the system
presented in the 1959 budget is the most effective solution
to this probelm. This has been confirmed by such eminent
people as Brig. Gen. David Sarnoff, chairman of the board,
Radio Corporation of America, and other well-known experts in
the field. In the testimony of the Federal Communications
Commission before the House Sub-committee on Appropriations,
the Commisrsion was of the opinion that the so-called Phase
II system of CONELRAD was more feasible. FCDA is quite
familiar with the Phase II CONELRAD system and feels that
it is not adequate. However, in recognition of the compe-
tence and experience of the Federal Commmmications Commission
and in the best interest of the taxpayer, the request for
these funds is being deferred pending further study. (p. 196)

Public Law 86-255, 86th Congress, September 1k, 1959

In his opening statement before the House committee which conducted hearings
on the Independent Offices Appropriations for 1960 (Part 2), Mr. Hoegh said:

Our warning capability has been materially improved. You
provided funds to increase the number of strategic points
that would receive simultaneous warning. We now have 276

1. Gautney and Jones.
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key points in the Nation that can receive warning within 15
seconds after the attack is detected. In eddition, we expect
to have 88 radio stations and 12 tie-ins to radio networks by
July 1, 1959, and we are asking you to permit us in Fiscal
Year 1960 to extend this warning net to 100 additiomal points
throughout the country. (p. 340)

The House bearings for the year included a number of inserts from the OCDM
budget concerning warning (p. 332, 334, 335, 338, 339, L23, 424, 425, and
468). There vas very little discussion on the suvstance of the warning
syetem. An explanation of how the system worked is covered on pages 426 and
427. The research end development part of the budget for Fiscal Year 1960
provided no funds for warning (p. 511).

In the Sensate hearings of HR-TOLO, the following discussions on wvarning took
place:

Mr. Hoegh. Yes, Sir. This is what we would like to do,

Mr. Chairman. First, we want to extend our warning system
to an additional 100 target cities in the country......In
addition, I must have six aidditional personnel to man our
warning system at the 30th SAGE Air Division, which is being
established by the military this year, so that we can give
the warning from that point as well as the other four points.

Mr. Hoegh. No, $165,000 for the warning net, to the
additional 100 points and about $46,000 for the personnel
to man the 30th SAGE Air Division.

Senator Magnuson. All right. Unless about ‘$211 »000 of
the $5,515,000 is put back, your testimony is you cannot
extend the warning to these other cities; is that correct?

Mr. Hoegh. They would be in jeopardy; yes, Sir.(p. 69, 70)

A discussion of the meaning of warning signuls (p. TL, 72) included the
following:

Senator Magnuson. How is it determined as to when they
are to blow them? 1Is that done locally?

Mr. Hoegh. Yes, 8ir.
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Senator Magnuson. They are blowing them all the time out
in Seattle, and if they really need to be blown at some
time in the future I do not think anybody is going to pay
any attention to them because you know the old Navy story,
"No fooling, this time, because there is a fire in the

galley."

Mr. Hoegh. Well, I think this policy we have established
is right. We give the warning to the local community. We
say "Have a competent staff there to analyze the information
we give you; if we give you a warning time, and say it is
estimated that the planes would not hit Seattle until 2
hours and 12 minutes,” then his staff should be capable of
advising the mayor and he has the responsibility to make the
decision. Either he tells his people, through the warning
signal, "Take cover" or "Move out”, but it is his decision.
Therefore, he must have a good staff, so that he will make
the right decision.

Senator Magnuson. In most cities now, you must admit vhen
they blow them, nobody pays any attention to them.

Mr. Hoegh. We do have this situation, Senator.

Senator Magnuson. Well, they Just keep on going about what
they are doing. How are they going to know whether one is
the real one?

Mr. Hoegh. Before I was in the civil defense I was in Chicago
one day when they had an Operation Alert. I heard them. I
opened the window so I could hear them better. You know I
stood there and I thought, "Now, what am I supposed to do?"
This makes you realize that you should becames informed. Now,
I hope that cities only blow these sirens sufficiently enough
to create a seriousness in the minds of every citizen so that
he will resolve to do something about preparing himself for
sustaining himself.

Senator Magnuson. I think that is the weakness of the whole
civil defense program, that too many people do not know what
to do even if there was a real one.(p. T1, T2)

Public Lav 86-626, 86th Congress, July 12, 1960.

The House hearings on HR-11T76, covering appropriations for Fiscal Year,
1961, included the following information on warning in the opening statement
of Mr. Hoegh:
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Our national warning system car alert today approximately
300 key points in less thun a minute. You will recall last
year we had 276 su~h points, and by July 1, 1960, we will
have 3T6 such points. You provided the funds to enable us
to do this. In Fiscal Year 1961 we are requesting extension
to 7O additional points. Therefore, at the end of Fiscal
Year 1961 we would have 4h6 critical points which woul.
receive simultaneous warning of an a‘tact within a fraction
of a minute. As you know, our personnel sit with NCRAD and
the SAGE divisions, and they have access to the same infor-
mation as soon as an attack is detected. They then can
pick up the telephone line and inform 446 critical points
siwmul taneously of the iupending attack.(p. 1072)

Again, there was very little discussion of the warning problem. An excerpt
from the budget document on warning is incluced on page 1089. This excerpt
included the information that the NEAR system, for which $200,000 was
requested for initial installation, was the first major breakthrough in the
field of improved warning capability.

Independent Offices Appropriations for 1962

Part 1 of the House hearings on the Federal Communication: Commission included
the following on CONELRAD:

Mr. Thomas. What beerirg does this have on our CONELRAD
system?

Mr. Lee. It is intertwined, of course. The CURELRAD
program, in my Judgment, is probably the most important
and realistic part of the whole civil defense program.
It is something that you can really demonstrate in an
emergency.

Mr. Thomas. What is CONELRAD? Explain it again for <k
record.

Mr. Lee. The term means the control of electromagnetic
radiation. The word "conelrad" is a contraction of that
term.

This was & requirement that was set down after the Korean
war when the Air Force determined that for purposes of
navigational aid in time of emergency, they did not want
any radiation from any source because this would be a
guidance to enemy aircraft.
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At the same time, the then Civil Defense Administration indi-
cated that this was the very time when they needed avenues
of caoonmmication to the people, and it would be terrible to
close them down. So then President Truman sent an

Executive Ordar to the FCC as the expert body in this field,
and asked us to devise a plan that would meet these entirely
divergent needs of these two agencies. Our boys came up with
this highly detailed and complicated system of controlling
radiation. Under the plan we permit broadcasts on two
frequencies, 640 and 1240, for short periods of time.

And what it amounted to was a kind of compromise on the
part of both the military and the civil defense people. It
wvas agreed that there was a degree of calculated risk for
the requirements of both services, but it was the best that
could be worked out. And it is working, I believe, very
wn......(p. 6”).

Mr. lee. ......0f course, we would have to continually
operate the CORELRAD system, depending on the duration of
the emergency. We have detailed plans not only at the
national level as to how you get the President on the air
and get Government information out, but we have industry
conmittees in each of the 50 states now that are working
with their Governors and with the local people to find a
maximum of utility for the communications system (p. 700).

Part 2 of these hearings covered appropriations for the Office of Civil and
Defense Mob‘lization. Excerpts of the testimony on warning follow:

Mr. Boland. What are our different warning systems, and
how many are there and what do they do?

Mr. Ellis. For the new system that we are now requesting,

the NEAR system, and for which we are undertaking a complete
pilot survey in the State of Michigan, we are asking for
$300,000 additional funds. It is a program which seeks to
amplify and to supplement the warning system--carrier system--
by filling the gaps that exist in the siren warning setup,

by developing the utilization of generators and power and

the education of people to purchasing small devices which
would be located in each hame. Someday I hope every State

in the Union and individual citizen will have them.

Mr. Boland. But as a system, it is just coming into being
this year?

O
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Mr. Ellis. We have tested it laboratory wise and know that
it will work and we do know it is an outstanding communica-
tions system (p. 660, 661)

Mr. Berry. Yes, Sir. It is a recurring cost, except for
additions to the system in the year and, of course, the
addition to the system involved in this appropriation is

an additional 53 warning points. Each year there has been
money in it for increasing the number of warning points and,
of course, for the recurring cost of the system itself. The
53 warning points involved in this appropriation will bring
us up to our goal of 500 warning points that we have felt
were necessary (p. 663)

Independent Offices Appropriations for 1963

Part 3 of the House hearings includes, on pages 89 and 90, information from
the budget justifications concerning Warming and Alert. The eutire amount
reguested, $25,000,000, was to be spent on NEAR, $2,500,000 for power system
surveys, the balance on generators, coupling and synchronization equipment for
installation in selected systems. The civil defense witnesses were questioned
at scme length about this system (p. 90 through 97). Pertinent extracts from
the testimony follow:

Mr. Thomes. Now we have national emergency alarm
repeater. What is to be the total and final cost? We
have $25 million here but what will be the ultimate cost?
Some people came up with a figure of $500 million and
others have said $1 billion. We have $10 million in 1962,
$25 million tlL..s year. I notice here you have several
months delay for 1962. If you have this delay for 1962,
how many months delay will you have for 1963, Mr. Pittman?

Mr. Pittman. Once the delay is over we are going to move
very rapidly. The reason for this delay is a technical
problem which I will have Mr. Visher explain to you. It
concerns a new development by appliance manufacturers.

Mr. Visher explained the problem of operating frequencies.
Mr. Thomas. For this reason your equipment is being
modified to operate on a higher frequency to avoid this
potential conflict?

Mr. Visher. That is right.
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Mr. Thomas. How much time will it take? When will ‘you
get in business?

Mr. Visher. We are working with about three utilities
at the present time. We expect to have test hardware of
a nev configured transmitter in the next 3 1/2 or k& months.

Mr. Thomas. How does this system differ from the 0ld one?
What is the need for a new one? Tell us about REAR. What
is wrong witk tbe old system? How much is this going to
cost you over the next 5 years? Is that figure of $500
million right that we heard some time ago?

Mr. Visher. The figure of $500 million appears to be the
best estimate yet. That is for a total program cost includ-
ing receivers and transmitters.

Mr. Ostertag. It states in your justification that the total
NEAR system is expected to cost in excess of $500 million.

Mr. Visher. This is part of the change resulting from a
change in transmitter. The transmitter costs appear to go
up slightly, but the recently estimated drop in receiver
costs brings the total dowa since preparation of the justi-
fication.

Mr. Thomas. Why the change now? Let us get vo the chron-
ology. You have had a system in effect for 10 years. Why

the change? What efficiency will the NEAR system bave over
vhat you have now?......Explain vhat we have had for the

last 10 years and then tell us what you are doing by the
change that will cost from half a dbillion to a billion dollars.

Mr. Visher explained the outdoor warning system and the necessity for an
indoor system which NEAR was to cover.

Mr. Thomas. Do we know NEAR is going to work yet? Do we
have that specific proof?

Mr. Visher. We have specific proof you can transmit these
frequencies over long distances and that you cun receive \
frequencies of---- ( |
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Mr. Thomas. Will this new system eliminate the need for
your eantire alarm system that you have had for the last 10

years?

Mr. Visher. We do not believe it will. We believe there
is stiil a need for an outdoor warning system.

Mr. Thomae That will not be changed?

Mr. Visher. People in cars, people outside, will receive
no benefit from the NEAR indoor warning.

Mr. Thomas. Start at the beginning. How does your present
warning system work?

Mr. Romm explained the existing warning system which then temminated in 450
poits, to be expanded to 500 points that year.

Mr. Thomas. How does this NEAR system change all that?

Mr. Visher. The NEAR system changes this by taking it
autamatically from the point of decision to warn the public
down through these wires and is automatic, without going
through a human evaluation and automatically triggers a
transmitted--~-

Mr. Thomas. It still goes to the seven command head-
qQuarters, doesn't it?

Mr. Visher. Yes; and it goes down from there. It can go
from the point of decision to warn the civilian population.

Mr. Thomas. Does it etill have to go to our state and
regicnal headquarters?

Mr. Room. You go down through parallel channels. This

means it can go down through the utilities grids to make

the decision to alert the civilian population. This ar.ivates
a transmitter which is on the utility grids and this signal
goes out. It can also go down through the NAWAS net to go
into the local utility grids. There are sorn 3,400 utility
networks we have to tie together.

Mr. Thomas. This will cost from $500 million $1 billion.
How much more accurate will it be than what you have now?
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Mr. Pittmar:. There are two main changes. One is to bring

the varning into the homes where it is necessary, we believe,
for an effective warning system. The other is that the system
would work faster. It will be a more instantaneous werning.
To make effective use of any system of shelters, we think

both a greater reach of the warning cystem and greater speed
could result in a direct saving of many lives and we think it
is worth it.

There followed a discussion of the cost of NEAR and the method of financing
it. Mr. Pittman indicated that the ultimate cost to the country would be
around $600 million dbut that a decision on how ‘0 finance this cost had not
been reached. The committee's questions were directed toward trying to find
out how uuch of this amount would be federally appropriated.

Mr. Thomas. From vhat you see of the program, is it worth
the money to start this new program which could easily cost
the taxpayer $500 million. That is the question I want to
have answered.

Mr. Pittman. The answer is clearly "yes," in our view. In
the alternative plans I have dsicribed here, neither one
would cost the taxpayer anything like $500 million, the total
cost figure which we estimated, bocause the cost of the units
to go into the home would not be borne by the Federal Govern-
ment.

Mr. Thomas. Can you improve on the system that you already
have and that you have bought and paid for?

Mr. Pittman. We think it should be many times more effective.
We have serious reservations about the effectiveness of the
present system.

Mr. Thomas. Well, in either case, regardless of how they
are wvarned, they will be going to the same location and it
is a question of which is the more effective warning. Now,
a wvarning system is quite valuable. There is no question
about this, but you apparently do not know whether this
system will work regardless of its cost.

Mr. Pittman. There is no qu~stion about working. The
only element of uncertainty is, which is the most practical
and effective way to install it in these 3,400 utility com-

panies.

&
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Mr. Thomas. How long will it take you to complete the Job?

Mr. Visher. It will take about 2 years to install the system
in a total sense once all the operating details--

Mr. Thomas. One year's leadtime in procurement of the items,
and another year installation time?

Mr. Visher. I think it will take a year starting from
July of 1962 to July 1963 to spend this first one-fourth of
the program, and the following three-fourths will start

July 1963.
Mr. Thomas. How long will it take you to install it?

Mr. Visher. Once we receive the hardware, it should take
about a month or a month and a half to install.

Mr. Ostertag. You are speaking of the generstors and syn-
chronization?

Mr. Visher. Yes, and fitting it into tbz utility networks.

On pages 110 and 111 of the hearings, Mr. Thomas again reised questions
regarding the cost of NEAR. Mr. Pittman estimated the federal cost would be
$110 million unless they were forced into the purchase of receivers for
installation in the homes.

The Committee also examined in some ceteil the estimate of $6,360,000 for
protection of broadcast stations (p. 112 through 117). The civil defense
estimates (inserted at page 117) ‘ndicated that the program covered three
items:

1. A NAWAS drop at the station;
2. An emergency power generator;
3. A fallout-protected area at the transmitter location.

It was indicated that some SO stations would be so equipped in Fiscal Year
1962 and the funds requested for Fiscal Year 1963 would complete about 900
additional stations. Most of the questioning revolved around the cost of
the three iteris listed above.
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Mr. Thomas. By the time you pay for your construction and
your au:iliary power for 600 or TOO stations; what will that
be per station?

Mr. Visher. This particular program is 100 percent Govern-
ment contribution. They are providing the transmitters.

Mr. Jonas. 8ince you are spending thet much money build-
ing thesc srelters and providing this power, why do you not
use that as your primary communicating Link and cut out the
telephone cost of $625,000 a year?

Mr. Visher. The AM broadcast band, which is the group ve
are talking about, the radio stations we listeu to at 640,
and 1240, these stations are not normally available co use
to talk to regions, to talk to people on a warning basis.

We need the basic communication link to ta’k and dissemin-
ate warning, disseminate vital information. It is not quite
the same kind of link. One goes to every person via his
radio, one goes to a specific point for use in time of
emergency, and for normal operation of a system.ecees

In the Benate hearings on HR-12711, Mr. Pittman was questioned as to what
programs would have to be postponed if the Senate went along with the House
reduction. :

Senator Saltonstall. There is a broad general question on
this c.bject. The total you requested was $124,018,000 and
the House allowed you $65 million, which left $59,900,000,
which is the figure the chairman just brought out. Let e
ask a broad general question. You divide it into eight
different categories. If we went along with the House and
4id not give you any of this $59,900,000, wculd you go
forward in a smaller wvay with all of these categories, or
eliminate some of the categories?

Mr. Pittman. ......We would have to eliminate, I think, or
postpone, a very substantial number of these eight projects.

Senator Saltonstall. If the chairman will permit me, let vs
vary bdbriefly, so as not to go inco detail, cover this. You
have warning and alerting, $25 million. Would you go into
that in full?
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Mr. Pittman. This, we believe, would have to be postponed
a yssr. Whether we would completely postpone it or run
several of the pilot projects is & judgment we have not yet
made. But substantially it would be postponed.

Mr. Pittman. I think then, to answer that question, if
Congress decides to defer the s.rvival capability I refer

to in my opening statem¢nt, we have to postpone, or eliminate
from this bndge: completely, some of the priority elements
here and go ahead and do others as completely as we can.

In this case I think that most of tbe REAR operation would
have to be poatponed. The first cne.

Senator Saltonstall. All right. The second one we have
already talked about at some length.

Senator Magnuson. No. This is for radio broadcast statioms.
Senator Baltonstall. Yes. Needed for Govermment authorities

tc communicate with the public immediately following an
attack. That is a different one than you have here.

Senator Saltonstall. Would that be top priority or not?

Mr. Pittman. I think it is one we would be forced to put
off a year.

Independent Offices Appropriations for l96’t

Questions raised by the comnittee members of the House concernmed principally
the Emergency Broadcasting system and NEAR.

Mr. Thomas. What shape are we in with regard to this
field? You have your radiological fallout detection and
monitoring, warehousing and maintenance, but w.at about
your warning and alert system? You made a litcle change
recently, did you not? Your changed CONELRAD, but what
did you put in its place?

Mr. Duikee. Mr. Chairman, CONELRAD was not an alerting
system.,
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Mr. Thomas. Yes; that was your commmication systea.

Mr. Durkee. It was a commnication system. It has been
converted into an Emergency Broadcasting System. The
major effect of the change is to inerease the capacity of
the country to use present radio stations for emergency
information in a nuclear attack. With the FCC and with
the industry we have created an Emergency Broadcasting
System of 1,39 stations, I believe the number is. The
function of these stations would be to brosdcast emergency
messages of the President or a designee of the President.

Mr. Thomas. They are going to let you. break in for that
purpose.

Mr. Durkee. Used only for those purposes.
Mr. Thomas. You are not going to pay anything for it?

Mr. Durkee. The budget provides for the hardening of a
selected number of those stations for fallout protection.

la. Thomas. What 4o you mean by that? ( ]
Mr. Durkee. In order for--

Mr. Thomas. How did you protect each station? You may

Just as well try to protect a needle in a haystack; is

that about right?

Mr. Durkee. Assumiag the fallout program, as Mr. Pittman
described it--

Mr. Thomas. There is nothing new in the idea of hardening
those stations. You came up with that 3 or 4 years ago,
did you not?

Mr. Durkee, QOur program for hardening dbroadcast stations
to provide fallout protection started in Fiscal Year 1962.
It is perfectly clear that if you ere going to nrotect the
country against fallout, ycu have to protect also the means
of communication during this period. What we are proposing
to do and have done already is to protect the broadcasting
station persomnel from that same fallout so that the
President can use the system.
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Mr. Durkee. ...... In 1964 we propose to harden 83 stations
and to provide 105 with emergency generators and radio pro-
gram links.

008 S O000 eI

Mr. Shipley. The FCC selects the station Jjointly with you?

Mr. Durkee. That is right.

Mr. Shipley. What about the broadcasting equipment? In
other words, if you select a station ard they lack the neces-
sary equipment, would you go in with FCC for the supporting
equipment?

Mr. Durkee. The fallout protection is The barrier shielding,
and we are providing them with emergency power if the power
should disappear.

Mr. Shipley. Give me again the first part.

Mr. Durkee. The barrier shielding that would protect the
operating personnel. :

Mr. Shipley. I mean specifically the broadcasting equipment.

Mr. Durkee. The only broadcasting equipment is the radio
broedcasting equipment that would link the broadcasting
station with the Governor or the mayor or those who would
use the station in an emergency.

Mr. Shipley. This is & nominal cost, ia it not?

Mr. Durkee. $289,000 for 105 statious, or an average
cost of $2,753 (p. 958, 959, 960).

The justification for the NEAR system is included on pages 060-961 of the
hearings. This material indicates that with the 1962 finds of $5.1 million,
four contracts for eight NEAR receivers were awarded. Contracts were also
let for prototype production of NEAR receivers. In 1963, funds available
were used for consulting and engineering services ($1.1 million) , 16
converters ($2.4 million), and a special installatica at Phoenix, Arizona,
($42,500). The funds requesied for 1964 would provide for $900,000 for
services and $3.6 million for installation of NEAR converters to complete
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the KEAR syctem in lower Michigan and to provide the initial phase in
establishing a system covering the Washington, D C. area.

The discussion of the NEAR system is included on pages 960 through 967 of the
Fouse hearings. Pertinent comments were as follows:

Mr. Thomas. You are past the experimental gstage?

Mr. Romm. No, Sir. We now have taree of these generators
installed, one in Cclumbia, Mo., one in Phoenix, aud one
in Colorado 3prings.

Mr. Thomas. You want to install four more?

Mr. Romm. From 1962 funds, we will install 5 more, 16
wvith Flscal Year 1963 funds, and 19 requested for Fiscal
Year 1964. V¥hen the entire nationwide system is installed,
we will have the ability to scund an alert to the entire
population at the same time with this system.

Mr. Thomas. Why is not that system you have now pretty
good? Ycu know it will work?

Mr. Romm. It does not give you complete coverage. The
current system ends in an outdoor siren system, and does
not give indoor coverage and does not give coverage for
the population as a whole.

000000 OOSOIOENIS

dAr. Shipley. I have witnessed mock attacks over the past
several years, and have listened to them blowing the siren

5 minutes or 2 minutes, and then quiet, and it was all
worked cut a week in advance, and yet if you can get 20
people to lmov wvhat is goive on, it is terrific. I think
they have failed dismally i~ the warniug system. The
thought has occurred to me that for a warning to be given

in every home in the country--ai'l I am not promoting the
telephone company--but why could not each district telephone
office have a system of ringing the phone constantly?

Mr, Pittman. A full reviev of alternatives has been going
on, using radio and every system in use. The telephone is
out, for technical reasons; the load that would have to be

A,
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carried on simultanecusly is too great. Where we stand
is this: We agree with you that the outdoor warning
system is entirely inadeguate. It is inadequate from
the standpoirt of coverage, and it is inadequate also
in that it does not produce the effect on people that
gets the response that is neeled unless people know

it is A real emergency, and they may or may not know
that.

Mr. Thomas. What happened to that gadget you were
experimenting with that you attach to your telephoae?

Mr. Pittman. This probably preceded our time, but there
may be people in the room vho are familiar with it.
Whatever happened to it, it was thrown out. Does any-

body want to suggest why?

Mr. Romm. I know of no telephone gadget considered in
recent history. You may be thinking of the NEAR
receiver which plugs into an electrical outlet.

Mr. Pittman. Yes, the receiving end will be a low-cost,
small black box that gives a signal.

Mr. Thomas. That is what I was thinking of. How is
that coming along?

Mr. Pittman. On the black box there is procurement of
100,000 and it looks like it is in good shape. On the
generators, the development is in good shape. The

problem is to demonstrate to the utility companies as

well as to ourselves that it works on a system basis and
that it will not interfere with other peacetime operations.

Mr. Thomas. You are not throwing your siren system over-
board? What are you spending on the experimental system?

Mr. Romm. We had $5.1 million in 1962 and $3.5 million
in 1963.

Mr. Thomes. What does it look like to you?

T

Mr. Romm. It looks very good. The generators we have
tested did not interfere even with the most sensitive
systems. In fact, we have worked with people who
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operate computers vhere very minor power Jifferences will
throv computers off, and we have found the generators will
not interfere even with the computer operations.

e 0900 POGOINGIOINEPTIEYS

A general discussion of the warning system followed, which brought out th:
following fects:

The yearly operzting cost of the warning system was $1.7
million wvhica was ncw budgeted by the Department of the

Amy.

The $5 million included for 196k covered $4.5 million for
NEAR end $500,000 for the Washington area warning system.

About 60 million receivers would be needed for the NEAR
systenm.

In a further disucssion of NEAR, Mr. Thomas indicated there was quite an
engineering rroblem and asked the civii defense witnesses when they thought
they would come up with the correct answer. He also indicated that it was a
highly technical matter, and asked if vhen civil defense came before the-
committee the next year, if the matter would be settled one way or the other.
Mr. Pittman indicated that they were planning on the end of Ficcal Year 1963
as the time vhen there would be enough data for a decision as to whether to
go ahead with the entire system.

The questioning of the Committee on the Emergency Broadcast System ia coverad
on pages 96T through 972. The first part of the gquestioning had to do with
the number of broadcast stations, the number included under the system, and
the number to be hardened. The narrative on Civil Defense's Jjustification
of this program is included on pages 969 and 970 of the hearings. The
hearings included the following ccaments:

Mr. Thomas. How much time will you have anyway? What
if you had a dozen systems?.

Mr. Pittman. For a program designed primerily to provide
fallout protection--

Mr. Thomas. You have to be alive first.

Mr. Pittman. But an important part of the problem is
those who are outside of the holocaust and have a chance
of surviving, and they have 30 minutes at least. Also,
I would like to make clear thore is a difference between

.
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wvarning and caonmunications. We cannot use our emergency
communications without triggering it. We have to get people
to turn their radios on. *

Mr. Ostertag. Under your program of providing shelters,
that is more or less on a grant basis, is it not, for
buildings and coomunities and institutions and the like?
Why should the civil defense organization of the federal
government be responsible for 100 percent of this hardening
protection of the stations? Even though they do render a
service, they benefit from that protection as a private
corporation or private institution.

Mr. Durkee. Let me make clear what we are protecting. We
N are only protecting a small number of operating people.

It is only to keep a capacity for the federal government to

use this system and have the people there to run it. There

is no public sheltering for the public at large, either for

the station personnel or the public at large.

Further questioning covered how the stations were selected for inclusion in
the net, and the nature of the protection afforded. It was *.ought out
that the FCC participated in the selection of the stations, and that parti-
cipation by the stations in the program was voluntary.

In the Senate hearings on HR-8T47, the prepared statement of the Office of
Civil Defense covered justification for $4.5 million for NEAR, $500 million
for the Washington area warning system, and $2 million for broadcast station
hardening. (p. 1410-1411, Part II). Office of Civil Defense budget justifi-
cation for NEAR was included in the hearing record at page 1436, and that
for hardening broadcast stations at page 1439. The principal discussion in
the Senate concerned the NEAR system. Again, the questioning mainly involved
the problem as to who was going to pay for the system.

Independent Offices Appropriations for 1965

Part 2 of the House hearings covers the appearance of FCC witnesses in support
of Executive Order 11092 which gave that agency certain responsibilities in
emergency planning (p. 144l through 1453). Mr. Thomas raised the question as
to vhy CONELRAD had been changed.

Mr. Bartley. We will have greater coverage through the
new plan which becomes effective June 30. Prior to that
time they operated om 540 or 1240. The Department of
Defense, as the result of a review, determined there was
no longer that requirement.
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Mr. Thomas. What was the basis of their assumption that
it vas no longer needed?

Mr. Bartley. That I do not know.

Mr. Solan. Was it not because the planes would not be
homing on radio signals?

Mr. Bartley. It was their determination.

Mr. Thomas. I was vondering what the basis was. We are
out of the bomber area into the missile area, is that it?

Mr. Bertley. I think it is vhe more sophisticated
navigation aids on the planes themselves so we can allow
the stations on the air to operate with existing coverage
and thereby provide a more flexible system. We bave a
statement of requirements from the press secretary of the
White House as to Presidential needs.

Mr. Bartley. 8o now, come June 30, to meet the Presidential
requirements we must continue the emurgency broadcast system
develcpment. This is the part that has been paid for
originally by the Air Force and this year by OCD.

o006000020000000

Mr. Thomas. May I interrupt you there? What you are
directing your remarks to is postattack, and w have gone
into this before. What can we rut on the recorl about our
early warning system?

Mr. Bartley. I am not at all qualified, Mr. Chairman, to
talk about it. I 4o not know.

Mr. Ostertag. The chairmar has pointed up one emergency,
postattack, but vhat I was trying to determine, in the
planning and in dealing with communications generally,

vhich is a vital part of our lifeblood in this country,

there are many kinds of emergencies and I wondered if there 1is
a relationship between one kind of disaster as against another
in wvhich you have problems in this field whether it be bLefore

or after the emergency. (-
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Mr. Bartley. 1 was about to say that as a result of his
calling on the stations ir the Alaska area they had some
plans for a national emergency which were used immediately
in the Alaska disaster as well. Radio stations had
auxiliary power. They got back on the air in about 10
minutes. So that I am sure this had a tremendous impact
on the manner in which the public behaved under those
conditions. They did have authentic information coming
to them.

Tne hearings on the civil defense budget were highlighted by the fact that
the Comnmittee was told that NEAR was {0 be put on the shelf. (p. 1504

through 1509).

Mr. Durkee......In the area of warning and detection we
have made a decision that you asked about last year, as I
recall "what are you going to do about the NEAR warning
system? When will you come to a decision about that?"

( ) I am here to advise you a decition has been made that we
will not spend any more money on that for these particular
reasons:

(1) With the money that has been spent we have developed
a shelf item that could be deployed if needed.

(2) It seems we should not spend more money in developing
powverline systems such as NEAR because technological
developments and the discontinuance of CONELRAD indicate
there are other warming systems possible that might be
cheaper or more effective. We intend to spend about $1.1
million during Fiscal Year 1965 on radio indoor warning
systems, and I hasten to add they include not only the
standard broadcast type but also Government systems such
as the Loran C navigation system. There is a wide range
of possible radio warning systems.

We have also explored the use of the telephone as a warning
system. An estimate by A.T.&T. in 1962 was that from $6

to $7 billion dollars would be involved in modifying the
telephone system to a warning system, so for the time being
we have discarded that as an ide@. .ecevvveceoncen

our national warning system--that i1, the funding of it--

C\ I might add that we have turned over the administration of
and also our radio and telephone communications to state
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govermments, to the Army under the supervision of the Defense
Commmunications Agency. The Army budgets the cost, which is
about $4 million annually. This does not shov in our budget.
That, I think, pretty well covers the system on warning and
detection.

Mr. Jonas. We spent $4 million on this NEAR warning system
so far, is that right?

Mr. Durkee. Historically about $8 million has been spent.

Mr. Jonas. I mean in 1963 and 19647

m. Durk“. Y." air. 0000 OO0 ODNOSOOEOSNTLIDS

Mr. Jonas. What do we have for this $8 million?

Mr. Durkee. For the $8 million you have a powerline warning
system, that is, detailed workable specifications for the
generstors that would run this system and the warning receiver.

Mr. Jonas continued his qQuestioning regarding NEAR and its testing in lower
Michigan. He continued with questions on the effectiveness of NEAR:

Mr. Jonas. Are you far enough along with operations to
test the effectiveness of it?

Mr. Durkee. Yes, we have had a nurber of testing operations.

Mr. Jonas. And you can tell the comnittee that the testing
80 far discloses that the system is workable, effective,
and efficient?

Mr. Durkee. Yes.

Mr. Jonas. You can see that I am trying to put on the record
a statement which will give us some idea of what it will cost
to put in this warning system in every city in the United
Btates.
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Mr. Durkee. I believe wnat I have said about these other
systems is relevant, Mr. Chairman, that the radio systems
on vhich we are planning to spend very little money to
develop will be much less expensive to deploy around the
country, which is one reason for going no further with this
system.

Mr. Jonas. You mean you have abandoned the system you
started out with which has been described as the "little
black box" system?

Mr. Durkee. I want to say very clearly it has not been
abandoned. It is a system that has proven workable. The
reason we would not make any © .ision now to deploy the
NEAR system is that there are other more effective ways
to do that which result from technological developments
ir radio.

Mr. Thomas. Spell that out a little bit for us.

Mr. Durkee. I have the technical experts here but what
is involved here is using radio and a radio r=ceiver that
will be in a home which could be alerted by the national
wvarning system and a buzzer sound which would mean a
wvarning.

Mr. Durkee. Tiere is one system that would operate in a
regular radio receiver with the transmission being inter-
rupted by a sound signal. There are other radio systems
that we are looking at that would not be the commercial
radio-type system but they are radios in which you would
have to buy a special receiver which would give you not
only signals but alsc a voice over the receiver. One of
the reasons this has never been pursued in the past was
because the radio receiwver costs were so high. Technology
has reduced the cost to whe. > they are equal to the cost,
for example, that would go in & little black box.

Mr. Jonas. I thought the little black box concept was
brought into being by acceptance of the fact that many
people do nct have their radios on all the time. You
have to have some way to alert a housewife that she
ought to turn her radio on.
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Mr. Durkee. That is right. One of the radio systems would
sutomatically turn the radio on. The cheapest radio warning
system you could use vhich we have looked at is an ordinary
radio receiving an ordinary program with a warning signal
being given over that radio by meanc which would increase the
volume by a great amount. In other words, you might be
listening to music and the warning signal would be an
enormous increase in volume.

Mr. Thomas. As Mr. Jonas pointed out, suppose the radio is
off and it is in the dead of night. You mean you have a
device that would turn it on?

Mr. Durkee. Yes. It would not be a commercial radio.

Mr. Jonas. It would involve everybody buying a new receiver?
Mr. Durkee. Yes.

Mr. Jonas. What would it cost?

Mr. Durkee. The total cost of the receivers would be about
$1 billion.

Mr. Jonas. I mean per each?

Mr. Durkee. About $10; it would range between $10 and $12.

Mr. Jonas. It would have to be a pretty loud noise to
wvake up same of the sound sleepers. The receiver may be
downstairs in the living room and the pecple are upstairs
in the bedroom sleeping with the door closed. ‘

Mr. Durkee. The system is the ordinary radio which is
broadcasting music, for example, and the volume is turned

up.

Mr. Jonas. I understand that, but this radio is completely
off.

Mr. Durkee. It would not work if the radio is completely

off. Another system is turning on what is in effect a

radio-like box even if it is off. We are looking into. the

entire range of technical possibilities. All of these

involve a receiver cost but the first does not involve a <_




31 January 1966 3-67 T™-L-1960/091/00

receiver cost in the sense that all those that have radios
now have it if the system is put in.

Se s 0000000000 e

Mr. Jonas. What do you plan to spend in total for
warning systems in further expenditures?

Mr. Durkee. We are planning on spending $1.1 million in
this budget and that should do the job. I am using
$500,000 of 1964 year funds for the same purpose. So a
total of $1.6 million will have been spent at the end of
Fiscal Year 1965 on the final look at the radio warning
system.

Mr. Jonas. So far as you are concerned You think that will
do the complete job and there will be no further money
requested in the future? Of course you cennot bind anybody,
but is that your present thinking?

Mr. Durkee. We will continue to expand the warning systen
we have now and I have budgeted money for certain activities
in relation tu our waming points. I am not recommending
at this time any budget for any other warning system except
the one wve have and its expansion.

Mr. Jonas. You mean the one in Michigan?

Mr. Durkee. No, the national warning system from our
federal warning offices to the state, and they are linked
vith the sirens in your communiiy.

Mr. Jonas. You expsct to put the Michigan system on the
shelf, so to speak?

Mr. Durkee. That is right.

The Emergency Broadcast System was discussed next (p. 1509, 1513, 1514):

Mr. Durkee. ......The next series of items are "Emergency
operations.” The first is the emergency broadcast system.
Our role in the emergency broadcast system is a small one. ...
The major responsibility in terms of administration and
management is that of the Federul Communications Commission,
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and I believe Commissioner Bartley appeared before you to
cover that subject. Our budget proposal of $5.5 millior relates
to the creation of fallout protection for the operating
rersonnel of these emergency dbroadcast system stations. It
is & program we discussed last year and we are asking for
funds sufficient to provide fallout shelter protection for
k65 stations. We asked for and received approval for fallout
shelter protection for 90 stations last year.... The
emergency broadcast system should not be confused with the
use of radio for warning. Emergency information is a
continuing operation both during a nuclear attack and before
and after a nuclear attack.

Mr. Jonas. I am not quite satisfied from what you said
about the justification for this emergency broedcast
system. What is it exactly you propose to do? I thought
the President of the United States could get a 150-million
audience by merely calling up 2 people to make all tele-
vision and redio facilities in the country available. What
is it you propose exactly to use for this $8 million for
an emergency broadcast system? I want him to have what
he needs, and I think the people want him to have what

he needs, but I am wondering if he needs it, in addition
to vhat is already available.

Mr. Durkee explained the reason for the creation of the emergency broedcast
system and then indicated how the requested funds would be used:

What we are preposing to do is a very small part of that
system. We are proposing to create fallout protection for
the operating personnel, two or three or four people that
would be necessary to keep that station in operation during
an actual attack and after the attack. The average cost of
doing that per stationis about $5,000. We would also be
asking for funds to put emergency generators in those
stations and program radio links to mayors and Governors

s0 they can use the broadcasting stations for state and
local purposes.....

Mr. Jonas. $300,000.

Mr. Durkee. The $300,000 requested by the Federal
Commmications Coomission is to support perscnnel to
create through the mechanics of the system, how these
stations relate to each other and vhat stations are in
the system.
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The $5.6 million is for the purpose of creating fallout
protection for the operating personnel of 465 of these
stations. Without that protection, in an actual nucliear
attack the station personnel would have to leave the
premises, go to public fallout shelters, and you would
have no radio brnadcast system operating at all.

Mr. Jonas. You are going to provide fallout protection
in the .tations for a limited number of people?

Mr. Durkee. That is correct....

Mr. Jonas. That is sort of callous. If I were running
a station and somebody came in and wanted to build a
shelter to protect only five of my people, I would feel
a little obligation to provide similar protection for
everybody there.

Mr. Durkee. This is not the first year this has been
requested, Mr. Congressman. Money for 90 stations was
authorized last year and in the previous 2 fiscal years.
This program is administered by the Corps of Engineers.
It is a successfvl program. The station owners under-
stand what this is for. There is not a great deal of
pibiicity about it. It is not creation of pubdblic
fallout shelters.

There was a further discussion on the use of emergency generators and
Mr. Durkee illustrated their benefit by discussing their use during the
Alaska earthquake (p. 1514, 1515).

Later in the hearings (p. 1526-1528), Mr. Thomas inserted in the record OCD's
justification for research on warning and alert, but there was no discussion
on this item.

The Senate hearings on this bill (HR-11296) contain at pages 911 through 915
the prepared statement of the Office of Civil Defense in Justification of
its requests for restoration of funds deleted by the House. A discussion of
the emergency broadcasting system and the warning system is covered on pages
928 through 935 of the hearings. OCD in response to questions, indicated
that 656 stations were to be provided with fallout protection at




31 January 1966 3-70 T™-L-1960/091/00

an average cost of $5,000, that the cost of a generator was asbout $8,000,
end the cost of program links about $2,000. There was also a discussion on
the nature of the program links:

Senator Magnuson. Now the line, why would it cost so much
for a line? There may be a good reason for it.

Mr. Durkee. It is about $2,000.

Senator Magnuson. When there is a line from every radio
station to the city hall or the fire department or to any
place. There is a line there.

Mr. Durkee. Well, they are generally not lines of the kind
wve are talking about. This is a direct line that allows the

mayor for example to broadcast over that radio station from
the city hall.

Senator Magnuson. This is a local line?

Mr. Durkee. It is really a local hotline. It goes right
into that radio broadcasting station.

Senator Magnuson. And they would have to all have lines
into a separate given central point.

Mr. Durkee. That is right.

Senator Magnuson. Who lays down these lines? What do
you do, rent them from the telephone company?

Mr. Durkee. Yes; the current wire lines are rented, tut
they are being taken out as radio equipment for these
programming links as installed.

Senator Magnuson. $2,000 sounds a little high if you
are Jjust leasing lines, but if you have to add some
construction equipment-----

Mr. Durkee. I am sure there is an installation cost in
doing it.
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Senator Magnuson. Then it wouldn't seem high.

Mr. Durkee. That is right. I am sure there is an instal-
lation cost.

Senator Magnuson. You might have to add something that the
phone company wouldn't have.

Mr. Durkee. Wouldn't have, yes.

Senator Magnuson. But I think the record ought to show
that.

Mr. Durkee. We will be glad to have the record show that,
Mr. Chairman.

Civil Defense Emergency Broadcast System (EBS)
Commuaications Lines

The commuuications lines used under CONELRAD for
alerting the radio stations and programming at local
levels was continued for the emergency broadcast

system upon discontinuance of CONELRAD. These facilities
wvere financed by the Department of the Air Force,

and on July 1, 1964, the Department o1 the Army takes
over the financial responsibility based on the

continued rced.

The Fiscal Year 1964 costs for the interconnections

to the AP/UPI alerting system is approximately $98,000.
The costs for the telephone lines for programming local
radio stations by local civil defense authorities is
approximately $109,000, or about $9,000 a month.

As the OCD broadcast station protection program is
extended to more stations, remote radio pickup (RPU)
equipment procured by OCD being installed between

the local Civil Defense Emergency Operations Center
and the radio station will eliminate the need for the
local telephone circuits. The complete installation
of RPU equipment is costing about $2,700 per station.
This will result in added reliability for emergency
programming to the civilian population and savings in
rental costs currently paid to telephone companies.
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Senator Allot. How would you get all the radio stations
off the air, for example, except the ones that you have
selected?

Mr. Durkee. The system to get them off the air is a
relatively simple system. At NORAD when an air raid warning
is declared, there is an automatic triggering of the
emergency broadcasting system at the same time that warning
is sent over the national warning system. A special inter-
connection will seize the AP and UPI teletype news facilities
to the radio stations. They will receive a message which
tells them either to stay on the air or get off the air in
accordance with the EBS plan. There is a regular enmergency
procedure in effect at all broadcasting stations so that
this would happen in the matter of about 5 minutes, so

that technically it certainly will work.

There followed a discussion of what coverage was available on a 24 hour
basis at the end of the warning line to make -decisions on the basis of the
warning received.

Senator Magnuson. It will end up in some radio station.

Mr. Durkee. No sir. I am now talking about something
a little different. The emergency broadcasting system
is one thing, which is a way of handing emeigency infor-
mation. It is triggered at the same time the air raid
warning is disseminated over a separate system. This

is the OCD national warning system from NORAD which
sends out a warning signal through our 600 warning
points &ll around the country simultaneously and this
goes out in a matter of minutes.

S8enator Magnuson. Who is at the end of that, your
people?

Mr. Durkee. No; the state or local civil defense
people, and whoever the mayor has appointed to handle
this kind of problen.

Senator Magnuson. Twenty-four hours a day?

Mr. Durkee. Twenty-four hours a day.

Senator Magnuson. Who pays for that?
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Mr. Durkee. We pay for the installation of the national
warning system, and we pay part of the cost of the instal-
lation and maintenance of state and local systems through
matching funds.

The elimination of CONELRAD was also discussed:

-

Senator Allot. %You have done away with these two emergency
channeis; 1s that right?

Mr. Durkee. That is correct.

Senator Allott. What is the reason for that?

Mr. Durkee. The original reason for the imposition on the
broadcacting industry of these two channels was a military
reason, because of navigational aid to an incoming enemy
aircraft. With the advance of technology in other naviga-
tion systems for both missiles and aircraft we were able
to get rid of those restrictions on the use of radio and
ir effect the whole spectrum of radio broadcasting is now
open for emergency purposes.

Senator Allott. To stay on its regular fiequency?

Mr. Durkee. Yes, Sir.

Senator Magnuson. You wouldn't be a homing device.
Mr. Durkee. That is right.
Senator Magnuscn. Technologically?

Mr. Durkee. Technologically it isn't a problem, for
military reasons.

Senator Magnuson. For aircraft or anything else?

Mr. Durkee. That is right.
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Senator Allott. I don't see that that makes any difference,
frankly, because for example KOAX, 830 on the standard
broadcast dial, and anybody using a plain ADF can flip it
to 830 and they could home in on KOAX from a distance up

to 40O or 500 miles I would think.

Mr. Durkee. Yes; but I gather because of the advance of

navigation itself, and, of course, the development of
missiles, the problem simply isn't the same any more.

The final item on warning discussed in the Senate hearings concerned test-
ing of the outdoor warning system:

Senator Magnuson. Who determines when the sirens blow
wvhen there is not an emergency. That is a local decision?

Mr. Durkee. A local decision.

Senator Magnuson. And you have nothing to do with that?
Mr. Durkee. No.

Senator Magnuson. Because there I think indirectly you
are getting into exactly the problem he mentioned. They
keep blowing and blowing and blowing, so that nobody paye
any attention to them.

Mr. Durkee. We have suggested, Mr. Chairman, that they
stop doing that, apd that they select one specific time
which is consistent throughout the state, to have these
sirens go.

Senator Magnuson. They don't need to blow them at all
until something happens.

Mr. Durkee. Not very much.
Senator Magnuson. They don't need to blow them.
Senator Allott. They have got to be sure they work.

Mr. Durkee. They have to test them occasionally to be
sure they work.
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Senator Magnuson. They can tell whether they work with-
out blowing them all the time.

Mr. Durkee. I think there was a time when they were more
primitive than they are now when you might have had to do
it a lot more.

Senator Magnueon. It is like tl.e 0ld Navy story about
fire in the galley, you know.

Mr. Durkee. Yes. Mr. Chairman, there are a couple of
critical items here.

Senator Magnuson. Anyway, that decision is made by the
local people.

Mr. Durkee. That is correct.

Independent Offices Appropriations for 1966

In the House hearings on civil defense appropriations for Fiscal Year 1966,
the discussion on warning is included on pages 614 through 618. Excerpts
from the civil defense budget on warning were inserted in the record and
appear on pages 635, 636, and 641 through 644. The Committee members raised
questions on NEAR:

Mr. Jonas. How about your little black boxes?

Mr. Durkee. We are not asking for any money this year
for the NEAR program which has the little black boxes.
This year we are conducting final tests using money
appropriated during Fiscal Year 196k.

Mr. Jonas. Do you have any in place?

Mr. Durkee. Yes. We have some in a test in Michigan.
This is a test of the NEAR system that we discussed last
year.

Mr. Thomas. What did you spend on the little black
box program?

Mr. Durkee. $8.5 million.
Mr. Thomas. Did that include research?

Mr. Durkee. That included the research. Those were
the total developmental costs.
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Mr. Thomas. There is one thing about it, Mr. Jonas, the
older a program gets the less you spend on it. Some costs
have gone down 66 percent.

Mr. Durkee. I hope your comment was not one of skepticisw
but. of pleasure, because that is what is happening.

Mr. Thomas. I wonder why we made that serious error to
begin with.

Mr. Durkee. It may not Lave been a serious error. The
reason the NEAR system was developed was because the radio
varning system was not available.

There followed a description of the warning system and the EBS. Mr. Durkee
mentioned that money had been spent to protect 530 selected radio stationms,
and that the total cost would be $10 million. The problem of getting the
wvarning down to the local level was discussed as was the use of the outdoor
sirens. The question of a better system was reised in the following
discussion:

Mr. Thomas. What is a better method of aler{ing them.
Your black box did not work.

Mr. Durkee. The black box would work, Mr. Chairwan.

I do not think it is the best system. We thisnk the best
system will be a radio warning system that would activate
a radio receiver in a person's home.

Mr. Thomas. Even though the radio set is turned cff?
Mr. Durkee. Even though the rcaio set is turned orf.
Mr. Thomas. How fer along are you with that?

Mr. Durkee. I have Jjust gotten a recent report and

I would say all the technologicel reports so far shLow this
is feasible and cheaper and I have prototypes of the kind
of radio receivers that would be used. We are woriing
with the FCC and the radio broadcasting industry and we
have a task force working on it.

Mr. Jonas. That might work in homes but business
concerns and factories snd commercial establishments
do not all have radios.

e




31 January 1966 3-77 TM-L-1960/091/00

Mr. Durkee. A number of them have regular radio services.
Also, some companies have done what Marshall Field has done
in their building in Chicago. They have a line connected
to the national warning systen in their own building.

Mr. Jonas. They are, in effect, a warning point?
Mr. Durkee. A warning point extension.
Mr. Giaimo. Is this telephonic?

Mr. Durkee. Yes; telephonic, a land line, A.T.&T. wire.
There is an actual linkage in the building that comes from
NORAD and they would get the warnirg in a minute or minute
and a half.

Mr. Thomas. Is there any way to sabotage the big center so
that the message cannot get through? Could not that be
easily sabotaged?

Mr. Durker. There is a redundancy of lines for this system
as for telecommunications, and there would be top priority
given to circuit rerouting and restoration. I do now know
off the top of my head what the extenat of the sabotage would
have to be before it would be inoperative.

Mr. Jonas. I do not think there would be much trouble
getting the information around in a small town if it gets

to tne towr in time. If John Jones runs off with Susie Smith
everybody knows about it in 15 minutes.

Mr. Durkee. You have about 50 minutes before radiation
starts coming down. Let us assume many small towns would
be 80 located that the first fallout would not arrive until
2 hours later. They have considerably more time than the
30 minutes and radio communications would bring the news.

Mr. Jonas. Would not that depend on how far the town is
from the blast or explosion?

Mr. Durkee. Yes. That is why I say if you are planniug
on doing something you had better plan on 30 minutes.
You had better not plan on 2 hours because you might not
have that time.
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Mr. Jonas. Mr. Chairman, can you give us tke total cost
of this warning system, in~.uding what the Army Strategic
Communications Command budgets?

Mr. Durkee. Yes.
Mr. Jonas. What would tha* add to this?

Mr. Durkee. The warning sysiem. That adds about $1.3
million for Fiscal Year 1966 for the warning system.

Mr. Jopas. You are sure you are not overlapping there!

Mr. Durkee. No. The specific budget amount is worked
out with them every year. They maintain the system for
us and budget separately for that. They programmed

$1, 265,000 during Fiscal Year 1965 for the maintenance
of the warning system.

A discussion of the Bomb Alarm System followed. It was pointed out by the
civil defenee witne:s that this was pnot a part of the civil defense warniag
system. A cummary oz the system appears on page 640 of the House hearings.

In the 1966 House hearings on the FCC appropriations, mention was made in
the prepared statement ( 843) of the FCC role in the Emergency Broadcast
System, but there were no questions raised in the hearings.
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Table 3-1.

ANNEX IV TO CHAPTER THREE

TM-L-1960/091/00

FISCAL HISTORY OF CIVIL DEFENSE WARNING SYSTEMS

Warning Obligations - Fiscal Years 1951 Through 1964

f )

Obligation

« Anmount

Federal Contributions for Warning
Emergency Broadcast System

NEAR

NAWAS

WAWAS

NAWAC

CADW System

Radio Indoor Warning System

Fallout Protection for Warning Points

Research-Warning

$ 19,178,192
5,586,881
9,412,693
6,630,028
2,857,348

223,349
716,532
646,187
95,425
2,613,005

Total

$ L47,959,6k40

1.

Total obligations 1951 - 196k4:

obligations to total obligations: k4.4 percent.

$1,082,825,648; Percent of warning
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Table 3-3. Obligation History of National Warning System
(NAWAS and Predecessor Systems)

Fiscal Year Annual Cumulative
1957 $ 223,349 (NAWAC) $ 223,3h9
1957 716,532 (CADW) 939,881
1958 1,073,957 2,013,838
1959 1,136,984 3,150,822
1960 1,173,727 4,324,549
1961 1,334,633 5,659,182
1962 1,486,216 7,145,398
1963 kak, 511 7,569,909

1. Transferred to U. S. Army during FY 1963.

Table 3-4. Obligation History of Washington Area Warning

System (WAWAS)

Fiscal Year Annual Cumulative
1958 $1,055,293 $1,055,293
1959 561,53% 1,616,829
1960 332,059 1,948,888
1961 165,028 2,113,916
1962 230,425 2,344,341
1963 187,847 2,532,188
1964 325,165 2,857,353
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Table 3-5. Obligation History of Warning - Matching Funds

Fiscal Year Warning Cumlative
1952 $2,676,230 $2,676,230
1953 969,378 3,645,608
1954 - 2,155,487 5,801,095
1955 1,016,751 6,817,840
1956 953,513 7,TTL,359
1957 1,193,874 8,965,233
1958 1,615,565 10,580, T98
1959 1,571,629 12,152,427
1960 1,087,623 13,240,050
1961 1,250,135 14,490,185
1962 1,527,671 16,018,056
1963 1,962,013 17,980,069
1961 1,198,123 19,178,192
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Table 3-6. Obligation History of Emergency Broadcast System

Fiscal Year Annual Cumulative
1962 $ 278,809 $ 278,809
1963 1,106,783 1,385,592
1964 3,689,632 5,075,224

Table 3-7. PEmergency Broadcast Systems:

Other Government Agency Support

Corps of FCC

Fiscal Year Engineers Personne). Annual Cumulative
1962 $ 143,587 $ 43,587 $ 143,567
1963 85,475 85,475 129,062
1964 147,595 $235,000 382,595 £11,657

Table 3-8. Obligation History of National Emergency Alarm Repeater (NEAR)
Systenm

Fiscal Year Annual Cunulative
1960 $ 29,840 $ 29,840
1961 87 » 114 116 395+
1962 5,117,792 5,234,746
1963 3,453,188 8,687,934
1964 - 72k, 759 9,412,693
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Table 3-9. Obligation History of Radio Warning System
Fiscal Year Annual Cumulative
l%h m: 187 $ 61"6: 187

Table 3-10. Obligation History of Fallout Protection for Warning Points

Fiscal Year

Annual

Cunulative

1964

$ 95,425

$ 95,425

Table 3-11. Obligation History of Warning Research and Development

Fiscal Year Anraal Cumulative
1956 $358,000 $ 358,000
1957 106,000 L6k, 000
1958 60l+,000 1,068,000
1959 k2,000 1,110,000
1960 - 1,110,000
1961 3,000 1,113,000
1962 42,000 1,855,000
1963 185,000 2,040,000
1964 331,000 2,371,000
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Chapter Four

Strategic Warning to Industry

1.0 INTRODUCTION

This chapter contains the preliminary findings of a study un providing strategic
varning to industry.l The objective of the study was to investigate the time
requirements and the costs involved in an emergency industrial shutdown. The
study wes also intended to determine the feasibillity of providing strategic
warning to industry in a crisis situation. Because of problems in obtaining
information from various industries in the short time available for the study,
only preliminary work was completed. Based upon tue initial findings of this
investixation, a tentative evaluation was made of the trade-off between shut-
down and possidle escalation of a crisis, and the failure to shutdown and
probable damage or destruction of various plants and the communities surrounding
them. Of prime importance in the evaluation was the consideration of the
potential consequences of a strategic warning false alarm.

Within the limited scope of this activity, coordination was effected with
personnel at the Stanford Research Institute (SRI), who ure concerned with the
execution of the concurrent OCD-funded project to evaluate the effectiveness
of shutdown procedures in key industries. The SRI project and this industrial
warning study were counceived to be mutually complimentary efforts. Experience
to date confirms the interrelationship of the two projects.

The time available for study was short, and the sources of shutdown in®ormation
limited. Thus, meny problems are posed to which this chapter offers no
solutions. This is not to say, however, that solutions do not exist. The
primary purpose to the chapter is to point up the potential problem areas, and
to show the need for further consideration of them.

2.0 CONCLUSIONS AND RECOMMENDATIONS

The conclusions which emerged during the course of the preliminary study
reported in this chapter are as follows:

1. Limitation upon Tactical Warning. Under present concepts, the
dllowable reaction time to a tactical warning is between 15 minutes
and a half hour in target areas. Estimates of shutdown time require-
ments indicate that shutdown could not, in a number of significant
cases, be accomplished within this time frame. It can be seen,

l. This chapter replaces Indis_tria.l Warning, which wes originally published
as TM-L-1960/083/00, dated 1L January 1966.
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however, that in certain key industries, such as petroleum and steel,
complex production equipment will destroy itself, and, in som® cases
destruction of this equipment will probably result in the destruction
of surrounding areas if the processes are not sbhut down. Tbus, if
the effect of & hostile attack upon the industrial capability of the
nation is to be minimized, then warning and shutdown procedures must
be developed to maximize the survivability of those industries not
directly affected by the attack.

2. Level of Public Preparedness. The feasibility of giving industry
strategic warning is dependent upon how the public would respond to
it. 1Ir the civilian defensive preparedness were at & high level and
heavily involved the public, the public's reaction to a strategic
warning to industry would probably not be a significant factor. If
the general public were already taking protective actions, strategic
wvarning to industry could provide further encouragement to protect
themselves. If, on the other hand, the public were at a low level of
civilian readiness, there would be no way to determine how the people
would interpret such a warning or how they would react to it. Thus,
considering the lovw level of civilian preparedness today, it does not
appear feasible to give strategic warning to industry without first
building up the public's general awareness of an impending crisis
through the public media and then giving strategic warning or some
other form of direction to the people at the same time that shutdown
procedures are instituted by industry.

3. Lack of Formal Warning Channels. No formal communication channels
presently exist from the federal government to industry over which a
strategic wvarning could be disseminated. There are informal channels
by vhich some industries keep attuned to a threat, but the concern
generated by their knowledge of it is from the standpoint of how to
prepare to meet the production demands that accompany a crisis rather
than how to survive the attack which might be the end result of a
crisis. In fact, the normal response to a crisis, i.e., to increase
production to meet increasing needs for strategic materiel, is basicaily
incompatible with the need to shut down production in order to enkance
the probability of surviving the crisis.

At this ime only a very general recommendation can result of this effort: a
more . worehensive study should be made of key industries to determine more
specifically the feasibility of providing strategic warning to industry, and
the risks to “ndustry and the surrounding communities of not responding to a
wvarning to shut down versus the cost and consequent liabilities of a shutdown.
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3.0 METHOD OF APPROACH

In the accomplishment of this tas' a survey was conducted of a small, but
representative cross section of key industries that are essentiai to national
survival, particularly in a postattack period. These wvere:

1l. 8teel

2. Food

3. Petroleum
4. Chemical
5. Bankirg

The selection of the particular company in each category was based on the fact
that project personnel had previously made personal contact with the individuals
in each of these areas. All of the industry contacts were responsible for
emergency preparedness planning. The companies surveyed were:

1. Jones and Laughlin Steel Corporation, Pittsburgh, Pennsylvania.
2. General Foods Corporation, White Plains, New York.

3. Stindard 0il Company of New Jersey, New York, New York (Humble
011 and Refining Company).l

4. American Cyanamid Compeny, Wayne, New Jersey.
5. Chase Manhattan Bank, New York, New York.

Representatives of each of these industries were interviewed for the purpose
of obtaining the following kinds of information:

1. The time required for normal shutdown of the process that requires
the longest shutdown time; the time required for shutdown of this pro-
cess uader accelerated, but orderly and safe conditions; and the time
required for maximum-speed shutdown without regard to plant operebility,
but assuring personnel and area satety.

2. The physical and economic counsequexces to the plant of a maximum-
speed shutdown; and the consequences to personnel and facilities in
the area resulting from a failure to shut down. (Economic factors
include shutdcwn and start-up costs, as well as capital, inventory
production ard contractual losses.)

1. The Standard Oil Company of New Jersey is a holding company of which the
Hurble Oil and Refining Company is a part. The emergency planning represen-
tative of the Standard Oil Company provided general information, but specific
shutdown time and cost estimates were provided by the Humble Oil and Refining

Company .
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3. The degree to which shutdown could progress before the shutdown
became common knowledge to plant personnel and people in the surround-
ing coomunity; and the extent to which a skeleton crew could maintain
operations in the plant in the event of an attack.

4. The type of information now available during a crisis to tue
industries studied and the scurce of that information.

In addition to the personal interviews, each representative was asked to pro-
vide this information in written form in response to a list of questions
provided them. Though agreed upon willingly during the interview, the responses
in terms of actually furnishing the data ranged from excellent to none at all.
The information provided by the Humble Oil and Refining Company and Chase
Manhattan Bank was detailed and complete. Jones and Laughlin Steel Corporation
requested that it not be included in the study because it was not believed

that any valid estimates of shutdown times could be made. No information was

. received from either the American Cyanamid Company or the General Foods
Corporation.

Since pot all of the industries queried responded in the detail requested,
additional information was sought to provide a vetter basis for analysis and

comparison.

Data were obtained fram General Electric Company, Flight Propulsion Division,
to augment the information received. In addition, the analysis draws upon
information on rapid shutdown as a result of actual emergency experience. For
this, the emergency shutdown of the following were examined:

1. Humble Oil and liefining Company, Baton Rouge Refinery, which
occurred on 29 April .960.

2. E. I. DuPont de Nemours and Company, Neoprene Plant, in Louisville,
Kentucky, following an explosion on the morning of 25 August 1965.

Though the data available for this analysis are limited and do not reflect
entimates of the emergency shutdown times of all of the five industries
originally planned, sufficient material is on hand to allow a preliminary
evaluation of the feasibility of shutdown, and the trade-off of shutdown as
opposed to no shutdown.

k.0 DEFINITION OF INDUSTRIES

No two industries are exactly alike. Even though many companies in the same
field produce like end products, e.g., automobiles, the production techniques,
and thbe kinds of machinery and processes used are not always the same. In
general, however, the functional makeup of companies in the same field is
similar in that certain production phases must be reached. Going further,
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many companies involved in the production of totally different items, e.g.,
petroleum and prime metals, are similar in that their operational makeup
involves cumplex multistage production processes. With this in mind, then,

it is possible to group the many different industries into categories according
to the kind of operation in which they are involved.

In attempting to analyze the many aspects of an emergency shutdown (time
requirements, resultant costs, consequences of not shutting down, etc.), it
is necessary to differentiate between industries according to their type of
operation. For this analysis, then, three general categories are chosen.
These are: operational, discrete production, and continuous production.

1. Operational. The operatioral industry is a functional or service
entity whose activities are concerned primarily with inventory
manipulation and/or record processing. These activities do not involve
complex processes which, if left unattended, could destroy themselves
or their physical location. Banking and the insurance tusiness fall
into this category. To them, emergency shutdown is, for the most part,
a matter of inventory and records security.

2. Discrete Production. The discrete production industry is concerned
primarily with manufacturing. The activities here can involve a single
or only a few production steps (making & funnel from a sheet of
aluminum) or the assembly of finished parts into a particular item

(an automobile production line), or can involve both machinery and
limited processing (a jet engine factory makes parts, processes them
by heat treating, and assembles them). To the discrete production
industry, emergency shutdown is generally a matter of turning off
machinery to avoid self destruction, and the stopping of any processes
to eliminate fire and explosion hazard. While shutting down production
can usually be accomplished quickly, the time required to stop a process
is dependent upon its complexity. Some discrete production industries
employ techniques that result in loss of materiel interrupted; thus,
products using glue as a fastener generally involve spoilage if the
operation is interrupted prior to the completion of a run.

3. Continuous Production. The continuous production industry is
characterized by activities involving complex: multistage production
processes. As opposed to discrete production, the finished product
here is derived by the changing of raw materials through processes
involving many critical, sequential stages into an entirely new form
and/or composition. Industries falling into this category are petro-
leum, steel, chemical, and so forth. The emergency shutdown of these
industries is a complex, time-consuming, and costly operation often
requiring as many critical and sequential steps as the process itself.
It can involve not only turning off equipment, but cutting off raw
materials feeding into the process, cooling down and depressurizing
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hect treating ovens, and so forth. This is a critical series of

steps which, if not taken, could result in damage to or destructiom

of tbe entire plant, and, in some cases, severe damage to tbe surround-
ing commnity.

5.0 SHUTDOWN FACTORS

5.1 SHUTDOWN TIMES

The minimal time required for a total nondestructive shutdown which would
allov for complete abandomment of a plant without resulting damage to equip-
ment or inventory, or any danger to the surrounding community, ranged from
20 minutes for a bank, to one and one half hours for the Gemeral Electric jet
engine plant, to 20 hours for the Humble 0il Refinery. Though no particular
limit was specified as to the duration of such & shutdown, the start-up of
processing equipment is dependent upon the length of time it has been shut
down. In the case of Chase Manhattan Bank, a totally operational entity,
duration would have no effect upon start-up.

The minimal time required for a total shutdown without regard for equipment

and process destruction or the physical consequencas to the plant itself
ronged from 20 minutes for a bank to four hours for an oil refinery. The
discrete and continuous production industries consider such a shutdown extremely
dangerous, however, in that the abandonment of production processes and equip-
ment which have not been completely shutdown could result in fires and explo-
sions which would affect not only the plant itself, but the surrounding
community. 1In the most extreme case, the Humble Oil FLafinery, it was learned
that such a shutdown could be accanplished only if a skeleton crev remained to
continue the depressurization of potentially hazardous equipment.

In tre abandomment of an operational industry, such as Chase Manhattan Bank,
without shutting down, the greatest hazard would be to the organization's
inventory--the unguarded money and securities. Shutdown procedures are so
clear and simple, however, and could be accomplished in such a short time that
a no-shutdown situation is not even comnsidered. Or. the other band, the com-
Plete abandomment of operating production equipment and processes would almost
surely result in major fires and =xplosions ranging frcm extreme damage to total
pPlant destruction. The danger to the surrounding community would be very high,
not only from explosions and fires on land, but fire spread through the sewer
systems.

5.2 SHUTDOWN COSTS

The costs involved in a minimal time, total nondestructive shutdown depend, of
course, on the kind and size of operation in question. Fur the operational
industry, the task of shutting down merely involves the securing of inventory,
and the shutdown and start-up costs would be negligible if anything at all.

€
{
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In a discrete production industry, such as the General Electric Jet engine
plant, involved primarily in assembly with the only large scale processing
units being heat treating furnaces, the shutdown, inventory loss, and start-up
costs would be considered very low since, except for the furnaces which require
time to cool down, the shutdown involves only the turning off of machinery.

The biggest cost factor here would be resultant production losses should the
shutdown be of an extended duration.

The cost concerns for a total nondestructive shutdown of a continuous production
industry, such as the Humble Oil and Refining Plant, are a different matter.

The shutdown costs alone are estimated at $25,000. Though no dollar figures
could be approximated for inventory losses, they included such items as hydro-
carbons to flare and slop, damaged catalysts and wasted chemicals, and some
equipment damage such as plugged lines and tanks. The start-up costs after
such & shutdown would approximate $100,000.

The above costs are all based upon estimates. The actual costs incurred in
the emergency shutdown of the Humble Oil Company, Baton Rouge refinery on

29 April 1960, following a loss of steam and electric power, were in excess of
$1,000,000. Though over half of this figure represents profit on lost pro-
duction of critical products, the loss of raw materials, chemicals, and process
catalysts cost $200,000. The remaining $300,000 is the dollar figure for
mechanical damage, and the labor and materials for start-up. The duration of
this shutdown was four days.l

It is interesting to note here that while the Humble 0il & Refining Company
estimated that start-up costs after a typical refinery shutdown would be
$100,000, in actual experience the figure ran to $300,000. This $300,000, of
course, included equipment damage costs, but equipment damage as a result of
the shutdown was considered light.

In the minimal time, total shutdown without regard for plant, equipment, and/or
process destruction, costs could cover a wide range and are difficult to
estimate. For Chase Manhattan Bank the costs would be negligible because again
the concern is with inventory which can be quickly put away, and not with equip-
ment or processes. No estimates were available on costs that would be incurred
in a discrete pruvduction facility, but there is always a potential fire and
explosion hazard, particularly in the case of incompletely shutdown furnaces.

1. F. P. Barrow, et al., Report on Emergency Shutdown - Baton Rouge, Refinery,
April 29, 1960, ESSO Standard Division, Humble Oil & Refining Company,

15 November 1960. The four days referred to here was the time that elapsed
from the moment the refinery ceased normal operations until normal operations
were restored. Initial unit start-ups commenced 36 hours after the shutdown
was complete, and continued on a unit-by-unit basis until normal orerations
were restored.




31 January 1966 4-8 ™-L-1960/091/00

In a continuous production industry that is shut down w?ihout regerd for
equipment and process destruction, the costs involved would be considerable.
Bumble 0il and Refining Company estimates the losses could vary from $2,000,000
to one bundred times that much. In addition, assuming that fire and explosion
effects are moderate, the damage to the surrounaing community would amount to
approximately $100,000.

A situation involving complete abandomment of a facility without shutting dowan
would be very costly, could be disastrous, and would be an almost untenable
alternative. In the case of & bank the cost could run to millions of dollars.
Such a loss could result both from the stealing of unguarded cash and negoti-
able securities, and from fire due to the fact they had not been removed to
the fireproof vaults. For the discrete production plant with even limited
processing as well as the continuous production plant, the capital equipment
loss would most probably be the entire plant.

5.3 PARTIAL SHUTDOWR

Partial shui.down and the continuance of limited operations with a skeleton

crev is not considered practical for either the operations or discrete produc-
tion industries because of the generally rapid response times to the shutdown
order. It does, however, appear to be a desirable and most feasible alternative
to the continuous production industry. The minimm time required, for instance,
for a refinery to shift from full to limited operations on an orderly basis is
approximately eight hours. Though the length of time required for shutdown is
high and the shutdown and start-up costs are almost half those of a total
nondestructive shutdown ($10,000 and $50,000 respectively), inventory losses
are negligible, there would be no capital equipment losses, and start-up time
would be cut consideradbly.

6.0 THE CONCEST OF INDUSTRIAL WARNING

In attempting to determine whether to give strategic warnirg to industry to
allow sufficient time to shut down, there are many factors to comsider and
many questions to answer. Why give industry strategic warning?! Is warning
industry separate from wvarning the general public a feasible concept? What
are the consequenceos of giving such wvarning in terms of world tension and
possible escalation of the crisis, of public reaction and possidle chaos?
What are the consequences of not giving it? These anC many other questions
must be answered before a valid determination can be made.

6.1 THE REQUIREMENT FOR INDUSTRIAL WARNING

Under present concepts, the allowavle resction time to a tactical warning--
that is, warning given after a hostile attack ras been detected--is, at best,
between fifteen minutes and a half-hour in target areas. In reviewing the
estimates of emergency shutdown times and the times associated with actual
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emergency shutdowns that have occurred, it can be seen that a total nonde-
structive shutdown could not, in most cases, be accomplished within this time
frame. In considering a total shutdown without regard for plant and equipment
a.nd/or process destruction, it is seen that even here the time constraints of
a tactical warning are too stringent. The only alternative in a tactical
situation seems to be no shutdown--abandon the industry and get the workers to
shelter. But is this even an alternative? It has been pointed out that
equipment and complex procesg2s will, if left unattended, eventually destroy
themselves and perhaps their entire surroundings. Aside from the banking
business which could possibly respond to a tactical warning, the cther critical
industries will, for the most part, fall into the discrete or continuous pro-
duction categories. If the effect of a hostile attack upon the nation's
industrial capability is to be minimized--and it must if the nation's economy
is to survive--then industrial facilities in areas not directly affected by
the attack must not be allowed to add to the general destruction through their
inability to terminate operations in a safe manner. Warning and shutdown
procedures must be designed to maximize the survivability of the national
industrial plant, recognizing that attack losses will be great enough without
being further augmented by the self-destructive potential present in many
processes.

6.2 FEASIBILITY OF INDUSTRIAL WARNING

Industry is the public. A warning to industry is a warning to the public. As
such, public reaction must be taken into consideration, for the feasibility
of providing industry strategic warning is greatly dependent upon how the
public would respond.

In a threat situation, as a crisis develops and the tension increases, the
public's concern about it can be expected to grow and their awareness of
anything out of the ordinary to become acute. People seek information and
direction, and without being told anything officially, will tend to accept
any word, even rumor, as the truth and will react to it as they interpret it.
(In such circumstances, unfortunately, the interpretation of the threat is
very often that the danger is not personal or immediate.) If the public were
at a high level of civilian readiness, that is, if they knew what they should
be doing to protect themselves in the event of a hostile attack, this would
not be a great problem, for if they began acting prematurely or even on wrong
information, they would at least be going in the right direction.

In a previous ch.t.:.pt’.er.'l it was pointed out that the release of official “hreat
intelligence duri=g a crisis comes to the public in the form of crisis informa-
tion.

1. Chapter 2, "Decision to Warn."
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How the public reacts to the receipt of this information depends upon the level
of civilian readiness. If the civilian defensive preparedness is low, people
seek direction as to what they should do, and often they react to official
information as if they were being told what to do. How they interpret it and
vhat actions they might take in =uch a situation are not always predictable.

Giving strategic warning to industry and not to the public when the civilian
defensive posture is low could prove chaotic. In such a situation, where the
people's knowledge of the crisis was due only to rumor, or at best, crisis
information, a varning to shut down industry would compound in their minds the
gravity of the threat, and their reactions would be swifter and more erratic.
The word of a shutdown would pass very quickly--to the femilities of the workers,
their neighbors, the commnity--and each retelling would be flavored by
inevitable rumor. The press would pick it up and in a matter of hours the

news would be all over the nation. There could be comrlete loss of control for,
without direction, there would be no way to tell how the public might react.

Some industries say that a major shutdown could be started by a few key people,
and that all of the workerr would not have to be told until it wvas underway.
This might be true, but the sensitivity of people in a tense crisis situation
make it questionable tbhat it could go very far before the workers knew that
something unusual was happening.

Considering the general low level of civilian preparedness which prevails
today, it does not appear feasible to give strategic warning to industry with-
out first conditioning the people through the management of crisis information
so that they will react in the desired way, or actually directing them to
action through public strategic warning. Giving industrial strategic warning
in this way woulC have the positive side effect of giving more credence to
managed crisis information or bolstering a public strategic warning, and
would be a means of demonstrating the seriousness of the nation's intentions.
On the negative side, however, such an action could be considered hostile and
could rapidly escalate tBe crisis or even preempt an enemy attack.

In addition to the negative aspects of industrial strategic warning without
some form of public strategic warning, there is also *he problem that no
formal communications channels presently exist from ':e federal govermment to
industry, either classified or unclassified, over which such a warning could
be disseminated. Informal channels could probably be established in a rela-
tively short time over which warning could be given to a few of a selected
group of industries; but, any attempt to set up coomunicaticns over which
either a general industrial warning or one even to Jjust those elements of
industry requiring the longest shutdown lead time, i.e., petroleum, chemical,
etc., would be an almost impossible task in anything but a prohibitively long
time period.
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Some industries have warning systems, but these have generrlly been set up
independently on an industry-by-induetry basis and are tied to the civil
defense organization only at the local level. For instance, Chase Manhattan
Bank has a bell and light system over which they claim they would receive
warning direct from NORAD.

Since there is no voice capability tied to the system, other than a separate
radio link with the local police for euthentication, this is really only an
alerting device. From the reference 'direct from NORAL" and the fact that
the alert signal 1s authenticated by the police department, it appears that
this system is a tallored extension of NAWAS. Though no more definite
information was available, discussions with the Chase Manhattan Bank
representative revealed that the system was designed to provide tactical
alerting, not strategic warning.

Therz are informal chamnels through which some industries keep attuned to
crisis situatioas, but these are more of the intelligence variety as opposed
to warning channels. The Standard 01l Coampany of New Jersey, for example,
learns much about how and to where the nation plans to deploy its forces in
a crises by the kinds of fuel that are ordered and where these fuel orders
are to be sent.

From this it measures the gravity of the situation. It was found, however, that
any concern that is generated by the threat is usually from the standpoint of
how profits might be affected, not survival.

6.3 COST CONSIDERATIONS

From the standpoint of industrial survival, cost is not a consideration. For
the econamy to recover from e nuclear attack, industry must survive at all
costs. But in determining how and when industrial strategic warning might be
given, there are many peripheral costs which must be considered, for they will
greatly influence any decision.

In a total shutdown affording maximum protection for equipment, inventory, and
the physical plant, production profit losses were considered the largest single
cost by all industrial representatives interviewed. In reviewing the actual
costs incurred in the emergency shutdown of the Humble 01l Company, Baton
Rouge Refinery, it is seen that the most significant single cost was the loss
of profit due to the total halt in production. This loss was figured at
$500,000, half of the total shutdown cost, and was representative of a shut-
down of only four days. The second most significant estimated cost is start-
up after shutdown and mechanical demage to equipment as a consequence of the
shutdowii. In the case of the Baton Rouge Refinery again, this accounted for
approximately $300,000, or about one-third of the total costs incurred. The
renaining costs are accounted for in inventory losses (this factor is most
predominant in the continous production plunt where inventory is primarily
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chemicals, processing catalysts, etc.) and salaries which continue to be paid
while the plant is shut down. During the Baton Rouge refinery shutdown this
latter amount was in excess of $200,000.

An emergency shutdown is not inexpensive. Consider that the shutdown of a
single oil refinery, and for only a four day period, cost in excess of one
million dollars. Now multiply this figure by all of the refineries and plants
in the entire petroleum industry and dollar losses of many millions results.
Though shutdown cost figures were not available for other industries, particu-
larly in the continuoue production cetegory, it is not difficult to imagine
hood of a billion dollars. This figure would take into consideration actual
shutdown costs, inventory and capital equipment losses, salaries and production
profit losses for a minimal time shutdown, and actual start-up costs. For a
total shutdown over an extended period, additional pioduction profit losses and
salary expenses would have to be added, plus any costs as a result of equipment
damage .

If the nation actually declared a strategic warning and industry were able to
shut down before the country was hit by nuclear attack, then these costs, as
great as they might be, would be of little consequence in terms of industrial
survival. But if a strategic warning were declared and total industrial shut-
down followed, but the attack did not materialize, of what consequence then
would these costs be? Exactly where would the 1liebility for a false alam
fall? Of what consequence to the national econamy would a total demobilization
of industry be? )

Many industries have in their disaster plans the provision to continue paying
salaries to their ~mployees in the event of emergency shutdown and/or plant
destruction. They have even gone so far as to establish temporary payroll
distribution centers where they store predrawn and signed payroll checks. This
has been done because the industries truly believe that their personnel are the
key to ultimate survival, and the costs involved are necessary. In a false
alarm situation, however, where salaries would still have to be paid, but the
reason for shutdown was not valid, what then would be the attitude of industry?
Who then should foot the bill for even this one "unnecessary" expense?

Several of the major industries queried in this study indicated that all of
their production contracts carried a standard caveat stating that in the event
of a shutdown as a result of natural or man-made disaster, contractual commit-
ments, such as delivery times, would not be binding. Thus, in an actual
emergency shutdown this would not be a financial problem from this scandpoint.
However, all of the industrial representatives inter-iewed did not believe that
this caveat would be applicable in a false alarm shutdown, and that they would
be financially liable for failure to meet any contractual commitments. To go
one step further, what about the manufacturers that depend upon major industry
as a source of supply? What about their liability when they cannot fulfill a
comni tment.,
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These sre but a few of the cost considerations of the consequences of a false
alarmm. What about start-up costs, inventory losses, production profit and
equipment losses? The question again: Who would pay these bills?

6.4 ADDITIONAL CONSIDERATIONS

The consequences of & false alarm industrial strategic warning would probably
be most obvious from an econamic standpoint, but thrre are other factors which
would weigh heavily upon any decision to give it. The effect upon the inter-
national situation would be great, particularly if a strategic warning were
based upon a false evaluation of the threat, and the warning precipitated
enemy action. A false alarm would greatly undermine public faith in the
credibility of warning. The effect upon the morale of the public--the
problems of what to do with millions of people released from work until
industry could return to normal operations could result in complete loss of
control in the situation.

The question of industrial strategic warning presents the policy makers and
the decision mekers with a dilemma. A decision to give the warning would be
based upon the bellef that a hostile attack was imminent. Not to give it in
the face of such a threat could be suicide should the attack materialize;
but, to give it and have the warning turn out to be a false alarm, could
spell disaster of a magnitude not yet fully contemplated.
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CHAPTER FIVE
RELIABILITY OF A GENERALIZED WARNING SYSTEM

1.0 INTRODUCTION

The purpose nf this chapter is to provide a theoretical background for the
establisiment of reliability requirements for warning systems still in the
conceptual sta.ge.l Also ;resented is the rationale for optimal system testing,
given the reliability functions for the system. The approach is to provide
"building blocks," from which any warning system cea be modeled for relia-
bility purposes. No consideration is given to the timeliness of warning or the
individval's response to a warning. All results are couched in terms of the
number of components effected by either the receipt of a false warning, or the
fajlure to receive a valid warning.

This chapter is addressed to a dual audience, i.e., those knowledgeatle in
reliability theory and those who are not. Therefore, the theory behind the
methodology used to analyze systems is developed in detail for the noninitiates.
The theoretical development has also been necessitated by the fact that little
work has been done in the theory of components that can fail in two modes; this
two-mode failure is developed throughout the paper.

The analysis performed relates to the real problems of the system designer and
the system operator. It is anticipated that the method of analysis will be
applied by System Develorment Corporation to its future efforts in developing
the Decision Information Distribution System (DIDS) and the Radio Warning System.
It is available for use by personnel in and contractors to the Office of Civil
Defense for the evaluation a.nd/or improvement of existing systems such as the
National Warning System (NAWAS) and the Washington Area Waining System (WAWAS).
To facilitate the application of the method of reliability analysis described

in this chapter to future problems, worksheets and complete computational
instructions are developed and described.

2.0 CONCLUSIONS AND RECOMMENDATIONS

This study shows that from the basic reliability data available (or assumed) on
the components of a warning system, it is pussible to develop, in a statistical
serse, the operating characteristics of that system in terms of the components

1. This chapter supersedes Reliability and Warning Systems, which was orig-
inally published as T-L-1960/070/00, dated 1t January 196G.
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effected by false alarm and no alarm failures, the expected number of

false alarm and no alamm situations, and the expected durations of these
situations. Although these factors do not, of course, tell all about system
effectiveness, they do give an indication as to how well a system will satisfy
the needs of the public and the warning agency. The develomment of the concepts
in this study are based on the exponential assumption and are not necessarily
valid for other failure distributions. However, all of the concepts can be
redefined for other failure distributions by use of the methodology herein
contained.

In the area of work to be done in relisbility of warning systems, the estab-
lishment of rigid standards is mandatory. Just what i1s an acceptable mmber of
false alamm or no alarm failures per year? What is the minimum requirement for
system performance? What is the maximum number of hours of downtime per year
per terminal warning device acceptable for adequate werning? These questions
are really nothing more than variations of the fundemental question: what
percentege of the population may be put at risk because of either a false

alam or a no alarm failure? This question and its derivations must be answered
even by camand decision, if necessary. Theoretical studies cannot evaluate
human beings in mathematical temms.

A second area requiring exploration is the relationship between cost effective-
ness and reliability. This would mainly be a study of sophisticated camponents
vs. cheap, redundant camponents in their overall effect on system performance.
This is a standard reliability procedure and should require no more than a
literature search with same development to take into account the two modes of
failure.

It has been pointed out that the extension of the methodology developed in
this study can be extended to other failure models. If a more sophisticated
model is needed to evaluate specific warning systems, and if the necessary
data on failure distributions is available for these systems, the model should
te extended and camputerized for a finer grained analysis of such systems.

By computerization, and Monte Carlo techniques, it is possible to gather
distributional data rather than aversges as in this study. Rather than assume
8 symmetrical system as examplified in the hypothetical National Warning
Dissemination Study, it 1s possible to distribute realistically the various
wvarning dissemination levels with respect to the population, and even more
importantly, to adjust the various failure rates to correspond, for instance,
to the seasonal variations in noise levels in radio links or to the population
distribution with respect to day and night situations. With thesé adjustmonts,
the model could then be run and reasonable distributions derived for the per-
centage of population in Jeopardy for various situations.
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In light of the above conclusions, the following recommendations are made:

1. Required Reliability. Define the required reliability that a
wvarning system must possess before it is acceptable for OCD warning

purpoees.

2. Cost Effectiveness. Explore the relationship between cost
effectiveness and reliability for warning systems.

3. Computer Model. Computerize the developed model to determine
the effects of population mobility, and of different failure modes
of the warning system, etc., on the efficacy of the wvarning system.

3.0 CONCEPTS AND DEFINITIONS

3.1 DEFINITIONS

A varning system is defined as & collection of entitites capable of dissemin-
ating warning from the originator to the ultimate recipient of the warning.

A subsystem is any clearly identifiable portion of the system capable of
receiving and/or disseminating further the warning message. A smarning device
is a special subsystem used to disseminate the warning to the ultimate
recipient.

A component is a self contained, independently operable portion of a system
wvhose functions are described in terms of the overall system mission. In terms
of wvarning systems, then, a siren is a component, while the motor that drives
the siren rotor is not; a radio transmitter is a component, vhile its power
supply is not. Thus a component of a warning system is the smallest assemblage
of elements that is capable of disseminating warming.

3.2 RELIABILITY

For the purposes of this study, reliability is defined as the measure of system
gor subsystem) availability and response, i.e., the probability that the system
or subsystem) will be able to perform its assigned function when called upon
to do so, end not otherwise. By knowing the population distribution with
respect to the warning devices, it is then possible to determine, in a statis-
tical senss, the proportion of the population that will be placed in jeopardy
because of lack of warning or false warning.

3.3 FALSE ALARM FAILURES AND NO ALARM FAILURES

The above definition of reliability recognizes both false alarm failures and
no alarm failures as system failures. Inclusion of both types of failures in
the definition of reliability is necessary when discussing the overall relia-
bility of a system or component, for, in the case of either type of failure,
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the system or component is not performing as it should. In a warning system,
however, these two types of failures present distinctly different bazards to

the population. In the false alarm situation, there can be a complete disruption
of community affairs and a tendency, if such false alarms are comparatively
frequent, to undermiune the public's faith in the warning system. In the no
alam situation, the hazard is obvious. For these reasons, then, the two
situations are separated in the develorment of the model.

3.4 CONSTRAINTS

In order to prevent confusion in the latter portiom of this study, the following
constraints apply:

l. The study is restricted to maintained systems operacing in a
steady state, i.e., operating long enough that the failures are
random in nature and not the result of breaking in or {turning on
the systems.

2. No attempt is made to determine the effects of sabotage on any
portion of the system.

3.5 THE WARNING SYSTEM CONFIGURATION

The general system confi tion to he studied assumes the existence of one or
more originating points (for purposes of this study, referred to as Central
Warning Points or CWPs). The CWPs disseminate disaster information to inter-
mediate centers (in this study called Repeater Warning Points or RWPs), which,
in turn, disseminate the information to the public or to local warning facilities
(called Terminsl Warning Points or TWPs). This procedure may be manual or
automatic, or a combination of both. It is also assumed that the generalized
system is a fanout system without loops, i.e., the aystem is similar in overall
structure and functica to that existing in the current civil defeanse warning
system or to that proposed for the National Emergency Alarm Repeater (NEAR)
System or the Radio Warning System. The generalized system is illustrated in

Figure 5-1. .

The mmbers in the lower right hand corner of each box identify the level of
that box. They are numbered serially from the originator to the recipient
and signify that each box with the same number is identical in nature and
function.

4.0 THE FXPONENTIAL ASSUMPTION

The exponential assumption asserts that, in general, equipments exhibit a
probability of failure according to the functionl

1. See Section 5.2.

o
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Figure 5-1. Typical Fanout Networl. (Note: Each RWP has the same number
of TWPs attached. They have been omitted for clarity).

O
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.t
r(t) m e ¢

vhere
r(t) = the probability of survival to time ¢

6 = the mean time to failure, and
t = the elapsed time since the beginning of operati.a.

This function, however, does not correspond to the real behavior of many items
of equipment as shown below.

At time zero, consider N identical items with an arbitrary failure distribu-
tion P(t), where P(t) is the cumlative distribution function giving the total
proportion of failures up to time t. (For this discussion, failed items are
not replaced.) At any time t, then, the expected number of failures, nf(t),
is

nr(t) = NF(%)
and the expected mumber of items still functioming, n_(t), is
no(t) = N[1-F(t)]
The rate at which items fail in general is given by
£(t) = § «gglng(t))
-5 . P(Y)

-F’(t)

The conditional failure rate, howver,; given & numcar or items that have
survived to time t, is the rate at which thuse items fail at time t. There-
fore, the conditional rate at vhich items fail at time t, provided that they
have survived up to time t, is

TN
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The function h(t) is called the hazard function. Now if F(t) is the proba-
bility an item has failed some time prior to t, then 1-F(t)sr(t), is the
probability of survival to time t. Substituting

o F
r(t) = e ¢
then

£(t) = ¥ ()

therefore

Since the hazard function, h(t), is independent of time, the exponential
assumption does not allow for "wearout' of items, i.e., the probability of
the failure of an item is independent of the length of time that the item has
been used.

Despite the above lack of realism in the exponential assumption, it is widely
usged in reliabiiity work because it does give good approximations of observed
failures in steady state operatiuns of equipments. Note, though, that it is
generelly inapplicable in non steady state operations, such as break in periods,
etc. Its simplicity also allows the development of the underlying principles
of reliability that would be otherwise lost in a mountain of mathematics; this
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characteristic ¢f the exponential distribution is particularly valuable in a
develozwental study such as this. For these reasons, then, the exponential
assumption is used throughout the study with the understanding that, in reality,
any other suitable probadbility distributicn can be used with the methodology

developed herein.

5.0 THE BASIC COMPONENT RELIABILITY uam.l

5.1 STATE PROBABILITIES

This study is specifically concerned with investigating a generalized com-
ponent with the states of operation (or nonoperation) givem in Table 5-1.

Table 5-1. 8tutes of Operation

State Meaning
Po The component is operating in a satisfactory mamner.
Pl False alam state; the component is operating when
it should nct be.
P2 No alarm state; the component is not operating when
it should be.

In order to discuss the transition probabilities from one state to another,

a transition matrix P is constructed. Given that a is the rate of false
alarm failures per unit time for a component (or a system), and b is the rate
of no alarm failures, then the probability of the equipment remain in
operation (state Po) during the time period from ¢t to t+dt is 1-(a+b)dt, the

probability of failing on (state P1) is adt, and the probability of failing
off (state Pe) is bdt. If the rate of repair of failed equipment is m, then

1. For further information on this subject, see G. E. Sandler, System
Reliabili T Prentice-Hall, Co., Englewood Cliffs, New Jersey,
1963, from %ich much of this material is derived.

(

C
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the probabii‘ty that a piece of equipment already failed into either state Pl

or P2 will return to the operational state Po in the period from t to t4+dt is

mdt. The transition matrix shows the probabilities Py 3 of going from state

Pi at time t to state PJ at time t+dt where i denotes the row number of the

matrix and J deontes the column number.

Po Y P
P, 1-(a+b)dt adt bdt
P(t) =
P, mdt 1-mdt 0
P, mdt 0 1-mdt

To make these transition probabilities meaningful, in a reliability sense, to
this examination, the matrix must be converted into a series of equations such
that the probability of being in a given state is given as a function to time,
t, from the beginning of compoment oper:i.ion. The procedure is as follows:l
the probability that the component is in state Po at time t+dt is the sum of

three probabilities that express the three mutually exclusive ways in which
the equ.pment can arrive in that state: (1) the equipment was already in

state Po at time t with probability Po(t) and remained in that state until

t4dt with probability 1-(a+b)dat; (2) it vas in state P, at time t vith proba-
bility Pl(t) and returned to state P, (i.e., was repaired) at time t+dt with
probability mdt; or (3) it was in state P, at time t with probability Pa(t)

and returned to state Po at time t+dt, also with probability xit. The
probability that the component was in state i at time t and moved to state J
at time t+dt is expressed as the product of the separate probabilities of (1)

being in state i at time t and (2) of moving to state J at time tedt. There-

1. Emenuel Parzen, Stochastic Processes, Holden-Day, Inc., San Francisco,
California, 196k, pp. 21 ff.
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fore the probabil.ty of being in state P

o at time t4+dt can be expressed as
follows:

(1) Po(t-l-dt) - Po(t)u-(ab)at] + Pl(t)-dt + P2(t)ldt

Similarly it can be shown that the probabilities of being ir states Pl or P2
1

at time t+dt can be expressed as:

(2) Pl('b!-dt) - Po(t)adt + Pl(t) (1-mdt)
(3) P,(t+dt) = P (t)bdt + P,(t)(1-mat)

In order to remove the variable t+dt from equetions (1)-(3), the definition
of the differential of a function is employed

Pi(Mt) - Pi(t)
dat

P:/l(t) -

vhere the prime indicates the differential with respect to time. Mathematical
manipulations result in the following three simultaneous differential equations:

() P (t) = -(a#D)P,(t) + uP, (t) + mP,(t)
(5) P(t) =  aP(t) - uP (t)
(6) Po(t) = vP(t) - =P, (t)

Solving these simultaneous differential equations assuming that the component
wvas operating at t=0, it is found that

Po(t) = u-bn - c+b+- i

1. Note that it is assumed in this example that equimt cannot move from
one of the failed states to the other.
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P].(t) * a-l-;ﬂ

1

b -
Pa(t) = m [;.-e

%" (a+bm) t]

- (atbim) t]

T™-L-1960/091/00

These equations now give us the probabilities of the components being’/in any
given state at any given time t. Since this study is concerned with steady
state operation (i.e., t approaches infinity), the equations reduce to

() Po(®) = By = opem
(8) P(®) =P = “;.
(9 P,0) = Py = e

5.2 COMPONENT RELIABILITY AND FAILURE RATES

Equations (7)-(9) give the probability the componment is in a given state at
a given time, but tells nothing of the history of states it has been in up to
that time. However, the equations that produce the mean time to first failure
(MI'TFF) of the component, as well as the number and distribution of failures

are derived bdelow.

Fo n Fa
Py 1-(a+b)at adt bat
P(t) =
P, 0 1 0
P, 0 (o 1
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The corresponding differential equations are
4 (t) = -(a+d)P (t)

/
P[(4) = apy(®)
Pé(t) = BP,(t)

Recognizing that the reliability probability, r(t), is the modified P (t),
the first equation need only be solved. Thus

r(t) = Po(t) = e-(Mb)t

The latter expression is the probability that either a false alarm or & no
alarm situation will not exist in the component from time O to t. The failure
distribution, F(t), must, therefore, te

F(t) = 1-r(t)

1_e-(a.+b)t

F(t) gives the probability that the component has alrea.y failed before time
t. To determine the MITFF, F(t) is differentiated with respect to t to get
the instantaneous probability of failing at time t; this is multiplied by ¢,
and then integrated to obtain the mean, from t=0 to twoo. Thus

® .
(MITFF) sf%ﬁtdt
0

20
- [ t(atb)e” (8¥D) gy
0

= a¥

—— e
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By a aimilar arguent, it can be shown that the mean tine to failure for
false alarm, denoted (MITFF(1l)), and for no alarm, denoted (MITFF(2)), is

(MITFP(1)] = .}

[erTre(2)] = £

To determine the mean time to repair (MITR), the procedure is as above, but

Po is treated as the absorbing state and the initial state is either Pl or P2,

since both have been assumed to have the same repair distribution. This then
gives G(t), the repair distribution as

6(t) = 1-¢%

% G(t) = !e-‘t

and, thus as before
[® a
MITR = j t,a-EG(t)dt
0

b/ -mt
= tme at

Bl ©

What has been presented thus far applies to a component only during its initial
operating phase before its first failure. The operating characteristic of the
component during a given time period O to T, in which it might fail and be
repaired several times, can be explored through the use of renewal thaory.l
Renewval theory provides the expected number of repeairs and/or replacements

that must be made during the period under consideratiom.

1. Richard Bellman, A Survey of the Mathematical Theory of Time-lag,
Retarded Control, and Bereditary Processes, The RAND Corp., R-250, f March
195%; Parzen, op. cit., pp. 160 ff.
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Let u..(t) be the expected number of times the component returns to an
operag?ng state, assuming that it was operational at (=0, and ulo(t), the

expected number of returns to an operating state given that the component was
initially failed. Then, the equation for the expected number of repairs
uoo(t) can be found from the two simultaneous integral convolution equations.

t
uoo(t) -f ulo(t-x)d.F(x)
0

ulo(t) -ﬁ[l-!-uoo(t-x)]dG(x)
0

The solution to there equations givesl
(a+b)mt ja+b)m[e'(a+m)t-ll
Uoo(t) = ‘G * 2
(a+b+m)

or, when t is large
a+b)mt
S8} so(®) = iRt

Equation (10) indicates, then, that in a certain time period T, there are

{% equipment failures of either a false alarm or a no alarm type. In

order to determine how many of each type can be expected, the following
reasoning applies. Given the probabilities a and b of two mutually exclusive

events A and B, and knowing that one of them has occurred, then the probability

that it was A is

P(A) = —
and that it vas B

P(B) = —

1. Sandler, op. cit., pp. 118-119.
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Given N occurrences of A and B, the expected murder of As, E(A), is

E(A) = N P(A) = ?4-!%
snd of Bs
E(B) = N P(B) = ;!;-}

In the exsmple being discussed, N is given by the expression for uoo(t); a is

the probability of a false alarm failure; and b is the probability of a no
alarm failure. Therefore, the expected mmber of false alarms in & time
period T is

(11) E(l) = o

The expected number of no alarms is

E(2) = 225 (D)

baT

(12) E(2) = -

53 OPTIMAL COMPONENT TESTING

The purpose of component testing is to maximize the number of components
available. There are three distinct cases that must be considered. In two
cases, checkout time is not considered as downtime, i.e., even though the
component is being tested, it is available to perform its assigned task; in
one of the no-downtime cases, continuous monitoring of the component is
feasible, vhile in the other continuous monitoring is not feasible. In the
third case, checkout time is considered as downtime, i.e., the component
cannot perform its assigned task while it is being tested. A no-dowatime
situation arises, for instance, in the case of a voice or hard-copy system,
in vhich the test message can be made sufficiently different from the warning

o
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message to be readily identified as & test message and an interrupt capabvility
exists. A downtime situation arises, for instance, in the case of & siren
warning system, since the warning signal and the ful’. test signal are suffi-
ciently similar that an interrupt signal does not really exist. Thus three
cases are treated separately: (1) no downtime, continuous checkout; (2) no
downtime, discrete checkout; and (3) checkout with downtime.

Before developing the necessary formulas, it is necessary to point out that
this discussion is limited to a large assemblage of similar componenis that
are operating in a steady state condition, i.e., a sufficiently long time
period so that there exists a wide distribution of ages in the components. It
is only in this way that the optimal checkout interval, Tc , can be determined
in a statistical manner.

In the first case, vhere checkout time is not downtime, an optimal checkout
period does not exist. With continuous checkout, it can be shown from queueing
theory that the average proportion of components, f(0), in repair is

b
H(0) = %-

Any discrete checkout scheme, in which checkout is not continuous, will have a
proportion of components failed or in repair greater than H(O). The checkout
policy in this case is to decide in advance the average maximum proportion,
H(T), of components that can be inoperative for any reason. Note that two
failure processes are being dealt with. Thcse components that fail in an on
conditicn will be noved and repaired without delay, but those components that
faill in an off condition must be tested before the failur: can be noted and
repairs made. Thus the first type of failure produces a constant proportion
of components, a/m, that are in repair. The second type of frnilure produces
failed but undetected failures at the rate of bt, where ¢t is measured from the
last check. When a check is made at time intervals of length Tc s the number of

components out of service is given by the expression a/m+b'1‘c. During the repair

interval, 1/m, b/m more components will fail. Thus, by sumrming these to
dastermine the total maximum number of components out of service, it is found
that

atb
H(Tc) e

- H(O)+ch
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The tzsting interval would then be

B(T,)-E(0)

% —

(Note that, for instance, the actual rate of failing in an off condition is

Pz(t) = l-e-bt

Bowever, the ar»roximation
Pa(t) = bt

derived from the approximation

e X 1-x

is sufficiently accurate for the purpose of this study as long as bt < 0.25.)

When checkout time is considered as downtime, there indeed existe an optimeal
checkout interval. The measure of effectiveness to be used here will be to
minimize the average number of inoperative components over the test cycle T &

and thus maximize the average component availability. The function Il('l‘) is
defined as g :

Bl('r) =t +fT K(t-tc)dt
0

wvhere tc is the time necessary to check the system out. The next step is to
find & T such that nl(mc)/'rc is minimum for a given t . Note that, since
tc is considered downtime in this case, all components are unavailable during

cbeckout. Again using the approximation for failure rates, and eliminating
duplicate downtimes because of the failures occurring during the checkout
interval, it is found that




31 Japuary 1966 5-18 T™-L-1960/091,/00

2 a+b ate
H (1) = (-t )% + ¢+ 7(EED) _ B¢
2
H].(T) bt btc tc a+b M"c

"7 "%t tTtT -F

Differentiating this with respect to T, setting the result equal to zero, and
solving for T -Tc), it is found that

. -\/ tc(abtg-a(a/m)

For reasonably sxrall failure rates this becomes

2tc (
(13) T, = <

Note as tc approaches zero, 'l'c does also, and the same situation develops as
in the case of no-downtime checkout.

In comparing the average number of unavailable components over the same
period Tc for the two concepts of checkout, it is obvious taat the average

unavailability is greater for the downtime checkout than for checkout without
downtime. The average component unavails“ilities for the threc cases (no
downtime, continuous checkout; no downtime, discrete checkou:; checkout with
downtine$ are as follows: (The approximately equal signs are used because

of the linear approximation of ex.)

No downtime, continuous checkout:

(14) A(0) = H(0)
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No downtim:, discvete checkout:

bT
(15) A(T)) =~ H(0) + _,;

Checkout with downtime:

(.-t )% ¢
(16) A (1)) = B(0) + —5——— + z5(1- 2)

c

Examining these three equations, it is obvious the continuous checkout is the
best policy if failurec in the off state can be detected, or if the cquipment
is such that repair only upon failure is a feasib_.e policy from a cost view-
point.

fo sumarize, component testing maximizes the availability of that component
in some statis“ical sense, but also bas a profound effect on the overall
availability of the component. This side effect is used in Section 5.4 to
determine an overall criterion for component performance.

5.4 ULTIMATE MEASURE OF COMPONENT PERFORMANCE

Returning to the original definition of reliability in Section 3.1, above, it

should be obvious now that what is really sought is a measure that gives the
probability that a component will perform its function in a warning system when
called upon to do so. It must not only be available, say, at time t, but it

must not fail in the no alarm state during the warning period t to t+x, where {
x is the duration of warning. Therefore, a suitable measure of component
performance, 8, for a single warning is |

8 = [140)] - [ (7%, (v)ay)
Since vhat is dealt with here is steady state operation,

8 = [1-A(.)] [1-P,@))

a+m

= [1-A{.)] e
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vhere A(.) is the appropriate availability function (derived in Section 4.3)
and the parenthetical part, (a+m)/(a+b+m), is the probability that the component
will nsot fail off during the warning period of duration x. This assumes that
the warning is given only once. However, if warning is required more than

once, then S(n) = Sn, vhere n is the required number of individual repetition,

S(n) is the measure of component operation for n operations of the component,
and.the time interval between the start of warning is greater than x, i.e..
the warnings are distinct and do not run together. In light of the above

derivation, then, S(n) (n= 1,...) will be used as the performance criteria
for components in evaluating overall system performance.

5.5 DETERMINATION OF REQUIRED COMPONENT RELIABILITY

Frequently, only the desired system reliability is given in system specifica-
tions, and it is necessary to allocate required reliabilities among the various
components involved. Examples can be found in the 4161 (SAGE) requirements,
vhich dictated that the system unavailablility should not exceed four hours per
year, or in the 47TL (NUDETS) system, which specified a 90 percent availability.
In neither case did the reliability requirements go beyond these figures in
amplifying the reliability requirements for subsystems or components. System
designers cannot, however, trust to luck hoping that the requirement can be
met. Therefore, allocation of system reliability requirements is a legitimate
area of investigation in this study. Therefore, two cases are considered: the
first tbat all components are of equal importance; and the second, that all
components are not of equal importance and that their relative importance can
be estimated.

Recalling that the probability of the simultaneous occurrence of independent
events is the product of the probabilities of their individual occurrences,

this fact can be applied to determine the reliasbilities of various components
connected in series. Thus, if all the components have equal importance, the

required reliability of the 13-13 component is
(18) 8, = 8®

where
S = required system reliability

S ™ required component reliebility, and

n = number of components in the series
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If the relative importance of each component, Ei’ has been established, then

the problem is to f£ind a number k1 such that

k

8 -81

i

(19) k, = <1

Ik, =1
After some elaborate manipulation, it can be concluded that
(20) x =3
1 i‘i!'i'

where m is a normalizing factor and is found by the relation

sl

1
21 » L
(22) n Ei

Note that the only restriction on E 1 is that it be greater than zero. In the

case vhere there exist paralliel paths, i.e., the configuration is redundant,
the duplicate components are lumped together for the initial allocation and
are treated as -oe component. Then, to determine required reliability of
each component that has been lumped, the procedure is exactly as above, but
insteed of using S and 8 " in the ccxputations, Qel-S is substituted for 8.
and Qiul-s i for 8 1 This method is applicable only if the system does not
require both components for satisfactory operation, i.e.; the components in
question are truly redundant.

6.0 COMBINING COMPONENTS

6.1 SERIES COMBINATION

Since fan-out systems are being considered, the most common c.mbination of
components will be the series combination (Figure 5-2).

R N
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Figure 5-2. Series Combination of Components

Derived next are the state probabilities, as well as the failure and repair
rates for this combinstion. P,(J) is used to indicate the 1*8 state of the s
component; & 3 etc., to indicate the appropriate failure or repair rate for

the Jﬂ component; and a superscripted parenthetical numeral to indicate the

probability or rate for the combination of components (a superscripted (2),
for example, indicating a series of two components) .

First, it is obvious that for the correct operation of the series combination,
both components must be operating; thus

Péa) = Po(l) P0(2)

Next, for the combination to produce a false alarm, there are two combinations
of events possible: component 2 fails in an on condition regardless of the
state of component 1; or, component 1 fails in an on condition and component
2 is operating normally. Thus:

PJ(_2) = P,(2) + P (1) P(2)

Finally, the combination can fail in an Jff condition in two ways: component
2 cau fail in an off condition no matter what the state of component 1; or,
compcnant 1 can fail in an off condition while 2 is operable. Thus

| p2(2) = P,(2) + P,(1)P,(2)
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It can be readily verified that

31(2) =1

as required by probability theory.

To determine the failure and repair rates of the series co-bimtions it is

necessary to first determine the combined failure rates, i.e., ['(2
This is knownl to bs

2@ 4+ (2 . Fla s,
Then, since

p (2 n
0 12T (2 T2

it follows immediately that

L) | p (24 (2),(2),402),

The extension to n components follows by iterationm.

1. Ibido, po 77‘

+ b(a)] .
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6.2 PARALLEL REDUNDANT COMPONENTS

Considered next are the parallel redundant combination of two components as
in Pigure 5-3. For simplicity of presentation, both components are considered
identical, but the extension to different components is trivial.

Figure 5-3. Parallel Redundant Combination of Components

Proceeding as in Sectiom 6.1, Po(a) is possible only if both components are

operable, or either component is operable and the ovaer has failed in an off
condition, thus

(2) 2
Po = PO + 2POP2

Pl(a) is given by the probability of either component failing in an on condi-
tion regardless of the state of the other less the probability of both failing
in an on condition at the same time, thus

(2) 2
P, = 2P -P;

l,2(2)

thus

is given by the fact that both components must be in the no alarm state
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(2) 2
P2 = P2

To determine the rates ror this configuration, it bas been shown (for identical

components) thatl
[.(2)+b(2)] = 2&!-‘.“4-2

@ PoP1a@u@)
[t 4V 12)
1-P0

2)

and .(2) and b( are found as in the series configuration.

T.0 MODEL SYNTHESIS

T.1 FUNDAMENTAL CONSIDERATIONS

In developing the methodology for model synthesis, it must be assumed that

the hasic system configuration has already been determined. In other words,
the develorment of a reliability model prasupposes the existence of a system
model. This sysiem model then becomes the framework upon vhich the reliability
characteristics of the components are superimposed to determine the ability

of the configuration to meet system relisbility requirements, or perhaps even
to determine the reliability requirements of the components from overall system
reliability requirements. .

7.2 NOTATION
T.2.1 System Block Diagram
A block diagram of a system is merely a diagram of the components of the system

and their intercomnecting links.2 The symbol for a component will simply be a
block with the name of the component and an identifying number. One convention

1. Ibid., p. 139.

2. BSee Section 3.1 for the definition of "component™ upon which this section
is based.

e
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must be observed: identical components must have the same identifying number,
and are mumbered serially from the originator to the ultimate receiver. This
allows for a simplification later in the transition to reliability models.

Figure 5-1 shows a three-level fan-out network consisting of a Central Warning
Point or CWP, Repeater Warning Points or RWP, and Terminal Warning Ioints or
TWP. According to the above convention, the TWP connected directly to the CWP
is numbered 3 rather than 2 because it is not a RWP, but a TWP, and, thus, is
identical with all other TWPs. The diagram in Figure 5-1 can be further
simplified by condensation across similar functional levels; this type of
simplification is shown in Figure 5-4. Note that the replications of each com-
ponent in a given level is indicated in parentheses after the identity number;

TWP
3(1)

Figure 5-4. Condensation of Network Shown in Figure 5-1.

also, that components that are not in the same series, even though they are in
the same level, are shown separately. Thus the ~ight hand TWPs in Figure 5-4
are all identical and follow the same pattern in that four are attached to each
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RWP, which is in turn attached to the CWP. The left hani TWP is separated

from the others because it is attached directly to the CWP, and not to an RWP.
Note also that the parenthetical number refers to the number attached to a given
component in the level above it, not the aggregate attached to all the compo-
nents in the level above. If a different number of TWPs were attached to the
RWPs, then a separate block would have to be drawn for each different combin-
ation. If, however, tiec number of TWPs connected to the RWPs is sufficiently
large and does not vary too much (in the statistical sense), then one repre-
sentation of the TWP would be sufficient with tue number of replications b2ing
the average for all the RWPs.

One furt.her note on redundancy: if, at any level, the replications in a box
indicate redundancy, this is designated in the lower right hand corner by an
R.

7.2.2 Reliability Model Synthesis

From the condensed system block diagrar, it is an easy step to the reliability
model. One merely inserte, in the condensed system block diagram, blocks for
the communications channels indjcating vhich blocks it connects and its degree
of replication. Thus, if a channel connects, say, block 2 with block 3, and
if there are four blocks 3, the block representing the connecting channel
would bear the identification (2, 3)(4k). The reliability model for the warning
system in Figures 5-1 and 5-4 is given in Figure 5-5. (The cautionary note
and notational conventions for redundancy given in Sectiom 7.2.1, above, must
also be observed for communication blocks.) HNote that from this point on, no
distinction is made between communicaticn links and components since both types
are now described in exactly the same manner, i.e., in t@:rms of their failure
and repair rates.

The reliability model shows all the unique chains in the warning network.
Working with these chains then allows the utilization of theorem in probability
theory stating that the probability of the simultaneous occurrence of indepen-
dent events is equal to the product of the probebilities of the individual
occurrence of each. Thus, the probability of successful operation of o chain
is the product of the probabilities of successful operation of each compouzni.

8.0 AN EXAMPLE
8.1 THE MODEL

Next the developed methodology is applied to a hypothetical National Warning
Dissemination System (NWDS,. The applicaiion of the reliability model to e
hypothetical system is necessary because of the paucity of data concerning
the reliability of present warning systems. The system consists of the

following components:
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(1,2) (4)

2(4)

(1,3) (1)

3 3
4)

Figure 5-5. Rel
iability MoZel for Warning System
in Figures 5-4
-4 and

A9}

O

L et
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1. RNational Warning Points (NWP). There are two NWPs operating in
a stendby redundant configuration. They are identical and have the
following failure characteristics:

a. MITF(1l) = 40 years
b. MITF(2) = 20 years
c. MITR = 1 hour

They are individually connected to a National Warning Center by
communication channels with the following characteristics:

a. urrrgl)-a'rs years
b. MITF(2) = 2.75 years
c. MITR = 1 hour

2. National Warning Cener (NWC). The NWC receives the warning
information from the NWls and d’sseminates it to the Sectiomal
Warning Centers. The chericteristics of the NWC are as follows:

a. bﬂ'rrsl.).caoyem
b. MITF(2) = 20 years
c. MITR = 6 hours

The characteristics of the communication channels to the Sectional
Warning Centers are:

a. mrsl; = 275 years
b. MITF(2) = 2.75 years
c. MITR = 2 hours

3. Sectional Warning Centers (SWC). There are eight 8WCs. Each
supplies information to 6,250,000 Terminal Warning Points and eight
local Warning Centers. The characteristics of the SWCs are as
follows:

a. MITF(1) = 20 years
o. MITF(2) = 10 years
¢. MITR = 6 bours

The communication channels to the Local Warning Centers and the
Terminal Warning Points are identical and have the following
characteristics:

a. MITF(1) = 275 years
b. MITF(2) = 2.75 years
¢. MITR = 3 hours
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4. Local Warning Centers (LWC). The LWCs are each connected to
312,500 Termircal Warning Points. They have the following character-
istics:

a. .lﬂ'rrglg = 10 yeers
b, MIMF(2) = 10 years
¢c. MITR = 8 hours

Its communication channels with the Terminal Warning Points have the
same characteristics as the 8WC-to-LWC channel.

5. Terminal Warning Points (TWP). The TWP are inexpensive home
warning devices, and are, therefore, less reliable devices than those
used in the rest of the system. There are a total of 70 million in
the system. They have the following characteristics:

a. m.'l‘r'l; = 5 years
b. M}a = 5 years

c. MIMR = T days

The condensed system diagram is presented in Figure 5-6 and the failure and
repair characteristics are converted to rates and presented in Table 5-2.

T*e reliability model is presented in Figure 5-7. (The dovble box at the top
of the diagram indicates tlat 1 and (1, 2) are serially counected and the
configuration 1(1, 2)(2) is redundant.

On- further note on testing: all components except the LWCs and the TWPs are
assumed to be continually monitored. The LWCs are tested every ten days with
no domntime for the test. The TWPs are tested in a manner which requires
dowmntime of five minutes for the test.

8.2 THE WORKSHEET

The layout of the worksheet to be employed in the analysis is shown in

Figure 5-8 (the known parameters from the preceding section have been inserted).

The computational methods employed (keyed to the column number) are as follows:

Column 1 - Given.

Column 2 - Given.

Column 3 - Given.

Column 4 - Absolute probability of false alarm failure
(Section 5.1, eq. 8). :

| . .

i adbim

&)
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Table 5-2. Failure and Repair Rates per Day
for NWDS Components and Links

Component
or link a b m
1 0.00007 0.0001k 24.0
1.2 1077 0.001 24.0
2 0.0001k 0.000Lk k.0
2.3 1077 0.001 12.0
3 0.000L4 0.00027 4.0
3.4 1077 0.001 8.0
L 0.00027 0.00027 3.0
4.5 1077 0.001 8.0
3.5 1072 0.001 8.0
5 0.00055 0.00055 0.14286 |
1
Note: a = m
P = 1
METF(2)
1
0= MR
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3(8)

TWP
5(3.125X 10%)

Condensed Network of the Hypothetical National

Warning Dissemination System (NWDS)
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Reliability Model for NWDS
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Column 5 - Absolute probability of no alarm failure
(Section 5.1, eq. 9).

o oI
< a+btm

D

Column 6 - Given.

Column 7 - Given.

Column 8 - Expected number of failures for any reason
(8ection 5.2, eq. 10).

(t) S l'.';m!. t

For the purposes of this analysis, t is taken
to be 10 years.

Columm 9 - Probability that the component is unavailable
for any reason (Section 5.3, eqs. 1l4-16).

4

No downtime, continuous checkout:

st
m

No downtime, discrete checkout:

T
= a+b ¢
A(.) < T*'7T

Checkout with downtime

(Tt )%
gty -9

a+b

Column 10 - Probability of successful performance (Section
Soh, .qo 17)0

8 = [1-A(.))(1-P,)

(i
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Column 11 - Downtime in days per 10 years.

(Dowm) = 3650A(.)

Column 12 - Expected number of false alarm failures
(Section 5.2, eq. 11).

E(l) = rvi oo(t)

Column 13 - Expected number of no alarm failures
(S8ection 5.2, eq. 12).

E(2) = 22 . ug (t)

Column 14 = Terminals affected by an individual component
at each level. (from Figure 5-7). The figure
represents the number of TWPs that are directly
controlled by the given level.

The results of the computations are shown in Figure 5-9. The figures on line
three were derived by first computing the state probabilities and failure and
repair rates for a series configuration as described in Section 5.1 for the
configuration 1(1, 2)(1), and then again for the switched redundant configura-
tion as in Section 6.3 for the configuration 1(1, 2)(2).

It is interesting to note the figure at the botton of column 10. This figure
0.98536, is the probability that an individual TWP is properly activated and
operates if an actual warning is issued by the NWC. This is computed by
taking the weighted product of the values of 8§ in the two branches of the
hypothetical system. This essentially says that about 1.5 percent of the
vopulation is continually at risk because of improper system functioning.

8.3 ANALYSIS AND INTERPRETATION OF RESULTS

With the figures developed in Section €.2, it is now possible to determine the
total number of false alarm and no alarm failures that can be expected to occur
over a given period of time (ten years for the example) for all compoaents:

the average number of terminals affected by each such failure: and the average
duration of each such failure. It is assumed that when a component fails, the
portion of the system below that component operates in a normal manner, i.e.,
if a false alarm is generated in a SWC, the LWCs and TWPs attached to it
disseminates the alarm as if it were a valid alarm. It is also assumed that
the probability of the simultaneous failure of more than one component at any
level (except the TWPs) is so small as to be negligable.
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As noted in Section 5.5, the probability, S, that the system will properly
disseminate a legitimate warning is given by the product of the values of 5;
for each level, or

(21) 8= '[;l'si

(In the example, S = 0.98536.) This value, in reality, is the probability
that any randomly selected TWP will receive and disseminate a legitimate
varning. This is the first measure of system performance.

The next area investigated is false alarms. Investigated first is the number

af terminals affected by the failing of the i 2 component into an on condition;

second, the totel expected failures into an on condition of all like components
over a given time period; and, last, the average duration of downtime for that
component. The last figure does not give the duration of a false alarm, but,
rather, gives a time during which a a0 alarm condition prevails, for a com-
ponent that fails into an on condition precludes the use of components in the
network below that component for warning and thus presents essentially a
failed off condition for the duration of repairs to the component that failed
into an on condition. The calculations for the TW”s are noted separately in
the results because the effect of their multiplicity would tend to dilute the
results of computations for the control network.

To determine the average number of terminals affected by false alarms at any
level, thu procedure is as follows. Consider Figure 5-T of Section 8.1, above.
The components of the model are numbered such that the numbers follow the flow
of information from the source to the ultimate destination. Following the
failure of component 2 into an on condition, for instance, all of the temminals
in the system would receive a false alarm if all the components whose number

is greater than 2 perform properly. Following the failure into an on cundition
of one of the components labeled 4, oniy O.446 percent of the terminals would
receive the false alam if all the THP- performed properly. The point being
that a false alarm is transmitted to the terminals of the system only if those
components in the chuin below the failing component operate as designed.

Let Py be the terminals under the 1.2 component ; “i’ the number of :I.i-h

components in the system; E(l) p the expected number of false alarms; and SJ,
the ultimate reliability of the J— component. Then the terminals ("1)

affected by a false alarm of the :I.113 component is

(22) M, (1) = p, T8,
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and the average number of ierminals (M(1)) affected by a filse alare at any
level by any component at that level is

?41(1)1(1 E(l)i
{1 i

(23) M(1) =

The total number of suck occurrences, E(1),
(24) EI) = i:ni!:(l)i

and the average downtime, td(l), is

1
IN.EQ1), =
(25) td(]_) = .1..1_1.)1_‘1

B

Ni apd p; are taken from the reliability model (Figure 5-7).

Finally, for the no alarm situations, the procedure is as above except that
system performance below the failed component need not be taken into consider-
ation because the terminals are affected regardless of whether the subordinate
system functions properly. Thus

(26) M, (2) = p,
2)N.E(2
(27) M(2) = iz, -S—)—1
i1 i
(28) E(2) = 2E(2),

and  (29) ty
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The average downtime, t

a? for any type failure is then given by

- (UK + (2T
: : EQIY + K2J

and, of course, the total expected number of failrwes, E, is
(31) E.«ET +E2)

and the average affected population, M, is

(32) M-!(_(y{l + M(2

(1] + )

The compatational form is given in Figure 5-i0, and the rvsults for the (
example are contained in Figure 5-11. The computational metlods employed
(keyed to column number) are as follows:

Column 1 - Terminaly affecced (Columm 1k, Pigure 5-9).

Column 2 - The probability of successful propagation of &
varning, given by

S8, = T
i J>183

vhere i is the "2 level and j is the index of
the levels below 1.

Column 3 - Mi(l) represents the average number of terminals

affected by a filse alarm generated ut the 12

level (given by equation 22), the product of
columns 1 and 2.

Colum k4 - The expected number cf false alarms generated by
this level, giver by colwmn 12, Figure 5-9.

O
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Column 5 - The expected nusber of no alam situations
originating at this level, given by colucn 13,

u&um S‘9n

Column 6 - The total number of camponents at this level from
Figure 5-6.

The reciprocal of the MITR for the 12 camponent
fl‘“ T‘ble 5‘20

Column 7

Column 8 - The expected number of false alarms for the gt
camponent. The sum of this column gives E(1),
given by equation 28. .

The termminals affected by a false alarm at the 19-1-

level. The sum of this column divided by the sum
of column 8 given the average number of terminals,
M(1), affected by a false alam at any level
(equation 23).

Column 9

Total dovntime caused by false alarms at the 112!1
level. The sum of this column divided by the s'wm
of column 8 gives the aversze downtime, t;(1),
for each false alarm (egmation 25).

Column 10

Colum 1li - The ﬁxpected number of no alarm situations for the
1*8 component. The sum of this column gives E(2),
given by equation 28.

Column 12 - The teminals t':t‘feci;ml by & no alam situation
caused by i>2 componen*. The sum of this column
divided by column 11 gives the average numbecr of
terminals, M(2), affected by a no alam situ-
ation at any level (equation 27).

Column 13 - Total downtime caused by a no alarm situation at
the 12 level. The sum of this colusn divided
by column 11 gives the sverage downtime, t4(2),
for each no alarm situation (equation 29).

Column 1k - The total expected number of failures, either false
alarms or no alam situations. This is given by
equation 31. :

Column 15 - The average number of terminals affected for each
fetlure, given by egquation 32.

Column 16 - The average downtime for either type of failure,
given by enuation 30.
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Note that the control network computations are separate from the TWP computations
because a failure in the control net affects a block of contiguous T™WPs, while
the TWP failures are at random and generally are not concentrated in any one area.

The sumary failure data for the control net is then
E = 671010
M =1.20 x 100

t, = 0.165 days

~ b hours

where

E = the total failures of either kiné for a 10 year
period (equation 31)

M = the average number of terminals affected by for
any type of failure, and

For the TWPs, the summary data is
E = 278.6 x 106
M =1

From the summery data, several rather startling inferences can be drawn about
the hypothetical system under evaluation. It can be expected that each TWP
murt be repaired (or replaced) about three times during a ten-year period.
There vill be about 76,320 TWPs failing each day, half giving false alarms in
the process. An average of 1.19 million TWPs will be unable to disseminate
warning because of control system failures about every six days. False alarms
will be disseminated to an average of 1.3l million TWPs about every fifty days.
It is obvious that any warning system developed must be much more reliable
than the hypothetical WWDS.

8.4 ALLOCATION OF RELIABILITY TO THE NWDS
If instead of the given parameters, the only required number was a system S of

0.999, the system designer is faced with the allocation problem discussed in
Section 5.5, above. Considering the longest chain in the network, e.g.,
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the one containing the LWCe, there are eight components in the series. If there
are no relative importances established, then the required performance, S1 ’

of each component wuild te (Sectiom 5.5, eq. 12)
1l 1
8, = sB = (0.999)8 = 0.999875

If, on the other hand, relative importances are established, the procedure is
as follows. Suppose the components were assigned importancec as in table 5-3.

Table 5-3. Relative Importance

of Components

Component Importance (Ei)
1(1,2)(2) 100
2 100
(2,3) 100
3 75
(3,4) 5
b 50
(k,5) . 50
5 ko

The normalizing constant m is first computed (Section 5.5, eq. 21)

l. 1
meatE,
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1 2 2 1
= 0.01521

2ince (Section 5.5, eq. 20)

1
k 2 e——
i m Ei
then
k, = 1
i O.lm&:l

Table 5-4 gives the k, and the suitable 8

(Section 5.5, eqs. 19, 20).

{ for each given importance level

Table 5-4. Required Reliabilities with Importance

Importance (E 1) k, 8,
100 0.08219 0.999918
& 0.10959 0.999890
50 0.16439 0.999833
ko 0.20547 0.999794

Note that for the most important component, the unreliability (the complement
of the reliability) must be decreased ten percent over the case where impor-
tance figures were not assigned; while, for the least important item, an
increase in unreliability of ten percent is allowed. In terms of component
design, these factors could be critical.
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CHAPTER SIX

FEASIBILITY OF USING COMMUNICATIONS SATFLLITES

FOR PUBLIC ALERTING AND WARNING

1.0 INTRODUCTION

This chapter reports the findings of a brief review of the feasibility of using
satallites for public alerting and warning.l Two separate, but related, ap-
proaches have been made to the problem:

1. Determining the capabilities of communications satellites
currently operational or planned for service in the next several
years.

2. Evaluating any types of service related to public alerting
and wvarning that may have been planned or proposed.

The review included a scrutiny of published policy statements of the organizations
concerned with satellite communicationsr --principally the Defense Communications
Agency (DCA), the National Aeronautics and Space Agency (NASA), and the Communi-
cations Satellite Corporation.2

2.0 CONCLUSIONS AND RECOMMENDATIONS

As a result of the review, it has been concluded that:

l. Technical Feasibility of Direct Source Alerting and Warning.

It appears that using satellites for direct public alerting and warning
is technically promising. Currently operational synchronous satellites
(especially Syncom 3) may be modifiable to provide public alerting and
warning; 1f such modification is not possible, then special-purpose

alerting and warning satellites appear to be within current technology.

1. This chapter replaces Feasibility of Using Communications Satellites for
Public Alerting and Warning, which was originally published as TM—L—I%WOEI/OO,
dated 15 December 1964.

2. Since the original pudblication of the findings reported in this chapter,
several agencies have manifested interest in direct broadcasting from a satellite
to entertainment-type receivers. This chapter is republished, nevertheless,
because it is felt that the conclusions reached are still valid. Several foot-
notes have been added to indicate changes that have occurred since the original
publication of the report.
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2. Technical Feasibility of Satellites as Warning Relay Stations.

Tne possible use of special satellites to relay alert signals and varning
information between national control points and regional or local public
alerting and varning transmitters is technically simpler than that of
direct alerting and warning. This conclusion is valid if only because

of the resulting reduction in the number of receivers and thus the greater

allowable expense for each receiver and antenna at a relaying station.

3. Operational Undesirability of Satellites for Alerting and Warning.

Despite the technical feasibility of direct home alerting and warning
and of indirect relay service, it must be concluded that using satellites
for either type of service is operationally undesirable. This conclusicn
is based upon the vulnerebility of suitable synchronous satellite systems
to direct destruction and, perhaps more important, to easy spoofing and
Jamming, either for harassment or as an adjunct to an attack.

It is recommended, therefore, that no further effort be applied to satellites
for either direct public alerting and warning or for point-to-point alert and
warning relaying from the national level to regional a.nd/or local levels. This
conclusion should not preclude further research on the potential of satellites
to provide OCD commnications, especially in conjunction with the forthcoming
DOD military communications satellite system.

3.0 REVIEW OF SATELLITE COMMUNICATIONS SERVICES

As of the date of the original publication of the information in this chapter,
there wvas no indication that organizations such as DCA, NASA, and Communications
Satellite Corporation had formulated plans for developing satellite systems
capable of transmitting directly to home-type receivers. The review on which
this chapter is based indicated that the plans of these organizations called for
providing point-to-point service between special-purpose ground stations; this
service serves frimrily as an adjunct to conventional landline and radio
communications.* Such service would be derived from medium-altitude, random-
orbit satellites; high-altitude, synchronous-orbit satellites; or a mix of both.
In fact, even a superficial review of the characteristics of random-orbit and
synchronous-ortit satellitee indicates that these vehicles, as currently employed,

cannot be used for home alerting and warning. Random-orbit setellites have the
following limitations:

1, Since that time there have been several expressions of interest in direct
broadcasting to home-type receivers. cf., "Direct Broadcast Satellite for Home
Reception, " Electronics World, (75) 2 February 1966, p. 69; "Putting Space to
Work to Educate the World," Business Week, 25 December 1965, p. 17.
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1. They are subject to outages resulting from limited coverage.
2. They require many satellites to approach full coverage.

3. They employ expensive, complex tracking antennas and sensitive,
high-gain receivers.

These characteristics, especially the latter, appear to remove random-orbit
satellites from consideration as part of alerting and wvarning systems.

Synchronous-orbit satellites,as currently employed, provide ertensive pre-
dictable coverage. Nearly vworld-wide service is feasible from three satellites.
Systems using this type of satellite are, howvever, subject to complete failure
unless standby satellites are in orbit. The need for tracking is obviated, but
receivers and antennas for current synchronous-ordit satellites are, nevertheless,
expensive, complex high-gain devices. As currently employed, this type of
satellite is also unsuitable for public alerting and vaming.

4.0 TELEVISON BROADCASTING FROM SATELLITES

At the time of the original report, despite considereble popular speculations

on the subject, only one significant proposal was i'und that related to alerting
and warning--broadcasting television from a satellite directly into the house.
This proposal was prepared by Radio Corporation of America, David Sarnoff Research
Center, Princeton, N. J. The proposed system was outlined in five papers pre-
sented before the American Rocket Society in November 1962.l

The proposed RCA system is based upon synchronous-orbit satellites. The RCA
system, however, uses state-of-the-art nuclear-reactor pover supplies to in-
crease transmitter power significantly. Its feasibility has been questioned
for the 1970 time period. This system will, its picoonents claim, transmit
signals that can be received on home-type receivers uzing relatively inexpensive
antenna systems.

1. Bond, Donald S., A System for Direct Television Broadcasting Using Earth
Satellites, Radio Corporation of America, July 1962. Since the publication
of the original report, several other proposals have also been developed for
broadcasting television directly from satellites to house receivers. (Cf.,

P. J. Klass, "RCA, GE Study TV Broadcast Satellites,” Aviation Week and Space
Technology (84) 2, 11 January 1966, pp. 115, 117, 119; Berry Miller, "Hughes
Proposes TV Broadcast Satellite," Aviation Week and Space Technology, (82) 5-
1 February 1965, pp. 75, 77. It must be pointed out that several of the pro-
posed systems require more sophisticated receivers and/or antennas than are
coammon for home receivers and would, more appropriately, qualify the proposed
systems for community service or fringe-area service,
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The RCA satellites would use tranimitters with ratings to several kilowatts

and with 3-mHz bandwidths. These transmitters would provide coverage of more
than & million sqQuare miles. Such a satellite would weigh on the order of four
tons. An atomic reactor (a SNAP-8 currently under development for the Atomic
Energy Commission) would provide 60 kw of electrical power. The reactor would
pover the transmitters. It would also pover ion-propulsion engines used to lift
the satellite from a parking orbit of several hundred miles to synchronous
altitude (22,300 miles). The parking orbit would be achieved using currently
available Atlas or Titan boosters.

5.0 POSSIBLE APPLICATIONS TO ALERTING AND WARNING

The capability to transmit video is far in excess of the requirements that OCD
has established for a radio-based alerting ard warning system. National alerting
and varning could be accomplished using a single voice channel. (Additional
channels would probably be required to provide regional capabilities, since the
requirement for selective responses to coded signals appears likely to increase
receiver costs significantly.) Assuming that a minimal system could be built
around a single 6-kHz voice channel, the bandwidth ratio of a 3mHz TV channel

to a 6-kHz alerting and warning channel 1s 500 to 1. Decreasing bandwidth re-
quirements for any communications system reduces transmitter power requirements.
Transmitter power reduction decreases electrical power supply requirements. In
a satellite system, these reductions in transmitter power and power supply
capacity bring the capebilities within renge of currently operational synchronous
satellites.

Using the assumption that a 6-kHz voice channel provides adequate bandwidth for
an alerting and wvarning system, data collected in the review of operational and
planned satellites was analyzed. Only synchronous satellites were considered,
since the problems of coverage and tracking inherent in random-orbit satellites
are not eased by bandwidth reduction. Of the synchronous satellites operational
or planned, Syncom 3 appears very promising. (It was placed in orbit in August
196k and has been used to relay the 1964 Olympic Games to the United States.)
Syncom 3 is currently equipped with four 4-watt transmitters. This satellite
is currently operating a wvide-band mode capable of transmitting video signals.
It weighs less than 1,000 pounds and can be raised to synchronous-orbit using
currently available boosters. It uses solar cells and batteries to provide
electrical pover. Chemical means will keep the satellite on station for
approximately three years.

The four 4-watt transmitters can be regarded, for sake of analysis, as one 16-
wvatt transmitter of comparable weight and power consumption. If a 500 to 1l
reduction in bandwidth is traded for gain, it appears that Syncom 3 may be
modifiable to provide national alerting and warning directly to the home via a
simple UHF or VHF receiver and a home-type fixed antenna. If Syncom 3 modi-
fications are not feasible, then direct home alerting does appear feasible with
a specially designed satellite. It is impossible to determine at this time




31 January 1966 6-5 TM-L-1960,/091 /00

vhether the coverage attainable through a satellite similar to Syncom 3 would
be marginal or whether it would be sufficiently in excess of caparity to allow
for more than one 6-kHg channel. The only point that can be mede is that an
operational satellite does appear modifieble to provide the desired alerting
and warning capeability.

6.0 OPERATIONAL EVALUATION

Although direct alerting and warning via e satellite does appear tachnically
feasible, it does not appear operationally desirable. A synchronous-orbit
satellite must be used for home alerting to provide adequate coverage and to
eliminate the need for tracking antennas. Such a system is clearly subject to
potential destruction by an enmy. More significartly, it 1s subject to spoofing
and jamming by an enemy. Use of crypto or pseudo-crypto equipment can protect
against spoofing, but there is no protection against jamming. Any system that
is subject to jamming provides an enemy with an invitation to exploit that
veakness as either a harassing techinque or es an adjunct to an attack. The
location in spece allows nationwide jamming at a power level equal to that of
our own signals. (Operational Russian boosters are zapable of lifting payloads
in excess of our boosters, so that interference might be at power levels in
excess of our own signals.) land-based alerting and warning systems do not
provide an enemy with a location from which national jamming is feasible. With-
out sizeable expenditures of funds, a land-based system probably cannot de
Jammed from another land-based or shipboerd installation, except on a local or
regional basis. Any system with the obvious vulnerability ot a satellite alert-
ing and varning system is operetionally undesirable.

The problem of disseminating signals from the federal level via satellite to
regional treansmitters (e.g., special low-frequency stations) or to local trans-
mitters (e.g., broadcast stations) is technically simpler than the problem of
direct home alerting. Such a system could provide a direct relay to a regional
or local station. This type of service is also technically feasible.l Tt is

1. Since the original pub'ication of the information in this study, several
proposels have been fomulated for satellite communications service related to

the dissemination of warning from a federal location to regional and/or local
warning points. Cf., "ABC Bids for Its Own Satellite," Broadcastirg, 27 September
1965, pp. 56, S8; P. J. Klass, "Support Grows for Airline VHF "Comsat " Aviation
Week and Space Technology, (83) 21, 22 November 1965, pp. 83-86; "Comsat Asis
Industry to Submit Proposals for Multi-Purpose Satellite Able to Provide up to
6000 Two-Way Voice Circuits, or 10 TV Channels; Service Would Include TV Distri-
bution, Air-Ground and Ship-Shore Links," Telecommunications Reports, (32) &,

3 Januaﬂ 1%, ppo 1"29
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easier to achieve than a asystem that reaches the individual home because it
deals with fewer receivers and allows a much larger expenditure or each receiver
and antenna installation. This type of service, however, suffers from the same
vulnerability to destruction, spoofing, and jamming that plagues a satellite
home alerting and warning system.
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APPENDIX B

GLOSSARY

Air Defense Emeggency. Declaration of an emergency by the Commander-in-Chief-
NORAD (CINCNORAD) indicating that hostile action is imminent or in progress.

Air Defense Warning. The degree of air raid probability. Warning RED: Attack
imminent or in progress. Warning YELLOW: Attack probable. Warning WHITE:
Attack improbable.

Air Raid Warning. A civil defense warning of probable or imminent attack by
hostile forces.

Alert. The attention getting signal or alarm used to call the intended
recipient to a state of action. An alert provides only an initial awareness of
a threaten.ng situation and does not in itself define that situation or the
appropriate response to it. (See Warning.)

Alert Condition. A state of defense readiness within the civil defense system
defined in terms of the degree of threat which exists at a given time and the
type of actions taken by the system in response to the threat. (Also called
CIVCON (Civil Defense Alert Condition).

Area Warning Circuit. That portion of the National Warning System (NAWAS) which
is within one of the warning areas and connects the warning points of that area
with a warning center.

Ballistic Missile Early Warning System (BMEWS) A real time, long range missile

detection and tracking system under the operational control of NORAD which
provide warning or missile attack against North America and the United Kingdom.

Bomb Alarm System (BAS) A network of sensors, transmission lines, and display
equipment designad to detect the detonation of a nuclear weapon at selected
locations within CONUS,

Clear Channel. A commercial AM broadcast channel on which the dominant station
renders service over a wide area and which is cleared of objectionable inter-
ference within the primary service area of that station and over all (or a
substantial portion) of the station's secondary service area.

Clear Channel Station. A commercial AM radio station that is assigned the use
of a clear channel (g.v.).

Control Electromagnetic Radiation (CONELRAD.) A plan, now obsolete, to minimize

the navigational aid that could be obtained by an enemy from continued operation
of broadcast stations, to fulfill other national security requirements, and at
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the same time, to provide for transmission of vital information to the public.

Defense Communications Agency (DCA) An agency within the Department of Defense
charged with overseeing the design and operation of military communications
systems.

Defengse Readiness Condition (DEFCON) A state of readiness within the defense
system of the United States deiined in terms of the degree of threat which
exists at a given time and the type of actions taken by the system in response
to the threat.

Emergency Action Notification (EAF) System. Circuits and associated equipment
designed to transmit an Emergency Action Notification message containing
authorization to initiate emergency procedures to implement the Emergency
Broadcast System plan.

Emergency Broadcast System (EBS) Those broadcasting stations and interconnecting
facilities which have been authorized by the Federal Communications Commission

to operate in a controlled manner during a war, threat of war, state of public
peril or disaster, or other national emergency.

Emergency Operating Center (EOC) The protected facility in which governmental
and civil defense officials having direct emergency responsibilities can safely
carry on their emergency operations.

Ground Wave Transmission. Radio transmission via radio waves that are propa-

gated over the earth and are ordinarily affected by the presence of the ground
and the troposphere. Ground waves include all components of radio waves over

the earth except ionospheric and tropospheric waves. Distinguish from skywave
transmission (gq.v.).

. One of the advisory committees to the Federal
Communications Commission. Each committee is composed of representatives of
the broadcasting industry at national (NIAC), regional (RIAC), state (SIAC), or
local (LIAC) level. These committees assist the FCC in the execution of its
responsibilities pursuant to the Executive Order that directs the creation of
the Emergency Broadcast System.

Interdepartmental Radio Advisory Committee (IRAC) An independent agency which
advises the FCC and the Director of Telecommunications Policy, Office of
Emergency Planning on the planning, management, and use of radio frequencies by
governmental agencies.

Key Station. An AM broadcast station (with a National Defense Emergency Author-
ization) linked to the Emergency Operating Center(s) of an area and capable of
transmitting common program material over all NDEA station transmitters through
an area program control network.
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Local Industry Advisory Committee (LIAC) (See Industry Advisory Committee.)

Local Warning Center. A facility capable of 24-hour operation found normally
at the city or county level. The local warning center must be capable of
performing all functions required to provide warning to the inhabitants within
its jurisdiction.

National Defense Emergency Authorization (NDEA) An authorization issued by the F

FCC permitting operation of a station as part of the Emergency Broadcast System
during an emergency condition.

National Industry Advisory Committee (NIAC) (See Industry Advisory Committee.)
National Warning Center (NWC) The OCL facility staffed by Attack Warning

Off cers and situated within tlie Combat Operations Center at NORAD Headquarters.
The NWC controls the NAWAS and activates the Emergency Broedcast System.

National Warning System (NAWAS) The federal portion of the Attack Warning

System used for the dissemination of warning and other emergency information
from OCD warning centers to warning points in each state.

North American Air Defense Command (NORAD) A coordinated defense of th~ North

American continent against aerospace attack. The defense is coordinated b~tween
American and Canadian Services with full use of early-warning radar.

Random-orbit Satellite. A space vehicle that rotates about a planet, such as
the earth, at a rate that differs from the rate of rotation of the planet and,
therefore, is not always visible tc a particular point on that planet. Several
such satellites are required to cause the random probability that a satellite
will be visible to any particular point on the planet to approach unity. A
satellite in a random crbit about the earth is generally located at an alt?:ude
of from 100 to several thousand miles above the earth. (See Syncronons - orbit
Satellite.)

Regional Industry Advisory Committee (RIAC) (See Industry Advisory Committea.)
Regional Warning Officer. A staff officer located at each OCD Regional Head-

quarters to assist states and local areas in solving warning problems.

Skywave Transmisgsion. Radio tranemission via radio waves that reach the
receiving location after reflection from the ionosphere. Distinguished from
groundwave transmission (q.v.).

. A fixed and approved method or procedure
for accomplishing something.

St v (See Industry Advisory Committee.)

Strategic Warning. A notification that enemy-initiated hostilities may be
imminent.
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Syncronons - orbit Satellite. A space vehicle that rotates in an equatorial
orbit about a planet, such as the earth, at a rate equal to the rate of rota-
tion of the planet. Because the rates of rotation are identical, the satellite
appears to be stationary above a particular peint on the lurfacqvof the planet.

A satellite in a svncronons orbit about the earth would be locagyd at an alti-
tude of approximately 22,500 miles above the earth. (See Randos~orbit Satellite.)

System. An assemblage of personnel, hardware components, and/or procedures
functioning together in an orderly and prescribed manner to carry out a pre-

determined task.

Tactical Warning. A notification of enemy initiated hostilities.

Threat Warning. A report, originating at the NORAD Combat Operations Center,
disseminating early warning information from DEW Line, Mid-Canada, and Pinetree
Lines to lower echelons of the air defense system.

Warning. The advance notification of a nuclear threat, the effects of an
attack, or impending natural disaster. Notifjcation includes providing
information about the nature of the threat, its extent or scope, its imminence,
and the means by which to cope with {it.

Waruing Area. A geographical area consisting of a number of states which are (
the responsibility of one of the presently existing OCD warning centers.

Warning Point. A facility which receives warning and other emergency informa-
tion over NAWAS and which relays this information according to instructions
contained in state and local civil defense plans.

Washington Warning Area. The geograrhic area within a 20 mile radius from zero
milestone, Washington, D.C., excepting that part of Howard and Ann Arundel
Counties in Maryland falling within the 20 mile radius.

Washington Warning Area Control Point (WWACP) The location that controls the
origination and/or dissemination of warning infurmation to the Washington
Warning Area. The WWACP also acts as an alternale to the National Warning
Center in initiating the operation of the Emergency Broadcast System.

n A subordinate agency of the Defense
Communications Agency which provides all communications facilities for the
President.
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