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Chantllly, VA 20151-1715

10 June 2009

Mr . John Greenewald

Dear Mr. Greenewald;

This 1s in response to your e-mail dated 29 May 2009,
received in the Information Management Services Center of the
National Reconnaissance Office (NRO) on 1 June 2009. Pursuant
to the Freedom of Information Act (FOIA), you are reqgquesting
Ycopies of comity agreements or Memoranda of Understanding at
NRO. These documents were partially released after appeal in
FOIA Case Number F(03-0033.”

In response to your reguest, we are releasing to you
twenty-two (22) documents totaling eighty-one (81l) pages, which
have been previously released pursuant to a FOIA reguest (NRO
Case #r03-0033.}) Nineteen documents consisting of sixty-seven
{(67) pages are being released in part. Three documents
congisting of fourteen pages are being released in full.

Material redacted is denied pursuant to FOIA exemptions:

-{b) (1) as properly classified information under Executive
Order 12958, Section 1.4 (b), (c), (&), {e), (g), and (h); and
exemption (b) (3), which applies to information specifically
exempt by statute, specifically 50 U.S.C. § 403-1, which
protects intelligence sources and methods from unauthorized
disclosure;

—-{b) (2Z) High, which pertains solely to the internal rules
and practices of an agency and allows the withholding of
information which, if released, would allow circumvention
of an organization rule, policy, or statute, thereby
impeding the agency in the conduct of its mission;

- (b) (3) which allows the withholding of information
prohibited from disclosure by statute, 10 U.S.C. § 424 which
states: “Except as required by the President or as provided
in subsection (¢), no provision of law shall be construed to
require the disclosure of (1) The organization or any
function . . . (2y . . . number of persons employed by or
assigned or detailed to any such organization or the name,



official title, occupational series, grade, or salary of any
such person . . . (b) Covered Organizations . . . the
National Reconnaissance Office”;

- {(b) (4) which applies to proprietary information obtained
from a company which, if released, would result in
competitive harm to the company; and

- {(b) (6) which applies to records which if released would
constitute a clearly unwarranted invasion of the personal
privacy of individuals.

The FOIA authorizes federal agencies to assess fees for
record services. Based upon the information provided, you have
been placed in the “educational/scientific/media” category of
reguesters, which means you are responsible for duplication fees
(.15 per page) exceeding 100 pages. Additional information about
fees can be found on our website at www.nro.gov. No assessable
fees were incurred in processing your reguest.

You have the right to appeal this determination by
addressing your appeal to the NRO 2Appeal Authority, 14675 Lee
Road, Chantilly, VA 20151-1715 within 60 days of the above date.
Should vou decide to do this, please explain the basis of your
appeal.

If vou have any quesgstions, please call the Reguester
Service Center at (703) 227-9326 and reference case number F09-
0075.

Sincerely,

Ao

a 8. Hathaway

CHief, Information Access
and Release Team

Enclosures: 22 MOUs
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Hemorandum of Undarstanding
between
Management Searvices and Operations
and

comminications Directorate NSRRI

Acquisition of COMM/MIS Material and Services
through the count

I. PURPOSE

The following documents an agreement on the process of
transferring funds into the account, ordering of material
and services against this account through and funds accounting
procedures.

IXI. Approval Authority

funding will be expended only with the appraval of
Communications Directorate /[ . -
management. Material orders processed against this account wzw"”only
be accepted if approved by one ¢f the Division Chiefs whose signature
appears below. Deputy Division Chiefs will be authorized to sign
material orders in the event of an extended period cf absence by the
Division Chief. An e-mail providing the individual's name and period
of authorization will be forwarded to the Facilities Support Group

(F'5G) .

a, Material orders with a total value of less than

Bandle via|EESRN'

%NNE&ﬂQE%\&% Channels Only
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All material request forms will be routed through and
require the signature of the COM Financial Management Staff (¥MS),
e e ] The FMS will verify that sufficient funds

are available within the account to process the order. Monthly status
reports will be provided to MS&0 and the COM-budget officers by




s

III. Punds Transfer Procedures

FMS will initiate requests to the NRO Resource Oversight
Management Cffice to transfer funds to the 0ffice of Development and
Engineering (OD&E)}. After funds are received and loaded at QD&E,
i’FMS will notify the MS&0 budget officer of the amount of funds to
be applied to the facilities contract and cite the Budger Line Item
{BLI). The MS&0 budget officer will inform the C/FSG that funds have
been received and have the C/FSG instruct on the amount of
funding to be applied to the-account. For audit purposes,
the total amount of funds loaded into the account
shall match the dollar amount transferred b FMS to MS&0. All

material requests to be charged against the ccount will be
specifically stampedu )

FMS currently estimates that the following dollar amounts per
year will be applied to the [EEEECENE account .

Exe7

This is provided for planning purposes only. [JjjiBudget will
update these projections on a yearly basis.

/ Z/A;)‘ 7 ¢

Date

Director, Management Services and COperations

J2 /e foc

Date

Director.

Lo

MS&0 Budget officer

A TS

C/FSG/MS&0

Handle via-j

Channels Only
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MEMORANDUM OF UNDERSTANDING BETWEEN
THE COMMUNICATIONS SYSTEMS ACQUISITION AND OPERTIONS DIRECTORATE
AND
THE MANAGEMENT SERVICES AND OPERATIONS COFFICE
FOR
SUPPORT TO THE IMAGEBANK SERVER

PURPOSE :

This Memorandum of Understanding (MOU) outlines the roles
and responsibilities of the Communications Systems Acquisition
and Operations Directorate (COMM) and the Management Services and
Operations Office (MS&0) in support of the MS&0 Digital
Production Center’'s (DPC) ImageBank server.

BACKGROUND :

The ImageBank server is an MS&0 Digital Production Center
(DPC) asset with the capability to provide archived still images
and short video clips via the DPC website to GWAN users. Each
year in support of the NRO mission, DPC creates hundreds of high
guality video products. The DPC archive now contains over 5,000
titles. Until the completion of [T, this
cciitent was available to only a few end-users in the form of
videotape copies. With the increasing use of digital image
technology as a briefing tool--especially by senior managers--
these products can be made available to the NRO GWAN population.
DPC is specifically targeting NRO multimedia authors (more than
sixty at laet count) as the primary customer base.

ImageBank is a stand-alone server providing a web-based
front end, database, and data storage capabilities. The
ImageBank web interface is accessed from the DPC web page under
the MS&0’s main web page hosted on the NRO via a web
browser. Users access the ImageBank and perform queries for
images and/or video content. Images can be downloaded from the
welb page and incorporated into briefings or documents. Video
content is represented by a thumbnail snapshot. The user can
view a short, low-resolution preview of the video file. The user
then completes an online form reguesting a @ard copy of the full
quality, full length, and high-resolution video from the DPC.
Tha hardcopy can then be delivered to the customer from the DPC.

This MOU establishes the roles and responsi@ili§i§s of COMM
and MS&0 in support of this system to ensure availability and
svstem integrity.

COMM RESPONSIBILITIES:

a. The Streamlined Service Center - The Streamlined
Service Center (SSC) receives and processes calls from Government
W:ce Area Network (GWAN) users regarding National Reconnaissance
Of fice (NRO) Management Information System (MIS) workstations

CI- 3Y§

CL REASON: 1.5 {(c}
DEC ON: X1

PET FM: NRO 8CG 5.1

1 May 2000

“seere/ /R /¥
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SUBJECT: MOU between COMM and MS&0 for Support to the IﬁageBank
Server

issues. As ImageBank will be accessed through the NRO!via
a wep browser on the MIS workstations, customers will contact the
S8C in the event of problems with the ImageBank interface. The
88C will determine if the problem is a network problem or an
ImageBank server problem. Responsibilities are:

(1) 8SC will determine if user problem is a

result of a GWAN outage or an ImageBank issue based on the
following criteria:

. (a) 8SC will verify that the GWAN network is
operational through [ and other tools

' {b) SSC will verify that user workstation is
functional using administrative tools and user interaction.

) (¢) 8sC will verify that NRO_ is
operational and accessible from user terminal, and verify
successful connectivity to DPC web site.

(2} In the event of a network problem, the SSC
will assign a Remedy trouble ticket to the Local Area Network
{LAN) shop for assistance in network trouble shooting.

{3} If there is an ImageBank server problem, the
88C will refer customers to the designated DPC Point of Contact
{POC} for support.

b. The Operations Group - The Operations Group is the
provider of choice for revolutionary information technology
solutions and services. The operations group provides
connectivity for network services, and operational policy
governing the use, management and maintenance of communication
systems. Responsibilities are:

(1) Assign IP address to the ImageBank server
interface that connects to GWAN; provide physical connectivity to
the ImageBank server and ensure compatible switch and server
configurations.

{2) Inform the DPC if the IP address is changing
to accommodate network needs.

(3) Inform ImageBank users of storage best
practices and existing or future policies that govern the storage
of image and video data on network servers or desktops.

{4) Advise users that content will be available
on-line as long as the DPC sees utility in the content.

(5) Receive notification from the DPC for
scheduled or unscheduled server outages.

R
ss‘%/m
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SUBJECT: MOU between COMM and MS&0 for Support to the ImageBank
Server

. (6} Inform GWAN users of server outages and
subsequent restoration of service.

(7) COMM and MS&C will coordinate to establish
acceptable bandwidth utilization parameters that accommodate the
end-user’s need for quality images and video content while
causing minimal impact on the health of the communication
network.

M5&O RESPONSIBILITIES:

a. The Digital Production Center - The DPC provides
digital multimedia content creation services including digital
imagery, studio productions and video content. The ImageBank was
procured and established by the DPC in order to provide access to
DPC users to the enormous archive of still images and video
files. DPC is assuming responsibility for the operation and
maintenance of the ImageBank system and has trained personnel on
gtaff to support the server and back-end processors.
Responsibilities are:

{1} The DPC will furnish the contact information
for a person or group who will be responsible for working with
the SSC regarding ImageBank-related issues. The Point of Contact
responsibilities are outlined below.

(2) The DPC determines the content that will be
available on the ImageBank server, and determines the length of
time the content is available.

(3) Process all queries regarding content source,
licensing, creation, etc.

{4) COMM and MS&0 will coordinate to establish
acceptable bandwidth utilization parameters that accommodate the
end-user’'s need for quality images and video content.whi}e
affecting minimal impact to the health of the communication
network.

(5} OPC currently is responsible for ,
gerver operating system software including patches and upg;adeg.
Any change to the existing responsibilities requires notification
to COMM via Caesar. This covers:

(a) Request to transfer ownership of
ImageBank server.

(b} Changes that affects server's network
connectivity.

(¢) Request for change of server's physical
location that may require change in network configuration.

-,
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SUBJECT: MOU between COMM and MS&0O
Serverx

for Support to the ImageBank

{(d) Chan

interiiir type (For example: il

(e} Change in Operating system software th
may affect end-user's access to server. 9% =

' (6) Provide a request to transfer server
maintenance from MS&0 to COMM via Caesar.

... (7)) When transferring operations and maintenance
responsibilities from MS&O to COMM, MS&0 will provide:

(a) Applicable system documentation.

(b) Warranty coverage for 2 years after
transfer.

(¢} Training information and funding for
COMM personnel.

(d) Any current guidelines specified by COMM
at the time of the transfer.

b. The DPC Point of Contact - The DPC POC is a
person(s) responsible for receiving calls from the S8C in
reference to the ImageBank server. Responsibilities are:

(1) Address issues as appropriate that are
related to the ImageBank server’s operation' and services.

(2) 1Inform the SSC of changes in the ImageBank's
operational status, i.e. server offline for maintenance or
failure, and restoration of service.

(3) Responds to SSC calls concerning Remedy
trouble tickets.

(4) Evaluates situation and provides fix-action,
or requests additional support £rom COMM.

(5) Upon repair, notify 88C of restoration and
associated fix-action.

{6} Inform the 8SC of server outages either
scheduled or incidental, and restoration of service.

TERMS AND CONDITIONS

This document will be considered in force once signed by all
parties. Signatories to this MOU, or their successors, may
reqguest the renegotiation of all or part of this agreement. Both
parties holding the offices of the signatories at the time of the

secrer/ R /x1
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SUBJECT: MOU between COMM and MS&0 for Support to the ImageBank
Server

change must approve changes to this agreement.

. , =— . ,
Director, COMM Operations Director, Management Se
Group and Operations

secker/ [ /X1



Memorandem of Understanding
Between the
NATiONAL RECONNAISSANCE OFFICE
And

THE CENTER FOR APPLIED FINANCIAL MANAGEMENT
US. DEPARTMENT OF TREASURY
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The Contur for Appliad Financia! Manogemens Memorandkm of Underssanding

L Purpose

This Memorandum of Understanding (MOU)) sets forth the tzrms and coanditions under
which The Center for Applitd Financial Management, Financiel Management Service,
U.S. Department of the Treasury (The Center) will provide support to the National
Reconnaissance Office (NRO) with respect to the selection and installation of an
mtegrated financial management system.

IL. Background

The NRO is engaged in an effort to implement a fully integrated financial managemeut
system in phases. The Center assisted in this endeavor which was called Phase 1 in fiscal
year 97 by offering U.S. Standard General Ledger (SGL} guidance, NRO-specific SGL
documentation, instructional courses on the Fundamentals of Certifying Officers,
Appropriation Law and NRO-specific SGL Overview classes. NRO has successfully met
its goals for fiscal year 97 by having a system installed (ready for use in fiscal year 98)
that includes the following capabilities:

1. SGL-compliant general ledger,

2. funds management,

3. disbursement capability,

4. and financial reporting capabilities.

For fiscal year 98, NRO has goasls that include expanding the system (ready foruse in
fiscal year 9) 1o cover:

1. a contract management system

2. & cost accounting system |

3. a budget formulation system

4. Year-end cxiernal financial repons for fiscal year 1997 as required by the
Dcpartment of Treasury (Treasury) and the Office of Management and Budget
(OMB)

L Functions to be performed by The Center

A. Assist the NRO in completing the year-end external financial reports as cited
above, .

B. Give Federal Accounting Standards Advisory Board (FASAB) guidance, and
training if needed, on Implementation of a Cost Accounting System.

C. Assist the NRO on developing/reviewing requiremnents for 2 budger
formulation system end implementing these while being compliant with OMB and
Treasury regulations.

QOctober 23, 1997 {




The Coviter for Applied Financkd Mancgement . Memommadum of Undersianding

D. Assist the NRO on developing/reviewing requirements for a contract management
system and implementing these while being compliant with OMB  and Treasury
regulations.

1V. How Functions will be performed by The Center

A. The Center will assign personnel with appropriate skills and expertise
{clearances, if necessary) for the tasks assigned

B. The Center persounel will be present at NRO's facilities during critical times
of discussions and/or development of policies and requirements.

C. NRO will provide work space and computer equipment as necessary for
Center Staff.,

D. The Center has a Financial Education Department that offers many financial
and budgetary classes. The Center agrees to provide instructor(s) for Center
courses NRO determines it needs taught onsite. The instructor(s) may or may not
have security clearances. If NRO deems it absolutely necessary for the instructor
to have a security investigation (SBI), The Center will make all reasonable
anempts to accommodate. However, The Center cannot make the guarantes that
it can provide an instructor with 2 SBI for all courses offered.

V. Seenrity

Personnel selected to perform twsks involving classified information in the FY98 efforts
will be subject to a gaverniment (SBI) security investigation to include a counter-
intelligence polygraph examination. ‘The personne! must meet requirements for access to
classified information.

October 23, 1997
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The Camter for Applied Financial Monagsment Memormndin of Undersoonding

VL Redmbursement

The NRO will reimburse The Center for time Center staff is engaged in providing
assistance to the NRO pursuant to this MOU. The Center will not exceed total amount,
which is detailed by estimates for each task:

L. Project Management and Adminisiration:

GS-15for 24 houwrs @ 115 2,760
GS-14 for 48 hours @ 95 4,560

2. Ycar-End External Financial Reports
GS-14 for 80 hours @ 95 7,600

3. Cost Accounting System Development/Implementation

GS-15 for 200 hours @ 115 23,000
GS-14 for 400 hours @ 95 38,000
4. Budget sSystem Development/Implementation
€38-15 for 80 hours @ 115 9,200
GS-14 for 400 hours @ 95 38,000

5. Congact Management System Developmmﬂmplaneﬁmﬁon
GS‘:M for 200 hours @ 95 19,000

6. Financial Education Courses
Estimate 36.000

7. Travel and Miscellaneous Expenses 5,000

8. Administrative Fee 8,856

$185,976.00
The Center’s TIN is 52-0910335 and ALC is 20-18-0001.

October 23, 1997 ' ' 3




The Center for Applivd Financiol Manesgowsent Alemorarchon of Underzianding

VII. Duration of the MOU

This MOU will become effective when signed by the respective parties to the agreement.

It will remain in effect until the functions to which it periains have been completed or
upon 30 days notice by either party.

elesh

1 :

3 e N Terry L. Hurst
A} Associate Director Director
Resource Oversight and Financial Systems
Management Consulting Staff
National Reconnaissance Office Financial Management Service
: Department of the Treasury

October 13, 1957
4
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The Chief of [ — BN, Office of Security, National
Recotinaissance Office (NRO) euthorizes the [BESSSSSControl Officer et Operating
Location ,

to identify and sponsor onnel
nnel security information mdp‘&::sihve

equiring
Compartmemed Information (SCI) via the NRO Visitor Control System (VCS) in
accordance with Director, Central Intelligence Directive (DCID) 1/14.

.  FLURPOSE

Tim Memorandum of Understanding (MOU) between the
Office of Security, National Reconnai

| 2t Operating Location -§
estahhshes government security oversight for pers
cess 10 the NRQ's SCI personnel security database. C/
mutually agree that it is in both interests to allow limited access to NRO database
sYs! or the purpose of adminigtering personnel securlty information and ve
levels of access for individuals visiting [ premises or discussing SCI with |§
personnel,

m.  RESPONSIBILITIES

S At mm will provide each VCS user with an orlentation briefing
ment A) which details the responsibilities for official use and protection of NRO
personnel security information. ,

SECKET
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SECKET

P

- [ w111 ersure each VCS user reads and signs the "Agreemmﬂ for
Limited Access to Personnel Security Information” fom
Contractor personnel, Attachment B-2 for Government personnel), |
forward the signed forms to C/fillfor inclusion into NRO person:

[ = TR— w11l certify that its VCS terminal location is within an accredited
Sensitive Compartmented Information Facility and that access to and use of NRO
personnel security information available in the NRO Visitor Control System will be limited
to those Security personnel with appropriate clearance, access and nesed-to-
know,

Mlwill ensure that information from the NRO personnel security
database w isseminated to other agencies except as agreed on a case-by-case
basis. NRQ Security will determine the use and dissemination guidelines for their
information for any use other than reference and certification purposes.

NRO personne! security information available under this MOU may be used only
in a manner consistent with the Privacy Act of 1974.

_ R Ot of ccntact:sSenmr Master Sergeant SMS
pmnt of contact is Mz, [ o
Offlce of Security, Natonal Reco :

V.  JERMINATION/REVIEW
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MEMORANDUM OF UNDERSTANDING BETWEEN
THE NATIONAL RECONNAISSANCE OFFICE (NRO)
AND
SPACE AND NAVAL WARFARE SYSTEMS COMMAND {SPAWAR),
NAVAL ELEMENT TO DEPARTMENT OF DEFENSE PROJECT OFFICE
{NAVELMDODPROJIOFC)
ON
EQUAL EMPLOYMENT OPPORTUNITY/EQUAL OPPORTUNITY PROCEDURES FOR
PERSONNEL ASSIGNED TO THE NRO

Consistent with the goals of the Intelligence Community
Diversity Policy Statement, dated 3 November 1895, the Memorandum
of Understanding Between the Department of the Navy and the
National Reconnaigsance Office of 26 January 1996, and in
recognition of the need to promote diversity and protect
employees from unlawful discrimination, the parties to this
agreement hereby agree to the following: ‘

1. Personnel assigned to the NRO Office of Egual Employment
Opportunity and Social Actions (QOEE0Q/SA) are authorized to
provide informal counseling to the SPAWAR and NELM/DPO civilian
and uniformed employees assigned in support of the NRO. The
Director OEEQ/SA will coordinate with the appropriate naval
authority prior to accepting/dismissing a formal EEQ complaint of
discrimination. Acceptance or dismissal of formal complaints
will be done by the appropriate Navy Command.

2. The NRO OEEO/SA will act on behalf of the Under Secretary of
the Navy and the appropriate Navy chain of command and in
coordination with the Navy Command Managed Equal Opportunity
Officer (CMEQ) on a case-by-case basis in the investigation and
processing of formal EEC complaints filed by civilian and
uniformed employees of the Department of the Navy assigned in
support of the NRO. The NRO QOEEC/SA agrees to comply with all
Department of Defense’s regulations and policies (DOD 1350.2 to
1440.2) regarding the processing and investigation of such
complaints and will keep the appropriate Navy chzin of command
fully and currently informed. NRO OEEQ/SA agrees to use mutually
approved investigators to conduct these investigations. Complete
investigative files will be forwarded to the appropriate Command
within 60 calendar days for review and resolution in accordance
with the DON regulations and policies. The Director OEEO/SA will
work with the Under Secretary of the Navy to protect national
security interests at all times.

3. The Under Secretary of the Navy is reéesponsible for formally
resolving all complaints that can be resolved within the
Department of the Navy (DON) channels. Settlement negotiations,
mediation, or other Alternative Dispute Resolution (ADR)
processes will be conducted by the appropriate Navy Command. In
cases in which a DON employee is the complainant, NRO/OEEQ/SA
will coordinate with the appropriate DON authorities. In cases
in which a DON employee is the respondent, NRO/QEEQ/SA will
conduct the appropriate level of investigation and report




B

SUBJECT: Equal Employment Dﬁportunitnyqual Opportunity
Procedures for Personnel Assigned to the NRO

findings to DON for potential personnel acticn. In cases where a
DON employee assigned in support of NRO is alleged to have
comnitted an offense, which may result in disciplinary action.
the NRO/QEEC/SA will conduct the appropriate level of
investigation and report findings to DON for appropriate action.

4. In conjunction with the Under Secretary of the Navy. the
NRO/OEEC/SA will provide diversity programs and training
ppportunities to DON personnel assigned to the NRO.

$. NRC/OEEQ/SA staff have completed the USDA's Basic EEO
Counseling Course, Investigations of Complaints of Discrimination
Course, and Defense Equal Opportunity Management Institute Equal
-Employment Opportunity Counselor’s Course.

5. The agreement will become effective when signed by all
parties. It will remain in effect until rescinded or modified,
in writing, by either party.

ander, Space and Naval rector, Office of Equal
Wa¥fare Systems Command Employment Opportunity and
Military Equal Opportunity
{OEEO/ME)},

pate: AU Qe 9? pate: /4 () g (7T

" Director, Navy Element to DOD
Project Qffice

pate: __\& OCX Qa9
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The Consar for Appliad Fimoncicl Management Mamorandwm of Unce rguanding

L Purpose

This Memorandum of Understanding (MOU) sets forth the terms and conditions under
which The Center for Applied Financial Management, Financial Management Service,
U.S. Department of the Treasury (The Center) will provide support to the National
Reconnaissance Office (NRO) with respect to the selection and installation of an
mtegraed financial management system.

IL Backgroand

The NRO is engaged in an effort to implement a fully intégrated financial management
systems in phases. The Center assisted in this endeavor which was called Phase 1 in fiscal
year 97 by offering U.S. Standard General Ledger (SGL) guidance, NRO-specific SGL
documentation, instructional courses on the Fundamentals of Certifying Officers,
Appropriation Law and NRO-specific SGL Overview classes. NRO has successfully met
its goals for fiscal year 97 by having a system instalied (ready for use in fiscal year 98)
that includes the following capabilities:

1. SGL-compliant general ledger,

2. funds management,

3. disbursement capability,

4. and financial reporting capabilities.

For fiscal year 98, NRO has goals that include expanding the system (ready for use in
fiscal year 99 to coven:

1. a contract management system

2. i cost accounting system |

3. a budget formulation system

4. Year-end external financial reports for fiscal year 1997 as required by the
Department of Treasury (Treasury) and the Office of Management and Budget
{OMB)

HL Functions to be performed by The Center

A. Assistthe NRO in completing the year-end extemnal financial reports as cited
above, .

B. Give Federal Accounting Standards Advisory Board (FASAB) guidance, and
training if needed, on Implementation of a Cost Accounting System.

C. Assist the NRO on developing/reviewing requircments for a budger
formulation system and implementing these while being compliant with OMB and
Treasury regulations.

Qctober 23, 1997 {




The Conter for Applicd Financiol Moragement . Memoranchune of Understanding

D. Assist the NRO on developing/reviewing requirements for a contract management
system and implementing these while being compliant with OMB  and Treasury
regulations. .

V. How Functions will be performed by The Center

A. The Center will assign personne] with appropriate skills and expertise
(clearances, if necessary) for the tasks assigned.

B. The Center personne] will be present at NRO's facilities during criical times
of discussions and/or development of policies and requirements.

C. NRO will provide work space and computer equipment as necessary for
Center Staff.,

D. The Center has a Financial Education Department that offers many financial
and budgetary classes. The Center agrees to provide instructor(s) for Center
courses NRO determines it necds taught onsite. The instructor(s) may or may not
have security clearances. If NRO deems it absolutely necessary for the instructor
to have a security investigation (SBI), The Center will make all reasonable
atempts to accommodate, However, The Center cannot make the guarantes that
it can provide an instructor with a SBI for all courses offered.

V. Security

Personnel selected to perform tasks involving classified information in the FY98 efforts
will be subject 10 a government (SBI) security investigation to include a countey-
intelligence polygraph examination. ‘The personnel must meet requirements for access t©
classified information.

Detober 23, 1997
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The Consier for Applied Financicl Mamogemant Memorondem of Undersianding

VI Reimbursement

The NRO will reimburse The Center for time Center staff is engaged in providing
assistance to the NRO pursuant to this MOU. The Center will not exceed total amount,
which is detailed by estimates for each task:

1. Project Management and Administration:

GS-15 for 24 hours @ 115 2,760
(38-14 for 48 hours @ 95 4,560

2. Ycar-End External Financial Reports
GS-14 for 80 bours @ 95 7,600

3. Cost Accounting System Development/Tmplementation

GS-15 for 200 hours @ 115 23,000
(35-14 for 400 howrs @ 95 38,000
4. Budgct sSystem Development/Implementation
GS-15 for 80 hours @ 115 9,200
(GS-14 for 400 hours @ 95 38,000

5. Contract Management System Devclapmcatllmplemeﬁtaﬂon
GStI4 for 200 hours @ 95 19,000

6. Financial Education Courses
Estimate 30,000

7. Travel and Miscellancous Expenses 5,000

8. Administrative Fee 8.856

$185,976.00
The Center’s TIN is 52-0910335 end ALC is 20-18-0001.

October 23, 1997 ' ' 3




The Cantar for Applied Finaneicl Monageownt

Alemorardin of Underssanding

VII. Duration of the MOU

This MOU will become effective when signed by the respective parties 1o the agreement,

It will remain in effect until the functions to which it pertains have been completed or
upon 30 days notice by either party.

R 3 Terry L. Hurst
{] Associate Director . Director
“  Resource Oversight and Financial Systems
Management Consulting Staff
National Reconnaissance Office Financial Management Service
‘Department of the Treasury

October 23, 1997
)




MEMORANDUM OF UNDERS‘!‘ANDNG
batween

PD-14 Naval Space Technology Systems Program Directorate
| Operational Support Office
* Naval Reserve SPAWAR HQ 0366

SUBJECT: NR SPAWAR HQ 0366 SECURITY SUPPORT il'l"'lM'lSil'l"lt)N PLAN

INTENT: Transition of administrative and operationa) security support for NR SPAWAR
HQ 0366 from PD-14 0 the Operational Support Office (OSO) Security Staff. This
transition will be transparent to personniel cutside the NRO and will not affectthe
security support required of the NR SPAWAR HQ 0366 to fulfill their U. S. Navy (USN)
obligations in accordance with applicable USN instructions and regulations. The NR
SPAWAR HQ 0366 unit SSO personnel will prepare required sacurity message trafiic
for release by OSO. Speciﬁcsawmyluncuonsmbeamnpﬁshedareasmtodbetow

TRANSITION Pnocsss- The OSO Security Staff agrees to assume all pamnnel
security obligations from PD-14 SSO and will manage all aspacls of security wppon for
NR SPAWAR HQ 03686.

- TIMETABLE: The transition wull begin immadiataly upon approval of this plan by the

Directors, PD-14, OSO and NR SPAWAR HQ 0366. Upon implementation, the
transition will take place by 1 October 1996. ‘

IMPLEMENTATION: OSO security staff will work with PD-14 and NR SPAWAR HQ
0366 to transition security management responsibility to the OSO/SEC. The planriad.
respective security responsibilities of NR SPAWAR HQ 0366 SSO and the OSO
Sewmy Staff are indicated below:

Assist NR 0366 Personnel Establish and Maintain an S0
with SCI Eligibllity/Transfer in Status Office for NR SPAWAR HQ 0366

on Asslgned Personnel as Needed




- Manage NRO Sponsored | . Manage the Navy Approved

Program Accass for All Personnel | SCI Billet Activities for the Unit
Maintain computer dataon " Maintain Personnel Security Files
all Program Briefed Personnel for all Personnel assigned to unit
Provide Initial and Recurring Provids Initlal and Recurring SC
Program Security Briefings (SVTK) Briefings and all SCI

‘ ‘ Debriefings
Release all SCI message | omwscum
Cartifications for NR SPAWAR HQ 0366 Certifications for tkitPemmsl
Personnel

 AssistNR SPAWAR HQ 0366 SSO asNeeded  Provide OSO/SEC With all

Security information for People
_ Nominated for Duty with NR
SPAWARHQwBG

APPROVAL. Havhgmviawodﬂstranﬁonplanforresamseamwmnns
herebyappmved

PD-14 Naval Space Tachnology™ Operational Support Office

NR SPAWAR HQ 0366
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MEMORANDUM OF UNDERSTANDING BETWEEN
THE NATIONAL RECONNAISSANCE OFFICE AND
THE DEPARTMENT OF ENERGY'S OFFICE OF NONPROLIFERATION
AND NATIONAL SECURITY
FOR COLLABORATION IN TECHNOLOGY RESEARCH AND DEVELOPMENT

I. PURPOSE

The purpose of this Memorandum of Understanding (MOU) is to
establish an agreement between the National Reconnaissance Office
{NRO} and the Department of Energy’s (DOE} Office of
Nonproliferation and National Security for collaboration in
technology research and development.

This MOU establishes mechanisms for exchanging expertise that
will enhance research and development activities in both offices,
and eliminate inappropriate and costly duplication of effort.
Furthermore, it establishes a framework for collaboration on
mutually beneficial technologies and the migration of DOE-dewveloped
technologies and research tools to systems supporting operational
needs, thereby extracting the greatest potential from dual use
technologies.

II. BACKGROUND

The proliferation of weapons of mass destruction is a
fundamental threat to the security of the United States. The
Department of Energy, as part of its nonproliferation and national
security mission, has conducted robust research and development
programs in proliferation detection technology for many years. 1In
addition, the DOE National Laboratories have extensive capabilities
in simulation, rapid prototyping, and technology demonstration.
DOE's research, development, and unique special skills are of
potential benefit to the NRO in fulfilling its mission of gathering
intelligence for use in monitoring arms control agreements,
providing indications and warning of possible hostilities and in
DoD’s planning and conduct of military operations.

Similarly, the NRO has well-defined and unique capabilities which
can be of benefit to DOE efforts. It is in the interest of the US
Government to establish an agreement between the DOE and the NRO to
ensure mutually beneficial interaction between these two offices.

AL,_USE ONLY
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III. POLICY

a. The DOE and the NRO shall ensure that both are kept
fully informed of ongoing technology developments of mutual
interest within each organization.

b. Both organizations shall seek technical advice and
counsel from the other in appropriate areas of scientific and
technical investigation. Each organization shall provide the
appropriate technical expertise necessary to assist in joint
investigations. Details of any exchanges and assistance shall
be established directly by those responsible for the interaction.

c. Both organizations shall review their research and
development programs to identify redundancies and consolidate their
efforts in order to minimize cost and maximize efficiencies through
cooperative joint ventures.

d. Both organizations shall consider collaborative efforts
in potential areas of dual use technology.

e. Both organizations shall explore joint use of the test
programs and facilities of each respective organization.

f. Both organizations shall develop a cooperative mechanism
in which the NRO will provide support for unigue satellite bus
development, system integration, launch and operations of future
DOE experimental payloads.

g. The DOE and the NRO shall jointly develop a methodology
for the migration of successful technology developments and
research tools into operational systems.

h. The NRO recognizes significant, unique, and promising
areas of new technology research at DOE National Laboratories that
may be applicable to its mission. It shall provide, and DOE shall
consider, recommendations to DOE to promote continued development
of those technologies which support the NRO mission.

i. The NRO shall provide guidance to the DOE concerning the
security classification of technology applications within the
National Laboratories which are under the mission purview of the
NRO. '

j. The NRO shall review its opportunities to participate in
the DOE Work For Others program. This review shall allow the NRO
to take advantage of the National Laboratories’ unique skills a§d
scientific expertise in the pursuit of rechnologies supporting its
mission.

AL USE ONLY




UNCLASSIFIED

k. Furthermore, both organizations shall examine joint
funding of collaborative work. Funding of activities of the
National Laboratories and explicitly conducted for the benefit of
the NRO shall be provided by the NRO. Funding of work clearly
beyond the normal activities of the NRO and explicitly conducted
for the benefit of the DOE shall be provided by the DOE.

IV. COORDINATION AND MANAGEMENT

a. A jointly chaired Senior Review Panel will oversee all
joint efforts. Designated officials from DOE and NRO shall

periodically review and provide further guidance for interaction
and joint activities.

b. A regularly scheduled review of R&D investigations shall
be established to ensure a full opportunity for the DOE and the HNRO
to exchange data on topics of mutual interest. The forum shall
seryve as the initial springboard for joint activities between the
two organizations. This review shall also provide an opportunity
for each organization to formulate suggested areas of
investigation,

c. Both organizations shall coordinate security classifi-
cation guides on collaborative projects and any DOE projects
involving NRO assgistance. Both organizations shall ensure that
appropriate security is maintained with regards to work being
conducted explicitly for the other.

d. Matters related to activities conducted under this MQU
concerning release of information to the public, including
requests under the Freedom of Information Act, will be
coordinated between both offices.

e. This MOU shall not be used as a basis to obligate or
commit funds or as a basis for the transfer of funds. Details of
the levels of support to be furnished by one organization to the
other with respect to funding, technical expertise, and other
assistance shall be developed in specific interagency agreements,
subject to the availability of funds.

f. The Director, Office of Nonproliferation and National
Security, or designee, will have overall responsibility for the
conduct of this MOU within the Energy Department.

g. The Director of the National Reconnaissance Office, ox

designee, shall have overall responsibility for the conduct
of this MOU within the NRO.

\
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V. ADMINISTRATIVE GUIDELINES

a. The DOE will waive the added factor charges related to
projects carried out under this Memorandum of Understanding.

b. Policies regarding patents and other intellectual
property rights associated with technical interaction shall be
established on a case by case bagis consistent with security
classification guidance, employee property interests, and
subject to any statutory requirements of either organization.

¢. This Memorandum of Understanding may be amended by
written agreement between the DOE and the NRC. This MOU may be
terminated by mutual written agreement of the DOE and the NRO
or by six months written notice by either office.

d. This MOU shall become effective upon the signature of
both parties. It shall remain in effect until terminated.

\

‘;ffey u‘jﬂarris, E?w@gggr 53§ﬁﬂ G. Keliher, Dirém
National Reconnaissance OFfice i, Office of Nonproliferation
and National Security

Date: /a'/'Jr/QY Date: [0/3/ /’t/

’ FOR OFFICTAL_USE ONLY




MEMCRANDUM OF UNDERSTANDING
BETWEEN
U.8. AIR FORCE DECLASSIFICATION OFFICE (APDO)k
AND
NATIONAL RECONNAISSANCE OFFICE INFORMATION DECLASSIFICATION

REVIEW CENTER {NRO/IDRC}

ON
EXCLUSIVE INFORMRTION EQUITY REGARDING THE SENTRY/SAMOS
IMAGING SATELLITE SYSTEM

It is agreed that informatior in NRO and USAF records
pertaining tc the SENTRY/SAMOS imaging satellite program is
exclusively the equity of rthe NRD/IDRC. Exclusive equity
means that SENTRY/SAMOS-related information in any
dccuments possessed by, cr relferxrei tc, the WRO will Le
reviewed for autonratic declassification pursuant to
Evecutive Crder LI295F withoul neel Icr referra.l to the AFDD
fior additional equity review. It also means that AFDC
reccerds sontalining SENTRY SAMOS information will be
rransferred to the NRO IDRT for primary declassification
review beiore being released tc the public.

This MOU will be considere
both parties. Signatories Ttc t
may rejuest renegotiation of a.
PRl o) les hilding tne cffic
- -

2 ohange nmust apyp

force once signed by

OU or their successors
par: of this agreement.
o gnatories at the
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Tahe

cnief, Information
Derliassification Review Center
Nationa. Reconnaissance Office Declassification Office
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MEMORANDUM of UNDERSTANDING
Between

NATIONAL RECONNAISSANCE OFFICE
OFFICE of SPACE LAUNCH

And
30™ SPACE WING SAFETY
On

INTEGRATED SAFETY ROLES & RESPONSIBILITIES FOR
NRO SPONSORED PAYLOADS LAUNCHED BY EELV FROM VAFB

21 Oct 2002



(U) PURPOSE

This Memorandum of Understanding (MOU) formally documents a
mutual understanding between the National Reconna:ssance Office
(NRO), Office of Space Launch (OSL) and the 30" Space Wing Safety
. Offi g safety roles and responsibilities for the integration of
%’6 et V)booster with NRO payloads at VAFB. Under this MOU, the
e hvehicle NRO/OSL will perform certain specific safety support functions for 30
C ) SW Safety before and during NRO satellite EELV launch campaigns at
VAFB. Those functions are the subject of this MOU.

The specifics are outlined in the attachment, and are not intended to
modify the safety responsibilities of either the EELV Launch Service
Provider, or the spacecraft processing facility operator.

(U) IMPLEMENTATION
This document will be considered applicable once signed by both

parties. Signatories to this MOU or their successors may request the
revision of all or part of this MOU.

Points of contact for MOU execution and modifications:

NRO OSL/SE (VAFB)

30™ Space Wing/SES




(U) SECURITY

3.1 Certain stand-alone EELYV activities must be performed in the
payload encapsulation facility while in close proximity to the payload.
Security requirements dictate that operations safety support for those
few stand-alone activities be included under the provisions of this

MOU, the primary focus of which is integrated, rather than stand-alone,
activities.

3.2 All classified, proprietary and competition sensitive information
will be handled in accordance with NRO security directives and EELV
System Protection Guide (EELV SPG), as applicable.

(U) GENERAL RESPONSIBILITIES/AGREEMENTS

See Attachment 1 for details of roles and responsibilities.
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MEMORANDUM of UNDERSTANDING
Between

NATIONAL RECONNAISSANCE OFFICE
OFFICE of SPACE LAUNCH

30™ SPACE WING SAFETY
On

INTEGRATED SAFETY ROLES & RESPONSIBILITIES FOR
NRO SPONSORED PAYLOADS LAUNCHED BY EELV FROM VAFB




SAFETY INTEGRATION OPERATIONS CONCEPT
FOR NRO SPONSORED PAYLOADS

e e e A L A LA

LAUNCHED BY EELV FROM VAFB (U)

3 June 2002
1 (U) Introduction

1.1. (U) During space launch operations, not only must the booster and
payload themselves be safe, but the integrated combination of the two must
also be safe, hence the need for space launch campaign safety integration.

1.2. (U) Safety integration responsibilities associated with the
EELV/payload interface include the following tasks:

1.2.1. (U) Integrated Operations Safety. This consists of providing
safety supervision for the development and performance of
integrated payload/booster operations procedures.

1.2.1 (U) Interface Safety . This consists of ensuring that the
interfaces between the payload and booster have been analyzed to
ensure that each hazard cause which could cross the
payload/booster interface and trigger the release of hazardous
energy has been identified and dealt with by appropriate controls.

1.2.3. (U) Cross-fenceline Safety . This consists of ensuring the
adequate control of each hazard which could be inadvertently
released by a cause of any origin, and whose effects could cross a

boundary, thereby endangering others besides the owner of the
hazard. :

1.3. (U) Integrated operations safety has been anticipated to be the
responsibility of the EELV Launch Service Provider under the Safety
Control Authority (SCA) which the Launch Service Provider was expected
to seek and be delegated. However, it has recently been announced that
the Delta IV (D-IV) Launch Service Provider will acquire SCA at VAFB no
earfierthan the second D-IV launch from the West Coast, ieaving the
responsibility for integrated operations in limbo at least during the initial
VAFB EELV campaign, if not longer.

1.4. (U) interface safety and cross-fence line safety.for EELV campaigns
are expected to be the responsibiiity of 30 Space Wing Safety (30 SW/SE).

i Attachment 1



Howevgr, res.tricftiqns on classified information associated with NRO launch
campaigns will limit the number of 30 SW/SE staff who have access to that
material. Furthermore, such restrictions will also curtail the number of

personnel who will be permitted to perform integrated operations safety at
the scene of payload booster integrated operations.

1.5. {U) On 12 Jul 2000, 30 SW/CC granted NRQ VAFB SCA for facilities,
programs, and operations under the(femporary or permanentoperational ¢
control of the NRO at VAFB. This SCA, Whi &5 responsibility for

corvplean
approval of NRO VAFB sponsored user hardware designs and operational W

procedures. NRO VAFB's SCA , as approved on 12 Jul 2000, is intended
to apply to payload program facilities, hardwars, and operations only.

Purpose.

2.1, {U) The purpose of this operations concept is to define roles and
responsibilities for the various organizations performing specified safety
integration tasks for NRO VAFB EELYV launch campaigns. The operations
concept is founded on the following five principles:

2.1.1. (U) Ensuring responsible safety oversight of hazard controls
which protect human life and health. Any delay in the EELV Launch
Service Provider’s obtaining SCA would cause a void in responsibie
safety oversight for EELV activities. Implementation of this
operations concept will fill the portion of that void associated with
booster/payload integration activities.

2.1.2. (U) Avoiding any impact to existing contracts. Contractual
requirements which may currently be in place for obtaining various
safety approvals could be expensive to change. implementation of
this operations concept will not affect the identity of any organization
having such approval authority.

2.1.3. (U) Svnergistic leveraging of NRO VAFB's existing SCA.
NRO VAFB's SCA responsibilities already require the organization’s
safety staff to develop and maintain professional safety experise
and knowledge of NRO payload design, operations, and hazardous
energy sources. Implementation of this operations concept will apply
that existing expertise and knowledge to the control of hazard
causes which could cross the EELV/payload interface and trigger the
release of those sources.

2.1.4. (U) Minimizing the number of staif requiring accessto
classified information. Security founded on rigorous adjudication of
need-to-know severely restricts the number of personnel gssxgnegi
to perform functions in any given discipline. Implementation of this
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operations concept will aliow those already-accessed NRO VAFB
safety discipline personnel to perform payioad/booster integrated

safety tasks, as well as the payload stand-alone safety tasks which
they already perform.

2.1.5. (V) Eliminating the need for implementation concurrence by
organizations other than 30 SW and OSL. Any change to an

operational mode which requires a change to existing organizational
relationships would require that all parties to those relationships
agree to the mode change. Implementation of this operations
concept will not affect any relationship other than that between 30
SW and the NRO and, therefore, need not be approved by any
organization other than those two.

3. (U) Scope.

3.1 (U) This concept of operations applies only to payload/launch services
provider integrated safety tasks associated with NRO EELYV launch
campaigns conducted at VAFB, The specific tasks involved are integrated

operations safety, interface safety, and cross fence-line safety, as defined in
Para 1.2, above.

3.2. (U) Through the implementation of this concept of operations, NRO
VAFB/SE effectively will function as an agent of 30 SW Safety, performing a
carefully defined, strictly limited subset of EELV infegrated safety tasks. 30
SW Safety wiil retain the authority for these tasks and will audit their
performance by NRO VAFB. Any inadequacy of NRO VAFB's task
performance, as judged by 30 SW Safety, will be grounds for withdrawal of
approval of this concept of operations.

4, (U) Detailed Listing of Responsibilities.
4.1 (U) 30 Space Wing Safety.

4.1.1. (U) Per existing contractual requirefnents and pursuant to
NRO VAFB's compliance certification, provide signature approval of
EELV/payload integrated safety assessment.

4.1.2 (U) Per existing contractual requirements and pursuant to
NRO VAFB's compliance certification, provide signature approval of
the safety assessment of stand-alone EELV operations which take
place in the PLF encapsulation facility. This signature approval may
be executed in conjunction with that for an overall safety assessment
of EELV launch base activities.
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4.1.3. (U) Per existi_ng contractual requirements and pursuant to
NRO VAFB's compliance certification, provide signature approvat of
EELV/payload integrated operations procedures,

4.1.4. (U) Per existing contractual requirements and based in part
on information fumished by the NRO VAFB integrated scheduling
system, manage operation of the hazard waming systems (e.g.,
hazard waming lights, kiaxons, public address systems, etc) used to
glert potentially affected parties at adjacent work sites about the
impending existence of cross-fenceline hazards.

415 (U@\IHO VAFB's compliance with this safety operations
concept. e event NRO VAFB is found to be noncompliant with

the parameters of this concept, revoke any related EELV/payload
safety integration agreements between NRO VAFB and 30 SW/SE.

4.2 (U) NRO VAFB

4.2.1. (U) Review and evaluate the EELV Launch Service Provider's
EELV/payload integrated safety assessment. Certify to 30 SW/SES
that the integrated safety assessment demonstrates compliance of
the interface with all applicable tailored safety requirements. This
certification will be signed by the NRO VAFB Commander and the
Chief of NRO VAFB Environmental Services and Safety.

4.2.2. (U) Review and evaluate the EELV Launch Service Provider's
safety assessment of stand-alone EELV operations which take
place in the PLF encapsulation facility. Certify to 30 SW/SES that
this safety assessment demonstrates compliance of the stand-alone
activities with all applicable tailored safety requirements. This
certification will be signed by the NRO VAFB Commander and the
Chief of NRO VAFB Environmental Services and Safety.

4.2.3. (U) Review and evaluate EELV/payload hazardous integrated
operations procedures in accordance with the provisions of Office Of
Space Launch (OSL) Operating Instruction OSL O1-003, Rev A, *
VAFB Safety Review Of NRO Contractor Launch Base Test
Procedures and Work Orders.". Certify to 30 SW/SES that these
integrated operations procedures comply with all applicable tailored
safety requirements. This certification will be signed by the Chief of
NRO VAFB Environmental Services and Safety.

4.2.4. (U) Assess (a) EELV stand-alone operations procedures to
be conducted in the PLF encapsulation facility, (b} pagyioad stand-
alone operations procedures, and (c) payload/EELV integrated
operations procedures for hazards whose effects could cross a
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boundary, thereby endangering others besides the owner of the
hazard. Exercise oversight of the performance of these procedures
in accordance with the provisions of Office Of Space Launch (OSL)
Operating Instruction OSL OI-003, Rev A, * VAFB Safety Review Of
NRO Contractor Launch Base Test Procedures and Work Orders.”

Aty Lyt i
4.2.5. (U) Ensure an EELV/payload integrated scheduling system is
implemented which permits cross-fenceline hazards to be identified
and which disseminates information conceming those hazards to all
potentially affected parties at adjacent work sites.

4.2.6. (U) Notify 30 SW/SE of impending cross-fenceline hazards
as identified by the NRO VAFB integrated scheduling system and

ensure NRO payload operations are conducted in accordance with
cross-fenceline hazard notification.

4.3. (U) EELV Launch Service Provider

4.3.1. (U) Per existing contractual requirements, perform and
document an integrated safety assessment of the interface between
the payload and the EELV provided flight hardware, GSE, facilities,
and operations. Per existing contractual requirements, certify the
validity of the integrated safety assessment and submit the
assessment and certification for approval.

4.3.2 {U) Per existing contractual requirements, perform and
document a safety assessment of stand-alone EELV operations
which take place in the PLF encapsulation facility. This assessment
shall address EELV provided flight hardware, GSE, and operations
and may be incorporated in an overall safety assessment of EELV
launch base activities. Per existing contractual requirements, certify
the validity of this safety assessment and submit the assessment
and cettification for approval.

4.3.3. (U) Per existing contractual requirements, prepare, obtain
appropriate approvals for, and execute integrated operations
procedures.

4.3.4. (U) Per existing contractual requirements, Garticipate in an> 7
iftegrated schedx]ﬁﬁéiqgﬁt@ which melds EELV and payload

stand-alone operations with EELV/payload integrated operations tc
the extent necessaty to identify trans-organizational impacts.
Classification requirements imposed by NRO VAFB sponsgred
launch campaigns will require that the NRO VAFB scheduling
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system be used for detailed integrated scheduling purposes during
NRO VAFﬁonsored launch campaigns.

4.3.5. (U} Per existing contractual requirements, conduct operations
in accordance with cross-fenceline hazard notification.
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Table i: TABULAR LISTING OF CONJUGATE RESPONSIBILITIES
AS DESCRIBED iN SECTION 4

o Task | ational Responsibiiiies.
Integration Task f | R N S
“ BELV Launch Service Provider |~ NROVAFB msw;sg

P

o

U} Per exsting eontractusl

Inertace Safely Is; perform and document an

yiliahce ¢ ﬁ&catm ﬁmv&t@
s:gﬁatum am«msﬁi o EEL Wpayload
mgma safoly m&mwi

a2 {s;i Per gxi%zégﬁ mamt




Organizational Responsibilities

integra:ed opamm procadum

. mqgtifgmmis aﬁd mss’s ;.

il eg@ateeﬁ ope

VAFB's compliarics cerl tﬁfmﬁ !
signature a;;pxe:waj aﬁ ; o




intagration Task

" Organizations! Responsibilfies

- EELV Laufch Service Piovider | - T

* Cross-fencelive | -
Safsly ]




3&%@

integration "E’a&&: | —

Organtzational Responsitilt

o e

"EELY Launch Servico Providr

&%ifﬁ w%m

30 SW/SE

&

s 14
Apele vdiwr v 1

éemrzﬁm with cross-dano
' mﬁ%&aﬁm




| Safely

integration Tash

Eﬁw Launsch Sanﬁw Pravider

NRO VAFB

fash v ol

his concapt, mevoka any
< Ewipaykéﬁé Salety integration

| dgresmients Bietween NRO VAFB and

B0 BWEE,




Table 2: REPRESENTATIVE PAYLOAD & EELV
STAND-ALONE & INTEGRATED OPERATIONS PROCEDURES
FOR WHICH NRO VAFB/SE WILL HAVE SAFETY INTEGRATION RESPONSIBILITY
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* Performed partially inside and partially outside encapsulation facility.



Memorandum of Understanding
(MOU)

Fﬂr the Joint Development of the
Advanced Mirror System Demonstrator
(AMSD)

Partners:
NASA Next Generation Space Telescope Project
Air Force Research Laboratory/Phillips Site

National Reconnaissance Office, Advanced Systems and Technology Directorate

Approvals: |
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Richard R. Paul

Mr. 2 Mr. Robert Pattishall

Director Major General, USAF Director
Goddard Space Flight Center Commander National Reconnalssance Office

Air Force Research Laboratory  Advanced Systems and
Technology Directorate
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This memorandum of understanding is between the National Aeronautics and Space
Administration, Goddard Space Flight Center (GSFC); the Air Force Research Laboratory {(AFRL)
where responsibility is located at the Phillips Site; and the Nationa! Reconnaissance Office (NRO)
where overall responsibility resides in the Advanced Systems and Technology Directorate (AS&T)
and program oversight responsibility resides in the Research and Technology Section of the Imagery
Intelligence Systems Acquisitions and Operations Directorate (IMINT/RTS).  These organizations,
NASA/GSFC, AFRL, and NRO (AS&T and IMINT/RTS), are the Partners.

The next generation of space astronomical observatories, reconnaissance sensors, and
directed energy systemns will benefit both technically and financially by advancements in the state of
the art of uitra-lightweight space optics. Active wavefront control and precision deployable
structures complement the optics, and together these technologies herald a new paradigm for the
development of large space optical systems. These revolutionary concepts provide the necessary
scatability and affordability to enable new mission concepts and more favorable cost curves.

The metric that most appropriately summarizes the state of the art is the mirror system areal
density, expressed in units of kilograms per square meter (kg/m>) of optical surface. This parameter
incorporates zll relevant aspects of the deployable, active optic, including figure control actuators,
reaction struciures, launch locks, and cabling. The current state of the art for greater than meter class
space optics is >335 kg/m”; the state of the practice is of the order of 50-100 kg/m’.

The NASA GSFC team has invested over $10M in the last two years to verify that the target
areal density and subsequent wavefront error goals are achievable. The cutrent NGST Mirror
System Demonstrator (NMSD) and Subscale Beryllium Mirror Demonstrator (SBMD) Programs
address specific technology scaling issues in glass and beryllium material systems. The key
elements of rapid fabricability and cost, along with the iess mature materials such as silicon carbide
(5iC), need to be investigated thoroughly before full scale development of operational systems are
attempted.

AFRL has been actively pursuing similar advanced mirror technologies for tactical imaging
and space based laser beam director and relay mirror system applications. AFRL has on-going
technology development activities in glass, SiC, and glass-composites, as well as advanced inflatable
membrane mirror research. :

The subject of this MOU is a two-year partnership to implement a space mirror technology
development activity known as the Advanced Mirror System Demonstrator (AMSD) Program. The
AMSD gannership strives to achieve at least a factor of two improvement in the state of the art, from
35 kg/m’ to 15 kg/m”. If sucqessful, these advanced mirrors would then be validated by a separately
funded space demonstration experiment as early as 2003. The Pariners will work tcgefher, starting
in early FY 1999, to develop AMSD technology. Each organization will provide funding for two
years to the Goddard Space Flight Center. The overall two-year funding level is expected to be
approximately $15M. The Air Force funding will be provided by the Space Based Laser System
Program Office and the AFRL Space Vehicles and Directh Energy Directorates. .




L¥S ]

- Although this MOU specifically defines the two-year AMSD partnership, each of the
partners has longer-range objectives that require significantly more aggressive space optics
technology than AMSD will yield. It is understood that the AMSD partnership is a potential
precursor to a similar cooperative attack on these longer term and much more difficult space optics
technology issues.

Procurement Plan:

Procurement of the AMSD effort is envisioned as follows. There will be two AMSD phases,
followed by a flight demonstration phase (funded outside the scope of this partnership).
Advancement from one phase 1o the next will be based primarily on success in the preceding phase.
However, the down select process will be open to consideration of other unanticipated breakthrough
technology options. At each phase, the specific contract vehicle and its incentives will be selected to
best achieve the goals and mitigate the risks of that phase. The Request for Offer (RFO) for the first
phase was released in March of 1999, The Statement of Work (SOW) will address the technical
requirements of all partners.

Roles & Responsibilities:

NASA/GSFC
« Contracting agent for the AMSD competitive procurement

« COTR on any contracts assigned to NASA GSFC with technical concurrence of the
Partners

« Contribute the NASA GSFC funding share to the parnership for each of years FY ‘99, 00

« The GSFC, at the request of the Executive Board, will provide support for financial
management of the AMSD activity

Membership on the Multi-Agency Technical Oversight Committee

« Membership and Chair on the Executive Board
AFRL

« COTR on any contracts assigned to AFRL with technical concurrence of the Partners
« Coniribute the Air Force funding share to the partnership for each of years FY 99, 00

Membership and Chair on the Multi-Agency Technical Advisory Committee



+ Membership on the Executive Board

+ Contribute the NRO funding share to the partnership for each of years FY *99, 00
+ Membership on the Multi-Agency Technical Advisory Committee

+ Membership on the Executive Board

Partnership Organization:

Executive Board: Each Partner organization will have equal membership on the AMSD Executive
Board; the members of which will participate in contract selection and programmatic oversight of
the AMSD Program. To insure that all partner’s interests are addressed, Executive Board decisions
must have unanimous support. NASA GSFC will chair the Executive Board.

Technical Advisory Committee: Technical Advisory Committee will provide technical insight
Joversight of AMSD. Each Partner will appoint one formal member and one alternate from their
technical staffs. The AFRL member will chair the Technical Advisory Committee,

Contract Oversicht and Technical Review: The resultant contracts will be awarded and reside at
NASA/GSFC. The Executive Board will identify Contracting Officer's Technical Representatives
(COTR) from AFRL and NASA/GSFC and delegation of authority will by provided by the
NASA/GSFC Contracting Officer. The COTR will be responsible for day-to-day technical
management and oversight. '




MEMORANDUM OF UNDERSTANDING
BETWEEN
THE DEPUTY DIRECTOR FOR NATIONAL SUPPOERT,
NATIONAL RECONNAISSANCE OFFICE

AND.
CEIEF, NATIONAL SECURITY AGENCY CUSTOMER ADVOCATE QOFFICE
FOR

NATIONAL CUSTOMER QUTREACH ACTIVITIES

{U) This Memorandum of Understanding (MOU) between the
Deputy Director, National Support (DDNS), National Reconnaissance
Qffice (NRO)} and the Chief, National Security Agency (NSi)
Customer Advocate 0ffice (P03}, establishes cooperative and
mutually supportive guidelines for NRO/NSA interaction and
custeomer support functions as Mission Partners.-

e It 1s agreed upon that the NSA P03 exercises advocacy
for the United States SIGINT System (USSS) anéd the 0ffice of the
DDNS exerclses advecacy for overhead collection systems’
capabilities for support to National Customexs.

~ It is understood that the NSA and the NRO depené on
productive Mission Partner relationships to azccomplish their
respectiVe.missions and that separate meetings with customers can
result in false expectations, confusion or an incomplete
representation of information. Therefore, specific guidelines
related to customer ocutreach activities and the relationskip
between the DDNS and the P03 will be conducted as follows:

a. (U) Each office will keep the other informed of
SIGINT activities related to National Custcmer outreach effor:is
in their respective areas.

b. (U) EBach office will invite the other to
participate in NSA, NRO and community meetings-related to
National Customer. suppart. When appropriate, local NSA
Cryptologic Representatives te Naticnal SIGINT customers wll1 be
included.

c. {U) If either office is unable to attend National
Customer support meetings, the other will provide feedback on
relevant issues.

4. .(U) Each office will coordinate requirements for
SIGINT related National Customer support with the other.

CL EY:
CL REASON: 1.5
DECL ON: Xz

DRV FRCOM: NRO SCG 4.C
14 Qctober 1598




SUSJECT: National Customer Outreach Activities

e. (U) The DDNS and Chief PO3 will conduct cguarterly
exchance meetings to update each other on current and projectsd
customer cutreach activicies.

(U) This Gocument will be considered in force once signed by
both parties. Signatories to this MOU or their successcrs may
request the renegotiation of all or part ¢f this agreement.
Changes to this agresment must be approved by both parties
holding the offices of the signatories at the time of the charnge.

Jobft de Greck™ Thomas W. Conroy 57””
Cﬁizﬁé Customer Advocate Deputy Director for
ional Security Agency National Support
National Reconnaisgsance
Office
Date: 56424/€37 Date: 4?/243//95




MEMORANDUM OF UNDERSTANDING
BETWEEN
INTERNET 2 INITIATIVE OF
UNIVERSITY CORPORATION FOR ADVANCED INTERNET DEVELOEMENT

AND

GLOBAL GRID/ATD NET INITIATIVE OF THE

NATIONAL RECONNAISSANCE OFFICE
ON
THE COLLABORATION IN RESEARCH, DEVELOPMENT AND
TESTING OF INFORMATION INFRASTRUCTURES

.

THE MEMORANDUM OF UNDERSTANDING MAY BE EXTENDED TO OTHER PARTIES
ON BOTH SIDES.

1. This agreement is entered into to pursue common technology
interest for interoperable, scaleable commercially derived
Infrastructures.

2. This agreement shall be effected for the purpose of:
"collaboration in research, development and testing of
Information Technologies which are of common interest.®

N This agreement shall support the ccllaboration and
initiation of selected data sharing (protected by appropriate
mechanisms as needed), and research activities between individual
and/or all parties. Specific actions and responsibilities
covering these research activities will be detailed in separate
Statements of Work referencing this agreement and executed via
appropriate government, industry, or university mechanisms.

4. Financial obligations: This agreement will not by used by
itself for the purpose of recording financial obligations. If
mutually agreed to research is identified as a result of this
agreement, a separate Statement of Work will be prepared as
described in paragraph three above.

5. Modification and Termination:

&. This agreement may be modified at any time by written
document signed by the officials authorized.

b. HNeither this agreement, nor any interest arising, will

be assigned by either party without the express written consent
of the officials authorized to bind the parties.




SUBJECT: THE COLLABORATION IN RESEARCH, DEVELOPMENT
AND TESTING OF INFORMATION INFRASTRUCTURES

c. This agreement becomes official or the date of the last
signature for a term of three (3) years and may be extended.

4a, Either {or any) party may terminate its participation

by written notice 30 days prior to the desired date of
termination. The terminating party will not incur any liability
to any other party for terminating this agreement.

e. The parties will use reasonable efforts to participate
in the efforts related in this agreement.

Advanced Internet Developmeiit

DATE: f/tf/fﬁ . DATE: S/ §/98

Other Global Grid/ATD Net Other University/Industry
nsgandidutes Candidates as developed
NIMA

NRL

DIA

DIsA

DARPA, etc,




REMORANDUM B?t:u UNDERSTANDING
"
NATIONAL RECQ:'::‘SSANCE OFFICE
DEFENSE CONTRACT MANAGEMENT AGENCY

1. Puipose

This agreement sats the foundation for Defense Contraci Managsment Agency '
{DCMA) Spacisl Programa support {o the Natlonal Reconnalssancs Office
{NRO).

2. Autherty

Federal Acquisition Regulstion {FAR), Pert 42, Contract Administration, Subpart
42.2, Coniract Administration Services, Deferme FAR Supplement (OFARS)
242 .2 Contract Administration Services, FAR Subpart 42.3 Contract
Administration Office Functions, DFARS Subpart 42.3 Contract Administration
Office Functions, and DLADR 5000.4 (DCMA One Book).

3. Scope

This agresment defines the relationehip between NRO and DCMA Speciel
Programs for Early Contract Administration Servicas sand subsequant contrect
administiation suppert.

u) DCMA will provide tatiored Contract Administration Servicea consistent
with FAR 42.302, DFARS 242.302, DLAD 5000.4 and applicable NRO
gukisnce. Requested Coniract Administration Services may include al
or part of government property administration, contract sdministration,
cosiprice anaiysis, quality assurance, enginesting/tectnical
assistance, software survelitancs and Early CAS/source selection,
These services and the manner In which they will be provided, will bs
defined st the program level and iallored to mest the requirements of
the speciflc program ot Procurement Contracting Office.

b) If required by special circumstancen, delalied written agresments of
support activites wilt be sxecuted on & program/contract bash.

t) Altexisting DCMA support currently ongoing in support of the NRO
rernains s full force and sha¥ not be affacted by this agre
Howaver, In those cases not clearly covered by a curent written
sgreement or delegation, DCMA personnal witt provide a description of
services to the program offices for written concurrence or modification
In ordar to sssure that their type and lavel of support #s consistent with
NRQ program office requirements.

d) DCMA wiii provide & conltract administretor, Q8 1102-12 saries, at the
NROQ Chantilly, Virginia faclity to provide Eerly CAS conalstent with
DCMA One Book Chapter 1.1, Early Contract Administration. Thess
services will Inciude support for sourcs selection, pricing/negotfstion
and recommendations concarning contract {enns and provisions.

4. Revisions snd Tenuination

This agresment may be revised mmymw mutual conzant of NRO and
DOMA. Either party may terminate this sgresmant by providing 120 days notice.

8. Eflective Dute
This agreement is effective upon the latest dets of signature below and shait
cancefied,

remain in sffect until This agreement should be reviewed by both
parties annually snd amanded, i necesssry, a3 agresd to by hoth parties.

Coloned, USAF
Oirector Special Programs
DCMA

DATE:_G M ool




SECRET/COMIN NT KEYHOLE//X1

(U/FOEQ) MEMORANDUM OF UNDERSTANDING
AMONG
THE ASSISTANT DIRECTOR OF CENTRAL INTELLIGENCE FOR COLLECTION,

THE DIRECTOR, NATIONAL SECURITY AGENCY/CHIEF, CENTRAL SECURITY
SERVICE,

AND
THE DIRECTOR, NATIONAL RECONNAISSANCE OFFICE
REGARDING
THE OVERHEAD COLLECTION MANAGEMENT CENTER

. e PURPOSE: This Memorandum of Understanding (MOU) among the Assistant
Director of Central Intelligence for Collection (ADCYC), the Director, National Security
Agency/Chief, Central Security Service (NSA/CSS), and the Director, National Reconnaissance
Office (NROQO) delineates the roles and rtsponsﬂaxlmcs for the operation of the Overbead
Collection Managemeut Center (OCMC).

II. (U) REFERENCES:

. Architecture (JOSA) Mission Management (EMM) Concept of Operations (CONOP),
da d 4 Aug 00

0

Responsibilities of the Assistant Director of Central Intelhgence For Collection and
the National Intelligence ‘Collection Board, dated 7 Aug 00

D. U/ 1) Final Operating Capability (FOC) IMM CONQOP, dated 21 Dec 00

E United States Signals Intelligence Du'ccuve (USSID) 110, Collection
Mapagement Procedures; dated 20 Jin 01 ¢

F. (UNF USSID 110, Annex X (Overhead) dated 8 Apr 02

G, (U IOSA System Requirements Document (ISRD), dated 7 Jan 03

II1. (U) SCOPE

DRY FM: NSAJCSSM (23-2

DTD: 24 Feb 98
DECL ON: X1

SECRET//COML KEYHOLE/X1



SECRET/COM) KEYHOLE/X1

RESPONSIBILITIES

.The Assistant Director of Central Intelligence for Collection will:

. Ensure that the collaborative processes are in place to achieve the
propgr prioritization of Overhead collection.

2. (U Ensure that tasking promulgated by the OCMC is in accordance
with DCI guidance as provided by the SIGCOM.

B. (U/FO®Q) The Director, National Security Agency/Chief, Central Security Service

will

Be responsible for the overall management of the OCMC.

Q) Directly or through & designee, nominate the Chief of the OCMC

urrence by the Director, NRO or designee..

3 (U/FO%Q) Provide necessary facilities, technical and administrative suppcrt
to the OCMC (to include desk and floor space in the National Security
Operations Center (NSOC)). '

"ORIL)) Prmndc personncl qualified to perform OCMC duties in

S SRV

(U/FOEQ) Maintain SIGINT Opemuona! Control (OPCON) and mission
tasking of the SIGINT satellite portion of the United States SIGINT System
USSS), as delegated by the Secretary of Defense (SECDEF).

"he Director, National Reconnaissance Office, will:
. 0) Directly or through a designee, nominate the Deputy Chief of the
OCMC for concurrence by the Director, NSA ot designee.
: Prowdz quah&cd personnel to perform OCMC duties [AW

(S8
-~
€



SECRET/COMI

NT KEYHOLE//X1

3 (U POYQ ) Provide engineering, technical and administrative support to the
ocMc.
4. (C) Provide Naticnal Reconnaissance Program (NRP) funding to support

) Acquire, deliver and maintain OCMC collection management
support tools that are compatible with Cryptologic Mission Management
ped mission/collection management support tools.

SECRET//COMI! YHOLE!/XI
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ow OCMC personnel to ollateral operati
support of their parent organization as a secondary responsibility.
Administrative responsibility and support for the OCMC personnel will be

exercised by the parent organization.

collection
capabilities.
15, (UIFG nsure that Information Technology (IT) products and services
purchased for use within the OCMC domain are selected and procured in a
maneer that best serves the OCMC mission, and are compatible with NSA and
NRO standards. : :

V. (U} All activities pursuant to this MOU are subject to the availability of appropriated funds.
No provision shall be interpreted to require obligations or provision of funds in viciation of the
Anti-Deficiency Act (31 USC 1341).

soint of contact for this MOU is the
The NSA point of contact is the
g 1 e NRO point of

EFFECTIVE DATE: This MOU is effective upon the date of the final
proving authorities.

IX. (U/FOSQTERMINATION/REVIEW: This MOU shall remain valid until modified or
rescinded by mutual agreement in writing, and shall be reviewed every two years. Any party
may terminate this MOU upon written notice to the other two parties.

SECRET//COMINT/TA YHOLE/X1
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| MICHAEL V. HAYDEN

Assist t Lieutenant General, USAF Director, National

- of Cenural Intelligence  Director, National Security Agency/  Recounaissance

R B

for Collection Chief, Central Security Service Office

pate{ Oct-@3  patES Oct ‘03 pate;_1/29/03

SECRET/CO
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MEMORARDUM OF UNDERSTANDING
BETWEEN .
THE BATIONAL SECURITY ACERCY /CBRTRAL SECURITY SERVICE
ARD
THE RATIONAL RECONMAISSANCE QFFICE

(e
I. Purpome

(N) This Memorandum of Understanding (MOU) batween the Nati Securi
Agency/Central Security Bervice ! oot i

{M5A/C88) and the Nationa) Reconnalssance HRO
dalineates agresmants for operational and " o :

s e S,

A

The NIA/C88 and the NRO have agreed to locats the at
Collocation of € and,

tude System Architecturae
provides the opportunity for

o

17. Backgrgund

(HABA) in »
maximum operational synergy and minimum redundant activities.

IXX. AQreements

A. (}w organizational Roles and Responsibilities.

1. Tha NRO shall be responsible for satellite command and control, vehicle
health and safety, and aseccistad support (w.g. contractor operations, maintemance, and
anglneering support).

2. The NSA/C3S shall be responsible for SIGINT (Signals Intslligence)
processing, analysis, reporting, and associated support (e.y. contractor operations,
malntsnanca, and engineering support).

3. Thy

8. Alr Yorce Intelligence Command (AFIC) shall be responsible for

the K | Processing, analysis, and reporting.
4. The NRO shall be responsible for facility infrastructure support including
facllity engineering and maintenance and physical sscurity devices and services.

5. The NRO, NSA, and APIC shall be responsible for funding necessary to
axecute thelr respective roles and responsibilities ldentified in this MOU. Each shall be
responsible for contracting support services necessary to execute their roles and
responsibilities or as otherwisa agreed undexr separate MOUs.

6. Collection operations shall be executed in accordance with Rational
Bacurity Council Intelligence Directive No. 6.

B. N Station Management.

1. 'The Director NRO (DNRO) shall appeint, with concurrence by the Director
RSA/Chisf CS85 (DIRNSA/CRCSS), the NGE Coomander. The MGS Commander shall also serva ag the
Commander of Space Opsrations veporting to the NRO.

2. “the DIRNSA/CHCSS shall appoint, with concurrence by the DNRO, & military
Service Oryptologic Element (SCE) officer as the MGS Deputy Commander. The MGS Deputy
Compander shall also serve as the Commander of SIGINT Operationa and Commander of the joint
SIGINT field activity, reporting to the NSA/CSS.

o LB PROCESS D

Date 3-5-33 initlals _/f5
TOP QRECRET o
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Station Organization.

1. Al station missions and functions will be vrganized within a single
i.uuquted oxrganizational structure to take advantage of achievable oparational synargy and
'to ninimize redundancy. Staffing of activities and assigneents of WRO end MSA/CS5 and APIC
/psxsonnel to positions of responsibility will be comesnsurate with the roles and
‘responsibilities identified in this MOU and with the charters of ths parent organizations.
Cholce of psrsonnel for jointly performed functions will be made on the basis of “best
fmlitiod"

2. Miswlon Planning, Station Enginsering, and Support functions shalli be
fjoiutly staffed by the NRO, W3A/CS83, and AFIC personnsl. Whare feasible, managsment
z“pouibili.tm shall be alternated.

3. To the maximum practical degree, activities shall be asscciated with
ozqaaizatiml slements to avoid shared funding scross budget sources,

B. N“mny.

1. The Station shall generally be opsrated at a mingle classification level.
Exclusion areas shall be established as necessary to protect compartamented activities,

2. A single set of Information Security (INFOSEC), physical security, and
Oparational Becurity (OPSEC) regulations and certification procedures, jointly agread by
the NRO and NSA/CSS, shall apply at the Statlon.

IV. Responeibllitios

M The DIRNSA/CHCSS and the DXRO shall execute additional plass, agresments
sndfor actions necessary to izplement the provisions of this MOU.

v.mmm_amm

: ) (M This MOU shall remain valid until modified or rescinded mutual agreement.
The terms of this ¥OU shall be implemsnted at the soon as
posuible, but nc later than 1997.

J.H. HCCOWNELL MARTIN C. FAGA
vice Admiral, U.5. Navy pirector, NRO
Dirsctor, HSR/Chisf, CSS

Dates 3 MAL 93 Date: _Z_M% gj




MEMORANDUM OF UNDERSTANDING

BETWEEN
THE NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE
AND
THE NATIONAL RECONNAISSANCE QFFICE
ON

THE ACCREDITATION OF INFORMATION SYSTEMS

Purpose:

This nemorandum of Understanding (MOU) between the National
Security Agency/Central Security Service/Information System
Becurity Policy (NSA/CSS/ISSP) and the National Reconnaissance
Office, Security Office (NRO) documents and formalizes the
understanding . between the two agencies in accrediting their
Information Systems (ISs} and networks which process Sensitive
Compartmented Intelligence information, including VRK and BYE
information.

Background:

a. Both agencies use Reference b, as the standard for IS
security accreditation and have cooperative working arrangements.

b. For the purpose of implementation, NSA adheres to NSaA
Manual 130-1 for all government users and NRO uses AISSIM-200.
Both NSA and NRO use AISSIM~200 as the implementation
reguirements manual for their contractors.

Responsibilities:

KRO/Office of Security/Facilities and Information Security
Division (NRO/OS/F&ISD} is responsible for ensuring all 1ISs and
networks owned and operated by NRO have been properly accredited,
NSA/CSS/ISSP is responsible for ensuring that all ISs and
networks owned and operated by NSA have been properly accredited.




SUBJECT: MOU BETWEEN NSA AND NRO ON JOINT ACCREDITATION ON
INFORMATION SYSTEMS

Agreement:

NRO/O8/F&ISD and NSA/CSS/ISSP will be responsible for
conducting joint accreditations of all ISs and networks deployed
and installed by NRQ within NSA facilities and ISs and networks
deployed and installed by NSA/CSS within NRO facilities. The
accreditor for the host facility will be responsible for
~coordinating all visits, ensuring that all appropriate
documentation is provided, and issuing a final accreditation
report. Upon completion of the accreditation process,
NRO/0S/F&ISD and NSA/CSS/ISSP will issue a joint accreditation
agreement to their respective organizations.

1f agreement on accreditation approval cannot be reached
between each organizations’ Designated Accrediting Authority
{the Chief Information Officer), the issues will be forwarded to
Director, National Security Agency and the Director, National
Reconnaissance Office for resolution. If an accreditation
approval still cannot be reached, the matter will be presented to
the Director of Central Intelligence for final accreditation
determination.

NRO and NSA/CSS will cooperate with and support each other‘s
accreditation efforts in these instances. Either NRO/OS/F&ISD or
NSA/CSS/ISSP may request the other accreditor act on their
behalf. ;




SUBJECT: MOU BETWEEN NSA AND NRO ON JOINT ACCREDITATION ON
INFORMATION SYSTEMS

Termination/Review:

This MOU shall become effective as of the date of the latest
signature and shall be reviewed by both parties, biennially. B&Any
revigions or modifications to the MOU will be by consent of both
parties, in writing, and published as amendments to the base MOQOU.
This MOU may be terminated upon the written notice by either
party to the other and shall be effective on a date mutually
agreed to by the parties.

T i) Ronald Kemper
Chief Information Officer Chief Information Officer
National Reconnaissance Office National Security Agency

DATE: % Ockolxs 1T DATE: 80 b«ﬁ}n—Q&u 137




SUBJECT: MOU BETWEEN NSA AND NRC ON JQINT ACCREDITATION ON
INFORMATION SYSTEMS

"References:

a. DoD Directive 5200.28, Security Requirements for
Autcmated Information Systems {AISs), dated March 21, 1988.

b. Director of Central Intelligence Directive 1/16,
Becurity Policy for Uniform Protection of Intelligence Processed
in Automated Systems and Networks, effective 19 July 1988.

c. Automated Information Systems Security Implementation
Manual (ATISSIM-200), dated 18 February 1994.

d. NSA/CSS Manual 130-1, NSA/CSS Operational Computer
Security Manual, dated 17 October 1980.




MEMORANDUM OF UNDERSTANDING
BETWEEN
THE NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE
AND
THE NATIONAL RECONNAISSANCE QOFFICE
FOR
NETWORK CONNECTIVITY AND INTEROPERABILITY
SUPPORTING OPERATIONS AND MANAGEMENT PARTNERSHIPS ACROSS
JOINT SIGINT, MASINT AND IMINT PROGRAMS AND MISSIONS

I. (U} PURPOSE AND SCOPE:

A. {U} This Memorandum of Understanding (MOU} between the National
Security Agency/Central Security Service (NSA/CSS) and the National
Reconnaissance Cffice (NRO) documents and formalizes a shared
commi tment to substantially improve opportunities te conduct jeint,
multi-sensor, cross-discipline, cross-site operations through partnered
information systems technology (IT) insertion initiatives and expanded
network connectivity.

B. {U) Specifically, this MOU establishes a framework encouraging
_partnered systems enginesering, prototyping, acquisition, deployment and
systems support initiatives aimed at enabling interoperable network
infrastructure, web-centric shared data and digital publishing
anterprises, groupware, databases, common display processors and
analytic tools.

C. (U) This MOU is intended to express the strongest senior
management commitment on the part of the undersigned Chief Information
Officers (CIO0) to encourage the broadest possible interpretation of
existing security, organizational, engineering., operations, and IT
governance policies between the two agencies. The central objective of
this more flexible policy framework is to promote seamless network
connectivity and IT systems interoperability in support of compelling
ecross-discipline operations objectives in support of our mutual
military and policy-making customers.

D. (U} The scope of this MOQ axtends to all mission and management
elements resident &t NEA/CSS Fort Meade and associated NSA-mavaged
SIGINT Field Sites, as well ag the NRO Headquarters and asgocisted NRO
Misgion Ground Station and field operations elements involved in
Nationsal Systems SIGINT, MASINT and IMINT mission management, tasking,
processing, exploitation, reporting and dissemination.

E. {U) This MOU does not obviate existing DCI Directives and related
KSA/CSS and NRO security policy directives governing systems security
and accreditation, security compartment access, access for non-US
mission partners and "need to know* principles. It does, however,
expressly encourade IT and network engineering and security elements
within the two agencies to look for specific initiatives where they can
achieve increased collaboraticn so that operational effectiveness may
be enhanced. The focus is on the possible, not the prohibited. This
HMOU should be interpreted broadly in order to move forward with
targeted IT infrastructure initiatives snabling wore seamlese, rapid,
high-fidelity. cross-mission operations.




II. (U) BACKGROUND:

A. (U) The central objectives and themes in the recently published
DCI Strategic Intent strongly suggest the need for more aggressive
partnerships between agencies in the Intelligence Community {(I€}. This
MOU substantially cleara the way for such partnerships among the
technical, policy, security, management and operations communities
within NSA/CSS and NRO.

B. (U) Operations reguirements recently presented from cperationai
‘and management elements under the joint programmatic and management
stxuctures of NSA/CSS and NRO dictate the need for clearer policy-level
guidance and a mutually agreed-to philosophy between the NSA/CSS and
NRO CIOs regarding access to network resources, tools and data within
both agencies.

C. (U) The growth of collaborative multimedia-capable operations
spanning the SIGINT community, made possible by a globally pervasive
and increasingly robust NSA/CSS-managed wide-area network (NSANET}, has
created substantially improved opportunities to improve and enhance the
speed, fidelity and relevance of intelligence mission management and
production operations around the world. The operational successes
achieved have inspired broader opportunities to collaborate across the |
SIGINT, MASINT and IMINT technical disciplines - providing legacy
policy and organizational barriers can be addressed so that
engineering, security and operations organizations can move forward
without delay on virtual mission support initiatives.

IZI. {U) AGREEMENTS, PROCESSES AND RESPONSIBILITIES:

A. (U} While it is the expressed intent of this MOU to encoﬁrage and
facilitate the establishment of joint initiatives without needless
bureaucracy or self-imposed policy or organizational barriers to
interoperabllity, we recognize the need to permit sach agency to
negotiate its participation in such efforts. This MOU is not a vehicle
for either agency to be pressured to assume costs or organizational
commitments not consistent with jointly agreed to interoperability
objectives. Each initiestive proposal under the general framework of
this MOU will be authorized by the signing or other appropriata ’
conveyance of approval between the twe CICs.

B. (U} Successful initiative proposals will, at a minimum,
delineate:

1. {Uy Initiative leadership and participation.

2. (U} IniPiative goals and expected cperational benefits.

3. (U The overall technical apprQach to be pursued.

4. (U} A cost profile with explanation of funding commitments to

be incurred by both agencies. Fair share cost agreements and common
sense approaches to shared burdens are strongly encouraged.




5. (U} A project schedule including explanation of commicments
and raview/approval milestones within both agencies.

C. {U} This MOU is not intended to obviate or disrupt existing IT
systems engineering, acguisgition, support or security accreditation
procegses jointly engaged in between NSA/CSS and NRC. Under this
framework, emgineering and security organizations from both agencies
are strongly encouraged to execute those processes with efficiency and
resolve mt the lowest possible level. At any point in the execution of
jeint IT and network initiatives between NSA/CSS and NRQ, either agency
CIO can be brought in to the process to deliberate uniquely occurring
policy questions or issues of fair share resource commitments to ensure
a successful outcome.

D. {U) Joint systems implementatiocns will be reviewed and accredited
per previous NSA/CSS-NRO MOU on Accreditation of Information Systems
(dated 30 Sep 1997 (NSA] and 8 Oct 1997 (NRO)). Technical Security
organizationg within NSA/CSS and NRO will ensure the broadest and most
flexible interpretation of both of these MOUs to allow for common
sense, lowest level agreements on system accreditation. protection-in-
depth approaches and shared responsibilities for managing the security
environment of a joint IT infrastructure component, Trust and
partnership between NSA/CSS and NRO will be the central themes of such
initiatives.

IV. (U} REVIEW/TERMIRATION:

{U} This MOU will enter into force on the date of the final
signature and will remain in force for a period of 4 years, unless
medified or rescinded in writing by mutual agreement of the signatories
or terminated by written notice of either party received by the other.
This MOU will be reviewed every 2 years while in force.

Approved:

5 - 5 ’ Raymond Holter
Chiaf Information Officer Chief Information Officer

Haticnal Reconnaissance Office National Security Agency
26 November 1999 26 November 1999
References:

a. I Strategic “Intent ‘
b. MSA/CSS - NRO MOU on The Accreditation of Information Systems




MEMORANDUM OF UNDERSTANDING
BETWEEN
THE CHIEF, F8 AND THE CHIEF, K
FOR
NATIONAL SECURITY AGENCY PERSOMNEL ASSIGNED TO THE
NATIONAL RECONNAISSANCE QFFICE SIGINT PROCESSING ORGANIZATION

I. BACKGROUND :

?EQ On 29 March 1995, the Director, National Security
Agency (NSA), and the Director, National Reconnaissance Office
(NRO), signed the NSA/NRQ Joint Management Plan for Acqguisition
¢f the Integrated Overhead SIGINT Architecture (IOSA). As a
result, the NRO SIGINT Processing Organization {PSPO) was
established at NRO Headquarters and jointly staffed by NRO and
NSA/KS personnel. The NSA parsonnel integrated into other
components of the NRQO were assigned to a new NSA Field ’
Organization, F8. A Memorandum of Understanding {(MOU) dated
B June 1595 delineates the agreements for the management
responsibilities of the Chief, FB and Chief, X for the NSA/KS
personnel assigned to the PSPO. This document replaces that MOU
and establishes management responsibilities of the Chief, P8 for
NSA/XS personnel assigned to the PSPO at the NRO facility in
Chantilly, Virginia.

II. EOLICY:

TS). .The NSA/KS personnel assigned to the PSPO at the NRO
headquarters facility in Chantilly, virginia, will be assigned to
F8 and will functionally report through the NRO chain of command
to the Chief, PSPO/KS5. All F8 personnel arelprovided
administrative, professional development, and career progression
support by the Chief, F8. National Security Agency KS5/PSFO
personnel nat assigned to the NRO headquarters facility in
Chantilly, Virgimia, will be provided administrative,
professional development, and career progression support by the
Chief, X.

CL BY:
.CL REASON: 1.S5{«}
DECL ON: X1
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SUBJECT: Memorandum of Understanding Between the Chief, F8 and
the Chief, K for National Security Rgency Personnel
Assigned to the National Reconnaissance 0ffice SIGINT
Processing Organization

IIX. AGREEMENTS:

A. {8\ The Chief, F8 in his/her capacity as Deputy
Director of the NRO SIGINT Directorate, will provide oversight
and direction to the PSPO for the acquisition and maintenance of
SIGINT mission ground processing and will confer with the Chief,
K5/PSPO with regard to personnel assignments to the PSPO
positions at F8. The Chief, F8 will provide input on the
performance appraisal of the Chief, PSPO/K5 to his/her rating
official, Chief, K.

B. (S) Chief, X, in coordination with Chief, F8, will
designate which KS activities and personnel are not congruent
with the PSPO. These will include XS Policy Staff,
Administrative Staff, K-~wide technology activities, and certain
research .and development (R&D) efforts. Chief, K, through Chief,
K5, will retain total responsibility for those activities and
personnel so designated. B

C. \?S{ The Chief, K will have general oversight and
influence over the execution of processing RK&D activities
executed by PSPO. The Chief, K. in conjuncticn with the NRO
SIGINT Director, will review the zcquisition of overhead
processing systems at periodic reviews held at least two times a
vear.

IV  EFFECTIVE DATE AND DURATION:

{U) This MOU shall remain valid until modified by mutual
agreement or by higher authority. The terms of the MOU shall be
effective upon signature by Chief, K and Chief, F8. The Chief,
F8 and the Chief, K shall execute additional plans, agreements
and/or actions necessary to implement the provisions of the MOU.

' Chief. SIGfﬁgwggégﬁeéring

 Chief, F8

/s

DATE: {,"7/1r X7/ 7 DATE:___5/1/06

4

2 TEBECRED.....




Operational Technology Evaluation Capablhty

(OTEC)

Central Imagery Tasking Office
o (CITO)

Memorandum of Understanding
MoU)

for the

Rapid Dissemination System
- (RDS)

Customer Code
(Z02)

February 2000

NRO/MINT/SOSH

CL Reascn 1 5(c}
DECL On: X1
DRV From: NRO SCG 4.0, 14 OCT 1985

Chxef OTEC___ Chxef IxmgeryProducts Branch

NIMA/CITO

Handle via
BYEMAN
Control Channeis
Only



1~ Purpose

This Memomndum of Understanding (MOU) documents the agreément between the NRO/IMINT/SO
Operational Technology Evaluation Capability (OTEC) and the NIMA/CITO Imagery Products Branch (IPB)

regarding the use of RDS Customer Code Z02 to support the imagery data needs of the Product Quali
Research and Development (R&D) communities. Quality (PQ), and

2 Background :

1PB providfad ?’I’EC with the use of RDS Customer Code Z02 to support the joint NIMA-NRO PRIMEX Phase 1
demonstration in 1999. The use of Customer Code Z02 was suspended at the conclusion of the dernonstration,

OTEC has a continuing need for an imagery feed to support the PQ and R&D communities, which have come to rely
on OTEC as a source of IMINT data for their projects.

3 Scope
This MOU identifies the specific agreement between IPB and OTEC régarding the use of RDS Customer Code Z02.

4 Roles and Responsibilities

IFB agrees to allow OTEC to use the RDS Customer Code Z02 to support the data needs of projects supported by
the OTEC lab infrastructure, indefinitely, or until an operational need for the Customer Code arises. :

OTEC agrees to use the RDS customer code to support pixel-processing projects in the PQ and R&D communities,

If an operational need arises, OTEC agrees to relinquish the use of Customer Code Z02 when requested to do so by
IPB.

5 Operational Concept

Customers of OTEC will use RDS Customer Code Z02 when building production and distribution (P&D)
nominations in the Requirements Management System (RMS). Imagery for Customer Code Z02 will come through
RDS to the OTEC Image Data Server (IDS) in the OTEC lab.

6 Reviews

This MOU may be formally reviewed whenever either of the signatories perceives the need to revise the
understandings herein. Such a review may potentially result in a change to the current practice.

7 Glossary / Acronym List

CITO Central Imagery and Tasking Office

DS Image Data Server ‘

IPB Imagery Products Branch

MOU Memorandum of Understanding

NIMA National Imagery and Mapping Agency

NRO - National Reconnaissance Office .
OTEC Operational Technology Evalnation Capability
P&D Nom Production and Distribution Nomination

PQ " Product Quality

R&D Research and Development

RMS Requirements Management System
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MEMORANDUM OF UNDERSTANDING

, .BETWEEN
THE NATIONAL RECONNAISSANCE OFFICE, CPERATIONAL SUPPCORT QFFICE
' AND
NEW MEXICO STATE UNIVERSITY
ON

SECURITY SPONSORSHIP OF VARIOUS RESEARCH LABORATORIES AT NEW
MEXICQ STATE UNIVERSITY, LAS CRUSES, NEW MEXICO

PURPOSE

This Memorandum of Understanding (MOU) between the National
Reconnaissance Office {(NRQO), Operational Support Office (0S0)
and the New Mexico State University (NMSU} Physical Science
Laboratory (PSL) addresses sponsorship of the to-be-established
sensitive compartmented information facility (SCIF) in the
Computer Network Research Laboratory, Intelligence Research
Laboratory, and the Decision Systems Research Leboratory
{CNRL/IRL/DSRL) located within Anderson Hall on the campus of
NMSU, Las Cruses, New Mexico.

BACKGROUND

One area emphasized by the Intelligence Community (IC)} and
the Department of Defense (DoD), as defined by Presidential
Decision Directive (PDD} 35 and Joint Vision (JV) 2010 and 2020
(JV 2010/2020), focuses on the strategic planning process for
research and development {R&D) and the fielding of new
informarion technology systems. Achieving this goal requires a
paradigm shift from a collection-based focus to knowledge-
centric architectures that encourage and enable collaboration
and sharing of information among peer organizations.

The CNRL/IRL/DSRL was conceived to develop and collect
technologies necessary to provide the follewing:

1. R&D in support of offensive. and defensive information
technology and networking (ITN) services and products,

2 Mathematical and computational foundations for
understanding I'T™ infrastructures.

3 ITN services and products to national intelligence
customers. )
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SUBJECT Security sponsorship of various research laboratories
on the campus of NMSU, Las Cruses, New Mexico

The CNRL/IRL/DSRL are focused on supporting the decision
process to allow maximum information sharing, consideration of

options, and understanding of the end results of the courses of
action taken.

SCOPE

Demonstration and application of the technologies and
processes at the CNRL/IRL/DSRL will be accomplished through
partnering with other government organizations and commercial
industries. Government organizations partnering with NMSU may
include the National Security Agency/Central Security Service
(NSA/CSS), the Service Cryptologic Elements (SCEs), the Central
Intelligence Agency (CIA), various DoD offices, and other
government agencies. The critical infrastructure protection
application that concerns both the IC and the DoD requires
partnering with major corporate leaders such as telecommunica-
tions companies, which control large infrastructure ¢omponents.

RESPONSIBILITIES

The 080 will sponsor SCIF accreditation of the NMSU
CNRL/IRL/DSRL area through the NRO Qffice of Security. The NRO
Office of Security will accredit the PSL SCIF, ensuring it meets
DCID 1/21 standards for sensitive compartmented information and
special access programs/special handling processing. The NRO
Security will also accredit all automated information systems
(AIS) to meet DCID 6/3 standards and provide services to PSL for
delivery of classified materials to NRO headquarters or other
intelligence partners. In addition, the 0SO will sponsor the
secure communications requirements for the PSL SCIF. The
CNRL/IRL/DSRL area/room currently is not SCIF certified. Any
and all costs associated with the above, as well as maintaining
continued accreditation of the CNRL/IRL/DSRL, will be the
responsibility of the NMSU PSL.

The NRO Security will assume security cognizance of the
above SCIF described in the preceding paragraph and certify its
use for DoD, Top Secret, SCI, SAP, TCO, BCO, and unclassified
co-utilization, pending approval of the NMSU PSL-developed AIS
security plan detailing the security procedures, equipment,
software, and other items necessary to ensure secure/
accreditable operations. In addition, co-utilization agreements
with partners for use of advanced communication technplogies
will be developed by NMSU PSL and approved by the 0S0 through

UNCLASSIFIED//FOR OFFICT
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SUBJECT: Security sponsorship of variocus research laboratories
o the campus of NMSU, Las Cruses, New Mexico

NRO Security. This capability will be provided to all
partnering groups to allow secure collaboration.

The 080 Security will conduct an annual assessment of the
NMSU security program in coordination with NRO Security and
other NRO Program Offices. This assessment ig directed at
ensuring a cross-flow of gecurity-related tools/information and
maintaining consistent applicaticon ¢of DCI, NRO, and IC
protection regquirements.

Since the PSL seeks to utilize these technologies for
critical infrastructure protection, the PSL will develop, in
writing, formal relationships with key industry partners to
support the intent of PDD 35 and JV 2010/2020.

Industry partners’ access to the SCIF will be subject to
the approval of the 0S0O. As NMSU PSL demonstrates solutions to
critical infrastructure protectiom, PDD 35, and JV 2010/2020,
tours of the facility will be conducted at appropriate security
levels and with the approval of the facility (NMSU) Special
Security Officer.

all NRO security requirements relative to facility
protection, information systems security, and personnel security
will be complied with fully. Any expense necessary to bring
this facility into compliance will be the responsibility of NMSU
PSL.

TERMS AND REVISTONS

This document will be considered in force when signed by
all parties. Signatories to this MOU ox their successors may
request the renegotiation of all or part aof this agreement.
Changes to this agreement, in writing, must be approved‘by both
parties holding the offices of the signatories at the time of
the change. This document will be reviewed annually.

ector, Operational Support

Director, :

Physical Science Laboratory Office ‘ ‘
New Mexico State University National Reconnaissance Office
Date: ! Pocameed oo pate: /7 NV _ 200
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21 April 1994

MEMORANDUM OF UNDERSTANDING
BETWEEN
U.S. ATLANTIC COMMAND (USACOM)
‘ AND '
THE OPERATIONAL SUPPORT OFFICE

1. Purpoge. To establish a formal support relationship
between the Operational Support Office (0SO) and the United
States Atlantic Command (USACOM). The intent of this MOU is
to provide enhancement of the application of Natisnal Systems
products and services in satisfaction of USACOM requirements.

2. Scope. The scope of this document is limited te direct
National Systems planning, field support, and logistics
considerations. Matters of security and policy will be :
governed by appropriate law, and joint policy doctrine. The
stipulations agreed to herein will be effective until
terminated by either party, and will be reviewed annually by
representatives of both parties.

3. Backaround. The 0S0 provides expertise in National
Systems to include training, education, exercise support,
technology demonstrations and operational and intelligence
support to military orxrganizations.

4. Command Relationship. The relationship between 080 and
USACOM will be that of 0SS0, supporting command, to USACOM,
supported command.

X 1 : l1itles. Support will be
provided by the permanent asszgnment of an 080 Liaison
Officer and an 0S0 Theater Representative to perform mission
and functions as specified in enclosure (1). Additional
support, as required, can be addressed on a case-by-case
basis.

6. Resource Prioritization. OSO resources will be provided
based on the following priorities established by USACOM J2,
with resources being subject to recall for operations or
contingencies of a higher priority:



1. Contingency Support .

2. Pr?-planned Operations and Field Support
3. Joint & Combined Exercise Support

4. Component Exercise Support

5. Software & Hardware Logistics Support

6. Additional Tasking or Requirements

7. Contingency Supporf. O8S0 provides limited direct
support to worldwide contingency operations which may
require diversion of 0S0 assets from USACOM theater of
operations. The contingency support, and duration thereof,
must be approved by the Joint staff (J36), and will be
specified by orders issued to the personnel assigned for each
support mission or operation.

8. Support Reguest Method. Routine requests for additional
0S0 support will be submitted by message. Time critical

support requests may be submitted by telephone, followed by
confirmation message.

9. Support Regponsibilities. The responsibilities for 0SO
personnel and ecquipment will be as follows:

A. Transportation. Under normal conditions, movement
of personnel and equipment to and from commercial .
airfield or port of embarkation nearest the supported
command will be the responsibility of 080. For support
at remote or restricted locations, (i.e., commercial
transportation not readily available), movement of
personnel and equipment shall be the responsibility of
the supported command. When feasible, 0SO personnel will
travel by military directed transportation systems.
Additional travel accomplished at the reguest of the
supported command will normally be the responsibility of
the supported command.

B. Berthing & Mesging Facilities. 0SO personnel may
use government berthing and messing facilities when they
are available, unless such use would be detrimental to
the mission.

C. Equipment & Communjcations. O0SO will normally
provide required hardware. Secure office space, i
furniture, office supplies, internal ADP/communications
support, power, communications, physical security, and
coordination of Special Compartmented Intelligence
communications will be the responsibility of the
supported command.



D. Clearances & Accegseg. Security clearances for 080
personnel will be certified to the supported command
with authorization to recertify. Locally required
accesses, if any, will be the responsibility of the
supported command. The supported command will recertify
clearances and provide courier authorization as required
to properly perform the support mission.

E. Support Costs Respopnsibility. OSO will pay the
support costs associated with long term contract
assignments. 0SO will provide funding to support
official travel taken as a result of, or in support of
provisions of this memorandum. Any required military
transportation, government berthing and/or messing
facilities will be provided or arranged by USACOM.
Travel executed in support of unigue 0SO requirements
will be funded separately by the 0S0.

pate: &) ﬁf’ﬂ qL/ mte:/»?f??ﬂ/e?f [

¥

“

T, R. Wilson

RADM USN
Director Of Intelligence Director
US Atlantic Command Operational Support
Office
Enclosures: i o
(1) Theater/Command Representative Missions and
Functions

(2) Operational Support Office Points of Contact



THEATER/COMMAND REPRESENTATIVE

MISSION:

-=Act as (?SO representative to USACOM and other commanders
or agencies within Atlantic Command, as appropriate.
-Coordinate OSO activities in support of USACOM.

FUNCTIONS:
-Represent 0OSO to USACOM:

--Coordinate OSO support services and activities.

--Provide USACOM with detailed understanding of the
missions, capabilities, limitations, products, and tasking

~ procedures for OSO supported National Systems.

- --Assist in developing and refining the flow of National
Systems data to and within the USACOM's C4I
architecture. ‘

--Provide working level understanding of the capabilities
and limitations of each OSO sponsored system.

--Assist in understanding the missions, products, services,
and dissemination architecture of -related systems and
other national agencies. '

--Identify requirements for analytic support related to
National Systems data.

--Assist USACOM in identifying and arranging for National
Systems training services. '

--Support ad hoc training requirements, as required.

--Arrange and/or conduct hardware/software trouble
shooting and repair support for OSO sponsored systems.

--Coordinate OSO sponsored initiatives and test objectives
in USACOM exercises and demonstrations.

-Represent USACOM requirements to OSO:
--Coordinate refinement of requirements for OSO
sponsored National Systems support: A
---Work with USACOM to articulate requirements
and priorities for exercise and- contingéncy
support.
---Identify data flow, processing, storage and
information display requirements.
---Assist in definition of future National Systems
needs.

(1)



--Monitor system performance to ensure quality of
provided products and services.

--Identify product and service improvements desired by
USACOM.

--Advise USACOM J2 with regard to additional commands
or agencies in USACOM which would benefit from OSO

support.

Attachment (1)

(2)



I{SACOWOperaﬁonal Support Office
Points of Contact and Message Addresses

USACOM
CAPT C.T. Mauro, USN " Commercial: 804) 444-8385
Chief, Collection Management Office DSN: 564-838§ )
(CMO) USACOM
Christopher B. Jackson, GS14/ Commercial: (804) 444-8385/7
USGS DSN: 564-8385
Technical Director, USACOM CMO  Message: CINCUSACOM
NORFOLK VA//CMO//
SCL CINCUSACOM//CMO//
FAX: Secure - (804)444-6858
0sO
COL D. M. Vannatter, USA Commercial: (202) 279-2201
Director, Operational Support DSN: 294-2201
Office Message: OSO WASHINGTON DC
SCL: OSO//0PS//
FAX: Secure - (202)279-2343
Unclas - (202)279-2134
LtCol Robert O. Work. USMC Commercial: (202) 279-2209
Director of Operations DSN: 294-2209
LCDR Mark Segal, USN Commercial: (202) 279-2299
Director, Customer Support DSN: 294-2299
Don Bergeson Commercial: (202) 279-2275

Assistant Command Representative DSN: 294-2275

Mike Stockmeier Commercial: (804) 444-8385
USACOM Command Representative DSN: 564-8385

Attachment (2)





