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United States Department of State

Washington, D.C. 20520

Mr. John Greenewald, Jr.

I

|

RE: Freedom of Information Act Request No. 200905723
Dear Mr. Greenewald:

Reference is made to your July 10, 2009, Freedom of Information Act request to the Department of State
concerning cyber attacks. The Bureau of Diplomatic Security has searched its system of records and has
located 22 documents (001-022) relevant to your request.

Information has been withheld from these documents based on the provisions of 5 USC 552 (b)(7)(C)
and (b)(7)(E). An explanation of exemptions is enclosed.

Under the Department's regulations, you may appeal any denial of information to the Department's
Appeals Review Panel. Appeals should be sent to: Chairman, Appeals Review Panel, c/o Appeals
Officer, A/GIS/IPS/PP/LC, SA-2, Department of State, Room 8100, Washington, DC 20522-8100.
A copy of the Department's Appeals Procedures is enclosed.

If you have any questions regarding a particular aspect of this case, you should contact the Office of
Information Programs and Services, (A/GIS/IPS), Department of State, SA-2, Washington, DC 20522-
8100. In any communication, please refer to the case number.

Sincerely,

P

William R. Terrini
Deputy Executive Director
Bureau of Diplomatic Security

Enclosures:
Explanation of Exemptions
Appeals Procedures
Documents
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Rules and Regulations

Subpart F — Appeal Procedures

§ 171.52 Appeal of denial of access to, declassification of, amendment of,
accounting of disclosures of, or challenge to classification of records.

(a) Right of administrative appeal. Except for records that have been reviewed and
withheld within the past two years or are the subject of litigation, any requester
whose request for access to records, declassification of records, amendment of
records, accounting of disclosures of records, or any authorized holder of classified
information whose classification challenge has been denied, has a right to appeal
the denial to the Department’s Appeals Review Panel. This appeal right includes
the right to appeal the determination by the Department that no records responsive
to an access request exist in Department files. Privacy Act appeals may be made
only by the individual to whom the records pertain.

(b) Form of appeal. There is no required form for an appeal. However, it is
essential that the appeal contain a clear statement of the decision or determination
by the Department being appealed. When possible, the appeal should include
argumentation and documentation to support the appeal and to contest the bases for
denial cited by the Department. The appeal should be sent to: Chairman, Appeals
Review Panel, c/o Appeals Officer, A/RPS/IPS/PP/LC, U.S. Department of State,
SA-2, Room 8100, Washington, DC 20522-8100.

(¢c) Time limits. The appeal should be received within 60 days of the date of receipt
by the requester of the Department’s denial. The time limit for response to an
appeal begins to run on the day that the appeal is received. The time limit
(excluding Saturdays, Sundays, and legal public holidays) for agency decision on
an administrative appeal is 20 days under the FOIA (which may be extended for up
to an additional 10 days in unusual circumstances) and 30 days under the Privacy
Act (which the Panel may extend an additional 30 days for good cause shown).
The Panel shall decide mandatory declassification review appeals as promptly as
possible.

(d) Notification to appellant. The Chairman of the Appeals Review Panel shall
notify the appellant in writing of the Panel’s decision on the appeal. When the
decision is to uphold the denial, the Chairman shall include in his notification the
reasons therefore. The appellant shall be advised that the decision of the Panel
represents the final decision of the Department and of the right to seek judicial
review of the Panel’s decision, when applicable. In mandatory declassification
review appeals, the Panel shall advise the requester of the right to appeal the
decision to the Interagency Security Classification Appeals Panel under § 3.5(d) of
E.O. 12958.



EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 (FOIA):

(b) (1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified pursuant to such Executive order;

(b)(2) related solely to the internal personnel rules and practices of an agency;

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on the issue, or (B) establishes particular criteria for withholding
or refers to particular types of matters to be withheid;

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential;

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information, (A) could reasonably be expected to interfere with enforcement proceedings, (B) would deprive a person of aright to a
fair trial or an impartial adjudication, (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could
reasonably be expected to disclose the identity of a confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of a record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation or by an agency conducting a iawful national security intelligence investigation,
information furnished by a confidential source, (E) would disclose techniques and procedures for law enforcement investigations or
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclasure could reasonably be expected
to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or physical safety of any individual

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible
for the regulation or supervision of financial institutions; or

(b)(9) geological and geophysical information and data, including maps, concerning wells
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a (PA):

(b) No agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another
agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains,

(d)(5) information compiled in reasonable anticipation of a civil action proceeding.

General Exemptions:
()(1) applies to CIA records and information provided by foreign governments;

(i¥2) maintained by an agency or component thereof which performs as its principal function any activity pertaining to the enforcement of
criminal laws, including police efforts to prevent, control, or reduce crime or to apprehend criminals, except records of arrest.

Specific Exemptions:
(k)(1) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified pursuant to such Executive order,;

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal which did not result in loss of a right, benefit or
privilege under Federal law, or which would identify a source under an express promise of confidentiality, or, prlor to the effective date of this
section, under an implied promise of confidentiality;

(k)(3) maintained in connection with providing protective services to the President of the United States or other individuals pursuant to section
3056 of Title 18;

(k)(4) required by statute to be maintained and used solely as statistical records;

(k)(5) investigatory material compiled solely for the purpose of determining suit ability, eligibility, or qualifications for Federal civilian
employment, military service, Federal contracts, or access to classified information, the disclosure of such material would reveal the identity of
a source under an express promise of confidentiality, or, prior to the effective date of this section, under an implied promise of confidentiality;

(k)(6) testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal service the
disclosure of which would compromise the testing or examination process; or

(k)(7) evaluation material used to determine potential for promotion in the armed services, the disclosure of such material would reveal the
identity of a source under an express promise of confidentiality, or, prior to the effective date of this section, under an implied promise of
confidentiality.
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Computer I'nc.nient y ponse T-ea;rn ((;J,RT)

The Computer Incident Response Team (CIRT) is federally mandated and was established in 1999

as the central point for the reporting of computer security incidents that occur on the Department L o
of State networks. To report a computer security event, contact your ISSO or the CIRT =7 —
CIRT may a also be reached via email at CIRTustate.gov (unclassified) or
o “(classified). 57 &’f

For more 1nformat10n on_the following eventsand,lorCLRI\actlwty, please contact DS/CS/MIRD

Chief Bobby M,;U:,e_r,@/

1.0  OVERVIEW OF MONTIILY ACTIVITY

RADAR Ticket Summary Number of Tickets
1. Open Tickets from previous month(s)

2Please visit our Web site at

2. New Tickets opened this month

3. Total of Open Tickets (142)
4. Total' number of Closed T;ckets

5. Open tickets carried over to next month (3-4)

Monthly Overview of CIRT Activity

US-CERT Events Number of Events
1. Events Generated by US-CERT Reports 22
2. Events Reported to US-CERT (12 Pli, 10 Cyber)

2.0 HISTORICAL ONE YEAR OVERVIEW OF CIRT ACTIVITY
CIRT Reports - Last 12 Months
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3.0 REPORTING GROUPHSCOWRERS

The majority of computer security reports received by the CIRT come from the following

sources:

1) Network Security Monitoring Operations
2) Information System Security Officers (ISSOs) and/or DoS users

3) US-CERT

4) Cyber Threat Analysis Division (CTAD)

5) Other Federal Agencies

4.0 CONFIRMED EVENT TYPES OF CLOSED TICKETS

The following table summarizes confirmed event types of the tickets escalated to the CIRT and

closed during the reported period.

Count

Confirmed Event Type

Description

47 Non-event

Non-event: The ticket was not
considered a computer security issue;
no remediation was required.

120 machine

Malicious Code directed toward internal

Malicious Code directed toward
internal machine: Analysis of network
traffic and/or evidence on the machine
confirmed malicious code was directed
at an internal machine.

27 Email - Phishing

Email - Phishing: The CIRT received
a report of email received by
Department user(s) that attempted to
gain personal information.

8 Operational/Approved Activity

Operational/Approved Activity: The
CIRT received confirmation that the
activity was operational andfor
approved.

25 infraction)

Information Security Issue (violation or

Information Security Issue (violation
or infraction): All information security
issues (improper handling of classified
data) are referred to DS/SI/APD.

network

Unauthorized Hardware connected to DOS

Unauthorized Hardware connected
to DOS network: Unauthorized
hardware was confirmed to have been
connected to the Department's network
(laptops, USB drives, cameras, etc...).

28 Link)

Email - Malicious Payload (Code, Attachment,

Email - Malicious Payload (Code,
Attachment, Link): An email with a
malicious payload was sent to a
Department user.

CIRT Monthiy Repot - June 2006
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Count

Confirmed Event Type

-Description:

Compromised Sgsttnd on 0QS nktwoik

4 Comprommsed System on DOS
[ ] ® "0 o o0 e o
netwaork: Wnauthomzed computers
oe * o ® eo® 9o
have been detected connected to
network.

Suspicious/Abnormai traffic

Suspicious/Abnormal traffic:
Analysis indicated definite
suspicious/abnormal traffic to or from
an internal machine without a
conclusive cause. Depending on the
potential threat, the ISSO may be
advised fo re-image the hard drive.

Machine Patched or Not Vulnerable to Exploit

Machine Patched or Not Vulnerable
to Exploit: CIRT detected a large
number of e-mail messages with PDF
attachments attempting to connect to
an external IP address

Unauthorized Software Installed on DOS
machine

Unauthorized Software Installed on
DOS machine: Unauthorized software
was confirmed to have been installed.

19

Virus/Worm on internal machine

Virus/Worm on Internal Machine:
CIRT has received reports or detected
through monitoring devices possible
virus on DS internal machines.

Undetermined/Unknown

Undetermined/Unknown: The
definitive cause of the event/IDS alert
could not be positively determined.

Violation of Computer Security Policy by DOS
user (CSIP issue)

Violation of Computer Security
Policy: Final analysis indicates that
compliance with computer security
policies was not met. These events are
referred to the appropriate entities for
follow up.

Scan Activity (internal source with no
notification to CIRT)

Scan Activity: Authorized Scanning
activity was conducted but CIRT was
not notified of the activity in advance

19

Spyware/Trojan on internal machine

Spyware/Trojan on internal
machine: Spyware or a Trojan was
confirmed to have been on a machine.
The anti-virus software may quarantine
and delete the code or the ISSO wil
reformat and re-image the hard drive.

Configuration issue (software or hardware on
DOS network)

Configuration Issue (software or
hardware on DOS network.

CIRT Monthly Report — June 2009 3
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5.0 INCIDENTS AND EVENTS OF NOTE
Reported events are escalated to incidents due to their potential threat to the network and/or their
significance to the Department. Additional details can be obtained by contacting the CIRT.

There were multiple events of note during the reporting period, which are summarized in the
table below:

Number : Description

CIRT continues to detect increasing numbers of spear phishing events
targeting users within the Department of State and we are seeing more
frequent instances of malicious code embedded in§ n

. ————— s
attachments in e-mail messages. These attacks are bécoming more
targeted.

Multiple e

Anralyst Note: Due to the pervasiveness of the Iasa
legitimate document format, IT Leadership shc)zmwri(’f strafegies 10
reduce the time required o deploy pulches (o correct’s ‘
vulnerabilities throughout the enterprise. CIRT also advises u ditional
consideration for deploymeni of ¢~ Cyand
workstation filtering. CIRT also advises'io add io Top 5 Challenges.

6.0 CIRT LISTSERV ANNOUNCEMENTS

CIRT posted two (2) announcements to the CIRT ListServ distribution list during the monthly
reporting period. The list is used to rapidly disseminate information to anyone with an interest in
computer security within the Department. For more information on the CIRT ListServ please
visit http:/Imiist.state.gov/archives/cirt. html. The subject lines of notifications CIRT posted are
listed below:

o CIRT Monthly Report
e CIRT Advisory — Malicious E-mail Warmning

7.0 CIRT DATA CALLS
CIRT received no (0) requests for information during the reporting period.

8.0 OTHER CIRT HIGHLIGHTS

o Joint Agency Cybersecurity Knowledge Exchange (JACKE): Representatives from
CIRT attended the J oin't:A?g?:;lcy Cyl)es Knowdedoe Bx@hange Y ATKP)eat the
Department of Commeyge, JA@KE:mpeppgs.ap: wmsorpdﬂgy US-C EﬁT and are

CIRT Monthly Report — June 2009 4 13619.001.327.20090715-CIRT MR - v1.0
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focused on coordina@ing, smaripe imformatipn, AAd Jesppngiteg 3o gatrusiqn sets at the
Secret level and occdr §ne wepldy dasif o InfSumationsodthingd Jfomethe meeting has
allowed CIRT to take protective actionsfor GpenNet Based on the infdrmation provided.
e Daily CIRT Briefings: The CIRT conducts daily 9 A.M. meetings with appropniate
stakeholders to discuss reported events and any other issues. These meetings are held in
SA-20 in the 15th Floor Monitoring and Incident Response Conference Room.
e Cyber Command Center
o CIRT Operations Manager coordinated a site visit on June 17 to the Army
National Guard operations center to begin planning layout for the new Cyber
Command Center.

CIRT Monthaly Report -- June 2009 5 13619.001.327.20090715-CIRT MR - v1.0
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Cyber Security Brief

) ee o 000 o oo
United States Depam:legt Of.Qta!C ee o o o*
Bureau of Diplomattg $equdty? § & ®ee ‘oo

as of June 2, 2009-1400 EST
June 3, 2009

No change from last
reported condition

Current DoS Cyber

Threat Condition
Nuisance cyber attack activity is present
Executive Summary
1. CIRT

¢ Nothing substantial to report

2. Cyber Threat Analysis Division
¢ Daily Read File: (U) Hackers Develop New Method of Hiding from Researchers

3. Personally identifiable information (Pll) loss reported
¢ One passport application missing

4. Classified spillage incident
¢ E-mail containing classified information sent to unclassified DoS system

Geographic Distribution of Computer Incident Response Team (CIRT) Events

st et T v p ez s BNt o Yt vt e brimuan Bab

e
Legend.: » | cvent ® 2 events © 3+ cvents
S S
Cyber Security Brigy as of 12/3/2009 — 1400 EST Page 1 0t 17
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Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time}
Spam Biocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,194,544 Previous day:133
Month to date - June: 1,194,544 Month to date - June: 133
Year to date for 2009: 250,985,641 Year to date for 2009: 20,248
Cyber Security News Headlines
10 Key Tasks of the Cybersecurity Czar [Source: govinfosecurity.com]
Obama: Battling Cyber-Turf Wars [Source: newsfactor.com]
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Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD

e An e-mail attachment containing unmarked claeelfoed» matesiel wassembto an unclassiigdess o
DoS system. The e-mail was sent from a U. So govefnment-e-nt;ty outS|de the E)epartrpent o0

of State. DS/ADP and appropriate contacts have been notlﬂed‘bf thts mudent' see o es0 o

US-CERT Coordination
¢ Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (U) Hackers Develop New Method of Hiding from Researchers

(U) Key Highlights:

e Cybercrime forum registrants have developed a new technioue to avnid heing fracked

(U) Source Paragraph: “In addition to online hackina manv hackare nftan fi

e Researchers can overcome this obstac/e%k
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Appendix A —CIRT Event Summaries,: .02 % "3 % *ee ®ee 5°8 0ol ®o® et *uf
Legend: | OpenEvents: 15 Closed Events: 4 .
Ticket Number: o 5 Locatior N )
ol 5’;::1 TSR 4
Date and Time Ticket Created: 05/29/2009 1258 GM J#’i’ffécted Bureau: EUR Lp }"*
Event Description
US-CERT notified CIRT about suspicious traffic.
Current Status
2 Jun: CIRT received a response from the ISSO that the incident is in the process of
being researched.
Status History
29 May: CIRT provided the ISSO remediation instructions via Classified e-mail.
1 Jun: CIRT requested a status update from the ISSO via e-mail.
Ticket Number: k ) Location-
Date and Time Ticket Created: 05/21/2009 1656 GMT Affected Bureau: NEA b 2%
// f

Event Description

An employee notified CIRT that he had received a suspicious e-mail message with a PDF
attachment.

Current Status
2 Jun: CIRT sent another expedited request to the CISO and proper contacts. CIRT will
telephone the ISSO during Post’s operating hours to request an update.

%0 o7 0%e 3% fes "Te "t B S St St
R L N I B I P
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 4 of 17
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Status History

22 May: CIRT requested that the 1ISSO determinedf hé flessdda was’ Spendd ardeletads 16 |
the message was opened, CIRT requested thatthe 1SS0 3e—ir°n'eg§e e op'eraﬁné s‘yszem.:

26 May: CIRT requested a status update from the 550Viae-mai.. °° °*° ot
27 May: CIRT requested a status update from the ISSO via e-mail.
28 May: CIRT called the ISSO requesting a status update.
29 May: CIRT requested a status update from the ISO and IPO via e-mail.
1 Jun: CIRT expedited this ticket to the CISO for further assistance.

Ticket Number{{ Location:/ S

Date and Time Ticket Created: 05/21/2009 1657 GMT Affected Bureau: EAP

Event Description
An employee notified CIRT that he had received a suspicious e-mail message with a PDF
attachment.

Current Status
2 Jun: CIRT sent another expedited request to the CISO and proper contacts. . CIRT
will telephone the ISSO during Post’s operating hours to request an update.

Status History

22 May: CIRT requested that the ISSO determine if the message was opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

24 May: CIRT requested a status update from the ISSO via e-mail.

26 May: CIRT requested a status update from the 1ISSO via e-mail.

27 May: CIRT requested a status update from the ISSO via e-mail.

28 May: CIRT called the ISSO requesting a status update.

29 May: CIRT was informed that the Post was closed due to a local holiday.

1 Jun: CIRT expedited this ticket to the CISO for further assistance.

: Location: .,/ ;
y i =

Ticket Numbeif

a4

Date and Time Ticket Created: 05/27/2009 1615 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts targeting DoS personnel.

Current Status
2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

Status History
28 May: CIRT requested that the |IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.
29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.
1 Jun: CIRT received an update trom the ISSO that this event is in the process of being

researched and remediated.
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TicketNumber:é‘ y oo eee I;ocgltionzr

W
S

.
® @9 0O @
Y . .
]

Date and Time Ticket Created: 05/27/2009 1742 GMT 3.. [*AffarfedtBaireat: QOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts targeting DoS personnel.

Current Status
2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

Status History
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.
29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.
1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

Ticket Number: E Locationg/ /

Date and Time Ticket Created: 05/28/2009 1524 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts targeting DoS personnel.

Current Status
2 Jun: CIRT requested a status update from the IT Service Center via telephone. The
ISSO is currently researching the incident and will contact CIRT with an update at
his next opportunity.

Status History
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. if
the message was opened, CIRT requested that the 1ISSO re-image the operating system.
29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.
1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

E
i - e

Ticket Number: / Location: )

Date and Time Ticket Created: 05/27/2009 1853 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-rnail attempts targeting DoS personnel.

Current Status
2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

Status History
28 May: CIRY reguested that the IT Service Center direct the ISSO {o determine if the user

P
It N I U R ST LN
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had received the suspicious message and if thg megsage had been opened or delege.q If

the message was opened, CIRT requested the§ thedpSQ re-inagg tite oyerat.ng'syslcm
29 May: CIRT requested a status update from th,IT Sepvitg Cepleraad & prail ghdspiione.
1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

S

Ticket Number: 7 o Location i

i

Date and Time Ticket Created: 05/27/2009 1915 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts targeting DoS personnel.

Current Status
2 Jun: CIRT sent a request to the IT Service Center that the remediation steps
addressed in the initial request must be implemented.

Status History
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. [f
the message was opened, CIRT requested that the ISSO re-image the operating system.
29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.
1 Jun: The IT Service Center informed CIRT that remedial actions have taken place. CIRT
requested that the IT Service Center provide further details regarding the remedial actions.

Ticket Number: Locatior

Date and Time Ticket Created: 05/21/2009 1332 GMT Affected Bureau: NEA

Event Description
CIRT received information from US-CERT of possible malware being directed at a DoS
workstation.

Current Status
2 Jun: CIRT received updated ISSO contact information and resent the initial
notification to the correct contact.

Status History
21 May: CIRT requested that the ISSO search for specific files and reimage the operating
system if the files are found.
22 May: CIRT sent a status request email to the ISSO found.
2€ May: CIRT requested a status update from the ISSO via e-mail.
27 May: CIRT called and left a voicemail for the ISSO to provide a status update.
28 May: CIRT requested a status update from the ISSO via e-mail and phone.
29 May: CIRT requested a-statueupdate fnom(he IGO and @ via e-mail. e

Cyber Security Bricf as of 12/3/2009 — 1400 EST Page 7 of 17
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: :]’icket Number / Locatior ™
Date and Time Ticket Created: 05/21/2009 1845 GMT Affected Bureau: NEA
Event Description —

_-CIRT detected a malicious code exposure attempting

ipBmee et

LN
T

Current Status
2 Jun: CIRT received an update from the iSSO that remediation actions are being
completed.

Status History

21 May: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

22 May: CIRT requested a status update from the ISSO via e-mail.

26 May: CIRT requested a status update from the [SSO via e-mail.

27 May: CIRT requested a status update from the ISSO via e-mail.

28 May: CIRT requested a status update from the ISSO via e-mail.

29 May: CIRT requested a status update from the ISO and IPO via e-mail.

1 Jun: CIRT requested a status uipdate from the ISSO via telephone. The 1SSO is in the
prcecess of remediating and will provide further details shortly.

L P

Ticket Number:{ Location:

Date and Time Ticket Created: 06/01/2009 1125 GMT Affected Bureau: AF

Event Description
CIRT detected the download of an executable onto a DoS workstation.

Current Status
2 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
1 Jun: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

Y
LS

| Ticket Number: ~ o Location;
— e e aa saa.a s s ee ee els ees e~ _eee oo
' o ® T e (s
A : : o: : o: : .o .o :.o . . : o: : :
L J . *
'.: ..: : ..: : ... ... [ ] L] o0 e o0
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Date and Time Ticket Created: 06/01/2009 1156 GNiJ ,,..| Affegted Bureay; WHA, ..

* o
: : :. : * : e e L] [ ] o oo : :
Event Description eo’ oo o% fee 2%0 et We” 02 2

CIRT detected the download of an executable onto a DoS workstation.

Current Status
2 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
1 Jun: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

Ticket Number: Location

Date and Time Ticket Created: 06/01/2009 1503 GMT Affected Bureau: DOM

Event Description
US-CERT notified CIRT concerning suspicious traffic.

Current Status
2 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if it had been opened or deleted. If the message was opened, CIRT
requested that the ISSO remove the workstation from the network and await further
instructions.

Status History
N/A - New Event

Silile

o =y ) H
Ticket Number: ) Location:.
Date and Time Ticket Created: 06/01/2009 1325 GMT Affected Bureau: DOM
Event Description L ;
US-CERT notified CIRT of suspicious{i Sshat may represent a security issue.

e

Current Status
2 Jun: CIRT is awaiting the results of an antivirus scan.

Status History
1 Jun: The ISSO informed CIRT that;

Cvber Security Brief as of 12/3/2009 — 1400 EST Page 9 of 17

Sensitive But Unclassified



Sensitive But Unclassified

Ticket Number: | S | Location,”

Date and Time Ticket Created: 05/27/2009 0919 GMT Affected Bureau: NEA

Event Description
The ISSO informed CIRT of a potential violation of computer security. Additional details are
available on CLAN.

Current Status
2 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History

27 May: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

28 May: CIRT requested a status update from the ISSO via e-mail.

29 May: CIRT requested a status update from the ISSO via e-mail.

31 May: CIRT requested a status update from the ISSO via e-mail.

1 Jun: CIRT received an update from the ISSO that this event is in the process of
remediation.

US-CERT Category: CAT 3 (Mahmous Code) , o
Event Type Conf:rmed Malicious Code dxrected towards an mtema! machme

Ticket Number- / o e Locations__ S

-wi v, —

-

Date and Time Ticket Created: 06/01/2009 0743 GMT Affected Bureau: WHA

Event Description
CIRTﬂetected a DoS workstation accessing a suspicious website known to host malicious
7 An executable was downloaded from the website.

.

Final Action
2 Jun: The ISSO reported that the registry change was identified and the PC was
removed from the network. The PC will be re-imaged prior to being replaced on the
network.

Status History
1 Jun: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the [atest paiches from IRM Patch Management.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 10 of 17
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= | US-CERT Category: CAT 63 X,&Q;S@ﬁm) S
Event Type Confirme: Informiation Semt‘y ﬂwe‘mommn.am@btm

T

-

Ticket Number: Location:

Date and Time Ticket Created: 06/01/2009 1512 GMT Affected Bureau: DOM

Event Description
Personally ldentifiable Information (PIl) may have been breached or disclosed to
unauthorized third parties.

Final Action
2 Jun: This event has been referred to US-CERT and the Privacy Team.

Status History
N/A - New Event

US~CERT Category CAT 6 (lnvestagatlon)
Event Type Conflrmed Non-event

=

Ticket Number . Locatiot

Date and Time Ticket Created: 06/01/2009 1825 GMT Affected Bureau: DOM

Event Description
CIRT was notified of a Classified Spillage.

Final Action
2 Jun: DS/ADP and appropriate contacts have been notified of the possible classified

spillage.

Status History
N/A - New Event

, _US-CERT Category CAT 6 (lnvesttgahon)
Event Type Confarmed Scan Achvaty (mtema\ source with no notlﬂcatlon fo ClRT)

R

S it

Ticket Numbet " Location:'
. Date and Time T|cket Created; OQ/QZIZOOQ. 52 .G.M'I" o bA.ffe‘ct ed Bureau; NEA
- ) F Y A A ry a ..t 8 [ A ¥ 5 a
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Event DeSC"pthl’\ o ° o s o o o0 o0 o o0 o

RCSO NEA requested assistance with susplmous act:viy concemlng.the §erve'rs mRWadh’ b o

Final Action
2 Jun: CIRT received confirmation from the Scanning Team that they were performing
routine scanning.

Status History
N/A - New Event

Cyber Secuirity Brief as of 12/3/2009 - 1400 EST Page 12 of 1/
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.. .Q. . [ X ] 0. . 200 o
Appendix B — Compliance & Vulnenabjmg:§ gﬂn_zr_?_g' gqtfsiiéé N
VULNERABILITY TOTALS:
Total Critical Vulnerabilities: 9,347
Total High Vulnerabilities: 489,838
Top 10 CRITICAL VULNERABILITIES
Vulnerabuht P Sl ;;,,;,Count
yi s s = Score»:r A
: 10.00 1565
1] 1000 | 1163
1
‘1 10.00 1120
10.00 810
10.00 509
10.00 508
10.00 421
10.00 394
10.00 311
10.00 218
Tor 10 HIGH VULNERABILITIES
O o CVSS
l . Vulnerability . Score Count
‘ 9.30 22430
7.00 21831
9.30 20298
J 9.30 20259
17930 | 20060
9.30 19499
9.30 11785
| 930 | 41328
R I N L U ICTE I )
® o o ¢ ® o L 3 o o © e o o e e o
0 0668 © 060 o o0 [ X J L ] [ ] [ ] L X J e
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’Cumulative Security Update , 9.30 ] 10674 ]
i ‘;..3 :'I ... : ... ..Q ..Q : .0 ® 999 oo
T, - *“‘i: :0 : . ° ® o ° . Y :o : :o : :
L X ] o000 [ ] :.. :.: ... ... : : : :.. :..
Top 10 MOoST COMMON VULNERABILITIES
Sy e s i aa e s b CVSSe kL
] P Vulng/rablllty . : e a0l Score | Coun,t,
Tl 510 | 24169
[ 930 | 22430
7.00 21831
9.30 20298 o
930 | 20259 | e
9.30 20060
9.30 19499
9.30 11785
9.30 11328
,. 9.30 11288
Tor 10 COMPLIANCE FAILURES
Configuration Setting = L Count
' ' - 63183
62974
62972
60925 ,
60709 o
¢
60708 L{Y
53571
51949
43957
41510
[ X ] [ X N ] L ] ® o [ X ] *® @ e o080 [ ] [ X X ] o0
e o o0 s o0 0% "o 2% %Y W
..: ..: : ..: : ... ... ... : ... ..: ..:
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Appendix C — DoS Cyber Condition:(€ybe

ed

iG

o) Bevele 1+ F i i 4

Significant cyber attacks
are currently occurring

Degradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require un immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.
Sensitive information in the enterprise is
at high risk of compromise.

Disconnection of internet
connectivity

Task Force initialization
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
Communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
respounse.

Network infirastructure throughput is
noticeably diminished.

Cormmon network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyker Security Brief
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- ELEVATED
M(\)(yiérateA cyt\)vér éﬁaéks
are imminent

Increased risk

Limited malicious activity e%e 3°°
Intelligence indicates general thréats®

Specific incidents reported and under®
review

Afttacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at some risk of compromise.

L L] [ X ] o0 o 000 o o000 oo
[ ] ¢ & o L o o e o o o
L e o [ ] ° o oo o oo o @
L] [ X X} L] e o o e o e o
e o o oo o0 e o ® oee oo
e Ensure protective measures

implemented

e Increase backups, audits, etc.

e Verify response action plans & staff
ready

e Document changes in cyber security
posture

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise. ,

Existing countermeasures are likely to be
adequate to counter this threat

e Maintain regular security monitoring,
scanning, & remediation operations
e Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight visk of compromise.

e Maintain regular security monitoring,
scanning, & remediation operations
o Verify status of protective measures

Cvber Security Brief
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Appendix D — Intranet Web Links of Interest

*>-0-@ L ) [ ] (X ] ®*® © 00 o 006 oo
e o ee o0 S8t % 22, 2t .
Within the Office of Computer Securitde® see “e® oo 2°8 o00® 00® o & 2 2ee 2o°
e Awarencss
Periodic Update: http://cs.ds.state.gov/ETPA/ETPA 03.cfim
e Computer Incident Response Team (CIRT)
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
e  Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state. gov/CTAD/CTAD 07.cfim
e The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm
QOutside of the Office of Computer Security
¢ Cyber Security Incident Program
Periodic Update: http:/csip.ds.state.gov
e Enterprise Network Management
Periodic Update: hitp://enm.irm.state.gov
e The Office of Information Assurance
Periodic Update: hitp://ia.irm.state.gov/
e Patch Management
Periodic Update: hitp://enm.irm.state.gov/nlm/patcly/Default.htm
e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state. gov/si/AntiVirus.html
The CIRT welcomes all constructive feedback to the daily Cyber Security Brief
If you have feedback for the CSB, please send it to CIR T{@state.gov
e o000 o ® o [ X ] e 0 o eoo L ] [ XX ] [ X ]
e eo s o0 0 e "e 2% 2 L
.: ..: : ..: : ... ... ... : ... ..: ..:
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Cyber Security Brief

United States Departra®8t 8f*3tade *®e ¢ *%e *%s
Bureau of Diplomaisc Secitye .E E . : . o:.

as of June 4, 2009-1380 ¥ ®
June 5, 2009

Increased from last

Current DoS Cyber - reported condition
Threat Condition ELEVATED of "Guarded"

Moderate cyber attacks are imminent

Executive Summary
1. CIRT
* CIRT continues to notify DoS ISSO’s due to a large spear-phishing attack

2. CTAD Daily Read File
» (Classified content)

Geographic Distribution of Computer Incident Response Team (CIRT) Events

£ uEal s T i g Pt Bepatiowal i 3 Sickds fam belman sieh

0@

Legend: o [ event D 7 cvents & 3+ evenss
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Personally identifiable information (PIl) loss reported jes eee o .
¢ Nothing substantial to report et e e o e
L] [ ) [ ]

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
¢ A classified document was sent via e-mail on OpenNet in Istanbul. This event has been
referred to APD.

US-CERT Nothing substantial to report Coordination
+ Nothing substantial to report

Compliance & Vuinerability Scanning
o See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FiLE: (Classified content — See CTAD Daily Read File on ClassNet for details)

Virus incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 862,421 Previous day:142

Month to date - June: 2,994,328 Month to date - June:424
Year to date for 2009: 252,785,425 Year to date for 2009: 20,539

Cyber Security News Headlines

is the Hacking Threat To National Security Overblown? [Source: wired.com]
U.S. Nuclear Information Leaked on GPO Web site [Source: eweek.com]

Cyhor Security Bricf as of 12/3/2609 — 1400 EST Page 3 <19
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b
Appendix A —CIRT Event SUMMAarieS®s ..5 ¢ 5 % ®ue ®ue 300 .08 0.0 0238

Legend:

Ticket
r "‘Or

Cyber Sccurity Brief
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Date Post e Post_ s Date
Opened Response Remediating Closed
June 02 X
June 03 June 03
June 03 June 03
June 03 June 03
June 03 June 03
June 03 X
June 03 June 04
June 03 June 04
June 03 June 04
June 03 June 04
June 03 June 04
June 03 X
June 03 June 03
June 03 June 04
June 03 June 04
June 03 X
June 03 X
June 03 June 04
June 03 X
June 03 X
June 03 X
June 03 June 04
June 03 X
June 03 June 04
June 03 June 04

tep PoJune03 9 3 e 2.
:2 [ X ] .:. E E E:. E.:
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Ticket

T ~~ation
Number

- o (X X ® o-o-0-
e o o e » o
e o oo o o
e 5 o e o o
oo X X ° °

Cyber Security Brief

Date A\A[;iztng .Post is : s Date
Opened | pocbahsns| s Ranelidtig *T. o Closdd ",
JUneOB : oo: : : : 'o. .l. :': oo: .o'
June 03 X
June 03 June 04
June 03 X
June 03 X
June 03 X
June 03 June 04
June 03 June 04
June 03 X
June 03 June 04
June 03 X

| June 03 June 04
June 03 X
June 03 X
June 03 June 04
June 03 June 04
June 03 June 04
June 03 X
June 03 June 04
June 03 X
June 03 X
June 03 X
| June03 June 04
June 03 X
_ | June 03 X
June 03 X
| June 03 X
| June 03 June 04
June 03 June 04
:1 June 03 June 04
>i| June 03 June 04
“| June 04 June 04
il June 04 X
] June 04 June 04
i June 04 June 04
June 04 June 04
June 04 X
June 04 June 04
June 04 X
June 04 X
June 04 X
June 04 X
June 04 X
+June 04 X
: June 04 X
; June 04 June 04
: June 04 June G4
as of 12/3/2009 — 1400 EST Page % of 19
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(Malicious Code) =
ed System on a DoS network
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Date and Time Ticket Created: 05/29/2009 1258 GMT. . o .Affected Bureau: EUR

Event Description E :E
US-CERT notified CIRT about suspicious traffic.

Current Status
4 Jun: CIRT is awaiting confirmation from the ISSO that the hard drive has been
shipped.

Status History
29 May: CIRT provided the ISSO remediation instructions via Classified e-mail.
1 Jun: CIRT requested a status update from the ISSO via e-mail.
2 Jun: CIRT received a response from the ISSO that the incident is in the process of being
researched.
3 Jun: CIRT received an update from the ISSO that the hard drive will be shipped out and a
tracking number will be provided.

Ticket Number Location:é -

Date and Time Ticket Created: 05/21/2009 1657 GMT Affected Bureau: EAP

Event Description
An employee notified CIRT that he had received a suspicious e-mail message with a PDF
attachment.

Current Status
4 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History

22 May: CIRT requested that the ISSO determine if the message was opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

24 May: CIRT requested a status update from the ISSO via e-mail.

26 May: CIRT requested a status update from the ISSO via e-mail.

27 May: CIRT requested a status update from the ISSU via e-mail.

28 May: CIRT called the ISSO requesting a status update.

29 May: CiRT was informed that the Post was closed due to a local holiday.

1 Jun: CIRT expedited this ticket to the CISO for further assistance.

2 Jun: CiRT sent another expedited request to the CISO and proper contacts. CIRT
telephoned the ISSO during Post's operating hours to request an update.

3 Jun: CIRT received an update from the ISSO stating that he is in the process of
remediating the incident.

i T
| Ticket Number: \} Lccatior N
Zyber Security Brief as of 12/3/2009 — 1400 EST Page 7 0f 19
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Date and Time Ticket Created: 05/27/2009 1615 GM,, | Affected Byreay:,DON,,

® & & [ ] > o @ L] - E :.. :
e o oo L [ ] e o L L ] [ ] (] LR J C
Event Description ee’ see "o’ e "0 o0’ e’ 3 o e oen :

CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Current Status
4 Jun: CIRT received an update from the IT Service Center that the ticket is still in the
remediation process.

Status History

28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT received an update from the ISSO that this event is in the process of being
researched and remediated.

2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

3 Jun: CIRT contacted the IT Service Center via phone and was informed that the ISSO is
still examining this event.

Ticket Number, Location:
%,

Date and Time Ticket Created: 05/27/2009 1742 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Current Status
4 Jun: The IT Service Center informed CIRT that they are currently awaiting feedback
from SES Administrators.

Status History

28 May: CIRT requested that the IT Service Center direct the 1ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

3 Jun: CIRT received an update from IT Service Center that the ticket has beer recreated in
the proper ticketing system and resent 1o the proper ISSO.

T e

Ticket Number: | ! Loca.tion;;

3

e,

1
¢ /;
s Eal

Cate and Time Ticket CAr.e.a"ited: G5/28/2009 1524 GMT Affected Bureau: DOI !

-1 —

- A A g

Event Description

CIRT was notified by US-CER¥ ptespegr phighthg esmatieatigihipts ccqtiairing g PCF
; : ] [ I ] [ ]

o oo
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attachment, which target DoS personnel.

L X LN ) L] L] L ] LR J e® & o009 & o000 P

e o ss o s s e s e o s o e P

CurrentStatus : ° :.. ... :.. : : ... ... : : : :.O :
4 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History

28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

2 Jun: CIRT called the ISSO for an update. The ISSO is currently researching the incident
and will contact CIRT with an update at their next opportunity.

3 Jun: CIRT requested a status update from the 1ISSO via e-mail.

Ticket Number: | Location:

s o

D

Date and Time Ticket Created: 05/27/2009 1853 GMT Affected Bureau: DOM

Event Description

CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Current Status

4 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History

28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was openec, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

2 Jun: CIRT requested a slatus update from the IT Service Center via e-mail.

3 Jun; CIRT requested a status update from the ISSO via e-mail.

Ticket Number: | Location:

e p—

Date and Time Ticket Created: 05/27/2009 1915 GMT

Affected Bureau: DCM

i

Event Description

CIRT was nctified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, wnich target DoS personnel.

Current Status

4 Jun: The ISSO informed CIRT that he is in the process of contacting the user to
remediaie the incident. The ISSO will contact CIRT with any updates.

. Status History

28 May: CIRT requested that #ye PP Segvi ce‘COn*er-d; t h21I8€ to

etergmpmf the user

op e
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had received the suspicious message and jf the message had heen gpenggd ¢r deleted, ,If
the message was opened, CIRT requested that-the IGSO-re—lrgage‘the operdging, sygen.

29 May: CIRT requested a status update fron the [T Igrvice, Center yigteypailargd phong, .

1 Jun: CIRT received an update from IT Service Center that remediation actions have taken
place. CIRT requested that the IT Service Center provide further details regarding the
remediation actions taken.

2 Jun: CIRT sent a request to the IT Service Center that further remediation actions
addressed in the initial request need to be taken for this incident.

3 Jun: CIRT called the ISSO to confirm that the incident is still in the process of being
remediated.

Ticket Number' | Location: a4

— T

s, v

Date and Time Ticket Created: 06/01/2009 1125 GMT Affected Bureau: AF

Event Description
CIRT detected the download of an executable into a DoS workstation.

Current Status
4 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
1 Jun: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
2 Jun: CIRT requested a status update from the ISSO via e-mail.
3 Jun: CIRT requested a status update from the 1ISSO via e-mail.

Ticket Numbéf: ‘ Location ,

P

Date and Time Ticket Created: 06/01/2009 1503 GMT Affected Bureau: DOM

Event Description
US-CERT notified CIRT about suspicious traffic.

Current Status
4 Jun: CiR7 requested a status update from the IT Service Center via e-mail.

Status History
2 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. it the rnessage was opened,
CIRT reqguested that the ISSO remove the workstatiort trom the network and await further
instructions.

3 Jun: CIRT received confirmatgor frong I'T Semge Cqmﬂrzhgt meyeqt B hegprocess of

LJ A.- @ *® o o

e o e o . ' L . . . e o e o ©
e® o000 O ... e oo oe L [ ] [ ] (XX ) LN )
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being examined.

*e o000 [ ] L] L ] L X ] o & 6060 » o0

o & o o o _ 0 e _o o [ o _®

e & 0 [] [] e o *® L] ® o9 ® o0

¢ @ o e o o o000 e o o [ N
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Ticket Number: l.ocatiopr j '

T oee L J

Date and Time Ticket Created: 06/04/2009 1206 GMT Affected Bw’rureau: DOM

Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly
downloading a malicious executable.

Current Status
4 Jun: CIRT requested that the ISSO search for specific files and reimage the
workstation if they are found. CIRT also requested that the ISSO perform an
antivirus scan and verify that the workstation is up-to-date with all of the latest
patches from IRM Patch Management.

Status History
N/A - New Event

Ticket Number: Loocation:
Date and Time Ticket Created: 06/03/2009 2115 GMT Affected Bureau: SCA
Event Description ~
CIRT detected the connection of an unauthorizer ) aptop to the DoS OpenNet
network. This event involved an.’ . )
-

Current Status
4 Jun: CIRT requested that the ISSO search for the unauthorized hardware and remove

it from the Do3 network.

Status History
N/A - New Event

nknown o

™
1/‘

Location (

Ticket Number::

TR PPN —

Date and Time Ticket Created: 0§/03440Q9 Z008,GMT .. |Atfegted Eureau: ENR
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Event Description

T e ® ee o0 o ee0 o cee

The ISSO in Baku reported the installation of:: e 5T s 0% %e it es o e
. o 0 ¢ o o ooe . ¢ o o o o
f\ e o600 o o9e 9 © o0 o0 o o ’:

——-e\_/ ot N
Current Status

4 Jun: CIRT requested from the IT Service Center that the ISSO coordinate with the
SMS team to determine the origin of the traffic.

Status History
N/A - New Event

Ticket Number: Location:

Date and Time Ticket Created: 05/27/2009 0919 GMT Affected Bureau: NEA

Event Description
The ISSO informed CIRT of a potential violation of computer security. Additional details are
available on CLAN.

Current Status
4 Jun: CIRT telephoned the ISSO and left a voicemail requesting an update.

Status History

27 May: CIRT requested that the ISSO search for specific files anda remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

28 May: CIRT requested a status update from the ISSO via e-mail.

29 May: CIRT requested a status update from the 1ISSO via e-mail.

31 May: CIRT requested a status update from the ISSO via e-mail.

1 Jun: CIRT received an update from the ISSO that this event is in the process of
remediation.

2 Jun: CIRT requested a status update from the ISSO via e-mail.

3 Jun: CIRT recuested a status update from the ISSO via e-mail.

| "US:-CERT,-jCQtegofy: CAT3 (Malicious Code) o
_Event Type Confirmed: E-mail - Phishing.

1 Ticket Number:,’ ! Location: ‘
:'. ‘“(—‘ - ; l ! ! Em‘ ol e, e
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Date and Time Ticket Created: 05/21/2009 133

Event Description o o006 o ees o o oo oo o
CIRT received information from US-CERT of possible malware being directed at a DoS
workstation.

Final Action
4 Jun: The ISSO informed CIRT that the e-mail in question was not found on the
workstation. A full virus scan was performed and no threats were detected.

Status History

21 May: CIRT requested that the ISSO search for specific files and reimage the operating
system if the files are found.

22 May: CIRT requested a status update from the ISSO via e-mail.

26 May: CIRT requested a status update from the ISSO via e-mail.

27 May: CIRT requested a status update from the ISSO via telephone.

28 May: CIRT requested a status update from the ISSO via e-mail and phene.

29 May: CIRT requested a status update from the ISO and IPO via e-mail.

1 Jun: CIRT expedited this ticket to the CISO for further assistance.

2 Jun: CIRT received updated 1SSO contact information and resent the initial notification to
the correct contact.

3 Jun: CIRT received an update from the 1ISSO that this event will be examined tomorrow.

Ticket Number: - v Location

Date and Time Ticket Created: 06/04/2009 0252 GMT Affected Bureau: EAP

Event Description
A suspicious e-mail with an attachment was directed towards a DoS user.

Final Action
4 Jun: CIRT received confirmation from the ISSO that the workstation is being
reimaged.

Status History
N/A - New Event

- . US~CERT Category CAT 3 (Mahc:lous Code)
Event Type Conflrmed Mahmous Code dlrected towaros an mtemal machlne

= S

Ticket Number: Location.

B

Date and Time Ticket Created: 05/21/2009 1845 GMT Affected Bureau: NEA

Event Description

e et e/
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Final Action
4 Jun: The ISSO reported that no unau*- -~~~ 1~~ reiara faning gnd that a virus scan
_was performed with negative results.

5

i .
%L. //,

I3 55 4

Status History

21 May: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

22 May: CIRT requested a status update from the ISSO via e-mail

26 May: CIRT requested a status update from the ISSO via e-mail.

27 May: CIRT requested a status update from the ISSO via e-mail.

28 May: CIRT requested a status update from the ISSO via e-mail.

29 May: CIRT requested a status update from the ISO and IPO via e-mail.

1 Jun: CIRT called and spoke with the ISSO, requesting an update. The ISSO is in the
process of remediating and will provide further details shortly.

2 Jun: CIRT received an update from the ISSO that remediation actions are being
completed.

3 Jun: CIRT received confirmation from the ISSO that this workstation will be removed from
the network and reimaged. CIRT reauested confirmation once the workstation has been
removed from the network.

1 US—CERT Category CATS6 (Investlgatlon) :
‘ Event Type Conflrmed Information Securlty Issue (v1olat:on or mfractlon)

=

S ~

k3
i

Ticket Number: - Location: . A

Date and Time Ticket Created: 06/04/2009 0749 GMT Affected Bureau: EUR

Event Description
CIRT has been notified of a Classified Spillage in Istarbul.

Final Action
4 sun: This event has been forwarded to the APD group for remediation.

!

Status History
N/A - New Event

[

i,
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Appendix B — Compliance & Vulne)'dblltty Scahmrfq S'tatlstlcs ‘
VULNERABILITY TOTALS:
Total Critical Vuinerabilities: 9,030
Total High Vulnerabilities: 485,226
TOP 10 CRITICAL VULNERABILITIES
V“'"erab"'ty»;;(‘,:f,,ﬂm,wz; Goa ] stere | P
10.00 1476
10.00 1168
10.00 1103
10.00 811
1 1000 | 533
A 10.00 503
;
| 10.00 390
\[ 10.00 326
| 1000 | 227
—d/| 1000 | 203 |
Topr 10 HIGH VULNERABILITIES
: : — CVSS
e ... Vulnerability ) e Score Count
9.30 22085 |
7.00 21421
9.30 19907
9.30 19852
930 | 19657 | k-
9.30 18941
9.20 1357
)| 930 | 1133 |
IR I R 2 ST RN I O ,«) o930 | P1009 |
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L

. M 930 | 9961
RN RIS A N
e’ o *.° . b4 .....:: ::..:.

Tor 10 MosT COMMON VULNERABILITIES
A ~Vuinerability g(\:losr?a Coukn‘,t
B 510 | 24162
9.30 22065
7.00 21421
9.30 19907
9.30 19852
9.30 19657
9.30 18941
9.30 11357
9.30 11318
9.30 11009
g
Tor 10 COMPLIANCE FAILURES

| Configuration Setting Count
' 63292 |

63019

63017

31048

60826

60824

53718

51988
. 44007 |
j 35986 |
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Appendix C — DoS Cyber Conditig ﬁ fCyberCon):Level:

Significant cyber attacks
are currently occurring

o Degradation, denial, or destruction of

systems

+ Highly sophisticated attacks

* Major tensions within country /
significant catastrophic events

o DoS is unable to execute its diplomatic

mission

o  Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

e Network infrastructure throughput is
severed.

o Common network services are disrupted.

o Sensitive information in the enterprise is
at high risk of compromise.

Disconnection of Internet
connectivity
Task Force initialization

Documented Remediation Steps
completed and verified prior to re-

connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

o Widespread malicious activity

¢ Intelligence indicates targeted activity

¢ Increase in sophisticated recon and
probes

¢ Heightened tensions within country or
major event

o DoS must resort to alternative
communications means to execute its
diplomatic mission

o Aftacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

e Network infrastructure throughput is
noticeably diminished.

o Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to

pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Brief
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" ELEVATED

Moderate cyber attacks
are imminent

Increased risk

Limited malicious activity e%e ¢°* %
Intelligence indicates geneEalI:thc:régts: .*
Specific incidents reported and under
review

Attacks targeting vulnerabilities within

the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at some risk of compromise.

implemented

ready

posture

Ensure protective measures

Increase backups, audits, etc.
Verify response action plans & staff

Document changes in cyber security

B

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Existing countermeasures are likely to be
adequate to counter this threat

Maintain regular security monitoring,

scanning, & remediation operations

Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Common neiwork services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Maintain regular security monitoring,

scanning, & remediation operations

Verify status of protective measures

Cyber Sccurity Brie”

as of 12/3/2009 -- 1400 EST
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Appendix D — Intranet Web Links of Interes

.0 [ X 1] ® L ] ® L 2 ) 8% % 6860 © 08 oo
o o @ ® o ° o o o [ J ® o [ 2 ] o o
Within the Office of Computer Secég' ::. :.o E.. E'E .:. .:. E E' E E:. E.:

® Awarenecss
Periodic Update: http://cs.ds.state.gov/ETPA/ETPA 03.cfm

e Computer Incident Response Team (CIRT)
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfin
e Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/ CTAD/CTAD 07.ctm
e The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm

e  Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm

QOutside of the Office of Computer Security

e Cyber Security Incident Program
Periodic Update: http://csip.ds.state.cov

e Enterprise Network Management
Periodic Update: http:/enm.irm.state.gov

e The Office of Information Assurance
Periodic Update: http://1a.1rm state.gov/

e Patch Management
Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.htm
e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/Anti Virus.html

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief
If you have feedback for the CSB, please send it to CIRT(@state.gov

o0 000 e o o0 e® o & oo [ [ X X ] (X}
® [ ] o o (X X ® & o e o O
e o oe o oo o [ ] [ o o [ [ d e o o
o o [ ] [ N o & © ¢ o o o o O
o0 000 © 000 o o0 [ X ] [ ] [ ] L] LA X ] (X ]
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Cyber Security Brief

United States Depftifient,@f Statg §

Bureau of Diplorigfc Seuidty o

as of June 8, 2009-1400 EST
June 9, 2009

Current DoS Cyber

Threat Condition No change from

previous condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT
e CIRT continues to notify DoS ISSOs due to a large spear-phishing attack

2. Cyber Threat Analysis Division
¢ Daily Read File: (U)
e Weekly Telewall Report

3. Classified spillage
e Classified files sent via OpenNet

Geographic Distribution of Computer Incident Response Team (CIRT) Events

'3
®
Legeind: ® | event ® 2 events & 5 cvenis

o0 o0 L] one © o oo (X ] e o e oo0 oo

® e o e o o L X X ] L] e o o [ J e o
e ¢ o0 [ ] [ ] e o L] L] e oo e oo e o
e o o e o o e o o [ ] e o [ N ] LI J
o [ X X ] L] [ ] L ] [ X J o0 & ¢060 & 000 o0
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Personally identifiable information (Pt) loss reportep.: ees s ooe o 00
¢ Nothing substantial to report s s er e ee e e
o 000 : : L] ...

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD

e A classified spillage occurred in Washington D.C. Classified documents were scanned

and sent via OpenNet. This incident was reported to APD.

US-CERT Coordination
e Nothing substantial to report

Compliance & Vulnerability Scanning
o  See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: ("¢

(SBU) Key Highlight
*

{SBU) Source Paragr

Telewall Activity from 05/30/2009 to 06/06/2009

247,989 Calls Logged
0 Calls Blocked
8 911 Email Alerts
1 Reports Run for External Customers

Notable Events:

¢%e 3°° o%0 38° N@Qnec, °°, 20 P it e,

Cvber Security Brief as of 12/3/2009 - 1400 EST
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o® 000 @ 000 o oo LN ] [ ] [ ] * [ X X J
Virus Incident Response Team (VIRT) Statistics {a3 of esidhighisedstest timé) s s $ ° s o2 ¢
. L X ] oee o e o LN ) LN ] ¢ o ooo L] [ X N ]
Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 929,266 Previous day:17
Month to date - June: 6,804,329 Month to date - June:2,320
Year to date for 2009: 256,595,426 Year to date for 2009: 22,435
Cyber Security News Headlines
Obama Taps Well-Known Hacker as Security Adviser [Source: foxnews.com]
How Can Cyberspace Be Defended? [Source: nationaljournal.com]
:.. :.. ... :.. :.: ... ... : : : :.. :..
e O oo L] L ® o [ ] [ o e e o0 e o
e o o ® o o e e @ [ ] L] L] e o ® »
LK J L X X ] L] L ] L] L X ] e @ o088 ¢ 900 9
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Appendix A —CIRT Event Summaries ..: ¢ "t 3 *v. ®e. 3°0 o8 o0 i3 5.8
Legend: ‘ _Open Events: 26 “1 | . Closed Events: 18 - |

Ry
Ticket . Date Lo Post is DLate
Numlq)f:‘r‘ ] Location Opened Resg;tw s Remediating Closed
o ETET June 02 X
j : June 03 X
| June 03 June 08
| i | June 03 X
L L | June 03 X
E 1| June03 X
L | June 03 June 08
N June 03 June 08
e June 03 June 08
K June 03 June 08
g June 03 X
June 03 X
June 03 June 08
. June 03 June 08
June 03 X
June 03 X
L June 03 June 08
- June 03 June 08
N June 03 X
L June 03 June 08
June 04 X
June 04 June 08
June 04 X
- June 04 X
L June 04 June 08 |
o e eee o oee e—dgJune04 June 08
& e per el Junebess Dot o, June 08
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Location:

Ticket Number:

i

Date and Time Ticket Created: 05/29/2009 1258 GMT I Affected Bureau: EUR

Event Description
US-CERT notified CIRT about suspicious traffic.

Current Status
8 Jun: CIRT requested that the ISSO provide the tracking number for the shipped hard

drive once it becomes available.

Status History

29 May: CIRT provided the ISSO remediation instructions via Classified e-mail.

1 Jun: CIRT requested a status update from the ISSO via e-mail.

2 Jun: CIRT received a response from the ISSO that the incident is in the process of being

researched.
3 Jun: CIRT received an update from the ISSO that the hard drive will be shipped out and a

tracking number will be provided.
4 Jun: CIRT is awaiting confirmation from the ISSO that the hard drive has been shipped.

5 Jun: Post is closed and a status request was sent via e-mail and phone

Ticket Number: Location:

T e

Date and Time Ticket Created: 06/05/2009 2316 GMT Affected Bureau: EAP

Event Description
CSIP referred a possible event to the CIRT involving an e-mail attachment received by a DoS

empioyee

Current Status
8 Jun: CIRT requested that the ISSO perform a complete virus scan of the workstation

Status History
N/A - Nevs Event

el e Tl i bie il
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Ticket Number: “ S Locatior FAUNE

Date and Time Ticket Created: 05/27/2009 1615 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Current Status
8 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History

28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT received an update from the ISSO that this event is in the process of being
researched and remediated.

2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

3 Jun: CIRT contacted IT Service Center via phone and was informed that the ISSO is still
examining this event.

4 Jun: CIRT received an update from the IT Service Center that the ticket is still in the
remediaticn process.

5 Jun: The IT Service Center informed CIRT that the ticket is currently being examined.

Ticket Number: * Location:
e . L. ‘/

Date and Time Ticket Created: 05/27/2009 1742 GMT Affected Bureau: DOM'

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Current Status
8 Jun: CIRT requested assistance from the CISO in obtaining a status update.

Status History

28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: C!KT requested a status update from the I'T Service Center via e-mail.

2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

3 Jun: (E:.R.T :recei.v.e.d ?p,ugdqte.fgom.l.'l' S.er\./ice Ceplqr t.h.at the ticket nas been recreated in

RO BRI
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the proper ticketing system and resent to the propger 195Q.

4 Jun: The IT Service Center informed CIRT that'thgy qrp qur.réatli a.vialtlng-fepdpack-frenr .:5 ;.E
the SES Administrators. ®ec cee o o ¢ "ee "es 070 cee "o’ oot ‘et
5 Jun: CIRT telephoned the IT Service Center to request an update The IT Service Center
will provide CIRT with an update soon.
Ticket Number: Location:_ E =
Date and Time Ticket Created: 05/27/2009 1853 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Current Status
8 Jun: CIRT requested assistance from the CISO in obtaining a status update.

Status History

28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the iT Service Center via e-mail and phone.

1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

3 Jun: CIRT requested a status update from the ISSO via e-mail.

4 Jun: CIRT requested a status update from the ISSO via e-mail.

5 Jun: This ticket has been expedited to the CISO.

Ticket Number: - Location: "

Date and Time Ticket Created: 05/27/2009 1915 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Current Status
8 Jun: CIRT requested assistance from the CISO in obtaining a status update.

— i e

tatus History

28 May: CIRT requested that the IT Service Center direct the ISSC to determine if the user
nad received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating sysiem.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: The IT Service Center informed CIRT that remediation actions have taken place.
CIRT requested that the IT Service Center provide further details regarding the remadiation
actions taksn.

2 Jun: CIRT sent a request (o the IT Service Center that the rernediation actions addressed
in the uutual-r«aqu&st raed :o be.Lakqn, for thls |nC|denL

Cyber Security Bricf as of 15737008 i Page & of 19
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3 Jun: CIRT contacted the ISSO via telephone and received conﬁrmatLontnat tbg iggident is
still in the process of being remed'lated s e ' - U P T

4 Jun: The ISSO informed CIRT thgx? hg is m.the:qrpcp% Qf contattiggghe Ysefr.ip drmar to
remediate the incident. The ISSO will contact CIRT with any updates.

5 Jun: CIRT requested a status update from the IT Service Center

Ticket Number: Location: :

Date and Time Ticket Created: 06/01/2009 1125 GMT Affected Bureau: AF

Event Description
CIRT detected the download of an executable into a DoS workstation.

Current Status
8 Jun: The ISSO informed CIRT that the incident is in the process of being remediated.

Status History

1 Jun: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

2 Jun: CIRT requested a status update from the ISSO via e-mail.

3 Jun: CIRT requested a status update from the ISSO via e-mail.

4 Jun: CIRT requested a status update from the ISSO via e-mail.

5 Jun: CIRT requested a status update from the ISSO via e-mail.

3

Ticket Number: * o Location

Date and Time Ticket Created: 06/01/2009 1503 GMT Affected Bureau: DOM

Event Description
US-CERT notified CIRT about suspicious traffic.

Current Status
8 Jun: CIRT requested assistance from the CISO in obtaining a status update.

i R AR ¥ T

Status Histcry

2 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO remove the workstation from the network and await further
Instructions.

3 Jun: CIRT received confirmation from the IT Service Center that the event is in the process
of being examined.

4 Jun: CIRT requested a gtegus updgte frors tberlT Serw g G‘Qter\qa‘elmall"

a0 20 .22 o ' e ry ee o o
2 o o o * o . * . . . e o e o o
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[
b
5 Jun: CIRT requested a status update from the IT Sepvice Cent.e; v.xa.e. 3000 oo
::..:.: ::.. O..O ...::
e © o ® & o [ XX ] L] e o @ o o o o
L X ) [ AN J L] o090 o © o° [ X ] o o o ooe o0
Ticket Number: | Location: : : «
Date and Time Ticket Created: 06/04/2009 1206 GMT Affected Bureau: DOM
Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly
downloading a malicious executable.
Current Status
8 Jun: CIRT requested assistance from the CISO in obtaining a status update.
Status History
4 Jun: CIRT requested that the ISSO search for specific files and reimage the workstation if
they are found. CIRT also requested that the ISSO perform an antivirus scan and verify
that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.
5 Jun: The ticket was forwarded to the Mobile Computing Team. CIRT is waiting for a
response.
Ticket Number ~. Location: | Lpp g

Date and Time Ticket Created: 05/27/2009 0919 GMT Affected Bureau: NEA

Event Description

The ISSO informed CIRT of @ potential violation of computer security. Additional details are
available on CLAN.

Current Status
g Jun: CIRT requested assistance from the CISO in obtaining a status update.

Status History

27 May: CIRT requested that the ISSO search for specific files, and remove the files if they
are found. CIRT requested the ISSO perform an antivirus scan and verify the workstation
is up to date with all of the latest patches from IRM Patch Mariagement.

28 May: CIRT requested a status update from the ISSO via e-mail.

29 May: CIRT requested a status update from the 1SSO via e-mail.

31 May: CIRT reouested a status update rom the ISSO via e-mail.

1 Jun: CIRT received an update from the ISSG that this event is in the process of

remediation.
2 Jun: CIRT requested a gtgtusegngate fromn Ihe 1980 yge'hanl e *°0 o2
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3 Jun: CIRT requested a status update, from the JSSO yia ;518 o oee o ses oo L _ {; -
4 Jun: CIRT called and left a voicgnaikfor the’SSO rt;qpes:nng'an pde. s s o o -
5 Jun: CIRT expedited the ticket DJhetClS®,® See 2°3 0o’ oo” ¢ o o soe oo
Ticket Number Location: e
Date and Time Ticket Created: 06/05/2009 1213 GMT Affected Bureau: NEA
Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly
downloading a malicious executable.
Current Status
8 Jun: The ISSO informed CIRT that remediation actions have been completed, but he
is still in the process of determining if the workstation contains all current patches.
The 1SS0 will contact the CIRT with those details once they become available.
Status History
5 Jun: CIRT requested that the ISSO search the workstation for the executable and any
possible malware. CIRT also requested that the ISSO perform an antivirus scan and verify
that the workstation has all of the latest patches from IRM Patch Management.
6 Jun: CIRT received updated ISSO contact information and resent the initial notification to ]
the correct contact.
Ticket Number ¥ Location: ~—
Date and Tlme Tlcket Created: 06/05/2009 1232 GMT Affected Bureau: EAP
Event Description
CIRT detected a DoS workstation communicating with a suspicious website and possibly
downloading a malicious .exe file.
Current Status
8 Jun: CIRT requested a status update from the ISSO via e-mail.
Status History
5 Jun: CIRT requested that the ISSC perform an antivirus scan and verify that the
workstation has all of the latest patches from IRM Patch Managerment.
e $ . P g
Ticket Number: e | Location:’ 27
Date and Time Ticket Created 00/05/"009 12419 GMT 0, Affected Byrgau: Ar
® o eoe o .I:...:: :.:0:::
[ 2 ) * o L L ® o o e o o ¢ o o
oe o000 o 0.. e o6 [ X 2 L] L [ ] [ XX J L X J
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Event Description ee oee o o

L] [ X ) . e O oo e eoe o0
CIRT detected a DoS workstation &din@wnidafiod withd sispiciols website andopossubs/
downloadmg a malicious file. oo. :oo . :oo e o oo oo o o o eoe oo

Current Status
8 Jun: CIRT requested a status update from the 1ISSO via e-mail.

Status History
5 Jun: CIRT requested that the ISSO perform an antivirus scan and verify that the
workstation has all of the latest patches from IRM Patch Management.

L US~CERT Category CAT1 (Unauthorlzed Access)
Event Type Conﬁrmed Unauthonzed Hardware connected to a DoS network s

Ticket Number: a ‘ Location:

s

Date and Time Ticket Created: 06/03/2000 2115 GMT | Affected Bureau: SCA

Event Description
CIRT detected the conneciion of an unauthonzed iptop to the DoS OpenNet
network. This event involved ¢ '

Final Action
8 Jun: CIRT received confirmation from the 1SSO that the unauthorized laptop was
located and removed from the network.

Status History
4 Jun: CIRT requested that the ISSO search for the unauthorized hardware and remove it

from the DoS network.

A

5Jdun: 7 . T
. US-CERT Category CAT 3 M ahcnous Code) ,
o Event Type Com‘lrmed VlrusNVorm on mternal machme
| i
l Ticket Number: A Location:{ .
Date and Time Ticket Created: 05/28/2009 1524 GMT Affected Bureau: DOM

} Event Description
i CIRT was notified by US-CERT of spear phishing e-mail attempts, containing & PDF
attachment, which target DcS personnel.

e _—
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LR ] [ XX ] [ ] L] [ ) e o0 © 000 o 000 oo

i e ey PSS P W 8. 8 & [ ] ® o o o s_ 0

e o oo [ 4 L e o L] L * o0 ® oo e o

Final ACtion :.. :.. ... :.. :.: ... ... : : : :.. :’.

R JIun- CIRT received confirmation from the ISSO and the SMS Group that'kth,e{

Status History

4 Jun: CIRT requested that the IT Service Center and the ISSO coordinate with the SMS
team to determine the origin of the traffic.
5 Jun: POST is closed for the weekend. CIRT will request an update on Sunday.

o o000 o ® o e o® ©® & o000 L J L N J LN J
e o * o e O o [ ] L X N J e o o e e ¢
L e o o0 o L ] L ] * @ L [ ] e O o
e o o o o o [ ] e e o e o o ® o o
o0 900 © o000 o0 oo o0 L L] [ X X L X
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Appendix B — Compllancé & Vulnerablﬁrt'y Scapni g SAatistics

VULNERABILITY TOTALS:
Total Critical Vulnerabilities: 8,564
Total High Vulnerabilities: 498,931

TOP 10 CRITICAL VULNERABILITIES

e,

- Vulnerablllty e ?_""Score“ »(}:g\)upt ,{
S s ‘ 10.00 1168
| 1000 | 1123
- 10.00 1039
10.00 803
1 1000 582
10.00 473
10.00 367
10.00 341
10.00 236
10.00 222
ey B x}.:‘y‘ b e ae ot S g, e T
Tor 10 HIGH VULNERABILITIES
- CVSS
e Mulnerability Score Count
9.30 24917
7.00 24086
9.30 22540
9.30 22465
9.30 22260
i1 930 16896
930 | 12345
9.30 12274
9.30 | 7804
L X ] [ X X J [ ) * [ ) [ X ] o0 [ ] L] [ X X ] [ ) ..; .0930 7747_
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Top 10 MOST COMMON VULRERABILGHEE ¢%s 0° o272 307 ¢ 307 27
S e L2 T L T LS SR i T T 8
l Vulnerability. .. | score | Gount.
| 930 24917
7.00 24086
5.10 23747
9.30 22540
9.30 22465
. 9.30 22260
| 930 16896
| 930 12345
! 9.30 12274
9.30 7804
Tor 10 COMPLIANCE FAILURES
L Configuration Setting ‘Count
' 63740
63538
63536
60915
60679
] 60676
i 54102
52423
, 44186
;o 33475
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Appendix C — DoS Cyber Cbh'dlﬂon:(Ci'berCoh) Léveﬁs"

Sensitive But Unclassified

Significant cyber attacks
are currently occurring

Degradaion, denial, or destruction of

systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.
Sensitive information in the enterprise is
at high risk of compromise.

Disconnection of Internet
connectivity

Task Force initialization
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS muust resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate visk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Srief

as of 12/3/2009 — 1400 EST
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¢ Increased risk

e Limited maliciod aclV¥ity ¢®e o .-. Lo o0 s see s ee s,
¢ Intelligence mdncg‘esggneral t&rea .:, .:. E E. E E:. E.:
| o ip\),?:\f/lc incidents reported and under . E;‘Sltgri:r:?égctive easures
ELEVATED ) 33“::;;“:{’; e::i Yig’f;‘;f’i":;;:{;’f:;?cd ® IIncprease backups, audits, etc.
Mod t b tt k ' res ons‘f o * :{gg;’ response action plans & staff
) e;?;:%“i;zt o ) Zﬁngtlzllilzldlz::rlzf’:lf:;c throughput is o [[))(())SctnlJJ rrr:aent changes in cyber security

e Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at some risk of compromise.

e No significant malicious activity

¢ Network operating within “acceptable
risk” range

e Incident detection and response
capability normal

o Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.

) o Network infrastructure throughput is
Nuisance cyber attack normal.

activity is present

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

o Common network sevvices are not
impaired

e Sensitive information in the enterprise is
at slight risk of compromise.

o Existing countermeasures are likely to be
adequate to counter this threat

¢ No significant malicious activity

¢ Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

e Automated response is sufficient to
counter poteritial malicious activity

©

Maintain regular security monitoring,

, within the enterprise scanning, & remediation operations
Nuisance cyber attack e Network infrastructure throughput is e Verify status of protective measures
activity is expected normal.
o Common network services are not
impaired

e Sensitive information in the enterprise is
at slight risk of compromise.
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Appendix D — Intranet Web Links of Interest " vee o oee os
Within the Office ofCom&uEeé.Sﬁéufitin E.E o:. o:. E E. E E:o Eo:

® Awarcness
Periodic Update: http://cs.ds.statc.gov/ETPA/ETPA_03.cfm
e Computer Incident Response Team (CIRT)
Periodic Update: http:/cs.ds.state.gov/CIRT/CIRT _08.cfm
e  Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: htip://cs.ds.state.cov/CTAD/CTAD 07.cfin
e The Officc of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm

¢ Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm

Qutside of the Office of Computer Security

e Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov

e Enterprise Network Management
Periodic Update: http://enm.irm. state.gov

e The Office of Information Assurance
Periodic Update: http://ia.irm.state.gov/

e Patch Management ,
Periodic Update: http:/enm.irm.state.gov/nlm/patch/Default.htm

e Virus Incident Response Team (VIRT)
Periodic Update: http:/sysintegweb.irm.state.gov/si/AntiVirus.itml

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.
If you have feedback for the CSB, please send it to CIRT@state.gov

e 000 ¢ o @ [ X ] o0 & © eee L] [ X X ] [ 2]
o @ e @ e @ o [ oo ¢ o o o @& o
e @ e ¢ o8 & * L ] ®o o [ d [ e o o
¢ o ¢ o e o [ o o e e ¢ o o e o
e G600 © 000 o oo (X ] [ ] * L] [ X X ] o0
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Cyber Sec.urlty B.uef., .
United States Degarlmcnbof Siato .° * .
Bureau ofDlpﬂomaﬂe Stcurlby e ‘e ‘e

as of June 9, 2009-1400 EST

June 10, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

=]

1. CIR

¢ CIRT is awaiting the ISSOs’ responses and remediation confirmations on the
remaining spear-phishing attack notifications.

2. CTAD Daily Read File:
o (U) British National Party Comes Under DDOS Attack

3. Personally identifiable information (Pll) Loss Reported
e Two passport applications missing

Geographic Distribution of Computer Incident Response Team (GIRT) Events

ik St o e ¢ Yo st il € S feith, e Erbmaare 566

°
........ -’. ‘
Legend.: e | event ® 2 events @ 3+ events
e%e 0°% 4% %% Ses . .20 2 2%t 2%
o o o0 ® L 4 e o [ ] L] ® o0 e oo 2 o
:.. :.. ... : ... ... ... : :.. : :.. :.’
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Due to the large number of tickets generated by this event, these tickets are presented in

t b' f m t 0 G000 o 000 o oo o0 L] L]
table forma N A R N A RN AN
oe ..: : : : ... ... :.: ..: ... ..: ..:

Personally identifiable information (PI) loss reported
e Two passport applications mailed from a non-postal acceptance facility to the Lindbergh
Postal Distribution Center (Phitadelphia) cannot be located at this time.

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
¢ Nothing substantial to report

US-CERT Coordination
« Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (U) British National Party Comes Under Distributed Denial of Service
(DDOS) Attack

(SBU) Key Highlights:
e The Web site of the British National Party (BNF) came under sporadic DDOS attack for
two days in May
e Tha RNP hlamed the attack on domestic rivals st
L ] o h /:‘- 7
NP

LA H
3 g . - '

R s 4 e R

(U) Source Paragraph: “In an e-mail to supporters, Griffin writes that the ‘BNP website [was]
taken offline [the] largest cyber attack in recorded history’ and of a scale only once seen before in

a 2001 attack against Microsoft.”
Source: The Register (http://www.theregister.co.uk), “BNP pleads for cash after reported DDOS assault,” 27 May 2009
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ae o

Virus Incident Response Team (VIRT) Statisfies (a8 of midnight daslera titie) o .°¢ °*2 .
: : l: : .: : R [] R [ [ N L] [ ] e o
°0 oeoe @ e ° 3 :.: ° : ... ° : *
Spam Blocked at Perimeter: Virus Blocked af Perimétér: *
Previous day: 1,259,031 Previous day:103
Month to date - June: 8,063,360 Month to date - June:2,423
Year to date for 2009: 257,854,457 Year to date for 2009: 22,538

Cyber Security News Headlines
National Cyber Security: Cornell's Fred Schneider Will Tell Congress Ways to Shore up

Vulnerability /[Source: scienceblog.com]
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bl
Appendix A —CIRT Event Summaries® + ¢ "ee %o 370 203 %00 002 008
Legend: | . Openkvems:9 | |  Closed Evenis: 19

US-CERT Cate
 Event Type Suspected: Malicio

s st

MM'“”\M’I‘_‘_(_J_{B:['detectevdwgkIargg»ggmg_e;; of e-mail messages

} o ? o
B ()

Ticket . Date Awaiting
Location

Post
L Number G Opened Response

June 02 X
June 03 X
June 03 X
i June 03
‘2] June 03
June 03
June 03 X L 1C
B 7. | June03 X
_; L June 03 X

: June 03 X

Post is Date
Remediating Closed

XXX

| June 04 X
Ei ‘ June 04 X
June 04 X

Ticket Number: l Location: ' F

Date and Time Ticket Created: 06/05/2009 2316 GMT I Affected Bureau: EAP
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Event Description

CSIP referred a possible event to the CIRY mvol\nng an, 8- riall "atta.crment recavea:)y.ébcé:
employee .o: oc: : : : .oo LX) :.: ooo o ooo .o

Current Status
9 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History

8 Jun: CIRT requested that the ISSO perform a complete virus scan of the workstation using
the latest signatures and determine if any malware still resides in the system.

ot
Ticket Number: Location

Date and Time Ticket Created: 05/27/2009 0919 GMT 7 Affected Bureau: NEA

Event Description

The ISSO informed CIRT of a potential violation of computer security. Additional details are
available on CLAN.

Current Status
9 Jun: CIRT requested further assistance from the CISO.

Status History

27 May: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT requested the ISSO perform an antivirus scan and verify the workstation
is up to date with all of the latest patches from [RM Patch Management.

28 May: CIRT requested a status update from the ISSO via e-mail.

29 May: CIRT requested a status update from the ISSO via e-mail.

31 May: CIRT requested a status update from the ISSO via e-mail.

1 Jun: The ISSO informed CIRT that this event is in the process of remediation.

2 Jun: CIRT requested a status update from the ISSO via e-mail.

3 Jun: CIRT requested a status update from the ISSO via e-mail.

4 Jun: CIRT called and left a voicemail for the 1SSO requesting an update.

5 Jun: CIRT requested a status update from the ISSO via e-mail.

8 Jun: CIRT requested the assistance of the CISO in obtaining a status update.

Cyber Security Briel™ * Cas of12/372009 1400 EST Page 6 0f 18
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Date and Time Ticket Created: 06/05/2009 1232,GMT

L]
LA L] : : 0 . . . . * : .: :
Event Description *et et b % Ten ee 2°0 4el Lt Ll t

CIRT detected a DoS workstation communicating with a suspicious website and possibly
downloading a malicious .exe file.

Current Status
9 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
5 Jun: CIRT requested that the ISSO perform an antivirus scan and verify that the
workstation has all of the latest patches from IRM Patch Management.
8 Jun: CIRT requested a status update from the ISSO via e-mail.

Ticket Number: Location: F

Date and Time Ticket Created: 06/09/2009 0726 GMT Affected Bureau: NEA

Event Description
CIRT detected a DoS workstation in communication with '
possibly downloading an executable file. e T

Current Status
9 Jun: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management. §

Status History
N/A - New Event

“US-CERT: Category CAT 1 (Unauthonzed Access) L
Event Type Confirmed: Informatnon Secunty Issue (v:olat:on or mfractton)

Ticket Number: y 7 7 Locatiop

Date and Time Ticket Created: 06/09/2009 1055 GMT Affected Bureau: DOM

Event Description
Personally Identifiable Information (Pll) may have been breached or disclosed to
unauthorized third parties.

Final Action
9 Jun: This event was reported to US-CERT and the Privacy Team.

:.. :.. ... :.. :.: ... ... ! : : :.. :..
R SR 3 R R
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Status History .

N/A - New Event E E '5 E E 5 ..' e s T ess i

. ~US-CERT Category CAT 3 (Malicious Code) ,
Event Type Confi rmed Compromlsed System on a DoS network

. e R —_—

-

Ticket Numbes;’ I Location:

Date and Time Ticket Created: 05/29/2009 1258 GMT J Affected Bubreau: EUR

Event Description
US-CERT notified CIRT about suspicious traffic.

Final Action
9 Jun: The system hard drive has been replaced and the compromised drive has been
shipped to TASO. The tracking number is provided in the work log.

Status History

29 May: CIRT provided the ISSO remediation instructions via Classified e-mait.

1 Jun: CIRT requested a status update from the ISSO via e-mail.

2 Jun: CIRT received a response from the ISSO that the incident is in the process of being
researched.

3 Jun: CIRT received an update from the ISSO that the hard drive will be shipped out and a
tracking number will be provided.

4 Jun: CIRT is awaiting confirmation from the 1ISSO that the hard drive has been shipped.

5 Jun: Post is closed and a status request was sent via e-mail and phone

8 Jun: CIRT requested that the ISSO provide the tracking number for the shipped hard drive
once it becomes available.

US-CERT Category: CAT 3 (Malicious Code)
Event Type Conflrmed E mail ~ Phlshmg

Ticket Number: - Location:

Date and Time Ticket Created: 05/27/2009 1742 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Final Action
9 Jun: The IT Service Center reported that the e-mail was permanently deleted from
the user's inbox. No other threats were detected on the workstation.

(X 1 X N [ ] 280 & o o0 LX) | L o 90060 o0
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StatusHlstory .o ®0® ¢ o000 o oo e eee

28 May: CIRT requested that the IT Service Gente: oireciihé ISSO to’déte:mme i*thg ugéer ¢
had received the suspicious message andeis the snessage hatbhedanoiddiled of dbjéted, SIf*,
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

3 Jun: CIRT received an update from IT Service Center that the ticket has been recreated in
the proper ticketing system and resent to the proper ISSO.

4 Jun: CIRT received a ticket status update from IT Service Center that they are currently
awaiting feedback from SES Administrators.

5 Jun: CIRT requested a status update from IT Service Center by phone. The IT Service
Center will provide an update soon.

8 Jun: CIRT requested the assistance of the CISO in obtaining a status update.

, US CERT Category CAT 3 (Mahcmus Code) ~ ‘
Event Type Conflrmed Mahmous Code drrected towards an mternal machme

Ticket Number: . ~ Location:é

Date and Time Ticket Created: 05/27/2009 1853 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Final Action
9 Jun: The workstation has been re-imaged by the ISSO and placed back on the
network.

Status History

28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT requested a status update from the IT Service Center via e-mail.

2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

3 Jun: CIRT requested a status update from the ISSO via e-mail.

4 Jun: CIRT requested a status update from the ISSO via e-mail.

5 Jun: This ticket has been expedited to the CISO.

8 Jun: CIRT requested the assistance of the CISO in obtaining a status update.

Ticket Number:' Location: 1.
Date and Time Ticket Created: 06/01/2009 1125 GMT Affected Bureau: AF
EventDescrlptlonu W%, 300 st ee e g s see eo

P S S N S I NI
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CIRT detected the download of an executable ip'go a DoS workstation.
o0e L) [ ] [ ) o o0 o o060 o oo @
T e o e e e N e e v e s
Final Action ce! e %o’ tee 2% 0ot eet T o o eed

9 Jun: The workstation has been re-imaged by the ISSO and placed back on the
network.

Status History

1 Jun: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

2 Jun: CIRT requested a status update from the ISSO via e-mail.

3 Jun; CIRT requested a status update from the ISSO via e-mail.

4 Jun: CIRT requested a status update from the ISSO via e-mail.

5 Jun: CIRT requested a status update from the ISSO via e-mail.

8 Jun: CIRT received an e-mail response that the incident is in the process of being

remediated.
¢
Ticket Number: Location:
Date and Time Ticket Created: 06/01/2009 1503 GMT Affected Bureau: DOM

Event Description
US-CERT notified CIRT about suspicious traffic.

Final Action
9 Jun: CIRT received confirmation from the ISSO that the e-mail was located and
removed from the workstation. An antivirus scan did not detect any further threats.

Status History

2 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO remove the workstation from the network and await further
instructions.

3 Jun: CIRT received confirmation from IT Service Center that the event is in the process of
being examined.

4 Jun: CIRT requested a status update from the iT Service Center via e-mail.

5 Jun: CIRT requested a status update from the IT Service Center via e-mail.

8 Jun: CIRT requested the assistance of the CISO in obtaining a status update.

~

Ticket Number: * Location:

Date and Time Ticket Created: 06/05/2009 1213 GMT Affected Bureau: NEA

Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly
downloading a malicious executable.

Final Action

9 Jun: CIRT received confirmat.io.f{OEn th? IﬁS.O.th.at.nQ nial.iei.ous files wesa found on

s o e e o o e o o o e o0 o o 0
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the workstation and that it is fully patched with alLthe latest patche,s;

e o o s o o L : :.. : :.
. L AP S ST L
Status HIStOfy e o060 o 000 o o 00 oo o Y

5 Jun: CIRT sent an initial request to the ISSO, requesting that the workstation be searched
for the executable and any possible malware. CIRT also requested that the ISSO perform
an antivirus scan and verify that the workstation has all of the latest patches from IRM
Patch Management.

6 Jun: CIRT received updated ISSO contact information and resent the initial notification to
the correct contact.

8 Jun: CIRT received an update from the ISSO that remediation actions have been
completed, but that he is still in the process of determining if the workstation contains all of
the latest patches. The ISSO will follow up with those details once they become available.

US-CERT Category CAT3 (Mahcuous Code) .
- Event Type Confirmed: VirusNVorm on an internal machme -

Ticket Number: Location'; i

3

Date and Time Ticket Created: 05/27/2009 1615 GMT Affected Bureau: DOM

Event Description

CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF
attachment, which target DoS personnel.

Final Action

9 Jun: CIRT received confirmation from the ISSO that the e-mails in question were
located and deleted. A search of the computer confirmed no malicious files were
found and an antivirus scan detected no threats.

Status History

28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT received an update from the ISSO that this event is in the process of being
researched and remediated.

2 Jun: CIRT requested a status update from the IT Service Center via e-mail.

3 Jun: CIRT contacted the IT Service Center via phone and was informed that the ISSO is
still examining this event.

4 Jun: CIRT received an update from the IT Service Center that the ticket is still in the
remediation process.

5 Jun: The IT Service Center reported that the ticket is still being examined.

8 Jun: CIRT requested a status update from the ISSO via e-mail.

Ticket Numbe'r';f“;

%

Locatior

Date and Time Ticket Creatpd 059’271‘2QOQ 1916 GMT- .oﬂ Aﬂieoted Bureaus DOM
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Event Description

[ X J o000 [ X ] L X ] L] [ XN e S0
CIRT was notified by US-CERT of spear phisl§irgg e,mau afttanptg c:)rﬁalnu‘lg alll o oo
attachment, which target DoS personnel. 20 2ee "o’ tae 2% 06’ 00’ S8 o cee

Final Action
9 Jun: CIRT received confirmation from the ISSO that the suspicious PDF was not
found on the user's workstation.

Status History

28 May: CIRT requested that the IT Service Center direct the 1SSO to determine if the user
had received the suspicious message and if the message had been opened or deleted. If
the message was opened, CIRT requested that the ISSO re-image the operating system.

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone.

1 Jun: CIRT received an update from IT Service Center that remediation actions have taken
place. CIRT requested that the IT Service Center provide further details regarding the
remediation actions taken.

2 Jun: CIRT sent a request to the IT Service Center that further remediation actions
addressed in the initial request need to be taken for this incident.

3 Jun: CIRT called the ISSO to confirm that the incident is still in the process of being
remediated.

4 Jun: The ISSO informed CIRT that he is in the process of contacting the user to remediate
the incident. The ISSO will contact CIRT with any updates.

5 Jun: CIRT requested a status update from the IT Service Center

8 Jun: CIRT requested the assistance of the CISO in obtaining a status update.

Ticket Number: Location:

Date and Time Ticket Created: 06/05/2009 1241 GMT Affected Bureau: AF

Event Description
CIRT detected a DoS workstation communicating with a suspicious website and possibly
downloading a malicious file.

Final Action
9 Jun: The file: ' ?}Nas not found on the workstation. The workstation has
been removeu nnum tne network and an antivirus scan will be performed prior to
reconnection.

Status History
5 Jun: CIRT requested that the ISSO perform an antivirus scan and verify that the
workstation has all of the latest patches from IRM Patch Management.
8 Jun: CIRT requested a status update from the ISSO via e-mail.

TN

vy

Ticket Number: p Location:

Date and Time Ticket Created: 06/04/2009 1206 GMT Affected Bureau: DOM

Event Description

CIRT detected a DoS workstatigy coyemunicatigg with ass1aliciouss websitesard Possibly
®* © e @ e & o L ] L XX ] e e o [ ] ° [ ]
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downloading a malicious executable.

LR ] [ X N J [ ) L] ® [ X ) o0 ¢ o000 o oo
: : ° LI ° : . ° e ° e
] - e e s s e see e ‘est 32
Final Action e oeee o 000 o ¢ 00 oo o o e oo

9 Jun: CIRT received confirmation from the ISSO that no malicious files were detected
on the workstation. An antivirus scan was performed and no threats were detected.

Status History
4 Jun: CIRT requested that the ISSO search for specific files and reimage the workstation if
they are found. CIRT also requested that the ISSO perform an antivirus scan and verify
that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.
5 Jun: The ticket was forwarded to the Mobile Computing Team.
8 Jun: CIRT requested the assistance of the CISO in obtaining a status update.

Socti ol e T Bld e
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Appendix B — Compliance & Vulnerahility, Scanning Statlstlcs.
VULNERABILITY TOTALS:
Total Critical Vulnerabilities: 8,513
Total High Vulnerabilities: 508,558
TOP 10 CRIT!CAL VULNERABILITIES
: Taaa 1 CVSS | . =
Vulnerablllty . % Score ‘Count
\| 10.00 1185
©10.00 1168
10.00 1027
10.00 803
10.00 528
10.00 470
10.00 364
10.00 334
10.00 238
10.00 217
a ¢;W, e i I mxﬁ}*wm\f,i
Topr 10 HIGH VULNERABILITIES
l Vulnerabilitv CVSS Count
i  Score
tl 930 | 25839
| i1 7.00 25129
9.30 23502
‘ 9.30 23437
i 9.30 23225
{ 9.30 17466
‘ 9.30 12727
4 9.30 12656
1930 8023
AN A I I M T IO .‘350 7966
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Topr 10 MoST COMMON VULNERABILIf|ES: ., *.¢ s,
o © Vuinerabiity
Topr 10 COMPLIANCE FAILURES
Configuration Setting - : | Count
B : ' R
63824
62346
62344 | .o o
61003 | ~
60767
60763
54174
52486
44253
32579
o
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Appendix C — DoS Cyber ConditiOEL'(Gkb:el:Cizméf_-:e;{:e_lﬁ.P

+ Degradation, deni
systems

o Highly sophisticated attacks

e Major tensions within country /
significant catastrophic events

S

e;|, or destructloh of "

o DoS is unable to execute its diplomatic e Disconnection of Internet
mission connectivity
o Widespread or focused attacks targeting e Task Force initialization
o vulnerabilities within the enterprise ¢ Documented Remediation Steps
Significant cyber attacks require an immediate coordinated completed and verified prior to re-
are currently occurring response. connection
e Network infrastructure throughput is
severed.

e Common network services are disrupted.

o Sensitive information in the enterprise is
at high risk of compromise.

e Widespread malicious activity

¢ Intelligence indicates targeted activity

¢ Increase in sophisticated recon and
probes

e Heightened tensions within country or
major event

o DoS must resort to alternative + Initiate Management Team briefings
communications means to execute its e Three-times-a-day notification to
diplomatic mission pre-determined recipient list

Significant cyber attacks | ® Affacks targeting vulnerabilitics within ¢ Additional sniffers deployed as
are imminent or moderate the enterprise may require a coordinated needed
attacks are occurring response. e Authorize limited OT for analysts

o Network infrastructure throughput is
noticeably diminished.

o  Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at moderate risk of compromise.
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- ELEVATED
Moderate cyber attacks
are imminent

Increased risk

Limited malicious activity o e E
Intelligence indicates generaletitesis,
Specific incidents reported and under
review

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprisc is
at some risk of compromise.

L ] e [ X ] 28 €& 990 & 088 oo

[ ] e o o [ I o o ® O

[ ] o @ [ [ ] o o0 e o8 e o

[ ] 0 [ ] e @ ©° e o e o

o®o® © © 0O L X ) o o ® e00 oo

e Ensure protective measures
implemented

¢ Increase backups, audits, etc.

e Verify response action plans & staff
ready

¢ Document changes in cyber security
posture

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network sevvices are not
impaired

Sensitive information in the cuterprise is
at slight risk of compromuise.

Existing countermeasures are likely to be
adequate to counter this threat

¢ Maintain regular security monitoring,
scanning, & remediation operations
e Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Comimon network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

 Maintain regular security monitoring,
scanning, & remediation operations
e Verify status of protective measures

Cyber Security Brief
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Appendix D — Intranet Web Links of Interest

Within the Office of Computer Sccur@a® see *e® cee ¢°¢ o0® 00® o o ¢ oo oo’

® Awareness
Periodic Update: http:/cs.ds.state. gov/ETPA/ETPA_03.cfm

e Computer Incident Response Team (CIRT)
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT_08.cfin
e  Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm
e The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm

e Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

e Cyber Security Incident Program
Periodic Update: http://csip.ds.state. gov

e Enterprise Network Management
Periodic Update: http://enm.irm.state.gov

e The Office of Information Assurance ¢
Periodic Update: http://ia.irm.state.gov/

e Patch Management
Periodic Update: http://enm.irm.state. gov/nlm/patcl/Default. htm
e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/Anti Virus.html

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.
If you have feedback for the CSB, please send it to CIRT@state.gov

L] o o e © [ L ]
® o ® o o [ ] [ X K J e o o ® e o
o o ®e o e o * [ ] [ S ] [ ] L ] o0 o o
[ ] e o e o L ] e @ o e o o ® o o
o0 600 & 000 O o0 o0 L] [ J L ] L X X ] o0
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Cyber Security Brief
United States:f)%pz.lr:télegt Sf stagte .:0 *°.
Bureau of Bipfompagic Secuitg ., °,,
as of June 15, 2009-1400 EST

June 16, 2009

Decreased from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT
e CIRT is awaiting the ISSOs’ responses and remediation confirmations on the
spear-phishing attack notifications.
2. CTAD Daily Read File
¢ (SBU) Oman Attempts to Improve Cyber Awareness and CND Capabilities
3. Classified spillage incident reported to CIRT
e SClinformation sent via e-mail
4. Personally identifiable information loss reported
e Three passport applications missing
e One DoS laptop reported missing

Geographic Distribution of Computer Incident Response Team (CIRT) Events

Gt a s doengm v o P ol Shep artement of Mate Jutindhiace, Iriaan e

® -
o
Legend.: 2/ event & 2 events @ 3+ cvents
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Personally identifiable information (Pll) loss reported
¢ Three passport applications mailed from a postal acceptance facility in the Boston
Passport Agency region to the Lindbergh Postal Distribution Center (Philadelphia, PA)
cannot be located at this time. This event was referred to US-CERT and the Privacy
Team. P .
*  One DoS laptop is missing. i

B s

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
e One report that a DoS user in Washington sent an e-mail containing SCI information.
This event was referred to APD.

US-CERT Coordination
+ Nothing substantial to report

Compliance & Vulnerability Scanning
o See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (SBU) Oman Attempts to Improve Cyber Awareness and CND
(Computer Network Defense) Capabilities

(SBU) Key Highlights:
* eOman represents a sweeping effort to modernize the nation’s IT knowledge and
programs

o The ITA is being reorganized fo support government and private sector networks

e Oman’s National CERT is seeking to develop computer and network forensics
capabilities

e FEfforts include extensive computer training and cyber awareness campaigns for all
citizens

{SBU) Source Paragraph: “Oman’s Information Technology Authority (ITA) was established
under the Ministry of National Economy in 2006. On approximately 23 May 2009, ITA was

restructured in accordance with Oman’s new digital strategy, dubbed eOman.”
Source: DIA Cable, IIR 6874 0152 09, “Oman Modernizes to Defend Against Cyber Crimes and Computer and Network
Intrusions and Attack (U//FOUQ),” 02 June 2(.)(.)9
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Telewall Activity from 06/06/2009 to 06/13/2009
254,793 Calls Logged
0 Calls Blocked
14 911 Email Alerts
4 Reports Run for External Customers
Notable Events:
e None
Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)
Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 700,322 Previous day:28
Month to date - June: 12,925,199 Month to date - June:3,044
Year to date for 2009: 262,716,296 Year to date for 2009: 23,159
Cyber Security News Headlines
Homeland Security Keeps Cybersecurity Role [Source: fcw.com]
Feds Push Cybersecurity [Source: pcworld.com]
e e 7% 0% %% tet "% "t 20 S ot et
® e o0 L ] [ ) L] L ] L ] ® o o0 L J L X ] L] L]
: ¢ :.0 ... : .I. ... ... : :.. : :.. :..
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Appendix A —CIRT Event Summaries: '3 & *.. *u. 3°3 .2 %0 08 5.8
Legend: | . Openkvents:39 | | = Closed Events: 32

Ticket I
Nt

| *ﬂ{w’“r{@;;r—'ﬁi

J

-

——

I

Cyber Security B

CIRT detected a larae number of e-mail messanes

. r\deng .
.ocation Bureau ODate d Post R Pos(.jt_lst. Clljate g
it L pene Response emediating ose
TIWHA/US | 06-12-09 6-15
1f WHA/US | 06-12-09 Yes
T WHA/US | 06-12-09 6-15
WHA/US | 06-12-09 Yes
1 WHA/US | 06-12-09 6-15
1 WHA/US | 06-12-09 Yes :
WHA/US | 06-12-09 6-15
WHA/US | 06-12-09 Yes
1 WHA/US | 06-12-09 Yes
1 WHA/US | 06-12-09 Yes
AF 06-12-09 6-15
j EUR 06-12-09 Yes
1 EAP 06-12-09 Yes
EUR 06-12-09 6-15
EUR 06-12-09 Yes
EAP 06-12-09 Yes
EUR 06-12-09 Yes
EUR 06-12-09 Yes
-1 EUR 06-12-09 6-15
EUR 06-12-09 6-15
EAP 06-12-09 6-15
EUR 06-12-09 Yes
:o. :N:o .o. 96512.—.0.9 ...JY.eS: . e :.- :-
UL R I M
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: Awaiting .
Ticket l ; Date Postis Date
b Location Bureau |es o ode oPOSL 4o gy . .
] Numk e 4 sOPEhell *] sRespefises | REmediatng; 1 /Closcd
\‘1 AF 01)6—4&—(;9 e e oo op o s see o ooé_’rﬁ:
] [ EUR__[ 06-12-09 6-15
EAP 1 061209 6-15
: EUR 06-12-09 6-15
: AP 1 061209 | Yes
B AF 06-12-09 Yes
i 1 sca 06-12-09 Yes
B 1 EUR 06-12-09 Yes
i 1 AF 06-12-09 Yes
i | EUR | 06-12-09 6-15
N ! AF 06-12-09 6-15
i WHA 06-12-09 Yes
i AF 06-12-09 Yes
| NEA 06-12-09 Yes
i AF 06-12-09 Yes
i AF 06-12-09 6-15
N AF 06-12-09 Yes
u AF 06-12-09 615
i EUR | 06-12-09 6-15
i AF 06-12-09 6-15
i AF 06-12-09 Yes
: EAP 1 06-12-09 615
i AF 06-12-09 Yes
| AF 06-12-09 6-15
AP 06-12:09 6-15
i AF 06-12-09 Yes
AP | 061200 | Yes
i AF 06-12-09 Yes
i EAP 06-12-09 6-15
EAP | 06-12-09 6-15
B EUR 06-12-09 Yes
B NEA 06-12-09 Yes
B NEA 06-12-09 Yes
- __AF 06-12-09 6-15
- 7 _AF 06-12-09 6-15
- B [ EUR 06-12-09 6-15
| ~F
et o7 %0 %% ges ", ", 00 LTSt
LI RO ONE I SR S R
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Ticket Number- Location’ | B

Date and Time Ticket Created: 06/12/2009 0424 GMT Affected Bureau: EAP

Event Description e s
CIRT detected an exposure to malicious code;

Current Status
15 Jun: The ISSO reported that the user is traveling this week and therefore he is
unable to check the user’s mailbox.

Status History
12 Jun: CIRT requested that the ISSO search for malicious files and verify that the installed

-6 (Investigation)

mail - Malicious Payload (Code, Attachment, Link) -

Ticket Number: * ' Location: B

Date and Time Ticket Created: 06/11/2009 1301 GMT Affected Bureau: DOM

Event Description
CIRT was notified by CTAD regarding malicious e-mail attachments that have been sent to
DoS users.

Current Status
15 Jun: The CIRT requested an update from the ISSO via e-mail.

Status History
11 Jun: CIRT requested that the ISSO determine if the suspicious e-mails had been

| / .

12'Jun: CIR1 was notifiea by the IT Service Center that two of the four recipients are
currently out of the office. One of the recipients reported that he did not receive the e-mail

message.
0% %% 0%e %% es T, . 8L St 0C
E.: E:’ :.. E :.: .:. .:. 5 E:. E E:. E.:
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Location:.

Ticket Number:

Date and Time Ticket Created: 06/13/2009 0759 GMT Affected Bureau: DOM

Event Description

CIRT detected a malicious PDF . being directed at a DoS workstation.

Current Status
15 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
13 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

Ticket Numbgr: Location:

Date and Time Ticket Created: 06/13/2009 0950 GMT Affected Bureau: DOM

Event Description

CIRT detected a malicious PDF; ft being directed at a DoS workstation.

Current Status
15 Jun: The ISSO is examining this event and will update CIRT once completed.

Status History
13 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

Ticket Number: Location.

Affected Bureau: EUR

Date and Time Ticket Created: 06/15/2009 1134 GMT

Event Description
CIRT detected a malicious executable file directed at a DoS workstation.

Current Status

15 Jun: CIRT requeste.d.tlla.t.th.e IS§Otse?£ch.f9r.sp.e<iifi.c fil.es ?I‘? remove the files if
: : .: : .: [ ) A. [ ] * o L ] [ ] L X J ; ;
'.: ..: : ..: : ... ... ... : ... ..: ..:
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they are found. CIRT also requested that the ISSO perfqity aﬂhntl'v'ires:s:caq apg :.
verify that the workstation is up-to-daleilv%h aIE of the lalqqt pétchés from IRY Patch.
Management. 0 %ee ‘o cee o 0 o0 ©

<
[
[

Status History
N/A - New Event

US-CERT Category: CAT
Event Type e

S —

Ticket Number: Location: :

Date and Time Ticket Created: 06/15/2009 1308 GMT Affected Bureau: WHA

Event Description
One DoS laptop containing PII is missing.

Current Status
15 Jun: This Pil event has been forwarded to US-CERT and the Privacy Team. CIRT is
awaiting confirmation from both groups that the Pll incident report has been
received.

Status History
N/A - New Event

_ Event Type Suspect

Ticket Number: Location® s
Date and Time Ticket Created: 06/12/2009 0948 GMT Affected Bureau: EUR

Event Description
CIRT was notified of unauthorized software being installed onto DoS workstations.

Current Status
15 Jun: CIRT requested an update from the 1SSO via e-mail.

Status History
12 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

SRR RN S N ST
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-  US-CERT Category:CAt 3 (Nelichrs Cotlel® °
G Event Type Confrrmed Email - Malicious. Payload (Code, Attachment Lmk)

- CIRT detected a large number of e-mail messages--_

Ticket Location Date : Posta Post is ' Date
Number Opened Response Remediating Closed
12864 SA-44 June 04 June 14

US-CERT Category CAT i (MallCIOUS Code)
Event Type Confirmed VlrusNVorm on internal machine

Ticket Number:’ Location:: 0

SmSEE s v

Date and Time Ticket Created: 06/10/2009 1335 GMT Affected Bureau: WHA

Event Description

CIRT detected a DoS workstation communicating with a suspicious website and possibly
downloading a malicious .exe file.

Final Action

15 Jun: The ISSO confirmed that the workstation has been removed from the network
and re-imaged.

Status History

10 Jun: The ISSO reported that he will examine the workstation and inform CIRT of the
results.

11 Jun: CIRT requested a status update from the ISSO via e-mail.
12 Jun: CIRT requested that the ISSO disconnect the workstation from the network and
reimage the operating system.

14 Jun: CIRT requested a status update from the ISSO via e-mail.

—_— —_—

—_— —_—

US-CERT Category CAT 4 (Improper Usage) e
Event Type Conﬁrmed Unauthonzed Software Downloaded to a DoS machme -
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e
s

o .
Ticket Number:" TR X LI - Loc%ution". f° o

'{i'fi

GSMT * Y*Afected Bureau DOM

Date and Tlme Tlcket Created: 06/12/2009 0959

Event Description
CIRT detected the download of a malicious executable to a DoS workstation.

Final Action

15 Jun: The ISSO reported that none of the files described were found. A virus scan
showed no trace of malicious activity. The patches are up-to-date.

Status History

12 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the 1ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

14 Jun: CIRT requested a status update from the ISSO via e-mail.

Ry

' US—CERT Category CAT6(lnves’ugatton) i .
Event Type Confirmed: Information Security Issue {violation or lnfractfon)

Ticket Numbef: . Location:’

. =3
e

Date and Time Ticket Created: 06/15/2009 0712 GMT Affected Bureau: DOM

Event Description
A Do$S Bureau reported a possible classified spillage.

Final Action
15 Jun: This event was referred to APD.

Status History
N/A - New Event

ey

US*CERT Category: CAT 6 (Invest;gatlon)
 ‘Event Type Conflrmed Non—event

e o —

Ticket Number: - Location

Date and Time Ticket Created: 06/15/2009 1225 GMT Affected Bureau: DOM

Event Description

Personally Identifiable Information (Pll) may have been breached or disclosed to
unauthorized third parties.

Cyber Security Brief as of 12/3/2009 - 1400 EST Page 11 of 17
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Final Action oo ooo o o . . .oo :o : :. : :. E :
15 Jun: This event has been referred to-U§ éIER'[ a.nd thehrdvacy TgamS ¢ cee se
Status History
N/A - New Event
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Appendix B — Compliance & Valpnerabillty Séanrrinef Statistics” *
VULNERABILITY TOTALS:
Total Critical Vulnerabilities: 8,422
Total High Vulnerabilities: 498,550
ToP 10 CRITICAL VULNERABILITIES
10.00 1182
10.00 1163
10.00 1005 |
- FE
10.00 800
10.00 543
10.00 490
10.00 371
10.00 360
10.00 243
| 10.00 217
S p——— e = RS S
ToP 10 HIGH VULNERABILITIES
CVSS Count
Score
9.30 26335
7.00 25683
9.30 24035
930 | 23087 L
9.30 23779
9.30 16627
9.30 12744
1 9.30 12733
..: ..: : : : ... ... :.: ..: ... ..: .64) 930 7806
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 13 ot 17

Sensitive But Unclassified



Sensitive But Unclassified

[ QuickTime < 7.2 Security Update Windows) " |, . e o} 230 $[:°7780s
R R RO S
e’ See .’ See o o 0o o0
Top 10 MosT COMMON VULNERABILITIES
B Vulnerability 0 g(‘:’fri' “Count
9.30 26335
7.00 25683
9.30 | 24035
V| 930 | 23087
i 930 23779
| 510 | 23611
9.30 16627
)] 9.30 12744
9.30 12733
9.30 7806
A
TopP 10 COMPLIANCE FAILURES
Configuration Setting Count
‘ | =y 63848
61204
60870
60869
54313
52366
44313
34906
34904
32491

Cyber Security Brief

as of 12/3/2009 — 1400 EST
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Appendix C — DoS Cyber Condiﬁti;.(C-VbEerG.&)-[_é\-,éfs: S e oo

Significant cyber attacks
are currently occurring

Degradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupfted.
Sensitive information in the enterprise is
at high risk of compromise.

Disconnection of Internet
connectivity

Task Force initialization
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilitics within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Brief
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ELEVATED
Moderéfe ;:ybef attécks
are imminent

Increased risk e o
Limited malicious actlvty- :°
Intelligence indicates ggn‘terauhréafs cole
Specific incidents reported and under
review

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at some risk of compromise.

Ensure protective measures
implemented

Increase backups, audits, etc.
Verify response action plans & staff
ready

Document changes in cyber security
posture

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Nemwork infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Existing countermeasures are likely to be
adequate to counter this threat

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Cyber Security Brief

as of 12/3/2009 — 1400 EST
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Appendix D — Intranet Web Links of Interest®, «7° +.°

Within the Office of Computer Sttufit? °

* Awareness

Periodic Update: http://cs.ds.state. gov/ETPA/ETPA 03 .cfm
» Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.cov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)

Tactiecal Awareness: http:/cs.ds.state.gov/CTAD/CTAD_07.cfm
e The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.cfm
e (Compliance and Vulnerability Scanning

Periodic Update: http://cs.ds.state. gov/index.cfm

Outside of the Office of Computer Security

e  Cyber Security Incident Program
Periodic Update: http://csip.ds.state. gov

e Enterprise Network Management
Periodic Update: http://enm.irm.state.gov ,
e The Office of Information Assurance £
Periodic Update: http://ia.imm.state.gov/
* Patch Management
Periodic Update: hitp://enm.irm state.gov/mnlm/pately/Default.him
e Virus Incident Response Team (VIRT)
Periodic Update: http:/sysintegweb.irm.state. gov/si/AntiVirus. hitm]

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.

It you have feedback for the CSB, please send it to CIRT(@state.gov
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Cyber Security Brief,
United State Depagigneit of Stfie ¢ ,°
Bureau of BDiflogadicsSecuity o6 ®oe
as of June 16, 2009-1400 EST

June 17, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT
e CIRT is awaiting the ISSOs’ responses and remediation confirmations on the
remaining spear-phishing attack notifications.

2. CTAD Daily Read File
¢ (Classified content)

3. Personally identifiable information (Pll} loss reported
¢ One passport application missing

Geographic Distribution of Computer Incident Response Team (CIRT) Events

finsing ¥ates Tavra oo s P 23 Sy actmmod 16 bate orbda i Trbayser ek

PRI TY ‘ ‘
;','. o
Legend: ®] event ® 2 events @ 3+ cvenis
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 1 of 14
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Personally identifiable information (PIl) loss reported' 4
e One passport application mailed from trposml acceptancéfa(:lmy m the'Phlladelp'h'la

Passport Agency region cannot be located at this time. This event was referred to US-

CERT and the Privacy Team.

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
e Nothing substantial to report

US-CERT Coordination
e Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (Classified content — See CTAD Daily Read File on ClassNet for details)

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,002,128 Previous day:104

Month to date - June: 13,927,327 Month to date - June:3,148
Year to date for 2009: 263,718,424 Year to date for 2009: 23,263

Cyber Security News Headlines

1G: DHS Intel Folks Need Cyber Education [Source: techinsider.nextgov.com]

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 3 of 14
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Sensitive But Unclassified

..: o8e o o0® o o0 oe [ ) L ] [ ) [ X X ) o0
Appendix A —CIRT Event Summeariéss <+ 3 “so *oo eer % eel %al
Legend: | OpenEvents: 27—  Closed Events: 16
- eCIRT detected a large number of e-mail messages
Ficket Bureau Date ) P—ostu Postis Date
Number Opened R Remediating | Closed
L e iy esponse
: WHA/US | 06-12-09 Yes
WHA/US 06-12-09 Yes
WHA/US 06-12-09 Yes
"WHA/US | 06-12-09 Yes
“WHA/MUS | 06-12-09 -
 WHA/US 06-12-09 -
© EAP 06-12-09 Yes
EAP 06-12-09 Yes
EUR 06-12-09 6-16
EAP 06-12-09 Yes
EUR 06-12-09 Yes
EUR 06-12-09 6-16
L~
EUR | 06-12-09 616 | 51
AF 06-12-09 Yes
AP 06-12:09 | Yes
AF 06-12-09 6-16
SCA 06-12-09 6-16
EUR 06-12-09 Yes
AF 06-12-09 Yes
WHA 06-12-09 Yes
AF 06-12-09 Yes
NEA 06-12-09 Yes
AF 06-12-09 -
AF 06-12-09 -
AF 06-12-09 Yes
s R L R R
Lyuver vecur iy prief as of 12/3/2009 ~ 1400 EST Page 4 of 14
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) Awaiting :
Ticket : Date Post is Date
Location Buregu;ep ss8 e eee s qlosiee | e 8. s ese e
NATERL o e {980 pegonge’ 1 PTEIATD LDy
—: AF L ¥ 2 06_.12_09 e ® YéS e | o oS00 L J o0 LX J
" AF 06-12-09 6-16
1 AF 06-12-09 Yes
1l EUR 06-12-09 Yes
| NEA 06-12-09 6-16
\t ‘ NEA 06-12-09 Yes

Ticket Number: 1° B Location: -

——

Date and Time Ticket é;ééted: 06/12/2009 0424 GMT Affected Bureau: EAP

Event Description
CIRT detected an exposure to malicious code. This event consisted of malicious{
contained within a PDF document. T

Current Status
16 Jun: The CIRT is awaiting a response from the ISSO.

Status History
12 Jun: CIRT requested that the ISSO search for malicious files and verifv that the installed

,, }
1590RThe ISSO reported that the (iSeris traveling this week and-is unable to check his+~
mailbox. CIRT will follow up next week when the user returns.

N

Ticket Numbg;: o _ Location:

Date and Time Ticket Created: 06/11/2009 1301 GMT Affected Bureau: DOM

Event Description
CIRT was notified by CTAD regarding malicious e-mail attachments that have been sent to
DoS users.

Current Status
16 Jun: The I.S.SO.ipforr;ned. Q.IR;T that the e-m.ail.has.bggn deleted from the user's

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 5 of 14
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workstation; however, he is still in the-psoeess of-removmg-tt from theuser'sses o

blackberry. CIRT is awaiting confirmatiorsfrom the S© that the, e-matl ag been §
fully removed from all devices. co ooo o o o oo oo o o eoe ° oo .

Status History

11 Jun: CIRT requested that the ISSO determine if the suspicious e-mails had been

delivered to the mailboxes of the recipients in question. If found, CIRT requested that the
e-mai]s be deleted o I

12 Jun? CIRT Was notified BY the T Sérvice Center that two of the four reCIplents are ‘

currently out of the office. One of the recipients reported that he did not receive the e-mail
message.

15 Jun: CIRT requested an update from the ISSO via e-mail.

AT 6 (!nvestxgatxon)

Event Type Susp,: ted allcuous Code dlrected towards an internal

—_—

Ticket Number: Location:

Date and Time Ticket Created: 06/16/2009 0831 GMT Affected Bureau: EUR

Event Description

CIRT detected a malicious code being directed to a DoS workstation in an attempt to
download an executable file.

Current Status

16 Jun: CIRT requested that the ISSO search for specific files and reimage the
operating system if the files are found.

Status History
N/A - New Event

3
Ticket Number: ¢ ] Location: i

e - o e

Date and Time Ticket Created: 06/12/2009 0948 GMT Affected Bureau: EUR

Event Description
CIRT was notified of unauthorized software being installed onto DoS workstations.

yber Security Brief as of 12/3/2009 — 1400 EST Page oot i4
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Current Status

[ N ] [ X ) [ ) [ K ] [ ] o0 L X ] [ ) [ ] L ] [ ] [ )
16 Jun: CIRT requested a status updatéf!om.thé ISSD Yia g*'m %'r . : e . :: . E
LA J LA X J ' & L] e .. :.: ..: ... ..: ..:

Status History
12 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
15 Jun: CIRT requested a status update from the ISSO via e-mail.

—

=

Ticket Number: Location:

Date and Time Ticket Created: 06/16/2009 0951 GMT Affected Bureau DOM

Event Description
CIRT detected a DoS workstation communicating with a suspicious website and possibly
downloading a;

Current Status
16 Jun: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

Ticket Number: Location:

Affected Bureau: EUR

Date and Time Ticket Created: 06/16/2009 1345 GMT

Event Description
CIRT detected a DoS workstation communicating with a suspicious website and downloading
-an executable file.

Current Status
16 Jur: CIRT requested that the ISSO search for specific files and perform an antivirus

scan.

Status History
N/A - New Event

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 7 of 14
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: us- CERT Category.CAT.3 ‘Mahmous.Code.) s e ese ae
Event Type Conflrmed E—mail~Malacrous Raylead(Cod'e Aﬁaehment,Lmki we :E .

{ B8

vy ‘T_"""—""—'_"—""_“'—q""—""

Ticket Number: Location:f

Date and Time Ticket Created: 06/13/2009 0759 GMT Affected Bureau: DOM

Event Description

CIRT detected a malicious PDE; pbeing directed at a DoS workstation.

Final Action
16 Jun: The ISSO responded that the e-mail has been deleted and was not forwarded.

Status History
13 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.
15 Jun: CIRT requested a status update from the 1SSO via e-mail.

Ticket Number: } Location: #
Date and Time Ticket‘Created: 06/13/2009 0950 GMT Affected Bureau: DOM
Event Description

CIRT detected a malicious” «eing directed at a DoS workstation.
Final Action

16 Jun: The ISSO responded that the e-mail has been deleted and was not forwarded.

Status History
13 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the 1ISSO re-image the operating system.
15 Jun: The ISSO is examining this issue and will update CIRT once completed.

e =

; > - US—CERT Category CAT 4 (Improper Usage)
’ Event Type Conflrmed Unauthonzed Software Downloaded to a DoS maohme

.

Ticket Number: - Location: F

it

Date and Time Ticket Created: 06/15/2009 1134 GMT Affected Bureau: EUR

Event Descripticn
CIRT detected a malicious executable file directed at a DoS workstation.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 8 of 14
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Final Action etS 000 2 e :M:; ;;3* - L PN ,;...k e
16 Jun: The ISSO reported that the usey receweaw[gf o e .' . : .
g L ] L X N ] [ ] [ ] e o »

e o000 o J. . .. e o o oS00 L] o0 e L]

sSSP T

Status History
15 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

—

US CERT Category ; CAT 6 '(lnvestigatlon)

Event Type Confirmed: Non-event
Ticket Number: Location' \
Date and Time Ticket Created: 06/15/2009 2119 GMT Affected Bureau: DOM

Event Description
A DoS employee contacted CIRT regarding the use of a; 2 her DoS
workstation.

‘EC

Final Action
16 Jun: No malicious activity was found.

Status History
N/A - New Event

Ticket Number:. v Location:”

i T e T = s

Date and Time Ticket Created: 06/16/2009 1100 GMT Affected Bureau: DOM

Event Description
Personally Identifiable Information (Pil) may have been breached or disclosed to
unauthorized third parties.

Final Action
16 Jun: This event has been referred to US-CERT and the Privacy Team.

Status History
N/A - New Event

St 0% e ot tel . "l e ettt
O O T
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Appendix B — Compliance & Vulnerability Scarnimirg Statlstics® ..* 3.
VULNERABILITY TOTALS:
Total Critical Vulnerabilities: 8,314
Total High Vulnerabilities: 502,641
Tor 10 CRITICAL VULNERABILITIES
%] 10.00 1163
% 1000 | 1113
| 10.00 965
10.00 800
"I 1000 | 551
[ 1000 | 4ot
| 10.00 373
; 1000 | 361
10.00 243
10.00 216
1 B S .
ToP 10 HIGH VULNERABILITIES
|
CVss Count
Score
9.30 26537
7.00 25867
9.30 24339
9.30 24291
9.30 24084
9.30 16625
9.30 12915
:9.30 12905
P Rt OOl T IR L 930 | 7968
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 10 of 14



Sensitive But Unclassified

B

oo ees o |a 930 7948
Tor 10 MosT CoOMMON VULNERABILITIES
T T T -evss | :
Sco’reT ot o P
| 930 26537
7.00 25867
9.30 24339
9.30 24291
9.30 24084
510 23487
9.30 16625
9.30 12915
9.30 12905
9.30 7968
0P 10 COMPLIANCE FAILURES
Configuration Setting Count
63851
e 61207
‘ 60873
608 -
2l 7y
: 54316
% 52369
: 44318
34909
34907
32490
R It I SR INCIE JCE LTINS S
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Significant cyber attacks
are currently occurring

Degradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.
Sensitive iuformation in the enterprise is
at high risk of compromise.

Disconnection of Internet
connectivity

Task Force initialization
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
increase in sophisticated recon and
probes

Heightened tensions within country or
major event :
DoS must resort to alternative
communications means fo excecute ifs
diplomatic mission

Aftacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as

needed

Authorize limited OT for analysts

Cyber Security Brief as of 12/5/2009 — 1400 EST
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ELEVATED
Mode;éte cyber‘aiiéckﬁ
are imminent

increased risk

Limited malicious activity

Intelligence indicates general threats
Specific incidents reported and under
review

Afttacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at some risk of compromise.

Ensure protective measures

implemented

¢ Increase backups, audits, etc.

o Verify response action plans & staff
ready

¢ Document changes in cyber security

posture

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Existing countermeasures are likely to be
adequate to connter this threat

e Maintain regular security monitoring,
scanning, & remediation operations
e \Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

e Maintain regular security monitoring,
scanning, & remediation operations
e Verify status of protective measures

Cyber Security Brief as of 12/3/2009 — 1400 EST
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Within the Office of Computer Security

Awareness

Periodic Update: http://cs.ds.state.gov/ETPA/ETPA_03.cfm
Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT_08.cfm
Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://es.ds.state.gcov/ICTAD/CTAD 07.cfm
The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.ctim
Compliance and Vulnerability Scanning

Periodic Update: http://cs.ds.state. gov/index.cfm

Outside of the Office of Computer Security

Cyber Security Incident Program
Periodic Update: http://csip.ds.state. gov

Enterprise Network Management
Periodic Update: http://enm.irm state.gov

The Office of Information Assurance

Periodic Update: http://ia.irm.state.gov/

Patch Management

Periodic Update: http://enm.irm.state. gov/nlm/patch/Default.htm

Virus Incident Response Team (VIRT)

Periodic Update: http:/sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.

If you have feedback for the CSRB, please send 1t to CIR T@state.gov
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Cyber Security, Brief
UnitedgStgtes Jgeartipgn@of State o ¢
Burefy df Qibldnati@ SEelitly %o

as of June 17, 2009-1400 EST

June 18, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

o CIRT is awaiting the ISSOs’ responses and remediation confirmations on the
remaining spear-phishing attack notifications.

2. CTAD Daily Read File
e (U) The Internet, Information Operations, and lranian Unrest

3. Personally identifiable information (PIl) loss reported
e Two passport applications missing

Geographic Distribution of Computer Incident Response Team (CIRT) Events {

Friid St Doy vernn Puats rasd Ser astewedd o8 Meate Bk Sieare frimy s

Legend.: °/ event D . events @ 3+ cvenis
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Personally identifiable information (PIi) loss reported
e Two passport applications malled-frocr: a-n@n:postab aceeptance faolht “l thesScakle
Passport Agency region to theloe Ange:es Post Of-flce eannol- be locqteti at-tjug tlxne
This event has been referred t6 USsGERT ant the F’ﬂvacy Toamess o ses s

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
¢ Nothing substantial to report

US-CERT Coordination
¢ Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (U) The Internet, Information Operations, and Iranian Unrest

Key Highlights: (contains classified information)

1
(U) Source Paragraph: “Pro-democracy activists on the Web are asking supporters to use
relatively simple hacking tools to flood the [Iranian] regime’s propaganda sites with junk traffic . . .
The impact of these distributed denial-of-service (DDOS) attacks isn’t clear. But official online
outlets like leader.ir, ahmadinejad.ir, and iribnews.ir are currently inaccessible.”
Source: Wired (hitp.//www.wired.com),”Activists Launch Hack Attacks on Tehran Regime,” 15 June 2009

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,002,128 Previous day:104

Month to date - June: 13,927,327 Month to date - June:3,148
Year to date for 2009: 263,718,424 Year to date for 2009: 23,263

Cyber Security News Headlines

New Security for America, via Europe [Source: newsweek.washingtonpost.com]
Potential Cyber Chief Hathaway Developing Cybersecurity Response Plan [Source:gcn.com]
Cyberdefense Center Will Lead in Education [Source: infoworld.com]
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Ticket Number: e | Location:

Date and Time Ticket Created: 06/16/2009 2124 GMT Affected Bureau: DOM

Event Description
An ISSQ reported to CIRT that a DoS website
< =

NS icatiet S 7 )

Current Status
17 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
16 Jun: CIRT requested that the ISSO disconnect the workstation from the network and

reimage the operating system.

Ticket Numbé;r;;v Location

Affected Bureau: EAP

Date and Time Ticket Created: 06/16/2009 1613 GMT

Event Description
CIRT detected a large number of e-mail messages with PDF attachments from
) % :

/

3
|

Current Status
17 Jun: The ISSO informed CIRT that the workstation has the current version of

z

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been

received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

Ticket Number- Location::

Date and Time Ticket Created: 06/16/2009 2023 GMT Affected Bureau: DOM
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Event Description

CIRT detected.a large number of egﬁ?il'n:@siagiézi v@th’ E’DF :attetchmenss ﬁ?)fn “:E :'E
..: ..: : : : ... ... :.: ..: ... ..: ..: é

e e T T

Current Status
17 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

Ticket Number"

g

Location: i
Date and Time Ticket Created: 06/16/2009 2052 GMT

Affected Bureau: DOM

Event Description
GIRLdeiggied a large number of e-mail messages with PDF attachments from [

- »
5 o .

Current Status
17 Jun: The IT Service Center has provided a reference number for this event.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

Ticket Number:; b 1

Location;

Date and Time Ticket Created: 06/16/2009 1540 GMT Affected Bureau: EAP

Event Description
CIRT detected a larae number of e-mail messaaes with PDF attachments from
i
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Current Status
17 Jun: The ISSO reported that h::'i:s 5t}§n§pt‘uj§; tgo ::bnt;'agzt tEé_e-miil ;égim‘ernts.’:
e ¢ s ¢ "
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Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

Y

Ticket Number:~ H | Location;

Date and Time Ticket Created: 06/16/2009 1827 GMT Affected Bureau: EAP

Event Description
CIRT detected a large number of e-mail messages with PDF attachments from "

%

T i RS 25 YT

Current Status
17 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was
opened, CIRT requested that the ISSO re-image the operating system.

Status History
N/A - New Event

Ticket Number; ~ -  Locatiop ' ce
Date and Time Ticket Created: 06/11/2009 1301 GMT Affected Bureau: DOM

Event Description
CIRT was notified by CTAD regarding malicious e-mail attachments that have been sent to
DoS users.

Current Status
17 Jun: CIRT requested that the ISSO reimage the workstation of a user who was
forwarded the malicious e-mail.

Status History
11 Jun: CIRT requested that the 1ISSO determine if the suspicious e-mails had been
delivered to the mailboxes of the recipients in question. If found, CIRT reauested that the
e-mails be deleted,s =

N
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the workstation be removed from the network and re-imaged.

12 Jun: CIRT was notified by the It StVice® Cediter ¢at twt’ob e fod®fedpiehts &te
currently out of the office. OnesoBtRe regipierits repoited thathe did hot $edivesthee e-mail
message LR ] XX ] oe® o @ o0 e L ] ® o090 oo

15 Jun: CIRT requested an update from the ISSO via e-mail.

16 Jun: The ISSO informed CIRT that the e-mail has been deleted from the user's
workstation; however, he is still in the process of removing it from the user's blackberry.
CIRT is awaiting confirmation from the ISSO that the e-mail has been fully removed from
all devices.

f R

Ticket Numbet; L Location: } -

Date and Time Ticket Created: 06/17/2009 1006 GMT Affected Bureau: EUR

Event Description
CIRT detected a DoS workstation communicating with a suspicious website and possibly
downloading a malicious executable.

Current Status
17 Jun: CIRT requested that the 1SSO search for specific files and reimage the
operating system if the files are found.

Status History
N/A - New Event

.

Ticket Number";{ ' B , Location:

N
£

&

e
Date and Time Ticket Created: 06/17/2009 1408 GMT Affected Bureau: DOM

Event Description
CIRT detected a malicious executable file directed at a DoS workstation

Current Status
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

A TR T TR PSP - A
L T T Lo I
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Ticket Number* B Location: !

Date and Time Ticket Created: 06/17/2009 0904 GMT Affected Bureau: EAP

Event Description
_CIRT.detected a DoS workstation in communication with a malicious website containing

Current Status
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

Event Type Conf rmed. Susplmous/Abnormal trafflc

Ticket Numbé;’: ( Locatior

Date and Time Ticket Created: 06/12/2009 0424 GMT Affected Bureau: EAP

Event Description
CIRT detected an exposure to malicious code. This event consisted of
contained within a PDF document. i

Final Action

17 Jun: The ISSO informed CIRT that the PDF was not found in the user's e-mail inbox.

Status History e
12 Jun: CIRT requested that the 1SS0 search for malicious fileg.and.

user’s mailbox. CIRT will follow up next week when the user returns.
16 Jun: CIRT is awaiting an update from the ISSO.

15 Jun: TheISSO reported that the user is traveling this week and'is UnablEt8 ¢tk e -

ofe t0 0 0l %t LT tes 0 W%e T W0
I O O I IO SR I
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Ticket Numbg"rf* Location:

P

Date and Time Ticket Created: 06/16/2009 1743 GMT Affected Bureau: EAP

Event Description
CIRT detected a large number of e-mail messages with PDF attachments from

;

SR RS e A

Final Action
17 Jun: The e-mail and attachment were not found on the user's computer. The user
does not recall this particular e-mail and regularly deletes these types of e-mails
without opening them. The user states that he did not forward this email to anyone.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

H

Ticket Number: Location®

2 L —

x

Date and Time Ticket Created: 06/16/2009 1746 GMT

Affected Bureau: DOM

Event Description
CIRT detected a larae number. of e-mail messages with PDF attachments from

F
* i 7:?!
Final Action
17 Jun: The IT Service Center/DSD reported that the user deleted the e-mail. The
Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. f the message was opened,
CIRT requested that the ISSO re-image the operating system.
| Ticket Numb”é;: 3 Location:'
Date and Time Ticket Created: 06/16/2009 2013 GMT Affected Bureau: NEA
o 92060 o e 9 (X ] eo® o ¢ o0 L [ X X ) LN
e @ e o e o o LX) ® o o [ ] [
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Event Description

CIRT detected a large number of&-naif fnassades withsPDF* akathin

5

iv
%
E

e T T

Final Action
17 Jun: The ISSO informed CIRT that the e-mail was not forwarded. It has been
permanently deleted.

Status History
16 Jun: CIRT requested that the iISSO determine if the suspicious message had been
received and if the message had been opened or deleted. [f the message was opened,
CIRT requested that the ISSO re-image the operating system.

Ticket Numberi «,!:99?!?9'135 - R

B s e

Date and Time Ticket Created: 06/16/2009 1950 GMT Affected Bureau: DOM

Event Description
CIRT detected a large number of e-mail messages with PDF attachments * »m "

2\.5\ AR e 1

TR

Final Action
17 Jun: The ISSO reported that the inbox is not in use. The e-mail was never opened,
read or forwarded. It has been permanently deleted.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

US-CERT Category: CAT 3 (Malicious Code)
Confirmed: Machine Patched or Not Vulnerable to Exploit -

Ticket Number; 7 7 - .| Location:

Date and Time Ticket Created: 06/16/2009 0951 GMT Affected Bureau: DOM

Event Description

CIRT detected a DoS workstation.communjcating with a suspicious website and possibly
downioading a s <
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Final Action . e ves o ose. oo
17 Jun: The 1SSO informed CIRI" thit’fhe ﬁleswas diot io:dnd.on %haworkgfatiqn: The
results of a virus scan were rsgéai\:lg, and patclies argscurrent.s” ¢ s 3¢

Status History
16 Jun: CIRT requested that the 1ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

Ticket Number: Location:

Date and Time Ticket Created: 06/16/2009 1345 GMT Affected Bureau: EUR

Event Description
CIRT detected a DoS woarkstation communicating with a suspicious website and downloading
an executable file.

Final Action
17 Jun: The ISSO confirmed that no unauthorized files were located. A virus scan was

performed with negative results.
i

Status History
16 Jun: CIRT requested that the 1SSO search for specific files and perform an antivirus scan.

? hd T
Ticket Number: - Location:
Date and Time Ticket Created: 06/16/2009 2040 GMT Affected Bureau: DOM
Event Description
CIRI.detected,a larae number.of.e-mail.messages-wit-PbF attachments from "

R S A R B s o

Final Action
17 Jun: ISSO confirmed that the e-mail was not received by the user and that the

)

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received ana if the message had been opened cr deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

PPN W PP PPN -0 0-0-0- >
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Ticket Number o Location-

Date and Time T|cket Created: 06/12/2009 0948 GMT Affected Bureau: EUR

Event Description
CIRT was notified of unauthorized software being installed onto DoS workstations.

Final Action
17 Jun: The ISSO informed CIRT that the unauthorized software was removed. A virus
scan was performed with negative results.

Status History
12 Jun: CIRT requested that the iISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
16 Jun: CIRT requested a status update from the ISSO via e-mail.

US-CERT Category: CAT 6 (Investigation)
. Event Type Conflrmed Non event e

Ticket Number;_ j Location®

e

Date and Time Ticket Created: 06/16/2009 1541 GMT Affected Bureau: DOM

Event Description
Personally ldentifiable Information (PIl) may have been breached or disclosed to
unauthorized third parties.

Final Action
17 Jun: This event has been referred to US-CERT and the Privacy Team.

Status History
N/A - New Event

Cyber Security Brief as of 12 33005 doEer © T Page 13 of 18
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Appendix B — Compllance & VuInErain!tv.SCanmnq: Statistics

VULNERABILITY TOTALS:

Total Critical Vulnerabilities: 8,419
Total High Vulnerabilities: 509,779

Topr 10 CRITICAL VULNERABILITIES

Sensitive But Unclassified

,ﬁ 1167
‘¥ 10.00 1156
1 1000 | 964
| 1000 | 801
" 1000 | 555 bpe
10.00 489
10.00 378
10.00 368
10.00 245
10.00 215
Topr 10 HIGH VULNERABILITIES
. CVSS
" Score Count
—' 930 27136
| 700 | 26477
9.30 | 25004
9.30 | 24958
— ] 1€
9.30 | 24752 b
9.30 16885
.30 13185
9.30 | 13177 |
CEUEE i niiey it 4 980 | eoed |
.: ..: : ..: : ... ... ... : ... ..: ..:
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9.30 | 8044 | Le

I RO SR S
Topr 10 MoST COMMON VULNERABILITIES
{ 930 | 13177
1 9.30 8064
Tor 10 COMPLIANCE FAILURES
L : & Configuratibn,Setting : o Count
) 63993
61381
61042
g 61041
“? 54477
i 52488
: 44402
: 32634
? 31801
31799
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Appendix C — DoS Cyber‘CimdlilQn (CyjierCon.LLﬂgZ_:' :

Significant cyber attacks
are currently occurring

Degradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.

Sensitive information in the enterprise is -

at high risk of compromise.

Disconnection of Internet
connectivity

Task Force initializatian
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in ihe enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Brief

as 2 12/3/2009 - 1400 S

T

Sensitive But Unclassified

Page 16 of 18




Sensitive But Unclassified

Increased risk

o Limited malicious aetéwity ¢ o o [s0 oo o 000 o ses oo
igence indicatebgeseraldhreatss Jo, o, § So 3 e 83
e Intelligence indicatesgeeralghreatss s, o ¢ 3° 3 3° ¢ 3
ificc 1 i oo (X} e o ® eso oo
° Spgcn‘lc incidefifts reparted armt? tintiet + Ensure protective measures
review implemented

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

¢ Increase backups, audits, etc.
o Verify response action plans & staff

Moderate‘ cyb_er attack o Network infrastructure throughput is R Igjsgment chanaes in cvber securit
are imminent noticeably diminished. posture g y Y

e Common network services are partially
disrupted.

Sensitive information in the enterprise is
at some risk of compromise.

No significant malicious activity
Network operating within “acceptable
risk” range
Incident detection and response
capability normal
Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.
o Common network services are not
impaired
+ Sensitive information in the enterprise is
at slight risk of compromise.
Existing countermeasures are likely to be : i
adequate to counter this threat

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity Maintain regular security monitoring,
within the enterprise scanning, & remediation operations
Network infrastructure throughput is Verify status of protective measures

Nuisance cyber attack

activity is expected normal.
o Common network services are not

impaired
Sensitive information in the enterprise is
at slight risk of compromise.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 17 of 18
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Appendix D — Intranet Web Links of Interest

Within the Office of Confp@itef Sdcyrbty o5 o %o £ 3° 3 3¢ &3

e Awareness

Periodic Update: http://cs.ds.state.gov/ETPA/ETPA 03.cfm
e Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm

e Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm
e The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm

e Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm

Qutside of the Office of Computer Security

e Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov

° Enterprise Network Management
Periodic Update: http://enm.irm.state.gov

e The Office of Information Assurance
Periodic Update: http://ia.irm.state.gov/

@ Patch Management
Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.htm
s  Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.
If you have feedback for the CSB, please send it to CIRT(@state.gov

oe o060 o e o [ X J o0 o o o000 [ ] [ X X ] o0
[ ] o o e o O [ ] [ X X} e o o e O o
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United Statcsbe;m!tmentv.f Statpo .

Bureau o D!phm?atﬁ: Securty ®® °°¢ °
as of June 18, 2009-1400 EST

June 19, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT
o CIRT is awaiting the ISSOs’ responses and remediation confirmations on the
remaining spear-phishing attack notifications.

b

2. CTAD Daily-Read File
* \

. e b

e,

e e

3. Personally identifiable information (Pllsrlwosis‘ reborféd
¢ Twenty-three passport applications missing

Geographic Distribution of Computer Incident Response Team (CIRT) Events

@

.e®

@
.
Legend: ®/ event @ 2 events @ 3+ cvents
A I TR ISR LSS
ORI I L AL R
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Personally identifiable information (Pll} loss reported
e Three passport applications mailed §tdn ¢ postat Fcptdncd tgciit,in the Bostaty .
Passport Agency region to the Lindieg Pt$tgl DMIriljutidn Gentel gannad he beatédats
this time. This event has been referréd t¢ US-CERT 4nd e Privdcy’ T&4Mm. ¢ *** °*°
e Twenty passport applications mailed from a postal acceptance facility in the New York
Passport Agency region to the Lindberg Postal Distribution Center cannot be located at
this time. This event has been referred to US-CERT and the Privacy Team.

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
¢ Nothing substantial to report

US-CERT Coordination
¢ Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

e TSR R R R A Y P Bl s s e il o R T R BT S A oot AT s s N

DAILY READ FILE: (SBU) |

Key Highlights: (classified content)

(U) Source Paragraph: “China and the U.S. failed to achieve a breakthrough at their latest
round of climate talks on Wednesday, raising the stakes in the global effort to fight global climate
change. The two countries responsible for almost half of the world’s greenhouse gas [GHG]

emissions ended three days of negotiations in Beijing.”
Source: Financial Times (http://www.ft.com), “Biggest emitters fail to show the way forward,” 10 June 2009.

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,002,128 Previous day:104

Month to date - June: 13,927,327 Month to date - June:3,148
Year to date for 2009: 263,718,424 Year to date for 2009: 23,263

Cyber Security News Headlines
New Information Security Controls to Strengthen Federa! Cybersecurity Standards [Source:
gcn.com]

NIST Revises Guidance for Telework Secunt f[Source gen. com]

Picking the vaersecunty Ozar lkourceo gown securl_y com'j- ° e ° :E :'E
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Appendix A —-CIRT Event Summaries

o oo o0 O ] e "FTTT oo
. ° e o o e o o o o o
° . ° e o . . oo o o
o o ° eoe e o o e o o
° X o0 o o oo ° XX X

i o
3 B — ’_»M
. : Awaiting :
Ticket ; Date Post is Date
Number Location ___ : Bureau | o ened Respssrtas o | Remediating | Closed
WHA/US 06-12-09 Yes
WHAUS | 06-12-09 Yes
WHA/US | 06-12-09 Yes
"WHA/US | 06-12-09 06-18
EAP 06-12-09 Yes
EAP 06-12-09 Yes
EAP 06-12-09 Yes
EUR 06-12-09 06-18
AF 06-12-09 Yes
AF 06-12-09 06-18
AF 06-12-09 06-18
AF 06-12-09 Yes
AF 06-12-09 Yes
AF 06-12-09 Yes
*EUR 06-12-09 06-18

\ ‘Ticket Number: L - ) 4Location:
Date and Time Ticket Created: 06/16/2009 2124 GMT Affected Bureau: EAP
Event Description
An ISSO reported to CIRT that a DoS website
e® o000 o (K] 00 " e¢ o o oo e eeo oo
vy L 2 2 ¥ & @ [} LA X J & ¢ e o o
® @ o0 o o0 o L ] [ ] L N ) ® [ ] oe @ o
LI ) ® o o o ® o o ® o o ® @ o
20 @090 o o © o0 ee ® ® * LA X J [ X ]
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B

- ..:.f ..5 : .:E E ... ... ..: E ..: .:E ..E
Current Status .o: co: : : : .oo .oo :.: co: .c. oo: .o:

18 Jun: CIRT requested additional information from the iISSO.

Status History
16 Jun: CIRT requested that the ISSO disconnect the workstation from the network and
reimage the operating system.
17 Jun: CIRT requested a status update from the ISSO via e-mail.

Ticket Number: Location:” I

Date and Time Ticket Created: 06/16/2009 2023 GMT Affected Bureau: DOM

Event Description
CIRT detected a large number of e-mail messages.with.2DE attachments from " .

\

Current Status
18 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.
17 Jun: CIRT requested a status update from the ISSO via e-mail.

Ticket Number: , Location: :

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM

Event Description
CIRT detected a_large number, of e-mail rnessages. with PDF attachments from "

v g . s s g T MR

Current Status
18 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History

S e B I R R R IR R X
Cyber Security Brief as of 12/3/2009 - 14G0 EST Page 5 of 15
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16 Jun: CIRT requested that the ISSO detgrmine if, the sugpicious message had been
received and if the message had been ppgnegeornde|gied. I the megsage wascogengd, ¢ ¢

CIRT requested that the ISSO re-image {lle oPRratingSYEIeIL ®ee 20 ves “o° cos oo
17 Jun: The IT Service Center has provided a reference number for this event.

Ticket Number: Location:

Date and Time Ticket Created: 06/1 6/2009 1540 GMT Affected Bureau: EAP

Event Description
CIRT detected a large number of e-mail messages with PDF attachments from

i,

Current Status
18 Jun: The 1SS0 informed CIRT that the user is at a remote office. The ISSO will

contact the user for more information regarding this e-mail.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted.
17 Jun: The ISSO responded that he is attempting to contact the e-mail recipients.

Ticket Number:é Location:

Date and Time Ticket Created: 06/17/2009 1408 GMT | Affected Bureau: DOM

Event Description
CIRT detected a malicious executable file directed at a DoS workstation

Current Status
18 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

Cyber Security Brief as of 12/3/2009— 1400 EST ° **° °°  Page 6 of 15
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' Ticket Number: Location: 1

Date and Time Ticket Created: 06/17/2009 0904 GMT ' Affected éhreau: EAP

Event Description
CIRT detected a DoS workstation in communication with a malicious website containing

3.3
S

{

Current Status
18 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

e ' US-CERT Category: CAT 3 (Malicious Code) .
Event Type Conflrmed E- mall ‘Malicious Payload (Code, Attachment Lmk)

| Ticket Number: Location:

Date and Time Ticket Created: 06/11/2009 1301 GMT Affected Bureau: DOM

Event Description

CIRT was notified by CTAD regarding malicious e-mail attachments that have been sent to
DoS users.

Final Action
18 Jun: The ISSO informed CIRT that the machine has been reimaged. The e-mail has
been removed from all devices.

Status History
11 Jun CIRT requested that the ISSO determine if the suspnmous e- malls had. been Lo
ed-dedhesmaillboxes of the recipients in question f]

12 Jun: CIRT Was otified By the 11 Service center that
currently out of the office. One of the recipients reported that he did not receive the e-mail
message.

16 Jun: The ISSO informed CIRT that the e-mail has been deleted from the user's
workstation; however, he is still in the process of removing it from the user's blackberry.
CIRT is awaiting confirmation from the iSSO that the e-mail has been fully removed from

tHETOUr recipients QL. et

all devices.
17 Jun: CIRT requestgd $hattheg ISSO seiprage, tive gvc;rksbe;hopgf augserwho was forwarded
Cyber Security Brief as of 12/3/2009 - 1400 EST Page 7 of 15
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the malicious e-mail. o4 ese o . LD see o see oo,
RN I R R TR T
Ticket Number: Location: ‘
Date and Time Ticket Created: 06/16/2009 1613 GMT Affected Bureau: EAP

Event Description
CIRT detected a large number of e-mail messages with PDF attachments from "

£ e
- - - PPN R . . g T ety
7

Final Action
18 Jun: The ISSO confirmed that the e- mall was not received by the user and that the

. T AT N
LS. i
. 2SS

pToe—

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.
17 Jun: The ISSO informed CIRT that
the user is on leave until June 18th. CIRT will await confirmation from the ISSTThat uie e-
mail has been deleted once the user returns.

.~ US=CERT Category CAT 3 (Mahcuous Code) ,
Event Type Conf rmed: Mahmous Code directed towards an mtemal machme

"!

Ticket Number: Location’

Date and Time Ticket Created: 06/17/2009 1558 GMT Affected Bureau: EUR

Event Description

CIRT detected a DoS workstation communicating with a suspicious website and possibly
downloading a malicious .exe file with a PDF attachment.

Final Action

18 Jun: CIRT requested that the ISSO search for a malicious file on the workstation.

The ISSO informed CIRT that the file was not found. The results of a virus scan were
negative.

Status History
N/A - New Event

S
Ticket Number: Location:’
Cyber Security Brief as 0f12/3/2()09 1400 ES[ Page 8 of 15
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Personally Identifiable Infosmation (Ril) may have peergbrea:ms’d ot dls’cﬁo§éd to
unauthorized third partles. . .. . .

. e o
L ’ ... . S . . .oo :o.
P esse o @ oo [X] e o e o

Py
e -0-8-

Final Action
18 Jun: This event has been referred to US-CERT and the Privacy Team.

Status History
N/A - New Event

= —~ ’*ru‘-\

| Ticket Number: > Location: 4

- 7/
| Date and Time Ticket Created: 96/18/2009 1015 GMT | Affected Bureau: DOM

Event Description

Personally identifiable Information (PIl) may have been breached or disclosed to
unauthorized third parties.

Final Action
18 Jun: This event has been referred to US-CERT and the Privacy Team

Status History
N/A - New Event

el
-
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&

ToP 10 MOST COMMON MUINERABILITIES . *. 3% & o0 8¢
X ] (XX} L eoe o o o0 o0 e o
y 7 S e e T eves [
' - | 930 | 27248
| 7.00 26476
{ 930 | 25149
9.30 25100
9.30 24908
5.10 23592
930 17002
. 9.30 13307
' 9.30 13296
930 | 8151 |
ToprP 10 COMPLIANCE FAILURES
B o Configuration Setting | Count
| 64757
62137
61793
3 61793
55122
53057
{ 44903
, 33283
i 28872
i 28850
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Appendix C — DoS nger.Conthlon (CyberCon) Leve?s

¢ Degradation, demal or destructlon of
systems

e Highly sophisticated attacks

¢ Major tensions within country /
significant catastrophic events

o DoS is unable to execute its diplomatic e Disconnection of Internet
mission connectivity
o Widespread or focused attacks targeting e Task Force initialization
— vulnerabilities within the enterprise e Documented Remediation Steps
Significant cyber attacks require an immediate coordinated completed and verified prior to re-
are currently occurring response. connection
o Nenwork infrastructure throughput is
severed.

o Common network services are disrupted.

o Sensitive information in the enferprise is
at high risk of compromise.

¢ Widespread malicious activity

» Intelligence indicates targeted activity

¢ Increase in sophisticated recon and
probes

o Heightened tensions within country or
major event

o DoS must resort to alternative + Initiate Management Team briefings
communications means to execute its e Three-times-a-day notification to
diplomatic mission pre-determined recipient list

Significant cyber attacks | ® Affacks targeting vulnerabilities within e Additional sniffers deployed as
are imminent or moderate the enterprise may require a coordinated needed
attacks are occurring response. e Authorize limited OT for analysts

o Network infrastructure throughput is
noticeably diminished.

o Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at moderate risk of compromise.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 13 of 15
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ELEVATED
Moderate cyber attacks
are imminent

Increased risk
Limited mahonous gchvgy

Intel hgegqe |r:(11g:ate.§ gbpergltireals oo .

Specific incidents reported and under
review

Aftacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably dintinished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at some risk of compromise.

Ensure protective measures
implemented

Increase backups, audits, etc.

Verify response action plans & staff
ready

Document changes in cyber security
posture

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network services are not
impuired

Sensitive information in the enterprise is
at slight risk of compromise.

Existing countermeasures are likely to be
adequate to counter this threat

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Common network services are not
impaired

Seunsitive information in the enterprise is
at slight risk of compromise.

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Cyber Security Brief

as of 12/3/2009 — 1400 EST
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Appendix D — Intranet Weh Lmks oflnmrest: ses o see se,

Within the Office of {‘yomputer Seurrﬁv‘ oo’ ".

® Awarcness
Periodic Update: http://cs.ds.state.gov/ETPA/ETPA _03.cfm
e  Computer Incident Response Team (CIRT)
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfin
¢ Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD _07.ctm
e The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfin

¢ Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds state.gov/index.ctm

Qutside of the Office of Computer Security

» Cyber Sccurity Incident Program
Periodic Update: http://csip.ds.state.gov

¢ Enterprise Network Management
Periodic Update: http://enm.irm.state.gov

o The Office of Information Assurance
Periodic Update: http://ia.irm state.gov/

e Patch Management
Periodic Update: http://enm.irm.state. gov/nlm/patch/Default.htm
o Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cyber Sccurity Brief.
If you have feedback for the CSB, please send it to CIRT(@state.gov

0 oS00 o ® © [ X *0 © o o000 ] [ X X ] [ X )
e © o o ® & ¢ [ ] XX J ¢ o o ® 9 O
® o o O e® o L ] [ ] ® o [ ] [ ] o & O
[ IR ] e o e o L J ® o ° e o o e o o
o0 000 © 000 o 0O [ X J [ ] [ ] [ ] [ X X ] o0
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Cyber.Jecurity.Brief..
Um!ea‘.Sﬁates Depaxltmen! of Starg ‘e,
Bureau ofDlpiomane Secanty °e
as of June 22, 2009-1400 EST

June 23, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT

e CIRT is awaiting the ISSOs’ responses and remediation confirmations on the
remaining spear-phishing attack notifications.

2. CTAD Daily Read File
e (U] New Efforts to Bypass Government-imposed Internet Restrictions in Iran

3. Classified spillage incident
e One instance of classified spillage reported

Geographic Distribution of Computer Incident Response Team (CIRT) Events

Uoited $tate Torpign Sersinn Piste st Dypadiioent of ate jorivdiesinens, Feluuary

Legend o ]event ®  events ® 3+ cvenis

R I T2 T TR A R e
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Personally identifiable information (PRpfosesrepartedee ¢% oo® oo
¢ Nothing substantial to report

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
» One instance of classified spillage in Washington, D.C. has been referred to APD.

US-CERT Coordination
» Nothing substantial to report

Compliance & Vulnerability Scanning
o  See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (U) New Efforts to Bypass Government-Imposed Internet Restrictions
in Iran

(U) Key Highlights:
e The turmoil in Iran continues following the country’s highly contested elections
» The situation has called for new ways to help Iranians communicate with others
e Facebook, Google, and YouTube have joined efforts to facilitate information-sharing
e As citizens continue to bypass Internet restrictions, the government of Iran also strives to
maintain control over the flow information

(U) Source Paragraph: “Some of the Web’s leading firms are rolling out new features, to
accommodate worldwide interest in the protests in Iran—and to not-so-subtly help out the pro-
democracy movement inside the country, Iran’s activists have been relying on blogs [Web logs],
Tweets, text messages, Facebook groups, and uploaded YouTube videos to share information

with one another, and with t he outside world.”
Source: Wired (http./Mwww.wired.com), “Facebook, Google Go Persian, aiding Iran’s Activists,” 19 June 2009

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,378,302 Previous day:38

Month to date - June: 20,925,340 Month to date - June:7,313
Year to date for 2009: 270,716,437 Year to date for 2009: 27,246

Cyber Security News Headlingss **¢ ¢ N L L I T LY
Cyber Security Brief as of 12/32009 1400 EST - ° 0 """ Yage3 of 16

Sensitive But Unclassified



Sensitive But Unclassified

o
Group to Monitor Obama’s Cybersecurity Promises [Source: govinfosecurity.com] ﬁ:,f
Twitter Message Could Be Cyber Grimipal at Wosk [Source:.editan.mn:comj see oo ‘\,;’ ? o
® o o o o o e @ o L] L] e o e o
e e’ e e s ees ‘e e oe® S o

Appendix A —CIRT Event Summaries

Legend.:

A " WHA/US | 06-12-09 Yes
? | “1 ] wHAUS | 06-12-09 Yes K L
' EAP | 06-12-09 Yes E
EAP 06-12-09 Yes
AF 06-12-09 06-22
AF 06-12-09 Yes
AF 06-12-09 Yes
AF 06-12-09 Yes

Event Description

ossages with PDFE attachments from "

Sensitive But Unclassified
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—_—

i
i& . . . [ X J [ X X ] [ [ ] L ] L X [ X N ) ;.. ® 600 oo
) e o 00 © o e 0 o oo o 00 o o
Current Status : * °° :.. :.: ... ... : . : :.. :..
[5 ITS

[ ]
22 Jun: CIRT requested a statu upaafe fr.om the ervice Cente.r via e-mail and

phone.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been

received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

17 Jun: CIRT requested a status update from the ISSO via e-mail.

18 Jun: CIRT requested a status update from the 1SSO via e-mail.

19 Jun: CIRT requested a status update from the 1SSO via e-mail and phone.

R S B T e
- ittt < s,

Ticket Numbe{i B Location z__:»» ~>
-

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM

Event Description
CIRT detected a largg,number of e-mail messages with PDF attachments frompemwessssissmmme. |

— R
Current Status
22 Jun: CIRT requested a status update from the IT Service Center via e-mail and

phone.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been

-received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.
17 Jun: The IT Service Center has provided a reference number for this event.
18 Jun: CIRT requested a status update from the ISSO via e-mail.
19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the
appropriate point of contact, and that remediation is in progress.
20 Jun: ITSC sent the initial e-mail to the incorrect ISSO, and resent the e-mail to the ITSC.

Ticket Numbef . Location: j D

Date and Time Ticket Created: 06/16/2009 1540 GMT Affected Bureau: EAP

Event Description

Cyber Security Brief a8 129372009%° PO BST  *e° el *efPage 5 of 16
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CIRT detected a large number of |

i
|

i e,

Current Status ‘
22 Jun: CIRT requested a status update from the ISSO, the IMO, and the IPO via e-mail.

Status History
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted.
17 Jun: The ISSO responded that he is attempting to contact the e-mail recipients.
18 Jun: The ISSO informed CIRT that the user is at a remote office and he will contact the
user for more information regarding this e-mail.

18 Jun: The ISSO informed CIRT that seven of the e-mails were not opened and were
deleted- fiva nf tha 1icare ara in nandina atatiic The |[SQO) will nravide CIRT with an 1indate

SO0

; B s i i i
19 Jun: CIRT requested a status update from the ISSO via e-mail.

T b
Ticket Numbek{; ; Location: }‘
g - - rerr—————— |
Date and Time Ticket Created: 06/19/2009 1136 GMT Affected Bureau: EAP

Event Description
CIRT detected communication between a DoS workstation and a malicious host domain

Current Status
22 Jun: CIRT requested a status update from the 1SSO via e-mail.

Status History
19 Jun: CIRT requested that the ISSO search for specific files and remove the files if they

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

P e

Ticket Numb{/:/ ‘ Location;/ » >

Date and Time Ticket Created: 06/20/2009 0744 GMT Affected Bureau: DOM

Event Description
CIRT detected the download of an executable from a suspected phishing site.

Current Status

IR I R 1
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22 Jun: CIRT requested that the ISSQ,search for spacificfiles and samova the files if
they are found. CIRT also requestecs that thé ISSD performean antiviriseacam and
verify that the workstation is uﬁ-t’o-‘:late'w?tﬁ all of the latest ba'tches from dRM Patch
Management.

Status History

N/A - New Event
Ticket Numberé | Location: ! >
Date and Time Ticket Created: 06/19/2009 1148 GMT Affected Bureau: DOM

Event Description
CIRT detected 2 DoS workstation communicating with a suspicious website and possibly
downloading & ' ‘

PR g

28

Current Status
22 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
19 Jun: CIRT requested that the ISSO search for specific files and reimage the operating
system if the files are found.
20 Jun: The ISSO informed CIRT that he is currently examining this event. A virus scan was
performed with negative results. The workstation will be reimaged as a precaution. The
ISSO will provide CIRT with an update upon completion.

a2

Ticket Numbe.fr‘":'{ Location:

Date and Time Ticket Created: 06/22/2009 1057 GMT Affected Bureau: DOM

Event Description
CIRT detected the download of an executable from a suspicious website

Current Status
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management. :

Status Hiétory
N/A - New Event

e o000 o L] ! ... ... :': ..: e o e o :
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A

Toksttombe? gy gloan e
Date and Time Ticket Created: 06/22/209 1280 GMf.o s Asfetted Bureau: Alee oo

Event Description
CIRT detected the download of a malicious executable to a DoS workstation.

Current Status
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if

they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch

Management.

Status History
N/A - New Event

Ticket Number{ e T ocation: 3

Date and Time Ticket Created: 06/17/2009 0904 GMT Affected Bureau: EAP

Event Description

CIRT detected a DoS workstation in communication with a malicious website containing
ar ) i ;

Current Status
22 Jun: CIRT requested a status update from the 1ISSO and the RSO via e-mail.

Status History
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if they

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

18 Jun: CIRT requested a status update from the ISSO via e-mail.

19 Jun: CIRT requested a status update from the ISSO via e-mail.

Tlcket Number'( B Location:1§

RS : -
Date and Time Ticket Created 06//0’2009 0802 GMT ' | Affected Bureau: EAP
Cyvber Security Brief as of 12/3/2009 — 1 100 EST Page 8 of 16
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EventDescrlptlon ee oo o es oo c o-o o -co oo
CIRT detected a DoS workstation &owrﬂoadnq a-mahelous PDI5 'ﬁle frqn arz ezterrcal host

*Tr— ¥ g

Final Action
22 Jun: The ISSO informed CIRT that the workstation was successfully reimaged.

Status History
N/A - New Event

Ticket Number{’

Date and Time Ticket Created: 06/16/2009 2124 GMT Affected Bureau: EAP

Event Description
An ISSO reported to CIRT that a DoS website,k

FinarAction

20 Jun: The ISSO informed CIRT that the workstation was successfully reimaged.

Status History
16 Jun: CIRT requested that the ISSO disconnect the workstation from the network and
reimage the operating system.
17 Jun: CIRT requested a status update from the ISSO via e-mail.
18 Jun: CIRT requested additional information from the ISSO.
19 Jun: CIRT requested a status update from the ISSO via e-mail.

Ticket Number'/{ ' Locatlon )
& IR s
Date and Time Ticket Created: 06/19/2009 0949 GMT Affected Bureau: WHA

Event Descnptlon
CIRT detected a DoS workstation communicating with a suspncnous website and possibly
downloading a malicious .exe file.

Final Action v
. 22 jun: The ISSO informed CIRT that the workstation was successfully reimaged.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 9 0of 16
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StatusHlstory . e oe o ooo o oo. o.

19 Jun: CIRT requested that the ISSp tuscchrfed the.workstatlon frgnt the peMork:aﬁd
reimage the operating system. 2.° See *o° tee o % oo se o o o ses oo

21 Jun: CIRT requested a status update from the ISSO via e-mail.

Ticket Numbet: ’ R Locatlon
s

7 St

Date and Time Ticket Created: 06/17/2009 1408 GMT Affected Bureau: DOM

Event Description
CIRT detected a malicious executable file directed at a DoS workstation

Final Action
22 Jun: The ISSO informed CIRT that the malicious files were found and removed.
Antivirus definitions are up-to-date, and a scan was successfully completed with

negative results. The computer is current with all of the latest patches from IRM
Patch Management. .

Status History
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
18 Jun: CIRT requested a status update from the ITSC. The ITSC informed CIRT that this
ticket is currently assigned to the administrator responsible for examining the incident.
19 Jun: CIRT requested a status update from the ITSC.

Ticket Number | Location’ }
. — e m""'v
Date and Time Ticket Created: 06/19/2009 1718 GMT Affected Bureau: DOM

Event Description
CIRT was notified of a Classified Spillage

Final Action
19 Jun: This event has been referred to the APD team.

Status History
N/A - New Event

Cyber Security Brief “asof 1 $/315009°" 1400 EST “Page 10 of 16
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T T — T
Ticket Numberé i Location,
Date and Time Ticket Created: 06/22/2009 1209 GMT | Affected Bureau: SCA

Event Description
CIRT detected the download of a malicious executable to a-DoS workstation.

Final Action
22 Jun: The ISSO informed CIRT that no malicious or unauthorized files were found.
Antivirus definitions are up-to-date, and a scan was successfully completed with
negative results. The computer is current with all of the latest patches from IRM
Patch Management.

Status History
N/A - New Event

Cyber Secuirity Brief as of 12/3/2009 — 1400 EST Page 11 of 16
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tics

VULNERABILITY TOTALS:

Total Critical Vulnerabilities:

8,741

Total High Vulnerabilities: 519,421

Topr 10 CRITICAL VULNERABILITIES

Tor10 HiGH VULNERABILITIES

T o

éyber Security Brief
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Pabilily Scanrting Statis

1000 | 1234
10.00 | 1153
10.00 | 971

| 1000 | 803

{

1000 | 580
10.00 | 485
1000 | 450
10.00 | 376
1000 | 269

‘| 1000 | 220
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700 | 27711
9.30 | 25671
9.30 | 25625
9.30 | 25432
. 930 | 17749
i
1930 | 13385
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9.30 25671
9.30 25625
9.30 25432
5.10 23268
9.30 17749
9.30 13385
9.30 13343
9.30 8338

MK

| 65806

62934

62595

62587

55858

53540

45291

33387

29338

29308
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Appendix C — DoS Cyber &ondition 1G

wherC

., B.éve coe

Sigﬁificént' cybei attacks
are currently occurring

Degradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.
Sensitive information in the enterprise is
at high risk of compromise.

e Disconnection of internet
connectivity
e Task Force initialization

e Documented Remediation Steps

completed and verified prior to re-
connection

Signviﬁcant cybér attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event '

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

e Initiate Management Team briefings
e Three-times-a-day notification to

pre-determined recipient list

e Additional sniffers deployed as

needed

e  Authorize limited OT for analysts

Cyber Security Brief -

ee o0 o e @ e ee o o
e o e o e o o L] o6
e o e o oe o [ [ ] e o
e o e o e o L] e o o

o0 000 o 000 o OO (X J L]

as of 12/3/2009 — 140G EST
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e |Increased risk

o0 ,_000 o O O e o0 © see o 0o o..
o Limited malicioussaetigily s ¢ ¢ 8 "¢ e ¢ 2o o E. ]
o Intelligence indicgies Qepetalthieatss® oo® oo” o o e oee oo

Specific incidents reported and under

Teview

{ o Attacks targeting vulnerabilities within

" the enterprise may require a coordinated
response.

e Ensure protective measures
implemented

e Increase backups, audits, etc.

o Verify response action plans & staff

d
Moder ate. cyb'er attacks o Network infrastructure throughput is . rDe:cgment chanaes in cvber securit
are imminent noticeably diminished. posture g y y

e Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at some risk of compromise.

« No significant malicious activity
Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.

o Network infrastructure throughput is

e Maintain regular security monitoring,
scanning, & remediation operations

Nuisance cyber attack normal. o Verify status of protective measures
activity is present o Common network services are not
impaired

o Sensitive information in the enterprise is
at slight risk of compromise.

o Existing countermeasures are likely to be
adequate to counter this threat

¢ No significant malicious activity

* Network operating within “acceptable
risk” range

¢ [ncident detection and response
capability normal

o Automated response is sufficient to

counter potential malicious activity e Maintain regular security monitoring,
: - =) within the enterprise scanning, & remediation operations
nNunsance cybér attack o Network infrastructure throughput is o Verify status of protective measures
activity is expected normal.
o Common network services are not
impaired

o Sensitive information in the enterprise is
at slight risk of compromise.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 15 of 16
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Appendix D — Intranet Web Links of Interest _,

Within the Office ofCompuEm:ﬁJmu‘iﬁ e 3°% 0o’ st S0 0 See 20

e Awareness

Periodic Update: http://cs.ds.state.gov/ETPA/ETPA_03.cfm
e Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)

Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm
e The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.ctfm
e Compliance and Vulnerability Scanning

Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

e  Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov
e Enterprise Network Management
Periodic Update: http://enm.irm.state.gov
e The Office of Information Assurance
Periodic Update: http://ia.irm.state.gov/
e Patch Management
Periodic Update: http://enm.irm.state.gov/nlm/patch/Default. htm
e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cy‘ber Security Brief. |
If you have feedback for the CSB, please send it to CIRT@state.gov ~ *

{

o o089 o e o o® *® © ¢ oeo [ ] o0e [ X ]
[ ] o o ® o o [ X X ] e o e & o
® o0 o *® @ [ ] [ ] e e ° [ ] o0 © o
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Cyber Secyyity Brief
United States Depértfneds of Stftes o
Bureau of DiplomaficSeculisy tee o
as of June 23, 2009-1400 EST

June 24, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT ‘
e CIRT is awaiting the ISSOs’ responses and remediation confirmations on the
remaining spear-phishing attack notifications.

2. CTAD Daily Read File
o (U) DDOS Attack on Belarus Site

3. Classified spillage incident
» One instance of classified spillage has been referred to APD

Geographic Distribution of Computer Incident Respohse Team (CIRT) Events
%

A
%

Legend.: ol event . @ 2events @ 3+ events
;. .: .::. :. : " e’ _oo . ) )
*Cybor Secygity Briefs, 3*8 d$of*2/842009,~ 1400 EST Page 1 0f 15
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Personally identifiable information (PII) loss reported
¢ Nothing substantial to report

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
e - One instance of classified spillage in Washington, DC has been referred to DS/IS/APD.
An e-mail with an attachment containing classified information was sent from
Congressional Research Services (CRS) to multiple Federal agencies.

US-CERT Coordination
¢ Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)
DAILY READ FILE: (U) DDOS Attack on Belarus Site

(SBU) Key Highlights:

The Web site of Charter 97, a human rights organization and media outlet was attacked
The Charter 97 site was previously attacked along with RFE/RL sites in 2008.

Current attacks coincide with diplomatic tensions between the GoB and the RF

It is unlikely recent attacks were spurred by the relétionship between the GoB and the RF

(U)Source Paragraph: “The new wave of the distributed denial of service [DDOS] attack
continues with renewed vigour and gains momentum. The web site will probably be unavailable
again.”

Source: Charter 97 (http/fwww.charter97.org), “Aftack on charter97.org for second day,” 09 June 2009

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,378,302 Previous day:38

Month to date - June: 20,925,340 ' Month to date - June:7,313
Year to date for 2009: 270,716,437 Year to date for 2009: 27,246

Cyber Security News Headlines

Cyber Security Czar Front-Runner No Friend of Privacy [Source: wired.com]
5 Fed Cvbersecurity Priorities for the Summer [Source: govinfosecurity.com]
Information Security: the Good, the Bad and the Ugly [Source: tmcnet.com]

-.-' m:0112/;(2009 1400 EST Page 3 of 15
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Status History

16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

17 Jun: The IT Service Center has provided a reference number for this event.

18 Jun: CIRT requested a status update from the ISSO via e-mail.

19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the
appropriate point of contact, and remediation is in progress.

20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO.

22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

Ticket Numbei ‘ , , Location: g;b

Date and Time Ticket Created: 06/20/2009 0744 GMT Affected Bureau: DOM

Event Description
CIRT detected the download of an executable from a su%;ected phishing site.

Current Status
23 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

) EA S m— N«W‘"M‘:”“‘“WWMM
Ticket Nuinbé:g T ) , Location.} o
Date and Time Ticket Created: 06/19/2009 1148 GMT Affected Bureau: DOM

Event Description

CIRT detected a DoS workstatlon commumcatlng with a suspicious website and possibly
downloading a

Current Status
23 Jun: The ISSO informed CIRT that he is still examining this event.

Status History
19 Jun: CIRT requested that the ISSO search for specific files and reimage the operating
system if the files are found.

o eo0o o L 1 oo [ X ] :.: 0.: .0. C.: ..:
Cyber Security Brief** *** *a¥'¢f12 932009 1400 EsT °°* " Page 5 of 15
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Date and Time Ticket Created: 06/22/2009 2409 @MT d Affected-Boread: NEA® $°.
LI LI HE 9 o 6o o 00 o o
o o o e o o eee . ¢ o o L e
Event Description e’ S00 "o see o o s0 oe o 0 * oo o
CIRT was notified of an 1ISSO-reported event on CLAN.
Final Action
23 Jun: A review of the workstation indicated N ) .

Status History
N/A - New Event

——

Ticket Numbé 1 3012 Location" >

Date and Time Ticket Created: 06/16/2009 2023 GMT Affected Bureau: DOM

Event Description
CIRT detected a large number of e-mail messages with PDF attachments from "

\

. T————

Final Action
23 Jun: The ISSO did not find the e-mail on the user’s workstation.

Status History

N/A - New Event

16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

17 Jun: CIRT requested a status update from the ISSO via e-mail.

18 Jun: ‘

19 Jun: CIRT requested a status update from the {SSO via e-mail and phone.

22 Jun: CIRT requested a status update from the IT Service Center by e-mail and phone.

Ticket Numbeé_,« ) Location
Date and Time Ticket Created: 06/23/2009 1218 GMT Affected Bureau: DOM
Cyber Security Briefes s+ % as*3f12Y8/2009 —1400%EST **° °° Page 7 of 15
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Event Description co oo WMW& ipee s 20 ° e see e
CIRT detected a malicious PDF t s, sty vt . '&P fptgmal;DQS * e
workstation. %m...:,,_:. . o ° . oo e oee oo

Final Action
23 Jun: The users were contacted and CTAD is analyzing the event.

Status History
N/A - New Event

Y i o

Ticket Numben@ Locationf? i
- = i - -
Date and Time Ticket Created: 06/16/2009 1540 GMT Affected Bureau: EAP

Event Description

CIR“' detected a Jarge number of e-mail messages with PDF

9_
Final Action
; 23 Jun: The ISSO informed CIRT that all the users had deleted the e-mail without
opening it. 4

Status History 1 A

16 Jun: CIRT requested that the ISSO detnrmlg\e if the suspicious message had been
received and if the message had been opened or deleted.

17 Jun: The ISSO responded that he is attempting to contact the e-mail recipients.

18 Jun: The ISSO informed CIRT that the user is at a remote office and he will contact the
user for more information regarding this e-mail.

19 Jun: The ISSO informed CIRT that seven of the e-mails were not opened and were

deletedw nding statys, . TheJSSO.will provide CIRT with an update

soqgj

z&ﬂ’ﬁﬁf’ti‘RT’*??«i"Ue”é‘fé’ﬂ’a status update from the ISSO via e-mail.

Ticket Numbcgr,g9 W Location:’

Date and Time Ticket Created: 06/22/2009 1057 GMT Affected ueu: DOM

Event Description
' CIRT detected the download of an executable from a suspicious website

Cyber Security Bricfes oo :asvéf.i}@’.2009 L io0ksy et e Page 8 07 15
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Final Action oo .oo ° . oo oo . ooo o ooo oo

23 Jun: CIRT received confirmatiors fmm'the_'ISSQ that,me WOrkstatloifwas sggrer.led
for malicious files and nothing was folard. All patcHed até cdrfent. ©  ° °

Status History
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

.

Ticket Numbe/ Location: '’ D

Date and Time Ticket Created: 06/23/2009 0559 GMT Affected Bureau: SéA

Event Description .
. An ISSO reported inappropriate use of the Department of State’s assets by DoS employees.

Final Action
23 Jun: This event has been forwarded to DS/ICI/PR.

Status History
N/A - New Event

Ticket Numbe\r. N Locatlog.._‘) 7 e,
Date and Time Ticket Created: 06/23/2009 1123 GMT Affected Bureau: DOM
Event Description ‘
CIRT was notified of a Classified Spillage
| Final Action
23 Jun: This instance of Classified Splllage has been referred to the APD team for
remediation.
Status History
N/A - New Event
e 000 o e o L X ] e® o o oo [ ) L X R} .0:
e s oo s .::‘. o %0 %5 oo s
o o ¢ o e o o o o ..O..:..: .
Cyber Security Brief** *** * &5 2472009 —*1400°EST Page 9 of 15
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i h T o V
Ticket Numw ~ | Location: B E Iﬂ(\

Date and Time Ticket Created: 06/19/2009 1136 GMT Affected Bureau: EAP

Event Description
CIRT detected communication between a DoS workstation and a mailicious host domain

Final Action
23 Jun: The ISSO informed CIRT that no unauthorized software was found on the
workstation. The results of a virus scan were negative and all patches are current.

Status History
19 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the

workstation is up-to-date with all of the latest patches from IRM Patch Management.
22 Jun: CIRT requested a status update from the ISSO via e-mail.

&

Ticket Num( ‘ ‘: Loc:;\tionvzE ﬁw::> ﬁ’\’\ i”
Date and T|me Tlcket Created: 06/17/2009 0904 GMT Affected Bureau: EAP
Event Description

CIRT. 0S workstation in communication with a malicious website containing b;c'

Final Action

23 Jun: The ISSO informed CIRT that no malicious files were found on the workstation.
The user does not remember downloading the executable from the website.

Status History
17 Jun: CIRT requested that the ISSO search for specific files. and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
18 Jun: CIRT requested a status update from the 1ISSO via e-mail.
19 Jun: CIRT requested a status update from the 1SSO via e-mail.
22 Jun: CIRT requested a status update from the ISSO and the RSO via e-mail.

Syber 5ecurztfyB/zef.: ol 2 an Y 3eV2000 S 400 EST oot et Page 10 of 15
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T T L S Q/?C,,«‘W

Apgend:x B Compliance & ValnerabzlltrScannmq Statistice

VULNERABILITY TOTALS:

Total Critical Vulnerabilities: 8,808
Total High Vulnerabilities: 511,197

ToP 10 CRITICAL VULNERABILITIES

1o
10.00 1153

10.00 961
z 10.00 803
i 10.00 598
1 10.00 485
10.00 459
10.00 376

{ 1000 | 275
1000 | 227

Tor 10 HIGH VULNERABILITIES

930 | 27798
. 700 | 27243 b,
f 930 | 25119 <
9.30 | 25074
| 9.30 | 24883
| 9.30 | 17373
9.30 | 13044
‘1 9.30 13001
T 9.30 8183
9.30 8151
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Topr 10 MoST COMMON VULNERABILITIES

1 7.00 27243
B b

Y 930 25119

9.30 25074
9.30 24883
5.10 23293
9.30 17373
9.30 13044
9.30 13001

| 930 | 8183

Tor 10 COMPLIANCE FAILURES

o o 65795
1 62921 H ;t{”

: - 62584

X 62577

55862

53533

45275

33390

| 29329

29300
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Slgn|f|cant cyber attacks
are currently occurring

- ngatin, denia, or dsructlo I

systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted,
Sensitive information in the enterprise is
at high risk of compromise.

Disconnection of Internet
connectivity

Task Force initialization
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

» Widespread malicious activity

Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list -
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Bricfe *e
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Increased risk .o

Limited malicious achnty ot s i

Intelligence mdwatgtggene.raf U?reﬂs

Specific incidents reported and under

review

o Attacks targeting vulnerabilities within

the enterprise may require a coordinated

response.

Network infrastructure throughput is

noticeably diminished.

o Common network services are partially
disrupted.

e Sensitive information in the enterprise is

at some risk of compromise.

Moderate cyber attacks | ,
are imminent

Ensure protective measures
implemented :

Increase backups, audits, etc.

Verify response action plans & staff
ready

Document changes in cyber security
posture

No significant malicious activity

o Network operating within “acceptable
risk” range

¢ Incident detection and response

" capability normal

e Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.

e Network infrastructure throughput is
normal,

o Common network services are not
impaired

e Sensitive information in the enterprise is
at slight risk of compromise.

e Existing cduntermeasure%are likely to be
adequate to counter this threat

Nuisance cyber attack
activity is present

Maintain regular security monitoring,
.scanning, & remediation operations
Verify status of protective measures

¢ No significant malicious activity

o Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Automated response is sufficient to
counter potential malicious activity .
within the enterprise

Nuisance cyber attack o Network infrastructure throughput is ]

activity is expected normal.

e Common network services are not
impaired

e Sensitive information in the enterprise is
at slight risk of compromise,

Maintain regular security'mdnitoring, ‘
scanning, & remediation operations
Verify status of protective measures

Cyber Security Bilét]‘: e * g :t)f.12f3/2'0'().9 " 1400°EST ool
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Appendix D — Intranet Web Links of Interest ,, ..

Within the Office ofComputas:Séaun’ e 2% e et 2t S tee o0

e Awareness

Periodic Update: http:/cs.ds.state.gov/ETPA/ETPA_03.cfm
e Computer Incident Response Team (CIRT)

Periodic Update: htip://cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)

Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm
e The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning

Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

¢ Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov
e Enterprise Network Management -
Periodic Update: http://enm.irm.statgigov
@ The Office of Information Assurai e
Periodic Update: http:/ia.irm.state.gov/
e Patch Management
Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.htm
¢ Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cvber Security Brief.
- If you have feedback for the CSB, please send it to CIRT@state.gov
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Cyber Segcurity. Brief.,
United Stéte's Dep enpofState o o
Bureau of Diplomatic Securityes *oe o
as of June 29, 2009-1400 EST

June 30, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIR

i

e Nothing substantial to report

2. CTAD Daily Read File
e (U) Phishers Baiting Tweets with Worms

3. Personally identifiable information (PII) loss reported
e One passport application missing

Geographic Distribution of Computer Incident Response Team (CIRT) Events

Legend: e ] event ® 2 events @ 3+ events
A N RN D R N R
| SR I B0t RO R R T LI R
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Classified spillage incident(s) reported to Gt} T*ai3d yeferged to DS,‘IS/A

e Nothing substantial to report e s oo ‘Tt L E.E

US-CERT Coordination
e Nothing substantial to report

Compliance & Vulnerability Scanning
o See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (U) Phishers Baiting Tweets with Worms

(U) Key Highlights:

e Symantec recently issued advisories about a new worm being employed against Twitter

users

e Ackannta.B is a variant of malware observed in February 2009 which was used in e-mail

spam

e Several other worms have also been identified in schemes specifically targeting Twitter

users
e Users must remain aware of the emerging threats associated with using social
networking sites

(U) Source Paragraph: “Twitter spam bearing a worm virus is on the loose today trying to lure

Twitter users into opening a malicious file attachment containing malware [mahcnous software]

that could take over Windows-based machines, Symantec is warning.”
Source: PC World (www.pcworld.com), “Twitter Spam Spreads Worm,” 20 June 2009.

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:

Previous day: 902,317 Previous day.67
Month to date - June: 30,848,832 Month to date - June:7,800

Year to date for 2009: 280,639,929 Year to date for 2009: 27,915

Cyber Security News Headlines

ClOS, CISOS Await the Cybersecurity Czar [Source: flPrcegovernment/t com]
Obama and Cyber Defense [Source: online.wsj.com]

Feds Eye Economic |ncent:vea for Secure Software [Source: fiercegovernmentit.corm]

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 3 of 13
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Appendix A —CIRT Event Summgfigs

Legend:

MW B

fm——

Ticket Numbeg' Locationf )

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM

Event Description
RI detected a large number of e-mail.messages with PDF attachments from

Current Status
29 Jun: CIRT contacted the IT Service Center and confirmed that the user of the
workstation is located in a different bureau. CIRT was informed that the IT Service
Center will reassign the ticket to the correct%lSSO

Status History

16 Jun: CIRT requested that the ISSO determine if the suspicious message hagd been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

17 Jun: The IT Service Center has provided a reference number for this event.

18 Jun: CIRT requested a status update from the ISSO via e-mail.

19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the
appropriate point of contact, and remediation is in progress.

20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO.

22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

23 Jun: CIRT requested additional information regarding the physical location of the user.

24 Jun: CIRT requested a status update from the IT Service Center via e-mail.

25 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.
The IT Service Center will re-open this ticket and forward the initial request to the correct
ISSO.

26 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

TiCket Numbﬁ X W X X ) * @ e *e L.Oc'a.ti.on-‘ L 2 2 J A.: >' “
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‘ Y
Date and Time Ticket Created: 06/25/2009,063¢ GML, . { Affegted Bureau: AF .,
Event Description *et et o 10 %en e 0 aar .t .:E R

CIRT detected malware being directed towards a DoS workstation and attempting to
download an executable file.

Current Status
29 Jun: CIRT received updated ISSO contact lnformatlon and resent the initial

notification to the correct contact.

Status History
25 Jun: CIRT requested that thie ISSO search for specific files and perform an antivirus scan.
26 Jun: CIRT requested a status update via e-mail from the ISSO.

w
¥

Ticket Numbef: E— 1 -
Date and Time Ticket Created: 06/25/2009 0914 GMT Affected Bureau: EAP

Event Description
CIRT was notified of a suspicious_e-mail..nossiblw.cantaining malicious.code. targeting

multiple users.

¥
Current Status
29 Jun: CIRT requested a status update from the ISSO, the RSO, and the IPO via e-
mail.

Status History
25 Jun: CIRT requested a status update from the ISSO via e-mail.
25 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e- -mail has been opened or deIeted CIRT also requested that the ISSO identify any
aLrecipients of fhe.s d aswheeRLonuatdadalCIRT requested that the ISSO

. Ticket Number(": | : . 1 __I:ocatic;; >
Date and Time Ticket Created: 06/25/2009 0649 GMT Affected Bureau: DOM
R T B
o o oe o o o o [ ® o [ [ J .. e o
e O - e @ o o [ e & © o o o e o
o0 600 © 000 o 00 [ X J [ ] [ ] [ ] [ X J . [ X ]
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Event Description

CIRT detected the download of a mallcxous exéc'Jtabfetoa DoS-workstatlon- o° E E:' E':
:.‘ ;..4‘.‘ ;.. :-: [ X ) ..‘ ; : : :.. :..

Current Status
29 Jun: CIRT requested a status update from the ISSO via e-mail and phone.

Status History
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network and
reimage the operating system.
26 Jun: CIRT requested a status update from the 1ISSO via e-mail.

e
PUIDEE———————

Ticket Number(; ‘ Location:! 2

Date and Time Ticket Created: 06/29/2009 1115 GMT Affectéd Bureau: WHA

Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly

downloading a malicious executable.

Current Status
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch

Management.

Status History
N/A - New Event

1
Ticket Numbec; T Location: | ’ 5
Date and Time Ticket Created: 06/29/2009 1213 GMT Affected Bureau: WHA

Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly

downloading a malicious executable.

't Current Status
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
- verify that the workstation is up-to-date with all of the latest patches from IRM Patch

Management

v Status- His‘tor'y
N/A - New Event

L : L] : [ ] & L] L] :.: : e o ¢ o :
EIRCE I R L D S
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Ticket_Number(g : Locatior >

Date and Time Ticket Created: 06/20/2009 0744 GMT Affected Bureau: DOM

Event Description
CIRT detected the download of an executable from a suspected phishing site.

Final Action
27 Jun: The ISSO informed CIRT that no unauthorized software or malicious code was
found on the machine. A virus scan was performed with negative results and the
machine contains all of the latest patches from Patch Management.

Status History '

22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

23 Jun: CIRT requested a status update from the ISSO via e-mail.

24 Jun: CIRT has resent the initial request to the IT Service Center.

25 Jun: CIRT requested a status update via telephone. The ticket has been assigned to a
DSD technician

26 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

LR SN

Ticket Numberq | Location: F

Date and Time Ticket Created: 06/24/2009 0944 GMT Affected Bureau: EAP

Event Description
CIRT detected a DoS workstation downloading a suspicious executable file from a website.

Final Action
29 Jun: The ISSO informed CIRT that no malicious or unauthorized files were found.
Antivirus definitions are up-to-date, and a scan was successfully completed with
negative results. The computer is current with all of the latest patches from IRM
Patch Management.

Status History '

24 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

25 Jun: CIRT requested a status update from the ISSO via e-mail.

26 Jun: CIRT requested a status update from the ISSO via e-mail.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 7 of 13
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I J\‘ o0 eoe ® ° o oe o0 o ooe eo0 oo ‘
Ticket Number. 2o 31 2% 3 Lodaieqi) +1" & E N
:.. :.. .. ope :.: ... 0..4 e o : :.0 :..
Date and Time Ticket Created: 06/29/2009 1147 GMT Affected Bureau: DOM

Event Description
CIRT detected malware being directed towards a DoS workstation and attempting to
download an executable file.

Final Action
29 Jun: CIRT was unable to confirm that a full version of the executable was
downloaded. The website is no longer active, and traffic records do not indicate that
a working executable was received.

Status History

N/A - New Event
TiCKet Numbed’ PO —— Location:\. ﬁf ,
Date and Time Ticket Created: 06/29/2009 1223 GMT Affected Bureau: EAP

Event Description
CIRT detected a malicious executable directed at a DoS workstation ,

Finai Action ‘.
29 Jun: CIRT determined that the file was not a malicjous executable, and that the
entire file was never fully downloaded. The workst%tion was not compromised.
: i

Status History
N/A - New Event

Ticket Nl.l'lﬂﬁwer:i Location:t E :_}

Date and Time Ticket Created: 06/29/2009 0857 GMT Affected Bureau: DOM

Event Description
CIRT was notified of a Pll Event.

Final Action
29 Jun: This ticket has been referred to US-CERT and the Privacy Team.

- | Status History .
- NIA-New Event
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Appendlx B — Compliance & WIneraQ iljty Q_ggg. nmg Sta‘tlsﬁc Z) ik

VULNERABILITY TOTALS:

Total Critical Vulnerabilities: 9,462
Total High Vulnerabilities: 549,814

Top 10 CRITICAL VULNERABILITIES

1000 | 1289
[ 000 [ 1152
o S 1000 | 938 |
3 | o bpe
o , 10.00

800

{| 1000 | 654
{

41 10.00 525

| 1000 | 504

| 1000 | 429
4| 1000 | 377
10.00 309

Topr 10 HiGH VULNERABILITIES

9:30 26284 \976

9.20 18683

) 9.30 14029
19.30 13974
- 930 | 8920
e oceo o e o eoe o0 o.o oo: .o. oo: .o: ’] 930 8881
: : o: : o: : .o .o : : ® ° se o O b e e e e
.o: oo: : oo: : oo. oc. ‘o. : .o. oo: ‘o:
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TOP 10 MOST COMMON VULNERABIITIES e+ 873 oe® we® 00 2

9.30 | 26570
] 930 | 26486
1 930 | 26284
{a 510 | 23667
%7930 | 18683
{930 | 14029
{ 930 | 13974
©9.30 8920

Topr 10 COMPLIANCE FAILURES

: 63865
A 63497
i 63495
17 56771
. 46055
: 34325
: 29829
18 29709
: 29694
29691
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eré&n.}

Sigmﬁcéﬁt cybé attaks
are currently occurring

T TT e

Degradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.
Sensitive information in the enterprise is
at high risk of compromise.

Disconnection of Internet
connectivity
Task Force initialization’

Documented Remediation Steps
completed and verified prior to re-
connection

Signiﬁcant 6yber attacks
are imminent or moderate
attacks are otcurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

pre-determined recipient list

Initiate Management Team briefings
Three-times-a-day notification to

Additional sniffers deployed as
needed
Authorize limited OT for analysts

Cyber Security Brief
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¢ Increased risk

¢ Limited malicious actl\zlty M .'. o lo%e o 0T S 3% 2 200

e Intelligence indicates eneﬁal thceats. . E.E .:. Tee et st 2

e Specific incidents reported *and under . Er:sure.pr.otecavé.n.]e;;ures
review implemented

e Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

e Increase backups, audits, etc.
Verify response action plans & staff

MOderate: cy b,er attacks | o Nenwork infrastructure throughput is . Be:::men t changes in cvber it
are imminent noticeably diminished. posture g yber security

o Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at some risk of compromise.

* No significant malicious activity
Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

e Potential malicious activity within the '
fotg” :’z;z:g; fseai::;ndrlztcl;zrr::gh e Maintain regular security monitoring,

e Network infrastructu r{) hrouh 'u“,s scanning, & remediation operations

Nuisance cyber attack wormal. e &P o Verify status of protective measures

activity is present o

Common network services are not

impaired

e Sensitive information in the enterprise is
at slight risk of compromise.

o Existing countermeasures are likely to be

adequate to counter this threat

¢ No significant malicious activity

» Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Automated response is sufficient to

counter potential malicious activity e Maintain regular security monitoring,
within the enterprise scanning, & remediation operations
Nuisance cyber attack o Network infrastructure throughput is e Verify status of protective measures
activity is expected normal.
e Common network services are not
impaired

o Sensitive information in the enterprise is
at slight risk of compromise.
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Appendix D — Intranet Web Links. of Interest

Within the Office ofComputerSecmuty' ® tee o%0 oo o' E E. E ::. ..:

e Awareness

Periodic Update: http://cs.ds.state.gov/ETPA/ETPA_03.cfm
e Computer Incident Response Team (CIRT)

Periodic Update: http:/cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)

Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD _07.cfm
e The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.cfm
¢ Compliance and Vulnerability Scanning

Periodic Update: http://cs.ds.state.gov/index.cfm

Qutside of the Office of Computer Security

e Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov

e Enterprise Network Management i i

Periodic Update: http://enm.irm.state.gov

e The Office of Information Assurance
Periodic Update: http://ia.irm.state.gov/
e Patch Management

Periodic Update: http:/enm.irm.state. gov/nlm/patch/Defdult htm
e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the d&'aily Cyber Security Brief.
If you have feedback for the CSB, please send it to CIRT@state.gov

e o000 o e o o0 e & o oo00 [ L X X ] [ X J
e o ® e ® o o L ] L X X J o o ® e o
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Cyber.Security, Brief,,

Udited $tateSDepgrtmept 0f Sgate . 3 5o s
Bufeabaf Diplodatic Stbusisy ..° ¢ o s

as of June 30, 2009-1400 EST

July 1, 2009

Current DoS C)_(ber er::::gig“’(mif:t
Threat Condition :
Nuisance cyber attack activity is present
Executive Summary
1. CIRT

e Nothing substantial to report

2. CTAD Daily Read File
e (U) The Lucky Sploit Toolkit

- Geographic Distribution of Computer Incident Response Team (CIRT) Events

Legend: o ]/ event @ 2 events @ 3+ events
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 1 of 13
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Personally identifiable information (Pﬁ),lct’\é‘rwed 00 o"% &% 5 9°° 5 o0 2,
e Nothing substantial to reporﬁ . . . :.. .. ese o e ot ot ok
*oe® & © o0 [ X ] ® o ® oe0e oo

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
o Nothing substantial to report

US-CERT Coordination .
¢ Nothing substantial to report

Compliance & Vulnerability Scanning
o See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)
DAILY READ FILE: (U) The Lucky Sploit Toolkit

Key Highlights: (classified content - see CTAD Daily Read File on ClassNet for details)

(U) Source Paragraph: “Over the past few months SphosLabs have been seeing a relatively
new kit being used by attackers in drive-by downloads to infect victims with malware [malicious
software]. The kit is known as LuckySploit . . . It is a kit that enables attackers to construct
malicious sites in order to hit victims with exploits and infect them with malware. Like many
previous kits (Mpack, Firepack, Icepack, El Fiesta and the like), the pages it creates contain
heavily obfuscated JavaScript in an attempt to evade detection and blocking. However, unlike

previous kits, LuckySploit (or at least the recent version of it) also uses encryption.”
Source: Sophos Labs blog (http://www.sophoscom), “Not so lucky (sploit) mass defacement,” 10 March 2009

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,420,693 Previous day:122

Month to date - June: 32,269,525 Month to date - June:7,922
Year to date for 2009: 282,060,622 Year to date for 2009: 28,037

Cyber Security News Headlines

The New Cybersecurity Licensing Proposal at a Glance [Source: gcn.com]
Cyber Security, the Nuclear Threat and You [Source: computerworld.com]

Cyber Security Brief as of 12/3/2009 - 1400 EST Page 3 of 13
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Appendix A ~CIRT Everit Siiminaiest® «o* o= 25 18, 3.8

Legend:

Ticket Number@ R mlzuocation}
Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM

Event Description
| 7IPT dntactad a larne niimber of e-mail messages.with PDF attachments from e somen

J ' ' . ,
&F: Mt

Current Status
30 Jun: CIRT requested a status update from the IT Service Center via e-mail

Status History

16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened o deleted. If the message Was opened,
CIRT requested that the ISSO re-image the operating system.

17 Jun: The IT Service Center has provided a reference number for this event.

18 Jun: CIRT requested a status update from the ISSO via e-mail.

19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the
appropriate point of contact, and remediation is in progress.

20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO.

22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

23 Jun: CIRT requested additional information regarding the physical location of the user.

24 Jun: CIRT requested a status update from the IT Service Center via e-mail.

25 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.
The ITSC will re-open this ticket and forward the initial request to the correct ISSO.

26 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

29 Jun: CIRT contacted the IT Service Center and confirmed that the user of the workstation
is located in a different bureau. CIRT was informed that IT Service Center will reassign the
ticket to the correct ISSO.

N —_ -

Ticket N ber7 oo eoe o o o oo o0 o o 0o o ol ¢ion’ .
ettt ] b laer, P
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Date and Time Ticket Created: 06{25/2009 Q914 GMT, « b Affected Rurgayt EAP

:::o:.o L ] e ¢ ¢F e 6@ o:
EVentDeSCfiptiOn :o. :oo .o. :oo :.: oo. oo. : : : :oo :o

CIRT was notified of a suspicious.e-mail.possibly containing malicious code, targeting
multiple users.~

i

Current Status
30 Jun: CIRT requested a status update from the ISSO via e-mail and phone.

Status History
. 25 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any
additional recipients of the e-mail if it has been forwarded. CIR]T requested that the ISSO

EG‘Jﬁn: CIRT ‘feqmﬁm
29 Jun: CIRT requested a status update from the ISSO, the RSO, and the IPO via e-mail.

Location T

Beuni e

Ticket Numbe:

Date and Time Ticket Created: 06/30/2009 1335 GMT Affected Bureau: DOM

Event Description
CIRT was notified_of a suspicieus-e-mail;-possibly. containing malicious code. This event

Current Status
30 Jun: CIRT requested that the ISSO ship the user's hard drive to TASO for analysis.

— . —

| Status History
N/A - New Event

s \

Ticket Number: ' Location::

Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP

Event Description :
CIRT detected a possible phishing e-mail, originating from various sources, containing a

Cuirent Stétus v o . e .
20 Jun: CIRT is validating if any users have had access to this shared mailbox.

L ] : .: : L[] ! L] L J :.: : e o ® o :
R INtE I BRI AR RS-
Cyber Securiiy Brief as of 12/3/2009 — 1400 EST Page 5 of 13

Sensitive But Unclassified

b7¢

b1

V¢



Sensitive But Unclassified

Status History

N/A - New Event T I T I A T R TR DA

* s 1
Ticket Numbert Location:
,,,,,,,,,,,,,,,,,,,,,,,,,
Date and Time Ticket Created: 06/29/2009 1213 GMT Affected Bureau: WHA

Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly
downloading a malicious executable.

Current Status
30 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the 1ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

St T T . T—

Ticket Number<, - Location®

Date and Time Ticket Created: 06/30/2009 1022 GMT Affected Bureau: EUR

Event Description
CIRT detected a DoS workstation communicating with a website possibly containing a PDF
with malicious code.

Current Status :
30 Jun: CIRT requested that the 1SSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

e0 ooe o e ¢ [ X ] o0 © © oo L ] LA N J [ X J
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Ticket Number: | Location:g' \
St : E—— —
Date and Time Ticket Created: 06/25/2009 0636 GMT Affected Bureau: AF

Event Description

CIRT detected malware being directed towards a DoS workstation and attempting to
download an executable file.

Final Action

30 Jun: The ISSO informed CIRT that no evidence of malware was found on the
workstation.

Status History
25 Jun: CIRT requested that the 1ISSO search for specific files and perform an antivirus scan.
26 Jun: CIRT requested a status update via e-mail from the ISSO.
29 Jun: CIRT received updated 1ISSO contact information and resent the initial notification to
the correct contact.

%
. 4 .
Ticket Number® ~__llocation j
Date and Time Ticket Created: 06/29/2009 1115 GMT Affected Bureau: WHA

Event Description

CIRT detected a DoS workstation communicating with a malicious website and possibly
downloading a malicious executable.

Final Action
30 Jun: The ISS0 informed CIRT that no unauthorized software or malicious code was
found on the machine. A virus scan was performed with negative results and the
machine contains all of the latest patches from Patch Management.

Status History . :
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

e® o006 o o & [ X J e® ¢ © soe L [ X X ] LN J
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Ticket Numbqf ] Location: ) g . v
. AA._,MY R
Date and Time Ticket Created: 06/25/2009 0849 GMT Affected Bureau: DOM

Event Description
CIRT detected the download of a malicious executable to a DoS workstation.

Final Action
30 Jun: The ISSO informed CIRT that a virus scan was completed with negative results.
The machine is missing two patches which will be added. The hard drive wiil be replaced.

Status History
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network and
reimage the operating system.
26 Jun: CIRT requested a status update from the 1ISSO via e-mail.
29 Jun: CIRT was informed by the 1ISSO that the hard drive is scheduled to be replaced.

ARARNHS:
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Appendix B — Compliange & Vulnerability Scanning Statistics

VULNERABILITY TOTALS:

Total Critical Vulnerabilities:
Total High Vulnerabilities:

9,569

550,426

TorP 10 CRITICAL VULNERABILITIES

10.00 | 1356
1000 | 1152
10.00 | 951
10.00 | 800
10.00 | 664
10,00 | 531
10.00 | 504
10.00 | 428
1000 | 378
1000 | 317

Cyber Security Brief
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9.30

29349

7.00 29005
9.30 26842
9.30 26757 .
9.30 26553
9.30 18937
9.30 14245
9.30 14120
9.30 8886
9.30 88438
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e

Top 10 MOST COMMON YULNERABILITIES .. .. . ... . ... .. e
9.30 | 29349
7.00 29005
9.30 | 26842 | 4.,
-
9.30 | 26757 /"
930 26553
5.10 23778
9.30 18937
9.30 14245
9.30 14190
1| 9.30 8886

Tor 10 COMPLIANCE FAILURES

{1 | 63506
13 . | 63504 ,
\§ | 56779 évjﬂé
i | 46046
34328
29840
29720
29704
29702
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o Degradation, denial, or destruction of
systems

» Highly sophisticated attacks

o Major tensions within country /
significant catastrophic events

o DoS is unable to execute its diplomatic e Disconnection of Internet
mission connectivity
o Widespread or focused attacks targeting e Task Force initialization
i S vulnerabilities within the enterprise ¢ Documented Remediation Steps
Significant cyber attacks require an immediate coordinated completed and verified prior to re-
are currently occurring response. connection
o Network infrastructure throughput is
severed.

e Common network services are disrupted,

o Sensitive information in the enterprise is
at high risk of compromise.

o Widespread malicious activity

¢ Intelligence indicales targeted activity

¢ [ncrease in sophisticated recon and
probes

» Heightened tensions within country or
major event

o DoS must resort to alternative ¢ Initiate Management Team bri’?aﬁngs
communications means to execute its e Three-times-a-day notification to
diplomatic mission pre-determined recipient list

Significant cyber attacks | ® Atfacks targeting vulnerabilities within e Additional sniffers deployed as
are imminent or moderate the enterprise may require a coordinated needed
attacks are occurring response. e Authorize limited OT for analysts

o Network infrastructure throughput is
noticeably diminished.

o Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at moderate risk of compromise.
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Increased gjgk

° . . | [ X X ] .. [ ] [ ] [ X ] o8 & 000 ¢ o000 o0
e Limited ma}lcbl&aCﬂVlfY . e s e ®e o oe e oo . o
o Intelligencaitdidates’g@ndsal thrdatse® oo® & 2 2 Se0 S°
e Specific incidents reported and under «  Ensure protective measures
review ) L implemented
ELEVATED o Attacks targeting vulnerabilities within Increase backups, audits, etc
' the enterprise may require a coordinated Verify response a<,:ti on pl én s & staff
response. read
Moderate- cyb'er attacks | o Nenork infrastructure throughput is e Do calm ent changes in cyber securit
are imminent noticeably diminished. posture 9 y y

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at some risk of compromise.

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Existing countermeasures are likely to be
adequate to counter this threat

e Maintain regular security monitoring,
scanning, & remediation operations
o Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

e Maintain regular security monitoring,
scanning, & remediation operations
e Verify status of protective measures

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 12 of 13
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Within the Office of CompUter'Seéatity + **~ *
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Awareness

Periodic Update: http://cs.ds.state.gov/ETPA/ETPA_03.cfm
Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD_07.cfm
The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.cfm
Compliance and Vulnerability Scanning

Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov

Enterprise Network Management f
Periodic Update: http://enm.irm.state.gov

The Office of Information Assurance

Periodic Update: http://ia.irm.state.gov/

Patch Management

Periodic Update: http://enm.irm.state.gov/nlm/patch/Detault.htm
Virus Incident Response Team (VIRT)

Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

e ¢00 o ® o L X ] o © o oo [ ] L X X ] (X ]
o o * o ¢ O o L] [ X X} e o ® & o
® o oe o e @ [ ] [ ] e o [ ] e o o0
o o * o ® o L ] e o o ® o o o 9
®® 000 © 000 o oo ee L] L ] L LA X ] e
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. ... Cyber Security Brief

$°s 5. 3 Ynjted Saps Dopatiuery FStaf 3, &
.0 te. . BlygagefDigmait Securitys .. 8
as of July 1, 2009-1400 EST

July 2, 2009

No change from last
reported condition

Current DoS‘Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary
1. CIRT

¢ Random PDF exnloit attack A :

e ————

2. CTAD Daily Read File
¢ (U) Republic of Korea Information Security

3. Pll Loss Reported
e Two passport applications missing

Geographic Distribution of Computer Incident Response Team (CIRT) Events

RS B T A T T T
RIS I I R At LR
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Personally identifiabla infosaation (RIl) loss repastede o soe o see oo
* Two passport appheatigns rdailed foni @ postal adoeptanée fatilidy in the Philadelphia
Passport Agency segiondo thesLindberg Postal Distribution €ehter cannot be located at
this time. '

US-CERT Coordination
¢ Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (U} Republic of Korea Information Security
Key Highlights: (classified content - see CTAD Daily Read File on ClassNet for details)

(U) Source Paragraph: “South Korea's defense networks are attacked an average of 15,000
times a day by hackers and hit with viruses anothgg 80,000 times, the top military intelligence
agency said Tuesday [16 June]. The figure represgnts a 20-percent increase compared to last

year, the Defense Security Command (DSC) said in a statement.”
Source: CIA, Open Source Center, “South Korean Defense Networks Under Increasing cyber Attack: Military Intel Agency
(U),” 16 June 2009.

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,420,693 Previous day:122
Month to date - June: 32,269,525 Month to date - June:7,922

~ Year to date for 2009: 282,060,622 Year to date for 2009: 28,037

Cyber Security News Headlines

U.S. Official: Cybersecurity Plans Not Just Talk [Source: internetnews.com]
A Bustling Week for Cyber Justice [Source: washingtonpost.com]
Cyber Command Faces Urgent Agenda [Source: gcn.com]

Cyber Security Brief as of 12/3/2009 — 1400 ES Page 3 of 13
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Appendix A —CIRT Event Summaries

Legend:

Ticket Numbeq - Lﬁ;ﬂ_ Location:\" - N 32 h

Date and Time Ticket Created: 07/01/2009 1241 GMT Affected Bureau: NEA

Event Description
CIRT detected a malicious executable being directed at a DoS workstation.

Current Status

1 Jul: CIRT requested that the ISSO search for specific files and reimage the operating
system if the files are found.

Status History
N/A - New Event

Ticket Numiser:/ Location:; ' !_Q : ‘
r ; — ‘

Date and Time Ticket Created: 06/25/2009 0914 GMT Affected Bureau: EAP

Event Description

CIRT was notified of a suspicious e-man&ndﬁmehnB

multlole users. |
1]

—

Current Status
1 Jul: The ISSO informed CIRT that examination of this event is ongoing.

Status History

25 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any

addlglgggl fecipients of the e-mail if it hg been forwarded. CIRT requested that the ISSO
ZB'Jun CIRI requested a status Update from fﬁ”é‘lS'S‘O”VTM—'r'n'é"ll

b7 €
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29 Jun: CIRT requested a status update from the ISSO, the RSO, and the IPO via e-mail.
30 Jun: CIRT reddesklt a .statuﬂa updéte irb?‘n e 1ISsUvid e:rh'axl.é‘nd phone.

e o o8 . e o0 e @0
:.- ;. A.' . . .. l.' : : : O.. .. )
Ticket Numbe( ﬁ/" o Locatio?/ D
Date and Time Ticket Created: 06/30/2009 1335 GMT Affected Bureau: DOM

Event Description
CIRT was notified of a suspicious e-mail, possibly containing malicieus code. This event

Current Status T
1 Jul; CIRT requested a status update from the 1SSO via e-mail.

Status History
30 Jun: CIRT requested that the ISSO ship the user's hard drive to TASO for analysis.

Ticket Numbgﬁv BW Location; 7 ,>’

= Np—
Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP

Event Description
CIRT detected a possible phishing e-mail, originating from various sources, containing a

fr

Current Status
1 Jul: The ISSO informed CIRT that examination of this event is ongoing.

Status History
30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any
additional recipients of the e-mail if it has been forwarded. CIRT requested-that the ISSO

e

Ticket Numbet: Location: (l )

Date and Time Ticket Created: 07/01/2009 1151 GMT Affected Bureau: NEA
Cyber Security Brief 'Zzs'of12/3/'2'00°9' idogsr T “Page 5 of 13
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Event Description ve oe o oo
CIRT detected a-mallclousexeeutabvle benr.\g du'.ectgd;qt a ﬁ)oe wo'rkg.tatlon

PO ..- Py a

Current Status
1 Jul: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and

verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

i

Ticket Number({ Location:

- : o Al

Date and Time Ticket Created: 07/01/2009 0626 GMT Affected Bureau: EAP

Event Description

An ISSO notified CIRT of an e-mail with a malicious PDF attachment which was successfully
quarantined £ |

Current Status
1 Jul: CIRT requested that the ISSO search the workstation for specific files and
reimage the workstation if the files are found.

Status History
N/A - New Event

e
Ticket Numbet; / Locatan%

Date and Time Ticket Created: 07/01/2009 1347 GMT Affected Bureau WHA

Eveht Desbription
CIRT detected a malicious e-mail directed at a DoS workstation.

Final Action
1 Jul: Analysis of the workstation did not show the presence of the malicious code,
and the workstation was not observed to be calling out to the known malicious

as of 1 2/3/2009 1 400 ES[

Cyber Security Brief Page 6 of 13
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site/domain.
[ ] 00 [ ] [ ] [ ] o0 P @ o006 o6 S0 :..
: : :. ; ~ ; L] : T -. ::. : :. ® o
Status HiStory :‘. :.. ... :.. :.: .0. .l. : : : :.. :..

N/A - New Event

r —

-

Ticket Numb%d L Location:

Date and Time Ticket Created: 06/29/2009 1213 GMT Affected Bureau: WHA

Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly
downloading a malicious executable.

Final Action
1 Jul: The ISSO examined the workstation and found no evidence of malware. -

Status History
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from {RM Patch Management.
30 Jun: CIRT requested a status update from the ISSO via e-mail.

Ticket Numbgr/j Location"v i 2 ,>

Date and Time Tlcket Created: 06/30/2009 1022 GMT Affected Bureau: EUR

Event Description

CIRT detected a DoS workstation communicating with a website possibly containing a PDF
with malicious code.

Final Action .
1 Jul: The ISSO informed CIRT that the files in question were not found on the
machine. A virus scan was performed with negative results and the machlne
contains all of the latest patches from Patch Management.

Status History
30 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

Cyber Security Brief “us of 12/3/2009~ 1400 EST Page 7 of 13
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Ticket Numbey/ E\L Locaﬁon;’ 3

Date and Tlme Tlcket Created 07/01/2009 0800 GMT Affected Bureau: DOM

Event Description
Personally Identifiable Information (Pll) may have been breached or disclosed to
unauthorized third parties.

Final Action
1 Jul: This ticket has been referred to US-CERT and the Privacy Office.

Status History
N/A - New Event

L7

Date and Time Ticket Created: 07IO1/2009 1013 GMT Affected Bureau: AF

Event Description
CIRT received a report of an unauthonzed logon attempt to access a DoS server.

Final Action
1 Jul: CIRT notified the ISSO that the account accessing the e-mails is part of the
validation process for e-mail archives.

Status History

N/A - New Event i
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 8 0of 13
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Appendix B — Compliance & Vulne!'ability Scanning Statistics

[ X ] L X X ] L] L] e 06 6 588 &
e o o e o o e o o L] e o e o e o
e & oo ° [ ] o @ L] L] e oo e oo s o
[ e 6 o o0 [ e o o e o e o

oe® ¢ o o0 o0 e o ® o000 oo

VULNERABILITY TOTALS:
Total Critical Vulnerabilities: 9,793
Total High Vulnerabilities: 578,830

ToP 10 CRITICAL VULNERABILITIES

710.00 | 1131

"1000 | 959

10.00 | 800

1000 | 675

— . 1000 | 557
1000 | 504

| 1000 | 420

10,00 | 388

1000 | 310

e,

Shge—— —

TopP 10 HIGH VULNERABILITIES

7.00 30869
930 | 28455
9.30 28401
- . 1930 | 281%
/ ‘ [ 930 | 20259
;;\ | l 9.30 14895
. 9.30 | 14841
\3 9.30 9672
: . 9.30 9515
\ [ X ] oee o [ ] : ... ... :.: ..: ... ..: .._:7
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Topr 10 COMPLIANCE FAILURES

Cyber Security Brief
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9.30 | 31142
7.00 | 30869
, 930 | 28455
9.30 | 28401
9.30 | 28196
510 | 24206
9.30 | 20259
9.30 | 14895
9.30 | 14841
9.30 9672

63944

63576

63573

56854

46090

34398

29948

29828

20812

29810

P
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are currently occurring
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egradation,
systems
Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission -
Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.

enial, or destruction o

o Sensitive information in the enterprise is

at high risk of compromise.

Disconnection of Internet
connectivity

Task Force initialization
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Brief

oo o000 o o o o0 o o
[ K ] o o e o o . oo
° ° e o oo o . [ [
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Moderate cyber attacks
are imminent

¢ Increased risk

¢« Lipted maligious, activity ,°° o 3°°

¢ thtpligehae hdicdtes génerél.th%ea’t’s

& * spetfic fncidéhts réported and Under
review

o Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

o Network infrastructure throughput is
noticeably diminished.

o Common network services are partially
disrupted.

e Sensitive information in the enterprise is
at some risk of compromise.

'YY YN

L e o
L X ) ® o
L] ® @
se0 o6
» Ensure protective measures
implemented

e Increase backups, audits, etc.
Verify response action plans & staff
ready

+« Document changes in cyber security
posture

Nuisance cyber attack
activity is present

¢ No significant malicious activity

e Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.

o Network infrastructure throughput is
normal.

o Common network services are not
impaired

o Sensitive information in the enterprise is
at slight risk of compromise.

e Existing countermeasures are likely to be
adequate to counter this threat

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

activity is expected

Nuisance cyber attack

¢ No significant malicious activity

s Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Automated response is sufficient to
counter potential malicious activity
within the enterprise

o Network infrastructure throughput is
normal.

e Common network services are not
impaired )

o Sensitive information in the enterprise is
at slight risk of compromise.

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Cyber Security Brief

as of 12/3/2009 - 1400 EST
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Appendix D - Intranet Web Links of Interest

*e® ] L] L2 J T T sou—y e

Within the (s of, € dmprind Sptugity

e Awareness

Periodic Update: http://cs.ds.state. gov/ETPA/ETPA_03.cfim
o Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)

Tactical Awareness: http:/cs.ds.state.gov/CTAD/CTAD_07.cfm
e The Office of Computer Security

Periodic Update: http.//cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning

Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

e Cyber Security Incident Program

Periodic Update: http://csip.ds.state.gov ' P
e Enterprise Network Management ;
Periodic Update: http://enm.irm.state.gov ? i
e The Office of Information Assurance i '

Periodic Update: http:/ia.irm.state.gov/
e Patch Management
Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.htm
e Virus Incident Response Team (VIRT)
Periodic Update: http:/sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.
If you have feedback for the CSB, please send it to CIRT@state.gov

* ® L ] e & © S0 L ] o0e [ X ]
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Cyber Security Brief,

% 277 o° UnitedsStptes Deparimengef Sgutg. & ¢
oo’ oee '.' Rureda pf Riblqrpatig Sfeunty 3,, 36°
as of June 24, 2009-1400 EST

June 25, 2009

No change from last

Current DoS Cyber reported condition

Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT
e CIRT is awaiting the ISSOs’ responses and remediation confirmations on the
remaining spear-phishing attack notifications.

2. CTAD Daily Read File
e (U) People’s Republic of China (PRC) Information Dominance

Geographic Distribution of Computer Incident Response Team (CIQA T) Events

Legend: ® ] event @ 2 events ® 3+ evenis
R N T A AL SN
RN SRR I SR R
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Personally identifiable infesmation{Pll) less reported s see o o
¢ Nothing subsgargual tq rgpgrt :.: o e . se s ee

Classified spillage intiderttés) reported fo CIRT ant refer'red t® DS?ISYAPD
¢ Nothing substantial to report

US-CERT Coordination
s Nothing substantial to report

Compliance & Vulnerability Scanning
o  See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (U) People’s Republic of China (PRC) Information Dominance
Key Highlights: (classified content)
Source Paragraph: (classified content)

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,791,238 Previous day:122
Month to date - June: 22,716,578 Month to date - June:7,253

Year to date for 2009: 272,507,675 ' Year to date for 2009: 27,368

Cyber SecunA'gz‘ News Headlines

Military Command Is Created for Cyber Security [Source: wsj.com]
What's Ahead for WH Cybersecurity 'Czar’ [Source: federalnewsradio.com]

Cybersecurity is Everyone's Problem [Source: dailytech.com]

A A T T T A TR I
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Appendix A +EIRT Evdat Sammaries:’ & i.. &.°

L&

Legend:

% CIRT detected a large number of e-mail messages

TWHA/US | 06-12-09

EAP 06-12-09 Yes

06-12-09

y:
>
m

—————
uuuuuu

Ticket Num r:‘ ‘ Location:§ &

TR,

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM »

Event Description

Current Status
24 Jun: CIRT requested a status update from the IT Service Center via e-mail.

Status History '
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been

received and if the message had been opened or deleted. If the message was openred,
.: L] :L : L1 ‘.. -.. : ..: ..- ..: ...

Sr ot e i o, t.i: .3 tas
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CIRT requesjgd thigtthe, IS0 re-jmagg the gpgrafing system. .

17 Jun: The ITsSgngige Gentel hagg pfoviged?q refereépcenupbet f@r this event.

18 Jun: CIRT dueyed ' Stefus Qidateffomthed ISSO Qiatgmail.*

19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the
appropriate point of contact, and remediation is in progress.

20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO.

22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

23 Jun: CIRT requested additional information regarding the physical location of the user.

e ——

T

Date and Time Ticket Created: 06/20/2009 0744 GMT Affected Bureau: DOM

Ticket Numberd > Location: >

Event Description .
CIRT detected the download of an executable from a suspected phishing site.

Current Status s
24 Jun: CIRT has resent the initial request to the IT Service Center.,

Status History N
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
23 Jun: CIRT requested a status update from the ISSQO via e-mail.

Ticket Numbef:.” ) B Location’ }‘\)

Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF

Event Description '
CIRT detected the download of a malicious executable to a DoS workstation.

Current Status
24 Jun: The ISSO informed CIRT that the workstation is being examined and an update

wiil be provided upon its completion.

| Status History

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 5 of 13
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22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CSIhT aTso feque stthhat-the ISSOpeTforn: anangv:;us scan and verify that the

workstation @.up{g—datga-wgtb albof the Mates? patches oy [RM Patch Management.
23 Jun: The ISSO informed CIRT that he is currently examining this event.

Ticket Number{ Locationy;: D)
. — SN ; % )
{ Date and Time Ticket Created: 06/24/2009 0944 GMT Affected Bureau: EAP

Event Description
CIRT detected a DoS workstation downloading suspicious executable file from a website.

Current Status
24 Jun: CIRT requested that the ISSO search for specific files and remove the files if

they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch

Management.

Status History
N/A - New Event

Ticket Numb@.q . - Location/ &‘>
Date and Time Ticket Created: 06/19/2009 1148 GMT Affected Bureau: DOM

Event Description
CIRT detected a DoS workstation ¢ wlcatlng with a suspicious website and possibly
downloading at

Final Action
24 Jun: The ISSO informed CIRT that he will have the PC re-imaged.

Status History
19 Jun: CIRT requested that the ISSO searcli for specific files and reimage the operating

system if the files are found. .
20 Jun: The iSSO informed CIRT that he is currently examining this event. A virus scan has

Cyber Security Brief as of 12/3/2009 — 1400 EST ‘ “Page 6 of 13
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been performed wnth negatlve results The workstatlon will be reimaged as a precaution.
22 Jun: CIRT #questédsa staxus La:ate *from’ fhe I5Sb wa-e maﬂ

23 Jun: The I§.S. u.nfqrmgd C§IB.T t he és SIIH eg(ammu:g gt;|§ ezvent
Ticket Numbef ) Location: /
/ —— -
Date and Time Ticket Created: 06/22/2009 1419 GMT Affected Bureau: WHA

Event Description '
CIRT detected a malicious executable file directed at a DoS workstation.

Final Action _ '
24 Jun: The ISSO informed CIRT that no unauthorized files or software were detected
and a full virus scan was performed with negative results. The workstation was
removed from the network and will be reimaged.

Status History
22 Jun: CIRT requested that the ISSO disconnect the workstation from the network and
reimage the operating system.
23 Jun: CIRT requested a status update from the ISSO via e-mail.

Ticket Numbe( 3 7 Location* | . ?)

Y

Date and Time Ticket Created: 06/24/2009 0511 GMT i Affected Bureau: EAP

Event Description
CIRT detected an executable download of unauthorized software on a DoS machine.

Fmal Action -
24 Jun: The ISSO informed CIRT that the workstation was successfully reimaged.

Status History
N/A - New Event

g — M
Ticket‘NﬁHﬁ@’ Location’ )
Date and Time Ticket Created: 06/23/2009 1445 GMT Affected Bureau: DOM

Event Description
CIRT was informed by US-CERT of a DcS waorkstation(s) that is communicating with an
external entity.

Cyber Security Brief as of 12/3/2009 - 1400 EST' Page 76113
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Final Action . oo oo
24 Jun: The resultg ‘of I;nalware gngly-ms chg ngt iqcalp gpy majicious activity or threats
to the DoS "QMQIK ° 0 ° see e o o °

Status History
N/A - New Event

PUBTIE

Ticket Numb'é};f ) . | Location: ' \l 7

Date and Time Ticket Created: 06/24/2009 1021 GMT Affected Bureau: WHA

Event Description
CIRT detected a DoS workstation communicating with a malicious website and possibly
downloading a malicious executable.

Final Action
24 Jun: The ISSO informed CIRT that the machine was scanned; there was no
evidence of malicious activity and no viruses were found on the workstation.

Status History
N/A - New Event
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 8 0f 13
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Appendix B - Compliance & VuInerablIlty Scanmnq Statistics

VULNERABILITY TOTALS:

Total Critical Vulnerabilities: 8,779
Total High \{ul»nerab}i_litie_sr: 505,083

ToP 10 CRITICAL VULNERABILITIES |

([ 1000 | 803
oY 1000 | s97
111000 | 484
— - | 10.00 460
1000 | 375
1000 | 274
- 1000 | 226
o ST

Topr 10 HiGH VULNERABILITIES

: 930 | 27439
f 7.00 26879 | - ,
9.30 24677
A &€
9.30 24632 _
- !
_ f 9.30. | 24440
. ‘ ' 9.30 17225
R S L B S L S e S| I
B oSPlocrioc.o s tiopLn o esipy 9% ) 12863
o0 o0 O ....(. [ X J L X J [ ) [ ) [ ] [ X N ] .f 9'30 = 12820
9:30 8061 |
. 930 | 8027 |

-..Jv.,. s :«']' u. ";"g wo vy ‘l-'zu.:/w‘v\‘/'/‘ - ;—l:\;v .lJLI.l ‘ o Pageg Of13
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"7.00 | 26879 bf:éf

9.30 24677

f 930 | 24632
I e30 [ 2aaa0
§ 510 | 23418
Y030 17225

{930 | 12863
’ 9.30 12820

9.30 8061

ToP 10 COMPLIANCE FAILURES

62859 éﬂ(;

3 62852

56103
53678
45527
33748
29497
29436
29419
Cyber Securiiy Brief as of 12/3/2009 - 1400 EST ~ Page100f 13
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brCohk Levels

Appendix C + DéS Eybier Condition {Cyb k

Siicah‘t craacks
are currently occurring

‘Degradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed,

Common network services are disrupted.
Sensitive information in the enterprise is
at high risk of compromise.

Disconnection of Internet
connectivity
Task Force initialization

Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Brief
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Appendix D — Intranet Web Links of Interest

Within the ©1ice of<Compurter Security et e e

e Awareness

Periodic Update: http://cs.ds.state.gov/ETPA/ETPA _03.cfm
e Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
® Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)

Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD_07.cfm
e The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning

Periodic Update: http:/cs.ds.state.gov/index.cfm

Qutside of the Office of Computer Security

¢ Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov
e Enterprise Network Management
Periodic Update: http://enm.irm.state.gov
¢ The Office of Information Assurance
Periodic Update: http://ia.irm.state.gov/
e Patch Management

Periodic Update: http://enm.irm.state. gov/nlm/patch/D\,fault htm
e Virus Incident Response Team (VIRT)
Periodic Update: http:/sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.

If you have feedback for the CSB, please send it to CIRT(@state.gov PR
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Cyber Security Brief

*e o " UnitedsStatep Bepariment of$Stpie
o 0., Buregy of Piplopatiq Seciyity
as of June 25, 2009-1400 EST

June 26, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

+ The RCSO in Frankfurt, Germany reported several OpenNet+ computers running
an unauthorized commercial application
e Embassy Beijing ECON personnel targets of spear phishing attack

2. CTAD Daily Read File
e (Classified content — See ClassNet for details)

Geographic Distribution of Computer Incident Resbonse Team (CIRT) Events

Legend.: e [ event ® 2 events @ 3+ events
..: ..: : : !/ ... ... :.: ..: ... ..: ..z
IR e S INATE I SR S5
Lyber Security Brief as of 1 7/3/ 7009 1 400 EST Page 1 of 14
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o CIRT was notified that multiple DoS users in Beul %‘s ECON office were recuplem_f R

se sese @ o"‘-‘“”ﬁ*
° e

! R N B N N f

" Personally identifiable information (PII) loss reported
o Nothing substantial to report

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
e Nothing substantial to report

US-CERT Coordination
» Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

(]

Cyber Threat Analysis Division (CTAD) i

DAILY READ FILE: (Classified content — See CTAD Daily Read File on ClassNet for details)

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,809,554 : Previous day:83

Month to date - June: 26,339,537 Month to date - June:7,508
Year to date for 2009: 276,130,634 _ Year to date for 2009: 27,623

Cyber Security News Headlines

IT Customers Warned of Spying Attempts by Vendors [Source: computerworld.com]
Cyber Commander's Dual-Hat Job [Source: govinfosecurity.com]
Defending IT: Words from the New Military Cyber Commander [Source: govinfosecurity.com]

Chber Security Brief as of 12/3/2009 — 1400 EST Page 3 of 14
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Appendix A ~CIRT, Event Sumtmaries. :i. ii. i

Legend:

#—(' e . e ——
Ticket Numb{ jj ‘ Location: &
Date and Time T|cket Created 06/16/2009 2052 GMT Affected Bureau: DOM

Event Description

NIDT Adatartad a larae numbesaf.o-mailpg nts from "

M —__ -

Current Status
25 Jun: CIRT requested a status update from the IT Service Center via e-mail and -
phone. The ITSC will re-open this ticket and forward the initial request to the correct
I1SSO.
.

Status History “

16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

17 Jun: The IT Service Center has provided a reference number for this event.

18 Jun: CIRT requested a status update from the ISSO via e-mail.

19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the
appropriate point of contact, and that remediation is in progress.

20 Jun: The IT Service Center resent the initial e-mail to the correct 1ISSO.

22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

23 Jun: CIRT requested additional information regarding the physical location of the user.

24 Jun: CIRT requested a status update from the IT Service Center via e-mail.

Ticket Numb( j Location: 7 1
, . 5 ; _@J e X
Date and Time Tucket Created: 06/25/2009 0636 GMT Affected Bureau: AF
T
L] [ ) e L ) [ X ] [ ] [ ) L] e L] L ] L ] o9 L] L ]
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Sensitive But Unclassified




Sensitive But Unclassified )9/7@ ‘

Event Description es eve se se s ssa 4 0ee ey 5
CIRT detected malwéré belng-dlreoted towards 2 boS wonkstatlon and attemptlng to
download an executeble file. “o° See 278 00 ee® T 0 T tes S

Current Status
25 Jun: CIRT requested that the 1ISSO search for specific files and perform an antivirus

scan.

Status History
N/A - New Event

g .
— - —

Ticket NumbeE' _ Location:’ ;
Date and Time Ticket Created: 06/25/2009 0914 GMT Affected Bureau: EAP

Event Description

CIRT was notified of a suspicious e-mail, possibly containing malicious code, tarqetmq b i
multiple users. This event consisted of , Fc

Current Status

25 Jun: CIRT requested that the ISSO determlne if the users received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the 1ISSO identify
an itional recipients-if-the.ezmail has been forwarded. CIRT requested that the }976

¢

Status History
N/A - New Event

=S . /
‘Ticket Numb{ ) : Location’ mm “

_+——
: _Date and Time Ticket Created: 06/20/2009 0744 GMT . Affected Bureau DOM

Event Descrlptlon
CIRT detected the download of an executable from a suspected phlshmg site.

Current Status
25 Jun: CIRT requested a status update via telephone The ticket has been assigned to

a DSD technician.

Cyber Security Brief as j 12/3/2609 — 1400 EST Page 5 of 14
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Status Hlstory oo oee o . X o see o ooo oo ‘
22 Jun: CIRT requestod nat ﬁwe I$SO searc'r»for speouflc flles and remove the files if they vil
are found. CIRT also reques!ed ihat thei9s8d perfovm-an anthirussscan and verify that the 5
workstation is up-to-date with all of the latest patches from IRM Patch Management.
23 Jun: CIRT requested a status update from the ISSO via e-mail.
24 Jun: CIRT has resent the initial request to the IT Service Center.
Ticket Number{’ . : Location:} ) =
{. — / L WA
Date and Time Ticket Created: 06/25/2009 0849 GMT Affected Bureau: DOM
Event Description
CIRT detected the download of a malicious executable to a DoS workstation
Current Status
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network
and reimage the operating system.
Status History
N/A - New Event
Ticket Number? ) PSS — | i_ocation; ‘ %M v

Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF

Event Description
CIRT detected the download of a malicious executable to a DoS workstation.

Current Status
- 25 Jun: CIRT requested a status update from the IT Service Center via e-mail and
. phone. '

Status History
22 Jun: CIRT requested that the 1SSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
23 Jun: The ISSO informed CiRT that he is currently examining this event.
24 Jun: The ISSO informed CIRT that the workstation is being examined and an update
will be provided upon completion.

Cyber Security Brief as of 12/3/2009 - 1460 EST Page 6 of 1
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Ticket Numberd” Locatiori A ¥
Date and Time Ticket Created: 06/24/2009 0944 GMT Affected Bureau: EAP

Event Description
CIRT detected a DoS workstation downloading a suspicious executable file from a website.

Current Status
25 Jun: CIRT requested a status update from the 1SSO via e-mail.

Status History .
24 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

EAP | 061209 | 06-25

Ticket Numbe{\ C | o Locationy ) %//7 ) v
Date and Time Ticket Created: 06/25/2009 0813 GMT Affected Bureau: EUR

Event Desciiption

CIRT was riotified of suspicious network activity fop g numperi, ,, . 1"\0/’{
T T N R g
Cyber Security Brief as of 12/3/2009 -- 1406 EST Page 7 of 14
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I:;?&ﬁ
¥

Final Action
_25.1un: CIRT implemented

7€

- A oo TN
Status History I
N/A - New Event

1 = : ,
Ticket Numbery 3 “Location:

»

-

Affected Bureau: DOM

V4
Date and Time Ticket Created: 06/25/2009 0836 GMT

Event Description
CIRT detected the download of a malicious executable to a DoS workstation.

§

Final Action *
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network
and reimage the operating system. The ISSQ did not find. any malicious files on the
workstation. As a precaution, the hard drive will be removed and replaced.

Status History
N/A - New Event

Location:”

Loca p=

Ticket Numlg/i

Date and Time T|cket Created 06/25/2009 0820 GMT Affected Bureau: DOM

Event Description
- CIRT detected the download of a malicious executable onto a DoS workstation.

Final Actlon
25 Jun: CIRT requested that the ISSC search for s peclf' c f' Ies and remove the files if
they are found. CIRT also requested that the ISSC perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management. The ISSO reported that no unauthorized files were found on the
workstation, the results of a virus scan were negative, and all patches are current.

Status History
N/A - New Event A

e o000 o e O *0 e0 o O ..: A.) ..:4..:
L) ¢ o L ama e v
[ 2N 4 o0 o *e & L L ] L ] : : o : .: : :
e o
® @ e o e o L
e o060 © o0 O o0 e L] [ ] o8 e e
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e

Ticket Numbéer: ¢

Location: ? ' ;
ks —

Date and Time Ticket Created: 06/25/2009 0802 GMT

Affected Bureau: EUR

Event Description

CIRT was notified of possible unauthorized attempts to connect to a server.

Final Action

25 Jun: The ISSO informed CIRT that an unauthorized laptop was located and removed

" from the network.

Status History
N/A - New Event
-Cyber Security Brief as of 12/2/2009 -- 1400 EST Page 9 of 14
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Appendix B — nggglian.ce. & Vwinarability.Scarning Statistics

VULNERABILITY TOTALS:

Total Critical Vulnerabilities: 8,818
Total High Vulnerabilities: 504,937

ToP 10 CRITICAL VULNERABILITIES

¢ 10.00 1154
10.00 | 956

10.00 | 806

10.00 | 599

10.00 /| 495

1000 | 459

10,00 | 875

{ 1000 | 281

] 1000 | 241

\L-—w:!"‘ | - b J

Topr 10 HIGH VULNERABILITIES

7.00 | 26894
0.30 | 24805

9.30 | 24730
9.30 | 24538
9.30 17337

1l 930 | 12869

1 930 12825

B 930 8029

o0 200 [ ] [ ] [ ) [ X ] [ X ] [ ] [ ] [ X X J [ ) [ X X ] L] ‘ 2 9430 7998
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.

!
=

23727
930 | 17337
930 | 12869
[, 930 | 12825
8029

a@ 9.30

Tor 10 COMPLIANCE FAILURES

63063
63056
56271
\ 53824
\ 45738
1 34073
29613
29531
W 29511
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.
° °
° o0 ] e o0 o

Appendix C — DS Cybés’ ConHiion (CybérCén)d iwels

Degradation, denial, or destruction of
systems

¢ Highly sophisticated attacks

e Major tensions within country /
significant catastrophic events

o DoS is unable to execute its diplomatic e Disconnection of Internet
mission connectivity
L | © Widespread or focused attacks targeting e Task Force initialization
vulnerabilities within the enterprise ¢ Documented Remediation Steps
Significant cyber attacks require an immediate coordinated completed and verified prior to re-
are currently occurring response. connection
o Network infrastructure throughput is
severed.

Common network services are disrupted.
o Sensitive information in the enterprise is
at high risk of compromise.
o Widespread malicious activity
¢ Intelligence indicates targeted activity
- ¢ Increase in sophisticated recon and
probes 1
¢ Heightened tensions within country or
major event

o DoS must resort to alternative ¢ Initiate Management Team brieﬁngs
communications means to execute its e Three-times-a-day notification to
. diplomatic mission pre-determined recipient list
Significant cyber attacks | ® Attacks targeting vulnerabilities within e Additional sniffers deployed as
are imminent or moderate the enterprise may require a coordinated needed
attacks are occurring response. e Authorize limited OT for analysts

e Network infrastructure throughput is
noticeably diminished.

o Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at moderate risk of compromise.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 12 of 14
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Ingeaseddyrisk o ss ee e qoe
Lirviteédemalidioliseactidtys ®e o o $e
Inteiigence ihdicates generel thiedtss §
Specific incidents reported and under

e Ensure protective measures

review .

implemented
ELEV ATED ' e Attacks targeting vulner.abilities wi.thin o | ncF:ease backups, audits, etc,
4 ‘ Z;‘Z:;:p rise may require a coordinated Verify response action plans & staff
Moderate. cyb_er attacks o Network infrastructure throughput is ready . )
are imminent noticeably diminished. » Document changes in cyber security
) i
e Common network services are partially posire
disrupted.

e Sensitive information in the enterprise is
at some risk of compromise.

No significant malicious activity

o Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Potential malicious activity within the

enterprise may be handled thorough ¢ Maintain regular security monitoring,
routine channels and procedures.

, . scanning, & remediation operations
e Network infrastructure throughput is . . .
Nuisance cyber attack normal. o Verify status of protective measures

activity is present N

Common network services are not

impaired

e Sensitive information in the enterprise is
at slight risk of compromise.

e [Existing countermeasures are likely to be

adequate to counter this threat

No significant malicious activity

o Network operating within “acceptable
risk” range

¢ [ncident detection and response
capability normal

e Automated response is sufficient to

counter potential malicious activity e Maintain regular security monitoring,
_ i within the enterprise scanning, & remediation operations
Nuisance cyber attack | ® Network infrastructure throughput is e Verify status of protective measures
activity is expected normal.
o Common network services are not
impaired '

o Sensitive information in the enterprise is
at slight risk of compromise.

Cybei Security Brief as of 12/2/2009 - 1400 EST Page 13 of 14
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Appendix D — Intrapet Web Links of Interest

Within the Office of Compufey Se'cu'r’ntv". IR R R

® Awareness

Periodic Update: http://cs.ds.state.gov/ETPA/ETPA_03.cfm
o  Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)

Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD_07.cfm
¢ The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.cfm
¢ Compliance and Vulnerability Scanning

Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

o Cyber Security Incident Program § "
Periodic Update: http://csin.ds.stag.ﬁov

e Enterprise Network Managemeht .
Periodic Update: http://enm.irm state.gov !

e The Office of Information Assufance
Periodic Update: http://ia.irm.state.gov/

e Patch Management
Periodic Update: http://enm.irm. state.gov/nlm/patch/Default.htm

e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

]

The CIRT welcomes all constructive feedback to ﬂléda't‘fy{lyber Security Brief.
If you have feedback for the CSB, please send it to CIRT@state.gov

/‘ p.
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_Cyber Security Brief

E': E:' oo IﬁmtedStatesDepartmerioTSta"' :':

P4 : » OBurm:ofDmlomt]’ &Curﬁy eoe E.

as of June 26, 2009-1400 EST
June 29, 2009

No change from last

Current DoS Cyber reported condition

Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT

o CIRT is currently reviewing a potentially hostile Spam message that targeted
Department users
2. CTAD Daily Read File

e (classified content)

3. Personally identifiable information loss reported
e Unauthorized access to passport record of high profile individual/celebrity

4. Classified Spillage incident reported
e A classified spillage reported in Washington, DC

Geographic Distribution of Computer Incident Resgg nse Team (CIRT) EvenL.;t_-,

Uisitol vy borcdgn Seovive Padey ot

event ® 2 events @ 3+ events

L] : * : L ! L] [ ] :.: : e o L :
IS Rt I LI SR TLI L
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Personally ldentlflable mfumatlon-(Pll) loss reporied s sse o see oo,
e CIRT was mformed tﬁai unauthgnzed acce.ss'to'me E’IERS pagsport record of a high
profile mdnwduaﬁselebnty‘mayhave occafred® This event has®been referred to US-CERT
and the Privacy Team.

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
* Anincident of classified spillage in Washington, DC was reported to CIRT and has been
- referred to DS/APD.

US-CERT Coordination
¢ Nothing substantial to report

Compliance & Vulinerability Scanning
e See Appendix B for statistics

Cyber Threat Analysis Division (CTAD)

" DAILY READ FILE: .(Classified content — See CTAD Daily Read File on ClassNet for details)

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:
Previous day: 1,423,892 Previous day:113

Month to date - June: 27,763,429 Month to date - June:7,621
Year to date for 2009: 277,554,526 Year to date for 2009: 27,736

Cvber Security News Headlines

Wide-Ranging Changes Might be Sought for Cybersecurity [Source: nextgov.com]
British Inteilligence Agencies to Step Up Security over Cyber-Attack Threats [Source:

guardian.co.uk]
Ex-DHS Cyber Chief Tapped as President of ICANN [Scurce: washingtonpost.com]

P LR
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 3 of 13

Sensitive But Unclassified



Sensitive But Unclassified

Appendix A =BT Event 8ummarids: : :.. :.*

Legend:

Ticket Num :ar:j; Location: >

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM

Event Description
CIRT detected

Current Status

26 Jun: CIRT requested a status update from the IT Service Center via e-mail and
phone.

Status History

16 Jun: CIRT requested that the ISSO determine if the suspicious message had been
received and if the message had been opened or deleted. If the message was opened,
CIRT requested that the ISSO re-image the operating system.

17 Jun: The IT Service Center has provided a reference number for this event.

18 Jun: CIRT requested a status update from the ISSO via e-mail. .

19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the
appropriate point of contact, and remediation is in progress.

20 Jun: The IT Service Center resent the initial e-mail to the correct 1ISSO.

22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

23 Jun: CIRT requested additional information regarding the physical location of the user.

24 Jun: CIRT requested a status update from the IT Service Center via e-mail.

25 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone.

The ITSC will re-open this ticket and forward the initial request to the correct ISSO.

Ticket Numbe(z& ; Location: >
S e SR L
yber Security Brief us of 12/3/2009 — 1400 EST Page 4 of 13
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Date and Time Tit.:l.(et grgatgd: 96/25/.2009'963§.GMT . Af‘fegt‘ed Bureau: AF

e o L ]
Event Descriptioni.: E:. :.° E.. E'E .:' .:' E E E E.. o’
CIRT detected malware being directed towards a DoS workstation and attempting to

download an executable file.

Current Status
26 Jun: CIRT requested a status update via e-mail from the ISSO.

Status History
25 Jun: CIRT requested that the ISSO search for specific files and perform an antivirus scan.

Ticket Numb@ Location:‘f

Date and Time Ticket Created: 06/25/2009 0914 GMT Affected Bureau: EAP

Event Description
CIRT was notified of a suspiciou.

26 Jun: CIRT requested a status update from the ISSO via e-mail.

multiple users. | oy =
N ,
Current Status : §

Status History
25 Jun: CIRT requested a status update from the ISSO via e-mail.
25 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the 1SSO identify any
additional recipients if the e-mail has been forwarded. CIRT requested that the ISSO verify

L7¢

&

e : :
Ticket Numbé’ j v Location:x ‘

[~

Date and Time Ticket Created: 06/20/2009 0744 GMT | Affected Bureau: DOM

Event Descriptioh
CIRT detected the download of an executable from a suspected phishing site.

Cyber Security Brief as of 12/3/2009 -- 1400 EST - Page5o0f1i3
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L7

*Le
ice

b:

Z

26 Jun: CIRT iequ&%!ed a.sfatus-ueda!éf 1 I
telephone 0 o o : o o eoe .

Current Status .
»om the 1 e enter via e-mail and

Status History
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
23 Jun: CIRT requested a status update from the ISSO via e-mail.
24 Jun: CIRT has resent the initial request to the IT Service Center.
25 Jun: CIRT requested a status update via telephone. The ticket has been assigned to a

DSD technician.
Ticket Numb{ : } Location: }
f -
Date and Time Ticket Created: 06/25/2009 0849 GMT Affected Bureau: DOM

Event Description
CIRT detected the download of a malicious executable to a DoS workstatiqn

Current Status
26 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network and
reimage the operating system.

s e et s .

Ticket Numb 1 Location: !
ICKe u er ) o oca lon‘ 7 f)>

/ 7
Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF

Event Description
CIRT detected the download of a malicious executable to a DoS workstation.

Current Status
26 Jun: The ISSO informed CIRT that the workstation was reimaged and is awaiting
the user's return in July. The ISSO requested that the ticket be placed in pending
status.

Status History
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

.y P Y S W W A ABA AN
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23 Jun: The ISSO informed CIRT that he is currently examinipg, this event.

24 Jun: The IS8 intormed GIRT ¢hat Hle m;ksgatpp |s'bg|pg ¢xgmined and an update wil
be provided upon- ompletloq. see S tee 06°

25 Jun: CIRT requested a status update from the lT Service Center via e-mail and phone.

Ticket Number( Locatlon

OV
— |

Date and Time Ticket Created: 06/24/2009 0944 GMT Affected Bureau EAP

Event Description
CIRT detected a DoS workstation downloading a suspicious executable file from a website.

Current Status
26 Jun: CIRT requested a status update from the ISSO via e-mail.

Status History
24 Jun: CIRT requested that the ISSO search for specific files and remove the files if they
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
25 Jun: CIRT requested a status update from the ISSO via e-mail.

i«

= . S

D

. ¥
Location:

\ e i
Ticket Number

Date and Time Ticket Created: 06/26/2009 1221 GMT Affected Burebau: DOM

Event Description
Personally Identifiable Information (PIl) may have been breached or disclosed to
unauthorized third parties.

Final Action
26 Jun: This ticket has been referred to US-CERT and the Privacy Office

Status History
N/A - New Event

Ticket,Numbem? i Location:r }> 1 /
Cyber Security Brief as of i 2/3/7()09 1 /00 EST Page 7 0of 13
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Date and Time Tig!(et .C.r.eatgd: .06/26/.2009. ‘_135;1 .GI.VI'I; oe o | Affected Bureau: DOM
Event Description,* $., °, . :.. E'E ORI E O ::. s

CIRT was notified of a Classnfled Spillage

Final Action
26 Jun: CIRT has referred this classified spillage to DS-ADP.

| status History
N/A - New Event

Cyber Security Brief asof 1 2/3/2009 1 400 EST Page 8 of 13
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Appendix B:. "n@bance.& Vuln.etablhtz.Scannmg Statistics

VULNERABILITY TOTALS:

Total Critical Vulnerabilities: 9,241
Total High Vulnerabilities: 518,769

ToP 10 CRITICAL VULNERABILITIES

H— b 7
10.00 807 ,

10.00 | 614

- 71000 | 498

1000 | 494

i 1080 | 431

1000 | 375
}

| ﬂ 1000 | 292

) f

Top 10 HIGH VULNERABILITIES

930 | 27907
7.0 27327
930 25259 .
= LTe
Q.30 25184
9.30 24992
9.30 17491
9.30 13195
9.30 13151
R RN R I B it T Bt I T 7
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e e ——m,

[QuigkTime } 930 | 8259 |

W Y— e d éaw ¢ FFT UV
:. :.. -.o : = ¢ o o o e o
o e oo ° . e . . o oo o oo o o
e o o o o @ eoe * e o o o o °
(X eve . eee o o oo oo o o ® oo oo

TorP 10 MoST COMMON VULNERABILITIES

B

Ly

9.30 24992
{ 510 23612
9.30 17491
f 9.30 13195
9.30 13151
9.30 8292

10UF 1V LUNPLIANGVE FAILURES 4

v | 63393
\ 63392
\ 56634

\ 54249
\ 45983
34562

, 29764

| 29645

y i 29628

<
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Levels

Appendix Ci-:DpS Cj

e Degradation, denial, or destruction of
systems
e Highly sophisticated attacks
o Major tensions within country /
significant catastrophic events

e DoS is unable to execute its diplomatic e Disconnection of Internet
mission connectivity
] e Widespread or focused attacks targeting e Task Force initialization
i vulnerabilities within the enterprise e Documented Remediation Steps
Significant cyber attacks require an immediate coordinated completed and verified prior to re-
are currently occurring response. connection
o Network infrastructure throughput is
severed.

o Common network services are disrupted.

o Sensitive information in the enterprise is
at high risk of compromise.

» Widespread malicious activity
Intelligence indicates targeted activity

e Increase in sophisticated recon and
probes

e Heightened tensions within country or
major event

o DoS must resort to alternative e |nitiate Management Team briefings
communications means to execute its e Three-times-a-day notification to
diplomatic mission pre-determined recipient list

Significant cyber attacks | ® Atfacks targeting vulnerabilities within e Additional sniffers deployed as
are imminent or moderate the enterprise may require a coordinated needed
attacks are occurring response. e  Authorize limited OT for analysts

o Network infrastructure throughput is
noticeably diminished.

o Common network services are partially
disrupted.

e Sensitive information in the enterprise is
at moderate risk of compromise.

Cyber Security Brief  as of 12/3/2009 - 1400 EST Page 11 of i3
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Moderété ‘cyber attacks
are imminent

¢ Increased risk
ee Limitedemaliciougegctjity ;oo § 3°°
% ¢ Ingtelligencegindi¢gips ggner'y threats
% Sretifid inddénts regdrted tind’ufider
review
o' Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.
e Network infrastructure throughput is
noticeably diminished.
o Common network services are partially
disrupted.
o Sensitive information in the enterprise is
at some risk of compromise.

Ensure protective measures
implemented

Increase backups, audits, etc.
Verify response action plans & staff
ready

Document changes in cyber security
posture

Nuisance cyber attack
activity is present

No significant malicious activity

¢ Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

e Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.

e Network infrastructure throughput is
normal,

e Common network services are not
impaired

e Sensitive information in the enterprise is
at slight risk of compromise._

o Existing countermeasures are likely to be
adequate to counter this threat

Maintain regular security monitoring,
scanning, & remediation operations -
Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Automated response is sufficient to
counter potential malicious activity
within the enterprise

o Network infrastructure throughput is
normal.

o Common network services are not
impaired

o Sensitive information in the enterprise is
at slight risk of compromise.

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Cyber Security Brief

as of 12/3/2009 -- 1460 EST
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Appendix D — Intranet Web Links of Interest

Within the Dffice ofs-Computer Security E. : E:, E.:

e Awareness

Periodic Update: http://cs.ds.state.gov/ETPA/ETPA_03.cfm
e Computer Incident Response Team (CIRT)

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)

Daily Read File: http://source.ds.state.sgov.gov (ClassNet)

Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD_07.cfm
e The Office of Computer Security

Periodic Update: http://cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning

Periodic Update: http:/cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

e Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov
e Enterprise Network Management
Periodic Update: http:/enm.irm.state.gov
e The Office of Information Assurance
Periodic Update: http://ia.irm.state.gov/
e Patch Management
Periodic Update: http:/enm.irm.state.gov/nlm/patch/Default.htm
e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

'The CIRT welcomes all constructive feedback to the daily Cyber SecurityBrief
- If you have feedback for the CSB, please send it to CIRT @state.gov

e esoo0 o o o [ X J o0 © o o000 [ ] [ X X ] e®
L I ] e o e o o L ] [ X X ] ® o [ ]
[N ) ee O o0 @ [ L] e o [ [ e o o
o o e o o @ L ] e & & o o e e 9
00 900 © 000 O o o0 L] [ ] [ ] o0e LR ]
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Cyber Securlty Brief

E.: E:. mtcdStates'Dcpartmentéfs{a.te: E:. E.:
s’ See '.Bu{e.al“!f'lilplqmawse'u@ty . tes oo
as of July 2, 2009-1400 EST
July 6, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary

1. CIRT

e Large scale phishing attack targeting multiple seemlngly unrelated Department of
State employees

2. CTAD Daily Read File
¢ (U) Instant Messaging Malware on the Rise, Again

Geographic Distribution of Computer Incident Response Team (CIRT) Events

Legend: e | event ®  events @ 3+ events
R I A T I T P
IR I SR IRCILICI LN LS
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Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
¢ Nothing substagﬂ;aljo'repo[t LR LI LI L

US-CERT Coordination
¢ Nothing substantial to report

Compliance & Vulnerability Scanning
e See Appendix B for statistics

- Cyber Threat Analysis Division (CTAD)

DAILY READ FILE: (U) Instant Messaging Malware on the Rise, Again

(U) Key Highlights:
e Messagelabs research indicates that IM malware has increased in the last six months
o Analysts predict that 1 in 80 IM users will receive a malicious IM each month
o The rise in malware could be correlated to recent advancements in CAPTCHA breaking
e DoS personnel are reminded that Web-based and locally loaded installation of IM clients
and Chat software are prohibited on Department compufters

o — B |

5

I,

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter: Virus Blocked at Perimeter:

Previous day: 1,263,747 Previous day:89

Month to date - July: 1,263,747 Month to date - July:89

Year to date for 2009: 284,798,882 Year to date for 2009: 34,250
Cyber Security News Headlines
White House Pledges to Stay On Top of Cybersecurity [Source: fiercegovernmentit.com]
Cybersecurity Plan Means New Jobs [Source: govinfosecurity.com]
Justice Tech a Big Winner in Senate Spenqu B|Il [Source: few. com]

ee 00 . e L % e AP
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Appendix A —C!I.?T Evept Sun?mq(ie.s .

Legend:

1 ¥ EAP 7-02

7-02

1 EAP 7-02
EAP 7-02
SCA 7-02

NEA 7-02
. DOM 7-02
. WHA 7-02
EAP 7-02
DOM 7-02
DOM 7-02
DOM 7-02
DOM 7-02
. EAP 7-02
¥ DOM 7-02

%«mewm Akt F

Event Description

CIRT was notified of a suspicious e-mail, possibly containing malicious code, targeting

Cyber Security Brief as of 12/3/2009 — 1400 EST
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multiple users. This eve tconsisté_(if

e o o8 L] e o [ ] L]
A_S 8 2 2 8 - WY U] ]

elboce
[ ]
[ ]
[ ]
Xl

— bzzg
f s I F R NN Ry _.35

(3] e e * se8® & & SO L 2]

Current Stafué
2 Jul: CIRT is awaiting a response from the ISSO.

Status History
25 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any
a@@ﬂ,@Wmﬂhe-e«m%Mha&beenWClRT requested that the ISSO

Mequested a status Upaate from the Al

29 Jun: CIRT requested a status update from the ISSO, the RSO, and the IPO via e-mail.
30 Jun: CIRT requested a status update from the ISSO via e-mail and phone.
1 Jul: CIRT requested a status update from the ISSO via e-mail and phone.

L7¢&

1

-

!
Ticket Numbef: ‘ L Location: S\ V
(o
Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP
Event Description ‘
_CIRT detected a possible phishing e-mail, originating from various sources, containing a L t::

Current Status
2 Jul: The ISSO informed CIRT that a status update is forthcoming.

Status History
30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the 1ISSO identify any
(additio_nal recipients of the e-mail if it has been forwarded. CIRT requested that the ISSO

1 Jul: The TS50 informed CiRT that examination of This evar S ongoing.

59:\ I e J— -
Ticket Numbé{\ —} o Location:/ ,~$

,,,,, o i
Date and Time Ticket Created: 07/01/2009 1151 GMT Affected Bureau: NEA
Cyber Security Brief “as of 13/3/2009 — 1400 EST Page 50f14
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Event Description
CIRT detected a malqclggs e3<ecugable~bgmg.dlre§te¢a§a Dqswor@tgtmn

Current Status
2 Jul: CIRT requested a status update from the ISSO via e-mail.

Status History
1 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

e —
s,

—

Ticket Numbe{ Location: ! D
—_— Mmoo -

Date and Time Ticket Created: 07/02/2009 1422 GMT Affected Bureau: DOM

Event Description
CIRT detected a malicious executable file being directed at DoS workstation.

Current Status
2 Jul: CIRT requested that the 1ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

—
Ticket Numbe{: m Location'
Date and Time Ticket Created: 07/02/2009 1346 GMT Affected Bureau: WHA

Event Description
CIRT detected a malicious executable directed at a DoS workstation.

Current Status
2 Jul: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

Cyber Security Brief ‘as o].‘.] 2/3/2009 .] 400 EST Page 6o0f14
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Ticket Numbe@ , , Location:

Date and Time Ticket Created: 07/01/2009 0626 GMT Affected Bureau: EAP

Location: 2

Event Description

An ISSO notified CIRT of an e-mail with a malicious PDF attachment which was successfully
quarantinedy

Current Status
2 Jul: CIRT requested a status update from the ISSO via e-mail.

Status History
1 Jul: CIRT requested that the ISSO search the workstation for specific ftles and reimage the
operating system if the files are found.

= - =

Ticket Numbef: Y o |location, :

Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF

Event Description '
CIRT detected the download of a malicious executable to a DoS workstation.

Final Action

2 Jul: This event had been pending awaiting the user’s return. The ISSO reported that
workstation has been re-imaged.

Status History
June 22-July 2: Remediation pending.

P p—————— i B o e oo

ey,

. rEa [ .
Ticket Numbérig — - Locations “:—w\,\: )
Date and Time Ticket Created: 07/02/2009 0917 GMT Affected Bureau: DOM

Event Description

US-CERT detected DoS workstations ' 4

B s

—

Final Action } ee o ¢ so® ° eoe oo
Cyber Security Brief as of12'/3?§509 1400 EST Page 7 of 14
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2 Jul: The traffic was analyzed and nothmg malicious was found.

)i - —t B P

[ ) :. L] [ ] [ ] . . [ ] o o0 e o0 : :
StatusHlstory o :.. ... e :.: 00. o’ : : . :oo :o.
N/A - New Event
V
& P —————
Ticket Numberz” e Location: J /
Date and Time Ticket Created: 07/01/2009 1241 GMT Affected Bureau: NEA

Event Description
CIRT detected a malicious executable being directed at a DoS workstation.

Final Action
2 Jul: The ISSO informed CIRT that no unauthorized files or software was discovered
on the workstation. The machine contains the latest patches from Patch
Management.

Status History
1 Jul: CIRT requested that the ISSO search for specific files and reimage the operating
system if the files are found.

£~ —

Ticket Numbé - ﬂ e Locati(;n:f N v
Date and Time Ticket Created: 07/02/2009 1010 GMT Affected Bureau: EUR
Event Description
CIRT received notification from the systems manager about server crashes.
Final Action
2 Jul: These events were found to be caused by E & V Scanning activities.
Status History
N/A - New Event
Ticket Numbe( LO_(_:atIOI'Lr D v
Date and Time Ticket Created: 06/30/2009 1335 GMT Affected Bureau: DOM
Event Description
CIRT was notified ontaining.maticious code. This event b P
(‘ F v
oo OM‘W“;’“@WQ&; %o "% 70
::.::0::0. ..:: :.:.:::
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FinalACtion ® 00 [ ] ] oo e O 000 o 6069 oo
2 Jul: The ISSO igfo.rn.n.ed IRT:that'tne hard drivg s beep, shipped to TASO.
—, s 2 [ ]

a_0 8

Status History

30 Jun: CIRT requested that the ISSO ship the user's hard drive to TASO for analysis.
1 Jul: CIRT requested a status update from the 1ISSO via e-mail.

Cyber Security Brief “as of 13/3/2009 1400 EST Page 9 of 14
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L X J [ X X ] [ ) [ ] .. ... ... : :.. : :.. :.. .vif":/
Appendix B - Gonibliance & Mulperabjlify $33najhg Statistics -
VULNERABILITY TOTALS:
Total Critical Vulnerabilities: 9,544
Total High Vulnerabilities: 575,804
Topr 10 CRITICAL VULNERABILITIES
{
Y 10.00 1131
\ 10.00 956 é ~
P
10.00 796
Il 1000 | 703
' || 10.00 553
' 10.00 506
10.00 391
4
‘, 10.00 313
10.00 284
Top 10 HicH VIiII NERARII ITIFS
930 | 3
7.00 30704
9.30 28374
\| 930 | 28321 ,@76'
9.30 28123
} 930 20191
¥ 930 | 14944
| 930 | 14886
9.30 9579
STt sttt it e Te30 | 0425
Lyper decurity prigy - Us U TL/0/LU07 — 1TUV Lasd ' Page 10 of 14
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Tor 10 MosT COMMON VULNERABILITIES

TopP 10 CoMPLIANCE FAILURES

[

°

L ] L X ) se
° [} °
.

a

s of 12/3/2009 — 1400 EST
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700 | 30704
930 | 28374
930 | 28321
930 | 28123 |

510 | 24360

T 930 | 20191
930 | 14944
930 | 14886
930 | 9579
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» Degradation, denial, or destruction of
systems

¢ Highly sophisticated attacks

e Major tensions within country /
significant catastrophic events

e DoS is unable to execute its diplomatic * Disconnection of Internet
mission connectivity

o Widespread or focused attacks targeting e Task Force initialization

v vulnerabilities within the enterprise e Documented Remediation Steps
3'9 nificant cyber attacks require an immediate coordinated completed and verified prior to re-
are currently occurring response. connection

e Network infrastructure throughput is

severed.

e Common network services are disrupted.

e Sensitive information in the enterprise is
at high risk of compromise.

o Widespread malicious activity
Intelligence indicates targeted activity

¢ Increase in sophisticated recon and

probes
* Heightened tensions within courétry or
major event i %
o DoS must resort to alternative e [nitiate Management Team briefings
communications means to execute its o Three-times-a-day notification to
_ iy i diplomatic mission pre-determined recipient list
Significant cyber attacks | ® Attacks targeting vulnerabilities within e Additional sniffers deployed as
are imminent or moderate the enterprise may require a coordinated needed
attacks are occurring response. o Authorize limited OT for analysts
e Newwork infrastructure throughput is
noticeably diminished.
e  Common network services are partially
disrupted.

e Sensitive information in the enterprise is
at moderate risk of compromise.

Cyber Security Brief "as of 12/3/2009 — 1400 EST Page 12 of 14
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Modérate 'cyber attécks
are imminent

o Umittd maliciolis aefivity*® o

Increased risk

L X J : L]
[ o o L] [ L J ®
Infellidends, indigatesgengral tregts
Specific incidents reported and under
review

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is

at some risk of compromise.

ose O
[ ] e °
L X J s O
® e o
o009 o6
o Ensure protective measures
implemented

e Increase backups, audits, etc.

e Verify response action plans & staff
ready

s Document changes in cyber security
posture

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Existing countermeasures are likely to be
adequate to counter this threat

e Maintain regular security monitoring,
scanning, & remediation operations
o Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

¢ Maintain regular security monitoring,
scanning, & remediation operations
e Verify status of protective measures

Cyber Security Brief

as of 12/3/2009 — 1400 EST
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Appendix D — Intranet Web Links of Interest

: L

Within the gifﬁcé:gf m. g utél'.Se&Irgy_' v E E. E E:. '

e Awareness
Periodic Update: http://cs.ds.state.gov/ETPA/ETPA 03.cfm

e Computer Incident Response Team (CIRT)
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/ICTAD/CTAD 07.cfm
e The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm

QOutside of the Office of Computer Security

e Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov
e Enterprise Network Management
Periodic Update: http://enm.irm.state.gov
e The Office of Information Assurance
Periodic Update: http://ia.irm state.gov/
e Patch Management
Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.htm
e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cyber Securiiy Brief.
If you have feedback for the CSB, please send it to CIRT@state.gov

[ ] [ 1] e® © © 000 L ] o000 [ X ]
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Cyber Security Brief
°. o°° . Uifited Stages Depattinede 37 Stde 3°° &°
* 22 ¢ o Bureabo¥ Diblom3sic Sedlritye o° o
(X eoe [] 'a's'of'.lufy&,'2009—1460EST° eee o

July 7, 2009

No change from last

“Current DoS Cyber reported condition

Threat Condition

Nuisance cyber attack activity is present

Executive Summary

e Electrical fire at SA-20 causes evacuation and building electrical shut-down

e CIRT continues to notify DoS ISSO’s due to a large scale phishing attack

2. CTAD Daily Read File
e (Not available due to SA-20 power outage)

Geographic Distribution of Computer Incident Response Team (CIRD Events

i i

Legend: ‘e ] event ® 2 events @ 3+ events
..: ..: : : ! ... ... :.: ..: ... ..: ..:
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Computer IncidenﬁR?zse' onse Team (SIRT)e °o

o An electricat fire at SA-80 in"Arimgtons V2 reqdired arfevacuatton of the facility for the
day, along with powering down the majority of the electrical systems. A number of CIRT
systems were effected (file & print servers, web servers) but CIRT remains operational at

SA-26 in Beltsville, MD.

Personally identifiable information (P11} loss reported
e Nothing substantial to report

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
¢ Nothing substantial to report

US-CERT Coordination
e Nothing substantial to report

Compliance & Vulinerability Scanning
e Not available due to SA-20 power outage.

Cyber Threat Analysis Division (CTAD)

» Not available due to SA-20 power outage 2

Virus Incident Response Team (VIRT) Stati%tics (as of midnight eastern§time)

Spam Blocked at Perimeter Virus Blocked at Perimeter
Previous day: 950,283 Previous day: 5

Month to date — July: 5,455,080 Month to date — July: 181
Year to date for 2009: 288,990,215 Year to date for 2009: 28,297

Cyber Security News Headlines

NSA to participate in US cybersecurity [Source: wikinews.com]

Cyber Command Launched. US Strategic Command to Oversee Offensive [Source:

dissidentvoice.org]

About Face: Obama to Proceed with Bush-Era Cybersecurity Plan [Source:

.commondreams.org]
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Legend:

6/30/09

EAP 7/2/09 Yes
i sca 7/2/09 Yes
ffoom 7/2/09 Yes
I eap 7/2/09 Yes
- ¥ oom 7/2/09 Yes
DOM 7/2/09 Yes
DOM 7/2/09 Yes
DOM 7/2/09 Yes
EUR 7/2/09 Yes
NEA 7/2/09 , Yes
SCA 7/2/09 Yes
EUR | . 7/2/09 Yes
EUR 7/2/09 Yes
EUR 7/2/09 Yes
TEaAP 7/3/09 Yes
EAP 7/3/09 Yes
EAP 7/3/09 Yes
AF 7/3/09 Yes
EUR 7/3/09 Yes
j EUR 7/3/09 Yes
| "~ EAP 7/3/09 1 " Yes
. EUR 7/3/09 Yes
L ot B TEAR T A0 et T ot. TUE Ltives
M oo: : oo. oo. .o. : .0. oo: .o:
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EUR 7/3/09 Yes
EAP 7/3/09 Yes
DOM 7/3/09 Yes
_; . DOM 7/3/09 Yes
5 - DOM 7/3/09 Yes
by " DOM 7/3/09 Yes
4 {C 2 ~_DOM 7/3/09 Yes
),? ._DOM 7/3/09 Yes
: " EAP 7/2/09 7/6/09
EAP 7/2/09 7/6/09
NEA 7/2/09 7/3/09
EAP 7/2/09 7/6/09
" DOM 7/2/09 ‘ 7/5/09
|  WHA 7/2/09 7/3/09
‘ EAP 7/2/09 7/6/09
DOM 7/2/09 ] 7/3/09
DOM 7/3/09 r 776/09
AF 7/3/09 7/6/09
‘¢ EAP 7/3/09 7/6/09
'EUR 7/3/09 7/6/09
NEA 7/3/09 . 7/6/09

Ticket Numbeﬁf v Location:; a }> V/

Date and Time Ticket Created: 06/25/2009 0914 GMT | Affected Bureau: EAP
Event Description i
CIRT was notified
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 5 of 12
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Current Status ee eoe o e ee o 000 o oo oo
6 Jul: CIRT conaétéd Post, for a szat'us update. ¥he 1S$G informed CIRT that he will
send an update’lateptodayses o ¢ oo” oo e tes e

Status History
25 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any
additional recipients of the e-mail if it has been forwarded. CIRT requested that the ISSO

ZGMes’fedﬂmmmdate from the ISSO via e*m’g

29 Jun: CIRT requested a status update from the ISSO, the RSO, and the IPO via e-mail.

30 Jun: CIRT requested a status update from the ISSO via e-mail and phone.

1 Jul: CIRT received notification from the ISSO that they have received the ticket and have
begun working the event.

2 Jul: CIRT requested a status update from the ISSO via e-mail.

3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday.

. .| . P — —
Ticket Number:/ - Location:

.Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP

Event Descripti st ;
from various rces.

Current Status
6 Jul: CIRT requested a status update from the ISSO via e-mail.

Status History
30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any

additional recipients of the e-majl if it has.been forwarded. CIRT requested that the ISSO

¥ 111G 1OGU IHUNTIEU UIK | INATEXamination of this event is ongoing.
2 Jul: The ISSO informed CIRT that a status update is forthcoming.
3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday.

) e o000 o o o LR J o o © oo [ a0ee [ X ] ‘E
Ticket Numbe{ E E JETE-TUE ISR R L L S 3 J.;Q oation; E E &
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Date and Time Tick.et Croatedt .073’01/2.0(29 _16161.GM

Afiectgd.Bureau: NEA

H

Event Description “
CIRT detected the download of a malicious executable to a DoS workstation.

Current Status
6 Jul: CIRT requested a status update from the ISSO via e-mail.

Status History

1 Jul: CIRT requested that the 1ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

2 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday.

Ticket Number: Locatipn: : }
e e B
Date and Time Ticket Created: 07/01/2009 0626 GMT . Affected Bureau: EAP
Event Description : A4 ~ 1
An ISSO notified CIRT, | __:@ e-mail with a
malicious PDF attachment. =

Current Status
6 Jul: CIRT requested a status update from the ISSO via e-mail.

Status History
1 Jul: CIRT requested that the ISSO search the workstation for specific files and reimage the
operating system if the files are found.
2 Jul: CIRT requested a status update from the ISSO via e-mail.
3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday.

R s

Ticket Numbé:/g | o e L.ocation:. }:>

Date and Time Ticket Crgategl; 07/052Q09 2014,GMT, ... Affecied Bygeau: AF
o_ 9 e o e o 0 5 .. #’ [ ] o o o
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Event Description se  see o e  eo ee
CIRT was notlfle;j byUS QERT%

malicious in natre. °°e ¢ e T e etmunny

eQqe . ... ..

E- tq a:sus;;ncpus webS|te that may be

Current Status
6 Jul: CIRT requested a status update from the ISSO via e-mail.

Status History
5 Jul: CIRT sent out the initial email to the ISSO on the high side.

Ticket Numlger: Location: D

Date and Time Ticket Created: 07/03/2009 0325 GMT Affected Bureau: SCA

Event Description

Current Status
6 Jul: CIRT requested a status update from the ISSO via e-mail.

Status History
3 Jul: CIRT requested a status update from the ISSO via e-mail.

\\\\\\\\ A e e
~ ¥
Ticket Numiger: Location:, -
Date and Time Ticket Created: 07/02/2009 1346 GMT Affected Bureau: WHA

Event Description
CIRT detected the download of a malicious executable to a DoS workstation.

Flnal Action
6 Jul: ISSO reported that the executable was nhot found on the workstatlon Also the
workstation is up to date on patches i

Status History
2 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
- found. CIRT also Eeguest.ed..that.th? I.SSO.paerr.re m?nyvirus sf:arbe‘nd verify that the

- - v A g L4 A d L
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workstation is 3tqdiatg wjthgall of the Jatesf patghgs framsitd Ratch Management.
3 Jul: Awaiting gpdag*frot |SGO oo.‘l:ueSQay dpe’to&ulytltb'l-lolgdgy

Appendix B — Compliance & Vulnerability Scanning Statistics

e Not available due to power outage at SA-20.
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bérCon devels

Significant cyber attacks
are currently occurring

| Degdation, denial,or deion of

systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.

e Sensitive information in the enterprise is

at high risk of compromise.

Disconnection of Internet
connectivity

Task Force initialization
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Brief

s of 12330092 1400 EST
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t./Ingeasedrigk o0 s see d
( llrhsted:manclous.adnﬁ;y s e $2. o
o« Intelligehce ihaicaed geﬁeial thiedts § *
¢ Specific incidents reported and under

o e Ensure protective measures
‘review .

' . _ implemented
ELEV ATED o Attacks targeting vulnerabilities within R In(gease backups, audits, etc :
o R . iﬁ:pi’::.fgp rise may require a coordinated e Verify response action plans & staff
Moderate cyber attacks Netw, k'i rastructure throughput is ready . .
are imminent * no ticeoc:bly n{;iminishe d Shp ¢ Document changes in cyber security
) posture

o Common network services are partially
disrupted.

o Sensitive information in the enterprise is
at some risk of compromise.

No significant malicious activity

¢ Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Potential malicious activity within the

enterprise may be handled thorough Maintain regular security monitoring,
routine channels and procedures.

e Network infrastructure throughput is scanning, & remediation operations
Nuisance cyber attack normfd mjrastru glputt Verify status of protective measures

activity is present N

Common network services are not

impaired

o Sensitive information in the enterprise is
at slight risk of compromise.

o Existing countermeasures are likely to be

adequate to counter this threat

¢ No significant malicious activity

¢ Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

® Automated response is sufficient to
counter potential malicious activity Maintain regular security monitoring,

within the enterprise scanning, & remediation operations

Nuisance cyber attack o Network infrastructure throughput is Verify status of protective measures

activity is expected normal.

o Common network services are not
impaired

o Sensitive information in the enterprise is
at slight risk of compromise.
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Appendix D —.Intraneat Web Links of interest.. .,

Within the"Ofﬂee ot‘Cdmmrter SEcuﬂtv e s ¢ tee ot

e Awareness
Periodic Update: http://cs.ds.state.gov/ETPA/ETPA_03. cfm
e Computer Incident Response Team (CIRT)
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD) '
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD_07.cfm
e The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

e Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov

e Enterprise Network Management
Periodic Update: http://enm.irm.state.gov

e The Office of Information Assurance

Periodic Update: http://ia.irm.state.gov/

e Patch Management
Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.btm

e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

[EE e
L

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.
If you have feedback for the CSB, please send it to CIR T@state.gov

e® o0 o ® o [ X ) e ¢ o o000 L] eoe [ X J
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Cyber Security Brief
oo, Unitegegtatps Detaytradtlt ofStale ¢ °°
¢ ¢ ¢ Burgay of Dipyiatic Secu'r’itys o
oo sea5of July”?, 2009-1200 EST © °

July 8, 2009

Current DoS Cyber

No change from last

Threat Condition reported condition
Nuisance cyber attack activity is present
Executive Summary
1. CIRT e e,
¢ US-CERT notification R , }CTAD provided
% .

o CIRT continues to await the ISSO’s responses concerning the large scale
phishing attack
2

3. CTAD Daily Read File
e (Not available due to facility issues at SA-20 in Arlington, VA)

Geographic Distribution of Computer Incident Response Team (CIRT) Events

Legend. o | event ® 2 events @ 3+ events
R e R IR IS
Cober Security Brief - sr 000" £I00 BT © * " **Page1 of 15
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by f
Personally identifiable information (Pll) loss reported
» CIRT was notified of one missing passpogt frops the Na.tlonal Raseport Center that was &
held for further mformqtlon cagnet be logated at tiis tikes « . . .

+ CIRT was notified of phedpissing phsspbttfrent the Misni Passport Rgency that was
held for further information cannot be located at this time.

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD
o CIRT was notified of a class spillage. The event was reported to APD.

US-CERT Coordination
o US-CERT notified CERT of a Distributed Denial_of S

R

Compliance & Vulnerability Scanning
e Not available due to facility issues at SA-20 in Arlington

Cyber Threat Analysis Division (CTAD)
e Not available due to facility issues at SA-20 in Arlington, VA

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter Virus Blocked at Perimeter
Previous day: 1,223,158 Previous day: 71

Month to date — July: 6,678,238 Month to date — July: 252
Year to date for 2009: 290,213,373 Year to date for 2009: 28,368

\

Cyber Security News Headlines

DHS to host industry day for Security LOB /[source: federalnewsradio.com]
Port Security Needs Federal Funding [source: wciv.com]
The upcoming Gartner Information Security Summit 2009 UK [source: net-security.org]

Cyber Security Brief ~ °* 439 12/'3'/2'0097 1200EsT © " 7" °" Page3ofls

Sensitive But Unclassified



A

ppendix A ~CIRT:Event Sulnmgdries -.

Sensitive But Unclassified

Legend:
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e

, o ’ e -
ket Numb I acation;
€ o freeend
Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP

Event Description

—

CIRT detected a possible phishing email,
S

Current Status

7 Jul: CIRT requested a status update from the 1SSO via e-mail and phone.

Status History

R P

30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if

the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any
additional recipients of the e-mail if it ha fo

rwarded. CIRT requested that the 1ISSO

Sur: 1ne ISSU IMorMed GIK 1 that examinatiorormseveRtis ongoing.
2 Jul: The ISSO informed CIRT that a status update is forthcoming.
3 Jul: Awaiting update from the 1ISSO on Tuesday due to July 4th Holiday.

Cyber Security Brief

as of 12/3/200

9 1400 EST
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Ticket Numbeéfl o - S | Location: J

Date and Time Ticket Created: 07/07/2009 1012 GMT Affected Bureau: NEA

Event Description
CIRT identified a DoS workstation that downloaded a rogue Anti-Virus application.

Current Status
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch

Management.
Status History
N/A - New Event
- — : : } ————
Ticket Numbg. Location: J-) ™,
...—w—/’.

T st TR

Date and Time Ticket Created: 07/07/2009 1138 GMT [Affe(:fed Bureau: EUR

Event Description o —————
CIRT identified a DoS workstation that downloaded a‘

Current Status
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

Ticket NumBs&r;. b Location_‘g —
Date and Time Ticket Created: 07/07/2009 1156 GMT Affected Bureau: NEA

Event Description
CIRT identified a DoS workstation that downloaded a rogue Anti-Virus application.

Current Status
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 6 of 15
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L 7
Management. vee o ses oo
AR IR R AORORE R
Status History PRS- - E-: DU I A .
N/A - New Event oo o0 b 00®
Ticket Numbef: e Location:: PN
[ rerr—
Date and Time Ticket Created: 07/07/2009 1210 GMT Affected Bureau: AF
Event Description S b s
CIRT identified a DoS workstation that downloaded ; ?L(’

Current Status
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

e # 7 R b R R i«

Ticket Number) Location? ’_ ‘g:,f:‘*

i T e e AR 8 A i —

Date and Time Ticket Created: 07/07/2009 1329 GMT Affected Bureau: WHA

—
Event Description ; :
CIRT identified a DoS workstation that downlo ded a rogue Anti-Virus apphcatlon

Current Status
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if
they are found. CIRT also requested that the ISSO perform an antivirus scan and
verify that the workstation is up-to-date with all of the latest patches from IRM Patch
Management.

Status History
N/A - New Event

Ticket Number:f | Locatior? D
Date and Time Tlcket Created: 07/07/2009 1335 GMT Affected Bureau: WHA
Event Description ST

CIRT identified a DoS workstation that downloaded

Current Status
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if

L7

they are found. CIRT also requested that the ISSO perform an antivirus scan and

PP WY Y A

al AR _8 & 009 ) 200 [ X'
e
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Current Status
7 Jul: CIRT requested a status update from the ISSO via e-mail.

Ticket Numb@ﬁZSﬂ : Location:‘i B !
Date and Time Ticket Creet.eu: 07/03/27009 0325 GMT Affected Bureau: SCA ]
Event Description e ———
FIRTwas natifiedhywaniSSO >
[ - prepr— T

Status History
3 Jul: CIRT requested a status update from the ISSO via e-mail.
6 Jul: CIRT requested a status update from the ISSO via e-mail.

RS

]J‘w >

/"
Ticket Number‘:\-\
it . . #mww -

?..
5

Date and Time Ticket Created: 06/25/2009 0914 GMT l Affected Bureau’? EAP

Event Description

b o

Flnal Action

7 Jul: The ISSO notified CIRT that the message had been deleted by the user and not
opened.

Status History
25 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the 1ISSO identify any
additional recipients of the e-mail if it has been forwarded. CIRT requested that the ISSO

29 Jun CIRT requested a status update from the ISSQ, the RSQ, and the IPO via e-mail.

30 Jun: CIRT requested a status update from the ISSO via e-mail and phone.

1 Jul: CIRT received notification from the ISSO that they have received the ticket and have
begun working the event.

2 Jul: CIRT requested a status update from the 1SSO via e-mail.

3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday.

Cyber Security Brief ZzE o 1273/2009 — }3100 EST Page 9 of 15
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. m—— -
Ticket Numbe@g Location »

At o

Date and Time Ticket Created: 07/01/2009 1151 GMT Affected Bureau: NEA

Event Description
CIRT detected the download of a malicious executable to a DoS workstation.

Final Action
7 Jul: The ISSO informed CIRT that no malicious or unauthorized files were found.
Antivirus definitions are up-to-date, and a scan was successfully completed with
negative resuits. The computer is current with all of the latest patches from IRM
Patch Management.

Status History
1 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
2 Jul: CIRT requested a status update from the ISSQO via e-mail.
4 3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday.

Ticket Numbe;. A - | Location’ D

Date and Time Ticket Created: 07/07/2009 1102 GMT Affected Bureau: SCA

Event Description
CIRT was notified of suspicious web surfing activity that may have been inappropriate aduit
material.

Final Action
7 Jui: The ISSO notified CIRT that the material was not explicit adult material.

Status History
N/A - New Event

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 10 of 15
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v
Ticket Number; Location: '
--..v,—_._..,-—.—«—-—"—‘—"—_—dd
Date and Time Ticket Created: 07/06/2009 1557 GMT Affected Bureau: DOM
1 Event Description

Personally Identifiable Information (Pll) may have been breached or disclosed to

unauthorized third parties.
Final Action

7 Jul: This event has been referred to US-CERT and the Privacy Team.
Status History

N/A - New Event
Ticket Numbeg:} Location:} -~ o=
Date and Time Ticket Created: 07/06/2009 1630 GMT Affected Bureau: DOM

Event Description 1
Personally Identifiable Information (P1l) may haveg)een breached or disclosed to
unauthorized third parties. g

k3

Final Action
7 Jul: This event has been referred to US-CERT and the Privacy Team.

.

Status History
N/A - New Event

Ticket Numblag; Cocationr o ’
icket Num QLWA S ocation ,. 2 ~
Date and Time Ticket Created: 07/06/2009 1841 GMT Affected Bureau: DOM

Event Description
CIRT was notified of a Classified Splllage

Final Action
7 Jul: This event was referred to the APD Team.

Status History
N/A - New Event

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 11 of 15
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Appendix B — Compliance & Vulhérability Sbarining:s;
o Not available due to facilits ssues 2°3A220 in Arlitdtort, VA °* *°*°* °°
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Appendix C — DoS Cyber Condition (CyberC

ignifican cer tcs
are currently occurring

o Sensitive information in the enterprise is

Degradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response..

Network infrastructure throughput is
severed.

Common network services are disrupted.

at high risk of compromise.

on) Levels

e Disconnection of Internet
connectivity
Task Force initialization

Documented Remediation Steps
completed and verified prior to re-
connection

Slgniflcan Ybe aftks
are imminent or moderate
attacks are occurring

» Widespread malicious activity

Intelligence indicates taggeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted,

Sensitive information in the enterprise is
at moderate risk of compromise.

e -

e

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list -

e Additional sniffers deployed as
needed

e Authorize limited OT for analysts

Cyber Security Brief as of 12/3/2009 ~ 1400'EST
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Moderate cyber attacks
are imminent

Increased risk
Limiteggmaligipussactivity ee oo
Intelhg’eme.mdloates-generé thneats-
Specifio hoentssreported andeandar
review

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted,

Sensitive information in the enterprise is
at some risk of compromise.

200 oo
* o o
LX) ® o
[ ] e ®
e0e oo

e Ensure protective measures
implemented
Increase backups, audits, etc.
Verify response action plans & staff
ready

e Document changes in cyber security
posture

Nuisance cyber attac
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprtse is
at slight risk of compromise.

Existing countermeasures are ‘@;ely to be
adequate to counter this threat

e Maintain regular security monitoring,
scanning, & remediation operations
e Verify status of protective measures

| Nuisance cyBer attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Commeon network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

e Maintain regular security monitoring,
scanning, & remediation operations
o Verify status of protective measures

Cyber Security Brief

** us'of 1273/2009 - T400 EST
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Appendix D — Intranet Web Lmks of Interest

Within the Ofﬁceoﬁ(?omputenSeunqt_:g.- .:- E E' E E:. E.:

e Awareness
Periodic Update: http://cs.ds.state.gov/ETPA/ETPA 03.cfm

¢ Computer Incident Response Team (CIRT)
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT _08.cfm
e Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD_07.cfm
¢ The Office of Computer Security
Periodic Update: http:/cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

o Cyber Security Incident Program

Periodic Update: http://csip.ds.state.gov
e Enterprise Network Management

Periodic Update: http://enm.irm.state.gov i
e The Office of Information Assurance

- Periodic Update: http://ia.irm.state.gov/

e Patch Management

Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.htm
¢ Virus Incident Response Team (VIRT)

Periodic Update: http:/sysintegweb.irm.state.gov/si/AntiVirus.html

e AR R

The CIRT welcomes all constructive feedback to/thedaﬂy Cyber Security Brief.
If you have feedback for the CSB, please send it to CIRT@state.gov '

o® e0® o o o [ X 3 e o O ‘.O. [ ] L X X ] L X J
[ * & e o o [ ] L X X ] ¢ o o o o
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: Cyber Seciity-Brief:-:

¢ [MitedSStatel Defbfnertof State,‘f o*

**  Bfreat of Miflomatic*Secutity
as of July 8§, 2009-1400 EST

July 9, 2009

No change from last

Current DoS Cyber reported condition
Threat Condition
Nuisance cyber attack activity is present
Executive Summary
1. CIRT

+ CIRT continues to await the ISSO’s responses concerning the large scale
phishing attack

2. CTAD Daily Read File
e USG Personnel Targeted Through Social Networking Sites

s

)

E 7
CGeographic Distribution of Computer Incident Response Team (Clgll Events

Legend: o ] event ® 2 cvents @ 3+ events
e® 00O : : ! .0. .0. :.: ..: ... .0: ..:
RN It SRCIRCIC T JUICIRE IR
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¢ Nothing significant to report

Compliance & Vulnerability Scanning

L XXX 2]

e Not available due to facility issues at SA-20 in Arlington, VA

Cyber Threat Analysis Division (CTAD)

Daily Read File: USG Personnel Targeted Through Social Networking Sites

Key Highlights: (classified content - see CTAD Daily Read File on ClassNet for details)

A BB A

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time

Spam Blocked at Perimeter

Previous day: 1,223,158

Month to date — July: 6,678,238
Year to date for 2009: 290,213,373

Cyber Security News Headlines

Virus Blocked at Perimeter
“Previous day: 71
{Month to date — July: 252
*Year to date for 2009: 28,368 *

S

Obama Administration Plans to Use NSA to Defend Civilian Agency Networks [source:

foxnews.com]

Cybersecurity: Obama’s Next Big-Ticket Agenda ltem

U.S. Wants Privacy in New Cybersecurity [source: sci-tech-today.com]

Cyber Security Brief

as of 12/3/2009 — 1400 EST

Sensitive But Unclassified

[source: 247wallst.com]
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Appendix A —CIRT Event Summaries*® ** *°* *°*° *°
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Current Status 00 ooo o8 o0 o see o ooo
8 Jul: CIRT requested a statuo update-from tﬁe'lSSd-vna-e-malI- e

Poee

DD, P ‘ . -..

Status History

7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from [RM Patch Management.

Ticket Numbegf: Location: } -

Date and Time Ticket Created: 07/07/2009 1210 GMT Affected Bureau: AF

Event Description
CIRT identified a DoS workstation that downloaded-=

Current Status
8 Jul: CIRT requested a status update from the ISSO and the A/ISSO via e-mail.

Status History
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

s ] e ———

&

vl =
Ticket Number: Location: - i“:

[S—

Date and Time Ticket Created: 07/07/2009 1335 GMT Affected Bureau: WHA

Event Description ]
CIRT identified a DoS workstation that downloaded

Current Status
8 Jul: CIRT requested a status update from the 1SSO via e-mail.

Status History
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

———— o e
e R—

Ticket Numbé&r Location:.
Date and Time Ticket Created: 07/07/2009 1337 GMT Affected Bureau: DOM
e D ..

Event Description
CIRT identified a DoS workstation that downloaded

Current Status

8 Jui: The Consular Aﬁairs-helpdesk notifi%d CIRE thasthe Exoke.t has been assigned to

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 6 of 12
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a Field Technician fo:*-r.ergcdia.tiqn: o o0° 00 see s ses oo
‘:—4. :- : ® o [ X X} [ ] .ﬁ. L] [ ] ;_' [ :
Status History .o [ XX} ° e®® & ® oo e [ ) ® o000 oo

7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the

workstation is up-to-date with all of the latest patches from IRM Patch Management.

Ticket Numbiﬁ\ A Location' ?
Date and Time Ticket Created: 07/05/2009 2014 GMT Affected Bureau: AF
Event Description R '
CIRT was notified by US-CERT Ra suspicious website that may be
malicious in nature. - :

Current Status ‘
8 Jul: CIRT is attempting to corroborate the details surrounding this event with DS
counterparts, but has been unable to do so, due to facility issues at SA-20.

Status History
5 Jul: CIRT sent out the initial email to the ISSO‘on the high side.
6 - 7Jul: CIRT is attempting to corroborate the details surrounding this evept with DS
counterparts, but has been unable to do so, dde to facility issues at SA %

Ticket Numbﬁl r" Locatlo!i L) ]

Date and Time Ticket Created: 07/07/2009 1012 GMT Affected Bureau NEA
Event Description

CIRT identified a DoS workstation that downloaded a( 3
Final Action

8 Jul: ISSO reported to CIRT that no unauthorized files were found on the workstation
and a virus scan resulted in negative results.

Status History
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are

found. CIRT also raqu,e,s:ed that the ISSO perfprm a@,ant;v:rqs.gcaq and verify that the

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 7 of 12
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workstation is up-to-date w\‘itfz &l oj-tl;lezlates.t-p.atc.:hes jm:l&lﬂpgtothqwa.gement.

Ticket Numb& Laca.uo.uJ Y

Date and Time Ticket Created: 07/01/2009 0626 GMT Affected Bureau: EAP

Event Description - : o
An ISSO notified CIRT of . gan e-mail with a
malicious PDF attachmen:.. ‘

Final Action
8 Jul: The ISSO removed the email from the user's mailbox and checked the
workstation to ensure it was clean.

Status History
1 Jul: CIRT requested that the 1ISSO search the workstation for specific files and reimage the
operating system if the files are found.
2 Jul: CIRT requested a status update from the ISSO via e-mail.
3 Jul: Awaiting update from ISSO on Tuesday due to July 4th Holiday.
6 Jul: CIRT requested a status update from the ISSO via e-mail.
7 Jul: CIRT requested a status update from the IS8O via e-mail.

i i s A

R s .

Ticket Numper: : Location:,
Date and Time Ticket Created: 07/07/2009 1156 GMT Affected Bureau: NEA
Event Description SRR

CIRT identified a DoS workstation that downloadedf ‘ 3

Final Action
8 Jul: The ISSO reported that the workstation has been removed from the network and
is being re-imaged. '

Status History
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

Ticket Numb{! Location: - S
Date and Time Ticket Createsk D%/07/20Q9 1329 GMT o . JeAffected,Busgau: WHA '
Cyber Security Brief as of 12/3/2009 — 1400 EST Page 8 of 12
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Event Description se  ses o e .
CIRT identified a DoS wgrkstation ¢hat éown‘o

8_0

Yy ane S — 088

Final Action ‘
~ 8 Jul: The ISSO informed CIRT that the malicious files were found and removed.
Antivirus definitions are up-to- date, and a scan was successfully completed with
negative results. The computer is current with all of the latest patches from IRM
Patch Management.

Status History
7 Jul: CIRT requested that the 1ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

Appendix B — Compliance & Vulnerability Scanning Statistics

e Not available due to facility issues at SA-20 in Arlington, VA

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 9 0f 12
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S‘igniﬂca‘tib‘r attacks
are currently occurring

erdin, denial, or destuctn of

systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.
Sensitive information in the enterprise is
at high risk of compromise.

Appendix C — DoS Cf/liér boédit’i&n.Zvae'ré'oni Eavehs

Disconnection of Internet
connectivity
Task Force initialization

Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes :
Heightened tensions within gountry or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Brief as of 12/3/2009 — 1400 EST
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O

Moderate cyber attacks
are imminent

Increased risk

LimitedNGli¢IOUS ALY o®e o°° o°
Intelligehck Bllicates denerdl tnre’ciS

Specific Yincidents reporfed and under”®

review
Attacks targeting vulnerabilities within

the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at some risk of compromise.

ee® oo

[ ] o @

0 e @

[ ] e o

200 8O

e Ensure protective measures
implemented

e Increase backups, audits, etc.
Verify response action plans & staff
ready

¢ Document changes in cyber security

posture

Nuisance cyber attack
activity is present

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.
Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Existing countermeasures are likely to be
adequate to counter this threat

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity
Network operating within “acceptable
risk” range

Incident detection and response
capability normal

Automated response is sufficient to
counter potential malicious activity
within the enterprise

Network infrastructure throughput is
normal.

Common network services are not
impaired

Sensitive information in the enterprise is
at slight risk of compromise.

Maintain regular security monitoring,
scanning, & remediatior operations
Verify status of protective measures

Cyber Security Brief

as of 12/3/2009 - 1400 EST

Page 11 of 12
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i
Appendix D — Infranet Web Links of Inferest ... . ... ..
e & o e o o e & o [ ] e e e o e o
Within the Office 46 Cdmpitdr Sacfdves® o0® 8 5 & foa 5.°
® Awareness
Periodic Update: http://cs.ds.state.gov/ETPA/ETPA 03.cfm
¢ Computer Incident Response Team (CIRT)
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD_07.cfim
e  The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm
e Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm
Outside of the Office of Computer Security
e Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov
e Enterprise Network Management . :
Periodic Update: http://enm.irm.state.gov i ?

o The Office of Information Assurahce ¥ '
Periodic Update: http://ia.irm.state.gov/
e Patch Management

Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.htm
e Virus Incident Response Team (VIRT)
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief.
If you have feedback for the CSB, please send it to. CiRT(@state.gov
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Cyber Security Brief
% o United S.tatesﬁepactmem of State S:' E'
M -BureauofDlglomatxc .aeountyo .

as of July 9, 200971400 £ST
July 10, 2009

No change from last
reported condition

Current DoS Cyber
Threat Condition

Nuisance cyber attack activity is present

Executive Summary
1. CIR

-y

¢ Nothing significant to report

2. CTAD Daily Read File
e Gilobal Efforts to Create Centralized Cyber Security Commands

Geographic Distribution of Computer Incident Response Team (CIRT) Events

Legend: o ] eyent ® 2 events @ 3+ evenss
A A IS TS B S
AR It SRCIRCILCI S R0 -
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US-CERT Coordination
¢ Nothing signifigant tq regort, e e oo

Compliance & Vulnerability Scanning
e See Appendix B for stalistics

Cyber Threat Analysis Division (CTAD)

CTAD Daily Read File:
Global Efforts to Create Centralized Cyber Security Commands

Key Highlights:

o USCYBERCOM is being established for the coordination of defense CNO.

e The RoK plans to establish a cyber command by 2012.

e The OK’s GCHQ will host a CSOC for real-time analysis for cyber activity in September.

e  PRC officials apparently perceive USCYBERCOM as a means to initiate a cyber arms
race. '

Source Paragraph: “Defense Secretary Robert Gates today [23 June 2009] approved the

creation of a unified U.S. Cyber command [USCYBERCOM] to oversee the protection of

military networks against cyber threats... The plans are due by Sept. 1 and need to include

the new command’s mission, roles and responsibilities, reporting structures and

accountability measures, Gates said. The new command will most likely be headquartered in

Fort Meade, MD. And will reach initial operating capabilities by October, and full capability by

October 2010..."

Source: Computerworld (http//www.computerworld.com), “Defense Secretary Gates approves creation of U.S. Cyber
command,” Date of Source: 23 June 2009

Virus Incident Resbonse Team (VIRT) Statistics (as of midnight eastern time)

Spam Blocked at Perimeter Virus Blocked at Perimeter
Previous day: 1,223,158 Previous day: 71

Month to date — July: 6,678,238 Month to date — July: 252
Year to date for 2009: 290,213,373 Year to date for 2009: 28,368

Cyber Security News Headlines e T T e T

1JS officials eye North Korea in cyber attack [source: associated press]
IU cybersecurity expert: Recent cyberattacks a 'wake-up call' [source: iu.edu]
Third State Department snooper sentenced [source: computerworld.com]

Cyber Security Brief  as of 12/3/2009 — 1400 EST Page 3 of 14
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Appendix A ~CIREEvent Summarpss § §.° § 37 ";

Legend:

Ticket Number{ Location: S
Date and Time Ticket Created: 07/07/2009 1335 GMT Affected Bureau: WHA

Event Description
'CIRT identified a DoS workstation that downloaded

Current Status !
9 Jul: CIRT received uptintéd3sso d)rztap‘t‘infom'natbn ahd, resent tiye 1n|t|al
Cyber Security Brief as-of 12/3/2009 — 1400 EST Page 4 of 14
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notification to tr.1e correcf co.ntact..

X e o0 o 000 o o0 o0
StatusHistory P : o o :o: e % M e’ e o’ .

e A4 .

7 Jul: CIRT requested.t.h.at tﬁe lé.S.O .se:ar(':h for. spe(.:iﬁc files a.n.d. remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.

8 Jul: CIRT requested a status update from the ISSO via e-mail.

USRS i

Ticket Numbef: Location:» )
T 4

Date and Time Ticket Created: 07/07/2009 1337 GMT Affected Bureau: DOM

Event Description
CIRT identified a DoS workstation that downloaded}

Current Status _
9 Jul: CIRT requested an update from the Consular Affairs helpdesk, who informed
"~ CIRT that the ticket is still in progress.

Status History
7 Jul: CIRT requested that the 1ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
waorkstation is up-to-date with all of the latest patches from IRM Patch Management.
8 Jul: The Consular Affairs helpdesk notified CIRT that the ticket has been assigned to a
Field Technician for remediation.

3
o

Yed

Ticket Numbe(f | Location:‘f :)
Date and Time Ticket Created: 07/05/2009 2014 GMT Affected Bureau: AF
Event Description. , e A — '

CIRT was notified-by the US-CERTZ \ suspicious website that may

be malicious in nature. . : S

Current Status
9 Jul: CIRT is attempting to corroborate the details surrounding this event with DS
counterparts, but has been unable to do so, due to facility issues at SA-20.

Status History
5 Jul: CIRT sent out the initial email to the 1ISSO on the high side.
6 Jul - 8 Jul: CIRT is attempting to corroborate the details surrounding this event with DS
counterparts, but has been unable to do so, due to facility issues at SA-20.

Cyber Security Brief as of 12/3/2009 — 1400 EST Page 5 of 14
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— = S - ) . X”Zx
Ticket NumbeQ e | Location: 3
- ot ]
Date and Time Ticket Created: 07/09/2009 0758 GMT Affected Bureau: NEA

Event Description . o
CIRT detecteq

<

Current Status A
9 Jul: CIRT requested that the ISSO locate the gysiem-assoGi
activity and remove it from the network

m,

Status History
N/A - New Event

ee o000 o o o [ X4 o ¢ & oo L] (X X3 LX)
e o ® o e o o [ 2 L X N ] e o o e o o
® ® LA I 8 o L L * ® L] [ ] *e o O
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P it

” iy '
Ticket Numbel(:,’i N » Location: ' D)
Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP
Event Description o
CIRT detected a possible phishing email contamlng‘ g})riginating

from various sources. ISR L

Final Actiop,--w . P . e —— s

Status History
30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if
the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any
additional recipients of the e-mail if it has been forwarded. CIRT requested that the ISSO

‘mmormed CIRT that exarﬁ”:ﬁManomg

2 Jul: The ISSO informed CIRT th%t a status update is forthcoming.

3 Jul: Awaiting update from ISSO pn Tuesday due to July 4th Holiday.

6 Jul: CIRT requested a status up¢ Jate from the ISSO via e-mail and phone.
7 Jul: CIRT requested a status update from the ISSO via e-mail and phone..
8 Jul: CIRT requested a status update from the ISSO via e-mail and phone.

T —
— EN———

Location: ’ \\\>

TGRS
Ticket Numbef: v

Date and Time Ticket Created: 07/09/2009 1149 GMT Affected Bureau: DOM

Event Description
CIRT was notified by US-CERT of a potential phishing attack targeting the Department of
State. The phishing attack consisted of an email with a malicious PDF attachment.

Final Action
9 Jul: CIRT was unable to locate any network activity that correlated with the traffic
reported by US-CERT.

Status History
N/A - New Event

Ticket Number.<‘ ; Location:” ; ’ \
Cyber Security Brief as of 12/3/2009 — 1 400 bST Page 7 of 14
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e et et At

Affected Bureau
9. 000 08 g

Date and Time Ticket Creat(Kd:‘
LA ] (XX ) R [ o o

L X ] L X ] .»--.J..'.M
L]

[ 4 L2

L]
- : ; 00 L]
[ .
® oo0 Q.

Event Description ¢ * o, .
CIRT identified a DoS workstatlon that down|oaded(

Final Action
9 Jul: The ISSO informed CIRT that no malicious or unauthorized files were found.
Antivirus definitions are up-to-date, and a scan was successfully completed with
negative results. The computer is current with all of the latest patches from IRM
Patch Management.

Status History
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
8 Jul: CIRT requested a status update from the ISSO via e—mall

e AT E—

—

Location:

]

Ticket Numb@ f

Affected Bureau: AF

Date and Time Ticket Created: 07/07/2009 1210 GMT

Event Description
CIRT identified a DoS workstation that downloaded

Final Action
9 Jul: The ISSO informed CIRT that the malicious files were found and removed.
Antivirus definitions are up-to- date, and a scan was successfully completed with
negative results. The computer is current with all of the latest patches from IRM
Patch Management.

Status History
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are
found. CIRT also requested that the ISSO perform an antivirus scan and verify that the
workstation is up-to-date with all of the latest patches from IRM Patch Management.
8 Jul: CIRT requested a status update from the ISSO and the A/ISSO via e-mail.

Ticket Numberf o Location: o
Date and Time Ticket Created: 07/09/2009 1238 GMT Affected Bureau: DOM
Event Description
Personally Identifiable Information (PII) may have been breached or disclosed to
unauthorized third parties.
O
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Fﬁna'ACﬁon [ X ) LX) [ L] L] [ K] o0 & o o oo
9 Jul: This evengwasirefegred ¢o US-€ERT amd the £rivacy Tegmg

[ X ] [ X N ) [ ] 006 & ¢ o0 o0
Status History
N/A - New Event
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VULNERABILITY TOTALS:

Total Critical VuInerabﬂities:

Total High Vulnerabilities:

9,322
564,989

TopP 10 CRITICAL VULNERABILITIES

ing Statistics

Topr 10 HIGH VULNERABILITIES

+

\.-;-n—'"‘ .‘: “: : o-: : oo. oo. .o.., :
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1 10.00 1558
~ [H0.00 1131
10.00 929
0.00 792
'0.00 640
i0.00 506
- 10.00 464
710.00 393

|
10.00 204
10.00 287

L72¢

30940
7.00 30573
9.30 28221
9.30 28170
9.30 27976
9.30 19934
9.30 14633
9.30 14614
9.30 9560
XD 9410
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Tor 10 MosT COMMON VULNERABILITIES

30573
28221
28170

27976
24804

9.30 19934
9.30 14633

7930 14614 /

{9.30 9560

TOP 10 GOMPLIANGCE FAILURES

29742

29621

29605

b 29600
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Slgmflcant cyber attacks
are currently occurring

egradation, denial, or destruction of
systems

Highly sophisticated attacks

Major tensions within country /
significant catastrophic events

DoS is unable to execute its diplomatic
mission

Widespread or focused attacks targeting
vulnerabilities within the enterprise
require an immediate coordinated
response.

Network infrastructure throughput is
severed.

Common network services are disrupted.
Sensitive information in the enterprise is
at high risk of compromise.

Disconnection of Internet
connectivity

Task Force initialization
Documented Remediation Steps
completed and verified prior to re-
connection

Significant cyber attacks |
are imminent or moderate
attacks are occurring

Widespread malicious activity
Intelligence indicates targeted activity
Increase in sophisticated recon and
probes

Heightened tensions within country or
major event

DoS must resort to alternative
communications means to execute its
diplomatic mission

Attacks targeting vulnerabilities within
the enterprise may require a coordinated
response.

Network infrastructure throughput is
noticeably diminished.

Common network services are partially
disrupted.

Sensitive information in the enterprise is
at moderate risk of compromise.

Initiate Management Team briefings
Three-times-a-day notification to
pre-determined recipient list
Additional sniffers deployed as
needed

Authorize limited OT for analysts

Cyber Security Brief
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Moderate cyber attacks
are imminent

¢ Increased risk
o o LimB84 rpllicidus altiviy®® ,*° o o°°
o sInteligencerindlicatesegenteral Yargats
° eds .o 980 ¢ 0 90 o0 o e
° épecxfnc incidents repor{ed and under
‘review
o Artacks targeting vulnerabilities within
the enterprise may require a coordinated
response.
e Network infrastructure throughput is
noticeably diminished.
o Common network services are partially
disrupted.
o Sensitive information in the enterprise is
at some risk of compromise.

e Ensure protective measures
implemented

Increase backups, audits, etc.
Verify response action plans & staff
ready

Document changes in cyber security
posture

Nuisance cyber attack
activity is present

¢ No significant malicious activity

o Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

o Potential malicious activity within the
enterprise may be handled thorough
routine channels and procedures.

e Network infrastructure throughput is
normal.

e Common network services are not
impaired

o Sensitive information in the enterprise is
at slight risk of compromise.

o [Existing countermeasures are likely to be
adequate to counter this threat

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Nuisance cyber attack
activity is expected

No significant malicious activity

o Network operating within “acceptable
risk” range

¢ Incident detection and response
capability normal

* Automated response is sufficient to
counter potential malicious activity
within the enterprise

o Network infrastructure throughput is
normal.

o Common network services are not
impaired

o Sensitive information in the enterprise is
at slight risk of compromise.

Maintain regular security monitoring,
scanning, & remediation operations
Verify status of protective measures

Cyber Security Brief
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Appendix D — latranet Web Lmks af Intakest.. ..

(X ] o oo .
[ e o L)
* ® o0 o°

Within the Offittof Conmuter sv;uﬁ :

* Awareness
Periodic Update: http://cs.ds.state.gov/ETPA/ETPA_03.cfm

e Computer Incident Response Team (CIRT)
F.riodic Update: http://cs.ds.state. gov/CIRT/CIRT 08.cfm
e Cyber Threat Analysis Division (CTAD)
Daily Read File: http://source.ds.state.sgov.gov (ClassNet)
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm
¢ The Office of Computer Security
Periodic Update: http://cs.ds.state.gov/index.cfm

e Compliance and Vulnerability Scanning
Periodic Update: http://cs.ds.state.gov/index.cfm

Outside of the Office of Computer Security

o Cyber Security Incident Program
Periodic Update: http://csip.ds.state.gov

¢ Enterprise Network Management

Periodic Update: http://enm.irm state.gov

e The Office of Information Assurance
Periodic Update: http:/ia.irm.state.gov/

¢ Patch Management
Periodic Update: http:/enin.irm.state. gov/nlm/patch/Default.htm
e Virus Incident Response Team (VIRT)
Periodic Update: http:/sysintegweb.irm.state.gov/si/AntiVirus.html

‘The CIRT welcomes all constructive feedback to the daily-Cyber Secunty Brief.
If you have feedback for the CSB, please send it to CIRT@state.gov =~ * ~ -
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