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Mr. John Greenewald, Jr. 
 

 

United States Department of State 

Washington, D. C. 20520 

MAr 2 i / J ~:... 
I .J ' -

RE: Freedom of Information Act Request No. 200905723 

Dear Mr. Greenewald: 

Reference is made to your July 10, 2009, Freedom of Information Act request to the Department of State 
concerning cyber attacks. The Bureau of Diplomatic Security has searched its system of records and has 
located 22 documents (001-022) relevant to your request. 

Information has been withheld from these documents based on the provisions of 5 USC 552 (b)(7)(C) 
and (b )(7)(E). An explanation of exemptions is enclosed. 

Under the Department's regulations, you may appeal any denial of information to the Department's 
Appeals Review Panel. Appeals should be sent to: Chairman, Appeals Review Panel, c/o Appeals 
Officer, A/GISIIPS/PP/LC, SA-2, Department of State, Room 8100, Washington, DC 20522-8100. 
A copy of the Department's Appeals Procedures is enclosed. 

If you have any questions regarding a particular aspect of this case, you should contact the Office of 
Information Programs and Services, (A/GIS/IPS), Department of State, SA-2, Washington, DC 20522-
8100. In any communication, please refer to the case number. 

Enclosures: 
Explanation of Exemptions 
Appeals Procedures 
Documents 

Sincerely, 

William R. Terrini 
Deputy Executive Director 
Bureau of Diplomatic Security 



63934 Federal Register/Vol. 69, No 212 
Rules and Regulations 

Subpart F -Appeal Procedures 

§ 171.52 Appeal of denial of access to, declassification of, amendment of, 
accounting of disclosures of, or challenge to classification of records. 

(a) Right of administrative appeal. Except for records that have been reviewed and 
withheld within the past two years or are the subject of litigation, any requester 
whose request for access to records, declassification of records, amendment of 
records, accounting of disclosures of records, or any authorized holder of classifi,ed 
information whose classification challenge has been denied, has a right to appeal 
the denial to the Department's Appeals Review Panel. This appeal right includes 
the right to appeal the determination by the Department that no records responsive 
to an access request exist in Department files. Privacy Act appeals may be made 
only by the individual to whom the records pertain. 

(b) Form of appeal. There is no required form for an appeal. However, it is 
essential that the appeal contain a clear statement of the decision or determination 
by the Department being appealed. When possible, the appeal should include 
argumentation and documentation to support the appeal and to contest the bases for 
denial cited by the Department. The appeal should be sent to: Chairman, Appeals 
Review Panel, c/o Appeals Officer, A/RPS/IPS/PP/LC, U.S. Department of State, 
SA-2, Room 8100, Washington, DC 20522-8100. 

(c) Time limits. The appeal should be received within 60 days of the date of receipt 
by the requester of the Department's denial. The time limit for response to an 
appeal begins to run on the day that the appeal is received. The time limit 
(excluding Saturdays, Sundays, and legal public holidays) for agency decision on 
an administrative appeal is 20 days under the FOIA (which may be extended for up 
to an additional 10 days in unusual circumstances) and 30 days under the Privacy 
Act (which the Panel may extend an additional 30 days for good cause shown). 
The Panel shall decide mandatory declassification review appeals as promptly as · 
possible. 

(d) Notification to appellant. The Chairman of the Appeals Review Panel shall 
notify the appellant in writing of the Panel's decision on the appeal. When the 
decision is to uphold the denial, the Chairman shall include in his notification the 
reasons therefore. The appellant shall be advised that the decision of the Panel 
represents the final decision of the Department and of the right to seek judicial 
review of the Panel's decision, when applicable. In mandatory declassification 
review appeals, the Panel shall advise the requester of the right to appeal the 
decision to the Interagency Security Classification Appeals Panel under § 3 .5( d) of 
E.O. 12958. 



EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 (FOIA): 

(b) (1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified pursuant to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on the issue, or (B) establishes particular criteria for withholding 
or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 
records or information, (A) could reasonably be expected to interfere with enforcement proceedings, (B) would deprive a person of aright to a 
fair trial or an impartial adjudication, (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could 
reasonably be expected to disclose the identity of a confidential source, including a State, local, or foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case of a record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation or by an agency conducting a lawful national security intelligence investigation, 
information furnished by a confidential source, (E) would disclose techniques and procedures for law enforcement investigations or 
prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected 
to risk circumvention of the law,or (F) could reasonably be expected to endanger the life or physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible 
for the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a (PA): 

(b) No agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another 
agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains, 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding. 

General Exemptions: 
0)(1) applies to CIA records and information provided by foreign governments; 

U)(2) maintained by an agency or component thereof which performs as its principal function any activity pertaining to the enforcement of 
criminal laws, including police efforts to prevent, control, or reduce crime or to apprehend criminals, except records of arrest. 

Specific Exemptions: 
(k)(1) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified pursuant to such Executive order; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal which did not result in loss of a right, benefit or 
privilege under Federal law, or which would identify a source under an express promise of confidentiality, or, prior to the effective date of this 
section, under an implied promise of confidentiality; 

(k)(3) maintained in connection with providing protective services to the President of the United States or other individuals pursuant to section 
3056 of Title 18; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suit ability, eligibility, or qualifications for Federal civilian 
employment, military service, Federal contracts, or access to classified information, the disclosure of such material would reveal the identity of 
a source under an express promise of confidentiality, or, prior to the effective date of this section, under an implied promise of confidentiality; 

(k)(6) testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal service the 
disclosure of which would compromise the testing or examination process; or 

(k)(7) evaluation material used to determine potential for promotion in the armed services, the disclosure of such material would reveal the 
identity of a source under an express promise of confidentiality, or, prior to the effective date of this section, under an implied promise of 
confidentiality. 
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SF:NS!rlVE BUT UNC'LASSU--

Compu~r ~:nr!d~t ~~poJ!~~ T:e~:tq':RT) 
• • • • • • ••• • • • • • • • • •• ••• • ••• • • •• •• • • • ••••• 

The Computer Incident Response Team (CIRT) is federally mandated and was established in 1999 
as the central point for the reporting of computer security incidents that occur on the Dep;trtrnev.t 
of State networks. To report a computer security event, contact your ISSO or the CIR'f, 

:k!RT m.~x.also be reached via email at ClRT(Z7)state.gov (unclassified) or 
f · , D (classified). 

For more information ~~foUowing-event-s-aR~ctivity, please contact DS/CS/MIRD 
Chief Bobby Millerq · - ) pJease visit our Web site at 

_,. ~ ---·----. , ••• ·,-.• --~ - - ··-·~~ ....... k .... .. 

1.0 OVERVIEW OF MONTHLY ACTIVITY 

RADAR Ticket Summary Number of Tickets 

1. Open Tickets from previous month(s) 35 

2.0 HISTORICAL ONE YEAR OVERVIEW OF CIRT ACTIVITY 
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CIRT Reports- Last 12 Months 
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3.0 

SF\S!TiVF BUT I.TNCt 1\SSH: H~D 

•• ••• • • • • • • • • • • • • • •• • • • • 
REPORTING GRbl1ffi,t~d~Rt~s :•: 

•• •• • • • • • • •• •• 

• ••• •••••• • • • • • • • •• • •• • • • • • • • • • • • ••••• 
The majority of computer security reports received by the CIRT come from the following 
sources: 

1) Network Security Monitoring Operations 
2) Infom1ation System Security Officers (ISSOs) and/or DoS users 
3) US-CERT 
4) Cyber Threat Analysis Division (CTAD) 
5) Other Federal Agencies 

4.0 CONFIRMED EVENT TYPES OF CLOSED TICKETS 

The following table summarizes confirmed event types of the tickets escalated to the CIRT and 
closed during the reported period. 

Count 

47 

120 

27 

8 

25 

2 

Confirmed Event Type 

Non-event 

' Malicious Code directed toward internal 
machine 

Email - Phishing 

Operational/ Approved Activity 

Information Security Issue (violation or 
infraction) 

Unauthorized Hardware connected to DOS 
network 

Description 

Non-event: The ticket was not 
considered a computer security issue; 
no remediation was required. 

Malicious Code directed toward 
internal machine: Analysis of network 
traffic and/or evidence on the machine 
confirmed malicious code was directed 
at an internal machine. 

Email- Phishing: The CIRT received 
a report of email received by 
Department user(s) that attempted to 
ga in personal information. 

Operational/Approved Activity: The 
CIRT received confirmation that the 
activity was operational and/or 
approved. 

Information Security Issue (violation 
or infraction): All information security 
issues (improper handling of classified 
data) are referred to DS/SI/APD. 

Unauthorized Hardware connected 
to DOS network: Unauthorized 
hardware was confirmed to have been 
connected to the Department's network 
(laptops, USB drives , cameras, etc ... ). 

Email- Malicious Payload (Code, 

28 
Email- Malicious Pay!oad (Code, Attachment, . Attachment, Link) : An email with a 

··------~ Lin_k_)---------------·---------------~'-m--a-lic_i_o_us __ p_a_y __ lo_a_d_w_a_s __ se_n_t_t_o_a _ ______ _ _ L 1 Department user. . _ 

ClRT Mor.thiy Repc' J1 - June 200li 

•• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • •• • • •• • •• • • • • • • • • ••• • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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SF:NsrriVF~ BUT UNCL!\SSJFll:I) 

Count Confirrmid "Event Type ·'· ' .· Description .. 
• • • • • • • • • • • • Cotnf!'"~mizie:J. Sy~t~ on DOS • • •• • • • • 

Compromised S~~~n1~ill1Q~ ~'llo1~ : • .net:v<:rk: Ltn'Nt~o~~~d computers 2 . . .. 
have been detected connected to 
network. 
Suspicious/Abnormal traffic: 
Analysis indicated definite 
suspicious/abnormal traffic to or from 

3 Suspicious/Abnormal traffic an internal machine without a 
conclusive cause. Depending on the 
potential threat , the ISSO may be 
advised to re-imaqe the hard drive . 

Machine Patched or Not Vulnerable 

2 Machine Patched or Not Vulnerable to Exploit 
to Exploit: CIRT detected a large 
number of e-mail messages with PDF 
attachments attempting to connect to 
an external IP address 

Unauthorized Software Installed on DOS 
Unauthorized Software Installed on 

4 DOS machine: Unauthorized software 
machine 

was confirmed to have been installed. 

Virus/Worm on Internal Machine: 

19 Virus/Worm on internal machine 
CIRT has received reports or detected 
through monitoring devices possible 
virus on DoS internal machines. 

Undetermined/Unknown: The 
1 Undetermined/Unknown definitive cause of the evenUIDS alert 

could not be positively determined. 

Violation of Computer Security 
Policy: Final analysis indicates that 

3 
Violation of Computer Security Policy by DOS compliance with computer security 
user (CSIP issue) policies was not met. These events are 

referred to the appropriate entities for 
follow up. 

Scan Activity (internal source with no 
Scan Activity: Authorized Scanning 

2 
notification to CIRT) 

activity was conducted but CIRT was 
not notified of the activity in advance 

1-· 

Spyware/Trojan on internal 
machine: Spyware or a Trojan was 

19 Spyware/Trojan on internal machine 
confirmed to have been on a machine. 
The anti-virus software may quarantine 
and delete the code or the ISSO will 
reformat and re-image the hard drive. 

Configuration Issue (software or 
hardware on DOS network . \ 

Configuration Issue (software or hardware on 
1 DOS network) 

.... 
j 

1 l I 
I j 

.t I 

., 
---------·----- \ 

•• ••• • • • •• • • • • ••• • • •• • • • • • • • • • • • •• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• •• 
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5.0 

NSlTJvE BUT U'\C 

•• ••• • • • •• • • • • • • • • • • • •• • • • • • • • • • • • ••• • •• ••• • ••••••• 
INCIDENTS AND EVENTS OF NOTE 

• •• • • • • • • •• • 

••• • •• • • 

• ••• • • ••• • • • ••• 

•• • • • • • • •• 

Reported events are escalated to incidents due to their potential threat to the network and/or their 
significance to the Department. Additional details can be obtained by contacting the CIRT. 

There were multiple events of note during the reporting period, which are summarized in the 
table below: 

<Number . , , Description ·. . . 

CIRT continues to detect increasing numbers of spear phishing events 
targeting users within the Department of State and we .are seeing more 

__ .,,"---· ···-·> ·>--

Multiple 

frequent instances of malicious code embedded in ~ .. t<• 

attachments in e-mail messages. These attacks are lJecoming;;re 
targeted. 

-· , .. -~··:-::-::-:::~ 
/lna~vst Note: Due to the pervasiveness olthe . !J as a 
legitimate documenlji.mnat, IT Leadership shoiJ!'J c·OJ;:~:;;rer slralet;ies to 
reduce the time required to deploy patches to correct( '"'·-
1'lllncrabilitics throughout rhe enterprise. CIRT also a~?vzs;,\. atf'J'itional 
consideration for deployment olr_ "_,_, · _'~and 
Hyrksralion jz'ltchng. CIRT also advlsc~(TJ71:i Top 5 Clw/lenges. 
'·, __ . 

6.0 CIRT LISTSERV ANNOUNCEMENTS 
CIRT posted two (2) announcements to the CIRT ListServ distribution list during the monthly 
reporting period. The list is used to rapidly disseminate information to anyone with an interest in 
computer security within the Department For more information on the CIRT ListServ please 
visit http://lmlist.statc.gov/archives/cirt.html. The subject lines of notifications CIRT posted are 
listed below: 

• CIRT Monthly Report 
• CIRT Advisory- Malicious E-mail Warning 

7.0 CIRT DATA CALLS 
CIRT received no (0) requests for information during the reporting period. 

8.0 OTHER CIRT HIGHLIGHTS 

"' Joint Agency Cybersecurity Knowledge Exchange (JACKE): Representatives- from 
CIRT attended the Joiorit:Age~c!' CJ'~e; ~~'MI.Mg,.Sxt!lr.:n~~ (JAt:Kl!):at the 
Department of Comm;I,e. )~~~~;n~etiilts.~ ~.Jnsmjd·~:1 LI~:Cl<:JtT and arc 

f'IRT ,'v1onth1y Repori- June 2009 4 13619.00 1.127.20090715-C!RT MR- vI 0 



focused on coordina~fl~ , :J~~.arip~_infom~~~~~!J'I d~p:>n~~g :o;Mn~;~n sets at the 
Secret level and occl%r ~n !l•wetl~y 1Jasi~. %nfcfliYla t'l.~n:OJ:t!lin<Zd Vom!tit meeting has .. ... . . . ..... .,... '" . . . ,... ... . . 
allowed CIRT to take protectJVe actJOnS for vpenN et oased on tne miOrmatJOn provided. 

• Daily CIRT Briefings: The CIRT conducts daily 9 A.M. meetings with appropriate 
stakeholders to discuss reported events and any other issues. These meetings are held in 
SA-20 in the 15th Floor Monitoring and Incident Response Conference Room. 

• Cyber Command Center 
o CIRT Operations Manager coordinated a site visit on June 17 to the Am1y 

National Guard operations center to begin plmming layout for the new Cyber 
Command Center. 

C1RT Moo11i>ly Rcpon --June 200'! 

•••••• • • • • • • • •• • • • • •••••• 

• • •• • ••• • • • • ••• •• • • • • • • • • • • • ••• • •• •• • • 
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Current DoS Cyber 
Threat Condition 

1. GIRT 

Sensitive But Unclassified 

Cyber Securi!y .F?Ji.ef. •• 
United States DepartTe§t of.~ta~ •: : 

Bureau ofDiploma~~~e~~Y! : : 
as ofJune 2, 2009-1400 EST 

June 3, 2009 

Nuisance cyber attack activity is present 

Executive Summary 

• Nothing substantial to report 

2. Cyber Threat Analysis Division 

•• • • • •• 

No change from last 
reported condition 

• Daily Read File: (U) Hackers Develop New Method of Hiding from Researchers 

3. Personally identifiable information (PII) loss reported 
• One passport application missing 

4. Classified spillage incident 
• E-mail containing classified information sent to unclassified DoS system 

Geographic Distribution of Computer Incident Response Team (GIRT) Events 

A ., ' -

Legend: ~ 1 event 8 2 events • 3+ events 

•• ••• • ••• • • •• • • • • • ••• •• • • • • • • • •• • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • •• ••• • • • •• • • • ••• • • •• •• 
Cybcr Security Bn:t.;f as of 1 )/3/2009 - 1400 EST Page 1 of 17 
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• •• • • • • • • 



Sensitive But Unclassified 

Open GIRT Events: 15 

.GIRT Events by US-CERT Category 

•• • • • • • • •• 

••• • 

Closed GIRT Events: 4 
• ••• • •• •• • • . . . . . . ~ . 

•• • •• • • • • • • • • • • • • ••• • 
••• • A • •• t• ..._ • ••• CIKT Events oy tlureau 

• • • • • • • 

••• • •• • ••• 

•• • • • • • • •• 

0 5 10 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 250 

200 

-.~ 

.~150 
(/) 

'0 
:U100 

~ 
= 50 

0 

A+ A B C D F F

Grade 

Computer Incident Response Team (GIRT) 
• Nothing substantial to report 

F'Prsor,ally identifiable informatoon (PII) loss reported 
• One passport a 'Piica~ron electronically transmitted tram i.he US Treasury Department 

•• -~~ •• -· • '· . ~<6o~ld.n"t.be .,!1Yslc<l)ly lo~a1~<;1 aJ: ~he agency. This event has 
b-een ref~rTf\CJ:ts>"u::>-C f!RT ~l't~ thfif'ri¢~T~i!m .: :. : : 

• • • • • • • • • • • • • • • • •• ••• • • • •• • ••••••••••• 
Cyber Security Brief as of 121112009 - 1400 EST 

Sensitive But Unclassified 
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Sensitive But Unclassified 

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• An e-mail attachment containing unmarked cl~ifro mat~itll w~se111~to a111 uncl~ssifiede .. . . . . . . . .. ,.... . . . . 

DoS system . The e-mail was sent from aU.~ Q!)VE.'fl'lrnent~ti(y ootside the ~epartmef!t • • • • • • • • • • ••• • • • • of State. DS/ADP and appropriate contacts ha• e OOer1 flotified~f tfl+s ir1t'idenP. • •• • • •• 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cyber Threat Analysis Division {CTAD) 

DAILY READ FILE: (U) Hackers Develop New Method of Hiding from Researchers 

(U) Key Highlights: 
• Cybercrime forum registrants have developed a new techniauA tn FJvnirl ht=>in'7 tracked 

• 
• I 
• Hesearchers can overcome this. obstac/eL 

(U) Source Paragraph: "In addition to online har.kinn m::~n" h::>f'l<orc- nfton lf7 

Virus Incident Response Team {VIRT) Statistics {as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 1,194,544 Previous day:133 
Month to date- June: 1,194,544 
Year to date for 2009: 250,985,641 

Month to date- June: 133 
Year to date for 2009: 20,248 

Cyber Security News Headlines 
~ 0 Key Tasks of the Cybersecurity Czar [Source: govinfosecurity.com] 
Obama: Battling Cyber-TurfWars [Source: newsfactor..com] 

•• • •• • ••• • • •• •• • • • ••• • • • • • • • • • •• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• • •• • • • •• •• • • •• • • •• •• 
· ·:yber Security Brief as of 121312009 -- 1400 EST 

Sensitive But Unclassified 

Page 3 of 17 
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Sensitive But Unclassified 

•• ••• • ••• • •• •• • • • ••• 
• • • • • • • • • • • • •• • •• • • • • • • • •• 
• • • • • • ••• • • • • 

••• • • • •• •• • • ••• • ••• 
• • 

Appendix A -GIRT Event SummarieS. : 

Legend: ~~ ~,~··· ___ O~p~e_n_E_v_e~n_u_·:_J_5_·~~~~ ~~ ______ C_l_o_se_d_E_v_e_n_ts_:_4 ____ ~ 

Ticket Number: ~··J LocatioP 
;=:rr':'!__!!"«. 

' ! 
• 

Date and Time Ticket Created: 05/29/2009 1258 GM 1 
L-.--· 

1 Attected Bureau: EUR 

Event Description 
US-CERT notified CIRT about suspicious traffic. 

Current Status 
2 Jun: GIRT received a response from the ISSO that the incident is in the process of 

being researched. 

Status History 
29 May: CIRT provided the ISSO remediation instructions via Classified e-mail. 
1 Jun: CIRT requested a status update from the ISSO via e-mail. 

-~--- -
Ticket Nunlber: l ~ Location· 

-· 

Date and Time Ticket Created: 05/21/2009 1656 GMT Affected Bureau: NEA 

Event Description 
An employee notified CIRT that he had received a suspicious e-111ail message with a PDF 
attachment 

Current Status 
2 Jun: GIRT sent another expedited request to the CISO and proper contacts. GIRT will 

L 
telephone the ISSO during Post's operating hours to request an update. 

•• ••• • ••• • • •• •• I • ••• • ••• •••••• • • • • • • • • •• • • • • • • • • •• ••• • • 
Cyber Security Brief 

• • • • • •• • • • • • • • •• • ••••• 
• • • • • •• • • . . . ' •••••• 

as of 121312009 - 1400 EST 

Sensitive But Unclassified 

Page 4 of 17 
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Sensitive But Unclassified 

Status History 
22 May: CIRT requested that the ISSO determine.if~~ Me~a·gr::~s·ofieneil Gr•aeletEid . ,i. 

~ . ..._.". ... . . . ,. . ' . the message was opened, CIRT requested that , hti IS~ .. ue-1me01e Wie Of)eran<t svster¥1 . • 
...... ..... • .. • • '11- • • • • • 'il • • • • 

26 May: CIRT requested a status update from the I0Su v1a e-mail. 
27 May: CIRT requested a status update from the ISSO via e-mail. 
28 May: CIRT called the ISSO requesting a status update. 
29 May: CIRT requested a status update from the ISO and IPO via e-mail. 
1 Jun: CIRT expedited th is ticket to the CISO for further assistance. 

.. -

Ticket Number( 
; 

r~ Location: r:-
" 

0 
... ..... 

Date and Time Ticket Created: 05/21/2009 1657 GMT Affected Bureau: EAP 

Event Description 
An employee notified CIRT that he had received a suspicious e-mail message with a PDF 
attachment.. 

Current Status 
2 Jun: CIRT sent another expedited request to the CISO and proper contacts .. CIRT 

will telephone the ISSO during Post's operating hours to request an update. 

Status History 
22 May: CIRT requested that the ISSO determine if the message was opened or deleted .. If 

the message was opened, CIRT requested that the ISSO re-image the operating system . 
24 May: CIRT requested a status update from the ISSO via e-mail. 
26 May: CIRT requested a status update from the ISSO via e-mail. 
27 May: CIRT requested a status update from the ISSO via e-mail. 
28 May: CIRT called the ISSO requesting a status update. 
29 May: CIRT was informed that the Post was closed due to a local holiday. 
1 Jun: CIRT expedited this ticket to the CISO for further assistance .. 

Ticket Numbs(,;. 
,..~,~ 

Location: ./ 
.. , 

/- ] 

L - ~ ' 
I 

Date and Time Ticket Created: 05/27/2009 1615 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by US-CERT of spear phishing e-mail attempts targeting DoS personnel. 

Current Status 
2 Jun: CIRT requested a status update from the IT Service Center via e-mail. 

Status History 
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was opened, CIRT requested that the ISSO re-image the operating system. 

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone .. 
1 Jun: CIRT received an update trom the ISSO that this event is in the process of being 
resea~ched and remediated .. 

• • • • • • • • •• • • • • • • • • •• ••• • • 
Cyber Sectwity Brief 
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---
Ticket Number: L ' Location: .> I 

....1. - •• ••• • • ·---·· •• • ••• • ··~ • • •• • • • • • • • • • • • • • • 
Date and Time Ticket Created: 05/27/2009 17 42 GNT • ·~ff¢J~ct:~lJ r~~tJ: A~tvl • • • ••• • • ··~ 
Event Description 

r •. _ ') .,-·· 
? / ~r 

CIRT was notified by US-CERT of spear phishing e-mail attempts targeting DoS personnel. 

Current Status 
2 Jun: GIRT requested a status update from the IT Service Center via e-mail. 

Status History 
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted . If 
the message was opened, CIRT requested that the ISSO re-image the operating system. 

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: CIRT requested a status update from the IT Se~vice Center via e-mail. 

.. 

Ticket Number( ) Location( 
' 1 ) 

~ 

Date and Time Ticket Created: 05/28/2009 1524 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by US-CERT of spear phishing e-mail attempts targeting DoS personnel. 

Current Status 
2 Jun: CIRT requested a status update from the IT Service Center via telephone. The 

ISSO is currently researching the incident and will contact GIRT with an update at 
his next opportunity. 

Status History 
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. :f 
the message was opened, CIRT requested that the ISSO re-image the operating system. 

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: CIRT requested a status update from the IT Service Center via e-mail. 

Ticket _Number: il ) 
r---~~--~------~------~------------~---

I Locatio( .• :.::-· J 
Date and Time Ticket Created: 05/27/2009 1853 GMT 

Event Description 
CIRT was notified by US-CERT of spear phishing e-rnail attempts targeting DoS personnel. 

Current Status 
2 Jun: GIRT requested a status update from the IT Service Center via e-mail. 

-----------·-·----
Status History 

28 May: CIRT re(luested that the IT Service Center direct the ISSO to deterrnine if the user 

t It •• • • ••• • ••• • • 
• • • • • ••• • • • i • I 

• • •• • •• • • • • • • • •• • • 
' • • • • • • • • • • • • • • • 
•• ••• • ••• • •• •• • • • ••• •• 
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had received the suspicious message and if thP mec::c::;:Jge had been opened or deleted. If 
¥ • ¥~· • • • •• • ••••••• 

the message vvas opened, C!RT requested thC:C tee,~SC: re-iftagt:z tt-ze "per~ting :-;~le~ : 
29 May: GIRT requested a status update from th~. l"'r ~~~ie~"C~Q~r~~ ~-~iL i!l'ld~llone .: : 
1 Jun: GIRT requested a status update from the IT Service Center via e-mail. 

--
' 

Ticket Number: · 
... ~l 

Location ) 
I, - ---- -------·-·· .,____ ~-

-- ' -

Date and Time Ticket Created: 05/27/2009 1915 GMT Affected Bureau: DOM 

Event Description 
GIRT was notified by US-CERT of spear phishing e-mail attempts targeting DoS personnel. 

Current Status 
2 Jun: GIRT sent a request to the IT Service Center that the remediation steps 

addressed in the initial request must be implemented. 

Status History 
28 May: GIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted . If 
the message was opened, GIRT requested that the ISSO re-image the operating system. 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: The IT Service Center informed CIRT that remedial actions have taken place. GIRT 

requested that the IT Service Center provide further details regarding the remedial actions . 

. =.c_ 

Ticket Number: / -·--- '"1 . 
Location \ I ....._ - ---· --. . - ·-·· ~--~-- - --- · 

Date and Time Ticket Created: 05/21/2009 1332 GMT Affected Bureau: NEA 

Event Description 
GIRT received information from US-CERT of possible malware being directed at aDoS 
workstation . 

f--· 

Current Status 
2 Jun: GIRT received updated ISSO contact information and resent the initial 

notification to the correct contact. 

Status History 
21 May: GIRT requested that the ISSO search for specific files and reimage the operating 

system if the files are found. 
22 May: CIRT sent a status request email to the ISSO found. 
2€ May: GIRT requested a status update from the ISSO via e-mail. 
27 May: GIRT cal!ed and left a voicemail for the ISSO to provide a status update. I 

'-
____ 2_8_M_a._y_:_c_J_IR-,T--re_q __ u_e_s-te-d~a~s~ta-tu~s._u~p-da~tue~f-r•o~m-&t-h-e~IS~S~O~v~'-a_e~-mL-a-'l~a~n-d~p~h~oLn~e~- ----------j' 29 May: CIR! requested a~ak.t9uP>datE! f~motltle 100€nd ~ vi8 e-~i!. •• • • • • • • • • ••• • • • • •• . . .. . .. 
Cyber Security Brief 
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1 Jun: CIRT expedited this ticket to the CISO for further assistance. •• ••• • • • •• 

----- .. ·-·- . - _ ...... _______ ---- -- -~-·-· 

'"'" 

• • •• • • • • • • • • • • • ••• • •• ••• • ••••••• 

--· .. ----- --· 

•• 

. . -~:_ 

• • • • • • ••••• 

~e~Numbe~ =) Locatior ~ 
- . 

Date and Time Ticket Created: 05/21/2009 1845 GMT Affected Bureau: NEA 

Event Description - 1!1 . .. ., ,._, __ 

r-CIRT de!~C!(3d a malicious ~2~~-r.~~':'ll~~mpting ) ( . 
-~---\ #!JA-..0:""""'"-~...d~..-, 

\ 
~ 

Current Status 
2 Jun: GIRT received an update from the ISSO that remediation actions are being 

completed. 

Status History 
21 May: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all ot the latest patches from IRM Patch Management. 

22 May: CIRT requested a status update from the ISSO via e-mail. 
26 May: CIRT requested a status update from the ISSO via e-mail. 
27 May: CIRT requested a status ~pdate from the ISSO via e-mail. 
28 May: CIRT requested a status update from the ISSO via e-mail. 
29 May: CIRT requested a status update from the ISO and IPO via e-mail. 
1 Jun: CIRT requested a status update from the ISSO via telephone. The ISSO is in the 

precess of remediating and will provide further details shortly. 
---- - - . -- . - ~ 

:'(' i. / -
Ticket Numbe~: Location: '( __ ·-

"""' :;,--- -
Date and Time Ticket Created: 06/01/2009 1125 GMT Affected Bureau: AF 

Event Description 
CIRT dete:::ted the download of an executable onto a DoS workstation. 

Current Status 
2 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
1 Jun: CIRT requested that the ISSO search for specific files and remove the files ;f they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

l Ticket Number: · I Location / . 
.. ... . . . •• •• . 1. ••• -~~-~·r.r•,·r---------~ ............ ··· ·- · :: • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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Date and Time Ticket Created: 06/01/2009 1156 Gt\11I ••• , A[fe~ted Bprea~ WJiA . ••• • • • • • • • • • • • • • •- -• • • •• • • • • • • • • • • • 
Event Description • • • • • • • •• • • • • • • •• • •• • ••• • • • • •• • • • • 

GIRT detected the download of an executable onto aDoS workstation. 

Current Status 
2 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
1 Jun: GIRT requested that the ISSO search for specific files and remove the files if they are 

found . GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

\ 
r--·'-· ~. 

; 

Location: ' Ticket Number: ! 

-::"":"'-"':!.-:~ ~-. ·----.. ·~' - ~·-··- ---. ..\ . ------ "-

Date and Time Ticket Created: 06/01/2009 1503 GMT Affected Bureau: DOM 

Event Description 
US-GERT notified GIRT concerning suspicious traffic. 

Current Status 
2 Jun: GIRT requested that the ISSO determine if the suspicious message had been 

received and if it had been opened or deleted. If the message was opened, CIRT 
requested that the ISSO remove the workstation from the network and await further 
instructions. 

Status History 
N/A- New Event 

~ -----
f~ -- ~ --. 

Ticket Num"er: . ) Location ' 

---- ---- ..::=..:..--~-· 

Date and Time Ticket Created: 06/01/2009 1325 GMT Affected Bureau: DOM 

Event Description 
' 

........... 

US-GERT notified GIRT of suspiciou ~hat may represent a security issue. 
- _______.. 

Current Status 
2 Jun: CIRT is awaiting the results of an antivirus scan. 

Status History - '· 

·T 

•• ••• • • • • • •• • • • •• • ••• • • • • • • • • • • ••• • • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • • ••• •• 
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·-

Ticket Number_: J( ') 
_ Loc.ation{ _/_ 

-------~--· ··-- -··----~ 

-----~ 
Date and Time Ticket Created: 05/27/2009 0919 GMT Affected Bureau: NEA 

Event Description 
The ISSO informed CIRT of a potential violation of computer security. Additional details are 
available on CLAN. 

Current Status 
2 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
27 May: CIRT requested that the ISSO search for specific files and remove the files if they 

are found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

28 May: CIRT requested a status update from the ISSO via e-mail. 
29 May: CIRT requested a status update from the ISSO via e-mail. 
31 May: CIRT requested a status update from the ISSO via e-mail. 
1 Jun: CIRT received an update from the ISSO that this event is in the process of 

remediation . 

. -~~,, ,. U~zCER"fj; pategory: o~ 1;.,3 (Malicioy~ Code) ,:: >E¥;~1,:, <¥;,, 
Event Typ~'-Confirm,ed: .Malicious'Code directed towards an internal machine 

Ticket Number· 
7' 

Location" 

Date and Time Ticket Created: 06/01/2009 0743 GMT Affected Bureau: WHA 

Event Description 
gBLd.e.@..c~ed a DoS workstation accessing a suspicious website known to host malicious 
( fn executable was downloaded from the website. 

Final Action 
2 Jun: The ISSO reported that the registry change was identified and the PC was 

removed from the network. The PC will be re-imaged prior to being replaced on the 
network. 

Status History 
1 Jun: CIRT requested that the ISSO search for specific files ar~d remove the files if they are 

found . CIRT also requested that the ISSO perform an 2ntivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

• • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • • • •• • • • • •• • • 
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.. ··· ~~· . . ... .. . 
US-CERT Category: CA ""C 6;{1 r: ... estrgcftictl) : : • • •. · : 

-Event Type Confirme~,;;Jnformatio~"~z=c~ iify ~1~,~o~i"n!~r!ini~t~ : 

-~' 

Ticket Number:~ ~ Location:/ 
' -

Date and Time Ticket Created: 06/01/2009 1512 GMT Affected Bureau: DOM 

Event Description 
Personally Identifiable Information (PII) may have been breached or disclosed to 
unauthorized third parties. 

Final Action 
2 Jun: This event has been referred to US-CERT and the Privacy Team. 

Status History 
N/A- New Event 

--~ 

US-CERT,Category: CAT 6 (Investigation) 
. Event Type Confirmed: Non-event ' 

- '"\'"'(·_ ;< . , . -~- . ·''' 

•, 

. 
-

Ticket Number \ 
'-

Locatior 
l 

Date and Time Ticket Created: 06/01/2009 1825 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified of a Classified Spillage. 

Final Action 

' 

2 Jun: DS/ADP and appropriate contacts have been notified of the possible classified 
spillage. 

Status History 
N/A- New Event 

-~-&0 

. · US-CE~j category; c~T 6(1nvestigation) .... · _ 
ent Type Confirmed: ,~cart:Activity (ioternal'sourcewithno notification to CIRT) 

~,:,';:'· · --~-_yx:;. -•'-, <) ;:·:::~~ .. ~ ...... ..,;., • .;;.;_.,.,.~ ...... _,..,,:.;,.;A~X~;,;. .. ~"""""'- ~ - .,;;-:;.., -· -:'::. 

I Ticket Numbel r~ Location:l ~ . ~ ~ 
! Date and Time ~i~-ket ~reated: 06fn?f?~09 1152 -G~l~ ·- -- - ~.MfP~ted B:P~u: NEA~------ -
l • • ........ • • • • • • • • • ..... • • • • •• 

Cyber Security Brief 
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Event Description •• • •• • • • •• • • • ••• • • 
RCSO NEA requested assistance with s usp i ciou~ ah ; iiy d>n~elning:u~ ~~rvE!r~ in~i;-i!dh! • • • • • • • • ••• • • • • • • 

• •• • • • • • • - - - . . • •• 
Final Action 

2 Jun: GIRT received confirmation from the Scanning Team that they were performing 
routine scanning. 

Status History 
N/A- New Event 

•• ••• • • • •• •• • • ••• • ••• • • • • • • • • • • ••• • • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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•• ••• • • • •• • •••••• • • • • • • • • • • • • • 
Appendix B - Compliance & Vulnetfibi1itv=sc4nnioo.Stalisfhfs : 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 9,347 

Total High Vulnerabilities : 489,838 

TOP 10 CRITICAL VULNERABILITIES 

••• •• • • • •• • • • • • ••• •• 

.. 
' .· 
~". · ,. ~X:r: ' n~S,g~nt . 

~ 

10.00 1565 \ 
\ ., 7[ 10.00 1163 

TOP 10 HIGH VULNERABILITIES 

Vulnerability 

•• ••• • • • • • • • • •• • • • • •••••• 

• • •• • • • • • • •• • • • • • • • ••• • •• •• 

• • ••• • • • • • 
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\ 
'\ 10.00 1120 

10.00 810 

10.00 509 

10.00 508 

10.00 421 

10.00 394 

10.00 311 
"-f-----+-----

' 
J_~___1_o_.o_o__l__2_18_ 

cvss 
Count 

Score 

~ 9.30 22430 

7.00 21831 
I 

I 9.30 20298 

I 9.30 20259 I 
l 9.30 20060 i 

I 9.30 19499 
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~ ·~ 
l 

[cumulative Security Update ' 
••• • • • • •• • • • • ••• • 

TOP 10 MOST COMMON VULNERABILITIES 

l .. , ' i• •. y • .. Vulnerability 
--· ·--'< 4<\~'iJ·~ ....... > ....... ~..:.., - -~~ ... · rc·.,.'-;~. __ ,_,._" -"" ' 

,. 

TOP 10 COMPLIANCE FAILURES 

I_ • 
Configuration Setting 

l 

•• ••• • • • •• •• • • • •• • • • • • • • • • •• • • • • • • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 
::vber Security Briel as of 7 213i2009 - 1400 EST 
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• • • • ••• 

--

• • • • • • • 

I 9.30 
• •• •• • ••• • ••• 

10674 1 

• • • • • • • • • • • • • •• • •• ••• • • • • • • • • •• • • • • • ••• 

cvss 
' Count -, Score . 

l 5.10 24169 

9.30 22430 
7.00 21831 

I 9.30 20298 
I 
I 9.30 20259 
I 
I 

9.30 20060 

I 9.30 19499 
I 9.30 11785 
I 

9.30 11328 
9.30 11288 

Count 
.· 

t 63183 
62974 

t 62972 
! l 60925 

r 60709 
) 60708 
i \ 53571 
~ 51949 

' i 43967 

_J ~ 41510 
·-

••• • • • • • • • • • • • • ••• •• 
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•• ••• • • • •• • •• • • • • • • • • • • • •• 
Appendix C- DoS Cyber ConditionUCiP.ei-~ohl ~~v~7o.: · : 

••• • • • •• • • • • • 

••• • •• • ••• 
• • • • • • •• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

miss ion 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at risk 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to e.xecute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinatetl 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

~ Sensitive information in the enterprise is 
at moderate risk 

•• ••• • • • •• • • • • • • • • • • • • ••• • • • • • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 
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• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

• • 
• • 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

• •• • • • • • • • • • • • • • • • • •• •• 
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ELEVATED 
Moderate cyber attacks 

are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• Limited malicious activity : •. : • • 
• Intelligence indicates general t~r~t:;· 
• Specific incidents reported and· ~nde~ · 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o ·com Jromise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potentia/malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network it~frastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the entetprise is 
at slight risk of compromise. < 

• Existing countermeasures are likely to be 
ade£. uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potentia/malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive i1~(ormation in the enterprise is 
at slight risk of compromise . 

•• ••• • • • •• • • • • • • • • • • • • ••• • • • • • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • 

• • • • • • • 

• •• • • • • 
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• • •• • • • ••• • ••• • • • • • • • • • • • • • • • • • • • •• • •• • • • ••• • • • • • • • • • •• • • • • • • • • • ••• • • 
• Ensure protective measures 

implemented 

• Increase backups, audits, etc . 

• Verify response action plans & staff 
ready 

• Documentchangesincybersecuri~ 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• ••• • • • • • • • • •• • • • • • • • • ••• • • 
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Appendix D - Intranet Web Links o{ [n(~{es,t 
• • • • 

Within the Office of Computer SecuritY• • 

• Awareness 

• •• • ••• 
• • • • • • 

• • • • • •• 

Periodic Update: http://cs.ds.state.gov/ETP A/ETPA 03 .cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http ://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CT AD) 

• • • • • ••• • • 

•• • •• • • • • • • • • • •• •• • 

Daily Read File: http ://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http ://cs.ds.state.gov/CTAD/CT AD 07 .cfm 

• The Office of Computer Security 
Periodic Update: http ://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Secm·ity 

• Cyber Security Incident Program 
Periodic Update: http ://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.im1.State.gov 

• The Office of Information Assurance 
Periodic Update: http ://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http ://enm.inn.state.gov/nlm/patch!Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http:/ /sysintegweb. irm.state. gov/si/ AntiVirus.html 

••• • •• • • 

• ••• • • ••• • • •••• 

The CIRT welcomes all constructive feedback to the daily Cyber Sec1.1rity Brief. 
If you have feedback for the CSB, please send it to .CIRT(d;sta te.g,~'{ 

•••••• • • • • • • • •• • • • • •••••• 

• • • • • •• • • ••• • 

•• • ••• • • ••• • • • • • • • • •• •• • 

••• • • • • • • • • • • • 

••• • •• • ••• 

•• • • • • • • •• 

•• • • • • • • •• 
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Current DoS Cyber 
Threat Condition 

1. GIRT 

Cyber Security Brief 
United States Depart~Ut U~taJe • •: : 

Bureau ofDiplomat:c t ect!r: t; •: : 
as ofJune 4, 2009-la~oWr • • • 

June 5, 2009 

ELEVATED 

Moderate cyber attacks are imminent 

Executive Summary 

•• • • • •• 

••• • •• • •• 

Increased from last 
reported condition 

of "Guarded" 

• CIRT continues to notify DoS ISSO's due to a large spear-phishing attack 

2. CT AD Daily Read File 
• (Classified content) 

---~~------------------------------------------------------------~ 
Geographic Distribution of Computer Incident Response Team (GIRT) Events 

Legend: 

•• ••• • • • • • • • • •• • • • • • • •• ••• • 
rher Security Sne/ 

~"» / event • 2 events 

••• • • •• • • • • • ••• •• • ••• • • • • • • • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • •• • ••• • • •• • • 
as of! 2/i /2009 - 1400 EST 

Sensitive But Unclassified 

•• 
.. . . 

•• • 
~- -

• 3+ evenrs 
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Open GIRT Events: 50 

GIRT Events by US-CERT Category 

lill lr,ve:; t iga t ion 

Firewall Block Reguest Summary 

• Nothing substantial to report 

Comouter Incident Response Team (GIRT) 

•• • • • • • • •• 

Closed GIRT Events: 34 

••• • ••• • •• •• • • • • • • • • • • • •• • •• • • • • • • • • • • • • ••• • 
• • • CfRT Evtnt~·bv 't1ufec!u • • • 

DO M/'/ '.'.ASH 

E.·'·D ~ .. 
EUR 

0 10 20 

• • • • • • • 

Enterprise Risk Score Grade Distribution 

••• • •• • ••• 

30 

A+ A B c D F F-

Grade 

• CIRT continues to notify DoS ISSO's of an e-mail with a malicious pdf attachment. These 
e-mail messaqes contained PDF attachments \t. ______ .........-.-._N"'C :~.".,__ 1 

f I - ,. 
l"IJue to th"eiarge number of tickets generated -by this event, these tickets a'repr"esented in 

table format 

•• ••• • ••• • • •• •• • • • ••• •• • • • • • • ••• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• •• • ••• • ••• • • 
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Personally identifiable information {PII) loss reported • • • • 
• Nothing substantial to report : : 

•• 

••• • • • •• • • • ••• • 

••• • •• • • 

• •• • • • • • • • • • • • • •• •• 

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 

• • • • • • •• • • 

• • • • • • • • • • ••• • 

• A classified document was sent via e-mail on OpenNet in Istanbul. This event has been 
referred to APD. 

US-CERT Nothing substantial to report Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (Classified content- See CTAD Daily Read File on ClassNet for details) 

Virus Incident Response Team (VIRT} Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 862,421 Previous day: 142 
Month to date -June: 2,994,328 
Year to date for 2009: 252,785,425 

Month to date - June:424 
Year to date for 2009: 20,539 

Cyber Security News Headlines 

!s the Hacking Threat To National Security Overblown? [Source: wired.com] 
~.S. Nuclear Information Leaked on GPO Web site [Source: eweek.com] 

•• • •• • ••• • • •• •• • • • ••• •• • • • • • • ••• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• • • • ••• • ••• • • 
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•• ••• • ••• • •• •• • • • ••• • • • • • • • • • • • • • • •• • •• • • • • • • • •• • • • • • • • •• • • • • ••• • • • •• •• • • ••• • ••• 
• • Appendix A -GIRT Event Summaries.: 

" f < 

~IRT detected a large number of e-ma.L~essages 

E
l , 

-

; 

Ticket 
r '• or 

•• • •• • • • -. .. 
• • • •• • •• 

Location 

• • •• • • • • • • • • • • 
Cyber .)ecJ/rtty Bnef 

~ 

' 
t ~ 
: ~. 

! 

' i 
i 
' ; 
%. 

i! 

~ 

l' 

r 
! 

• !.· • - . 

Date ~ M •••-oo.o oo .;:, 

Opened 
Post 

Response 
June 02 X 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 X 
June 03 
June 03 
June 03 
June 03 
June 03 X 
June 03 
June 03 X 
June 03 X 
.IL:ne 03 X 
June 03 
JL!nE- 03 --- -- f-----· 

1 June 03 
June 03 

.. Ju!fle 03 • 
• • •• 

• • •• • • • •••••• 

• ~· 
• •• • • • ••• 

• • 
• • • • • • 

as o.f12/3/2009 - 1400 EST 

1-'ost 1s 
Remediating 

i 

X 

X 

X 
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\ J i 
i 

__) 
-

uare 
Closed 

June 03 
June 03 
June 03 
June 03 

June 04 
June 04 
June 04 
June 04 
June 04 

June 03 
June 04 
June 04 

--

June 04 

June 04 

June 04 
June 04 
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Awaiting 
Ticket I Date Post is 

Number 
-~:::.tion 

Opened 
p~ ••• : ~t!rtle:J icrtrrl9 • 

---1> ""'~ 
I, 

q 
r=r 
r---
f----

f----

f----

L 
-

-

-

-

t---
r----

1--

1-

r---
1---

1---

1---

1---

r-------

r---
r---
r--
f--

-

-
-
-

-
-

-
-
-

f 
~ 
! ___ -- ~ ·---·· ---·-

•• ... . ·-·-• • • • • • • •• • • • • • • •• ••• • 
C'yber Security Brief 

-~ 
Re~oose. : - )4 : •• : i June 03 

June 03 X 
June 03 

'.-, 

June 03 X 
). June 03 

June 03 
June 03 
June 03 

-' June 03 X 
' June 03 ! 

; June 03 X 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 X 
June 03 
June 03 X 
June 03 
June 03 X 
June 03 
June 03 X 
June 03 X 
June 03 X 

I June 03 X 
June 03 
June 03 

I June 03 
:I June 03 
l June 04 
I June 04 X 
! June 04 
\ June 04 

June 04 
i June 04 

June 04 
June 04 X 
June 04 
June 04 X 
June 04 X 
June 04 X 

( June 04 X 
It-June O_L X 

-
1 June 04 I ' ------

I -~':!~e04 . ....._ .. ~ .. 
• ••• • • • • • • • • • • • • • 

•• • • • • • • • •• • • • •• • ••• 

• ••••• • • • • • •• • • • • • • • ••••• 
us (if 12/3/2009 - 1400 EST 

• 
: 
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X 
X 

X 
X 

X 

X 

X 

Date 
•• ·~los~ . •. 

• • • • . :·: .. : ·. 
June 04 

June 04 
June 04 

June 04 

June 04 

June 04 
June 04 
June 04 

June 04 

June 04 

June 04 
June 04 
June 04 
June 04 
June 04 

June 04 
June 04 
June 04 

June 04 

--

--
June 04 
June 04 
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Cyber Security Brie/ 
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•• ••• • • • • • • • • •• • • • • •• ••• • 

••• • •• • • • •• • • • • • • • • • 

Location:' >-
• • •• •• • • • ••• •• ••• • • • • • • • • • • • • • •• • •• • • • • • • • • • • • • • • • •• • ••• • ••• • • 

as ofl2/3/2009- 1 (100 EST 
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Date and Time Ticket Created: 05/29/2009 1258 GMT .1. Affected Bureau: EUR •• ••• • ••• • •• •• • • • 
• • •• • •• • • • • • • • Event Description • • • • • • • • • •• • • • •• ••• • • i •• •• • • • •• • 

US-CERT notified CIRT about suspicious traffic. 

Current Status 
4 Jun: CJRT is awaiting confirmation from the JSSO that the hard drive has been 

shipped. 

Status History 
29 May: CIRT provided the ISSO remediation instructions via Classified e-mail. 
1 Jun: CIRT requested a status update from the ISSO via e-mail. 
2 Jun: CIRT received a response from the ISSO that the incident is in the process of being 

researched. 
3 Jun: CIRT received an update from the ISSO that the hard drive will be shipped out and a 

tracking number will be provided. 

- ......_ __ 

Location:{ 
-., 

Ticket Number .., 
- --- ~- . ~ -.-.. ~ 

Date and Time Ticket Created: 05/21/2009 1657 GMT Affected Bureau: EAP 

Event Description 
An employee notified CIRT that he had received a suspicious e-mail message with a PDF 
attachment. 

Current Status 
4 Jun: CJRT requested a status update from the JSSO via e-mail. 

Status History 
22 May: CIRT requested that the ISSO determine if the message was opened or deleted. If 

the message was opened, CIRT requested that the ISSO re-image the operating system. 
24 May: CIRT requested a status update from the ISSO via e-mail. 
26 May: CIRT requested a status update from the ISSO via e-mail. 
27 May: CIRT requested a status update from the ISSO via e-mail. 
28 May: CIRT called the ISSO requesting a status update. 
29 May: CiRT was informed that the Post was closed cue to a local holiday. 
1 Jun: CIRT expedited this ticket to the CISO for further assistance. 
2 Jun: CiRT sent another expedited request to the CISO and proper contacts. CIPT 

telephoned the ISSO during Post's operating hours to request an update. 
3 Jun: CIRT received an update from the ISSO stating that he is in the process of 

remediating the incident. 

.• :Jrwwrwr-~~,--~---.-•~-==- -~·~-~,~·~•-+l•~-o-·c_a_t_io_r~~~~--~~~~·-··-)----~ 
r--- /~1 
l Ticket Numbt 
. .. -~- • • •• •• • • • • • • •• • • • •• • •• 

. •' . . . . ~ ... " ••• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •••••••• • •• • • • 
--;yher Security Brief a:; of 1213/2009 -- 1400 EST 
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Date and Time Ticket Created: 05/27/2009 161 ~ .G~""C. .1 ~ffect~d B~~ea~:.Dp~ •• • • •• • • • • • • • • • • • • • • ••• • • • • • • • •• • •• 
Event Description • • • • • • • •• • • • • • • • • •• • • • • • • • • • • • • I • • ••• 

CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a ~DF 
attachment, which target DoS personnel. 

Current Status 
4 Jun: CIRT received an update from the IT Service Center that the ticket is still in the 

remediation process. 

Status History 
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted . If 
the message was opened, CIRT requested that the ISSO re-image the operating system. 

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: GIRT received an update from the ISSO that this event is in the process of being 

researched and remediated . 
2 Jun: CIRT requested a status update from the IT Service Center via e-mail. 
3 Jun: GIRT contacted the IT Service Center via phone and was informed that the ISSO is 

still examining this event. 

( '-
Location: Ticket Number6 

-- •· - - . 
-· 

Date and Time Ticket Created: 05/27/2009 H42 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF 
attachment, which target DoS personnel. 

Current Status 
4 Jun: The IT Service Center informed GIRT that they are currently awaiting feedback 

from SES Administrators. 

Status History 
28 May: GIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was opened, CIRT requested that the ISSO re-image the operating system. 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: CIRT requested a status update frorn the IT Service Center via e-mail. 
2 Jun: CIRT requested a status update from the IT Service Ce~ter via e-mail. 
3 Jun: CIRT received an update from IT Service Center that the ticket has been recreated in 

the proper ticketing system and resent io the proper ISSO. 

., 

Ticket Number: {~ --J 
{ 

' 

-
" Location·' 

------------------------~------~ 
' Date and Time Tir.ket Created: GF>/28/2009 1524 GMT I . Affected Bureau: 001·11 
' ----! Event Description 

I GIRT was notified by US-CE~-~r~~~ p~i:hrg, ;·m~l-at~~~P'~.:c"rTt~ir1'i ~~ '! 'ff-= 
f • a a a a a a a a a i i i I i 
•• ••• • ••• • •• •• • • • ••• •• 
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attachment, which target DoS personnel. 
• • ••• • • • •• ••• ••• • ••• 
• • •• • • • • • • • • • • • • Current Status • • • • • • • •• • • • • • • •• • •• • ••••• •• •• • • • ••• 

4 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
28 May: GIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was opened, GIRT requested that the ISSO re-image the operating system . 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
2 Jun: GIRT called the ISSO for an update. The ISSO is currently researching the incident 

and will contact GIRT with an update at their next opportunity. 
3 Jun: GIRT requested a status update from the ISSO via e-mail. 

-· - --.• 
,/ -..., 

Ticket Number: ·· / Location: '• 

-~/ -~--

Date and Time Ticket Created: 05/27/2009 1853 GMT Affected Bureau: DOM 

Event Description 
GIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF 
::Jttachment, which target DoS personnel. 

Current Status 
4 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
28 May: GIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was openec!, GIRT requested that the ISSO re-image the operating system. 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
2 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
3 Jun: GIRT requested a status update from the ISSO via e-mail. 

I ___________________________ ,_ ____ ~~~--~-~---~~=- ~·-------·--
Ticket Number: : Location: 

! Date and Time Ticket Created: 05/2712_o_o_9_1_9_1_5_G_M_T ____ -'-A __ ff_e_ct_e_d_B __ u_re_a_u_:_o_o_M ________ -I 

I Event Description 
GIRT was nctif1ed by US-CERT of spear p~wsh1ng e-mail attempts, containing a PDF L attachment, wnich target DoS personnel. 

--·------·---------------

I Current Status 
4 Jun: The ISSO informed GIRT that he is in the process of contacting the user to 

~ remedia~e the incident. The ISSO will contact GIRT with any updates. 

l ------------------------- ------------- ·--·-·--
Stat~s History 

L 28 May: CIRT request0d tha!~ l>~~:v:c:;c!nl~di~~et !~o:I~Sf te1~e~iF~if the user 

Cybcr S~?curity B.,·ief 

. •· . . . . . . . . -.. ... . ... . .. .. . 
as t.:fT:/.i/ 1009 - 1400 EST 
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had received the suspicious message and if the message had been onened nr rlpletPd• 11 .. ... . . . .. .. ~ ~¥· ¥ • 
the message was opened, GIRT requestect t~a~tjle ~SO:re-irQa~e"t~e ~erc¢inlJ.sy~etrl . 

29 May: GIRT requested a status update fro~~~ n ~i~. Cetrt~r ~i~·e-JV~il ~r¢l ph~nt •• 
1 Jun: GIRT received an update from IT Service Center that remediation actions have taken 

place. GIRT requested that the IT Service Center provide further details regarding the 
remediation actions taken. 

2 Jun: GIRT sent a request to the IT Service Center that further remediation actions 
addressed in the initial request need to be taken for this incident. 

3 Jun: GIRT called the ISSO to confirm that the incident is still in the process of being 
remediated. 

·~ • • • • • • 
·~ 

----
Ticket Number: Location: 

l ') . 
f:t \. .. ... - . • ..£_, __ ___::,__~--~--~---- . -· . 

Date and Time Ticket Created: 06/01/2009 1125 GMT Affected Bureau: AF 

Event Description 
GIRT detected the download of an executable into aDoS workstation . 

Current Status 
4 Jun: CIRT requested a status update from the ISSO via e-mail. 

I Status History 
1 Jun: GIRT requested that the ISSO search for specific files and remove the files if they are 

found . GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

2 Jun: GIRT requested a status update from the ISSO via e-mail. 
3 Jun: GIRT requested a status update from the ISSO via e-mail. 

Ticket Numbe{: · Location· 

Date and Time Ticket Created: 06/01/2009 1503 GMT Affected Bureau: DOM 

Event Description 
US-CERT notified GIRT about suspicious traffic. 

1------------------------- -----------· - ·- --
Current Status 

4 Jun: ClRT requested a status update from the IT Service Genter via e-mail. 
~-----------------------------------------

Status History 
2 Jun: CIRT requested that the ISSO determine if the suspicious message hc.d been 

received and if the message had been opened or deleted. it the •nc:ssage was opened, 
GIRT :equested that the ISSO remove the workstation from the n1~twork and await further 
instructions. 

3 Jun: GIRT received confirmattoil+t'Ol1'1 IT Se;!Vir!!CP~rer •h"'t ~ev~~t ~ill ~precess of . . . . . . ~ ~ · ··~ 
------------------ e ee e ee e I I I I ! • !! ! ! 

Cy her Security Brief 

• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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being examined . 

Ticket Number: 
\ 

' 

•• ••• • • • • • • • • •• • • • • • • 

Date and Time Ticket Created: 06/04/2009 1206 GMT 

Event Description 

•• . .. ~---
Location ""l l 

-
!...--

Affected Bureau: DOM 

\ 
/ 

CIRT detected a DoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Current Status 
4 Jun: CIRT requested that the ISSO search for specific files and rei mage the 

workstation if they are found. CIRT also requested that the ISSO perform an 
antivirus scan and verify that the workstation is up-to-date with all of the latest 
patches from IRM Patch Management. 

Status History 
N/A- New Event 

' Ticket Number: Location:( .. / 

----:::-- ·-. ~ ~-·· --::"" ~~·~·-·"··-
Date and Time Ticket Created: 06/03/2009 2115 GMT Affected Bureau : SCA 

Event Description ,.- J =1ptop to the DoS OpenNet CIRT detected the connection or an .~r-~ u~QHD~r ( 
network . This event involved an, ' ) ~--

Current Status 

-

---

4 Jun: CIRT requested that the ISSO search for the unauthorized hardware and remove 
it from the DoS network. 

--

1 

Status History 
N/A ·New Event 

) 
-- --~------

1 Ticket Number: i 
I 

Date and Time Ticket Created: Oi3JO~~.QCl9 /.OL.13.Gfv11 •• • 

Cyber Security B rief 
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Event Description jj:ll;lMO'i:o:o. -'P""""E- '""'··:''e ... -~··.o •·· • • 
The ISSO in Baku reported the installation off. : :: : • • : 

• ••• • ••• • • • • • • • • .. . . . . . r •• ••• • • •• 
• • • • • •• • •• . . . . . . . . ." . ' . .. .. . . . ~ ·~ 

~--
·~~N~ :~~~~:~-~~~:.~~ ... :~~~;'· 

Current Status 
4 Jun: CIRT requested from the IT Service Center that the ISSO coordinate with the 

SMS team to determine the origin of the traffic. 

Status History 
N/A- New Event 

' .-~ 

Ticket Number: Location: .:.. '"' _ ...,.)"_ . ...---

Date and Time Ticket Created: 05/27/2009 0919 GMT Affected Bureau: NEA 

Event Description 
The ISSO informed CIRT of a potential violation of computer security. Additional details are 
available on CLAN. 

Current Status 
4 Jun: CIRT telephoned the ISSO and left a voicemail requesting an update. 

Status History 
27 May: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

28 May: CIRT requested a status update from the ISSO via e-mail. 
29 May: CIRT requested a status update from the ISSO via e-mail. 
31 May: CIRT requested a status update from the ISSO via e-mail. 
1 Jun: CIRT received an update from the ISSO that this event is in the process of 

remediation . 
2 Jun: CIRT requested a status update from the ISSO via e-mail. 
3 Jun: CIRT ~ec;uested a status update from the ISSO via e-mail. 

~--------

l Ticket Number:L 
~--------~---~~ 

Cyber Security Brief 

__ __...._....._...._..._ ______ &-~• a.• l...!l.~:t!~n: ~~~.u-~ 
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Date and Time Ticket Created: 05/21/2009 1332 GMT , l Affected Bureau: N~~ ••• •• ••• • • • •• •• ••• • 
• • •• • • • • • • • •• • •• 

Event Description • • • • • • ••• • • • • • • •• • •• • ••• • • •• •• • • • • •• 
CIRT received information from US-CERT of possible malware being directed at aDoS 
workstation. 

Final Action 
4 Jun: The ISSO informed GIRT that the e-mail in question was not found on the 

workstation. A full virus scan was performed and no threats were detected. 

Status History 
21 May: CIRT requested that the ISSO search for specific files and reimage the operating 

system if the files are found . 
22 May: CIRT requested a status update from the ISSO via e-mail. 
26 May: CIRT requested a status update from the ISSO via e-mail. 
27 May: CIRT requested a status update from the ISSO via telephone. 
28 May: CIRT requested a status update from the ISSO via e-mail and phone. 
29 May: CIRT requested a status update from the ISO and IPO via e-mail. 
1 Jun: CIRT expedited this ticket to the CISO for further assistance. 
2 Jun: CIRT received updated ISSO contact information and resent the initial notification to 

the correct contact. 
3 Jun: CIRT received an update from the ISSO that this event will be examined tomorrow. 

Ticket Numbe( ' Location · . 
' 

-~-··· - "'. 
' -

Date and Time Ticket Created: 06/04/2009 0252 GMT Affected Bureau: EAP 

Event Description 
A suspicious e-mail with an attachment was directed towards a DoS user. 

-· 
Final Action 

4 Jun: GIRT received confirmation from the ISSO that the workstation is being 
reimaged. 

Status History 
N/ A - New Event 

• . -.:~::,.'. , '"(< - -·-. ·. ;~ .-.: -.· "'"- :('! . ·-- » • 

.. - . , . " US-CERTpategolj:;CAT 3 (Malici()~sCode) ' . , 
E~_ent Typ~ Confirmed:.,Malicious Code qirected towarcis an _inter~,al machi~e 

-- ---- -LT-icket Number:-
1 --
1 Date ar.d Time Ticket Created: 05.'21.'2009 1845 GMT 

Location; 

Affected Bureau: NEA 

~er.t Descri~tio~----------- -------·---'-------------------

K • • • • • • __.__-.___._.__ .a• .a• --!-• -:-"•1!-lLL!!--:,.L,:__._.s.!----:-L!--------l 

Cyber- Security Brief 

• • • • • • • • ••• • • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 
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_CIRT,c,jetected a m~liSJ~~~ ~-~xLqsure-~~11-~f • • • • 
• • • • • • • • • • • • • • • • • • :.· : .. · ~~~· -~.~.~.~~~~=r~~~--~~~.· 

Final Action 
4 Jun: The ISSO reported that no unau .. '-.-:--'---' &"-- ···~r~ .r,. ..... rl and that a virus scaq 

'
- -~~ '!'!th ne~!ive !<t_"ults" r__ .)-, 

' . \ 1::, 7~~-
\_ .. 

Status History 
21 May: GIRT-requested that the ISSO search for specific files and remove the files if they 

are found. CIRT requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

22 May: CIRT requested a status update from the ISSO via e-mail 
26 May: CIRT requested a status update from the ISSO via e-mail. 
27 May: CIRT requested a status update from the ISSO via e-mail. 
28 May: CIRT requested a status update from the ISSO via e-mail. 
29 May: .CIRT requested a status update from the ISO and IPO via e-mail. 
1 Jun: CIRT called and spoke with the ISSO, requesting an update. The ISSO is in the 

process of remediating and will provide further details shortly. 
2 Jun: CIRT received an update from the ISSO that remediation actions are being 

completed. 
3 Jun: CIRT received confirmation from the ISSO that this workstation will be removed from 

the network and reimaged . CIRT reauested confirmation once the workstation has been 
removed from the network . 

.--· . ,,. · '., ·"-·':, . · , .-_: :;-·A·ltfMo.' ,, .· 
US-CERT Category: CAT 6 (lnve~!Jgation) 

Type Co!Jfirmed: Information Security lssue~ (Violation or infraction) 
,. . -~;. ,' ..,._ 

·'""..--......: .. 
'\ f. 

Location: ~ I 
Ticket Number: ' ;,;/ " .. -
Date and Time Ticket Created: 06/04/2009 0749 GMT Affected Bureau: EUR 

' Event Description 
CIRT has been notified of a Classified Spillage in Istanbul. 

Final Action 
4 .iun: This event has been forwarded to the APD group for remediation. 

- - --
Status History 

! N/A- New Evant 

•• ••• • • • •• • • • • • •• • ••• •• • • • • • • • • • •• • • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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•• ••• • • • •• • ••••••••• • • • • • • • • • • • • • • •• • • 
Appendix B- Compliance & Vull?,f!t'!~fllt)' ~~aMi{!g ~tafi~tic~ ::. • • • • •• 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 9,030 

Total High Vulnerabilities: 485,226 

TOP 10 CRITICAL VULNERABILITIES 

TOP 10 HIGH VULNERABILITIES 

•••••• • • • • • • • •• • • • • •••••• 

• • •• . . .. 
•• • • • • • ••• • •• 

• ••• • ••• • • • • • • •• • 

••• • • • • 

10.00 326 

10.00 227 

__; 10.00 203 

I -~ ... 

• • • • 
• 

_L _____ L__ ____ _; 

cvss 
·~} 

Score 
I 9.30 

~ 
7.00 

r--
9.30 

~ 9.30 

r+ 9.30 

f. 9.30 

~ ' 9.30 

fi-:. ~~~ . 
•••• • • • ••• •• 

Count I 
22065 i 

----1 
21421 

--
19907 

19852 
--

19657 

18941 

~ · 1"~ I 1,. _, . 
______ I 

113'18 1 
- · - --- ·. 

~ 100S j 
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•• ... ) . • • • :. / : • • • • • • • • • • • •• ••• • ••• 

TOP 10 MOST COMMON VULNERABILITIES 

t ' 

, tC'w V!Jinerabili~y 
'"' 

. .,,,:. 
i . . 

.. 

TOP 10 COMPLIANCE FAILURES 

I 
1-

.. : 
ConfigurationS etting 

•• ••• • • • •• • • • • • • • • • •• • •• • • • • • • • • • •••••••••••• 

•••• • • •• • • • • • • • • • 
as ofJ 21312009 -- 1400 EST 
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.1-, t-E I. ..... · 

9.30 I 9961 I 
• •• •• • ••• • ••• •• • • • • • • • • • • • • • • • •• • •• • • ••• • • • • • • • • • • •• •• • • • ••• • • 

' cvss ' 
; 

"> 
Score " 

, .. , Count -
5.10 24162 

9.30 22065 
7.00 21421 
9.30 19907 

9.30 19852 

9.30 19657 
9.30 18941 
9.30 11357 
9.30 11~18 

9.30 11009 

.· Count 

63292 
63019 
63017 
'31048 

- --·-r-
60826 
60824 
53718 
51988 

i 44007 L------r-·-·-
35986 

-------- '---·---J 

••• • ••• •• • • • • • • • • •• • • • • • • • • • • ••• • • 
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•• ••• • • • •• •• • • • • • • • • • • • ••• • • •••••• • • • • 
Appendix C - DoS Cyber ConditiM E~h.ert{odHLgYe/3 • •• • • • • 

• •• • • • • • • •••••• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 

• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 

l disrupted. 

1

1 
Sensitiv~ ii~formation in the_ enterprise is 
at moderate risk . --------- ---- ----

•• ••• • • • •• •• • • • • • • • • • • •• • •• • • • • • • • • • • • •• ••• • ••• • •• •• 

• • ••• • • • • • 
Cybe,, Sr-:curity _Brief ~lS (J_/ j 2/3/21)0~ - 1400 ES I 

Sensitive But Unclassified 

• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

__________ _____ j 

••• • ••• • • • • • • • • • • • • • • • • • • • • • • ••• • • 
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• Increased risk 
• Limited malicious activity : •. : • • • •. • • •• • • • • •• • ••• • • • • • • • • • • • • • • • • • • • •• • •• • • • ••• • • • • • • • • • Intelligence indicates gene;al!thfeat; • •• ••• • ••• • • •• •• • • • • •• • • 

ELEVATED 

Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

• Specific incidents reported and under 
review 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o ·com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network inji-astructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive il~formation in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
at!et uate to counter this threat 

• No significant malicious activity 
• Network operating within "2cceptable 

risk" range 
• Incident detection and response 

capability normal 
• A utomated response is sufficient to 

counter potentia/malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

$ Sensitive information in the entervrise is 
at slight risk of compromise . 

•• ••• • • • • • • • • • • • • • • • • • •• • •• • • • • • • • • • • • •• ••• • ••• • •• • • 

• • • •• • • • • • 
Cyber Security Brie~' ,~ts of 12/3/2009 -- 1 401] EST 
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• Ensure protective measures 
implemented 

• Increase backups, audits, etc . 

• Verify response action plans & staff 
ready 

• Document changes in cyber security 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain reg;Jiar security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

••• • • •• • • • • • • • • • • • • • • • • • • • • • • ••• •• 
Page 18 <Jf 19 
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Appendix D -Intranet Web Links of Interest 
•• • •• • • • 

Within the Office of Computer Sec, dn::. 

• Awareness 

• • • • • • • 

• • • • ••• 

• • • • • ••• • • 

Periodic Update: l1ttp://cs.ds.state.gov/ETP A/ETPA 03 .cfm 

• Computer Incident Response Team (CJRT) 
Periodic Update: @://cs.ds.state.gov/Cill..T/CIRT 08.cfm 

• Cyber Threat Analys is Division (CT AD) 

•• • • • •• 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CT AD/CTAD 07 .dill 

• The Office of Computer Security 
Periodic Update: @://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.inn.state.gov 

• The Office of Information Assurance 
Periodic Update: http ://ia.im1.state.gov/ 

• Patch Management 
Periodic Update: http:/ /enm. i nn.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 

•• • • • •• 

Periodic Update: http ://sysintegweb.inn.state.gov/si/ AntiVirus.html 

• ••• • • • •• • • • • 

•••• • • ••• • • • ••• 

The CIRT welcomes all constructive feedback to the daily Cyber Security BPef 
If you have feedback for the CSB, please send it to GIRT@state.gov 

••••• • • • • • •• • • • •• ••• 

• • • •• • ••• • • • • • ••• • •• • • • • • • • • • • • • • ••• • •• •• • 

••• • • • • • • • • • • • 

••• • •• • • •• 

•• • • • • • • •• 

•• • • • • • • •• 
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Current DoS Cyber 
Threat Condition 

1. GIRT 

Sensitive But Unclassified 

Cyber SecuritY •• B.riJ~f • 
United States Dep<OLJtente<:f ~tatte: : 

Bureau ofDiplorllit:c ~~:ur%ty : : 
-as~of JuneS, ioo9::1400 EST 

June 9, 2009 

•• • • • •• 

Nuisance cyber attack activity is present 

Executive Summary 

•• • • • •• 

No change from 
previous condition 

• CIRT continues to notify DoS ISSOs due to a large spear-phishing attack 

2. Cyber Threat Analysis Division 
• Daily Read File: (U) 
• Weekly Telewal l Report 

3. Classified spillage 
• Classified files sent via Opt:)nNet 

Geographic Distribution of Computer Incident Response Team (GIRT) Events 

,, ... . ,.: . 
........... •. 

. . •. ·-

.;;.:L 

• I event e 2 events 

•• ••• • ••• • • • • • • • • •• • • • • • • • • •• ••• • • 
' :f't er SecuJit) · Bnef 

• • •• ••• • • • • ••• • •• 

•• • • • • • • • •• • 

• • •• • ••• 

• ••• • • • •• • • • ••• 

• • • • • • • • • • 
as of 12/3/2009 - 1400 EST 
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Open GIRT Events: 26 

GIRT Events by US-CERT Category 

m Unauthc-ri:: C(I Aco:ess 

••••• • • • • • •• • • • •• ••• 

• ••• • •• •• • • • • • • • • • • • • • • •• • • • • • • • 
: C:ldsf!d CIR.J; EV~t•• ~ a•. • 

EflP 

EUR 

NE.ll. 

SC.ll. 

VVH . .'!.. 

GIRT Events by Bureau 

0 5 10 

••• •• • • • • ••• • • • ••• • • 

15 

Firewall Biock Request Summary Enterprise Risk Score Grade Distribution ·---------:: -..1 
f 
I 

t 

·----·- ~_j 

Computer Incident Response Team (GIRT) 

250 

200 

[1150 
.t:: 
<l'! 

¢100 
r. 
~ c: = 50 

0 

A+ A B C D 

Grade 

F F-

• ~IRT continues to notify DoS ISSOs of an e-mail with a malicious pdf attachment 

( •• ••• • ••• • • •• •• • • • ••• • • • • • • • • ••• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• • • • ••• • ••• • • 
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Personally identifiable information (PII) loss reported. • 
• • • Nothing substantial to report : : 
•• 

••• • • • •• • • • ••• • 

••• • •• • • 

••• • • • • • • • • • 

Classified spillage incident(s) reported to GIRT and referred to DS/IS/APD 

•• • • • •• 

• • • • • ••• • • 

• • • • • • • • • • ••• • 

• A classified spillage occurred in Washington D.C. Classified documents were scanned 
and sent via OpenNet. This incident was reported to APD. 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See !3IJpendix B for statistics 

Cvber Threat Analysis Division (CTAD) 

DAILY READ FILE: (II\ i 

••• • •• • ••• 

t··· 
•• • • • • • • • • 

(SBU) Key Highlight 

• 
• 
• \ 
• 

(SBU) Source Para!lr 

Telewall Activity from 05/30/2009 to 06/06/2009 

247,989 
0 
8 
1 

Calls Logged 
Calls Blocked 
911 Email Alerts 
Reports Run for External Customers 

Notable Events: 
•• • •• • • • •••• • • • •• • •• 

.·. :•· 
• • • • • 

Nc2n~· • 
• • • • • • 

.. . . . ... .. _j • • • • • • • .. _:_~__ : :. : --=---~--- -----• • • •• • ••••••••••• 
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•• ••• • ••• • •• •• • 
Virus Incident Response Team {V/RT) Statistics £ai ot-iicf:ligM:e~st~n t~n.e) :.: 

Spam Blocked at Perimeter: 
Previous day: 929,266 
Month to date -June: 6,804,329 
Year to date for 2009: 256,595,426 

Cyber Security News Headlines 

•• ••• • • • •• • ••• 
Virus Blocked at Perimeter: 
Previous day: 17 
Month to date- June:2,320 
Year to date for 2009: 22,435 

Obama Taps Well-Known Hacker as Security Adviser [Source: foxnews.com] 
How Can Cyberspace Be Defended? [Source: nationaljournal.com] 

•• ••• • ••• • • •• •• • • • • •• • • • • • • • • • •• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• • •• • • • •• • • • ••• • ••• •• 

• • • • ••• 

• ••• •• • • ••• • •••• • • • • • • ••• •• 
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•• ••• • ••• • •• • • • • • ••• • • • • • • • • • • • • • • 
Appendix A -GIRT Event Summarie:i •• • •• • • • • • • • • • • • • • • • • •• • • • • ••• • • • •• •• • • • •• • ••• 

Legend: 

Ticket 
Number 

,r ' --- ' - - -----
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~
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--y-
___:t_ 

-i-
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EI 
' ~ 
~ r
c-~-t -

•• ••• • • • • • •• • • • ·.• ~ ... _... ... 

Location 

• ••• • • • • • • • • • • 
Cyber SecuriL): L·: ~e; 

\ 

·-----~1 

::;IRT detected a larqe number of e:OJ.9il mes.sages 

Date 
Opened 

June 02 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
June 03 
JL:ne 03 
June 03 
June 03 

• June 04 
June 04 

I ••• .._.., ..... ~ 

Post 
Response 

X 
X 

X 
X 
X 

X 

X 

X 

X 

Post is 
Remediating 

X 

X 

uate 
Closed 

June 08 

June 08 
June 08 
June 08 
June 08 

...,_\ 
I 
/ 

June 08 --
June 08 

June 08 
June 08 

June 08 

June 08 

-4r-Jun~ ~0_4 __ r-__ ~X ____ -+--------------------------
·~ June 04 X . i c-j-u::_n_e_. 0-4-+------'-- ------+-----------+----J-u_n_e __ 0_8 ___ ---i 

-=--'---t----------- f------------- ---------t: June 04 June 08 
:.i· "Tt.tne~ : : : :•• : • _l_ June 08 
=~ ~ . ; . : :. =-~----------- __ ...;_;:____:__:_:.__ __ _J 

~ .. . .......... . 
eM cf 1 2!3/2009- 1400 EST Pc:g~ 5 of ~9 
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•• ••• • ••• • •• •• • • • ••• 

I Location: 
.. ~ 

Ticket Number: 

'---"·•2::""-
.. ' -· .. -

Date and Time Ticket Created: 05/29/2009 1258 GMT 1 Affected Bureau: EUR 

Event Description 
US-CERT notified GIRT about suspicious traffic. 

Current Status 
8 Jun: CIRT requested that the IS SO provide the tracking number for the shipped hard 

drive once it becomes available. 

Status History 
29 May: GIRT provided the ISSO remediation instructions via Classified e-maiL 
1 Jun: GIRT requested a status update from the ISSO via e-maiL 
2 Jun: GIRT received a response from the ISSO that the incident is in the process of being 

researched . 
3 Jun: GIRT received an update from the ISSO that the hard drive will be shipped out and a 

tracking number will be provided. 
4 Jun: GIRT is awaiting confirmation from the ISSO that the hard drive has been shipped. 
5 Jun: Post is closed and a status request was sent via e-mail and phone 

, I Location: 
.... ·- ~ .. 

Ticket Number: j. 
t ,, 

,.,......;¥>-- -
--

Date and Time Ticket Created: 06/05/2009 2316 GMT I Affected Bureau: EAP 

Event Description 
CSIP referred a possible event to the GIRT involving an e-mail attachment received by aDoS 
employee 

Current Status 
8 Jun: GIRT r~que~ted that the ISSO perform a co~plete virus scan ofth~ workstation 

~.· . ..,ilda.~ - - · "···~-·~ ·'·--·· ·-.r. . •• • . - .... ,~ 

/ . ----
I 

lstatus ~isto~ - --

f 
i 

N/A- Nev1 Event 
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• • • •••• • • • •• • •• 
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• • • • • • • • • • 

Cyber Security Brief 

. • I ' •• • • ••• ... . . : . . . :·. : : .· .· ... .... . • • • • • • • •• • ••••••••••• 
as ofl 2/3/2009-1400 EST 

Sensitive But Unclassified 

Page 6 0f 19 

• • • • • • ;_., • • •• 



Sensitive But Unclassified 

• • ••• • ••• • •• •• • • • •• ! 
r---~~~~~~:i~~~~~~~~~~~~~~~i:;;~~~~i;:%:T~~~~~ . : =~ 

j 

I 

- -
I ---

Ticket Number: "' Locatior 
' __ / 

-- ----- ----- -- -- ---
;----

Date and Time Ticket Created: 05/27/2009 1615 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF 
attachment, which target DoS personnel. 

Current Status 
8 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was opened, CIRT requested that the ISSO re-image the operating system . 

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: CIRT received an update from the ISSO that this event is in the process of being 

researched and remediated . 
2 Jun: CIRT requested a status update from the IT Service Center via e-mail. 
3 Jun: CIRT contacted IT Service Center via phone and was informed that the ISSO is still 

examining this event. 
4 Jun: CIRT received an update from the IT Service Center that the ticket is still in the 

remediation process. 
5 Jun: The IT Service Center informed CIRT that the ticket is currently being examined. 

('""'[ I Location: / 
'"""· '"'-.. 

Ticket Number: ) --·-
Date and Time Ticket Created: 05/27/2009 17 42 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by US-CERT oi spear phishing e-mail attempts , containing a PDF 
attachment, which target DoS personnel. 

-
Current Status 

8 Jun: GIRT requested assistance from the CISO in obtaining a status update. 

Status History 
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted . If 
the message was opened, CIRT requested that the ISSO re-image the operating system . 

29 May: CIRT requested a status upd3te from the IT Service CentE;r via e-mail and ;:>hone. 
1 Jun: C!RT requested a status update from the rf Service Center via e-mail. 
2 Jun: CIRT requested a status update from the IT Service Center v1a e-mail. 
3 Jun: G;iRT .r~•e iv~C: ~~J..lr.dq,te.f,orn IT Service ~enter that the ticket nas been recreated in 

• • • • • • ••• •• I • • ••• •• . . • • • • • • •• ••• • • 
Cyb(;r Security Brief 
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the proper ticketing system and resent to the proner.IC:C:Q_ 
~- ¥~. • •• • •• •• • • • 

4 Jun: The IT Service Center informed GIRT that:th~y q,rr <;urr~~tlt a""<!itin~ef~cJt>ack:fr"m: 
the SES Administrators. • .: •• : : : : •.. •.. : •: •• : •. • 

5 Jun: GIRT telephoned the IT Service Center to request an update. The IT Service Center 
will provide GIRT with an update soon. 

1 

/ . ~ --., 
Ticket Number: Lo~ation: t ,I 

'--. ,_ ·--

Date and Time Ticket Created: 05/27/2009 1853 GMT Affected Bureau: DOM 

Event Description 
GIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF 
attachment, which target DoS personnel. 

Current Status 
8 Jun: GIRT requested assistance from the CISO in obtaining a status update. 

Status History 
28 May: GIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was opened, GIRT requested that the ISSO re-image the operating system. 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
2 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
3 Jun: GIRT requested a status update from the ISSO via e-mail. 
4 Jun: GIRT requested a status update from the ISSO via e-mail. 
5 Jun: This ticket has been expedited to the CISO . 

. -· -

" ' _ ) _ Ticket Number: ' Location :I' -
~--

/ 
Date and Time Ticket Created: 05/27/2009 1915 GMT Affected Bureau: DOM 

Event Description 
GIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF 
attachment, which target DoS personnel. 

••• • •• • ••• 

--
Current Status 

8 Jun: GIRT requested assistance from the CISO in obtaining a status update. 
:--

I 
• i 
1 
j 

i 

Status History 
28 May: GIRT requested that the IT Service Center direct the ISSO to determine if the use~ 

i1ad r9ceiv2d the suspicious message and :f the message had been opened or deleted . If 
the message was opened, GIRT requested that the ISSO re-image the operating sy-stem. 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: The IT Service Center informed GIRT that remediation actions have taken place. 

CIRT requested t:lat the IT Service Center provide further cJetails regarding lhe remAdi2tinn 
action~ taksn . 

2 Jun: GIRT sent a request to the IT Servic9 Center that the ~ernediaticn actions addressecl 
i'l the t!-.itial.~u~t r..c:a~d !o J:Je. l;ikt?J1 for th~s incident. • • • • • • ••• • • f-L •••• •• 

• • • • • • •• ••• • • 
:~yber Sen~r~ty Briel 

i I I • • •• • •• • • • • • • • • • • • . .. . ...... ·· ~ ~ · 
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3 Jun: CIRT contacted the ISSO via telfe hone and received confirmation that.thP inrident is 
,, • • • • • •• •• • ••• 'W ~·· w• 

still in the process of being remooiet . • • • • • • • • • • • • ' • • •• • • • • • • • •• • •• • • 
4 Jun: The IS SO informed CIRT t~il~ h~.ii il"' Jl"le~r~~~:; ~f.<!ofltj'ltti~g,he tts~.illl <lr~r to 

remediate the incident. The ISSO will contact CIRT with any updates. 
5 Jun: CIRT requested a status update from the IT Service Center 

-- · -,. ·"""( 
Ticket Number: Location: : 

···~ -....__:, -· ----·-···-,·--·-·~-·-··· ---·-- ····-·--· 

Date and Time Ticket Created: 06/01/2009 1125 GMT Affected Bureau: AF 

Event Description 
CIRT detected the download of an executable into aDoS workstation . 

Current Status 
8 Jun: The ISSO informed GIRT that the incident is in the process of being remediated. 

Status History 
1 Jun: CIRT requested that the ISSO search for specific files and remove the files if they are 

found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

2 Jun: CIRT requested a status update from the ISSO via e-mail. 
3 Jun: CIRT requested a status update from the ISSO via e-mail. 
4 Jun: CIRT requested a status update from the ISSO via e-mail. 
5 Jun: CIRT requested a status update from the ISSO via e-mail. 

. 
Ticket Number: ~ Location 

, ... ......,. - . 

Date and Time Ticket Created: 06/01/2009 1503 GMT Affected Bureau: DOM 

Event Description 
US-CERT notified CIRT about suspicious traffic. 

-
Current Status 

8 Jun: GIRT requested assistance from the CISO in obtaining a status update. 
-· -------

• Status Histcry 
2 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO remove the workstation from the network and await further 

mstructions. J 
1 3 Jun: CIRT received confirmation from the IT Service Center that the event is in the process 
! of being examined. 
j 4 Jun: CIRT requested a ~~u~tlpdf!te f~f'!! ttJ~IT. S~r'(i~~ <!~~te;-vJa~tn<li~.: 

·---------·--~:~:~a..:-t 8: : t! I! : : : ! : ! : :--;--------.. ... . ... . .. .. . . . ... .. 
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5 Jun: CIRT requested a status up~ at~ J~om.the.IT Se~ice .~en~ei vja .e.-V'<iil. ••• 

---
l 

Ticket Number: 
-' -

• • • • • •• • •• 
-

Location: 

•• • • • • • • •• 

" 

Date and Time Ticket Created: 06/04/2009 1206 GMT Affected Bureau: DOM 

Event Description 
CIRT detected a DoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Current Status 
8 Jun: GIRT requested assistance from the CISO in obtaining a status update. 

Status History 
4 Jun: CIRT requested that the ISSO search for specific files and reimage the workstation if 

they are found . CIRT also requested that the ISSO perform an antivirus scan and verify 
that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

5 Jun: The ticket was forwarded to the Mobile Computing Team . CIRT is waiting for a 
response. 

--;r, 

Location: r -· 

Ticket Num~:l _ 
.. ·- '-- .. -· 

Date and Time Ticket Created: 05/27/2009 0919 GMT Affected Bureau: NEA 

Event Description 
The ISSO informed CIRT of 2 ootential violation of computer security. Additional details are 
available on CLAN. 

Current Status 
8 Jun: GIRT requested assistance from the CISO in obta:ning a status update. 

Status History 
27 May: CIRT requested that the ISSO search for specific filef, and remove the files if they 

are found . CIRT ~equested the ISSO perform an antivirus scan and verify the workstation 
is up to date with all of the latest patches from IRM Patch Mar1agement. 

28 May: CIRT requested a status update from the ISSO via e-mail. 
29 May: CIRT requested a status update from the ISSO via e-mail. 
31 May: CIRT reouested a status update ~rom the ISSO via e-mail. 
1 Jun: CIRT ~eceived 3il urdate from the ISSO that this 3Vent is in the proCeSS of 

remediation . 
2 Jun: CIRT requested a t>t~t~·t2::;~ate t"o:n 1~~ ~~~() tifte~ZJil . •. • •: • •: 

-, 

~--------------------~:~:~~·~:~:--£•~:~:~•L.~~·~.~:~:--~:-.~~~ : ~:~:~----------~ -.. ... . ... . .. .. . . . ... .. 
a:; of 121312009 - i 400 EST Page 10 of 19 

Sensitive But Unclassified 



Sensitive But Unclassified 

3 Jun: GIRT requested a status u~~atEi tr~m JheJSSO .via e.- fllai~ ••• •• •••••• 
4 Jun: GIRT called and left a voic~rrtaiefS"Jr t~e·I~O $q%J~ing-Gin $~e. : :. : : 
5Jun:CIRTexpeditedthetickettp.ttle:<;1S(!).• : •• :•: •• • •• •:: : : •• :.• 

''.' -.4 I 

Ticket Number: t location: ' 
: ------· ·-·· __ ,_ __ - .. 

-<•-·-

Date and Time Ticket Created: 06/05/2009 1213 GMT Affected Bureau: NEA 

Event Description 
GIRT detected aDoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Current Status 
8 Jun: The ISSO informed GIRT that remediation actions have been completed, but he 

is still in the process of determining if the workstation contains all current patches. 
The ISSO will contact the GIRT with those details once they become available. 

Status History 
5 Jun: GIRT requested that the ISSO search the workstation for the executable and any 

possible malware. GIRT also requested that the ISSO perform an antivirus scan and verify 
that the workstation has all of the latest patches from IRM Patch Management. 

6 Jun: GIRT received updated ISSO contact information and resent the initial notification to 
the correct contact. 

I ... , 
Ticket Number: location:, I -..., .. __________ . .. - --·--·- ---- _,,~,~,. 

.. 

Date and Time Ticket Created: 06/05/2009 1232 GMT Affected Bureau: EAP 

Event Description 
GIRT detected aDoS workstation communicating with a suspicious website and possibly 
downloading a malicious .exe file. 

- --
Current Status 

8 Jun: GIRT requested a status update from the ISSO via e-mail. 
--

Status History 
5 Jun: GIRT requested that the ISSU perform an antivirus scan and verify that the 

workstation has all of the latest patches from IRM Patch Management. 

·-
1 --

1 

i i Ticket Num~- ------------------·-- _ . 
1
_Location: 

I Date and Time Ticket Create~: 06/05/?009 1241 G-~~-r-,--+--A-ff_e_c-te-d-~:;eau: Ar ___ _ I •• ••• • • • •• •• • • ••• • ••• •• 
• • •• • •• • • • • • t • • • • • • • • • -.. ... . ... . .. .. . • • •••• • • • • • • • • ••• •• 

<7::; 

~'_ 

Cyber S':curity Brief' as of ~'2/3/?009 -- 1-iOO EST Page; 11 of 19 

Sensitive But Unclassified 



Sensitive But Unclassified 

Event Description • • • • • • • • • • • • • • • • • • • • • • 
CIRT detected aDoS workstationh~nhmilaftorS witt: s~spicimh woo~te a~d9os9ib~ 

• • • • • • ••• • • • • • • • downloading a malicious file . • • • • • • • • • • • • • • • • • • • • • • • 

Current Status 
8 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
5 Jun: CIRT requested that the ISSO perform an antivirus scan and verify that the 

workstation has all of the latest patches from IRM Patch Management. 

.. 
~-

,;;;.... -
Ticket Number: f . Location: 

..., 

---- --- ~-~~ -. - ---- ... -------- --· -·-. ... -·- ---- .. . - --·· 

Date and Time Ticket Created: 06/03/2009 2115 GMT Affected Bureau: SCA 

Event Description 
CIRT detected the connection of an unauthorized~ 
network. This event involved 1 --·~~-~ 

lptop to the DoS OpenNet 

Final Action 
8 Jun: GIRT received confirmation from the ISSO that the unauthorized laptop was 

located and removed from the network. 

Status History 

L__ 

4 Jun: CIRT requested that the ISSO search for the unauthorized hardware and remove it 
from the DoS network. 

'~ - ----.-... ...__.._..,._, .. ,., ......... ~·:.'d .... ~~~-~-~....=.~:.. ......... ...-.... .. "' .... ,_~.:..--~--~...__ ..... _ . .- .... ~ 
5 Jun: -

_ US-CERTCategory: CAT 3 (Malicio~s Code) 
Event Type CpJ.lfirmed: Virustyvorm on int~rnal machine 

~~-~ ~ 

Ticket Number: 
; 

Location , 
t 

:-r I 

'·- ---·--"--·· --·-- ··- -- ---------1--·-------==,;,:_-----'~~--'---1 

Date and Time l'icket Created: 05/28/2009 1524 GMT Affected Bureau: DOM 

Event Description 
CIR.T was notified by US-CERT of spear phishi11g e-mail attempts, containing 2. PDf 
at~achr:.ent , which target DoS personnel 

-··-- .- .. ---.. -•• ••• • • • •• •• • • ••• • • •• • • • • • • • • • • • •• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• •• 

·---
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Final Action • • • • • • • • • • • • • • • • • • • • • • 
8 Jun: CIRT received confirmatiC>r(fr-Z>m t CJe•l$ 0 1h<l the e~mai~ were~C:t.re~it-ed, 

no malicious files were found M tGe...,b,~sCatiotSs ; ail"a ~ru9 s£an ef lxxh: • • 
workstations indicated no threats. 

Status History 
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was opened, CIRT requested that the ISSO re-i mage the operating system. 

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: CIRT requested a status update from the IT Service Center via e-mail. 
2 Jun: CIRT called the ISSO for an update. The ISSO is currently researching the incident 

and will contact CIRT with an update at their next opportunity. 
3 Jun: CIRT requested a status update from the ISSO via e-mail. 
4 Jun: CIRT requested a status update from the ISSO via e-mail. 
5 Jun: CIRT requested a status update from the ISSO via e-mail. 

·•· 

Ticket Number: ·---- . .Location: ;~ 

-

------
'-...,:• - -·· .--~·----- - ... 

----~ 

Date and Time Ticket Created: 06/08/2009 1054 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified of a Classified Spillage. 

Final Action 
8 Jun: This event has been referred to DS-ADP for remediation. 

Status History 
N/A - New Event 

li Ticket Number: 
.. 

Location: 

! Date and Time Ticket Created: 06/03/2009 2008 GMT Affected Bureau: EUR 

---..., 

-

' ---~----------------------------~ 
~-E- D . . -- · ··. ·· . -·~--.,--~~-; vent escnptlon r· -~'":;;: .. ;.,,. _ _..._.,.,."""'"' 
l lJJe.ISSO in R;:Jk : 1 n~nnrtPri thP in<:~:;:,ll:;:,tinn nf 
, ( .. ... . . . .. 
l_.· :: ·= : ·= : ,._· ~ ... _ 

' ........... . 
•• • • • • •• • •• • • • • • .. ..,.,, ., . . . . .. 

. eybcr Security Brief as of 12/312009 - 140J EST 

Sensitive But Unclassified 

• • • • • • • 

• •• • • • • • •••• • • • ••• • • 
Page l3 of 19 

>t ''*'';>-"""' 

jw 

~· 

( 



Sensitive But Unclassified 

( .. ... . . . .. . .......... . 
~- ~ . ..... . 

f • • •• • • • • • • • •• • •• • • 

Final Action :. • : •• •. • : •• :•: •• • •• • : : : : •• :. • 
R .1om· C:IRT rP.r:l'!ived confirmation from the ISSO and the SMS Group.thlltj~-

Status History 
4 Jun: CIRT requested that the IT Service Center and the ISSO coordinate with the SMS 

team to determine the origin of the traffic. 
5 Jun: POST is closed for the weekend . CIRT will request an update on Sunday . 

•• ••• • • • •• •• • • ••• • ••• • • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• • • 
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•• ••• • • • •• • ••••••••••• • • • • • • • • • • • • • • • • 
Appendix B - Complianc~ .& ~vlit@rkJ2i~ily _$cabninii $tcWs§ps 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities : 

fotal High Vulnerabilities : 

8,564 

498,931 

TOP 10 CRITICAL VULNERABILITIES 

TOP 10 HIGH VULNERABILITIES 

•• ••• • • • • • • • • • •• • • • • • • • • •• ••• • • •• 

• •• •• • • • • • • •• • • • • • • • • • • • •• •• • 
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1 
' 

I 
1-l 
I 
I· 
I,. 

' 

r 

10.00 

10.00 

10.00 

10.00 

10.00 

10.00 

10.00 

10.00 

10.00 

cvss 
Score 

1123 

1039 

803 

582 

473 

367 

341 

236 

222 

Count 

9.30 24917 

7.00 24086 

Jf- 9.30 

9.30 

L2540 
--

22465 

9.30 22260 

l 9.30 16896 

9.30 12345 

9.30 12274 
f.+---·----·----

9.:30 ~'804 
I 

•• DTD ·-j=_77£T __ J 
• • • • ••• • • • ••• •• 
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• •• • ••••• • • • • • • • • • • • •• 

TOP 10 COMPLIANCE FAILURES 

I ·4>-.~~ 

\ 
i 

\ 

,\ 
\ 
\ 

~ 
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./ Count 

63740 
63538 
63536 
60915 
60679 
60676 
54102 
52423 
44186 
33475 
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•• ••• • • • •• • ••••••••••• • • • • • • • • • • • • • • • • 
Appendix C- DoS Cyber r;t>~![itipn; (9tl!ePo.l)i ~Efve~ ::. • • • • •• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial , or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network it~frastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive it~formation in the enterprise is 

at risk ise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to altemative 

communications means to execute its 
diplomatic mission 

" Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive it~formation in the entet]Jrise is 
at moderate risk 

•• ••• • • • •• • • • • • • • • • • • • ••• • • • • • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • 
Cybe1 Security Brief as •)f 1213/2009 -- 1400 EST 

• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

••• • • • • • • • • 

~ 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

• •• • • • • • • • •• • • • • • • • •• •• 
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ELEVATED 

Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• Limited malicio~ i!CG~i1y . • • : • • • 
• Intelligence indi;;aCe~~entmtl t~rea"- : .. .w. . •...• 
• Specific incidents reported and under 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require ll coordbwted 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

ente1prise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk ofcompromise. 

• Er:isting countermellsures are likely to be 
tu!et uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated re:;ponse is sufficient to 

counter potelitial malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive il~formation in the enterprise is 
at slight risk of compromise . 

•• • • • •• 

•• • ••• • • •• •• • • • • • • • • • •• • •• . . • • • • • • • • •• • • • • •• •• 
• Ensure protective measures 

implemented 

• Increase backups, audits, etc . 

• Verify response action plans & staff 
ready 

• Document changes in cyber security 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

o Maintain regular security monitoring, 
scanning, & remedi2tion operations 

• Verify status of protective measures 

•• ••• • • • •• •• • • • •• • • •• • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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Appendix D - Intranet Web Links of Interest 
•• ••• • • • •• • • • • • • • • • • • •• • • • • • 

Within the Office of ComJluteC~~itt .. :•: .. • 

• Awareness 

•• • • • •• 

Periodic Update: http://cs.ds .state.gov/ETP A/ETPA 03.cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http: //cs.ds.state.gov/Cffi.T/CIRT 08.cfin 

• Cyber Threat Analysis Division (CT AD) 

• ••• • • • •• • • • • 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness : http ://cs.ds.state.gov/CTAD/CTAD 07.dln 

• The Office of Computer Security 
Periodic Update: http ://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.im1.State.gov 

• The Office of Information Assurance 
Periodic Update: http ://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http: //enm.irm.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html 

• ••• • • ••• • • • ••• 

•• • • • • • • • • 

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief. 
If you have feedback for the CSB, please send 1t to ClRT@state.gov 

Cyber Security Brief 

•••••• • • • • • • • •• • • • • •• ••• • 

• • • • •• • • • •••• 

•• •• • • • • • • •• •• 

• • ••• • ••• • •• • • • • • • • • • • • • 

as of 121312009 -1400 EST 
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Current DoS Cyber 
Threat Condition 

Sensitive But Unclassified 

Cyber SeCJ.Jrit}' B.r:ief •• 
• • • • • • • • Umted States ~e"art~n•of ~lifita • 

• j • • • • • 

Bureau ofDij:1!.em!!ie ~curi~ • • • 
as ofJune 9, 2009-1400 EST 

June 10, 2009 

•• • • • • • • • • ••• •••• 

No change from last 
reported condition 

Nuis.ance cyber attack activity is present 

Executive Summary 

1. CIRT 
• GIRT is awaiting the ISSOs' responses and remediation confirmations on the 

remaining spear-phishing attack notifications. 

2. CT AD Daily Read File: 
• (U) British National Party Comes Under DDOS Attack 

3. Personally identifiable information (PII) Loss Reported 
• Two passport applications missing 

Geographic Distribution of Computer Incident Response Team (CJRT) Events 

Legend: 

•• • •• • • • •••• • • • •• • •• 

·~-

• 1 event 

• ••• • • •• •• • • • ••• • • • • • • • • • • • • • • • • • • •• •• 

• • • • • •• • • • ••• 

0 2 events 

• ••• • • • •• • • • ••• 

•• • • • • • • •• 
Cyber Security Brief as ofl2/3/2009 - 1400 EST 

Sensitive But Unclassified 

• 

• 3+ events 

Page 1 of18 



Sensitive But Unclassified 

Open GIRT Events: 9 

GIRT Events by US-CERT Category 

0 IPvestigation 

•••••• • • • • • • • •• • • • • •••••• 

••• • •• •• • • • ••• • • • • • • • • • • •• • • • • • • • •• 
: : desed-GI~t~~tStl:., 9..: 

GIRT Events by Bureau 

"' 4 
DOMNVft.SH 8 

E.l1P 

EUF; 

NE.ll. 

SC.ll. 

V'iHf!.. 

0 

==:J 2 

0 

3 

5 

6 

5 

•• • • • • • • •• 

10 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 

Computer Incident Response Team (GIRT) 

250 

200 

(/') 

.~ 150 
(/) 

'¢ 

~100 

_, 
:z 50 

0 

A+ A B c D F F-

Grade 

• CIRT is awaiting the ISSOs' responses and remediation confirmations on the remaining 
spear-phishing attack notifications of e-mails with a malicious pdf attachment. These e
m"lil mP.ssrloP.s contained PD.E..atiamm~nt~ which were made to appear as if sent by 

~-
.. •• ·- -·--••• • • • • • • • • •• • • • • • • •• • •• • 

Cyber Security Brief 

-••• • • • • 

. . - .. 
••• • • • • • • • • •• 

....~~~--~. -~.. . 
• • • • ••• • • • • ••••• 

. . ·~· ..... ·~·~- .... ~ ---. . . . -
• •• • • • • • • • ••• •• 

as of 12/3/2009 - 1400 EST 
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Due to the large number of tickets generated by this event, these tickets are presented in 
•• table format. ••• • ••• • •• •• • • • • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • ••• • • • • • • •• ••• • • • •• • • • • • •• • ••• •• 

Personally identifiable information (Pil) loss reported 
• Two passport applications mailed from a non-postal acceptance facility to the Lindbergh 

Postal Distribution Center (Philadelphia) cannot be located at this time. 

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• Nothing substantial to report 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cvber Threat Analysis Division (CTAD) 

DAILY READ FILE: (U) British National Party Comes Under Distributed Denial of Service 
(DDOS) Attack 

(SBU) Key Highlights: 
• The Web site of the British National Party (BNF) came under sporadic OOOS attack for 

two days in May 
• The> RNP hl::~med the attack on domestic rivals 

----~-....._- i : ~ ~ 
\ l . .,,,- t.! 
't_~ __ ......... ..,_ ··~ 

(U) Source Paragraph: "In an e-mail to supporters, Griffin writes that the 'BNP website [was] 
taken offline [the] largest cyber attack in recorded history' and of a scale only once seen before in 
a 2001 attack against Microsoft." 
Source: The Register (http://www. theregister.co. uk), "BNP pleads for cash after reported DDOS assault," 27 May 2009 

•• ••• • • •• • • •• •• • • • ••• •• • • • • • • ••• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• • • • ••• • • •• • • 
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Virus Incident Response Team (VIRT) Stati!Jt7es ·ra~ &< rMciniihr ~.sre-r~ tV!Ji) : • •. 
• • •• • •• • • • • • • • 

Spam Blocked at Perimeter: 
Previous day: 1,259,031 
Month to date - June: 8,063,360 
Year to date for 2009: 257,854,457 

Cyber Security News Headlines 

• • • • • • • • ••• • •• •• ••• • • ~ ,. ·r • • ·r· · Virus BlocKed a Penme er: 
Previous day: 1 03 
Month to date - June:2,423 
Year to date for 2009: 22,538 

••• •• • • • • ••• • • • ••• •• 

National Cyber Security: Cornell's Fred Schneider Will Tell Congress Ways to Shore up 
Vulnerability [Source: scienceb/og.com] 

•• ••• • ••• • • •• •• • • • • • • • • ••• • ••• • • •• • • • • • • • •• • • • • • • • • • • • • •• ••• • • • •• • ••••• 

• ••••• • • • • • •• • • • • • • • ••• •• 
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•••••• • • • • • • • •• • • • • Appendix A -GIRT Event Summaries · 

••• • •• •• • • • ••• • • • • • • • • • • • • • • • • • • • • • • • • • ••• • • • • • • •• •• • • ••• • ••• 

.. 

Ticket Date 
Awaiting 

Post is Date 
Number 

Location 
Opened 

Post 
Remediating Closed 

.~.~ .. ~,c,,,._ Response 
June 02 X 

-\ \ June 03 X 
\~ June 03 X 
ll June 03 X 
u June 03 X 

-

H June 03 X -
16 June 03 X 

-
~~ June 03 X 

~. 
_j 'l June 03 X 

'\ r June 03 X i·: 
---: 

.«f June 04 X .. - ,. 
June 04 X 7 a: 

2 ~. June 04 X 
-..-., .... ,.,., __ ,. 

Ticket Number:\ 

Date and Time Ticket Created: 06/05/2009 2316 GMT 1 Affected Bureau: EAP 

• • • • • • • • •• • • • • • • • • •• ••• • • 
Cyber Security Brief 

'. . .. . .. ..... ••• • • • • • • • • • • • • • •• • •• • • • • • • • • • • • • • •• • ••••••••••• 
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Event Description •• ••• • ••• • •• •• • • • ••• •• 
CSIP referred a possible event to the CIRf i ~voLV:n!; an.~-rttail j11:tac[ltn~nt rec~vM:>y ~~~s: 
employee. ·.: •• : : :: • •• • •• :·: •• : •.• •• : •.: 

Current Status 
9 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
8 Jun: CIRT requested that the ISSO perform a complete virus scan of the workstation using 

the latest signatures and determine if any malware still resides in the system. 

---- ., ~·-,~~ 

Ticket Numb( d Location 
-·-- - -. 

Date and Time Ticket Created: 05/27/2009 0919 GMT Affected Bureau: NEA 

Event Description 
The ISSO informed CIRT of a potential violation of computer security. Additional details are 
available on CLAN. 

Current Status 
9 Jun: GIRT requested further assistance from the CISO. 

Status History 
27 May: CIRT requested that the ISSO search for specific files and remove the files if they 

are found . CIRT requested the ISSO perform an antivirus scan and verify the workstation 
is up to date with all of the latest patches from IRM Patch Management. 

28 May: CIRT requested a status update from the ISSO via e-mail. 
29 May: CIRT requested a status update from the ISSO via e-mail. 
31 May: CIRT requested a status update from the ISSO via e-mail. 
1 Jun: The ISSO informed CIRT that this event is in the process of remediation . 
2 Jun: CIRT requested a status update from the ISSO via e-mail. 
3 Jun: CIRT requested a status update from the ISSO via e-mail. 
4 Jun: CIRT cal.led and left a voicemail for the ISSO requesting an update. 
5 Jun: CIRT requested a status update from the ISSO via e-mail. 
8 Jun: CIRT requested the assistance of the CISO in obtaining a status update. 

I Ticket Number: 

•• • •• • • • •••• • • • 
Cyber Security lJrieY • 

• • • • • • • 
: :·: .· .· : :. : :. . .. . . . . . . . ·• : .. :.· • • •• • ••••• 

as of 121312009- 1400 EST 
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Date and Time Ticket Created: 06/05/2009 123~GM1 • . ~.Atfe~ted~ure~u : EJ\P • ••• • • • • . . . . . . .; . . . . . : ••• • • • • • • • • • 
Event Description • • • • • • ••• • • • • • •• ••• • • • •• • • • • • •• • ••• 

CIRT detected aDoS workstation communicating with a suspicious website and possibly 
downloading a malicious .exe file. 

Current Status 
9 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
5 Jun: CIRT requested that the ISSO perform an antivirus scan and verify that the 

workstation has all of the latest patches from IRM Patch Management. 
8 Jun: CIRT requested a status update from the ISSO via e-mail. 

.. 
. 

Ticket Number: Location:f r . ., 
'· {_ 

. 

Date and Time Ticket Created: 06/09/2009 0726 GMT Affected Bureau: NEA 

Event Description 
CIRT detected aDoS workstation in communication with <i t 

·-----· - -.-

possibly downloading an executable file . ·-----··--..-...-.---"·'--

Current Status 
9 Jun: GIRT requested that the ISSO search for specific files and remove the files if 

they are found. GIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. { 

Status History 
N/A- New Event 

--
t "'-

' Ticket Number: Location I 

;,;;.f 
... i, 

-~r 
-· ... 

Date and Time Ticket Created: 06/09/2009 1055 GMT Affected Bureau: DOM 

Event Description 
Personally Identifiable Information (PI I) may have been breached or disclosed to 
unauthorized third parties. 

Final Action 
9 Jun: This event was reported to US-CERT and the Privacy Team . 

•• •• • • ••• • • •• •• ! • • ••• • • • • • • • • ••• • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • •• ••• • • • • • •• • ••• • • •• • • 
Cyber Security Brief as of 121312009 - 1400 EST Page 7 of 18 

Sensitive But Unclassified 

• • • • • 

J ' . !,. :p--
•·' (;-



Sensitive But Unclassified 

Status History •••••• 
N/A- New Event • • • • • • • •• • • • • 

••• • •• •• • • • • • • • •• • • • • • • 4! • • ••• 

• • ••• • • • • • • • • • •• • • • • • 

US-CERT Categqry: g{\T 3 (Malicious Coqe) .'''"'' ,. 
'Event Type Confirmed: Comprtimised Systemon aDoS n~twork 

.. . . . -~ ... 
/ - . 

I Location: Ticket Numbe,( 
' ., __ _L 

'•· 

Date and Time Ticket Created: 05/29/2009 1258 GMT 1 Affected Bureau: EUR 

Event Description 
US-CERT notified CIRT about suspicious traffic. 

Final Action 

~-

9 Jun: The system hard drive has been replaced and the compromised drive has been 
shipped to T ASO. The tracking number is provided in the work log. 

Status History 
29 May: CIRT provided the ISSO remediation instructions via Classified e-mail. 
1 Jun: CIRT requested a status update from the ISSO via e-mail. 
2 Jun: CIRT received a response from the ISSO that the incident is in the process of being 

researched . 
3 Jun: CIRT received an update from the ISSO that the hard drive will be shipped out and a 

tracking number will be provided. 
4 Jun: CIRT is awaiting confirmation from the ISSO that the hard drive has been shipped. 
5 Jun: Post is closed and a status request was sent via e-mail and phone 
8 Jun: CIRT requested that the ISSO provide the tracking number for the shipped hard drive 

once it becomes available. 

- ~ 

Ticket Number: · Location: 
--·-

Date and Time Ticket Created: 05/27/2009 17 42 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF 
attachment, which target DoS personnel. 

Final Action 
9 Jun: The IT Service Center reported that the e-mail was permanently deleted from 

the user's in box. No other threats were detected on the workstation. .. ••• • ••• • • • • • • • • •• • • • • • • • • •• ••• • • 
Cyber Security Brief 

• • • • •• • • • • •• •• • •• • . .. . . . . . 
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Status History • • • • • • • • • • • • • • • • • • • • • 
28 May: GIRT requested that the IT Servic& C:ent.d ~reatlh~ ISSO t~·d$etmin~ if-t~ u~~r : 

had received the suspicious message andei; too mtissa~ ilaO.tie~lilJ:>~rte<i ~t a't>.i~teA : 1t•. 
the message was opened, GIRT requested that the ISSO re-image the operating system. 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
2 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
3 Jun: GIRT received an update from IT Service Center that the ticket has been recreated in 

the proper ticketing system and resent to the proper ISSO. 
4 Jun: GIRT received a ticket status update from IT Service Center that they are currently 

awaiting feedback from SES Administrators. 
5 Jun: GIRT requested a status update from IT Service Center by phone. The IT Service 

Center will provide an update soon . 
8 Jun: GIRT requested the assistance of the CISO in obtaining a status update. 

. . .: ;US-CERTCategofy: CAT·~· (Malici~us Code) 
Event Type Confirmed: Malicious Code directed towards ari internal machine 

' ··:· ., .. - . 

Location: l 
. .. --." 

Ticket Number: 
'· -· • ~ 

Date and Time Ticket Created: 05/27/2009 1853 GMT Affected Bureau: DOM 

Event Description 
GIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF 
attachment, which target DoS personnel. 

Final Action 
9 Jun: The workstation has been re-imaged by the ISSO and placed back on the 

network. 

Status History 
28 May: GIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted . If 
the message was opened, GIRT requested that the ISSO re-image the operating system. 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
2 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
3 Jun: GIRT requested a status update from the ISSO via e-mail. 
4 Jun: GIRT requested a status update from the ISSO via e-mail. 
5 Jun: This ticket has been expedited to the CISO. 
8 Jun: GIRT requested the assistance of the CISO in obtaining a status update. 

' 
Ticket Number: Location: .. --
Date and Time Ticket Created: 06/01/2009 1125 GMT Affected Bureau: AF 

Event Descri E'tip~ • • • ••• • • • 
• • • • • • •• ••• • • 

• • •• •• • • • • • • •• • •• • • w • • • • • 
• • • • • • • • • • • •• • ••••••••••• 

h 
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CIRT detected the download of an executable into a DoS workstation . •• ••• • • • •• •• • ••• • • •• 
• • •• • • • • • • • •• • •• 

Final Action • • • • • • • •• • • . • • • •• ••• • ••• • • •• •• I • • ••• 
9 Jun: The workstation has been re-imaged by the ISSO and placed back on the 

network. 

Status History 
1 Jun: CIRT requested that the ISSO search for specific f iles and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

2 Jun: CIRT requested a status update from the ISSO via e-mail. 
3 Jun: CIRT requested a status update from the ISSO via e-mail. 
4 Jun: CIRT requested a status update from the ISSO via e-mail. 
5 Jun: CIRT requested a status update from the ISSO via e-mail. 
8 Jun: CIRT received an e-mail response that the incident is in the process of being 

remediated . 

Ticket Numbec f J ____ ...... Location: --' 
Date and Time Ticket Created: 06/01/2009 1503 GMT Affected Bureau: DOM 

Event Description 
US-CERT notified CIRT about suspicious traffic. 

Final Action 
9 Jun: GIRT received confirmation from the ISSO that the e-mail was located and 

removed from the workstation. An antivirus scan did not detect any further threats. 

Status History 
2 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened , 
CIRT requested that the ISSO remove the workstation from the network and await further 
instructions. 

3 Jun: CIRT received confirmation from IT Service Center that the event is in the process of 
being examined . 

4 Jun: CIRT requested a status update from the IT Service Center via e-mail. 
5 Jun: CIRT requested a status update from the IT Service Center via e-mail. 
8 Jun: CIRT requested the assistance of the CISO in obtaining a status update. 

---
Ticket Numb~t: ~ Location: ' 

..'.; --· .. -- ·----------- ----·-··· 

Date and Time Ticket Created: 06/05/2009 1213 GMT Affected Bureau: NEA 

Event Description 
CIRT detected aDoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Final Action 
9 Jun: GIRT received confirmat.iolilef4'om the li)SO.that.n<i lliaLi•ious. fiiCil~ .veliQ found on 

• • • • • • • • ••• • • • • •• 
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the workstation and that it is fully patched with ilJI.th~ latest pqtch~ • • • ••• . . . . . . . . . . . . : :·· 
: : :· : . : :.: ·. ·. : :· ... 

Status History • • • • • • • • • • • • • • • • • : : •• 
5 Jun: GIRT sent an initial request to the ISSO, requesting that the workstation be searched 

for the executable and any possible malware. GIRT also requested that the ISSO perform 
an antivirus scan and verify that the workstation has all of the latest patches from IRM 
Patch Management. 

6 Jun: GIRT received updated ISSO contact information and resent the initial notification to 
the correct contact. 

8 Jun: GIRT received an update from the ISSO that remediation actions have been 
completed , but that he is still in the process of determining if the workstation contains all of 
the latest patches. The ISSO will follow up with those details once they become available. 

US-CERT-,Category: CAT, 3 (MaliciQus' Code) 
Event Type Confirmed: Virus/Worm on an internal machine · 

) 
.. ·-

Location:! 
----~, 

Ticket Number: __ J .-· 

Date and Time Ticket Created: 05/27/2009 1615 GMT Affected Bureau: DOM 

Event Description 
GIRT was notified by US-CERT of spear phishing e-mail attempts, containing a PDF 
attachment, which target DoS personnel. 

Final Action 
9 Jun: CIRT received confirmation from the ISSO that thee-mails in question were 

located and deleted. A search of the computer confirmed no malicious files were 
found and an antivirus scan detected no threats. 

Status History 
28 May: GIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was opened , GIRT requested that the ISSO re-image the operating system . 

29 May: GIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: CIRT received· an update from the ISSO that this event is in the process of being 

researched and remediated . 
2 Jun: GIRT requested a status update from the IT Service Center via e-mail. 
3 Jun: GIRT contacted the IT Service Center via phone and was informed that the ISSO is 

still examining this event. 
4 Jun: GIRT received an update from the IT Service Center that the ticket is still in the 

remediation process. 
5 Jun: The IT Service Center reported that the ticket is still being examined . 
8 Jun: GIRT requested a status update from the ISSO via e-mail. 

~ Ticket Number:[~ Locatior 
'--..,l_ -----

Date and Time Ticket Created: 0_!11pl'~l20~ 191~ iJMf • ••• .Aneoteu Bureau• DQ~ • • •• • • • • •• 
• • • • • • • • • • •• ••• • ••• • •• •• • 

• • • • • • 
• • • • • • • • ••• •• 

~ 

---

-,, 
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Event Description • • • • • • • • • • • • • ••• • ••• 
CIRT was notified by US-CERT of spear phis~ irtJ e.ma~ cttt~pt~ ¢rlt~inir'!Q a ;>CF. • • • •• • • attachment, which target DoS personnel. :. • :. • •. • :. • : • : •• • •• • : : • ••• 

Final Action 
9 Jun: GIRT received confirmation from the ISSO that the suspicious PDF was not 

found on the user's workstation. 

Status History 
28 May: CIRT requested that the IT Service Center direct the ISSO to determine if the user 

had received the suspicious message and if the message had been opened or deleted. If 
the message was opened, CIRT requested that the ISSO re-image the operating system. 

29 May: CIRT requested a status update from the IT Service Center via e-mail and phone. 
1 Jun: CIRT received an update from IT Service Center that remediation actions have taken 

place. CIRT requested that the IT Service Center provide further details regarding the 
remediation actions taken. 

2 Jun: CIRT sent a request to the IT Service Center that further remediation actions 
addressed in the initial request need to be taken for this incident. 

3 Jun: CIRT called the ISSO to confirm that the incident is still in the process of being 
remediated . 

4 Jun: The ISSO informed CIRT that he is in the process of contacting the user to remediate 
the incident. The ISSO will contact CIRT with any updates. 

5 Jun: CIRT requested a status update from the IT Service Center 
8 Jun: CIRT requested the assistance of the CISO in obtaining a status update. 

-- ---
Ticket Number: Location: 

" --- -----··-- .. 

Date and Time Ticket Created: 06/05/2009 1241 GMT Affected Bureau: AF 

Event Description 
CIRT detected a DoS workstation communicating with a suspicious website and possibly 
downloading a malicious file. 

Final Action 
c--\~as not found on the workstation. The workstation has 9 Jun: The file( 

been removt:u uvm me network and an antivirus .scan will be performed prior to 
reconnection. 

Status History 
5 Jun: CIRT requested that the ISSO perform an antivirus scan and verify that the 

workstation has all of the latest patches from IRM Patch Management. 
8 Jun: CIRT requested a status update from the ISSO via e-mail. 

.-· =- ~ 

Ticket Number: 
"\ 

Location: l -· ~ ·- ,.;;, - -
Date and Time Ticket Created: 06/04/2009 1206 GMT Affected Bureau: DOM 

Event Description 
CIRT detected a DoS workstatiQt;~ CNQil\Lmic•ti~g wiih a.lllaliciou.s.webi;ite.alld ~sibly 

• • • • • i • • ••• • • • • • 
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downloading a malicious executable. •• • •• • • • •• • • • ••• ••• • • • • • • • • • • • • . . 
: : :· . • • • • • • •• • •• 

Final Action • • • • •• • • • • • • •• • •• • • •• • • • • •• • • • •• 
9 Jun: CIRT received confirmation from the ISSO that no malicious files were detected 

on the workstation. An antivirus scan was performed and no threats were detected. 

Status History 
4 Jun: CIRT requested that the ISSO search for specific files and reimage the workstation if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and verify 
that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

5 Jun: The ticket was forwarded to the Mobile Computing Team. 
8 Jun: CIRT requested the assistance of the CISO in obtaining a status update . 

•• ••• • • • •• • • • • ••• • ••• • • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •• • •• • ••• • •• •• • • • ••• •• 
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Appendix B - Compliance & Vu/nftr.ab.i.ljtv. S£annJna ~tf!Ji~tj(j~. 
) J, ~-

• •• .;-~ f..,., 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities : 

Total High Vulnerabilities: 

8,513 

508,558 

TOP 10 CRITICAL VULNERABILITIES 
', '<'' 

Vulnerability 
"' "' 

">" _:_J,_,_,_, ,_ .. q, _., .. ,_ ..-., ' 

. -- - -

. .. 

TOP 10 HIGH VULNERABILITIES 

Vulnerabilitv 

•• ••• • • • • • • • •• • 

. 

• • •• 

• • • • • • • • • • • • • • •• li 

• • •• • • • • • • • •• • •• • • • • • ••••• • • • • • • ••• • • • • • •• ••• • ••• • • •• •• • • • 

{' :;,; <( CVSS ' 

' " '~"' <" 
3~'~;{,; < ,',,< c "" ' '''""""' ' score " ,t c~4:pt . 

\' 10.00 1185 

i 10.00 1168 

f 10.00 1027 

10.00 803 

10.00 528 

10.00 470 

10.00 364 

10.00 334 

10.00 238 

10.00 217 

.,,.. , ,.~ 

cvss 
Count 

• Score 
9.30 25839 

7.00 25129 

\ 
9.30 23502 

9.30 23437 

•\ 
' \ 9.30 23225 

9.30 17466 
I 
\ 9.30 12727 
'I 
.r 
'I 9.30 12656 

9.30 8023 
• •• •• • • • •• . .. ~ •• i~i) • • • • •• • • 7966 • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • : ... ) .: .. : .,.. 
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•• • •• • • • • • • 
• • • • • • • 

• • • • • • •• TOP 10 MOST COMMON VULNERABILifLI!S:: • • ••• • • 

TOP 10 COMPLIANCE FAILURES 

1 .. 
........ Configuration Setting 

-'"'' 

•• ••• • • • •• •• • • • •• • • • • • • • • ••• • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 
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/ 

'S -1 ~ 
•• • • • ••• • • •• •• • • • • • • • • • • • •• • •• • • • • • • • • • • •• • • • • • • •• •• 

0 ,~ 
5.10 23700 

9.30 23502 

9.30 23437 

9.30 23225 
9.30 17466 
9.30 12727 

j 9.30 12656 

I 9.30 8023 
• 

_Count · 

I 63824 
'. 62346 

62344 

' 61003 
60767 

I 60763 
I 54174 
: 52486 
i 44253 t 
I 32579 

'r>:/ 

• • •• • • • • • • • • • • • • • • • • ••• •• 
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•• ••• • • • •• • •• • • • • • • • • • • • • ••••• • • • • 
Appendix c- DoS Cyber Conditioh.t<iv.PerCiloJ:l.ev:els: • : 

••• • •• • • 
• •• • • • • • • • ••••• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive i1~(ormation in the enterprise is 

at risk ISC. 

• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive it~formation in the ente1prise is 
at moderate risk 

•• ••• • • • •• • ••• • • • • • • • • ••• • • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 
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• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

••• • • • • • • • • • • • 

••• •• • • • • ••• • • • ••• •• 
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• Increased risk 
• Limited malicious activity :• • :•• • • •• 

• • • • • • 
• • •· • 

• •• • • • • • • ••• • 
• • • ••• • ••• • • • • • • • • • • • •• • •• • • • • • • • • • • Intelligence indicates genera~e~tS. ••• • • •• •• • • • ••• • • 

ELEVATED 
Moderate cyber attacks 

are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

• Specific incidents reported and under 
review 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the ente1prise is 
at some risk o ·com 1romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potentia/malicious activity within the 

ente1prise may he handled thorough 
routine channels and procellures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
imp a ired 

• Sensitive il~formation in the enteqJrise is 
at slight risk of compromise. 

• EYisting countermeasures are likely to be 
adeluate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automatell response is sufficient to 

counter potentia/malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise . 

•• ••• • • • •• •• • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• 
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• Ensure protective measures 
implemented 

• Increase backups, audits, etc . 

• Verify response action plans & staff 
ready 

• Document changes in cyber security 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

••• • • •• •• • • • • • • • • •• • • • • • • • • • • •• • •• 
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Appendix D - Intranet Web Links q{ In.(~reft . 
• • • • 

Within the Office of Computer Securbr• 

• Awareness 

• •• • ••• 
• • • • • • 

• • • ••• 

• • • • • ••• • • 

Periodic Update: http ://cs.ds.state.gov/ETP A/ETPA 03.cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http: //cs.ds.state.gov/CIRT/ClRT OS.cfm 

• Cyber Threat Analysis Division (CTAD) 

•• • • • •• 

Daily Read File: http ://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http ://enm.inn.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http://enm.inn.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http://sysintegweb.inn.state.gov/si/ AntiVirus.html 

•• • • • •• 

• ••• • • • •• • • • • 

• ••• • • • •• • • • ••• 

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief. 
If you have feedback for the CSB, please send it to CIR..J@statewv 

•••••• • • • • • • • •• • • • • •••••• 

• • •• • • • •• • • • • • ••• • •• 

• ••• • • •• • • • ••• •• • 

••• • • • • • • • • • • • 

••• •• • • • • ••• • • • ••• •• 

• • • • • • • • • • 
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Current DoS Cyber 
Threat Condition 

Sensitive But Unclassified 

Cyber Se~~rJty .Brte!. 
United State~D;part81eflt of ~tate • • • •• • •• • • 

Bureau of~~ow~~c ~ecu~t)! • • • 
as ofJune 15, 2009-1400 EST 

June 16, 2009 

•• • • • • • • • • • •• •• • • 

Decreased from last 
reported condition 

Nuisance cyber attack activity is present 

Executive Summary 

1. GIRT 
• CIRT is awaiting the ISSOs' responses and remediation confirmations on the 

spear-phishing attack notifications . 
2. CT AD Daily Read File 

• (SBU) Oman Attempts to Improve Cyber Awareness and CND Capabilities 
3. Classified spillage incident reported to GIRT 

• SCI information sent via e-mail 
4. Personally identifiable information loss reported 

• Three passport applications missing 
• One DoS laptop reported missing 

Geographic Distribution of Computer Incident Response Team (GIRT) Events 
4 

Legend: 8
] event 8 2 events • 3+ events 

•• ••• • ••• • • •• • • • • • ••• •• • • • • • • ••• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• • • • ••• • ••• •• 
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Open GIRT Events: 39 •• ••• • • •• • •• •• • • • • •• •• • • • • • • CJeseg-c~r Ev~n~::32 • : • • • • •• • • • • • • • • • • • • • • • •• • • • • • • •• ••• • • • •• • • • • • •• • • •• •• 

GIRT Events b'f. US-CERT Category GIRT Events b'f. Bureau 

EfJ Malicious Code 
r-------r-··, __ · ~ 1 

r--------'9 
EUR 15 
t·lE.6, c=J 4 

2C.::.. ] 1 

[] lr,o..tes t!gctior. '•/<,'HI'. ?_~ ............... -.......................................... L. ..... , .... , ................. o 

0 10 20 30 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 250 

200 

.~ 150 
!./) 

'¢ 
a; 1 00 
~ 

:Z 50 

0 

A+ A B c D 

Grade 

Computer Incident Response Team (GIRT) 
• CIRT detected a large s~ar phLshing campaign targeting DoS employees, both 

stateside and abroad . ( .·~ :•• ••• :•• :.: ••. ••. : : : :•• :•. 
• • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• • ••••••••••• 

F 
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•••••• • • • • • • • •• • • • • •• ••• • 
Personally identifiable information (PII) loss reported 

••• • •• • • • •• • • • • • • • •• 

• • • • • • • • • • ••• • ••• 

,.;r!""" 

£
~ 

• • ••• • • • • • • • • • • • • ••• • ••• 

• Three passport applications mailed from a postal acceptance facil ity in the Boston 
Passport Agency region to the Lindbergh Postal Distribution Center (Philadelphia , PA) 
cannot be located at this time. This event was referred to US-CERT and the Privacy 
Team. -. ·~·"··=,~--r · -.- ... ~IQ...,..,QC &JiSLWI$h¢ 

• One DQSJaptop.is missing./ 
~(1':;;1\'.t!''·~-~-f<l ':#~ - -

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• One report that a DoS user in Washington sent an e-mail containing SCI information. 

This event was referred to APD. 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix B for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (SBU) Oman Attempts to Improve Cyber Awareness and CND 
(Computer Network Defense) Capabilities 

(SBU) Key Highlights: 
• eOman represents a sweeping effort to modernize the nation 's IT knowledge and 

programs 
• The IT A is being reorganized to support government and private sector networks 
• Oman's National CERT is seeking to develop computer and network forensics 

capabilities 
• Efforts include extensive computer training and cyber awareness campaigns for all 

citizens 

(SBU) Source Paragraph: "Oman's Information Technology Authority (ITA) was established 
under the Ministry of National Economy in 2006. On approximately 23 May 2009, IT A was 
restructured in accordance with Oman's new digital strategy, dubbed eOman." 

•• • • • • • • •• 

Source: DIA Cable, fiR 6874 0152 09, "Oman Modernizes to Defend Against Cyber Crimes and Computer and Network 
Intrusions and Attack (U/IFOUO), " 02 June 2009 

•• ••• • • • • • • • • •• • • • • • • •• ••• • 

••• • • • • 

•••• ••• • • • • • • • • •• 
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•• ••• • ••• • •• • • • • • • • • • •• •• • • • • • • • • ...... . . 
Telewall Activity from 06/06/2009 to 06/13/2009 

Calls Logged 
Calls Blocked 
911 Email Alerts 

• 
•• • • • • • • • • • ••• 

254,793 
0 

14 
4 Reports Run for External Customers 

Notable Events: 
• None 

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time) 

• • • • • • . . 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 700,322 
Month to date -June: 12,925,199 
Year to date for 2009: 262,716,296 

Cyber Security News Headlines 

Previous day:28 
Month to date - June:3,044 
Year to date for 2009: 23,159 

Homeland Security Keeps Cybersecurity Role [Source: fcw.com] 
Feds Push Cybersecurity [Source: pcworld.com] 

• 

•• ••• • ••• • • •• •• • • • ••• • • • • • • • • • •• • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • •• ••• • • • •• •• • ••• • • •• • • 

• •• • • • •• • • •• 

• • • 
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•• ••• • • • • • • • • •• 
••• • •• •• • • • • • • • •• • • • • • 

Appendix A -GIRT Event Sum~ri~s: • • • • ••• • • •• • ••• 

• • ••• • • • • • • • • • • • ••• • • • • • • ••• • ••• •• 

Legend: 

Ticket 
NL 

Cyber Security B 

,/~Open -Events: 39. ·. ,\ ··· ·A I ~_I ___ C_lo_s_e_d_E_v_en_t_s:_3_2 __ ____j 

CIRT detected a Iaroe number of e-mail mP.ssrlnP.s 

j 
-

Date 
t-\VVdlliii!:J 

Post is Date 
_ocation Bureau 

Op~ned 
Post 

Reme?iating Closed 
Response ~ 

I . 

: 

.. 
' l f WHA/US 06-12-09 

I WHA/US 06-12-09 Yes 
WHA/US 06-12-09 
WHA/US 06-12-09 Yes 

r WHA/US 06-12-09 
WHA/US 06-12-09 Yes 

' WHA/US 06-12-09 
WHA/US 06-12-09 Yes 

' WHA/US 06-12-09 Yes 

' WHA/US 06-12-09 Yes 
AF 06-12-09 

I 
EUR 06-12-09 Yes ' 
EAP 06-12-09 Yes 
EUR 06-12-09 
EUR 06-12-09 Yes 
EAP 06-12-09 Yes 
EUR 06-12-09 Yes 
EUR 06-12-09 Yes 
EUR 06-12-09 
EUR 06-12-09 

£ EAP 06-12-09 
; • EUR 06-12-09 Yes 
!. ! AF. • 0~.1~-0~ • . Yes •• . ..... 
,.: . : :. • • • • •• • • • • • • • • • • • • • • • •• • •• • • • • • • • • •• ••• • • • • • • • • • • • • • •• • ••••••••••• 

6-15 

6-15 

6-15 

6-15 

6-15 

6-15 

6-15 
6-15 
6-15 
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Ticket I Date 
Awaiting 

Post is Date 
Nu;Qt - - Location Bureau • • :ot:>~Eii • •• Put •• Jt~Q'ledi~tilil~ . ·t~scrct ··- -<~~ • • • •• :R~sp~nse . • • • • •• • • 

~ 
\ AF · ~&-~~-~9 • • •• • • • ••• • • · '-15o. 

'\ EUR 06-12-09 6-15 
' EAP 

~ 
06-12-09 6-15 

~ EUR 06-12-09 6-15 
I AF l 06-12-09 Yes 
~ ' 

' AF 06-12-09 Yes 
r-

SCA 06-12-09 Yes -
EUR 06-12-09 Yes -

AF 06-12-09 Yes -
EUR 06-12-09 6-15 -
AF 06-12-09 6-15 -

WHA 06-12-09 Yes 
-

AF 06-12-09 Yes -
I-

NEA 06-12-09 Yes 
AF 06-12-09 Yes 

I-

I-
AF 06-12-09 6-15 
AF 06-12-09 Yes 

I-
AF 06-12-09 6-15 

I-
EUR 06-12-09 6~15 

AF 06-12-09 6-15 
AF 06-12-09 Yes 

J EAP 
If 06-12-09 6-15 

AF 06-12-09 Yes 
AF 06-12-09 6-15 

I AF 
06-12-09 6-15 

I \ 
\ AF 06-12-09 Yes -

AF 06-12-09 Yes 
-

AF 06-12-09 Yes -
\ EAP 06-12-09 6-15 

-
l EAP 06-12-09 6-15 I 

-
' EUR 06-12-09 Yes 

l= 
I 

NEA 06-12-09 Yes 
i NEA 06-12-09 Yes 
I-

lt AF 06-12-09 6-15 
I-

!I 6-15 AF 06-12-09 r 
~ EUR 06-12-09 6-15 'l ---- -- __, -..... ·~·-

•• • •• • ••• • • •• •• • • • • •• •• • • • • • • ••• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • ' •• ••• • • • •• • • • ••• • • •• •• 
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-

Ticket Number· Location· 
·--.......__ 

_) 
\ . 

Date and Time Ticket Created: 06/12/2009 0424 GMT Affected Bureau: EAP 

Event Description ___ _ _ -_:r.o.., ...... ,. ....... ........ ""'-'~-"-~ .:;.-.;..~--

ClfiT9e!~cted an exposure to malicious code ~ 

f--

Current Status 
15 Jun: The ISSO reported that the user is traveling this week and therefore he is 

unable to check the user's mailbox. 

Status History 
12.Jun: CIRI.re_quested that th~_lS~_Q_~~C)rchJor malicious files and yerify_!.h_.?.t the installed 

~--·--· f- ·,. 
Je. ·. 

,-1 . ! 

Ticket Number: ~ : Location: 
'-- ,._ .. ;t, 

-

Date and Time Ticket Created: 06/11/2009 1301 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by CTAD regarding malicious e-mail attachments that have been sent to 
DoS users. 

Current Status 
15 Jun: The GIRT requested an update from the ISSO via e-mail. 

Status History 
11 Jun: CIRT requested that the ISSO determine if the suspicious e-m ails had been 

. d~l!~~:~_d tQ l~-~.,.!JJ~UJ~9l<.~.§..lll1b~ fE~~jgients in question. If found, CIRI.J.e.Quested that the\. ... •· - .. 

/ ) .,._ .. ~ 
~---~~·~"~._...~,.. ...... ,:y,, 

• ~r 

1'2-:Juri: CIRI was not1t1ed oy the IT Service Center that two of the four recipients are 
currently out of the office. One of the recipients reported that he did not receive the e-mail 
message . 

•• ••• • ••• • • •• • • • • • • •• •• • • • • • • • •• • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • •• • •• • • • •• •• • • •• • • •• •• 
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-/ -
Ticket Number: Location:; -~'> 

"'-~ -- - -- < -
Date and Time Ticket Created: 06/13/2009 0759 GMT Affected Bureau: DOM 

Event Description 
CIRT detected a malicious PDF . being directed at a DoS workstation_ 

Current Status 
15 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
13 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system_ 

- -
Ticket Number: Location: . 

"---- -
Date and Time Ticket Created: 06/13/2009 0950 GMT Affected Bureau: DOM 

Event Description 
CIRT detected a malicious PDFr i~ being directed at a DoS workstation . 

Current Status 
15 Jun: The ISSO is examining this event and will update GIRT once completed. 

Status History 
13 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted . If the message was opened, 
CIRT requested that the ISSO re-image the operating system _ 

- ' 
Ticket Number: Location. 

'-.._ -. 

Date and Time Ticket Created: 06/15/2009 1134 GMT Affected Bureau: EUR 
• 

Event Description 
CIRT detected a malicious executable file directed at aDoS workstation_ 

Current Status 
15 Jun: GIRT requested that the ISSOt search for specific files and remove the files if •• ••• • • •• •• • • ••• • ••• •• 

Cyber SeCL!rity Brief 

• • •• • •• • • • • • 
I • • • • • • • • • -·· ... . ... . .. .. . 

as ofl2/3/2009 - 1400 EST 

• • • ••• • • • • • • • • ••• •• 
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·~ ......... . 
they are found. CIRT also requested ~4at ~ IS&O Plerf~ <vHmtiVIrl!ls<Scart attp : 

_t • Jt ' • .. • • •• 
verify that the workstation is up-to-dcw.eWKill alr ot t~e lat~t p~khe~ fpoftl IR~ rii,dl. 

• • • • • • • • • • Management. • • • • • • • • • • • 

Status History 
N/A- New Event 

--· -
~ 

Ticket Numb;.:~ Location: ' c -
' ·---· -- --- --·- -~- .. ·-----.....-

-~ ..-~~--·-

Date and Time Ticket Created: 06/15/2009 1308 GMT Affected Bureau: WHA 

Event Description 
One DoS laptop containing Pll is missing. 

Current Status 
15 Jun: This Pll event has been forwarded to US-CERT and the Privacy Team. CIRT is 

awaiting confirmation from both groups that the Pll incident report has been 
received. 

Status History 
N/A- New Event 

- -----, 

--Ticket Number: Location· ~-~ ·-..; 

..df - .. 
\!'... 

Date and Time Ticket Created: 06/12/2009 0948 GMT Affected Bureau: EUR 

Event Description 
CIRT was notified of unauthorized software being installed onto DoS workstations . 

Current Status 
15 Jun: CIRT requested an update from the ISSO via e-mail. 

Status History 
12 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management 

•• ••• • • • • • •• • • • •• • • •• • • • • • • • • • • • •• • • • • • • • • •• • •• • • • • • • • • • • • 
' • • • • • • • • • • • • • • • - .. ••• • ••• • • • •• • • • • •• •• 

Cyber Security Brief as of 12/3/2009 - 1400 EST Page 9 of 17 

Sensitive But Unclassified 



Sensitive But Unclassified 

•• ••• • • • • • • • 
• • • •• •• • 

. . US-CERIGategoryi CAt .;. (~eTic~ e~~~j. . ... 
Event Type confirm~.fi: ' Emai l - Mali9ioOs Payload(~ode, Attachment, Link) 

'-··~- ·,. 

• ••• • • ••• 
•• • • •• • 

CIRT detected_il_ @c~(llber of e-mail messages,.....____ 
\ 

,__.-J 

Ticket Date , -··-·-· ·• :::J Post 1s uate 
Number 

Location 
Opened 

Post 
Remediating Closed 

Response 
12864 SA-44 June 04 June 14 

US-CERJCategory: CAT'3 (Malicious Code) 
Event Type Confirmed: Virus/Worm on internal. machine . -

---- I 
Ticket Number: ' Location: 

Date and Time Ticket Created: 06/10/2009 1335 GMT Affected Bureau: WHA 

Event Description 
CIRT detected aDoS workstation communicating with a suspicious website and possibly 
downloading a malicious .exe file . 

Final Action 
15 Jun: The ISSO confirmed that the workstation has been removed from the network 

and re-imaged. 

Status History 
10 Jun: The ISSO reported that he will examine the workstation and inform CIRT of the 

results. 
11 Jun: CIRT requested a status update from the ISSO via e-mail. 
12 Jun: CIRT requested that the ISSO disconnect the workstation from the network and 

reimage the operating system. 
14 Jun: CIRT requested a status update from the ISSO via e-mail. 

•• ••• • • • •• • • • • • •• • ••• •• • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • • •• • •• •• • • • ••• •• 
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-... 

Ticket Number: l •• • • • •• • •••••• 
••• • • Lo~~'ion · • • • • • • • •• : .. : :· ) : : 

' • • • . . . ~: :· 
v 

.. ~.,__~- -"' . . . . . 
Date and Time Ticket Created: 06/12/2009 00'59 ~MT • ' 

··: .. .. . . . 
•.&.tfected Bureau: DOM 

Event Description 
CIRT detected the download of a malicious executable to a DoS workstation . 

Final Action 
15 Jun: The ISSO reported that none of the files described were found . A virus scan 

showed no trace of malicious activity. The patches are up-to-date. 

Status History 
12 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found .· CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to~date with all of the latest patches from IRM Patch Management. 

14 Jun: CIRT requested a status update from the ISSO via e-mail. 

; US-C~RT Category:CAT6 (lnv,es~igation) st; 
Event Type Confirmed: Information ·security Issue (violation or infraction) 

-

Ticket Number: ;. Location: · -- !., 
v 

.,_ 
Date and Time Ticket Created: 06/15/2009 0712 GMT Affected Bureau: DOM 

Event Description 
A DoS Bureau reported a possible classified spillage. 

Final Action 
15 Jun: This event was referred to APD. 

Status History 
N/A- New Event 

Ticket Number: · ~ 'I 
Location .' 

--·- -·- · ~ . . ~. ' 

Date and Time Ticket Created: 06/15/2009 1225 GMT Affected Bureau: DOM 

Event Description 
Personally Identifiable Information (PII) may have been breached or disclosed to 
unauthorized third parties . 

•• ••• • • • •• •• • • ••• • ••• • • • • • • • • • • • •• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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. . . . . . .. 
Fmal Act1on • • • • • •. : • • • • : 

••• • ••• :· . • • • •• • •• • • . ,.. i . & • • 
15 Jun: This event has been referred toet.JI!l- tR{ CV~cl the~r111vacy T~<!m: 

• • • ••• • • •• • 
• • • • • 
• • ••• • • 

Status History 
N/A- New Event 

Cyber Security Brief 

•• ••• • • • • • • • • •• • • • • •••••• 

• • •• • • • •• • • • • • ••• • •• 

•• • • • • •• • • • • • • • • • 

• •• • • • • 
as of 1213/2009- 1400 EST 

• • • • • • • 
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. . .. . .. :·· : :·· ...... ·. . . . . . : ..... 
: : :. . . :.: ·. ·. . . : : .. 

•• • • • • • • •• Appendix B - Compliance & VWitf!r.altiiTt.Y.Soanrrin(f Sfafist1cs 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities : 

Total High Vulnerabilities : 

8,422 

498,550 

TOP 10 CRITICAL VULNERABILITIES 

t.jp . ..,_··,E-'''•,;i:•:#~:~;fr;;,"'::· -!•'::::··-~~··:·"':::'<'-:f· '~:\;t?f:i!''~.~~:::·""~·· ' :::::'~"~· 8:_•V2f, )J~<!:=•~""~eJ:~a:::__,.b:._·jJ:5_tt~y~~''''~·::z:'. ::::·z. :::·· -=·::::""___:::::::::::::::~~~--"A*_f,:~=-~=-=· ;""'rS-=-e -t-"-' r<C:_o_u_n_t--1 

r 

f 
\,; ·-·~- -1•- , ___ , .. ; .• ,.. c·-~·~J 

TOP 10 HIGH VULNERABILITIES 

Cyber Security Brief 

•• ••• • • • • • • • • •• • • • • •••••• 

• • •• • • • • •• • • 
•• 
• 

• • ••• • • • • • • • • ••• • •• •• • 

••• • • • • • • • • • • • 
as qf 12/312009 -1400 EST 
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l 

I 
t 
\ 

• il 

i 
l 
I 
I 
' . 
)jf 

• •• . : • •' •• ·-• • • ••• •• 

10.00 1182 

10.00 1163 

10.00 1005 

10.00 800 

10.00 543 

10.00 490 

10.00 371 

10.00 360 

10.00 243 

10.00 217 

cvss Count 
Score 
9.30 26335 

7.00 25683 

9.30 24035 

9.30 23987 

9.30 23779 

9.30 16627 

9.30 12744 

9.30 -t- 12733 

9.30 7806 
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QuickTime < 7.2 Security Update (Windows) 
• • • • • • •• 

TOP 10 MOST COMMON VULNERABILITIES 

·' 
~· 

Vulnerability __ 

TOP 10 COMPLIANCE FAILURES 

Configuration Setting 

. 

• • ••• 

a· 

--~····-·- . ,...__,.._....._... .... -· . ...... ~, . ~:----........ --...-~---. ..:: 

•• ••• • • • •• •• • • ••• • • • • • • • • • • •• • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • •• ••• • • •• • •• •• • • • 
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t * 

• •• • • • • • •• 

• • •• • • 
• • 

cvss 
Score 
9.30 
7.00 
9.30 

\ 9.30 

\ 9.30 

5.10 

9.30 
) 9.30 
,. 9.30 

9.30 

d 

. -"·""'-"ot-, 

! 

\ 

: 
·' -~ 

' 

• • • • • • • • • • 

Count 
·> 

26335 
25683 
24035 

23987 

23779 

23611 

16627 
12744 
12733 
7806 

· Count 

63848 
61204 
60870 
60869 
54313 
52366 
44313 
34906 
34904 
32491 
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. . .. . .. :·· ...... ·. . . . . ·. : .. •••••• • • • • • •• • • 
• • • • • • • •• 

Appendix c- DoS Cyber Cond;pan.@J:Je,-GanJ•Lf!~~rs • 
• • • • •••••• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at risk 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to altemative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk 

•• ••• • • • •• •• • • • •• • • • • • • • • • •• • • • •• • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 
• 
• 
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• 

• 

• Disconnection of Internet 
connectivity 

• 
• 

• 
• 

• 

• 

• • • 

Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

• •• • • • • • •• • • • • • ••• •• 
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• Increased risk •.. • • • •• • • ••• • 
• •• •• • • • • • • • • • • • • • •• • • • • • • • • • • • • • • Limited malicious activ~y: :. : • : 

• Intelligence indicates g~~~r;~tilr~•!s :. • 
• ••• • • • •• • • •• • • 

ELEVATED 
Moderate cyber attacks 

are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

• Specific incidents reported and under 
review 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Neh110rk infrastructure throughput is 
noticeably diminished. 

• Common nehvork services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o ·com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• NehwJrk i1~{rastructure throughput is 
11 or m a/. 

• Common nel!vork services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
adet uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automatetf re:,ponse is sufficient to 

counter potentia/malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common nel!vork services are not 
impaired 

• Sensitive il~formation in the ente1prise is 
at slight risk of compromise . 

•• ••• • • • •• • • • • • •• • • • • • • • • ••• • • • • • • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • 
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• •• 
• Ensure protective measures 

implemented 
• Increase backups, audits, etc. 
• Verify response action plans & staff 

ready 
• Document changes in cyber security 

posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

••• • • • • • • • •• • • • • • • • •• •• 
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Appendix D - Intranet Web Links of ln{ecest•. 
I • • I • • • . . .. : . . . .. 
• • • • ••••• Within the Office of Computer S~t:m"iti 

• Awareness 

•• • • • •• 

Periodic Update: http ://cs.ds.state.gov/ETP A/ETPA 03.cfm 

• Computer Incident Response Team (CJRT) 
Periodic Update: http: //cs.ds.state.gov/CIRT/CIRT 08 .cfm 

• Cyber Threat Analysis Division (CTAD) 

•• • • • •• 

Daily Read File: http: //source.ds .state.sgov.gov (ClassNet) 
Tactical Awareness: http: //cs.ds.state.gov/CT AD/CT AD 07 .din 

• The Office of Computer Security 
Periodic Update : http ://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update : http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Prog.-am 
Periodic Update: l.illp://csip.ds.state. gov 

• Enterprise Network Management 
Periodic Update: http: //enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: l.illp: /!ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http: //enm.irm.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http :/ /sys integweb. irm.state. gov/si/ AntiVirus.html 

. .... 
• • • •• • • • • 

• ••• • • • •• • • • ••• 

•• • • • • • • • • 

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief. 
If you have feedback for the CSB, please send it to CIRI@state. fW\~ 

Cyber Security Brief 

•• ••• • • • • • • • • • • • •• • • •• • • • • • • •••••••••• 

•• • ••• • • ••• • • • • • • •• •• •• • 

••• • • • • 

• • • • • • • 

as o/1213/2009- 1400 EST 
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• •• • •• • • •• 

•• • • • • • • •• 
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Cyber S~~~.~ityJ~r!e.( 
United State: J:l:pa~~t of:; t¢te • • 

Bureau of ~~J:to~ic:Secu:i~ • •• 
as of June 16, 2009- 1400 EST 

June 17, 2009 

•• • • • • • • • • • •• •• • • 

• • • • ••• 

Current DoS Cyber 
Threat Condition 

No change from last 
reported condition 

Nuisance cyber attack activity is present 

Executive Summary 

1. GIRT 
• CIRT is awaiting the ISSOs' responses and remediation confirmations on the 

remaining spear-phishing attack notification s_ 

2. CT AD Daily Read File 
• (Classified content) 

3. Personally identifiable information (PII) loss reported 
• One passport application missing 

Geographic Distribution of Computer Incident Response Team (GIRT) Events 

Legend: •1 event 

•• ••• • ••••• • • • • • • • •• • • •• • • • • • • • • • • • • •• ••• • • • 

•• •• • • • • • • •• •• 

• 2 events 

• • • ••• • • • • • •• • •• • • • • • ••• • ••• 
C>ber Security Brief as ofl 2!3l2009 -- 1400 EST 
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Open GIRT Events: 27 

GIRT Events by US-CERT Category 

fi!l lmproper Use 

w Investigation 

•• ••• • ••• • • • • • • • •• • •• • • • • • •• ••• • • 

• •• •• • • • ••• • • • • • • • • • • • • • • • • •• 
: tl~s~~t liv~nr~·1Q .: 

GIRT Events by Bureau 

0 5 10 

• • • • • • • • •• 

15 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 

Computer Incident Response Team (CIRIJ. 

250 

200 

150 
~ 

.t:: 

~1 00 
0 
a; 

~ 50 
= 

0 

A+ A B C D 
Grade 

F F-

• CIRT is awaiting the ISSOs' responses and remediation confirmations on the remaining 
spear-phishing attack notifications of e-mails with a malicious PDF attachment. Due to 
tile large number of tickets generated by this event, these tickets are presented in table 
format. :·. :•• .~. :•• :.: ••. ••. : : : :•• :•. 

• • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• • ••••••••••• 
Cyber Sec~trity Brief as of 1213/2009- j 400 EST 
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•• ••• • ••• • •• •• • • • ••• •• • • • • • • • • • • • • • • • • 
Personally identifiable information (PI I) loss r~p:>rt~ : •: : • • • • :. : : • : •: : : 

• One passport application mailed from ~p~~t-al ~cce~tcfnc~tacil'l~ if! ttJe•I-I'Iila~elp'tM •• 
Passport Agency region cannot be located at this time. This event was referred to US
CERT and the Privacy Team . 

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• Nothing substantial to report 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix B for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (Classified content- See CTAD Daily Read File on Class Net for details) 

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 1 ,002,128 Previous day:1 04 
Month to date -June: 13,927,327 
Year to date for 2009: 263,718,424 

Month to date - June:3, 148 
Year to date for 2009: 23,263 

Cyber Security News Headlines 

IG: DHS Intel Folks Need Cyber Education [Source: techinsider.nextgov.com] 

•• ••• • ••• • • •• •• • • • ••• •• • • • • • • ••• • • • • • • • • • • •• • • • • • • • •• • •• • • 
• • • • • • • • • • • • • • • • •• ••• • • • •• •• • ••• • ••• • • 
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•••••• • • • • • • • •• 
Appendix A -GIRT Event Sumhrl61'ids: 

Legend: 

Uate 

••• • •• •• • • • • • • • •• • • • • • • • • • ••• • • •• • ••• 

• · -· -·--·· ".:J 

' ""· 

• • • • • • • • • • ••• • 

1-'0St IS 

••• •• • • • • ••• • • • ••• •• 

uate 
-

[ 
Ticket j . 

. Numb~~~··.--·- ··~ Locat1on 
Bureau 

Opened 
Post 

Remediating Closed ... Response 

•• • •• • • • •••• • • • •• • •• 
L.-yutf ueCUI uy DrL~J 

• •• • • • • • • • • • • 

WHA/US 
WHA/US 
WHA/US 
WHA/US 
WHA/US 

! WHA/US 
' EAP 

EAP 

' EUR 
EAP 

; EUR 
EUR 

r EUR I 

AF 
AF 

l , 
AF 

SCA 
EUR 
AF 

WHA 

AF 
NEA 
AF 

i AF 
AF 

• :.:-'\fll•. 
• • • • • • • •• 

06-12-09 Yes 
06-12-09 Yes 
06-12-09 Yes 
06-12-09 Yes 
06-12-09 
06-12-09 
06-12-09 Yes 
06-12-09 Yes 
06-12-09 
06-12-09 Yes 
06-12-09 Yes 
06-12-09 
06-12-09 
06-12-09 Yes 

06-12-09 Yes 

06-12-09 
06-12-09 
06-12-09 Yes 
06-12-09 Yes 
06-12-09 Yes 

06-12-09 Yes 
06-12-09 Yes 
06-12-09 
06-12-09 
06-12-09 Yes 

• .Pft1 :-o9 : :··~ 
• • •• • •• • • • • • • • • • • ••••••••••• 

as of 1213/2009 - 1400 EST 
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6-16 
6-16 

6-16 

6-16 
6-16 

6-16 
6-16 

6-16 
6-16 
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;.;. ~ ~·_,} ~-~·· 

Ticket It • .!Jate ••• 
Awaiting 

Post is Date 
Location Bureau. • • ~st•• • • ft • 

· t~~s;d Number ~ q~:er:ed • : ~e,w~~· : Rz:lme~iatr~ 
~--~ .,.,..,..W'"'I!;.;.,.,i_;.l",,. ........ _ • •••• • . . 

I_)' AF • It M~l-09 • • 'f~s •• • • ••• • ••• • • 
{ AF 6-16 

06-12-09 
-

AF 06-12-09 Yes 
-

EUR 06-12-09 Yes 
-

t,, 
NEA 06-12-09 6-16 
NEA 06-12-09 Yes 

00 ::sc Tt nr ~ ... 
--~- ... _____ 

~ 

~~_....-~ -
' Ticket Numbe'r: 1· . , Location: . . .. -- .... - . 

\. - .. ··-- - ... 
--~-

Date and Time Ticket Created: 06/12/2009 0424 GMT Affected Bureau: EAP 

Event Description 
CIRT detected an exposure to malicious code. This event consisted of malicious( 
contained within a PDF document. -

Current Status 
16 Jun: The CIRT is awaiting a response from the ISSO. 

Status History 
1~ J~J.n:. CIRT rf)g_uested that t_hgiSSO search for malicious files and verifv that the installed 

"f. 
j 
l 

:"'r e· S'St:Frep.orte'tf'tl"iat 1he 'iJS'm'Ts raveling1h is week·crnd ·is-·u nable· to~ch·eck'his-·"'J f5 
mailbox. CIRT will follow up next week when the user returns. 

··-
Ticket Number: Location: -, 

'----.... ----- --. - _, _____ -- ---·--·-- - - .. 

Date and Time Ticket Created: 06/11/2009 1301 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by CTAD regarding malicious e-mail attachments that have been sent to 
DoS users. 

Current Status 
16 Jun: The ISSO informed CIRT that the e-mail has been deleted from the user's 

•• ••• • ••• 
• • •• • • • • • • • • •• ••• • • 

• • •• •• • • • ••• •• 
• • • • • •• • •• • • • • • • • • • • • • • •• • ••••••••••• 
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workstation; however, he is still in theopliGfieas of· remtwin!j•it tmm thEJ user's- • • • •• . ~ ~-- . . ..... . . . . . . . . . 
blackberry. GIRT is awaiting confirlllailor .... om t;.e M:>S GJ that the e-maiol ha4 b~ : • . . . . . . . . . . . ~· ., "' . 
fully removed from all devices. • • • • • • • • • • • • • • • • • • • • • • • 

Status History 
11 Jun: GIRT requested that the ISSO determine if the suspicious e-mails had been 

delivered to the mailboxes of the_r~giR,i~_Q!?,)n,..qu,e;;1io~~~<:}.f3_I.!:~~e§1~9 JIJaJ the 
e-mails be deleted, 

~~ I ""- . . ... . ~-
12 JUii"~"GTR I was'rYcitifieao'Y"fl'ie'PF' en7rel:!""'Cenfei=t1Tht two"'Bfff\~ourtBdpients-are- -

currently out of the office. One of the recipients reported that he did not receive the e-mail 
message. 

15 Jun: GIRT requested an update from the ISSO via e-mail. 

- - --
Ticket Numbe( Location:; 

\. . -~.-- . 
Date and Time Ticket Created: 06/16/2009 0831 GMT Affected Bureau: EUR 

Event Description 
GIRT detected a malicious code being directed to aDoS workstation in an attempt to 
download an executable file . . 

Current Status 
16 Jun: GIRT requested that the ISSO search for specific files and reimage the 

operating system if the files are found. 

Status History 
N/A- New Event 

' 
~ 

~ 

Ticket Number: f Location: ~ . ·---·· 
~~--.... . .. .. "" . -- ----· 

Date and Time Ticket Created: 06/12/2009 0948 GMT Affected Bureau: EUR 

l Event Description 
GIRT was notified of unauthorized software being installed onto DoS workstations. 

I 

J 

•• • •• • • • • • •• • • • •• • •• 
f );ber SecuriTy Brief 

• • • • • 

••• • • •• •• • • • ••• •• 
• • ••• • • • • • • • • 

• • • • • • •• • •• • • 
• • • • • • • • • • • • 

• • •• •• • ••• • ••• • • 
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Current Status • • • • • • • • • • • • • • 
16 Jun: GIRT requested a status updat4 fforn Ch4 ISSP ~ia {l!m<Ur. 

• • • • • • • • - . .. .. 
Status History 

• • • • • ••• • • 

• • • • • • • • • • ••• • 

••• •• • • • ·: : : 
••• •• 

12 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

15 Jun: CIRT requested a status update from the ISSO via e-mail. 

... --
) Ticket Number: ' Location: 

' . -
- - ·- --· ·- --~· ·-···· 

Date and Time Ticket Created: 06/16/2009 0951 GMT Affected Bureau: DOM 

Event Description 
CIRT detected <:~ DoS work_sl<!~Q!l communicating with a suspicious website and possibly 
downloading al 

Current Status 
16 Jun: GIRT requested that the ISSO search for specific files and remove the files if 

they are found. GIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

Ticket Number: Locatiom• 
··-- ·--·-- ·--. 

Date and Time Ticket Created: 06/16/2009 1345 GMT Affected Bureau: EUR 

Event Description 
CIRT detected aDoS workstation communicating with a suspicious website and downloading 
an executable file . 

Current Status 
16 Jur.: GIRT requested that the ISSO search for specific files and perform an antivirus 

scan. 

Status History 
N/A- New Event 

•• • •• • • • •••• • • • •• • •• 
Cyber Securi~v Brief 

• • • • • • • 

-

••• • • •• •• • • • ••• • • • • •• • • • • • • • • • • • • • • •• • •• • • • • • • • • • • • • • • • •• •• • ••• • ••• •• 
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___________ ,......! __ --:-_ __ _ 

Location :! Ticket Number: 

Date and Time Ticket Created: 06/13/2009 0759 GMT Affected Bureau: DOM 

Event Description 

•• • • .. ·-.. • • • 

CIRT detected a malicious PD( [being directed at a DoS workstation. 

Final Action 
16 Jun: The ISSO responded that the e-mail has been deleted and was not forwarded. 

Status History 
13 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted . If the message was opened, 
CIRT requested that the ISSO re-image the operating system. 

15 Jun: CIRT requested a status update from the ISSO via e-mail. 

Ticket Number: } Location: tf 

Date and Time Ticket Created: 06/13/2009 0950 GMT Affected Bureau: DOM 

Event Description ··-~~-· 

CIRT detected a malicious( ,eing directed at a DoS workstation . 

Final Action 
16 Jun: The ISSO responded that the e-mail has been deleted and was not forwarded. 

Status History 
13 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system . 

15 Jun: The ISSO is examining this issue and will update CIRT once completed . 

·· :i,_ .us~cr;:RTcategory:ce-1- 4 (lmpr6~kr Usage) /.;_,,; .. · · 
vent Type Confirmea: 'Unau~~ori~~.q~oftwareOqwnlo~:~<;Jed to a bos inachin 

-

Ticket Number: ' Location: F 
-~""'·--:· 

Date and Time Ticket Created: 06/15/2009 1134 GMT Affected Bureau: EUR 

Event Description 
CIRT detected a malicious executable file directed at aDoS workstation . 

•• • • • • • • 
••• • ••• • • •• •• • • • ••• •• 
• • • • ••• • • • • • • • • 
•• • • • • • • • •• • •• • • 
• • • • • • • • • • • • • • 
••• • • • •• •• • ••• • ••• •• •• 
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l 

FinaiAction _ ..... • u• 1• ··•'•~·-c:.:_,. .I t~-z:::;-
16 Jun: The ISSO reported that the use: rec~-#e~ a :•:-==;··· • ; • : • : • : : • ~ r (; . . _, _, . .... ,.,. - . . . . . . . . . . . . : r . . . . . . J:• • • • • • • • • • • • • • • • • 
! "<:, ----- ------~~-... -::.-~':'-''l'l'-,..~-· - ;il 

Status History 
15 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

US-Cf:RT Category: CAT 6 (lnve~tigation) 
, E- ~y _ ypeJ:;onfirm'ed:~Noniever:lt .:. 
~;:;< <;,;'• --- <"' , - + '9:' ; , ';:: .ci!f; ~~, ' '\''1/'>-~- ' "'' . : '" 

-
Ticket Number:·. Location 

~ ·-:::-. ~-
-~ -------

- ----
Date and Time Ticket Created: 06/15/2009 2119 GMT Affected Bureau: DOM 

Event Description 
ADoS employee contacted CIRT regarding the use of a, .1 her DoS 
workstation. 

Final Action 
16 Jun: No malicious activity was found. 

Status History 
N/A- New Event 

-
Ticket Number: , Location: 

·--~~ .. ~~! 
---~-- · 

Date and Time Ticket Created: 06/16/2009 1100 GMT Affected Bureau: DOM 

Event Description 
Personally Identifiable Information (PI I) may have been breached or disclosed to 
unauthorized third parties. 

Final Action 
16 Jun: This event has been referred to US-CERT and the Privacy Team. 

Status History 
N/A- New Event 

•• ••• • ••• • • •• •• ' • • ••• •• • • • • • • ••• • • • • • • • • 
• • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• •• • • •• • ••• • • 
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:·. :·· .·. : . .. • • • • 
•• 

• • •• • ••• 
Appendix B - Compliance & Vulnerability s=c;uiniri!!l Statisi;c;$-

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 8,314 

Total High Vulnerabi lities: 502,641 

TOP 10 CRITICAL VULNERABILITIES 

---·--..-..... - · - ~- ..... _,,,.. , ... ~ ............... _. ... , .. ~-· -- . ..-..-.-. •. - . .,..., . ~ - C4·~--~-. 

TOP 10 HIGH VULNERABILITIES 

10.00 373 

10.00 361 

10.00 243 

10.00 216 

• 

L. 
• ••• • • • . •~ 
•..:,;. .... / 
• • 

CVSS Count . 
Score 

•• ••• • • • •• •• • • • • • • • . • • • •• • • •• • •• • • • • • • • • • • • • • • • ~ .. ... . ... . .. .. . 
• •• • ••• • • • • • • • • • • • ••• • • • • • • • • ••• •• 
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' 9.30 26537 
' 7.00 25867 

9.30 24339 

9.30 24291 

9.30 24084 

9.30 16625 
~ 

\ 9.30 12915 

~ 

~ 9.30 12905 
f 9.30 7968 
' 
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•• • •• • • • • • •• • • • •• ••• 

TOP 10 MOST COMMON VULNERABILITIES 

J 

J 
f 
I 

' '·. 

I OP 1 0 COMPLIANCE FAILURES 

L_ Configuration ~etting 

•• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • 
' • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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• • • 
• 1. 9 . 3~ 1 7948 

•• • • I • • 
• • 

, ... 

"1'r 
~1 
f 
' ' I 

' 

li\ 
"' ; 

• • • • •• 
• • • • • •• • • 

• • 
•• 

.··· ,CVSS :~; 
Score 
9.30 
7.00 
9.30 

9.30 

9.30 

5.10 

9.30 
9.30 
9.30 
9.30 

>>• 

• • • • • • • •• • 

~' 

Count 

26537 
25867 
24339 

24291 

24084 

23487 

16625 
12915 
12905 
7968 

Count 

63851 
61207 
60873 
60872 
54316 
52369 
44318 
34909 
34907 
32490 
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•• ••• • • • • • • • • • •• •• • ••• • • • • • • • • • •• • • 
Appendix c- DoS Cyber Condition (Cybereord·l.evef6. 

• • • • • • •• ••• • • • • • • • •• • •• • • • 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• • • 
•• • • • •• 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network i1~{rastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive il~formation in the enterprise is 

at risk ise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitil•e il~formation in the enterprise is 
at moderate risk 

••• • • • • • •• • • ••• • ••• • • • • • • ••• • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • ••• • ••• • •• •• • • • • •• 
• • • 
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• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

• • • • • •• 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 
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ELEVATED 
Moderate cyber attacks 

are imminent 

Nuisance cyber attack 
activity is present 

Nu~ancecyberattack 
activity is expected 

•• • • • • • • •• 
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• Increased risk 
• Limited malicious activity 
• Intelligence indicates general threats 
• Specific incidents reported and under 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Nenvork i1~(rastructure throughput is 
norm a/. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
atlet uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potentia/malicious activity 
within the ente1prise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

••• • • • •• •• • • ••• • ••• • • • • • • ••• • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • ••• • ••• • •• •• • • • ••• 

•• • • • •• 

• •• • • • •• • • • • • • • • • • •• • • • • •• • • • • • • • • • • • • • • • • •• • ••• ••• • • • • • ••• • • •• • •• • • • 
• Ensure protective measures 

implemented 

• Increase backups, audits, etc . 

• Verify response action plans & staff 
ready 

• Document changes in cyber security 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• • • • • • • • • • 
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Appendix D - Intranet Web Links of Interest• • 
• • • • •• 

••• • • • •• • • • • . • • • • •• • • • • • • • • • • • ••• ••• • • Within the Office of Computer Security • ••• • • •• •• 

• Awareness 
Periodic Update: http://cs.ds.state.gov/ETP A/ETPA 03.cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http: //cs.ds.state .gov/Cm.T/CIRT 08 .cfm 

• Cyber Threat Analysis Division (CT AD) 
Daily Read File: http ://source.ds.state.sgov.gov (CiassNet) 
Tactical Awareness: http:/ /cs.ds.state.gov/CTAD/CTAD 07 .cfm 

• The Office of Computer Security 
Periodic Update: http ://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http: //cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

o Cyber Security Incident Program 
Periodic Update: http :i/csip.ds.state.gov 

• Enterpdsc Network Management 
Periodic Update: http ://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http: //ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http: //enm.irm.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http: //sysintegweb. irm.state. gov/si/ AntiVirus.html 

The CIRT welcomes all constructive feedback to the dai ly Cyber Security Brief. 
If you have feedback for the CSB, please send it to CIRT@~!.<J.t~.go~ 

•• ••• • • • •• •• • • ••• • • • • • • • • • ••• • •• • • •• • •• • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • 

••• •• • • • • ••• • • • ••• •• 

• • •• • • • • • • • • • 
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Current DoS Cyber 
Threat Condition 

Sensitive But Unclassified 

Cyber.&~.c!lritY. ~.ri~f 
Unite~t)tes;,eJt:irtrpCnt:of ~~te • • 

Burdi,. %>fUi~1<fnati~ sectTQ'-' • • • 
as oflune 17, 2009-1400 EST 

June 18, 2009 

• • • • • • • • ••• • ••••• 

• • • • • • • 

No change from last 
reported condition 

Nuisance cyber attack activity is present 

1. CIRT 

• "7 - k --~ 

Executive Summary 
f.-, ~1: 
•/ ,-~ 

• CIRT is awaiting the ISSOs' responses and remediation confirmations on the 
remaining spear-phishing attack notifications. 

2. CT AD Daily Read File 
• (U) The Internet, Information Operations, and Iranian Unrest 

3. Personally identifiable information (PII) loss reported 
• Two passport applications missing 

Geographic Distribution of Computer Incident Response Team (GIRT) Events t 

~ .. ¥ -·~:.:~~ .... . 

~ •!'N'' - . · • . , . 

Legend: 0
] event • 2 events • 3+ events 

•• • •• • ••• • • •• •• • • • • •• • • • • • • • • • •• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • •• • •• • • • • •• • • • ••• • ••• •• 
Cy ber & c:.mly 8;-ie,f as a;· 1213/2009 - ! 400 EST Page 1 of] 8 
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Open CIRT Events: 25 
•• ••• • • • • • •• • • • •• ••• CIRT Events by US-CERT Category 

191 rv1aliclous Code 

0 Investigation 

• ••• • •• • • • • • •• • • • • • • • • • • • 

Closed CIRT Events: 16 
•• • • • ••• • • • • • • • • • • • • • • • • • ••• • ••• • • • • •• •• • • ••• • ••• •• 

GIRT Events by Bureau 

DOMNV,l\SH 

EtlP 

EUR 

NEA 

SCA 

WHA 

0 5 10 15 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 300 

25 0 

200 

~ 
t; 150 
¢ 

~ 100 
§ 
= 50 

0 

Computer Incident Response Team (CIRT) . 

• A.~ .. !§§9 JU M~?.Qii<1,_Ph ilippines_r.eR.Q~ 
I 

A+ A B c 
Grade 

D F F-

,t [, 
.~ .. 

• 
._,.,.-.,.;-"" 

'S!.g,l:..is.awaitiFt@"tlrle:tss8&4respons'~s"arftrr"~jft'\'eatafion ·co·nfirmations""o .... nll!'i!t!!li'fl~e""r~e'!!".:ril~a0..irtfng~·,.·
spear-phishing attack notifications of e-mails with a malicious PDF attachment. Due to 
the large m!mber of tickets generated by this event, these tickets are presented in table 
format. 

Cvher Security Brief 

•• • • • • • • •• 

••• • •• • ••• 

• • • • • • • 

••• • • • • 

• • ••• • • • • • 

• • • • • •• 

•• • • • • • • • •• • • • •• • ••• 
as of 121312009 -- 1400 EST 
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Personally identifiable information (PII) loss reported 
• Two passport applications mailoofr~ a-nct~4000tfl, acumtaoce fa~litvei n tl-te•Seettle 

~ • • _, • • • Iii • • • • • • •• 
Passport Agency reg ion to the 'Los Aflfl~S ~91: OJfice eanl'lottbe l t~~c~t~ attlr>i~ time. • • r • • • • • ••• i . -~ ~ · , ~ .. 
This event has been referred toUS~IH~T anti tohe li', ivat:y lie<!~ .. • ••• •• 

Classified spillage incident(s) reported to GIRT and referred to DS/IS/APD 
• Nothing substantial to report 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (U) The Internet, Information Operations, and Iranian Unrest 

Key Highlights: (contains classified information) 
t 

(U) Source Paragraph: "Pro-democracy activists on the W eb are asking supporters to use 
relatively simple hacking tools to flood the [Iranian] regime's propaganda sites with junk traffic . . . 
The impact of these distributed denial-of-service (DDOS) attacks isn't clear. But official online 
outlets like leader.ir, ahmadinejad.ir, and iribnews.ir are currently inaccessible." 
Source: Wired {http://www. wired. com), ''Activists Launch Hack Attacks on Tehran Regime," 15 June 2009 

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: 
Previous day: 1 ,002,128 
Month to date- June: 13,927,327 
Year to date for 2009: 263,718,424 

Cyber Security News Headlines 

Virus Blocked at Perimeter: 
Previous day:104 
Month to date- June:3, 148 
Year to date for 2009: 23,263 

New Security for America, via Europe [Source: newsweek. washingtonpost.com] 
Potential Cyber Chief Hathaway Developing Cybersecurity Response Plan [Source:gcn.com] 
.9.Yt>erdefense Center Will Lead in Education [Source: infoworld.com] 

•• • •• • • •• • • •• •• • • • ••• •• • • • • • • • •• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• • •• • • • •• • • • ••• • ••• •• 
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Appendix A -GIRT Event Summaries 
•• ••• • ••• • •• •• • • • ••• • • • • • • • • • • • • • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • ••• • • • • • • •• ••• • • • • • •• • • ••• • • •• • • 

Legend: 

Location 
· uare I . · ~ · t-'OSI IS uare 

' ~~ 
Bureau 

Opened 
Po ;sf 

Remediating Closed , ... · Response ·•·••· 
.. WHAIUS 06-12-09 Yes 

f WHAIUS 06-12-09 Yes 
i WHAIUS 06-12-09 Yes I 

I WHA/US 06-12-09 Yes 
EAP 06-12-09 Yes 

c EAP 06-12-09 Yes I• 

EAP 06-12-09 Yes 
EUR 06-12-09 Yes 
AF 06-12-09 Yes 
AF 06-12-09 Yes 

EUR 06-12-09 06-17 
AF 06-12-09 06-17 

WHA 06-12-09 06-17 
AF 06-12-09 Yes 

NEA 06-12-09 06-17 
AF 06-12-09 Yes 
AF 06-12-09 Yes 
AF 06-12-09 06-17 
AF 06-12-09 Yes 

EUR 06-12-09 Yes 
NEA 06-12-09 06-17 _j 

•• • •• • ••• • • •• •• • • • • •• • • • • • • • • • •• • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • •• • •• • • • •• • • • ••• • • •• •• 
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-- .. ,. ------~···--.-. ...---.. --------.-... -- ......... __ .. . . . . . . . . . . . ---- .__, -- \ 

Ticket Numb.er: . --- ---- ----~----------· ---- -------- - to·cation.;-c 
----.:;_......-

Date and Time Ticket Created: 06/16/2009 2124 GMT Affected Bureau: DOM ...... > 

Event Description -
~~-::-~ 

An ISSO reported to GIRT that aDoS websitE. 1 
( _ __. ............ __ ;"'':4;;J;..~.l:~.-"'"''"· ' : ....... _k- .~··"'"; " .... . ; -··:''""'''"~"""~~ .... ":-"..;..,-·~! 

-----r---

Current Status 
17 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
16 Jun: CIRT requested that the ISSO disconnect the workstation from the network and 

reimage the operating system. 

-
Ticket Numb~/ Location 

- r-
---

-----------. ---- - ---- -
- { 

Date and Time Ticket Created: 06/16/20091613 GMT Affected Bureau: EAP 

Event Description 
C~~5!-~ (W9~ -~PfL?f e-r.nail ... messages with PpF attachments from . ... . ·-I ""'-

\ 
- .. .. ........ ,. •;.\!.11" -

Current Status 
17 Jun: The ISSO informed GIRT that the workstation has the current version of ---- ---------- -~ -;,..-' ,;""''~ -.. ~ ..... ~ .. ·l¥>.-,.,.·....o;~_- •. ..£ ... •.' . . -; ~ • .• "'---

Q I 
----

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted . If the message was opened, 
CIRT requested that the ISSO re-image the operating system . 

.. 
------::----- ---

-- ----...... 
Ticket Numbef. Location;, --

'--- -------
·-·" -

Date and Time Ticket Created: 06/16/2009 2023 GMT Affected Bureau: DOM 

•• ••• • ••• • • •• •• • • • ••• • • • • • • • • • •• • • • • • • • • • • •• • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • • • •• •• • • •• • ••• •• 
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Event Description 
CIRT detec;t~d.a -larm~. IJUI'tlber . .of e~ilil ·m~sia.Qe~ Witti ~.o~ attachments v-001 ... : •• • • • • •• • •• • • • • • • • • • • • • • • • • • • • ••• • • • • • • •• ••• • • • • • •• • • • •• • • •• • • 

1 ' 
"".,.,.e< 

~""-~-"""'T"o-~~,... ... l..,..,_._~,.~-,__~'1; ......... - .... ~,~-.~·-· 
-· "··.' j/Wl'~~\>,"1 '"'" · ;·· .... ~~ .... ~-~·.t:~f?J:!Jit~~:=-r-"'!', 

Current Status 
17 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system. 

Ticket Number' Location: 
--.....,. ---- --------------

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 
CIRI detect~~;tajqrg!': number of e-mail messages with PDF attachments frooJ..:.' ...... ,..,_ __ '·--h·-- - -~.---.-- .... ~US'!>- .• -..... _..._ ........ -•• -...... -- • - ,_ •• 

} 
,. I --7~---,:;,.;/ . b .... 

Current Status 
17 Jun: The IT Service Center has provided a reference number for this event. 

r---------------------------------------------------------------------------4 
Status History 

16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 
received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system. 

.. 

X Ticket Number: r ' Location; ' _L ___ 
~ --- - .. 

Date and Time Ticket Created: 06/"16/2009 1540 GMT Affected Bureau: EAP 

Event Description 
C:IRT detected a Iaroe numh~r of e-mail messaaes with PDF attachments from ...... 

r--·--
J 
\, ,_ ......__ 

Cyber Senirity JJr ieJ 

•• ••• • ••• • • •• •• • • • • • • • • ••• • ••• • • •• • • • • • • • •• • • • • • • • • • • • • •• ••• • • • •• • ••••• 
as oj 1 i / j / i iJIJY- J ..JUIJ L;:,r 
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-
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({--- v 



Sensitive But Unclassified 

Current Status 
17 Jun: The ISSO reported that he·i~ atUmpf.nL '=> t:oot~t:i tlil~.e-m<lil ,.~•ipiW'Ib;;~: 

• • •• • .r • • • • • • • •• • • 
••• ••• • j •• Status History • •••••• • ••• • • 

16 Jun: GIRT requested that the ISSO determine if the suspicious message had been 
received and if the message had been opened or deleted . If the message was opened, 
GIRT requested that the ISSO re-image the operating system. 

.. -- -.- --· -
Ticket Number(. Location i ;;::. 

' tt--------- .-------·-------------- ~--- - ----~---·- --.! 

Date and Time Ticket Created: 06/16/2009 1827 GMT Affected Bureau: EAP 

Event Description 
GIRT detected a large number of e-mail messages with PDF attachments from" 

A , I __ ,.... ' .J #lii'IIS..a.~-- H • __ , '- -....,;:.....: U ~.~... '··- -,,,. 

l ·0 ..... ~.,, } 
------~~ ' - ··~·---··---· -- --~-~ ~~ -~ .,.. -- . - ~-

--
Current Status 

17 Jun: CIRT requested that the ISSO determine if the suspicious message had been 
received and if the message had been opened or deleted. If the message was 
opened, CIRT requested that the ISSO re-image the operating system. 

Status History 
N/A- New Event 

~ 

,. ___ ~ 
I 

Ticket Number:; :• Locatio11 -... 
.. ·-· -- --

Date and Time Ticket Created: 06/11/2009 1301 GMT Affected Bureau: DOM 

Event Description 
GIRT was notified by GTAD regarding malicious e-mail attachments that have been sent to 
DoS users. 

Current Status 
17 Jun: CIRT requested that the ISSO rei mage the workstation of a user who was 

forwarded the malicious e-mail. 

Status History 

~ 

11 Jun: GIRT requested that the ISSO determine if the suspicious e-mails had been 
delivered to the mailb~es oftb.e r§,c[pjent~n question . lffound, GIRT reauested that the 
e-mails be de~~ ..... 

~- .. -- ...... _....,.. -·"""""'-""' ...,_ 

- ·-····•r. ....... ~--- • ••• • • •• •• • • • • • • ••• • • . . . . . .. ,. " . . ,. ~ .. ,-_- ~ . 
• • • • • • • • • • •• ••• • • • •• •• 

I • .. 
~· -~ . ... 

• • • ••• 

• • •• •• ·-•·· • ~ .... ~ , ¥,-,~:,.,;,:,•DA,.W-

•• • • •• 
• • • • • ••••• 
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, .. 

the workstation be removed from the network andre-imaged . 
12 Jun: CIRT was notified by thEt ~ S!rtriae•cellter ij-]•at tvh•o,Me ~:)lVr'e~p~,ls :O.,.t 

currently out of the office. On~o( tt-te reciio~~s rel>~ecft.hat~ Zlict ~ot le£~ive!tt"le e-mail 
•• ••• • •• • • • •• •• • • • ••••• message. 

15 Jun: CIRT requested an update from the ISSO via e-mail. 
16 Jun: The ISSO informed CIRT that the e-mail has been deleted from the user's 

workstation; however, he is still in the process of removing it from the user's blackberry. 
CIRT is awaiting confirmation from the ISSO that the e-mail has been fully removed from 
all devices. 

. -- ~-- . --·- - ---~-·- .... -_.---

Location: t Ticket Numbe(;. · - -------- ·--...., 
. - "'-,_-....--

~ .. 

Date and Time Ticket Created: 06/17/2009 1006 GMT Affected Bureau: EUR 

Event Description 
CIRT detected aDoS workstation communicating with a suspicious website and possibly 
downloading a malicious executable. 

Current Status 
17 Jun: CIRT requested that the ISSO search for specific files and reimage the 

operating system if the files are found. 

Status History 
N/A- New Event 

Ticket NumbeK { 
1- -- ---- - ---- - -

Location: ) -·-·----- ----- ·-- - ---- . 

'-
Date and Time Ticket Created: 06/17/2009 1408 GMT Affected Bureau: DOM 

Event Description 
CIRT detected a malicious executable file directed at a DoS workstation 

Current Status 
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

--
Status History 

N/A- New Event 

•• ••• • • • •• •• • • • •• • • •• • • • • • • • . • • ••• • • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • .. . ••• • ••• .. •• • • • • • • •• •• 
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... , . __ ----- -------·- ··-- ----·· 

Ticket Numb~r Location: i '! 
j 

"" " ""-- " -

Date and Time Ticket Created: 06/17/2009 0904 GMT Affected Bureau: EAP 

Event Description 
~BJ-dete.c1eJlE.J:2PS.~~ation in communication with a malicious website containing 

-
Current Status 

17 Jun: CIRT requested that the ISSO search for specific files and remove the files if 
they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

'"" 

'\ r k N b /_( LocatioP 1c et urn ~ "' 
J --Date and Time Ticket Created: 06/12/2009 0424 GMT Affected Bureau: EAP 

Event Description 
GIRT detected an exposure to malicious code. This event consisted of : 
contained within a PDF document. -------- --

Final Action 
17 Jun: The ISSO informed CIRT that the PDF was not found in the user's e-mail in box. 

Status History ~""" 
12.d.YP~,.~a!3~Lr~.9~~~l~~~~Ja,0~~L~~archJor. .maUfjillJ~d. 

' .{ 
'! .¢~;} 

15 JITrr:·Ttre"ISSoreported that the user is traveling this week c:!Yla .. isUnaofei()C~K: me --
user's mailbox. GIRT will follow up next week when the user returns. 

16 Jun: GIRT is awaiting an update from the ISSO . 

•• ••• • • • •• • • • • • •• • ••• •• • • • • • • • • •• • • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • • ••• • • 
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•• ••• • ••• • • •• •• • • • ••••• 
.. •· ~ .. 

/~ 

Ticket Numb,er: Location: 
'-... -- - - - -

Date and Time Ticket Created: 06/16/2009 17 43 GMT Affected Bureau: EAP 

Event Description 
CIRT deteclEill_~_! q_r.g~ __ Ql!fTI.ber of e-mail messaqes with PDF attachments from 

~ ··~~ . 
-~~ ··- ~-- - ··-·- - ···-~ .... i'~~ 

Final Action 
17 Jun: The e-mail and attachment were not found on the user's computer. The user 

does not recall this particular e-mail and regularly deletes these types of e-mails 
without opening them. The user states that he did not forward this email to anyone. 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted . If the message was opened, 
CIRT requested that the ISSO re-image the operating system . 

- -/. J I 
Ticket Number: Location· -) 

• - --
·- -·- ~->r·--·· . . 

Date and Time Ticket Created: 06/16/2009 1746 GMT Affected Bureau: DOM 

Event Description 
CLEIT rle.tected a Iaroe number .. ot e-mail messages with PDF:_ §ttachments from 

( : 

l 
--~---- ._.....-: ··~-'··· 

, __ .... _J,. . 
~- ·-·· -

~f";{ ... ~~ - '--

Final Action 
17 Jun: The IT Service Center/DSI;) r~Ro~d t!!~~ -~~e user deleted the e-mail. The 

-
Status History 

16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 
received and if the message h2d been opened or deleted. If the message was opened , 
CIRT requested that the ISSO re-image the operating system . 

Ticket Numb{); 
"------

Location:' (J!"J > 10 
--~-'-------4----- . ---- -----

Date and Time Ticket Created: 06/16/2009 2013 GMT Affected Bur~au: NEA 

-------------------------------------------- --~--------------------------
•• ••• • • • •• •• • • ••• • ••• • • • • • • • • • • • •• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • . . . ••• • ••• • •• •• • • • •• • • • 
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Event Description 
CIRT detected a laxge number of~·-inctJ r mas·s.a~s ~tfl.P~Va\ta~hR-l~ts 11oriJ•·" 

-- -· •.• u - --~'~ . • • • • • • • • • • • • • • •• 

~ 

Final Action 

• • • • • • •• • • • • • • • •• ••• • ••• • • •• •• • • • ••• 

•• • • • • • • •• 

17 Jun: The ISSO informed CIRT that the e-mail was not forwarded. It has been 
permanently deleted. 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system . 

~------ --- .. .. . . . 

Ticket Numbe( Location:! · ~ 
. .,.... _ ··----- --·------ -·-·· ·---- -----·--- --- -----·-·- -· ------- ,.;rr.,•--

Date and Time Ticket Created: 06/16/2009 1950 GMT Affected Bureau: DOM 

Event Description 
CIRT d.~~ecteg,a lar.Qe number of e-rn<;~il messages _with .E.I?.F." a~1achment!" • 1m " ----

~ ~· . 
. __.J 

- .. . ----
Final Action 

17 Jun: The ISSO reported that the inbox is not in use. The e-mail was never opened, 
read or forwarded. It has been permanently deleted. 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system . 

-.. . -----

Ticket Numbe( Location: ., 
. .. . ----·· ·-·- ----------- - - · 

Date and Time Ticket Created: 06/16/2009 0951 GMT Affected Bureau: DOM 

Event Description 
GIRT detected aDoS wor~.o.m~~ with a suspicious website and possibly 
down:oading a . · 

•• ••• • • • •• •• • • • •• • ••• •• • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • • •• • • • •• • • • ••• • • 
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Final Action 
17 Jun: The ISSO informed Cl~*h.tt'ltu~fi,le t.tas onGUcMnll•on lhe·wof-kslathin , The .. ~· . . . . . . . .. . .. . . 

results of a virus scan were oo~a•ve, &nd •atclies are-current. • • • • • .. ... . ~.. . . .. .. . . . ..... 
Status History 

16 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 
are found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

"• 
"" -

Ticket Numbe( Location ~ ) 
'- .~ 

-" -- - - -- ~ "" ·- --·- ·--- - --- -- - -
Date and Time Ticket Created: 06/16/2009 1345 GMT Affected Bureau: EUR 

Event Description 
CIRT detected aDoS workstation communicating with a suspicious website and downloading 
an executable file . 

Final Action 
17 Jun: The ISSO confirmed that no unauthorized files were located. A virus scan was 

performed with negative results. 
l_ 

' 
Status History 

16 Jun: CIRT requested that the ISSO search for specific files and perform an antivirus scan. 

·---

Ticket Number: J 
- ' " 

Location: ' 
---.,) 

' -., ~. ~· . 
Date and Time Ticket Created: 06/16/2009 2040 GMT Affected Bureau: DOM 

Event Description 
~~<;J,gt~.gte~ ... ~ lar.aeJlUID.b....~g §;;lfliljhmEjl§>S-a§~s-witA<RB~attg~~~ frpm " 

l ~ 
:'., 

~>\"rc .J \..?, 
~ .... a;:.. 

" . .._.... .. .., .. 
.._,._~ ... -~ -,...,.,_ -r 

-
Final Action 

17 ~1::!~.= .. !~"~-~--C?<?~!i~!}l~~!hat the e-mail was not received by the user and that the 
..... .... -.----

1.. 
-

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspiciol.!s message had been 

received ana if the message had been opened cr deleted. If the message was opened, 
CIRT requested that the ISSO ~e-image the operating system . 

..._. 
• • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • • • • • • • • ••• •• 
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-
Ticket Number:1 Location· ,.; .. .~ 

' ·---· ---- - .... . ... 
-·~ 

Date and Time Ticket Created: 06/12/2009 0948 GMT Affected Bureau: EUR 

Event Description 
GIRT was notified of unauthorized software being installed onto DoS workstations. 

Final Action 
17 Jun: The ISSO informed CIRT that the unauthorized software was removed. A virus 

scan was performed with negative results. 

Status History 
12 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 

are found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

16 Jun: GIRT requested a status update from the ISSO via e-mail. 

Ticket Number~ Location· ' 
~ 

Date and Time Ticket Created: 06/16/2009 1541 GMT Affected Bureau: DOM 

Event Description 
Personally Identifiable Information (PI I) may have been breached or disclosed to 
unauthorized third parties . 

Final Action 
17 Jun: This event has been referred to US-CERT and the Privacy Team. 

Status History 
N/A- New Event 

-

•• ••• • • • •• •• • • • •• • • •• • • • • • • • • • • • •• • • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • • • •• •• 
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•• ••• • • • •• • ••••••••••• 
Appendix B- Complian f.e ~.V~lnpr.a~fitX.S~arj~tl~~(C!t~tics 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities : 8,419 

Total High Vulnerabilities : 509,779 

TOP 10 CRITICAL VULNERABILITIES 

TOP 10 HIGH VULNERABILITIES 

•• ••• • • • • • • • • •• • • • • •• ••• • 

• • •• • ••• 

• • • • • 

•• • • • •• 

•• • • ••• • • ••• • • • • • • • • • • • •• • • • 
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-a\ 

• • • • • • • • •• 

\II 
I 

' 

I 

10.00 801 

10.00 555 

10.00 378 

10.00 368 

10.00 245 

10.00 215 

cvss 
Count 

Score 
9.30 27136 

7.00 26477 
9.30 25004 

9.30 24958 

9.30 24752 
9.30 16885 

9.30 13185 
----- 1-·- -

9.30 13177 

9.30 8064 
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9.30 8044 

•• ••• • • • •• •• • ••• • ••• •• 
iJ',:rJ>H:w~~~~,~,~: • • • • • • • • • • • • • • • • • • •• • •• • • 
• • • • • • ••• • • • • • • • • •• • •• • ••• • • •• •• • • • ••• • • 

TOP 10 MOST COMMON VULNERABILITIES 

TOP 10 COMPLIANCE FAILURES 

•• ••• • • • •• •• • • ••• • • •• • • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• •• 
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•• ••• • • • •• • ••••••••• •• 
Appendix c- DoS Cyber:<4>bdili9ri (Cy_6e"rCon) levelS:· • • • • • • •• •• ••• • ••• •• • •• •• • • • ••• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at risk 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

" Sensitive information in the enterprise is 
at moderate risk 

•• ••• • • • •• •• • • • •• • • • • • • • • ••• • • • •• • • • • • • • • • • • • • • • • • • • • •• ••• • • •• • •• •• • • 
• 
• 
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• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

••• • • • • ••• 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

• • • • • • • • •• 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• Limited malici~ a<it•l,jjty • • • 

~ . . . . . . . 
• Intelligence in~c~te:>""ge~e~al:hrec;~S: 
• Specific incide~~ r~te~ arft:t eJntlef 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com 1romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potentia/malicious activity within the 

enterprise may he handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• / Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are l~kely to he 
adec. uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• A utomated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensit~ve information in the enterprise is 
at slight risk of compromise . 

•• ••• • • • •• •• • • • •• • • • • • • • • ••• • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 

•• 
• • • 

• a • • • • • 
Cyber Security Brief as of 121312009 - 1400 EST 
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•• • ••• • • •• •• • • • • • • • • • •• • • • • • • • • • • • • •• • • • • •• •• • Ensure protective measures 
implemented 

• Increase backups, audits, etc . 

• Verify response action plans & staff 
ready 

• Document changes in cyber security 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• •• • • • • • •• • • • • • ••• •• 
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Appendix D - Intranet Web Links of Interest 
•• ••• • • • • • • • • 

Within the Office of ConiJ>Otlt Sf!curO;v 
•• ••• • ••• 

• Awareness 

• • • • • ••• • • 

•• • • • •• 

•• • • • • • • • •• • 

Periodic Update: http://cs.ds.state.gov/ETP NETPA 03.cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CT AD) 

••• • •• • • 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http ://cs .ds.state.gov/CTAD/CT AD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.cls.state.gov 

e Enterprise Network Management 
Periodic Update: http ://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

" Patch Management 
Periodic Update: http ://enm.inn.state.gov/nlm/patch!Default.htm 

• Virus Incident Response Team (VIRT) 

•••• • • • •• • • • •• • 

Periodic Update: http ://sysintegweb. irm.state.gov/s i/ Anti Virus.htm 1 

• • • • • • • • •• 

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief. 
If you have feedback for the CSB, please send it to S:::II~T.@st~t.e.gov 

Cybcr Security Brie( 

•• • • • • • • •• 

•••• • • ••• • • ••• • 

• • • • • •• • • ••• • 

•• •• • • • • • • •• •• 

• • ••• • • • • • 

••• • • • • 

• • • • • • • 

as of/2/3/2009 - 1400 EST 
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Current DoS Cyber 
Threat Condition 

1. GIRT 

Sensitive But Unclassified 

Cyber S.ecurity.Brisf . '-.. . . . . . 
United Sta ~~esvevnrtr~ent~ ~at;• 

Bureau of~p~fatft: Sedtir~y • • 
as of June 18,2009-1400 EST 

June 19, 2009 

•• • • • •• 

Nuisance cyber attack activity is present 

Executive Summary 

• • • • • ••• • • 

• • • • ••• 

No change from last 
reported condition 

o CIRT is awaiting the ISSOs' responses and remediation confirmations on the 
remain ing spear-phishing attack notifications. 

2. CT AD Daily-Read File 

------·--------~·-~~ -··. 

3. Personally identifiable information (PII) loss reported 
• Twenty-three passport applications missing 

) ---d .-

Geographic Distribution of Computer Incident Response Team (GIRT) Events 

• 
.. 

Leyend: •1 event 8 2 events • 3+ events 

•• ••• • • • • • •• • • ••• • • •• • • • • • • • . • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • • ••• • • 
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Open GIRT Events: 16 

GIRT Events by US-CERT Category 

lilll l rwe otig a tior~ 

•• ••• • ••• • • • • • • • • • •• • • •• 
•• •• • • • ••• • • • • • • • • • • • • • • •• • • • • • • •• ••• • • • • CJo!;~g ~fltT .ii4e~~ U: 

i'·F 

DOtv1.W.~SH 

EJ'.P 

EUR 

NEA 

sc.n. 

VVHA 

GIRT Events by Bureau 

6 

10 

8 
< ~. 4 

0 
I'' 

0 

0 ---
0 5 10 

•• • • • • • • •• 

15 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 

Computer Incident Response Team (GIRT) 

250 

200 

lfl150 
.:: 

-0 100 
(i; ...., -
: 50 
z 

0 

A+ A B c D 

Grade 

• CIRT is awaiting the ISSOs' responses and remediation confirmations on the remaining 
spear-phishing attack notifications of e-mails with a maiicious PDF attachment. Due to 
the large number of tickets generated by this event, these tickets are presented in table 
format. 

Cyber Ser:urity Brief 

•••••• • • • • • • • •• • • • • - ..... . 
• • •• • • • •• • • • • • ••• • •• 

• ••• . • :.. • • • • • • • • • • 

••• • • • • 
as of j 2/3/2009 ·- 1400 EST 
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Personally identifiable information (PII) loss reported 
• Three passport applications mailed 1rt;n &cf ~o$tcl'l-c¢c~pt~~ct! f(ici~ry. in t~ St>~t~~: • •: 

Passport Agency region to the LindQeQ:J P'ttt,ZI DI!:Jri Quij~n Q:!ntet cl:lnn<t ~ ~ccft;d ~t: 
this time. This event has been refem!cr tcr tJS-tER'I ~nd t~e F'rTvcfc/T~Mn . • • • • • • 

• Twenty passport applications mailed from a postal acceptance facility in the New York 
Passport Agency region to the Lindberg Postal Distribution Center cannot be located at 
this time. This event has been referred to US-CERT and the Privacy Team . 

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• Nothing substantial to report 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cyber Threat Analysis Division (CTAD) 

----..---~"··- iz: ! . tt. 
DAII,..YREAD .FilE: (SBU) ( 

.. -;-· . \.___.._ _____ --: 

Key Highlights: (classified content) 

(U) Source Paragraph: "China and the U.S. failed to achieve a breakthrough at their latest 
round of climate talks on Wednesday, raising the stakes in the global effort to fight global climate 
change. The two countries responsible for almost half of the world 's greenhouse gas [GHG] 
emissions ended three days of negotiations in Beijing." 
Source: Financial Times (http://www.ft.com), "Biggest emitters fail to show the way forward," 10 June 2009. 

Virus Incident Response Team (VIRT) Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 1 ,002,128 Previous day:1 04 
Month to date- June: 13,927,327 
Year to date for 2009: 263,718,424 

Month to date - June:3, 148 
Year to date for 2009: 23,263 

(._yber Security Brief 

• • • • • • • • • • •• ••• • ••• • •• •• • 
as of/2/3/2009 -1400 EST 

••• •• • • • •• • • • • • • • • • • ••• •• 
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Appendix A -GIRT Event Summaries 

Legend: 

•• iii • ••• • • • • • • • • • •• • •• • • • • • • • •• ••• • • • 

•• • • • • • • • • •• •• 

• • • • • • •• • • 

• • • • ••• 

.~ .. 
• • • • • • •••• • • • • • • ••• • • 

'" Closed Events: 12 . ''t 

:IRT detected a large number Qf e-mail messages 
- . . ,, .:- 1 p .• . . 1t'f. . " ~., .. 1~~~ · "·'· ···~'" ... ~ 

Date 
Awaiting 

Post is Date Ticket ... I j Location Bureau Post Number ------ Opened 
Response 

Remediating Closed 
[,. 

~WHA!US 06-12-09 Yes 
?v'VHAJUS 06-12-09 Yes 
i'vvHA!US 06-12-09 Yes 
fWHA/US 06-12-09 
I EAP 06-12-09 Yes 

EAP 06-12-09 Yes 
EAP 06-12-09 Yes 
EUR 06-12-09 
AF 06-12-09 Yes 
AF 

06-12-09 

AF 06-12-09 
AF 06-12-09 Yes 
AF 06-12-09 Yes 

l AF 06-12-09 Yes 
\ EUR 06-12-09 

" -· ---....... " .... ).. 

- --- .. - .. 
·--·-----~ -~ .. 

Ticket Number: Location: 
f--·--- -- -------.. ------~---------··- --.. ---·----·-... 

Date and Time Ticket Created: 06/16/2009 2124 GMT 

Event Description 
An ISSO reported to CIRT that aDoS websitet .. ... . . ... ~ •• • • . . . . . . . • ••• • • •• • •• • • • • • 

~ . . . . . . . . . 
- ~ ... . ... . .. .. . 

-

Affected Bureau: EAP 

••• • ••• •• • • • -----. -- • • • • • ••• • • • • • • • • ••• •• 

06-18 

06-18 

06-18 

06-18 

06-18 

' 
...• 
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- .. :) .. : : .. : : . . . . . . . .. 
• • •• • •• • • • 

Current Status •.: •• : : : : •.. • •• 
18 Jun: GIRT requested additional information from the ISSO. 

Status History 

• • ••• • • 

: .·. 
• • •• • 

• • • • 

••• •• • • • • ••• • • • ••• •• 

16 Jun: CIRT requested that the ISSO disconnect the workstation from the network and 
reimage the operating system . 

17 Jun: CIRT requested a status update from the ISSO via e-mail. 

' () Ticket Number: Location: 
,. 

.. 

Date and Time Ticket Created: 06/16/2009 2023 GMT Affected Bureau: DOM 

Event Description 
CI B.I_deteQtecl a large number of~~Rik-DJ~..?,§,lil9es~b.e,P.J;.,fl.Ug~~~.!]_':~-

~ ..,___f·· 
-~}.. .. ,,, .. -

Current Status 
18 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened , 
CIRT requested that the ISSO re-image the operating system . 

17 Jun: CIRT requested a status update from the ISSO via e-mail. 

--~-- -- ·~ . -.. ) Ticket Number: Location: : ; 

< -··--·· -· --~-----_,- ---- ···- .. - ----- ·--··· . .. 
--- ---------···"-~ 

Date and firrie Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 
Cl RT detected .alam.e JlY.m~.9.1~'l'~ i1m~.s~ag~!?~~ttl..!?.QE a~~nts from " 

\ 
-- ·_;r:;; .. 

Current Status 
18 Jun: GIRT 

Status History 

--~~~~lY~~~:a:~ , 
- - --· -- ------:-. ..,~·~"""' 

requested a statu!'. update from the ISSO via e-mail. 

•• ••• • • • •• . .. -• ... • . . . . • • • • ••• • • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 
• • • • • • • • • • 

. . ._ 
• • • • ••• • • • ••• •• 

.. 
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16 Jun: CIRT requested that the ISSO detf!m~Q~ if.th.e. ~u~p~ciou~illess.age h~d ~eefl .. •• 
received and if the message had been pp~ne~oi! de~tle~ . 11 the ~e;s~e ~swo~en~~ . : : 
CIRT requested that the ISSO re-i magE! 112e ~~r~ting:S~teQ'\. • •• : •: •• : •. • •• : •.: 

17 Jun: The IT Service Center has provided a reference number for this event. 

Ticket Number: Location: 
t \ 

_ ___,.,_.~~- ... 
-

Date and Time Ticket Created: 06/16/2009 1540 GMT Affected Bureau: EAP 

Event Description 
CIBI_ det~~g~_o,~mJ~.eJ: Qf e:mail messages with_PDE_?ttachments from 

~i ~"~. -~ ........ ~,.......~ 

·- - . --- -· .. ,., --· - """'' 
...... ,.._._ .... ----

... --.- ~-.,.. . 

Current Status 
18 Jun: The ISSO informed CIRT that the user is at a remote office. The ISSO will 

contact the user for more information regarding this e-mail. 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted . 
17 Jun: The ISSO responded that he is attempting to contact the e-mail recipients . 

--
. \ .. 

~--~) 
Ticket Number: I Location: ~ 

-~"-

-------------~------------------- ------~-·- ---· ----- . - ·- ,. ·- q-~-------~~-

Date and Time Ticket Created: 06/17/2009 1408 GMT Affected Bureau: DOM 

Event Description 
CIRT detected a malicious executable file directed at aDoS workstation 

Current Status 
18 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

•• ••• • • • •• • • • • ••• • • •• • • • • • • • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • • • • ••• • •• •• • • • ••• •• Cyber Security Brief as of/2/3/2009 - 1400 EST Page6of15 
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-- -- ·-· -. - --
Ticket Number: Location: j'\; 

r 

.. 
. 

. .. - ··- .. -. - -_!< •"' .... 
Date and Time Ticket Created: 06/17/2009 0904 GMT Affected Bureau: EAP 

Event Description 
CIRT d.~tect~d aDoS workstation in communication with a malicious website containing 

( -,s . 
,...: .. ) 

I--

Current Status 
18 Jun: GIRT requested a status update from the ISSO via e-mail. 

Status History 
17 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

' · us:cERT·Category: CAT 3 {Malicious Cod~) , 
; Event Type Confirmed: E-mail- Malicious Payload {Code;'Attachment, 

, Ticket Number: · Location:t 
---·-·--··· ---------------------------+------~\ 

Date and Time Ticket Created: 06/11/2009 1301 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified by CTAD regarding malicious e-mail attachments that have been sent to 
DoS users. 

Final Action 
18 Jun: The ISSO informed GIRT that the machine has been reimaged. The e-mail has 

been removed from all devices. 

Status History 
11 Jun: CIRT requested that the ISSO determine if the suspicious ~.l!§.ha.<LP~~n .•. .. _ 

d_..EW~~B<ftt.i~ailboxes of the recipients jn question.[f"" '"! 
1.e ·· · · .· .. cc·,~~ ~ 

' - ·-- 1 { . ' 4 7r;-
12'"Jl.fn: CIRT'wa'm~SV~tW~ ~t~mf~~mur recipients ~~ J 

currently out of the office. One of the recipients reported that he did not receive the e-mail 
message. 

16 Jun: The ISSO informed CIRT that the e-mail has been deleted from the user's 
workstation; however, he is still in the process of removing it from the user's blackberry. 
CIRT is awaiting confirmation from the ISSO thc:tt the e-mail has been fully removed from 
all devices. 

17 Jun: CIRT request~~1h~P~~ISS~ ~i~€6 +~ JV.<tk~~iop~f ~~~~ho was forwarded 
_._ .ll _.... _ _- - ,._._ -" _L IL _. a e a a • • a 

Cyber Security Brief 
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•• • •• • ••• • •• •• • 
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•• ••• • • • • • • • • 
• • • 

• •• •• • • • • 
••• 

••••• • •• •• • • 
. -- - - \ • • • ' .... •• •• • ••••• --. 

-~ . 

Ticket Number': Location ~, 
\ .. 

I ~ 
_) 

~ 

Date and Time Ticket Created: 06/16/2009 1613 GMT Affected Bureau: EAP 

Event Description 
GIRT detected a large number of e-mail messages with PDF attachments from" 

.~..._.."""" 

( 
- ....... ...._-..,.._ .... _ - -......._,.- . .. . ' . .-. -- ·_., ......... 

···-· ... <' 
_ ..... ·."1 , - - ----

Final Action 
18 Jun: The ISSO confirmed that the e-mail was not received by the user and that the 

~-· --·-· ~--------~~--- -----..- .--:1 - ~ 

~-- .d:: 

Status History 
16 Jun: GIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
GIRT requested that the ISSO re-image the_.QPerating __ ~§1~DL.~---- .. ·--·--· ___ 

17 Jun: The ISSO informed GIRT that 
the user is on leave until June 18th. C T will awaifconfirma tlon trom ine f'S'S"Olflaf u1e e-

I mail has been deleted once the user returns . 

,,US-CERTCategory:.GAT 3 (Malicious Code) )r 
'>Event Type Confirmed:'· Malicious cbde directed towa'rds an.idternal machine 

<' ,. '• , ..• , .. . !"-".It . . ... '''i ... . 

---Ticket Number; Location· ~ - .- - ---
----- -------·- .. 

Date and Time Ticket Created: 06/17/2009 1558 GMT Affected Bureau: EUR 

Event Description 
GIRT detected aDoS workstation communicating with a suspicious website and possibly 
downloading a malicious .exe file with a PDF attachment 

Final Action 
18 Jun: GIRT requested that the ISSO search for a malicious file on the workstation. 

The ISSO informed GIRT that the file was not found . The results of a virus scan were 
negative. 

Status History 
N/A- New Event 

-· -- ---- . .,., 
r-------------~----~------------------------.-------------------------
-1 Ticket Number: 
l-

j Location: : I 
•• ••• • • • •• •• • • ••• • ••• •• 

• • • • • ' • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • • • 
•• ••• • ••• • •• •• • • • ••• • • 
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Date and Time Ticket Created; OEWU /2009 "1 006. ~!J11 • • 
• • • • • • • • • 

• ~·AO:eZ;tr~d:SC.Maw~ ~UR 
• •• • •• • • 

• • • • • • ••• • . . . • ••• • • 
Event Description •• ••• • ••• • • •• •• • • 

CIRT detected a DoS workstation communicating with a suspicious website and possibly 
downloading a malicious executable. 

Final Action 
18 Jun: The ISSO informed CIRT that no malicious or unauthorized files were found. 

Antivirus definitions are up-to-date, and a scan was successfully completed with 
negative results. The computer is current with all of the latest patches from IRM 
Patch Management. 

Status History 
17 Jun: CIRT requested that the ISSO search for specific files and reimage the operating 

system if the files are found. 

~ -- -- -· ' - "------ --
.. • 

Ticket Number: 1 Location : ) 
-, 

"-'"'•' '· 
-' .. '~ 

. Date and Time Ticket Created: 06/16/2009 1827 GMT Affected Bureau: EAP 

Event Description 
CIRT <i~te.fWd a large n_~ber pf e-mail mes~~ges with PDF attachment~ fr~m" 

r 
\ 

. "''" ' ... ' 
. ..,..,.-

,, .. •~-·- .,..-•""""'."'~-<~"V'''!~<·- - · .·,r 

Final Action 
- ~ • '~~t>;h·'~~ii~'3M~~l<t ... ~~~1tiJ~-~-, 

18 Jun: The ISSO informed CIRT that the Exchange administrator was able to delete 
the e-mail from the Exchange server. The e-mail had not been opened. 

Status History 
17 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system . 

.•. .. .. , 
.u~-'-"-

'· -· .. 
Ticket Number: Location:' 

-, 

P- - --------- ·----·. -··· .. 

Date and Time Ticket Created: 06/18/2009 1004 GMT 1 Affected Bureau: DOM 

Event Description 

Cyber Security Brief 

•• ••• • • ! •• •• • • . 
• • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 

••• • ••• • • 
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Personally Identifiable lnf~maiiul ~RI~ lllay h<!ve ~n_el'e$~ ot ~c,o~~lil to 
unauthorized third partieS: : : • • : :. : •. •. : : • : : • : : 

• • • • • ••• • • •• •• • • • ••••• 
Final Action 

18 Jun: This event has been referred to US-CERT and the Privacy Team. 

Status History 
N/A- New Event 

,_ 

-------
( Ticket Number: J Location: -~) 

"' 'Dateana TimeTicket Created ~ -96/-18/2009l015 .GML __ ·-- __ Aff~_~t~d Bureau: lfoM----~ 

Event Description 
Personally Identifiable Information (PII) may have been breached or disclosed to 
unauthorized third parties . 

Final Action 
18 Jun: This event has been referred to US-CERT and the Privacy Team 

Status History 
N/A- New Event 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 

-
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.. ... . . . ... ·· : :·· : :·· :·. . . . . . . : : ·. . ....... . 
Appendix B - Complisrocg &. VUJn~t:Jbifit¥ Stannidg·sffltistics 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 8,526 

Total High Vulnerabilities : 512,659 

TOP 10 CRITICAL VULNERABILITIES 

TOP 10 HIGH VULNERABILITIES 

•• ••• • • • • • • • • • •• • •• • • • • • •• ••• • ••• 

• •• •• • • ••• • • • ••• • • • • • • • • • • • • ~-• •• •• • 
_yber Security Brief as of 1213/2009 - 1400 EST 
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1-

• 
••• 

10.00 

10.00 

10.00 

10.00 

10.00 

10.00 

10.00 

cvss 
Score 
9.30 

7.00 

9.30 

9.30 

9.30 

9.30 

9.30 

9.30 

9.30 
' --· 

~9.30 
• • It • 
• • • • 

971 

802 

541 

399 

373 

259 

216 

Count 

27248 
26476 

25149 

25100 

24908 

17002 

13307 

13296 

815"1 

8124 1 
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• ••• • ••• •• • • •• ••• • • • ••• •• 
TOP 10 MOST COMMOI\CVU~<NE~.iEiun~S • •. • • 

• • ••• • • •• •• 
• • • •• • • • • 

• • ••• • • • ••• 
• • • • •• •• ••• • 

l ~-,.,~~· Vulnerability . i'' cvss 
·"· . 

·,. c ,., ,...,.-.... ' ·.~ Score 
I 9.30 I 

t 7.00 
~ 9.30 

' 
9.30 

\ 

\ 9.30 
I 
I 

5.10 ! 
I 9.30 I 

i 9.30 
I 9.30 I 

;' t 9.30 
' 

TOP 10 COMPLIANCE FAILURES 

I ~, ... ---~ ~-"' 

-~ 
Configuration Setting 

•• ••• • • • •• • •••••• • • • • • • • • ••• • • • •• • •• • • • • • • • • • • • • • • • • • 

'*'·t .. 
':''i;., 

• ••• •• • • • • • • • ••• • • • • • • ••• •• 

... f"''lt 

I 
! 
I 
! 

i 
!' 

count 

27248 
26476 
25149 

25100 

24908 

23592 

17002 
13307 
13296 
8151 

Count 

64757 
62137 
61793 
61793 
55122 
53057 
44903 
33283 
28872 
28850 
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•• ••• • • • •• • ••••••••••• . . . . . . . . . ·. : :. : :. : : 
Appendix c- oos dvber.do?Jditi~n r.¢ltlierC<in) t.iNe1s· 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at It · risk 

• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the ente1prise may require a coortlinatet! 
response. 

• Network inji-astructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk ise. 

•• ••• • • • •• •• • • • • • • • • • • ••• • • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 

••• • • • • 
Cyber Security Bnef as of 12/312009 - 1400 EST 
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• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

• • • • • • • 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

••• • • • • • •• • • • • • ••• • • 
Page 13 of 15 



ELEVATED 

Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
. . . .. ~·· .. ~ . .. . . 

• L1m1ted ~~~~us ~c!iv~y : : •. • • : 
• lntellige'=~t!! i !l~i~ar~ g~~ilr~~Clr~•rs •• • : 
• Specific incidents reported and under 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the ente1prise is 
at some risk o ·com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potentia/malicious activity within the 

ente1prise may he handled thorough 
routine channels am/ procetlures. 

• Network infrastructure throughput is 
norm a/. 

• Common network services are not 
impaired 

• Sensitive i1~{ormation in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to he 
atle uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potentia/malicious activity 
within the enterprise 

• Network il~frastructure throughput is 
normal. 

• Common network services are not 

••••••••• • • • • • •• • •• • • • • • • • • • ••••• 
• Ensure protective measures 

implemented 
• Increase backups, audits, etc. 
• Verify response action plans & staff 

ready 
• Document changes in cyber security 

posture 

• Mainta in regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

l impaired __j 
• Sensitive i1~{ormation in the enterprise is 

at slight risk of compromise. 

- ------'----_L__ __ 

•• ••• • • • •• •• • • ••• • ••• • • • • • • • • • • ••• • • • • • • • • •• • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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Appendix D - lntranet.WeiJ Links of lntare.st. 
e e e e • e i I I 8 e 
• • •• • • • • • • • ~· . . . . ... . .. 

Within the Office of UOill'l'l'lteP S~rity• • • • • • 

• Awareness 

••• • •• • • 

Periodic Update: http://cs.ds.state.gov/ETP A/ETPA 03 .cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT OS.cfm 

• Cyber Threat Analysis Division (CT AD) 

• ••• • • ••• • • • ••• 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CT AD/CT AD 07 .din 

• The Office of Computer Security 
Periodic Update: http://cs .ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http: //csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http ://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: lillp: //ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http: //enm.irm.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http:/ /sysintegweb.irm.state.gov/si/ AntiVirus.html 

• • • • • • • • • • 

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief. 
If you have feedback for the CSB, please send it to ~II{J~_t;_ate_g_ov 

Cyber Ser:uriry Brief 

•• ••• • • • • • • • • •• • • • • •• ••• • 

• • • • • • • •• • • • • • •••••• 

•••• • • •• • • • • • • •• • 

••• • • • • • • • • • • • 

as of 1213/2009 - 1400 EST 
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Current DoS Cyber 
Threat Condition 

1. CIRT 

·> Sensitive But Unclassified 

CyQ~r.Security.Brjef ••• 
l'~ L Jl..... • • • • • • • 

Uni~<(Sioi:Wies A~eoal(men1! ofSt!t' • • : 
• • • • • • • •• BJMeauaDI}Jioms~! 9ec!trif1 •• • 

as of June 22, 2009-1400 EST 

June 23, 2009 

Nuisance cyber attack activity is present 

Executive Summary 

••• • • • •• • • • • • 

No change from last 
reported condition 

• CIRT is awaiting the ISSOs' responses and remediation confirmations on the 
remaining spear-phishing attack notifications. 

2. CT AD Daily Read File 
• (U) New Efforts to Bypass Government-Imposed Internet Restrictions in Iran 

3. Classified spillage incident 
• One instance of classified spillage reported 

Geographic Distribution of Computer Incident Response Team (CIRD Events 

' : ·'"' 

Legend: • 1 event e 2 events 8 3+ events 

•• ••• • • I •• •• • • ••• • ••• •• 
• • • • • . • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • .. • •• ••• • ••• • • • •• • • • ••• •• 
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•• • • • • 
Open C/RT Events: 17 :. • 

••• • •• • ••• 

CIRT Events by US-CERT Category 

a Malkiou;; Code 

B Investigation 

• • • • • • • 

• • • • ••• 

• • • • • ••• • • 

•• • • • • • 

•••••••••••• • • • • • • • • • •• • •• • • 
~ldslu:f.CJRt J.:wen~ 7 

CIRT Events by Bureau 

AF 

DOM/VVASH 

E.A.P 

EUR 

NEA. 

SCA 

WH.A. 

0 5 10 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 

_Computer Incident Response Team (GIRT) 

250 

200 

ID 150 
.'!:::: 

....... 
0100 

E 50 = z 

0 

A+ A 8 c D 

Grade 

• GIRT is awaiting the ISSOs' responses and remediation confirmations on the remaining 
spear-phishing attack notifications of e-mails with a malicious PDF attachment. Due to 
the large number of ~ickets generated by this event, these tickets are presented in table 
format. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • ••• • • • • •• • • •• • •• • • • • • • • • ••• • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 

Cybe!' ,.';ecurity Brief as of 12/3/2009- 1400 EST Page 2 of 16 

Sensitive But Unclassified 

F F· 



Sensitive But Unclassified 

•• ••• • • • •• •• • ••• • ••• •• • • • • • • • • • • • • • • • • • • •• • • • • • • • •• • •• • • 
Personally identifiable information (P~?roS:,.!leporfe~ • • ••• • • • • • • • • . .. •• •• • • • ••• •• 

• Nothing substantial to report 

Classified spillage incident(s) reported to C!RT and referred to DS/IS/APD 
• One instance of classified spillage in Washington, D.C. has been referred to APD. 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix B for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (U) New Efforts to Bypass Government-Imposed Internet Restrictions 
in Iran 

(U) Key Highlights: 
• The turmoil in Iran continues following the country's highly contested elections 
• The situation has called for new ways to help Iranians communicate with others 
• Facebook, Google, and You Tube have joined efforts to facilitate information-sharing 
• As citizens continue to bypass Internet restrictions, the government of Iran also strives to 

maintain control over the flow information 

(U) Source Paragraph: "Some of the Web's leading firms are rolling out new features, to 
accommodate worldwide interest in the protests in Iran-and to not-so-subtly help out the pro
democracy movement inside the country, Iran's activists have been relying on blogs [Web logs], 
Tweets, text messages, Facebook groups, and uploaded YouTube videos to share information 
with one another, and with the outside world." 
Source: Wired (http://www.wired.com), "Facebook, Google Go Persian, aiding Iran's Activists," 19 June 2009 

Virus Incident Response Team (VJRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: 
Previous day: 1 ,378,302 
Month to date- June: 20,925,340 
Year to date for 2009: 270,716,437 

Cyber Security News Headli~ ••• • • • • • • • • • • • • •• ••• • 

• • •• • • • • • • • • • • ••• • •• 
• 

Virus Blocked at Perimeter: 
Previous day:38 
Month to date- June:7,313 
Year to date for 2009: 27,246 

• • • • ••• • ••• • • ••• • • • • • • • • • • • • • • • • • • • • • • • • •• • • • Cyber Security Brief as of 12/3/2009- 1400 EST ••• Vage 3 of16 
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Group to Monitor Obama's Cybersecurity Promises [Source: govinfosecurity.com] 
Twitter Message Could Be Cyber Gr4mi"iL at Wo'k [So~t~rce:.,.dit,.,..onra•"mJ .. • .. 

• • • • • • • • • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • ••• • • • • • • • • •• ••• • ••• • • •• •• • • • ••••• 

Appendix A -GIRT Event Summaries 

Legend: 

' Mi?' • 

- . ._ .... ~.-- -- ·--
Ticket Num~' Location:\ -~ 
Date and Time Ticket Created: 06/16/2009 2023 GMT Affected Bureau: DOM 

Event Description 
~ CIRT detected g JarsE< _numgE>ill:.!(;Dl5¢il,aJ§?§.?9es wit~_E.,QE_gJ!g~b ... ~from ·:...___ 

Cyber Security Brief 

·-· - .. _ .. ___ 
-~-............-~-- .. · . . .. ..... ••• • ._,. ..... . .. ........ ,~ ... · ····j~"'"' .. ,.. -~ . -

• • • • • • • • ••• • • •• • •• • • • • • • • • • • • • • • • ......... ~ .. .. ,,.... 
as ofl2!3/20u9 -1400 E0T 
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-
Jt .. ... . . . .. . .. i ·· ..... . : : :· : . : :.: ·. ~=· : :· : : •• ••• • ••• • • •• •• • • • ••••• Current Status 

22 Jun: GIRT requested a status update from the IT Service Center via e-mail and 
phone. 

Status History 
16 Jun: GIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
GIRT requested that the ISSO re-image the operating system. 

17 Jun: GIRT requested a status update from the ISSO via e-mail. 
18 Jun: GIRT requested a status update from the ISSO via e-mail. 
19 Jun: GIRT requested a status update from the ISSO via e-mail and phone. 

·- -· --~· ·~·--··-· ... ,.~·~·--
~ 

L~ Ticket Numb~( location 
ll!!""-

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 
CIR~!i..Slill9.e,.,D.Y..mll~-~--l?:_mail messages with PDF attachments f.r;.o~e~-;:: 

( 
---·- .. ·· - ........ ,.,.... ... !_.,.... -f- ·-

Current Status 
22 Jun: GIRT requested a status update from the IT Service Center via e-mail and 

phone. 

Status History 
16 Jun: GIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
GIRT requested that the ISSO re-image the operating system. 

17 Jun: The IT Service Center has provided a reference number for this event. 
18 Jun: GIRT requested a status update from the ISSO via e-mail. 
19 Jun: The IT Service Center informed GIRT that the ticket has been assigned to the 

appropriate point of contact, and that remediation is in progress. 
20 Jun: ITSC sent the initial e-mail to the incorrect ISSO, and resent the e-mail to the ITSC . 

. --~~--·· ~-~--· ~·~·--· ......... ,,._..., __ ... " ......... ._.._.., -- -- . -
Ticket Numba:{ . Location: 1~ 

- ·-- . ~ . --- --·· 

Date and Time Ticket Created: 06/16/2009 1540 GMT Affected Bureau: EAP 

Event Description 

Cyber Security Brief 

•• ••• • • • •• •• • • ••• . . 
• . ... • •• • •• • • • • • • • • • • • • • • • • • as oj 12!J!2(JO~._ JVOO EST 
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Gl RT dgtected a large I1J.lllJ b~LQf -~~.§.tl ... r;l]£~9~-with.PD F•.itt§l~mer.t~r,@JJ:lLI;;,~>lo"'f:'ii'-"W4<<j}; ·<P~ 
• • • • • • • • • • • • • • . ,; ff b 

i 
\ 

. • • • • • • • • • • • • • • • • • • .{f .,.,....-
• • • • • • ••• • • - • • • • • ~ '2.... .:,. 
•• ••• • ••• • • •• •• • • • ••• •• f. ,-t; 

~,--~~~·-~-~; 
Current Status 

22 Jun: CIRT requested a status update from the ISSO, the IMO, and the IPO via e-mail. 

S.tatus History 
16 Jun: GIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. 
17 Jun: The ISSO responded that he is attempting to contact the e-mail recipients. 
18 Jun: The ISSO informed GIRT that the user is at a remote office and he will contact the 

user for more information regarding this e-mail. 
18 Jun: The ISSO informed GIRT that seven of thee-mails were not opened and were 

deleted · fi"o nf'tho 11corc <>ro in nl'>nrlinn <:.t::lhl<:. ThA ISS() will nrnvirlA I.IRT with ::~n 11nrl::~tA 

sooQ.J. 
a· ~ ,_ ... . ·a,., . &Mil _,, •n 
19 Jun: GIRT requested a status update from the ISSO v1a e-m~'ir. 

--------··· - " - -
Ticket Numbe~ 

t 

Location: f ; 

' ·~ ......... .. 

Date and Time Ticket Created: 06/19/2009 1136 GMT Affected Bureau: EAP 

Event Description 
GIRT detected communication between a DoS workstation and a malicious host domain 

Current Status 
22 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
19 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 

are found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

~- . -. .....-..- -~- ·-·---- .. --------~' ...--· --------.. - ---~--- ·- · -- .. , 

Ticket Numb~--- Location:/ D 
Date and Time Ticket Created: 06/20/2009 0744 GMT Affected Bureau: DOM 

Event Description 
GIRT detected the download of an executable from a suspected phishing site. 

-
1 Current Status 

tl:. ••• • • I •• II I I Ill _.._ -'L..Il.JI_ _._._ 

Cyber Security Brief 

. . . . . ~ . . ... 
• • •• • •• • • • • • 
I • • • • • • • • • ,.. ... . ... . .. .. . 

as of 12/3/2009- 1400 EST 
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22 Jun: GIRT requested that the LSSO.$~ar~;h fDr spacific.iiles.and lli6mOW&\Ile iiles if 
they are found. CIRT also reqoo~t~ that th~ I Sst> p e•rtorm.an ~u)tivirws«aMI and 
verify that the workstation is u;,.io-4Jete·w rtt: aw Oft~9kite~t patc" es kOO.. otR~"atch 
Management. 

Status History 
N/ A - New Event 

--·- - ·- "'' - -·· ·~-..... - .- -~~- . - --- -···t 
Ticket Numbe~ Location: I :::> ________ .. _______________ 

1--·------ . ·-

Date and Time Ticket Created: 06/19/2009 1148 GMT Affected Bureau: DOM 

Event Description 
CIRT detected ~PS. ... ~~rkstation communicating with a suspicious website and possibly 
downloading c. 

.~-._-

Current Status 
22 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
19 Jun: CIRT requested that the ISSO search for specific files and reimage the operating 

system if the files are found. 
20 Jun: The ISSO informed CIRT that he is currently examining this event. A virus scan was 

performed with negative results. The workstation will be reimaged as a precaution. The 
ISSO will provide CIRT with an update upon completion . 

.... --~- ... . ·-- ..... ,..,__ ............. . . 
' Ticket Numbef:' Location: 

~-- ·---~--- .... ~---·->< ,.., .. . 
-~ -- -- -- -~..- - .. ~ ~- --· ... --- --~- -----

Date and Time Ticket Created: 06/22/2009 1057 GMT Affected Bureau: DOM 

Event Description 
CIRT detected the download of an executable from a suspicious website 

Current Status 
22 Jun: GIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

•• • • • • 
~ • •• 

Cyber Security Brief 

••• • • • •• • • • • • • • • • • • • • • • • • ••• • ••• • •• 

•• • • • •• 

• • • •• • • • • • 

••• • •• • • • • • • • • • • • • ••• • • • • • • • • ••• •• 
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·-· ·-

Ticket Numbe(1' 
·- - -

•• • •• • • LO~ittio,n:: 1 
• ••• • •• • • • . --.-. . ' • • • • • . . 

• • •• • • • • • • • •• • • • • • 
Date and Time Ticket Created: 06/22/::bf9 ~ ~eo·GO~r: . .. • :Aife~teu•s;.reau: ~F: •• • • • • • 

Event Description 
GIRT detected the download of a malicious executable to a DoS workstation. 

Current Status 
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

"" 
- . __ , ... ~ ... ----·- -· -· 

~ Ticket Number~ 
·-v-..- --.,--

Location: ; --... -·---------~"·--·-----~-----~ -
/ 

.•. -
Date and Time Ticket Created: 06/17/2009 0904 GMT 

; 
Affected Bureau: EAP 

' : 
J 

Event Description 
CIRT dete£t~j_ aDoS workstation in communication with a malicious website contpining 

. I l 

-
Current Status 

22 Jun: CIRT requested a status update from the ISSO and the RSO via e-mail. 

Status History 
17 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 

are found . GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

18 Jun: GIRT requested a status update from the ISSO via e-mail. 
19 Jun: GIRT requested a status update from the ISSO via e-mail. 

v 
TicketNumberq 

~--D-' a_t_e_a_n_d_T_im_· e_· ...,.;_·ic_l_<e_t_c_r_e_a_;_ed_:·,_;6_1_2_~_i2_o_~-'-9-0_8_o_2_G_M_T __ _._A_ff_e __ ct_e_d_B_u_reau: EAP :¥'W5""""'= ] 
•• ••• • • • •• • • • • ••• • ••• • • • • • • • • • • ••• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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Event Description •• ••• • • • •• •• • ••• •••••• 
CIRT . ~ • ~ • • • • • • ~ • • • • • • detected a DoS workstat1on ow aad111~ aornali~ioos .PO <file f rcr art e:terr;=ll , ost. . . . . . ... . .. .. .. . ....... 

Final Action 
22 Jun: The ISSO informed CIRT that the workstation was successfully reimaged. 

Status History 
N/A- New Event 

........ -~·---- --. -
Ticket Number~ 

-·-· 
Location: ; .....--·· 

Date and Time Ticket Created: 06/16/2009 2124 GMT Affected Bureau: EAP 

Event Description 
.. 

-
. J . • -c.::~~~DoS~ . . - ·-- ~ ..• 

F-mal ction 
20 Jun: The ISSO informed CIRT that the workstation was successfully reimaged. 

Status History 
16 Jun: CIRT requested that the ISSO disconnect the workstation from the network and 

reimage the operating system. 
17 Jun: GIRT requested a status update from the ISSO via e-mail. 
18 Jun: CIRT requested additional information from the ISSO. 
19 Jun: CIRT requested a status update from the ISSO via e-mail. 

.. . ·-··-·-=· ·------ ·- - -
Ticket Numberd --

- ~-

' _)) Location: -- ···- ·-· -
I 1 ' ~ 

Date and Time Ticket Created: 06/19/2009 0949 GMT Affected Bureau: WHA 

Event Desc-ription · 
GIRT detected a DoS workstation communicating with a suspicious website and possibly 
downloading a malicious .exe file . 

Final Action 

I 22 Jun: The ISSO informed CIRT that the workstation was successfully reimaged. 

•• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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Status History •. • • • • • • • • • • • : • • : : • • : •. 
19 Jun: Cl RT requested that the l~sp tijsc<tlrfe<l the:w4>rK:ttatioo fr; rrt !he Ce~or~a~d 

• • • • • • ••• • • • ••••• re1mage the operatmg system. :. • ••. • ••• • • •• • • • • 
£ ' 

21 Jun: GIRT requested a status update from the ISSO via e-mail. 

.. ·- ..... . 

- ~. __ __,..v 

··- Location:) Ticket Numbe( _____ , __ j - ---· 
/ 

Date and Time Ticket Created: 06/17/20091408 GMT Affected Bureau: DOM 

Event Description 
GIRT detected a malicious executable file directed at a DoS workstation 

Final Action 
22 Jun: The ISSO informed CIRT that the malicious files were found and removed. 

Antivirus definitions are up-to-date, and a scan was successfully completed with 
negative results. The computer is current with all of the latest patches from IRM 
Patch Management. 

Status History 
17 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 

are found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patcpes from IRM Patch Manag~ment. 

18 Jun: GIRT requested a status update from the rtsc. The ITSC informed CIHT that this 
ticket is currently assigned to the administrator responsible for examining the incident. 

19 Jun: GIRT requested a status update from the ITSC. 
~ • 
' -

- · --- --· ---.. -

Ticket Number Location· ) 
-

Date and Time Ticket Created: 06/19/2009 1718 GMT Affected Bureau: DOM 

Event Description 
GIRT was notified of a Classified Spillage 

Final Action 
19 Jun: This event has been referred to the APD team. 

Status History 
N/A- New Event 

• • •• •• • • ••• • ••• •• •• ••• • • • • • • • • • • • • • ••• • • • • • • • •• • • • •• • •• • • • • • • • • • • • • • • • • • • • • ••• • • •• ••• • ••• • •• •• • • 
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--- ···--. ... ~ _ .• ,~-- .. ·-~·-· · ··-·- - -~ ~ ----~- ,_ • ..._., __ ._~ .. ·-·••¥•,¥·-- -- .. 

~ l Ticket Number~ ~ Loca!io!k 
\.;\ ---- , / 

/ 
Date and Time Ticket Created: 06/22/2009 1209 GMT Affected Bureau: SCA 

Event Description 
CIRT detected the download of a malicious executable to aDoS workstation. 

Final Action 
22 Jun: The ISSO informed GIRT that no malicious or unauthorized files were found. 

Antivirus definitions are up-to-date, and a scan was successfully completed with 
negative results. The computer is current with all of the latest patches from IRM 
Patch Management. 

Status History 
N/ A - New Event 

•• ••• • • • •• •• • • ••• • ••• • • • • • • • • • • ••• • • • • • • • • •• • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • • •• • •• •• • • • • •• •• 
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. . ........... :·. 
• • • •• • • • • • • • • • • • • • • • • • • •• • •• • • 

Appendix B - Compliance & :\rulhelaQlliEv.$'Ca.nt1i11g StatjsfiCs 
•• ••• 0 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities : 8,741 

Total High Vulnerabilities: 519,421 

TOP 10 CRITICAL VULNERABILITIES 

~-
(;_yber Sec~rity Brief 

•• ••• • • • •• • ••• • • • • • • ••• : : .. . .. . . . . : 
• • • • • • • • •• •• ••• • ••• • •• •• 

as ofl2/3/2009- 1400 EST 

••• • ••• • • • • • • •• • • • • • • ••• 
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•• ••• • • • • • • • • • • • •• • 
TOP 10 MOST COMMON VULNEftAEillJT1~ : •• • • ••• • • 

• • •• 

Cybe}' Security Brief 

•• ••• • • • •• • • • • • • • • • •• • •• • • • • • • • • • •• ••• • ••• • •• 

•• • • ••• • ••• • • • • • • • • • • • • • 
as of 12/3/2009- 1400 EST 
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•• • ••• • • • • • •• • • • •• • • 

• • • • • • • 

••• • •• • • •• 

•• • • • • • • • • 

• ••• • • ••• • • • ••• 

•• • • • • • • • • 
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•• • • •• ••• • • • •• • ••••••••• • • • • • • • • • • • • • • 
Appendix c- DoS Cyber torioitlon t.clib~"Con1 i~e/i; ::. 

• • • • •• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event · 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior to re
connection 

• 
• 

• 

• 

Initiate Management T earn briefings 
Three-times-a-day notification to · 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

'-----------------

• Sensitive information in the enterprise is 
at moderate risk !!1_ compromise. _ _l __________ _ _j 

•• ••• • • • •• •• • • ••• • • •• • • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• • • 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

:@if~~:;,~i:J}~$-ill$;&..~~;.,~Z'Mk 

ill' ' , --~ ' , ' . I' 

~ "- )~'0;\~?Vi . ~ , 
.r~_;-

' ~ ' ~ ,._ 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• Limited maliciou~attiiily : • • : : •. 
• Intelligence indic~~ C~"ef~!-ttt~itS: • 
• Specific incidents reported and under 

review . 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• .Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

•• ••• • • • •• •• • • • • • • • • • • ••• • • •• • , . • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 

•• • • • •• 

••• • • • • 
Cyber Security Brief as of 1213/2009-1400 EST 
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• 

• 
• 

• 

•• • ••• • • • • • •• • • • •• • • 

•••••• • • • • • •• • • • • • • •••••• 
Ensure protective measures 
implemented 
Increase backups, audits, etc . 
Verify response action plans & staff 
ready 
Document changes in cyber security 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• ••• • • • • • • • • •• • • • • • • • • ••• • • 
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Appendix D - Intranet Web Links of Interest •• ••• • • • •• • • • • • • • • • • • •• • • • • • 
Within the Office ofCompuWsttpM : .. :•: .. • 

• Awareness 

•• • ••• • • • • • •• • • • •• • • 

Periodic Update: http://cs.ds.state.gov/ETP AIETPA 03.cfm 
• Computer Incident Response Team (CffiT) 

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 
• Cyber Threat Analysis Division (CTAD) 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http:/ /cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfrn 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http://enm.irm. state . gov/nlm/patch!Def~mlt.htm 

• Virus Incident Response Team (VffiT) 
Periodic Update: http://sysintegweb.irm.state.gov/sil AntiVirus.htrnl 

•••••• • • • • • •• • • • • • • •••••• 

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief. 
If you have feedback for the CSB, please send it to CIRT@state.gov ' 

Cyber Security Brief 

•• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • •• • • •• • •• • • • • • • • • ••• • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 

as ofl2/3/2009 -1400 EST 
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C~rrent DoS Cyber 
Threat Condition 
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Cyber Secvrit~.Brie.f 
United States Depht~e.~ of:;tcfte: 
Bureau-.QfDiplontic&.:~ : •• 
as ofJune 23, 2009-1400 EST 

June 24, 2009 

• • • • • • • • • ••• • •••• 

No change from last 
reported condition 

Nuisance cyber attack activity is present 

Executive Summary 

1. CIRT 
• GIRT is awaiting the ISSOs' responses and remediation confirmations on the 

remaining spear-phishing attack notifications. 

2. CT AD Daily Read File 
• (U) DDOS Attack on Belarus Site 

3. Classified spillage incident 
• One instance of classified spillage has beeft referred to APD 

Geographic Distribution of Computer Incident Response Team (CIRD Events 
'* I 

Legend: el event 8 2 events • 3+ events 

.·: .... . . . . . ' .. 
I • . •: • .: : • •• 
• C)~ !ie,-,;riw B1·,e/ • 

• • • • •• 
• • ••• • • • • • 

·a; of-1._2/~llOO;J. --1400 EST : . .: .. • • • • . . ..: .. 
•• 
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Open CIRT Events: 8 
•• • • • • • • •• 

CIRT Events bJ! US-CERT Category 

• Unauthorized A<:cess 

• Malicious Code 

G!ll lmproper Use 

•Investigation 

Firewall Block Request Summary 

• Nothing substantial to report 

Closed CIRT Events: 14 
• •• • • • • •• • • • • • •• • 

AF 

DOWWASH 

EAP 

EUR 

NEA 

SCA 

WHA 

• • •• • • • • •• • • • • • • • • • • • • • •• • ••• • • • • ••• • • •• • • • • 
CIRT Events b)! Bureau 

0 5 10 

• ••• • • • •• • • • ••• 

15 

Enterprise Risk Score Grade Distribution 

250 

200 

rg 150 :t= 
11'1 ... 
~ 100 
(1,1 

-'= 
E 
:::; 50 z 

0 

•• • • • • • 

A+ A B c D F F~ 

Grade 

Computer Incident Response Team (CIRD 
• CIRT is awaiting the ISSOs' responses and remediation confirmations on the remaining 

spear-phishing attack notifications of e-mails with a malicious PDF attachment. Due to 
the large number of tickets generated by this event, these tickets are presented in table 
format. 

• • ••• • • • • • 
·a; of•J,21V120().9. - 1400 EST :. . .: .. • • • • . . ..: .. 

•• 
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Personally identifiable information (PII) loss reported 

• Nothing substantial to report •• • •• • • • •• • • • • •• • • •• • • • • • • • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • ••• • • • • • • •• • •• • • •• • • •• •• • • • ••• 

Classified spillage incident(s) reported to GIRT and referred to DS/IS/APD 
• One instance of classified spillage in Washington, DC has been referred to DS/IS/APD. 

An e-mail with an attachment containing classified information was sent from 
Congressional Research Services (CRS) to multiple Federal agencies. 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix B for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (U) DDOS Attack on Belarus Site 

(SBU) Key Highlights: 
• The Web site of Charter 97, a human rights organization and media outlet was attacked 
• The Charter 97 site was previously attacked along ~with RFEIRL sites in 2008~ 
• Current attacks coincide with diplomatic tensions bptween the GoB and the 1F 
• It is unlikely recent attacks were spurred by the relhltionship between the GoB and the RF 

(U)Source Paragraph: "The new wave of the distributed denial of service [DDOS] attack 
continues with renewed vigour and gains momentum. The web site will probably be unavailable 
again." 
Source: Charter 97 (http://www.charter97.org), "Attack on charter97.org for second day, n 09 June 2009 

Virus Incident Response Team MRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 1,378,302 
Month to date -June: 20,925,340 
Year to date for 2009: 270,716,437 

Previous day:38 ' 
Month to date- June:7,313 
Year to date for 2009: 27,246 

Cyber Security News Headlines 
Cyber Security Czar Front-Runner No Friend of Privacy [Source: wired.com] 
5 Fed Cybersecurity Priorities for the Summer [Source: govinfosecurity.com] 
Information Security: the Good, the Bad and the Ugly [Source: tmcnet.com] 

.·: .... : . .: . : : .. .. 
• t~ $ect~lzt; J , iej•. 

• • ••••• • •• • 
• • ••• • • • • • 

tts:o.t'J. 2/Ji~009- 1400 EST . : .. ·: 
• • • • ••• . . ..: .. 

•• 
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•• • •• • • • 
Appendix A -CIRT Event Summciries:. 

Legend: 

o. 

Ticket Numbetj 1 ...__. 

• • • • • • • 

• • • • ••• 

• • • • • ••• • • 

•• • • • •• 

, . 

Location} 

·-

• • • • • •• 

• ••• • • • •• • • • • 

,.., 

Date and Time Ticket Craated: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 
CJRI detected a larQe numh@hPf&"'majLmgssages wjtb PDF attachments from" t - . 

' 

~- ~ --- --·- - -
Current Status 

•••• • • • •• • • •••• 

) 
_ __.;: 

-~ 
--

23 Jun: CIRT requested additional information regarding the physical location of the 

••••• : : . : . . .. • •• • • • • •• 
<:yQf.t/! Srcurlf)!BrPej•. 

•••••••• • 
!·! Jlf:f.J-J.IY2[J09_;-1400 EST ·.· :. : .: : : . . .. : .. : 
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user. 
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•• • • ••• • • . : . : • •• • ••••••••• • • • • • • • • • • • • • •• • •• 
•• . , 
• • . . . . . . ... . . ~ . . 

Status History • • • • • • • • • • • • • • • ' • • ••••• 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system. 

17 Jun: The IT Service Center has provided a reference number for this event. 
18 Jun: CIRT requested a status update from the ISSO via e-mail. 
19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the 

appropriate point of contact, and remediation is in progress. 
20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO. 
22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone . 

.. --- ----...._ ------

)~ Ticket Numb Location: ____p tr-·· - - ' -. -
Date and Time Ticket Created: 06/20/2009 07 44 GMT Affected Bureau: DOM 

Event Description 
CIRT detected the download of an executable from a suf:>ected phishing site. 

:+~ . 
Current Status .-

23 Jun: CIRT requested a status update from the ISSO via e-mail. 
' l 

Status History 
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

... -
·Ticket Nuin~~ LocationJ -~ 

·- - "l --- -

Date and Time rict'et Created: 06/19/2009 1148 GMT Affected Bureau: DOM 

Event Description 
CIRT detected a_j2£~~~stat}op coml}!unicating with a suspicious website and possibly 
downloading a · . .:L='? 

Current Status ., ··-

23 Jun: The 1550 informed CIRT that he is still examining this event. 

Status History 
19 Jun: GIRT requested that the ISSO search for specific files and reimage the operating 

system if the files are found. 

• •• • • ••• • •• ••• • • • • • • • • • • ••• • •• •• • •• • • • • • • • • • • • • • • • • • • 
• • • • 

• • • • as·of 12jtj/2lJtJ9 - -1400 EST 
.I 

• • 
Cyber Security Brie] • 

... . . 
• • • •••• ••• ••• • • 
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20 Jun: The ISSO informed GIRT that he is curr~ntl~ exar11ining 1hisAv~t. Avi&ui ua~.was • • • •• • • + • 
performed with negative results. Ttxe JVCJ~stc4idtl "till bt ~irflilgetl.as 11 ~r;ecaut10n . • he 
ISSO will provide GIRT with an upd~tE! otJ.~rflpl'etm : •: •• • •• • : : : : • • : • • 

22 Jun: GIRT requested a status update from the ISSO via e-mail. 

---- --

Ticket Numbe( Location:~ ; 
·-

Date and Time Ticket Created: 06/22/2009 1419 GMT Affected Bureau: WHA 

Event Description 
GIRT detected a malicious executable file directed at aDoS workstation. 

Current Status 
23 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
22 Jun: GIRT requested that the ISSO disconnect the workstation from the network and 

rei mage the operating system. 

--- -
/ ....-:: 

Ticket Num~r:, Location} ? 
•· . 

Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF 

Event Description 
GIRT detected the download of a malicious executable to aDoS workstation. 

Current Status 
23 Jun: The ISSO informed CIRT that he is currently examining this event. 

Status History 
22 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 

are found . GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

I Ticket Numb~ 

•• • • • • 
Cyber Security Briej •: 

••• • •• • ••• 

I Location: 

• • • •• •• • • ••• • • • i • • ••• • •• 
• •• • • • • • • • 
: a§.Jj j 2'jJ2rJ@fJ -~ !400 £.~'1'• 

••• • •• • ••• 
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Date and Time Ticket Created: 06/22/'2/JJJ9 2.1()9 "Ml" ~ ~ .A~tvd-BOrfZc!O: ~M • •• • • • • • • • • • • •• • •• • • : : . • • • ••• • . : : : : .. •• Event Description •• ••• • •• • • • •• •• 
CIRT was notified of an ISSO-reported event on CLAN. 

Final Action 
23 Jun: A review of the workstation indicated · 

l J· 
Status History 

./ 

N/A- New Event 

ft 

Ticket Numb€ 1·3·012 Location· ::> 
-

Date and Time Ticket Created: 06/16/2009 2023 GMT Affected Bureau: DOM 

Event Description 
<?lf~T detected a large number of e-mail messages with PDF attachments from" 

.. r~ 
I~ \ - ~~~~-

Final Action 
23 Jun: The ISSO did not find the e-mail on the user's workstation. 

Status History 
N/A- New Event 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system. 

17 Jun: CIRT requested a status update from the ISSO via e-mail. 
18Jun: r 
19 Jun: CIRT requested a status update from the ISSO via e-mail and phohe. 
22 Jun: CIRT requested a status update from the IT Service Center by e-mail and phone. 

- ·----·~·-----~·-~ ...................... ........ --~--~---- -.-·~---·~----~ 

Ticket Numbe( l Location 
.. -~··""" ·-- .. 

~-

Date and Time Ticket Created: 06/23/20091218 GMT Affected Bureau: DOM 

•• • • • • • • Cyber Security Brief• • 

••• • •• • ••• 

• • • •• •• • • ••• • • • • • • ••• • •• • •• • • • • • • • • • • • • • • • • • 
• ~~f12r~l2~rJ9 - '-400 -est 

••• •• • • • •••• • • • ••• •• 
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Event Description 
CIRT detected a malicious PDF 
workstation. 

Final Action 

•• • • • • -s=r;. I 

• • • • "i~Jiiil·-~~-; .::· ..:~ . • • • • • • • • : •• . . . . . . . - ~ . . . 
:. • • • • •. •-Vl if1t~l'llai:OO~ : : .... .:. · ~ . :·: .. .. . . . ..... 

23 Jun: The users were contacted and CTAD is analyzing the event. 

Status History 
N/A- New Event 

--- --
Ticket Numb~({ . Location:·} ~~ 

.. w 

Date and Time Ticket Created: 06/16/2009 1540 GMT Affected Bureau: EAP 

Event Description 

/ 

c :IRT Q!!lecled a large number of e-mail.~essag~w.ith PDF attacbments from _ 

} 
Final Action 

23 Jun: The ISSO informed CIRT that all the .users had deleted the e-mail without 
opening it. :«' 

,.1 f 
Status History l -'1 

16 Jun: CIRT requested that the ISSO deterr;D,!' e if the suspicious message had been 
received and if the message had been open'gd or deleted. 

17 Jun: The ISSO responded that he is attempting to contact the e-mail recipients. 
18 Jun: The ISSO informed CIRT that the user is at a remote office and he will contact the 

user for more information regarding this e-mail. 
19 Jun: The ISSO informed CIRT that seven of thee-mails were not opened and were 

delete_~~4!Je users are in pending sta!~Ibg.j~~.Qxide CIRT '{Vith an uQdate; 
~ ' . . . . - --

soon 

2~'fRrrequesrecra status ·updc;~te from the ISSO via e-mail. 

-- ·-.. --- ... ....-~ .... .... ·~ ~~ 

TicketNum~ 
.,.. ___ ..... -.... . 

Location: ' ~----:.-;, 
-~--- ---..-· -

Dale and Time Ticket Created: 06/22/2009 1057 GMT Affected Bureau: DOM 

Event Description 
CIRT detected the download of an executable from a suspicious website 

• • • • 
Cyber Security Brie]~: 

. . .. ••• • •• • • • . .. • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • r»~f'i Jl~l2~fJ9 - •1400 'ES'!' 
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Final Action • • • • • • • • • • • • • • • • • • • • • • . .. . . . . . . . . . ·. : :. : : 
23 Jun: CIRT received confirmatiortfrpJll-lhE(I~Sc> thctt.fJle ~rl(s.taCiotl was searahed 

for malicious files and nothing was fo\ft'fd. All J'c1t'ttfe~ aM ctlr1-enf. • • • • • • • 

Status History 
22 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 

are found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

- - ..... 
Ticket Numb(· 

___ __ _ ___. 

Location: ' 0 1 / 

-- --- -
Date and Time Ticket Created: 06/23/2009 0559 GMT Affected Bureau: SCA 

Event Description 
. An ISSO reported inappropriate use of the Department of State's assets by DoS employees. 

Final Action 
23 Jun: This event has been forwarded to DS/ICI/PR. 

Status History 
N/A- New Event 

..--------:-.. -"'~"40-·---·-·------------... -~._ 

Ticket Numb(: • Location: l '-:> 
. _ ..... 

Date and Time Ticket Created: 06/23/2009 1123 GMT Affected Bureau: DOM 

Event Description 
GIRT vjas notified of a Classified SpillaQe 

--·-- ·-
Final Action 

23 Jun: This instance of Classified Spillage has been referred to the APD team for 
remediation. 

Status History 
N/A- New Event 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • • • 
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Ticket Numb~ 
--~~ -.------

Location: J ~r 
'-- -~ 

Date and Time Ticket Created: 06/19/2009 1136 GMT Affected Bureau: EAP 

Event Description 
GIRT detected communication between aDoS workstation and a malicious host domain 

Final Action 
23 Jun: The 1550 informed CIRT that no unauthorized software was found on the 

workstation. The results of a virus scan were negative and all patches are current. 

Status History 
19 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 
are found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 
22 Jun: GIRT requested a status update from the ISSO via e-mail. 

_..._._,, - ----- -L-- . ---·· 

Ticket Nu~: r -- s Location: ~ ~~ 
.. • --. -

Date and Time T_ic.ket Created: 06/17/2009 0904 GMT Affected Bureau: EAP 

Event Description 

-:-

QJRT ~ il f;l~S .wpr'-tation in communication with a malicious website containing 

Final Action ' 

23 Jun: The 1550 informed CIRT that no malicious files were found on the workstation. 
The user does not remember downloading the executable from the website. 

Status History 
17 Jun: GIRT requested tl1:::~tthe ISSO search for specific files and remove the files if they 
are found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 
18 Jun: GIRT requested a status update from the ISSO via e-mail. 
19 Jun: GIRT requested a status update from the ISSO via e-mail. 
22 Jun: GIRT requested a status update from the ISSO and the RSO via e-mail. 

~-

•• • • • • 
Cyber Security Brie}.: 

••• • •• • ••• 

• • • •• •• • • ••• • • • • • • ••• • •• • •• • • • • • • • • • • • • • • • • • • t»§jfl Jtl~72fJfJ9 -•1400•ESf' 
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•• • ••••••••••• •• ••• • • • • • • • • • • 
• • • • • • • • • • • • •• • •• • • 

Appendix B -Compliance & VL)Tner.aiiilitrtcirnnfnQ Statiitice • 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 8,808 
Total High Vulnerabilities: 511,197 

••••• 

TOP 1 0 CRITICAL VULNERABILITIES 

TOP 1 0 HIGH VULNERABILITIES 

.. ... . . ..... :.: ··: .·. ··: .·: . . . . . . . . . . . . . . . _._.__ .. _ .. _. 
• • •• • •• • • • • • • • • •• 

Cyber Security Briep.! •• ! :Zso@} 1 ~/.j,'}O@j ·- 1'100 esr- • • • • • 

Sensitive But Unclassified 

10.00 803 

10.00 598 

10.00 376 

9.30 8151 
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•• ••• • • • 
• • • • • • • • 
• • •• • • • • 
• • • • • • ••• 
•• ••• • ••• • • 

TOP 10 MOST COMMON VULNERABILITIES 

TOP 10 COMPLIANCE FAILURES 

•• • • • • 
Cyber Security Brief •: 

••• • •• • ••• 

• • • •• •• • • ••• • • • • • • ••• • •• • •• • • • • • • • • • • • • • • • • • 
u~~j'i-21!1120tJ~- r400 ES'r 
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••• •• • • • •••• • • • ••• •• 

• ••• • • • •• • • • • 

• ••• • • • •• • • • ••• 

•• • • • • • • • • 
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}rt?ij,~<i' 

~ 
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•• ••• • • • •• • •••••• • • • • • • • • • • • • • 
Appendix C- DoS Cyber Cgndltio~rfCvliatC~n)~Jv~·ls: 

••••• • • • •• • • • • • ••• •• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 

• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

'-----~---------'--"'-at:...:c:moderate risk of compr_.:..o:..:.m:..:.is::..:e:..:... ____ ____J. ______ _ 

•• • • • • • • Cyber Security Brief• 

••• • •• • ••• 

• • • •• •• • • ••• • • • • • • ••• • •• • •• • • • • • • • • • • • • • • • • • 
• b.~.._:f11!3/:M09..! 140fJ EST 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• Limited malicious ~'itlittr • • • : • • • • •• • • • • 
• Intelligence indicat~i'9~E'/attm"~~ : : 
• Specific incidents reported and under 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information i11 the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasure~are likely to be 
adequate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

'

•• Common network services are not 
impaired 
Sensitive information in the enterprise is 

I at slight risk of compromise. 

•• • • • •• 
• 

• 
• 

• 

• 

• 

• 

• 

•• • ••• • • • • • •• • • • •• • • 

•••••• • • • • • •• • • • • • • • ••••• 
Ensure protective measures 
implemented 
Increase backups, audits, etc . 
Verify response action plans & staff 
ready 
Document changes in cyber security 
posture 

Maintain regular security monitoring, 
scanning, & remediation operations 
Verify status of protective measures 

Maintain regular security monitoring, 
scanning, & remediation operations 
Verify status of protective measures 

L-----------------------~--------------------------------~------------------------------------~ 

•• • • • • ... 
Cyber Security Brief • 

••• • •• • ••• 

• • • •• •• • • ••• • • • • • • ••• • •• • •• • • • • • • • • • • • • • • • • • 
• ~~tJf'J113/2'fJ09 - •J400*EST 
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Appendix D -Intranet Web J.in!f~ o{lntere.st .. 
• • • • • • • • • • • •• • • • • • 

Within the Office ofComputb'S~u.ri!lt : .. :•: .. • 

• Awareness 

•• • ••• • • • • • •• • • • •• • • 

Periodic Update: http://cs.ds.state.gov/ETP A/ETP A 03.cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http ://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CTAD) 
Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http ://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

e Compliance and Vulnerability Scanning . 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

o Cyber Security Incident Program "'. 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management ,~ 
Periodic Update: ht ://enm.irm.stat ~ ov 

~ The Office of Information As sura · e 
Periodic Update: htffi://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http ://enm.irm.state.gov/nlm/patcb/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html 

• ••••• • • • • • •• • • • • • • •••••• 

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief. 
lfyou have feedback for the CSB, please send it to Cill.T_@§tate,gQy 

•• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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Current DoS Cyber 
Threat Condition 

Sensitive But Unclassified 

Cyber Security. 6r.i.ef •• 
. • • ..!.,..t.,., • .. • • Umted Stat6S D•~;u·e•t.o»Stak: • 

B ·ofo· ~· . s· • .• • ureau lfJJumahc ecllflty• • • • 
as of June 29, 2009-1400 EST 

June 30, 2009 

Nuisance cyber attack activity is present 

Executive Summary 

1. CIRT 
• Nothing substantial to report 

2. CT AD Daily Read File 
• (U) Phishers Baiting Tweets with Worms 

3. Personally identifiable information (PII) loss reported 
• One passport application missing 

• • • • • • • • ••• • • ••••• 

No change from last 
reported condition 

Geographic Distribution of Computer lncidertt Response Team (CIRD Events 

Legend: •1 event e 2 events • 3+ events 

•• ••• • • • • • •• • • ••• • • •• •• • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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012,en CIRT Events: 6 
•• ••• • • • • • • • • • • •• ••• 

CIRT Events b~ US-CERT Categ_o!Y, 

• Ma lkious Code 

•Investigation 

Closed CIRT Events: 5 
• ••• • •• •• • • • ••• • • • • • • • • • • • • • • 

P..F 

DOMJWASH 

EAP 

EUR 

NEA 

SCA 

WHA 

• • • • • • • • • • • • • • • • • ••• • • • • •. . ... . b. . ... 
CIRT Events ~Bureau 

0 2 4 

• • • • • • • • •• 

6 

Firewall Block Request Summart. Enter12,rise Risk Score Grade Distribution 

• Nothing substantial to report 

Com12,uter Incident Res12,onse Team (CIRT) 
• Nothing substantial to report 

Personally identifiable information (PII) loss reported 

250 

200 

~ 150 
.:: 
t.f) 

-100 
0 .... 
Q) 

.:Q 
50 E 

= z: 
0 

A+ A B c D F 
Grade 

• One passport application mailed from a postal acceptance facility in the Philadelphia 
Passport Agency region to the' indbern Postal Distribution Center c::~nnot be located . 

... ·· ···--· ., ... ······· . .... . 
Cy[>,,_r Security Brief 

• • • • • • • • • •• • •• • • • • • • • • • •• ••• • ••• • •• 
• • •• • • • • • • • • • 

as of 12/3/2009- 1400 EST 
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Classified spillage incident( s) reported to ~tJS.T•e!Jld f e1er'teC: t~ QS,'IS!AJ?~. 
• Nothing substantial to report : : •: : •: : • • • • :. : 

•• ••• • • • •• • ••• 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (U) Phishers Baiting Tweets with Worms 

(U) Key Highlights: 

• • • • • • • • • • ••• • 

••• •• • • • •••• • • • ••• •• 

• Symantec recently issued advisories about a new worm being employed against Twitter 
users 

• Ackannta.B is a variant of ma/ware observed in February 2009 which was used in e-mail 
spam 

• Several other worms have also been identified in schemes specifically targeting Twitter 
users 

• Users must remain aware of the emerging threats associated with using social 
networking sites 

(U) Source Paragraph: "Twitter spam bearing a worm virus is on the loose today trying to lure 
Twitter users into opening a malicious file attachment containing malware [malicious software] 
that could take over Windows-based machines, Symantec is warning." 
Sowce: PC World (www.pcworld.com), "Twitter Spam Spreads Wonn, • 20 June 2009. 

Virus Incident Response Team MRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 902,317 Previous day:67 
Month to date- June: 30,848,832 
Year to date for 2009: 280,639,929 

Month to date- June:7,800 
Year to date for 2009: 27,915 

Cyber Security News Headlines 

CIOS, CISOS Await the Cybersecurity Czar [Source: fiercegovernmentit.com] 
9bama and Cyber Defense [Source: online.wsj.com] 
.Feds Eye Economic Incentives for Secure Software [Source: fiercegovernmentit.comj . 

•• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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Appendix A -CJRT Event Summaries •• ••• • ••• • •• •• • 

Legend: 

-
Ticket Numbe~ 

• • • • • • • • • • • • •• • •• • • • • • • • • • • • ••• • 

Location{ 

• • ••• •• • • • • • • • • • ••• • • • • • • 

~~ ~·-----1 

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 
..QlRT detected a larae. numher ofe-:JTJ~~..with..e.Df.attachments from " 

Current Status 
29 Jun: CIRT contacted the IT Service Center and confirmed that the user of the 

workstation is located in a different bureau. CIRT was informed that the IT Service 
Center will reassign the ticket to the correct iSSO. 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message ha~ been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the .ISSO re-image the operating system. 

17 Jun: The IT Service Center has provided a reference number for this event. 
18 Jun: CIRT requested a status update from the ISSO via e-mail. 
19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the 

appropriate point of contact, and remediation is in progress. 
20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO. 
22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 
23 Jun: CIRT requested additional information regarding the physical location of the user. 
24 Jun: CIRT requested a status update from the IT Service Center via e-mail. 
25 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 

The IT Service Center will re-open this ticket and forward the initial request to the correct 
ISSO. 

26 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone . 

I Ticket Numb(if~ 

Cyber Seourity Brief 

.·: .. : : 
• • • •• • • • • •• ••• • 

• • •• e a e 
•• • • • • • ••• • •• 

.. ~ L!>c~!~~n .• ~.: ... 
I 1: •• I I I ~-

C C C C C CC C C 

• • • • • • • • • •• • • • ••• • • 
as of 12/312009--1400 EST Page 4 of13 
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) 

Date and Time Ticket Created: 06/25/200~.oe~e GM.T. . • ~ ~ff~~ted ~urea.,u: ~F ••. •• • • • • • • • • • • : : ·: : .. • • • • • • • •• • • 
Event Description • • • • ••• • • • • • • •••••• • • •• • • • •• •• • ••• •• 

GIRT detected malware being directed towards aDoS workstation and attempting to 
download an executable file. 

Current Status 
29 Jun: CIRT received updated 1550 contact information and resent the initial 

notification to the correct contact. 

Status History 
25 Jun: GIRT requested that the ISSO search for specific files and perform an antivirus scan. 
26 Jun: GIRT requested a status update via e-mail from the ISSO. 

Ticket Numbe( 
,__..._ .. -·~ -··-·.--~'··-··""'··--·- ···- " . - ·-+ 

Location:; 

Date and Time Ticket Created: 06/25/2009 0914 GMT Affected Bureau: EAP 

Event Description 
GIRT was notified of a susoicious e-mail oossibl:.t cogtai.gj,gg maliqjg,IJ .. §,&~~g~ng 
multiple users. 

\ -
Current status 

29 Jun: CIRT requested a status update from the 1550, the RSO, and the IPO via e-
mail. 

Status History 
25 Jun: GIRT requested a status update from the ISSO via e-mail. 
25 Jun: GIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. OIRT also requested that the ISSO identify any 
1(!dditiQDsl [(;l"J~g,ot~ gt tb~..JJJ.a,iblf.jt,bas..beelil fQQ~~IRT requested that the ISSO 

~6 Jart. e11 ~~= Feqe~ f1 ~r~f!S B~e~r~ f~m t~e IS~~ 1vl~ e~~l. 

/ 
i 

~ Ticket Numbe~ . . =: ========!=L:=o::ca::t=io~n;_··~ ___ 2~~:_--~ 6il / 

II Date and Time Ticket Created: 06i25/2009 0849 GMT 

Cyber Security Brief 

•• ••• • • • •• . . . . . . ... 
• • •• • •• • • • • • • • • • •••••••••••• 

Affected Bureau: DOM 
•• • • ••• • ••• •• 
• • • • • • •• • 

• • • ••• • • • • • • • • ••• •• 
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Event Description 
•• • • ••• •• CIRT detected the download of a maliciou~·exocuta8r~tc) a De~•wf>rkstelion; • • • • • • • •• • • • • • • • •• • • • • • 

•• ••• • ••• • • •• •• • • • ••• • • 
Current Status 

29 Jun: CIRT requested a status update from the ISSO via e-mail and phone. 

Status History 
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network and 

reimage the operating system. 
26 Jun: CIRT requested a status update from the ISSO via e-mail. 

Ticket Number(1 - Location)-- · 
~ 

Date and Time Ticket Created: 06/29/2009 1115 GMT Affected Bureau: WHA 

Event Description 
CIRT detected aDoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Current Status 
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History i 
' N/A- New Event 
1 

.. 

il Ticket Numbe~ ---- Location: v -
Date and Time Ticket Created: 06/29/2009 1213 GMT Affected Bureau: WHA 

Event Description 
CIRT detected aDoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Current Status 
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management 

- ·- - · 
Status History 

N/A- New Event 

•• ••• • • ' •• • • • • •• • • ••• • • • • • • • ..- • • ••• • • • • • • • • • • • •• • • • • • • • •• • • ~ • • • • • • • • • • • • • • • •• ••• • ••• • • • •• • • • ••• •• 
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• • •• • • ••• • • •• •• • • • ••••• . ·-· --~--·- --

Ticket .Numberq 
. 

::> Locatior 

Date and Time Ticket Created: 06/20/2009 0744 GMT Affected Bureau: DOM 

Event Description 
CIRT detected the download of an executable from ?1 suspected phishing site. 

Final Action 
27 Jun: The ISSO informed CIRT that no unauthorized software or malicious code was 

found on the machine. A virus scan was performed with negative results and the 
machine contains all of the latest patches from Patch Management. 

Status History 
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

23 Jun: CIRT requested a status update from the ISSO via e-mail. 
24 Jun: CIRT has resent the initial request to the IT Service Center. 
25 Jun: CIRT requested a status update via telephone. The ticket has been assigned to a 

DSD technician 
26 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 

- ___,_.,.,.---- --.. .....-_ 
-

Ticket Number~ Location: p --·----
-

Date and Time Ticket Created: 06/24/2009 0944 GMT Affected Bureau: EAP 

Event Description 
CIRT detected a DoS workstation downloading a suspicious executable file from a website. 

Final Action 
29 Jun: The ISSO informed CIRT that no malicious or unauthorized files were found. 

Antivirus definitions are up-to-date, and a scan was successfully completed with 
negative results. The computer is current with all of the latest patches from IRM 
Patch Management. 

-
Status History 

24 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 
are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

25 Jun: CIRT requested a status update from the ISSO via e-mail. 
26 Jun: CIRT requested a status update from the ISSO via e-mail. 

• • • • • • • • • • • • • • • • -.. ... . ... . .. .. . . . ... .. 
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-- -- ·-~N< 

'\ •• •• • • • . .., ...... j ..... 
Ticket Number, • • • • • • Loc'lli~!n: • • • . • • • . .. • • • • • • •• •• • • •.. . .. 

•• • •• • • • • • •• •• • • • ••• •• 
Date and Time Ticket Created: 06/29/2009 1147 GMT Affected Bureau: DOM 

Event Description 
CIRT detected malware being directed towards aDoS workstation and attempting to 
download an executable file. 

Final Action 
29 Jun: CIRT was unable to confirm that a full version of the executable was 

downloaded. The website is no longer active, and traffic records do not indicate that 
a working executable was received. 

Status History 
N/A- New Event 

Ticket Numbed 
-:::.__ ..• ··- ···--· 

L~-c~tion:\ D 
Date and Time Ticket Created: 06/29/2009 1223 GMT Affected Bureau: EAP 

Event Description 
CIRT detected a malicious executable directed at aDoS workstation 

1 

Final Action 
c 

29 Jun: CIRT determined that the file was not a malictous executable, and that) he 
entire file was never fully downloaded. The workst, tion was not compromis, d. 

Status History 
N/A- New Event 

- .• 

__ )5 Ticket Nui11'"~. Location:\ 
.. 

Date and Time Ticket Created: 06/29/2009 0857 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified of a Pll Event. 

Final Action 
29 Jun: This ticket has been referred to US-CERT and the Privacy Team . 

. 
Status History 
· ·. . N/ A- NP.w Event •• ••• • • • •• •• • • ••• • ••• . .. 

• • • • • •• • • • • • • . 
• • • • • • • • • • • •••• • • • • • • • • ••• •• ...... -~· . .. .. . 
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Appendix B - Cometiance & '(1!1~'"¥bi~ty ~nuzq :St~;~~~l": ~ "1r:f' 

• • • • • • ••• • • • • • 
VULNERABILITY TOTALS: 

•• ••• • ••• • • •• •• • • • ••••• 

Total Critical Vulnerabilities: 9,462 

Total High Vulnerabilities: 549,814 

TOP 10 CRITICAL VULNERABILITIES 

.. T 

TOP 10 HIGH VULNERABILITIES 

•• ••• • • • •• •• 
• • • • • • • • • • •• • •• • • • • • • • • • • • •• ••• • ••• • • • •• 

• • ••• • ••• • • • • • • • • • • • • • • • 
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•• ••• • • • • • • • • • • • • • •• • • • • • • • • • 
TOP 10 MOST COMMON VULNERABn..rnes • 

• • •• ••• • • 

TOP 10 COMPLIANCE FAILURES 

•• ••• • • • • • • • • •• • • • • •• ••• • 

• • •• • •••••• • • • • ••• • •• • • • • • • • • • • • • • ••• • •• •• • • 

• • • • • • • 

Cyber .Security Brief as of 121312009- 1400 EST 

• •• • •• • ••• 
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•• • • • •• 

•• • • • • • . . 
• • 

•• • • • •• 

• ••• • • • •• • • • • 

.,, 
i 

•••••• . .. . . 
• •• • • • • • • •••••• 
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•• ••• • • • •• • •••••• • • • • • • • • • • • • • ••• •• • • • •• • • • • • ••• •• Appendix C - DoS Cyber Conf{llif>n K&'~!!r~'!! Lf.Ve!~ • : 
. , -·~. . " . ·r ·. . ., ; . . . . " . . . 

' "'~ . ~- ' 
(,.d:J@~:.ff:.f>f0Jt!lli£;l~{:J( ~ 'W~Itltl"jf?;~-~ . &\t ~H~)~~ 

"" • "' """" ' ' .. '/' '. . " "" ; ... ~ • '¥ . • 

' - " . 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event it 

• DoS must resort to alternative 
communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk of compromise . 

•• ••• • • • •• •• • • ••• • • • • • • • • ••• • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 

• • • • • 
Cyber Security Brief as of 12!312009 -1400 EST 
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Disconnection of Internet 
connectivity 
Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

• • • • • •• 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• Limited malicious acti-:if)' :•• • •. : 
• Intelligence indicates je~e;al thfeatS: 
• Specific incidents reported ·a~d u~der· 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normaL 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise . 

•• ••• • • • •• •• • • • •• • • • • • • • • • •• • • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • 
• • • 

• •• • ••••••••••• • • • • • c • • • • 
• • • • • •• • •• • • ••• • • • • • • • • • • •• •• • • • ••••• 

••• • • • • ••• 

• Ensure protective measures 
implemented 

• Increase backups, audits, etc. 
• Verify response action plans & staff 

ready 
• Document changes in cyber security 

posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations ·. 

• Verify status of protective measures 

•• • • • • • • •• 
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Appendix D -Intranet Web Lioks.oi/Qte.res( 
• • • • • • • • • • •• • • • • 

Within the Office of Computer ~tcd!itv•. • : •• :•: 

• Awareness 

•• • •• • • • • • • • • • •• •• • 

Periodic Update: http://cs.ds.state.gov/ETP AIETPA 03.cfm 
• Computer Incident Response Team (CffiT) 

Penodic Update: http:llcs.ds.state.gov/CIRT/clR.T 08.cfm 
• Cyber Threat Analysis Division (CTAD) 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http:/ /cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http:/ /enm.irm.state. gov/nlm/patch/Default.htm 

• Virus Incident Respo:qse Te.am (VIRT) 
Periodic Update: http ://sysintegweb.irm.state.gov/si/AntiVirus.html 

••• • • • •• • • • • • 

••• • •• • ••• 

•• • • • • • • •• 

The CIRT welcomes all constructive feedback to the daily Cyber Security Brief. 
If you have feedback for the CSB, please send it to CIRT@state.gov 

•• ••• • • • • • •• • • • •• • ••• • • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• •• 

Cybe1 Security Brief as of 12/3/2009- 1400 EST Page .i3 of 13 

Sensitive But Unclassified 



Sensitive But Unclassified 

CY.ber.~~cyritY. Brie( ....•. 
U4it~ $~te~D~p~e~t Of ~tate •. : :. : 

Current DoS Cyber 
Threat Condition 

I:wrea~d~ip,otbvc~:~~ •• • : : 
as ofJune 30,2009-1400 EST 

July 1, 2009 

Nuisance cyber attack activity is present 

Executive Summary 

1. CIRT 
• Nothing substantial to report 

2. CT AD Daily Read File 
• (U) The Lucky Sploit Toolkit 

No change from last 
reported condition 

-~ -- -u ----- -u·---Geograph/C DlsUib-iitiOfiOTCOfiiifiilef Incident Response leiiiii1C1RT[Events 

Legend: • 1 event e 2 events • 3+ events 

•••••• • • •• •• • • • •• • • •• • • • • • • • • • • • •• • • • • • • • • • •• •• • • • • • • • •• • • • • • • • • • • • • • • • • • • - ..... . ••• • •• •• • • • • •• • • 
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•• • • • • 
Open C/RT Events: 6 : • • 

• •• • •• • ••• 

CIRT Events by US-CERT Category 

B ~..talkious Code 

•Investigation 

• • • • • • • • • • • ••• 

• • • • • ••• • • 

•• • • • •• 

• ••••••••••• • • • • • • • • • •• • •• • • 
Clos~~CIRt Gvenh:~ 

CIRT Events by Bureau 

AF 

DOM!WASH 

EAP 

EUR 

NEA 

SCA 

WHA 

0 2 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 

Computer Incident Response Team (CIRD 
• C> Nothing substantial to report 

•• ••• • • • • • •• • • • • • • • • • • •• • •• • • • 
~ • • • • • • • •• ••• • ••• • •• •• 

• • • •• ••• • • • • • • • • • 
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Personally identifiable information (~11).1ct;!;•re,ptvi~d 
• Nothing substantial to repori : : • : • : 

•• ••• • ••• 

• • • • • ••• • • 

•• • • • •• 

• ••••• • • • • • •• • • • •• • • 

Classified spillage incident(s) reported to GIRT and referred to DSIIS/APD 
• Nothing substantial to report 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix B for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (U) The Lucky Sploit Toolkit 

• ••••• • • • • • •• • • • • • • • ••••• 

Key Highlights: (classified content- see CTAD Daily Read File on ClassNet for details) 

(U) Source Paragraph: "Over the past few months Sphoslabs have been seeing a relatively 
new kit being used by attackers in drive-by downloads to infect victims with malware [malicious 
software]. The kit is known as LuckySploit . . . It is a kit that enables attackers to construct 
malicious sites in order to hit victims with exploits and infect them with malware. Like many 
previous kits (Mpack, Firepack, lcepack, El Fiesta and the like), the pages it creates contain 
heavily obfuscated JavaScript in an attempt to evade detection and blocking. However, unlike 
previous kits, LuckySploit (or at least the recent version of it) also uses encryption." 
Source: Sophos Labs blog (http://www.sophoscom), "Not so lucky (sploit) mass defacement," 10 March 2009 

Virus Incident Response Team (VIRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 1,420,693 Previous day:122 
Month to date- June: 32,269,525 
Year to date for 2009: 282,060,622 

Month to date- June:7,922 
Year to date for 2009: 28,037 

Cyber Security News Headlines 

The New Cybersecurity Licensing Proposal at a Glance [Source: gcn.com] 
Qlber Security, the Nuclear Threat and You [Source: computerworfd.com] 

••••• • • • • • •• • • • •• ••• 
Cyber'Security Brief 

• • • •• • • • • • •• • • • • • • • ••• • •• 

• ••• • ••• . . .. 
• • • •• • 

••• • ••• • • • • . .. . . 
• • • • • • • •• 

as of 1213/2009 -- 1400 b"ST 
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•• ••• • • • •• •• • • •• • ••• •• • • • • • • • • • • • • • • • • • • •• • • • • • • • •• • •• • • 
Appendix A -CIRT Everi+Sbmmiufes:·: • • • • • • • • •• •• • • • ••• •• 

Legend: 

Ticket Number( Location:~ 

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 
'"'''"' ..... -'~~M+o~ "' l.:~rn"" m•mher of e-mail me_s_s,a.Q.~.i.t.b.EDF a~ta~Jrom.~·-..... !""' .• -=-··-

cJrr;;;rt Status 
30 Jun: CIRT requested a status update from th~ IT Service Center via e·IJlail 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened dl.deleted. If the message >Stas opened, 
CIRT requested that the ISSO re-image the operating 'system. 

17 Jun: The IT Service Center has provided a reference number for this event. 
18 Jun: CIRT requested a status update from the ISSO via e-mail. 
19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the 

appropriate point of contact, and remediation is in progress. 
20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO. 
22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 
23 Jun: CIRT requested additional information regarding the physical location of the user. 
24 Jun: CIRT requested a status update from the IT Service Center via e-mail. 
25 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 

The ITSC will re-open this ticket and forward the initial request to the correct ISSO. 
26 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 
29 Jun: CIRT contacted the IT Service Center and confirmed that the user of the workstation 

is located in a different bureau. CIRT was informed that IT Service Center will reassign the 
ticket to the correct ISSO. 

Ticket Numbe(t. •: 
1...-------.: . : 

•• 
Cyber Security Brief 

••• • .. 
• ••• 
. . . . . . . . . . . . . - . . 
• •• • • •• •• • • • ••• • • 
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Date and Time Ticket Created: Opas/~~~9 091 ~ GMl; •. ~ ~ft~c~~ aurf~·Etf. • • • • • • • • • • •• . • • • • ·. : :· ... : : 
Event Description • • • • • • • •• • • • •• ••• • ••• • • •• •• • • • ••• • • 

GIRT was notified of a.suspici.QJJs....e...maU,.pQ.S.§iDJ.¥.,£Q!l~~ining malici()LI~~ode, targeting 
multiele use_;:s..-1 

-
Current Status 

30 Jun: CIRT requested a status update from the ISSO via e-mail and phone. 

Status History 
. 25 Jun: GIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted . GIRT also requested that the ISSO identify any 
a~~jlicoal reciQients of the e-mail if it bas been fo[Ylardyd. ~~~gue~!~p that the ISSO 

~lrJun: GIRT request~d a statUS apuate II Oil I tile ISSO vJa'tt.=mall. 
29 Jun: GIRT requested a status update from the ISSO, the RSO, and the IPO via e-mail. 

Ticket Numb~; 
;--··-· ·-- ·-- ·------· 

--L~~~ti:;ri--'---->· 
--~-----· ..... 7 ~~~-------· [_ 

Date and Time Ticket Created: 06/30/2009 1335 GMT Affected Bureau: DOM 

Event Description 
GIRT was no~...oia...suspiciGI:Is-e~maii7'"Pessibi¥-COntaining malicious code. This ev~nt 

-
Current Status 

30 Jun: CIRT requested that the IS SO ship the user's hard drive to T ASO for analysis. 

Status History 
N/A- New Event 

-·· 

TicketNum~ - .. 
I 

Location: . 

Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP 

Event Description 
r.JRT_rlP.tected aoossible phishing e-mail, originating from various sources, containing a 

7-'-- ·· · ·"·· 
Current Status 

30 Jun: CIRT is validating if any users have had access to this shared mailbox. 

•••••• • • • • • • • •• ' . . . •••••• 

• I •• •• • • ••• • . ~ . . ... . .. 
•• • • • • • • • • • • • • • • • • ••• • •• •• • • • 

••• •• • • • •••• • • • ••• •• 

-

Cyber Security Brief as of j 2/3/2009- 1400 EST Page 5 of13 

Sensitive But Unclassified 

I 



Status History 
N/A- New Event 

I' --
Ticket Number:L 

-

Sensitive But Unclassified 

•• • •• • • • .. ... 
• • • 

• • • • • • • • • • 

- -

• • • • • • •• 
•• • • • 

-

•• • ••• • • • • • •• • • • 

' 
Location:· 

• • •• •• • • • • • • • • • • • • • 

Date and Time Ticket Created: 06/29/2009 1213 GMT Affected Bureau: WHA 

Event Description 
CIRT detected aDoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Current Status 
30 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

-

are found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

-
Ticket Number~ · Location· ' 

Date and Time Ticket Created: 06/30/2009 1022 GMT Affected Bureau: EUR 

Event Description 
CIRT detected aDoS workstation communicating with a website possibly containing a PDF 
with malicious code. 

Current Status 
30 Jun: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

•• ••• • • • • • . . . ... 
• • • • ~ .. ... . 

• • •• • • • • • • •• • • • • • • • ••• • •• •• 

• • ••• • ••• •• •• • • • • • •• • • • • • ••• • • • • • • • • • • • ••• •• 
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' Ticket Number: ! 

Date and Time Ticket Created: 06/25/2009 0636 GMT Affected Bureau: AF 

Event Description 
CIRT detected malware being directed towards aDoS workstation and attempting to 
download an executable file. 

Final Action 
30 Jun: The ISSO informed CIRT that no evidence of malware was found on the 

workstation. 

Status History 
25 Jun: CIRT requested that the ISSO search for specific files and perform an antivirus scan. 
26 Jun: CIRT requested a status update via e-mail from the ISSO. 
29 Jun: CIRT received updated ISSO contact information and resent the initial notification to 

the correct contact. 

Ticket Numbe~ 

Date and Time Ticket Created: 06/29/2009 1115 GMT Affected Bureau: WHA 

Event Description 
CIRT detected aDoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Final Action 
.30 Jun: The ISSO informed CIRT that no unauthorized software or malicious code was 

found on the machine. A virus scan was performed with negative results and the 
machine contains all of the latest patches from Patch Management. 

Status History 
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

•• ••• • • II •• •• • • ••• • • •• • • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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-
Ticket Numb~- - Location:_. 

; 

" 
Date and Time Ticket Created: 06/25/2009 0849 GMT Affected Bureau: DOM 

Event Description 
CIRT detected the download of a malicious executable to a DoS workstation. 

Final Action 
30 Jun: The 1550 informed CIRT that a virus scan was completed with negative results. 
The machine is missing two patches which will be added. The hard drive will be replaced. 

Status History 
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network and 

reimage the operating system. 
26 Jun: CIRT requested a status update from the ISSO via e-mail. 
29 Jun: CIRT was informed by the ISSO that the hard drive is scheduled to be replaced . 

•• ••• • • • •• •• • • ••• • •• • •• • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• •• 
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Appendix B - Compliance A\ Vuln,eraf2ilitx Sp,apq[QQ $tptistics 
• • • • • • • • • • • • • • • • • • •• • • • • • • • •• • •• • • 

VULNERABILITY TOTALS: :. • : •• • • • : •• :·: •• • •• • : : : : •• :. • 

Total Critical Vulnerabilities: 9,569 

Total High Vulnerabilities: 550,426 

TOP 10 CRITICAL VULNERABILITIES 

TOP 10 HIGH VULNERABILITIES 

•• ••• • • • •• • • • • • • • • • •• • •• • • • • • • • • • •• ••• • ••• • •• 

•• • • • •• 

10.00 

10.00 

10.00 

10.00 

10.00 

10.00 

10.00 

• • ••• • ••• • • ••• • • • • • • • • • • •• • • • • • • • • • • • • • ••• •• 

951 

800 

664 

531 

428 

378 

317 
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TOP 10 MOST COMMON Y.UL.w;RJ\BIJ..ITIE~ •• • ••••••••••• • • • 

TOP 10 COMPLIANCE FAILURES 

•• ••• • • • •• • ••• • • • • • • • • ••• • • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 

••• • ••• • • • • • • •• • • • • . . .... 
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•• •• • • • • •• • ••••••••• • • • • • • • • • • • • • • •• • • 
Appendix c- DoS Cyber GbnttHiho lC,ytierCE>dJ:Ley~(~ • • • • •• 

7V >~=v~--
4 

-~q>O~'>'J~',~;;;;J"'"-"•"'": •• ~ .~."7)7>,..,.,.~ ~ ·~--._,*'""" + ... -. ,,"7 "'"' --:·~- ~ -~ ,C«:~f -~g:=c<~ ~ "" __ _ 

" · &;;,.'>'·a:£;Fi:,ali'·b&i:t:'"£::ir . · · · · ·. : 1'if~).11~Ti:f~'· · · . . .' : · · · .· ':.\&•i:t~1!k~· · · : 
~ .:,/,. ,'~'o •{"'"".~"-"- ,·,. ~· , '•, •.'• ~.""".A:.v ),ft, • • L ·~·_,;•: ~ 

0 

"
0 

• • • .. 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeab~v diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk of compromise . 

•• ••• • • • •• •• • • ••• • • • • • • • • • •• • • • •• • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 
• 
• 

c:vber Secur{tyBrief as of12/3/2009 -1400 EST 
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• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

• •• • • • • ••• 

··~, 

Initiate Management Team br~fings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

•• • • • • • • • • 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased ~~k ••• • • • •• 
• Limited m~icJ>~acCvi~ : : : • . 
• lntelligenc~ in.dil•~s·f!~n4lial t~f4a~ • 
• Specific incidents reported and under 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise . 

•• ••• • • • •• •• • • • •• • • • • • • • • ••• • • • •• • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 
• 
• 

•• • • • •• 

•••• • • ••• • • • • 

• ••••• • • • • • •• • • • • • • • ••••• 
• Ensure protective measures 

implemented 
• Increase backups, audits, etc. 
• Verify response action plans & staff 

ready 
• Document changes in cyber security 

posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• ••• • • • • • • • •• • • • • • • • ••• •• 
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Appendix D- lntranet.Wa/i.Links of JntQrest • 
• 0 • • • • • • • • • 

• • •• • • • • • • • • • • • • • ••• • •• 
Within the Office of C~mf,M:er-se~fttit\' • • • • • • 

• Awareness 

••• • •• • • 

Periodic Update: http://cs.ds.state.gov/ETP A/ETPA 03 .cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CTAD) 

• ••••• • • • • • •• • • • • • • •••••• 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness : http ://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http:/ I enm.irm.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html 

t 

The CIRT welcomes all constructive feedback to the daily-Cyber Security Brief. 
If you have feedback for the CSB, please send it to CIRT@state.gov 

Cyber Security Brief 

•••••• • • • • • • • •• • • • • •••••• 

• • • • • •• • • ••• • 

•• •• • • • • • • •• •• 

• • • •• • • • • • 

••• • • • • • • • • • • • 

• •• • •• • • •• 

as of 12/312009 - 1400 EST 
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Current DoS Cyber 
Threat Condition 

Sensitive But Unclassified 

9Y!ler .se~u~i_ty ~ri~f. . 
: "Uflited S:at;s qepartpie~ <f:;taJ: : • 
•. • ~~att~:DjQltmWlt ~e$fity: :. • 

as ofJuly 1, 2009-1400 EST 

July 2, 2009 

•• 
• I • • • • •• 

Nuisance cyber attack activity is present 

Executive Summary 
1. CIRT 

• 

. ~ . ~- . - I 

tl "1'1 !'li!IM1.411'¢.r Ill IUrA A» ;u 

2. CT AD Daily Read File 
• (U) Republ ic of Korea Information Security 

3. Pll Loss Reported 
• Two passport applications missing 

No change from last 
reported condition 

Geographic Distribution of Computer Incident Response Team {C/RD Events 

Legend: •1 event • 2 events • 3+ events 

•• ••• • • I •• •• • • • •• • • • • • 4 • • ••• • • ••• •• • • • • • • • • • • •• • • • • • • • •• • • 
I • • • • • • • • • • •• ••• • ••• • •• •• • • • • • • • • ••• • • 
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Open CIRT Events: 6 

•• ••• • • • • • • • • • • • • • •• • • • • • • • • • • • •• 
CIRT Events by Us-C~I?.T tat~qo,Y • 

•• • • • •• 

11 MalkloU5 Code 

• Investigation 

Closed CIRT Events: 5 

•• • ••• • • • •••••• • • • • • •• • • • • • • • • •• • • • •• • • • CIR"r l:trents by Bureau 

AF 

DQI.ANVASH 

EAP 

EUR 

NEA 

SCA 

V!lHA 

0 2 

Firewall Block Request Summarv Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 

1 

Computer Incident Response Team (CIRT) 

250 

200 

~ 
.::150 
tj) .... 
0 
a;1 00 
~ 

~ 50 

0 

A+ A B C D 

Grade 

• Individual tickets will be referenced in the next Cyber Security Brief, 

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• Nothing substantial to report •• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • •• • • •• • •• • • • • • • • • ••• • • • • • • • • • • • • • • • • -.. ... . ... . .. .. . ...... . 

F F-
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Personally identifiablli inforlllation (P.II) loS$ repate~ . • • • • • • • • • • 
• Two passporC ar p;•ati<9ns ~ailecifr(>ni e po~taleOOept~nlti fal ilil y in the Philadelphia 

Passport Ag8ncy ~on-to t~eel...i~dl>e.~ l'ootal ~i;tribt.Kiro~ehter cannot be located at 
this time. 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cyber Threat Analysis Division (CT AD) 

DAILY READ FILE: (U) Republic of Korea Information Security 

Key Highlights: (classified content- see CTAD Daily Read File ori ClassNet for details) 

(U) Source Paragraph: "South Korea's defense ne>}works are attacked an average of 15,000 
times a day by hackers and hit with viruses anoth~80,000 times, the top military intelligence 
agency said Tuesday [16 June]. The figure repreS,~nts a 20-percent increase compared to last 
year, the Defense Security Command (DSC) said in a statement." 
Source: CIA, Open Source Center, "South Korean Defense Networks Under Increasing cyber Attack: Military Intel Agency 
(U)," 16 June 2009. 

Virus Incident Response Team (VIRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 1,420,693 Previous day:122 
Month to date - June: 32,269,525 
Year to date for 2009: 282,060,622 

Month to date- June:7,922 
Year to date for 2009: 28,037 

Cyber Security News Headlines 

U.S. Official: Cybersecurity Plans Not Just Talk [Source: internetnews.com] 
A Bustling Week for Cyber Justice [Source: washingtonpost.com] 
Cyber Command Faces Urgent Agenda [Source: gcn.com] 

•• ••• • • • • • •• • • ••• • ••• • • • • • i • • ••• • • • • • • • •• • •• • • • • • • • •• • 
!I • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• 
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Appendix A -CIRT Event Summaries 
•• ••• • • • • • • • • • • •• • • • • • • • • 

Legend: 

Ticket NumbeQ 
.. 

1 

• •• • ••••• • • • • • • • • • • • •• ••• • ••• 
•••••• • • • • • •• • • • • • • 

Location¥ ·~ -

Date and Time Ticket Created: 07/01/2009 1241 GMT Affected Bureau: NEA 

Event Description 
GIRT detected a malicious executable being directed at aDoS workstation. 

Current Status 
1 Jul: CIRT requested that the ISSO search for specific files and reimage the operating 

system if the files are found. 

Status History 
N/A- New Event 

, ........... -- -----------
r---------~~~~~ ---~- ~-~- ~----------------~r-------T 

Ticket Nume - -·· ~ Location! . . 

Date and Time Ticket Created: 06/25/2009 0914 GMT Affected Bureau: EAP 

Event Description 
GIRT was notified of a suspicious e-mail. pgs~jblx_smat~jDinq maliciQIIS code taraetin) 
multiole users. l · ._C . . 

Current Status 
1 Jul: The ISSO informed CIRT that examination of this event is ongoing. 

Status History 
25 Jun: GIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any 
. ~~-Lrr~~f.lt~ . .P.ll~~ ~;!Jletll.it,l!.!J~s_ ~fien forwarded. GIRI..Jequested that the ISSO 

ZOJun: CIR r requestecrastatusupaafEnrom ffi'e"'!Sso~vratpe-maill 

Cyber Security Brief 

• • • • • • • • ••• • • •• • •• • • • • • - . . . . . . . . . 
•• ••• • ••• • •• •• • 

as of 12/3/2009- 1400 EST 
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29 Jun: CIRT requested a status update from the ISSO, the RSO, and the IPO via e-mail. 
30 Jun: CIRT re4~1is~tra .s~•tt.4> upg~te vt>rn UM I$SU~ic:C e:m~il:r!lld phone. 

• • •• • • • • 8 • • •• • •• • • 

•• ••• . , ...... •• • • • ••• •• 

Ticket Numbe( )_ Locatior/ ~ 
...... 

Date and Time Ticket Created: 06/30/2009 1335 GMT Affected Bureau: DOM 

Event Description 
CIRI.wgs notified of a suspicious e-mail, pos~ibl:t _containing 111alicieus code. This event 

• . @ _,. '""" M$• " .............. .-~ '::/' 

~"'"-""' , 
Current Status -

1 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
30 Jun: CIRT requested that the ISSO ship the user's hard drive to TASO for analysis. 

- .. -. -

Location) ) : ~ Ticket Numb( ) :--------' 
7 > 

Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP 
' 

Event Description 
l 

CIRT detected a D9_Ss!t>le phishing e-mail, originating from various sources, containing a 

-; ~ 
Current Status 

1 Jul: The ISSO informed CIRT that examination of this event is ongoing. 

Status History 
30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any 
additional r~g)Qj~ntsof the e-m~II if it has byen forw_~~_ded. CIRT requested. that the ISSO 

. "- .. - ·-- ··· -

· --- ···- - --. 

Ticket Numbe(j Location:~ ~~ 
Date and Time Ticket Created: 07/01/2009 1151 GMT Affected Bureau: NEA 

•• ••• • • • •• •• • • • •• • • •• • • 
• • . . . . . . 
• • •• • •• • • • • • • • • ••• • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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Event Description •• ••• • • • •• • ••••• ~ •••• k 
GIRT detected aerneli~1ousoexesutableobeing directedoat a o6 wcrr ~tation . • • •• • • • • • • • •• •• • 

•• ••• • ••• • • •• •• • • •••••• 
Current Status 

1 Jul: CIRT requested that the ISSO search for specific files and remove the files if 
they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

- -·--
Ticket Number(l' 

-
Location: t J - r - - ·· 

Date and Time Ticket Created: 07/01/2009 0626 GMT Affected Bureau: EAP 

Event Description 
An ISSO notified GIRT of an e-maj1

11
with a malicious PDF attachment which was successfully 

I...... .. 5I · -quarantined · • fJ 
Current Status 

1 Jul: CIRT requested that the ISSO search the workstation for specific files and 
rei mage the workstation if the files are found. 

Status History 
N/A- New Event 

Date and Time Ticket Created: 07/01/2009 1347 GMT Affected Bureau: WHA 

Event Description 
GIRT detected a malicious e-mail directed at aDoS workstation. 

Final Action 
1 Jul: Analysis of the workstation did not show the presence of the malicious code, 

and the workstation was not observed to be calling out to the known malicious 

• • • • •• • • • • • • • ••• • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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site/domain. 
•• ••• • • • •• •• • ••• • • •• •• 
• • •• • • • • • • • •• • •• • • 

Status History • • • • • • ••• • • • • • • • • 
•• ••• • ••• • • •• •• • • • ••• • • 

N/A- New Event 

Ticket Numb 

Date and Time Ticket Created: 06/29/2009 1213 GMT Affected Bureau: WHA 

Event Description 
CIRT detected a DoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Final Action 
1 Jul: The ISSO examined the workstation and found no evidence of malware. 

Status History 
29 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

30 Jun: CIRT requested a status update from the ISSO via e-mail. 

.---
Ticket Numb~ 

c 

~ Location· 

Date and Time Ticket Created: 06/30/2009 1022 GMT Affected Bureau: EUR 

Event Description 
CIRT detected aDoS workstation communicating with a website possibly containing a PDF 
with malicious code. 

Final Action . 
1 Jul: The ISSO informed CIRT that the files in question were not found on the 

machine. A virus scan was performed with negative results and the machine 
contains all of the latest patches from Patch Management. 

Status History 
30 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • • • 
•• ••• • ••• • •• •• • • • ••• • • 

Cyber Security Brief as of 12/312009- 1400 EST Page 7 of 13 

Sensitive But Unclassified 



Sensitive But Unclassified 

Event Description 
Personally Identifiable Information (PII) may have been breached or disclosed to 
unauthorized third parties. 

Final Action 
1 Jul: This ticket has been referred to US-CERT and the Privacy Office. 

Status History 
N/A- New Event 

. -~ .. ~------·-----,._~-------.. ---:-_____ _ ---
Ticket Numbe(if Location: , - .. -- - - . -
Date and Time Ticket Created: 07/01/2009 1013 GMT Affected Bureau: AF 

Event Description 

-

CIRT received a report of an unauthorized logon attempt to access aDoS server. 

Final Action 
1 Jul: CIRT notified the ISSO that the account accessing the e-mails is part of the 

validation process for e-mail archives. 

Status History 
N/A- New Event 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • 
• • •• • •• • • .. • • • • •• • • 
• • • • • • • • • • • • • • • • 
•• ••• • ••• • •• •• • • • ••• • • 

L 

Cyber Security Brief as of 12/3/2009-1400 EST Page 8 of13 

· Sensitive But Unclassified 

~ 

~1'6'' 

e 



f 
I 

\ . 
\ ! 
~ 

Sensitive But Unclassified 

Appendix B -. 70.f!!Pl!al!ce ~ V'!fnf![CJ.b!!{fv. if.apping Statistics 
• • • • • • • • • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • ••• • • • • • • • • 

VULNERABILITY•toTALS·: •• • • • •• • • • • • • • • • • 

Total Critical Vulnerabilities : 9,793 

Total High Vulnerabilities: 578,830 

TOP 10 CRITICAL VULNERABILITIES 

TOP 10 HIGH VULNERABILITIES 

•• ••• • • • • • • • • • •• • •• • • • • • •• ••• • ••• 

• •• •• • • • • • ••• • • • • • • • • • • • •• •• • 
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• • 
• • 

• • • 

10.00 1508 

10.00 959 

10.00 800 

10.00 675 

10.00 557 

1q.oo 429 

1(>i.OO 388 
I 

10.00 310 

••• • • • •• • • • • • ••• • • 
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•• ••• • • • •• • •• 
TOP 10 MOST C~61fiott\f.U~NEfv..Bit.JTi~S! 

•• 

TOP 10 COMPLIANCE FAILURES 

•••• • • •• • • • 

•• ••• • • • •• •• • • ••• • • • • • • • • ••• • • • •• • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 
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9.30 9672 
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•• ••• • • • •• • ••••••••••• 
Appendix C -{ fl~. dyb;[. ~~~i.tiV,n (C,btr£P~l:Levels 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at risk 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk 

•• ••• • • • •• •• • • 
• • • • • • • • ••• • • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 

Cyber Security Brief as of12!3/2009 -1400 EST 

••• • • • • 
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• 

• 
• 

• 
• 

• 

• 

• • • • • • • 

Disconnection of Internet 
connectivity 
Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

••• •• • • • •• • • • • • ••• • • 
Page 11 of 13 



Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
~ • L- i rtJftMJ?l~li~ious.~r;ti"if1 • • • : : • • 
C ~~TiigeO'lce D'ldic~td> a~lilerctl.thie~t~ 
•• .., • · ~·· ••• ...! •• • • • Spec1fic mc1uents repon:ed and unaer 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

•• ••• • • • •• •• • • • • • • • • • • ••• 
• • • • • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 

••••• • • • •• • • • • • ••• •• 

••• • • • • 

• Ensure protective measures 
implemented 

• Increase backups, audits, etc. 
• Verify response action plans & staff 

ready 
• Document changes in cyber security 

posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• ••• • • • • • • • • •• • • • • • • • • ••• •• 
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Appendix D - Intranet Web Links of Interest 
•• ••• • • • •• • ••••••••• • • • • • • • • • • • • • • •rt ~ · • • • • • • • •• • •• 

Within the:vf!J~-. af.€<:0l1J>ttM; SetwJ.tv: : : : .. 

• Awareness 

•• • • • • • • •• 

Periodic Update: http://cs.ds.state.gov/ETP A/ETP A 03.cfm 
• Computer Incident Response Team (CIRT) 

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CTAD) 
Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http:/ /cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http:/ I enm.irm.state. gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html 

The CIRT welcomes all constructive feedback to th~_daily Cy:ber Security Brief. 
If you have feedback for the CSB, please send it to CIRT@state.gov 

Cyber Security Brief 

•• ••• • • • •• •• • • • • • • • • • • •• • •• • • • • • • • • • • • •• ••• • ••• • •• •• 

• • ••• ••• • • • • • • • • • 

as of 12/3/2009 - 1400 EST 
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.cyber s~.cl!ri!Y..~~i~f . 
: • t¥tecJ:Stpt~))eJ'p~n;~f Sttt;. 
• • • ~we~\! pf Aifll~!tifi Stcuri~ : •• 

as ofJune 24,2009-1400 EST 

June 25, 2009 

•• • • • • • • • • 

f 

Current DoS Cyber 
Threat Condition 

No change from last 
reported condition 

Nuisance cyber attack activity is present 

Executive Summary 

1. CIRT 
• GIRT is awaiting the ISSOs' responses and remediation confirmations on the 

remaining spear-phishing attack notifications. 

2. CTAD Daily Read File 
• (U) People's Republic of China (PRC) Information Dominance 

Geo ra hie Distribution of Com Events, 

Legend: • 1 event 8 2 events • 3+ evenis 

•• ••• • • ~ •• •• • • ••• • • •• • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • 
~ .. ••• • ••• • •• •• • • • • •• •• 
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•• ••• • • •· . . . .. 
• • •• • • 

Open Cl~T:Eveht!: ~ •• 

• • • • • •• • • • 

C/RT Events by US-CERT Category 

•• • • • •• 

• Ma lidous Code 

•Investigation 

•• • • • • • 

• ••• • ••••• • • • • • • • •• • •• • • 
i : : : .Cic2j~d C/RT Events: 7 

CIRT Events by Bureau 

.AF 

DOM!WASH 

EAP 

EUR 

NEA 

SCA 

WHA 

0 2 4 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 

Computer Incident Response Team (CIRTJ 

300 

250 

~200 
;:: 
~~'~150 .... 
0 .... 
~100 
E 
~ 50 

0 

A+ A B c D F 

Grade 

• CIRT is awaiting the ISSOs' responses and remediation confirmations on the remaining 
spear-phishing attack notifications of e-mails with a malicious PDF attachment. Due to 
the large number of tickets generated by this event, these tickets am presented in table 
format 

•• ••• • • I •• •• • • ••• • ••• •• • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • -.. ••• • ••• • •• •• • • • ••• • • 
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Personally identifia&le int•lil11a~on~ PII) l•ss rttJtort~ • • • • • • • • • • • • • • • • • • • • • • • • • • 
• Nothing su~s~r;iel t~ r~p~rt :. : •. •. : : • : : • : : 

Classified spillage ineidem~s) ~p<:111Stl to Cl~ al"ltt referted tt> ~~fi~APD 
• Nothing substantial to report 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cyber Threat Analysis Division (CTAD) 

DAILY READ FILE: (U) People's Republic of China (PRC) Information Dominance 

Key Highlights: (classified content) 

Source Paragraph: (classified content) 

Virus Incident Response Team fVIRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: Virus Blocked at Perimeter: 
Previous day: 1, 791 ,238 Previous day:122 
Month to date- June: 22,716,578 
Year to date for 2009: 272,507,675 

Month to date- June:7,253 
Year to date for 2009: 27,368 

Cyber Security News Headlines 

Military Command Is Created for Cyber Security [Source: wsj.com] 
What's Ahead for WH Cybersecurity 'Czar' [Source: federalnewsradio.com] 
Cybersecurity is Everyone's Problem [Source: dailytech.com] 

•• ••• • • I •• •• • • ••• • ••• • • • • • • • w • • ••• • • • • • • • • •• • •• • • • • • • • •• • • 
~ • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• • • 
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•• ••• • • • •• • ••••• • • • • • • • • • • • • • • •• • • • • • • • •• 
Appendix A TI!IRT E"QQt Somtnarffls: 

Legend: 

•••••• • • • • • •• • • • • • • •••••• 

~--- · . 
GIRT detected a large number of e-mail messages -_ . . \"' 

IJ 
I~ 

Ticket Num~ r---=====· ==------==F=L=o=ca=t=io::::n::::: t~-----~~, :___-I 
Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 

~RJJ!ete<;ted elarge.P!JgWer !)1&
00

itihlilll1W•R!'~:: ::::; _} 
Current Status 

24 Jun: CIRT requested a status update from the IT Service Center via e-mail. 

Status History 
16 Jun: GIRT requested that the ISSO determine if the suspicious message had been 

received and if the messaae had been ogened or deleted. If the messane was oper.ed, ... ~. . . . . .. .. . . ... . ... .~ 

Cyber Security Brief 

• • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 
• • •••• • • • • • • • • ••• •• 
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CIRT requesl~d t~~t.the. IS~O re-jj'nag~.the.Qp~r~ing ~y~~411 ... 
17 Jun: The n:s~l"'ti~e <:e,tet ha~ p~'llged~ re~regce)llf"pbet f~r this event. 
18 Jun: CIRT ~EN~d~~t<C~~ ~te.trolllet'het i~SO ~ ia!li-iTJ~ij .• 
19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the 

appropriate point of contact, and remediation is in progress. 
20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO. 
22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 
23 Jun: CIRT requested additional information regarding the physical location of the user. 

-
)~ ---· 

--- ... --- - .. ·-- .. --
Ticket Numb~ Location~ ~ m 

Date and Time Ticket Created: 06/20/2009 0744 GMT Affected Bureau: DOM 

Event Description 
CIRT detected the download of an executable from a suspected phishing site. 

Current Status 
24 Jun: CIRT has resent the initial request to the IT Service c d'nter . . 

Status History .,. 
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

23 Jun: CIRT requested a status update from the ISSO via e-mail. 

·=-_, ___ ,_~,~~~-·--m~~~"W~-~r''"*~-.~···--,.w~··r·-·mmm"""""0m 
:··:- . -; - •:fi~_.- ~~·~E1rfv~i~f~f"~'-£g?" .. '4::::'!"'.' . -· .. ::· 
. ~;,. .. · • J·· ~. - ,.d'M,£'1-h-~ j! v ht~- !~ ·.rt't:! - ""';- • f . /" • t 

~i'\~;~'Jf!\\i'tn ~~~~I~JJ~!el'}ft\~~:rilt;1'f: ·~t0~"J.~~ili'~:·-: · •· :-~ 
~~~ ~~~~J~~~~M·_._~~~~ 

u-.. ~----:=-- -
Ticket Numbe(; ) ------ ----- -- Location· )'-~ 

- -- ..... ,..,.. -- ~- . ----., 
Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF 

Event Description 
CIRT detected the download of a malicious executable to aDoS workstation. 

Current Status 
24 Jun: The 1550 informed CIRT that the workstation is being examined and an update 

I will be provided upon its completion. 
·-- -I Status History 

•• . . . ·• • • • • •• • • ••• • ••• • • 
• • •• • •• • • • • • • • • ••• • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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22 Jun: CIRT requested that the ISSO search for s~ecific files and remove the files if they 
are found. <!I~T ~!so re(!!u istect t~tot~~ IS~O~Ejior~ c{\~ni~~us scan and verify that the 
workstation ;;.l!P-1~-.d~WitD.altet t~~ l'at~~t"p~t~es to~ LR" P'atch Management. 

23 Jun: The ISSO informed CIRT that he is currently examining this event. 

- ---- -

Ticket Number( .. Location \ ~ -
Date and Time Ticket Created: 06/24/2009 0944 GMT Affected Bureau: EAP 

Event Description 
CIRT detected aDoS workstation downloading suspicious executable file from a website. 

Current Status 
24 Jun: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

-

Ticket Nu~~ . Location,l ~ 
- ... ' 

Date and Time Ticket Created: 06/19/2009 1148 GMT Affected Bureau: DOM 
.. 

Event Description 
CIRT detected a DoS "!g[~~!ation co&gmunicating with a suspicious website and possibly 
downloading a r · · 

........ :H "1'6 t 'fit~'r*f KSf-"·r ·liitiz:Q4 

Final Action 
24 Jun: The tSSO informed CIRT that he will have the PC re-imaged. 

Status History 
19 Jun: CIRT requested that the ISSO search for specific files and reimage the operating 

system if the files are found. 
20 Jun: The iSSO informed CIRT that he is currently examining this event. 

Cyber St;:curity Brief 

•• ••• • • • •• •• • • ••• • ••• •• • • . . . . . . . .. . 
• • •• • •• • • • • • • •••••• •• • • • • • • • • • • • • • • • 
• •• ••• • ••• • •• •• • • • ••• •• 

as of 12/3/2009 - 1400 EST 

Sensitive But Unclassified 

A virus scan has 

Page 6 of i3 

,( 



Sensitive But Unclassified 

been performed with neaative results. The workstation will be reimaged as a precaution. 
•• ••• ~ • • • _II!_ · ~- • AA"- • . •• • •n 22 Jun: CIRT r;etooted.a itatus ttndate Tro~ me l";:,u •1a-e-ms1 .• . . -. . . . .. . .. . . 

23 Jun: The I~ iflfor1111e8 diRT ~t hA~s sfiM Al!(amini .-g •hi~ r.v.ent. ............• . ~ ., . ., ···~~~ 

.. 
) 

\ 

Ticket Numbe( Location: 
I 
I 

Date and Tim~ Ticket Created: 06/22/2009 1419 GMT Affected Bureau: WHA 

Event Description 
CIRT detected a malicious executable file directed at aDoS workstation. 

Final Action 
24 Jun: The ISSO informed CIRT that no unauthorized files or software were detected 

and a full virus scan was performed with negative results. The workstation was 
removed from the network and will be reimaged. 

Status History 
22 Jun: CIRT requested that the ISSO disconnect the workstation from the network and 

reimage the operating system. 
23 Jun: CIRT requested a status update from the ISSO via e-mail. 

Ticket Numbe6 ) Location· 7~) -......+,-
{ 

Date and Time Ticket Created: 06/24/2009 0511 GMT l Affected Bureau: EAP 
' ~ 

Event Description 
CIRT detected an executable download of unauthorized software on aDoS machine. 

Final Action ·· 
24 Jun: The ISSO informed CIRT that the workstation was successfully reimaged. 

Status History 
N/A ·New Event 

----------...___ 
TicketNuillb~ ~ Location.' __ __c.") -Date and Time Ticket Created: 0!3/23/2009 1445 GMT Affected Bureau: DOM 

Event. Description 
CIRT was informed by US-CERT of a DoSworkstation(s) that is communicating with c:~n 
external entity. 

• • ••• • • • •• • • • • ••• • ••• • • • • • • • • • • ••• • • • • • • • • •• • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • • • •• • • • ••• •• 
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Final Action •• ••• • • • •• • ••••••••••• 
24 Jun: The np~Jit~.of lflal~re tnflysjs di~ ntt tqca~ f~Y rtJajicious activity or threats 

to the DoS IJ~tw't~· •. • • ••• • • • • • • • • ••• • • •• •• • • • ••••• 

Status History 
N/A- New Event 

-
Ticket Numbe~ _,.) 

-- Location: ) 
Date and Time Ticket Created: 06/24/2009 1021 GMT Affected Bureau: WHA 

Event Description 
CIRT detected aDoS workstation communicating with a malicious website and possibly 
downloading a malicious executable. 

Final Action 
24 Jun: The ISSO informed CIRT that the machine was scanned; there was no 

evidence of malicious activity and no viruses were found on the workstation. 

Status History 
N/A- New Event 

•• ••• • • • •• •• • • • •• • • •• • • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • • •• •• 
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• ~- ·1: ~ut·o · ,~. ·r.··_, • ·~nS4liV& D OC~ttSSt leu • • • • • • • •• • •• • • • ••• • • • • • • • ••• • • •• •• • • • ••• 

•• • • . •· • • •• 

Appendix B - Compliance & Vulnerability Scanning Statistics 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 8,779 

Total High Vulnerabilities: ~Q?.083 

TOP 10 CRITICAL VULNERABILITIES 

:_ •• :;;:: .• ..;.,;.<"~::'0'1'<---.r~<--.w<·-.·, • _._._ ,_ _ _________ -- • 

·. 
'· •• ••• • •r•· . .. • • • .. . ... . • • • •• • . .-, • • • • • • • • • •• ••• • ••• • •• 

J •• • • • •• 

A 
. I 

.: .. , 
,.f. : 

; 
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• • • • • • • • • • • ••• 

• •• • • • • • • ••• • • • •• 

• ••••• • • • • • •• • • • •• • • 

• ••• • • • •• • • • ••• 
TOP 1 0 MOST COMMON VULNERABILITIES 

TOP 10 COMPLIANCE FAILURES 

•• ••• • • • •• •• • • ••• • • • • • • • • • • •• • • • • .. • • • . .. • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • 
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Appendix C -t}>~~ e,v~~f f.ttn.tJit{f!n (~Yb~~fpp} Levels 
~ • • ~x> ~ -- ;:.. -, -~"'<>"-',' • ' ' • ,> ;: : ". • ~ . ~ • ' • . ;:: .. :;" •' - ~'"" " * • '');:-- :- > • : - "" "• ~,",. ~ ~ - , - .- • - , "' • • . : ·' 'I ,. ·~ • • ""'",":. 

. ~ ~:·• @·:i:lf;;&)f: b"w~l r · • : :. · ~w·.;re''.iif•:k· · . ' · · I£f~·Hc~1;0. · · ."'· · :. · .< •. 
'-,(>t!,_f .,. • • "_"'· ~ • • • • .... ~ _.J .. " > "'"' / ' "'. • ), ··~-~· •• .. .. 

. . ~ ~ ·. ·.. ~. . . . . _, . . . . . ' "' . . . .. . . 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

L.~---

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk of compromise. 

.. 
• • •• 

Cyber Security Brief as of 12!3/2009 -· 1400 EST 

• Disconnection of Internet . 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• Initiate Management Team briefings 
• Three-times-a-day notification to 

pre-determined recipient list 
• Additional sniffers deployed as 

needed 
• Authorize limited OT for analysts 

- ________________ , _ __j 

.. . . . . . . . . 
• i • . .. 
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Appendix D - Intranet Web Links of Interest 
•• ••• • • • •• • •• • • • • • • • 6 • • • 

W . h" h' AM • f~· • • ~ • . • It m t r.wJU~e f)• '-!>l\lJJ11tr,'i'ecPD~ 

• Awareness 

••• • •• • • 

•••••• • • • • • •• • • • • • • • ••••• 

Periodic Update: http://cs.ds.state.gov/ETP A/ETP A 03.cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CTAD) 
Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http:/ /cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http:/ /enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http:/ /enm.irm.state.gov/nlm/patchJDefault.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http:/ /sysintegweb .irm.state. gov/sil AntiVirus.html 

The CIRT welcomes all constructive feedback to the dailyCyber Security Brief 
If you have feedback for the CSB, please send itto CIRT_@,_state.gov ' · · 

•• ••• • • • •• • • • • • •• • ••• • • • • • • • • • • ••• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • • ••• •• 
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Sensitive But Unclassified 

•• ~Y.b~r S~cl!rity.E~r:i~f ••.••• 
: • qtitoed:Stattl f!eJ1a.rtme'lt of!S~te : :. : ! 
:. • \3.~e~~ "ffJ'i~lo~cTtic. sectiitt : :. • : •• 

as of June 25, 2009-1400 EST 

June 26, 2009 

Current DoS Cyber 
Threat Condition 

No change from last 
reported condition 

Nuisance cyber attack activity is present 

Executive Summary 

1. CIRT 
• The RCSO in Frankfurt, Germany reported several OpenNet+ computers running 

an unauthorized commercial application 

• Embassy Beijing EOON personnel targets of spear phishing attack 

2. CT AD Daily Read File 
• (Classified content- See ClassNet for details} 

Geographic Distribution of Computer Incident Response Team (CIRD Events 
i 
• ! 

Legend: 

,~;yber Security B1·ief 

• 1 event 

•• ••• • • • • • • • • •• 
I • • • •• ••• • 

. ' .. 
• w • 

•• • • • • • •••••• 

8 2 events 

•••• • • •• • • • • • • •• • 

••• • • • • • • • • • • • 
as of 121312009 -· 1400 EST 
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Open CIRT Events: 7 
•• • •• • • • • • • • • • . . . . • • • • • • • • •• ••• • •• • C/RT Events b~ US-CERT Categorv 

• Malicious Cod<: 

Ill improper US<! 

• ScansjProbes[ Attempt 
e:dA<:cess 

• •• • • • • • • ••• • • • •• 

•• • • • •• 

• • •• • • • • • • • • • 

/>J= 

DOINWASH 

EAP 

EUR 

NEA 

SCA 

WHA 

Closed CIRT Events: 5 
• • •• •• • • • • • •• • • • • • • • ••• •• CIRT Events b~ Bureau 

0 2 4 6 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantiai to report 
250 

200 

~ 
.-: 150 
V'1 .... 
0 
Q:; 1 DO 

..Q 

!: 
~ 50 

0 

Computer Incident Response Team (CIRT) 
• The RG..~Frankfurt. Germanv reoorted sev~ratl: 

!:/'''' 

(

A 
\ 

\ 
•• • • • • • • •• • • ••• . .. 

• • • .. • • • •• • • •• • •• • • •. • • • • • • • • • • -•• • • • • 

Cyuer Security Brief as of 1213/2009 - 1400 EST 
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• GIRT was notified that multiple DoS users in BeWn~'sECON office were ~e.ciQientsF--J 
•• ••• • • -- -- ~~~~.,. . .... . ~ • . , . ~.~-- ·--- -··- ·S: ~ 

J • • • • • • • • • • • • • • • • \ 
f e • •• e e e e e e e ee e ee • e I 

•• ••• • ••• • • •• •• 0 . • • ••••• 
. . . . . . . . . . . . . . . . . \\ 

Personally identifiable information (PII) loss reported 
• Nothing substantial to report 

.Classified spillage incident(s) reported to GIRT and referred to DS/IS/APD 
• Nothing substantial to report 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix 8 for statistics 

Cyber Threat·Amilysis Division (CTAD) 

DAILY READ FILE: (Classified content- See CTAD Daily Read File on ClassNet for details) 

Virus Incident Response Team (VIRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: 
Previous day: 1 ,809,554 
Month to date - June: 26,339,537 
Year to date for 2009: 276,130,634 

_Cyber Security News Headlines 

Virus Blocked at Perimeter: 
Previous day:83 
Month to date- June:7,508 
Year to date for 2009: 27,623 

IT Customers Warned of Spying Attempts by Vendors [Source: computerworld.ccm] 
Cyber Commander's Dual-Hat Job [Source: govinfosecurity.com] 

j 

,Defending IT: Words from the ~ew Military Cyber Commander [Source: govinfosecurity.com] 

Cj;ber Security Brief 

•• • • • • • • •• 

••• • •• • ••• 

• • : •• •• • • •• • • • • • • ••• • • • • •• • • • • • • • • • • • • • • • • • • ••• • •• •• • • • 
as of 12/3/2009 -1400 EST 
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•• ••• • • • •• • ••••• • ••• •• 
Appendix A -CIR1! lfvebt Su"""'a"rie$. : :. • • • • • • ••• • ••• 

• • • • • •• • • • • • • •• ••• • •• • • • •• •• • • • •••• • 

Legend: 

Ticket Numb~_ ~ Location ~ ~ i 
/ 

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 
I"' lOT notol"tori :;a l~rnp_ O!!mhps gf 0 maiLdilii:Qi~-li~tmUacbments from " 

- .. 

:V '~!!.'!! il~ ~ 

Current Status 
25 Jun: CIRT requested a status update from the IT Service Center via e-mail and . 

phone. The ITSC will re-open this ticket and forward the initial request to the correct 
ISSO. .. 

Status History 
1 
:4i 

16 Jun: GIRT requested that the ISSO determine if the suspicious message had been 
received and if the message had been opened or deleted. If the message was opened, 
GIRT requested that the ISSO re-image the operating system. 

17 Jun: The IT Service Center has provided a reference number for this event. 
18 Jun: GIRT requested a status update from the ISSO via e-mail. 
19 Jun: The IT Service Center informed GIRT that the ticket has been assigned to the 

appropriate point of contact, and that remediation is in progress. 
20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO. 
22 Jun: GIRT requested a status update from the IT Service Center via e-mail and phone. 
23 Jun: GIRT requested additional information regarding the physical location of the user. 

I 24 Jun: GIRT requested a status update from the IT Service Center via e-mail. 

I Ticket Numb~-- · l= ! Location; .. ·. .. =-.._.___") 
Affected Bureau: AF :=J .. I" 

Date and Time Ticket Created: 06/25/2009 0636 GMT 

Cyber Security Brief 

• • • • • • • •• • • • • •• ••• • 
• • • • •• • • • • • • • • • • • ••• • •• •• • 

as of 12/312009-1400 EST 
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Event Description • • • • • • • • • • • • • •• • • • • • • • 
CIRT detected maloor~ ~ng~ire@ted oooord6 a bos w~stati<J" a~ ittempting to . ' ~ . . . ... . . . . . . . . 
download an executtt~1e fi~. • • • • • • • • • • • • • • • • • • 

Current Status 
25 Jun: CIRT requested that the ISSO search for specific files and perform an antivirus 

scan. 

Status History 
N/A- New Event 

Ticket Numbe~· Location:i _:) 
Date and Time Tick~t Created:06/25/2009 09.14 GMT Affected Bureau: EAP 

Event Description 
Cl RT was notified of a suspicious e-mail, Qossjbly st9il.t~i!li!J9 .malicious~ code, t~r~etin~ 
multiple users. This event consisted of, _ .. ) 

- l 
Current Status • \ 

25 Jun: CIRT requested that the ISSO determine if the users received the e-mail and if 
the e-mail has been opened or deleted. clRT also requested that tM"ISSO identify 
an..}!. . ~i_en~i'T"e-~p1~1tts''iHhe,.e,:m~!!_!>~~~J9_'Yi-~~~~=~.f:II~T re..91!ested that the lr---1:- -· 

~ 
Status Histor}' 

N/A- New Event 

-.. --· 
Ticket Numb~ )' Locatiof\' ~ 

~ 

. Date and Time Ticket Created: 06/20/2009 0744 GMT .Affected Bureau: DOM . . ' ,· 

--
Event Description · 

CIRT detected the download of ari executable from a suspected phishing site. 

Current Status 
25 Jun: CIRT requested a status update via telephone. The ticket has been assigned to 

a DSD technician. 

Cyber Security Brief 

•• ••• • • • •• •• • • 
• • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 

••• • • •• • • 
• • • ••• • • • • • • • • ••• •• 

as of.l2!3;2009 -1400 EST 
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Status History • • • • • • • • • • • • • • • • • • • • • • 
22 Jun: GIRT reque6ttid bat Ale 1~0 ;earchfor·9Re@ifiitiles afKJ rem.ve the files if they 

are found. GIRT al~o ~ested 4Piat '!h€;1ssb J!)erto;m!an ~t~"-ls!~an and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

23 Jun: GIRT requested a status update from the ISSO via e-mail. 
24 Jun: GIRT has resent the initial request to the IT Service Center. 

Ticket Number{ ') - LocationJ 2. ~- -· 

Date and Time Ticket Created: 06/25/2009 0849 GMT Affected Bureau: DOM 

Event Description 
GIRT detected the download of a malicious executable to aDoS workstation 

Current Status 
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network 

and reimage the operating system. 

Status History 
N/A- New Event 

~ ~1 . ~·· ~ . ·o);>~{'0;;-:·!'.77'"' 1-'r,i!,:s~: .. : . • .~ C':' c~ 
. 't· ~~!1Stili:';,"2 ~·~~~~~R lt~·f\.ti®"i~_f;,.:~~:l-;~:~tB~l;~\~~~,;~;:V.l;t:r;r~;'B~·.~. 't>itc~?·f•·~&: > · .· .~ 
~>~=~ ''~~~:~ ~ • -:: ~::..~-.; ~-;,~,'-~ ~~JLI:ti ~t~:;:::_;:~:::.:~~~S,::_~~:;~~~~0:<:=:'i-~u~:.~ .. ~~~;::'"':l..~~;'~~~~~~j~~~ 

1 

[ 

)~ 
- - -

·~ Ticket Numberi i ocation:' · . 

-- -- . - -.. 

Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF 

Event Description 
GIRT detected the download of a malicious executable to aDoS workstation. 

Current Status 
25 Jun: CIRT requested a status update from the IT Service Center via e-mail and 

phone. 

Status History 
22 Jun: GIRT requested that the ISSO search for specific files and remove the files if they 

are found . GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

23 Jun: The ISSO informed GIRT that he is currently exa;nining this event. 
24 Jun: The ISSO informed CIRT that the workstation is being examined and an update 

will be provided upon completion. 

•• ••• • • • •• •• • • ••• • ••• • • • • • • • • • • ••• • • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • .... • •• ... • • • ••• • • 
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---= -.J.~ 1_. % • 0 ¥ 

__., -- - -
Ticket Number{ 

--
Locatio!\. --Date and Time Ticket Created: 06/24/2009 0944 GMT Affected Bureau: EAP -

Event Description 
CIRT detected aDoS workstation downloading a suspicious executable file from a website. 

Current Status 
25 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
24 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

J~IPT _SHELLCQQE _DEIECJ ED:_CJHI.detected a laraanumber__of.e--maiLmessaaes._. 

rt 
~~----------~----~----------------------------------------------------------------~ 

- - - ~ - --··--- - ---- ··--

Ticket Numbe({ ·. Location( 
-· - . - -

Date and Time Ticket Created: 06/25/2009 0813 GMT Affected Bureau: EUR 

Event Oeser iption 
CIRT was notified of sus~icious network activi~ fiot;n i!.flumperf ••• •• •• • • • •• • •• 

Cyber Security Brief 

.. 
• • •• • •• • • • • • • • • •• • • • • • • • • • • • • • • • • • •• ••• • •• • • •• •• • • • ••• •• 

as of 12/3/2009 -- 1400 EST 
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Final Action 

•• ••• • • • • • • • • .-..... 
•• ••• • 

25 Jun: C.LRT imP.I~.m~nted 

Status History 
N/A- New Event 

-

Ticket Number/ ) -
--

•• • • • 
""~---• • 
- ~·<;r.:a.· 

••• • ••• •• • • • • •• • •• • 

Location; 
. -

• • 

) 

Date and Time Ticket Cre~ed: 06/25/2009 0836 GMT Affected Bureau: DOM 

Event Description 
CIRLdetected the download of a malicious executable to a DoS workstation. 

• 
Final Action " 25 Jun: CIRT requested that the ISSO disconn~ct the workstation from the network 

and reimage the operating system. The ISSQ did not find any malicious files on the 
workstation. As a precaution, the hard driye,will be removed and replaced. 

Status History 
N/A- New Event 

TicketNum~ --------··~-·-----·-

--
Location: ~ - --

Date and Time Ticket Created: 06/25/2009 0820 GMT Affected Bureau: DOM 

Event Description 
CIRT detected the download of a malicious executable onto a DoS workstation. 

-
Final Action 

25 Jun: CIRT requested that the ISSO search for specific files and remove the files if 
they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. The ISSO reported that no unauthorized files were found on the 
workstation, the results of a virus scan were negative, and all patches are current. 

Status History 
N/A- New Event 

Cyber Security Br;,if 

-

•• ••• • • • •• •• • • ••• 
• • . . . 
• • •• • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 

as of 1213/2009 - 1400 EST 

• 
• • • • 
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Ticket Num€ f 

Sensitive But Unclassified 

•• ••• • • • • • • • •• • ••••••••••• • • • • • • • • • • 

Location: ! 
-

.....___ 

~ 

Date and Time Ticket Created: 06/25/2009 0802 GMT Affected Bureau: EUR 

Event Description 
GIRT was notified of possible unauthorized attempts to connect to a server. 

Final Action 
25 Jun: The ISSO informed CIRT that an unauthorized laptop was located and removed 

from the network. 

Status History 
N/A- New Event 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• . .. 
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Appendix B - C~lpqliaMe; & Y.LfliJBrCJbil{ty.S~apnipg Statistics 
• • •• • • • • • • • •• • •• • • • • • • • • ••• • • • • • • • • •• ••• • ••• • • •• •• • • • ••••• 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 8,818 
Total High Vulnerabilities: 504,937 

TOP 1 0 CRITICAL VULNERABILITIES 

== 
a • · r a n 

To_p 10 HIGH VULNERA~ILITIES 

•• ••• • • • •• • • • • • • • • • •• • •• • • • • • • • • • •• ••• • ••• • •• 

•• • • ••• • ••• • • • • • • • • • • • •• • • 
Cyber Security Brief as of 12/312009- 1400 EST 

• • • • • 
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••• •• • . ,· . •• • • • • • ••• • • 

10.00 806 

10.00 599 

10.00 459 

1q,oo - ~75 

.! 

10.00 281 

10.00 241 
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•• ••• • • • •• •• • ••• • ••• •• 
• • • • • • • • • • • • • • • • 
• • •• • • • • • • • •• • •• • • 
• • • • • • ••• • • • • • • • • 
•• ••• • ••• • • •• •• • • • ••• • • 

TOP 1 0 MOST COMMON VULNERABILITIES 

• t. - - r--- ---~- --- ----~~ 
~L~ 

/' 

r 
I 

TOP 10 COMPLIANCE FAILURES 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 

• • • • • • • • • • • • • • • • • • ••• • • •• ••• • ••• • •• •• • 
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•• ••• • • • •• • ••••••••••• • • • • • • • • • • • • • • • • • • •• • • • • • • • •• • •• • • 
Appendix C - DO&. GyblH' GfKiflilioo f':viJdrC~tU Lf)#e/s 

• • • •• ~. ., • • "~ • •• J • • • : : ~ • • : ' • 

. €)-,'J~t:.!~l: "~)~ t /~?i'H:.j . · :G4f~l*/1~ 1:1.:: . · -.. • '~. ~\; ~ti)f?:..~ . · 
': • ' • • • ' : • ' • • • I ' ,' ' ';: • • 

Significant cyber attacks 
are currently occurring 

" ~ - .,.. ' - -
" · · ,, [';o---n, J'' ·' ·: "ti " 1 <!!'- W'*""' .... F;;<. • < ii 

.: ' ::.F~i'k'§>)[;J :,< ·;,~ 
':_·~-

, , , 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. . 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• lntelligen~e indic~t~s ij,f'geted activity 
• Increase m soph1st1cat' d recon and 

probes ' 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive il~formation in the enterprise is 
at moderate risk of compromise . 

•• ••• • • • •• •• • • • •• • • • • • • • • • •• • • • •• • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 

• • • • • • • 
Cyber Security Brief as of 12/3/2009 - 1400 EST 
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• Disconnection of Internet 
connectivity 

• Task Force initialization 
• Documented Remediation Steps 

completed and verified prior tore
connection 

• 
• 

• 

• 

••• • • • • ••• 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list . 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

• • • • • • • • •• 
Page 12 ofJ.4 



Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• ln(41"~as~~ris~ • • • • • • ., 
• Lirtlit'd~ali4iotJs:acti-.4t/. •. •. : 

• ,. • -~ ...!! • ••• t it • 
• lnte+hgaooe IOOICat~ geAeiO h~ S • 

• Specific incidents reported and under 
review 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normaL 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise . 

•• ••• • • • •• • • • • •• • • • • • • • .. • • •• • • • •• • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • 

•••••••• • • • • • • •• • • • • • • •••••• 

• • • • • • • 

• Ensure protective measures 
implemented 

• Increase backups, audits, etc. 
• Verify response action plans & staff 

ready 
• Document changes in cyber security 

posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation .operations 

• Verify status of protective measures 

••• • • • • • • • • • • • • ••• •• 
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Appendix D - lntcanet= Wgb: Liqks fJIIRtersst • . . .. . . . : ·. ·. : :. : • • • • • • ••• • • • • • • 
Within the Ofdce ortompuier ~e~ur~ty•• • • • 

• Awareness 

••• • •• • ••• 

Periodic Update: http://cs.ds.state.gov/ETP AIETP A 03.cfm 
• Computer Incident Response Team (CIRT) 

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CTAD) 

•• • • • • • • •• 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http:/ /cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• 
ov 

• Enterprise Network Manageme · t 
Periodic Update: http://enm.irm.st te.gov 

• The Office of Information Assul ance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http:/ /enm.irm.state.gov/nlm/patch!Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html 

The CIRT welcomes all constructive feedback toJhe-d-aily-Cyher Security Brief. 
If you have feedback for the CSB, please send i{ to ~IRT@state.gov . '-

( 

Cyb:::r Security Brie_/ 

.. ... . . . .. .. ~ . 
• • • • • • • • ••• • • •• • •• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • 
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Current DoS Cyber 
Threat Condition 

1. CIRT 

Sensitive But Unclassified 

Cyber Security Brief 
• • • Onite<i ~~t&s !>e,>~nt 'Ot ~te • • • • • • T' " • .• ,.f • .••• 
• • •Bur~f utploiilflt~,- ~c~ • . ... ~ . .. .. ~ .... 

as or June 26, 2009-14u0 EST 

June 29, 2009 

•• • • • • • • •• 

Nuisance cyber attack activity is present 

Executive Summary 

No change from last 
reported condition 

• CIRT is currently reviewing a potentially hostile Spam message that targeted 
Department users 

2. CT AD Daily Read File 
• (classified content) 

3. Personally identifiable information loss reported 
• Unauthorized access to passport record of high profile individual/celebrity 

4. Classified Spillage incident reported 
• A classified spillage reported in Washington, DC 

Geographic Distribution of Computer Incident ResPfnse Team (CIRD Eventf 
~ :~ 
~ ~ 

Legend: • 1 event e 2 events • 3+ events 

•• ••• • • I •• •• • • ••• • • •• • • 
• • • • • . • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
I • • • • • • • • • • • • • • • 
- .. ••• • ••• • •• •• • • • ••• •• 
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Open CIRT Events: 7 

•• ••• • • • •• • • • • • • • • • • • •• • • • • • • • • • • • ••• • 
CIRT Events W l.IS-CEJ!lT eMe6o'v • • 

• Malidous Code 

•lnvestiiation 

Closed CIRT Events: 2 

•• • ••• • • • •••••• • • • • • •• • • • • • • • • •• • • • •• • • • • •tl~t Events by Bureau 

AF 

DOMIWASH 

EAP 

EUR 

NEA 

SCA 

WHA 

0. 2 4 6 

Firewall Block Request Summarv Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 250 

200 

~ -Vi! 50 -0 ... 
~100 
s = z 50 

0 

A+ A 

•• ••• • • I •• •• • • ••• • ••• 
• • • • • .. • • ••• • • • • 
• • •• • •• • • • • • • • •• • • • • • • • • • • • .. • • -·· ••• • ••• • •• •• • • • ••• 

· ~ :yber .·:;'ecurity Brief as of 1.2/3/2009-1400 EST 
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Personally identifiable illf"'mation.(PII) "'ss reporiad • • • • • • • • • • • • • ' t • • • • • • • • • • • 
• GIRT was f1ffr~ed t!la. Uflaut~<t~ze@l .acce;;s:t<'.~e ~l f;~S Qa~sport record of a high 

profile indi•~ua+l~elebrity 'I"PP ey'heflfe' e>cc~l"re~ lihis e'ltetrt tla'!>•been referred to US-CERT 
and the Privacy T earn . 

Classified spillage incident(s) reported to GIRT and referred to DS/IS/APD 
• An incident of classified spillage in Washington, DC was reported to GIRT and has been 

referred to DS/APD. 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix B for statistics 

Cvber Threat Analysis Division (CTAD) ' .. 
DAILY READ FILE: (Classified content- See CTAb Daily Read File on ClassNet for details) 

Virus Incident Response Team MRD Statistics (as of midnight eastern time) 

Spam Blocked. at Perimeter: 
Previous day: 1,423,892 
Month to date- June: 27,763,429 
Year to date for 2009: 277,554,526 

Cyber Security News Headlines 

Virus Blocked at Perimeter: 
Previous day:113 
Month to date- June:7,621 
Year to date for 2009: 27,736 

Wide-Ranging Changes Might be Sought for Cybersecuritv [Source: nextgov.com] 
British Intelligence Agencies to Step Up Security over Cyber-Attack Threats [Source: 
guardian.co.uk] 
Ex-DHS Cyber Chief Tapped as President of ICANN [Source: washingtonpost.com] 

•• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • • • • • ·• . • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • - .. ••• • ••• • •• •• • • • ••• • • 
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•• ••• • • • •• • ••••• • • • • • • • • • • • • 
Appendix A ht Ettr=evw tisuaimcit;EiS: • 

Legend: 

-
TicketNum~ 

• ••• • • ••• • • • ••• 

•• • • • • • • •• 

Location:-
' 

-

Date and Time Ticket Created: 06/16/2009 2052 GMT Affected Bureau: DOM 

Event Description 
CIRT deteclt(d a Jgrse qyrober of e-!J:!&W~~~jtb PDF Et!a<;:hrnents.frrup." 

t -

) 

---- --
h 

J 
'· ........., .. -- --

•v• .,, 

Current Status 
26 Jun: CIRT requested a status update from the IT Service Center via e-mail and 

phone. 

Status History 
16 Jun: CIRT requested that the ISSO determine if the suspicious message had been 

received and if the message had been opened or deleted. If the message was opened, 
CIRT requested that the ISSO re-image the operating system. 

17 Jun:The IT Service Center has provided a reference number for this event. 
18 Jun: CIRT requested a status update from the ISSO via e-mail. 
19 Jun: The IT Service Center informed CIRT that the ticket has been assigned to the 

appropriate point of contact, and remediation is in progress. 
20 Jun: The IT Service Center resent the initial e-mail to the correct ISSO. 
22 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 
23 Jun: CIRT requested additional information regarding the physical location of the user. 
24 Jun: CIRT requested a status update from the IT Service Center via e-mail. 
25 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone. 

The ITSC will re-open this ticket and forward the initial request to the correct ISSO. 

__ ___.-:-.------·---::_--_ ___,..-------=======---~--==--

1 Ticket Numbel¥ --;--- .1 L:~~i?!'; '_., 
" V'" ~=-= .: : ·:· -:· !·! -~ -. ·:; ;·: 

Cyber Security Brief 

• • • • • • • • • • • • • • • • •• •• • • ••• • •• •• • • • ••• •• 
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Date and Time Ticket Created: 06/25/2009 0636 GMT I Affe~ted Bureau: AF 
•• • •• • • • •• •• • •• • •••• 
• • • • • • • • • • • •• • •• • • 

Event Descriptioll. • :. • •. • :. • : •: • • • •• • : : • • • • •••••• 
CIRT detected malware being directed towards aDoS workstation and attempting to 
download an executable file. 

Current Status 
26 Jun: CIRT requested a status update via e-mail from the ISSO. 

Status History 
25 Jun: CIRT requested that the ISSO search for specific files and perform an antivirus scan. 

~~~~~~,~=~~~~G 

[ 
; . · · · _:· -·· E~fit~r·:~a~n¥r?t <,-.~~~--~~m.,l!: .. "'lli~!l~l:ti -~ _ . ~ ·1 
- -"~'f;uiFr01:,F>Ef•~-ol . ~P1~7i~L!: J&J§}r'f. ·, · ;.- ~{U\Uif.t& ~~ :~:lli'"'' ·· -~'"' ~ r.:1:.: -

1 

C;.-..~":t~=::,"'"~~fl ... :o<>. ..... ..wM 4:._~ ~ .. ~-.w:~1Lk.l-..~~~"~&Wt-J:~~ ... ~~ ·-·~ ~~R.H ~· V~~';. ,.,-"" ":~ ... _,_,,., ~~--...:...~ ~.:r~ H~~ ~ ~ A : .~:~h.,.. ·-'·~ ~>o<:<>'...&.«-.,~..-..w.J 

---
Ticket Numb(f Location I· I 

Date and Time Ticket Created: 06/25/2009 0914 GMT Affected Bureau: EAP 

Event Description 
CIR~ was notifi~d ()fa, suspicious ~-r;naJ1a~~~~i21~::omat~~~::!!~~.~~~~ tarf.!et~r:)~ 
mul!!£l~ users •. J 

\. 
r-- - ... ' 

"' Current Status 
' 26 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
25 Jun: ClRT requested a status update from the lSSO via e-mail. 
25 Jun: ClRT requested that the lSSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. ClRT also requested that the lSSO identify any 
additional recipients if the e-mail has been forward_ed. ClRT requested that the lSSO verify 

---- , 

-
Ticket Num~~ ) Location~ ' 

-, 
Date and Time Ticket Created: 06/20/2009 0744 GMT Affected Bureau: DOM 

Event Description 
CIRT detected the download of an executable from a suspected phishing site . 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • • • 
•• ••• • ••• • •• •• • • • ••• • • 
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Current Status 
26 Jun: CIRT l dfOiuU fec;j •a. sCatus.u• daM t..Om Ale Tf ~~~ce~enter via e-mail and . . .. . . . ~ . . . .. . .. . . 

telephone. • • • • • • ••• • • • • • • • • •• ••• • ••• • • •• •• • • • ••••• 

Status History 
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

23 Jun: CIRT requested a status update from the ISSO via e-mail. · 
24 Jun: CIRT has resent the initial request to the IT Service Center. 
25 Jun: CIRT requested a status update via telephone. The ticket has been assigned to a 

DSD technician. 

Ticket Numb( 
/~) - ) 1 

Location: 

Date and Time Tickelcreated: 06/25/2009 0849 GMT 
,/ 

Affected Bureau: DOM 

Event Description 
CIRT detected the download of a malicious executable to aDoS workstation 

Current Status 
26 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
25 Jun: CIRT requested that the ISSO disconnect the workstation from the network and 

reimage the operating system. · - -

-- -
Ticket Number ) Location: rp 

I 
" . -

I ' Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF 

Event Description 
CIRT detected the download of a malicious executable to aDoS workstation. 

Current Status 
26 Jun: The ISSO informed CIRT that the workstation was reimaged and is awaiting 

the user's return in July. The ISSO requested that the ticket be placed in pending 
status. 

Status History 
22 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found. CIRT also requested that the ISSO perform an antivirus scar) and verify that the 
workstation is up-to-date with all of the _latest patches from IRM Patch Management. 

• • • • • • • • ••• • • • • • • 
• .. •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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23 Jun: The ISSO informed CIRT that he is currentlv examininn this event. 
t4A • ~· • A f' • • • • • e-'e e • · ·e • _. .~~ 

24 Jun: The ~~~ lflTOr~ell ~.t iRT ttnet ...,e works~t;::otinn is-.b~i~g ~x~mined and an update will . . .. . . .. ~· · . ~- ~· · be provided tJnf)nor.om.-.lffiiAn. • • • • • • • •• •... • •• • .. - ... ~· •.. . . .. .. . . 
25 Jun: CIRT requested a status update from the IT Service Center via e-mail and phone . 

. -~-
~ ·-

Ticket Number( Location~ 0 ; 

Date and Time Ticket Created: 06/24/2009 0944 GMT Affected Bureau: EAP 

Event Description 
CIRT detected aDoS workstation downloading a suspicious executable file from a website. 

Current Status 
26 Jun: CIRT requested a status update from the ISSO via e-mail. 

Status History 
24 Jun: CIRT requested that the ISSO search for specific files and remove the files if they 

are found . CIRT also requested that the ISSO perform an, antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

25 Jun: CIRT requested a status update from the ISSO via e-mail. 
·~ 

--- -

Ticket NumbfrY 
~ 

Location: 
. ..,___ 

_ _.) ' 

- - -- ' 
Date and Time Ticket Created: 06/26/2009 1221 GMT Affected Bureau: DOM 

Event Description 
Personally Identifiable Information (PII) may have been breached or disclosed to 
unauthorized third parties. 

Final Action 
26 Jun: This ticket has been referred to US-CERT and the Privacy Office 

Status History 
N/A- New Event 

e 
~..,~ 

! 

~~T_i_ck_~_tN_u_m_b_e~?~· ------~------------------------~-----~~~·C) ____ ~ 1/ 
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Date and Time Ticket Created: 06/26/2009 1351 GMT 
•• ••• • • • •• •••••• . j .~tfes:led Bureau: DOM 

• • •• • • • • • • • •• • •• • • 
Event Descriptiol2. • : •• •. • • ••• • • • • • • • • ••• • • •• •• • • • ••• • • 

GIRT was notified of a Classified Spillage 

Final Action 
26 Jun: CIRT has referred this classified spillage to DS-ADP. 

Status History 
N/A- New Event 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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•• ••• • • • •• • ••••••••••• 
Appendix st-:q~[!i?li~VP~~:y.u[QetaiJil;f~~c~ftning Statistics 
VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 9,241 

Total High Vulnerabilities: 518,769 

TOP 10 CRITICAL VULNERABILITIES 

TOP 10 HIGH VULNERABILITIES 

Cyber Security Brief 

••• •••• • • • • 
•••••• 
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10.00 807 

10.00 614 

,, 

10.60 431 

10.00 375 

10.00 292 

e 
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...... ~..,---s---~ 
I Qui¥rilm~~ ~~....-.....---.-.....-..-.-.----'---9_.3_0_,____82_5_9---' L .. .., ... • . ,.==-: ' ' ' 

•• e caw .. u • • 1lfML ..... • • ••• • ••• •• • • • • • • • • •• • • • • • • • •• • • • • • • ••• • • •• ••• • ••• • • •• •• • • • • 

TOP 1 0 MOST COMMON VULNERABILITIES 

I Uf" I U vUMt'LIAN\,;t: r AlLURES 

•• ••• • • • •• • • • • • • • • • •• • •• • • • • • • • • • •• ••• • ••• • •• 

•••• • • •• • • • • • • '' . 

• •• • • • • • ••• • • 

••• • • • • • • • • • • • 
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•• ••• • • • •• • ••••• • ••••• 
Appendix C t~? ~¥9.~riQ>~di{p~ fFv~elxqdJ Levels 

- :> '0~- ~ »' /"- - - ~ "- zy;:;>; v ~ ~~, - - + -X , 

k - ' • 

<elt.VJtr:)f:c,~h : '~)·[~)! '"liiii'::llli:!-~ · '\~"'''*: 
/ "' -~ ~ "' " " " / • • / • • : •• •• '. )' '0> • • 

• t • 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within cou11try or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk o com romise. 

•• ••• • • • •• •• .. • ••• • • • • • • • • ••• • • • •• • •• • • • • • • • • • • • • • • ·• • • •• ••• • ••• • ... •• • • 
(--;yber Security Brief as of i 2/3/2009 - 1400 EST 
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• • 
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• 

• 
• 

• 
• 

• 

• 

• • • 

Disconnection of Internet 
connectivity 
Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

••• • • • • • •• • • • • • ••• • • 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
:•. L~tte~"'11a~cioui•'lct!l}j~ • • • : : • • : 
: • : l~lli~~~indi~~s !1~ne~ t~r~s : 
,., ~ifi~ incT~~n~ ~~~ed ~m~u~der • 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk of com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise.,, 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services al'e not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

••• • •• • ••• 

•• ••• • • • •• •• • • • •• • • • • • • • • ••• • • • • •• • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • 

• 

• 
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•• • • • •• 
• 

• 
• 

• 

• • • 
Ensure protective measures 
implemented 
Increase backups, audits, etc . 
Verify response action plans & staff 
ready 
Document changes in cyber security 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• •• • • • • • • • ... • • • • • • ••• • • 
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Appendix D - Intranet Web Links of Interest 
• ••• •• ••• • • • •• • • • • • • • • • • • • • • 

Within t~. C>f!~e of•C1>JP~~r.$ecpjiri 

• Awareness 

••• • •• • • 
• • • •• • • • ••• 

•• • • • • • • •• 

Periodic Update: http:/ics.ds.state.gov/ETP NETPA 03.cfm 
• Computer Incident Response Team (CIRT) 

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 
• Cyber Threat Analysis Division (CTAD) 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.inn.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http://enm.inn.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http://sysintegweb.inn.state.gov/si/AntiVirus.html 

The CIRT welcomes all constructive feedback to the -daily Cybe-r.:§~R;t..'f'Bnef 
If you have feedback for the CSB, please send iqo CIRT'@st<!_te.gov '""' 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • • • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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Current DoS Cyber 
Threat Condition 

1. CIRT 

Sensitive But Unclassified 

••• Cy~er ~ec.~ri~y -~~~e! ... 
• .Utrited State~ ~nartment 111[ i:tate • • •• • • • • 9 • J ~ . • •• 

: • • • .~u~Jlll ~ipJ~l!laV.~ f>e:u¢ty : : • • 
as of July 2, 2009-1400 EST 

July 6, 2009 

Nuisance cyber attack activity is present 

Executive Summary 

•• • • • • • • •• 

No change from last 
reported condition 

• Large scale phishing attack targeting multiple seemingly unrelated Department of _ 
State employees 

2. CT AD Daily Read File 
• (U) Instant Messaging Malware on the Rise, Again 

Geographic Distribution of Computer Incident Response Team (CIRD Events ,,, ., 

Legend: •1 event e 2 events • 3+ events 

•• •• • • • ' •• •• • • ••• • ••• •• ••• • • • • • • • • • • • .. • • 
• •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • • • ••• • • -·. ••• • ••• • •• •• • • 
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012.en CIRT Events: 19 

•• ••• • • .. •• • • • • • • • • • • • •• • • • • • • • • • • • ••• • 
CtRT Events b'l.. ~c~~t catedolv • • •• 

• Mallcious Code 

•Invest igation 

•• • ••• • • • • • •• • • • •• • • 

AF 

D OMNIJASH 

EAP 

EUR 

NEA. 

SCA 

WHA 

Closed CIRT Events: 6 

• ••• •• • • • I 
• • • • • • • • • 
tu~tEvents b'l.. Bureau 

0 5 10 

Firewall Block Request Summary Entemrise Risk Score Grade Distribution 

• Nothing substantial to report 

Com12.uter Incident Res12.onse Team (CIRT) 

Ill 
"-! 

;1::::: 

250 

200 

150 

Vl1 00 '0 .... 
Q) 
,Q 

E 50 = z 

0 

A+ A 8 c 
Grade 

D F F-

• GIRT dete9ted a large scale spear phishing campaign targeting DoS employees, both 
stateside and abroad. GIRT is in the process of contacting the affected users. Due to the 
large number of tickets generated, these tickets are presented in table format. CIRT 
anticipates that there will be more tickets opened in the next several days. 

Personally identifiable information (PII) loss reported 
• Nothing substantial to ~rt •: : : : • • • • • • : • : 

• • •• • •• • • • • • • • • • • • • • • • -.. ... . ... . .. .. . 
· Cyber Security Brief as of 1213/2009 - 1400 EST 
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Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• Nothing subst<fltjpl :eorept>~ : • •. • • • • • • : : • • : : • • : •. 

• • •• • • • • • • • •• • •• • • • • • • • • ••• • • • • • • • • •• ••• • ••• • • •• •• • • • ••••• 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• See Appendix B for statistics 

· Cyber Threat Analysis Division (CTAD) . 

DAILY READ FILE: (U) Instant Messaging Malware on the Rise, Again 

(U) Key Highlights: 
• MessageLabs research indicates that IM malware has increased in the last six months 
• Analysts predict that 1 in 80 IM users will receive a malicious IM each month 
• The rise in malware could be correlated to recent advancements in CAPTCHA breaking 
• DoS personnel are reminded that Web-based and locally loaded installation of IM clients 

and Chat software are pr~ly_i_Pite_d on Depart!!!.~nt co:.:m:.::p::ut::e.:.:rs:___- -----......:::._---, 

Virus Incident Response Team fVIRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter: 
Previous day: 1,263,747 
Month to date- July: 1,263,747 
Year to date for 2009: 284,798,882 

Cyber Security News Headlines 

Virus Blocked at Perimeter: 
Previous day:89 
Month to date - July:89 
Year to date for 2009: 34,250 

White House Pledges to Stay On Top of Cybersecurity [Source: fiercegovernmentit.com] 
Cybersecurity Plan Means New Jobs [Source: govinfosecurity.com] 
Justice Tech a Big Winner in Senate Spending Bill [Source: fcw.com] 

•• ••• • • • •• •• • • ••• • ••• •• . . . . . . . . ... . . . .: : : 
: : ·: : ·: : ·. ·. : : : . : ... 
•• ••• • ••• • •• •• • • • ••• •• 

( 
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Appendix A -CIRT Event Summaries •• ••• • • •• • ••••• •• • • • • • • • • • • • • • • • •• • • • • • • •• • • • • • • • • • • 
Legend: 

· j..c.IRT detected ~arge num_?~~. ?fe~mail m.!:ssages _ 

Date and Time Ticket Created: 06/25/2009 0914 GMT 

Event Description 
GIRT was notified of a suspicious e-mail, possibly containing malicious code, targeting 

CyberSecurity Brief 

• • • • • • • •• • • • • •• ••• • 
• •• • • • • • •••••• 

• • • • • • •• • 
as of 12/3/2009- 1400 EST 
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• • • • • • • 

• • • • 
•••• • • • ••• •• 
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- j multiple users This event consisted( 
• • • • • • • • • • • • • • • • . fY 0 •• ••• • • • •• •• • ••• • ••• •• > 

• • •• • • • • • • • •• • •• • • ... ... ... . ... .. .. 
-.~ .. ~--~.7.~.~.~.-&7.~.~.~.~. ~.~.~.~~ .. ~~.~.--~.~.~.~. ~.~.~---------------4 

Current Status 
2 Jul: CIRT is awaiting a response from the ISSO. 

Status History 
25 Jun: GIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. GIRT also requested that the ISSO identify any 
a~a.l recipients~ m~iHf itMa~~ GIRT requested that the ISSO 

-2tu .. , 91R-f*i equested a status ~upaate from the ISSO Ola e-n?ail. 
29 Jun: GIRT requested a status update from the ISSO, the RSO, and the IPO via e-mail. 
30 Jun: GIRT requested a status update from the ISSO via e-mail and phone. 

1 Jul: GIRT requested a status update from the ISSO via e-mail and phone. 

Ticket Numbe( i--~ -------- Location ~ ~ 
Date and Time Ti~ Created: 06/30/2009 0800 GMT Affected Bureau: EAP 

Event Description 
GIRT detected a oossible phishing e-mail, originating from various sources, containing a 

-

l .., 
Current Status 

2 Jul: The ISSO informed CIRT that a status update is forthcoming. 

Status History 
30 Jun: GIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. GIRT also requested that the ISSO identify any 
additional reci12ients of the e:-mail if it has been forwarded. GIRT requested that the ISSO 

( > • > • - - • 

1 Jul: 1 ne IS~O informed GIRT that examination ot this ovv""'" s ongoing. 

T ' ~ 
~--· --- ~·- - · ---~ - -- » ---·--------------------- --

Ticket Numb~ f " Location: ~ tp ! 
' 

Date and Time Ticket Created: 07/01/2009 1151 GMT Affected Bureau: NEA 

• • •• •• • • ••• • ••• •• •• ••• • • • • • • • .. • • • • • • • ••• • • • • •• • • •• • •• • • • • • • • • • • • • • • • • • • • • • • ••• • • •• ••• • ••• • •• •• • • 
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Event Description •• ••• • • • •• • ••••••••••• 
CIRT detected a f1%alfi~IJS ezc:ocutable:b~ill!:J.dire~tectat i Dt2S~or'?t!tion . 

•• • •• • ••• • • •• •• • • • ••••• 
Current Status 

2 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
1 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. - ---Ticket Numb ( Location: ) 0 

~-------~~~;~- --~==================~====~==~~~--~/ 
Date and Time Ticket Created: 07/02/2009 1422 GMT Affected Bureau: DOM 

Event Description 
CIRT detected a malicious executable file being directed at DoS workstation. 

Current Status 
2 Jul: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

Ticket Numbe( 
l 

Location ,. 
' 

Date and Time Ticket Created: 07/02/2009 1346 GMT Affected Bureau: WHA 

Event Description 
CIRT detected a malicious executable directed at aDoS workstation. 

Current Status 
2 Jul: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

• • •• •• • • ••• • ••• •• •• ••• • • • • • • • • • • • • • ••• • • •• • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • •• • • •• ••• • ••• • •• •• • • 
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,, 
Location: 

Date and Time Ticket Created: 07/01/2009 0626 GMT Affected Bureau: EAP 

Event Description 
An ISSO notified CIRT of an e-mail with a malicious PDF attachment which was successfully 
quarantine~ · ~ 

Current Status 
2 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
1 Jul: CIRT requested that the ISSO search the workstation for specific files and reimage the 

operating system if the files are found . 

.... ~-...- · -..... 

Ticket NumbE(" \ -· _ Lo_Cdt1i.QD...!i _} 
·-

-~ -
Date and Time Ticket Created: 06/22/2009 1230 GMT Affected Bureau: AF 

Event Description 
CIRT detected the download of a malicious executable to a DoS workstation. 

Final Action 
2 Jul: This event had been pending awaiting the user's return. The ISSO reported that 

workstation has been re-imaged. 

Status History 
June 22-July 2: Remediation pending. 

_ ___. ... ---- - .. ____ _.,_ --.. ~ .... -.. ·-·~· --...,....---... ___ 
Ticket Numbcf~ Location! ·------~---~ --

Date and Time Ticket Created: 07/02/2009 0917 GMT Affected Bureau: DOM 

-Event Description 
US-CERT dete_cted DoS workstation9t 

r-
Final Action 

I 

•• ••• • • • •• • • • • 
• . . . : . .. . .. . . . . . 

• • • • • • • • • • •• ••• • ••• • •• •• • 

. . !lll!lfM !!! .!!I. ' "~"HI~!!l.~~ 

••• • ••• ·: 
• • • ••• • • • • • • • • ••• •• 

s 
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2 Jul: The traffic was analyz;ed and nothinq malicious was fpJJ'\<l· •• ••• • • • • •• • ••• • • • 
• • 

Status History :. • 
N/A- New Event 

T' Jl 1cket Numberr -

•• • ••• 
• • • • 

-------

• • • • • ••• • ••• • • •• 

--

• • •• • • • •• • • 
• •• • • • • • • • ••••• 

Location: J 
Date and Time Ticket Created: 07/01/2009 1241 GMT Affected-aureau: NEA 

Event Description 
CIRT detected a malicious executable being directed at aDoS workstation. 

Final Action 
2 Jul: The ISSO informed CIRT that no unauthorized files or software was discovered 

on the workstation. The machine contains the latest patches from Patch 
Management. 

Status History 
1 Jul: CIRT requested that the ISSO search for specific files and reimage the operating 

system if the files are found. 

--------- - --

LocatiJn: f Ticket Numb~ ) -- ~- ---- - -
Date and Time Ticket Created: 07/02/2009 1010 GMT Affected Bureau: EUR 

Event Description 
CIRT received notification from the systems manager about server crashes. 

Final Action 
2 Jul: These events were found to be caused by E & V Scanning activities. 

Statu~ History 
N/A- New Event 

"'"'=-- -----·-··- .... _., .. -·--·-· ----... -~ --~·---· ·~--- ---~- ··- ... --~--~- - - . .. ._ ________ _ 

Ticket Numbe(" Location:r _> - ~ 

Date and Time Ticket Created: 06/30/2009 1335 GMT Affected Bureau: DOM 

Event Description 
CIB.T was notifieg of a SIISpicioltS e-rn ail, passibl~ containinu..malicious code. This event 

"} (l 
-

Cyber Security Brief 

•• ••• • ! : ; ' ·!asq• • ~ "~•• : : .: : .. . . . . . . 
• • • • • • • • • • • •• ••• • ••• • •• •• • • 

as of 12/3/2009- 1400 EST 
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•• ••• • ••• • • •• •• • • •••••• 
Status History 

30 Jun: GIRT requested that the ISSO ship the user's hard drive to TASO for analysis. 
1 Jul: GIRT requested a status update from the ISSO via e-mail. 

Cyber Security Brief 

•• •• • • ••• • ••• •• •• ••• • • • • • • • • • • •• • • • • • • • • •• • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • • •• • • •• ••• • ••• • •• •• • 
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•• ••• • • • •• • ••••••••••• • • • • • • • • • • • • • • • • 
Appendix B- ctQniP.Iisn~.&:~ulnefabili(y Sciaodihg Statistics 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 9,544 

Total High Vulnerabilities: 575,804 

TOP 10 CRITICAL VULNERABILITIES 

TnP 1 n HI~H V111 I\IERABII ITII=~ 

•• ••• • • 
• • • • • • • •• • •• • • • • • •• ••• • ••• 

• •• •• • • • • • ••• • • • • • • • • • • • •• •• • 
cyoer :,ecurny vneJ " U"J OJ T~/J/~VU7 - · .1 -nJV L>V:L 

••• • • • • 

Sensitive But Unclassified 

10.00 553 

10.00 391 

10.00 313 

10.00 284 

• •• • • • • • • • • • 
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•• ••• • • • •• •• • ••• • ••• •• • • • • • • • • • • • • • • • • • • •• • • • • • • • •• • •• • • • • • • • • ••• • • • • • • • • •• ••• • ••• • • •• •• • • • ••• •• 
TOP 1 0 MOST COMMON VULNERABILITIES 

l 
TOP 10 COMPLIANCE FAILURES 

• • •• •• • • ••• • ••• •• •• ••• • • • • • ••• • • • • • • • • • • •• • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • •• •• • • • ••• •• ••• • ••• 
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•• ••• • • • •• • ••••••••••• • • • • • • • • • • • • • • • • 
Appendix C - LWS.l(ibel! &Qridlfioo: f<lyped!iWHL~vels 

~ "' "" ' '- '" v "' "' 

,~~r~;:.irC xil~ ~:~t~i£' f rt:V. 1}tV:-f~ ,.~\e"'f\ttl1L;::~ 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon c;md 

probes 
• Heightened tensions within cou ry or 

major event t 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk o com romise. 

• • • •• •• • • ••• •• ••• • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • 
• ••• • •• •• • •• ••• 
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Disconnection of Internet 
connectivity 
Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

t 
Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

••• • • • • • • • •• • • • • • • ••• • • 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
•• , .• ,_~ " . • ~ 't • • • • • •• 

• 6... lill ~a::U !lleii£100S a@U\tl Y. • • • 
• !~~~~;i~n~ ini~~te;-.ie!Ji~IJbPe<its: • 
• Specific incidents reported and under 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• • •• •• • • •• ••• • • • • • • • • • ••• • • • • • • • •• • • • • • • • • • • • • • •• • •• ••• • ••• • •• 

• ••••• • • • • • •• • • • • • • • ••• •• 
• Ensure protective measures 

implemented 
• Increase backups, audits, etc. 
• Verify response action plans & staff 

ready 
• Document changes in cyber security 

posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

••• • ••• • • • • • • • • • • •• • • • • • • • • • • ••• • • 
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Appendix D - Intranet Web Links of Interest 
11 wa c a u u co eo s ••• e ceo 
• • • • • • • • • • • • • • • • •• • • • • • • • •• • •• 

Within the Q(ftctAf CA~mutU 5QOOritv• : : : : • • 

• Awareness 

•• • • • • • • •• 

Periodic Update: http://cs.ds.state.gov/ETP AIETPA 03.cfm 
• Computer Incident Response Team (CIRT) 

Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 
• Cyber Threat Analysis Division (CTAD) 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http:/ /cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 

,. 

Periodic Update: http:/ /enm.irm.state.gov/nlm/patch/Default.htm 
• Virus Incident Response Team (VIRT) 

Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html 

""'"' The CIRT welcomes all constructive feedback to the daily Gyber Security Brief. 
If you have feedback for the CSB, please send it to CIRT@state.gov · 

• • •• •• • • ••• • ••• •• •• ••• • • ••• • • • • • • • • • • • • • •• • • • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • ••• • • •• ••• • ••• • •• •• • • 
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· Current DoS Cyber 
Threat Condition 

Sensitive But Unclassified 

Cyber Security Brief 
• • JJ4i.ted Sfaies.r>~pa!t&.eL.t ~t ~tale: • • 
• ~ • _orD~ • . " • • . • • • • • ~urealolt~..¥ li.::-omaac .. .,~unt)' • 

• ·a~·ofJuTy ~. 20M-14~otsT • •• • 

July 7, 2009 

•• . ' • • • • •• 

No change from last 
reported condition 

Nuisance cyber attack activity is present 

Executive Summary 

1. CIRT 
• Electrical fire at SA-20 causes evacuation and building electrical shut-down 

• GIRT continues to notify DoS ISSO's due to a large scale phishing attack 

2. CT AD Daily Read File 
• (Not available due to SA-20 power outage) 

Geographic Distribution of Computer Incident Response Team (CIRD Events 

Legend: 

Cyber Security Brief 

· • 1 event e 2 events 

•• ••• • • I •• •• • • ••• • 
• • • • • w • • ••• • •• 

• • •• • •• • • • • • • • 
I • • • • • • • • • • • • -·· ... . ... . .. .. . . . 

as of 1213/2009- 1400 EST 
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• 3+ events 
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•• ••• • • • • • • • • • • •• • • 
Open CIB.J' 8t.ep~; sa: •• 

• • • • • • • • • ••• • • • •• 

CIRT Events by US-CERT Category 

• Malicious Code 

• Improper Use 

rllnve.>tigation 

•• • ••• • • • •••••• • • • • • •• • • • • •• • • • •• • • : CJost"C/RT Events: 14 

AF 

DOIN\11/ASH 

EAP 

EUR 

NEA 

SCA 

WHA 

CIRT Events by Bureau 

0 10 20 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing substantial to report 

•• ••• • • I 
• • • • • • • • •• • •• • • • • • • • - .. ••• • ••• • 

•• •• • • • • • • • • •• 
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•• ••• • • • •• • ••••••••• •• . 2•• • 4- • J..A..,JI ••••••• 
Computer /nclden l'!Rf Sf!>nS! ! e~m ft!~ u •. •. : : • : : • : : 

• An electrica+ fire !!I~ SA-~0 il'l•Arlingtol"l ~ V If P'eql!irt!d aneet<!eu<!t1on of the facility for the 
day, along with powering down the majority of the electrical systems. A number of GIRT 
systems were effected (file & print servers, web servers) but GIRT remains operational at 
SA-26 in Beltsville, MD. 

Personally identifiable information (PII) loss reported 
• Nothing substantial to report 

Classified spillage incident(s) reported to GIRT and referred to DS/IS/APD 
• Nothing substantial to report 

US-CERT Coordination 
• Nothing substantial to report 

Compliance & Vulnerability Scanning 
• Not available due to SA-20 power outage. 

Cyber Threat Analysis Division (CTADJ 
• Not available due to SA-20 power outage 

Virus Incident Response Team (VIRD Statltics (as of midnight eastern~ time} 

Spam Blocked at Perimeter 
Previous day: 950,283 
Month to date- July: 5,455,080 
Year to date for 2009: 288,990,215 

Cyber Security News Headlines 

Virus Blocked at Perimeter 
Previous day: 5 
Month to date- July: 181 
Year to date for 2009: 28,297 

NSA to participate in US cybersecur:ity [Source: wikinews.com] 
Cyber Command Launched. US Strategic Command to Oversee Offensive [Source: 
dissidentvoice.org] 
About Face: Obama to Proceed with Bush-Era Cybersecurity Plan [Source: 
.commondreams.org] 

•• ••• • • ! •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • 
~ • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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Legend: 
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Ticket Numbed' 
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---------.--.:._--!1 Location} _ , 
Date and Time Ticket Created: 06/25/2009 0914 GMT -~Affected Bureau: EAP 

Eve~~~;~:!p~~~~~.Jiiid~-..iiO!'"e8~~w ... ;.;.;··· .... ,-..... ,.._,....,. - -w ......... - ... xrwoan ... w ... ,_ ... ____ ,ililllll!=::::~ 

c: -- •• • • • • • • •• 
Cyber Security Brief 

••• • • • •• • • • ••• • 

• • •• .·· : . • • • . :.: !<>.; ,~-~-: • • ••• • •• •• • 
• • • • • • • • • 

as of 12/3/2009-1400 EST 
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Current Status • • • • • • • • • • • • • • • • • • • • • • 
6 Jul: CIRT conlact9d P05t. fcM- a stak!s ttndate. ttl& IS~d inf<:Kmed CIRT that he will .. ' . . . ... . . . . . . . . 

send an update late II toelay' • • • • • • • • • • • • • • • • 

Status History 
25 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any 
additional recipients of the e-mail if it has been forwarded . CIRT requested that the ISSO 
\'lbft .. . . . ·- ) 

26 ~i ltiill H · re1:ft1e'S~~ate from the ISSO vra e-rttarl. 
29 Jun: CIRT requested a status update from the ISSO, the RSO, and the IPO via e-mail. 
30 Jun: CIRT requested a status update from the ISSO via e-mail and phone. 
1 Jul: CIRT received notification from the ISSO that they have received the ticket and have 

begun working the event. 
2 Jul: CIRT requested a status update from the ISSO via e-mail. 
3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday. 

-. 

:r' r ----· Ticket Number: _ " Location: 
'i&· 

;;;;;;;-

Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP 

EventDescript~------. 
: - ~ 1riginating CIRT detect · · • 

from various rces. · · · · 

Current Status 
6 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 

.. I 

30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if 
the e-:mail has been opened or deleted. CIRT also requested that the ISSO identify any 
adgitionaLrecipients of the e-m~!fit has been fRrwar~ed, . CIRT requested that the ISSO 

, .. u •. , ""' lvvv IIIIUIIIIt::u ~~~ r mat exam matron ot this evenl is ongoing. 
2 Jul: The ISSO informed CIRT that a status update is forthcoming. 
3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday. 

. "/1 
Ticket Numbet' 

Cyber Security Brief 

•• • • • • • • •• 

··: : : : .·· .·· :.: .. ~.·: •• -.----- ·~-¥-.-~····---- -~ --- ·-·--.--.--- "" • • • • • 
~~-.-.--.---~~--~--+-~ •. ••• • ••• • •• •• • • • ••• • • 
as of 121312009- 1400 EST 
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Date and Time Tichet Cw.~teck O'N01/2G09 141~1 ~T ··· I~Afiiectetl Bureau: NEA • • • • • • • • • • • • • • • • 
• • • • • • • •• • • • • • • • • 

Event Description • • ••• • ••••••• •• • • • ••••• 
GIRT detected the download of a malicious executable to aDoS workstation. 

Current Status 
6 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
1 Jul: GIRT requested that the ISSO search for specific files and remove the files if they are 

found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

2 Jul: GIRT requested that the ISSO search for specific files and remove the files if they are 
found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday. 

Ticket Num€_ 
...... ·-- __ __j Loca!i~n: ·.· 

,, 
' ~- f 

\. 

Date and Time Ticket Created: 07/01/2009 0626 GMT ~· Affected Bureau: EAP 1 
~ 

.i Event Description ~· \...:--,! ,J 
An ISSO notified Gl · · ~~ e-mail with a 
malicious PDF attachment. ~ 

<. 

Current Status 
6 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
1 Jul: GIRT requested that the ISSO search the workstation for specific files and reimage the 

operating system if the files are found . 
2 Jul: GIRT requested a status update from the ISSO via e-mail. 
3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday. 

Ticket Nu 

Cyber Security Brief 

• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
as of 121312009- 1400 EST 
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Event Description : •. ••• • • • • • • • • • 'L· • ••• •• • • • • • • • • • • ' . • • • GIRT was notifi~ ~yVS-C:EF~i • • • • • : • tq a:~us ~:icpus website that may be ••• • • • malicious in nat~. ••• • ••• • • I I 

""""" • • • • •• •• 

Current Status 
6 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
5 Jul: GIRT sent out the initial email to the ISSO on the high side. 

~- -· 

TicketNum€ 
;::,.,--

Location:! D 
Date and Time Ticket Created: 07/03/2009 0325 GMT Affected Bureau: SGA 

Event Description M&&h?d l!!ltMIU, ... IlW!] . -~- ' .B:azt.s._m_J :at. --.C,IRT W;:!!': nn+ifi.,A h\ ..an fSSO 
~- -- ---

~ _,, -- --··-

Current :status 
,. 

6 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
3 Jul: GIRT requested a status update from the ISSO via e-mail. 

·-""'"¥ ·--
Ticket Num~, Location:•t . ::::-.> --
Date and Time Ticket Created: 07/02/2009 1346 GMT Affected Bureau: WHA 

Event Description 
GIRT detected the download of a malicious executable to aDoS workstation. 

Final Action 
6 Jul: ISSO reported that the executable was not fo•md on the workstation. Also the 

workstation is up to date on patches iit. 1111 
; · 

Status History 
2 Jul: GIRT requested that the ISSO search for specific files and remove the files if they are 

found. GIRT also rli~ Uii~~d.that.th~ ISSO parf~r!lil an•mtiviru~ccan.~nd verify that the 

Cyber Security Brief 
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• • • • • • • • • • •• ••• • ••• • •• •• • • • • • • • • • ••• •• 
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workstation is VP;tcttl~t~ t.'jtl"eall oJ'tbe J~i'esl ~t~h~! 4fr~~RM ~tch Management. 
3 Jul: Awaiting Qp~a~fro~ I,S~O oo.~e~ay tl~e:tO:July~t~eHo~c;y. 

• •• ••• • ••• • • •• •• • • • • 

Appendix B - Compliance & Vulnerability Scanning Statistics 

• Not available due to power outage at SA-20. 

J. 

•• ••• • • • •• • • • • ••• • ••• • • • • • • • • • • ••• • • • • • • • • • • • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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•• ••• • • • •• • ••••••••••• 
Appendix C il!c;s qyp~r qgpWJitJi! Sfb~rpo'!) =J-eve/s 

•• ••• • ••• • • •• •• • • • ••••• 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk of compromi..<;e. 

•• ••• • • • • • •• • • ••• • • • • • • • • ••• • • • •• • • • • • • • • • • • • • • • • • • • • 
Cyber Security Brief •• ••• • ••• • •• •• • • as of 12/3/2009- 1400 EST 

• • 
• • 
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.. 
• 
• 

• 
• 

• 

• 

• • • 

Disconnection of Internet 
connectivity 
Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

••• • • • • • •• • •· • • • ••• • • 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

\ . lnq~~se~ ri~ • •• • • • ••• 
l t irC ited2n~lieiouS:aeti'liW •. : :. 
:. Tnt~ige•nce M c<5ret ~~~elial,hll<fts 
• Specific incidents reported and under 

·review 
• . AUacks targeting vulnerabilities within 

the 'enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise . 

•• ••• • • • • • •• • • • •• • • • • • • • • ••• .. 
• • •• • •• • • • • • • • • • • • • • • • • • •• ••• • ••• • • • •• • • 

• 
• 

• •••• • • • • • • • • • • ••• •• • 

• • • • • 

• Ensure protective measures 
implemented 

• Increase backups, audits, etc. 
• Verify response action plans & staff 

ready 
• Document changes in cyber security 

posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

••• •• • .. • •• • • • • • ••• •• 
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Appendix D - .Intranet Web Link.s of lnteresJ. • 
i W W 8 I I I I I I I I i i 
• • •• • • • • • • • •• • •• • • • • • • ••• • • • • • • 

Within the-Offtel ot-Cdtfi.Jnttet ~~cutttv • • • • • • 

• Awareness 

•• • • • • • • •• 

Periodic Update: http://cs.ds.state.gov/ETP A/ETPA 03 .cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CTAD) 
Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs .ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http:/ /ia.irm.state. gov/ 

• Patch Management 
Periodic Update: http://enm.irm.state.gov/nlm/patch!Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http://sysintegweb.irm.state.gov/si!AntiVirus.html 

The CIR T welcomes all constructive feedback to the daily-Cyber Security Brief. 
If you have feedback for the CSB, please sen'd it to CIRT@state.gov 

Cyber Security Brief 
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Current DoS Cyber 
Threat Condition 

1. CIRT 

Sensitive But Unclassified 

Cyber Security Brief 
: • • }inite~~ta~s D~'lfttpMt QfStale : • • : 
: : • 'Butt all o! Dipb4atic- ~ecunty: : • : 
• • :. ~s of JulYf, 2'1:>~-r <roo t!n .. • • 

July 8, 2009 

Nuisance cyber attack activity is present 

Executive Summary 

....... : 
• US-CERT notification 

~ 

••• • •• • ••• 

•• • • • • • • • • 

No change from last 
reported condition 

3 CTAD provided 

• 
---- --- -

L,;JRT continues· toawaif Tileisso·s responses concerning the large scale 
phishing attack 

2. 
3. CT AD Daily Read File 

• (Not available due to facility issues at SA-20 in Arlington, VA) 

Geographic Distribution of Computer Incident Response Team (CIRD Events 

Legend: • 1 event e 2 events 

Cyber Security Brief 

•• ••• • • I •• •• • • ••• 
• • • • • w • • ••• • 

• • •• • •• • • • • • • • • • • • • • • • • • 
•• a!/Jjj 2i~l20o!J·- !4oo EST • 
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• • • • • • • 

• 3+ events 

••• • • • • • •••• • • • ••• • • 
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•• • •• • • • 
• • • •• • • • • • • 

Open CIRT EveZJt!: 2~ 
•• • •• 

• • • • • • • • ••• • • • •••••• 

•••••••••••• 
• • • • • • I • • •• • •• • • 
•• • i ~lostdPRIEvents: 20 

CIRT Events by US-CERT Category 

• MalkiousCode 

•Improper U:Se 

Ill nve.stigation 

Firewall Block Request Summary 

I>< ~ 
• 

CIRT Events by Bureau 

AF 

DOM!WASH 

EAP 

EUR 

NEA 

SCA 

WHA 

0 10 

Enterprise Risk Score Grade Distribution 

250 

200 

! 
i.n150 ..... 
0 ... 
~00 
E = z 50 

0 

20 

A+ A B C D F F-

Grade 

Computer Incident Response Team (CIRTJ 
• I IS-.CERLnoiif.ierl.CERI of a Distributed. Qc~I:¥-i~ attack targetigumultiple 

I 

•• ••• • • I •• •• • • ••• • ••• •• 
• • • • • . • • ••• • • • • • • 

\.. • • •• • •• • • • • • • • •• • • • • ·-···· • • • • • • • • • • • • •• ~;~I I2iJ;loo·9 -- j 4oo ksr • • ••• • • 
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Personally identifiable information {PII) loss reported 
• CIRT was notified of one missing P,f!Sspo;t fro"' th~ :.Jaticnal Ra~r1 Center that was 

• • • • • '4 _t • • • • • 

held for further infor~<tticn caQnOt ~e lo~a~cf tt~ ttTii tir~e: • : : • : : 
• CIRT was notified otQI"Iejgl,c)s'~ ~pll"'fri)Rl tile 1v'li!illlli Pa~sl'l'rt }\'IJency that was 

held for further information cannot be located at this time. 

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• CIRT was notified of a class spillage. The event was reported to APD. 

US-CERT Coordination 
• US-CE.RJ notified CERT of a Distributed Pe.olaLQf...Servjce attack taraetina multio!a 

' 
Compliance & Vulnerability Scanning 

• Not available due to facility issues at SA-20 in Arlington 

Cyber Threat Analysis Division (CTAD) 
• Not available due to facility issues at SA-20 in Arlington, VA 

Virus Incident Response Team (VIRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter 
Previous day: 1,223,158 
Month to date- July: 6,678,238 
Year to date for 2009: 290,213,373 

Cyber Security News Headlines 

Virus Blocked at Perimeter 
Previous day: 71 
Month to date- July: 252 
Year to date for 2009: 28,368 

DHS to host industry day for Security LOB [source: federalnewsradio.com] 
Port Security Needs Federal Funding [source: wciv.com] 
The upcoming Gartner Information Security Summit 2009 UK [source: net-security.org] 

•• ••• • • • •• • •••••• • • • • • • • • ••• • • • •• • •• • • • • • • • • • • • • • • • • • 
cyber Secr~rity Brief •• aso/JJJJ;lorJ1-14ooE:sr • 
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--A •• •• • ••• Appendix A -CIRT;~~t :SutJ""P'.ies •• : :. 
• • • • • • ••• • ••• •• ••• • ••• • • •• •• • • 

Legend: 

Cyber Security Brief 
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I ··' ..... 
t--

---- -· 

~ketNumb~ J t ncation: f ~ ~ 
. ------------·-- --- -·-·-··-·····-·- ( :J. .... ---·----

Date and Time Ticket Created: 06/30/2009 0800 GMT - ~Affected Bureau: EAP 

Event Description 
--- -- - "'~~'trtl~&~~ 

CIRT detected a possj~ phishing email· • 

-
Current Status 

7 Jul: CIRT requested a status update from the 1550 via e-mail and phone. 

Status History 
30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted . CIRT also requested that the ISSO identify any 
additiona~ ~~~ipieo1s.pfthe. ~-mai) ifit ha~i/£f~@f£+P.d . GIRT requested that the ISSO 

\-am: 1 htnssu mrormea t;IK 1 mat examineftTOTT"'f"t~fis ongoing. 
2 Jul: The ISSO informed CIRT that a status update is forthcoming . 
3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday . 

Cyber Security Brief 
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--~ .....,"''*'r"'-~?"0~-i!ll~ ,, ¥~ :.t""' ' ,. ~ ' 5 ' •, ' ' 'J 

~l~ • •• _ ~ ~,~ ~!l#f£>~!:~¥~~~ .. ~~1"l:.f;,1!f;~v.r~l~)f ~ ~·- ~ y' • .: , ~~, ·~~~~ 
: 1!1~'E~~1-r~.'£~ t 1 ::pt:;~~~"rft::t;~:H .. ~,te~rb1t~1•;ti:'i~t<>1ftifi:t~ · -·. B 
~~~~~~-~~-~~.~ ~"'~Jt·~t~f-~~~~~ 

~ - --- - . . ......____._...___. .. . . . .. . 
Ticket Numbet{ rb.ocation: ' p ---

Date and Time Ticket Created: 07/07/2009 1012 GMT Affected Bureau: NEA 

Event Description 
CIRT identified a DoS workstation that downloaded a rogue Anti-Virus application. 

Current Status 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

- _,. ... _n -·---..... •••••- ••-.-,.. -

TicketNum~ I Location~ ____ p --.. --..... ~---- ----
Date and Time Ticket Created: 07/07/2009 1138 GMT '1 AffeCted Bureau: EUR 

Event Description " - ' CIRT identified a DoS workstation that downloaded a1 
' 

Current Status 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

........... --... ----- --
TicketNum~ t Locationl' ------ --- -- ·-· 
Date and Time Ticket Created: 07/07/2009 1156 GMT Affected Bureau: NEA 

Event Description 
CIRT identified a DoS workstation that downloaded a rogue Anti-Virus application. 

Current Status 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 

Cyber Security Brief 
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• • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 

as of 12/3/2009-1400 EST 

Sensitive But Unclassified 

Page 6 of 15 



Sensitive But Unclassified 

Management. ... -• .. • •• •• • ••• • •• • •• • • 
Status History 

N/A- New Event 

• • • • • : : • • •• • •• • • • •• • • • • • • • • • • • • • ••• • • • • • •• • • • ••• • • •• ••• • ••• • • •• 

.. ··-· -~ -- ··-

Ticket Numb~ 
: 

Location:· .. I> 
-~--~·--·-... -......._.~--.... ····-------.. ---- -1 --

Date and Time Ticket Created: 07/07/2009 1210 GMT Affected Bureau: AF 

Event Description . 
CIRT identified aDoS workstation that downloaded ( ' 

~ 

Current Status 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

...... _ ... ""',_ .. ,.._ ___ ...,,,. 
---·-~·-~··~ ... -- -

k) ' ,k-:::> Ticket Numb .. __.-............ -~ Location: 1 

- -------·--.. ·----.... 

Date and Time Ticket Created: 07/07/2009 1329iGMT Affected Bureau: WHA 
-
~ -

Event Description ,J ~ 
CIRT identified a DoS workstation that downlo~ded a rogue Anti-Virus application. 

Current Status 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if 

they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

'"_.-........... , - . . .. , ·-... ,.~ .. ,.. ..... ...,, •. ~--~---· -
Ticket Numb~1 - ------------·---· Locatio.,-' !:.~ -.._.._~_,... ___ _ 

Date and Time Ticket Created: 07/07/20091335 GMT Affected Bureau: WHA 

Event Description -· -- .--.. 
CIRT identified a DoS workstation that downloaded ( 

-
Current Status 

7 Jul: CIRT requested that the ISSO search for specific files and remove the files if 
they are found. CIRT also requested that the ISSO perform an antivirus scan and 

Cyber Security Brief 
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verify that the workstation is UJ>·to-date with all of +hA l::~+o~t n'l~J'l~from IRM Patch •• ••• • • • •• .~ · ~ ,~r r 
Management. • • • • • • • • • • • • • • • • . . .. . . . . . ·. _: _ :· : :· : : 

•• ••• • ••• • • •• •• • • • ••••• 
Status History 

N/A- New Event 

-··--· .. -- __ ., <o M,...,., .• , ... _ .... ........ """'·'"" ,,.~ . ...., ......... ., .. -~ 
~_..- .... -·-. Ticket Numbe.r. Location: / ___ _ _;:;; 

..._, ---·-··-·----- '~-------------··-------· -----·-; 
Date and Time Ticket Created: 07/07/2009 1337 GMT Affected Bureau: DOM 

Event Description --··--- ----

CIRT identified a DoS workstation that downloaded, 

Current Status 

), 

7 Jul: CIRT requested that the ISSO search for specific files and remove the files if 
they are found. CIRT also requested that the ISSO perform an antivirus scan and 
verify that the workstation is up-to-date with all of the latest patches from IRM Patch 
Management. 

Status History 
N/A- New Event 

·- · y 
Ticket NumberL Location:{, 

""\ ·-·--· --· I 

Date and Time Ticket Created: 07/05/2009 2014 GMT Affected Bureau: AF 

Event Description " 
CIRT was notified by the US-CERT oft 'f a suspicious website that may 
be malicious in nature. ....._ .. •• ,.,. 

Current Status 
7 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
5 Jul: CIRT sent out the initial email to the ISSO on the-high-s-iEl'b: 

~ut...ct.BT re~ an update from the ISSO.J ---······· # 

•• ••• • • • •• •• • • ••• • • •• • • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • • •• • •• •• • • • • •• • • 
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--·· --- -...c. 

Ticket Numb{12571 
7 

Location: 1 i 

-- - ~--~··· --· .. -· ... 

Date and Time Ticket Created: 07/03/2009 0325 GMT Affected Bureau: SCA 

Event Description ~;::;: _---

riRI..1uas notified bv a.g !S~p _.) 

-- ,.... ............__.. 
Current Status 

7 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
3 Jul: CIRT requested a status update from the !SSO via e-mail. 
6 Jul: CIRT requested a status update from the !SSO via e-mail. 

_ ..... ~ .. --· •-· - ·--•------.- u.......,_,,., 

Ticket NumbeG 

~------·-
Locati2!l:J _j.":) 

I ~" ______. .. - ·- - · __ ____ .;& _____ -·- -
~ 

'I Affected Burea~~ EAP Date and Time Ticket Created: 06/25/2009 0914 GMT 

Event Description . 
~t__wC;ls_~~'!~~~&_5!:~ JS~ 

.. ZW ' tte# §"d¥W' lsDM'COt' k . ... --------

r 
•• ....,..';1~~~~-""''1~-~llt~ 

- " 

Final Action 
7 Jul: The ISSO notified CIRT that the message had been deleted by the user and not 

opened. 

Status History 
25 Jun: C!RT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. C!RT also requested that the !SSO identify any 
pd(jitional recieients of the e-mail if it has been forwarded. C!RT requested that the ISSO 

26 J'ilTr:' etfifF-F8G!Lies.ted i stettrS'"~t:fa't~afft1tff"t~~ail. 
29 Jun: CIRT requested a status update from the ISSO, the RSO, and the !PO via e-mail. 
30 Jun: CIRT requested a status update from the !SSO via e-mail and phone. 
1 Jul: CIRT received notification from the ISSO that they have received the ticket and have 

begun working the event. 
2 Jul: CIRT requested a status update from the ISSO via e-mail. 
3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday . 

Cyber Security Brief 
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Ticket Numbed ·-- -
Location· I> -

D.ate and Time Ticket Created: 07/01/2009 1151 GMT Affected Bureau: NEA 

Event Description 
CIRT detected the download of a malicious executable to aDoS workstation. 

Final Action 
7 Jul: The ISSO informed CIRT that no malicious or unauthorized files were found. 

Antivirus definitions are up-to-date, and a scan was successfully completed with 
negative results. The computer is current with all of the latest patches from IRM 
Patch Management. 

Status History 
1 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found . CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

2 Jul: CIRT requested a status update from the ISSO via e-mail. 
3 Jul: Awaiting update from the ISSO on Tuesday due to July 4th Holiday. 

------ ~·- . ··---·-·-----·-- iiiiiiiiiiiiiil'' 

Ticket Numb~ Location: -::::> 
~ 

Date and Time Ticket Created: 07/07/2009 1102 GMT Affected Bureau: SCA 

Event Description 
CIRT was notified of suspicious web surfing activity that may have been inappropriate adult 
material. 

Final Action 
7 Jul: The ISSO notified CIRT that the material was not explicit adult material. 

Status History 
N/A- New Event 

Cyber Security Brief 
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~ ~ • -
Ticket Number( : Location: 

I 

Date and Time Ticket Created: 07/06/2009 1557 GMT Affected Bureau: DOM 

Event Description 
Personally Identifiable Information (PII) may have been breached or disclosed to 
unauthorized third parties. 

Final Action 
7 Jul: This event has been referred to US-CERT and the Privacy Team. 

Status History 
N/A- New Event 

·-~-

Ticket Numbe.t} -·----------.... .., . __ L;;.rtlO~ .-:::> 
-·~~----·~-·~ ... . 

Date and Time Ticket Created: 07/06/20091630 GMT Affected Bureau: DOM 

Event Description _ · 
Personally Identifiable Information (PII) may havet een breached or disclosed ~o 
unauthorized third parties. , i 

Final Action 
7 Jul: This event has been referred to US-CERT and the Privacy Team. 

Status History 
N/A- New Event 

.... -- ., . 

Ticket Numb~ ! Location: j:::> -- - - -~ -
Date and Time Ticket Created: 07/06/2009 1841 GMT Affected Bureau: DOM 

Event Description 
CIRT was notified of a Classified Spillage. 

Final Action 
7 Jul: This event was referred to the APD Team. 

Status History 
N/ A - New Event 

Cyber Security Brief 
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A 
• Not available due to aci/i~isscms Cfl-3A•2~ i" fJ3.r!iflrJtor1, IrA 
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•• ••• • • • •• •• • ••• • ••• •• 
• • • • • • • • • • • • • • • • 
• • •• • • • • • • • •• • •• • • 
• • • • • • ••• • • • • • • • • 
•• ••• • ••• • • •• •• • • • ••• • • 

A12,12,endix C- DoS C'f.ber Condition (C'f.berConl Levels 

,.,_.~ / ' !;. vy: ' ' • ' • > '<>- i <v ~ <.; ~ • ..,.. ~ < ": ' ' o >, : lo • o o o ') 

\c ,'lot:-)'''··•'" .{~·d:i · '~~o\1,>/,1":~. · • 1 'h"Ho!,~~ · ', 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious a~tivity 
• Intelligence indicates t~~eted activity 
• Increase in sophisticateel recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to altemative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk o com romise. 

0 0 0 ' 0 0 ' 0 • 0 N . . ~ ,. . . 

• 

• 
• 

• 
• 

• 

• 

Disconnection of Internet 
connectivity 
Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

Initiate Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

•• ••• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • •• • • •• • •• • • • • • • • • ••• 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• LimitegJll~-icus.ac~vity • • • • • • 
• lntelli~oce:iildiootes!9en~ra1 tli~~eats•. : 

~ • 4t • • • ••• • • 
• Speciro mat~sntserepo!lect af!d-~nde~ • 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are:ilfely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

•• • • • • 
••• • • • •• • •••••• • • • • • • ••• • •• • •• • • • • • • • • • • • • • • • 

••• • •• • • 
• 

• 
• 

• 

• 

• 

• 

• 

• • • • 
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•••••• • • • • • •• • • • • • • .. ..... 
Ensure protective measures 
implemented 
Increase backups, audits, etc . 
Verify response action plans & staff 
ready 
Document changes in cyber security 
posture 

Maintain regular security monitoring, 
scanning, & remediation operations 
Verify status of protective measures 

Maintain regular security monitoring, 
scanning, & remediation operations 
Verify status of protective measures 

• •• • •• • ••• 

• • • • • • • • •• 
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•• ••• • • • •• 
• • • • • • • • • • 

Within the Office h'c:il!n)'!ie~ ~.ec;x;.ty: • 

• Awareness 
Periodic Update: http://cs.ds.state.gov/ETP AIETPA 03.cfm 

• Computer Incident Response Team (CIRT) 
Periodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CTAD) 

••• • •• • ••• 

•• • • • • • • • • 

Daily Read File: http://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
1 

Periodic Update: http://enm.irm.state.gov 'l 

• The Office of Information Assurance I 
. Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http://enm.irm.state.gov/nlm/patch/Default.htm 

• Virus Incident Response Team (VIRT) 
Periodic Update: http:/ /sysintegweb.irm.state.gov/si/ AntiVirus.html 

The CIRT welcomes all constructive feedback to th0-daily Cyber Security Brief. 
If you have feedback for theCSB, please send iho CIRT@state.goy ,--

•• ••• • • • •• •• • • . ... • • •• • • • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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Current DoS Cyber 
Threat Condition 

1. CIRT 

Sensitive But Unclassified 

:~Yb~r:.&eciJtity·anqf:·· : 
: : Q:dted;;titt$ DeJkCnetn:.of ~tati : • : 
• • iMread oftfJ.plotna,ic·~ecuHty • • 

as of July 8, 2009-1400 EST 

July 9, 2009 

Nuisance cyber attack activity is present 

Executive Summary 

••• • •• • ••• 

•• • • • • • • • • 

No change from last 
reported condition 

• CIRT continues to await the ISSO's responses concerning the large scale 
phishing attack 

2. CTAD Daily Read File 
• USG Personnel Targeted Through Social Networking Sites 

"* _()eographic Distribution of Computer lncid~nt Response Team CCfD Events 

Legend: · e 
•• • • • • • • •• 

Cyber Security Brief 

1 event • 2 events 
••• • • • •• •• • • ••• • • • ~ • • ••• • • •• • •• • • • • • • • • • • • • • • • • ••• • ••• • •• •• • • 

as of 12;3/2009 -- 1400 EST 
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• 3+ events 
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•• • •• • • • • • •• 
Open CIRT Evenb:•11. • 

• • • • • • • 

CIRT Events by US-CERT Category 

•Investigation 

• • • • • • • • • • •• ••• • • 

•• • •• • •••••••••• • • • • • • • • •• • •• • • • • •• 
• • •• 

• t • • • • 
•C10sed OIR>T Events: 11 

CIRT Events by Bureau 

tu= 

DOMNvASH 

EAP 

EUR 

NEA 

SCA 

WHA 

0 5 

Firewall Block Request Summary Enterprise Risk Score Grade Distribution 

• Nothing significant to report 

Computer Incident Response Team (CIRT) 
• Nothing significant to report 

Personally identifiable information (PII) loss reported 
• Nothing significant to report 

250 

l/) 

Q) 200 -(i) 
'0 150 
L.. 
Q) 

..c 100 
E 
:I 
z 50 

0 

A+ A 

Classified spillage incident(s) reported to CIRT and referred to DS/IS/APD 
• Nothing significant to report 

US-CERT Coordination •• ••• • • • • • •• • • ••• • ••• • • • • • • • • ••• • • • • • • . . . • •• • • • • • • • •• • • • • • • • • • • • • • • -.. ••• • ••• • •• •• • • • ••• 
Cyber Security Brief as of 121312009 -- 1400 EST 
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• Nothing significant to report 
•• ••• • • • •• •• • ••• • ••• • • 
• • • • • • • • • • • • • • • • 
• • •• • • • • • • • •• • •• • • 
• • • • • • ••• • • • • • • • • 
•• ••• • ••• • • •• •• • • • ••• • • 

Compliance & Vulnerability Scanning 
• Not available due to facility issues at SA-20 in Arlington, VA 

Cyber Threat Analysis Division (CT AD) 

Daily Read File: USG Personnel Targeted Through Social Networking Sites 

Key Highlights: (classified content- see CTAD Daily Read File on ClassNet for details) - - - - . - · ' ~. , .. , 
/ 

Virus Incident Response Team MRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter 
Previous day: 1 ,223,158 
Month to date- July: 6,678,238 
Year to date for 2009: 290,213,373 

Cyber Security News Headlines 

Virus Blocked at Perimeter 
Previous day: 71 

~ Month to date - July: 252 • 
· Year to date for 2009: 28,368 $c 

Obama Administration Plans to Use NSA to Defend Civilian Agency Networks [source: 
foxnews.com] 
Cybersecurity: Obama's Next Big-Ticket Agenda Item [source: 247wallst.com] 
U.S. Wants Privacy in New Cybersecurity [source: sci-tech-today.com] 

Cyber Security Brief 
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•• ••• • • • •• • • • • • • • • • • • •• • • • • • 
Appendix A -CJRT ~entsuininarles-· · 

•• • ••• • • • • • •• • • • •• • • 

Legend: 

Cyber Security Br. 'Jf 12/3/2009- 1400 EST 
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\ 
ac; 

~<:"<<'"~~~~~,..~ ~:>,$~ <~'f"~1'f~~~~-,.7~o:~~~~~~'?"ff?J)WP~fl"~~~~~ 

· '•''"'~' · '"'~!f'$':t~l~'r" · :,;e. 1,w.::70!1~~·rn · · ~ r·t,, -. · ·~ t ', w»f~ > ''?!"~t:,:,o I :, '~"' ' ,.."/~Wf ' ~ 0: ,, _ _~:, :Y•:~: ~_j;\ !"- ~ >,; • :#~ ',, ~- • • • -~ '' "~ <'x ':'' -~~ 
r . ·.. · •· '' ·.· • ·. . 3~Il~'.t\\J!1:;~i!r~:;i?':1XJ_~·~1fiU,.::..,#-JJ•i1:ftlt•l!< . . : 
~-~~,;»-.ICM-'=~~~~~-~--"-....;~;j~~~-"-"'"""Ao>~Mhl'f.:.,..:k:<\;z._~ ,~" ~ 

~---- . ~ 

Ticket NumbeC:_ Localicc· 

"" l _.-c.--

Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP 

Event Description --- ... . .. 

CIRT detected a possible phishing email~ ;nating 
from various sources. - ----------

Current Status I 

8 Jul: CIRT requested a status update froT the ISSO via e-mail andt phone. 

Status History i t 
30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if 

the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any 

.addi!=I~~QiQi~D1~ Qf;:.:::U~~::r;J ~:~~- C!): requested that the ISSO 

GJ,:I;~so informed~~Knhal:amma11on:;,s ~ongoing. 
2 Jul: The ISSO informed CIRT that a status update is forthcoming. 
3 Jul: Awaiting update from ISSO on Tuesday due to July 4th Holiday. 
6 Jul: CIRT requested a status update from the ISSO via e-mail and phone. 
7 Jul: CIRT requested a status update from the ISSO via e-mail and phone. 

TickefNumbti.r.. ~ · 
~-~-~-~:.w~~r· ----------------------

Date and Time Ticket Created: 07/07/2009 1138 GMT j Affected Bureau: EUR 

Event Description 
CIRT identified a Da~~c5M;t~tion:h~t ~Mvnj~ad~Qir:••: • • • 

• • •• • •• • • • • • 
••• • • • . : 

Cyber Security Brief 
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Current Status • • • • • • • • • • • • • • • • • 
8 Jul: CIRT requested a 5t.i t t8 u~ate!from t ' e ~Gs6..,ia:e..;...au.: • • • • • • ••• • • • • • 

Status History 

••••• • • • •• • • • ..... : ... 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

Ticket Numb~-- Location: > ;...__ 

Date and Time Ticket Created: 07/07/2009 1210 GMT Affected Bureau: AF 

Event Description 
CIRT identified aDoS workstation that downloaded-a' 

... 

Current Status 
8 Jul: CIRT requested a status update from the ISSO and the AIISSO via e-mail. 

Status History 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

---- ............. .. ·- -
Ticket Num~: ' 

A 

Location: -----
..___ 

Date and Time Ticket Created: 07/07/2009 1335 GMT Affected Bureau: WHA 

Event Description 
CIRT identified aDoS workstation that downloaded • 

~~~ffi4!£\?l!'!!!l!!.M 

,, 

Current Status 
8 Jul: CIRT requested a status update from the ISSO via e-mail. 

Status History 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

·-· -~ .. , ,. --- ---............. 

Ticket Numbe:{ 

__,__., . ---
Location: . 

- · 
Date and Time Ticket Created: 07/07/2009 1337 GMT Affected Bureau: DOM 

Event Description \ 

GIRT identified a DoS workstation that downloaded 

Current Status 
8 Jui: The Consular Affaif"a.tlalpdes!. notilieGI CIR"]; tlila\ the ti~ has been assigned to • • • • • • • • ••• • • • • •• 

Cyber Security Brief 
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a Field Technician fOf'~erRelliation, • • • • • • • •• • ••••••••••• • • • • • • • • • • 
• • • • • • ••• • • • • • • • • 

Status History • • • • • • • • • • • • • • • • • • • • • • • 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

-
Ticket Numb( Location1 

) 

-
Date and Time Ticket Created: 07/05/2009 2014 GMT Affected Bureau: AF 

Event Description 
CIRT was notified by US-CERT 
malicious in nature. 

j a suspicious website that may be 

Current Status 
8 Jul: CIRT is attempting to corroborate the details surrounding this event with OS 

counterparts, but has been unable to do so, due to facility issues at SA-20. 

Status History 
5 Jul: CIRT sent out the initial email to the ISSO'on the high side. 
6- 7Jul: CIRT is attempting to corroborate the d~tails surrounding this ever t with OS 

counterparts, but has been unable to do so, dtfe to facility issues at SA-~. 

-- .. - · - -· -· 
Locatiorj . "' T1cket Numb-c_r.i 

. -·· ~ 

Date and Time Ticket Created: 07/07/2009 1012 GMT Affected Bureau: NEA 

Event Description • 
CIRT identified a DoS workstation that downloaded a { -~ 

Final Action 

p 

8 Jul: ISSO reported to CIRT that no unauthorized files were found on the workstation 
and a virus scan resulted in negative results. 

Status History 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found . CIRT also r~LJAC'Jeg that t~e ~~~0 !;)~rft>riJl ~~;J.antLvir~.~carumd verify that the 

Cyber Security Brief 

• • • • • • • • ••• • • • • •• . . .. . •• • • • • • • • • • • • • • • • .. ... . ... . .. ... . • • •••• • • • • • • • • ••• •• 
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workstation is up-to-daht wit~ •W of.theolatest-P.atclilt!s f11001•IRM.PatOO.Maoeaement. . . . . . . . . . . . . . . . ~ 

TicketNum~ 

• • • • • • •• • • ••• •• ••• • ••• • • •• •• • • 

L ·- .~; 

-

• • • • • •••• • 

:1 - . 

~--
Date and Time Ticket Created: 07/01/2009 0626 GMT Affected Bureau: EAP 

Event Description . - - -·-

) 

An ISSO notified CIRT of .J an e-mail with a 
malicious PDF attachmen· •. 

Final Action 
8 Jul: The ISSO removed the email from the user's mailbox and checked the 

workstation to ensure it was clean. 

Status History 
1 Jul: CIRT requested that the ISSO search the workstation for specific files and reimage the 

operating system if the files are found . 
2 Jul: CIRT requested a status update from the ISSO via e-mail. 
3 Jul: Awaiting update from ISSO on Tuesday due to July 4th Holiday. 
6 Jul: CIRT requested a status update from the ISSO via e-mail. 
7 Jul: CIRT requested a status update from the 19t0 via e-mail. 

.~ -··-
~ -

Ticket Num~; Location: ' 

Date and Time Ticket Created: 07/07/2009 1156 GMT Affected Bureau: NEA 

Event Description ·-··--

CIRT ider)tified aDoS workstation that downloade<d 
il 

-

Final Action 
8 Jul: The ISSO reported that the workstation has been removed from the network and 

is being re•imaged. 

Status History 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

----- --
Ticket Numbe 

---
-

Date and Time Ticket Craatedo IJ7J07/40Q9 1.129 ~r . 
• • • • • • • • • •• . 
• • • • • • • • • • •• ••• • ••• • •• •• • 

•• 

Location: · 

.A~cte~.BlJleau: WHA 
• • • • • • . -- - . • • • • • • • • •• • • • 

':--

:::> 
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. , '( '"' tfllltt 
Event Description • • • • • • • • _ ~ • • • • • • • • ;. • • • 

GIRT identified aDoS wirti>ti~on that ~own~act~.l • • _! : • : :. : : 
~--------------------LL~~~·~·~·~~·~·~·~~- ~~·~-·~~·-.· .. -·~·~------ -----

Final Action 
8 Jul: The 1550 informed CIRT that the malicious files were found and removed. 

Antivirus definitions are up-to- date, and a scan was successfully completed with 
negative results. The computer is current with all of the latest patches from IRM 
Patch Management. 

Status History 
7 Jul: GIRT requested that the ISSO search for specific files and remove the files if they are 

found. GIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

Appendix B - Compliance & Vulnerability Scanning Statistics 

• Not available due to facility issues at SA-20 in Arlington, VA 

•• ••• • • • •• •• • • • •• • ••• • • • • • • • • • • ••• • • • • • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 
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•• ••• • • • •• • ••••••••••• • • • • • • • • • • • • • • • • 
Appendix c- Dos cylier condititin.lcybei-doni &viJs 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes ; 
• Heightened tensions within ountry or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk o com romise . 

•• ••• • • • •• • • • • ••• • • • • • • • • ••• • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • 
• 
• 

Cyber Security Brief as of 1213/2009- 1400 EST 
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• 

• 
• 

• 
• 

• 

• 

••• • • • • ••• 

Disconnection of Internet 
connectivity 
Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

#'. 

lnitiate"Management Team briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

• • • • • • • • •• 
Page 10 of 12 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• Limited~ili~iMs$rJi~y • • •• •• • • 
• lntelligoo~ illtlic<Ae~t ~ner%11Dlre~s • 
• Specific• rncic:Mrits reporte•d and under• • 

review 
. • Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o com romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterpriSe may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 

• • • • • 

••• • • •• •• • • • • • •• • • • • • • • • • • • • • •• •• 
• Ensure protective measures 

implemented 

• Increase backups, audits, etc . 

• Verify response action plans & staff 
ready 

• Document changes in cyber security 
posture 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

• Maintain regular security monitoring, 
scanning, & remediation operations 

• Verify status of protective measures 

impaired _j. 
'-----------------------~·--S_e_n_s_ft_w_e--in-ifl-or_m __ a_ti-on--in--th-e--en_t_e-rp_r_is_e_'_s~------------ ----------- . _ at slight risk of compromise. _ 

•• ••• • • • • • •• • • • •• • ••• • • • • • • • • • • • •• • • • • • • • • •• • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • • ••• •• 
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Appendix D - lntrant~t "X~b .Li{lks pf l{l.te~lls.t ... 
• • • • • • • • • • • •• • • • • • 

Within the Office df.Cdmp-.tilr Socdfity •• • 

• Awareness 

• •• • • •• • • • •• • • 

• • • • • 

Periodic Update: http://cs.ds.state.gov/ETP AIETP A 03.cfin 
• Computer Incident Response Team (CIRT) 

Periodic Update: http://cs.ds.state.gov/CIR.T/CIRT 08.cfin 
• Cyber Threat Analysis Division (CTAD) 

••• • •• • ••• 

Daily Read File: http://source.ds .state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfin 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state:gov 

• 

• 

Enterprise Network Management, 
Periodic Update: http://enm.irm.state.gov 

The Office of Information Assuralce 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http://enm.irm.state.gov/nlm/patch!Default.htm 

• Virus Incident Response Team (VIRT) 

•• • • • • • 

Periodic Update: http://sysintegweb.irm.state.gov/si/AntiVirus.html 

• • • 

The CIRT welcomes all constructive feedback to the daily Cyber Security B1ief. 
If you have feedback for the CSB, please send it to !C~R:Sf@~!£!:te.gow·:cc· 

•••••• • • • • • • • •• • • • • •••••• 

• • •• • ••• • • • • ••• •• • • • • • • • • • • • ••• • •• •• • 

,_ ~ ·.• .. ,.,v:,y.Lt;:;·.;..,._:· · :< 

••• • • • • • • • • • • • 

••• •• • • • • •• • • • • ••• •• 

\ 
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Current DoS Cyber 
Threat Condition 

Sensitive But Unclassified 

Cyber Security Brief 
• •l.Jn~ed scltes l1epal1ine~ ~tate : • • . . . ,. . . . . .. . .. . .. 
• • Birreaae:tDmk>matJc :-1eounty • • . . .. ' .. ~ .. . .... 

as of July 9, 2009-1400 EST 

July 10, 2009 

•• 
• I • • • • •• 

--
~ 

No change from last 
reported condition 

Nuisance cyber attack activity is present 

Executive Summary 

1. CIRT 
• Nothing significant to report 

2. CT AD Daily Read File 
• Global Efforts to Create Centralized Cyber Security Commands 

Geographic Distribution of Computer Incident Response Team (CIRD Events 

Legend: • 1 eyent e 2 events • 3+ events 

•• ••• • • I •• •• • • ••• • ••• •• 
• • • • • • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
I • • • • • • • • • • • • • • • -·· ••• • ••• • •• •• • • • ••• • • 

Cyber Security Bnef as of 12/312009- 1400 EST Page 1 of 14 

Sensitive But Unclassified 



Sensitive But Unclassified 

•• ••• • • • • • • • • 
Open Cll~r.ErtAntl: 11 : 

•• ••• • ••• 

• • • • • • • • • ••• • • • •• 

CIRT Events by US-CERT Category 

1111 MaliCious Code 

• Investigation 

•••••• • • • • ••• •• • • • • • • •• • • • •• • • 
• AP • • • '*'os9dCIRT Events: 10 • ••••• 

CIRT Events by Bureau 

AF 

DOM/V'IASH 

EAP 

EUR 

NEA 

SGA 

WHA 

0 5 10 15 

Firewall Block Request Summary 

t , • Nothing significantto report 

Enterprise Risk Score Grade Distribution 

Computer Incident Response Team (CIRD 
• Nothing significant to report 

Personally identifiable information (PII) loss reported 

300 

::: 250 
..... 
Ci) 200 ..... 
0 

li)150 
.c 
E 100 
:I z 

50 

0 

A+ A B c 
Grade 

D F F-

• One passport application mailed from postal acceptance facility in the Philadelphia 
Passport Agency region to the Lindbergh Postal Distribution Center cannot be located at 
this time. 

Ciassified spillage incident(s) reported to GIRT and referred to DS/IS/APD 
• Nothing significant to report •• ••• • • t •• •• • • ••• • • • • 

Cyber Security Brief 

• • • • • • • •• • • • • - ..... . • • • •• • • • • • ••• • •• 
• • •• • • •• 

• • • • • 
as of 1213/2009- 1400 EST 

Sensitive But Unclassified 

• • • • • • • 

••• • • • • • •••• • • • ••• • • 
Page 2 of 14 



Sensitive But Unclassified 

US-CERT Coordination 

• Nothing signiticant LQ re~ort • 
• • • • • • • • •• • • • • • • • • •• ••• • ••• 

Compliance & Vulnerability Scanning 
• See Appendix B for statistics 

• • • • • ••• • • 

Cyber Threat Analysis Division (CTAD) 

CT AD Daily Read File: 

•• •• • ••• • • •• • • • • • • • • • •• • •• • • • • • • •• •• • • • • •• 

•• • • • •• 

Global Efforts to Create Centralized Cyber Security Commands 

Key Highlights: 

• • • 

• USCYBERCOM is being established for the coordination of defense CNO. 
• The RoK plans to establish a cyber command by 2012. 
• The OK's GCHQ will host a CSOC for real-time analysis for cyber activity in September. 
• PRC officials apparently perceive USCYBERCOM as a means to initiate a cyber arms 

race. 
Source Paragraph: "Defense Secretary Robert Gates today [23 June 2009] approved the 
creation of a unified U.S. Cyber command [USCYBERCOM] to oversee the protection of 
military networks against cyber threats ... The plans are due by Sept. 1 and need to include 
the new command's mission, roles and responsibilities, reporting structures and 
accountability measures, Gates said. The new command will most likely be headquartered in 
Fort Meade, MD. And will reach initial operating capabilities by October, and full capability by 
October 2010 .. ." 
Source: Computerwor/d (http://www.computerworld.com), "Defense Secretary Gates approves creation of U.S. Cyber 
command," Date of Source: 23 June 2009 

Virus Incident Response Team (VIRD Statistics (as of midnight eastern time) 

Spam Blocked at Perimeter 
Previous day: 1 ,223,158 
Month to date- July: 6,678,238 
Year to date for 2009: 290,213,373 

.Cvber Security News Headlines 

Virus Blocked at Perimeter 
Previous day: 71 
Month to date - July: 252 
Year to date for 2009: 28,368 

US officials eye North Korea in cyber attack [source: associated press] 
IU cybersecurity expert: Recent cyberattacks a 'wake-up call' [source: iu.edu] 
Third State Department snooper sentenced [source: computerworld.com] 

•• ••• • • • •• •• • • ••• • ••• •• 
• • • • • i • • ••• • • • • • • 
• • •• • •• • • • • • • • •• • • 
! • • • • • • • • • • • • • • • 
•• • •• • •• • • •• •• • • • ••• •• 
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•• ••• • • • •• •• 
Appendix A - CIIfJ:.E\leht SLlntmarms 

• • • • • • ••• • • •• ••• • ••• •• • •• •• 

Legend: 

---
···-

• • • • • 

• •• • ••• •• • • • • •• • •• .. 
• • • • • • • •• •• 

Location: 

• • • 

l -,----~ -

Ticket Numbeii( 
, _ --

Date and Time Ticket Created: 07/07/2009 1335 GMT Affected Bureau: WHA 

lillll ' Event Description .. -v · · CIRT identified a DoS workstation that downloaded C,~ _ . -· -·.. . . ~ 
-~ - -----

--
Current Status ' 

9 Jul: CIRT received uptl)tM, SSO <~Hlta&t,nfOI'rt$J:D:>r, ~cl t~s~t'ttl~~ 2nitial 
• • •• • •• • • • • • • • •• • • ! • . . . . . . ·-. . . . . . . 
•• ••• • ••• • •• •• • • • ••• • • 
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notification to the correct contact. 
•• ••• • • • •• • ••••• •••••• . . .. : . . . . . . .. . .. . . 

Status History :. • :. • •. • :. • : •: •• • •• • : : : :. • :. • 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

8 Jul: CIRT requested a status update from the ISSO via e-mail. 

---------.. 

Ticket NumbF Locatio--;0. __ __..:::..-

Date and Time Ticket Created: 07/07/2009 1337 GMT Affected Bureau: DOM 

Event Description _f_:::-
CIRT identified aDoS workstation that downloade'f' 

Current Status 
9 Jul: CIRT requested an update from the Consular Affairs helpdesk, who informed 

CIRT that the ticket is still in progress. 

Status History 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

8 Jul: The Consular Affairs b~lpdesk notified CIRT that the ticket has been assigned to a 
Field Technician for remef ation. 

Ticket Numbe : ' Location / j) 
' 

Date and Time Ticket Created: 07/05/2009 2014 GMT Affected Bureau: AF 

Event Description 
CIRT was notified by the US-CER~ ' suspicious website that may 
be malicious in nature. --

Current Status 
9 Jul: CIRT is attempting to corroborate the details surrounding this event with DS 

counterparts, but has been unable to do so, due to facility issues at SA-20. 

Status History 
5 Jul: CIRT sent out the initial email to the ISSO on the high side. 
6 Jul- 8 Jul: GIRT is attempting to corroborate the details surrounding this event with DS 

counterparts, but has been unable to do so, due to facility issues at SA-20 . 

•• • •• • • • •• •• • • ••• • ••• •• • • • • • • • • ••• • • • • • • • • •• • •• • • • • • • • •• • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• • • 
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- ----------·--·------ - --

Ticket Numbe~ Location: :...------'---------- --·--...,;.....~-· -
Date and Time Ticket Created: 07/09/2009 0758 GMT Affected Bureau: NEA 

Event Description 
CIRT d~tecte~ 

IC -Current Status 
9 Jul: CIRT requested that the ISSO locate !!!!..§~_Giated wjthtbe network 

activity and remove it from the networ1<.' · · ~ 

Status History 
N/A- New Event 

• • • 
•• • • • •• 

t 
f 

••• • •• • ••• 

• • • •• • • • • • •• • • • • • • • ••• • •• 

•• • • ••• • ••• •• • ••• • • • • • • • • • • • •• • • • • • • • • • • • •• • • • ••• •• 

.'\ 
,;' -

"' 
D 
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•• ••• • • • •• • ••••••••••• 

_ _ ,., .... __ ,_ ..... 

Ticket Numbe~fl__..,. .. . , ... . Location: t 
- "C- -----. ......_.....,_,_..__,_ _____ ._________ :_..__.....----

Date and Time Ticket Created: 06/30/2009 0800 GMT Affected Bureau: EAP 

Event Description 
CIRT detected a possible phishing email containing( JPriginating 
from various sources. _______ _ .... 

Final Action ._,..,,......,. ___ .. ~..,, ..-.n .... ·.'l~ ..... .. .... n...,...,,........,. .. " ....... ....., ... ,,_t ... ..,._._,..,..,...,,_,..,. ....... -.u---·,-• ---------_.__ c ~-- ... - .. .. ·-
Status History 

30 Jun: CIRT requested that the ISSO determine if the users had received the e-mail and if 
the e-mail has been opened or deleted. CIRT also requested that the ISSO identify any 
additiooal recipients of the e-mail if it has been forwarded . _CIRT requested that the ISSO 

~J'tJFI ny j§§o informed CIRT that exammatibii 61 trflt"'Mfit ' i3-~ngoi~g. 
2 Jul: T~ ISSO informed CIRT thl t a status update is forthcoming. 
3 Jul: A~aiting update from ISSO • n Tuesday due to July 4th Holiday. 
6 Jul: CIFn requested a status up~ate from the ISSO via e-mail and phone. 
7 Jul: CIRT requested a status update from the ISSO via e-mail and phone .. 
8 Jul: CIRT requested a status update from the ISSO via e-mail and phone. 

Ticket Numbe(L
1 

Location:,_--. ~ 

Date and Time Ticket Created: 07/09/2009 1149 GMT Affected Bureau: DOM 

Event Description 
CIRTwas notified by US-CERT of a potential phishing attack targeting the Department of 
State. The phishing attack consisted of an email with a malicious PDF attachment. 

Final Action 
9 Jul: C!RT was unable to locate any net'Nork activity that correlated with the traffic 

reported by US-CERT. 

Status History 
N/A- New Event 

·- ---·-...... . 

~.-1 T-ick-et_N_um_b_er(_·ec_-=-_, ~=--···------··----~t:...,;;:::::mo·:t .... i311Ei~·' ...... ~-;:.;;e;;..~----_:__~-----~' [5 ~ / 
0 • .. 

• • • • • ••• • • • • •• • • • • • •• • • • • • • • ••• •• • • • • • • • • • • • • • • • • • • • • • • • • •• • • • • • • • • ••• • • • 
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c:; 1.:,-~C: 

-- -· . .. -··-·--·· -- ,_ 

. -.. .. • _ _._._.J__~~~ Burea~ . ....,_ . .. . . Date and Time Ticket Crea~d:i .. . .. ----. • 
• • •• • • • • • • • •• • •• • • 

Event Description :. • : .. •. • : .. : •: .. • .. • : : : - : .. :-.• 
CIRT identified a DoS workstation that downloaded( 

- -------1 

b~~-

Final Action 
9 Jul: The ISSO informed CIRT that no malicious or unauthorized files were found. 

Antivirus definitions are up-to-date, and a scan was successfully completed with 
negative results. The computer is current with all of the latest patches from IRM 
Patch Management. 

Status History 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

8 Jul: CIRT requested a status update from the ISSO via e-mail. 

..___ ...... ~..,..-'~ .... -----"· ....... ----..._ _ 
Ticket Numb~£..-.- __ _ -·-- Location: 

Date and Time Ticket Created: 07/07/2009 1210 GMT Affected Bureau: AF 

Event Description ,. 

r--C_I_R_T_i_d_en_t_if_ie_d_a_D_o_s_w_o_rk_s_ta_ti_o_n_th_a,_t_d_ow_nl_o_a_de_d~-. .. .--.- -.~~~- -~.~,~- ------~-_,~7cr 
Final Action 

9 Jul: The ISSO informed CIRT that the malicious files were found and removed. 
Antivirus definitions are up-to- date, and a scan was successfully completed with 
negative results. The computer is current with all of the latest patches from IRM 
Patch Management. 

Status History 
7 Jul: CIRT requested that the ISSO search for specific files and remove the files if they are 

found. CIRT also requested that the ISSO perform an antivirus scan and verify that the 
workstation is up-to-date with all of the latest patches from IRM Patch Management. 

8 Jul: CIRT requested a status update from the ISSO and the NISSO via e-mail. 

{ 
Ticket Numben Location: 

Date and Time Ticket Created: 07/09/2009 1238 GMT Affected Bureau: DOM 

Event Description 
Personally Identifiable Information (PII) may have been breached or disclosed to 
unauthorized third parties. 
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Final Action •• ••• • • • •• • ••••••••••• 
9 Jul: This eventWJls:tetez-red1o Uf·f~T Cfl\d t~ef.rivtct.Te" 

•• ••• • ••• • • •• •• • • • ••••• 
Status History 

N/A- New Event 

l , I) 
t· 
t 
1 

J 
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•• ••• • • • •• • ••••••••••• • • • • • • • • • • • • • • • • • • • • • • •Ll_ - • • ~ J • d-.. • • • 
Appendix B- CQmpliacrce.&:wliJer,abi/icy .;tVWJiliJ!g Statistics 

VULNERABILITY TOTALS: 

Total Critical Vulnerabilities: 

Total High Vulnerabilities: 

9,322 
564,989 

TOP 10 CRITICAL VULNERABILITIES 

·:.· · .. ······ ' 

', ________ _ 
TOP 10 HIGH VULNERABILITIES 

Sensitive But Unclassified 

·o.oo 792 

. . 00 640 

""["'="·~~:il-c ' ' ,.. $!! 
~ • r-· ~";i ~! 

.;:i~•JJ ;~ ~" ;I 
""'~-*' -M.o!>:< 

9.30 30940 
I 7.00 30573 
! 9.30 28221 

I 
9.30 281"70 

9.30 27976 
9.30 19934 

' 9.30 14633 

9.30 14614 
' 

9.30 ,9560 

: p.~o 9410 
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TOP 10 MOST COMMON VULNERABILITIES 

••• •• 

TOP 10 COMPLIANCE FAILURES 

•• ••• • • • •• • • • • ••• • • • • ••• • • • • • • • ••• • • • •• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• •• • • • ••• •• 

Cyber Security Brief as of 12/3/2009 -- 1400 EST Page 11 of 14 

Sensitive But Unclassified 



Sensitive But Unclassified 
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Appendix c- t>C>S·Crlier cbnclitionltibecdonl !evets 

•• ••• • ••• • • •• •• • • • ••• •• 
'"'<"'mJ-~,_~:""""~o>.' -""'<<'" o )~ ~~' .~-1; <'Y ~ ',- '<,w'< ""'•-- "'< " ·~-- "" ', o '.-~~«=""' -~ 0 • --f>~.J:"" 

· · l€1'\'Jfl~:}<Jl';~J'' . ~ur~11 · , . ·n,I 1 ~'WJli:l2· · · . . : ·:,~iiro'!L::·. 
>- ,-"i ,;. '»" w '- t" , " • ,A -' ~ , ,, ' 

0 

, . . . . . . . . . . . ~ . . . . 

Significant cyber attacks 
are currently occurring 

Significant cyber attacks 
are imminent or moderate 

attacks are occurring 

• Degradation, denial, or destruction of 
systems 

• Highly sophisticated attacks 
• Major tensions within country I 

significant catastrophic events 
• DoS is unable to execute its diplomatic 

mission 
• Widespread or focused attacks targeting 

vulnerabilities within the enterprise 
require an immediate coordinated 
response. 

• Network infrastructure throughput is 
severed. 

• Common network services are disrupted. 
• Sensitive information in the enterprise is 

at hi h risk o com romise. 
• Widespread malicious activity 
• Intelligence indicates targeted activity 
• Increase in sophisticated recon and 

probes 
• Heightened tensions within country or 

major event 
• DoS must resort to alternative 

communications means to execute its 
diplomatic mission 

• Attacks targeting vulnerabilities within 
the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at moderate risk o com romise. 

•• • • • • • • •• 

••• • •• • ••• 

• • • • • • • •• • • • • • • •• • 

•• •• • • • • ••• • • • • • • • • •• •• • 

• •• • • • • 
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Disconnection of Internet 
connectivity 
Task Force initialization 
Documented Remediation Steps 
completed and verified prior tore
connection 

Initiate Management Team ·briefings 
Three-times-a-day notification to 
pre-determined recipient list 
Additional sniffers deployed as 
needed 
Authorize limited OT for analysts 

• ••• • • • • • • • • •••• • • • •• • ••• • • 
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Moderate cyber attacks 
are imminent 

Nuisance cyber attack 
activity is present 

Nuisance cyber attack 
activity is expected 

Sensitive But Unclassified 

• Increased risk 
• : tW'n ~M rg~ijciC>us <i<!tl.vit.y' • • • • : : • • : 
• : lrlteDibe~e.inZlica~e~!iral 'lilrootl• : • " • t:• • • •••• ,. •• • • • 
• ~pec1f1c incidents repon:ed and under 

review 
• Attacks targeting vulnerabilities within 

the enterprise may require a coordinated 
response. 

• Network infrastructure throughput is 
noticeably diminished. 

• Common network services are partially 
disrupted. 

• Sensitive information in the enterprise is 
at some risk o co romise. 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Potential malicious activity within the 

enterprise may be handled thorough 
routine channels and procedures. 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise. 

• Existing countermeasures are likely to be 
ade uate to counter this threat 

• No significant malicious activity 
• Network operating within "acceptable 

risk" range 
• Incident detection and response 

capability normal 
• Automated response is sufficient to 

counter potential malicious activity 
within the enterprise 

• Network infrastructure throughput is 
normal. 

• Common network services are not 
impaired 

• Sensitive information in the enterprise is 
at slight risk of compromise . 

•• ••• • • • •• • • • • ••• • • • • • • • • • •• • • • • • • • • • • • • • • • • • • • • • • • • • •• ••• • ••• • •• • • • • 

••• • •• • ••• 
• 

• 
• 

• 

• 

• 

• 

• 

• • 
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•• • • • • • • •• 
Ensure protective measures 
implemented 
Increase backups, audits, etc . 
Verify response action plans & staff 
ready 
Document changes in cyber security 
posture 

Maintain regular security monitoring, 
scanning, & remediation operations 
Verify status of protective measures 

Maintain regular securi~y monitoring, 
scanning, & remediation operations 
Verify status of protective measures 

• •• • • • • • •• • • • • • ••• •• 
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Appendix D -l11tra"et Web Links of.ll'l~es, .. 
I I I I I I I W W W W W W a 
• • •• • • • • • • • •• • •• • • • • • • ••• • • • • • • Within the Offit~-of t:::mt1)1ute:f ~ufity • • • .. • 

• Awareness 

•• • • • • • • •• 

Periodic Update: bnp://cs.ds.state.gov/ETPNETPA 03.cfm 

• Computer Incident Response Team (CffiT) 
fi:;.riodic Update: http://cs.ds.state.gov/CIRT/CIRT 08.cfm 

• Cyber Threat Analysis Division (CTAD) 
Daily Read File: http ://source.ds.state.sgov.gov (ClassNet) 
Tactical Awareness: http://cs.ds.state.gov/CTAD/CTAD 07.cfm 

• The Office of Computer Security 
Periodic Update: http://cs.ds.state.gov/index.cfm 

• Compliance and Vulnerability Scanning 
Periodic Update: http://cs.ds.state.gov/index.cfm 

Outside of the Office of Computer Security 

• Cyber Security Incident Program 
Periodic Update: http://csip.ds.state.gov 

• Enterprise Network Management 
Periodic Update: http://enm.irm.state.gov 

• The Office of Information Assurance 
Periodic Update: http://ia.irm.state.gov/ 

• Patch Management 
Periodic Update: http://enm.irm.state.gov/nlm/patch!Default.htm 

• Virus Incident Response Team (VffiT) 
Periodic Update: http:/ /sysintegweb .irm.state.gov/si/ AntiVirus.html 

.'The CIRT welcomes all constructive feedback to thj:._daily-eyber Security Brief. 
If you have feedback for the CSB, please send it to. CIRT@state.gov · ' .. --
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