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COMMANDER, U.S. FORCES JAPAN

ASSISTANT SECRETARY OF THE NAVY (FINANCIAL
MANAGEMENT AND COMPTROLLER)

ASSISTANT SECRETARY OF THE AIR FORCE
(FINANCIAL MANAGEMENT AND COMPTROLLER)

AUDITOR GENERAL, DEPARTMENT OF THE ARMY

DI%%%%OC% DEFENSE INFORMATION SYSTEMS
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(Report No. 00-028)

We are providing this report for information and use, We considered
management comments on a draft of this report in preparing the final report.

Comments on the draft report conformed (o the requirements of DoD Directive
7650.3 and left no issues unresolved.
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members are listed inside the back cover.
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Office of the Inspector General, DoD

Report No. 00-028 October 28, 1999
(Proieci No., 8CC-0049.06)

Year 2000 Issues Within the U.S. Pacific Command’s
Area of Responsibility

Host Nation Support to U.S. Forces in Japan
Executive Summary

Introduction. This report is one in a series of reports being issued by the Inspector
General, DoD, in accordance with an informal partnership with the Chief Information
Officer, DoD, to monitor DoD efforts to address the year 2000 computing challenge,
For a list of audit projects addressing the issue, see the year 2000 web pages on the
IGnet ai http://www.ignet.gov.

Objectives, The overall audit objective was to evaluate whether DoD adequately
planned for and managed year 20%)0 risks to avoid disruptions to the U.S. Pacific
Command's capability to execute its mission. Specifically, we reviewed efforts taken
by U.S. forces in Japan to identify and mitigate year 2000 risks associated with host
nation support.

Resuplts. When initially audited in June 1999, actions by both the U.S. Forces Japan
and the Services and Defense agencies (Components) to address the impact of the year
2000 problem on host nation support provided to U.S. forces in Japan needed
improvement. Efforts to identify and mitigate the impact of year 2000 problems on
host nation support could have been more comprehensive. Further, U.S. Forces Ja

and the Components had not fully addressed the impact of potential year 2000 Lgmb ms
on host nation support in their contingency planning. U.S. Forces Japan and the
Components subsequently took action to address those concerns, For details of the
gudit results, see the Finding section of the report.

Summary of Recommmendations, We recommended that the Commander, U.S.
Forces Japan, coordinate and complete the assessment of the impact of year 2000
problems on utilities and facilities support provided te U.S. forces in Japan; formally
reguest the Japanese Defense Agency to assist in gathering information regarding
efforts to fix year 2000 problems affecting the telecommunications support provided to
U.S. forces in Japan; provide resalis from the implementation of these
recommendations o the Components; identify, prioritize, and forward to the U.,S,
Pacific Command the areas in which the International Interagency Working Group
could best assist in obtaining information on the efforts to fix year 2000 problems
affecting the host nation suppaort provided to 11.S. forces in Japan; and ingorporate
additional steps into existing host nation support contingency plans to address the
potential impact of the year 2000 problem.
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We also recommended that the Commander, U.S, Army, Japan; Commander, U.S,
Naval Forees, Japan; Commander, U.S. 5th Air Force; Commanding General, HI
Marine Expeditionary Force, and Commander, Defense Information Systems Agency,
Japan, incorporate additional steps into existing host nation support contingency plans
to address the potential impact of the year problem.

Management Comments. The Commander in Chief, U.S. Forces Japan, concurred
with, and implemented, the recommendations made to him. U.S. Forces Japan
completed assessment of host nation utilitics and facilities support; obtained information
regarding telecommunications support; provided information obtained to the Services
and Defense agencies within Japan; sought the assistance of the Year 2000 Outreach
office; and addressed the year 2000 problem in existing host nation support contingency
plans.  Also, the Commander in Chief, U.S. Pacific Command, endorsed the efforts
of U.S. Forces Japan and provided an update of year 2000 efforts. The Commander,
U.S. Army, Japan; Commander, U.S, Naval Forces, Japan; Commander, U.S. 5th Air
Fotee; Commanding General, 11 Marine Expeditionary Force; and Commander,
Defense Information Systems Agency, Japan, concurred with, and implemented, the
recommendations made to them. Management stated that they have incorporated the
unique nature of the year 2000 problem into their host nation support contingency
plans, A discussion of management comments is in the Finding section of the report,
and the complete text is in the Management Comments section.
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Background

This repott is one in a series of reports resulting from our audit of “Year 2000
Issues Within the U.S. Pacific Command’s Area of Responsibility.” This
report discusses year 2000 (Y2K) host nation su%panrt (EINS) issues for U.S.
forces in Japan. Other reports in the series that have been issued as final reports
are identified in Appendix B.

The U.S. military is highly dependent upon information technology-computer
chips and software. That information technology may not work if the
programming cannof handle the Y2X date rollover. Because military operations
depend on an infrastructure driven by information technology, commanders
must ensure continuity of their mission capability despite Y2K risks of system
or information degradation and failure.

DoD Y2K Management Strategy. In his role as the DoD Chief Information
Officer, the Assistant Secretary of Defense (Command, Control,
Communications, and Intelligence) is cooxdmatiu%efhe overalt DoD YZK
conversion effort. The Assistant Secretary of Defense (Command, Control,
Communications, and Intelligence) issued various iterations of 2 Y2K
management plan to provide direction and make the Do) Components
responsible for implementing the five-phase Y2K management process, The
“DoD Year 2000 Management Plan, Version 2.0,” December 1998, is the most
current iteration.

The Joint Chiefs of Staff. The Chairman of the Joint Chiefs of Staff is the
principal military adviser to the President, the Secretary of Defense, and the
National Security Council. The Secretaries of the Military Departments assign
all forces under their jurisdiction to the unificd commands to perform missions
assigned to those commands. The Joint Staff assists the Cha.uman of the Joint
Chiefs of Staff with unified strategic direction of the combatant forces; unified
operation of the combatant commands; and integration into an efficient team of
air, land, and sea forces,

U.S. Pacific Command. The U.8. Pacific Command is the largest of the nine
unified commands of the Department of Defense, It was established as 3
unified command on Iaml 1, 1947, as an outgrowth of the command
structure used during Wor War 1. The U.S. Pacific Command arca of
responsibility includes 50 pcrcent of the earth’s surface and two-thirds of the
world’s poFulauon It encompasses more thau 100 million square miles,
stretching from the west coast of North and South America 1o the east coast of
Africa and from the Arctic in the north to the Antarctic in the south, [t also
includes Alaska, Hawaii, and eight U.S, territories, The overall mission of the
U.8. Pacific Command is to promote peace, deter aggression, respond to crises,
and, if necessary, fight and win to advance security and stability ughout the
Asian-Pacific region,
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The U.S. Pacific Command, located at Camp H.M. Smith, Hawaii, is supported
by commands from each Service: U.S. Army Pacific, U.S. Pacific Fleet, U.S.
Pacific Air Forces, and Marine Forces Pacific. In addition, the U.S. Pacific
Command exercises combatant command over four sub-unified commands
within the region. The sub-unified commands are U.S. Forces Japan (USFI),
geffﬁme orea, Alaskan Command, and Special Operations Command

ific.

U.S. Forces Japan. USFJ was established on July 1, 1957, to repjace the Far
East Command. The Far East Command was deactivated when the United
Nations Command was transferred to Seoul, Republic of Korea. The United
States and Japan, desiring to strengthen the bonds of friendship, encourage
closer economic cooperation between their countries, and promote regional
stability, entered into the Treaty of Mumal Cooperation and Security on
Januvary 19, 1960. The treaty authorizes U.S. military presence in Japan and
commits both countries to assist each other in the case of armed attack against
Japan. The treaty further established the USFJ area of responsibility as the land
areas of the Japanese archipelago and adjoining sea areas for 12 nautical miles.

The USFJ mission stems directly from the treaty and the resulting presence of
U.S. forces in Japan. USFJ is responsible for maintaining combat-ready forces;
developing plans for the defense of Japan; and being prepared, should
contingencics arise, to assume operational control of assigned and attached
forces for the execution of those plans. However, in peacetime, the Service
commands report to their higher headquarters within the Pacific theater. USE]
is responsible for representing the Commander in Chief, U.S. Pacific
Command, in relations with the U.S. Embassy, the Japanese Ministry of
Foreign Affairs, and the Japanese Defense Agency. Within the Japanese
Defense Agency, the Defense Facilities Administration Agency is contacted for
issues involving facilities.

Defense Facilities Administration Agency. The Defense Facilities
Administration Agenc{ is the national government executive agency responsible
for the oversight of ali Japanese Self-Defense Force facilities. It performs
administrative work related to the U.S. defense facilities built by the Japanese,
including acquisition, construction, and property management of areas and
facilities used by U.S. forces in Japan. The agency is composed of the head
office and Defense Facilities Administration Bureaus, which serve as regional
branch offices. The bureaus are located in eight major cities across Japan:
Fukuoka, Hiroshima, Naha, Osaka, Sapporo, Sendai, Tokyo, and Yokohama.
In addition, working groups have been established to resolve facilities issues.

The Facilities Adjustment Panel and the Facilities Improvement and Relocation
Panel are working groups consisting of USFJ and Defense Facilities
Administration Agency personnel who meet to discuss and resolve utilities and
facilities issues that affect USFJ, the Services, and Defense agencies. The
Facilities Adjustment Panel addresses issues related to utilities, such as power
and water, and the Facilities Improvement and Relocation Panel addresses issues
related to facilities, such as new construction and building warranties,
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Defense Information Systems Agency, Japan. Defense Information Sysiems
Agency, Japan, a field office of the Defense Information Systems Agency,
Pacific, is the proponent and point of contact for all Defense Information
Systems Agency-managed systems in the Japanese archipelago. The Defense
Information Systems Agency, Japan, is responsible for satisfying the
information systems and technical needs of customers in the USFJ area of
responsibility.

Objectives

The overall audit objective was to evaluate whether DoD adequately planned for
and managed YZXK risks to avoid disruptions fo the U.S. Pacific Command’s
capability to execuic its mission. Specifically, in this phase of the audit, we
reviewed efforts taken by U.S. forces in Japan to identify and mitigate Y2K
risks associated with HNS. See Appendix A for a discussion of the audit scope
and methodology and Appendix B for a summary of prior coverage.



Year 2000 Issues on Host Nation Support

When initiail%audited in June 1999, actions by both USFJ and the
Services and Defense agencies (Components) to address the impact of
the Y2K problem on HNS provided to U.S. forces in Japan needed
improvement. Efforts to obtain information from Japanese government
organizations, fapanese commercially operated companies, and Y2K
working groups concerning the efforts to fix Y2K problems affecting
HNS were not comprehensive. Further, the impact of potential Y2K
problems on HNS bhad not been fully addressed in the contingency
planning of USFI and the Components. Actions taken were incomplete
because USF! and the Components had not adequately coordinated their

uerying efforts or incorporated steps into their contingency plans to

y address the impact of YZK problems on HNS. USF] and the

Components subsequently took actions to address those concerns.

Host Nation Support

HNS is vital to the success of U.S. missions in foreign countries. USFJ and the
Components depend on Japan to provide various types of support. Such support
includes critical infrastructure and telecommunications facilities to provide
critical and routine information exchanges; utility services required to operate
numerous U.S. military installations: and facilities construction. USFJ and the
Components rely on Japanese government (civil and military) organizations and
commercially operated companies to provide that HNS. It must be provided
during peacetime and wartime.

Host Nation Support Assessment Efforts

When initially audited, USF) and the Components were in the process of
evaluating the implications of Y2K problems on HNS provided to U.S. forces in
Japan and were making progress assessing the impact on their operations.
However, efforts to obtain information from Japanese government organizations
and commercially operated companies concerning their efforts to fix YZK
problems affecting HNS were not comprehensive when initially audited. USF]
and the Components had not adequately coordinated their efforts to ensure that
complete and comprehensive information was obtained.

USFJ and the Components queried Japanese civil organizations and
commercially operated companies to gain insi%g; into the impact of the Y2K
problem on receiving uninterrupted support. However, the information
received from those civil organizations and companies was incomplete and of
limited value, While some organizations and companies provided detatled



information on their efforts to address Y2K problems, the majority of the
responses lacked depth and merely stated they were or would be Y2K compliant
in time.

The wide disparity in the information received prompted USFJ 1o request the
Defense Facilities Administration Agency, through the Facilities Adjustment and
the Facilities Improvement and Relocation Panels, to assist USFJ and the
Components in their.efforts to obtain detailed information concerning
infrastructure and utilitiecs HNS. Although the USFJ request to the Defense
Facilities Administration Agency was a step forward to resolving the
information problem, it was not comprehensive. The response received from
the Defense Facilities Administration Agency will not include information on
efforts to fix Y2K problems affecting the telecommunications support provided
to U.S. forces in Japan, because telecommunications support falls ocutside of the
Defense Facilities Administration Agency’s purview. USFJ needed to initiate
and coordinate a separate assistance request to the Japanese government to
determine the Y2K status of telecommunications support provided to U.S.
forces in Japan,

Year 2000 Working Groups

USF]J and the Components had not identified and obtained information being
compiled by five industry-specific Y2K working groups and the Y2K
Internationat Interagency Working Group (International Working Group).
Further, when initially audited, the USFJ Y2K querying efforts had not been
adequately coordinated with those of the working groups to ensure complete
information was obtained. Actions have been taken to address these concerns.

The industry-specific Y2K working groups, composed of industry experts from
the United States and Japanese lgovemments. were established as a by-product of
the President’s Councii for Y2K a trip to Japan in late September 1993 to
resolve Y2K issues affecting the energy, financial, health care,
telecommunications, and transportation industries. A State Department official
familiar with the working groups stated the groups did not have a formal
structure and did not meet regularly. However, the official believed the amount
of information being amassed and exchanged informally among members about
the Y2K efforts of their respective industries was significant and could be of
value to the USFJ and Component assessment efforts. USFJ needed to obtain
and incorporate into their assessment efforts the data being compiled by the

industry-specific Y2K working groups.

The Under Secretary of Defense for Policy and the Under Secretary of the
Department of State co-chair the International Working Group. The Director,
Year 2000 Outreach, Office of the Assistant Secretary of Detense (Command,
Control, Communications, and Intelligence), participates in tbﬁ working group.
The International Workmg Group fashions a coordinated U.S. Government
appreach with Federal agencies and the Services on national security issues,
Additionally, the International Working Group works with countries on an
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individual basis to emphasize the importance of Y2K issues and to ensure each

is aware of the many areas that must be resolved. The heightened awareness

will permit the countries to better understand potential Y2K problems and to

work more effectively to resolve the problems. The International Working

Group also assists the United States and its allies in gathering information

sr;:quircd to more accurately evaluate the true extent of the international Y2K
fuation.

Under the direction of the Deputy Secretary of Defense, the Joint Staff tasked
the unified commands to provide a current assessment of the Y2K reliability of
HNS received from countries in their areas of responsibility. In July 1999, the
U.S. Pacific Command Y2K task force briefed the Joint Staff on the commander
in chief assessment efforts in Japan. In addition, the Year 2000 Outreach office
established teams to conduct comprehensive assessments based on multiple
information sources that complement the commander in chief assessments. The
assessment team responsible for the Pacific region met with Japanese industry
representatives in early September 1999 and collected additional information
concerning their Y2K efforts. The assessment team plans to continue its Y2K
outreach efforts in Japan in October 1999. The ite assessment will
provide DoD leaders and the commanders in chief with information on the
viability of HNS during the transition period so they can determine the extent of
operational and contingency planning required for any anticipated shortfalls.

Contingency Planning

USFJ and the Components had not fully addressed the potential impact of Y2K
problems on HNS in their contingency plans. When initially audited, steps
needed o be incorporated into contingenc g]ans that would fully address
degradation or failure of HNS because of Y2K problems.

USFJ and the Components believed existing natural disaster contingency plans
were adequate for overcoming disruptions of HNS caused by Y2K problems.
However, unlike natural disasters, where the problems causing support to be
interrupted are readily identifiable and sclutions can generally be initiated or
implemented promptly, disruptions to information systems or
telecommunications resulting from Y2K problems may be harder to discern and
fix. For example, a Y2K-related disruption may be caused by corrupted data
generated internally or received from another system or by a problem embedded
in a computer hardware device’s operating system, in one of the information
systems’ software applications, or in a bridge used to allow data to be
exchanged between systems. Thus, HNS providers mg take longer to identify.
fix, and restore support interrupted as a result of a Y2K problem.

Therefore, USFJ and the Components needed to review contingency plans and
tailor procedures to address potential Y2K problems. Because of the intangible
nature of Y2K problems, additional steps may be needed to ensure sufficient
resources are in place to provide support by alternative means for a longer
period of time.
: 6
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Corrective Actions Taken by Management

Following our briefing on audit results, USFJ and the Components initiated
actions to correct the deficiencies noted. USF] established formal contact with
the Japan Staff Office concerning Y2K issues. As a result of that contact, USFJ
met with the Japan Staff Office and received a briefing on Japan’s strategy for
meeting the Y2K challenge. USFJ and the Japan Staff Office will continue to
meet periodically to exchange more detaited information. USFJ also contacted
the U.S. Embassy and has been receiving information being exchanged by the
members of the industry-specific Y2K working groups. Further, USF] directed
the Yokota Air Base contracting office to send out new letters to all Japanese
commercially operated companies providing telecommunications support to
gﬁ% forces in Japan, requesting that those companies inform USF] of their
status.

Conclusion

USF] and the Components have made progress in assessing the impact of the
Y2K ‘ﬁerohlem on HNS provided to U.8. forces in Japan. We commend USFJ
and the Components for promptly initiating actions to correct the deficiencies
noted during the audit. USFJ and the Components needed to mitigate the
impact of Y2K-induced HNS disruptions in the limited time remaining before
the year 2000. USFJ needed to solicit assistance regarding the Y2K efforts of
Japanese telecommunications sapport providers. In addition, USF] and the
Components needed to incorporate additional steps info existing contingency
plans to mitigate the impact of any disruption of HNS as a result of Y2K
problems. Further, USFI needed to identify, prioritize, and forward to the
1.8, Pacific Command the areas in which the Year 2000 Qutreach office could
best assist in obtaining information on the efforts to fix Y2K problems affecting
the HNS provided to U.S. forces in Japan. USFJ has taken appropriate actions
to meet those needs.



Recommendations, Management Comments, and Audit
Response

1. We recommend that the Commander, U.S. Forces Japan:

a. Coordinate and complete the assessment of the impact of year
2000 problems on the ability of Japanese government organizations and
commercially operated companies to provide host nation utilities and
facilities support to U.S, forces in Japan,

h ent Comments. USFJ concurred, stating the Defense Facilities
Administration Agency convened a Y2K working group to examine Japanese
utilities” Y2K efforts. The effort is ongoing with periodic updates.

b. Formally request the Japanese Defense Agency for assistance in
soliciting infermation regarding the efforts of Japanese government
organizations and commercially operated companies to fix year 2000
gt}blans affecting the telecommunications suppert provided to U.S. forces

apan.

Management Comments. USFJ concurred, with a modification. USFJ stated
the Japan Staff Office was the appropriate office to contact, rather than the
Japanese Defense Agency, for assistance in soliciting information regarding the
efforts of the Japanese government organizations and commercially operated
companies. USF] initiated actions and established formal Y2K coordination
efforts with the Japan Staff Office.

Audit Res The USFJ comments are responsive. Coordination with the
Japan Staff Office meets the intent of the recommendation.

c. Provide the information ebtained from implementing
Recommendations 1.a. and 1.b. to the Services and Defense agencies,

Management Comments. USFJ concurred, stating that the recommended
action was already in place; the Defense Facilities Administration Agency is
providing Y2K reports to USFJ and Components.

d. Identify, prioritize, and forward to the 1.8, Pacific Command the
areas in which the Year 2000 Outreach office could best assist in obtaining
information on the efforts to fix year 2000 problems affecting the host
nation support provided to U.S. forces in Japan,

Comments. USFJ concurred, stating that the assistance of the
Year 2000 Outreach office bad been requested and a subsequent review of areas
critical to the USFJ mission had been completed.




e. Incorporate into existing host nation support contingency plans
steps to address the unique nature of the year 2% problem.

Management Comments. USFI concurred, stating steps had been incorporated
into existing HNS contingency plans.

2. We recommend that the Commander, U.S. Army, Japan; the
Commander, U.S. Naval Forces, J + the Commander, U.S. 5th Air
Force; the Commanding General, 11§ Marine Expeditionary Force; and the
Commander, Defense Information Systems Agency, Japan, incorporate into
existing host nation support centingency plans additional steps to address
the unique natare of the year 2000 problem.

Army Comments. The Army concarred, stating that U.S. Army, Japan,
sabordinate commands will incorporate appropriate measures into HNS plans to
correct or mitigate possible impacts from Y2K-related computer problems.
Further, the Army has completed reviews of HNS Y2K contingency plans.
Necessary changes wili be finalized and the workarounds validated no later than
November 15, 1999. _

Navy Comments. The Navy concurred, stating that its review of HNS within
Japan was completed. The Navy also stated that it had acquired Y2K
certifications or had completed mspections of facilities that support 21} the Navy
bases in the area of responsibility.

Audit Response. The Navy comments provided did not address the
recommendation. However, in sabsequent discussions, the Navy stated that
Navy Y2K contingency planning guidance requires the unique nature of the Y2K
problem to be addressed. The Navy also stated that since the conclusion of
audit fieldwork, U.S. Pacific Fleet organizations finalized, and successfully
tested, Y2K contingency plans that fully addressed the unique nature of the Y2K
problem. The followup response meets the intent of the recommendation.

Air Force Comments. The Air Force concurred, stating that to address HNS
contingency plans, each 5th Air Force wing commander established a Y2K base
contingency operating plan, should any system not operate properly.

Further, 5th Air Force now receives detailed information pertaining to Y2K
issues that covers the actions of the Japanese government, local governments,
and the private sector.

Marine Corps Conuments. The Marine Corps concurred, stating that it has
fully addressed the unique nature of the Y2K problem in preparing its
contingency plans. Further, Emergency Response Teams were created and will
be activated for the Y2K date rollover.

Defense Information Systems Agency Comments, The Defense Information
Systems Agency concurred, stating it has been working collaboratively with the

USF] office on Y2K efforts, including submission of areas requiring assistance
for submission to the Year 2000 Outreach office.
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Audit Response. We commend management for its actions to address the
recommendations. Since the conclusion of audit fieldwork, the various
Components implemented actions that addressed the recommendation.
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Appendix A. Audit Process

This is one in a series of reporis being issued by the Inspector Geperal, DoD, in
accordance with an informal partnership with the Chief Information Officer,
DoD, i0 monitor DoD efforts to address the Y2K computing challenge. For a
tist of audit projects addressing the issue, see the Y2K web pages on the IGnet
at hitp://www.ignet.gov/.

Scope and Methodology

We reviewed and evaluated the actions USFJ and the Components had taken o
resolve Y2K issues to avoid mission disruptions. Specifically, we assessed
actions taken by U.S. forces in Japan to identify and mitigate Y2K risks
associated with HNS. We met with the Y2K focal points for USFJ; U.S. Army,
Japan; U.S. Naval Forces, Japan; U.S. 5th Air Force; U.S. Marine Corps
Forces, Japan; I Marine Expeditionary Force; and the Defense Information
Systems Agency, Japan, to identify actions taken by those organizations to gain
insight into the impact of Y2K problems on HNS, identify vulnerabilities, and
ensure uninterrupted HNS., We compared the actions taken with those described
in the “DoD) Year 2000 Management Plan, Version 2.0,” December 1998,
issued by the Assistant Secretary of Defense (Command, Control,
Communications, and Intelligence). Further, we obtained Y2K-related
documentation, including the USFJ and Component contingency plans,
continuity of operations plans, and letters of inquiry, dated from October 1998
throngh December 1999, to assess efforts to avoid undue disnuption of the USFJ
mission. We also obtained information on the Year 2000 Outreach office and
the International Working Group.

DoD-Wide Corporate-Level Goals. In response to the Government
Performance and Resulis Act, DoD established 2 DoD-wide corporate-level
goals and 7 subordinate performance goals. This report pertains to achievement
of the following goal {(and subordinate performance goal):

Goal 2: Prepare now for an uncertain future by pursuing a focused
modernization effort that maintains U.S. qualitative superiority in key
warfighting capabilities. Transform the force by exploiting the Revolution
in Military Affairs, and reengineer the Depariment to achieve 21st century
infrastructure. Performance Goal 2.2: Transform U.S. military forces for
the fuure. (00-DoD-2.2)

DoD Functional Area Reform Goals. Most major DoD functional areas have
also established performance improvement reform objectives and goals. This
report pertains to achievement of the following objectives and goals in the
Information Technology Management Functional Area:

11
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e Objective: Become 2 mission partner.
Goal: Serve mission information users as customers. (ITM-1.2)

e Objective: Provide services that satisfy customer information needs.
Goal: Modemize and integrate DoD information infrastructure.
(IT™-2.2)

* Objective: Provide services that satisfy customer information needs.
Goal: Upgrade technology base. (ITM 2.3)

High-Risk Area. In its identification of risk areas, the General Accounting
Office has specifically designated risk in resolution of the Y2K i)rublem as high.
This report provides coverage of that problem and of the overall Information
Management and Technology high-risk area.

Audit Type, Dates, and Standards. We performed this program audit from
February through June 1999, and obtained updated information in September
1999, in accordance with auditing standards issued by the Comptroller General
of the United States, as implemented by the Inspector General, DoD. We did
not use computer-processed data for this audit.

Contacts During the Audit. We visited or contacted individuals and
organizations within DoD). We also contacted an official from the Department
of State. Further details are available on request.

Management Control Program. We did not review the management control
program related to the overall audit objective because DoD recognized the Y2K
issue as a material management control weakness area in the FY 1998 Annual
Staternent of Assurance.
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Appendix B. Summary of Prior Coverage

The General Accounting Office and the Inspecior General, Dol), have
conducted multipie reviews related to Y2K issues. General Accounting Office
reports can be accessed over the Internet at http://www.gao.gov/. Inspector
General, DoD, reports can be accessed over the Internet at
http://www.dodig.osd.mil/. Specific reports related to our audit of “Year 2000
Issues Within the U.S. Pacific Command’s Area of Responsibility” are listed
below.

Inspector General, DoD

%gsgpéector General, DoD, Report No. 00-001, “Alaskan Command,” October 1,

Inspector General, DoD, Report No, 99-254, “Operational Evaluation Planning
by U.S. Forces Korea,” September 16, 1999,

mstpjccmr General, DoD, Report No. 99-245, “Operational Evaluation Planning
at U.S. Pacific Command Headquarters,” September 2, 1999,

Inspector General, DoD, Report No. 99-163, “Host Nation Support to U.S.
Forces Korea,” May 17, 1999,

Inspeetor General, DoD, Report No. 99-126, “Strategic Communications
Organizations,” April 6, 1999.

Il%%ctor General, DoD, Report No. 99-125, “U.S. Forces Korea,” April 7,
Inspector General, DoD, Report No. 99-086, “III Marine Expeditionary
Force,” February 22, 1999.

Inspector General, DoD, Report No, 99-085, “Hawaii Information Transfer
System,” February 22, 1999,
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Appendix C. Report Distribution

Office of the Secretary of Defense

Under Secretary of Defense for Acquisition and Technology
Director, Defense Logistics Studies Information Exchange
Under Secretary of Defense (Comptroller)
Deputy Chief Financial Officer
Deputy Comptroller (Program/Budget)
Under Secretary of Defense for Personnel and Readiness
Under Secretary of Defense for Policy
Assistant Secretary of Defense (Command, Control, Communications, and Intelligence)
Dem Assistant Secretary of Defense (Command, Control, Communications,
lligence, Surveillance, Reconnaissance, and Space Systems)
Deputy Chief Information Officer and Deputy Assistant Secretary of Defense {Chief
Information Officer Policy and Implementation)
Principal Director for Year 2000

Joint Staff
Director, Joint Staff

Department of the Army

Assistant Secretary of the Army (Financial Management and Comptroller)
Commander, U.S. Army, Japan

Auditor General, Department of the Army

Chief Information Officer, Army

Inspector General, Department of the Army

Department of the Navy

Commandant of the Marine Corps

Assistant Secretary of the Navy (Financial Management and Comptroller)
Commander, U.S. Naval Forces, Japan

Commanding General, IIl Marine Expeditionary Force

Auditor General, Department of the Navy

Chief Information Officer, Navy

Inspector General, Department of the Navy
Inspector General, Marine Corps
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Department of the Air Force

Assistant Secretary of the Air Force (Financial Management and Comptrolier)
Commander, 5th Air Force

Auditor General, Department of the Air Force

Chief Information Officer, Air Force

Inspector General, Department of the Air Force

Unified Commands

Commander in Chief, U.S. Eu Command
Commander in Chief, U.S, Pacific Command

Commander, U.S. Forces }

Commander in Chief, U.S. Forces Korea
Commander in Chief, U.S. Joint Forces Command
Commander in Chief, U.S. Southern Command
Commander in Chief, U.S. Central Command
Commander in Chief, U.S, Space Command
Commander in Chief, U,S. Special Operations Command
Commander in Chief, U.S. Transportation Command
Commander in Chief, U.S. Strategic Command

Other Defense Organizations

Director, Defense Contract Audit Agency
Director, Defense Information Systems Agency
Commander, Defense Information Sysiems Agency, Japan
Inspector General, Defense Information Systems Agency
Chief Information Officer, Defense Information Systems Agency
United Kingdom Liaison Officer, Defense Information Systems Agency
Director, Defense Intelligence Agency
Inspector General, Defense Intelligence Agency
Director, Defense Logistics Agency
Director, National Imagery and Mapping Agency
Inspector General, National Imagery and Mapping Agency
Director, National Security Agency
Inspector General, National Security Agency

Non-Defense Federal Organizations and Individuals

Department of State
Office of Management and Budget
Office of Information and Regulatory Affairs
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Non-Defense Federal Organizations and Individuals (cont’d)

General Accounting Office
National Security and International Affairs Division
Technical Information Center
Accounting and Information Management Division
Director, Defense Information and Financial Management Systems

Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Committee on Appropriations
Senate Subcommittee on Defense, Committee on Appropriations
Senate Committee on Armed Services _'
Senate Subcommittee on Acquisition and Technology, Committee on Armed Services §
Senate Committee on Governmental Affairs 2
Senate Special Committee on the Year 2000 Technology Problem
House Committee on Appropriations
House Subcommittee on Defense, Committee on Appropriations
House Committee on Armed Services
House Committee on Government Reform
House Subcommittee on Government Management, Information, and Technology,
Committee on Government Reform
House Subcommittee on National Security, Veterans Affairs, and International
Relations, Committee on Government Reform
House Subcommittee on Technology, Committee on Science
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U.S. Pacific Command Comments

COMMANDER IN CHIEF, U.8. PACIFIC COMMAND

{USEINCPAC)
CAMP H AL SNITH, HAWAL 968571-8028
JO53
7300
Ser 873-39
) Oct 1399

To. M. Robart M. Mearel, Progrem Director,
Readiness and Logistics Support Divectorate
Department of Defonss inspacttr General,

400 Army Navy Drive, Arington, VA Z2202-2884

Subj USCINCPAC COMMENTS ON THE DEPARTMENT OF DEFENSE INSPECTOR
GENERAL (DODIG) FINAL AUDIT REPORT ON YEAR 2000 (Y2K) ISSUES
WITHIN THE U.S. PACIFIC COMMAND'S AREA OF RESPONSIBILITY ~ HOST
NATION SUPPORT (HNSI TO U.S. FORCES IN JAPAN
{PROJECT NO. BCC-0049,08)

Ref. (a) DODIGlirof 10 Sep B9

Encl: (1) Office of the Secrstary of Defanse {OSD) Y2K Outreach Program Trip
fleport - Japan HNS

1. Reference {a) requested USCINCPAC to provide updated information refieciing the
curent status of Y2K issues and the moal recent subordinate and component command
wmu:mauosnnxmomwubmnm

2. InJuly 1888, the OSD Y2K Outreach Office briefed USCINCPAC Y2KTF, HO staff,
servioa and U8, F«mn,.r&m mwc)mltnh'mm
salicited regussis for asgistance. The U ved requests for MCB
Butler, MCAS hwadami, FT Bucknar, CFAYM NAFAMLIMM The O8SD
Y2K Oulrsach Offica is scheduled to visit thesa locations in October 1898,
usmmmmuwmmrmumwm
swl(:lﬂlon wwmmmmm obigin assurances on YK
and complisnce. mmmwww
cumiu baseumdprwmmpuls
USCINGPAC Y2KTF. INCPAC Wmmmmmmma

osted them on USGINCPAC Y2K

Joint Staff at the macmanu
webs site (http: Ay ha pacom.smflmil ".

4, Additionsity, nm1mm-mﬁmfrommosnnxmm
mmusﬁmmmumm -ppmprmrnr-'mmtrmm

6. USFJ and their servics somponents have bean working diligently to assess HNS and
have deveioped inatallation coningency plana, USCINCPAC belleves thal LS. Forces
in Japan are prepamd for the Y2K trangition.

[
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6. The USCINCPAC Y2K project officer is
47700 The USCINCPAG point of

ATHEGN or classified o-mail wm .

Rﬁ:ﬁ W, HOUSE

Lievienant General, USA
Deputy USCINCPAC/Chief of Staff

J3 Y2KTF at DSN (315)
, JOS3 ot DSN (315)

Copy to: J3 (Y2KTF)
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U.S. Forces Japan Comments

. HEADQUARTERS
UNITED STATES FORCES, JAPAN
AFQ AREA PACIFIC #6328-5088

14 Sep 99

MEMORANDUM FOR  #rogram Director, Department of Defense, inapector General
400 Army Navy Drive
Aslington, Virginia 22202-2884

FROM: HQ USFJLS
Unit 8068
APO AP 89326-5068

SUBJECT: Comments on Inspacior General, Depertment of Defense, Draft Audit
Report on Year 2000 |ssues within USPACOM's Area of Responsiblity Hoat Nation
Support to US Forces In Japan (Your memo, 10 Sep 96)

1. To provide HQ USFJ comments as requested in your mema, 10 Sep 89, on the
DODIG Proposed Audit Report, Project No 8CC-0040.08. Previously, HO USFJ
submitted formal comments to USCINCPAC. The comments, mema dated 5 Aug
99, were forwarded to your offica by USCINCPAC staff. The components submit
their commaents to CINCPAC Y2KTF through their service component headquarters.

2. Comments on the findings:

a. HOST NATION SUPPORT ASSESSMENT EFFORTS - The DODIG TEAM
comectly assessed the quality of the Information obtalned by LISF.) and the
componaents on Y2K ~ fimited In value and perhaps incomplete. Howevar, the
cultural factor must be taken into consideration. The Japanese peopie ars vary
reluctant io talk ebout a perceived problem/challenge; I is agalnst their culturel
upbringing to “osa face”. Thensfore, thay will typically provide limited, vague
information about problamatic issues. However, since the IG visit, the GGJ has
officiatly dentified 7 Y2K areas for publicly addressing concems for official and
private company action. Their actions have resulted In increased transparency
for Y2K activity, The thnust of Y2K actiona in Japen is due diigence and o
marked improvement, but £ doas not necessarily provide assurance of full
reiediation and does not complatsly Rutill aur information requirements. The
QSD YzK Cutreach team has asgisted by visiting Japan 1o meel with industry
represantatives to oblain additional information. A recert fact-finding vist (30
Aug - 1 Sep 93} was concluded to be 8 success. The information coliacted was
sufficient 1o generally corroborate previous optimistic reports regending Y2K
proparation, especially on commercial ajrports and saaports. The OSD Y2K
Outreach team will provide a trip report in the near future. Furthermors, e lsam
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from Telcordta (OSD contractsd will visit three miiitary bases (MCAS Iwakuni,
Camp Butler, and Fort Buckner) in late Septameber to conduct a lechnical
assessment on tslecommunicaiions.

b, YEAR 2000 WORKING GROUPS ~ As giated In the report, the five industry-
gpeciic working groupe were not yet established in Septamber of 88. Even
though USFJ attended the meatings with the President's Council for Y2i during
tho visit to Japan, nc mention of the working groups was made at the time.
However, since the DODIG taany's visit, USFJ has met with the US Embaasy
Y2ZK POC and obtained sorme pertinent information, The U.S. Department of
Steta is providing a substantial amount of Information from sources not readity
available to USFJ.

¢. CONTINGENCY PLANNING « Critical information syatems used by USFJ are
independant of Host Natlon Support {HNS), Backup electrical power ls

supported by DOD controlied Uninterrupted Power Supply (UPS) and generstors.

Furthermore, though muttiple commerctal telecommunications paths are
avallable, a path for critical tslecommunications, which Is U.S. owned and
oparated and sepanats from commercial paths, ls avaliable via microwave relays
o 2 satoflite sarth station.

. Comments on the recommendations:

a. 1.2 Concur. DFAA is providing USFJ monthly status reporta on uifities.
Components in Japan heve provided, via their component's HQ in Hawaii,
sssessments to USCINCPAC, As reporied during the |G visit this spring,
Defansce Facilities Administration Agancy (DFAA) convened 8 Y2K Working
Group in 1998 fo examina Japanase uifitias Y2K preparstions/compliance. This
sffort is ongoing with periodic updales.

b. 1.b Concur with modifications. Official and established coordination procedures
are with the Japan Staff Office {JSO) vica Japan Defanse Agency (JDA). USFJ
has Intisted actions to establish formal Y2K coordination efforts with the JSO,
As reported during the IG visit this spring, In 1888 under the susplces of the
bilateral Facilifies Adjustment Panel (FAP), the USFJ Command Englneer, {J40)
a8 tha panel's US Chairmen, formally asked DFAA (o secure Information
regarding Japanese utiliies Y2K preparation/compliance. The J40 provided
DFAA's preliminary report to the DODIG during their visit. This effort Is ongoing
with perindic updates.

¢ 1.¢ Concur, Componeants altend the FAP mestings In which the DFAA provides
copias of the briefings. As reporied duning the |G vislt, under the auspices of the
bilatanal FAP, DFAA provides Y2K raports to ssrvics components and USFJ
simultaneousty.

d. 1.d Concur.
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8. 1.8 Concur.
f. Para 2 Concur,

4. Point of contact 1s QEIIIR = 2= C58
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Department of the Army Comments

DEPARTMENT OF THE ARMY
HEADQUARTERS. UNITED STATES AMuY. PACIRIC
FORT BHAFTER, HAWAI DORSS-3100

Lt A
A TTEMYM0M O

APIR (38-5e) 28 Septembar 1599

MEMORANDUM FOR INSPECTOR GENERAL, Department of Defense,
ATTN: DAIG-Audit, 400 Army Navy Drive, Atlington,
VA 22202

SUBJECT: Headquarters, U S. Army, Pacific Comments on inspector General,
Department of Defenses Draft Audit Repart on-'Year 2000 Issues Within the U.S. Pacific
Command's Area of Responsibiity = Host Nation Suppont t¢ U.S. Forces in Japan
(Projact No. BCC-0048.06}, July 2, 1608

1. Refersnce memorandum, DODIG, CAIG-AUD-RLS, 10 Sep 89, SAR.

2. In response to your request for the current status and detailed documentation
regarding Year 2000 host-nation-support actions taken by U.S. Army Japan (USARJ).
the following information is provided:

- U.8 Ay, Japen has completed reviews of eight Year 2000 host-nation-support
contingency plans. They consixt of the elecirical power, patadle and non-polable waler
supply, sewage, and telecommunications in Okinaws. and efecinical power, potable and
nan-potable water supply, sewage, and heating to centrally heated buildings and
quariers on the Island of Honshu,

~ All contingency plans will be finalized and the "workarounds® validated no later

than 15 Nov 93,

3. The pointof .
SN (315) 43 orgaam 43&W

FOR THE COMMANDER:

Chief of Staff
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DEPARTMENT CF THE ARMY

HEADDUANTIERS, LNITEY &Y.
vt &T'umn PACHRC

13 A B

APIR (38-5¢)

MEMCRANDUM FOR INSPECTOR GENERAL, Department of Defense,
sﬁgm CdG-Audit, 400 Armry Navy Drive, Arlington,
A

SUBJECT: Depariment of Defanse Ingpactor Genersl (DODIG) Draft Audit Report on
Year 2000 {Y2K) Issuas Within the U.8. Padific Command —~ Host Nation Support to
U.S. Foreesa in Japan

1. Reference draft sxiit report {Project No. 8CC-H048.08), forwarded by memomndum,
USCINCPAQC, JOB3, 27 Jul 89, SAR.

2. Tre U.8. Asmy, Pacific confirms the accurecy of the report, and conours with

racornmandation 2 stated in the report, As refated host nution support plans and
agresmeris come up Tor review or other formal discussion, the U.S. Army, Jepan

Wrmmmnmmwmawmmmmm

measures into those plans 1o comect or poasible impacts from the Year 2000
computar problem. Addiionally, TAACOM disaster confingency plans,
specifically typhoon plans, are being used as the basis for USARME™ TAACOM

pianning for eme:gency maintenancs and reatomtion of wtiiities (power, water, and
sewage], communications, snd transportation,

3. The point of contact for this “w_
DSN (3153 43500 or (808)

FOR THE COMMANDER:
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Department of the Navy Comments

DEPARTMENT OF THE NAVY
COMMANEER NG
UNTED STATES PACING FLERT
0 RAKAL APA
PEARD, WARROR, HANAS BEIGE-T700
4 BEPLY SRS TO:

7500
Ser NOOIG/2294
1% Aug 99

FIRST ENDORSEMENMT on COMNAVFORIAPAN ltr 5040 Sex NER(1210)/214
of 23 Jul 3%

From: Commander, U.S. Paclfic Fleet
To: Department of Defense Inspector Genesal

Subj: DRAFT AUDIY REPORT ON YEAR 2000 ISSUES WITHIN THE U.S.
PACIFIC COMMRND'S AREA OF RESPONSIBILITY

1. Readdressed and forwarded, noting the current status of YZK
certifications.

2. The following are also neted:

a. The report does fnot identify the dates of the audit and
the agencies contacted churing the audir.

b. The raport doas not xeflegt com.xvmamw and
CINCPACELT actions undarway at g T

Deputy Fleet Inspector Genexal
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DEPARTMENT OF THE NAVY
CORBRAMEE (1.5, SAVAL FENSES, JAPASK
#EerEIen iz

5046
Ser NeR{1210)214
23 In} 99

From: Commander, U.S. Navai Forves, Tapan (N4)

Ta:  Inspector Qenersl, Departmext of Definas
Ve Conmander in Chiel, U.S, Facific Flast (N46)

Subji: DRAFT AUDIT EEPORT ON YEAR 2000 ISSUES WITHRY THE US PACIFIC
COMMAND'S AREA TF RISFONSIBILITY

Ref  {x)Project No. BUC-0048.06

1. As perthe instroctions peseived with the drall proposed sudit report satitiad, "Year 2000
Isznes within the US. Pacific: Command's Area of Respoasdbility,” sn exhaustive review of the
docmaent has taken placs by this commmd. Wi find fhe repart to b essentially acoorais, Cur
enly cormment woald be that the US Navy within the Japan ACR. has completad year 2000
investigations of Fost Nation Support in the areas of dloctrical power generation, water supply,
Wiits Wider treatment, and g supplits. Wa have soquired V2K cestifications o have
completed inspections of these facitities that sopport all the Navy bases fn the Jepan ACR. We
bave a high degres of confidance in the ability to the bos nation to support 1z i these weas.

Y2K Direstor, s DSN 26{F5)

2. I you bave a1y questions pleaes conact [0
o e-mudl: (R navy. mil.




Department of the Air Force Comments

DEPARTMENT OF THE AIR FORCE
HEADGUARTERS UNITED STATES AIR FORCE

2088P 90

MEMORANDUM FOR ASSISTANT INSPECTOR. GENERAL FOR AUDITING
OFFICE OF THE INSFECTOR GENERAL
DEPARTMENT OF DEFENSE

FROM: HQ USAF/SC
1250 Aix Force
‘Washington DC 203301250

SUBJECT: DODICG Draft Report, Year 2000 bisues Withia the U S, Pacific Comununds Ares
of Responsibility— Rost Nation Support to U.S, Rarces in Japan (Project No. 8CC-
0049.06)

MuhmﬂybmmMmﬁuhMﬁmdhmm
(Financial Managemesnt and Compiroller) 16 provide Adr Force comments o subject report,
Specific comments are attached,

Our point of contact isCICIEENE. A¥ YZK Office. He can be reached at 703-602-

(o0 PESEE )
wﬁmmmumwu
Director, Commanications and Information

Attachment:

Al Porce Comments

26



Air Force Cormmmens on DoDIO Druft Report 8CC-0049.06

1. Report identified a previons lack of detailed information available to USF] and 5 AF
on Year 2000 (Y2K) resdisess of the Japenese goverament anid industry. More recently,
Japan began 1o provide detailed information concerning host nation support to the
installstions in Japan. ¥» May 1999, the govarnment of Japan provided a utility repent,
which covers the actions of the Government of Japan, local governments and the private
BRCIRT 10 resolve Year 2000 issusn. The repor discloses the ¥2K saros of both the
rdministrative and control systems for water, sewage, gas, und electricity for il US
military instaflations in Japan. &t cleady indicates the utility systems for the three Air
Force bases will be compliant no Iater than October 1999 with 80% of the systems
already compliant.

2, Seversl companies within the telscommunications industry provided detalled YZK
resclution timelines. Fowr of the seven telopbone companies are now fully complisnt,
simulation testy were accomplished by 30 June 1999 (IDC. QT Net, JT, OT Nat), the
other three plan to be fully compliast by 30 Septormber 1899 (TTN, KDD, NTT).

3. 98% of the Japasess financial institations planned to be fully compliant and finished
with their simulation tests in Jane 1999, In March 1999, ST% of the medical squiprent
for bospitals and geacral clinics was compliant or under renovation. The other 43% of
medical equipmen: was sdll being rescarched to determine compliance. 64% of the
medical information systems were compliant of under renovation while 35% were miill
being researched 1o deterrpine compliance.

4, In March 1999, simnalation tests wero conducted confirming full compliance of the alr
traffic contral systems. Joint simulation testing was successfully conducted between
Japan and the United States in October 1998 and with Hong Kong in December 1928,
All sirlines’ costrol tystems became fully compliant in July 1999. By the end of
September 1999, aft major railyoad compenies will have finithed their simwularion tests to
b fully compliant.

5. Yo cosue that existing hos nation suppert contingency plans considered the unique
néture of the Year 2000 problem, each § AF wing commander in June 1999 signed a
Year 2000 contingency operations plan 1o ostablish and document procedures the base
will follow, should ny systesn not operate properly. The buscs expect the best but
planned for the worst.

6. In summary, 5 AF is now genting more detziled reports on aspects of Japanesa
infrastrocture moet ofitical to USAF warfighting capability. We will contitue 1 wionitor
wll key systomas in Japan.
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Marine Corps Comments

uuuuuuuuuuuuuuuuuuuuu

TENPLY NP T
4000
ALS OG-8
21 Sept 99

From: Y2K Officer, Marine Corps Bases Japan
To:  Progmm Director, Department of Defense, nspector General
Via  Y2KOfficer, Maxine Foeces Pacilic

Sutf: COMMENTS ON INSPECTOR GENERAL, DEPARTMENT OF DEFENSE,
DRAFT AUDIT REPORT ON YEAR 2000 ISSUES

Ref: (a) Andit Repoct on Year 2000 fasnes within the U gnﬂﬂ.ﬂ%
{USPACOCM’s] vkﬂﬂgzﬁgﬁ 5. Forces
in Jzpan (Project No. BCC-0045.06) ded 2 July, 1000

Encl: (1) Comments from US Forces Japan (USFI) regarding Ref (a) did 14 Sepi. 1999
{2) Smmmary Matrix of Okdnawan Secvice Providers Y2K Compliance

. Raf (s) requasted commants fram Commands within USPACOM's Area of
Hﬂzw@ Below listed are thoss comments from Masine Corps Bases Japan

2. Comments on the findings: )

a. HOST NATION SUFPORT EFPORTS- MCBJ concurs with the comments
from USFJ on tds subject in Eacloswre 1. Foerthermaore, stace the DODIG"s Inspection In
Merch 1999, 2 team from the Navy's gﬁ&ﬂﬁggiggs
face with Host Nation providers of facilities services (power, water, and sewer) o camps
across Okinawa. Their findings were extremcly ngﬁgﬁsaaﬁa
services due 1o Y2K problems. A summary matrix of findings is avsllable in Enclosure

telecommanications lxaues Janer this month,
b YEAR 2000 WORKGROUFS -~ MCHJ has had no interaction with the
workgroups addrested in either the sabject draft or the USFJ comments. USF! is

extracedinarily helpful in sharing infarmation they gather from sonrces mentioned in
Enclosure (1). Interactions on Okinawa have been primarily between conceraed partiss
¢.§. Base Facifities Engineces meeting with local power companies or Base Tolaphone

meeting with lacal commercisl telephone companies. MCBI is cormently organizing o
mecting w be held the week of 4 October With local Japanese Concems and Govensment.
This mecting will essentially form a workgroup as described in the snbject draft




¢ CONTINCIENCY PLANNING - MCRJ eonsurs with comments by USFT in

Ernalosurs (1) Fusthmemben, MU oontingeaoy pling flally addross the unique nsturo of
the YZK problom by crasting Bindsgency Resction Teams (ERTs) of tochnical cxparts for
Facilitica, Rloctroniza, Dista, Radio, end Toelecommmicatinos in addition 1o the usnal
stipe taken doving 2 neiwrsl dismeser. These teums will b sctivated sod in their places of
duly 24x7 omtil such time ae MCBY {8 soxsonabiy cortain that mosy/all probless kave
bedn identifiod and addritisd. The plus calls B enptirwus oparstions yntil such tima as
e "ull clear”™ ix datermined.

3. Comments ca the recowmendations:

& MBI semours with all the commants ta recommandezions by USFJ Eoclosurs
{1). Additionally, MCBY has concluded it's sesssment of local providers of sessstial
sorvioos (power, water, end sewdr) and 10 ds doubefil dhut sy mere infrmadan caniwill
he povided. .

. ot o oo« QI N < 5 45 G

D) (6)
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Defense Information Systems Agency
Comments

DEFENSE INFORMATION SYSTEMS AGENCY
79§ COURTHOASE OAD
ARINGTER VRGN 22202108

™ Inspsctor General (IG) Z1 July 1339

MEMGRANDUM FOR INSPECTOR GENERAL, DEFARTMENT OF DEFENSE
(RITN: REBDINESS AND LOGISTICS SUPPORT
DIRECTORATE)

SUBJECT: Response to Dol IG Draft Report, Year 2000 Issucs
Within the 0.5. pacific Command*s Area of
Responsibility (Projest §CC-0049.086)

1. The following is the Agency’s response to the subject report:

Recommendation 2: .Commandsy, Defense Information Systams
Sgency, Japan, incorporate into cxisting host natisn sunport
contingency plans additionsl steps to address the unigue natuce
of the year 2000 problem. -

Response: Concur with the conciusion that in the past,
reports from Japdnese commoxsial telecommunications companies
have lacked detail as to thelir ¥Y2K status. However. most regent
reports are gubsrantially improved, to inciude stratsgic plans,
schedules and testing methodology.

The DISA PAC Japsn Fisld Office has beeén working collaboratively
with the J6, USEY on Y2ZK efiorts and will continue to do so,
including submission of areas reaquiring sssistance for
submission to the ¥ZK Qutreach office.

From a telecommunication stendpoint, concur with the neec to
accomplish additionsl reviaws of Host Wation Suppery {(HNS) in
contingency plans. Howewver, the assumptions regarding the
approach to resolution of Y2K related problems experienced in a
contingenay oparation, and the difficulty inherent in
identifying and correcting preblems, and the rescoral of support
ara flawed for the following reasons:

a} In most oases, if basic triage is not guickly effective
in restoring service, alternative moans ore established
to provide the requisite support. It is more & case of
subsgitution of sedia than fixing the one affacred, 2

Guality Information for e Sirong Defense
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*thin line” of systems has already been identified and
tested to provide raliable, high confidence media,
Thase should be examined for feasibility of inclusion
in existing contingency plans as fall-back systems.

b} Fault isolation down to the component lavel is not a
difficult task, and when the cendidate flaw is as well
announced 23 Y2K, corrective measures [CORMPONent
zeplacement] are guickly affecved. The primary reason
there has not been a wholesale replacement of
components in advance is cost. When ¥2K induced faulz
occur, the sffort and cost associated with component
replacement will no longer be in question - the
component will be swapped out.

P o |

2. If vou have any guestions, please gall RO
SO -- 7o) 6o

Inspector General
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Audit Team Members

The Readiness and Logistics Support Directorate, Office of the Assistant
Inspector General for Auditing, DoD, prepared this report. Personnel of the
Office of the Inspector General, DoD, who contributed to this report are
listed below.






