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4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA  22350-1500 
 

 
April 27, 2017 

Ref: FOIA-2016-00630 
 
SENT VIA EMAIL TO: john@greenewald.com 
Mr. John Greenewald 
The Black Vault 

Dear Mr. Greenewald: 
 

This is in response to your Freedom of Information Act (FOIA) request for a copy of the 
1996 Joint Inspection of the National Reconnaissance Office, Commissioned by DCI and 
SECDEF, Conducted by the CIA and DoD Office of the Inspector General.  We received your 
request on June 8, 2006, and assigned it case number FOIA-2016-00630. 

 
The Office of the Deputy Inspector General for Intelligence & Special Program 

Assessments conducted a search and located the enclosed report.  The Central Intelligence 
Agency, National Reconnaissance Office and the Office of Secretary of Defense reviewed the 
report and determined that certain portions are exempt from release pursuant to the following 
exemptions: 

 5 U.S.C. § 552 (b)(1), which pertains to information that is currently and properly 
classified pursuant to Executive Order 13526, under the following sections: 

 1.4(c), intelligence activities (including covert action), intelligence sources 
or methods, or cryptology; 

 3.3(1) reveal the identity of a confidential human source, a human 
intelligence source, a relationship with an intelligence or security service 
of a foreign government or international organization, or a nonhuman 
intelligence source; or impair the effectiveness of an intelligence method 
currently in use, available for use, or under development; 
 

 5 U.S.C. § 552 (b)(3), when information is specifically exempted by statute, in this 
case: 

 10 U.S.C. 424, organizational and personnel information for DIA, 
NRO and NGA; 

 Central Intelligence Agency Act of 1949, 40 U.S.C. 403g, as 
amended;  

 Section 6 of 102A(i)(1) of the National Security Act of 1947, as 
amended; 
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 5 U.S.C. § 552 (b)(5), inter-agency or intra-agency memorandums or letters that 

would not be available by law to a party other than an agency in litigation with the 
agency, provided that the deliberative process privilege shall not apply to records 
25 years or more before the date on which the records were requested; 
 

 5 U.S.C. § 552 (b)(6), applies to information, which, if released would constitute a 
clearly unwarranted invasion the personal privacy of individuals. 

 
 The documents will be sent to you via the Safe Access File Exchange (SAFE) website 
that is maintained by the United States Army.  You will receive a notification from the email 
address:  No-Reply@amrdec.army.mil, with the subject line:  AMRDEC Safe Access File 
Exchange Delivery Notice.  Please DO NOT delete the email.  Follow the instructions provided 
in the email to download the responsive documents.  If you do not receive an email from 
AMRDEC in your regular email inbox, within 30 minutes of receiving our email, please check 
your spam and/or junk folder.  Additionally, if you are using an operating system other than 
Microsoft Windows, and a web browser other than Internet Explorer, you may have problems 
opening the document.  If any of the above occurs, please contact us, and we can send via a 
different method.     
 

If you consider this an adverse determination, you may appeal. Your appeal, if any, 
should clearly identify the determination that is being appealed, and it should reference the FOIA 
tracking number above.  Send your appeal to DoD OIG, ATTN:  FOIA Appellate Authority, 
Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500.  We recommend that your 
appeal and its envelope both bear the notation “Freedom of Information Act Appeal.”  For more 
information on appellate matters and procedures, please reference 32 C.F.R. Sec. 286.9(e) and 
286.11(a).   
 

You may seek dispute resolution services and assistance with your request from the DoD 
OIG FOIA Public Liaison Officer at 703-604-9785, or the Office of Government Information 
Services (OGIS) at 877-684-6448, ogis@nara.gov, or https://ogis.archives.gov/.  You may also 
contact OGIS via regular mail at National Archives and Records Administration Office of 
Government Information Services, 8601 Adelphi Road – OGIS, College Park, MD 20740-6001.  
Please note that OGIS mediates disputes between FOIA requesters and Federal agencies as a 
non-exclusive alternative to litigation.  However, OGIS does not have the authority to mediate 
requests made under the Privacy Act of 1974 (request to access one’s own records.)   
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  If you have any questions regarding this matter, please contact Joseph Kasper at 703-
604-9775 or via email to foiarequests@dodig.mil. 
 

Sincerely, 

       
      Mark Dorgan 
      Division Chief  
        FOIA, Privacy and Civil Liberties Office 
 
Enclosure(s): 
As stated 
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23 July 1996

MEMORANDUM FOR DIRECTOR, NATIONAL RECONNAISSANCE OFFICE
DIRECTOR, ADMINISTRATION AND MANAGEMENT,

OFFICE OF THE SECRETARY OF DEFENSE

SUBJECT: Final Report on the Inspection of the National Reconnaissance Office (Report
No. 96-014)

(U) This is the final report on the inspection of the National Reconnaissance Office
(NRO) conducted jointly by the Inspectors General, Department of Defense (DoD) and Central
Intelligence Agency (CIA). The  of this inspection was to evaluate the efficiency and
effectiveness of the management processes used by the NRO.

 The NRO management responded to our findings and recommendations in positive
and constructive terms. Their comments on the draft of this report were considered and are
reflected in the final report.

(U) We appreciate the efforts extended by the Director, NRO, and his staff in
responding to the draft report. Management's comments appropriately addressed most of the
fmdings and recommendations. Further response is required on Recommendations 1, 12, 13,
18, 22, 23, 25,  33, 35, and 37. Director, NRO, action on Recommendation 4 is deferred
until after receipt of an Office of General Counsel, DoD, response, expected by October 1,
1996. At that time, the DoD/IG and  will assess the response and determine what
actions are required. 

(U) Please forward your responses to the above recommendations within 30 days of
receipt of this report to the Assistant Inspector General for Policy and Oversight, Inspector
General, DoD, 400 Anny Navy Drive, Arlington, Virginia 22202-2884.

(U) We appreciate the courtesies extended to the  team. If you need
additional information regarding the report, please
Intelligence Review Directorate, Office of the Assistant Inspector  j 
Oversight. Inspector General, DoD, at (703)  flpffllfflfflffl

 General. CIA.

Eleanor Hill
Inspector General

Department of Defense

 r.
Inspector General

Central Intelligence Agency



cc:

Under Secretary of Defense for Acquisition and Technology
Under  of Defense (Comptroller/Chief Financial Officer)
Assistant Secretary of  (Command, Control, Communications,
and Intelligence)

Deputy Undersecretary of Defense for Space
General Counsel of the Department of Defense
Assistant to the Secretary of Defense for Intelligence Oversight
Director, National Security Agency

 General, Department of the Army
Inspector General, Department of the Navy
Inspector General, Department of the Air Force
Inspector General, National Reconnaissance Office
Inspector General, National Security Agency

Director of Central Intelligence
Deputy Director of Central Intelligence
Chief of Staff, Central Intelligence Agency
Executive Director, Central Intelligence Agency

 Director for Science and Technology, Central
Intelligence Agency
Comptroller, Central Intelligence Agency
General Counsel, Central  telligence  v 

 Deputy Director 
for Science and Technology, Central Intelligence Agency

Executive Director, Intelligence Community Affairs

Chairman, Committee on Armed Services. United States Senate
Ranking Minority Member, Committee on Armed Services, United
States Senate
Chairman, Committee on Appropriations, United States Senate
Ranking Minority Member, Committee on Appropriations, United
States Senate
Chairman, Select Committee on Intelligence, United States Senate
Vice Chairman, Select Committee on Intelligence, United States
Senate

Chairman, Committee on National Security, House of
Representatives
Ranking Minority Member, Committee on National Security, House of
Representatives
Chairman, Committee on Appropriations, House of
Representatives
Ranking Minority Member, Committee on Appropriations, House of
Representatives
Chairman, Permanent Select Committee on Intelligence, House of
Representatives
Ranking Minority Member, Permanent Select Committee on
Intelligence, House of Representatives
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EXECUTIVE SUMMARY 

EXECUTIVE SUMMARY (U)

(U) INSPECTION
GOAL AND
OBJECTIVES

 METHODOLOGY

 SYNOPSIS

(U) E F F E C T I V E
PROCESSES

 AREAS NEEDING
SENIOR
MANAGEMENT
ATTENTION

(U) The  Department of Defense and
Central Intelligence  conducted a joint inspection of the
National Reconnaissance Office (NRO) from October through
December 1995. The goal of the inspection was to determine
efficiency and effectiveness of the processes and mechanisms
to manage and administer NRO resources and administrative
programs. The objectives  to: evaluate the authorities and
delegations of thc NRO and oversight organizations; evaluate thc
processes  to identify mission requirements and plan and
organize resources for them; cvaiuatc internal administrative and
management programs; and, evaluate internal management
oversight processes.

 inspection  conducted interviews
data at  NRO headquarters facilities in thc

 the
 such as: mission

and organization; supervision, management, and  and
personnel issues. Thc inspection  conducted interviews and
gathered data from the organizations which contribute personnel to
the NRO and surveyed NRO customers and product

 inspection  interviewed personnel at organizations having
oversight responsibilities for the NRO.

(U)  single phrase could capture the ethos  NRO as wc
found it. it would be: "It's the mission that's important." Thc

 and leadership of thc NRO maintain a 
singular focus on the mission of development and operation of
satellite reconnaissance systems. Thc NRO continues to transition
from a federation of geographically  sometimes

 program offices-each with a distinct culture and way
of doing  an organization which has consolidated

 a  cohesive work  and a central headquarters
facility.

(U) Thc team found thc NRO is particularly effective in
management of processes directly related to thc development
operation of satellite reconnaissance  their  business.

 found other effective processes: mechanisms and tools to
oversee satellite systems development; mechanisms to determine
and prioritize mission requirements; and procedures to acquire and
manage automated information and communication systems.

(FOUO) In  thc  judged senior NRO officials to
 lax in thc management of the support and administrative

 In these  policies and  arc not
defined or communicated to  and employees
uncertain of their roles and responsibilities.

 TALENT K E Y H O L E
Handle  BYEMAN-TALENT
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EXECUTIVE SUMMARY 

 thc NRO management  a challenge to balance
mission focus with reasonable attention to oversight of

 and support functions.

 AUTHORITIES (TOUO) The authorities and delegations for thc NRO. the
AND DELEGATIONS organizations providing  and  organizations providing

oversight, do not facilitate effective mission accomplishment. Thc
charter documents arc written in vague and general terms and
contain  specific weaknesses.  thc following points
arc not adequately defined:

- Responsibilities of thc SECDEF. DCI. or DNRO:

-

 between  NRO and thc present external
oversight

Thc organizational status of  NRO: and

 MAJOR
INADEQUACIES

(LD Property
Accountability

(li) Oversight

Support Monitoring

 Civilian
Personnel System

- Thc DNRO's administrative authorities.

 While senior management of thc NRO views these
weaknesses as  allowing for flexibility and avoiding
bureaucratic constraints,  also contribute to conflicting,

 and inadequate policies and direction.

 Wc found four areas with major inadequacies.
thc NRO docs not  adequate processes and mechanisms to
account for property. While  NRO maintains  established
procedures for  and approval of logistical needs through
both government and  thc NRO does not have
a property accountability program.

(POUO  found the former NRO  General
did not provide effective oversight  organization. Thc former
DNRO lacked confidence in thc  General to provide
balance between effective oversight and thc imposition of
perceived additional burdensome procedures. The Inspector
General did not fully utilize thc staff and did not consistently
follow-up to ensure audit and inspection recommendations
implemented.

(TOP®)  while thc NRO maintains excellent processes
to monitor direct mission related  do not
equivalent monitoring mechanisms or performance measurement
indicators for thc infrastructure support functions. Wc found thc
Internal Management Control Program is not fully implemented

 to a lack of commitment to a standardized
incomplete  non-standard vulnerability  and

 documentation.

 while we found thc NRO has technically
adequate  mechanisms and management systems to

ii  K E Y H O L E
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EXECUTIVE SUMMARY 

support civilian  thc multiple civilian personnel systems
used do not support the NRO goal of a  cohesive
work  Wc judge a single civilian personnel
implemented  a period of a  would support this

 goal in the long term.  no memoranda of
agreement exist between the NRO and thc agencies providing
personnel services to define responsibilities.  the NRO
internal reassignment process is inadequate because of thc inherent
disparity of considering DoD rank-in-position candidates and CIA
rank-in-person candidates for the  positions. Differences in
promotions and  while technically managed in accordance
with parent organization  do not contribute to a 

 cohesive work force.

INADEQUACIES
 In addition to  four areas with major inadequacies

noted  thc team found notable inadequacies in three other
areas.

(U) Security ftft)  while the NRO maintains adequate processes to
manage security requirements, the NRO needs
improvement in providing basic security policy  Wc
found confusion about the currency and applicability of thc
NRO/NRP Directives re sardine securitv.
OSD - (b)(1) EO  Section 3.3(1)

OSD -(b)(1) EO

(U) E E O

(U) Manpower
Requirements

(U) AREAS NEEDING
IMPROVEMENT

their knowledge and use of security classification requirements.
Thc well-trained and motivated security  with their
superior abilities and wealth of security  thc
system work despite thc noted deficiencies.

 the NRO does not maintain an Equal Employment
Opportunity (EEO) program in accordance with DoD Directives.
The NRO  on thc parent organizations of thc personnel to
fulfill these responsibilities. The NRO does not  a Director of
EEO to bring discrimination and harassment issues to thc attention
of senior management nor diversity managers to publicize thc
contributions of minorities. Wc judge NRO employees do not
have ready access to the required full range of EEO support.

(rOUO)  thc NRO does not  an adequate manpower
requirements process. Wc found thc NRO lacks a well defined and
documented process to determine,  and manage manpower
needs. Thc NRO  on an informal, undocumented system
where senior management groups periodically address manpower
needs and request adjustments through the DNRO.

(rOUO) There  several areas in which wc found the NRO
overall had adequate processes in  but there were
inadequacies of note. These include thc contract management
process and thc military manpower management process.

ft) Thc contracts management system maintains overall
adequate processes and mechanisms to monitor and manage its
contracts with thc exception of: certifying funding documentation:

 BYEMAN TALENT K E Y H O L E
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EXECUTIVE SUMMARY 

 and invoicing procedures for cost reimbursement
contracts: definition of Contracting Officer's Technical
Representative responsibilities: and procedures for monitoring

 aspects of thc operations and maintenance contractor for the
headquarters facilities. In  thc NRO currently contends
with three disparate contracting systems and is developing a single
NRO Acquisition Manual.

(TOUO) There are technically adequate processes to support
military personnel and  thc needs of the NRO. Like civilian
personnel  thc NRO military personnel management
system would benefit by establishing or updating memoranda of
agreement with the Services to clearly identify roles and
responsibilities of thc Military Services "and the NRO. The
military personnel management system needs a process to monitor
the support provided by both NRO and the parent Military Service.

SECRET BYEMAN TALENT K E Y H O L E
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INTRODUCTION

INTRODUCTION (U)

BACKGROUND (U)

 MISSION

 Historical
Background

(U) Thc mission of thc National  Office (NRO)
is to ensure thc United States has thc technology and satellite
reconnaissance systems needed to acquire superior intelligence in
war and  The NRO accomplishes this mission through

 and operation of  data
collection systems. Thc NRO supports thc monitoring of arms'
agreements, indications and  and thc planning and conduct
of  operations.

(U) Thc NRO traces its origins to the late 1950s.
National Security Council (NSC) issued a memorandum directing
the Department of Defense (DoD) to develop an operational
reconnaissance satellite to augment thc existing aircraft
reconnaissance program. In  thc U.S. successfully launched
its first imagery and signals intelligence satellites. That
thc Reconnaissance Satellite Program was created under thc
Secretary of Defense (SECDEF).

ft©©©)  The Reconnaissance Satellite Program became thc
NRO in 1961. A series of DoD and Central Intelligence Agency
(CIA) agreements between 1961 and 1965 further defined thc
NRO. Thc agreements intended a consolidated program to
develop and operate satellite and air vehicle projects

 geodesy and  and electronic
signal" collection.  Director" of the NRO (DNRO) was
designated the manager of thc National Reconnaissance Program
(NRP). thc single national program to  consumer intelligence
and operations support needs through satellite
DoD Directive  Office". 27
March 1964. serves as thc DoD chartering document and
designates the NRO as an operating agency within the DoD.

 Evolution ofthe
NRO

competitive practices  to examinations of thc NRO business
practices by both internal and external groups.

SECRET  K E Y H O L E
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INTRODUCTION

 In 1989.  on recommendations from thc NRO-
 Study, thc DNRO. SECDEF, and DCI

agreed to initiate an NRO reorganization.  elements of thc
study included:

- Creation of thc National Reconnaissance Review Board to
advise  SECDEF.  and DNRO:

- Establishment of a Plans and Analysis Office:

- Creation of thc Deputy Director for Military Support
position: and.

- Initiation of collocation activities for NRO

 In March 1992, the DCI formed a panel  by Robert
Fuhrman to assess the NRO structure, management methodology,
and ability to respond to Intelligence Community needs. In mid-
1992 the  in coordination with the DCI. SECDEF, and
President, implemented key recommendations of thc Fuhrman
Panel. Changes included consolidation of Air Force Program A,
CIA Program B, and Navy Program C into thc IMINT and SIGINT
Directorates.

 This report discusses historically  information in
the section on authorities and delegations. "Additional information
on the  development and a bibliography of sources can be
found in Appendix B and Appendix C. respectively.

(U) STRUCTURE (U) The SECDEF. in concert with thc DCI. is responsible for
the management and operation of the NRO. The SECDEF. with
thc concurrence of the DCI, appoints the DNRO. The DNRO is
program manager for thc NRP and reports directly to thc SECDEF.

 The DCI responsibilities include thc following:

 10 USC 424

-  in concert with the SECDEF. the NRP budget:

- Provides security policy guidance for thc NRP: and,

- Guides and participates in thc formulation of thc NRP
through thc DNRO.

(U) Thc NRO organization consists of three line
operational  and several supporting offices and staffs
operating under thc direction and management of thc DNRO. thc
Deputy Director of thc NRO, and the Deputy Director for Military
Suppon. Thc chart below illustrates thc NRO organization

2  K E Y H O L E
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 T A L E N T K E Y H O L E

INTRODUCTION

NRO ORGANIZATION

 INSPECTION
GOAL

(U) INSPECTION
OBJECTIVES

(U) INSPECTION
METHODOLOGY

(U) The goal of the joint  inspection was to
 the efficiency and effectiveness of the processes and

mechanisms used to manage and administer NRO resources and
internal management and administrative programs. The scope of
the inspection was an organizational management inspection of the
NRO. Specifically, the inspection objectives were to:

- Evaluate the adequacy of the authorities and delegations of
the NRO. the organizations providing suppon. and the
organizations providing oversight to  mission
accomplishment.

- Evaluate the adequacy  the processes and mechanisms
used to identify mission  and to plan and
organize resources to meet those requirements:

- Evaluate the adequacy of the NRO  administrative
and support  and.

- Evaluate the adequacy of the NRO internal management
oversight processes and mechanisms.

(TOUO) To achieve an independent, comprehensive, and
objective assessment of the NRO. inspectors received briefings
from the Deputy Director and senior officials of each functional
area of  organization on NRO  policies and

 and roles and  Inspectors sent surveys
to 1000 NRO personnel on a wide range of issues with
approximately 650 being returned.  requested
interviews or made additional comments on the survev forms.

 K E Y H O L E
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INTRODUCTION

 and  documentation covering all
functional areas and compared thc guiding directives to NRO
policies and procedures as  as  saw being done.

 inspectors conducted interviews at all levels of thc
organization to gain an appreciation for thc perspective of the

 thc tasks they  and the guidance they
Inspectors compared interview results with the documented
sources of policy and procedure.

ft©©©)  This inspection was initially intended to include
portions on budget and financial management. Because thc
Consrossionally mandated audit report of thc forward funding
issue will include these  we will not address them in this
report.

4  -JB  -
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GENERAL ASSESSMENT 

GENERAL ASSESSMENT (U)

<l> SYNOPSIS

 SYSTEMS
DEVELOPMENT
OVERSIGHT

(U) PRIMARY
CHALLENGE

 ) CHARTER
AMBIGUITIES & 
IMPACT

(U) If a  phrase could capture the ethos of the XRO  we
found it. it would be:  thc mission that's  lt is a 
tribute to thc  and  of the employees of the NRO
that  continue to focus on thc development and operation of
satellite reconnaissance systems collecting data of critical
importance  thc country's  while major changes in the
nation's intelligence priorities arc taking place. Thc NRO. no
longer an organization whose existence is classified, has
maintained its mission.

(TOUO) Management oversight of satellite development and
operations processes represent  strengths of the NRO. Thc
NRO management maintains control processes and mechanisms
directed at assuring collection systems are designed and built to

 intelligence requirements. These complex and interrelated
processes include oversight by senior management of systems

 contractors'  and
component interfaces.

 NRO's continued  is admirable in
light of its own ongoing transition since  from a federation of
geographically  sometimes competing, program offices -
each with a distinct culture and way of doing business - to an
organization which has consolidated programs, a  cohesive
work  and a central headquarters facility.

(TOUO)  challenge facing NRO management in a post cold
war environment involves balancing mission focus with reasonable
attention to oversight of administrative and support functions. Wc
found a lack of appropriate management attention to  latter
areas. As a result, the NRO is  in meeting standards
established by thc DoD, DCI. or their own NRO directives in:
property accountability: security policy guidance: manpower
management: NRO/IG* inspection and audit compliance: Equal
Employment Opportunity (EEO) compliance: and internal
management control program implementation.

(POLO) The  identified ambiguities in thc DoD and
charter documentation defining thc authorities of the NRO in thc
areas of procurement and civilian personnel management. We
could not quantify adverse impact on thc effectiveness of the NRO
in accomplishing its mission in the past  to charter document
inadequacies.  a  set of charter documents that
clearly and completely defined current

 and authorities would  resolve transitional
problems and promote continued effective and efficient mission
accomplishment.

SECRET  TAT
 K E Y H O L E Control Channels Jointly
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GENERAL ASSESSMENT 

(U) WORKFORCE
ISSUES

(U) RELATION TO
NEW
ORGANIZATIONS

(TOUO)  NRO  maintains the goal of
achieving a  consolidated work  The current
personnel management structure inhibits  and brings
forth employee opinions of unfairness in

 and assignments. We question whether the NRO goal is
attainable under current SECDEF and DCI agreements and
directives which require the NRO to be staffed from rhe CIA and
DoD  Thc attainment of a  cohesive NRO
work force would  facilitated by a single civilian personnel

 implemented over a period of several years. This would
require the DNRO to propose changes to the SECDEF and DCI.

(U) Thc designers of jointly staffed
 such as thc National Imagery and Mapping Agency

(NIMA), heed to consider the positive and negative aspects of thc
NRO model in drafting their charter  We identified thc
NRO chancr  relevant DoD.  and NRO
and expressed our view of the resultant organizational
especially those related to procurement authorities and personnel
management practices. Senior DoD and DCI management  to
be  aware of thc impact on  such as  if
they adopt  charter documents in whole or in part.

 H O L E
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 T A L E N T K E Y H O L E

 DELEGATIONS 

ISSUES, FINDINGS, AND RECOMMENDATIONS (U)

 this  wc discuss in  the areas requiring
NRO management attention. Wc highlight superior work as well
as deficient areas, Our findings relate to four areas: Authorities
and  Resource Management. Functional
and Internal Management Controls.  recommendations
which supply  alternative to correct deficient areas: alternative
solutions may appropriately correct thc situations.

A U T H O R I T I E S AND DELEGATIONS (U)

 BACKGROUND (U) Authority for thc NRO originally came from a September
 letter to  DCI from  Secretary of Defense

(DEPSECDEF) confirming his agreement  thc Acting
Director. CIA. to establish the NRO as a joint activity of thc DoD
and CIA. A series of agreements between thc DoD and the DCI
over the next 4 years culminated in the  August 1965.
"Agreement for thc Reorganization of thc National
Reconnaissance Program." which  thc NRO as a 
separate operating agency of thc  jointly staffed." Thc
SECDEF. with thc concurrence of the DCI.  the DNRO:
thc DCI. with thc concurrence of thc SECDEF. selects thc Deputy
Director. The DNRO  thc NRO and executes thc NRP. In
addition to thc 1965 agreement. DoD Directive  (S)
National Reconnaissance  was issued in  and revised
on 27 March 1964. Thc Directive established the NRO as an
operating agency of thc DoD. mandated the conduct of the NRP
through thc  of "streamlined management procedures." and
exempted NRP projects from "normal staff review". Neither
is further defined.

(U)  thc past 30  thc management oversight structure
for the NRO has undergone numerous changes due to Executive
Orders. Presidential Directives. National Security Decision

 and inputs by thc President's Foreign Intelligence
Advisory  as well as thc chartering of  review

 and oversight offices.  from 1989-1992 thc
NRO itself initiated several significant organizational

 of which arc still in progress: creation of thc Deputy Director
for Military Support  position and the Plans and Analysis
Office (P&A); consolidation of the three separate programs into a 
functional ("INT") alignment:  of the "fact o f thc
NRO: und collocation of most elements of the NRO. A more
detailed discussion of the evolution of thc NRO's authorities and
its oversight structure is found in Appendix B.

 Wc noted  functional areas follow various portions
of DoD and CIA statutory and regulatory  and

 T A L E N T K E Y H O L E 7



AUTHORITIES  DELEGATIONS 

 Briefers and those we interviewed found it difficult to
clearly state what authorities the NRO operated under or why
followed either DCI or DoD statutory and regulatory authorities or
particular  or DoD policies and procedures. Reflecting this
difficulty in identifying specific authorities and  the
Acting Deputy Assistant Secretary of Defense (Intelligence & 
Security) raised several Management  Items for our
assessment: thc NRO's compliance with existing DoD directives
and regulations: thc ambiguity of the oversight and reporting
relationship: and the differentiation between SECDEF and DCI
policies with regard to thc

(rOUO) ISSUE: The authorities and delegations for the NRO, the organizations
providing support, and the organizations providing oversight do not efficiently and
effectively facilitate mission

 GENERAL (fOUO) Both of thc charter  thc 1965
ASSESSMENT DCI Memorandum of Agreement (MOA) and the  DoD

Directive (DoDD). are now more than 30 years old. Thc mission
of thc NRO--taking satellite systems from cradle to grave using
streamlined  unchanged. but the
environment in which the NRO operates today  different than
the "world" of its original designers. The

 and funding of the  Community has
changed. Thc Intelligence Community and thc DoD
significantly revised their methods of programming and budgeting.
Thc NRO is becoming a  unitary organization rather
than a headquarters directing three separate components with their
own supporting infrastructure.

(FOUO) FINDING: The NRO charter documents are outdated, ambiguous, and
incomplete.

 ) CHARTER  Thc chancr documents  written in such vague and
WEAKNESSES general terms lhat thc NRO's  its  with

those providing oversight and suppon, and its administrative
authorities are subject to varied interpretations. After  years of

 the  contain obsolete or ambiguous provisions
 conflict with other authorities and are inconsistent with current

policies and procedures. Thc documents  also incomplete.
 MOA constitutes thc  existing DCI guidance related to

the NRO. There is no DCI Directive (DCID) or CIA Headquarters
Regulation comparable to the DoDD that addresses the NRO's
status and responsibilities within thc Intelligence  its

 of CIA  or its  with thc CIA.
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 Roles and
Responsibilities

 Chain of
Command

ft©©©)  For  thc charter documents do not
 and accurately describe the existing

 and authorities  thc NRO and
those providing  NRO with oversight or support. There are
specific weak points in thc documents: SECDEF. DCI.  DNRO
responsibilities: the DNRO's chain of command: the NRO's
external oversight structure; thc NRO's organizational status: and
thc DNRO's administrative authorities.

(TOUO) Thc documents do not adequately define the
responsibilities of thc SECDEF. DCI or DNRO.

- Thc SECDEF and DCI responsibilities specified in thc
MOA arc no longer consistent with those currently defined
by 50 U.S.C. 403-3. 403-5. 403-6: Executive Order
and SECDEF-DCI procedural agreements. For
thc SECDEF no longer has "final power" to approve the
NRP budget as thc MOA  and thc DCI has NRP

 authority that is not addressed in the MOA.

- The DoDD makes no mention of the  responsibilities
regarding thc NRP or thc NRO. nor docs it mention

 responsibilities  Intelligence Community
outside  the DoD.

- Thc DoDD has never  revised to address the DNRO's
responsibilities to develop and implement  Defense
Reconnaissance Support Program (now thc Defense Space
Reconnaissance Program) as thc DNRO was directed to do
in a September 1980 DEPSECDEF memorandum assigning
those responsibilities. Thc DNRO docs not
responsibility for "air vehicle overflight projects." as the
directive states: that responsibility was transferred to the

 Defense Airborne Reconnaissance Office, in
November

(FOUO) The charter documents do not adequately define the
DNRO's chain of command. A February  DNRO
memorandum states that the DNRO reports directlv to both the
SECDEF and DCI. The MOA says thc  will choose a 
DNRO who will report to him and be responsive to his

 but it makes no mention of the DNRO reporting to the
DCI. Thc DoDD is silent on the DNRO's chain of
leaving thc DNRO's precise relationship to the  thc

(rOUO) By  thc charter directives of the other
intelligence-related Defense agencies specifically define their
director's chain of command. The National Security Agency
(NSA) and Defense Intelligence Agency (DIA)  a 

 years prior to thc NRO directive-state specifically that their
directors report directly to thc SECDEF. Thc Central Imagery
Office (CIO) charter  in  "overall
supervision" of the CIO to thc Assistant Secretary of Defense
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(Command. Control. Communications and
(ASD|C3I1):  chain of command follows 10 U.S.C.
which says thc SECDEF will assign "overall  of
Defense agencies to an Office of thc Secretary of Defense (OSD)
official  the Chairman of the Joint Chiefs of  exempting
only DIA and NSA. Thc charter directives of all three agencies-

 DIA and  contain provisions that define their
director's relationship with thc DCI.

(U) Oversight (POUO) Thc charter documents do not adequately define the
Structure relationships between the NRO and the present external oversight

structure. Oversight of the NRP und NRO activities by senior
executives of the DoD and Intelligence Community is  area of
uncertainty. Neither of the oversight mechanisms provided for in
thc charter documents has existed for several years.

(TOUO) Thc MOA established an NRP Executive
the DEPSECDEF.  and Special Assistant to the President for
Science and Tcchnology-"to guide and participate in thc
formulation of the NRP through the DNRO."  that
committee was eliminated by Executive Order  in 1976. No
comparable mechanism has ever replaced thc NRP Executive

 although President Reagan did direct in a 1985
memorandum that the SECDEF. DCI, and his Assistant for
National Security Affairs "periodically review the
priorities and resources of the NRO."

(FOUO) The DoDD originally directed that the DNRO. "Keep
the Director of Defense Research and Engineering and the
Assistant Secretary of Defense (Comptroller) personally informed
on a regular basis . . . . " That provision was replaced in an October
1979 SECDEF interim change memorandum which established a 
three-member Defense Space Operations Committee as "the
principal advisory body to thc Secretary of Defense for thc (S)
NRP." The change was never formally  to the DoDD. and the
change memorandum was cancelled by DoDD 3500.1. Defense
Space Council  in December  That directive
established thc Defense Space  which replaced the
Defense Space Operations Committee. Thc Defense Space

 a large coordinating entity for all DoD space  is
now moribund".

 While thc oversight mechanisms in the charter
documents have  thc SECDEF and  have created
several others  presently provide some form of oversight over
the NRP and NRO activities. Those mechanisms include the
National Reconnaissance Review  the  Program
Review  thc Joint Space Management Board." the
Intelligence Community Executive  and the Expanded
Defense Resources Board. Thc relationship of the NRO with those
oversight mechanisms is not defined by thc  documents.

(TOUO) Day-to-day oversight of thc NRO by thc OSD staff is
another area of  Thc DoDD states that NRO "projects
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will not  to normal Department of Defense staff review."
That provision conflicts with the Under Secretary of Defense
(USD) (Comptroller) and thc ASD(C3I) chancr directives. The
Comptroller directive authorizes thc Comptroller to "provide fiscal
management  national reconnaissance activities " while
thc ASD(C3I) directive authorizes thc ASD(C3I) to exercise

 authority and control"  thc NRO's Defense Support
Program Office and "staff supervision"  "the Air Force and
Navy Special Intelligence Programs." an unclassified reference to
what were then the two separate DoD components of thc NRO.
The exception from normal staff review also conflicts with a 
March 1995 DEPSECDEF memorandum that makes thc newly
created Deputy Undersecretary of Defense for Space

 responsible for oversight of space acquisition
programs.

ft©©©)  In  the exception from normal staff review in
the DoDD is not consistent with recent SECDEF and DCI
decisions on thc NRO. In October 1995.  Congress that
they intended to put increased emphasis on joint oversight of thc
NRO. creating a program analysis and evaluation capability in thc
Community Management Staff and a functional review capability
in the DoD. Program Budget Decision Number  in November
1995 put NRO funding under the review of the
The NRO was also directed to participate in the USD(Comptroller)
Fiscal Year 1997 budgetary review process in the same manner as
other intelligence-related Defense agencies. Those actions indicate
that the NRP and NRO activities may now be subject to thc normal
DoD staff review.

 Organizational ft©©©)  The charter documents do not adequately define thc
Status organizational status of thc NRO. making it difficult to

thc NRO's relationships with organizations that provide
oversight or support. Thc MOA states that thc NRO will be
"jointly  from the CIA. the three military departments
and other Govemment agencies."  the MOA implies
that the NRO will have separate CIA and DoD components and
use the authorities of the CIA and DoD, but does not clearly
describe thc nature of thc NRO organization or thc manner in
which the dual authorities will be used. There is no DCID or CIA
Headquarters Regulation on the NRO that amplifies thc MOA.

(rOUO) The DoDD treats the NRO strictly as a Defense
agency. It makes no mention of joint staffing of the NRO and does
not acknowledge any authority for thc NRO to use CIA policies
and procedures in lieu of DoD

(FOUO) Thc DoDD does not adequately define the DNRO's
administrative authorities. There arc no delegations of
administrative authorities as such in thc DoDD. which states only
that thc DNRO is "specifically delegated thc authority to: 1.

 staff and supervise the (S) National
Office. 2..  manage and conduct the (TS) National
Reconnaissance Program " Although thc DNRO may legally

(U) Administrative
Authorities
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 administrative  to those given to other
Defense agency directors from that  the DoDD does not
follow  precedent of other Defense  chancr directives.
While thc DNRO's delegations are  the charter directives
of other Defense agencies  thc director explicit delegations of
administrative authorities.  result is ambiguity for the NRO
and thc organizations providing oversight or support. Neither can
be  "of thc nature and extent of thc DNRO's administrative
authorities, leaving  to interpretation or dispute. For

 thc Director. Human  Management Group
(HRMG). told us thc DNRO docs not  "appointment"
authority for civilian  while thc NRO Office of General

 indicated thc DNRO did  such authority.
 the  Office of General Counsel indicated because

the NRO docs not actually administer  and has chosen
not to  a permanent cadre which would require it to do so. thc
NRO has no legal need to exercise any personnel authority.

 Thc weaknesses in the charter documents enumerated
above affect the NRO and thc organizations providing oversight or
support in different ways. From  NRO  many of thc
weaknesses in thc charter documents arc actually strengths. Their
ambiguity increases thc NRO's flexibility and enhances its freedom
of action. Thc conflicting and inconsistent provisions permit the
NRO to maintain distance from what it considers "Office of thc
Secretary of Defense staff bureaucracy." Most important for the
NRO. the charter  despite their  still
support thc NRO's "core values:" streamlined management
procedures and management of systems from cradle to grave.

 the NRO  the generality of the documents as
justification for exercising extensive  not specified in any
particular document or delegation.

(rOUO) Although  list of weaknesses in thc charter
documents is long, the NRO has accomplished its mission under
thc documents. Wc could not quantify any mission shortfalls
directly attributable to the weaknesses noted  In the past,
the NRO has operated largely in isolation from thc rest of the
Defense and Intelligence  Now. il is moving closer
to the mainstream of both communities. Thc  is taking a more
proactive stance in educating and meeting thc needs ol' DoD
customers. We arc  that the charter
weaknesses will  an adverse impact on mission
accomplishment in thc

(U) Thc level of external oversight is increasing rapidly. Three
OSD staff  &.

 and DUSD(Spacc)-now  oversight responsibilities
for thc NRP and various aspects of NRO activities. The  staff
and Community Management Staff  planning new program
evaluation capabilities. Congress insists on expanded executive
and congressional oversight of thc NRP. Thc effort to integrate
military and intelligence space activities will impose new limits on
the NRO's flexibility and freedom of action.

 IMPACT OF
CHARTER
WEAKNESSES

 Effects On the
NRO
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(U) Thc  charter documents leave thc NRO vulnerable.
Actions to move thc NRO closer to thc  could affect
the NRO's core values. We concluded new charter documents
would preserve thc "core values" and limit the burdens of
additional oversight.

ft©©©)  We arc also concerned the growing gap between thc
organization for which thc charter documents  designed and
the organization which exists today will eventually have an
adverse impact on the NRO's mission accomplishment. The
charter documents were designed for a covert organization with a 
small "joint" staff and three separate  each with its
own  and  Today, the NRO is
an overt organization with a unitary structure struggling to merge
thc three separate infrastructures of thc past into a single system.
As a  Directorate of Science and Technology official told us.
'The NRO is caught on its way to being something
Our findings in areas such as contract and civilian personnel

 manpower requirements determination and equal
employment  later in this repon—illustrate 
thc difficulties being encountered in  transition process. A new
set of charter documents that clearly and completely defined
current responsibilities,  and authorities would help
resolve transitional problems and promote continued effective and
efficient

 Effects On ft©©©}  Our interviews with senior officials in organizations
Oversight or providing oversight or support to thc NRO indicate that the charter
Support weaknesses arc adversely affecting their relationship with the NRO
Organizations and hampering their mission accomplishment, Thc Acting

DASDUmclligcnce &  and  believe tha!
their charter documents  them oversight responsibility for the
NRO. Officials in both offices cited several examples of the
NRO's lack of responsiveness, or resistance, to what they regarded
as legitimate oversight efforts. The Acting  & 
Security) and  as "well as Community
Management Staff and Directorate of Science and Technology

 expressed thc need for some level of external oversight of
thc NRP and NRO

 The Acting DASDUmclligcnce & Security),
 Executive Director for Intelligence Community

Affairs und Directorate of Science and Technology officials
advocated a  set of charter documents for thc NRO to clarify

 and authorities. As one senior
official  there is a need to institutionalize thc recent changes
in thc NRO's oversight  At thc  all expressed
concern that the "unique capabilities" of thc organization be
preserved. A new set of charter documents would facilitate
mission accomplishment by the organizations providing oversight
or  to the NRO. as  as by the NRO itself.
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(TOUO) RECOMMENDATION I (DRAFT): The DNRO draft and submit to thc SECDEF
the DCI a  MOA that will serve as the terms of reference for a revised DoDD and a new
DCID to charter the NRO. Thc MOA should

- The division of responsibilities between the SECDEF and DCI for the NRP and NRO
activities:

- The nature of the DoD and CIA contributions to the NRO and the use of each agency's
authorities by the NRO:

- The DNRO's chain of command and thc degree of external oversight that thc NRO
will be subject to:

- The applicability of DoD and CIA policies and procedures to thc NRO: and

- Thc need for a single civilian personnel system in thc NRO. implemented  a 
period of several years.

 DNRO COMMENTS: 

(TOUO)  concurs. The NRO will draft a new MOA for SECDEF and DCI 
signatures, and a  Directive,  Given the numerous unresolved legislative 
packages and  Intelligence Community reform initiatives, a logical time to begin the 
drafting process is January I997. Target completion date is September

 COMMENTS OF THE DIRECTOR. ADMINISTRATION AND MANAGEMENT. 
OFFICE OF THE SECRETARY OF DEFENSE

 with the recommendation that Recommendation I be revised to accommodate 
the following

- The NRO was and remains established as a separate operating agency within the 
Department of Defense.  given the provisions of It) U.S.C, there is no 
ambiguity about the fact that the Director NRO carries out his mission under the 

 direction, and control of the Secretary of Defense (SECDEF).  the 
Director NRO also is subject to the policies and priorities of the Director of Central 
Intelligence (DCI) in matters involving national foreign intelligence. This 

 division of responsibilities between the SECDEF and the DCI is based on 
statutory and Executive Order  and is not subject to modification through 
any MOA as suggested in Recommendation I .  the use of such concepts 
as "dual chains of command," "joint  or "pint roles," as they are discussed 
in your report are misleading, and they  not appropriate subjects for negotiation or 
inclusion in  MOA. MOAs would be appropriate for details of implementation, such 
as  procedural  support  exceptions to policy, etc. 

- The DoD Charter Directive  based only on relevant existing statutes and 
Executive Orders and would not normally contain time sensitive implementation 
details. Accordingly, the MOA is not a prerequisite for developing the revised DoD 
Charter Directive. 
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 The implication that  DCI  is necessary to charter the  is incorrect. 
The DoD Charter Directive  be the establishing document if thc NRO continues 
as a DoD agency. A DCI Directive, however, would be a useful device for providing 
relevant national foreign  policy, program, and prioritization guidance for 
the Director NRO. 

- The requirement for a separate civilian personnel system for the NRO would be 
linked to SECDEF/DCI agreements on staffing. This subject was a major  in the 
Department's recent experience with the NIMA legislative package, and should 
provide significant insights for determining alternatives for the NRO

- While the Director NRO must be a major player in the development of any MOA 
involving the NRO, the immediate staffs of the two principals  must 
have primary responsibility for their preparation. The extent of the Director NRO's 
involvement in the preparation of a  Directive is a matter for thc DCI to decide. 

 COMMENTS OF THE DEPUTY UNDERSECRETARY OF DEFENSE FOR SPACE: 

(FOUO) Concur with the report findings and

 COMMENTS OF THE ASSISTANT SECRETARY OF DEFENSE
CONTROL. COMMUNICATIONS AND

 Concur with rhe comments

 EVALUATION OF  COMMENTS: 

(FOUO) We concur with DNRO's proposed actions. We believe these actions should 
be targeted for completion by  June  the proposed date of September

(TOUO) We concur with the comments provided by the  and
revised Recommendation  accordingly as follows: 

 RECOMMENDATION 1 (REVISED): The DNRO  and submit (o the
SECDEF and the DCI a new MOA that will serve as the terms of reference for a revised
DoDD to charter the NRO and a new DCID. The draft MOA to be completed no later
than 1 June 1997. The MOA should address:

- Clarification of responsibilities between the SECDEF and DCI for the NRP and
NRO activities;

- The nature of the DoD and CIA contributions to the NRO and the use of
agency's authorities by the NRO;

- The DNRO's chain of command and the degree of external oversight that the
NRO will be subject

 TALENT KEVHOLE



AUTHORITIES  DELEGATIONS 

• The applicability of DoD and CIA policies and procedures to the NRO: and

- The need for a single civilian personnel system in the NRO, implemented over a 
period of several years.

(TOUO) RECOMMENDATION 2 (DRAFT): Thc  of Administration and Management.
 of thc Secretary of  revise DoDD  based on thc approved MOA. and

revise thc charter directives of OSD oversight offices as necessary to agree with it. The revised
DoDD should:

- Delineate the division of responsibilities between the SECDEF and DCI regarding thc
NRO and NRP:

- Describe the characteristics of thc joint endeavor between thc DoD and CIA;

 Clearly define thc DNRO's chain of command and thc relationship between NRO and
thc organizations in the OSD having oversight responsibility for thc NRO:

-  and differentiate  thc responsibilities of the DNRO as thc DNRO and
as the Program Manager of thc NRP and thc Defense Space Reconnaissance Program:

- Include a delegation of administrative authorities similar to the delegations given to
other Defense agencies: and

- Address thc applicability of DoD  instructions and other issuances to thc
NRO. stating that thc NRO must comply with all DoD directives or that NRO
comply  selected DoD directives.  thc  include a process to identify
which DoD directives apply to thc NRO and which do not.

 DNRO COMMENTS: 

 DNRO concurs. Director of Administration and Management, Office of Secretary of 
Defense, is tasked to revise appropriate DoD directives based on the new MOA. NRO will 
provide inputs as needed. Target completion date is 1 September

COMMENTS OF THE DIRECTOR, ADMINISTRATION AND MANAGEMENT. 
OFFICE OF THE SECRETARY OF DEFENSE: 

 Concur. The revised DoD Charter Directive would be prepared by my  pursuant 
n> responsibilities and functions assigned ta thc Director of  and Management by 
the Secretary of Defense, and in coordination with cognizant DoD officials and the DCI. The 
Directive would clearly  the NRO's  responsibilities,  relationships, 

 and any delegated administrative  based on relevant existing statutes and 
Executive Orders, and DoD organizational and management

(FOUO) Should the Secretary of Defense consider it appropriate to designate the NRO as
Combat Support Agency pursuant to Section  10  as was proposed for thc NIMA. then 
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the Chairman  Joint Chiefs of Staff would have a statutory  role pertaining to the 
NRO's readiness to support rhe operational forces. 

 EVALUATION OF DNRO AND  COMMENTS: 

(FOUO) We consider the proposed actions of the DNRO to he responsive to thc 
Recommendation.

 We concur with the comments of the  on this Recommendation and on 
Recommendation I and revise Recommendation 2 accordingly as follows: 

(TOUO) RECOMMENDATION 2 (REVISED): The Director of Administration and
Management, Office of the Secretary of Defense, revise DoDD  and revise the
charter directives of OSD oversight offices as necessary. Target date for completion is i 
September  The revised DoDDs should:

- Clarify the responsibilities between the SECDEF and DCI regarding thc NRO
and NRP;

- Describe the relationships and authorities of the DoD and CIA regarding the
NRO;

- Clearlv define the DNRO's chain of command and the relationship between NRO
and the organizations in the OSD having oversight responsibility for the NRO:

- Specify, and differentiate between, the responsibilities of the DNRO as the DNRO
and as the Program Manager of the NRP and the Defense Space Reconnaissance
Program:

- Include a delegation of administrative authorities similar to the delegations given
to other Defense agencies; and

- Address the applicability of DoD directives, instructions and other issuances to
the NRO, stating that the NRO must comply with  DoD directives or that NRO

 comply with only selected DoD directives. If the latter, include a process to
identify which DoD directives apply to the NRO and which do not.

 RECOMMENDATION 3 (DRAFT): Based on thc  MOA. thc DNRO draft
and submit to thc DCI a DCID on thc NRO to parallel thc revised DoDD. Thc draft DCID
should:

- Delineate thc division of responsibilities between thc SECDEF and DCI regarding the
NRO and NRP and thc DNRO's relationship to both officials:

 Describe thc characteristics of thc joint endeavor between the DoD and
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- Discuss thc DNRO's responsibilities as thc Program Manager of thc NRP and thc
 between thc NRO and the Community Management Staff and non-DoD

Intelligence Community members: and

- Define the CIA's responsibilities regarding the provision of  security policy
 personnel  financial  and other infrastructure

support to thc NRO.

 COMMENTS: 

(POUO) Management concurs. NRO will draft a DCI Directive on the NRO. 

 COMMENTS OF THE DIRECTOR, ADMINISTRATION AND MANAGEMENT. 
OFFICE OF THE SECRETARY OF DEFENSE: 

(FOUO) The intent  recommendation is not clear. As we noted earlier, a  charter 
concept has no legitimacy. The role  DoD Charter Directive is to establish the NRO as a 
DoD  role  a DCI Directive is to provide appropriate national foreign 
intelligence  program, and prioritization guidance for the Director NRO. Both are 

 but their purposes must be clearly understood and remain mutually exclusive. 

 EVALUATION OF DNRO AND  COMMENTS: 

(TOUO) We consider the proposed actions of the DNRO to be responsive to the 
Recommendation.

 We concur with the comments of the  and revise Recommendation 3 
accordingly as follows: 

(POUO) RECOMMENDATION 3 (REVISED): The DNRO draft and submit to the  a 
DCID on the NRO to parallel the revised DoDD. The draft DCID to be completed no later
than 1 September 1997. The draft DCID should:

- Clarify the responsibilities between the SECDEF and DCI regarding the NRO
and NRP and the DNRO's relationship to both officials;

- Describe the relationship and authorities between the DoD and CIA regarding
 NRO;

- Discuss the DNRO's responsibilities as the Program Manager of the NRP and the
relationship between the NRO and the Community Management Staff and non-
DoD Intelligence Community members; and
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 NRO
CONTRACTING
MANAGEMENT

(POUO) Contracting is  functional area in which wc
found transition problems related to authorities and dele

Wc found no indication that thc DNRO exercised
contracting authority from thc SECDEF as a Defense agency
director.

 FINDING: The current and planned NRO contracting management systems
include procedures which conflict with the legal constraints of the CIA Act of 1949.

 Thc historic approach to contracting  as thc
NRO restructuring process began in 1989. (b)(1)(c) (b)(3) 10

USC 424

(b)(3) 10  424

(b)(3)  USC 424
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(U) LIMITS ON
DELEGATION  CIA
CONTRACTING
AUTHORITY

(b)(1)(c) (b)(3) 10 USC 424

(U) COMPARISON OF (POUO) Thc NRO could  efficient and effective
CIA AND DOD  contracting system based only on one
AUTHORITIES
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(b)(3) 10  424

(b)(3)  USC 424 In
historical  wc  wc found no indication that use
of those DoD authorities had impeded the NRO's use of
streamlined management or slowed acquisition of a desired
capability.

 deviations of importance to
thc NRO arc all related to thc full and open competition
requirements of 41 U.S.C. 253. Similar authority for deviations
from  U.S.C. 253 is given to DoD in 10  2304(c)(6).
which limits competition when disclosure of needs would
compromise national

|(b)(3)  USC 424

 4:
 it to the SECDEF and DCI

The DNRO prepare a decision memorandum and
(b)(3) 10 USC 424
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 DNRO COMMENTS: 

(FOUO) (b)(3) 10 USC 424

 EVALUATION OF DNRO COMMENTS: 

(FOUO) (b)(3) IO USC 424

(b)(3) 10  424

(FOUO) Since the NRO was established as a  Agency, we requested an assessment of thc 
delegation  contracting authority to personnel working at the NRO by the DoD Offtce of 
General Counsel. The DoD Office of General Counsel will provide  response by  October 
1996. at which time the DoDllG and CIAllG will assess the DoDIOGC und CIAIOGC positions 
and  if the issue requires further action. 

 TALENT K E Y H O L E
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(U) MISSION REQUIREMENTS DETERMINATION

 OVERALL ISSUE: The NRO has adequate processes in place to determine and
prioritize mission requirements. However, the NRO does not adequately assign
responsibilities among its components for: coordinating requirements for new satellite
systems, and dealing with the near-term needs of  military users of operational
product. Moreover, NRO does not adequately coordinate with  DoD organizations
in supporting military commanders with NRO products.

 FUTURE
S A T E L L I T E
SYSTEMS

 Background

(POUO)  is no simple way to describe the current
processes which drive future  satellite capabilities.
That is the consensus among senior NRO officials and officials
from agencies which work closely with the NRO. Guidance to the
NRO on future satellite system needs results from an interactive,
evolving process involving many officials and technical managers
from throughout thc  and policy
Typically, as thc Plans and Analysis Office (P&A).  of the
principal customer interface  becomes  of major
concerns from military,  or policy leaders about

 collection  becomes involved in an extensive
 discussions, task  study  a period

of years to help define what new capability is needed and projected
costs. Other NRO directorates and offices often contribute to thc
process.

ft  thc past there  more established means for thc
Intelligence Community to  thc NRO with coordinated and
prioritized guidance on future satellite reconnaissance systems.
Thc SIGINT Overhead Requirements Subcommittee of
National SIGINT Committee had provided NRO with
requirements on overhead SIGINT collection needs for twenty
eight  and thc CIO and its predecessors provided guidance on
IMINT collection needs for a comparable period. These
organizations continue to provide guidance:  they are one

 among many.

(rOUO) The  efforts to expand and strengthen thc
support provided to military customers and users through
reconnaissance satellite capabilities is in its initial stages. These
efforts  already produced positive results. (Note: Customers
arc government organizations that directly provide thc NRO with
collection requirements, help fund NRO  or validate
collection requirements. Users arc organizations that make
substantial use of NRO products.) DoD components which have
been providing requirements guidance to NRO include: the Joint
Requirements Oversight Council: thc  thc Military
Intelligence Board: and the Unified Commands. They have
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provided useful guidance in recent  supported by the efforts
of the Defense Support Project Office (DSPO) which, along with
P&A. have worked with them to translate their guidance into
documentation for defining a  reconnaissance capability.
The NRO has recently been praised by thc Commander in Chief.
U.S. Pacific  for taking thc first steps to fully engage
theater  in the design of NRO architectures.

(FOUO) ISSUE: The NRO has an adequate process for responding to coordinated,
prioritized, customer needs for future satellite systems; however, the NRO should
implement formal procedures for informing customers in a timely manner of proposed
design modifications to future satellite systems.

 Responding To
Customer Needs For
Future Satellite
Systems

 The NRO has  structured processes for
acceptance of requirements for new satellite collection systems.
These  known as thc acquisition decision  arc
documented in NRO Directive 7. They arc generally working well
based on evidence compiled from interviews with NRO technical
managers and customer  and from examination of NRO
requirements documents. Thc processes  among other

 the procedures for assessing technical  costs for each
system  estimates of time to develop and acquire thc
collection  and continuous assurances lhat customer
requirements remain current and valid.

(rOUO)  thc acquisition decision  thc DNRO is the
acquisition decision authonty at each key decision point and is
advised by thc NRO Acquisition  chaired by thc DNRO.
Thc members arc: thc Deputy DNRO. the DDMS. thc program

 and the Director of P&A. Thc  decision points in thc
NRO acquisition decision approach arc us follows: funded concept
definition studies approval:  approval: and
program start,

(rOUO) Our recommendation in thc Authorities and
Delegations section covering designation of which directives and
guidance apply to thc NRO should result in a decision covering
application of thc DoD or CIA acquisition process to NRO and the
roles and responsibilities of DoD and  officials.  we
do not make separate recommendations here with regard to this
matter.

 FLNDING: The NRO does not consistently make a timely and concerted effort to
fully inform customer organizations which  NRO collected data of future satellite
system design changes.
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ft*) Thc NRO  reviews  interviews with senior
personnel in customer organizations and in customer survey data
concerning responsiveness in meeting their needs. Customers
contend that NRO has done an excellent job in
and operating satellite reconnaissance systems which have
continued to collect critical intelligence  Although
recently NRO has become much better in dealing with

 state the NRO has  somewhat difficult to work  that
NRO employees would do better to consider thc needs of

 be  and review major issues with
customers prior to making a decision which affects all participants.
NRO customers claim a lack of timely feedback on system design
changes which could result in major cost growth for exploitation
equipment and serious delivery schedule slippages. The schedule
slippages and customer dissatisfaction with thc development of the
Requirements Management System and the Enhanced Imaging
System arc examples of problems caused by. in pan. lack of timely
feedback to customers on proposed design changes. Thc NRO
management has apparently made some progress with its
employees on this issue as survey data indicate NRO employees
overwhelmingly agree that management emphasizes service to
customers. This is consistent with the reports from customers that
NRO is becoming better to  with in recent

(U) Thc customer survey  which reinforces thc interview
 summarized as follows:

Survey Statement

Satisfied with thc working relationships
with thc NRO.

Response*

33% agree
40% disagree

Satisfied with thc NRO's timely development 46% agree
of  collection systems.  disagree

Satisfied with access to thc NRO if
questions or problems arise regarding
requirements.

Their requirements arc considered by
the NRO in planning future systems!

 agree
 %

69% agree
 %

 informed in a timely manner  25% agree
alterations to original plans  50% disagree

 considered.

Satisfied thc NRO has processes in place
to adjust and update it's plans for
future systems as priorities change.

* Neutral responses not reflected.

33% agree
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 5: The DNRO direct development and  of
formal procedures to inform affected customers of proposed satellite system design
modifications in a timely manner. These actions to be completed by I October 1996.

 DNRO COMMENTS: 

 Concur. NRO customers currently attend major contractual design reviews and 
participate in numerous assessment capability exercises and users'

 we are mindful of the need ro better inform customers of even minor design 
changes. P&A will work to better use our existing tools and to promote already available 
opportunities by placing the NRO's integrated Road Map on INTEUNK in May  Among 
the NRO's existing tools is the NRO Directive 14, "NRO Customer and User Support," 
Implementation Plan. The DDMS, with assistance from NRO Directorates and Offices, will 
review the Implementation Plan and incorporate appropriate information with regard to 
formalizing the customer notification process by i October 1996. 

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions by DNRO to be responsive to the Recommendation. 

(TOUO) ISSUE: The NRO has an adequate process for upgrading future models of
currently operational satellite  systems to better satisfy customer
requirements.

 Thc process employed by NRO to determine whether
to expend resources on upgrades of currently operational
systems is thc  as for determining whether to build a

 This acquisition decision approach process is described
in NRO Directive 7. Approval by thc DNRO is required before a 
program manager may  any action committing to major

(TOUO) There arc a number of reasons  and
sometimes NRO program managers. lobby for upgrades of current
systems. The primary reasons include new technologies which
would provide a significantly enhanced  and operational
data which indicate that thc satellite could provide enhanced
quality or quantity of data with system improvements.

 Thc NRO made a commitment to a strong technology
program through assured funding of new concepts and an
organizational structure for managing  development.
Thc organization sets aside 5 percent of its research and
procurement budget for new technology development with thc
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Technology  the  and several other offices
being thc major managers for these funds.

•ft)  Customers play an important role in assuring that NRO
technology  which could upgrade
of importance to  supported. According to the NRO
technical  customers are kept apprised of the status of
thc technology  Customer support for major upgrades to
operational systems based on new technologies is sought by the
NRO acquisition board as an  input ofthe acquisition
decision approach.

ft) All technology projects are entered into thc technology
road map. a computerized graphical data base of all technology

 as soon as they show promise that they will be important
to a current upgrade or a future system. As the technology
progresses and  satellite program is identified where it
will be  senior management approves its insertion into thc
NRO integrated road map where it becomes part of the formalized
planning and oversight process. (Refer to the Strategic and Annual
Planning  for a description of  NRO integrated road
map.) Technology projects also become subject  thc
configuration control process which requires prior
approval and documentation of all changes and upgrades to NRO
systems.

ft) Data regularly acquired from currently operating satellites

 ISSUE: Thc NRO has an adequate process for responding to requests for
operational tasking of reconnaissance systems. y

(b)(1)(c) (b)(3)  USC 424

The NRO has a 
participant (not a member) on the working

(b)(1)(c) (b)(3) 10 USC 424
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 ISSUE: The NRO does not have an adequate delineation of responsibilities
among its components for coordinating either long-term requirements for new satellite
systems or for dealing with the near-term needs of (primarily) military users of
operational products.

Long-term
Customer
Requirements

(TOUO) Thc NRO  7 and 14. issued in January 1993
and  1995  arc thc principal documents which

 component responsibilities for interfacing with customers
and users on their requirements for  satellite collection
capabilities.  to thc issuance of NRO Directive  the P&A
was primarily responsible for working with thc diverse Intelligence
and Policy Community customer base and supporting them in
crafting intelligence requirements for thc NRO. Thc DDMS was
responsible for working with thc defense intelligence community.

 Thc P&A Office keeps abreast of thc long-term trends
in collection  such as found in  National
Intelligence Needs  particularly as they relate to satellite
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collection.  those long-term requirements needs
which could  satisfied by satellite collection. Thc Policy and
intelligence Communities consider P&A their  entree into
the NRO.

(POUO) Thc DDMS assures that thc needs of the JCS, Unified
 and thc Military Services for  reconnaissance

satellite capabilities arc heard at thc highest levels of the NRO.
NRO Directive 7 gives the DDMS this responsibility. Subordinate
to the DDMS is both thc DSPO and thc Operational Support Office
(OSO). DSPO serves as a staff which supports thc DDMS in
interactions with various Pentagon  OSO delivers tailored
support  military operational users of NRO products and
services.

(rOUO) FINDING: NRO Directive 14 conflicts with NRO Directive 7 regarding the
responsibilities of P&A and DDMS for interfacing with customers and users on long-term
requirements guidance.

 Prior to thc issuance of NRO Directive 14 and thc
Customer Suppon Implementation  thc DDMS and P&A
divided the responsibilities for interacting with the full range of
customer community organizations and coordinated their activities
as  Our interviews with NRO managers and officials
from customer organizations did not identify any problems relating
to interactions between P&A or DDMS and customer
organizations and committees on long-term requirements
guidance.

 Thc customer interface responsibilities now fall most
heavily on thc DDMS with thc issuance of NRO Directive  on

 1995 and its accompanying Customer Support
Implementation  issued on  October  NRO Directive

 designates thc DDMS as "thc single manager and Executive
Agent for  NRO customer and  According to the
Customer Support  the "DDMS will use
information on customer requirements and satisfaction to help
determine strategic direction and priorities for customer support."
P&A responsibilities arc now identified as "the NRO authority on
requirements considered in program decisions for current and
future NRO systems."  NRO Directive 7. which identified
P&A as the primary responsible component for customer interface

 has not been withdrawn or rewritten. There has
been no NRO policy statement on the reasons for shifting
responsibility to DDMS for all NRO customer and user

(TOUO) It is our judgment thc DDMS will not  fully capable
of discharging its responsibilities as the Executive Agent for all
NRO customer and  support with its  staff.
components of thc DDMS. DSPO and OSO. do not have the
personnel with thc experience or skills to fully manage the
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complex  and intercommunity interactions involved in
long-term  guidance at this time.

 RECOMMENDATION 6: The DNRO issue a directive or letter clarifying sections
in Directives 7 and 14 and the Customer Support Implementation Plan relating to
component responsibilities for managing intelligence collection requirements and for

 customer and user support. These actions to be completed by 1 October

 DNRO COMMENTS: 

Concur with caveat. As an alternative to Recommendation 6. the DNRO wiii direct that 
the NRO Directive  Implementation Plan be updated to eliminate duplicative and confusing 
language. Target completion  action is I October 1996. 

 OF DNRO COMMENTS: 

 We accept the proposed DNRO alternative to Recommendation 6. 

 Short-term
Needs of Primarily
Militarv Users

 Thc OSO is the NRO component primarily responsible
interacting with thc full complement of military users of data and
services from operational satellites. Other elements of the NRO.
including thc Tactical Dissemination Group of the
Communications Directorate and elements of thc SIGINT and
IMINT  interact with military users;  they
expected to coordinate their efforts through OSO.

OSD - (b)(1) EO  Section 3.3(1)

OSD - (b)(1) EO  Section 3.3(1)

OSD - (b)(1) EO 13526 Section 3.3(1)
OSD - (b)(1) EO  Section 3.3(1)
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OSD - (b)(1) EO 13526 Section 3.3(1)

 Wc found NRO  have not yet been fully
successful in coordinating among themselves  interactions
with military users of NRO products. NRO managers arid users
state there needs to be better coordination between NRO
components to assure lhat military commanders in the field do not
receive conflicting or redundant support. Managers claim that they
arc working to solve the problems:  we found no evidence
of actions taken. All NRO components responsible for providing
products and  to military users  agree upon thc terms
for coordinating their efforts.

(TOUO) There arc no adequate procedures in place for NRO
components to systematically obtain and use feedback from
military users on thc quality,  and timeliness of NRO
products and services received. Components which interact daily
with military users receive numerous messages containing useful
comments and information. No useful database containing
information from these feedback messages has
although managers have stated that such efforts are underway,

 failed to surface other processes in place for managing
user feedback or utilizing such information in a systematic manner
to improve service. NRO components responsible for regularly 
interfacing with military users should implement processes to
effectively manage information derived from customer

(TOUO) FINDING: Officials in the  NSA, and CIO contend that the NRO is not
properly coordinating its efforts to provide NRO products and services to  users
with their agencies.

 of DoD agencies which have extensive
interactions with thc NRO contend OSO has been overly
aggressive in marketing NRO products and services to thc
commands. In thc judgment of thc inspection  the issue of
thc extent to which NRO's direct support to military commands
infringes upon the responsibilities of other DoD agencies should be
resolved by  the affected agencies. A senior manager in a 
customer organization stated OSO is trying to expand its  by
servicing military commanders with "single  i.e.. data
from NRO  without considering other potential
intelligence sources and  Another claimed OSO

 in  such as helping military commanders in the
 access NRO collected  he  are

the responsibility of thc CIO and NSA. A third stated OSO fails to
coordinate its contacts with the military commands with DIA.
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OSO  aware of these  considers it within the
responsibilities  NRO to support thc commanders in the

(FOUO) RECOMMENDATION 7: The DNRO direct development, coordination, and
implementation of a joint plan with appropriate DoD organizations for coordinating
support to military commanders in the field. Coordination of the plan to occur no later
than  November 1996.

) DNRO COMMENTS: 

 Wc concur with  The NRO's DDMS  initiate a  ta 
 and implement a joint plan with appropriate DoD organizations for 

coordinating support with military commanders in the field. This plan will he ready for 
coordination hy I November

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions of the DNRO to be responsive to the 
Recommendation.

\

32



SECRET BYEMAN TALENT K E Y H O L E

PLANNING

 S T R A T E G I C AND ANNUAL PLANNING

(E) BACKGROUND (U)  objectives and goals as well
as projecting resources and functional components to achieve
them. Resources include

 and funds. Objectives arc thc general statements of
intended accomplishment: goals  thc  measurable
targets. Strategic planning focuses on  issues.
The strategic plan provides thc organization a foundation for
managers at all levels of thc organization to set  allocate

 and anticipate and incorporate future requirements.
Annual planning links longer term objectives with shorter

(U) Performance indicators track an organization's status and
progress regarding objectives and goals. The indicators usually
take thc form of charts which depict progress toward unit and
organizational objectives and goals. Feedback mechanisms keep

 support and oversight personnel
informed on the progress achieved.

 ISSUE: The NRO has adequate processes and mechanisms to prepare strategic
and annual plans. However, there is no comprehensive, consistent system  identifying
performance indicators.

 THE NRO  The NRO Strategic  published in 1993.
STRATEGIC PLAN documents the DNRO vision and strategic  establishes the

strategy and objectives, and provides approaches to achieving
 and long-term goals. Thc strategic plan forms the

foundation for NRO  und  and is
available to ail NRO employees. The current plan resulted from a 
year-long effort to identify and respond to factors reshaping the
U.S. national security interests and incorporated results from two
years of internal and  reviews and  including thc

 and Fuhrman reports. The Plans, Resources and Policy
Division of thc P&A Office maintains responsibility for
coordinating thc strategic planning process.

(TOUO) the NRO Strategic Plan recognizes the following key
external influences which will directly impact thc organization;

 threats to U.S. security: U.S. National Security Policy:
Congressional issues;  Community issues: support for
military and other overseas operations: und new technology.

 According to the  the macro-strategy "responds
to  conditions, while enabling transition to longer term
strategic objectives" to achieve the DNRO vision. Thc pian further
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states "the macro-strategy recognizes thc conflicting pressures
among sunk  existing  current

 changing  and future investment
requirements to build and maintain needed new capability." The
macro-strategy consists of:

- Investing in the future while accepting near-term risk:

- Increasing emphasis on suppon to military operations:

- Maintaining functionality and flexibility while decreasing
 until prudent

- Assuring a  industrial base:

- Developing and protecting critical technology: and

- Improving overhead mission
and

 The NRO uses thc integrated Road Map. along with
the NRO Master  as planning tools for both long-range
and annual planning. Thc Integrated Road Map consists of an
interactive soft copy document which is used to maintain oversight
of the schedules and  for thc numerous and complex
systems development and technology programs. The Master
Schedule provides on-line information on  activities for
specific periods of time.

 FINDING: The NRO Strategic Plan is

 Thc NRO  Road Map should reflect the
main features of thc Strategic Plan.  serves as thc primary tool
for thc scheduling of milestones in systems development to
achieve thc planned objectives and goals. Thc  Road
Map supports integrated planning across the directorates:
development of investment  decision-making at ail
levels: and implementation of thc NRO Strategic  Thc
availability of the Integrated Road Map via thc Government Wide
Area Network makes it an invaluable tool to communicate to all
employees the current status of all programs and long-term
direction of thc NRO.

 The Integrated Road Map is updated at quarterly
senior management meetings with thc DNRO approving changes.
As directorates and offices review and update their own road
thc NRO Integrated Road Map reflects these changes. Thc end
result reflects current program status and relationships
programs.

 RANGE
AND ANNUAL
PLANNING
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 Thc NRO Master Schedule shows NRO milestones in
4-. 12-. and 36-month  includes baseline program

 launch  congressional briefing visit
and other significant activities of senior management. The NRO

 it to maintain staff awareness of future activities and potential
conflicts that may require resolution. Although  the
format and structure arc still undergoing development.

ft©©©)  Managers used varying techniques to accomplish
annual planning. Some used format monthly planning
while others used their office road map. combined with the

 Road Map. to plan their activities. A minority did not
use any annual planning mechanisms.

(TOUO) The long-term nature of development of
reconnaissance satellites do not require annual review and
adjustment of strategic plans;  thc organizational
infrastructure supporting the major development programs needs
updating more frequently than every 3 years. Changes in

 customer-supplier  are examples of
external factors which occur too rapidly to allow a three or more
year hiatus between strategic planning reviews.

(FOUO) RECOMMENDATION 8: The DNRO direct development and implementation of
 process to update the NRO Strategic  annually to ensure it accurately portrays and

communicates the organization future. Actions to be completed by 30 May 1997.

 DNRO COMMENTS: 

 Concur. Thc Jeremiah Panel was created to define the NRO of the 21st century with 
final report due June  This report will impact the NRO Strategic Plan. The DNRO will 
provide a revised Strategic Plan hy 30 May  In conjunction with the May
Strategic Plan, the NRO will institute  process providing for annual  and update if 

 of its Strategic Plan. 

 EVALUATION OF DNRO COMMENTS: 

 We consider  proposed actions of thc DNRO to he responsive to the 
Recommendation.

 PERFORMANCE
INDICATORS AND
FEEDBACK TO
STAFF

 We found various feedback mechanisms in use by
organization. The  uses E-maii. called Director's  to
apprise thc entire organization of achievements toward corporate
objectives and goals as well as significant events. Senior managers
use formal Quarterly Management Meetings to provide
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to  managers on how  their components have performed
in meeting performance objectives for further dissemination down
thc  managers  various  forms to obtain
and distribute performance information. Thc Integrated  Map
and Master Schedule serve as  form of  to all
employees.

(POUO) FINDING: The NRO lacks a comprehensive and consistent system for identifying
performance indicators and providing performance feedback to all employees.

 The NRO docs not maintain a
routine process of performance data  and
feedback covering all aspects of  organization. Satellite
development, launch, and operations indicators appropriately
a pre-eminent  at thc corporate and directorate level
there  few performance indicators for the support infrastructure
of thc organization.

(TOUO) Managers could verbalize the performance indicators
 used and communicated to their subordinates, but few

formalized them in written policy and procedure. Some managers
 thc obvious indicators, such as success or failure in achieving

a launch and proper orbit,  raw production
and communications output. Managers who have responsibility 
for support and administrative functions usually do not have
quantitative or well defined performance indicators.  often

 subjective assessments to indicate progress.

(U) A  developed and documented system of corporate-
wide performance indicators coupled with feedback mechanisms
appropriate for various corporate  would provide visibility of
corporate health, establish a basis for internal and external
customer satisfaction, and provide a method to identify problem
areas to management and employees for resolution.

 The Government Performance and Results Act
(GPRA) of 1993 will require all federal organizations to establish
formal performance indicators by 1999. Thc  needs to
address the complex issue of formal performance indicators and
prepare itself to implement thc GPRA.

(rOUO) RECOMMENDATION 9: The DNRO direct development and implementation of
corporate-wide performance indicators and measures of effectiveness for managers to use
in the  Management Control Program and to provide a basis for meeting GPRA
requirements. Completion date by  October 1996.
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 Concur. The NRO Associate Director for Resource Oversight and  will 
prepare  to develop and implement corporate-wide performance indicators and measures 
for managers. These measurement tools will be used in the internal management control 
program and will be responsive to Government Performance and Results Act (GPRA) 
requirements. Corrective action completion date is  October 1996. 

 EVALUATION OF DNRO COMMENTS: 

(TOUO) We consider the proposed actions by  DNRO to be responsive to the 
Recommendation.
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(U) MANPOWER

(U) BACKGROUND (U)  is  of the responsibilities of
every activity director. We define manpower management as thc
management of thc organization's structure and thc manpower
authorizations. Personnel management is discussed later in this

(U) Manpower management is an essential part of thc effort to
improve efficiency and effectiveness. An organization's
manpower requirements should  based upon processes that
identify program objectives and the projected manpower needed to
achieve those

ft©©©)  Manpower management throughout thc DoD is
governed by a 30  1993 manpower guidance memorandum
signed by thc Under Secretary of Defense,  and
Readiness. That memorandum states it is the overall responsibility
of organizational heads and program managers to ensure
accomplishment of their specific
in the most efficient manner (b)(3)  USC 424

(U) Three Primary
Manpower
Authorization
Sources

 Two Other
Sources of
Manpower Support

ft) The NRO obtains its overall manpower authorizations or
positions to support thc NRP from three primary  NRO

 and thc CIA. For Fiscal Year 1996. the NRO is
allocated  positions to support the NRP.  the NRO
itself owns only  of thc total  ftjjj] of which arc
government civilian and arc Air Force military. Thc other
positions are authorized and funded by thc parent organizations.
Congress authorized thc MM positions for the NRO's restructuring
needs in such support areas as logistics. Office of
General. Office of General  and  Thc
remaining  positions belong to cither  DoD  or thc
CIA  individuals encumbered in those positions
being assigned duties at the NRO from their parent organization.

ft) Besides authorized positions, the NRO has two other
primary sources of manpower-borrowed and contractor. The
NRO has approximately  full-time individuals known as

 manpower. While common in intelligence
this is a source of manpower not normally available to federal
organizations. These arc military personnel and government civil
servants not assigned to any of the  NRP  and
should not  confused with the NRO authorizations. These
individuals work in NRO offices throughout thc
receive tasks from an NRO manager, and provide full-time support
to the NRO. However, their positions are counted against the
organizations from which  Those organizations believe
they derive a benefit by providing individuals to thc NRO. Some
of thc organizations providing thc NRO such manpower arc the
DoD/IG. the  thc Community Management  CIO.

38  K E Y H O L E



MANPOWER

the Defense Mapping  thc DIA. and the Air Force Space
Command,

ft*) The NRO also
 13526

(TOUO) ISSUE: The NRO does not have adequate processes and mechanisms to
determine and manage manpower requirements.

(TOUO) FINDING: The NRO lacks an adequate manpower requirement determination
and validation process.

 Determination
and Validation of
Requirements

 Allocation of
Authorizations

ft We found thc NRO lacks  defined and documented
processes for  and managing manpower: no
system exists based on DoD or CIA  Neither manpower
managers at thc NRO nor supporting organizations could provide a 
basis "for thc NRO's current  authorized positions as thc
minimum needed for efficient and effective mission
accomplishment. Senior management and HRMG personnel
indicated thc NRO  an informal system in which the various
management levels affected discuss their needs and then staff a 
request through thc DNRO.

 Wc did  thc Information Technology Group (ITG). in
the Communications  performed several studies in the
area of resource planning over thc past  One of these studies
produced manpower standards for application in ITG detachments.
Wc were not informed of. and did not find any. similar resource
planning studies in other NRO elements.

(FOUO) Officials throughout the NRO stated they do not have
a process for allocating current authorizations or any subsequent
reductions or  authorizations. To  the NRO has
accepted significant reductions from its parent organizations
without issuing  To accomplish  the NRO uses an
undocumcntcd"proccss to identify and eliminate vacant positions to

 manpower reductions imposed by the parent organizations.
A yearly review of thc vacant positions by senior NRO officials
determines which ones are critical and thc non-essential positions
arc targeted for elimination. To  thc NRO achieved required
reductions through eliminating current or projected non-essential
vacant  Wc noted thc review process docs not validate
nor reallocate authorizations based on the prioritized work
requirements.
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 Multiple Causes
and

 The lack of  with DoD guidance results
from ambiguity in the NRO  documents as to what
directives apply and lack of specification on thc sourcing of

 The NRO. based on streamlined management practices
and the joint nature of the  tic^s  follow
manpower management guidance. In addition. (b)(1)(c) (b)(3)

10 US'"
 wc found the NRO's  to use borrowed

and contractor personnel provides little incentive to institute a 
manpower management program.

 Without any type of formal manpower requirements
determination process, thc NRO cannot substantiate its manpower
needs to include both thc number of personnel and the skills mix
required for efficient and effective mission accomplishment. This
deficiency makes uny NRO manpower requests for additional
manpower or directed reductions suspect.

(rOUO) RECOMMENDATION 10: The DNRO direct development and implementation
of a documented standardized manpower management program using appropriate DoD
and DCI guidance. The process should consider the borrowed and integrated contractor
personnel. Completion date by 31 July 1997.

 DNRO COMMENTS: 

 Concur.  NRO will initiate an
workforce analysis to develop standardized processes to determine/validate thc level of effort 
required to complete each functional task within the NRO's mission. This initiative will use the 
approved mission-related conclusions and recommendations from the Jeremiah Panel as thc 
basis for the workforce analysis. Based on this  we estimate completion in July 1997. 

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions of the DNRO to be responsive to the 
Recommendation.
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(U) CONTRACT MANAGEMENT

 BACKGROUND (U) Contract  at the NRO involves: the
determination of requirements for major  and
services: development and  of plans to contract for those
requirements: and  and performance of
qualified personnel to manage and monitor the resulting contracts.

ft») Thc NRO  Office of Contracts  modifies.
 and terminates contracts to support the mission of the

(POUO) The Office of Contracts is consolidating its
 and procedures  on recommendations

from thc  Fuhrman Report  I -
 recommendations included consolidation of the contracting

office personnel, with its own rules and  into
contracting organization with a single  acquisition
manual. Thc Office of Contracts is currently developing the NRO
Acquisition Manual (NAM) to accomplish this task. The NRO
intends thc NAM to combine and document the best procurement
practices of thc former programs.

(POUO) Until the NAM is  the Offtce of
Contracts and the staffs within the individual directorates arc
continuing to apply the procurement regulations of the parent
organizations for all current or near-completion contracts. The
NRO did not alter the procedures for on-going contracts because it
would have imposed unacceptable risks and added costs to thc
programs.
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OSD - (b)(1) EO 13526 Section 3.3(1)

 The NRO. however, is exempt from thc governing
provisions of DoD Directive 5000.1, Defense
23 February 1991,  on the Secretary of  letter of 27
August 1995, National Reconnaissance Office (NRO) and DoD
Directive 5000.1.

(FOUO) ISSUE: The NRO has adequate processes and mechanisms in place to monitor
and manage its contracts with the exception of: certifying funding documentation;
payment and invoicing procedures for cost reimbursement contracts; defining the
responsibilities of the Contracting Officer's Technical Representative (COTR); and
procedures for monitoring some aspects of the operations and maintenance contractor
for the NRO Headquarters facilities.

(U) POLICIES AND
PROCEDURES

ft*) Wc selected at random a number of high dollar value
contracts covering a wide spectrum of NRO requirements to
examine the processes bv which contracts were awarded and

(b)(1)(c) (b)(3)  USC 424

 The procurement processes thc NRO followed are both
complex and highly structured.  wc
followed the specific regulation base (b)(1)(c) (b)(3)  USC 424
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 FINDING: The NRO does not have established policies requiring that NRO
contracting officers receive a  certification  appropriated funds availability prior
to the processing of contract

 Funding (rOUO) Wc found lhat the acquisition procedures used by thc
Certification NRO are  in compliance with 31  1341. FAR

 )(b). FAR  and FAR 32.702 which  the
 certification of appropriated funds  prior to

contract actions being taken. Wc found contract files where the
contract actions prc-dated funding certification and pre-contract
concurrence  a type of approval.  contracting
officers took steps to ensure that funds  or shortly would be.
available such as obtaining this information from budget personnel
within each directorate;  thc contract files do not
document thc contracting officers' actions.

(rOUO) The current NRO procedures for providing
certification of funds availability to contracting officers is not

 and docs not ensure that thc contracting officer has a 
written commitment in hand prior to obligating contract funds.
Failure to ensure receipt of appropriated funds places the NRO and
its contracting officers in fiscal jeopardy.

 RECOMMENDATION  The DNRO direct development and implementation
of a procedure ensuring NRO contracting officers receive a certification of funds
availability prior to taking any contract action, and that the record of that certification is

 in contract files,  be completed by 1 September 1996.

 DNRO COMMENTS: 

 Concur with caveat. We assume the definition of "certification" implies
The NRO Acquisition Manual provides a consistent procedure for  NRO contracting officers 
to ensure written assurance of funds availability is received and maintained in the contract file. 
We consider corrective action  Recommendation complete. 

 EVALUATION OF DNRO COMMENTS: 

(POUO) We consider thc proposed actions of the DNRO to be responsive to the 
Recommendation.
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(rOUO) FINDING; The NRO does not have adequate procedures for managing contractor
payments of cost-reimbursement contracts.

 Payment and ft©©©)  We determined that the NRO lacks consistent
Invoicing procedures for assuring interim monthly contractor payments for
Procedures cost reimbursable contracts are  for technical performance

by the  Contracting Officer's Technical Representative
(COTR). It is normally thc COTR who has authority, based on
technical knowledge, to certify payments are supported by
perfonnance. Contracting officers are often certifying contractor
payment for  performance without full knowledge of
contractor performance.

(FOUO) Because of the large number of cost-reimbursable
contracts and thc magnitude of the dollars  thc Office of
Contracts should implement procedures to more closely review
costs on these high risk contracts. We found the Office of
Contracts relied on the Defense  Audit Agency for review
of allowable contract costs on reimbursable contracts rather than
reviewing these contracts themselves before the NRO makes
payment.

(TOUO) There were inadequate procedures for assuring all of
the documentation on a contractor's performance is complete and
available to award fee boards. We found some instances where
customer comments were not retained in thc contract files. 
Although NRO personnel had taken many of the required steps to
evaluate a contractor's performance, the briefings given to the
award fee board by the COTRs presenting  government's
position should be backed up with documented performance
evaluations.

(POLIO) RECOMMENDATION  The DNRO direct development and implementation
of standardized procedures for processing cost-reimbursement contractor payments, and
implement an effective mechanism to ensure documented COTR review of applicable
contractor invoices. Action to be completed by 31 October

 DNRO

(FOUO) Concur whh caveat. The NRO does not have "standardized" procedures as suggested 
by Recommendation  however, they are adequate. We agree that the DNRO  direct 
development and implementation of standardized procedure for processing cost reimbursement 
contract payments; however, the procedures will not require documented COTR review.
the NRO procedures will re-emphasize FAR procedure that the Contracting Office should seek 
expert advice as appropriate. We believe that requiring documented COTR review would not 
only narrow the NRO contracting officer's latitude to exercise business judgment, but would 
create an extreme administrative burden. Corrective action completion date is  October
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 EVALUATION  DNRO COMMENTS: 

 We consider thc proposed actions by the DNRO to be partially responsive to the 
Recommendation. The Recommendation focuses on interim monthly payments for those cost 
reimbursement contracts which involve engineering and technical progress by  contractor. 
While we acknowledge the FAR does not  COTR verification of contractor's technical 
progress for the contracting officer to certify interim payments, it is sound business practice to 
require the  trained contracting officer to obtain the documented concurrence of 
the COTR that the contractor has, in fact, made the engineering progress claimed. There is 
precedence in other DoD agencies for monthly or quarterly documented COTR reviews of 
contractor technical progress. DNRO needs to direct changes to the NAM reflecting COTR 
verification of contractor technical progress where appropriate as standard operating
NAM changes to be made by  October 1996, 

 ROLES AND  Roles and responsibilities for contract management
RESPONSIBILITIES personnel arc generally well-defined.  there are two

areas thc NRO must address to  better contract
management within the organization:  limitation on
delegation of authority and the  of thc COTR. Each directorate
and office has its own dedicated contracting division and
following thc decentralized  concept. Contracting personnel
work  and arc usually  with their counterparts on
the technical  This fosters close communication and almost
daily contact with members of the  including program and
budget personnel. Wc found thc NRO contracting personnel to
vocal and informed members of the  participating in Program
Review Boards. Configuration Control Boards (CCB).

 and other related
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(FOUO) For training and  Air Force
and Navy contracting  follow the regulations of the
Defense Acquisition Workforce  Act.

 found
that contracting officers assigned to the NRO had proper
certification from their parent organizations.

(U) Contracting officers on complex technical contracts or on
service contracts that require close  often appoint
COTRs. While many agencies have clear guidance on the

 and requirements for COTRs. thc FAR itself
provides little guidance and it is left up to thc accrues to develop
COTR policy.

(FOUO) FINDING: The NRO has not adequately defined, implemented, and
communicated the roles and responsibilities for its COTRs.

 Role ofthe
Contracting
Officer's Technical
Representative

(TOUO)  found the NRO does not provjde  consistent
guidelines on thc roles and responsibilities of thc COTRs. This is
due. in  to the COTRs coming from different parent
organizations wilh variations in their roles and responsibilities.
Thc NRO has no program to indoctrinate assigned COTRs into the
complexities of thc NRO's contracting environment. Of the
COTRs and project officers  found that not all had
letters of delegation of aulhority. and about ten percent had not

 formally trained. The quality and extent of COTR review
varied within different sections of thc NRO. largely based on the
parent organization experience of thc COTR. Thc NRO
management is aware of this  They are reviewing issues
of COTR training and delegation of responsibilities and plan to
address  in the NAM.

(FOUO) Thc COTR is often thc on-site manager of the
contract, and is thc main point of contact with the contractor. The
COTR normally gives technical guidance to thc
provides day-to-day technical advice to management. Agencies
usually have a rigorous screening process to develop their COTRs
and ensure  have adequate technical background and
training for thc jobs they arc required to perform. Because of the
complex and highly technical aspects of the NRO's
the job  COTR is critical to the mission. COTRs must assure
lhat contractors are performing  on  and
within targeted costs for their assigned contracts.

(FOUO) Thc large number and high dollar value of NRO cost-
reimbursement type contracts requires prudent contract
administration. Thc FAR recognizes cost-reimbursement contracts
require close attention by management. Unless there is adequate
guidance which has  communicated to thc  there is
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risk that COTRs will act  the  of their  and
that contractors will be directed to act outside the scope of the

 lt is in the NRO's  as a good business
 to establish consistent organization-specific COTR

procedures and train thc COTRs on them. The COTR can  a 
valuable tool to the NRO by ensuring that they  getting
sufficient return of effort on their contracts.

 RECOMMENDATION  The DNRO direct the development and
implementation of consistent guidelines for the responsibilities of all NRO COTRs. The
guidelines should incorporate a training program to reinforce the valuable role of the
COTR. Actions to be completed by 1 April

 DNRO COMMENTS: 

 Concur. We have completed the recommended action to develop and implement 
consistent guidelines. The NRO Acquisition Manual (NAM) was implemented on  March 

 For the first time there is a consolidated NRO reference on a COTR's role ami 
responsibility. The NAM contains in excess  40 references, and  started an extensive COTR 
NAM familiarization training program on 23 April 1996. 

(FOUO) A formal training program is needed. We will need to develop a course and then 
implement it. Corrective action completion date for course development: 30 September
Corrective action completion date for training implementation:  December  Resource 
constraints prevent earlier accomplishment of this more formal training effort. 

 OF DNRO COMMENTS: 

(TOUO)  consider the proposed actions of the DNRO to be responsive to this 
Recommendation. However, actions are to be completed by  April  vice the proposed
December

(V) MONITORING  monitoring of contracts for major systems.
 and services at the NRO is adequate with the exception of

the review of invoices by COTR personnel and the monitoring of
 aspects of thc operations and maintenance contractor for the

NRO Headquarters facilities. Wc have already discussed the
valuable role thc COTR plays in contract management. The NRO
has a number of processes and mechanisms in place to monitor
contractor performance and to ensure that it acquires thc
systems to support its mission. These include: monitoring of
contractor progress by COTRs. contracting  and program
managers: the periodic monitoring of contractors by review-
boards: Defense Contract Audit Agency review of allowable
contractor costs: and thc review of contractor-generated contract
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(U) Management
and
Controls

fund status  earned value  and cost schedule status
reports.

(rOUO) The NRO has established a scries of management and
business boards to monitor and control all aspects of the
contractor's activities in the complex major acquisition process.
Some of the boards that have  established and  working
well are the CCBs, award fee  and program review boards.
These boards impose control and structure on thc entire acquisition
process and ensure that thc NRO internal and external customers
have addressed all interface questions. They are also the venues
by which budget and funding issues arc discussed and resolved.

(TOUO) Thc  of award  contracts by the NRO
 thc creation of award  boards to determine whether thc

contractor has earned a  and what that fee should be.  found
the process to  designed,  and followed. Thc
evaluation standards and criteria considered by  board are
included in the contracts. The process requires that contractors are
apprised on the status of their  position before any formal
presentation. The NRO also utilizes a scries of program review
boards to ensure that all parties to a contract are aware of and
address the  and technical issues on the specific contract.

(FOUO) FINDING: The NRO does not have adequate management controls over some
aspects of its operations and maintenance contractor for the NRO Headquarters facility.

(U) Management
Controls for the
Procurement
Support Function of
the Operations and
Maintenance
Contractor

(b)(1)(c) (b)(3) 10 USC 424 NRO uses
las its prime contractor for operations and maintenance

support.  was awarded contracts for purchase of land and
services to support thc NRO facility collocation  including
all thc interim buildings and  facility.  work
statement of  of these contracts  to act as thc
agent for the NRO for its daily procurement support. This is a 
"pass-through" contract,  supplies and services  purchased
with no added fee or general and administrative and overhead
burden. Purchases for facility support and operation and
maintenance  made under another contract, and arc fully
burdened. Wc did not review any aspects of the land purchase
portion of the contract because it has  reviewed and audited
extensively. Wc did,  review the addition of a 
procurement support function into Che "pass tlirough" contract.

 We determined that the mechanism for making a major
modification to thc operations and  not
follov^AI^ttjidcli^^

 Major changes to the
contract were  which increased the contract value from

These changes  not supported by a 
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 and finding or a new justification and approval
process, Thc NRO made a determination that a justification and
approval process was not required  thc changes were
within the scope of thc contract. Although thc wording of the
contract modification indicates it was a  thc procurement
function transfer was not adequately documented with a 
determination and finding on the reasons for the transfer. In

 all reviews and concurrences were not obtained prior to,
the effective date of the modification. This is a systemic problem
in the NRO as pointed out elsewhere in this repon. (See
Recommendation

(FOUO) We found thc contracting officer who authorizes
invoice payment for thc  "pass through" contract is not

 sufficient back-up data or proof of receipt  supplies
and services ordered for the NRO by  even though it is
available elsewhere within the NRO or trom CISCO. The NRO
contracting officer  been relying on the
contractor's receiving records, the "contractor's  the
monthly financial status review reports, the contractor's approved
invoicing  and meetings between thc NRO program
personnel and the contractor. Thc contracting officer should
receiving a monthly rcpon of an independent assessment of thc
invoices paid and supplies received.

 Thc NRO relics  supplies and services
for the Headquaiters  makes every attempt to
follow FAR  but is under no contractual obligation to do
so. It may  more cost efficient for thc NRO to procure  or
all of its supplies and services from approved govemment or
competitive sources once  competitive pricing advantages
and  and overhead cost differentials and
profit are factored in. We reviewed a small portion
pass-through purchases and. while wc did not note any major
discrepancieson prices paid, wc found  "purchase orders" for

 which under thc FAR would normally require a 
contract, and a  order placed against a basic ordering
agreement  NRO should review its need to
use a contractor in  manner when the contract becomes
renewable in 1998.

 RECOMMENDATION 14: The DNRO direct an  contracts to
compare procurement options, including all associated costs, for  support. The
audit will begin no later than 1 November 1996.

 DNRO COMMENTS: 

(£4  Concur. NRO/IG will audit the (b)(1)  contracts hy I November



CONTRACTING

(TOUO) EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions by the DNRO to be responsive to the 
Recommendation.

 RECOMMENDATION 15: The DNRO direct development and implementation
of a system to review contracts based on changes in scope or contract dollar value in
accordance with appropriate contracting requirement authorities. Actions to be completed
by 31 October 1996.

 DNRO COMMENTS: 

 Concur. The NRO Office of Contacts  address this issue of contract reviews based 
on scope and dollar changes in an update to the NRO Acquisition Manual. This update will
applicable to the whole NRO, and its expected completion date is 31 October 1996. 

 EVALUATION OF DNRO COMMENTS: 

(FOUO) We consider the proposed actions by the DNRO to be responsive to the 
Recommendation.

 ISSUE: The NRO has adequate processes and mechanisms in place to manage
and monitor the transition from three different contracting systems into one
consolidated system.

(FOUO)  NRO Office of Contracts has maintained an
aggressive  with full commitment of time and
to complete and implement thc NRO Acquisition Manual, Thc
NRO intends the NAM to combine thc  of: the
Defense FAR  where applicable:

thc interim contracts policy directives;
and other applicable regulations under one umbrella

(TOUO) The creation of the NAM as a  to thc FAR
is a far-reaching and a formidable effort. The NRO intends thc
NAM to address every FAR section with direction and guidance
for compliance with thc  or to contain thc basis for the
deviation or waiver, its  and alternative regulation,
process, or written clause to be used as thc NRO standard.
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(rOUO) Since January'  contracting
operated under NRO interim contracts policy directives which
defined thc  and documentation to  used by
all contracting personnel until thc adoption of the NAM. These
directives identify thc regulations for justification and approval

 delegation and approval levels required for
NRO  thc pre-contract role of thc National Program
Contracts Review  contract settlement and closeout. special
and general exclusions, and organizational conflict of interest.

(b)(3)  USC 424

 found no coverage of this
in the draft NAM  saw during thc course of  inspection. The
"Authorities and Delegations" section of this report provides more
detailed discussion  implications.
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(U)  R E S O U R C E S

(U) BACKGROUND (TOUO) Information  (IRM) is the
process of managing information resources to
organization missions."  encompasses the infonnation itself and
refuted resources, such as  and
information technology.  Paperwork Reduction Act (44 U.S.C.
Chapter 35) establishes a broad mandate for  to
perform IRM activities and is thc authority upon which federal and
defense regulatory guidelines  based. Section 3502 of the
Paperwork Reduction Act exempts intelligence activities from

 While thc NRO is exempted from  the
following regulations provide a foundation of sound business
practices upon which to  an effective and efficient IRM
program: Office of Management and Budget (OMB) Circular

 "Management of Federal Information Resources".
 1994: " DoDD 7740.1. "DoD Information Resources

 June  and. DoDD  "Defense
Information Management Program." 27 October

ft) IRM in thc NRO incorporates a fully integrated network of
automation and communications which encompasses thc
Automated Data Processing  thc telecommunications
means by which thc information is moved to its internal
as  as the management processes to support its

 and  Thc Information Technology Group
(ITG) of thc  Directorate is thc office vested with
this communications and information systems infrastructure
mission. Thc Director.  has budget and policy-making
aulhority to establish and maintain thc NRO communications
infonnation systems infrastructure.
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(POUO) ISSUE; The NRO does have an adequate support program to determine
automated IRM  and to acquire and manage the Automated Information
Systems (AIS) needed to accomplish its mission; however its IRM strategic planning
process and monitoring programs are inadequate.

ft Thc NRO has  internal policies and procedures in
place to ensure  manage thc IRM program using sound
business practices. While  NRO  no! clearly reference
federal or defense  their policies and procedures
incorporate most of thc requirements  IRM programs as stated
in OMB Circular A-130 and DoD Directive 7740.1. The ITG has
ereated and published detailed internal procedures which provide
guidance in IRM  such as requirements determination. AIS
Life-Cycle  and software development and data
administration.

ft Thc NRO bases its IRM policies on thc extensive
communications and automation experience of thc Director. ITG.
as well as thc NRO's interpretation of accepted practices of thc
DoD and  Considering that thc ITG has only  active as an
IRM activity for  than three years,  achieved
commendable progress in establishing and implementing policies
and procedures to effectively and efficiently manage their
operations.

(TOUO) Thc  where NRO IRM procedures deviate most
significantly from federal and Defense IRM program requirements
is in information systems management  specifically in
thc incorporation of a review program. Another difference results
from their exemption from compliance with DoDD
provides thc basis for AIS Life-Cycle Management. Thc NRO is
not required to follow specific guidance outlined in AIS Life-
Cycle Management related  however  do
sufficient procedures established to satisfy the overarching DoD
Life-Cycle Management objectives.

ft Policy and procedure development is an ongoing process
within thc  make published documents available to all
ITG  and NRO personnel as  on the NRO

 Government Wide  Network (GWAN). The
ITG's ongoing effort to  operations through policy and
procedure development should continue as it has a direct impact on
implementation of" "sound business  which is a stated
NRO IRM leadership

(U) ROLES AND ft Thc NRO adequately identifies roles and responsibilities of
RESPONSIBILITIES thc  support program so thc organization can  responsive to

thc user's information needs. Thc ITG has a comprehensive
Mission and Functions document which  defines its
organization and responsibility. Thc NRO's internal IRM policies
and procedures incorporate the identified roles and responsibilities.

(U) POLICIES AND
PROCEDURES

 K E Y H O L E
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 REQUIREMENTS
DETERMINATION
PROCESS

IRM  and  customers  a thorough
understanding of  ITG's roles and responsibilities and the
processes  to  support. Most NRO  (90 percent)
wc interviewed  satisfied with thc IRM support program and
its ability to  thc organization's needs.

ft The Director. ITG. fulfills thc  of the Senior
Information Resources Management Representative in thc NRO
and centrally controls all policy and  budget authority.
AIS acquisition, Life-Cycle  and operations and

 of all information resources. Thc Director.
functions under thc authority of the Director. Communications

ft The centralization of the IRM function under ITG is an
ongoing and evolving process. For example, thc ITG has
identified at least  non-standard LANs whose functions cannot
be transferred to the standard NRO  Management
Information System until thc organization migrates to a  open
operating system architecture.

 The NRO has an adequate procedure in place to identify,
 and prioritize IRM requirements to meet thc collective

information needs of thc NRO. The ITG has a staff specifically
designed to define customer  Customer
Requirements Staff. This staff is thc customer's primary interface
with the IRM requirements process.

ft Customer requirements must  signed by an authorized
 a senior manager designated  a published validator

list. The Chief. Customer Requirements Staff assigns a Point of
Contact to work with the requestor on technically defining thc
requirement. It is reviewed by thc ITG's Requirements Action
Board which assigns the requirement to a responsible division or
detachment for project development and management. Thc
requirement is  tasked for future action at a Senior
Management Board or a CCB. where project development will
reviewed.

ft Requirements are validated and developed to  compatible
with thc NRO communications and information management
baseline architecture. Thc baseline defines  standard
information technology processes and equipment for thc NRO

 network. I f it  not possible to satisfy the
requirement using thc  an exception may  approved
after review by  CCB or an alternate solution may be proposed.
This  provides sufficient control to ensure standardization
and interoperability within  NRO.

ft  are prioritized based on the
needed by the  and agreed upon by  ITG. Most
customers we interviewed indicated that ITG has always met their
mutually agreed upon operational  A  customers  not
satisfied with the responsiveness of ITG.  stated projects took
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too long. ITG docs not keep them  of thc project  or
the  was not developed to meet their technical
specifications. Reviews of a sample of the mentioned project files
revealed there  significant coordination  such as
leasing  system compatibility  or research
engineering into new technologies, which made the original
requested dates impractical. Our review showed that customers
were  not sufficiently informed or did not concur with thc
circumstances surrounding the project change.  in
customer interaction are addressed in "Program Monitoring" later
in this section.

(FOUO) FINDING: The NRO does not have an adequate IRM strategic planning process
at this time that provides a basis to address future information architecture requirements.

 IRM STRATEGIC
PLANNING PROCESS

ft Although the IRM strategic planning process is currently
 thc NRO is well on its way to successfully

incorporating previously decentralized planning efforts into a 
 so that  resources can enhance future

support of the NRO mission. The Vision 2005 IRM Strategic Plan
is in draft form and is ready for review by senior management.
Some supporting plans, such as thc ones for Asynchronous
Transfer Mode technology and the MIS  are
developed through the concept phase. The IRM portion of thc
NRO's Integrated Road Map describes some target infrastructure
technologies, but is not sufficiently developed to complement the
NRO's long range goals. While a good start on proper
these products do not  fully define thc future organization
architecture by identifying specific objectives, thc transition
strategy to move from current to target  resource

 and scheduled milestones.

OSD - (b)(1) EO 13526 Section 3.3(1)
OSD - (b)(1) EO  Section 3.3(1)

ft) Fiscal Year  is thc first year that the ITG has managed
a consolidated budget and thc linking between thc budget line

 project plans, and strategic  objectives is still
progressing. The ITG has an adequate method to control funding
to current"  but is still working towards adequately
resourcing defined strategic objectives. If thc ITG's internal
budget analysis process continues as  will achieve
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 adequate  process to meet and fund identified strategic
goals and

ft There  factors that affect the NRO's development
of IRM strategic plans. One is the ITG's ongoing effort to
determine IRM" baseline architecture. A baseline is essential to
establish thc current communications and information
processes and systems so that future plans can incorporate
appropriate transition  All current projects arc evaluated
for compatibility with this  and future plans reference the
baseline architecture as thc migration point.

OSD - (b)(1) EO  Section 3.3(1)
OSD - (b)(1) EO  Section 3.3(1)

(TOUO) Thc NRO has adequate data  and
program management to ensure current  cost

 and standardization within thc NRO. They do not
 participate in the DoD Data Administration Program.

Considering their interest in increasing interoperability with thc
intelligence and Defense  participation in the
Functional Data  working group would
be beneficial to their planning efforts.

ft) Senior IRM managers recently instituted three programs to
improve IRM strategic planning.  established an ITG
consolidated budget and arc connecting projects and activities to
budget and division/detachment line items. This is a necessary
step towards determining funding for future projects.  they
initiated project management training for  government

 who  from  predominantly operations and
maintenance background. This should result in more
comprehensive project planning and reinforce the strategic
planning process.  they  thc newly staffed
Systems Engineering Staff with thc responsibility to strengthen thc
IRM strategic planning processes through development of the

 Road Map and a more explicit strategic plan.

(FOUO) One reason the NRO has not developed adequate IRM
strategic plans is that its planning efforts have been focused
primarily on near-term  such as establishing operating

 supporting major organization  and
determining baseline architecture. These must be accomplished
before concentrating on future planning so that there is a defined
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 from which to plan. Now that many of thc
objectives arc close to completion,  must  devoted to
defining and developing the NRO's information management
requirements and system architecture for future

 strategic planning results in the
 of the NRO to  future information

requirements in support of thc organization's mission. NRO
personnel arc frustrated with thc slow  towards a

 architecture. IRM managers find the lack of a well-defined
 architecture impacts on their ability to execute current

 as they arc unsure of whether the project will
compatible with future NRO technologies. Lack of a well-defined
IRM strategic plan also impacts on future years budgeting
processes as thc architecture must  defined before resourcing can
be accurately projected for it.

ft) RECOMMENDATION 16: The DNRO direct development and implementation of a 
complete IRM Strategic Plan which identifies current and future architecture, transition
strategies, objectives, milestones, and resourcing, and includes a periodic review

 Guidance for IRM Strategic Plans may be found in OMB A-130 and DoDD
 IRM Strategic Plan to be completed by 1 October 1996.

(TOUO) DNRO COMMENTS: 

(TOUO) Concur. The NRO will continue establishing its strategic planning process as detailed 
in  Inspection Report. A final Information Resource Management Strategic  be in 
place by 1 October

(FOUO) EVALUATION OF DNRO COMMENTS: 

(FOUO) We consider the proposed actions by the DNRO to be responsive to the 

(U)  (POUO) Thc NRO conducts adequate monitoring of its AIS
PROGRAM development and acquisition activities. It docs not  an

adequate procedure to monitor customer feedback or perform
internal assessments of its programs to determine if it effectively
and efficiently meets thc IRM needs  organization.

ft) Adequate processes exist to monitor the data
program.  and systems Life-Cycle
including a recapitalization program. ITG  a formal project
management process which incorporates CCBs to review
milestone accomplishment and ensure that thc project is
compatible with the baseline architecture
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 There is no formal and  method to monitor
feedback to and from thc customer, and gauge the customer's

 satisfaction with thc  program. There arc a variety of
informal ways in which management receives feedback such as E¬

 from  interaction at the many organization-widc
working group  in other directorate's CCBs.
and an electronic survey of network customers in late
plans for a follow-up in late 1996. While these are the type of
efforts that are done as part of a good monitoring  thc
NRO lacks a comprehensive plan to integrate this customer
feedback into process and product improvements.

ft) The Help Desk is thc one consistent customer point of
 and the majority of customers we interviewed had high

praise for the quality and responsiveness of service from the Help
Desk and thc local  detachments. The Help Desk can be a 
valuable source of customer feedback and  but there is
no organization-widc method to allow managcmcni to monitor
historical and trend analysis from this

 Some customers indicated that they do not  that they arc
an integral part of thc [RM  that ITG "works for another
master" as one person put it. Several customers expressed
frustration that they were not kept informed of project evolution.
One reason for this  thc lack of a consistent method to keep the
customer informed of requirements development.

(64 Thc Customer Requirements Staff is designed to be thc
customer's interface with the  and works with The customer to
initially define the technical requirements. Once thc requirement
is assigned to a project manager there is no uniform procedure to
keep the customer apprised of progress or ensure concurrence as
the project is developed or milestones arc adjusted. Thc Customer
Requirements Staff only provides updates to a customer if thc
customer calls to ask and they have no influence over how
project is developed since the project managers work for the ITG
divisions or detachments.

(6) The comments on project timeliness that  noted in the
previously discussed "Requirements" section are also caused by
insufficient interaction with customers. Since there is no
consistent method of providing  misunderstandings
between thc ITG and its customers will continue. ITG should
develop and implement procedures to comprehensively monitor

 customer support and feedback. This will aid the Internal
Management Control program and help  GPRA requirements.

(FOUO) FINDING: The NRO IRM program lacks a consistent, comprehensive
assessment review program to determine its effectiveness.
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(POUO) Thc NRO docs not have an  method to assess
thc overall  and  of its IRM program.
Federal IRM  well as sound business
advocate some type of self-assessment program. One. option for
establishing a review program is available in the Office of the
Secretary of Defense "Guide for Assessing Component
Information Management Activities". A self-assessment review
program should be part of thc NRO's execution of its Internal
Management Control (IMC)  since both Information
Technology and Telecommunications arc considered assessable
units  level of risk.

ft) Several IRM monitoring mechanisms are in use at thc
NRO: ITG quarterly budget reviews monitor thc planning and
funding process; thc formal management processes of
Requirements Action Boards. Senior Management  and
CCBs monitor the systems development process; and off-site
seminars provide opportunities for development of specific
management interest items. The Communications Directorate has
recently completed a review aimed at streamlining thc
requirements development process and conducted a survey in early
1995 aimed at improving internal processes. These arc all positive
self-assessment efforts but lack incorporation into a
and on-going evaluation and improvement process.

ft) ITG's Detachment 7 provides a positive example of an
internal process assessment which has resulted in improved
business practices. Positive and enthusiastic customer feedback
during on-site interviews indicate Detachment 7 was successful in
restructuring its internal organization to be more customer
responsive.

(U) Senior IRM management has stated that their primary
efforts have been on establishing internal policies and procedures
and baseline  and now they can focus on improving
customer interaction and monitoring  In our
thc development of an IRM program is not a sequential process of
establishing  criteria at a time. Thc institution of  five key
IRM areas of policies and  roles and
requirements determination, strategic planning, and customer and
program monitoring, must develop and occur concurrently.

(rOUO) The impact of thc lack of focus on customer and
program monitoring is unresponsiveness to the organization's
needs. Some customers do not  full confidence in thc ability
of thc IRM program to  their needs and circumvent the
process to get what  want. The organization becomes focused
on maintaining  rather than looking for
opportunities to improve management processes to better serve the
NRO's mission.
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(POUO) RECOMMENDATION 17: The DNRO direct development and implementation
of procedures for a comprehensive IRM self-assessment review program, incorporating
applicable DoD guidance and concepts similar to the OSD "Guide for Assessing
Information Management Activities" and OMB Circular A-130. Actions to be completed
by 1 September

(FOUO) DNRO COMMENTS: 

(FOUO) Concur. Documents identified in the Inspection Report will be reviewed to identify 
internal processes which can be used in NRO self-assessment. These procedures will be in place 
by  September 1996. 

 EVALUATION  DNRO COMMENTS: 

 We consider the proposed actions by the DNRO to be responsive to the 
Recommendation.
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CIVILIAN PERSONNEL 

(L ) C I V I L I A N PERSONNEL

 B A C K G R O U N D ( U ) Civilian  management is a primary responsibility
of organization managers. Thc organization's civilian personnel
office" supports management through proactive

 and guidance and provides technical services to administer
thc personnel system.  personnel management system must
comply with appropriate  and policy

 which must  clearly understood by
 and thc personnel  as  as thc servicing

external personnel support  if  An adequate
personnel management system includes programs for position
management and  recruitment and
management-employee relations, employee training and
development, and technical support. It should also include a 
means to assess its overall effectiveness and its responsiveness to
thc needs of  and the organization's mission
as a whole.

(U) Thc NRO's DoD charter directive states that thc DNRO has
thc  to  and supervise thc National
Reconnaissance Office."  thc DoDD docs not specifically
delegate civilian personnel management authority to the NRO.
According to legal  the charter directive is sufficient to
give thc DNRO personnel management  although an
NRO senior personnel manager maintains that the authority should

 clarified  The DNRO has chosen not to exercise his
staffing authority and instead  on the CIA and thc DoD.
specifically thc Air Force and Navy civilian personnel  to
perform all the NRO's personnel management functions. The
NRO's HRMG coordinates with these external support agencies
and administers thc NRO's civilian personnel management system.

ft) Thc NRO is  with civilian personnel from three
parent organizations -  from thc Air Force.  from the Navy

 from the  The NRO also  BSI  permanent
civilian position

(b)
(b)(1) 1.4(c), (b)(3)  424

(U) Personnel practices for Air Force and Navy civilian
employees of the NRO are administered in accordance with Title 5 

 guidelines issued by thc Office of Personnel Management
and  regulations. Personnel practices applicable to
employees arc based on Title 50 U.S.C. and administered
according to regulations which  excepted from Office of
Personnel Management guidelines. HRMG considers thc
"NRO Restructure Guidance Document" to  the source
document establishing internal NRO personnel policy

(U) NRO senior management contends that thc multiple parent
organization  white  gains thc NRO a diverse
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internal  and  an external pool of resources from
which to select future employees. Senior management continually
emphasizes the establishment of an NRO corporate culture and
their determination to get personnel from the formerly separate
programs to operate as a  cohesive team.

(FOUO) ISSUE: The NRO has technically adequate processes, mechanisms, and
management systems to support civilian personnel and meet NRO needs; however, these
multiple personnel systems do not support the goal of a consolidated, cohesive work
force.

(U) ROLES AND
RESPONSIBILITIES

 External
Support
Relationships

(POUO) Thc roles and responsibilities for personnel
management arc understood by HRMG. senior  and
external supporting agencies (parent  although no
formal agreements exist. The NRO depends on thc parent
organizations for personnel guidance and action. HRMG staff
displayed thorough understanding of CIA and DoD authorities
applicable to civilian personnel administration.

 Thc fundamental differences between thc parent
organizations personnel  on  regulations
and  HRMG to maintain expertise about each
personnel system. Interaction between HRMG and the Air Force
and Navy parent organizations is centralized. OSD - (b)(1)

OSD - (b)(1) EO 13526 Section 3.3(1)

 U) FINDING: There are no Memoranda of Agreement (MOAs) between  NRO
and the agencies providing civilian personnel services which define their responsibilities in
accordance with DODI

 While thc HRMG. senior NRO  and thc
supporting external organizations  a positive and cooperative
relationship which provides technically adequate personnel
management  there  no formal agreements which
specify roles and responsibilities for those involved in providing or
receiving support. This results in thc inability of the NRO and its
supporting agencies to provide the most effective and efficient
personnel management. As wc show in thc following  the
HRMG and supporting agencies maintain duplicative personnel
records and incompatible personnel database  is
difficult for thc NRO to monitor thc timeliness and quality of
suppon received since there is no statement as to what support is
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 Thc lack of  responsibilities has adversely
the quality of  NRO's employee training and development
programs "and thc NRO's ability to administer personnel records.

 specific inadequacies in the employee training and
development  later in this section.

 18: The DNRO designate and direct a Support Agreement
Manager to develop and establish MOAs with the CIA, Air Force and Navy to specify roles
and responsibilities for civilian personnel management in accordance with DoDI 4000.19.
Actions to be completed by 31

 DNRO

 Concur with caveat. CIA employees working within the NRO  including those 
who  detailed to NRP funded  remain CIA employees and are entitled to
requisite personnel support from the CIA. Prior to any final agreement on the creation of a 
single civilian personnel system for the NRO and the subsequent structure of that  there

 for. or benefit from, documenting the provision of persoimel support to CIA employees 
in rhe NRO in an MOA with the

(POUO) The NRO, as activity host, has no DoD official personnel authorities as defined in 
DoD!  With the Air Force serving in the role of Executive Agent on the
NRO. again there is no need to have an MOA with the Air Force since the Air Force
responsible for the Air Force people supporting the NRO. 

 An MOU with the Navy would be advantageous since the personnel providing support 
to the NRO are assigned to a larger Navy parent unit. A Navy MOU was signed in February 

(TOUO)  appointment  a "Support Agreement Manager" and accomplishment of an 
MOU with the CIA (or any other MOUs which might be necessary such as one with Army or 
National Security Agency personnel offices) depend on resolution  Joint  Teams 
single personnel svstem recommendation (Sec Recommendation 22). Should resolution of rhe 
single personnel svstem issue require  Support Agreement Manager will be appointed 
and  accomplished by

 appointment  a "Support Agreement Manager" and accomplishment of an 
MOU with the CIA (or any other MOUs which might he necessary such as one with Army or 
National Security  personnel offices) depend on resolution  Joint Inspection Team's 
single personnel svstem recommendation (Sec Recommendation 22). Should resolution of flu-
single persoimel system issue require MOUs,  Support Agreement Manager will be appointed 
and MOUs accomplished by  July

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions hy the DNRO to  partially responsive to the 
Recommendation. We agree with the DNRO's comments on deferring an MOA on personnel 
support with the  and with his statement  there is  need to have an MOA with rhe
Force However,  with the  and NSA on personnel support  needed. 
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The  1996 Navy MOU. which generally establishes the relationship between the 
Department of the Navy and the NRO. must be supplemented by agreements to address the 
specific responsibilities of the Department of the Navy and the NRO regarding personnel 
support. Actions to be completed by  July

 Internal
Management

ADMINISTRATION
 THE PERSONNEL

MANAGEMENT
SYSTEM

(U)  of current personnel management roles and
responsibilities by NRO managers and employees is adequate.
HRMG fills the  of facilitator between NRO-assigncd
employees and their parent organizations. They administer NRO
personnel management based on thc requirements and guidance of
thc three parent organizations.

(U) While the HRMG uses a variety of methods for releasing
personnel information to NRO employees. HRMG officials noted
employee concerns that  do not receive sufficient management
perspectives needed for employees to make  such as thc
career service issue. Personnel  is disseminated in
multiple ways-E-mail, Director  training  and staff
meetings. Since there is no standard method by which all
personnel information is released, employees might miss

 critical. Each employee interviewed noted personnel
information flow as a problem in one respect or another.  found
employees believe senior and mid-level managers inadvertently
filter the personnel information they receive at meetings and pass
on to their employees. Some employees believe managers assume
since they (thc manager) received the information, that" it has
disseminated to all employees, and so do not pass it on.
employees cited management's singular focus on mission-related
issues as a reason why they  not cognizant of thc importance of
this personnel information to the

(POUO) We found thc administration of thc separate personnel
systems described below to be in technical compliance with
regulations.  wc found thc current personnel
management arrangement flawed on two counts: it docs not foster
a  cohesive work force and it results in perceived
inequitable treatment of employees in promotion

 and awards for equivalent work. As a  this
section contains several findings beyond thc ability of the NRO to

 Depending on thc SECDEF/DCI approved wording of thc
recommended DNRO proposed MOA, resolution of these findings 
would require changes to law. DoD Directives, or SECDEF and
DCI agreements.

 Senior management asserted thc diversity of
experience brought into the NRO by the different personnel
services far outweighs the administrative disadvantages of
operating multiple  senior managers throughout the
NRO are attempting to develop an NRO consciousness in their
employees. Retaining thc different personnel systems docs not
serve to reinforce this coal.
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Interviewees noted several issues. HRMG personnel noted
significant duplicative efforts on their part and a laek of sufficient
automated systems connected to parent organization systems as
detractors. Nearly all non-management employees interviewed
about the personnel system commented on difficulty understanding
an organization goaf of a consolidated NRO while maintaining
separate personnel systems. DoD employees perceive unequal
opportunity when they compare their system to the seemingly

 flexible and decentralized CIA personnel system.

 Results of our survey of NRO employees on those
questions relating to human resource management issues indicate
that NRO managers and CIA employees  satisfied with thc
civilian personnel support  However. DoD employees
indicated dissatisfaction with  specific personnel issues.
Results  below. Comparative data between DoD
civilians and CIA personnel indicate DoD civilians are more
dissatisfied with: personnel support: being treated fairly on

 assignments and awards: and training opportunities
available to

Survcv
Response*

DoD Civ CIA

I am satisfied with thc
personnel support I receive 50%

63% Agree
22% Disagree

Treated fairly regarding
promotions

33%
44%

52% Agree
26% Disagree

Treated fairly regarding
assignments

44%
28%

 Agree
25% Disagree

Treated fairly regarding
awards

49%
35%

 Agree
27% Disagree

Performance appraisals fairly
reflect my performance

79%
15%

 Agree
9% Disagree

Satisfied with
opportunities available to me
for professional development

59%
27%

73% Agree
 Disagree

Sufficient
resources for mc to fulfill
my training plans

 % 
29%

 Agree
27% Disagree

* Neutral responses not reflected.

(li) Position  While thc  of position management and
 and classification is adequate by thc standards of thc parent

Classification  thc effect of multiple processes docs not support thc
NRO's goal of a  cohesive work force. The difference
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 thc DoD's rank-in-position practice and thc CIA's rank-in-
person system is thc root cause of several of our findings
concerning personnel management.

 DoD requires that thc position and the individual
filling it have thc same grade and its classification program is
tightly controlled through centralized management at an external
(to thc NRO)  A  employee does not
have to  the same grade as thc position they arc filling and
CIA position classification is managed at the  directorate
CIA-managed employees thus  more flexibility to fill 
positions within the NRO. HRMG and senior management
brought to our attention examples where persons of different
grades under different personnel systems were filling similar jobs.
This creates inequity as thc  by nature of their
personnel system, are compensated differently for doing thc
work.

 Recruitment and (TOUO) Thc CIA and DoD recruitment and placement process
Placement for hiring external applicants into the NRO is adequate. NRO

senior management goes through an annual succession planning
exercise to assess personnel requirements for thc organization.
This exercise includes: identifying vacancies created by personnel
separations; determining external recruitment needs; projecting
internal reassign  allocating position cuts mandated by the

 organizations; and, planning professional development for
potential future program managers.

ft) Within both the Air Force and thc  external
recruitment for NRO positions is accomplished through the

 centralized  via classified and
unclassified channels. (b)(1)(c) (b)(3)  424

(FOUO) FINDING: NRO's internal reassignment process is inadequate because of the
inherent disparity of considering DoD rank-in-position candidates and CIA rank-in-person
candidates for the same positions.

(FOUO) The NRO's practice of announcing vacancies
 is hampered by thc inherent requirement to

satisfy both DoD and  position classification and promotion
procedures. Internal  of DoD personnel depend on
external DoD classification specialist  whereas

 to their  arc not dependent on
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 of position classification and their grade to fill a job.
this  the reassignment of a CIA  be more readily

 because there ure no promotion or budgetary (salary)
constraints relative lo the  The practice of
announcing certain vacancies to DoD and CIA  and

 fill these positions  conforming to the required
practices of the disparate personnel systems inherently restricts the
NRO's ability to select thc most  appropriate candidate for
the vacant posilion.

 RECOMMENDATION  Refer to the "Overall Recommendation" at the conclusion
of this section.

(TOUO) DNRO COMMENTS: 

Concur with caveat. The NRO's internal reassignment process is also limited by 
civilian directives requiring positions to be filled by members  parent organization (DoD in 
DoD billets, CIA in CIA billets). While the Finding is true, HRMG works diligently to overcome 
the identified constraints. Job announcements are opened up to all government employees 
assigned to the NRO when the requirements of the position allow for it, NRO leaiiership then 
works hard once the best qualified candidate is identified to work the slot issue. This means 
searching through the organization to find a vacant slot which can be matched to the selected 
person, and Transferring  slot to the hiring Directorate or Office. Constraints of thc various 
federal personnel systems and limited number of vacant positions does not ensure success in 
every instance. Since the "Overall Recommendation" is Recommendation 22. which says that 
the DNRO should establish  single NRO civilian personnel system, we must defer action on 
Recommendation  until this issue is resolved.  single personnel system is determined the 
appropriate solution to the NRO Personnel issue, the Finding will be resolved. If not. another 
corrective action will  proposed in follow-up and in place by  July

 EVALUATION OF DNRO COMMENTS: 

(TOUO) We consider the proposed actions of the DNRO to be responsive to the 
Recommendation.

 Management- (TOUO) Management-employee relations in thc area of
Employee Relations employee performance standards and appraisals is adequate. The

Employee Opinion Survey showed that S2 percent of the
respondents agreed that performance appraisals fairly and
accurately reflect their performance. Managers who have
subordinates belonging to different systems must be proficient
multiple appraisal  only the three civilian  but
several different military evaluation systems as well.  on
the various appraisal systems is offered by HRMG. but not all
managers have attended.
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 DoD  and their managers mutually establish
 based on the position  upon which to

determine the employee's performance work plan. DoD
employees have an  static appraisal cycle and ratings are
based on performance  measured against the standards defined in
the performance work plans. CIA employees are also expected to
perform to thc duties and responsibilities of their position
description and there should be ongoing dialogue between
employees and managers as to level of performance:
there is no requirement to develop written work plans. Thc
appraisal process for CIA is a  annual cycle based on
grade; ratings arc based on the performance of those duties und
responsibilities as defined in thc position description.

 Management-employee relations in thc  of
disciplinary actions is adequate. Thc NRO's unwritten policy
concerning disciplinary actions is to encourage resolution at
lowest possible  between employee and  regardless
of thc parent organization affiliation.  managers within
the  Air Force. Navy or  authority
issue letters of warning and/or reprimand and in  of adverse
work performance document unacceptable actions on the pan of
employees and any follow-on counseling.

 Disciplinary recommendations for DoD employees
arc forwarded by HRMG to the appropriate personnel management
organization for action. CIA  disciplinary issues arc

their security status. Otherwise. HRMG recommends the
appropriate CIA counseling forum.

 FINDING: Employee promotions and awards are correctly managed in
accordance with parent organization regulations. However, separate promotions and
awards systems do not contribute to a consolidated, cohesive  force.

ft©©©)  Thc regulatory differences between the rank-in-
position DoD work force and the rank-in-person CIA work force
result in a disparity between thc way promotions and awards are
administered in the NRO. DoD employees are nominated by their
NRO managers for  but thc employee's parent organization
actually approves thc award. Awards are tied to the annual
performance appraisal cycle and to fixed allocations and specific
budget limitations. DoD promotions must be appropriately
classified and approved prior to awarding  as
discussed  and arc also  personnel funding
constraints. CIA award and promotion authorities arc delegated to
designated organizational management levels. Each office director
has thc authority to promote up through thc grade of  in thc
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CIA  which uses a  cycle for promotions. CIA
awards are not tied to a performance cycle nor arc they subject to
thc severe budgetary constraints which are imposed on DoD
awards.

(U) RECOMMENDATION 20: Refer to the "Overall Recommendation" at the conclusion
of this section.

 DNRO COMMENTS: 

(V) Recommendation 20 is addressed in the NRO response to Recommendation 22. 

(U) Employee  Thc HRMG Training and Development Division provides
Training and training opportunities to all employees assigned to the NRO. The
Development staff considers its biggest challenge to be organizational

 with a particular focus on blending the parent
organization cultures. Such training initiatives as "Organization
Culture" and "Team Building" arc intended to bring all NRO-
assigned employees (both civilian and military) to a better
understanding of thc cultural differences of thc parent

(rOUO) FINDING: Employee training and development is inadequate to support
knowledge and skills development necessary for all employees to fulfill their duties.

 NRO docs not have a way to assess skill level
and needs of their employees so  can adequately plan for
future training. While  offices have developed their own
tailored professional  there is no  management
of training requirements.

 Parent organizations control the budgets and the
positions for program-related technical training and required career
development courses: the NRO is only a requestor  support.
While this works adequately for some skill  DoD and
CIA contracting officers  interviewed all had the proper level of
parent organization training-it  not provide sufficient training
to all NRO employees. Only 59 percent of DoD employees agreed
(and 27 percent disagreed) that there were sufficient training
opportunities  while  employees expressed a 73
percent agreement and a 15 percent disagreement  Thc Air
Force civilians wc spoke with  especially concerned about
their limited opportunities for training. Because there  no

69



 AN PERSONNEL 

MOAs  thc NRO and its  there is no
basis to determine whether each party is adequately supporting the
training system requirements. 

 RECOMMENDATION 21: The DNRO direct development and implementation
of an annual process to forecast, plan for, coordinate, and obtain needed training for NRO
employees. Actions to be completed by  July 1997.

 DNRO COMMENTS: 

 Concur. Implementation of the 1995 Training and Development Strategic Plan 
includes initiatives to provide a system for  ongoing training needs assessment to 
fulfil the NRO mission and facilitate realization of  performance  in  as 
part of an IC effort, the NRO recently identified core and supporting skills and related training 
required to accomplish the NRO mission. This  and thc NRO workforce analysis to
completed in early  will he used to identify NRO-wide training requirements and establish 
an annual systematic  process. Full implementation of this process is expected by
July 1997. 

 EVALUA TION OF DNRO COMMENTS: 

 We consider the proposed actions by  DNRO to be responsive to the 

 Personnel (TOUO) While thc personnel records services system is
Records Services meeting  needs of thc organization, it is not as effective as it

could be. Thc separate personnel management systems used by thc
CIA. Air Force and  coupled "with security
prohibit interoperability between the systems.  official
files arc maintained at thc parent organization: thc HRMG
maintains an employee file and a consolidated database of all its
employees on its Human Resources Management Information
System. While this provides centralized  management internal
to' thc NRO. it docs not interface with thc parent organization
systems and  requires  entry of data. Thc HRMG has no
process to verify data integrity between the systems. While dual
entry is inherently  the employee also must ensure that
records and data are accurate at both the parent organization and at
the NRO.

(TOUO) The NRO docs not  an adequate records review
process established to assist in maintaining records integrity. An
MOA between the NRO and its parent organizations could
enhance the effectiveness of these separate systems by requiring
periodic review in a usable format of the parent agency's records
and incorporating employee review into this cycle. While this
docs not resolve thc database interoperability  it specifics
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 for support and provides a mechanism to improve
accuracy of personnel records.

 MONITOR (U) An  monitoring program provides an organization
PERSONNEL with a way to determine  responsiveness and accuracy of
SUPPORT  as well as employee satisfaction with personnel processes.

It also furnishes an analysis tool to detect trends and anticipate
problems so that actions can be taken to improve

(FOUO) Thc NRO docs not monitor the quality or
responsiveness of support its employees receive from their external
parent  nor their employees' satisfaction with that
support.  found thc HRMG staff to be  technically
capable and enthusiastic to provide whatever personnel suppon
they could. In their role as facilitator between thc employee and
thc parent  they do not oversee how well support is
provided and cannot accurately assess when  should get
involved to expedite the  The laek of a review process for
employee  for  results in difficulty detecting
inconsistencies before  become

(FOUO) As discussed in thc "Training and Development"
section, thc NRO does not adequately monitor thc training needs
and requirements of its employees to ensure thc right type und
quantity of training is  Without a mechanism to monitor
employee  the NRO cannot accurately determine if it
has employees with thc proper skills to perform its mission. The
Management Services and Operations Office  should
develop and implement a process to monitor the NRO's personnel
support program.

 In our  continuation of separate civilian
personnel systems  not support the NRO goal of a
consolidated work  Comparisons between thc systems is
inevitable and our interviews and employee survey prove
employees perceive unfair treatment. While wc found each system
administered properly in its own right, perception is reality to an
employee. The administration of rank-in-person and rank-in-
position personnel systems is so different that it cannot be
equalized. If  DNRO wishes to achieve the stated  the
NRO must move toward a single  personnel system.

 OVERALL RECOMMENDATION 22: The DNRO include provisions for
establishing a single NRO civilian personnel system, implemented over a period of years, in
a new  MOA, as recommended in the "Authorities and Delegations" section.
Actions to be completed by 1 June 1997.

 DNRO COMMENTS: 

Concur with intent of Recommendation 22 to improve civilian personnel management 
and support.  the NRO is not prepared to commit to a single NRO civilian personnel 
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system at this time. Unresolved legislative packages and other IC reform initiatives are dynamic 
players in the current  environment. Additionally, the NRO's Jeremiah Panel is reviewing this 
specific  As with the NRO charier documents, once these political and administrative 
issues resolve, the NRO  include its personnel system recommendation in ihe SECDEF-DCI 
MOA and corresponding DoD Directive and DCI Directive (DCID). Target completion date is 

 July

(b)(3)  USC
4 2 4 ( b ) ( 5 )

(b)(3)  USC 424, (b)(5)

(b)(3)  USC 424, (b)(5)

(b)(3)  424, (b) (5)

(b)(3) 10 USC  (b)(5)
(FOUO)

 EVALUATION OF DNRO COMMENTS: 

 consider the proposed actions of the DNRO to be responsive to the 
Recommendation. Target  June 1997 as the completion  vice 31 July
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(U) M I L I T A R Y PERSONNEL

(U) BACKGROUND (U) Military  management programs typically include
processing personnel actions such as promotions and awards:
evaluating personnel performance: coordinating service directed
and professional development training: and providing separation
and transfer support and counseling. Many DoD components
sponsor joint activities and comply with  concerning joint
duty qualification. Title 10  thc 1300 series  DoD
Directives and Instructions and governing Service regulations
prescribe military personnel management.

(U) Service headquarters normally control the assignments
process using various forms of skill specialty  To ensure
proper skill  personnel require specific training at
particular points dependent on rank and skill specialty. This
training is managed at Service specific levels.

(FOUO) Thc original NRO Programs A. B. and C maintained
their own personnel staffs and relied on thc parent organizations to
provide support to them. Today, thc Military Personnel Division
(MPD) of the HRMG. serves as thc focal point for thc NRO
assignments process and provides tailored personnel suppon to thc
military personnel of thc NRO.

ft As of September 1.  the MPD provided service to an
NRO military staff totalling  Air
Army officers and enlisted  Thc NRO maintains no
Joint Duty Assignment List positions.

(FOUO) ISSUE: The NRO has technically adequate processes, mechanisms, and
management systems to support military personnel and meet the needs of the NRO:
however, the NRO needs to update Memoranda of Understanding and Agreement

 and monitor service provided to military personnel.

(rOUO) FINDING: The NRO lacks adequate and current
military personnel support responsibilities.

(U) ROLES AND
RESPONSIBILITIES

(U) Memoranda of
Understanding and
Agreement

(U) The NRO has MOUs and MOAs with the Departments of
the Navy und Army covering thc contribution of personnel to thc
NRO and functions to  performed by each organization.

 We found the NRO has not clearly established roles
and responsibilities through appropriate  and
Support Agreements regarding thc management and support of
assigned military personnel in accordance with DoD
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4000.19,  and  Support. Without
clear and current guidance on  organization provides what
functional  suppon systems cannot meet expectations of
the organizations or people involved.

ft*) A 9 July 1976 MOU with thc Assistant Secretary of thc
Navy (Installations and Logistics) defines thc relationship between
thc Navy Space Project. Program C. and thc NRO.  the
MOU does not address personnel support to any degree. Another
MOU from 1987. signed by the  Program C. and thc
Naval Security Group Command provides Naval support to the

 program. Thc MOUs do not reflect thc 1992 NRO
restructure and consolidation or a system of periodic review. Thc
significant changes since thc original memoranda leave
responsibility for Navy personnel support in question. (Note:
During the course of thc  the NRO and thc Navy
negotiating an MOU to  the responsibilities of each
organization for support services.)

ft*) An MOA with  Secretary  dated 30 June
1978. defines the interface between thc Army Space Program
Office and the NRO. It states thc Army  of Staff for
Operations provides personnel support, but docs not specify
further. While it specifically addresses officer support to NRO. it
fails to address enlisted support being provided. We found
indication of periodic review of this  document.

ft*) NRO personnel believe they do not require an
MOU/MOA with thc Air Force.  believe the designation of
thc DNRO as Assistant Secretary of thc Air Force (Space) and the
Director of Launch and SIGINT as thc Director. Secretary of thc
Air Force for Special Projects, provides adequate means of
obtaining Air Force suppon. An MOU/MOA with the Air Force
would  beneficial in covering the eventuality of these positions
not being dual-hatted.

 Thc NRO depends on parent Services to provide
support regarding professional military  skill specific
service  drug  and other programs. Thc NRO
maintains limited expertise in  areas to help their personnel.
Thc existing MOUs/MOAs do not address these functions and this
results in duplication of responsibility similar to that identified in
thc civilian personnel section. These responsibilities should be
clearly specified in the MOA or a separate support agreement that
provides more specific information.

 RECOMMENDATION 23: The DNRO designate and direct a Support
Agreements Manager to develop a single comprehensive agreement with each supporting
military organization in accordance with DoDI  Actions to be completed by 31
December 1997.

74  KEYHOLE



MILITARY PERSONNEL 

 DNRO COMMENTS: 

 Concur with the intent of the Finding and Recommendation 23. Reference earlier 
response to Recommendation 18. While the military systems are not effected by the single 
civilian personnel system  they may be effected by other on-going initiatives 
relative to the entire intelligence community (IC)  legislative and otherwise.
DNRO response to Recommendations I , 2. and 3.) Pending resolution of thc IC issues and 
appointment of a Support Agreements  negotiations of military personnel agreements 
will be accomplished by 31 July

 EVALUATION OF DNRO COMMENTS: 

(TOUO) We consider the proposed actions by the DNRO to be responsive to the 
Recommendation.  these actions are to be completed by  December  vice the 
proposed  July

 External
Relationships

(ll) Internal
Relationships

ft*) Thc MPD functions as thc NRO liaison  facilitator
between thc Service personnel support headquarters and the NRO
managers and personnel. The MPD works directly with thc 1 Uh
Support Wing at Boiling AFB and thc USAF Personnel Center at
Randolph  thc Space and Naval Warfare Systems Command

 and thc USAF Army Element within thc Army Office of
thc Deputy Chief of Staff for Operations.

 Thc Navy docs not have personnel professionals
assigned and located at thc NRO  unlike thc Air
Force and Army.  the Navy consolidates this function
within thc Space and Naval Warfare Systems Command and
maintains tighter service control of  filled NRO positions than
thc other services.  were told thc planned revision  NRO-
Navy MOU may provide for integrating Navy personnel specialists

 MPD similar to that of thc other

ft) Thc Deputy  HRMG. an Air Force  primarily
directs service and support to military personnel through the MPD.
The Chief. MPD. an Air Force  with a staff of civilian and
military  provides military personnel a centralized link

 unclassified parent Services.

(rOUO) Like thc civilian personnel  thc MPD uses the
Human Resource Management Information System to track
military  Thc limitations of this  as enumerated
in the  personnel  exist regarding military
personnel. While the system meets thc needs of the organization,
it is inherently inefficient  to  entry of data. Parent
organizations maintain employee official files  while the
HRMG maintains a file system with duplicate information.

(TOUO) Thc NRO  not  an adequate records review
process established to assist in maintaining records integrity. An

 K E Y H O L E 75



MILITARY PERSONNEL 

MOA  thc NRO and thc personnel parent organizations
could enhance the effectiveness of these separate  by
requiring periodic review in a usable format of thc parent agency's
records and incorporating employee review into this cycle. While
this would not resolve database  it would
reasonably ensure personnel record accuracy.

 Assignments (rOUO) Processes used for filling position vacancies depend
Process on the Service designated for thc position. The NRO obtains

listings of  requirements from thc Service focal
points and makes some by-name-requests based on information
from currently assigned personnel. Thc NRO or the Service makes
appropriate preliminary security background  The NRO
then makes a selection and  Service focal point serves as the
interface to  thc person assigned.

 personnel questioned thc  for Service
assignment personnel to  BYEMAN cleared. While thc need for
BYEMAN cleared individuals at the assignments locations may be
beneficial to  a review of security criteria indicated
establishment of personnel qualifications should not require thc
BYEMAN caveat.

(POUO1) Wc found the internal processes  by thc NRO for
assigning personnel within thc NRO met thc needs of the
organization and thc personnel.  interviews indicated thc
Navy exerts  control  personnel position management
than* thc other services making some moves more difficult. We
found no significant impact from this:  the NRO could
clarify this issue in thc recommended MOU'MOA revision.

(TOUO) Thc NRO elected not to implement joint officer
management provisions of the  Act because

 thought thc provisions would impede accession and retention
of personnel in thc NRO. In 1992. the NRO revised that decision
and in a  August 1992 DNRO memorandum requested
DEPSECDEF to approve 50 percent of NRO military officer
positions  Joint Duty Assignment List. Thc Joint Chiefs of Staff
imposed a moratorium before DEPSECDEF  a decision.
May 1995. thc NRO addressed thc issue again with a 
memorandum from the DDMS to the Director. Manpower and
Personnel. Joint Chiefs of  asking for 19 positions on the
Joint Duty Assignment List. This request is being  pending
further review of the Joint Duty Assignment List and processes
involved. Joint duty assignments within thc NRO would benefit
the organization and thc Services by providing superior talent to
thc NRO and officers with better understanding of satellite
intelligence capabilities to the Services.

(FOUO) Thc HRMG makes training available to thc managers
and supervisors of military personnel covering thc different aspects
of career  promotion and award
recommendation  and disciplinary systems.

 Management
Training on Military
Personnel Needs
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(rOUO) Wc found thc NRO docs not maintain a  to
ensure managers and  understand the impacts of their
actions regarding military personnel. The NRO docs  maintain
policy on. or a system to track, who receives or needs this training.

(TOUO) Interviews indicated senior management. HRMG
 and military personnel assigned  concerned about this

issue. Some civilian supervisors do not clearly understand the
needs of military personnel regarding performance appraisals and
awards and decorations policy and  actions
significantly impacting military careers and promotions. Thc
HRMG should develop and implement a policy on and a 
mechanism to track training provided to supervisors of military
personnel on military personnel management matters.

 MONITOR (TOUO) The NRO does not maintain a process to cvaiuatc or
SERVICE monitor the quality of services provided to military personnel

assigned to the NRO. Establishing such processes or methods
would provide several benefits to the NRO.  they would
provide a basis for determining the staffing needs of  MPD.
Second, they would provide a basis for knowing when and what
changes arc needed in the  with the services.

 would provide a basis for determining information needed by
 supervisors or military supervisors of other

Thc HRMG should develop and implement a proecss to monitor
thc quality of services provided NRO military personnel by the
MPD and Military Serviees.
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LOGISTICS & SUPPLY 

(U) L O G I S T I C S AND SUPPLY

(II) BACKGROUND (U) We  logistics and supply management as the

communications. data processing. property
 and personnel  to  or manage  to

thc organization. An adequate program ensures logistical and
supply support requirements arc fulfilled in thc requested
frame and at thc expected costs. It also contains a mechanism to
ensure accountability for that property and equipment.

ft*) Thc  provides logistical support to thc NRO
headquarters facilities through thc Facilities  the
Property  Office. Thc NRO (b)(1)(c) (b)(3)  USC

424

 ISSUE: The NRO logistics and supply  system is generally
adequate; however, it lacks a property accountability system and has some shortcomings
in verification of GSA Fleet Vehicle credit card charges.

 ROLES AND
RESPONSIBILITIES

ft*) Roles and responsibilities  adequately defined in
standard operations procedures, position  statements
of work with thc  and staff  They  also
defined in publications such as  Logistics Plans.

 Customer Suppon  and the
 Computer Supplies Manual.(b)(1)(c) (b)(3)  USC 424

ftfB) The Facilities Suppon Group is
 and  for NRO activities OSD - (b)(1) EO

 Section
Most support

contracted services with""(b)(1)(c)
requirements arc provided through

as thc NRO's prime contractor.

 Thc Property Management Office controls and manages
 Furnished Equipment and Contractor Acquired

Property. This responsibilityincludes  redistribution.
and disposal authority.

 13526
Section 3.3(1)

 - (b)(1) EO 13526 Section 3.3(1)
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(b)(1) EO 13526 Section 3.3(1)

[OSD - (b)(1) EO  Section 3.3(1)

(U) REQUIREMENTS
IDENTIFICATION
AND FULFILLMENT

(U) Logistical and
 Support

Requirements

(U) Transportation
Requirements

(FOUO) Thc  for official business ground transportation is
 through a fleet of General Services Administration (GSA)-

ieased vehicles. Employees reserve vehicles through an on-line
system. A rental  the keys and a  Fleet Credit Card
for gasoline purchases arc picked up from the Logistics Officer.

 and ending odometer readings are noted, along with
status. Credit receipts arc turned in with thc keys at the
completion of thc trip. Thc credit card receipts are collected and
forwarded monthly to GSA.

 FINDING: The NRO does not have a mechanism to verify GSA Fleet Vehicle
credit card charges.

 Thc NRO leases approximately  vehicles through
the GSA. Interviews with personnel in charge of NRO vehicles
indicated  do not verify credit card receipts. The responsible
personnel collect and forward thc credit card receipts once a month
and annotate thc ending mileage and other information for
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vehicle into an automated database system. There is no internal
control in place to  that credit cards are  in accordance
with GSA rules and guidelines.

 RECOMMENDATION 24: The DNRO direct development and implementation
of processes to verify credit card charges on GSA Fleet Vehicles. Actions to be completed
by 1 October 1996.

 DNRO COMMENTS: 

(POUO) Concur with caveat. While the NRO does not currently have a mechanism to verify 
GSA Fleet credit card charges,  has a comprehensive, automated database for tracking GSA 
Fleet Vehicle use. The NRO will review and modify as necessary its leased vehicle monitoring 
process, to include periodically verifying credit card use. Corrective action will be complete by 
 October

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions of the DNRO to be responsive to the 

( rOUO) RECOMMENDATION 25: The DNRO direct the NRO Inspector General to
conduct an audit of the GSA Fleet Vehicle and credit card usage. The audit to be
completed by 1 April 1997.

(rOUO) DNRO COMMENTS: 

 Concur. NRO/IG will audit GSA Fleet Vehicie and credit card use by  June 1997. 

 EVALUATION OF MANAGEMENT COMMENTS: 

(POUO) We consider the proposed actions of the DNRO to be responsive to the 
Recommendation. Unless constrained by resources or priorities, the NRO/IG audit should be 
completed no later than 1 April 1997. 

(U) Responsiveness ft We interviewed personnel to determine i f they received thc
to Needs required support in thc requested time frames and at the expected
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cost. Each person interviewed expressed a high  of
satisfaction regarding the support that is  by the Facilities
Support  as well as external support organizations. In
addition, we reviewed a listing which contained all of the requests
for logistical and supply support services in FY 95 and found thc
requirements were fulfilled on or before thc required time frame
and at the expected cost.

(FOUO) FINDING: The NRO does not have a property accountability program.

(U) PROPERTY
MANAGEMENT

TO©0)Lackof
Published Property
Management
Procedures

(rOUO)  NRO docs not have a property accountability
program because it lacks a published property management

 does not have an established property book
and does not have a comprehensive Government Furnished
Equipment and Contractor Acquired Property follow-up process.
As a result of not having a precise count of NRO-owned  thc
NRO cannot accurately meet its reporting requirements to
Congress.

 Thc NRO does not have a published procedure to
implement a property accountability system. Thc March
draft  Property Management Procedures Document has not

 finalized and implemented. This document assigns
responsibilities and defines criteria for property management and
accountability. Only the Reviewing Officer and the Property
Manager have been  and this done

(U) No Property
Book Account
Established

 The NRO docs not have a property book account
which would provide a physical record of all NRO assets. In an
effort to establish a property book, the flffljjH contractor
developed a database of all accountable property oh which they
had a record back  90. However this generally only includes
property for which  source of supply. There has
not been a  of this listing and it docs not
include property which came under NRO's control as a result of
the program consolidation. The contractor provides quarterly
reports to thc  from this data base.

ft) Thc NRO excludes furniture and safes from the
database because they are not accountable property flPIfPPIffiffll

 for  95 alone the
 furniture. Thc database also does
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not  all NRO  data processing equipment. The
ITG maintains an inventory list of automated data processing
equipment and was conducting a 100 percent physical inventory at
the  of this inspection.  no process exists to integrate
this information into the  accountability reports.

(FOUO) Inaccurate
Database Used to
Report to Congress

(U) Accountability
for Government
Furnished
Equipment and
Contractor
Acquired Property

(FOUO) Thc Chief Financial Officers Act and reporting
requirements mandated by the OMB, thc Department of
and thc Congress require agencies to maintain accurate inventory
records. Since the NRO does not have a property accountability
system and has not conducted a 100 percent physical inventory, it
cannot accurately report on NRO-owned assets and is,
not satisfying its reporting requirements.

ft) We found the NRO Property Management Office maintains
a well established process to identify and track Government
Furnished Equipment and Contractor Acquired Property in
accordance with the FAR. Part 45.  wc found thc process
to track disposition instructions for Government Furnished
Equipment and Contractor Acquired Property lacks strong, timely
follow-up action to ensure contractors implement instructions. We
reviewed Plant Clearance Reports for FY 92,  and 94 to
determine how many eases were still open and the dollar value of
equipment and property associated with those cases. The results of
our review follow:

FY
92
93
94

Total Cases Open Cases Open Case Value
(b)(1)(c) (b)(3)  USC 424

ft If thc Property Management Office does not follow-up with
contractors regarding thc disposition of government equipment, the
government loses active  of both thc equipment and thc
monetary value  to depreciation of those assets. It also creates
an atmosphere conducive to lost visibility which easily results in
thc loss of the government's property and equipment.

(FOUO) RECOMMENDATION 26: The DNRO direct development and implementation
of a property accountability system including physical inventory requirements and
periodic reconciliation with property records. Actions to be completed by  March 1997.

 COMMENTS: 

 Concur. A draft NRO Headquarters Facility Property  plan is complete, 
and a 100% physical inventory  be scheduled once  collocation is complete. 
Actions regarding this Recommendation  be complete  March 1997. 
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 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions of the DNRO to be responsive to the 
Recommendation.

(FOUO) RECOMMENDATION 27: The DNRO direct development and implementation
of an effective Government Furnished Equipment and Contractor Acquired Property
follow-up system to ensure disposition instructions are  out. Actions to be
completed by  October 1996.

 DNRO COMMENTS: 

 Concur. We  the weakness in the follow-up system is that an inadequate number o f 
people are available to perform follow-up actions. To better  property disposition 
instructions are carried out by its  the NRO will increase the number of Plant 
Clearance Specialists from two to four. We expect to have new staff in place by  July 1996. 

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions of the DNRO to be partially responsive to the 
Recommendation. The actions proposed by DNRO to increase thc number of Plant Clearance 
Specialists will be helpful in facilitating property disposition follow-up. However,  needed is 
thc implementation of a system to ensure follow-up on property disposition

 system is to be accomplished by  October 1996. 

(POUO) RECOMMENDATION 28: The DNRO direct the  to perform an audit of
property accountability with specific focus on determining if accountable property can be

 Action to be completed by 1 October 1997.

 DNRO COMMENTS: 

 Concur.  will audit property accountability by 30 June 1997. 

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions of the DNRO to be responsive to the 
Recommendation. Actions to he completed by  October
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(U) E Q U A L E M P L O Y M E N T OPPORTUNITY PROGRAM

(U) BACKGROUND (U)  Order 11478. 8 August 1969. requires the
 and agencies to "establish and maintain an

affirmative  of equal employment opportunity for all
civilian employees " lt states the EEO policy must  an
integral part of all aspects of personnel policy and practice in thc

 und treatment of all
Federal Government civilians. Agencies must provide sufficient
resources to  such programs and provide training and
advice to managers and supervisors to assure their understanding
and implementation  policy. Agencies also must provide

 system for periodically evaluating thc effectiveness of
their program in meeting thc Executive Order policy,

(U) Title 29. Code of Federal Regulations (C.F.R.), Section
 establishes the policy and responsibilities in federal agencies

for implementing an affirmative employment program. It states
each agency shall:

- Develop  procedures and regulations to  out its
program:

- Regularly appraise operations to assure conformity with 29
C.F.R.

- Designate an EEO Director and diversity managers:

- Make written materials available throughout thc work
place:

- Ensure full cooperation by employees: and

- Publicize and post  phone  and office
addresses of EEO

(U) DoDD 1440.1. 21 May 1987. established thc Civilian
Equal Employment  Program within DoD and
prescribes implementing policies to include diversity in their
affirmative action  consistent with guidance  the
U.S. Equal Employment Opportunity Commission. Office of
Personnel  and  DoD Human Goals Charter.

(U) Likewise. DoDD 1350.2. 18 August  expanded the
EEO policy to military personnel and regulated  Military Equal
Opportunity Program while establishing DoD-wide standards for
discrimination complaint processing and resolution. It requires
agencies to develop policies to prevent unlawful discrimination
and sexual harassment and prominently post and enforce  to
provide qualified EEO  and to establish local hot

 to provide  processing information.
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(FOUO) ISSUE: The NRO does not have an Equal  Opportunity Program.

(U) POLICIES AND  The NRO's primary EEO  is to act as a facilitator
PROCEDURES  employees and parent organizations  Army, Navy

and Air Force). Employees with EEO related issues may go
directly to thc parent organization or obtain information on where
to go from thc HRMG personnel officials.

(POTTO) FINDING: The NRO lacks an EEO program meeting employee needs in
accordance with DoD and CIA requirements.

 Thc NRO docs not  an EEO program. Senior
NRO management contends thc EEO needs of all  are
adequately  by thc parent organizations and additional
NRO resources in this area would be wasteful. Senior NRO
managers also stated appropriate parent organization officials
would be granted access into thc NRO facilities to conduct any
investigation or fact finding related to an EEO complaint.

 thc current  do not address if or how this
service would be provided or conducted.

(FOUO) Thc absence of an EEO program places thc NRO in
violation of DoDD  and 1350.2. It is not a compelling
argument to claim that NRO employees have the same
opportunities as other DoD employees for EEO support. Thc NRO
does not have a Director of EEO to bring discrimination and
harassment issues to thc attention of senior management nor
diversity managers to publicize thc contributions of minorities.
Wc judge NRO employees do not have ready access to thc
appropriate full range of EEO support required.

 Based on responses to our employee opinion
we found NRO employees do have EEO concerns needing NRO
management attention. Survey responses indicate minorities and

 "civilians find the NRO deficient in providing a strong
commitment to EEO efforts and in being treated fairly
promotions and assignments. The  of an NRO EEO program
has contributed to the employee perceptions cited

Interviews  NRO employees revealed they had inaccurate
or incomplete information about their EEO  Wc
attribute this, in  to the lack of readily available information
on EEO for NRO employees. Employees interviewed were
unclear if thc NRO had an EEO policy as they had not seen any
EEO information published or posted on bulletin boards.



ft©©€)
Survey Response*

 practices
demonstrate a strong
commitment to creating
and maintaining an

 culturally
diverse work force.

All NRO

DoD Civ

 agree
21% disagree

 agree
29% disagree
48% agree
33% disagree

People in  NRO are
treated
regarding promotions.

 NRO

Front Off

Minority

DoD Civ

58% agree
21% disagree
43% agree
33% disagree
48% agree
27% disagree

 agree
44% disagree

People in thc NRO are
treated fairly
regarding assignments.

All NRO

Minority

DoD Civ

60% agree
20% disagree

 agree
24% disagree
44% agree
28% disagree

* Neutral responses not reflected.

We found thc NRO made an effort to augment  EEO
training provided by the parent organizations. HRMG personnel

 including sexual harassment prevention
training, was accomplished  with training
meeting thc guidelines of thc parent organizations.
inspection of training records showed no record of completion.

We found thc NRO maintains no processes or mechanisms to
monitor thc effectiveness of EEO policies. HRMG officials stated
the NRO has not established a mechanism to track EEO employee
complaint data. While thc parent organizations maintain
arc not provided to HRMG without a specific request. Without a 
formal monitoring mechanism NRO management is unable to

 or rcpon thc ctTcctivencss of thc EEO support
provided by the parent  or their internal training.
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(FOUO) RECOMMENDATION 29: The DNRO direct development and implementation
of an NRO EEO program in full compliance with DoD Directives 1440.1 and 1350.2 and
applicable  requirements. Actions to be completed by 29 November

 DNRO COMMENTS: 

 Concur. A  for the new NRO EEO Office will be identified by  May  and 
an NRO EEO Program should he fully implemented by 29 November

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions of the DNRO to be responsive to the 
Recommendation.
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(U) S E C U R I T Y

 BACKGROUND (U) Organizations should base good security environments on
well defined security policies and  roles and
responsibilities, and oversight mechanisms at each level of thc
organization. To be thorough the program should address core
disciplines of physical  personnel  information

 communications  and operations security.
Depending on the  the disciplines of industrial
security and AIS security may be added. Because of the extensive

 of AIS within thc NRO, wc address AIS security in thc
following section of the report.

(U) DCI Security (U) The NRO follows DCI security policy and guidance "to
Policy Followed maintain a uniform system in thc whole National Reconnaissance

Program  as stipulated in thc Agreement For Reorganization
of the National Reconnaissance  dated  August
between the DCI and thc DEPSECDEF. This agreement follows
thc provisions of the National  Act of 1947. which
establishes the responsibility of the DCI for protection of
intelligence sources and methods.  the NRO uses thc
following  as thc basis for security policies and guidance:

 DCID  Security Controls on the Dissemination of
 Information

-  4: Personal Security Standards and Procedures
Governing Eligibility for Access to Sensitive
Compartmented Information

- DCID  Security Policy for Protection of
Information Systems and Networks

- DCID  Security Policy for Sensitive
' Compartmented Information

- DCID 1/20 Security Policy Conceming Travel and
Assignment of Personnel with Access to Sensitive
Compartmented Information

- DCID  U.S.  Community Physical
Security Standards for Sensitive Compartment Information
Facilities

- DCID 1/22 Technical Surveillance Countermeasures

 Thc NRO uses thc TALENT-KEYHOLE and BYEMAN

 TALENT



OSD - (b)(1) EO  Section 3.3(1)

(U) NRO Security
Staff Structure

ft*) Thc NRO  staff structure has changed
significantly over thc last  years. Thc  restructure
study determined security management was fragmented and
uncoordinated with  separate program offices operating in a 
highly compartmented and segregated manner. The program
security offices provided  and

 As a result of this and other security
management  thc NRO moved away from risk
a high cost  to a  cost-saving, and

 philosophy of risk management. In conjunction with
this philosophy, thc NRO reduced the
information access structure to a simplified BYEMAN
compartment in February

ft*) Thc NRO intended thc restructure to provide common
security support services to all parts  including

 and contractor ODerations.  13526
Section 3.3(1)

ft) The Director of thc Office of Security (DOS) provides the
NRO core corporate level security services. Under the Director.
thc Deputy DOS supervises the Deputy Director for Security
(b)(1)(c) (b)(3) 10  424

The Deputy Director for Security

serve as
makers.

 These
focal points to external  security policy

ft) Thc three directorates and major offices under thc DNRO
 maintain separate security staffs. Thc Program Security

Chiefs of these staffs report to thc  of thc directorate or office
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and not to the DOS. Thc  staffs  the corporate
level security policies and  develop directorate/office
level security polices and  and provide primary security
direction and oversight of thc various programs and projects for
both govemment and contractor personnel and facilities. They
also serve as the directorate/office focal point for interfacing with
thc Office of Security.

(U) The NRO leadership proudly states it maintains a very
close working  a  with its
contractor  regarding security. Thc NRO involves contractor
representatives in determining  impact of proposed changes to
security requirements in order to manage costs  achieving
necessary security.

(POUO) ISSUE: The NRO has adequate processes to manage security requirements:
however, mechanisms used to provide basic security policy guidance, establish
responsibilities, and monitor performance need significant improvement.

 POLICIES AND
PROCEDURES

 Basic Policy

ft*) The NRO cites several types of documents for
establishing security policies and procedures as  as providing
direction and guidance to government employees and contractors.
OSD - (b)(1) EO 13526 Section 3.3(1)

OSD - (b)(1) EO 13526 Section 3.3(1) BYEMAN
Manual

(U) Flexibility Key
at Sites

(S/B

ft*) At  thc NRO  on  security
policies and  and in many cases on the  of thc
local security officials which provide cover. Because of  the
NRO must be flexible in external facility security requirements.
Thc NRO depends on MOU/MOAs. as  as close working

 for security  iointh
staffed by thc NRO and (b)(1)(c) (b)(3)  USC 424

ft*) The NRO policy determination process incorporates
input from  thc Office of  and
directorate and senior NRO management through the DOS Senior
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OSD - (b)(1) EO 13526 Section 3.3(1)

 - (b)(1) EO  Section 3.3(1) Team
Perspective

(ll) FINDING: Corporate security policies and procedures are not clearly defined and do
not provide a sound basis on which to establish roles and

 CONFLICTING ftft Wc found confusion about the  and applicability
GUIDANCE of the NRO/NRP Directives regarding security. Thc NRO

provided  as being current and wc confirmed this through
other offices.  thc Office of Security stated three of them

 superseded by other guidance and none of  were widely
available. The Directives conflicted with NRO  Policy
Directives and Notices and the BSM. Numerous classification
guides in varying stages of update provide fertile ground for
confusion on whether material is Sensitive Compartmented
Information (SCI) or not and what level of classification applies.
No clear policy or procedure exists to determine document
supersession or precedence.

ft*) BYEMAN
Manual
Applicability Not
Clear

 - (b)(1) EO  Section 3.3(1)

• 1 

(U) Complex ftft Thc NRO moved from a system with multiple
Classification Guide compartmented information systems to an overall single
System BYEMAN compartment in February 1994. The NRO  "be

recognized for making significant advances in reducing
information compartmentation and increasing dissemination of
information since that time.  significant opportunity for
further progress lies ahead.

ft*) Thc NRO publishes multiple classification guides: the
NRO Classification  directorate level Security Classification



(b)(1)(c) Classification  for
 material. For NRO personnel and contractors with

wider  thc current system is  contributes to
information  and lost productivity. 

 - (b)(1) EO 13526 Section 3.3(1) Over-
Classification and
Compartmentation

 Thc majority  documents wc reviewed lacked
declassification  Wc judged this resulted from the
highly sensitive nature of thc  where people inferred
declassification unlikely or found it difficult to  and a 
lack of management attention. Presidential Executive Order

 Classification and Protection of National Security
 requires thc NRO to determine declassification needs

on an extremely large amount of classified  with a 
significant amount  or approaching the timelines for required

 In November  the DNRO
established thc Information Declassification Review Center to
develop a systematic method of addressing this

(9*) Thc over-classification and compartmentation listed
above inhibits needed  flow communication between thc NRO
and activities needing information from thc NRO. Interviews
conducted with senior DoD. CIA. and NRO officials revealed
indications thc NRO sometimes uses security classifications as a 
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policy  rather  a protection mechanism. We found
case where the NRO inhibited information sharing on
and simulation systems with other DoD  use of the
BYEMAN caveat.

ft*) Decisive
BYEMAN Definition
Needed

ft*) A method of clearly defining BYEMAN materia) docs
not exist.  thc  and NRO/IG Joint Inspection of
BYEMAN Security Management pointed out "an urgent need" for
a definition of BYEMAN, The DCI directed a  thc NRO
published it as "NRO Protection Review 'What is  in
November 1992. Thc study concluded less information must
reside in thc BYEMAN Control  but does not provide a 
methodology to achieve this goal.
used to define BYEMAN material. They include:
OSD - (b)(1) EO 13526 Section 3.3(1)

<U) No Systematic
Document Change
Process or

 System

 Lack of
Available
Documentation

Applying these criteria to documents wc  determined
a significant number did not  thc compartmentation criteria.

ft**) No consistent process exists for formalizing changes to
NRO security  for communicating these changes to the
NRO and contractor  or to ensure changes" become
effective. Thc 1992  and NRO/IG Joint  of
BYEMAN Security Management made a similar finding. Their 
finding focused on establishing and staffing an office to centralize
planning and coordinate security policy changes. Despite this, the
NRO docs not have  established supersession or precedence
system in effect so personnel can determine thc  valid
guidance. In November 1995. the DNRO created thc Information
Management Group and charged them with developing a 
mechanism to provide this guidance for thc organization.

OSD - (b)(1) EO 13526 Section 3.3(1)
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SECURITY

 Memoranda of
Understanding & 
Agreement Need
Clarification

 The NRO  to ensure development and
implementation of clear and specific MOU/MOA for security
management at ground  jointly operated with other
agencies. One  member found problems previously occurred
with access rights of non-NRO personnel needing to conduct
requited activities. The team also determined significant
operational security differences arose between thc NRO and
another agency regarding  and equipment
access at" another location. To avoid such security issues.
MOU/MOA documents must clearly define the policies and

 roles and  and methods all involved
organizations will use to ensure appropriate security.

 RECOMMENDATION 30: The DNRO direct development and implementation
of a process to provide NRO employees access to  complete and current set of security
policy documents and an appropriate sub-set of these to contractors. Actions to be
completed by 30 November 1996.

 DNRO COMMENTS: 

 FOUO) Concur. Recommendation 30 is accepted and has been accomplished. All security 
reference materials  Executive Orders, NRO Classification  etc.) are available to 
NRO personnel and internal contractors on the NRO network in an application entitled 
STARgazer. To ensure that the STARgazer remains  the NRO will prepare and 
implement a process to ensure periodic review of the security documents. This procedure will be 
implemented by 30 November

 EVALUATION OF DNRO COMMENTS: 

 FOUO) We consider the proposed actions by the DNRO to  responsive to the 
Recommendation.

(TOCO) RECOMMENDATION  The DNRO direct a complete  and revision of
current  security documentation for consistency of policy and clarity of
applicability. Actions to be completed by  September 1996.

\
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SECURITY

(TOUO) DNRO COMMENTS: 

(FOUO)  is accepted and has been accomplished. Changes resulting from 
the NRO Declassification Review and Executive Orders impacting

 and requirements for access to classified information have been incorporated 
into appropriate notification and training for NRO personnel. Director. NRO
distributed a 19 April 1996 memorandum to all NRO Security personnel highlighting current 
authorities that formally supersede historical security notices and procedures (identified as NRP 
Directives 1. 4.  5) noted in the report. 

 EVALUATION  DNRO COMMENTS: 

 We consider the actions taken by the DNRO to be responsive to the Recommendation. 

 RECOMMENDATION 32: The DNRO direct development and implementation
of a systematic process of NRO document management. Actions to be completed bv 31
August

 DNRO COMMENTS: 

 Concur, The NRO's Management Serviees and Operations  is developing a 
document management  This system  he administered by MS&O's Information 
Management Group and will  implemented by  July 1996. 

 EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions by the DNRO to be responsive to the 
Recommendation.

 RECOMMENDATION 33: The DNRO propose, coordinate, and implement clear
policy on how to distinguish BYEMAN information from other SCI and collateral classified
information. Actions to be completed by 1 June

 DNRO COMMENTS: 

 Concur. A recently developed NRO sponsored classification methodology known as the 
Decision Tool, has become the standard for use in reaching classification guide evaluations. 
This Decision Tool and the resulting classification review of all NRO program information will 
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provide the basis for clear written policy defining what constitutes BYEMAN
implementation of the revised classification policy requires review and update of each NRO 
program's classification guide. Because these guides are contractual  their change 
requires contractual modifications which may include contract cost  Because full 
implementation of this Recommendation cannot be claimed until appropriate contractual 
modifications are in  the target completion  for this  is June

 EVALUATION OF DNRO COMMENTS: 

ftft  consider rhe proposed actions of the DNRO to  partially responsive to thc 
OSD - (b)(1) EO 13526 Section 3.3(1)

 ROLES AND
RESPONSIBILITIES

 Office Of
Security

 wc found well-trained and motivated security
personnel. Their abilities and wealth of security
combined with thc flexibility of NRO. make the system work
despite the noted deficiencies. Similar to the other functional

 we found personnel focused on meeting organizational
mission end-goals of timely acquisition,  and operation of
satellites,

 DNRO memorandum. Restructure of National
Reconnaissance Office  dated 5 September  specifies
thc duties and reporting chain of primary Office of Security
personnel as  as the divisions and branches within thc office.
The duties specified cover all the security disciplines mentioned
above. Thc memorandum specifically tasks thc DOS to:

- Serve as principal security advisor to thc DNRO:

- Chair thc NRO Security Panel:

- Represent the DNRO on thc U.S. Security Policy Board's
Policy Integration Committee: and

-  in concert with program directors, consistent
security policy,  and implementation throughout
the NRO.

ft Thc memorandum also authorizes the DOS to reorganize
the office as  excepting for program security  to
better serve the NRO needs.  it eliminates thc position of
Director of thc NRO Security Center in favor of thc position of
Deputy Director of Security. Wc found this action also dissolved
thc former NRO Security Center, but  the divisional
responsibilities as described in the background information.

fifffTRFT  I KMT K E Y H O L E



SECURITY

 Program
Security Staffs

(TOUO) Thc DNRO  program security
staffs report directly to their program directors and  the
programs multi-disciplinary security policy guidance and support
services. In  it charges thc program security staffs with

 training their security personnel to ensure
consistent NRO security policy  A review of thc
program security staffs indicated  provide security guidance
covering all the security disciplines mentioned above.

(5) The DNRO memorandum establishes the purpose and
membership of  NRO Security Panel. This panel
coordinates, and promulgates security policies relevant to NRO
programs. Thc NRO Security Panel includes observer membership

 the CIO. and the CIA
 Meetings are also  to

 within the NRO.

ft To facilitate resolution of security policy and
implementation  the DOS formed the DOS Senior
Management  which operates as a working group to staff
security issues.  includes most of the  people of the NRO
Security Panel plus representatives of thc Deputy Director for
Security Policy and Operational Suppon  excludes
the external  representatives.

 - (b)(1) EO  Section 3.3(1)

(U) Security (U) Thc Office of Security publishes a monthly newsletter to
 Forums help keep employees informed of security procedures and their

responsibilities.  provide employees the NRO Security
Reference Guide in softcopy on thc  to assist  in
determining where to go with security questions. This guide
numerous subject areas along with a focal point for
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 FINDING: The NRO security guidance is not readily available and lacks clear
applicability to government employees so they can determine their roles and
responsibilities.

ft*) The BSM docs not  apply to govemment
personnel and facilities. Due to thc lack of clarity in the BSM and
conflicting  provided by other security
government "personnel lack clearly documented and defined
security responsibilities.

(TOUO) Wc found no consistent process of communicating
security roles and responsibilities to the personnel of the Office of

 program security  and personnel of the NRO.
While the September 1995 DNRO memorandum provided clear
and consistent overarching guidance to the Office of Security and
program security  below this level wc found varying degrees
of specificity. Some elements of thc Office of Security maintain
extremely well-developed Operating Instructions for reference by
their personnel which clearly define lower level

 and responsibilities; other elements do not
maintain similar documented

[OSD - (b)(1) EO  Section 3.3(1)

 RECOMMENDATION 34: The DNRO direct development and implementation
of clearly defined roles and responsibilities for NRO security personnel and NRO
employees. Actions to be completed by 1 December 1996.

(FOUO) DNRO COMMENTS: 

ftft Concur with caveat. While not  documented, NRO personnel are taught their 
responsibilities in security  training classes, and security awareness efforts. 
OSD - (b)(1) EO  Section 3.3(1)

 OF DNRO COMMENTS: 

Wc consider the proposed  by the DNRO to be responsive to the 
R
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SECURITY' \

 MONITORING  DOS employs various mechanisms to monitor thc
MECHANISMS  provided so that security practices remain

thc desired goals and  and focus on meeting thc NRO
mission.

(TOUO) The September 1995 DNRO Memorandum charges
the DOS with reviewing and assessing security procedures und
personnel resources necessary to implement security policies
throughout thc NRO. It further charges thc DOS with providing
NRO program Directors with annual assessments of security
programs Implemented by their security chiefs. As this is a recent

 could not determine thc effectiveness of this
mechanism.

(POUO) Thc DOS established a schedule of semi-annual
formal reviews of the directorate security plans

 and maintained for their programs and projects.
These include accomplishments, specific goals and initiatives for
thc following  security  cost-saving proposals
and pertinent management issues. In  the DOS initiated
presentations by  the various  contractor security
representatives to brief program specific activities from the
contractor perspective.

[OSD - (b)(1) EO  Section 3.3(1)

(FOUO) FINDING: The DOS and Directorates do not routinely use a system of
performance measures on which to base decisions and changes to security policy.

ft Corporate security managers indicated they provide
oversight of their respective areas by exception. Nearly all
managers interviewed stated they empower their employees to
perfonn and employees inform  if a problem exists. Outside
of the Personnel Security  wc found very few managers
use performance indicator data from subordinate work centers on
which to base decisions. The security personnel at all levels lack
thc  of performance measures necessary to fulfill an adequate

 adequate oversight  or future
organizational needs to meet GPRA
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[OSD - (b)(1) EO 13526 Section 3.3(1)

[OSD - (b)(1) EO 13526 Section 3.3(1)

SECURITY

(S/B

(TOUO) RECOMMENDATION 35: The DNRO direct development and implementation
of security performance measurements for security management functions that meet the
needs of an adequate IMC program and will meet GPRA requirements. Actions to be
completed by 1 October 1996.

 DNRO COMMENTS: 

 NRO Security will develop an IMC plan which incorporates
measurements as a key tenet. This plan will be in place by 1 October 1996. NRO Security will 
establish a working group to address security violation and incident reporting  noted 
in thc report. The targeted date  completion  task is 31 December 1996. 

 EVALUATION OF DNRO COMMENTS: 

 Wc consider the proposed actions by thc DNRO to be partially responsive to thc 
Recommendation. The performance measurements developed from this Recommendation should 

 in support of thc corporate  performance measurements ro  developed in accordance 
with Recommendation 9. 

UK)  K E Y H O L E



AIS SECURITY 

(U) AUTOMATED INFORMATION S Y S T E M (AIS) S E C U R I T Y

(U) BACKGROUND (U)  to  pervasiveness of automated information system
integration in this highly classified  we evaluated
security separately from thc other security disciplines.

(U) The Computer Security Act of 1987 (PL 100-235)
mandates Government-wide computer  security training
for all persons who arc involved in thc  operation",
and use of Federal computer systems: and, assures thc cost-

 security and privacy of sensitive information in Federal
computer systems. DCID  Security Policy for Uniform
Protection of Intelligence Processed in Automated Information
Systems (AISs) and Networks, dated 19 July  assigns
execution roles and  and establishes a procedural
framework for implementation of AIS  Thc Security
Manual for Uniform Protection of Intelligence Processed in
Automated Information Systems and  a supplement to
DCID 1/16. provides  specific guidance.

(U) Thc NRO  and assisted  development of. the
Intelligence Community's Automated Information Systems
Security Manual  200, dated 18 February  They
also use. and assisted in development of. thc National Industrial
Security Program Operating Manual  dated I February
1995. These documents provide guidance for many areas
including AIS

ft) Security policy and practices for AISs and networks is
continually changing  pace  evolving

 1/16 was  most  security policies
addressed large mainframe computers  just entering the
networked arena. Thc ever-changing  environment requires
vigilant management to ensure adequate security is maintained and
intelligence information  Because many of thc
national level policies do not reflect current technology
it  essential an organization  proactive in developing and
executing its  security programs.  Intelligence
Community organization has its own internal local and wide

 in addition to connections with other Intelligence
Community networks.  arc also  connected to
their supporting contractors and customers. Software development
has also evolved from  organization contracting for their own
unique applications to using primarily commercial- or

 and now Internet-ready software.

ft*) Thc  in thc forefront of developing and
using an  Their GWAN has

 connectivity with  accounts. Limited
network connectivity extends to  NRO's contractors  thc

 has  accounts.
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 SECURITY 

 security for thc organization is  bv the

Security. The ITG of thc Communications Directorate also has a 
security role in thc  and maintenance of
AISs.

 ISSIJE: The NRO has adequate processes and mechanisms to manage its AIS
security program; however, the AIS security monitoring program needs improvement.

 POLICIES AND
PROCEDURES

(U)  security policy lays thc foundation for determining
what technical and  processes and mechanisms are
needed to protect AISs. NRO  DCID  as  baseline for
developing NRO AIS security processes and mechanisms. Thc
NRO developed thc AIS Security Plan to specify thc technical and
non-technical information requirements which must be used in
securing accreditation for AISs and networks. Thc  Security
Plan  documented in thc  200 for NRO sponsored
government and contractor

 ) Processes and
mechanisms are
adequate.

 The NRO installed limited Internet access but has not
developed adequate policy and procedure incorporating
appropriate security considerations. Access to thc Internet
provides a security challenge to thc NRO. Thc desire by NRO
managers for Internet connectivity was implemented using thc
only secure technical solution available at this
separation between thc NRO networks and the Internet.  NRO
Internet policy has  but requires

 and approval. With thc changes underway
in security impicmentation practices by the Intelligence
Community and the development of new offensive and defensive
security  the NRO is concerned insufficient  is
being allowed to plan and implement proper security measures.
Thc  especially for highly secure systems such as thc
NRO's. is that technological improvements develop faster than
policies and procedures can be  and implemented to
encompass them. The NRO Security Panel should develop an
NRO Internet Access Security Policy which describes conditions
for approval of  specific security  and
monitoring mechanisms such as capability to relate usage and type
to the user.

 The NRO has adequate processes and mechanisms in
place to perform AIS security. Thc NRO has established and
achieved their AIS security goals of data  data

 and system survivability.

 The NRO has implemented restricted access controls to thc
GWAN. All network connections arc password protected.
GWAN  is managed by the local ITG detachment



AIS

centrally reviewed by the ITG's Network  Division. In
 various  are isolated by filtering unique

addresses or data formats to determine who or what data is allowed
to traverse those networks.

ft) The NRO implemented a log-on identification and
authentication tool on the NeXT workstations and on their DOS-

 systems that connect to thc  Networked systems
lock  while not in use and require another authentication
prior to unlocking the  many applications

 their own identification and authentication  creating
another layer of security.

ft Thc NRO installed AIS technical security
firewalls and guard  to provide secure connectivity
between their GWAN and the contractor CWAN and thc GWAN
and their  Community links. Thc NRO documented
their use of firewall technology via a technical paper and in the
required AIS Security Plan.

(FOUO) AIS security analysis is an integral part of the project
planning and configuration management processes used
throughout thc NRO. AIS project "plans document specific
configurations of routers, bridges and filters to ensure thc security
of the  These project plans arc reviewed at CCBs and
undergo operational testing to ensure viability of thc system. This
front-end planning and coordination allows security issues to be
resolved prior to hardware and software being introduced into an
operational configuration.

 EO
 Section

3.3(1)

 ROLES AND
RESPONSIBILITIES

ft Thc NRO components have resident  security
representatives. Each of thc major contractors has a specified AIS
security representative as well. To increase security program

 these program and contractor Information Systems
Security Representatives complete an NRO training course and
then are empowered to manage on-site  security and prepare
security documents. Thc  and thc National
Security Program Operating Manual described these duties.

the Office of  retains responsibility for centralized AIS
accreditation  the Information Systems Security

OSD - (b)(1) EO  Section 3.3(1)



AIS

ft) FINDING: The roles and responsibilities for AIS security are not  defined for the
Office of Security, the ITG, and the remote sites.

ft) Both thc Office of Security and thc  have mission
functions documents which indicate  for AIS

 but thc clear  of what is an Office of Security-
function and what is an ITG function is not apparent. In  most
projects will be impacted by both thc program and policy functions
of the Office of Security and the  operation and
maintenance functions of the ITG. Management in both offices
admitted that better definition of responsible areas was needed.
Customers are not fully aware of the separation of responsibilities

(S/B) OSD - (b)(1) EO 13526 Section 3.3(1)

J • 

ft) The pervasiveness of AIS security in thc planning process
ensures that proper measures are incorporated:
current ambiguity of responsibilities between the Office of
Security. ITG. and the remote sites increases confusion and
degrades timeliness in resolving  issues. . 

(ft RECOMMENDATION 36: The DNRO direct development and
clearly defined responsibilities for the DOS, the ITG,
regarding AIS security. Actions to be completed by 1 October

OSD - (b)(1) EO  Section

 DNRO COMMENTS: 

ft1) Concur. NRO Security supports the need to review and resolve overlapping and often 
conflicting areas of responsibility. Representatives from NRO Securitv and NRO Information 
Technology Group in the Communications Directorate formed a working group which has heen 
meeting for the past two months on a biweekly basis. This group is researching authorities and 
addressing issues of overlapping interest. Furthermore, an Automated Information Svstem 

 from Facilities and Information Security Division, NRO Securitv. has been assigned to 
the Program Security Officer in the Communications Directorate on a part time basis to assisr in 
resolving these issues. A status report and recommendations for resolution of this item will be 
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provided  August  nf the  August 1996 roles and responsibilities 
recommendations will be accomplished by 1

 EVALUATION OF DNRO COMMENTS; 

 We consider the proposed actions by the DNRO to be responsive ro the 
Recommendation.

ft FINDING: The NRO does not have an organization-wide program to monitor
security.

 MONITORING  some  tools  there is no program
which provides an  analysis of  security
effectiveness. Thc Office of Security centrally manages
accreditations but docs not have a consolidated record of the AISs
within their purview. Thc DCID  requires the maintenance of
records on each system which indicate the classification
compartments and Special Access Programs (if  and identity
of other connected systems. Delegating thc accreditation authority
to the site's Designated Approving Authority docs not relieve the
headquarters of the responsibility to maintain basic information
about their systems.

 of ITG has thc capability
to  they use to monitor
license agreements. This  or something  can be used
by thc Office of Security to monitor  security violations, but a 
program for this is not currently in place. Responsibilities for
security monitoring of operational systems is an area that should
be better defined in the above-noted suggestion on definition of
roles and responsibilities.

(FOUO) There is no consistent method for reporting AIS
security violations to thc Office of Security. Interview comments
indicated components were unaware they had to report AIS
security incidents. There must  some way for thc organization to
receive and track security incidents. Without a standard
the NRO cannot  trend analysis and establish an accurate
prioritized program for correcting deficiencies.

 RECOMMENDATION 37: The DNRO direct development and implementation
of a comprehensive program for monitoring AIS security and identifying and correcting
incidents. Actions to be completed by 30

SECRET
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 DNRO COMMENTS: 

ft Concur. Although no comprehensive program for monitoring AIS security presently
NRO Security currently audits selected systems. We are engaged in an  study of 
intrusion detection within AIS as a precursor to the development of a wide area network 
capability for audit.  in conjunction with NRO Security, anticipates full 
implementation of the intrusion detection monitoring program by  June  This system will 
allow NRO security to both detect and correct AIS security incidents. 

 EVALUATION OF DNRO COMMENTS: 

We consider the proposed actions by the DNRO to be partially responsive to the 
Recommendation. The DNRO must also address the security auditing of the independent local 
area networks operating in the NRO. Actions to be completed by 31 June

 K E Y H O L E



OVERSIGHT

 O V E R S I G H T

(FOUO) ISSUE: The NRO has adequate processes and  to measure the
effectiveness and efficiency of direct mission related functions: however, the processes to
measure the effectiveness of NRO administrative and support functions are inadequate.
In addition, the  does not provide adequate oversight

(U) BACKGROUND

 MISSION
OVERSIGHT

 Oversight
Systems
Development and
Acquisition Process.

 Thc NRO  management emphasizes thc delegation of
responsibilities and authorities to thc lowest practical level in thc
organization. This management practice requires supervisory
accountability for achieving goals and a  of controls or oversight
mechanisms by senior management to assure that major
organizational activities arc being successfully pursued. Principal
administrative and support functions, no less lhan core mission

 require appropriate oversight.

(U) To support senior management oversight  lower
level components must have processes to monitor the effectiveness
of their activities and have measurable indicators of effectiveness.

(U) As thc central focus of thc NRO is thc development and
acquisition of satellite reconnaissance systems, NRO management
has created oversight processes for activities directly concerned
with thc accomplishment of these major missions. Many of these
processes directly involve  DNRO and thc  management
and are uniform across the entire NRO. Others have been created
and implemented by thc dircctoratcs and offices to support thc
higher level processes and to provide additional oversight as
required for their specific mission.

(U) Management oversight of thc development and acquisition
processes requires an overlapping set of tools and mechanisms to
assure the information on each program is  and

 and the interrelationships among programs is clearly
defined. In  there must  processes in place to  the
infonnation derived for proper oversight.

(FOUO) The DNRO and senior program managers use several
systems development and acquisition process oversight procedures
and mechanisms. All evidence indicates that  arc working

 Among thc major oversight processes arc: a DNRO
controlled computerized schedule of all programs: formalized
agreements between thc DNRO and senior program managers to

 schedules and budgets: configuration control processes for all
programs at all management levels: and. a systems acquisition
process overseen by thc DNRO.



OVERSIGHT

 The NRO has  and maintained a computerized
Integrated Road Map to maintain oversight of the schedules and
milestones for thc numerous and complex systems development
and technology programs underway. This road map also identifies
interrelationships among programs. Oversight of these programs is
maintained through the process whereby there are no changes
permitted to the Integrated Road Map, i.e.. the program schedules
and  unless they have  fully discussed by the
DNRO and all senior management  agreed to by the DNRO.

 Another tool used for providing senior management
oversight  systems development and acquisition processes is
a baseline  which serves as a "contract" between the
DNRO and thc responsible senior program manager for program
delivery  and capabilities.  interview
indicates thc baseline agreement procedure is working  and
adhered to by  parties concerned. It provides all employees and
contractors involved in a program with clear guidance  what
they  responsible for and  As an oversight  it serves
to augment thc NRO  Road Map.

(TOUO) Thc CCB process is another oversight and systems
development management tool. This process assures all" NRO
components involved in thc development of u  as well as
those components  have responsibility for interfacing with
thc  have a voice in thc system specifications and all
changes to it. and have the  documentation. System changes
approved by a CCB which affect thc
NRO  Road Map. come to thc attention of the DNRO.
NRO managers generally agree that thc CCB  although
time consuming and documentation  is essential
effectively overseeing thc complex  associated with
space systems.

(FOUO) CCBs oversee every major development program
thc NRO and operate at all management levels. Typically meeting
twice a  at a directorate level thc CCB is chaired by the
Director and the membership consists of thc  the
group  thc budget  the contracts  and the
security officer. CCBs identify and maintain  system

 and operational standards: control
changes to those standards: and record or report the status of
change impicmentation. Thc CCB ensures that proposed changes
to the program standards are necessary and reflect a thorough
consideration of all affected interfaces; represent a tradeoff among

 and schedule: and are documented accurately. " 

(TOUO) Overall oversight of the acquisition process is
accomplished through the NRO Acquisition  chaired bv thc
DNRO. The inspection team judged that this is a

 mechanism for oversight. As discussed in prior sections
of this  thc NRO Acquisition Board advises thc DNRO on
whether to continue the acquisition of a satellite svstem at

 key decision points. At  of these  decision
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OVERSIGHT

 OVERSIGHT OF
ADMINISTRATIVE
AND SUPPORT
FUNCTIONS

 thc NRO Acquisition Board  a number of critical
elements about thc  including  requirements

 cost  acquisition  and alternative
approaches.

(TOUO) Each of thc senior managers below thc directorate
level has procedures for conducting oversight of thc
development and acquisition processes within their areas of
responsibility.  common practices  by most of them
include:

- Weekly meetings with division  and
contracting officers to review program  surface

 and  priorities;

- Monthly onc-on-one meetings between senior manager and
division chief to  candid exchange on program issues
and agree on courses of action:

 Monthly meetings with each division on program issues
and status and surface new

-  every 4 to 6  at a contractor's facility to
get a first hand account of program status, and evaluate
contractor performance: and

- Ad hoc meetings with staff and other technical people to
discuss alternative technical approaches and
technologies applicable for thc program,

(U)  senior managers interviewed  these oversight
activities and  an integral part of their management
plan. These management oversight activities have been created at
thc initiative of thc individual manager and implementation
reflects their management philosophy. Senior managers believe
this level  oversight is essential to properly manage their
development and acquisition programs, remain knowledgeable
about thc status of  and be comfortable  a first hand
view of thc  progress. Thc inspection  concurs in
this assessment. Much of thc success thc NRO achieved in
building satellite systems can be attributed to this
management oversight process.

(U> Wc examined the NRO's monitoring of  and
support functions in detail in other sections of this report.  this

 summarize our principal findings and report them in
the larger context of senior management oversight of component

 efforts.
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OVERSIGHT

 FINDING: The NRO does not have systematic oversight processes for their
administrative and support functions.

 Information
Resources
Management

(U) Logistics and
Supply Management

 Contract
Management

(L ) Oversight of
Customer Feedback

(FOUO) The  DNRO exercises senior
oversight for the Communications Directorate review of all
telecommunications circuits used by thc NRO. The
Communications Directorate recently conducted this review to
determine if thc circuits are active or redundant and which

 or some  principally  There
arc potentially large savings for thc NRO if redundant circuits are
closed and other ageneics pay a portion of the costs for the joint
circuits used. MOAs. signed by thc Deputy DNRO,
required between thc NRO and  of thc agencies involved to
document thc cost-sharing formula.

 Wc found aspects of thc NRO logistics and supply
management processes to  largely due to a lack of
effective monitoring. There is no comprehensive property
accountability system in place which would enable thc NRO to
accurately report to Congress on  and there is
no process in place to assure that Government Furnished
Equipment and Contractor Acquired Property arc disposed of
according to  Thc NRO needs to regularly conduct a 
complete inventory of  property in accordance with established
government procedures and to reconcile thc inventory with
previous purchases. Thc process needs to be monitored and
management oversight procedures instituted to assure compliance.

 We determined the NRO lacks consistent procedures
for assuring interim monthly invoices for cost reimbursement
contracts arc certified for technical performance by the responsible
COTR. Contracting officers often certify interim invoices for
technical performance without requisite technical knowledge to
determine if thc contractor has performed adequately. Thc NRO
needs to implement a monitoring mechanism to assure documented
COTR review of all contractor invoices.

(FOUO) Thc NRO has a mixed record in managing customer
and user feedback. Feedback management is not part of thc NRO
corporate culture. Where customer feedback is properly collected
and used to improve customer  it is more by the initiative
of individuals or components than by thc  of management.

(FOUO) Customers in thc Intelligence Community express
satisfaction with thc responsiveness of thc NRO to ad hoc tasking
of operational satellites. Oversight of the NRO's responsiveness to
tasking of  satellites resides with both thc Intelligence
Community and thc NRO managers  mission ground stations.
There are  but not  processes in"placc for NRO
to respond to such tasking. All members of the Intelligence
Community participate in these processes.

 K E Y H O L E



OVERSIGHT

 Military  of the NRO products and services
inform NRO  via message about  and
timeliness of what is being provided along with comments and
suggestions for improvements. The NRO has no processes in
place to use this feedback systematically to improve service to thc
military users.

(TOUO) The NRO does not have processes to obtain feedback
from parent organizations on the quality or responsiveness of thc
personnel management service those organizations provide to their
employees within the NRO. This limits the oversight thc HRMG
has of the support provided and inhibits assessing when
should get involved to better support the employee.

(rOUO) There are no feedback mechanisms to senior NRO
management for the tracking or evaluating of security incidents.
The majority of NRO employees, including  did not
know about the three levels of violations nor an NRO report form.
Wc found no consistent process of reporting violations that would
facilitate data gathering for management oversight or developing
performance indicators.

 Oversight of (TOUO) We found the NRO has no oversight process to assure
Support Agreements MOU/MOAs with other agencies are  and serve

thc interests of all parties. Wc came upon  specifically in the
areas of personnel support and  where  MOU/MOAs
need to be negotiated.

 There are no MOU/MOAs between thc NRO and thc
Navy.  or NSA which specify roles and responsibilities for
those involved in providing or receiving personnel support. The
1978 MOA with thc Army addresses support to
there are no provisions for support to thc Army enlisted personnel
now present in the NRO. Thc NRO depends on thc Military
Services to provide services regarding professional military

 specific service skill  drug testing, ethics
 etc. Current MOU/MOAs do  these functions:

they should be clearly defined in new MOU/MOAs.

(FOUO) The NRO needs to develop and implement
MOU/MOAs for security management at ground stations jointly
operated with other agencies. Wc found problems at ground
stations over facility access rights of non-NRO personnel and
operational security differences regarding information and
equipment access. MOU/MOAs must clearly define thc policies
and  roles and  and methods all
involved organizations will use to ensure appropriate

RECOMMENDATION 38: The DNRO direct development and implementation
of a plan for systematic oversight of  and support functions including
performance measurements to meet the needs of an adequate Internal Management
Control program and the GPRA. Actions to be completed by 1 February 1997.
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(TOUO) DNRO COMMENTS: 

 Concur. The ADROM will develop a plan for systematic oversight to include 
definitions  and responsibilities; documentation of policies, procedures, and interagency 
agreements; and identification of relevant performance measures to determine system 
effectiveness. Target completion date is 31 October 1996. 

 Target completion date for the NRO's GPRA implementation plan is 31 October 1996. 
As referenced in the NRO response to Recommendation 40, the NRO's  program will be fully 
implemented by 31 October 1996, As implementation  NRO's IMC program progresses, 
and the NRO's GPRA plan execution unfolds, additional NRO performance measures will be 
identified and documented. As mandated by the Government Performance and Results Act, full 
implementation of these oversight processes will be in effect by 30 September 1997 in order to 
support the January  submission  FY 1999 budget. 

 EVALUATION OF DNRO COMMENTS: 

(TOUO) We consider the proposed actions by the DNRO to be responsive to the 
Recommendation.

(LI) OVERSIGHT BY
 NRO

INSPECTOR
GENERAL

 Effectiveness of
the

(U) Note: In November 1995, during the course of this
 thc DNRO announced thc NRO/IG  to leave his

position. In February. 1996. during the processing of this
thc NRO Director and Deputy Director  re-assigned.

 Under thc  and control of thc
DNRO. thc NRO/IG has broad  for assuring all
activities  conducted in compliance with appropriate law.
Executive Orders, Presidential  and DNRO guidance
and direction. The  who reports directly to the DNRO. is
not a statutory inspector general. NRO Directive  dated 10
January 1990. describes the major functions of thc NRO/IG, which
includes investigation of allegations and reports of fraud,
and abuse, and conducting vigorous and independent inspections
or audits of NRO components.

(FOUO) The NRO/IG consists of  and
investigative staffs. The authorized staffing level is which
includes secretaries and other support personnel. There
currently on  auditors. inspectors, and
investigators. In  thc IG staff is augmented by a
rotational personnel from CIA.  and Navy. Sixty-seven
percent  NRO/IG positions are filled at this time.



OVERSIGHT

 FINDING:  management practices, as well as DNRO lack of support to
the IG, resulted in ineffective oversight

(rOUO) We  thc  NRO/IG did not provide
effective oversight of  organization. Interviews and survey data
indicate inadequacies in the management practices of the NRO IG.
and a lack of confidence by the" former DNRO in the NRO IG
which contributed to this state.

 The inadequacies in thc management practices of the
 were reported to thc team by employees from several

NRO components. These  summarized as follows:

- The time required to produce a report was excessive and
reports were outdated when published. There  no
detailed records  within the NRO/IG which would
enable us to identify thc time frames for  step in the
process:  several knowledgeable people claimed
that thc internal IG editing  including that by the

 took longer than  usually 2 to 3 months.
Wc found several recent reports which  8 to  months
from initiation to publishing. Wc judge this to be excessive
given the limited scope of thc rcports"and thc small size of
thc components inspected.

- Thc entire inspection staff would be assigned by the
Director. NRO/IG. to one inspection at a time and would
not be disbanded until thc report was (verbally) approved

 DNRO. Because the draft report usually took several
months to  thc inspection staff would be
underemployed for that time period.

- Wc found no current process to ensure components
implement recommendations,  is in conflict with
provisions of a DNRO letter to senior program directors
and thc NRO/IG. dated 22 November  procedures
for NRO/IG follow-up and resolution. One of thc
provisions is: "Thc status of open findings shall be reported 
every 90 days starting with thc date of the draft
The IG has created a database of these findings or
recommendations:  the database has only
used sporadically to check on compliance.

(TOUO) Wc also found the DNRO had limited confidence in
thc NRO/IG to provide balance between oversight of thc
organization and thc imposition of perceived additional
burdensome procedures. Thc DNRO preferred to have all issues
surfaced in an inspection or audit to be solved between the
component affected and thc NRO/IG before thc substance of thc
report was presented to him. Some employees stated their belief
thc DNRO generally supponed thc manager of the inspected or
audited component  thc NRO/IG.
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 In  other indications of a lack of
general support by thc DNRO for the  Thc  had not
produced an annual plan describing inspections and audits to be
performed since  94. Although the NRO/IG requested thc
DNRO and all senior NRO managers to provide topics for
inspection or  none  submitted. The NRO/IG has

 unsuccessful in getting DNRO support to fill several vacant
inspection staff positions by technically skilled employees on a 2-

 Effective inspections of components engaged in
high technology efforts depend upon having such skills in the
These positions have not  filled for about 3  These
points suggest a lack of support by thc DNRO in thc activities of
thc NRO/IG.

 The installation of a  DNRO and new NRO'IG
provides an opportunity to revitalize the  IG as an effective
and independent  Thc DNRO and NRO/IG should explore
appropriate mechanisms to accomplish this.

(FOUO) RECOMMENDATION 39: The DNRO direct and support development and
implementation of an efficient IG project planning, monitoring, and follow-up system to
improve oversight capability, effectively use the  and ensure component
compliance with recommendations. Actions to be completed by 30 September 1996.

(FOVO) DNRO COMMENTS: 

 Concur. The NRO/IG now participates on the NRO Senior Staff and Management 
Committee; several special oversight tasks have heen assigned to the  and clarification 
of the  reporting chain will he reflected in  revised NRO organization chart. 
Internally, the NRO/IG will develop and implement an oversight planning, monitoring, and 
follow-up system by 30 September

 EVALUATION OF DNRO COMMENTS: 

(FOUO) We consider the proposed actions  DNRO to he responsive to the Recommendation. 
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(U) INTERNAL MANAGEMENT C O N T R O L PROGRAM

(U) BACKGROUND (U) Thc concept of internal controls  organization
plans and management methods and  to ensure resource
use consistent with  regulations and policies. Internal
controls  designed to safeguard resources against
and misuse: and to  and fairly disclose reliable
data in reports.

(U) DoDD 5010.38. dated April  establishes the Defense
Department IMC program. It provides policy  prescribes

 and assigns responsibilities for IMC program
execution. There arc fifteen specific IMC reporting categories
contained in DoDD 5010.38 that Defense agencies must address.

 Thc NRO Directive 13. dated 22 September
documents NRO policy and assigns responsibility for
implementation of internal management controls. It does not cite
DoDD 5010.38 as a reference.  previous DoD IG audits
cite DoDD  as a reference in findings related to
deficiencies in NRO internal management controls.  one DoD
IG Audit. Rcpon No. 90-068. the DNRO concurred the NRO
lacked "internal controls over advanced funding as a material
internal control weakness in accordance with DoD Directive
5010.38."

 The NRO Chief of Staff maintains overall
responsibility for IMC Program implementation and the NRO
Comptroller is thc  The Comptroller developed the

 provided guidance to facilitate the assessable unit's
 monitored implementation of unit

reviewed unit vulnerability assessments and management control
plans for  and used assessable unit annual Statements
of Compliance as thc basis for developing the DNRO's Annual
Statements of Compliance. The first DNRO statements were
submitted to thc SECDEF and the  on 29 December

(FOUO) Thc NRO's IMC Program is governed by thc
following documents:

- OMB Circular  Management Accountability and
Control, 21

- OMB Circular  Financial Management Systems, 23
July 1993:

- OMB Circular  Managcmcni of Federal Information
Resources.  July 1994:

- DoD Directive 5010.38. Internal Management Control
Program.  April  and
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- NRO  13. Federal  Financial Integritv
Act. 22  1994.

(ROUP) Thc DoD/IG conducted an audit of the NRO IMC
program in 1994. Thc report stated thc NRO did not have an
adequately implemented  program. It further stated thc NRO
had not prepared and submitted annual statements of assurance to
thc SECDEF and DCI.

 ISSUE: The NRO does not have an adequate IMC Program.

 (TOUO) The NRO IMC program consists of a  of
IMPLEMENTATION evaluations whereby assessable units establish and monitor internal
OF T H E IMC controls to provide reasonable assurance of compliance.
PROGRAM Assessable units include all  and staff

 Thc assessable unit manager: establishes a program of
vulnerability  and corrective actions:
performs a vulnerability assessment of each component in the unit:
assigns a risk  or low-to the unit as a whole
and each component: develops the unit's management control plan;
and submits a certification statement to thc DNRO by 1 November
every year.

(©©©O)  FINDING: The NRO's IMC Program is not fully Implemented.

(TOUO) The NRO began implementing an IMC program in
FY 95. We found  components expended thc resources and
time to properly and completely implement provisions of NRO
Directive 13 and others whose efforts were inadequate. The
principal barriers to full implementation

- Lack of a strong commitment to a standardized internal
management control program:

- Lack of completed IMC manager training:

 Lack of complete assessable unit management control
plans: and

- Lack of standard vulnerability assessments.

(F©©©)  RECOMMENDATION 40: The DNRO direct review and revision  Internal
Management Control Program Implementation Guide to ensure full compliance with NRO
Directive 13. Actions to be completed by  October 1996.
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IMC PROGRAM 

 DNRO COMMENTS: 

(FOUO) Concur. NRO Directive  and the NRO IMC Program Implementation Guide are 
currently being revised. Directive 13 will incorporate greater standardization among common 
program elements while allowing appropriate flexibility for implementation: individual 
responsibilities for  NRO managers and  and specific items to be  in assessable 
unit management control plans. Corrective action completion date is 31 October

 EVALUATION OF DNRO COMMENTS; 

(TOUO) We consider the proposed actions by the DNRO to  responsive to the 
Recommendation.

(U) INADEQUATE  are  within thc NRO with adequate
DOCUMENTATION across-the-board documentation concerning specific IMC

processes.  found the directorates have proper
on IMC processes related to thc development and acquisition of
satellite  including requirements definition
configuration control board process  and
procurement process  we did not find
such adequate documentation for other processes.

(FOUO) FINDING: The NRO lacks adequate descriptive materials on  procedures,
administrative practices, responsibilities, duties, and authorities.

 IMC managers were not aware of thc full range of
descriptive documentation on operating procedures  and
administrative  and responsibilities and authorities for
accomplishing programs and activities required for proper

 of NRO Directive 13. In our
inadequate documentation of this  weakens thc NRO's IMC
Program and results in internal management control failures. We
found thc NRO does not have adequate documentation for defining
procedures for receipt and payment of cost-reimbursement contract
invoices and docs not have an adequate property accountability
system due to the lack of a published property management
procedure. These examples indicate basic failures in internal
management control  and
verification.

 RECOMMENDATION 41: The DNRO direct additional training as required to
ensure IMC managers understand the full range of IMCs required for a successful
program, including documented specific policies,  and administrative practices.
Actions to be completed by  October 1996.
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(TOUO) DNRO COMMENTS: 

(POUO) Concur.  NRO is implementing a training concept to supply the proper level of 
training to  managers and staff members. In addition, an ongoing program of visits with each 
assessable unit coordinator within the NRO addresses management control documentation 
requirements. Through these visits and training sessions it is  that unit coordinators 
and managers will fidiy understand the range of management controls required for a successfid 
program. In fact, various directorates and offices are already refining or creating
procedure and administrative practice manuals.  will continue to review ail  areas 
to determine where additional documentation is needed. Corrective action completion date is 31 
October

(TOUO) EVALUATION OF DNRO COMMENTS: 

 We consider the proposed actions hy the DNRO to be responsive to the 
Recommendation.

(FOUO) FINDING: The NRO's IMC Program is non-standard and not adequately
monitored.

 A NON-
STANDARD IMC
PROGRAM

 Wc judged the NRO Implementation Guide docs not
provide sufficient detail for IMC managers to develop a 

 comprehensive program. Several senior NRO
managers indicated difficulties in implementation because they
had no standard model for their programs. The NRO's
Manager claimed the guide was not designed as a procedural
standard, but allowed assessable unit managers to implement
programs tailored to needs.  assessable unit

 different IMC Programs.

 Wc found the following shortcomings:

- Risk assessments  not created correctly: assessable
unit  were not

- Vulnerability assessments were created differently among
assessable

- Control technique descriptions  dissimilar among thc
assessable units: and

- Review schedules were  and review checklists
were not

(TOUO) Wc found inadequate monitoring of infrastructure
support processes led to internal management control failures.
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Previous sections of this report  several such failures:
lack of proper procedures to assure funds certification prior to
processing contract actions: conflicting security guidance: and lack
of a property accountability system. A  developed and
monitored  program would alert thc NRO to these and similar
problems.

(FOUO) RECOMMENDATION 42: The DNRO direct implementation of a standardized
and comprehensive IMC program. Actions to be completed by 31 October

 COMMENTS: 

 Concur. The modified NRO  Program will be based on:  OMB Circular No. A-
 Management Accountability and  dated  and  DoDD  which 

is currently being reissued to incorporate the more flexible  OMB guidance. A revised NRO 
Directive  will provide a standard structure for a comprehensive management control 
program while allowing appropriate flexibility  implementation.  the NRO IMC 
Program Implementation Guide is being revised ro include recommended standard tools, 
including a management control plan format and control review checklists. Program monitoring 
is enhanced by unit coordinator meetings held every 4-6 weeks to discuss program issues and 
happenings. These meetings are supplemented by visits with each assessable unit coordinator to 
address management control documentation requirements. Corrective action completion date is 

 October 1996. 

 OF DNRO COMMENTS: 

(TOUO) We consider rhe proposed actions  DNRO to be responsive to the 
Recommendation,
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APPENDIX A SUMMARY OF PRIOR COVERAGE (U)

 DEPARTMENT OF DEFENSE COVERAGE

 Audit Report on the Implementation  Internal Management Control
Program at the National Reconnaissance Office. Report No. 95-137. February 28. 1995.
Thc audit  was to determine whether  NRO successfully implemented an Internal

 Control Program. The auditors found thc NRO had not adequately implemented an
 Management Control Program that fully complied with OMB Circular  The

NRO had established an  Management Control Program for its SIGINT Directorate but
not for its IMINT Directorate and other NRO Offices. In  thc NRO had not prepared
and submitted annual statements of assurance to thc SECDEF and thc DCI on thc status of its
internal controls system. It noted thc NRO issued guidance that adequately addressed thc
auditors concerns regarding thc establishment and implementation of thc  Management
Control Program in each of its satellite systems and other offices.  the auditors noted
thc guidance did not fully address concerns regarding annual statement of assurance.

 Audit Report on  Satellite Svstem. Report No. 95-136.
 27.  Evaluated thc effectiveness of thc acquisition management

 Thc audit  the technical performance aspects of
system were outstanding and  aggressively addressed the
technical issues that arose in thc system.  Program Office adequately managed
the system's contract  mission  product  operation and
maintenance budget spending  and cost  thc audit
identified conditions  corrective

system contractor: and. thc Basic Mission Guidance document was outdated and dates on daily
tasking messages did not correspond to thc time frames utilized by thc mission planners.

 Audit Report on Air Force Specialized Incentive Contracts for National
Reconnaissance Office. Report No. 94-096.  Thc  objective  audit
was to evaluate the overall  principal provisions and  and rationale for
specialized incentive procedures in contracts for NRO systems. The auditors found thc
Force incorporated incentive and award  provisions into its specialized incentive contract in
accordance with FAR. DFAR. and Air Force  Evaluation criteria contained in the
incentive and award plans allowed fee determining officials to equitably score each contractor's
performance. Administration of specialized incentives was consistent with thc terms
contracts and with thc criteria stated in the plans.

 TALENT K E V H O L E
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 Audit Report on the Acquisition Satellite Svstem. Report No.
94-042. February The audit  was to evaluate thc effectiveness of the
acquisition management of  satellite  Thc auditors found that
Program Manager was taking sufficient management actions in thc areas of correction of
deficiencies found in prior  audits, and tests: design maturity: program stability: test and
evaluation: and mission need versus system requirements. However.  satellite system
lacked historical and contractual documentation and did not have written acquisition plans,
Program decisions could not be  system evolution was difficult to  acquisition
planning could not be reviewed and  and internal controls were weakened. There was
insufficient assurance  satellites were being  procured. The structure
and content of portions of thc current contract for production  arc not in thc best
interest of the

fl') Audit Report on Internal Controls at the National Reconnaissance Office.
Report Xo. 90-068. May 18. 1990.
Thc objective of the audit was to determine whether thc NRO had  controls over
funding and contracting and had implemented thc Federal Manager; Financial  Act of

 (FMFIA). The audit showed the internal control  at thc NRO was positive;
 the NRO had extremely competent personnel who were instrumental in the successful

development and deployment of reconnaissance satellite systems. Thc NRO's organizational
structure and management  impeded thc ability  Director. NRO to

 management oversight at the three components. The NRO staff was reluctant to
exercise oversight of three components. Thc audit noted  following deficiencies: DoD
incremental funding policies were not adhered to by NRO components: and, a substantial
number of modifications to contracts in thc audit sample were not executed in accordance with
Federal Acquisition Regulation guidelines: thc NRO did not formally implement thc FMFIA.
The auditors  the NRO did not fully  thc  did not have a formal audit or
inspection follow-up and resolution procedures in place: did not document most controls: and
did not expand the NRO secure hotline to  personnel. Thc auditors recommended that
the NRO implement thc FMFIA, the NRO  General review internal control
thc NRO establish a formal follow-up and resolution  and the NRO establish a secure
IG Hot Line for their personnel.

 CIA COVERAGE

 1.4(c) (b)(3)  USC 424
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 Audit  for the National  Office.
NRO  No. 95-05.  audit was to determine thc
effectiveness and efficiency  to program operations. Thc auditors found: a 
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formal  between thc NRO  which
and managerial accountability and responsibility has not been  procured
supplies and materials are not transported to NRO customers in thc  effective
excess material accumulated without an effective disposal process: the r (b)(1)(c) (b)(3) 10

USC 424

 Inspection of the Human Resources Management Group. NRO  Project 95¬
01, June 9.  The inspectors identified the following findings: Lack of communication
between NRO senior management and  in  personnel and staffing decisions created
important voids in a critical partnership: thc HRMG  plan  group with
internal focus for collocation and consolidation and doesn't address the potential impact
centralized collocation might  on customer support in the directorates; employees
frustrated at a lack of action and  reassurance from senior management of equitable

 whether Air  Navy or CIA; Navy personnel  narrowly
focused through  WAR and prohibits an effective and efficient NRO-Navy working . 

 the Training and Development Division (T&DD) lacks the management
 or program authority to implement an adequate training and career

development service. Inspectors noted a probable duplication of cffons.  of needs  a 
possible waste of dollars: und. lack of a corporate training priority. Inspectors review of the
Civilian Intelligence Personnel Management System  suggests it may allow for greater
flexibility in Air Force civilian personnel management and has  in review by HRMG for

 time.

 Inspection
March  1995." The  for
customers, managing human and financial  and maintaining some measure of

 and  Thc inspectors noted three significant findings and made
several key suggestions:  expanding mission  lack of Government personnel
resources resulted in hiring non-Government personnel to  the mission: thc current
joint Configuration Control Board (CCB) actions  an extraordinary amount
of time with risk to thc Government. Suggestions  of Contracts and Project

 Staff implement a year  spending plan:  reevaluate what should be
 with his resources to ensure  roles and missions arc not affected: increased emphasis

 placed  to  employees
advised  a better way to ensure all
affected parties  appropriate early communications during the Request for Change (RFC)
process.

 Audit of Funds Transferred To and  From Other Government
Agencies for the National Reconnaissance Office. NRO IG Project No. 94-34.  28.

 Thc auditors reviewed thc NRO's procedures and internal controls governing funds
transferred to and received from other government agencies. Thc  the Comptroller
and NRO finance officials  instituted effective procedures governing funding transfers. Thc
auditors also found in almost all  that program officials tasked to monitor implementation
of transferred funds provided thc necessary oversight to assure thc required goods or services

 received or delivered satisfactorily.  thc auditors determined that thc NRO
Directorates  implemented a variety of procedures governing  or
may not include thc approval of transfers bv NRO  officials."(b)(1) 1.4(c), (b)(3)

10 USC 424
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tfQttR Audit of Conference Registration Fees for the National Reconnaissance
Office. NRO IG Project No. 94-25. October  The auditors reviewed thc
processes and procedures for the collection and use of conference registration fees within the
NRO. The auditors determined the financial  of conference fees and any
outstanding surpluses  accomplished through informal record  outside official
government accounting  and was not subject to normal management policy and
oversight controls. Thc auditors also identified differences in  procedures
governing thc assessment of conference fees and confusion regarding thc appropriateness of
providing refreshments to government employees attending  conferences.

 although thc auditors identified five isolated instances where NRO employees
mistakenly reimbursed for conference fees which paid only for  thc auditors found
no indication of intent to defraud the

(b)(1)(c) (b)(3)  USC 424 Review of Detachment 4.1
NRO IG Project 94-36. July 25. 1994. Detachment 4. Joint

was established in  as an
 NRO  to provide

communications support to  The goal of thc review was

(b)(1)(c) (b)(3) 10 USC 424

to provide the Director. Information  Group (ITG). with a useful management tool to
assist in measuring the success and effectiveness of  and to identify areas where new

 or corrective actions  be needed. Thc principal areas of review were
management  use of  and relationships established and maintained by the
Detachment. Thc review resulted in no significant findings.

ft») Inspection  Counterintelligence Staff. NRO IG Pro ject  June 13.
Thc inspectors found thc NRO CI Staff  a  highly

 cadre of professionals with varying backgrounds. The noted the
following findings: There is no officially documented agreement between thc NRO

 regarding  positions on thc CI Staff: the CI
Staff has inadequate resources to effectively  operational and analytical

 the protection of thc affiliation between the  and the NRO at thc
BYEMAN level inhibits productive,  effective working relationships. 

 Review of NeXT Workstation Acquisition for the NRO Headquarters. Case 92-9.
September  The review was initiated as a result of allegations that thc acquisition of
NcXT workstations was unnecessary and a waste of NRO funds. Thc reviewers found thc
allegations to  in error and not substantiated in fact. The reviewers noted however that thc

 on users caused by thc transition to NcXT workstations  have been reduced if thc
decision process more  and communicated development and
acquisition information with the participating offices. Thc reviewers findings were: thc decision
making and review process used for the acquisition of thc NcXT workstations did not adequately

 and communicate information with thc affected NRO headquarters
offices: and O&M data was available which was not exploited or analyzed to contribute to
improving thc current and future NRO AIS.

(b)(1)(c) (b)(3) 10 USC
(b)(1)(c) (b)(3)  USC 424

(b)(1)(c) (b)(3)  USC 424
 Audit of  [ 

 Thc NRO established thc
 in  of contractor and government personnel on

temporary duty at  Thc audit evaluated thc
economy and efficiency of  suppon and thc  controls  various
aspects  program.  the auditors found thc underlying premises and operational
requirements necessitating  reappraising and re-validating due  thc changing
security  budget and cost  and thc
current validated security requirements and cost benefit evaluations. Thc auditors further noted
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 oversight  operations needs strengthening to enhance thc internal
security requirements and cost benefits. The auditors also found thc NRO needed to monitor thc
travel of  personnel  sites and develop a policy and procedures
to ensure thc program was not used inappropriately tor unnecessary travel.

Review of Economy Act Transfers in the  Community to Non-
Defense  March  Pursuant to direction in thc Classified Annex to thc
Appropriation Committee Report accompanying thc Fiscal Year  Defense Appropriation

 the NRO IG conducted a review of funds transferred from the National
Program (NRP) to any activity not funded by the Defense Appropriation Act. The NRO IG
determine all transfers to non-defense appropriated activities  within the terms of the
Economy Act of  as amended. All  funds transferred reimbursed other activities for
goods and services directly benefiting and supponing authorized NRO  missions or
functions.

Review of Fine Arts Acquisition for the NRO  Case 93-3.
 22.  A complaint from an NRO employee  in thc NRO IG review of

circumstances surrounding thc procedures and processes used by Management Services and
Operations  to acquire art works. Thc NRO determined the general processes and
procedures  by  for the acquisition were proper and reasonable.  the review
identified procedures and controls needing improvement: the NRO does not  an approved
written policy or procedures endorsing and governing the acquisition of non-essential public and
offtce area enhancements such as an: thc responsible  who sign such requisitions had not

 formally delegated such authority by the contracting officer; thc NRO had not developed
 implemented a unified control system for accountable property in thc NRO headquarters

 Audit of Airlift Support to the National Reconnaissance Office. November 2(1,
 For Fiscal  the NRO budgeted  for airlift support to Programs

A. B. and C. Thc audit evaluated thc economy and efficiency of airlift practices and internal
controls exercised over thc budgeting and billing process. The findings arc as follows: thc NRO
could achieve significant savings by consolidating flights to better  cargo space and bv
'^H^^^L!^^Punts  toe NRO needed to assess thc practice of routinely billeting

 aircrews in  costly off-base  quarters instead of using
available government quarters; problems existed  billing
verification.
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APPENDIX B EVOLUTION OF AUTHORITIES (U)

 A  National Security Council (NSC) memorandum  the DoD to give
priority to thc  of an operational reconnaissance satellite and thc creation of the
Reconnaissance Satellite Program in  laid  foundation for the NRP and thc NRO. Since
their inception in  authorities and oversight for thc NRP and NRO  followed different
evolutionary paths. Although there was a rapid evolution of management authoritv in the

 there has  little change since  By  the oversight structure and
mechanisms evolved slowly at  progressed markedly in the  and changed significantly
in thc 1990s.  evolution of thc oversight structure has continued to the point that there is
now little relationship between the authorities for thc NRP and NRO activities outlined in thc
charter documents and thc oversight of that program and organization.

<U) The 1960s

 Thc  charter consists of a pair of separately derived documents: a  DoD
Directive and a 1965 Agreement between thc SECDEF and the

(U)The  Agreement is  last of a scries of four agreements  between
and  During this  officials struggled to balance DoD and  equities in managing
a national program through a  joint agency. The first Agreement. Management of the
National Reconnaissance  was signed by thc Acting Director.  and thc
DEPSECDEF on 6 September  This Agreement provided for a program conducted
"through  of streamlined special management procedures" and jointly managed bv
equal DoD and CIA  placing it under thc direction of the Under Sccrctarv of the Air
Force and thc Deputy Director (Plans)/C1A. acting jointly. A NSC committee  almost

 thc co-director  regarding divided management inappropriate for
an important program. The first Agreement also included joint (DoD/ClA) staffing language und
a definition  NRP:  the NSC a review  and directed the establishment of a uniform
security control system.

(U) Thc second  Responsibilities  National Reconnaissance  was
signed by thc DCI and DEPSECDEF on 2 May  Based on the NSC  this
document specified a single  designated by thc SECDEF and thc DCI. responsible 
directly to  for the management and conduct of the NRP: it also gave  for NRP
security policy to the CIA. Like the first  the  Agreement  under quick

 this  by the President's Foreign  Advisory Board (PFIAB). Based on a 
PFIAB recommendation to "study a  satisfactory documentary basis for the NRO." a third
agreement was drafted.

 The third Agreement. Management of thc National Reconnaissance  was
signed by thc DCI and DEPSECDEF on  March  This Agreement established thc
SECDEF as the Executive Agent for the NRP. although policies and guidance to

 and conduct thc NRP  to  "jointly agreed to by thc SECDEF and thc DCI." This
was the first agreement to establish the NRO as  separate operating agency of thc DoD. under
thc  authority, and control of thc SECDEF and to exempt  from unsolicited
outside  Returning to a provision in thc  Agreement but absent from thc 1962

 this version also exempted NRP projects  DoD or CIA staff review.
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 As a result of  a May  PFIAB  a
agreement was crafted. Thc PFIAB recommended strengthening the  of thc SECDEF as
Executive Agent for thc NRP: strengthening the  of thc DNRO; and establishing a 

 comprehensive budget for all elements of thc Program. Thc PFIAB also
recommended the Executive Agent report periodically to thc President's Special Assistant for
National Security Affairs and the PFIAB  all aspects of thc Program. Thc
DEPSECDEF and DCI signed this fourth and current Agreement for Reorganization of the
National Reconnaissance Program on  August  While this Agreement did strengthen thc
role of thc SECDEF. giving  review and final approval power  NRP budgct.

 later transferred to thc DCI.2 The 1965 Agreement also established thc
NRP Executive Committee (EXCOM) "to guide and parricipate in thc formulation  NRP,"
but this committee was abolished by EO  in 1976. Finally, this agreement included joint
staffing language missing from thc  but it did not include thc previous version's
wording concerning exemptions from normal DoD or  staff review and unsolicited outside
assistance.

 Thc DNRO at  expressed his concerns about the 1965 Agreement to thc
SECDEF. In a letter  wrote in  September  just prior to his departure, thc DNRO
asserted that the  Agreement  to  extent in defining the structure of thc NRO than
thc 1963 Agreement. He said thc 1965 Agreement was less explicit in stating thc authorities of
thc DNRO and too circumscribed in those it did  and  believed it both weakened the
NRO and introduced sources of additional friction. Thc three specific weaknesses  noted

The Agreement was ambiguous in defining thc authority of  EXCOM:

It almost completely omitted reference to responsibilities of thc DNRO in
connection with reconnaissance operations; and

It imposed no obligation upon thc CIA. or anyone other than thc SECDEF. to
provide a focus of responsibility for action undertaken in thc NRP.

(U) Largely independent  agreement  the DoD Directive that established thc
NRO as an operating agency of thc DoD was issued early in thc evolution of thc SECDEF/DCI
agreement. On  14 1962. thc DoD issued DoDD  Subject: National
Reconnaissance Office, which

established a coven National  Office  the DoD under a 
DNRO. appointed by thc SECDEF:

defined the NRP;

mandated thc conduct of thc NRP  thc use of  management

exempted NRP projects from normal DoD staff review;

 memorandum observed  the NRP had not reached its full potential because "of inadequacies in the
organizational structure and suppon of the national reconnaissance  complicated bv the absence of

 authoritative delineation and understanding of pertinent roles and missions of the  C I A . and

 Presidential Directive/NSC 17. August  and EC) 12036.  and
 the  to the  " " 
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 the DNRO from unsolicited outside staff assistance;

granted the DNRO authority to  staff, and  the (S) NRO":
 and conduct the (TS) NRP": and review all DoD budget

requests . . . within the NRP.

 The Directive did not, however, address all thc concepts included during thc
various iterations of Agreement  such as thc NRO falling under thc direction
Under Secretary of the Air Force and thc Deputy Director (Plans) of the CIA acting  the
joint staffing  or thc CIA responsibility for NRP security policy. A revision was issued
on 27 Mar 1964, which  cognizance of special  control systems for NRP
communications to DIA and addressed other security arrangements. In addition, the Directive
was amended via memo in  to include the Defense Space Operations Committee and
establish its  as "thc principal advisory body to the SECDEF for the (S) National
Reconnaissance Program."3 In September 1980 the SECDEF requested thc DNRO "update and
revise" the Directive to incorporate changes resulting from thc establishment of a Defense
Reconnaissance Support Program, but the  Directive was not revised and remains thc extant
Directive for thc NRO.

(U) The net result of the chartering process was that the NRO was established as a 
Defense  which it remains to this day. The NRO consisted of a small headquarters staff
that provided direction for the  functions of the three component programs. Thc first director
of thc NRO established by memorandum the basic structure  organization as three primary
programs each supported by a non-NRO parent-the Air Force (Program A), the CIA (Program
B). and the Navy (Program C).

(U) The SECDEF was given  responsibility for the management and
of the NRO and thc NRP" and had the authority to choose the Director, NRO. with the
concurrence  DCI. and to "review and  thc final power to approve the NRP budget."
The Directive authorized "streamlined management  and exempted NRP projects
from  DoD staff review" and unsolicited assistance. As the operating arm  NRP.

 it also had national tasks with attendant responsibilities to  DCI as well as the
SECDEF. The DCI had authority to establish thc collection priorities and requirements, provide
security policy  and review and approve the NRP budget.

(U) Although authority to  staff, and supervise" the NRO and
manage and conduct" the NRP was set by  neither the Directive nor the  Agreement
addressed oversight of the organization and program. The NRP EXCOM, consisting of thc
SECDEF. DCI, and the Special Assistant to thc President for Science and  provided
some budget and programming  but it really served as a joint steering committee for
the SECDEF and thc  No OSD  was identified to assist the SECDEF in
executing his responsibilities until  when thc SECDEF established a Special Assistant for
Intelligence, whose responsibilities included the NRP.

(U) The 1970s

(U) The designation of an OSD official in 1969 to monitor the NRP initiated a practice
that was inconsistent with thc streamlined management language in thc 1960 NSC memorandum
that called for the development of a reconnaissance satellite  as well as thc
which specifically exempted NRP projects from normal staff review. The  establishment of

DoDD  December  canceled  memorandum and established the Defense Space Council: the
DoDD was not revised to reflect this  change.

 K E Y H O L E
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an ASD for  and the  in  of thc ASD(C3I) further established a level
of review  to the NRO. exceeded the bounds of its charter. The  on the
ASD(C3I) notes that the ASD(C3I) is the principal staff assistant for "reconnaissance activities"
with responsibility for "satellite activities"; that language was further refined in thc revised
charter issued in 1985 which stated that the ASD(C3I) is the "Principal Staff  . . for
reconnaissance activities and including those National Programs for which the [SECDEF] has
execution authority." Thc  Directive  on to say that thc ASD(C3I) will exercise

 authority and control" over the NRO's Defense Support Program Office and "staff
supervision  Air Force and Navy Special Intelligence Programs," an unclassified reference
to the DoD components  NRP.

(U) A number of changes within the Intelligence Community that occurred shortly after
the establishment  an OSD oversight official also impacted NRP authorities set in the previous
decade. Unhappy with thc Intelligence Community as a whole. President Nixon sought
improvements in the very functioning of the Community, its end product, and its resource
management. In 1971 he directed the DCI "to assume leadership  Community
in  coordinating, and evaluating all  programs and  and
in thc production of national intelligence," and to prepare a consolidated intelligence program
budget. Thc consolidated budget later became thc National Foreign Intelligence Program (NFIP)
and  thc NRP as its largest component. Once the NRP became part of thc NFIP. it lost
its "unique"  and became just one of several intelligence programs.

(U) Throughout thc  President directed the DCI to exercise more and more
control over thc NFIP; as a result. DCI authority over the NRP expanded from the
priorities and requirements authority of the  Agreement to the program and budget authority
assigned in Presidential Directive/NSC 17. August 1977 and Executive Order 12036, January 24

 This was a significant change in DC1/SECDEF  compared to those stated
 the  Agreement. Also during this time frame. Executive Order  abolished

the NRP EXCOM. which had provided NRP guidance and budget  and established the
Committee on Foreign Intelligence (CFI). Whereas thc NRP EXCOM had been responsible for
the NRP alone and had given the SECDEF final authority over NRP matters, the CFI, chaired by
thc  was responsible for all national foreign intelligence programs.

(U) Joint oversight responsibilities exercised  thc SECDEF and the DCI through
steering  such as thc NRP EXCOM also changed in nature. The Intelligence Resources
Advisory Committee  thc CFI  and the National Foreign Intelligence Board
moved the  away from the NRP/NRO itself and towards thc  and
intelligence matters in general. As thc  joint oversight broadened to include
participants whose interests covered a range of intelligence  thc NRO began to move
to a closer involvement with the larger Intelligence Community.

 Congressional oversight of intelligence programs was also formalized during the
 By 1976 permanent committees were formed in both Houses of Congress  the

 including the NRP. Moreover. Presidential direction for greater DCI
control over the NFIP meant that the DCI. as NFIP spokesman to Congress,  to balance NRP
needs against thc needs of the rest of the NFIP.  the emphasis was on the NRP as part of
an integrated  not as a separate stand-alone program.

(U) The establishment of lower levels of review within DoD. the move from a "unique"
single program to being part of an integrated  changes in the budget

 thc creation of advisory  and the formation of permanent Congressional
intelligence oversight committees illustrate how the authorities and responsibilities evolved
while thc charter documents themselves remained static.  thc  wrought by thc
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 were mostly  to the NRO and NRP; thc 1980s would bring  a different

 1980s

(U) The early part of the decade was marked primarily by
(August  PFIAB review of the NRO. Asked to thoroughly examine thc responsibilities and
organization  NRO. the PFIAB sent two separate memoranda to the President (December

 and July  with similar findings. Concerned in particular with thc NRO's loss of
flexibility due to increased  thc PFIAB wrote that "the unique management structure
that minimized external program oversight and review . . . has been eroded  thc last decade
by the Office of Management and Budget and thc Congress." and thc "SECDEF and DCI agree
to seek specific measures to increase the program and budget flexibility  DNRO."
PFIAB observed that "more detailed oversight is beginning to handicap thc NRO," and that thc
"SECDEF and DCI |must] ensure that thc conduct  NRP permits continued streamlined
management and avoids unnecessary oversight and program review."

 Thc  worries about increased oversight and a potential loss of streamlined
management authority had no impact on thc charter documents in effect at the  as thc
President did not request any revisions or development of a  document at the national level.

 they merely resulted in a February  nonspecific Presidential request that the
SECDEF. DCI  to the President for National Security Affairs "periodically review
the  priorities and resources of the NRO. as recommended  the

(U) From 1986 to 1988 the DNRO initiated several studies to look at thc structure and
management authority  NRO. These studies highlighted problems associated with the three
separate program (A.B. and C) structure  the lack of DNRO line management
aulhority. Before retiring in  the DNRO passed his recommendations for restructuring the
NRO to the DCI. The Acting DNRO and thc NRO Program Directors initiated another study in

 to  in  the organizational problems identified in earlier studies with a view
to ensure thc NRO could respond to "future intelligence challenges" and maintain thc strengths

 NRO: streamlined  and  Agency
composition. This  formally titled  NRO Restructure Study but known as the
Geigcr-Kelly  included participants from the NRO, thc DoD. and other
Community

(U) Thc Gcigcr-Kclly study concluded that thc NRO charter and mission were still
although eventual declassification  "fact  appeared likely. A key recommendation
supported maintenance  separate program  but thc report also recommended
initiation of  process to collocate the NRO. To begin this  thc study group
recommended collocation of staff support and the standardization of those suppon functions

 Other key recommendations later implemented included:

creation of a new Deputy Director for Military Support:

establishment of an Office of Plans and Analysis:

realignment of management  for the  of the NRO:

creation of a Board to advise thc SECDEF.  and DNRO (National
Reconnaissance Review Board): and
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 of thc DNRO's position from Air  Secretary/Under Secretary to
Assistant Secretary of thc Air Force (Space)  allow the DNRO to  more" of a 
full-time manager.

(U) Despite thc earlier oversight concerns of thc PFIAB. thc Gcigcr-Kclly report noted
that  basic authorities of  NRO  remained intact." In fact.  study
included a Memorandum of Agreement  an appendix . . . "to reaffirm  and mission
to thc NRO and the SECDEF and DCI support for thc management authority of the DNRO."
although this Memorandum was never signed. Thc study group wrote that specific issues raised
relating to thc charter  to implementation problems caused by a lack of specific NRO
policy or strategies" rather than to problems with thc charter. Although they acknowledged that
charter changes could be  argued that thc "charter of thc NRO.  permits and
supports thc objectives of thc NRO with respect to its future. . . . unless a substantial gain can

 realized from updating or changing thc  thc risks entailed and
opening up thc issue argue against making any changes."

 sum. although the  brought increasing external  in particular bv
Congress and OMB. the internal changes effected by thc NRO's restructuring efforts
more  the Geigcr-Kelly study declared the NRO charter  This
assessment has not gone  as discussion about thc NRO's authorities and
oversight continued in thc

 The 1990s

(U) Thc current decade has produced significant change in thc organization  NRO
and its oversight  Thc NRO is now a  and staff organization and its
NRP-is now subject to the same joint review as other elements of thc NFIP.  prominent
oversight change is the creation of a new OSD office with responsibility for

(U) In  the DCI commissioned a task force to assess thc NRO's organizational
 management  and ability to respond to Intelligence Community needs.

Thc Task Force issued a report (known as  Fuhrman Report) in April  recommending the
consolidation of Programs A. B. and C into IMINT and SIGINT Directorates and full collocation
to achieve an integrated functionally aligned organization. These recommendations

 thereby moving thc NRO away from thc structure thc original charter was
designed to support through thc use of  and procedures of parent
organizations.  functionally aligned organization has fundamentally changed thc way
the NRO operates internally. With  of thc parent organizations  staff
elements are uncertain of  to  and managers cannot turn to thc chartering documents
for guidance.

(U) In  NRO's oversight structure has expanded in thc  two years.
DCI and DEPSECDEF formed an Intelligence Program Review Group in  to prioritize
Defense intelligence issues among thc three intelligence  Joint Military
Intelligence Program, and Tactical Intelligence and Related Activities. Thc NRP is subject to
oversight from this group as well.  thc Defense Resources Board process has, for
thc intelligence  expanded to provide rigorous review  NRP budget process.

 Thc SECDEF and DCI also chartered thc Joint Space Management Board in
December  as a board of directors for defense and intelligence space  of which thc
NRP is a  The Joint Space Management Board provides  policy and program
guidance for defense and intelligence space programs to include review and approval of trade-
offs among  and resources. The Joint Space Management Board
Executive Committee includes the Under Secretary of Defense for Acquisition & Technology
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 Deputy Director  Central  co-chairs: thc  Joint Chiefs of
Staff: and thc  Director. Intelligence Community Affairs.

 in December  thc DEPSECDEF established a  to provide
thc SECDEF a single point of contact for space matters. Responsible for oversight of all DoD
space acquisition and technology  thc DUSD(Space) has all DoD [space] acquisition
funds under his control: a recent Program Budget Directive4 also put NRO  which is in

 NFIP. under his  Thc establishment of this position brings to three the number of
OSD elements available to thc SECDEF to provide  of  Space).

 and ASD(C3I). The USD (Comptroller.) took an active role in thc
review  FY 97 NRP budget  and the ASD(C3I) continues to exercise its charter
responsibility for national reconnaissance  including thc NRO.

(U) Thc establishment of various boards and oversight offices is difficult to reconcile
with thc charter  which included expressions  "streamlined management
procedures." and "not subject to normal staff  In thc  NRO finds itself
thc subject of oversight from three different OSD  CIA  DCI staff
and three different management  in addition to thc SECDEF and

(U)  additional event occurred in thc  that impacted thc original chancr
 The NRO was chartered covertly to protect both its operations and thc "fact of" its

 In September  DEPSECDEF issued a press release acknowledging
the existence  NRO. and the Intelligence Reorganization Act of 1992 recognized in law for
the first  thc "National Reconnaissance Office (NRO) of thc Department of Defense."
parallel to  NSA. DIA, and CIO.

 Attempts to Change thc Charter

(U)  thc past 30 years a number of efforts  been undertaken to
 or otherwise modify thc NRO charter documents to reduce NRO

vulnerability to  Periodic findings of charter  such as those by the
Geigcr-Kelly  not diminished attempts to change the NRO charter.  NRO has
been a partner to these cffons primarily to ensure retention of its unique

 Thc first attempt to modify thc charter occurred in  Continuing for a period of
several  efforts  undertaken to provide a non-DoD chartering  an NSC

 Directive. That initiative was prompted by President Nixon's  directing
reorganization of thc Intelligence Community to include rewriting all thc NSC Intelligence
Directives. Thc draft NSC Intelligence Directives for  NRP/NRO contained thc essential
provisions of thc  Agreement. Although thc NRP/NRO had no chartering document on the
DCI NSC  thc NRO  for several years thc effort to  nor a DCID. an
NSC Intelligence Directive for the NRP. While an  was  due to wording
that relegated thc DCI to a  of  additional attempts to update thc NRO charter
continued in both  and 1976 outside thc NSC Intelligence Directive framework.

(U) Both thc 1974 and  efforts  although the  effort
received backing from thc  Written by NRO staff to incorporate  changes
resulting from Executive Order  to strengthen thc DNRO's control  the NRP. thc

 revised NRP charter apparently gained SECDEF approval before being forwarded to thc
CFI. A CFI task group was formed to prepare a CFI Directive for the
like others before it, stalled when agreement could not be reached. 

 Directive 701.  Space Programs. 7 November
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(FOUO)  thc NRO staff again  work on  NRO charter. This
 they investigated the desirability of seeking legislation to establish a formal

chancr for the NRO. Legal consensus determined that the NRO was better off operating "status-
 as there  too many vested interests that would cause further erosion on thc

management  and resulting legislation would  very

 Other attempts to update  chancr include a draft memorandum of agreement
between thc SECDEF and the  contained in thc 1989 Geiger-Kclly  and
September  working paper draft DoD  The Geiger-Kclly draft was basically a 
reaffirmation of thc basic charter of thc NRO and the dual  of the DNRO to thc
SECDEF and thc DCI, and would not  replaced thc 1965  Thc  draft DoD

 classified  but with a  "For Publication as UNCLASSIFIED
After  was apparently prepared in anticipation  18 September 1992 DoD press
release acknowledging  existence of thc NRO.  DoD Directive was dated 1 October
and would  cancelled the 1964  but it was never issued.

(U) Despite the oft-repeated assertion that thc NRO charter has withstood the  of
the past 30 years have nonetheless seen significant changes in thc  and
oversight of the NRO. It is no longer a covert  but has been publicly recognized in
law as a Defense agency. There is increasing interest in its operation and  especially
within DoD and thc Congress. As a  public requests for copies of thc NRO charter

 and it is  thc subject of an extensive Federation of American Scientists  on
the Internet. As public scrutiny  organizalion and its operations  thc impacts of
these changes become  readily apparent.
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 The inspection  gathered thc below listed documents to research the authorities issue of
thc NRO inspection. Thc team provided the documents in a  of binders to the NRO
Inspector General's office for future use in  and

 AGREEMENTS

DEPSECDEF Letter to DCI.  Management of the National Reconnaissance Program."
September 6.  (THE  AGREEMENT). (TO  Handling).

"Agreement Between Secretary of Defense and thc Director of Central Intelligence on
Responsibilities  National Reconnaissance Office  May  (THE
AGREEMENT).

"Memorandum of Agreement Concerning NSA Participation in the  National Reconnaissance
Office." June

 Between the Secretary of Defense and the Director of Central Intelligence on
Management  National Reconnaissance Program." March  (THE 1963 
AGREEMENT).

"Agreement for Reorganization of the National Reconnaissance Program." August
(THE  AGREEMENT)  5678 65) with DCI Letter of Transmittal to SECDEF.
August 13.  (TO) DYE

"Memorandum of Understanding between the Director. National Reconnaissance Office and the
Chief of Naval Operations." December

 of Understanding between the National Reconnaissance Office (NRO)  the
Office of thc Secretary  Army." December 31. 1974.

"Memorandum of Understanding between Thc Director. National Reconnaissance Office and
Thc Assistant Secretary  Navy. Installation and Logistics." July 9.

"Memorandum of Agreement Between thc National Reconnaissance  (NRO) and the
Defense Mapping Agency (DMA)." September 9.

"Memorandum of Agreement between the Intelligence Community Staff  the Defense
Intelligence Ascncv (DIA)  the National Reconnaissance Office  December 13.

"Memorandum of Agreement. National Reconnaissance Review Board." October
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 of Agreement between National Reconnaissance Office. Inspector General and
Central  Agency. Inspector General on  of NRO/IG Charter
Directive." February 22.

"Memorandum of Understanding between National Reconnaissance Office. Office of thc
Secretary of Defense and Central Intelligence Agency." October  (3/D¥E

 for Joint Space Management Board." December 13  (LO.

"Intelligence Program Review Group Charter," draft as of December. 1995. (LO

AUTHORITY DELEGATIONS

DEPSECDEF Memorandum. "DoD  Earth Sensing and Space Shuttle Planning
Activities." October

Assistant Secretary of thc Navy. Installations & Logistics Memorandum for Manager. Navy
Space  "Delegation of Authority and Designation as  of a Procuring Activity." July

 (U).

DEPSECDEF Memorandum. "Defense Reconnaissance Support Program (DRSP)." September

Under Secretary of Defense (Acquisition) Memorandum, "Delegation of Authority to Approve
Contracts Awarded Under Other Than Competitive  February  1991
(T3  with DNRO Memorandum for USD(A). same  (TOi'DYE

Secretary of thc Air Force  "Delegation of Authority to Director, National
Reconnaissance Office (U)." undated

DEPSECDEF Memorandum. "National Reconnaissance Office." (designated DNRO). Mav
1994. (U).

(b)(1) 1.4(c), (b)(3)  USC 424DCI

DNRO Memorandum. "Delegation of Contracting and Senior Procurement Executive Authority:
and Designation as  of thc Contracting Activity," December 27.

BRIEFINGS

"NRO Evolution and Overview." September  280-88.

"Legal Status of NRO," September  1995 Video.

 Management Controls." September  1995 Video  YE).

"Contracting in the NRO." Office of Contracts. September  Video

"NRO Military  Staff (MSS)." Defense Support Project Office. September
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BUDGET DOCUMENTS

Fiscal  1991 Congressional Budget  Volume IV. National
Program. January 1990.

Fiscal Year  Congressional Budget Justification. Volume IV. National
Reconnaissance Program, January  (TO/DYE

Fiscal  Congressional Budget  Volume IV. National Reconnaissance
Program. January

Fiscal Year  Congressional Budget Justification. Volume IV. National
Reconnaissance Program. March 1993.

Fiscal Year  Congressional Budget Justification. Volume IV. National Reconnaissance
Program. February

Fiscal Year  Congressional Budget Justification. Volume IV. National
Reconnaissance Program. February  (TO/DYE

DIRECTIVES and ORDERS

Executive Orders and Presidential Directives

Presidential Memorandum. "Organization and Management  U.S. Foreign Intelligence
Community." November 1971.

Executive Order  "United States Foreign Intelligence Activities." February 18.

Presidential  "Reorganization  Intelligence Communitv," August

Executive Order 12036. "United States  Activities." January 24.  (U).

Executive Order  "United States Intelligence Activities," December 4.

Executive Order  "President's Intelligence Oversight Board," December 4.  (U).

National Security Decision Directive Number  "National Space Policy." July 4. 1982. (TS)

Executive Order  "President's Foreign  Advisory Board." October 28.
(U).

Presidential Memorandum.  Report on the National Reconnaissance Office
(NRO)  February

National Security Decision Directive Number  "National Space Policy (U)." January 5.
1988.

National Security Directive 30. "National Space Policy Directive  November

National Security Directive 67. "Intelligence  (U)." March
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Presidential Decision Directive/NSC-35,  Priorities." March

Department of Defense

DoD Directive 3305.5, "General Defense  Program (GDIP) Management." May
1986,

DoD  3500.1, "Defense Space Council  December  (U).

DoD Instruction 4000.19. "Interservice and  mental Support." August  (U).

DoD Directive  "Defense Acquisition," February 23, 1991, (U).

DoD Directive  "DoD Directives System,"  (U).

DoD Directive  "The National Security Agency and the Central Security Service."
December  (U).

DoD Directive  "Administrative Arrangements for the National Security Agency." May
17.  (U).

DoD Directive  "Department of Defense Support Activities (DS  December
 (U).

DoD Directive 5100.85,  Systems Board  June  (U).

DoD Directive 5105.15, "Department of Defense Advanced Research Projects Agency." March
 (U).

DoD Directive  "Defense Intelligence Agency." May  (U).

DoD Directive  National Reconnaissance Office," March

DoD Directive 5105.40, "Defense Mapping Agency (DMA)." December  (U).

DoD Directive  "Central Imagery Office," May 6, 1992, (U).

DoD Directive  "Comptroller  Department of Defense (C. DoD).
(U).

DoD  "Under Secretary of Defense for Acquisition and Technology
(USD(A&T))."  (U).

DoD Directive  "Defense Airborne Reconnaissance Office  April  (U).

DoD Directive  "Assistant Secretary of Defense for  Control,
 Intelligence (ASD(C3I))." February  (U).

DoD Directive  "Development of Space  September  (U).

DoD Directive  "Special Access Program (SA) Policy," January

DoD Directive 5240.1, "DoD Intelligence Activities," April  1988. (U).
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National Reconnaissance Office

National Reconnaissance Program Directive  "Security Policy." August
13040

NRO Office of Contracts Interim Contracts Policy Directive Number 001. "Interim Contracts
Policy  Framework." January

National Reconnaissance Program Directive  "Security Handling of Covert Satellite SIGINT
Collection Projects and Control of Raw SIGINT Intelligence,"

NRO Office of Contracts Interim Contracts  Number 002. "NRO Contracting
Authority." January

National Reconnaissance Office Directive 3. "Access Approval and Criteria Policy," December
22.

National Reconnaissance Program Directive 4, "Physical Security Policy." August
(TOi'DYE 13040

NRO Office of Contracts Interim Contracts Policy Directive 004. "NRO Competition Advocates.
Authorities, Format, and Class Justifications," August

NRO Office of Contracts Interim Contracts Policy Directive  "National Programs Contract
Review Board." May

NRO Directive 90-1, "NRO  January

NRO Directive 7. "NRO Acquisition Management," January

NRO Office  Comptroller, NRO Financial  October

Other

DCI Directive No.  January 22.

DCI Directive No.  "Management of National Imagery Intelligence," June 1.

DCI Directive No. 3/2 "Intelligence Community Executive Committee," June  (U).

DCI Directive No. 3/3-1 "Community Management Staff," June  (U).

DCI Directive No. 3/4 "Intelligence Research and Development  June

 Directive No.  Policy for Sensitive Compartmented Information," March
1995, (U).

National Security Council Intelligence Directive No. 6. "Signals Intelligence," Febraary 17,
1972. (TOi'DYE

Secretary of thc Air Force Order No.  "Functions of thc Secretary. Under Secretary and
thc Assistant Secretaries  Air Force," May  (U)
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BYEMAN  Manual. June

INTERVIEWS
DoD  (b)(6) |. Acting  Assistant Secretary of Defense  &  and
staff. December

DoD  (b)(6) | . Deputy Under Secretary of Defense  and
Assistant. December  1995.

DoD  (b)(6) , Principal

. Executive Director, Intelligence Community Affairs. DecemberDoD  (b)(6)

DoD  (b)(6)  and
Office, November

DoD  (b)(6)

DoD  (b)(6) |.  Director. National Reconnaissance

former Deputy Director,  Associate Deputy Director
for Science & Technology, Central Intelligence

DoD  (b)(6) Deputy Director for Program Evaluation, C4I Integration  Activity.
December 6. 1995.

LAW AND LEGISLATIVE HISTORY

National Security Act of  as amended (Title 50,  Chapter 15).

Centra] Intelligence Agency Act of  as amended (Title  U.S.C, Sections 403a through
403s).

National Security Agency Act of  May 29, 1959 (Title 50,  Section 402note).

Title  U.S.C. Chapters 1,  33. and 51.

Title  Chapters 1 through 4.  and 803.

Title  U.S.C, Chapter  Subchapter  (The Economy Act).

Title 41, U.S.C, Chapters 4 and 7.

Title  U.S.C. Chapter 29.

House Conference Report No.  October  (to accompany Public Law
Intelligence Authorization Act for 1993, containing  Intelligence Organization Act Of 1992).

 Annex to the Joint Explanatory Statement of the Committee of Conference, October 8,
 (to accompany thc Intelligence Authorization Act for  (TO/DYE  92).

House Conference Report 104-427, December  (to accompany thc Intelligence
Authorization Act for Fiscal Year 1996).

Classified Annex to thc Joint Explanatory Statement of the Committee of Conference (to
accompany the Intelligence Authorization Act for Fiscal Year  (TO/D YE).
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 Report to the Joint Explanatory Statement of thc  of Conference to
Accompanv thc Conference Report on H,R.  (Dcpartmcni of Defense Appropriation Bill
for Fiscal Year  (TO/DYE).

 L E T T E R S , OTHER

Presidential Memorandum for thc Secretary of State and thc Secretary of Defense.
"Communications Intelligence Activities." October 24.  (U).

NSC  "Note by thc Executive Secretary to thc National Security Council on Covert
Operations." December  1955. (U).

NSC Action No.  "Record of Actions by the National Security Council at its Three
Hundred and Fifty Second Meeting held on January  (Approved  the
January 24.  (U).

NSC  "Preliminary U.S. Policy on Outer  (redacted version). August

NSC Memorandum for the Secretary of Defense. "Reconnaissance Satellite Program."
September 1,  ft. 

SECDEF  "(TS) Assistant for Reconnaissance. September 6.

DNRO Memorandum for NRO Program Directors." Organization and Functions if  NRO."
July  1962. (TOi'DYE 1733

Assistant to thc President Memorandum for thc SECDEF and  "National Reconnaissance
Office (President's Foreign Intelligence Advisory Board Recommendation No. 23)."  6.
1962.

President's Foreign Intelligence Advisory Board Memorandum for thc President. "National
Reconnaissance Program." May

DNRO Memorandum, "Special Suppon Activities Funding under thc  Procurement
Appropriation." May 7. 1964. (8).

Assistant to thc President Memorandum for SECDEF and  "National Reconnaissance
Program." May

Under Secretary of thc Air Force Memorandum for Director of Special Projects. OSAF.
"Authorization to Deviate from Air Force Directives." June 23.

Committee on Foreign Intelligence Tusk Group Memorandum. "Revision of NRP Chancr."
March 17.  (TOi'DYE 1

DNRO Memorandum for President's Foreign Intelligence Advisory Board. "Authority for thc
Establishment  National Reconnaissance Program." May

SECDEF Memorandum. "(S) National Reconnaissance Office" (interim change to DoDD TS-
 October 3. 1979. (TO).

 President's Foreign Intelligence Advisory Board Letter to the  no subject
(findings of NRO examination). December
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Joint Rcpon (SECDEF. DCI and Chainnan. President's  Intelligence Advisory Board) to
the  on the NRO. July  DYE

DNRO Letter to Chainnan. Senate Select Committee On  no subject (internal
restructuring of the NRO). November

SECDEF/DCI Letter to Chairman, Senate Select Committee On  no subject
(strengthening the NRO). July

SECDEF Memorandum. "Additional Deputy Director Position in the National Reconnaissance
Office (NRO)." January 26. 1990.

DCI  for DNRO. (b)(1) 1.4(c), (b)(3) 10 USC 424

SECDEF DCI Letter to Chairman. Senate Select Committee On  no subject
(forwards NRO reorganization plan). February 26.  I E 1)

DNRO Memorandum for Chairman. Joint Chiefs of Staff. "Deputy Director Position
National Reconnaissance Office (NRO)." April

 for Congressional Affairs Memorandum for Congressional Committee staffs.
"Briefing Charts" ("NRO Human Resources Requirements Study  and "NRO

 Security Center Overview/Status). March 28. 1991. (TO/DYE

DEPSECDEF  "National Reconnaissance Office (NRO) and DoD Directive
 August

Senate Select Committee On  Minority Staff Director/General Counsel Letter to
NRO IG, no subject (lack of CIA IG statutory responsibilities for oversicht of NRO
October  (U).

DEPSECDEF  "Establishment  Defense Airborne Reconnaissance Office
(DARO)." November 6.  (U).

DEPSECDEF Letter to DCI, no subject (ASD(C3I) initiative to establish a declassification
review group). February 2. 1994.  059

DDNRO Memorandum for SECDEF. "Department of Justice Request for Declassification
February 10,

DDNRO Memorandum for ASD(C3I).  Directed  Inspector
General Function - INFORMATION MEMORANDUM." February

 of General
(b)(3)  USC

10 USC 424, (b)(5)

DEPSECDEF  "Establishment  Deputy Under Secretary of Defense for
Space Acquisition and Technology Programs." December  1994, (U).

DEPSECDEF Memorandum. "Responsibilities and Functions  Deputy Under Secretary of
Defense for Space," March 8.  <U).
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DNRO  to Assistant Inspector General for Audits. IG. DoD.  to Draft Audit
 on  of thc Internal Management Control Program at the NRO  No.

3RC-0035.01)." March

 of General Counsel. "Legal Justification for NRO Deviations from the FAR."
Attorney Work Product. March

DEPSECDEF Memorandum. "Establishment of thc Defense Airborne Reconnaissance Office
(DARO)." April  (U).

House Permanent Select Committee on Intelligence Letter to DEPSECDEF. no subject (requests
examination of NRO "forward funding"). August  ft). 

DCI'SECDEF Letter to Chairman. House Permanent Select Committee on  no
subject. October 24.  forwards  NRO Reallocation Request".

Program Budget Decision No. 701. November 7.  approved by DEPSECDEF. November

DEPSECDEF Memorandum for DCI. "Chancr for a Financial Management Executive
NRO." November 16. 1995. (U).

ASD(C3I) Memorandum for DNRO. "SECDEF Annual Defense Report." November 29.

(b)(1) 1.4(c), (b)(3)  USC 424

 Memorandum for Joint Space Management Board, "Review of National
Reconnaissance Office Programs and Activities." December  (U).

 "DoD Co-Executive Secretary  Joint Space Management
Board." January 3.

NRO/Offiec of General Counsel Memorandum. "Response to Inquiry Regarding NRO Legal
Issues." February 28,

 of General Counsel Memorandum.
I

(b)(1) 1.4(c), (b)(3)  USC 424

 Deputy General Counsel (Inspector General) Memorandum. "Legal Issues
Arising from National Reconnaissance Office (NRO) Review." March  (U).

CIA/General Counsel Memorandum
ft).

(b)(1) 1.4(c), (b)(3) 10
(b)(1) 1.4(c), (b)(3) 10

 to the Inspector General Memorandum.
|.(S)

(b)(1) 1.4(c) (b)(3)  USC 424 (b)(5)

CIA/Principal Deputy General Counsel Memorandum. "Draft Joint Inspection Report on
 May

STUDIES, HISTORIES, PLANS, REPORTS
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DoD  (b)(6) . "A Summary  National Reconnaissance Problem." May  draft.
 65).

DEPSECDEF Memorandum.  Operations  February 8.

DEPSECDEF Memorandum.  Operations  March 21.

DoD  (b)(6)

DoD  (b)(6)

untitled paper  confronting thc NRO).  probably

Memorandum  "NRO Responsibilities for NRP
Air Vehicle Reconnaissance Projects." July 1. 1969.
(b)(1)  (b)(3)  USC 424 (b)(5)
DoD Director Science and Technology. CIA. June  ( 

Approved
 YE 640

"Plan for thc Defense Reconnaissance Support Program (DRSP)." Approved by DEPSECDEF.
September  1980.  066092/80).

History of thc National Reconnaissance Program:

Volume 1. "Thc Corona Story," December  DYE

Volume I I .  Hexagon Story." December
1

Volume  Gambit Story," June  DYE 140002-

Volume  "Thc SIGINT Satellite Story." December
 DYE

Volume V.  Story." unpublished draft,  1 

"NRO Charter and Management Evolution" (chronology of  author
circa February

"Repon to thc Director National Reconnaissance Office. "NRO Restructure Study Briefing"
Geigcr Study). Volumes i and I I .

National Reconnaissance Office, 'Report to the Secretary of Defense and Director of Central
 regarding NRO  January  27700/90). • 

DNRO Memorandum for SECDEF and DCI. "Report on thc National Reconnaissance Office
Restructure."  February  (TOi'DYE

SECDEF/DCI Letter to Chairman. Senate Select Committee On  no subject
(transmits report on NRO restructure). February
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"DCI Task  on the National Reconnaissance Office, Final Repon" (The Fuhrman Report). 
April 1992,

"Final  National Reconnaissance Program Task Force for thc Director of Central
 (The  Report). September 1992. (TO/DYE

DNRO Memorandum for thc DCI. "NRO Review of  Classification and
November

NRO Protection Review. "What is  November 6. 1992.  92).

NRO Restructure Guidance Document. Revision #2. January  approved by DNRO
January 26. 1993. (TOi'DYE).

National Reconnaissance Office (NRO) Restructure Implementation Master Plan  January

NRO Strategic  undated

"NRO Baseline  Prepared for thc Commission on Roles and Capabilities  U.S.
Intelligence Community." April  DYE

Central Intelligence Agency. "A  Guide to Intelligence." July 1995. (U).

Statutes Working Group. National  Agency Task  "Analysis  Statutes
Working Group -  520  August
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APPENDIX D JOINT INSPECTION TEAM COMPOSITION

 Director.
DoD/IG

Assistant  Director

Deputy Inspection Director
DoD/IG

Inspector,

Inspector.

Evaluator. DoD/IG

Evaluator. DoD/IG

Inspector. DoD/IG

Auditor.

 DoD/IG

Inspector. DoD/IG

Evaluator. DoD/IG

Inspector. DoD/IG

Inspector. DoD/IG

Auditor. DoD/IG

Inspector. DoD

Evaluator.

 DoD/IG
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APPENDIX E SITES VISITED (U)

(U) Office of  of Defense

(U) Assistant Secretary of Defense (Command. Control. Communications and
Intelligence)

(U) Deputy Under-Secretary of Defense (Space)

(U) Defense Agencies And Organizations

(ft*) National Reconnaissance Office
Headquarters facilities in thc National Capitol Region(b)(1)(c) (b)(3)  USC 424

Los Angeles  Station
Naval  Laboratory

(U) Central Imagery Office

 Defense Contract Audit Agency

 Detachment Headquarters

(U) Defense  Agency

(U) Defense Mapping Agency

National  Agency Task Force

(U) National Security Agency

 Naval Supply Systems Command

(U) Other Federal Agencies
 Central Intelligence Agency

Directorate of Science and Technology
Office of thc General Counsel
Office of Personnel
National Photographic  Center

(U) Director. Central
 Staff

 Contractors

(S/B) (b)(1)(c) (b)(3)  USC 424
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APPENDIX F ACRONYMS

AIS  Automated Information
 (U) AIS Security Manual

ASD  Assistant Secretary of
BSM (S/B) BYEMAN Security Manual
C3I (U) Command. Control. Communications and Intelligence

 Board

CIA (U) Central Intelligence Agency

COTR (U) Contracting
CWAN  Contractor Wide Area Network
DASD  Deputy Assistant Secretary of Defense
DCI  Director of Central Intelligence
DCID  DCI Directive
DDMS  Dcputv Director for Military Support
DEPSECDEF (U) Deputy Secretary of Defense

 Defense  Agency
DNRO  Director. National Reconnaissance Office
DOS (U) Director of Securitv
DSPO  Defense Support Project Office
DUSD  Deputy Under Secretary of Defense
DoD  Department of Defense
DoDD (U) DoD Directive
EEO  Equal Employment Opportunity
EXCOM (U) Executive
FY (U) Fiscal Year
FAR (U) Federal Acquisition Regulation
GPRA (U) Government Performance and Results Act
GSA (U) General Services Administration
GWAN (U) Govemment Wide Area Network
HRMG (U ) Human Resources Management Group
IG (U) Inspector General
IMC (U) Internal Management Controls
IMINT (LO Imagery Intelligence
IRM (U) Information Resources Management
ITG  Information Technology Group
MOA  Memorandum  Agreement
MOU (LO Memorandum
MPD (U) Military Personnel Division of HRMG

 (U) Management Services and Operations Office
NAM (U) NRO Acquisition Manual
NFIP (U) National Foreign Intelligence Program

 National Imagery and Mapping Agency
NRO  National Reconnaissance Office
NRP (U) National Reconnaissance Program
NS A  National Security Agency
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 Security

OSD (U)  of the  of Defense
OSO  Operational Support Office
P&A  Plans and Analysis
PFIAB (U) President's Foreign Intelligence Advisory Board
Program A (U) Air Force Program prior to 1992 restructure
Program B (U) CIA Program prior to  restructure
Program C (U) Navy NRP Program prior to 1992 restructure
SCI (U) Sensitive Compartmented Infonnation
SECDEF  Secretary of Defense
SIGINT (U) Signals Intelligence
USAF (U) United States Air Force
USD (U)  Defense

\
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