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Ref: FOIA-2013-00686

Mr. John Greenewald
- The Black Vault

‘ Dear Mr. Greenewald:

This is in response to your September 9, 2013, Freedom of Information Act (FOIA)
request for a copy of all documents pertaining to the DoD 1G’s investigation of the NSA
TRAILBLAZER Program. We received your request on September 11, 2013, and ass1gned it
case number FOIA-2013-00686.

The Ofﬁce of the Deputy Inspector General for Intelligence and Spec1al Program
Assessments conducted a search and located the enclosed report. I determined that the redacted
portions are exempt from release pursuant to 5.0.8.C. § 552(b)(1), which protects from
disclosure of national security information concerning the national defense or foreign policy; 5
U.S.C. § 552(b)(3), which covers information specifically exempted from disclosure by statute; .
and 5 U.S.C. § 552(b)(5), which protects inter-agency or intra- agency memorandums or letters -
- which would not be available by law to a party other than an agency in litigation with the

agency. :

If you are not satisfied with this action, you may submit an-administrative appeal to the
Department of Defense, Office of Inspector General, ATTN: FOIA Appellate Authority, Suite
10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500. Your appeal should be
postmarked within 30 days of the date of this letter, should cite to case number FOIA-2013-
00686, and should be clearly marked “Freedom of Information Act Appeal.” |

f_S1ncerely,_ , o ‘
Catherine M. DelPrete
~ Supervisory Attorney

Freedom of Information, Pr1vacy and
Civil Liberties Office

Enclosure(s): -
As stated . '
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DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-2884

™ ) | . | | " December 15, 2004

MEMORANDUM FOR DIRECTOR NATIONAL SECURITY AGENCY / CHIEF,
~ CENTRAL SECURITY SERVICE (U)

SUBJECT: Audit of the Requlrements for the TRAILBLAZER and THINTHREAD
Systems (Report No. 05 INTEL—OS) (Project No. D2003AL-0100) (UFESHSY

: : {U) We are providing this report for review and comment This audit was
M initiated from a Hotline complaint. We considered management comments on a draft of
this report in preparing the final report Management oonducted a security classification
- teview of the draft report. -

7 : (U) DoD. Directive 7650.3 requires that all recommendations be resolved
promptly. < Management nonconcurred with Recommendations A.l. and A.2.
Managernent partially concurred with Recommendations A.3., B.1,, B2, and B.3, Asa
result of management comments, we revised Recommendahons A2.and B.1. We request
that the Director, National Security Agency/Central Security Service provide additional -
comments on all recommendations by January 15, 2005.

(U) We appreciate the court&mes extended to the staff. Questions should be
dlrected to at (703) 6
(410) 854  See Appendix K for thc report dxstn utton. The team members are

listed inside the back cover.

| . ‘ “AQ,‘,",‘.} b&w&k
. , “Thomas F. Gimble

Deputy Inspector General for
: lnte]hgence
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Office of the Inspector General of the Department of Defense /

Report No. 05-INTEL-03 - = December 15, 2005
 (Project No. DZOD3AL-OIOD) : ; \
Requlremeuts for the TRAILBLAZER and THINTHREAD
R Systems )] /
: Executive Summary (U) e P

(ffroosl H:QWho Should Read Thiz Report and Why? Acqmsmon dcclsmn makers atthe
- National Security Agency (NSA); the designated NSA Milestone Decjsion Authority for

the Under Secretary of Defense for Acquisition, Technology, and Loglsncs, and
. personnel in the Office of the Assi
“: Inte hon ‘shouldread tlusreport SO AR "

-th“eNSAL S ST : -

' (Ul/FﬂEQ).Background We erf‘oxmed thzs audlt in response to Y Defense Hotline
;- complaint, which alleged that NSA actions in the development of THINTHREAD and
i TRAILBLAZER resultedin frand, waste, and abuse The ific allegations were: (1)
;  TRAILBLAZER deve]ppment wasted] dollars; (Z)NSA -
i - disregarded solutions o urgent U S. natmnal sectiti needs 3) NSA modifiedor
{  suppressed studi 7
! and (4)NSA didfof] T
! THIN A,

/. mmnm-mmp l

//UIFEUQ) TRAILBLAZER. TRAILBLAZER is an Acquisition Category-m pmgmm
¥ to acquire, through a series of spiral developments, an integrat :

much-needed mission capablhty agamst the Globa! Network: EEERS
, [IRAIL Isbeifg ;
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: tG}Results. NSA enhanced existing dlgltal network explmtation systems, T

i
¢

L &2 : : ‘ e !the Natxonal Secunty :
P Agency is mefﬁcxently USIIE resources to develop a d1g|tal network exploitation system :
A0 thatis not capable of fully exploiting the digital network mtelhaence avaﬂable ) an&lysts
A T from the Global Informanon Network NSA should e _ ;

¥ imezim'ﬁSA}Ean mement] = =S ERRTY
’ ; - digital network explmtauon for. ﬂxeTRA LBLAZPR e
B _[Technology Demonstration Platform ‘

As a rwult, the NSA téansformation effort may be developing a !&es capable long-term
dtgltal network exploitation solution that will take longer and oost smmﬁca:m more {0 -
: develo D NSA masnag ement should dw 5 ate a team to assess

exp o1tat1on requmnents o gy Demonstration Plgtform
S “'“-Also, NSA management should prowde the rwults of this assessment to the - '
.y TRA]LBLAZER Technology Demonstration Platfoxm Mxlestone Declsmn Authon for
‘\'\ - use in makmg the Mxlestone B decxsron! .

o
.

R (‘U) Managemenf Comments and Audit Response. The management comments form
“~the Director,  NSA/Chief; Central Security Service contained significant disagreements:

. expierts have assessed the situation dnd are confident in the
ncurred wﬁh the_reoommendatro o

ach NSA has taken. ‘The :

--..,
T

VY N concurred or pamally concurred wﬁh the reconunendauons ﬂ

i R J
and mclude This asmsment as part ofthe TRAILBLAZER Mxlwtone B declswn ’Ihe

L ;ngtam Executive Officer and TRAILBLAZER management will estimate the - ‘

o mfhﬂscheduleh agacts after they receive estimates from the review team and will decide -

. af that time w

W ; }’ro ram Executwe Ofﬁcer ani TRAILBLAZER mans ement decxsxb ]

£y u/imﬁ- ‘(U;We revised the report ﬁndmgs and recommendahons based on the Duector s =
3 We request et e NSA!Chxef Cenzal

Vlctq '
: : S F\rvoe do 1ot agree with mapagemen oAt matTwomd be cfemmental to f.he
‘ 51gnals mtellxgencc mxssxoq ‘ ‘ Foni ]

with the report fifidings. The Director stated that the world’s most advanced cryptologic

er to concnr, Three of the four partial concurrénees depen(Lupon the e
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| We re request that the Director,

NSA./Chxef Central Security Servi Service prowde additional comments to this report by

Janvary 15, 2005, See the Findings section of the report for a discussion of management
comments and audit responses, Appendix J for a detailed andit response to the
management comments, and the management comments section of the report for the
complete text of the comments
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(U) Background ’ : (b) (3)-P.L. 86-36

\\

(¥ Hotline Allegations. A letter to the Defense Hofline requcsied that the

Inspector General of the Department of Defenise audit and investiggte the
acquisition of the TRAILBLAZER and THINTHREAD programs.? The complamt
charged the NSA with frand, wasie, abuse, end a dlsre it yrgent

, U1

"__I’

(U) Nationsl Secunty Agency Mlssion and Planning Guidance. The mission
of the National Secunity Agency/Central Security Service (NSA/CSS)isto
provide actionable Signals Intelligence to U.S. decisionmakers, from the national
to the tactical level, while protecting the nation’s vital information from atfacks.
The urgency of the 'NSA/ CSS mission is greater than ever since the September
‘11th attacks and the Global War on Terrorism. V

(U/FOBEQ)In addmon, defense planning gmdance and the Director of Central
Intelligence guidance stipulate the need for “a globally vigilant intelligence

system that can provide early strategic waming of crisis and defect threats™ thatis
supported by capabilities such asan “information superiority backbone.”

(SﬁSI)_'mAlLBLAZER 1s-e! !mgor acquisition program, which
started in FY 2000 and is schy or initial operating capability in FY 2009, to

~ acquire an integrated system that is composed largely of commercial tec]mology
to provide the much-needed mission capability against the global network through
a series of spirat developments. The TRAILBLAZER system will deliver
har;iv;are and software, system mtegratmn, and program mtegtatmn services to
include: :
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; Pa_'_Governm Lo ; Acquisition, Gmdance for
, iacquzsmon 19 prowded i DoD Directive 5000.1,
- "DoD Instucton 5000 Z, and the Clinger Cohen Act 0f'1996, Specifically, th&se
' regulations provide the framework for the acqmsmon of mﬂjor automated o
L mformatxon systems. - , L

! (U) DoD Directive 5000 1, “The Defense Acquisition System,” May 12, 2003.
. DoD Directive 5000.1 establishes the management process by which the DoD :
' provides effective, affordable, and timely systems to the users, DoD . ,

. Directive 5000.1 states that all acquisition professionals shall oontmuously ;
. develop and implement initiatives to streamline and improve the Defense -~
- Acquisition System. Specifically, this directive states that military decision -
- authorities and program managers shall examine and, as apptopriate, adopt
| kmnovauve prwhm that reduce cycle time and eost and encourage temwork
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(U) DoD Instructmn 5090.2, “‘Operaﬁon of the Defense Acquiaiﬁon System,
May 12, 2003, DoD Instruction 5000.2 establishes a management framework for
translating mission requirements into stable, affordable, and well managed
acquisition programs that include weapon systems and automated information
systems, and highly sensitive classified, cryptologic, and intelligence projects and

programs. Instruction 5000.2 states that, during the initial concept design, DoD

Components should examine multiple concepts and material approaches to
optimize the way that DoD provides these capabilities, That approach shall
include robust analyses that consxder aﬂ‘ordabxhty, technology matunty, and
responsweness T

) Clmger-Cohen (Informahon Technology Management Reform) Actof
1996, This act requires that heads of executive agencies develop and use best
practices in the acquisition of information technology. The process of an
executive agency shall include minimurm criteria to be applied in considering
whether to undertake a particular investment in information systems, including

- criteria related to the quantitatively expressed projected net, risk-adjusted return
- on investment and specific quantitative and qualifative criteria for companng and

pnonbzmg altematwe information systems mvesl:ment projects

U) NSA/CSS Circular SGOOR, “Acquisltlon Management,” January 9, 2001.
~The circular implements the principles of DoD Directive 5000.1 and DoD
Regulation 5000.2-R within the NSA/CSS. It establishes basic objectives,
. policies, procedures, and responsibilities for acquisition management. The .

circular states that for acquisition management within the Defense Cryptologic
Program, NSA should address interoperability between existing and future

" Service tactical Signals Intelligence systems, connectivity between tactical and

national systenis, consider apphcable technology that may satxsfy the requirement,
and possxble duphcahon of ongomg eﬁ‘ort.

(U) Objechves

audit obmctwe was fo cvaluatcl : i
- | We

ST notieview the management conirol progmm Sec Appenchx A fﬁrya
discussion of the scope and methodology L Ry .

(b) (3)-P.L. 86-36"
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The TRAILBLAZERF

began in March 2001 at a cost of approximatel
“efforts to demonstrate essential capabilities and

focused on a set of
itial Operational

Capability by June 2002 that Would lead the transformatmn of NSA mto an em of

‘effective an effigi
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(U/fFBHQ)_Techmcal Review Siudxes. A pumber of internal and external tec}uucal
- __review studies were conducted to detenmne
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SA Modernization Studles. The first “NSA Modernization Study,”

. July 2001, was conducted by The National Technelogy Alliance, National Center

for Apphed Technology after a thorough review of on omg am:mtzes mﬂun the
TRAILBLAZER Pro gram Management cef. o
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* (U) The NSA Modernization Study recommended that: -

e (UiFoBQY S R (b) {3]1-P.L. §6-36
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(U/FGYQ) The National Center for Applied Technology issued a second report,
a4 “quick-look” follow-on to the first report, in December 2001. The Chief, .
- Signals Intelligence Programs invited the original study team to conduct a follow- =
on study to evaluate progress within the TRAILBLAZER Program Management
Office.. Despite noting some changes made in NSA management and the
TRAILBLAZER Program’s acquisition sirategy that promised to address the
conflicts and issues noted in the first report, the study team found that:
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- ‘ EES/8H Studies, Prior to THINTHREAD deployment, the Technology Test and
Evaluation Assessment, March 25, 2002, advxsed that the followin
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(U) Summary

f

J

' (U) Management Comments on the Finding and Audit
~ Response S

(U//FOTO) Management Comments. The NSA management stated that the‘

draft report did not include significant information or included wrong or

misleading information. - The complete list of management comments is in the

Management Comments section of this report.
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{(b) (3)- ZP.L. 86-36 ...

(b1 (5)

(U/IFDBQ).Audit Response We obtamed revxewed and analyzed many -

documents and we interviewed several NSA and contractor petsonnel to form the
conclusions in this report. We included all information relevant to support the
report findings and recoramendations. Many people we interviewed asked not to

- be identified for fear of management reprisal. We gathered information from

many sources to support the finding. Paragraphs 3uenﬂy contain information
from several sources to reinforce conclusions. Based on management comments,

. - we made various editorial changes to the draft report. See Appcnd‘.x J fora

completed audit response to each management comment

(U) Recommendatmns, Management Comments and Audlt

Response v

v (U) A. We recommend that the Du'ector, National Sectu'ity Agency/Chief
. Central Secunty Service: -/ : : L

'foSB-Management Comments. The Du'ector, Nauonal Secunty Agency/Chlef

24
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S8hH Management Commenw. The Dtrectcr, National Secunty Agmcy/Chxef

Central Security Service n unmnnmz?j because the ﬂaﬁonal Secuntv Agencv 4
ntanagement believes tha ' Voo

e

i

\ Management did not understand what was meant byj ’

k ~(S4SD Audit Response. Based on managemcnt comments, we revxsed the

}
!
!

recommendahon to gxplain more clearly the meamng]
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“B. The NSA Transformatmn (U)

(UlfFﬁb‘e‘ '

(U) Congressmnal Concerns on ngltal Network Explmtatlon

(U) The Nauonal Defense Authonzauon Actfor FY 2002 stated that

—EPS#S&)-TheNSAhasclurlymadngmatsmdmmwchngto :

© - transform itself in many arcas. However, the NSA appears to have
made only modest progress in the area most important o its future; -
acquiring  the technical ability to operate cffectively against the =

,_m_ﬂqhgl nctwork. : The NSA has long known  that

(U) TRAILBLAZER

—fS#SB On March 24, 2000 the Dzrector, NSA sxgned the TRAILBLAZER 1
_ charter to'create a new Signals Intelligence enterprise to exploit the global

, with an estimated development cost of

network. TRATI' BLA 7FR

approximately

‘provided by

as to respond to the opportunities and challenges

ologies to design new operational practices for on-

‘time delwery of products and services in the manner that bmt met customer
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(b) (3)-P.L. 86-36 1. -

f

Sk nceds-unrwh‘amed by past prachm or past technolog:es ,
3 TRAILBLAZER 1 bad the followmg key rcspons1bxhtm e

ﬁ?@b‘B}Ensure the execution of a new NSA program transfonmng s
e the U.S. Cryptologic System exploxtanon of the global network. Map - =
- detailed digital network exploitation mission reqquements to a. :

mtologlc arcmtecnnc and lmplement thcm, and -

~ (U//FOHO). Act as the cata]yst for tra:mfonmng customer mteracuon
.- and operational Fractzces Begin the retooling of NSA
- programmatically,
-~ services and capabilities that are r&eponsxve to the emergmg
5 technology and customer needs. ; ;

technologically, and culturally to provxde mission -

LBLAZER
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Y "'\-.‘_ W \(S)J u‘stNSA Modemizaﬁon Study. The House Permanent Select Committee
A S on Intelligence dircsted the first “NSA Modeémization Study,” July 2001, which
U . was conducted by The Natiotral! -Technology Alliance, National Center for :
LY . - Applied Technulogy After a thoroughreview
- ALY ™. ~IRAILBLAZER Program Management Office
’ N B nd interviews withkey program personnel, the National Center for
] \ ppited Technology team obstrved th
VN ~executed and had an overly expensive] - ‘ ‘
[ The NSA Modermzauon Study recommIEned ThaR

e

- Y ~{5#SD) Second NSA Modernization Study A second 'Natmnai Center for

_l ’ 3\ - Applied Technology report, a “qmck-look“ follow-on report, was completed in’
L December 2001, The Chief, Signals Intelligence Programs invited the original
- A study team to conduct a follow-on study to eveluate progress within the

\ TRAILBLAZER Program Management Office. ‘Despite noting some changes
i 2% -madein NSA mana ent and the TRAILBLAZER Program acquisition strategy
_ ©§ that promised to adti&ss the conflicts and issucs noted in the first report, the study
Y team found that:
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@) Conclusion

pedtocreafea new Sféhﬂs Intell

ork

- —(SHSHTRAILBLAZER was dovelo

“enterprise to exploit the global netw.
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(U) Summary of Management Comments on the Audit Fmdmg

1. (U
Agency/Chief, Central Security Semce' L ; E‘ ~.\

- —

A

and Audlt Response

(U/IFBHB} Management Comments, NSA management referred to several
statements in the report that did not include all referenced documents and that

- some paragraphs contained wrong or misleading information. The complete list

of management comments is Iocated in the Ma.nagcment Comments section of
this report. ‘

(U//FOEH) Audit Res ponse. We obtamed, reviewed, and analyzed many
documents to form the basis for the conclusions in this report. We also
interviewed several NSA and contractor personnel, many of whom asked not to .

h be identified for fear of management reprisal.. We gathered information from

many sources to support the finding, Paragraphs ﬁ'equently contain information
from several sources to reinforce conclusions. See Append:x ] fora complete

-audit response to each management conmment.

(U) Recommendatmns, Management Comments and Audit

. ‘ !(b) (1}
Response ; { (b){3}-P.L. 86-36

(b} (5)

: (&l Revised Recommendation. As a r&mlt of management commehts we

rised Recommendations B.1 and B ari ;:,._--a
R : \.\._

1. IIFGUO)Me recommend that the Director, National Security

& _{6) Designate a tesm to assess » . S

IFOYO) Mmagement Camments. The Director, National Security

, gjgency/ChJef Central Security Service partially concurred with the intent of the
* recommendation but was waiting for the results of a cost and schedule impact

study before fully concurnng The Program Executive Office is estabhshmg an




R N (U//FOHQ) mdependent review team to complete the study before Mllestone B
(b ) (1) st 1 gcheduled for December 2004, because the study will have an eﬁ"ect on both the V
(b) (3)-50 USC 403 . cost and schedule for Mxlmtone B. v e

(b) [3)-P,L. 86-36 |

o K B 2

TN 5 I S
: ; -

N j'-(e)-Audxt ]Response. Based on management comments, we revxsed th1s o
N, - recommendation. The Director, National Security Agency/Chief, Central
%1 Secourity Servicé-comments were responsive and the proposed actions meet the
. intent ofthe recomritendation. The immediate actions taken to desxgnate an.
%! independent review teain {o perform the assessment are commendable.
. Milestone B has slipped to Febr, .
i txme to complete the assessmcnt R

i TRAILBLAZER. We Toquest that i Dlrector, NafoTal S "_ﬁr Agency/bmer

| Central Secusity Service provide a risk mitigation plan for cost and schedule '
- f; requlrements and pmwde comments on a final concurrenice, = ©

L (U//FOTTG)—Provide the results of the external assessiment to the
Ay TRAILBLAZER Technology Demonstration Platform Ml.lestone Declslon ‘
: Authonty for use in making the Mﬂestona B decision. 5 .

] (UIIFGUQlMsnagement Comments. The Dxrector, Natlonal Secunty
| Agency/Chief, Central Security Service concurred. The completion of the
i mdependent assessment is cm'renﬂy scheduled for December 2004, .

(U//FDHQ.).Andjt Raponse. Although the Du'ector, Nahonal Secunty
Agencylcmcf Central Security Service concurred; the concurrence is based on.
e ircompleung the assessment requested in Recommendation B.1. We request that -
| the National Security Agency management provide additional commentsin - -
- response to the final report identifying NSA pla.ns to elnmnate the cost and 3

schedule nsks for completmg the assessment

,,,,,
et
- :
e

i E o '(iwwt}e) Management Comments. The Dnector, National Secunty
;8‘3 g; P.L. 26- 36 Agétcy/Chief-Central Secunity Service concurred, and

SN “~--... .required in Recommendation B.1 will b& iricluded inthy-
S fofletoneB scheduled for Decembcr 2004

R R —éSﬁS-BAndlt Rﬁponse.“Althqugh the Duector, Natwnal Secunty Agency/Ch:ef
"™~ Central Security Service concurred; the-concurrence is based on completing the
- ™. sssessment requested in Recommendation B.I:Basedc on ,
T to Recommendation B.2., this recommendanon wasrevised

36
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sHspl TR —__|We request additional
~ comments in response to the final report identifying NSA plans to eliminate the
- cost and schedule risks for completing the assessment.

(b (1} -
(b} {3})-P.L. 86-36
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Appendlx A Scope and Methodology (U) i\ ; .
(U#Fﬁ\‘:}e}We rewewed documentatxon datmg from Novembcr 2060 §hro '
_ October 2003 including background mformatxon, mission and operatxbnal need
' ‘statements, concepts and operatlonal requirements, and contracting and budget
| documents, Also, we conducted interview:

e ‘,_tmhmgmmsmnsible for the acouisition

S~ 2,
i

" (U) We performed this audit from April 2003 through May 2004 n acéoi-da.‘t\loe
 with genera.lly accepted government auditing standards S ;

e ol
L (Uﬁ?&UQ)—leitahon to Scope. Because our objectzve was Inmted o} § -
- egvaluating a Defense Hotline allegation relating fo the acquxsmon ofthe .\

. TRAILBLAZER and THINTH RBAD grogams, we d1d not tewew the S

: mana ementcontml 10 X R

et

I VO

S (U) Use of Compnter-Processed Data. We d1d not use computer-pmcessed§
o datatoperformthsaudxt : D s

" (UHFOH) Use of Technical Assistance. Autit Follow-up and Techmcai ' ’\ |
| Support Personnel assisted us during the audit. The Technical Asmmnmt 5

o Dms:on a;_ssxsted in the gnalysis of NSAa smon] e ‘ J

v (U) General Accounﬂng Office Eigh-Rlsk Area. The General Aecountmg
- | Office has identified several high-risk areas in DoD. This-report provides
. coverage of the Infrastructure Inefﬁclenmes and Informatlon Tec]mology

i EInthments hlgh-nsk aress.

(U) Pnor Coverage

(U//FﬁHQLDunng the Tast 5 years, the Inspwtor General of the NSA 1ssued one
- report on TRAILBLAZER that discussed improperly based contract cost . &
- increases, non-conformance in the management of the Statement of Work, and
. excessive labor rates for contractor personnel. No prior coveragehasbeen =
S i'conducted on the NSA THIN'IHRBAD Program durmg the last 5 years

-

38




i (U) InSpector Genera], NSA

_l C (Ul/FDSQ).ReportNo ST-03- 0014 TRAILBLAZER l/SIGINT Programs
: ‘ g Systems Engmeenng and Techmcal Assxstance Contract,” September 30, 2004
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(U) Technical Recommendations (b) 13} =50 USC 403
B ' s (b) (3)-P.L. 86-36
(U) The Tiger Team made the following recommendation. A :
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(b) (3) P.L.

Appendlx F. Techmcal Studles (U)

(U/fFeﬁﬁj o : THINTHREAD
Techmcal Review

(b (1) G ,
(b) (3)-2.2. 86-36 B . A - V ,
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(U/FOTE) Summary of Study Recommendations, The following is completo.
list of recommendations of the] = '. INTHREAD
Technical Revww e — ‘

"
-
.

ol
_"'

/.’ ,
(U) NSA Modermzatmn Follow-Up Study

apd the “NSA

| TSHSHThe “NSA Modernization Study,” July 13, 2001, &
Modemization Follow Up StudgﬁDecember 2{}01 stated|
/
/
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b) (3)-P.L. 663 _
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(U)THINTHREAB- T T T\

(b) (1)
{B1(3)-P.L. 86-36

S

(b) (3)~P. L. 86-36

\ (U) Summary of THINTHREAD

U Prehmmary r&earch on THIN'I'HREAD was performed by the Test,
Technology and Evaluation team in February 2002, but the forma] evaluahon was
executed from March 1, 2002 thmugh Ma:ch 18, 2002 - .
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(U)General Recommendatlons. S s S B
{U//Eeﬁ'ﬁ)'m Al ]Assessment Studymade the fol!owmg
rewmmendaho NS E PO , R S

‘J_;,

' . ‘ﬂny géne;ﬁte uséi',‘ sy'styem, tebhrﬁ‘chl, andprdgamm;itic dbt:mnggt"a'tivgc n,

LN

e
: \.___ - S S TR R T

\\ N (U)For further detaﬂ‘s,“hst belovw:gthe seven kev findings and rclated e
. : , dlscussmnsmthe’IHIN'IH AD Sl eport. ST

QJ) Fmdmg 1 Dnscussmn. ONEE Gty ; ot -
. There were no techmcal 1ssu$ that would prevent THINTHREAD ‘ " 1 .

(U) Cun'ent 'IHINTHREAD system development prooedmw were:
- effective, and a coopcranve devehpmcnt eﬁbn was procwdmg smuothly
mth the pﬂot s:te G o :

D9

,




I B O B T I

L

}

(U) Finding 2 Discussion. o

L) L

(b} (3)-P.L. 86-36

(U) Recommendations. There were 10 recommtendations.

) Recommendauons. See tha recommendations for THINTHREAD Fmdm gt
3 through 7 to addms thse nsks " §
i‘
i
1
. 1
R . R ' ¢

e . (U) sorae THINTHREAD files could not be viewed to pursue corrective
actmns

L 75 |




- (UIFEYOQ Recommiendations. The issues previously mentioned would not =~

(U) Fmdmg 3 Dlscussion S B
/ £ (U) There was Immmal uset, system, techmcal or programmanc documentatton
' The emstmg documentanon was msuﬁicxent to support the planned deployments

BT R 2 {U)'Iherewas no uscrdocumentatmnonhowtousethe tool. Thatwas

e S T - inefficient and could lead to a significant increase in user error.

o4 Difficulties using the tool can also lead toanincrcasemsuppoxt calls that
A T - drained project respusces. S R

/e (U)THINTHREAD did not haveaczwly stated, documented set of |
T . mission goals or objectives, There was no program plan, makmg it
~ difficult to communicate mformanon about THINTHRBAD at a

fin : - programmatic level,

e A . (U)Adetaded schedule mcIudmg a!l sctivities related to the system and
A deliverables before, during, and after deployment was not avallable A
f oo high-level schedule containing the chronology of deployment was
. L o o developed, but a detailed schedule was mscnnal for pmper resource
:’;management, costing, and predlctxon S

(8)] No installation and maintepance documentahon was completed for
T \sate - support personnel, although the team was woﬂcmg with the pxlot s1te
- to develop-inistallation n doc ; fon s :

) There wasmgpmhond support documentat:onr T, |
Tl Lack of support dorlnlzerggn tion could adv el aﬁ'ectﬁmell ‘oon-ect:o

o [U) The effects of minimal documentauon could bc overcome 1f an mtegmted
~ team accomphshed the development and deployment of THNTPIREAD L



i

L1

|-

L

J

L

)

|

“LOP SECRETUCOMENIR0OHZ- ) 11y o 1530

Loy ; -‘.

(U//FQLIQ} Recommendanons. ‘Develop necessary documentation. That would
necessitate an increase in the personnel devoted to documenting the system, butis
essential to the successful deployment and operation of THINTHREAD. The lack
of this documentation pr&eented a serious risk to the successful deployment of
THINTHREAD. , « y

U Fmdmg 4 Dlscussmn

et

& e T
l — T
e

[;;2:(3) ~P.L. 86-36

/LFGHG%—Deu[ovment n]anmmz st slow to occurL : J

. (U//FGUQLHxstoncally, the THINTHREAD ngram Team focused on
. the ‘oto demonstration at the pilot site. The dxd 1ot

P

= (U/FOE0) The ‘I'HIN’I'HREAD Program Tesm d1d not have a

R comprehensive 'planmna process. The lack of planning activities with
R . :
delayed deployment eﬁ'o:ts and increased deployment costs.
e
~‘.\\ 'x\\
. (U/fFGﬁﬁ) Work rstem d lo ent and o ﬁeratmn

- were not 1denhﬁed
.relationships between work roles throuﬁhout the system’s life cycle were
“not deﬁneé) The authorities for each work role had not been identified.
The organizational structure set forth by the THINTHREAD Program
Team focused on system development, and did nat address system

77




P addmonal WOrk roles necessary for deployment actmhes

(U) THINTHREAD did not 1dcn11fy a]] the orgamzatmns requmng
" coordination through the various stag&s of deployment Rl

- //FDHQLRecommendations The ﬁndmgs presented a serious rlsk o
~ successfill deployment of THH\IT}H{BAD To mmgate those nsks, the followmg
e recommandaﬁons were suggested. . Ll ’

(b) (5; p L 86—36 :

(b)(3)-P.L. 86-36 . el S Ny A

(U)FlndmgSDiscussmn o i :ig; |

(UAGEQUQJ.Ihe customer service a.nduser support pmc&sw for THINTHREAD '
‘were manually mtenswe and du‘ect]y mvolved the techmcal staff e

‘ " (UII'FGB@ The quality of service and Dort :ecezved ‘ Lxs ing
Rt _____.._._TH THREAD wessinconsistent- Some] tervxewéd by -
ppamE Tcst, Teclmology and Evaluation Team viewed the

BY(3)-P.L. 86-36 |
(P13 ‘ T  to be unresponsive in general customer support, while
: : Bt experienced good responsiveness to tbezr requwts for o
T monsormodlﬁcauonsz : ¥

e (U//FG-SG) There Wes no formal fmuble ticket mechamsm in place Ifa
~_~useror operator had a problem with THINTHREAD, he contacted = -
" “someone on the THINTHREAD Program Team. 'This contact depends on
L persondl acquaintance, because no list of THINTHREAD personnel was
. - readily available, and there was no mechanism to locate the proper -
" THINTHREAD contact. Similarly, the status oftherwponse to arequwt
o could onlybcleamed bypersonal oontact o
. (U/?FUE‘G} Therc was 10 formal mechamsm for managmg extemally :

- generated requirements, to include submitting a new reqmrement to -
’ THINTHREAD or for followmg the progras of the work, S

8




R S

L3 (1

| SR

J

. (U//FD'UG} ‘ team was in charge of

-~ maintaining - fith just a few users,
, " .-—th person wes able o enter o.r,change]_ according to user
g -»:_':_ _;_“ _requests-recetved on the telephone or by e-mail, However, as more Users
w3 ?53-:?“;"' - added, one person may have difficulty meeting the increased demand
Ny — —-—-—The. lack of personnel may become a problem ag AD wasg
"x\’ e scaled to handle an ificréased user load |
S ~~\\\-

' (U//FSHO) A list of Web interface fl.lnChOD.ﬂllﬁﬁ pro §
" was not incorporated into THINTHREAD o E

(UIEQQQ) Recommendaﬂons. The findings that led fo the recomm
d not have vrevented the successfill deployment of THINTHREA!

P — The recommendations were made fo improve the —
d rEonal etictency of THINTHREAD afleritwas deployed . [

____,...««

,«" g
..—-""' e

-
" e
- e

o ’ '
o . (lD Institute@n- autoritated, formal THINTHREAD customer service and
o ST support process.

Acquire and pse a  trouble t:cketmg tool, which can manege

l:.:]

2 .
My, e . (U/FEUS)

«-::'::_‘%%_; T~ _externally generated reqmrcmcnts as well as system problems. This tool
\\;: N"\\\“ o sm} Jrhe THR‘ITHRBAD
A, “y.. o Program Team should addms high-pnunty requu‘ements that ﬁt thhm

‘m.\_ \\ the pmgram scope.

'''''

. (U) ﬁaVe an a nracess to addr&ss Web interface functional enhancements
requ&eted T ‘ SRS
) (U//FD‘D‘S} Addrws the: lack depth in the THINTHREAD
Program Team, formamtmm THB\ITHREAD is scaled to
handle more usér{ , | .
()] Finding 6 Dlscussmn

Uiroe) There was no process for contmlhng and measuring opmtxonal
programmatic, and techmcal performance eﬂ'echvenss of THINTHREAD, once

dcployed

. (U//FBH-Q; THINTHREAD did not have a clearly stated set ofsystmn
- - specifications or a method to validate the THINTHREAD concept or

* performance results. Thus, there was no way to determine if the system
79




N (SU//FGBB}W&S successful or 1f it faxled, swhich may lead to conﬁ:smn in
_ stakeholders understanding of the success of THINTHREAD. .

. (U//FGHQ}-THINTHREAD had mechanisis for ass&esmg progr&es and
-, status within the system development phase. However, there werepo
* systematic, consistent mechanisms for overall program measurement, -
Coe - which included identifying test criteria, establishing program schedules,
"« = - anddocumenting a system baseline to address progress. No feedback
Ry i niechamsms had been identified such as nsk managcment or connngency :
- planning : e

o s (U/FOUO) Aside f'rom schedule control, there were o tools fo measure
| - progtess towards program objechves because there were no formahzed

‘programob_pecnves. S

s  (U/FEE6) THINTHREAD d1d not have Standards of Perfonnance ,
-established for personnel developing THINTHREAD. If future
 THINTHREAD development crosses organizational groups, a common set
of Standards of Performance for personnel may | become necessary.. .

B E (U/lPe{JQ.) There wes 1o configuration management process, w hmh uld
* pose a risk when reporting system problems and correcting them| I
- In addition, the lack of a configuration management process Could cause
 difficulty when upgrading or deploymg versxons, _and also make ro]lback
extremely nsky. 7 s ‘ o

_ . (U/?FGE@)Hefau]torwa:mngdetecuonvi_ antom
7. necessary reactions and respofises were nof.|

- software provided a. srmple way to.check stat
- parameters through a Web interface. However, when an operator _
. recognizes’n problem;‘he must actively initiate corrective measures,

S Sonieﬁm&s that action is a simple matter, such as restarting a  process. At
-~ other fitmes, physical hardware must be changed. No corrective action
e e “could be executed if an opemmr was niot pr&sent to uutzate a co:recuve :

e e aUtIOIl o . g e : R o -

\{U_/FGHS)-THIN’I'HREAD bad no estabhshed process for managmg
reqmmmeng ' ,

\ :
| (UllFﬁﬁﬁ)‘Recommendaﬂons. The ﬁndmgs that led to the recommendatlons
‘ would not have prevented the successful deployment of THINTHREAD to -
: e recommendations were itade to mpmve the 5

al efficiency of THINTHREAD after it was deployed
The following is a list of recommcndaﬁons e

(U[/F.QEO} Develop processes and acquire sutomated tools based on g
e ciearlx stated speclﬁcatwns for controlling and measuringthe .~
:  and technical pe:fonnance of THIN’I‘HREAD

e




(b) {3)~P.L. 86-36

. (U!/PGHS} Acqmre a commerma]ly avaﬂable conﬁguratmn‘cpnttol
- system to enable versioning, rollback, and configufation management
" The system should interface with the trouble ticketing systm and the
requirements management system to provxde “full u'aceabxhtj,r

e (U/FRY6Y Develop Standards of Performance (if future lb{'l‘HREAD
develoPmmt CroSses orgamzatxoual groups), TP{

. (UIIFGHS}Automaterea jons gnd

es to the existin fault amf \
warning detection system '

o

(UFOEQ) Estabhsh a requirements management process for
CHINTHREAD that is h:%ed to - R

. _,.//’/ There were shortialls with the numb and skills of nne} reqmred for '
s (21-2.L. 86-367 *-—-planmngand executing installatio ~Rlso, there was a lack of
~documentation, providing the necessaty mamienance and help desk support,
e - configuration manageient, and-planning and scheduling, C se

. eated a serious nsk to succwsﬁﬂ co“mpleuon

U/ FOU®) Recommendauons. The finding pr csented serious nsk to successful
deployment of TH]N’IHREAD It was recommended to contnue to 1dent1fy and

acquire the numb
domlmentaho
L] ‘../::,,.«-"
.u-.':'f::'/ )
P
{o)[3}~P.L.. 86-3G
{o) (5)
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(U) Cost Analys:s

A ew assumpnons apply:

e,

follawmg hypotheucal scenarios 1llustrated how[

may produce a more eﬁ'ecuve result in tenns of Both complexxty and cost.
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: } Consultative Committee for InterﬁaﬁonalTeIegtdph and T'eiephone'(:CCII“I‘). £

- Consultative Commmiitee for International Telegraph and Telephone is the Intemational - o
" argenization responsible for the development of communications standards. Now called -~ o

the International Telecommunication Union Telecommunication Standardization Sector. =~ |

o SR ~ - ~ ' DL 8636
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.. 86-36

Electronic Industries Association (EXA). A group that specifies electrical transmission |
standards. The Electronic Industries Association and Telecommunications Industry |
Association have developed numerous well-known communications standards, including |
Electronic Industries Association and Telecommunications Industry Association -232 and |
Electronic Industries Association and Telecommunications Industry Association 449. |
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b
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. International Telecommunication Unior Telecommunication Standnrdizaﬁon i
- Sector (ITU-T), Intemational body that develops worldwide standards for ‘ l
telecommunications technologies. The International Telecommunication Union !
"~ Telecommunication Standardization Sector carries out the functions of the former R
o Conmltatlve Comrmttee for International Telegraph and Telephcne sl
S k: Internaﬁonal Organizaﬁon for Standardjznﬁon (ISO) Intematlonal orgamzatxon that i'
- isresponsible for a wide range of standards, including those relévant to networhng The ‘

- . International Organization for Standardization developed the Open System
SR Intcreonnectxon reference model a popular networhng reference model

.. 86-36
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Institute of Electrical and Electronics Engineers (JEEE) 802.3, Institute of Electrical
and BElectronics Engineers LAN d1:x'c)tocol that specifies an implementation of the physical
layer and the MAC sublayer of the data link layer. Institute of Electrical and Electronics -

- Engineers 802.3 uses Carrier Sense Multiple Access Collision Detect access at a variety

of speeds over a variety of physical media, Extensions to the I Institute of Electrical and
Blectronics Engineers 802.3 standard specify implementations for Fast Ethernet.

(B G)-FlL. 86-36

Open System Intércuﬁnecﬁon (0SD. International standardization program created by

International Organization for Standardization and Intemational Telecommunication
Union Telecommunication Standardization Sector to develop standards for data
networking that facilitate multi-vendor equipment interoperability.

®)(3)

P.L. 86-36
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E Telecommunlcations Industry Assucmtion (TIA). Orgamzahon that develops

standards relating to telecommunications technologies. Together, the

‘Telecommunications Industry Association and the Electronic Industries Association have
 formelized standards, such as Electronic Industries Association and Telecommunications
Industry Association -232 for the elecmm characteristics of data transmission.

{b){3)-P.L. B6-36
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Appendlx J. Response to Management
Comments (U)

~+5/58%) Management Comments, A sxgmﬁcant pomt of departure among Office of
eﬂected i ’s

Inspector General Report assertions and NS _understandin
__msmns@e!nw coneerne v .
.-4'5;::,’.
o) 11)
{b}{3}~P.L. B6-36
N ‘__‘ ""-.,5;'1‘%.::‘« .
LAY \"‘-\__ --;:‘:':"'”u. N ‘
k\\\ N, x”‘\:\ M o ‘ : ;
N, N R ~ ~
x-,\ s\ »\._‘_'-\ ) \:_:?\ . ’
\ N ; . = ; ;
NN +€) Management Comments, Althou 1 NSA will agree to conduct en independent
' assessment of ILBLAZB ¢ believe that it will validate all of
Y, theassertions madein our responses 1o tne?)thce oﬂnspector General recommendanons. o
N Furthcrmore,wcdonota en with thieoriginal Ho nmnlain fraud wa pd
\ , 2buse occurred during the]
A\ ' which was conducted o e
AN gency Taissionand customers, More importantly, there has been no evidence
N . documented during this Office of Inspector General investigation that supporis that
‘-\. _ compla.mt (b} (3)-P.L. 86-36 T
numanis_tha.t.NSA_snent_annmnmateh

—ES#SB-And.it Response. The report do
*_million to develop the ILBLAZER

. K -
~“FOP-SECRETHCOMINT/2029H23-
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(b} (1)
o S (b)(3)91. 8636

h‘FGHQ)iVIanagement Comments. NSA recommended that the audit report
emphasxs NSA's cooperation and responsiveness to Congress.

(U/FFOE6rM

et

sanagement Comments. NSA recommended that the audxt report
emphasis that the THINTHREAD capability is va]ued by NSA.-
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(,b) 1,
: g;;_m—r 1'.. 35—35
~{E€rManagement Comnients, 'I‘RAILBLAZER Welcdmes an open review of:

—{SHSB-Management Comments. NSA
; Oﬁice of Insgcctor General's assgssmen

s —_
v
3
N
X}
|
i
a

udit Respunse. We acknowledge the fact that the current scope of the
TRAILBLAZER isto prov:de the mformatmn technology framework for the entire
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R e :Team Members (U) |
N (U) The Ofﬁce of the Deputy Inspector General for Inte}hgence of the

’k : g rthe rcport are hsted below
' Thomas F. Gimble

8y

“-"" Department of Defense, Intelligence-Audit prepared this report. Personnel of § the -
Office of the Inspector General of the Depa.rmlent of Defense who contnbuted to T

b(e)

Parnunlsf ¢




BOCFE+—3253346 . i © (b} (3)°P.L. B6-35

/’/‘ "%
; L Y
. /J
(U/@'O'Hglil‘he development of this response has been coordmated WIt} and
the TBAILBLAZER Program Mana gemem Ofﬁce : %

RECOMMENDATION \

1 (UAFOBRHA formal ‘RiSk Mitigation Plan is not recommended. The PEO is
committed to conductmg the assessment. The team is currently being formed, a
kick-off mtg.is pIanned for March, and the team is expected to report to Mr

NLT May 31st. The cost and schedule impact of conducting the assessment
pose very low risk to the Transformatmnal Programs. :

2. (UIIFG’GQ; Recommend the response, prov:ded as an atfachment, be forwarded to
the DoD OIG as part of thevAgency’s consolidated response to the Final Report.

e Lo




SECURFIY CLASSlFlCATIDN

- NSA STAFF PRO})ESSING FOF{M

1 DCQQI 3)(@)\ 3 Exnsecomml‘.nunrﬁasn’ | | %&?&%%UWER B
THRU _ A T [ AcTioN” : EXREGSUSPENSE :
S / S&E.;.:_L o i ' k] AppROVAL -
SUBJECT - - RCC SR i
‘ (UH‘FBHQ;THII\ITHREAD /TRAILBLAZER ¢ (&) senatuRe |
- AUDITREPORT . o D roRmaTioN | T SveraReE T
- ’nxsmteumu T ~ : ——
. TSOMARRY
- PURPOSE: .

(U//FEHO) To prmnde the recommended PEO mput to the consohdated NSA response regardmg .
actions requested by the “final” Department of Defense (DoD) Office of Inspector General (0IG)
report 05-INTEL-03, Reqmrements for TRAILBLAZER and THINTHREAD Systems of 15 :

December 2004 o
_ (b} {3)=B.L, 8636,

fBACKGROUNDIDISCUSSION A N e e
o (U//E‘Uﬁﬂ% In their June 04 Draft of, ‘thie Audit Report, the DoD OIG made the following

teamtoassess R A 5
requirementso ¢ e‘k B

e the operatlona

. memonSWanoWlatform

| —Geﬂn response to thzs draﬂ: n August the Agency concun‘ed “w;th comments ”‘*‘I‘he followmg ‘

3 - is an excerpt fror.rf those comments, “The Program Executwe Office (PEO)is takmg thelead in

-establishing.sh mdependent review team for verforming thls 5 essment vnth the mtentlon
_thatits results will be completed in timg L L E
Mﬂestone B documentamon

‘o _,\eemt the tlme of' this statement (Aug ‘04), the TRAILBIAZER Mﬂestone B (MSB) was
scheduled for December '04. When the final report was published, the PEO Assessment had not

yet begun. Concerned that the assessment counld not be completed in time to support a

‘December milestone, the DoD3 OIG requested via the final report, that they be prowded FNSA

o _ plans to elmnnate the cost and schedule risks for complet:mg the assessment o

- —GG‘)'Smce release of the ﬁnal Audlt Report a DIRNSA—Chartered Transformatmnal Advzsory e
- Pane} (TAP) recommended TRAILBLAZER be rebaselmed The MSB is now planned for late B

Fourth Quarter FY05

" CODRDIMATIONAPPROVAL -

s SEEUH‘ E :

NS 7530-FMDD1-648S

OFFKCE " NAME AND DATE | SECURE 1™ porpice . NAMEAND DATE - .
;.. PHONE PHONE
S Mg e sl Gl AL -\
e tals ez as) o [The ugon
Cenl) RN 2T — —— 5
7 — S froci{ - R L 963~8675
Lo — “\\ ORG, PHONE (Sscyte) . .f" DATE PREPARED * -
’ DAY |963-7368- |8 February 2005
) : L M\-\__ S : i f' L,.-" e
FORMAGS8 ALVNOVBE , ~ .‘ , S~ sEcuRmy CLASSIFICATION.
iy L R e i
whichis cosolefe) | - T paclassify On: 112~ P N Cens
e a N Paid tei 200 (bH3) ~p.L. 36'35




NATIONAL Sl:.CURtTY AGENCY
F‘ORT GEORGE G. MEADF, MARYLAND 20755-6000

11 February 2005

MEMORANDUM FOR DEPUTY ASSISTANT INSPECTOR GENERAL FOR
‘ INTELLIGENCE AUDITS :

‘ SUBJECT: (UI/F@‘HB-)-DOD OIG Audit Report Requxrem ents for the TRAILBLAZER
R and THINTHREAD Systems; dated December 15, 2004 (Report 05-INTEL-
03, Pro;ect: No D2003AL- 0100) INFORMATION MEMORANDUM e

. (U/FOTO-In response to the DoDk OIG request for additional information on the
TRATLBLAZER and THINTHREAD report, NSA/CSS provides consolidated corporate
comments from our Signals Intelligence Directorate, Acquisition Organization, and
Information Technology Infrastructure Semces Orgamzahon (now the Infor matmn
Technology Du‘ectnrate) :

N SA/CSS Response:

ERY

—EG)-Subsequent to the DoD OIG report, the TRAILBLAZER Milestone has been  /
scheduled for Iate in the fourth quarter of FY05 from the prevmusly scheduled earher
MS B. Accordingly, this now allows sufficient time for the conduct of the assessmeﬁt
recommended by the DoD OIG. [A&mtsﬁgﬂwmmﬂlhmmmd_bmm

_and die i the revised schednlel. . [ C ,

[ = L o |~The assessment will beﬁ?ﬁize@f
by May 2005. - " - | %.\\ : S / .__,.-’

~ : . ,x

'\

Tf‘ yoit hava anv mlpqtmns]or need add1t10na1 mformatmn, pIease conta(it s

..

.

L= - (b) (1)

/ - ~ W 7/7 /e &W ‘ (B) (3)-P.L. 86-36

A  MARIAN. O'CONNOR |
L | Chief of Staff |
() (3)-P.L. 86-36 o 7
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NSA STAFF PROCESSING FOHM ;
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B L o s o 'DAPPHOVAL :‘ -
: - SUBJECT ;. o KCCSUSFENSE i
(U)'k (EOESEGRE'&‘GG-M&G‘P) Oiﬁceof the 1Gof theDepartmentof . -S'WW‘TUBE Gl
- Defense Report on TRAJLBLAZER and THINTHREAD Systems D iNFoR Mmou | FLEMENTSUSPENSE .

L msmxaunon

“SUNMARY 7U) e
PURPOSE: EGGNFI‘BENTE&H)‘%B%-H-E%) Attached for your rev1ew and 51gnature is the NSA B
consolidated response to the  report. from the DoD OIG on requzrements for TRAMLAZER and

THINTHREADsystems. b T AR L G g
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