OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
1400 DEFENSE PENTAGON
WASHINGTON, DC 20301-1400

PUBLIC AFFAIRS

Ref: 96-F-1598

Mr. Robert Wampler

The National Security Archive
Gelman Library, Suite 701
2130 H Street, NW

Washington, DC 20037

Dear Mr. Wampler:

This responds to your August 8, 1996, Freedom of Information
Act (FOIA) request. Your March 19, 1997, conversation with Mr.
Langerman of this Directorate, and our August 26, 1996, interim
response refer.

The Offices of the Undersecretary of Defense for Acquisition
and Technology; Deputy Assistant Secretary of Defense for
Strategy and Resources; Deputy Assistant Secretary of Defense for
Special Operations and Low Intensity Conflict; and the Director
Net Assessment have determined that the enclosed documents are
responsive to your regquest.

Additionally, three other documents were located as a result
"of the search. One document has been sent to each the Army,
Navy, and the Air Force as a matter under their cognizance for
their review and direct response to you. The following addresses
pertain:

Department of the Army
Tpcs Q 7\ Freedom of Information/Privacy: Acts Office
ATTN: SAIS-IA-R/FP, Suite 201 & cHFEN

Z

N 1725 Jefferson Davis Highway Q}Lm’éba
L Arlington, VA 22202-4102
N v
i ) Department of the Navy # 3 4 7 %
< Chief of Naval Operations J, / P

N-09B30, Room 5E521
2000 Navy Pentagon
Washington, DC 20350-2000

Ao7 7=

e 2R

Department of the Air Force

OL-P, 11 CS/SCSR(FOIA) fﬁ?%gé

1000 Air Force Pentagon
Room 4A1088C
Washington, DC 20330-1000

o |




e

v

There

Enclosures:
As stated

are no fees for this response in this instance.

Sincerely,

QR e

A. H. Passarella

Director

Freedom of Information
and Security Review




lo
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Low-Intensity Conflict Task Force

Dr. Christopher Lamb
Director, Policy Planning
Mr. Charles Swett
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Objective and Scope

* Objective: Provide actionable proposals for
potentially revolutionary improvements in U.S. military
capabilities for Low-Intensity Conflict

e Scope:
- Can include combination of: - Avoid:
* Technological advances * Proliferation issues

* Organizational/procedural changes * Costs and budget offsets
* Doctrinal innovation | * Programmatics
* Force structure

- Grounded in operational requirements

- Candidate list of 10-15 key areas for Task Force focus

~ Short list of initiatives to recommend to Senior Steering Group
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Example Strategies-to-Tasks
Breakout

) . ] ] . Use measures short of war
National Security Objectives to promote and protect
, U.S. interests

National Military Objectives Compel adversary to
accept U.S. policy

Assist allies in defending
against indirect aggression

Contingency "= ===

OPs )
Operational Strategies _ Neutralize hostile Immobilize critical
Assure law and order _ ; leadership security elements
and infrastructure
Operational Objectives _ Impose martial law _ Reconstruct

. indigenous
L police force |

Disperse crowds with

Operational Tasks
non-lethal means
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Critical Issue Areas Not
wma:.::m Revolutionary Solutions

Enhanced small unit capabilities:
- LIC/situation specific training
- Command and control
- Mobility
- Survivability
No projected critical shortfalls
Improving interagency coordination:
- Adopt common interagency procedures
- Increase transparency of senior decision Bmx_sm
- Refine NSC role
No revolutionary solutions possible or advisable
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Relevant Aspects of Future LIC
Environment

* Increasing constraints from arms control agreements
and policy restrictions

* Increased scrutiny by the world press
* Growing intolerance for casualties |

* Proliferation of communication media in the Third
World

* Increasing urbanization and large populations of
displaced persons |

* Greater use of materiel with electronic subsystems
* First-wave adversaries with some Third-wave weapons
* Proliferation of on-line data bases
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Impact of Future Environment
on Critical Shortfall Areas

Aggravated Neutral/ameliorated m
Riot control Locate caches W
Neutralize snipers Disrupt/secure communications
~Control movement of persons/goods Communicate into denied areas
‘Defeat SAMs Assess civil dimension
‘Defeat mobile artillery/mortars Provide warning of terrorist attack
Locate/clear mines Locate/recover persons/cargo

Disrupt public infrastructure

New tasks/threats?

Directed energy weapons
Non-nuclear EMP weapons
High energy density explosives
Strategic disinformation campaigns
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Red Team ,wmm:_nm

* No show stoppers
* Political responses

- Conduct political attack against the system

- Intermingle combatants with noncombatants
* Military responses

- Attack the system directly

- Horizontal escalation
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Hovering UAV Battlestation

Based on "Cypher" or "Peanut” or "Trus" hovering UAV technology
* Reduced optical, thermal, acoustic, radar signatures
Modular interchangeable payloads
- Intelligence/reconnaissance/surveillance
- Offensive (lethal and non-lethal)
* Missions supported (with appropriate um<_omamv
- Neutralize snipers, mortars, artillery, shoulder-fired SAMs
- Crowd control .
- Locate and clear minefields
- Destroy ammunition/weapons caches
- Hostage rescue
- Communicate into distant, denied area
e Especially useful in urban terrain
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Anti-sniper System

e Being developed using IR&D funding by Lawrence
E<m:.:o..m National Laboratory

. _.__m_,. resolution sensors and data _uqoommm_:m to track
bullets and mortars in real time

* Project ballistic trajectory backward to accurately
locate the sniper .

e Machine gun mounted on high-speed, high-acuracy
gimbal system automatically returns counterfire

e Counterfire hits sniper less than one second after he
pulls the trigger (in full automatic mode)

e Options for non-lethal responses
~* Soldier-in-the-loop control available
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Other Non-Lethal Weapons

Infrasound: High power, low frequency acoustic energy that causes
temporary incapacitation of personnel

Malodorous substances: "Stink Bombs" that target group finds
repellent

IG:_ooémq3mnqo<<m<mm"oqmmﬁmm_moﬁqo:_mm:mzo_umim:oao<m3m3
of personnel by temporary heating of body _

Foams: sticky, aqueous, rigid

Entanglement nets

None of these systems covered by Chemical Weapons Convention
Missions supported

- Crowd control
- Neutralize snipers, mortars, artillery, shoulder-fired SAMs
- Control movement of goods and personnel

- Disrupt public infrastructure
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Microsensor Networks

e Based on Micro ElectroMechanical m<m~m3m:<_m_<_mv technology

e Tiny sensors to detect visual, infrared, seismic, acoustic,
chemical, radiation signatures

 Millions of units deployed over large area by UAV or other
vehicles

e Microsensors too small, too humerous to destroy
e Smart microsensors organize themselves into networks

e Local-area data from many microsensors combined to create
large virtual sensor

* Mission supported: Control movement of goods and personnel
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Open Source _:ﬁm_:mm:om

e Establish "Information Broker" 3 exploit huge volume of
foreign civil affairs-related information available on
unclassified online data bases and the Internet

- Transportation, communication, energy, medical infrastructure
- Civil government organization, personnel
- Security services

- Local Culture

* Make information directly available outside existing
intelligence channels to civil affairs consumers

e Mission supported: assess civil dimension

 Many other OSD, Joint Staff, and Service missions could be
supported
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" Multimedia Psychological
Operations (Psyops) Campaign

e Simultaneous, integrated, interactive employment of
multiple media to convey information to targeted area
- Electronic mail (Can include graphics and video)
- Fax
- Amateur radio
— Cellular phones
- Television/Radio broadcast
—- Leaflets

* Address target audience from all directions at once

e Mission supported: communicate into distant, denied
area
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Sensing Through Walls

e 3-D imaging radar can penetrate walls
- Brick |
-~ Mortar

- Stucco
- Non-reinforced concrete

o Sufficient resolution to locate people in a room
and determine which ones are armed

e Can track moving people in real time

e Missions supported: hostage rescue, n_mm:.o<
ammo/weapon cache, control movement of
goods & personnel
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High m:m-_u< Density Materials

* Much greater explosive power per unit mass than
conventional explosives

* Technologies
- Metastable Interstitial Composites (2 X HE)
- Ballotechnic Materials (2 to 5 X HE)
- Nuclear Isomers (1,000,000 X HE)
* Missions supported |
- Destroy ammunition/weapon caches
~ Neutralize snipers

-~ Applicable across entire range of conventional
offensive weapons
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Additional Impacts

All proposed revolutionary solutions would affect:
-« Manpower |

 Training

e Budgets

K Logistics

* Planning

* Programs

e Policy

e Doctrine
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Summary Recommendations

e Option One

- Integrated approach to developing
revolutionary solutions for LIC

- Concept Development Center proposed by
OSD Net Assessment
IIO—.II

e Option Two

~ Selective approach to developing individual
revolutionary solutions

- Management by existing organizations
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Task Force on
Fostering Innovation

Recommendations for the
RMA Steering Group

Onn.o_um_... 1995




Task Force Assumptions

* We are in a special period in military affairs

— Some militaries will be more successful than others at
exploiting new technologies

— Success will require major, long term change

* Our objective is to lead the intellectual
competition

— We have a major lead now and we need to keep it -- to
stay well ahead of our competitors

— We must be better than our competitors at implementing
innovative operational and organizational concepts

— We must be able to deal with a wide range of threats;

from small clever opponents to a future large ‘peer’
competitor



Task Force Recommendations

* Initiatives being implemented:
— SecDef Fellows Program
— SecDef Strategic Studies Group

e Recommendations for near term action
— Concept Development Center
— Future threat initiatives |
— Some suqqgestions for Senior leadership actions

* Areas for further development

— Promoting innovation through officer education
» Curriculum changes at military education institutions
» Expanded research activities |
» Increased gaming and analysis

|
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Concept Development Center

Proposal

* One or two dedicated innovation centers to serve as
centerpiece of dedicated efforts to pursue profound
innovation in the military

* Empowered to work closely with service and joint

organizations responsible for future technology,
doctrine, and force structure

* Able to draw upon the most visionary and innovative
people for both short and long term projects



Concept Development Center

* Two candidate organizations proposed

1. Joint Military Organization

— Primarily military staff

— Both operational and technical expertise
2. Civilian-led Organization

— Think tank similar to Rand in the 1950s
— Civilian director and mixed civilian-military staff

* RMA Steering Group to act as board of
directors, providing guidance and oversight
— Administrative support from within OSD/JCS



Concept Development Center

Primary activities

* Actively conduct analysis

— Develop new ideas for joint warfighting concepts and
organizations

— Sponsor studies, develop methodologies, conduct war
games and simulations

— Draw upon work in services, industry, academia, and
intelligence community

e Catalyst for innovation

— Stimulate activity throughout military and private industry
— Energize and lead broad program of innovative work



RMA CONCEPT DEVELOPMENT CENTER

Mission: Facilitate Innovative Approaches to Future Joint Warfare

ACTIVITIES DOD Leadership PRODUCTS
Wargames Briefings
Simulations New CONOPS
m<BUom,.m - Operational
Information - Organization
Exchange Research Analysis Threat Publications
Research & Survey Gaming Analvsi Analysis to
Evaluation QOutreach | Adjudication nalysis Support
. v resource
| . S — . allocations
e //
r\ S g
INTELL FOREIGN
INDUSTRY JOINT CINCs SERVICES - ACADEMIA COMMUNITY MILITARIES i
- Think Tanks - Development Ctrs - Red Teams
- Contractors - War Colleges/CSCs - Future Threat
- Operational Units
- Battle Labs

- Doctrine Centers



Concept Development Center
Options

Joint Military Organization. Collocated with

existing war college or entity like Joint Warfighting
Center in Tidewater area.

Civilian-led Organization. Two possible variants:

— Near a major a major university and active technology
center such as Silicon Valley

— Under aegis of private university such as Stanford or
USC.

Location must attract the very best staff members.
10 Year “Sunset Clause” (7?)



Concept Development Center

Resources

 Research Budget: About $30 million for each
center to fund in-house activities and outside
research/support

~» Operating Budget:
» About $10 million for joint military organization
» About $20 million for civilian organization |
* Investment Budget: $50 to $100 million to

stimulate development of new concepts and ideas for
exploiting emerging technologies



Concept Development Center

::Emimims.o:

 Appoint implementation coordinator
— Former senior military with joint experience
— Likely to have influence with senior OSDIservice officials
— Six month charter

* Develop recommendations as to:
» Leadership
» Location
» Staffing
» Resource requirements

* Target activation for Summer of 1996



Supporting Recommendations

e Future Threat Studies mqo:_,u

lmmz_oqm:_umqsmoé mqocn ao_“oo:m_osmnm.._:m:m:\m_mo:
emerging threats |

e Red Teams

— Specialized analytical groups to focus on specific
countries and functional areas

* Security Group

— Dedicated effort to identify specific vulnerabilities in U.S.
military operational concepts



Future Threat Studies Group

Requirement: The active search for innovative
operational concepts requires a dedicated group to
supervise a program of information collection,
analyses, and studies of postulated threats and future
competitors.

Proposal: A senior steering panel of senior OSD and

intelligence leaders with subordinate executive body to
coordinate issues and activities

— Located in Washington, DC area under direction of senior

OSD official
— Provide overall direction to long range analytical efforts

— Provide direct oversight of Red Teams and Security
Group _




Future Threat Studies Group

Resources:

— Steering panel membership as a collateral duty

— Small permanent staff with research and travel budget to
support Red Teams and Security Group

» Annual budget of about $10 million

Implementation:

— Appoint senior implementation coordinator from within
OSD

— Six month charter

— Develop recommendations as to leadership, structure,
staffing, and resource requirements

— Target activation coincident with CDC



Red Teams

Requirement: A series of highly specialized and
focused efforts are needed to fully understand the
implications of emerging long term threats from
specific countries, new technologies, m:a emerging
warfare areas

Proposal: A dozen or more individual teams made up
of perhaps 12-20 experts from diverse areas to focus
on military, political, and economic aspects of specific
potential competitors and critical warfare concepts

— National and regional teams; e.g. China, Russia, Japan, ”
India, Asia, Europe, Korea

— Functional and warfighting teams; e.g. information
warfare, countertargeting, strategic warfare, space
warfare, advanced manufacturing, logistics, simulation
and modeling.



Red Teams

Functions:

— Conduct multi-disciplinary studies and analyses of
ongoing and projected foreign innovations in technology,
operational concepts, and organizations

— Postulate foreign RMA developments; analyzing future
competition

— Provide opposition play for CDC war games

Resources:

— Teams manned as a collateral duty from intelligence
community as well as operational and policymaking
organizations

— Support funding from Future Threat Studies Group and
CDC




Red Teams

Implementation:

— Organization, direction, projects, and functions
determined by Future Threat Studies Group

— Teams should be targeted for activation coincident with
the CDC



Security Group

Requirement: U.S. pursuit of new and innovative
concepts will potentially open unforeseen
‘vulnerabilities for exploitation by an adversary.
Continuing, objective analysis will be required to
identify and eliminate such vulnerabilities

Proposal: A team of perhaps 6-12 experts modeled
after the SSBN security group. Located in the
Washington, DC area, the group will include insightful
individuals from both the intelligence and operational
communities.




Security Group

Functions:

— ldentify specific vulnerabilities in emerging U.S. military
operations and organizations

— Propose corrective actions to eliminate these
vulnerabilities
Resources:

— Group manned as a collateral duty by select personnel
from intelligence and operational organizations

— Support funding from Future Threat Studies Group and
CDC




Security Group

Implementation:

— Organization, direction, projects, and functions
determined by Future Threat Studies Group

— Group should be targeted for activation coincident with
initial analytical efforts by the CDC




Issues for Senior DoD
Leadership

Key conclusion: Senior leadership involvement is
critical to the process of innovation

— Necessary to support and protect innovations and
innovators

- More important than in past due to centrality of command
and control to emerging innovations in warfare

Senior leadership: SecDef and other senior officials
“in DoD, JCS, the services, and the CINCs

Requirement: There is need for efforts at senior levels
to establish innovative activities and processes

— Demonstrate organizational commitment

— Devote adequate resources

— Put in place specific programs and activities
— Establish and maintain demand for change




‘Senior Leadership Actions

Proposals:

— Emphasis in internal DoD and service guidance to focus
~more long term.

— Planning and programming studies to formally consider
and assess the possibility of major changes in warfare

— Speeches and published articles on innovation and RMA

— Incorporation of RMA issues in presentations to
Congress

— Attendance at RMA symposia, roundtables, and war
games |

— Inclusion of RMA threat analysis in long-term intelligence
assessments |



Area identified for further
development

Officer education

Professional military education played a critical
role in promoting and sustaining military
innovation during the interwar period.

* Specific areas requiring further m:<mm=mm:o=
and development:

— Role of PME in generating new concepts and in effecting
profound innovation

— Role of military faculties in promoting change

— Curriculum changes, research activities, gaming and
analysis




e e e .




9661 ATeniqaq 1
dno1p Junyrom DD o Jo 1odoy

1917 Jusmdorans(q 3doouon

VI



B G 2T 4 BENEE R

LI RT AT ATIO

sa130jouyas) Buid1swo pue o[qeeae nojdxs o3 sydosuod
9Imny Jo eare ayy Ul yIom dApeAouw Jo wiesSoid peoiq e oe[hung —

PI?y
pue uoom oy} u1 Sunuawiadxs sjum [euonesado yurof ypim eI —

suonezIuedIo pue s)deouod mou Juriojdxs
SRENIEY UBIIAIO pUEB ATe)[[IUW JO I0MIOU Oy} (jIm SeapI o3ueyoxyg —

UOLBAOUUT IOJ 1SATEIRD SB 9ATOS
uonenuis pue ‘urjspowr ‘Sutwres jonpuoo pue dojoaeg —
suonezruesio pue sydeouoo JurySiprem juiof 103 seapr mou slofdxyg —
sa13ojouyda) wdioua Jo suoyeordun uus) 3uoy oy uo snooy —

SIsATeue jonpuoo pue Josuodg .

suonouny DD VINY



r.a3/e28 o oT"

T R

suondo HH SajednsoAu; —

ad 9661 uer -g461 0O
Apnys 3doouoo S2lIp DS —

dnoin duryiopm H

odd
VI Pajeoipap j0 uoneaIs spusunuogsy 9310 jse], uoneAouuy —
3unaopy dnouin 3uLao)g 101USS VINY S661 10 .
H03J2 uoryeAouu; Pazljeuonmnsur 105 pasy pauy

URjeq —
doﬁm\rcg wﬂ.ﬂoﬁcm uo 3210 g 3se] . S6°V661 o

Aro3sTH D)

=



