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I. THE OPERATIONAL IMPLICATIONS OF
PROLIFERATION

Many of the technologies that heretofore have only been available to the North
Atlantic Treaty Organization (NATO) and the former Warsaw Pact are widely available to
other countries. Moreover, advances in technology are enabling proliferant countries to
leapfrog generations of military operational capability. These new technologies can be
combined in military systems for synergistic effect or coupled with weapons of mass
destruction to achieve strategic results. Further compounding such threats is the likelihood
of a lag between the time when the proliferant country develops or acquires a technology
and the time when the United States or its allies can deploy effective countermeasures.

During the Cold War, U.S. perceptions of the Soviet threat led to specific levels of
sophistication and particular applications of advances in technology. However, the U.S.
approach to technology application for military systems yields few clues about the likely
actions of a proliferant nation. For example, during the Vietnam War, the North Viet-
namese made novel and effective use of technology to frustrate a technologically superior
U.S. military. Consequently, since proliferant nations often apply technology in unpre-
dictable ways to fit their method of warfare, U.S. analysts and military officials must be
cautious to avoid thinking that the U.S. approach to technology application is likely or
favorable.

The technologies selected for analysis meet one or both of the following.criteria,
which are found in the Department of Defense (DoD) 1992 Militarily Critical Technologies
List MCTL):

* Significantly negate or impair a major military capability of the United States
. Significantly advance a critical mission area of a potential adversary.

These technologies also have a significant impact on the development, production, and use
of missile systems; biological, chemical, or nuclear weapons; and weapons delivery
systems.

In this document, the study entitled "Implications of the Proliferation of Navigation
and Guidance Technologies” discusses the current state of militarily significant positioning
I-1
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ar-ld_na\hrig'étion;echnologies, their potential for military api;iiégdon, and the possibility that
countries may seek to upgrade less sophisticated weapon systéms by integrating these tech-
nologies. The navigation technologies that are considered include equipment that is capable
of accurate position and time updates from external references (satellites, stars/planets, or
ground radio aids) or internal sensors (inertial) that provide data on vehicle motion and
pos_ition;

The briefing entitled "Proliferation of Precision Navigation Technologies and
Security Implications for the United States" examines the evolution of selected navigation
technologies and highlights some major policy implications. The Global Positioning
System (GPS), Differential GPS (DGPS), and Global Navigation Satellite System
(GLONASS) are three major navigation technologies analyzed for their security impli-
cations. Access to these technologies is widespread, and this access creates multiple,
affordable weapons combinations for proliferant countries. A number of U.S. counter-
measures are recommended to meet this emerging threat.

The briefing entitled "Space Technology Assessment: Annotated Briefing" shows
that the near exclusive control of space technology and its constituent hardware has slipped
away from the United States. At least 18 other countries manufacture, design, or test space
components. Of these, seven countries can assemble whole satellite systems and launch
them into near earth orbit without any assistance from U.S. industry. Moreover, the tech-
nological sophistication of these systems meets or surpasses that of the United States in
many critical areas. In the next decade, the military use of imaging satellites (i.e., for the
detection of large-scale military maneuvers like those of Desert Storm) will be available to
many satellites not under U.S. control.

The briefing entitled "C3I Upgrades for Developing Nations' Missile Operations”
identifies and analyzes the operational military implications of the proliferation of Com-
mand, Control, Communications and Intelligence (C3I) technologies. The paper concludes
that C3I upgrades will enable developing nations to:

»  Locate and attack high-value targets that are time sensitive
*  Execute mass attacks that can defeat active missile defenses

*  Take advantage of accuracy improvements to substantially increase the effec-
tiveness of accurate missile attacks.

Moreover, these C3I upgrades are currently underway, and the technology is widely
available commercially. ’

I-2
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" The final study, "The Military Implications of Ballistic Missile Proliferation,"
examines the military effectiveness of ballistic missiles in th€ context of technology prolif-
eration. This study notes that missiles have been militarily ineffective in regional wars up
to the present time. The principal reasons for this ineffectiveness have been a lack of
coordination in missile strikes, a lack of knowledge about target vulnerabilities, a lack of
the means to gather intelligence about the target, and a lack of poSt-attack damage
assessments. Actively using missiles to attack military targets will require that a military
commander develop and integrate these capabilities into a coherent fighting strategy. This
study surveys strategies for fighting missile wars by examining the doctrine and logistics
needed to make them practical.

These ana.lyses strongly affirm the need for a U.S. capability to defend against
ballistic missile attack. The Ballistic Missile Defense Organization (BMDO), with its
emphasis on theater defense and a ground-based territorial defense of the United States, is
an important step in this direction. It is hoped that this reinvigorated organization will help
to bring the visibility, focus, and resources that are necessary to address this critical
defense need. Active countermeasures will also be a critical component of any strategy to
defend against this emerging threat.

I-3
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II. STUDIES AND BRIEFINGS

The studies and briefings in Section II examine the operational implications of the
proliferation of militarily critical and dual-use technologies related to the use of ballistic
missiles. These technologies offer critical operational improvements in weapons capa-
bilities, presenting the United States and its allies with new military realities and threats.
The purpose of these studies and briefings is to identify some of these new and emerging
threats to U.S. national secuﬁty for the policy official and military commander so that
appropriate countermeasures can be devised and employed.

II-1
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INTRODUCTION ‘ =

This study was undertaken on behalf of OSD/ISA/NPP to evaluate navigation and
guidance technologies that may be of use militarily to proliferant countries.! A virtual
technology explosion has revolutionized navigation and guidance equipment. Both inertial
and radio-based systems are now less costly and more accurate, reliable, and widespread.
By combining accurate navigation and guidance to existing weapons or those in devel-
opment, proliferant countries will be able to drastically improve selected military actions.
In the near-term future, it will be impossible to control access to highly accurate aircraft,
unmanned aerial vehicles, ballistic missiles/launch systems, cruise missiles, ships, sub-

mersibles, and even space vehicles.

This paper discusses the current state of militarily significant positioning and
navigation technology, their potential for military application, and the possibility that
countries may seek to upgrade less sophisticated weapon systems by integi'ating these
technologies. The navigation technologies that are considered include equipment capable of
accurate position and time updates from an external reference (satellites, stars/planets, or
ground radio aids) or internal sensors (inertial) that provide data about vehicle motion and
position. In addition to sparking a revolution in the commercial navigation industry, these
technologies constitute a major segment of the brains of modern, accurate weapon
platforms.

BACKGROUND

Throughout the history of weapons development, the key determinant in selecting
ballistic missile guidance has been system autonomy. A major principle of deterrence has
been a credible threat—ballistic missiles must reach their target after being fired, even if the
launch site is subsequently destroyed. Since inertial systems provide internal guidance to a
vehicle that is impervious to outside factors, they were the logical choice for use in the early
ballistic missiles, even though radio navigation systems could provide better accuracy (as

1There is no representative profile for a "proliferant country”. There is a huge variation in
technical capabilities of those countries that develop and/or sell large numbers of weapons. The purpose in
this paper is to summarize the navigation technologies that will be available and indicate which of these
technologies are candidates for use in the military systems of some of the more prolific weapons producers
and consumers during the next 10 years.

11-7
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rﬂéasured in circular error probable).2 This remained true until the early 1970s, when the
accuracy and reliability of inertial systems increased and inertial systems gained wider
application in both military and commercial aircraft. Inertial navigation systems remain
essential to manned and unmanned vehicles.

Before World War II, essential tools for navigation on the earth's surface and in the
air consisted of visual triangulation, dead reckoning, and the hand-held sextant. Tech-
nology improvements included nondirectional low frequenéy radio beacons, amplitude
modulated radio range "legs" that provided a Morse code letter A or N if one deviated
significantly from course, and strings of colored lights placed at close intervals across the
country along frequently traveled routes. Pilots flew from light to light, visually.3 Tech-
nology such as radio detection and ranging (RADAR), short-range navigation (SHORAN),
long-range navigation (LORAN), and a long-range radio aid to navigation (Consol)
followed, with RADAR one of the important developments of the World War II era.
Concurrently, displays which allowed the visualization of data from radar, such as the "A"
scope (a cathode ray tube with two axis display), became the primary tool for resolving
position relative to a graph of intersecting hyperbolas or turning "blips" into angle and
distance.

New technologies gave rise to new methods of navigation.4 Technology continued
to evolve. The Very-High-Frequency (VHF) Omnidirectional Range (VOR) provided
horizontal angle information relative to a ground station. Distance measuring equipment
(DME) was added to VOR at an offset frequency and provided distance information. The
combination of VOR and DME became the Tactical Air Navigation (TACAN) system and
VHF Omnirange TACAN (VORTAC). These technologies provided the means to arrive
reasonably close to a desired destination but were inadequate for precision bombing of
fixed targets or careful mining of primary approach lanes within a nautical channel.

2Radio navigation systems provide a vehicle with position updates generated at that time by
ground stations. For example, an aircraft would fly over a series of stations en route from point to point,
providing position information to the navigaior. Subsequent systems have been located on airborne and
spaceborne platforms. Circular error probable (when referring to missiles) is a measure of the radius of the
circle around the target into which at least 50 percent of the missiles fired at the target will land.

3 A number of these routes still survive within "Amber Six", but all are non-functioning remnants
of a past era.

4 For example, one could hold a stopwatch and count beeps until they were no longer audible in a
headset and resolve that count into a line of position. Radar triangulation was found useful at sea in station
keeping or in approaching a harbor.
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" As radio navigation methods matured, Tv;r_z?ertihlﬁgystcms were developed and
deployed, and these systems slowly replaced gyrocom;ass technology as "stable
platforms.” Early models used strain gauges that sensed the forces that were imposed on a
small mass by vehicle acceleration. Analog processors kept track of force magnitudes as
they varied with time and generated a vector correction that could be added to the primary
motion vector maintained in memory. An "accelerometer” for each axis (X, Y, Z) could
define motion within a three-dimensional (3-D) gyroscopically stabilized inertial frame of
reference. Large numbers of these early Inertial Navigation Systems (INSs) remain in
active service today in aircraft, ships, and underwater systems. The INS inertial reference
frame is coupled to a geodetic frame by initializing the INS with a latitude/longitude when
power is applied, and the system is aligned to true North by sensing the earth's rotation.
The C-5B and C-141B fleets both use early versions of INS technology. For some of
these systems, the Z-axis accelerometers have never been installed so the systems disregard
vertical motion over the 8 miles of altitude these aircraft transit. These INS processors are
programmed in octal and use arrays of ferrite cores for memory. Dual systems were
installed so that the more accurate system can be chosen for use. Drift, the difference
between actual and computed Latitude/Longitude with respect to time, is the major error of
concern in inertial navigation.

NEW TECHNOLOGIES FOR NAVIGATION AND GUIDANCE

The accuracy and reliability of both inertial and radio-based navigation systems
have improved dramatically in recent years. Accurate INSs are now more widespread and
less costly. Inertial systems with navigation accuracies that would have prevented their
export from the United States several years ago are now being manufactured in, among
other places, China and North Korea. However, the most revolutionary technology is the
Global Positioning System (GPS), which is a series of navigation satellites (NAVSTAR
GPS) developed and launched by the Air Force to provide position information to receivers
on the ground or in the air. A GPS receiver will calculate its position in latitude, longitude,
and altitude based on the information received from at least three GPS satellites on several
broadcast channels.5

SThe (former) USSR was developing a GLONASS with slightly poorer performance than GPS.
Its future is uncertain, although a new GLONASS satellite was launched after the attempted coup in 1991.
Currently, 9 of 24 GLONASS satellites are functioning. The system will likely find its "market niche" as
a back-up or redundant system to GPS. If the network is completed, there is a potential market for receivers
to increase (differentially) the accuracy of GPS.

11-9
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~ GPS signal strength of the satellites is modest. Aircraft flying low-level missions
will experience diminished accuracy because of signal attenuation from some satellites by
hills or mountains. Each satellite continuously transmits data that defines its orbit and
position in that orbit. A full data set is repeated every 30 seconds. Orbital data is updated
once each hour from data stored onboard the satellite. GPS receivers can sequence slow or
fast or multiplex, or these receivers can simultaneously monitor multiple channels by using
an array of parallel receivers. Generally, they provide position and velocity data in
1-second increments. A very fine GPS "engine", built on a 2 1/2" by 6" printed circuit
board and consuming a bit over 2.5 watts, can be purchased for under $600. An antenna

to accompany the electronics costs an additional $200 or $300.

An operational GPS can enhance relatively inexpensive INSs so that they have
performance characteristics previously associated with high-cost systems built only in the
U.S., France, United Kingdom, or possibly one or two other countries. Less costly and
less accurate inertial systems whose errors can be bounded by the accuracy of GPS are
increasingly becoming available, and the operational implications are severe for the U.S.
military and domestic security agencies. A commercial inertial system has an accuracy of
about 1 nautical mile per hour while the gyros have drift rates of about 0.01 degrees per
hour. With the introduction of ring laser and hemispherical resonator technology into the
commercial inertial marketplace, the surplus market for older systems will easily exceed
several thousand systems. This does not include systems built in China and North Korea.
When these older "standard" systems are integrated with a GPS receiver, the result is a
guidance package. suitable for a unmanned aerial vehicle (UAV) or other aircraft on a
suicide mission. When GPS updates are used to bound these commercial inertial systems,
the accuracy is much better and can approach a target area on the order of a football field.
The options for a country, organization, or individual bent on destruction or on caneying
a political message multiply. Ballistic missiles are no lon ger necessary because less costly,
more accurate systems with a reduced payload may produce better results. Even when the |
GPS signal is jammed, the inertial system provides greatly improved calibrated infor-
mation. ‘

DoD has undertaken concerted efforts to control access to both precise global
position system data and highly accurate INSs. The highly accurate position information
- from the GPS system is preserved for military systems by encryption of selected data bits.
~ Civilian users of GPS receive slightly degraded position information—accurate enough to
find one's way to the next town but not good enough to line up and land on a dark runway.
The process of degrading the GPS signal is known as selective availability (SA). With SA

11-10
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wrned on, cxvxhan users can obtam acciiracies 6f +/— 90 m. Military users can obtain
accuracies of better than 20 m with encrypted, or prec1se-code, signals. Although efforts to
control access to GPS data have been somewhat effective, proliferant countries have, and
will continue to have, access to accurate navigation aids.

In some instances, these degraded accuracies are adequate for carrying out a mili-
tary mission. There are a number of methods to overcome the accuracy degradation that
results from SA. A popular technique is differentiating, or correcting, the GPS signal.
One can isolate the error introduced by SA to the GPS signal by comparing readings to
known locations at geodetically surveyed ground sites. These corrections can then be
broadcast from ground-based stations to specially equipped GPS receivers within a certain
radius, usually up to 1000 km. This technique, Differential GPS (DGPS),6 can provide
users with accuracies of 1 to 5 m. The coverage area is dependent on the range of the
ground transmitter, and the accuracy degrades proportional to the range. Because a DGPS
station is not primarily a military system, anybody can purchase a one for between $35,000
and $100,000. Such systems provide navigation accuracies of 1-10 m over a range of
1000 km. Test results have demonstrated that DGPS can meet and generally improve on
the accuracy requirements of 10m 2dRMS for buoy positioning. However, occasional
short period transient errors are observed in the DGPS line of position solution where the
positioning error exceeds the 10-m requirement. These occurrences are infrequent, and
will decrease as the GPS satellite network is completed. 7

Other test results are even more impressive. Testing of the United States Coast
Guard (USCG) DGPS from Montauk Point in New York has shown that 97 percent of the
position information was accurate within 10m on the worst day of the tests and over
99 percent of the position information was accurate to within 10m on the best day of the
tests. Thus, even with selective availability, differential systems will correct the signal to

6A DGPS station is a receiver/broadcast station positioned at a geodetically defined position (a site
surveyed to precise longitude, latitude, and altitude), which receives the GPS C/A signal, calculates a
correction to the satellite transmission, and then rebroadcasts those corrections to modified GPS receivers
within a given radius. The effective radius is dependent upon the broadcast range of the transmitter and the
difference in GPS error at transmitter and mobilc receiver locations.

7"Differential GPS Autonomous Failure Detection,” Allison Brown and Janet King, NAVSYS
Corporation, Monument Colorado, and Jay Spalding, U.S. Coast Guard. Paper presented at the Fourth
International Technical Meeting of the Satellite Division of the Institute for Navigation, September 11-13,
1991.
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such a degree that accurate buoy positioning (for harbor navigation and harbor approaches)

will be possible.8

Recently, a market for satellite-fed DGPS corrections has evolved. It is now
possible to obtain a differential correction from a private satellite (similar to a cable tele-
vision broadcast) on a contract basis. In addition, a U.S. company is now offering GPS
corrections nationwide via FM radio links. For about $1,000 per year, the company offers
access to DGPS corrections (accurate to within 1-2 m).9

USES OF GPS

GPS and DGPS provide potential adversaries or proliferants with low cost and
easily obtainable solutions for a number of navigation and guidance problems. The effects
of SA are minimal when the 90-m accuracy is compared to technology that existed before
GPS. If a proliferant is concerned about the degradation of the GPS signal, there are
solutions to this problem as well, as the burgeoning DGPS industry indicates.

The outstanding potential of GPS can be exploited best in nonballistic appli-
cations.10 For example, two representative methods of decreasing the 90-m error of SA
that would work exceptionally well in a drone aircraft or other UAV are as follows:

1. Combine commercial GPS with a ground station for terminal approach. Itis
certainly possible to link an UAV or a ground vehicle to a ground station that
can provide terminal guidance to a target. This approach could have appli-
cations in a terrorist strike or first-strike scenario.

2. Use digitized maps or satellite images to improve DGPS data for use as a
guidance system. Spatial data is available from a number of sources including
civilian remote sensing satellites. It is most likely that the data from these
satellites [e.g., Satellite Positioning and Tracking (SPOT) or Land Satellite
(LANDSAT)] will be used in targeting systems, but data with better resolution
may be applicable. This would require several good computer workstations or

8"Status of Prototype USCG DGPS Broadcasts," Joseph Spalding, Scott Krammes, USCG, and
David Pietraszewski, USCG Research and Development Center. Also presented at ION-GPS, 1991,

9Space News, 8 March 1993,

10GPS could bring only marginal improvement 1o the accuracy of ballistic flight. Most error in
ballistic targeting can be attributed to the reentry buffet due to current missile design. GPS could only be
used to re-initialize a missile in the posi-boost phase, making re-entry occur at a position closer to that
predicted in its flight path. Commercial GPS receivers will not function in conditions that subject them to
forces of acceleration greater than 4 times the force of gravity (4 g's).
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486-based personal computers to run_an AutoCAD-type program for com-
bining the GPS data with the map or image data. -This digital record could then
be used to guide a UAV with an image-matching flight software program or
more crudely using only GPS or DGPS data to match a flight plan. Such a
system could be combined with a radar altimeter for terminal guidance as well.
See Appendix A for more information about linking GPS and mapping tech-
nologies.

In addition to making the use of UAVs a more realistic possibility for proliferant
countries, DGPS and even SA GPS data can have other important military applications.
GPS can play a role in the initialization of mobile ballistic missiles. Mobile ballistic mis-
siles must be fired from precisely surveyed sites to guarantee the accuracy of flight. This
initialization process can be complicated and time consuming. DGPS could make the pro-
cess much easier because any number of potential launch sites can be pre-surveyed,11
giving the missile crew seemingly unlimited options for launch and numerous hiding
places. Access to these sites will also decrease the time required to prepare a missile for
launch.

GPS can also be used to increase the accuracy and speed with which mines are
positioned, increasing the efficacy of mine warfare. As events during the 1991 Gulf War
indicate, GPS technology provides huge cost and time savings when used effectively in
logistics management. GPS can also improve reconnaissance, increase the accuracy of
artillery, and reduce the amount of radio traffic12 between ground units relaying position
information to one another. |

ADDRESSING THE POTENTIAL THREAT

The advent of greater navigation and guidance technologies may change countries’
views about the political and military utility of weapon platforms. For example, the War of
the Cities between Iran and Iraq and the Scud attacks on Israel by Iraq indicate that striking
the cities of an enemy has great political value even if the military implications are currently
limited.. Countries (such as Iran and Iraq) that have shown a willingness to target popu-
lation centers and use chemical and biological weapons will have increasing access to
highly accurate weapon systems including ballistic missiles, nonballistic missiles, aircraft,

11This eliminates the need to have a DGPS network functioning during battlefield conditions,
where it could be jammed or destroyed.

12Radio traffic is an important source of electronic intelligence with application for targeting,
avoidance, etc.
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UAVs, and cruise missiles. Proliferants may alsowish to 'Eaximize their investment in
weapons of mass destruction by integrating chemical, biologiCal, and nuclear materials with
platforms that have a reasonable chance of striking highly valued targets. This evolution in
technology will generate international concern for years to come. The United States should
be prepared to counter these more accurate weapon systems that will soon become
commonplace. More accurate weapons in the hands of proliferant countries may never be
so effective as to threaten the defeat of U.S. military forces, but they will certainly pose a
more serious challenge if appropriate countermeasures are not considered.

Creative use of GPS and DGPS can potentially provide proliferants with the ability
to strike fixed targets with much better accuracy. Decreasing the accuracy of the GPS sig-
nal is not a viable solution to this problem. However, there are a number of ways that the
United States can prepare to respond to the potential military use of the GPS system against
our own interests:

*  Track the worldwide distribution of advanced photogrammetric equipment to
known proliferants and countries with ongoing UAV programs.

*  Track the distribution of DGPS equipment sold commercially and be prepared
to search for, jam, and/or desroy DGPS broadcast facilities. This will become
increasingly difficult as DGPS information is downlinked from satellites to
receivers.

*  Be prepared to increase anti-terrorist defenses around important targets as
terrorists increase their strike capabilities. The lethality of systems such as
UAVs may increase as GPS is integrated into the systems. Ideally, U.S.
installations will be forewarned of a planned attack by intelligence sources
using a precise system. In the absence of such forewarning, point defense
should be trained to destroy incoming UAVs or other vehicles.

With the breakup of the Soviet Union, some of the engineering and production
personnel with experience in navigation systems have become available to the highest
bidder. The proliferant countries will employ these people to obtain the knowledge that
they possess. The United States should pre-empt this situation by providing employment
to those former Soviet personnel with critical skills in navigation. Although the infor-
mation on inertial systems technology of the Soviet Union is limited, there were Soviet
attempts to copy and emulate U.S. designs. Personnel involved with these projects could
possibly recommend significant design changes to improve the production and reliability of
U.S. systems. Under the guidance of DoD and the Department of Commerce, a plan
should be formulated and implemented to provide funding similar to that appropriated for
nuclear proliferation control.
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APPENDIX A

GPS AND THE USE OF MAPS AND CHARTS

Positioning technology that allows one to navigate to within 5 m of a destination
anywhere on earth would seem adequate for most military and civil purposes. The limiting
factor for determining position shifts to cartography is the accuracy of maps and charts.
Maps have nowhere near the accuracy inherent in current navigation systems. Ground
combat is usually conducted using one or more maps of 1:50000 scale. Commanders take
great care to ensure that all battle participants are furnished maps of identical series and
edition. The universal transverse mercator (UTM) grid overlay on the combat map
functions as a relative reference frame shared by all, even though this grid system is part of
a worldwide reference system. The grid effectively washes out map error as a variable
- within the small area depicted. Error, when noticed, tends to be attributed to other factors
such as inadequate propellant in an artillery shell. The effect is analogous to a platoon of
soldiers, each with perfect vision, being furnished with corrective lenses ground with an
identical set of optical aberrations. The platoon would share a common visual experience
of reality. Positioning data provided by coupled GPS/INS function as an absolute refer-
ence frame and quickly expose cartographic error. Topography and features turn out to be
at different locations than those derived from the map's coordinates. When taken to the
extreme, it can be truthfully said that no map in the world is totally accurate and the only
"known" position is Greenwich, England. The inverse, of course, occurs when a-weapon
is fired at a target defined by map coordinates. The weapon impacts precisely on the
desired coordinates but "misses" the target.

Civilian users can reduce the errors in the course-acquisition code, however. Since
the GPS signal is generated by a number of satellites, the introduced error can be filtered
out by a two-step process. There are large numbers of precisely surveyed or geodetically
surveyed sites around the world. The position information obtained from GPS can be
compared to the geodetically surveyed site, and a correction can be derived. If this cor-
rection is automated and continually updated and broadcast to hand-held units, it can
provide accuracies of greater than 5 m, depending on satellite configurations.
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N —Wi-despread access to highly accurate position information is critical to production
of accurate maps. Such data are integrated with remotely sensed images in Geographic
Information Systems (GISs). Ground-truthed data make the data more useful for any num-
ber of applications (e.g., digital cartography, mineral exploration) since objects in the
image can be accurately located.

GISs are becoming a more useful tool as accurate GPS position information is used
to augment information collected from aircraft, satellites, or remotely piloted vehicles
(RPVs). GPS has made it possible to obtain accurate position information for the entire
world that previously had not been possible to obtain. This information is helping to
expand the coverage of accurate, usable maps. In addition, as the amount of remotely
sensed data from satellites or aircraft increases, GISs have become more comprehensive.
Data obtained from GPS and remote sensors are often integrated in a computer-automated
design environment as well. Such a computer-driven integration can produce digital maps
or automated guidance systems for automobiles, aircraft, or other vehicles. An anticipated
increase in the amount and nature of remotely sensed data could change the nature of GIS.
The GIS and GPS value-added industries will continue to grow rapidly.

Frustration over the differential accuracy of the two téchnologies (positioning and
mapping) will continue for years. Given a requirement to destroy a high value, nonmobile
target, a user could order a "point" map of the target and receive a Latitude/Longitude
definition of that selected geographic point with an accuracy of the same order as a GPS
receiver would generate if it was placed upon the point. However, production of point
maps is labor intensive, takes a few days to produce, and results in data that are not
extensible, i.e., accuracy is defined at the cross-hair point, only. Mathematically, there are
an infinite number of "points" on the surface of the earth; therefore, producing lots of them
would not resolve map errors in a generic fashion. From where do these errors come?
Most maps are produced by a process of photogrammetry, a mixture of analog and digital
technology. Some are made from "cartographic source materials,” i.e., maps made by
reference to other maps. The process is as much art as science, and error is induced by
personal technique and day-to-day variation in the operator's depth perception. Vertical
error is commonly of the order of +/- 300 feet. Features (buildings, roads, railway tracks,
forests, marshy areas) are resolved by the cartographer's best judgment. Contour lines are
produced by a mathematical process. Horizontal error is deliberately spread across the sur-
face of a map using a least squares algorithm. Symbols are displaced from their precise
locations to avoid visual clutter. A building or topographic point near the edge of a map
may appear at slightly different coordinates on an adjacent map. Information concerning
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the maximum vertical and horizontal érror of a map and the coordinates at which they occur
are not routinely included in the map's legend nor always kriown. Placement of a precise
grid over a map does not diminish the magnitude of the errors embedded within the map.
In short, the maps that are used in combat are symbolic representations of terrain and
features. Rapid increase in production precision is unlikely. The coefficients defining the
shape of the earth, the geoid, were last updated in 1984. That update resulted in consid-
erable change to "plates” in the Far East. Maps are not updated often. Ten- to 12-year
intervals between recompilations are not infrequent. Some areas of the world remain un-
mapped today. Gathering the required source materials and compiling, printing, and distri-
buting a map takes approximately 18 months.

The military applications for hybrid GPS/INS/LORAN/GLONASS are manifold
and include establishing positions for mobile missiles, establishing "roadmaps"” for tar-
geting purposes, laying mines, and guiding aircraft or UAVs. There are a variety of theo-
~ retical and practical articles that provide detail design specifications for several different
types of differential networks.!3 A proliferating country could develop its own differential
GPS or differential LORAN simply by establishing a transmitter and rebroadcasting the
correction through its own equipment. Such a system would be highly valuable in creating
maps and adding targeting information to commercially provided satellite photos. Because
a DGPS would be susceptible to jamming, it would be of limited use under battlefield
conditions; however, it would be quite effective in relaying position information to a UAV
or cruise missile in a first strike.

Commercial GPS units proved their value to military operations in Operation Desert
Storm. Commercial GPS units provide highly accurate latitude, longitude, and altitude
readings to users and provide access to some of the world's most accurate atomic clocks.
Precise time information is critical to determine distance as a function of speed (rate). GPS
in Operation Desert Storm was clearly advantageous, and it is highly likely that a number of
countries will incorporate GPS into their systems and tactics. Commercial GPS will be
used ubiquitously in the future. Other navigation aids such as astronautical (ASTRO)-aided
or magnetic maps could be developed by proliferant countries. However, it is unlikely that
these navigation aids will be usable within 10 years.

13 Differential GPS Network Design,” Peter Loomis, Len Sheynblatt, Jim Robbins, and Tysen
Mueller, Trimble Navigation, Ltd., Sunnyvale CA. Paper presented at the Fourth International Technical
Meeting of the Satellite Division of the Institute for Navigation, September 11-13, 1991.
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Proliferation of Precision Navigation Technologies
and Security Implications for the United States (U)
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