THIS FILE IS5 MADE AVAILABLE THROUGH THE DECLASSIFICATION EFFORTS AND RESEARCH OF:

THE BLACK WAULT IS THE LARGEST ONMLIME FREEDOM OF INFORMATION ACT { GOVERNMENT
RECORD CLEARING HOUSE IN THE WORLD. THE RESEARCH EFFORTS HERE ARE RESPOMNSIBLE
FOR THE DECLASSIFICATION OF THOUSANDS OF DOCUMENTS THROUGHOUT THE U.5. GOVERMMENT,
AMD ALL CAM BE DOWNLOADED BY VISITING:

HTTP:{WWW.BLACKVALULT.COM
YOU ARE ENCOURAGED TO FORWARD THIS DOCUMENT TO ¥YOUR FRIEMDS, BUT

PLEASE KEEP THIS IDEMTIFYING IMAGE AT THE TOP OF THE
-PDF 50 OTHERS CAMN DOWNLOAD MORE!


http://www.blackvault.com/

MORI DocID: 570389

i rengraged to
e s (et FrlT M‘CMT I 26

- .. T
l' I naLoedS LI T2 TTRTI, Dee e - ’
PTEIIDT

STOURITY, WCVEZ = o wdibzroae

[

[

Paz:

FART T - ZAlaSCiulr L. . . . e e e e ep-d
A, GZUEFRT s e e s . . P . .4 ah=l
B, DETIUVITION CF OTERMS .. . . . . Y-l

PART II -~ SZOURITY . . . C e v e e e I T T
A, DIEEQTIVES. . By
B, RESFUISIZILITY . . e e e . v« JH=h
C, CLEARANCES « = & v v & & v v « & = s & « + v « B-h
Do ACCZEE. v v & 4 v 4 s 4w « 4 = s 4 v s« 4 s o« s+ s «Ha7
E. BRIETINGS AMD DEBRIZFINGS . « « « « « « &+ o + « » «H=7
F. GFESATIONAL SECURITY SURVEYS. . . . . + . « « + . .H=8
G. PHYSICAL SECURITY ., . s v s« s 4 4 s 4 4 1 s+« -H-9

PART III - DECEPTION (COVER) STORIES AND DCCUMENTATION. .p_10

A, SEE DEFINITION OF TERMS = 4 4 4 s 4 s« . 2 o« o« JH-10

B, MACS0G DIRECTIVE 380-11 e e h - 4 4 e e w e v s JHelD
C. COVER STORIES |, , , . . 4 v & -« v & = ¢ « « o « + H-1-
PART IV - EQUIRENT , ., . . . . . ¢« + v v v « 4 + & + +» .H-19

A, NON-ATTRIBUTABILITY . . . . & + « « « + & o« = &« & JH=19

B. COMMUSICATIONS. . . « . 4 . « + 4 v v « « « « + + .H=10

C. AIRFCRAFT MOUNTED ELECTRONIC COUNTER
MEASURE (ECM) EQUIPIENT . + =+ « + « s s « « 2 « « H=21
D. THEZ RIGHTINGALIE DEVICE. . . - « + s 4« &+ 4 « a s+ 1+ +H=21
PART V - CODES AND CODE WORDS . .+ « - & + ¢ « « « = » 1+ 1H=22
A. CODING SYSTEMS « + ¢« ¢« o o & & & = = ¢ = s « » « H=22

B. CODE WORDS, NICKNAKES, AND SOG WORDS. . . . . . . .H-22
PART VI - TECHNIQUES. . . « . + + o « + «  + « o+ « .H=24
A

TECENIQUES. « , . & v v v & = o + & e e e 4 s JH-2Y

NN MNM(JNN#HHHH'HlHlk.IHIH
BREEBEEREREBIEIEIISIE G IR IGIS IR0 @ iv e v e jw i

B. GROUND ELEMERTS |, . . ., . . & v ¢ ¢« v v v & = & « 2H=24

€. HELICOPTER INSERTION/ EXTRACTION TECHNIQUES . . ., .j-29 29
TAE 1 - SPECIAL REPORT OF A SENSITIVE OPSEC EXAMINATION  y-35 30
TAB 2 - REVIEW OF OPSEC EXAMIRATION FINDINGS , , . . . . .H-U3 1
TAB 3 - OPSEC SURVEY , . « . v 4 v = + v o « « « « + « . H-49 32

TAB 4 - CODEWORDS, NIUANAMED, JdUu WULNLD, ANY wauw oxwn, ,n-035

QROUP 1 _ ( ’jj-z_ﬂ‘a)
= / K CLUDE aurorarre S3-813
TOF SZCRET “NSITIVE q

E WD DECLASSIFICATION

v B-1 /Mﬁl Doc 23

L1
\

k>




MORI DocID-

TOP czedET
- APPENIDI} h
SLCURITY, CCVER A!D DECCPTION
PART I. BACKGROdlfi/LHT””’H
A. GENERAL

This appendix will cover the security aspects, passive
and active, and cover and deceptlon technigues employed by and
in support of the varlous elements, actlvitles and operations
of MACV Studles and Observations Group. The sensitive nature
of activitles and operations conducted by S0C requlre stringent
securlty procedures and policles for contrel and safe guarding
classified information.

B. ( ) DEFINITION OF TERMS

{;/Luf/g;curitx

a, Measures taken by a command to protect 1ltself from

esplonage, observatlon, sabotage, annoyance, or surprilse.

b. A condition which results from the establishment and
malntenance of protectlve measures which insure a state of
inviclabllity from hostlle acts or influences.

c. With respeet to classified matter, it 1s the ccondition
which prevents unauthorlzed perscns from having 2ccess to
official information which 1s safeguarded in the interests
of natlonal defense.

d. Protection of supplles or supply establlshments
agalnst enemy attacks, flre, theft, and sabotage.

e, A condition which results from the establishment of
measures which protect designated ilnformatilon, systems,
compenents, and equipment agalnst hostlle persons, acts or
influences.®

Ji>ief1;;er

a. Protective gulse used by a person, crganlzation or

::j}n PuRTirafinn, TS, "INe Puh I" | Auwe 1068

TOP §§§RET H-1 Appendix H

L LS Lo

|2

L I LS I TR | R T IH IH IH IH ]H IH |H [l Ly
o jw = o v o W e jin e jw v = o 0 o W o |w

o]
w

I

[
h

[ V]
~

uum‘m
P o o o

K]

570389




MORI DocID: 5703889

_____ cn ©¢ prevent i1dentification witn elandestine
activlitiss -
b. Tre gssurec identity and/or parpose through Which an
undercc- 2r azent clsgulsed his true identity and/or mission.=*
¢, ilzasures aesigned to provide securlty %o plan,
operaticn or activity. Cover includes special measures
taken to shleld the real plan, operatlion or actlvity as well
as to intensify normal securlty and passive defense
measures, ¥ ¥
3. Daceptlon. Activity designed to mlslead an enemy
by manlipulasicn, distortion or falsiflecation of ewvidence to
induce him to react 1in a manner prejudicial to hils interests.®*

b, *1litary Cover and Deception. The art of causing

an Enemy or a2 potentlal enemy to derive and accept a particular
predetermined appreciation of friendly military dispositions,
capabilitlies and intentions sc that the enemy or potentizl
enemy will react in a specific, preselected manner disadvan-
tageous to hirself and advangageous to friendly foreces.

Military cover and deception 1s patterned to reach and affect

~ |I4 IH [T | I ] II—' Il»- |I—‘ [l L
=] [V ] -~ - (3, o Jur b fpa o Ju o W oy [ s W N
EE

directly the enemy decision process at command level. The

terms "cover" and "deception" are customarlly used together. 21
Cover and deception includes strateglc and tactlcal cover and 22
deception. The principle differences between these types lle 23
in the scope and Amportance of the operation plan they are 24
supporting.® 25
5. Strategic Military Cover and Deception. That form 26

of cover and deceptlon which is planned and undertaken to 27
support strategic military plans and polieles or to support 28
national policles. It embraces cover and deception that is 29
normally sustained over a relatively long period of time. 30
31

It may be explolted on a worldwide basis, 1ln collaboeration
/
l:,PUi Peblication, JC8, "J3CS Pub I 1 Aug 1968 i
J//}HT’;ublication, US Army,"Dictlcnary ot Us Army terms' AH3,u~e¢D,

Mar
**:,L27/§3 lication, US Army, "Tactlecal Cover & Deception{C)" FM
3]

Ll
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with other Governrmental aepartmenss ¢r agencies, by the LS
Decartment of Defense, the i{liliiar, Services, or the commanuers £
of unified and specified corrands, Jjointly or individually.*® 3

6. Dacention Plan. The rizn that specifies the manner k
in vhich the deceptlon story will be oresented to the enemy 3
or potential-enemy.® ) &

7. Deception (Cover) Story. The intelligence estimate z
that the frlendly force deslres the enemy or the potential 8
enemy to formulate as a result of friendly deception activities.¥ 2

B. Cover and Deception Means. Those methods or tech- i
niques used for channeling contreclled information in support iL
of the deception story into the enemy intelligence system. To 12
be effective, these means must be of speclal ilnterest to and 13
under the s elllance of the enemy.* 14

9. Counterintelligence. That aspect of lntelllgence 13
activity which 1s devoted to destroying the effectiveness of e
foreign intelligence activitles and to¢ the protectlon If Lk
information against esplonage, lndividuals against subverslon, 18
and installatidns or material against sabotage.® 23

10. )} Counteresplonage, A category of counterintelligence,

the oblective of which 1s the detection and neutralization of

foreign esplonage.¥®

wwNNNNNNMNMNI

,/”
/:;LBT Publication, JCS, "JCS Pub I" 1 Aug 1968
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PART IT. SECURITY

A )y)/DIRECTIV:s

506 security activities are governed by Army, liACV
and S0G Regulatlons and Directives in the 380-3eries and
other pertinent guldance.

B. RESPONSIBILITY

Safegarding SOCG classified information 1s the responsi-
billty of designated officers and NCOs in each branch or
agency and each indlvidual who has possession of the in-
formation or material. All perscnnel assligned to S0G are
responsible for the safeguarding of classified informatlon

whlch comes under their care.

c ./w)/cLEA ANCES

1. U S Personnel. All US personnel assigned to 536

or to one of the operational control or direct support
elements must possess a security clearance for access to
information through TOP SECRET. Personnel who do not have
the required degree of securlty clearance are not made
privy to SOG actlvitles or information. Requests for
security clearance verification or background investigation
for TOP SECRET are processed through normal channels for
all personnel assigned to S0G.

2. { Vietnamese (VN) Personnel. Vietnamese personnel re-

cruited tc work or perform cperational misslons at one of the
S50G actlvities must also be cleared for exposure to classifiled
Informaticn.
a. Vietnamese milltary personnel are checked by the
Republie of Vietnam Armed Forces (RVNAF) Security organiza-

tions. Confirmatlon that these personnel are cleared is

mAh :'4  h a - A -
AV onunnL =4 Appenqlz H
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gained tnrouzh the Strategic Technical Directorate (S8STI2)
Security Section,

b. Regruztment of indligenous personnel for operatvionzl
require~a=wcs pertainins to S9G-35 (cross-porder grouna
operaticns) 1s the responsibility of tne Liaison Burezu
At tlme of recruiltment, Liaison Bureau recrulters conducs
a limlted name check ulth any reputable scource avallable,
local police, District Chilef and/or any Amerlecan intelis-
gence units in the area.

¢. STD is responsible for recruitment of indigenous
agent personnel Tor operational requirements pertaining to
50G6-36.

d. Several lorms are used, for the various categorles of
personnel, to 1nitlate Local Agency Checks and establish
dossiers on each lndividual employed by SOG.

(1) MACS0G Form 690-1: Civillan Employ Personnel

Action {On file)

(2) MACSOC Form 690-3. SCHRECK {On file)
{3) MACSOG Form 6%90-4 Personnel Record Questionnaire

{On file)

(4) MACSOG Form 690-6: Request for Securilty Check

{On rile)

(5} MACS0G Form 690-9¢ Personnel Status Record (On file)

(6) Vietnamese Natlonal Police Form TCSOG/UT7: Finger

Print Card (On file)

€ Clvilian hire personnel, administrative, labor, cooks
ete; are cleared by SO0 Securlty Branch through the VN
National Police and the American Embassy., Guidance on
recruiting, hiring, investilgating, and clearing indigenous
personnel is to be found in SOG Directives 60U-1, 604-2 and
690-2.

ECRET H=5 Appendix H
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T-IPD COUNTHRY PERSOMVITEL

L1113}
AN

b. Phllipplne Natlonals

(1) All Filipino personnel are hired indirectly through
Contract Number 5-70 with the Eastern Construction Company
datel I July 1969. As of 20 August 1965, a total of
46 Filipinos are employed by S0G. Extracts from the
Contract appear below:

"Article V - SPECIAL PROVISIONS:

"b... The Contractor (Eastern Constructlon Company)
will be responsible to obtaln and furnish necessary
securlty clearances, personnel passes...

Ye, The Contractor shall furnish in writing to the
Contracting Officer the name, security clearance, and and
any other pertinent information 1f requested by the
Contracting Officer..."

{2) A prereguisite for Philippine Natlonals to be em-
ployed oversaeas 1s a Passport. Prlor to i1ssuance of a
passport, & check is conducted by the Philippine Natlonal
Bureau of Investigation (NBI) to determine if the
individuzal has a criminal record or any association or

dealings with communists. No further crlteria for

securlty check or acceptance can be identified at this

PR RS NS R R KR

time.
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TOP~BECR. T

ACCE3S

1. Compartrentasizat-on .c£ rolrteinsu withain SO0 to
1imit access to those personnel vhe have a aeflrite need o
know.* Cross-border elements ara maintalned senarate from
other, unrelated activities and vice-versa Personnel in-
volved in Maritime Operations have no need to know of the
¢ross-beorder effort and are therefore not informed of the
operation.

2. Specific, selected Job assignments within higher,
adjacent and parallel crganlzatlons requlre access to S0G
acltvities on a need to know basis. These job titles and the
name of the imecumbent 1s kept on the 30G Access Roster which
1s maintalned ecurrent by the Security Branch. Posltions
appearing on the roster have been approved by Chlef, S0G.
Detailet guldance 1s provided in MACV Directive 380-29, dated
30 August 1969. (pp rile)

E. { BRIEFINGS AND DEBRIEFINCS

<1, S0G Members. Personnel newly asslgned to 30G are
initially given a general security briefing. Subsequent to
confirmatlon of possession of a Top Secret securilty clearance,
the individual is briefed on the partlcular facet of 304G
acltvities wilith which he will be deallng during hls tour.

Upon completion of these briefings, the individual completes
the front side of MACSOG Form 6 (Tab H) and signs the briefing
certiflcate on the reverse slde. Thils document 1s then
countersigned by the briefer.

2 Hon-30G Members. WNon-members, MACV Stafflf, flight

crevs, VIP visitors receive a combination briefing/debriefing.
If the 1ndividual receives the briefing at 306G headquarters,

he completes MACSQG Form 7 (QOn file) and it is countersigned by

W lw IM ‘m L I SO T R TR T R TR YO | OO = IH IH [ ] IH IH IH b2
= o v o vl jun e Jwilw e o v jo g jo v je w v |- o o o |u o fu e fw e 1=

the briefer, If the individual is briefed by one of the

OTE: Para II D 1 discusses ccompartmentalization. This was the
case through the tenure ot CoclL Singlaudp (3 Aug ©O). Lol Lavanaugr
felt thls was too restrietive though good security procedure. Ir-
formation on the majority of programs now receive wlder but still
very limited destribution within S0G headquarters. Some progra-s

43T mvie trmemdb xsememan - Tmmn Lo a
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=stachments, h2 zompletes TACSOS Form 7 also. A sevarate
briegiing certilizite is proviasd Tor personnel t he have ne

reason to kno. T-&t the activity they are being briefed on i:

a oart of, 23 znything to do with, 30C.

3. Persc+v~z21 Devartirgs S0G. Personnel wvho out-process

through S0CG hezzzuzrters receive an oral cebriefing by Security
Branch. The cezrleflng certificate on the reverse silde of
MACSOG Form 6 ’s executed. Two coples of MACV Form 144-R (gp
file) are ailsz prepared, one for retention in the Security
Branch, one coty to become part of the ipdividual's personnel
records., Similar procedures are followed for debriefing
personnel deper-ing from other than this headquarters.

P, OPERATIZISL SECURITY (OPSEC)} SURVEYS

N

CINCZ.C representatives conducted an operaticnal
security surver of S0G during October and November 1968 and
submitted their report: "Examinatilon of Mllitary Assilstance
Command Studies and Observations Group (MACSOG) Operations {(U},"
dated 1 December 1968. The survey covered many facets and was
consldered of benerit to S0G,. (TAB 1)

. An 1r1:clal detalled review was conducted i1n December

\%

and January and 2 report of actions taken and/or recommended,
regarding the CINCPAC survey, was prepared 3 February 1969 by
S0G, (TAB 2)

3. Chlef, SOG directed an Operations Security (OPSEC)

N

survey which was conducted during the period 11 May through
26 June 1969. Purpose of the survey was two-fold:
a. To follow-up the CINCPAC OPSEC Survey of October-
November 1968,
b. To ldentify sources of enemy prior knowledge not

previously isentifled by CINCPAC. Thils survey covered all

meMNNNNMNNNI-lll—'ll-ll—‘ll—'li—lll—l]l—IHH
= o o o - o n e s | H O v [ [ o | B Ju o |k Jo v B N e Jn e (W e e

the actlvities and installatlons of S0G and includes not
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=

orly those facets looked inte by JINIFAC bot 2isco points

In

obzervec by the survey tez.s anc corrants made by ney oers:

of the surveyed activitles. (TAB 3) 2

G./(":ér(‘.’p‘:szcn-: S5CURITY
1 /(s'/

|x.

jun

Stanaing Operasing Proceaurcs (SOP), drawn un t

each element within or supporting S0G, contain an installeteor L}
defense plan. These plans show such things as defensive 1_re, I
mlneflelds, booby-trap and lllumination trip devices, fielzs g
of fire and final protectlve fire lanes, weazpons bunkers ana 2

10

indaividual firlng positions, alternate and supplemental
positions, mortar positions, bunkers wilthin the compound, ang
emergency communicatlon nets., These plans also specify how
asslstance such as artillery, air or additional troop suppcr:t
is to be requested, as well as reports and points of coordirztion
required

2. Included 1n these SOPs are lnstructlons on how

claSsified material 1s to be destroyed.

N S TR T S N NN o~ - lH IH |H ]H |H |H Ip |
Iﬂ lm ]m ‘n !u lm IH |o Im Im o o v 1o |jw v |-
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PART ITI

DECEPTION {COVER) STORIES AMD DOCU;‘-.E:'TATIM
yxﬂ;}:: DEFI "ITTION OF TSR S
f«r/mcsoc Directive 380-11, Subj: Military Security, Cover

3fories (C), dated 17 August 1969, sets forth cover stories

for 304G and its subordanate operational elements. The diree-
tive 1s classifled Becret.

c. ¢ COVER_STORIES.

" Cover storiles are used by S0G members ln their contacts with
personnel outslde the organization. Unclassifled cover stories

are shown 1n guotation marks.

1;6L37’g;udies and Observatlons Group (S0G): '"Studies and

ObserVations Group is a speclal staff sectlion of Headquarters,
United States Military Assistancet Command, Vietnam (USMACY)
under the supervision of the Chief of 3Staflff, USMACV. 1t is
responsible for the study and observatloen of joint or comblned
counterinsurgency operations of a comprehensive nature. The
studies and observatlions include intelligence and psychological
actlvitles as well as combat actlons that may involve any
forces and resources of any service of the Republic of Vietnam
Armed Forces (RVNAF) and USMACV. SOC is not an implementing
agency, the operations it studies and observes are conducted
by the RVNAF commands which have responsibillity for the areas
of operations.”

iﬁ/}&T’Eraining Studies Group, Camp Long Thanh (MACS0G-38)
"Ca Quyet Thang 1s an Army of the Republic of Vlietnam (ARVN)
Training Center operated by the Joint General Stafl to train
selected military and para-mliitary units and/or individuals in
counterinsurgency operatlons to include parachute and helicopter
infiltration 1nto remote unprepared areas, demolltlons, booby-
trap and ambush techniques, survival, and psycheological
operations against Viet Cong base areas and lines of communi-
catlon within thelr areas of responsibility. GCamp Quyet Thang
also conducts research tests and development actilvitles in
support of 1ts special operational training.”

3. ( Maritime Studles Group (MACS0G-37): This activity

uses the cover deslgnation "US Naval Advisory Detachment
(USNAD)," an advisory element to the Costal Security Service
(C58).
a. " The Headquarters of €85 is located in Saigon
and integral part of the naval forces of the Republic of

Vietnam. The northern district headquarters and 1its
operation forces are located at the Navy Base. The basle

TOP SEURET H=10 Anmendix H
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mission of Tne 222 15 to precoraime securaty for territorlal 1

votang zre orar-ct ampae AT Qo vn Wlgrmem aeginat nenetrzginm -

and inf_litrszzc- from tne £z oy VYier Cong or lMorth Viet- P

nam (I'V. ) ¢rzf: cr tersonnel, s1d of protecting natlonal =

fishing erals 1r tness2 area:c £55 operations corplersnt =

those ¢l TieIrETese (eVEZL JanK Foroe whlczh cannot T

provide t-s 2 arezs ¢of ¢c-erass or reacttich speeda that v

is provizez a2 varilety of rctor patrol craft operatea o

by CSS5. S g2 nz2 establ_s-ez training faczilitles to )

train bezt ‘s, savoors perscrnel, and attached Vietnamese 1T

Marine znc €T Eza" persormel 1n special amphibious, I

securlty, anz groun: reconnaissaznce operatlions in con- 12

Junetion wish G55 patrols " ij

b. In event a Naritime Operatlons (MAROPS) craft is 14

captured by DRV Securlty Forces "The craft was a motor 5

patrol crafs of the PT or Swiit Class, attached to the T6

Coastal Sezurity Service of tne RVN Navy. The craft was 17

proceedins to 2 search and rescue station in anternational 5

waters off che coast of North Vietnam when it was attacked. 19

The practize of stationlng a search and rescue patrol eraft 20

in 1nternaciocnzl waters off the coast of North Vletnam has 24

been a normal precaution since the advent of RVNAF air 22

operations against tlorth Vietnam. At last contact, the 23

craft reported trat 1t was under attack at a positien which EE

would have placea it 1n internaticnal waters." 25

c. "USLHAD. The U.S. Naval Advlsory Detachment's role 1s 26

to advise and assist our Vietnamese counterparts in the 27

following operations- EE

"(1) Training of small craft crews. 29

"{2) Training of boat maintenance and support personnel. 30

"(3) Training of anti-infiltration units to patrol 31

coastal and delta areas of South Vietnam. 32

"(4) USNAD perscnnel additlonally performs their own 33

personnel, adninlstrative, loglstical and other house- 30
keeplng functions."

§, ¢ Alr Studles Group (MACS0G-75): Air Studles Group 35
and lts subordinate elements have no cover story provided per 36
se for local area contacts. Personnel are instructed to say 37
nothing when queried other than they have a speclal mission and 38
are not authorized to discuss 1t. 39 (hit1)

[(hl[3]
4o
L2
!1?
43
a. JCS approved cover stories for Air Studies Group misslons 44
were forwarded by CINCPAC in February 1967.% 45

; C, "Cover gupport ~ U.S. Aircraft Employment in
" 25 Feb 1967.
3

TOP SEF/ H-11 Appendix H
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4

4

"I. & galazrce fcx» US per- B

sOTn=. 35_“5L Lhartw tletiaar [

(L in besn asvissz 2t is nos T

expe:z ] nil) ascelve Lpe )

orcpesitlon, bu v ~ay alsccurage then from oringlrz »ublile E

charges ceoncerring the sperations. 10
-

"IV, PERTITENT COVER STORY{3) TO BE DISSSNINATED BY RZSPONSIBLE 1l

OFFICEE FFE INLICATED BELO.: 1z

"A. Generzl Press and Publicatlon Inguiries., The US Govern- 13

ment will have no ccmment in connection with the flizhts. The
Government of South Vietnam will ignore any protest emanating
Irom communlst sources.

"B. Inguirles Concerning Alrecraft Presence in South
Vietnam or Thaiiand,

"l. MACV. The aircraft are for use in support of US,
ARVN ana FWilA forces engaged against the Viet Cong.
They are speclfically conflgured for extremely accurase
navigatlion and thelr misslon 1s no different from that
of other alrlift forces.

"2. MACTHAI. The aircraft are in support of US forces
in SEA. They are speclfically confilgured for extremely
accurate navigatlion and theilr misslion 1s no different
from that of other airlift forces.

s SIS (e (sl

"C. Incident Over Friendly Territory. 28
"l. Cover Story. 29
Cover for USAF €-123 Aircraft and Crew 30

"a. The aircraft wlill carry US Air Force markings. 31

The crew will be US Air Force in flagzht uniforms. 32

"p. If on a PSYOPS mission the crew will state 33
they were on a routine FACT SHEET mission. EL)

"e. If on a mission of transporting agent teams 35
and/or agent cargo between SVN and Thailand, 36

the crew wlll state they were on a routine 37

airlift flight in SVN when they were directed EE

to participate in a search misslon in response 39

to receipt by US control agenciles of an ig
international distress call from an unidenti- i1

fied aircraft. 7z

"d. Team members, 1f eboard, will report c. above. 43

"D. Incident Over Hostile Territory. 4s
"l. Cover Stery. a5
Cover for USAF C-123 Aircraft and Crew, 46

Ya. Same as C.l.a. above. 7

"b. Il on a PSYOPS mission The crew wlll agtempu 40

TO ECRET H-12 Appendix H
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Hd.

to Jettisor PCYORS mziermal. IP able te
ovbblouwn T3.270 warea12l Lo ocro (LMY ozt
they vere o1 routire _rluft Ti.ght vnep .2
were aiverted tc vart.cipate iP a search

mlssion ln response te rece:pt by Unlted
States Certral frenc-ss ©f an Loterniticncl
distress czll 7rem an urlasntilied alregrels
If unable to getticon FSYOPS materlal, the
erew will state that tai2y were on a rouytaine
PACT SHEET mission

If on a milssaon of transporting agent teams
and/or agent cargzo between SVN and Thailand,
the ¢rew wlll state tney were on an authorized
search and rescue missien for US alrerews be-
lieved downed in Morth Vietnam.

Team members, 1 aboard, will state that they
comorise the search and rescue force and were
chosen because of thelr linguistic qualifi-
cation."®

NOTE: The following 1s a recommended addition:*®

DoclID:

-

"INTERDEPARTMENTAL COVER SUPPORT TO NORTH VIETNAM
OFERATIONS, US HIGH PERFORMANCE AIRCRAFT:

"IV. PERTINENT COVER STORY(S) TO BE DISSEMINATED BY RESPON-

SIBLE OFFICES ARE INDICATED BELOW-

"A. General Press and Publication Inguirles, The US

Government wlill have no comment in connection with the flights.
The Government of South Vietnam wlll ignore any protest
emanating from ecommunist sources.

"l. Responsible Action Office(s). No comment by all

departments of the U.3. Governmentconcerning operational

missions.

"2. Coordinating Offices(s). Not applicable - no re-

quirement for U.S. Government press release.

_— D Ulu, LltL (1}
#3-( )} Ltr GOMUSMACV, "Covert Protection for Alrcrews and Alr

S), 31 August 1969.

H-13 Appendix H

570389

thitn
thl(31




MORI DocID. 570388

TOP FLCRST

"B. Ipguir_=g Conrcerrin~ f_23rc® Pregsesnce dr So2nth 2
Wintwom om - - aen 2
"1l. -2 . The aircraft are for use in suopars of 2
US, ARYM., - "*4 forces engazzu acalinzt Tpe Viet Cenr o
They are 2750 employed as cirilie alreralt agaz.ngt 5
military -zrrets an VI [
", .7l The aircraft are utilized in support of 7

US milltz:_ operations in Vietnaw )
"D, Incidsewt Over Hostile Territary. g’
"1, Cover Story 10
Cover for US High Performance Alreraft and Crews 11

a. The high perfermance alreraft will carry US 12

Alr Force Markings and camouflage pairit. Crew will 13

be US 4ir Force in flight uniform, hE)

b. Alrcrews will attempt to Jettison resupply 15
contairers. If able to Jjettlson contalners the air- EE
crews .11l state they were on a strike mission into 17
NVN. 1If alrerews are unable to Jettilson resupply i
containsrs, they will state that they were on an emerg- 19
ency reconnaissance mission to locate downed US air- 20
crews and deliver medical supplies and survival equip- 21
ment and that they did not know the specific contents 2z

in the contalners."* 23
"INTERDEPARTMENTAL COVER SUPPORT TO NORTH VIETNAM 24
OPERATIONS, CH-3 HELICOPTERS 25

"IV. PERTINEN. COVER STORY TO BE DISSEMINATED BY RESP- 26
SIBLE ACT_C ' OFFICES” ARE INDICATED BELOV: 27

"A. General Press and Publication Ingulries. The US
Government will nave no comment in connection with the flights.
The Government of South Vietnam will ignore any protest
emanating from communist scurces.

"1, Responsible Action Office(s). No comment by all
departments of the U.S. Government concerning operational
missions.

"2. Coordinatling Office(s). Not applicable - no re-
quirement for U.S5. Government press release.

"B. Ingquiries Concerning Alrcraft Presence in Socuth
Vietnam or Uralland.

"l. MACV. The helicopters are for use in support of
US, ARVN, FWMA forces engaged against the Viet Cong. They
are also empleyed for use 1n Search and Rescue (SAR)
operations for downed US and VNAF pilots in NVN.

"2. MACTHAI. The helicopters are utilized in support
of alr cperations in WVN as search and rescue (S4AR)
alrcraft for downed US and VNAF pilots.

f:ﬁ?ﬁ Ltr, CINCPAC, "Cover Support - US Aircraflt Employment in
« FOOTBOY(C)"™ 25 Feb 1967, Incl (2)
TOR CRET H=14 Appendix H
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[

"a. Th2 CF-3g will gz2=-pry U3 Ay Force markinoc
and ecavouLflzze palnt. Crew viil be US Air Forza 1.
filight unifcrn.

[EANERT B

"y, If gueriea, crews will state they were on g°
routine alrlift flight vnen they were directed to
particivate in & search nission initlated in resconse
to recelpt b» Unilted States c ntrol agencies of an
international distress call from an unidentifiled
aireraft.

TR

[

"¢, Team members will report b. above. 13

"D. Incident Over Hostile Territory. 1L
"1l. Caover Story i35

CH-3 Cover for Alreraft and Crews 16

"a, Same as C.l.a. above. 17

"b. If queried, crews will state they were on an 15
authorized US search and rescue misslon for downed US EE)
alrcrews. 2C

"¢, Team members, 1f aboard, wlll state they com=~ 21

prise the search and rescue force and were chosen be- ]

cause of thelr lingulstice qualification."= z=

b. Extracts of pertinent portions of these documents are 2h
disseminated to subordinate operatlonal units which possess 23
or operate MACSOG support alreraft. 26
¢. It 1s difficult for the US Government to plausibly 27
deny 1nvolvement in any alr operatlon unless alrcrews and 28
air assets are thoroughly sterlilized with respect to identity, 28
origlin and sponsorship. Accordlngly, cover storles must a9
be designed to reinforce the deniability positilen rather 31
than to explaln the presence of an aireraft and/or crew in 32
a given geographical location. i3
d. A letter was recently dispatched to CINCPAC, dis- 35
cussing cover documentation and physical sterility for air 33
crews and military air assets supporting MACSO0G, to clarify 35

thove avapanr prppsadovac ongd rnntradistdinne, meaches ronrly-

sig and makes recommendatlons to corrent deficiencie: ncted. -
_7‘5%'%b—1d. Encl (3). '_
®F Ltr, COMUSMACV, "Cover Proteection for Alrcrewvs and Alr Assets(3]

31 August 21969 (Tav to Annex C to Appendix C)

and update cover storiles and sterillty guidance.**This document 7

meacrhae ronrly- -

TOP CRET H-15 Appendax B
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5. (% Comrand ana Cortrcl “etzzhment The Comiznd and

Control Detachments (CSN, CCC, CCS)Y are z2ctually part of the
Special Operations Augnentatlon, 5th Srecial Forces Croup, and
are rdentifled as such. Tnelr massion 1s to advise and patrol
wvith the Civlilian Irregular Defense Grous {CIDG}) on "in-country®
missions along the Laotian ana Cambodian borders,
a. Should a team or any of its members be captured in
Lacs, one of two cover storles 1s used depending up-
on the depth of penetratlon., The cover story is brilefed
for each misslon and relterated in the brief-back.
(1) When the misslon is belng conducted in viclnity
of the RVN/Laos Border, VN personnel wlll claim they are
a ¢IDG patrol based at the Special Forces camp {rom
whieh they were launched and have become lost. The US
personnel are Speclal Forces advisors on a patrol which
became lost and they do not know the location where they
were captured or detained. US team members are in-
structed to give only that information required in
accordance with the Geneva Conventlon, name, rank, serial
number, and date of birth.
{2} When a deep penetratiocn mission 1s conducted, the
VN team membéers clalm they are on a body recovery mlssion
resulting from an aireraft crash Destinatlon of the
downed aircraft 1s specified to have been Thalland and
the total number of personnel aboard 1s established.
US personnel agaln follow the guldance as stated above,
b. The cover story lfor operatlions in Cambodlia 1s that
the team 1s conducting anti-infiltration patrols on the
South Vietnam side of the border. No acknowledgement of
eonduct of cross-border operatlons into Cambodla will be

made ., *®

: ﬁﬁf Msg, JCS, 5937/DTG 22195HZ May 67.
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"UZT is = Y_etnenezs raaic statizr cpsrating under tas -
tirnistry cf Defenss, Peptoill: of Vietnar t hes tue :
LrEns3Tliise™ LJTET1gTE mezr =uf trhach peam to Torth Vietni—, T
Tne stuxlos are locatex 1 lelifon Arerican civsilier 7
adelsors are furnoeanea ir Drozramning Tanagemsnit, SupoLy =
and ~aintenance, anc greacciscling to provice tecnnieal =
suliz~ce, VOF prezramming z=l-s at Reports on the preogressz N
made under democratic ans free regimes in South Vietnam -

-
LY

(SVi! and Ccmnunist dominatsz  countries, promoting under-

stainding ana relactionshlvs petween people Iin KVH and SVw, i3

and builalng a listening aualence through an entertaining ib

presra~ of scheduled music, drama, features, news and 19

commencary . *

7 ) Alrborne Studies Grouv (MACSOG-36): This activity 16
used the cover of a Joint Translation Center (JTC) whose cover 17
story is as follows i8

"The Joint Translation Center translates techilcal material 19

for tne AG Translation Division **The JTC employs Vietnamese 20

and U5 civillans and military as translators, typists, andg 23

proof readers for French, Engllsh and Vietnamese publications. 22

The JTC performs only those translations assigned by AG 23

Pranelation Divislon but deces work directly with those 2n

organizations requiring estensive translations on a 25

continuous basis &12 reguests for translatzons must be
personally approved by the JIACV, AG Translation Division."

In general the "covers for action" are predicated upon
mlssion requirements on a case-bycase basls. In the BORDEN(C)
program, US and Vlietnamese personnel utilize the cover of a
hypertension study of selected prisoners of war in thelr
contacts with Alliled agencles,

é}/ksf/;;int Personnel Recovery Center (JPRC) MACSOG-80).
The fact that the JPRC exlsts and is part ol MACV 1s unclassi-

rled. The fact that 1t 1s part of S0G, however, 1s classifled
SECRET. Withln 50G it uses the cover designator Recovery
studles Group, (MACS0G-80) and uses the same “cover for status”

as that presecrilbed for Headquarters SO0G.

’ fi;i?irective, MACS0G, "Military Security, Cover Stories,"17 Aug 195
bld .
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usss the same "cover for stetus" as that preceripe: for Head- 2
quarsers 304G 3

10. Support Tacilits, T'sknror DPrapom {SUSFTAL CIDR) 4
SUPPFAT has no cover story per se Ore of tne risszsions cf the 3
Commanding Orfficer, SUPPFAC 1s to conduct llaison with Task ° &
Force Alpna and thia is the story used loczlly 11th ne mentlon 7
being made of the classified massion. 8

11. llonkey Mountain Forward Operational Base {(MMFOB)- 9
MMFOB occuples the same compound as USNAD and wutllizes the 10

same "ecover for status" as USNAD.
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PART IV. ERUIPH€:E/}BT///—
A. (T NOU-ATTRIPUTABILITY

Gulaance for ccvert and/or clandestine coperations

conducted hy the U.S. Guvernment has stressed the nsed for non-
attributability te arford our government plauslble denial.
Before and since activation of S0G, requlrements for egulpment
and material of thls nature have been extensive. Listed

below are type items whach have been procured which have no
identification as to plaece of manufacture and which could be

identiflied with Communist Bloc Natlons, or with the VC/NVA.

Foreign Weapons

Tollet Artlcles, Sewlng Kits Uniforms {including all items)

S8leeping Bags, Hammocks Web Egquipment, Rucksacks
Lensatle Compass, Protractor Medlcal Kitg, Litters
Sheath Knlves, Ring Saws Note Books
Wrist Watch, Stop Wateh Fishing Xits, Nets
Radios, Batteries, Flashlights Paracmites
Cigarettes, Lignters Mess XKlts, Canteens
Most of thls equlpment was procured thrcough one of three
channels; the Counterinsurgency Support Office (CIS0)}, or

through lgeal purchase.

) COMMUNICATIONS

1. } The VC/NVA have displayed a high capability to in-
tefcept, understand, DF, jam, and explolt transmissions. One
of their jamming methods 18 simply to tune a portable transistor
radioc to some muslc, key their set (probably a captured PRC-25),
end transmit the music on our frequency.

2. A volce clpher capabllity has been devlsed and 1is
novw in use for the first time. The equipment being used is
from the Nestor Family of devices. They are known as the Ky-28
{for alreraft mounting), and the KY-8 (for fixed station use).

vompatible radios used for vehleular or fixed station

TOE-SECRET H-15 Appendlx H

sompatible radlios used f'or vehlcular or fixed statlon
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'222 .1th the llestor ée-i2es are the VPC-46, U7,
The voice clpnar syster does nou put cut an

-nich the enery can hsar, therelor, re cannot

¢ 1nteregept, Jar, cor DF 20¢ has been given
its own randum Z=ying system. Tnere are so many posslplilties
to thls systerm tnat 1t 1s believecd It weould take 35 jears of
concentrated aeciphering work to arrive at any one day's key
list. The major drawback to the tactlecal {leld components is
thelr welght an3 bulk. Welght of the PRC-77 1s 22 1/2 1lbs; of
the KY-38, 23 1/2 1lbs, total 46 1bs.

3. A follow-on system of volce c¢ipher devices 1s called
the Saville Farily. The KY-61 will be ready for tactical field
use 1n the near future. The KY-61 1s bullt into a package
about the size of a pack of super-king size cigarettes. It
will have its own ten pound transcelver buillt by RCA.

i, To mininize the enemy's opportunity to elther inter-
ceptor DF the signal source, another possiblllity belng looked
into 1s a CW Burst transmlssion system. Thls willl be a 300

word per minute tape recorded system using the GRA-71 (electro-

X O TR 1= DS | B (T [ € B 1 T | |
CJI\.DlCDI-..Ild‘lILﬂ'-h!UMHO|LD[CD|-.I[O’\[U1[-::-|L.J|NII—-

mechanical high speed keying device). The PRC-TUB single side

band radioc may be the component set for the burst system. It 21
willl be of particular value for long range patrols having a 22
transmlssion capabllity of 1500 to 7000 miles dependlng on 2
proper wave, propagation. 21
5. ) The KY-3 Wlde Band Voice Cipher Device for telephone 2
systems 1s in use at two SOG installatlons; two at SOG Head- 2
quarters in Salgon and one at CCH 1n Danang. The KY-3 permits 21
secure volce comnunications between SOG and the varlous 28
headquarters with which S0G deals. 2
30

31
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EQUIPITEI'T

The C=123 HEAVY FOOQ¥ and C-130 CONBAT SPEAR alrcraft
supporting S0G have cersain I =23uzrment ngunted zpoarac vales
enhance thelr capabll.ty to surive 1n a hoszile environrenz.

Some of this~equipment 1s listed ana 1ts use specified belo™

1. Warning Recelvers that inform the crew that radars
employed for AAA, 5AM, and/or Airborne INtercept have located
the aireraft.

2. Warning Receivers/Flnders glve visual and aural
signals, relative bearings from which the received signal ls
emanating, signal types, and signal strengths.

3. Deceptive Repeaters which provlde protection from
attack by ground based conieal scan fire cantrol radars and by
flghter aircraft employling conlcal scan Alrborne Intercept
radar.

(i/, ) Chaff Dispensers which create false targets for
confusion and "break-lock" asslstance against radar.

5. ) Tape REcorders {seven channels) which record inter-
rhone conversation, communications with the airerart, and
various threat signals for later analysis.

W‘HE NIGHTINGALE DEVICE

Nlghtingale 1s the nickname for a battle noise simulator.

The battle nolse simulator consists of a basic small arms
simulatlon panel and additional pyrotechnic devices. The panel
is a wlre mesh screen sbout two feet by three feet in slze to
which approximately 115 MBO firecrackers and cherry bombs are
attached, Initiation of the device 1s by M1l chemical time
pencll. Time fuze 1s so connected to the deviee to glve about
seven minutes of slmulated small arms flre after the pencil
ignites the fuze. The simulators are designed to be waterproofl
and constructed to permit freefall alrdrop. It may be delivered

during a dummy ins2rt by hellecopter or high level parachute

delive:;;//§gﬁ uses about 100 of the devices per year.
TGP S ET H-21 Appendlx H

auring a aummy 1nsa2rt by nelicopter or high level parachute
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A. ¢oDIMC 31 ETEYS

Electronic ceding systems are bullt Into certaln of tne
equipnent presently in use and/cr espected to be avallable 1in
the the near future. In addltion to these various electronic
ciphering devices, the National security Agency (HSA) has
developed several code systems for use in passing classifled
information with unenciphering voice transmission equipment.
They are used wlth radic and telephonic equipment. These are
low level codes known as USKAC - codes and are deslgned to
pass information concerning personages (USKAC-234), items,
installations, and coordinates (USKAC-199). Encoding and
decoding sheets are made for each day and must be changed
every 24 hours at midnight.

B. CODE _WORDS, NICKNAMES, AND SOG WORDS

1. Defilnitions
a. Code Worg
(1) A code word is a single, classified word,
a elassified meanling and allocated by CINCPAC. Used

specifleally for security purposes,
(2) Documents containing code words will be

classifled and marked according to the higher
classification on the information contalned in the
document/message. I the information 1s unclassifled
the document/message does not automatically cause the
document to be classified TOP SECRET or SECRET;
however, code words used in conjunction with their
respective meanings, implied or specliflcally states,
cause the document to be classified TOP SECRET or
SECRET as applicable.

TOP sv:aﬁET/ H-22 Appendix H
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inzzireclve ceonvenierze,
it be used, to zchieve 2 security oblective,

c. S03 lUerd, One or tte unclassifled words, assignzc
a classiflec or unclessifled meaning for use only iizr
50G Headguarters and sabcrdinate elements, Allocated
by 1ndiviaual staff sections.¥
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PART VI. CECLIILUES

wlde anc variec as the imag-natlon of the lezzsrs particlpating

in a glven program. Some of the technigues e—zleoved oy tne *

varlous eiements of S0G appear below.

E;’£$87/EROUHD ELEMENTS

1. ) Preparation. In preparation for departure on 2

cross~border or in-country misslon several steps are followed.
Uniforms, weapons and eguipment are prepared ana inspected to
insure adequacy for the mission and non-attrlbutability.
Often, thece wlll be enemy ltems. Weapons are test-fired
and radlios are confirmed operable. HRehearsals of the mlsslon
are conducted on terrailn simllar to that of the mission area.
2:/$357’;r1efings. Through brieflngs, study of maps and
aerial photos, discusslons wlth other personnel who have been

in the same area, and rehearsals; US personnel of the recon

nalssance teambecome very famlllar with thelr area of operation.

Vietnamese team members are briefed on the exact target area not

more than 24 hours before lnsertion time. This takes place
after the reconnalssance team has been sealea 1in 1ts isolation

area.

3. ¢ Reconnalsgance, An aerial visual reconnalssance

(VR) 1s conducted to make final selectlion of the insertlon
landing zone (LZ). Primary, alternate and, often, secondary
LZ2s are selected. These landing zones must be at least two
km apart to preclude mission aborts as a result of ground fire
from a single weapon emplacement and/or rapld enemy reactlon

time Care is exercised during the VR to aveld corpromising

landing zones or antlcipated rcoutes of movement Irom selected LZs.

TOP SECﬁE;////’ H-24 Avpendlz H
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H./}jﬁﬁzg;;drltv. Paczive <nzzsures of caourity enc

defTense are alvé's eiployea prics to inserticn. These inpcluse
such tnings 2s rewoving shiny opygecss, renucing potersial

nolss malers v aitnan the Recennalcsanrce Yean (metallie oblects

.

whicn right bang together, personnel witno cclds and therelars
subject to sneeze or cough, etc.), using camouflase paint
sticks on e.ppsed skin, and carcuflagea uniforms.

5. ( Insertions. Insertions are made at varylng times
durlrig the day For a peried the trend was to insert at last
light to glve the team the protection of darkness almost
imnediately. Of late (September 1969} the desire seems to be
to insert as early in the day as posslble to glve the RT
maximum time for orientatlon and movement away Irom the
1nsertlion landling zone and to enhance extraction should it

become necessary.

6%/£E5515K Report. Upon entry via helicopter, the initial
"Teafm O

K" Report and communlecatlions check i1s conducted. This
report comes wlthin 15 to 20 mlnutes after insertion and acts
as a release for the troop-carrier hellicopters and supporting
alreraft. Until this report is received by the Forward Alr
Controller (FAC), the supporting aircraft remain falrly close
at rand should 1t be necessary to extract the team due to

comprise or injury.

7. ¢ Deception Technique. A deception technique employed

at time of insertion 1s to put two RTs on the Same LI at the

same time. The two RTs move away from the LZ 1n more or less
opposite dlrections. In event that one of the teams come in
contact with the enemy and is unable to evade, that team moves
to an LZ for extract. The enemy ls expected to belleve that
the normal one team was inserted. The other RT continues its

asslgned misslon. Another technique is a form of stay behind.
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Zien2d with a fresp RT comirg in . :th heliccrters
or a relztively uncontested e.tract of 2nether tzam

The 1rsers teza~ roves off the LZ and stayc conceazled ana guiet

]
i)
o1
]

rax»:zd cf Zistenine ana cbeervation bslors centinuing on
ts ~Isslcn. Trls technigue czo z2lsc be useld te initizve an

anbus~/orisgner capture patrol.

%) Cocrrunacatlions Deceptlon. Communications deception

1s dometi~e acesmplished during insert by puttinz a Formrard
Air Countroller (TAC) or a tramsmitter at a dummy insert point
a consleerable distance from the team's area and broadcasting
a high guantlty of dummy radlo treffic. The inserted team
practlces proper radlio procedure and holds radio use to the

minimun.

) Forwara Air Controller (FAC): While teams are on the

ground the Porward Alr Controller (FAC) ailreraft never flies
directly over nor does he orbit the point at whiech the
reconnaissance team (RT) is located. His most desirable
positlon 1s approximately one mile from the team on the ground

‘n an aree which ailows good communicatlons with the RT and

the Moblle Launch Team.

10. S) Initial Movement. Once on the ground, the RT moves

rapidly away from the landing zone (LZ) on a predetermined
azlimuth other than the ultimate desired directlon of movement.
This 1nitial movement 1s selected to afford lmmedlate conceal-
ment for the team and to throw the enemy off as to the true
base direction to the team's target area. Numerous direction
changes, back-tracking and other deceptive maneuvers are
accompllshed as the RT progresses through its assigned misslon.
Rally polnts are selected and announced along the route

of march.
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Remrsly Qearrizpt Posaz_zn nén the Seconnolsszz 22

I~

‘eam (RT) selects a "renain over naght™ {(POL) positicw, the

team ctops, reneins sllent, llsterang Tor &s mucn as ar heour, 3
then cautiously ccnducts snert-raznge reconrzissance zll the 4
way around the BOv positlon., ROF pesitlorns are often selectsza 3
in heavy brusn areas to ninimize surgrise attacks. Ho firm ° 6
preocedures are established for securilty in the RO position. I
Each team leader determines what measures will provade his 8
RT the best protection. Claymore mines are often emplaced. 2

10

Concensus seems to be that team members are kept wlthin arms
reach of each other during the night so as to preclude having
to move to get the whole team alerted. Some RT leaders mailn-
tailn one man awake throughout the night, others require 50%
awake. Team members wear their equipment while they sleep irn
the RON positlon. They do not eat whlle in the RON position.
Shortly before first light, the entire team is awakened and
alerted. They remain in position for a perilod (perhaps an
hour) of listening sillence before continuing on the assignec
mission, To avold establishing a pattern, teams may move out
ol a RON posit
(

slower than day movement. Slower movement allows Ter perilods

n before flrst light.

12. Night Movement. Night movement 1s necessarily

of listening and more caution to avold making noilse. When a

team recognizes 1t 1s being pursued, a method used toc dilscourage

ummmmur-lr-'wl—-lpl—ol-'l—'l-'
v (& |jw e |+ o v o jJu e b o lw v |-

and decelve the enemy 1s to throw grenades in the rear of the

team's movement, then to the front &s far as possilble, as 26
direction of movement i1s changed. Normal reaction for 27
personnel attempting to evade an enemy at night 1s to move 28
away from sounds of explesions With thls in mind, teams do 29
Just the opposite to confuse and decelve the enemy. 30

31
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} Ra4zxzc Contactr The »a btar of »ziic gov.22%s

gquiréd of the teamsz vary vith tke op2iitional concerts of
tne Cormand ant Control (CLC) Deruchwenis, Other than the

Inilcici 'Tear O:" Repert, f'rom cne tc three ¢eortacts a2re re-
aguirea cdally These contacts mast include tear locziion,
copditlon and lntention Spot contacts are nade at anytime tpe
team has something signiflcant to report, Radio contact frcn
the RON pasition 1s avolded unless & state of emergency exists.
This precludes an enemy with electronic direction finding
equipment plin-peinting the RTs position. Messages are en-
crypted 1ln accordance with the Standard Operating Instructilons
(80T) and transmissions are kept short commensurate with the
amount of traffic and perishabllity of the information to be
passed. Teams often ecarry the recently received AN/PRC 77
radio. In conjunction with the KY-38 voice enclphering equip-
ment, these radlios afford secure velce transmlsslion, thereby
permitting mere definitive reporting without the necessity for
encryption. This equipment is compatible with equipment
mounted in Forward Air Controller (FAC) and Airborne Command
and Control Center (ABCCC) aircraft, at MLT sites, and the

CiC Detachmen

14, Team Movement. Again, the team moves away from 1its
RON poslition on an azlimuth somewhat different from its base
direction to the target area to throw the enemy off. The last
man in the march column is responsible to wipe out ftracks made
by the team. In certaln areas teams are authorlzed to implant
non-attributable M-1l4 mines with self-destruction devices,
times and/or booby-trapped Claymore mines or white phosphorous

grenades, and CS powder to discourage trackers who may be

tralling the team. The CS powder has been used to throw off

w o jw NN N R N N o I e IH |H IH |w [H IH |H !H !H
|P lo Im Im |4 Im |m |h Iu |N lH IO Iw e |3 o 10 I= o [S 5 fo o 1@ 1w (o g qu v ]

trackers using dogs.
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fror a cilstarze 3

for som2 vZm2 before Un2, are svrroachen Vantaze poarts egre l
selezs=22 ' 1oy perplt oot cbservatliom of tne target area zn:z 3
also per—i{ coverea, cencealedq routes of withdrawal from the 6
tarzs: zrez, Continuous comparison 1s made of the terrain ilth z
thav wnlilza appears on the mav and was studied 1n previous g
repor:s ana plans.* 3
15, (M) Eytraction. In rreparation for eatraction and 10
durirfz tne extract operation team personnel are not permitted 11
to le: tneir guard down or relax. The team leader malntains 12
conuinuous radic gcontact with the extractlon helicopters and 12
the wse of call signs 1s eliminated to shorten transmissions. 14
Teams often put out Claymore mines on likely avenues of 15
approzch or oriented in direction of known enemy locatlons. éﬁ
These ailnes 1lll be detonated at a prescribed time, usually 17
immediztely prior to the extract alreraft coming in. Forward 18
19

Alr Centroller (FAC) 1s notified before the detonatilon.
c (% HSLICOPTER INSERTION/EXTRACTION TECHNIQUES

1. ) Visual Reconnaissance. Prior to insertion, an

aerizl visual reconnalssance (VR) of the operation area is
perfcrsed, Vhen possible, VRs are accomplished using Forward
Air Controller (FPAC) aircraft to allow both the team leader/
unit ccmmander and insertion hellicopter unlt commander to

recon the landing zone (L.Z). Visual reconnalssance (VR)
alrcraft avold orbiting the farget and bringing enemy attention
to that area. FAC aireraft are & frequent, normal sight to

the enemy and offler less probablility of compromlse.

2. ( Landing Zone. Landing zones {LZs) are rnot normally

mum'ulmwummmmw
= o o Jo (v |o jlu | lw v = |e

hit“with preparatory fires which might cause enemy interest in

¥ T ROTE  The RT Leader's Handbook contains a chapter on “"Tracking
and use of Human Senses in Obtalning Combat Intelligence.' Mucn ot
thils informatlion 1s applicable to ground securlty technigues.
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an arez of insertasn, \nen LLs are recalires to tz blan 1
with greparatory flres, other aecepticr technlzcusr ere <
erplo,ed wo reauce possioilivy of comprogiss.  Irsartions 3
folliov rpreparatory fires immedlictely cr are dela]es saveral <
days whille anterest is shuwn in cther arezs by slrveraft activities 2
3. ) Enemy FProcedures, The primary goal on any 1nf11: £
travlion 1s to insert a team safely on tne grount, undeteciea, z
A basic understanding of the enemy capabillties and procedures L1
deseribed below 1s important to successful comuletion of a 2
10

mission. — - = —
a. Lending Zone Watehers: Consists of positioning 11

12

pecple on or near obvious helicopter landing areas. They
may be local militla or well trained mllitary troops.
They report the landing by radie, gunshots or other
signalling devices. They will walt for reinforcements
while tracking the team

b Sky Watcners: The enemy positions peonle in trees
or high points of ground at strateglc locations throughout
his area of operation to detect, flight-follow, and report

alrcraft.

c. Radlo Monitoring It must be assumed that all radlo

transmissions are monltored and understood This 1includes
M, UHF, and VHF. All radlo transmissions should be kept
ro a minumum and coded as much as possible.

d. Landing Zones Booby-Trapped. Obvious Landing zones

(LZs) are sometimes booby-trapped. Mines, pungi-stakes,

and Just a few of the devices used.

ﬂ;’Smaf’;;iendly Techniques. Several technigues are

used in cover and deception for hellicopter inse-tilons.

BREEREERRRERBEEL KRG

a. False Insertion Tactics, The purpose of a false in

w
-

l

sertion is to deceilve the enemy and/or multioly the number

TOP SECRET H~30 Appendir H




MORI DocID 570388

[}
]

of pcssible insertions tnug sccsairing nar to oo, for oo

tear iw more tnzn one loczior., Tne folse insert shculz

be at least as realistie as ar actual insers RNy Tel:zs

lnsertion shoula “ave an identicel Tlaght malie up, be

[

execuved at the same time a2na sncula take place zbou:

T

killometers from an actual insertion. It must be realizea

that 1% 1s impossible to fly a formatlion of hellcopters

over enemy occupled territory without belng seen or heara. £
The element of risk should be kept 1n mlnd for a false 2
insert. Faking an insert lnto an enemy 50 caliber machine =7
gun position 1s always a possibility. It 1s not usually ==
necessary for the false lnsert alrcraft toc iand, however, 2
the lake must look reallstle from the ground and from 12
higher vantage polnts. The Flight Leader planning the 1
Talse insert must keep 1n mind the positioning of his gun- pa=3
ship support relatlve to the actual insert hellecopter and i€
LZ. It 1s possible to delay the required fire support in 17
event of contact 1n the LZ by having the gunship follow the =2
false insert. 22
b. Leap Frog Methed (for small unit/team insertions): 2-
Using two hellcopters to carry troope with one additicnal 2L
chase ship. The chase ship 1s a required extra whieh is 22
ugsed to 1lift crew and troops out should the troop shi or 23
a gunship have any emergency. Simultaneously, as one air- 2
craft drops down, a low ailrcraft climbs. In mountalnous 2=
terrailn the lower alrceraft drops below ridge lines, in 2€
open terraln nearly touching the ground, with sufficilent 2z
delay to allow a dummy insertlon. To aveold establishing 28
a pattern of maneuvers, this "game” can be started prior 22
to or upon insertion, eontinulng untll enough areas have i
32

been included to confuse enemy search units attempting to
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locate T-: 22~ Curghips exSrer parioi-ate VILH tne leap
freg or 1o~ Che lovest trocp shivo
c. Bilz 7.7 fkivewelt/lo Ti .r> Trpcp Srirc Tne C&L

ship, fl:27z roz~ ir the sk, wirecls conoour fnac of tue
ezrth) Il:ins azareraft to trpe ianaing zore (L) Upon
inserticr, contour flying 1s continuea ana aelays are maae
in othe» zZr2z5 to slrulate insgrtion.

d. Lc “avel/Hizh Level Pop-up. This technlgue re-

quires v..0 sets of three helicopters each. Set one flies
low whils setl two Tliles high and to the rear. Set two érops
to Joln set one for a time indicating possible insertion.

Set one zlimbs high while set two continues low and makes
insert. Thzs alteration is contlnued In other areas to
simulate Znsertlon.

e, In Trall Formaticn. The lnsert aircraft occuples the

number t<o posltion in a formatlon of five alrcraft. All
aircraft cross the landing zone (LZ) with the insert air-
eraft lanaing to dlscharge the team, then coming out to
rejoln the formation in one of the follow-up posltlons,

f. On_Site Insert/Extract: The element to be replaced

secures tne LZ for insertion of the replacement unit.
Insertion and extraction is accomplished by the same air-

eraft. The unit arriving may €° o9n to another milssion or

it may set up an ambush 1n vielnity of the LZ. In event
an ambusn 1s planned, one US member of the departing team
may be retalned to advise on the most sultable location
and depleyaent.
E. A co-bination of techniques & and elther ¢ or d above.

h. Mligntingale Devices! Use of "nightlngale devices"

(pyrotechnic simulated fire fight mechanism and/or smoke

screens vith above methods on dummy LZs).
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Zawel greop of noznTir Zg-e devices cr prav.cacl =

3. Planrlirz. Tne Recoarzissaticz Tear (FT7) Leacer./,ini: 3
Commanasr rmust be avare cof tne tagtics planned by ths Fliz-- £
Element Lealer to dec=2ive tne ene™) Discussicns con 3
employnent of one or a combinztion of these techniques ard [
conducted durinz coordlnatlion betiteen team leader, flighs 7
leader and FAC. B
5. ¢( Exfiltration. The purpose of an exfiltration is &
10

norpfally to remove friendly forces from enemy territory.
Timing is an essentlal element during any exflltration,
particularly when the team is 1n contact with enemy forces.

a. The Forwvard Alr Controller (FAC) will normally dirscs
the entire extractlon operatlon. He wlll be first to
locate the team and he will attempt to determine location
and degree of enemy resistance. The FAC will direct the
gunships to the target and call feor launch of troop-carrvirs
hellcopters based on hils estlmate of the siltuation. Usuall ,
after the gunships are airborne and moving toward the targe:
area, troop-carrying helicopters follow very shortly.

b. The FAC and team leader determine whether the tean
can move to a sltdown Landing Zone (LZ) or whether rope
ladders, McGuire rigs or cther extraction equipment will ke
required. The lead extract pllot continually monltors pre-
parations for the extraction. The best sources of infor-
matlon for the troop-carrylng helicopter pllots will

generally be the team on the ground and the gunships cover

j-

the team.
c¢. In the normal extraction, the team 1ls ready for extrzz:

and usually 1s located at a sitdown LZ. Troop-carrying ne.il-

13-

uuNMNNMMmuuwllleHlHlHlHIHIHl!—‘l
= o v jo | o b |l&a Jwilw | Jo o o | oo jn |& Jw (v e

copters are launched wlth or slightly after tne filrst guns-izoce

and proceed to an orbit area in the vicinity of the plannez

(]
ny

extract point. In extractions, both normal and emergenc;
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d. The leaz extract piist .12 fly cver the arez al a
sale altitude to determine the exact location of the team,
any obstacles on the LI ond vhet terraln features can be
used to advantage during approach and departure. A rapid
descent at 80 to 100 knots ailrspeed, erratlec flight path
and a final appreach which 1s short and near treetop level
has proven most effective. Landing or hover is as near
the team as possible toc save time on the LZ. When the
team 1s aboard the aircraft, departure from the LZ should
be vertical to the treetops, then tlose to treetops whille
using a moderately zigzag course. Ridge lines should be
crossed at 90 degrees. A maximum performance cllimb to
altitude is executed a minlmum of two kllometers away from

the LZ.

6. ) Emergency Extraction. An emergency extraction

occurs when the team 1s 1n contact with the enemy or contact

is imminent. The team may be at a slitdown Landlng Zone (LZ)

or they may be able to move to cne. In an emergency situation,
there 1s high probability that rope ladder, STABO, or MeGuire
rigs will have to be used,

a. Helicopter tacties used for location of the team,
approaches to and departures from the LZ are the same as
outlined for normal extraction. Timing 1s much more
critical.

b. Gunships willl be launched immediately upon de-
claration of an emergency situation. Gunships and tactical

close air support attempt to secure the LZ., When enemy
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seccnge 58T of gunshiaf3 1231 o =< cut or finicn secur.iz
the LT

e, “rcop-carrving helicopsers 111 hzve been launenea
shcrely after departure of tne gunships ang Will be on
station, Wnen the LZ 1s secure the troop-carryang hellcopters
are cleared %o plck up the tean The last knoun enemy
location and smoke from heavy ordnance will dictate the
best directlon and type of apprecach. Troop-carrylng
hellcopter pllots will avold flylng over known enemy

posltions and will use smoke for coaver whenever possible.

d, The extract pilot is respensible to control all
machinegun firing from his airecraft. It 1s mandatory that
door gunners locate the team before flring to preclude en-
danger friendly forces with friendly fire.
Z/Lkﬁfiniecurity and deception technigues for insertion and
extraction of platoon or larger forces employ similar methods
as described above, More aircraft are involved. Landing
zones (LZs) may or may not be large enough to sit more than
one helicopter down at a time

8 } More detailed information on helicopter tactles
and techniques may be gained by studying the Draft Manual,
20th Special Operatlons Squadron, SEA Helicopter Operations

and Tactics.
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grugz  id Cototer dars o L "o er 1¢I5, 2

croagelza SR onoratinns secur_Tl 4 ETL stior af e
Alosary Asoistance (osmanc STumles ane wogorvat.ons Sooan (CL2200)
Victsnom,  The paszoce of LLAG Qrf.amanior 06 B0 Lol Te mer-tieonnl

weelinicuss of 1203CT setivatier wdith 2 vaer woverds leewsifyl-; poss-ole

sources of enemy prior L ATwlcdme, znu Y here cpersiiceliy feonsille,
recomaerdang v2ys to dery the enem, thes=z saarces.

2  (IE) At the tane ihe OPSIC eramination tas imtizted, the miseior
assjeTed o the Etuares end Observitoons Group va:s:

"PACSOG 1n coordanzbion with RVIAF Siratetar

Technieal Directorese end verious U,S. agencles

plans and conduets cover/clandestine operations

an 3V, as directed and in a manner that operations can
be puealibly cemed by the U,8, ard RYEI govermment.”

Heovever, &8s a cover, S0J appears as a stafl seetion on the HACV
orgemicetional caart and is described as o .ACV stalf agency responsible
for tne preparztion classiflied studies. trough a subordinate corand
of ,IACY, approval of SCC activities is meinteined at CINUPAC, ST3, and
an some cases abt rreszidentizl level. Politaeel gmadance of SOG
activities 1s pranded by tne U.5. wrhessadors, Saigon and Yientlenc,
Leos. Cperational contral of SOG forces is ejercised by COIUCHACY,

Luring the course of the examinstion, an ertenslve date base

¢ accurmuleted concermand ths details of =11 facets of S0G opermtions.
15 information vas used continuclly by the QIITPAC CPSLT team an
arra 1r; at the findlnzs ttnich follsw, The data base 1s not included
in this report due to ats sensativity and the faet that recipients are
eitner vell ainforred concerning SCG operctaons or have ready access

to the information.

L, tZ) Due to the cessation of a1l bombing and other offensave opera-
tx6ns treated below were halted. The attendant OPSEC findangs were wvalig
at the tire of the examinetlon (Octover 1953) and would again be valad in
the event the same operations are resumed. Tnose activitlies and firdings
which are not currently applicable sre treated an the past tense.
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tae srnLle, poori-ol-Te

ST0 24€ TUe SECUrLTy ) enessnrr Lo prolect scrsitive D00 operouional
LAlox ~tia. Cue 2t 1%y user tne owmoe snechlie o8ae for gll recomizas-
sance teows 2rc the sene ew-tion remalns ar eifect -or ssweral 'reaks
1athaat changing.

(£) Clemr 2o ™romcrissions to TAT S22, T cormunrcations
to ncliecpter la.den cives can TA2 20w -y sisi w 2fin up to 1 /2
houars foretrarrang of impenoing reeomnairsance tez: inserts, This fore-
vornoog as eaerlesle tarsduge o celear et transmassion made ¢, the FRC
vhlle over tne tarsel grca advasing the lawrc . fate that The magsion
{target nielnaze) ic "52," tvitn o TOT of....Thic 20 Soliored by ensther
transmuscron froz the TAC to Aarborme Cocmand and Control Center (A3CCC)
reguesuans TACATR assets be releesed, thus furtner confivmany tze "o
Etatus. 1n addation, the TAC uses a statie exgr, =2.g., COVLDY, tvhereas
inserted receovnzissencs toams usc caily chanming call signs and most other
i statiois wse "reeldy changang eall signs. The soazic epll szasr of the
FAC mioveues enexy SIC TT -=th easy linage to inserted reconnmicsance
tears and other stations even though they change call sipns.

(3) Avaalahilit: af Secare Voaes Enervbeon Lelawee—t, Tactical
secie voice encr mhizn esaipent (io->u) ara essociates IFC- /7 radios
ave pvzalasla tn galficient oucntltiers ain SO° to recure IT, radios of
Farryed Cperating Toses (707) anc rcdio-relay sites. The eguapmens 15 ast
being ased at t<is tinz oecauwse FAC garercl. ac rot hove a secure voice
copabal_ty (iX-28), consec.astly stations an tne othemrse cccure net
ave t0 corzwacate -ith tne TAC in an ursecure manner,

{L} Siatic Cadl Signs and Frequencies. GSome ground radios-relay
sites use statxre cell signs and ireguetuci.s, tous providing the same
linlogZe to Treconnnisspnee teams as described in suoparegrapes a{2) above.

(5) Irsesure Teleonone Hot Line Cirenlts. Hot line dedicated
insccure telephone circuilts ors usea betwveer SC3 headguarters and major
subordinnte elements. KAC-23L 15 used to conceel the identity of persons
ana activaties using lne het lines; horrever, there 1s no means to protect
tae sensaitive information that mey oe passed over tnese cairewits.
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(L) farget ‘er'inss or Tepw ars, It VBg noted that seversl
teams tele into tae oncrailiomal gref mapns vhich are meried 'nith the
esact coordaaates of the londirg zones, oozervation voints, end tergets.
Then tarzets ave "out of countr,” capture of these meps could reveal
U.8./f0,ed netual zrea of operations.

o. EDIGT 80T . The ELDIST SOI' prozram is des.gned to sllov the
U.5. government tg'pluazibly aeny 1tc exasteice. A stract control of el}
conbazinateq azomundtiorn tnrough $05 channels by conly S05 U.3. personnsl
ic m2irteinza from 115 contamainatisn unblil its delaivery to Forwerd
Operatir; Fases. ALl pacCxeged materials ere cerefully urapped end
burdled ir unrsriked cortons end transported to each site by U.S. per-
sonnel zn 335 alrerart. Lowever, the inseriion of the ammunition by a
combinea U.S. andagenous team vperheps jeopardizes the sceurlty so -
carefully nlanned up Lo thas poant. The aindigenous mervers of the in-
serting tenzc vho oorerve U,5, personnel dispencing loose conteminated
rourds along tralls, bivouac sites, tec., Drobably realaze that their
U.3. teem nempers are not alloving quelity ammunition to fall irto
eneny hanids. In addation, durdng tne conduct of this examnation, it
¥es noted taet an expansion of the ELDEST 307 program is planned. This
eypancion inelades the insertion of centamanate zmmanition by otner
organizatidnc than those pressantly utilizec (SC3 and selecte
the 5th Speciel Forces Group, Mavy SEALs, ard

_ The use of other orgarizaotions should be ccree
LI, ConsS~cerea AN View O

I the sensitivaty of thas program.
c. STPATA Oneratioqs,§aj/’/9

(1} CU-3 Helss, Short Term Roedwatch and Target Acquisition
(STRATA) teoms, ano otner agents of SC3 taet wer to be inserted anto
., were corried ta the I8 Uy Ci-3 helicopter from 'IP, These helos
are based et Uasrn, Thaaland, cnd orrived &t FEP ummedantely prior to
SCG missions, thereo, indicating that an operstiion 1as pending.

Trom
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(L)} Sicreotvoed Mmerption. ALl 1ncerts ol STRATA tze=s and
othar azents “rerz cicreIT, .o Dy wime of a2y and naoer of nriicipating
aireraf™,, The --eatzer Over IVl! generally allows geaz visapil:ity only
petieen the nowrs ol 120001520 aeily. This factor also tends to stereo-
trpe TAC miseiors *hica checked o1 temms, ana ¢onductel vasusl recone-
nalssance of ne, lanéans cones (IZ). Seventh AF regulations also re-
quired 2ll team inserss to pe under the vasael control of a TAC (23T4SS).

d. MIDRITF jeﬁ'g;era ~ons

{1) P"‘PSQ:'ICC of Urmerked SC7 Aircrzfi ei “okhon

Pheno .a?) Sanzleton cgentr 2na ag~nt TLENS, Lacabzang U.2. and
Vactrizazee nanidors, are transporoed Yo RD Irom various locations an
*

Fouth f;e‘_::.':‘ in 0-123 ard ©-130 alrcrafi. TFormerly, these prents ters
arZerbed procamily inte 0T but have onl; pore arts L2os since 1 lovember
12C8. The sare carcraf are also useq an pro-idins practically a1l the
logistic support for fae S0G support Tacility, 7P (SUPFAC, i),

ihen on o straetly logisticel mission, the aircrzft take off inmediately
citer discharging carzo, vut vnen in support of an cperationzl rdeszon
the careraf waat until egents andfor teem handlers (U.S, and SVII) re
quiring transportation back tc SN, return to KXP. Tnerefore, their
presence on the tesawvay for an extended pericd of time indicates that
erther an insertion or extraction is being attempted.
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T 1 T lies re .y 1«

Myetnon, Alzaden tht 221094 if B oSt

tourher  car aTuoone™ L3 z

al fxi traffic thet el be 2Fizl uoosin

Lidieen=d, eval o e rost wit> __suic
I

s trat L.e val.ze

L
~n Iivn
. ~

LI

~r Jarao.c- Itlaonoe tould aeve
- c. dcvaineg, that he s come-
Vhere sther iszn an 1or8 Yoetrom, Pecsit L, B South "istnaness Do 0%
{imiue) careraft Z2es- over taz 1oland o 2075 Sfeabt urocdonsiing Coteu
Mol provarerds 2 the Vietnerese living ar the 0o villezes on the
aslard.

£, PLOSN ,ceq/opcratlon:
/

(1) “To protect the PLOTRN bouts trancitang SEA DPAGOL
cperatains esrezar CC SoVET

SIVE.IHETL™vas notified well in adyance about
plarned TLOSAS

scoons,  S53- DRAZO. xmats lelt taeclr ctasions
1-2 howr - oelte® The Loots verc searlalza to.transit and noves aof least
12 =iles s=grpra 27 estauvlicned FLOTIAY 7 trecss.  The vatharpra) of
OZA DREZCD forees an conasetasn th the vrossane of plowman oM ooztao
mme & predictalle eperailonal natiern that tne encmy esaldrhave exploited
t2 alert his naval, cir, &nd coastal delence forces. -

f2) Tne Coastel Surveillance Center (CSC) at Danans is & joantly
manned (U.S. and Yietrercse) fecility tasl contrals WRIET TTE farees
in the I Corps Tacticel fone, Thoe adiivaty vas rotafied several hours
1nh awvence guoad plopnez PLOT.AT operaw«ions.  COC was ti1ld  aen Ve
boats oudd eross tie 278h mara¥lel goan, 40 ana returning fror rissiozs
gnd whe nther of 10abts Anvaltew,  3ecauce ol the lael. of firm securaity
clearance daip, the relachility of indigenous personnel must be considered
auesticnaole,

{3) The nomcer of PTT hocts remurea for any particular type
of nxssion reflects tne arez of intended operation. Twrang Lhe concuct
of DITROST mlcs:oas {over the beaea belor 1T uegrees “lorin} S5oath
ietnzz, only one boat 1f utilized. iaen regular PLOLIAL operations
vere peirs conductea wetitcen 17-19 degrees .'srin only tyz-three ponts
tiere e=olayea VMEeTreas EDoJse 17 cegrees uorth four 2 el boals i'ere used.

-

Tnp% it ona - .

— e measwanas s n=4y ‘'ab 1 to
- Appendix H




MORI DocID:

- - -
e e av me 7
2t ZeaZ P

- - - —-— LY
Se omet_ - Torosmmed tecs er To- o, T ’/

. T D s, nisitem 57
val s itane. o7 Tat VOSIT
o5 TezOremr il LTVIS 1rare

1-2 _cleece of _.L Fetri-urc censivocs,

(2} 22 erel reasons 2ppesar T©o coantribut: to the crmlste lack
Z T < TFC nes uew 2 ooktesiias Lo recover UL, psrsonnel,

of c.eess TTC nes
These ora,

f2) The pracary source of inforrziion perteinang to

cans.ref T,8, terifmnel 1z intaadiaals suo bave esczoed, or cefected

Iro- a P e zt gonvarns amnericars gmong toe prisoner nopulation.

Thar » perachavle 1rlormeiion sicne tne VO/TVA ore xnovm o
Lova I aller tne discovery of g miss1nG DULSOneT Or a aeserier
frar their oro ran.s, Tas as espeziecl; true if tac carp holds Arcracans.
Sirce t-e a2 arzze tinz lepse bettveer tao 1mataasl anformetron of & E,

cexn locatzz- o aclually e2anlactivz a recorer operation & 9-7 daysz,

T, 2 erenges D axamg a successiul Soeras.aon are oceedinsly slan,

Tazs 5-T7 ot acda, Dinor 2 oprertins TecoverD:s
fzrocs 158 o2 o faclores Tares, tue JEZ0 n2e 10 assebs wncer ats
¢z oo zorael eontrsl.  The forces erwloyed for orstatiorc

-

uc.oilT oare
QDI ETLIIANS -
2 1goz el I
adé. tzo-zd
reasy e

Tu,r GONELC elzglile »erart, or 'pat pay te o scaese 1o amousn
or recaver, zzroe. Ip tels ceme resjpect many cormancer: ansist o-

Tre lmlass oo cire es and ortiilel; Mres praor vo 1nseriaon of forees.
5.* Dreders.:n, Tires, Losetier Wik 12-1dus melnsus of 1zednnaiosancs,

orlv plest T ec > Jersorrel to an rrmzacang U.S. fallied operotion.

roanaza<$1ons, V.S, IAAF, rhose tacticel area of
ine obgecuive orsz. Seconil;, telore eorfuctang
, the forces e—zlsyed clmosl elvays arsist on azapn
n opn tre terzes, 1.e., grounc recon, B.r Visual
ete. et unals small reset izmsdistelr to ras
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STUDILS ATD COSERTATTCIZ GROP

ILACB05 3 Peb 10Z0
SUBJECT: Operations Securaty Examination ol YACS05 Operations

CICPAC
ATTY: J0h
o0 o601

J‘../kf@erence is made tos

a. Letter, CIITPAC SER 550 000101-£8, subject as ebove.
. ltlesszge, CINCPAC 3022107 Dec 6B, subject as atove.

e A detailed revaerr of the CIUCPAC report on a “ACSO0G omerations
sfeuryty (CPSEC) enamnnptzon {ref A) has been completed as reguested
(refn).

3. Action taken to correct or improve the security of 506G operations
comenys perteining £o gpecific {indings ore provided anel 1.

b, FACSQC epprecimtes the effort expended on our behalf by CINCPAC
gnd believes that their recommendations in mony ceses will improve
the effectiveness and security of our operations.

s/
STEPTIEH E. CAVAIAUGH
Colonel, USA
Chief, 50G

Copy furnished:
Chief of Staff, 1IACV
HACT2

LIACT3
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se of Iepecure Haomerade Colez (ref 7o{1)), Tne srachle coaes

:asertlj used in F. ccotamicatiors are ¢nengses each dey Jor each

pseratzon  Hovever, 1n Sraer to provide e. peter systec Zor reportang

oag coordinates by reconnaissance teams (27 £) NAC3OG 1312 adopt the

Zerters (ALCCC) and For aré jar Controllers (T/C). Thie davies Is secure,
sary o earry and vall iz.orm the supportang FAC of a target location

—zre rapadly than the prezent system, .

1) )

b. Clear Text Trar~sziesions t©o FAC Sites (ref 5a(2). Secwre vorce
c—unicptions (see para Lc celow) betreen FanC's, helacopter laundn sites
z2od ABCCC wall elaminate enemy forevermupg ol impenzing PT inserts.
e subject of statie call signs versus changang cell signs has been
“noroaghly staffed by Tta Adr Force (DOOT) in response to CINCPAC message
JLO2052 Jen 69, Conclusions ere thot changlng FAC caell signs would
create more confusion than the security benefits atteinable through
their use for the tactical environment in which they operate. Also, when .
secure commumcative means are used, call signs are no problem.

c. Avallsbility of Secure Voice Encryotion Eguigment (refl 5a(3)}).
Al SO0G FAC aarcraft «il- cave operatlonal secure voice czpability
(:7-28) by 28 February 1669. Likewise, all Foruaord Operasting Bases
{708's) and radio-relay sites will be using their secure voice capability
oy this date.

d. Static Cell Sicns and Frecuencies (ref Sa{b)). ilo COMSEC prob-
ler will exast in tne use o static cell signs end freguencies by ground
radro-reley siies when secure voice equipment is fully operationsl (see
-zra lc above),

e. Insecure Telephone Hot Line Cireuwdts (ref 5a{5)). Cormanders of
2ll 8CG major suoordinate units have been thoroaghly briefed con this
sroolem area. Cormand expaasis will be focused on indivadual securaty
consciousness when any telephone or other insecure means of communications
ere used.

f. Security of Tactical Operations Center (TOC) (ref 5a{6)), All
T0C's now have securiy) o-Eras on 24 hour auty, use a pass system for
visitors and are selfligated.

/
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G. Irwigenoas Aceesz 9 7XF T0C's fref Te(7)). Indige 2as DLLOWS
ns Laper have fres cecess o arees tvnac, eartnin clazsifice —oos ere
a5sacseted 2acizents unless §i2se mebterinls ere covered 3 otreriise
secaza. This cubject vas oh ezenda lten ot & 27 Jamwary 1S Gom-
raracers Conierence.

k. Marget l'erk.ngs on Tear I'aps (ref 5a{S)). The RT's z=ps ave
¢esigned ard utiliced in such & vay tnet only the team leacsrs car

identify positions accuretely. An "offOset" coordinzie systen is .
erxploged to make the area ol operations (AO) mppear to be in South

Vietnaz.

2. TLDEST SO Progrem (xef Sb). As a result of the increasingly

1ld€sprepd use of the unclassafied nlckneme IIDEST SCI, the name wms
cherged to TTALIAN GREST.

2. lhile it 15 reallzed that some indigenous veraonnel mgy be
evare that US personnel are dlspensing enemy emunztion during RY
osperations, no diselosure ic maae to them that Lhe ammunitlon 1s metuelly
contemanated. In addition, RT's only insert small quantities of loose
ammunition wvhich are norma”ly concealed in 2 US team members packet or
pack, The techmgues ol ingertion normally used are to plece the
armunition in NVA/VC equimnest such as packs, ponchos and pouches toere-
by concealing the actuml contents of this to indagersus memoers of the
RT. Inosertion of larpge gquentities such as boxes, cases, eic. into caches
is accomplished by only US personnsl on a special iasertion mission.

b. Expansion of the ITALIAN GREEN program by utilizing additional
units for insertion has been carefully consadsred from the standpoint of
security. Only selected personnel in these units have been briefed. It
has been determaned thal the lrproved effectivenest to be gained by
utilizing additiona) units for imserting ITALIAY GRIEN amrunitions
sutweighs the rask of diselosure of the program.

STRATA Operations

a. CH-3 Helos (ref S5c(l)). The CH-3 helicopters stationed st
N¥akhon Phancm RTATB (fIP) in additaon to the CH-e's from Udorn FTATB
have been approved for SO0G operaticons. These opergtions N encorpass
flights to points throughout the FRAIRIE FIRT AO for purposes of movang
normal RT's &s well ag ATRATA teams., Ia addition to SOG Illights, tnls
squadron conducts approximately thirty flights a day for other rmiscel-
laneous purposes. It 1ould be diffaecult for a visual observer to dis-
tinsuash STRATA flaghts from others. Ewven Af STRATA flignts could be
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Jiscermeod, tnis informataon agove is noy esnsicered pertirent due to
the laelk of pessoecamdaion 'atn g speciiic Zeograioicsl target area.

b. Zomomert of Tezns (ref 5e¢(2)). Currest restraicticns prohibat
STPATA vexes Jram operata=g ip IV cul persat ihear employrant an the
FCAIRIE TIRF (FF) and DAYIZL DOOTE (IZ) AC's. Radios and batteries of
US oragan are an cormen usage by WA and VO unats in the PT end DB AC's,
Therefore, no cover story should be reoulred under present day conceptis.
If STRATA teams res.me operstions in !TVN in the future, Chicom redios
will be requested from tae Combined lateriel Esploitation Cemter (CIEC).

c. Corbat Reporting Post, MKP (ref S5c{3)). The Combat Reporting
Post (CRF) at & is not a 50G facaldty (it is a Tth AF unit) and is not
directly assoclated with STRATA operations. This OPSEC team fanding is
not conclusive encugh to comment on without farst applylng several
assumptions or protractions.

d. Stereotyved Overations {ref Se(k)). This finding is correct in
stating that team and sgent rnsert time periods are governed by the
weather in target areas. This, of course, connot be altered when em-
ployzng heliecopters wathout an pll-weather, mighttime capebaility. The
implication, however, that STRATA is tae only program using these types
and mmoers of aircraft is erronecus. The majoraty of Search and Rescue
{5AR) missions launched from NKP ere composed of & similar FAC - heli-
copter aircrait package. Tne same type of FAC airecraft from the zame
gquadron 1s used for SOG operations as well as for overt reconnaiassance
migsaons along the Leos-IVE border (see para 3c above),

4. MIDRIFF 4€) Operations

a. Presence of Ummarked 506 Alrcraft at JXP (ref 5d(1)). Opera-
tiona! miesions (transporting teams to and from FKP) are now conducted
by either (1} off-loading a team at P, contiruing with loglstica support
ttops end having enother airvcraft return to plck-up an exfilled team, or
(2) off-loading & team et MP, taking off and flyang airerew training
sorties and returning to pick-up an exfilled tecem. Using thie procedure
all mssions (operatisnal as well as logasilcal)} into IEP involve the seme
amount of aircraft ground time.

b. Cormunications Procedures by 6-122's (ref 54{2)). !amual liorse
ClI, HF transmissions are currently used on ell flights {combat or logisties),
When flyinz logisties missions, the American instructor pilot (IP) makes
an occassional FF voice transmission to s home base (Nha Trang) to
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- :-e‘:ce...) ip co-cldersd Locl...lieatt Z.miler three Lether code

z ere used for poasiitaiot rejoilan, 3T ¢3vn LoglEties atw comoat
Lenece, e '_n:o..a-:."_l..‘ of missio~ Ve castinctzon Wy IV

2rs- 18 mamt.ced.

(o]
<
!—I
i1
-t
9 .

S i~LIDOR Operatzons (ref c¢). Toom resuwoiion of Paradise
&5d apersiineE, o reguest 3ll ce sammtied o resirict gll airsoesce
surrownai-g Peradise Islg-é frou grasang leeel o wsturited L liea of
the ecdarre-t Hd2 restriction "—icn esteds tom ground level to LO2D
feet. The eirecraft overflizat reflerred to in tne OPSZC finding was

Lo TP |

processed g A violallon Ty Tt AT
BLGTE _(,?‘)/C'Darat;a-‘s
7

a. (ref s7(1)). Zsreesent iatn ZEA TRETOY forces does recuire
trel movement to seaard from Czerating Areas (O&) during PLOWHAT
aseraslons This 15 essential 12 2reser e cover end eliminnte any
o0 018 c::r-necuio" oetireen U5 and G5TL forees. I a8 doubtful that thia
mo.enext -as any direzt ampact on predicsieg '—’LO"‘ A (C) missions since
534 ©TIATTT units frecaenil; lLenve pssiznea .a..n-.ions at irretuvlar intervalc
for otner reasons; i.e. Lo rellel, remlerss:, resrm; to conduct SAR
operatisns, to crange siationz, to "tirn-over" to inesmung ships ete.

b. {rel 5f{2)). It ic esseztlal that the IARKET TIME control center
lnow of movenent of PLOTIAT crafs to preest ratunl i-terference,
urnecessar; challenges evc” Zorever, tras 1-formatio. need not be passed
tc indirences persormel al oo center nor dxspleyed on summary plots,
Tereeloris, only tae dug; oserstions officer (US) at iie Coas Burveil-
1e"ce Cengs P_. 1l asve 1nSorzation o~ ro.ece-t of PLOTAN eraft.

e 111 utilaze tals infopmsiicn to leep 1 ARITT TIIE cer mill avey from
t.c:e vrac:s ol FLOIL

c. fref 5£(3)). Praor te the mrrival of the CITCPAC OPSEC group,
cianges 15 cvabt coxmposition Jor varidar mission areas had been made so
tnet a four toat misslo- tms not adentified sl the "NITE" OA. AL the
tize of toe cessation ol operetions, five, four, end three bost miseions
vere rendonly screduled to 21l OA's.,

{ref 5£(L)). ZPadio creecks nade prisr to future PLOIIAL
mesic::s *7111 be lirtied 4o @ single trazsmission and reception per coat,
elver electronic seneivi.it, crecis. Turtner, simalar radio cheels will
be reld st rendom inter.als spart from missiosn preparation.
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) goant Parsorvel Loeg er: Ceitor (7o07)

-
. {rel 7_172)) Tpe ODILC fandangs roferra-g 0 "renss-s 1Tien

C ras and

in 2llemmii=- <o recaver U.0. personrel” wrere nresented L7 4te OBSIC

teen darle; JFC braelings ir the fore ol lessais learned ard oro.lems
cncountered. Topid reactioa to nizuly peraste. le zntelliserce -s

essertial uf ar, suceess :g t0 oe reeliced 1n Prisoner reca.er, Opere- [
tions. The JPOC 1s continaing to stress thas e fagtor in aits coordi-
nption vrit1 f1ield units tes. ez to conduct prigorsr regover, operations.
Hiaouza prozmpt tess of reactlon tae Is & consvart JIRC objectave, tinas

1n a1tsels los not proren sulficient, On a Jer oceasions, urmies were
leyached inta 77 camp eress watoin 24 hours after an esceped B wes
recoverea. Or t:ese occasions the teams fourd recently moa-doned
facilicies. The VC madus operazandl obviousl; calls for movirg all F!'s
irpediecely efter they belleve tne facllities have been suLyect to
comprarn e tarouzn a Pl esceping, e guard defecting or otaer andications.
The greatest pap i1r our overall recovery efforts is the inapility to

gain reliable irielllgence regardins W) camp locations before ine enemy
rezlazes e possess tals Information. Allhough we have constarntly

levaed toas reguirement on the verious intelligence collection agencies
i.d., 525ta lnlatery Intelligence Group; Detachment &€, €hooth Special
Activities Grouap, etc. end supplemented these appeals witn publicity .
regardang the rerard progran, we have not cbiained the desired results.

mppcar £5 co-irz.ule 1o Lrc completc loe. oo sacecess vhe JiUC

[P
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TOP SBECRET ' TAB 3
RIZEZALSCE OR OFFICE S..20L SULG 20T
‘ACS0G-21 0572 Sureyr (U)
™3¢, Director, Izntel oy Cmeaf; Securitys
TO: Chief, S0C Doter 20 Jun {9

I'AJ Archeert/rye/T-L307

%"UPPO..,;.. To irfcrm Cniefl, 850G of the findirgs of the 50C OFSD
ey Teem and to obtain mis aporoval of recormelcations based tnereon.

2. DISCUG3IOn.

o, At Tab A a5 the report of the QFSEZC Sarvey conducted o, direction
of Chief, S05. The repaort includes the cirrent ctatus of corrective
aculon taken based on CITTPAC's survey, olker itess thel provige prior
kno: ledge to the eneny, and miscellaneous related cbservations and
cormerts,

b. VUhere recormeniations are appropriate they are contmined in the
body of the report foliowmng the findirg. The section/activaty re-
sponsible for teling corrective actisn is noted perenthetically.

3 /C RECC: 2 TIDATIONS

a, Thet Chief, 50G approve the recormendations contained in attached
report for subsequent irplementation by designated "action offices.”

b. That report be returned to Security for reproduction in requisite
mmber of copies, control action, and distributaon,

/s/

H.IT. ARCHEART
HAT, USA

Tear Coordarator
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(1) CIio?: ~ femard, Suoz: Examinmgiion of jzlitery kssirterce
Czand Studies aré I.ser-mivons Growp (JAC503) Opsratieons [U), daved
>, Cecerver 1530 {Inclorare 1).

(£) 1e0sct Lir, S.odt Operotions Scowraty Tramiration of HAGSCO
fawatanns (8), deted 2 Teoraary 1059 {Inclasure 2).

o, At the directlis~ of Calef, 503, an Cperational Secarat; (OPSDC)
S.oey of SCS an? its si.ordinate actavities rras conducted during the
periad 11 Moy throosz 17 June 1952.  The purpase of the survey was tio-
fold:

(1) To follor-up *ze CONCTAC OPSZC Survey of October-Hoveober

(=]
ey
[

(2} To iderwi- ssurces of enemy vraor knovledge not previously
adentlfied by CIIUPAL.

An eddatizne? —-csion rerformed concurrently 'ms the pregentation
of & Communicatiors Sscuxraty (CCQISIC) briefins cased upon the CORMSEC
sarrrey conducted by tne 101st Radio Reseerch Company in February 19:9,
~=e briefing vms presented by members of the 10lst Radio Research
Coirpany.

c. llembers of the teem were as follous:

Majg H. U, Areseart, Intel Representatise and Tean Coordinator
Mej Yalliam . Adsms, O & T Represerntetive

Capt Rohert T. Coalson, Como Representative

Capt lliesx €. SchaifTer, Cocmo Rapresentative

1LT lichael Uilliemson, 10lst RRC

586 Thamas P. Tocht, 10lst RRC

d. The follewlng ectivitles were vislted during the survey:
Comrand and Contral lorth
Quang Tri Lzincsa Site
Phu Bai Zauner Site
TOP CRET H-50 Tab 3 te
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dsvel fdvasory Delacsoens -
Monl-cy lloantean TOR
Supnort reellat: 17PN

Mr Cperations Croup
1si Tlight Detachment .
15tk S0S
20th 8CE

Corrand and Control Certral
Dah to Launch Site

Cormand, and Caatrol South
™ie Co Launcn Site
Quan Loi Launch Site

Carxp Long Thana
Airborne Studies Gioup

e. Tae fandings contained herein are based upon informetion obtgined
fron anterview wnth key personnel st the varaous locations, from written
reportc and SOP's of tne aciivaties, and from observation of operations
of the various actlvities.

. The survey was subject to the following Iamtetions:

{1) Short obeervation period at eaca location. A longer observa-
tion period at each location during veak operetlonel periods could
prasibly have resulted an discovery of more problem sresa,

(2) Dad venther in the PRAIRIE FIRE AO contributed to reduced
operations and the ineoility of the tesn tO cbserve procedures during
eoanduct of operations.

(3) The team visited CC3S irmediately after an operational stand-
down in the SAITI{ HOUSE AO and a true pleture ey not have been cbtained.

2. CURREITT STATUS O ACTIONS TANEST AS RESULT OF CINCPAC SURVEY.

The follmring corments are based upon, and keyed to, Tindings of the
CIRCPAC Survey mnd the SCG reply thereto.

TO ECRET H-51 Tab 3 to
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a. PRAIFIE FIRE and SfLLM HOUSE Cperciions

(1} Use of Irgecure Horemnae Coces (ref %a(l) ). fThe use cf
insecure cooes has aeCl redicew. Oaly .n 0a2 area tas the use of an
unauthorized code by overational teems founu. IST2ATE Opernstions tonms
were still usipg an unidiloraicec colar ratrair tipe cede. 1t ves poanved
out that STRATF operatlons zad on vand tna AAZ-2TE (Erzlish) and RV
AL/2 (Vietnzmese) STEATA code, an 4SA approved code specafieally de-
signed for SIRAATA use. Snackle codes and ¢slor coces vere foun. at one
other location, but they vere employed i1n conD cefense, not SOG operataions.
The signal officer concerned was advised trat approved codes are avail-
able,

{(2) cCienr Text Transmissionc to FAC Sites (ref 5a({2) ). FAC air-
craft are continuing to make clear text trancmissions despite the fact
all FAC marcraft and all CiC Detacaments possess secure I eguwlpment.

The secure equipment 15 belng used at launch sites unaer the conotrol of
CCil, however, it was only beang used, "vwhen they had something clessified
to say." They were duly informed tnat everytaing they said was classl-
fied. A durective will be prepared by S0G Commo to detall specific
procedures for leunch site to FAC communlcataons. Thls will be folloved
vp by inspections to ansure that only appraved secure means arxe employed,

{3) Availability of Secure Voice Encryption Fowpment (ref 5a(3) ).
Sufficient secure volce equatment 1s now on hand to secure FAC to launch
eite to CC ecircuits vhere such circuits are employed.

(h) sStatie Call Signs and Freguencies (ref 5a{l) ). Ground radio
relay aites nov ewploy cnapzing call signos.

(5) Insecure Telephone Hot Idne Circultr (ref Sa{5) ).
The insecure telepaone notline Yemairs a proclen. KAC-23Y% 1s used to
onceal the identities of personc 2nd activaties, hovever, WAC-199 S0G
Jperations Code end the various one time pad systems availaole are
seldom if ever erploved by hotline users. S0C Commo vill initiste a
program to include classes on what codes are available and hor to use
them.

(6) Seewrity of Tactical Operations Centers (TOC) (ref 5a(6) )

1 The CINTPAC report apperently refers to voat is not CCI'.
The security of the CCli TOC 15 now excellent. It is fenced, lighted,
and guarded.

mnD DK LI moy oA .
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C2° 254" fnesng 27 not esireet for

-
L e
trc ootasr T00's. Diosos 3 rceclrafy &t olacr locen.ons as as Iollors,

rn
&2
1
"t
m
r t
i

¢ 72 See.rity 2f Toor dag L Thoriccl exrangemann
a7 Lae Tecd-uartersJTCT coldamg, Thmsn tas e TO7 freilatr iz completed
securit, caouwiz we e pellent, Elans czll fo. feazir;, ligntang, ana a

guara.

b 0CCE. Securaty is farr, Since the TOC is loecategd
beoreath the Hesdgaarierz comalex, Zeralny i3 ast wractleable. fugmenta-
tion of existing securzty 1s necessary in the form of metzl doors at all
entrances ard a geard £ wae mzan entrarce to control access.

£ 142, TIFTAC, Aar Cperations Growp. Securlty as
excallent,

4 Zeunen Sites (other than at MPK). Security is as
good gs possicle under e.dzting condltiors. What as lackang physacally
15 compensstea for in security consclousness of tne personnel assigned.

(b) Recormerdztio-s

1 That penzing completaon of the new T0C, CCC assign e guard
"

at the nemdquarters enirance to control sccess therean., [ACTION:
HACS05-35)

2 Thet CCS assign & guard at the mein entrance to the TOC to
control eccess therein. (ACTIONL: IACSOG-~25)

Ther metel doors be sbiedned for the CCS TOC. 82, CCS
states that taey have Geez reguisitioned. {ACTION: IAGEOG-LO)

(7) Indigenous Access to O3 TOC's (refSa(7) CINCPAC report re
ferred to infagenous pilols., This findlng 15 not ecompletely valid since
these pilots f1y an sizrort of our missions end must have sccess to the
rnaps, In tadse locatiors wagre a separate briefling area is malntained,
their access to the TCOC -s cortrolled.

{8) Target lerlnc-gs on Team Maps (ref 5a(8) ) Cur reply to

CIITPAC stated tnat tae oI1D-s¢l srstem 48 nov in use. Tor those targets

for vhich pnoto-mans ere not aveilable thos may be possible but for those
targets wnich are eoversa by photo-caps 1t 1s not possible due to the erea
ecoverage ol tne map. X4 Dast ceies, maps are either covered with acetate
and marked wath grease pencll or markings are mede directly on the photo-
meps with grease pencll. These marlkings are easily removed. The current
non-attriduteole photo-=ap iz one of the least compromising items carried

LU S LIS n=33 rap 3 to
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by the PP'z, Tvoms are e canscientizas to rogurn t1ir lrese
nAnE Or LD GEstY oy r.ne: e l.cces try. Thnic arpecyrs to oge § proziam e
*=11 pe {oreec To live -23a, I 4he RT's cxe vs Lrarg wae o2l of the
é@tarec LRIOLAZLICY LU AD necessary for TET D ¢ ooSe DnT. 1nSE on
LICAT Zan.  isl e revert to enciam wnl‘cm or
gpe.etians: "Tose dar prosnsetive "Lage” odtve
b. EIIDIET 33 TAOSRAY (ref Sv) u

T 025CC ancpectiion, tnle program has deen re-
VNI end gacsequently POLE TIAT. These cazanges rere nececf-
citated oecsuce oI tne “despread use of tne nickrere, loe twrnover of
persannel irvolven, ana tne sensitavity of the projrad. Tohe strangent
security measures are still ermplsayeds 1n the sutimasiretion of tae progrom
end the nznolang of the ammaumition. The conuaminaticon pazse, coaducted
on Osdneia, 25 sermnated on I Jemuery 1050, tpersoy mamimaza rg d1s-
closure out of country ard Quripg shipments betveer taere ana t.e 27T,
Tne narwer 22 uwis varticapalang 1 the proscoa was ancressed to ipelude
7/1 Calvery 1n I™ OTZ end IE"-W LORP Co 2n IT €T3, '"mile thas reguwared
additional ﬁ_s:la-..re el the progran, only a ver, lzmted nuzcer of
personnel trere oriefed. Operctional personnel ivere provided “@itn oanly
enoush anformatisn o accorplash znsertions.

Simce tne COCEA
nored ITALIAT

¢. STRATA Mpsrations {ref Sc)

(1) ¢4-2 Helos {ref Se(l) ). Since 1 Yovember 1958, STRATA
Teams have been erployed only in tnpe FRATRID FTRE end SALE! ECU3T AO's
and an the RV, Then tnese teams bave been launched Iror I'alinon Phenonm,
Theiland, C'1-2's -ared =t PN (also knzn as T72) have been utilized.
Tnis type of nelieopter is elsgo used for iasertisn of PT RP'z plas
mmer>us other opesrations from MP°.  Assocaation of Cr-3 belos *-ith
STRATA or ouner 50G operatiosns 'rould be vartuelly umossitle 4o cetect.

(2) Eowprent of Teems (res 5Sc{2) )

SIRATA tenms operating ir the P7/SH AQ's are
dressed and eqainvec &£ LA, Tven though radios, corpasses, zaps, etc.
of orazin ere used, this 1s mot considered detrimental to the:r cover and
securaty because these tems are used oy (VA/"C umts opsratins in tne
area. Ho-ever, 1t -~Bs noted by the OPSIC tea= on 2L ey tret cloipang
vas not unifsr= for gll tean members. US type jungle basts, zats, and
some clstming i@s wora. lorever, consideration ves not given to the type
and color of uniform vorn oy the I'VA in a particuler tdrcet eren.
Evidence of junzee boot tracks and observation of tne team wes 2ot IVA/VC.

{a) Dindin-,

LTur onunny =54 Tah 3 to
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{9} Zae~—--, zrtisn, Thet tLzns ve mravicou elstuany
concastent vabh bncir ¢-sen wn Loat cterale feot oo, e.5., 02205 3T
i1re trend soles {czracis, eic) le xssued o teams _merailing in eaesy

atld rezs,  (ACTIC. - UC305-L3)
(2) Comtat Terareas Pogt, 2 (ref 52(2) ) As sieted an SOG's

reply to CILCPAC, tsais Lo not & II5 facailaty enc iz not darectly
essocrated with SITTATA operatiors.

(L) “tercotimen (rerazionz (ref 5c(k) STRATA teems ore inserted
ubrlizing the saqe Lechnigue anc sJupporting cir zscets as PT oor SH B7's
plue otasr non-50C elemsnts. Uith tne increase in alr activaty an the
FF KO since 1 Movemper 1958, 1dentification of STRATA or PF operations by
type of supportirg air acsets woule pe dafficult cecause of numerous
otner operating elements using surailar sareraft.

d. MIDRIFF (C) Operations (ref 24)

(1) Presence of Unwerked SOG Airereft ot Yakhon Fhanom (¥PH)
{ref 5a(1), S5TRATA teams and - LT'S are s5t1.i trapsportea to ;o0 for
insertion wnto the FF AD0. The edrcraft are parked in an aree located a
considersoble distance fram other aircraft parking esreas and normally
remein there for a period of 6 - 8 hours. Logisiical cupport for SUPFFAC
is normelly accomplished tdth the same aarcraft that are used to transport
teams to IPL. Therefore the previous problem of unmarked mareraft re-
maimns on the ground for an extended period of time during logisical
mlesions 1s no longer applicable. However, the ummarked aircraft with
black and green camouflege are still conspleusus end probably result in no
small amount of curaosity on the part of base personnel. (see para 3e¢)

(2) Cormunications Procedures by C-123's (ref 5d4{2) 80G's reply to
"IICPAC's fipdang 15 8tall velic. [anual iorse G, HF transmissions are
urreantly used on all flights, with occasionsl HF voace transmissions
beang made by US Instructor Pllots to report alrcraft malfunctions.

c. ITEIIDOR m_nerntions (ref 5e)
-

These operations are no longer conducted as a result of the 1
Tlovember 1968 bamoins halt. All {acilitles mre secured and aere maintained
in a careteker status.

£, PLOIWJAN Operations {res 5F)

These operations ore no longer conducted as a result of the 1
Kovember 1968 borbing halt.

TOP CRET H-55 Tab 3 to
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5e ooing Tespepnsl Tren or Serte, I (e )

{ Tartamce The T 100 ePes.oReren oy W T Orsarizoioom Lr oo
oot A A eanLare T Lliucyy morpeanr il ovim L oarce-ploll L soae
or :‘.e‘..clr ancd Emr:.r; S8 Lrms of Ly 0T ATIS LDICT ircm c‘:-:‘:.. I. Jrzmana
Loz eorgernzrg Lhe Laszos- of SMAMTC T Zoellatacs i o mlly reorices
o, Tersomnel Tl Lave 22zl 2T GelelTan, Ti.t 10005TA3T10M esnninaes
1o ve ebresely nericossle reczase fae TTRTC o e to g trisoners £29n
gfzer itne gisecdvery 37 rascairs personnel.  CorIdver, U'),/-’l:.llei 11its ere
reluslont t2 conduet recz sery operzirors cerced uoon uwnverified Lrformetion,
Anothiel probles ar the J277 effert e Yt US anzoe foel tae, mast ootoal

ved

oproval Tor emerations Iraa this or taed: aiioer pexdguariers rether taazn
reieligtely exploatang o2t information tie, hoave. Since regnonse Lime

-5 of the utmost imporic-ce, ootzining of aporzval e+wd the inherent
coorcanalioan eoziriottes 1o weloys an toe < recutaize of recover, onerations
ané Saerecy rinimires ine cagnce 2F success. UD/Allied fielé caands
heve been informed that t.igy shouald anitiate recowver; aebvion atain their
resnective AD's wher they receive credlole informatisn regerdinz the
locetion of capturec US/nllied personnzl.

ny

(2) Recormendetior, That more e:tensave guidance be gaven o
Us/ﬁ_uied comands. Cxr—eanaers shoulé again oe inf{crmed that they can
unéertake recivery operasissc on thelr o imtietive wtban tneir
respective AO's. (ACTICI: IACS0G-80)

3. (%87 PIDIrGS OC SOt CIOIC TEAN jgr)/
A

In addition to the Iindings of the CIICPAC OPSEC Team, the folloring
items mre considered cy the S0G CPSEC Tezn to oe cources of prior Xnowl-
edge to> the eneny.

8. Unauthorized Personpel an SC5 Instellelzons

(1) Finding. I=%24 duraing the CPSZC survey ~ere the visits and
presence of mersonnel sther than 500 memlLers al 5QG faciiities. Those
include US milltery ard cavilaans vho were elther performang construction
worh, sucn as Seabees zra engineers, or parsonnel imo had been invied to
tne facility by S0G perscomnel an on atterot Lo ootean lozistieel or edmne
istrative support. Freguently these personnel vasited the mess and clus
fecilities vhere operational) matters are sonetimes inadvertently discussed.

(2) Recormendat:zn, That only authoriced personnel be permitted on
S50G installations. V.eiis of unauthoriced personnel should be held to a
mini=un and only for officlal purpeses. (AGTIOM: IGACS0G-21).

TOR~SECRET H-R6 Mah 2 &~
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©. fegcers w0 OO0 faverpfl -
{1) Tanddi~~ T.cre evpears to ve p- J.y:m rtaraarl ag to a0 is

culhorirea ©2 tra e on O3 sorercfi. Domer @4 of A norsonncl ol
creGnds ©f 307 noclers oiter travel tinlle ower TO5 personrcl, Cefey

Oth Oneeial Toreers Crouwr meccenrel, are dcnicc oczess. 15 2Ssue ias
razsea by elicradt erevman at 10T Tlagat Detoe meri. AS 2 case in poant,
£ USi Cagnlain 4ravelled on a SCT C-130 froz I5% t2 Yha Tranzg in tne
eomany of & SO0 member on 23 Yay. This was titpessed oy OPSEC tesm,

(2) Pecomiendetion. That only 305 reavers cnd Counterpart
personnel be authorized to travel on SOG aircrafi. (ACTICH: IIACSOC-32)

c. BEmbassy Registered {"T" lurmbered) Vehicles

(1) Findings

(2) thile rot aindicative of any particuler oneration, the use
of "eivilien" vehicles py U3 military persoanel in uniform Qoes atiract
attention, an ciolatior of one of the basie pranciples of clendestine/
covert operatlons - emanymity. Use of these vehicles i3 necessary for
some activities, but each such vehicle should be justliied by the user.
Further, the use of blociis of numpers ties all of the activities wsang
such vehicles togetner, egpeceially true an tns faeld. IMost S0G umits have
several blzek T-numbered vehicles. Since Vornicles pronted end marked in
this manner are uncommon outslde tne Saagon erea, attenslon is drawm +to
those Igcalities using taem.

(2) Recommendations

(2} Tnat S05 veaicles in the Saigon area be painted OD and
narkad +lth approvrizte ![ACY buriper merxangs.

(b) That SOG vehicles in areas outside Soigon be painted and
marked similer to other =ilivary vehicles in thelr area.

{e) Taat vebicles driven by personnel requirei to wear
civilian clolbang ain the performance of thear daties be excluded from
{2a) aré (b) sbove.

(d) That further exceptions be reguested in vratang, citing
Justification.

(ACTTON: 1ACS0G-50)
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d. L af Tl enl Toem Mot Loare Tutis

(1) mpé1ry, AL of S50's lounch o te Zoell.iies re dacated
o aeSelIZAToI D Sock e 2y otasr UTASlacd wass. Thoenm TUEIINT S
5 thece sites oo £0 laracted thas 2 ) camil aofer er 3 UL ruo-. ity
car * _tecs Sae rioceor rocpmratior, pacsotely elros.btom, oo avhare
ori reeovery S 503 Seams, §osedver at re.ernt lzmawt slies Lasre as
2 mnorle_e of acenucie »odbectlr 2 oreraecc cover €5 accancoate £ooveral

"

{2} Reeyrmeadatio-, Thet launch rates lncated on installations
staer than 1T, be re-locnitzd to areas sonoralted for eroash {raz atrer
U3/ 11ed persomnel taat activaties at the leunch site cannol be ceserved
el that cdeguals cover ve ccunirucied ac cach locztina. (ACTICN:
ar ﬂsm_n"]‘

- 53).

e. identifiavle Air Assess

(1) Finda=g

(a) The composition of air msseis uszed for the insertion and
e:.filtrption of SOG teens cen easily be identified because of unique
aircraft and consnicusus earsullase marlangs. Irorr 86N and CCC end their
launca £ates cleck and preen VAT CH-3hc 2re ured as troop carraers in
eacr par asset package. At CCO and tne lsunch cites at Quan Loa and Duc
Co cemouflaged "huey" helicovters ere used as both slichs and gunsnips.
ThesSe aireralt are very consplcuduz end eesily identifiable because tney
ere the only ones markec in ihis manner that are used in the areas of the
laurcl. <ites.

(b) The seme nolds true for 503's fixed wang assets, 503 is
the sole user of black and green C-123'c and C-130's in RV.. If thcy vere
painted in the seme manner as other aircraft, they vouald not be as con-
epicuouns, Their dastinctive equipment is nollcezble only to the troined
osbgerver but anyone can notice the dllfferent paint. Crevw members with
whan this matter tas discussed do not feel that the night camouflage
characteristics outweign the conspicudusness.

(2) Recommendation. That air assets, particularly helicopters used
for cross-border operstions, be paanted and parked like other mircraft in
their base area and thear areas of operations. (ACTION: ILACS0G-32)

f. Clothang end Fqulpuent

(1) Fandang. A1l SOG RT's operating in the PF/OH AO's wear the
US jungle boot. Enemy dascovery of these distinctive boot prinmts hes often

TOP CRET H-58 Tab 3 to
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110204002 v el ogzvprso2ce 28 Tae Tgmz TITWTH wew. anl o £3.€ o O
Lem.e Zozir, =2 TN Foore ot toirletely crofvel up Lo 2roger clol L og
T "naabin 10 tnwe stoaT s o JU Sl wooto, bee Ter o osar e UG
Giow T 4oeloteirs, wlafoze-dntioblus 2 oz to Grizct dnear izertaly fiom

'8) Tepommar zTist.  Sa2U besre ce provaded elov-isg consistens
t2th trear eover -vg t-o. Sssrile footosar, el.g., Poobs tath tare trezé
soles, be 1ssued to sl TI5 teams coeratog 1 enexy held erees.  (see
pzra 2c(2), above) (2ITI0N. 1.AC303-L37,

g. Freguency of Cpersziions

(1) Fandang. Iz certedn arees of the SALZ' HOUSE AO, operatiors
ere condlctea €7 frec.e-siy, Jtilaming in cone ceses the seme L2's,
that 4he VA have ecplzi-ad effectave early varming systers in an attempt
to thuert these operations. Eaely cbservers on promnent terrain festares
cen fetect impending opersilons several minates prior to ansertion of the

tean.

(2) Eecoomerdatior. Tnat recornsissence operations in PRATRIE
B e
PIRE and SALZ.. S003z no's Je licmited t9 e certain nurber per month in any
given oase area. [(ACTICH: LIACS2G-35).

h. Insertaon Technicies

(1) Findinz. Diversionary fliznt routes are used by the nir assets
when lnsertang weens in fce SATI ZCUSE AO. Since the launch sites are 1in
close procaamty to tze terget aress, use of diversionary flaght routes are
not restricted by tee cparetizg reige of toe heliecopters. In additionm,
contoxr £lyinz erd du—= znsertlon alen deceave the enemy es to the ectuel
inserlon 7. In toe FLATEFZE T22 AC, poroicularly for those operations
launcpneé from Pau Bad ernd Taang Gri, use of deceptlive technigues is re-
stricten by eireral opsriting renge because of the distance to the target
area and altitude of terrain enroute to the target area.

{2) Recormerzztion. That leunch sites for the FRATRIE FIRE opera-
tions be located &5 close 25 passidle to the target areas. (ACTIO:
HAC30G-35).

1. Dividel Tomms.nd et CCC

{1) Tiadtrs. Toute il passes through the middle sf the 0SC com-
pound, efforaing d:cseriec:dn to lne eremy ol camp fortlfications,
defensive prsytaors, :gmsele fecilities, and balletang ereas, and en-

abling hin to ocotein an esticzte of the strength of the compound. This
TO ECRET H-59 Tab 3 to
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Y} mar.i-c. Thac ac relotes to peragrani e ard e, acove, an thet
¢ esuemtion Uy leirg wiuoual,
~

o1

1t chirac

{2) Tecomoncasisn, That ponsideratisn e goven Lo tle use of the
CIZ7 mateh oy e2%s OI7 o s US perconnel or wnat D pete.: be used,
{/CTICT: ATHON-3T).

-

Y. Buacesclva Fo-oris

(1) firii-s. Mecss are reguired to saznat three stestus renoris
plus a R3O repoet wa.l) "-nule on massion. Tweessive time on {ne air ang
excessive nureers of broadeasts facalitzie ene~y intercept awc for DF,

{2) Recoercetion. Thet toe vurber of recwired rsports oe redaced
t5 tone manbme era waat comsaderation be gisrer to esnszladozing the ROX

“ me-rey, LKL}

report waith one of the otuer siatus reports. {ACTICN: 1LATSI0-35).
1. Format Jdevorus
B . ———
(1) Tiatang. Teams are currently using fuxed formzis Sor redorting.
Use of a flred Jordat serves as an aid to the eneny crygtoznel rsts,

especlally 1l pordions of tne message Are unencryoted.

(2) Recarmenzatinn, Thet iaen Mxed formet reports ere used they

be fully enclyptea. (aCilCil: 11ACS0335).

. Use of 882

(1) Firding

a. Certain highly sensatave reports are being trezscitted in
the clear on tee 807 single side band net. FAC *reather renirts are a
prime evarple. hile e2ther reporis, per se, ao nob appeer to be haghly
sencative, taey can be used t> linx zreas of operations axd ers inarcators
of uvhether or not overations wall be conducted. AL trafific oa the OCG
s1ngle sade band net aust be cnerypted using the avealable lor level codes
and one time pads. The e<ception to this should be bona fide emergencies
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fame e oI Fasorold Sor cngipsiicn ¢o, 120als oin luegs oo Laves,

{L) Gelertion 2ri_ 5o 9f CTmaricioifZ veR1S A6 MO AT ACCOMEIroE
vt oo seewt o amretionz, 1ao, edsel voo ool estntaefticns
soder e glonor and Vecc peocace ar? peirI ngel 1y rrelerersc Lo more

2Usy tie lelfs ESC OO mL1Z ZIDAm LD oL MSre

SEPLL 59C.3 @ NRIIE JCCRUSY
con.enlem, The C05 cin,le cade cend res 15 Lne Jounme encoople of tims
vaolation., A elasciZiec vessege (o2l 507 aesstrnec sre clasmaf.ed) rust
be of Iane emcrypted, usir, ios Level codec and/s: one iime pade before
1t can ve 5ens vz tne cirgle side band net. This much rore time con-
cuzang method 1= used rataer than the sazple process ol typirg the
nessafe on & taletype for transmussis.,. over on-line-secure teletype
facilities. Adéatiomally, the single sade band net utilizes hipn
freguency propegetion and ic muen =ore suscepiivle to IFDF and trafiic
annlysis. Desmaite the sitherent advanteges of speed end secvravy LACDOG-32
personnel persist in using sirgle sice band commumications in preference
to teletype vecause the raddo roam i1s not nearby,

by

(2} Fecormendntian

(a) T™het a sccure ielebipe circuit be used as & primary means
of comnunicetaons, *men abailaple, and the zangle saide bano be used
strictly as a bach-up means. (ACTICI. 1IACS0G-35).

(b} Tnat, vhen cinglc side band 15 used, all traffic be en-
erypted ~1th the erception of bona fide emergencies wnen encrypivion time
could result in loss of life. (ACTICH, MACSOG-35).

L,

3) OrSIRVATION AYD CCITmT

The follwing topacs, "Nhile not sources of prier knowledge to the
eneny, are clozely reletea to operational securaty. These topiree are a
crvrlavion of caimenis haae oy Ley peisomncl of tae surveyed actlvitaes,

opservations by the OPSLC iecam, and mscellaneous related cormenis.

a. atsigred !'aantenance Persanncl

{1) Mn»ding. Tne 15th 5C5 receives 1ts meinlenance support from
the Jhth ainfevcnce Scuadron. Tt is Jelt taesi the overall security of
the orjamrzatizn tould be emnanced if malntcnance personnel were orgame
to the anit.

b, Civiliar Cover foxr 'oite 7 Personnel

{1) rarcin;., Personnel assazned to iouse 7 arrive in-eountry in

mnD ooroem v o £a _— e om
11U Do Lncd n=og.L 1ap 3 Lo
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=L, ehs el oo _zmzeniel s Iner tazae 2L, Tae poodgziierny 27
T ot oewd bl oL l_texr oealll be ¢ otiropxeo a2l 2 oovmes =27
= pr=ded bo To oo T e oroalemllloooTozoo b0 e o ,_,-C:"": ans
SThoe t o Tt gLy MY ozatllnar wofaas bl
12} Term~zar s~ .2 Thit petan Lo Yoz 2 woew L T ourke T
121257701 A5 Calenii o fo-or w0 demoxiang OO (PrTIT CALTO-10.

c. &eenleraled -2znz Ce-ediles

(1) Taplirg, 'z Tzmce laareh dates arc aoved bzel by several éns.
“aen this gecurs Lne faox ocdes Ot nave afded.nse time o1 rrenarelion,
~abenuiall; sesulsins L clotor Performence, possibly incremsed casuvalties,
seapordized cover torouzn reliance on marked naps (see pera 2a(8) ), and
less than corplete mission accomblashment,

(2) Recommens=z%22o+. That launch detes not be moved back without
soand justaficocion. (ool IIACE0G-35).

d. 8T Billets

{1) Findarsg. !5 3I tillets exist in mmy of the S0G field elements.
Tois matiter of concern to several units. SI mnterazal eould be samtized
y the zuthorirzed recipirest and passed on to others in the umt vho
recware xt.

(2) Becowmendet:on. That consideratior be given for the authori-
ration of ST billets et each SOG activity. (ACTION: TiAGS0G-20).

e. Mission Abortc

{1) rindins. T- sme eases teads vrezare for a launcn every dey
Sor arc lopg as o weel,, After a certzan period of time the indlvadual as
not psychologicelly rrezzred for combet.

{2) Recorrerdst’on. That conslderatior be gaven ts cancellinn
a rns510n after it aas -een 2oorted or postmonea once or twnce. (ACTION:
* ACS0G-35).

. Location of JZ=C

(1) Iinding. T=e fect that JPRC 1s co-loczted tHAth 500 Headguerters
and the fect that the assocainmizon between tne 70 is claszified SECOTT
Tresencs an avlevard situzation. If JPRC could Le re-locatea outslde
Zailaang 3, even af still on NACY I Compound, it eduld agentify tselfl

ne=os rap 3 To
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Lo Tzoumsi_ag 3t T o : o
L) -
b N - L L. - - - - . a-1 r ~ -
{1, Tirom=, T4 aF J2lo o e2rden g, o, petzomacl L ¢ M2l s 23
-
Tep A am e P I 4 - 4._‘. -
2535=3% 12 £ rag_telf LY TR 4G ACELGWL LMD I olizemcts WD
-~ — ' - —A- —_—- N - A.n - - e ey F) nJ- -
Joretazy 2 she' but 13 Tt 875 ca < . it is Jeit L o2t onerculons

5 LA

ould Le mach ¢ o2olle il ine U7 € Zetec st
tn~ eol to) 9l fatef, 007, situee BO7 Leactansicos troadesaotely stafled

to provaoc reguared cwall ecsaictence direct?y oo ute Dell

aaaragen coxeetl  areew

-

{2} "ecomme-"~t2z:, Tan. tre Peacatiliiy of elivinatan: ilas
L EAC AN T -
at vaaed,  (ACTIC *AUSCG-00

2 ACAUQUTI e

h. incongastent Caser

(1) Mrears, Tae esver story dr tie CZLT. EOUSE L0 15 that tae
tean raae £ navigeiinnal eérror end inedverive-tly strosea ecross the boreer,
"lore er, the teane are 27tar at-.;: ed 1n Sore.sp urilorme gl carr, Torein
mrezoons,  Tids as not conzastenl vauth the eo-er stez,.

(2) Recomendatis., T ot tiue matiter be e araned and the easer
stor; revised o» ilac tuozinf ebbtired 2nd eswrrmred An sacn e zanner &s Lo
corfarm o the e .dstan;, eover stors. (ACTICT: ;ACS0G-35).

1., CC3"C Tanecazior SC3 Commundeations 1s planning a vigorous
nrogramn o0 CCIZZC elscation.  Lneluwed ip thz miazran 1s a plooned
cormxsfecations officers eonference to deal s—t! counications »Drovleas
2nd the mrenaretion of docalente ol iastrvelion o nroviae guadance far
cormunacations systeos usacs,

J. Pedesirnetior of Urits, In uccoro.ance ylth miidance received from
Chief, SC\..", the suizces ol redesagnation of susordinate wiits vas ean-
s:.derea. Tm € & C Detecanencs vere cueracd on tae jmattes and thear

ments ere corsictent iath the collectairse cnanlon of the tesm., I
deeed necessery by Cnaiel, 306G to chanze desisnationz, tae £olloiarng
recxznendalions ere proposed!

{1) That the decigraiion of MAD nol pe caanged.

{2) Tnet, if the caoporents of Aar Coeratisns Group are redesiz-
nevel, the redesiznatior be aceirplisted esncurrentily 'ain repainting of
airereft.
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TOP SECPZIT

{7} That C & C Detachments oe Temeragmatee cr "2V Tears of the
€th Specanl FPorces Crovp &nd L.at tune; anc wic JCU - oo CIDD poatenes

or o pateals av all.

L. Faen, miion of 06 {vrrplaonal Qoo
tion of Tae C3TLT SCfad LT wowh Vo o OD L T
wa_r5 ar ooesationsl uniy, -2t Lrits acsiz e, et
Sugport.  T.e out-ol-coanTI, LUSSI0Y 12Ukl o0 ne2cstity reoan Maghty
clescified, pat 8 corer migsior could be esielliciee aleonp tae lipes of
concaelirg uaeonventional *orfa.e oneratio~t . oo 22975 ta= cocos ard
anserdes (orders 3f 0V.. 9dea & ckange in o Dioaci. 2ule provice at leasd
Larce moyor sdsantazes as vell os negatan: fone of too corments nenlioned

nave,

(1) The amoant of clessifiec matter wathan SO7 -ould be reduced
considerasly. Docuents clacsif_ed solelyr beceuse the, sho an operationszl
caparilzts or vecnuse they reveel an associatiol vet-een 505 and cuvordi-
nate actavoties couald Le declascifiec., Concertration could then be
brought €5 cear on docuzents relatins to tne clostilied mission.

(2) A sense of esprii de corps tould ve genersted. Subordinate
uraits, and taeir assignsd perzonrel, would have e zajos aeedgquarcers to
vhiea vaey eould openiy ard Ireely relate. Plagues, paiches, glasses,
and otner ssuvemrc cdwld oe disiributed ana dicplay=a opealy, cressin:
2 wait ecprdt itnat does not oy cust.  The vaelue of relataing to a major
umt haz oeen exerplificd tiroushout mlitary higtors. A emse 1n poinpt as
1' the IV am®, “emcers of the "Rir Red Cne" -reer thelr pateh 'rath prade
Loln 1™~axle assignes &né u on reessijmmeny. Thas sare ecprat couwld be
cererated vatbar S0G and 1t vouls no douet resali in nasher wrorale,
dmroveéd drseapline, and, hopefull,, on inprorea record of rmlssion
accmmlic 2ns.

{Z) Dfficiency renorts emd oerd citations eoaléd be wmaitien
accarately, eating tae ncesmpilsiiicnts of the ~ndivieual 1atoout he ing
to -mwzte the descripbion arounéd the cover story that has long since Leen
27T 27 aSed.

ACTIOT: lACS0G-02).

H, v, APTZEACT
lagor, USA
Tean Coprdasotor
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.y man f{arn —-
Tax Tus (303 - o7 oC7 -=rz)

il oign o2 A2ICT et rngut (U2, ieos, rerrel Roll

B T ——

evez) (G0O3-32)

2-32 rhrike (S0G-32)

Ce=.,odia (S0G-33 £0G wore)

orthitest ares of Leos {205-32)

74 seript anserts (S03-2 )

eratime treining operstions in I CTZ (S0G-31)
530G vord, S0G-35 Psyop materaal

12-121 flying psyop cissaons out of DNG/SGR (S03-32,

55:-33)

Ziversiopary prograr darecied ggainst the VO and I'VA an
Ce=bodia, Laos, and IV, Under tae Forae (C) program

{so5-31)
Czll for GCI at Udorn 5TAS, Thailand (50G-32)
JERC recovery mission (503-3%, 50G-80)

i5-135 refuelang tracks (also Red, thite, Blue, Tan z2nd
Sreen) (80G-32)

Sirslcton agent (S0G-3h)

{il[ui}
(h1(3]

isence, psyops and cross-bepch missions

Russaa (§0G-33 SC5 word)
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DUST COVER

LUEL BLADE

BEGGS
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Jeasd WIEE Alwdeag o0 ard)

- - LY ~n r L .
Dorare sl (leaflesr, o0 ziir, roa.os,
157323 007 rd)

- P S T
1S S fe- oo 3munaezn, T-1I72 (C0CZ-CC)

TAT mengrem for enemy LotessioTisHon LS

~- . EEN.] e LIR
Call sisn for Tiger Houra T {G05-72, o3:-7h)
€-123c/~1%%s assagned 9 200 {§2%-32 111 vord)

Czll sagn for ADCCC carirg ey wims {Iteel ~iger/
—arrel Foll peez) {805-32)

Cle machnacze for crogs-coxder oos ants Cemgonae.
See Selem rouse (SCG-3+)

Code word referring to erozs-beaca miss_sns conaucted
1n tne I FTV A0, (S5C3-31)

Use ol pesple saiffers (SC3-3L S --ori)
New --ord replaciny Difrost (S0G-31)

Drployment of DCPG resoarces 1n SZA for —urposes other
than £o ampede infll fro= V7 to 8™ (235-3L%

A ground obstacle to anfiltration

Alr supported artipersonnel sub-system of Igloo
Vnite program (S0G-32, S0G-3k}

Modular transportable sensor dete collection end
processing system (S506-34)

Replaced niclinexe Dye llarker. Ground sbstacle system
to impede anfll in RVE. Caxzpatible wlza Igioo Ynite
{80G-34

GLft vits (S0G-33 S0G vord)

0ld nlcaname for contaminption off verioas types of
Soviet bloc ammunition. See Ple Eean (S0G-3%)

H-66 Tab 4 to

Appendix H




Lo e E I L]
-4 e

AAm—ne f A
IS VIR

ICAVY HOGY”

JILLE30R0

HITCFZILER

HUIDCR(C)
ICE CUZES

IGLCO "7 ITL

I"CISTCIRE(S)

IVEFT
IR0 HAD

ITALIAD CRIZW

JLLLY BZAI'S
Lo

TOP CRET

MORI DoclID.

COTr .27 n 1o I5r—0y. 0577 ™ 922 A 228 NEs € v
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Py [
OC3 e2vert ano arcanst D C0I-In)

Dincocoorgyy op~ 2mpanSie 7T . LCllTe SUmeDUOLracs e
Eorc-‘.:%n:‘. Oodlesle) unler i’aotn'-;/-(,e’r pro_Tan
{scs-ct)

1A resupaly eoitainers (S05-3-

Canp Long Tnena {806-33 £03 ~jord)

806 C-123s (50G-352)

Call sign of APCCC during the dey (I4Z, Laos (80%-32)

805 -ord, scheduled personnel/logistic mirlaft
(503-32)

Psyops egmanst IV under Sootboy (C) (805-33)
Leaflets {50333 S0 word)

PCPG-eponasrea anti-infil prograr. Formerly lMuscle

Shocls (s0G-2L)

503 marsps in coordimatiap -4th Farkel Tuze 4o prevent
infil by sea into SVIT (50G-31)

Call sayn of GCI redar at "I RTA3, Thailand (S50G-32)
Anti-SA} mssions (506-32)

0ld nickrpme for conmtaranation of varisus types of
Sovaiet Tloc armunition. See Pole Pezn {S0G-3L)

tadl (503-33 30C word)

S0G navnl recon sctivitaes cgainst iVi® (SC3-31)
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Cozmurc st Chine (S0G-53 207 vor )

Air Cpooam IV 13 surpori of Taoico (8] (£03-32)

Soall e anvolharng Lnvirliiewion rdscio s opgainsc
oo, ADSO5 elements (S73D1)

Air s.prorted anti-vebicilar sus-syctes of the Igloo
Tiats poogre {00G-3L)

Czli =.gm for VIS radin lacetes 1n 30C-32 {BIC-32)
Forts “ietnan (803-33 850 - ord)
80G cpr an the D2 (50G-2k)

Notiezal agent teams in V1., under Forae(C)
progrez (S0G-33)

Cali s:zn for GOT radar at i3 AB (805-32)
Cu Lza Chem Island {50G-33)

Yarops in cupport of Fooiboy(C) ops an IV
Tormerly Plowman(C) (SC3=31)

5570 ccends-orgamdzation an IV under Footboy(C)

(803-33)

Peope's Froat Tor Sociel Progress, Channel “c"

(50C-23)

Rad-28 {S03-33 50G ard)

Proren Ly wiien verious ipes of Sovaet 3loc mmundtion
are cantamnneted and anseried anto W fXC-held areas of
Caz-o.2p, Laos and RV, Toror nicknzzes Jor this
progres vere EIDEST 507 ere ITALIAN C2TDN (5CG-34)
Pro_sct to incrininate orth Vietnpmesa personalities es
anil-regime, dissifoent eles eats; under Toraef(l) never
rmle=eatea (SC3-34)

Cross-korder gperavliens i1nto Laos (Sm-3lf)

Tab U to
Appendix H

570389




MORI DocID: 570389

e, hm s v L o .y M1 mmn
- o SO Toercuior W@ L Toe UV - Trog

'
i ———- - At T b, e e
ITLTIT OTIL S LR R S N SR o Stz e

~——— —e——
[ L

e e T
R VIFIRH SR R AL

SALTT BOUSE

SANITARIZS

STA DRAZOC
5Ll

07 TLAITS
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STIUTA

TALLY 30

TEAT DROP3
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TOoP CRET

favhymene, §eyooz erepdcects 3570082, CCh-I3)
ARDS 17 . L of Telly He area {S05-32}

Cross-lorder ops an Caxbowe, formerly Danlel Zoone

{805-2

GSPL redemption cowpons, W der For%rogra:r.' ot
esctive minece 1 lov 65 steradimm (S56G-23)

Tth Tleet comstal interdaicisor V of 17 degrees :

Search, Locate, Arninilate, and llomrors speclel mission
someiizes performed by the OOC Getachments (S0G-3k)

50G vord, I’A6 containers

Psyops bootlets (80G-33 500 word)
Sacred Sord Patriots League (505-33)
Papsandle erea of Laos (S0G-32)

Shoru-~terz reconnaissance and tercel ccogmisation teams
used far omeration in ! (£3-32)

Area c.iternéing Irom souther- border of I2IT to the s
southern corder of Route Fackage one (59G-32)

Tneapaciisting gas (80G-3L 005 sord)
Cormwaties for the Ho Cha jann Treil (503-33 SOG <ord)

Operataors -1111 se eonduetes L2 capturc POJ's and collect
collcct intellaipgence on PL/VC/IVA acti.xzies in the T340
or sInel satrorized aceas. Tac operatisas vall Le of saors
dwrataon, anu desarned to eccanplien sopmastieated
invelligence collection mascaions., Incigenous asents »o 11
e spotied, assessed, and recruated frow Cmeu #ol Centers
and P37 cozpoands an RVil.  Seang former VO/IVA, these
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hoers ops in I an supparl of Taotoor(C) progran
~ 1
(£26-34) ;

Tiretep rdssiszs (S05-01 )

-

In-country vleclh rropararda (D05-23
LY - -

Zrfil of pgert-alludans fcices in IV under Toras
{€) rrosram never imlereated (853-3L)

Returo IV fishermen to ST s pseuds-ageats (8503-31,
503-23)

€all sizn for the CCI radar at Dang Ba, RYI (S06-32)

Acft emprmnang electyonie datection ecuurment used
to Getect snu destray S, sites (S0G-32)

SAC srogram for re-locatiny IT-13%3 to Teives in
swsrt ol on anerecased 3-72 elfori,
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