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APPE!IDD h 

SLCUP.ITY, CCVEF: Ai D DECC?'!'IOI~ 

A~ERAL 
PART I. BAC¥GR0uU~ 

This appendix will cover the security aspects, passive 

and active, and cover and deception techniques employed by and 

in support of the various elements, activities and operations 

of MACV Studies and Observations Group. The sensitive nature 

of activities and operations conducted by SOG require stringent 

security procedures and policies for control and safe guarding 

classified information. 

B. ( ) DEFINITION OF TERMS 

l?curity 

a. 11easures taken by a command to protect itself from 

espionage, observation, sabotage, annoyance, or surprise. 

b. A condition which results from the establishment and 

maintenance of protective measures which insure a state or 

inviolability from hostile acts or influences. 

c. With respect to classified matter, it is the condition 

which prevents unauthorized persons rrom having access to 

official information which is safeguarded in the interests 

of national defense. 

d. Protection of supplies or supply establishments 

against enemy attacfs, fire, theft, and sabotage. 

e. A condition which results from the establishment of 

measures which protect designated information, systems, 

components, and equipment against hostile persons, acts or 

influences.• 

0ver 

aa Protective guise used by a person, organization or 

.7' P•>h11•at1n~, .m~, ".lr.~ Pun I" . Autr 1 Q68 

~ H-1 Appendix H 

/ 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

l2 

13 

14 

15 

16 

17 

18 

l9 
~ 

20 

21 

22 

23 

24 

25 

~ 

ll 
28 

ll 

ll 
31 



• 

MORI DociD: 570389 

installa:_c~ ~w prevent 1denti~ica;1on witn clandestine 1 

2 

b. ~!"-= e..~s ..... '7ec ident.ity and/or pJ.rpose t~roug.h \'lhich an 3 

undercc·e~ a€e~t c!sgu1sed h~s true ident1ty and/or miss1on.w~ 4 

c, ::easu.::"es aes1e;ned to provide security to plan, 5 

operat2cn o~ activity. Cover includes special measures 6 

taken to s~ield the real plan, operation or activity as well 7 

as to intensify normal security and passive defense 8 

measures.*&~ 9 

~~ntion. Activity designed to mislead an enemy 10 

by"manipula~ion, distortion or falsification of evidence to bh 
induce him to react in a manner prejudicial to his interests.* 12 

-~lita~y Cover and Deception. The art of causing 13 

an enemy or a potential enemy to derive and accept a particular 14 

predetermined appreciation of friendly military dispositions, ~ 

capabilities and intentions so that the enemy or potential 16 

enemy will react in a specific, preselected manner disadvan- 17 

tageous to hi~self and advangageous to friendly forces. 18 

Military cover and deception is patterned to reach and affect ~9 

directly the ene~y decision process at command level. The 20 

terms 11 cove::o" and 11 deception 11 are customarily used together. 21 

Cover and deception includes strategic and tactical cover and 22 

deception. The principle differences between these >ypes lie 

in the scope and importance of the operation plan they are 

supporting.• 

~ategic Military Cover and Deception. That form 

of cover and deception which is planned and undertaken to 

support strategic military plans and policies or to support 

national policies. It embraces cover and deception that is 

normally sustained over a relatively long period of time. 

It may be exploited on a worldwide basis, in collaboration 

JCS. "JCS Pub I" 1 Aug 1968 

23 

24 

ll 
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US Army, 11 D1ct1onary ot U:, Army t.erms· Att.,:~?u-.:::>, 

US Army, nTactical Cover & Deception(C)" FM 

.Tr.~ _ 11 .Tr.~ ?uh T" 1 Ana 1 Qfi.R 
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Nith other Gove:-m-.er.tal cepartrrte'"::s or at;encies, by th~ 1 

Der:a_ .. t"':'lent of Defense:, the i:ili\.c.P.:t Ser·~·ices, or the co:n.-Lan:Jers ~ 

of ~ni~~~d specif~ed cor~anjs, jointly or individ~ally.~ 

~ ~Entia~ Plan. The pl~n that specifies the manner 

in \''hich the deception story uill be oresented to the enemy 

or potentia enemy.~ 

Deception (Cover) Star;;. The intelligence estimate 

that the friendly force desires the enemy or the potential 

ene~y ~~~ulate as a result of friendly deception activities.* 

~ ~er and Deception I•1eans. Those methods or tech

niques used for channeling controlled information in support 

of the deception story into the enemy intelligence system. To 

3 

5 

6 

7 

8 

9 

10 

11 

12 

13 
be effective, these means must be of special interest to and 

under th~eillance of the enemy.• 

~ ~terintel1igence. That aspect of 1ntelligence 

activity which is devoted to destroying the effectiveness of 

foreign intelligence activities and to the protection if 

information against espionage, individuals against subversion, 

ons or material against sabotage.• 

) Counteresoionage, A category of counterintelligence, 

the objective of which is the detection and neutralization of 

foreign espionage.• 

~ Publication, 

--- _ _L 

JCS, "JCS Pub I" 1 Aug 1968 
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PART II. SECU?.IT~ 
A~IRECTIV:S 

SOG security activitl.es are governed by P.rrnyJ riJ.CV 

and SOG Re~ulatlons and Directives in the 380-Serles and 

other pertinent guidance. 

B~ESPONSIBIL!TY 
Safegarding SOG classif>ed information is the responsi

bility of designated officers and NCOs in each branch or 

agency and each individual who has possession of the in-

formation or material. All pe~sonnel assigned to SOG are 

responsible for the safeguarding of classified information 

which comes under their care. 

C~EA ANCES 

1. U S Personnel. All US personnel assigned to ~vG 

or to one of the operational control or direct ~upport 

elements must possess a security clearance for access to 

information through TOP SECRET. Personnel who do not have 

the required degree of security clearance are not made 

privy to SOO activities or information. Requests for 

security clearance verification or background investigation 

for TOP SECRET are processed through normal channels for 

all personnel assigned to sao. 

2~etnamese (VN) Personnel. Vietnamese personnel re

cruited to work or perform operational missions at one of the 

sao activities must also be cleared for exposure to classified 

information. 

a. Vietnamese military personnel are checked by the 

Republic or Vietnam Armed Forces (RVNAF) security organiza-

tions. Confirmation that these personnel are cleared is 

.. ,, 

3 

4 

5 

6 

7 

9 

9 
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ga~ned ~~~o~gr the Strate£lC Technical Directorate (S~J) 

Sec~~i~s Sec~~on. 

b. Rec~u:tMent o~ indigenous personnel for opera~~on~: 

reqt:ire-s"!;:s oertc;.l::tin; to SOG-35 (cross-border sroun.J 

operat.:!.cr.s) is the responsibilit:r of tr"Je Liaison Bureau 

At time of recru1t~ent, Liaison Bureau recruiters conduc: 

a liMited name check uith any reputable source available, 

local police, District Chief and/or any American intell~

gence units in the area. 

c. STD is responsible for recruitment of indigenous 

agent personnel for operational requirements pertaining to 

SOG-36. 

d. Several forms are used, for the various categories of 

personnel, to initiate Local Agency Checks and establish 

dossiers on each individual employed by SOG. 

(1) MACSOG Form 690-1: Civilian Employ Personnel 

Action (On file) 

(2) MACSOG Form 690-3. SCHRECK (On file) 

(3) MACSOG Form 690-~ Personnel Record Questionnaire 

(On !'ile) 

(~) MACSOG Form 690-6: Request for Security Check 

(On file) 

(5) MACSOG Form 690-9· Personnel Status Record (On file) 

(6) Vietnamese National Police Form TCSOG/~77: Finger 

Print Card (On file) 

1 
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e Civilian hire personnel, administrative, labor, cooks ~ 

etc; are cleared by SOG Security Branch through the VN 

National Police and the American Embassy. Guidance on 

recruiting, hiring, investigating, and clearing indigenous 

personnel is to be found in SOG Directives 604-1, 604-2 and 

690-2. 

TO~ 
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(1) All Filipino personnel are hired indirectly through 

Contract Number 5-70 with the Eastern Construction Company 

datel 1 July 1969. As of 20 August 1969, a total of 

~6 Filipinos are employed by SOG. Extracts from the 

Contract appear below: 

"Article V - SPECIAL PROVISIONS: 

"b ... The Contractor (Eastern Construction Company) 
will be responsible to obtain and furnish necessary 
security clearances, personnel passes ... 

"c. The Contractor shall furnish in writing to the 
Contracting Officer the name, security clearance, and and 
any other pertinent information if requested by the 
Contracting 0ff1cer ... 11 

(2) A prerequisite for Philippine Nationals to be em-

played overseas ~s a Passport. Prior to issuance of a 

passport, a check is conducted by the Philippine National 

Bureau of Investigation (NBI) to determine if the 

individual has a criminal record or any association or 

dealings with communists. No further criteria for 

security check or acceptance can be identified at this 

time. 

TOP SECRET H-6 Appendix H 
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/~T 
D6E~s 

l~o~:-trenta:.izat~o:o ~o rr ~!rtc:!.neo ;:it!1~n SOG to 

limit access to those pe!"sonnel t•ho hc.·•e a aefi[1i ~e need t.o 

knor1. * Cross-bo!'der elements are r"'a:"l':e.ined seoara te frorr. 

other, unrelated activ~ties and vice-ve!"sa Personnel in-

valved in Mar~tirne Operations have no need to knou of the 

cross-border effort and are therefore not informed of the 

operat~:~ 
2~J S~ecific, selected job assignments within higher, 

adjacent and parallel organizations require access to SOG 

l 

3 

5 

6 

7 

8 

9 

10 

acitvities on a need to know basis. These job titles and the 11 

name of the imcumbent is kept on the SOG Access Roster which 12 

is maintained current by the Security Branch. Positions 13 

appearing on the roster have been approved by Chief, SOG. 14 

DetaileC guidance is provided in MACV Directive 360-29, dated 15 

30 August 1969. (On file) 

E ~IEFIIWS AND DEBRIEFINCS 

• 1 ~OG 14embers. Personnel newly assigned to SOG are 

initially given a general security briefing. Subsequent to 

confirmation of possession of a Top Secret security clearance, 

the individual is briefed on the particular facet of SOG 

acitvities with which he will be dealing during his tour. 

Upon completion or these briefings, the individual completes 

the front side of MACSOG Form 6 (Tab H) and signs the briefing 

certificate on the reverse side. This document is then 

countersigned by the briefer. 

2 ~-SOG Members. Non-members, MACV Staff, flight 

crews, VIP visitors receive a combination briefing/debriefing. 

If the individual receives the briefing at SOG headquarters, 

he completes MACSOG Form 7 (On file) and it is countersigned by 

the briefer. If the individual is briefed by one of the 
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;;tSr;;oTE: Para II D 1 discusses compartmentalization. This was the 
case through tne tenure 01 Col Slnglauo (j Aug DUJ. ~01 ~avanaug" 
felt this was too restrictive though good security procedure. Ir
formation on the majority of programs now receive wider but still 
very limited destribution within SOG headquarters. Some progra-s 

* &§1:£nif: -~~p~~:~~~n:i:~~~~~~~7- ----~-~---~-,~--~J-- ---~ ~L~ 
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detach~ents, ~~ cJ~pletes r~csa~ Fa~~ 7 also. A seuarate 

brlef~ng cert::'"'~.:::.~e is pro\•iaed !'or personnel 1. ho llz."e no 

reason to l<no .. :.-,ar. the activity the.Y are be~n,£ brl.efed on is 

a oart ar_/as anythlng; to do uith, SOC. 

3~ ~-: .... :1 DePar~ir~ SOG. Person'lel Hho out-orocess 

through SOG r.ea::;.::;:u.arters receive an o!'al :..ebriefint; by Security 

Branch. The ~e:~iefing certificate on the reverse side of 

1 

2 

3 

4 

5 

6 

7 

11ACSOG Form 6 ~s executed. Two copies of l·lACV Form 144-R (On 8 

f"ile) are als: prepared, one for retention in the Security 9 

Branch, one co=y to become part of the individual's pe~sonnel 10 

records. Simi~~r procedures are followed for debriefing 11 

personnel dep~~~i&g from other than this headquarters. 12 

F~ERAT~::·;_: SECURITY (OPSEC) SURVEYS 13 

;. ~NC?~C representatives conducted an operational 1! 
sec~y surve:• of SOG during October and November 1968 and 15 

submitted thei::o :oeport· "Examination of Military Assistance 16 

Command Studies and Observations Group (MACSOG) Operations (U)," 17 

dated 1 Decembe::o 1968. The survey covered many racets and was !! 

considered or benerit to SOG. (TAB 1) 

~ i~~tial detailed r~view was conducted in December 

and January and a report of acttons taken and/or recommended~ 

regarding the cr::CPAC survey, was prepared 3 February 1969 by 

SOG. (T~~)D 

3~ Chie~, SOG directed an Operations Security (OPSEC) 

survey Which was conducted during the period 11 May through 

26 June 1969. Purpose of the survey was two-fold: 

a. To follow-up the CINCPAC OPSEC Survey of October

November 1968. 

b. To identify sources of enemy prior knowledge not 

:i9 

20 

21 

22 

23 

24 

25 

3E. 
27 

.?.! 
29 

previously iaentified by CINCPAC. This survey covered all ~ 

the activities and installations of SOG and includes not 
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ob:::.e.rvec. by the st..::.""'·rey tea.-; anc ca~. ... ent::: ..,c..de by h.er ve:-::=.:·-:-: 

of the s.u•ve~·ed activities. (TAB 3) 

a~Pc~IC'c sscuqr~Y 
~~tanain5 Ope~ating Proceaurcs (SOP), dra•n uo t 

eacH element within o~ supporting SOG, conta~n an installat~~~ 

defense plan. These plans show such things as derensive '~~e, 

minef1€lds, booby-trap and illuminat1on trip devices, fiel~s 

of fire and final protective fire lanes, weapons bunkers ar.a 

ind~vidual firing posit1ons, alternate and supplemental 

positions, mortar positions, bunkers within the compound, an~ 

emergency communication nets. These plans also specify ha\~ 

assistance such as artillery, air or additional troop suppc~~ 

is to be requestedJ as well as reports and points of coordir.a~ion 

required 

~ncluded in these SOPs are instructions on how 

classified material is to be destroyed. 

H-9 Appendix E 
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PAR:' I"'.:I 

DECEP'!'T011 ( COI'SR l ST·"JRIES P~':J DOClli•,E)'TA'!'I~ 

A. ~c= DE?I 'I'!'ION 0~ TS' S 

a((p;1!:.ACSOG Directive 380-11, SUbJ · 

S~ies (C), dated 17 August 1969, sets 

l1il1tary Security, Cover 

forth cover stor~es 

ror SOG and its subord~nate operational elements. The direc

tive ~s classified Secret. 

C~DVER STORIES. 

· Cover stories are used by SOG members in their contacts with 

personnel outside the organization. Unclassified cover stories 

are shown in quotation marks. 

1. l~udies and Observations Group (SOG): "Studies and 
Obse~io~ Group is a special starr section of Headquarters, 
United States Military Assistanct Command, Vietnam (USMACV) 
under the supervision of the Chief of Staff, USMACV. lt is 
responsible for the study and observation of joint or combined 
counterinsurgency operations of a comprehensive nature. The 
studies and observations include intelligence and psychological 
activities as well as combat actions that may involve any 
forces and resources of any serv~ce of the Republic of Vietnam 
Armed Forces (RVNAF) and USMACV. SOG is not an implementing 
agency, the operations it studies and observes are conducted 
by the RVNAF commands which have responsibility ror the areas 
of operations. 11 

2 ~rainin Studies Grou Cam Lon Thanh (MACSOG-38) 
"caJ1115"Quyet Thang is an Army of the Republic of Vietnam ARVN) 
Training Center operated by the Joint General Staff to train 
selected military and para-military units and/or individuals in 
counterinsurgency operations to include parachute and helicopter 
infiltration into remote unprepared areas, demolitions, booby
trap and ambush techniques, survival, and psychological 
operations against Viet Gong base areas and lines or communi~ 
cation within their areas of responsibility. Camp Quyet Than~ 
also conducts research tests and development activities in 
support of its special operational training." 

3~itime Studies Group (MACSOG-37): This activity 

uses the cover designation "US Naval Advisory Detachment 

(USNAD)," an advisory element to the Costal Security Service 

(CSS). 

a~" The Headquarters of CSS is located in Saigon 
and integral part of the naval forces of the Republic of 
Viet am. The northern district headquarters and its 
operation forces are located at the Navy Base. The basic 

TOP S~ H-10 Ann~nrliY H 
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r 
rus:::;ion 0~ :~-= -::::.s. is to p!'C"'l~S' :3eo::!L.~lt~· r .. n:· ter-ri to!"'ia:-.. 

and 

"2~~!'!:: ::_~...., ~...,.?.:-~~ enl~HIQ "'.:> ~,...~ .. ., lr~prn-:."J fl,...al.,.,~t 'Jenf' .... !"£:::11"\T] 

and in~-:~ a:~:- ~ro- tne t~a o~ 1'ie: ConG ;~ Port~ Viet-
nam (PV: ) :-::.f: :::- "::~:::-son::-Jel, ;..,oj of protecting national 
fishln~ c:::- ~: 1::- ~nes: a~ea: CSS operat~ons coTnlewent 
those a:' :. .... = -.-~~:r.a-.ese ,:::.v.s.: ,- ~mX -::'-:.r;::~ Nh::::l1 ca··mot. 
provide :~e :a~;e ereas cf c:·e~a;e o: !'ea~tlG~ speea that 
is provJ..::.e:. :r -;:_;e vc.riet; c~ :--c~o!" ua.~rol craft opera:e.J. 
by CSS. CSS ~:Ec ~~= es~~b:_s~e~ tre~ninb fa~ilities to 
t:::-ain boa~ c::-e ·s, ~.moor~ pe:-scnnel, and attached Vietnamese 
Mar~ne a"l.::. ":::~e"C !:::2..:!.'' per-so::-•·1el in spec~al amphibious, 
security, 2!i.:l !:;!"O'J'1::. reconn:::.:!..sse.nce operations in con
junction 1:1-:.!: CSS p~trol.s 11 

b. In event a ::a:-itime Ope:-ations (MAROPS) craft is 
captured b~· DRV Security Forces 11 The craft was a motor 
patrol era!'-:. of' the PT or Suif't Class, attached to the 
Coastal Se::uri t~· Service of t:1e RVN Navy. The craft was 
proceeding to a .search and rescue station in lnternational 
waters off ~he coast of North Vietnam when it was attacked. 
The practioe of stationing a search and rescue patrol craft 
in interna~ional waters off the coast of North Vietnam has 
been a no~~al u~ecaution since the advent of RVNAF air 
operations against north Vietnam. At last contact, the 
craft repo~-:.ed ~r.at it was under attack at a position which 
would have placea it in international waters." 

c. "USJ~AD. The U.S. Naval Advisory Detachment 1 s role is 
to advise and assist our Vietnamese counterparts in the 
following operations· 

11 (1) T!'aining of small craft crews. 

11 
( 2) Training of boat maintenance and support personnel. 

"(3) Training of anti-infiltration units to patrol 
coastal and delta areas of South Vietnam. 

11 (li) USNAD personnel additionally performs their own 
personnel, adMinistrative, logistical and other house
keeping funct1ons. 11 

subordinate elements have no cover story provided per 

se for local area contacts. Personnel are instructed to say 

nothing when queried other than they have a special mission and 

are not authorized to discuss it. 

were forwarded by CINCPAC in February 1967.• 

ru..f"'n:-;::---;"T:csr,..c, "Cover Support - u.s. Aircraft Employment in 
)," 25 Feb 1967. 

TOP Sg!~ H-ll 
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"r:·:-::::==:.r::? 4"'':"':=:··-r' 1 ::::::: .·:r s:_;r:- ..... Jq~ o-:;o . ._:,:-~
~' 0?t;Pr;r-~'i(}r';:,:l I~,? r-2?-:;: Jl.:!:F:CF\n?:' 

.,1 

' "I. r '!'~:O:"JC:'::i'J' . In C!'C.e~ to t:TC".:i.:::l~ f; .. q.a.a.rce !'C::" t:'S De!'- 5 
~o~m_:. e ... ;:::.;;-2::::: _r c~\ert ope:.,s.~l.C' ~ z.:;=._""s'... :.o::-':\1 1•:'..e'::1&i. [. 
(l~·\r_'), t.:,o:.- ~"'ollc\ ~n6 cove!" :tor.: "'=-s been ae•;:'..s~:::. :.t is not T 
ehoe::!r.e=. :nat. thiE star:• \ .Lll oe!"-.s.ne!l~:.~ ae~el\'e ti"'e E' 
O[!pCSJ.':io.,..,, but i-.: ..... ay a.:sccu!"c..;;e: the;:1 from orin;~r; public C. 
charges co~:e!"ring the operations. 10 

11 IV. Pt:"~Tr .. :::;.JT lOVE~ ST011Y ( S) TO BS DISSEi·ahlATED EY R=:SPONSIBLE 11 
OFFICES 1-;;t: I~;L;ICA'I'SW B~LO .. ': I2 

''A. General Press and Publ1cat1on I~aui~ies. T~e US Govern- 13 
ment will have no comment 1n connect~on with the flights. The IQ 
Governr:~ent of South Vietnam 't'till ignore any protest emanating 15 
from co~~unist sources. Ib 

"8. Inauiries Concerning Aircraft Presence in South 17 
Vietnam or 7h~1~and. lH 

"1. !~ACV. The aircraft are for use in support of US, 19 
ARVN ana F\·:!!A forces engaged against the Viet Copg. 20 
They are specifically configured for extreMely accura~e 21 
navigation and th~ir m~ssion is no different from that 22 
of other airlift forces. 23 

"2. HACTHAI. The aircraft are in support of US forces 24 
in SEA. They are specifically configured for extremely 25 
accurate navigation and their mission is no different 2b 
from that of other airlift forces. 2? 

"C. Incident Over Friendly Territory. 28 

"1. Cover Stor:v. 29 

Cover for USAF C-123 Aircraft and Crew 30 

11 a. The aircraft will carry US Air Force markings. 31 
The crew will be US Air Force in fllght uniforms. 32 

"b. If on a PSYOPS mission the crew will state 33 
they were on a routine FACT SHEET mission. ~ 

"c. If on a mission of transporting agent teams 35 
and/or agent cargo between SVN and Thailand, 3b 
the crew will state they were on a routine 37 
airlift flight in SVN when they were directed ~ 
to participate in a search mission in response 39 
to receipt by US control agencies of an ijQ 
international distress call from an unidenti- qr 
fied aircraft. ~ 

'ld. Team members, 1r £.~card, will report c. above. ~ 

"D. Incident Over Hostile Territory. 44 

"1. Cover Story. !!.2. 
Cover for USAF C-123 Aircraft and Crew. 46 

ua. Same as C.l.a. above. 

"b. 

~ 
If on a PSYOPS mission t:ne cre\'i Wl..l.l att.empL 
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to J~tt1so~ ~:ro~s ~Ete~~a:. !~ a~lP ~c 
,J~...tc.i.: ... .~u :-.J~.:~~ ... o~~.1.:.:. · .. ·.: ,......,_ . ~~2 ::s.:.:
tt\ey ~rr;re 01 rout:..re c:.._r:..Lf':: :'l .... sht \ '1!?r. •· .:> 

were a1verted tc ~a~~~t1pa~e ~r a sear~h 

miss~on in response tc 2~~e~pt oy United 
Statez Ccr~~cl; -~~c~~s cr ~~ !,tern~t1C~~: 
distress rLll ~~;~ a11 u~iaenti~!ed a!rcra~~ 
If undble to Jett1~o~ ?SiOPS nate~!al, the 
crew ldll state that t: Jey lJere on a rout~ne 
FACT SHEET ~lSS~on 

11 C, If on a rnissl.On of t!"ansporting agent teaMs 
and/or agent cargo bet11een SV.N and Thailand, 
the crew will state tney were on an author1zed 
search and rescue mission for US aircrews be
lieved downed in llorth Vietnam. 

"d. Team members) if aboard, will state that they 
comorise the search and rescue force and were 
chosen because of their linguistic qualifi
cation."* 

"INTERDEPARTMENTAL COVER SUPPORT TO NORTH VIETNAM 
OPERATIONS, US HIGH PERFORMANCE AIRCRAFT: 

"IV. PERTINENT COVER STORY(S) TO BE DISSEMINATED BY RESPON
SIBLE OFFICES ARE INDICATED BEL0\1 · 

11 A. General Press and Publication Inquiries. The US 
Government will have no comment in connection with the flights. 
The Government of South Vietnam will ignore any protest 
emanating from communist sources. 

TOP 

"1. Responsible Action Office(s), No comment by all 
departments of the U.S. Governmentcancerning operational 
missions. 

"2. Coordinating Offices(s). Not appl:!.cable- no re
quirement for U.S. Government press release. 

UJ.U, i:.tH .. .J... \ j_) 
Ltr COMUSMACV, "Covert Protection for Aircrews and Air 

Assets S), 31 August 1969. 
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11 B. !r::~.:.:-_.:.~ Cs:n':"e!"'ln- t_~ .::::--c-""'': Prf'~~-::-·1ce :!..1'"' 5:-·.~h 
u:_,~, .. :...., -::::: ~,: ~,.., 

"1. ·~- :" . The a.Lrc~=-
US, AR'Tt., ?' ··~ fo:oc..es en 
Thev are ~:s~ e~olo~ed a 
n1lita~y :~~~ets ln.fVJI 

t are ~or kS~ 1n suvoo~~ of 
a=~~ a~ainst ~pe ~~et Cop~ 

C:r::.!:; airc:·2.~!: a!='=--..-.~-::; 

11 2. ··-~~~ti The ai~craft a~e utilized in support of 
US nilit.=.!. operat1ons in Vietna"T, 

11 D. Inci:!e"'l': Over Host:!.le Ter~it"Jry. 2.' 

''1. Cove~ Storv 10 

Co•1er for US High Performance Aircraft and Crews 11 

a. The high performance aircraft will carry US 12 
Air Fo:!'oe r~arkings and camouflage paint. Crew will 13 
be US Air Force in flight uniform. IQ 

b. Aircrews will attempt to jettison resupply 15 
contai~ers. If able to jettison containers the air- IO 
crews l • .:!.ll state they were on a strUc:e mission into IT 
NVN. I~ aircrews are unable to jettison resupply IH 
containers, they will state that they were on an emerg- 19 
ency reconnaissance mission to locate downed US air- 20 
crews and deliver medical supplies and survival equip- ~ 
ment and that they did not know the specific contents ~ 
in the containers. nt 23 

"INTERDE!'ART!ofENTAL COVER SUPPORT TO NORTH VIETNAM 24 
OPERATIONS, CH-3 HELICOPTERS ~ 

"IV. PERTINEII:' COVER STORY TO B!l DISSEr-HNATED BY RESP- 26 
?1. SIBLE AC~:~' OFFICE ARE INDICATED BELO\;; 

"A. General Press and Publication Inauiries. The US 28 
Government will nave no comment in connection with the flights. 29 
The Government of South Vietnam will ignore any protest 30 
emanating from communist sources. 31 

"1. Resoonsible Action Office(s). No comment by all 32 
departments of the U.S. Government concerning operational 33 
missions. Jij 

"2. Coo:!'dinating Off1ce(s). Not applicable- no re- 35 
quirement for U.S. Government press release. 30 

"B. Inquiries Concerning Aircraft Presence in South 37 
Vietnam or "~ailand. 38' 

"1. MACV. The helicopters are for use in support 
US, ARV~MA forces engaged against the Viet Cong. 
are also e~ployed for use in Search and Rescue (SAR) 
operations for downed US and VNAF pilots in NVN. 

of 
They 

39 
liO 
liT 
li2 

"2. MACTHAI. The helicopters are utilized in support 43 
of air operations in NVII as search and l'escue (SAR) 1iif 
aircraft for downed US and VNAF pilots. ~ 

~)Ltr, CINCPAC, "Cover 
" FOOTBOY(C)" 25 Feb 1967, 

Support - US Aircraft Employment in 
Incl (2) 

TO~ 
/ 
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Ch-3 Ccve'~"' fo,., P._ircra~"'t a• ... C:-e •s 

''a. Tb2 CP-3~ hill c~~r~ ~3 P:r ?o~ce mark1n-t 
and ca~o~r:~=e oaint. C~e~ '':11 be US ~1r Fa~~~-~: 
flibht unifc;~.-

"b. If oueriea, cre\~S \'lill state th~y Here or:: ::. 
routine airlift flie;ht \t'nen tre~' .,.rere directed to 
particioa~e ~n a search niss1on initiated in resnonse 
to receipt b~ United States c ntrol agenc1es of an 
international distress call from an unident1fied 
aircraft. 

11 c, TeaM members will report b. above. 

"D. Incident Over Hostile Ter•ritorv. 

11 1. Cover Sto::""v 

CH-3 Cover for Aircra:f't and Cre\'IS 

••a. Same as C.l.a. above. 

,;.. 

"' = 

, -
-? 

l6 

"b. If queried, crews will state they were on an 15 
authorized US searc~ and rescue mission for downed US ~ 
aircrews. ~ 

"c. Team members, if' aboard, will state they com- ~l 
prise the search and rescue force and were chosen be- 22 
cause of their linguistic qual1fication. 11

"' .2::, 

b. Extracts of pertinent portions of these documents are 2' 

disseminated to subordinate operational units which possess 2~ 

or operate MACSOG support aircraft. 26 

c. It is difficult for the US Government to plausibl} ~ 

deny involvement in any air operation unless aircrews and 28 

air assets are thoroughly sterilized with respect to identity, 29 

origin and sponsorship. Accordingly, cover stories must 

be d~signed to reinforce the deniability position rather 31 

than to explain the presence of an aircraft and/or crew in 32 

a given geographical location. 33 

d. A letter ~as recently dispatched to CINCPAC, dis- 3~ 

cussing cover documentation and physical sterility for air 35 

crews and military air assets supporting MACSOG, to clarify 36 

and update cover stories and sterility guidance.•*This docunent }I 
:r..::'.•r- ....... r ....... t- pl:"O':'""~".,..oc: ':)J'ld ronn+ro~rH,..+-~n.,~, T"".:>~f'hP.c: ronni"'1U- ..,-

si~and makes recommendations to corrent deficiencie~ r.cted. 
~s bid. Encl (3). 

ill: Ltr, CDr•1USr~ACV, 11 Cover Protection for Ai:!"'creus and Air Assets(.S~ 
31 August 196~ (Tab ___ to Annex C to Appendix C) 
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1 

Spec1al Operat1o~s Augnentation, 5:h ~rec~al Porces Croup, and 3 

are 1aentified as sucP. Tneir MlSSion 1s to adv1se and oatrol ~ 

ui t h the Ci \ri21an Irr>egular Defense Grouo ( CIDG) on "in-country'~ 

miss1ons along the Laot1an ana Cambod~an borders. 6 

a. Should a team or any of its members be captured in 7 

.Laos, one or two cover stories is used dependlng up- B 

on the depth of penetration. The cover story is briefed 9 

for each mission and reiterated in the brief-back. 10 

(1) When the mission is being conducted in vicinity lh 

of the RVN/Laos Border, VN personnel will claim they are 12 

a CIDG patrol based at the Special Forces camp from 13 

which they were launched and have become lost. The US 14 

personnel are Special Forces advisors on a patrol which 

became lost and they do not know the location where they 

were captured or detained. US team members are in-

structed to give only that information required in 

accordance with the Geneva Convention, narne 1 rank, serial 

number, and date of birth. 

(2) When a deep penetration mission is conducted, the 

VN team members claim they are on a body recovery mission 

resulting from an aircraft crash Destination of the 

downed aircraft is specified to have been Thailand and 

the total number or personnel aboard is established. 

US personnel again follow the guidance as stated above. 

b. The cover story for operations in Cambodia is that 

the team is conducting anti-infiltration patrols on the 

South Vietnam side of the border. No acknowledgement of 

conduct of cross-border operations into Cambodia will be 

made.* 

~g, JCS, 5937/DTG 22195~Z May 67. 
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n;::: .is =.. ~I _etna;""le:e ra.::.ic s':.E.!:ior c:;--e~<:!.':l.ng lP1'ie!' "c:l.e 
! l~!~t~~ c~ Jerens~, ?enL::!: or 1!e:na~ It ~as tt 10 
tre..:-d~-~~:e ..... :!.:J.::a.'~lC"'S "l.ea::" ::..;..;:. ··~1~~, oea.., to ?•ort!1 V~e-::·-.s.-. 

T~e stu~~os are lo=ate~ 1- :~!~on ~re!'lCa"l. c~Jlllar 
ad,•iso!"'s are fllrP:!:::-lea ir ::-:-co;.:!'am:.l'"'b -r.ana~ement, suro::..,y 
and ~a~r.te~ance, an~ G::"ca~~=s~!ng to previae ~ec~~ical 
gu.:!.:!a ...... ce. VO? prc;;ram:n:.ng; a.:..-~s at Reoorts on the pro:;::-oess 
made u~der democ~acic an~ f:-ee rebl~es 1n So~th Vietna~ 
(SV:l and Cc-r .. -mnlst do.,ina~== countr1es, pro:noting unde:'
sta.ind:!.n;; ana relationsh:!.ns oetween people in NV!l and S\";, 
and builain; a listening au~ience through an entertain~n~ 
prog~a~ of scheduled music, drama, features, news and 
co":linen~ar:,. * 
~Airborne St~dies G!"ouo OIACSOG-36): This activity 

uses the cover of a Joint Translation Center (JTC) whose cover 

story is as follows 

"The Joint Translation Center translates techt.ical material 
for tne AG Transletion Division **The JTC employs Vietna~ese 
and US civilians and military as translators, typists, and 
proof readers for French, English and V2etnamese publicat!ons. 
The JTC performs only those translations assigned by AG 
Translation Division bu~ does work directly with those 
organ~zations requiring estensive translations on a 
continuous basis All ~ecuests for translat~ons ~ust be 
personally approved by the liACV, AG Translation Division." 

In general the "covers for action 11 are predicated upon 

17 

18 

mission requirements on a case-bycase basis. In the BORDEN(C) 29 

program, US and Vietnamese personnel utilize the cover of a 30 

hypertension study of selected prisoners of war in their 31 

contacts with Allied agencies. 32 

8~o1nt Personnel Recovery Center (JPRC) MACSOG 80). 33 

The' fact that the JPRC exists and is part of MACV is unclassi- ~ 

fied. The fact that it is part of SOG, however, is classified 35 

SECRET. Within SOG it uses the cover designator Recovery 36 

studies Group, (MACSOG-80) and uses the same "cover for status" 37 

as that prescribed for Headquarters SOG. 38 

irective, MACSOG, "!Ulitary Security, Cover Stories,"l7 Aug 195 
~ 

7~ h-.1, 
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querte!"s 3::JG 

10. ~::oort ,...c.~~,~ t-\ ' 1::,.1-: .... ~·-
SUPPrG" h~s ~o cover story per se Qpe of t~e rissions cf che 

Commanding Officer, SUPPFAC is to conduct liaison \lith Task • 

Force Alp~a and this is the story used locally \ith no went1on 

being ~ade of the classified rn~ssion. 

l~. ~nkey f~ountain Forward Operational Base (Mf>!FOB) · 

M~WO~cup~s the same compound as USNAD and utilizes the 

same "cover for status" as USNAD. 
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~-
PAR~ :v. E~UIP,,r

A~f-P~1'9Ii:UTABILI'!'!' 
Guiaance for ccvert and/or clandest~n~ operat~ons 

conducted by the U.S. Gtvern~ent has stressed the need for non-

attr"butab111ty to afford our government plausible denial. 

Before and since activat~on of SOG, requirements for equipment 

and material of this nature have been extensive. Listed 

below are type items wh~ch have been procured which have no 

identification as to place of manufacture and which could be 

identified >rlth Co:'ll1lunist Bloc Nations, or with the VC/NVA. 

Foreign Weapons 

Toilet Articles, Se>ring Kits 

Sleeping Bags, Hammocks 

Lensatic Compass 3 Protractor 

Sheath Knives, Ring Saws 

Wrist Watch, Stop Watch 

Radios, Batteries, Flashlights 

Cigarettes, Lignters 

Uniforms (including all items) 

Web Equipment, Rucksacks 

Medical Kits, Litters 

Nate Books 

Fishing Kits, Nets 

Parachutes 

Mess Kits, Canteens 

Nast of this equipment was procured through one of three 

channels; the Counterinsurgency Support Office (CISO), or 

throu~al purchase. 

~5) ~MUNICATIONS 

~The VC/NVA have displayed a high capability to in

tercept, understand, DF, jam, and exploit transmissions. One 

of their jamming methods is simply to tune a portable transistor 

radio to same music, key their set (probably a captured PRC-25), 

and transmit the music on our frequency. 

~voice cipher capability has been devised and is 

now in use far the first time. The equipment being used is 

from the Nestor Family of devices. They are known as the KY-28 

2 

3 

6 

7 

8 

10 

11 

12 

13 

!i 
15 

!.§. 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

(far aircraft mounting), and the KY-8 (far fixed station use). 32 

~ompatible radios used for vehicular or fixed station 

/ 
~ rae11os 
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48, !,S apd 12"5. ':"}-lc voice cip'le:r syster ewes not. put cut all 

e.uO::~ble slgna..!. .-:-.:!..:::h the enel'y can 11-=c..:-,. there.fo!",. !"e :annat 

i'l!'lQ c. freque:;.:: ~c intercept, j a:"", C::" DF SQG has been blVen 

its o1.n randu"'"~ ~:eJing system. T'nere are so many oossloilities 

to this syste~ t~a~ it is believe~ it would take 35 lears of 

concentrated ae:~p~ering work to arrlve at any one day's key 

list. The majo~ drawback to the tactical field components is 

their weight a:1:; bulk. Weight of the PRC-77 is 22 1/2 lbs; of 

the KY~3y3 l/2 lbs, total 46 lbs. 

3/J A follo>~-on system of voice cipher devices is called 

the Saville Fa.~ly, The KY-61 will be ready for tactical field 

use in the near ~uture. The KY-61 is built into a package 

about the size of a pack of super-king size cigarettes. It 

will have its own ten pound transceiver built by RCA. 

4~ minimize the enemy's opportunity to either inter

cept or DF the signal source, another possibility being looked 

into is a C\1 Bu!'st transmission system. This will be a 300 

word per minute tape recorded system using the GRA-71 (electro

mechanical higr speed keying device). The PRC-748 single side 

band radio may be the component set for the burst system. It 

will be or part~cular value for long range patrols having a 

transmission capability of 1500 to 7000 miles depending on 

pro~er .. L propagation. 

5~~) The KY-3 Wide Band Voice Cipher Device for telephone 

systems is in use at two SOG installations; two at SOG Head

quarters in Saigon and one at CCII in Danang. The KY-3 permits 

secure voice co~~unications between SOG and the various 

headquarters with which SOG deals. 
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yk 
•- C. uG"rrlCRAF':' 

7 
EOUI?m:l'T 

The C-123 HEt..VY POOY c..r.d C-l3Cl CQ;iBft':' SP=:AR aircraft 

1 

" . 
3 

supporting SOG have ce:"";:;c..iP :::c1 -.?:J'..ll.i:'-.ent ..,o ... mte-c! ~::>Oara F.-.!c, ~ 

enhance 'their capabil:..ty to sur:i\·e in a hos:ile environ7e:·1:. 5 

SomeZ:=f thi equipment is hsted ana its use specif>ed bela·.··· 6 

1. Harning Receivers that inform the crew that radars 7 

emp eyed for AAA, SAM, and/or Airborne INtercept have locate~ e 

the aircraft. 9 

~rning Receivers/Finders give visual and aural 10 

signals, relative bearings from which the received signal is !l 

emanating, signal types, and signal strengths. 

3~eceptive Repeaoers which provide protection from 

attack by ground based conical scan fire control radars and by 

righter aircraft employing conical scan Airborne Intercept 

radar.#' 

~) Chaff Dispensers which create false targets for 

confusion and "break-lock" assistance against radar. 

5~Tape REcorders (seven channels) which record inter

phone conversation, comMunications with the aircraft, and 

various threat signals for later analysis. 

~HE NIGHTINGALE DEVICE 

Nightingale is the nickname far a battle noise simulator. 

The battle noise simulator consists of a basic small arms 

12 

13 

14 

15 

16 

11 

18 

19 

20 

21 

22 

23 

24 

simulation panel and additional pyrotechnic devices. The panel l1 

is a wire mesh screen about two feet by three feet in size to 

which approximately 115 MBO firecrackers and cherry bombs are 

attached. Initiation of the device is by Ml chemical time 

pencil. Time fuze is so connected to the device to give about 

seven minutes of simulated small arms fire after the pencil 

26 

21 

28 

29 

30 

ignites the fuze. The simulators are designed to be waterproof 31 

and const~ucted to permit freefall airdrop. It may be delivered 32 

during a dummy ins2rt by helicopter or high level parachute 

delivery.~ uses about 100 of the devices per year. 

TOP S?~ H-21 Appendix H 
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S.{Ste,,s a:-e built into certa:!n of t'le 

equ~p1ent presently in use and/cr eApected to be available 1n 

the the near future. In addit1on to these various electron1c 

cipher"ing devices, the uational secur1ty Agency (HSA) has 

developed several code systems for use in passing classified 

inforr.1ation 't'rith unenciphering voice transmission equipment. 

They are used with radio and telephonic equipment. These are 

lo\<1 level codes known as USKAC - codes and are designed to 

pass informat~on concerning personages (USKAC-23~), items, 

installations, and coordinates (USKAC-199). Encoding and 

decoding sheets are made for each day and must be changed 

every 2~ hours at midnight. 

B ~DE _l:IORDS, NICKNAMES, AND SOG WORDS 

l~efinitions 
a. Code Word 

(1) A code word is a single, classified word, 

a classified meaning and allocated by CINCPAC. Used 

specifically for security purposes. 
(2) Documents containing code words will be 

classified and marked according to the higher 

classification on the information contained in the 

document/message. If the information is unclassified 

the document/message does not automatically cause the 

document to be classified TOP SECRET or SECRET; 

however, code words used in conjunction with their 

respective meanings, implied or specifically states, 

cause the document to be classified TOP SECRET or 

SECRET as applicable. 

TOPS~ H-22 Appendix H 

7 

l 

3 

L 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

~ 

16 

17 

18 

20 

21 

ll. 
23 

24 



MORI DociD: 570389 

--- _ _L 
~ ·-

t ":c•:...,~-~. f. :-.:-.:_ 2.- e is a ccm.::nP..:::.: :.o·1 :.~ t• c 

e.:.-:..:"!..:.s~rc.:.ive conve:-.::..er::!e. 

i: be used., to actae;·e 2.. security objective. 

-.· 

c. SOJ ~.'c!':::l, One O!' t•to unclassified words 1 assib!:..=:. 

a class~fiea or unclass~fied meaning for use only \i~:-

SOG Headquarters and s~bcrdinate elements. Allocated 

b~ indivi~ual staff sec~ions.* 

~urrent List. A current list Code \lords, Nickna::es, 

ana SOU Uo!'ds \'lith their classified meaning appear as 

Tab li re::'eto. 

i un Directive, MACSOG, "l:ilitary Security, Classification 
.~··!~6 (TJ'. 3Rn.1? ~ qa~+~~h~r 1069. 

H-::t":l A nnf'>n~ -1 •, t: 
~ ~a"+o~ho~J10~n 

··~t"-u""-"' 
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PART VI. 

\'tide .e.nc variec. as the 1""1ag:...r.atio!1 of -;;r.e le=.:;.e:--s pa!':ic:iJG..:J.:-1; 

in a given prograrr1. Some of the techn:..ques e..,:::::cred oy t.:1e • 

various elements of SOG appear bela\\', 

B ~ROUl'D ELEt4ENTS 

~reDaration. In preparation for departure on a 

cross-border or in-country mJ.ssion several steps are follo\'Jed. 

Uniforms, weapons and equipment are prepared an~ inspected to 

insure adequacy ror the mission and non-attributability. 

Often, the::e \'Jill be enemy 1 terns. Weapons are test-fired 

and radios are confirmed operable. Rehearsals of the mission 

are conducted on terrain similar to that of the mission area. 

2.~riefings. Through briefings, study of maps and 

aer181 photos, discussions with other personnel who have been 

in the same area, and rehearsals; US personnel of the recon 

naiasance teambecome very ram1liar with their area of operation. 

Vietnamese team members are briered on the exact target area not 

more than 2~ hours before insertion time. This takes place 

after the reconnaissance team has been sealea in its isolation 

area. 

3~econnaissance. An aerial visual reconnaissance 

(VR) is conducted to make final selection of the insertion 

l 

::. 

3 

6 

7 

B 

9 

10 

11 

12 

13 

!! 
!2. 
16 

17 

18 

19 

20 

landing zone (LZ). Primary, alternate and, often, secondary 26 

LZs are selected~ These landing zones must be at least two !2 

km apart to preclude mission aborts as a result of ground fire 

from a single weapon emplacement and/or rapid enemy reaction 

time Care is exercised during the VR to avoid co~promising 

ll 
29 

30 

landing zones or anticipated routes of movement from selected LZs. 31 
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sucn tning~ as re~ovin~ sh~~Y ooJec:s, rc~uc~n~ ;ater:~al 

\:hlcn rrie;ht bar.g tosether, personnel \:itr.: ccl::ls ar'ld :bere:'O!"€ 

subject to sneeze or cough, etc.), us~ng camouflaGe paint 

stlclcs on e~ posed skin, and caiT'CUflagea uniforms. 

5.~sertions. Insertlons are made at varying times 

during the day For a period the trend was to insert at last 

l~ght to give the team the protection of darkness almost 

e 

9 

10 

immediately. Of late (September 1969) the desire seems to be 1! 

to insert as early in the day as possible to give the RT 

maximum time for orientation and movement away from the 

insertion landing zone and to enhance extraction should it 

become necessary. 

6. ~OK Report. Upon entry via helicopter, the initial 

"Tea~K 11 Report and communications check is conducted. This 

report comes within 15 to 20 minutes after insertion and acts 

as a release for the troop-carrier helicopters and supporting 

aircraft. Until this report is received by the Forward Air 

12 

ll 
14 

ll 
16 

17 

19 

20 

Controller (FAC), the supporting aircraft rema1n fairly close £1 

at J:and should 1t be necessary to extract the team due to ll 

comprise or injury. 

1. (~eceot1on Technigue. A deception technique emp:oyed 

at t'~ of :nsertion is to put two RTs on the same LZ at the 

same time. The two RTs move away from the LZ in more or less 

opposite directions. ln event that one of the teams come 1n 

contact with the enemy and is unable to evade, that team moves 

to an LZ for extract. The enemy is expected to believe that 

23 

24 

25 

26 

27 

29 

the normal one team was inserted. The other RT continues its 12 
32 assigned mission. Another technique is a form of stay behind. 
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slate~ ~c~ a re!&tively unco~tested e.trac~ =~ 2~~ther tea~ 

:'he 1:--s.;::--: te2.- :--aves off the !.2 ard E:te.~·::: cor.cee.led ana quJ.e't 

fer a ~e~::d cf :istening an~ ob~ervation tefo~s ccn~1~u!~£ on 

its -!sE!=~- ~~is technique ca~ alsc be ~se~ tc init1ate an 

a~b~s~~:~e~ capture patrol. 

8~) ~~-~~,cations Deceotion. Commur.lcat1ons deception 

is so""~et:..,e acc~.,olished during insert by putting a Fortrard 

Air Cont~olle~ (~AC) or a transmitter at a dummy insert point 

a consiae~able distance from the team's area and broadcasting 

a high q~antlty of dummy radio traffic. The inserted team 

practices proper radio procedure and holds radio use to the 

minimur-:~. 

gro 

) For~<ara Air Controller (FAG): While teams are on the 

the For•ard Air Controller (FAC) aircraft never flies 

directly over nor does he orbit the point at which the 

reconnaissance team (RT) is located. His most desirable 

position is app~oximately one mile from the team on the ground 

·n an area which a~lows good communications with the RT and 

the ~obile L nch Team. 

10. S) Initial Movement. 

rapi ly a~<ay froM the landing 

Once on the ground, the RT moves 

zone (LZ) on a predetermined 

azimuth other than tbe ultimate desired direction of movement. 

This initial movement is selected to afford immediate conceal-

ment for the team and to throw the enemy off as to the true 

base direction to the team's target area. Numerous direction 

changes, back-tracking and other deceptive maneuvers are 

accomplished as the RT progresses through its assigned mission. 

Rally points are selected and announced along the route 

of march. 
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tearr. otops, rana~ns s!.~ent, ~ister_"-;;; for &.s rruor. as a" hcu!, 3 

then caut~ousl~· cc:1du::ts sncrt-:-.s.nge recoi:re..l..s.sance e.ll the 4 

way around the RO·l position. R.c;,· pcs!tio:-.s a:-e o~ten sele:::~.;::. 5 

in heavy brusn areas to n.Lni"l!ze sur:=.rl..se c..tt.acks. No firr1 "' 6 

procedures are established for security in the RO~: position. 

Each team leader determJ.nes vrhe.t measures will provl..de his 

RT the best protection. Claymore mines are often emplaced. 

Concensus seems to be that team members are kept within arms 

reach of each other during the night so as to preclude havin; 

to move to get the whole team alerted. So~e RT leade~s main-

tain one man awake throughout the night, others require 50~ 

awake. Team members wear their equipment while they sleep ir. 

the RON position. They do not eat while in the RON position. 

Shortly before first light, the entire team is awakened and 

alerted. They remain in position for a period (perhaps an 

hour) of listening silence before continuing on the assignea 

mission. To avoid establishing a pattern, teams may move out 

of n before first light. 

Movement. Night movement is necessarily 

slower than day movement. SlO\'I'er movement allows for periods 

of listening and more caution to avoid making noise. When a 

team recognizes it is being pursued, a method used to discourage 

and deceive the enemy is to throw g~enades in the rear of the 

team's movement, then to the front as far as possible, as 

direction of movement is changed. Normal reaction for 

personnel attempting to evade an enemy at night is to move 

away from sounds of explosions With this in mind, teams do 

just the opposite to confuse and deceive the enemy. 

TOP~ 
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2 

t~e Co~~and a~~ Control (C!C) Det~c~~e·~~s. Othe~ t~an the 3 

1~1~~~1 'Teaw 01 '' Rercrt, 1'rom cne tc three ccrtacts ere re-

qu.irea daily These contacts m~st lnclude tear locatlon, 5 

condition and intention Spot contacts are nade at anyt1me tPe 6 

team has nomething s1gn1ficant to report. Radio contact frcn 7 

the RON position is avoided unless a state of emergency exists. 8 

This precludes an enemy nith electronic direction finding 9 

equipment pin-pointing the RTs position. l~essages are en-

crypted in accordance with the Standard Operating Instructions 

(SOI) and transmissions are kept short commensurate with the 

amount of traffic and perishability of the information to be 

10 

ll 

12 

passed. Teams orten carry the recently received AN/PRC 77 li 

radio. In conjunction with the KY-38 voice enciphering equip- 15 

mentJ these radios afford secure voice transmission, thereby 

permitting more derinitive reporting without the necessity for 

encryption. This equipment is compatible with equipment 

mounted in Forward Air Controller (FAC) and Airborne Command 

and Control Center (ABCCC) aircraft, at MLT sites, and the 

C~C Detachmen 

Movement. Again, the team moves away from its 

RON position on an azimuth somewhat different rrorn its base 

direction to the target area to throw the enemy off. Tbe last 

16 

17 

18 

20 

21 

22 

23 

24 

man in the march column is responsible to wipe out tracks made 25 

by the team. In certain areas teams are authorized to implant £i 

non-attributable M-1~ mines with self-destruction devices, 

times and/or booby-trapped Claymore mines or white phosphorous 

grenades, and CS powder to discourage trackers who may be 

27 

28 

29 

trailing the team. The CS powder has been used to throw orr ~ 

trackers using dogs. 31 
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Van~a;e po~rts ~re 

se:e::e= · ~1c~ per~~~ go~~ cbee~vat~o~ of tne target a~ea zn~ 5 

also ~=-:::'-~': covere.J., ccn::ealeo.. ro:..:.tes of i'rithdrawal from the 

tha~ ~::-.:!.:.1 appears on the rrao and \'las stud1ed in previous 

rep~~~s ana plans.* 

l5~EYtract1o~. In preparation for eAtract1on and 

durir.; t~e extract ope~ation tea~ personnel are not permitted 

6 

8 

9 

10 

11 

to le-: 't!!eir guard do'lm or relax. The team leader maintains 12 

cont:!."l:JOt.:.S radio contact Hith the extraction helicopters and ll 

the ~se of call signs is eliminated to shorten transmissions. 14 

Teams often put out Claymore mines on likely avenues or ~ 

approach or oriented in direction of known enemy locations. ~ 

These ::1i~es 11ill be detonated at a prescribed time, usually 17 

imrr,ediately prior to the extract aircraft coming in. Forward 18 

Air Controller (FAG) is notified before the detonation, 

C ~=:LlCOPTER WSERTIOIUEXTRACTION TECHNIQUES 

~ 1. ) Visual Reconnaissance. Prior to insertion, an 

aerial visual reconnaissance (VR) of the operation area is 

]9 

20 

21 

22 

per~C~Jed. \Then possible, VRs are accomplished using Forward ~ 

Air Controller (FAC) aircraft to allow both the team leader/ 

unit cc~~ander and insertion helicopter unit commander to 

recon the landing zone (LZ). Visual reconnaissance (VR) 

aircraft avoid orbiting the target and bringing enemy attention 12 

to tha~ area. FAC aircraft are a frequent, normal sight to 

the ene~y and off~er less probability of compromise. 

2~and1ng Zone. Land1ng zones (LZs) are not normally 

hit•with preparatory fires which might cause enemy interest in 

* ) I\:JTE ThP RT Leader's Handbook contains a chapter on "Tracking 
and use of Human Senses in Obtaining Combat Intelligence. • ~lucn 01 
this information is applicable to ground security techn~ques. 
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~l~h preparatory f~~es, ather aeceptic~ tec~~!:w~~ a~e 

follot· c~eparator:, !'ire:; inmedi&t.eJ..~ cr a:!:•e dc::.a: c..:. severa: 

days r:hile ~:tte!"'~st is shL.wn in ether a~ec..s b~' a.:.!'craft. ac~ivities 

3. {;15( Enemu Procedures, The pr.ili.a!"y goa: or;, any infll

tra~ is to insert a team safely on ~ne g:ro'..!!'~~, undetectec.. 

A basic understanding of the enemy capabilit~es and procedures 

described belo-w is important to successful com"Cl~tion of a 

mission. 

a. Landing Zone Watchers: Consists of positioning 

1 

3 

5 

6 

7 

8 

9 

people on or near obvious helicopter landing areas. They !! 
may be local militia or well trained mill tan· troops. 

They report the landing oy radio, gunshots o~ other 

signalling dev~ces. They will wait for reinforcements 

while tracking the team 

b Sl<y Watcners: The enemy positions peoole in trees 

or high points of ground at strategic locations throughout 

his area of operation to detect, flight-follow, and report 

airc!"aft. 

c. Radio rr.pni taring It must be assumed that all radio 

transmissions are monitored and understood This includes 

FM, UHF, and VHF. All radio transmissions should be kept 

ro a minumum and coded as much as possible. 

d. Landing Zones Booby-Trapped. Obvious Lending zones 

(LZs) are sometimes booby-trapped. Mines, pun;i-stakes, 

and just a few of the devices used. 

~riendly Techniques. Several techniques are 

used in cover and deception for helicopter inse~tions. 

a. False Insertion Tactics. The purpose of a false in 

sertion is to deceive the enemy and/or multioly the number 

H-30 Appendi:r H 
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:~a;-- i" li'Ore t ~:::.·1 one lac£.:-.::. C'!' • Tne f:.lse .1 nse!"t 5 J...c ..... :..:: 

be at least as real1stic as ar ac:ual 1nser~ 

insertion sboula '-ave a'1 ident:.ca: :'llbl1t. IT'a!:e t:.p, be 

executed at the same time ana snc~la take plccP cbc~~ f=~~ 

kilometers fro~ an actual insert1on. It must be real1ze~ 

that it is impossible to fly a formation of helicopters 

over enemy occupied terr1tory without being seen or heara. 

The element of risk should be kept in mind for a false 

insert. Faking an insert into an enemy 50 caliber machine 

gun position is always a possibility. It is not usually 

necessary for the false insert aircraft to land, however, 

the fake must look realistic from the ground and from 

higher vantage points. The Flight Leader planning the 

false insert must keep in mind the positioning of his gun-

ship support relative to the actual insert helicopter and 

LZ. It is possible to delay the required fire support in 

event of contact in the LZ by having the gunship follow the 

false insert. 

b. Leap Frog Method (for small unit/team insertions)· 

Using two helicopters to carry troops with one additional 

chase ship. The chase ship is a required extra which is 

used to lift crew and troops out should the troop shj or 

a gunship have any emergency. Simultaneously, as one air

craft drops down, a low aircraft climbs. In mountainous 

terrain the lower aircraft drops below ridge lines, in 

open terrain nearly touching the ground, with sufficient 

delay to allow a dummy insertion. To avoid establishing 

a pattern of maneuvers, this "game" can be started prior 

to or upon insertion, continuing until enough areas have 

been included to confuse enemy search units attempting to 

TO~ H-31 Aooendix H 
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f!"Cf; ::::~ ~::"" '; "~F- 2.0"ezt tr'OC}:' st':r, 

7ne CS.C. 

Upon 

insert.:!.c~, contour fly:.ng is cont:.nuea an':! aelays a::-e maae 

in othe~ ~~-=as to si~ulate i~sertion. 

d. I..c :c-.·el/High Level ?oo-up. Th~s technique re

quires ~ .. ~ sets of three helicopters each. Set one flies 

l 

2 

3 

5 

6 

7 

B 

9 

lo\oJ while se~ t\olO flies hJ..gh and to t!'le rea:r. Set t\.,.o drops lO 

to join set one for a time indicating possible insertion. 

Set one ~:!~bs high while set two continues low and makes 

insert. :~:.s alteration is continued in other areas to 

simulate !nsertion. 

e. In ~~ail Formation. The insert aircraft occupies the 

number t.-;o position in a formation of five aircraft. All 

aircraft cross the landing zone (LZ) with the insert air-

craft la~~ing to discharge the team, then coming out to 

rejoin the formation in one of the follow-up positions. 

f. On s,te Insert/Extract: The element to be replaced 

secures tne LZ for insertion of the replacement unit. 

Insertion and extraction is accomplished by the same air

craft. ~he unit arriving may go on to another mission or 

it may set up an ambush in vicinity of the LZ. In event 

an ambusn is planned, one US member of the departing team 

may be ~e~a!ned to advise on the most suitable location 

and deplcr-:1ent. 

g. A cc~bination of techniques a and either c or d above. 

h. n::::!..a::n~ingale Devices 1~ Use of "nightingale devices 11 

(pyrotech~ic simulated fire fight mechanism and/or smoke 

screens \:! th above methods on dummy LZs) . 

11 

12 

13 

l4 

15 

16 

17 

lB 

19 

20 

21 

22 

23 

24 

25 

26 

ll 
28 

29 
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31 
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crop of 

us~a LZs. 

Element Lea2er to dece1ve tne ene-~ Discuss.!.cns en 

employment of one or a cor,bins.tion of these techniques 2."'"1. 

conducted du::--u::.; coordination betueen team leader, flig":~ 

leader and FAC. 

5. (~filtration. The purpose of an exfiltration is 

nor~ to--:.emove fr~endly forces from enemy territory. 

Timing is an essential element during any exfiltration, 

particularly when the team is in contact with enemy forces. 

a. The For\lard Air Controller (FAC) will normally direc" 

the entire extraction operation. He will be first to 

=-

3 

6 

7 

8 

9 

10 

12 

14 

locate the team and he will attempt to determine location lS 

and degree of enemy resistance. The FAC will direct the 

gunships to the target and call for launch of troop-carr~~r; 

helicopters based on his estimate of the situation. Usua:.:.~, 

16 

17 

18 

after the gunships are airborne and moving toHard the targe~ ! 9 

area, troop-carrying helicopters follow very shortly. 

b. The FAC and team leader determine whether the tean 

can move to a sitdown Landing Zone (LZ) or whether rope 

laddersJ McGuire rigs or other extraction equipment will be 

required. The lead extract pilot continually monitors p~e

parations for the extraction. The best sources of infer-

matlon for the troop-carrying helicopter pilots will 

generally be the team on the ground and the gunships cover~r.;; 

the team. 

c. In the normal extractionJ the team is ready fa~ ex~~~~: 

20 

21 

22 

23 

24 

l2. 
26 

27 

28 

and usually is located at a s1tdown LZ. Troop-carrying ~·:~- ~ 

copters are launched >lith or slightly after tne first guc.e· ~=• 31 

and proceed to an orbit area in the vicinity of the planne~ 

extract point. In extractions, both normal and emergenc: 

~~. .............. ~~ .... -
u-..)..) 
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d. The lee~ extrac~ pilot ~:: fly ever the area a~ a 

safe altitude to deter~1ne the exact location of the team, 

any obstacles on the LZ :.nd \'ha~ terrain features can be 

used to advantage dur1ng approach and departure. A rap1d 

descent at Bo to 100 knots airspeed, erratic flight path 

and a final appt'oach which is short and near treetop level 

has proven most effective. Landing or hover is as near 

the team as possible to save time on the LZ. When the 

team is aboard the aircraft, departure from the LZ should 

be vertical to the treetops, then close to treetops while 

using a moderately zigzag course. Ridge lines should be 

crossed at 90 degrees. A maximum performance climb to 

altitude is executed a minimum of two kilometers away rrom 

the LZ 

~ergency Extraction. An emergency extraction 

occurs when the team is in contact with the enemy or contact 

is imminent. The team may be at a sitdown Landing Zone (LZ) 

or they may be able to move to one. In an emergency situation, 

there is high probability that rope ladder, STABO, or McGuire 

rigs will have to be used. 

a. Helicopter tactics used for location of the team, 

approaches to and departures from the LZ are the same as 

outlined for normal extraction. Timing is much more 

critical. 

b. Gunships will be launched immediately upon de

claration of an emergency situation. Gunships and tactical 

close air support attempt to secure the LZ. When enemy 

nyr-••...._.._.., 

l 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

l4 

15 

li 
17 

18 
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the :...;:: 

c. ~rcop-carr~ing helicop~er~ , ~ll tav~ b~en l~unc~e~ 

sf-lcrtly af~er departurE= of tne gU'1Sh1p£ ar!.o. · .. all be on 

station. ~Jnen the LZ is secu;oe the troop-carry~ng helicopters 

are cleared to pick up t~e tean The last knoun enemy 

location and smoke from heavy ordnance will dictate the 

best direction and type of approach. Troop-carrying 

helicopter pilots will avoid flying over known enemy 

poslt~ons and >~ill use smoke for cover <~he never possible, 

d. The extract pilot is responsible to control all 

machinegun firing from his aircraft. It is mandatory that 

3 

5 

6 

7 

8 

door gunners locate the team before firing to preclude en- ~ 
da~g~ friendly forces with friendly fire. 16 

~ J Security and deception techniques for insertion and 17 

Pxtrr.c~1on of platoon or larger forces employ s~milar methods 18 

as described above. More aircraft are involved. Landing 

zones (LZs) may or may not be large enough to sit more than 

one helicopter down at a time 

B~ore detailed information on helicopter tactics 

and techniques may be gained by studying the Draft Manual, 

20th Special Operations Squadron, SEA Helicopter OperationG 

and Tactics. 
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".'J...o::t•~-· 'Ihc p~;'J=f" ~:: ~1~::; c.:·;:: __ -:a.,:.o:- .~::; t.l ::. ,:::.1.:·:-~ ~:Jc"'-t::..("n.::..: 

-...zd1"2-<:.\.te-s of l:.?C3C:: e.c-:ivJ.tJ...e: .. 'ir.L ;.?.. v1.e; -..o-,rcrdt ic.eo:~:.~'l.'":; ?0Sf:-ole 
source::;, o!' enc::"\J ;.::.·~a:- .. ;1~~.lc.:i:;e:, :: .. n.t... 'h~r-= ope::-t.:;::....c l.al.ly !'cc...n .... :e, 
rcco:.~"le:-d.J.l',.Z l"~'.G to der~· the E.!lc:;., these s ::>.u-ccs. 

2 c~~t the t.llll: the OPSIX:' eY~::'ld.tJ...on ~ c.s l.r.J..tJ.c:.tcd, the clsEio.: 
as~ed. -:.o the S:u~es e.nd Obocrv:..t:.:ms: Grotr~ '\'11~: 

11l~cso:; J.n coord:J.nation ~:ith RV:l.'I..F Stru.tctJ.r 
Technical Di:rect:>ra~e end varJ ous U.S. ascmciet 
plans and c::mduct.s covcr/cl2.ncie:::t1zlc opc!'a't.J.ons 
J.n S1T: a.s d.J.rected and !n a manner tr..at ope:oa.tJ.or.s can 
be pue..lJ.ibl~r a.ero.ed. lJy the U,S, al"d !W:f [;OVern::~ent, 11 

Ha1ever, as a cover, SOJ a~pears as a st~r: Eection on the l~CV 
ore;.&P...J.~e..'t.J.:>na.l cna.rt. and is describell as ~ • .ACV sta:rr a.&ency !'espon~ible 
for tne -pl·eparatJ.on classJ.ficd stud.J.es. Altrough a suborc!inate Corn:!and 
of ,:t.c•:, approval of SCC activities is me.intnincCt. at CI::CPAC, .:r::::s, and 
J.n s~e ca~es at ?residentJ.al level. PolitJ.cal 5U1dance of SOG 
~cti •ri.t.l.eG l.S pr::~.n.d.ed by tne U .. S. n:r.":le.ssa.d":lrs, SU.l.{;On and Vl.en"tio.nc, 
!..e.':l-:3, Cpe!"atl.onil.l. cor.t::-ol :>f riCG forces is e:::crcl.tieu. by CO:T:::i~CV. 
Tne p::;.:.:-:-.... ::-..:;, lj.c...l:::;:;~;., tre.J.ni~, C"ld edvJ.~or;r support to tnc ~ r-:t:g 1-'h:lch 
pcr't.CJ."l~ t~ cover or cross-borlle~ ~eratl.:;~~ in a JOl.nt J~V/CAS(CIA) 
re::;po"lsJ.b 1.ty. 

3. During: the course of the eY..amin&tion, an ertensive date base 
1 ~ acc~ulated conc~run; tho; dE"taJ.ls of ell facets of SCG Clperations. 

J.s J.n: ... or::lB.tion 1;o.s uscci continucl.ly by the ci:'"CPA~ OPSI:C team J.n 
arrJ. -:J..r~ at the findina:s trn1.ch foll.:T'tr, T'nc data base J.s not J.r.cluded 
J.n thJ.s rep~rt due to J.ts senaJ.ti\~ty and the fact that recipients are 
ei tn~r uell J.nfOrired concernirlG SCG operctJ.ons or have ready access 
to the ir.fortlation, 

~. 1~e to the cessat1.on of all bombinc and other offe~1.ve opera~ 
t~.:~fr:~ed belOlY uere halted. The at"tendant OPS!C finchngs were ~d 
o.t the tilte of the examir.e.tion ( Octover 1953) and troul.d again be vall.d J.n 
the event the same operations ore resumed. Tnose activities and firdings 
l.hJ.ch a.re not currently c.:pp~cable are treated J.D. the past tense. 
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l.m:'-:.!1:'"" !i.::.:-:!.2':..~ COl..C.: :1. :· C~""'..-...L"o:i.C, __ -:-.~.:. !::J~-.!'C CC •• t..::: J.J 1.:.:>~ rue: 
"t1.e sr::..~,..!E:, 'P~-r~~-':),Z'-'!"e.fcre.nceJ :J.;-l c::>:.J::. ;-o.-...:::-.1. •• ~,u-:n cc.t•c.c. a.~ n0t. 
:_Jro ::...~e ;:;~,e si!!::'..U' ... -:' • e~-t.:.sr.r,r to :prot.cc• .. sc.:-sJ.t:::..l"' ::0-: O?!:!IL:.~ior.al 

ln:':J::- ~.:~"J""l. ~ •"= nco;..~. J. ii.~r us:c: tne D'':!. e :::nc.c}~P C'.-:~f' for 1:!:..1 r~.:-on. ... .!?.l.s
S.2 .. nc~ ~c.::=::: ::>rC: tl!e SC.'1C' e~::..-~~:J!l rB""..a.i":s u c!fec!. :.ur ,s<;:ue::-al ''ccl:s 
n. th:ut c'•an:;J.:-~. 

(;::) C) eur ~c;~ "'!"::. ... :r:.ssJ on::: t".J -:-;.~ S:: ... -?c. ....t.C cc:.:r.W'..J.catio:u; 
to nclicon-:c:- lo. .... :1cn !:J.t-es cc.n nr:l '201.. c>~c:-~· ~r:,:;:.·-; ·~tn uu t:;:j 'l :}2 
hoo.l:"s ~ore•rarr~;:;: of J...-:::gen::ur-.,::: i-ec.:>r·-'1ait>Ga..'lce te<:..-:. J.:;.serts: Tin .. .::. :fora
\rc.rr'-~ J.S e,, ~lc...)::..e t1u·o·~1' a cl-:..2.1.' t~ .. :t t.r~:-.. s.."Us:.;;..on ::ia.de c., t.he "£'AC 
,-h:le over "t'le t~.:eJ ... <U"ca ad'\'J.S:J.!lG the l.l.~""c., =~~e th::tt "t-he l:"..J.Gf:~On 

( tc.!'~ct nic:·na.=.c) i.::: ".:;::~ /' t•itn c. TOT of •••• TI"'..i~ ~::J :!':.!.1.-T.ted by c.n:rther 
t~a~~~sr1~n f~~ the ~AC to ~rb~rne Co~n~ ar.L C:~~t~o~ Center (fl~CCC) 
requ~::o...2:-• .:; TACt~ asset:; be re~eeseci, t'h~s 1\rrtner conf:".-"i:l.l.r ... """; t!:e ''.:o 
status. '!n edt:!.tJ.~'"., t::~ !"'J.C use::; D. statJ.c !:'-5r, ~.r;., COVLY, ~·hcre:t~ 

inr;crtcC: reco1,.e.l.S!HUlC" tc:l.'"I:~ ur:c c'ia.ll:r chc.!l.~i:lC ca.l: sir;m~ anr. cos"w other 
Fi.i s-t.n.tl.~'l:; use ··ee....J.:,· c~~l.ng call El.[;::lE. 'a.e Gttl.";l.C cc.ll. ::>J..::;r. of the 
FAC :n :J\·oue:; cne:-~ SIC. !:':' '":.. th ea:l) l1r .. ...o.ze to l.nse!"ted :!'econnD.l.:::a::a."lce 
tee=!i nr..d other statl.on:> evc!O t..i.oug.1J the~· chat:.;;£: call Sl.G!'lS. 

(3) /u-a.l.:~">il.it·· f'Jf Sec.J.!"e V::-J ce £ .. !"CT,,...,.t.to'l I:C"'.U .. ::~~~"":t. Tactical 
secl-"C ·voice encr.,:..Jt:!.:m cq;;..p·.eo.t {1:)..-;.:J) n.r~ e..,S:~cl.atcc rPC--t'7 radJ..os 
ee e.·•:.Lla.)l-e :..!"! !hl:!'!..c:!..ent cw::...n:titl..e: l..l! ::::r- to .:::c-;ure r:, rcd..J.os o=: 
fO!''"(.:~cl Cperat~nb I::.ses (?c-) o.nc.. rctho-rcla~· ~l.::;cs. The eq_..u..prnent J.~ not 
bewc ..l1ed o..t t'".J..S "win::! occo.U!)e FA:: t:.J..z-crr.r ... IJ.O r.ot ho.ve a secure voice 
capo.bll_t~· (i:Y-2~), con:;m:_ .... ::!.~tl:,• stnt~ons :..:1 toe o"wh.enri~e cccll!"e net 
hil.Ve to c:::rr.=-·auc:l"we •"'ith tne -:AC in an tu·secure m...'lner. 

{l) Stetic: c~ SJ..br.S and. FrequcncJ..es. Go11e Gl'Ouncl radi:J--rela;;.· 
Sltes use stc>.tl.c call t:~:;ru; and .t"reque•lc~ ..... s, t;nus p~ovHhn.;:: the seme 
ll..n!.n.;;~ to :-econno.issunce teo.ms a.s d..escriUetl in suo?ara.Gra.prs a( 2) above. 

(5) I!"'sect.re Te:e-:J'lO'le Hot Line CJ..rcui~s. Hot line ded..l..cnted 
insecure tele:phone Cl.T~l.l.J..t.S CIS U:Oca.. bet'lleer SC:i headquarters and rcajor 
aubord....L'1nte elc.11ents. KAC--231. J.S used to concee..l t.he J.<ientJ..ty of person~ 
nna ~ctJ.~ties u~J.flG tne hot lJ.nes; h~·ever, there J.s no ~eans to protect 
toe ser..:ati ve in:fol."l!.tl.tl..on tllat c;:cy oe passed 01 er tncse C:4rcw.ts ~ 
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( . £:-_: _________ /'":...: ~-=---~-_-___::___-.__~ __ --___ _ 
: ~- : _: { . 

-J- -':::: ....... ::.-. :._- ... ~:-:..:c.::.·:~ . .!-•• 
:.:._!'":) ... :~ - ':: - ')~ c:::- .: • .:., .:: - ........ ::~.· 

n:--.::.~ ~-::-, =-~"" r:.v c -.. --.!t;) 1:..: ~:.1_. ~:~:-_ 
'i ..::..: :!'- t~:..·:~:~:..l: ~-~~ :;:..-·:t..-f..'!:.t.::-- \. .. .....__ 
rc.:::'L:. -C~C.. :::: ,:::-:>..1.:" ...... ;:..•:::. U.L:~-,> 

(~) 1?1"' -ct..,_:- k ... ~c:;:: -tc ~v: :'C:'c • .!.-: ~'1e :~:: i~ 1:a~ obsc!'' !:d 
t~c:.t ~•-~cc:.o~=: ,!-i..L:..o-:.::: ::.::x:.rc::.t:.~ :.c.. c _rt.e ecce::;£ to t ;,e 'I:'.C l':!. t! ... l. -:.,~ 
unco:e::oeC. ':o:? Gc:::rc~ :::!:::r:i:s r..::r..!Jr. c. .. d a!:>socl.&' .. ec. C::.::icL.J.Zc·r~t:. 

(C) '1'arcct 'ar' l.r...:;~ or ':~:::,..-, a ..... s, It Hl.~ note!! that severcl 
tea..,::;. t!:.'::e :..nto t!le Oi~rat.::..or..n.l c.!"CC. oaP~ •·!"'l.Ch n:-e In2!'!:ed •n. th the 
e.ra.ct coorcb.. ... 'l:J.~cs o-: :tt.e la.ncUr.g zo"":ez, o:J::ervatl.o:l }:lOl.nt~, end tc.rGetG. 
trccn tnr:ctG e.l'e 11 out o:' count:-~'' cnp~ure of tr.esc :mc.ps could reveal 
U.S./J..l..!..a.ed. actual c.rea of opera~J.o:IS. 

D. ~.D:.~~ sc·· T'le ELD~T scr pro;:;Tam is de~.l,.gned to e.l.lo-.· the 
U.S. goverr~ent t p:.!J.:ably c.e!ly J.t:: ex:;..ste 1.ce. A str1.ct contra!. or e..J..! 
conta=.:L:ut.ea 2.m1U.'1itJ.on t.nroue;h SO.J channels by cnly so:; U.S. personnel 
ic rt~i,tc.~n-:::a. f'ror: J. t:; co!"l.taJT<l.nc.tJ. ":ln U."l"tJ.l its dell. ver~ to Fo!"',:e.zod 
OperatJ.r..;, i-Q.Se.s. Al.! pacv:::e.c;ed Iimt.erJ.a.ls e.rc Ci!l"efu.lly lira:pped end 
bundle~ ir U:J~ked cartons ~nd transported to each site by U.S. per
sonnel :!.!l. 3JJ nircra:rt. kicwcver, the J.n.:;ertJ.on of the aii:Iruni tJ.o!l bY a 
comb~~eQ U.S. J.n~ge~ous te~ perheps jeJpa:dize.s the security so • 
caref'ully planned l..""P to th.J.s poJ.nt. The J.ndJ.r,enous mel!"bers o;f' the in .. 
scrtJ..n;, te~.::: 'io"h":l oo::::erve U.s. personnel c!.l.cpan.:int; loose cantam.J.na.ted 
rourds alOJlb trails, b1VO..!D.C sites, tee., probabll• rcalJ.ze thnt their 
U.3. tee..'!! ~1ezr.oers ar~ n~t e.llovi.r.e qucl.!ty mr.:::~unition t;:, f'e.l.l. ir..to 
ene:r.y h<:::Jdc. In .e.dcutJ.on, dW"ing tnc condul:'t o1' this exaru.nn.:LJ.on, it 
\."C..S n::>tcd t;'le.t en ex:>:tr:!r.:l.OD a!' the ~EST 3C'; p!"ogrl:?.!:l l.S planned. Thi:; 
ey-pn.'"l::aa~ inc~J.dc.s the in.sertJ.or.. of ccnta!"..u.nate &.ll:ll.mitJ.on l:-y otner 

tl:an tho:;e J.:lr.eDent~· ut1lJ.:.eQ 
Force~ Group, !lavy S~'\Ls, 

Tne m:c o! othe OI"r.l>-":12~~: 
o!' the s nsJ. tJ. ".J":l t~,r of tl'u.s pro{;.rDJ::l.. 

c. S"':?A?A 

(l} ClJ-3 ~el')~. Short Term Roe.dl-retch and Terset AcquisitJ.on 
(STRATA) tel!.!:~, ano. otJJE:r ligcnts of SC::i t:u::.t "toTer to be J.nse!"teci :i.nto 
j,·v:., ··ere ca.rrl.ed. to the t.z t·y cr -3 he:!..;:. copter i'ro::a q;:p' These helo3 
are bc.~ed e.t tfaorn, 7hB.J..2..a.."ld, end (U"rJ.ved c:t m~ l.I1'I'.led.l.ntd.:r prior to 
SCG I:J.::3lans, thcrC"o,.: J.r...:il.co:~ing that an opcre:tl.o .... l"US pcndina. 
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o-.;he:!· a.:::;emts ··e-~'::! ~"':.c.ro:•:-:..,-.. : _c-. c~· -..=..::1e c:::" at!::, e.i.1. r.I:.!oE:r o!' p~tl.cl.patinc 
ru..!'C!'!l.~. Tile ·-e!J..t:-.c:- 0'."£-r i;"""Y.: c;eneral.!.!' a!.la~s t:;c:~::. viGJ.DJ.l:.ty cnl~· 
oet:~eel'l tnc n=:~,..rs o:' l20COl500 ae.J.ly. ':"nl.s fa~ tor also tend.:; t::> stereo .. 
t~-pe :-"AC ~s.r.:J.:::>r'S ·-hl.C:J c:J.ed.ed 0"1. tcru::~s, ~na Cj"liuctc.:. nsue.l recon .. 
n~eLance of ne. lan~nc ~onPs (t:). Seventh /U regu!atJ.ons also re
q\.:J.Tc.d all teai:.J :lOSe~: to oe under the Vl.S...w.l cont!"'l of a rt.C (23T.t..SS). 

d. .MIDR:T'? 6er?t:.ons 
/ 

(1) Prf'S2!'1CC v:r Urnerked so-; Aircr~ft. e.~ ~·a..'thon 
?ban::-·. J·~::P). .:~:J,;lt!.J"' ~.;-!1t::: .e'Ja a.;...,nt ~c..e.'"l.S, J..lc.a..l•~no u.z~ a.~d 
\ l.C tr .:-.:::1 :!!:> e: LDnit::..r~, arc tru.ru;:;;;,:;rt.eci. to :lr:I' :!'!·c.-, \-arl.CIUS locatJ.o!lS l.fl 

f':::.ll'!..1• -,:!.e-:.=..:= tn C-123 .ere:. C-1.3.::> aircrc.ft. Fo:t':!!~::"J :.·, these n,:cr:.t:: ~:er~ 
J.r:c:rt.ud p::-L"'n..,..J.l:,· J.nto :4;: but !'la\c oul:, C':::II"'C J.!"to L:!o:; since. 1 io"embe::
lS,:!::~. :he sor.t> :-...:..rcre.~ i.U"c also usea. l.D :pro·.ichn;; prac-..J.call:,. ~ the 
loe,;J.stJ.c support :f:,!' ~:1e ZOO support. racL..J.ty, :i:P (Z' ... 'P?AC, ::::P). 
i~cn on a Etrlct~ ~o~i:tical ~ssJ.on, the aJ.rcr&ft ~ake off ~~ediately 
c.!'tcl" tll.sche.rgi~ cnr~o, out \men in support of ~n opc::-o.tJ.on:J. l"".i.Es.:.on 
~he: r..u-crn!'t w::u..t until E.Gcnts O.."ld/or te:e.l:l handle:-:. ( U ~S. e.nd sv::) re 
qturJ.n;; transportation back to S\"!1 1 return to 1\r.P. Therefore, their 
prezence on the ta.~J.\,"B.l' :for an e4'tendcd per:!.od of t1!II.e J.ndl.cates that 
e1thc1 an insert~on or eA~~action J.s beJ.nG attempted. 

TOP~ 
.ld.LI .J. L.U 

Appendix H 

MORI DociD· 570389 

lbllll 
lbll31 

lbll11 
lbll31 



• 

MORI DociD· 570389 

'!'r.o ./" 

~ 

'':L:t:l."!.:... ;.l,:;~.:n,-H .:::~ .:::..:::: .... ~:1 ~r c: ..,.ryr-;;:_::!;:<:~ r:r~a, i": 1:."'"~ r~--~ L ~ 

::o<~1c.r C..L!" c.:-~·- :~;:..~t. i..:j D::.r.:!. , h.-: :;:.:"i•. =~ :.: ::: . .'·o!,: 't.!:at t .. e vt;~::....:::c 
o!.' £.:!..1 -:.:-e.!fic thc..t CB.:l b~?: .:r:..:~ :•:..:S:i.!l,_ n .... -!' :'a!';. ..... ::""' :::b.r.u -~:::::.~1.0. ".ave: 
J.nt..ce.-..-;C,, eve:! \.::; t.::.e :rcEt '..l:-...: =: _s· ... ~c:c. .c _ Uc.-.:u.:.::.ec, "th~t h~ ~a: C:'l:i~

,;herc :>-.:~o::r t::2.n l.n :.or!;' ·::.P.trc.."'!, ?c"::-.:. "", l!. .S:._:,;, ''l.~~-.a"1e~.- :?J .O?s 
(;n-~ "'~} cuc~~:!'t !':e.·· :J''e:r ~.1:! ..L:!e.r.U c.1.. 2:':': !'ee't. •JrocO.:::c.::~~ ~:; Cn::.eu 
!!:r! pr-:-?a..:t!.r..da to 'tl·r Viet:-.!:!".e:~t. Ll.vir:.s ::..r- 't.h<: t··"J villc .. ~et:. a:-, the 
::.sl.u'.i. 

(2) T'ne Con.stC-1 S::rveilla..'lce Cen-:er (C!::C) at Darm.nc is e. joJ.r.tl~t 
manne:i (u.s. no:.d. 1'J.etrer-~.se) fr.:.c!llt:,• t.~:::.t con-c;::-:~1.:; i:W!::s!' Tr::E fJ::-ce:::; 
~!'l -.h-3 I C~rps ':'~ctJ.ce . .'!. Z~:!~. ':h.:..~' s ~i'lJ..t~· t'es r:otl.fied several hours 
J.r. a:... vant.~; auo.J.t 1>2.c n!'! .. ·:.. .?T .C"i -~ ~· opt::rn .. l..>n~. C~C wns t.Jld .lt..ll ~...:le 
beets ··o1llc! cr'.Jcr: t 1e ~7th !•::.rll.! cl G::l-~.1~ ~~ o.no. rctt.rlli!\:; fro:r r.:.s-.io.:.s 
and. ~11<= r.~~~cr o!' nat.:> ir"r·l~ !!u. Jecan.:e ., ..... thf: lacl. of !'l.nr ::a!cur:.:ty 
clea.ra.nce d.ato. 1 the rel.J.ahility of 1nd.J.gcno..LS perso:mel must be consJ.dered 
que::>tl.O!".a.ole-. 

(3.) '!'he n..:z:cer of P'!':" hoc.ts re'!\Ureo. !':>r no;· particular type 
a~ ~osion rc~ects tnc ~rca of l.~~cnded operatJ.~n. r.u:l.~ ~n~ con~uct 

or :3I:-rl0S1' tl:s::.o::J.s { on:or the beac:l bela~ • 17 u~3I'ees ":ortn) S':1,1.th 
'h.etm=., o•ll:y one Uo:lt J.S t.tl.ll.~eci.. ~r:~er. rc,;uJc.r PJ .. C:I.iA!, opPro.tJ.onr 
·.•ere IJCi:-.:; cond.uct.ea oc~·ccn l?-,-9 decree:: .'ort'l onl!' tP -th:'ee oont~ 
uere c.:pl':l::,·ca. lmerca;;; ab:')'~ :;_~1 c.o.::31"ce::: ::orth four t:l ti.\ boat..s i"ere used. 
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'\. \ r 

~- : - :. . ' _-;:_· c:: .... "-! ____ _._ 

- : :::-.::::;-_-_-;.1 • t•("'::; -:.· 

r: \ :-• ..- c7::' ,-.::..c, __ :-::. • ... :.: :::.~. ~.)- .;:;-_·~, n::.:• .... c.<::' 
:._~::::"~-:.::..~-= ":.· ~ .z.:·e-J U.S.=-:_-:.~- ;·::·:;d,'~l ' ... !:.:.2.'"1G'. ;: t. •• ~ ",":/:r-rj. 
~ ...... ~ -=- S": :_·-: -=~~ ;r:::- !"'<;!:! .::;~!':.\::.:·s, :.;; :~:e:!O 't'~' a"it.:..·:-.:.s l'e!·e 
c:~ .. ~~ c:: __ :·.::.., :·~:;..c..~~=-c .:. t. ·-:: _ -:..:£e:c. .J~ __ :, ·:2.c:.'":..-_::c ca:-~":i· .:.s, 
l:.l .... :> .. :.:::. ? ~=-::.:-.. -~:.. 

( "' .:::.) 

:Ji' :: .. cc::~: - -;. ·::-:::c.:; ·.v.:::. 2.'1 c.tt.e..-=:::.::..~ tc. re:c:>.·er r:.z. per:;o-~e:l.. 

':'"nt:.5C c.re. 

':..~ ':"nc pr:..::-...::~ :;:)Urce- of ~nforr:;~J.vn pertc.J.r.J.r...; to 
CC'.;r~...rer: ::.~. :;2:-:;.:>"111el J..::: ~!:':....l.l:!..C...J..a:s ~·no l-c:vc e~ca~cd, o::- t..e!'cc-..cd 
fro· n ?.: c=..-::; ~-:;.t c~mta.J.r::> J.:ieric2..'"'S a;:()n::; "tn.c pl"J..cone::- :':>p1.D.e.tior... 
T'!!:!..C J.S e·~:-;::.-:..;.:_:• pcr::..::1u::.ulc J.r:...."'or.;-.&~~0:1 :acne t!!e VCj:-;v;. c.re l':I!.O":"Il t.O 
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I jVe F'.£ ::::~-,~·::: a~er t.'1e cb.sc'Jve~ o:' a. r.ns.nns :r>rlSO'ler or a aeserter 
:!'!"="= the1.:- ~·-=- !'s...""--S. T.u.s :LS espe::~e.:l~ true if tnc ca:rp holds A.7cn.can.s. 
SJ.rcEo- t.·e. a· ~::-.t:;-2 t~~ !.e.pse be:t.~·ee.: t..-:!:: J.-~tJ.c.J. J.nf'o~t:.on o:f a F':. 
ca::::;. l,:;cc.t:..:- ::~ :>.c· .. :·..lal.l:.· c~·":o!ctJ. -:;: a rec:> '<!~: O!iernt1~"1 :.:::: 5-7 d&y~, 
t. c c.-(..'!::c..:: :: .-.:.·'J..-:c; n .S'J.ccecs!'ul O?c.::-n-:;..~.o!l e.J.•e c;:c<!ecb.n,;ly slJ.~. 

::~ '!:1.:>.3 5·7 C=. .. : ~~1.':!.., ;'l::...:>!' ";:') -l"~~!"tl.r.,: :!"c>CO.J'':c'r:,' 
!'::.·~c::: J.5 c._e :.:J :.--o fs.ct.:>rc !:..!'!:-.., t1,f' ... ~c ,"H!S: !lO asset:::: ur:C:.e::- J.ts 
c:~-: ....... •U :.!' :- ::-;::-::.:>r-..c.l c-:n:t:-~::... ':l".c ~~1·ces "=.."J~o~·cd fo!' o~;J c::::::..o;-:; 
u: .. .:-..1:· B.!'<: ~-.:..::;- crc;aru..za ... J.or.:::, -::.s. :''.':!..;F, ·hose tact~cc.i area of 
O:J:!"c.-..l.o:-o:; _- ::-::.es tne ob.:; ect;. "le ~·~c... Sec on:!:~ , :-e!'ore C~" C.uc:OJ. ,......; 
:! 2ec::: ·c.:-~ :;:::-<..":.:.o;:;, the :o::-cc~ c::;:JJed cl.nost cl•;nys 1rs1st 0'1 ne .. l.r~ 
adL-t:..:.-:.1. _...-:~:_--..at::..on on tl•e t~3e:., J..~., srmmc. recon, e..L:: VJ.:;.J2.1 

rt•::::J:I e.~:.c:......-:: .'J-::.c:, etc. :'e·· "..1."1.:..'..,.:;: "":l.:.l re~ct i::::l~lllnte::· '(;:J J't:J::. 

-'!..!-,~· c:J:-.!::.c.~ -· ....!"...!'cl::..c.'i·lc ~·c:-.:.::-· ... , ::z- ··nat ~· te a. ::.c.Jc.:~ to ar:..lu::;n 
::.r.,/ rcc:~·.c:r~ :::-:::!:!. Ir tr':.=> .::a..--:e :Le!::~ec:. :-.a..·1y c:~~anc.el·~ 1.n::;i::;-::. o
:;:-re_.::.r..:..:.-.:.::. c:.......~ ::-:~·.!. e1:: n1.d C-!"1::.11.:. ~ :. ... :!.!"!::!3 pzo:...J:- to l. "lC~:!'Ll :J'1 o~ f::.1·ce:::. 
3 ,C'~- ?!'C:;tt:.r::..,:::, fire:>, i.:'l.::;C~:ler ,n.-~!: '.:...l.JUS !:;_,-t•.0C..S Of l~COr,~:.:;:;;a::ce, 

or..::: c..le::-!. : cc.. '] :_JC!"So: 1"~1 to n.."l :...-:f-.:.:1c..J.r.,:; t'.S./n.l::.ed -:lperc.t~.Jr.. 

'POP~ u ", 
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TAB 2 

!:..e.c.soo .3 ?eb 19.:9 

SUBJI:CT: Operat>ons Secur>t,· Ex=nahon of :"cso:; Oporati~ 
Cii'CPit.C 
AJT"f: J:c4 
r='o sGG'Jl 

~erence is ""-Cie to: 

a. Letter, CI!"CPAC SEn SSO 000101-fS, subJect as e.bove. 

b. Heesar;e, CI::CPAC 302210Z Dec 68, SUbJect as above. 

2. ~ detaJ.lcC. rener:- o.f the cr:::PAC report on a ·':AC~<Xi onerntions 
s~~~y.I1.(CPSEC) e!:~nc.tJ.On (ref A) hns 'been ca:npleted as requested 
(refll). 

-:~_ f~ction taken to e:>J:Tec.t or lJ!:Pl"OV~ the secur1 t~· of SCG operatJ.QDS 
~~;~ts pertuning to cpecl.fJ.c .:D.ndi~s c.re pro"\"ided J.ncl 1. 

4. -'~soo appreciates the effort e>."I'er.ded on our behalf by CII~PAC 
~bel.J.evefi that their rec:=c.mnendations J.n n:c.ny cases lrill ll!lprove 
the e.f:fecti\o'eness aDd secw-ity of our operatioo!l8. 

Copy furn..uihed: 
ChJ.ef of Staff, ~~CV 
I!ACJ2 
HACJ3 

TOP~ 
/' 

/sf 
STEP!U::II E. CAVAJ!AUUH 
Colonel, lJSA 
Chief, SOO 
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cc...,:-:c::- ;"-r: :-; ·:;1-:;- · .., -::.:- ::-:'"' 7::; c-:.,...-

3?J...:::i:-:.: ..,. ~~... r. :I • ;.;._·_(. • -- · :. \-; J?) 

(,(,; ,.__ - ... 7 
:./ ... 1 _!?J\:ctii: Fr:':: ~p.:. :;.::rEI. 1 .,-• ..r .... ();"lc • ., ..,.:.. ... rs 

2.~ U::.e of Ir.sec'.ll"e :{::l:t<:::r:ade Co.ie.s (!'ef )c:..(l)), T"r.e s!'achJ.e coo.es 
;:::s~r.tly used J.n F;., c~z.J.ca"tl.OI'C ru·e cne..: • ...;e~ each d~ :Jr ench 
:o_?el'atJ.on Hmrever, J.n :j::"Q.er to proVide e. oo::ter .syztc.:. ::or rep-:>rtJ.!'-b 

MORI DociD. 570389 

;:·~c. coord1nates b~· reconnaissance teams (Ji' t:) 11AC3X t"'ill adopt the 
:~~ter::> (AtCCC) and Forard ~r C?ntr~lle:s (~J~). ~~~ ~~'~ce is secure, 
~e=~ to carry anci. l""J.ll J.::_ ~:"::1 the su,;p:JrtJ.nc FA.C o:f a tari:et locatl.O:l 
:...:::;:-e rapJ.dl.,}• than the pre:;en~ syste!!l. 

b~ Clear TeA~ Trars~~SJ.On3 't':l 7AC SJ.tes (ref 5a(2). Secure voJ.ce 
c:=.untce.tJ.ons (sec para :.c oeloil) bet··eer. FJ\c•s, helJ.copt~r lD.WlClh sites 
c..:::l ;.BCCC l;:J.ll ell.Xlinc:.te ene:rxy fore\omrm:v.g o!' J.T.Ipen:::..l.:lg P:' inserts. 
=r..e subJect of statJ.c cal...: sJ.gns vers'IJ.S chaJ1Gl.ng cell siBns has been 
-:c:~ro.lGhlY staffed by 7t:l Air Force (DOOI') in resp:>ose to C!NCPAC message 
OlO:>JSz Jan 69. Conclusions ere tb.n.t cha..nginc FAC c.a.ll sigr.s 'WOuld 
create more confusl.on than the secur1ty benefits attainabLe through 
"their use 'for the tactical environment in which they operate. .Al.so, when 
secure cOilllD.um.cati ve means are used. 1 call. signs are no probLen. 

c. Availability o: Secure Vo>ce EncrJPtion Equipment (ref 5a(3)). 
All. SCG FAC B.].rcra..fi 1.-il.: .Gave operational sectl!"e voice capability 
(:~:-28) by 28 February 2969. Likewise, all Fo!'1rnrd Operatilll! Bases 
(.:os•s) and rad.J.o-rel.ay sites will be using their secure voJ.ce capability 
oy this date. 

d. Static Call S1g:r..s and FreouencJ.e£. (ref 5a{4)). ~lo CO!-!SEC prob
le=t will enst in tne use o.:"' statl.C ce.ll s1gns and !'reqJ.encJ.es by ground 
::rad.l.o-rc~a.y site:;:. "W"hen :secure voice equi~en~ is 1\lll.y operational (see 
'E.!" a lc above). 

e. Insecure Telephone Hot Line Circuits (ref 5a(5)). Ccmm:anders or 
ell SOO l:lBJOr suoordinate U."lits ba.ve been thoro.lGhly brl.efed on this 
;::-:Jolem area. Corma.nd e::p!lasis will be rocU!:ed on ind.iVJ.dual secur~ty 
c:nlSciousness when any telephone or other innecure meB.D.S of com:o.Wl1cations 
ere used. 

f. Secur1t o'f Tactical 
":'0:' s now bave secur1t.~ b.le.ras 
~~s•tora and are selflib~ted. 

TOP...-§E!CRET 

./ 

(Toe) (ref 58.(6)). All 
use a pass system for 
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G· !f'!llE;enou.s Aco::c-:::;: t-:; ~r ':'0::' !l fr12f ~c.(7)). h;.d::.oe. ').lS p.:..Lo ... s 
n:) }.Jrl[;C:l have free c.ccc:;:;: t:~ a.!'Ce.s l'm.c. co:"'t:; . .!.:l cla.:::;;..!"l.LC -.:::.,s r:.rc.. 
e,<;S::JC.!.e.tcd. .;!::rcn::::ents unlc.:::: ".; 1ese w.etcr~i!l3 ere covered :n :-t,.e::·n.se 
s2~.u :a. 'ItJ.s ::u'::JJect, as :.n ~en'ia iten c.t a. 2:, .;il.. ... 'lfi.!"J 1;-:s C':'!t-
t....e.. ... a.crs Conf cre"lce. 

h. ~nr~et :1n.rt:.~.n;o on ~erur J'a:ps {ref 5a{S)). ':he RT's ::lS.:ps al'e 
C.es::.;::;~ed. ard utJ.llz.ed in such a "ilY tna.t :ml~ the terur. leao.-E:rs ca.'""' 
identii'"J p'JsJ..tians accnre.te4". An 110ff0set'• co')rcil.no:~e syste.., is 
emploJ'ed to eaJ..·e the e.rea o_ ... operations (AO) cppea:r to be ~n South 
~!J.etn.a:.. 

2. '~=EST SOll l'rO/P'a:n (rei' 5b). AB a result o:f the increasingly 
'ii~~~ad use of the ur.class~fied nickname Er.DEST Sml, the Il8I:le uas 
chnr:ged to ITALIJ,:..\ GP.EE:T. 

a. tlhile it J.s realized that some incb.genous :personnel ::nay be 
a"Warc that US ;!)erso!".n~ are dispensinz ene."JY c:::nu.ru.tion durino RT 
~pera.tio:tS, ao chsclosure ~£ :a.ae to them that the B.!::i.unit!on is actue.l.l.y 
conte=:J.nated. ln additl.on, R'!' 1 s only J.nscrt s::1al.1. quantities or loose 
m::II:lU.."l.itl.on Y'iuch are norna.:Js concealed J..n a US tea:r. memoers pocket or 
pack. The techru.ques oi' J.l!SertJ.on norca.ll~/ used are to ple.!!e the 
annunl. tion in rNA/VC equi:p::l.e"lt such as packs, poncl1os and j):Juches taere
by concealJ.ns, the actual contents of this to J.nd.J.ce:""JUS Ine:Iloers of the 
RT. Insert~on of lar~e qll2ntities such as boxes, cases, e;c. into caches 
is acca::Iplished by only US :personnel on a special insertion mJ.Ssion. 

b. Expansion of the ITALIAll GREE!/ pro(ll'am by utilizUl{; additional 
units for insertJ.on has been carefully consl.dercd !'rom the standpoJ.nt o:r 
securJ.ty. Only selected personnel in these units have been briefed. It 
has been deter.r-l.ned that the iqproved e££ectivenes& to be sained by 
utl.hzing additional u!'lits for insert~ns IT.ALIA.., GP.r:EI~ ammunitions 
>uti<~~ r1sk of disolosure of the progrS!II, 

3~1 ~A Operation• 

a. CH-3 Helos (ref 5c(l)), The CH-3 helicopters stationed at 
llllkhon Phaoo:n JlTAFll (;IKP) in addibon to the C!l-e's :!'rOD Ud~rn P.l'Az"""'ll 
have been approved for SX. opere.tions. These o:perat1ons :'l.:r.: encorr.pass 
fli&}1ts to points throughout the PRAIRIE FlEE AO for purposes of monng 
normal RT' s as llell lOS XJIIJal. teacs. In wdition to SCC :l.lgllts, tnis 
squadron conducts e.pproXJ.tl2.tely thirty fllchts a day for other T'o..ol.&Cel
laoaous purposes. It 1o•ould be Cii:r:tl.cult for a visual observer to dis
tiJ16U.lsh STRATA :!'hghts :frOilJ othars. Even 1f STRATA :f.lignts could be 

TOP~ 
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• 
.b.::::ccr!!cd, tn~.s ~n!'or..at:!.on aaove 1:::: n:n .. c~:J..SJ.C.'<=~~cc. pel tJ.:>cr.t due to 
"t.he lnd:. of c.::socJ.e~J.or, •.::.tn c. spec.L!":!.c ,;eo.;rr.).'J.Cc::!.. tarc,et area. 

b4 :o'J.l.,:r.e!"t of '!:'e"'"'S (ref 5c(2)). Curr~"!t restrJ.C~.Lcns pro~ibJ.t 
SJ;'J~TA tc~~ :ol'am ope.!'Ctl"'t;; in :;-or l•U'L pen-.:.~ t.t::e.lr e:IQlO:,.-:->e"lt ~n t..he 
F:".A:r:P.IE :'BF (?F) a.r1d DA.::I:r. r;o::::"E (r:E) .AC' s. Rad.J.os anC. bD.tterJ.es o:f' 
U3 orJ.:::;J.n are J.:l common n~~e by ~!\'A and VC um.t.s 1:: the: Pr e.nd DB AC' s. 
T'nereforc, no cover story should be r~Q.uired U!1der present do.;}• c::mcepts. 
I'£ STRATA teams resme operations in !TI/U 1n the future, Clucam red.J.os 
uill be requested fro:::1 t:.1e Combined l!aterl.el E..q:Jloitation Center (CI·:EC). 

c. Cor-.bat ReportinG Post, liKP (ref 5c(3)). The Colllbat Reporting 
Post (CRF) at :w> is not a SOG fac~llt.,- (it is a 7th Iff unit) Md is not 
directzy associated •lith STRATA operations. Thio OPSEC te!llll finding is 
not conclusJ.ve eno~ to cotmlent on uithout first applyillG. several 
assumptions or protractions. 

d. Stereotrped Oocrations (ref 5c(4)). This finding is correct in 
stating that tea."D and a:;ent ~nsert ti:ne periods are governed by the 
rreather 1n target areas. This, of course, ca.:mot be altered uben em
ploYJ.D6 helicopters ntbout an ol.l-weathcr, lllGhttime ca:pe..'UJ.lity. The 
il::plication, hmrever, that STRATA is t.ae onl:r program us~nc these types 
and nl.DDoers of aircra.:f't is errooeous. The I:lB.JOTJ.ty of Search and Rescue 
(~Ail) msoions laiLoched from ln\P are coo:posed of a siJnilar FAC - heli
copter aircra:f't packac;e. T'ne same type of FA[; nircrn:rt fioa:::~ the same 
sqU2.dron is used :ror SOU. operatJ.oos as well as for overt reconnaissance 
tu.SSJ.OllS along the Lao ool!Vl~ border (see para 3c above). 

4~~~m~P7·~~~~~~ 
a. Presence oJ: Umarked SOO Aircraft at l:KP (re:r 5d(l)). Opera

tJ.onal. tdssion.s (tra.nsporting tem:l.S to and :from t'KP) arc nO'\-r conducted 
by eJ.ther (1) or.f-loadiP~ a team at r.KP, contiruing with locistics support 
stops and having another aircraft return to pick-up nn a.""illed team, or 
(2) off-loadi!lll a to ... e.t I~::P, tald113 off and fl.:!>!lll airore\1 trsininn 
.sort1.es and returni03 to pick-up an exfilled teem. Usin.J this procedure 
o.lJ. :mJ.ssions (operati:m.al as well as log1.stical) 1.nto lli:P J.nvol.ve the same 
amount of aircraft ground t1:ne. 

b. C=unicat>ons Pr~cedures by C-12l's (ref 5<1(2)). llanual. r:~rse 

MORI DociD: 570389 

CU, EF transru.ssions are currentl;r woed on all llic;ht~:> (c.~Uat or locistics). 
When flying lo&J,Sties mis&J.::tilS, the klcrican instruct.,r pilot (IP) makes 
an occassional EF voice trans:n1ss1on to llls hor.le base (Nha Tr!Lil&) to 

rrnP~ 
.?"" ---·-· ".1"80 1!. 1:0 
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:o"">£.:-!:.:::-:-s L!'<:! 0'1 bc"..lt. c.rc. :. e r_cs.s:!.:,e c<:..:- ... :J<: 
':' _ • ;~£. -l.~':l C'lern<:":lr~. :-!~ :.::;·• rc:t.e ::>!' --. 
~:t.•. : :-e:-cE. _-;:) !.c c'J .... :~der~d :..::!.-=--:'::..ca.·~ 

c unclc:-.:t::>:JO. P' tnc 
Olce "t.!'a-::·~!:::;J.~'lS (lc:;s 
:...:-..;..lu ~' .ree :.e":":.€1 code 

,;1;:. -;-:: cc l.Weo:'!. :~~1 p::)s!. :~.::>- re:!'J::. ":..l.r!.u ::;- :: :.~ .. l::>uH't:!.c:; a -.u co::!',•at 
~:'i~-'J:-.s, :.c-.ce, ~.-e }!:::-o .... :=.-::..~J.t.~ of :llSSl.::l' '._'"j?e r..l.::::"CJ.':ct:::..o·, 'Jl !"".'::' 
c: :J:.-: rca:·~ J.:l Il!.l.::::u:-=eci. 

~. r .... ;:-J:!IDCB 1 ~e=a.t::.::ll:s (ref ~c) . · ... "p':l ... resm:rptio" or Paradl..se 
!:j. ....:1d ::~pe!·~ti~~ ;~:::!·les:O 1-:l.:.l ce S.ll•;:ut";..ei t:) re::;trict ell ru.rsnnce 
st..!'ro~c.:!. -~ Perachse Islc.-:d. ::rcr_ c;ra.:>J.:;.ci. le-.•e2.. t:~ U!-:.lu~itea. J.i b.e.l of 
t1-j,e c.u-re·.t. ~~O:J;' res"Cric"tl.::l:.. ~-).c::. e.r.te •ds :."""! Q.":! [;I'O~"ld. level. to l!Q:)O 
!'eet.. :-.::::e c.ircl'aft o·;er:f'li::;..'l! re:f'erred to J.~ tne aps:;,:c !".1.!1din& uas 
processec! a.s. a Vl.olaJ .. iO'l C:,r ,...t -, 12, 

• ~,-~, .... · ...-;::: "t·o·s 
"'. - ,!_, ..... , , .z-_, £.??eyer'"" ... 

. 7 
a. (ref 5r(l)). .!...;ree::.!e"lt 1J.t.::. 'Z'ZJ.. rRt..-o': fo:!'ces does reouire 
::."J•:a::.e:;.'t to sea:."tt.l"d :'!"0!:! C:,::erating k"e&s (OA) riuriDG PLOWliA.I1 

'1era~io:!s. ~1is J.S ess.e:::t:.al to prese:- e r::o··er end elJ..!nJ.nnte e..ny 
.!5 C:Jr:.nectio- :Je~rcen. •;:: a..'11 ~3?:. !'orce~. !t J.S d:~ubtful that thia 

I>.?.et~e"'!t -as ~ dJ.rec.t J::.?ac"; o-::. rreft..l.c";i-..; ?t.O" .. J/-2' (C) missJ.ons since 
SJ. ~::.~.~-:J·· units i'req.le"':.tl:. 2.en...-e c.s.sl.s:.:;.ea s~o:~io'ls at irretul.ar l.ntervalc 
!'or o~::.e1 reasons; J.,e. to re!'.lE:l, repler..:.s~, :-eern; to c:Jnduct S.AR 
opera'tJ.:Jns, to c:-ane;e s~a.tior..:, to 11 -t.:.rn-o"er" to inc:x:J.ng ships etc, 

b. (ref 51"(2)). It i~-esse· isJ. that the IIARY.ET Tn.!E control ce~ter 
l.:-.J-7 0'!: ~:>"ecent of' n-::-::.:t.:: craft to :pre··e:..t Il'..J.tunl i"lterference, 
u.:-.::.ecessar:.· cbal...le.r~eiS et.c :!:::r•e·•er, tt'..J.S l.-f;:,n::ntio.1 need not be passed 
tc i::~~e:lc.JS persor--'"lel a"... .. :-..;.s ce.r'!.ter .::,:)r fu..sple.~·ed on su::mr.t plots. 
! e;ce:'"~;- 1 •.:ml;:.· t.ne d'.lt:· :QeratJ.ons oi'!'ice= (~'S) e.t t:1e Coas S'.ll'Yeil-
le.•!ce Ce!'l:.er \TJ.ll na·{e J..:.!'o:=::.:l'tl.::>:l o .. :rr:~,e::.!!-~ of PLCT!:~-~: craft. 
!'e ~"J.ll '.!tJ..!.J.:::e t'1i~~.i~~"t::.o'j to : eep i.:-.::::::r ~IJ2 cr uill a\~ fro:c 
tee 'trac :s o: PLO:~:A:/ 1 PTS 1 s, 

c. (ret' 5f(3)). ~l.:>r to 't~e nrri"al o~ t"'te CI:"CPAC OPSEX: cr;:,up, 
c.::a:-.ces J..:i coat co::DpOsJ. tJ.::l::t !'or vnrJ.:l..:.E I:'.l.SS~o.r~ areas had been made so 
t:.a-: a f::>J.r Coat t:dss~o- ~;as ~o~ J.der.tif'J.ed. ~""J.~l. the 11!1l:ITE11 OA. At tPe 
ti=e of t~e cessatJ.O'l or operatJ.o~s, ~J.ve, four, ar.d three b;:,at ~ssions 
".'ere re.!i.C~· scceduled to all OA 1 s. 

d. (ref 5f(J,.)). P.adi" c.r:ecks T.l8.de prior to !'uture PLCJI"!L\.-: ,/ 
ossio:::s -"J.ll be l..ir:.:!.ted "t::> a single tra.-:s:tissJ.on a.1d rece?tio~C: coat, 
e.~e:- e:.lec~roro.ic ser.Eiti.it,. cr.ec:o;.s. :rur~:.er, s:LCl.lar raciio chec:~ will 
be !'eld at random i!lter\als a~art i'r:x:1 mssio~ preparation. 
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7. ~J,O ~',~00"'"01 f.cCO ·or: rc-itc" (.'"""~") 

c.. (rt:t ~.)':'!)) ':he o::>.::r:c fJ.;'Jfu'l.::;:: rc.!crrJ. ... f: -:.o "reo.s:~~s l"r::.c, 
appear t::~ c;:,-J,::-::.~ ul.e ~'J ~r..c co;;>ple-:t 1~::::. o_ s.lc<.c..s:: "!::he .. 7:": :':!.S .1t.d 
J.n e:1..1.c..""!)":.J.-.: ~':) teC:l"er ·.;.s. pe::.:;o:uel11 ~re!"e !,)re:e-.te:i t:: ~1.e. CPS:.:' 

MORI DociD: 570389 

t.er!-""1 d..lri:'.:::; .. -:=-~ l:!"J.e!'J.:-z.:;s l.T' the !":>~ o:" lcsS:l1S lce.rneci a..,a. pr;) Jlems 
cnco:.:.:rtereda :'r.p:.d renc~~O.l to ~1.:;.~1:.• pe!"J.S'~a· le :.ntelli.:;e"ce :.s 
esnentJ.al J.f B.!" .. succe::~s J.o to ::>e re2.l.J.zed J.n prJ.s:mer reco .er:. opere.
tJ.ons. T.:.e JP:":C is co,tJ.:J..a~ to stress t!u.s } e.,· f'.c.ctor in 1 ts coordi
nc.t.J.or. •dt 1 i'J.eld. u:-u.ts tas. ~c. to con:luct p::-i!or.er recove!'!t opert!.tions • 
.t.ltll::>'l.tg.l :pr:r-pt :ess oi' reac~ion tl.J'Je is a. co,star-:. J?RC ob,:ec~J.·,·e, t;-as 
J.n J.tself !n~ ~::~t pr:>~en su!fJ.cJ.ent. On are~ occasions, ~~s were 
le.J..'lched into r~ cru:p areas rn.tn1n 24 h~zs n~er a..'l escc.ped r.: \:laS 
rec::werea.. 0 .. t '!ese occa~;ions the teacs .fo":J...,d recently aoa ~dor:.ed 
.facJ.liGies. ':he ".'C .t:Od.us O:!.JeTa.a!tdi obviousl;:. c~s for m::>·,J.r_,; lUl ?.~'s 
irrccl!.e.tel:.' e.t't.e the:: believe t.ne facilities have been SULJec"; to 
compror:use t~O'.l,;!l a P':l escaping, e. guard defectint; or ot.aer 1:1d1cations. 
The greatest [a!l J.!"' our O'lera.ll recovery effo!'ts is the in.alJJ.!i~y ta 
ca~n reliable 1::-"!.elllL:;ence regardJ.n.5 ?.l camp locations before tne enemy 
real.l.zes 1•e possess tnis in~ormatioo. Altho~h we !1ave constar.tly 
lened tm..s reqUl.re.~ent on the ve.rious intelli~ence collectio::. agencies 
i .d., 525tn liJ..l.l.te.r~· I!ltelligence Group; Detach!nent €, E4ogth Specl.al 
1\ctJ.nties Gro..Ip, etc. and supplemented these nppeal.s 'Witn publicity 
regardl.nt; the TC''a.rd pro~mJ., \Je have not obtained the dcSl.'I'ed resul:ts. 
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':'L:Jt!. Director, I::ltel 

TO: CbJ.ef, SCG 

TAB 3 

(!') 

~·o 1 Cnl'=!.f', Ccc...r~t.,r 

Dntc• 2: Jun [9 
l:fi.J /;;rchcr!.rt/rp:: /T-1.. 3~ ,7 

l. _{;r(Pl.rnPO:E: To ir.fcn:1 C"oief, GOG of the fJ.ndir!;s o!' t'l-)e SOC OPS::C 
S}¢e:t Tee::!l and to obtaJ.n m.s o.ppr:>\·al. of recomel.c.atJ.o"l.s: based tne:-con. 

2/mscunsror;· 

... n.. At Tab A J.S the report of the OP3EC 3JXVey conducted o. directi::m 
o!' Chief, So:J. T'.ne rep:>rt J.ncludes t~e cu:-rcnt ::te.tu.:; o!' correctJ."'e 
ac~J.':ln tO.:-;:en based on c::'C?AC's su.rve~, other J.tc..:IS that provide prior 
l:no; ledge to the en~, 8lld J:li.scell.n.neous related observations and 
cor:ner.ts. 

b. ~:here recoonen:iation.s are approprJ.ate they a:re contBJ...ned in the 
body of the report follo~ll.l\3 the fJ.ndl.rG. "r':.1.e sectJ.on/actinty re
sponsible for t~>i~ c~rrective acti:>~ is noted perenthetically. 

3/~C:l:r;J:CATIO. 'S • 

a. The.t ~ef', SOO approve the recocmendations contained in attached 
report for subsequent ii:Jple."llentntJ.on by desir;natcd 11 action offices. 11 

b. That rep~ be returned to SeclU'it.~· for reproduction in requisite 
n~bcr of copJ.es, control nct~on, and ~stributJ.on. 

TOPkT 
5 

./ 
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• 
' r/--~"l''"~-~ . -/' ~ - ·--- . 

~- =-:c:c::-er..ce::. 

,.. _ __, ........ , ·.............. ·--' (::) 

(l) cr::c:; ... ::~::-:-:-"..., Gu.:~.:;: E:!-:a.!:!.i"'U..t.J.:>::: of i::..!itc.!"'l J..ss~::t.e...""CC 
C:::=-..an1. Studies a:-C. : ~:s:e:=-·-atJ.or:.s Group (::tc.so.-;) Q:l~r~:t1.0~ (U), da:r.ed 

:ecerber 19.92 (Inc!:Jt .!!"e l). 

{~) f~CSCG !.~.:-, £ ... oj: (Q~~t~o-:~ .ScccrJ.t~, =~·.;cdr.ntJ.On of I.:A.r:SX 
C:e:-at:!.~IUi ( 3), C.c.tc~ : ~e .:r.mry ~9::,9 ( :::nc:!..:Js'..l..~e 2). 

o, 
~-=·· e:.· 
ue:-~:ICi 

£old: 

,,.... .. o 
-; --"• 

At the direc-t::.:)- IJ: C"':-..icf, SCG, an Cper.c.tJ.·:m::..I. ee~.It'::.t ... • (OPSLC) 
oi' sec a'ld J.:t::; s.l...orcb.nate act1. vit~es •:as conducted d::.ll'ir.g the 
ll Jfu:3r thro.!,;:: !: June !.9S$'. The pl.U"p:.s~ o'!: the sur•1ey liaS t~r:>-

(l) To .follcr.;-wp ~::.e CO;;C?AC QPSZC Survey o:f' October-!~:IVC!:lbel" 

(2} To J.C:e:::!.:~· S-:>Ul"C:eE; of enem;'{ :prJ.:>r J~~;ledce not previously 
:;.dentit'J.ed by cr:·~p/,.C. 

An addl.ti:J:::-..a.::!.. :::.cs~on :!:'erfomed. concurrently •:ns the }:lresenta.tion 
o!' .e. Co:m::lunico:t~or..s S;c.::-J.t:,• (CC:!SEC) brief':u10 cased upon the cc:rmEC 
s.l!'••ey conducted 'b;:,- t::e lOlst ~adio "Resee.rch CCtcpSn;)r in Februar;r 19::9. 
:=.e brie:fl.ns uas preser.~cd b!" me::nbers of the lOlst Radio Research 
C:--":pa.'"lJ • 

c. Jletibers of the tee.o. uere as :f"ollous: 

l~J H. t~. Are.:~21"t, Intel Representat11e and Tem=~. Coordinator 
Ua.j \b.ll.iaz: ~. Aie=.s, 0 C: T n.epresentc.tive 
Copt Ro~ert ~. Co~son1 C~o Representntive 
Capt lfl.UJ.e..-:. C. Scha.Lfel', Co::mo Rapresentati ve 
lLT l!ichael ~:i:l!.t::lson, ~Ol::;t I'.RC 
SSG Th=as P. ?ocht, lOlst RRC 

d. The follo:li:J,; activities 1<ere visited during the survey: 

Caomand a.."'ld Co:1tr::~l !:orth 
Quang Tri :....:ncn Site 
Phu Ba.i :.a:u.:~c.:. SJ. te 

TOP~ 
7 
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A1~ Operat!ont Group 
~st rl~~ht Detachnent 
15th sos 
20th S08 

C~d ~~ Contro1 Central 
D4 to La\liich Site 

C~ and C~ntrol South 
Due Co Launcn 3ite 
Qunn Loi La.unch Site 

Airborne Studies G1'oup 

e. The i'l.ndin;;s contained herein are 'based upon J.nfOI't'.a:tion obtuned 
i'rom :J.ntervie-rr ·~n.th key :personnel a.t the var:~.ous loca.tioru;, frCJJl .. 1rrit.ten 
report:. n.nd SOP's ~r tne act.~v~ties, and free observation of operations 
o-r the various activities. 

:f. 'lhc survey tra.s subject to the :follatdng ll.m.J.tations: 

(1) Short observat~on period at eacn location. A lor~er observa
tion period at each locat1oo. duri.n.c; peal~ opel'atlone.l perl.ods could 
ll:lSsl.bl.y ha.ve resulted 1.n di.sc::>Very of' more proUlem areas. 

(2) Dad 11eatber io the Pl'.AIRIE FIRE AO contributed to reduced 
operation:; and. the inaoilit::~ of the teBJ:~ to observe proced\ll"es during 
conduct of operations. 

(3) The tea.., visited CCS i=ediately after ao operational stand
dOim in the SA::El~ HOUSE AO and a true picture n:ay not have been obtained. 

2/£!!'111EI:'T ST/il't!S 01' ACTIO:'S TA!:C /.Jl RESULT OF CI!:CPAC SIJP.\'EY. 

T'!le follo;n_ng commento are based upon, o.nd. keyed. to,. findill8S of the 
CIJ;CPAC Survey and the SOC reply thereto. 
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• 
a. PRA.IPIE FIRE and SJ:t!'l: 1-:C:JSE Cpcrt.~:..or.:; 

(1) Use or Irs~curE Ho~~~e Co~~s (rc~ ~a(l) ). The use of 
insecure coa.es ht:.s .:.t C.l' reo..tce:c.... c~~ ... n O:::l"' area t•c.s t~= use of a.'l. 

ur~uthor~zed coie by oyerat~onal te~ founu. ~:?~!ft oper~t~:>P~ t~~s 
uerc stJ.ll u:ar;:; an un:~..x~f':>rJ."ec. color 1·.atrJ. ... t::,y.e cc::le. lt ,-c.~ r:>:..r.:r.ed 
out thnt S7?.J.1';. operati:~ns ned on 1-tend tne .JuX-272 (E·..;ll.sh) c.nd. RV:. 
AL/2 (ViP-:ne.."'lcse) S'!:P.K:..;. C:)dc, an :;sf.. appl'O'Ied. code !pccJ.fl.cally de
signed for Sl?~aA use. &1ac~e coaes and c~l?r coces <~re faun_ at one 
other locntl.on, but they uere eiilployed J.:l cc.rrp c.efensc, fl':)t SCG o:pcra.tJ.onG. 
The SJ.Gnal offJ.cer conce~ncd ~rea ad~aed tnet a~p~oved codes are avail~ 
able. 

(2) Clcnr Text Tra"~s'''"" to FAr Sites (ref 5a(2) ). FAC nir
cra.ft o.re contin..Ung to make cl(.a.r tc.xt tran::r.dss~ons despl te the fact 
all FAC ru.rcraft. and oJ.:. C·:.:C Detac!ll:lents possess secure F:~ equip!Jlent. 
The secure equipment ~s being used at launch sites unaer the control of 
CC:il, bmtever, it .... as only be~ng used, 11When they bad SOI:lethl.JJ.G cle.ssif'ied 
to say. 11 They f.-ere duly informed tna.t everyta~11g they c.:ad was classi
fJ.ed. A dJ.rective ldll be prepnred by SCG CO::!r.l:l to detail speci.fl.C 
procedures for leu.,cb s~ t.e to F'AC col'Tll:l.unicn'tl.OnG. This ..... -ill be folloued 
up by in.spect:~.ons to :Lnsure that only appr:lved secure means are employed. 

(3) Availability of Secure Voice Encrypt>on ~qiU:pnent (ref 5a(3) ) • 
Suff~cient secure voice eqw.p:1ent l.S n~r on hcncl to secure FAC to lnuncb 
site to esc c~rc.uits l"hcre such ci:rcuits are er~ployed. 

(4) Static Call ~igns and Freoueocies (ref 5a(4) ). Ground radio 
relay ai tes nov ~loy cnc.r'.zi.ng call S.l.t;ns. 

(5) Insecure Telephone Hot Line Circuit< (re~ 5a(5) ). 
The insecure tele!)'lone n.o:JtL.ne re...=a1.rs a pr(j~le;n. KAC-234 ~s used to 

onceal the ider..tJ.tJ.es of pers::mE and. acti\"l.tJ.es, h7...-ever, M.C-l99 SOO 
Jperations Code e.nd the VBrl.OUS one time pad sy.stas avulaole are 
seldom if <!Ver Ol"!ployed b)• hotline users. sex; C=o >rill initiate a 
progra."::l to include classes on uha.t codes are a.vs.ilable and. hat~ to use 
them. 

(6) Security of Tact>cal Ooerat>onn Centers (TCC) (rcr Sa(6) ) 

!. The CI;:":PAC repol"t apparently re.fers to 11oat is not CCI'. 
The secur~ ty of the cc:: TOC J.S o:n.- excellent. It is fenced, lighted, 
and guarded. 

mnn~ 
..LUl:<""7'1.:.'-'1li.:..L 

? 
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2 

J't!l!:T ":::'O':''.S .-
~;·...: :-e;:_ t":J th~ c:· :? ...... :"'ir.'!:.o.,:; :.: r.?t 

::::·.,.-":...!.: ~:' ::-cc...:.:..t:r c.~. o-:.~1c:- lo,r::c ... ::'l"l::> J..!: 

cc1 r~ct ::o:: 
, s ::'~llo· •:;;: . 

MORI DociD. 570389 

<" '.:':: £cr~:;..":'.' "' .. :-::'J'::- d.J.".: • .. -::- :--=-~ n.cr.!. c:rra~e... .... .:::-.t. 
'l!' ta.a :"o:!::d.:'l:!.!"tc'!""-7':''::= ::-.:..lr!l.~..;. :-:1-:::r:. :.ne 1~ :0: :ecil1";:: u; c:::.::-pleteC. 
sec..ao;.t,; ::.:.:>•Jlo.. Lre e ~-;.:·.E:'it.. .:=.:.e."l:> c~U !'::> • .f~n::J.,..::;, ll.g.at1n,;, ana. a 
guaru. 

b ":CE. Secur:tt~l is :fa.:lr. Since the TOC is located 
bcr.eath the ~ce.dq.J.aX'te::.-:;;: c--~le.-:., :~ei'I~ir>-'J l.3 :l."Jt :practic.ahle. J. • ....:er-...e:-.ta
t~or, of m:ist:!.I'-5 sec!.!:";.":~· ~s necessary 1n the f:=~r..:: of .n:.eta.l da::>r.s at ill 
entre.ncc:: a:- C. a guarri a:. !;:1e .tna.J.:l cntrarce t~ cont:!.'Ol access • 

.£ :;~, S .. ~'I?PF.AC, A:Lr Cperatl.Cn.s Group. S~curity ~.s 

excellent. 

d !.eu."lC!l Sites (other than at ;lPii). Security is as 
good ns p:>ssiole wider e...i:::;tins conditJ.ocs. t~:'1at l.S lackl.flb physl.cal.ly 
~s compens~te~ !or in securitJ co~:iousne~s of tne personnel assig~ed. 

(b) ?.ec~er.dat~o-s 

1 ~at :pen';:..l.~ cocpletJ.on of the new :oc 1 CCC assign a guard 
nt the headqUarters er.tra.::.ce to ce~ntrol access there.J.n. (ACTIO£~: 
!IACSOG·35) 

g That CCS ess~;n .e. sua,rd. at t!le main entrance to the TO:: to 
control access therein. (AC:'IOl.: l:ACSCG-.35) 

.2, Tha1:. me~e;. d:x>rs be obte.ined for the CCS TOC. S2, CCS 
states that t~ey have Cee~ requisitioned. (ACTIO!: !~SOG-40) 

(7) Indigenous Access to ~o: TOC's (ref5a(7) CII~PAC report re 
ferred t::l i~genous p!.:o~s. ;;.:as finding J.S not canpletely valid since 
these pilots fl:F l.n SJ.!?')~'"t of' our mssior.s e.."ld nus.t have access to the 
TJaps~ In t.::tose locatiO!"'S -:::1ere a se-parate briei'ulg area is maintalned, 
their access to the TOC ~s co~trol2ed. 

(0) T!I!"Get ::..,.:::.~gs on Te""' ::aps (ref 5a.(8) ) OUr reply to 
CII:CPAC stated 't.nat tnE- :)::'f-st:.t s,,tste::::~. l.s r.-:tr in use. For those targets 
for \•hich pn::.to-maps e.!"e r..ot a.veilable tlus :'JAY be poss~ble but for those 
targets -wonJ.ch Bl"e covcr!:!o. by photo-ups it is not ,Possible due to the e.rea 
covere.ae o: tne map. 1:. ::.:.st cases, maps are either covered 'With acetate 
and marked WJ.th grease pencil or carkings are made directly on the :p!loto
JSlB.ps -...'ith grease pencil. These carl;ings ar'E:. easll.y rcnoved. 'Ihe current 
non-attrihutnole photo-=ap is one or the least campr~sine items carried 

·rae ::s 'to 
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l~~ t'"rtc P~ 1 ~. ~1-:.:::1';; a!'€: q..:.J.~.,c C"JCSCl.Clltl.~..::; t'J ~'!:!<;U!"1 ""1-:!' "..r.~3e 
'1.."':.:,':; or ·~ "J uc~t, -=~· ;:.n~ 1.:' l,cccs~c.J";:,. Tn::.r a:-:1e:.1·::- t:: .. n.~ r "r~:::--:.::le::. •. ,.. 
-~.:l oe f'"J!'Cec. t.-::- 11..~ ··1::.: •• :!:' t~1e RT's .:!.!t! ;;.,:. ~-·.:.r.:::; ~:;.;:. ~.::: :).:' t!lc 
d.-.!-::2ro::c.. :.?:;:'O:!. .... "l:.'..:!..C:' :..t. 1..:: necc!;s~:; i'::~ t. •• e..:. t"J .~..:L·c ::::::.:-c =-=--=- :!...::!.,;::: -:J", 

~ ... '!tlr :.::.!). '''=.!"' _ • e re· crt t"J t.nc.-:.:.~1 ::>rl.PC::.11:::: :):' :.::·~a.~::;:_:.':' 'c:Jol ert 
ope.atJ.O'"l.:o: "::J!::t ~=•'= _?::.::::!.::_?ectiv~: "to: ... ce" O..lt'i:-e;..gn t.1.e !':!..!> •• :!.:.-;:l!;cd"" 

S:!..-:.ce tn~ co··c?;.::::: 0?3L:C l.nZp!3'Ctl.-;)fl, t:Ilis pro.:;ra:::l has "oee.""l re-
n::.. .... eci. IT.ALJJ;.: ~,..:;::,:::: .. c.:-.1 ~..loneque""l.tJv· p:;:...::: -:oc·. :':'lese c=.~ .. J.SE:S •·ere nece:::
:<Jtatcd oece.u:::e o: tne "'J.cicsp~cnd usc o! tnc !'.;..ckr~e, t..le ttu'!::>·~cr of 
pcl·son'"lel J.:"'V02'1~c., a.r.o. tnc sensitJ.\'lty of th~ !1!"0~a::L. 'rLe s~:-J.nsent 
.securit:t ~easu:-es are stJ.ll enpl~•e:i J.n t'ae !.l.:"..l.r~s~~e.tior. o:' t:1e prc,:;ro.I!l 
c.nd th~ ~~'lo.lJ.::.;; of t"'l.e a:..r:nu.'ll.b.on. Tbe con"ts::u.rta.ticr. pm:.se, c:>::~d'J.cted 

on 0.-:i:-.a.·ta, ·a:; "';.er=.J..:-.at-eCi 0'1. : .. Ta.'".:~· J 9S~, t.ner<:.JJ !:ll.~Z~r..Q d.J..s
c!'Jsure out of cou...""ltry a.-,;! durin{; shJ.pment.s bet·~eer t."lere a;:a t.le J.'r.i. 
T(le nJ.r",oer ::~:" '.l."!;!.ts pe.rticJ.:pa~ .. J.r.,a: J." the pr:~~·r.:il \Ia~ ;;.r.creased to ir.clud.e 
7/1 Ca2o.,·ary l.!i .!"" CTZ e.::d. r??V LI'.RP Co .!'l II c:z. ''::ile tl-..1.!: reqw.red 
adcliti:>nn.:!.. Cis::l:~::::...re cZ the pr'J{J:"a:::., on!:r a ve:r:.i lJ.o-=:~.teC ou.-:::~e!" :~f 
pers'Jr.nel. ~·2I'e ~:"J.efed. Oper::.tio~ pcrs:J'l..'lel ~:ere provided •rl t:1 only 
cno~i J.nfor~tJ.j~ t~ accocp~sh .!nserti:~~~-

c. ~~~ rn~ratio~3 (ref 5c) 

{l) C1-: Helos {rc~ 5c{l) ), Since l ro·1e:fr>er lg6e, S7!lATA 
Teems have been e:r:pl:~:,reC. only in tne F!'..AIRI!: F:P..E C!>:l S.-'\!.:E:: F.C!J3:::: A0 1 s 
a.'ld J.n the p,u·•. ~;'"nen toef;-e teams have been 1D.u.'1.cheC. fro:: :•oJ:: .. 'l"J!l Pheno::1.1 
'!'".nc.i~~nd, C"I-3'.s ·a:::ed &t I!Prl (also Jm::::-:71 o.s !':-:?) ha.,•e been ut.:!.:.ized. 
T(lis t~~e of nelic"J?ter J.S elso used for i'ls~rtl.:Jn cf P~ ~~·s ~l..1s 
mmler.xls other o,c.!'atio•).s :f:rCfll ::::·. Assoclet.~:~n o:r CtT-3 bc"!os •"ith 
S~.ATA or o't.!:.e.r SX :Jpe:ratio!lS uould be VJ.rtue.ll~· JJ:J.:):JSSJ.i:.le t:J c.etect. 

(2) E~n.~ent of Tc~ (ref 5c(2) ) 

(a.) ri.,~"~ ~ S'IT.A~A tec...""TlS o:pes.tinc iro the P""J'/S:.-i. J.O' s B.!'e 
dressed and eqJ..i~'et: r..~ .~'A. Dlen thous..i ra~::>~, C":l:::;::Jti.Sse~, ::.Bps, etc. 
o~ orJ.,:;J.:l Ere usee., this l.S n:>t co::.sidered C.etr.ir:er.~al to the::.!' co·:er ana. 
securJ.ty because th-:se :.te.""l:J are used o~p ;v;.,.j•;c \UlJ.:~s O?erat~:-..;;;; in tne 
eren. Hcr·eve::-, it .. es n:~ted Oy the OPSLC tea: :::m 21.. ; ey t:::.at c:::>tr..J.n.::; 
Yras n:Jt uni.r::>r- fo:!.' ell t.ea..":l members. US type Jun.sle b~:>ts, ::ats, a::1i 
s01ile cl..:Jt.P.J.r....:; ; "2.: \TOr.:l.. : .:J::revcr, consldcrntJ.on Pe.s !lOt ::::;:;.. •• '!n to the t~')?e 

and color of illli!'ol'Iil. ~urn oy the riA in a particuler tar,zet eren. 
Evidence of jur.~e boot tracks and observatJ.on of tne team was !'lOt i":V.J../VC. 

·.rvr,.o~vru::.·.1· 
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• 
(J) ?...:!c .... -.::·-, :r:J."J'l, 71,~t (,_::::.!::> ue ~r:n~".!..C.::!u. cl:.t·.1.n.:; 

c.:onc..L::ter;.l ~lt.."llr.c.J.!' c~,el ::.n :..,c.t c-:.c!~le f<u"t•t•;;>..:, e • .;., r,"J:rt.::; ,-.... ~1 
t.J.rc tre'!d cole::; {::z....-.J.:.~.:., o::tc) '...e =-~sued to tc0...'1!: _..,"='rat1.n~ J.n e"lc-~ 
•• ~l.c'i ue:.s. (AC':':C. • :·::;~C.;-~::} -

(3) C-::"1':-e:t. if.P":l:'t::."'!.::; P•;)!:t, 
!'cply to cr:.crt..c, 1;::~~ ::..: n:)'t c::. :::; 
t.:J:socJ.ated. ,;i th S"L.A7A oreratJ.or"i. 

• (ref 5:(?) ) As Etc>te:i J.n 
facJ.lJ. ty &.nc. J.5 not d.J.rectly 

.:::;c.r• ~:; 

(4) (!tereot~'""")ea C.~'!'!rn~l.::m.:J (ref 5c(l:) S?ai-.'I'A teE'.ms ere inser-ted 
nt1l1zing the sa:nl!' Utcn:::.q•.te an;:. ::.o..~:vportJ.!"'-6 L.J.r r!s.::ets u.: PT' or SH P.':'':::; 
pluE ot:1er n'.J!l-SCG ele:;:J.~nt3. ~!1.tn t"le J.ncrease J.r, .rllr activJ.t:,· J.n the 
F? AO since 1 l!o-/er_oer 19-SC., l.denti:!'J.catJ.on of STf'.A'l'.A or ?F opcro.t1.nn:; by 
tYJ?e of supp:Jrtl.r-s air a::sets l.oulc. oe d.J..ffl.cult oecause of nw::lerous 
otner operat1.ng elements U.:>l.ng s:uular RJ.rcra.ft.. 

d. •::mnFF (c) Operations (ref ;d) 

(1) Prcse'lce of U~ked so:; A1.rcraft o.t ::ru~on Phan:)M (?:Fi'T) 
(ref .5d(l.) • .S::U.TA tee.:-;:s a."l<i I·? r.T 1s are st~ll trll.llsp.?rtea to ;;:pp ror 
insertJ..on 1.nto the FF AO. The e.ircraft are parked 1.n an area located a 
consJ..der~ble distance fr~ other aircraft per~~na areas and normally 
r~n there ror a per1.od of 6 - 8 h~urs. 1oGl.St1cal EU9port for SUPPFAC 
is norm.e.lly o.cco~::plished 1:ith the s2.!ne urcrai't that are used to transport 
teams to llPI:. Therefore the preVJ.ous problem or uror.a.rked D.J.rcraf't re
ma>ru.llfl on the ground for M extended period of t:une during loginol!l 
.miss~ons is no longer nwll.cable. However, the unmarked aircraft with 
b.Lack and green canaunage are :stlll. con.sp1cuou.s and probably resul.t in no 
small amount of curJ.OSl.ty on the part of base personneL (see para 3c) 

(2) Co~~o>cations Procedures by r-123's (ref 5d(2) SOG's reply to 
""Ii:CP.t..C 1 s fJ.ndJ.ng J.r> st1.ll vahc:... :.e.nual i "Jrsc C\;, HF trans"Diss~ons arc 
urrently used on all flJ.Ghts, ldth occas1onal HF vo1.ce trnnsciss1.ons 

bel.ng J:Lade by US Instruct::>r Pilots to report aircraft mal.tunctioilS. 

c. JllJl!IDO!l ~erctions (ref 5e) 
~ 

These operations are 
l!ove:nber 1!)60 bo=in;; halt. 
in a caretaker s~atus. 

no lofl3er conducted as a result of the 1 
All facilities are secured and are mru.ntaincd 

(ref ~f) 

These o:pernti:ms ore no longer conducted as a result of the 1. 

Nover.~ber 1965 bOir.bing halt. 

~ H-55 
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(:) :-'H "!"'.:i• 
• _c~- ~~: ::f c;;.::;' .. ~'..!·o:.. 

':'".1~ _ .!<:....·,~ £.rc::.~~,~:-:re-•. -~ t. - or.:;c.r-!.::::-.~-:>'1 .:.:r "';,,!~ 

_!_:. .. :::,• :?~r .. ::.-· :.:. "':- ·--· ~::-:::~·t.l..!l: .. :.. ::_J.:: 
!:..::" c:e .. cr .:l.r.o:.Q C' • ..ll'l.r.::::; ..... ~:: t:::-:..· :J: ~ y ::;:: ~"'~";:;':. C?::--: ir :::-"'ct_::•.. I ·--~·"

':.:.::: 1 c-:~Pcc:rr.:. .. .:; t.h('l 1:>:::::.:::. :.- :J::' :-'A/".rc :- ' .:::!cl:!.::.~J.c: :-..r ·.::: '!..."1.:!.::, ::'! o •i..::·c~ 
';:" :;e:-so:J=.."1e2. ··.1::. .:-.t'.""=" -::-:::c)::.:. ':'!" c...-:.:ltc-:'.'-· ':.!.-::: l. -.::>l-.:.:!:~::.::>-:. c::..r.:tJ.r:.J.cs 
't.':l •'f. c :t:rc.:-'31~· ~'!l'J.C .. !:.....r:.c. .'(.=r..rJ..:.e t.1~ ·-•r."": :--:~ c ;:;: o:. ;-ri.sonc:-:::; r'YJr. 
a!':.er 't'!'i! CJ.scYte:-:,· :J: r-..:...s::::.r:: ~e~:::;Jr.;,e:. 'ol·~-:.·te:.-, t,;·_.,I:.::J.e.:. ..t.1~ts ere 
rcluctc.!·;;~ t::> ca.,duct ::-c:: '€:!"!' opc:-a:.:.'Jrs :::a::eC. up'1"1 '.1!i.vc:rifieC. :.!"!'Jr:'~~ior.. 
_!_, .. l::>t'lcl :pr':lble::: J.f' the .. --::'": cff::rt ::..!: "':: ·mt ~}Z -t.'1:. .. !! f.:..-::!1 t:1e,. :.:.o.1.st ::~ .. ~ilJ.: 
r~r:-:Jve.l ~or o='erc.tJ.:>r~.: ~:>...1 t~::..~ O!' t ... t:!! x . .:;.'!er r..r::.C.quaz"::crs !'~.::.!1C':- t.12.n 
l..'::-:eJ..J.e.t~~ e;qJl:ntJ.n.; ·-.. ::t. 1.li.!'.)r:ta.tJ.:J!l -:; Ie .. ~·c.ue, BJ.!lce reG)O!'!S€' t.ue 
_s of -the u~:Jst i.!:p-:Jrt:.-cc, oct:ll.J,J.:IS o!' l!;?_:')r:.val a'1d "':.he i:1..~crent 
co:>rc2. ,EL" .. i:>"1 c:::~.::r~rJ..J\1,:t'=3' to o.cl~~·~ J.n tr:.e !. '"~cutJ.:" o:: rec.J"er .. · o:pe!'ation::; 
a.:1C t1-crec-y rdroml;--es -:r...; C.le.'i.cc :>f ::uccet.s. t."C//.llicd :'J.elC:. c::...-=--..ar.C.s 
have been J.n!'ol.TieC. t"'..at. t.:e:; sho.J.l.d 1nitiate r~co•.o::-IJ actJ.on ~':Lt.:1.in thel.r 
res)ectJ. vc A'J 1 s •:hen the:,· rece::.. ve credioJ.e in!'ol'I!l2.ti:Jn reG,erding the 
locntJ.OD Of capture~ U3j:J2icd perso~~eJ.. 

(2) ::qec'J~enrle.t"'o:--. That c.ore e:-t.e.:lS.J.Ve guidance be gJ.vcn to 
usj..enied cOI:!Ulll."l<l.G. C-::-E.n'ler::: shoulc!. a,3n.in oe J.nfcrmed that the!' can 
unC.~rtake :!"ecJ.Ver.{ opcr.e:;.l~.:.:::: on their :r•n iru.tJ.etivc uitl:.J.n tr.eir 
respectJ.1fe A0 1 s. (ACT:r::·: ~:t..CSOO-Bo) 

:r:'Drr'GS o;- so-: 

In addition to the 
items are c::~nsidered cy 
eQce t:J the en~. 

C?ZEC ':'E,t"J~ M 
7 

!'indinc;s of the CI:"CPAC OPSEC Te~, the follcrrlnc 
the SOO. CPSEC Te~ to oe ~::ourc:.es of pn.or k.nowl-

a. Unauthorized Personnel ~n ZC3 In~tcll~~~on~ 

(1) Fl.OdiT'-.1. :·-: .... ;0. durJ.r~ the cp::;::x:: ~\1!''/Cj' -~·ere the visits and 
presence of personnel other than SOO r.J.ei:JLcrE at SCG f'acill t:J.es. Those 
include US n:d.litc.ry ar:! c~\ih.o.n::; l'ho ucre eithe!' pe::-f:~rrune construction 
,,orl., sucn ns Senbees e..--a e13ineers, or p-:rs:>nnel ~·ilo had b(!en ~nvi~cd to 
tne ~ac~lity by 30G pe!'s=nnel J.n nn ntt~pt to oot~n lo~isticel or n~n-
1.ctret2ve support. Fre~uently these personnel VJ.Sl.ted the me~s and cluo 
fe.cl.lities uberc operational matters are sonetJ..mes inadve!'tent~· discussed. 

(2) Rec!T.irler.lb.-:;:..:-:1 • That onl:r author ..~.~ed personnel be pe!'iili tted on 
SCG insto.llntJ.ons. ·: ... n:;s of unau'th:>rJ.=ed personnel :::houlcl be held to a 
:llini-:run and only for o:;'icial purposes. (ACTIOI•: ::r,csCG-21). 

H-'i6 
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.. 
(l) J.:n:!i ... - ::.-:.!e e:;-pc:!r~ to ue p- ---~= .rt:!...""o.3.r..:. .:1..::: ::::~ ·n::J is 

C.u~ ... !l;i~.l. .. C.l 't:l tl:! ~:. o;: ,::), ~-rC!"C:..:f't.. :i:IC:"Jf':t .C!t.:: '=_: y; !":"~GO:l!•~l C-'1.: 

.~.~,:,..c;r;,d:::; ::' :J~"j n~LC!'S ::.!'t,~;;;r tr:!Ve:!. ·;::.ilc ":i"i:O'H..:' f::j )Cr::::n."c:, Co[,•, 

~th ~"'1cciaJ. :-orcet. Cro•.!- -.e:.:cnPel, are dc ... ..J. .... .:!. c.C':::<::sz. '::.l.~ ::.zsue ~·as 
l"n:o.sc;_ b~· eilc:ra:o.'t crc,;e;. at l:T T~1.::;:-."t 'Jct~c .... ert. A:. c. case l.n p:JJ.nt, 
c W;! C:le..:;:>lo.ln tre.·1elle:d. o!l a SO:: C-130 ~o::::. ':'3\ to ~a ~ans 1n tne 
Cj"'l!l'any of' e. SCG mmber on 23 ::a::;. Th.u. "r:a::; vi tne;ssed oy OPSEC teDl!.., 

(2) Pec·Y::1c"J.d:e.t:!.o'1. That only 300 rue::J.~ers c.nd Co.mterpo.rt 
personnel be auth>JrJ.zed to travel on SOO airc!"af"L. (ACTic::: I:ti.CSOC-32) 

c. DnbaS')l Tiegistercd ("T" 1 U.'1bcred) Vcl-:J.cles 

(e) 11bile c":lt J.n::ll.cative o~ any particu1ar operation, the use 
of "civ~lJ.an" vel'..J.cles OJ." US :!::.l.lltary pcrs:J:l.:·:el J.n uni;fo.:-:n does attract 
attention, 2.n cJ.oletJ.oi' :J:f' one of the bn:ac prJ.nciples of clandestJ.:le/ 
covert operations .. anonymity. Use of these vehicles is necessary for 
same act~vitJ.es, but each such ve~cle should be j~tifJ.e~ by the user. 
Further, the use: o:f' bloc:l;.s of mc::.ocrs tJ.es all of the a.cti vi tJ.es usJ.nQ 
such velucles tocetner, especially true l.n tne fl.eld. l'ost SCG wut! bave 
.several blaC.:.':. T-nw:.bered vehicles. Since Vcr:.icles po.'Jnted. e.r..Q. r.arkcci in 
tbl.s I:lBlliler are uncocmon outside t.ae Sa.J.bOn area, attention is dralm to 
those fncJ.lities USJ.ng to~. 

(2) RecommendetJ.~ns 

(a) That Sw ve!liclec in the Sai~;~n area be painted OD and 
carked ~d th ap:t:~ropn.e.te 1 i.A.CV buriper I:lal".KJ.ng:s. 

(b) That SOO vehJ.cles in area:; out[;ide SaiG~!"l be pa!nted o..'ld 
11!3Tked sil!IJ.l.cr to oth"" "lilltary veh~cles 1~ their area. 

(c) T.1c.t vehicles dri vcn by per::::onnel require;i to wear 
ci\~lJ.an clothJ.n& J.r. the perfo~~ce of the1X d~ties be e~cluded from 
(2a) ard (b) above. 

(d} That i\:.rther exceptions be requested in '\ll"l.tJ.ng, citir.s 
JUStif'~cntJ.on. 

(ACTIO;:: hACSOG-40) 

TOP~ 
-.1.-d.U ~ LoU 

Appendix H 

MORI DociD: 570389 



-
(l) =-~~~J.:-_·. J..2..l ~r S::.:J 1

:; l.:.'.!!l::h c; ~( ::':.c ... J.._-:~c~ ::e: .!:~c:::o.~ee. 
:•l1 ..L1Ct.:.~::.-t~::--c:(.~._-..~.e· .,,~ :>" .... 1:.!" ·;:, 1r."'...~l.f..! U!-...~.:.::. ~:'f)- :-·~:-:-:":: r,"'; 
1::- , tJ.e.:t> .7itc..7 <:.....'(; s:o l:::>ra~cl t::c~ 2.: cD..=l :.l o. =~· ~:r 1- "t.r.!: • ... c_ • .l-cy 
ca!" • _ "t 1e::: "':..1~ =:!.::::.L:>r :---··:p::..!'O.t..L:j;-, pc.1 ::~ 1-:c!., c-x-_:-:J:._ t- :::·1, c....<_ :..~-~l:l·c 
cr~ rcc:>"C!'~· -=-~ 3JJ :;c:n=::.!:i, I o.·e:>ver nt :e.:?::::-:0 1.:..11~· E-~"".!: ' ... '1."re J..~ 
a !:!l'::>!"t.c_.e o'!' a!.!.eqa.t::.l.e :):'')t2c.ti• e o •c.!".:u~:.':.. l.:o-vcr t:> c.c:::..)!.::Jo...::o.:!.te ::-:: •el"a: 
tee=~ .:t'1i !:"la:.:>o!l .!;;1..Z.C: e:.e,;~-:1,.:; Qut"U'~ t.:0:'1.1:!..:!" 2.1 u/Yi.. TCC!:Ct !!:~"!:.~:;:~ •• 

(2) Ro:::cY:'2.-<:-:N.,~i:'ll~. Thc.t l~uncn ::::;.! .. es l'1catci O"' J.ntita.l~o.~iol".s 
:;.t-::~e::- thar.. !!:'. llt l'e-locr.~::O t:::: O!'eas S~_:l:!.Z'T~";cli .!'v.r cr.:q;}1 fra:::::. :::>t..-.er 
C3/t..:... 1_J.cC. pcrso:-.nel t.1at net::.. \"l.tJ.es at the lc.uic!l sitE:: cc:.nnot. be ooserved 
c.;..'",. th~t c.~eauste co•ter L'e cc •• ::-=.ruct.eU. a\. co..ch loce.tJ..:>1. (t.C'i'i:C!": 
::t.O:SOG-~]). -

e. Idcntif~aole Alr Assets 

(1) F;nd>o,;; 

(a) 711e corno~sit~on or ~r a~sc~s used for the insert~~n nnd 
e:.f!.lt:rnt~on of sex; tee..~ ccn E:a.:a~· b-e idcntl.1'1ecl because of unique 
ai!'c!'o.:ft end C:JrtG!).:!cuous CS:I!:m ... "l~,;e ruarl:J. .,cs. :'r.:r.: CC:; ar:d. CCC e..."'!.d their 
lc:.u:u:,1 r~tes oled· a.nd GTcen ,.!A!' C:t-3!·tt:; arc lll"ccl c..::: tr:Jop carrl.era in 
co.cr LUr r.sset pacl~e. At CC3 and tne le.unch .::ites at Q.U£Ln L:>J. and :rue 
Co Cl1M-ou.fl[lf;ed "intcy11 hclicopt~r!O ere ~ed as both sb.cl ... s and c;unsnips. 
Tt.ese 2.ircl'R.I."'t are ve'!."".f conspJ.Co.I:>ua e.nd ellsil.y idcntifJ.able becnoJ:Se t.r..ey 
ere the onl:r ones markec. in 1..hJ.s manner that arc usee! in the arens o! the 
lnwcl. o:l.tes. 

(b) The same nolds true for SOJ's .fixed lll.ng assets. SCf.i is 
the sole user of bla.ck ani green C-123'~ and C'·l30'fi in RV'1. I! they "'rcre 
ua.1nted in the sei:le ma'liler ns other aircraft, they '\-";:)olld not be a.s con.
~pl.cuous. Their cb.stinctive eqw.p:nent l.S noticeable only to the trllined 
obterver but anyone can notice the di!'fer£:-nt paint. Crew melhbers with 
,,h;:c thl.s r::~atter Ml.s discussed do not fe.cl that the ni(;ht camouflage 
cbaracter~st~cs outlfe~gn the consp~cuous:1ess. 

(2) RcCQDmendntion. That a1r assets, particularly helicopters used 
ror cross-border ~perlltl.ons, be pa1.ated and cnrkcd l1ke other airc~aft in 
their base area and theJ.r are~ of operatJ.ons. (ACTIOU: li.ACSCG-32) 

f. C1oth>ng and Equipoent 

MORI DociD· 570389 

(1) F>ndJ.ng • .All sex; RT's operat.inc in t.he Pi!/'Jil AO's uear the 
US Jun.s;le boot. Enemy d.l.scovery of these distinct! ve boot prints has of'ten 
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.. 
1:.:.-.L.tr.! -~ ...... _~..:.:· -::-:;r:-_:..-<: ?!: -:-.~ :.~::...= ---_-., ~'=-~·- .... :.: r:;.c .... __ •tt 
• • .; ... __ :: :,::~:i:"·._. :.:: :-.·, ,_ :- :!"c -;,~:, c.:.-::.e:t~:..:.- c...:rc:::::-€.. J.!' ·.·.: ?!"~::u:>-r cJo-: ::.. ;; 
:!: .. ~::. •• • .. .~.r-:.• ~::> t::~ ··:"'!..:-~:;; s.:~ _-:, :.-- ..... 1 .. L:>:r:.:, :.. ..... t.f""_ ... ::: e:2.!· r_·.co :1::; 
:.,_ -; c::t'J.r':;. · ....... :;e •• ·..:.:.::· .... ~!!.....:::.~· t:> .:.r-:..e~t tnE-l.::" ~-:..cr:.t"-.t:, :!'1-:J"'l 

:2) :'e-c:::-:.;- .. :.~:.::"1. :-.:.::.t te:a."'"~ ce p:-Ovl.d~d. cl:yt.-.:1.""-,S cons::.st.c1~ 
l"J.th troc~r c~v~:r :."c.<.-.:. .. s:.;::i:e .:'c:--:··eE!!", e.t;., b..,ots ·~:.h tJ.re tread 
col~s, be J.zsued. t::~ eJ...:. £:::G tea=zs =:-~ra:t:..-;; J.'1 ene~y held e.ree.s. (see 
para 2c(2), ab~\·e) (;:::::.-::. : ... CS:)j-l.:J~. 

(1) FJ.r.dJ."!,S. I:: ce:""tdn a!'ees ~f the SALZ·' !IOTJSt AO, opcratiors 
ere condJctea e' tre~-e~~~) ~tilJ.:J.ng J.n cc~e ceses the same LZ 1 s, 
tha.t th.e ~;-:;. have ~l::re::! e!'fectJ.Ye earl~· Pe!"Ol.Jlb systCI:'S J.n an at'te.'l'lPt 
to thue.rt these opera.tJ.:::n•.s. Ene.::zy observers on pro:mJ.ne:-tt tC!rrain feat..ll"es 
can detect impendinc; opere.tions several minutes prJ.or to J.nsertion of' the 
team. 

(2') Reco::t"lerd.a"t!.ot.. T'na~ recor.na.J.ssance operat1.ons in PRAIRIE 
FIRE and S.AI.r.:: ::iJ ... ·.s::: .,..:-• s oe l.I.J:::itei to a certflln nua:ber per month in an;y 
g:LVen oe.se area. (;.c::::;: ~:ACSX-35). 

h. lr..serb.:m Tec'lr.i::: les 

(l) Find.i::!;. :-::.ve!"SJ.~:m..~ nig.nt routes are used by the air assets 
llhen insel'tl.ng \,oee.o..s 1:-, t.ce SA:::!:l: ~C".."'SE AO. Since the launch sites are J.n 
cl.ose pro.a.."Uty to ~e 'tc..r(;!;!t a::-ee.&, use o~ tb.vcr&l.or.ary :flJ.ght routes are 
n:>t. restricted by t.ae c:pere.ti:-..g re."'l.ge of to.e. helicopters. In add.itio!l., 
conto..ll" fl,}iJJ,3 e.r..d c.~- ~.::!.Se:-ti:n; als.:~ :!ecel.ve the ene::cr e.s to the e.ctual 
'l.n~er .. l:::m LZ. In tne ?:'J.~:;: i":?.Z J..V, Jl~T,~c'.lJ.ar~ for t'.:l.ose operations 
launcned .n.·o:c Pnu Oa.i e..r.;i :.J2...:l,'i; ':::ri, use of' d~ceptive techniques l.S :re
strJ.cteo. b~,r e.ircra::t O?e.r<:.~:.nt:; r2.!lge because of "the cb.sta.!lCe to the target 
area and. altitude of te:r":-8-J.r.. enroute to the tareet area. 

(2) Tiecor.t!!.e:-=:..c."t!on. :'hat le.1...r~ch sites for the PRAIRIE FIRE opera
tions be located as c.!.:>.s:e .as p:Js.si"o:e to the tB.!"'eet a::-eas. (ACTI0~ 1 : 
!;ACSw-35). 

(1) 3'f"1Mr;. ?o-.1-;.e:- ll. passes 't.hrou.sh tbe cldcUe :~f the c:c co:n
p.:mn~, affora.J. .. -..3 ~.:ser· . .c.~::.on t::::. tne er.~ o~ ctt=.:? fortifJ.cati:>ns, 
det'ens~ l'C :P-'SJ.t::. :>rs, : :-.;::.s"!:ic !'ecili bes, a 'l~ b~lletl.nc Giea.s, and en
ablJ.no hm to ootain e.'l es~JZ:2.te of the stre.ncth of the compound. This 
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• 
~- --. ,._ -·-- ... - ........ ----- - --. 

1<) -::-- :_-·,o. ~.-~ n-:"eo•. <' ""---~·_-c ~: ~c-~e~ 
,r.J,. ' ... -a. ... ~=- r~· .:r.! .. •: -~: :!"r-'!':Ht::.-...... :.:"~:::. .... :.. 1 

:;) ... n~--~ :"'~ ::.-.;:'..1!'"5.. 

MORI DociD. 570389 

(:'.) ~F-:-~. -:!>'" '-" ro:'.cto~ to pe.r~;;,·n):' 3c ari o, ac>'e, J.~ t~<.t 
J.t c.tt.ro.ct~ c.:.\.o:..-:~:..:m. ~:. \.c1.r.:; u1.u::::'.l.:l.:.. 

(2) ::'ec"J-:'"'':'"!-::.~:~:a.,,,, ?:.'lB.t c:>n!::ici~ra.t~:.!l 't~ ::;oven to t: e use of ~he 
C::'" Jlatch ..J!' c:~t.• :.:.·c.~;_\...': !J~rc:mn~l ::>r ~:.a.t ~ pe.tC.I b~ m:e<!_, 
(/>C!IC--r: ::A':30~-3_:"). 

(l) !":!..,,:~:-,;;;. ':'sc.-: are reqlllrec! ttJ 
plu:. a Ro.· l.'e:90~:. r_a._:_~, ··n-Lle or. r.l.Ssion. 
e:x:cecsJ.'le r..u:ee::.·s o;.· broadcasts .fac~Jt:ate 

s~:~t three s~etuz re~?rts 
:Z..ce:::;si\'e t~e -:>n tae ~~r anc.. 
enc:::;:: J.ntercep~ a ..... :. I':J:: D:'. 

(2) 'Rec-,-.:-.e"?~::J..::m. T.:lc.t toe nur'ocr :~f rf'C,UJ..red. re?:>:-ts ::oe reduced 
t:~ t.:.~ m:.!'l.i.Jrt~l C! ~ ~1at c:"'sl.d~ratio"l be Gl 1e:- t:. C.:Jr:!scl:! .. d..:!.~1 ... ~ the ~o:: 
rep:>rt \,~th o:1e of th~ ot.1<U" s-tatu::; rep::lrts. {AC'!':;:C:i: ;:..;,:sX-3.5). 

(1) :'i'1Ll'1V. ':'~~ nre c1..I'reotl~, uEi~ fJ...xe1. fo:r .• c~:~s ::~r re:;>ortinc. 
Use of a f"'-l'ed. :~o!.":lat ::.er .-o::. as an aid t-:l the ene.":l!' cr~r:?'toe. .. :~e.l,:sts,. 
especially ~~ ?~~t1o=s o: tne messncP nre une=c~~~ed. 

(2) ?.ec~J:..·:-~'1.-;..;!"';.io'l.. ':'ht!.t \•;len "!'i..xe<i for:"ll!.t report;; ere used. the:.r 
be f'olly enc>yp<ec., (nC:i:IC~: liACSCXl35). 

t:J., Us:e -of ss:. 

(1) F1rd111G 

a. Ccrtal!l hlg.lJ.ly serlSltlve reports are be1nc tra:-.s.:..itted in 
the clear on t.c..e SOO Sln,:;lfo s1de band net. FAC •teather re':I"Jrts a:e a 
prl..I!lc e':a..""!)le. ',:b,).le •·e2 .. :ther repo:-tc., pel' se, o..o r:~ot a..p:pe8x to- be hJ.GhlY 
sem:1t1ve, tney ca."l be used t::> lJ.~ ueas o:r ayerati::>ns 2..!!C. ere imu..cat:>rs 
o!' ,,h;:-ther or n't operat1on~ 111ll be conducted. J.....J..l tral'!'1c ::tn the GCG 
s1..ngle Sl..de be>.:td net :nus..._ be c..ncr~-pteU usinc the avulnb~e la1 le· .. ·el codes 
and one t];lle pads. ':".ae eJ.:ception to this should be bona fl..de e..:Je!',&encics 

_/ 
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('....) ~elcr":Lor.. ~-- ~ ::;c o~ c-::- ·.= . .11 ..... c~.t .... :!"'::: ,.,c :-. 1:::; :!..5 .. ~-: ::. -. <lt:C'.:rc.:!! ce 
,-_t•. :-~::~c. sec .... :~ ... : ):"~ct::.., .. ,.,:;. 1.-1 ::...::.1., co::..:::~!. --.c. .: :::..· c.::·.:,t..ldC:.tJ.::"l.: 
> .·ic.• CJ. c ~:o·· -~ a.,ll '~::c. ~::c::.u. c .:r: L'c:.!': n:o:.•J. 1:- .rr~?~c~e"cc. tJ :!il~re 
ro.m.:. s··c...le n~.CJ•!: .1creus:...: t1e. 1~:-s ~-=c .rc -=._'!._.: ~-nro~.l ~:::! .. c. !1~re 
co'il.!.:nl..;r:-... ":""ne ::::00 ::..·~le :1.dc tr:.!'l::l -r~~ i::; tne ::-;;::__.,~ e:.:..--plc of tJ::l.S 
VJ.:>la:t.~.:>:l. h. cla5.:l~:.ec. ~ez:>ef.e (c.:.l ~G: .. 1 ... ss~~~!: o-e c:as::l.i' .... eci) F1ust 
b~ o~ l~ne encr~~ted, u=l.:c lo~ l~v~l code: and/~! on~ t~a pads beiore 
J.t can ue nen~ -.-:.r:. tne Cl. .. ::;le side band net, ':"1!~.S :r.uch :-ore- tl.Xl.c cor::
cw.2n.; :r::.ethod i~ used rr..~'"!.c::!.· than tile SJ.Z..ple process of typlrz the 
oc:::::e.c;e: O'l a t.elet::f!le f'o::- t::.·ans~ssio .. over on ... .!.J..ne-secure teletype 
facill t~es. AdOtio"!all~', the S~Ilf:le s~de band net ut~~zes hi[;ll 
f:rcguency prore.eatJ.on and i:::: n:.ucn =.:>re cusceptJ.ole to HFDF and traff~c 
ann.lys~s. DeS!,llte the ~11.'1.erent advantaGe::; :Jf .s_pced c.nd seC\XJ.t;:,r LACG00-3;: 
personnel pcr:::1.st 1.n u.sJ.ra.:; SJ.f'Gle SJ.c...e b~nd C.C!tr.J.UIUcntJ.ons in preference 
to telct;:;pe because the radi::~ r::~O!:l l.S not. nearb;y. 

(a) 'l'hnt e secure ~eleb::pe 
of co:::nwucatJ.~m·, • •nen abzulaole, and 
st::-:J.ctly as a bach-up :!:lean:;. (.A.CT!C~f. 

circuit be used as a pr~ means 
t~e ::::~n~le ~J.de banu be used 
::tesCG-3>). 

(b) T'nat, ,;ben GJ.~lc sicie ba..'1.C:. J.S used, o.ll traffJ.c be en ... 
c~"Ptcd .. "itll the e~cept1.on of bona fide emerl!encJ..e[; ,;nen encryption time 
could re~ t ~n loss of llfe. (ACTIO::, ~:ACS00-35). 

~. 

The foll~~"irt; top2cs, • hile n::>t sources o:!' prio:- kna-.(ledge to the 
ene.."\)" 1 2.re clo.::ely relat.e:a. to o,peratJ.or.al .:;ecurJ.t::. These topl.C£: ar~ a. 
C'Ji'pllo~~on o!' co:-.nents r • .ao.c oy 1~ey :peJ.SOil!'lcl o:;:- tne surveyed a.ctiv:tt~es, 
ooservatJ.ons b;y t!le O?Sr.r t~n:1, and mscell~eous 1·clated cOCl!:lent..s. 

(1) rl'1Cli~. '!'he 15th s~ receives i.ts 1J'.el.n1..eno....--:~cc support fro:n 
the J 4~h aJ.nte·lc..:1.ce Sq,uadron. It is :elt tnat ~he -:Jverall security ~f 
the O!.•..:;iJ.ruzc:.t~o:;,n 1·oulci Ue ~r.nanced if II.a~n'tC':la'1Ce personnel Here oraaru.c 
to t!le .m~ t. 

(1) i':l.l"c:ing. Personnel as::oJ.:;neci to Hou.se 7 arrJ.ve 1.n-country in 

n-o.J. :.rae ,j t-o 
Appendix H 
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~·~· ... C.'">::"--'-
~·.... : ... - i:,l'.i 't .. t -- ....... ~--- _..,.._,~ c::>..l. L1• r -:.:!"" r.:;!•.-:.::r. 1 

• ._ :..:" ?"::"""" ---
. c: :-:... ,.. ;!._.;-".. ___ :. ::; .. ::.::.. -:.....) :u: _...., c:·~·.: c"'.:. 

(2) :"€.-:.--=-~- .... h.:- """"!1:.~ f'Ct.!.::> b~, ::' •.=; 

::l~:::;-1cl :=.s Cl.\_:_~:.: ;_ .. -.. ':.~ ~., d<::!]~"t.~!:::; CC-;:, 
t::- C...?C~: ' ,.. .... -.... 
\r ..... I 

r:""t. • ::t...!:e ..., 

• .t.C':C" -J ')) • 

(!..) !':!.r..li,.~. ';: -:~-::.c la.lrc'~ d<!tcs c.:--;. "l::>·.ec. 'l..l:!.c1· :·~ se"eral cr:.~·n • 
• !1~'1 -t:.:!.s ac~.r.e : ~:::._-:. f.:~es '"=:. :tavc c.-\~~~~€: ~i;"c f:ll rr~p.r.:~.;~~.'Yl, 

:-:Yt~:..o;:.i~ll::, J.. esul~i:-...: _- c:!..-:;:2.: ?:!:.-~::>!.";tance, possibly increased casualties, 
~eapord1zed cover tnrou;n re~ance on marked naps (see para 2a(B) ), and 
~css than c~plete ~s~~~~ acc~l~sP1nent. 

(2) Rec0'11M.en,...,~::!..~'1. T'.aat launch dztea not be moved back Hithout 
~oJ.."ld justl.fl.cntion. (r.::::i:Ol1

: ;:flcm:x::;.-35). 

d, S! 3l.llets 

(1) Find.J.I"'3. :.'J s: t:illets eY..J.tt in any o-:: the SCXi field elements. 
~:is cat~cr of co,cer~ ~~ sev~al units. Sl ~ter~al c~uld be snoat~zed 
:;,~· tl1e r..uthorJ.::ed recJ.pl.e:"."t. and passed on to O\ihe:-s in the um.t \rho 
rec:mre J.t o 

(2) Reco~ende~~~~o ~~t con~iderat~o~ be g1ven !~T the authori~ 
o:atJ.on o!' SI billets &~ each SOO act~vityo (.AC~IO:~: !iACS00-20). 

e. !!J.:mi:::m Abort: 

(1) riruhi1£i. !:::. s:oe cases tea:ns :prc~il.:"e for a laur::c.'l e·te!J' day 
::n· a.:: l"Jr..£; c.s c. ~tee=.~. ~e!· a certa.:Ln per!o:i of t1me the indi\"l.dual J.G 

not :p~ych:>lo~ice,1.4• ::-e:_:uoed for cocbe:t. o 

(2) Reco~e~~~~o~. Tnat considerat~or be gJ.ven t~ cancellinc 
a rus:n.o::1 nfter J.t nas .:-een ao:>rtad or p:>st!)Oneo. once or t\n..ce. (AC'IIOl": 
• ..e.CS!Xi-35). 

£. Location of JP?C 

(l) J'l.ndin'd. ::-:e feet that JPRC is co-l:>cated uith SOO Hcadquc.rters 
anC. t...,_c fact that th~ assocJ.at:!.on betueen t!!~ t;;o J.S clc.s::J.fJ.ed SE~-;::T 
-orcse:1.ts an S.'\ik'~'D.I'd sJ."t...!!.tiono If JPnC couJ..d Ue re-locatcQ. ou-tside 
::- .tll~.'"t 3, even ~i" st!:.l on j~C\" l Coey;:,ur.:.l, .it c:>uld ~dentif~l itself 

TaD .:S 'tO 
Appendix H 
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S· 

f1; ~ ... ...:.~:. I"':. 
"J :::;::";- 35. J.:. .:. l'';!C...2..c::: 
."'.t-'1~~.1.~ "l. \lt C:'-C' t '.lt l.:; 

-.·.:.:_~~ .. _ ..... .., 

--~ ..... 
---:;.,- ---" L.~ ?2"~.J~"l::l 

:~ • :'!7":.~<:.-.a.~'?. :u::.<!..• .. q ..... "':- :;...._r.!: :-:. ~·.:':::c_·ts 't"J 
·:-: s-:::. ~""c .l "t:: ~' --,. ~7 is ... "'c>~"':. ·~ ::~ ':l.:_.~rc. ... J.:J"::::: 

·-:~.!lL l1c "'" • .l.c;, : ~o~ .... ! c l._ .. :.-:c ::! • C ::~:c.c.: ::. ::::- ,_ ...... ~-c."C.et.. c..:.:-cc~J ... lrr·e~· 
t•Y" c:~. t~·v:!. ')-: Cnie.~, :::-:.·, s:.•oc•.:' ~.c .. !.-::1•-:.:~:.::.·_, :.c .!l~P-::-c.-:.c:~s stc:.:'!'<ef 
to ?-"0\'.!.ar. rcq,mrcci ;:: ... a!':' r:.:::r:~c::c..r:.ce fu.!·ect,:. uo .. ! e !.'u.l._ 

(2) ""'t!C'J"'J.,e-·"'tl.': ·,, ~ lC.~ t·e !'ca::atl.:lty of' e~"";"l~tln,:: "t.l:l.S 

J.ntc..""'r.'i~(~ate ncauq.u:.r· ... c:!:.: ..::e :::;'..,>;:J.e~. (!.':":I~· 'J,r'SCG-":)::). 

h.. t:nc:)"l:astent C:l :cr 

(1) :'J.rr...:..r-,:. ':':;.c c~"er .ct:Jr:, ir t ~~ Gt~. P.'::.'SE /.0 J.S tt::J."':. t:1e 

MORI DociD: 570389 

teec 1'"'3/l.C r:. naVJ...::;£.tJ.:~•.n:!. c::!"r.Jr e...-;c1 J.nad•Jer\..e-':.2.~ ~tr~ . ..'ea. c.-::ross t~~ borc.e:-o 
·r::rre e:-, the tea."l!: are ::~:""t2r> att~1.::d ~n !"ore~.:::;r> ur~:!'o!":l..£ t:"li carr .. fore::..,::~ 

·•cc.~:Jmi, Ti1is ~s n::~t cor:.::..~.:;te~;:.. ~"l.~h tt.e c::~ ·e:r :.to1 .. o 

(2) Reco'T..endAtJ.:::n. ':". t.t t u.s rr.e.ttcr b~ e; a.ru.neU a::.d. the c:Jif:r 
.sto:::, re\·ised :>r • ... 1c -c ... c:..:: c.ttircd c.nd e~~U.""r'e<-:. l.~ s.J.ca c. ::.a!!Iler as t.:~ 
cor.!'::~rm to the c .i::;t~:J.:. cover stor:.. (.Ac.:rc:-~ ;:A.CSCG-35)o 

J.., CC':J'""'C ::;:.':lcn~i.:JJ' c:;c::; Ccr.nunica~ior.~ is pl~"l!.i[\; c. ,•iuor::~us 

::>r-:J,::;ro.-r. :l.:' CC' c:: e::._cat:~.::mo :ncluued u!. !.!:.~ :n o:ra::~ 1.::> o. :;lc.:mecl 
c::Yo:::...I.:"..icat.J.on::; ot"!"~cel'3 c-:>n!'e:-e'1Ce to dca! ;-:.t~ COI:::::"U:ucn:~l.:>I'.S :pr.Jcle:Js 
t:Jl.(1 the .... renarB.tJ.on :>f cbc..t.!e:-.t..£ o. :.l ::.n::>~!"::.c!..::..~r.. t:l -pravl.a.e GW.danc-= i'':lr 
o::::>n:.uro.c;tl.~m::;. s;:rstc:::i.:J us-2.·s, 

j. Pe1ecr:..;:::~at~o., o!' ~:r.its o !n nccorda.'l.ce u:l th zuj.dancc recci vee:. fra:::a 
C".!ll.ef, SO:, the :lUJJCC'C o: recleSJ..::_.r~tion o:: &UOOl·~natc U.l'l.tS ";laS C':J:I
Sl.dere(l, 'l:·ro C :... C !lcte.~x,.errcs Perc querJ.~C: 3n tr.e ~ttc: ant! t:tcl.r 
c:Y::=ent::: c.re co ... :;i::ter..t ':'"l.-c:1 the C3llectl..rc :::··anion 3f the teCJ>J. If 
dce:.!ecl ncctslir!!'!' b:,r C"nJ.e:'J ::;x to cha.n::;e de:n~natl.on:::, t.1e f~ll<h-:J..=t, 
recx:nenda~ ... J.on:; ere p:!"Oposeci.: 

(l) That the dc::l.f;r.atJ.::>:: of !!AD n:::>t oc c::m~ed. 

(2) Tnet, i:f the C:i:l})'JMmts of A.lr Coe:ati:ms Grou~ are redesi"J .. 
n~'tc~, the rede:s:i:::;r.:J.tJ.O,.. "ue aCC:J:l'!lll.s~-ed C"JICurrentl~· ~"l.tn- rE:!J'aintl.l'lb ~r 
ru.rcre.:!'t. 

TOP~ H-63 Tab 3 to 
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TOP SECP2:T 

C) '!'ha.t C l.. C Detacllr:1c..:~ts .JC !"c::.c~ .. q; .. :::~.tc;:. c.t ••::" ':e-c.:-s o:' the 
5th Specl.o.l ~:~rccc CroL"? c.n:i t -"-t t..:~c:. a.:-.c.. "l c :::-:.' · c.t.1 C::D:J p~~cnc~ 
:rr no p::~c.1.:::i r .. ~ a:l. 

!.. fcc?,,r~":.!.~!'l :: ::-c~, c-~~r-~t.:::.::mn~ C.::1~.__2..J."':··. :,r ~ ~:c.ll l'~C:'7.!"'C"C"..r..

"!::tor. of' 'tl<. C='::.::: ~-:::::~.l J.:: ....... : ... ;-:_,c.. =>r _-.. :. ~:r:. c: -c-::.::.~c:.' c.:·t.. r..,(.;...l.t 1..0 

... c_rG c.r o:;tc.·E..tiol.::.2. ur..:.t, ·-:. t ...r::,.ts a::sJ.,: .r;<-, e.t.t;::.c .. ~~ =.!"C. ~r:. :::U! .:.c' .. 
cu,;:;;>::>!"t .. ~-c oat-:~:"'-C':-.m:..::- .. r.u:;s:.oo ~ .:>u3..L o."' r.<::'.:cc::::J."'::f ~-c..~J.'i t.-:.J.,:;h· .. , 
clr.s::if'J.ed, o ... t a co •c:: =.l.::;SJ.O~ c::mJ.C. L'e cc~::;.;lJ.::•-:.ec. J.lo>:c 't:le ll.nes o; 
co"'lc..:.c1..!.:-G U'1C0!1\ent1.onal • -c.....·rc._t o~c:-a.tJ.":J .... ::. .. :::. ~t~ o:2.."J~,;; t.'l':;! coc.cr~ tl.'"'d 
J.::-;e::.·ic:· .o.·cler:::: ::>::' ;--·.:. ~J.lC.:'! c. c~a-~c J.!l '-_,;'!C:tc:. :ul1• p!-:::~•:i::.e a.t least 
t .. 1rce n:...!:'lr <::.d:c.:r';;c.~es a:; l;~'l::.. a.:> ne;;a'...~n.: ::o;-Je of t __ ,_ COi!Li.C:l~S u~ntJ..Yl.e:i 

a'.; :ue.. 

(l) T'ne- a:J'.J:::.t of' clzs::.L.f:u~c. !"'.o.ttcr v:~.tJan n~::;. ··::nlld be reduced 
considma.Jl:,'.. DJc..:-Jents cl:!.Z.:::ii'-~':1. mle",.:.· becP.I..:.:;c t!lc~ sl,:>-- a'1 apcrntJ..O!w..l 
capa·Jl.l::.t..r or 'oeca.u.se the~~ revcrJ.. an aGsocl.a.t:-..o 1 uet-·c('n SOO and =ubordi
natc act~'~tl.eG coJld be decla~~l.fle~. Concc~tratJ..on could then be 
braU3ht t~ ~aar on d'c~c~t~ relat1~~ to t~~ cl~GCl.!~e~ ~~sion. 

(~) A sen~e of esj>r~~ .. de c:>rps 1-ottld "..le E;ene:-c.ted. Subordinate 
U.""J.t~, and t:lel.r ass~,;::J.sL. :pc:"::.:mPel, l~::l'.ll~ ha\'e e ::n;:;o: neadG_uarccrs to 
l}acn t:~e~: c::lul.d opc!l."i.,/ t:.."'U .:reel:,· re:late. ?laqut:.!:, :;?:!..tches, :;J..asse.s, 
o.r..d otllC:!." s:.uvc-u.l::: c:mld oc d..J.::;t.ributeti. ar.n di:::pla:,~u O?C~, cren:t.J..n.:. 
a \L-J.t c::prit. 't!lat ~o~s n:>t '10~· c·ast. '!'he •.e.!..•1e a!' rcla-:.J.nG to a r.njor 
wut he.:: oee'l c:.:e.,plJ.t'lcG. t:l!'ou:;hot..t ::!!llJ.tar:,· lu.~tor~:. A case ir:~ Jl:llnt l.S 
l.' the :-:".':" "l:n·, ~ e::!l.JCrS Of the "ni,: Red Cne" ··eer th<;;!i!' p:l.tch orl.tb i):!.'J.de 
Lo"!.n ~-,~~lc ass:::.une-:: ~C. u on J."ec:Esi,;r ... "D~nt. T'r..J.E sare c~nr~t could t-e 
cc.!lcra.t!:!d '(·:;.:;.>J..:r 300 e.nd J.t ~-o'.lld. no d.ouct. rc>sJ.l.t 1r. .:u.::her "T'::>r::ll.e, 
:i.!n.!Jrovc.<' btcJ.plJ..ne, ;:mU, hopcf".lll ... , c.:1 i:r.Fro :ea record of r:o.i::;sl.o~ 
acc::l!r='J..l." ·1n~n~. 

{:) L~!'::..cJ..e-:c~; :-e:~ort::; c..,d c. -ar-1 Cl.te.tlJ:1t: c::>.llC.. "!:le ml.tten 
acc..u·at~l:,·, C.ltlr...,; 't.:1c occ:Y:r.£>l..L::>l~c::.t::; of the. "'nr.liv.,!!Uo.ll"'l.t.~out :!"!.~in:; 

to -T~tc the desc~iption ar~un~ the cover st:>ry that ha~ lo~ since ~een 
C)"'l)l ::>~.J.sed., 

(l-.. ::::;:o:: ~.ACSOO-C2). 

TOP SECRET H-64 

/o/ 
H ~· M'~~"T 
~~or, lJ:;/. 
Te~ C~~rd11~tor 

Tab 3 to 
Appendix H 
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~ ........ r__._-_ .../'\ 

;.;..LI:~ c;.::. 

J.:O-:. LIG.r: 

......... ., .... - ":'f'-

... r-'-~ -•""--J 

BIFROST 

:B.o:r.; :.. .. :c-:-;:-

~.Rcnr EC?.:::= 

CALIFC::r;. 

J..:...r::..·:::::::c:-:..- :.:.:-::· - c: 

:"":u. :"'J.c (so:; - :~ ::::::- ·Jr;:.) 

:::c..::. ::J..:;n !:~1 ;.z:;c;:: e.t :-..:..:;·. t (r•.:, L.aos, l:c.rrcl Roll 
~·ca~ (!J00-32) 

: -52 ~":.ril~e ( :C:G-~2) 

::o:-+ ... ';.;•est are e. of Laos (so..-;-32) 

:-;,r;. script J.nserts {SO.J-3 ) 

::ant:L:lle trainio,s operations in I CTZ (SOG-31) 

SOO t·ord, SCG-35 Ps:,-op !:aterJ.al 

:::-121 rl;;iDG ps~op z::.isnons out of Dl:G/SGr. (SOC,-32, 
s:;:-33) 

:l. "ler:n.onary pro:;ra.::: d.:!.rec"tE:d against the VC and !'VA J.n 
Ce.:::;,cCJ..a, Laos, ar:t. :·v:;. Und.er tne Ferae (C) pro~ram 
(SCG-31.) 

Ce.n ror GCI at Udorn 5:'A3, ThailAnd (sOG-32) 

JEC recovery :missJ.On (SOU-3\, 500-Bo) 

:~-135 refuelJ.n::; trac::ts (also Ref-, ~lhite, Blue, Ta.n and 
~reen) (SOG-.32) 

S1P~1cton agent (SOG-3h) 

1\usna (SOG-33 SCG "ord) 

H-65 ~~b ~.:o 
J\ppena~x .tt 
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C C:. :J ':lr , :i:: 

... ,... - .... --. -

.... - .11.- •• :._. 

C0\'::1' 

DUEL SPEA.~ 

DUMP TRUCK 

DUST COVER 

nUEL DLADE 

!XlGS 

r:LDr.sr sc.~ 

:.::·.·.:-- r.:.....:.-::-:!..~ (le::.::<:-.:, 
(~::>-::3 ::c.- -rC:) 

Cc..ll ~~en :':Jr A:':c: c..u-.!.r~ 6e:, W:!..!':O:: (::;eel ':.i;;;:;r/ 
_arr~~ ~:Jl~ ~cc) (S0~-32) 

Clc. !acl:-n:e !:'=>:!' CTOGS-L:":J~·:::er :1:£:15 l:it'J C~QO:.J.C.. 
SE:~ Sa.l.en-1 r:Jase (SCG-3~) 

C-:>::!e H:lrd refe!"rl!l.: t0 c:r:>:J:s-bcac::~ =.l.S!:-O"!S c~:I'J.uc:ted. 

1:1 "t.:1e I !f'!",' AO. (so;:;.-31 ) 

t:se of :pe~p:!.e s!li!'fcr~ (SCJ-::!. S:X: ··~!".:..) 

Ne:Y ''?rd replac1ng Di:Cr?st. (SX-3:!.) 

~l=>:;t.te'1t ::.f DCPC reso..l!'cc:;: 1::1 S~ ~':I!" ::-1...!'1=oses other 
tb.an t:J JJ!I!lCde infil !'r:J= :;-r.· to S'':' (~:.j-3!.,.) 

A ground obstacle to J.nfi~tration 

Air supp::>rted Rl"'tipersonnel sub-systeo. of I&).oo 
Wnite progrmo (SOG-32, SOG-3!.) 

:r.:odular transportable sensor date coll.;c~ion and 
processing system (SOG-34) 

Replaced ru.cl:.n~e Dye l:arl:er. Grou."ld obstacle s:rstem 
to li!l!JCde J.nfil in R'II;. C~patJ.blc '.rd~ ::::t;::..o~ t;nite 
(SOG-34 

Gii't ':its (SOG-33 SOG uord) 

Olci. nic~mac.e for conta::u.nation of YerJ.O.lS. t~es of 
SovJ.~t bloc eL~~unition. See P~e Bean (SCGM3~) 

H-66 Tab ~ to 

Appen<11X H 
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='l.:J: 

..... , ......... ~ 
• ' ~ O.J-

•t-eo.-......... ,. J.,..._ ......... v • .u..., 

!'JJ,'AII 

.IILLS30i10 

I!U" :r r::CP. ( c ) 

ICE CU:ES 

IGLCO •r :~ 

r-::rs~:::;::E(s) 

IRo:· iiA!J> 

!TA!.IA:' am::s~: 

JLLLl" 3W'S 

LO!::I 

/ 

cv:-_ .. - ::·· ··~ .!.: ~ ~:.~-a~' .. -._;!:'"' ':... 'J:'.: ·,r: :::o:s --::.s ~ ... 
La:..:. ~.:.:--2 !-':_~ .... :;) 

SOG C-123o (SOG-32) 

Call t:J.:;n of A..""'CCC durinc the dl!~l (Dr=z, Laos (SOi-32) 

SOO •;-ord, ~cheduled pers.:mnel/l'JtiJ.Stic anll.:C't 
(:.00-32) 

Psyops ~m.nst 1~! \Ulder ~"Jotboy (C) (SCG-33) 

Lea:nets ( [iQJ .. 33 SOO 1rord) 

D=PG-5j_"l,n:::~~rca. ant.J.-J.r..fi::.. pro~CD'. Fomerly l·:uscle 
Sho!!.lo (COG-31,) 

SCG !:la!"~ps in co::~rth"latior ·1. th ::ar~;:et. !"'l.l:c to pre'lc:tt 
in!'J.l by sea J.nto SVl~ (SOG-31) 

Call SJ.t;n of GCI radar c.t ~::r;r TITD, 7n3.1land (SCXJ-32) 

Anti-M'i J:USSJ.ons (SCXi-32) 

Old ru.cltfiDn.e for contarr.J.r:t~tJ.on o:r varJ.ou:; types of 
SovJ.ct tloc ~JmunitJ.on. See Pole ?e~n (SOG-3L) 

lia.il (SOJ-33 30C ""rd) 

SCG navo.l recon activitJ.es c.gB.J.nst i:Yl' (SC3-31) 
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·:;.::::=: 

OC:::::.::S(C) 

n••·•••• ~,.._ __ ,..., 

P:c'::::L(C) 

......... -......... ;:_,.._ --'-' 

F,.._, ......... 
v-r...... _....,.,_, 

Co:=.!r'.;..S"C C!um:. (!::ICG-,;;3 .:.0'":. l'Ol ..... ) 

::::!: e_:_ ::;:::: ~n't:ll' l.r~ l.!:~:!. ..:.:.~~::..on r.i~:::.J ~ e.:;al.n:>t. 
:-:r -~ .;as:G E.lc...,c.'1~:: (:J:::r .. :,:) 

.tu.-:: :: -""J-::>:-t.ccl a.""l" .. :::..-"ef'J.ct.2..::!.r ::'.1::.-sy:tc.."':. o:' the I,;lo:J 
!;:~.lt: ;:-::-~i:'..!, {!:CG-,;.l) 

SOG "!'S >n the D::Z (SOG-3~) 

Not:;.o::.al age:-.t teams in i""Jl., u."ldcr Forae(C) 
prog!"a= (S0::-33) 

Ce.ll ::::..~n '£or GCI radar at n;:.:; AB (SOJ-32) 

Cu I= C!le.":l Island ( SOG-33) 

lE-o;>::: in oup,port o!' Foo~boy(C) cps J.n :r"JJ:, 
ro,-,:oo-3.:,· Pl0\:t12...~( c) (sc:;-31) 

S3?:. ::eu:lo-Or,!;anizntion ~n ;rr.:; under Footboy(C) 
(SC~-33) 

Pe-:>..,:.e' s Fro'1t f'or Social ~ocrz-css ~ C11a.Jme1 11C" 
(sc:G-::::J 

Ra<i:.os (SOG-33 SOG Pord) 

MORI DociD: 570389 

Pro_::!.·~ b~· ;.m.cn Ve.l'l.O'.lS t;-:pes or SovJ.et Jloc E:."!Zluni tio:n 
e.rc c~::~2.....""!.lne.tcd and l.nSe!"teci. J.nto ~,,/ f.'C-held areas o:' 
Gil.-:.· :>~c 1 Laos and. n,r:. :-'o~·c~ ll!.~kn.E.::.es ~"'or tl-.i:; 
prc;;!"a=. l;ere ELDEST SO-. er:c. ITP.LIA:: C?.::r::~ (300-3!.) 

Pr:~ ... ~c:-: to J.ncr:l.-:.inate :·:Jrth ~l.Letr.e.r.le:s-e personalit.J.es as 
ant!-r~;;~e, d.J.s:aclc .. ~t e!e:. ei.ts; under F::>~ac(C) ne·ter 
:L:ple::•~·ten (SC}-31·) 

Cross-~order operat1on~ ~n~~ L~os (SOG-3~) 
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.., .... ~·---~ ,... ... ,....,.., ....... 
•• \J ......... .l.- .... ~··'"'- ........ 

S&.::. !iCU3L 

AR~ r::: .r.:· :. o:f TallyHo area {S00-32) 

Cross-l!order op~ J.n Ca::nbocu..!., !'o::."t'lerl~l Daniel :oo:1e 
(so:;-:l,) 

St:;~TA.7H:5~ !:;SP!.. :=-e.:\n::ptlon cou,ons, L c:!er F~racl~ro;:;ra~; r..:::~t 
_;:;:" actr1e .!U.ncc 1 : ov 6~ st&.ra:i'::n-n (s~J( 

S~.":? C'iiPS 

SSPL 

S"::"i'.JT:A 

':ALL~ iiO 

'::/i? JCELS 

T£/C: DROPS 

7th ::l.eet coestal interdJ.c!.J.~r' !' of 17 dec;reet :I 

Search, Locate, AI!nibil.a.te, and ::onUors s-pe-t-12..1. ~Ssl.on 
Sometl.!:e'S perforMed by the Cl:.C ci'itachmen-ts (SCG·34) 

SOO '"ord, !:A6 containers 

Ps)'ops boo::J.ets (SCG·33 so: wore!) 

3acrcd S·~::.d Patriots Leacue (GOG-33) 

Par.!>.a."ldl.e e!"ea of Laos (S0..":.-32) 

Short-t..er::. rccor.naissanc~ a.~cl te.r~et c.cqmsl."tl.on tcB.I!l.S 
usc~ :f::>l' ::~_:>crntio"'l in ;"-':: (tCj-32) 

Areo. c..:t.cr.CJ.n;; !'r:JL'I souther- borC:er of ::~ to the s 
southcro. c:orde::.· of Route Iac!.a3,e one (303-32) 

!ncapo.cit&.tl.l'!b ~as (soc~-34 ::::o:; ~-o:-d) 

Co:z.J.:)iJ.ties :'or the Ho Ch~ : .l.!lll ':i.'rail (SOJ-33 SO:: ~rord) 

Opr::rnt:l:lf's -'ill oe conduc1:e::. • .. , ca:p~ll!"c ?0.1 1 s a...":.d c::~Uect 
collect l..:_tc:lJ.gcnce on PLj-.?:;j:-;;.. acti .l ~ics in -:he f".J!,O 
or :~:.r.cr &.ttr.or:a..:scd e-~t:Kt.s. ':'"uc ::>perat2.:-;::. r":Lll l•c Of s."!ort 
ci.urat2on, ano. dcsl!!ncd to s..cc':l...'lp:!.l£.11 s:~_:>:.J.stJ.cateU. 
l.nt.ell.J.:;e'1cc collectl.on :=.J.s::.l.ons. !r.'!:>.;;cn-:~'J.s e..;c.,ts .. ~ll 
oc ap~t~e~, assessei, and recr~ted !r~ C~eu rl::~i Centers 
and p;;;: CO::::?::l.lr.:ls l.n :l'V::i:, JeJ.n,; forcer VCj:";VJ,. 1 these 
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u::a:;; CY(C) 

'ifA':T'"'S~OY 

TOP§E~ 
/ 

• .. "~ r-::c: _,· .L::'1 "!...: .. c... '"J..•c.:::. 
_:. .. t ... :..~-,, :· -~( . =-~ ·~.:. _.:_;: :_::_: '"L J • .;;:::, .... ·.:.: "" .... 
.,.!:-..:,.~_r_ ~ .. -:;: ":..'• -~~~ l. - u':':: • .:=.'" -::·_-:, ':".:;:.- ,:,:,: ::; •"'!.:J 
'tu _ sc:.,..tr:: :o~c. ~:t2·c-.:: .... r. ~- .:-:~:.c- ... er. ::::::-~- ... .:.L::.- :J..:' 
'r-.r:-:=--::·~-:::·": :::~!!rC.tl.::J:" ... -:..1.:. vc •;_~:c--::-':.eU "..!lS~J. :J 

a.~-:>::~:rt!·c.:·;-:::C: r0~ ..I.ts ~ '0:::. .... e ~ •.:ulao::..:~-::. of ::.rl"".~bl<::! 

e.;c"-t ;>orzoweo. (3~--31 ) 

A~c ~-; ':Ips J.::. 
(~x.-;l,) 

:f'f':l.l of O.Gert-~"J.:b.~ ~c· :.ces in !'".["" under :'"J:-ae 
(C) !'r:l~a:l neve!' 1Jr::>ler.e!1t.eci. (SJ.3-:J..) 

Ret\U'n rrv:: fJ.::;~er:::~en to :~ CLS pscuc.-,-a:J:e:lts (S00-31, 
30::.-33) 

Call si,:;n i'-:>r the GCI radnr at D:n~ P.a., RVI' (S00-32) 

Aci't E:~tp!.~'l.n6 clectTom.c d~tectior. eou....tnent used 
to cietect e.c.a. destr:.y SJ.;, sitet ( SCG-~2r 

:31\C ~r:>~a:::l fOT rc-loc2.tl. "".G l::C-1353 to ':'e.i.~:u., in 
su~~:>:-~ o~ ~n J.~crcascd J-:2 ef~or~. 
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