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Preface

With terrorism still prominent on the U.S. national agenda, whether
the country’s prevention efforts match the threat it faces continues to
be central in policy debate. One element of this debate is questioning
whether the United States, like some other countries, needs a dedi-
cated domestic intelligence agency. To examine this question, Con-
gress directed that the U.S. Department of Homeland Security Office
of Intelligence and Analysis perform “an independent study on the fea-
sibility of creating a counter terrorism intelligence agency” (U.S. Con-
gress, 2000, p. 122). The results of this study are presented in three
volumes:

* This volume contains a series of papers examining the U.S. context
for domestic intelligence, current activities, and varied approaches
for assessing options.

e An additional volume, published separately, Considering the
Creation of a Domestic Intelligence Agency in the United States:
Lessons from the Experiences of Australia, Canada, France, Germany,
and the United Kingdom (Jackson, 2009), presents case studies of
other nations’ domestic intelligence organizations and activities.

e The overarching policy results of the assessment, including a dis-
cussion of the pros and cons of creating a new intelligence organi-
zation, are included in a companion volume to this work: Reorga-

nizing U.S. Domestic Intelligence: Assessing the Options (Treverton,
2008).
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This volume should be of interest to homeland security policy-
makers, state and local governments, law enforcement organizations,
civil rights and civil liberties organizations, and private-sector organi-
zations with interests in homeland security. This study is part of a larger
body of RAND research related to homeland security, intelligence, and
terrorism. Related RAND publications include the following:

e DPeter Chalk and William Rosenau, Confronting the “Enemy
Within” Security Intelligence, the Police, and Counterterrorism in
Four Democracies, MG-100-RC, 2004

e K. Jack Riley, Gregory F. Treverton, Jeremy M. Wilson, and
Lois M. Davis, State and Local Intelligence in the War on Terror-
ism, MG-394-RC, 2005

* Brian A. Jackson, Peter Chalk, Kim Cragin, Bruce Newsome,
John V. Parachini, William Rosenau, Erin M. Simpson, Melanie
Sisson, and Donald Temple, Breaching the Fortress Wall: Under-
standing Ierrorist Efforts to Overcome Defensive Technologies, MG-
481-DHS, 2007.

The RAND Homeland Security Program

This research was conducted jointly under the auspices of the Home-
land Security Program within RAND Infrastructure, Safety, and Envi-
ronment and the Intelligence Policy Center of the National Security
Research Division. The mission of RAND Infrastructure, Safety, and
Environment is to improve the development, operation, use, and pro-
tection of society’s essential physical assets and natural resources and
to enhance the related social assets of safety and security of individuals
in transit and in their workplaces and communities. Homeland Secu-
rity Program research supports the Department of Homeland Security
and other agencies charged with preventing and mitigating the effects
of terrorist activity within U.S. borders. Projects address critical infra-
structure protection, emergency management, terrorism risk man-
agement, border control, first responders and preparedness, domestic
threat assessments, domestic intelligence, and workforce and training,.
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Information about the Homeland Security Program is available
online (http://www.rand.org/ise/security/). Inquiries about homeland
security research projects should be addressed to

Andrew Morral, Director
Homeland Security Program, ISE
RAND Corporation

1200 South Hayes Street
Arlington, VA 22202-5050
703-413-1100, x5119
Andrew_Morral@rand.org

The RAND Intelligence Policy Center

The Intelligence Policy Center is part of the RAND National Secu-
rity Research Division (NSRD). NSRD conducts research and analysis
for the Office of the Secretary of Defense, the Joint Staff, the Unified
Combatant Commands, the defense agencies, the Department of the
Navy, the Marine Corps, the U.S. Coast Guard, the U.S. Intelligence
Community, allied foreign governments, and foundations.

For more information on RAND’s Intelligence Policy Center,
address queries to

John Parachini, Director
Intelligence Policy Center
RAND Corporation

1200 South Hayes Street
Arlington, VA 22202-5050
703-413-1100, x5579
John_Parachini@rand.org

More information about RAND is available at www.rand.org
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CHAPTER ONE
Introduction

In the current environment, the threat of terrorism is a major shap-
ing force of many nations’ international and domestic security poli-
cies. Nonstate groups with the intent and capability to take violent
action are a reality in many countries given the existence of inter-
national movements, such as al Qaeda, that have the capacity to direct
or inspire violence across the world, thereby creating another source
of threat and risk. The threat of terrorist activity extends across a wide
spectrum, from attacks causing little in the way of injury or damage to
the potential for large-scale incidents. Although the probability of such
high-consequence scenarios occurring is comparatively low, their abil-
ity to cause national-scale outcomes has meant that governments have
focused their efforts on seeking to prevent them.

The core of government attempts to prevent violent and other
criminal activity is intelligence and law enforcement, which, for many
years, were viewed by Americans as separate activities. Put in place
mainly to address the threat posed by agencies and agents of foreign
governments, intelligence was viewed as an internationally focused
activity that occurred largely outside U.S. borders. Intelligence agencies
were charged with gathering information and learning about threats
to the country, not prosecuting the perpetrators; these activities were
designed to make it possible to take action to prevent attacks from hap-
pening. Law enforcement, in contrast, was done “at home” and, while
certainly designed to help deter or prevent criminal activity, was largely
a reactive enterprise. Law enforcement organizations, which generally
did not act until after something had already happened, aimed to make
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it possible to identify, apprehend, and punish those who broke the law.
Differences between what Americans were comfortable with happen-
ing outside U.S. borders and which activities targeting Americans they
thought should be prohibited to safeguard freedom from government
intrusion meant that these two sets of activities were conducted under
very different sets of rules, and barriers of various kinds—colloquially
referred to as a “wall” to illustrate their perceived effect—were built
between them.!

For many Americans, the attacks of September 11, 2001, called
into question the fundamental assumptions that had underpinned U.S.
intelligence and law enforcement activities. Actions by foreign individ-
uals that were carried out largely within the United States resulted in
a single attack that killed thousands of people. The boundary between
intelligence agencies that had information and law enforcement orga-
nizations that could act domestically was viewed as part of the reason
the attack was successful.

Perceived changes in the threat posed to the United States led to
demand for more, and more effective, terrorism prevention and pre-
paredness activities. According to some, these demands required a
change in the way intelligence and law enforcement activities are car-
ried out domestically and a significant alteration in the ground rules
that regulate government monitoring and intervention activities within
the United States. According to this view, to prevent future attacks,
“intelligence must come home” and the government must be able to
use data on persons and organizations located in the United States. At
the same time, the United States has a history of distrusting central-
ized government power and, as a result, has often restrained govern-
ment control over the lives and activities of individual citizens. The fact
that responses to threats have consequences of their own—including
the potential to significantly change the nature and character of the
country—emphasizes the need to assess how intelligence activities can
be sufhiciently responsive while remaining acceptable to the population
they are designed to protect.

' The history of domestic intelligence in the United States and the development of the sepa-

ration of intelligence from law enforcement are discussed in greater detail in Chapter Two.
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Defining Domestic Intelligence

What do we mean by the term domestic intelligence? The term intelligence
sparks a range of associations, many of which stem from intelligence’s
connection with the secret activities of governments seeking to advance
their interests in international affairs. In recent years, the term inzel-
ligence has been integrated into domestic law enforcement and public
safety agencies as part of the phrase intelligence-led policing. Definitions
of intelligence-led policing vary, but common elements include the use
of information-gathering capabilities and the analysis and application
of resulting information in crime prevention and response activities in
addition to their more traditional use in the prosecution of past crimi-
nal acts (see, e.g., Weisburd and Braga, 2006; Milligan, Clemente, and
Schader, 2006; Ratcliffe, 2002; Peterson, 2005). Use of the term intel-
ligence has also spread beyond government organizations into private-
sector organizations and elsewhere.? To some, the term is most closely
associated with the collection of information; others see intelligence as
a more general category that includes a much broader range of activi-
ties. Such variety in the use and understanding of these terms compli-
cates policy debate, and the lack of standard definitions for intelligence
activities focused on homeland security and domestic counterterrorism
(CT) efforts has been cited as a significant impediment to designing
and assessing policy in this area (Masse, 2003, 2000).

To guide the work reported in this volume, we define domestic
intelligence as efforts by government organizations to gather, assess, and
act on information about individuals or organizations in the United

2 For example, an entire body of literature has grown around the concepts of business intel-
ligence and competitive intelligence. The literature examines how data and information are
collected, analyzed, and applied by the private sector to build or defend competitive advan-
tage in the market.
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States or U.S. persons elsewhere? that are nor related ro the investigation
of a known past criminal act or specific planned criminal activity.*

It is often the case that an individual or organization that carries
out a terrorist attack—or has specific plans to do so (e.g., the attacker
has conspired to acquire weapons for a future attack)—has committed
one or more specific crimes. In these cases, traditional law enforce-
ment approaches for investigating and prosecuting these crimes apply.
The major difference between intelligence approaches and those used
during traditional law enforcement stems from the former’s empha-
sis on preventing future events—i.e., on acting when the individuals
or organizations planning an attack may not yet have committed any
prosecutable criminal offenses. Intelligence activities can be investiga-
tive in nature and may resemble law enforcement activities. However,
they do not have to satisfy the same legal requirements that constrain
the initiation of a law enforcement investigation. An example of such
an intelligence activity is investigating a tip about the suspected ter-
rorist behavior of an unknown group to determine whether the tip is
credible and, if it is, acting to prevent the attack. However, given sub-
stantial concern about the ability of even a single individual working
alone to plan and execute acts of terrorist violence, investigative follow-
up may not be enough to address the threat of terrorism. As a result,
another type of intelligence effort can be more explorative in character,

3 Federal law and executive order define a U.S. person as “a citizen of the United States,
an alien lawfully admitted for permanent residence, an unincorporated association with a
substantial number of members who are citizens of the U.S. or are aliens lawfully admitted
for permanent residence, or a corporation that is incorporated in the U.S.” (NSA, undated).
Although this definition would therefore allow information to be gathered on U.S. persons
located abroad, our objective was to examine the creation of a domestic intelligence orga-
nization that would focus on—and whose activities would center around—individuals and
organizations located inside the United States. Though such an agency might receive informa-
tion about U.S. persons that was collected abroad by other intelligence agencies, it would not
collect that information itself.

4 As our discussion of intelligence-led policing suggests, traditional law enforcement does
indeed involve the collection and use of information that is not linked to specific criminal
activities. However, activities we consider domestic intelligence differ in the scope and breadth
of effort involved. Domestic intelligence activities are not a new phenomenon; see, for exam-
ple, discussion in Morgan (1980, p. 13).
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seeking proactively to (1) identify individuals or groups that might be
planning violent actions and (2) gather information that might indi-
cate changes in the nature of the threat to the country more broadly
(see, e.g., DeRosa, 2004). Such explorative activity inherently involves
gathering a broader spectrum of data about a greater number of indi-
viduals and organizations who are unlikely to pose any threat of ter-
rorist activity.

Our definition of domestic intelligence parallels those that appear
in the academic literature that has examined U.S. policy in this area
over the past several decades (see, e.g., Morgan, 1980). However, it is
narrower than more-general definitions that seek to capture the full
breadth of intelligence requirements associated with homeland secu-
rity or homeland defense.> Our focus on the collection and use of
information about individuals and organizations means that we have
focused on the tactical threat-identification and threat-disruption parts
of homeland security intelligence. Thus, we do not consider activities
such as analyses designed to identify societal vulnerabilities or map the
threat to those identified vulnerabilities to guide broader homeland
security policies.® Others have noted that the boundary between intel-
ligence and law enforcement activities has blurred over time, particu-
larly in response to transnational threats such as drug trafficking and
terrorism. This blurring of the boundary between the two complicates
an examination focused largely on the CT mission.”

5 For a more general review of homeland security intelligence, see Masse (2000).

¢ The 2002 National Strategy for Homeland Security (Office of Homeland Security,
2002, pp. 15-19) includes a four-part breakdown of homeland security intelligence and
information-analysis roles and responsibilities: (1) tactical threat analysis, (2) strategic analy-
sis of the enemy, (3) vulnerability assessment, and (4) threat-vulnerability integration, or
“mapping.” Though this taxonomy was not included in the 2007 version of the national
strategy, we found it useful for defining the scope of the domestic intelligence activities con-
sidered during this study. Similar broad definitions are suggested in Markle Foundation Task
Force (2002) and Gilmore Commission (2002, p. iv).

7 See, for example, discussion in Best (2001). This blurring—and the difficulty of crafting
clear boundaries between activities focused on national security threats and those focused on
aiding “in the capture of prospective or practicing criminals”—was cited as a particular dif-
ficulty in a review of Department of Homeland Security intelligence activities in June 2007

(DHS OIG, 2007, p. 3).
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Arguments for Change in Current Domestic Intelligence
Policies

Because of the prominence of the terrorist threat, particularly in the
years since the 9/11 attacks, how the United States has responded to
the threat of terrorism, the effectiveness of the steps that have been
taken, and the appropriateness of such steps given deeply held values of
personal freedom and liberty have been prominent questions in public
and policy discussions. Nationally chartered commissions, nongovern-
mental organizations, scholars, commentators across the political spec-
trum, and the public have weighed in on various issues related to CT
and intelligence.® Most of these discussions have addressed terrorism
and intelligence writ large, covering issues relevant to #// national intel-
ligence efforts, domestic and foreign, rather than domestic intelligence
alone. Others have been specific to domestic intelligence activities. The
following issues that are relevant and central to the consideration of a
new domestic intelligence agency have been raised:?

1. 'The difficulty of identifying a small number of threatening
individuals in the general population of a large and diverse
nation. Terrorism will always be a threat posed to the many
by the few, which means that intelligence activities must detect
weak signals of threat behaviors against a strong background of
legitimate activity. There are concerns that U.S. domestic intel-
ligence efforts, as currently constituted, may not be sufficient to
detect all threats to the country.

2. The need for sufficient adaptability to respond to dynamic
threats. Many terrorist organizations have demonstrated that
they can rapidly alter their behavior and adapt their tactics
in the face of CT pressure. To keep pace with an agile threat,

8 The findings and arguments of many of these actors are reviewed in Chapter Three, which
assesses current domestic counterterrorism intelligence efforts.

9 Of these issues, the first two—the difficulty of identifying a small number of threatening
individuals against a large background of other people and the need for adaptability—are
problems relevant to all intelligence efforts. The remaining issues are specific to domestic
intelligence activities.
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intelligence organizations must be able to adapt as well. Large,
bureaucratic organizations frequently face challenges in doing
so, and the ability to change rapidly may conflict with other
objectives—including societal goals of intelligence oversight.
Problems in interagency cooperation. In contrast to for-
eign intelligence, which mainly involves federal organizations,
domestic intelligence is an inherently interagency and multilevel
enterprise. The United States has thousands of independent law
enforcement organizations, and government and nongovern-
mental entities not normally associated with security missions
(e.g., the fire service and private-sector firms) may have informa-
tion that could indicate threatening activity. The involvement of
many organizations in intelligence activities has always posed
a risk of breakdowns in information sharing, turf battles, and
bureaucratic duplication and inefliciency.

Differences in the ways in which law enforcement and intel-
ligence organizations operate. Preventing terrorism domesti-
cally inherently straddles functions that have historically been
divided between law enforcement and intelligence agencies. In
the United States, law enforcement organizations—most nota-
bly, the Federal Bureau of Investigation (FBI)—have central
roles in domestic intelligence activities related to the preven-
tion of terrorism. These different types of organizations have
distinct cultures and have generally focused their efforts quite
differently, leading to questions about whether the two can be
mixed effectively and whether doing so undermines the nation’s
ability to detect and prevent terrorism. Separating intelligence
efforts from law enforcement activities has been an argument
for changing domestic intelligence organizations and activities.
Concern about the effect of intelligence activities on per-
sonal privacy and civil liberties. Intelligence activities that
require government intrusion into individuals” private lives raise
significant and real concerns about the effect of those activities
on individuals and on the character of the nation, entities that
such activities are intended to protect. Since 9/11, some people
have raised questions about the type of information the U.S.
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government has gathered on individuals and organizations in
the United States and about how that information has been col-
lected and used. Throughout the history of U.S. domestic intel-
ligence, questions about how long the government should store
intelligence data about individuals—and about how respon-
sive the government is to direction to destroy those data—have
come up repeatedly.

All of these factors have been cited as rationales for changing the
way in which domestic intelligence and CT activities are carried out.

About This Study

In spite of significant changes to U.S. domestic intelligence activities in
recent years, questions remain about whether the United States has the
right organizational and technical tools in place to protect the nation.
One element of this debate is the question of whether the United States
needs a dedicated domestic intelligence agency. The argument that such
an agency is necessary has been raised during policy debates and con-
sidered by a number of national commissions that address U.S. domes-
tic security and the threat of terrorism.!® Such a policy change is, of
course, only one of many possible changes that could be made in U.S.
CT policy, but it is one that recurs in policy discussions' and could be
a reaction to a future terrorist attack on the United States.

To examine this potential policy change, Congress directed that
the U.S. Department of Homeland Security Office of Intelligence and
Analysis perform “an independent study on the feasibility of creating a
counter terrorism intelligence agency” (U.S. Congtess, 2006, p. 122).
If such an agency were built, the major rationale for doing so would be
the desire to improve security and the belief that a new agency would

10 What different individuals and organizations meant by considering the need for a domes-
tic intelligence agency differed. The range of options and their implications will be discussed
in subsequent chapters.

1 For example, discussion during October 2007 congressional hearings as reported in John-
son (2007).
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be more capable of protecting the country from terrorism than are cur-
rent domestic intelligence efforts. However, given significant concerns
about the effect of security and intelligence policies on the American
people, privacy, and the character of the country, any new organization
would also have to be acceptable to the public. RAND was not asked
to make a definitive recommendation about whether to create such an
agency but was charged with examining relevant options and issues in
order to frame policy choices.

In considering the potential creation of a new domestic intelli-
gence agency, we approached the issue from a variety of directions,
seeking insights that would help us understand the pros and cons of
creating such an organization and describe different approaches for
doing so. This research effort resulted in a set of topical papers and
analyses that address different parts of this policy issue and examine
it from different perspectives. The overall study examined both issues
associated with and approaches to understanding the U.S. domestic
context for domestic intelligence and ways of examining the decision
to create a new domestic intelligence agency. In addition, we examined
the histories of several nations that already have such an agency in an
effort to learn from their experiences.

This volume presents the set of papers focused on the U.S. domes-
tic context and approaches for understanding the decision to create a
new domestic intelligence agency, organized into two sections:

o PartI: The U.S. Context for Domestic Counterterrorism Intelligence:
Policy discussion about creating a new domestic intelligence
agency and how such an organization might be designed must
understand and consider the current environment for domestic
intelligence in the United States. Domestic intelligence efforts
have a long, complex, and controversial history in this country
that shapes public views. The nature and effectiveness of cur-
rent intelligence activities shape the potential benefits of making
major organizational changes and constrain the options for doing
so. Chapters Two through Five examine various elements of the
domestic context for intelligence efforts including U.S. history
surrounding these matters, current domestic intelligence efforts,
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factors shaping the societal acceptability of intelligence activi-
ties, and the institutional legal issues in creating a new federal
agency.

* Part II: Exploring Different Approaches for Thinking About Creating
a U.S. Domestic Counterterrorism Intelligence Agency: The complex-
ity of the different factors shaping consideration of domestic intel-
ligence, ranging from different views on the scope of the threats
these efforts address to divergent levels of trust in the government
agencies managing them, make considering new—potentially
expanded—intelligence efforts difficule. The second part of
this volume (Chapters Six through Nine) contains four concep-
tual contributions, each focused on different ways of thinking
through potential changes in domestic intelligence activities and
how to assess them. They include examinations of different orga-
nizational models of such an agency, approaches to considering
privacy and civil liberties protections in an operational context, a
discussion of potential metrics for assessing domestic intelligence
activities, and an exploration of how quantitative approaches,
such as cost-benefit or cost-effectiveness analysis, might inform
thinking about domestic intelligence policy change.

This volume is one of three RAND publications that resulted
from this research effort. The other two are a cross-cutting policy docu-
ment examining the pros and cons of creating a new intelligence orga-
nization (Treverton, 2008) and a companion volume containing the
remainder of the foundational research papers for the study examining
other countries’ domestic intelligence efforts (Jackson, 2009).
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The U.S. Context for Domestic Counterterrorism
Intelligence

In considering creating a new domestic counterterrorism intelligence
agency, the current domestic environment must be central in policy
deliberation. The chapters in this part of the book explore that domes-
tic environment from four directions:

While the current focus is the risk of terrorism, domestic intel-
ligence efforts have been a part of the United States since the
founding of the nation. The ways in which those efforts have been
carried out—and the controversies they have created—shape how
any new agency would be received. The first chapter examines
that history.

Though having a new domestic agency would be a major shift
in intelligence policy, government organizations at all levels are
already undertaking such activities in the fight against terrorism.
Chapter Three examines the current state of the U.S. domestic
intelligence enterprise and maps the connections among ongo-
ing efforts and organizations at all levels, inside and outside
government.

Whether a new federal domestic intelligence agency could be suc-
cessfully created would also depend on whether the American
people viewed doing so to be acceptable. Public views of intel-
ligence activities have varied over time, with threat perceptions
shaping the scope and nature of intelligence efforts that are viewed
as acceptable. The third chapter in this part of the book examines
the information available for understanding public acceptability
of intelligence activities and the factors that shape it.

1"
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* Most legal debate regarding domestic intelligence focuses on pri-
vacy and civil liberties issues stemming from surveillance. How-
ever, the institutional legal and constitutional questions arising
in the context of the possible creation of a new federal agency
are rarely addressed. These questions do not inherently consider
how to conduct domestic intelligence activities. The final chapter
discusses the specific legal issues connected with the creation of a
new domestic intelligence agency.



CHAPTER TWO

The History of Domestic Intelligence in the
United States: Lessons for Assessing the Creation
of a New Counterterrorism Intelligence Agency

Agnes Gereben Schaefer

The history of domestic intelligence in the United States dates back to
the founding of the country and, when examined closely, reveals cycli-
cal episodes in which concerns about spies and “enemies within” have
spurred increased domestic intelligence activity. This overview of the
historical development of domestic intelligence in the United States
reveals two common themes that have arisen during those cyclical epi-
sodes that are particularly relevant to considering the creation of a new
domestic intelligence agency:

* the struggle to organize political institutions around intelli-
gence and counterterrorism (CT) and determine their appropri-
ate scope and responsibilities

* the attempt to balance civil liberties and national security, par-
ticularly during wartime.

From the concern about French spies during John Adams’s presi-
dency to concerns about al Qaeda during the George W. Bush adminis-
tration, these two themes have been raised time and again, and remark-
ably similar arguments have been made regarding how to protect the
nation against potential threats.
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Domestic Intelligence Prior to World War |

Internal surveillance during the first century and a half of U.S. his-
tory was sporadic, with the federal government responding ad hoc to
crises of the moment. Once the crises waned, intelligence and surveil-
lance efforts ceased, and the governmental mechanisms that supported
domestic intelligence were dismantled (Morgan, 1980). For instance,
the Adams administration was concerned that French agents were
spreading Jacobinism' in the United States, that the Jeffersonian oppo-
sition would align itself with France, and that this would lead to the
same sort of social upheaval that occurred in France during the French
Revolution.

In response to concerns that social upheaval would occur in the
United States, the Federalist-led Congress passed four laws in 1798
that became known as the Alien and Sedition Acts. These laws were
passed in the name of national security and increased the govern-
ment’s authority to crack down on dissent. The first of the four laws,
the Naturalization Act, made the process of naturalization more dif-
ficult by extending the residence requirement for U.S. citizenship from
five years to 14 years (U.S. Congress, 1798). The Alien Act granted the
President of the United States the authority to deport any alien whom
he deemed “dangerous to the peace and safety of the United States.”
The Alien Enemies Act allowed that, in wartime,

all citizens, denizens, or subjects of the hostile nation or govern-
ment, being males of the age of fourteen years and upwards, who
shall be in the United States and not naturalized, shall be liable
to be apprehended, restrained, secured and removed, as enemy
aliens.

The Sedition Act was the most far-reaching of the four laws and legis-
lated that any person who was found guilty in a court of law of writing,
printing, uttering, or publishing “any false, scandalous or malicious
writing or writing against the United States” would be punished by a
fine not exceeding $2,000 and imprisoned for no more than two years.

I Violent revolutionary beliefs associated with elements of the French Revolution.
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The Federalists blatantly used the Sedition Act against their political
opposition. For instance, the Sedition Act was used to shut down sev-
eral opposition newspapers or arrest their editors.

The public overwhelmingly viewed the Alien and Sedition Laws
as an assault on First Amendment freedoms. In response to the Alien
and Sedition laws, Jefferson and Madison anonymously drafted the
Kentucky and Virginia Resolutions, which declared the Alien and
Sedition Acts void and accused Congtess of overstepping its authority.
The public’s discontent with the Alien and Sedition laws was mighty
and probably played a large part in the election of Thomas Jefferson in
1800. Ultimately, the Alien and Sedition Acts were repealed or allowed
to expire, and they became viewed as examples of unacceptable gov-
ernmental interference in the political process and served to constrain
future leaders when responding to dissent (Morgan, 1980, p. 19).
During subsequent episodes of wartime, Congress enacted laws that
restricted civil liberties (using the same national security arguments
that underlay the Alien and Sedition Acts), but never to the extent that
the Alien and Sedition laws of 1798 did.

Intelligence During the Civil War and Spanish-American War
During the Civil War, most security intelligence functions were per-
formed by the military. In response to the threat from saboteurs, Presi-
dent Abraham Lincoln suspended the writ of habeas corpus in 1861,
and the Habeas Corpus Act of 1863 allowed the government to round
up suspected spies and saboteurs (see Morgan, 1980, p. 20). When
the military discontinued its surveillance program after the Civil War,
Allan Pinkerton, who had worked for the War Department under
President Lincoln, founded a private detective agency. The Pinkerton
Agency and other private detective forces later served the government
and private companies (Finnegan, 1998, p. 11; Church Committee
Report, 1976, p. 378), until 1892, when Congress prohibited govern-
ment agencies from hiring people currently employed in the private
sector (Theoharis, 2004, p. 16).

It was not until the 1880s that intelligence became institutional-
ized within the military. Up until this point, intelligence was primar-
ily carried out during war, and therefore, intelligence capabilities were
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thin and expertise was difficult to maintain. In 1882, the U.S. Navy
established the Office of Naval Intelligence (ONI) with the purpose
of observing and reporting on advances in maritime technology over-
seas (Batvinis, 2007, p. 33). The United States’ victory over the Span-
ish Navy during the Spanish-American War confirmed the value of
ONI, and in 1899, it became formally institutionalized in the Navy
bureaucracy. Within a few years of the war however, ONI experienced
a sharp decline as interest in war-planning intelligence subsided (Bat-
vinis, 2007, p. 33).

With the establishment of the Division of Military Information
in 1885 as part of the Military Reservations Division, Miscellaneous
Branch, of the Adjutant General’s Office, the U.S. Army was given a
permanent intelligence organization. Before this, without any organi-
zational support, each U.S. commander served as his own intelligence
officer, and the intelligence function was limited to reconnaissance in
time of war or during domestic military campaigns (Finnegan, 1998,
p- 8).

During the Spanish-American War, the U.S. Secret Service—
which was established in the U.S. Department of the Treasury to inves-
tigate counterfeiting in 1865—served as the main civilian intelligence
agency. The Secret Service had “organized an emergency auxiliary force
to track down Spanish spies, placed hundreds of civilians under sur-
veillance, and asked the Army to arrest a number of alleged spies.”

Establishment of the U.S. Department of Justice

The Justice Department was established in 1870 primarily to address
corruption in Congress. Its investigative authority stemmed from an
appropriations statute first enacted in 1871, allowing the attorney gen-
eral to use funds for “the detection and prosecution of crimes against
the United States” (Church Committee Report, 1976, p. 379). Secret
Service agents were regularly assigned to the Justice Department as
investigators until 1908, when Congress prohibited this practice (some
believe to prevent them from investigating corruption in Congress). In

2 Church Committee Report (1976, p. 378). It was not until after the assassination of Presi-
dent William McKinley that the Secret Service was authorized to protect the President.
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response, in 1908, the attorney general issued an order authorizing the
creation of the Bureau of Investigation (Bol). Until this point, federal
crime-detection activity increased in response to passing crises, such
as the rise of the Ku Klux Klan in the 1870s and concern about Span-
ish spies during the 1890s. With the creation of the Bol, a permanent
force of agents was placed under the attorney general’s direct control
(Jeffreys-Jones, 2007, p. 39). Importantly, there was no formal congres-
sional authorization for the bureau, but Congress regularly approved its
appropriations (Church Committee Report, 1976, p. 379).

During this same period, the country was also dealing with the
threat of terrorism from individuals and anarchist groups. Attacks that
occurred included bomb and firearm attacks, including the assassina-
tion of President McKinley by Leon Czolgosz in 1901. Even before the
assassination, domestic intelligence activities in response to the anar-
chist threat included

according to a memorandum by George Cortelyou, the presi-
dent’s personal secretary, “pretty thorough records of the criminal
and anarchist classes, the secret service having in some instances
alphabetical lists of all the anarchists in a city”. [S]ince Czolgosz’s
name had not appeared on any of these lists prior to his deadly
deed, one may question their value. (Jensen, 2001, p. 20)

After the assassination, law enforcement responses to the perceived
threat included arrests of significant numbers of individuals on suspi-
cion of involvement in the attack (see Jensen, 2001).

The Bol was created during an era in which the role of the federal
government increased and the states-rights tradition was slowly sup-
planted with the perspective that federal, state, and local governments
should share responsibility, particularly in the area of law enforcement.
Due to the emergence of nationwide transportation, increased immi-
gration, and new communication technology, the role of the federal
government needed to change and expand beyond its traditional roles
of promoting foreign commerce and defending against foreign inva-
sion (Theoharis, 2004, p. 1). With the passage of the Mann Act (which
banned the interstate transportation of women for “immoral purposes”)
and other federal statutes, the criminal investigative responsibilities of
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the Justice Department and the Bol expanded. Even as late as 1915,
however, the bureau was not involved in domestic intelligence activi-
ties because it was the Justice Department’s position that the Bol had
no authority to engage in such activities. During this time, the Secret
Service was the primary agency that investigated potential spies.

In 1916, the attorney general objected to the Secret Service inves-
tigating activities that did not actually violate federal law, but President
Woodrow Wilson and his secretary of state continued to be interested
in these types of investigations. In response, the attorney general went
to Congress and requested an amendment to the Justice Department’s
appropriations statute, which would allow the Justice Department to
take over responsibility for the investigations that the Secret Service
was conducting. The statute was revised to allow

the Attorney General to appoint officials not only to detect fed-
eral crimes, but also to conduct such other investigations regard-
ing official matters under the control of the Department of Justice
or the Department of State. . . . This amendment was intended
to be an indirect form of authorization for investigations by the
Bureau of Investigations, although a State Department request
was seen as prerequisite for such inquiries. (Church Committee

Report, 1976, p. 379)

As the United States entered World War I, preparation for the war
and domestic security investigations rested mostly with the Secret
Service and the Justice Department’s Bol because the military lacked
the resources to conduct intelligence operations (Church Committee

Report, 1976, pp. 379-380).

World War |, the Palmer Raids, and the Stone Line

In response to the country’s entry into WW1, the passage of the Immi-
gration (1917), Espionage (1917), Sedition (1918), and Anarchist (1918)
Acts provided the Justice Department (and the Bol) with legal author-
ity to conduct domestic intelligence activities. Reminiscent of the Alien

and Sedition Acts of 1798, the Espionage Act of 1917 made it “ille-
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gal to oppose the draft and other wartime policies,” and the Sedition
Act of 1918 made it “illegal to criticize the government, especially in
its prosecution of the war” (Jeffreys-Jones, 2007, p. 70). The Immi-
gration Act of 1917 enlarged the classes of aliens excludable from the
United States, and the Anarchist Act of 1918 expanded the provisions
for excluding subversive aliens. All of these pieces of legislation allowed
the Bol to increase its scope in the name of national security. Thus, as
in the early history of the country, the domestic intelligence apparatus
was strengthened in response to perceived external threats.

The initial threat was the activity of German agents, including
sabotage and espionage. In response to this threat, the Bol and mili-
tary intelligence worked directly with the American Protective League

(APL), a nongovernment group. The APL,

composed of well-meaning private individuals, was formed as a
citizen auxiliary to “assist” the Bureau of Investigation. In addi-
tion to the authorized auxiliary, ad hoc groups took it upon them-
selves to “investigate” what they felt were un-American activities.
(Church Committee Report, 1976, p. 381)

[During World War I] the threat to the nation’s security and the
war effort was perceived by both government and private intelli-
gence agencies as extending far beyond activities of enemy agents.
Criticism of the war, opposition to the draft, expression of pro-
German or pacifist sympathies, and militant labor organizing
efforts were all considered dangerous and targeted for investiga-
tion. (Church Committee Report, 1976, p. 382)

Post-World War | Intelligence

The end of the war in 1918 did not bring an end to domestic intelli-
gence activities. The Bol shifted its attention away from critics of the
war to the activities of radical and anarchist groups (Church Com-
mittee Report, 1976, p. 382). In the spring of 1919, the country expe-
rienced a string of terrorist bombings. In response, Attorney General
A. Mitchell Palmer established a General Intelligence Division (GID)
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within the Justice Department to investigate political militants. Palmer
assigned ]. Edgar Hoover to head the newly established GID due in
part to Hoover’s experience during the war as head of the department’s
program for compiling information on enemy aliens. Less than two
weeks after the GID was established, the director of the Bol ordered
an expansion of bureau examination “of anarchist and similar classes,
Bolshevism, and kindred agitations advocating change in the present
form of government by force or violence, the promotion of sedition and
revolution, bomb throwing, and similar activities” (Church Commit-
tee Report, 1976, p. 383).

In 1919, the mood in the country was that the country indeed
needed to “act decisively against the radical threat.” For example, the
secretary of state wrote a private memo to the attorney general in which
he stated, “It is no time to temporize or compromise; no time to be
timid or undecided; no time to remain passive. We are [face] to face
with an inveterate enemy of the present social order” (Church Com-
mittee Report, 1976, p. 383). These words would echo in eerily similar
ways in the speeches made by officials in subsequent times of war.

In November 1919, the GID directed agents from the Bol and
the Immigration Bureau to carry out simultaneous raids against radi-
cals in 11 cities. On January 2, 1920, Bol and Immigration Bureau
agents in 33 cities rounded up some 10,000 people believed to be
members of the Communist and Communist Labor Parties. These
raids, known as the Palmer Raids, were seen as major abuses of due
process, and the Senate Judiciary Committee investigated them in
1921. Ultimately, the committee was divided in its findings, but the
Justice Department and the Bol were put on the defensive.

In addition to the Justice Department’s and Immigration Bureau’s
operations after the war, military intelligence continued its wartime
surveillance activities into the postwar era. After 1919, the Military
Intelligence Division (MID) “resumed investigations aimed at strikes,
labor unrest, radicals, and the foreign language press” (Church Com-
mittee Report, 1976, p. 387). The APL disbanded, but its former mem-
bers still “served as volunteer agents for military intelligence as well as
for the Bureau of Investigation” (Church Committee Report, 1976,
p. 387). Following the Palmer Raids, the GID and military intelli-
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gence shared more information, with military intelligence agreeing to
“provide Hoover with information from foreign sources, since the State
Department had refused to do so and Hoover was prohibited from
having agents or informants outside the United States” (Church Com-

mittee Report, 1976, p. 387).

Corruption and Reform
Ironically, with Prohibition came an era of lawlessness in the 1920s and
a new set of challenges for law enforcement. Local and state authori-
ties could not curb the tide of criminal activities (due to either corrup-
tion or a lack of resources); therefore, the emergence of a federal role in
law enforcement seemed necessary. However, during the early 1920s,
the Justice Department and the Bol became entangled in the corrup-
tion that characterized Warren Harding’s administration. Most signifi-
cantly, when Congress asked that the Justice Department investigate
members of the Harding administration, the director of the Bol, Wil-
liam J. Burns, instead used Bol agents to investigate the members of
Congress who asked for the investigation. These investigations included
physical surveillance and illegal entries into Senate offices to open mail
and search files. This incident served only to further tarnish the image
of the Justice Department and the Bol after the Palmer Raids.>

In an effort to restore the Justice Department and Bol reputa-
tions, Calvin Coolidge appointed Harlan Fiske Stone, an outspoken
critic of the Palmer Raids, to be attorney general in 1923. Stone was
particularly concerned that the Bol had become “a secret political
police force.” In fact, he believed that “the organization was lawless,
maintaining many activities [that] were without any authority in fed-
eral statutes, and engaging in many practices [that] were brutal and
tyrannical in the extreme” (Church Committee Report, 1976, p. 388).
In 1924, Stone offered ]. Edgar Hoover the position of director of the
Bol. Hoover accepted on the conditions that the Bol be removed from
politics, that appointment and promotion be made solely on merit,
and that the Bol be responsible only to the attorney general (Morgan,
1980, p. 30). Stone agreed to these conditions. In addition to appoint-

3 During this time, the GID was made part of the Bol.
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ing Hoover as director of the Bol, Stone established the Stone Line—a
policy that restricted the Bol to investigating particular violations of
federal laws and specifically prevented it from gathering intelligence.
Now an investigation could be undertaken only if it was alleged that
there was a specific violation of a federal statute. In response to the
reforms enacted by Stone, the American Civil Liberties Union (ACLU)
declared that the Justice Department’s “red-hunting days were over,”
and over the next decade, the Bol disengaged from domestic intelli-
gence (Church Committee Report, 1976, p. 389).

At the same time, exchanges of potentially consequential infor-
mation among the Bol, MID, and ONI ended. The MID was severely
weakened when, in 1920, the Army’s countersubversion squad was dis-
banded, and in 1921, the Negative Intelligence Branch of the MID was
eliminated. As a result of the elimination of its Negative Intelligence
Branch, the MID could now supply reports to Bol field offices “only
upon a specific request” of MID headquarters in Washington. “With
that decision, any chances of developing a functional counterintelli-
gence information-sharing system capable of protecting U.S. interests
from foreign intelligence aggression [were] delayed for another fifteen
years” (Batvinis, 2007, p. 44).

World War Il and the Institutionalization of Domestic
Intelligence Activities

Echoing previous episodes in history, the rise of Nazi Germany, Impe-
rial Japan, and Stalinist Russia resulted in increased concern about
internal security. In 1934, President Franklin D. Roosevelt ordered the
Bol to conduct an investigation of “the activity of the Nazi movement
in this country” (Church Committee Report, 1976, p. 393). In January
1936, the secretary of war advised the attorney general that there was
“definite indication” of foreign espionage in the United States, and he
urged the Justice Department to establish

a counterespionage service among civilians to prevent foreign
espionage in the United States and to collect information so that
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in case of an emergency any persons intending to cripple our war
effort by means of espionage or sabotage may be taken into cus-
tody. (Church Committee Report, 1976, p. 393)

In his State of the Union address in January 1934, Roosevelt rein-
forced the need for an increased federal role in law enforcement by
identifying crime as a serious threat to “our security” and one that
required “the strong arm of the federal Government” (Theoharis, 2004,
p. 42). In 1935, the Bol’s name was officially changed to the Federal
Bureau of Investigation (FBI), identifying it as a national law enforce-
ment agency.

With growing concern about Nazi propaganda in the United
States, Roosevelt began to consider options for investigating the
sources of this propaganda. “Aware of the strict limitations on intel-
ligence investigations, [Roosevelt] recognized that only immigration
laws applied in this situation, making the Immigration Services (an
agency of the Department of Labor) the lead agency for any potential
investigation,” and the Secret Service and FBI would also be involved.
The FBI would serve as the “clearinghouse” for all information that
was collected (Batvinis, 2007, p. 46).

In August 1936, President Roosevelt met with Hoover to discuss
the state of domestic intelligence. Hoover informed Roosevelt that the
FBI was not collecting domestic intelligence and that it did not have
the authority to do so unless it involved a violation of U.S. law. How-
ever, Hoover also informed Roosevelt that, under the Appropriations
Act of 1916, the FBI was authorized to undertake investigations at the
request of the secretary of state. The secretary of state requested such
investigations in order to improve the nation’s intelligence, and over
the next two years, FBI domestic intelligence activities increased.

Thus, President Roosevelt used his executive authority to deter-
mine that the FBI would be the primary civilian agency responsible
for carrying out domestic intelligence. However, Roosevelt chose to
handle this confidentially, so his orders were kept secret and Congress
was deliberately excluded from the domestic intelligence policymaking
process until after war broke out in Europe in 1939. It was the inter-
national character of communism and fascism that justified both the
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President’s desire for domestic intelligence and the secretary of state’s
request to have the FBI conduct investigations.
FBI field offices were immediately ordered

to obtain from all possible sources information concerning sub-
versive activities being conducted in the United States by Com-
munists, Fascists, representatives or advocates of other organiza-
tions or groups advocating the overthrow or replacement of the
Government of the United States by illegal methods. (Church
Committee Report, 1976, p. 396)

This order represented a new mind-set in which an investigation was
“conducted when there [was] a specific violation of a Criminal Statute
involved, always presuppose[d] an overt act and [was] proceeded upon
with the very definite intention of developing facts and information
that will enable prosecution under legislation.” Inzelligence activities, on
the other hand, involved monitoring activities that did not include an
overt act or violation of a specific statute but could have become a vio-
lation of law in the event of a declaration of war or national emergency

(Theoharis, 2004, p. 46).

The Creation of the Interdepartmental Intelligence Conference

After a series of espionage incidents in the late 1930s, Roosevelt ordered
his attorney general to chair a committee of representatives from the
FBI, MID, and ONI to study the extent to which there were issues
with coordination among them. Significantly, “the only truth [Hoover]
wanted to convey to the President was that internal security and counter-
espionage must be a civilian governmental responsibility concentrated
in a single agency. The military must focus its attention on warfighting
without distractions” (Batvinis, 2007, pp. 53—54). Hoover’s plan con-
centrated all counterespionage investigations in the FBI and included
the FBI takeover of the Federal Communications Commission, Immi-
gration and Naturalization Services (then under the Department of
Labor), and the Customs Services (then under the Department of the
Treasury) (Batvinis, 2007, p. 54). In addition, Hoover also recom-
mended that counterintelligence (CI) policy be taken away from the
State Department and given to the FBI, ONI, and MID.
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In November 1938, Roosevelt met with Hoover in secret and
approved most elements of his plan. In June 1939, Roosevelt created
the Interdepartmental Intelligence Conference (IIC), comprised of the
FBI, ONI, and MID, which was a “huge blow to the prestige and his-
torical authority of the [State Department]” (Batvinis, 2007, p. 67). The
State Department could continue to collect information, but it needed
to inform the IIC of its actions. The establishment of the IIC was a piv-
otal event in the history of CI in the United States. “For the first time
in U.S. history, a new structure composed of specialized agencies with
core competencies in such matters would focus on, direct, and coor-
dinate all espionage, counterespionage, and sabotage investigations
involving the federal government” (Batvinis, 2007, p. 68).

In response to the German invasion of Poland and the nonag-
gression pact between Germany and the Soviet Union in August 1939,
Roosevelt declared a national emergency and issued a public statement
that “the FBI [would] take charge of investigative work in matters relat-
ing to espionage, sabotage, and violations of neutrality regulations”
(Church Committee Report, 1976, p. 404). Two days after issuing the
statement, President Roosevelt declared a national emergency “in con-
nection with and to the extent necessary for the proper observance,
safeguarding, and enforcing of the neutrality of the United States and
the strengthening of our national defense within the limits of peace-
time authorizations” (Church Committee Report, 1976, p. 405). In
conjunction with the declaration of national emergency, Roosevelt also
directed the attorney general to increase the number of FBI personnel
by 150 agents. In a press conference, Roosevelt said that the expan-
sion of the government’s investigative personnel was “to protect against

‘some of the things that happened’ before World War I”:

There was sabotage; there was a great deal of propaganda by
both belligerents, and a good many definite plans laid in this
country by foreign governments to try to sway American public
opinion. . . . It is to guard against that, and against the spread by
any foreign nation of propaganda in this country which would
tend to be subversive of our form of government. (Church Com-

mittee Report, 1976, p. 405)
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Congress accepted Roosevelt’s actions as necessary in order to mitigate
the repercussions of the tensions in Europe. In September 1939, Hoover
argued before the House Appropriations Committee that the establish-
ment of a GID “was made necessary by the President’s proclamation
directing that all complaints of violations of the national defense stat-
utes and proclamations be report[ed] to the FBI” (Church Committee
Report, 1976, p. 407). The new GID became the division responsible
for supervising complaints of espionage, sabotage, and internal security
matters.

The FBI’s independence became further solidified when President
Roosevelt signed a secret directive on June 26, 1939, that ordered that
only the FBI, MID, and ONI “control and handle” investigations relat-
ing to “all espionage, counterespionage, and related matters,” thereby
circumventing the State Department (Theoharis, 2004, p. 48). To pre-
vent potential conflict among the three agencies, delimitation agree-
ments gave the FBI “exclusive responsibility to ‘handle all cases involv-
ing allegations of espionage, sabotage, and related matters as pertained
to persons in the United States” (Theoharis, 2004, p. 49; see also Bat-
vinis, 2007, pp. 98-99). Thus, domestic intelligence functions became
institutionalized within the FBI.

One of the main characteristics of the FBI domestic intelligence
program authorized by President Roosevelt was its broad investigative
scope:

President Roosevelt never formally authorized the FBI or mili-
tary intelligence to conduct domestic intelligence investigations
of “subversive activities”, except for his oral instruction in 1936
and 1938. His written directives were limited to investigations of
espionage, sabotage, and violations of the neutrality regulations.
Nevertheless, the President clearly knew of and approved infor-
mally the broad investigations of “subversive activities” carried

out by the FBI. (Church Committee Report, 1976, p. 405)

The assumption that people or organizations in the United States
posed a threat was not questioned, and Congress allowed the FBI wide
latitude under Roosevelt’s proclamation. “With no clear legislative or
executive standards to keep it within the intended bounds, the FBI
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(and military intelligence in its sphere) had almost complete discretion
to decide how far domestic intelligence investigations would extend”

(Church Committee Report, 1976, p. 411).

The Custodial Detention Index

In 1939, the FBI began developing a list of individuals “on whom
information [was] available indicating strongly that [their] presence at
liberty in this country in time of war or national emergency would
constitute a menace to the public peace and safety of the United States
Government” (Church Committee Report, 1976, p. 413). This program
was described as a “custodial detention index,” and its purpose was to
“enable the government to make individual decisions as to the danger-
ousness of enemy aliens and citizens who might be arrested in the event
of war” (Church Committee Report, 1976, p. 417). The groups targeted
were the Socialist Workers Party, the Proletarian Party, Lovestoneites,
“or any of the other Communist organizations, or . . . their numerous
‘front organizations, as well as persons reported as ‘pronouncedly pro-
Japanese” (Church Committee Report, 1976, p. 419).

The FBI’s activities during this period mirrored concern in soci-
ety about subversion and protecting national security, and some devel-
opments could have threatened the expansion of FBI powers. For
instance, in 1938, the U.S. House of Representatives Committee on
Un-American Activities (HCUA) was established, and in 1940, Rep.
Martin Dies called for the creation of a Home Defense Council, which
could have been a threat to the FBI’s jurisdiction had it been imple-
mented (Jeffreys-Jones, 2007, p. 104). In October 1941, the attorney
general endorsed Hoover’s request “that the FBI should be given the
job of doing security checks on all federal employee[s],” a move appar-
ently calculated to forestall any attempt by the HCUA to push for leg-
islation that might move the function to somewhere in the executive

branch other than the FBI (Jeffreys-Jones, 2007, p. 104).

The Red Scare

In the early 1940s, there was consensus that the country faced a threat
from international communism, and the primary targets of FBI surveil-
lance at this time were communists as well as members of the German
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American Bund, Italian fascist organizations, and domestic far-right
and extremist groups, such as the Ku Klux Klan and the Knights of the
White Camelia. In response to these threats, the early 1940s ushered
in the expansion of the FBI’s intelligence activities and responsibilities.
For instance, in May 1940, President Roosevelt moved the Immigra-
tion Bureau to the Department of Justice, making the attorney general
responsible for all immigration matters, including the power to com-
pile lists of aliens who could be detained or deported in times of war.
In 1940, President Roosevelt authorized the FBI to conduct electronic
surveillance of “persons suspected of subversive activities against the
Government of the United States, including suspected spies” (Church
Committee Report, 1976, pp. 422—423). In addition, in June 1940,
President Roosevelt assigned foreign intelligence responsibilities in
the Western Hemisphere to a Special Intelligence Service of the FBI
(Church Committee Report, 1976, p. 424). This allowed the FBI to
focus on intelligence activities in Latin America, a region that was sus-
pected of being a target of Nazi infiltration that could spread to the
United States. By 1945, “the FBI had emerged as the unacknowledged
intelligence arm of the White House” (Theoharis, 2004, p. 64).

In addition to the expansion of FBI intelligence activities, several
laws were passed to address these threats. For instance, in the early
1940s, Congress passed two statutes that addressed “subversive activi-
ties.” The Smith Act of 1940 “made it a federal crime to urge military
insubordination or advocate the violent overthrow of the government,”
and the Voorhis Act of 1941 “required the registration of all subver-
sive organizations having foreign links and advocating the violent over-
throw of the government” (Church Committee Report, 1976, p. 410).

In February 1941, the jurisdictions of the FBI, ONI, and MID
were clarified. The FBI could conduct counterespionage investiga-
tions in all matters within the United States and U.S territories except
for the Panama Canal Zone. The MID could initiate investigations
at all continental military installations and the Panama Canal Zone,
Panama, and the Philippine Islands. The ONI was responsible for all
naval installations as well as Guam, American Samoa, Palmyra Atoll,
Midway, and Johnson Island. “For the first time in the nation’s his-
tory, a more structural rationality was applied to the investigation of
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foreign intelligence attacks against U.S. interests both at home and [in]
U.S. possessions” (Batvinis, 2007, p. 96). Most importantly, the Stone
Line was eliminated, and the FBI was now authorized to move into CI
activities that it had not been able to conduct since the Stone Line had
been established.

FBI CI activities expanded greatly after 1941, but the success of
those efforts is questionable. In 1943, the FBI began a national secu-
rity investigation dubbed COMRAP (Comintern Apparatus) that tar-
geted Soviet recruitment in the United States. FBI reports summariz-
ing the results of the investigation indicated that FBI agents established
only that “American Communists were Communists, not Soviet spies”
(Theoharis, 2004, p. 63).

In 1943, the attorney general decided that the Custodial Deten-
tion Index was no longer useful and that it was based on faulty assump-
tions. The FBI director did not comply with the attorney general’s order
to abolish the list, however, and instead, the FBI changed the name
from the Custodial Detention Index to the Security Index. Neither the
attorney general nor the Justice Department was informed of the deci-
sion to maintain the list, and the FBI’s orders to the field said,

the fact that the Security Index and the Security Index Cards are
prepared and maintained should be considered strictly confiden-
tial, and should at no time be mentioned or alluded to in inves-
tigative reports, or discussed with agencies or individuals outside
the bureau other than duly qualified representatives from ONI
and MID. (Church Committee Report, 1976, p. 421)

It was not until May 1945 that the War Department’s MID
acquired an organization to

establish intelligence priorities and requirements, missions that
finally allowed it to put into practice all components of the
modern intelligence cycle: determining requirements, collecting
the appropriate information, processing the acquired data into
finished intelligence, and disseminating the results, a circular
process that often generates a new set of requirements, initiating
the cycle again. (Finnegan, 1998, p. 6)
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During World War II, military and political leaders recognized that
intelligence was crucial to military success. In response, the Army was
forced to create a large intelligence structure, and the MID instituted
formal training for intelligence personnel in a variety of disciplines

(Finnegan, 1998, p. 6).

Post-World War Il Domestic Intelligence

In 1946, Hoover informed Attorney General Ramsey Clark of the exis-
tence of the Security Index, and the Security Index program was offi-
cially reinstated. In 1947, President Harry Truman signed an execu-
tive order establishing the Employees Loyalty Program (EO 9835). The
Security Index was viewed as a valuable tool to help identify people
working in the executive branch of the U.S. government who were
disloyal to the U.S. government or involved in subversive activities.
During this time, the Armed Forces Security Agency also instituted a
surveillance program called Project SHAMROCK, through which it
intercepted international telegraphic messages transmitted through the
United States (Theoharis, 1984, p. 67).

In 1946, the HCUA became a standing, permanent committee
and investigated suspected communists in influential positions in the
United States. In 1948, the committee brought charges of espionage
against Alger Hiss of the State Department. Hiss was taken to trial and
found guilty of perjury, reinforcing the general sentiment that “there
were Communists among us.” During this period, the FBI worked
closely with the HCUA. “[HCUA] members had established a[n]
‘informal’ relationship with the FBI, one that dated at least to May
1947—Dbut on the strict condition that FBI officials’ covert assistance
not be known” (Theoharis, 2004, p. 77). In addition, the FBI worked
closely with Senator Joseph McCarthy until Hoover severed its rela-
tionship with McCarthy in 1953. However, some view the FBI’s contri-

4 Releases of foreign intelligence information many years later, including the VENONA
decryptions of Soviet communications, confirmed this, emphasizing the intersection
between domestic and foreign intelligence activities in CI efforts in particular (discussed in
Moynihan, 1998).
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bution to McCarthyism as having significantly damaged the organiza-
tion’s reputation: According to Jeffreys-Jones (2007, p. 154), it “helped
to drive millions of Americans into cringe mode. Its infractions of civil
liberties, its reluctance to fight organized crime, and its obstruction of
national security coordination—all these went unchecked at the height
of the McCarthy era.”

The 1947 National Security Act

Until 1947, foreign intelligence was conducted by the State Department
and the military. The 1947 National Security Act (Pub. L. No. 235)
created the Central Intelligence Agency (CIA), prohibiting it from per-
forming “law enforcement or internal security functions,” and a limita-
tion of the authority of the Director of Central Intelligence (DCI) to
inspect FBI intelligence (Church Committee Report, 1976, p. 458).
While the director of the CIA would serve as DCI in charge of the
entire intelligence effort, the CIA would be allowed to “operate only in
the foreign sphere. The FBI had to give up foreign work, surrendering
its Latin American assets in the process” (Jeffreys-Jones, 2007, p. 137).
In the future, the FBI would work only on the domestic front. Ironi-
cally, while the establishment of the CIA was, in part, an effort to cen-
tralize authority, its result was to divide intelligence into two spheres:
domestic and foreign.

The National Security Act also allowed the National Security
Council to grant authority in 1949 to the FBI and military intelli-
gence for counterespionage operations and the investigation of “subver-
sive activities” (Church Committee Report, 1976, p. 458). This greatly
increased the FBI’s independence, and the line of authority for FBI
and military domestic intelligence now bypassed the attorney general,
instead flowing from the National Security Council to the IIC, com-
posed of the FBI director and the heads of the military intelligence
agencies.

The Continuation of the Security Index

In the 1950s, Congress provided tacit support to the FBI’s domestic
intelligence activities by passing several key pieces of legislation. The
Emergency Detention Act of 1950 outlined specific standards for appre-
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hending individuals in the event of an “internal security emergency.”
The basic criterion was whether there was “reasonable ground to believe
that such person probably will engage in, or probably will conspire with
others to engage in, acts of espionage and sabotage” (Church Commit-
tee Report, 1976, p. 442). Neither the FBI nor the Justice Department
made changes in either the Security Index criteria or their detention
plans to make them conform to the law. In fact, the attorney general
“advised Hoover to disregard the law and proceed with the program as
previously outlined” (Church Committee Report, 1976, p. 442). The
Justice Department also advised the FBI that

it did not have adequate personnel to review the placement of
names on the Security Index and that in an emergency, all per-
sons now or hereafter included by the [FBI] on the Security Index
should be considered subjects for immediate apprehension, thus
resolving any possible doubtful cases in favor of the Government
in the interests of the national security. (Church Committee

Report, 1976, p. 442)

By May 1951, the Security Index had grown to 15,390 names, 14,000
of whom were labeled as communists (Church Committee Report,
1976, p. 443). By the end of 1954, the number had increased to 26,174,
of whom 11,033 were designated for priority apprehension (Church
Committee Report, 1976, p. 440).

In 1954, Congress passed the Communist Control Act, which
provided that the Communist Party was “not entitled to any of the
rights, privileges and immunities attendant upon legal bodies created
under the jurisdiction of the laws of the United States” (see Church
Committee Report, 1976, pp. 427—428). In 1955, the FBI decided to
voluntarily revise the Security Index criteria because all cases were not
being reviewed by Justice Department attorneys, and the FBI wanted
to “minimize the inevitable criticism of the dual role” it had in both
investigating and making judgments on “the soundness of these cases”
(Church Committee Report, 1976, p. 446). The FBI created a new
Subversives Control Section to supervise the Security Index, and as
a result of the revisions to the Security Index standards, the Security
Index was reduced to 12,870 names by mid-1958 (Church Committee
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Report, 1976, p. 446). However, the Security Index cards on individu-
als taken off the index after 1955 were retained in field offices. These
cards would be destroyed only if the subject agreed to become an FBI
source or informant or “otherwise indicate[d] complete defection from
subversive groups.” Consequently, the canceled cards served as a sup-
plementary detention list, despite the tighter standards for the Security
Index (Church Committee Report, 1976, p. 446). In 1956, the can-
celed cards were the bases for a Communist Index.> There is no indi-
cation “that the Justice Department was ever advised of the existence
of the Communist Index” (Church Committee Report, 1976, p. 447).
In mid-1959, the Communist Index was reviewed and reduced from
17,783 names to 12,784 names, and by mid-1959, the Security Index
included 11,982 names (Church Committee Report, 1976, p. 447).
Throughout the 1950s, the supervision of the collection of information
for the Security Index was a major responsibility of the FBI’s Intelli-
gence Division.

The Broadening of Domestic Surveillance Activities

The public’s concern about the communist threat in the 1940s and
1950s reinforced the FBI’s focus on infiltrating communist organiza-
tions. During this time, the FBI’s power and independence grew. For
instance, the FBI’s first counterintelligence program (COINTELPRO)
began during this time. These programs were secret and employed
questionable tactics (see Churchill and Vander Wall, 2002). These
programs first focused on investigating communist organizations and
individuals and later expanded to hate groups and nationalists.

At the same time as these programs were instituted at the FBI,
other agencies were also broadening their domestic surveillance activi-
ties. For instance, beginning in the late 1950s, the CIA began one of
the largest domestic surveillance programs in the history of the United
States: Operation CHAOS. CHAOS was the centerpiece of a major CIA
effort begun in 1967 in response to White House pressure for intelli-
gence about foreign influence on American dissent. The CHAOS mis-
sion was to gather and evaluate all available information about foreign

> The Communist Index was renamed the Reserve Index in 1960.
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links to racial, antiwar, and other protest activity in the United States.
A second major element of Operation CHAOS was to pursue specific
inquiries from the FBI about the activity of particular Americans travel-
ing abroad. In the process, the CHAOS project amassed thousands of
files on Americans, indexed hundreds of thousands of Americans into its
computer records, and disseminated thousands of reports about Ameri-
cans to the FBI and other government offices. Some of the information
concerned the domestic activity of those Americans (Church Commit-
tee Report, 1976, pp. 681-682). In 1967, the radical magazine Ramparrs
exposed that the CIA was secretly funding the National Student Associa-
tion, the largest student group in the United States. At the same time, the
National Security Agency (NSA) instituted a major surveillance effort,
Operation MINARET, which, beginning in 1967, intercepted interna-
tional communications of targeted dissidents and activists (Theoharis,
1984, p. 67).

The FBI’s broadest program for collecting intelligence was known
as COMINFIL (Communist Infiltration) and was begun in 1956.
Despite the decline of the Communist Party in the 1950s and 1960s,
the FBI and the Justice Department argued that COMINFIL inves-
tigations should continue because they believed that the Communist
Party would try to “repair its losses” (Church Committee Report,
1976, p. 451). By 1960, the FBI had opened about 432,000 headquar-
ters files on individuals and groups in the “subversive intelligence field,”
and between 1960 and 1963, an additional 9,000 files were opened
(Church Committee Report, 1976, p. 451).

In the 1960s, the United States faced a new set of internal security
issues, including civil rights demonstrations, the emergence of radi-
cal hate groups, and urban unrest. These were essentially law enforce-
ment issues that required improved police-community relations and
careful planning to ensure peaceful demonstrations. However, the
FBI continued to view them within a domestic intelligence framework
that emphasized communist “influence” (Church Committee Report,
1976, p. 470). For instance, in 1965, the FBI expanded its investiga-
tions to include the Ku Klux Klan as well as “black nationalist groups”
(Church Committee Report, 1976, p. 475). In addition, through its
COMINFIL program, the FBI intensified its investigations of individ-
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uals and organizations involved in the civil rights movement as well as
the antiwar movement and student groups. The FBI continued to cast
a wider and wider net in its domestic surveillance activities.

COINTELPRO Efforts

In 1961, Hoover decided to institute a COINTELPRO-Socialist
Workers Party. This program targeted members of the Socialist Work-
ers Party who were in positions that could influence American society.
This program was more focused than the COMINFIL program.

In 1964, the FBI instituted COINTELPRO-White Hate in
response to the Justice Department’s concerns about the spread of
Ku Klux Klan activity and violence in the South. The program tar-
geted racist organizations, such as the American Nazi Party, the White
Knights of Mississippi, and the National States’ Rights Party, and
helped weaken the Klan’s power, as evidenced by its decline in mem-
bership from 14,000 in 1964 to 4,300 in 1971 (Jeffreys-Jones, 2007,
p- 172). In 1971, the criteria for investigating individuals were widened
still further to include not only persons with “a potential for violence,”
but also anyone else who, in judgment of the special agents in charge,
should be subject to investigation due to extremist activities. By 1971,
the FBI program for investigating the Klan and hate groups delegated
virtually unlimited discretion to the field and specifically required
FBI agents to report on lawful political speeches (Church Committee
Report, 1976, p. 474).

The FBI had been monitoring African American leaders in the
early 1960s, most notably Dr. Martin Luther King Jr., but FBI intel-
ligence programs that dealt with “black extremists” and civil disorders
were greatly affected by the events of 1964. During the first urban ghetto
riots in the summer of 1964, President Lyndon Johnson instructed the
FBI to investigate their origins and extent (Church Committee Report,
1976, p. 475). In its report, the FBI noted the growth of black mili-
tancy, claimed that “a number of violent agitators had arisen,” and,
without mentioning his name, described the activities of Malcolm X as
an example of a leader urging African Americans “to abandon the doc-
trine of non-violence” (Church Committee Report, 1976, p. 475). The
report also highlighted the role of “a Marxist-Leninist group following
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the more violent Chinese Communist line and other individuals ‘with
histories of communist afhiliation’ in alleged attempts to instigate riot
activities” (Church Committee Report, 1976, p. 475), indicating that
the FBI was continuing to operate within its traditional framework
that emphasized the communist threat. In June 1964, the FBI estab-
lished a special desk in the Domestic Intelligence Division to super-
vise an “intensification of the investigation of communist influence in
racial matters” (Church Committee Report, 1976, p. 479). In 1965,
the FBI’s General Racial Matters program was expanded to include
intelligence on demonstrations, racial violence, and riots. In 1967,
COINTELPRO-Black Nationalist Hate was initiated to “expose, dis-
rupt, misdirect, or otherwise neutralize the activities of black national-
ists, hate-type organizations and groupings, their leadership, spokes-
men, membership, and supporters, and to counter their propensity for
violence and civil disorder” (Theoharis, 2004, pp. 121-122).

In 1967, Hoover instructed “that an index be compiled of racial
agitators and individuals who have demonstrated a propensity for
fomenting racial discord.” The standards for this index, known as the
Rabble Rouser Index,® were soon expanded to cover persons “with a
propensity for fomenting” any disorder affecting the “internal security,”
not just those related to radical politics (Church Committee Report,
1976, p. 511). This expansion of the index was an attempt to develop a
nationwide list of “agitators of all types that had a bearing on national
security” (Church Committee Report, 1976, p. 511).

In 1968, the FBl instituted COINTELPRO—New Left in response
to the growth of radical groups on college campuses and student oppo-
sition to the Vietnam War. The FBI tried to disrupt these types of
groups and prevent them from disseminating their messages.

At the same time as these COINTELPRO efforts were moving
ahead, an FBI intelligence program targeting Cuba’s President Fidel
Castro and his sympathizers began in November 1960, when field offi-
cers were instructed to consider “recommending for the Security Index
those individuals who are not on the Security Index but who . . . would
be deemed dangerous or potentially dangerous to the internal security

6 In 1968, the Rabble Rouser Index was renamed the Agitator Index.
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of the U.S. in the event of an emergency involving Cuba and the U.S.”
(Church Committee Report, 1976, p. 467). In response to the Cuban
missile crisis in 1962, the FBI intensified its program for placing pro-
Cubans on the Security Index and established a special Cuban section

of the index (Church Committee Report, 1976, p. 467).

Growing Concern About the FBI's Domestic Intelligence
Activities

The 1970s marked a turning point in the history of domestic intelli-
gence in the United States. In 1970, President Richard Nixon appointed
a secret interagency task force, directed by White House aide Tom
Charles Huston, to review and evaluate intelligence-collection meth-
ods, outline how the activities of the intelligence agencies could be
better coordinated, and recommend any needed changes. The task
force recommended that the President authorize a series of “clearly ille-
gal” investigative techniques, including “the increased use of wiretaps
and bugs, authorizing the interception of telegraph and other com-
munications transmitted internationally, and lowering the minimum
age of informers to eighteen” (Theoharis, 2004, p. 129). This so-called
Huston Plan was later recalled, but the FBI lowered the minimum age
of informers in order to aid with surveillance of college students.

In February 1971, the U.S. Senate Committee on the Judiciary
Subcommittee on Constitutional Rights began a series of hearings on
federal data banks and the Bill of Rights, which marked a pivotal point
in domestic intelligence policy. This subcommittee reflected “the grow-
ing concern among Americans for the protection of the privacy of the
individual against ‘the information power” of government” (Church
Committee Report, 1976, p. 548). The ranking minority member of
the subcommittee, Senator Roman Hruska (R-NE), endorsed the need
for a “penetrating and searching” inquiry (Church Committee Report,
1976, p. 548).

In 1971, the FBI also faced the first serious congressional action
that might curtail its domestic intelligence operations when Congress
repealed the 1950 Emergency Detention Act. The repeal of this act also
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technically repealed the Security Index. However, the attorney general
advised that the repeal

[d]oes not alter or limit the FBI’s authority and responsibility to
record, file and index information secured pursuant to its stat-
utory and Presidential authority. An FBI administrative index
compiled and maintained to assist the Bureau in making readily
retrievable and available the results of its investigations into sub-
versive activities and related matters is not prohibited by repeal
of the Emergency Detention Act. (Church Committee Report,
1976, p. 545)

The Security Index was immediately reconstituted as the Administra-
tive Index with revised standards.

The Church Committee

In December 1974, just on the heels of the Watergate scandal, 7he New
York Times accused the CIA of domestic spying (Colby, 1976), and
a firestorm of public outrage erupted. Congress became increasingly
concerned about domestic intelligence activities. The article focused on
Operation CHAOS, which illegally monitored the activities of thou-
sands of antiwar and civil rights activists (Theoharis, 2004, p. 137).
Attempting to address growing public distrust of the intelligence agen-
cies, President Gerald Ford appointed a special commission in 1975, its
members selected by Vice President Nelson Rockefeller, to investigate
only CIA domestic abuses (Theoharis, 2004, p. 138).

In response to the climate of reform that developed in the wake of
Watergate, both the Senate and House established special committees to
investigate the domestic and foreign activities of the intelligence agen-
cies. The Senate Select Committee to Study Governmental Operations
with Respect to Intelligence Activities (known as the Church Commit-
tee after its chair, Frank Church) conducted a thorough investigation
of the activities of the intelligence agencies and issued 14 reports. The
reports revealed widespread abuses of power, not just in the CIA, but
also in the FBI and military intelligence agencies. For instance, they
documented
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[tthe FBI’s extensive use of illegal investigative techniques and the
questionable authority under which many FBI programs oper-
ated. They discovered that the presidents and their attorneys gen-
eral in some cases had no knowledge of the scope and purpose of
highly questionable FBI activities and in others sought to avoid
meeting their oversight responsibilities. They also discovered that
FBI investigations were not confined to criminals or suspected
spies but also targeted individuals and organizations engaged in
legitimate political activities. (Theoharis, 2004, p. 139)

These reports included 96 suggested reforms to domestic intelligence.
Some of these reforms were implemented, and others were not. The
Church Committee reports marked the end of the FBI’s rapidly grow-
ing strength and reach in domestic intelligence. In fact, public-opinion
polls taken in 1975 found that only 37 percent of respondents held a
“highly favorable” rating of the FBI, a drop from an 85-percent rating
in 1966 and a 71-percent rating in 1970 (Theoharis, 2004, p. 139).

Adding to this perception, in February 1976, the U.S. General
Accounting Office (GAO) released a report on the efliciency and effec-
tiveness of the FBI. The report charged that “86 percent of 300 ‘soft
cases’ that it had reviewed (cases based on ‘soft’ evidence, such as the
way a person looked), no connection at all was made with extremist
groups, yet the data collected were not only retained but passed on to
third parties” (Jeffreys-Jones, 2007, p. 188). By middle of the 1970s,
the FBI “was a demoralized agency that had lost the confidence of the
American people” (Jeffreys-Jones, 2007, p. 190).

The Wall

The era of FBI reform continued into the late 1970s. President Jimmy
Carter had campaigned on the need to reform the FBI and, in 1978,
signed an executive order that prevented the FBI from engaging in the
prevention of “subversion” (EO 12036; Jeffreys-Jones, 2007, p. 203).
That same year, Congress passed the Foreign Intelligence Surveillance
Act (FISA), which established a special court that would review gov-
ernment requests for electronic surveillance of U.S. citizens and resi-
dent aliens. FISA provided special procedures for conducting electronic
surveillance for foreign intelligence purposes and provided a frame-
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work for the surveillance of U.S. citizens and others whom the court
determined to be potential agents of a foreign power. After 9/11, FISA
would later be at the center of a controversy surrounding warrantless
wiretapping by the NSA.

In 1980, a pivotal court case (United States v. Truong Dinh Hunyg,
629 F. 2d 908, 4th Cir.,, 1980) found that the government did not
need to obtain a warrant when “the object of the search or the surveil-
lance is a foreign power, its agents or collaborators” and “the surveil-
lance is conducted ‘primarily’ for foreign intelligence purposes” (DOJ
OIG, 2006a, p. 23). However, “the government’s primary purpose in
conducting an intelligence investigation could be called into question
when prosecutors had to assemble a prosecution or had led or taken a
central role in a prosecution” (DOJ OIG, 2006a, p. 23). As a resul,
“the wall” was built between intelligence investigations and criminal
investigations: “The wall began as a separation of intelligence investiga-
tors from contact with criminal prosecutors, and evolved to include a
separation of FBI investigators working on intelligence investigations
from investigators working on criminal investigations” (DOJ OIG,
20006a, p. 21). While things could be “passed over the wall” under
certain circumstances, this ruling greatly limited the ability to share
information across intelligence and criminal investigations.

Successes and Setbacks in the 1980s and 1990s
In the 1980s and 1990s, the FBI targeted organized crime and was
able to successfully prosecute many organized-crime bosses. In 1984,
the FBI exposed a heroin ring that distributed its goods nationwide
in pizza parlors (Jeffreys-Jones, 2007, p. 211). Several high-ranking
crime bosses were convicted, including a former Sicilian mafia leader.
In 1987, Philadelphia mafia boss Philip Leonetti was arrested, and with
help from his testimony, in 1992, John Gotti was convicted. Following
an FBI-Drug Enforcement Administration (DEA) inquiry and a U.S.
invasion of Panama, General Manual Noriega was put on trial in 1988
in the United States for drug and money-laundering offenses (Jeffreys-
Jones, 2007, p. 212).

In 1986, the FBI’s powers were increased when Congress autho-
rized it to investigate terrorist attacks against Americans outside
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the United States: “The strengths that the FBI brought to CT were
nowhere more brilliantly on display than in the case of Pan American
Flight 103, which blew up over Lockerbie, Scotland in 1988, killing
270 people” (9/11 Commission Report, 2004, p. 175). The FBI, CIA,
and British intelligence agencies worked together on a long investiga-
tion into the Pan Am bombing. They built a case against the Libyan
government, and eventually, Libya acknowledged responsibility. The
investigation into the Flight 103 bombing was the first of a series of
overseas terrorism investigations in which the FBI would be involved.
The complexity and length of the case allowed the FBI to demonstrate
that it could successfully collaborate with other domestic and foreign
intelligence agencies on major terrorism investigations.

In addition to these successes, the FBI also experienced some set-
backs in the 1990s and early 21st century. In particular, three events
raised questions among some in the public as to whether some of the
FBI’s tactics were overly aggressive:

* the 1992 shooting of a right-wing survivalist’s wife, who was car-
rying her baby at the time, at Ruby Ridge

* the catastrophic 1993 fire that broke out during a siege at the
Branch Davidian headquarters in Waco, Texas

* the investigation into the 1996 Atlanta Centennial Olympic Park
bombing that resulted in a large defamation-of-character lawsuit
because Richard Jewell was publicly named as a suspect in the
bombing and later cleared without charges.

Damage to the FBI’s reputation also resulted from the discovery
of spies within the organization itself: When FBI surveillance caught
Robert Hanssen and arrested him for espionage in 2001, Hanssen’s
response was, “What took you so long?” (Jeffreys-Jones, 2007, p. 226).
In addition, the 1994 prosecution of CIA officer Aldrich Ames renewed
concerns about the role of prosecutors in intelligence investigations. The
U.S. Department of Justice Office of Intelligence Policy and Review
(OIPR) worried that Ames might escape conviction because the judge
might rule that the FISA warrants had been misused due to numerous
prior consultations between FBI agents and prosecutors. As a result,
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the OIPR became the gatekeeper for the flow of FISA information to
criminal prosecutors (9/11 Commission Report, 2004, p. 78).

In response to the incidents at Ruby Ridge and Waco, Timo-
thy McVeigh carried out the second-worst peacetime terrorist attack
on U.S. soil, second only to the 9/11 attacks. McVeigh was a former
militia member who believed that the federal government was abus-
ing its powers, and in 1995, he used fuel oil and fertilizers to blow
up the Alfred P. Murrah Federal Building in Oklahoma City, killing
168 people. The FBI led the successful investigation into the bombing;
McVeigh was convicted in 1997 and executed in 2001.

Terrorism and a Renewed Call for Expanded Domestic
Intelligence Activities

Though the collapse of the Soviet Union in 1991 “undercut the anxi-
eties that had lent unquestionable support to foreign intelligence/
counterintelligence,” a new threat to internal security came to the fore
in the 1990s: terrorism (Theoharis, 2004, p. 149). In 1993, a bomb
exploded underneath the World Trade Center, killing six people. This
internal threat affected both domestic law enforcement activities and
shaped a broader environment for domestic intelligence. As the 9/11
Commission Report would highlight a decade later, “the FBI and
Justice Department did excellent work investigating the [1993 World
Trade Center] bombing” (9/11 Commission Report, 2004, p. 72).
Within a week of the 1993 bombing, the FBI had arrested the person
who rented the truck that carried the bomb, and later, several con-
spirators were convicted. A consequence of this successful investigation
was that “it created an impression that the law-enforcement system
was well equipped to cope with terrorism” (9/11 Commission Report,
2004, p. 72).

With its new power to exercise federal jurisdiction overseas when
a U.S. national is murdered, assaulted, or taken hostage by a terrorist or
when certain U.S. interests are attacked, the FBI’s investigative exper-
tise was increasingly called on overseas as well. For instance, the FBI
assisted in the long investigation into the 1996 attack on the Khobar
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Towers in Saudi Arabia that killed 19 Americans. After an intense
investigation, 19 people were indicted in 2001. However, it has not
been decided whether Iran or al Qaeda was ultimately responsible. In
2000, a small boat approached the USS Cole while the Cole was har-
bored in Aden, Yemen. It detonated a bomb that put a large gash in the
side of the Cole and killed 17 U.S. sailors. The FBI played a major role
in the long investigation and ultimately determined that al Qaeda was
responsible for the bombing,.

The events of September 11, 2001, marked the next major turn-
ing point in the history of domestic intelligence and have driven the
current debate on whether to form a separate domestic intelligence
agency. As in the past, questions have been raised about the effect of
domestic security activities on the nation: For example, in the words
of Jeffreys-Jones (2007, p. 233), one of the “the immediate response(s]
to 9/11 by the Administration and Congress—strengthening the FBI’s
powers—was imposed at a cost to civil liberties. To defend liberty, the
argument ran, America had to curtail it.” As in the past, the premise
for the expansion of federal surveillance powers was that the FBI was
denied the powers that could have allowed it to prevent the 9/11 attacks
(Theoharis, 2004, p. 158). In October 2001, President George W. Bush
signed the Uniting and Strengthening America by Providing Appro-
priate Tools Required to Intercept and Obstruct Terrorism (USA
PATRIOT) Act. The PATRIOT Act reversed some of the reforms
of the 1970s, including the removal or reduction of some of the safe-
guards in the 1978 FISA law. In addition to traditional wiretapping,
Internet activity, email, and voice mail could now be monitored with
reduced court oversight (Jeffreys-Jones, 2007, p. 233). In July 2008,
President Bush signed the FISA Amendments Act of 2008 into law.
The act makes further amendments to FISA by granting immunity to
telecommunication companies that cooperate with federal law enforce-
ment agencies by providing personal records of suspected individuals,
and it allows the government to conduct warrantless surveillance for up
to a week instead of the previously allowed 48 hours.

Like many previous episodes that triggered the expansion or con-
traction of domestic intelligence, the 9/11 attacks were the catalyst for
major intelligence reform. Attorney General John Ashcroft reorganized
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FBI operations, and new surveillance guidelines were issued. Most
importantly, though, Ashcroft and FBI Director Robert Mueller II1
explicitly stated that they would create a new culture in the FBI that
would shift from law enforcement to terrorism prevention (Theoharis,

2004, p. 159).

Conclusions

Looking back at the history of the country, the questions that are being
asked now—including the question of whether the country needs a
new domestic intelligence agency—have precedents in situations and
crises that have come before. The view that many things changed after
9/11 has been central in a variety of policy discussions that have been
carried out in the years since the attacks. However, the issues con-
fronting the country today are similar to those confronted by previ-
ous presidents, Congresses, and courts: How should the intelligence
community (IC) be organized to minimize overlap in some areas and
gaps in others? How can sharing information across the IC and law
enforcement be fostered? How does the country balance civil liberties
with security? And how can the activities of organizations that rely on
secrecy to preserve the effectiveness of their operations be meaningfully
overseen and regulated?

Many of the broad themes outlined in Chapter One have repeat-
edly resurfaced throughout the history of domestic intelligence in the
United States.

Difficulty in Identifying a Small Number of Threatening Individuals
in the General Population of a Large and Diverse Nation

While the types of individuals deemed threatening to the United States
have changed throughout its history (e.g., foreign spies, saboteurs,
anarchists, communists, terrorists), the nation has always been con-
cerned about maintaining its ability to identify those individuals who
pose threats. Because these threatening individuals have represented
a small fraction of the population, the country has continually strug-
gled with how to balance national security with the civil liberties of
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those who are not threats. This tension has become particularly evident
during times of war. Whether it was during the Revolutionary War, the
Civil War, the Spanish-American War, World War I, World War II,
the Cold War, or the war on terror, the country’s heightened focus on
security often led to actions that attempted to find all possible threats
but, in doing so, jeopardized civil liberties.

The Alien and Sedition Acts were some of the earliest and most
far-reaching attempts to crack down on political opposition and dis-
sidents. The public’s vehement opposition to the Alien and Sedition
Acts was an early signal to the country’s leaders that the American
public took its civil liberties protection seriously. Throughout the his-
tory of the United States, the public would continue to be a watchdog
and has opposed government actions that could infringe on those civil
liberties.

With the development of the Custodial Detention Index in 1939,
the U.S. government began to cast a much wider net in order to identify
potential threats to the United States. This movement continued with
the establishment of the HCUA in 1940 and the 1947 National Secu-
rity Act, which expanded the FBI’s domestic surveillance activities.

During the 1950s, 1960s, and early 1970s, the U.S. government
cast its widest net ever in an attempt to find communists. This net began
with the establishment of the Security Index, and continued with the
CI, COMINFIL, COINTELPRO, CHAOS, and MINARET pro-
grams. The wide net cast by the FBI, CIA, and NSA caught up thou-
sands of innocent Americans. It was not until the Church Committee
report was released in the 1970s that such wide-reaching surveillance
efforts were deemed as overreaching their bounds.

Concern About the Effect of Intelligence Activities on Personal
Privacy and Civil Liberties

On a related note, concern has increasingly grown about the effect of
intelligence activities on personal privacy and civil liberties. This con-
cern became particularly acute when the government began actively
keeping lists of people who were potential threats (e.g., the Custodial
Detention Index and the Security Index) and began to actively infil-
trate organizations in order to identify potential threats (e.g., the CIA’s
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Operation CHAOS amassed information on antiwar protesters during
the 1960s).

While the American public was shocked to learn through the
Church Committee report of the extensive domestic surveillance
efforts during the 1960s, the public has been equally shocked to learn
of some of the domestic surveillance efforts that have taken place since
9/11. These domestic surveillance efforts included the warrantless wire-
tapping of international phone calls of individuals who were deemed
threats, the establishment of a no-fly list, and the Defense Advanced
Research Projects Agency’s (DARPA's) establishment of the Total Infor-
mation Awareness (TTA) program, which was later renamed Terrorism
Information Awareness in response to the public outcry over the initial
program name—and then subsequently dissolved.

The concern about the intrusion of intelligence activities on
personal privacy has become particularly intense as technology and
surveillance capabilities have become more sophisticated. In par-
ticular, civil liberties advocates have become increasingly concerned
about the vulnerability of privacy as personal information is increas-
ingly stored on computer systems, and surveillance techniques (e.g.,
more-sophisticated wiretapping and eavesdropping devices) allow for
increased information gathering. As technology continues to advance,
these concerns will only become more prevalent and complicated.

Interagency Cooperation Problems and Differences in
Organizational Cultures
Since its inception, the United States has struggled with the organi-
zational structure of its domestic surveillance activities. Initially, the
military, the Secret Service, and the State Department were respon-
sible for surveillance responsibilities. However, before World War I, the
military’s surveillance capabilities had decreased, and domestic secu-
rity investigations rested primarily with the State Department, with
a smaller role played by the Secret Service and the newly formed Bol
within the Justice Department.

In an attempt to organize the nation’s disparate intelligence activi-
ties, in November 1938, President Roosevelt created the IIC, comprised
of the FBI, ONI, and MID. The exclusion of the State Department was
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seen as an affront to its historical prestige and authority. As time went
on, the FBI was given more independence and authority, and it became
the de facto primary civilian domestic intelligence agency.

As time has passed, the cast of agencies involved in domestic intel-
ligence activities has grown, and therefore, coordination among these
agencies has grown increasingly complicated. The events of 9/11 high-
lighted interagency-coordination problems, and once again, calls for
reorganization arose. The establishment of the Department of Home-
land Security promises to further complicate both the delineation of
responsibilities and coordination across agencies.

The coordination of domestic intelligence activities is particularly
complex because such activities overlap with the responsibilities of so
many agencies. The military and CIA have gradually been restricted
to foreign intelligence activities, while the FBI has taken on the pri-
mary role in domestic intelligence activities. However, there must be
coordination and information exchange among these agencies because
threats have become increasingly transnational in nature.

In addition to these historical interagency-coordination prob-
lems, the events of 9/11 also led to increasing calls to separate law
enforcement and intelligence activities. Since the late 1950s, the FBI
increasingly took on surveillance activities until the Church Commit-
tee reforms in the 1970s put additional oversight and accountability
mechanisms in place. With the events of 9/11, the FBI has once again
been asked to take on increased surveillance responsibilities, and some
have questioned whether law enforcement and intelligence activities
can be conflated in a single organization because of the risk that such
activities will come into conflict with one another.

Thus, domestic surveillance efforts in the United States have his-
torically been extremely complex because they require coordination
across various government agencies, coordination across international
and domestic activities, and melding of various organizational cultures.
The nation has always struggled with the delineation of responsibilities
across agencies and how to streamline the domestic intelligence enter-
prise. The calls for reorganization since the 9/11 attacks are merely the
latest episode in a cyclical reevaluation of the organizational structure
of the country’s domestic surveillance activities.






CHAPTER THREE

Current Domestic Intelligence Efforts in the
United States

Brian A. Jackson, Darcy Noricks, and Benjamin W. Goldsmith

In considering the creation of a new domestic counterterrorism (CT)
intelligence agency, the United States is not starting with a blank slate.
Both before and since September 11, 2001, a variety of organizations
have had roles touching on CT, meaning that there are already many
individual organizations with responsibilities that could be considered
domestic intelligence.! Furthermore, a variety of other security and
related missions involve domestic intelligence activities. Efforts to con-
trol illegal drug smuggling into the country have long had associated
intelligence efforts; law enforcement activities focused on controlling
money-laundering involve significant financial intelligence infrastruc-
tures; and the transition to what has come to be known as intelligence-
led policing has meant that even “traditional” law enforcement activi-
ties have intelligence elements. Since 9/11, some of these investigative
and intelligence activities previously focused on other issues have also
been applied to CT.

Current U.S. domestic intelligence efforts therefore cannot be
assessed by looking at one organization or even just the efforts made at
one level of government. Even the subset of intelligence efforts focused
on preventing terrorism is a set of activities that emerged from the

I Our broad framing of the U.S. domestic intelligence enterprise resembles the framing of

the “homeland security intelligence community” described in Masse (2006, pp. 21-23). The
DHS Intelligence Enterprise Strategic Plan (DHS, 2006a) uses the somewhat more general
description of the Homeland Security Stakeholder Community, of which the Homeland
Security Intelligence Community is the subset that possess intelligence elements.
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actions of multiple actors, rather than being specifically designed for
this particular mission. Because all the elements of this system play
important roles in today’s effort to address the terrorist threat domesti-
cally, the potential benefits of founding a new agency cannot be con-
sidered in isolation, but instead must be compared with the organiza-
tions and their intelligence activities that are currently in place—to
which we refer as the national domestic intelligence enterprise.

One part of RAND?’s research effort therefore focused on identi-
tying those activities that were currently ongoing to understand both
the variety of current activities and how they could shape the context
in which a new domestic intelligence agency might be created.

Mapping the U.S. Domestic Intelligence Enterprise

To inventory and map current domestic intelligence efforts, an open-
source review was undertaken to identify all relevant activities that
involve collecting, analyzing, and sharing information about individu-
als and organizations in the United States. While the focus of the over-
all RAND study was on domestic CT intelligence, it was our view that
mapping the full range of domestic intelligence efforts is important for
understanding the institutional context for any new potential intelli-
gence agency; as a result, the team did not limit its search to activities
focused only on the CT policy area.

Beyond a desire to understand ongoing domestic intelligence
activities as comprehensively as possible, there were broader reasons
for being inclusive in our search: Past successes in intelligence activi-
ties in counternarcotics in particular (e.g., in multiagency coordination
and joint activities among intelligence, defense, and civilian agencies)
have provided important templates for some current efforts to design
CT intelligence. More importantly, given the focus on the CT mission
across the government, some of these ongoing efforts have added CT to
their mission portfolios, strengthening the trend toward proliferation
of domestic CT intelligence activities.

Sources of information for this review included interviews with
intelligence and law enforcement agencies involved in domestic intel-
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ligence; published, programmatic descriptions of these organizations;
analyses of government activities by internal executive branch offices
(e.g., inspectors general), legislative branch organizations (e.g., the U.S.
Government Accountability Office, Congressional Budget Office),
nongovernmental organizations, and press reporting. The goal of the
effort was to catalog, as comprehensively as possible, programs, initia-
tives, and activities and the cooperative or information-sharing link-
ages that existed among them to map the topography of the current
domestic intelligence enterprise. From the varied sources, the following
information was extracted and cataloged:

* the identity of entities, whether organizations, programs, multi-
agency task forces or groups, information systems, or classes of
actors (e.g., state and local law enforcement and even the general
public) involved in activities that could reasonably be described
as domestic intelligence based on the definition adopted in our
study (see Chapter One)

* descriptive information on the missions, goals, and activities of
those entities

* data on other organizations or groups connected to each entity
through the sharing of information, connectivity through joint
information systems, collaboration or joint membership, or
authority relationships.

All the data that could be gathered on current domestic intel-
ligence and intelligence-related activities are summarized in a single
map included in miniature in Figure 3.1.2 The goal in crafting a map
of domestic intelligence was to provide a visual representation of cur-
rent domestic intelligence activities, both to help understand initia-
tives that are now in place and to assess the institutional context that
a new domestic intelligence agency would face. Details on interpret-
ing the figure are in Text Box 3.1.

2 The size of the U.S. domestic intelligence enterprise makes the resulting map of it ill-
suited for presentation in a book format. Readers are encouraged to view the larger version of
this figure available at http://www.rand.org/pubs/monographs/MG804/.
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Figure 3.1
The U.S. Domestic Intelligence Enterprise
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Text Box 3.1

Reading the Map (Figure 3.1)

Indicator

Description

Color-coded entities on the map: The colors of the map elements convey information about the nature of the entity.

Light-red oval
Green oval or circle

Blue oval or circle

Yellow oval or circle

Major agency (DHS, DOJ, FBI) or its component
Component office or program-level organization or activity within a larger organization

Unit, office, center, or task force specifically created to be a multiagency, highly linked node within
the domestic intelligence network (e.g., fusion center, Joint Terrorism Task Force [JTTF], National
Counterterrorism Center [NCTC])

Database or information system, generally included only when accessible to multiple organizations—i.e.,
an agency'’s internal information system is not included even if it might be used for domestic intelligence-
related activities.

The map also includes a set of more-generic entities that show connections among broad categories of organizations or to identify
entities categorically if specific data on them could not be found in the open literature.

Purple rectangle

Dark-red rectangle

Beige diamond
Gray irregular shape

Pink irregular shape

State or local law enforcement

State or local response organization or National Guard—i.e., an entity other than law enforcement that may
have CT, counterdrug, or counter-money-laundering responsibilities or missions

Other federal organization or system
Private-sector organization

The public
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Text Box 3.1—Continued

Linkages: On the map, two types of linkages are pictured: (1) organizational relationships (lines with no arrows) and (2) information-
sharing relationships (arrows show the general direction of information flow, whether unidirectional or bidirectional). Because of
the number of links among organizations active in this area, some links are shown as light-gray dotted lines, particularly those tying
many individual organizations and activities to multiagency organizations or nodes in the network. These links are not intended to
be different from the others shown but were lightened to make the overall figure easier to interpret.

In constructing the map, we also struck a compromise between the desire to show all links among all organizations and increasing
the map’s overall complexity. As a result, in some cases, systems or organizations are shown linked to generic identifiers (e.g.,
federal law enforcement organization or state or local law enforcement). We also use these generic identifiers in multiple places
on the map (e.g., boxes representing state and local law enforcement organizations appear at many sites on the map) because this
repetition produced a simpler and more user-friendly result than drawing a large number of long linking lines to one spot in the
diagram.

Crossed-out or gray entities: Entities that are crossed out indicate programs or initiatives that have been canceled. They are
included to provide some context for terminated domestic intelligence programs. Entities shown with gray, hatched backgrounds
are planned programs that are not yet operational, based on the knowledge available to the research team.

Stacks of entities: A stack of three objects designates a situation in which multiple versions of the same organization exist across the
country that, although guided by similar rationales and guidelines, may differ in the organizations that participate, the way they are
structured, and the activities they undertake. Prominent examples of such heterogeneous elements within the domestic intelligence
enterprise include fusion centers, JTTFs, terrorism early warning groups (TEWs), information-sharing and analysis centers (ISACs),
and antiterrorism advisory councils, as well as a number of regional task force structures for counterdrug and counter-money-
laundering missions.
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In examining the results of this effort, the reader should bear in
mind both the purpose that guided the analysis and the nature of the
information sources on which it was based. First, since this review drew
only on open-source data, the assessment was limited to those pro-
grams and initiatives whose activities have been publicly disclosed. The
picture we assembled is also a mosaic of descriptive, relational, and pro-
grammatic information from a wide range of sources that almost cer-
tainly differed in their inclusiveness and comprehensiveness. Though
we made multiple efforts to assess the completeness and currency of
sources, such an effort can never fully guarantee consistency. This work
also represents a snapshot in time. The dynamic nature of CT and
intelligence efforts during this period makes any effort at comprehen-
sive mapping perilous. While our study was ongoing, some programs
changed significantly or were discontinued. In spite of these caveats
and limitations, for the purposes for which it was created—describing
the current domestic intelligence enterprise from core efforts to more
peripheral, but still relevant, activities—we believe that the result still
has significant value for understanding the nature of domestic intelli-
gence today and the potential effects of major changes in intelligence
policies.

Describing the Domestic Intelligence Enterprise

Even at the highest levels of government, federal responsibilities for
domestic CT are split among several agencies. Overall, the FBI has pri-
mary responsibility for interdicting terrorist activity within the United
States; DHS has primary responsibility for protecting and deterring
against terrorist attacks; and the NCTC has primary responsibility for
coordinating information-sharing and integrating foreign intelligence
into the system. Moving outward from these core agencies—through
multiagency entities aimed at improving coordination or information
systems to move intelligence data throughout the country—reveals an
increasingly complex system (as shown in Figure 3.1).

Today, the domestic intelligence enterprise has grown to encom-
pass a wide array of federal agencies in addition to state and local
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entities. This complexity has grown not just out of efforts to combat
terrorism, but also from activities aimed at such problems as money-
laundering and transnational crime. Given the connections and rela-
tionships among entities within the intelligence enterprise, boundaries
are difficult to draw between different parts of the system. To provide a
structure for discussion, we have broadly divided the enterprise into six
categories, driven by the focus of the activities or the agencies that are
central to their functioning:

* nationally focused CT intelligence efforts centered on the Director
of National Intelligence (DNI) and the NCTC, as well as the
FBI-managed Foreign Terrorist Tracking Task Force (FTTTF)

* DHS-centered activities, which include agencies responsible for
and efforts related to border, transportation, and infrastructure
security, among others

* DOJ-centered activities, which include FBI activities. This set of
activities also includes a variety of information-collection and
information-sharing activities aimed at other law enforcement
missions

* DoD-centered efforts, including the activities of its associated agen-
cies, military activities within the United States, and contribu-
tions to border security by military commands and task forces

* counternarcotics and anti—money-laundering activities centered in
the DEA and the Department of the Treasury

e state-, local-, and private sector—focused activities, including feder-
ally sponsored programs (such as fusion centers and the JTTFs
that span the gap between federal, state, and local) and activi-
ties conducted by local law enforcement organizations and private
industry

* activities conducted by other federal agencies that do not necessarily
focus on CT, criminal justice, or national security but that relate
to the collection, sharing, and use of information on U.S. persons
or domestic activities.
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The following sections discuss examples of organizations and activities
in each of these areas to sketch both the breadth and variety of domes-
tic intelligence efforts in the United States.

Nationally Focused Counterterrorism Intelligence Efforts
The cluster of activities we have labeled nationally focused consists of
intelligence activities that, in large part, bridge the divide between
foreign and domestic intelligence. This cluster includes many of the
activities of the IC, coordinated by the Office of the DNI (ODNI);
the DNI reports directly to the President, acts as the principal adviser
to the National Security Council and the Homeland Security Coun-
cil (for intelligence matters related to national security), and oversees
and directs the implementation of the National Intelligence Program)
(ODNI, undatedla]). In this capacity, the DNI is responsible for coor-
dinating the activities of the full range of IC organizations for both
domestic and international terrorism (along with any other threats to
U.S. interests) (ODNI, undated[b]).

The NCTC was established by Executive Order 13354, and
the Intelligence Reform and Terrorism Prevention Act of 2004
(Pub. L. No. 108-458) placed it under the ODNI. The NCTC is the
primary U.S. government organization for analyzing and integrating all
intelligence pertaining to terrorism and CT—except for purely domes-
tic terrorism, for which the FBI is the lead federal agency (Whitelaw,
2006). The NCTC serves as both the focal point for combining intel-
ligence acquired through its partner CT organizations® and a national
focal point for the production of integrated and interagency-coordi-
nated analytic assessments of terrorism issues, warnings, alerts, and
advisories.* It also manages the Terrorist Identities Datamart Environ-
ment (TIDE), which consolidates all information on terrorists and their

3 NCTC partners include DOJ, Central Intelligence Agency (CIA), Department of State,
DoD, DHS, and other entities, such as the Department of Energy, Nuclear Regulatory Com-
mission, U.S. Capitol Police, the Department of Health and Human Services, Department
of Agriculture, and Treasury.

4 In our interviews, one member of a federal intelligence organization drew a distinction
between the NCTC, which views its primary customer as “up”—the President and execu-
tive branch decisionmakers—and other elements of domestic intelligence activities that are
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identities into a single database. In addition to the NCTC, the DNI
manages the Information Sharing Environment (ISE), which aims to
develop a coordinated set of procedures and policies for sharing CT
information within the government.

Another post-9/11 effort to improve sharing and use of domes-
tic terrorism intelligence is the FBI-managed FTTTF, which empha-
sizes mining of disparate “all-source” data streams in order to “provide
information that helps keep foreign terrorists and their supporters out
of the United States or leads to their exclusion, removal, surveillance,
or prosecution” (DOJ OIG, 2005a; see also Shelby, 2002). Information
sources reportedly include some 30 governmental data systems, includ-
ing the FBI’s criminal database, border security and immigration data
sets, and customs data; 11 commercial sources; and four international
data sets (GAO, 2005, p. 14). The FTTTF is an example of a broadly
multiagency effort at the federal level for domestic intelligence and
CT: As of November 2004, the FTTTF was staffed by the FBI, the
DOJ Ofhce of Legal Counsel, DoD, DHS, Immigration and Customs
Enforcement (ICE), the Office of Personnel Management, and the CIA
(Tanner, 2003).

Department of Homeland Security—Centered Activities
DHS contains a wide array of programs and agencies involved in intelli-
gence activities in the United States or at the U.S. border. The Office of
Intelligence and Analysis is the central organizational element of DHS
for intelligence management and is a member of the intelligence com-
munity (USIC, undated). DHS contains U.S. Citizenship and Immi-
gration Services (USCIS), Customs and Border Protection (CBP), ICE,
Transportation Security Administration (TSA), U.S. Coast Guard
(USCQ), and the U.S. Secret Service (USSS), whose organizational
missions involve intelligence activities, as well several other offices and
efforts relevant to intelligence.

In its operational activities, DHS is a user of domestic intelligence
information. The Office of Operations Coordination is responsible for

oriented “down” from the federal level to state and local law enforcement and homeland
security organizations.
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bringing together information regarding terrorist threats in the United
States and coordinating among various agencies responsible for domes-
tic security. It operates the National Operations Center (NOC), which
“collects and fuses information from more than 35 Federal, State, ter-
ritorial, tribal, local, and private-sector agencies” (DHS, 2008c¢). Some
DHS domestic intelligence—related activities focus on specific threats
or respond to single classes of incidents. For example, the Domestic
Nuclear Detection Office (DNDO) focuses on nuclear and radiologi-
cal threats to the United States. Its Operations Directorate runs the
Joint Analysis Center, which houses staff from the FBI, Nuclear Regu-
latory Commission, the Department of Energy, and DoD and experts
from parts of DHS, as well as a hotline to deal with radiological issues
(Oxford, 2007).

DHS has put in place a number of IT systems for sharing infor-
mation among agencies. The Homeland Security Information Network
(HSIN) was a Web-based information portal for sensitive but unclas-
sified information.’ The Homeland Secure Data Network (HSDN)
is similar to HSIN but transmits classified information. Other DHS
information systems provide data on individuals that are used directly
for security purposes. For example, among its most visible duties, the
TSA maintains the No-Fly List and Selectee List, two databases that
restrict access to commercial air travel. Individuals who meet certain
criteria are placed on the Selectee List, which flags them for additional
security screening. Individuals on the No-Fly List are barred from com-
mercial air travel in United States (“Documents Show Errors,” 20006).

As part of both its research and development (R&D) activities
and its initiatives to pursue its organizational missions, DHS has been
involved in developing information systems and analytical tools for
intelligence missions. These have included the Analysis, Dissemina-
tion, Visualization, Insight, and Semantic Enhancement (ADVISE)
system, an expert-software program designed to produce “watch and
warning” indicators by analyzing large amounts of data; ADVISE ran
into difficulties and was halted due to privacy concerns (DHS OIG,

> DHS is reportedly reexamining or replacing the HSIN system (Hsu and O’Harrow,
2008).
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2007b; Clayton, 2007). Still ongoing, however, is the Intelligence and
Information Fusion (I2F) program (see DHS OIG, 2006).

DHS also manages programs and entities that seek to explic-
itly bridge organizational boundaries for domestic information-
gathering and information-sharing purposes. For example, the
information-sharing and analysis centers (ISACs) are a collection of
public-private partnerships established to protect critical physical and
electronic infrastructure from terrorist attacks. They encourage com-
munication and the spread of best practices within an industrial sector,
promote communication between sectors, and aid coordination and
communication with the federal government (ISAC Council, 2004). A
number of other DHS-managed programs have sought to reach out to
the public and private sectors to gather domestic intelligence informa-
tion. For example, the USCG-run America’s Waterway Watch (AW'W)
asks people to be alert for suspicious activity and unusual events or
individuals they may encounter in or around ports, docks, marinas,
riversides, or beaches (USCG, 2005). Agencies within DHS also use tip
lines and hotlines to collect information. Examples include the USCG-
led National Response Center (NRC), which accepts reports of various
incidents, including suspected terrorist activity (NRC, undated).

Department of Justice—Centered Activities

In addition to its domestic CT and counterintelligence (CI) activi-
ties, DOJ oversees an array of federal law enforcement activities. Other
DOJ activities include investigating narcotics trafficking and organized
crime and prosecuting federal crimes. Agencies that we have placed in
this category include the FBI, DEA, U.S. Attorneys Offices, United
States Marshals Service, and the Bureau of Alcohol, Tobacco, Fire-
arms, and Explosives (ATF). In pursuit of their organizational missions
in both law enforcement and CT, these organizations collect, analyze,
and share data on individuals and domestic activities.

The FBI is the focal point for a significant part of the federal gov-
ernment’s CT efforts. In addition to its role in criminal investigations,
it has become the central agency at the federal level for domestic intel-
ligence and CT efforts since 9/11. These efforts are managed by the
National Security Branch (NSB), which oversees FBI efforts to gather,



Current Domestic Intelligence Efforts in the United States 61

analyze, and act on threats to national security. Among other activities,
the NSB Counterterrorism Division (CTD) runs the previously men-
tioned FTTTF and the National Joint Terrorism Task Force (NJTTEF).
The NJTTF is a multiagency task force that provides administrative,
logistical, policy, financial, and training support and guidance to the
JTTFs (discussed with state and local activities). The NJTTF both
coordinates intelligence-gathering for the JTTFs and consolidates the
information received from them into reports that are shared vertically
with the other JTTFs in the field and horizontally with all of the par-
ticipating NJTTF agencies. The NJTTF includes representatives from
more than three-dozen other government agencies that collect and pro-
cess terrorist intelligence.® A number of other information-fusion and
database activities are carried out within the CTD, including manage-
ment of the Terrorist Screening Center (TSC), which consolidates ter-
rorist watch lists into a single directory and provides information on
these lists to other agencies through the Terrorist Screening Database
(TSDB).

The NSB Directorate of Intelligence (DI) and its components
manage intelligence collection within the United States. In this role,
it has elements in all operations divisions of the FBI and manages the
Field Intelligence Groups (FIGs) in each FBI field office. In contrast
to the more operationally oriented JTTFs, the FIGs perform more-
traditional intelligence functions: identifying intelligence gaps, obtain-

¢ DOJ OIG (2005b). Agencies participating in the NJTTF include Air Force Office of Spe-
cial Investigations; Army Criminal Investigative Command; Army Intelligence and Security
Command; ATF; CBP; DEA; Defense Criminal Investigative Service; Defense HUMINT
(human intelligence) Services; Defense Intelligence Agency; Defense Threat Reduction
Agency; DHS; DoD; DOJ; Environmental Protection Agency; FBI; Federal Air Marshal
Service; Federal Bureau of Prisons; Federal Protective Service; ICE; Internal Revenue Ser-
vice; Metropolitan Police Department in Washington, D.C.; National Railroad Police;
Naval Criminal Investigative Service; New York City Police Department; Nuclear Regula-
tory Commission; Office of Personnel Management; Treasury Inspector General for Tax
Administration; TSA; U.S. Capitol Police; U.S. Department of Agriculture; U.S. Depart-
ment of Energy; U.S. Department of Health and Human Services; U.S. Department of the
Interior; U.S. Department of State; U.S. Department of Transportation; U.S. Department
of the Treasury; U.S. Food and Drug Administration; U.S. Joint Forces Command (USJF-
COM); U.S. Marshals Service; U.S. Northern Command (USNORTHCOM); U.S. Postal
Inspection Service; U.S. Special Operations Command (USSOCOM); USCG; and USSS.
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ing and analyzing raw intelligence, and generating intelligence prod-
ucts and disseminating them to their communities of interest (Spiller,
2000). Like many agencies within the domestic intelligence enterprise,
the FBI has mechanisms in place to reach out to the public and private
sectors for information, including an online tip line (FBI, undated|[a])
for submitting terrorism tips (Lum, 2005).

The organizations in this cluster of the domestic intelligence enter-
prise also maintain and operate a broad array of information systems
for storing and sharing intelligence and other information. Many of
these systems were built for law enforcement rather than CT purposes
but have found broader application in the current threat environment.
Examples include the following:

* Justice Consolidated Network (JCN) for federal agencies to share
information on fingerprints, arrest records, and other data gath-
ered during investigations

* Justice Unified Telecommunications Network (JUTNet), a sensi-
tive but unclassified network that transmits similar information
between federal, state, and local agencies and provides videocon-
ferencing and other telecommunication capabilities

* Regional Information Sharing Systems (RISS), which provide
information-sharing, analytical support, and training to federal,
state, and local law enforcement

e National Crime Information Center (NCIC), a database of crime
reports, warrants, criminal records, and other information col-
lected from and available to almost all law enforcement agencies
around the country

* Violent Gang and Terrorist Organization File (VGTOF), which
tracks individuals with known connections to gangs or terrorist
groups

* Integrated Automated Fingerprint Identification System (IAFIS),
a database of national fingerprint information obtained from
criminal arrests and civil background checks

* Law Enforcement Online (LEO), one of the largest information-
sharing networks, which can exchange sensitive but unclassified
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information among all levels of law enforcement using a Web-
based architecture

* Law Enforcement National Data Exchange (N-DEx), a data-
mining project that collects criminal justice information and
searches these records for new linkages. The Regional Data
Exchange/Multi-Agency Information Sharing Initiative (R-DEx/
MISI) is a similar program designed to share investigative infor-
mation and search for linkages on a smaller scale.

Department of Defense—Centered Activities

DoD is involved in significant intelligence-collection efforts abroad.
While many of these are forbidden from operating within the United
States, DoD does conduct domestic information collection in support
of its force-protection and criminal-investigation efforts. The Coun-
terintelligence Field Activity (CIFA) was tasked with developing and
managing CI operations for DoD. After 9/11, this role expanded to
include not just defense against foreign governments, but also CT and
possibly other activities as part of DoD force-protection efforts. From
2003 until 2007, CIFA operated the Threat and Local Observation
Notice (TALON) system, a database of potential threats.”

The National Security Agency (NSA) conducts electronic and
signal intelligence against targets outside of the United States and is
one of the largest intelligence agencies in the United States. Its activi-
ties have included monitoring traffic between foreign citizens passing
through the United States and communication between foreign citizens
and U.S. citizens; the scope of this monitoring has increased consider-
ably as technological changes have increased the volume of commu-
nication overall and transiting the United States.® Other intelligence

7 This database came under significant scrutiny when it was revealed that it included infor-
mation on military protesters and demonstrators and was ultimately canceled because of the
controversy (“Pentagon to Close Disputed Database,” 2007). In April 2008, Under Secretary
of Defense for Intelligence James R. Clapper recommended closing down the CIFA program
entirely (Warrick, 2008) by consolidating it into a new Defense Counterintelligence and

HUMINT Center (see CIFA, 2008).

8 The NSA’s post-9/11 monitoring activity, including the extent to which it monitored com-
munications involving U.S. persons without oversight of the Foreign Intelligence Surveil-
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agencies within DoD also carry out activities that link to and share
information with domestic entities, including efforts like the Defense
Intelligence Agency’s (DIA’s) Joint Intelligence Task Force for Com-
bating Terrorism (JITF-CT) and the Defense Information Systems
Agency (DISA) Anti-Drug Network (ADNET), which shares infor-
mation from a variety of agencies involved in combating drugs and
drug-related crime and reportedly includes data-mining capabilities.

Each element of the armed services—the Army, Air Force, Navy,
and Marines—has intelligence capabilities of its own, oriented toward
providing information during wartime, but that also inform peacetime
activities. Some of these activities relate to domestic missions, includ-
ing law enforcement and CT force protection. Each branch has a crim-
inal investigative service. Some of these, notably the Air Force’s Office
of Special Investigations (OSI) Eagle Eyes program, include activities
for threat reporting and information collection from service members
domestically.

The DoD combatant commands (COCOMs) command all mili-
tary forces within a geographic area of responsibility. As part of this
responsibility, they often provide specialized intelligence collection on a
region of the world and manage joint task forces operating in that area.
At least three of the commands have areas of responsibility that include
the United States. USNORTHCOM was created after 9/11 to oversee
operations in the air, land, and sea approaches to the United States
and activities within the continental United States and Alaska. Given
this area of responsibility, it is heavily focused on CT and civil-defense
activities. It runs the Joint Protection Enterprise Network (JPEN),
which shares information across DoD and the COCOMs on threats to
U.S. forces and installations. It also manages Joint Task Force North
(JTF North), which assists federal law enforcement with identifying
and stopping transnational threats to the United States, such as terror-
ism and all forms of smuggling. One element of this mission is Opera-
tion Alliance, which focuses on narcotrafficking. U.S. Southern Com-
mand (USSOUTHCOM) focuses on planning for Central and South
America. As a result, a significant portion of its activities is focused on

lance Court (FISC), has been an area of substantial controversy.
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counterdrug operations. It operates the Joint Interagency Task Force
South (JIATF South), which brings personnel from a variety of DoD
and law enforcement entities together to prevent illegal trafficking
within the Caribbean. U.S. Pacific Command (USPACOM) is respon-
sible for activities in the Pacific and East Asia, including Hawaii. It
manages the Joint Interagency Task Force West (JIATF West), which
targets transnational threats and smuggling in the Pacific.

Counternarcotics and Anti-Money-Laundering Activities

Because of the transnational nature of narcotics trafficking and money-
laundering activities, domestic intelligence activities—and intelligence
activities focused on events at U.S. borders—have been in place to help
address these problems for some time.

Counternarcotics Activities. Drug-related activities in the United
States span a number of agencies. In addition to the DoD activities
focused on drug trafficking discussed previously, a range of programs
involving intelligence collection, analysis, and sharing are in place at a
number of levels. The central actor in counternarcotics and, therefore,
domestic intelligence activities in this area is the DEA. The agency’s
Intelligence Division manages a number of offices and programs that
interface both with other agencies in the intelligence community (e.g.,
the division’s National Security Intelligence Section) and operations
to support state and local law enforcement activities (such as Opera-
tion Pipeline, which provides training, communication, and analytic
support to local law enforcement targeting private motor vehicles
involved in drug trafficking, and Operation Convoy, its commercial-
vehicle counterpart). The Intelligence Division manages information-
fusion centers. For example, the El Paso Intelligence Center (EPIC)
is the major hub for collecting, analyzing, and disseminating drug-
related intelligence for all levels of law enforcement and government. It
covers drug, alien, and weapon smuggling, as well as terrorism-related
smuggling. To support state and local operations, the DEA has orga-
nized Mobile Enforcement Teams (METs) to assist state and local law
enforcement facing particularly difficult drug-enforcement challenges.
When requested by state and local law enforcement, the DEA will send
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a team to assist in investigation, intelligence collection and analysis,
arrests, and prosecution.

Outside DEA Intelligence, there are a number of explicitly inter-
agency organizations focused on collecting and sharing counterdrug
intelligence. The High Intensity Drug Trafficking Areas (HITDAYs) are
regions designated by the White House Office of National Drug Con-
trol Policy (ONDCP) as focus areas for addressing drug-trafficking
control. Each of the 31 HITDAs has a HIDTA Regional Intelligence
Center, which coordinates among federal, state, and local agencies to
improve counterdrug work. In this role, it manages a database of ongo-
ing investigations and manages drug intelligence-sharing within that
region’s law enforcement community. Several other intelligence pro-
grams are run directly by DOJ. The National Drug Intelligence Center
(NDIC) manages drug-related intelligence from all national security
and law enforcement organizations and supports ONDCP and the
HIDTA program. It serves as a hub for drug-related intelligence and
includes representatives from all federal law enforcement agencies,
DHS, the State Department, and DoD. DOJ also manages the Orga-
nized Crime and Drug Enforcement Task Force (OCDETF) program,
which coordinates activities by a variety of federal agencies focusing on
major drug-smuggling and money-laundering operations. There is an
OCDETF in each of the 93 U.S. Attorneys Offices, which are each, in
turn, a member of one of the nine OCDETTF regions.

Financial Crime-Focused Activities. The central organizational
actor for combating most financial crime is the Department of the
Treasury, although many agencies across the U.S. domestic intelligence
enterprise also have roles to play (e.g., the USSS, which we have located
in the homeland security portion of our map). Treasury operates the
Office of Terrorism and Financial Intelligence (TFI), which aims to
coordinate department activities focused on terrorism, weapons of mass
destruction (WMD) proliferation, and other national security issues.
In this role, it coordinates assets involved in intelligence collection and
enforcement. The Office of Intelligence and Analysis (OIA) falls within
TF]I, specifically focusing on collecting, analyzing, and sharing intel-
ligence and CI information relating to Treasury.
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Treasury operates two major information systems, which serve as
the backbone for many federal information-sharing systems and are
among the most important networks in sharing domestic law enforce-
ment and intelligence information. The Treasury Enforcement and
Communications System (TECS) is a text-based database compiling
records from a wide array of federal agencies and systems, such as NCIC,
the National Law Enforcement Telecommunication System (NLETYS),
and border-control agencies. The Financial Crimes Enforcement Net-
work (FinCEN) collects and shares information on financial crime,
terrorist financing, and other crimes involving the financial system. It
shares information and analysis with a range of law enforcement and
government agencies and collects data from the private sector.

State-, Local-, and Private Sector-Centered Activities

Efforts at the state and local levels are the most decentralized and diverse
elements of the current institutional system for domestic intelligence.
Local police departments’ capabilities vary over a wide range, from
rural sheriffs’ offices staffed by only a few individuals to major police
departments in such cities as New York and Los Angeles with dedicated
intelligence and CT capabilities (Riley et al., 2005). Other activities at
the state and local levels involve agencies outside law enforcement, as
well as multiagency entities—some organized and supported from the
federal level—for coordination and information-sharing. These include
fusion centers and JTTFs.

A fusion center receives resources, expertise, and information from
multiple agencies to maximize those agencies’ “ability to detect, pre-
vent, investigate, and respond to criminal and terrorist activity” (DOJ
and DHS, 2006). DHS supports the fusion center program (Masse,
O’Neil, and Rollins, 2007). A recent U.S. Government Accountability
Office (GAO) report identified fusion centers in at least the planning
stages in nearly every state in the nation.” Some states have more than
one. The state of California, for example, has four.!® Although there is

9 Wyoming will partner with Colorado in its fusion efforts (GAO, 2007c, p. 16).

10 The Los Angeles Joint Regional Intelligence Center (JRIC) includes personnel from the
Los Angeles Police Department, the Los Angeles County Sheriff’s Department, and the FBI.
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great variation in terms of staff size and partnerships, almost all fusion
centers are led by state or local law enforcement entities and have fed-
eral personnel assigned to them. In general, fusion centers are mecha-
nisms for information-sharing between state and local and federal enti-
ties (DHS, FBI, DEA, ATEF), as well as collaborative operational efforts
“to detect, prevent, investigate, and respond to criminal and terrorist
activity” (GAO, 2007c, p. i). Some fusion centers also include person-
nel from public health, social services, public safety, and public works
organizations.

State and federal representatives provide a broad spectrum of
information to fusion centers, including the locations and capabilities
of area hospitals, details from calls to the state’s 911 emergency system,
and names from federal terrorist watch lists. The combination of these
data is designed to provide a clearer picture of threats facing each state.
In addition, it helps inform police investigations, contingency plan-
ning, and emergency response (Masse, O’Neil, and Rollins, 2007; see
also DOJ and DHS, 2006; NCTC, 2006). In coordination with locally
based federal officials, the fusion centers gather, process, analyze, and
interpret locally generated information that is not threat- or incident-
related and disseminate it at the national level via the FBI, DHS, DoD,
or other appropriate agency channels. Because most fusion centers are
fairly young, the state fusion centers to date seem to have played a
greater role in disseminating data among local police departments and
down the chain from federal players to local police departments than
in serving as a focal point for accumulating information.

The other prominent federally directed domestic CT activities
at the state and local levels are the JTTFs. The FBI-led JTTFs have
“primary operational responsibility for terrorism investigations that
are not related to ongoing prosecutions” (OHS, 2002b, pp. 25-28).
Although the majority of fusion centers are still in the setup phase,
the JTTFs have been in existence for much longer—and many are
colocated with the nascent fusion centers. The first JTTF was estab-

lished in New York City in 1980. There were 36 JTTFs in operation

It includes seven counties, from north of San Diego to San Luis Obispo. In April 2006, the
Los Angeles TEW was folded into the Los Angeles JRIC.
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at the end of 2001 (Carey, 2001), and today, there is at least one in
each of the FBI's 56 field offices and another 50 or so spread out
among other major cities (FBI, 2004a)."" JTTFs are operational enti-
ties that undertake surveillance, source development, and investiga-
tive activities but also focus on information-sharing with local law
enforcement. JTTF personnel on the FBI side are often located in the
FBI’s field and regional offices, and their primary focus is addressing
terrorism threats and preventing terrorist incidents. The JTTFs share
classified and unclassified information with their federal, state, and
local partners and hold meetings for their members and agency liai-
sons (DOJ OIG, 2005a). The regional JTTFs are coordinated at the
national level by a centralized JTTF at FBI headquarters in the Stra-
tegic Information and Operations Center (discussed previously).

Other Federal Agencies

A number of other federal organizations play smaller institutional
domestic intelligence roles. They may participate in activities that
others spearhead, or they may collect and share information in special-
ized topical areas (e.g., the Department of Energy’s intelligence role
in specialized areas or information systems for collecting and sharing
public health alerts and epidemiological information maintained by
the Department of Health and Human Services). Some of these agen-
cies have explicit intelligence roles, missions, and capabilities. How-
ever, many federal agencies have few intelligence or intelligence-related
capabilities and participate in domestic intelligence activities mainly
through information-sharing and joint task forces.

Discussion

To understand the pros and cons of establishing a new domestic CT
intelligence organization, a picture of the existing system’s structure

1 According to an FBI white paper (2006b), there were 101 JTTFs across the country and
the national-level JTTF was comprised of personnel from 38 federal agencies as of September

2006.
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and function is critical. The goal of the mapping effort whose results
are summarized in Figure 3.1 was to characterize that existing system.
What did we learn from the effort? It is now an oft-cited aphorism
that “it takes a network to fight a network” (Arquilla and Ronfeldt,
2001), emphasizing the difliculty that structured bureaucratic orga-
nizations sometimes have in taking on flexible, loosely coupled, and
mutable terrorist organizations. Whether or not that aphorism is true,
it is clear based on our review that current domestic intelligence activi-
ties constitute—if nothing else—a very complex network of organiza-
tions and information-sharing relationships.

Looking across the map, several descriptive points are particu-
larly relevant when considering the advantages and disadvantages of
the current U.S. domestic intelligence enterprise:

e There is a wide variety of connections among levels of govern-
ment for information-sharing. For example, in our map, state and
local law enforcement appears more than 20 times, linked to vari-
ous information systems, across organizational centers, or to task
forces created for different CT, law enforcement, counterdrug,
and counter—money-laundering purposes.'?

* Similar activities are proliferating at different places in the domes-
tic intelligence system. In addition to data collected from the litera-
ture, interviewees and expert-panel participants cited this prolifer-
ation as a result of confusion and ambiguity in individual agencies’
roles within the domestic intelligence enterprise and uncertainty
about who is responsible for what parts of the effort. The fact that
so many independent organizational actors are involved inher-
ently makes both understanding current domestic intelligence
capabilities and oversight of those activities challenging.

e 'There are a number of routes for both the members of the public
and private-sector organizations to input (and receive) informa-
tion from the domestic intelligence enterprise. There is a pro-

12' An alternative way of representing this arrangement would be to include only a single
entry for state and local law enforcement with many links to other parts of the network. We
include multiple entries to produce a map that is easier to read and understand.
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liferation of tip lines in many organizations, including multiple
elements of DHS (the USCG NRC; AWW and its state coun-
terpart, River Watch; Highway Watch®, CBP), DOJ (including
the FBI and ATF), and at the state and local levels. Private-sector
interaction and information-sharing mechanisms include submis-
sions of data into such organizations as FinCEN, ISACs, JTTFs,
fusion centers, and TEWs. The role of private-sector data provid-
ers in data-mining programs at many places in government is also
notable.

* A wide variety of information systems are in place for a range of
purposes. Some federal systems provide conduits for data or intel-
ligence to other federal agencies or to state and local governments;
others have been created and are maintained from the bottom up
for horizontal sharing at the state and local levels.!® Because of the
tendency to link multiple information systems into single organi-
zational entities (e.g., fusion centers or JTTFs), there may, in fact,
be more connectivity throughout the network than is represented
here. In addition, some data systems are hosted on other infor-
mation systems as well, meaning that there may be more links
through which information can flow.

However, though it was possible to identify many relevant orga-
nizations and map the reported links between them, it is more difficult
to make the jump from this structural picture to what the programs
and links mean for the effectiveness of current intelligence efforts. For
example, while the links among domestic intelligence—related activi-
ties are extensively documented, how those links work in reality is not
always clear. At one extreme, a link may simply represent joint access
to an information system, while at the other, it may involve actual joint
activities mixing individuals from multiple organizations. In addition,
the scope of the activities included in this mapping differs significantly
from one organization to another. At one end of the spectrum, such

13 For example, “In the absence of a clear, consistent system for homeland security intel-
ligence requirements management, state, local, tribal, and private sector entities have devel-
oped their own informal and formal structures and networks to share information and intel-
ligence” (LLIS, 2005, p. 2).
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agencies as the FBI are devoting a large fraction of their total organi-
zational effort to activities focused on domestic intelligence and CT.
At the other end, agencies like DoD, while involved in some parts of
domestic intelligence, are devoting only a small slice of their total orga-
nizational effort to them. Exact figures for personnel and resources for
many of these agencies and activities are also classified and therefore
not available in open sources.

In exploring the concept of creating a new domestic CT intel-
ligence organization, the current complexity of domestic intelligence
activities—and the uncertainty in the current enterprise’s functioning
and effectiveness—is an important factor in policy deliberation.™!> It
also significantly complicates the very concept of managing the U.S.
domestic intelligence enterprise.'s The following sections consider some
of the current system’s broader conceptual advantages and disadvan-
tages that would contribute to the costs and benefits of making signifi-
cant changes to that system.

General System Advantages

Networked, So Relatively Agile and Responsive to the Needs
of Individual Agencies. The current system is a highly interconnected
network composed of numerous independent elements. Each element is
responsible for a certain limited domain and has significant resources it

14 Some expert contributors to this study were critical of the structure of the current domes-
tic intelligence enterprise—even dismissing it as having “no structure” and critical of the
confusion it creates for the CT domestic intelligence mission. One expert described domes-
tic intelligence as “a pickup ballgame without a real structure, leadership, management, or
output.”

15 Our results for domestic activities echo public reporting of internal government consider-

ation of overall U.S. CT efforts:

The counterterrorism infrastructure that resulted [from the post-9/11 expansion] has
become so immense and unwieldy that many looking at it from the outside, and even
some on the inside, have trouble understanding how it works or how much safer it has
made the country. . . . Institutions historically charged with protecting the nation have
produced a new generation of bureaucratic offspring—[DoD’s CIFA and JITF-CT,
Treasury’s OIA], and the FBI’s National Security Service (NSS), to name a few—many
with seemingly overlapping missions. (DeYoung, 2006)

16- Comments of participant in the project expert panel.
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can bring to bear on that area. As a result, the current network is good
at collecting information and acting within these domains. For exam-
ple, in the past several decades, the USCG has focused on intercepting
drugs smuggled into the country by air and sea. Its focus has allowed it
to maintain tight control over airspace around the southern U.S. bor-
der.'” Sea shipping has proved to be a more intractable problem, but the
USCG’s focus has made it better at interdiction than any other agency
in the government. This functional expertise applies directly to analyz-
ing and preventing smuggling in support of terrorism—expertise that
might otherwise be dispersed or nonexistent. The benefits of this sort of
functional focus are replicated many times in the current network.

Highly Diverse in Organizational and Analytical Culture, So
Greater Potential Creativity. In conjunction with freedom of action,
each agency’s focus brings something different to CT analysis. Every
organization approaches the terrorism threat differently, so the result-
ing analysis in the system overall will be more creative and represent
a more comprehensive description of potential threats. TSA might
approach security for port workers through regulation and credential-
ing, the USCG may consider how individuals could gain access to these
areas from the water, and the FBI may consider how such credentialed
workers could be bribed or otherwise compromised. If different organi-
zations can recruit analysts from different backgrounds and disciplines,
this can increase the quality of the results as well.'8

Potentially Able to Expand and Contract Smoothly. Because each
element of the domestic intelligence network is a part of a larger agency
with a broader mission, there will potentially be less resistance if a task
is moved to another agency or an operation is shut down than in a
dedicated organization whose entire existence is focused on that single
mission. In practice, the extent to which this is true is debatable and
would likely differ considerably from case to case and based on the
bureaucratic behavior of the specific organizations involved. For exam-

17 The USCG shares lead-agency responsibilities for air interdiction with CBP and is the lead
agency for maritime interdiction for the U.S. drug-interdiction mission (USCG, 2008a).

18 This was one advantage that was identified in examinations of other nations” experiences
in managing and staffing domestic intelligence efforts (see Jackson, 2008).
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ple, in the DoD context, each major command maintains its intelli-
gence apparatus in spite of the fact that DIA was created to centralize
those functions for DoD—even though the military commands have
many functions other than intelligence."

Similarly, new structures can be created and plugged into the exist-
ing system as new threats are recognized. The creation of the NCTC
and TSC demonstrates that even a major node can be added to the
network.?? Where a large agency would have an entrenched bureau-
cratic interest in maintaining programs or preventing new ones from
arising elsewhere in the government, the current system has a high
churn in low-level operations as programs and responsibilities are cre-
ated, reallocated, and eliminated.

General System Challenges

Limited Strategic Direction, Coordination, and Lack of a Uniform
Legal Framework for the Overall Enterprise. In the current system, the
only individual with overarching strategic direction over the totality of
domestic intelligence is the President. This causes problems in creating
and sustaining a unified direction and approach to threats. For exam-
ple, in 2007, GAO cited problems in planning interagency strategy and
coordination in developing HSIN (a major DHS information-sharing
network) and in responding to in-air security threats (Powner, 2007;
Berrick, 2007a). Even if an agency is selected to lead strategy on an issue,
the amorphous nature of the network can dilute that responsibility
and the ability to act on it, undermining progress. For example, in the
past few years, responsibility for developing a CT information-sharing
framework has resided at the White House, the Office of Management
and Budget, DHS, and the ODNI (GAO, 2007a, p. 88). Problems of
this sort have been a recurring theme in interagency homeland security
and CT efforts in the past several years.

19 We would like to acknowledge Paul Pillar for bringing this example to our attention.

20 The creation of the NCTC as additive to current arrangements—and the fact that other
organizations have not ceded CT to the new entity—is a counterexample to the potential
advantage cited in the previous paragraph. In spite of the opportunity for organizations with
multiple missions to give up parts of their CT responsibility, this did not occur in practice.
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The lack of overarching coordination and direction can also create
uncertainty about legal boundaries. Since 9/11, some domestic intelli-
gence operations have come under fire for going beyond what they
are legally allowed, undermining public trust in and cooperation with
domestic intelligence—collection agencies. A 2005 incident in which
an Army intelligence alert led Akron police to monitor a nonviolent
protest demonstrates the challenges. Based on information gathered
from the military’s TALON reporting system, the DHS Joint Regional
Information Exchange System (JRIES), and the Web, Army intelli-
gence decided that protesters could be coordinated and pose a threat to
military personnel. Ultimately, in a May 2005 report to USNORTH-
COM, the Army itself rejected this assertion (see Block and Solomon,
20006). This incident raised concerns about military activities within
the United States because the Army alert and resulting police surveil-
lance were based on the perception of a threat not seen by any civil-
ian agencies. The Army asserts that it legally received information by
searching the Web or government databases, but the line between
receiving (which is legal for the military) and gathering (which is not)
is unclear (Block and Solomon, 2006). Such lack of coordination and
delineation of boundaries can also lead to questionable activities and
to flawed analysis as agencies cross over into subjects they are ill suited
to analyze.

False Positives and Information-Quality Concerns. Reflecting the
desire of current intelligence entities to function effectively as a net-
work, many efforts have sought to improve the volume of informa-
tion moving through the system. There has been less attention to the
quality of what is being shared. Efforts focused on identifying a few
threatening actors against a background of many innocent ones will
invariably generate false positives—individuals or organizations incor-
rectly flagged as potential threats. Some data are available publicly on
such false positives in some intelligence programs. For example, NSA
monitoring of communications to U.S. citizens led that agency to pass
thousands of tips to the FBI each month. Yet, law enforcement and
CT ofhicials stated that these tips were vague, diverted attention from
more-useful work, and produced very few new leads (Bergman et al.,
20006). False positives can be a significant problem when automated
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techniques, such as data mining, are used to seek out new leads as
well. For example, the vast majority of annual hits from the TSDB are
false alarms, in one case leading to the incorrect detention of the same
person 21 times in a single year (Nakashima, 2007b).

In addition to concerns about systems producing false positives,
there are concerns about current efforts simply collecting so much data
that are of such low quality that they do not provide much CT ben-
efit. This issue of information quality has been raised about suspicious-
activity reports (SARs). In the financial arena, in which transmitting
SARs has been an established part of efforts to counter criminal activ-
ity, there were concerns even before 9/11 that the “volume of these
reports was interfering with effective law enforcement” (Schulhofer,
2002, p. 52). Suspicious-activity reporting through law enforcement
and other channels into federal government organizations has been
reported to be of even less practical utility.?’ An NCTC official was
quoted in the press, observing, “In many instances the threshold for
reporting is low, which makes it extremely difhicult to evaluate some of
this information” (Pincus, 2000).

Although problems with false positives and information quality
can certainly occur within a single intelligence organization, the diver-
sity inherent in a complex domestic intelligence enterprise could pro-
duce additional complications. In a networked system with dispersed
authority and responsibility, both these data concerns pose related but
distinct problems. In the case of false positives, the concern is that,
if the central focus is on information-sharing among those organiza-
tions, these spurious hits will travel to many separate intelligence orga-
nizations, both increasing the chances that the false identification will
result in costs imposed on the individual and creating burdens and
potentially wasted effort for multiple organizations. In the case of data-
quality concerns, a dispersed and diverse system of autonomous orga-
nizations makes it hard to create standards and common practices to
maintain a high quality of information flowing into the system from
across the country.

21 Author discussions with federal officials.
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Competing Bureaucratic Interests and Imperatives. The diversity
that gives the domestic intelligence network its agility also creates limi-
tations on the flow of information. Currently, information is collected
and managed in a diverse array of organizations. With almost all of
them, domestic intelligence collection and CT make up just one mis-
sion among many, so their information-sharing systems, institutional
rules, and organizational norms are not specifically designed for CT.
This creates friction in a variety of ways. Different databases may not
record the same information in the same format, making sharing and
analysis difficult. For example, as of 2006, the FBI and DHS systems
for recording fingerprints were incompatible because of differences in
the way they were designed. FBI fingerprinting requirements made for
a slow, but highly accurate, process, while DHS requirements allowed
for rapid processing of many people. Both systems are important to
identifying potential terrorists, yet other priorities drove each agency’s
requirements. This was a recognized problem going back to the 1990s,
but there was no agreement until mid-2005, and the two systems are
not expected to be fully compatible until 2009 (DOJ OIG, 2006¢).

Finally, in spite of a focus on interagency cooperation in the cur-
rent domestic intelligence and CT effort, bureaucratic competition
within the same mission area can also create suspicion of outsiders and
makes intelligence professionals less willing to share analytic products,
much less raw information. Though some intelligence professionals we
interviewed cited progress in this area, views were not unanimous, and
some assured us that interagency conflicts over responsibility and stat-
ure were still a factor hindering cooperation among organizations.

Conclusions

When we consider the creation of a new domestic intelligence agency,
current domestic intelligence activities represent the institutional con-
text that such an organization would inhabit, disrupt, or replace in
part or in total. Based on our structural-mapping exercise, the com-
plexity of the current system is clear. In creating a new agency, sim-
plifying that complexity could be one goal, moving activities that are
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currently spread among multiple organizations into a single organiza-
tional home. Doing so could address some challenges with the cur-
rent system by making it possible to impose more-centralized direction
and standards of operation. However, though the complexity that cur-
rently exists seems to suggest a structural benefit from creating a new
agency, the lack of comprehensive information on the functioning of
that system is reason for caution. In our review of current efforts, we
sought out data on how well those efforts were performing. Though
anecdotal evidence of some problems is available (e.g., the issues cited
under “General System Challenges”), how those problems are affect-
ing the nation’s ability to prevent terrorist attacks is not entirely clear.
Though questions have been raised since 9/11 about the functioning of
domestic intelligence efforts, the reality remains that there have been
no major successful attacks since then. Whether the reason for that for-
tunate reality is the effectiveness of current efforts or simply luck is not
clear. As a result, to the extent that current relationships and processes
are providing effective capabilities to collect, analyze, share, and act on
intelligence data, the founding of a new organization might disrupt
capabilities that are already in place and—at least in the near term—
disrupt success in preventing terrorist activity.



CHAPTER FOUR
Societal Acceptability of Domestic Intelligence

Genevieve Lester

This chapter explores the societal acceptability of a domestic coun-
terterrorism (CT) intelligence agency. While it is quite clear that the
government is capable of creating a new agency to gather and analyze
domestic intelligence, the question addressed in this chapter is how
acceptable such an agency might be to the American public. Not only
does American democracy have governing institutions and legal struc-
tures different from those of other countries discussed in international
case studies of domestic intelligence institutions (Jackson, 2008), but
Americans have expectations about such issues as civil liberties, pri-
vacy, and individualism that may differ from those in other democra-
cies discussed here.!

The societal context of a U.S. domestic intelligence CT agency
is complex: On one level, issues of security and defense cross national
boundaries; democratic governments aim to protect their populations
and the rule of law controls the lengths to which governments may go
to do this. On a second level, American values, ethics, and idiosyn-
cratic form of democracy add very specific cultural layers to the roles of
domestic intelligence and homeland security. Finally, on a third level,
the United States is still in post-9/11 flux in terms of understanding
and calibrating the requirements for security efforts. U.S. institutions
are still adjusting to the societal shock of the terrorist attacks, although
the initial horror has dissipated in the years since 2001. This continu-

1 For space considerations, this discussion is limited to the U.S. societal context. I rely

on my colleagues’ work in other chapters to draw out specific comparisons with the other
democracies discussed in the companion volume (Jackson, 2008).

79



80 The Challenge of Domestic Intelligence in a Free Society

ing recalibration is reflected in the public’s and policymakers’ changing
attitudes toward the threat of terrorism.

This chapter focuses on the second and third conceptual levels—
other chapters having addressed the first. It discusses the potential
societal acceptability of a domestic CT intelligence agency in terms of
American cultural and public requirements and examines these char-
acteristics within the context of the dynamic, post-9/11 security envi-
ronment. Discussion of a domestic intelligence agency has appeared
cyclically in the public domain—generally upon the revelation of
intelligence-reform failures or after the publication of intelligence-
reform recommendations. Debate, usually taking place among academ-
ics and policy elites, has, however, rarely engaged the public actively or
deeply.

In order, then, to capture a sense of the acceptability of a new
agency in the absence of specific empirical data, and to discover where
public attention does focus, this chapter takes several analytical cuts
at the problem. It investigates the broader domestic intelligence issues
that could influence public opinion, in tandem with issues of gover-
nance (such as the credibility of government institutions and policy),
and finally, issues of public threat perception. This chapter seeks to
explore the cycles and trends of public opinion and understand how
these trends might shape the societal context in which a domestic CT
intelligence agency would function.

The challenges encountered by the current efforts to redefine the
role and structure of domestic intelligence in American society are not
only a function of the ramifications of the threat—real and perceived—
of terrorism. They are also linked to the current political context and
the relationship of trust—or lack thereof—between the public and
policymakers. These issues are analogous to the problems uncovered
by the Church Committee (discussed in greater detail in Chapter Two)
30 years ago. A comparison of reactions and reform measures then
and now demonstrates that political scandals—such as the revelations
about the counterintelligence program (COINTELPRO) and other
Federal Bureau of Investigation (FBI) and Central Intelligence Agency
(CIA) abuses—cause introspection and a focus on reestablishing pro-
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priety, whereas intelligence “failures,” such as Pearl Harbor and the
attacks on 9/11, engender a focus on efficacy (Gill, 2002, p. 298).

The Church Committee, responding to the public outrage in reac-
tion to political scandal and to protect the civil rights of U.S. citizens,
recommended that the foundations of a “wall” between law enforce-
ment and intelligence be put in place. What was once perceived as a
safeguard for the American people, however, has been much criticized
in the post-9/11 era. This wall, blamed for information-sharing fail-
ures, has been vigorously dismantled in wave after wave of post-9/11
intelligence-reform initiatives.

The current security environment—with reform efforts focusing
predominantly on the efficacy of intelligence and security—may require
a new type of wall, no wall at all, or perhaps an entirely different struc-
ture, any of which can engage the emerging threat while balancing the
responsibilities of protecting civil liberties, maintaining the openness
and transparency expected in a democracy, and fostering the appropri-
ate oversight required by law. Regardless of whether a new structure is
created—or what type of structure this turns out to be—the political
context, the credibility and transparency of policymakers and institu-
tions, and the cycle of public threat perception will all play substan-
tive roles in its creation. Understanding the dynamics of these issues
is imperative for policymakers, who have enormous decisionmaking
power, particularly in times of national emergency.

This chapter begins by investigating trends in public perception
of the terrorist threat as well as the public’s view of the efficacy of gov-
ernment measures in handling this threat. This section introduces the
question of a public sense of the need for a new agency, laying the
groundwork for an assessment of the acceptability of an agency devoted
solely to countering this threat. The second section focuses on the issue
of the perceived trade-off between civil liberties and security, delving
into what the public feels is an appropriate balance. The third consid-
ers public perception of specific CT law enforcement measures, such as
surveillance and other potentially invasive information-gathering tech-
niques, and queries the public view of the potential trade-off between
the use of the techniques and the individual’s expectation of personal
privacy. This section also looks into the controversial area of demo-



82 The Challenge of Domestic Intelligence in a Free Society

graphic targeting as a tool in CT operations. Finally, the fourth section
addresses the crucial triangular relationship among public trust, cred-
ibility, and effectiveness in terms of the role of a potential domestic CT
intelligence agency.

Public Threat Perception: Terrorism

At the time of this research, there had only been one concrete poll-
ing question that had focused specifically on a domestic intelligence
agency. A FOXNews/Opinion Dynamics poll (2004a) asked respon-
dents, “Do you think the creation of a domestic intelligence agency
in the United States, similar to Great Britain’s MI-5, would be more
likely to help in the fight against terrorism or hurt the privacy and civil
liberties of Americans?” The responses to this question were oriented
toward “helping the fight” (39 percent) but were analytically incon-
clusive: Twenty-eight percent thought that it would hurt liberties,
9 percent said that it would neither help the fight nor hurt liberties or
said that it would do both, and 24 percent were not sure (FOXNews/
Opinion Dynamics, 2004a). Thus, to understand the acceptability of a
domestic CT intelligence agency, we have investigated a broader range
of information on public threat perception and other issues related to
the objective of this study.

Public perception of threat informs the public’s policy preferences.
Understanding these preferences helps policymakers make acceptable
decisions about issues that are emotional and sensitive, such as security
and privacy. Put differently,

Ordinary citizens depend on the critical roles played by policy
experts and advocates, but if the views of the general public are
not discredited and ignored, they can provide important guide-
lines about the boundaries within which acceptable and sustain-
able public policies can be shaped. (Herron and Jenkins-Smith,
2006, p. 178)

This section explores the dynamics of public threat perceptions and
shows how the rhythm of public response to threat could affect sup-
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port for intelligence and law enforcement operations and ultimately a
domestic CT intelligence agency.

Terrorism as a public phenomenon and as a dynamic threat chal-
lenging the United States highlights issues of threat perception and the
post-9/11 conception of homeland security—a concept and phrase that
were introduced into common usage in reaction to that experience.
In the current security environment, the rise of terrorism as a threat
has pressed particularly on the societal component of national secu-
rity: Not only does terrorism bring conflict to the domestic level (and
to U.S. shores)—blending the domestic and foreign spheres—but it is
particularly focused on destabilizing society on a social and psychologi-
cal level (Lewis, 2005, p. 18).

In the words of terrorism expert Martha Crenshaw, “The political
effectiveness of terrorism is importantly determined by the psychologi-
cal effects of violence on audiences” (Crenshaw, 1986, quoted in Huddy,
Feldman, Taber, and Lahav, 2005, p. 593). Further, as stated to the
point of aphorism by RAND’s Brian Jenkins, “Terrorists want a lot of
people watching, not a lot of people dead” (recently adjusted to include
the more extreme, “many terrorists want a lot of people watching and
a lot of people dead”). Both of these statements point to the symbolic,
psychological, and public aspects of the terrorist threat (Jenkins, 2006,
pp- 8-9). Finally, to quote Jenkins once again, “Terrorism is aimed at
the people watching; terrorism is theater” (Jenkins, 2006, p. 11).

In these circumstances, fundamental issues of the public percep-
tion of terrorism, the feelings of the individual citizen regarding per-
sonal risk and vulnerability, and his or her notion of the threat level of
the nation at large become exceedingly important. Threat perceptions
influence public behavior, economic activity, and individual responses
to emergency and disaster (Burns, 2007). They also influence public
support for CT measures and policy (Huddy, Feldman, Taber, and
Lahav, 2005, p. 593; Jenkins-Smith and Herron, 2005, p. 603). Indi-
viduals tend to rely on their perceptions of both the general terrorism
threat and the threat of specific terrorist acts when they make choices
about which policies to support (Joslyn and Haider-Markel, 2007).
Threat perception can thus be an indicator of the public’s willingness to
accept measures intended to protect them but for which they may have
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to sacrifice—both in the concrete (such as invasive searches at airports)
and in the ethereal and ambiguous (such as the rumor of technological
surveillance that cannot be assessed adequately by the layperson) (see
Bamford, 20006).

Public threat perception on a behavioral level is quite complex,
influenced by a range of variables, and affected by cognitive biases
and individuals’ use of mental heuristics. Many factors affect how the
public perceives terrorism risk and threat. These break down by age,
race, gender, education level, income level, region, and proximity to
past attack sites.? Public threat perception manifests itself in a range
of ways, some public and some private. In the public arena, fear of a
terrorist attack may change travel and consumer behavior, while, on
a personal level, individuals may suffer from sleeplessness, anxiety,
and depression. Further, emotion and affect influence how the public
gauges the probability of a terrorist attack (Sunstein, 2003, p. 121).
Fear, in contrast to anxiety, elicits a different perceived probability of
potential attack. In this context, fear tends to elicit aggressive reac-
tions, whereas anxiety causes risk-averse behaviors. Anxiety can, how-
ever, also have a positive effect: It can cause the public to experiment
with new and innovative policy options as complacency and the status
quo are challenged. An attack of striking magnitude can cause familiar
heuristics and behavioral patterns to be questioned, leaving room for
change (Jenkins-Smith and Herron, 2005, p. 603). This outcome could
have obvious ramifications for public support of new policies regarding
security issues as well as for institutional change.

Further, general feelings of heightened threat tend to influence
public support for direct government action and for strong symbolic
gestures (Huddy, Feldman, Taber, and Lahav, 2005, p. 594). There are
strong links between a sense of national identity, in this context, and
policy preferences (Schildkraut, 2002, p. 513). Again, strong feelings

of threat can influence the public’s support for strident—even poten-

2 Among many studies focusing on aspects of these attributes, see Fischhoff et al. (2003).
See also Huddy, Feldman, Capelos, and Provost (2002, esp. p. 498), for breakdowns based
on age, race, gender, and occupation. See Huddy, Feldman, Taber, and Lahav (2005); Davis
and Silver (2004a).
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tially invasive—security measures. As one study demonstrated, “per-
ceived threat increased support for homeland security policies designed
to minimize future risk, even when such policies violate support for
civil liberties” (Huddy, Feldman, Taber, and Lahav, 2005, p. 596).
Heightened threat perception has, according to this study, “consis-
tently increased support for domestic antiterrorism policies,” includ-
ing government-issued identification cards and domestic surveillance
(Huddy, Feldman, Taber, and Lahav, 2005, p. 603). Heightened threat
perception immediately after the attacks on 9/11 was linked more to
concern that the government would not in fact enact strong CT mea-
sures than that these measures would infringe unnecessarily on civil
liberties (Huddy, Feldman, Taber, and Lahav, 2005, p. 603).

The typical cycle for heightened terrorism-threat perception is quite
intuitive—immediately after an event, there is a spike in public response
and anxiety, and fear rises. This trend gradually diminishes as time passes
after the attack and the availability of the image fades. Public perception
is nuanced and mercurial. The connection, thus, between threat percep-
tion and support of national security policies is fragile and worthy of
careful study. As Herron and Jenkins-Smith (2006) point out, by 2003,
the public’s perceived threat levels had dropped even below those in the
pre-9/11 survey period. These perceptions cycle, and survey questions and
timing can affect data on them. Further, media coverage of events and
threat warnings from the administration can affect public threat percep-
tion. Polling data suggest that the U.S. Department of Homeland Secu-
rity’s (DHS’s) color-coded terrorism advisory system did cause spikes in
public concern about terrorism when adjusted upward to orange (high)
(Davis and Silver, 2004b, p. 16).2

Perceptions of threat can also spike in response to nonterrorism
events, such as during the beginning stages of the war in Iraq (Davis
and Silver, 2004b, p. 10). The spikes tend to revert quickly—within

3 By 2005, it was pointed out that the DHS advisory system, subject to much criticism and
even public mocking, had been given a lower-key role in threat communication and was no
longer highlighted in the media as a guide for public response—although, as of this writing,
it continues to exist (Mintz, 2005; Fessler, 2007). The main criticisms of the system were
vagueness, unclear expectations of how the public should respond to a given alert level, and
an increasing view that the alerts were a political tool.
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a week, according to the data on the orange alerts (Davis and Silver,
2004b, p. 17). This cycle is, of course, affected by many of the demo-
graphic characteristics listed already: gender, age, race, income, and
education level. Interestingly, however, there appears to be resilience
in the American public: While it has often been mentioned that 9/11
changed American society forever, inferences drawn from polling
trends seem to indicate that the American public adjusts to and absorbs
changes in threat reasonably effectively and efficiently. This is demon-
strated by the return to baseline or even below-baseline perceptions of
personal threat as the time since attack elapses (see Lewis, 2005, and
Herron and Jenkins-Smith, 2006, among others, for a discussion of
this trend).

The public’s perception of the threat of terrorism combined with
individuals’ sense of the effectiveness of the current CT structure can
provide an understanding of the acceptability of a domestic CT intel-
ligence agency. In terms of immediate security solutions, the public
looks to the government for protective measures directly after an event.
People expect the security services to protect them capably, so, polling
data indicate, they will tend to accept, for a while, whatever measures
public officials deem appropriate. Terrorists challenge this trust and
acceptance by trying to demonstrate that the government cannot fulfill
its responsibility to protect the public (Kuzma, 2007, p. 93).

According to Herron and Jenkins-Smith’s extensive study of
public attitudes toward security issues, public expectations of gov-
ernment action in response to terrorism have tended to follow—once
again—a cyclical and intuitive trend (Herron and Jenkins-Smith,
2006, pp. 65-93). Surveys conducted between 1995 and 2001 showed
significant increases in the mean assessment of the requirement that
the government act to prevent terrorism (see Herron and Jenkins-
Smith, 2006). By 2003, public expectation that the government act
had receded but remained above pre-9/11 levels (Herron and Jenkins-
Smith, 2006, pp. 74-75). The crucial linked concept is whether the
public feels that the government can do something to stop terrorism.
In 2001, respondents believed more strongly on average than they
did before or have since that the government could do something to
stop terrorists. By 2003, however, respondents’ mean assessments had
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reverted to their pre-9/11 levels. This is similar to the trends found in
mean confidence in the government’s ability to prevent terrorism and
the public’s willingness to accept intrusive measures, both of which
increased right after 9/11, then declined to pre-9/11 levels by 2003
(Herron and Jenkins-Smith, 2006, p. 75).

Only 32 percent of the respondents felt that all large-scale attacks
against the United States in the subsequent five years could be pre-
vented. In terms of government effectiveness, then, the public feels that
CT measures are moderately effective and necessary. Kuzma asserts
that this wary response could be a function of the nature of the terror-
ist threat rather than the public’s belief in the government’s ability or
willingness to stop potential attacks (Kuzma, 2007, p. 94). It appears
that the American public assumes that the conflict will be of long dura-
tion and that U.S. defenses will not entirely eliminate the possibility of
further terrorist attacks.

These moderately ambivalent views are mirrored in the public’s
perception of intelligence reform. While a fraught topic among academ-
ics, blue-ribbon commissions, and policy analysts, intelligence reform
does not seem to have much traction with the public at large. One of
very few polls on intelligence was conducted in December 2004, the
same month as the passage of the Intelligence Reform and Terrorism
Prevention Act (IRTPA), asking respondents whether they approved or
disapproved of the bill. The results showed that 34 percent approved,
15 percent disapproved, 26 percent were not sure, and 25 percent had
not heard of it. The ambiguous results of this poll reinforce two things:
The details of intelligence reform are still mainly discussed at the elite
level, and question framing can have a tremendous impact on analysis
of public attitudes. If this question had been framed more broadly to
include, for example, a larger question on the relationship between ter-

4 FOXNews/Opinion Dynamics (2004b). The polling data drawn from this and related
surveys should be viewed as potentially influenced by framing effects. The polling industry
must gather and measure data on issues about which some respondents know very little. For

a discussion of the problems of “manufacturing” public opinion, see S. Best and McDermott
(2007).
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rorism, intelligence failure, and reform, it might have yielded a more
definitive response.’

In general, the public tends to separate the issues of state from
personal concerns. In terms of the complexities of threat perception, a
wide range of studies have pointed to the fact that individuals separate
their own personal concerns and anxieties from their perception of
what affects the nation as a whole and thus what national policies they
support (Huddy, Feldman, Capelos, and Provost, 2002, p. 488). Per-
sonal issues do not tend to influence how Americans perceive the gov-
ernment or larger policy matters. Perceptions of threat on a personal
level tend to spike during or after an event, then readjust over time.

In a poll conducted on September 11, 2001, 58 percent of the
respondents were somewhat or very worried that they or a member of
their immediate family would “become the victim of a terrorist attack”
(Huddy, Feldman, Capelos, and Provost, 2002, p. 488). Americans’
personal fears about a terrorist attack had diminished within a month
after the attacks on 9/11. The results of a Gallup poll conducted on
October 3, 2001, pointed out that less than one-third of the respon-
dents expressed a high level of concern about terrorism or safety in
their communities (Lewis, 2005, p. 19).

Our conclusion from this analysis is that heightened terrorism-
threat perception on a national level appears to correspond with sup-
port for national security policy measures. This is especially the case,
of course, immediately following an event, when the public is more
willing to accept strong security measures—even when the measures
could limit civil liberties. A range of polling data has demonstrated
that threat perception increases the public’s willingness to allow the
government a wider operational margin within which to enact policies
aimed at shoring up national security (Huddy, Feldman, Taber, and
Lahav, 2005, p. 605). The weighing of security versus civil liberties
tends to tilt back toward civil liberties as time progresses and memories
of the event fade.

These findings have interesting potential ramifications for the
acceptability of a domestic CT intelligence agency. The public still per-

> My thanks to Paul Pillar for this suggestion.
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ceives a threat of terrorism, though that perception affects lifestyles
and personal behavioral patterns very little. It appears that there could
generally be support for security policy measures, based on an apparent
relationship between this type of support and a national or collective
perception of a terrorism threat. Further, in official rhetoric, the post-
9/11 period has continually been referred to as a “break from the past,”
a “new security environment,” or “new normal historical context,”
suggesting attitudes of change, new beginnings, and lifestyles perma-
nently altered by the threat of terrorism (see Davis and Silver, 2004b).
This, combined with the threatrelated anxiety cited by Herron and
Jenkins-Smith (2006), could indicate a public willingness and flex-
ibility to try new policies, breaking with the status quo. If anything,
the long sequence of reform efforts in the intelligence community has
demonstrated that change is possible and acceptable, if a bit challeng-
ing at times.

Having said this, threat perceptions and support for security mea-
sures vary as threat perception changes. Media communication and
perceptions of government capability and integrity—or malfeasance—
influence individuals’ opinions. While there is cautious support for
government security measures and institutional reform initiatives, the
variability of the data demonstrates that care and sensitivity must be
used in transmitting to the public what these measures are, why they
are important, and what trade-offs are necessary to make them effec-
tive. Transparency of method, objective, and governance are key to
maintaining the relationship between the public and the decision-
maker in this context.

The Balance of Civil Liberties and Security

This section focuses on the appropriate role of domestic intelligence
in a democracy, focusing particularly on the thorny issue of the public
acceptability of potential challenges to civil liberties and privacy. It
does so in the context of considering the lengths to which the U.S.
government is—and should be—empowered to respond to the type of
ambiguous threat represented by terrorism. This is not untrodden terri-
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tory: Throughout U.S. history, in times of national security crisis, civil
liberties have been curtailed in exchange for perceived greater security,
the balance between liberties and security generally being restored after
each crisis.

The question here is how to gauge the perceived appropriate trade-
off between civil liberties and security. This issue is not as clear-cut as
it may seem at first glance. As Peter Gill presciently wrote, the issue is
not appropriately defined as a balance metaphor: The public should not
accept this “balance” as such, but rather should require an understand-
ing of proportionality of response to the “nature and size of the security
threat” (Gill, 2002, p. 314). How does one gauge the response that is
appropriate in terms of how and whether intelligence-gathering should
be allowed to infringe on privacy or civil liberties in the name of secu-
rity? At an even more basic level, how does one gauge the extent of a
threat when the threat is ambiguous and evolving?

In general, the public responds to the question of recalibrating the
balance between civil liberties and security in the direction of security
immediately after an event—in this case, a terrorist attack. As with a
sense of personal threat, however, the pendulum swings back in the
direction of civil liberties fairly quickly. Strikingly, polling data from
the immediate post-9/11 period indicated that the public was roughly
evenly concerned that the government would 7oz respond to the secu-
rity threat as it was about infringement on civil liberties (Lewis, 2005,
p- 24). The poll asked, “What concerns you more right now? That the
government will fail to enact strong, new antiterrorism laws, or that
that the government will enact new antiterrorism laws [that] excessively
restrict the average person’s civil liberties?” While neither side carried
a clear majority in response to this question directly after the attacks,
polls conducted in January 2002 and June 2002 regarding civil liber-
ties and security elicited responses favoring civil liberties (Lewis, 2005,
p- 23).

According to the poll numbers, the public perceived a sacrifice
of civil liberties as necessary only immediately after the attacks on

6 The source of the polling questions was Princeton Survey Research Associates and CBS
News/New York Times (2002). Lewis (2005, p. 23) discusses the results at length.
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9/11. One must differentiate among data that focus on a more general
willingness to provide leeway to the government in ways that could
affect future civil liberties issues and data on views of specific secu-
rity measures. Elicitations on civil liberties depend on the context in
which respondents are questioned and how concrete the trade-offs are
between civil liberties and security in the questions. Are civil liber-
ties considered in the abstract, or are concrete sacrifices mentioned?
And for what, exactly, are individuals told they are exchanging their
civil liberties? The phrasing of what constitutes the “good” received
in exchange for the diminished civil liberty makes a difference in the
person’s response.” These data suggest that the public is more willing to
accept specific security measures when polling questions refer to con-
crete policies than when questions use abstract terms, such as “giving
up civil liberties” (Lewis, 2005, p. 24).

In terms of concrete CT measures and intelligence, it is often
mentioned that there is a fear that the techniques commonly associated
with foreign intelligence—such as warrantless investigations, surveil-
lance, interrogation, and detention—could be used against Americans
(Martin, 2004, p. 13). Civil libertarians argue that shifting the focus
from crime to broader preventive measures based on intelligence col-
lection could also allow for a domestic intelligence agency to focus on
politics, race, political belief, or ideology as a basis for surveillance and
investigation (Cole, 2003). A fear also mentioned often in the debate
about a domestic intelligence agency is that these methods will raise
the specter of past CIA and FBI abuses. In this vein, there is a fear that
what the government does elsewhere could be used against Americans
at home, with the dividing line becoming increasingly murky.

When asked to rank the personal importance of government sur-
veillance, 73 percent of the respondents thought the issue was very
or somewhat important (Pew Research Center for the People and the
Press, 2006). More specifically, in terms of attempting to elicit critical
responses, another poll posed the following question: “Do you approve
or disapprove of the way George W. Bush is handling . . . govern-

7" For a discussion of the importance of concept definition and question wording to the reli-
ability of survey data, see S. Best and McDermott (2007, pp. 7-9, 11).
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ment surveillance of US citizens?” Thirty-nine percent of respondents
approved, while 52 percent disapproved, and 9 percent had no opinion
(CNN, 2006). In a February 2006 poll, however, citizens were asked,
“Opverall, thinking about the possibility of terrorist threats do you feel
the U.S. (United States) law enforcement is using its expanded surveil-
lance powers in a proper way, or not?” (Harris Poll, 2006) with 57 per-
cent of the respondents indicating that law enforcement was using its
powers in a proper way and only 40 percent viewing law enforcement
as not doing so.

To investigate what the public considers appropriate in terms of
specific security countermeasures, we analyzed the polling data associ-
ated with several specific #ypes of CT measures. In March 2006, 1,000
adults were asked about the FBI’s additional authority to conduct sur-
veillance and wiretaps and to obtain records on terrorism investiga-
tions. The question was posed in a way that presented arguments on
both sides of the issue: “Supporters said this was necessary to fight
terrorism. Opponents said it went too far in compromising privacy
rights. Do you think this additional FBI authority should or should
not be continued?” (ABC News/ Washington Post, 2006a). The results
were as follows: Sixty-two percent said that it should be continued,
and 37 percent said that it should not. A poll conducted in 2007 asked
respondents whether they felt that the government was doing enough
to protect civil liberties in the fight against terrorism. Those results
were evenly balanced, with 48 percent on each side (Washington Post—
Kaiser Family Foundation—Harvard University poll data presented in
Duke, 2007).

This outcome suggests a complex and mixed view of appropriate
levels of invasiveness when it comes to specific countermeasures. Gen-
erally, the public is willing to allow law enforcement a margin when
conducting investigations focused specifically on terrorism. It does,
however, also point out that opinion is nuanced: A measure’s perceived
level of invasiveness affects its acceptability.

Another study, conducted between November 2001 and February
2002, focused on five specific CT proposals in order to assess the pub-
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lic’s willingness to accept more-stringent security measures.® The first
question asked about the public’s willingness to accept increased secu-
rity in public places, such as shopping malls and government buildings.
The result was 88.8 percent in favor or strongly in favor of these mea-
sures. A second question showed that 96.3 percent of the respondent
population was in favor of increased security at critical infrastructure
facilities. These results are fairly intuitive and abstract; there is minimal
apparent loss of freedom or privacy in exchange for the positive good
of security.

Two further questions were concerned with more personal and
invasive measures and led to answers swaying in the other direction:
The question, “Should passengers be banned from carrying luggage
aboard airlines?” showed 61.7 percent opposing or strongly opposing
and 38.3 percent favoring or strongly favoring. These results are similar
to those for the final question: “Should police be allowed to stop people
at random on the street and search their possessions?” Opposing or
strongly opposing these measures were 73.9 percent of respondents, in
contrast with 26.1 percent in favor or strongly in favor. Another ques-
tion asked about the acceptability of national identification cards, with
42.5 percent opposed or strongly opposed and 57.6 percent in favor or
strongly in favor (see Joslyn and Haider-Markel, 2007, pp. 318-319).

In some cases, there has been contradiction as to which trend—
support or opposition—is, in fact, dominant among the public. The
contradiction could arise from question format or questionnaire meth-
odology. Further, the cyclical trend of threat perception clearly affects
what the public is willing to accept in terms of the possible infringe-
ment of civil liberties as well as whom people will accept as the party
responsible for the infringement. When queried on the role of the U.S.
President, for example, in terms of conducting surveillance, polling
data weighted toward the negative: lack of support. Law enforcement,
however, still seems to hold public respect in terms of perceived appro-
priate use of additional powers and use of surveillance tools (see Lewis
2005 for a discussion of this dynamic).

8 These data were drawn from Joslyn and Haider-Markel (2007, pp. 318-319).
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Public support for specific CT methods tends to lean toward law
enforcement measures, even though these measures may infringe on
privacy rights. It must be pointed out that a theme throughout these
polling data is greater permissiveness when words like “terrorism” or
“terrorist” are used. This could explain the variability of response, par-
ticularly in terms of civil liberties questions. As a 2006 ABC News
poll pointed out, when asked whether federal agencies were intruding
on Americans’ privacy rights in their investigations of terrorist activi-
ties, 61 percent answered that they were, while 35 percent thought that
they were not, and 4 percent had no opinion (ABC News, 20062). The
follow-on question, whether these intrusions on some people’s privacy
rights were justified, elicited the following response: Fifty-four percent
stated that the CT measures were justified, while 40 percent said that
they were not justified, and 6 percent had no opinion (ABC News,
2006Db).

This introduces an interesting secondary line of inquiry: How do
people feel about the targeting of particular social or racial groups—to
which they do not belong—for CT investigation? The data trends show
a similar response to those that included words such as “terrorism” and
“terror,” words that quite obviously are intended to demonstrate to the
respondent that he or she is not intended to be included in the group
investigated. The results of a Cornell University poll published in
December 2004 pointed out that almost half of all Americans believed
that “Muslim-Americans are a threat and their civil liberties should be
curtailed.” Further, 27 percent of those interviewed supported manda-
tory registration of Muslim Americans, while 29 percent felt that it
was appropriate for undercover agents to infiltrate civic organizations
with heavily Muslim membership.” Similar data gathered from polls
conducted in 1995 and 1996 point to the public’s willingness to sup-
port wiretaps and infiltration if that surveillance is targeted toward
the “other”—in this case, two questions focused on “suspected terror-
ists” and “possible terrorist groups,” respectively. In both cases, support
for these measures ranged between 69 and 76 percent (Kuzma, 2007,
p. 96).

? Cornell University polling data discussed in Simon and Stevenson (20052006, p. 51).
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As a sweeping generalization—but one grounded in data—those
who do not tend to be targets of intelligence and law enforcement
attention also tend to have a benign view of the subject of invasive
countermeasures. Thus, reactions of groups more likely to be targeted
by security efforts to the threat of terrorism and appropriate responses
can diverge significantly from the statistical norm of the population,
which generally does not feel exposed to potentially harsh or invasive
investigation. This makes obvious sense, but what it introduces to the
operational debate is worthy of mention.

Generally, according to the analysis presented in this chapter
and the data discussed in others, the public tends not to engage very
vociferously in debates about law enforcement or intelligence. A recent
example of public reaction to a proposed security program—the Los
Angeles Police Department’s (LAPD’s) program that involved map-
ping the area’s Muslim communities—however, introduces an alter-
nate argument: that public engagement can occur when the focus
is on a specific coherent issue—such as racial (or other) profiling—
and that this engagement can affect policy choices when it is orga-
nized and well articulated. The proposed LAPD program entailed
pinpointing—mapping—predominantly Muslim neighborhoods in
the region using census data and other demographic information and
assessing their isolation and thus perceived vulnerability to extrem-
ism. Based on this map of communities, police would target the areas
for study—examining cultures, languages, and demographics in order
to facilitate LAPD community outreach. The final objective of this
program was to integrate these perceived enclaves into broader main-
stream society. The proposed program drew tremendous outrage from
regional Muslim organizations and the American Civil Liberties Union
(ACLU). Within several days of being revealed on the front page of the
Los Angeles Times, the program was quashed.'®

While this project was short-lived, the concept behind it reflects
other cross-cutting efforts used by potentially comparable domestic
intelligence units—such as MI5 in the UK. It introduces interesting

10 For a discussion of the project and the community response, see MacFarquhar (2007) and
Winton, Watanabe, and Krikorian (2007).
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dynamics, however, in the U.S. context: dynamics that are illustrative
of the issues that a domestic intelligence agency would have to address
in order to be effective. These include questions of the acceptability of
demographic targeting, the importance of transparency and open dis-
course about the objectives and methods of investigation and surveil-
lance, and appropriate and active oversight in order to ensure account-
ability and public trust.

Further, the mapping project demonstrated that regional historical
relationships with law enforcement would have an impact on how spe-
cific populations would potentially respond to a domestic CT intelligence
agency. In Los Angeles, there is an entrenched distrust of intelligence-led
policing—particularly among minority groups and especially focused on
the intelligence unit of the LAPD.

While a focus on one urban area in the context of this volume is
undoubtedly too narrow, the public reaction to the proposed program
in Los Angeles and its very quick cancellation (within several days)
points to the influence that the organized public may have on intel-
ligence activities. Understanding complex regional and demographic
reactions to law enforcement and intelligence could yield dividends in
terms of forecasting public response to a domestic intelligence agency.

Public Trust and Credibility

Although this chapter has focused extensively on changing public per-
ceptions of the threat of terrorism, this concept must be understood as
firmly placed within a political context. Perceptions of threat and gov-
ernment effectiveness in responding to that threat link together with
public trust to determine how the public views the balance between
security and civil liberties. This relationship also helps determine what
security-policy choices the public is most likely to support. In the 1970s,
in the wake of the Watergate scandal and the revelations of the Church
Committee, the public had very little trust that decisionmakers would
make appropriate choices regarding issues that could affect their civil
liberties. After the attacks on September 11, conversely, the public was
much more willing to trust that the government would respond appro-
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priately to the threat. This trust led the public to support, generally,
the security policies generated immediately after the attacks, some of
which were potentially both invasive and precedent-setting, such as the

USA PATRIOT Act and the Protect America Act.
As Davis and Silver point out,

At every level of trust in the federal government, increased sense
of threat led to greater willingness to concede some civil liberties
in favor of security. And at every level of perceived threat of terror-
ism, the greater people’s trust in the government, the more will-
ing they were to concede some civil liberties for security. (Davis

and Silver, 2003, p. 4)

Public trust allows a margin in which the government can ask
the public to allow restrictions on their civil liberties (Davis and Silver,
2004a, p. 30). The polling data provide an indication of how the public
feels about secrecy—when and where secrecy is considered appropriate
and what creates distrust in necessarily opaque government activities.
Public trust in the government rose to record levels directly after the
attacks on 9/11. It reached levels not seen since the 1960s (Chanley,
2002, p. 469). “As trust in government increases, citizens support for
expending public resources is also expected to rise” (Chanley, 2002,
p. 470). An interesting point here is how attention can be shifted from
domestic concerns to international threat:

When public attention shifts from concern about domestic policy
issues such as health care and education to concern about issues
of foreign policy and threats from abroad, trust in government
may increase as the nation pulls together to address international
concerns or defend national security. (Chanley, 2002, p. 470)

Trust correlates with a public commitment to using public
resources to solve problems that the nation faces (Chanley, 2002,
p. 470). It also corresponds to rising levels of national threat percep-
tion. When the public identifies terrorism and national security issues
as the most important issues it faces, public trust goes up. When the
perceived threat diminishes, so does trust in government. According
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to Chanley’s analysis of polling data on this issue, public trust dimin-
ished incrementally in October, November, and December 2001. This
decrease was paired with a decrease in the public’s view that terrorism,
defense, and foreign-policy concerns were the most important prob-
lems that the United States was facing (Chanley, 2002, p. 479).
Crucially, for the effective operation of intelligence, “Political
trust . . . is the judgment of the citizenry that the system and the politi-
cal incumbents are responsive, and will do what is right even in the
absence of constant scrutiny” (Blind, 2000, p. 4). It transcends parti-
san politics and the delimitations of ideology (Blind, 2000, p. 5). One
component of political trust focuses on institution-based trust—that
is, trust that refers to the perception of specific political institutions.
Political trust is linked to credibility as an indicator of the public’s per-
ception of what constitutes solid policymaking. Credibility as a con-
cept is drawn from the economics literature and refers to the public
response to accumulated good policymaking. That is, trust is banked as
the public sees evidence of solid results from policymakers’ or organi-
zations’ decisions and actions. This concept of credibility is obviously
quite complicated when it comes to intelligence and security. The public
cannot know every detail of an intelligence or law enforcement opera-
tion; thus, public trust and a sense of institutional legitimacy must
bridge this gap. While Jeffreys-Jones was writing about the CIA when
he made the following statement, the sentiment would apply equally
well to a potential domestic intelligence agency: He defines legitimacy
of an intelligence agency as “the degree to which the American people
accept the Agency and its work as necessary, and as constitutionally and
legislatively authorized” (Jeffreys-Jones, 2003, p. 5; emphasis added).
The question of the appropriate levels of openness regarding intel-
ligence has been a subject debated since the 1970s, when the pendulum
swung in the direction of oversight, accountability, and transparency.
Since then, oversight of clandestine operations and budgets and open-
ness of the budget of the intelligence community overall have been
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issues of debate.!” Although the Church Committee began the pro-
cess of “opening” intelligence, the cycle of intelligence transparency
and opacity responds to changes in the threat environment and in
policy decisions. In terms of the current security environment, open-
ness about intelligence and law enforcement developments could lend a
great deal of credibility to these enterprises. This is particularly the case
if a domestic intelligence agency is to be introduced to a society long
accustomed to a division between activities acceptable “over there” and
those allowed in the United States.

The relationships between secrecy, transparency, and intelligence
operations are quite complex in a democracy, even when the public is
generally supportive of CT and law enforcement actions. Along these
lines, there has been an effort on the part of both the CIA and FBI
to open their activities and engage with the media. Both have public-
affairs offices, and the CIA, especially, has published books, reports,
and other materials containing previously classified material, adding
some transparency to its operations (Hulnick, 1999, p. 470).

In the context of CT, most importantly, this openness could help
build public trust, which could help diminish the inevitable psycholog-
ical ripple effects of a terrorist attack. Secondarily, openness about a new
agency could assuage public doubt that has arisen in the wake of such
programs as the Total Information Awareness (TIA; later, Terrorism
Information Awareness) program developed by the Defense Advanced
Research Projects Agency (DARPA) and the warrantless surveillance
program led by the National Security Agency (NSA). Ironically, it has
been mentioned quite often that the TIA program could have been
overseen effectively and managed to deal responsibly with the data
that were provided to it. Shutting the program down based on outrage
and lack of information—in addition to poor choices of both brand-
ing and leader—merely pushed these types of programs underground

11 See L. Johnson (1989, pp. 91-93) for a discussion of the executive authorization of covert
missions. See also Treverton (2001) for a discussion of broader intelligence issues, such as
government openness about the intelligence budget.
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or caused them to be relabeled and kept out of the public eye.!2 Public
trust could be tried by the exposure of clandestine programs directed
toward U.S. citizens and activities that remain ambiguous and illegal
in the public eye, such as extraordinary rendition, CIA prisons abroad,
and increased FBI surveillance of Americans based on their associa-
tions or civic activities.

In terms of methodology in this chapter, it is important to point
out that there are ambiguities and conflicting outcomes in polling data
like those used here about public threat perception and views of secu-
rity policies. Timing, ambiguous question formulation, and methodol-
ogy can all affect the reliability of the results. Further, there has been
an absolute deluge of surveys related to 9/11 and terrorism. Many of
these surveys point in different directions, although the trends high-
lighted in this chapter tend to run throughout the majority of the mate-
rial. These data are difficult to aggregate and assess because different
questions under the broader umbrella of, for example, “civil liberties”
and “security” elicit different responses, tipping the balance one way or
another depending on the specific issue (Davis and Silver, 2003, p. 3).

Finally, once again, although issues of security and terrorism absorb
the energy of policymakers and those who support those policymakers,
there is minimal public engagement with them by anyone beyond elite
audiences. While public concern seems to be moderately high on an
ambient level and has remained high since the mid-1980s, terrorism
until 9/11 did not seem to have had much traction as a political issue
among the public. Finally, even after 9/11, terrorism as a daily concern
faded fairly quickly from view, remaining generally the purview of the
media, policy analysts, academics, and decisionmakers.

Public Perception and the Portrayal of Intelligence

Having considered public threat perception and views of security mea-
sures, we now turn to a brief examination of a different layer of the rela-

12 See TAPAC (2004) for a discussion of privacy trade-offs and DARPA programs, includ-
ing TIA.
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tionship between intelligence and public opinion. This section explores
how post-9/11 intelligence and law enforcement CT activities are por-
trayed in the media and what impact this portrayal could have on the
public’s perception and acceptance of adomestic CT intelligence agency.
The media are an important conduit for information—whether accurate
or not—on intelligence activities. Coverage of these issues is broad, rang-
ing from media-distributed allegations of intelligence and law enforce-
ment misdeeds, such as the existence of CIA prisons and extraordinary
rendition, to political dramas relating to intelligence failure and fail-
ure to reform. Other recent portrayals are fictional, using the agencies
and their CT activities as the basis for television shows, such as 24, and
movies, such as Rendition.

These portrayals could—for better or for worse—fill in the “gap
of ambiguity” that is characteristic of the secret operations of intelli-
gence. They can also sway political opinion about what the intelligence
community is doing and what people think is appropriate behavior
for intelligence entities. This can have ramifications for public percep-
tion of administration policy statements regarding these issues—and
thus public trust—as well as for how acceptable a domestic intelligence
agency would be in these circumstances. Interestingly, while the debates
about a domestic intelligence agency have occurred mainly at the poli-
cymaker or academic elite level, media portrayals of CT and intelli-
gence are where these issues are presented to a much broader public.

One high-profile example of the blending of reality and fiction
in domestic CT issues was the Heritage Foundation—organized panel,
“24 and America’s Image in Fighting Terrorism: Fact, Fiction or Does
It Matter?” that united producers and actors from the hit show 24 with
DHS Secretary Michael Chertoff to discuss issues of perceptions of ter-
rorism and decisions about U.S. security policy. The panel addressed
questions of how closely related the show’s portrayal of CT operations
is to the “real thing.” While the panel discussion elicited vague answers
relating to problems of “imperfect information” or “unpalatable alter-
natives,” a more defined data point for exploring how media portrayals
shape public perceptions of intelligence and CT activities is the fact
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that 24 features a torture scene in almost every episode—the first five
seasons of the show depicted 67 torture scenes.'?

The issues introduced by this show are not simply about television
standards of violence; they run deeper in terms of public perception of
acceptable CT methods. The portrayal on 24 of security trumping the
rule of law in American society and of torture as an acceptable tool for
intelligence operations has even penetrated the ranks of the military. A
dean at the U.S. Military Academy at West Point noted that the show
portrays the sacrifice of law in exchange for national security as a posi-
tive value. The effect is, according to him, “toxic” (Mayer, 2007, p. 66).
He mentioned that the television show’s representations of torture are
affecting how military personnel perceive the limits of their duties in
operations abroad. Others have commented that U.S. Army interroga-
tors use methods seen on television against the detainees assigned to
them. Additionally, while depictions of torture are not strictly a post-
9/11 phenomenon, the depictions of the torturers have changed. Now
the torturers are the “good guys™—intelligence ofhicers fighting terror-
ists with tactics of terror (Mayer, 2007, p. 66).

These portrayals may or may not affect interrogators’ use of tor-
ture in their operations, but they do demonstrate a changing notion of
acceptable CT methods. While television’s impact on behavior is the
subject of a different type of study, it can be asserted that viewing repet-
itive scenes of torture could normalize the extreme behavior depicted
in them. As an extension, the availability of these images could affect
the public’s perception of what activities a domestic intelligence agency
involved in CT operations would be authorized to perform, regardless
of the reality of this perception. Preconceptions and fictional portray-
als will fill the gap when no information is forthcoming. Once again,
public trust and the credibility of law enforcement and intelligence in
the United States will depend on clarity in an agency’s adherence to the
rule of law, transparency to the extent possible, and a clear public secu-
rity value being provided by a new agency’s mission and work. Again,
this point has particular traction because the public is not engaged

13 Farhi (2006). See also Heritage Foundation (2006) for text, video, and discussion of the
event; the count was provided by Parents Television Council, quoted in Regan (2007).
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in issues of intelligence. If there were more local-level concern, there
would be more dialogue. As it is, if domestic intelligence is a topic
solely for policymakers and academia, television will provide one of the
few public windows into that discussion.

Conclusions

Analysis suggests that, while the public does not have great anxiety
regarding the threat of terrorism at the individual level, in the aggre-
gate, the perception is that the terrorist attacks on 9/11 did mark a
definitive change and alteration of American institutional and politi-
cal culture. This turning point could be used to redefine appropriate
measures and structures to deal with the terrorist threat, including the
creation of a new domestic intelligence agency.

Based on available polling data, it appears that the public is mod-
erately disengaged from the logistical issues of national security and
that individuals’ concern with the matter of terrorism, in particular,
tends to oscillate (Pillar, 2001, p. 202). Individuals tend to separate
broader policy issues from their personal needs and fears, including
their fear of terrorist attacks. This could be a function of natural per-
sonal self-involvement and focus on familiar and personal issues but
also the result of a general sense of a lack of articulation of security
and intelligence requirements and options. In contrast to answers to
broad polling questions, specific circumstances can crystallize public
opinion and lead to the failures of specific programs—such as TIA or
the LAPD community-mapping project—showing that fundamental
concerns can have immediate impact when groups are motivated to
participate. The public is relatively ambivalent but also mercurial and
reactive to threat, communication, and the dread that arises out of per-
ceptions of inappropriate, nontransparent government behavior in an
open democracy.

For the current study, the fundamental public-policy issue likely
to shape the public acceptability of a new domestic CT intelligence
agency will be articulating clearly what role the agency will have, what
legal and oversight structures will direct its activities, and what respon-
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sibility this entity will have to provide a level of transparency to the
public. While the public has not been overly concerned about the reor-
ganization of the intelligence community, engagement and expectations
would probably change in the face of another terrorist attack. Alterna-
tively, if Americans perceived that a new agency would cost them in
terms of civil liberties, extensive efforts would have to be made to clarify
which specific oversight and legal mechanisms would be employed to
provide accountability, particularly given the secrecy that would inevi-
tably shroud many of the organization’s activities. This would include
careful analysis and control of specific countermeasures—such as sur-
veillance and searches—but also methodologies for choosing whom to
investigate, specifically ensuring that individuals who fit a specific pro-
file are not targeted in a manner unbefitting a society based on open-
ness and respect for civil liberties and diversity.

The Church Committee investigations of the mid-1970s uncov-
ered abuses that were the result of an “enormous unrestricted fear about
the American people.” In that period, the threat was radical, politi-
cized student groups. Now, terrorism drives threat perception, and the
global nature of the current conflict has created tensions of religion,
culture, and race. In both cases, intelligence and law enforcement oper-
ations turned toward the domestic polity. The result in the former case
was abuse and, eventually, national reflection and reactive reform. In
the latter case, there is room to increase sophistication, sensitivity, and
appropriate communication with the public when it comes to institu-
tionalizing domestic CT intelligence.

14 Walter Mondale quoted in L. Johnson (2004, p. 6).



CHAPTER FIVE

The Law and the Creation of a New Domestic
Intelligence Agency in the United States

Jeremiah Goulka with Michael A. Wermuth

The idea of creating a new domestic intelligence agency raises a host of
legal and constitutional questions. This chapter discusses the institu-
tional and structural legal issues involved in creating a new agency. We
examine several legal issues that would arise if the President or Con-
gress should decide to create a new domestic intelligence agency. First,
we discuss whether Congress or the President has the power to create
a domestic intelligence agency, as an independent agency or as part of
an existing agency, and whether it can transfer functions or units of
other agencies to a new or existing agency. Resolving that there is no
constitutional barrier to creating a new agency, we then discuss the
framework legislation that would govern how to create a new agency.
Finally, we discuss various specific legal issues that would arise relating
to oversight, personnel, powers, and finance.

This chapter does not address the myriad questions of civil rights
and civil liberties that arise in the context of domestic intelligence
because they are distinct from the legal questions associated with cre-
ating a new agency and how to do so. Civil rights and civil liberties
questions are addressed in our colleagues’ chapters on the history of
domestic intelligence, the public acceptability of a domestic intelli-
gence agency, and privacy issues in intelligence.

Given the events of recent years, domestic counterterrorism (CT)
intelligence is frequently viewed as a policy area with inherent tensions
and trade-offs between maintaining security and protecting civil rights
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and liberties.! As our colleagues’ chapters on the history of domes-
tic intelligence and the social acceptability of a domestic intelligence
agency demonstrate, public opinion on CT measures swings like a pen-
dulum. In the weeks immediately following a significant fear-inducing
incident, there is frequent outcry for robust new preventive powers,
investigations of failure to prevent the incident, and aggressive prosecu-
tion of perpetrators. As time passes, public concern swings back toward
an emphasis on civil rights and liberties.

Different points of view regarding the current system’s success in
this balancing act may lead observers to support or oppose the creation
of a domestic intelligence agency. If an individual holds the opinion
that the Federal Bureau of Investigation (FBI) is not capable of effec-
tively carrying out the domestic intelligence mission inside the borders
of the United States (due to its law enforcement focus and training,
inadequacy of its counterintelligence [CI] or CT career tracks, or other
reasons), then a new agency might offer an alternative. Opinions that
domestic intelligence functions are too dispersed among intelligence
agencies, from the FBI to the Department of Defense (DoD), may lead
to proposals for a single new agency. Similarly, if one holds the opinion
that the FBI or other government agencies have, in their operations,
exceeded constitutional or legal constraints that protect civil rights or
liberties, a new agency may seem appropriate, especially if such a new
agency could inculcate an organizational culture that is adequately
attentive to civil rights and civil liberties concerns. Others may hold
that civil liberties are best protected by competing agencies or inves-
tigators trained in constitutional policing practices and, accordingly,
oppose the creation of a new agency.

Significantly, these are essentially questions of organization, man-
agement, coordination, and culture, but not questions of law. Ensur-

I RAND analysis in 2003, provided to the congressionally mandated Advisory Panel to

Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruc-
tion (also known as the Gilmore Commission), concluded that “[r]ather than the traditional
portrayal of security and civil liberties as competing values that must be weighed on opposite
ends of a balance, these values should be recognized as mutually reinforcing.” The full analy-
sis was included as Appendix E in the commission’s fifth and final report to the President and
the Congress (Gilmore Commission, 2003).
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ing that any agency conducting domestic intelligence activities pro-
tects both security and civil rights and liberties is an operational issue,
influenced by governing laws and policies, actual operational practices,
the agency’s leadership and professional ethos, and its employees’ char-
acteristics and degrees of professionalism. In the context of this study,
it is important to note that the decision whether to create a domestic
intelligence agency will not, on its own, influence domestic intelligence
practices. If a decision is made to create a new agency with a clear
intent to expand or curtail intelligence powers, that motivation may
shape the practices of the new agency. However, whether such practices
would violate their governing legal framework—or whether the current
legal framework for regulating these activities is appropriate—presents
separate legal and operational questions that have little to do with the
creation of a new agency. Further, the decision itself will not affect
the legal authorities that guide domestic intelligence activities. Whether
governing-agency regulations transgress their empowering statutes and
whether executive orders or statutes transgress the Constitution and its
civil rights and civil liberties norms are legal questions that have little
to do with the creation of a new agency.

Should Congress or the President decide to pursue building a new
agency, it might be opportune for them to take a fresh look at the body
of law that creates and governs surveillance powers and other intelli-
gence activities to consider its propriety, constitutionality, and effica-
cy.2 Otherwise, a new agency would operate under the same constitu-
tional and statutory framework that governs the agencies that currently
conduct domestic intelligence operations. We do not address those
considerations, or the vast literature discussing them, in any detail in
this chapter. Instead, we address the legalities and procedures for creat-
ing a new federal agency.

2 Congress occasionally reviews surveillance laws. See, for example, “US Congress Reas-
sesses Surveillance Laws” (2007).
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The Legality of Creating a New Federal Agency

The legal and constitutional issues that arise when creating a new fed-
eral agency are not new and have been addressed before, most recently
in creating the Department of Homeland Security (DHS), the posi-
tion of Director of National Intelligence (DNI), and the Office of the
Director of National Intelligence (ODNI), and, in the not-too-distant
past, in the division of the Department of Health, Education, and
Welfare into the Department of Health and Human Services and the
Department of Education. There is no doubt that it is legal to create a
new agency, but there are some constitutional and statutory provisions
that may guide its creation and shaping.

Constitutional Considerations

The text of the Constitution itself provides only minimal guidance
on creating or restructuring federal agencies (A. O’Connell, 2006,
pp- 1708-1709). To the extent that the drafters anticipated the creation
of executive departments, they largely left “design decisions to the two
political branches . . . with limited judicial review” (A. O’Connell,
20006, p. 1708). A few elements of loose guidance can be found. The
Necessary and Proper clause grants Congress the power to “make all
laws which shall be necessary and proper” to execute the powers pro-
vided by the Constitution, while the Take Care clause requires the Pres-
ident to “take care that the laws be faithfully executed” (U.S. Const,
art. I, §8, cl. 18; art. II, §3). The Appointments clause requires Senate
consent for presidential nominations but empowers Congress to del-
egate appointment powers for subordinate officers to the President or
heads of departments (or courts) (U.S. Const., art. II, §2, cl. 2). These
provisions enable the creation of government bodies to execute the laws
made pursuant to the Constitution.

Congress and the President may disagree as to which branch of
government is the appropriate one to create or reorganize an agency
(A. O’Connell, 2006, p. 1708, n. 309). Separation-of-powers principles
will apply to this political struggle. Given that domestic intelligence is
a national security function, the Constitution tilts the balance of power
toward the President by virtue of the Commander in Chief clause (U.S.
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Const., art. II, §2, cl. 1). Even so, intelligence agencies have been cre-
ated and reorganized both by the President alone (through executive
order) and by Congress with the President’s signature (through statute).
For instance, Congress created the Central Intelligence Agency (CIA)
in the National Security Act of 1947, but President Harry Truman cre-
ated the National Security Agency (NSA) via a classified memorandum
(Pub. L. No. 235, 80 Cong., July 26, 1947, as amended, codified at
50 U.S.C. § 401 et seq.; A. O’Connell, 2006, p. 1709, n. 315). Presi-
dent George W. Bush created the National Counterterrorism Center
(NCTC) by executive order, then Congress recreated it, altering its
shape, in the Intelligence Reform and Terrorism Prevention Act of
2004 (IRTPA) (EO 13354, August 27, 2004; Pub. L. No. 108-458,
December 17, 2004). IRTPA also created the DNI and ODNI, into
which Congress placed the NCTC.

Should the President choose to issue an executive order creating
a new domestic intelligence agency, there is some judicial precedent
for interpreting the scope of the President’s power to do so. An exe-
gesis on the President’s relatively broad powers in the national secu-
rity arena is beyond the scope of this chapter, but we do note that the
President would likely need to abide by the framework established in
Justice Hugo Black’s concurrence in the Supreme Court’s decision in
Youngstown Sheet and Tube v. Sawyer (343 U.S. 579, 72 S. Ct. 863,
96 L. Ed. 1153, 1952). Justice Black provided a tripartite test for presi-
dential power to act by executive order, finding maximum presiden-
tial power where “the president acts pursuant to an express or implied
authorization of Congress” (bolstered by the Take Care clause). The
President has adequate power in “a zone of twilight in which he and
Congress may have concurrent authority, or in which its distribution is
uncertain” (likely governed by “the imperatives of events and contem-
porary imponderables rather than on abstract theories of law”). Execu-
tive power is at its “lowest ebb” when the President “takes measures
incompatible with the expressed implied will of Congtess . . . for then
he can rely only upon his own constitutional powers minus any consti-
tutional powers of the Congress over the matter” (343 U.S. at 635-38;
see also Masse, 2005, p. 2, n. 2).
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Statutory Considerations

Efforts to create a domestic intelligence agency may be governed by
what Garrett (2005) terms “framework legislation.” Framework leg-
islation governs how Congress, the President, or the executive branch
may promulgate laws and rules in certain contexts. Regarding Con-
gress, these laws “establish internal procedures that will shape legisla-
tive deliberation and voting with respect to certain laws or decisions in
the future” (Garrett, 2005, p. 717). An example would be the Admin-
istrative Procedure Act, which creates procedures for administrative
rulemaking.

The relevant piece of framework legislation for creating a domestic
intelligence agency is the Reorganization Act of 1977, as amended (see
5 U.S.C. § 902 et seq.). The act empowers the President to reorganize
the bureaucracy in certain ways, subject to congressional approval by
joint resolution. Congress must consider the proposal on an expedited
basis and approve or disapprove of the entire package without making
changes to it (5 U.S.C. §§ 908-912).

The act allows the President to reorganize the bureaucracy in sev-
eral ways:

(1) the transfer of the whole or a part of an agency, or of the whole
or a part of the functions thereof, to the jurisdiction and control
of another agency;

(2) the abolition of all or a part of the functions of an agency,
except that no enforcement function or statutory program shall

be abolished by the plan;

(3) the consolidation or coordination of the whole or a part of an
agency, or of the whole or a part of the functions thereof, with the
whole or a part of another agency or the functions thereof;

(4) the consolidation or coordination of part of an agency or the
functions thereof with another part of the same agency or the func-
tions thereof;

(5) the authorization of an officer to delegate any of his functions;
or
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(6) the abolition of the whole or a part of an agency which agency
or part does not have, or on the taking effect of the reorganization
plan will not have, any functions. (5 U.S.C. § 903(a))

Accordingly, the act allows the President to eliminate or consoli-
date agencies, but it does not allow the President to submit reorganiza-
tion plans

(1) creating a new executive department or renaming an exist-
ing executive department, abolishing or transferring an executive
department or independent regulatory agency, or all the func-
tions thereof, or consolidating two or more executive depart-
ments or two or more independent regulatory agencies, or all the
functions thereof; . . .

(4) authorizing an agency to exercise a function [that] is not
expressly authorized by law at the time the plan is transmitted to
Congress;

(5) creating a new agency [that] is not a component or part of
an existing executive department or independent agency; . . .

(5 U.S.C. §905(2))

The act accordingly distills the President’s options for creating a
domestic intelligence agency into two avenues. The first option is to
submit a reorganization plan to Congress. This offers the benefit of
expedited congressional review and no legislative tinkering, at the cost
of limiting the type of agency to a nonindependent agency without
cabinet status, and Congress could refuse to endorse the plan. Any
change to the reorganized agency’s power would have to be addressed
in separate legislation.? The second option is to simply work with Con-
gress to create an independent agency, possibly with cabinet status
and adjusted powers, via the usual legislative process. DHS was cre-

3 It might be possible for the President to create a new agency by a classified executive order,
but this would be inadvisable. It might contravene the Reorganization Act, and it would
certainly provoke a public furor when news of its creation and existence inevitably makes its
way into the press.
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ated through this latter option in the Homeland Security Act (HSA)
of 2002.4 Given the political contentiousness of domestic intelligence
issues, the pendulum swing of public opinion toward the protection
of civil rights and liberties, and the George W. Bush administration’s
efforts to expand executive powers, the second option would likely be
more politically viable than the first.

Specific Legal Considerations

Should a new domestic intelligence agency be created—through what-
ever means—there would be several legal considerations to address.
Many of these will have political ramifications among varying con-
stituencies, and many will incur costs.’

Doing Business As: Procedural Business Concerns for a New Agency

Creating a new agency would present many of the basic legal issues
that any new or successor organization would face. These will vary
according to how an agency is created—from scratch, with some orga-
nizational units transferred from existing agencies, or entirely of trans-
ferred units. Property would need to be purchased or transferred from
prior organizations; leases might need to be reexecuted. Contracts and
ongoing business matters would need to be revisited. Litigation would
need to follow the transferred units. Federal agencies have been created
and reorganized many times in the past, so these experiences would
need to be examined to help guide how these and many other legal

tasks should be addressed.

4 Such a statute may still require a reorganization plan, as did the HSA § 1502. The Reorga-
nization Act’s limitations on agency independence and powers could be offset by provisions
in the statute creating the new agency.

5> Despite the Reorganization Act’s concern with efficiency and cost, reorganizations are
expensive and do not appear to save significant amounts of money in the long term (5 U.S.C.
§901()(2),(3),(6), 2006; A. O’Connell, 2006, p. 1709, n. 317, citing Fisher and Moe, 1981,
p. 306).
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Leadership

The leadership structure of a new agency, especially one created in
response to a crisis, attracts considerable scrutiny. As noted, the Con-
stitution requires Senate confirmation for senior presidential appoint-
ments but allows Congress to delegate appointment of subordinate
federal officials to the President or to heads of departments (U.S.
Const. art. II, § 2, cl. 2). This raises separation-of-powers concerns.
The Appointments clause does not provide neat guidance as to what
types of roles are senior enough to demand Senate advice and consent.
In practice, negotiations between the President and Congress would be
necessary to resolve this if the agency is created by statute. If the agency
were created by reorganization plan, since the Reorganization Act for-
bids the creation of new independent agencies, all officers would ipso
facto be subordinate to the department head. Hence, such officers may
not require Senate confirmation according to the Appointments clause,
though the Senate might still demand confirmation.

The examples of the NSA and DHS are enlightening. NSA was
created in a classified memorandum as a subordinate unit of DoD. No
appointments to its leadership require Senate confirmation (although
all receive routine Senate confirmation of their promotions to higher
military ranks). Instead, the memorandum provides that “NSA shall
be administered by a Director, designated by the Secretary of Defense
after consultation with the Joint Chiefs of Staff” (NSC Intelligence
Directive No. 9 § 2(c), Oct. 24, 1952, revised Dec. 29, 1952).6

Because DHS was created through statute as a new independent
executive department, its top leadership must be appointed subject
to Senate confirmation.” How much of its senior leadership would
require Senate advice and consent was the subject of a separation-of-

6 ‘The directive further provides that “the Director shall be a career commissioned officer
of the armed services on active or reactivated status, and shall enjoy at least 3-star rank
during the period of his incumbency.”

7 There is a narrow exception to Senate confirmation of incumbents of reorganized units. If
a new agency is created entirely or partly through reorganization and Senate confirmation is
required for the leadership of reorganized units, Senate-confirmed incumbents of reorganized
units need not be reconfirmed, even if there is a change in title, so long as the reorganized posi-
tion involves the same or lesser duties (Marshall, 2005).
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powers/checks-and-balances dispute. Members of the Senate opposed
the first version of the HSA because it would have made less than
half of the department’s senior leadership subject to confirmation.
The HSA as passed requires Senate confirmation of 22 of the 27 most
senior members of the department.®

Beyond the power of appointments, the shaping of the leadership
architecture itself attracts political attention because it speaks to power,
accountability, and responsibility. Discussions of IRTPA and the com-
missions that inspired it focus on reorganizing the leadership of the
U.S. Intelligence Community (IC), pointing to the importance of
creating a new DNI who would not be distracted by running an
agency and being the government’s analyst-in-chief, as was the former
role of the Director of Central Intelligence, and whose power would
not be watered down by multiple layers of reporting authority between
the DNI and the President (Treverton, 2005, p. 6; 9/11 Commission
Report, 2004, p. 409). This impression was reinforced by requiring
Senate confirmation for the DNI as well as for the director of the CIA
(IRTPA, Pub. L. No. 108-458, 118 Stat. 3638, § 1011(a)). The powers
of the leadership also attract attention, such as access to intelligence,
the ability to share intelligence with others in the IC, and manage-
ment powers over budget and personnel. These are discussed in the
next section.

Agency Powers

As mentioned in the preceding section, discussions of creating a new
domestic intelligence agency are intertwined with varying opinions on
the current domestic intelligence system’s success or failure at main-
taining an acceptable balance between national security interests and
civil rights and civil liberties interests. Hence, the scope of authority to
conduct surveillance and other activities would likely occupy much of
the political discussion of a proposed new agency. Without specifically
discussing what a potential agency’s powers might or should be, or

8 Thessin (2003). HSA § 103(d) provides that the President can appoint the director of the
Secret Service, chief information officer, chief human capital officer, chief financial officer,
and Officer for Civil Rights and Civil Liberties without Senate confirmation.
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comparing any such recommendation with the current structures and
processes, we note that any changes to authority to conduct various
domestic intelligence activities would have some relationship to how a
new agency is created.

If a new domestic intelligence agency is created via the Reorga-
nization Act, the new agency’s powers must be identical to the sum of
its reorganized parts (5 U.S.C. § 905(a)(4)). Separate legislation would
be necessary to change the agency’s powers. However, if the agency is
created by statute, that statute may provide for expanded or constricted
operational powers.

It is worth noting that molding the scope of a new agency’s powers
must be done with care. Lawmaking is an arduous process that is not
easily revisited. The future utility of a new agency will be limited if the
scope of the agency’s operational and budgetary powers is too limited;
if the place of the new agency within the overall framework of the IC is
unclear or in conflict with the 16 existing IC agencies; and if the com-
parative authorities of the DNI, the leader of the new agency, the cabi-
net official into whose department the new agency might be placed,
and the attorney general or FBI director for activities that are not trans-
ferred to the new agency are not resolved. These are lessons from the
creation of the DNI, who controls only approximately 20 percent of
the IC budget and has direct reporting authority over only one of the
16 IC agencies (the CIA), the rest of which are located in other cabinet
departments (Dorschner, 2007; Hulnick, 2007; “Security,” 2008). IC
and executive branch officials and lawyers, as well as legislators, con-
tinue to devote significant efforts to expanding or limiting the DNI’s
authority (R. Best and Cumming, 2008; G. Miller, 2008).

Odutside of statutory means, the President may exert considerable
influence in shaping intelligence powers and practice. Many intelli-
gence authorities were created by executive order, so the President could
issue new orders to shape the agency’s power (within constitutional and
statutory bounds), no matter how the agency was created.

Agency regulations would follow reorganized units from their
prior agency to the new agency, just as laws and regulations typically
apply to successor agencies, but a new agency would have the power to
conduct new administrative rulemaking processes. Any new admin-
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istrative rules would, of course, be subject to the rulemaking process
created by the Administrative Procedure Act and the limitations of the
Constitution and governing executive orders and statutes. However,
according to the doctrine of administrative deference created by the
Supreme Court in Chevron U.S.A., Inc. v. Natural Resources Defense
Council, courts would defer to the agency’s interpretation of issues that
its governing statutes fail to address or address ambiguously—so long
as the interpretation is reasonable or otherwise legally permissible (467

U.S. 837, 1984).

Accountability

Whatever powers a new domestic intelligence agency may enjoy,
keeping reins on the agency will be a primary concern. Accountabil-
ity presents a challenge in any context, but it is a particularly difhcult
challenge in the context of national security. Accountability in gov-
ernment is often an aspiration pursued through some combination
of internal management, inspectors general, internal and external
audits, congressional oversight, transparency rules requiring disclo-
sure to the public, personnel rules, and the threat of civil or crimi-
nal penalties. Accountability rules are generally designed to promote
legitimacy and appropriate behavior. In the intelligence context, it
is a commonplace that secrecy requirements limit the amounts and
types of information that may be released to the public or specific
governmental bodies (see, e.g., Sales, 2007; Bruce, 2004).

The political context that would most likely surround the creation
of a domestic intelligence agency would make accountability a priority.
Secrecy requirements limit transparency to the public through national
security privileges and exemptions to sunshine statutes, such as the
Freedom of Information Act.

Given that transparency to the public would be at best limited,
in order to maximize public trust for such an agency, governmental
accountability measures would need to be trenchant and visible. This
might involve the creation of a strong or independent inspector general
or ombudsperson. One critique of the HSA was the extent of discre-
tion it gave the DHS secretary to limit inspector general investigations;
another critique was sacking the inspector general for being critical of
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DHS management (Stanhouse, 2004, n. 79 and accompanying text;
B. Ross and Schwartz, 2004). Hence, there would be a need for an
ombudsperson with significant autonomy.

Even if a strong, independent office of inspector general were
created, it would still be an executive branch position. Checks-and-
balances principles suggest that legitimacy and public trust might be
promoted through robust congressional oversight. Ensuring that these
principles are realized would require a hard look at that oversight.

Currently, congressional oversight of intelligence activities is
spread across 17 committees (A. O’Connell, 2006, n. 26 and accompa-
nying text). Any particular component of the IC or its activities usually
falls under the jurisdiction of more than one committee in each house
(A. O’Connell, 2006, n. 33 and accompanying text). This redundancy
and competition in congressional oversight is well recognized. One
of the 9/11 Commission’s five major recommendations was “unify-
ing and strengthening congressional oversight to improve quality and
accountability” (9/11 Commission Report, 2004, pp. 399-400, cited
in A. O’Connell, 2006, n. 38 and accompanying text). Specifically,
the commission recommended that Congress either create a joint com-
mittee on intelligence modeled after the former Joint Committee on
Atomic Energy or establish a committee in each house with the power
to both authorize and appropriate for intelligence agencies and activi-
ties (9/11 Commission Report, 2004, p. 420). The WMD Commission
(2005, p. 20) took a different tack, recommending that

the House and Senate intelligence committees create focused
oversight subcommittees, that the Congress create an intelligence
appropriations subcommittee and reduce the Intelligence Com-
munity’s reliance on supplemental funding, and that the Senate
intelligence committee be given the same authority over joint
military intelligence programs and tactical intelligence programs
that the House intelligence committee now exercises.

The HSA (§ 1503) stated that it was the “sense of Congress that each
g

House . . . should review its committee structure in light of the reor-

ganization of responsibilities within the executive branch by the estab-

lishment” of DHS.
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Though the occasional proposal for change has been forwarded,
there has been little significant change. Anne Joseph O’Connell (2006,
p- 1710 et seq.) attributes this to an unwillingness to give up turf. No
change followed passage of the HSA other than the creation of another
committee, the House Select Committee on Homeland Security, which
features an Intelligence Subcommittee (Cohen, Cuellar, and Weingast,
2006, nn. 105-107 and accompanying text). The 9/11 Commission
Report—and the political context surrounding it—prompted some
change in the Senate, including promoting its Intelligence Committee
to category A status with a new Oversight Subcommittee, establish-
ing the Intelligence Subcommittee of its Appropriations Committee,
and renaming the Governmental Affairs Committee to the Commit-
tee on Homeland Security and Governmental Affairs (A. O’Connell,
2000, pp. 1713-1714). Congress did not follow the 9/11 Commission’s
primary recommendations, however, as they would have involved con-
siderable concentration of powers in a new joint committee or indi-
vidual standing committee in each house (Grimmett, 2006, pp. 3—4;
A. O’Connell, 2006). IRTPA provides no reorganization of the com-
mittee oversight structure, though it does focus some degree of DNI
oversight in the Senate Select Committee on Intelligence and the House
Permanent Select Committee on Intelligence.?

This review suggests that overhauling congressional committee
oversight of domestic intelligence—described by the 9/11 Commis-
sion (2004, p. 420) as “dysfunctional”—is frequently discussed but
rarely implemented. Should a domestic intelligence agency be created
through statute, it will be a challenge to fashion effective oversight that
the public perceives to be effective. Then again, O’Connell suggests
that some degree of redundancy in committee oversight may provide

benefits (A. O’Connell, 2006, pp. 1733-1734).

9 Neither the House nor the Senate has a regular standing committee on intelligence.
Select committees, typically temporary, usually have no legislative power (such as receiving
or reporting on proposed legislation). Standing committees are permanent structures that are
created by statute or the rules of the House or Senate (Davidson and Oleszek, 2004, p. 201).
The House and Senate Intelligence Committees are hybrids (A. O’Connell, 2006, p. 1662,
n. 27 and accompanying text).
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Personnel

Federal laws create a complex web of human-resources and civil-service
rules. If a new domestic intelligence agency is created by statute,
those rules can be amended. The HSA provides significant leeway for
a transitional five-year period to waive or modify civil-service protec-
tions. These include granting the DHS secretary flexibility in adjust-
ing pay, performance evaluation, discipline, and employee appeals,
and granting the President authority to exclude DHS from cover-
age under the Federal Service Labor-Management Relations Statute
(HSA §S 841-842; Thessin, 2003, n. 59 and accompanying text).
Enabling such amendments to civil-service rules would create a com-
plicated political balancing act between staffing flexibility and incen-
tives on one side and labor relations on the other.

A new domestic intelligence agency would likely involve trans-
ferring the FBI’s National Security Branch (NSB) or some of its parts
to the new agency. Even if civil service protections were to be waived
for the new agency during the transition period, these protections
would still apply at the FBI. Forced transfers from other FBI units
to the NSB, or denials of transfer applications out of the NSB into
law enforcement units, in the lead-up to reorganization might lead to
lawsuits based on employment law, civil rights, or retaliation provi-

sions of the U.S. Code.

Conclusions

It is clear that the President possesses the power to create a new domes-
tic intelligence agency, alone or with Congress. Should the decision be
made to do so, several specific legal issues would arise, such as how to
create the agency, how to empower it, how to staff it, and how to make
it accountable. The political context of creating a new agency would
likely determine how some of the legal questions would be resolved.
Whether the agency would be granted greater, lesser, or the same sur-
veillance powers as those possessed by the agencies that currently per-
form domestic intelligence operations, due care would need to be taken
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in the architecture of leadership and accountability to promote the
agency’s legitimacy and the balance of security and liberty.



PART Il

Exploring Different Approaches for Thinking
About Creating a U.S. Domestic Counterterrorism
Intelligence Agency

Describing the U.S. context in which a new domestic intelligence
agency would find itself and exploring the types of models for such
an agency that can be found abroad can contribute to considering
the pros and cons of creating such an agency in the United States.
While such descriptive and comparative information can provide a
foundation, however, it is not enough to suggest the “right answer”—
if such an answer even exists—for public-policy decisions. Indeed,
because of the interplay of interests and views both of the threat of
domestic terrorism and of the tangible and intangible costs associ-
ated with government surveillance and other intelligence activities
domestically, balancing the considerations that are involved in decid-
ing whether a new intelligence agency is in the national interest is dif-
ficult. Moreover, informing policy debate requires more than simply
descriptive information.

To explore different ways of thinking about the policy choice of
creating a domestic intelligence agency, another element of RAND’s
research effort focused both on the options and choices involved in
building such an organization and some ways of thinking about the
costs and benefits of doing so. The chapters in this section therefore
examine four areas:

 The first chapter examines different organizational models for
what a new domestic intelligence agency could look like. In
policy debate, those words have been used to describe a variety of
changes in the structure of government and intelligence policies.
Informed debate requires being clear about what is meant so that
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deliberation is not confused by use of the same words to mean
different things.

* The second chapter examines different organizational, policy, and
technological options for carrying out intelligence missions while
protecting individual privacy and civil liberties. While the tension
between improving security and such intangible values is often
viewed in shorthand as a trade-off, this discussion seeks to break
out of that tendency and think through available ways to pursue
both simultaneously.

* 'The third chapter explores how to think about developing mea-
sures or metrics for domestic intelligence activities, including
measures of both what policies are trying to accomplish and the
elements that shape public acceptability of intelligence activi-
ties. Using metrics to guide improved performance in the public
sector has become a focus in many areas. While their application
in intelligence is problematic for many reasons, the structured
thought involved in considering ideal metrics for domestic coun-
terterrorism (CT) activities can be useful in thinking through
the otherwise abstract trade-offs that must be made in crafting
security policies.

* Finally, and most speculatively, the last chapter in this section
explores the application of a technique normally used in regula-
tory analysis or studies of the costs and benefits of more-traditional
government programs to thinking about changes in domestic
intelligence policies. We use cost-effectiveness analysis to frame
questions about how effective a new domestic CT intelligence
agency would have to be for its benefits to justify its costs—not
just the resources involved in creating it, but much less tangible
costs associated with its effect in such areas as personal privacy
and civil liberties. Like our exploration of metrics, these tech-
niques do not produce a final answer on the value of creating a
new domestic intelligence agency but provide an additional way
in which to structure thinking and debate.



CHAPTER SIX

Weighing Organizational Models for a New
Domestic Intelligence Agency

Genevieve Lester and Brian A. Jackson

Throughout most of the chapters in this volume, the creation of a new
domestic intelligence agency has been treated as a singular action, and
many of the practical details of what creating such an agency might
mean have been left unexplored. In this chapter, we explore several
alternative design options for how a new agency could be organized.
The discussion addresses structure, institutional characteristics, and fit
with the specific U.S. intelligence and law enforcement context.

Some scholars have used insights from organizational-theory lit-
erature to assess how well intelligence organizations have adapted their
missions and mandates to absorb the requirements of the dynamic,
post-9/11 security environment (Zegart, 2007, 1999)." Others have
applied organizational concepts drawn from engineering, risk analy-
sis, and safety to issues of intelligence and homeland security (Sagan,
2004; Risk Analysis, 2007). In this chapter, we build on these efforts
by applying organizational and public-administration concepts to the
problem not only of adapting existing organizations but also of poten-
tial creation of an organization in the domestic intelligence arena.

A discussion of all of the organizational and management options
applicable to the design of a domestic counterterrorism (CT) intelli-
gence agency could proceed in multiple directions—as we have seen in
the media—and potentially run to thousands of pages. We limit our
discussion here to a snapshot of what we consider the most salient ana-

' The classic text that provides the analytical basis for these assessments is Allison (1971).
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lytical and design issues, in terms not only of the greater discussion but
also of the particular focus and requirements of this volume.

Organizational Design and Domestic Intelligence

The current domestic intelligence system in the United States is highly
decentralized. As was described in Part I, a RAND effort to map
domestic intelligence activities using open-source information identi-
fied a wide variety of efforts by many organizations across levels of
government and in the nongovernment and private sectors. In assessing
current activities and exploring what might change if a new domestic
agency were created, we used a set of five domestic intelligence capa-
bilities to enable us to capture the primary requirements for successful

CT intelligence:

* collection capabilities for gathering information

* analysis capacity to identify and assess the data

* storage to retain relevant information for future use

* information-sharing and transfer mechanisms to move either raw
collected data or analytical products to the individuals and orga-
nizations that need them

* capability, authority, and willingness to act on the information.

Currently, U.S. domestic intelligence capabilities are spread
across many organizations. As a result, success in preventing terror-
ism depends not just on the performance of individual organizations,
but also on how the entire system works together. In response to this
structural dynamic, a variety of recent reform initiatives have focused
on increasing information-sharing, interoperability, and communica-
tion between agencies, as well as the fusion of intelligence and law
enforcement information between agencies and levels of government
(see Chapter Three).

The creation of a new domestic CT intelligence agency could be a
departure from the current approach to domestic CT efforts. How sig-
nificant a departure it would be, however, depends on exactly what is
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meant by “creating a new intelligence agency,” since the apparent sim-
plicity of that statement obscures the fact that it could refer to any one
of a range of possible policy actions. A new agency could be structured
in an almost unlimited number of ways, depending on—among many
factors—the organizational objective driving formation of the agency.
For example, its organization could differ depending on whether the
new agency would be intended to be additive (e.g., a new organization
intended to supplement the intelligence structures currently in place)
or transformative (involving substantial reorganization or elimina-
tion of some or all of the current domestic intelligence system). Any
of the design alternatives mentioned here would, at a most basic level,
require choices regarding which functions (collection, analysis, data
storage, information-sharing activity, and authority and capability to
act) would be centralized within the new structure.

On a more detailed level, specific organizational properties could
be emphasized to a greater or lesser degree depending on which orga-
nizational model is chosen for the new agency, or even if a combina-
tion, or hybrid, of models were chosen. For example, some designs put
emphasis on gauging and reinforcing the resilience and adaptability of
an agency or of the overall national domestic intelligence effort, partic-
ularly in terms of response to the dynamics of emerging threats. Other
designs could focus more heavily on transparency than secrecy, empha-
size linear efficiency more than resilience, or value centralized organi-
zation more than diversity and regional-level fusion initiatives. These
are just a few of the possible characteristics that would have to be con-
sidered when assessing how a potential agency should be organized.

To gain insight into the feasibility of a domestic CT agency,
we explored a range of organizational and structural options. First, we
looked at three options that would require subordinating an agency
to a current organization. As potential sites for the new organization,
we examined the Federal Bureau of Investigation (FBI), Central Intel-
ligence Agency (CIA), and Department of Homeland Security (DHS),
respectively. Second, to push this analysis further and explore the impli-
cations of different design choices, we constructed a set of idealized
models of what a newly created agency might look like and how much
change in the current domestic intelligence enterprise (Figure 3.1 in
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Chapter Three) might be involved in its creation. The intent of these
models is not to present them as actual options for consideration but
rather to use them as heuristics to guide thinking. The models are a
conceptual exercise to help us explore the salient analytical characteris-
tics that each potential alternative structure would affect.

As a final note of context, the purpose of this type of analysis is not
to add unnecessary complexity to the current discussion but to explore
the implications of the wide range of organizational-reform proposals
that have been suggested since 9/11. Organizational reform tends to
be viewed as a simple and politically acceptable solution to perceived
failures in performance, one that can assuage a range of critics imme-
diately. Organizational change is, however, much more complex than it
can seem at first glance (Posner, 2006, p. 105; see also Betts, 1978). The
outcome of changes undertaken since 9/11 has so far been somewhat
ambiguous, and organizational reform tends, generally, to atrophy over
time.? Further, reform tends to focus on short-term and immediate
concerns. The analysis in this chapter extends the time frame, describ-
ing short-term constraints and effects as well as exploring how different
possible designs of a new agency might adapt and change over time.

Adapting the Status Quo

While introducing an entirely new agency dedicated to domestic CT
intelligence is one option, some proponents of domestic CT intelligence
reorganization argue that an effective approach to streamlining domes-
tic intelligence activities would be to create a domestic intelligence ser-
vice within an existing agency. The most relevant options could include

placement within the FBI, CIA, or DHS.

Federal Bureau of Investigation

Placing an agency within the FBI has been the subject of much
discussion—due mainly to the fact that many insiders consider this
option to be a straightforward and potentially cost-effective approach.

2 Atrophy concept drawn from the work of Richard K. Betts, particularly Betts (1978).
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The FBI currently has responsibilities for criminal law enforcement,
domestic CT, and domestic counterintelligence (Richelson, 2008,
p- 158). With the significant post-9/11 changes in its mission and activ-
ities, the FBI is the primary locus of domestic CT intelligence activities
in the United States. Thus, it is argued that the FBI could easily take
on enhanced domestic CT intelligence responsibilities that would be
associated with creating a new agency within the FBI. According to the
argument, enhancing domestic CT intelligence capabilities would be a
mission refocus but could still be somewhat less disruptive than other
options to the FBI’s other activities® and the intelligence community’s
(IC’) CT mission as a whole (Posner, 2006, p. 94).

There is a range of ways that this service could be designed within
the FBI. Probably the most realistic option would be to unite all FBI
personnel dealing with international CT, foreign counterintelligence
(CI), and security countermeasures into a service that would report
to the director of the FBI and, through the director, to the attorney
general (Cumming and Masse, 2004). The focus would thus be on
continuity—both through the use of existing personnel and struc-
tures and through the continued relationship with the attorney gen-
eral, intended as that relationship would be to assuage civil liberties
concerns.

This model could also help tighten the link between federal, state,
and local intelligence operations by reinforcing the relationship between
a centralized analytical hub and the numerous spokes (or decentralized
components)—the joint terrorism task forces (JTTFs) and field-office
intelligence and law enforcement activities—that constitute the FBI
structure (Cumming and Masse, 2004). Opponents of this proposal
could argue that law enforcement and domestic intelligence should be
separated, allowing both to flourish in dedicated environments and
reinforcing the demarcation of responsibilities, given real civil liber-
ties concerns. The argument against placing such a new organization

3 Such concerns would presumably be parallel to those that have been raised about the
FBI’s CT activities crowding out other law enforcement activities (Shukovsky, Johnson, and
Lathrop, 2007). See also FBI (2008, p. 4-123) and Goodwin (2004). A similar trend can be
observed, albeit in an international context, for participation of MI5 in the United Kingdom
in criminal investigations (Fidler, 20006).
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within the FBI also rests on the view that the professional cultures of
intelligence and law enforcement do not mesh easily. Law enforcement’s
case-based, retroactive approach clashes with the sweeping, preventive,
and longer-term activities of the IC (see Posner, 2006; Treverton, 2003;
Sims and Gerber, 2005). The post-9/11 changes made by the FBI have
been aimed directly at meshing law enforcement and intelligence activ-
ities, though it is not clear whether the concerns that have been voiced
by outside observers have been fully overcome.

A moderate variation of this suggestion was taken up by the
WMD Commission, which stated among its recommendations that
a National Security Branch (NSB) should be created within the FBI.
‘The service was to include the FBI's CT and CI divisions as well as the
Directorate of Intelligence. In response to these recommendations, this
service was created from three FBI divisions on September 12, 2005,
in accordance with the provisions of the Intelligence Reform and Ter-
rorism Prevention Act (IRTPA) (Richelson, 2008, p. 159). The NSB
currently contains the Counterterrorism Division, Counterintelligence
Division, Directorate of Intelligence, and WMD Directorate. The NSB
is not entirely focused on the mission of CT, however, as the Director-
ate of Intelligence continues to be responsible for ordinary criminal
intelligence as well as national security intelligence. Both the CT and
ClI divisions also still have law enforcement responsibilities.

To link the FBI’s new CT intelligence mission more closely to the
IC, the Director of National Intelligence (DNI) has budget authority
over the FBI’s national intelligence activities. The DNI also has speci-
fied authority to concur in the appointment of the executive assistant
director for the NSB (EAD-NSB) (FBI, 2006a). While the change has
marked a step in the direction of streamlining domestic intelligence, it
does require both the CT and CI divisions to maintain their current
structures, responsibilities, and, importantly, their conduct and man-
agement of investigations into CT and CI.

The changes that the FBI has made since 9/11 are part of the argu-
ment that creating a broader domestic intelligence effort within the
FBI would be more straightforward and cost-effective. However, the
extent of the success of the efforts to change the FBI’s focus to prioritize
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the intelligence mission among personnel is not yet entirely clear. For
example, Field Intelligence Groups (FIGs) have been introduced to the
FBI field offices not only to guide the intelligence cycle on a regional
level but also to imbue the offices with an increased sense of the intel-
ligence mission. But questions have been raised about how effectively
the FBI and other law enforcement organizations have been building
and using intelligence-analysis capabilities (see, e.g., DOJ Audit Divi-
sion, 2007; DOJ OIG, 2005a, 2005¢). The same concerns mentioned
earlier about case-based focus and divergent collection cultures as well
as underspecialization due to the mesh of law enforcement and intel-
ligence missions are prevalent in this discussion. On a more theoretical
level,

[wlhile it is easy enough to change the formal architecture, it cer-
tainly takes real time to change the set of people in the firm and
the networks among them, to redefine the fundamental beliefs
they share, and to induce new behavioral norms. Yet these may
be the most important elements to the realization of the strategy.
(Roberts, 2004, quoted in Posner, 2006, p. 36)

The shifts that have already been made at the FBI would certainly be
steps in the broader process involved in creating a more autonomous
domestic intelligence agency within the FBI. The full extent of those
changes—i.e., how much additional change would be required to actu-
ally create a new agency under the FBI—remains an open question for
outside analysts and observers.

Central Intelligence Agency

A second organizational suggestion is to place a new domestic CT
intelligence agency under the CIA’s purview. The rationale for this
approach is the argument that combining domestic and foreign intel-
ligence operations could mesh operational cultures effectively. One of
the most persistent arguments against the FBI’s role in domestic intel-
ligence has been this idea of professional cultural dissonance between

4 For example, discussion in October 2007 congressional hearings reported in M. Johnson

(2007).
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its law enforcement and intelligence roles. Separating domestic intel-
ligence from its law enforcement role and subordinating it to the pur-
view of intelligence professionals could be a solution.

In this context, the domestic and foreign intelligence analysts
would be able to share information effectively—the wall thought to
stand between the two disciplines and sets of organizations would not
exist almost by definition, and analytical personnel with similar skill
sets would be colocated and empowered to act together.5 Information-
sharing—seemingly the mantra of the post-9/11 world—would be
facilitated, as would more centralized and integrated information stor-
age (Jervis, 2000, p. 6). Finally, the traditional structures of congres-
sional oversight could be applied to the new, combined organization,
responding to fears that a domestic CT intelligence agency withdrawn
from U.S. Department of Justice (DQOJ) responsibility would not be
appropriately accountable or fully observant of the legal constraints on
domestic intelligence activities.

Having said all this, there is probably no more controversial choice
on the entire spectrum of alternatives than involving the CIA in explic-
itly domestic CT intelligence activities.® At a very basic level, public per-
ception of the nature of the CIA’s clandestine operations and the recent
controversy regarding extraordinary rendition and CIA prisons would
likely exacerbate public fears regarding potential domestic intelligence
abuses. Recalibrating perceptions of operational activities in a domestic
context would require reforging the CIA’s charter in the public eye. It
would require commitment to building and reinforcing public trust,
credibility, and accountability through more openness and transpar-
ency than what is generally associated with foreign intelligence activi-
ties. It could be very difficult to create a domestic intelligence subunit
that would be transparent enough to address fears of CIA operations
based on historic abuses, semicurrent horror stories, and the eternal

5 The wall refers to the legal restrictions on sharing information across the line between

intelligence and law enforcement.

©  The comments of John MacGaffin (2003), formerly of the CIA, are illustrative: “[I don’],
and wouldn’t for a moment, think the CIA should do [domestic intelligence]. It would be a
terrible idea within the United States.”
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myths that fill the gap created by secrecy (see also Chapter Four) while
maintaining the security needed for effective intelligence activities.

U.S. Department of Homeland Security

The third organizational alternative, creation of a subunit of DHS,
introduces its own challenges. On the one hand, it makes a great deal
of sense to subordinate a domestic intelligence agency to the newly cre-
ated agency, which already has the function of combining most efforts
on homeland security and preparedness. DHS currently possesses ana-
lytical capabilities that could be transferred to domestic intelligence
efforts—including intelligence and analysis, risk analysis, and threat
assessment efforts, such as its Homeland Infrastructure Threat and Risk
Analysis Center (HITRAC). Further, a domestic intelligence agency
could forge links with the intelligence components of the other DHS
subunits, such as U.S. Citizenship and Immigration Services (USCIS)
and the U.S. Coast Guard (USCQG).” These ties could be invaluable in
the information-sharing community that is the focus of many post-
9/11 intelligence-reform endeavors.

One of the assumptions of this approach would be that intelli-
gence would be separated from law enforcement capabilities, though
the range of law enforcement roles carried out by DHS subunits would
mean that this was not a certainty (see, e.g., U.S. House of Representa-
tives Committee on the Judiciary Subcommittee on Crime, Terrorism,
and Homeland Security, 2004). A culture of prevention could meld
well with the culture of intelligence (Posner, 2006, p. 12). DHS mem-
bership could therefore solve some problems but could also introduce
others: How would the necessary relationships be built that would
allow the new agency collection capability were it to be subordinate to
DHS? What relationship would be built with law enforcement orga-
nizations outside the agency? What would the timing be in terms of
handing cases off to a law enforcement agency? It is feasible to think
that DHS could be more adaptable to a new mission. The agency itself
is an innovation, and, as its mandate was developed in the wake of the
attacks on 9/11, one of its core missions is preventing terrorism. A less

7 Aspects of this argument are drawn from Posner (2006).
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entrenched organization, such as DHS, could potentially be both more
adaptable and more resilient in the face of emerging threats than the
somewhat rigid post—World War II creations of the FBI and CIA.

On the other hand, the creation of DHS has demonstrated how
complex the forging of a hybrid organization out of multiple agencies
can be. While certainly possible, the costs have been enormous, and
the process has not been smooth. Some of the failures of the current
subunits within DHS, especially the Federal Emergency Management
Agency’s (FEMAY) response to Hurricane Katrina, have raised major
questions about the department’s effectiveness. Further, meshing cul-
tures to break down stovepipes has been problematic, so it is unclear
whether a domestic intelligence agency would be able to benefit from
information-sharing and coordination implicit in the suggestion to
place it within DHS. A domestic intelligence agency would be inserted
into this fray and would have to scramble for funding and attention
in competition with the disparate agencies and subcomponents that
already make up the department (Posner, 2006, p. 124).

Alternative Models for a Domestic Counterterrorism
Intelligence Agency

Having discussed briefly the options for subordinating a potential
domestic intelligence agency to an existing IC entity, we now discuss
alternatives for creating a stand-alone domestic CT intelligence agency.
In our analysis, four general, idealized models were considered and
are illustrated in Figure 6.1. The models help us explore the salient
characteristics that each potential alternative structure would affect. In
the figure, the options for a new domestic intelligence agency are pre-
sented as stand-alone organizations—that is, each model has its own
bureaucratic structure, hierarchy, and institutional culture and would
not be part of a cabinet-level agency. Finally, we have differentiated
the models from one another somewhat artificially. As we describe
later, some characteristics of each overlap with each other. As men-
tioned previously, the value of such models is highlighting different
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Figure 6.1
Idealized Models for a New Domestic Intelligence Agency

Simplify

Replace Interconnect
current current current current
system system system system

RAND MG804-6.1

organizational characteristics that might be associated with alternative
ways of creating a new agency, rather than as distinct options for doing
so.

Replace the Current System

Other chapters in this volume have explicitly pointed out that policy-
makers do not have a blank slate for creating a new domestic intelli-
gence agency, given new and legacy efforts (see Chapter Three). That
said, the simplest model for a new domestic CT intelligence organiza-
tion would be to wipe the slate clean of current activities and attempt
to build a single entity consolidating all of the capabilities needed to
pursue the mission of domestic CT intelligence. This proposition is
somewhat difficult to conceptualize, given the currently highly com-
plex and interconnected domestic intelligence enterprise. In this hypo-
thetical case, all domestic CT intelligence activities would be cen-
tralized, and this agency would handle all aspects of domestic CT
intelligence issues internally. This would entail, ostensibly, conducting
the entire set of intelligence activities described earlier, from collection
to action. Centralization would require a robust hierarchical bureau-
cracy and close relationships with regional and local structures. The
agency’s relationships with other federal-level agencies would be lateral
and ongoing, rather than sequential—for example, there could be col-
laboration with the CIA on joint domestic/foreign intelligence issues,
but there would no longer be a need to hand off information to a law



134 The Challenge of Domestic Intelligence in a Free Society

enforcement agency as the final stage of an intelligence investigation.
The entire process could occur internally.

This model is unworkable on a practical level for a variety of rea-
sons, not least of which is that the many organizations that would have
to be subsumed to provide it with the full suite of needed capabilities
would, in many cases, still be necessary to other non-CT missions.
An example of this would be law enforcement capability, since arrest-
ing and prosecuting individuals is a key element of acting on intel-
ligence to prevent terrorism. In this hypothetical extreme, an entirely
centralized domestic intelligence agency would need to be able to act
on intelligence throughout the country, implying that it would con-
tain the equivalent of policing capabilities from the federal level (e.g.,
subsuming the FBI) to the state and local levels. Though centraliza-
tion focused on this single mission would simplify domestic CT intel-
ligence considerably, it would neglect the range of other law enforce-
ment roles such agencies have that have nothing to do with CT. As a
result, it provides an illustration of both the limits to how much could
practically be centralized and the difficulty in teasing out CT domestic
intelligence activities from these other, related missions in the context
of either building a new agency or reorganizing current ones. Such a
fully centralized model would also be inconsistent with the U.S. fed-
eral system of government and, as the disruption associated with the
founding of DHS demonstrated, would have enormous financial and
practical transaction costs if attempted.

While easy to dismiss as a design option for practical reasons,
on a conceptual level, a fully centralized model is useful for analytical
purposes because it highlights several key issues. Centralizing some
domestic intelligence activities could be an attractive approach to help-
ing to address some of the larger challenges facing intelligence opera-
tions. Centralization could help streamline the process of gathering
and processing intelligence, cutting down on task overlap and duplica-
tion with other agencies or components. The process could be made
efficient and cost-effective by minimizing redundancy. Further, cen-
tralization and bureaucratization can introduce standard operating
procedures that can smooth and improve the efficiency of domestic
intelligence processes and address some of the problems of consistency
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that have been raised about current efforts. In theory, the positive ele-
ments of hierarchy, bureaucracy, and division of labor could be fully
utilized—in this case, linear processing, efficiency, and straightforward
pathways for communication and authority.®

Centralization of operations would also make oversight more
straightforward, since a more limited and focused structure can over-
see the entirety of the nation’s effort. Bureaucratic centralization can
provide a focal point for responsibility and thus a direct mechanism for
accountability. A centralized domestic intelligence agency could make
use of oversight mechanisms similar to the ones in place now; wide-
ranging structural innovation would not be required.

Information-Sharing. Information-sharing in this model would
become an issue of intra-agency information-sharing rather than the
frequently more difhicult interagency variety, with its many difhicul-
ties of procedure, software, document classification, and uneven rela-
tionships among information sharers. Centralization would also allow
resources to be concentrated; at least theoretically, the most effective
leadership and best qualified personnel could be brought together. This
contrasts with the current system, in which many independent orga-
nizations must be staffed, given resources, and coordinated with their
appropriate counterparts. Centralization in this context can make it
possible to impose consistency and quality control on activities. This
can help maintain uniform quality of collection and analysis because
centralized storage facilities can purge incorrect or inappropriately col-
lected data.

Adaptability and Change. While, as has been proven historically,
there can be many benefits to centralizing intelligence efforts, there are,
quite obviously, also drawbacks. Consistency can be a weakness, partic-
ularly when the goal of the organization is to address a dynamic threat
that changes over time. The centralized bureaucratization and hierar-
chy that could offer efficiency could also limit institutional adaptability
and resilience, as well as hinder the incorporation of alternative analyti-

cal perspectives (Wilensky, 1967, p. 58).

8 Frederickson and LaPorte (2002). This argument also draws from the classics of Max
Weber (see, e.g., Weber, 1947).
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On a broader organizational level, adaptability or change tends to
be a function of how porous the borders of that organization are (Scott,
2002, p. 123)—for example, how open is the organization to exter-
nal input, and how does it react to this information? In the context
of intelligence, this could include a range of inputs, from consumers
to members of Congress responsible for oversight to the public to the
countermeasures required in response the threat itself. A fully central-
ized domestic intelligence agency would not require openness to other
organizations in terms of work product—it would be fully contained.
This could, thus, raise questions about transparency and could affect
institutional learning and change.

Transparency and Public Perception. Openness is not a character-
istic often or conventionally ascribed to organizations carrying out the
intelligence mission. Protection of information is a functional neces-
sity when it comes to guarding the technical core of any enterprise,
but it becomes even more central when it comes to guarding classified
and sensitive information with security implications. As organizational
theorist W. R. Scott (2002, p. 123) points out,

Organizations construct and reconstruct boundaries across which
they relate to the outside world. Between the outside world and
those outside there is not one barrier, but many, and for most
kinds of organizations these barriers become higher and more
impenetrable as we come closer to the organization’s technical
core.

While difficult to predict a priori whether it actually would, by provid-
ing the ability to more consistently impose security and other restric-
tions, centralization could also reduce the transparency of national
domestic intelligence efforts.”

Although intelligence reorganization is less of a trenchant issue
in terms of public opinion, a fully centralized domestic intelligence
agency—depending on how it was portrayed—could stoke public

9 This potential reduction in transparency could mitigate potential benefits in terms of
public acceptability that might be gained by more-centralized oversight of intelligence
activities.
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anxieties about a potential increase in invasive measures (for exam-
ple, surveillance). This could be the case particularly if it were per-
ceived as opaque, inaccessible, and not minded by appropriate over-
sight. Whether these concerns were reasonable would be borne out
by how the agency was run—e.g., greater centralization could make
oversight more straightforward and, by limiting the diversity inherent
in a complex and decentralized system, increase transparency. While
quite clearly unrealistic, this model highlights issues of centralization
efficiency that could contribute to the mission of domestic CT intel-
ligence. It also marks an end-of-the-spectrum state that can serve as an
indicator for other, less extreme versions of centralized domestic intel-
ligence efforts. One such option is introduced in the next section.

Add to the Current System

From a bureaucratic perspective, the simplest path for forming a new
domestic intelligence organization would be to add a new domes-
tic agency on top of the existing intelligence, law enforcement, and
homeland security community. This model would introduce an agency
primarily responsible for domestic CT intelligence, but it would not
affect or remove components of any of the agencies that exist in the
current system. The agency would be stand-alone and would have
its own budget, leadership, and bureaucratic structure. It would also
have its own analytical personnel, who would be recruited and trained
entirely vis-a-vis the work of this agency. The idea to just drop a whole
new agency into the already complex domestic intelligence enterprise
(Figure 3.1 in Chapter Three) is unrealistic for a different set of reasons
than attempting to drastically simplify that system as discussed ear-
lier'® but is similarly useful for analytical purposes.

In contrast to the fully centralized agency described in the pre-
vious section, a question raised by this model would be which capa-
bilities would be included in this new organization (versus those that
already exist in other organizations with CT missions or activities)

10 Though this model might seem easy to dismiss out of hand as impractical, individuals
with whom we spoke expressed the concern that, in reaction to a future terrorist attack, a
new agency might be established precipitously, creating just this situation.
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and how the relationships to current efforts would be established. This
federal-level agency could be a central hub for domestic CT intelli-
gence activities and could be responsible for maintaining relationships
with organizations at the state, regional, and local levels. It could be
configured in numerous ways, and we do not explore each possibil-
ity here. We, do, however, unpack what we view as a fundamentally
important issue when we address the controversial question of whether
the law enforcement function should be separated from the domestic
intelligence responsibility. This issue has arisen in terms of subordinat-
ing the new agency to current law enforcement institutions, such as
the FBI, and is salient to questions of how to design an entirely new,
additional agency.

A concrete example that could illustrate some of the characteris-
tics of this conceptual model is the National Counterterrorism Center
(NCTC). The NCTC was added to the IC in 2004 to provide a cen-
tral IC organization for operational planning and joint CT intelligence
analysis (see Masse, 2004, 2005). Staff drawn from at least 10 intel-
ligence agencies are colocated at this center, including large segments
of the CIA’s Counterterrorism Center and the FBI’s Counterterrorism
Division, with the intention being that #ssue focus and joint collabora-
tion can strengthen CT operations by bringing a wide range of intelli-
gence tools and disciplines to bear on the problem of terrorism (Masse,
2004, 2005). This change created a new entity in the overall CT intelli-
gence system, though it should be noted that the creation of an entirely
new agency focused on domestic intelligence would be a much more
substantial addition than was the case in creating the NCTC.

Institutional Responsibilities and Culture. The addition of a new
agency would allow for the creation of an entirely new institutional cul-
ture, one not affected by the mores of the entrenched national security
and intelligence organizations, trying as they are to adapt to the post-
9/11 environment. With a coordinated mission, advancement based on
mission-specific goals, and training and leadership focused on the CT
mission, the bureaucratic clashes of joint law enforcement/intelligence
operations could be avoided. However, though creating a new agency
within the current enterprise would provide the opportunity to build a
purely domestic intelligence culture in the organization, to be effective,
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it would have to have strong relationships with both law enforcement
and other organizations that already exist.

With law enforcement separated from intelligence, procedural
relationships would have to be established. All of the same questions
of boundaries would still exist and on multiple governmental levels.
For example, when would a case be passed on to the appropriate law
enforcement body? How would intelligence sources be protected? How
would jurisdiction be defined? Would cases be passed on only to other
federal-level law enforcement, or would the new agency deal directly
with regional and local agencies? The direction of these relationships is
not just an academic point: The efficacy of this new agency would be
contingent on the smoothness of these relationships. If smooth flows
of information are not established, the new agency would simply add
another stream of information and another bureaucratic culture and
would not add any value in terms of focus or expertise to the IC at
large.

Changing culture through combining representatives from a
range of agencies is an effort fraught with complications. For example,
the mix of agency cultures within the NCTC has not been entirely suc-
cessful at producing a blended environment, a problem exacerbated by
the fact that the staff detailed to the NCTC operate under their own
home-agency authorities and thus are not truly integrated into a new
agency (see Masse, 2005). A key piece of effectiveness in this model
would be personnel-related: establishing recruitment and training pro-
grams focused on gathering new analytical staff and training them in
the particular culture and mission of the additive agency.

Duplication and Redundancy. While a new agency would add
the benefits of mission focus, dedicated bureaucracy, and a culture that
could develop around the mission of domestic CT intelligence, this new
agency could add problems of duplication to the existing IC. Duplica-
tion is a complicated concept in this context: It can add problems in
communication and efficiency and complicate current problems of turf
wars and competition over scarce resources. It is generally argued in
organizational-theory literature that redundancy is negative and leads
to waste and inefficiency (Landau, 1969, p. 348). On a policy level,
duplication can slow down the decisionmaking process when policy-
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makers are forced to pore through multiple variations of—in many
cases, similar—recommendations.

On the other hand, in the context of intelligence analysis, dupli-
cation can aid accurate decisionmaking by allowing the policymaker
access to a range of opinions and assessments. For example, if agen-
cies are expected to challenge each other’s analyses, they can tease out,
explore, and weed out faulty assumptions that would otherwise get
tunneled to the top of the decisionmaking process when there is no
external criticism.

Duplication, or redundancy—viewed through the lens of the
traditional safety measures derived from engineering practices—can
serve as a fail-safe in the high-stakes world of security and homeland
defense. Duplication or redundancy can have a range of benefits—for
example, to the safety of engineered systems, such as aircraft carriers,
automobiles, or nuclear reactors. Systemically, redundancy can reduce
the pressure of possibly having to perform despite accident or failure.
Redundancy “accepts the inherent limitations of any organization by
treating any and all parts, regardless of their degree of perfection, as
risky actors” (Landau, 1969, p. 350). Key to the assumptions underly-
ing this argument is the fact that the parts of the system must be inde-
pendent of one another so that the failure of one does not impede the
effective operation of another. It could thus be argued that duplication
and redundancy could assist with reliability, adaptability, and resilience
in response to breakdown or—in the case we are discussing here—
emerging, dynamic threat.

Unfortunately, there are broader negative aspects to redundancy
and duplication. Duplication or redundancy can cause other organi-
zational problems, such as shirking responsibility or the diffusion of
responsibility leading to no one, in fact, getting a job done (Sagan,
2004, p. 940). An extension of this argument points to the problem of
overcompensation as a potential outcome of redundancy (Sagan, 2004,
p. 944). While this can mean risky behavior for an individual, in the
context of an intelligence agency, it could engender sloppy work. If
simply adding a new agency to the system is seen as a cure-all, other
necessary 1C reforms may not be taken seriously or undertaken at all.
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Information-Sharing and Coordination. In thinking about how
implementing such a model might affect key challenges for domestic
intelligence, the value of simply adding an agency to the current system
is not clear. On an information-sharing level, while an additional hub
for information transfer might increase the chances of information
flowing, it also creates opportunities for disagreement, requiring that
organizations that receive information from multiple sources (e.g., local
police forces connected to more than one hub organization) decon-
flict the data streams. While duplication can help keep a system from
failing entirely, the existence of parallel systems operating in multiple
organizations also creates the potential for information-sharing fail-
ures. The existence of data systems in multiple organizations makes it
more difficult to track down erroneous data and to keep the amount of
data in the system about members of the general public within accept-
able bounds.

Oversight. The existence of multiple, parallel (potentially dupli-
cative) activities may also complicate oversight, as new oversight path-
ways and responsibilities would have to be established and made cred-
ible and efficient. The creation of an additional agency could increase
the responsibility of the current congressional-oversight bodies or
require a new institution to take responsibility for overseeing the new
agency’s activities. Considering how long and complicated the process
was to institute the House and Senate Permanent Select Committees
on Intelligence in the 1970s, there is little optimism that an appropri-
ate mechanism could be established that would instill public trust and
command the appropriate level of respect and credibility from the new
agency’s leadership.

Simplify the Current System

The formation of a new domestic intelligence organization could focus
on simplifying the complexity of the current IC and providing a more
centralized focus of activity for domestic CT activities. Similar to the
logic that underpinned the creation of DHS, the argument for simpli-
fication would be that taking domestic intelligence activities that are
ongoing in multiple organizations (see Figure 3.1 in Chapter Three) and
combining them into one could be beneficial. The implications of this
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model are perhaps the most ambiguous of the hypothetical alternatives
discussed here. Much of the success or failure of such a model would
depend on the entities incorporated into the new agency as well as the
degree to which the new agency had responsibility for each component
of the intelligence cycle. The simplification model would make the new
agency the core of the domestic intelligence effort but could preserve
related roles for other, existing organizations. Once again, decisions
would have to be made about the full scope of capabilities that would
be centralized in the new agency as well as to what degree they would
be integrated into it.

For the most centralization, the domestic CT intelligence func-
tions of existing agencies could be reassigned to the new agency."
Alternatively, more-modest implementation of this model could trans-
fer some current domestic intelligence functions to the new agency but
provide it only influence rather than full control over the remainder.
For example, analysis, data storage, and responsibility for information-
sharing might be vested in this single hub organization, but it might
still have to rely on others—such as regional organizations—for infor-
mation collection and operational capability.

Simplification could help reduce bureaucratic bloat through
increased linear efficiency and hierarchical organization. It could
streamline activities and reduce duplication. It could also focus activi-
ties on an issue area, much like the NCTC does, by colocating the
personnel and information relevant to the domestic CT intelligence
mission. However, the challenges encountered in forming DHS—the
most ambitious similar effort in recent years—underscore the potential
costs and disruption involved in such a simplification effort.

Information-Sharing. By providing a central actor for domestic
intelligence activities, this model could offer the opportunity to impose
some consistency in the actions of other organizations in the system. The
central hub organization could theoretically act as a filter for information
shared through it to ensure quality and consistency and limit the amount

11 Taken to the extreme, simplification of the current domestic intelligence enterprise
could be essentially the same as the hypothetical path of fully replacing the current system
described earlier.
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of conflicting information passing through the system. The central node
could serve as a point for oversight of the entire system, potentially help-
ing to balance competing national values. Conversely, if the action of the
central hub creates an unproductive chokepoint for information-sharing,
it could degrade the effectiveness of the entire system.

Other strengths and weaknesses of this type of model depend on
how much consistency of action and centralization the hub agency cre-
ates. To the extent that the spoke organizations collect, analyze, or act
on information differently, there will be diversity in how the system
parts function. This diversity could be a strength in responding to
adaptive adversaries as previously discussed in relation to other models,
informing intelligence activities with local knowledge and insight, and
producing a layered intelligence defense from the diverse efforts across
the nation. However, it could also be negative if differences in quality
across the spokes hurt overall effectiveness or if improper behavior dam-
ages the legitimacy of the national domestic intelligence enterprise.

Culture and Change. A complication of this type of hybrid
model—uniting, as it could, subunits of other agencies—is the com-
plexity of the mesh of institutional cultures. DHS has already expe-
rienced growing pains in terms of attempting to develop a common
culture, mission, and language. The stovepipes that complicated effec-
tive analysis before 9/11 still exist in DHS, although the department is
gradually breaking them down. A hybrid could fuse the range of cul-
tures introduced by the subunits, or it could remain atomized, acting
not as a coordinated, single entity but as a hydra of domestic intelli-
gence efforts.

A simplified domestic CT intelligence agency could introduce—
and duplicate—the problems that DHS faced. Operational terminol-
ogy, standard operating procedures, intra-agency information-sharing,
and incentive structures would all have to be streamlined in this model.
Fusion initiatives at the local and regional levels could be models of
how this could function. However, at least so far, the outcome of work
in that arena, particularly in terms of information-sharing, is ambigu-
ous. Unifying components of entrenched federal-level agencies would
be significantly more difficult. Finally, a hybrid domestic intelligence
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agency would overlap with DHS responsibilities, leading once again to
the complexities of duplication.

Interconnect the Current System

A different approach to constructing a new agency would involve tight-
ening the existing connections among the units of the current system,
rather than creating a full-blown new agency. In terms of the change
involved, this model is less a deviation from the status quo than the
other three. As has been mentioned throughout this volume, improving
information-sharing and coordination among the organizations already
involved in domestic intelligence and terrorism-prevention missions
has been a major focus in the policy debate. The bases for highlighting
information-sharing were the oft-mentioned information-sharing fail-
ure of 9/11 and the exigencies of a security environment characterized
by a wide range of intelligence targets. This spectrum requires that far
more actors be allowed access to sensitive information.

In founding a new domestic agency, promoting interconnection
and coordination among currently active organizations could be the
primary design goal. To create unity in the network, such intercon-
nection would go beyond just information-sharing to coordination
of collection and other activities of otherwise independent organiza-
tions.’2 One could envision a modest structure that would facilitate
efficient technological interaction on the part of the rest of the domes-
tic intelligence enterprise. This model would focus on linking agen-
cies and enforcing information transfer. A version of this approach has
already been the focus of such policy initiatives as the Information
Sharing Environment (ISE), which proposes to break down the barriers
to terrorism-information flow within the IC and between the IC and
other relevant actors, such as law enforcement agencies and private-
sector entities. Required as a provision of the IRTPA (2004), the ISE
represents a

12 The more decentralized the model that is chosen, the more important information-sharing
and coordination (the glue that holds such systems together) become. If the component ele-
ments cannot link together effectively, the system might entirely fail to function.
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trusted partnership among all levels of government in the United
States, the private sector, and our foreign partners, to detect,
prevent, disrupt, preempt, and mitigate the effects of terrorism
against the territory, people, and interests of the United States of
America. (ISE, 20006, p. xiii)

From another perspective, one practitioner we interviewed described
such a model as analogous to the Joint Staff in the military, where the
focus would be on ensuring compatibility and interoperability among
different domestic intelligence organizations activities.

Many initiatives already highlight the importance of incorporat-
ing local and regional activities into the decisionmaking process and
of improving reciprocal information-sharing relationships between the
federal and local/regional strata. Both of these components have been
promoted through state and federal investment in fusion centers, where
arange of law enforcementand intelligence officers are colocated in order
to mesh intelligence data more effectively. The centers’ responsibility is to
fuse foreign intelligence with domestic information in order to facili-
tate improved policy decisionmaking on issues of CT, crime, and emer-
gency response (Masse, O’'Neil, and Rollins, 2007, p. 11).

In practice, the fusion centers are experiencing adjustment difh-
culties, including poor or absent communication between centers. Not
all fusion centers have statewide intelligence systems. They also do
not all have access to law enforcement data or private-sector informa-
tion: “The flow of information from the private sector to fusion cen-
ters is largely sporadic, event driven, and manually facilitated” (Masse,
O’Neil, and Rollins, 2007, p. 29). The problem of interoperability of
systems that was widely criticized directly after 9/11 still exists. Because
of the huge number of systems and the resulting duplication, reviewing
incoming information is extremely time-consuming (Masse, O’Neil,
and Rollins, 2007, p. 30). There are still difficulties in actualizing a
two-way relationship with the federal government and with the private
sector.!?

13 Fora general discussion of the complexities facing fusion centers, see Masse, O’Neil, and
Rollins (2007). For a discussion of the all-hazards focus, see Masse, O’Neil, and Rollins
(2007, p. 29).
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Beyond rhetorical commitment, on a bureaucratic level, this
approach would require this new information-sharing effort to enforce
standardization of classification—overclassification is still a problem—
and support the standardization of software, procedures, and lan-
guage. Relationship pathways would also have to be standardized—
particularly as there is already some bitterness on the local level that
information is perceived to flow only 7o the federal level but not as
easily from the federal level.

As has been mentioned throughout this volume, a change in cul-
ture would also be required—one that does not just suggest the impor-
tance of information-sharing and a willingness of separate organiza-
tions to more closely link their activities, but rather enforces doing
those things. An incentive structure that would reward sharing, coop-
eration, and joint work could be key; integrated completely, a new
reward system could supplant the divide between law enforcement and
intelligence in terms of what constitutes success.

Structure and Change. Something of an a/l-channel network of
intelligence organizations, such an approach would have advantages
of flexibility and adaptability, with multiple organizations able to con-
centrate their efforts on identified problems and potentially great diver-
sity and experimentation in intelligence efforts as independent actors
try new things. Such a structure fully eliminates the risk that any
chokepoint in the system could hinder the ability to act, but it is also
incompatible with approaches that try to apply consistent standards
of action across the full domestic intelligence enterprise.'* If efforts
attempted just to maximize information-sharing, any data (of any level
of quality) could flow through the entire network, producing major
problems for organizations to deconflict the inputs received from other
parts of the system.” There would be no obvious points for imposing
filters to moderate how far information could go, potentially under-
mining attempts to preserve the privacy of individuals. The lack of

14 See Markle Foundation Task Force (2002, 2003) for a much more complete discussion of
some of these information-sharing concerns and challenges.

15 Assuming an intelligent adversary that could recognize the value of injecting misinforma-
tion into the system, this could represent a significant vulnerability.
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ability to impose enforceable guidelines for behavior across the system
could also risk the actions of individual parts tainting the product—or
the image—of the entire enterprise.

This level of decentralization has its own problems and com-
plexities, however. Oversight and quality control would be difficult
to maintain, and the relationship between producer and consumer
of finished intelligence product could be further complicated by the
numerous agencies involved in the process. The signal-to-noise prob-
lem has always been a complication of the intelligence-analysis pro-
cess, and this linked structure and its augmented information flows
would not provide a solution: Potentially both signal and noise would
become more broadly disseminated among organizations.'® Further,
the issues of duplication just discussed would be exaggerated in this
context. While this would allow for resilience and healing in case of
failure, once again, the process would not be efficient, and the deluge
of information could hamper the timeliness of information dissemina-
tion and, thus, appropriate decisionmaking.

Conclusions

This chapter introduces some of the analytical and organizational chal-
lenges that a new domestic CT intelligence agency could face. We have
discussed potential options for reorganizing the current system as well
as four potential alternatives for new organization of such a domestic
intelligence effort. We have by no means exhausted the possibilities
of either reorganization or design but have hoped, rather, to point to
where friction points, issues, and problems could arise in creating a
new agency.

16 See Wohlstetter (1962) for the classic discussion of this particular issue.






CHAPTER SEVEN

Privacy and Civil Liberties Protections in a New
Domestic Intelligence Agency

Martin C. Libicki and David R. Howell

Creating a domestic intelligence agency would likely represent a pro-
tracted effort to collect and analyze intelligence in the U.S. homeland.
More domestic intelligence collection, in turn, means more informa-
tion collected on individuals—certainly on individuals of interest, but
putatively also on individuals who are not yet of interest but who might
be labeled as such if more were known about them. More informa-
tion collection, in turn, brings attention to privacy issues of the sort
that merit consideration even in the absence of a domestic intelligence
agency. In one sense, the balance between security and privacy can be
measured by the number of terrorists' identified versus the number of
innocent people whose personal details are “viewed” by agents of the
domestic intelligence agency through data-intensive methods. Yet, if
greater attention to domestic intelligence is not to lead to wholesale
reductions in privacy, one might ponder which safeguards should be
instituted when designing such a new organization to strike a new bal-
ance between security and privacy.

In considering the use of personal information in security applica-
tions, there are a variety of approaches that focus on addressing privacy
concerns given specific missions that government organizations need to
achieve. If a new domestic intelligence agency were created, its design,
its policies, and its capabilities would have to be shaped by an explicit

1 We use rerrorist as shorthand for those in whom the domestic intelligence agency is inter-

ested. Some may not, in fact, be terrorists; they may instead be spies, violent revolutionaries,
major saboteurs, or the leadership of powerful crime syndicates. That noted, trade-offs that
may be reasonable for targets who are terrorists may not be reasonable for other targets.
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consideration of what information it would have access to and what
could be done with that information. In this chapter, we walk through
what would be involved in that design process, first examining the
changing nature of domestic intelligence and the legitimate domain of
privacy rights, then reviewing the variety of options for protecting pri-
vacy in intelligence activities and assessing their pros and cons.

The Privacy-Relevant Nature of Domestic Intelligence

If, in retrospect, the Federal Bureau of Investigation (FBI) had learned
a great deal about the habits, goings, and comings of Zacarias Mous-
saoui (convicted of conspiring to commit acts of terrorism), few people
would have been terribly upset by the revelation. As a terrorist, it is
likely that any complaint he might make that his privacy rights were
being violated would not be compelling to most people. If, on the other
hand, the FBI gained a similarly detailed knowledge about the habits,
goings, and comings of everyone in Minnesota in the effort to find
him, the outcry might well be deafening. Virtually no one else in Min-
nesota is a terrorist, yet information on these people would have been
gathered and transferred to the FBI’s storage files. Therein lies the crux
of the security-versus-privacy dilemma.

Different investigative methods create different demands for
personal information. As a rough approximation, they fall into three
categories:

o Specific: A person of interest is identified, and information is sought
on that individual. The information may include personal infor-
mation about other people—e.g., the people he or she knows—
but the emphasis and the organization of such information relates
back to the specific individual of concern. In certain cases—e.g.,
looking through a complete flight manifest to find out whether
the person of interest took that flight—one is unearthing infor-
mation about large numbers of people, but data on everyone else
can be easily discarded after being scanned without affecting the
investigation.
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* Relational: A person of interest is identified. Information is then
sought on those who may have a connection with that person.
Thus, knowing the name of someone on the terrorist watch list (at
least back when it was of manageable size) and then tracing his
or her contacts may reveal the names of potential terrorists who
thus merit scrutiny. Jeff Jonas of Systems Research and Develop-
ment (SRD), a firm started to protect the gaming industry from
criminals, argues that one could have generated the names of
all 19 hijackers by starting with two of them who were on the
watch list and then seeing whom they were living with, sharing
phone numbers with, or otherwise in close contact with (Jonas
and Harper, 2006). Major telecommunication companies have
reportedly analyzed their databases to support the federal govern-
ment in tracking suspected terrorists (Lichtblau and Risen, 2005).
Of course, such a method must be used with care. Given enough
links, everyone would be on such a list.

* General: This methodology is based on the assumption that poten-
tial terrorism suspects can be identified by dint of the unique pat-
tern of transactions in which they engage. In its most expansive
form, this method entails collecting a large body of transaction
information—phone calls, Web-surfing tracks, airline manifests,
credit-card records, bank statements, and public records—and
putting them in a large database. Data-mining techniques would
be used to figure out which people’s patterns are sufficiently
unusual to merit further scrutiny in the form of, say, interviews,
surveillance, and subpoenas. In recent years, this approach has
been most closely connected with the Total (later Terrorist) Infor-
mation Awareness (TTA) program. Although Congress killed the
TIA program,? other actors in the intelligence community (IC)
reportedly picked up many of its components. Its methods may
return, especially if the scope of the data mining is more limited
and the overall process does not attract attention to itself (Kelley,
2006; Harris, 2006a). The controversy has not stopped the federal

2 Perhaps if the program had adopted a lower profile, humbler objectives, and a less well-
known director, it would have survived.
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government from acquiring large volumes of personal informa-
tion from private-sector data aggregators (GAO, 2004c).

In our analysis, we assume that all three data-acquisition methods
are in play throughout the entire spectrum—that is, from the specific
through the relational to the general. Our analysis will concentrate on
the general case on the presumption that more-restrained efforts can
then be treated as lesser-included cases.

Gauging Privacy

One big problem in figuring out how to balance privacy and secu-
rity lies in determining what exactly privacy is. Although a complete
review of legal and other thinking on privacy is beyond the scope of
this analysis, some summary observations are relevant for setting the
stage for later discussion. The right to privacy is not legally absolute in
the same way as freedom of speech. Speech is specifically mentioned
in the Bill of Rights. Privacy has to be inferred from the Bill of Rights,
either in specific contexts (e.g., freedom from unreasonable search and
seizure) or as a penumbra implied by the Ninth Amendment (Dixon,
1965). Although First Amendment rights are rights to do, the right to
privacy is the right to keep others from doing (i.e., collecting informa-
tion on someone). The freedom to speak, once denied, can be restored.
An individual’s privacy, once violated, may well be violated forever, in
the sense that the sensitive information, once released, cannot be unre-
leased. Largely, therefore, privacy, at least in legal terms, is determined
by the courts.

The key criterion for determining what lies within the govern-
ment’s right to know and what does not is based on which acts afford
someone a reasonable expectation of privacy—where reasonable hearkens
to the Fourth Amendment’s reference to unreasonable search and sei-
zure. For example, for a police officer to overhear and take advantage
of something one says in the middle of a police station is not problem-
atic: One has no reasonable expectation of privacy there. Conversely,
for a police officer to exploit technology to hear something one says
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in one’s automobile® when the windows are up may well be problem-
atic, because one does have a reasonable expectation of privacy in that
milieu. This test has practical value because it delimits zones, so to
speak, in which one can communicate freely and in which one cannot.
As long as the distinctions between these zones make sense and are
clear, individuals will know how to regulate behavior in unprotected
spaces while retaining sufficient opportunity to enjoy protected spaces.
The types of information collection technology permits versus only
those that are reasonable, however, is a slippery distinction to make.
Before airplanes were invented, it was assumed that one had a reason-
able expectation of privacy for activities carried out in one’s backyard
if it was hedged by tall fences (Krakovec, 1986). Now the matter is less
clear (Block, 2007). Similarly, whereas landline phone calls may enjoy
protected status, is the same true for those from cellular phones, which
generate signals that even amateurs can intercept?

The issue at hand for the newer and more controversial meth-
ods of domestic intelligence (i.e., data surveillance) is how to define
an individual’s privacy rights associated with third-party transactions
(e.g., bank accounts). Courts have generally ruled that unless the spe-
cific class of transactions is protected by law (e.g., as video rentals are),
an individual has no reasonable expectation of privacy with such trans-
actions. One cannot have a credit-card transaction without the credit
card company knowing some details—and if the credit-card company
knows, then nothing necessarily prohibits law enforcement from asking
for or subpoenaing such information. Exceptions have been made in
law for bank transactions, medical records (Pub. L. No. 104-191),
phone-call records, and educational records, as well as video stores and
cable-television selections—but the existence of such specific excep-
tions demonstrates that there are no general rights in law.

Computerization is one of those technologies that have helped
complicate the privacy conundrum. Record systems, of course, pre-
date computers—but what computers do permit is the ability to amass

3 We use automobile rather than house because the Supreme Court has singled out the home
as having a constitutionally protected status as a sanctuary. See Justice Antonin Scalia’s opin-

ion in Kyllo v. the United States (533 U.S. 27, 2001).
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records automatically (e.g., checkout scanners that help correlate pur-
chases with purchasers) and mix and match records across hetero-
geneous databases. The latter, however, may be legally problematic.
Courts have made clear statements that access to a single stream of data
does not imply similar rights to access to all of the data put together. As
Daniel Solove has pointed out, aggregated data create a digital approxi-
mation of a person (a digital person) much more surely than does any
disaggregated stream of data (Solove, 2001). Conversely, federal agen-
cies have acquired personal data that data warehousers accumulate and
organize by individual; the government’s doing so has yet to be ruled
legally problematic.

The best conclusion one can draw from this analysis is that what-
ever broad privacy rights are asserted have to be defended not as legally
mandatory,* but as generally desirable.

Unfortunately, this just raises the second question: What aspects
of privacy should be protected? Indeed, why protect privacy at all?

To pursue this discussion, we start with one definition of data
privacy—an individual’s right to control who sees information about
him or her. We assume that, from a privacy perspective, more control is
probably better, but we concede that an absolutist perspective comes at
no small cost: Is society better off if individuals whose criminal records
cannot be disclosed are permitted to assume positions of discretion
and authority? Can insurance function if people do not have to reveal
information about themselves? Forcing the government to ask people
to release information about themselves would reveal the authorities’
interest in such people; this would make further investigation far more
difficult. It would be misleading to measure privacy by how often a
domestic intelligence agency asks individuals for permission to view
their records. If nothing else, seeking permission on a case-by-case
basis is utterly impractical for carrying out data surveillance. Instead,
we have to look at how often such records, are, in fact, seen by authori-

4 Were the discussion about which rights are legally necessary, the proper policy question
would be less one of how much deference to give privacy rights (something the courts would
decide) than of how to ensure that actions that are unlawful because they violate privacy
rights can best be detected.
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ties that individuals prefer did not see them. This is particularly the
case when such authorities are in a position to make prejudicial deci-
sions about those whose data they view.

To understand the right to privacy we must ask, why are people
reluctant to have others know things about them? This question admits
of several answers. It is hard, for instance, to argue with the general,
“it’s just creepy” sentiment, and such sentiment cannot be ignored. But
can one adduce anything more specific?

Many of the ill effects of unwanted data transfer revolve around
issues of information use rather than acquisition (Birrer, 2005). That is,
people in a position to make prejudicial decisions are armed with infor-
mation that, some feel, should not enter into such decisions. The data
may be wrong, or it may be misleading outside of its true context; the
individual may have little or no opportunity to see (much less correct)
mistaken data. Knowing that judgments are being based on certain
data may inhibit activities that the government has no right or good
reason to inhibit. Decisions made based on such data may be wrong,
unfair, or otherwise problematic.

For a law enforcement agency, the problem is bounded, but hardly
trivial. That is, for U.S. persons, due process governs judicial convic-
tions, and information can be used in the courts only if it is deemed
relevant as well as available for discovery. Unfortunately, the process
by which someone becomes indicted (much less becomes a person of
interest) is not transparent. Yet, the consequences of being indicted
are hardly trivial; they are measured in terms of time, money, anxiety,
reputation, and restricted movement, which may include jail time prior
to any conviction. The best safeguards against abuse are the wise use
of prosecutorial discretion and the possibility that too many indict-
ments that fail to result in prosecutions would erode the credibility
of the agency involved. Neither safeguard is so perfect® that it can be
relied on to vitiate the privacy harm from letting officials have broad—
let alone complete—information on persons. Finally, if the domestic
intelligence agency had in its repertoire powers other than prosecution

> Not to mention that people may be wrongly convicted or, more frequently, persuaded to
plea bargain rather than risk being convicted even when they are innocent.
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to protect the national security, the degree of due process (or something
analogous) associated with the use of that power would have to be ana-
lyzed as well and would likely bear on the level of concern about the
types of information it was allowed to access, aggregate, and use.

Of a similar nature are abuses of what should be private informa-
tion: It is distributed to others who can make prejudicial decisions, to
those who know the individual in question, or to the masses (which
matters most for public persons, such as celebrities). This case is simpler
insofar as the secondary distribution is clearly a case of corruption and
something for which there is no legitimate law enforcement or secu-
rity rationale. That being so, the emphasis has to be on minimizing
corruption and ascertaining what measures and controls would do so
efficiently and effectively.

This leaves those privacy issues that arise when information is
revealed to those who may not necessarily make prejudicial decisions.
The desire to present oneself to others as one wishes to appear is a
deeply rooted one. But which others? It is normal to feel uncomfortable
walking down the street among perfect strangers and know from look-
ing in their eyes that they know something embarrassing about you.
However, what about individuals one is unlikely to meet but who had
a voyeuristic interest in the information (Rosen, 2001)? What if embar-
rassing information were associated with one’s name and not one’s face?
What if the other were somewhere accessible only through telecom-
munication and so would never be encountered? Finally, and most rel-
evantly, what if this other were a computer and thus had no interest in
the information as such?

The question about computers strikes at the heart of the matter.
Initially at least, computers and not people will be the ones sifting
and sorting through the haystacks of personal information looking for
needles relevant to security. If, for instance, there are no serious privacy
rights associated with a computer “seeing” information while there are
if a person, however remote, sees it, then where to put the safeguards
follows straightaway. To wit, the computer can see the data, but ques-
tions must be addressed when the data are to be transferred from the
computer to a human being. Alas, this criterion is easier to state than to
enforce, which we address in the last section of this chapter.



Privacy and Civil Liberties Protections in a New Domestic Intelligence Agency 157

Elements of a Security/Privacy Trade-Off

So far, we have argued the following propositions:

* 'The security/privacy trade-off is most acute when considering the
general method: gathering data about everyone to determine from
transaction patterns who merits greater scrutiny as potential ter-
rorists. It remains of great interest, whenever large classes of per-
sons (e.g., all acquaintances of a known terrorist) are profiled to
determine the likelihood that they are terrorists.

* Privacy concerns are strongest when those who can make or
inform decisions about an individual see personally identifying
information about that individual; next most strongly if the infor-
mation is seen by others; and least if the information is collected
but seen only by computers, not individuals.¢

* Any security/privacy trade-off has to combine both necessary safe-
guards and reasonable techniques to ensure that the safeguards
are adhered to.”

In working through the trade-offs, we assume that the general
method is worthy of consideration. This, however, is by no means obvi-
ous. Little empirical evidence has been released to suggest that mining

© Might personal information seen by individuals who cannot possibly come into contact
with the individual in question (e.g., contract employees in the third world) be seen as less
invasive than that seen by domestic sources? Answering this may add complications without
offering any clarity.

7" The emphasis on reasonable is meant to avoid the infinite regress that arises from trying to
satisfy the paranoid. Thus, while a reasonable scheme may assume that federal agents cannot
be trusted to put the strictures that protect privacy above mission, it does not follow that a
judiciously chosen third party cannot be entrusted with such a mission. Such a third party
can fall outside the executive branch (or be vested in part of the executive branch, such as
inspector general, with responsibilities that fall outside the executive branch). Or, it can be a
third party not beholden to the executive branch (or at least a party that, if linked, has other
reasons for carrying out its responsibilities). Conversely, however, such an entity has to be
trusted to protect security equities, as well. Many techniques that selectively release informa-
tion reveal the government’s interests in an individual and, if released, could damage ongo-
ing investigations. To the truly paranoid, of course, everyone is in cahoots, so no scheme that
collects data at all can be trusted.
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large bodies of data for signs of terrorist tendencies can generate a suf-
ficiently compact list with enough terrorists on it who merit more-
intensive investigation. The proposition that the relational method can
produce good leads has a putatively more plausible rationale (based on
long experience in traditional law enforcement investigation) but still
raises issues associated with the general methods, albeit for a smaller
population of nonsuspected Americans. There will also be reasonable
instances in which federal officials, having gained intelligence that
fingers a person with certain identifiable features (e.g., resident of St.
Louis, never married, age 50, frequent traveler to Hamburg), may want
names of people who meet that description and may thus need at least
one-time access to enough data to make that determination. And, of
course, the possibility is always there that completely innocent people
can be mistaken for the guilty and lose their privacy in the face of a
government investigation.

We will therefore examine several candidate methods that might
reduce the apparent zero-sum nature of the security/privacy trade-
off: minimization, data-retention policies, data-storage policies, foreign
nationals only, anonymization, automation, and discovery. We initially
assume that people follow administrative and legal rules put in place
to oversee and control the government’s use of personal data, but, in
the last section, we examine some techniques to help ensure that they
do. The fundamental goal of such candidate methods is to minimize
potential intrusions on privacy without unduly hindering efforts to
improve domestic security.

Minimization

The principle of minimization states that one should collect only the
data one needs to carry out the specific missions for which the data are
requested. If a decision can be adequately made using certain pieces of
data, nothing else should be requested. In the Transportation Security
Administration (TSA) example described in the preceding section, for
instance, if one trusts the airlines—and the current no-fly rules do
trust the airlines—it is not necessary to associate an individual with
an itinerary. It suffices that TSA receive a passenger’s name, sex, and
birth decade to determine whether he or she is on the No-Fly List
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and forward this determination to the airlines, which can then deter-
mine the flight that person was going to take. TSA does not have to
know what flight the passenger is on, as long as the airlines do.? If
TSA does not record the flight, it cannot pass it on to others, such as
law enforcement officials, that individuals might be concerned about
having knowledge of their travel activities.

This example shows, however, why this rule would apply 70 every-
one except the domestic intelligence agency. TSA’s mission, in this par-
ticular instance, is limited to making matches between passenger lists
and the No-Fly List, and it is therefore straightforward to lay out the
information required to do so. Conversely, because it is not clear what
data are relevant to a domestic intelligence agency’s efforts to profile
terrorists, it is also unclear what information would 7oz be relevant to
such profiling. Until otherwise proven, a reasonable argument could be
made that every plausible piece of information may be relevant to the
domestic intelligence agency. Thus, it would be difficult to determine
the minimum information required for this more general intelligence
mission. Were the government seriously interested in applying general
methods for seeking out potential terrorists in the overall population,
then research may be called for to determine what data elements are
highly unlikely to be useful in establishing profiles.

In this scenario, minimization would enter the picture by plac-
ing the burden of proof on the domestic intelligence agency to argue
that a particular piece of information would be useful in distinguish-
ing terrorists from nonterrorists. Such a requirement would force the
domestic intelligence agency to generate a plausible rationale why, for
instance, data on what individuals purchased in drugstores might be
relevant. This may serve to limit the acquisition or at least use of certain
data.’

8 Which an airline can do either by running the tagged name against its total database of
people scheduled to board one of its planes within the 72-hour reporting period or by encod-
ing the flight information in its data to TSA and using the encoded flight information to
match a no-fly passenger to passengers in its own database.

9 Because acts of terrorism differ, indicators may vary by type of attack. For instance, the
indicators for a terrorist attack using commercial airliners may be different from an attack
using anthrax. The difficulty of anticipating every type of terrorist attack might therefore
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Since much of the information usable in profiling would come
from private sources, they, too, would have to practice minimization
for such information to remain private. This would require that a broad
mandate be applied to private business—something called for by the
European Union’s (EU’s) privacy directive but, so far, incompatible
with the structure of U.S. law.

Thus, while minimization may well be good practice all around,
unless the burden of proof is on the domestic intelligence agency to
show that a piece of data of adds markedly to the performance of the
profiling software, minimization is unlikely to offer very much.

Data-Retention Policies

Under this method, data would be kept for limited periods and there-
after discarded. The basis for this approach is that limiting data reten-
tion can reduce the potential that information on individuals can pose
a risk to their privacy—e.g., the embarrassing habits of one’s youth pass
into the memory hole after one has matured. Conversely, one can argue
that old information has decreasing relevance to profiling, limited
relevance to correlating intelligence with an identity, and almost no rel-
evance to finding someone based on a set of characteristics. Thus, the
increasingly irrelevant but still personally sensitive information from
one’s past is discarded.

Despite their advantages, data-retention policies are no panacea.
Auditing issues are not trivial, since it is hard to know that every single
electronic copy of some information has, in fact, been destroyed.!
Unless the data retention period is measured in days rather than years,
there will be enough data collected to characterize (or mischaracter-

argue for retaining information that may not be indicative of known terrorist attacks but
may be indicative of unknown modalities. This, however, is a better argument for warehous-
ing data with a third party that would be released only if the indicators for such an attack
could be developed.

10 The rule about destroying data may prevent the use of old information in court, but it is
hard to prove that the domestic intelligence agency did not use such data to subpoena fresh,
legitimate data. Serious attempts to enforce the data-storage rule would most likely require
ensuring that the data never left the physical premises of a third party, which would, in turn,
run its own audits.
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ize) individuals even if the old data are dropped. Some old data, such
as prior criminal records or names of schoolhouse chums, retain their
relevance for current criminal investigations. Indeed, people rely on
access to and use of some old data on themselves throughout their
lives—for example, evidence of decades-old educational attainments.

Data-Storage Policies

Another approach, one recommended by the Markle Foundation Task
Force (2006) study, is to leave data with the data holders and have the
domestic intelligence agency poll their distributed databases as needed
for its work. This has several advantages and disadvantages but hardly
gets to the heart of the matter.

The only real advantage of such disaggregated storage is to reduce
the odds of after-the-fact misuse. Such concerns are based on the logic
that, if the data sit around in the warehouses of the domestic intelli-
gence agency, it is only a matter of time before an overzealous, rogue,
or corrupt employee finds some way to abuse the information. Whether
even that problem is fixed by keeping the data somewhere else depends,
in large part, on how one governs the domestic intelligence agency’s
access to data held by other entities. If access control is manual, suspi-
cious requests for data may be rejected. If access control is automatic,
it matters very little where the data sit physically; to anyone but the
network administrator, the difference between local (really, quasilocal)
and global storage is invisible. The mischief one can do if the informa-
tion can be grabbed from another agency is identical to the mischief
one can do if it is grabbed from the same agency.

The key is whether the agency (or corporation) that owns the data
has and is willing to use methods to detect suspicious data requests and
deny the data-diver information before the data are irreversibly trans-
ferred. This raises several questions. What kinds of rules can be used
to define abuse? What algorithms are needed to implement such rules?
What actions are triggered by such rules, and are they triggered auto-
matically or only through human intervention? How can one be sure
that such rules kick in before too much of the wrong data is transferred?
Finally, if these rules can be codified, what prevents the domestic intel-
ligence agency itself from implementing similar rules and thereby pre-
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venting malfeasance over not only imported but also local and cached
data (i.e., data retained in local files to limit redundant network traf-
fic that would arise from repeated requests over the network for such
data)?

The costs of implementing a remote data—storage policy are not
trivial, especially if meant to govern data-mining operations. While
calling large amounts of data over a network is getting continually
less expensive, it is not yet free, especially if the network is expensively
engineered to avoid problems, such as availability or security problems
that plague the Internet. Latency issues (the lag time between request
and receipt) may also get in the way of data-mining algorithms if not
engineered precisely." The larger the number of entities that have to be
polled to build a correlation, the greater the likelihood that one may
be unavailable for one reason or another (and it is unclear whether the
urgent requirements of the domestic intelligence agency will restore
service as fast as similar urgency by direct users might). Data-cleaning
tasks (e.g., omitting duplicates, reconciling contradictory records from
two agencies) are also difficult to carry out without wholesale transfer
of data sets. This is particularly true when analytic data are generated
by combining separate streams of primary data. The domestic intelli-
gence agency, having gone to the trouble of cleaning or combining the
data, may want to keep the results rather than have to regenerate them
every time it wanted to go back to reanalyze the data.

On balance, therefore, this proposal seems to be a nonstarter. It
would do nothing that could not be done by other means and would
impose needless costs.

Foreign Nationals Only

While U.S. persons enjoy legal protections, and U.S. citizens vote, for-
eign nationals in the United States may be considered fair targets for
data-mining purposes. Thus, in this alternative, these two classes of

1 This applies if the relevant algorithms are run one record at a time. If the data are pulled
in large chunks into the domestic intelligence agency, the latter can effectively take control
of the data en masse.
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individuals would be treated differently: Data would be retained for
foreign individuals and not U.S. persons.

Focusing on foreigners (i.e., the population from which all 19
hijackers in the 9/11 operations were drawn) may facilitate data mining.
However, anticipating as much, al Qaeda is working to recruit citizens
of Western countries into its ranks even if it has had relatively little
success in the United States (Mueller, 2005; Rosenau, 2005). Further-
more, although the consequences of snooping on people are much
lower if these people are not U.S. persons, consequences do exist. The
increasing burdens being imposed on those seeking to travel to the
United States have caused a substantial and lingering reduction in how
many come here for work, play, school, and extended visits (National
Research Council Committee on Policy Implications et al., 2005;
CBO, 20006).

The practical problem with this approach is distinguishing for-
eign nationals from U.S. persons without a national identification
system. In some cases—notably, foreign travel (for which passports are
required)—the distinction is fairly easy to make and fairly accurate,
even for those who wish to evade scrutiny.’> One can take the existing
tracking system (i.e., Advance Passenger Information System, or APIS),
discard data on U.S. citizens a week after the flight lands (TSA’s pro-
posed standard), and retain information on everyone else. But other-
wise, transactions rarely require passports, and only a few require birth
certificates or documents derived from them. If state-issued drivers’
licenses are reengineered to include greater security and indicate citi-
zenship status, transactions based on them may also be easily separated
into those carried out by U.S. persons and those carried out by foreign
individuals. However, the Real ID Act has faced substantial opposi-
tion from states based on projected implementation costs and privacy
concerns (Grimmett, 2006). In addition, there is serious concern about
the implications of requiring that citizenship status be displayed on
licenses (EPIC, 2007). As for transactions in which citizenship is not

12 Although U.S. passports are not completely immune to forgery, they are, neverthe-
less, fairly reliable. More likely to confuse U.S. authorities are faked passports of other
countries.



164 The Challenge of Domestic Intelligence in a Free Society

directly identified, one would have to guess after the fact; one might be
able to separate credit-card numbers into those known to be associated
with U.S. persons, those known to be associated with foreigners, and
those whose association is unknown. Thus, the first set of transactions
(and all transactions with zth-order links to known credit cards, such
as phone calls associated with a credit-card account) can be discarded.
All in the second set can be retained. But what does one do with the
second set, a set in which potential terrorists would want to be? If the
data are discarded, one probably is losing access to the very data one
seeks; if the data are retained, it is to the detriment of privacy rights
of U.S. persons. If data are to be held in limbo while (hopefully auto-
mated) efforts are made to determine the status of those to whom they
refer, then one cannot use such data without taking care that the data
results are segregated as well.

Thus, unless the middle category of indeterminates can be suffi-
ciently reduced, the approach of separating U.S. persons from everyone
else cannot be strongly recommended.

Anonymization

This set of approaches recognizes that most individuals will be of little
interest to the domestic intelligence agency unless and until their char-
acteristics match some predefined template. If they do and the evi-
dence can convince a disinterested third party that sufficient prob-
ability exists that the individual is indeed of legitimate interest, the
individual’s name would be released to human analysts.’> Otherwise,
data on the identity of such individuals are not presented to authori-
ties (Sweeney, 2005). One recent example of this involved anonymiz-
ing facial images in video surveillance footage. Facial images could be
unlocked by law enforcement only after obtaining a warrant, thus pre-
serving the privacy of others present in the video (Newton, Sweeney,

and Malin, 2003).

13 One can debate who the third party would be and what a proper probabilistic threshold
might be. Nevertheless, if the data were obtained constitutionally, there is no legal require-
ment that the third party be a magistrate or the threshold be 50 percent (i.e., probable
cause).



Privacy and Civil Liberties Protections in a New Domestic Intelligence Agency 165

The anonymization approach recognizes that profiles of individu-
als tend to involve transactions that occur in more than one place:
the public record, phone calls, travel, credit-card transactions, and
consumer purchases (as recorded by the retailer). Rather than call for,
amass, and analyze such records by name (or similar identifier), the
data are encoded so that one cannot tell to whom they refer. Thus, one
would know that X was 40, never lived in one place for more than two
years, made many trips to Pakistan, and purchased multiple trucks.
Either this transaction record matches a terrorist profile, in which case
X’s name would be requested, or it does not, in which case X’s identity
would remain unknown.

Unfortunately, this method stumbles on three obstacles. First,
without knowing X’s identity, to know that the X to which one data-
base refers is the same as the X to which another database refers requires
that every data-providing institution use the same key to encrypt the
name in the same way. This is not impossible but is hardly trivial. Ano-
nymity can be protected using public-key cryptography with the key
being generated by a third party; the public encryption key would be
widely advertised, and the private decryption key would be used by
the third party to translate a number back into a name." Second, the
name-identifier resolution algorithm cannot be used with encrypted
data; once encrypted, the names Ralph and Ralphy would not neces-
sarily look anything like one another. Other techniques, such as map-
ping similar and derivative names into a common template (e.g., every
Will, Willy, William, Bill, and Billy would map to William), would
have to be used—in the exact same way—by each of the thousands of
data providers. Smart people, such as the aforementioned Jeff Jonas, are
working the issue, but proven success is a long way off (Greene, 20006).
Third, it may matter little whether the name (and, to be fair, social
security number [SSN], address, phone number, and birthday) is omit-

14 The third party would pass out one encryption key to everyone and retain the decryption
key itself. Access to decryption services would require a particular finding (e.g., a matched
profile) from the domestic intelligence agency, which would forward the encrypted name to
the third party and receive the decrypted name back. Of course, the decryption key would
have to be protected against all manner of threat, not least of which would be from the
domestic intelligence agency itself.
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ted" if all the other details are known. A famous study claimed to be
able to identify 87 percent of the population in the United States based
only on five-digit ZIP Code, gender, and date of birth (Sweeney, 2000).
A recent attempt to replicate those methods found that 63 percent of
the population could be uniquely identified using the same three fields
of information (Golle, 2006). An overzealous investigator or stalker
could take the various details and narrow down X’s identity to a single
individual by using successive processes of elimination.' It is not clear
whether combining anonymous transaction data with public records
available en masse from data consolidators would suffice to reveal per-
sonal identities.

Automation

An alternative and perhaps more reasonable approach would be to
automate the data-analysis process completely by using real identifi-
ers but release identified data for human inspection only when there
is some likelihood that the individual is a terrorist. This approach
assumes, as argued, that privacy can be harmed only by what a human
knows and not by what a computer knows (unless the computer is
making decisions without human intervention). If the two are prov-
ably separate—and can be counted on to remain so—then privacy, as
such, is preserved.

Keeping such distinctions, however, means thatalgorithms applied
to the data (i.e., to generate a list of persons of interest) must work with-
out direct, by-name human intervention. This is hardly a problem if
human intervention does little to improve the quality of the algorithms
(and algorithms may be flawed with or without human intervention).
However, humans are still better at spotting both positive anomalies
(e.g., a series of transactions that simply do not make sense) and nega-
tive anomalies (e.g., a series of transactions that might trigger an auto-
matic call-out but that a human can explain in terms of a benign or

15 Or perhaps beyond fair. Age, ZIP Codes, and colleges attended, when combined with
other knowledge, may well feed the profiling algorithm.

16 Some additional protection may be possible by randomly injecting spurious data to throw
off such cyberstalking, but at the cost of making the profiling algorithm more error-prone.
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familiar pattern). This is particularly the case if the algorithm is built
to generate large numbers of names that are matched into nontransac-
tional data, such as news clippings, Web citations, or police reports, to
be culled before generating a much smaller list of persons of interest. At
this juncture, there is little public evidence to indicate whether human
intervention in these algorithms adds enough to negate the argument
for anonymity or for lowering the threshold at which data leave the
machine for human eyes. Enforcing this distinction will not be trivial,
but, as argued later, there are tractable methods for doing so.

The challenge here is figuring out which profiling methods work
without being able to compare hits to real terrorists. Algorithms must be
tested against large data sets in which individuals’ identities may have
to be revealed far more often than they are in actual investigations.
Similar tests may have to be done to tune the identifier-reconciliation
algorithms noted earlier. As a practical matter, there should be a bias
toward minimization; in other words, the justification for looking at
more than a handful of profiles should be explicit.

Finding a proper trade-off may be facilitated by the fact that
those who test the algorithms need not be people who make deci-
sions based on what the algorithms say, thereby removing at least one
reason that revealing such data constitutes a privacy violation. This
suggests that testing be assigned to a group at institutional, network-
ing, and physical remove from the domestic intelligence agency. A
further safeguard, if necessary, to see how well the algorithm works,
may be to use anonymization for the identifier data associated with
transactions and those that point to known terrorists before they are
matched against one another.

Discovery

Would it help improve the privacy/security trade-off if individuals were
informed of what the domestic intelligence agency knew about them?
This is a three-part question: What type of info