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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

December 20, 2016
MR. JOHN GREENEWALD JR.
]
|
FOIPA Request No.: 1341703-000
Subject: 080-HQ-612
Dear Mr. Greenewald:

You were previously advised we were consulting with another agency concerning information related to
your Freedom of Information Act (FOIA) request.

A portion of that information has been returned to the FBI and is enclosed. Deletions have been made
pursuant to Title 5, United States Code, Section(s) 552 as noted below. See the enclosed form for an explanation
of these exemptions.
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19 pages were reviewed and 19 pages are being released.

V| Deletions were made by Department of Army, United Sates Army Intelligence and Security
Command. If you wish to appeal those denials, please write directly to that agency.

Commander

U.S Army Intelligence and Security Command
Freedom of Information/ Privacy Office (Appeal)
2600 Ernie Pyle Street, Room 3S02-B

Fort George G. Meade, Maryland 20755-5995

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This
response is limited to those records that are subject to the requirements of the FOIA. This is a standard
notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.



For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request. Your patience is appreciated.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP's FOIAonline portal by creating an account on the following web
site: https://foiaonline.regulations.gov/foia/action/public/home. Your appeal must be postmarked or
electronically transmitted within sixty (60) days from the date of this letter in order to be considered timely. If
you submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of
Information Act Appeal.” Please cite the FOIPA Request Number assigned to your request so that it may be
easily identified.

You may seek dispute resolution services by contacting the Office of Government Information
Services (OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI’s
FOIA Public Liaison by emailing foipaquestions@ic.fbi.gov. If you submit your dispute resolution
correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so that it may be easily identified.

v
v See additional information which follows.

Sincerely,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

The enclosed documents represent the second interim release of information responsive to your FOIA
request.

As previously indicated, document(s) were located which originated with, or contained information
concerning another agency (ies). We are consulting with the other agency (ies) and are awaiting their
response. Our office has processed all other information currently in our possession.  Upon the completion
of the outstanding consultation by our office, the FBI will correspond with you regarding those documents
when the consultation is completed.

This material is being provided to you at no charge.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information (A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair trial
or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant to

a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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In a letter dated February 25, 1939 the SAC of the
Waghi Division relayed two suggestions from Captain
ﬂ present Chief of the Commmications Division of the
Signal Corps of the U. S. Army, The first is to the effect that
if the Bureau desires any of its employees given instruction in
the use of the Morse telegraph code, Captain | would be

pleased to arrange instruction in this respect over at the Army
Signal Corps. .

b6 per Army

In regard to this I do not recommend that any action
be taken at this time. There are presently in the laboratory
four or five employees who have an understanding of the Morse P6 per Army

telegraph code. One of them, Mr. can rrad_ihe_ﬂgiﬁ_1
at the sneed_s_\mm_lm_mmnlJJmei The others,
Parsons, and possibly| |

can read the code only at slow speeds but are able to read it off

of tape or from a phonograph record. The whole question of pro-
ficiency in Morse code after one learns the basic system is constant
practice. If it became desirable to have employees in the Bureau
able to rapidly read the code as it is sent over the radio or
telegraph lines, proficiency could be attained by this group of
present employees solely through daily practice. By the same token,
the efficiency is rapidly lost once the continual practice is dis-
continued. For this reason there would seem to be no purpose in
sending men over to the Army Signal Corps.

b6 per Army

_In the same letter Captain[ | through the Washington
Division, extended an invitation to Bureau representatives to visit
the Message Center of the Signal Corps, particularly for the purpose

of getting acquainted with the radio communication setup. Captain
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Memo for Mr. Nathan e 3/2/39

followed up this invitation by a personal telephone call b6 per Ammy

and on Monday, February 27th, he called at office and escorted
Mr. Conrad and me on this visit. Captain took us first to
Battery Grove, Virginia, where the Army maintains its radio
receiving antenna and relay stations for the Washington area.
These are somewhat on a make-shift basis for the reason that the
land occupied, which is an old shipyard on the Potomac River, is
the subject of controversy with the City of Alexandria as to
whether it will bé made into a city park. Until this dquestion is
cleared ermanent improvements are not being made by the Army.
Captain | stated, however, that it was the most ideal spot
for radio reception in the vicinity of Washington and the Army was
hopeful of maintaining this land and eventually improving it.

We next visited the radio transmitting stations of the”
U. S, Army, located at Ft. Myer, Virginia. There is a much more
modern plant here and transmitters ranging in size from 500 KW to
5000 KW are in use on regular communication circuits from Washington
to Army pointsthroughout the United States and insula possessions.
It should be mnderstood that both the receiving and sending stations
are merely relay stations, i.e., they are subject to remote control
from the War Department headguarters in the Munitions Building in
Washington and all messages originate at headquarters and not at
these relay syations.

We next visited the ilessage Center in the ilunitions Building.
at Washington. This is a very similar setup to the Navy Communications
Center which is in the same group of buildings. The principal method
of communication utilized is point to point radio. Apparently a large
traffic is handled, there being some 30 to 40 employees in evidence.
High speed tape sending equipment is used and lir. Conrad informed me
that the equipment and procedures appear to be fairly modern, bub
perhaps not quite up to expectation in so far as the Army's commmica-
tion system would lead one to anticipate. Captain| informed that
of the normal traffic handled, about 50% is the radio telegraph business
of the Army and the remaining 50% constitutes the radio telegraph
business of the various government departments, which is handled for
them by the Army. It was noted that the Message Center has a direct

: b6 per Army




Memo for Mr. Nathan ~3- 3/2/39

teletypewriter line to the Department of Justice and that the
Department of Justice sends a great deal of its telegraphic work
through the Army net.

While in the building a visit was ma e Crypto-
graphic Section which also comes under Captain] bé per Army

Subsequently Captain[::::::]entertained Mr. Conrad and
me at lunch at the Army-Navy Club. Throughout the entire visit
he exhibited the utmost cordiality. He seemed unusually anxious
to be of any assistance possible to the Bureau and appeared t0 b6 per Army
very freely discuss any and all matters of Army communication
policy. In this comnection it should be noted that Captain
and his staff have been quite cooperative with the Washington
Division in connection with the recent Bruce Espionage surveillances.
I was somewhat surprised to find that the Signal Corps! Washington
stations are concerned entirely with point to point communication
handling regular traffic, and that only very occcasional monitoring
or radio intercept work is done. I say I was surprised at this
because in my previous conversations with Captain| gained
the impression that they were doing a lot of radio intercept work
around here in connection with their espionage. When I asked him
about this he hedged to the effect that the bulk of the radio inter-
cept work was done by their radio stations in the field. b6 per Army

Although Gaptain[::::::] is most cordial and undouvbtedly
highly cooperative, I could not escape the impression left by his
verbosity and loguaciousness.

A letter on personal stationery is attached hereto thank-
ing Captain for the courtesy extended. b6 per Army

Respectfully,

z. 17 A (Y

E, P. Coffey.

-
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* enforcement, agencies., Colonel advised Mr. Reynolds that he had heard of

\ ColonellZl advised ¥r. Reynolds that he was meking this informetion

STANDARD FORM NO, 64 . . 14 [
v -

Oﬁce Memorandum UNITED STATES GOVERNMENT

TO * MR. LADD; DATE: 6/19/145

) SWR:mkm él;rﬁgm .
WJ ﬁpgg’cmﬁfg

Nlch s —
« Rosen

Mr, Trac
b6 per Army . Carsgn

. Egan

Lieutenant Colonel| |of the Military Intelligencel Fomingon——
Division, advised Special Ageat S. W. Reynolds of thé Liaison Section, Tt
that upon_the termination of nOS'bll:L ies_there_will be numerous M209 T

Hagelin Enciphering Devices on hend, which will have to be turned over to\ M%s Sandy

the "Surplus Property Administrator for disposal. "y
b6 per Army

Colonel |stated that according to Resulation_No, _,fZ_,__SmQ.deO,ndsr

No. 4, of the™urplus Proverty Board, dated_April 24, 1945, they only have the

authority to dispose of and destroy such ' military oroverty as rep'ard" the protection

of public safety, health and security. Colonel [indicated that the Surplus

Property Ldministrator has interpreted this order to mean destruction only of lethel

weapons.

b6 per Army

Colonell;lp01nted out that, in accordence with this interpretation

of these special orders, no_provision would be made for the destroying of the M209

mHagelin_FEnciphering Devices. Colonemhe had escertained that the
law enforcement-officials of the United States_had in the past exhibited_some concern
over the use and utilization of enciphering devices by the criminal elements, as a

means of communlcatlon and. hampering their lmmedla,te detect::.on by legitimate law

an attempt in the past to make use of code devices by the rum runners, back in the

days of prohibition.
. b6 per Army

oveilable to the Buresd im the event that the Bureau sew fit to teke some affirme-
tive_sction toward requesting the.proper officials of the Government to teke steps
to destroy the M209 Hagelin Enciphering Devices, or _to.render them useless to the
criminal elements. ‘
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‘ Ojﬁce Memomnd%m « UNITED STATES GOVERNMENT

' CFD:JCui o .

: TO : R. COSFEY - 76 7/ % | _DATE: July 5, 1945 °

| ‘ : : .

| / FROM : ¢, ¥\ DOsNING o B T

ol ‘ | S —

| SUBJECT:  DISPOSITION OF HAGELIN CRYP{POGRAPHERS - o e

| BY SURPLUS PROPERTY AD)INISTRATOR T e

S S
* Mr, Carson

‘ Mr. Hendon

1 i o

| On June 19, 1945 Mr. Alden prepare?_a_m_emmm_mr ¥r. Ladd in w. qummm—

| which he pointed out that Lieutenant Colonel of MID had N/ -

| advised Special Agent S. W. Reynolds of the Liaison Section there will be o 7

LA F

numerous Hagelin cipher machines on hand upon the termination of hostiliti
which will have to be turned over to the Surplus Property Zdministrator fop’“/
disposition; that according to Regulation No. 7, Special QOrder No. 4, of the
Surplus Property Board, dated April- 24, 1945, the Board has the authority to
Jdispose of and destroy such military property as regards the protection of bé per Army
public safety, health and security; that the Surplus Property idministrator

has interpreted this order to mean destruction only of lethal weapons. Colonel

|was of the opinion that law enforcement officials had in the past exhibited
some concern about the use of enciphering devices by the criminal elements and

advised Kr. Reynolds that he was msking this information availasble to the Bureau

in the event that the Bureau saw fit to take some affirmative action toward re-
questing the proper Government officials to destroy the Hagelin Cryptographers

or otherwise render them useless.,

~AgE
i

As you know the security afforded by these machines, if used properly; -
tis relatively high and were they thrown on the market at small cost which they

| Jundoubtedly will be unless some action is taken, they would be available to any
orgenized criminal elements numbering conceivebly among the members ex-service
‘lpersonnel sufficiently well acquainted with the Hagelin's operation to produce

-2, maximum effectiveness and use it to our distinct disadvantage.

In connection with this matter, you inguired if we might be able to
employ the Hagelin machines for Bureau communications. In my opinion, we should
certainly get a sample of each type for examination but I do not believe on the
other hand we should consider their use at this particular time since they would,
not afford us the same security as our double code system. . AN

!

RECOM/ENDATION: 1. That the Bureau protest the release of these
Hagelin Cryptographers. 2. That a sample of each different type be obtain d,
“Leborsa 7 i i ay - 99 VAT , /)
for Leboratory examination, X -9 RCORIES i Yy / /;(f 7 / 0

r

Adaendum: I disagree with Dovning's view that there
of this equipment by criminal elements and therefox
/thg,ic.hs_ggrg“. "I agree that we should geb as/p~n 4
each of the different models. Shoula it
vseful in the Bureau's ?ommpn?,lcations

Ry

NV S aame

feel no protest spovid be mace on
possilble for the| Lubdrdtory samples of
furn out that s\ /of these would be
endation Shott{f‘ then be made.

’ b6 per Army

{ any great prOblen;)h?e in the use.

]




. bhat the Bureau did not desire to teke any definite stand regarding the
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STANDARD FORM NO, 64 . .

0]7%6‘6 Memomnd%m ¢ UNITED STATES GOVERNMENT

STRsedm
TO . MR, D. M. LA.DD/// - DATE: 7/28/45
,{, l\/

FROM : Mr. R. R. Roaci)z

SUBJECT:  DISPOSITION OF HAGELIN CRYPTOGRAPHERS
BY BURPLUS PROPERTY ADMINISTRATOR

Reference .is made to the memorandum to Mr. Coffey from Mr.
Downing in the above~-captioned matter dated July 5, 1945, which memo= .:
ferred to & conversation had between Lieutenant Colonell dyf
of the Military Intelligence Division and Special Agent olds i
of the Liaison Section regarding the disposition of Hagelin Cryptographers.
Attached to the referenced memorendum was an addendum by Mr. Coffey which b6 per Army
indicated he did not feel the Bureau should teke any action or make any protest
against the disposition of these Cryptographers, but should attempt to procure
as soon as possible laboratory samples of each of the different meodels. You
agreed with Mr. Coffey!s addendum. .

bé per.Army
Mr. Reynolds on the basis of this information advised Colonel|:|
disposition

of these Cryptographers. lir. Reynolds poinked out that the Bureau would desire models
f these Cryptogrephers fo¥ studys Colonel stated felt there ,
would be no difficulty in procuring these models. Colonel |adwsed lre ;\
Roynolds that he would make mote of —the Bureau's stand but inasmuch as he felt
this should be a matter of record, he was consequently contemplating addressing

8 letter to the Bursau reiterating his requests. Mre. Reynolds stated that if he

saw £it to take this action, the Bureau would merely rei'berp.te ;h/ jtand as / /
outlined by Mr. Reynolds. " RECORLED & j‘_/\}J‘i_‘i\.uU /

RECOMMENDATION: It is recommended that this be forwiarded to the Techn:.ca.l
Laboratory for their information, / ‘gjﬁ \L \/—\\
N
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0]7:106 Memorandum - UNITED STATES GOVERNMENT

. SiRtems 7
. . MR. .Do M. LAﬂDi;}Z/;V/ . ll /5/45 yr. Tolson
TO : e DATE: W _
h"f’jl'/— Ny. 'G%ﬁ
rrom :  Ur. B. G. Fiteh/l. /7 \uiy br Cortep
IR R ——
| susEcr" " DISPOSITION OF RAGELAWdFYPTOGRAPHERS it T O Wn—
| BY SURPLUS PROPERCY ADMINISTRATOR ~ — 7 ./ 777 lr. Bean -
’ . ST e e Mr. Hendon
‘ - T —
i ’ Tele. Room
Reference is made to a memorandum to you from Mr. R. R. Roach e e
dated July 28, 1945, in the above-captioned matter, which indicated that e
Special Agent Reynolds of the Iiaison Section had contacted Colonel b6 per Army

;in the above-captioned matter at the time indicating that the Bureau did not desire
‘to take any action or make any protests against the disposition of these~trypbographic
machines. At that sa time, as noted in the reference memorandum, Mr. Reynolds
indicated to Colonel |that the Bureau would like to have a couple of the
Cryptographers for laboratory purposes. At that time Colonel| advised
. ¥r. Reynolds that there would be no difficulty in procuring these models.

Mr. Reynql ollowed this matter from time to time with Colonel P6 per Army
I;} Colonel now advises that he has discussed this matter with Gemer:o
Clarke and that they felt that while there is no objection to furnishing these

machines to the Bureau inasmuch as these items are not expendable items, some account i
would have to be made for them. ColoneJ.l:| suggested a letter be addressed
to the Secretary of Var setting forth the Bureau's desires so that the transfer could

be effected. ‘JﬁG%RDE' . / / b
NECOMIENDATTION s WmxEe T |

Tt is recommended that this be forwarded to the Technical Lsboratory

for information and appropriate action. Ty~
T w U
) i EeX -4 (4 ™ I\ \
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Commanding Officer

Arvmy Security Agency
?ﬁéiﬁit!&t’l;iﬂﬂil, Do Lo

Teay Sip

Jamuary 23, 1946

Dy a letter datad Dacember 31, 1942 over the slgnature of

Brigadier Gemeral irank B. &
Ofﬁ.m ransat tied ona, T

Bureau on a losn dasis.

to be disposed of.

toner, the Uf{i¢e of the Chief Signal
;f‘_’f-mmmt Yrehisie, Yodel €38, to the
A subsequent letter. from lajor General
Clayton Bissell dated August 7, 1945 advised that the Army hae in
atorage a large quantity of mp?.amphiu davices, including thogss
designated as SYKO, +94 and the

Hagelin 12209, which apparenily wore

The original Hagelin €38 vorrowed in December 1942 is still
in the poasession of the Pureau and if agresable with you we desire
to retain this particular machinz as our permenent yassmim, tranglop-
ring it with no relcbursement mwlwd.

‘%a also desire to obtain samples of the SYX0, Y94, and any

other eryptographic devices which the Yar Dapariment can male availe |
Tour cooperation in helping us in this matler would be

able to ug.
mm apm\eniatmﬁ. J”
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f~ . Hederal Burean of Investigation

Wnited States Department of Justice

Veshington, D. C,
February 25, 1939

Director
Federal Bureau of Investigation
Lashington, U. Ce

\ Q Dear Sir:

: It is the understanding of Specizl Agent F. M.

| HICKEY of this office that some of the Technical Experts
‘/{\‘\ in the Bureau's Laboratory are.desirous of becoming ex-

: verts in the use of theﬂorse Code System. '

" . /" P

o é;/' Recently CAPTAIN | KSignal Corps, b6 per Army

Ue. Se¢ Ammy, while in conversation with Agent HICKEY, in-

0 ) quired as to vhether the Bureau had any Agents or em=-

‘ ployees who were proficient in sending and receiving

| v the Morse Code and stated that should the Buresu desire

‘ to have any of its employees become proficient along

’ 51;‘ this line, he would gladly assign some men from his

e office as instructors and would be very glad to assist

| e in any way possible.

to any of the Bureau's employees to visit fthe Message

Center of the Signal Corps in the Munitions Building for

Q the purpose of becoming familiar with the various equip-
ment used in the sending and receiving of code messages.

3 CAPTATN I:lhas likewise extended an invitation bé per Army

Very truly yours,

FMH: TCM Spécial Agent in Charge

R
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COPY (mjm)

EPC:ON

October 4, 1939,

—»‘\

YEIORANDUY, FOR MR. Lul}) T

Re: Ji‘:’rmy contuets -
“Communications Center;
~Cryptograrhic Divisiony-irmy

Signal Corps.

b6 per Army
I took Cap’aain| |to lunech yeaterday. He was forrorly

. in charge of the Lrmy Cormunications Center. He has beon a good

contaet. He advised me that he had beon relicved of hiz post as

Caief of tho Cowmunications Center and is presently assigned to ,
studies at the Lrmy Var College but he expeets this stuly course to

be terminatod shortly due to the present war situation wund oxpoetbs

he will probubly be assigned at Vachinzton to the Tfar Flunning

Division,

ftor lunch Coptain]  |introduced me to Major[ ] b6 per Army
I:Iwho is the new Chisf of the Arny Communications Center. I
invited !'ajor Trench to visit the Bureau. Major[ | eppears to
be friendly and I will further develop the contact,

Su'ésoauﬁntly Captain:land I called on Licutenant b6 per Army

| in charge of the Army Signal Corps, urder which 2

comes the Military Cryptogrpphic Section, I takked at some length
with 001onel| and also Mr.| | civilian hoed of their

Cryptopraphic Section. | Lmentioned that thq’ Signal Corps is -
considering hiring as a civilian employeo I, % is p
presently a Ci¥ O fingerprint caployee in the Burcuu, has made =

cryptorraphy an avecation for many yvears. I inquired as to Whnd

position would be offered Napier end was informed that the best they

could do at the present was a P-1 position, starting salary {2000,

b6 per Army

GolonellZl offered to moke availabe to any of the Bureau

luboratory exoaminers at any time the crypbographic und code libraries

of the Arnmy Jignal Corps. These vould be very helpful irdeéd,

particularly in the seurch for little used cormercial codez in connection

with any decodirg work being done in the Bureau"* labcra’co”y. - .

T 1o -&n,( ST
I also sounded out Colonell:l concerning thcal{b rocoptivenmsg[ X
to giving about 100 hours training to another reprmﬁn*mu.m*“of -themFBbIﬁ-—-—

in eryptogr: Iuic work, Ko uas voary receptive to this tad XAt covidiiac
| bé per Army
K ared ) .




COPY (rjm) o
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Moo for 'r, Ludd - 10430

tho sume in » separdibe memorandurie

Yy, incuired about $he eiphor which wis uscd in b6 per Army
the Rumwich Spy Caoees I told snd Colonel  [thit if thoy
vioitad the Duecru nrrangemcaba vould be made to daow Then tho cipher

in the Rwepden Croe whica 18 on dioploy in tho *uroruts loboratory
oxhivit, | inquirvcd vhother they could have 4 phobtorrsph of

this eipher which netwdlly 3n n vory simple aoysten. T told him I would
advise the Direetor of hic ronuest Iln this recard. Ik.:lwithin
the 1ot fou daye hnd o ropresontdtlve of the /P Fhoto Syndice:ito prepure
such n picturc, In vicy or the cxeellont coopuration oxisting with thoe
Army Signol Corpo I recormend thnt o similex nhotogriph be rnde by the
Tazamts Photoprapiic Soction for thon and It attohhing Zerako o
lotser for the Divoeetor 's cirwaiwre addvossed wo Colono]_: BTN -
ridtting cueh r vhotorranh.

Raspcetivlly,

T.s Po Coffey




_JOH) EDGAR HOOVER ‘ ‘ . y - :
' DIRECTOR . . p . PN
Hederal Burean of Inuvestigation

Wnitedr States Bepartment of Justice

EPC:ON MWashington, B. €.
October 3, 1939.

1

(22

MELORANDUIl FOR hiR. LADD

Re: War_Departient. Correspondence
/ Course irf Cryptography.

d

A
O

The attached memorandum prepared by Mr. b6 per é;i'mY

under date of September 20, 1939 refers to the correspondence
courses offered by t.hegw‘ar Department on cryptography. There 0}

are two such courses, the elementary and the advanced course. s
The Bureau's laboratory has had these courses for several years A
and they have been ingluded in the regular conferences on )
cryptography. ARY
Respectfully, J
\;{

040,

E. P. Coffey. -
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EPC:AF Februsry 7, 1941

HE4ORANDUM FOR 4R, LADD

nea)(”m Cipher
Army 8igoal Corps

I had a very satisfactory conference this moraing

Iﬁﬂ heai of the Army 8igaal Corps, Captain
of G-2, and several of thelr assistanta, concerning

the GBO sipher. The Aray is most cooperative and willing to :
help. They sald they have their bteet cipher speclalisti working b6 per Army
constantly on this and they would like %o put more perzonnel
on 4% but it is absolutely impossible ait present to do g0 due
to other pressing business. They stated they have concluded :
it is & double transposition och is the most difficult e
of all ciphers toc solve. Colonel suggested thet me send
two of our cipher experts over there Monday morning at 9 o'cleck
and they would spend the dey in conference with Ceptain[ | B
end Dr,| |and others of their cipher staff, during whish ’
tize cur nen would bs cosched Iln every modern and confidentisl ~
mothod of attack which the Army hes on the double transposition -
cipher.

Colonel[ __ |further suggssted that they could furnish
one of our ciphber experts with s mathematical formuila wherein
one of the GBO eipher unesssges which contains the letters Cand B -
would be reduced to numbers. ¥This numerical formula then could b6 per Army
be given to twenty selected clerks with a brief instruction and
procesding on an ‘siiminstion besis Celonel|  |séated theve
twenty clerks should be able to solve that particuler cipher
pessege. He stated that the clerks need not know what they are
working on, that they would have nothing to desl with but mumbers
and that the answer would be reached when the numbers wers re-
Mr.towon _ erranged inteo a certain position, He stated this is the only
M cess ... Suggestion he could neke whereby mass production would be of any

w.e.anmm ___ help in reaching ¢ soléutim. I think both suaxvaﬁ:;mm R
Mr. Foxworth RDED 3 FY Y % 11 (" f T i P B "
e, Nathen Unless otherwise adm%,%&%n end Napier 02’ the
e, Ladd Laboratory will be sent over there Monday morning for the speeiel
Wr. Kgan \ )
Mr. Glavin Y /
My, Nichols : V
mr. Ho@don . \T,..u IO S
Mr. Rosen . ZJ
\ \\Q P
bt SO, . A e P
Miss Gandy x\’ oy r

l
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Mr. Ladd
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Mr. Nichols
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Miss Gandy

|

!

ir. ladd
2

conference on this type of cipher. I furiher recommend that,
on the return of these men and after it is possible to estirmte
the maximum length of tine whioch would be required for elimina-
ti poses, using the numerical farmula suggested by Colanel
& special staff of twenty perscas be assigned to this work, D6 per Army
I think we can take ten from the Laboratory off other work, and \
suggest that sffort be made to obtain ten more from other
sections of the Bursau,

I oonslder the solution of this cipher one of the essential
problems before the Buresu at the moment. 1

Oolm].l:l also asked for more information on the oipher
which he stated would be of great assistance to thesm in attempting
%o hresk 1t over there, Speocifically he asked for the date gnd
time of each of the transaissions or intercepts, any direetien b6 per Army
bearings on the locations of the stations involwed, the frequencies
used for the transmission, any headings, procedure signals, call
letters, signatures, or acknowledgments which may have beex part of
the transsissions and any return traffic which may have followed
the sending of each measage, snd any other messages in this particular
form of eipber which the FEI may have., All of these items might
be of help in solving the cipher and I recomsend where available
thess data be confidentially furnished Colonel In this
connsction, I also point cut that these data were "on the air®
vhen the messages wer: went and that they were all intercepted
the FCC and therefore might well be made aveilable to Colonel
If approved, I will propare these data for him,

Heapectfully,

B, P, M‘yo
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Zipral Burean of Inuestigat . ..

WMnited States Aepartment of Jusiice
NEW YORK, NEW YORK

JBD: BCB

April 17, 1941
Director,
Federal Bureau of Investigation,
Washington, De Ce.

Attention of Technical Jaboratory

\f
RE:’/{HAGELIN CRYPTOGRAPHER

Dear Birs

n accordance with your teletype of April 15, 1941,
MR. STUARTYXHEDDEN was contacted at the office of FULLER, RODNEY
& C0., 44 Wall Street, New York, N. Y. by Special Agent Je. Be
Drury.

HEDDEN advised that the Hagelin Cryptographer is manu-
factured in Stockholm, Sweden, which factory is the sole source
of available supply. He stated that the United States War Depart-
ment had recently purchased two large models and fifty small models,
which machines were transported to this country through the a8siste
ance of the United States Department of State.
GORDED & INDEXED -~

70-0) = 54

According to H%%bEN, it is expected t© ‘fﬁﬁ}@%ﬁ*
may soon be placed by the War Department, which _!r" er would
sufficient to justify the erection of a factory in ;Shis g@mtm 8.
However, delivery could not be made from the proéuct of such a

plant until about one year after the award of the corftfacts ° o

A factory for the mamufacture of the or yptographer is .
located in France and the last information coming-to-HEBBENUS«at
tention indicated that the French Army had about 2,000 crypto-
graphers in its possession. In addition to France, according to
HEDDEN, a mumber of other European and South American Governments
use the Hagelin Cryptographer.

g

The small portable set sells for about $325., delivered
in Stockholm, and the large keyboard eryptographer sells for ap-
proximately $1,750., delivered in Stockholm. Tifty of the large
sets are presently under construction for the Swedish Government.

FRRAsY] szsﬁ
be

2
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Letter-Director : April 17, 1941
Attn: Tech. Labe.

To the best of HEDDEN'S information, the only Hagelin
Cryptographers in the United States are owned by the United States
Army and by certain Embassies in Washington, D. C.

HEDDEN furnished the enclosed pamphlet entitled "The
Hagelin Cryptographers", together with the eight photographs also
encloseds He advised that he would be pleased to arrange for a
demonstration of the cryptographer either in Washington, D. C. or
in New Yorke.

Very truly yours,

Yl 2

B. E. SACKETT,
Special Agent in Charge. .

Encls. (9)
SPECIAYL. DELIVERY
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Hederal Burean of Inuestigation

Hnited States Department of Justice

Post Office Box #2344
Boston, Massachusetts

April 21, 1941.

Director,
Federal Bureau of Investigation,
Washington, D. C.

Re:

Dear Sir:

tir.{

| who is a captain in the Signal Reserve,

United States Army, called on me April 17, 1941 at which
time he brought with him aldevice he has arranged for
ciphering and decipheringgcoded messages,

The device is said to be based on multiple substi-~
tution. He claims it would be impossible for anyone to
decipher messages written by use of this particular device.
Captain Bacon also has an electrical device which operates
on the same principle,

The hand device, however, consists of tape which
is turned by a knob on the outside of the small encasement
which contains the tape., The tape is about three and one
half feet long and at each turn of the tape there is a new
combination of letters consisting of the entire alphabet,
and on the device itself is a code containing a fixed
alphabet,

It is impossible to explain the device in a con-
munication of this kind as it is very complicated. However,
it appears to me that possibly the device may have sonme
merit although it would require an expert in that field
to determine whether it does possess the merit which Captain

b6 per Army

Bacon claims for it.

Captai has been attem t‘-{‘/t SYREERN,
aptain as been attempting b
Army and Navy in connection with this device E&bfgggiﬁﬁﬁkﬁﬁFlNVESﬂGATmb ’

he asks is a fair trial which he has not as yet cel ?ﬁ¥
from the Army or Navy. He states there is a la ?F

amourn
jealousy among graphologists and he feels thal possHSRHREEENT qg%néw 3E

Q

\J!
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Director, .
Federal Bureau of Investlgatlon. -2 April 21, 1941.

to this professional jealousy his device was cast aside without
having had a fair trial. He showed me a letter he received from
the .jar Department in which they advised they did not believe

the device had the security which he alleged. Captain| | bé per Army
states this letter indicates that with reference to certain tests
he forwarded to them they had not attempted to decode the messages
he submitted. He also showed me a letter he received from the
Navy Department in which, indirectly, it was admitted they could
not break down his code, but the letter indicated he had not
complied with the tests in that he had used different codes

for different messages. He stated this was absolutely untrue and
this in itself is proof his device has the security which he
alleges.

Of course I know nothing concerning this individual
but he did not impress me as being a "crackpot!" and he repeatedly
stated his sole interest is to see that his device does have a
fair trial and then in the event it does not possess the merit
he claims it could be discarded.

As the Bureau knows, Mr. called on me at the b6 per Army
Bureau's request.

If the Bureau should be interested in this matter, it
is possible uantaln‘ |could make arrangements to visit bthe b6 per Army
Bureau's Laboratory at some time in the future although he did /
not definitely promise he would do so and I did not encourage same

inasmuch as I did not know the Bureau's desires in this matter.

Very trul,/yours,

V. %. PLTERSON, %
VPP Special Agent in Chapge.
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Re: <%, GELIN CRYPTOGRAPHER Mr. Quinn Tamm___
Cipher Machine) “ Tele. Room
R :
Mr. Nease

m

model. American-made Hagelin Cryptographers. These are small
portable cipher machines. In connection with our study of these
machines we are very anxious to borrow for comparison purposes/c-3%4)
one of the older models as originally made in Sweden (model 7E&=28).

——
—
.

. y‘»u.’_ 7

Miss Beas
The Laboratory has recently acquired a pair of the new >g§;é%%£
0.8 Yt

/ !

: We have definite information that the Cryptographic Section
. of the Army Signal Corps has a number of these older models. -

BRECOMMENDATION: That the Bureau's liaison officer discuss
< with General Strong the possibilities of arranging for the temporary
\, loan, for comparison purposes, of one of the Army's model C-28 Hagelin
Cryptographers.

\ Respectfully,

‘ 4/ oy fi‘/
) ' 3 . E. p. corfly.
‘ !,
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