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FOIPA Request No.: 1  
Subject: 080-HQ-805 

 
 

 
     The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States 
Code, Section 552/552a.  Below you will find check boxes under the appropriate statute headings which indicate the 
types of exemptions asserted to protect information which is exempt from disclosure.  The appropriate exemptions 
are noted on the enclosed pages next to redacted information.  In addition, a deleted page information sheet was 
inserted to indicate where pages were withheld entirely and identify which exemptions were applied.  The checked 
exemptions boxes used to withhold information are further explained in the enclosed Explanation of Exemptions.   
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(b)(1)
 

(b)(7)(A)
 

 (d)(5)
 

(b)(2)
 

(b)(7)(B)
 

 (j)(2)
 

(b)(3)
 

(b)(7)(C)
 

 (k)(1)
 

50 U.S.C., Section 3024 (i)(1) (b)(7)(D)
 

 (k)(2)
 

 (b)(7)(E)
 

 (k)(3)
 

 (b)(7)(F)
 

 (k)(4)
 

(b)(4)
 

(b)(8)
 

 (k)(5)
 

(b)(5)
 

(b)(9)
 

 (k)(6)
 

(b)(6)
 

  (k)(7)
 

 
327 pages were reviewed and 319 pages are being released. 
 

     Below you will also find additional informational paragraphs about your request.  Where applicable, check 
boxes are used to provide you with more information about the processing of your request.  Please read each item 
carefully. 

 
 

 Document(s) were located which originated with, or contained information concerning, other 
Government Agencies [OGA].  

 

 This information has been referred to the OGAs for review and direct response to you. 

 We are consulting with another agency.  The FBI will correspond with you regarding this information 
when the consultation is completed. 

 In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act 
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the 
existence of your subject's name on any watch lists. 

 



For your information, Congress excluded three discrete categories of law enforcement and national security 
records from the requirements of the Freedom of Information Act (FOIA).  See 5 U.S.C. § 552(c) (2006 & Supp. IV 
(2010).  This response is limited to those records that are subject to the requirements of the FOIA.  This is a 
standard notification given to all our requesters and should not be taken as an indication that excluded records do, 
or do not, exist. Enclosed for your information is a copy of the Explanation of Exemptions. 

 
   For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”  
The FOIPA Request Number listed above has been assigned to your request.  Please use this number in all 
correspondence concerning your request.   
 

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States 
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you may 
submit an appeal through OIP's FOIAonline portal by creating an account on the following 
website:  https://foiaonline.regulations.gov/foia/action/public/home.  Your appeal must be postmarked or 
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely.  If you 
submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act 
Appeal.”  Please cite the FOIPA Request Number assigned to your request so it may be easily identified. 

 
You may seek dispute resolution services by contacting the Office of Government Information Services 

(OGIS) at 877-684-6448, or by emailing ogis@nara.gov.  Alternatively, you may contact the FBI’s FOIA Public 
Liaison by emailing foipaquestions@fbi.gov.  If you submit your dispute resolution correspondence by email, the 
subject heading should clearly state “Dispute Resolution Services.”  Please also cite the FOIPA Request Number 
assigned to your request so it may be easily identified.   

 

  The enclosed material is from the main investigative file(s), meaning the subject(s) of your request was 
the focus of the investigation.  Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s).  Our experience has shown   
such additional references, if identified to the same subject of the main investigative file, usually contain 
information similar to the information processed in the main file(s).  As such, we have given priority to 
processing only the main investigative file(s) given our significant backlog.  If you would like to receive 
any references to the subject(s) of your request, please submit a separate request for the reference 
material in writing. The references will be reviewed at a later date, as time and resources permit. 

 

 See additional information which follows. 
  

 
 

Sincerely, 

        
David M. Hardy 
Section Chief 
Record/Information 
   Dissemination Section 
Records Management Division 

 
 
 
 
Enclosures: 
 

The enclosed documents represent the 2nd interim release of information responsive to your Freedom of 
Information Act (FOIA) request. 

As previously indicated, document(s) were located which originated with, or contained information 
concerning another agency (ies). We are consulting with the other agency (ies) and are awaiting their response. The 
FBI will correspond with you regarding those documents when the consultation is completed.  

 

 

http://www.fbi.gov/foia
https://foiaonline.regulations.gov/foia/action/public/home
mailto:ogis@nara.gov
mailto:foipaquestions@ic.fbi.gov


 Inquiries regarding your OGA referral(s) may be directed to the following agencies at:  
 

Federal Emergency Management Agency  

ADDRESS: Monique Booker-Kasper  
Records Management Division  
Federal Emergency Management Agency  
1800 South Bell Street  
4th Floor  
Arlington, VA 20598-3005 
 
 
Department of Health and Human Services  

Attn: Garfield Daley  
Acting Director, FOIA/Privacy Division  
Room 2206, Mary E. Switzer Building  
303 C Street, S.W.  
Washington, D.C. 20201  
Telephone number: (202) 690-7453 fax number: (202) 690-8320 
 
 

 
By letter dated 11/15/2017, we sent you a Compact Disc (CD) containing the first interim release for this 

case.  At that time, we explained the $10.00 balance associated with that release would be billed with this release.  
Accordingly, upon receipt of the enclosed CD please go to www.pay.gov to make an electronic payment* in the 
amount of $25.00, or make a check or money order payable to the Federal Bureau of Investigation and remit it to the 
Work Process Unit, Record Information/Dissemination Section, Records Management Division, Federal Bureau of 
Investigation, 170 Marcel Drive, Winchester, VA 22602. Please include the FOIPA Request Number with your 
payment. Failure to pay for this release within thirty (30) days from the date of this letter will close any pending FBI 
FOIPA requests from you.  Nonpayment will also cause an automatic denial of any future FOIPA requests.  

 
 
*Pay.gov is a secure web-based application that accepts credit card and ACH payments online, and is hosted by the 
United States Department of Treasury, Financial Management Service.  For frequent FOIPA requesters, it is 
recommended to create a Pay.gov account to retain an online history of payments made through Pay.gov and to 
retain specific information for future payments.  To make an electronic payment, complete the FBI Freedom of 
Information Act and Privacy Act Form located on Pay.gov.  Please note: if a refund is necessary, there is less 
processing time to refund a credit card payment than an ACH payment.  
 

 
 
 
 
 
 
 
 



 
 

EXPLANATION OF EXEMPTIONS 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 
 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters 

be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers 

to particular types of matters to be withheld; 

 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal  privacy; 

 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or 

information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair 

trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal  privacy, ( D ) could 

reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 

institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 

enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 

investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 

investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 

reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 

individual; 

 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 

the regulation or supervision of financial institutions; or 

 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control,  or reduce crime 

or apprehend criminals; 

 

(k)(1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 

for example, information involving intelligence sources or methods; 

 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege 

under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be 

held in confidence; 

 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to 

the authority of Title 18, United States Code, Section 3056; 

 

(k)(4) required by statute to be maintained and used solely as statistical records; 

 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 

information pursuant to a promise that his/her identity would be held in confidence; 

 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he 

release of which would compromise the testing or examination process; 

 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who 

furnished the material pursuant to a promise that his/her identity would be held in confidence. 

FBI/DOJ 
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;J, 

· ' Exec AD Adm. -
1>=..,,...,._'<1.- . EX~ AD trv. ---:-

To , Mr. Bayse,rrP)&J !fiJ A 
' .R • .w. Witzel R. tJ. /) 'frJ'~ 

Date 10/9/81 

From 

1{.!1-
~NOVEMBER 25, 19~1 
FACILITY. 

PURPOSE: To .identify candidates· for. captioned training. 0 .. 
DETAILS': A two week training course on "BASIC COUNTERMEASURES ... 

wi.ll be held at .the Quantico Traini~g Facility ·from 
November. ·17 "thro~gh 25, .19 8.1. 

Exec AD LES -::--· 
Aut.Dir.: 

Adm. Servs. -
Crlm.lnv.-
ldent. __ _ 
Insp. __ _ 

lnteii.--
Lab. __ _ 

Legal Coun.
Off. Cong, & 
Public Ails._ 

Rec.Mgnt,_ 

Tech. Servo._ 
Training __ 

Telephone Rm. -
Director's Sec'y-

Based on the need of their respec'tive 'offices~ for 
trained in countermeasures, .the followi~g personnel /<'7 
selected to attend captioned course:: ~ n~ 

SAl I 
SA L::R::-i.-c-;h-a_r_d'I"""":T::-.-r, -=z=-a-, ..... ac 

SA ~------~~ SA ,. 
SA t---------i. 

SA F==-------"--...., 
SA~--------~~ 
SA~------TI 
ET I (Instructor) 

Scheduling of the training course has 
coordinated wi }h1 Tl:aini~g Division·, .Quantico.. 

' Enclosure ·Y 

Atlanta 
Atlanta 
Boston 
Boston 1 
Cinc:dnna ti. 
Cleveland 
Sacramento 
San Diego 
FBIHQ . 

/ 
previously 

.. -~ 

o;c 2~ 1987 

been 

b6 
b7C 

' 2 ._ ~ 

1 ~t~1t~n=:=,:::::~~~-------~ 
b6 
b7C 

1 ·~Mr. Bayse 
1 ....: Mr. Witzel 
1 ·..:. Mr. Killion 

aoco 
. (9)0 

(CONTINUED - OVER) 

OCT 14 1981 

- ---- -----1 

FBI/OOJ 
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• 
Memorandum to Mr. Bayse 
RE: BASIC COUNTERMEASURES 

TRAINING COURSE 
NOVEMBER ·17 1 .1981· - NOVEMBER 25, .1981 
QUANTICO TRAINING 'FACILITY .. 

..... 

RECOMMENDATION: That the attached teletype be ·sent to· notify 
attendees of thei'r selection for captioned 

trainir~· 

APPROVED: Adm.Servs. __ Laboratory ___ _ 

Cr.m.lnv. Legal Coun. ---
Director Off. of Ccng. 

----- :-. Pcb!lc Affs . .,_ __ 
Er.ec.AD·Adnl. __ ldent._. __ Rec. Mgnt. . 
Exec. AD·!nv. __ Inspection Tech. Servs. W41.3h 
Exec. AD·LES _ lnta!l. Troioing -----

•• 

- 2· :-



L 

' .. 

U~.ITED STATES GOVERNMENT 

mem"'Cranduill 
DATE: 12/2/81 

(66-62) 

-TO: DIRECTOR, FBI ATTN: ENGINEERING SECTION, TECHNICAL SERVICES DIVISION 

Enclosed for the Engineering Section are the following 
items: "'---· 

~nterad Ltd., 10-500 MHz, Receiver, Model 
7312, SN 103, Property No. 00167908. 

r-------~~This item is defective and per instructions -of sAl 
.....__ ______ __._ FBIHQ, is being returned. ..____ ____ _. 

4 VOR Model 40602 Units, SN 230, Property No. -
none~ SN 138, Property No. 005504 _ _ : SN 199, 
Property No. 00550483, and SN 132, Property No. 
00550474. 

These items are no longer required by Louisville. 

(J)- Bureau (Enc. 5)(Under Separate Cover} 
1 - Package 

1 - Louisville 
LCB/mm 
(4} 

,, 

"0Di~2~~ 
' ' 

-----~~ NOT RECORD'ia 
fO. DEC 8 1961 tJ 

----- ... jf;l 

OPTIONAL FORM N0.10 
(REV. 1-80) 
GSA FPMR (41 CFR) 101-11.6 
5010.114 

b6 
b7C 

b6 
b7C 



l, 

• ~~B-5.-... ~ 
~~.:;---- .., I I ,.:;;.- / < - 1 

SAC, Seattle 
Attention: SAL.I _______ __. 

Director, FBI (80-SOS) 

(')'· 
COUNTERMEASURES MATTERS 
~~ _, __ ~ ........... ~ s.,_._ -

L.-~--~--------~ 1 - Mr. Bayse 
1 - Mr. Witzel 
1 - Mr. Killion 
1 ..: L.l ~------J 

12/3/81 ' 

Reference Bureau teletype dated November 6, 1981. 

On November 9 and 10 1 19811 from the Technical 
services Division (TSD), Engineering ~~~~~~~~~~~nu~ . 

The countermeasures sweep consisted of a check of the 
radio frequency spectrum, a check of the telephones, telephone lines, 
all telephone line appearances within the Federal Building and a ~~\ 
nondastructiv~ physical check. During the nondestructive physic~; A 
check, all ceiling tiles arot:nd the perimeter of the office spac · '·"'1 ' 
were lifted in search of microphones or other listening devices ~~--: · 
all power line junction boxes l':rere examined. 

A similar countermeasures sweep '\'Tas conducted of the 
Reside~t Agency (RA) office space, Federal Building, Richland, 
't'7ashington. A loudspeaker which l'Tas connected to the building • s 
intercommunication system was found above the ceiling tiles. The 
loudspeaker system was determined to represent a potential security 

--------~zard since it could be modified to serve as a surreptitious listening 
vice. The loudspeaker \·1as disconnected and left in the RA's office 
ace. 

1 DEC 8 1981 
_!'\ 

~~--~ 

11'81/00J 

b6 
b7C 

b7E 

b7E 

b6 
b7C 
b7E 



\ . 
\ 
l 
\ . 
' 

... -- • 
Letter to Seattle· 
RE ~ COtJNTBID·IDASURES NATTERS 

As Se~ttle is awarq ladvisod 
that tho count0rmeasures ST.:Teep indicated the technl.cal s atus 
of tho office space inspected at tho time of conclusion of tho 
sweep. T~e countermoaouros m·teop docs not insure that the 
techniclll sccuri ty status of th<::l area t-Ti.ll not subsequently 
change. Uncontrolled access by unauthorized persons to the 
office opaca or to ~1e telephone main frame could subsequently 
result in the emplacement of clande~Ztine listening devices '(>7hich 
would co~promiso any security that may have existed. 

Seattle should maintain a racord of all telephone ap
poarancco for the telephones in the Richland PA for u~e in future 
countcrrnaasurcs S\11ceps by Seattle technical agents. If not 
already done, Seattle should advise the AUSA, Yakima, Washin~ton, 
of the rcnulto of the countermeasures survey. 

~~ N:.:.;O~T~E~·~-· ___.s.uwll.fFep was conducted by ET L.l _______ ____.I and. SAIL...-__ _. 

APFROV\:0~ Adm.Servs._ Laboratory _ ___, __ 

I Leg:oi. Cotn\. ---Crlm. nv. ___ ,. 
c:~ ~.; ·.-t>."~;; . 

Direct<>:' _ : • ~'.i<..: .;ifs. ___ _ 

E.xec .. AO·,.~ . ., ' """·~t. !'~ .... . ~; .. t... ~------
Exec. Av·htv. _ . .... "'-' , _ lech ..::erJ:>. 

. Training ___ .....__ 
Exec.AD·LES- .... -~ -··~ ·· ~--

- 2 

-- - - _._ - - - - - - -

b7E 

b6 
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()5 + 't? ' ... •• •• Exec AD Adm. __ 

Date 11(6/81 Legol Coun. _ 

Off. Cong. & 
Public Alfs.·

Rec.Mgnt._ - Tech. Servo._ 
Trolnlng __ 

Telephone Rm.

Director's Sec•y -

I 

Reference Seattle airter dated Sept'ember 28, .1981, and 
Seattle telet~pe dated October 14, .198'1. 

PURPOSE: To request authorization for ET I land 
SA I I to ·traver to Richland, .Washingtpn, 

Division to conduct a countermeasures· swee in the offices· 

DETAILS: In referenced communications, the Assistant United States 
Attorney, .Ye3:kima, .Washington,· .req~es"ted· that the FBI 

conduc: a cou~terineasures· sweep' of the 'of-fice 'space of I I 
I _ _at Richland, .Washington. It should be noted that 
the Seattle Division has neither· the ·appropriate counte·rmeasures 
equipment nor trained countermeasures personnel to conduct a 
thoro?gh countermeasures sweep'. 

In early 1981, ,the Off-ice of the I I Richland, 
Washington, received allegations of £raud and abuse ~lving ~ 
approximately 38 subjects, ~ostly current or formerL__jRichla · ~ ~ 
employees, concerning approximatery fifty million dollars in -- <~~ 
questionable expend~tures. ~ 

On November 4, 1981 Unit Chief and 
met with 

as J.~g on, : • 
confJ.rme the J.mportance o t eJ.r investigation and 

seriousness of the allegations which have been made at that facility. 
He/r~so advised that he was aware 'that discussions held between 
~~o at Richland and between an Invest~~~r 

\'".:tmttiS\\mi ::_ENCLoSlJREA.x:rAcHSD·, ~v -JQ5d78 
Enclosure ~~ · 

1 - L-1 -------J 
1 ..:. Mr. Bayse 
1 ..: Mr. Witzel 

i~ 
~ 

~ 
. " 

~ 7. 9 DEG: 301981 

7 OE.C 9 19Bl 

(CONTINUED - OVER) 

FBI/OOJ 
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... 

Memorandum to Mr. Bayse 
RE: COUNTERMEASURES MATTERS 

at Richland and the Washington, n.· c., b6 
have become almost immediately known to other ~ndividuals who b7c 
should not have had access to that informatio.n. He further b7E 
advised that from the inceptiop of the investigation,. officials 
at that facility have not cooperated withl land 
have attempted to obstruct the investigationJ I 
I lat Richland suspect there is a real possibility 
the Richland office which is located within the facility is being 
monitored in some manner. · 

r-------=I=-t::.., is estimated that the total cost for ET I I and b6 
sAl ltravel will be $350 per diem and $1000 for transportation;b7c 

RECOMMENDATION: 1} That the trip to Richland, .wa'shingtol]., be approved 
and the attached teletype be sent. 

APPROVED: Adm.Servs._ Laboratory ___ _ 
Crlm.lnv. Legal Coun. __ _ 

Director Off. of Cong. 
Exec.AD·Adm._ l:1er:t. , l: ,)l:blic Af~s. 

--- ·'\:.:. Mgnt. 
Exec. AO·Inv. _ ftl$X'Cf.<"•• _._._ s 

-· ••• ~· """''· crvs. 
Exec.AD·LES _ lntell . ..._ __ 'fraining ____ _ 

2) Since the sweep will extend to November 11, 
1981, which is a legal holiday, it is reguested 

this day be a scheduled workday and holiday pay for ET I I 
and sAl lbe approved. 

APPROVED: Adm. Servs. __ Laboratory ___ _ 
Crim.lnv. Leaat Coun. __ _ 

--- :;> • "' Cong. Director ___ _ 
• ~ r'ubllc Affs,_. _ ___, 

Exec. A~·Adrr -·- ldent.~--·~-~··~ ~ac. Mgnt. -=~ 
Exe<" • _ lnl!c-" • • _ .. ·- r~ch. Servs. ~~ 
EX<.v , •• :... , •••• ·- I: a.:.· ~--- ""-- Training----

- 2 -

b6 
b7C 



FBI . 
I 
I 
I 
I 

TRANSMIT VIA: 

0 Teletype 

PRECEDENCE: CLASSIFICATION: -oo I~ __ , _ __,._., ..,.. .... - ... ..,., * CJL~·-

D Facsimile 
D Immediate 

D Priority 

O·Rolltine 

0 TOP SECRET 
0 SECRET 
0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 9/28/81 

I •• 

-------------~~--------------------------------------
TO: DIRECTOR, ,.~:FuB:...I~....-_____ __, 

ATTN: SA I I TSD 
ENGINEERING SECTION 

FR011: SAC, SEATTLE (66F-1975) 

SUBJECT: COUNTERMEASURES 

For information of Bureau; the following information 
was provided byl I Resident I~vestigator, Office 
I Richland, Washington. 

During the past year ,I I became aware of 
information leakino from his office of a sensitive investioat_ive 

There are.onlv two C2l employees in thel I 

Approxim~tely six months ago, I 
discussed a sensitive inyestigative matt~e-r-~i-n~t~h-e~i~r-o_f_f-~~-c-e-,~ 
detaill ~:·wbjch ':ere completely unknown on the project area. 
Before_ _ linitiated the investigation, the su~jects 
learne ~ I !interest and certain dqcuments qocuments 
incriminating them ~ysteriously disappeared. 

I thinking his office space had been bugged, 
inspected the space above the false ceiling and di~covered a 
number of wires running above··the space, as well as a speaker
type device connected by wire. I I was unable to trace 
the wires to their source. 

~ :2'-- Bureau 
3 - Seattle 

(1 - 66F-1975) 
(1 - 20\E-0} 
(1 - SAl 

HEB: ecf L...------1 

(5) 

Approved: ______ 2{~,;.~5 -113 
(Number) (Time) 

Per _____ _ 

·. 

b6 
b7C 

b7E 

b6 
b7C 
b7E 

b6 
b7C 

b6 
b7C 



------ ----- - -- ----------------- -

~I 

SE 66F-1975 

!suspects the security office of the 
r---------~----~~~h-a-s~the capability to install and operate 
sophisticated intercept equipment. 

. I I stated that the security o~fice would 
profit considerably from knowing what ca?es thel I 

I lwas pursuing since they have attempted to 

I 
neutralize his efforts in the past and protect the administra-
tion of I lwho operates the 

currently investi~~~~--~ 
o ficials of the 

has been unable to use his office space without fear of com
promise of ins.tant allegations. 

.... . 

b6 
-·" , .. , .b7C 

b7E 

~~-~~I 
b7C 
b7E 

b6 
b7C 
b7E 

The Seattle Division requests that the Bureau's 
Countermeasures Sweep' Team furnish appropriate assistance, in 
this matter, to determine extent of intercept in the office space 
and communication systems in thel !controlled b7E 
area. • 

2* 
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" UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

- .~ < 

AIR TEL 

DATE: 10/19/81 

"' .DIRECTOR, FBI {1~ 
(ATTN: SA ~~-----.n-------~~' TECHNICAL SERVICES DIVISION) 

Q.. 

FROM u0C, NEW YORK (66-~931 SUB H). 

SUBJECT: ~VJIT~~S~~EP/SEARCH 

ReButeletype to Ne\or Yor1<~ dated 9/21/31, and t1e\'T York 
teletype to the Bureau, dated 9/30/81. 

. Countermeasures S\'ieeps/Searches \'Tere conducted at t~ 
following locations at th, indicated times and dates by SA'sl__j I -. . . 

". 

, Room 3720B 
' 

· 26 Federal Plaza 
Hanhattan, ~1. Y 
9/22/81" swept 

Room 42 .
HANGER II 

(Old North Passenger .Terminal) 
Kennedy I_nternational Airport 

Queens, N.Y. 
9/29 /8~ • S\'Tept 

~· 
~ifi~8520 
.Reason for extension FCIM, II, 1. 2. 4. 2. 
Date of review for declassification 

10/19/2001 
l . \ ~ 

~- nureau. \ .. ; .. :()'f? 
l.1- N0:\'1 York 

PSD:mb 

rlW 1~-- 4 --=---- ----

( ·1) 

>' 

b6 
b7C 

b6 
b7C 

. b7E 
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Results of tho~e sweeps are as follows: 

Telephone checks both on-line ~nd off-line did not 
dis9l6se any unauthorited.eavesdropping activity. Line tests on 
five (5)· 565HKH telephones shm'led the follo\'Jing ranges or 
readings: · · 

Tel'ephone #:1 
Telepho~e· numb~rs 

Voltages ·(on hook) 
Voltages .(off hook) 
Milliamperage MA (on hook) 

- MA (off hook) 
'Infinity Transmi~ter 
Tone Test (ITTT) 
Amplifier Test 
Spare Line Tests 

Telephqne #2 .. 
Telephone Numbers 

Voltages (on hook) 
Voltages (off hook) 
NA (on hook} 
HA (off l)ook) 
Infinity Transmitter 
Tone Test (ITTT) 
Amplifier Test 

~ 

565-HKM; 6/79; 4/72 

I I· 
51.29-51.37* 
5·. 79-6.71 * 
0' 
49.90-51.11 

~iegative 
·Negative 
All negative 
(no audio, .. voltage or 
cu·rrent dra• . .., detected) 

565-HKM 

51.33-51.40* 
4.71-6.52* 
0 ' 
50.09-52.23* 

negative 
Negative 

*-Denotes con~tant~y varying on Digital Multimeter 

~ 0 N F .l 0 l!! !I T I 1\ r:: 
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ICM (fifth position) 
Voltage. (on h9ok) 
Voltage (off hook) 
l1A (on hook) 
HA (off hook) 
Amp~ifier 
ITTT 

Telephone #3 
Telephone numbers 

Voltages (on hook) 
Voltages-(off hook) 
MA (Qn hook) 

-l1A (off hook) 
(.ITTT) . -

Ampliffier Test 
Spare position (fifth). 

Telephone #4 
Telephone numbers .. 
Voltages (on hook) 
Voltages (off hook) 
MA (on hook) 
MA (of;f. hook) 
ITTT 
.J\mplifier Test 

•. ' 

Spare position (fifth) 

23.59-23.61* 
6.47-6.72* 
0 

•76.18-77.'32* 
Negative 
Negative 

I 
565-HKM; 6-79; 3-67 

51.33-51.37~ 
4.94-6.18* 
0 
50.29-52.49* 
Negative 
Negative 
All' tests negative 
(no audio, voltage, o~ 
current dra\'1 detected) 

1 /67 

SO~IFl~EHTI AJ:: 
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NY 66-8831 

.Telephone fFS 
Telephone numbers 

Voltages. (on hook) 
Voltages (off hook) 
MA (on ·hook) 
MA (off hook) 
ITTT 
Amplifier Test 

·ICM (Fifth.position) 
Voltage (on hook) 
Voltage (off hook) 
MA (on hook) 
MA (off hook) 

I 
565-~-IKH~ 6/79 ~ 12-68 

51.41-51.32* 
4.48-5.9t5 
0 
50.26-52.40 
Negative 
Negative 

23.51-23.62' 
6.42-t5.46 
0 
79.08-79.16 

. I loffice, .. .,as given a Radio 
Frequency (RF) sweep with a scanlock Mark V Rece~ver, but ~o 
listening devices were found. 

A complete physical search of the office \'lhich included 
inspecting the complete ceiling area, heater, a~d ventilation 
system, ~lectrical outlets and switches, a~ well as furnitur~ in 
the room, did not d.~sclose the presence of any eavesdropping 
devices. 

Telephone ,,,iring ·\·Tas found which was connected to an 
electrical S\'li tch, hm'lever, it \·ms determined that it wa·s 
connected to a buzzer located near the front. door ,\'lhich \•lhen 
opened activates the buzzer. 

The room contains a ceiling speaker system which 
appeared to be operating in a normal manner. 

~ON.!!'TBBN'l'IA~ 
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I I '"as s~ . .,ept in the same 

fashion and· found to be free of any eavesdropping devices. It is 
noted that the entire office space, though patrolled at 
aprox_imateiy 6 p.m. by Genera;t Services Administration Guards is 
·not secure. Once entry is gained during daylight hours, an 
eavesdropping attack ·could be accomplished in a brie£ period of 
time. This type of attack can be effected either by defeating 

. the door locks or breach~ng the ceiling 'space. Telephone attacks 

.can· be effected anywhere in the building at c:ny time. 

Recommendati.on: That security. ,.,i th regard to this floor 
be tightened,, and alarms installed .'tlhich can, at least, be 
responded .to by GSA Guards. 

Room 42, Ha.nger I_I 
Kennedy International Airport 

Telephone # 665-4193, 4195, and 2062 

Telephone checks both on-line and off .line did_ not 
disclose any unauthorized eavesdropping activity. Line tests on 
five ( 5) telephones in the 564-HD and 565-H!<~1. series shm.,ed that 
these instruments \.,ere operating \'li thin noi;mal telephqne ranges. 

Voltages (on hook) 
Voltages (off.hook) 
HA (on hook) 

. l1A ·· (of-f hook) 

48-50 Volts* 
5-8 Volts* 
0 
50-65 MA * 
Maximum Acceptance 
Level 70 HA' 

~ON!· IBEN'l'IAk 
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·. 

Infinity Transmitter 
Tone Test (ITTT) 
/l...'lllplifier ~est 
Spare Line Tests 

Negative· 
Negative 
All negative-
(no audio, voltage .or 
current dr~w detected) 

. ll. physical search 'ltTas ·conducted on the telephones, 
telephone caoles 1 and various line connect.ors a-round the office 1 

however, no listening de~ices were found. 

Inspection 6f the interior 'ltTalls disclosed that 
conversations cou.ld be intercepted •wi th ease from another agency 
occupying space along an adjacent 'ltTall. Louvered air vents also 
allo-vT for the passage of room· audio. ' 

> • 

l 

The overall structure \'lhich for the most part is 
unoccupied contains numerous communication and electrical system 
\'lire runs w · ch were used in the past by the I I b7E 

and the I I These runs . 
can e accessed and used, as ·needed, and as such present a 
countermeasures hazard. 

Regarding buiJ:'ding secur.i ty there .is virtually. none 
after 6 :9 .m., at which time a.ll personnel have de:9arted. The .· 
location, where the structure lies, is dark throughout the night 
and not patrolled on a.regular oasis. 

The .main doors '1ead~ng to ... 1_---:-_ __.lare gl=.:fss entrance way 
tioors \'lhicb axe sec\).red with a hasp <'lnd an inexpensive prtdlock 
that can be easily defeated. 

In essence~ Pffers. no secuxity, ~.'lhatsoever, and 
as such presents a serious countermeasure hazard. Nith no 
protection aga~nst entry, one must assume that the hazard exist. 

*-Denotes· constantly varying on Digital Multirneter 
. . 

~ 0 N F I 13 E 1:1 'I' l 1': r.=: 
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Recommendation: That this agehcy'·sl b7E 

operatio,ns be moved to a mor:e secure build.ing t,..;hich is protected' 
by a burgla~· ala~rn and_patrolled reg~larly by guards." 

In. that no location can be as~umed to be free from the 
va~ious eavesdropping hazards ·c,.,hich are knm·m to exist, caution 
should be exercised at all times ~ ... ,hen discu~sing. matt€rs of a 
sensitive nature. 

i:. 0 N F I 13 E 1:1 '!' ·I A r.=: . 
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FD-36 (Rev. 5-22-78) 

TRANSMtT vu! 
D Teletype 

PRECEDENCE: 

0 Immediate 

0 Priority 

FBI • 'CLASSIFICATION: 

0 TOP SECRET 
0 SECRET D Facsimile 

g Ajrtel 0 Routine 0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 11/9/81 

-----------------------------------------------------

Being forwarded to Headquarters by separate packages 
(2) are the following: 

One (1) Scanlock 78/136 sent to Atlanta by Head
quarters. It is noted that this unit did not appear to func
tion properly. 

O~canlock 78/11·3, returned to Atlanta by 
Tampa Divis~ is noted that Tampa indicated this 
Scanlock was not operating properly as a possible short might 
exist in the antenna. 

It is requested that Scanlock 78/113 be returned to Atlanta after it is checkro~ta5"'-

/) ./-.: • . I n./t 6/ct- I 
®- Bureau 

(2 - Package 
2 - Atlanta -
RTZ/lru 
(6) 

copies) 
~ NOT.'R'ECciROEt;, 
~~ 9 NOV 12 1981 

Transmitted ------=----,--
(Number) (Time) 

Per _____ _ Approved: ___:.~-,..:;.._ ___ _ 
{ 
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8·269 (7·24·81) 

•
• 1 

FEDERAL BUREAU OF INVE -ATION • WASHINGTON, D. C. 20535 

DATE: /~ :s/ <(; J Re: 

To: gr:t~"' M 1 rtrt.t 

ff77 SA L...-1 ___ _____. 

. b6 

p B.~m 
10 

ENGINEERING SECTION= b? 
---------...---------r-lnvoice of Contents 

NAME OF SHIPPER_..,.,......,.,....!:;:========'--

METHOD OF SHIPJrfG ___;~~-..;;;:t-;;...;o~_;;·\;:....:t...:.:11....l.:6::..:;·-:..:..~· ~-=:""-=<!._;;;:;.--
Room 1 8046 TL 253 

FBI File'# Q" C') .--c£ 0 < 

I( 1£ ~ tk:l/~ f{ ~ N' 80 4 6' .1eg"3 
)"N I l. 7C;t.;b 

• 

JfC ..tj/? 

ltf 11- 1 (} y '1 tJ~..{?/ 
;l_,3,./1 

EXECUTE FD-514 TRANSFER EQUIPMENT FOR PERMANENT ASSIGNMENT SHIP# ____ _ 
! 

FBJ/OOJ ! 
I, 



8·269 (7·24·81) 

FEDERAL BUREAU OF INVE.ATION 
WASHINGTON, D. C. 20535 • 

' 
DATE: l 2.. / r-e')f tl.; I 
TO: '5 A c. p ftC) t:il'' A,... ' y. 

Re~ r$t:v·r ~I(!~((._ ~';?:lf;! ~ ~r ~'1;~ 

/1-77 s/'91 
-~~-_:_.:...:._.====;===::=:;===-Invoice of Contents ~~ 

~ ' 
Re~rn to ENGINEERING SECTION ' 

Room 1 8046 TL 253 

.~A'> ..::..::-.'A''''"" FBI File' II ~c:;.~ 2!L ~ ~ 

I ._;:;. H /;)4.17~1< ll t';) !? IF' C. ii v t:::F~r:? '5N f3ct ? ~ ~ '7 
y.'.;V ~~ 7~ 27 

1 te-s 

EXECUTE FD-514 TRANSFER EQUIPMENT FOR PERMANENT ASSIGNMENT SHIP# ____ _ 

FBI/OO.J' 



OCTOBER~ 1,: 1981 

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

LAffiDE HQ n0042 $nffi 

{62-9.7308} . 

FBI KANSAS CITY PRIORITY 

ATTN: SA~~------------~ 
LOS ANGELES PRIORITY 

AT TN.: sA ~I ____________ ____. 

OUNTERMEASURE~ TRAINING 

• 
PRIORITY 

REFERENCE BUTELCALLS TO LOS ANGELES, SEPTEMBER 28,: 1981; 

ANSAS CITY, SEPTEMBE~R· 30,: 1981; AND K.ANSAS CITY AIR TEL, 

ULY: 17,.· 1981. {U} 

KANSAS CITY's SA~~ ______ _.I AND LOS ANGELES'S SA~~ ______ ____. 

BEEN SCHEDUL~D TO ATTEND THE INTERAGE~CY TRAINING CENTER 

TC}~ 10530 RIVERVIEW ROAD, FORT WASHINGTON, MARYLAND, 20744, 

OR TECHNICAL SECURITY COUNTERMEASURES {TSCM} AGENTS COURSE 

22.:..15 FROM OCTOBER: 13, TO. NOVEMBER 20,: 1981. ~ 

SAS ARE TO COMPLETE AND SUBMIT TO 

APPROVED 

DO NOT FILE WITHOUT COMMUNICATit;i'!'IS STAMP .. 
..... .,, 

... " 
.~~ 
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fED!:fiN. ou,·:::..\d 1.1;: I~.JV!iSTlGAYm;•J 

t;OrJIJ.1U~JI.::t::l i 0i~ t.11.:::St\13:J ronr,, 

_r:,-.f~~=~---~~-1- ___ ·---- ·-- CO~\IYI~JUATI.Q_N St!.t:f:i!_~~-·~---------~--
~~~~~~-----~i.,l ~§-~.J~~o·.DE HQ 0042 s_o N E ; D E "!!±A L -- I 

FBIHQ TRAINING FORM {OPTIONAL FORM: 170} ~MMEDIATELY· {U} 

20~ ABOVE AGENTS SHOULD REPORT TO THE ITC BY 9:00 A.M. ON THE 

1s~FIRST DAY OF TRAINING ~ND HAVE APPROPRIATE rDENTIFICATION. {U} 

THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS 

16_AT THE ITC. DUE TO THE ITC'S LOCATION AND LACK OF ANY PUBLIC 
"' _TRANSPORTATION, KANSAS CITY'S SA~I ------~~IS AUTHORIZED TO 

14_LEASE AN AUTOMOBILE, TO BE USED BY BOTH SAS, FOR THE DURATION 

~OF THE TRAINING. {U} 

12~ ~ AND EXTENDED BY: 1445, REASON FOR EXTENSION, 

~FCIM, II,: 1-2.4.2 {2}, DATE OF REVIEW FOR DECLASSIFICATION 

lO~OCTOBER: 1, 2001. {U} 

-
4_ 

DO NOT, TYPE MESSAGE BELOW THIS LINE 

w z 
::; 

!!! 
:X: 
1-

1-
VI 
< 
Q. 

w 
Q. 

> 
1-

1-
0 z 
0 
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• 
NOTE: ABOV~ TRAINING IS NECESSARY IN ORD~R THAT ADDITIONAL 
COUNTERMEASURES TRAINED AGENTS WILL BE AVAILABLE IN THE FIELD 
TO ADEQUATELY SUPPORT COUNTERMEASURES WORK. iU) 

THERE IS ~0 TUITION INVOLVED AND THE COST UILL BE 
APPROXIMATELY $7,000 FOR PER DIEM AND TRANSPORTATION FOR BOTH 
AGENTS. ABOVE HAS BEEN COORDINATED WITH SA~------------~ 
ADMINISTRATIVE SERVICES DIVISION. {U} 

. ' 
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• , .1 -Mr . 
~/TCt .2 i = :: f/ ( ~ V' 1 - L..l ____ ____. 

J-tftf 

Bayse 
Witzel 
Killion 

0·-..1:>~ NovaJlber 6, 1981 
~EDERAL G v J:Jn • 

Dear Z.ir. Henson: 

1981. 
Reference is made to your letter dated September 29, 

In response to your request, on October 9 1 1981, 

b7C 

b7E 

l?BI personnel from the Techniqal Sorvices ;ilri si on ennr1ncf:ed a 

countermeasures swee~ of loomt _ I b?E 

I '!'lie swoop cons stod of a checl~ of the 
radio frequency spectrum, a chacl~ of the telephones and ~elephone 
line& and a nondestructive phyaical search. 

No evidence of electronic eavesdropping 
of the telephones was detected at the time of the 

~~~"~_:;or? 

~ 
~! 

.,._ II 

~"l m ~ 
~ ~ ~l 

."!.~ 1:.0 ..,. 1 

·~· ...... - !f}Jbcl_ 
Exec AD Adm. _ rJ. ( 7 ) 
Exec AD LES-
Asst. Dir.: 

Adm. Servs._ 
Cdm.lnv._ 
ldent. __ _ 

lntell. ~ Lo!.orolory -
Legal Coun. _ fVJj) 
Pion. & Insp.- r \.:,... 
Rec.Mgnt.-
Tec'h. Servs._ 
Training_ j 

Pu~lic Ails. Oil.-
Telephone Rm.-
Director's Soc'y- MAIL ROOM 

!74 JAN 111982 

APPROVED: 

Sincerely (urs, 

Willii~. Bayse 
Assiotant Director FBI 
Technical Services Division 

Adm.Servs._ laborato~ 
Crlm.lnv. legal Coun. ---Director Oft. of Ccng. 

Exec. AD·.6.dm._ fdant •. ~--- & Public Affs.,__ __ 
e - Rec. Mgnt. ---xec. AO.fnv. - lm:pcction Tech. Ssrvs. 
fltec. AD·LES - In tell. Training ---

,-, 
' ' 

,,, 

... 81/00J 
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1 - Mr. 
1 - Mr. 
1 - Mr. 

Bayse 
witzel ... ~ 
Killion 

l~. D. Jerry Rubino, Director 
Security Pro9rams Staff 

11}2iJ~e~1------------~ 
~ Justice Uanagomcnt Division (DOJ) 

Hilliam A. Bayse 
Assistant Director FBI 
~~chnical Services Division 
'-Coo~;sTERl!·1EASU~.W·1ATTERS 

In response to a verbal request hyL---~----~~~--~ 
of your office, on november 4, 1981, FBI personnel conducted an 
e_;Lectronic counterr.easures sacuri ty survey of a Lanier !!odcl 103 
?t~o Problem Type~·1riter" '(<Tord processor, serial number 352361, 
located in I l The survey 
consisted of n radio frequency ppectrum sweep and a physical 
exaraination of the internal components of the equipment. No 
evidence of any electronic eavesdropping or tamperin9 t·1i th the ~ 
equipment \'lao detected at the time of the survey. (j) . j,-- 1\ 

/ " g 
It was' determined~ p:rior :to · t:ba survey, throu9~ rll(, 7 ~ ~77 

J, 

laboratory tests conducted··by"HoneyWf;lll, Incorporated, ~n~p'?li~ !:·rv; ancl. that :the Lanier Modal 103 "t~o Problem Typat.griter'" is a . 
I__ _ I hazard \>lith a required perimeter control zone J'~& 

PCZ of 200 feet. 00 ~- l Y 
:2r(2~Y'OS- Y· tl 

Upon completion of the survey it "t-Tas verJ.f'iecf that the 
Lanier ?·Iodel 103 ''No Problem Type\lriter" did in fact parallel 
tho I !performed by Hone~Tell, Inc. There. \oms no indi-
cation that any of tho compromising emanations detected were en
hanced to any degree. our axamination of the internal circuitry 
of the equipment did not reveal any visual abnormalities, ho"1ever, .. 
a complete examination would require a cornponent-by-c&mpons~~analy-

~, ___ ....,lisi.oiio.ps by a factory engineer. ~ . .. ;..4:: l98l 

\_ - It ia rccomrn.ended that if t.lte Lanier l•1odel io~,{i,f~~'ll 
, gs 'ry cwri ter" is to be used to process !'lational Securi ty-=-Iffformation 

~ ~~ t it be provided a PCZ of 200 feet. This could be accomplished 
~ ~ relocating the equipment internal to the building. If reloeation 
> is not feasible, then the procurement ofJ lap~r9v~dJ1ord 
~ · pr cossor for National Security applications is recomm6nded. ~ 

~\'SO: ~,.. .~.- tAbant~,~----\_ J•~ .;! ,__. 

V 
· · .. !ltv, LQiJ!ll eoun. 

_' Exoc AD f~~.;~; • I .. ~, (r('Y • •. ! H') U' · Cit~ - 'Oi ;;;,~~~iis. 
" ~~ . .jl~ ' ~ I v elted. AO.Mm._ ldt:!llf. R L ... J ·--Exoc AD Ad,..,_ ~-n : dmd · ' .)\ ~ !;l.C. •·~~~ • __ _ 

Exoc AD LE$ ..,__ r ''I\\( .,?"' E•ft¢. AO·llW. - lM~ :~~":':, . Teen, &,T\1~·---
Anl. Dir.: ( 8) r,. ~~.f,~LES _ ln!ell. . .. TralnJng ___ _ 

., .Ad,., Serv,.__;.NQ.TE: The above electr~:~· c c:unte:m:a snr,s security survey was 
Crill. lnv. ~conducted by Onj t Chi f SA I I 
Hen!. ~ I f . . . 

·,Jatell. . an~ e a ove J.n ormatJ.on was provJ.c;led orally 
· _Loboratory...;.._to\1 I Justice Security Programs Staff upon Legal Coun. _ J l t • f th 1 

Pion. & In,~ . .._ com' e J.On o e survey. 
Rec, Mgnt. _ . ~ 
Tecl•,Servs.- \ ~'An Trolaing _ <:I' 

Publfe Ails. Oil,_ o is TeJep~one Ra. _ J3 
o~recto•8·~ APR' !tS S2_ 

/ 
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SCO 00 l 3100350Z 

RR HQ 

DE SC 

R 06 023 0Z f~O V 81 

FM SACR~ME' ~ITO 

~0 D lR!fCTOR, 

BT . 

UNCLAS 

( 1-6) 

• • ,,~ ... 

• ; .... f rV£0 
~ L •,; 'fPf: UNIT 

~·~~ j. I ' ,.. ') 

• • I' U l.t "1 l -., 
.J • <. 

-
L....------___.1 T-ECHNICAL SERVICES DIVISION. 

COUJ[~.!W1ASU]f~I~t~.U~I,.!i,C?4• 

R FB UT FL 0 Cf 9 , 19 8 1 • 

SA U~,tABLE TO ATTEND CAPT IO l\ED TRAHJI~G 
~----------------~ 

'\. BECAUSE OF ~XTEND~9 SICK L!!:AVE. t·b OTHER G'.UALIFIED AG'!:NTS fl.BLE 

TO ATTEND AT THIS TIME. 

BT 

\ 
I f1 ' ' . 

Exec.A!>-1\dm. _ 
~as~A3·S;J _ 

l:xac.t.o !;ES_ 

Adm.S~"""/3, -
C'im.: ... v. __ 
!d~flt. __ 

l%pccti~ _ 

1-:tt:L----J 

f ~~,~·.;) __ 

R~· :~.~: --

f T~~~)fJIY:"•~ n~n .. -
F t'l.~t·)r's S<-~'y -

'En~Sect: 
1B046 JEH 'fL# 254 ~~c 
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00 HQ 
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·~o 
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('..J ..s~v' Ex:lc.AO·Adril. -~ 
Exec.AO·Inv.-~ 

IJ 

Exec. AD-lES--n 
Asst. Dir.~ ~ 

Mm. Scnrs. -- ~ 
~ 

Ctlm.lnv. - ---~ 

b7D 

~ 0 121804Z NOV 81 
1) 

Ideo\._- ~ ·~- ~ 

l,lS)l()t:t!•Jn - -} 

l:!tv;j - - - ·~ ~ 
l~ll'll'a''ll'}-! 

l"{·\lo,t,,!ol~-l FM ALBUQUERQUE 

TO 

BT 

UNCLAS 

l t"- " ~ •v e· ~. 
•"~"-·· l !>- ----

l ..,. • ' 
4 .c ~ . .J- '""I ,.,J. ...............--. 

\ .,-,:-;~--

\=\~~· r;~ 
REBUTE4, NOVEMBER 10, 1981. ~~--,~u------~ 

ATT,ENTION: SD, ENGINEERING SECTION, SAL-I ______ __. 

~~NTERMEASU ES , 

~--

SA GERfLD B. BROWN WILL ATTEND THE BASIC COUNTERMEASURES ~ 
,, 

COURSE AT QUANTICO, ~EGINNING 8:00AM, NOVEMBER 17, 1981. ,j 

TRANSPORTATION WILL BE REQUIRED FROM HEADQUARTERS TO ms 1 ?t~ Y ~ 
:~ANTico. ;;~t' be>(~~ Vf- 7fJ/L/ 

# 

4" .It; 
A I 6 I tl /·({IV 

ftV ~ r 
v 5~ 
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Memorandum • • Exec AD Adm. _ 
Exec AD lnv, _ 

Exec AD LES-
Asst.Dir.: 

Adm.Servs,_ 

Crl~l~w·--
ldent. -,.,.--
Insp. 

1~ 
Intel!. __ _ 

To Date 12/~/81 
Lob. bG 
Legal Coun. _ 

From ~~~~ A. Bayse 

tJ 
Subject ! COUNTERMEASURES MATTERS 

Off. Cong. & b7C 
Public Ails.

Rec. Mgnt. __ 

Tech. Servs.
Training __ 

Telephone Rm.-, 
Director's Sec'y-

REFERENCE: Your memorandum dateq October 1.9, 1981, captioned 
II REQUEST J?OR' .A'{}D IO COUNTERMEASURES • II 

· PURPOSE: To report the r:sults of a .countermeasures sweep 
conducted of th~ 

·L...--1 ________ _____. 

DETKILS: On November 30, 1981, personnel of the Technical 
~er'v ~ces Division ( Ts ............... .-.. ............................................................. ...,.:.&&.l.........,"'""""....,.,""""'""""""'"'.>;d 

a countermeasures swee of 

The countermeasures sweep consisted of a check of the 
radio frequency spectrum, a check of the telephones, telephQne 
lines a?d a nondestructive physical check.· 

No evidence of. electronic eavesdropping or tampering 
with the telephones was de:tected at the time of'.the sweep. · 

The counte·rmeasures sweep. was conducte.d .by ET 1....---~~ 
L...-_ ___.1 and SAl I 

' RECOMMENDATION: None. . For info·rmation only. 
AP?ROVEO: Adm. Servs. __ Laboratory ___ _ 

Ci:m. !:w. L.egai Coun. __ _ 
Off. o: C~;;g. 

Directcr & !"•kHc /,Its. __ 
. ~ Exec. f.O·f{~.n. __ 1:::c::t. t:sc, M;;~nt. T.i'JI~rJ 

Exoc. AiHnv. __ lnevo::!:on. ___ Tac:1. S<:rJS.J!/rJJ).t~ 
Exoc. AD·LES lnteil. Training · • 

-~L...-----------.-__,a.l ' PJ! 
1 - Mr. Bayse s-o -~ o5...:::;.tJ!. f-
1 - Mr. Witzel 
1 M K '11 · 7 DEC J 8 1981 

~1~~~ 1 1on I· -

~ 74 JAN 5 1982 'II'\ FBI/OO.J 
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8·268 (7·24·81) 

FEDERAL BUREAU OF IN.iTIGATION 
WASHINGTON, D. C. 20535 

DATE: 19-/91 ~~} Re: 

ro: <3 A c. N ifw y ~ ((. trr:., 

- _i_;'1_r_""_
7 
·_ ...... S_A-_.~...1_:=========;--.........,_Invoice of Contents ---~~,...M}~::,..-'.:;..._~~~~~::-::-::=:-:::-:-:-

~m to ENGINEERING SECTION 
NAME OF SHIPPER_-'------l---

METHOD OF SHIPPING (( Ev G ,v1 A 1 I 

71:'5. 711 ~·· .e•\ 
-- - MAU .. ~P 6 

DEC .. 9 1981 

FBl 

Room 1 8046 TL 253 

FBI File# '7<'0 - <( () ~ 

DO NOT TRANSFER EQUIPMENT SHIP# __ 

cf ()_,. ~ tJJr FBI/OOJ 



TRANSMIT VIA: 

D Teletype 

D Facsimile 
0 ATRTEL 

e 
PRECEDENCE: 

D Immediate 

0 Pr.ior.ity 

D Routine 

• o4-tw· 
FB:I 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

. 0 UNCLAS E F T 0 

0 UNCLAS 

Date 12'10'51 
-----------------------------------~--~-2------------

)V ro: 

Q FROM: 

DIRECTOR, FBI 
(ATTN: TECHNICAL SERVICES DIVISION, 
E' T, I I 
SAC, SPRINGFrELD (~-25) . 

TECHNICAL MATTERS/b6UNTER~ffiASURES 
SCANLOCK - ' 

SUBJECT: 

Re Springfield telephone call to the Bureau 12/10/81. 

The Bureau is requested to furnish the Springfield 
'Div~on one Scanlock kit so as to allow appropriate security checks 
to be conducted in Resident Agency"space within the division. . ' J -

The Scanlock unit should be sent to the attention of 
SA I I FBr J 250 West Cherry Street, Room 350, 
Carb6nda,le

1 
Illinois 62901 1 arriving by' 12/21/81, 

Upon completion of usage~ the unit will be returned to 
the Bureau, 

' ·' Ci), Bureau L/ 
1 ~ Springfield ( 6-25) 

RVE/bbs 
(3~ 

I !; 

1('/Y fO- fo.t:J--:_ 
. -----NOT RE:co"Ro'Eo-

7 DEC 15 i96J 

.. , 

Transmitted --::-:---:--:---~--,---
Per _____ _ 

<Number> (Time) 

.. 
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8·268 (7·24·81) 

FEDERAL BUREAU OF INVESTIG.)N 
WASHINGTON, D. C. 20535 , •• 
oATE: I '2/;o/'3/ Re:T£1/~t-E(tJL 
TO: <;;'J9 C .i.tfu I~ VI L...L. ~ 

cQu (. (J ;vtc"A-( 

~ 
J4 77 s /} 1 b6 
------...!:::jf==::=::=~===;--'"voice of Contents ___ -it;-l=7--~~------b7C 
NAME OF SHIPPER --LI ____ ___J..___ Return to ENGINEERING SECTION 

~ -Room 1 8046 TL 253 

METHOD OF SHIPPING -L-C-15>:::.;_. ----- FBI File# ~-<6'0 ~ 

I ~,.KJ- IN7~tfA£) te~=.-~E/VCK:_ /312. S'A/ 103 

f#ol'- 79c) ~ 

FD·514 NO 

)- 2?~ 

//~c. )P.?2-t

/2-//-h 

0 

DO NOT TRANSFER EQUIPMENT SHIP# __ 
F81/DOJ 
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FD-36 (Rev. 5-22-78) .. 

....... """' 

TRANSMIT VIA: 

0 Teletype 

0 Facsimile 
1iJ ATRTET. 

• 
PRECEDENCE: 

0 Immediate 

0 Prior.ity 

0 Routine 

FBJ 
• 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 
0 CONFIDENTIAL 

0 UNCLAS EFT 0 

0 UNCLAS 

Date _....Ll..&.2'-ff-~.1..::~4'-ff..c;8ul __ -; 

-----------------------------------------------------
TO: DIRECTOR, FBI 

ATTN: TECHNICAL SERVICES DIVISION 

OM: SAC, SAN JUAN (66-20) 

UBJECT : "couNTERMEASURES 

RE: San Juan airtel to the Bureau, dated 6/24/81, 
captioned "Countermeasures Matters;" and 
San Juan telephone call to Technical Services 
Division, Engineering Section, Signal Analysis 
Unit, 12/14/81. 

Referenced airtel and current inspection have 
demonstrated the need for countermeasure training to be afforded 
San Juan Technical Agents. Limited c:untermeasure and security 
measures are l:!eing provided by SA I I (Technical , .~. bG 

Coordinator) to headquarters a.nd aliAs semiannually. Because Jb?c 
of the political climate and terrorist activity in Puerto Rico ~~
semiannual inspections are felt to be the minimal acceptable ~ V · 
with quarterly inspections advisable. At the present, no ·. 
one within the San Juan Division has received counterm~asur s 
training. Countermeasures equipment assigned to. San Juan · 
consist of one Interact 7312, 10-500 MHz receiver.. It is 
requested that the Bureau consider securing a slot for SA 
in the six week advanced countermeasures course and/or pro~v~1~e~--~~~ 
similar training at the Bureau andjor send headquarters personnel 
to Puerto Rico' to provide the training. Upon completion of 
training, it is requested that the best available countermeasures 
equipment be assigned to the San Juan Division. The Bureau is 
requested to advise San Juan of its decision in this matter. 

~o-7JoS"-/7f 

@- Bureau.......-
2 - San Juan 

,_,15]) 

(1 - 66-694).·; 
.·, 

Transmitted __,..,..-.,--,,.-----:-:::-:---:----
<Number) (Time) 

Per ______ _ 
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-· -P' 
.NITED STATES GOVERNMENT, 

memo-randum 
~~~, Memphis (66-270) 

TECHNICAL EQUIPMENT 
COUNTERMEASURES 

TO: DIRECTOR, FBI 
ATTEN~N: TECHNICAL-SERVICES DIVISION, 

ENGINEERING SECTION, 
~ ELEC~C ANALYSIS UNIT 

E~£3£:!~~~~ Supply 
Division, ·on a permanent basis, with the.:following: 

One each Triplett 3400VOM modified with 
amplifier · 

,.. - -< ~ .,... ~~ 

the Memphis 

The above requested item is felt to be necessary in the 
Memphis Division· in conducting countermeasures procedures on 
telephones-in FBI facilities~ 

The above requested item should be forwarded to the 
Memphis Division, Attention: Techni.cal CoordinatorL.I -------....1 b6 

b7C 

~ f/ 
~- Bureau 
2 - Memphis 
HLH:mrp 

~~~·~~ suri~ 
,.~~,, 

•• • I ~ 

avin·gs Bonds Regularly on the. Payroll ·Savings Plan 
'-

tl GPO: 1979 0·281·187 P.O. 4304 

I 
- .. 

OPTIONAL. FORM'NO. 10 ~ 
(REV. 7-'/6) 
GSAFPMR(41 CFR) 101·11.6 
5010.11:t 



... 

~~ot3 l' V".;> w ......, 
mt t"' 

' ~ 
~ ~ 

~ 

~:.~D~~ 

E!'•C AD Adm, _ 

Exec AD LES_ 
Aut.Dir.: 

Ad,., St~vs,...__:. 
Cri,..,lnv • ._. 
'ldent. · 
lntell. __ 
LQborotory _ 
Legol Covn. _ 

• • 
~/5/82 SAC, Slln Juan 

Attention: SA I 
~--------------~ 

Director, FBI (S0-805) 

qOUNTERHEASUP..I!S t 1-IA~ERS 
.... ~ •;. ~t • ..,·~.~ r- r- ·· ~ t· ·,. 

REFERID~CE: San Juan Airtel dated 12/~4/81 and BuTelcnll 
12/22/81. .. 

As "ras discussed during referenced telephone call, 
the Technical Services Division (TSD), Engineering Section 
(ES), recognizes the need for training of field technically
trained Age.'lt personnel in cow1termeasures and in providing 
the field with appropriate countermeasures equipment. This 
Fiscal Year the ES has had two training in-services on nasic 
Counterneasures Techniques and in the usa of the latest 
countermeasures equipment which is being added to tho FBI 
inventories. Duo to the lack of funds, the ES '"ill be 
unable to sponsor any additional formal training in counter
measures this Fisc a~ Year; hot·rever, per your telephonic: 
request, ES personnel can provide informal countermeasures , ·~ · 
training to your technically-trained Agents at San Juan in ,./ ) 
conjunction w.ith conducting countermeasures sweeps in your (!//·· ·" 
division. Informal countermeasures training can also be . ·r 
provided byES personnel at FBIHO. The selection of loc:a- ~ · · 
tion for co~~termeasures training is left to the discrati~ 
of San Juan. Upon the course of action elected by San Juan 
for ti1e training, San Juan should direct a cormnunication to 
FBIHO for approval. 

The selection of attendees to the previous Basic 
Countermeasures In-Service Tr~ining was made based on the 
perceived needs of those field offices and FBIHO efforts to 
implement regio11.al countermeasures capabil~ti~s~ .c-' ~~~?;;); 

~® - 8'e: ..). - J' I 
Regarding your request for advanced counter.oeasures 

training which is provided by another government agency in 
tho. t.Zashington, n. c., metropolitan area, the· ES has been 
a.dvised that there are no funds available at the present 
time for this type of training. For your information, the ~ 

~~ •'t 

l - l1r. Bays'c 
l - Ur .. i'1itzel 

HI~£~ -,.· ......_-=K=· ~=---. 

Pion. & lrup. _ 1fr.o ·p· ~ / 
Rtc. Mgnt, _ PJ \ !\ v 
T •c.~ .. Servs. _ S) i)IJ f) , ~f\ 
Troonong_ o; d~\1 

Public AIIJ. 0~ .11.,.% .n ·· :;. Jeltp~one R,(. /w~~wP~ 1"'7}, 
. .DJrector's Stc'y _ MAlL ROOM d2f '-.:" 
[ 14 ~JAt 2 6 1!3B~ -
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-· 
... ·_~ " • • -
Letter to SAC, San Juan 
RE: COUNTERMEASURES MATTERS 

advanced countermeasures traini~g is six weeks in duration · 
and the agency providing the training does not have loqging 
facilities or public transportation to and from their facility. 
This requires attendees to be on per diem and arrange for 
their own transportation at an approximate cost of $3,900. 
Selection of Special Agents to attend this advanced traiping 
is made based~ the Special Agent's formal training in 
electronic fundamentals, or experience as an electronic techni
cian, and on the needs of a particular field office. 

The ES 's survey of field c_ounte,rmeasures equipment 
conducted in June, 1981, confirmed the need , to supplement. 
and update countermeasures equipment available .. to the field. 
Every effor·t possible is being made to procure counter
measures equipment with the resources available and to 
ma~e the equipment· available to the field on a permanent 
basis. Presentlyt the ES has countermeasures equipment 
that can be made pvailaple to the field on a temporary 
basis provided . the field office has personnel trqined in 
the use of this equipment. 

Ouestions regarding this communication or ~elating 
to counte~measures matters s9ould be directed to the TSD, 
attention SA I FB;IHO, or _Qy contacting him 
on extension 2700. 

- 2 -

--. 
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DEPARTMENT Of JUSTICE . 

\.~DI:RAL BUREAU Of INVESTIGATION 

PAGE 1 OF 
DATE 

1/8/82 
Cl~.!_O~ _: . .....-.--:-

~ 

START HERE 

DIRECTOR FBI {80-805} 

FBI NEW YORK PRIORITY 

PERSONAL ATTENTION ADIC LASTER 

COUNTERMEASURES MATTERS 

PRECEDENCE 

PRIORITY . 

REFERENCE BUTELCALL TO NY SAS ._I _____ ___.I AND 

1-L---------1 
N JANUARY 7, 1982· {U} 

THIS IS TO CONFIRM REFERENCED TELEPHONE CALL· NEW YORK 

TO CONDUCT EXTENSIVE COUNTERMEASURES SWEEPS. FULL 
< ~ 

-<f' :;: •I 
.., .... I' 

THE' .SWEE:PS' WILE 'BE PROVIDED BY FBIHQ "' 

6 ASSISTANT SECTION CHIEF RONALD WETHERINGTON. NY WILL CONTACT 

SA WETHERINGTON AT NYC TELEPHONE NUMBER 212-820-8080 ON 

JANUARY 12, 1982. DISCUSSIONS REGARDING THE SWEEPS 

NOT BE DONE TELEPHONICALLY· ~ 

UPON COMPLETION OF THE COUNTERMEASURES SWEEps, NY WILL 

ADVISE THE TECHNICAL SERVICES DIVISION, ENGINEERING SECTION 
DO NOT TYPE MESSAGE BELOW THIS LINE 

DATE ROOM 

1/8/82 1B053/8 

1 - fD --205? 1-i_:0-
1 - R. 'BAYSE 13· 15 JM1 .,~ 1'K}2 
1 - MR. WITZEL ~ 
1 MR. KILLION - - ---#dP--ae¥Js 
1 -1 I 

~am;rttJRPAltonrwtSTrGAT ON 

~\ 
~ 74 JAN~1982 

{ ~'- e~MMYNl~ti~N~ tENt~ 

' ~'.1t\\ ~ >~"' 
'JAN 8 10A? 

DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

w 
z 
:::1 

~ 
:z: .... .... 
"' <( 
D. 

w 
D. 
>-.... .... 
0 
z 
0 
Q 

b6 
b7C 

b6 
b7C 

FBI/00.1 

I ' 

l 

b6 
b7C 



'f 

0·93A (7•19·77} DEPA!lYMENT OF JUSTICE 

FEDE!'IAL BUR!:AU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

PAGE 2 I CONTINUATION SHEET 

KfAJ?.;-r,'f..l!f,9.: l>E HQ 0154 C 0 N t- : ' T A L 

~O~E-~E~_UL~S· NAMES AND ADDRESSES WHERE COUNTERMEASURES 

20~SWEEPS HAVE BEEN CONDUCTED SHOULD NOT BE INCLUDED IN THE 

18~COMMUNICATION. {U} 

QUESTIONS REGARDING THIS COMMUNICATION SHOULD BE DIRECTED. 

l61-TO SA L..l _____ ___.l BY SECURE TELEPHONE COMMUNICATIONS. {U} 
' 

~AND EXTENDED BY 8, REASON FOR EXTENSION, 

14LfCIM, II, 1-2.4.2 {2 AND 3}, DATE OF REVIEW FOR 

l»ECLASSIFICATION JANUARY 8, 2002. {U} 

12laT 

:.J 

10~ 

-
4_ 

-

< • 

FBI/OOJ 
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Memorandum • • Exec AD A:m. _ 
Exec AD lnv, _ 
Exec AD LES _ 

Aut.Dfr:,;, 

Mr. Bayse:P To 

~rom R. W. Witzel 

Date 1/22/82 

Adm.Servs,_ 
Crfm. lnv, __ " 

lde~•·---
lnsp. __ _ 
lntell, __ _ 
Lab. __ _ 

Legal Coun. _ 

Off. Cong. & 
Public Affs. _ 

Rec.Mgnt._ 

Tech. Servo. -
Training __ 

(!/ 
Subject : COUNTERMEASURE,S_MAT 

Telephone Rm, _ 
Director's Sec'y _ 

Reference Bureau letter to San Juan, dated 
January 5, 1982, and San Juan teletype dated 
January 12, 1982. 

PURPOSE: To reqtlest anthorj zation for ET 1....----------....J 
and SA! I to travel to San Juan, 

Puerto Rico, to conduct' countermeasures sweeps and provide 
countermeasures traini~g to San Juan technically-trained 
~gents. 

DETAILS: Referenced letter was in response to San Juan's 

b6 
b7C 

• 

request for countermeasures training by Engineering 
Section (ES) personnel for their technically~trained agents~ 
San Juan requested the training in view of Puerto Rico's 
political climate and recent and continuing terror.ist / ) 
activities. Providing FBIHQ' s approval, it was left at the /'· .r 1 

discretion of San Juan for location of traini~g. Referencwed' /(')1 
San Juan teletype requests that ES personnel travel to / · 
San Juan to provide countermeasures training and to conduct : 
countermeasures sweeps at several locations. 

To minimize the possibility of adversaries or unauthorized 
personnel from obtaining information as to the plans for counter
measures sweeps, all plans will be made upon arrival at San Juan. 

San Juan has been telephonically advised to obtain 
all FBI· telephone lines appearances information. 

Attachment 

1 

=i 1 

1 Mr. Bayse -
1 - Mr. Witzel 
1 - Mr. Killion 
1 -I 

'l o JAN 28 1982 

- -- ._..z...,==::-

b6 
b7C 
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• 

Memo to Mr. Bayse from R. W. Witzel 
Re: COUNTERMEASURES MATTERS 

It is estimated that it will take seven (7) 
worki~g days to support San Juan's request. 

An estimated cost for this trip is $600 for 
transportation and $2,400 per diem for ET~I ------~1 and 
SAl I totali~g $3,000. 

RECOMMENDATIONS.: . 
.1) 

2) 

That ET I l and SA I I be 
authorized to travel to San Juan, Puerto 
Rico, in support of their request. 

APPROVED: Adm. Servs._ Laboratory ___ _ 

Crim.lnv. Legal Coun. ---
--- Off. of Ccng. 

Director & Public Affs . .__ __ 
Exec. AO·Adm._ ldent. ____ Rcc. Mgnt. •71n 

Exec, AD·Inv. _ Inspection Tech. Servs. UM?{\;t' 
Exec, AD·LES _ lntell. Training--..,..---

That the attached teletype be sent. 

APPROVED: Adm. Servs. __ Laboratory ___ _ 
Crlm.lnv. Legal Coun. __ _ 

--- Off. of Cong. 
Director & Public Affs.~--
Exec. AD·Adm._ ldent. ____ Rec. Mgnt. -/lin"\ 
Exec. AD·Inv. _ Inspection Tech. Servs. i.li4#).....-.....1 
Exec. AD·LES __ lntell. Training ____ _ 

- 2 -
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,-.----------------~-~~~~~~~~----------~---~-----~~~----~----~~--

·a 
~[· 

lSJota.7, ·et-a2a4s; 
'J, 
·t;RR HI.. 

• 
i\\cY fELif.E_CEIVED ,. c' YPE UNIT 

• Exec. AD·Adm. _ 

Exec. AO-Inv._ 
Exec. AD·LES_ 

,DE SJ· 

R ':1221~,!: :82· ~~•Jlff:. -

/ 

I 2 JAN Bz 21 a ~ z 

tlfH~'tr18i?f1~~ I 
Fit-. · SAI:.~JUAI ~":(·C·,-.21) 

TO: DIREctOR·· . ~( IUT.tl!f 

ATTEIITIOI-':TECHIIC · SERVICES:D!VIS!OI· 

sr; 
·tJHCLAS 

COUNTE!liEASORERS: MAT.tER s: .. 

Asst. Oir.: 
Adm. Servs. _ 
Crim.lnv. _ 
ldent. __ 

lnspect•on _. 
Intel!. __ 

laboratory _ 

Legal Ct'Un;t 
Rec.l!.gnt. · 
Tech. 'S3:vs 
Trainir:J __ 

err. of Cor.g. 
& Puthc Ails._ 

Telephcne R:n. _ 
Director's Scc'y _ 

RE' SAR· JUAtVAIRTEL tG:--IUHEAU .DATED: JECEMIE!··· lit ;l!•t-., 

BtltEAU· LETTER TO SAl' dUArt, .. DATED· JAIUAftY/5., ·~1,82• AD--;:BIJlEAU 

tELEP.HOII£' CALLL·'tO· SAI-;JUAft'~OS.:.JANAURY ·ta-, :t,l2•-

AS ·wAS' DISCUSSED DtJitiiG<REFEREN~- TELEPHOIIE' CALt·· SAR· cJUAI:,-. 

IS·I£QUESTIRB-:THAT' l!CHlRCAL SERVICES ·DIVlS!O!V:C·tSI) SEID . 

BtmEAU P!ltSONliEL TO ·SAN: JUAI·~:P.REFEftABtY'.Dut·JIQ· THE··MtiTJJ; OF' 

FEBRUARY,. ··150~· FOR: t·HE· !tit POSE·-· OF tJtAlffliG~ OF" ·.F·IEtD 'TECH.IICAtLY. -. 

tiAJII!D AGE IT- -PEft$tiii!L .. II ·ctUI'tERUASUREIS~·AID FOR· ASSIST·Itt9 · · 

?o / /05~ Jfl 
~NCLOSUR..P 

- ' . 

-· 



. • 

, ... . ,., .. 

Attf ICIPATED'''TKAT • tHE···eovE·:~coUHtERIIEAS~ER" SVEEPs:~witt;: TAKE .. · 

APPftOXIMAf£L.Y.;;OfiE·/fO. ·08£··. Atm·r·OIE" RALFr:·WEEKS: ~·IfF ADD-JT-IOR~TO ~· · . · 
. . 

· AIY· ·t:IME'"SPE Rt.;'GI :.tftAIIIICJ.;· SAtf.~JUAI. SHIULI···,&E·'·~v ISEI~AS .. 

SOOI: As:· P!SSIBLE':~OF· ···It·IRERAR·IES'~ so:-·tHAT ·. ACCGMJIIODAT·IOIS:.::ct l~:aE· · · 

SECUitED~-- -. 

~ .. 

. .. 

b7E 
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' I ' •' 

~ . ~ 
' ' 

'"'211-c-; 'O:lelr:l: \JUGIU '' 

Attention: GALl __________ __. 

Director, FBI (S0-805) 

COUNTER!-IEASU.RES !1ATTERS 

.. ' 
REFERENCE: 
l2/22/81: 

San Juan Ai~tel rated 12/14/81 and BUTelcali 
< 

... ,;,. .. ~ - 'I' " 

Q 
. .ta.s was. discuszGd during referenced telephone·· ctil!, ·, 

the Technicnl Services Division (~SO), Engineering Section 
(ES), recognizes the need for training of field technically
trained Age~:t personnel in cow1termeasures anc1 in providing 
the £ield \>l.itb. appropriate .countermeasures equipment. ·This 
Fiscal Year the ES has had two trainin9 in-services on Basic 
Countermeanuras Techniques and in the use of 'the latest 
countermeasures •?quipment lihich is being added to the FBI 
inventories. Due to the lack of funds, the. ·ES "<qill be-
unsble to sponsor <my additional formal.· trbining in· counter
measures this Fizcal Year; however, per your telephoniq 
request, ES personnel can provide informa~'countenneasures 
training to your technically-trained Agents at San.Juan in 
conjunction with conducting countermeasures S\'leeps in yqur:
division. Informal countermeasures· training can also be: 
provided h~l BS .. ,personncl at, FDIHO. The.-selection· of loca-,' 
tion for co~~ter.measures training is 1eft to the'discration 
of San . Juan. Upon the course of action. elected by San Juan 
for the trainin9, San Juan should diract a communication~to 
FBIHO for approval. 

The selection of attendees to the previous Basic · 
Countermeasures In-Service Training was maJo based on ~1e 

· perceived needs of tiLoso field offices and FDIHO efforts to 
inplement regional countcrn1easures capabilities~ 

Regarding your request for advanced countermeasures 
training which is provided by anoti1er government agency in 
th.c Nashin.gton, D. C. 1 metropolitan area, the ES has been 
advised that there ara no funds available at the present 
time for this type of training. For your informC,!tion, t.."le 

~ I ""'· nayse 
l - Hr .. Hit?.el 
1 - Hr. .Killion 

CP-tL..,_ ___ ___. 
E~'/pjf 

(8) 

10/ /()5-' !9/ 
ENCLOSURE 

b6 
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· -r__. ..... \.1-;..-t ,;;• .:-- ·~~ ~""""o., n""',.._, ..:T'-I.n~ 
1m: COUHTl":R!•lEASURES !tATTERS 

advanced.countermeasures traininq is six Heeks in duration 
and the agencv ~- :..-o~;iding the training does not have lod~inC'l 
facilities or puhlic transportation to and from their facilit~,. 
This requires uttendccs to be on per d.iera and arranq0. for. 
their o-;·m transportation at an ~:"1""'roximate cost of $3,91)0. 
Selection of Special Agents to ... n::.~~nd this advanced train\~''<O 
is made based on the Special A9,...,... .... s formal trainin9 in 
electronic . fundamentals, or cxpe1:i.ence as an electronic ·~,.,C"~ni
cian, and on the needs of a particular field office. 

The ES's survey of field countermeasures equipment 
conducted in June, 1981, confirmed the need to supplement 
and update countermeasures equipment available to the field. 
Every effort possible is being made to procure counter-

· measures equipment 't·:ith the resources available and to 
make the equipment available to the field on a permanent 
basis. Presently, the ES has countermeasures equipMent 
that can be made uvailab:{.e to the field on a temporary 
basis provided the field office has personnel trained in 
the use of this equipment. 

·' . . . 
Ouestions regarding this com.rnunication or relatin<) 

to counterme~sures matters should be.c1irocted to the TSD, 
attention_ SA! I FBIHO, or by contacting him 
on extension 2700. 

'\ 

'• 

.. 

- 2 -

b6 
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8·268 (7·24·81) c 
FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

DATE: f/;2-/C6~ 
ro: Sf) C'.. )-.aS r/~Lc-s 

Re: 

SIT I 
-----==::p;;;~~~===;---lnvoice- of Contents 

NAME OF SHIPPER _... ____ --JIL-__ _ 
METHOD OF SHIPPING -f....lo.o.::..-=T---L-~~....::'_· _---. 

0 

"""" en 

f 
0? .-
C';) -Ctl 
~ !.&. 

~ :z: .. - c::C l .::!: -, .. 

-

•• "" I 

., 

~rum to ENGINEERING SECTION ~;c 
Room 1 8046 TL 2S3 

--FBI FOe li <:::J50 -<;50 S 

/37 
fJF 

FD-514 NO DO NOT TRANSFER EQUIPMENT SHIP # __ 
FBI/OOJ 

~ 

----~---------------------------~' 



S:268 (7·24·81) 1--1 w-. ' 
J:EDERAL BUREAU O~VESTifATION 
WASHINGTON, D. C. 20535 

DATE: {//z/92-
TO: 5/IC ~v.£2.!9""D 

I JAN 15 1982 

-Room 1 8046 TL 2S3 

FBI File ti '75<J -CA cJ -s:: 

t• ~. fB~ I I f 716335 

FD-514 NO DO NOT TRANSFER EQUIPMENT . SHIP# __ 
F61/COJ 



0-93 (Rev. 4-26-78\ 0.0 DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

UNCLAS 

·-· 
SJmDE HQ n0100 $nmYUmR 222003Z JAN 81*2 

~~~~~F~B~I~{80-805} 

SAN JUAN {66-20} ROUTINE 

ATTN: SA 

RE SAN JUAN TELETYPE DATED JANUARY 12~ 1982~ AND BUREAU 

TO SAN JUAN SA~~------~~ DATED JANUARY 21~ 1982. 

ETL..I ______ ....J AND SA L-1 -----~~WILL ARRIVE 

SAN JUAN AT 8:21 PM ON FEBRUARY 1~- 1982~ VIA DELTA AIRLINES 

NUMBER 1120· 

00 NOT TYPE MESSAGE BELOW THIS liNE 

TELE EXT. 
2700 

-- --==-
~10 JAN 27 1982 

=m • 

.•• 1.,, • ~ ~· _ -~n:ot1 

-~ ffNt~ 
61 FEB 9'82 DO NOT FILE WITHOUT COMMUNICATIONS STAMP FBI/OO.J 

b6 
b7C 

b6 
b7C 

b6 
b7C 
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1 3 

1/1'5/82 
' 

~ ~ ROUTINE 

$F024illRR CG LSillDE HQ n0024 $nillYCmR 181616Z JAN 82 

FM DIRECTOR FBI {80-805} 

TO FBI LOUISVILLE ROUTINE 

FBI CHICAGO ROUTINE 
~~---------------------------------~ ATTENTION: 

BT 

UNTERMEASURES MATTERS 

RE LOUISVILLE TELETYPE DATED DECEMBER 23, 1981, AND 

BUTELCALL TO LOUISVILLE SA L-1 ___ ___.~ND CHICAGO SUPERVISOR L-1 __ ____.h' 

BOTH DECEMBER 31, 1981. {U} 

FBIHQ ET WILL ARRIVE LOUISVILLE AT 

11:55 A.M. VIA u. s. AIR, FLIGAT ~UMBER 378, ON JANUARY 25, 

1982. {U} 

PER REFERENCED TELCALL, CHICAGO SA L...l __ __.I SHOULD 

LOUISVILLE NO LATER THAN 12:00 NOON ON JANUARY 25, 1982, TO 

ASSIST ET~I ------~~ IN CONDUCTING COUNTERMEASURES SWEEPS AND IN 

TRAINING LOUISVILLE TECHNICALLY-TRAINED AGENTS IN THE USE OF 

1 - MR. BAYSE 
ATTN: MR. 
ATTN: MR. 

1 - L-1 ____________ ____J 

~ 
6 1 FER '-J '82 

1'§;2-§~45:~712: 

feDERAl. BUREAU OF INVESTIGAflQ~ 
__ CO.MM_UNJCATJONS CENTER , 

1 :1' sG? s? ----·l 
1 ,tl1 ;,1 ~ ~1...--·.-

1 

20 JAN 20 1932 

"'""---~ 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 
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PAGE TWO D~ HQ 0024 ~ 0 N F I » ~ N I I A ~ 
COUNTERMEASURES EQUIPMENT. SAl !sHOULD TAKE WITH HIM THE 

' COOKE TELEHONE ANALYZER AND THE NON-LINEAR JUNCTION 

DETECTOR. ~\HJt 

ETL...I ______________ _____.!TO 

LOUISVILLE· ~ 

UPON COMPLETION OF THE COUNTERMEASURES SWEEPS AND TRAINING~ . 

, ~ SA~...I __ ___.I WILL TAKE WITH HIM THE MICRO-TEL PR 700B RECEIVER 

! SERIAL NUMBER 215, PROPERTY NUMBER 466122 WHICH IS BEING 

i ASSIGNED TOI I DIVISION ON A PERMANENT BASIS. ~ 
I 

, · LOUISVILLE WILL PROVIDE THE TECHNICAL SERVICES DIVISION 

• {TSD}, ENGINEERING SECTION {ES}, WITH THE NAMES OF THE 

TECHNICALLY-TRAINED AGENTS THAT RECEIVE THE INSTRUCTIONS IN THE 
" 
~ USE OF THE COUNTERMEASURES EQUIPMENT. THE TRAINING BEING 

. PROVIDED TO ALL LOUISVILLE TECHNICALLY-TRAINED AGENTS WILL BE INJ 

LIEU OF THE FORMAL COUNTERMEASURES TRAINING THAT THE TSD, ES, 

PROVIDES AT QUANTICO. DUE TO THE LACK OF FUNDS, THE ES DOES NOT' 

EXPECT TO BE ABLE TO PROVIDE ANY FORMAL COUNTERMEASURES TRAINING, 

AT QUANTICO THIS FISCAL YEAR· {U} 

LOUISVILLE IS REQUESTED TO MAKE LODGING RESERVATIONS FOR 

ET L...l __ __.1 AND SA L...l __ __.I FOR FOUR {4} NIGHTS· {U} -. 

b6 
b7C 

b6 
b7C 
b7E 

b6 
b7C 



OEPAflTMENY OF JUSYIC!: 

FEDEilAL BUilEAU OF INVC::SYIGATION 

COMMUNICATION MESSAGE FOf!M • 
PAGE __ 3 __ _.__ ___ ~·~~__;C::..;;O;:.:.N;..:T_IN_U~!I_~!._;;;S.;;.,;H,;;;.;~t:~~T ___ ~_ 

RAGEf\:1iHR8E DE HQ 0024]: 0 N f I :& E N T I A ~ 
-y ----- ---

ANY QUESTIONS REGARDING THIS COMMUNICATION SHOULD BE 

DIRECTED TO THE ATTENTION OF THE TSD, ES, SA L-1 _____ ___.h 

EXTENSION, 2700. {U} 

~AND EXTENDED BY 8, REA~ON FOR EXTENSION FCH1, 

1-2.4.2, {2 & 3}, DATE OF REVIEW FOR.DECLASSIFICATION 

JANUARY 15, 2002. 

BT 

•• .. 

FBI/DO.I 

b6 
b7C 
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To 
Director, FBI (80-805) 

Attention: Technical 
Date 8/20/81 

Services Division, SA rl ::.::....-----, 

(' 

F~AC, LOS ANGELES (66-119) 

Subject :lJ COUNTERMEASURES MATTERS 

LOS ANGELES h.as the following countermeasures 
equipment: 

Kaiser security kit, model 1040, serial number 
6. 

Scanlock receiver, model MK V, serial number 
78/099. 

Triplett V-0-M and tone generator, model 3400 
(mod_i£ied), serial number 403384. 

Interact receiver, model 7312R, serial number .728. 

All of the above i tem_ized equipment is in good 
working order- and is utilized on a weekly basis. 

~o~~fof-

' J . --~ NOT Rt.:COROt:O l 

\~ 
1
_rsP 

o ~ \'irtJREAU 
{1) LOS ANGELES 
WHS/me 
(4) 

·~ - " ... 

t 7 AUG 28 1981 

- ---

FBI/OOJ 
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.. 
7-Qff.•~Rev. 3-9-78) • ,\ ilJl i ~ Mr. Killion b6 ~ 

C'.J I co l 0') ..- -C> Ctl 
C''l 1&. 

~ L. 
c::t l ...., 

: t. 

... - ' 

0
~ ~-----------b7C 

2 - Technical Services Div 
1 - Invtry Rm 1835 

SAC,Nemphis (66-270) 

Director, FBI (80-805) 

TECHNICAL EQUIPMENrr: 

1 - Eng Invtry Mgt ltti1 1B016 
2- Laboratory Div '~. 

1 - Lab Invtry Mgt-Rm· 1B2~9 
1 - Sect Invtry Rm 3456 

1/21/32 
), 
·~J 
1 

' 
~ 
' 

j TRiPLETT 3400 V-o-u I-IODIFIED 

R~Lettor dated 12/31/81 

_ '&Ju;J/it:JmGr~ SLJ t2GS 
l 

1:11 wr -us ...,.. if~~~M- .. 

D Equipment listed below has been received. After repairs have been made it will be 
returned to your office. 

D Equipment listed below has been repaired and is being returned to your office. 

D Equipme_nt listed below is being shipped to your office for 0 permanent 
0 temporary assignment. Appropriate inventory changes should be made. 

1iJ Your request for equipment listed below has been placed on record and 
0 will be considered G) will b~tavt..~A!~ 

sent to your Division when Available. 
The item('s) 0 has 0 has not; 0 have D ha'?e not; been put on automated 
inventory. 

The item(s) 0 does 0 does not; 0 do D do not; have a label affixed. 

6::1 1 each '.rriplett 3400 v-o-u Modified 

~~~ 1\ ., , 
' ~~J~ . 

~ __ ,,~~t-?Jts 

~ 
MAILROOM j 

., 

tj 
! 
1 

I 
I 

j 
J,' 
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DE0001 0291713 

pp HQ 

DE DE 

P 291713Z JAN 82 

F~1 DETROIT (66-401) 

TO DIRECT < PR !OR ITY) 

~ 
UNCLAS E F" T 0 

~\lJ> 
D 

IT IS REQUESTED THAT SA L-1 ___ ..... IBE ,TELEPHONICALLY 

NOTIFIED BY BUREAU, EXTENSION 2700, 

THIS TELETYPE. 
UPON RECEIPT ?D---~5/ If/ 

'FOR I NFOR MAT ION OF THE BUREAU, THE SAC, DETROIT, HAS 

SCHEDULED A COf1PLETE COUNTERMEASURE SURVEY TO BE CONDUCTED 

~ ~EB 8 1982 

... ~,.../ 1 

b6 
b7C 

b7E 

b6 
b7C 



• 
PAGE TWO DE 66-4 01 UNCLAS E F T 0 

TO ACC0~1PLISH THE ABOVE, DETROIT IS REQUEST! NG THE 

ASSISTANCE OF ONE SPECIAL AGENT FAMILIAR WITH ABOVE SURVEY 
t 

PROCEDLHE. DE-TROIT FURTHER REQUESTS ONE <D TELEPHONE 

ANALyzER AND 0 NE < 1) MR700 RECEIVER. 

, COMMUNICATIONS REGARDING THIS MATTER SHOULD BE DIRECTED 

T·O SA L-1 ______ ....J DETROIT DIVISION. 

BT 

b6 
b7C 



•• DEPARTMENT OF JUSTic{ , 

.._--"!'!a, = BUREAU OF INVESTIGATION 
• ~ <'h7') COMMUNICATION MESSAGE FORM 

1 
OF 

2 PAGE 
DATE PRECEDENCE 

PRIORITY 2/3/82 

$F041mPP CG DEmDE HQ rl0041 $rlmYcmp 041b3SZ JAN 82 

START HERE 

DIRECTOR F.BI· {80-805} 

FBI DETROIT· {bb-401} PRIORITY 

CHICAGO P~IORITY 

ATTN: SUPERVISOR L-1 _____ ___. 

N F I » E ~ l A I 
COUNTERMEASURES MATTERS 

REFERENCE DtTROIT TELETYPE DATED JANUARY 29,· 1982, AND 

BUREAU TELEPHONE CALL TO CHICAGO SUPERVISOR ._I _____ ____. 

JANUARY 27, 1982. {U} 

FOR THE INFORMATION OF CHICAGO, DETROIT'S REFERENCED 

REQUESTS COUNTERMEASURES EQUIPMENT ANJ TEtHNICAL 

PERSONNEL TO ASSIST IN A COUNTERMEASURES .SWEEP TQ BE CONDUCTED 

FEBRUARY b - '?, 1982, IN DETROIT. :cQ 

C~ICAGO 'S SA L-1 ____ ____.I IS TO TRAVEL TO, DETROIT AND 

ALL APPROPR~ATE COUNTERMEASU~ES EQUIPMENT TO ASSIST IN 

THEIR REQUEST· W J------------------t 
DO NOT TYPE MESSAGE BELOW THIS LINE 

DATE 
2/~/82 

APPROVE9, ~ b1J7 DRAFTED BY • 
fP ...,,v-~ ET: JMH 

1 - MR. 
1 - MR. 
1 - MR. 
1 -1 

~'(! 

BAYSE ~ 
WITZEL ,_...~\'" -. I 
KILLION {,f~~ 

COMMUNICATIONS CENTER 

o1.1 ro rsci . 
FEB 51982 -

ROOM TELE EXT. 

1~0~ ~707rft- ' 
~------
17 ~EB 8 1982 ---

DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

"'-' "'" .. . 

w 
z 
:::i 
II) 

:E .... .... 
II) 
c( 
Q. 

w 
Q. 
>-.... ... 
0 
z 
0 c 

(r 

FDI/DOJ 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

74. fEB 17 ,gsz 
\'. j • , . ..._~ . 

:w•;. -------------------1 



?' 
t) 93A 

:< 
(7·19-77) ·- ~, .... ~ 

Di!PArlYM!ENY Of JUSTICE 

FEDE!'lAl DUrl!JAU OF INVf.:SYIGATION 

COMMUNICATIO~J MESSAGE FORM 

.- - ~ 

~-~AG_E:,»_,:rw~ou-:].D.E_E .JH~QL._gJ00~4U1L~:Qo~N~rBI~f?::!~~t1E_tT ~IQAJr~::_~~--~~~· ; 
UPON COMPLETION, DETROIT WILL ADVISE FBIHQ OF THE RESULTS 

OF THE COUNTERMEASURES ~WEEP.·~ 

=CI A~~IFI~ A~D EXTENDED BY 8, REASON FOR EXTEN~ION FCIM, 

4.2, DATE OF DECLASSIFICATION_2/3/2DD2· 

' 

.. i<- ' • 

t_'!'~ ..,, 
"-::; 
lfl x 
e-
t= 
(.7) 

•::t 
0. 
!'J 
0., 
;:.. 
e-
g.-
(:'> ·--
~ 

0 
~ 

FBI/OOJ 



NOTE: SA I I EN~INEERTNG SEC IT ON TELEpHONICALLy 
,CONTACTED CHICAGO SUPERVISbR I_ _WITH RESPECT 
TO CHICAGO'S SA I TRAVELING TO DETROIT TO ASSIST 
WITH DETROIT'S REQUEST FOR EQUIPMENT AND TECHNICAl ASSISTANCE 

, IN CONDUCTING A COUNTERMEASURES SWEEP· 

0 

. ' 

b6 
b7C 



r .-- . ...,-- -~-

. 

--· I 

TRANSMIT VIA: 

0 Teletype 

D Facsimile 
0 AIRTEL 

• 
PRECEDENCE: 

D Immediate 

0 Priority 

0 Rolltine 

... ::.- r"..,_ 

FBI 

: • 
CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

D~~ 

'i./"" Date 11/4/81 

f3,_£ 
I 
I 

Dttl Lol 

-----------------------------------------------~-----

TO: 

FROM: SAC, ST. LOUIS (66-477) 

COUNTERMEASURES MATTERS 

St. Louis requests a Dektor telephone analyzer for 
familiarization by TCI I 

The analyzer will be returned after familiarization. 

Transmitted ~~~--~,.--,--
(Number> (Time) 

Per .,...-.;;;;.--;......:;,.....,--.. __ 

*U.S. GOVER~V£NT PRINTING OFFICE: 1980-305-750/5402 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



~~ AT OfiJfiJ4 fiJ2 52 fiJ3 fiJZ 

RR HQ 

LDE AT / 

R 252030Z JAN 82 I 
FM ATLANTA (66-21£ CP> 

TO DIRECTOR, FBIROUTINE 

BT 

UNCLAS 

; kt.ci~vfO 
1 El.ET~P~ ·UNIT 

, s Jt.H u( 20 4 5 z 
FEU¥'r1L. iWREAU 

OF n:vt:.;TIOATIOH 

ELECTRONIC ANALYSIS SECTION, TECHNICAL 
L...---r---------J 

ATTN: 

!VISION 
{) 

TECHNICAL MATTER - COUNTERMEASURES 
I I 

REi FBIHQ TELEPHONE CALL TO ATLANTA, JANUARY 22, QO!tJJM' 
I 

FOR INFORMATION OF HQ,L...-----------....1 

~---------------------~ 
ATLANTA, 

GEORGIA, HAD ADVISED THAT THE 1 NSA CONFERENCE, TENTATIVELY 
~ !?8~ 

SCHEDULED FOR JANUARY 28, -Qfll\i1:N HAD CANCELLED DUE TO BUDGETARY 

CO NSTR AI Nf s. 
THIS TIME • 

THEREFORE NO ACTION IS BEING TAKEN BY ATLANTA AT 

, 1o- ~o~- ;(Jlfil 
......__ __ __.~ llll !CAT ED THAT THE ABOVE CONFERENCE_ ~y ~E~P-l~ 

SCHEDU..ED FOR SOME DATE IN,MARCH, QOIWM ' 
tO FEC lS i992 ·\ 

BT 

@/JJ 
) . 

MAR 1 1982 

. ,, 
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I 
' ,, -. 
~ jHN0644 0411'033 t -~ 
,. )~'RR HQ 

v· 
~DE HN 0002 

081025Z FEB 82 

.~ HONOLULU (66-301) 

frb~ECTOR ROUTINE 

BT . 
0 

UNCLAS E F T 0 (!ot.vJ"ferJJ··p:?i~~Stt. 
ATTENTION TECHNICAL SERVICES DIVISION, L..--.....---------l 

OFFICE SECURITY 

AS THE BUREAU IS AWARE, THE HONOLULU OFFICE IS EXPANDING 

. Exec: AD·Adm. - . ' 
' Exec. AD·InV._: - .... -' 
~tt. Ul'U;;)...--19 

Asst. o;:.~ ' 
·~dm. ~~s. --
Crl~··'.'•(,_ 

ld&'ll. ··---1 
lnSl)eC .... ,_ 

Intel!. -----1 
Laboratory _. 

Legal Coun._ 
Rec.Mgnt. 
Tech.'Serv 
Training--. 

- ·~ 
011. of Cong. 1 

& Public Ails. _, 

TelephOne Rin. ~ bG 
1 Cirecto:·~ Sec'y __; 

b7C 

INTO NEW OFFICE SPACE WHICH WILL BE UTILIZ~D PRIMARILY BY EXPANDED 

FCI SQUAD. THIS NE~I SPACE \HLL NEED TO BE ELECTRONICALLY SWEPT 

TO DETERMINE THAT NO BUGGING DEVICES ARE PRESENT. ADDITIONAL 

IT HAS BEEN OVER TWO YEARS SINCE THE EXISTING OFFICE SPACE HA 

BE_EN SWEPT AND THAT SPACE ALSO SHOULD BE ELECTRONICALLY S\IJEPT. 



\ 
'I 

~:, 
{ 

e e· 
... 

PAGE T\•10 DE Hf'J 66-301 UNCLAS E F T 0 

S~1EEPING NOR DOES IT HAVE ANY AGENTS ~JITH EXPERTISE IN T~IS 

TECHNIQUE, THEREFORE, IT IS REQUESTED THAT TECHNICALLY TRAINED 

AGENTS FROM FBIHQ COME TO HONOLULU AND PERFORM SUCH A SWEEP. 

ALSO IT IS REQUESTED THAT DURING THEIR STAY IN HONOLULU, TRAINING 

BE GIVEN TO HONOLULU TECHNICAL COORDINATOR IN THE USE OF THE 

SWEEPING DEVICES. 

IT IS ANTICIPATED THAT TkE NEW OFFICE SPACE WILL BE FINISHED 

DURING THE LAST WEEK OF FEBRUARY, 1~82 - AND THAT HONOLULU WILL 

REQUEST THE S~1EEP BE MADE IN EARLY MARCH, 1982. 

BT 

NNNN 

:..~ ... 

" 



/ 
PAGE 
DATE 

.1 

DmDE HQ riOO 

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM • 
START HERE 

DIRECTOR FBI·~7308F 

FBI SAN DIEGO PRIORITY 

ATTN: SA IL...-----,7...,...,... --.----1 
></ ,, .. 

···o ~·, ·- {) 6uiJCeC1J&f6t!~~ 
----

REFERENCE BUREAU TELEPHONE CALLS TO SAN DIEGO JANUARY 28 

FEBRUARY 1, 1982. {U} 

SA L-1 ______ ___.IHAS BEEN RESCHEDULED TO ATTEND THE 

TRAINING CENTER· {I:fC}, 10530 RIVERVIEW ROAD, FORT 

MARYLAND 20744, FOR TECHNICAL SECURITY COUNTER

{TSCM} AGENTS COURSE NUMBER ITC 22-16 FROM FEBRUARY 

MARCH 26 ,., 198~.· · ~ 

SA .._I _ ____.I SHOULD REPORT TO THE ITC BY 9 A.M-., ON FEBRUA 

1982, AND HAVE APPROPRIATE-IDENTIFICATION ... {U} 

THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING 

AT THE I 

1 

1 -
1 - MR. WITZEL /~ 
1 - MR. KII I IONJ1;{~~ 
1 - L.-1 ___ ___.I 

FE BUREAU OF INVESTIGATJ .N 
COMMUNICATIONS CENTEr.. 

0 ~3~ 

FEB 4198,) 
·-

DO NOT FILE WITHOUT COMMUNICAT(ONS STAMP 

.. .... . . , 
' ..... ~· #l 

w z 
::::1 

!!! 
X ... ... 
VI 

~ 
w 
0. 
>... 

FOI/DOJ 
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i. 

r 
DEPA!tTMENT OF JUSTICE , 

FEDERAL BUnEAU Of INVESTIGATION 

COMMUNICATION MESSAGE FORM 

<:_ON~T_IN_UATIOi\l~SH..;.;:E;.;;E.,;.,.T __ ._~--~----~ 

P·AGE,;;TWO.~~DE HQ 0044 ~ Q N F .!.J?~~~~ T I A~:. v 
TRANSPORTATION, SA I Irs AUTH~RIZED TO LEASE AN AUTOMOBILE 

20 FOR THE .DURATION OF THE 1RAININGo• {U} 

-~AND EXTENDED BY 8, REASON FOR EXTENSION FCIM, 

' II, 1o 2 4 o 2, DATE OF DECLASSIFI.CATION 2/2/2002 o 

BT 

2 -

~j 

2 
::; 
ffl 

5: 
>--
1'-
tfl 
<! 
~ 

UJ 
Co 
> >--,_ 
n 
2 
0 
;;; 

l -.. C) a.·:,w·g· V¥r~~1 f -~·~ r., ·:-:"" _,·:;,· ~<,f ',L~;~_ !~'~,·~ 

·--~-~-----~~----~- -------~~---·-------~-

.. 

FBI/00.1 
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• 
NOTE: ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL 
COUNTERMEASURES TRAINED AGENTS WILL BE AVAILABLE IN THE FIELD 
TO ADEQUATELY SUPPORT COUN-TERMEASURES WORK .. {Ul 

THERE IS NO TUITION INVOLVED AND THE COST"WILL BE 
APPROXIMATELY $3,150 PER DIEM, $300 TRAVEL AND $900 FOR RENTAL 
CAR. ABOVE HAS BEEN COORDINATED WITH SA I I b6 
ADMINISTRATfVE SERVICE~ DIVISION, ON 2/1/82· {U} b7c 

• 



'\ 

ROUTE INeEl\T-VELOPE 
jb& 

SAC, Norfolk (66-946) 3/8/82 

Direetor, FBI (80-805) 

Q ) JOUNTBBlmAS.'flRE~ HA'.CTERS 

b6 
b7C 

Reference Norfo~ nj:rtel dated Februarv 10, 1982; 
and Dutcleall to SAlon Feb~uary 18, 1982 •• {0) b6 

b7C 

Technical Services Division (TSD) , personnel, J 

Electronics Technician I ~ tmd S1'eeial Agent b6 
I lld11 arriva :tn F.illi.81'74!bura Virginia. on b7c 
Stmdiy morning. March 14, 1.982,. to provide tec'l1..nica1. 
assistance and personnel for duration of the SAC' D Annua.l 
Conference. ~ 

SAt I in Norfoli~, should ensure ,access to bG 
the Williams~urg Resident Aganey vault so that classified b7c 
equipm~nt can be stored at the end of each t~orking day A~'\ 
durin& the SAC'n Con£e~ce. (U) • ~ 

~ re 

~ nnd Extended by S 
~~~ ... ~tension FCIU. II 
1.2 4.2 (2 & 3) ' 
Date. of Review f'or Declassification 
J:!a.rch 8, 2002 

----~-t....&.l l 
Exec AD lnv, _ 1 -L-1!:;-:;:fr~. -:}l:ra,:-'U'_!)_C. _____ ___J 

Exec AD Adm, _ 'J 

Exec AD LES- l. - l1'r. tii.tze.l 
Asst. Dir.~ 1 - Ur Killion. 

Adra. Servs._ ~ 
1 

~ 
Crira.lnv. __ _ - .___ ___ ....J 
ldent,_" __ 

lntell,__ (S:p)jf~1 ~ Laboratory _ 
Legal Coun. _ 
Pion, & Insp._ . ~ 0 li !' I Ji) £ H T I A ~ 
Rec.Mgnt. _ ~ 
Tech. Servs, _ 
Training_ 

Public Ails. Oil,_ ' ~-
Telep~one Rao. -d' ;\") 
Director's See'y f" {}JMAIL ROOM · . 

'? e r,1AR 1 7 1982 
P'BI/OOJ 
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FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 tl 
DATE: :3/ !:f / <::[j '2-- , Re: pc !/""- 1 C/J '-

To: S' /1 c_ p II 0 e /(/ t X 

I} 77 Sfil b6 
-------F~~~~~~~ Invoice of Contents ---iftt-.J..----:~::-:=::~-:------b7C 
NAME OF SHIPPER -'~----------L- Return to ENGINEERING SECTION 

~ /J Room 1 8046 TL 253 
METHOD OF SHIPPING o.Or.:'fiJ~ CY(.Rc!f;~ <:~ .... _.. FBI F~e # :;3"0- nO 5 

FD-514 NO . 

set(!?-?' -~)J__

Pehr!f 1'1716( 073 

DO NOT TRANSFER EQUIPMENT SHIP# __ 

·. 

FBI/OOJ 



AIRTEL 

TO · 

~---nu~N•~•lb£~ STATES DEPAR1,MENT oF ~~ICE 
FEDERAL BUREAU ot': INVESTIGATION 

]jL_N F I D &-N T I fi 
DATE: 2/11/82 

DIRECTOR, FBI (80-805) · 
(ATTN: TECHNICAL SERVI~ES DIYISION; SA- ~1 --------------~ 

FR(JM &a_ I C , N E~ Y~:.~ .'< 66-'8 8 31-SUB 

SUBJECT! QOUNTERMEASURES M~TTERS 

H) SPECIAL OPERATIONS-I 

ReButel to New York, dated January 7, 1982. 

On 1/14/82; New . York c~~ntermeasures team met with FBIHQ 
Assistant Section Chief RONALD WETHERINGTON to discuss areas to 
be examined. · 

On same date, seven (7) offices were · examined for Radio 
Frequency (RF) · transmissions eman.ati'ng from within·, al)d telephone 
line devices, ahd in addition, physical searches were conducted. 

-Specific details re this matter are maintained on file in New 
York· under Countermeasures Matters. . · 

Nothing was found indicating any ~avesdropping devices 

b6 
b7C 

.b6 
b7C 

either. having been inst.alled in the past, o .r presently · inst~lled. VY·- _ 

1 

~ In closing, though no.t~ing was .found to indicate a · ~-' ,/'? . 
Countermeasures attack at any of the seven · (7) locations, all _. ;//1 
parties c'once.rned were advised ·to exercise_ extreme caution. whef ~ 
discussihg matters of a. sensitive nature for no ~ocation o~ . 
vehicle can ever be assumed free from 'the various Countermeasur--es 
hazards which are k~own to exist. It is also noted that those 
in6iv~duals, concerned with this ever p~esent ~roblem, ~ere 
further advised, in terms of additional security, to select . .-. 
randomly, when possible, conference rooms or offices o~he~ than · 
t~ose examined, and preferably, making those selections only (fcr:f 
mnu~es before a meetin_9 "~::t;~:heduled ,to occ?¢ __ Sifl5 -1/J· ~-
. ~o N F I b E N ~ A r:__- · 

.. JI' -~and Extended by 852'0 
tr\ Reason for FCIM II, 1-2.4.2~ 3 

S '0 / Date of Review· for Declassif1cat1on 
~ 1( . . 2/B/2002 v- Bureau!/ . 

(1 - Atth: Technical Seivices Division; SA 
1 - New York · · -~ 

PSD:baf 
(5) ·yo FEB 12 f§§2 

b6 
b7C 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

AIRTEL 
DATE: 2/18/82 

TO : D.IFECTOR, FBI 
_,. / ATTENTION: TECHNICAL SEFVICF.S DIVISION 
~ ENGINEERING SECTION, 

ELECTRONIC ANALYSIS UNIT 

FROM~~~~C, RICHMOND (66-135) 

- CJQuf)~ MQQSUJ"e-S 
SUBJECT: SECURITY OF TELEPHONE LINFS 

RICHMOND DIVISION 

Richmond Division will be conducting sweep of all 
Headquarters and Resident Agency telephone circuits in the near 
future. In conjunction with same, Richmond is aware that a 
Triplett Model 3400 hand-held meter is availab.le in a modified 
configuration which will allow enhanced testing capabiljty of 
telephone circuits. 

REQUEST OF THE BUREAU: 

Richmond requests. that the TSD make available one of tbe 
aforementioned Triplett 3400 meters as soon as possible. 

~-Bureau\_..... 
~- Richmond 

RMC/dan 
(3.) 

MAR 181982 
·-- __ , ,-7,-

--
/ 

f~p 

b6 
b7C 
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\ ... ·'"""' . .. 
.I ~· 

SAC, Richmond (66-135) 3/10/82 
( 

Lr;l•(/ 
Director. FBI (80-805) 

c;butt'l'EmmASUP~S lJ.1ATTER 
2!> 

Exec AD lnv. _ 
Exec AD A4m, _ 

Exec AD LES_ 
Asst. Dir,, 

Adm, Sorvs,_ 
Crim.ln.v._ 
ldont, __ 
lntoll. __ 

Laboratory _ 
Legal Coun. _ 

Reference Richmond airtel dated 
Februa~ 18( 1932; and Bureau telephone call to 
Richmond SA_ lon l·!areh 1. 1932. 

The Technical Services Division (TSD) is 
in tho. process of modifying sevaral Triplett l!odel 
3400 volt-ohm-meters (V-0-M) by inco1:porating an 
audio amplifier. ...\t the present, the modification 
of these meters has been del~yed due to the unavail
ability of some components for the arnpl:lfier. 'It 1.s 
anticipated that these components will be available 
in the near future, at nhieh time the meters <t-1ill 
be modified and deployed to selected field offices. 

This modified v-o-u is used in measuring 
telephone pair parameters ~ihile at the same tit:la it 
monitors the lines for the presence of any audio 
durin8 a countermeasures Sl·7eep. The monitoring of 
telephone lines for audio can be accomplished by \ r; 
using the audio amplifier of the Kaiser Kit l!odel 6 /) ~ 'CJS 
1040. -· ....... --

1 - Mr. Bayse 
Attention: R. lv. Witzel 

1 Mr. Killion 
I I 

(6~j~~ ~~ 

7 MAR 11 1982 

-
APPAOVE:O; Adm.Servs._laboriltory __ _ 

Crim.lnv, Legal Coon. __ _ 
bire¢t6r____ 011. of Cong. 

& Public Affs .. __ _ 
Exec. AD·AGm._ ldent. R .. ·--- .oc. mgnt. __ _ 
Exec. AD·InV. _ Inspection Tech. Servs. ·---Exec. AO'-LES _ lntell. Tralnlng ----

II '' -

L 

Plan. & Insp.-

Roc. Mgnt.- r 
Tech. Servs. _ ' •. ~/!:) 
Training_ IJV.""' 

Telephone Rm. _ 

b6 
b7C 

b6 
b7C 

PuLirc Ails. 011. .. ' 

. Director's Sec'y _ MAIL ROOM FBI/COJ 

dl~ MAR 1 8 ~~~2 
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SAC, Louisville 

Director, FBr (80-805) 

~OUNTERMEASURES MATTERS 

• 
3/15/82 

Reference Louisville teletype dated 
December 23 1 1981; and Bureau teletype dated 
3anuary 15, 1982. 

In accordance with your request,on 
January 25, 1982; !reChQiCal Seryices Division (TSD), 
Electronics TechnicianL ]traveled b6 
to Louisville, Kentucky~ to provide countermeasures b7c 
training to Louisville Technically-Trained Agents (~As) 
and to conduct countermeasures sweeps at several locations 
in -the Louisville Division. As "'as stated in referenced 
Bureau teletype~' the training provided to your TTAs was :-?"'~-.,. 
in J.ieu of any other training in countermeasures that1 ./. J -
TSD normally provides at the FBI Academy, Quantico, // ~ _. : 
Virginia. Louisville TTAs received the type of counter- /' ~ j ,/" · 
measures training that is afforded attendees at FB:t , :' ,~fJ / 
Academ uantico. SA / l .{ 

rece :ve a g n coun er- v / j 
~,m_e_a_s_ur_e_s~-e---.--n'"T""qu_e_s_a_s___.\'7e~l as in the proper use of \ _,/ 

1 the current countermeasures equipment used by the Bureau,"-..__........ 1 · 
which includes radio frequency receivers, non-linear 
junction detectors, telephone analyzers and a modified ~~~-
volt-ohm-meter/amplifier. ~iO- fO 5-(: ~,_;, 

L tr.>;::,- l'!nnn' .!1 of the b7E 

The countermeasures ~reaps consisted of a 
radio frequency spectrum check, a check of the telephones, 
telephone lines and a nondestructive physical search. 

1982 

Exec Ao'r11v, _ 

Exo.- AD Adm. -
Exec AD LES_ 
Aut.Dir.: 

1 - SAC, Chicago 
Attention: Supervisor ~...1 _______ ____. 

Jl((gZ... 

b6 
b7C Ai!ro, Servs._ 

Crim.lnv. _ l -, Mr, Bayse 
:!:;,',: 1 - Itt. $·7i tzel. 
LoLorotory _ 1 - I•Ir • Killion 
Legol Coun, _ il-
Pion, & lnsp, _ 

Rec. Mgnt, _ • ·~ 
Tee~. Servs,_ ;pJ 
lroining_ (8) . 

PuLiic Ails. Off.- ~ 1r 
Telepnone Rro, _ ~ 

'"""'•~;~-i itqs;OOM P'IU/OOJ 



• 
Letter to SAC, Louisville 
RE: COUNTERMEASURES MATTERS 

• 
No evidence of any clandestine listening devices or 
tampering w~th the telephones was found at the time 
of the s\.;eeps • 

Any questions concerning countermeasures 
matters are to be directed to SAl I 
FBIHQ, TSD, Extens~on 2700. 

- 2 -

.. 

b6 
b7C 
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8·268 (7·24·81) 

FEDERAL BUREAU OF INVESTIG.Qii)>N 
WASHINGTON, D. C. 20535 ~· 

DATE: 3 /!? / ~ 2- Re: 

To: s ;g. ~ c. 1- o.ki.A/1 81 !+ 

' \ ' ,. .. 

716157 

..: 

FD-514 NO DO NOT TRANSFER EQUIPMENT SHIP# __ 

b6 
b7C 
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X AIRTEL 

3/11/82 

TO: DIRECTOR, ,.=F.=B;.:I:..,.._ ____ ____, 
ATTN: 

FRO!.f: 

ENGINEERING SECTION, TECHNICAL SERVICES 

SAC, HILWAUI<EE (66-1019) 

SUBJECT: OFFICE SECURITY 
l-iiLt·lAUKEE DIVISION 

Re Chicago airtal to Director. 11/3/81, captioned,!~--~ 
I 1 ET _AL, FCI-l?O." 

Inasmuch asl ldid the electrical work in the Photo 
~ remodeling project in this office, it is requested that 
a-countermeasures survey be performed in the I>Iil·mlulea Office. 

Please contact Technical Coordinator!~ -------~I Milwaukee. 

6 .. /l. Bureau (AH) 
2 · - Mil\'Iaukee 

(1 - 66-1019) 
(1 - 66-196) 

HEl'l:EF 
(5) 

~·· + --'?'PM " o ' 

---·-

'I 
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0-93 <R'iv-: 4-26-78) 

lj 7 0 PAGE 1 OF 2 
DATE 

3/21;/82 

• 
UNCLAS 

~ $f07DmRR CG MimDE HQ MDD70 $MmYUmR 2b1919Z MAR 82 

START HERE 

t-___;.....;;;..;..;___;;____;,_;..;.....;_F=B I { 8 0-8 0 5} 

To'·:·FBI MILWAUKEE {66:-1019} ROUTINE 

CHICAGO ROUTINE 

ATTENTION: SUPERVISOR ~...I ______ ____, 

COUNTERMEASURES MATTER 

PRECEDENCE 

ROUTINE 

REFERENCE MILWAUKEE AIRTEL DATtD MARCH 11 ,. 1982; BUTELCALL 

CHICAGO SUPERVISOR L-1 __ ___.I MARCH 18,: 1982; AND MILWAUKEE 

SA I I MARCH 19, 1982. 

THE TECHNICAL ASSISTANCE REQUESTED ON REFERENCED AIRTEL 

w z 
::; 
II\ x 
t-
t-
II\ 
<( 
iCL 

w 
iCL 
> 
t-

BE PROVIDED BY TWO TECHNI(ALL Y-TRAINED AGENTS FROM T~E ~~ / 

DIVISION. MILWAUKEE IS TO CONTACT CHICAGO SUPER
1
V·ISiO 1 

r-------, 
1"1--------~ FOR TRAVEL AND OTHER ARRANGEMENTS. .. , , 

-:. : ~ I 
CHICAGO WILL PROVI~E THE TECHNICAL_ .. St~~ICES'·.DIVISIOr-~~}:TH 

• • ~ # ,r: 

THE COUNTERMEASURES SURVEY\AFTER COMPLETION AT 

MILWAUKEE. THE REPORT WILL INCLUDE NAMES OF PERSONNEL CONDUCT-

~ .3APR 0 6198~ 

DO NOT TYPE MESSAGE BELOW THIS LINE 

ROOM TELE EXT. 

3/2,/82 1B053 2700/8 

l=EOE AL OUREAU Of:lNV~tl~ATIOl 
~ OMMUNICATIONS OI:NteR 

() ?st \ .:a-.1'-h 
'ltA~ 2 a-.,.,o, 

DO NO'f.:FILE WITHOUT COMMUNICATIONS STAMP 

m 

... 
I'' 

FDI/OOJ 

/ 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



2 

PAGE TWO ~E HQ 0070 UNC~AS 

' ' . -

lNG TH~ ~OUNTERMEASURES SURVEY~ EQUIPMENT USED~ DURATION OF 

SURVEY AND FINAL OUTCOME· THE COMMUNICATION SHOULD BE DIRECTED 

TO FBIHQ~ ATTENTION: TECHNICAL SERVICES DIVISION~ ENGINEERING 

SECTION~ SA~I ------------~ 
BT 

b6 
b7C 



• 

NOTE: THE CHICAGO DIVISION HAD THEIR OFFICE SPACE RESTROOMS 
AND DRINKING FACILITIES REMO.ELED THROUGK A GSA AWARDED CONTRACT· 
THE CONTRACT WAS AWARDED T H A CHICAGO 

~AND EXTENDE'D ·BY 8., REAS9N· FOR EXTENSION 
FCIM 1-2.4.2., {2 & 3}., DATE .OF REVIEW FOR DECLASSIFICATION 
MARCH 26'1 2002· 

.. 

b6 
b7C 

b6 
b7C 
b7D 
b7E 
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• 7-6t3 (Rev. 3-9-78) 

I 
SACi Albuquerque 

Attention: SA Geral.d B. l3rown 

Director, FBI (80-805) 

TECHNICAL EQUIPMENT 

z 

2 - Technical Services DiV 
1 - lnvtry Rm 1835 
1 - Eng lnvtry Mgt Rm 1B016 

2- Laboratory Div 
1 - Lab lnvtry Mgt Rm 1B239 
1 - Sect lnvtry Rm 3456 

4/6/82 

0 Equipment listed below has been received. After repairs have been m!lde it will ~e 
returned to your office. 

0 Equipment listed below ·has been repaired an.d is being returned to your office. 

liJ Equipment listed below is being shipped to your office fox: liJ permanent 
· 0 t~mpox:ary assignmeil.t. Appropriate inventory changes should be m~de: 

0 Your request for equipment listed }?elow has been placed on record and 
· D will be considered 0 will be ordered when funds are available. 

The item(s) Q has 0 has not; 0 have 0 have not; been put on automated 
inventory. 

The item(s) p does C) does not; 0 do p do not; have a label affixed. 

!&J l. each Zero case 

'NSN PN 529417 · 

'J!his zero case is to be use4 to carry the Scanloek Receiver. 

,. 
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.. l' ~ -~ • FEDERAL BUREAU OF INVESTIGAJJON- ···~--- ~ -~, ~ 

' -
8-269 (Rev. 1-20-82) 

WASHINGTON, D. C. 20535 

Date:, Lj /J b /<0 2- Re: -rEC/7#11!/91- E<{JvJf,A1/ENT 

To: S /f(!_ fit 8 u (Sl JJ Ef<. Quff" 

!+TT S.A~ J 13!<owA/ 
___ __;_ _________ Invoice of Contents ----TI'::ri/1~------~ 

I £A 

~') --"'----r.'..l C1 
~ :..:..JU) - :;e J--,:;) ~:!) 

"'~ z ,_ w .c 

. . ' 

dti/J 
6'2/1(.3) 

II fJe_ /~b/!5 

/;(~~J?P 

ENGINEERING SECTION DOCUMENTATION 

• Ship By ?I!E!C.tiT 
i-thod to use) 

Shipping ~-~ C:,Q This Shipment Packaged by 
l-L..---------____.J 

No. of Packages 

\ 
EXECUTE FD-514 TRANSFER EQUIPMENT FOR PERMANENT ASSIGNMENT 

~ - ,_ 

6 8 APR 0 9 198zAl2_ 
{. 

b6 
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8-268 (Rev. 1-20.82) 
~T ' o, &1 
FtDERAL BUREAU OF INYESTIGATION 

WASHINGTON, D. C. 20535 

Date: ~/1 ~~2- Re: /£CJ-f fo' I CllL -

To: SA-C.. kt'Jo/5 F)-S Ctyt' - c:zJy 
~. I 

;47T SA-l l Irk. :~c 
-----L: _______ _J voice of Contents---~~~~------

. 
# J f,q 

FBI F-ile# c;5CJ-){t:Jb 

Dc:-1</tJt( /f/V/j-)...Y2~~ s N 

0£~-<rof( i=/7eA/DEI<.. SA/ 

~ ICJ'oTt::L p~ 7CJo !+ SA..J 

7 l'r7.. fiJ:!-
(J!U s w 1 r2-r 

Y-- 4;/lr~ 

enD 
CH-.., 

·" -·--...... 
c. 

( ENGINEERING SECTION DOCUMENTATION 

L1~1JVSG,P 16rf5+ _ \ . RETURN TO ENGINEERING SECTION, ROOM 1B046 <Telelift 253) 

\ Name of Shipper I I~., .22~ 
This Shipment Packaged by I 

Ship By · 5-=vstH:: £-1{1 -~~c-
<method to use) 

Shipping-# -~L.:....J&-bfJ-.,..-----
No. of Packages 3 
F D-514 NO DO NOT TRANSFER EQUIPMENT 



8-268 (Rev. 1-20.82) ? { 

lJ ··I FEDERAL BUREAU OF INVESTIGATIO i( 
•·;·., 

. -' 

WASHINGTON, D. C. 20535 

Date:¥/ 6-/15'-- Re: /£C~ JC/JL ;EQ, 
To: S-/fC ktt~S/fS <!.1~ 

..:._ft_· /_J __ S_lt--=1 =======:rrl.Loice of Contents ~ 

seU q-5 -f 1--

pe.Po-~/ -1tpr~fiYI 

FBI File# ~ -w_s:= 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 <Te~ft 253) 

Name of Shipper J ll=vt ~o//~ 

This Shipment Packaged bL... _____ """T'"----r-...J---

N.o •• of Packages J _,., -~ \ { 
'~ ' ~ ; \. I 

FD-514 DO NOT TRANSFER EQUIPMENT 

b6 
b7C 
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,~_l/2 APR 1 

MENT OF JUSTICE 

OF 2 
PRECEDENCE 

PRIORITY 

WFmDE HQ n0099 $nmYSmP 022202Z APR 82 

START HERE 

DIRECTOR FBI {80-805} 

FBI WASHINGTON FIELD {219A-126} PRIORITY 
0 -
(o~"-t~W''t A-5~"-~ 

FCIHU 

REFER_ENCE WASHINGTON FIELD TO BUREAU TELETYPE DATED 

{U} 

REFERENC:ED TELETYPE INDICATED CONTINUED WASHINGTON FIELD 

FOR MONITOR SYSTEM PENETRATION. AS A RESULT 

THIS CONTINUED INTEREST~ A MEETING WAS HELD ON APRIL- 1~ 1982~ 

FBIHQ BETWEEN REPRESENTATIVES OF WASHINGTON FIELD AND 

EADQUARTERS RESEARCH AND DEVELOPMENT UNIT- {RDU}. THE REPRE

ENTATIVES OF WASHI~GTON FIELD WERE,SA'~ ~ND 

THE REPRESENTATIVES OF HEADQUARTERS RDU 

L.....-_____ ___.1 AND VIPER 

~ 
DURING ~HE ABOVE MEETING FOR VIDEO CAMERA 

llPR 3'0~ 1 • 
DO NOT FILE wn'tlbOT COM~l~l~ICATIQ~S STAMP ... 

w z 
::; 

!!! 
:X: 
t-
.... 
U\ 
c( 
~ 

w 
a. 
>-.... 
t-
0 z 
0 
Q 

b6 
b7C 

b6 
b7C 
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0-93A (7·19·77) DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

PAGE 2 I CONTINUATION SHEET 

I 

20~~----------:=======-----;::::===::::::;-------'J 
SYSTEM WERE PRESENTED BY L-1 ____ __.I SA L-1 __ __.!EXPLAINED 181- -
THE .NEED FOR CAREFUL TARGET SELECTION TO INSURE THE CASE AND 1-

161-TECHNIQUE ARE NOT JEOPARIZED BY THE USE OF UNTRIED ADVANCE 

TECHNOLOG~ EQUIPMENT. ~ 1-

141- BOTH PARTIES AGREED TO FURTHER EVALUATE THE SUITABILITY 

I 

w z 
::; 

1-OF.VIPER FOR THIS CASE. ARRANGEMENTS ARE BEING MADE TO CONTACT ~ 

121-THE SUPPLIER OF THE EQUIPMENT TO BE COMPRO.MISED, SURVEY THE · 
::c .... 
.... 
Cll 

I-TARGET AREA, AND MODIFY FOR TEST EXEMPLAR VIDEO HARDWARE· 
~ 

~···n!!te 
>.... 

101- HEADQUARTERS RDU WILL CONTINUE T~ SUPPORT THIS EFFORT 

I-SO LONG AS A SUCCESSFUL PENETRATION APPEARS FEASIBLE· 

81- ~AND EXTENDED ~y 8; REASON FOR EXTENSION' FCIM, 

I-II; 1.2 4.2 {2 AND 3}; DATE OF REVIEW FOR DECLASSIFICATIO~ 

61-APRIL 2, 2002. 

_BT 

2,_ 

DO NOT TYPE MESSAGE BELOW THIS LINE 

,. 
I'!"'' 

.... 
0 
z 
0 c 

b3 
b6 
b7C 
b7E 

FBI/00.1 
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0-93 (Rev. 4-26-78) DEPARTMENT OF JUSTICE 

.,. - - 'f• 

\)¥9 1 OF 2 

HQ r1007!:i $ri:I:Y 82 

FBI KNOXVILLE {66-752} ROUTINE 

REFERENCE KNQXVILLE TELETYPE DATED MARCH 1, 1982, AND 

BUTELCALLS MARCH 3 AND 4, 1982. 

REFERENCED TELEPHONE CALL OF MARCH 3, 1982, KNOXVILLE, 

L...-_____ __.1 ADVISED HE AND SA L..l _____ ____.I ARE T 0 

TO FBI ACADEMY, QUANTICO, VIRGINIA, ON MARCH 8, 1982, 

FOR TRAINING IN PREPARATION FOR WORLDS EXPOSITION. IN 

6 CONJUNCTION WITH THIS TRAINING, TECHNICAL SERVICES DIVISION 

PROVIDE BASIC COUNTERMEASURES TRAINING TO BOTH SAS, WHICH 

PREPARE THEM TO CONDUCT A COUNTERMEASURES SWEEP OF THf 

OFLI ________________________________________________________________________ ____._ 

2 FBIHQ WILL PROVIDE THE APPROPRIATE COUNTERMEASURES EQUIPMEN 

TO KNOXVILLE ON A TEMPORARY BASIS. 
DO NOT TYPE MESSAGE BELOW THIS LINE 

12 APR 2 81982 
DO NOT FILE WITHOUT COMMUNICATIONS STA ---

.... . --~ 

w z 
::; 

~ !:!! 
::z: ... 
.... 
VI 
ct 

\) 0. 
w 
0. b6 >- ~b7C ... 
.... 1::' 0 z 
0 ~ c 

- ( 

Zl 
Z( ..;: . 

Ql 
b7E 
~I 
"Al 

5f o. 
i 

fJ a 
0 
0 

s~ 
f.J>· 

b6 
b7C 



.... I:O~::Jli~t Ot!fl~,·IJ • :::; l;~~fG5'i'ISAHU~J 

C.•:lt.~f.~u;;;.~Nl 'J:S MC;SAG::! ffiflM 

E~~ --·-cl cm~YINUATION SH!Et:T 
---~ ~· ... ~ ~ ~-~ ~- -~ ' -- ---- -----~ ~---- -....---- --..---~---~ -..-~~~ ~ -....,....--..,..--.--- ----~--~ ~~---.~------..,....._...-T-.. ---.-~~~·~-~ .,.,.......,...._., . 

-~.G_E.:.'J'~Ii!.Q:~DE .J:LQ _ _j]O?'i UN~LA~~- __ "_____ i 

ANY QUESTIONS CONCERNING THIS COMMUNICATION SHOULD BE 

2o_DIRECTED TO FBIHQ, TECHNICAL SERVICES DIVISION, SA~~----~~ 

18 J I EXTENSTION 2700. 

_BT 

16 ,_I 

1-

14 w 
1- z 

::; 

f.- !!! 
::z: ... 

12 ... 
f.- II\ 

<( 
a. 

1- w 
~ ... 

10 1- ... 
0 z 

1- 0 
Q 

8 f-

f-
. 

6 f-

-
4 :.. 

:-

2 -

DO NOT TYPE MESSAGE BELOW THIS LINE 

,, . 
~~ 

FBI/00.1 

d 
\ 

b6 
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.. 

NOTE: T!;tE TRAINING OF KNOXVILLE SASL..I _______ ____. HAS 

BEEN COORDINATEb WITH ENGINEERING SECTION SAL..I ----~ 

AND WITH TRAINING DIVISION SAL..~-----~ 

() 

0 

..... 

b6 
b7C 
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~ e:::: L a.. 

\ o::::t 
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Exoc AD 'Inv, _ 
Exoc AD Adm. _ 

Exoc AD LES-
Aut, Dir.: 

Ad11. Servs._ 
c,;rn. lnv. --
!dent. __ 
Intel!. __ 

Laboratory
Legal Coun.
Plan. & Insp. _ 

'" ROUTE W ENVELOPE-. ' b6 

~ON F IJalEN'l' IA~ 

SAC, San Juan 
(PERSONAL ATTENTION) 

Director FBI (80-805) 

OoUNTERMEASOREs MATTERS 

April 2, 1982 

Reference Bureau teletype dated January 22, 1982; 
and San Juan airtel dated r.tarch 6, 1975. (U) 

On February 1, 1982, personnel from the Technical 
Services Division (TSD), Engineering Section (ES), arrived 
in San Juan in response to your request for countermeasures 
training of San Juan's Technically-Trained Agents and to 

• 

provide technical assistance and equipment to conduct counte~r
measures surveys at several locations in your division. Cf1 I~~ 

b7C 

. 
\ 

r------...loo""n....,February 2 and 3, 1982, San Juan SAl I ~ b6 
I lwas provided trainin on the use of the Bureau's b7c 
countermeasures equipment. SA assisted on all 
countermeasures surve s cond!!QA~ ,~n.t fe-·.San Juan Division. 
San Juan SA ~tise· rli '! as not to receive any 
training per or Sa ~af ___ ~u) 

On February 4, 198~, a cou te ' asures em survey 
was conducted of the Roosevelt Roads Resident Agency (RA). No 
evidence of any electronic eavesdropping was qetected at the 
time of the survey. During the initial phase of the survey, it 
was noted that the door to the inner office, equipped with 
an alarm system, was open, unalarmed, and the key was 
left in the lock cylinder. The SRA was on vacation at 
the time the survey was being conducted. Although this was 
not a physical security inspection of the RA, it is good 
countermeasures practice to secure all office space to prevent 
easy access to unauthorized personn~l. It is incumbent 
upon the SRA to provide the maximum security possible~the 
RA office space. tel···· jU) ~--

• b6 1 _ 7 APR 2 1982 
b7C 

inting and Space .Management S:ea:u4:.o~oratory __ '--.-
l - ~m rnv. Legal Coun. __ _ 

Office of Inspections.)r _-~..~ " . 01 ~~~~"~its. 
(For Information On,ly~o·t.Li.n :_ l~:<:nt-- -.. "' n.-.c. Munt. ..__ __ { 

i:x;:>~. Kf?•.if!V. ~. ·• ' }r.lip&.:;t!::n '. ' Toch, Servs.iJ4gff'1!__ 
--:::---__ ~'t.ES ~ Jr.tell. Trainfng ___ .....-

~and Extended by 8 
Reason for Extension FCIM, II, 
1.2 4.2 (2 & 3) 
Date of Review for Declassification 
April 2, 2002 

CONTINUED - OVER 

1'81/DOJ 
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Letter to SAC, san Juan 
RE: COUNTEru.mASURES !-li\~RS 

A en\ survey ~ras conduotocl at the San Juan Fie.ld 
Office on Fobruary 4 1 5 11 and 10, 1962. !~o evidence of any 
electronic eavesdropping or of any tampering with the 
telephones or tclphonc lines tlao detacte~t the time of 
the survey.. (:ei (Uj 

· In referenced Uarc!l 6, l97S airte~, your office 
proposed to have tva cables <t-tith 200 pairs total brought . 
directly fron the Telephone Conpany central office to the 
F..BI spac~ with no other multiple appearances. Ro-;·rever, in 
tracing aJ.l telephone. lines leaving th~ FBI space, it ' ·ms 
noted that most of the FDI telephone lines appeared in 
three t>rire closets located throughout tho 5th floor and :i.n 
the baserlont of the Federal Building. Despite the fact that 
al~ telcphona )'Jire clozets and the ·door to the basement ,.1ere 
found to be locked, this safeguard mcusuro provides minimum. 
sccuri ty to th~e arc . - - · ephone lines o ~ IUl 

-- ~ !$ 

on Febr~ru:y 3,. 1.982, a em survey tYas conducted b6 
at the St. Thozaas, Virgin Islands,. Resident Agency. ~·1hile b7c 
conducting a physcial trace of all t-1ires in the ceiling of 
the~~·~ office space, it was found that the al~ system 
had been disconnected. TSD personnel. \'TerQ advised that 
the al.a~ unit l·7a5 disconnected in February, 198.1, ~d 
sent to the San Juan 'Field Office for repairs. SA 

I lof the St. Thomas M advised that the alarrJ sys am 
l'las disconnected prior to her assignment to the lu1. and 
that she. t·l'as una"toTare as to tho status of the. aJ.arm unit. 
!!'he countermeasures survey .determined no avidence of 
clandestine listening devices or . telephona tanpering and 
nothing-additional of a security-related nature o~1er 
than ~1c natter described abovo' t·tas noted. :f:Cl·.·I TJ) 

- . 
On February 9 1 19821 - a em survey ~:ras -conducted at 

th~ Haya.guez Resi~eil.t Agency. Tho offica -space ~1as not· . 
alarnc.c1',. This office has a t·ro.ll. t-!hich is corut.1on 11i th a la~r 
office. The ~1al.l construction of one roon is of 17 2 X 4u 
ll.ttlber and sheei:.rock. The accoustics bcat.ueen the offices: 
is such that conversations in the la't·I offices can easil.y _ 
j)e ove.rheard and it is 10 therefore, liltely· that conversations 
in the r..A space can be overhec:u:d in the la'"• office.. ~he 
RA' s bi'O telephone lines tre:re traced to a point in the · 
t·7al~ t1here it appcnrcd that tho tc~cphonc l.ines t-rent . through 
the t-rall and into tho lat·; office soace.. Uo. determination 
could be raa.do of the appaaranceD of the t\·;o tolophonc 
lines \•Tithout having access to the adjoining office space.. jet .... (U} 

-2-
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Letter to SAC, San Juan 
Rr.: COUNTERHE..l\SURES llATTERS 

... our ype 
56 telephones using Northern Telcom speal:ers 't'rere found to 
be passing audipJ>n-boo: YThen the tel enhona J i ne ni ct~nn lteys 
"1cre depressed. L T _ ~ras 
advised of this find an on the corrective neasures to this 
problem .. ~ · 

All countermeasures surveys conducted consisted 
of a .radio frequency spectrum check, a checJ: ·of the 
telephones and telephone lines and a nondestructive 
physical search. (U) 

TSD personnel t-1ere unable to check all appearances 
of the telephones as tho line appearance information, t-Thich 
t·ras requested prior to .the surveys, l·ras not available "for any 
of the telephone lines checJ~ed in the San Juan, Division.. (U) 

The follot'l• ng _;-e~q_?rnm~ t · ns are being made: 

l. Obtain I J."I e a p · nee information for 
all telephone numbers st1bscribed to by San Juan Office, 
Ri\s included, and naintain in a file; updating them as 
appropriate. (U) 

2.. conduct a physical tracing of all "Tires 
from all telephone instrunents in the San Juan Office and 
Resident Agencies (Rt~) to the last appearance before the 
Telephone company central office, recording and correcting 
any abnornalities. (U) 

3o Obtain a·cost estimate from the ~elephone 
Company for dedicated telephone service for the San Juan 
Office as was· proposed on referenced airtell> Submit for 
approval to FBIHQ,. Attention: Technical Services Division, 
Operations Uanagement Section, Unit Chief I I ' (U) .. 

4o Obtain and install necessary alaxtl equip~ent 
for the 11ayaguez RA. ~· 

5.. Repair and install, the alan\ system in the 
St. Thoraas P.A.. ~· 

- 3 · 

~ONF.IBEN'f'!A~ CONTINUED - OVl ~R 
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Letter to SAC, San Juan 
RE: COUNTEru.1EASURES .MATTERS 

6. That San Juan submit the name of a Special Agent 
to be trained in audio countermeasures by FBIHQ, Technical 
Services Division. It is desirable that the Agent is fluent 
in the local dialect of the Spanish language. Audio counter
measures depend upon being able to corre~te demodulated 
audio with room activity; therefore, language ability is a 
requirement. (U) -

. ,. 

San Juan is requested to advise FBIHQ, Attention; 
Technical Services Division, Engineering Section, sAl I b6 
I I by June 1, 1982, of the course of action taken b7c 
concerning the above recommendations. (U) 

- 4 
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Memorandum • ··"""'-- .. 

Exec AD ~~!'· -
Exec AD lnv. -

Etr-c AD LES -

To 

Fro 

Asst. Dlr,: 

I 

Adm. Servo. -
/',Crlm, lnv, __ 
vldent. __ _ 

Bayse~P I 
Insp. __ _ 

Intel!. __ _ 
Lab. __ _ 

Mr. Date • 4/9/8 2 Legal Coun. _ 

Off. Cong, & 
Public Affs. _ 

Rec.Mgnt,_ 

Tech. Servo. -
Training __ 

OUNTERMEASURESLMATTERS 

Telephone Rm.
Director's Sec'y _ 

I 

PURPOSE: To report the results of a contemporaneous monitoring 
of the radio frequency spectrum in the JEH Building, 

Room 7145, on March 23, 1982. · 

DETAILS: At your request, a contemporaneous monitoring o~ the 
radio frequency spectrum from 3 KHz to 2 GHz was 

'conducted in Room 7145 of the JEH Building. No evidence of 
any electronic eavesdropping was"detected during the search. 
However, a relatively high~level local oscillator radiation 
from a radio tuned,to 99.5 MHz was discovered. 

As you may recall, you and L-:1 ::----~-:---..... 

of this condition. No attempt was made on this 
the location of the radio(s) radiating the 

On April 1, 1982, a follow-up 
spectrum was conducted in an attempt to 
the above-mentioned raqiation. 

source o 

The source of'the radiation was determined to be a 
Panasonic portable radio located in Room 7159, JEH Building. 
A similar radio located in Room 7145 was also determined to be 
radiating at approximately the same level. Both radios were 
checked in an effort to determine if room audio was detectable 
using a Micro-Tel PR 700 countermeasures receiver. No room 
audio was detected using above counterm~~~-;~~~)1' 

A third source of high-level ?o~al oscillator radiat{o~ 
discovered was a Panasonic table radio, Model Number RKU151B, 
GPN 412679, which is located in your, office behind your desk. As. 
was demonstrated to you on 4/l/82, the signal from th~?~~adio~was~ 
found to contain intelligible room audio", i.e. the radio was . 

b6 
b7C 

determined to be microphonic. ~ s-:r r.r. 1892 .,J 
No other source of high-level radiation'wgs_f~~ndsQes~~s 

above-described signals. the 

RECOMMENDATION: That the.radio in your office be subj~cted to 
additional ~xamination in an effort to further 

identify the local oscillator rad,iation problem. 
, APPROVED: Adm. S~~s._ l.&boraloiY ___ _ 

1 - Mr. Bayse 
1 - Mr. Witzel 

r. Killion 

, . Crlm.lnv. Logal Coun. __ _ 

1 ~ Director Off. of Cong . 
.fo Exec. AD·Adm._ ld~nt. & Putlic Afls.'---..,.. 

. Rec. M~nt.A 
Exec. AD·Inv. _:__ Inspection. __ Tech Servs. ~ 
Exec.AD·LES _ Intel!. i:-:::n:no ----

b6 
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TRANSMIT VIA: 

0 Teletype 

PRECEDENCE: CLASSIFICATION: 

·· 0 Facsimile 
: 

D Immediate 

D Pr.iority 

0 Routine 

0 TOP SECRET 

0 SECRET 

~ Ajrtel 0 CONFIDENTIAL 

0 UNCLAS EFT 0 

0 UNCLAS 

Date __ __:;.4t.,t/_!.6r..;./_s.;8u:.2--; 
-----------------------------------------------------

TO: DIRECTOR, FBI 
Attention: 

~)'(\' SAC, SAN JUAN 

TECHNICAL TRAINING 
4/19 - 5/7/82; 

0 COUNT~~~J ~~A,INING 

(80-805} 
Technical Services Division 
Engineering Section ~ 

(.1-45} 

ReButel, captioned as above, 4/6/82; 
Telcal of SAC Bernardo M. P~rez to 
Bu Supervisors! Iandi I I TSD; Bulet, 4/2/82. L-----...J 

SA I lhas been designated 
by FBIHQ to aEten~ Techn~cal Tra~ning 4/19-5/7/82 at 
FBI Academy, Quantico. It Is requeste~ that COuntermeasures 
Training be furnished to SA upon termination of 
the above course. 0 _ t' ~ _::-

"Noi"ru:::coRDEC . v- 7 MA.Y 14 19ea 

~ Bureau /~SP 1 

~~ San Juan 
BMP:cmj 
(.5} 

. ' 

Transmitted __,.,.~~---:=:---:--- Per------.--
<Number) (Time) 
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i Y1 . ~·~~ 

' Nl~morandum 

I. 

.... 

IIRECTOR, FBI ~~ Date3/12/82 
Attn.: TSD, Sup ·I 

Room 1B053 TL 253 
SAC, ALBUQUERQUE (66F-44) 

TECHNICAL MATTERS 
ALBUQUERQUE DIVJ/~~f)lttvu /Y)eP.JS/.,t'f:6 

In order to safeguard the Scan1~ck receiver 
assigned to Albuquerque, it is requested the Bureau furnish 
Albuquerque with a Zero case, in which to carry the Scanlock. 
Also, it is requested FBIHQ furnish Albuquerque with a filter 
to attenuate the FM band. 

ID Bureau 
Y- Albuquerque 
GBB 
(3) 

---NO~ RECORDED 

7 MAR 30 1982 

--i"? ~ __. 
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TRANSMIT VIA: 

D Teletype 
D Facsimile 
(X] Airtel 

/ 

PRECEDENCE: 

D Immediate 

0 Pr.i~r.ity 

FB] 

0 Routineh}' 

3
1:1 

,J 

• 
CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

~ Date 4/15/82 

-----------------------------------------------------
- ~ 

TO: DIRECTOR, FBI 
{ATTN: TECHNICAL SERVICES DIVISION. ENGINEERING 

SECTION, SUPERVISOR! I b6 

FROM: SAC, CHICAGO (66-4770) {SQUAD 10) 

9.u~~TTERS 
All contents of thfs airtel are considered "SecLeL" 

unless otherwise noted. 

Re Bureau teletype to Chicago and Milwaukee, 
3/26/82. ~--. . 

On 4/14/82, Chicago Technical Special Agents 
{SAs) I ] conducted 
a countermeasures sweep of two (2) photo rooms at the 
Milwaukee Field Office. Sweep was condu~ed due to the 
recent renovation of the photo lab and its close proximity 
to the Milwaukee Code Room. ~)\U) 

:h:u::l:::::g f::::::e:::::d s::::t:~e a:::::~s ~·· ~ ~ 
was conducted. Telephone{s) on/off hook checks were made 
and all other field office main feeder pairs and house pairs 
were checked for foreign wires and/or taps. A non-linear 
detector examination was also made of'the entire photo lab 
area. Further checks were made of the AC lines and all 

Q- Bureau 1- T5 ?::>-~ ~ 
1 - Milwaukee (66-1019) ~ 

{Attn: SA_ I q-\ '\ .)~1'1 ·"" o£, 
· 2 - Chicago .. -v-v D 

(\~ 1 - 66-699 Sub D A " ,.();19 r 4" 
-~~JWS/mtd ~~ ~ 

<s> ~lUI · ~ ~~;;;;;~ 
~and ExtE;mded by 1148 ~Q- ,.......,._ , ~,/ 

--------------~R~e~a~s~o~n~s~f~o~r~E~x~t~e?n~s~1~o~n~F~C~M~~~~-~~~~~~-----1~ ~ 

ci
te of Review for Declassification 

~ --.....-::==:::( 
,.. //' .r Approved: ~ \ Transmitted Per ,~ 18 MAY 121982 \- <Numoo<> m~> :._:'~19~ Jn~..,, 

b7C 

b6 
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; 

,, ... 
CG 66-4770 

electrical outlets utilizing a comparison of voltages, 
continuity checks and physical observation. Further, 
a non-destructive physical examination of the premises 
was conducted; all with negative results. JsQ 

- 2* -

-.-

.. ' ..... ;.' ... 



0-93 ~ev~~iG-78) 0 3 9 " ~ ~I DEPARTMENTOFJUSTICE ~ 
..--------. ~FEDERAL BUREAU OFINVESTIGATIO!I.. 

e .· OW -,. COMMUNICATION MESSAGE FORM 

1 OF 1 ·-
LASSIFICATION 

4/22/82 UNCLAS 
PRECEDENCE 

ROUTINE 

$F039lCRR SJlCDE HQ rf0039 $ lC~.U.IDR 231b.S..Ol_AEIL8.~.--------I 

START HERE 

FBI {80-805} 1--------
FBI SAN JUAN {1-45} ROUTINE 

~~~~~~~~MA~TERS 

REFERENCE SAN JUAN AIRTEL DATED APRIL 6, 1982. 

SAN JUAN SA L..l _______ ___.I WILL BE AFFORDED 

COUNTERMEASURES TRAINING BY TECHNICAL SERVICES DIVISION {TSD}, 

ENGINEERING SECTION {ES} PERSONNEL MAY 10-14, 1982. 

ALL COUNTERMEASURES TRAINING WILL BE PROVIDED TO 

L---------liAT FBIHQ; THEREFORE, SA ~...I ___ ___.!SHOULD SEEK 

CONVENIENT TO· FBIHQ. 

SINCE SA ~...I---~~ IS PRESENTLY AT QUANTICO, HE WILL BE 

OF THIS COMMUNICATION BY TSD PERSONNEL. 

0- '£ c $" -
DO NOT TYPE MESSAGE BELOW THIS LINE 

DATE ROOM TELE EXT. 

4/22/82 1B035/8 2700 .................. __....----
NOT RECORDED 

f~ /\/11 -L-----------,.----------1 

{)I' (LJ6 - MR. BAYSE 
1 - MR. WITZEL 
1 - MR. KILLION 

~ ~L------.....1 
c::::- . : . ·: .. ::::J 

.. 

w z 
::; 
c.n 
% .... 
.... c.n 
~ 
w 
0.. 
>-.... 
.... 
0 
z 
0 
Q 

FBt/DOJ 

l 
I 

b6 
b7C 

1' \ 
' -( 

' ·I 

' ' \ 
( 

b6 I 
b7C 

I 

b6 \ 
b7C 

b6 
b7C 
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/ 

/ 

NOTE: SAl Irs ATTENDING THE TECHNICAL TRAINING IN-SERVICE 
AT QUANTICO 4/19-5/19/82. SAN JUAN ~EQUESTED THAT SA 

I IBE AFFORDED COUNTERMEASURES {CM} TRAINING UPON 
TERMINATION OF THE TECHNICAL TRAINING . 

. -

b6 
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PAGE 1 OF 3 
DATE 

4/23/82 

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

CLASSIFICATION 

UNCLAS 

$F12SffiPP OC KCffiDE HQ n012S $nffiYUffiP 23204*SbZ APR 82 

START HERE 

DIRECTOR FBI {80-805} 

FBI OKLAHOMA CITY {bb-377} PRIORITY 

KANSAS CITY PRIORITY 

~~:.!..!::.~~~........., MA J'TERS 

REFERENCE OKLAHOMA CITY TELETYPE DATED APRIL 21, 1982; 

TO OKLAHOMA CITY ON APRIL 22-23, 1982; AND BUTELCALL 

KANSAS CITY ASAC ROBERT M. BRYANT ON APRIL 22-23, 1982. 

· THE TECHNICAL ASSISTANCE AND COUNTERMEASURES 

EQUIPMENT ~EQUESTED ON REFERENCED TELETYPE WILL BE PROVIDED 

6 BY TWO. TECHNICALL Y~T.R.AINED SPE.CIAL AGENTS FROM THE KANSAS CITY 

OKLAHOMA CITY {OC} ·SA L-1 _____ __.IWILL 

FOR TRAVEL 

OTHER ARRANGEMENTS. 

FOR THE INFORMATION OF KC, THE OC DIVISION HAS 

REQUESTED TECHNICAL ASSISTANCE AND COUNTERMEASURES EQUIPMENT 

DO NOT TYPE MESSAGE BELOW THIS LINE 

DATE ROOM TELE EXT. 

4/23/82 1B035/8 2700 

1 - L...----------1 

1 BAYSE 
1 WITZEL 
1 KILLION 
1 

6 1 M·AY 1 71982 · DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

w z 
::l .., 
i: ... 
~ 
w a. 
>... ... 
0 
z 
0 
Q 

FBI/DOJ 
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0·93A (7·1~:77) • DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

PAGE 2 I CONTINUATION SHEET 

PAG-.E:r.lTIW.O.E DE HQ 
IV 

0125 UNCLAS 

TO CONDUCT AN AUDIO COUNTERMEASURES {ACM} SURVEY 

2 oADMINISTRATIVE OFFICE SPACE, I 
OF 

I 
~ !AUTHORITIES 

~IS COVERED MICROPHONES AND RECEIVING UNITS I 

THE 

HAVE 

6~FFICIALS AT THE INSTITUTION BELIEVE THERE ARE ADDITIONA.L 

~ICROPHONES IN PLACE. 

4 THE OC DIVISION IS"ALSO IN RECEIPT OF A'REQUEST FOR 

[N ACM IN THEI 

2f-ULS·A, OK LAHOMA. I 

I 

I 

I FURTHER 

o~ETAILS CONCERNING PREMISES TO BE SURVEYED WILL BE PROVIDED BY . 

r· s KC WILL PROVIDE THE TECHNICAL SERVICES DIVISION WITH 

p. REPORT OF THE COUNTERMEASURES SURVEY AFTER.·COMPLETION AT . . 
J I THE REPORT WILL INCLUDE NAMES OF PERSONNEL 

i 

~HE COUNTERMEASURES SURVEY, EQUIPMENT USED 

4 . , DURATION OF SURVEYS AND FINAL OUTCOME· THE 

COMMUNICATION SHOULD BE DIRECTED TO FBIHQ, ATTENTION: 
- . 

2 ~ECHNICAL SERVICES DIVISION, ENGINEERING SECTION, sAl I - . 
I I ' 

. 
DO NOT TYPE MESSAGE BELOW TI:IIS LINE 

. : -.. 

w z 
:::; 
Ill 

:2 

I 
... 
tii 
< 
0. 

w 
0. 
>-... ... 
0 z 
0 
Q 

•· 

b7E 

b7E 

b6 
b7C 
b7E 

FBI/DO.J 



PAGE 3 

~ :5T ;\i(i hEr:E 

BT 
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DEPARTMENT OF JUSTICE 

FEDERAl BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

CONTINUATION SHEET 

' 

DO NOT TYPE MESSAGE BELOW THIS LINE 

' 

' 

w z 
:::; 

!!! 
:z: .... 
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"" <( 
0. 
w 
a. 
>-.... 
.... 
0 z 
0 
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• • 
NOTE: THE OKLAHOMA CITY ~OCl DIVISION HAS REQUESTED 

TECHNICAL ASSISTANCE AND EQUIPMENT TO CONDUCT AN 
AUDIO COUNTERMEASURES {·AMC} SURVEY AT ~I ~"':":"":"'"-.........-----' 

EL-RENO, OKLAHOMA· 
~I~N=s=Tr=T=u=r=r~O~NS~O~F=F=r=ci~A~L~S~H~AVE FOUND MICROPHONES 
IN THEIR ADMINISTRATIVE OFFICE SPACE AND THEY 
BELIEVE THERE ARE ADDITIONAL MICROPHONES IN 
PLACE. 

TECHNICAL ASSISTANCE AND EQUIPMENT WILL BE 
PROVIDED TO OC BY TWO TECHNICALLY-TRAINED 
SPECikL AGENTS FROM THE KANSAS CITY ~!VISION. -

oc HAS A REQIJEST FOR AN ACM SI!RVEYI I 
~~~~~~-------------~~TULSA, 

OKLAHOMA. 

IN VIEW OF A_POSSIBLE INTERCEPT~ON OF 
COMMUNICATIONS VIOLATIONJ _ I 
L.::-::~~~~~RENO"~ OKLAH MA, TH CRIMINAL 
DIVISION IS BEING PROVIDED WITH A COPY OF 
THIS COMMUNICATION. 

t 
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SAC, 'Norfolk ( 66-94~.,_>""-------..., 

Attention: SA I 
~--------------~ 

4/28/82 

~ctor, FBI (80-805) 

. t;JN~~:~~~!.~1ATTERS 

Reference Bureau letter dated Z.farch 8, 1982. 

In response to your request, Technical Services 
Division (TSD) personnel conducted a countermeasures 
survey of the confe~ence room on Sunday, l·!arch 14, 1982; 
and a contemporaneous monitoring of the radio frequency 
spectrum during ~1e SAC's Annual Conference at Williamsburg, 
Virginia, r4arch 14-~7, 1982. The moni.toring \'las conducted 
from 8:00 a.m. to 5:00 p.m., Harch 15 and 16; and from 
8:00a.m. until 12:00 noon on l~ch 17 1 1982. 

No evidence of any electronic eavesdropping 
~'las detected at the time of the countermeasures survey 
or during the contemporaneous monitoring. 

b6 
b7C 

TSD is grateful for the assistance and cooperation 
extended to TSD personnel by Norfolk's SAl I b6 
during the SAC's Conference. b7c 

The above em survey and contemporaneous monitoring 
was conducted by ET I l and SA I I I ~--~ 

Exec AD lnv. _ 
Exec AD AJrn, _ 

Exec AD l.ES-
Aut.Dir.: 

Ad111, Servs._ 
Crim.lnv~
ldent. __ 
Intel!. __ 
Loborotory _ 
Legol Coun. _ 

1 - !-tr. Dayse 
l - Z.ir. Witzel 
1 - ~tr. Killion 

~jfod 
(7) \ J1:1 

' : " 

Pion. & Insp._ ~~¢9, 
Ret.Mgnt,_ 
Tech, Servs. _ 
Training __ 

Public Ails. 011. _ i 
Telephone R111. _ 

or.~r:fc'MAY1At1T~ 

APPROVED: Adm.Scrvs._ Laboratory ___ _ 
Crtm.lnv, legal Coun. __ _ 

Off. 6f Cong. 
& Public Alfs.,___ 

Oiroctor ___ _ 

Exec. AD-.AQm._ fdcnt. ____ P.ec. ~.gnt. __ __ 
Exec.AD·lnv, _Inspection Tech. Servs. __ _ 
Exec • .AO-LES _ lntell. Training----

~ fd~s-~ If! 

• 
' 

~--~ 
··--~ 

7 APR 29 1982 

,81/DOJ 
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EP0001 1261958Z 

RR HQ 

DE EP 

~61958Z MAY 82 

- (}M EL PASO (66·1379 

TO: DIRECTOR, FB 

BT 

UNCLAS 

' 

(80-805) (ROUTINE) 

ENGINEERING SECTION, 

SA 
L--........----r-----r---' 

GouNTERMEASUREs 
. 
RE BUREAU TELETYPE DATED MAY 5, 1982. 

. SPECIAL AGENT L...l _____ __.I TECHNICAL COORDINATOR~ 

EL PASO DIVISION, IS .BEING DESIGNATED TO ATTEND THE AUDIO 

COUNTERMEASURES IN7SERVICE, PREFERABLY FOR THE FIRST 

SESSION, JUNE 7 TO JUNE 18, 1982. 

BT 

ta MAY 10 1882 

b6 
b7C 

b6 
b7C 
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I 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, -0. C. 20535 

... 
Re: -rJfCtfA/;C;JL Et?u1?/f45A/r 

To: S/JC. Sff<IJ\/{f/:;lt3).D 

SEr~IJ i(J ;' Sf) L..l _____ ___. . ), ~~c 
-------'---------=----Invoice of Contents __ . ---L~~JL\~,...:·-'-------~ ---

FBI File# $0 -Zt><J: 
--~-- ! 

l 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 

Name of Shipper~ 1Ext.J'7'l:;-

~i~ Pack~s_~~ by 
1 

7 

/ " J'} 
N<?. Of Peackages .'-

PE b6 
Ship By --=--~~~-:--------.:.· b7C 

<method to use) ' 

*?' (.~ 
Shipping # . ....,.....-~1---=-::...-...o..-....;.._ _ _.._ __ 

F D-514 NO DO NOT TRANSFER EQUIPMENT 
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TP0004 1261725Z 

RR HQ 

DE TP 

R 061625Z 

F~1 T A~~PA 

TO 3UREAU 

BT 

UNCLAS 

• 
I 

ROUTINE 

• Exec."' ·Adm..,:._ 
Exec. AD-Inv._ 
ExeC. Al).lfS.____~ 
Asst. o;r.~ 
A~.Sem. _ 
Crim.lnv. _ 
ldenl ___ , 

'~-lnten. ___ l 

Lallorato:y _ :_ 

l~aJCoor._ 

Oil. ;n :~II!J. 

& Ptllllfc Ails. ·- • 
Roc. Mgr.t. -
Tech. Servs. _ 
Tralning

1 
__ 

retcph nm. _ 

ATTENTION: AL SERVICES DIVISION, ENGINEERING SECT IO N / O!roct::rs Scc'y _ 

y' ~ngitle ring Sect 

1B046 ~254 OouNTERi•1EASI.!RES l'llATTERs 

RE BUREAU TELETYPE TO ALL FIELD OFFICES ~AY 5, 198~ • 
• 

IT IS NOTED THAT THERE ARE LIMITED SLOTS AVAILABLE FOR THE AC~ 

IN-SERVICES DISCUSSED IN RE TELETYPE, WHICH INDICATES SELECTIVITY 

NEEDS TO BE ElilPLOYED, IT IS ASSUMED, ON THE BASIS OF' LOCf!TIO~' AND/{[) 

THREAT ASSESSf'r'JENT. IN ALL CANDOR, SAC, TAMPA DOES NOT PERCEIVE ~ 
ANY URGENT NEED FOR AN ACM.-TRAINED AGENT IN THIS DIVISIO~ o.T· THIS . 
T li'llE OR IN THE FORESEEABLE FUTURE, EVEN THOUGH SUCH TRAINING 1!JOI!LD 

ENHANCE THE CREDENTIALS OF OUR TECHNICALLY TRAINED AGE~1TS •. 

SHOULD THE BUREAU, HO\;EVER, DESIRE T~&~ot55'~-T~~)O 
AGEt.JT GEOGRAPHICALLY LOCATED AT TAMPA, SA~LTAt'1~~ RECOi\1~~ 
SELECT ION OF OUR TECHNICALLY TRAINED SA I I t•J'-tO IS IN b6 

....._ _____ ____J c~ -·-· --.u&.-;: b7c 

' ! 
\ ~ . 



• • 
PAGE TWO TP 66-74 UNCL~S 

!US 0P AND \~HO, DuE TO OTHER GO~l'Yl!TMENTS, COULD O~lLY ATTEND THE 

A LG UST 23 TPROUG H SEPTEMBER 3, 19~2 SESS 10 N. 

BT 

.. 



AL0002 1262343Z 

RR HQ 

DE AL 

R 062000Z MAY 82 

ALBANY I 
D'IRECTOR, FBI 

• 
/ 

/ 6 hM B2 23 q 4 z 
FE&L(.··.:.. BUREAU 

OF HlV£STIGATION 

. 

. EXOO.tAIPMm. 
EX~J<: •• "):(l);fiW--.~~ 
£~./]Q)ltt ~.-

1\m.Vt"x.:; 
~.-Sor¥S. 
titm.~nv. _ 
lk ___ l 

UNCLAS 

ATTENTION: DIVISION; ENGINEERING SECTION. 

C6ou 
TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982. 

; 
' 

TTA L-1 _____ __.I WILL ATTEND BASIC AUDIO ,COUNTERMEASURES 

IN-SERVICE DURING THE PERIOD JUNE 7 - 18, 1982. 

BT 

< 

745 ~r-; 
8 4 MAY 181982t'1 

5 M/W 10, 1932 
~ 

--~ 
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svo 006 1262247 

RR HQ 

DE SV 

~062247!. MAY 82 

(JM SAVANNAH =~ ===== 
TO D IRECI OR , F'B I 

... • , Exec. AO·Mm. ~ 
Exoc. AD·:nv.~ 
Ex::c. AD-LES-
'Ass+ G:t.: 

Adm. 3~r;s. _ 
Cflm.l:,v. _ 
l~cr,t_ __ 

l.r-<'le~!"tl(, _ 
rn:~u. __ _ 
L~':c:ator;~ __ b

3 
ltfi:;l Cooo. __ b?E 

CM. ol Co:~ ' I 
1:t ?I tile t.Hs. _ 

f1ec~ ~.~.~.,t __ 
1:;. ~~. S~t'i~ .. -

BT 

UNCLAS 

ATTENTION: TECH ICA SERVICES DIVISION, ENGINEERING 

~OUNTERMEASURES MAT ER S i. 
h~p-'lcn<"lim. _ 

SECT ~J.:~,.:;:r·s s~c·y-
' ct. 

"£n~i.nr~;t:~~ 
)..Y>Ol$6 tfO 

SAC, SAVANNAH, RECot1MEIDS THAT SA I I . b6 
~------------~ b7C 

SENIOR TECHNICALLY-TRAINED AGENT, SAVANNAH DIVISION, BE 

SELECTED TO ATTEID ACM IN-SERVICE, PREFERABLY FROM JUNE 1 

THROUGH JUNE 18, 1982. IN VIEW OF SAVANNAH DIVISION•s 

HEAVY COMMITMENT TO DRUG RELATED MATTERS AND THE INCREASING 

SOPHIST! CATION AID FINANCIAL RESOURCES AVAILABLE TO DRUG 

DEALERS, THIS TYPE OF TRAINING IS APPROPRIATE TO PRIORITY 

WORK OF THIS DIVISION. SAl IWAS FORMERLY ASSIGNED IN 

RAD I 0 ENGINEERING SECT! ON AT FBIHQ ·AND IS. HIGHLY EXPERIENCED 

AID PROFICIENT IN THE TECHNICAL FIELD·. 

BT 

•• J 

w-<605--M~ 

5 M!W 10 i932 
..---. 

Jl-;-sre ~ ... 



9L0004 1260045Z . , 
• RR 1-{Q 

DE' DL 

R 061753Z MAY 
FEiJi: l'l\t BUREAU 

OF INVESTIGATION 

F't1 FBI DALLAS I (66-29'3) 

0 DIRECTOR I ROUTINE 

ATTENTION • TECHNICAL SERVICES DIVISION, ENGINEERING 

BT 

RE BUREA~ TELETYPE TO ALL FIELD OFFICES,. MAY 5, 1982. 

SAC, DALLAS REQUESTS THAT TECHNICALLY TRAINED AGE~H ._I __ __. 

BE 
~----------------~----------------_j 

CONSIDERED FOR ATTENDANCE AT T~E JUNE 7-18, 1982 BASIC A~DIO 

COU~TERI1E.ASURES IN-SERVICE. (/j§) 
SA I I HAS BEEN A SOUND AGENT SINCE 1978 AND IS IN HIS 

' OFFICE OF PREFERENCE. IT !S I~PERATIVE THAT HE BE CONSIDERE!) FOR 

THE JU~E SCHOOL IN VIE\•J OF ~IS PEf\lDING PARTICIPATIO~~ IN .4 GROuP 1 

UNO ER COVER 0 PER AT IO N BEG INNING DURING 

BT 

#0004 

; l ' 'j ' 
I. , • .\ 

b3 
b7E 

b6~ 
b7C 

b6 ! 
b7C 



Exec. AD·Mm. _ f 

AN0002 12 70315 

4t6::15Z MAY 82 
FM ANCHORAGE < 66-196) 

TO 

sr 

UNCLAS 

S\ 

! 

~YED " TEL~1E UNIT 

7 MAY BZ u ~ 0 2 z 
'FEDERAL BUREAU 
OF INVESTIGATION 

• I 

SERVICES .DIVISION, ENGINEERING 

~- ao ......_---.:::::M::o'"E-A -S UR-E-S ...,.M_A__.T/ ER S 

RE BUREAU .,TE~;E:TYPE TO ALL.OFF!CES, MAY 5, 1982. 

ANCHORAGE NOM! NATES SA I I TO ATTEND ABOVE IN-

Exec,A0·~1v._ 
C.xe~I}-LES_ 

Asslntr.: 
Ad:n..~-
Crlm.lnv. ----:.. 
lder.t 
lr.spection _ 
lr.t~:l. 

~~ratory_ 
tl!¢ Coun._ 
P.oc. !ttsrtt. _ 

Tec1l..SeNs. _ 
TraL"\!::g 

t•if o(Cong. 

& Pul:lic Arts._ 
Tel(1,H'IG?.oil:n. _ 
Cit(Cior's Secy _ 

SERVICE AUGUST 23 - SEPTEMBER 3, 1982. DUE TO COURT COMMITMENTS, 

. 
. ArZJ 

SA L-1 _ ..... !UNABLE TO ATTEND JUNE 7 - 18, 1982 SESSION. (It?' 

BT 

11° lt,..,..t'- : 

* ~ r;tSQ;_. 
8 4 MAY 181982 

" 

b6 
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J N00011270528Z 

RR HQ 

DE JN 

R 070225Z MAY 82 

M JACKSON C6G-69) ,'/ 

0 DIRECTCR ROUTINE 
j 

• 

I 

AT T N : SA r------::....._........:;. __ ____, 

exec. AD·Adrt'L __..!- ..,. 

Exec. AO·IM.-
ExCC· tJ).I.Es- " 
Asst. !)lr.~ 

Adm· sem. -
Cdm.ln't'.-
tden\, ____ _ 

~.lon
lntelt-~-

La~»-atotY -
LogalCoun
Olt. ol C0\'\9· 

& P\:~ic Ails. -

nee. Mg.'\\. -
Tech. Sarvs. -
Tra\niOli--

Telephone Rm. -
01tectcf's ~~~·v --

(# 
::CLAS lb&~D!I:.:.t 

a { 
/ 

.... W'164 

_ OUNIERr1EASURES MATTERS 

REFERENCE BUTEL TO JACKSON DATED 5/5/82. 

FOR INFORMATION OF THE BUREAU, JACKSON DIVISION TECHNICAL 

IS IN HIS OFFICE OF COQ1DINATOR, SAL...---------....1 

.JREFERENCE. SA I I IN AVAILABLE FOR BASIC AUDIO COUNTER- " ¢J 
MEASURES CACM> IN SERVICE AT THE CONVENIENCE OF THE BUREAU. 

1Sb-go5 _, ~s BT 

NNN 

. ' 

C::C-1 - ---~ 

5 MAY 10 1932 

---~ c:::::;:~---

b6 
b7C 
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MI0004 1270023 

RR HQ 

DE ~JI / 

o--_}('070023Z MAY 82 , i 

,' 

UM MIL\;AUKEE I l I 
TO D lRECTOR (80-805) ~OUT! NE 

1 

BT i 

UNCLAS E F T 0 

SA 
~U NTL..ER-M-::oE ..... A_S_UR_E_~____. 

7 Ntt~tJt: on 2 3 z 

ENGINEERING SECTION, 

. ' 

RE BUREAU TELETYPE TO ALL OFFICES MAY 5, 1982. 

MILWAUKEE DIVISION WILL Nor BE SENDING ANY AGENTS TO ABOVE

CAPTIONED SCHOOL DUE TO PRIOR COMMITMENTS WITHIN THE FIELD 

DIVISION. 

BT 

lnten. ___ n 

umomtory --m 
~aJ '-IAIII·~-!M 
011. of Cong. 

& Public Affs. 
Roc. Mgnt. ~ .. n 

Tech. Servs. _b3 

b6 
b7C 



•' 

:NH0003 127 1615Z e 
RR HQ 

DE NH 

R 071615Z M6 Y 82 

~NEW HAVEN 

0~ DIRECTOR (80-805 ROUTINE 

Br 

UNCI.. AS 

QUNTERMEASURES 

"- •. , 'i"~[l 
-. · ·l-~ ·. ~.::v 

.. t J . ,,, \ 6~1 5 z 
{11M til 

FEIJEt< .. a.. 3JREAU 
OF IUVESTIGA.TION 

• 

RC UAU TELETYPE I 0 ALL FIELD OFF! CES, MAY 5, 1982. 

~AIDAti:n: -· .... 

1 •
1 

AOililv,_ 

"·cc:~J 
Atst!JlJt.:. 1 

: A'dtrn~; 
1 Cilin: lnv.:. • · . -: ldent: ___ ., 

. l/lsj;mrt11ln: -

. lir.ell~---1 

. E..~i!-
~~ 
Ott tl Ctr.g. 

&1WkAUs·._ 

Rcc:. '>tr•t
TeCh. &!nos. _ 
Trninlng __ 

1 
Tolephana Rm. _ 

SA I I IS DESIGNATED BY NEW HAVEN DIVISION TO ~~i llB.o4 
ATTEND THE BASIC AUDIO COUNTERMEASURES .CACM> IN-SERVICE 

SCHEDULED FOR JUNE 7 THROUGH JUNE 18, 1982. SAL-I _ __.liS IN HIS 

OFFICE OF PREFERENCE." 

Br 

# 

r--~ 
~a M.'W 10 1982 . 

~--~ ___, __ ~- .. 

l.t' 

b6 
b7C . 



~ ~1 l 6 

5/5/82 

~ 

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATI N MESSAGE FORM 

(!) t 
CLASSIFICATION 

UNCLAS 

• 
$F11bmRR AFOmDE HQ n011b $nmYUmR 052005Z MAY 82 

START HERE 

DIRECTOR FBI {80-805} 

ALL FBI FIELD OFFICES {ROUTINE} 

PERSONAL ATTENTION SAC 

MATTERS 
~------~ 

' .. 

PRECEDENCE 

ROUTINE 

THE TECHNICAL SERVICES DIVISION {TSD}, ENGINEERING SECTION 

{ES}, HAS SCHEDULED TWOOBASIC AUDIO COUNTERMEASURES {ACM} IN

SERVICES FOR THE REMAINDER OF THE CURRENT FISCAL YEAR. THE 

a DATES FOR THESE IN-SERVICES ARE AS FOLLOWS: JUNE 7 THROUGH 

JUNE 18, 1982; AND AUGUST 23 THROUGH SEPTEMBER 3, 1982. EIGHT 

6 {8~ TECHNICALLY-TRAINED AGENTS {TTAS} WILL BE SELECTED FOR EACH 

SACS ARE REQUESTED TO SUBMIT BY COB MAY 1q, 1982, TH~ 
OF TTAS DESIGNATED TO RECEIVE ACM TRAINING IN ONE OF THE 

IN-SERVICES. IT IS DESIRABLE THAT SELECTEES BE IN THEIR 

OFFICE OF PREFERENCE. IT IS IMPORTANT THAT EACH ATTENDEE 
DO NOT TYPE MESSAGE BELOW THIS LINE 

DATE ROOM TELE EXT. 

{24} 5/5/82 1B035/8 2700 

- EXECUTIVE ASSISTANT ~IRECTOR, INVESTIGATIVE 

UJ z 
::; 
V) 

:c .... 

~ 
~ 
>.... 
0 z 
g 

- EACH ASSISTANT DIRECTOR 
1 - MR· WITZEL 
1 - ,.....LU~~-IIo..K.L--, 

~-'to j-:- :c;9{}! 
1 -
1 
1 _ f-~0 ·RAL El!JRI'!AU OF lNVE!:>YmAT\' ·:.J 

. COMMUNICATION$ CcNf :11 

~1 ~ . 
h., :V s ,gs?.. 
\' '~p;, 

1 = (). ~y~ €J. oo_ ~ - ri!AV 619!l'J 
'8' 4 \~AJI~ESK DO NOT FILE WIT~-~~ COMMUNICATIONS STAMP 

~ ....... 

··,::.:*~ . .. .~ .. -- ..,. 

\, 

FBI/OOJ 

b6 
b7C 



PAGE 2 I 

#) . .. 
DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

CONTINUATION SHEET 

•• 
~GtE:-.,J'W.O~EDE HQ 0116 UNCLAS 

RECEIVE THE ENTIRE COURSE OF INSTRUCTION WITHOUT INTERRUPTION. 
I 

SACS SHOULD MAKE EVERY EFFORT TO ENSURE THAT ATTENDEES 

18 SELECTED ARE ABLE TO STAY THE DURATION OF THE IN-SERVICE. 
r-

PENDING TECHNICAL MATTERS REQUIRING THE ATTENTION OF THE 
1-

16 ATTENDEE SHOUlD BE APPROPRIATELY REASSIGNED WITHIN YOUR 
I-

1-
DIVISION OR ADDITIONAL ASSISTANCE SHOULD BE OBTAINED FROM 

14 t-ADJACENT DIVISIO~S. 

12 

10 

8 

6 

4 

2 

ANY 
1-

MEASURES 
1- < 

TECHNICAL 
1-

I I 
BT -
I -

-
-
-
-

-

-

INQUIRIES CONCERNING THIS COMMUNICATION OR COUNTER

M.ATTERS SHOULD BE DIRECTED TO FBIHQ, ATTENTION: 

SER~ICES DIVISION, ENGINEERING SECTION, SAl I 

DO NOT TYPE MESSAGE BELOW THIS LINE 

w z 
::::; 

!!! 
:X: ... ... 
(/) 

<t 
1:1. b6 w 
1:1. b7C >-... ... 
0 z 
0 c 

FBI/OO.J 
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KX005 12 7052 lZ 

RR HQ 

DE KX 

R 06~~T 
~ Z MAY 82 1 

FM KNOXVILLE I 

i 
I 

/ 

/ 
TO DIRECTOH .(80-805) 

sr 
: 

ROUTINE 

UNC!.IIS / 4-
MTE~ION: SA~I ~~------~ 

Oou NfERMEASUREs MA~TERS 
ENGINEERING SECTIO~, 

REBUTEL TO ALL OFFICES DATED MAY 5, 1982. 

IN ACCORDANCE WITH RETEL, KNOXVILLE NOMINATES THE 

FOLLOWING 
~----------------------------------------~ 

~----JI FOR THE AUG. 23, 1982 - SEPT. 3, 1982 COUNTERMEASURES 

IN:..SERVICE. BOTH SAS ARE IN THEIR OP. 

sr 

Exec. AD·Adnl. -
Exec. AO·Inv._ 
;Exec. AO-LES__.:.. p 
Asst. Dit.: 

Adm.Servs. _ 
Crlm.lnv. _ 
!dent. __ 

loopcctiOn ·--
filtall. ___ , 
L.--ecrato.y __ 

~COI:n_ 

Off. ci Cmj. 

& Pu:,!:c Alis. ~· 
R.x. Mgnt. -.-
Tech. Ssrvs., ·
Trnlnlog __ 

/ 

9 MAY JO 1982 

. '' .. 

.. 

b6 
b7C 

b6 ' 
b7C 

.! 



CEO'iJl?. 1~70251Z 

RR H0 

DE FE 

R 80143Z MAY 82 . 
~ .. fA

1 
P"l SEJ\TTLE 

~ ' /": 

BJ~:- &1. u 3 0 S z 

· //tr¥f.t~:£~~1g~¥fo0N 
I 

I 

'""~iJ ffiECTOR (80-805) ROUTINE 
l 

BT 

Exec. AO·Adm. _ 
Exec. A!Hnv._ 
·E:.<ec. AD·L...,FS __ 1 
Ass!. O!r.: 
Mm.Sel\~ _ 
cilm.lnv. __ 
~e:tt. ___ , 
l;t>pec!lon __ 
l:rttll. ___ • 

Ld00:3!G:Y -
ltt;.! :.>.m_ 
Oil. of~ 

& r<tt~~:: AilS. _ 

R~.~'.Ja'·
To~~ 3etvs. _ 

: ~T~'~!:l;'l UNCLAS .... i~~ .... ~~"n.-
l'• -~·y_ 

·-'.-., 

OcouNTERMEASuRES MATTERS ~gi;n:fing 5~! 
ATTENTION: TECHNICAL SERVICES DIVISION, E~!GINEERING SECTIO~. ~ 

rm =, • _.. ;J.B04 T.L# 

RE BUR ·All TELETYPE TO ALL OF'FICE:S MAY 5, 1982. 

SA L...-------...JIS DESIGNATED TO RECEIVE AC"'' TRAI"JING 

FOR THE $EATTLE DIVISION. SAl i;JOULD BE AVAiL~BLE FOR THE(//.§) 

IN-SERVICE SCHEDuLED FROM AUGUS} 23 TO SEPTEMBER 3, 198?,. 

BT 

~r, MAY 11 i392 

b6 
b7C 



f~ H'09('23' 

RR~ HQ 
0 

128015'7 

DE HN 0001 1280157 

R 081945Z MAY 82 

FM HO NOL lLUL-1 _ ____. 

i~REAU (811-805> <~OUTINE> 

UNO.. AS 

' .. 

i 

F~l.._r,, .• t.Ci.EAU 
OF Ill'/E~TIGATIOH 

ATTN: TECHNICAL SERVICES DIVISION; ELECfRONIC ANALYSIS UNIT; 

I I AID I / =&0:= l 
·o I 

COUNr ERMEASURES MATJTERS 
~ f ., I leii:W ~ 

R E BUREAU Ta;; YPE, MAY 5, 1982 A liD TELEPHONE CALL FROM 

ASAC :OW:D ;:~L: ::::1

THAT SA~;::~~ ;::~EY OF THE 

HONOLULU DIVtiON BE SCHEDULED TO ATTEND CAPI'IONED IN-SERVICE 

JUNE 7 - 18, 1982. 

NORMAL XAMINATIONS HAVE OOT BEEN OONDUcrED SINCE PRIOR 

TO THE RETIREMENT OF SAL-I _____ ....JI"IN AUGUST, 1981. 

SAC, HONOLULU FEELS IT TO BE IMPERATIVE THAT THE 

SECURITY OF THIS DIVISION'S CDMMUNICATION SYSTEM BE EXAMINED.j 

AT T HE EARL lEST FUSSIBLE DA:rE, ESPECIALLY IN LIGHl' OF THE 

Exec. AD·Adm. _ 
Exoc.AO~nv~ 

Exec. AO·t.~ES--ll 
Asst.~.: 

Adm. Servs. _ 
Crlm.lnv. _ 
ldent. ___ _ 

Inspection_ 
lnl'ell. ___ 

1 
lalmatory_ 
legatCoun~ 

011. of Gong. 
& Pub:ic Affs. _ 

Rcc.Mgnt._ 
Tech. Sorvs. _ 
Training __ 

1 
Teleph011e Rm. _ 
Director's c'y _ 

~a-~() s-eft// 
b., 

h: ""~~ .. 
" ~ 

~~ MAY J .t •n8, 
f..<_\ .1i.1 ~ 

~~. 
·-~ 

• \• 

b3 
b7E 

b6 
b7C 

b6 
b7C 
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i:.r I>~ 

Pf\GE TWO DE HNI I UNO.. A, t 
·~ '"' 

'''-

IMMINEm' ESTABLISHMENT OF THE ffiC OONSULATE IN HOOOLULU • 

• THIS OFFICE HAS RECEIVED REQUESTS FROM THE STRIKE FORCE, 

THE USA'S pFFICE, AM> THE OFFICES OF THE UNITED STATES DISTRICT 

COURT JtDGES, ALL IN IDNOLUL~, FOR THE SAME TYPE EXAMINATION. 

ADDITIONALLY, THE GUAM RESIDENT AGENCY AT AGANA, GUAM 

HAS NOT BEEN EXAMINED SINCE THE MOVE FROM ONE SPACE TO ANOTHER, 

AID lT IS OOW A THREE PERSON RA AW MAY EXPAND TO FOUR IN THE 

NEAR FUr lRE. 

WHILE IN GUAM IN APRIL, ASAC IDWARD WAS PERSONALLY APPROACHED 

BY ~USA VERNIER, AGANA, GUAM, WHO REQUESTED THE SAME TYPE EXAMINA

TION, AID IN FACf, IIDICATED HIS RELUCTANCE TO DISaJSS CASES IN 

HIS OFFICE AID INVITED ASAC IDWARD OFF-FREMISES DUE TO FEAR OF 

BEING OVERHEARD WHILE IN AUSA VERNIER'S OFFICE. 

SAC, HOOOLULU IS AWARE OF THE E'MPHASIS ON THE REGIONAL OONCEPT 

OF SUPPORT BET\~EEN OFFICES FOR THIS TYPE EXAMINATION, HOWEVER, FOR 

AN OFFICE: AS FAR SEPARATED FROM ANY OTHER FIELD OFFICE AS IS . 
HONOLt.LU, THE TIME AID TRAVEL EXPENSE INVOLVED CAUSE REGIONAL 

SUPPORT TO REACH A POINr OF DIMINISHING RETURN. 

IF SA BRAMLEY IS SCHEDULED AID TRAINED, HONOLULU INTEND'S TO 

' 
' 

b7E 



· .... P.AG~.:r HR EE DE HO NOt UL UL-1 _ __.lu NQ. A~ 

DETERMINE THE AVAILABILITY OF' ACCEPTABLE EQUIPMENT THROUGH THE ''- . 
VARIOUS MILITARY ESTABtiSHMENTS IN HAWAII, AND IF' AVAILABt.E, 

WOULD NOT HAVE TO CALL UPON THE BUREAu•·s LIMITED RESOURCES IN 

THIS FIELD TO OOM>Ucr THESE TYPE EXAMINATIONS. AGAIN, SAC, 

HONOLULU SfRONGL Y REOOMMEIDS SCHEDULING OF' SA BRAMLEY F'OR THE~ 

JUNE IN- SER VI~, AS THE TR AI NI NG IS DES PER ATEL Y NEEDED AID 

SA BRAMLEY WILL NEED TO BE IN HO OOLULU F'OR A TRIAL WHICH WILL 

TAKE R. ACE D t.R ING THE PERIOD OF' THE SEOO ND IN· SERVICE. 

BT 

I~ N NNN 

'l 
I} 

1l 

·~ 

b3l~ 
b7E 

lj 
\L. --------------------------~~~---===============~ 



SJ000l 1251510Z 

~ RR HQ 

R 051505"Z MAY 82 

~· r--~--. 
W<oc. AD·Mm. -
b~. AD-Inv._ 

~.~--' 
~'*-~ 
~.sw.._ 
bi•'fi.WI.-
tOOnt I 

\ 

~' .•. 
lnihll, ' b3 

~ ~ ~____.. , b7E 
FM SAN JUAN 

TO DIRECTOR <

7
80• 05) ROUTINE ~·0 ~, .- ~~~· • 

' 

~m" t[/ & P\rtf~eAtta.. 
Jt l \ ' (t SJ nee. '-'9'rt· __:._ 

:: UNCJ..AS . ,/ · '<( Tetll.~ivs.-
• (Y . t TC?.ill'uJ --1 

ATTENTION: TECHNICA':t_f2"'ICES DIVISION, ENGINEERING SECTION, a-;~;::":= 

SA I I . - -. b6 
P1 · "!'~at b7c 

TECHNICAL TRAINING 4/19- 5/7/82;t.t:c0UNTER MEASURE~ TRAINING ~J.O,~JDit.t;,~ 
RE MIAMI TEl.E.lYPE TO DiRECTOR AND OTHER OFFICES, 4/29/82; · 

SAN JUAN AIRTEL TO DIRECTOR , TECHNICAL SERVICES DIVISION, 

4/29/82. 

FOR THE INFORMATION OF THE TECHNICAL SERVICES DIVISION.~ 

ENGINEERING SECTION, SA , THROUGH REFERENCED 

TaETYPE, HAS BEEN SUBPOENED TO· TESTIFY IN INVESTIGAtioN . ~ 
ENTITLED "SIDELIGHT," 00: MIAMI. SA I I WILL BE REQUIRE~~ 
TO DEPART FBIHQ, 5/8/82, FOR A PRETRIAL CONFERENCE AT MIAMI 

..._,___ -- _......,· -
3 f.iAY 11 1982 

'• 
b6 
b7C 



{PAGE TWO SJ I UNCLAS 
• 
j IN THE A.M. OF 5/9/82. TRIAL IS TO COMMENCE 5/10/82, 

Atl> THE GOVERNMENT •s PROSECUTOR HAS ADVISED THAT SA r-1 ------. 

TESTIMONY WILL BE PRESENTED AT THE BEGINNING OF THE TRIAL • 

UPON COMPLETION SA L-1 ___ ....JI WILL U1M~ lATELY RETURN TO 

FBIHQ • 

BT 

# 

.. 
b3 
b7E 

b6 
b7C 



FD-36 (Rev. 5-22-78) 

TRANSMIT VIA: 

0 Teletype 

0 Facsimile 
1!J Ar!:RTEL 

FBJ 
' 

PRECEDENCE: CLASSIFICATION: 

0 Immediate 0 TOP SECRET 

0 Priority , / 0 SECRET 

0 Routine 0 CONFIDENT.IAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date _....:5::..:./....:7:...:../_8_2 __ ~ 

,, 
! 

-----------------------------------------------------
Director, FBI ·"' 

(Attn: Technical S~viceS Division, 
SA L-1 -----.-""""t7~o......--__.l 

rom: SAC, Indianapolis I I 
OUNTERMEASURES MATTERS 

ReButel, 5/5/82. 

Engineering Secti~n, 
b3 
b6 
b7C 
b7E 

The Indianap'olis Division designate SA I I b6 
to attend captioned In-Service for August 23 through September 3, b7c 
1982. 

·1)1) 
(],)- Bureau /' 

2 - Indianapolis 
RSM/ojs 

( 4) 

< 

fOJ,((DS-
--~ {OT RECORDED. t;, 

I d JUN l. 1002 1 
--~ 

Transmitted ___,...,.---..,..------
<Number) (Time) 

b6 
b7C 

) 
I 
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~ (Rev. 3-24-77} 

\ 
TRANSMIT VIA: 

0 Teletype, 

0 Facsimile 
119 Ai rtel 

PRECEDENCE: 

0 Immediate 

0 Priority 

0 Routine 

FB] 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

OEFTO 

0 CLEAR 

Date ___ 5_/_6_/8_2_--; 

/ 

-----------------------------------------------------
TO: Director, FBI 

(80-805) 
ATTN: Technical Serv' es Division 

Engineerin·+-~s~·~c~t~i~o~-~---
Supervisor 

~~~ ~SAC, Little Rock. (66F-104) 
~--~----------~ 

RE: 

ReBufel to all .of~~ces 5/5/82 • 
. 

This is to advise that SAl I who is a 
technically trained TTA, will attend.r,..-t...,h"'"e_I_n ___ .,..S_e_r_v_~_c_e __ s_c"'"h....Jeduled for 
8/23-9/3/82. ~ 

i)_ Bureau \.,...'f$ O 
3 - Little Rock 

1 - 66F-104 
1 -I lcrn-service) 
1- SAl !Personnel File 

WEK:crc 
(5) 

2 3 JUi, 1 1982 

Transmitted---------- Per _____ _ 
<Number) (Time) FBI/OOJ 

. ' 

b6 
b7C 

b6 
b7C 

b3 
b6 
b7C 
b7E 

b6 
b7C 

i 

', 
I 



CG 0007 12717 34 

PP HQ 
•'( • I DE CG 

SUB B> (SQUAD 10) 

(80-805) PRIORITY 

ATTENTION: BUREAU SUPERVISOR L-1 _____ ___. 

O SERVICES 'DIVISION, ENGINEER! NG SECTION 

COUNTERMEASURES MATTERS 

• 

TECHNICAL 

RE BUREAU TELETYPE TO ALL FI,ELD OFFICES, DATED MAY 5, 

1982. 

CHICAGO IS RECOMMENDING n/O (2) AGENTS TO ATTEND 

MEASURES INSERVICES MENTIONED IN REFERENCED TELETYPE: 

BOTH OF THESE AGENTS ARE IN THEIR OF'F'I CE QF' PREFERENCE 

AND ARE EXPERIENCED TECHNICALL Y-TR AI NED AGENTS. 

CHICAGO IS PRESE'NTL Y EQUIPPED WITH ALL. OF' THE NECESSARY 

., COUNTERMEASURES GEAR TO PERFORM THE MOST EXACT! NG SWEEPS. 

' 

~h 
~cr.M 

61 M'1f7'82 

. ,. , . 
t,Wil U .. 

-----1 
12 M!W 11 1982 

-~~ 

b6 
b7C 



I 
I 
I .A 

PAGE T~JO CG 66-699 SUB B UNCLAS 

CHICAGO PRESENTLY HAS T\~0 TECHNI CALLY-TRAINED AGE NT S AND ONE 
' 

TECHNICALL ¥-TRAINED SUPERVISOR TRAINED AND EXPERIENCED \oJITH 

THIS COUfllTERMEASURES GEAR. 

CHICAGO HAS IN THE PAST AND ~JILL CONTINUE TO MAKE THESE 

AGENTS AVAILABLE TO PERF'OOM SWEEPS NOI' ON.. Y IN THIS DIVISION 

BUT ANY\V'HERE THE BUREAU MIGHT NEED THEM. 

CHICAGO REQUESTS THAT AT LEAST ONE OF' THE ABOVE MENTIONED 

AGENTS ·BE AF'F'ORDED THIS TRAINING INASMUCH AS CHICAGO IS 

PERFORMING f10RE AND MORE S',a,IEEPS IN THIS DIVISION AND aSE\oJHERE. 

BT 



: l 

TO DIRECTOR FBI (80-805> ROUTINE 

ATTN: TECHNICAL SERVICES DIVISION, 
/ 

BT 

UNCLAS 
/1 
V'CO UNT ER ME 

ENGINEERING 

. exec. AD·Adm. ---.. 

. Exec. AD-Inv.J_ 
rEX~ MUS •. 
, • '"'r· 1: \1\ ... .1 

1\dm.·Saw.. ~ 
Clt:l. lnv. 
k:~L.·---• 
l~c-:»1\-

~tl,>{'l. -·---'-' -· 
~
~~ 
Off. d l:niJ. 

& F\tfr¢ Mfs. -
Rae. tAg!t. 

RE BUREAU TELETYPE TO ALL OFFICES, MAY 5, 1982, AND NORFOLK 

TELEPHONE CALL TO THE BUREAU, MAY 17, 1982. 

NORFOLK TTAS NOT AVAILABLE FOR EITHER BASIC ACM AS SET FORTH 

IN REFERENCED TELETYPE. cr0 ~~s·___. , 
NORFOLK REQUESTS THAT IT BE CONSIDERED ~OR FUTURE BASIC AC~1 

IN-SERVICE TO BE ATTENDED BY ONE OF THE FOLLOWING TTAS: 

SA I I 0 R SA L-1 ----------1 
BT 

#0002 

·-· - ..... 

~~~ 
NOT RECOR'D'SD. ·: 
16 JUN l 1982 . 

b3 
b7E 

b6 
b7C 

b6 
b7C 



VL~CWF0791 
/ 

Rij" HQ 
• 

DE WF 0017 1340002 

ZNR UUUUU 

R 142324Z Mf\Y 82 

WASHINGTON FIELD (66-5539) 
/ 

riJECTOR FBI (80-805) ROUTINE 

/ATTN: TSD, ENGINEERING SECTION, 

BT I 
ric L AS 

~FRMEASJ~MATTERS 
RE BUREAU TELETYPE CAPTIONED AS ABOVE AND DAT~D MAY 5, 

WASHINGTON FIELD REQUESTS THAT TTAI....__ ______ ____J 

BE CONSIDERED FOR ATTENDANCE AT ACM IN -SERVICE JUNE 7 THROtJGH 

JUNE 18, 1982. 

IT IS NOTED THAT SA L-1 __ ....JI IS NOT AVAILABLE TO ATTEND 

THE AUGUST 23 CLASS. 

BT 

0017 

NNNN 

; .. 

b6 
b7C 

b6 
b7C 

b6 
b7C 
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FD-36 (Rev. 5·22-78) 

. , 

TRANSMIT VIA: 

D Teletype 

D Facsimile 
0 AIRTEL 

PRECEDENCE: 

D Immediate 

D Priority 

D Routine 

~Bl • 
CLASSIFICATION: 

0 TO}!SECRET 
0 SECRET 
0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date . 5/14/82 

-----------------------------~------------------------

~e B~r.e~u telety~e to All FBI Field O~fices dated 5/2/82 
captione4 ~~ above. 

The San Francisco Division is requesting SAl I 
r---------~ be considered for attendance at the Audio Counter
measures. (ACMl In~service to take place August 23, through 
September 3 1 1982 • 

San Francisco does not w.ish to submit a name at this 
time for consideration at the ACM In-Service to be held June 7, 
thJ;-o~gh ·J·l,lne 18 f _19_82., 

j2 Bur-eau 
~~San FranFc~i=s=c=o~!~~~~l· 
~ (.1 - SAl ~~/Fl . 
t~/~p ......__ _ ____. 

~~ 6-/-'1:4. 
~ G-1-~-z

l 

,.,, l(~\·{Y 
' J ?::_)-' J -

~~~"WW'~ ... ,_,j 

N01' ~~-~-;· . ) ·' 

l 
~ 

I 

,....~ I 

,l 

Approved: ------- Transmitted --::-~:--:---"""::':---::--- Per ----------
<Numbed (Time) 

.. • 

b3 
b7E 

b6 
b7C 

b3 
b6 
b7C 
b7E 



i 
SIO 006 

' RR HQ 

DE SI REC.EIVEO 
TELETYPE UNIT 

142354Z ~1AY 82 , 4 HAY az 'r s s z 
D < GG-29) < P). FEDERAL BUREAU 

OF INVESTIGATION 
(80-805) ROUT! NE 

ATTENTION TECHN:?AL SERVICES DIVISION, ENGINEER! NG SECTION, 

~ . = I . 
-..COUNTER MEASUREs/MATTERS 

RE BUREAU TELETYPE TO ALL OFFICES DATED MAY 5, 1982. 

SA I lis SELECTED To ATTEND CAPTIONED TRAINING 

FOR SPRINGFIELD, PREFERABLY AUG.-SEPT. SESSION. 

BT 

ll\te:1.--
L3boraW; 

lf'J'.,al ""-"'"·--· 
Olt.ot OXi'J. 

& Pcb¥.c f.l1s. -
Rae. tl.g:rt. -"'7.>--'.1 

b6 
b7C 

b6 
b7C 



'/ .. -...... "!~\ · 

# 

REC.EWEO 
81332327Z TEL~1'YP~tUT 

\ 3 M~Y sz 23 3 q z 
FEDERAL BUREAU 

OF IHVEST\GATIOH 

7Z MAY 82 

HQ 

SA 

P13232 

FM SAN 

TO DIR 

Bf 

ANTONIO (66-2 69-SUB 1- H> <Dt:AD> 

ECTOR PRIORITY 

UNQAS 

-'J .. -"'' ... -

. 

. 

ATTENTION TECHNICAL SERVIC~S DIVISION, ENGINEERING SECTION, 

, SAl , ] au NfERMEASURES MATTERS 

REFERENCE BUREAU TEL~TYPE TO ALL FIELD OFFICE~, DATED 

MAY 5, 1982. 

F9R INFORMATION OF TECHNICAL SERVICES DIVISION, THE 

) . 

exec~Mm . .:..__ 
Exec. At>~~.;,~ 
Exoc. AMES 
Asst.liir.: 
Mm.~"S.-

cnm.lnv. -.--
iaoot. 
ICI:(!CcC:xl -
L'lte.'L 

La~-
Legat~n-
Otl:ol~. 

& Pl~!c Affs. -

Rae, tr.gnt. ~ 
Tech. scm. -
Tral!l:ng 

Telcphor.e Rm. -
[):rector's soc'y ..:-

SAN ANTONIO DIVISION HAS. TWO AGiNTS INT~RESTED IN RECEIVING 

TRAINING IN COUNTERM£ASURES. THEY ARE SAl l 
TECHNICAL COORDINATOR ASSIG-NED TO SAN ANTONIO HEADQUARTERS CITY, 

AND SA~ r ASSIGNED TO THE AUSTIN, TEXAS, RA. 

BASED ON ANTICIPATED TECHNICAL MATTERS IN THIS DIVISION, 

HCMEVER, NEITHER AGENT IS AVAILABLE DURING THE CLASSt::S AS 

CURRENTLY .SCHEDULED. THE ANTICIPATC:D TECH MATTERS INCLUDE <BUT 

Sf? .~?!J?.: 
" • It, .. 

w--~ 0TRECOR~ 
'd 

JUN 2 1982 
.... __ ... "' """'~ 

··-

~ 

b6 
b7C 

b6 
b7C 
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PAGE TW 0 SA 66-2 69- SUB 1- H U ~CLAS 

kRi NOT LIMITED TO) TECHNICt\L ASSISTANCi ANTICIPATED IN THE 

SUPPRB:SSION HEARING AND TRIAL PREPARATION IN.WOODMUR <MC #20; 
. 

ANTICIPATED FISC APPROV£D TESUR WITH FULL COVERAGE; AND OTHER 

Tl:i:CHNICAL MATTERS CURRENTLY PENDING IN THE DIVISION. 

IT IS RECOMMENDED THE ABOVE-NAMiD AGENTS BE CONSIDERED 

FOR RECEIPT OF THIS TRAINING AT A LATER DATE. 

Bf 



·' 

Oqc>007 1320019Z . 
RR HQ 

ftf. DE OC 

~~00Z MAY 82 

• 

\M OKLAHOMA CITY=I ====== 

RECEIVED . 
TELET~E UUlT 

I 7l~~y BZ UU l\ B z 
FEDERAL BUREAU 
OF INVESTIGATION 

TO DIRECTOR~ FBI <80-805) ROUTINE 

BT 

• UNCLAS 

ECHNICAL SERVICES DIVISION, ENGINEERIOO SECTION~ 

SA~~--------~ 
0 

COU NTEB f!lE.e,pUR~~ MATTERS . .... ~ 
RE BUREAU TEL TO ALL FIELD OFFICES, MAY 5, 1982. 

OKLA. CITY DIVISION REQUESTS THAT SA ~...I _______ .....J~ 
TECHNICAL COORD! NATOR, BE CONSIDERED FOR ONE OF THE SPOTS FOR 

CAPTIONED MATTER IN-SERVICE. SA._I _____ Irs IN HIS OFFICE OF 

PREFERENCE AND IS THE TECHNICAL COORDINAr'OR FOR THIS DIVISION; 

BECAUSE OF THE PRESS OF CURRENT INVESTIGATIONS INVOLVIOO 

TECHNICAL MATTERs; IT IS REQUESTEDdAA.__ t)E CO~ED FOR 

THE IN-SERVICE~ AUG~ 23, 1982, THRdoo'Jts~P~ 3,~2. 
BT 

Exeo. ADMm. - f' 
Exec.AD-!m. • 1 
Exec.,\0-tES • "·- • 
AssL.JJir.: 

Adm.&r.:u 
Crfm.lnv. ' -
ldent __ .Jt 

lnspxtlon -r~u. ___ t<
1 

~<lt:>sy_ 
-~.-:!Ccu.'l._ 
Rcc.Mgr.t 

.....,._.,~ 

Tech.. SeiVs. _ 
Tralnl:m 

' tfl a1 C;ng..--~ 
& Pu:X.c Affs 

Te!ephoneem. ·
Director's Sec'y --..:. 

,I 

b6 
b7C 

b6 
b7C 
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FD-36 (Rev. 5-22-78) • / 

TRANSMiT VIA: 
0 Teletype 
D Facsimile 
QJ AIRTEL 

--

PRECEDENCE: 

D Immed.iate 
0 Priority 
D Rolltine 

FBI 

CLASSIFICATION: 

0 TOP SECRET 
0 SECRET 
0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 5/7/82 

-----------------------------------~----------------
TO: DIRECTOR, FBI (80-805) 

ATTN: TECHNICAL SERVICES DIVISION, 

FROM: 

SUBJE 

ENGINEERING SECTION 

c, COLUMBIA! I 
_r-~_j!#:EA.~MATTERS . 

BASIC AUDIO COUNTERMEASURES 
IN-SERVICES 

(ACM) ~ 

Re Butel to All FBI Field Offices, 5/5/82. 

b3 
b7E 

Technical.ly-Trained Special Agent I I is b6 
being d~signated to attend captioned in-service from the Columbia b7c 
Division. 

Special Agentl lhas requested to be scheduled to 
attend the ACM In-Service for August 23 - September 3, 1982. 

~ l./ • ~-Bureau 
1 - Columbia 

JCM/dcm 
(3) 

150 40 

•Approved: ·-----=------

-.. -
~=---~ .NOT RECORDED }~ 

'i a JUN 2 1982 
__ ........... ~ -:----1: I 

... 
o/ Transmitted __,.,..,...___,....-------- Per ------.,e 

<Number) <Time) 
1
/J.,' 

't: U.S. GOVERNMENT PRINTING OFFICE: 1980-305-75~<;/02 



\: FD-36 (Rev. 5-22-78) 

TRANSMIT VIA: 

D Teletype 

D Facsimile 
IXJ AIRTEL 

• 
FBJ 

PRECEDENCE: CLASSIFICATION: 

D Immediate D TOP SECRET 

D Prior.ity / D SECRET 
D Routine D CONFIDENTIAL· 

· D UNCLAS E F T 0 ,/u D UNCLAS 

·.· 

. ~ Date_5_/_7_/_82 ___ _, 

-----------------------------------------------------

-~- (ATTN.: Technical~tLces Division- Engineering Secti ~ 
TO: Director, FBI / 

p SA I D 

FROM~C, Jacksonvi~e"'f66-aa) 
SUBJ ~_r;~(; COUNTERMEASURES MAJTE RS - swm 1 illlll!ltlfllrt Cl'll""""'Y'S 

Re Butel, 5/5/82. 

SA I I (TTA) is nominated to attend 
the session from 8/23/82 to 9/3/82. He is the senior TTA 
and is i.n his O.P. 

1
(?1) 

r;:-.. ;~ 
\f./- Bureau 

3 - Jacksonville 
RMD:ppb · 
( 5) 

~~.,J~ s-\1--?~ 
~- /- r;'?.-. 

~~~.:::.. ... _ 

NOT RECOROm ; 

i a JUN l. 1982 

Per_.....,_ __ _ 
(Number) (Time) 

•• 

' . 

b6 -• 
b7C 

b6 
b7C 

b6 
b7C 



\39 

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

{80-805} 

PRIORITY 

DENVER PRIORITY 

SAN DIEGO PRIORITY 

MATTERS 

82 

REFERENCE PHOENIX TELETYPE TO !BUREAU DATED MAY 26, 19A~; 
} - I 

CALLS TO DENVER SA L-1 ______ ....... 

DIEGO SA I lAND PHOENIX AS~C JOHN CLYNICK ON 

27, 1982. {U} 

FOR THE INFORMATION Of DENVER AND SAN DIEGO FIELD OFFICES, 

PHOENIX FIELD OFFICE IS IN RECEIPT OF 'A REQUEST TO 
>i ~ 

4 CONDUCT AN AUDIO CQUNTERMEASURES. {ACM} S~RQEY 0~ THE PHOENIX 

THE OFFICE E~UIPMENT CONSISTS OF FO~RtEEN {14} TEN 

TELEPHONE INSTRUMENTS ON FOURTEEN {14} SEPARATE TELEPHO E 
. DO NOT TYPE MESSAGE BELOW THIS LINE 

{b} 

i L...----------11 fN 
1 - MR. BAYSE 
1 - ._M_R_. _w_I_r_z_E_L_~I· nYIJ/ 1 -1_ _ J51....N 

w z 
:::1 
II) x .... 
~ a. 
w a. 
>.... 
.... 
0 z 
0 
Q 

12 M:W 2ts 1982 
~-

l;:aooo-~ 

DO NOT FILE WITHOUT COMMUNICATIONS STAMP FBI/DOJ 

b6 
b7C 

b6 
b7C 

b7E 

b6 
b7C 



•• 
2 

P·AGE 'TWO .DE .HQ 0139} ON F I » E N t I .A. .c 
:LINES. {U} 
' ~ 

POINT OF CONTACT AT THE~------------------------~ 

~--------------------------------------------~NORTH 

~------------~~ ~ 

{U} 

PER REFERENCED TEL_EPHONE CALLS, DENVER SA L..l ____ ....~1 AND 

SAN DIEGO S~~----~~ WILL TRAVEL TO PHOENIX ON JUNE 1, 1982, 

TO CONDUCT THE REQUESTED ACM SURVEY· {U} 

BY SEPARATE C~VER, FBI~Q HAS SHIPPED BY FEDERAL EXPRESS 

PRIORITY ONE {1} THE FOLLOWING EQUIPMENT: 

ONE EACH DEKTOR TELEPHONE ANALYZER, SN 1069 

ONE EACH DEKTOR ~INE EXTENDER, SN 1069 

ONE EACH niCRO-TEL PR 700 A, SN 114 

ONE EACH SCANLOC:K MARK 5 RECEIVER, SN 78/164 

ONE EACH SUPERSCOUT C1, SN 394 ~ 

UPON COMPLETION OF THE SURVEY, ALL OF THE ABOVE EQUIPMENT 

IS TO BE SHIPPED BACK TO FBIHQ IMMEDIATELY· {U} 

SAL..I ____ ....~1 WILL ADVISE FBIHQ BY AIRTEL OF THE OUTCOME OF 

b6 
b7C 
b7E 

b6 
b7C 
b7D 

b6 
b7C 

b6 
b7C 



.. 

3 
I 

- l 

'·, 

l PA(?f,: T~HR~f,: l)f,: Hq Qla39 3 0 !'J f I » E N T I A ~ 

t- !HE ACM SURVEY o {U} 
! ,, 

"I INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 

~ TO FBIHQ, ATTENTION: 
l 

TECHNICAL SERVICES DIVISION, ENGINEERING 

SECTION, SA L-1 ______ ..... I EXTENSION 2700 o {U} 
~ 
! 

r 
i 

~AND EXTENDED BY 8; REASON FOR EXTENSION FCIM, IIr, 

1o2 4o2 {2 & 3}; DATE OF REVIEW FOR DECLASSIFICATION MAY 27, 2002o 
f 

BT 

• I 

b6 
b7C 



• • • 
...... 

NOTE: SA I I·HAS CONTACTED PHOENIX ASAC JOHN CLYNI~K b6 
AND ADVISED THE NAMES OF SAS TRAVELING TO PHOENIX TO CONDU(b7c 
THE AUDIO COUNTERMEASURES SURVEY· SAS I IOF DENVER AND 

I I OF SAN DIEGO HAV~ BEEN TELE~HONICALLY CONTACTED BY 
SAl !REGARDING THE TRIP TO THE PHOENIX DIVISION· BOTH 
HAVE ADVISED THA-T THEIR TRAVEL HAS BEEN CLEARED THROUGH THEIR 
RESPECTIVE OFFICE M~NAGEMENT· ASAC CLYNitK IS MAKING LODGING 
ARRANGEMENTS. SAS I I HA.VI;: BEEN ADVISED 
ACCORDINGLY .. 
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8-268 (Rev. 1-20.82) 

FEDERAL BUREAU OF INVESTIGATION· 

oat•=6~V3'2- R:,As~;;/~~L .£r;;v,fR!E~T 
To: SftC.. Pf/o{:A/j )( / tJY 

' ~ 

fr 77,1.------------.[ ~~c 
---t _________ ___J._Invoice of Contents----~~~-----

" ,. FBI File 

DFI<roR. rJFL.;Effforl./~,_/tN1-.t-y2-t:::~ 
L;;vj;:' .EKTE'.#f)£Je. 

-p~ 7CJo ·f(c"C...JG//i:r}f( 
' 

SC-17-~:Loc.J<. (<JE""c, 

\ 

CUJ-$0~ 
·;o6 c; 
(o6~ 

I !Lf 

7'71/t~L; 

,' ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SEcTioN ROOM 1 sy46 <T elelift 2531 

N arne of Shipper J Jxt. ~ Ship By --1-h...::~:;;;=:~~-:.~f:~'f<w...~-:-1 ....:.1.,___---::-~~c 
' (method to use) 

·This Shipment Packaged by --~.e.G..---,;{~---- Shipping.# <~ st;~-~---......-
No. of Packages J 
FD-514 ND · ,~,· ~ DD NOT TRANSFER EllUIPMENT 
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8-268 (Rev. 1-20...82) 

Date: May 28, 1982 

T o:~AC CHICAGO 
ATTENTION: SA 

• • FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re: T~K TECHNICAL EQUIPMENT 

~----------------~ 
b6 
b7C 

--------------"'---~Invoice. of Contents ---J~C-AJ-1-L-' ----------

Ame # .z2t~x._-_s.;Bu.O~.:-~su..o!..L.51------
1 EACH TRIPLETT MODEL 3400 VOM/AMPLIFIER 

t::> 

:::r. 
~ 

rn f""o 

:z: 0 (/) 

.... ~ :1: ..... -0':= c::::. -o .-.rn '"'0' 
wfl'l .t. rn 
N~ U'l c:1 .... 

'..P"'" -c;') ::r: .. 
~ 
~ 

ENGINEERING SECTION' DOCUMENTATI~ 

RETURN TO ENGINE~RING SECTION, RO.OM 1B046 <Telelift 25,?) j?CJ ~0 
. SA 2700 MAIL bG 

Name of Sh1pper Ship By __ __,,_.,......,..----.,.------"-b7c 
<method to use) 

This Shipment Packaged by Shipping # ~3~~1&t-~3~-----
No. of Packages ONE 

F D-514 NO DO NOT TRANSFER EQUIPMENT 
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8-268 (Rev. 1-20..82)· 

Date: !J/:zo/<t 2-

• ~ ... ~w-\• 
FEDERAL BUREAU OF-'INVESTIGATIOJ' I;~

WASHINGTON, D. C. 20535 

Re: 

To: S ~C. C..! NC I "!f/.A/ -4 7 1 

-Jt}-'7{----'--S....,...IJ._L...I ~~~~~~~-------....J~--Invoic~. of Contents -----~~di~~+·-· -------.,.-~~c 
/ FBI File# ttfO-qO .5 

:-; 
:;t·. -. 

m f" 
z ('_.. 

~-t!2 
~..., 

CD!:: ~,. . . --~m ' ' • 

Nf:i ~. - t• ,..., 
_,. t,i ~--6 

(.'; 

. 
' .... 

/ 
I 
I 

r !------------------------........._ ___ ·1 
ENGINEERING SE8TION DOCUMENTATION , 

RETURN .TO ENGINEERING SECTION, ROOM 1B046 <Telelift 253) ~~: 

Name of Shipper JL-------.---.......-----1' Ext.:C 
This Shipment Packaged by PI-= _ 
No. of Packages ~ ,c/ 

. ? 

-' J 

b6 !'?E Ship By .,.,._. _;.~~=:.:---:-'"-~.;;._--__.-b7C 
<method to use) 

Shipping.# __ __.:2~=(;;..._2. _ __,_ __ _ 

1 
J 

Jr 
/;'\ 
' I f ' l 

il ', 



8-268 (Rev. 1-2{>.82) /~~] 
I 

Date: {; /17!/<62.. 

To: S/9-C... 

/· 

-· < 

' 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. ·205351#: 

,, ...... "4...... 

. -- . , -t:::l""""lu ' L)AA ~~7 R e: f.;:: C..tf,.,-z.; I c., r) /.- ,t- "o/ rr-:.;--, -
> 

FBI File 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINE.ERING SECTION, ROOM 1B046 <TeleiJft 253) 

.. ---
Name of Shipper ,£xt.D71b Ship By --t£_'--~£::-:=:-~· "~---,------",~~c 

~ <method to use) 

Shipping # _ :2/ 'J 

FD-514 NO DO NOT TRANSFER EQUIPMENT 

• 
~ L-~~_- ..... ~ .... ..r.: 



..: I!P0"006 130200& 

RR HQ 

DE MP 0006 

R f\0200& MAY 82 

v~ MINNEAPOLIS r-1 --....., 

TO DIRECTOR <80-805) 

BT 

UNCLAS 

• 
/. 

' ' 

ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION. 

\:couNTERMEASURES MATTERS. 

REBUTEL DATED MAY 5, 1982. 

-t:"·~,...')~'! .. ~ --· 
~~g.; ,. -~-~ 

I 
£y<;e, J».t.ES-,_ • 
AsSL l)lr.~ ·• 

Mm. s-r...s. -
. C."im.lnv. -
!dtt:t.-
lilS;l6Ct!~
hrtt\1. _ __.._ 

• La1:cf21t.r,• -
lerj)! (\):,,, __ 

Oft O'i Cr.\1,; 

& P'J:i~C All~. -

MiNNEAPOLIS NOM! NATES TECHNICALLY TRAINED SA L...l ___ ____. 

-------..~TO ATTEID BASIC AUDIO COUNTERMEASURER~ CACM) IN-SERVICE 

JUNE 1 THROUGH ·18·, 1982. IF NO VACANCY EXISTS FOR THo'sE DATEs, 

~T IS REQUESTED SA I I BE CONSIDERED FOR ATTENDANCE AT AC 

IN-SERVICE. DURING THE NEXT FISCAL YEAR • 

BT 

lit 

f [o ~ , 

.i/7 JUN1~ ..... 

b3 
b7E 

b6 
b7C 



TRANSMIT VIA: 

D Teletype 

D Facsimile 

QD AIRTEI. 

PRECEDENCE: 

0 Immediate 

D Prior.ity 

0 Routine 

DIRECTOR, FBI 

'FBI 

I • 
CLAS SIF ICATI ON: 

0 'rOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

Q UNCLAS 

Date 5/10/82 

ATTENTION: TECHNICAL SERVICES DIVISION (TSD) 11. ENGINEERING SECTION (ES) 

FROM: ''t/f~G, BUTTE 
SUBJECT: COUNTERMEASURES MATTERS 

5/5/82. 
Re Bureau teletype to all FBI Field Offices, dated 

Based on projected needs, the Butte Division is not 
recommending any Agent for attendance at in-services set forth 
in referenced teletype. 

. 

~ Bureau 
~ Butte 

WDF hrlj ~ 
(3) 

(AM) 
1>0 

1.;' 

.~· 
Approved: 6~!. .JUN 31982\~ Transmitted~--=-~--:=-::--:---

<Number) <Time) 

Per _____ _ 
t-.. 



.. 

LV0004 1310307Z 

RR HQ 

DE LV 

' 
• 

R~rtJ1',30Z MA~ ~2 
l/1M. LAS VEGAS (66·138> 

TO D !RECTOR (80-805) CROUT INE> 

BT 

UNa.. AS E F T _ 0 

- -- - - - -- - - - - --- -

ld4nt.---~ 
ht;pection -
l:rtii\1.-·--1 
l:Jbol:ll<.~, 

NI CAL SERVICES DIVISION, ENG! NEERI NG SECTION, 

SA Go u._N_T-.,ERM-.E-A-SU_R_E_S--MA_.TT ER s. 
RE BUREAU AIRTEL TO ALL FBI .FIELD OFFICES DATED MAY 5, 1982. 

THE FOLLO'oi!ING TECHNICAL TRAINED AGENTS, LAS VEGAS DIVISION, 

ARE DESIGNATED TO RECEIVE BASIC AUDIO COUNTERMEASURES TRAINING: 

sA I PREFERABLY DURING THE J[JNE 7, 1982, THROUGH 

JUNE. 1~, 1982, IN-SERVICE; AND SAl I PREFERABLY 

DlfiiNG THE AUGUSI' 23, 1982, THROUGH SEPTEMBER 3, 1982, IN-SERVICE. 

goo#WS-~11.1· BT 

s JUN 2 1982 

--- .... • __ ,_....J 

b6 
b7C 



• • ., 
ME0006 1310807Z 

()~(" 

pl::807Z MAY 82 
FM MEMPHIS (66-270) 

TO DIRECTOR (80-805) ROUTINE 

BT 

1 \ 1111:(\Jbc o B \ 5 z 
fElJ £: ;b t~ BUREP.tf"

OF INVE STIGA. TION 

UNCLAS E F T 0 

Q
ATTENTION: TSD,r .. NGINEERING SECTION, ' SA L..I_

7
.,.__,:"""'T"t":=.........--. _,J 

g~~~AS9RE~MATTERS [7 
RE BUREAU TELETYPE TO ALL OFFICES, MAY 5, 1982. 

TECHNICALLY-TRAINED SPECIAL AGENTI I MEMPHIS 

DIVISION, IS DESIGNATED TO ATTEND ONE OF THE TWO BASIC AUDIO 

COUNTERMEASURES CACM> IN-SERVICES AT QUANTICO, VIRGINIA. 

BT 

.. • 
Exec. AD·Adm. -
Exec. AD·Inv._ 

. Exoc. AD-l.ES- • 

Asst Oir,: ;; ~ .-
Ad:n.SetvS. -
Cfim.htv •• _ 

ldsnt 1 

ln;.i)ect:oo -~ 
llltell.--
la.."''rai«Y -

~:·tl &Pu'ilcAI:S -~ 
~ J.~.~-"t..- ;:-1:
Tccll. Sem. ;;¥ 
Tr.il~:"r} i 

' T~~Rm: -
D~ctor"s Si:i:'Y-

b6 
b7C 

b6 . 

I 

I 
I 
< 

\ 

12 JUN 1 1982 
t . .... . ..... v 



OM0008 !312229Z 

RR HQ 

DE OM 

~ ~ R 112229Z MAY 82 

L. 
f1 OMAHA (66-148> 

• 

TO DIRECTOR, FBI (80-805) ROUTINE 

BT 

UNCLAS 

~UNTERMEASURES MATTERS 
"' • w :.;xfJ"¥~ 

ATTENTION TEC !CAL SERVICES DIVISION, ENGINEERING SECTION, 

SA L...-----,,.....-------1 

r~ F -tAO"'""-;,;,.--- lj: 
l Vt"l'lo A~ A'1- "<'\ 

~~ ~t11 -' 

'...:~-~~ f,:.stt.t ---- I 

~\l.l, f:q.;...: ________ , .
1 

• 

, "' I' " 

' ' "'.,. \!_ l. . - ' .... ~~ l 
I • ' : .. . ' I I 

_.., -; ' 

•· . 
il"i ' -~ -- I 

•f_' 

b6 
b7C 

REFERENCE BUREAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982• 

THE PURPOSE OF THIS COMMUNICATION IS TO RECOMMEND TO FB!HQ 

THE !DENT ITY OF T\~0 OMAHA TECHNICALLY TRAINED AGENTS TO ATTEND 

THE IN-SERVICES MENTIONED IN THE REFERENCED TELETYPE. 

THESE SA'S ARE L...------------------____J 
BOTH AGENTS ARE IN THEIR OFFICE OF PREFERENCE AND EACH ATTENDEE 

WILL RECE.IVE THE ENTIRE OOURSE OF INSTRUCTION WITHOUT INTERRUPTION. 

BT 

..........,_~ __ ....;__ _________ --~ ---- ---------

b6 
b7C 



r 

H 

M00005 1322347Z 

RR HQ 

DE MO 

R 122348Z MAY 82 

... FM. MOBILE! I ( P) 

. U.r·~,oiRECTOR (80-805) 

. BT 

UNCLAS E F T 0 

ROUTINE 

ATTENTION TECHNICAL SERVICES DIVISION, ENGINEERING 

r) ?0
r: I 

lJoUN!ERMEASURES MATTERS 

REURT EL, MAY 5, 1982. 

• -Exec. AD·Mm. _ 
Exec. AO-lnv._ 

.Exec. AD·LE.l_,.s. __ , 

AsslDit.: 

IN CONNECT! ON \v IT H THE BASIC AUDIO CQUNTERMEASURE CBAC) I -

SERVICES, SAl I MOBILE DIVISION, IS BEING DESIGNA] 

FOR CONSIDER AT ION TO ATTEND ONE OF THE SCHEDULED IN-SERVICES, 

PREFERENCE TO THE AUGUST 23, 1982 BAC IN-SERVICE. 

BT 

;:*7"' t II --~ 

s JUN ~ l982 

b3 
b7E 

b6 
, b7C 

b6 
b7C 



AT 0006 1. 321725 

RR HQ 

DE AT 

-21725Z 

BT 

UNCLAS 

• ' ,, 
.; 

RECEIVED 
· TELETYPE UHIT 

·I Z M~Y8'K 3 2 
FEDERAL BUREAU , 

OF INVESTIGATION 

• 

ATTENTION TECHNICP.L SERVICES DIVISION, ENG! NEERI NG SECTION, 

SA 
Q.O._U~....N_T_E_R_M-EA_S_U_R_E.....,.....____. 

REFERENCE FBI HQ TELETYPE TO ALL SAC• s, MAY 5, 1982. 

FOR THE INFORMATION OF THE BUREAU, TECHNICALLY TRAINED 

AGENT CTTA>~....-______ ___.IS INTF;RESTED IN ATTENDING THE 

AUDIO COUNTERMEASURES CACM) IN-SERVICE SCHEDULED FOR 

AUGUST 23, THRU SEPTEMBER 3, 1982. 

IT IS NOTED THAT ATLANTA TTA• S 
~------------~ 

L.....--~~ATTENDED THE ACM IN-SERVICE IN NOVEMBER, 1981. 

BT 

r; JUN 1 1992 

- -

Exec. AD·Adql. _ 

Ex5c. AO·lnv •• -
::Xec. AO·LEs:__ 

l 
, •sf. l>!r.: ' 

:.::::1. S>:rn. -
er:m.rnv. _ 

.. ·.,~ctlon _ 
':~:l. ___ • 

L..:txa:orJ_ 
'-"!;a! Ccun_ 
Crl. f,f Ccr.g. 

& Pubr.c Affs. _ 

Tecf,, Servs. • 
Training __ 

11 
·lephone Rm. _ 

b6 
b7C 

b6 
b7C 



NY0761 172.01:57 

PF HQ 

DE NY 01? ;' 

R·tr?16:,55Z MAY 82 

~~~ ~EW YORK (~'-88:,51-M> 

; 

TO 0 I RECTOR ( 80-80)) ROUT I NE 

ATTN: SAl IENG. SECTION, TSD 

BT 
P.1J fJ 

' A:N c L 'A s 
1
\JouNTERMEASURE MATTERS 

. ., 

REBUTELETYPE DATED 515/82 CAPTIONED AS ABOVE. 

Exec. AD·Ad."R. _ 
Exec. AD·!nv._ 
Exec. AO-!.t:s_ 
Msl. Oir.~ 

Adm.SfJNs. _ 
. Crtm.lnv. _ 

lder-t. __ _ 
lnspectlco _ 
rnre:t. __ 
ulmatory
legaJCoun_ 
Oil. of CCr.g. 

& Pt:~tlc Affs. _ 

NEW YORK DIVISION REQuESTs TTAI lsE PLACED IN 

AUPIO COUNTERMEASURE <ACM> IN SERVICE SCHEDuLED FOR 8/2:5/82 THRu ·go .~ ,:::::--,..., 
p$"0.~ . 9/?/82. 

FOR ANY QUESTIONS REGARDING THIS COMMuNICATION, PLEASE CONTACT 

SUPERV I SORI I, NYO' EXTENSION 2744. - - .......... 
L....-----------1 NOT RECORDED. !i 

BT 0 ) . U 6 JUN 1 1982 ~;i 
v' f) AJ I 4f?'f"'~ / .L\ ---- - ' - . ..,.,.J/ c. ~~~-t· . ,., ---... 

i t,QJUN v7"J982 
~1-vt- s- !#-~~ 
~~6-1-~~ 

b6 
b7C 

b6 
b7C 

b6 
b7C 



PX OZ1~3 1342214Z 

rlt~ HQ 

~jr1 
~ 142215Z ~AY 82 

~vl PHIJ~!.>HXL-1 __ __. 

:~!~·OR (~0-805) 

• 

ROUT!L'll!. 

REC.E\VEO 
TELETYPE UNIT 

t 4 MAY 82 2f-t 4 z 
FEDERAL BUREAU 

OF INVESTIGATION 

rllTc.IITION T!=.CHiHCAL Si!:RVICc.S !JIVI;":)Ill.~ 

()coui'JTI!.iil•liASUitiS :;1ATf~!.RS 
fif:.BUTi!.L TO ALL OFF'ICc.S, ~;AY 5, 1932. 

• 

1~0 ATTE;~Di:i!:S FOR CAPTIO:~~!.D IN-SiiiVICi ·i.ir~I:HI~G Bi£ING 

DiSIGiM'fc.D BY TH!:!. PHOi!HX DIVISION li~AS:•lUCH AS THi!:R£ IS ;..;o NE.!!:D 

FOic Ot~:. BY T Hi PHOi rH X D I VI SI Oi~ Hf T HI::) TIM~. 

Jl ... - •• 

·: ~ t. ~' 't. 

go~fDS ~ 
~=z:;l~ 
N\lTRECOR~ 

fa JUN l. 1982 



PG0012 132 0113Z , 

RR HQ 

DE PG 

R 12 0113Z MAY82 

' 1 
., '\'''' 

IJ ~ z.z z 
FM PITTSBURGH (66-257) ~c;P) . tWi;;::~ .u .. , . ·T·~ r~ 

'\J~~.f~IRECTOR C80·805> R0~~;~-~~·u .. IU. 

BT 

UNCI.. AS 

• 

,rrT TENT 10 N: T SO, ENGINEERING SECT ION, SA L...-----::o----------1 

(coUNTERMEASURES MATTERS. 

·~ ' f 
~- ,· ~ ;l~ ...... ,. ~~-f! 

·~ ' . -~~ ~~!,1 
. ''. -~t 

>' 14,"'- ,t ~ f'; .._ .. .,.____ __.. : 1 

' - .r '"'•" 

RE B l.IR EA u TELETYPE T 0 A!.!. OFFICES DATED MAy 5 • !982. AND • ·~I! "!"5t4 

/ 

b7C 

CAPTIONED AS ABOVE, ~i~. 
PITTSBURGH HAS DESIGNATED SA I I TO ATTEND .,. bG 

b7C 

THE BASIC AUDIO COUNTERMEASURES IN- SERVICE. BECAUSE OF OTHER 

COMMITMENI'S, SAl ~ILL BE AVAILABLE FOR Of.LY THE AUGUST 23 

THROUGH SEPTEMBER 3, 1982, IN-SERVICE. 

BT 

# 



FD-36 (Rev. 5-22-78) 

TRANSMIT VIA: 

0 Teletype 

D Facsimile 
CXJ AIRTEL 

PRECEDENCE: 

D Immediate 

0 Pr.ior.ity 

D Routine 

FB] 

TO: DIRECTOR, FBI (80-805) 

.~ 
CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 5/12/82 

(ATTN: TECHNICAL SERV~S 
SECTION, SA I ? ;; _ 

DIVISION, ENGINEERING 
b 

~OM: SAC, CLEVELAND (66-9) 

~UNTERMEASURES MATTERS 
... 

Re Bureau teletype, dated 5/5/82. 

The Cleveland Division will send SA I I 
I I as its Technically Trained Agent to receive audio 
countermeasures training August 23 through September 3, 
1982. 

/2)_ Bureau ,., 
1\...(- Cleveland 

RHNfdmh 

750 

(3) 

·.--~~ 
NOT RECORDeD. · 

i a JUN :X. 19Sl 
r 

-·-~~ 

.. ~ w ~ .. 

·: -~."/' \ -' w ; 

Approved: Per ____ _ 

b6 
b7C 

b6 
b7C 

b6 
b7C 



AIR TEL 

TO 

UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

DATE: 5/20/82 

: DIRECTOR, FBI </ ~q/'1/ 
ATTN: SA I l 

ENGINEERING SECTION, TECHNICAL SERVICES DIVISION 

FROMA~AC, RICHMOND 

SUBJEC~OUNTERMEASURES MATTERS 

ReButel to all field offices 5/5/82 captioned as above. 

SAC Richmond nominates SA L-1---;r------,.--:---...JI to attend 
Audio Countermeasures In-Service. sAl I is an experienc~· 
technically-trained Agent who is currently in his office o£ · 
preference. 

Inasmuch as the Richmond Division will be under 

') 

) 

b6 
b7C 

inspection beginning 6/7/82, in the event SA I lis b6 _ 
designated to attend the ACM In-Service, it is recommended that b7c 
he be scheduled to attend the 8/23/82 session. 

S JUN 1 1~3G2 

b6 
b7C 



. •, ·~~ DEPARTMENTOFJUSTICE 

~ FEDERAL BUREAU OF INVESTIGATION 

0-93 (Rev. 4-26-78) 

I 

., 
.--------. COMMUNICATION MESSAGE FORM 

~ 023 
PAGE 1. OF :2 

r 

CLASSIFICATION PRECEDENCE 

5/25/82 UNCLAS PRIORITY 

JK KC LV NK NH PH WFmDE HQ n0023 $nmYumm*P 2b1404Z MA 82 

DIRECTOR FBI {80-805} 

FBI BOSTON PRIORITY 

jACKSONVILLE PRIORITY 

KANSAS CITY PRIORITY 

LAS VEGAS PRIORITY 

NEWARK PRIORITY . 

NEW HAVEN PRIORITY 

PHILADELPHIA PRIORITY 

WASHINGTON FIELD PRIORITY 

\ 

REFERENCE BUREAU TELETYPE DATED MAY 5, 1982. . . 
THE FOLLOWING SPECIAL AGENTS {SA~~. A~a..:~CJ~ 3~!1E~D 

CAPTIONED TRAINING AT QUANTICO TRAI~~G F rciLITY FROM B=:'oo ~, 
-- .. t!'> ...... -:! .... ,.§\ THROUGH 12:00 NOON, JUNE 18, 1982. ALL SAS ARE . 

SCHEDULED FOR FIREARMS TRAINING ON JUNE 11, 1982 .S. Mf.\Y 27 1982 

4 ·-

1 - ISTRATIVE 
.DIV~-SION . 

1 - MR. _BAYSE 
1 - MR. WITZEL 
1 - MR. KILLION 
1 - L.l _____ __. 

17 JUN1J~~ 

DO NOT TYPE MESSAGE BELOW THIS LINE 

TELE EXT. 

2700 

w z 
:::1 

FBI/Do$ 

\ 
\ 

b6 
b7C 



~,-------------------------------------------------------------------------~\\1 :! ' 
) ~_-93A (7· 19·77) ,. DEPARTMENTOFJUSTICE 

{ FEDER!'L BUREAU OF INVESTIGATION 

~~ • COMMUNICATION MESSAGE FORM 

., 
l PAGE 2 I CONTINUATION SHEET ~~~~------~~~~~----------~~~ 

~AJ~~.R11l!J!Qc; DE. HQ 0023 UNCLAS 

SA I BOSTON 

20~ SA PERRY SPEEVACK - ' JACKSONVIL~E 

18~ SA L-1 ____ ____.I- KANSAS CITY 

SA I 1- LAS VEGAS 
' 

16- SA ·1 1- NEWARK . 

- SA I 1- NEW HAVEN 

14 ,__ SA I 1- PHILADELPHIA 

SAl 1- WkSHINGTON FIELD 

12~ AB.OVE .SAS ARE .. BEING SPECIFICALLY SELECTED. .IN THE E:VENT 

~NY ~A ·Is UNA~LE TO- ATTEND, FBIHQ WILL BE TELEPHPNICALLY 

1o~ONTACTED AND SUBSTITUTIONS, IF ANY, -wiLL BE MADE BY FBIHQ 

.J>NL y·. 

8~ TRANSPORTATION WILl BE PROVIDED FROM FBIHQ TO-QUANTICO, 

~EPARTING At.7:30 p.M., ON JUNE b, 1982. 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED -, . ' . . 

JO FBIHQ, ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 

4 ~ECTION, ':SA~L----------J~ EXT,E.~SION ·2700. 

~T 

DO NOT TYPE MESSAGE BELOW THIS LINE 

w z 
::::; 

~ 
::t: .... 
.... 
Ill 

~ 
w 
0.. 
>.... 
0 
z 
0 
Q 

FBI/00.1 

b6 
b7C 

b6 
b7C 



FD-36 (Rev. 5-22-]8) 

TRANSMIT VIA: 

D Teletype 

D Facsimile 
o.g Airtel 

• .. 
,• 

PRECEDENCE: 

D Immediate 

D Pr.ior.ity 

D Routine 

FB] 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS EFT 0 

~ D~~ 

.. -

fYl./""' Date 4/26/82 

-------------------------------~---------------------
TO: DIRECTOR, FBI gt)- 3 6 5 

~\{ Attention: Technical Servi Division 

Countermeasures 

FROM: SAC, SPRINGFIELD (66-29) 

SUBJECT: TECHNICAL MATTERS~UNTERMEASURES (SCANLOCK) 
Y' ~ --

The Springfield Division is in the process of conducting 
routine security checks of Bureau space located in the Resident 
Agency in the southern area of the Division, as requested by the 
Bureau. As to allow a more adequate survey, the Bureau is 
requested to forward one Scanlock unit to Springfield for tempo
rary use to allow completion of the surveys. 

The unit should be forwarded to the attention of 
Technical Agentl I 
Carbondale Resident Agency, Carbondale, Illinois 62902. Upon 
completion of usage, the unit will be returned to the Bureau. 

(66-29) 

10 MAY 7 tSB! 

Transmitted ---:-:~:--:----=:--:~~ 
(Number) (Time) 

Per _____ _ 

b6 
b7C 

b6 
b7C 



FD-36 (Rev. 5-22-78) 

TRANSMIT VIA: 

0 Teletype 

0 Facsimile 
!!1 Airtel 

TO: 

PRECEDENCE: 

0 Immediate 

0 Prior.ity 

D Routine 

I FBI 

CLASSIFICATION:. 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date __ 5.....;/_3....;../_8_2 __ --; 

DIRECTOR, FBI ~ R~-J'tJJ..-
(ATTN: TECHNICAL SERVICES DIVISIOr-N....:':....-E_L_E_C_TR_O_N_I_C_..., 

ANALYSIS UNIT, SU~ERVISOR~I ------~ 

SAC, CHICAGO (66-699) (SQUAD 10) 

Re FBIHQ Technical Equipment-Update Letter, 4/16/82. 

Attached hereto are three (3) brochures as provided 
to an Undercover Agent and provided to Chicago, Squad 10@ 
Agents for dissemination to the Bureau Electronic Analysis ~ 
unit. These brochures are as follows: lH' 

"Protection" 

"Protecting Your Privacy" 

"How Long Would it Take to Find a Tap on 
Your Telephone" 

Above dnfo~~n was provided to Undercover Agent 
during seminar held ~~ Communi,c_at.:i-_on~S..9.!$~.0J.,.,~J:I)R~·' 
~,~~~J:l.-~i9.,J:l..!$J.~~!Y~_nk"'Ei;::&fi"b.e.9Jf~i,:tnpb§~6,Q.6,.l~-9.lWE~ 

b6 
b7C 

.n.~~~m;.::~42;,~J,~ ~ ' 

DE·10q <tO-y~~~~ -JX 
---.. 

n--JJWJ ~· · LV- Bureau (Enc s. ~'~CLOSURE / 
2 - Chicago _ ls e,; /Pt In~ 

~ 
1 - 66-4770 ~VIC;- • Y' ~ 

JWS/mtd hv /1' Y 
f4) I 

Ap~ov~d: ~\~ Transmitted _,.,.----,---=---,---
<Number) (Time) 

6' 9 S E P 14 1983 

.r:o. MAY 6 1982 

Per_-+----

b6 
b7C 



TRANSMIT VIA: 

0 Teletype 

0 Facsimile 
00 Ai rtel 

PRECEDENCE: 

0 Immediate 
0 Pr.ior.ity 

0 Routine 

FBI 
CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 5/10/82 

-----------------------------------------------------
~~TO: DIRECTOR, FBI 

ATTN: TECHNICAL SERVICES DIVISION 
ENGINEERIN§(SECTIO~ 
SAl _ 

~ ? /·v 
~ROM: AC, HOUSTON (66-1444) 

~OUNTERMEASURES MATTERS 

ReButel to all offices dated 5/5/82. 

b6 
b7C 

SA currently assigned Houston Division, b6 
has attended Basic Audio Countermeasures (ACM) In-Service and is ~b7c 
the only Technically-Trained Agent (TTA) in Houston Division to ~~~ ~ 
receive such training. . ~~-r 

.In the eyent FBIHO selects a Houston agent for referenced 
In-Service, SA I I (Technical Coordinator) would be · b6 · 
available to attend the 8/23- 9/3/82 training. If sAl li~ b7c 
selected, please advise Houston Division at earliest possible 
date. 

"") If") vi .. / )v ~o·•'=- Bureau 1-:1 

( 
~i - Houston 

CHM/sac 
(3) 

~ S--t; ,'/'J/ 

~ ,;,/~?-

-~ 
12 JUN 1 1982 

--~= 

Approved: -------- Transmitted __,...,.-----,.---:=:--:--
<Number> (Time) 

76 Jful~B2 

b6 
b7C 
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TRANSMIT VIA: 

0 Teletype 

0 Facsimile 
e9 _......~A::l..-.L.i rL.:.t.s.;es;c..lJ..._ __ 

PRECI~DENCE: 

0 Immediate 

0 Pr.ior.ity 

0 Routine 

FB:I 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

• 

0 CONFIDENTIAL_ 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 5/10/8 2 
-----------------------------------------------------

TO: DIRECTOR, FBI (80-805) 

f~t- dROM: 

(ATTN: TECHNICAL SERVICES DIVISION -
ENGINEERING SECTION, SA L.l ______ ....~P 

SAC, DETROIT (66-401) 

b6 
b7C 

76 
( 

..COUNTERMEASUR.AS. IN-SERVICE 
FISCAL YEAR 1982 

Re Bureau teletype to all Field Offices, dated 
May 5, 1982; Detroit telephone call of SAl I to b6 
I I instant date. b7c 

.....-----..... The Detroit Division submits the name of SAl I -""'""'b
6 I 

~-~-~1 to receive the two week basic Audio Countermeasures ~b?c 
(ACM) In-Service for the class beginning June 7, and terminat:iz;,~ ~- ' 
June 18, ,1982. , 

• I, 

In view of the fact that there are schedul~ng 
difficulties for a number of tec~nically trained Agents duripg // 
thf lattef part Qf August, Detro~t respectfully requests tha~ 
SA_ _be given the opportunity to attend during the above b6 
listed dates. b7c 

Any communications regarding this matter should be 
directed to the attention of SAl I 

/.Sf) .vf 
CV - Bureau /./ 

1 

2 .... Detroit 
JFP/cml 
(4) 

. . 

-----.~. 

12 JUN 1 1982 

Transmit ted -.,.,..,..----.,.--~---,--
<Number) (Time) 

b6 
b7C 

b6 
b7C 
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CI0005 1311615Z 

RR HQ 

DE CI 

R 111600Z MAY 82 

• • 
r/~ 

' I i,A: a~ 1 b . ; '6 z 

. 
fi:LH: •· . . ~- 8U~1EAU 

OF INViS'fiGArJON 

Fr1 CINCINNATI I I 

~~:. D ffiECTOR ('s0-805lROUTINE 

UNCLAS 

_ _..,.ns>"·· 
Exec. AO·AI..'I!ll. -
Exec. AD·Inv.
:E'Xac. AD·LES -
,~t. Olr.; 

Atm. Sei'IS· -
cnm.tnv.
!dent.---• 
~.QI\-
hne\1. ___ _ 

ta,OOfa\CI'f -
t~Cwn- · 
OH.ol Ccog. 

& p-.~v.:~ Alts. -

ATTN: TEC NI AL SERVICES DIVISION, ENGINEERING SECTION, 

RE BUREAU TELETYPE, MAY 5, 1982. 

SAC, CINCINNATI, WOUL,D BE DESIROUS OF HAVING SA L.I ___ ____J 

r-------.1 (SOUND TRAINED> A!TEND THE FORTHCOMING BASIC AUDIO 

COUNTERMEASURES IN-SERVICE DURING THE PERIOD JUNE 7 - 18, 1982 

IT SHOULD BE NOTED SA I I WILL BE UNABLE TO ATTEND THE LATER 

IN-SERVICE IN VIEW OF THE 

SEPTEflBER, 1982. 

BT 

I 'J ' , ~ ~ _i 

- --
es JUN 1 1982 

.~~~ 

b3 
b7E 

b6 
b7C 

/ 

\ 

' b6 
b7C 



BS0010 1311953Z 

RR HI 

DEBS 

R 111855Z MAY 82 

FM BOSTON (66-1292) 

0 DIRECTOR ROUTINE 

'~ 
NCLAS 

/ 
RECEIVED 

TELETYPE UNIT· 

I J MAY 82 I 9 f7 z 
FEDERAL DUREAU 

OF INVESTIGATION 

ATTENTION: TECHNWAL SERVICE DIVISION, E~~INEERim SECTION~ 
<,; d' 

~AI ' I 
COUNTER MEASURES MATTERS. 

RE BUREAU TELETYPE MAY 5, 1982. 

BOSTON DIVISION REQUESTS THAT TECHNICALLY TRAINED AGENT <TTA> 

......_ _______ ____J ATTEND ABOVE CAPTIONED IN-SERVICE, PREFERAB 

DURif'n THE JUNE 7-18 SESSION. SAL..I ___ ____JIIS IN HIS OFFICE, OF. 

PREFERENCE AND WILL BE ABLE TO ATTEND- TftE ENTIRE IN-SERVICE~ 

Exco.AD-A.ttm.-

'AsslD:r.: 
Ad:n.Ser.-.
Crlm.tr.v.
ldent.---J 
Jnspe-;tlc•l _ 
lmal! ___ a 

Rec. r.v; ~t ~:-MAl 
Tech.Serv 

b7C 

b6 
b7C 

THE BUREAU IS REQUESTED TO 

FOR ATTENDANCE ARE MADE. 

BT 

ADVISE BOSTON AS SOON AS SELECTIONS 

~a-~ o~,~ -.;Ld-tc 

~A s-,:;}-82 · 

~~ G(,(Pt-

·;s ~19a2 

7 JUN 1 1992 

-
' .. 
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TRANSMIT VIA: 

0 TeJetype 

0 Facsimile 
~ Airtel 

PRECEDENCE: 

0 Immediate 

0 Pr.iority 

0 Routine · 

1/(o • FBI 
CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 ONCLAS E F T 0 

0 UNCLAS 

Date ~54f~J ..... l-1-/.u8..,2--.._-; 

~---------~--------------------------------------------
TO: 

FROM: 

SUBJECT: 

DIRECTOR, FBI (80-805) 
ATTENTION: TECHNICAL SERVICES DIVI~ION; :- I 

ENGINEERING SECTION, SAIL. __ 
7
_ -""""1-~,....------JI 

0 

~c, sT. LOUisl I 
_QpUNTERMEASURES MATrERS 

Re Butel All SAC'S, 5/5/82. 

b3 
b6 
b7C 
b7E 

SA I I will attend Countermeasures Matters b6 
In-Service scheduled for 8/23-9/3/82. b7c 

• 

6)_ 
2 -

Bureau /' 
St. Louis 

110 

L--1 -----.-. __ ___.JI _ /, { ? .. ct't/ 
CAS: sfw :::> 

(4) ~ ~ 0~1-i.l 

Transmitted --:":"~--:---=:---:---
<Number> (Time) 

Approved: • g;'{l wl 
I \ 

77 JU~198~ 
Per ----.--:;~ 

b3 
b6 
b7C 
b7E 



0 A~M0003 {!,).R HQ 

DE MM 

1321612Z 

.'-'· 

R 12166112Z MAY ,82 

FM MIAMI C66~L544> 

/ 
/' 

TO DIRECT9R (80·805>ROUTINE . 

ATTENTIO;{: TECHNICAL SERVICES DIVISION 

ENG INER{NG SECT ION, L...-----~::o--~--n---...J 
BT 

UNCLAS 

·QOUNTER MEASURES MATTERS. 

• 

RE BUREAU TELETYPE TO ALL SAC • S DATED MAY 5, L982 • 
. 

f<'I'\J=n&:m:~~·.lJ'S~'Q 
Exec. AO·AI!m. __:. ' 

' \ 
• Exec. AD lnv.___._ 

.Exec. AD·LES . -

}.SSt. Cir.~ 

!! Mm. SeM. -

Crim.inv. "-
/- !<lent. ---1 
lrqJec~n

IRto11.---• 
Labcrntozy -
LcgaiC~jn~ 

Off. of O;r.g. 
&NJ:lcAifs. _ 

Roc. Mgnt. 
Toch. ScrvS. 

Tra.'nll\9 --• 
Te!ephons 1\m. -
Olrector's Sec'y-

THE MIAMI DIVISION CURRENTLY HAS NO TECHNICALLY TRAINED SPECIAL 

AGENTS AVAILABLE TO ATTEND THE BASIC AUDIO COUNTER MEASURES IN 

SERVICES OUTLINED IN REFERENCED TELETYPE. 

1'0 
/ 

9 JU~ 2 1982 
I· 

lY ---= 

' . 

. ... 

b6 
b7C 
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BHO 005 1331913 

RR HQ 

DE BH 

R '131913Z MAY 82 

yZFM BIRMINGHAM (66F -4 85 -SF 1> 

'T~TOR (80-805) ROUTINE 

BT~ 

Exac. AO·MI!. _ 

"'' Exoo. AD·Inv.~i 
Exec. AD-L.ES.._ l 
Assl D!r.: 

Adm.&3n'S. _ 
Cdm.fnv. _ 
kJ.:lllt. __ 

lr~>pet.!Nil _ 

l?.!~tl. -
, tailorzr~,. __ 
t.~a!Cc.m._ 

UNCLAS 

ATTN TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 

, Oft. cf Cor,!). 

d &p·····~"'' b6 ~\"1, jO '111.., 

Rt~.1 .• •: .• __ b7C 

SA Tach. t~~-.~ • --· 

I I 
~OUNTERMEASUR~MATTER 

RE BUTEL TO ALL SACS, MAY 5, 1982. 

IT IS RECOMMENDED SA I I BE DESIG-NATED TO RECEIVE 

AUDIO COUNTERMEASURE CACM> TRAINING AT ONE OF THE TWO INSERVICES 

FOR THE REMAINDER OF THE FISCAL YEAR. SA L-1 __ ....JI IS IN HIS 

OFFICE OF PREFERENCE, THE TECHNICAL COORDINATOR OF THE BIRMINGHAM 

OFFICE AND IS ELIGIBLE TO WORK FOR APPROXIMATELY FIVE MORE YEARS. 

SA~--------------------------------------------_j' 
IS SUBMITTED AS AN ALTERNATE AGENT TO ATTEND THIS IN-SERVICE. 

THE BIRMINGHAM DIVISION HAS A TRUE NEED FOR AN AGENT WITH 

Trairdng __ 

Tc!epho~ R:n _ 
o:rector's c'y-

b7C 

b6 
b7C 
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CONCERN TO BOTH OFFICE PERSONNEL AND THE UNITED STATES ATTORNEY•S 

OFFICE. THERE ARE FREQUENT NEEDS FOR AUDIO SWEEPS AND AT PRESENT 

NONE OF THE TTAS IN THE DIVIS~ON FEEL FULLY QUALIFIED TO PERFORM 

THEM. 

BT 

, 
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TRANSMIT VIA: 

D T~letype 

D Facsimile 
~ AIRTEL 

• 
PRECEDENCE: 

D Immediate 

D Pr.ior.ity 

0 Routine 

FBI 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 . 
0 UNCLAS 

Date ___ .....:;.5;;...!./-=1:.;:;.3.:._/ 8;:;..::;~ 

... 

-----------------------------------------------------
TO: DIRECTOR, FBI 

(ATTN: .TECHNICAL SERVICES DIVISION, ENGINEERING SECTION 
SAl I 

FROM: SAC, ALEXANDRIA (66-54) 

~UNTERMEASURES MATTERS 

ReButel, 5/5/82; and AXte],.call from ASAC Steven L·. 
Pomerantz to SAl ~ 5/13/82. 

Based on current and anticipated demands, it is requested 
·that no representative of the Alexandria Division be scheduled for 

~ .. . 
·, 

} 

in-service training as outlined in reButel. 

. Alexandria Division recognizes the importance of this ~~ 
trai~ing; however, and would like consideration in funre traini g v 
sess~ons. , 

76 

Bureau I,.. 
1)0 

1 - Alexandria 

SLP:IAT 
(3) 

9 JUN 2 1982 

-----

Transmitted ---:-:-:---:~-..,..--=--:--- Per--------
<Number) (Time) 

't .... ... 

b6 
b7C 

b6 
b7C 

b6 
b7C 



1342123Z 

HQ 

R 141840Z MAY 82 
/ 

FM BALT 4EI.____ _ ____. 

BT 

U C L A S 

RECEIVED 
TELETYPE U·NlT 

\ 4 MAY az rr z 0 z 
FEDERAL BUREAU 

OF INVESTIGATION 

ROUT_INE 

ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, 

L e:=:;;;/ I 
UuNTER-MEASUREs t1ATTERs 

RE BA TEL CALL TO SA L-1 ___ __. £MY 14, 1982. 

BALT !MORE HAS 3 TTA' S WHICH SHOULD BE INQ.UDED IN THE 

COUNTE~-MEASURE SCHOOL SCHED U..ED FOR AUGUST 23, 1982. THEY 

SA L-1 _______ __.I SA.._I ____ ____.lAND SA I.____ ____ ....J 

BT 

~ -ja&-c23>9 

,_ .... __ ~ 
Exec. AD·/~~, -! 
·Excc.AN~·t._, 

't»:c. A!H .. ~S ~ ~ 
~ 

.~sf .. C':i.~ l 
ta-r. rm.-s. -i 
t:tc-n, ~.n·;.. ---~ J. 

ldoot -~---~~) 
h:,~~~' --~-~A 
!q,AJ=,~ .. - ~ i 
l::.:.-.-:,t.r>,'j _, 

l•'<-'"-'("--·i 
C:l !',' .r•J. b3 

& f< :!:; A'fs. -b 7E 

Rae.~.,."--~ 
To:-it ~r';_ ,_J 
Traifolnq __ j 

Te!cpiJooo ·m. _ 
o:rcc or'" Sec'y _ · ,., 

b6 
b7C 

b6 
b7C 

b6 1 
b7C 

pc -- -~ 
6 JUN 2 1982 

# -- -- ..-::r;J 
b6 
b7C 



;SC00 02 134 05 10Z 

RR HQ 

DE SC 

R 140505Z MAY 82 

FM SACRAMENTO 

TO DIRECT OR ROUTINE 

...... 

COUNTER MEASURES MATTERS 

. . . 

RE BU TEl..TYPE 5-5-82. 

RECEIVED 
TELETYPE UNIT 

r~ 0531z 
ij"rtb{RAL BUREAU 

OF INVESTIGATIOi~ 

IT IS REQUESTED THAT SACRAMENTO'S TECHNICAL 

COORD IN AT OR, SA I I BE SELECTED FOR 

ATTENDANCE AT THE BASIC AUDIO COUNTERt1EASURES <ACM> 

IN SERVICE. THE FIRST IN SERVICE IS PREFERRED. 

IT IS NOTED SAL-I __ __.h~AS SCHEDULED FOR ACM 

IN SERVICE LAST YEAR BUT viAS UNABLE TO ATTEND. 

BT 

...... -............... -

"~~ s/;y/82-
~ ~ ~;:.- I- f:l 

76 ·~~gat 

,, • IJ :. 

't1 JUN 1 1982 

--

Exec.AO-Adm.
Exec. AD~nv.
Exec.iD·LES
Asst. D'r.: 

Aer.\&:r4-
Crlm',frl'l.
r~o;r.t.;:_~ -
tilS;Jtb:l _...:... 

-l~,~--...__

Lt~:;;-.:.al,...i)'-

t~;:l!Ci\l1-

Rtc.MJ"fi..-. 
Tcc!l..S£1'\1s. -
TmlfA;.j __.t--1 

b6 
b7C 
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4J • N00006 1350315Z 

RR HQ 

DE 

MAY 82 

r1 NEW ORLEANS (66-1068) 

· RECEWtm 
TELEiYPe m~n' 

I 5 MAY BZ 0 ~ 0 3 z 
\\:t7 FEDERAL BUREAU 
'V y OF INVESTIGATION 

TO DIRECTOR (80-805) ROUTINE 

BT 

&CLAS 

CQ!Uf[ Efi~EASLJRES/ MATTERS 

RE BUREAU TEl.. ET YPE MAY 5, 1982. 

TECHNICAL SECURITY Sl.RVEYS AND RELATED 

IN NElv ORLEANS BY L-----------------~ 

SASL..I ______ ____.I WILL ONLY BE AVAILABLE FOR THE 

INSERVICE SCHEDlLED FOR AUGUST 23 THROUGH SEPTEMBER 3, 1982, 

IN VIEYJ OF THE PENDING! I TRIAL IN NE.\11 ORLEANS, AND THE 

OOOOING L..l ___ __.l UNDERCOVER OPERATION, WHICH WILL REQUIRE 

•• 

e.xac.AO-Mm. i 
Exec.MHr.v._;:.. 
Ex?c•\DUS---

Mr.-S;;r.;it -

~1;r; •• l:'rl.-

r 

1 1982 

.. 

b6 
b7C 

b7E 

b6 
b7C 

l 
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PAGE TWO NO 66-1068 UNCLAS 

THE PRESENCE OF BOTH THESE AGENTS IN NE~I ORLEANS FOR AT LEAST 

THE NEXT MONT H. 

BT 

--- -- -.------- ~- -. 



LS0002 1371948Z 

RR HQ 

DE LS 

R 1719.48Z MAY 82 

~~ ~M FBI LOUISVILLE 

/ 

REC.EIVE~"-''T/ 
TELETYPE U7.c .. 

l 7 MAY 8~ ~\ ~ 4 6 z 
FED~AL KuREAU 

OF INVEStGATIOH 

\ ~ DIRECTOR FBI CBII•Bil~ ROtlfiNE 

ATTN: TECHNICAL SERVIC S DIVISION, ENGINEERING SECTION, SA 
d 

7 

BT 

UNCLAS 

MAY 

Exec. AD·Adnt -
Exec. AD~nv.____._ 
ecec. AD-I~,.~;.o;FS~......-_, 
Asst.l>ir.: 

Adm.Serw.
Clfm.lnv, _ 

l:kil\.--=
~~ 

- l~~)'..,....._ 

l~~,
C.'!.o!(.\).~ 

ac Ptlf~e ~~ _ 

Rae. t~ _,.-..J.IU 

lbc!l. SaM. -
Tra!n!ng __ , 

TelcJ>hono Rm. _ 
Director's set'y _ 

JANUARY, 198,, THEREFORE, LOUISVILLE NOT _sUBMITTING A REQUEST 

ADDITIONAL ,~~AINING. , 

FOR 

BT . 

H002 ' 

10-80,$ - -:c$3 

----
'• II I ·, 12 JUN 1 1982 

b6 
-.b7C 



~ ~~ 

... v • --CE0001 137 1405Z/ 

. /. RR HQ 

REC1'.1~~~i if.\J.\{P)~ 

1. '1 (\7. \ q ~ 3 z 
FM CHARdcL,TE C 66-4 18) C P> \ t·ti\~ u J' ~ 

· E.\U>.i. BUREAU 
TO DIRE OR (80-805) ROUT! N~f~"'/ESi\G~\\ON 

((. BT I . 
,~~Nb.AS 
~ q -~TTENTION TECHNICAL SERVICE DIVISION, ENGINEERING SECTION 

DE CE 

RL71403Z 

CJ COUNTER ~lEASURES MATTERS / 

Ex.ec. AC·.A.dm. -
Ell.ec. AD-ln-J.~ 
~e.'(.~IJH~A---
~\.00,":. \ 
M:n.~
trr.t.'m~. ~ 
l~to;~. • 

ttr~=--
• lr.td\. ---· 
tatxnb'f-
\1()31 eoo:ra-
0:1. ol CI:<YJ. • 

& P~Mc Atla. -

Roc.•·~· 

RE BUREAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982, AND l.';;;~..--,.;..-;:7 

TELEPHONE CONVERSATION OF SA .... 1 ______ ____.1 CHARLOTTE DIVISION L . bG 
• b7C 

AND 1 1 TO BUREAU, MAY 17, 1982. ·. ; ... r i~·;~e.ct L....------------1 v lJ04 ~rtliJ 354 
NOMINEE OF CHARLOTTE DIVISION FOR AUGUST 23 IN SERVICE RE ~·-

CAPTIONED MATTER IS SAL---------.....l SA .... 1 __ ____.I IS IN HIS 

OFFICE OF PREFERENCE, AND IT IS ANTICIPATED WILL BE ABLE TO COMPLETE 

THIS IN SERVICE UNINTERRUPTED. 

BT 

. 
~i~YV s-11-n 

~ovve r;j,(tt'-' 

~~ 
76 JUN 1 5 1982 

b6 
b7C 
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LA0178 146Ql035Z 

LA LA035 

81' 

UNCLA 

/J N: TECHNICAL SERVICES DIVISION, I 
SiuNTERMEASURES. 

RE BUREAU TEL DATED MAY 5, 1982. 

• 

PER YOUR REQUEST,· SA L-1 _____ ___.I \HLL ATTEID 

COUNTERMEASURES SCHOOL AUGUST 23, TO SEPTEMBER 3, 1982. 

Bf 

, Exec. A!Mdm. _ 
Exec. AD·Inv._ 
Exec. AI>LES~ 

I Asst. D!r.: , , .. 
: Mn. St.ln'S. _ 
i Clfm. !nY. _ · 

ldent. ___ 
1 

lllSj);:cfe,, -

Intel!. ! 
~::ra~~ I 
t.ogaJ ccun.:::. 
Ctl. o.! Cc~g. l 

& Publ1:: :.n::. -[ 
Rc:.:.l;r.t,_l 
Tech. ~\S. -J 

Training lit 
Telc,pbonc nm. h ~~s.~ 

~~tt(~~ 

b6 
b7C 

b6 
b7C 



X0008 14603252 

HQ 

PX 

P 260325Z MAY 82 

F~ PHOENIX (66-897) 

TO DIRECTOR PRIORITY 

BT 

UNCLAS E F T 0 

"" • 

ATTENTION: SUPERVISOR ELECTRONIC ANALYSIS UNIT, 
L...-.....,....--------1 

dECHN I CAL SERVICES D I ..... V-IS_I_o_N_. _____________ ____, 

~ UNTERMEA SI!RES SURVE:YL...-________________ ___. 

PHOENIX, ARIZONA. 

RE: P.HOENIX TELEPHONE CALL TO SuPERVISORL-1 ______ __. 

MAY 25, 1982. 

PHOENIX ~JAS ADVISED THAT THE L----------------1 
IN l1ASHINGTON, DC, OJNTACTED FBIHQ REQUESTING AN ELECTRONIC 

S\~EEP OF 

:. Exec. AD·At:m. _ 
Exec. AD·fnv.~ 

>Exec. A!>-LES_ 
.Asst. O!r.: \ 

Adm. Sei'/f,. _ 
Crfm.tnv. _ 

lder.t. ---J 
focpoci!On _ 
!Rfell. __ _ 

~lol}·_,/ 
L~JCoon __ 

·Off. of W1g. .;_ 

&~tl!cAI. 
Rec.~ I, 

Tee •• i'S. _ 

Tralnlr.g __ 
1 

Tcleplloll3 Rm. _ 
Director's Sec'y _ 

b7E 

b6 
b7C 

L..,__ ______ ____,~i THE suRVEY sEre)f~E(f,s) ~s q3W 
POSSIBLE. PHOENIX AT PRESENT TIME: ~<.tfNE A~V,SA 

L..__ _ ___.l v!HO HAS RECEIVED THE NECESSARY TRAINING TO COND!:f9T 

COUNTERMEASURES ' < 



. ., 

PAGE TWO PX 66-897 UNCALS E F T 0 

SAl I IT \1/0ULD BE IMPOSSIBLE FOR HIM TO CONDUCT THE 

COUNTERMEASURES SURVEY UNTIL JUNE 4, 1982. TELEPHONIC CONTACT 

~liTH SUPER VISOR I ~ FB IHQ, HAS DETERMINED THAT DUE TO A 

TRAINING COMMITMENT THE NECESSARY EQUIPMENT ~JOULD HAVE TO BE 

AT FBIHQ NO LATER THAN JUNE 1982, IN ORDER TO PREPARE TO 

TRANSPORT THE EQUIPt~ENT TO THE TRAINING FACILITY FOR A SCHOOL 

SCHEDULED TO BEG IN ON JUNE 7, 1982. 

CONTACT \t1AS MADE ~liTH THE~....-_______ __,J Pt-IOENIX, 

ARIZONA, ON MAY 25, 1982, WITH RESPECT TO SCHEDULING THE SURVEY. 

...__ _____ __.IWAS ADVISED THAT BECAUSE OF THE PRIOR COMMITMENTS 

THE SURVEY COULD NOT BE SCHEDULED TO BE DONE UNTIL JUNE 21, 1982• 

SHE EXPRESSED CONCERN REGARDING THE DELAY IN THIS MATTER 

lNASt1UCH AS HER REQUEST \1/AS INITIATED SOME TH1E AGO. SHE FURTHER 

STATED THAT L------------------~HAD BEEN CONTACTED 

REGARDING THIS MATTER AND HAD DONE SOME \•JORK REGARDING THE 

CHECKING OF THE OFFICE TELEPHONES. SHE 'REQUESTED THAT SOME 

CONSIDERATION BE GIVEN TO CONDUCTING THIS MATTER AT AN EARLIER 

DATE. 

ADDITIONAL CO NT ACT ~JITH SUPERVISOR L..l __ ____JI HAS DETERMINED . 
. TiiAT IT \tJOULD BE FEASIBLE TO PROVIDE ASSISTANCE FROM OUTSIDE 

' 

b6 
b7C 

b6 
b7C 
b7D 
b7E 

b6 
b7C 
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THE PHOENIX DIVISION TO CONDUCT THE SURVEY. HE NOTED THpT 

IT \~OULD BE NECESSARY TOSET FORTH THE JUSTIFICATION PARTICULARLY 

NOTING WHY SA I lwouLD NOT BE AVAILABLE TO CONDUCT THE 

SURVEY PRIOR TO THE 21ST. IN CONNECTION WITH THAT IT IS NOTED 

THAT SA I Irs COMMITTED FROM MAY 26, ro MAY 29, IN 

CONNECTION WITH A COURT AUTHORIZED INTERCEPT. ONMAY 3t, 1982, 

HE WILL DEPART PHOENIX FOR BULLHEAD CIJY, ARIZONA, IN CONNECTION 

WITH A VIDEO INSTALLATION ON A OJNSENSUAL MONITORING f1ATTER 

WHICH IS EXPECTED TO LAST THROUGH JUNE 1, 1982. PRIO.R ARRANGE-

MENTS HAVE BEEN MADE TO HAVE SAl !ASSIST. THE ALBUQyERQUE 

DIVISION ON A COURT AUTHORIZED INTERCEPT INSTALLATION ttJHICH '.~AS. 

TO BE DONE 0 N JUNE 2 AND JUNE 3, tS?82. HE IS EXPECTED TO BE 

ON SICK LEAVE D,URING THE AFTERNOON OF JUNE 3, 1982, BECAUSE OF 

SOME MINOR SURGERY. BECAUS>E OF THESE COt1MITMENTS HE t·JOULD, 
. 

THEREFORE NOT BE AVAILABLE TO C0t1PLY 111ITH THE REQUEST FOR THE 

SURVEY UNTIL FRIDAY, JUNE 4, 1982• BECAUSE OF THF; COMMITttlENT 

OF THE EQUIPMENT TO THE TRAINING IT WOULD NOT BE AVAILABLE _TO 

BE SHIPPED TO PHOENIX UNTIL JUNE 18, 1982. BECAUSE OF THE ABOVE 

IT vJOULD NOT BE POSSIBLE TO CONDUCT THE SURVEY REQUESTED OF 

PHOENIX UNTIL JUNE 21, 1982. 

b6 
b7C 
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PAGE FOUR PX 66-897 UNCLAS E F' T 0 

INASMUCH AS SOME CONCERN H,4S BEEf~ SHO~~N BY THE ._I ___ ___, 

r-----,1 '·~ ITH RESPECT TO THE DELAY IN THIS MATTER IT IS REQUESTED 
. 

THAT HEADQUARTERS CONSIDER PROVIDING PHOENIX APPROPRIATE 

PERSONNEL AND EQUIPMENT TO CONDUCT THIS SURVEY AS SOON AS 

POSSIBLE. 

INQUIRY HAS DETERMINED THAT 
~------------~ 

PHOENIX, ARIZONA, DID IN FACT PREVIOUSLY CONDUCT A CHECK OF' 

THE TELEPHONE F'ACILIT IES OF' THE~------__. . IT \vAS 

DETERMINED THAT THE TELEPHONE EQUIPMENT CONSISTS OF. FOURTEEN -

TEN BUTTON TELEPHONE INSTRUMENTS AND FOURTEEN SEPARATE LINES. 

THE I Irs LOCATED IN A HIGH-RISE wHICH Is AT 

~PHOENIX, ARIZONA, TELEPHONE NUMBER 

!===:::::;--T -HE-O-FF_I_c_E ___.MANAGER rsl I FURTHER 

INFORMATION REGARDING THE APPEARANCES OF' TELEPHONE LINES CAN 

BE OBTAINED BY CONTACTING 
~---------------~ 

L...-________ __.1 PHOENIX TELEPHONE NUMBER I._ ____ __, 

SHOULD HEADQUARTERS AUTHORIZE PERSONNEL TO TRAVEL TO 

PHOENIX TO OJNDUCT THIS SURVEY IT IS S(J3GESTED THAT THEY CONTACT 

~-----__.1 PR lOR TO TRAVELING TO PHOENIX TO ASSURE THEMSELVES 

THAT THE OFFICE ~JILL BE AVAILABLE FOR SUCH INSPECTION. 

-. 

b7E 

b6 
b7C 
b7D 
b7E 

b6 
b7C 
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PAGE FIVE PX 66-897 UNCLAS E F T 0 

IT IS REQUESTED THAT FBIHQ ADVISE PHOENIX OF THEIR DECISION 

IN THIS MATTER. 

BT 

# 



·- -FD-36 (Rev. 5-22-78) 

TRANSMIT VIA: 

D Teletype 

D Facsimile 
CJ AIRTEL 

• 
PRECEDENCE: 

D Immediate 

D Pr.ior.ity 

D Routine 

FBI 
• 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 5/26/82 
--------------------------------------------------

DIRECTOR, FBJ; . 4' 
Attn: SAl I 

Technical Services Div. 
Toom 1B0153 

· ft... s.K"&, SALT LAKE· CITY .. (66-162) 

EC'T ~ ~UNTERME"A"S~:Jl~~s/MATTERS 
Re Bureau teletype to all SACs dated 5/5/82, and Salt 

Lake City telcal to Supervisor! 15/25/82. 

Per discussion in referenced telcal, Salt Lake City i 
making no nomination for upcoming ~udio Countermeasures Inserv'ce 
because this Division currently. has no technically-tr·ained Age t 
assigned to Headquarters City. Technical support has been 
f}lrnished by SA I I Denver Division, who will continr,.::..c.--r 
toQ's such technical support. It is ·understqod that 
SA has already received the training offered in referenced 
te etype. 

This issue highlights Salt Lake City's continuing need 
, for a technically-trained Agent in· Headquarters City. on ' the 

Preferred Training Survey for the pa~t two fiscal years, a spot 
in sound school has been the number one inservice training priority 
of the Salt Lake City Division·. ·Thi.s need 'has also be..e.n:.J?rol!;l_!:l.t 
to the Bureau's attention previously by communications such as ----
airtel from Salt Lake City to FB cap · oned "Spe~i~~z~SJP-t· 1982 Personnel Needs" dated 11/18/80. .....,....-~-· 

Bureau (i)_ SA ~ 
(1 - SA ....,_....,.....--~------:------:--:---' 
(1 - Administrative Services Div.) 

3 - Salt Lake City (1 - 66-162) 
(1 - 66-804) 
(1 - 67-503) 

WRR: jpv 

(Time) 
Per ----1-----

b6 
b7C 

b6 
b7C 

b6 
b7C 



su 66-162 

' \ 

Technical Services Division is strongly urged to use 
its influence in obtaining a training slot as described above so 
that Salt Lake City may have a technically-trained Agent in its 
complement. · 

- 2* -



. / 
ROUTE IN ENVELOPE 
~ 

SAC, Washington Fieldl I 5/26/82 
Attention: Supervisor CI-15 . } 

Director FBI (80-805) & (66-19226) 

~UNTE~mASuagq&Al~D·rl--------------~ 

, 
b6 
b7C 

b3 
b7E 

{ji 
~I ~)~'~:~ Reference tVFO airtel dated December 10, 1981, and J;;t. VI 

Butelcall : ::::::o:~ your request, o~: :P:~i::' o~9:::e~:: ~· .~~ 
days from January 5, 1982, through January 22, 1982, personnel ~ ·\tl) 
from the Technical Services Division (TSD), Engineering Section~,~ · 
(ES) , conducted audio c te~ea . (Ael-I) surveys of all a par~ )' 

ments requested with the cf: 1 ~ (t}f apartment number 302. TSI.fi:l · 
personnel '"ere advised ··this ~ tment' s lock was on the A "-.. 
building ma~ter key. As per telephone call, an ACM survey ~ t 
will be conqu9t . . ed of apartment number 302 \'Ihen it is secured ri.i ~- {{\ 
properly. ~-- (U) ~- -~ 

In conjunction with the ACl-1 survey a I I · b"'7E 

.__ _ ___,I was also conducted of a CCTV System located in .Room 858 -{U~ I 
The results of a I !performed on a CCTV b7E 

System consisting of an RCA Time Lapse vert, Hodel TC 3350, an~ 
RCA Camera Assembly, Model TC 1030/HlO and a Panasonic Video · . y-- ·~ 

~~:::.:::-= - ~ - ~· J . ]of the CCTV System necessit.;tes j,udicious,s~l_e_. ·c_ · . tl.o . 1./1/ " 
. z.tonito:~;, l>iodel toJV-760, determined that the w·· '' y] :' 

!I _i ~:---~oncerning its location: installatJ.on ~nd use. ~ {U) <J 
l ~i/ ~: .-· Spatially radJ.ated compromis1ng emanatJ.ons (CE) · e 
'<: ~ "detected at a distance of 25 meters from the VCR, and \-rere of 

..., - ~ ·"sufficient levels to couple onto any equipment and/or lines 
.,,-, .:: within a 25 meter radius. These broadband emanations were r· detectable throughout the frequency spectrum from 1.2 to 305 
I !·Utz. AC Pot-ter line CE \•rere detected on the line cords servicing 
i-"--- _ _._,_~_the equipment and have the potential of being impressed on the 

-po~;er cords of other equipme. ~t- plugged in~o the __ ~.Q~ut~r-~. ·'.. ~ 
E'xecADJnv._ - ' · .1 ~·1l j\ :, : ~ f"'., - ·r?lJi· ~~~· _.;' 'J)_3) / 
Exee AD Adm. _ V • iJ ' · • .; :;: cl\JN 1 1982€1'\ ,... 
Exec AD LES_ 
Ant. Dlr.: ,___-d 

Ad•.Servs._ l _ •-'-. B ~ ~= d db o 
Criao.lnv.~ l'U.. ayse ~ an~·..:.X~..oen e y u 
rd.~t . l - Hr. ~'litzel Reason For Extension FCIM, II, 
lntell. l - l·lr. Killion 1.2 4.2 (2 & 3) ,,, 
~:~;~:~.= 1 ~ I Date of Reviet-r For Declassification , b 6 
Pion. & Insp._ l ~ Hay 261 2002 •b7C 
Rec.Mgnt._ 

Tech. Servs. _ g;J • f ~ 

p;~;i:i~rfs. ofn''· ~o<~~r;J~ ~tfb-f Telephone Rao, ~-d3 

jG'o'''ji) 1 5tgs2oM VJI'r'J 

APPROVED: 
Adm.Servs._ La~tory ___ ._ , 
Crlm.lnv. Legal Coun. __ ..,... 

O!f. of Cong. 
& Public Affs . .___ 

--~ r..ec. Mgnt. ___,.,=-
.. ~ 1'81/DOJ . __ T~~ll . "'zrvs. __ _ 



•• • ;. . 

Letter to SAC, t·1ashington Field 

The CE contained the Date/Time Function (DTF) and 
video picture information, l'thich is ir.lpressed on the Date/Tir.:te 
Readout. This condition exists only in the stop and record 
modes with video present at the input port of the VCR. When 
the DTF is blaru,ed, the video picture information in the DTF 
fie1d is still. present at the same signal levels. ~-- . lUl 

' ,f 

r 

Reduction of the spatially radiated emanations can be 
accomplished by placing~~- radio frequency interference 
enclosure, or by establ-ter control zone around the 
system in which no other processors·or cables, which may act as 
fortuitous conductors, are installed. Ho~1ever, based on the 
results of this test and the current location of the lookout at a 
distance considerabl.y greater than 25 meters fron the target, the 
security hazard presented by this CCTV system is considered to be .--
minimal. ~---\U) ~ 

- 2-

~ 

. ... 
'~ !' 
t!. 
f 



TRANSMIT VIA: 

~D Teletype 
~)4J Facsimile 
(JtJ AIRTEL 

-~ 
PRECEDENCE: 

D Immediate 

D Priority 

D Routine 

FBl 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

• 
0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS -f------ ~~;E~~~;,- ;~I-----------~·~·--- :-'_
4

~~ ~------ ~-- --

FROM: 

(ATTN: TECHNICAL SERVICES DIVISION 
ENGINEERING SECTION, 
SIGNAL ANALYSIS UNIT) 

SAC, TAMPA (66-74) 

SCAN LOC~..,O,PN~ER..,MEAS..Ylm,S 
~UIPME~. (SN 78-131, 
PROPERTY NUMBER 199038); .... ~..,...,o ~~~:-.., ,,, 1 ~-1 ~a:l* 

TECHNICAL EQUIPMENT 

Being forwarded to Savannah under separate cover 
is captioned Scan·Lock Counter Measures equipment. 

G- Bureau (Info) I-lSD -S~.,.. ~..R..c..fr~d 
1 - Jacksonville (Info) 
3 - Savannah 

(1 - Package copy) 
1 - Tampa ~ 
GAK/sjm ,.<"" 

(7) . 

•. 

1* 

Transmitted ----,---~~--
(Number) (Time) 

Per ____ _ 

b6 
b7C 



/ • • 8-268 (Rev. 1-20.82> 

FEDERAL BUREAU o'F INVESTIGATION 
WASHINGTON, ~D. C. 20535 . 

..1., 

1 E'A ,41'/S -~A (f)f>n~A-L -r;;~c P/foAI£ t.5-6A.:.A-me 

( 1 su bSC!.r-t. b.e-r- :s~+ -vuocfc...l.·fe a.~ cz~n..f-v--v..l ~ 

(f) .ff t e.. e 'YU c:cf ~<J e.) ; 

L!Uil 3 1982 ' 
FBI ; 

ENGINEERING SECTION DOCUMENTATION 

b6 
b7C 

Name of Shipper J _ I 
RETURN TO ENGINEERING SECTiiON ROOM 1B046 <Telelift 253) 

This Shipm~nt Packaged by.lo.C-~~o~=-·-!,~..,.._-----
b6 

Ship By _,..:.~'-?'fl:..!.:-~~~~~:;.._.,.---.:· b7C 

No. of Packages __ _..:.,J __ ......,... ______ ,....__ 

FD-514 NO ,.1, DO 'NOT TRANSFER EQUIPMENT 



FD-36 (Rev. 5-22-78) 

TRANSMIT VIA: 

D Teletype 

D Facsimile 
Q} ATRTET. 

/ • 
PRECEDENCE: 

D Immediate 

D Priority 

D Routine 

--
FBI 

t\ 

CLASSIFICATION: 

0 TOP. SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 5L28L82 
-----------------------------------------------------

SECTION 

Re: Newark telephone call to Bureau, 5/27/82. 

This is to confirm that SA will 
be unable to attend the above captioned class due to unforeseen 
personal problems which have arisen since his name was submitted. 

--~ NOT RECO~OEr, -
7 JUN 1 lS~' 

~ 

\ 

D 

Transmitted __,.,.,.......,~--~~--
<Number) (Time) 

Per--+----

b6 
b7C 

b6 
b7C 



FD-36 <Rev. 5-22-78) 
~ _, E-

TRANSMIT VIA: 
0 Teletype 

0 Facsimile 
~ __ A;,.....I..;.;.R...;.:;T;.;;;;E;.;;;;L __ 

PRECEDENCE: 
0 Immediate 

0 Pr.iority 

0 Routine 

FBI 

e • CLASSIFICATION: 
0 TOP SECRET 
0 SECRET 
0 CONFIDENT,IAL 
0 UNCLAS E F T 0 

0 UNCLAS 
Date 5/27/82 

-----------------------------------------------------1 
TO: · JJ~rCTOR, FBI (80-805) 

~ROM~Fc, KANSAS CITY (66-470) 

·~OUNTERMEASURES MATTERS 

Re Bureau teletype to Oklahoma City and Kansas City, 
dated 4/23/82. 

On 4/26/82, Spec~al Agents of the Kansas City 
Division and the Oklahoma City Division conducted search of the 
~----------------~~~~~~~~~~~~~~~ Tulsa, 

lahoma: The a earances of te ephone lines were 
also checked in~------~--------~~--~1~Swt~e~d~b~e~l~o~w are some 
areas which should be discussed with~------------~ 

b7E 

Background music (stereo FM, etc.) could be utilized 
~--------~~~particularly during confidential conferences. b7E 

All conventional phone systems are unsecure. Extreme 
caution should be exercised when confidential matters are the 
subject of telephone conversations. If it becomes necessary 
to discuss confidential matters telephonically, a telephone 
should be selected randomly for use. If a private office'Mith 
a single line phone is available, this should be considered. 
A l?ay phone• (coin phone) could b~used if th~ area offers som~ 
pr1vacy. ~~5 ..,.._... 

A reasonable d;gree o assurance may be given that 
at the timel _were examined, the integrity of the b7E 
space was not compromised. In order to.r.etain some degree of 

,..sP-~~ -~ 
{(bBureau ( _. \ ~moT p.ECORDED 

2 Oklahoma City ~(66-377) IJ JUN 8 1982 
1 Kansas City ~ 
~~5 = k.s u .. ~ o.J. .. l . ~ kz. ---<~-

bOJu•'r 1 'f~S~. '- __ " 1 1 

Transmitted __,...---.,.-----=,.,.--:-----
<Number> (Time) 

Per ___ .,........,. __ Approved: _t_, _____________ _ 

}] JUN 21198i 



•• 
KC 66-470 

assurance of the continued integrity of the space, limited access 
to the space by known individuals is recommended. An alarm 
system would be required with systematic activation of the system 
when personnel are not in the office. 

~--------~~~~_g~~~~~~~,e offices of~~--~~~~--~--~ 
as well as an Administrative 

~~~~~~~----~--~~r---------------~ Oklahoma, or secur~ty leaks. 

No devices were located and there was no evidence 
current breach of secu:ity. Electronic equipment which had 
located inl ~ Jwork area was made available for the 
agents' inspect~on. 

of 
been 

The following are suggested for consideration byl I 
~----~~or minimizing problems related to·security of intelligence: 

matters. 

access. 

Telephones are not secure for discussing confi.dential 

The telephone equipment room must have restricted 
~----------~!should be in the area. 

Access to telefhone terminal boxes should be limited to 

Access to crawl space under Administration Building 
should be limited 

~----------------------~ 

Public address system speakers and intercoms are 
potential microphones. 

Electronics maintenance employees should be alert for 
any possible modification made on intercoms or speakers. 

Return air vents and louvers in doors are possible 
avenues for intelligence leaks. 

b7E 

b7E 

b7E 

b7E 

b7E 

Access must be .. limited to the areas where security of 
conversations is important. (Cleaning of office should be done in 
presence of I I b7E 

2 

I 

I 



KC 66-470 

Background music may be beneficial in instances where 
confidential matters are discussed in areas where there may be 
a break in security. 

. . 

It is suggested that a technically trained agent and 
any other Special Agents designated jY the SAC discuss the above 
withl _ b6 

b7C 
b7E 

3 .•. .. 



RR HQ 

liE PX 

... 

R 030201Z JUN 82 .., 
FM PHOENIX ('6'6-897) 

TO D~;=~~ ROUTINE 

; A~ 'r'u"C/ 

• 

. ~'T 0 ~ F I 9 E N T I A ( 

ATTENTION ~EC,lCAL SERVICES 

SAl = I X-2700 

DIVISION, ENGINEERING SECTION, 

() ; 

~~~~s ... MATTERS 

RE BUREAU TELETYPE TO PHOENIX, MAY 27, 1982. (U) 

BY SEPARATE COVER PHOENIX HAS SHIPPED BY.BURLINGTON AIR 

FREIGHT THE FOLLOWING EQUIPMENT: CU) 

ONE EACH DEKTOR TELEPHONE ANALYZER, SN 1069. 

ONE EACH DEKTOR LINE EXTENDER, SN 1069. 

ONE EACH MICRO-TEL PR 700A, SN 114. 

b6 
b7C 

Exec. AO·Adm. - ~~ -,;. 

Exoc: A!Hnv.-
~~ -.• ": 
.8tec. AO.{:E.S:...--
A5s~llir,,: 

Adm. Servs. ~ 
' Crlm:lnv. __;::_.. 

!dent.---• 
~ ... . . 
, lnsP!~t.~ ~ 
lntell.---

. · t.all<lra~~ __1!. 

t.egilleren-
, Cit ol ciiJ: . • 

& Puti!c ~·.
Roc. ll.~t. ~""¥ 

i~~ .. sc:~ 

J 

ONE EACH SCAWLOCK MARK 5 RECEIVER, SN 78/164. 

0 NE EACH SUPER SCOUT C 1 , SN 394. ~- .. IU) 
~ JUN 11 1982 

-
SUCCINCT SUMMARY OF AUDIO COUNTER MEASURES CACM) SURVEY 

. WILL BE SUBMITTED AFTER COMPLETION OF INVESTIGATION. : ~ (~ 

C AND E BY 1880, REASONS 2 AND 3, DRD JUNE 3, 2002. 

BT 

-

76 JU~82 

-- .~ 
b6 
b7C 

~ 

-- " 



~,----------~~~==~~========~~ 

(..,.. 
~\l KC0005 1342248Z 

~}I RR HQ 

~ .• 
REC.EIVED 

TELETYP~UIT 

'I 
•: • nexec. AD·Ad.'ll. -

UExec. AD·In'l._ 
~EY.cr;, fw·u:.L.FS.,____i" 

DE KC 

R 142248Z rqAY 82 

FM KANSAS CITY (66-470) 

l 4 HAY 02 22 5 3 z 
FEDERAL BUREAU 

OF INVESTIGATION 

TO DIRECTOR (80-805) <ROUTINE> 

BT 

UNCLAS 

ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION 

aC2?UNTERMEASURES /MATTERS 

RE BUREAU TELETY.PE DATED MAY 5, 1982, RE CAPTIONED 

KANSAS CITY DIVISION NOrHNATES THE FOLLO\t]ING 

~Asst. i:!r.~ · ·/-.. 

~ Adm. fel'r- -
' CO;::. , .. N. ---

l ldor.t. ---~ 
t l~:cM-

l:<.:~i . ---1 

l<~·~'U<"J-

l(l";:.l t:w.n-
OH.ofw-.q. I 

& r·Jtilc t.lf:-~. I"' 
Rc~.ll.(;•rt. • 

Tech. G~:v~. ~~~ 
~ Tra:n;n;) 
hetepncne Rm. -

Director's Set'y -

TRAINED AGENTS TO RECEIVE TRAINING AS OUTLINED IN REFERENCED 

TELETYPE: SAL-I _____ ....JIIS NOMINATED FOR THE JUNE 7 THROUGH 

JUNE 18 CLASS AND SA I I IS NOMINATED FOR, THE 

AUGUST 23 THROUGH SEPTEM3ER 3 CLASS. 

SHOULD THESE INDIVIDUALS BE SELECTED, EVERY EFFORT \t]ILL 

BE MADE TO INSURE THEIR AVAILABILITY 

TR A INI ~Xl PERIOD. 

BT 

FOR THE ENTIRE Tt,I)O vJEEK _ // ~ go- gas.-~p-=w~ 
; JUN 2 19it 

-------~ 
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1
1, 0-93 (Rev. 4-26-78) 

y ·~-~ ~ .. ..---::-----..... 
, j 1 8 \.) PAGE 1 OF 2 

V DATE CLASSIFICATION PRECEDENCE -

t 
!' 

i 
I 

6/1/82 UNCLAS PRIORITY 

$F080mPP CGmDE HQ n0080 $nmYE*** 

. FO~OmPP CGmDE HQ n0080 $nmYUmP 021719Z JUN 82 

DIRECTOR FBI {80-805} 

FBI CHICAGO PRIORITY 

ATTENTION: SUPERVISOR L..l ______ ____. 

a 
12 BA.~IC AUJ>IO £,Q.!J.N • ."J:EBM.EASURES TRAINING 

-~-

REFERENCE BUREAU TEI,.ETYPE DATED MAY 5, 1982·, AND 'BUTELCALL 

CHICAGO SUPERVISOR L...l __ ____JI ON M'AY 28, 1982 • 

SAL..I _______ ..... I IS SCHE:DULED TO ATTEND CAPTIONED 

AT QUANTICO TR.AININ.G FACILITY FROM 8:00 A.M., 

JUNE 7, 1982, THROUGH 12:oo· NOON, JUNE 18, 198~. SA ~I __ ..... 

SCHEDULED FOR FIREARMS TRAINING ON.JUNE 11, 1982• 

IN THE EVENT SA ~~ __ ...... ~S UNABLE T? 'ATTEND, FBIHQ WILL 

4 TELEPHONICALLY CONTACTED, FOLLOWED· BY A WRITTEN COMMUNICATION, 

STATING REASONS FOR -NOT ATTENDING. SUBSTIT~TIONS, I7 ~NY, WILL 

2 BE MADE BY FBIHQ ONLY. · 'g'D -.8o .s;-~ f-- --, 
TRANSPORTATION WILL BE PROVIDED FR'OM FBIHQ 'i ~I;!' ·N· I . 

NOT TYPE MESSAGE BELOW THIS LINE 
• 1 A 1 4AtW' 

DATE TELE EXT. 

/1/8i; B035/8 2700 

1 -

1 -1 - ~......--"''"''"T'l'Tt"'"' ___________ __,J 

1 - MR. WITZEL 
1 - MR. KILLION 

i = ~~--------' 
61~'82 DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

w z 
::i 

FOI/DO.I 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 
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' 

• 
2 

PAGE TWO DE HQ 0080 UNCLAS 

DEPARTING AT 7:30P.M., ON JUNE b, 1982. 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 

TO FBIHQ, ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 

SECTION, SA L..l ----------~~EXTENSION 2700 • 

BT 

b6 
b7C 



I 
! 

NOTE: 
' 

SAJ I REPLACES SAl I NEWARK DIVISION, bG 
WH IS uNABLE TO ATTEND CURRENT COUNTERMEASURES IN-SERVICE.b7c 
QUANTICO WAS ADVISED OF THE CHANGE ON JUNE 1, 198?· 
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1262014Z 

HQ 

SJ 

R 0620002: MAy 82 I 
Fl'l SAN JUAN (66•201.:/ 

TO D !RECTOR ROUTINE 

,-

I 
ATTN: TECH SERV'ICES DIV 

I 

BT 

U N C L A S })e. VI 'c. -e~ 
qOUW'ERMEASURa MATTERS ,. 

/ 

---:.-- • ·j 
Tt:tftprF.D 

I UNIT 
6 HAYBZ 20 I q 

' FEDER I z 
DF INvtir7gffti~ 

RE BUREAU LETTER DATED APRIL 2, 1982, CAPTIONED 

"COUNTERMEASURE MATTERS" • 

DUE TO TECHNICAL COORDINATORS ASSIGNMENT OF 

APPL ICANI' MATTERS FOR THE PAST SEX WEE'KS AND CURRENT 

APPLICANT CASE LOAD, SAN JUAN WILL BE UNABLE TO HANDLE . 
LEADS SET FORTH IN REFERENCED LETTER OR OTHER D UT IES 

exec. AD-Adm. -
Exec.AD·Inv.
exec.t~o-tES
Asst..Dir.: 
Adm.Serv~ -
Crim.Jnv.
~dent.--... • 
Inspection ------
lnta!l.---• 
L®~m~C')'

!#.~JCcl!r:-

""~ ''""' -" r~..,..,. ~ tb- ~ -~N 

Tet~~, s~:-, -- "-'l-
Ire!:.!.::>---

t
!!. c1C\\'1;J. 
&Pub:icf'.l,3-

Telc-mo:.~P.!l' -:. 
Olre:<'cr's se;_. :;;-:- ~ 

.' 

t: 1.nSsec. 
~in e~ '!u# zo4: 
~0~. 3 

SET FORTH IN THE MO IG. 

BT 
C('O-Cl05 -;JL/~ 

---··---~ 
5 JUN 14 1$82 

J 

JCL~ 
[l6 JUN 2 8 1982 



'/ 
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FEDERAL BUREAU OF INVESTIGATION 
·, WASHINGTON, D. C. 20535 . \ ~,. 

Date: 6/J..O/ ct 2... Re: 7]E.=e!_tl- fi/1 C/1 J- .£"cPu 1 P ~EA./T 
To: SAC.. ft/~/J;v/~ 

J4TT 98 .1 I q 

• . . ' 

~ 

:.-::. 
) •. J 
' '-~ 

!-,.- ~"'l -... 
r.n -··...J 

;;::; 
':.> 

-? 

C.,') _,.. -(:;N 
!~M 
';.:.1.-l 
%,t:O _,.... 
0 . 
X: w 

. 

-Invoice of Contents 

FX 7b" lf7~9~053 
A pc..,. - ~~I~. 
t:J/t;;t Js;;-
6C- P-1 

7 {)() ENGINEERING SECTION DOCUMENTATION 

~0-KC's-
"' 

.~ 
b6 
b7C 

RETURN TO ENGINE:RING SECTION ROOM 1,046 (Telelift 253) bG 

J /Ja,~;~ FE &1 1 b7C Name of Shipper~ Ext. z..t..L::2- Ship By --=----:--~-...;.:;-:.--r.:--------
<method to use) 

. ~IJ.~ (lQ 
This Shipment ~ackagedr b -'<!:::}~>&~~~~------- Shipping .# _;~;:::....c,._L/-L....~.r--· ------

No. of Packages _ -

F D-514 NO DO NOT TRANSFER EQUIPMENT 



8-268 (Rev. 1-2~82) • ~ • FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535_' 

Date: 6//7/ 9' "l, Re: 

To: I I , 
~,111//f ;V IV 4 /( t; A 

FL/oA 

'1/.P 97 f3..y 
J..t'C.S /2 -C.d'..J' 

~-I}.~J2-

~ 

ENGINEERING SECTION DOCUMENTATION 

/ ' 

('_ 
r. 
;:r,. 

1"11 -;:;;.: -
m ...,_ 

01:!" r· 1-'r' 
wr:: ; 
N;-:- \ " 

• > .. · .. 
n 

* . .:, 

RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 

Ship By £<t: - I ' 
<method t~~e) 

Name of Shippe.._..., ______________ __. 

This Shiprnel'b~-)ck-aged ]lJ_O=->.t-' 'J/_~4~----- Shipping .# 0(_ ~ ~ 
, ¥ "-" UJV P. ®. 

No. of Packages ;( v lltJtpi 

F D-514 NO DO NOT TRANSFER EQUIPMENT 

\.. 

, • . . . 
~ 

' . ; 

----

b6 
b7C 

~ 



rJ 

li 
I JK0002 1451515Z 

pp HQ 

' 

4/U> 

~DE JK 

P 251515Z MAY 82 

Exec. AD·Adm. _ 
Exec. AD·Inv._ 
Exec. AD-LES-
Asst. Dir.: 

FM 

TO DIRECTOR 

BT 

UNCLAS 

PRIORITY 

ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING 
:20C: 

sEcTION, sAl I 
~OUNTERMEAS~RES MATTERS -·· 

RE BUREAU TELETYPE TO ALL OFFICES, MAY 5, 1982, 

AND JACKSONVILLE AIRTEL TO BUREAU, MAY 7, 1982. 

BY REAIRTEL, JACKSONVILLE SUBMITTED SAL-I ___ ...J 

Adm. Scrvs. _ 
Crlm.lnv. __ 
ldent. ___ 

1 

lr.spcction _ 
lnlel1. __ _ 

la1mrato..y __ 
lcgalCou~ 

011. cf Cor.g. 
& P<.blic!Jf::. _ 

Director's Sec'y _ 

L--------JjAS NOMINEE TO ATTEND SESSION FROM 8/23/82 TO ·9/3/82. 

IN ADDITION, JACKSONVILLE SUBMITS PERRY SPEEVACK AS 

NOMINEE TO ATTEND SESSION- FROM JUNE. 7-18, 1982. 

BT ?o _ 'f0~- .:_ a~~~ J~:, -- dbi 

~~ 
((/JY' 

61 JUL 13 '82 
'7~1 

. . ' , . 

__... -- __.,-

b6 
b7C 

b6 
b7C 

b6 
b7C 



... 

. ' 

.71 

Memorandum ". • Exec AD Adm. __ 

Exec AD lnv. -
Exec AD LES_ 

' Mr. Bayse llJ (? 
... _.>""" ,__., 

, Date ·'s/2Sf82 To 

Aut.Dir.: 
Adm.Sorvs._ 
Crlm. lnv. __ _ 
ldent. ___ _ 
Insp. ____ _ 

lntell. _..;..__ 
Lab. ____ _ 

Legal Coun.
Off. Cong. & 
Public Ails._ 

Rec.Mgnt,_ 

Tech. Sorvs.
Training--

Su~SIC AUDIO COUNTERMEASURES' 
TRAINING COORS 

·o /- ) 

eo·(/t'VTe f<. M e~rsv At.OJ 

Telephone Rm. _ 

Director's Sec'y-

'JUNE 7-I 8 , l9"8"2 
-QU~NTICO TRAINING FACILITY 

l V'/L. 

PURPOSE: To identify candidates for captioned training. 

DETAILS: A two-week training course on "BASIC AUDIO COUNTER
MEASURES" wil'l be held at the Quantico- Training 

Fac·ility. from June 7 thro')J.gh "18, 198'2. 

Based on the need of their respective offices for 
personnel trained in audio countermeasures-, the following 
personnel have been selected to attend captioned course: 

SA Boston 
SA Jacksonville 
SA Kansas City 
SA Las Vegas 
SA N~~ SA Newr,:!~v n· 
SA Ph,ladel~hia 
SA W~n Field 

ET 
F IHQ 

ET 
FBIHQ 

SA 
FBIHQ 

b6 
b7C 

: 

Scheduling of the training course has been previously 
coordinated with Training Division, Quantico, and confirme~·t~h t 
I I on May 24, 1982. 0(} _ fOs£.- .. ".t(;yb6 

DE·.~ 0 ~· I .+ ::.. ;;(f :/l[/b7C 
,_..~\> 

Enclosure 6 MAY 27 1982 
' ~ 

4 -1 
~A~t~tn--:~1~--r~=---------------~ 

r 
1 - Administrat~i-v-e~S~e-r-v~i~c-e-s------~ 

~~ Division 

~~; 31&:p~{) (13) 

1 - Mr. 
1 Mr. 
1 - Mr. 
1 -
1 
1 -

Bays~---: 
Witzel 
Killion b6 

b7C 

1- A\. 
....._ ___ CO_N_T__.INUED - OVER "'(/! 

J.~s:-dl(G1\t:JN.tT:· FBI/OOJ' 



., 

Memorandum to Mr. Bayse 
RE: BASIC AUDIO COUNTERMEASURES 

TRAINING COURSE 
JUNE 7-18, 1982 
QUANTICO TRAINING FACILITY 

RECOMMENDATION: That the attached te1ety~~ be sent. 

-"APPROVED: Adm. Servs. Laboratory ___ _ 
-- Legal Coun. ----Crim.lnv. __ _ 

Director 011 of ~ongf.f 
e.Pcb .. cA~. Exec. AD·Adm. __ ldcmt.. ____ Roc. Mgnt. 

Exec. AD.Jnv. _ Inspection:...--- Tech. Servs. 
Exec. AD·LES _ lntell. Training · 

- 2 -



• 
JUNt:: 82 

2) 
. 

R (80•805) 

L!:L £ Cl' R OfH 9 AL AL.Y S I iD UN I I , ;;iAJL..__,...__,...__,...__,...__,...__,...____J 

~~~~~~~~!'- MA'I I ER 

AILANIA r~&.L.t.PHQN~ CALL -:ro BUREAU JUt~E s"~ 1952. 

' 'As BUREAu'~IS AWAH~, AIL.ANIA OIVISIO.flf HAS BEEN RiQUESTED TO 

COU'NT£::RMC:ASURI:: I NVb:SI I GAilO'NS, NAM£L Y AT THE OFF'ICE 
J 

·ANALYSER. 

, txec. Ail-Adm 
I . · ·-

Exec. AD-In~ 
E 

. ·~ 
xee.Ao.~E~ 

f..s&t. Oir.: · 

... ..... -... .... -- .·· 
r' ---- /Mii ... 

;" ! : 
~ 

. 

b7C 
b7E 

"'i 

'l 
' 



I' .,·,_, .. , 

001 1611952Z 

J 

• 
RECEiVED 

Luz:;;~?~z 
fEDERAL 6-UR.EAU 

GF IttVESTIGATION 

r:xtc. AD·Adm. ~ ' 
::x~·- AD-Inv.--- 1 

Exec. AD-UL- ; 
Asst. D1t •: ., 

Adm. SeNS. ;

cnm.tnv. ~ 
!dent.,_..........,......_, 

~~ 
lnteQ. ___.,_--. 

L.alloratQIY -
Legal CoKn,:-
Off. of-Cling. 

&_Public 
Rec. Mgat. .1--....-:llr--

Traini --. --• 
~~lepl\oo.e~. - · 

Director'$ Sec'y -

_ flO~< 
'Iii CHl-H CAL ;;;t:RVlCiS D 1 VIS I 0 ;~ 

MAIIE:HS 

R,a: BUR!i:AU LEtiER DA:fi::D APRIL. ·? 1982 AND SAN JUAN Ti:LETYPC: 
,.,, ;> .- ' 

DATiD ·· M.A Y 6 ,. , 1_.982. 

SA.N '.JUAN D.I,VIS N/'Ml NGVI::R~FFO IO C0r•1PL Y WITH 
. . 

1fNSt~UCt'lONS SET FORTH I-N REFB:Ri::NCc.D BUR~AU LETiliR. PRIORITY 

B~~~~N\I;p>·F~IHQ Il:.CHl~l CAL ~~~iDS AND 

AS ' RE C.li1.: ~D AI 1 01'VS ARl!: COIYJ Pl. I c.D W I I H •. 
. .·J ~ 

-~ ~vx~·p.,'~~ 
(,.(.,:;/ .. ·~ 

'• -~-' .. - - - ~ 

t·· 

FB1~@55~DM~1f 
.__.-~ ........ , __ .-·~·· .... ~J!~"~"'"'" ,.;~1';' ~ 

D JUN.,£r.3!J2 
f .. ' - 4' -.· c ,.. ....... 

•=•:ll!!!l"'d .... 
. ' •t:· "l 

; j'• 

I ')0' • .. 
<;> . I 

... C./I 10J 
-~ . . ~ 

·if1·.·····.·.···~··.···········.··.· - - - ·> ... , _- __ -_ -_ 

. '~ .. )"' . ·, -- .. 
~ 

- ··-1 

b7C 



Date: &/.25'/<3 2-

To: $/J-C. .A/11 JCJ./4 / 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re: 

b6 
b7C /477,

1 
8/J L.-1 ........ .----------J ~ 

_____ ....;;.._ ______ -----.Invoice of Contents --,------:::~~6+-lf--------

FB~$0-:$0£' 

; cA 

.. 

NEERING SECTION DOCUM 

RETURN TO ENGINEERING SECTION, 18046 (Tel . 3) 

Name of Shipper] IExt. 6/o/;~ 

No. of Packages 
~·· - : l~ -- ) . 

?E: p~, .1. b6 
Ship By --~~---'-:!. --:-:-~'\'-L. ''-:-=:::;:;,_ __ ___.. b 7 c 

<method to use) 

Shipping # -·3-..L'-/-l-J..S:-k-------

FD-514 NO ),~ • . - DO NOT TRANSFER EQUIPMENT 



IIIII 
8-268 (Rev. 1-20..82) 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Date: 6/23/82 Re: Technical Equipment 

To: SAC, Indianapolis 
' Attention: SA L.l ____ __. 

l·Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

C'-1 
c::t:> ... 
~ (!) 
(.:1- ::::: 

0 ';0 ~N UJ :::· UJ(f) 
a.. 

N 
Wr-l 

0... -Cl - :::'""' ..... CD -, tl) .,., ::::: 
r-l UJ 

-= ::;:) 
-'? 

1 ''i .. EO 1~ 

JUN231S92 

\ t,.if FBI 

\ . 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 <Telelift 253) 

• • 

b6 
b7C 

Name of Shipper_J-L---------~ Ext. 4915 
' 

Shl·p By Registered Mail b6 __.-~-~;!..!c.l~C.ld..~cL!o..o"'----..-~ b 7C 
<metho~ t<? use) 

This Shipment Packaged by _.....la~l£2,_~--"------__,- Shipping # -4:0J.x-~'f-r7------
J 

I 
No. of Packages 

F D-514 DO NOT TRANSFER EQUIPMENT 



---------------~-------------~--~--------~-~~-~---~~,_----~--------~----~--~------~--------------------------~ 

8-268 (Rev. 1-20-82) 

Date: 6/23/82 

To: SAC, New Orleans 

• FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re: Technical Equipment 

'- Attention: SA ._I ___ ___, b6 
b7C 

I

ll, 
--------,.---------Invoice of Contents ----..... -r-LYlfJ-::.J~---------

FBI File# 80-805 

1 Each FL 10 Filter (NSN) 

This will become part of the· Scanlock Kit. 

JUN2.4 1S~2 

115045 
(pP.'If8~ 

FSt 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 <Telelifl253) 

fT1 
% 
C) ....,_ 

tp% 
t-'I'T1 wm 
N~ -% 

C") 

C:.-c:: = 
r-.::::;. <.n 

:X: -0.: -o 
-o 

"- rn (C 
0 

~ _.. .. 
;.~ ,_, 

Name of Shipper E,n I Ext.-~ b6 
Ship By _J;jR;..ee~g~i..:;si..'tt:.ee~r~e~dL-.f'lM~a.o.J.i...J.l.-------' b?c 

· <method to use) 

Shipping-# _, __ J_~_..:.,.-1/----,...----7/~ This Shipment Packaged by ---.....:..--:>'pc-<7--------
/ 

I 
No. of Packages 

ll d t f : " . 
FD-514 NO . ffLl ,, ~ TRANSFER EQUIPMENT 



8-268 <Rev. 1-20..82) 

Date: .6/23/82 

To: SAC, Newark 

• FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, ·D. C. 20535 

Re: Technical Equipment 

\ Attention: SAL.I _____ _. b6 
b7C 

----------------Invoice of Contents -----,~£1~1....!'---------
FBI F~ 80-805 

1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

7J505l/ 
. tpj;).l/ c:?~ 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 18046 <Telelift 253) 

1'11 ::: 
.... ~ en:: ...,rn 
wrn 
N::P 

;: 
«') 

' 

-...· 

c.-
~ 
z (fJ _,... --' --"0 

"'(f 
U'· l'f'l (1\ d 
~ :::r= ... 
c::o 
r...> 

Name of Shipper . ET I Ext. 4915 Ship By -.~~~~~~-!Y.ij~l.--------"~~c 

T~is Shipment Packaged by __ &-=....,{/.,t=~I-------- Shipping-# __ ]>G.,-·. ~/_-==':5=------
No. of Packages · 

F D-514 NO NOT TRANSFER EQUIPMENT 



8-268 (Rev. 1-20..82) 

Date: 6/23/82 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535. 

Re: Technical Equipment 

To: SAC, San Francisco 
' .Attention: SA~~-------------------------~ b6 

b7C 

--------------------------------------------1 nvo ice of Contents ___________ _,,..__,.q...:...::...-___..___..___..___..___.. ___ _ 

80-805 

1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

;-·. 

, JUW2.4 ~~ 

f"SI 
c:--=-..--=--~ 

ENGINEERING SECTION DOCUMENTATION 

RET~RN TO ENGINEERING SECTION, ROOM 18046 <Tele.lift 253) 

• Name of Shipper ETI Ext. 4915 Sh. B Registered Mail b6 tp Y ---==~:1.=7:!...!:=:::=::=-~=~---"b?C 
· <method to use) 

This Shipment Packaged by --~~l:r--------------------------------- Shipping-# __ :J..;...~~h;;.__ ____ _ 

No. of Packages 

F D-5 I 4 NO DO NOT TRANSFER EQUIPMENT 

.. " 



8-268 <Rev. 1-20-82) 

Date: 6/23/82 

·e 
FEDERAL BUREAU OF INVESTIGATION 

WASHINGTON, -0. C. 20535 

Re: Tec~ical Equipment 

To: SAC, Albuquerque 
' Attention:. SA L.l ___ .....~ b6 

b7C 

----------------Invoice of Contents -----.JJ!J~.Jt.~-·-----------
FBI F-ile tz2.k-C.Y~wo~-RcuOQ5c-----

1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 

rrt 
:z: 

.... ~ 
co::: 
,_.IT! 
wm 
1\J;;u -:a: 

C") 

~""' :::;.:: 
......... 
..c 

~ 
tr, 
c 
.:::-
::r. 
ci5 
~ 

Name of Shipper Ship By Registered Mafl 
· <method to use 

(/') ...... --, , 
rt1 
0 "" 

_b6 
b7C 

This Shipment Packaged by __ "Z!t.=:.,.
41
t:...._ _______ _ Shipping.# ~3~/"--Lf ___ ....__ __ _ 

No. of Packages I· 
'-

FD-514 NO \/l f_ \.. DO NOT TRANSFER EQUIPMENT 



-----;--- ----

8-268 <Rev. 1-20-82) 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Date: 6/23/82 Re: Technical Equipment 

To: SAC,. Baltimore 
\ Attention:. SA~~----------~ b6 

b7C 

---------------------------Invoice of Contents ----·-----1-IA~·'-1-J/.:....:l~------------
FBI F~~8~0~-~8~0~5 ______ _ 

1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

JUN2.4 t~~z 

fBI 

ENGINEERING SECTION DOCUMENTATION. 

RETURN TO ENGINEERING SECTION, ROOM 18046 (Telelift 253) 

fT1 
% 

.... ~ 
a7% 
1-'ITJ 
WfTl 
·N~ 

:::: 
C) 

C.-c:: 
:;::; 
......._ 
.I; 

C. 
t. 
\.(· -· ~-

'~ 
f'-.,) 

Name of ShipperE~ITJ~--------------...J.I _____ E.xt.!2._l,_S__ Ship B~egistered Ma i l 
· <method to use) 

U) 

-.... -.., 
m 
0 

-. 

b6 
b7C 

This Shipment Packaged by __ _.._~_;...._ _____ ....,_. ____ _ Shipping # _ _!3,::::;.'.=&r:._::2..,....:3=-----,---

No. of Packages ---i-1"\f:l''-r-·~~~~t----------------o ,,. I ul 

~vv.0_vbo NOT TRANSFER EQUIPMENT FD-514 NO 



--------------------------------------------------~----------~~--------~~ 

8-268 (Rev. 1-20-S2) • FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, ·D. C. 20535 

Date: 6/23/82 Re: Technical Equipment 

To: SAC, At+anta 
1 Attention: SAl b6 

b7C 

----------------Invoice of Contents ---+~-r,<'--~"-·----------
Fl~ __,~;8.u.O.t.;;-;;.s.8.u0.~-S.t-------

1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

lwArr.eo 19 

-\ JW!2 4 19-&2 

fBI 

715047, 
G:J}Jif ?d--

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 18046 (Tele~ift 253) 

m 
:z: 

,_.~ 
co:z 
I-'m 
wm 
N::O 

% 
C) 

.. 

c.._ 
= z 
.........., 
..r: 

OJ 
.t: 
~ 
:::;;.. 
== ... 
CIO .-.., 

Name of Shipper ~L...--------..1-1 __ Ext. 4915 Ship By Registered Mail 
· <method to use) 

(/.') 
::t: 
-o 
""tJ 
m 
0 

. ' 

This Shi pm~nt Packaged by --t.Z.~I:........;'/-~ _ __, ______ _ Shipping # --~3___;;;._-.j,__ ___ _ 
No. of Packages --t-il-+-------------- ' 
FD-514 NO DO NOT TRANSFER EQUIPMENT 

b6 
b7C 



------~------~-----------------------------------------------------------

8-268 <Rev. 1-20.82) 

Date: 6/23/82 

• FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re: Technical Equipment 

To: SAC, Omaha 
Attention: SA ~...I ___ ..... 

1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

r 

FBI 

ENGINEERING SECTION DOCUMENTATION 

80-805 

b6 
b7C 

RETURN TO ENGINEERING SECTION, ROOM 18046 (Telelift 253) 

Name of Shipper ET! I Ext. 4915 Ship By -.:!R~e~g:Lti~s~t~e~r=-!ie;;c.!,d<1-J,;M~a~i~o..ol~....-. ______ bG 
<method to use) b7C 

This Shipment Packaged by ____ 7/=:;..._.,.;~.c-------------
/ 

3d2._ 
Shipping # -----~------

No. of Packages 

DO NOT TRANSFER EQUIPMENT 



8-268 (Rev. 1-20-82) • FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Date: 6/23/82 Re: Technical Equipment 

To~ SAC, Los Angeles 
Attention: SA.~I ............... ~ 

1 Each FL 10 Filter (NSN) 

This will become part of the Scal}lock Kit. 

FBI 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ~NGINEERING SECTION, ROQM 18046 (Telelift 253) 

\, 

b6 
b7C 

Name of Shipper ET I I Ext: 4915 Sh. B Registered Mail b6 I p Y --.::.:;:,;-==;:..:;~::.=.-=:=::..... .......... __.:;b7C 
" <method to use) 

This Shipment Packaged by _______ V _____ -~<l:__. ......................... -- Shipping # __ 3-"f--f.Z------
No. of Packages /i~ .~. I 

'161 ~\ 

FD-514 NO NOT TRANSFER EQUIPMENT 



---------------------------~----~-------~------------------------~----------------· 

8-268 (Rev. 1-20..82) 

Date: 6/23/82 

To: 

FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re: Technical Equipment 

SAC, Detroit 
' Attention: SA~...I __________ __,I · b6 

b7C 

-----------------------.:..._ _____ 1 nvo ice of Contents ---------f-.7P-"'-----'--;----..,..----....;..._-

FBI File 

1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

""l~:n f:'J - ~3 

~-.)J. 

JUN2.4 1S&Z 

•~ t.f!l~Q 

~/J.tf l?d-
. 

~' 
::7.: ,.., ,......... 

:z: ..r. 
,_,!:'2 
en:: 

QJ ,_,, w, 
N;:a 1-- ,_. 
~ :z:,.. C') 

::t: ... c:o 
. ~ 

y, 
.:.z: -"'tt 
"" m 
1::1 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 

Name of Shipper ETI I Ext. 4915 

This Shipme1,1t Packaged by ____ V __ -t.J=,c._. ___________ _ 

No. of Packages 

b6 
Ship By --=R.:.;:e=-=g~i~s::..:t::.::e;:.::r...,e::.::d:::....:..M"-7a=-=i:..:::l=------__,..;_. b ?c 

(method to use) 

Shipping # ----L-<r'?~/;_8=-------

FD-514 NO DO NOT TRANSFER EQUIPMENT 



,, ----------...-------------------~-~---.... --.... -----------.........----.... -~~---~-----.... -~-~-~-~--~-.... -~~ .... --...-... ....... ---------....--....., 

8-268 <Rev. 1-20.82) 

Date: 6/23/82 

• FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, -D.~· 20535 

Re: Technical Equipment 

To: SAC, Minneapolis~------~ 
1 Attention: IL...-______ _. 

1 Each FL 10 Filter (NSN) 

This will become part of the Scanlock Kit. 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 18046 (Telelift 253) 

• 

80-805 

b6 
b7C 

Name of Shipper _ _.E .... T-ti ______________ __Jl Ext. _ 4 91S ship By ---'R::..:.e;::;g:~..:l.::;:' s:::...t:::::e::.:r::...:e:::.::d:::......:.M:::a::..::i::..:l=----------b6 
<method to use) b7C 

This Shipment Packaged by __ v~....,.,.,p.L: _______ _ Shipping # ____ J_I_{.;;._ _____ _ 

No. of Packages .C)1 r. -\. I 
FD-514 NO DO NOT TRANSFER EQUIPMENT 



J 

8-268 <Rev. 1-20-82) • • FEDERAL BUREAU OF INVESTIGATION. 
WASHINGTON, ·D. C. 20535 

Date: 6/23/8 2 Re: Technical Equipment 

To: SAC, Dallas 
I • • AttentJ.on: 

1 Each FL 10 Filter {NSN) 

This will become part of the Scanlock·Kit. 

, JUN 2 4 "'S02 

FBI 

7\'5050 
. f:;j~y/8~ 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 <Telelift 253) 

80-805 

~ ... 
== fTI ,........ 

% ..c. .... ~ 
c:o::z: co ...,m 
wm 

"" N::o - ,_. 
== ~ C") ::r-

~· co 
1"'-..l 

(/) 

::r -., ., 
rrt 
0 

-, 

b6 
b7C 

Name of Shipper_=E""'T-LI _______ .....JL Ext. 4915 Ship By --lRMe~gi..Jj~s;Ut.;;.~:e::.~r;.:.s:e:!1.d~M!.LCa:uiull-__ -"~b6 
' <method to use) b7C 

This Shipment Packaged by __ --z....._..!/-:.__ _________ _ Shipping # _..._~ .....:3::..:~=:0::::::.· ------

No. of Packages 

FD-514 NO 



8·269 (7·24·81) -

FEDERAL BUREAU OF INVESTIGA~N 
WASHINGTON, D. C. 20535 

DATE: II I I pI f I Re: 

To: SA-c c !-/teA c:; o 
/+1"111/ GA ~,.....;....---------. 

--------;======::::;---Invoice of Contents ___ ~,fJlb_~,&."-------------
~;tum to ENGINEERING SECTION 

NAME OF SHIPPER____.. _____ ___._ ___ _ 
Room 1 8046 TL 253 

METHOD OF SHIPPING e e 0 ERA~ EX I'R e .s .s ,..--
- FBI File'# JP()- f ~~ 
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~ 

TRANSMIT VIA: 

Q Teletype 

D Facsimile 
ES Airtel 

/ 

PRECEDENCE: 

D Immediate 

D Priority 

D Routine 

FBl 
CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date __ 6...:../_8..::./_8_2 __ __, 

-----------------------------------------------------

TO: DIRECTOR, FBI / ~ 
Attn: Technical ;rrrvices Division 

FROM: SAC, SAN JUAN (66-201 

ReSJtelcal to Technical Services Division, 6/6/82. 

As discussed in referenced telcal, San Juan 
is requesting the use of a Scanlock Receiver for approxi
mately one week at the conclusion of the technical train
ing class at Quantico now in session. 

The receiver will be used to conduct countermeasure 
surveys as set forth in the MIOG and to keep countermeasure 
trained agents current in its use. 

r:J Bureau 
\~San Juan 

JB:cmj 

---NOT RECORD~D 

23 JUN 1 4 1~82 

Per _____ _ 

... 



8-268 <Rev. 1-2{}.82) • • FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, -D. C. 20535 . f"'""'o\ -. 

Date: b/.:2-V$ 2- Re: fC:C .. :tfA/tc:!...rl-L. EQ ()I ft1/l.FV/ 
To: S!fc_ S/TN Jvfl-A/ 

I 

FBI Fil 

{.A,} 

r--.) 

b6 
b7C 

.. , 

c~1NGINEERING ~~6c;~~~~~~~~5u3~ENTATI0%1m:.~;;7;: ~ L. 
Name of Shipper -=£=-4---L_ ____ ~_...J Ext. !-lt/S Ship By ~ ;L7f =~ ,:f_b?c 

<method to se) 

This Shipment Packaged by --zj Shipping #_£...t.c3::::;,.;{;~_(..!,_ ___ _ 

No. of Packages 

FD-514 NO DO NOT TRANSFER EQUIPMENT 

1 • 
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TRANSMIT VIA: 
0 Teletype 

D Facsimile 
cj AIRTEL 

PRECEDENCE: 

0 Immediate 

D Prior.ity 

D Rolltine 

FBI 
• 

CLASSIFICATION: 

D TOP SECRET 
0 SECRET 
0 CONFIDENTIAL 

0 UNCLAS E F T 0 
0 UNCLAS 

Date 6/14/82 
~-----~-------------------~---------------------

~ TO: DIRECTOR, FBI 'JO -~.0 
\ ~ ATTENTION: TSD - ENGINEERING SECTION 

FROM: SAC, SAN ANTONIO (66-269-SUB 3)(DEAD) 

TECHNICAL MATTERS 
SAN ANTONIO D ~ISION 

~ L..t)v ~~\~\--t( •• }~~fl\?>~.s{.) tLt~s· 
Reference Bureau letter to All SACs, dated 4/16/82, 

captioned "TECHNICAL EQUIPMENT - UPDATE"; and San Antonio airtel 
to Bureau, dated 6/ll/82, captioned "MONTHLY TECHNICAl,. REPORT 
SAN ANTONIO DIVISION". (U) 

For the information of the Bureau (TSD), the foll 
information is provided regarding a recent countermeasure (CM) 
survey conducted by the San Antonio Division: (0) --

1. Place surveyed -~ 

2. TTA's Conducting Survey - SA 
SA 
SA (U) 

-I 9Q-~0- 0~ 3. Case File I -~ _ _..-._" 

.... 

4. Time Spent - 4 hours (includes 
allocation) (U) 

preparatory time 

s~F €!!!:f
eD- Bureau f-(50-~ ~ ~ 

;RECORe~ 
9 JUN 1 ti l:.di 

2 - San Antonio 
1 - 66-269-Sub 3 ~AND EXTENDED BY G-3 
1 - 66-269-Sub 5 REASON FOR EXTENSION FCIM, II, 

JDH:mem 1-2.4.2 (2) & (3) 
(4) DATE OF REVIEW FOR DECLASS 

JUNE 14, 2002 

,a Approved:a{J//J ~ 
~{(>\ '1@ I 
17 JUL 0 81982 

b6 
b7C 

b7E 

I 
--1 

I 
b6 ' 
b7C 

11 



• 
·~ 

SA 66-269-SUB 3 

5. Number of Rooms - Two (U) 

6. Equipment Used - Scanlock Mark V 
Keiser Secur.ity Kit ~ 

7. Problems Encountered- Marriott Hotel is in close 
proximity to the Tower of 
the Americas, a 650-foot 
tower with a revolving 
restaurant and bar. ·This 
tower is the transmission 
point for most (if not all) 
San Antonio TV and radio 
stations. This condition 
resulted in the Scanlock Mark 
V locking on the most powerful 
stations until the squelch 
control was adjusted to almost 
full squelch range. ~ 

8. Final Outcome - CM survey completed with no devices 
located. (U) 



' '· i' 
! 

t 
{ 

DATE: 6/22/82 

R~;~~1~, SPRINGFIELD (66-29) -P-

SUBJECT: ~ECHNICAL MATTER - COUNTER MEASURES 

UN~· STATES GOVERN MEN?-·~-.· .. 
memorandun1. 

··~ 

(SCANLOCK) 

TO: DIRECTOR' 
(Att: 

FBI Q C.o.J rV-\..tt..~~- 'A-5\J(l~ 
i;Jh:ic•~ Se::i~es Di~ision 
Coun er 1eas · es Sect1on) 

Re SI airtel to Bureau, 4/26/82. 

Enclosed for the Bureau under separate cover is one Scan
lock kit bearing SN 79/057, which was recently loaned to the SI 
Division in order to conduct appropriate counter measures survey 
as required by the Bureau in RA space. The unit is being returned 
to the Bureau, inasmuch as this need is no longer warranted at 
this time within the SI Division. 

fJI~() 

1 cr.-P 
(])_ Bureau_(l: Package)(Enc. 1) · 

2 - Springfield (66-29) 
RVE/pmm 
(5) 

- 1* -

OPTIONAL FORM NO.IO 
(REV. 1-80) 
GSA FPMR (41 CFR) 101•11.6 
5010.114 

~u.s. Government Prlntlnt Office: ltiC>-311·153/1042 

b6 
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RECE\VEO 

TELETYPE UtHT 
82 ~ 

7 3 JuH 8l l 9 ~ ~ z 
M NEW HAVEN <L39-NE\O <P> ... 

FEOERAt. BUREAU 
TO DIRECTOR IMMEDIATE OF INVESTIGATION 

BT 

• 

UNCLAS E F T 0 a~ 

r'I)T N: TECHNICAL SERVICES D.-I_v_. --~~==============--------. 
~U tQ.~~:J$,A1peU$~~ .. ~.EEP OF L...----------------1 

NEW HAVEN , CT. 

RE TELCALL BETWEEN SA ._I ____ ____.I, NE\~ HAVEN, 

ANDI I JUNE 23, 1982. 

N~~ HAVEN IS DESIROUS OF COUNTER-MEASURES EQUIP-

MENT TO BE UTILIZED IN 
L...-------------------------~ 

NE~J HAVEN. DURING NIGHT OF JUNE 22, 1982, AN ENTRY 

WAS MADEL..-------------------------------------~ 

lAND IT IS THOUGHT THAT POSSIBLY THIS r; 
ENTRY liAS EFFECTED FOR ELECTRONIC MEANS, CJ/),.,...~ ~;;;?~~-u 
AS A RESULT, HAV~~E~ESTEGJ~~T ~ n l 

~~~ 
I 
t· 

:17 JUN 28 1982 :1 
hi~ 

"· 
---~ 

b6 
b7C 

b7E 

b6 
b7C 



PAGE T\~0 NH < 139- NEW > UNCLAS E F T 0 

L...-_ ___.1 THIS IS TO INCLUDE BOTH HARD WIRE AND RF. b7E 

BT 



.... - «' ... 
-,--~-

. Memorandum • • d'-Vf 
Exec AD Adm, _ 

Exec AD lnv, ·
Exec AD LES-

I 

)'~· Aut.\'?lr.: 
Adm..'Servs._ 
Crlm. lnv, __ 
ldent, __ 
Insp. __ _ 

I 
To :~~r.-Bayse Date 6/17/82 

lntell. __ 
Lab, __ _ 

Legal Coun. -
Off. Cong. & 

From ('\/T.J ~Witzel 
~~ 

Public Alfs.

Rec. Mgnt, ~--
Tech. Serv~~ 
Training __ 

Subject: AUDI0..._80UNTERMEASURES 
TRAINING IN-SERVICE 

Telephone Rm.
Director's Sec'y-

AUGUST 23 THROUGH SEPTEMBER 3, 1982 
QUANTICO FBI ACADEMY 

PURPOSE: To identify candidates for captioned traini~g. 

DETAILS: A two-week training course on "Audio Counter
measures" will be-held at the Quantico FBI Academy 

from A~gust 23, 1982, through September 3, 1982. 

Based on the need of 
for personnel trained in audio 
following Special Agents (SAs) 
captioned in-service: 

their respective field offices 
countermeasures (ACM), the 
have been selected to attend 

@) SA Baltimore 
SA Cleveland 
SA Jacksonville 
SA Kansas City 
SA Las Vegas 
SA Los Angeles 
SA New York 

:.===========--.....c:::::;TO~a~o.s-1u.1 
FBIHQ ca\\l 

ET .,., --..:.... ---
FBIHQ --...... 

SA 
9 JUN 23 198~ 

~-------------~ FBIHQ 

Enclosure 

4IL-------------~~--------------------------. 
Attention: 

1-1 I 1 - Mr. ~ayse 

- --. 
1 - Mr. Witzel 
1 
1 -·~.L...&..~L...L...l....u..I:.U......, 
1 -
1 -
1 -
1 -

~:pjf/1~ r, 1\1 
(14) '( ~ U)J~ CONTINUED - OVER 

7on 
}6. JUL 1 2 1982 -av FBI/OOJ 

b6 
b7C 

b6 
b7C 



• • .. . • 
Memorandum to" Mr. Bayse 
RE: AUDIO COUNTERMEASURES 

TRAIN-ING IN-SERVICE 
AUGUST 23 THROUGH SEPTEMBER 3, 1982 
QUANTICO FBI ACADEMY 

Scheduling of the above in-service has been 
previously coordinated with the Training Division, and 
confirmed with on May-24, 1982. 

Firearms training for above SAs has been scheduled 
for Alqust 27. l982, and confirmed with Supervisory Special 
Agent_ I Quantico FB~ Academy on June 9, 1982. 

Attached for the Training Division is a copy of the 
training schedule curriculum. 

RECOMMENDATION: That the attached teletype be sent. 

APPROVED: 
Adm. Sorvs._ Labomtory ___ _ 
Crlm.lnv. ___ Legal Coun. __ _ 

Off. of Cong. 
Director & Public Affs •. __ _ 

Exec. AD·Adm._ ldot:~t. Rec. Mgnt. 1r;;;c... 
Exec.AD·Jnv. _ Inspection. ___ Tech. Servs.:WAf>l(F-
Exec.AD·LES - lntell. Training----

- 2 -

·. 

b6 
b7C 

b6 
b7C 



0-93 <Rev. 4-26-7~n ..., .., 

PAGE ' 
DATE 

CV JK KC LV LA NY TPmDE HQ n0117 $n 

JUN 82 

{80-805} 

BALTIMORE ROUTINE 

CLEVELAND ROUTINE 
I . 

JACKSONVILLE ROUTINE 

KANSAS CITY ROUTI~E 

LAS VEGAS ROUTINE 

LOS ANGElES ROUTINE 

NEW YORK ROUTINE 

TAMPA ROUTINE 

CLAS ~. 
~~-\ 

~ 

CODNTEf2..mEASu ~&S 

DI.O. _COUNTERMEASURES,. TRAINING IN-SERVICE 
-"'--~-· .......... ......,., .......... .,... ..... . ----.: . 

·REFERENCE BUREAU T~LETYPE DATED MAY 5, 1982. 

THE· FOLLOWING SPECIAL AGENTS '{SAS} ARE SCHEDULED 

APTIONED TRAINING AT QUANTICO 

2 GUST 23, 1982, THROUGH 12·:00 

/O'D rfW 
76 JU[ 1 2 1982 

DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

w z 
::::; 
Ill 

:i: ... ... 
Ill 

~ 
w 
0. 
)o ... ... 
0 
z 
0 
Q 

FBI/OOJ 
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0·93A (7-19·77} ; 

·~ 
DEPARTMENT OF JUSTICE e 

FEDERAL BUI'!EAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

r:-P~AG;;.;:E.......::2 ___ .._1_~----..::.CO;:;;N;.;_T:..:;IN:.;.;UATJON SHEET 

~A~.Ev~1l'.W.Q.c DE HQ 0117 UNCLAS -

SA I I - CLEVELAND 

20_ SA - JACKSONVILLE 

18~ SA KANSAS tiTY 

SA LAS VEGAS 

SSAAI IL~S .ANGELES 
. . - NEW YORK 
~==========~~ 

SAl 1- TAMPA .. 

16 ~ 

THE ABOVE SAS ARE BEING SPECIFICALLY SELECTED. IN THE 

12&:VENT ANY SA IS UNABLE TO ATTEND·~· 'FBIHQ WILL BE''TELEPHONICALL y~ 

~DVISED, FOLLOWED BY A WRITTEN·C~MMUNICATION, STATING REASON{S} 

io~OR NOT ATTENDING. SUBSTITUTION~, IF ANY, WILL BE MADE BY 

.fBIHQ ONLY. 

8 1-
A~L SAS ARE, SCHEDULED FOR FIREARMS TRAINING ON AUGUST 27, 

"· 
1982, AND ARE TO BRING THEIR AUTHORIZED HANDGUNS WITH THEM TO 

1- ' I 

-.. ' 
6 JHE ACADEMY FOR INSPECTION. 

f- TH+S COURS~, WH~CH IS TWO WEEKS IN DURATION, PROVIDES 

4~TTENDEES WITH THE TECHNIQUES F~R CONDU~TIN~ AUDIO COUNTER

~EASURES {ACM} SURVEYS AN:J) A TH'OROUGH UNDER~J'AN]}ING. AND 

2~NOWLEDGE IN THE USE Of THE BURE:AU'' S A'CM EQUIPMENT INCL~DING 

RADIO FREQUENCY RECEIVERS, TELEPHONE ANALYZERS, SPECTRUM 
DO NOT TYPE MESSAGE BELOW THIS LINE 

I 

. 

. . 

w z 
::::; 

!!! 
:X: ... 
tii 
~ 
w 
a.. 
>... 
0 
z 
0 
Q 

b6 
b7C 
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0·93A (7·19·77.) a DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

• . 
PAGE 3.._ _ __._I ______ __;;C~O:..;.N..;.,;TI,;,.;;N.;;.UA;..;.T;.:;.IO;:;.,;N;_;:_;;S;,.;..;H.:;,;IEE;;.;.T ____________ .-....., 

{'AGE,t';ii'HREE DE HQ 0117 UNCLAS 

ANALYZERS., OSCILLOSCOPES., NON~LINEAR JUNCTION DETECTORS 

20AND OTHER EQUIPMENT USED IN ACM. SURVEYS· 

18_ RECEIVING OFFICES ARE. TO CONFIRM SAJ~ ATTENDANCE BY 

~UBMITTING AN FD-313.,· IN DUPLICATE., TO FBIH~., ATTENTION: 

16ItCHNICAL SERVICES D~VISION {TSD}., ENGINEERING SECTION {ES}., 

~LECTRONIC ANALYSIS- UNIT. 

14 _ TRANSPORTATION WILL DEPART FOR THE FBI ACADEMY AT 7:30 p·. M • ., ~ 
:::i 

Q~ AUGUST 22., 1982., FR.OM".THE 10TH. STREET AND PENNSYLVANIA''AVENUE ~ 

12 .ENTRANCE., J. EDGAR HOOVER. FBI BUitDING., WASHINGTON., -D~ C. 

.ATTENDEES SHOULD REPORT TO THE' 10TH .STREET ENTRANCE WITH THEIR 

10 LUGGAGE AND PERSONAL EFFECTS PRI'O:R~ TO THE 7:30 P · M • DEPARTURE 

IIME. LIMOUSINE AND' TAXICAB SERVICES. ARE AVAILABtE.' FROM !.INION-. 

8 STATION., DULLES INTERNATION'AL AND .. NATIONAL AIRPORTS TO FBIHQ. .. 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 

6 ~0 FBIHQ., ATTENTION: TSD., ES., SAl ~---------------~~ OR CALL 

~X TENSION 2700. 

4 ~T 

I. 

2 1-

DO NOT TYPE MESSAGE BELOW THIS LINE 

,, 

.... 

.... 
"' <t 
0. 

w 
0. 
> . .... 
0 z 
0 
Q 
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• J-Yf/ 
TRANSMIT VIA: 

D Teletype 

0 Facsimile 
IX) AIRTEL 

PRECEDENCE: 

D Immediate 

D Pr.iority 

D Routine 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

~ 
0 UNCLAS EFT 0 

0 UNCLAS 

Date 6/14/82 

-------------------------------------------~---------

TO: DIRECTOR, FBI 
ATTENTION: TECHNICAL S-ERVICES DI£IS!ON

1
, 

ENGINEERING SECTION, SA ~ _ 

FROM: SAC, SAN DIEGO 

~UNTE~~~~~MATTERS. 
All parts of this communication are~~~~nt±a~ 

except where otherwise noted. 

Reference Bureau teletype to San Diego, et 
5/27/82. (U} 

erformed in 

Phoen~x, Ar~zona, e we 2, 
1982 and June 4, 1982. No evidence of a telephone interception 
device or a clandestined microphone was located within the office 
space occupied by the senator and staff. 

4
. 

-~&J~ ~ ~ ~/ ~and ExtenaeW944'3. · 1 
Reason for Extension FCIM, II, 1-2.4.2 (2 & 3}. 
Date of Review for Declassification 

. rsv--~# 
~- Bureau (/' ~----'--------~ 

2 -~Denver (Attn: SA } 
2 - Phoenix (Attn: SAl I 
1 - San Diego 

RDP/kc 
(7} 

Approved: ~~ 
lOD 1lPle ~ · 

JUL J. 2 1982 

6/14/2,_oo_2_. ~ 

... 
12 Ju~- 2 1982 _, 

··" 

Per ----------

"\, 

b6 
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b3 1 
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b7E 

..... 
b6 
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'"" 
• ~· 

SD L..I ___ ....J 

Tests performed during the survey included the utiliza
tion of a Dektor Telephone Analyser (DTA) to definitively test a 
636A Call Director, 12 565 HKM telephone instruments, and one 500 
instrument. The frame located within the office space was in
spected including a key telephone unit (KTU) and corresponding 
power supply. Physical inspection was also performed on any 
instruments listed above. 

A micro-tel PR-700A receiver was utilized for a radio 
frequency (RF) search within the office environment. No signal 
was identified as being a threat to the security of I I 

I I 
A physical search was conducted and logical locations 

within the space for clandestine microphones, wire runs, and 
other conditions which might provide opportunistic audio inter
ception. 

b3 
b7E 

b7E 

b7D 

~--~--~----~--------~--~~----~~~--~~ A dedicated cable b7E 
runs between the central office and the seventh floor of the 
I I in which the is located. 
The central off~ce ~s located one block away. The house cable 
then appears on the 28th floor of the building and is cut at that 
point. 

Inspection of the individual binding posts for the 14 
lines revealed no double straps or other unusual conditions. It 
is noted that the I I checked b7D 
each and every circuit individually appearing at the seventh floor 
as well as the twenty-eighth floor for evidence of tampering. 

r--------~~.l:i.LI"-l..;;.I.;..~~..LJJ~~as held with responsible representatives 
~~---~~--~~~------L-~S~u~~e~s~t~~~·o~n~s~were made so as to improve b7E 
the overall security Advice was also given in 
methods of handling confiden~lal Jll§l:tt~r:s with a minimal of exposure 
to outside interests. ·= < • !. -

An auspicious intercept occurred while monitoring the 
radio frequency spectrum with the PR-700A in the range of 177.470 
megahertz (MHZ). Audio was heard obviously coming from a courtroom 
setting. Continued monitoring of the audio determined that it was 
a murder trial being held in an Arizona State Courtroom. During 
the trial proceedings, privileged conversations between the client 
and his attorney could be readily overheard. During recess several 
personal type discussions among attorneys could be monitored with 
ease. 

2 



• 
SD L.l -------1 

Liaison was established with the State Attorney General's 
Office regarding the interception. It was confirmed that a ·mur4er 
trial was in session in Phoenix, Arizona, at the State Courthouse. 
Authorization had been granted by the judge for television-audio 
coverage of the proceedings. The court was not aware that the 
sensitivity of the microphone as well as its placement within 
the courtroom environment might inadvertently pick up privileged 
communications. In addition the presiding judge had ordered that 
no recordings be made of specific witnesses who were furnishing 
sensitive testimony regarding their involvement in the case. The 
Arizona Attorney General's representatives resolved the matter. 

3* 

b3 
b7E 
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FJ>.36 (Re\1, 5-22-78) 

-· i' 

f 
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TRANSMIT VIA: 

0 Teletype 
0 Facsimile 
oAIRTEL 

TO: 

... 

PRECEDENCE: 

· 0 "Immediate 
0 Pr.ior.ity 

O Routine 

FB] 

D~RECTOR, FBI (80-805) 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 
0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date _ 6/15/82 

(~TTN: TECHNICAL SERVICES DIVISION, ENGINEERING 
~~~~1N. ELECTRONIC ANA,YSIS UNIT, UNIT 

SAC, PITTSBURGH (66-2712) tlJ/lfe/(mettJ'r..J/!,€ /:Je.{/IC!.(!J 

GENERAL SRRVICES ADMINISTRATION 
INSTALLATION OF EMERGENCY \YARNING 
SPEAKER SYSTEM 
PITTSBURGH DIVISION 

Re Pittsburgh airtel 5/14/82; Bureau airtel 6/9/82. 

Pittsburgh, Pa., 15222, regarding 
~1~n~s~a~a~1ro~n~o~~~e~e~m~e~r~g~e-n~c~y~warning speaker system within the 
FBI space. Recommendations as set forth in referenced Bureau~ 
communication were presented to I I and a mutual unde"'r-{Q/ 
standing with respect to this installation was achieved. ~~ 

I lhas requested that an unclassified le ~ 
be prepared at our headquarters level similar to the sample copy 
enclosed and directed to him which would in general terms set 
forth Bureau security considerations and assurances that the 
limited recommendations)with respect to the emergency warning 
speaker system in conjunction with our internal communication 
system, would p;rovide adequate fire warning protection. /)(" • 

REQUEST ~F BUREAU fU1 
4 

fJj r- f1A"f1() 
Please direct a letter tJ!_ ~ as 

outlined above. f~ 

2 Bureau (Enc. 1)\~.nc~\~ 
-Pittsburgh 

MJM/ssk 
(4) 

Approved: -~-r------
<Number) /00. 7&jp 

76 JUL 1 2 1982 

( 
b6 
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\ 

In Reply, Please Re_fer to 

File Na. 

S A M P L E 

General Services Administration 
2136 Federal Building 
1000 Liberty Avenue 
Pittsburgh, Pennsylvania 15222 

Dear Sir-: 

" U.S. DepartmentofJustice .. , 

Federal Bureau of Investigation 
~ost Office Box 1315 
Pittsburgh, Pennsylvania 15230 

June 15, 1982 

b6 
b7C 

r---------~A~s~p~e~r,your discussion with Supervisory special Agent 
~~~~~------~lon June 14, 1982, you are hereby authorized to b6 
install the emergency warning fire -alarm speaker system limited b?c 
to three speakers~ one in the elevator hall area, one in the outer 
reception room area, and one in the 24 hour night weekend duty 
station area of the thirteenth floor FBI space. 

I am certain that this installation will satisfy physical 
security considerations as expressed by our headquarters in their 
letter of June 9, 1982, and that through our internal communications 
system required-fire warning protection will be provided for all 
persons within the FBI space~ 

Very truly yours, 
,.,. 

S A M P L E 

6(} --- fo~-<" ---· ~t/J 
.. 

\~CUlSURf . . 



• .- • 
June 23, 1982 

0 

I ·: I Covllft!.!< M~tJ..;'Jt<{/. 
General Ser ~ ~~§Milifiiistratign 
2136 Federal Building 1ooo Libert· · A,enu-~ ~ ---. Y.. .. ~t --~~ -
Pittsburgh~ Pennsylvqnj._~_15222_ 

,~------ ;-:; __ ~-::=-=---~~:=:.ao..-~ 

Dearl I 
-~------... 

r-----......:.:A:.:=SwP.::.::e~r your discussion with Supervisory Special Agent 
I lon June 14, 1982, you are hereby authorized to 
install the emergency warning fire alarm speaker system limited 
to three speakers; one in the elevator hall area, one in the outer 
reception room area, and one in the 24 hour night weekend duty 
station area of the thirteenth floor FBI space. 

I am certain that this installation will satisfy physical 
security considerations as expressed by our headquarters in their 
letter of June 9, 1982, and that through our internal communications 
system required fire warning protection will be provided for all 

.. 

b6 
b7C 

b6 
b7C 

..,-------. persons within the FBI space. 

,.... 
a 
LLI 
..J 

< 
~ 

N 
co 
en .-
~· iXi 
C\:2 LL. 

z 
::> -, 

Exec AD lnv. _ 
Exec AD Adm, _ 

Exec AD LES_ 

Ad11, Sorvs._ 
Crimo.lnv,_ 

1 - SAC, Pittsburgh - NOTE: 
1 -1 I 

ldont. JJD 1 f..Jl/7 
lntoll. :S ~~ 
Laboratory- {5) 
Legal Coun. _ \h 
Plan. & Insp. _ t V 

Roc. Mgnt,_ ~ ~ 
Tech. Sorvs. _ tl-' r 
f:_~~i:j~r~~ ~:~\. -.~ :JI' J 
llophone R11. _ •J\ 'li·) ·•) 
'eclo!'s Soc'y _ ~u:; ROOM 

) .77 JUL14198?, 

Sincerely yours, 

I Chief, Printing and 'ace 
Management Section 

b6 
b7C 

This is b~sed on. Pitts?~ s~dat~/82. b
6 

ll'E~ fo ~ . __ .... _,...... r:.;~- ;:a. b7c 
:J. ·~_,-•. 

16 JUN 25 1982 ' . -~::::::lU"'-~~ 

FBI/OOJ 



DIRECTOR, FBI 

From~ 

Subject:) 

(ATTN: TECHNICAL SERVICES DIV-~~D~a~te ____ i __ ~/·2~4/82 
ISION, ENGINEERING SECTION, SA~I --------------~~~ 

SAC, DETROIT (80-1165) ~ 

AUDI~TERMEASU~ES/MATTERS 

To 

Re Bureau teletype to Detroit,. dated 6/17/82. 

On 6/22/82 an audio countermeasures swee was conducted 

w1t negat2ve resu ts. 

This sweep was conducted with the use of RF spread 
spectrum equipment, noh-linear junction detector equipment, and 
telephone analyzer equipment. 

Additionally, voltage readings, miliamp readings, and 
line amplification checks were-made on all telephone lines in these 
'offices. 

~- Bureau 
3 - Detroit 

~and Extended by: 
Reason for Extension: 
Date of Review for Declassification: 

(1 - 66-401) 
JDW/cml 
( 5) 

70{) 

76 JUL 1 2 1982? f.o~ 

G-3 
II ( 2 & 3) 
6/24/2002 

b6 
b7C 

b6 
b7C 

b7E 
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0-93 (Rev. 4-26-78) 

... 

DEPARTMENT OF JUSTICE 

~:;'1ielloi'".;;,;.""Oiei'"-~L BUREAU OF INVESTIGATION 
~--~~,.,..~.,. .. ~UNICATION MESSAGE FORM 

~P~AG~E~1~·~0~F~~-2~----~==~~~~~------------------~~~~------,-~~~- ,, DATE PRECEDENCE 
6/24/82 ROUTINE 

1--1'"'-'$.rl!llRJLHN!C D_E_HQ_clO.QO_Li_!WfiU_!C B 2.!:11..!i 0.82_J_U.N_8_...._ ______ ----I 

START HERE 

~IRECTOR FBI {80-805} 

{66-301} ROUTINE , 

ATTENTION: SA RICHARD A •. BRAMLEY 

UNCLAS 
0 

AUDIO COUNTERMEASURES MATTERS 

REFERENCE HONOLULU TELETYPE·DATED FEBRUARY 8, 1982; 

BUTELCALLS MARCH 1, 1982, AND APRIL 9, 1982; HONOLULU TELETYPE 

AND TELCALL OF HONOLULU SA BRAMLEY, 

1982. 

BY R~FERENCED TELETYPE DATED FEBRUARY 8, 1982, YOUR OFFICE 

ASSISTANCE BY TECHNICAL SERVICES DIVISION {TSD} 

·PERSONNEL FOR THE PURPOSE OF CONDUCTINt AUDIO COUNTER-

4 MEASURES {ACM} SURVEYS~------------------------------~ 

HOWEYER,.FOLLOWING REFERENCED 

2 ·HONOLULU TELETYPE DATED FEBRUARY 8, 1982, HONOLULU 

RICHARD BRAMLEY HAS BEEN ADVISING FBIHQ THAT THE 

APP~t:_TP 

1 - MR. BAYSE 
1 - MR. WITZEL 
1 - MR. KILLION 
1 - .... I ____ ____. 

. ~ 

DO NOT TYPE MESSAGE BELOW THIS LINE 

DATE ROOM TELE EXT. 
E /PJf '{5} b/2lJ/82 1B035/8" 2700 

- -

61 JUL 13 '82 
1{,r 

DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

w z 
::::i 

!:!! 
:r .... ... 
V'l 
~ 
A. 
w 
D. 
>-... ... 
0 z 
0 c 

r'--. 
\, 

b7E 

b6 
b7C 



20 

18 

16 

14 

PAGE 2 I 

e DEPARTMENTOFJUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

CONTINUATION SHEET 

• 
~A~_E,•1ii'iW_QE DE HQ 0004 UNCLAS 

OFFICE EXPANSION HAS NOT BEEN COMPLETED; THEREFORE, ACM SURVEYS 

_!N HONOLULU HAVE BEEN HELD IN ABEYANCE PENDING COMPLETION OF . ' 
JOUR OFFICE EXPANSION. 

- ON MAY 14, 1982, SA BRAMLEY ADVISED FBIHQ sAl I 
I THAT THE OFFICE EXPANS!ON HAD NOT BEEN COMPLETED, AS 

~OME WORK WAS STILL BE_ING DONE IN THE B~SEME~T AND SA BRAMLEY 

~NTICIPATED COMPLETION OF WORK BY THE LATTER PART OF JUNE 1982. 

ACCORDINGLY, TSD PERSONNEL, ELECTR~NIC TECHNICIAN {ET} -
12,__ ______ __.1 AND SPECIAL AGENT' {S~} L-1 _____ ___.I WILL 

JRAVEL TO HONOLULU ON JULY 12, 1982, TO PERFORM THE NECESSARY 

1obCM SURVEYS TO INCLUDEIL----------------------------------~1 

I 

8 HONOLULU IS REQUESTED TO MAKE LOD~ING RESERVATIONS_ FOR 
1-

~TL-1 __ ___.I AND SA L-1 __ ____.!" 

ANY INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE" 

ATTE~TION:. T-SD-, EN~INE~RING SECTION, 

L--------------__.IOR CALL E-XTENSION 2700. 

.~IRECTED TO FBIHQ, 
' 

4 ~~I 

~T 

2 ! 

DO NOT TYPE MESSAGE BELOW THIS LINE 

•• c .. 

.. 

w z 
::; 
~ 

% .... 
.... 
~ 
~ c. 
w c. 
>-.... 
.... 
0 z 
0 
Q 

.... 

b6 
b7C 

b6 
b7C 
b7E 

b6 
b7C 

b6 
b7C 

,, 

FBI/00.1 



FD-36 (Rev. 5-22-78) e / e e ... 

-.f,' I 

76 

e ~- . 
"" FBJ 

,__.,. __ 
Er.e~. AO·f.cm. -
l:v,_ AI'\,_, ... 
~VV• ll~•,-.a ... :-\ 

Exec. I'.D·!.ES_ 
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: Asst. O!r.: \. 
D Teletype D Immediate 0 TOP SECRET Adm. :.>t:vs. -

Crlm.ln·t. __ D Facsimile D Pdor.ity 0 SECRET 1\:cnt. ___ , 
[X) AIRTEL D Routine 0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date __ 6_/_1_8_/_8_2_--i 

lns;~cct::n _ 
lnteli. ___ 1 
Latnratmy _ 

lesal Ccun._ 
Off. of C~"·llJ. 

-----------------------------------------------
TO: DIRECTOR, FBI (80-805) 

FROM: SAC, MIAMI (80-NEW) (P) 
<:::::) re:ephoz:a i:.~l. 

REQUEST FOR COUNTER- /7 ;r Il.~.<.t'llwr' ~A ~~ JJ • iJlt:-<:!;~··, ;-:,.-;)· --
""SURVEILLANCE SWEEI!, --~-!n.,~~ot: rt$L(.~-. ,,.,.._,. 

J I --------
CW£ £? -

Re Miami ·telephone call to Unit Chiefl 
6/17/82. L...----....J 

SUBJECT: 

r--------r~~~~--~--~--------~--~t e 
~------~advised in general terms of instances 
arising from telephone calls made in confidence 

L.l -------------------....JI No specifics were of-f ere ....... _____ __,,.........--J 

REQUEST 0F THE BUREAU 

~ved: ~~~nsmitOOd --::<N-:-u-m-:-be-:r>:-----~-::::<T:-:-im-e-:-)---- Per ---------

JUL 15 1982. 

b6 
b7C 
b7E 

b6 I 
b7C 
b7E 

......... 

b6 
b7C 
b7E 

b6 I 
b7C 



TRANSMIT VIA: 

D Teletype 

D Facsimile 
CXJ Airtel 

PRECEDENCE: 

D Immediate 

D Priority 

D Routine 

FBI 
• 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

I)~~-----------------------------~~~~~~:~ ~~~3~~~----------
TO: DIRECTOR, FBI 

FROM: SAC, CHICAGO (SQUAD 10) 

~COUNTERMEASURES -
EQUIPMENT FOUND IN THE FIELD 

Re FBIHQ Technical Equipment Update Letter dated 
4/16/82. 

The enclosed two (2) advertisements are being 
provided the- Bureau for information purposes. 

Ci>- Bureau {Encs. 
1 - Chicago 
JWS/cat 
{3) 

Approved:~ Transmitted --:":":--:~--~--:---
<Number> (Time) 

Per ____ _ 



0-93 (Rev. 4-26-78) \ 

9 
E 

~ ~ .. 
y PAGE 1 OF 3 

DEPARTMENT OF JUSTICE 

~DERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM • 
,. 

DATE 

6/25/82 
CLASSIFICATION 

UNCLAS~--------------~~,lQRlLY----~ 

$fr,Qfl.,SntPP JK MM SV:CDE HQ r10095 $ri:CYU:CP 252104Z JUN 82 

DIRECTOR FBI {80-805} . . 

FBI MIAMI PRIORITY 

AT TEN TI 0 N : SA L..l __________ ____. 

JACKSONVILLE. PR_IORITY" ' . 

ATTENTION: SUPERVISORLI ------------~ 
SAVANNAH PRIORITY 

AT TENT I 0 N : SA L..l ----------r-------J 

MATTERS 
---r-~----------~ 

REFERENCt MIAMI A~RTEL DATED JUNE 18, 1982~ AND BUTELCALLS 

JACKSONVILLE SUPERVIS.O.R:'i lAND, SAL..I ----------~~AND 
MIAMr ~AI I oN· J~NE!cs,: ~~82. 

FOR THE INFORMATION OF JACKSONVILLE AND SAV~NNAH, MIAMI 

IN RECEIPT OF A REQUEST FOR AN AUDIO COUNTERMEASURES {ACM} 

THE REQUEST WAS MADE 
DO NOT TYPE MESSAGE BELOW THIS LINE 

DATE ROOM TELE EXT, 

b/25/82 18035/8 2700 

1 -
1 - MR. 
1 - MR. 

AYSE 
WITZEL 
KILLION 

w z 
::; 

!a 
X: ... ... 
VI 
<( 
A. 
w 
A. 
>-... 

\,. 

b6 
b7C 
b7E 

1 -L-1 ____ __. ---- -· --~-~. 
1.2 JUN 29 1982 

' FE ERAL BUREAU OF INVESTIGATI N 
· COMMUNICATIONS OENTEft 

J~~'s~ 
... 

~----
,..,.. __ _ 

~ DO NOT FILE WITHOUT COMMUNICATIONS STAMP FDJIOOJ 

... 16 . JUL 1 5 1982 

b6 
b7C 

b6 
b7C 

b6 
b7C 



0·93A (7·19•77) 

PAGE 2 I 

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

CONTINUATION SHEET 

~PAGEr tTLW.O DE HQ 0095 UNCLAS 

201---.....11 

I 181- 1 PER BUTELCALL TO JACKSONVILLE SUP~RVISOR L-1 ___ ...,.~ SA 

~PE~VACK ,WILL TRAVEL TO MIAM~ TO ASSIST MIAMI SA L-1 ---...J 

16~0NDUCTING THE REQUESTED ACM'SURVEY OFIL----------------~ 

I IN 

l 

I 
14 r:- DURING REFERENCED ~BU'f.ELCALL TO MIAMI, SA L..l ___ ....~I 

EXPRESSED HIS CONCERN THAT-HIS WORKLOAD WOULD NOT PERMIT HIM 
1- .. , 

12~0 DEVOTE ANY CONSIDERABLE TIME IN CONDUCliNG TH~ REQUESTED 
. 

~C~ SU~VEY. IN VIEW OF THIS, IT IS BEING POINTED OUT THAT A 

10 ~ERY THOROUGH ACM SURVEY SHOULD BE CONDUCTED oFI I 

I :IF MIAMI FEELS THAT ~T CANNOT 
~-----------------------....1 

8 ~FFORD SA L..l ----....J~IME T~O #PERFORM THE RE-QUESTED ACM, MIAMI 

~HOULD NOTIFY FBIHQ IMMED~ATELY WITH C9MPLETE JUSTIFICATION' SO 

6r!~AT OTHER ACM TRAINED PERSONNEL CAN B~ DE_SIGNATED TO ASSIST 

JACKSONVILLE SA SPEEVACK. 
t- . 

SAVANNAH SA L-1-..... ,----....IIWILL S~IP TO MIAMI I I 
t--------------11 IMME;DI.ATEL y. I I IS TO BE . . , 

2~~TURNED TO SAVANNAH BY MIAMI UPON COMpLETION OF ACM SURVEY. · 

FBIHQ HAS SHIPPED, UNDER SEPARATE COVER, AN AUDIO COUNTER-
DO NOT TYPE MESSAGE BELOW THIS LINE 

w z 
::; 
en 
:i: ... ... en 
< c. 
w c. 
>-... ... 
0 z 
0 
Q 

b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

FOI/OOJ 



0·93A (7·19·77) 

PAGE I 

DEPARTMENT Of JUSTICE e 
FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

CONTINUATION SH~ET 

~PAG.Er ~TEHREE DE HQ 0095 UNCLAS 

MEASURES RECEIVER, MICRO~TEL PR 700, SN 114· PLEASE RETURN 

20 f-UPON COMPLETION OF SURVEY. 

18 f- POINT OF CONTACT AT FT.'LAUDERDALE IS SSRAI I 

J I FTS NUMBER 820-7296. 

16 f- MIAMI WILL ADVISE FBIHQ BY WRITTEN. COMMUNICATION OF THE 

f-OUTCOME OF THE SURVEY. 

14f- INQUIRIES CONCERNING· THIS TELETYPE SHOULD BE DIRECTED TO 

f-FBIHQ, ATTE.NTION: TECHNICAL SERVICES DIVISION, SA I I 

1-BT . 

10 f-1 

-
4_ 

-

I EXTENSION 2700. 

DO NOT TYPE MESSAGE BELOW THIS LINE 

w z 
::; 
VI 

:c ... ... 
VI 
<( 
0.. 

w 
0.. 
>-... ... 
0 z 
0 
Q 

• 

b6 
b7C 

b6 
b7C 

FBI/OOJ 



Memorandum • liMITED OffiCIAl USE 

~~ s-ub-~ec_t ______ C?7Cb~r-U-N~~~-r-n~n~·e-~~5U~~~(-eS~--~o-ate _____________ ~ 
~urity su\-v-~-Y.-__ -o~f~l--.-*-.----._-.--===----.-----x-.--m-_-._,1 

-Grana Rapids 1- Michigan · 

:ro 

William A. Bayse 
Assistant Director 
Technical Services Division 
Federal Bureau of Investigation 

June '7 1 1982 

Division 

b7E 

It is requested that the Federal Bureau of Investigation conduct 
a micro hone and tele hone securit surve of I I b7E 

Grand. Rapids 1• • M~chigan. L...--------------1 . ·' . ) .. . (. \ ; t ".,;~) ... 

I I plans ~t."d 'occupy thi~ new office space on b6 
June 16 1 1982. we request this survey be completed as soon b7c 
possible after June 16 1 1982.1 lmay be contacted ~t b7E 
the Grand Rapids office on FT~ 372-2404 for coordination and 
'scheduling. 

Please contac~ lof this staff for further in-
formation on 6~3~3--~23~9~6~.------~ 

I ·. 
'(/ 
ij ----

1 • ·" &- . ....--
, "; ~ II ~ ~ •--r-

" . • ..:~<'\-
~~.~I - ·,.Y, : \ .. ; :.. . . . . . 

LIMITED OFFICIAl USE 

b6 
b7C 

b6 
b7C 

\ 



AIP..TEL 

~ 

Director, F»! (30-305) 

SAC, Pittsburzh (66-2712) 

GSA INSTALT..ATIOU OF EMERGBJ.qCY 
't·7ARNIUG SP;zAtmn. SYSTEll 
'P,l'tTSBURGll DIV!SIO!l 

Rofcrenca Pittsburgh airtal 5/14/82. 

6/9/82 

The proposed GSA Emargency Uarnin~ Fire Alarm Speaker 
SystClll is soen to posa tt1o potential sac.urity hazards to Pittsburgh 
office space. Speaker systems l:l!:c that proposad usually nlso 
e..~ibit mcrophon:tc characteristics 11hich allow the.n to be. exploited 
to nchiev~ audio panotrotion of oenoitive araas from outside FBI 
opo.cc. In addition, uiro runa to these speat:crs offer potential 
hard-wire ogrose fo~ nnnsitivo data inductively coupled from 
FBI word nnd data processors. W 

If, as is indicated 'b)il l?;!~t~b~gt-i ~~ ~efcreucad comnun:t.
cution. it ~11 be necessary to ·instal1 at least part ~f the 
oyste~a in FBI .space, tha follouing suggestions arc x;:mdo to improve 
the security of th~ ayotam: 

Keep to en absolute m:lnimun the tultlbar of npankors 

b6 
b7C 

nace.csary to achieve the required fire ltarning ~ ~-
protection. I!o speo.ltcr should be installed m .an t" ' ,. - I ' 

area. where. sensitive discussions occur. ( ~ : ,, -~'- } 

Ensure that -uiren runni.~g to the opcalters oro. !tep~·"V' 
.aa f3r as practicable from any other wires carrying 
sensitive. infomntion. It is: also tdso to keep the 

used for typin8 sensi~~~e~-~~o~~~t~~ -~ .,. (ifJ~<R5UJ ,V 
nlarcl wires awa.y from 'II.• 0. r. d pro. ces.SQ.rmt'! thnt may be < 1 A -

At the point tlw.t thr.1 J'ta!rn nystem ~ rs ~afo'pncQ /\_ 
~and ~~tended by 8. Reason for Rxtension FCn·I 
(2 & 3) ,. Duta of Revioti1 for Daclnssification June. StdO~.t:~"l 

COUTitn.mD OVERn21 r-r--: ,,.,... '1"rl"'l 
' ··'. .. .. ~~~~~ 

1 - Mr. I·!i tzel c -- -;:, ---- _ ._ ' 1 -1 r , ____ ) b6 

1 - l·!r. Killion b7C 

FBl/OoJ 

' ' 



Airtel to Pittsburgh 
RE; GSA n{STALLATIOti OF El.JERGENCY 

UARUn~G SPEAYJUt SYSTE11 
PI'I'TSBURGli DI.V:tSIOU 

cut the wire and install a aeparate aoplifier which 
has good isolation characteristics; that is, one v1hich 
does not allow electrical signals generated by the 
speaker or vire system to pass-bacl< dotv.n the ~ira 
to the central control area. GSA may be able to 
suggest an amplifier which possesses the npprop~iate 
isolation characteristics. If not, these amplifiers 
should be available locally from electronics stores. 
Ensure that the ampl1fier installation is supported 
by the building emergency pm-ver or has bacl~up . 
battery capability so that loss of huildin~ power 
does not also cripple the emergency fire nJ.nrm 
system. (01 

If ther~ are any questions regarding the above suggested 
procedures • contact the Engineering Section, Electronic. J...nalysis . 
Unit at extension 5823. (U) 

--~AIS...~-- l.abota~---
. Crfm.jnv., · - . Legal Coun. __ _ 

· , • 4" ·Off. of Ccng. 
Director ' . · ?t • ' & Public At-;. __ _ 
Exec. AD·f ... -in . ...:__:: ldent. · ~oc. Mgnt. -~~-
Exec. AO•I:w. --· !r.::paction Tech. Servs, __ 
Exlii.::. AD·LES ....,.__ !nti~ll. Training----

- 2-



DEPARTMENT OF JUSTICE 

n011b $nmYX*CmR 172015Z JUN 82 

FBI DETROIT ROUT~NE 

ATTENTION: ASAC:$~GENE f. GLENN 

CHICAGO ROUTINE ~~ 

S U,P E RVI S OR .,..1 ·.:.:...·:·....;•·----------. ATTENTION: 
w z 
::i 
en x .... 
.... 
en 
<t a.. 
w 

REFERENCE BUTELCALLS TO DETROIT ASAC GLENN AND TO CHICAGO 
a.. 
>-.... 

UPERVISORL-1 ___ ..... I ON JUNE 11, 1982. {U} 

FOR THE INFORMATION OF RECEIVING OFfiCEs,'t~.),HE DEPARTMENT . 
JUSTICE lECURITY OFFICf HAS REQUESTED ~HAT T~i FBI CONDUCT 

AUDIO COUNTERMEASURES {ACM} SURVEY OF N}-ld"" OFfiCE SPACE 

BE OCCUPIED BY GRAND 

MICHIGAN· ~ 
.· ~ 

ON JUNE 16, 1982L..I ___ _.!SCHEDULED Tp ·-OCCU~y· THIS OFFICE 

LOCATED IN 
DO NOT TYPE MESSAGE BELOW THIS LINE 

APPROVED BY 

..... ____ ..... ~ 

700 
· Zl rjw 1 6 1~92 

FE ER~L tlUREAU.'OFlNVEStiG.AT OM 
CvMMUNICAi'IONG 'CENTEi\ 

/ 

.. '~ .J6Wi~~~ . . 
.. 

DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

..... I 

FBI/OO.J 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b7E 

b6 
b7C 



20 

18 

16 

PAGE 2 I 
-

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

CONTINUATION SHEET 
-

BA~8.r:TWP~eDE HQ 0116 c o N F 
r-<· 

,.. - I I A L 

I I -cUJ· 
~--------------------------------------------------~ . 

ISI THE POINT Of; CONTACT AT GRAND RAPIDS i-
I l ' {U} 

i- IT IS REQUESTED THAT DE.TR'OIT COf'FACTI 

AND MAKE AR~ANGEMENTS FOR. AN AC_M' SURVEY OF I i-

141-APPROPRIATE ACM EQUIPMENT, WILL ASSIST DETROIT IN CONDUCTING 

i-ABOVE ACM SURVEY. DETROIT IS. T'O. CONTACT CHICAGO AND 

12 COORDINATE DATE FOR THE ACM SURVEY.' {U} i-
UPON COMPLETION OF THE ACM SURVEY, DETROIT WILL ADVISE 

I 

101-FBIHQ OF THE OUTCOM~ BY WRITTEN .. COMMUNICATION. {U} . 

1- INQUIRIES CONCERNING THIS! COMMUN~CATION SHOULD BE-DIRE~TED 

81-TO FBI.HQ, ATTENTION:· TECHNIC.A:L SERVICES DIVISION,· ENGINEERING 

I-SECTION, SAL..I ______ __.IoR~ C'ALL E·~TENSI'ON 2700.' {U} . ' 

61- ~ 
f-. II, 1-2 4·~ {2' & 

4 i-JUNE 17, 2002 

i-BT 

2 f-1 

AND EXTENDED· BY: '8; . REASON fOR- EXTENSI'ON FCIM, 
I 

3}; DATE OF REVIEW FOR DECLASSIFICATION 

DO NOT TYPE MESSAGE BELOW THIS LINE 

w z 
::; 

!!! 
:z:: 
t-
t-
VI 
<( 
a. 
w a. 
>-
t-
t-
0 z 
0 
Q 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

b6 
b7C 

FBI/00.1 



NO.TE: 

,. ' .... 

• • 
ALL ARRANGEMENTS HAVE BEEN MADE BY SAl I 
WITH DETROIT ASAC GLENN, CHICAG~ SUPER~V-I_S_O_R~~------~~ 
AND THE AGENTS THAT WILL CONDUCT -THE ACM SURVEY. 

b6 
b7C 

. ' 



.. 

) 

~~ 

') 

~ Memor~ndum 

~\.\ROUTE 

Exec AD Adm. _ bG 
Exec AD lnv. _:.b7C 
Exec AD LES-

To 

J 

IN EN~ELOPE 
Aut.Dir.: 

: Mr. Bayse f).f/J I!) 

Adm. Servo. _ 
Crlm. lnv. _._ 
ldent. __ _ 
Insp. __ _ 

lntell. __ 
Lab. ___ • 

Legal Coun. - \) 
Off. Cong. & 
Public Affs. _ 

Rec.Mgnt._ 
Tech. Servs. _ 
Training __ 

Telephone Rm. -
Director's Sec'y -

REF·ERENCE: Honolulu teletype dated February 8, 1982. (U) 

PURPOSE: To request authorization for ET~~~-~~~~~ 
and SA to travel to Honolulu to 

conduct audid'countermeasures surveys. (U) 
ft'll :C DiE t&IC: Uj u:e••:es 

DETAILS: The Honolulu Division has requested that Technical 
Services Division (TS~ personnel travel to 

Honolulu to conduct several audio countermeasures (aero) surveys 
L...----------...J <p), , . , ·" 1 P n ~ ~r: 

·~ .•:,/~ .... ~j ,, '• ~· 

The Honolulu field of.f.ice has recent! leted 

X 

the Honolulu Division to have aero surveys done of their 
respective office space. pet 

It is estimated that ten (10) working days will be 
required to fulfill Honolulu's request to include travel time. 

r b6 
b7C 

b7E 

b7E 

b7E 

(U) 

Gvc. -~ 6}-tf/(:), ~~-rry;~ DE-Btl? d- 'jj ~S-&5;t 
~ and Extended by 8 , ~ 1 - Mr. Bayse 

1 - Mr. Witzel 
1 -Mr. Kjllion 

_f -1 
Reason For Extension FCIM, II, 
1.2 4.2 (2 & '3) b6 
Date of Review For Declassification' b7c 

ll)ET: pj !,M_ 
(5) -?l)\l 

June 24, 2002 

Bt S~P 22 1982 -
.~ 

CONT.ItW~---.-.OJkf(~ 
·' 

71 NOV 1 0 1982· FBI/DOJ ,.. 

I 



..... ..,. 

\ 
Memorarldum to Mr. Bayse 
RE: COUNTERMEASURES MATTERS 

The cost for this trip is estimat~d at $1790 per 
diem and $3020 transportation for both persons, totaling 
$4810. (U) 

RECOMMENDATIONS: 1. That ET and SAl b6 
I I be authorizeQ. to travel to Honolulu b7c 

in support of their request. (U) 

APPROVED: 

2. If Recommendation Number One is approved, that 
the attached teletype be sent.. (U) 

.APPROVED: 
i~ 

Adm. Servs._ Laboratory ___ _ 

C
rtm 

1 
legal Coun. __ _ 

· nv. Off. of Cong. 
Director & Public Affs .. __ _ 

exec. AD·Adm._ ld::nt. Ace. Mgnt. ~ 
exec.AD·Inv. _ Inspection ___ Tech. Servs.~ 

exec.AD-LES - lntcll. Training----

- 2 -



FD-36 (Rev. 5-22-78) .J 
~' 

... 

TRANSMIT VIA: 

0 Teletype 

0 Facsimile 

0 AIRTEL 

PRECEDENCE: 

0 Immediat~ 

0 Priority 

0 Routine 

FBI 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 6/30/82 
-----------------------------------------------------
TO: DIRECTOR, FB~I----~~~~--

(Kttention: 
· ~chnical Serv1ces 

FROM: ~~C~MIAMI (80-

&COUNTERME~S MATTERS 
== 

D1V1S10n 

. 
Re Miami airtel to Director dated 6/18/82 and Butel 

Miami dated 6/25/82. 

DN 

Appr•••d=lf. . . ;j 

61 JUL '82 
Trans rn itte d --::~-:--::----:::-:---:----

<Number> (Time) 
Per---!----

J 

b6 
b7C 

b7E 

b6 
b7C 
b7E 

b6 
b7C 



• 
MM 80-

~--------_.A~t~h~o~fOUgh physical check was made ofl 
}office suite and a technical cou~n-t~e-r_m __ e_a_s_u_r_e~s 

~s-w_e __ e_p __ w_a_s __ a_c_c_o_m~plished through the use of the following equip-
ment: Audio countermeasures receiver, Micro-Tel PR 700, a 
Dektor Telephone Analyzer, and a Scan Lock Unit. Nothing was 
located during the course of this ~weep. Office space surround-
in~ I ~uite is occupied on two sides completely 
byl land by outside walls and windows on the remaining 
two sides. 

At the conclusion of this operation, some basic security 
measures such as the secure handling of sensitive trash were dis-
cussed with I I Assistant! I 

2.* 

... 

b6 
b7C 
b7E 

b6 
b7C 
b7E 
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0-93 (Rev. 4-26-78) ~ 

.. --''"'---__;·~~" 
DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM • ~:-
.I 

l 4 1 ~ PAGE 1 OF 3 I 
~D~AT~E~~~~~--~--~C~LA~S~SIF~~~M~IO~N~----------~------~~==~------~~ 

7/9/82 UNCLAS IMMEDIATE 

$F$ri:Il00 WF:IlDE HQ r10141 $ri:IlYU:IlO 092235Z JUL 82 

START HERE 

FM FM DIRECTOR FBI {80-805} 

~o TO'FBI WASHINGTON FIELD {139-304} C-11 IMMEDIATE . 

ATTENTION: SUPERVISORS~------------------------------------------~ 

MATTERS 

REFERENCE YOUR TELETYPE DATED JULY 8, 1982, AND BUTELCALLS 

SUPERVISOR ..... I ___ __.I ON JULY 8, 1982. 

IN RESPONSE TO YOUR REQUEST fOR ANY AVAILABLE EQUIPMENT AND 

PERS4NNEL TO AID IN" CONDUCTING:A SWEEP, THE 

TECHNICAL SERVICES DIVISION {TSD} HAS BEEN PREPARED TO ASSIST 

6 Y9UR OFFICE AS OF THE DATE OF THE MEETING AT FBIHQ, ·MA·Y 21.; 19 

THE FIRST SWEEP CON-DUCTED BY WASHINGTON "f.IELD' PERSONN 

FIELD' SA L..l ___ ...... I W'AS OFFERE·D ALL. THE tE<:HNICAL 

2 PERSONNEL AND EQUIPMENT REQUIRED BY WASHINGTON,FIELD IN CON-

APPRO~~ DATE 
7/9/82 T/PJF {b} 

1 
- 1.:-=-1 ~----.....11 ~~ 

1 - MR. BAYSE 
1 - MR· WITZEL 
1 - MR. KILLION 
1·-L....I ____ ...... 

Fl:DE Al DUREAU OFlNVESiiOATt~ 
MMUNICATIONS Gf!NTE~ 

~l~ 
DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

----~ --

w z 
::i 
II) 

:E ... ... 
II) 
<( 
a.. 
w 
a.. 
>-... 

FOI/DOJ 

b6 
b7C 

b6 
b7C 

b6 
b7C 
b7E 

b6 
b7C 



2 

PAGE TWO DE HQ 0141 UNCLAS 

ABS~NCE OF A REQUEST FOR TSD PERSONNEL ASSISTANCE FOR THE FIRST 

ACM AT WASHINGTON FIELD SUPERVISOR~!------~ 

liJAS CONTACTED BY TSD SA I I ON JULY 8, 1982, FOR THE 

SPECIFIC TECHNICAL ASSISTANCE REQUIRED BY WASHINGTON FIELD 

REQUESTED IN REFERENCED TELETYPE. ALTHOUGH TSD DOES NOT AGREE 

COMPLETELY WITH WASHINGTON FIELD'S RESPONSE THAT WASHINGTON 

FIELD DOES NOT WISH TO HAVE THEIR TECHNICALLY TRAINED PERSONNEL 

HANDLING ANY POSSIBLE EVIDENCE, SINCE THE SAME SITUATION COULD 

HAVE OCCURRED ON THE FIRST, ACM CONDUCTED L-1 __ __.I BY WASHINGTON 

FIELD, TSD IS PREPARED TO PROVIDE ALL THE TECHNICAL ASSISTANCE 

AND EQUIPMENT REQUIRED BY WASHINGTON FIELD ON THIS AND ANY 

FUTURE REQUESTS. 

UPON WASHINGTON FIELD'S DECISION TO CONDUCT ANOTHER AUDIO 

COUNTERMEASURES SURVEY! !wASHINGTON FIELD WILL CONTACT 

TSD, ENGINEERING SECTION, EXTENSIONS 2700 OR 5823 IF TECHNICAL 

iPERSONNEL ASSISTANCE OR EQUIPMENT WILL BE REQUIRED • 
. 

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 

TO FBIHQ, ATTENTION: TSD, ENGINEERING SECTION, SA L-1 __ ..... 

BT f 

' 

b6 
·b7C 
b7E 

b7E 

b6 
b7C 



•· 

NOTE: SA L-1 ----------...----..... IL...:.H=A=S~B=-E E~oo.~N IN C 0 N STANT C 0 NT ACT WITH 
SUPERVISOR I I OF WFO. TO DAT~, WFO HAS 
NOT DECIDED ON DATE FOR THE AUDIO COUNTERMEASURES 
SURVEYI I TSD TECHNICAL ASSISTANCE AND EQUIPMENT 
WAS OfFERED TO WFO PRIOR TO THEIR FIRST SURVEY· 

" 

b6 
b7C 
b7E 



1'1 .n. -.....-,; . 

·' · "M~~or~dum .. . .. 
I 

I 
To : Mr. Bayse~le> Date 7/12/82 

From~ W r.T-=-zel 0 
~l.. t()vnttell. Me1-J .1vt<~J 

Subjec~ UIDELINES FOR CONDUCTI~~HNJ..CAl!_ 
SURVEILLAN9E CO~NT!RMEA~UR~._~QRY-~ 

PURPOSE: To request information from the Legal Counsel 

Exoc AD Adm. _ 

Exoc AD lnv. -~ 
Exec AD J'.fS -
Aut. 01,.: 

Adm/Servs. _ 
Cr~.lnv. __ 
ldont. __ _ 
Insp. __ _ 

lntell. __ _ 
Lab. __ _ 

Legal Coun.
Off. Cong. & 
Public Affs. _ 

Rec.Mgnt._ 

Tech. Servo._ 
Training __ 

Telephone Rm. _ 
Director's Sec'y _ 

_Division (LCD) concerning reporting requirements, 
if any, of unauthorized electronic surveillance devices dis
covered by members of the Intelligence Community (IC) within 
the United States, or territories in which the FBI has 
investigative responsibility. 

Also, to request from the Intelligence Division (INTO) 
current Delimitation Agreements between the FBI and members of 
the IC which outlines investigative responsibilities. 

DETAILS: The Audio Countermeasures Working Group (ACWGi; · 
of the Technical Surveillance Countermeasures·~ (iJ 

Subcommittee (TSCS) has rewritten .Procedural Guidelines · 
1-2-3 (draft copy attached) which are used by the IC. These 
guidelines set forth standardized logical survey procedures 
~o ass~st countermeasures personnel in detecting, preventing 
audio p'~netrations and reporting of any discoveri·es. Members 
o; the· -ACWG and TSCS are representatives from various agencies 
of ·the IC including the military. The guidelines ar~.pe~ng 
r~wJ:;i tt~n in general terms to allow for the guidelines, to·· be 
classif.i'ed from "SEC!tE'.r" to .. FoJ: Official U~e Only," which.allows 
some', countermeasures teams of the IC the flexibil,.ity of ca:r.i:ying 
ffle~e guides with them for quick reference. Agencies implementjng 
deta;i:ledo.rtnstructions may classify their own guidelines /a"J6!;s fl·. :-
deefued n'ecessary. · on_ OOJ-+ .. · "" 1\Y 

D&B2 ov o 1\ 
Of interest to the FBI is Procedural Guide Number 2 

captioned "Requirements for Reporting and Testing of ,Technical 
Surveillance Penetrations and Exploitaple Technical ~azards. 11 

Chapter II, Paragraph c, states, in vague terms, that the finding 
Agency "should give careful consideration to the desirabilit 
9 ~epq;_ ng the discover •••• ~ • " _ .. ........., ~-::s rrr==;;e#l 

,~ --~~~ 
·ffot:f>-«&fosure es: iluG 4 1982 , 

~ 

L 

1 - I I ~ ~-·· ·•· ~ b6 

Wk i _L...:-:-Mr-. =--Bay-se _ ____,______....,~ UTE IN ENV'Ei OP~;, b?c 

/'~vil : ~~: ~~m~n ~ -n 7sd:4~ 
FBI/OOJ 

>' Y'' . SECRET MAJERIAL ATTACHEOcoNTINUED - ovER 

-;r~f l7) 

6 9 J~M13~9~-() SEE ·INTD ADDENDUM PAGE FOUR 
·, 
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Memorandum to Mr. Bayse 
RE: GUIDELINES FOR CONDUCTING TECHNICAL 

SURVEILLANCE COUNTERMEASURES SURVEYS 

It is this portion of the guidelines which is 
of concern to the FBI if there exists any legal mechanism 
which requires all members of the IC to report finding of 
unauthorized electronic surveillance devices within the 
United States or its territories. Current Procedural 
Guidel_ines state "In the event that the discovery was 
made within the United States or Puerto Rico, the -finder 
will immediately notify the FBI member so~hat appropriate 
action can be taken. Such discoveries will be handled in 
accordance with the responsibilities fixed in the 
Delimitation Agreement to which the FBI and military 
services are subscribers, u. s. statutes and app~icable 
Executive Orders." 

The ACWG chairman has provided a draft copy of 
the Procedural Guidelines and requested each member agency 
to review and submit, in writing, to the chairman by 
July 21, 1982, any desired changes to these guidelines. 

RECOMMENDATIONS: 1. It is recommended that a copy of this 
memorandum and attachment be forwarded to 

the LCD and the INTO for their review and assistance to 
the Technical Services Division (TSD) • 

Adm.Servs._ Laboratory~ ~ 
Crim.lnv. Legal Coun. 

Olf. of Cong. 

APPROVED: 

Director _ & Public Affs.,__ __ 
Exec. AD·Adm._ ldcnt. Rec. Mgnt. VJn 

Exec.AD-LES _ lntell. Tramang ----
Exoc.AI>Inv. _ ,.,..,,11J Tecl>; ...... /P~'C 

2. ~~ ~eco~end~tion Number One is approved, 
it is recommended that the LCD advise TSD of any legal 
requirements for members of the u. s. rc to report to the 
FBI discoveries of unauthorized technical penetrations 
found in the United States or territories in which the 
FBI has investigative responsibilities. 

Adm.Serva._ Laboratory~ 
Crim.tnv. Legal Coun. 

Director____ Off. of Cong. 
Exec. AD·Adm. ld 1 & Public Affs •• __ _ 

- on · Rec. Mgnt. 
Exec. AD·Inv. _ lnspe~ Tech. servs .... fij11f3"-""""',...IC~~;,.. 
Exoc.AIH$_ lniOU. U\ . T<alning ___ _ 

APPROVED: 

- 2 - CONTINUED - OVER 
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Memorandum to Mr. Bayse 
RE: GUIDELINES FOR CONDUCTING TECHNICAL 

SURVEILLANCE COUNTERMEASURES SURVEYS 

3. It is also recommended that the INTD provide 
TSD with 9urrent agreements between the FBI and any member 
of the IC which would delineate the manner in which investi
gations or discoveries of technical penetrations should be 
handled witliin the United States or its territories in 
which the FBI has investigative responsibilities. 

mROVEO: Adm. Servs._ laboratory ___ _ 
~ Crfm.lnv. - legal Coun. _-__ _ 
Director____ Off. of Cong. 
Exec. AD·Adm._ ldont. & P..:bifc Affs,_. __ 

·---- ~-·· 1t"lt 
Exec. AD.fnv. _ lnspectfcn J-t- : ~~: ··~~;s, W44J&2' 
Exec.AIHES _ lntc/1.1\'-::. '"'""' 

- 3 -

1.'1 



FD-36 (Re,v. '5-22-78) 

~RANSMIT VIA: 

D Teletype 

D Facsimile 
QB AirteJ 

FBI 

PRECEDENCE: 

D Immediate 

D Pr.ior.ity 

0 Routine 

JHi 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date -~8/:....5...:./_:8;_2 __ ~ 

----------------------------------------------
TO: DIRECTOR, FBI 

(ATTN: TSD) 

SAC, ST. LOUtj (66-477) ~~ 

TECHNICAL EQUIPMENT fj ()ilA>t.itwf)tr1/UH ~-
~'Jt· 

ldsn~·---l 

Into:!. __ 
labo:a:~ ··/ __ 
Lc~al Co~n._ 

Off. c! C~-::;. 

Directar'r, ~ ~c'y _ 

At the request of the Bureau, St. Louiszis forwarding 
to Kansas City Division .one scan lock Mark V receiver. This 
receiver has serial #1HS-V8-0l66. 

This receiver is being shipped to the::.attention of 
SA L..l _____ ....JI 

- Bureau 
- Kansas City 

( 1 - via Package, enc ~. 1) 
- St. Louis 

FWP:edr 
( 8) 

---NOT H e:coRDGD 

, Approved:----------- Transmitted ---:-:-=--~~---==-=---:--....:I:-:7;...JA U GP:eJG.~11.;l9:u82e,.__ __ _ 
<Number) (Time) -

b6 
b7C 

b6 

·,j 



~.5,' 8-268 (Rev. 1-20-82) . ' FEDERAL BUREAU OF INVESTIGATION 

I 
I WASHINGTON, 0. c. 20535 

Date: 1 b / Y z_ Re: 

To: SA-c k;VoXUtLL.E 
frTTM~ s~ "-~------------~ 

-. b6 
b7C 

--------------Invoice of Contents-------------

FBI File# fD~?V~ 

• ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENOINEERING s:CT!ON RoOM '1046 (Telelift 253) ~ ( C 
Name of Shopper J -... ,. ~Ext. Z.7oV Ship By~tj.,j::" fr/'!, b6 

.b7C 

.~ ~<:· /) t2_ (method to use) ~~ 

This Ship~ent '~Wa"ge~ kY . \./.[./ . Shipping.# -!5~-1-Z-------
No. of Packages ~~ 
F D-514 NO DO NOT TRANSFER EQUIPMENT 



. --
FEDERAL BUREAU OF INV.ESTIGATION 

8-269 (Rev. 1-20..82) 

• 

-~·~. l 
- . 
'< • 

'~ .... ~ .. ;.:"'"' 

, .• 
t' 

WASHINGTON, D. C. 20535 

Date: A U Gus/ 3 I C?12- Re: 

To: I ' I . 

-
'\ 

b6 
b7C 

% /J/4 A/o~711 jJ,£L/# L-S 

Bvi2LtAJc,Tbtt/ 1/~;e/41 'bAI/ • 
I · ",_ Invoice of Contents -------------7 

j//J - fd ~-- <217 FBI File # 

--

I~ f!_dJJ ~#!~r " 
J ~~ 

(~ ·~b~~ I 
~ kL r ·~~r:~ 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION ROOM 1B046 (Telelift 253) 

Name of Shipper Ext. 2-7o0 s~ip By /l.rll h;eT ,e' u.J ~~c 
~ (method to use) - • 

This Shipment Packaged bY---~r~Jt~C------ Shipping #-+c){~tgU-___ ___,___;;____._ __ 
No. of Pack.1ages / r"-'~ 

SFER EQUIPMENT FOR PERMANENT ASSIGNMENT 



.•. 

8-268 (Rev. 1-2~82) • • ,. 
FEDERAL BUREAU OF INVESTiGATION 

J1 ~ WASHINGTON, D. C. 20535 

Date: Hl{.~~ <:::>/ /1q;}, Re: 

To: s;rc/i;CI croFVJeNfo 

---------,-------Invoice of Contents------=--~---==---

FBI File# <g'Q ~qo s~ 

N\ D~ ~ ·H·Nj E> retc~et 
7154-39 N·V~ 

~/!ffeil 

175 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO E~..w...~=.........u..ll.l.l...;.....lo..lo..J!..:..L.LL.l.D.L...J.U.;I.L.l.D.I~Q46 (Telelift 253) 

Name of Shippe L...-------=-....,.,....,....--.....J Ext. £i.~ tf 
. \ 

Ship By ~..a· M /lie""" f.J ~~to use) 

Shipping # ~Tw:b~---,.------
No. of Packages 

FD-514 NO -= k DO NOT TRANSFER EQUIPMENT 

. 
b6 
b7C 
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8/13/82 

, ... 
DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

PRECEDENCE 
IMMEDIATE 

115ffi 0 0, H o_m_D_LI:I.CLr10l.1.SJ.rt:IL'i.SnL0_13 215.9LAUG_8c;_ ______ ---l 

START HERE 

DIRECTOR FBI {80-805} 

FBI HOUSTON· {139-517} ( 

UNTERMEASURES }MATTERS; UNSUB; L-1 ____ __.~VI(TIM; IOC; 

HOUSTON 
~ 

THE ENTIRE CONTENTS OF THIS COMMUNICATION ARE (LASSIFitD 

w z 
:J 
VI :c .... ,, 

Iii 
< 
0. 

b6 
b7C 

b6 
b7C 

w 
REFERENCE HOUSTON T~LETYPE TO BUREAU DATE) AUG~ST 13, 1982, ~ 

BUREAU TELEPHONE CALL TO HOUSTON ON AUGUST 13, 1982. 

ON INSTANT DATE TECHNICAL SERVICES 

WHO HAS MADE PRELIMINARY MEASUREMENlS AT L-------..::-""'17":::::.,..r 

1------------~ ADVISED THAT BEGINNING NEXT WEEKL...I _ ____JIWILL 

COMPLETE STUDY OF SIX FLOORS OF THE BUILDING CENTERED ON THE 

2 61ST FLOOR, COVERING ALL FOUR SibES OF THE BUILDING. STUDY WILL 

ADDRESS POSSIBLE BIOLOGICAL AND/OR ELECTRONIC INTERFERtNCE 

APPROVED BY 

1 - MR. O'MALLEY 

1 -

1 - MR. BAYSE 
1 - MR. WITZEL 

DO NOT TYPE MESSAGE BELOW THIS LINE 

1 MR I KII I TON .. 

1 - .__I __ ______.I 

9'J ~ufro':~~~ 'AUBl3- . 
, DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

- - .. 

.... 

I 
b6 

(b7C 
(b7E 

:r 
-.V 

' ~ 
~ 

FOI/OOJ 



• 
2 

PAGE TWO DE HQ .0115 
~ROBLEMS. 

., . 

THAT ·HIS PRELIMINARY {AND UN-. 
'~FFICIAL} MEASUREMENTS INDICATED NO BIOLOGICAL HAZARD FOR THE 

~UILDING AND THAT IN ALL PROBABILITY THE ELECTRICAL INTERFERENCE 

~ROBLEMS EXPERIENCED IN BUILDING TELEPHONES AND OTHER EQUIPMENT ' 

WAS DUE TO THE ADJACENT FM RADIO STATION TRANSMITTERS. HE 

.NOTED THAT THE EIGHT TRANSMITTERS LOCATED WITHIN A FEW BLOCKS OF 

THE BUILDING REPRESENTED A COMBINED RADIATED POWER IN EXCESS OF 

TWO· MILLION WATTS AND THE 61ST FLOOR ~...1 ------------~ 

TRANSMITING ANTENNAS. PROBLEMS SUCH AS THOSE EXPERIENCED ARE 

COMMON IN METROPOLITAN AREAS. WHEN HIGH-RISE OFFICES ARE 

PERMITTED TO BE CONSTRUCTED ADJACENT TO EXISTING RADIO TRANS

,MISSION TOWtRS. HOWEVER, TO RESOLVE POSSIBILI:rY OF INTERCEPTION: 

~OF COMMUNICATIONS, THE FOLLOWING TSD PERSONNEL WILL TRAVEL TO 

HOUSTON ON SUNDAY,· AUGUST. 15,· 1982, TO CONDUCT AN AUDIO COUNTER- 1 

, MEASURES SURVEY: EtE~TRONICS ENGINEER~...I ______ ....J 

~LECTRONICS TECHNICIAN ~...1 ___ ___.I AND SUPERVISORY SPECIAL AGENT 

CONCERNING L..I ___ ____JITELEPHONE, TSD'S INFORMATI9N IS THAT 

THE TERM 2990 RE.FE:RS TO A FAMILY OF TELE:PHQNf,:S ltiHI<:H AR~ 

b6 
b7C 
b7E 

b6 
b7C 
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PAGE THREE DE HQ 0115 ~ 
DESIGNATED AS MULTI-BUTTON ELECTRONIC TELEPHONE SETS {METS}. 

THE MODEL NUMBER FOR THE METS START WITH 2991 AND CONTINUE. 

HOUSTON IS REQUESTED TO OBTAIN AN IDENTICAL, PREFERABLY 

NEW, TELEPHONE AS THE ONES THAT ARE IN~~ --------------~ 

HOUSTON IS ALSO REQUESTED TO MAKE LODGING RESERVATIONS FOR 

TSD PERSONNEL FOR SUNDAY AND MONDAY NIGHT. 

~AND EXTENDED BY ·8, REASON. FOR EXTENSION, FCIM, 

11, 1-2 4-2 {2 & 3}, DATE OF REVIEW FOR DECLASSIFICATION 

AUGUST 11, 2002. 

BT 

• 

I 

b7E 



!\ . ' ... ' ~·· 
NOTE: ASAC, UOUSTO!h HAS: SEEfl ADVISED Of THC TSD 'S P£RSOWlEL T{) 
PlAU TO TRAVEL TO HOUST<Hb SUtJI>AV" AUGUST :LS ... 1.'18E· 

THIS HATTEr HAS BEE!l COORl>IIlATEll i:JITH U£JIT ClliEfl b6 I _ (!l) {b}, ()N AUGUST !J3-. Jl1!J2o b7C 

TUE FSTTPATED TRAVEL COSTS F<>r-: iEEJ-1 I -tETl-1 I AUD iSAl-b6 I I I !S ~;21b TRM5SPORTATIOtJ AtlD ¢200 PER DIEH EACH-, TOTALifJGb7C 
¢Jn21H}. 
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~\)r, $F012***$F$rlmRR SFmDE HQ rl0012 $rlmYUmR 101403Z AUG 82 

START HERE 

DIRECTOR FBI {80-805} 

FBI SAN FRANCISCOL..I __ ____JI ROUTINE 

UNCL2;> 

AUDIO COUNTERMEASURES RAINING IN-SERVICE 

REFERENCE BUREAU TELETYPE DATED MAY 5, 1982, AND BUREAU 

CALL TO SAN FRANCISCO SA L..l ______ ...JI9N AUGUST 9, 

SAl ~S SCHEDULED TO ATTEND CAPTIONED TRAINING AT 

FBI ACADEMY FROM 8:00A.M., AUGUST 23, 1982, THROUGH 

SEPTEMBER 3, 1982. 

IN THE EVENT SA I I IS UNABLE TO ATTEND, FBIHQ WILL B 

TELEPHONICALLY ADVISED, FOLLOWED BY A WRITTEN COMMUNICATION!( 

REASON{S} FOR NOT ATTENDI.NG. SUBSTITUTION, IF ANY, 

BE MADE BY FBIHQ ONLY· 

SA L..l __ ...,jl IS SCHEDULED FOR FIREARMS TRAINING ON AUGUST 27, 

1982, AND IS TO BRING HIS AUTHORIZED HANDGUN{S} WITH HIM TO THE 
DO NOT TYPE MESSAGE BELOW THIS LINE 

APPROVED BY TELE EXT. 

1 -

1 -~~~~=-------~~~---rJ 1 - MR. BAYSE -v-~~~-----. 

1 - MR. WITZEL 
1 - ...-:M~R.!..:·~K.::I.:.L.:::.L I:..O.::..:N~....., 

i = L...~---------1 
jrD DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

97 AUG 271982 

w z 
:::::; 
U) 

:c ... ... 
U) 
<( 
a. 
w a. 
>-... ... 
0 
2; 

b3 
b7E 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

FBI/OOJ 
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, PAGE TWO DE HQ 0012 UNCLAS 
ACADEMY FOR INSPECTION. 

THIS COURSE, WHICH IS TWO WEEKS IN DURATION, PROVIDES 

ATTENDEES WITH THE TECHNIQUES FOR CONDUCTING AUDIO COUNTER

MEASURES {ACM} SURVEYS AND A THOROUGH UNDERSTANDING AND 

KNOWLEDGE IN THE USE OF THE BUREAU'S ACM EQUIPMENT, INCLUDING 

FREQUENCY RECEIVERS, TELEPHONE ANALYZERS, SPECTRUM ANALYZERS, 

OSCILLOSCOPES, NON-LINEAR JUNCTION DETECTORS AND OTHER EQUIP

MENT USED IN ACM SURVEYS. 

SAN FRANCISCO IS TO CONFIRM SA L-1 __ ___.I ATTENDANCE BY 

SUBMITTING TWO FD-313'S, TO FBIHQ, ATTENTION: {ONE EACH} 

TRAINING DIVISION,_S~ lAND TECHNICAL SERVICES 

DIVISION {TSD}, ENGINEERING SECTION {ES}, ELECTRONIC ANALYSIS 

UNIT. 

TRANSPORTATION WILL DEPART FOR THE FBI ACADEMY AT 7:30 

P.M., ON AUGUST 22, 1982, FROM THE 10TH STREET AND PENNSYLVANIA 

AVENUE ENTRANCE, J. EDGAR HOOVER FBI BUILDING, WASHINGTON, D.c. 

SAl !sHOULD REPORT TO THE 10TH STREET ENTRANCE WITH HIS 

LUGGAGE AND PERSONAL EFFECTS PRIOR TO THE 7:30 P.M. DEPARTURE 

TIME. LIMOUSINE AND TAXICAB SERVICES ARE AVAILABLE FROM UNION 

STATION, DULLES INTERNATIONAL AND NATIONAL AIRPORTS TO FBIHQ. 

,, 

b6 
b7C 

b6 
b7C 
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~ PAGE THREE DE HQ 0012 UNCLAS 
INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED 

TO FBIHQ~ ATTENTION: TSD~ ES~ SA I I OR CALL 

EXTENSION 2700. 

BT 

t 

b6 
b7C 



• • • . ' 

NOTE: SAl IWAS SELECTED TO REPLACE KANSAS CITY SAl I b6 
I IWHO CANCELED DUE TO OTHER COMMITMENTS IN HIS DIVISION. b?c 



160 

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

COMMUNICATION MESSAGE FORM 

CLASSIFICATION 

~ 

DE HQ M01b0 $MmYsmo 112131Z AUG 82 
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DATED AUGUST 6, 1982 AND BUREAU TELEPHONE CALL TO 

6 OUST O-N SUPERVISOR L-1 _ _.I ON AUGUST 10, 1982. 
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PAGE TWO DE HQ 0160 ~ 
HOUSTON ADVISED THE TECHNICAL SERVICES DIVISION {TSD} 

TELEPHONICALLY THAT~~ --------~~TELEPHONE IS A CORDLESS 

TELEPHONE. INFORMATION AVAILABLE TO TSD AT THIS TIME IS THAT 

MO~T CORDLESS TELEPHONES OPERATE IN'THE FREQUENCIES BETWEEN ~-6 ' 

TO 2.0 MEGAHERTZ AND ~9.8 TO 49.9 MEGAHERTZ WHICH ARE FAR BELOW 

THE ONE, GIGAHERTZ FREQUENCY MENTIONED IN REFERENCED TELETYPE. 

ON INSTANT DATE TSD CONTACTED THE CRIMINAL INVESTIGATIVE 

DIVISION {CID} AND THE INTELLIGENCE DIVISION· {INTD} CONCERNING 

THIS MATTER. CID IS OF THE OPINION THAT INFORMATION PROVIDED 
~- ,.,, 

TO DATE IS NOT SUFFICIENT TO INDICATE AN INTERCEPTION OF 

~COMMUNICATION VIOLAtiON HAS OCCURREJ. INTD. ADVISED TSD THAT 

THERE IS NO INDICATION AT 

:INTELLIGENCE AGENCIES ARE 

THIS TIME THAT ANY FOREIGN OR HOSTILE f 

INVOLVED., IF HOUSTON WI~HES TO PURSUE\ 

;THIS MATTER FURTHER, HOUSTON ·IS REQUESTED TO RE-INTERVIEW D 
~--------------~AND OBTAIN THE FOLLOWING INFORMATION: 

1. WHICH PARABOLIC DISC ANTENNA EMITS DIRECT LINE-OF-
. 

~IGHT ELECTROMAGNETIC RADIATI~N AN» WHAT ARE THE POWER LEVELS 

~ 

I .. 
l 

j • 
l 
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b6 
b7C 
b7E 
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PAGE THREE DE HQ 0160~ 
MERELY POINTING IN THAT DIRECTION. 

4. HOW DID HE DETERMINE THAT THE ANTENNA IS OPERATING IN 

THE FREQUENCY OF ONE GIGAHERTZ. 

5. WHAT PART OF THE DIMENSION TELEPHONE SYSTEM IS 

OPERATING IN THE FREQUENCY. OF ONE· GIGAHERTZ THAT HE MENTIONS. 

6. WHAT TESTS HAS HE CONDUCTED TO DETERMINE THAT THE 

FREQUENCY OF ONE· GIGAHERTZ CAUSES THE TELEPHONE SYSTEM TO REACT 

ADVERSELY. 

?. OBTAIN COMPLETE DETAILS AS TO THE STUDY, {If ANY}, 

CONDUCTED BY .... I ____ ____.I OR ANY OTHER PERSON AT L-1 ___ ____. 

OFFICE. 

8. OBTAIN COMPLETE DETAILS OF THE EQUIPMENl USED IN HIS 

STUDY, INCLUDING ALL.MEASUREMENTS CONDUCTED. 

9. OBTAIN COMPLETE DETAILS ON ANY OTHER COMMENTS, OR 

FACTUAL STATEMENTS MADE BY ._I ____ ____. 

ALTHOUGH THE HARMFUL EFFECTS OF RADIATION IS NOT RELEVENT 

TO THE INTERCEPTION OF COMMUNICATIONS ALLEGATION, IT IS OF 

INTEREST TO KNOW HOW MANY PERSONS, IF ANY, ARE EXPERIENCING 

SEVERE HEADACHES AND NAUSEA IN ._I ____ __,!OFFICE· 

THE TELEPHONE COMPANY SHOULD BE CONTACTED AND OBTAIN 

b6 
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b6 
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b6 
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PAGE FOUR DE HQ 0160 ~ 
THE FOLLOWING INFORMATION: 

• 

1. MODEL NUMBER OF THE DIMENSION SYSTEM AND A LIST OF ALL 

FEATURES ASSOCIATED WITH~~------~~ TELEPHONE SYSTEM· 

2. IF THE TELEPHONE COMPANY INSTALLED MR· LOVE'S TELEPHONE 

SYSTEM, OBTAIN ALL THE INFORMATION REGARDING IT· 

3. DETERMINE WHAT PROBLEMS THE TELEPHONE COMPANY HAS 

EXPERIENCED WITH CORDLESS TELEPHONE SYSTEMS, IF ANY· 

4 • DETERMINE IF L..l ___ ____JI CORDLESS TELEPHONE HAS AN FCC 

RULES, PART 15 TYPE ACCEPTED STAMP· 

5. IF IT DOES, WHAT EXACTLY DOES THE STAMP STATE? 

b. OBTAIN NAME OF MANUFACTURER, AND MODEL NUMBER OF 

...__ ______ ___.I CORDLESS TELEPHONE. 

HOUSTON IS TO DETERMINE IF ANY DISCUSSIONS INVOLVING 

NATIONAL SECURITY MATTERS TAKE PLACE IN IL.. ______ ____JI OFFICE· 

TSD WILL HOLD IN ABEYANCE ANY ACTION UNTIL A RESPONSE IS 

RECEIVED FROM HOUSTON· 

~AND EXTENDED BY 8, REASON FOR EXTENSION,·FCIM, 

11, 1-2 4-2 {2 & 3}, DATE OF REVIEW FOR DECLASSIFICATION 

AUGUST 11, 2002· 

BT J 
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' .. • 

NOTt:. HOUSTON SUPERVISOR I I WA$ ~~LEPHONICALLY CONTACTED· b6 
6N AUGUST 10~ 1982 AND ADVISED THAT' ~ASED ON THE INFORMATION b7c 

PROVIDED TSD COULD NOT JUSTIFY CONDUCTlNG AN AUDlO COUNTERMEASURES 
SURVEY OF I !OFFICE· HE WAS ADV.ISED .MORE INFORMATION . 
WOULD BE REQUIRED· INFORMATION IS REQUESTED OF HOUSTON IN THIS 
COMMUNICATION. 

CID AND INTD WERE CONTACTED BY SA I I CID ADVISED b6 I 
THAT THERE IS NO INDICATION OF AN IOC VIOLATION· INTD ADVISEb THERE b7c 
WAS NO t~DICATIO~ OF A FOREIGN OR HOSTILt INtELLIGENCE AGENCY 
INVOLVED·- -
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Traintng_~ 

Tclcphcnc R;n. _ ~ 
fliffCt(lr'<; S5c'y ~ _ ~ 
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PERSONAL ATTENTION SECTION CHIEF._I ______ I CID; SECTION 

CHIEF RONALD \VITZEL, TSD 

SECTION 0 NE 0 F T\~0 SECT 10 NS 

AUDI9 -~ .. ~!ERMEASIISES-MAllERS; <BUREAU FILE 80-805); 

UNSUB ;I !VICTIM; IOC; (00:HOUSTON>; <HOUSTON FILE 

139-517). 

ENTIRE CONTENTS OF THIS TELETYPE ARE CLASSIFIED 

RE HOUSTON TELETYPE DATED AUGUST 6, 1982; BUREAU TELETYPE, 

AUG~ST 11, 1982, AND TELEPHONE CALL TO HOUSTOC. SU-P~~:¢_.:_~-.. -~) '1(7;37) 
D FROM BUREAU, AUGUST .12, 1982. ()0 7:;:}.../._, ;:.-- l'UI! 

r----------------...;....iZ.,···.:;·~- c:::-:-,.~ ·~--,. 
ON AUGUST 12, 1982, L-----------------___J AU!i ~ r •• "J .~~ 

(f h,_..,,._ .. 

L...-_ ___.loF~ICE IS IN DIRECT LINE-OF-SIGHT HITH NUMEROUS Ft1 AND 

DISC TYPE ANTENNAS LOCATED 0 N TOP OF THE BUILD I~ K~'O~l N AS 0 NE 

SHELL PLAZA. AS RECENTLY AS THE END OF JUNE, 1982, COMPLAINT 

OF FM RADIO MUSICAL INTERFERENCE ON DICTATI~'G AND RFCORDII\'G 

176 AU~82 
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EQUIPMENT \oJERE RECEIVED FROM PERSONS OCCUPYING OFFICE SPACE IN 

AND ADJACENT TOI lorF'ICE ON THE 61ST Fl..OOR. L-1 ___ __. 

BEGAN LOGGIN3 COMPLAINTS AND CHECKIN3 EQUIPMENT CONCERNI~'G THIS 

INTERFERENCE. COINCIDENTALLY, AND IN MID JULY, 1982, HE BEGAN 

REGEl VI N3 REPORTS OF' INTER F'ERE NCE 0 N THE TELEPHONE I NSTR.UMENTS 

USED BY DESK AND 

TELEPHONE INSTRUMENT ARE LOCATED IN THE SAME OFFICE SPACE AS 

L.,..__....JIDESK AND TELEPHONE.~ !CLAIMED PERIODICALLY THAT 

THE LIGHTED BUTTONS ON HER MULTI-LINE CONSOLE ~!OULD FLICKER ON 

AND OFF' AND CAUSE DISCONNECTS OF' CALLS IN PROGPESS. 

ENLISTED THE AID 0 F' 

L---------------------------------------------~ 
EXAM! NED 

THE PROBLEM, BUT ~/ERE UNABLE TO DETERMINE THE CAUSE OF' THE 

PHENOMENa N OR ELIMINATE IT. I THEN REQUESTED THE I 
EN3AGE THE SERVICES OF' L-------------------------------......1 
LABORATORY TECHNICIANS SINCE THE PROBLEM HAD OUTREACHED THE 

LOCAL I I ABILITIES TO RESOLVE. ~PPROVED THE 

REQUEST, AND HAS ALSO RETAINED THE 
~------~======~___. I 0 F' SAN A N~O NIO' TEXAS' HEADED BYI 

. . 
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I HAS coNDUCTED TESTS TO DETERMINE \4HAT TYPE 0 F' ......__ _____ ____, 

SIGNALS OR RADIATION IS PRESENT INI loF'FICEJ I WILL 

REPORT THE RESULTS OF' THEIR F'I ND!f\tlS ON PROPER F'CC FORMAT. AS 

OF' THIS DATE' THESE REPORTS HAVE NOT BEEN RECEIVED BYI ' I 

I ALSO ADVISl!:D THAT AS A RESULT OF COt1PLAINTS 
~-------~ 

OF' At\'OTHER TENANT ON~ _________ ____.F'M INTERFERENCE, 

THE BUILDif\tl MANAGER INSTRUCTED TRIDENT COMMUNICATIONS, 100 EAST 

NASA ROAD 1, SUITE 403, TELEPHONE NUMBEP (713)-33?-2822,._1 _ ____. 

L-----------------~ 
TO CONDUCT AN F'M 

RADIATION STUDY. THIS SURVEY \~AS CONDUCTED ON JULY 27, 1982. 

!REPORT, RELYIN3 ON THE U.S. STANDARD RECOMMEt\DED .....__ __ ____. 

MAXIMUM ENERGY DE~SITY F'OR FREQUENCIES BErt-TEEN TEN MEGAHERTZ 

<MHZ) AND 100 GEGAHERTZ <GHZ) IS TEN MILLH4ATTS <t'1Jl) PER 

CENT! METER SQUARED F'OR BOTH PART! AL A NO \JJHOLE BODY RADIATION, 

DETERMINED THAT OF THE EIGHT FM BROADCAST STATIONS BEING 

RECEIVED AT THE 61ST FLOOR, THE HIGHEST LEVEL RECEIVED \•lAS 

A MINUS 10 DB M AT 99.1 A NO 104.1 MHZ. CONVERTING THE MEASURED . 
SIGNAL LEVEL AT 104.1 MHZ TO POWER DENSITY,! !REPORTS THAT 

THE PO\~ER DENSITY ~/OULD Ot\t.Y BE .00001 £1\•J/CENTIMETER SQUARED • 

....._ _ ____.I FURTHER INDICATES IN HIS REPORT THAT IF' A PERSON vJAS 

/ 

b6 
, b7C 
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EXPOSED TO THE RADIATION OF ALL EIGHT FM STATIONS FOR A 24 HOUR 

DAY, THE EXPOSURE \t/OULD ONLY BE .00192 1'1\•JH PER CENTIMER SQUARED, 

OR APPROXIMATELY 100 TIMES LESS THAN THAT DETERMINED TO BE A 

HEALTH HAZARD AS ~'OTED IN THE ELECTRONIC EflGINEERS' HANDBOOK, 

SECOND EDITION. 

L....-___ ____.1 TESTS WERE LIMITED TO MOVI t-.'G THE MULTI-LINE 

CONSOLE TELEPHONE I NSTPUMENT LOCATED 0 NL-1 _____ __.I DESK TO 

EITHER SIDE A FE\~ FEET. IMMEDIATELY THE PROBLEMS ~lOULD CEASE 

~1HEN THE INSTRUMENT ~JAS NOT IN LINE \~ITH THE ANTENNAS LOCATED 

oNI I ALso, ADJACENT oFFicEs HAVIN3 IDENTICAL 

TELEPHONE ! NSTRUME NTS DID ~UT, REPEAT, NOT, EXPERIENCE THE 

AFOREMENTIONED DIFFICULTIES. 

L....------~--....JDID ~'OT CONDUCT ANY 

TEsTs INS IDEIL---_ ___.Io FFICE. ·THEIR coNCLUSIONs WERE BASED uPoN 

INPUT FROt11 ~NGINEERS, THE RESULTS OF TRIDENT COMMUNICATIONS 

FINDI~'GS,.ANDI !PHYSICAL TESTS. 

ON INSTANT DATE,L--------------------J ADVISED 

THE TELEPHONE INSTRUMENTS IN WERE INSTALLED 

BY THE MANUFACTURER, WESTERN ELECTRIC. THE [lX)DEL NUI'fS~ IS 

... 

. . 
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2990, A 20 POSITION, TOUCH-TONE, CONSOLE. THE SYSTEM IS A ftDDEL 

2000 ELECTRONIC DIMENSION SYSTEM 1HTH FEATURES INCLUDII\'G, 

ATTENDANT CONFERENCE, AUTO CALL BACK, CALL F'OR\~ARDI~'G CCF'), 

CF' BUSY, CF 00 ANS~1ER, CALL HOLD, CALL PA~K, CALL PICK-UP, CALL 

\•1AITIN3, CALL WAITim SIGNAL, PAGI~, PAGII\'G REPLY, THREE WAY 

CONVERSATION, TRANSFER, TRUNK ANS~!ER, TRUNK QUEUII\'G, STATION 

r-ESSAGE DETAILED RECORDI~'G, CUSTOM INTERCOM, AND SPEED CALLII'.U. 

L....-_ __.1 STATED THAT THE PHONES ARE CABLE INSTALLED AND NO 

CORDLEss PHONEs ARE UTILIZED INI !oFFicE SPACE. IWAS 

UNFAMILIAR \HTH F'CC RULES, TYPE 15 STAMP. 

IN VIEW OF' THE ABOVE, IT IS APPARENT A PROBLEM DOES EXIST 

WITH TELEPHONE LINES LOCATED IN THE OFFICE oFI HOUSTON 

AT THIS TIME DOES NOT HAVE THE CAPABILITY TO CONDUCT APPROPRIATE 

TECHNICAL TESTIN3 IN THE OFFICE OFI ITO MAKE AN ADEQUATE 

DETERMINATION AS TO THE PRESENCE OR SOURCE OF' THE PROBLEM 

REGARDIN3 AN IOC VIOLATION.! !INDICATED ON AUGUST 6, 1982, 

THAT HE DOES 1\'0T BELIEVE HE HAS DISCUSSED A NY MATTERS THAT 

PERTAIN TO NATIONAL SECURITY AND COULD ONLY STATE HE IS IN 

FREQUENT CONTACT \HTH WHITE HOUSE OFFICIALS, INCLUDII\'G VICE 

PRESIDENT GEORGE BUSH AND JAMES BAKER, ~lHITE HOUSE STAFF, .BOTH 

.. 
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FELLml HOUSTO l'JIANS. HE STATED HE IS A MErrBER OF THE PPESIDENT' S 

PRIVATE SECTOR SURVEY CUTTim COSTS INGOVERNMENT, AS STATED IN 

REFERENCED HOUSTON TELETYPE, AND AS SUCH, IS IN CONTACT WITH 

OFFICIALS OF ADMINISTRATION AND ~lHITE HOUSE STAFF TO DISCUSS 

NATIONAL ISSUES AND PERTINENT MATTERS. ALSO, HE STATED THAT 

FORMER PRESIDENT GERALD FORD HAS UTILIZED HIS TELEPHONE ANqL... _ ___. 

HAS f\t> IDEA ~1 HAT FORMER PRESIDE NT FORD DISCUSSED 0 N HIS 

TELEPHONE OR \HTH ~1HOM. ADDITIONALLY, INDICATIONS ARE THAT A 
13oa yJ med:h" . 
!!Oiif.iH 11liST1 ~ IS SCHEDULED ~liTH! N SIXTY DAYS FR1>rll #1-e Ltts-/-
BOARD MEET! N3 0 F JULY 20, 1982, AND BOTH FOR MER FIRST LADY 1"1RS. 

LYNDON B. JOHNSON AND FOR~lER PRESIDENT GERALD FORD, AS MEMBERS 

OF THE J;30ARD 0 F DIRECTORS, TEXAS CQMMER CE BANK, ARE EXPECTED TO 

ATTEND, AS THEY HAVE IN THE PAST. HOUSTON IS ~'OT IN A POSITION 

AT THIS TIME TO DISCOUNT THE STATEMENT OF~...I _______ .....~ 

CO NCER NI m THE HARMFUL EFFECTS OF RADIAT !0 N, AS STATED IN REF

ERENCED HOUSTON TELETYPE, OTHER' THAN TO REFER TO TEST!~ 

CONDUCTED BY TRIDENT COMMUNI<~ATIONS REFERRED TO ABOVE AND 

CONDUCTED 0 N THE 69TH FLOOR 

0 N JULY 2 7, 1 982 • 
~~==============~--~ 

BT 

.; 
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PERSONAL ATTENTION SECTION CHIEFL...I _____ ____JICID; SECTION 

CHIEF RONALD \tJ ITZ EL 1 TSD 

SECTION TWO 0 F n10 SECTIO ~'S 

AUDIO COUNTERMEASURES MATTERS; <BUREAU FILE 80-805); 

UNSUB;I I IOC; (00:HOUSTON>; <HOUSTON FILE 

!S9-517> 
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DIVISION, TEXAS COMMERCE BANCSHARES, ADVISED HE HAS BEEN IN 

CO NT ACT WITH MANAGERS OF THE 

BUILD I~ , TO E N3 AGE TRIDENT COMMUNI CATIONS TO CONDUCT TESTS 

FOR RADIATION IN THE OFFICE OFI loN THE SIXTY-FIRST 
' 

Fl.OOR. HE HAS HELD THIS TEST! NG IN ABEYANCE PEND! f\'G FURTHER 

INVESTIGATIVE ACTION BY THE FBI, INASMUCH AS ADDITIONAL SURVEYS 

AND TEST!i\'G BY VARIOUS PERSONNEL INI !oFFICE MAY RESULT IN 

THE LOSS OF OPPORTUNITY TO DETERMINE THE SOURCE AND IDENTITY OF 

SUBJECTS IN IOC. IN VIEW OF THIS AND PENDING RESULTS OF TESTS 

CONDUCTED BYjL-_ __,~ THE BUREAU SHOULD ADVISE HOUSTON AS TO 

HHETHER DISSEMINATION QF THIS INFORMATION TO THE SECRET SERVICE 

SHOULD BE MADE AT HEADQUARTERS LEVEL OR LOCAL LEVEL SECRET 

SERVICE, SO THAT APPROPRIATE. PROTECTIVE MEASURES MAY BE TAKEN 

AS TO HARMFUL EFFECTS OF RADIATION WITH REGARD TO ATTENDANCE BY 

MRS. LYNDON JOHNSON AND FORf1ER PRESIDENT FORD AT THE BOARD 

MEET! 00 IN SEPTEM3ER. 

L.....-___.1 HAS BEEN ADVISED INASMUCH AS HE IS EXPERIENCI l'l3 

UNEXPLAINED AND iJNDETERMINE'D PROBLEMS OR DIFFICULTIES \HTH HIS 

TELEPHONE LINE AND THE POSSIBILITY THAT INTERCEPTIO-N 0 F HIS 

COMMUNICATIONS IS TAKift.'G PLACE, THAT HE SHOULD PROCEED 

lilol • " • 
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ACCORD! ~'GL Y IN HIS TELEPHONE DISCUSSIONS, PARTICULARLY IN REGARD TO 

SENSITIVE MATTERS WITH THE WHITE HOUSE AND AD MINISTRATION 0 FFICIALS • 

....._ __ -:--___ __.1 FURTH~R ADVISED 0 N AUGUST 12, 1982, THAT THEY 

ARE HOLDIOO IN ABEYANCE FURTHER SURVEYS AND TESTIOO PENDI~'G FURTHER 

INVESTIGATIVE ACTION BY THE FBI. 

THE BUREAU SHQULD EXPEDITIOUSLY ADVISE HOUSTON IF AUDIO 

COUNTERf~EASURES SURVEY TEAM IS FORTHCOMit-.G; IF OOT, THEN SURVEYS 

BY TRIDENT COMMUNICATIONS WILL GO FOR\vARD, AND HOUSTON ~JILL A\•JAIT 

RESULTS OF SURVEY CONDUCTED BYL-1 _ ___, 

C&E BY 220. REASONS 2 AND 3. DRD AUGUST 12, 2002. 

BT 
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PAGE 1 OF 4 
DATE PRECEDENCE 

8/19/82 PRIORITY 

START HERE 

~~F~B~I {80-805} 

FBI H~U~TON {139-517} PRIORITY 

HOUSTON 

REFERENCE BUREAU TELETYPE DATED AUGUST 13, 1982. ON 

UGUST 16, 1982, TECHNICAL SERVICES DIVISION PERSONNEL CONDUCTED 
. ' 

COUNTERMEASURES ~.~·s:-~):· .SUR.VEY A'f THE OFFICE SPACE OF 

~--------------------------------------------------~, 
,___ _______ ____. HOUSTON, TEXAS. THE ·ACM CONSISTED 

RADIO FREQUENCY SPECTRUM, A CHECK OF THE 

ELEPHONES IN HIS OFFICE, A CHECK OF HIS SECRETARY'S 

A NON-DESTRUCTIVE PHYSICAL SEARCH. ~ 

THE TELEPHONES WERE EXAMINED F~R ANY FORM OF ENERGY WHICH 

CARRYING ROOM AUDIO FROM THE AREA OF INTEREST. ALL 

02.ERATI...N_G.-Y.Q..~ TAGES OF THE TELEPHONE INSTRUMENTS:'WERE CHECKED TO 
DO NOT TYPE MESSAGE BELOW THIS LINE 

APPROVED BY 

1 - MR. 

1 - L....--1 _ ______. 

1 - MR. 
1 - MR. 

TELE EXT. 

-~=~MR. 
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01982 
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D~T~RMINE THAT THEY CONFORMED TO SPECIFICATIONS. ALL CHECKS 

CONDUCTED ON THE TELEPHONE INSTRUMENTS AND TELEPHONE LINES 

REVEALED NO ROOM AUDIO OR ANY EVIDENCE OF AN- UNAUTHORIZED 

CLANDESTINE LISTENING DEVICE. THE EXAMINATIONS REVEALED, 

HOWEVER, COMMERCIAL RADIO BROADCAST SIGNALS OF UNUSUALLY HIGH 

INTENSITY PRESENT ON THE TELEPHONE LINES AND INSTRUMENTS. 

BROADCAST PROGRAMS WERE DETECTED WITH EQUIPMENT NORMALLY NOT . 
SUSCEPTIBLE TO SUCH RADIO FREQUENCY INTERFERENCE· ~ IU) 

ALTHOUGH TECHNICAL SERVICES DIVISION PERSONNEL DID NOT 

OBSERVE ANY SITUATION OF CALLS TO OR FROM L..l ___ ____.I TELEPHONE 

BEING INTERRUPTED IN MID-CONVERSATION, THE PHENOMENON OF 

FLASHING LAMPS AT HIS SECRETARY'S TELEPHONE WAS SEEN ON SEVERAL 

OCCASIONS. THE FLASHING OF THE LAMPS EXISTED WHEN THE VENETIAN 

BLINDS WERE ADJUSTED AND THE HANDSET WAS REMOVED FROM THE 

TELEPHONE. {U} 

A THOROUGH EXAMINATION WAS CONDUCTED OF THE RADIO 

:ELECTROMAGNETIC RADIATION PRESENT IN 1.___ ___ __.1 OFFICE. THIS 

1EXAMINATION REVEALED NO EVIDENCE THAT I I OFFICE IS THE 

SUBJECT OF AN INTERCEPTION OF COMMUNICATIONS ATTACK. PQ {U) 

SYSTEMATIC SEARCHES WERE PERFORMED OF THE RADIQ F~EQ~ENCY 

•' 
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SPECTRUM OF CONCERN. ALL SIGNALS ENCOUNTERED WERE EXAMINED TO 

ASCERTAIN THEIR IDENTITY AND TO DETERMINE SPECIFICALLY IF THEY 

POSSESSED ANY MODULATION·CHARACTERISTICS RELATED TO ROOM 

AUDIO. :l:8C: 

AS HOUSTON IS AWARE ,~...I ____ __.I OFFICE IS- CLOSE TO AND 

FACES WITHOUT ANY OBSTRUCTION THE COMMERCIAL BROADCAST ANTENNAS 

LOCATED ON TOP OF DUE TO THE 

LOCATION OF THESE ANTENNAS WITH RESPECT To~I ____ __.IOFFICE, 

VERY STRONG BROADCAST SIGNALS WERE PRESENT IN HIS OFFICE. {U} 

THE STRENGTH OF THE FM BROADCAST SIGNALS IN~....I ____ __. 

OFFICE WAS ATTENUATED BY LOWERING THE METAL VENETIAN BLINDS. {U} 

A NON-DESTRUCTIVE PHYSICAL SEARCH WAS CONDUCTED WHICH 

INCLUDED THE AID OF AN ELECTRONIC DEVICE FOR THE DETECTION OF 

ELECTRONIC COMPONENTS. ALL FIXTURES, PAINTINGS AND FURNITURE IN 

HIS OFFICE WERE CHECKED FOR UNAUTHORIZED LISTENING DEVICES. ~ 

DURING THE COURSE OF THE ACM SURVEY NO EVIDENCE OF ANY 

UNAUTHORIZED LISTENING DEVICES WAS FOUND. {U} 

THE PERFORMANCE OF THE ACM SURVEY WAS FOR THE SOLE PURPOSE 

OF DETERMINING IF ANY ROOM AUDIO WAS LEAVING~~ ----~~OFFICE 

IN ANY FORM. THE SURVEY DID NOT ADDRESS THE POSSIBLE 

b6 
b7C 
b7E 

b6 
b7C 

b6 
b7C 
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6IO~OGICAL.~F~ECTS OF THE STRONG BROADCAST SIGNAL FOUND IN THE 

AREA CHECKED NOR DID IT ATTEMPT TO DETERMINE THE PRECISE 

ELECTRICAL COMPONENTS WHICH WERE CAUSING PROBLEMS IN THE 

TELEPHONE SYSTEM. ~ 

ALSO, FOR THE INFORMATION OF HOUSTON, ON AUGUST 16, 1982, 

"' ' . ... 

~------------~INFORMED TECHNICAL SERVICES DIVISION PERSONNEL bG 

THAT ~------------------------~PERSONNEL HAD ATTEMPTED TO 

INSTALL AN ELECTRONIC TELEPHONE SYSTEM 
~----------------~ 

~----------------------------------------~ 
BUT WERE 

UNABLE TO INSTALL A WORKING SYSTEM DUE TO THE STRONG FM 

!BROADCAST SIGNALS PRESENT IN THAT AREA· {U} 

TECHNICAL SERVICES DIVISION PERSONNEL ARE APPRECIATIVE OF 

THE ASSISTANCE PROVIDED BY THE HOUSTON FBI OFFICE. PLEASE ALSO 

CONVEY TO ~------------------------------~ TEXAS COMMERCE 

IBANKSHARES, INC., OUR APPRECIATION FOR THEIR ASSISTANCE. {U} 

~AND EXTENDED BY 8; REASON FOR EXTENSION FCIM, 

.II, 1.2 4.2 {2 & 3}~ DATE OF REVIEW FOR DECLASSIFICATION 

AUGUST 19, 2002. 

IBT 

·. 

b7C 
b7E 
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FM KANSAS Cv.(y (66-4 70) 

• 

~ DIR/', FBI (80-805) <ROUTINE> 

UNCLAS E F T 0 

ATTENT~: TECHNICAL SERVICES DIVISION. 

AUDIO __ COU NTER~lEASURE.§... TRAINING IN-SERVICE. 

RE BUTI!:L DATED JUNE 17, 1982. 

, 

I 

SA IL....-____ ___.1 IS NOT ABLE TO ATTEND THE COUNTER-

MEASURES IN-SERVICE AT THIS TIME DUE TO OTHER COC~MITMENTS. 

SINCE SAL-I __ ___.I HAS RI!:CENTLY BEEN TRAINED IN COUNTERMEASU 

AND SAl !RECENT E:XPERIENC~ AT TSD, KANSAS CITY DIVISION 

Fc;ELS THAT ITS TECHNICAL P£RS0NNJ::L NEED TO DEVOTE ANY NEW 

TRAINI~G T~ A NEWLY ACQUIRED MICRO-PROCESSOR COMPUTER. ~ 

TECHNICAL PERSONNEL ALSO ARE INVOLVEtJY9F~~JJ).I! t5l&·5 
WHICH INCLUDEs INSTALLATION OF A N£\v ?;t1ri1'NICA~ MONI..;;?RING PLANT: 

SHOULD A LATER SCHOOl:. BE SCHEDULED, SA L-1 __ __.!WOULD LIKE 

TO BE CONSIDERED FOR COUNTER~HEASURES TRAINING • .. 

iT4 SEP tfi 

5 s::r 20 1982 
~ ___ ,.. ;fh6 
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TRANSMIT VIA: 

0 Teletype 

0 Facsimile 
0 ATBTEI. 

PRECEDENCE: 

0 Immediate 

0 Pr.ior.ity 

0 Routine 

FBI 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

bate 8 I 2 7 I 8 2 

-----------------------------------------------------
DIRECTOR, FBI 
(ATTENTION: SECURITY OFFICE, ROOM 5434) 

SAC, SAN .FRANCISCO (66-419) 

SUBJECT: SECURI'rY 

~ Please forward o the San Francisco Division, 
~~T Attention: SA Margaret w. McLeod, a copy of the video

tape entitled: 

"No Private Lines" 

1 v-r-0 . 
/D_- Bureau 
'-?' San Francisco 

MWMirmp 
(4) 

(66-419) 

tlJ-m6~ ¢6SX I 
!.(/ ' 

~-i}' 
r' 
17 NOV 29 1982 

" -------- ----

b6 
b7C 
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TRANSMIT VIA: PRECEDENCE: 

D Teletype D Immediate 

D Facsimile D Pr.ior.ity 

0 ---"A,_.i ...... r_..t"""e ..... J_ D Routine 

•• 
CLASSIFICATION: 

0 TOP SECRET -!~·: 

0 SECRET 
0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date 8/30/82 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I -----------------------------------------------------

TO: DIRECTOR, FBI . 
ATTN: SECURITY OFFICE, R0011 5434·, JEH) 

FROM: . SAC, SAN JUAN (66-1190) 0/)bli~~~L/~~~ 

SUBJECT'\-\~ B:t. ]JL~~AalLIX.XroTOc;I~:I'~-~9~-~TI~N OF :: ,•'l'fEI,.ERJiONE .... COMMUN-I.CATlON - __ ., 

This communication is classified 1~' in 
its entirety. 

Re Director's teletype entitled as above to 
all offices and Legats, 8/27/82. 

San Juan requests that a copy of the videotape 
"No Private Lines" be furnished this Dl.vision to the 
attention of the Security Officer. 

· ci)- Bureau;. ~- · 
2 - San Juah 
GJCjskg 
(4) 

(Number) 

' .. --· =' 

(Time) 
r-

b6 
b7C 
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•: 
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TRANSMIT VIA: 

0 Teletype 

0 Facsimile 

0------

~~~ AIRTEL 

PRECEDENCE: 

0 Immediate· 

0 Pr.ior.ity 

0 Routine 

FBI 
• 

CLASSIFICATION: 

0 TOP SECRET 

0 SECRET 

0 CONFIDENTIAL 

0 UNCLAS E F T 0 

0 UNCLAS 

Date ___ 8_/_3_1/_8_2_-;1' 

-{Y """= ·-~ ~ .. >1 
;. 

---------------------------------------------~-------
TO: DIRECTOR, FBI 

~ATTN: SECURIT~ OFFICE, ROOM 5434, JEH BUILDING 

FRO SAC, CLEV~LAND (66-DEAD) 

RE: ~ULNERABmTY TO .. 'TIITER;EPTIOW,..Q}~' 
TELEPRONE-COMMUNICaT1lONS 

Re Bureau teletype 8/26/82. 

Videotape "No Private Lines" referred to.in referenced 
teletype is requested by Cleveland Division for use in 
presenting periodic briefings of personnel. 

- .,....../ 
Bureau 
Cleveland 

PMU/ca c 
(3) 

;()fb 

Transmitted --,----,---~--:---
<Number> (Time) 

!7 NOV 29 1992 
i1 

~=~. 

§l 
-~· 
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• 

F.orwarded to the Engineer-ing Section under separate 
cover is one Mason T-3 Analyze~, serial number 1. 

, The above described equipment was furnished to the 
Columbia Division for temporary assignment, and is no longer needed 
by the Columbia Division. 

'· ' 

(1\_ Bureau 
~ (1 -· Package Copy) 

2 - Columbia 

RDJ/jsr 
(5) 

'!tJ,f'~-
NoTRECORO~ 
.17 SEP 20 1982 

- . -

b6 
b7C 

FBI/DOJ 



\. .... 

Memorandum 

To DIRECTOR, FBI Date 9 I 13 I 8 2 
:t'SD - f"'.lo.Ll~I.IOO.IOi. .......... ..u;o._,S~ction 

From 
(ATTN· Room 1B053) 

~~~~u:: .. S (66F-119) (A-2) 

Subject: TECHNICAJ:-/fl<fU ·PMENT - _ 

REQUEST,~~ ~(Jirt!!_'!?!!-'.!!§ 
Re telephone call from SAL...---~---.....J 

Los Angeles, tol I Engineering Section. 

It is requested that Headquarters furnish, 
for use by the Los Angeles Division, a Time Domain 
Reflectometer (TDR). The use of the TDR is to be made 
in conjunct~on with a microphone installation. 

·-----~........._ 

t'>10T RECORDED 

~c.. C '8"""- '6oS 
a SEP 16 1982 

~ 

MJL:mjl 

'\\9\Q (3) ,V 
6 9 SEP 2 3198Z ~ 

------

... 

b6 
b7C 

b6 
b7C 

b6 
b7C 
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Memorandum • ~'x\o/ 
D/ . • 

Date 9/7/82 

DIVISION ROOM 1B053. 

Subject : 

·~--------------------

Forwarded to the Bureau, under separate cover, 
is one Scanlock Mark 5, SN 78/099, PN 199039. The Scanlock 
is being returned to the Bureau in order that repairs to 
the equipment can be made. 

The Scanlock is being sent via Prof:it-by-Air bill 
# 84467143, and is being shipped in Adapt-A-Case, SN 071M. 

It is requested that the Scanlock be repaired and 
returned to the Los Angeles Division as soon as possible. 

__;__......-
N:OT RECORDED 

I 

:7,~i~ ill6 SF.P 10 1982 J 
1 I ~~--~ 

4 t2 (8-Bureau 
(1-Package) 

2-Los Angeles 
(1-LA 66-1 ) 
(1-Invent ry C 

JCS:ism 
(5) 

f~- ,, 

b6 
b7C 

b6 
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:E 0 

0 

• • 
SAC, Alexandria 9-30-82 

Director, FBI (80-805) 

0 
COUNTERMEASUREp ~D\TTERS -

Reference telephone call, Alexandria Field Office, 
SAL...------------' August 27, 1982. 

On August 27 and 311 1982, personnel from 
Technical Services Division conducted a low frequency carrier 

b6 
b7C 

current check of Electro Space, Inc., room 501, Crystal City b6 
Tov1ers Building. This survey t..ras based upon an inplace power b7c 

line 1-!onitor, Model "Linelock CCR-2t" havj.ng indicated the 
presence of a signal on the povter line. . Utilizil1g a lm-1 
frequency receiver, the signal was at 120, 240 and 360 KHZ. 
Isolating the power .line at the povter panel, it was demonstrat~ 
tol [Electro Space, Inc., that the signal "t•7as not / \_ 
of a clandest ne nature but l'1as fed into the 5th floor on t a ~.J i 
Phase "B" pottrer feed. No further effort ,.,as made to locat;, / r\, >,:/ .:· 
the source of the signal. LJ/\ -~ · / 

If Electro Space, Inc., is to use their power 
line monitor effectively, they must do one of two thing 
One is to locate the source of the signal and ~epair the 
faulty equipment or secondly, place a pQ\'1er line filter at I 
the circuit breal~er panel. 

Inquiries conce~ing this communication should be 
directed to Director, FBI, Attention: Technical Services 
Division, Engineering Section, SAL.I --------~--------------------b6 

b7C 

~ - }06 -r;gi!RtR ! 
The above check waS7 ferformed by ETI r-: b6 
I _andSAI J.,. ., , · b7c 

. .s om . . ,3_ 
1 

'ExecADinv._ 1 - Mr., ~~ayse 

;::::~ ~:;·.= ;I, -~~ ijt ~ - J ~li tzel 
~-:;:: ~=-= .. , ;:.c·.~-- -d 

Asst. Dir.: , •• •, 1 - Mr. Killion 
Adm, Servs. ___;•·· I I 
Crim.ln.v._ . . 

APPRO\)EO: ' · Adm.Servs._ ~tory ___ _ 
Crlm.lnv. · legal Coun. __ _ 

Director Off. of Ccng. 
-& Public Affs.,___ 

Exec. AO·Adm._ ldcnt. ,.. -
·---- nac. 1'/.gnt. ---ldent, ~· U: \ '"\ ~~ 

lntell. T'; vas ( 7) 
. Laboratory_ di!!C, ',ff\ f) 

legal Coun, _ U"- '\ll:"' 
Exec. AO·Inv. _ Inspection Tech. Servs. __ _ 
Exec. AD-LES _ lntell. Training ___ _ 

:z .. ~lan, & Insp. -

'':~:~~;:; .. - ~fp 
").Liic Ails. Off. - c£ 7 (_ 
Telep~one R10.-

o;jj''s (YCf 0 819a~ro~r 
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8-268 (Rev-. 1-20.82) 

Date: 9/8/82 

,, 
F~-~ERAL BUREAU OF INVESTIGATION··~ 

WASHINGTON, -0. C. 20535 

Re: Technical Equipment 

To: SAC PHILADELPHIA 

ATT: SAL-I ____ ____. 

---------------Invoice of Contents ----T'-h~<F-IfL~. "----------
FBJ~0-805. 

b6 
b7C 

1 Ea. DEKTOR TELEPHONE ANALYZER Sn 4066 
1 Ea. SU_ 40l·EXTENDER Sn 4066 

s~ 
Send to Springfield when finished w~th ~his item. 

L...---____.l~eocr33 1 
6~-~ W\-3(p 
ltJ- '8- gJ-~ 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 

b6 
b7C 

ship By ---L.4~-.Iwe~f7<~~C~=~..::...:G-~tf;_:_r _____ ~~c 
<method to use) 

Shipping .f#_.+J+l..£.b.L.-----------,-
No. of Packag_es ______ ,___\::__ ______ _ 

FD-514 -NO DO NOT TRANSFE.R EQUIPMENT 
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KC0001 2 60174 .0z 

00 HQ 

DE' KC 

0 1 7 1 73 7Z SE P 82 
'• 1 KANSAS CITY (66-4 70) 

fDI~ECTOR IM~EDIATE 

s,TV 
"' 
U NCLAS E F T 0 

• 
t";ECFIVE~ 

lEU:-ryp:: ~i!iT rr-
1 7 SEr az 1 7 4 4 7 

• 
/ 

t 

ATTENTION TECHNICAL- SERVICES DIVISION, 
~ ~~--------~ 

COUNTERMEASURE~REQUEST 

RE TEL TO BUREAU, SEPTEMBER 16, 1982. 

ON SEPTEMBER 15, 1982 THE FEDERAL EMERGENCY MANAGEMENT AGENCY 

<F'E£1A) REQUESTED THE fiB! TO CONDUCT A SECURITY S\tJEEP Or THEIR 

CONFERENCE ROOM L....---------------------------------' KANSAS CITY , 

MISSOURI • 
. 

THE sr.~EEP IS TO BE CONDUCTED PRIOR TO SEPTEi1BER ~2, 1982. ON 

SEPTE~1BER 22, 1982 A REGIONAL CONFERENCE IS BEl NG HFLD TO -DISCUSS 

-·~.::.....-.,~~ 

l !r.~~" At;. ~1 r~ ~ 

:.:Xte. AD>Ifr~ -
Exec. AI.'I·U:s __ 

A sst D:r.~ 1 
Mm.~..:::-. 
Orlrn lnv ,-).;. 
~t.-~ 

ll~ction
ltmD. __ 

b7E 

HIGHLY CONFIDENTIAL MATTERS. THE FBI \HLL PARTICIPATE IN THIS_

7
~, 

REGIONAL CONFERENCE. :;-o _ Fa5' -!4:.t.i 
TSD IS REQUESTED TO FURNISH ELECTRONIC EQUIPMENT NECESSARY TO 

PROVIDE A COUNTERMEASURE CHECK Or RF, TELEPHONE AND PERIMETER \•JALLS. 

BT 

b6 
b7C 
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frfu' 

LA00918 2742340 

'RR HQ 

DE LA 010/. 

FEDERAL DURf.AU 
OF IHVESTWATION 

R 0lz:24 Z OCT 82 

FM LO ANGELES (66-7378) CA-l) / 

T~O RECTOR ROUTINE -5 v__. f D) 

BT r/ 
U CLAS ~~ 
ATTN: TECHNICAL SERVICES DIVISION! c:J ~-7~------~ 

E~ECTRONIC COUNTERMEASURES 

··oN' SEPTE~lBER 29, 1982 AN RF AND TELEPHONE COUNTER

MEASURES SWEEP WAS CONDUCTED AT 
~----------------~ 

L----------------------___.1 LONG BEACH, CALIFORNIA. 

THE SWEEP REVEALED NO UNUSUAL RF EMISSIONS OR FOREIGN 

ATTACHt~ENTS TO THE TELEPHONES EXAMINED. • 

THIS FACILITY DOES HAVE AN EXECUTIVE OVERRIDE 

FEATURE ON THE TELEPHONE SYSTEl~ WHICH WOULD ALLOW EASE

DROPPING BY ANYONE HAVING THAT FEATURE.IL---------~ 
INDICATED THAT HE WAS HAVING THAT FEATURE REMOVED. 

BT 

'• .. 

Exet~AD·Ir.v. __ 

Exec.~ 
AsstLM.: ' . 

At.fm. Setvs."' 
Cltm. lnY. f.! ' 
!dent. ___ , 

lnspeO'Jon ..,...__ 

fntell..;..· ~ .. ~-· 
WeT~;;::__ 
~»Mt~~ 
011~:¢~. 
&~Ms._ 

b6 
b7C 

b7E 



SAC, Honolulu 

Director, FBI (80-805) 

~) 7.:2:~ !.FJ; . -

-~UNTERMEASURE~TTERS 

• 
10-8-82 

·! 
Jl 

Reference your teletype dated February ~, 19821 
requesting assistance by .the Technical Services Division for 
the purpose of conducting audio countermeasures (ACM) surveys of 
your office and several other government offices. 

Personnel from the ~echnical Services Division (~SD) 
conducted audio countermeasures surveys o~ the Honolulu b6 

8 offices of b7c 
b7E 

July 16, 1982; the 
on July 211 1982. ~------------------------------------------~ 

During the ACM survey of the Honolulu Field Office -~~. 
it was noted that the Federal Building alarm system which at~ -) 
one time had speakers in the field office space were disco~~~~~eec~ 
and all wiring associated with the alarm_ system was rerout d.):'' L!, 
to the hallway. ,' . ~ 

,---.....___ ' 
This left the Field Office space without alaxm 

speakers and is dependent on the alarm speaker located in the 
hallway outside the office space for ~ergency inform~ion1.5t 

--
-..q. ~ 
0 g? 

~ C\l 
"1"-i 

~ ,_ 
<:...:> 
0 

~ 
~- J/J,r-~ 7) f:/1' '1i 

In the event that your offi e i~"rtquired o fiavli 
alarm speakers within your space connected to the Federal 
Building alarm system, it is recommended that non-feedback 
isolation amplifiers be installed with every a~arm speaker 
installed within your office space. 

Exec AD lnv. _ 
Exec AD Adrn, _ 

Exec AD LES - 1 
Asst. Oir.~ 1 

Adm. Servs._ 1 
Crim.lnv._ $~~1 ldent. __ 
lntell. __ 
Lcl.orctory _ 

Legol Coun. _ ~~: ~~~~ ( 7) 
Pion. & Insp._ '(tp"' 

Rec, Mgnt. _ ~ 
Tech.Se!vs._ ~ ~ 
Training_ 1t/J \;(' 

Telephone Rm. _ ~ 

APPROVED: 

, __ . LabOratorY'- .:::::. .. "? ~ 
Adm.Scrvs._ Legal eou;.' __ _ 
Crlm.lnv. Off. of Cong. 

& Publtc Affs.,__.-
OlreQ\01'. _ __., __ ~ec. Mgnt. 
E AD A .. "" !dent. ,, xec .,_., •• _ . Tech. Servs. __ _ 

Exec. AO·ltW. - InspectiOn 1ralnlng ----
Ex.ec. AtrLES - lntell. ___ _ 

b6 
b7C 

PuLiic Ails. 011. _ I K ~ 

( p;.,,.,•, s.,·, - MAIL ROO" ~t-- FBI/OOJ 
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Letter to SAC, Honolulu from Director, FBI (80-805) 
RE: COU.NTERMEASUPJ;S l•ll\TTERS 

In addition to the ACl-1 survey conducted at the Guam 
Resident Agency {RA) a physical check of the RA revealed that 
the door shunt lock \'Tas not connected to the Resident Agency 
Burglar Alarm System (RABAS) • It \'tas also noted that the 

•• 

RABAS .telephone line. to the local police department 't-1as 110t 
connected. TSD personnel l-7erc unable to determine if the RABAS 
system was ~rogrammed to ring the RA's agent personnel telephone 
numbers \ihen alartued. The RABAS dialer-programmer ,.,as not 
available for reprogramming the proper telephone numbers to the 
alarm system. 

The surveys included a radio frequency spectrum 
check, a ~heck of all telephones 1 telephone lines and a 
nondestructive physical search. No evidence of clandestine 
listening devices or tampering with the telephones or 
telepho~e. lines was found at the time of the survey. Follo\';ing 
each countermeasures survey, the appropriate personnel in each 
office ~mre orally advised of the results. 

Any inquiries concerning this letter should be directed 
to pire~tor FBI. Attention: TSD, Engineering Section, sAl bG 
I ~ I b7C 

- 2 -
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FEDERAL BUREAU OF INVESTIGATIO'J!r 

WASHINGTON, D. C. 20535 

To: S/JC.. C~EVE"L1~V 

• 
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Date: Cf/1 7/S'2-

·~EDERAL BUREAU OF INVESTIGATII 
WASHINGTON, D. C. 20535 • 

Re: ~161-1- ?Ctv~~~~r 
To: gi7-C_ L;KJ$ t/~$ 

b6 
b7C f}-77, I s /91 

------L. --------~Invoice of Contents ----1-'--A:..t.l---------
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.FEDERAL BUREAU OF INVESTIGATI. 
WASHINGTON, D: C. 20535 

Date: ?/17 ~~7-- Re: T;CE!dtV-te!_J9-L ~utfJH~ 
To: '3/J-Q. K/JY1-S A-S (t{)/ 

ffr-r' S' ~ I ~~c 
------========-Invoice of Contents ----1--'-H~---~--==--

~6 

I E/J- .Mo,A/ -.L;/V tfvJC~C7?oA/ .£)c-7L:'?!.rd~ c-1 S;J 3/Lf 

.DEJ<ro£ rE'-Efl/z9ME /!7V~'j2..cle "Sl./ #o bCf 
?"L?L.CflfoA/F E~rE.-vD2/e sw /f<161 

,~, -{p r1'6~ a''" 
ON .... 3 WT-t~ 
9-17 .. l?d. 

ENGINEERIN(1 SECTION DOCUMENTATION 
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8;26~ (~ev. 1-20-82) 

.EDERAL BUREAU 0~ I~VESTIGATiO. --
WASHINGTON, D. C. 20535 

Re: /EC.if.f'V 'CJr'- ~ v-t-f ~!PuT 

17-7T/ s ~.__I ___ ____, b6 
b7C 
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J' -Memorandum • 

To : DIRECTOR, FBI Date 

~~~ 
TSD - ENGINEERIN CTION 

~ (ATTN Room #1B053) 
From ~ S ANGELES - -2) 

Subject: TECHNICAL EQUIPMENT Q -

10/13/82 

[_?.~ ~!_LJ' lrl'\e_otSt4 r'e..S 
• • • • = ~~"rCJio·r • CiM'e....--:: The follow~ng ~tern ~s be~ng returned to 

Engineering Section via Prof'it-by-Air, airbill # 84467353: 

One (1) Model 1503 TDR Cable Tester, SN 
B0101.57, PN 00170971. 

(J}- Bureau 
1 - Package Copy 

1 - Los Angeles 

MJL:jgk 
(4) 

·~ 
\_ r.: /\. -... ·V ·J 

~v 

() ..,- <£0"..--~~TR~~ 
f' L C 3: ocn..; 1982 

~""""'""""""'·--

b6 
b7C 
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~\ 

• FB.I 

TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: '·' 1 

D Teletype D Immediate 0 TOP SECRET 

D Facsimil~ D Priority 0 SECRET 

~ 
Airtel D Routine 0 CONFIDENTIAL 

This entire communication is classified ~ 

Re Houston teletypes, August 6, August 12; and 
Bureau teletypes, August 11, August 13, and August 19. 

The.fo~~owing is a summary of captioned matter: 

@- Bureau r eU 
1 - Houston 
JAL/bg 
(3) 

ik-. /. 
~·.1?f/ 

Approved: -~()f:z.3..1-'-------,',;.~ __ Transmit ted __,.,.,---.,----:=':'--:---
Per_· ____ _ 

~~ rr~ ~~ 0 \f 5 1982 (Number> (Time) 

. 
b6 
b7C 

,..., 

® . .: 
b6 
b7C 

, ...... 

\ 
~ ....... b6 
('('\b7C 
- ~ )b7E 

""-.. 

.. 



, 
" . 

• • 
HO 139-517 

I !contacts with the White House staff and notable 
politicians, including friends, Vice President George Bush.and·. 
James Baker, indicated the possibility that he could be the target 
of an electronic intrusion. Second! victim's consultation with 

gave some 1n 1cat1on ) 
ects sue ,a~ ea aches and nausea can be · 

b~ strdng elect~o magnetic ~~diation of· the"type.gener~ted 
capable of electronic intrusion. ' · 

~---=~~~--------~~~~--~~--~~------------_Jiden-
tified strong FM (Frequency Modulated) broadcasts caus1ng 
interference on the telephone and recording and dictating 
eguipment in the surrounding offices as well as victim's of-fi-ces. 
I I suspected that the strong FM signals were being generated 
by the numerous FM antenna locatedl ] The 
plaza is located direct! across from and in line of sight of 

• I 

L-~~--~~~--~~engineers were unable to determine the cause 
of the difficult1es on the telephone system, and subsequently, 
the Technical Services Division -(TSD) provided a. team qf ,Audio· .. 
Countermeasures (AC) experts to conduct an-AC survey on August 16, 
1982. The survey consisted of a search.of the radio frequency 
spectrum, a check of the telephones in victim's offices including 
his secretary's office, and a non-destructive physical search. 
The sur~ey revealed commercial radio broadc·asts signals of 
unusually high intensity present on telephone lines and instruments. 
_Examination of the electro magnetic radiation present in victim's 
off:ices revea·le·d no evidence thatJ lis the--target of an Inter
ception of Communications (IOC)· attack. The physical search was 
negative for unauthorized listening devices. The AC survey did 
not address the possible harmful biological effects of the electro 
magnetic radiation present. 

r---------~o~n~September 1, 1982, u.s. Secret Service Special Agent 
I lwas appris~d of the possible 'harmful effects from 

strong electro magnetic radiation inl !offices and of.the 
FBI investigation for an IOC violation whicn proved negative. 
The information was furnished I lfor appropriate action by 
the u.s. Secret Service in view o£1 Jassociation with Federal 

2 

-

b6 
b7C 
b7E 

b6 
b7C 
b7E 

b6 
b7C 

· b7E 



-· 

HO 139-517 

. . ' .. 

protectees including Vice President George Bush, former President 
Gerald Ford, and Mrs. Lyndon B. Johnson. 

Since.the TSD, AC survey team has determined no IOC 
violation exists, the Houston Division is considering this case 
closed. 

3* 

. . 



8-268 (Rev. 1-20..82) • • · fEDERAL BUREAU OF-INVESTIGATION 
i WASHINGTON, -D. C. 20535 ( 

Date: 9/8/82 Re: Technical Equipment 

To: · SAC LOS ANGELES - ' -

·. 
ATT: SAL-I ___ ____.1-

1 Ea Triplett 3400,V.O.M. Pn 464718 

?153.18 

;of;s/~)__ 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERIN"G SECTION, ROOM l:B046 (Telelift 253) 

805 

b6 
b7C 

::~: s:~:::~·:.::~~d by dB} Ext. 4915 
Reg. mail b6 

Ship By --~~~-~-------b7C 
<method to use) 

Shipping.#-+1-·J~d.~ .. -------
No. of Packages 

F D-514 NO \ DO NOT TRANSFER EQUIPMENT 



8-268 (Rev. 1-20..82} • • • • FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

Re: Technical Equipment ~ 

151 
Date: 10/J.f/82 

To: SAC SPRINGFIELD 

Att: SA L-1 __ ____. 

'\ 

1 Ea. Scanlock Mk v. Sn 78/164 

Note; Telephone Analyzer will be sent £rom philadelphia. 

. . , . 

' f")L c,lf 7K L/ o ~3() l' 
t 
' Fxif:{)Q gtLo~3{) 

fpc-()$ /bs. .. 
YfJ/Js/g:;-
£v 

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 

I 

Ship By -Fed. <!M<fto use> 

Shipping # \ ~ 7 
No. of Packages 

FD-514 NO DO NOT TRANSFER EQUIPMENT 

b6 
b7C 

b6 
b7C 



r ' 8-268 <Rev. ·-~().821 
F!RAL BUREAU OF INVESTIGATION ' 

WASHINGTON, ·o. C .. 20535 

Date: OCTOBER 25, 1982 Re: COUNTERMEASURES EQUIPMENT 

To: AI.a3ANY • ~ . 
~: s~·------------~ b6 

b7C ... . 

-----~---:__ _____ Invoice of Contents ___ 7+¢-h'-~:....·---------
~ . . 

F B I File # u:SOI.l!-::~8~0Lt..5~-.. _____ _..__ 

1 EACH TRIPLETT MODEL 3400 v-o-M (MODIFIED) 
,... ...... #~ .. ,.. 

NOTE: THIS v-o-M HAS BEEN ASSIGNED TO YOUR DIVISION TO BE 
. _ , USED IN COUNTERMEASURES . SURVEYS;. . • . . . : 

- - .... "" . ' . ~ 

Name of Shipper--.~.1 ________ ---1..1 Ext. 2700 

This ·Shipment Packaged by ____ Q~£>..,....:!!::,_ ___ ____:....· ":--,_......:,.__ 

No. of Packages (ONE) 

REGISTERED MAIL b6 
Ship By _..;.._~~~-~----"-b?c 

• • <method to. use) 

Shipping # _Ld_.._..,~0~0::;· ______ ...,. 

F D-514 NO DO NOT TRANSFER EQUIPMENT 



8-269 (Rev. 1-20-82) 

Date: 
' 

To: 
10/18/82 

SAC MIAMI 

• FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, D. C. 20535 

' 

Re: 
Technical Equipment 

• 

1 Ea • Scanlock Mk VB • sn· '201240 pn 460349 

~ .t/1..? ~~~~S..3 
/«/I tAT z z.-

ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) 

/o-;?-~Z-

P~ 

Ext. 49-1-5-
b6 

Ship By --=F~~~~=i-et~d%'hltf~i?)r-u-se-:-) __......___ ___ b7C 

Shipping # ~ [ 

No. of Packages --------1--------
EXECUTE FD-514 TRANSFER EQUIPMENT FOR PERMANENT ASSIGNMENT 



Date: 10/15/82 

• • FEDERAL BUREAU OF INVESTIGATION 
WASHINGTON, -D. C. 20535 

Re: Techni,cal Equipment 

To: SAC JACKSON 66-69 

Att: s~L--~-__. 

Ff?l Fil 

1 Ea. Field Strength Meter Model 2050 CA. 

c 

'ENGINEERING SECTION DOCUMENTATION 

RETURN TO ENGINEERIN'G SECTION, ROOM 18046 <Telelift 253) 

80-805 

b6 
b7C 

Name of Shipper ET:.l l Ext. 4915 b6 
ShiP BY __,...ooo~r:.;se:otg;..,..-JJJrn~a...~.i ...~.J____, ____ __.b7c 

(method to use) 

This Shipment Packaged by ____ Q_~f2~:.....,_----...,..-- Shipping # ___;Q~Y-1--C(-4-------
No. of Packages 

DO NOT TRANSFER EQUIPMENT 



o~...,... ........ "r"""' 

DEPARTMENT OF JUSTICE· • ·:: 

FEDERAL BUREAU OF INVESTIGATiot .. l"' 
COMMUNICATION MESSAGE FORM •• 

~:---~,~~_.l.t.~_c!__L ____ r=:-==-:-:=:-----4-JU--...:---tf-/~RECEDENCE 
10/5/82 ~~r PRIORITY 

$F-Ob.9mP-ILCG-LV.mDE-HCLr100b.9-$rlm!ti.CmP-051.92.7.Z-O.C.T-8!;;.--------t 

START HERE 

DIRECTOR fb?-97308~ 

FBI CHICAGO PRIORITY 

ATTENTION: SA~....I _______ __. 

LAS VEGAS PRIORITY 

ATTENTION: SA I...__ _____ ___. 

-REFERENCE BUREAU TELEPHONE CALLS TO CHICAGO AND LAS VEGAS 

SEPTEMBER 13, 1982. {U} 

CHICAGO SA~....I _______ ....,.,AND LAS VEGAS SA L-1 __ ___. 

t-L---.....1 
ARE SCHEDULED TO ATTEND THE INTERAGENCY TRAINING CENTER 

10530 RIVERVIEW ROAD, FORT WASHINGTON, MARYLAND, FOR 

TECHNICAL SECURITYqOUNTERMEASURES {TSCM} AGENTS c'OURSE 

FROM 9:00A.M., OCTQBER 12,1982, TO NOVEtlBER 19, 

SAsL-1 _______ __.~RE TO REPORT TO THE ITC BY ' 

9:00 A.M., ON OCTOBER 12, 1982, AND HAVE APPROPRIATE 

w z 
::; 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 

1 - MR. BAY;sE 
1 - MR. WITZEL 

c..b7C 
1 n-:::? 

1 - MR. KILLION . 
1 - L-1 ____ __.I · 

106 
690CT1819 

rJwJ \ . . ~ .. "t"' ~-r• ON 

~ f '-·~~·'2~~i/ 
!)}" DO NOT FILE WITHOUT COMMUNICATIONS STAMP 

/U._) 

-......_ ----
7~:J 3 OCT 

-
FOI/DO.J 



0·93A " ... -~ .. 
{7·1">.77, ~. ,. • D~PAflTMENT Or JUSTICE • .:J ..,.. .-:- • fi:DEflAL BU!1EAU OF INVIESTIGAYION 

COMMUI;>JICATION MESSAGE FORM 

PAG~ 2 I CONTINUATION SHEET 
-~- - -

'1\ ... ; PA (is;: Ji!:!J~ DE HQ 0069 c 0 N r I I A L 
v·~-

IDENTIFICATION. {U} 

20 THERE ARE. NQ FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS -
18_AT THE ITC. DUE TQ THE ITC'S.LOCATION AND LACK OF ANY PUBLIC 

_TRANSPOR,TATION, SAl I IS AUTHORIZE,D TO LEASE AN AUTOMOBILE 

16 FOR THE DURATION OF THE TRAINING FOR THE USE OF BOTH SAS· {U} -
AS PER TELEPHONE CALL ON OCTOBER 4, 1982, FROM FBIHQ -

14,_SA L-1 ---------11 -TO SAS I I, RES~R.VATIONS' HAVE 

,_BEEN MADE FOR BOTH SAS AT THE OAKWOOD APARTMENTS, 140 SOUTH 

12,_VAN DORN, ALEXANDRIA, VIRGINIA; TELEPHONE NUMBER: 

703-370~4786." {U} - . 

10,_ INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED . 

:-TO. FBIHQ, ATTENTION: TECHN.ICAL SERVICES DIVISION, ENGINEERING 

s:-SECTION, SAl l EXTENSION .2700. {U} 

:- :fh_A$SIFIED ev: -! 
6 ._ DECLASSIFY ON: OADR 

BT 
:-

4 :-I 

r-

2 !-

DO NOT TYPE MESSAGE BELOW THIS LINE 

• '• .. '!. 

4 ' • 

• -I ..... 

b6 
• b7C 

b6 
w z b7C 
:::; 
II) x ... ... 
II) 

<C 
0. 

w 
Q. 

>-... ... 
0 
z 
0 
Q 

b6 
b7C 

FBI/DO.J 



~ ... ,. 
NOTE: 

ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL 
QUALIFIED COUNTERMEASURES TRAINED AGENTS WILL BE AVAIL'ABLE 
IN THE FitLD TO ADEQUArE~Y SUPPORT COUNTERMEASURES WORK· fU} 

b6 
b7C 

THERE IS NO TUITION INVOLVED AND THE COST IS APPROXlMATELY 
$2,650 tACH FOR PER DIEM~ $375 EACH FOR ~AR RENTAL {ONE fAR}, bG 
$170 TRAVEL FOR SA I lAND $~00 TRAVEL FOR SA! _TOTALING b?c 
$6,620 FOR BOTH SAS. {U} I 

ABO\lE ~;s cooRnrNArtj WITH .!-::1 -=-==--=---=-=:-::-=----:B~YI OSNASEPTEMBJ;R ~3, 1982, ~~c 
rA~N~D~W-I~T~H•l~-~-~--------~-ON,OCTOBER 5, 1982, L J I I t 


	FOIPA release letter
	Section 03



