U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

FOIPA Request No.:
Subject: 080-HQ-805

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States
Code, Section 552/552a. Below you will find check boxes under the appropriate statute headings which indicate the
types of exemptions asserted to protect information which is exempt from disclosure. The appropriate exemptions
are noted on the enclosed pages next to redacted information. In addition, a deleted page information sheet was
inserted to indicate where pages were withheld entirely and identify which exemptions were applied. The checked
exemptions boxes used to withhold information are further explained in the enclosed Explanation of Exemptions.
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327 pages were reviewed and 319 pages are being released.

Below you will also find additional informational paragraphs about your request. Where applicable, check
boxes are used to provide you with more information about the processing of your request. Please read each item
carefully.

v Document(s) were located which originated with, or contained information concerning, other
Government Agencies [OGA].

™' This information has been referred to the OGAS for review and direct response to you.

W We are consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is completed.

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the
existence of your subject's hame on any watch lists.



For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the Freedom of Information Act (FOIA). See 5 U.S.C. 8 552(c) (2006 & Supp. IV
(2010). This response is limited to those records that are subject to the requirements of the FOIA. Thisis a
standard notification given to all our requesters and should not be taken as an indication that excluded records do,
or do not, exist. Enclosed for your information is a copy of the Explanation of Exemptions.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you may
submit an appeal through OIP's FOIAonline portal by creating an account on the following
website: https://foiaonline.requlations.gov/foia/action/public/home. Your appeal must be postmarked or
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you
submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act
Appeal.” Please cite the FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information Services
(OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI's FOIA Public
Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute resolution correspondence by email, the
subject heading should clearly state “Dispute Resolution Services.” Please also cite the FOIPA Request Number
assigned to your request so it may be easily identified.

' The enclosed material is from the main investigative file(s), meaning the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown
such additional references, if identified to the same subject of the main investigative file, usually contain
information similar to the information processed in the main file(s). As such, we have given priority to
processing only the main investigative file(s) given our significant backlog. If you would like to receive
any references to the subject(s) of your request, please submit a separate request for the reference
material in writing. The references will be reviewed at a later date, as time and resources permit.

See additional information which follows.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures:

The enclosed documents represent the 2" interim release of information responsive to your Freedom of
Information Act (FOIA) request.

As previously indicated, document(s) were located which originated with, or contained information
concerning another agency (ies). We are consulting with the other agency (ies) and are awaiting their response. The
FBI will correspond with you regarding those documents when the consultation is completed.


http://www.fbi.gov/foia
https://foiaonline.regulations.gov/foia/action/public/home
mailto:ogis@nara.gov
mailto:foipaquestions@ic.fbi.gov

Inquiries regarding your OGA referral(s) may be directed to the following agencies at:

Federal Emergency Management Agency
ADDRESS: Monique Booker-Kasper
Records Management Division

Federal Emergency Management Agency
1800 South Bell Street

4th Floor

Arlington, VA 20598-3005

Department of Health and Human Services

Attn: Garfield Daley

Acting Director, FOIA/Privacy Division

Room 2206, Mary E. Switzer Building

303 C Street, S.W.

Washington, D.C. 20201

Telephone number: (202) 690-7453 fax number: (202) 690-8320

By letter dated 11/15/2017, we sent you a Compact Disc (CD) containing the first interim release for this
case. At thattime, we explained the $10.00 balance associated with that release would be billed with this release.
Accordingly, upon receipt of the enclosed CD please go to www.pay.gov to make an electronic payment* in the
amount of $25.00, or make a check or money order payable to the Federal Bureau of Investigation and remit it to the
Work Process Unit, Record Information/Dissemination Section, Records Management Division, Federal Bureau of
Investigation, 170 Marcel Drive, Winchester, VA 22602. Please include the FOIPA Request Number with your
payment. Failure to pay for this release within thirty (30) days from the date of this letter will close any pending FBI
FOIPA requests from you. Nonpayment will also cause an automatic denial of any future FOIPA requests.

*Pay.gov is a secure web-based application that accepts credit card and ACH payments online, and is hosted by the
United States Department of Treasury, Financial Management Service. For frequent FOIPA requesters, it is
recommended to create a Pay.gov account to retain an online history of payments made through Pay.gov and to
retain specific information for future payments. To make an electronic payment, complete the FBI Freedom of
Information Act and Privacy Act Form located on Pay.gov. Please note: if a refund is necessary, there is less
processing time to refund a credit card payment than an ACH payment.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld,;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information (A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who
furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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Date Legal Coun. e

:I,‘o : Mr. Bay.seuf‘_/p/@p C / 10/9/81 L:: &
L/ﬁéj ﬁl) | Off. Cong.

‘ 'A/‘ Public Affs, e
From : R, W. Witzel ﬁ

Rec. Mgnt, — ..
ASIC COUNTERMEASURES Vn'
NING COURSE . L
NOVEMBER 17, 1981 -~ NOVEMBER 25, 1981
QUANTICO TRAINING FACILITY N

Tech, Sotvs. e

Tralning
Telephone R, e~
Director’s Sec'y wmm

Subject :

PURPOSE: To .identify candidates for captioned training.

DETAILS: A two week training course on "BASIC COUNTERMEASURES'
will be held at the Quantico Training Facility from
November. 17 ‘through 25, 1981.

=) Based on the need of their respective offices for
=personnel trained in countermeasures, the following personnel

Shave been selected to attend captioned course:

V¢! " " o
2 sa[_ | Atlanta DEC 29 198 bs
o SA Richard T, Zajiac Atlanta b7C
Hes SA | Boston
E i SA ) Boston /

Loy =% SA Cineinnati

:r§§ SA | Cleveland

5:83 SA I Sacramento

esal SA | ' San Diego

ET | (Instructor) FBng
Schedullng of the training course has previously been ——

coordinated wi h/Tralnlng Division, Quantico.

'Enclosure’f%’“

2 -1 | ) b6

Attn: DE-85 -~ |7 b7¢
* | §0-£05 .

1 - Mr. Bayse

1 - Mr. Witzel 7

1 - Mr. Killion 0CT 14 1981

1 - ) U —

1 3 (CONTINUED - OVER) ) .
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Memorandum to Mr. Bayse

RE: BASIC COUNTERMEASURES
TRAINING COURSE
NOVEMBER 17, 1981 ~ NOVEMBER 25, 1981
QUANTICO TRAINING FACILITY ]

RECOMMENDATION: That the attached teletype be 'sent to notify
attendees of their selection for captioned

training.

APPROVED: Adm.Servs.______ Laberatory
@ lv/ Crm. inv. Legal Coun.
, Off. of Ceng.
w m Director e & Pubkic Affs,
Exec. AD-Aum, ldent, Rec. Mant.
ﬂ Exec. AD-lav. Inspection, Tech. Servs,
Exec. AD-LES Intall. Training
.
-2
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memorandunt

DATE: 12/2/8]_

ATINOf:  SAC, LOUISVILLE (66-62)

ECHNICAL EQUIPMENT
COONTERMEANSURES

Ty

L T°: DIRECTOR, FBI ATTN: ENGINEERING SECTION, TECHNICAL SERVICES DIVISION

Enclosed for the Engineering Section are the following
items: e

/?Eiij?nterad Ltd., 10-500 MHz, Receiver, Model
7312, SN 103, Property No. 00167908.

This item is defective and per instructions. of SA[:::::] b6
A]FBIHQ, is being returned. b7C

4 VOR Model 406D2 Units, SN 230, Property No. -
none; SN 138, Property No. 005504_ _; SN 199,
Property No. 00550483, and SN 132, Property No.
00550474.

C:>~ Bureau (Enc. &)(Under Separate Cover)
1 - Package
1l - Louisville
LCB/mm
(4)

These items are no longer required by Louisville.

e d

5 ol
; - A% 10 -%0§

NOTRECORE&%‘*
10, DEC 8 1981

‘-—-_mzaw.

g0

A gu’

-

OPTIONAL FORM NO. 10
(REV. 1-80)

GSA FPMR (41 CFR) 101-11.6
5010-114

| e
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SAC, Seattle 12/3/81 -
Attention: SA|

hirector, FBI (80-805)

(':"
L _COUNTERMEASURES MATTERS

Reference Bureau teletype dated November 6, 198l.

On November 9 and 10, 1981, personnel from the Technical

Services Division (TSD), Engineering ?ss:m._mngm.eé_a_@_u&tsl -
I.memma_amen_of_tha_oitme_sﬁace of b7E

[Washington,
in accoxdance with the xequest of the Assistant United States
Attorney, Yakima, Washington.

The countermeasures sweep consisted of a check of the
radio frequency spectrum, a check of the telephones, telephone lines,
all telephone line appearances within the Federal Building and a -
nondestructive physical check. During thé nondestructive physic ”QE 4
check, all ceiling tiles around the perimeter of the office spac
were lifted in search of microphones oxr other listening devices
all power line junction boxes were examined.

o
. i3 d
é,‘g.g :

Vet

A similar countermeasures sweep was conducted of the

Resident Agency (RA) office space, Federal Building, Richland,

Washington. A loudspeaker which was connected to the building's

intercommunication system was found above the ceiling tiles. The

loudspeaker system was determined to represent a potentlial security
j’“""“ﬁazard since it could be modified to serve as a surxeptitious listening
, %q-VLCQ. The loudspeaker was disconnected and left in the RA's office
gphace.,

) No evidence of electronic eavesdropping or tampering with
neg was noted at the time of the sweeps at either thel | b7E
or RA's office space.

. |
=)
£ -g‘ | seattle SA | b6
~ ére verBally notiflea of the outcome of the countermeasures sweeps. b7cC

}& AD Inv. o, (" b7E
e, T
% Dirs ‘ i

‘¢ AD Adm, .
» Servs, E:s--.._..a PO )

¢ AD LES } sy
n. Inv. ;

te e (8)
\'.'.,.o,, 0 W r. ¥ DEC 8 1981

[ Coun, e ‘. o — ’a&‘)

& lnsp, e
‘Mgnt...._._
‘; Setvsy es
ing

Affs, Off. ..

ne Re, e

1 sé\c YB E cAl Rgosigg ”s r81/002
B |
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Letter to Scattle ~
RE: COUNTERMOASURES MATTERS

»-

As Seattle is aware advised
that the countermeasures sveep indicated the technical status
of the office gpacc inspected at the time of conclusion of the
sweep. The countermeasures sweep does not insure that the
technical sccurity status of the area will not subsequently
change, Uncontrolled access by unauthorized persons to the
officc gpace or to the tclephone main frame could subsequently
result in the omplacemcnt of clandestine listening devices which
would compromisc any security that may have existed.

Seattle should maintain a record of all telephonc ap-
pearances for the telephones in the Richland RA for use in future
countcrmeasures sweeps by Seattle technical agents. I£ not
alrcady donec, Scattle should advise the AUSA, Yakima, Washington,
of the results of the countermeasures survey.

NOS[‘E°f ffeep was conducted by ET and SAE:]

" APPROVED: Adm. Servs. Laboratory )
» Grir. v Legri Coun.
o o!f ~iCong.
Directe? oo o Aifs,
Exec. AD«»... Jm“-,_._._——--—-» No. ool ”

e
Tech S8NV3. i

& Exec ADIV, ... W Lk
}Q ’ Exec. AD-LES PRIV - L B

T

b7E

b6
b7C




V' s

Exec AD Adm.

Exec AD Inv,

Exec AD LES o

Asst, Dir.:

Adms Sotvs ————

Crf". luv
I1dent. . i

Insp. .

Intell.

g i Lab.

Date 11/6/81 Legal Coun.

Off. Cong. &

Public Affs. o

Rec. Mgnt. e

o Tech. Servs, mem

oh - e

Tealning

. Telephone Rm.
' ., Director’s Sec'y —
S“bJCCtQNTERMEASURE S‘ MATTERS , e 3

Reference Seattle airtel dated Septembef 28, 1981, and
Seattle teletype dated October 14, 1981.

PURPOSE: To request authorization for ET | and b6
SA| to travel to Richland, Washlngton, b7C
(Seattle Division) to conduct a countermeasures sweep in the offlres b7E
DETAILS: In referenced communications, the Assistant United States b7E
Attorney, Yakima, Washlngton, requested that the FBI
Iggnggg;_g_gguntermeasures sweep of the office space of [::::::]
at Richland, Washington. It should be noted that

the Seattle Division has neither the appropriate countermeasures
equipment nor trained countermeasures personnel to conduct a
thorough countermeasures sweep.

In early 1981, the Office of the[:::::::]Rlchland, b7E

Washington, received allegatlons of fraud and abuse lving
approximately 38 subjects, mostly current or former Richland
employees, concerning approximately fifty million dollars in
questionable expenditures.

On November 4, 1981, Unit Chief and
sa | | met with| | b6
[washington, D. C. b7C
confirmed the importance of their investigation and b7E

“seriousness of the allegations which have been made at that facility.
He falso advised that he was aware that discussions held between

t > oI | at Richland and between an Investigator
\ SUER IR0 g 0 - %@éw—l“
Enclosure %
81
1 -] | 7 DEC 9 W be
1 - Mrx. Bayse ? L b7cC
1 - Mr. Witzel , v e " =
1= -
1l - (CONTINUED - OVER)

(6) ” ‘ /
N Yl o

78 DEC 30 (g
: 0.301981. \, |
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Memorandum to Mr. Bayse
RE: COUNTERMEASURES MATTERS

. at Richland and the | | #ashington, D. C., b6
have become almost immediately known to other individuals who b7C
should not have had access to that information. He further b7E
advised that from the inception of the investigation, officials
at that facility have not cooperated with| |and

have attempted to obstruct the investigationd( |
lat Richland suspect there is a real possibility
the Richland office which is located within the facility is being

monitored in some manner.

It is estimated that the total cost for ET [ ]and b6
SA| |travel will be $350 per diem and $1000 for transportationb7c

RECOMMENDATION: 1) That the trip to Richland, sthipgton, be approved
and the attached teletype be sent. :

APPROVED: Adh, Servs, Laboratory -

Crim. Inv. Legai Coun.

Director Oit. of Cong, i

Exec. AD-Adm. Kdent. .:’;,!:':, .
3 L £ (1 -
Exec. AO-tnv. mepection_ . .. s=ch. Servs

: A‘R// Exec.AD-LES Inteti, Training
2) Since the sweep will extend to November 11,
1981, which is a legal holiday, it is re?uested

this day be a scheduled workday and holiday pay for ET bé
and SAI:|be approved. b7c
APPROVED: Adm. Servs. Laboratory
Crint. Inv. LeastCoun,
o= of Cong.
Dkectof % Public Affs,
Exec. AD-Adr Ident. «-~  fec. Mgnt.
Exec - — fpmemt Tech.Servs.méb
EXew o amvn oo BitGe .. Training
-2 -
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TRANSMIT VIA:

(] Teletype
(] Facsimile
X} —AIRPEL

“’__ " A

PRECEDENCE:
(] Immediate
[ Priority

) Routine

+ | FROM:

SUBJECT:

DIRECTOR,

SAC, SEATTLE (66F-1975)

COUNTERMEASURES

For information of Bureau;

‘”A

CLAS SIFICATION:
(3 TOP SECRET

] SECRET

{7 CONFIDENTIAL
[ UNCLAS EF T O
CJ UNCLAS

Date ___9/28/81

. I
B
oo At OB s i s B e S - S —

| rsp
ENGINEERING SECTION

the following information

| ] i vestigator, Office
| Richland, Washington.

During the past year,|

| became aware of

information leaking from his office of a sensitive investigative
pature. There are onlv two (2) emplovees in thel |

Approximately six months ago, |
discussed a sensitive investigative matter in their office,

4
H
!
1
i
]

»

details of which were completely unknown on the project area.

Before

learned of

initiated the investigation, the subjects
| interest and certain documents documents

incriminating them mysteriously disappeared.

| thinking his office space had been bugged,

inspected the space above the false ceiling and discovered a

number of wires running above ‘the space; as well as a speaker-
type device connected by wire.
the wires to their source.

:Zj§ Bureau

- Seattle
(1 -~ 66F=1975)

(1 - 207f—?f
(1 - sa

MEB:ecf
(5)

| was unable to trace

Approved:

25 /7

Transmltted

Per

™ ﬁ' U.S. GOVERNMENT PRINTING OFFICE:
f" \-_7 k_,L L T

(Time)

1980-305-750/5402

wawn

b6 -
b7C

b7E

b6
b7cC
b7E

bé
b7C

b6
b7C
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SE 66F-1975

| | suspects the security office of the
| | has the capability to install and operate
sophisticated intercept equipment.

. | | stated that the security oﬁfigg would
profit considerably from knowing what cases the

[ |was pursuing since they have attempted to
neutralize his efforts in the past and protéct the administra-
tion of | |who operates the

| loffice is currently investigatin
2 i officials of the |

has been unable to use his office space without fear of com-
promise of instant allegations.

The Seattle Division reguests that the Bureau's
Countermeasures Sweep Team furnish appropriate assistance, in
this matter, to determine extent of interxcept in the office space
and communication systems in the | | controlled
area. R

s e HEN S A

b6
~pc
b7E

- L Wt e

e w w

b6
b7C
- b7E

b6
b7C
b7E

b7E




OECLABSIFICATION AUTHORITY UERIVED FROME ) . }
ZBl SUNEBATIL DECLAGETIFIOATION GUTHE 5 . ) be

LATE De-22-2007 .f«f‘f: 3 ‘C o N - T A;L‘ . iyl
o - " e . .
UNITED STATES DEPARTMENT OF JUSTICE O\_\,\U .
‘l

FEDERAL BUREAU OF INVESTIGATION

AIRTEL

DATE: 10/19/81

: DIRECTOR, FBI (?Q‘@ﬂé( "

(ATTN: SA | || TECHNICAL SERVICES DIVISION) :jc
. — . : :

FROMlX ADIC, NEW YORK (66-8831 SUB H).

\,SWEEP/SEARCH

=

| SUBJECT: COUNTE

: ReBute’etype to New York, dated 9/21/?1 and Wew York .
teletype to the Bureau, dated 9/30/81. ’

Countermeasures Sweeos/Searches were conducted at tTf::]
b6
b7C

rﬁ9llguiﬁg_lgsailgns_ai_ihﬁ indicated times and dates by SA s
- V . b7E

. . .t

. Room , 3720B
- 256 Federal Plaza
g " Manhattan, N.Y
\ g 9/22/81" swept

Room 42 .
HANGER II
(Old North Passenger Terminal)
Kennedy International Alrport
Queens, HN.Y.
9/29/81 . swept

& ' . . - Q@}wgagggw// g
. COr ¥TIAL ’
assified by 8520 )
Reason for extension FCIM, II, 1.2.4.2.

®oa Date of review for declassification .
10//7 /2001

y 'n{
Zg)_ Bureau"J""s[f‘.2 o ’ e

- New York ’ o
PSD:mb : : 5 0

(4) B -

b6
b7C




NY 5$6-8831

CcC o

m

L

Results of those sweeps are as follows:

Telephone checks both on-line and off-line 4id hot

disclose any unauthorized eavesdropping activity.

five (5) 565HKM telephones showed the following ranges or

readings: -

Telephone #1
Telephone numbers

Voltages (dn hook)
Voltages {off hook)
Milliamperage MA (on hook)
-MA (off hook)

Infinity Transmitter

Tone Test (ITTT)

Amplifier Test

Spare Line Tests

Telephone 2 |
Telephone MNumbers

Voltages (on hook)
Voltages (off hook)

MA (on hook)

MA (off hook) .
Infinity Transmitter
Tone Test (ITTT) )
Amplifier Test

565-HKM: 5/79: 4/72

© 51.29-51.37%

5.79-6.71% T o
0 .

Negative

' Negative

A1l negative
(no audio,. voltage or
current draw detected)

'565-3KM

51.33-51.40%
4.71-6.52%*

o . )
50.09-52.23*%

Hegative
Megative

*-Denotes constantly v%rying on Digital Multimeter

C E
. 3 2

Liine tests on

b7E

b7E

b7E




NY 65-8831

CcCo

ICM (fifth position)
Voltage. (on hook)
" Voltage (off hook)
MA (on hook)
MA (off hook)
Amplifier
ITTT -

Telephone %3
Telephone numbers

Voltage§ (on hook)
Voltages (off hook)
MA (on hook)

-MA (off hook)

(ITTT) :
Anpliffier Test
Spare position (fifth).

Telephone #4
Telephone numbers

Voltages (on hook)
Voltages (off hook)

MA (on hook)

MA (off hook)

ITTT

Amplifier Test

Spare position (fifth)

23.59-23.61%*

" 5.47-5.72%

0

'76013_770‘32*

Negative
Negative

S5S65-HXM; 6-79; 3-67

51.33-51.37%
4.94-5,18%*

0 .
50.29-52.49*

Negative

Negative -

All' tests negative

(no audio, voltage, or
current draw detected)

565-HKM: 6/79: 1/57

51.35-51.46%
5.47-6.54%

0
42,91~51.45%
Megative

+

Negative
.All tests negative,

(no audio, voltage, or

current draw detected)

b7E

b7E




NY 66-8331 - <

C N F AL -
Telephone £5 ' 565-HKM; 5/79; 12-63 4
Telephone numbers b7E
Voltages. {on hook) 51.41-51.32%*
Voltages (off hook) 4.48-5,96
- MA (on hook) - 0
N . MA (off hook) T 50.26-52.40
ITTT Negative
Amplifier Test - Negative
"ICM (Fifth.position) .
Voltage (on hook) 23.51-23.62"
Voltage (off hook) 6.42-6,46
MA (on hook) o 0
MA (off hook) 79.08-79.16
| loffice, was giveh a Radio be
Vrequency (RF) sweep with a scanlock Mark V Receiver, but no b7c
listening devmces were found. b7E
A comblete physical search of the office which included
inspecting the complete ceiling area, Heater, and ventilation
syst@m, electrical outlets and switches, as well as furniture in
the room, did not disclose the presence of any eavesdrooolng
devices. - . . . o e

Telephone wiring ‘was found which was connected to an
electrical switch, however, it was determined that it was
connected to a buzver located near the front door,which when
onened actlvates the buzzer.

-

The room contains a ceiling speaker systcm wh:ch
apoeared to be operating in a normal manner.

’ C O N B I AL .




NY 65-8931 : -,

C , AL

was swept ih the same .
fashion and’ Found to beé free of any eavesdropping devices. It is
noted that the entire office space, though patrolled at
aproximately 6 p.m. by General Services Administration Cuards is

not secure. Once entry is gained during daylight hours, an
2avesdropping attack 'could be accomplished in a brief period of

timé. This type of attack can be effected either by defeating

.the door locks or breaching the ceiling ‘space. Telephone attacks

can’ be effected anywhere in the building at any time.

Récommendation: That security with regard to this floor
be tightened,. and alarms installed which can, at least, be
responded to by GSA Guards.

Room 42, Hanger II
Kennedy International Airport
Telephone # 665-4193, 4195, and 2062 et

Telephone checks both on-line and off line did not
disclose any unauthorized eavesdropping activity. Line tests on
five (5) telephones in the 564-HD and 565-HKM series showed that -
these instruments were operating within normal telephone ranges.

Voltages (on hook) . 48-50 Volts*
" Voltages (off hook) 5-2 Volts*
MA (on hook) s ) 0

- MA (off hook) o 50-65 MA *
. Maximum Acceptance
Level 70 MA“

b7E




NY /66-8831 . - ‘ ‘ .
C.O o AL
. Infinity Transmitter . P
Tone Test (ITTT) - Negative
Amplifier Test ‘ Negative
Spare Line Tests All negative-~

(no audio, voltage or
current draw detected)
. A physical search was conducted on the telephones,
telephaone cables, and various line connectors around the office,
however, no listening devices were found.

Inspection 6f the interior walls disclosed that .
conversations could be intercépted with ease from another agency
occupying space along an adjacent wall. Louvered air vents also
allow for the passage of room audio. ) :

-

.

The overall structure which for the most part 1is -
unoccupied contains numerous communication and electrical system

wire runs which were used in the past by the | |
and the | | These runs .

can be accessed and used, as needed, and as such present a
countermeasures hazard. '

Regarding building security theré is virtually none
after 6 p.m., at which time all personnel have departed. The .
location, where the structure lies, is dark throughout the night
and not patrolled on a, regular basis. .

The main doors leading b:[::::::]are glass entrance way
doors which are secured with a hasp and an inexpensive padlock

that can be easily defeated.

.

. In essence ffers no security, whatsoever, and
as such presents a serious countermeasure hazard. With no
protection against entry, one must assume that the hazard exist.

*-Denotes' constantly varying on Digital Multimeter

i C b ¥ AL
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b7E

b7E
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. - CowEs L

-

Recommendation: That this agehcy”s| | : b7E

operations be moved to a more secure building which is protected
by a burglar’ alarm and patrolled regularly by guards.

.
« .

In that no location can be assumed to be free from the
various eavesdropping hazards which are known to exist, caution
should be exercised at all times when discussing matters of a
sensitive nature. . - )

C O T I AL
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TRANSMIT VIA: PRECEDENCE: "CLASSIFICATION:
[ Teletype (3 Immediate [ TOP SECRET
(3 Facsimile (] Priority {3 SECRET

i Airtel 3 Routine [ CONFIDENTIAL
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i
i
N
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&

FD-36 (Rev. 5-22-78)

e
<

// ei!; FBI ﬁii Quﬁl

[JUNCLAS EF T O
[ UNCLAS
Date _ 11/9/81

IRECTOR, FBI
(Attn: | | Technical
Services Division)

: SAC, ATLANTA (66F—2@

SUBJECT:

s
X1
N : % . & £ ° ’-} .
TECHNICAL EQUIPMENT Ak Akl Cﬁég Afve &%
2 SCANLOCK MARK 5's @QWYM sl é&ﬁ%ﬁw -t
- - ol 4 B m.‘*:vig,

bé

Being forwarded to Headquarters by separate packages
(2) are the following: .

One (1) Scanlock 78/136 sent to Atlanta by Head-
quarters. It is noted that this unit did not appear to func-
tion properly.

Ocanlock 78/113, returned to Atlanta by
Tampa DivisIon+"1It is noted that Tampa indicated this

Scanlock was not operating properly as a possible short might
exist in the antenna.

™\
=

It lS requested that Scanlock 78/113 be returned to

ot ! il
sy
@_ Bureau ) NOT RECORDED 3
(2 - Package copies) /{ © NUV 12 381
2 - Atlanta

RTZ/1lru o Ezmmem smpEyd
(6) -

Approved:
[ 4

Transmitted Per

(Number) (Time)




8-269 (7-24-81)

"
FEDERAL BUREAU OF INVE’\.{ATION .
WASHINGTON, D. C. 20535 )

. A P
DATE: /2}/‘? ‘é}! Re: o gl A A 1€ AL & Gertr i Er by

TO: g,qc{ M!i"}/“'(”

“ b6
f} 77 SA 7 p 0 b7C
Invoice of Contents )
v é':n{mm to ENGINEERING SECTION
NAME OF SHIPPER

Prox A Room__1B046 1 253
METHOD OF SHIPPING __Z1 ¢ % * ;

FBI il __ e = 1 A3

/) B pAE sl REQErER SN RO HEZYT
PAY L2906 *

g

&
/P A/
JEA- 709 700y
,2-3- 77
N
x A
L o T "1)\)'?‘\
A D
EXEGUTE FD-514 TRANSFER EQUIPMENT FOR PERMANENT ASSIGNMENT SHIP #

FBl1/DOJ




8-269 (7-24-81)

FEDERAL BUREAU OF lNVEAATION ‘
WASHINGTON, D. C. 20535

oate: | 2./ f 4| Re: JECH 107 &Zﬁ@wfmﬁ'ﬁ“
o SAC PHe s
ﬂ 4 7 S’ /9 Invoice of Contents U@V[)/
Bfetum to ENGINEERING SECTION
HIPPE
NAME OF SHI RM%\% — foom._ 18046 o 253 |
METHOD OF SHIPPING /21 & Eivfye 54 FeiFIy S _STO&”T
o FoviER SN B 78967
| EA punERAL  JOF FrviER
yQ.»V 16 74 2,7‘
=5
J
|
2 ﬁéS S7%
IUA 4587
/2- _?//7 ]
! N 1
med i LIE:;C‘W ;; 'fl“ ‘g I
EXECUTE FD-514 TRANSFER EQUIPMENT FOR PERMANENT ASSIGNMENT SHIP # %
FBI/DOJ j
F |




DECLARSTRICAT

ICH A HUEITY DERIVED Folil:

ZBl SUNEBATIE DECLASSTIZIOATION GUINE

Late De-25-20

4
o

042~

T4t

12

16

«©

N

|

i BY: :lv}’i’ DEPARTMENT OF JUSTICE A bé
pY l FEDERAL BUREAU OF INVESTIGATION Q 7 =—n b7C
COMMUNICATION MESSAGE FORM -+
pack - L of 2 |- ﬂ ol
DATE ‘ CLASSIFICATION . v PRECEDENCE
O0CTOBER 1./ 1981 CONEEDENTTAL PRIORITY
‘$FO42TPP KC LAZDE HQ ADOY42 $ATYCIP 0213547 OCT A1
_{? START HERE
A FM  DIRECTOR FBI {b2-97308} - :
.T0  FBI KANSAS CITY PRIORITY
ATTN: SA b6
" b7C
L FBI LOS ANGELES PRIORITY
| ATTN: SA
i ]
r4
| BT =
, ; LSy m - )
Lec o AL / 4iﬁvéﬁhb‘. {diss < =
B o v.W"W" /"' 2
C OUNTERHMEASURES. TRAINING R =
R ¢ s
_ REFERENCE BUTELCALLS TO LOS ANGELES~ SEPTEMBER 28+ 19814 >
T
_KANSAS CITY. SEPTEMBER. 307 1981% AND KANSAS CITY AIRTEL- 18
, S
| JULY, 17,7 1982. {U} <22%::L
| KANSAS CITY'S SA AND LOS ANGELES'S SA| | ijc
| HAVE BEEN SCHEDULED TO ATTEND THE INTERAGENCY TRAINING CENTER
| {ITC}+ 10530 RIVERVIEW ROAD- FORT WASHINGTON. MARYLAND. 2074l
r
| FOR TECHNICAL SECURITY COUNTERMEASURES {TSCM} AGENTS COURSE gf?/>
_NUMBER ITC 22-15 FROM OCTOBER 13- TO NOVEMBER 20.: 1981. —
SAS | ARE TO COMPLETE AND SUBMIT TO
DO OT IPE MESSAGE BELOW THIS LINE
APPROVED 8Y DRAFIE ‘ DATE ROOM TELE EXT.
wu 0% Ew@gﬁ% MLt |/ 10-1-81 [I1BOS3 | 2700 ey
7
'3 - ADNINISTRATIVE SERVICES DIVISION '?fzi)-. &S — / //
ATTN: go b6
1 - MR. BAYSE Ve, b7C
1 - MR: WITZEL
1
1

1

%mm.

® 0CT 6 1981

'.."—"'w

FBr/o0oy




20

18

16

14

12

10

a7 R o 2 Ty i y
’ “j‘ B e % Ve e S onil ‘
- 4

FEDERALDUIL A U7 INVESTICATION
ZOMMURICATI DN MEISACTE FORMY

-
- ] - CONTINUATION SHEET ,

PAGE. TWODE He 0042 C O E=N—_ AL

Y2 i

FBIH® TRAINING FORM {OPTIONAL FORM 170} -IMMEDIATELY. {U}

ABOVE AGENTS SHOULD REPORT TO THE ITC BY 9:00 A.M. ON THE
|_FIRST DAY OF TRAINING AND HAVE APPROPRIATE IDENTIFICATION. <{UZ}
THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS
| AT THE ITC. DUE TO THE ITC'S LOCATION AND LACK OF ANY PUBLIC

| TRANSPORTATION. KANSAS CITY'S SA[__ ]IS AUTHORIZED T0

| LEASE AN AUTOMOBILE. TO BE USED BY BOTH SAS. FOR THE DURATION

| OF THE TRAINING. <{UZ

_ CLASSZETED AND EXTENDED BY. 1445+ REASON FOR EXTENSION-
_FCIM. IIa1-2.4.2 {2} DATE OF REVIEW FOR DECLASSIFICATION

| 0OCTOBER: 1. 200L. {U}

| BT

|

DO NOT TYPE MESSAGE BELOW THIS LINE

DO NOT TYPE PAST THIS LINE

FBI/DOJ

bé
b7C




® | @

-

NOTE: ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDITIONAL
COUNTERMEASURES TRAINED AGENTS WILL BE AVAILABLE IN THE FIELD
TO ADEQUATELY SUPPORT COUNTERMEASURES WORK. {uU} 7

THERE IS NO TUITION INVOLVED AND THE COST UWILL BE
APPROXIMATELY %7.000 FOR PER DIEM AND TRANSPORTATION FOR BOTH
AGENTS. ABOVE HAS BEEN COORDINATED WITH SA |
ADMINISTRATIVE SERVICES DIVISION. U}

-

b6
- b7C
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Mr . Bayse

Mr. Witzel ¢
Mr. Killion
- I

v e L

ovERMMERT, Noveuber 6, 1981

HR e
i

FEDERAL G

i
f\j-)\*b
™,

7
24

T

/A e ot IfLES
Dear Mr. Hensons “/ﬂ/‘ﬁﬁl .
Reference is made to your letter dated September 29,
1981,

In xesponse to your request, on October 9, 1981,
FBI personnel from the Technical Scrvices Diviaion coandneted a

bé
b7C

b7E

)

| b7E

IM&m&ama_aman_nLrloom 3
The sweep consisted of a check of the

radio frequency spectrum, a check of the telephones and telephone
lines and a nondestructive physical search.

No evidence of electronic eavesdropping or tampering
of the telephones was detected at the time of the sweep. T

ot
7,

Sincerely y/:urs,

Z{; #
Willi . Bayse C

i v

2 &

2 Assistant Director FBI

w20 W i

= ' i Technical Services Division

5 e d (

- » i

= N i

CE ms X - 505- /7

g N APPROVED; Adm, Servs, Laboratory =

Crim. Inv. Legal Coun,
¥ T ——
Director Oft, of Ceng.
" Exec. AD-Adm, Idont, e ,“wb;,; Als,

xec [ p— * . AD-| o =" Lz
Exec AD A (7) —intel. Trammg____________
Exec AD LES ... roy
Asst. Dir.: 222 g

Adm, Servs. . :

Ceim. Inv, e, * Cmeey Ryt g

[dent.
Intell,
Loboratory wmemem
Legal Coun e
Plan. & Insp.
Rec, Mgnt. meemn.
Tech. Servs. —

Troining e ‘)10@
Public Affs, Off.

Telephone Rm. wove

Director’s Sec’y .  MAIL ROOM

T4 JAN 11 1080

FB8i/00J

,i



DECIASSTFTCATION ADTHORTTY DERTVED TR
ZBl SUNEBATIE DECLASSTIZIOATION GUINE

.
DATE DE-23-201y Bv: [ 1) . i y

; s

) b7C
N 1 - Mr. Bayse
’l’ ﬁ Ly 1 - Mr. Witzél ..
' ) - i1l b6
F@mgmncmmmmﬂm& 1 Mr. Killion
1

== b7C

IIr. D. Jerry Rubino, Director 11/27/81
Security Programs Staff

Justice !lanagement Division (DOJ) 4&&238;

William A. Bayse =

Asgistant Director FBI
Technical Services Division

OUATERMEASURES /MATTERS

-_—ie

In response to a verbal reguest by| | b6
of your office, on November 4, 1981, FBI personnel conducted an b7cC
electronic countermeasures security survey of a Lanier llodel 103 b7E
Jto Problem Typewriter” word processor, serial number 352361,
located in | _ | The survey
consisted of a radio frequency spectrum sweep and a physical
examination of the internal components of the eguipment. @No
evidence of any celectronic eavesdropping or tampering with the
equipment was detected at the time of the survey. &Q ‘ -

It was determined-prior to-the survey, throug
laboratory tests conducted-by’Honeywell, Incorporated, Annapol

the Lanier HModel 103 “fio Problem Typewriter™ is a i
hazard with a required perimeter control zone
Upon completion of the survey it was verifie

TCZ) Of 200 feet. I8) o OS l'iéf ,
Bfﬂﬁg A :
Cj that the
Lapier Model 103 "No Problem Typeuriter" did in fact parallel ;b7;
the | |performed by Honeywell, Inc. There was no indi-~
‘ cation that any of the compromising emanations detected were en-
hanced to any degree. Our cxamination of the internal circuitry ) ,
\ of the equipment did not reveal any visuwal abnormalities, however, S
o a complete examination would reguire a component-~by-cdmponent; analy-
: Sis by a factory engineer. &) . N Eﬁ‘
: o Eé%sf -
,\ It is recommended that if the Lanier Model 103”V§o/;£gw;@m
Typowriter® is to be used to process National Security=Fhformation
that it be provided a PCZ of 200 feet. This could be accomplished
WY relocating the equipment internal to the building. If relocation

NOV 30 1981

" is| not feasible, then the procurement of | Iappyquadﬁord BE
b ‘prpeessor for National Security applications is recomménded. g;k:
| APPROVED; o, 88bvs. ., aboratory,
1 . [ : S, v, Laga) Coun.
b g ‘/ Biractor O‘g;’g"“'ﬂi
& ‘ b fn 8 | S p—————— . abic slis.
; LoD N R B (v ) Exec. AD-Adh, fetent, s, BB, T
Exec AD LEs: P :dmd ' M{{\/” Exe¢. AQHny, insp :2fidn Tech, Sorve.,
- Asst. Dirs (8) . Exed. APLES inteil._ Training
; ” éJ;l ielvs.......:.NOTE : The above electrqnic conntermeacnres security survev was
| tim. inv, 2 ] —

eat, oo "“"CQ\ndllm_bALUnn'_Cbmaf SA| | b6
- el @0 The above information was provided orally

Laboratory sen 0 | Justice Security Programs Staff, upon

- ~Legal Couny mmus

”“Jhw_Pcom?letion of the survey.
Rec. Mgnt, oo

© Tech, Servs. e \ ‘

"~ Teoining . M/@

Poblic Afis. Qff. ..

Telephone Ra, ... ﬁo

Ditector‘gec' ooM - g
- [
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1 Exco, AD-AGM,
v LA O?;Q Bss. A0
R B £x2c ADLES
I iw"’”?{ ‘ZE’D m,:in::‘;:z*/a s
SC0 €51 31283507 L IPEUNIT S St oo
— 4 &;7 e SRS | 1
‘ " RO I 135560880 e
DE SC LR gt _
- 5 ‘35 3L lE!REAu ::f:: 1
R #6023¢Z oV 8l ity CATION /W oo frt
o - EH g 8y SEpT oN B0 WYY e
k E R RO v A
Ft SACRAMENTO (1-&) T e
¥ e ouah,
égo D IRECTOR, FBI ROUTII\.‘E‘.O ’ BEaRE S,
. . Toln J\"WR‘T
BT } * &%f?éﬁ?/&gafés = TN £A B35 S0 e
e é‘ - -
UNCL AS ] 4 ) Qg/
ATT iloSA] —— | E‘CHNIC L SERVICES DIVISION. & Soc¥ 16
1 A 1B046 JEH TL# 854 Do
COUﬁ?\gRN?ASURES TRAINING ,
RFBUTEFL 0CT 9, 1981,
sa | | UhABLE TO ATTEND CAPTIOKRED TRAIMIKG

Y BECAUSE OF EXTENDTID SICK LEAVE., !0 OTHER GUALIFIED AGENTS ABLE
TO ATTEND AT THIS TIME.
BT
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L LaVED
YEJERAL BUREAU
CF INNESTIGATION

NOV 81 COMRERITA™ONS SFETION

FM ALBUQUERQUE [(66F=-1686)

TO DIRECTOR IMjiE

DIATE

AR

BT
. UNCLAS o

ATTENTION: 7TSD, ENGINEERING SECTION, SA[ 1|
F;E%UNTERMEASU'ES |

REBUTEj, NOVEMBER 14,
SA GER

1981,

GJ/
€ C}/
‘EB (P S‘)w(

LD B. BROWN WILL ATTEND THE BASIC COUNTERMEASURES

COURSE AT QUANTICO, BEGINNING 8308 AM, NOVEMBER 17, 1981,

BT

TRANSPORTATION WILL BE REQUIRED FROM HEADQUARTERS TO
QUANTICO.

e Y4

Exec. AD-ATR. ......3
Exec. AD~!nv.,...._»~=’§
Exec. ADLE e )

i)

Asst. Dir: ]
AGM. SERVS, avm
Crm V. o et
Weat —e o - —%
IASPOCIIN o
L —— M»fg
Leratory iy
oL 0N e §

b7D
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Memorandum

Exec AD Adm, e
Exec AD lnv, mumemen
Exec AD LES
Asst. Dir.:
Adm. Servs. meme
Crim? kv,

Idents e

To

From wﬂq&f/ A, Bayse Tralln.lng

Insp. hJ

{\ Intell.
: EDT\?/% Date 12/9/81 ‘l:::al Coun, 26

Off. Cong. & b7¢C
Public Affs. e

Rec. Mgnt, e
Tech. Setvs. wm

Telephone Rm. e |
Director’s Sec’y e

Subject,:” COUNTERMEASURES MATTERS

REFERENCE: Your memorandum dated October 19, 1981, captioned
"REQUEST FOR AUDIO COUNTERMEASURES. "

" PURPOSE: To report the r sults of a countermeasures sweep
conducted of the
b7E
DETAILS: On November 30, 1981, personnel of the Technical

Services Division (TS?lL_Engineexing_Seg:iQnL_andugLeQ
a_countermeasures sweep of vyour b7E

The countermeasures sweep consisted of a check of the
radio frequency spectrum, a check of the telephones, telephone
lines and a nondestructive physical check.

No evidence of electronic eavesdropping or tampering
with the telephones was detected at the time of .the sweep.

. b6

4///"¢mb7c

The countermeasures sweep was conducted .by ET

[ Jand sa| |

* RECOMMENDATION: None. - For information only.

APPROVED: Adm. Servs._______ Laboratory
Cim. lav. Legal Coun.
Cif. oi Cc-.g
& Fullic Ads,
fizc hgnt.

oot it
s

Exsc. AD-LES

Directer ___.
i . Exec. £ D-fdm. fdent
){y Exec. ADav. inspoction Tech. Servs. Wi g”«/
Inteil. Training

1 bé
b7C

1l - Mr. Bayse goi@ﬂﬁ

1l - Mr. Witzel 1 .

1 - Mr.. Killion + DEC 318 198

Y -] - o

T:pjf

K G

ku JAN 5 1982 4‘”\

FB1/DOJ
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8-268 (7-24-81) \‘b V

FEDERAL BUREAU OF INMTIGATION
WASHINGTON, D. C. 20535

DATE: /91/?/‘35) Re:

1 QAL AMEw VORE

‘?
W
o
~
¢
N
Y
~
™
8
<
z
£
.
&
/

Invoice of Contents (m Z
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_ Date —312/10/81
TO: DIRECTOR, FBI
(ATTN I_TEQHNIQALl SERVICES DIVISION,
E! Tv b6
. b7C
FROM: SAC, SPRINGFIELD (25—25) . .
SUBJECT: TECHNICAL MATTERS/COUNTERMEASURES -
LOC ’
Re Springfield telephone call to the Bureau 12/10/81.
The Bureau is requested to furnish the Springfield
‘Dividion one Scanlock kit so as to allow appropriate security checks
to be conducted in Resident Agency space within the diyision.
The Scanlock unit should be sent to the attention of
sA | | FBL, 250 West Cherry Street, Room 350, e
Carbondale, Illinois 62901, arriving by 12/21/81, b7C

Upon éompletion of usage, the unit will be returned to
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TO: DIRECTOR, FBI
ATTN: TECHNICAL SERVICES DIVISION

Y OM: SAC, SAN JUAN (66-20)
UBJECT: COUNTERMEASURES

RE: San Juan airtel to the Bureau, dated 6/24/81,
captioned "Countermeasures Matters;'" and
San Juan telephone call to Technical Services
Division, Engineering Section, Signal Analysis
Unit, 12/14/81.

Referenced airtel and current inspection have
demonstrated the need for countermeasure training to be afforded
San Juan Technical Agents. Limited countermeasure and security
measures are being provided by SA (Technical
Coordinator) to headquarters and all RAs semiannually. Because
of the political climate and terrorist activity in Puerto Rico
semiannual inspections are felt to be the minimal acceptable
with quarterly inspections advisable. At the present, no
one within the San Juan Division has received countermeasures
training. Countermeasures equipment ass1gned to. San Juan
consist of one Interad 7312, 10-500 MHz receiver. It is

requested that the Bureau cons1der securing a slot for SA|

in the six week advanced countermeasures course and/or provide
similar training at the Bureau and/or send headquarters personnel
to Puerto Rico to provide the training. Upon completion of
training, it is requested that the best available countermeasures
equipment be assigned to the San Juan Division., The Bureau is
requested to advise San Juan of its decision in this matter.
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P ' ‘NITED STATES GOVERNMENT

Y memorandum _
“E%’-‘;},(E , Memphis (66-270) - - - ‘

: TECHNICAL EQUIPMENT
COUNTERMEASURES

: DIRECTOR, FBI
ATTENTION: TECHNICAL .SERVICES DIVISION,
@ ENGINEERING SECTION,
ELECTRONIC ANALYSIS UNIT ,

- y(%//\//fﬂ@fﬂ/“

Engineering Séction is requested to supply the Memphis
Division, on a permanent basis, with the~*following:

One each Triplett 3400VOM modified with
amplifier )

The above requested item is felt to be necessary in the
Memphis Division in conducting countermeasures procedures on
telephones .in FBI facilities.

The above requested item should be forwarded to the

Memphis Division, Attention: Technical Coordinator | zgc
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{_avin‘gs Bonds Regularly on the.Payroll Savings Plan . no.10 <

(REV. 7-76)
WL = 7. GPO: 1979 0-281-187 P.0. 4303 - GSA FPMR (41 CFR) 101-11.6
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SAC, San Juan
Attentions:

1/5/82

sal

Director, FBI (80-805)

b6
b7C

coua ERMEASURLS | MATTERS

REFERENCE :
12/22/81.

As was discussed during referenced telephone call,
the Technical Services Division ('FSD), Engineexing Section
(ES), recognizes the need for training of field technically-
trained Agent personniel in countermeasures and in providing
the field with appropriate countermeasures equipment. This
Fiscal Year the ES has had two training in-services on Basic
Counterneasures Techniques and in the use of the latest
countermeasures equipment which is being added to the F3X
inventories. Due to the lack of funds, the ES will be
unable to sponsor any additional formal training in counter-
measures this Fiscal Year; however, per your telephonic
request, BS personnel can provide informal countermeasures
training to your technically-trained Agents at San Juan in {1!

San Juan Airtel dated 12/14/81 and BuTelcall

conjunction with conducting countermeasures sweeps in your
division. Informal countermeasures training can also be
provided by ES personnel at FBIHQ. The selection of loca—,
tion for countermeasures training is left to the discretioft
of San Junan. Upon the course of action elected by San Juan
for the training, San Juan should direct a communication to
FBIHO for approval.

The selection of attendees to the previous Basic
Countermeasures In-Service Training was made based on the
perceived needs of those field offices and FBIHO efforts to
implement regional countermeasures capabitjt1§§. /i /y /

£

Regaralng your request for adgg;ced countenﬂeasures
training which is provided by another government agency in
the Washington, D. C., metropolitan area, the ES has been

For your information, the
MW
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time for this type of training. aww*4
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Letter to SAC, San Juan
RE: COUNTERMEASURES MATTERS

advanced countermeasures training is six weeks in duration-

and the agency providing the training does not have lodging
facilities or public transportation to and from their facility.
This requires attendees to be on per diem and arrange for

their own transportation at an approximate cost of $3,900.
Selection of Special Agents to attend this advanced tralnlng

is made based on the Special Agent's formal training in
electronic fundamentals, or experience as an electronic techni-
cian, and on the needs of a particular field office.

The ES's survey of field countermeasures equipment
conducted in June, 1981, confirmed the need-to supplement.
and update countermeasures equipment available "to the field.
Every effort possible is being made to procure counter-
measures equipment with the resources available and to
make the equipment' available to the field on a permanent-
basis. Presently; the ES has countermeasures equipment
that can be made available to the field on a temporary
basis provided the field office has personnel trained in
the use of this equipment.

Questions regarding this communication or relating
to countermeasures matters should be directed to the TSD,
attention SA FBIHO, or by contacting him b6
on extension 2700. BIe
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Insp.
_ Intell.
Mr. Bayse Date 1/22/82 -
Off. Cong. &
Public Affs. —.
{W%rom R. W. Witzel : e
- ) Training
Telephone Rm. e
Subject : COUNTERMEASURES,.MAT ERS : PleclafaSet—
Reference Bureau letter to San Juan, dated
January 5, 1982, and San Juan teletype dated
January 12, 1982.
PURPOSE: To request anthorization for ET| | b6
and SA to travel to San Juan, b7C

Puerto Rico, to conduct countermeasures sweeps and provide
countermeasures training to San Juan technically-trained
agents.

DETAILS: Referenced letter was in response to San Juan's
request for countermeasures training by Engineering
Section (ES) personnel for their technlcally—tralned agents.
San Juan requested the training in view of Puerto Rico's ‘
political climate and recent and continuing terrorist P
activities. Providing FBIHQ's approval, it was left at the //" )
discretion of San Juan for location of training. Referenced
San Juan teletype requests that ES personnel travel to
San Juan to provide countermeasures training and to conduct
countermeasures sweeps at several locations.

To minimize the possibility of adversaries or unauthorized
personnel from obtaining information as to the plans for counter-
measures sweeps, all plans will be made upon arrival at San Juan.

San Juan has been telephonically advised to obtain
all FBI telephone lines appearances information.

Attachment
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Memo to Mr.'Bayse from R. W. Witzel
Re: COUNTERMEASURES MATTERS

It is estimated that it will take seven (7)
working days to support San Juan's request.

An estimated cost for this trip is $600 for
transportation and $2,400 per diem for ET| |and
sa t| totaling $3,000.

RECOMMENDATIONS :

1) That ET@ and sA[_ ]|be
authorized to travel to San Juan, Puerto

Rico, .in support of their request.

APPROVED: Adm, Servs. Laboratory,
Crim. jnv. Legal Coun.
8 5 Off. of Ceng.
Director & Public Affs,

Exec, AD-Adm, Ident. Rec. Mgnt.

]&«- Exec. AD-Inv. Inspection Tech. Servs.w
/] Exec. AD-LES Intell, Training "

2) That the attached teletype be sent.

WA/ APPROVED: Adm, Servs. Laboratory

Crim. inv. Legal Coun.
e . Oft. of Cong.
Diragtar & Public Affs,
Exec. AD-Adm, Ident. Rec. Mgnt.
Exec. AD-lnv. Inspection Tech. Sews.mz_qp
Exec. AD-LES Intell. Training
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COUNTERMEASURERS MATTERS

Exec. AD-Adm.
Exec. AD-Inv.
Exec. AD-LES
Asst. Dir.s
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Cim.lav., .
Ident.
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Intell,
Laboratesy
Legat Coun,
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Disoctor's Secly

RE SAN JUAN-AIRTEL TO-BUREAY DATED: DECEMBER- 1%, ‘1981,

BUREAU LETTER TO SAN JUAN-DATED JANUARY:S., 51982,

TELEPHONE CALLL TO SAN:JUAN:ON.JANAURY 12, 1982,

ANDBUREAU

AS ‘WAS DISCUSSED DURING REFERENCED TELEPHONE CALL; SAN: JUAW:-
IS REQUEST ING- THAT' TECHINCAL SERVICES DIVISION-XTSBY SE®® .
BOREAU PERSONNEL TO SAN: JUAN-PREFERABLY:DURING THE- M!ﬂ! oF
FEBRUARY, 1982,. FOR:THE PURPOSE-OF TRAIHING  OF FIELD TE%EIC&LLY' .
TRAINED AGENT PERSONNEL. IN 'COUNTERMEASURERS-AND FOR ASSISTING

o phs 171

ENCLOSURE
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Attention: Sa .

Director, ¥BI (80~805)

COUNTERMEASURES MATTERS

«©

REFERENCE: San Juan Airtel dated 12/14/81 and BuTelcall

127227861,

. . As wasvdiscusgedlguring referenzed telephone’ call,’.
the Technical Services Division {28D), Engineering Section
(ES), recognizes the need for training of field technically~
trained Agent personnel in countermeasures and in providing
the field with appropriate countermeasures equipment. "This
Fiscal ¥ear the ES has had two training in-services on Bagic
Countermeasures Techniques and in the uge of "the latest
countermeasures aquipment which is being added to the Fax
inventorics. Due to the lack of funds, the BS will be
unzble ¢o sponsor any additional formal training in counter-
measures this Fiscal Year; however, per your telephoaic ’
request, ES personnel can provide informal countexmeasures
training to your technically-trained Agents st San.Juan in
conjunction with conducting countermeasnres sweeps in your
divisiocn. Informal countermeasures- training can also -be
provided by ES.personnel at. FBIHO, The-selection of lota-
tion for countermessures training is left o the discretion
of San Juan. Upon the course of action elected by San Juan
for the training, San Juan soould direct a communication “to
P8I0 for approval, .

. » > TN

The selection of attendecs to the previous Basic -
Countermeasures In-Service Training was made based on the
perceived needs of those field offices and PBIHO efforts +o
inplement regional countermezsures capabilities,

Regarding your request for advanced countermcasures
training which is provided by another government agency in
the Washington, D. C., metropolitan area, the ES has been
advised that there are no Ffunds available at the present
time for this type of training. For your information, the

L DaYSe

1
1
1l - H4r, Viitzel
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advanced countermeasures training is six weeks in duration

and the agencyv r.oviding the training dees not have lodoina
facilities or puhlic transportation to and from their facilitv.
This reguirecs attendecs to be on per diem and arranqe €for

. their own transportation at an n—roximate cost of $3,990.

L " Selection of Special Agents to weceend this advanced trainina

is made based on the Special Aorr*+'s formal. training in
electronic.fundamentals, or experience as an electronic “~chni-
cian, and on the needs of a particular field office.

ey R

NEOBANA AR Y

. The ES's survey of field countermeasures equipment
! conducted in June, 1981, confirmed the need to supplement
j and update countermeasures equipment available to the field.
i Every effort possible is being made to procure counter-
: ‘measures equipment with the resources available and to
! make the egqguipment available to the f£ield on a permanent
basig. Presently, the BS has countermeasures equipment
i that can be made zvailable to the field on a temporary
’ basis provided thc field office has personnel trained in
- the use of this equipment. .

S .. Ouestions regarding this communication or relating
to countermeasures matters should be directed to the T8D,

, attention SA FBIHO, or by contacting him
on extension 2700.
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UNTERMEASURES MATTERS

=~

RE LOUISVILLE TELETYPE DATED DECEMBER 23. 1981~ AND |
BUTELCALL TO LOUISVILLE SA[____ JAND CHICAGO SUPERVISOR[ | b6
BOTH DECEMBER 31. 1981. {U}

FBIHQ ET| | WILL ARRIVE LOUISVILLE AT

11:55 A.M. VIA U. S. AIR- FLIGHT NUMBER 378. ON JANUARY 25-

1982. {U}

PER REFERENCED TELCALL. CHICAGO SA[____ | SHOULD ARRIV
LOUISVILLE NO LATER THAN 12:00 NOON ON JANUARY 25. 1982. TO
ASSIST ET[___ | IN CONDUCTING COUNTERMEASURES SUEEPS AND IN
TRAINING LOUISVILLE TECHNICALLY-TRAINED AGENTS IN THE USE OF
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PAGE TW0 DE H@ 0024 C 0 AL
COUNTERMEASURES EQUIPMENT. SA SHOULD TAKE WITH HIM THE

COOKE TELEHONE ANALYZER AND THE NON-LINEAR JUNCTION

DETECTOR. fex

ET TO

" LOUISVILLE. &t 1

i
f

{

|

Ll

|

g
-

!

UPON COMPLETION OF THE COUNTERMEASURES SWEEPS AND TRAINING-

‘;SA WILL TAKE WITH HIM THE MICRO-TEL PR ?700B RECEIVER

SERIAL NUMBER 215. PROPERTY NUMBER 4bkl22 WHICH IS BEING

ASSIGNED TO| | DIVISION ON A PERMANENT BASIS. ;efiim
LOUISVILLE WILL PROVIDE THE TECHNICAL SERVICES DIVISION
{TSDY» ENGINEERING SECTION {ES}- WITH THE NAMES OF THE
TECHNICALLY-TRAINED AGENTS THAT RECEIVE THE INSTRUCTIONS IN THE
USE OF THE COUNTERMEASURES EQUIPMENT. THE TRAINING BEING
PROVIDED TO ALL LOUISVILLE TECHNICALLY-TRAINED AGENTS WILL BE IN
LIEU OF THE FORMAL COUNTERMEASURES TRAINING THAT THE TSD. ES,
PROVIDES AT QUANTICO. DUE TO THE LACK OF FUNDS. THE ES DOES NOT
EXPECT TO BE ABLE TO PROVIDE ANY FORMAL COUNTERMEASURES TRAINING

AT QUANTICO THIS FISCAL YEAR. {UZ}

LOUISVILLE IS REQUESTED TO MAKE LODGING RESERVATIONS FOR
ET[_______JAND SA[_____ ] FOR FOUR {u} NIGHTS. ik
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FEDERAL BUREAU OF INVESTIGATION
COMMUNICATION MESSAGE FORM

padE 3 CONTINUATION SHEET

;gﬁGEﬁmHREE DE HQ 0024 C 0 N F—3=bEN-T T A L

ANY QUESTIONS REGARDING THIS COMMUNICATION SHOULD BE

| DIRECTED TO THE ATTENTION OF THE TSD- ES. SA | .
| EXTENSION. 2700. <UF

B M AND EXTENDED BY 8- REA%ON FOR EXTENSION FCIMa
| }-2.4.2. {2 & 3}, DATE OF REVIEW FOR DECLASSIFICATION
|_JANUARY 15+ 2002.

BT

e e - e e s e e - e

P v e EREIPE S
WA T el 3N Ge B fan G ldke Bt

G e o a1 e = A b i b« Sbms e T

-»
&

0O NMNAOT TVPE PASY THIS LN

b6
b7C

FBI/D0J




T pirector, FBI (80-805) Date  g/00/81
Attention: Technical Services Division, SA

AC, LOS ANGELES (66-119)
%w“t(jCOUNTERMEASURES MATTERS

LOS ANGELES has the following countermeasures
equipment:

Kaiser security kit, model 1040, serial number

Scanlock receiver, model MK V, serial number
78/099.

Triplett V-0-M and tone generator, model 3400
(meodified), serial number 403384.

Interad receiver, model 7312R, serial number .728.

All of the above itemized equipment is in good
working order and is utilized on a weekly basis.

90-508 -
FNOT RECORDED
17 AUG 281981 |}

----—-__ﬂ

s\ 750
g%%ZQ%ﬁREAU

LOS ANGELES
WHS /me
(4)

FB1/00J
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7.66-4Rev. 3-9-78) ‘ ‘ L\‘LQ i —_| Killionb;}
%

2 - Technical Services Div b7C
1 - Invtry Rm 1835 .
1 - Eng Inviry Mgt Rz 1B016
2 - Laboratory Div Y.
1 - Lab Inviry Mgt-Rm- 18239
1- Sect Invtry Rm 3456

SAC, Memphis (66-270) 1/21/82
D Director, FBI (80~805)

'TECHNICAL EQUIPMENT
TRIPLETT 3400 V~O-M MODIFIED

Reuxletter dated 12/31/81

; @ ; |
Conen G SYRES

() Equipment listed below has been received. “After repairs have been made it will be
returned to your office.

(] Equipment listed below has been repaired and is being returned to your office.

[} Equipment listed below is being shipped to your office for ] permanent
[T} temporary assignment. Appropriate inventory changes should be made.

&) Your request for equipment listed below has been placed on record and

{33 will be considered f3g will bezordetedzvihamdinds araayallables

; sent to your Division when Available.
The item(s) {7} has {7} has not; {TJhave (] have not; been put on automated
inventory.

The item(s) [Jdoes ([} doesnot; (Jdo (] do not; have a label affixed.

b 1 each Triplett 3400 V-0~M Modified

5
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D ' ‘ \X HExec. AD-AGM. s
EOBG1 0291713 e O Exee, ADATY. ——
J EL&: i, i) Bxon. AD-LES——

PP Ha W o Asat. B2
; 2 4 N " .00 GV (- R—
DE DE Lg:hﬂgd [7 19 § mm::i___
FIDER W funs ok
P 2917132 JaN/ 82 CFz:i"x's‘s‘“ﬁ’fbi““*f‘ﬁ’J fsgeton ——
Lao 4 4 el e
FM DETROIT (/56-481) | P
; ! GRS e
TO DIRECTOR/ (PRIORITY) im_.__!%
‘ . Togh, B0, et
0. & Ceng. i
UNCLASE F T O } & Pusic Afs.—
ra Rt —i
ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING Aoty
SECT ION, | | |

OZOUNTERMEASURE MATTER, 00: DETROIT
RE DETROIT TELEPHONE CALL OF Sa|

sa[ Joanuary 27, 1982.

IT IS REQUESTED THAT sa[C_  IBE TELEPHONICALLY
NOT IFIED BY BUREAU, EXTENSION 2788, UPON RECEIPT OF

THIS TELET YPE. ya /@jﬁ/ / 57’4//

FOR INFORMATION OF THE BUREAU, THE SAC, DETROIT, HAS

SCHEDULED A COMPLETE COUNTERMEASURE SURVEY TO BE CONDUCTED
FOR

b7E

ON FEBRUARY 6-7, QOIWM W

Pl TP A
p Tl L R N .

2 PR IR
LY IR |
T4 FEB 17182




PAGE TWO DE 66-491 UNCLASE FT O

TO ACCOMPLISH THE ABOVE, DETROIT IS REQUESTING THE
ASSISTANCE OF ONE SPECIAL AGENT FAMILIAR WITH ABOVE SURVEY
PROC€5URE. DETROIT FURTHER REQUESTS ONE (1) TELEPHONE
ANALYZER AND ONE (1) IMR700 RECEIVER.

COMMUNICAT IONS REGARDING THIS MATTER SHOULD BE DIRECTED

TO sA | | DETROIT DIVISION, bé
b7C

BT




DELILASSTEIUAT

1cH &ﬁ‘l“]"'ﬁ' DERTURED FROBE

ZBl SUNEBATIE DECLASSTIZIOATION GUINE o (S

LATE Ue-dg-20

FM

10

)

-

N

(i

TELETYPE REQUESTS COUNTERMEASURES EQUIPMENT AND TECHNICAL
PERSONNEL TO ASSIST IN A COUNTERMEASURES SWEEP TO BE CONDUCTED
ON FEBRUARY b - 7. 1982. IN DETROIT. Eﬁﬁﬁm

CHICAGO'S SA | | IS TO TRAVEL TO .DETROIT AND

-

| TAKE ALL APPROPRIATE COUNTERMEASURES EQUIPMENT TO ASSIST IN
THEIR REQUEST. 9% m,

i v W © DEPARTMENT OF JUSTICE -
ﬁfEDERAL BUREAU OF INVESTIGATION
? COMMUNICATION MESSAGE FORM

PAGE L OF c
DATE CLASSIFICATION PRECEDENCE Ly

2/3/82 CONFIDENFEAT PRIORITY -

$FO41TIPP CG DEZDE HQ ADO41 $ATYCEP O41b35Z JAN 82
START HERE

FM DIRECTOR FBI- {80-8053
TO FBI DETROIT: {bb-401} PRIORITY
FBI CHICAGO PRIORITY

ATTN: SUPERVISOR
BT
[ w
Co : L z
9 @
) COUNTERMEASURES MATTERS z

Pou

REFERENCE DETROIT TELETYPE DATED JANUARY 29.° 1982. AND 2
| BUREAU TELEPHONE CALL TO CHICAGO SUPERVISOR] | §
| JANUARY 27. 1982. {U} S

FOR THE INFORMATION OF CHICAGO. DETROIT'S REFERENCED 8

DO NOT TYPE MESSAGE BELOW THIS LINE

APPROVW %7 DRAFTEDBY M DATEE/ 3782 ROEEDSB/ 8 ‘E%E;ED,\ Valad

1 - MR. BAYSE ”/' %*%—; 2/@

I e, W/ =

L -] 7 tEB 8 1982
—

COMMUNICAT!ONS CENTER

ol by

FEB 51982

N
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FBI/DOJ
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FEDERAL BUREAU OF INVESTIGATION

COMMUNICATICN MESSAGE FORM

pacE © __CONTINUATION SHEET

PAGE“TNO DE H4@ 0041 Z:E:N:F:E=3’E=ﬂ:¢:i:I:E:

UPON COMPLETION- DETROIT WILL ADVISE FBIHQ OF THE RESULTS

bem

I~ 1.2 Y4.24

OF THE -COUNTERMEASURES SUEEP. ES&:;U
XEASSEETED AND EXTENDED BY 8. REASON FOR EXTENSION FCIMa
DATE OF DECLASSIFICATION 2/3/2002.

- g e et r——— e e
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8BGO [I0T TYRPE PAST THIS LIS

FBI/00J




« .
(W' ¢
x = -
. ‘L

NOTE: Al | wﬁINEERINE_SELIJON TELEPHONICALLY
‘CONTACTED CHICAGO SUPERVISOR WITH RESPECT

TO CHICAGO'S SA | [TRAVELING TO DETROIT TO ASSIST
WITH DETROIT'S REQUEST FOR EQUIPMENT AND TECHNICAL ASSISTANCE

. IN CONDUCTING A COUNTERMEASURES SWEEP.

bé
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FD-36 (Rev. 5-22-78)

- T

FBI
TRANSMIT VIA: PRECEDENCE:
X "} Teletype {3 Immediate
! £ Facsimile () Priority

|
CLASSIFICATION: DL” LOI
{J TOP SECRET

{7 SECRET
(3 CONFIDENTIAL

] UNCLAS EF T O

, , {3 UNCLAS
/ Date _11/4/81
| I 5 i o i . i S e ), e o o e S i i
ET__——”“%///£6
TO: DIRECTOR, FBI (ATTN: TECHNICAL SERVICES DIVISION b7C
ENGINEERING SECTION, SA
FROM: SAC, ST. LOUIS (66-477)
{ZOUNTERMEASURES\ MATTERS
2 b6
b7C
- St. Louis requests a Dektor telephone analyzer for
1 familiarization by TC| |
:
| The analyzer will be returned after familiarization.
F :
Bl 3 ﬁj/‘ bé
“b /idf ) b7C
\ b/?
[7{2/ yff)/ %
sY, dﬁ’,/
¥ % -
g/;(}”‘/; i DD —
L4
M
» s NOT RECORDED
74 f§ 5 NOV & o
¢ 2= Bureau f/ = e
l" St Louls ez s N b6
BAJ:cw . b7C
(3) \
95 2 _ T
2° ﬁg&& R BTN
A roved:‘ é ~Z - T itted P N
pp e T ransmitte {Number) (Time) o=

¥ U.S. GOVERNVENT PRINTING OFFICE: 1980-305-750/5402




fﬁ ATOBB4 02520307

RR He ‘
LDE AT /

R 2520307 JAN 82

FM ATLANTA (66-213) (P)

TO DIRECTOR, FBY ROUTINE

BT |

UNCLAS

ATTN: ELECTRONIC ANALYSIS SECTION, TECHNICAL

SERVICES I{IVISION

t‘rr(,it\fﬁl}
THE(W’C UNIT

SJmiz W 452

FE‘:U* t, ,%h" ;3“%5 U
oF It&‘! GTIGATION

TECHNICAL MATT ER -OCOUNTERMEASURES

7

RE‘ FBIHQ TELEPHONE CALL TO ATLANTA, JANUARY 22, QOIWtY

FOR INFOR MATION OF HQ,|

ATL ANTA,

GEORGIA, HAD ADVISED THAT THE' NSA CONFERENCE, TENTATIVELY
179

SCHEDULED FOR JANUARY 28, -Qﬁ;é/:ﬂ HAD CANCELLED DUE TO BUDGETARY
CONSTRAINT S, THEREFORE NO ACTION IS BEING TAKEN BY ATLANTA AT

10~ %08~ /

1N ICATED THAT THE ABOVE CONFERENCE MAY BE R

THIS T IME,

SCHED LLED FOR SOME DATE IN MARCH, QOIwM
o FED 181992

Pee. St

ety b
kg/ mm__;
. : 7
* o Tt B L
" Titilng :
$G4. ofOurg. j

i epwionn_ k
Tolophoren, ____§i
i

4

Directods®olyy_ 11

i
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i \ . %’ / Q Q “fiexec. Ab-Asm. —
“HNO644 0411033 - ) :

' " £ R TR T Exec. AD-nv, -
% ‘ T E9 g
“RR HQ FEL, 175 2 UNIT G 3t

i

T
.~ DE HN 9082

dm. Servs,

. . ‘ Coimiat te e
l 0Fes 62 BE e
F# HONOLULU (66-301) OF THLESTIS, il e —
IS Legal Court. .
75 IRECTOR ROUTINE Rec. Mgot. ‘ﬁ}' -
Tech. Serv: a
BT 0 ’ ; Training ~
s off. of Cong.
UNCLAS EF T O Catudidl’“ 15')'1?;?5%:51(_ S &PublicAﬂs.__%
Telephone RM.
ATTENTION TECHNICAL SERVICES DIVISION, | : | {orectors sy ] DS

OFFICE SECURITY
AS THE BUREAU IS AWARE, THE HOWOLULU OFFICE IS EXPANDING

INTO NEW OFFICE SPACE WHICH WILL BE UTILIZED PRIMARILY BY‘%XPANDED

FCI squaD. THIS NEW SPACE WILL NEED TO BE ELECTRONICALLY SWEPT .

TO DETERMINE THAT NO BUGGING DEVICES ARE PRESENT. ADDITIONALLY, W

IT HAS BEEN OVER TWO YEARS SINCE THE EXISTING OFFICE SPACE HA

BEEN SWEPT AND THAT SPACE ALSO SHOULD BE ELECTRONICALLY SWEPT.

— = —

61] |




® °

% PAGE TWO DE HN 66-§Gl UNCLAS EFTO
{ SWEEPING NOR DOES IT HAVE ANY AGENTS WITH EXPERTISE IN THIS

TECHNIQUE, THEREFORE, IT IS REQUESTED THAT TECHNICALLY TRAINED

AGENTS FROM FBIHQ COME TO HONOLULU AND PERFORM SUCH A SWEEP.

ALSO IT IS REQUESTED THAT DURING THEIR STAY IN HONOLULU, TRAINING

BE GIbEN TO HONOLULU TECHNICAL COORDINATOR IN THE USE OF THE

SWEEPING DEVICES,

IT IS ANTICIPATED THAT THE NEW OFFICE SPACE WILL BE FINISHED
DURING THE LAST WEEK OF FEBRUARY, 1982 AND THAT HONOLULU WILL

REQUEST THE SWEEP.BE MADE IN EARLY MARCH, 1982.
BT




DELILASSTEIUAT

ICH ATl RITY DERTVEL FRIL

ZBl SUNEBATIL DECLAGE IS IOAT IO GUTIHE

BATE_QE-admenly - DEPARTMENT OF JUSTICE ’ y 25 c
FEDERAL BUREAU OF INVESTIGATION S
COMMUNICATION MESSAGE FORM {(
PAGE ’
o ATE CLASSIFICATION i PRECEDENCE
2/2/88 %;@ﬁaaw35§3§; PRIORITY
SFOYHEPPSDEDE HQ ADOYY $ATYCIP 031531Z JAN 82
_{/P/START HERE
é&;: FM DIRECTOR FBI' £k2=97308F
1ol TO FBI SAN DIEGO PRIORITY
ATTN:  SA| | b6
- raa b7C
BT L
141 i ‘ =
o VLuptermersiis.
- A COUNTERMEASURES  TRATNIN Gamace
by ! 3 o
4 l REFERENCE BUREAU TELEPHONE CALLS TO SAN DIEGO JANUARY 28
10| AND FEBRUARY 1. 1982. {U}
| SA HAS BEEN RESCHEDULED TO ATTEND THE oo

[

| INTERAGENCY TRAINING CENTER' {ITC}. 10530 RIVERVIEW ROAD. FORT
| UASHINGTON+ MARYLAND 20744, FOR TECHNICAL SECURITY COUNTER-

| MEASURES {TSCM} AGENTS COURSE NUMBER ITC 22-1k FROM FEBRUARY 1k
| TO MARCH 26+, 1982 {6 p,
SA ] SHOULD REPORT TO THE ITC BY 9 A.M.. ON FEBRUARY |
| 16 1982~ AND HAVE APPROPRIATE IDENTIFICATION.- {U} ﬁk\,

THERE ARE NO FACILITIES FOR SUBSISTENCE OR LIVING QUARTERS
AT THE ITC. DUE TO THE ITC'S LOCATION AND LACK OF ANY PUBLIC

\ ‘\ééx\[{o NOT TYPE PAST THIS LINE

>

DO NOT TYPE MESSAGE BELOW THIS LINE %,&5 / X

41/

APPROVED BY DRAFTED BY DATE ROOM TELE EXT.
//ZZZ £l JNH N 2/2/82 | 1BD53/8 | 2200

SSevibitaroy™
AT

- £
— ) £
VA L v o5 1982

1 - TIR. BAYSE S —— )
1 - MR. WITZEL h =
1L - /ft/// o E/Pvﬂ'\/_/i )
L -.

FEDERAL BUREAU OF INVESTIGATI DN

COMMUNCAT!ONS CENTER
36 Fu—~—
FEB 4 198>

7 8 MAR 1982 DO NOT FILE WITHOUT COMMUNICATI:bNS STAMP

]

"
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Vd A B S v v N o —"i

FB1/D0J

b7C
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0-93A  $%19.77) 0 : DEPARTMENT OF JUSTICE - 0

FEDERAL BUREAU OF INVESTIGATION
COMMUNICATION MESSAGE FORM

PAGE 2 CONTINUATION SHEET

PAGERTWO:DE HQ 0O4Y TONFIDENTIAL

V
TRANSPORTATION: SA[___ ]IS AUTHORIZED TO LEASE AN AUTOMOBILE

20

18

16

14

12

10

FOR THE .DURATION OF THE TRAINING.: {UZX

::::EEixfiiiiiiAND EXTENDED BY 8- REASON FOR EXTENSION FCIMa

[ II. Y.2 4Y.2. DATE OF DECLASSIFICATION 2/2/2002.
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DO NOT TYPE PAST THIS MINE
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NOTE: ABOVE TRAINING IS NECESSARY IN ORDER THAT ADDLTIONAL
COUNTERMEASURES TRAINED AGENTS WILL BE AVAILABLE IN THE FIELD
TO ADEQUATELY SUPPORT COUNTERMEASURES WORK. {UZ

THERE IS NO TUITION INVOLVED AND THE COST WILL BE

CAR. ABOVE HAS BEEN COORDINATED WITH SA

APPROXIMATELY %$3.150 PER DIEM. %300 TRAVEL AND %900 FOR RﬁNTAL

ADMINISTRATIVE SERVICES DIVISION. ON 2/1/

ae. {1}

b6
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DELILASST ICATICH AIVNHURITY NERIVED PRl
ZBl SUNEBATIE DECLASSTIZTIOAT TN GUINE

LAatE DB-24-2017

o=

S

— T T A b6
—9 ROUTE IN@ENVELOPE =
| §&
co e~ A L
SAC, Xorfolk (66-946) 3/8/82
Director, F3I (30-805) @ C) ’
' &%mmmsmsm& HATTERS
Refercnce . pirtel dated February 10, 1982;
and Butelczll to SA on February 18, 1982. (U) zgc
Technical Sexvices Division (TSD), personncl,
Electronies Technician | | and Special Agent b6
| %111l arrive in Williamsburg Virginia, on b7C
Tundey morning, March 14, 1982, to provide techmical
assistance and persomnel for duration of the SAC's Annual
Cenference. L8 )
. SA | in Nowfolk, should ensure access to b6
the Williamegburpg Resident Agene} vault so that classified b7C

equipment can be stored at the end of each working day
during the SAC's Conference. (U)

M@gd Extended by 8

Reason f£or Extension FCIMM, IXL

1.2 4.2 (2 & 3) °

Date of Beview for Declassification

March 8, 2002

MAR 10 1982

B

7 .
—
e S

LT

05—/ 7

1 -~

P

o

MAR 11 1302

b7C

Exec AD lnv.
Exec AD Adm. —_.

Crim. lav. o
1deat. .
Iatell,
Laboratory eeers
Legal Couns e
Plen. & lnsp. e
Rec. Mgnt. e,
Tech, Servs, ..
Training
Poblic Affs. Off, ..
Telephone Rm.
Director’s Sec'y

[)NAIL ROOM lg :

N~ SHAR 1Y 1982

1 ~ ¥x. Bayse
1 - Mr: Witzel
1 ~ Mr. Killion
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FEDERAL BUREAU OF INVESTIGATION W
WASHINGTON, D. C. 20535 Qi b D{‘}

DATE: 3/5 /<“5 B re: “/ 0 C AL = v Crasar

v SGAC FHoE x

P bé
/‘9 rr 3R . (7&( . b7C
Invoice of Contents

NAME OF SHIPPER | - ﬁiﬁetum to ENGINEERING SECTION
| Room 18046 TL 253

METHOD OF SHIPPING _/=£5Rs . L% (RS Ssﬁw_ FelFios RO — %08

/) =A S_ACROCK A S SN 7%/04/%’

| £/ o ~Lir Jone zrons DETECTER C[ SN 209

7&/5/7557 (/U(zﬂ«p (//4';57%

e W‘OE 12
5 QM\LBGQ R

ﬂ&%@ ‘ Feperyl 5g7;57§73

FD-514 __NO__ DO NOT TRANSFER EQUIPMENT SHIP #

F81/00J




DECIASSIFICATION AUTHORITY DERIVEL FRUB: s T ‘
FBI BUTCMATIC DECLASSIFICATION CULDE

DATE DB-24~-2017 BY 3 N J‘
D STATES DEPARTMENT OF BSICE
; FEDERAL BUREAU OF INVESTIGATION
. . C 01 ] A L
1 AIRTEL :
DATE: 2/11/82
TO - : DIRECTOR, FBI (80-805) -

(ATTN: TECHNICAL SERVICES DIVISION; SAI ' |

DIC, NEW YORK (66-8831-SUB H) SPECIAL OPERATIONS-1

SUBJECT£(20UNTE§MEKSU§§§”MATTERS

ReButel to New York, dated January 7, 1982.

. On 1/14/82, New York Counterneasures team met with FBIHQ
A551stant Sectlon Chief RONALD WETHERINGTON to discuss areas to
be examined. '

On same date, seven (7) offices were- examined for Radio
Frequency (RF) transmissions emanating from within, and telephone
~ line devices, and in addition, phy51ca1 searches were conducted.
-Specific details re this matter are maintained on file in New
York under Countermeasures Matters. .

Nothing was found 1nd1cat1ng any eavesdroppzng devices
elther having been 1nsta11ed in the past, or presently installed.

In c1051ng, though nothing was found to indicate a’
Countermeasures attack at any of the seven:(7) locations, all
parties concerned were advised to exercise_extreme caution_ whe

%

Y

b6
_b7cC

-b6
b7C

- discussing matters of a. sensitive nature for no location or. ////.

vehicle can ever be assumed free from the various Countermeasures
hazards which are known to exist. Tt is also noted that those
individuals, concerned with this ever present problem, were
further advised, in terms of additional security, to select
randomly, when p0551b1e, conference rooms or offices other than-

those examined, and preferably, making those selections only }?Z?ﬂ

mlnutes before a meetlng was, scheduled to oce ‘fs

- g Class+fied and Extended by 8520

Reason for FCIM II, 1-2.4.2 2 & 3

. z> * Date of Réview for Declassification
1’5 . 2/8/2002
(:)- Bureauk’ ) »
(1 - Attn: Technical Services Division; SA | p
1 - New York T R ——
PSD:baf - : ' _ g
(5) 10 FEB 12 1957

. \ 0§D ‘
{WZ MAR 171982

-
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UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

"

AIRTEL .
DATE: 2/18/82
TO s DIRECTOR, FBI
C,/// ATTENTION: TECHNICAL SERVICES DIVISION
ENGINEERING SECTION,

ELECTRONIC ANALYSIS UNIT )

FROMﬁ%( SAC, RICHMOND (66-135)

~- Coundsr mvoasures

SUBJECT. SECURITY OF TELEPHONE LINFS -
RICHMOND DPIVISION

Richmend Division will be conducting sweep of all
Beadquarters and Resident Agency telephone circuits in the near
future. In conjunction with same, Richmond is aware that a
Triplett Model 3400 hand-held meter is available in a modified
configuration which will allow enhanced testing capability of
telephone circuits.

REQUEST OF THE BUREAU:

Richmond requests that the TSD make available one of the
aforementioned Triplett 3400 meters as soon as possible.

@, 505~ _lj

¥ b6
b7C

7
(e
‘/
@— Bureau
- Richmond !
RMC/dan el
(3) ) ‘

Wﬁp a/n/ )
2 R 18182
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Exec AD Inv, ..
Exec AD Adm,
Exec AD LES oo,
Asst. Dir.:
Adm, Setvs. mmnn
[, T [ PR
Ident,
Intell.
Laboratory e
Legal Coune e
Plon. & lnsp, e
LT T T —
Tech, Servs, we.
Training e
Public Afis, Off,
Telephone Ra. ...

. Director’s Sec’y .

_ 7 NAR 1873

SAC, Richmond (66-135) 3/10/82

Divector, FBI (80~305)

C:%GURTRRNEASUEES]MATEER

Reference Richmond airtel dated .
February 18, 1982; and Bureau telephone call to
Richmond SA| lon ¥arch 1, 1982,

The Techniecal Sexrvices Division (T8D) 1s
in the process of modifying several Triplett Model
3500 volt-ohm-meters (V-0-M) by incorporating an
audio amplifier. At the present, the modification

of these meters has been delayed due to the unagaié-«
‘It ds
anticipated that these components will be avallable

ability of some components for tha amplifler.

in the near future, at wvhich time the meters will

be modified and deployed to selected fleld offlces.

This modified V-0-) 15 used in measuring

telephone palr parameters while at the same tinme it

monitors the lines for the presence of any audlo
during a countermeasures sweep. The monitoring of

telephone lines for audic can be accomplished by )
using the audio amplifier of the Kaizer Kit Model g}L Q)({; : /4

1040,

7 MAR 11 1982

APPROVED; Adnm. Servs.
Crim, Inv,
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Exec. AD-Adm. Ident,
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};

‘1‘13’1/

MAIL ROOM J

RIS

Laboratory,
Lega) Coun.
Off, of Cong.

& Public Affs.

Rec. Mgnt.
Tech, Servs.

Training

bé
b7cC

FBI/DOJ




c e ¢ o 7

SAC, Louisville 3/15/82

Director, FBI (80-805) \:\kﬂ

0

COUNTERMEASURES MATTERS /

¢ Reference Louisville teletype dated
December 23, 1981l; and Bureau teletype dated
Januaxry 15, 1982,

In accordance with your request,on
January 25, 1982; Techpical Sexvices Division (TSD),
Electronics Technician traveled bé
to Louisgville, Kentucky, to provide countermeasures b7c
training to Louisville Technically-~Trained Agents (TTAs)
and to conduct countermeasures sweeps at several locations
in the Louisville Division. Aas was stated in referenced
Bureau teletype, the training provided to your TTAs was Pl
in lieu of any other training in countermeasures that / .
TSD normally provides at the FBI Academy, Quantico, ; / :
Virginia. ILouisville TTAs received the type of counter- * 1\} A e
measures training that is afforded attendees at FBIX /

Acadeny, Quantico. SA| / Ji ki
| |rec_ﬁ_m.n_i—Fle Ve a g in comter- « s

measures techniques as well as in the proper use of \\\_//
the current countermeasures equipment used by the Bureau,
which includes radio frequency receivers, non-linear

Jjunction detectors, telephone analyzers and a modified

: |
7
volt-ohm-meter/amplifier. e 0-570F — /f / ) 4
b7

Countermeasures gweeps were conducted of the E

.\
~—
e

SR

The countermeasures sweeps consisted of a
radio frequency spectrum check, a check of the telephones,
telephone lines and a nondestructive physical search.

i

1%z
Exec ADylnv. — !
Exec AD Adm, ___ 1 - sac, Chicago ‘
o Attention: Supervisor | | . ' . b6
Ad Servs, 1 - B WA - pC
Crim. 10V, e -, » ayse A eb.' 1T m.%e‘n‘,‘s AN e
:Jenh S—— 1 - HKr. Titzel cim i ——— Igb"‘a\l"f)':;“s.«:;:_.
atell. Killi o AV . Legal Coun.—-_-:_-_._____«___
T - —— 1l - Mr. llion DirdRtor .o Off. of Cong.
Legol Coun, 1l - I Q \ Exec, AD-Adm. ... .. )85?)",“' P — & Pl‘!b"c A"3--——_....
Plon & lsp. — . W{ Exec. AV, o hispection_—ee oy Y270,
Tech, Servs. o Pl LL\) Ex0C. AD-LES oo Il e - \Tfajn{. = -
Troining ( 8) . e
Poblic Affs. OFf. .. 4 : \‘
Telephone Rn, oo ‘
—  Director’s Sec’y .. i ROOM »81/004

3

7 MAR 28 1082 , o



Letter to SAC, Louisville
RE: COUNTERMEASURES MATTERS

No evidence of any clandestine listening devices or
tampering with the telephones was found at the time
of the sweeps.

Any questions concerning countermeasures
matters are to be directed to SA b6
FBIHQ, TSD, Extension 2700. b7C

>

L

——
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8-268 (7-24-81)
FEDERAL BUREAU OF INVEST! AON 5
WASHINGTON, D. C. 20535 ?? ;
i
DATE: //5/%2' Re: (]t; o A (C AL 5@‘%&’”7\

0 SAC LLodMBI A

b6 .

<S4 o
Invoice of Contents .
vturn to ENGINEERING SECTION

NAME OF SHIPPER [ 1 B04E 053
Room TL.
METHOD OF SHIPPING ?eamﬁI L FelFie k0 — B

swv = |

FB} “\

716157

MAR 2 2 1980~

L

@

DO NOT TRANSFER EQUIPMENT SHIP #

FD-514 ___NO
T 1 £B1/00




X AIRTEL
3/11/82
TO: DIRECTOR, FBI
ATTN: | |
ENGINEERING SECTION, TECHNICAL SERVICES
s FROM: SAC, MILWAUKEE (66-1019)

SUBJECT: OFFICE SECURITY
MILWAUKEE DIVISION

Re Chicago airtel to Director, 11/3/81, captioned,:l
| ET AL, FCI-~PO."

Inasmuch as| |did the electrical work in the Photo
remodeling project in this office, it is requested that
cdountermeasures survey be performed in the Milwaukee Office.

Please contact Technical Coordinator | | Milwaukee.

("5{,{3- Bureau (AdM)
2 = Milwaukee
(L - 66~1019)
(1L -~ 66=-196)
MEW:EF

(5)

;.4‘

e

kAT o
(5 A

ol

-l
NOT RECORDED
1 uar 80 10982 w
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0-93 (R&v? 4-26-78) e DEPARTMENT OF JUSTICE %
o @AG—:; FEDERAL BUREAU OF INVESTIGATION 0
© e - @’a COMMUNICATION MESSAGE FORM v
. 7 ¢ PaGE_ L or 2 )
‘ DATE ) CLASSIFICATION PRECEDENCE
i 3/2k/82 UNCLAS ROUTINE
ry\ $FO70C0RR C6 MITDE HQ 40070 $ATYUTIR 2L1919Z MAR 82

? STARY HERE

el FM DIRECTOR FBI {80-8053)

rolTO ‘FBI MILWAUKEE {bb-1019} ROUTINE
| FBI CHICAGO ROUTINE

L bé
14 _ ATTENTION: SUPERVISOR e

| BT
12| UNCLAS

CQQ)UNTERNEASURESI MATTER

(1] »
z
Uy
E
7t
ol REFERENCE MILWAUKEE AIRTEL DATED MARCH 11.. 19823 BUTELCALL | & |
w | .
| TO CHICAGO SUPERVISOR[ | MARCH 18+’ 19823 AND MILWAUKEE > b6 _
[
gl TELCALL OF SA[ | MARCH 19. 1982. 2
(o}
N THE TECHNICAL ASSISTANCE REQUESTED ON REFERENCED AIRTEL  |© |-
6| WILL BE PROVIDED BY TWO TECHNICALLY-TRAINED AGENTS FROM THE - Z/:y
| CHICAGO DIVISION. MILWAUKEE IS TO CONTACT CHICAGO SUPERVESO :fi b6
’ b7C

sl ]FOR TRAVEL AND OTHER ARRANGEMENTS. g j
, )
CHICAGO WILL PROVIDE THE TECHNICAL SERYICES :DIVISION-WITH
k- Q‘;’:"‘: ’
2| A REPORT OF THE COUNTERMEASURES SURVEY .,AFTER COMPLETION AT

MILWAUKEE. THE REPORT WILL INCLUDE NAMES OF PERSONNEL CONDUCT-
DO NOT TYPE MESSAGE BELOW THIS LINE

FTECYBY DATE ROOM TELE EXT. bé
g@kégg/féi 3/26/82 | 18053 | 2700/8 B7C

b 8"
. 1942
*EDERAL BUREAU OF o ¥ MmAn
. : ommum&no&g\é%%%é"o i
QN2 e e :
VAR 2 8 n0n . '

DO NOT-FILE WITHOUT COMMUNICATIONS STAMP s FBI/DOJ

ﬁ) APR 0 6 1982
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PAGE TWO DE HQ D070 UNCLAS
ING THE COUNTERMEASURES SURVEY. EQUIPMENT USED. DURATION OF
SURVEY AND FINAL OUTCOME. THE COMMUNICATION SHOULD BE DIRECTED
TO FBIHQ+ ATTENTION: TECHNICAL SERVICES DIVISION. ENGINEERING

SECTIONA SAl | ‘ bé
b7C

BT




DELILASSTE CATICH AIVNHUBRITY NERIVED FRlll-

221 ST RTIC Dl assl 1T 0 IlE .
Lo -2 42117 = )
f ® :
b7C

NOTE: THE CHICAGO DIVISION HAD THEIR OFFICE SPACE RESTROOMS
AND DRINKING FACILITIES REMODELED THROUGH A GSA AWARDED CONTRACT.

. THE CONTRACT WAS AUARDED T¢ THUROUGH A CHICAGO - b6
AccCrT ITT 1A 1 EARMED THAT
b7C
I b7D
b7E
|
l =
AT

“TLASSIETED AND EXTENDED BY 8- REASON. FOR EXTENSION
FCIM 1-2.4.2~ {2 & 3} DATE OF REVIEW FOR DECLASSIFICATION

MARCH 26~ 2002.
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3 : 7
' SACJ' Albuquerque
Attention: SA Gerald B. Brown -

Director, FBI {80~805)

a
&[;L__t'/~ g A

E
3
g TECHNICAL EQUIPMENT
;
E
E
|
L

returned to your office. ‘

|

4 :

| The item(s) {J has [ has not; [ have [T] have not; been put on automated

E inventory. ’ )

E ; . The item(s) ((J does [T} does not; [Jdo [Jdo not; have a label affixed. y
E‘ -

F

&) 1 each Zero Case
NSH PR 529417 -

=

This Zero Case is to be used to carry the Scanlock Receiver.

w-ﬂ%@/w" T CER

i YEmipif
” ‘(7)93%46

@8\4&% 1982 %75

MAIL ROOV!

Reference Afbuquerque Tetter dated March 12, 1982.

{ {3 Equipment listed below has been received. After repairs have been made it W1ll be
|
|
|

(] Equipment listed below has been repaired and is being returned to your office.

5z Equipment listed below is being shipped to your office for () permanent
" [ temporary assignment. Appropriaté inventory changes should be made.

[ Your request for equipment listed below has been placed on record and ]
{J will be considered (] will be ordered when funds are available. y

\

\
AN

b7C
2- Techmcal Services Div !
- Invtry Rm 1835 1
1 - Eng Invtry Mgt Rm 1B016
2- Laboratory Div }
- Lab Invtry Mgt Rm 1B239
- Sect Invtry Rm 3456

4(6/32

re

™

a

3
P gj ,ri
RS
Ry o R e
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" - FEDERAL BUREAU OF INVESTIGATION. +--7
' WASHINGT(?_I-\I—: D. C. 20535 _ o
Date: 4/ / 16 /3 2 jRe: TECHAILRL LFRO)PMEV]
SR ALBLQUERGUE
ATT SA. J BRoww | o T

Invoice of Contents

Fsﬁ?n; #0‘%0__%0 5

| EA ZERO CASE PN S2TA/7

P

2 4
. §§ SY43 D
> :j_é ! pe_ 12448

ENGINEERING SECTION DOCUMENTATION
RETURN TO ENGINFFRING SECTION ROOM 1R046 (Telelift 253)

— b6
Name of Shipper Ext, 47/‘4;’ * Ship By ﬁﬂt/é#? b7cC
(method to use)
| This Shipment Packaged by - Shipping #M—
No. of Packages L . / )

L

\
EXECUTE FD-5i4 TRANSFER EQPIPMENT FOR PERMANENT ASSIGNMENT

7
GEAPRO 9 198947
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! To: S 4 — / S
3 < AHWvs#S C’/// \/\/

N 2

FBI File ¥ ”gc)—cgog"

AT SA

|\voice of Contents

| £ schvioek Mk s~ 7€/134

| £/ DEKToR Ansryz50 SN Hobb
AER DERTOR EX7sepsre SN/ 40 GG

| ER MICLo7EL FR 7O0 A SA /1%

A

m 2

=
VAR Lg s il
gvs wi 25 S

: .

S Ky ~—

ENGINEERING SECTION DOCUMENTATION Y .
. RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) A 79050 T o BA

o ] b6
Name of Shipper Evt 2—2@ Ship By Wb?c

sZa

|

"(method to use)
This Shipment Packaged by Lsme——-—o————————ee— Shipping # /8 .
No. of Packages 3
FD-5|4; NO DO NOT TRANSFER EQUIPMENT

= /
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JEDERAL BUREAU OF INVESTIGATIO 3}4
WASHINGTON, D. C. 20535

Dma4§4§’<z;L. Re: 7czqggh}upﬂz. L6,
To: Sﬁ_c /(ﬁ,ysﬁs Q)?l/ ‘

s i b6
HI [ g;q' /% b7C
mvoice of Contents AL
' . FBI File § _ DO ~R0OS
& . — — — jV ;Og
Ly -~/ Alorlops JUNQ{/OA/ V2l AS)
| £ c-/
Sc/ -5 F 12—
Fevers) T 4405 7
ENGINEERING SECTION DOCUMENTATION
RETURN TO ENGINEERING SECTION, ROOM 1B046 (Telelift 253) "
b6
Name of Shipper Ext 49/ 4 Ship By [EDPERAL ﬂf) H7C
(method to usﬁ
This Shipment Packaged b ——— Shipping # !
No..of Packages ] Pt Wl \u/

FD-514 NO DO NOT TRANSFER EQUIPMENT
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ZBl SUNEBATIL DECLASSTIZIOATION GULIHE
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kT a— EPARTMENT OF JUSTICE -1l . (P8
- - R b7C

- P ERAL BUREAU OF INVESTIGATION . ‘s

( ) 9 9 . OMMUNICATION MESSAGE FORM
PAGE 1 OF c ?
DATE N CLASSIFICATION , PRECEDENCE |
4/2/82 SEeRET - PRIORITY l

$FO99IPP WFIDE HQ dD099 $dATYSTP 022202Z APR 82

P START HERE

FM DIRECTOR FBI {80-805%

TO FBI UASHINGTON FIELD {219A-12L} PRIORITY

TOL.
BT
ST QOMM‘\'Q—(LW\t ASORCS

14]= -
_HBO: 'FCIHU

12 REFERENCE WASHINGTON FIELD TO BUREAU TELETYPE DATED

| MARCH 18, 1982. {U¥

ol REZFERENCEED TELETYPE INDICATED CONTINUED WASHINGTON FIELD

| INTEREST IN VIPER FOR MONITOR SYSTEM PENETRATION. AS A RESULT
gl OF THIS CONTINUED INTEREST-. A MEETING WAS HELD ON APRIL. L. 1982
| AT FBIHQ BETWEEN REPRESENTATIVES OF WASHINGTON FIELD AND

6| HEADQUARTERS RESEARCH AND DEVELOPMENT UNIT. {RDUY}. THE REPRE-

| SENTATIVES OF WASHINGTON FIELD WERE,SA'S| lAND
all | THE REPRESENTATIVES OF HEADQUARTERS RDU WERE

| SA AND VIPER PR01;§¢~LEADER1 <::;;
| gt

DURING THE ABOVE MEETING THE REQUIREMENTS FOR VIDEO CAMERA
DO NOT TYPE MESSAGE BEL@W THIS LINE

DO NOT TYPE PAST THIS LINE

&)

b6
b7C

APPP VED BY DRAFTED BY DATE ROOM TELE EXT.
v //L(/ FPP/VAS {7} 4s/er/8ae 1BOuS5/8 524t
% -/‘('I” P Nao

e PP—YIET/A3

1 MR. BAYSE 6
1 MR. WITZEL ﬂp 7 |
]‘ -
| . 12 \PR & 1982
E . _A‘
fEDIRAL BUREAU OF INVESTIGATIOM -

c o%\m IONS CENTER

-~y
o n?(

O
DO NOT FILE wnfﬁgﬁ‘r COMMU ICATIONS STAMP

{72 APR161087 ) v

- FB81I/DOJ
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0-93A (719.77) ‘ DEPARTMENT OF JUSTICE 0

20

18

16

14

12

100

FEDERAL BUREAU OF INVESTIGATION
COMMUNICATION MESSAGE FORM

PAGE © CONTINUATION SHEET

| PAGETHQEDE Hd 0099 SESRET
| Z — .

SYSTEM WERE PRESENTED BY | | sA EXPLAINED

_THE'NEED FOR CAREFUL TARGET SELECTION TO INSURE THE CASE AND
_TECHNIQUE ARE NOT JEOPARIZED BY THE USE OF UNTRIED ADVANCE
_TECHNOLOGY EQUIPMENT. igfﬁvj

N BOTH PARTIES AGREED TO FURTHER EVALUATE THE SUITABILITY

| OF VIPER FOR THIS CASE. ARRANGEMENTS ARE BEING MADE TO &ONTACT
| THE SUPPLIER OF THE EQUIPMENT TO BE COMPROMISED. SURVEY THE -

| TARGET AREA- AND MODIFY FOR TEST EXEMPLAR VIDEO HARDWARE . 58£¢1
HEADQUARTERS RDU WILL CONTINUE TO, SUPPORT THIS EFFORT

| SO LONG AS A SUCCESSFUL PENETRATION APPEARS FEASIBLE.

| ;;;§§fE£££:AND EXTENDED BY &5 REASON FOR EXTENSION FCIMa
| II5 k.2 4.2 {2 AND 333 DATE OF REVIEW FOR DECLASSIFICATION

| APRIL 2. 2002.

|_BT

|

DO NOT TYPE MESSAGE BELOW THIS LINE

DO NOT TYPE PAST THIS LINE

b3
bé
b7cC
b7E

FBI/DOJ .
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DEPARTMENT OF JUSTICE . :
FEDERAL BUREAU OF INVESTIGATION

COMMUNICATION MESSAGE FORM

pAGE b of 2

DATE - CLASSIFICATION . PRECEDENCE
3/8/782 UNCLAS ROUTINE

$FO?9IRR KXIDE HeQ A0079 $ATYUTR 082137Z MAR &2

> stART HERE

| FM DIRECTOR FBI {80-805%

7olLTO FBI KNOXVILLE {l;:[:—752} ROUTINE —
BT

| UNCLAS

e

2COUNTERNEASURES MATTERS
12 REFERENCE KNOXVILLE TELETYPE DATED MARCH 1. 1982. AND

| BUTELCALLS MARCH 3 AND 4. 1982.

1o REFERENCED TELEPHONE CALL OF MARCH 3. 1982, KNOXVILLE.

Ny |[ADVISED HE AND SA| | ARE TO

| TRAVEL TO FBI ACADEMY. QUANTICO. VIRGINIA. ON MARCH 8. 1982,

| FOR TRAINING IN PREPARATION FOR WORLDS EXPOSITION. 1IN

| CONJUNCTION WITH THIS TRAINING~ TECHNICAL SERVICES DIVISION
_EJILL PROVIDE BASIC COUNTERMEASURES TRAINING TO BOTH SAS- WHICH
|WILL PREPARE THEM TO CONDUCT A COUNTERMEASURES SWEEP OF THE

OFFICE SPACE OF

TO KNOXVILLE ON A TEMPORARY BASIS.

o 5’5-.

DO NOT TYPE PAST THIS LINE

D IN 55_7/7

FBIHQ WILL PROVIDE THE APPROPRIATE COUNTERMEASURES EQUIPMENT

DO NOT TYPE MESSAGE BELOW THIS LINE

ROOM TELE EXT.

= MAR 19 1982

o v
=1 o
0Q

o
~J
o]

YNRECORUED COvX El

*

o
o

b7C

APPR%BB/@’I/ D%ETEDPJF £73 Dgla/:gxaa 1805378 | 2700

1 - - '

1 - I'MR- BAYSE : /
1 - MR. WITZEL W J@IL/
;. R ' $0-805= 111
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PAGE. TWO.DE HQ 0079 UNCLAS

- CONTINUATION SHEET

— - e

n mrcn cm e —————— i s i | Y e

T

ANY QUESTIONS CONCERNING THIS COMMUNICATION SHOULD BE

BT
I

| DIRECTED TO FBIHQ. TECHNICAL SERVICES DIVISION. SA[ |

[::::::::] EXTENSTION 2700.

DO NOT TYPE MESSAGE BELOW THIS LINE

DO NOT TYPE PAST THIS LINE

F81/00J

bé
b7C




t

L 43

<
LS
]

NOTE: THE TRAINING OF KNOXVILLE SAS

HAS

BEEN COORDINATED WITH ENGINEERING SECTION SA[ |

AND WITH TRAINING DIVISION SA|

bé
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FHT AUTOHMATIC DECLASSTIFICATION CUIDE
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&y - 1

c AL ‘ Y

SAC, San Juan April 2, 1982
(PERSONAL: ATTENTION)

Director FBI (80-805)

Jtsiﬂﬂff C:EbUNTERMEASURES MATTERS

Reference Bureau teletype dated January 22, 1982;
and San Juan airtel dated March 6, 1975. (U)

On February l, 1982, personnel from the Technical
Services Division (TSD), Engineering Section (ES), arrived
in San Juan in response to your request for countermeasures
training of San Juan's Technically-Trained Agents and to
provide technical assistance and equipment to conduct counter=
measures surveys at several locations in your division. (PY )

<,
b6

on February 2 and 3, 1982, San Juan SA[_____ ]
| ~_|was provided training on the use of the Bureau's b7C
countermeasures equipment. SA| lassisted on all
countermeasures surveys conduct=]r§ni ?enSan Juan Division.
San Juan SA @&lsedxhgf not to receive any
training per oxders of Sa (,}% U)

uﬁ

On February 4, 1982) a coug%erﬁggsures (éﬁ survey
was conducted of the Roosevelt Roads Resident Agency (RA). No :
evidence of any electronic eavesdropping was detected at the
time of the survey. During the initial phase of the survey, it
was noted that the door to the innexr office, equipped with
an alarm system, was open, unalarmed, and the key was
left in the lock cylinder. The SRA was on vacation at
the time the survey was being conducted. Although this was

not a physical security inspection of the RA, it is good
¥ o countermeasures practice to secure all office space to prevent
o easy access to unauthorized personnel. It is incumbent
-~ 82 upon the SRA to provide the maximum security p0551b1e to.the
o E RA office space. Ceipém
S & 1| 1- 7 APR 2 1982 e
<t l rinting and Space.Management,SecricLﬁﬁfiﬂmmww 2®
! L = " Crim v, g;fﬂa‘ fc(?::g
' Office of Inspections.__ _,. St s

Exoc AD Inv, + (For Information Ondly)o.iin; - o ripffgﬁms'

Exec AD Adm. l - Mr. Bayse Bx2v wDunv,t ” trvpe«.ﬁ, Tech, Servsm
Al m— R Toen Sov LR/

Adm. Servs,— "+ Attention: Eiii%?f?izg?gnd Extended by 8

Crfm. Inv. o 1l - Mr., Witzel Reason for Extension FCIM, II,

fdents 1~ 1.2 4.2 (2 & 3)

Loboratory 1l - Date of Review for Declassification

Legal Coun. . 1~ April 2, 2002

Plan. & lnsp. o l -

Rec. Mgnt, oo

;:::ms "...__._."' — @ /

huﬁﬁhmn- spijf 12) C CONTINUED - OVER
I;.:::,:::?:cf: . MAIL ROOM lEl/ﬁé &&‘@/ rorr00
71 APR 221985 L
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Letter o SAC, San Juan
RE: COUNTERMEASURES MATTERS

A cm survey was conducted at the San Juan Field
O0ffice on February 4, 5, and 10, 19582, No evidence of any
electronic eavesdropping or of any tampcring with the
telephones or telphone lines was detected at the time of
the survey. {81 m

* In referenced lMarch 6, 1975 airkel, your office
proposed to have two cables with 200 pairs total brought
directly from the Telephone Company central office to the
FBI space with no other multiple appearances. Hos aver, in
tracing all telephone lines leaving the FBI space. it vas »
noted that most of the FBI telephone lines appeared in
three wire closets located throughout the 5th f£lcor and in
the basement of the Federal Building. Despite the fackt that
all telcephone wire closets and the ‘door to the basenent were
found to be locked, this rafeguard neasure p*ov::.uev ninimum

5 d

On February 8, 198 2, a cm survey was conducted
at the St, Thomas, Virgin Islands, Regident Agency. While
conducting a physcz.nl trace of all wires in the ceiling of
the RA's office space, it was found that the alarm systenm

had been disconnected. T5D personnel were advised that
the alarm unit was disconnected in Februaxy, 1931, %na

sent to the San Judn Field Office for xepairs. SA
of the St. Thomas RA advised that the alarm systam

was disconnected prior to her assignment to the Ra and
that she was unaware as to the status of the alarm unit.
The countermeasures survey determined no evidence of
clandestine listening devices or telephone tampering and = -
nothing additional of a security-related nature other '

than the natter described above was noted. < m

On February 92, 1982, a cm survey was conducted at
the Hayaguez Resident Agency. The office-space was not” |
alarned, This office has a wall which is combon with a law
office. The wall construction of one xoon is of "2 X 4%
1Lmber and sheetrock. The accoustics between the coffices
is such that conversations in the law offices can easily
ke overheard and it is, therefore, likely that conversations
in the RA space can be overheard in the law office. The
RA's two telephone lines wvere traced o a point in the
wall wvhexre it appcaxcd that the telephone lines went through
the wall and into the law office space. Mo, determination
could be made of the appearances of the two telephone

lines without having access to the adjoining office space. &Y m

Yy

: P f) CONYLINMD -~ OUER

b6
b7C
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Letter to SAC, Sén Juan
Rfi: COUMITCRIIBASURBS ATTERS

Also, upon your request, on February 10, 1982] |
| Four type

564 telephones using Noxthern Telcom speakers were found to
be passing audio on-hook ithen t+he #elevhons line nickun teys
were depressed. j7as
advised of this find and on the corrective reasures to this

problem, tg{ﬁUé

All countermeasures surveys conducted consisted
of a rxadio freguency spectrum check, & check of the )
telephones and telephone lines and a nondestructive
physical search. (U)

TSD personnel were unable to check all appearances
of the telephones as the line appearance information, which
was requested prior to the surveys, was not available for any
of the telephone lines checked in the San Juan Division. (U)

The following_;eg%mmg tions are heing made:

’ 1. Obtain= ine appcaFance information for
all telephone numbers subscribed to by San Juan Office,
RAs included, and maintain in a file; updating then as
appropriate. (U)

2. Conduct a physical t¥acing of all wires
from all telephone instruments in the San Juan Qffice and
Resident Agencies (RAs) to the last appearance before the
Telephone Company central office, reécording and correcting
any abnormalities. (U)

-

_ 3. Obtain a cost estimate from the Welephone
Company for dedicated telephone service for the San Juan
Office as was proposed on referenced airtel. Submit for
approval to FBIHQ, Attention: Technical Sexrvices Division,
Operations Hanagement Section, Unit Chief | | (U)

4. Obtain and install necessary alarn equipment
for the Ilayaquez RA. })@'\}im '

5. Repair and install the alarm system in the
St. Thomas RA. §2Q¢U§

CONFIDHDENTTAL CONTINUED - OVI 3R
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Letter to SAC, San Juan
RE: COUNTERMEASURES MATTERS

-

6. That San Juan submit the name of a Special Agent
to be trained in audio countermeasures by FBIHQ, Technical
Services Division. It is desirable that the Agent is fluent
in the local dialect of the Spanish language. Audio counter-
measures depend wupon being able to correlate demodulated
audio with room activity; therefore, language ability is a
requirement. (U) : :

San Juan is requested to advise FBIHQ, Attention:
Technical Services Division, Engineering Section, SA |

by June 1, 1282, of the course of action taken
concerning the above recommendations. (U)

b6
b7C
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Memorandum ®

Bt

Exec AD Adm.

Exec AD InV, e

fpec AD LES ..

Asst, Dir,:

LA . Adm. Servs.
Crim, InVe e

/ gla.m.

To

Fro

Subject :

0%

|17 Y- S —
/ Intell

~ 2
Lab.
Mr. Baysevﬁﬂgw Date -+ 4/9/82 Legal Coun. .
/ Off. Cong. &
X Telephone Rm.
Director’'s Sec’y memm

Public Affse e
OUNTERMEASURES/ MATTERS (B 0 - ‘

Rec. Mgnt, —
Tech. Servs. o

zel
Tralning

:’JBSEP 301@43%@)

PURPOSE: To report the results of a contemporaneous monitoring
of the radio frequency spectrum in the JEH Building,
Room 7145, on March 23, 1982.

DETAILS: At your request, a contemporaneous monitoring of the
radio frequency spectrum from 3 KHz to 2 GHz was
conducted in Room 7145 of the JEH Building. No evidence of
any electronic eavesdropping was ‘detected during the search.
However, a relatively high-level local oscillator radiation
from a radio tuned to 99.5 MHz was discovered.

As you may recall, you and | | were advised b6
of this condition. No attempt was made on this date to determine -b7C
the location of the radio(s) radiating the high-level signals.

On April 1, 1982, a follow-up examination of the
spectrum was conducted in an attempt to locate the source o
the above-mentioned radiation. <

The source of “the radiation was determined to be a
Panasonic portable radio located in Room 7159, JEH Building.
A similar radio located in Room 7145 was also determined to be "
radiating at approximately the same level. Both radios were
checked in an effort to determine if room audio was detectable
using a Micro-Tel PR 700 countermeasures receiver. No room
audio was detected using above counterme ires ecelver.

A third source of high-level local oscillator radlat{jz
discovered was a Panasonic table radio, Model Number RKU151B,
GPN 412679, which is located in your office behind your desk. As _
was demonstrated to you on 4/1/82, the 31gnal from this.radio .wass
found to contain intelligible room audio, i.e. the radio was
determined to be microphonic. : B3 oTF A 1992 3

No other source of high-level radiation wggﬁgggndgbgs¢gg
the above-described signals. . us

Py

That the .radio in your office be subjected to
additional examination in an effort to further
identify the local oscillator radlatlon problem.

RECOMMENDATION :

, APPROVED: Adm. Servs Lehoratory.
1 - Mr. Bayse ‘ . Crim. Inv. tegal Coun.
1 - Mr. Witzel Director Off. of Cong.
L & Pulic Afls, @ﬁ
1 - }Vlr Killion Exec. AD-Adm._____ Idant, Rec. Mant. E
| . Exec. AD-Inv, lnspection Tech 3arvs. M
Exec.AD-LES intell, Irang Fe1/00s > b7c

]
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TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: : i
(] Teletype (] Immediate {3 TOP SECRET :
' (] Facsimile ) Priority () SECRET :
: " B3 — Airtel [ Routine ] CONFIDENTIAL !
'CJUNCLAS EF T O !
= ﬁ (] UNCLAS '.
I
o Date 4/6/82 |

TO: DIRECTOR, FBI (80-805)

Attention:

@W SAC, SAN JUAN

TECHNICAL TRAINING
4/19 - 5/7/82;

Technical Services Division
Engineering Section
(1-45)

() COUNTERMEASURES] TRAINING
b6
b7C
‘ ReButel, captioned as above, 4/6/82; ¢
‘ Telcal of SAC Bernardo M. Pérez to :
Bu Su erv1sors| |and
\ R T T <y N
sa | has been designated bb
by FBIHQ to atfend Technical Training 4/19-5/7/82 at b7
FBI Academy, Quantico. It is requested that Countermeasures
Training be furnished to SA upon termination of
the above course. 0 - E? C}fi —
S/VZZA 7 WY 14 980
b6
b7C

3~ Bureau
- San Juan %
BMP:cmj 3
(5) q ! L/ 'g’;
o / 2 Per
Approved: —r T8 Transmitted —prpas (Time)

%o

2 . '
P A
Lngh &




( —E‘ 3 ’ & ., L ’ ) )
| A 5 .,'“ v o % 2 SRR T w;,, -~
7 Mémorandum ) b JFE
P .
‘ Ty : PIRECTOR, FBI - 2/ Y - Da3/12/82
Attn: TSD, Sup.]| | . b6
Room 1B0S53 TL 253 o b7C

SAC, ALBUQUERQUE (66F-44)

Subject :

TECHNICAL MATTERS '

ALBUQUERQUE DIVISW MNebSUHES

In order to safeguard the ScanlIdck receiver
e 3331gned to Albuquerque, it is requested the Bureau furnish
Albuquerque with a Zero case, in which to carry the Scanlock.
Also, it is requested FBIHQ furnish Albuquerque with a filter
to attenuate the FM band.

‘ |
, G-~

@ NO'!; RECORDED

Bureau
- Albuquerque ' 7  KAR-8Q 1982 g
GBB
(3)

b6
b7C
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33

FBI
TRANSMIT VIA: PRECEDENCE: . CLASSIFICATION:
3 Teletype 3 Immediate 3 TOP SECRET
‘ () Facsimile (3 Priority
®) -Airtel (] Routine ] CONFIDENTIAL

(ATTN:

FROM:

3/26/82. Mxim

DIRECTOR, FBI
TECHNICAL SERVICES DIVISION, ENGINEERING
SECTION, SUPERVISOR

SAC, CHICAGO (66-4770)

’:C?OU}\_I“E,‘ 2ASURES [MATTERS

All contents of this airtel are considered “Secrett
unless otherwise noted.

(JUNCLASEFTO
{TJ UNCLAS

35’D

J
4/15/82

]
i
I
I
1
1
:
!
(] SECRET I
]
1
]
|
1
I
I
I
1

(SQUAD 10)

Re Bureau teletype to Chicago and Milwaukee,

Agents

(sas) |

On 4/14/82, Chicago Technical §pggiaﬁ

was conducted.

area.

@- Bureau l/TS‘b -

1 - Milwaukee

a countermeasures sweep of two (2) photo rooms at the
Milwaukee Field Office.
recent renovation of the photo lab and its close proximity
to the Milwaukee Code Room.

Sweep was conduted due to the

%)

The following countermeasure steps were taken:

A full radio frequency spread spectrum analysis
Telephone(s) on/off hook checks were made
and all other field office main feeder pairs and house pairs
were checked for foreign wires and/or taps.
detector examination was also made of the entire photo lab
Further checks were made of the AC lines and all

Sl ST

66-1019)

(Attn: SA

-2 = Chicago
1l - 66-699 Sub D

JWS/mtd _
' SBeRET (T

o

(5)

éIEEETfieaiand Extended by 1148

Reasons for Extension FCIM,

conducted

A non-linear

S (et
7

11, 1-2 4 2

: 5/,ZZ

5 50—

(j)j7te of Review for Declassification 4/157
‘//Z)J* Approved: g \\ 5 : ) i

(Time) 17 APR %0 1988 3

A 8 MAY 1 2 1982

Transmitted

===:2.'£

(Number)

ol
&1

]

b6
b7cC

b6

"b7C

b6
b7C




>

CG 66-4770 SEEGRET_

electrical outlets utilizing a comparison of voltages,
continuity checks and physical observation. Further,
a non-destructive physical examination of the premises
was conducted; all with negative results. }EQin

w DK -




J T A ; B
0-93 Lgevt’&?%-m)o 3 9 ° > <7 / DEPARTMENT OF JUSTICE . & .
vt FEDERAL BUREAU OF INVESTIGATION M w0

- e ) gu‘ COMMUNICATION MESSAGE FORM L ~
S pAGE 1 of 1 T \ ) ;
V)’W\ DATE 4 leSSIFICAYION PRECEDENCE * -
ij S y/22/82 UNCLAS ROUTINE
$FO39CRR _SJIDE H@ (0039 s4TYUTR _231L50Z_ APR a2
_8 START HERE
el FM_DIRECTOR FBI {80-805%
70L.TO FBI SAN JUAN {1-45} ROUTINE
BT
Z UNCLAS
FCOUNTERMEASUR_aJmA-TTERS
ST - ]
12l REFERENCE SAN JUAN AIRTEL DATED APRIL L. l9&2. £
(1]
| SAN JUAN SA] |UILL BE AFFORDED z
fom
10, COUNTERMEASURES TRAINING BY TECHNICAL SERVICES DIVISION {TSD}. 3
: w
|[ENGINEERING SECTION {ES} PERSONNEL MAY 10-l4. 1982. g-
v [
8l ALL COUNTERMEASURES TRAINING WILL BE PROVIDED TO o
SA| |AT FBIH@: THEREFORE. SA | [SHOULD SEEK 8
6| LODGING CONVENIENT TO. FBIHQ. ‘
SINCE SA | | IS PRESENTLY AT QUANTICO- HE WILL BE 1;3 {
- C
4|ADVISED OF THIS COMMUNICATION BY TSD PERSONNEL.
BT
Al f
Y0-%0& —
DO NOT TYPE MESSAGE BELOW THIS LINE
y /Y DATE ROOM TELE EXT. b6
PJE L7} ys/22/82 1B035/8 2700 b7C
1 - ’ NOT RECORDED
W 7 MAY 14 1982
1 - MR. BAYSE W/
L - MR. WITZEL { = e
1L - MR. KILLION 1 m@
]" 7 : 5@ af e oem "“
1 - , . :
S e T T
N L T
AY 84 982 / APR 23 o0
DO NOT FILE WITHOUT COMMUNICATIONS STAMP FBI/D0Y




A8

s A : ) > . . -
adie : ¥ g <
e "

NOTE: SA| | IS ATTENDING THE TECHNICAL TRAINING IN-SERVICE
AT QUANTICO 4/19-5/19/82. SAN JUAN REQUESTED THAT SA
BE AFFORDED COUNTERMEASURES {CM} TRAINING UPON
TERMINATION OF THE TECHNICAL TRAINING.

b7C




- /gl
0-93 (Rev.4:26-78) | 2 5 DEPARTMENT OF JUSTICE .

FEDERAL BUREAU OF INVESTIGATION

.1

— % COMMUNICATION MESSAGE FORM P 6,
pacE_ 1 or 3 (¥ [ W
DATE R O ClASSIFICATIOhf PRECEDENCE
4/23/82 UNCLAS PRIORITY
sFL25IPP 0C KCIDE HQ dD125 $ALWULP 23204%5LZ APR 82
_& STARY HERE
e FM_DIRECTOR FBI {A0-805}
70|.TO FBI OKLAHOMA CITY {bb-377} PRIORITY
[’ | FBI KANSAS CITY PRIORITY
14| BT
| UNCLAS
¢ g
12| COUNTERMEASURES. MATTERS =
o REFERENCE OKLAHOMA CITY TELETYPE DATED APRIL 21. 1982% §
‘ 10|BUTELCALL TO OKLAHOMA CITY ON APRIL 22-23. 19825 AND BUTELCALL | S
| TO KANSAS CITY ASAC ROBERT M. BRYANT ON APRIL 22-23. 1982. §
8. - THE TECHNICAL ASSISTANCE AND COUNTERMEASURES §
EQUIPMENT REQUESTED ON REFERENCED TELETYPE UWILL BE PROVIDED 8
6|BY TWO.TECHNICALLY=TRAINED SPECIAL AGENTS FROM THE KANSAS CITY
| {KC} DIVISION. OKLAHOMA CITY €OC} SA| lwILL
4] CONTACT KC SAS FOR TRAVEL
AND OTHER ARRANGEMENTS. ' ‘ -
2L FOR THE INFORMATION OF KCa THE 0C DIVISION HAS ,ﬁé??"
REQUESTED TECHNICAL ASSISTANCE AND COUNTERMEASURES EQUIPMENT
DO NOT TYPE MESSAGE BELOW THIS LINE
/M‘ovozv' %4///7)/)%;YJF T} u/ease2  |1Bo3ssa | 2700

Y - MR. WITZEL
L - MR. KILLION

- | Sy
Y - MR. BAYSE W

g0-305- /77

1 - |
’“‘88&535 A e ' PR 27 g,
pgg?zgaao T

|

6 1 MAY 17 1982 ' DO NOT FILE WITHOUT COMMUNICATIONS STAMP FB1/00J

»
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- 4
0-93A  (7-19:77) . DEPARTMENT OF JUSTICE o
FEDERAL BUREAU OF INVESTIGATION :

COMMUNICATION MESSAGE FORM

PAGE _ © CONTINUATION SHEET

.

ﬂgAGEhMUQEbE HQ 0125 UNCLAS

TO CONDUCT AN AUDIO COUNTERMEASURES {ACM} SURVEY OF THE

20ADMINISTRATIVE OFFICE SPACE.

1q JAUTHORITIES HAVE

DISCOVERED MICROPHONES AND RECEIVING UNITS

16QFFICiALS AT THE INSTITUTION BELIEVE THERE ARE ADDITIONAL
MICROPHONES IN PLACE.
14 THE 0C DIVISION IS ALSO IN RECEIPT OF A REQUEST FOR

N ACM IN THE| |

leULSAn OKLAHOMA.

I | FURTHER

IOPETAILS CONCERNING PREMISES TO BE SURVEYED pILL BE PROVIDED BY
0C.

8 KC WILL PkOVIDE THE TECHNICAL SERVICES DIVISION WITH

P REPORT OF THE COUNTERMEASURES SURVEY AFTER. COMPLETION AT

J | THE REPORT UWILL INCLUQE NAMES OF PERSONNEL

CONDUCTING THE COUNTERMEASURES SURVEY. EQUIPMENT USED

p : » DURATION OF SURVEYS AND FINAL OUTCOME. THE
COMMUNICATION SHOULD BE DIRECTED TO FBIHQ@. ATTENTION:
2E?CHNICAL SERVICES DIVISION. ENGINEERING SECTION. SA[___ ]

DO NOT TYPE PAST THIS LINE

| DO NOT TYPE MESSAGE BELOW THIS LINE

FBi1/D00J

b7E

b7E

b6
b7C
b7E




0-93A  (7-19-77)
&

20

18

16

14

12

10

’ DEPARTMENT OF JUSTICE | 0

FEDERAL BUREAU OF INVESTIGATION
COMMUNICATION MESSAGE FORM

CONTINUATION SHEET

DO NOT TYPE MESSAGE BELOW THIS LINE

DO NOT TYPE PAST THIS LINE

FBI/D0OJ




AR €

NOTE:

THE OKLAHOMA CITY {QCt DIVISION HAS REQUESTED
TECHNICAL ASSISTANCE AND EQUIPMENT TO CONDUCT AN

AUDIO COUNTERMEASURES {AMC} SURVEY AT

| | EL RENO+ OKLAHOMA.
INSTITUTIONS OFFICIALS HAVE FOUND MICROPHONES
IN THEIR ADMINISTRATIVE OFFICE SPACE AND THEY
BELIEVE THERE ARE ADDITIONAL MICROPHONES IN
PLACE.

TECHNICAL ASSISTANCE AND EQUIPMENT UWILL BE
PROVIDED TO 0C BY TWO TECHNICALLY-TRAINED
SPECIAL AGENTS FROM THE KANSAS CITY DIVISION. -

~ rQS_HAS_A_REQUESI_EQR_AN_ACM SURVEY | ﬁ|
TULSA

OKLAHOMA.

IN VIEW OF A POSSIBLE INTERCEPTION OF
COMMUNICATIONS VIOLATION
| [RENO- OKLAH 1 = AL

i DIVISION IS BEING PROVIDED WITH A COPY OF
© THIS COMMUNICATION.

>

e &,

b7E

b7E

b7E
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SAC, Norfolk (66~946) 4/28/82
Attention: SA

Director, FBI (80-805)

SUNTERMEASURES JIATTERS

Reference Bureau letter dated March 8, 1982.

In response to your request, Technical Services
Division (TSD) personnel conducted a countermeasures
survey of the conference room on Sunday, March 14, 1982;
and a contemporaneous monitoring of the radio frequency
spectrum during the SAC's Annual Conference at Williamsburg, /
Virginia, March 14-~17, 1982. The monitoring was conducted "
from 8:00 a.m. to 5:00 p.m., March 15 and 16; and from
8:00 a.m. until 12:00 noon on Maxrch 17, 1982.

No evidence of any electronic eavesdropping
was detected at the time of the countermeasures survey
or during the contemporaneous monitoring.

TSD is grateful for the assistance and cooperation
extended to TSD personnel by Norfolk's SA |
during the SAC's Conference.

NOTE: The above cm survey and contemporaneous monitorin @

was conducted by ET | ] and SA
NI
= 3
o APPROVED: Adm.Servs. Laboratory
B 5> @ Crm.inv, _____ legalCoun.
=S o i Off. of Cong.
T Diroctor & Public Alffs,
= _«E Exec. AD-Adim, Ident, fec. Mgnt.
L Exec. AD-lnv, Inspection Tech. Servs.,
J L 1 - Mr. Bayse Exec. AD-LES Intell. Training o oeeeeerr

1 - Mr. Witzel
1 - Mr. Rillion é = /75
Exec AD Inv, l ‘1 ‘I

Exec AD Adm. W
Exec ADLES f
Asst, Dir.: (7§j P})‘Q

Adm, Servs. e

—a
ﬂu%t\%

Crim. Inv, oo - ’
’ v 7 APR
Ident. t ! .ﬁ "yt
Intell, v 1 o . 29 1982
Loboratory weeeee e R,
Legal Coun. . [Svne.
Plon. & Insp.
Rec. Mgnt, e, '

Tech, Servs,
Training

Public Atfs. Off.
Telephone R, .
Oil%r's S"‘MAYMA:[L'?Q]OQ‘ r81/00J
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Res: 82 form e o
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EP09G1 12619587 iy § 8 s
T Yook )

RR HQ " “lz { B e e d
BH Bz Z“ " 3 HEEC L -‘,-;

DE EP gt o LUREA wotl o}
Iy ESTICATION { oy
§1958Z mAY 82 ' g owe,  ”
S, g

m EL PASO (66-1379 5 Lrds v, -5
. N { e Y -
TO: DIRECTOR, FBY (80-885) (ROUTINE) LR
52T, ——

BT . . Tonghar e R, e,
oo Sacly .}

UNCLAS |
ATTENTIQg;Q(T CHNICAL SERVICES DIVISION, ENGINEERING sgcrxonb/éi;;e jgsest |

TN P4 be
SA , 180 ﬁ# b7C

) 7
QO UNTERMEASURES /MATTERS

RE BUREAU TELETYPE DATED MAY 5, 1982,

' SPECIAL AGENT ] TECHNICAL COORDINATOR, o
EL PASO DIVISION, IS BEING DESIGNATED TO ATTEND THE AUDIO.
COUNTERMEASURES INTSERVICE, PREFERABLY FOR THE FIRST
SESSION, JUNE 7 TO JUNE 18, 1982, ;Zg:D
BT '

UU

P -205- /97

M

e Vit »

B8 MAY 10 1002
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’ FEDERAL BUREAU OF INVESTIGATION

WASHINGTON, D. C. 20535
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ALK Icm——Ty
- :-:affn nr:n Exec. [} ‘Admg,—.

“ TPOG@4 1261725Z ot L. A,
RR HQ 6Viecs? 17 49z Asst. Dir
Atm. Sevs,
DE TP Foo ROL BUREAY Cim. Y, e
OF TVESTIGATION Went.
R §61625Z MAY 82 / s J tospection
intefl,
FM TaMPA  66-74 Lakoratory
Lo5a) Coune e,
T0 BUREAU (RG-2T5) ROUTINE 0if. ot Jena.
& Pubdic Alfs. .
BT ' Rot. #g, oo
. Tesh, Servs.
UNCLAS ’ Tmﬂm
’ Teleph
ATTENT ION TECH?}CAL SERVICES DIVISION, ENG INEERING SECTIOﬁ/// Wmmvswcy_.
. Enginegring Sect
@0 UNTERMEASURES \MATTERS ” 13043/2/ (\;614# 254
RE BUREAU TELETYEE T0 pLL FIELD OFFICES MaY 5, 1983.
IT IS NOTED THAT THERE ARE LIMITED SLOTS AVAILABLE FOR THE aC¥

IN(SERV%CES DISCUSSED IN RE TELETYPE, wHICH INDICATES SELECTIVITY
MEEDS TO BE ENMPLOYED, IT IS ASSUMED, ON THE BASIS OF LOCATION AND
THREAT ASSESSMENT. 1IN ALL CaANDOR, SAC, TaMPa DOES NOT PERCEIVE QZ;:>
ANY URGENT WEED FOR AN ACM-TRAINED AGENT IN THIS DIVISION AT- THIS

TIME OR IN THE FORESEEpABLE FUTURé, EVEN THOUGH SUCH TRAINING wOuLD

ENHANCE THE CREDENT IALS OF OUR TECHNICALLY TRAINED AGENTS.

SHOULD THE BUREAU, HOWEVER, DESIRE T Cii- TRQINE?
g“ HO
TA; A

AGENT GEOGRAPHICALLY LOCATED AT TAMPA, 5A RECOM: ND~

SELECT JON OF OUR TECHMICALLY TRAINED SA wdp IS IN b6
“ o, L i o b7C

B MAY 10 520
; 2

3

4 PR gl
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PAGE TYO TP 66-74 UNCLAS |
YIS OP AND WHO, DpE TO OTHER GOMMITMENTS, COULD ONLY ATTEND THE
ALGUST 23 THROUSH SEPTEMBER 3, 19%2 SESSION. |

BT
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FEGLI " . BUREAU
R 2620997 MAY 82 « OF INVESTIGATION
/R ALBANY Bt ooy,
| &hmams, | P7E
f DIRECTOR, FBI (ROUTINE) Roe. g
Teed, Sarvs, !
T . Trafting
Tefephono Rm, ___.
UNCLAS X Director’s Sec'y -
ATTENTION: TECHNICAL SERVICES DIVISION; ENGINEERING SECTION, o
Englne ing Seet!
SURES/RATTERS, AB04E TR 1Ly 254
RE BUREA TELETYPE TO ALL FIELD OFFICES, MAY 5,61982.
TTA l WILL ATTEND BASIC AUDIO COUNTERMEASURES ) zsc

IN-SERVICE DURING THE PERIOD JUNE 7 - 18, 1982,
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¥

Exec AOA\J’I ‘_‘_‘;.__
Exoc. ADfav____>
NVogeas 1262247 - ‘r‘-’; Exce. ADLES .
RR .HQ ' “ "Ass' [
Adm. oS, e,
6”‘53 i/ QZ Gt
DE SV e / N et
I‘“‘“.';;h: h I <‘.’€!' ( }
R 062247 MAY 82 YesTigaR; Sy
" Lasoratory oo
savanNaH[ ] | l‘;c;gai!Coun.___/_igE
AN RE
TO DIRECTOR , FBI (82-805) ROUTINE - | Bt s
Pea. "'I»:.:‘ S
BT ffi" é:«vs. —
UNCLAS Nk reamey
.P‘”nosv P
ATTENTION ’I‘ECH 1CA/ SERVICES DIVISION, ENGINEERING SECTIO e
Q e “’g’sece.
<COUNTERMEASURES |1 A'l‘ ERS nnzi #25-
SAC, SAVANNAH RECOMMEND S THAT SA| bé

b7C
SENIOR TECHNICALLY-TRAINED AGENT , SAVANNAH DIVISION, BE

SELECTED TO ATTEND ACM IN-SERVICE , PREFERABLY FROM JUNE 7

THROUGH JUNE 18, 1982, IN VIEW OF SAVANNAH DIVISION'S

HEAVY COMMITMENT TO DRUG RELATED MATTERS AND THE INCREASING
SOPHISTICATION AM FINANCIAL RESOURCES AVAILABLE TO DRUG ‘
DEALE;’QS, THIS TYPE OF TRAINING IS APPROPRIATE TO PRIORITY @
WORK OF THIS DIVISION, SA WAS FORMERLY ASSIGNED IN

RADIO ENGINEERING SECTION AT FBIHQ AND IS HIGHLY EXPERIENCED

AN PROFICIENT IN THE TECHNICAL FIELD . @.,@5*(%/&02‘

BT
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UU 5 MAY 10 1632
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DLO%T4 12688457
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LEXSC. AD- gz:m
Exec. AD-Inv,

f&%Ao
Asst. Dir.;
Adm.Servs,
Crim. Iy,

RR H@Q
DE DL

7 tiki
FEUT,

32 0113z

‘A1 BUREAU

Ment, _ .
InSpactior,
Iata, __

-
Ay

L P,

R A61753Z MAY OFIHVhS*WATmN

FM FBI DaLLas/[_ ]¢66-29%)

e

LO;’& O o —

Oitoll .
&Py ptis,

TO DIRECTOR I
ATTENT ION

ROUT INE
TECHNICAL SERVICES DIVISION,

ENG INEERING SECTION

Tei:.p: e

Bat, 21
Teth. &
Tra'ing

2t o s
A
VPN

sPa. __

LN T

Ditectors Seely

457/

BT

sa |
UNCLAS

ézzumTERMEA'URES<;;TTERS
RE BUREAU- TELETYPE TO ALL FIELD OFFICES,. MAY
SAC, DALLAS REQUESTS THAT TECHNICALLY TRAINED AGENT [ ]
BE

I3
-9

1982.

CONSIDERED FOR ATTENDAMCE AT THE JUNE 7-18, 1982 BASIC AuDIO

COUNTERMEASURES IN-SERVICE.

sa[_____ | HaS BEEN o SOUND AGENT SINCE [978 aND IS IN HIS

OFFICE OF PREFERENCE. IT IS IMPERATIVE THAT HE BE CONSIDERED FOR

THE JUME SCHOOL IN VIEy OF YIS PENDING PARTICIPATION IN A GROUP 1

V@S ~ ﬁ?ﬁﬁ

UNDERCOVER OPERATION BEGINNING DURING MID-1582.

%0

BT
#3004 tL” ¥
B WY 10 1932
TR
}\m 5 -'l 82 "'X _“ .,‘4.':&3 oA MM

ﬁmﬂ

0E:
“‘”‘?& 18 1982
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s

ANOBZ2 1279315
RR HQ

e g
Y . Exemoi

SEIVED Crim. fw.
TELETYPE UNIT 1ent,

fOF INVESTIGATION

A 50
)
A

Hard? 0 § 07, Inta,

AN FEDERAL BUREAU ‘ 52 Coun,
Boc. Mgy, __ ¢
Teci Servs, ____

M{(,A

P6B315Z MAY 82 #

Traiang

FM ANCHORAGE (¢ 66-196) i of Cong,
&PuticAfls, ____§
T0 DIRECTOR ( 88-885) ROPTINE TelophoroRm, ___ 4
Chetlor's Secly
Bl‘ “
' : 4@5*’;;».
UNCLAS :
| _ 4”“03@@*
ATTENTION: Y6§tmmlcm_ SERVICES DIVISION, ENGINEERING SECTION, 139 ﬂb/
A
(=) ’ bé
= ’ b7C
Qoumgmmsmﬁs MATTERS
RE BUREAU TEL/gTYPE TO ALL.OFFICES, MAY 5, 1982,
ANCHORAGE NOMINATES SA| | |T0O ATTEND ABOVE IN- b6
b7C

SERVICE AUGUST 23 - SEPTEMBER 3, 1982, DUE TO COURT COMMITMENTS,
18, 1982 SESSION. (

SA UNABLE TO ATTEND JUNE 7 -

BT

B MY 101852

M - - w««(‘f’,

.- IO
] 4 MAY 181982




E;;;,'mj .
Exet. ADINY. e
l s £ . fexee. ADLES—— .
... RECFIVED Asst. Birs '
RGNS PR TT  Th4 Adm. SeTVE. ——
. Cim. 1V ——
JNOB@ 112705282 62 053], et
o S Qe
RR HQ i BUREAU il
| VESTIGATION N T e
DE JN Loga! Sountem——
oif. of Cond-
R 8702257 MAY 82 g 3 Pubtic Alls. —
‘ . fec. Mgk, ——
M JACKSON (66-69) / / Tech. Sarvs. —
i Training e
TO DIRECT QR ROUTJ,I NE Telsphore R, ——
ATTN: SA | | b6
’ b7C
BT -
UNCL AS
Qou

‘MEASURES|{MATTERS

REFERENCE BUTEL TO JACKSON DATED 5/5/82.
FOR INFORMATION OF THE BUREAU, JACKSON DIVISION TECHNICAL
COORDINATOR, SA| | IS IN HIS OFFICE OF
_PREFERENCE,

b6
sa [___]IN AVAILABLE FOR BASIC AUDIO COUNTER- @ B
MEASURES (ACW IN SERVICE AT THE CONVENIENCE OF THE BUREAU.

) DO-805- 285
|/§J7
NNN P |
7 Y 10 1392
Q | B MA z
) | N 5/4 ’82 N .
- lo‘?g v - ' wow 3 Jes

5
sl 51
ﬁ?%ﬂf 8195_3;




Exec. AD-AE
Exec. AD-nv RiIK
e ‘ Exec. ADLES .}t
Asst Dir
. Adm. Servs, __u
] Cdm. lav.
MIO2@4 1279023 : - ent.
RR HQ VTR 233 fatel,
5 . gy l Labofatory .____..M
DE M s & e R al Cou |
d . jx" AVECTIGATION mdw;
702237 MAY 82 & Pudlic Affa. ..
4 Rec. tignt.
M MILWAUKEE | | Tech. Servs. ___b3
Training b7E
TO DIRECTOR (80-8%5) /ROUTINE Telephone Rm. _E
/ Director’s Sec’y
B s 2
T ﬂ . o g ec‘;
UNCL AS (39 25
ASEFTO /“‘E‘éﬂ 3@@#
ATTN: TECH%&EAL.SERVICES DIVISION, ENGINEERING SECTION, ‘%J7 ﬁb
JA
SA , bé
- b7C

@NTER MEASLRE%MATTERS.
RE BUREAU TELETYPE TO ALL OFFICES MAY 5, 1982,

MILWAUKEE DIVISION WILL NOT BE SENDING ANY AGENTS TO ABOVE-

CAPTIONED SCHOOL DUE TO PRIOR COMMITMENTS WITHIN THE FIELD
DIVISION. ' 1
BT

<

/
W G0-605- ot
% e
g Q/L RO e ST

PSSO
M o 5" LA
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NHOBG3 127 1615Z & e .

RR HQ i 4
P Ve
R B71615Z M6 Y 82 - \E@|52
NEW HAVEN (66-1977) EEDEL. . BIREAU
0 DIRECTOR (89-8%5) ROUTINE OF THVESTIGATION
UNCLAS C
QUNTERMEASURES““ATTERS
RC UAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982, i R
SA | | 1S DESIGNATED BY NEW HAVEN DIVISION TO ring Sect  b7C

lBO4 EH TL# 254
ATTEND THE BASIC AUDIO COUNTERMEASURES .(ACM) IN-SERVICE

SCHEDULED FOR JUNE 7 THROUGH JUNE 18, 1982. SA[ _ |IS IN HIS

OFFICE OF PREFERENCE.® " W
iy
/S

U n-305- 27

. ‘B MAY 10 1982
e TN

5>=/a~82 S T d
d W; 5 /0 &2 N
SRV

D&Y
S 4 MAY 181982




) o - .
0-93 'é?evM—@G-’i@M’ ‘ DEPARTMENT OF JUSTICE Q
A FEDERAL BUREAU OF INVESTIGATION - & 5
b o COMMUNICATIDN MESSAGE FORM
116 pace 1 of C (0 (
" DATE CLASSIFICATION  * o PRECEDENCE
Nour 5/5/782 UNCLAS ROUTINE
$FLILIRR AFOZIDE HQ dD1lL SATYUTR 052005Z MAY 82
_é/} START HERE
V)\FM FM DIRECTOR FBI {a80-805%
7ol TO ALL FBI FIELD OFFICES {ROUTINE}
PERSONAL ATTENTION SAC
14| BT v
| UNCLAS
v y
| COUNTERMEASURES | MATTERS =
wy
THE TECHNICAL SERVICES DIVISION {TSD¥}- ENGINEERING SECTION | E
o,
N 172
10 .TES}+ HAS SCHEDULED TWwoO BASIC AUDIO COUNTERMEASURES {ACM} IN- b
118
| SERVICES FOR THE REMAINDER OF THE CURRENT FISCAL YEAR. THE ;;':
[,
g| DATES FOR THESE IN-SERVICES ARE AS FOLLOWS: JUNE 7 THROUGH g
(o}
| JUNE 18- 19823 AND AUGUST 23 THROUGH SEPTEMBER 3. 1982. EIGHT Q
6| 18F TECHNICALLY-TRAINED AGENTS {TTAS} WILL BE SELECTED FOR EACH
| IN-SERVICE. Z -
4 SACS ARE REQUESTED TO SUBMIT BY C0B MAY 14, 1982- TH@
_NANES OF TTAS DESIGNATED TO RECEIVE ACM TRAINING IN ONE OF THE
2_ABOVE IN-SERVICES. IT IS DESIRABLE THAT SELECTEES BE IN THEIR
OFFICE OF PREFERENCE. IT IS IMPORTANT THAT EACH ATTENDEE
DO NOT TYPE MESSAGE BELOW THIS LINE
APPROVED 8BY DRAF, )ED BY DATE ROOM TELE EXT.
. /@ /PJF {24} 5/5/82 1B035/8| 2700
= 7 b6
1 - b7C
= EXECUTIVE ASSISTANT DIRECTOR. INVESTIGATIVE
Lﬁ - EACH ASSISTANT DIRECTOR
L - MR. WITZEL “YOS _ﬁﬂ
1 - NR. KTLITON Wﬂ//p{)
3 o- 4 M’i
1. -
FERERAL CUREAU OF INVEGVIDATILN “""
;‘: - AR ¢ WY 6 1082
l - a ({a‘Zf;’a / \\
5 - NAY 61882 il '
1“ 98 DESK
4 'm DO NOT FILE WITHOUT COMMUNICATIONS STAMP Fo1/00J
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)

0-93R ~PIRT7) O DEPARTMENT OF JUSTICE Q

20

18

16

14

12

10

FEDERAL BUREAU OF INVESTIGATION
COMMUNICATION MESSAGE FORM

PAGE  © CONTINUATION SHEET

_%fGENJMO%DE HQ 011t UNCLAS

RECEIVE THE ENTIRE COURSE OF INSTRUCTION WITHOUT INTERRUPTION.

SACS SHOULD MAKE EVERY EFFORT TO ENSURE THAT ATTENDEES
SELECTED ARE ABLE TO STAY THE DURATION OF THE IN-SERVICE.
PENDING TECHNICAL MATTERS REQUIRING THE ATTENTION OF THE
ATTENDEE SHOULD BE APPROPRIATELY REASSIGNED WITHIN YOUR
DIVISION OR ADDITIONAL ASSISTANCE SHOULD BE OBTAINED FROM
ADJACENT DIVISIONS.

ANY INQUIRIES CONCERNING THIS COMMUNICATION OR COUNTER-
MEASURES MATTERS SHOULD BE DIRECTED TO FBIH@. ATTENTION:
TECHNICAL SERVICES DIVISION ENGINEERING SECTION- sal 1]

[ ]

DO NOT TYPE MESSAGE BELOW THIS LINE

w

Z

-l

0

pe o4

(=

[

(%]

=

w b6
& b7C
[

fou

o}

4
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FB1/D0J




. ' Exa, AD-AGM: we
i ? Exec. ADAWV. o}
Exce. ADLES AR
hAsst. Dir.e
TEFES;;»?!:«:?.J o :dm.SeNs. —
KXO85 127852 1Z Lol —
iR o b2 U5 302 e
FELER:.. BUREA : Tatal,
DE KX A é& OF TNVESTIGAEION . f:;:ac?
11 F
R ﬁsaaﬂ 5 Ofcicms. |,
f" & Pubtic Alis. _«
Z MAY 82, Roc. ¥,
Tech, Sarvs., ..
RY KNOXVILLE Tralning
,/ Te'mbme Rm,
TO DIRECTOR .(B@-8825) ROUTINE ]
UNCLAS ///' J&gﬁ/ = //,/ff

OUNTERMEASURES MATTERS
REBUTEL TO ALL OFFICES DATED MAY 5, 1982.
IN ACCORDANCE WITH RETEL, KNOXVILLE NOMINATES THE
FOLL OW ING | | @
[ ] FOR THE AUG, 23, 1982 - SEPT. 3, 1982 COUNTERMEASURES
IN-SERVICE. BOTH SAS ARE IN THEIR OP.

" -0 - 499

!
ATTENTION: SA| | ENGINEERING SECTION, TSD

7/59 W‘w-—-—v
o

(;/0/ o MAY 3O 1982

' o i amm—

bé
b7C

b6 |
b7C




# Exec. AD-Adm,
Excc. AD-Inv.
SEQ7120 12792517 ST exee, ADLES .
UB Asst, Dirs
RR Ho . 7 - Adm. Servs. ——§
B/t% b" “ 3 Cdr, inv. i
DE FE L ndnERU . tdeat.
- / OF Itwtfﬂ {GATION Iopection —____
R 221437 MaY 32 I Inteit.
Latsanalory
™ CEATTLE ) ’ Legal Soun
Lm‘_ Ofl. of Conn.
D RECTOR (&%~ 8@:) RQUiINE : &Futic Afls.
g Ree. 90, o
BT 'i Yook 3ervs, —
! Trininn
cLAS Tolohiervn,
e Ly U ¢
ATTENTION: TECHMNICAL SERVICES DIVISION, E{\‘GINEERIAG SECTION. ‘10/
sect)
O T B inegring
COUNTERMEASURES MATTERS §§%4 S 58 TL# 25
RE BUR}?AU TELETYPE TO ALL OFFICES MAY 5, 1982.
cal |1s DESIGNATED TO RECEIVE AGM TRAIVING

FOR THE SEATTLE DIVISION. Sa[_____]wOULD BE AVAILABLE FOR THECZEE)
IN-SERVICE SCHEDULED FROM AUGUST 23 TO SEPTEMBER 3, 1982.

BT

bé
b7C




1S

. Hii0933 1286157
RR, HQ
DE HN 8001 1280157
R @81945Z MAY 82

Fi HowoLwLu[ |

%o BUREAU (8@-805) (ROUTINE)

FEL-.%:. - bCﬁ\EAU
OF THVESTIGATION

foeer

uNa. AS

ATT Ne TECHNICAL SERV‘ICES %I’VISION; ELECTRONIC ANALYSIS UNIT;
PAR )

AlD | \
= 7
COUN ERMEASURES MATTERS

ASAC HOWARD TO UNIT CHIEF MAY 7, 1982,
IT IS STRONGLY URGED THAT SA RICHARD BRAMLEY OF THE

HONOLULU D IVI '{ON BE SCHEDULED TO ATTEM CAPTIONED IN=-SERVICE

JUNE 7 - 18, /1982,
NORMAL EXAMINAT IONS HAVE NOT BEEN CONDUCTED SINCE PRIOR

TO THE RET IREMENT OF SAl | IN AUGUST, 1981,
SAC, HONOLULU FEELS IT TO BE IMPERATIVE THAT THE
SECIRITY OF THIS DIVISION'S COMMUNICATION SYSTEM BE EXAMINED:

AT THE EARLIEST POSSIBLE DATE, ESPECIALLY IN LIGHT OF THE

N

[ e
Exec, AD-AGTY, e
Ex0c. ADIV. o eeecal]

éxec. AD-LES ...}

Asst, Dirs
MG, SBIYS, e
Cim. Inv, o
ldent,
Inspection .o
Inteli,
Laboralory e
Legal Coun, e
O!l. of Cong.

& Public Affs.
Ree. Mgat.
Tech. Servs, o
Tralning

Telephone Rm, _____
Director's ;eé‘y S

1B046 JEH TL# 254

RE BUREAU TELET YPE, MAY 5, 1982 AN TELEPHONE CALL FROM /
Engineering Seot

"
1
»

)

b3
b7E

b6
b7C

-

b6
b7C
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1 o K ' y . H3
PAGE TWO DE HN[ | UNQ..AS' " ® y b3
IMMINENT ESTABLISHWENT OF THE FRC CDNSULATE IN HOIOLULU.

. THIS OFFICE HAS RECEIVED REQUESTS FROM THE STRIKE FORCE,

THE USA' S OFFICE, AN THE OFFICES OF THE UNITED STATES DISTRICT
COURT JWD GES, ALL IN HOMOLULU, FOR THE SAME T YPE EXAMINAT ION,

ADD ITIONALL Y, THE GUAM RESIDENT AGENCY AT AGANA, GUAM
HAS NOT BEEN EXAMINED SINCE THE MOVE FROM ONE SPACE TO ANOTHER,
AN IT IS MW A THREE PERSON RA AN MAY EXPAND TO FOUR IN THE
NEAR FUT IRE.

WHILE IN GUAM IN APRIL, ASAC HOWARD WAS PERSONALLY APPROACHED

BY AUSA VERNIER, AGANA, GUAM, WHO REQUESTED THE SAME T YPE EXAMINA-

 TION, AN IN FACT, INDICATED HIS RELUCTANCE TO DISQUSS CASES IN

HIS OFFICE AN INVITED ASAC HOWARD OFF-FREMISES DUE TO FEAR OF

© BEING OVERHEARD WHILE IN AUSA VERNIER®S 0 FFICE.
. SAC, HOMOLULU IS AVARE OF THE EWPHASIS ON THE REGIONAL CONCEPT
OF SUPPORT BETWEEN OFFICES FOR THIS TYPE EXAMINATION, HOVEVER, FOR
AN OFFICE AS FAR SEPARATED FROM ANY OTHER FIELD OFFICE AS IS
HONOL LU, THE TIME AM TRAVEL EXPENSE INVOLVED CAUSE REGIONAL
SUPPORT TO REACH A POIN OF DIMINISHING RETURN.

IF SA BRAMLEY IS SCHEDULED AND TRAINED, HONOLULU INTENDS TO




PAGECTHREE DE HONOLULU[ __ JubcLas & - ® e B2
'DETERMINE THE AVAILABILITY OF ACCEPTABLE EQUIPMENT THROUGH THE

VARIOUS MILITARY ESTABLISHNENTS IN HAVAII, AND IF AVAILABLE,

WOULD NOT HAVE TO CALL UPON THE BUREAU®S LIMITED RESOURCES IN

THIS FIELD TO COIDUCT THESE TYPE EXAMINATIONS. AGAIN, SAC,

HONOL UL U STRONGLY RECOMMENDS SCHEDULING OF SA BRAMLEY FOR THE -

JUNE IN-SERVICE, AS THE TRAINING IS DESPERATELY NEEDED AN

SA BRAWLEY WILL NEED TO BE IN HONOLULU FOR A TRIAL WHICH WILL

TAKE FLACE DIRING THE PERIOD OF THE SEQOND IN=-SERVICE.
BT

’s,
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[ SJ0801 1251510 ® “ | @

g k&
y RR HQ 5 Coe g fxoc, AD-AD. —§ A
‘ R Bxdc. ADAnv.
j DE SJ oo, ADLES
’ 5 L 3“5 23 .\g}.(ﬁ’.‘.
RO51505"Z MAY 82 T B A, o0&,
TR § Gimov.
/ OF Tl 37l thN 4 %———-——-« :
v N hY | !w
FM  SAN JUAN . r R NI L
‘ Uiboretory ——§ , b7E
TO DIRECTOR (sm-éw) ROUT INE ol -
517 5 ON. of Cong. 3
. /l’ LPuige Atls.
%M ‘ L é) Rec. l.!gm...__
® UNCLAS - ‘ % Yeth. SoMVS. e
. Teair'ey
ATTENTION: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, jiclproRm. .
A, Di' Stors 33@‘:«' L

sa | | ' . ; X be
@ 1B048 Jxm pes mo BTC
TECHNICAL TRAINING 4/19 = 5/7/823 COUNTER MEASURES/ TRAINING Tif a5
RE MIAMI TELETYPE TO DIRECTOR AND OTHER OFFICES, 4/29/823 -

SAN JUAN AIRTEL TO DIRECTOR , TECHNICAL SERVICES DIVISION, -~
4/29/82, )

FOR THE INFORMATION OF THE TECHNICAL SERVICES DIVISION,

L ba

ENGINEERING SECTION, SA| ' |, THROUGH REFERENCED " s
. " b7C
_ TELETYPE , HAS BEEN SUBPOENED TO TESTIFY IN INVESTIGATION ° @
ENTITLED “SIDELIGHT ,” 00¢ MIAMI. SA | |WILL BE REQUIRED ’

TO DEPART FBIHQ, 5/8/82, FOR A PRETRIAL CONFERENCE AT MIAMI

@‘b @‘Q(Q’D ﬁ7/f9’

P Tanm

3 NAY 17 o0

z CEMCTAESIS  Rmatrrerday

PR
Py g \/




:PAGE TWO Ss[_] UNCLAS |
4 IN THE AJM. OF 5/9/82. TRIAL 1S TO COMMENCE 5/10/82,

b3

AND THE GOVERNMENT *S PROSECUTOR HAS ADVISED THAT SA |

TESTIMONY WILL BE PRESENTED AT THE BEGINNING OF THE TRIAL.

UPON COMPLETION SA | | wILL IMMED IATELY RETURN TO
FBIHQ .
BT .

_b7cC

b7E
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FD-36 (Rev. 5-22-78) & .,

Date 5/1/82

|

FBI l .

I ] i)

TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: : :

[ Teletype _ ] Immediate {J TOP SECRET ; )

(3 Facsimile [ Priority . / ] SECRET !
%) - ALRTEL [ Routine [C] CONFIDENTIAL !
CJUNCLASEFTO |
] UNCLAS !
|
i

—

/ﬁo: Director, FBI - ‘
(Attn: Technical Setvice€s Division, Engineering Sectilon,
SA| | b3

T v b6
rom: SAC, Indianapolis | | . "
b7E
OUNTERMEASURES MATTERS ‘
ReButel, 5/5/82. QZ:Qg
The Indianapolis Division designate SA| | b6
toaattend captioned In-Service for August 23 through September 3, b7cC
1982
GO -K05
{0OT RECORDEﬁ %
te JUN X% 1982
79D e
— Bureau }
2 - Indlanapolis
RSM/ojs
(1) b6
. b7C

<

Wﬁv 5-10-8%
WW"V 6-1- ‘?-?'

‘Déﬂm\ketu [\MQQ? Transmitted Per { ) 5 /

(Number) (Time) : " 'sé\‘" 4 i




/2 . !

D-36 (Rev. 3-24-77) . "'é | :
‘ eEE S FBI & i k
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: : ¥ ,
(3] Teletype . (] Immediate {J TOP SECRET : / %
(] Facsinmile [ Priority () SECRET |
Xj ~Airtel T Routine () CONFIDENTIAL !
JEFTO :
() CLEAR !
I
Date 5/6/82 :
TO: Director, FBI ATTN: Technical Se#Z}cés Division
] (80-805) Engineering Sectioy
Rrrysanse A .
Supervisor
[ \V
\Qéﬂy @SAC, Little Rock * (66F-104)
RE: COUNTERMEASURES MATTERS
ReButel to all .offices 5/5/82.
This is to advise that SA | who is a b6 |
technically trained TTA, will attend the In-Service scheduled for b7Cc

8/23-9/3/82. /ﬂb/ f :
CD— Bureau |\~ T= O ,'
3

- Little Rock

T
1 - (In-Service) b3

1 - sal | Personnel File b6
p7C
WEK:crc } b7E

(5) ? ‘g I
4 o\ AT e
ea K PR it I e 2
NUT ECORDBEDR

23 Jui, 1 1982

mmw%

bé
b7C

fn S-11-9% ph
VWWM i y

P B

/7&;9/;1 2

o 31982

fen oo (sl .

A?proved: ! : Transmitted Per
) (Number) (Time) FBI/DOJ

¥
.




CGOgoT 1271734

PP HQ @
x ® .
. DE CG
7
P B71734Z MAY 2 BERRIED
. I gt
FM CHICAGO £66-699 SUB B> (SQUAD 18) N ’
(eic62 177402

|
L To DRECTAR (86-805> FPRIORITY
FECLL BUREAU

BT OF TRVESTIGATION
UNCL AS /ﬂ
ATTENTION: BUREAU SUPERVISOR | “—] TECHNICAL

OSERVICES’DIVISION, ENGINEERING SECTION

COUNTERMEASURES MATTERS

RE BUREAU TELETYPE TO‘ALL FLELD OFFICES, DATED MAY 5,
1582,

CHICAGO IS RECOMMENDING TWO (2) AGENTS TO ATTEND COUNTER-
MEASURES INSERVICES MENTIONED IN REFERENCED TELETYPE:

BOTH OF THESE AGENTS ARE IN THEIR OFFICE OF PREFERENCE
‘ AND ARE EXPERIENCED TECHNICALLY—TRAINED AGENTS.
} CHICAGO IS PRESENTLY EQUIPPED WITH ALL  OF THE NECESSARY 5;5;:)
COUNTERMEASURES GEAR TO PERFORM THE MOST EXACTING SWEEPS.

G1-%0d . R13
——

) r 5-10-32 12 MAY 11 1982
Hopd L BT -

Aogasd A 510~




Al |

PAGE IWO CG 66-699 SUB B UNCLAS

CHICAGO PRESENTLY HAS TWO TECHNICALLY-TRAINED AGENTS AND ONE
TECHNICALLY-TRAINED SUPERVISOR TRAINED AND EXPERIENCED WITH
THIS COUNTERMEASURES GEAR.

CHICAGO HAS IN THE PAST AND WILL CONTINUE TO MAKE THESE
AGENTS AVAILABLE TO PERFORM SWEEPS NOT OMN.Y IN THIS DIVISION
BUT ANYWHERE THE BUREAU MIGHT NEED THEM.

CHICAGO. REQUESTS THAT AT LEAST ONE OF THE ABOVE MENTIONED
AGENTS -BE AFéORDED THIS TRAINING INASMUCH AS CHICAGO IS
PERFORMING MORE AND MORE SWEEPS IN THIS DIVISION AND EL SEWHERE.
BT ‘

A
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NFOBG2 13 /é@z Tz YPFUH'T
”HJ A7 542
FEDERAL BUREAU
OF TNVESTIGATION
1717502 MaY 82 I
&
FM FBI NORFOLK [ | | P B3
Lol
TO D IRECTOR FBI (88-885) ROUTINE i ey

é.
-1
SQ\_

ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING SECTION?

bé

A | I b7C

=77

BT

UNCLAS
Q
COUNTERMEASURES JMATTERS

RE BUREAU TELETYPE TO ALL OFFICES, MAY 5, 1982, AND NORFOLK

TELEPHONE CaLL TO THE BUREaU, MAY 17, 1982,
NORFOLK TTAS NOT AVAILABLE FOR EITHER BASIC ACM AS SET FORTH

IN REFERENCED TELETYPE. O"'g/d § e

NORFOLX REQUESTS THAT IT BE CONSIDERED FOR FUTURE BASIC ACHM
IN-SERVICE TO BE ATTENDED BY ONE OF THE FOLLOWING TTaS:

b6

SA OR SA| |
NOT RECORDED.
16 JUN X 1982

BT




Lot
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Vﬁ@%CWFOTSI

RR" HQ -
’ - RECEIVED

DE WF @817 1340002 'S ETYpe UN:T
Fn\./

Adm. Serys,
Cinvloy,
Ident,

Insgection

Intelt,

Lab’-’r-":%;ry
\e0at Copy
Qif. of C{,,l;g.

&Pulic pgrs, _§

Ree, Mgat, =

Tech, Sorys,

Trainlng

Telephone Rm,

Director's

ZNR UUUUU IsHm’dZ " Z’

R 1423247 MAY 82

U
0F1~vs§ngfﬁg%

WASHINGTON FIELD (66-5539)

7ECTOR FBI (80-895) ROUTINE -

ATTN: TSD, ENGINEERING SECTION, Sal I

BT /

Cﬁ;ﬁ?c LAS
HNTFpmwasupﬁclMATTERs

RE BUREAU TELETYPE CAPTIONED AS ABOVE AND DATED MAY 5,

Se

WASHINGTON FIELD REQUESTS THAT TTA| |

BE CONSIDERED FOR ATTENDANCE AT ACM IN -SER;VICE JUNE 7 THROyGH

JUNE 18, 1982, :
IT IS NOTED THAT Sa[____ | IS NOT AVAILABLE TO ATTEND

THE AUGUST 23 CLASS,

BT
6017
gt T | ~semec . s
9f7 S;;i? - NOT RECORGED §
cj< - 18 JUN 2 1987
(“_ﬁ
(/ —asan  EEERSIRTT %!
gxeﬁﬁ%ﬁya4€ S G-1-92
NNNN

{
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FD-36 (Rev. 5-22-78)

e
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PRy

|
FBI i b

TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: :
[ Teletype 3 Immediate {) TOR SECRET :
(] Facsimile [ Priority 3 SECRET :
O —AIRIEL {3 Routine ] CONFIDENTIAL E
[CJUNCLASEFTO i
[ UNCLAS '
' I
Date 5/14/82 :

TO: ‘

e

"COUNTERMEASURES MATTERS

Re Bureau teletyée to All FBI Field Offices dated 5/2/82
captioned as abave.

The San Francisco Division is requésting sa[_____ |

| be considered for attendance at the Audio Counter-

20,

measures. (ACM) In~Service to take place August 23, through
September 3, 1982,

San Francisco does not wish to submit a name at this
time for consideration at the ACM In-Service to be held June 7,
throygh Jyne 18, 1982,

149. —
52 Bureau .. . . NOT 0%
i2 - San Fran isco ’ 23 WUV % . .
m (1 -8a ®/F)
iCJS/rmp I
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D (66-29) (P). FEDERAL BUREAU
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TO D IXECTOR (80-805) ROUTINE

B‘/
C.AS

142354Z ML;Y 82

ATTENT ION TECHNI}ZAL SERVICES DIVISION, ENGINEERING SECTION,

»
Lg g

COUNTER MEASU MATTERS

RE BUREAU TELETYPE TO ALL OFFICES DATED MAY 5, 1982,

SA

FOR SPRINGFIELD, PREFERABLY AUG.-SEPT, SESSION,
BT '

TN

IS SELECTED TO ATTEND CAPTIONED TRAINING

Asst. Dir ’
Adm, Sevs. ——1
(V157110 11\ fR—
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Fi SAN ANTONIO (86-269-SUB 1-H) (DEAD) me“?“"’*
0ft: of Cong.
TO DIRECTOR PRIORITY &‘;:';*:"“S-—
Rac. ¢ g
B  Toch, Seevs. ..‘f‘!ﬂ/
' ‘ Training
UNCLAS Telephone Rm. ——§
Director’s SO e o
ATTENT 10N TECHNI?AL SERVICES DIVISION, ENGINEERING SECTION, ’ bIC
(:CgUNThRMEASURES MATTERS .
REFERENCE BUREAU TELETYPE TO ALL FIELD OFFICES, DATED
MAY 5, 1982,
FQR INFORMATION OF TECHNICAL SERVICES DIVISION, THE )
SAN ANTONIO DIVISION HAg TWO AGENTS INT2RESTED IN RECEIVING ; -
TRAINING IN COUNTERMEASURES. THEY ARE SA s bic

TECHNICAL COORDINATOR ASSIGNED TO SAN ANTONIO HEADQUARTERS CITY,
AMD SA

ASSIGNED TO THE AUSTIN, TEXAS, RA.
BASED ON ANTICIPATED TECHNICAL MATTERS IN THIS DIVISION,

HOWEVER, NEITHER AGENT IS AVAILABLE DURING THE CLASSES AS
CURRENTL Y .SCHEDULED.

THE ANTICIPATED TECH MATTERS INCLUDE (BUT

= 90/?05« |

A 5‘/5/-&
V“Z‘%@J ME G- /-2
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S JUN 2 198,
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PAGE TWO SA 66-269-SUB 1-H UNCLAS
HRE NOT LIMITED TO) TECHNICAL ASSISTANCE ANTICIPATED IN THE
SUPPRESSION HEARING AND TRIAL PREPARATION IN WOODMUR (MC #21);
ANT ICIPATED FISC APPROVED TESUR WITH FULL COVERAGE ; AND OTHER )
TECHNICAL MATTERS CURRENTLY PENDING IN THE DIVISION.

IT IS RECOMMENDED THE ABOVE-NAMED AGENTS BE CONSIDERED
FOR RECEIPT OF THIS TRAINING AT A LATER DATE.
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Ree. Mgrs
M OKLAHOMA CITY o . Tech, Servs, ™ ¢
[ 1 ek
TO DIRECTOR, FBI (80-885) ROUTINE .7 [oH otceng
&PudicAffs, ____
BT , ; Telephoneem, ____
Director’s Sec’y _—

" UNCLAS
ATTENTION://?ECHNICAL SERVICES DIVISION, ENGINEERING SECTION,
-5
sal |
(&
COUNTER MEASURES MATTERS

RE BUREAU TEL TO ALL FIELD OFFICES, MAY 5, 1982.

OKLA. CITY DIVISION REQUESTS THAT SA |
TECHNICAL COORDINATOR, BE CONSIDERED FOR ONE OF THE SPOTS FOR
CAPTIONED MATTER IN-SERVICE. SA[___ ]IS IN HIS OFFICE OF

PREFERENCE AND IS THE TECHNICAL COORDINATOR FOR THIS DIVISION,

b7C

BECAUSE OF THE PRESS OF CURRENT INVESTIGATIONS INVOLVING

TECHNICAL MATTERS, 1T 1S REQUESTE% BE CO%RED FOR ~ 4
THE IN-SERVICE AUG . 23, 1982, THROH SEPT. 3, 1'9 2.
BT /5 ) fNC)'I‘ RECOR@E@ ‘
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FBI

TRANSMIT VIA: PRECEDENCE:
T} Teletype {3 Immediate
{7 Facsimile {7 Priority

= AIRTEL (3 Routine

IN-SERVICES

Division.

Special Agent

TO: DIRECTOR, FBI (80-805)
ATTN: TECHNICAL SERVICES DIVISION,
ENGINEERING SECTION
FROM: c, COLUMBIA[::::]
SUBJE EA§HRES[MATTERS

BASIC “AUDIO COUNTERMEASURES (ACM) ¢

Re Butel to All FBI Field Offices,

Technically-Trained Special Agent|
being designated to attend captioned in-service from the Columbia

I;lhas requested to be scheduled to
attend the ACM In-Service for August 23 - September 3, 1982.

) —585 —

CLASSIFICATION: !
{3 TOP SECRET ;
[J SECRET !
{J CONFIDENTIAL ;
[DUNCLASEFTO :
() UNCLAS !

1

1

w:':,.

5/5/82.

|is

“z}Z T Bt S asATSS

P NOT RECORDED +

T‘S 96 JUN 2 1982

CED— Bureau l/ |
1 - Columbia , )
JCM/dcm ‘
~ vﬂoqﬁ%%ﬁ tw 6L/52 N

Ao oL 672 o
68 JUN 06? 1982
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; (Number) (Time) =
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TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: : .
3 Teletype ] Immediate () TOP SECRET :
(T} Facsimile ‘] Priority (] SECRET :
& —AIRTEL (3 Routine ) CONFIDENTIAL - :
"CJUNCLASEFTO :
/ d l/{ CJ UNCLAS !
i e
" T0: Director, FBI ‘ e
(s (ATTN.: Technical Setrvices Division - Engineering Sectiagn, bE
f‘. SAI - Y D b7C
FROM/ggg}ffgc, Jacksonville (66-88)
SUBJECT: ~ COUNTERMEASURES MATTERS
Re Butel, 5/5/82.
SA | | (TTA) is nominated to attend bé
the session from 8/23/82 to 9/3/82. He is the senior TTA b7C
and is in his 0.P.
a ’i:\) e
NOT RECORDED)|
6 JUN x 1982
A CSRIRINA ENRn |
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(Z)- Bureau / b6
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DEPARTMENT OF JUSTICE ‘
¢ FEDERALBUREAU OF INVESTIGATION >

COMMUNICATION MESSAGE FORM

| PAGE ], oF 3 ﬁ ‘ e
DATE CLASSIFICATION PRECEDENCE
5/27/82 Co [ L PRIORITY

$F139LPP DN PX SDIDE HQ d0139 $dATWCIP 272110Z MAY &2

> starrHere

FM DIRECTOR FBI {40-805%

14

12

| TO FBI PHOENIX PRIORITY

| FBI DENVER PRIORITY

 FBI SAN DIEGO PRIORITY

BT

| CONF—F=bENTT AL .,
2§0UNTERMEASURES MATTERS

REFERENCE PHOENIX TELETYPE T0 BUREAU DATED NMAY 2b. 1942

| BUREAU TELEPHONE CALLS TO DENVER SA| -

| SAN DIEGO SA | | | AND PHOENIX ASAC JOHN CLYNICK ON

-

| MAY 272 1982. {U%
FOR THE INFORMATION OF DENVER AND SAN DIEGO FIELD OFFICESa
| THE PHOENIX FIELD OFFICE IS IN RECEIPT OF A REQUEST TO

| CONDUCT AN AUDIO COUNTERMEASURES. {ACM} SURVEY OF THE PHOENIX
I |

THE OFFICE EQUIPMENT CONSISTS OF FOURTEEN {lu} TEN BUTTO
TELEPHONE INSTRUMENTS ON FOURTEEN {14t SEPARATE TELEPHONE

w
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.bO NOT TYPE MESSAGE BELOW THIS LINE

APPROVED BY DRAFAED BY DATE ROOM TELE EXT.
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 PAGE TWO DE HQ 0139 C ON E TP ENT T AL W -
LINES. {U} . .
POINT OF CONTACT AT THE| | o pE
INORTH i - PIE
ALL INFORMATION REGARDING APPEARANCES OF TELEPHONE LINES  ° BS_
CAN BE OBTAINED BY CONTACTING ‘ bin
| LU
PER REFERENCED TELEPHONE CALLS. DENVER SA[___ ] AND . bs
SAN DTEGO S | WILL TRAVEL TO PHOENIX ON JUNE 1. 1982- -
TO CONDUCT THE REQUESTED ACM SURVEY. {U}
BY SEPARATE COVER. FBIHQ HAS SHIPPED BY FEDERAL EXPRESS
PRIORITY ONE {1} THE FOLLOWING EQUIPMENT:
. ONE EACH DEKTOR TELEPHONE ANALYZER. SN 10b9
ONE EACH DEKTOR LINE EXTENDER~ SN 10b9
ONE EACH MICRO-TEL PR 700 A- SN 11
ONE EACH SCANLOCK MARK 5 RECEIVER. SN 78/1kY
ONE EACH SUPERSCOUT Cl. SN 394 ®F
UPON COMPLETION OF THE SURVEY. ALL OF THE ABOVE EQUIPMENT
IS TO BE SHIPPED BACK T0 FBIH@ IMMEDIATELY. U}
sA[ ] uILL ADVISE FBIHQ BY AIRTEL OF THE OUTCOME OF bs
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SECTION. SA| | EXTENSION 2700. U}
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PAGE THREE DE HQ 0139 y , S }
!
THE ACM_SURVEY. <{U} ;

INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED
TO FBIHQ~ ATTENTION: TECHNICAL SERVICES DIVISION. ENGINEERING

E
;
¥
|
'

:
(CCASSEIPTED AND EXTENDED BY B3 REASON FOR EXTENSION FCIM. ITh
f

.2 4.2 {2 & 33 DATE OF REVIEW FOR DECLASSIFICATION MAY 27. EDU?.
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NOTE:

[ ] OF SAN DIEGO HAVE BEEN TELEPHONICALLY CONTACTED BY

# e

sA | -HAS CONTACTED PHOENIX ASAC JOHN CLYNI(‘K b6
AND ADVISED THE NAMES OF SAS TRAVELING TO PHOENIX TO- CONDU7C
THE AUDIO COUNTERMEASURES SURVEY. SAS[____ ]OF DENVER AND

SA | REGARDING THE TRIP TO THE PHOENIX DIVISION. BOTH
HAVE ADVISED THAT THEIR TRAVEL HAS BEEN CLEARED THROUGH THEIR

RESPECTIVE OFFICE NPNAGEMEN ASAC. CLYNICK IS MAKING LODGING
ARRANGEMENTS. SAS HAVE BEEN ADVISED

ACCORDINGLY -
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" Date: May 28,1982

Re: TEENXBR TECHNICAL EQUIDPMENT
To:SAC CHICAGO ’
ATTENTION: SA|

e S e T T

s

FEDERAL BUREAU OF INVESTIGATION
WASHINGTON, D. C. 20535
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Invoice-of Contents 4 !
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TO DIRECTOR (80-885)
BT

UNCLAS

[ Iro ATTEM® BASIC

FEore, 806 h ]

@ ® e
W

\/m MINNEAPOLIS [ |

ATTENTION : TECHNICAL SERVICES DIVISION, ENGINEERING SECTION,
QCOUNTERMEASURES MATTERS.

REBUTEL DATED MAY 5, 1982.

MINNEAPOL:I;S' NOMINATES TECHNICALLY TRAINED SA

JUNE 7 THROUGH 18, 1982, IF NO VACANCY EXISTS FOR THOSE DATES,
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TRANSMIT VIA:

{3 Teletype
(] Facsimile
K] —AIRTEL

5/5/82.

I

*FBI E

PRECEDENCE: _ CLASSIFICATION: !

{3 Immediate (3 TOP SECRET :
() Priority . [ SECRET b

(J Routine (O CONFIDENTIAL :

[CJUNCLASEFTO |

[ UNCLAS |

!

1

Date ._5/10/82

{ TO: DIRECTOR, FBI

ATTENTION: TECHNICAL SERVICES DIVISION (TSD)
ENGINEERING SECTION (ES)

C, BUITE

SUBJECT: “COUNTERMEASURES MATTERS

. { x i

Re Bureau teletype to all FBI Field Offices, dated

Based on projected needs, the Butte Division is not
recommending any Agent for attendance at in-services set forth
in referenced teletype.

: 13
-7 il

2 } Bureau (AM) “_”wﬁgiwﬁﬂ

- Butte HoT REFCT
WDFA&13j A\Y\\‘ 1 G
(3) 23 e s
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e (2 87
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. ‘ ’ OF INVES REAU HEpection ememee
t//M LAS VEGAS (66-138) VESHGATWN ) .
Lab0t2ke S veemmae
TO DIRECTOR (89-885) (ROUTINE) Lot X e
’ Ol o G
BT i & Pt A,
ewJ%m-z;;€:/>//
UNCLASE FT.O Tuth. Semvs. _.i -
. Traning - g
ATTENTION://%Egﬂég;AL SERVICES DIVISION, ENGINEERING SECTION, hong .
A [ | y:

@0 UNTERMEASURES MATTERS.

RE BUREAU AIRTEL TO ALL FBI FIELD OFFICES DATED MAY 5, 1982.

/-
s | PREFERABLY DURING THE JUNE 7, 1982, THROUGH
JUNE 18, 1982, Li-SERVICE; AND sal

| PREFERABLY
DURING THE AUGUST 23, 1982, THROUGH SEPTEMBER 3, 1982, IN-SERVICE.

BT : : 20@5%&2;#4;2//(!
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6 6 Eres. AD-AGM. —

~ £xec. ADIAV et .
MEOZS6 1319897Z - Exoc. ADLES— 1} »
4 , ) AsstDir: <« =
Obs y LEEVED e
' R G FH ) e
DE} ME o tdoat. 2
- i 08 152 N
R 1@@8@72 MAY 82 FEEE‘J‘g;—.B‘gg%beN u&e‘:‘.&m )
¥ 4 i ——
FM MEMPHIS (66-279) OF IV Logs BN ———
‘ 04 ot Gorg.
TO DIRECTOR (89-8@5) ROUTINE & Pubile Alls|
B‘r ’ B Roz. Byt — —_1
Tech. Servs. 4
UNCLASEFTO T .
ATTENTION: TSD,~ENGINEERING SECTION, SA - b6
/‘ 4 U \ g b7C
(;COUNTERMEASURES.MATTERS .
RE BUREAU TELETYPE TO ALL OFFICES, MAY 5, 1982, {
TECHNICALLY-TRAINED SPECIAL AGENT [ ~] MEMPHIS
DIVISION, IS DESIGNATED TO ATTEND ONE OF THE TWO BASIC AUDIO

COUNTERMEASURES (ACM) IN-SERVICES AT QUANTICO, VIRGINIA,
BT

Sk
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M»OMAHA (66-148)

TO DIRECTOR, FBI (89-805) ROUTINE

BT

UNCLAS

UNTERMEASURES MATTERS

L

ATTENT ION ?E%zﬁICAL SERVICES DIVISION, ENGINEERING SECTIOWN,
SA | |
’d
REFERENCE BUREAU TELETYPE TO ALL FIELD OFFICES, MAY 5, 1982,

THE PURPOSE OF THIS COMMUNICATION IS TO RECOMMEND TO FBIHQ
THE IDENTITY OF TyO OMAHA TECHNICALLY TRAINED AGENTS TO ATTEND
THE IN-SERVICES MENTIONED IN THE REFERENCED TELETYPE,

THESE SA'S ARE |

BOTH AGENTS ARE IN THEIR OFFICE OF PREFERENCE AND EACH ATTENDEE
WILL RECEIVE THE ENTIRE COURSE OF INSTRUCTION wITHOYT INTERRUPTION.
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R 1223487 MAY 82

Fi MOBILE:l (P

'”L‘rc’xnmzcron (82-805) ROUTINE

. BT
UNCLASEFTO

/

ATTENT ION TﬁCHNICAL SERVICES DIVISION, ENGINEERING SECTION, SA

<) f] .

@ |

E —~

COUNTERMEASURES MATTERS
REURTEL, MAY 5, 1982,

SERVICES, SA |

PREFERENCE TO THE AUGUST 23, 1982 BAC IN-SERVICE.

o, #1@1101982«

| Oit.of Gong,

Exac, ADAES
Asst. Dir.
Adm. Sens, —_—
Cm. fav,

ldent, .
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atei, ———
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Logad o,

& Pubilc Affs, __

Exec. AD-Adm.
Exac. AD-fav,

43"

b3
b7E

Tzam(n; _

FOR CONSIDERAT ION TO ATTEND ONE OF THE SCHEDULED IN-SERVICES, W

Rog. tignt, __
Toch. Sorvs, g?,‘/
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AT 0206 1321725 .

Y RECEIVED
RR Hq - YELETYPE UNIT
DE AT .
o 12Wwez 17 32
217252 MAY 82 FEDERAL BUREAU .

M ATLANTA (66E OF INVESTIGATION

0 DIRECTOR (80-805)) ROUTINE
BT
UNCLAS '
ATTENTION TECHNICAL SERVICES DIVISION, ENGINEERING SECTION,
sa| |
Q&.Q,.UMEA sunssl‘mnr ERS.
N .
REFERENCE FBIHQ TELETYPE TO ALL SAC'S, MAY 5, 1982.
FOR THE INFORMATION OF THE BUREAU, TECHNICALLY TRALNED

AGENT (TTA)|

|IS INTERESTED IN ATTENDING THE

AUD I0 COUNTERMEASURES (ACM) IN-SERVICE SCHEDULED FOR
AUGUST 23, THRU SEPTEMBER 3, 1982,

» stor's Seg'y

Exce. AD-Ad, —_§

Exgc, ADdnY.
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Rex. Bgrt,
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Training
“lephena Bm. ____

IT IS NOTED THAT ATLANTA TTA'S|

[ JATTENDED THE ACM IN-SERVICE IN NOVEMBER, 1981.
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Exec. AD-AUR. .
Exec. ADJav.
Exec. AD-LES
Asst. Birs

Adm. Ssivs, ...
1 Cim.tav, .

Ident.

£

NYO761 1728137

PP HQ Inspection ______
) b Intell.

DE NY 813 / Leboratory o
Legal Countee

16352 MAY 82 0it. of Ceng.

\Fd'I\/VZE YOR 6 é/ o A._7ﬂs P /
W K ¢ 883 1-M) Rec,#gat.
o Th. Servs, .
TO DIRECTOR (808-805) ROUTINE Tralning

Telephonefim,

bé
b7C

ATTN: SA ENG. SECTION, TSD

BT /'ﬂ /

NCLAS
@OUNTERMEASURE MATTERS
REBUTELETYPE DATED 5/5/82 CAPTIONED AS ABOVE.
NEW YORK DIVISION REQUESTS TTA| | BE PLACED IN BE
AUDIO COUNTERMEASLRE (ACM) IN SERVICE SCHEDULED FOR 8/25/82 THRy
9/3 /82, o g()wgos.:;/
" FOR ANY QUESTIONS REGARDING THIS COMMUNICATION, PLEASE CONTACT
b6

SUPERV | SOR s NYO, EXTENSION 2744, cmimmacts s Gzt o
NOT RECORDED g
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TO DIRLUFOR (50-585)
BT

LWCL &>

ROUT Twe

RECEIVED
TELETYPE UNIT

[ Har 82 ‘ﬁVNZ

DERAL BUREAU
OFFEINVESTIGATION

A TeWTION TeCHWICAL SERVICES DIVISIUY

COLWT ERMEASURES [ATI2RS

ReBUTEL TO ALL OFFICeS, MAY 5, 19s2.

WO ATTEWDEES FOR CAPTIONsD IN-SERVICE TRAINING BZING
DZSIGNATZD BY THe PHOZNIX DIVISION IWASMUCH AS THERE IS WO NEED
FOr Owz BY THe PHOSHIX DIVISIOw Al THIS TIiMe.
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Fi PITTSBURGH (66=-257) (P)

n Nu&\
““1 “

L?o"& pIREcron (80-865) ROUTINE

-

UNCL AS o 4(7// e

~ATTENTION: TSD, ENGINEERING SECTION, SA | I

COUNT ERMEASURES MATTERS.
RE BUREAU TELETYPE TO ALL OFFICES DATED MAY 5, 1982, AND

CAPTIONED AS ABOVE, 1;7
BO4E/)
PITT SBURGH HAS DESIGNATED SA | | TO ATTEND
THE BASIC AUDIO COUNTERMEASURES IN-SERVICE. BECAUSE OF OTHER
COMMITMENTS, SA WILL BE AVAILABLE FOR ONY THE AUGUST 23

THROUGH SEPTEMBER 3, 1982, IN-SERVICE,

BT
\ Rl
(/,(6 ‘7;6 g’Qf g’/@;} -
%
woT e
18 JUN X 1382
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TRANSMIT VIA: PRECEDENCE: . CLASSIFICATION: !
{3 Teletype (] Immediate ] TOP SECRET :
(] Facsimile ] Priority {3 SECRET A :
¥ —AIRTEL ] Routine "} CONFIDENTIAL !
CJUNCLASEFTO |

] UNCLAS |

|

1

Date _5/12/82

= TO; DIRECTOR, FBI (80-805) 7
g%/ (ATTN: TECHNICAL SERVICES DIVISION, ENGINEERING
17 SECTION, SA| ) b6
— T b7C
C:jom: SAC, CLEVELAND (66-9)
OUNTERMEASURES MATTERS
- IR

Re Bureau teletype, dated 5/5/82.

The Cleveland Division will send SA | | bé
[ " las its Technically Trained Agent to receive audio b7C
countermeasures training August 23 through September 3,

1982,

224 77719///
@— Bureau s szas
- Cleveland R
RHN/dmh E ;@ g a
(3)

PMXFRECORDEQ .

{6 JUN x 1382
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b6
b7C
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UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION i

AIRTEL L//// '
DATE: 5/20/82

TO : DIRECTOR, FBI -
ATTN: SA| | .
ENGINEERING SECTION, TECHNICAL SERVICES DIVISION

FROMﬁhhM\SAC, RICHMOND

SUBJEC;ZZZOUNTERMEASURES MATTERS

ReButel to all field offices 5/5/82 captioned as above.

SAC Richmond nominates SA | | to attend
Audio Countermeasures In-Service. SA is an experlence
technically-trained Agent who is currently in his office of
preference.

Inasmuch as the Richmond Division will be under
inspection beginning 6/7/82, in the event SA [::::::]is
designated to attend the ACM In-Service, it is recommended that
he be scheduled to attend the 8/23/82 session.

pp-405-220

ol Gt aeem Y F

g JUN 1 1352

m sjialT>

W i G/ /82
A7,
(Peurens |

AHM/bwm
(3)
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0-93 (Rev. 4-26-78)

(23

,/g ASIC AUDTO COUNTFRMFANIRES TRATNING:

eml FM DIRECTOR FBI {80-8D5%}
1ol TO FBI BOSTON PRIORITY

14| FBI

12| FBI

10|_FBI

DEPARTMENT OF JUSTICE
”  FEDERAL BUREAU OF INVESTIGATION
COMMUNICATION MESSAGE FORM

®

PAGE L. oF 2

PRECEDENCE

PRIORITY

CLASSIFICATION

UNCLAS

DATE
5/25/82

SF. kxx

_4?$EQ§3$EP BS JK KC LV NK NH PH UWFIDE H@ 0023 &ATYULL*P 2L1404Z

| FBI JACKSONVILLE PRIORITY

KANSAS CITY PRIORITY

| FBI LAS VEGAS PRIORITY , \
NEWARK PRIORITY

FBI

NEW HAVEN PRIORITY
PHILADELPHIA PRIORITY

FBI WASHINGTON FIELD PRIORITY [,

81

~ Q’Oﬁw%&f»’“ ML RHUVES

REFERENCE BUREAU TELETYPE DATED MAY 5. 1982.

MAY &2

po NO\Q'FYQQT ﬁ\{s LINE

4l THE FOLLOWING SPECIAL AGENTS {SAS} A EDU E T TTEND
A& %
| CAPTIONED TRAINING AT QUANTICO TRATNERG F CILITY FROM h’uu Mo
o[ JUNE 7+ 1982, THROUGH 12:00 NOON. JUNE 18, 1982. TALL SAS ARE =
SCHEDULED FOR FIREARMS TRAINING ON JUNE 11. 1982.5 MAY 271882
DO NOT TYPE MESSAGE BELOW THIS LINE — o o .
APPROVED 8Y / DRAE'-T-EE BY DATE ROOM TELE EXT.
W4 ET/PJF. {10} /25/82 |1Bo53/8 | 2700
L' e
1 - ADMINISTRATIVE SERVICES
DIVISTION i 5%%& A§§
1L - NR-"BAYSE W’ﬂa«u WA
1 - MR. WITZEL | (%? Ve
1 - MR. KILLTO bR '?%ﬁ
b - | Mgt 2 v remp

DO NOTQFI:LE WITHOUT COMMUNICATIONS STAMP

syl g e

s

b6
b7C

FBI/D0J
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}; 9593" (7-19-77) / DEPARTMENT OF JUSTICE ,
v /

. FEDERAL BUREAU OF INVESTIGATION
)b\ ' COMMUNICATION MESSAGE FORM

£8

PAGE c CONTINUATION SHEET
_{gAggmnwgans.Ha 0023 UNCLAS

v

7 SAJ I BoSTON -
200 SA PERRY SPEEVACK - "JACKSONVILLE
180 SA - KANSAS CITY
B SA | |- LAS VEGAS
s ' - NEWARK
B SA - NEW HAVEN
14 SA| |- PHILADELPHIA Y
_ SA| | - WASHINGTON FIELD é
120 ABOVE .SAS ARE. BEING SPECIFICALLY SELECTED. IN THE EVENT. é
|ANY SA IS UNABLE TO- ATTEND. FBIHQ WILL BE TELEPHONICALLY g
10[CONTACTED AND SUBSTITUTIONS. IF ANY. WILL BE MADE BY FBIHQ g
ONLY'. g
8l TRANSPORTATION WILL BE PROVIDED FROM FBIHQ TO QUANTICO

“ I DEPARTING AT.7:30 P.M.. ON JUNE L. 1982.

ol INQUIRIES CONCERNING THIS COMMUNICATION SHOULD BE DIRECTED

TO FBIH@. ATTENTION: TECHNICAL SERVICES DIVISION. ENGINEERING
4|SECTION. SA.] EXTENSION 2700. o
BT

A

DO NOT TYPE MESSAGE BELOW THIS LINE

FBI/DOJ
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FBI I .
I
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: ! N
] Teletype ] Immediate J TOP SECRET :
(] Facsimile [ Priority (] SECRET |
@ —Airtel [ Routine [0 CONFIDENTIAL !
| CJUNCLASEFTO |
] UNCLAS {
[~ 1
m Date ___4/26/82 :
________________________________ - = ———— ——— . - —— - R - —
DIRECTOR, FBI &O— F0CS

6}/ FROM:
SUBJECT:

Bureau.

Technical Agent
Carbondale Resident Agency, Carbondale,
completion of usage, the unit will be returned to the Bureau.

Attention:

Technical Serviceg Division
| E?i bé
Countermeasures pection b7cC
SAC, SPRINGFIELD (66-29)
TECHNICAL MATTERS}%%QgTEgMEASURES (SCANLOCK)
The Springfield Division is in the process of conducting
routine security checks of Bureau space located in the Resident
Agency in the southern area of the Division, as requested by the
As to allow a more adequate survey, the Bureau is
requested to forward one Scanlock unit to Springfield for tempo-
rary use to allow completion of the surveys.
The unit should be forwarded to the attention of /;::
b6

|
Illinois 62902, Upon

T JUN15 1982
ey

75 P~ :
_ B - :

D Shrinstienn (eo-20) 1, —§05 — 2941
RVE/dgh @’2 )
(4) e e

o 5/5/?,1 10 NAY 7 1R
P m—
44
r ‘éd: Transmitted o T Per

bé
b7C
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69 SEP 141983

W o« Wi
I
‘ + FBI i i,‘? ;)
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION:, ! SED)
] Teletype ) Immediate {731 TOP SECRET :
(7 Facsimile () Priority (] SECRET . !
Xy Airtel 7 Routine ] CONFIDENTIAL ;
. [JUNCLASEFTO :
(%D% . [ UNCLAS |
g : Date 5/3/82 :
0—po¢
TO: DIRECTOR, FBI (66=I919I) £0-Pog
(ATTN: TECHNICAL SERVICES DIVISION, ELECTRONIC
ANALYSIS UNIT, SUPERVISOR| | b6
b7C
FROM: SAC, CHICAGO (66-699) (SQUAD 10)
COUNTFERMEASURES . MATTERS

Re FBIHQ Technical Equipment-Update Letter, 4/16/82.

Attached hereto are three (3) brochures as provided
to an Undercover Agent and provided to Chicago, Squad 10
Agents for dissemination to the Bureau Electronic Analysi’s 9
Unit. These brochures are as follows: )

"Protection"

"Protecting Your Privacy"

"How Long Would it Take to Find a Tap on
Your Telephone®

Above jinformation was provided to Undercover Agent
during seminar held byACCS Communication Control, Inc.,

RN N s

625, North Michigan Avenue,. Chicadg, -11Tincis 60611 . 5t€lephone
e )7)

DE-105 yd g}gg‘“‘ d(
S )

10 My 6 198

:“"B?;";Q (encs. ENCLOSURE

Lo ] [
2 - Chicago — 4/n0‘/ TR —
1 - 66-4770 Enols. % ; /2

& P
ﬁpl ik by T

faniin

Q d
)

Approvgd: L) 5 \\Cé Transmitted “ Per {

(Number) (Time) A
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FD-38-(Rev. 5-22-78) €= Y R
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§
FBI1 :
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: :
{2 Teletype [ Immediate {J TOP SECRET :
[ Facsimile [ Priority ] SECRET :
Rl Airtel ] Routine [ CONFIDENTIAL {
[JUNCLASEFTO :
[] UNCLAS ':
_. TO: DIRECTOR, FBI
\ ATTN: TECHNICAL SERVICES DIVISION
ENGINEERING-SECTION
SA| |

P /"V

FROM: AmgAC, HOUSTON (66-1444)

OUNTERMEASURES MATTERS

ReButel to all offices dated 5/5/82.

SA | ] currently assigned Houston Division,
has attended Basic Audio Countermeasures (ACM) In-Service and is
the only Technically-Trained Agent (TTA) in Houston Division to
receive such training.

\

b7cC

b7C

Yis
.In the event FBIHO selects a Houston agent for referenced '
In-Service, SA (Technical Coordinator) would be! ; b6
available to attend the 8/23 - 9/3/82 training. If sa[_ i b7C
selected, please advise Houston Division at earliest possible
date.
), D {/Z/
2 e Bureau f’/ﬁ
/f ~~1 - Houston
CHM/sac
(3) ' —tp
— Q e 4
A
] SR xw—T— “:lﬂm;?
12 JUN 1 1982
e eaTEE,
Snmevereers) B a
Neyeyd P 51587
Zp o G 15 ;
£ . | bé
TN b7cC
Approved: Transmitted Per

(Number) (Time)
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FBI ! N
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: i
{3 Teletype ] Immediate () TOP SECRET :
() Facsimile ~ (3 Priority (] SECRET :
) Airtel (3 Routine () CONFIDENTIAL, :
CJUNCLASEFTO |
[ UNCLAS I
Date 5/10/82 i
TO: DIRECTOR, FBI (80-805)
(ATTN: TECHNICAL SERVICES DIVISION -
G\ ENGINEERING SECTION, SA | p b6
, b7C
A(”' FROM: SAC, DETROIT (66-401)
COUNTERMEASURES IN-SERVICE
FISCAL YEAR 1982
Re Bureau teletype to all Field Offices, dated ,
May 5, 1982: Detroit telephone call of SA| | to b6
| instant date. b7C
The Detroit Division submits the name of SA[::::::] b6
to receive the two week basic Audio Countermeasures ,&*~b7c1
(ACM) In-Seprvice for the class beginning June 7, and terminatingZ{ '
June 18, .1982. y ;}£§7
In view of the fact that there are scheduling
~ difficulties for a number of technically trained Agents duripg
the_latter part of August, Detroit respectfully requests tha
SA be given the opportunity to attend during the above bé
listed dates. b7C
Any communications regarding this matter should be
directed to the attention of SA | b6
b7C
z ) ‘v p
SD ?}Z saiasiae b M é
@— Bureau/ - > é/ E }
2 = Detroit -
JFP/cml
(4)
12 JUN 1 1982
5/
e = b6
b7C
/v\ 6/ ( ?7’
4 ol f L 22

prove w’ Transmitted Per
(Number) (Time)

76 Jugl 5 1982
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fBec. AD-ACT.
Exas. ADARY. ——
CI09@5 13116152 £va6. AD-LES——
Ty igsg,t_ O
RR HQ k\ -4 AL, SQNVS, ——
3 ; , Cam. V. e
‘ DE CI w62 16 162 =G
, FEDE ¢, . BUR tepection.
| R 111600Z MAY 82 OFLI%WLVHgA‘Fﬁ)l:{ jitel, e
y Laberately ——
| FM CINCINNATI [ 1] Logl Cotf— |-
m “ oit. ot Ceng.
TO D IRECTOR (80-885)ROUTINE & Puthic AffS.
! Poc. ¥gnt. __‘7<‘/
T Toch. SEV3, e /
Tealnlg oo
UNCLAS ‘ Telphone R |
ATTN: TEQ%E}CAL SERVICES DIVISION, ENGINEERING SECTION, 1

I
(

- .,ect
| ;ﬁéﬁﬁﬁi;4
OUNTERMEASURES MATTERS o

RE BUREAU TELETYPE, MAY 5, 1982.

SAC, CINCINNATI, WOULD BE DESIROUS OF HAVING SA|
[ ] (sounD TRAINED) ATTEND THE FORTHCOMING BASIC AUDIO

COUNTERMEASURES IN-SERVICE DURING THE PERIOD JUNE 7 - 18, 1982
IT SHOULD BE NOTED SA[______ |wILL BE UNABLE TO ATTEND THE LATER

IN-SERVICE IN VIEy OF THE FACT‘HE IS BEING MARRIED DURING EARLY

| W/ M-0>" 4 05

BT

B g

gs JUN 1 1982

% s e

oL G- /-¢2

b7cC

b6
b7C
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RECHVED
TELETYPE UNIT "

| IHe 19 97,

FEDERAL BUREAU
OF INVESTIGATION

»

BS0216 13119532

RR HI

DE BS

R 111855Z MAY 82

FM BOSTON (66-1292)
TO DIRECTOR ROUTINE

&~

NCLAS

ATTENTION: TECHNICAL SERVICE DIVISION, ENGINEERING SECTION,
=z -~ d

SA | |

L g

COUNTER MEASURES MATTERS.,

'd

RE BUREAU TELETYPE MAY 5, 1982, i
BOSTON DIVISION REQUESTS THAT TECHNICALLY TRAINED AGENT (TTAD

DURING THE JUNE 7-18 SESSION. SAl | IS IN HIS OFFICE, OF

PREFERENCE AND WILL BE ABLE TO ATTEND“THE ENTIRE IN-SERVICE.
THE BUREAU 1S REQUESTED TO ADVISE BOSTON AS SOON AS SELECTIONS

0 Obwgﬁ

FOR ATTENDANCE ARE MADE,

o N
137 —
[/(/ - JUN 1 1982
/‘«\ G =12~ g2’

“WM g3
76 S\m 1982

| ATTEND ABOVE CAPTIONED IN-SERVICE, PREFERABLY

Exec. AD-AGR.
Exoc.

Asst Jirs
Adm.Sersee o —f
Crim. Inv.
ident.
Inspestion e
fviett
L R 1 pe Ty —
o Count e

Rec. Mg st
Tech. Scw@
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|
FBI : -
TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: !
J Teletype (3 Immediate {] TOP SECRET :
\ [ Facsimile [ Priority [ SECRET :
KX -Airtel ] Routine ] CONFIDENTIAL |
' JUNCLASEFTO }
) UNCLAS i
Date _5/11/82 :
‘ TO: DIRECTOR, FBI (80-805)
ATTENTION: TECHNICAL SERVICES DIVISION, /
ENGINEERING SECTION, SA | b3
7 U v . b6
FROM: @&Ac, ST. LOUIS b7C
b7E
SUBJECT: COUNTERMEASURES MATTERS
Re Butel All SAC'S, 5/5/82.
SA | | will attend Countermeasures Matters b6
In-Service scheduled for 8/23-9/3/82. ‘ BIC

H

R TSR "W
D NOT RECORDED
,rfj

é)- Bureau 12 JUN 2 1982

2 - St. Louis 5 q’v ; s
. | -

b3

CAS:sfw b6
b7C

’ g

4 W o 6- 1~ 3 —EFW b7E
e R

Approved: i é\){i\‘:»l\/ Transmitted Per

(Number) (Time) . «"
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.
REONIVE Exec. AD-ACM. wve ®
2, ;ujéigﬁfﬂ' Jexec. DIV }
Exee. ADLES———f
i Z%‘%hf 6l | B ‘ 22 E st Dirs
v ) uMose3 13216122 : L RUREMY Adm. Sans. —
. Fedlaol SURE Coim, Ve e
R HQ OF TRVESTIGATION
Ispecien maeem
- tatetl.
DE it / Labratory
1.ogal SN
R 121661122 MAY &t g G-
FM MIAMI css-L544> ”ziﬁ:M&-»———”
TO DIREGT?R (80~8@5)ROUT INE 4 :§;§WQZZ§ .
| o Telephona M. —— .
ATTENTIEM} TEGHNICAL SERVICES DIVISION / Tesphone i —
ENGINERING SECTION, | ‘
BT 7 A '
UNCLAS

/(:20UNTER MEASURES MATTERS.

RE BUREAU TELETYPE TO ALL SAC'S DATED MAY 5, L982
THE MIAMI DIVISION CURRENTLY HAS NO TECHNICALLY TRAINED SPECIAL
AGENTS AVAILABLE TO ATTEND THE BASIC AUDIO COUNTER MEASURES IN
SERVICES OUTLINED IN REFERENCED TELETYPE.

O — 22

e JUN 2 1982

*
dy

e 571382

BT
i VLG'%%’
6 #MW oW 6/0/5e




LA QECEIVED
L e TELET‘{P “‘6
B 18z
HO 2051331913 | 3H 8L - |9 48z
RR HQ - FED ERM— BUREAY oN- Exac. AD-AG. .}
oF I}NEST\G‘“\ gExeaAn:qv\
DE BH FExes ADAER
. ﬁASSLD(f.!
R '131913Z MAY 82 Adm.Sonvs, ___
. Cam.fav,
FM BIRMINGHAM (66F-485-SF}1) idont,
Inspestion |
?giT CTOR (88-805) ROUTINE intolt, "
. Laborlory o
BT ‘ Legal Coun.
v _} Oif.efCong.
UNCLAS %/ & Putnis Alls gjc
= ReSL % s
ATTN TECHNICAL SERVICES DIVISION, ENGINEERING SECTION, SA Tach. Lervt | .,
Tmining%
D.rectors cy____
QOU NTERMEASUR@MATTER

;éﬂ@wa
7 35

b7C

RE BUTEL TO ALL SaACS, MAY 5, 1982,

IT 1S RECOMMENDED S | | BE DESIGNATED TO RECEIVE

AUDIO COUNTERMEASURE (ACM) TRAINING AT ONE OF THE TWO INSERVICES
FOR THE REMAINDER OF THE FISCAL YEAR. sa[____ ]1s IN HIS

OFFICE OF PREFERENCE, THE TECHNICAL COORDINATOR OF THE BIRMINGHAM
OFFICE AND IS ELIGIBLE TO WORK FOR APPROXIMATELY FIVE MORE ?EARS.

B b6

sa | be
c

IS SUBMITTED AS AN ALTERNATE AGENT TO ATTEND THIS IN-SERVICE.
THE BIRMINGHAM DIVISION HAS A TRUE NEED FOR AN AGENT WITH
AUDIO INTERCEPTS HAVE BECOME. A

CAUSE OF REAL
0—-3058 —=A38
/ 4ﬁ/ UN 1 1982
% 7

& w v®. poes il
T 11 + ”——‘

VW 5/ oy | o
UNisnm%o oWt 6/ /g2 : /‘

ACM TRAINING.




PAGE TWO BH 66F-485-5F 1 UNCLAS

CONCERN TO BOTH OFFICE PERSONNEL WAND THE UNITED STATES ATTORNEY'S
OFFICE. THERE ARE FREQUENT NEEDS FOR AUDIO SWEEPS AND AT PRESENT
NONE OF THE TTAS IN THE DIVISION FEEL FULLY QUALIFIED TO PERFORM
THEM,. !

BT

17,
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[}
FBI E
TRANSMIT VIA: PRECEDENCE: CLAS SIFICATION: ! -
] Teletype (] Immediate {J TOP SECRET |
(] Facsimile () Priority [} SECRET |
C¥ — AIRTEL (T Routine () CONFIDENTIAL !
[D UNCLAS EF T O A
] UNCLAS !
Baks 5/13/83
TO: DIRECTOR, FBI
. (ATTN: .TECHNICAL SERVICES DIVISION, ENGINEERING SECTION
sal |
FROM: SAC, ALEXANDRIA (66-54)

QQUNTERMEASURES MATTERS

T

ReButel, 5/5/82; and AXtelcall from ASAC Steven L.

Pomerantz to SA[:f::::::} 5/13/82.

Based on current and anticipated demands, it is requested
-that no representative of the Alexandria Division be scheduled for
in-service training as outlined in reButel.

Alexandria Division recognizes the importance of this [/

training, however, and would like consideration in fumre trainiff’///
sessions. .

| ,Nw/ - s06-ld]

1 - Alexandria 2 JUN 2 1982 i

Pe—

SLP:IAT —

(3)
. slul9% =
ooppd [[[s2 l—MW

4
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ZExcc.AD-m‘t. ;
! F “ kovec, AOLES_.E_;Q
h o]
AOBE3 13421237 - CEIVED : o i
‘ H TEE%TYPE UNIT zft:zms —]
| Q : . e §
|y e T
C DE Ba i ‘-\ﬁﬂ YA 2“ YA A i “’3
FEDERAL«BUREAU o
R 1418407 MAY 82 OF INVESTIGATION i}
’ bog P |

Fi Bm_?v,{ag: ' o s b3

& 27 A%, L.b7E
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THE PRESENCE OF BOTH THESE AGENTS IN NEW ORLEANS FOR AT LEAST

THE NEXT MONTH.
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