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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
August 29, 2017

MR. JOHN GREENEWALD, JR.

THE BLACK VAULT

SUITE 1203

27305 WEST LIVE OAK ROAD

CASTAIC, CA 91384-4520
FOIPA Request No.: 1219492-000
Subject: FILE NUMBER 80-HQ-760 (1945-
1989)

Dear Mr. GREENEWALD:

Records responsive to your request were previously processed under the provisions of the
Freedom of Information Act. Enclosed is one CD containing 1,057 pages of previously processed
documents and a copy of the Explanation of Exemptions. This release is being provided to you at no
charge.

Documents or information referred to other Government agencies were not included in this release.

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This
response is limited to those records that are subject to the requirements of the FOIA. This is a standard
notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request. Your patience is appreciated.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP's FOlAonline portal by creating an account on the following web
site: https://foiaonline.requlations.gov/foia/action/public/home. Your appeal must be postmarked or
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely.
If you submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of
Information Act Appeal.” Please cite the FOIPA Request Number assigned to your request so that it may be
easily identified.

You may seek dispute resolution services by contacting the Office of Government Information
Services (OGIS) at 877-684-6448, or by emailing ogis@nara.gov. Alternatively, you may contact the FBI’s
FOIA Public Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute resolution
correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so that it may be easily identified.

Sincerely,

David M. Hardy
Section Chief,
Record/Information
Dissemination Section
Records Management Division
Enclosure 2
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding
or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records
or information ( A') could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a
fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D)
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service
he release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
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SOUND DEVICES Vor Mragp————
TELEPHONE MICROPHONE UNIT o Berect R —

There is attached hereto two suggestions of Special Agent AR :
Js J. Hill of, the Eleé¢trical Section proposing resedrch projects in con-— J. Neaso 77—
nection wit?if‘t‘eehmcal surveillances. Also attached is a memorandum of — Miss Gandy_"777
¥r. Pfafman expressing his belief that both suggestions are meritorious, S

L

[AN
T !
“ The first .suggestion concerns the use of housé wiring .and using a !
2~ power line to carry microphone. impulses to be picked up elsewhere in the bullding
6‘& or on the same power line thus el:.mnatn.ng the necessity of stringing wires for

: —m:.crophone coverages.
&
‘:Q Although this suggestion is not new, it is very worth while and could be
3 of trémendous value to Bureau investigation if developed to a usable stage. Ve.

fi'\ have previously had a research project in this category which was deferred because 1
i, of the pressure of other business when but very little investigation had been
4~  conducted into this possibility. Conceivably this could be an extended project
;3.,:\, and “"although neither Messrs. Hill nor Pfafman estimate the time to be spent, I
' 3 feel that it would be very worth while to spend an initial twenty man-days after
B e whz.ch a ‘summary report could be written outlining the possible .approaches to the :
R aproblem and what promise of success it holds. After this, further consideration
z}-g,“: - would be given as to whether the project should be continued.
B,

Mrs Hill's second suggestion concerns a new approach to the utilizing

of standard telephone instruments with a single pair of wires for bSth telephone
* ghd microphone coverage. We are presently working on a project whereby a
resistance-relay system is being utilized for this. Mr. Hill proposes thé. simple
addition of a capacitor to the telephone instrument and the imposing of a radio
frequency on the microphone which would be ‘modulated by the sound in the room for
microphone coverage. This proposed method of T-M coverage has several advantages'

over our present approach and certainly worth some éxperimentation to determine the
feasibility. I think that this initial test should not require more than ten t
man-days since there is a possibility of developing something very worth while .at !
this time.

ICk

H 1k

ToR

|

Q& RECOMMENDATION: I wish to recommend the approval of both of the above
al ® projects, namely, twenty man-days research on thé transmission of microphone
\Y @,/ impulses on a power line and ten man-days on the radio é‘;@ f yw tg
i single pair T-M coverage.in order that they may be assi as s Elec al
Section personnel cn dexqte time to them.
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in @ single instrument all of the d:.stances ‘at which it may be desirable to
separate the plant from the subject!'s premises. However, this is considered

to be ‘an engineering refinement which can be overcome without too much diff:.cult.y,
for example s in the absence of other solutions , it would always be possible to
desn.gn a series of units, each intended to cover only a certain range of such

distances .

Effective countermeasures against the use of such equipment are, of

. course, available; for example, the use of suitable condensers to prevent the

radio frequency from entering the telephone instrument is entirely feasible.
However, until knowledge of this -technique becomes more widely known, it is felt
that this technique will be of material value to the Bureau, particularly in
cases where access to the subject's premises is difficult or impossible.

ACTION:

I:Iis known to be negotiating with the Military for sale of his

eqﬁipment .

This phase of the matter is being covered in a separate memorandun.

was requested, however, to furnish the Bureau with a cost

i
estimate for umits manufactured by him in quantities of the order of 50 to 100.
He adnsed that such an estimate would be furnished and indicated tentatively

that

that |%lm probably be in the. order of§200 to $250 per unit. If it deyelops

will sell the units to the Bureau at a reasonable price, it is

contemplated that a recommendation will be submitted for the purchase of -such
equipment i‘ronl since he already has been through the engineering problems

involved,

In the event such equipment. is not available for purchase from

consideration will be given to the construction in the Taboratory of equipment
foruse by the Bureau, or possibly the manufacture of such units by some reputable

company .

In the meantime we are proceeding to construct a few of these units for

possible emergency use.
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., EROM . 7. PARSONS m7za
ol SUBJECT: %«IRE TAPPING SE\%’EQ y ’ — '

PURPOSE

The purpose of this memorandum is to advise of a recenftfy Ej?‘:f'
development in the field of wire tapping and deuelopmenﬁs growityg Vnt 7

out of conside fable excitement on the part of offzczals in the
" Department of}eefens €.

BACKGROUND E%éig;i;
- [fe have been doing conszderable\research in the Laboratory i

}an effort to devise new methods of usindN\Eelephones as microphones, and

ong of the current attacks has been an effort to impose aNradio frequency
in ‘the i:elephone line which would permit the telephone ins8trument TO

be used as a microphone in the room so that conversation could be picked
up, at. ¢ remote point without ever approaching the subject's premises.

We. have known that other people in the electronics fzeld have been

working on a similar approach and as far back as L!arch, 1950J Fugene
“Cronin former Special Agent who is Research Director of th&dmerican
Institute of Radiation at Belmon'b,wc_’_a_“;,_g,ﬂazn.igj’ claimed to have-completed a -
unTt %o demonstrate this posdibility. We endeavored to obtain a demonstras
{tion of this from Cronin but were not successful and were therefone: dubzous!

3

\~

/f ;o €

L
| dof his claim to success. . Lo
™\ We have, since then, put consz@erable effort into this eh
and achieved a measure of success. HWe ‘have learned that -

ks

oUTSTAE thre BUreau 0 GCLtUGILY Qemonstrate 6 success:ful model. We learned:
last week through Liaison Agent[::::::::]that had approached the .
Department of Defense and was successful in having his development broughtq
L\

‘o YResearch Proaucts, Inc., Danbury, Connecticut, has been the fiYst one .

to the attention of Secretary Johnson, who has apparently become quite 7
excited about the ramifications :j f:: %:?elopmen%. Consequently, wa)4;¢b6
arranged for a demonstration. of unit -last Saturday, July 29, <b7C
here at the Bureau. He, of cou t show us the inside of his, - 3
unit nor furnish us any wiring. diagram, ﬁhougﬁ we are reasonably certain
Jthat his success has been attained based on the principles upon whzch»we
have been working. His unit worked very satisfactorily under certain of
the test conditions but did not work at all on a longer phone line on

whzch»one test was mades I might say that neither. unit nor
our unit has been g vanced,to the stage thﬂaﬂﬂﬂﬂi?1 ;

. iiéfﬁzone line. INDEXED 1191

ork‘iq\all leng ;
ga“lhczaenu f3 and higs- promoters wereg;

lattyntion and attenppted to attach as nuchk fa
demohgtration and had requested that the Lirec
)7 re Ladd of the demonStration and thgt his prese
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Memorandum 4o Mr. Harbo Eg \L =
Re: Jire Tapping Eﬂ ’

2. It was possible to detect whether a phone had been
tapped in this manner.

3

I

’ 3« It would be possible to defeat this device by a rather
simple addition to the telephone instrument.

For the purpose of Mr. Coyne's inquiry, I recommend that we
)adui e him since we have a workable unit that we will not buy the idea N

Srom or anyone else and that if requested, we will make our
circutt diagram available to the Department of Defense.

-1

I would also like to advise Mr. Coyne, if approved, tnat this
zdea has previously come to the attention of the Bureau from an outside
source which is illustrated by the memorandum of Eugene J. Cronin,
Research Director of the American Institute of Radiation, Belmont,
California, dated March 11, 1950, entitled "Confidential Proposal
Number One." This memorandum advised that Cronin had a satisfactory
- model and could also demonstrate the countermeasures to defeat this
technique. ronin advised us that this memorandum was prepared for
Mr. Kenneth\Lewis of the Bureau of Ships which is, of course, within
the Nationall Defense Agency. It is this model that Cronin claimed to
Jhave developed that we were unable to get him to demonstrate.

,W¢M‘[9«6@"

Mr. Coyne intends to pre are a_memorandum to the President
recomnendzng that no apencu noy hny money to shut him up, dub,

he will recommend that be promised, if he will sell units of
this type only to certain Federal security agencies, that those agencies
will not make his equipment available t0 any commercial company.

a(.l/w'»w

P

CONCLUSIONS

[E A v

In the past few days we have made a substantial improvement in
our working model and now feel that we are ready to proceed immedigtely
to have some manufactured. As soon as a price is obitained from
a spectfic recommendation will be submitted immediately.

M

RECOMMENDATIONS

l. That I advise Mr. Coyne as indicated above. <%J

-——

‘2. Until we are able to submit a definite proposal on securi
some of these units, I wish to recommend at this time that
consideration be given bo . altering the most critical phones of
Bureau officials to defeat the possibility that they might be
used as mzcrophones by someone outside having knowledge of this

eOLZf
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Memo to Mr. Harbo &8/1li/50
Re: Wire Tapping

PAPER COMPARISONS -~ This research project involves the collection

of information and development of microscopice
fiber slides which will permit determining <the fiber content of
paper and to be not only used to make our examinations more informa=
tive but possibly establish more definitely the source of a questioned
document. Additional fiber samples are being obtained from the
Institute of Paper Manufacturers in ¥isconsin.

PORTABLE RADIO EQUIPMENT -~ The purpose of this project was to design

a disguised radio transmitter which an
Agent on o surveillance could carry in an briejf case or paper bag
permitting him to transmit while on foot surveillance %o Bureau
automodbiles. The transmitter has been built and tested by Seattle
Division and is now under test by the Los Angeles 0ffice.

FREQUENCY SHIFT COWVERTER ~-- The objective of this project has been

t0 provide a modification of radio
receivers %o improve the reception of radio signals on our CW emergency
network. -One modification has been built and tests have indicated

that adaitional changes will be necessary to achieve further improve-
ment.

SECURITY OF BURFAU MAIL -- This project is to find a tamperproof
adhesive which can be universally applied

to Bureau mail to prevent its surreptitious entry or opening. While

a method has been in use for mail to our foreign Legal Attaches,

we are now trying Lo find an easier method which will permit its

use throughout the field. In view of the' fact that a survey showed

materials commercially available would not suffice, we have been

J giving this matter considerable attention.

R S S




T PECTASEIFICATION AUTHORITY DERIVED FROM:
SBT AUTAMATIC DECLASEIFICATION SUIDE
DATE D1-24-2011

Office Memorandum -
: Mr. R+ T. Harbo '4/}4?

Q{/l FROM : Mr. I. W, Conra

In connection with the application of the recently

developed microphone -telephone unit which underscertain
conditions would make it possible to use existing telephone
facilities for microphone coverage without entering the
sub;)ectfs premises, it is felt that we should immediately
begin the construction of a muber of these units, to be
completed as rapidly as feasible:

-

, N STANDARD FORM NO. €4

TO DATE: August 15, 1950

crophone-Teléphone Unit

It is estimated that the parts cost per unit will .
be approximately $60 and that each unit will require the
work of one man for one.week to construct.

Completion of 20 to 25 units within any reasonable
time will require additional persomnel for temporary assign-
‘ment. This matter is being covered by a separate memorandum.

RECOLH-&ENDATION'

f%a/wmw

e <
e

It is recommended that authority be granted for the
immediate purchase of sufficient. parts for the construction
of approximately 20 or 25 of these um.ts for general use in

’

EO% 7. Y

Y the field.
g
R
IWC:
) AB
. ADDENDUM: 8/16/50

In view of the extremely urgent-need for this equipment
on vital security installations, I think every possible means
should be used for expediting this by emergency purchase or use ‘of
the confidential fund.

DJP

S/ //’é” fp 7&’0
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UNITED STATES GOVERNMENT
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Ladd
Clegs
Olavin
Nichols______
Rosen
Tracy,
Hardo.-
*Motr,
Tele, Room____
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?]ﬁce Memon,ﬂd%m * UNITED STATES GOVERNMENT

\\ T0  : THE DIRECTOR :

FROM :  THE EXECUTIVES CONFERENES

SUBJECT:

On August 17, the Conference was advised of the uni
recently developed by the Laboratory whereby a radio

impulse is placed on a telephone line, thus permitting
){l&gr_o_g@gne couverage without entering the subject's premig

The Conference concurred with the Laboratory proposal M
that we should immediately construct 25 of these units. }‘A «i\

Thé}:!cos‘-b for barts per unit is estimated at $60 and each unzt'l l&

wzll rvgurre the work of one man for one week to constr W
-constrggtzon work will be done in the Laboratory. ﬁ
m o

r e

PR Ay
e

igﬂPgesent were: Messrs. Ladd Glavin, Mohr, ,:c'legg, Sitzoo,
Harg Tracy, Belmont, Nichols, Nease, and Harbol. ° &W
» ‘c‘:'.) ~ 5 it
v - ncx'? Respectfully, . )
. For erence

‘ . m Clyde Tolsgn. s
cc -Mr. Clegg \eL e

}.{r. Mohr /V\/DJL. m Qoo

BTH:AF W\m wwk













STANDARD FORM NO. 64

"Office Memorandum

TO—

FROM

e

o/

SUBJECT: NECHNICA%ELEPHONF/ D

540(‘J 5 1650

R . ““1 CTDECLESSINICATION AUTHOOITY DEQTVED FROM-
BRI BUTCMATIC DECIASSIEICATION CUIDE
DAaTE 01-24-2011

UNITED STATES GOVERNMENT

THE DIRECTOR pATE: August 18, 1950
D. Y., Ladd QCQ" Tolsen
Ladd

Clegs,
Olavin

Roson Ve

Tele. Room_____
Nease,

W

Admzral Souers called on August 16 and stated that
the President had in mind issuing a directive which he

id not like to pzsouss on the phone for the purpose of
¢ I told

W’%%W&'w&we .

Admiral Souers Bhat Mr. Keay wo call on him for addi-
tional information. This was done and the attached
memorandum of August 16 reflects. the nature of this
directive.

]E

After talking with the Director, I telephonically
contacted Admiral Souers on April 17 and pointed out to
him that t he Director felt this should not be limited to the
device invented by| but that the directive should bde
directed to the principle of the operation of the device.
I pointed out to Admiral Souers thaet the Bureau has perfected
a similar device which operates better than | land
that we have also learned that the Navy has perfected a simi-
lar device.

Xz

I also pointed out to Admiral Souers that the FBI was the
only agency of the Government~which requir ed approval of a
cabinet officer for the use :;Xgigg~zgggizghin any form and
that the President might want to consider e question of
issuing a directive forbidding the use of wire tapping by

any Government agency without the approval of the Attorney
General.

Admiral Souers indicated that he would explore this.

DHL:dad
i RECORDED - 139 5+ 760 - éD/}/ N
WoEREp 11
ﬁdnw24§24;/7;;

AT of. Declassification =
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STANDARD FORM NO. 64

O]j‘ice Memorandum - uNITED STATES GOVERNMENT

' T0  : THE DIRECTOR '?m DATE: August 21, 1950
M’S FROM : D. M. Ladd =T Totson

Y

Ladd
SUBJECT: ATECHNICAL TELEPHONE_DEVICE W EIZ)H“/
Nichols e y

Ross

I called Admiral Souers on August 21, at which time

\¥§ I pointed out that I had again discussed this matter with the
'xé g
t %

Director ond that the Director said the more he thought of it w
the better he liked the idea of having a directive issued con=™o A

i

.~ —

Sfining the armed forcés the same as the FBI was confined i Nease,

wire tapping. 7 : Qw 5

. I pointed out to him that some of the worse violationgy
, With reference toMire tapping was on the part of the armed fordex
and that there w no reason for them to tap phones-domestically
glunless possibly it was confined to military bases; that frequently
they put on taps and as a result of difficulties arising, ,the
Bureau has been blamed for such actions. I further pointed out
that the Bureau kept well within bounds and was the only agency

. that cluared with its Cabinet officer,

Admiral Souers stated that some time ago, I gather
. about a year or so ago, Charles Murphy at the White House had ]
* drawn up a directive for all agencies, limiting everyone,
including the FBI, to wire tapping only in internal security
cases and eliminating the authority for the Bureau to tap in
kidnapping and similar type cases., At that time he, Admiral
Souers, told Charles Murphy that the Bureau should not be
limited and successfully killed the directive; that subsequent . .
~to my talking to him on August 17, he had again talked to
Charles Murphy and had tried to get the directive used but
Murphy seems to think it should be left alone'at this time. - |

Admiral Souers pointed out that he would watch this
and would keep the Bureau advised and see if it might be .possible
to hcve the directive issued later. He stated he agreed with }Z/

< the Director that the armed forces should be restricted; that
they were too promiscuous in the use this procedur
\\&l& ' - 3
CT" ?(/ DML:dad . s,
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FRI BUICMITIC DECIISSIRICRTION oilloe V i T -

G R e e

P N DATE Qi=24-2011 .
O]j%e Memo#.,,/zdum * UNITED $TA.£S GOVERNMENT
TO :+ THE DIRECTOR DATE:

FROM : D, M. Ladd (p()/ M@/tember 28, 1950 rocn f//)
/ — s \ .
SUBJECT: ULTRASONI&XRA' x DI0-TELEPHONE DEVICE )
R

i . Nichols
:\ / (;‘}M’Q/ Rosen___ _

< Clegg '

Glavin

> . mc’
You inquired as to when we Sfirst took “this matter Harbo
up with Mr. Coyne. W

Tele. Room

He was originally contacted on September 8, 1950,
at which time the information from the President's
directive was obtained.

JE

Admiral Hillenkoetter talked with me, indicating he
had been in touch with Mr. Coyne. '

l Subsequently, you will recall, on September 22nd,
On September 27th Liaison again took the matter

up with Mr. Coyne, and the memorandum submitted is
attached hereto.

On the same date, September 27th, ¥r. éoyne called
and indicated that Admiral Hillenkoetter and he desired
a conference. They had no available time until Monday,

§ " October 2, 1950. | C
‘ {
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TO:/ R
—YDirector
. Mr. Belmont
Mr, Tolson —Mr. Laughlin
Mr. Clegg : Mr. Hennrich

—Mr. Rosen
—Mr. Tracy
Mr. Q. Tamn
Mr. Mohr

—Mr. Glavi .
——Mr. Harbo(iTj M_
. Mr. Nicho N )

Baumgardner
Keay
Stanley

Miss' Gandy

—_Mr. Nease

Mr. Winterr
Mr. J. A. C:

—__Miss Jess

Ferris

Mr. Penningol pume ,3-oforeign Service Desk

Callan

Mr. Hargett fle
; 11 Me
__Mrs. Henley <\ }n Appropriate action

¥rs. Davidson

c

——Records, Section P

Porsonnel Files

MeZhanical Sec.
xdent"‘D1v1szon

S .\

' RE‘-,,.
NGEMHWWES%FO&E%F

~:...y-;gg-;7 l’;'w“:-:)(

— 1& 2 send file

ring up-to-date
orrect

_Chief Clerk's Off. ___Re-datewmww‘“

lease initial & return

Place on record & return
Place on record
Per conversation

dvise status
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“ Oﬁ%e Mem Mizzm o UNITED §¢ *° GOVERNMENT

’ T
:§¢{ Director, FBI DATE: December 6, 1950
‘/'&(k\» ~ %
:+ USAC, Chicago Es 2, ?’“A

SUBJECT: SPECIAL THREE CONTACT ' CRADLE SWITCH -
STANDARD WE-P290501
O ULTRAso I ¢ LISTEVIYL DEVIF &
; There are being forwarded under separate cover, parcel post registered,
¢ ninety-six Western Electric switches, P290501, of standard design. This
g =" is the first delivery on the order placed for 150 of the same, and the
' others, when received, will be forwarded to the Bureau in a similar manner.

Invoicing and payment -to Graybar Electric Company will be handled locally
upon receipt of the balance of the shipment.

. cc: Package (Registered)
PPS:DJS RPN
66-699 . L

) :
/WJ'& ,”', |
w<ﬁ b g;,’7”t*}vx

DECIAESINICATION AUTHODTITY DEoTven wday
BRI RUTOMATIC DECLARSTERICRTION CUILE
DAIE D1-74~-2011

SBDEC 21 {850 !

v
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Ve # - . £ i - ) " EITEETY -
s . - . Jos . “ ot Ll* = o 15
i 2w »(QEMSSEFEQE’TIGN AUTHORTTY De1vUgs pofad- N é»l .

KBRI Z2UTCMATTE DREOTASSTRTICATION CliTDs !

HAIE Ol-co-2dl]

’relo ROQ:— _
Neaso

gWECTOR, FEL

3 I*,%;~-

| "RE SPECIAL THREE CONTACT CRADLE SWITCHES._ RE, YOUR BEL NOVEMBER
TWENTX RE 50 VIEP 290501 SWlTCHES. “SAME ORDERED THROUGH:GRAYB%R o
ELEGT&kC WITH. ENTARE’ 'ORDER FOR 150%:. GRAYBAR HAS JUST ADVII'SED THAT
50; SWITCHES wWitLL BE SHIPPED WA THIN TEN DAYSO} EARLIER DATE OF

SHIPMENT CANNOT BE PROMISED. i ;
DR | .
’ R : . : “MC. SWAIN:
CRECENED - 11724750 Bep Pable [ O
. | £k
5o

“
~

: Wg T

m BEG 5 1950 ) -

SECEEE - 1250 74,(9.‘

},, w5 3 « & *‘g}l‘t‘b)

A
If ‘thé 1nte111gehce contaxned in the above ‘m
outside thé. Buréau, it is suggested that it be guitably paraphrased in
f 5

i & ¢t the Bureau' g codang .gystems., G 5

55\3?& ﬁg . M

edsage 1is to;be d1ssem1nated
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4
I do not went this project to in eny way get out of hsnd and I want it to be
very closely restricted and supervised.

The Attorney General discussed with me the procedure for obtaining
authorizations for installing technical surveillances and suggested I arrange
to bring these to his personal attention so that he might approve them him-
self and they would bhen be handled by the Attorney General and myself or a
designated representative of the Bureau., I have asked Mr, Ladd wherever pra-
ctical to assemble these reguests for new authorization once a week, on Mon-
day, and I will then see the Attorney General and .submit them to him for his
consideration at that time. Of course in the case of any real emergency the
requests for authorizations for technical surveillences should be immediate-
1y brought to my attention and I will then see the Attorney General mpecial,

Very truly yours,

John Edgar Hoover
Director

Attachment !































R 311 FEI INFORMATION CONTRINED o -
.o SFRETIH IS5 MCIRSSIFIES
* + 'ST/~DARD FORM NO. 64 DATE (4-18-2011 BY{ a!‘zﬁ"'é uc baw/sab/lag

. Office Memoiandum « vsiTep staFes GOVERNMENT

'ro : DATE:
: : Mr. R. T. Harbo <7 Ma 10681
1 /f v 5 bo Per the FBI

| FROM :  Mp, I, W, Conra S ET} ‘ b7C

OO e

SUBJECY: Microphone-Telepfione Mattef | 3,—/\“/ e
// ) Reference is made to my memorendum dated May l, 1951, "
/‘ relative to thé above-entitled metter, advising of a visit by TN
I/

i

! Q} Kenneth Schmidt. e
P Yo
t 3 There are a few matters of security concerning micro- [ *"—
3

1sase

} /g phone -telephone techniques generally which I believe should be oy

given consideration by the Bureau. First of all, I have been —_
advised hv S RBobert Kurtazman, of Washington Field 0ffice, that.
\o intends to file in the United States Patent

' JNUTITICE, within the very near future, a patent application for a
ountermeasure device for the stated purpose of rendering tele-
]} phones immune against modification fqr wmieraphone purposes.
4 Kurtzman advised that the idea which was attempting to
% patent consisted of placing a so-called "Mercury" switch in the
Q@@ telephone hsndset in such a manner that when the telphone was in
~: the "hung-up" position or horizontal position, the switch would
“~ render the microphone inactive, whereas, when the handset was
‘1ifted to the talking or vertical position, the "Mercury' switch
; would operate, making the telephone active. This is exactly the
3 same type of function as we hsave applied in our counterme asure,
. except that we are applying the switching function as a part of
" &{ the regular telephone switch and not as a special item in the
: ¢ handset. While I have no factual basis for my opinion, I am
Y certain that[::::::ﬁ realizes the internal security implications
of the microphone-telephone technique, and I feel that the £iling

! \C“ by him of a patent spplicetion nrohohlw dio on Af*gﬁn_q-_tn_gm_f{e
N b“aCk e Referral/Consult

Q} ‘ It would certainly appear that such a patent application,

‘ even if it proves to be allowable should not be permited to be -
issued during the present state of international affairs. I am
advised by the Patent Office ! that under Titles35, Section 42 of
the U. S. Code, the Patent Office, at the request of &ither the
Military or the Atomic Energy Commiss:.on, is r uired to place s
application in a secrecy status ‘which-will, Urzg 25%
knowledge including issuance of the patent he agency
requesting secrecy handling maintains its request

As a further item of intermmg'ohm:.d{-has.adnsed me Wy

informally that while he understands the RF micJ¥¥127eyice to be

a highly confidential matter in the U. S. Government, he has . (395' 0"
Anever been formally advised that it is considered classified »
i“ materiak, It would, re, 2PPp< asippxble that steps be
\,\ Ytaken by the Bureeu to fopn) that the RF ‘V

microphone ~-telephone is highl \v ssified.

— Classxfxed by;24 7 \J\
C Y 8 X¢ o ﬁ‘/ 2 (\
A -' o . . ade < .



b6 Per the FBRI
b7C

Memorandum to Mr. Harbo S ET

Page 2

As a third item, I féel reasonably certein that all
of the Military Intelligence Agencies as well as the State
Department are acquainted with the methods of using the
telephone as a microphone wherein wiring changes in the tele-
phone instrument itself are involved, as contrasted with the
RF dev1ce where no such changes are requlred I base this
t that former Bureau employees |
the Military Intelligence Services, and the
and of course, there is no reason why such
agencies could not have independently developed such techniques
even 1f they did not learn of them through former FBI employees.
If it has not already been done, it is felt that through our
lieison with those agencies, an understanding should be reached
as to the highly classified nature of this equipment also, to
- the end that it be given a formal classification. Referral /Consult

The need fér such classificstion will be gpparent,
I believe, from the consideration of the mimeographed instruc-
tions which apparently issues wi =

i =D-tecT-K1tT manufactured by him
: the State Department. It is noted that the FBI has
ee of these units. On page 9 of the mimeogrephed instruc-

tions mentioned there sappears a paragraph "As you know, by
putting a ! jumper wire'! inside a telephone it.can be turned

~into a microphone so that someone outside the room could hear

' a conversation in the room even though the receiver was not
off the hook." Similarly on page 11 in describing the use of an’
auxillary component to detect the so-called carrier type concealed
transmitters, the statement appears "This check is very important
as a number of these units have been discovered mostly outside
the United States.  They are usually hidden in the dead air space
between walls and connected to a wallbox power line or behind
the grill covering s radiator and connected to the power line.
Other locations convenient to the power line could be used. The
type of equipment discovered indicates that it is a large-scsle
production item." It is felt that both of these items constitute

~ classified information which should not be contained in mimeo-

- graphed instructions being released by a commercial manufacturer,
without some notation as to the confidential or classified

- nature thereof being merked on the document, end no such marks
are present.
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STANDARD FOLM NO. 64

O]ﬁce Memorandums - UNITED STATES GOVERNMENT

TO : Mr. R. T. Harbo _ DATE: June 11, 1951
FROM : Mp, I. W. Conrad 0=
M TOLSO e
SUBJECT: Radio Frequency, M:.crophone-'l‘elephone Unit sl
}-.-——--ﬂ"'l
Slavin

By letter dated May 25, 1951, the SAC at San Diego informed the e
Bureau of an article appearing in the May 9, 1951 edition of the "San
Diego Tribune Sun". The article was prepared by NEIL MORGAN, a well-kngf
columnist and referred to.the detection of technical ‘surveillances by
placing a radio receiver-a few inches from the telephone receiver., The
radio should not be tuned to any station and the volume should be turrfed I —
up loud. A "pal" should call and if the phone receiver Uwhines and groans"___'____'
the line is being tapped. The San Diego letter suggests that the field be
furnished information on this matter. s/ é

d "

Tele. KOOI __

3

The technical and mcrophone installations used generally in the
field cannot be detected as outlined by MORGAN. It should be pointed out,
however, that the newly developed microphone technigue employing the radio
frequency unit developed in the laboratory can be detected if the subject
places a radio receiver in close proximity to his telephone line, particu-~
larly if the antenna of the receiver runs parallel and immediately adjacent
to the telephone station wire. 1In this case, the subject's radio would have
to be tuned to a harmonic or multiple of the frequency being employed by the
mic-tel installation, and further, the Bureau's RF mic-tel unit would have
to be actually connected to the subject's telephone line and operating in -
order for the subject to receive any indication of radio interference. While

% -this "harmonic! interference in the case of broadcast reception has been re-
duced to a point where it is believed not to constitute a security risk,
’fi - Treceivers are available commercially which could be tuned to the frequency
fi“:\ actvally being used by the Bureau.

a’:‘;:; f;;.’m!i?

,
-
b4

st £

““~

A g

: \\ As you know, the use of RF ‘mic-tel is restricted by Presidential
! (\ Directive, and it is believed that a general discussion of this technique
i with the field is not desirable at this time.

‘ ¢

Gy FoFLL— 25~

ACTION

Because of the confidential nature and the restricted use of the
radio frequency single pair microphone-telephone unit no attempt will be
| made to advise the i‘:_eld of- this technique. San Diego is being advised that
; the technical installations as used generally by the Bureau's field offices
i cannot be detected as outlined in NEIL MORGAN'S article.

CKC s IViC: OEM f*H‘ ‘ pyﬂ "‘/az/v::':’ M%@ﬁ]é

1 | (SN AT

UHRECORDED. COPY FILED IN

JUN 19 1951
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BRI AUTOMATIC DECLASSIFICETION GUIDE
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bo
b7C
}E - DIRECTOR, FBI -

9/20/51
SAC, WFO

TTENTION' MR.
PHYSIC:L

A
SCURITY gwUIPMENT AGEHCY,
I 170K .ATION COMCERWING

,;/Z/‘Z/E?é" Sep 1l

C. E. HEHNRICH

Liceen Ay Dell

s ROBERT H. XURTZMAN of the WE hed the
following information in confidence by of the
Regearch Products Comnany, Danbury, Connecticut:

Ag_ladvised it is his uncerstanding that[:::]

of the captioned agency has incurréd the enmity of several
1s in the National Defense Organizetion.

con er S

According to
the agency las disseminated some informetion which was
by

ecret, and was in connection with & switch invented
which would preclude the use by rewiring of a tele-
phone hafnd set as a microphone.

¥

In an Qdaendum to the le
of the item in queéstion, it avpears

ing various aéenpies
made reference to the
fact that this switch would also maks

mposeible to attach any
equency device to achieve the same purnose, According to I
General CARLOLI, of the Air Force a soecific lssue of 'J)
tter. gstated now thattffﬁjis teying to get

| to cay that] knew nothing aopout the iiff::ijequency .
application, or the Tact that it was a secret item. stated E&_
e 1g not taking sideg in the matter. | _ is of Tthe pellef that N
will be geoarated from the oryanization.in the immediate future. }x

RHK :how \3‘

62-0-11302 AN

, \éES}ﬁiﬁfﬁfﬁ]I::\ fﬁz«ﬂ\N,,\j

SEP 25 1951
y o AT
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WEsfdearErAaTT AN AUTHODTTY DERTVED Bo0M
¥hT RUTCMATIC DECLIASSTIFICATION GUICE
DATE ol-24-2010

HR. LADD : Ei Septenber 21, 1951
UR. BELMORT ' '

PHYSICAL SECURITY FQUIPHENT AGENCY JUNE b6
INFORYMALTON CONCERNING // v, _:D v BT
2 SteA /n eyre &
pupposy YLLK S NIC  Listed 1 Z-.:_%Mmm_:“
To report that of the Physical

Security Equipmert Agency Bas reportedly been critticized
by General Carroll of the V. S. Air Forge for wmaking
disscenination in e letter of information concerning o
switch designed o counteract the radio-freguency
, microphone. ZThis undoubtedly results from the Buresu's
raiging this matter at an IIC Forking Comnittee meeting.

DETATLS . ’
The Washington Field Office in the atiached
nemorandun d 051y Teports information
‘ secured from of the Research Products
Danb nnecticht. |said he understoed ;j
off the Physic ecurity Equipment Agency R
€en or

cized for digseminating infornation which wag

X seoret in connection with ¢ switekR invented by
: | Yo _count the radio=frequency nicrophoneces
ccording to General Carroll of i Air Force
¢ issue

had mode g &8 of th ter and waa trying
o ge to say that knew nothing about the
radio=fraquency application or Zhe fuact that it was g secret

tten. Schmidt believes Gust will be separated from. the
~ Physicel Security Equipment Agency in the necr future.

By the attached nemorandum dated July 24, 1851,
Sfrom ¥r. Conrad tc 4r, Hardo attention was direoted 4o the
SJact that the Physical Security Feuipnent Adgency had put
* out 6 memorandum deted July 9y, 1951, relative to the
instellation of a mercury security switch in a telephone asg .
a countermeasure to the radio-frequency nicrophone. TYou .
will note that in the attached nenorandum it was decided Lo
take up the matter of countermeasures against the radio-

GRIGINAL FTLE 1 5 74/4/4? C

%ﬂ\ SJrequency microphone at the nexrt IIC For ma_aammi.t:tjg meeting.
e It would appear that the matter to wiich ig refer~

a*- @f ring is the result of our bringing this matter to the attention
o of other intelligence agencies. ' @,\/
— ACTTIN 5
Mewte___ Kore. This 13 for your informtion.
—— RJL:he 7 lgo . 760 - é?
::::o“— ‘ ' - GD —;_g-. \_f . D' '. I
T').o_;:: l 62..94404 % Bl calioin - SUCFER i ISEP 25 195‘

ol ce: 80-760V(EX Mcrophone) oy .13 87
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- DAETE D1-24-2011 ‘ b6
~
b7C
JUNE o
_STANDARD FORM NO. 64 b7E

2 ‘_'ros : Mc. R. T. Harbo /? <

x

' The matter was referred d:.rectly to Special Agents V. P. Veay and
E:l the' latter being the P.M. Special Agent |
limd__aac that he had contacte directly and that
on :

@]ﬁ&@ MEMOWMZZM% - UNITED STATES GOVERNMENT

~

DATE‘ February 29, 1952

Tolson

AN i
. A Clegs
SUBJECT: Countermeasur Devices On Telepho N

; " Instruments At Residence Of D/:' g
k r ‘ " T i Y
O TJII R es0~7C £ 1 S 7 Pa 4»/ : e Vid e Seeirnamy

On 2-29-52, approximately 2: 20 P.M., ‘the telephone company contact e ____

§
FROM : Mr. I. W. Gonra

of the Radio and Electrical Section advised that two Secret Service Men ;.::“‘_—_
accompanied by two ‘high-ranking officials of the telephone company were, at

that time, enroute to th xamine the instruments in . :
t.he apt. of for "something in the phones".

’Ihe contact ‘STaveTTnET e Nad been unable To stop the phone company officials
apd was reportine this in an effort to protect the countermeasure devices installed
i instruments.

-

»

L)

had caused the check € instruments in his apartment, to be stopped.
' At 3:10 P.M. our telephone company contact advised that the two Secret
Service men and two telephone -company officials had entered Mr.. Snyder's apartment.
The Secret Service men had opered the instruments and displayed them to the -
telephone company officials who :Lndicat.eo they were alright, which seemed to

satisfy the Secret Service men. One of thewuhs_man]who had
recovemd the countermeasure condenser from phone

. when the latter moved from his former Georgetown residence to-his present apt.

1'}’ g/cc- Special Agem‘(j'

in the Westchester. The other company official is a close personal friend of our
telephone company contact.

This is another instance in which it is evident that the Bureau is not

bemg advised by t : offici o work being done on their phone
instruments. advised that he did not know that a check
had been con possible is secretary or security officer would

have been able to adva.se the Bureau in advance. It should also be noted that our
telephone company contact stated "I could not stop them" because of the fact that
he was not in the- telephone company office when the Secret Service men were there.

Y

RECOMMENDATION: | | /@

We should take every measurg¥io pro’oecﬁ ounttelephone company contact
since he has assumed a. personal responsibility in handling Bureau cooperation on
his own, and has not seen fit t6 advise other phone company officials because he knows
their personalities and feels that some of them would not cooperate with the
Bureau since a violation of company rules is. actually 1nvolved.

’) j‘j'/’
’Mr‘ i

50 ;
B s ¥ ~ Iy
¢o~ 70  Ex DS; %%73 s
i cv.QQ - 7 i S .,,.,e»'.e

JMM M ez v
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DECIASSIFICATION AUTHOGITY TEDTUED FooM- [
~ . - FBI BUTCMATIC DECIBSSTIRICITION CUIDE
DATE Dl-24-2011 g f
» S!'A = YD YORM No, 64 Mr. Tolewi. cures 3

.

Mr. Latd oo ?

Oﬂi Memorandum - vxirep states cov R;NME"&T

M€

- G0 Y. e
TO. :  DIRECTOR, FBI AMSD~REGISTERED DATE: 3/1% R
' =T VY e e
. SAC, SAN FRANCISCO (100-2882 ONE, I M. Tomey oo
b WL s
SOVIET COUNTERINTELLIGENCE bndes 4 M B
IIW'ESTTGKT‘IVE" ”I"Eﬁm /7 Tele. Koo omm
Mr. Bolloman..—
ATTENTION: ASSISTANT DIRECTOR D. M. IADD Miss Gandy ——
This is to advise that former Special Agent EUGENE J.. CROW»

thie San Francisco Office concerning an item of technical equipment which he had
developed possessing possible use as an added investigative technique,

CRONIN advised that at the present time he is operating his own re-
:} 2axch and development laboratory in Redwod City, California., The firm name is
'DUOLAB" and is located at 2661 Spring Street, Redwood City, California.

.
¥
/-'

CRONIN demonstrated his equipment in the presence of the Technical
Supervisor and another Special Agent of this office, The purpose of the equip-~
nment is to conduct a microphone surveillance of a subject's apartment by means
of the existing telephone facilities, without the use of trespass or making
4 actual physical connections to the subject!s telephone or enterlng his apartment
J.n any way. The unit operates electronically and consists of a radio transmitter
s and receiver. The unit demonstrated was a working model and appeared to be about,
the size of a standard portable radio receiving seb. CRONIN advised that by
substituting fixed value parts for variable parts and the use of subminiature
tubes the un:.t could be condensed to approximately the size and shape of the ]
Bureau's 8D~2 preamplifier. It is battery opera’oed at present, but could be either
battery o AC-DC. A unit of this type and size is now being manufactured. The
unit demonstrated was connected to a standard cradle~type telephone instrument.
’l{he actual connection was made at the connecting block. The quality of micro-
phonic pickup was very good., The range was adequate to cover a normal sized
room, CRCNIN advised that various experiments of his had demonstrated that
. ‘the unif. could pick up voices at a distance of 100 feet. The conditions under
which @éonstratlon were held did not permit such a test at the time. Howevw
#‘on the basis of the test that was conducted, Ahyis believed that his claim i
~is éRtiffly feasible. pyRANTLTHA @X‘EEDITE—BRO SSING.
N1 rf" g Y
i Mo e ., CEONIYN a 'yz.sed that at this ti e;’ﬁ gs possible to connecMAih
| %o,_aly teTephone~Lire b bat bar maxilfitin| 41 stanice Bout 100 feet from the instrument
; and oma:.n-satlsfactory results. At the time of the test it was not possible, owing
! €5 the: surroundlng ‘condl‘b:.ons, to determine whether this claim can be substantiated.
The unit ¥l not vonly pick up the voices within the room in which the telephone
1nstrument is located but’ will %Lso pigk upvaldl telephone conversations being
field on the line. The unit will p:v.cic wp either when the Band sep.ig. on the
b cradle or when it is off. At the present time the connection ‘can be made at

any place in the telephone line vn.thln a d:.s‘bance of 100 feet: from the telephone
instrument or at a multiple agfpaxy .

away. |
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Pirector, FBI .3/10/52
HE: 'SOVIET COUNTERINTELLIGENCE
TVESTIGATIVE TECHNIQUES

S #100-28825 E:

It may be noted that the advantage of this unit is that it does not
require trespassing upon the subject!s premises, nor does it require any extra
wiring, of either the subject!s instrument or of any portion of his telephone
1line. This unit merely attaches to the telephone line.

For practical Bureau use it is belived that the range of this equip~
ment should be extended so that it could be attached to a subject!s telephone
line at a distance in excess of 100 feet, inasmuch as often it is not possible
to; monitor such a surveillance within 100 feet of the subject's telephone
instrument. CRONIN advised that the additional development of the unit requires
more work in order to éxtend its range.

‘. S al individuals have been very interested in the work being done

by "D}IQI,A&{,_%E&WM ,..and_have already offered financial assisvance pro-
viding he_disclase..the.nature..of . Lhe. SXperinents ne. 18 condqucting, Up ©0 This

1me CRONIN has rejected such assistance because he feels that the nature of this

unit is such that if its existence were known on the outside it would lose its
secrecy and investigative value. He, therefore, desires to offer this unit
to the Bureau. In order to further the development to the point outlined above
he desires to arrange a development contract with the Burean in the sum of $7500.
He, stated that with this amount he believes he could perfect the unit as out-
lined above in a period of five to six months., At that time he would turn over
to: the Bureau the equivalent of $7500 worth of units when they go into production.
In figuring the cost of the units he would charge a reasonable amount for the
costs of manufacturing the units, together with a reasonable profit. He esti~
mates that such cost would approximate between $400 and $450 per unit and that
‘the Bureau would receive for its $7500 between 17 and 20 completed units. Be-
yond that number the Bureau could contract for additional units at a fixed rate,
figured on the cost of production plus a reasonable profit. In addition, if
desired, the Bureauw could obtain all rights and interest to the equipment for
a nominal amount, based on the actual cost of the development to date.

- From an investigative standpoint the perfection of this equipment
‘would be a revolutionary investigative aid and technique of tremendous value

to this office. It is, therefore, urged that the Bureau give serious considera-
tion to CRONIN!s proposal. In view of the fact that CRONIN is withholding
financial considerations from others in deference to the Bureaw, an expeditious
reply is requested.

N s
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Director
TECHNICAL EQUIPMENT _ESI@ }RJE?IK H
April 3, 1952

8how ‘may operate over a distance as great as 20 or 30 miles. He

Said he has developed a new coil using a Serrite core which pro-
duces a 'g" of 280.

4dditional information furnished by will be immedictely
submitted to the Bureau.
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SECRET
that the Department,[:;:l and Coyne ‘had received notification
from the Bureau under date, of March 28, 1952, that an ulitra-

sonic listening device kad heen denelaped hy Vra Engene Je
Cronin in Caeltfornia. eed to
hold a furither conference with Mr. Coyne afte had
Surther explored the possible use of the devicel and
after had explored the possibility of the Government

taking over and patenting the device under the Invention Secrecy
Act of 1951 (Public Law 256, 82nd Congress, approved February 1,

) .nformed that the Bureau had taken no
.8teps on The basis oj| uggestion because we had transmitted

\the circumstances we were taking no action until we received

1952), Referral/Consult
on April 18, 1952, | |
| conferred with| [ and. informed him that
also stated that had replied to the

memorandum of March 28, 1952, regarding Cronin suggesting that
the FBI handle the contact with Cronin after "coordinating"
wit

Referral/Consult

| furnished to the Bureau tickler copies
of his memoranda, classified Top Secret, relating to the
discussions of March 25, 1952, March 31, 1952, and April 18, 195%

to the Attorney Genera e same information which we had ‘
transmitted to| Admiral Souers, and Mre. Coyne and that under

word from the Deparitment,

stated that there were two things which
would have To be considered. JFirst, whether to permit
to file for a patent Lndﬁz_iﬁe Invention Secrecy Act and@ 3SEcCoOnq,
what to tell Cronin, stated both problems were very
closely linked together. was informed that before

the Department Mmgdé._o..4e e—aecision with regard to | |
possible patel) : such a patent would have on
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Cronin that the Department should take into consideration the
interest of the FBI Laboratory in the possible prior development
of such a device which would make it desirable for the
Government to secure such a patent through the Bureau
Zaboratorye.

Accordingly, |stated that the Department
would send to the Bureau an analysis of the implications of
patent application under the terms of the Invention Secrecy
Act of 1951 and would request the Bureau's observations with
regard to patent application in the light of the Bureau
Laboratory development of an ultrasonic listening devices

also stated that the question of what
should be told to Cronin would have to be answered after the
initial patent problem was solved.

ACTION

It is respeétfully suggested that this memorandum be
brought to the attention of the Bureau Laboratory in order that
they may be getting their facts assembled with regard to the
establishment of the Laboratory's development of an ultrasonic
listening device prior to the development by others, including
Schmidte ‘ '

When: the Department's analysis of the Invention
Secrecy Act and the request for the Bureau's observation is

" received, it will be appropriately handled on the basis of

material supplied by the Bureau Laboratorye

o
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“

‘that the Department;, and. Coyne had regeivéd. notification
. from the Bureou. underaave of March 38, 1953, that an ultros
sonic listening dévicerm_d_.bgén developed: by Eugene. J¢ Z
Cronin in Qalifornia. _ a@fzed to N
hold a further conference with Mr, Coyne GjEer], had:
Jurther eznloned the. pogsible use of the device and.
afser had. ezplored the possibility of the Government:
taking over and patenting the device under the Invention. Sgercey

Act of 1951 (Public Law 2565 82nd. Congreas, -Gpproved. FEbIuUari 1.
1952), S ) : - Referral/Consult

on April 18; 1952,

ponforred nd+hl

Z
<

" ’ R
. ___lrurnished to the pureon tickldr ¢opies
of his mem0rand, clasdified Top Seered; relating te ther |
© discussions .of March. .25; 1952, March 31, 1952y -and -April 185 1955

loos informed that the Buredu had takén no d

steps on The basis of suggestion becauss we' nad- trananitied
to the Attorneiﬂam he game information which.we had: »

transmitted $o Adniral Sougrsy and Mr.. Coyné and hatiunder
the circumstanc®s We were toking no Gotion until we recaived;
word from the Department. ) ) ' "

L stated that tkﬂa"re were twe-thing 4ok
would hav& To be cogz.s'dgrgdi.,h Firat, whether to ﬁgrm’&t%

to file for & patent he Invention Jéorecy:Act: andrgecondy
what to tell Cronin. atated both problend.were véry.
closely linked togethe sa8 informed; that before

the Deparitmént made a defi
possible patent and. e,

before -
e il
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: The Bureau is in recéipt o rom [former, Agent
Cronin requeSTing A OTHOEIon a8, to. what..action. he, should take

in order to recover his developmént costs. The Conference con-
sidered that even though the Presidential Directive restricts
iqformation on these devices to -qp'propriacte Government employees,

the Directive is not effective for persons outside of the Government
and that in view of the fact that Cronin is a Sormer Bureau employee,
that. a Bureau representative contact Cronin and advise him of ‘the
prior development, both in and out of the Government, and the fact
t@at the purchase and use are restricted, )

’ The Conference unaninously recommends:

S

(1) That sac Abbaticchio of San Francisco personally
. duise Cro%?ﬁ”ﬁ%ﬁﬁ??ﬁ?ﬁ@?ﬁ@g&pr%@%:abﬁﬁfﬁpmei%;
. and restrictions. on the depree:
kil AT k AR A ST AN SR TN N MO G
(2) That the Department's memorandum be answered,
adyising them that the Bureau does not o0bJjEct
Lo a.patent being Soig “BUL TRAT. 1 UIew o; what
we.consudgnaﬁom € TOT initiation ang gevelopment
of t.h.me%twmmmzm"..",'g:‘é’,,r*“%‘h%,, A A AGn TR ence. be

G T

CE Y e m

s grranged by the Department With and repre-
entatives or B0 ConS taeT ThEe CLaims OF
[%::::::Tan wnether the patent should not be

properly sought in the name of the FBI,

Respectfully,

For t:;/ﬂonference

Clyde Tolson '

L3

w
-

L
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Department have revived and are again exploring the question of the
Government's buying out "X!'s" invention.” On the other hand "X will
be satisfied to go along as at present without manufacturing his
device provided he has some patent protection.

As a result of onfaranges with representatives of the

National Security Uouncil on this matter, this Department
has underteken to advise with respect to certain legal aspects of
the matter. 1In substance it is desired to know what protection may
be afforded the Government. .against others than "X" who have dis-
covered or may hereafter discover the principle or device, that is,

to what extent the Government can prevent or regulate (a) disclosure
of the invention and (b) manufacture of the device, in the alterna~-
tive situations in which (1) the Government purchases "X!s" present
interests and (2) "X" successfully proceeds under the Invention
Secrecy Act of 1951, Public 256, approved Fébruary 1, 1952. In
‘addition to the national security value involved, the cost of

acquiring this invention will be substantial and in the circumstances
it is, of course, desired to ascertain and evaluate the extent to
which civil remedies, in addition to applicable criminal statutes,
may ‘be available to the Government in the several eventualities

involved.- . Referral/Consuit

The NSC have requested that and indicated that
reasonable dispatch in this matter is desirable 'and in the circum-
stances the Department has been requested to expedite as much as
possible the submission of its views.
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disdosure of the invention in any manner by eny means (such as by word of
mouth, by publlcatlon, or by manufacture and sale of thé device) affects the
armament and defense of the United States and if he violates the injunction
to secrecy he will be subject to prosecution. Where the person known to
have knowledge of a secret device has communist connections an injunction
to secrecy might be of little value. Certain cases might require incarcera~
tion probably on the basis that the person had surreptitiously obtained
secret information.

In the event thet X's invention is acquired for the Government
by purchase and a patent application has already teen filed or is subse-
quently filed, the Government could restrain the use of the invention under
the patent laws after a patent has issued. This civil remedy, however,
would be of no benefit whatever in maintaining secrecy because the issuance
of a patent is a publication of the invention. After publication the Govern-

_ment would be powerless under the patent 1aws or any other law toﬂgrevent

other governments from using it particularly in their own realms. (It
therefore appears that the applicable criminal statutes.afford the only
real hope for maintaining the device in secrecy vhether the Government buys
X's invention or not.™

Your memor%nduﬁ of April 4 is returned herewith.
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Asgistang A;it;orney Senoral May 17, 1952
emas M. MeInernoy " X3 M
SEoURTY INFORMATION - R '

1t is contomplated that an official of thla Buroau will formelly
acquaint MPs Cronin with tho fact that his (IQYQIQP?@Qg has beon
proceded in woro than one instance; ond: thal as g;z&gﬁ;ql,}}of, oerider
woTk of others thon bimselfl, & prosidentlicl Diregtive has babn
issugd clascifying the ontire qubjoct masbor as top- geerel Al
restricting the sale and tde of»méhmqqummnﬁ,;:IJ'«—A a..£6L% that
under the &ircumstpncos ¢ronin will probsbly drop the matter.
Rowever, in the event he elects to prena the mattor, he will be
advinad of eny reguurse opon to him under the Inventicn Socrecy

Act of 1951 for sdjudicstlion of bis &laing.
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Memorandum to Mr. Harbo M April 30, 1952

patent application covering his device to pre-empt
the pPatenting and publication of the Same by later

the applicants and the attorneys who filed the
applications may be given notice of the classification

50 as to make the Espionage act clearly applicable to
these persons.

devices in a field that affects the armament and
defense of the United States. If an inventor files
a patent application he can be informed under the
provisions of the Invention Secrecy Act of 1951, 7If

he has not filed an application, it is believed that
notice must be given to him directly.

'V EVALUATTON

A. Advantages of gpvernﬁent patent

Accordingly, it appears that a government owned patent,
either by FBI Laboratory application or by purchase

from outside inventors would serve the following 2 .
useful purposes:

&. Financially, it would prevent later claims for
damages against the government for development
by subsequent inventors of the Seme device.

b. Security wise, it would serve automatically to
notify the Patent Office, and therefore all
subsequent patent applicants,concerning the
classified nature of these devices, thus making
the 'subsequent applicants subject to penalties
of the Espionage act. Such a patent would not

be published but would be a matter of official
7~ record.

B

. X

bl
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Memorandum to Mr. Harho m April 30, 1952

B. Disadvantages to seeking vatent

a. It is considered highly undesirable to give
knowledge of this device the additional distribution
which would undoubtedly result from such patent
application and possible subsequent litigation.

b. If a patent is sought, in the interest of economy
to the government, the FRT Laboratory should file
an application. Although it is considered vpeccon
ably certain that the Laboratory preceded
in conception of the basic idea involved,
determination of - agtual priority of invention,
of course, is based upon a highly complex patent
-law structure and we have no way-definitely to

; esteblish this point in the absence of information

‘ concerning the time schedule of |

. development. - Accordingly, it isentirve Y possible

thai:i:fiiinﬁ interference case between the Buresgu

and will result, and indeed, since we for
obvious reasons have savoided seeking detailed

, . knowedge of the radio circuits and construction

, employed by it is considered entirely
- ) possible that he may have patentable material.
(Possibility of patent interference, with further
distribution of knowledge of the device, possibly
could be avoided by g private. understanding with

[ Jinvolving a financisal settlement of any

claims which he ¢ tly fieels entitled to. In
the absence of/saggéégg l?fy by an appropriate
jurisdiction, such an agreement could be justified
only on the grounds of security,

VI _COLLATERAL OQUESTIONS

. _As collateral, unanswered questions bearing on the matter, it
is questioned whether, under the existing Presidential Directive,

to the private inventor to recover financially? Even if the answer
to the last q lon is "Not™ it is questioned whether the U.Ss.

Place itself in the position of so-
restricting in . This could lead to possible
modification

the ?resident'al Directive,
f ., -
RECOMMENDATION f//& 2
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Memorandum to Mr. Harbo Ezzzzgx%iggii: April 30, 1952

Had the issue of private invention not arisey I shonld
strongly oppose any patent application; however, inasmuch as |
is now seeking official information as to how he can recover. finan-
cially in view of the-security restrictions placed on his developmerit,
and since undoubtedly’ other subsequent inventors may follow the same
course, it appears inevitable that someone will file a patent
application and that the government will place it under secrecy !

R

handling and subsequently either buy the patent or seek a license e J

to use the device. Unless the government does acquire the patent, the
government will be liable for damages because of secrecy restrictions
placed on the patent. Accordingly, it is recommended that the
Laboratory file a patent application as the lesast of several evils.
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_—SECRET

4. Thet in view of the prior development and reduction
to preciice of suck equipment by others then Cronin, there
appecrs to be no bexsis for furthep negotiation with Mr, Cranin
for the purchese ond use of his developnent by the Gavernment.

5. That the formal notification of Cronin.by you. con= -
atitutes official notification of the TOP SECRET clasaification
stetus of this subjeet and that disclosure of the invention
in any marner by ony meeng (sugh as by word of mouths by
publication or by manufacture and sale of the device) affects
the arnament and defense of the United States, and that
vicletion of the injunction o Secrecy 18 subjeet Yo proses
cution. (For the SAC'g personal infornation, the Department
of Justice hag officially adviaed that such edmonition is
essential in legally maintaining the secrecy sbtutus.)

6. Thut Cronin should inmediately advise ypou of any
- persons working for him or whe obtherwise may have . gained
knowledge of the device @& a result of Cronin's werk, in
order that you similaerly may Sformaelly advise.-auch. -additional
individuals of the TOF SEGRET security classtfication and
the detailed adnonition set forth in paragraph 5 above,

For your further information, 1%t is noted that Cronin
wes en employee gffg&g,ﬁug@aufa_Lahonatatyudnrjng the initial
stages of the Laboratory's work on this probleny and undoubtedly
waa aware of the Burecu's development work ot thoet time, It is,
therefore, considered practically certain that Cronin's conception
of the basic principle involved in the device resulded directly

Srom his work in the Bureau. Accordingly, 1% 13 considéered probable

r$hat Cronin will not presas the matter Jurthery howeuvgr, "if he ine

dicates an intention to pursue the natter furthers or to appeal
the decision concerning negotiations for purchase and use of his
device, it should de pointed out to him that the BDuresu ia aware
of the full opportunity which he had as @ result of his prior -
Bureod employment to becone acquainted with the basic principle

" OF using radio freguency energy to activate a teélephone instrument,

and that while, for obuvious secupity reasons, the Buregau is most.
réluctant to see the entire matter gtven any greater disseminattion
which moy result from patent interference litigation, nauertheless
Cronin does have, of course, the fundaementel right to file on
Gpplicaetion for Letters Patent with the United States Patent Office.
In the event he does elect to file such an application, it will be

- procedsed and Cronin's claime adjudicated in relotion to claims

of prior developme

r‘.,.-w'\! !M 7y

Llessified by 2 0 b //_‘
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48 pointed out in Bulet of Merch 25, 1958, you should
see to 1% that this, subject matter iz not gtven further disseninction
or mede the subjeet of further discussion enongy your own personnel.
The pfield generally has not been made aware of this equipmrent.

Cronin should be thanked for his cooperative interest
in bringing his developnent to the Bureau's attention initially,
and he should be encouraged to ocall o the Bureau'’s attention any
other ideas or developments which he feels moy be of assistance
to the Bureau,

Cronin left the Bureau's service as a Specicl Agent
iunder date of April 25; 1947, in good stonding, Since leaving
“the Bureau, he unifornly has demonstrated ¢ friendly and caoperative
attitude towsrd the Bupsgu; accordingly, it ia desired that the
above interview be conducted in such ¢ manner that it will net
antagonize Mr. Oronin, but rather will seek to maintein the
_existing friendly and cooperative relotionship,

For the completion of yon%,file, there is8 attached hereto
@ copy of Cronin’s letter of April 30, 1952, together with the
Bureau’s reply thepetos ‘
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iDirector, FBX 6-12-52
Re: ULTRASONIC LISTENING DEVICE=""~ :

whereupon he said that whilé he did know that the Bureauw was apparently
doing some work on this in 1947 just prior to the time he resigned, he felt
quite sure the Burean did not at that time have the answer to the problem.

I then informed him that for obvious security. reasons the Bureauw
is reluctant to see this matter given any greater dissemination, although he,
CRONIN, . does, of course, possess the right to apply for a patent in which
‘event the matter would, of course, be processed and his claims properly
adjudicated in relation to claims of prior development under the Inventions
Secrecy Act of 1951. CRONIN stated that he has consistently refrained
from attempting to patent this device in view of his realization that its
principal value lies in its secrecy and that were a patent applied for the
element of secrecy would, of course, be dispelled. Further,he stated he
has not contacted other Government agencies due to his feeling that the
Bureau should be the only agency with access to his application of this
principle.

‘ CRONIN stated that the only persons having any knowledge of the
device upon which he has been working are the following:

. Dr. HANS BARTH, his partner in the whole undertaking of Duolab,
) his company which he has been forced to dissolve approximately
‘one month ago due-to lack-of funds—to continues Dr: BARTH,
- he stated, is presently doing some electronic work for the
! "BE" Enterprise, a company at L17 MacArthur Avenue, Redwood
City, telephone Emerson 6-257h, and who lives at 12h1 Clinton
Street/Redwood City, home telephone Emerson 6-4161.

in
Lm‘my, in wnich Yuolab, CRONIN's company, had its shop.
He stated that |worked in the same shop and had some
knowledge of what he and BARTH were doing and knew its purpose
but had no knowledge of the circuibs or techniques involved.

Further., CRONTN stated his | at] |
telephone Daver = > was acquainted to a

limived extent with what he was trying to produce although
she has no knowledge of any of the mechanics or techniques
involved., . :

CRONTN stated that for the past month he has been employed at
the Eitel-McCullough Company in San Bruno, California, a transmitbing tube
manufactury 5%




‘on June gth, Special Agent L. : a thoroughly-competent agent, was
-assigned to contact Dr. BARTH,

-concerning which contacts he has dictated the Tollowing:

Director, FBI _ ! 6~12-52
Re: ULTRASONIC LISTENING DEVICE X

now blocked from realizing any real return, CRONIN appeared to accept the
matter philosophically and it appears rather doubtful that he vill actually
attempt to apply for a patent wpon it. He stated, however, that he and.
his partner are presently doing considerable work on three devices that he
would like to present for the Bureaul!s consideration in the hope that he

-might receive some type of financing from the Bureau or the Government to
-enable him to finally perfect them. He sbtated that these devices are a

small “throv-away" microphone that is rugged and can be made quite powerful;

secondly, a walkie-talkie radio no larger than a pocket watch which has been

proved quite successful in experiments; and thirdly, a ray device by means

of which one can look through a wall or door. I +old him I would attempt

to obtain a copy of the Inventions Secrecy Act of 1951 for him and would also
broach the subject of these three new devices upon which he is working to the

‘ Bureau.

CRONIH also stated that since perfecting the principal device in
question he has been much concerned over whether the Direchorts telephone
is properly safeguarded from the use of such a device. He stated he hoped
the Bureau is taking countermeasures in that it would be very simple for
one to be attached to the Directorts line which would enable the overhear-
ing of everything going on on the Directorts telephone and at his desk.,
This man appeared to be entirely sincere in his concern for the Bireauls
welfare. - - — : - : - :

Pursuant to my telephonic conversation with Mr. D. J. PARSONS

and|

On the afternoon of June 10, 1952, the following individuals were
formally notified of the top secret classification sbatus of this subject
matter and the fact that any disclosure of the invention in any manner
by any means such as by word of mouth, by publication, or by manufacture
and sale of the device, affects the defense and armament of the United
States and violation of this injunction to secrecy is subject to prosecubion.

Dr. HANS (nmi){BARTH was contacted at his present place of
employment, the "EE" Enterprise, at 417 MacArthur Ayenue, Redwdod City, at
approximately 3:45 p.m.- Dr. BARTH indicated that he is Mr. CRONIN's partner

‘and as such, of course, had full knowledge of instant instrument. For purposes

v

of identificatvion, Dr. BARTH was born on November 13 1901, at_Munich,.
Germany,..is single and was the subject of ile 105-11828; as "HANS BARTH;

Internal Security - GE and t June 1y, 1951, and mylet July 27,
C1 ‘y
W

from GDS, Categoy 3w

Date of Declass catty
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Director, FBI 6-12-52
Re: ULTRASONIC LISTENING DEVICE

1951 (SF file 105-1172). He was previously investigated by the San Francisco
Office as "HANS BARTH; Special Inquiry - Department of Justice, German.
Scientist under the Protective Custody and Control of the Joint Intelligence
Objectives Agency," in vhich a report was submitted by SA FRANK P. POLINER,
San Francisco, dated February 28, 1950, pursuant to Bulet January 20, 1950.

| |Wood Electronics Company,
Quartz Crystals - Electronics, 2661 Spring Street, Redwood City, California,
was conbacted at approximately 4:05 p.m. at his place of businesss He
resides atl IRedwood: Citv, California, telephone Emerson
6~5012. | Redvrood. C3
i i RONINt's company, had its shop. Although
CRONIN and Dr.. BARTH, he related that he had

some general knowledge of what they were working on and 1ts purposc but
had no technical knowledge of the subject matter.

tely L:lO pem., | | was interviewed at her

home at Menlo Par F. Caoliforniaa. The indicated that she had
a very Inmoted knowledge of wh « BARTH were working on
“but that she had no knowledge whatsoever of any of the techniques or
mechanics pertaining to the device.

— — - -Thesethree people stated-they-have not-imparted knowledge-of
this invention to anyone else.

Very truly yours,

e\
\ 'ATWM L

SAC

S

Classxﬁed by 24:
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"Warious devices have been installed in and

: connected to telephone instruments to SJacilitate
listening in on telephone conversations and meking

! recordings of the same and as devices of this, type
have been employed for obtaining secret information
of military and other government agencies it is
desired to prevent this procedure. It is also possible,
by tapping in the wires of a telephone, in the basement
of @ building or at some other point, to use the tele~-
pbhone instrument as a microphone and thereby listen in
on and make recordings of telephone conversations in
@ room in which the instrument is positioned."

, As you know, under normel processing, patents, when
completed, are available to the general public and abstracts
are published in the Patent Office Gazette.

RECOMMENDATION:

There is no indication that this patent has been
placed in a secrecy status as yet. Accordingly, it is again
desired to suggest that the Bureau moy wish to take some
definite action to have Secrecy processing applied to this

patent application. It is noted in this connection that the
Attorney General's request is sufficient to place the matter
under secrecy handling., It is further noted that the secrecy
statute permits a patent applicant to sue the United States
Government for any damages sustained as a result of the
application of this statute.

R eceon i Rept D
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Memo to Mr. Harbo 6/18/52
Re: Ultrasonic Listening Device
inquiry, advised he had not requested that this be placed
-under secrecy, | |discussed with] and his

attorney the consequences of the secrecy status and stated that
it appeared to be in the Government's interest to request that
the patent on the countermeasure also be restricted under the
Inventions Secrecy Act. :

2 suggested that and his attorney dis-
cuss the matter and advisr_him—d&—&>on as possible (1) whether
they had any objection t pending patent being placed
under the Inventions Secrecy Act, and (2) whether they desired
to make application for a batent on the ultrasonic device.

f

‘ After the conference advised Mr. Conrad that the
Bureau's patent application wouId be completed before the end of
this week.

"
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of June 18, 1952. recommended applying a patent secrecy
statute to pending application, and the Bureau
would undoubtedly desire that its own application be
placed under such secrecy handling in order to avoid
public disclosure.

RECOMMENDATION:

dccordingly, it is recommended that the Bureau
seek a patert on the switch-type countermeasure developed
by Mr. J. M, Matter. I previously have pointed out in
earlier discussions of the mercury switch countermeasure
the advantages of the Bureau's switch, both Jrom the security
Standpoint and from the standpoint of desirability of use on
the part of the telephone company.
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Memorandum for the Director m
¢ ]

: e Conference unanimously recommends that in order to.pres.
yent a_commercial 3@&2556]‘2:?fz;_om,ob:ta.in,ig g. patent covering the:
principle which we have used Drior.to.his. filing date. ihe Bureau,
should apply for a patent on countermeasire, geveloped. in the
Bureau 's 1Laboratory.. Lf the Director gpproves a memorandum will

RS
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application,
Respectfully,

) For the Conference

. }
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Clyde Tolson
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Memorandum for the Direcw

the, Security Supervisors and Sound Men and elso all employees who
have obtained information as a result of their official duties or
whenever it comes to their attention that an employee has received
such information firom an outside source.

Respectfully,

. . For the Conference
K- y

Clyde Tolson

ADDENDUM 7-3-52 7

With reference to the Director's comment above, it is noted that
Pureau- serial 80-7260-16 pertaining to the Executive Order involved
reflects "Informétion concerning existence and nature of such devices
Shall. be limited to the appropriate employees of the Government on a
need-to-know basis.” Accordingly, the proposed notification of the
field appears to be within the scope of the existing Executive Order.

| r vrh
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: In view of the fact this technique will operate success~-
fully only under certain conditions, it is necessary that a detail-
ed survey of the telephone compahy subscriber equipment and cable -
facilitles serving the subject be made in each instance prior to
installatlon of this equipment, Such survey and the installatilon
of this equipment require specially trained technicians who' will
be sent from the Laboratory or key points in the field to make the
installation,

' You should admonish your Security Supervisors and Sound
trained Agents that this technique has been classified TOP SECRET.

-and should not be discussed with other than Agent persohniel 1in the

two categories named., ¥You also should be alert to information per--
balning to this device coming to the attention of other personnel

* of your office from any source and in such cases likewise admonish

them as to the security classification and discussion restriction,

) Use of this equipment will be approved only on a most
selective and restrictive basis., Therefore, all requests for
consideration of the use of this device should be supported by
adequate information reflecting the essential need to obtain
coverage and the reasons why such coverage 1s not feasible by
ofher means, All communications concerning this equipment should
bg captlioned as RFMT unit and transmitted as JUNE material,

Very truly yours,
~ John Edgar Hoover

Director

NO NUMBER ( (
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This invention relates to a signaling system and method and
more particularly to an ulirasonic signaling system and méthoq for
listening to conversations in or near a room in vhich a conventional
telephone instrument is iﬁstalled. Heretofore ielephone micrdbhdnes
have been used(:ita device for listening to conversationé at a?distance
from the telephone instrument where additional wires have been run from.
the telephons mibroﬁhone to pennig the microphonets use apart Eran its
normal function as a part of a telephone system. Iith the present de-
vice and method conversations adjacent to a telephone can bs made auaible
at a remote point without additional wires being run from the instrument
even though thse telephone is in the hung-up .position.

The principal object of this invention is to make possible the
audible surveillance of rooms or areas having télephones in orfadjacent
thereto where it is belleved that éi}egal conspiracies and the 1like are
being-talked over by co-conspirators.

The above and other objects of the inventidn will apﬁear'more
fully hereinafter from the following detailed description when taken in
comnection with the accompanying draﬁfhgs which illustrate several forms
of the invention. It is to be expressly'undarsiood, however, fhat the
drawings are utilized for the purposes of illus#ration only anq are not
designed as a definition of the limits of the invention, reference being
had for this latter purpose to the appended claims.

In the drawings -

Fig. 1 is a schematic diagram i1llustrating ons embodiment of
the device.

Fig. 2 is a schematic dlagram of an alternative form of the

.device.

¥igs. 3, L and 5 11lustrate schematically other fomsiof the

devica.




In Fig. 1 reference character 1 denotes. a telephone }ine
to an automatic, semi~automatic, or manual exchange. Reference character
2 denotes a telephone set of mors or less conventional type. This tele-
phone instrunent is shown in the hung-up position in Fig. 1 with the
direct current circuit to the microphons broken. Thus the microphons ,
is ineffective in this position to moduléte or vary any direct curré%%ijwd ”
flowing through it. It is in this position that a telephone, however,
can be useful as a microphone for conversations going on adjacent thereto.

The present invention contemplates the application of ultra-
sonic or radio-frequency energy to the telephone line at scme dccessible
point therealong between the subscriberts instrument and the exchange,
the modulation of such frequency by the telephone dnstrument m%crophone,
the detection and amplification of the modulated frequency, and the
utilization of the audible frequency impressed upon the microphons. The:
modulation of the ultrasonic or radio-frequency in this case is| somewhat
similar to the antenna modulation systems depicted in Figs. 19(a) and 19(c)
on page 761 and Fig. 20 on page 762 of ths second edition of ths "Principles
of Radio Communication" by John H. Morecroft. In Fig. 1 triode: tube V1
418 connected in a more or less conventional oscillator circuit for the
purpose of generating oscillations which are coupled into the tqlephone
line and circulate through the telephone instrument. The telepﬁone in-
strument modulates the ultrasonic frequency current which in turn is
demodulated by the more orcless conventional deteéctor circuit cénsisting
of tube V2 and its assoclated parts.

Coils Ll and L2 ;re inductively coupled for the purpoée of
coupling the ultrasonic energy into the telephone line. Coils i3 and Ll
are inductively coupled for the purpose of coupling a small amount of the

modulated wltrasonic ensrgy from the telephone line into the detector,




Coils IS and L6 are radio-frequency chokes which offer a very high
impedance to the ultrasonic energy thersby preventing it from {j‘:aking
the lower impedance path tm:ards the télephone exchange rather, than
through the telephone instrument. The condenser or capacitor él acts
as a low impedance path for the ultrasonic frequency energye

Gouils L2, L3, L5, L6 and capacitor Cl have negligiblga effect
on the normal telephons D.C. and audio-frequency currents and cause no
adverse eifects on normal telephone operation.

The amount of oscillating energy within the telephone instrument
may be varied in accordance with well established principles hry varying
the coupling between coils Ll and L2, by varying the size and distrila,uted
capacity of coils L2 and L3, and the size of capacitor Cl to provide
optimun effect at the output of the detector. |

In Fig. 1 all of the apparatus outside of the dotted rectangle
represents a conventional telephone and its line. In the prac*t:;ice of the
present invention the coils L2 and L3, and chokes 15 a{:d 16 are connected
as shown in opposite sides of the telephone line and the capac:ij‘.tor Cl
i3 connected as shown between opposite sides of the telephone line.

In oparation the oscillator including tube V1 is energized and
the oscillations are coupled into the line through transformer :Ll, L2,
Although the direct current microphone circuit is open when the tele-
phone is hung up the oscillations coupled into the line at L2 afre able
to traverse the capacity across the open switch and other distributed
capacities to the microphone and from the microphone back«alon;:; the
obhex line and thence through coil L3 where the modulated oscillations
are coupled to coil Lh and thence applied to the detsctor tube ‘V2 where

detsction takes place to produce an audio-frequency in a telep)lxone hsad

set, loud speaker, or recording device.




In Fig. 2 the telephone set is showvn as a dotied line, ractangle.
It is, however, similar to the set more i‘ull:-,r depictod in Fig. 1. In the
Flg. 2 embodiment a single tube V3 including a pentode, a triode, and a
diode is employed. The pentode section of this tube along wit.hé its asso-
ciated circuits form a conventional.oscillator for the purpose Qf generat-
ing electro-magnetic energy in the {xltrasonic frequency range wihich can
be coupled into the telephone line and circulated through the téhphone
instrument. The telsphone instrument modulates the ultrasonic Purrent
vhich in turn can be demodulated by the diode section of tube V3. This
detected audio is then amplified by an audio-amplifier including the
triode section of tube V3.

Coils L) and L2 are inductively couplgd for the purpojse of
supl?lying the regenerative feed-back necessary for oscillation., A
variable section of coil L2 as determined by a switch SWl is bridged
across the telephons line through capacltor C2. The purpose of} capacitor
C2 is to offer a very low impedance to the ultrasonic frequency, but
at the same time prevent coil L2 from short-circuiting the D.C.l on the
telephone line and thus producing dial tone or triipping the line relay of
the N‘beléphone 1ine. The telephone instrument, the capacltor ¢2, the
tolephone line between the instrument and coils 15 and 16, the effective
impedance of the parallel resonant oscillator ténk circuit con#isting of
coils L2 and capacitor C3 and the reflected impedance of coil I.l as
seen fran coil [2all go together to form a high.Q series rasona{nt circuit
which results in a very high circulating current through the telephone
instrument when the resonant conditions are met :at a high effective Q.
By adjustment of the capacitor C3 which primarily adjusts the gscillator
frequency and the adjustment of switch SWL which changes the effective
reactance in the resonant loop a combination can be found for the exist-

ing line conditions which will give this resonant condition in the
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-telephone loop at the highest obtainable Q. Choke coils 15 anjd L6 are
radio-frequency chokes vhich offer a very high impedance to the wltra-
sonic energy thereby preventing that part of the telephone line which
returns to the telephons exchange from shunting or loading thei high Q
resonant loop containing the telephons instrument. Cr

Coils 11, L2, L5, L6 and capacitor@ ‘and C3 have negligible
effect on the telephone direct and audio-frequency currents and cause no
adverse offects on normal telephone operation.

| In Fig. 3 tubses VL4 and VS along with their associated parts

act as a conventional type R-C oscillator fLor the purpose of ge}nerating
electromagnetic energy in the ultrasonic frequeﬁcy range vihich is am=-
plified by tube V6 and coupled into the telephone line and cir?ulated
through the telephone instrument. The telephoné instrument modulates
the ultrasonic current, which in turn can be demodulated by the: detector
consisting of varistor VAR-l and transformer Ti.

Coils L7 and L8 form a variometer and when used in cojn;]unction
with coils Lg and L10 and switch SW2 provide variable inductanc“e over a
very wide range. ‘his inductance foxms the plate load of ampli‘i‘ier tube
V6 and is bridged through capacitor €2 to the telephone line. [The pur-
pogse of capacitor (2 is that of offering a very low impeddnce to the
ultrasonic frequency but at the samo time preventing the viriometer from
shorting the direct current on the line and thus providing dial tone and
trouble on ‘the telephone line. The telephone 1n§trmnent,. the télephone
line between the instrument and coils LS and L6, ;capa'citor C2 and the
effective impedance of the variometer all go together to form a‘ high Q
series resonant circuit which results in a very 1high circula:bini\; current
through the telephone instrument when resonant cqndit’ions are met at a
high effective Q. By adjustment of capacitors Cl and C5 as well as band
vswitch SW3y both of which primarily adjust the oécﬂ.lator freque}ncy

-6~




and by the adjustment of switch SW2 as well as the variometer,\both of
vhich change the effective inductance of the va;iometer and th? reactance
in the resonant loop, a combination can be found for the existing 1line
conditions which will give a resonant condition in the telephone loop k

at. the highest obtainable Q. Coils LS and L6 are radio~£requegcy chokes
vhich offer a very high impedance to the wltrasonic energy, thqreby pre-
venting that part of the telesphone line adjacen§ to the exchange from
shunting or loading the high Q resonant circuit. containing the telephone
instrument. C6 is a blocking capacitor blockiné the plate supply DC
voltage from the variomster.. Coil L1l is a high impedance rdd;o«frequency
choke used for the amplifier shunt plate feed. Capacitor C7 blocks DO
potential from the detector and couples the modulated ultrasonic frequency
energy into the detector. Coil L12 is a radio-frequency choke used to
1init the amount of ultrasonic energy that is fed to tpe detecﬁor and

at the same time prevents the detector from loading the variomdter and
series resonant telephone loop. The detector consists of four waristors
connected in a bridge circuit with the primary of the audio output trans-
former T1 used as a load. Resistor Rl serves as ancadjustment of the
magnitude of the circulating telephone «iwrent.

Coils L7, I8, L9, 110, LS, L6.and capacitor G2 have regligible
effect on the nomal telephone 55”;;& audio~frequency currents and causs
no adverse effects on the normal telephone operation.

In Fig. 4 tube V1 and its associated parts act as a éonventional
oscillator for the purpose of generating e;ecteragnetic energy in the
wltrasonic frequency. Tube V7 amplifies the signal reéceived féom ogcil-
lator tube V1 and in turn couples it to thé telephone line and circulates
4t through the telephons instrument: The telephone instrument 'shifts
the phase of the circulating ultrasonic current in accordance %ith the

audible signals as picked up by the telephone transmitter. A portion



of this modulated ultrasonic energy as well as 'a pprtinn of thg unnodu~
lated output of .oscillator V1 is fed into a conventional balanced modulator
type phase detector consisting of tubs V8 and its associated p?rts. The
audio output of tube'VB i3 then available for monitoring with a pair of
head phones or by other means. Coils L13, Llh form a variometer which

is used as a plate load of amplifier tube V7 and is bridged through
capacitor 2 across the telephone line. The purpose of capaciior C2 is
that of offering a low impadance to the ultrasonic frequency but at the
same time preventiné the variometer from shorting the DC on the line

and thus producing dial tone or trouble on the line. The~talebhone in-
strument, the telephone line between the instrument and -coils L13 and
11k, capacitor C2 and the effective impedance of the variomete? all go
together to fomm a high Q series resonant circuit which results in a
very high circulating current through the telephone instrument vhen
resonant conditions are met at a high effective Q. By adjﬁstnént-of
capacitor C6 as well as band switch SWl both of which primarily adjust
the oscillator frequency and by adjustment of the variometer which
changes the effective reactance in the resonant loop a combina?ion can
be found for the existing line conditions which will glve a resonant
condition in the telephone line at the highest obtainable Q. Colls LS
and L6 are radio-frequency chokes which offer a very high impedance to
the ultrasonic energy thereby preventing that part of the telephone line
which returns to the telephone exchange from shunting or loading the

high Q resonant loop containing the talephone instrument. €7 4s a block-
ing capacitor blocking the plate supply DC voltage from the variometer.
Coil I16 is a high impedance radio-frequency choé; used for the amplifier

shmt feed.
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Coil 115 is inductively coupled to the variometer and is used
to couple a portion of the phase modulated ultrasonic energy into the
grids of the balanced modulator type phase detector in push-pull.
Capacitor C8 is used to couple a portion of the unmodulated oscillator
output into the phase detector grids in parallel. Transfomer!Tl serves
to céuple the audio output of the detector into the audio listening or
recording device. Coils 113, Llh, I15, LS5 and L6 and é@pacitor €2 have
negligible effect on the nommal telephone currents and cause no adverse
effects to normal telephone operation. "

In Fig. 5 tubeﬁ@?vd&h its assoclated parts acts as a conven-
tional oscillator for thévpurpose of genarating,electromagneti¢ energy
in the ulirasonic frequency range vhich can be coupled into the telephone
line and circulated through the telephone instrument. The teléphona in~-
strument shifts the frequency of the ultrasonic currents in accordance
with the audible signal as picked up by the telephone transmitter. 4
portion of this modulated ulitrasonic energy is fgd into & Seel?y Foster
type FM discriminator consisting of tube V9 and its associated parts
where it is detected. The audio output o? the detector is amp}ified by
tube V10 whose output is available for monitoring with a pair,éf head
phones or other means. Coils 117, L18 and L19 are induc;;valygcoupled
for the purpose of supplying the regenerative feed-back necessary for
oscillation. A variable section of coil L17 as detexmined by éwitoh
SWS is bridged across the telephone line through capacitor G2, The
purpose of capacitor ¢2 is that of offering a vary'low'ﬁmpedanée to the
ultrasonic fraquency but at the sama time preventing coil L17 from
shorting the DC on the line. The telephons inétrument, capacitor C2,
the telephone line between the instrument and coils LL and L5, the

offective impedance of the parallel resonant oscillator tank circuit
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consisting of coil L17 and capacitor €9 and the refleccted Mpeéance of
coil L18 as seen from coil L17 all go together to form a high Q sories
resonant circult which results in a vexy high circulating current
through the telephone i;nstmmant when resonant wconditions are mot at a
high effective Q. By adjustment of capacitor C9 which primarily adjusts
the oscillator frequency and the adjustment of switch SW5 which changes
the effective reactance in the resonant loop a combination can be found
for the existing line condition which will give this resonant condition
in the telephone loop at the highest obtainable Q. Coils Lk and LS are
radio~frequency chokes which offer a very high impedance to the ultra-
sonic energy thersby preven';ing that part of the telephone line which
returns to the telaphone exchange frem shunting or leading -the high Q
‘resonant loop containing the telephone instrument. |

Coilgm9 and capacitor ClO are component parts of a conven~-
tional Seeley Fostor discriminator type of Fi{ deteator incorporating
tubs V9. Coil L19 couples a amall amownt of the frequency modulated
ultrasonic energy from the oscillator tank circuit into the FM detector.
The audio output of the detector is amplified by tubs V10 vhose: output
is fed to head phones or other means of auvdible monitoring or recording.
The Seeley Foster discriminator above referred to is fully anal;yzed
and described in section 35 at pages 195 to 198, inclusive, of fhe
First Edition of the book "Fiequency Modulation®™ by August Hund, pub-
lished 1942 by McGraw Hill Book Co., Inc.

Coils 117, L18, Lk, L5 end capacitor C2 have negligible effect
on the normal telephone direct and audlo-frequency currents and cause
no adverse effects on normal telephone operation, |

Alternative types of detectors and oscillators may be employed

without departing from the spirit and scope of the present invention.
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WHAT IS CLAIMED IS:

l. The method of utilizing a telephone instrument, l‘wit'.h its
recelver in hung-up position, for making sound:wayes set up adjacent
thereto audible at a distance, which comprisesiimpressing an Qltrésonic
frequency on the line leading to said telephone ingtrument, ﬁhbreby
said frequency is modulated by sound waves impinging-on the microphone
in said telephone instrument, demodwlating the pgdulated frequpncy‘and
utilizing the sound energy derived therefrom, |

2. A method as set forth in claim 1, including the step of
racording the sound derived from the modulated frequency.

3. A method as set forth in claim 1, including the step of
making the sound derived from the modulated frequency audible.

L. A method as set forth in claim 1, in which the ultrasonic
frequency is modulated by changing amplitude in accordance witp the
sound waves impinging on the microphone of the telephons instrument.

5. A method as set forth in claim 1, in which the ultrasonic
frequency is modulated by changing its phase in.accordance with the
sound waves lmpinging on the microphone of the telephone instrt}znent.

6. A method as set forth in claim 1, ‘in which the uitmsonic
frequency is modulated by changing its frequency in accordance iwith the
sound waves impinging on the microphone of the telephone instrument.

7+ A device adapted to be connected to the line of a;. telephone
at a point between the telephone and its central exchange for rendering
audible sounds occurring adjacent to the telephone instrument in hung-up
position, said device comprising means for generating ultrasoni,:c‘
oscillations and impressing them on the line, means for blocking the
transmission of saild oseillations to the central exchange, mean% for
demodulating said oscillations after they have been modulated b& the
microphone of the telephone, and means for making the demodulated

gignals usable.



e

8. A device as set forth in claim 7, in which the oscillations
impressed on the line are varied in amplitude by the microphons in the
tolephone connected to the line and the means for demodulatingf; said
oacillations comprises a rectifying detector.

9. A device as set forth in claim 75. in which the oscillations
inpressed on the line are varied in phasfe by tk;e micmpkalone in: the
telephone connected to the line and the means for demodi’;latingg said
c;scinations comprises a’balanced modulator type phase detector.

10. A device as set forth in claim 7, in which the oscillations
impressed on the line are varied in frequency by the microphong in the
telephone connected to the line and the means for demodulating,said
oscillations comprises a fLrequency discriminator type of detector.

11. A system for utilizing telephone instruments for making
audible sounds occurring adjacent thersto when the telephone i:f‘:strmnent
is in hung-up position, which compi'j.a'e-s nmeans for applying an ultrasonic
frequency to the line connected tc; the telephone, whersby said oscillations
are modulated by the microphone of the telephone associated thérewith,
and means for demodulating the modulated oscillations and producing

\
audible signals therefrom.

12, All elements of inventive novelty both apparatus and

method set forth in the foregoing specification.
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Director, FBI , : June 23, 1952
ULTRASONIC LISTENING DEVICE Em

"The entire principal can be demonstrated .with
laboratory units which. will operate conservatively within
two blocks on about one watt of powver,

No doubt there would be several situations in
which such equipment would be of value.

The second unit is a !throw away microphonet
which could be of standard concealment size and which
would need no wiring and could be activated from a distance
of a few blocks., Once activated it would function as other
microphones and pick up room conversation. Such a unit need
nerely to be dropped in an inconspicuous place in a room and’
all the other control activities would be handled at a distance,

The third unit follows from the second. It is
possible that with improvements a unit similar to the one
described above could be hidden in an automobile and conver-
sation taking place therein could be received and recorded
in another auto following at a discrete distance.

The principal involved in the throw away microphone
is closely related to the min¥bure tranciever.

The fourth unit, an 'x-ray eye!, could be placed
against certain types of walls and observations made of
activities on the other side of the wall., It is conveivable
that such a unit could be placed.on an adjoining door in a hotel
or office and sound movies made of a transaction taking place
therein.,

I shall be happy to discuss in detail any of these
items in which the Bureau is interested.

Thank you again for all the time you gave me at our
last meeting on June 6th and the friendly manner in which you
handled the discussion.

Sincerely yours, o

Eugene J, Cronin
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To: Director, FBI , .. June 23, 1952
Re: ULTRASONIC LISTENING DEVICE S A1

"P, S. Your letter of June- 17th and the enclosed copy of
Public Law 256 of the 82nd Congress just arrived. Thank
you. for obtaining this copy for me. )

G,"

Very truly yours,

Classified hy ( . -
Exempt from GDS; Catefofy 3 ™ |
Date of agsification - In
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gJ . . b7E
that secuprs in progress on the lines of
these two The contact further requested

that all condensers be replaced with switches %o protect
him in his job with his superiors, since he has cooperated
with the Bureau on a personal basis and has violated
telephone company rules in permitting non-telephone .company
personnel to alter telephone company equipment. No noti-
fication of these security surveys was given Bureau liaison
representatives by the interested agencies.

It is extremely important that the existence of
the countermeasure devices be kept gxtremely confidential
and the knowledge of them limited %o as few persons a8
possible; otherwise its usefulness may well be compromised.,

RECOMMENDATION

1. - Thgt g _program of re lacing the remaining
countermeasure condensers with couﬁ?ermeasdﬁ{jﬁﬁf?chgs
be instituted immediately By K e LaboraEoF HiEth G rrange-

!

ments being made by the Ligison Sections This will afford
the mazimum protection for the Countermeasure device itself

“and for the Laboratory's tele phone company contact. -

- san.e. time.the-Liaison. Segtion contact
300 impress upon them the necessity

0of the ﬁureau<being advised i1n advance of Work of any.type

betng gone on THE TeSigence and office. telephone. iines. and
instruments protected with countermeasure devices. It

cOiila " be suggested tHAT ERE CEBIReT Menbers night want to

80 instruct their secretaries and, where applicable, their
security officers from the standpoint of a security measure.
No mention of the countermeasure device should be made to -

these lesser employces.

N o







b7C
Director
RFMT UNIT
August 1, 1952
7. Since the item has been declared top secret, | |plant

could not meet the requirements as to the guard Jorce and other
protection required for manufacturers of top secret material.

8. Government investigative agencies could examine | |

patent application and observe his Technical setup, yet he could
not examine the application of anyone else since the item would bde
in the secrecy section, to which he would have no access. )

9. Through his attorﬁey, will probably direct a letter
. to the President of the United States, through the Secretary of
Defense, outlining the action taken by the Government sSince the item

was first shown to National Defense officials so that|

will be on record .for research expenditure deductions in connection
With his income taz.

10. The counter-measure switch, for which has applied for

y a patent, is proceeding and it GppearS G patent will be granted
o him.

The foregoing is submitted Sor the information of the Bureau.
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Memo to Mr. Harbo 1/8/5

‘

Countermewdure on telephone of

substantially the need Sfor countermeasure equipment on such
switchboard extension ingtruments.

However, in the absence of
L0 tion as to the security measures existing in
E;:fffﬁfit is felt that the Bureay may wish to suggest the
esirability of installing countermeasure units on the tumn
additional switchboard telephone instruments in room,
thereby providing 100 per cent security against The use of any
telephones within +this room Sor microphone purposes. It is
Sfurther noted that additional switchboard extensi ephones
exist in other rooms of the suite occupied by | however,
in' the absence of information indicating the neeq Jor security

within these rooms, no recommendation for countermeasures on
these instruments is being made.

REC@WHMHMYTON
1 Accordingly, unless the security of 18
known to be such as to eliminate t

he possibilTty of The use of

local switchboard extensions for clandestine listening pburposes,

1t is recommended that the Bureay consider the desirability of

-installing additional countermeasures on two such instruments

ezristing within the room where the already protected private line
ingtrument is located, - - - S
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tﬁ;ck at the working ﬁgyearénae, A drop wire may be hridged
agrogs the inatrument side of the choke and run back to a

survelllance plent at which point the RFMYT unis mey be
csonnscted. ) .

Your. miorophons aurvay report should include

1n§o€mation &8 to whethsr or not the required conditions
exist. .

Note:

A The RFMT unit 1s a development of the Laboratory and
1s a device which permits the use of standard telephone. instiu~
ment both as a telephone and microphone witho e necessity.
of entering the subjectts premises. | |is a possible
suspect in the Brink's robbery snd an authorized technical
surveillance is now in operation on his home telephone. The

Boston Office has requested authority to meke a survey as to

Py

‘the possibility of installing an RFMT unit on this technical
surveillance; '
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Appearance: Terminal; % Counts
m.a. 115-85 Pole, - 10 Gordon St. 0-926; 1068-107h
m.a. 115-8l Pole, -"16 Gordon St.  923-926; 1068-1073

m.a. 115-83 Pole, - 28 Gordon St. 919-926; 1068-1075

3 Working apppearance
35t multivle appearance

. From a description of the suspect's instrument furnished by
interviewing Agent, it is believed that it is a standard 302 type sub-
scriber's set, Upon authorization from the Bureau regsrding a detaliled
survey, the exact type of instrument will be obtained from the Telephone
Company records.

Additional detailed information is undoubtedly required and it
"is requested that the Y“aboratory immediately advise B ton as to what
information is necessary so that consideration may be given to obbtaining
same, keeping within the limitations demanded by reference letter, and
2180 1limiting contacts with Telephone Company officials to a minimum,
in view of the top secret classification of this Unit.
) In order to arrange for an agpropriate plant it is also request
‘ed that the Laboratory advise if this Vnit can be onerated from &
multiple avpearance; if it is required to place equipment directly in
series—with the subscriber's line; the distance of the plant from the
.suspect's instrument for adequate coverage, and any other pertinent facts
to aid in a detailed survey and consideration of the feasibility of
such an installation. ' '

This particular section of Quinecy, Massachusetts was an old.
established residential area. However, in recent years thére has been
an increase in dvailable dwellings and therefore increased requests for
- telephone service, but, at the same time, no increase in telephone fac-
71lities. In view of this, svare cable facilities are difficult to ob-~
~tain and in this instance no spare pairs are available in the working
box, or any of the numerous multivles, -making it necessary to run an

‘open loop some three to four city blocks along from Pair 92l at the
multiple appearance,. on & pole at| lto the nearest
availabde. spare, Pair 940 on a pole at

. In view of the running of the Statute of Limitations in this
case, and the contemplated Grand Jury in the very near fubture, it is
necessary that this office be advised immediately concerning the
Bureau's views in this matter in regard to the authorization for a
detailed survey :of: instrument and cable facilities and the use of the

RFMT in this instage







Hemorendum to Xr. Harbo X 10-37-52

Connect the yellow wire from the station mounting cord to
the "RU, "y or "GN'" on network terminals and the black

wire of the station mounting cord to "B" op "L on equaliger
Sor sets with an equalizer, or "B" on gets without .equalizer.

The yellow and black wires in the station mounting cord are
the microphone leads,

The red and green wires in the station mounting cord are the

iele%hane service leads and should be connected to "I1" and
L8,

Party Line Seruvice

7onnect the 4th wire in ¢ S conduoctor station mounting cord
to "RM, "y" op "GN'" on network terminal and the Sth wire

of the S-wire station cord to "g" op ML op equalizer for
sets with an equalizer or "B on sets without squalizer,

The 4tk and Sth wirea of the station mounding cord are the
nicrophone leads. The red, green and yeilow wires of the
station mounting cord are to be connected on the same
terninals aq the same colors of the 3-wire atation mounting
cord, - - - i ) ~

S~¥IRE MICROPHONE~TELEPHONE THSTALLATION

The following changes are required to use a Western Flectric 500 type
inatrunent for a 8-wire microphone-telephone installation. This

technigue should not be emnloyed unless the subseriber's ringer is
bridaod across the Iine,

¥

1
'

Remove the black ringer lead from “2" on network terminal
and place on "L1" on network terminal.

Install jumper prom "B" or "L" on ecgualizer for sets with an
egualizer or "B" with sets without equalizer to "¢" on network
terminals Install jumper from "R" to L1,

The yellow wire in the satation mouﬁting cord should de
connected to "@" on network terminal,

The microphone leads ‘are the yellow and green wires of the
station mounting cord,

rd

The red and green wires are




Yemorandum to ¥r, Harbo SESR—{J( 10=27-52

DE SHITCH HOOK

The followiny alterations are required to use a Feastern Flectric 500
type instrument Sor a DX switech hook installation, This type of
installztion should be used on a Iine where micropkone covercge i3
desired and ihere are nore thar one tnstrunent on the subjectts Iing
or for miorophone coverage on party line telephones.,

Bridge Rincer

>

‘Remove slate yellow from "n2" on network terminal and put on
"L" or MBY on equaliwer for gsets with an equalizer or "M with
aets without equalizer,.

Remove alate white pfrom "L" on equalizer or "B" on sets without
equalizer (if too short tape end gnd conceal) and "gM" qnd pyt
on "L3" on network terminal.

Remove slecte from "L2" on network terninal end put on “¢" on
network terminal,

Remove glate from "A" on network terminal and put on "g? pp
network termingl,

Remove black ringer wire from "™ on network terminal and put
on "L1" on network terminal,

Inatall jumper from "L2" on network terninal to "AY on network
terminal, ' .

Inatall jumper pfrom "1" on equalizer of sets with equalizer
or "B" on sets without equalizer to "C" on network terminal,

The yellow from the mounting cord should be connected to "%
and the black wire in the mounting cord should be connecoted

to terminals "RF" on the equalizer or the handset terminal
block,

" The yellow and black wireg eréSE

nicrophQne lecds,

The red and green wires are connected f/ /i yKewal points
ond are for telephone service.mmww T~ *

Larty Line Service

Dﬂte of Deeliss oy walssaris

Remove slate yellow from "L2'" on the network terninal .and put
on "L" or "M op equglizer Sfor sets with an equalizer or "3
on sets without equalizer, )




Memorandun to Mr, .Harbdo

.

S

Remove slate white from "g" on network terminal and "'L” or
"3 (i too short tape end and conceal) and put on "L2" on
network terminal,

10-27-52

Remove slate from "4" and "L2" on network terrinal and connect
to 4th wire in gstation mounting cord,

Tnatall jumper from ML2" to "A" on network terntnal.

Inatall jumper from "L" on equalizer for sets with equaltzer
or "B" on sets without equelimer to "G" on network terminal,

Comnect G5ih wire in mounting cord to "BY" on the oqualizer

. or the Randset terminal bdlock.

The 4th andl5th wires of thée station mounting cord are the
microphone leads,

The red, green and yellow wires of the station mounting cord
connect to their uwsual points and are for telephene servioe,

SPUT

The following must be completed in order to remodel the network of a
Featern EFlectric $00 type instrument gso shat the Instrunent may be used
on o surveillence employing the SPUT unit.

Digconnect all leads to network. Drill out mounting rivets
holding network to telenhone bage,

The complete network nust be removed Srom the case, This
ts done by bending back the 8 ertmped lips protruding above
the network metal casing, .

The complete network is then put itn a oontainer with syfficient
Water to cover gprozmimately 3/4 of the netal casing and the wat
brought to a doiling point or until the waxr has melted making
i1 possidle to remove the plcstic terminal board of the network
a8 well as the internal components from the metal casing,

Upon completion of the above a jumper i3 pleced from "pt

to "L1" and o Jumper reststor from "¢" to "L2" op A" and a
o35 MFD 150 ¥,V. condenser in’ SP parallel with the resistor,
The jumper and the resistor condenser corbination should be
concealed gmong the co nents underneath the network terminal




Hemorandum to &r, Harbo 10=E87=52

¥hen repotiing the remodeled network Castone should be
enployed as a filler in place of the original sealing waz.
To conceacl the alieratians c small amount of the sealing
wax 3hould be instelled in the hole in the center of the
plastic network cover,

The complete network should be reinstaelled on the telephone

base with all of the wires being connected %0 the ortginal
pointsg, .

In order to complete the survetllance *he operation and installation
procedures previously outlined in detatled instructions to the fileld

entitled "Menuel Reset Single-Pair Miorophone~Telephone Unit' should.
be followed. :

CONCLUSIONS

The Western Flectric 500 type telephonc. tnstrument represents
an improvement in desigrn and transmisaion qualities over previous
instruments heretofore placed on the market by the teiephone industry.
It {8 obvious from the foregoing alterations which are necessary to
provide covercye desired a8 a present doy investi rative technique that

this instrument does not lend itself to e¢ase of alteration and/or
tnstellation,

. These experiments reveal the best microphone covercge was
obtalned :1th & milllanperes of ourrent flowing in the microphone

circutt. For current lower than this value microphone coverage was
curitatled and with current exceecding this value the inherent carbon
“Risa" became excessive in preporiion to the increcse in the area covered.

ACTION

For infermation onlys XNo agotion regquired,
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Memorandum to Mr. Harbo : January 7, 1953

CONCLUSION

Lo . _Accordingly, it must be concluded that there'is no known
practical way at the present time %o tnsure security of telephone.
conversations and that (

Laboratory will continue to keep abreast of developments in this Siteld
Jin order to insure that any practical improvement. may be applied to the
lBareau’s broblems as rapidly as possible.
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This invention relates to a devics or attachment for desk,
hand, hand combination, wall, key and other type telephoné instrunents
to prevent using the microphones thereof for picking up or overhearing
conversations in the areas where the instruments are located. If a
telephone or its associated set of wires is properly taprd, the trans-
mitter (microphone in the nouthpiece) or receiver (microphpne in the
earpiece) can be rendered operative so as to pick up conversations in
the vicinity of the telephone even though the instrument is not in
actual use. Successful tapping may be acccmplished merely by the
installation of extra wires alone or by the installation og extra wires
and the appliication of the necessary current to activate tﬁe microphona,

The principal object of this invention is to proﬁide a means
and method for completely deactivating telephone microphones at such
time as the associated telephonss are not in use.

Another object of this invention is to make the means used
as inconspicuous as possible,

Still another object of this invention is to prov#da a micro~
phone short-circuiting switch which will not interfere with‘the normal
use of the telephone on which it is used or with the operation of the
equipment in the central office to which it is connacted.

The above and other objects of the invention will appear more
fully hersinafter from the following detailed description when taken
in comnection with the accanpanying drawings which illustraté represen-
tative and, preferred forms of the invention. It is to be expressly
understood, however, that the drawings are utilized for the purposes
of illustration only and are not desgigned as a definition of the 1imits
of the invention, reference being had for this 1atter<purpose to the

appended claims,




In the drawings -

Fig. 1 is a schematic diagram illustrating the subscriber's
equipment of a conventional telephone together with means for short-
circuiting the carbon button microphone at such times as t%e subscriber!s
equipment. is not in use,

Fig, 2 is a schematic diagram illustrating an alternative
embodiment employing separate stacks of switch contacts for short-circuiting
both the transmitter and the receiver microphones when the| telephone is
not in use. |

Fige 3 is a side elevation partiailx'in saction §houdng one
arrangement for adding extra switch contacts to the conventional switch
hook stack of contacts.

Figs. It to 9, inclusive, are plaﬁ,views showing éhe approximate
size and shape of representative switch spring contacts used in sub-

scriber telephone equipment.

In Figs. 1 and 2 reference characters 1 and 2 denote the sub-
scribers telephone line., The carbon button microphone is Aesignated
"Transiitter® and the receiver is designated "Receiver®. The other
components of the subscriber!s station including inductionjcoil, bell,
condensers and switches are.shown schematically,

The microphone short-cirsuiting contacts 3 and hi(surrounded
by dotted line: 5) and the connection of these contacts to the micro-
phone leads constitute the departure of Fig. 1 from the conventional
telephone subscriber's equipment.,

The microphone short-circuiting contacts 6 and 7 and the
receiver short—circuiting contacts 8 and 9 and their connections to the
respactive instrumentalities constitute the departure of Fig. 2 from

the conventional subscriberts telephone esquipment.
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The present inventaon consists of tvio or more axtra switch
contacts similar to or ldentical with those used in a felephone instru-
ment, These extra contacts may be added to the switch nomially used in
an instrument as shown in Fig. 1 or they may be installed as a separate
stack. The extra contacts are wired in the‘telephona circuit so that
the transmitter (as in Fige. 1) or both the transmitter and the receiver
(as in Fig, 2) are short—circuited while the phone is not ip use. The
act of putting the phone in use automatically removes the short-circuit
and restorésrthe, instrument to its conventional operating circuit.

This short-circuit across one or both microphones. (the con~
u”«ventional recaiver is capable of acting as a microphone) renders them
inoperative as soon as the instrument is "hung up'. Theref&re, any
tapping of the phone or its associated wires for the purpose of picking
up conversation in the area of the instrunent is rendered useloss.

The switch contacts of this device are made of a spring—type
metal which is also an excellent eiectrical conductor. The cost of
the contacts is' noininal and they are made in conslderable quamtity by
the manufacturer of telephone insiruments.

Standard type telephone switch contacts are used since thsy
are not foreign to existing equipment and will not attract uhdue at-
tention even by persons trained in telephony. Only those contacts
which are found in a particular type, etyle,;or make~up of i;strunent
are used in that instrument which further tends to eliminatafthe des-
tection of the device by unauthoriged parsons.

The device is completely concealed %ithin the teleﬁhons in~
strument case vhich must be open before the device can be observed.

) ‘

Even with the telephone instrument case open the switch contécts cannot
be detected easily without a physical tracing of the wires.
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The device will opsrate on all types of instruments. The
spring tension in the switch contacts is preferably chosenf to be such
 that a short~circuit will be put on the microphone as soon; as the
receiver or hand-piece is "hung up", regardless of whether the instru~
ment, receiver, or hand-piece is tilted ‘or canted at an ang}a. By the
same token, the angle of the receiver or‘hé}:d—-piece does ‘nc{m affact
the conversational operating circuit when the ph?ne is in zjxse because
the short-circuit on the microphones can be established on:j.y by
physically depressing the hook or plunger oﬁ which the recefaivez‘ or
hand-piece is placed. . |

Also in keeping wit}} nomal operating conditions,i the short~
circuit is broken before any of the conventional circuits a\ré egstablished
when the telephone is first put in use. When the phone is 1'5hung up" the
conventional circuits open as they would no;":nglly do befon; the short-
circuit is made across the microphones. Thus, there can be,‘ no inter-
‘ference with the operation of the central télephona office {equipment
as would be the case if the shorb-circuit could be establis}hed in-
depsndently of the action of the switch in the telephone iﬁstrmnent.
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' | WHAT IS CLAIMED IS . L
LS ' '
1. A devi¢e for rendering the microphone of a conventional.

telephone instrument inoperative at all times-when the telephone is
\

in Shung up" positionbcomprising a switch connected to the microphone

1

leads, and meanevforfcloeing said switph‘wben the telephonetinstrument

is. placed in the “hung‘upﬂrpoéition.
k 2+ A device as set forth in claim 1, including e{Second
switch connected to. the receiver leads, and'eeans for closing said
second switch when the telephone iesﬁrhment‘is placed in tﬁ%‘"hung‘up"
position, | i
3: A device. as set forth in- claim 2 1ncluding .means fbr

preventing the closure of -said switches except'when the telephone

|
’ |
he A method for rendering the microphones of a conventional

instrument is placed: in. the "hung up" poeition.} ' o
- - N

telephone instrument inoperative at all times when the telephone is'
not in use An its nommally: intended manner, which oomprises\applying
a short-circuit to said microphone at such t;mag as the telephone

instrutient is in the "hung up" position.
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Hemo to the Direotor
from D. M. Ladd

Referral/Consult

EL

on January 2 Fa

nically contacted

Buregu some recently

of [ ]

Gno acvisged that he wanted to furnish the

developed information eancerning tﬂg<ggtzuiziap
On _the same date Papich conferred inith

I

. following—rmrormuTrIonUUS GETEIoD

- With the foregoing individuals.

_ “The
Pead Dy Agent Papioh in his interview




Meno to

from D. ¥, Ladd

¢ rectd
he Director Referral/Consult

ACDION:

This matter {s being drought Ho the attention of the

Criminel Diviaion oftke- Department; and elgo to the Office of -
Spgoial Investigations of the Air Force inasmuch as, General Quesada
t@ an Air Forge personglity and because ¢olonel H. Mi HMoCoy,

Physical
attent

Security Fquipment Agency, deloyed in bringing %o the

en of the Offtce of Special Investigationa the faet that -

wes in posscssion of a listening device. Thip delay nadel.
it possible jbr{Zf:;ffiﬁa meke a demonstrabion witholt the knowlédge
of interested agencicas :

interview
mnatter.

b6 Per the FBIT

The Woshington Field Offtce 18 being instructed ©0/C
for all pertinent details coheerning ihe instant







He M. MocCoy, 'bke heg
by

bt Per the FBRT

S RE']} - b7C

agency for contracting for the acquisition of such device for
uge within the continental and territorial United Stetes, and
the Central Intelligence Agency was designated as ithe sole
egency contrecting for such acoquisition for use abroad,.

Referral/Consult

gn February 15, 1958, reported
to the Criminal Divieion that a New York Company, the Alertronic
Protective Qorporation of America, was indicated to bhe engaged
in the monufacture of ulirasonic ligstening devices which were

the same or aimilar to the one that was the subjec the
President's Secrecy Order. The leak, according +

could hauve been;:::;;]umo had sgvered his relations with
Regearch Products and was warking with the Alertronic group

in & Fashingtan, D. C. organization known 68 Tocsin Electronic
Bngineering company. -

Inveatigation disclosed that FBRI KO |
had a robbery convietion in Pennsylvania In I934, and Kk

given o dishonorable digcharge from the U, S..Army in 1932 by
gentence off a general court~nartial on charges of stealing.

- Inveatigation waes instituted of agnd his
associates, some of whom had Communist a8S0CIGTIONS.

Under daote of July 1, 1952, ithe Burequ Laboratory,
through two Special Agents, [filed ¢ patcnt application for the
ultrasonic listening device under the terms of the Inuvention
Secrecy Act, and a taop accret classification was placed thereon,

‘During the course of the investigation of et al,
an interview was conducted with | £, Teohknica irector
of. the Physical Security Equipment who was a close
business and pergonal associate of . Both and Colonel
ol gge-f%ysiaa ecurity Equipment Agency,

% }7
Exempt frot

cclassifl
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volunteered they felt was completely at a loas concerning
the technical detatils of the device. (Colonel Mooy stated that
he was completely convinced in his own nind that Alertronie wae
not exzperimenting with the ultrasonic listening device which waas
the subject of the Presidentiacl Ordera

DETATLS :

Under date of January 23, 1953, the Office of Special
Invesiigations of the Air Force forwarded to the Burecu a signed
memorandum from Colonel H. M. McCoy dated December 23, 1952,

eoncerning & visit which he ho

d paid to the Tocsin Electronic

VAomnmw

. Seeurity Equipment Agency. Referral/Consult
Photostats of au ! 2 ed

Engineering Company on December 22, 1952, 4ccording to McCoy's
memorandum,| has developed a radio frequency telephone
tapping dev 1Toh was an improvement over the ultrasonio
device, which was the subjeot of the Presidenticl order, “Sumney
damonatrated i1t Sfor UeCoy. According 10 MoCoy's memorandun, he
told| lhe would ge¥ the matter into channels immediately,
8ince wanted to offer i1t for salée. ' '

The memorandum preparsed by HeCoy did not reach the
Office of Special Investigations until Jenyary 28, 19583,

dince the information now supplied to the Office of
Special Investigations by WeCoy contradicts that Jurnished by
MeGoy to the Washingbon Field Office, December 20, 1952, Washington
Field is being furnished ¢ Photosiat of MoCoyl's memorandum with
tnetructions to toke & signed statement Jrom MeCoy in the
Fashington Field (ffice and not on the premises of the Physical

t0 the Crimninal v |

minal Divigion Is being requested to advise
the Bureau promptly a8 to what aotion aan be taken with regard
o under the purview of the Invention Secreoy Act or
any other Federal statufes. The communications are attached,

SE T
Y2 7=
Classified by #4 i <

Fv 23
Tl of Beels
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3. It is further recommended that the Bureau may wish
to suggest to an appropriate official of the new administration that
countermeasures be installed in +the Hashington residences of the new
Cabinet members after they have become permanently located in
Washington.
4

4 - 3 3: L ew the foregoing recommendations

3 éggEggqygllggg?ary 13, 195 My views on Sforegoing

&ﬁ@ : ) l. I agree that thﬁ_nﬁm_Admini8i2aiian_shauld_$a_anann¢Fy
informed of the installations

S made for us to check the
installations to see that they have not been disturbed since we ini-

tially made them, oo - ‘6—-6» haiien - o fBden Tom 20 oo
2. I agree that arrangements §hould he made ta zemove the
“Tcountermeasure devices on the residennac

1 and other
| If believed feasible

vv woula be preferable that Liajison moke such preliminary _contacts

prior to January 20 sc _thet arrange
matter before any of

Washington—=a separate memorandum has been submitted ad-

Lou,

- t vising of the telephonic_arrangements made hul -
‘% ecurity Officer in the (20 rempye
the .countermeasure units nCcesS O |

subject to the Director's approval. I do not believe that
any steps should be taken looking towar i

measure units from the residence
! o AN botpiiate ==

& 3. I agree that_tha_ﬂuzaTu should promptly bring to the
N attention of the desirability of installi
'Fqﬁ couffffﬁeasure units in the Washington residences qf| |
Aff‘ after they have become permanently located in WaSAington. :
///Theidesirability of handling this at an early date is shown by the

| 4 Security Of.ficer in the
rngrcated thaot he intends to raise This sudbject with the

1-13
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In y countermeasures
ard S wn Tne offices listed below. The

officials named are those who o
installations were made.

Room Number

ccupied the offices at the time the

Number of Phones
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e

Nl

e e -

TOTAL 22
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The following list reflects the names of

| who have countermeasures

I
in therr offices. T
¥ ‘J

OFFICE ADDRESS

b7E

and other ]

tn the phone instruments

INCUMBENT

NUMBER OF

_PHONES _

W W

Gobd Ui~

TOTAL

40
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eflects the names of

.and other

who have coyntermensiuroe Tn dbha i 3
th vherr resvdences, and who mgy _
- S L4
YAME OFFICE el nnprec Nggsm 23
7 ONES
4
2
3
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2
S
4
2
4
3
TorAL 35
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Memorandum to Mr. Harbo ‘ b7E February 10, 1953

¥
s

1 On 2.0 1n. 859 v 'sa-b

The
unlisted telepnone KEZ 7~-1500 worked in a pole box.along the alley hpehind
the' residence and multiples in 2 nearbu pole boxes: namely rear of
and rear of

é * The second telephone line at_the residence isl |
czrcuzt Sfrom the Security Board of the| lextension
385, ST 3-0333. It works from a pole box at The corner ofl |

andr and multiples in 3 nearby pgle boxes: namely reor
rear and rear i

The cables in this area are crowded and no possibility exists
off obtaining non-multipling pairs until the telephone company can
install new ¢able for the entire areaq.

[

Countermeasures were installed on all 4 residence telephone
inétruments on 2-9-53 by SA Pfafman and Techknician W. &, Stevens.
J%ree instruments are connected to KE 7-1555 and one instrument is
coqnected to extension 385, ST 3-0333. .

2

Countermeasures were installed on both instruments in
| |Qﬂfice and _on the extension instrument for the
unlistead line located in of.fice by SA Pfafman on 2-10-53.

ACTTON {

- The Laboratory will follow the matter of arranging for
relocatzon of cable assignments to eliminate multzples whe re posswle as
zndzcawed above., The above information is set out in detail in order
that Mi. Nichols may make the results of the security check available %o
the Vice President. In this connection it is noted that all lines were
checked with no evidence of tampering found and that countermeasures
have been installed where requested., It is further suggested that Mr.
Nichols may wish to remind | | that the countermeasure

is intended to protect against use of the telephone microphone %o pick
up' room conversation while the telephone is "hung up”, and the counter-
measure offers no protection agaznst clandestine recovery of a telephone
conversation when the telephone 1S tn active use.

pw-ﬁ»:o& %ﬁ&ﬁ‘
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SECURITY INFORMATIOY - W

you mey have in this aonnections I will be pieased to have
you completely briefed.

With assurances of my highest regerds,

Sincerely yours,
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STANDARD FORM NO, 64
€

Oﬁcg M€77Z07’ ﬂﬂdﬂm * UNITED STATES GOVERNMENT

DATE: Februajj741(}953
'I§U£N;E L~ \ ’

o Mr. Harbo

FROM Ie ¥, Con
#
SUBJECT: COUNTERMEASURE INSTALLATT ONS IN
SYNOPSTS
, Existence of countermeasure switchegs in ;z;x’
telephones is known <o telephone company foremen, Tepairmen —£f LS
and installers mhn mank aw e “tallatinne n*l | W/ 7
| nd o |personnel : &;lgi
{alleged toTave 1ndvcated to telephone conm irmen and instdidenr
th% Jact that FBI did security work on Lelephones and q\j
Special instruments are used. Employee o elleged to hauve
contacted commerciql representative of telepnone company to solicit his

cooperation in locati asure equipped instruments which ha ve
]been moved uround in Telephone company employees have not
altered countermeasy €8 and accept them as special

installgts - Recommended that Liaison determine who

(}) handles velephone orders and discuss securidn nature of

countermeasure installations with appropriate officials,

.

DETATLS > "’t«“@’ o
. On 2-5853 S4 Je' Y. Matt

1 learned of “the SJollowing pfrom the
Laboratory's telephone co tact regarding countermeasure
installations in | - : - T

of the telenﬁﬁng_nnmnamurdistrict

which sger [ indicated. that personnel

had talked to his vnstallers and repairmen ab that specigl
wonk of a security nature hod en done on -belephones
by FBI Agents, personnel dTd@ noT EKhow exactly what had
been done erCepTTnOT TN Telébhone i fruments had been worked on,

One particular repairman of crew, wh ble,

had noted ¢ _couniermensure switch in some of instruments
and called attention to the Sact e way e switch

was wired the microphone i mouthpie ce’ would be shorted out when the
instrument was hung up., [ﬁf:ffjhimseLf has been aware of this special
switch ever since he became® foreman of the Treasury ‘district
approximately 8 months ago. :

: ' |also indicated that ﬁ?dZad recei ved ¢ call from a

| o |on 2-3-53, who is the commercial telephone company
reéresen‘bati ve in oharge of witting un 20rk orders for I
telephone installations. Stated that someone at the

cec .~ Mr. Kéay,'Boom fagm e

{

] ] ; - & -~ ;
I urh LAY , Z’; J-760-/5 % 4
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Memorandum to Mr. Harbo February 5, 1953

had called him et <Te} o) instruments with
"special springs" were missing at and wanted to know
if | knew anything about €. | stated that he knew

He further indicated that he did not

nothIng of these instruments.
Jknam_ihe_idlntity of the person at| who had called

lpp the telephone co

co@erinJ R
has aduvi
g

Whi:

ed The Laboratory telephone coﬁpqny contact that his workmen
2 pecial job before and ofter the recent tnaugurction at
were told byl personnel that special
instruments were used in Jor security purposes.
Several of his epairmenlﬁ63§_ﬁ6¥53_$ﬁaf some of the instruments at
are equipped with an extra pair -of contacts. (This
“ETTTADUIT 0f contacts is the one that shorts out the transmitter in

the *elephone in the countermeasure switch, ) The identity of | |
personne de the statements could ndét be learned. Both

) and told the Laboratory telephone company
av their installers and repairmen had not disconnected this
extra set of contacts but had me it as o new style of

switch which was being used i

Lt. Col. MeNalley of the Signal Corps Office of | |
has been in charge of the countermeasure installations There
since they were originally put in in 1951. He is well aware of the
JSact ‘that the countermeasuresfare~ciassifted; MeNalley has indicdted
t0 SA Matter that h thing to do with writing up the telephone

rs for ! 7hen