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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/02/2008

To: = Cyber Attn: CIU-1, SSA

From: Washington Field
CR-17
Contact: SAl |

Approved By:

\

Drafted By:

A3694
Case ID #:bégéA—WF—Ng%'9'%Eending)
288-WF-C225856-801 (Pending)

~1 O
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Title: UNSUB(S);
. US COURTS-VICTIM;
COMPUTER INTRUSION-OTHER

Synopsis: Document case opening.

Details: On September 24, 2008| | Administrative
Office of the United States Courts, | |contacted the
Washington Field Office to report a compromise of the U.S.
Courts PACER system.

The U.S. Courts implemented a pilot project offering
free access to federal court records through the PACER system
at seventeen federal depository libraries. Libraries
personnel maintains login and password security and provides
access only from computers within the library. PACER normally
carries an eight cents per-page fee, however, by accessing
PACER from one of the seventeen libraries, users may search
and download data for free.

Between September 4, 2008 and September 22, 2008,
PACER was accessed utilizing login information from two
libraries, participating in the pilot program, from computers
outside the library. .The Administrative Office of the U.S.
Courts reported that the PACER system was being inundated with
requests, one request was being made every 3 seconds.

The login information that was compromised was that
of the Sacramento County Public Law Library and the Seventh
Circuit Court of Appeals Library. User name SC5449 was
assigned to the Sacramento County Public Law Library in
California and WM1788 was assigned to the Seventh Circuit
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To: Cyber From:‘Washington Field .
Re: 288A-WF-NEW, 10/02/2008

Court of Appeals Library in Chicago, Illinois. The two
accounts were responsible for downloading more than 18 million
pages with an approximate value of $1.5 million.

A case will be opened to further ] ' e this
intrusion. The case will be assigned to SA
CCIPS Trial Attorney [will support the
investigation.

bé

biCc |
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To: Cyber From:.Washington Field .
Re: 288A-WF-NEW, 10/02/2008

LEAD (s) :
Set Lead 1: (Info)
CYBER
AT CYBER

Read and clear.

*




. ---- Working Copy ---- . : Page 1

Precedence: ROUTINE Date: 10/16/2008
To: Washington Field
From: Washington Field

CR-17, NVRA
Contact: SAl

b6
Approved By:| | ‘ B7C
b7F
Drafted By: | |
Case ID #: 288A-WF-238943 (Pending)

288A-WF-238943-GJ (Pending)
Title: UNSUB(S) ;
US COURTS - VICTIM; ‘
COMPUTER INTRUSION - OTHER
Synopsis: To open the following subfile.

Details: In order to maintain proper case management, it is
requested that the following subfile be opened:

288A-WF-238943-GJ Grand Jury material

Case ID : 288A-WF-238943 Serial : 3
288A-WF-238943-GJ 1
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 11/18/2008

On November 4, 2008, CCIPS Attgrnev| )
provided SA| | and sa| with bo

I%tled Open Access to Government Documents, by | Ezg

The printed slides are maintained in an FD-340.

Investigation on 11/04/2008 a Washington, DC

Fie # 288A-WF-238943 ~ L/ Date dictated N/A
be
by SAl b7C
b7F

This document contains neither recommendations nor conclusions of the FBI. It is the propert'y of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _11/06/2008

On November 4, 2008, of The o
Administrative Office of the US Courts provided three cd's Efc
containing PACER logs for September 2008 to SA| | b;F

The cd's are maintained in an FD-340.

Investigation on 11/04/2008 at Washington, DC
Fle # 288A~WF-238943 ~5 Date dictated N /A
b6
by SA b7cC
b7F

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and Is loaned to your agency;
it and its contents are not to be distributed outside your agency.

|ed, wpct
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/06/2008
To: Washington Field
From: Washington Field

CR-17, NVRA
Contact: SA

- b6
Approved By: | . b7cC
b7
Drafted By:
Case ID #: 288A-WF-238943 - (Pending)

Title: UNSUB(S):
US COURTS - VICTIM;
COMPUTER INTRUSION - OTHER

Synopsis: To document meeting at the Administrative Office of
the US Courts.

| |and

of The Administrative Office of the US Courts =~ - be
(U3 _Courts), CCIPS Attorney | sa " Jand T B
sa| | met on November 4, 2008 to discuss bh7F
captioned case. | |Erom the PACER Service Center was

on conference call during the meeting.

The pilot program included 17 federal libraries
where computers were available to the public. The program
went live in November 2007. Thexre are 850,000 registered
PACER users. US Courts thought people who would not go to the Q
courts to access cases would be willing to go to the
libraries.

Each federal court keeps a docket and has a ‘separate
server on the public side of the internet. A billing log is
created at each court. At the present time, the log is kept
locally in each district court. They are moving to a
centralized system.

Accessing the PACER system is an internal process.
The librarian has to a log the user in and also log the user
out at the end of the session. Sign-in sheets were not
required. Some libraries keep sign-in sheets, but people use
fake names.

4 wed




To: Washington .d From: Washington Fie&

Re: 288A-WF-238943, 11/06/2008

Users are assigned a terminal in the library. After
the user is logged in, they can log in to anywhere in the
PACER system.

Passwords were compromised at the Seventh Circuit
Court ‘'of Appeals (SCCA) in Chicago and the Sacramento Public
Law Library (SPLL). SCCA changed their password on September
1, 2008, two weeks prior to the compromise. SCCA is located
inside a federal courthouse. SPLL had not changed their
password since the pilot program began, which was 11 months
prior to the compromise. SPLL is located inside a public
library. SCCA and SPLL did not belong to the same institution
but both use AT&T DSL service. SCCA and SPLL are not on US
Courts' private network.

At SCCA, users were manually logged in by the .
reference technician with a one hour time limit. At SPLL, a
script was used for log in and only four people came in to use
the system during the pilot program. The script was developed
in Alaska.

The compromise took place from September 8-22, 2008.
During  this time, 34 district courts were accessed. Over 18
million documents were downloaded with a total cost of $1.5
million. There was one continuous session with one log in and
access was made every one to two seconds. The compromise took
place during regular business hours. Data that was’
exfiltrated went to one of two Amazon IP addresses.

Sequential case numbers were taken, starting with
older cases from the 1990's and working forward. Specific
types of cases were not targeted, all cases were downloaded.
Entire dockets were downloaded, including all corresponding
documents. Everything downloaded came from district courts.
US Courts was unsure if the cases were civil or criminal.
There was no script development so it may have been a PACER
customer who already knew how the system worked.

Older dockets may have contained privacy related
information. Social security numbers and alien numbers may
not have been redacted from the older cases. Cases dating up
to 2004 ‘were downloaded from the Colorado District Court.

The Colorado District Court reported their server
was running slow and effecting performance. A follow-up to
this complaint found that the PACER system was being accessed
from outside the.libraries. The billing log for PACER logs
the IP addresses used for access. Two IP addresses were
coming from outside the libraries.




To: Washington .d From: Washington Fie&

Re: 288A-WF-238943, 11/06/2008

When the compromise was discovered on September 22,
2008, .the accounts were disabled. The notice to the public
did not mention the intrusion. At a meeting regarding the
PACER system, attendees were told that the pilot program was
shut down due to a security breach. The librarians present at
the meeting did not ask what happened, just if it happened at
their libraries.

Theoretically, this could have been someone trying
to build their own database and offer the same service as
PACER. PACER does not presently have any competition. Other
similar services pull their information from PACER so
essentially, PACER is behind all other services.

US Courts is concerned for the following reasons:
someone was able to get the passwords for SCCA and SPLL, a
large number of documents were downloaded, the compromise was
fairly organized, who ever did this knew the script, and the
pilot program was well advertised. US Courts needs to know
how the passwords were taken. ‘

_ Since the pilot program began, there have been two
other incidents. In one incident, an intern at the Federal
Reserve was looking up accounts based on Social Security
Numbers for a project. The intern's laptop was logged onto
the system by a librarian, using the library's wireless
access. The laptop stored the password and the intern was
able to log on outside of normal business hours. The second
incident occurred in Texas. The user was accessing the system
during normal business hours from a laptop, utilizing wireless
access.

*
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FEDERAL BUREAU OF INVESTIGATION

On November 7,

2008,

Date of transcription 11 /10/2008

of The

Administrative Office of the US Courts provided library contacts
for the Seventh Circuit Court of Appeals in Chicago and the
Sacramento Public Law Library.

Library Name:

Wm. J. Campbell Library of the

U.S. Courts

Library Address: U.S. Court of Appeals for the e
Seventh Circuit e
219 S. Dearborn
Room 1637
Chicago, IL 60604
Depository
Coordinator:
Phone Number:
extension
Email Address:
Library Name: Sacramento County Public Law
Library
Library Address: 813 Sixth Street
Sacramento, CA 95814
Depository | |
Coordinator: -
’bb
Phone Number: l | bic
Email Address: |
Investigation on 11/07/2008 st Manassas, VA
File # 288A—WF—238943“"7 Date dictated
bo
by SA]| | b7C
b7

This document contains neither recommendations nor conclusions of the FBI.

_il.ar.rNits contents are not to be distributed outside your agency.

L1

It is the property of the FB! and is loaned to your agency;
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Automated Serial Permanent Charge-Out
FD-5a (1-5-94)
Date: 12/04/08 Time: 12:26

Case ID: 288A-WF-238943 Serial: 8
Description of Document:

Type : INSERT

Date : 11/17/08

To : WASHINGTON FIELD

From : WASHINGTON FIELD

Topic: ATTACHMENT 1: LIBERIAN TIMES ARTICLE WRITTEN BY RODNEY D. SI
Reason fof Permanent Charge-Out:

incorrect file number

Transferred to:

Case ID: 288A-WF-239203 Serial: 6

Employee: b7C




- \US Courts -- PACER data coméromise Page 1 of 2

US Courts -- PACER data compromise

Sent: Tuesday, December 02, 2008 5:19 PM
To:
Cc: ‘
Attachments: docket.html (11 KB) ; PublicResource_Ltr.pdf (71 KB)

[ ]

As we discussed, the files on public.resource.org (link below) match our list of compromised courts exactly with
one minor exception. There were a few pages downloaded from ILSD not posted there. | have also attached a
letter from| |public.resource.org, to the US Courts that discusses an "audit”
he is conducting of 32 district courts -- and it would appear that he is auditing the compromised data. Finally,
you might find the PACER recylcing guide on the website interesting, particularly Q13 about the Thumb Drive
Corps (http://pacer.resource.org/recycling.html).

-1

~
T 0

We really appreciate your efforts.

Best reqards,

Administrative Office of the US Courts

weem Forwarded b)i:I)CAIAOlUSCOURTS on 12/02/2008 05:07 PM ——-
:ISAT/AOIUSCOURTS T'I |

°1:|DCA/AO/USCOURTS@USCOURTS

12/01/2008 03:31 PM : .
Subject pe: Fw: By any chanceLink

Just in case you would like a little more verification. pulled this out of the data off that site. Notice the
transaction receipt.

-1

oo
1
Q

[ Jfound the following in the VAED file:
31,998 total transactions for the summary option.

19,890 belonged to wm1788. ‘
12,108 belonged to sc5449. '

I think it leaves little doubt about the "who." | am very curious about the "how." -
Thanks,

hitps://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACM;YIO0bnGQL1k... 12/9/2008

N ——



. US Courts -- PACER data compromise Page 2 of 2

[ Pcanowscourrs T __JsAT/AO/USCOURTS@USCOURTS
‘T ICA/AOIUSCOURTS@USCOURTS

11/28/2008 02:35 PM Subject Fw: By any chance

?7? ‘
-~ Forwarded b] bCA/AOIUSCOURTS on 11/28/2008 03:35 PM —---

| PCA/AC/USCOURTS To
|:p0NA0/uscoums

cc

11/28/2008 03:34 PM Subject By any chance

Do the courts with the compromised data correspond to those recently uploaded at:

http://bulk.resource.org/courts.gov/pacer/

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACM;YIO0bnGQL1k... 12/9/2008




file:///J:/US%20Courts/docket.html

CM/ECF ?
e Query

Reports

o Ultilities

Logout

1:01-mj-00574-TRJ USA v. Jones, et al
Date filed: 05/30/2002
Date terminated: 07/05/2001
Date of last filing: 07/05/2001

History

No.

Doc.

Dates Description

Filed: 05/30/2001 {Warrant Issued
Entered: ‘ 05/31/2001

Docket Text: Arrest WARRANTS issued as to Dwayne Marquell Jones, Khincey Nevell Barnes
(avax)

Filed: 05/30/2001 |Complaint
Entered: 05/31/2001

Docket Text: COMPLAINT as to Dwayne Marquell Jones, Khincey Nevell Barnes(avax)
Modified on 06/15/2001

Filed: 05/30/2001 |Affidavit
Entered: 05/31/2001

Docket Text: AFFIDAVIT by USA as to Dwayne Marquell Jones, Khincey Nevell Barnes Re:
[1-1] complaint (avax)

Filed & Entered:; 06/07/2001 | Arrest

Docket Text: ARREST of Dwayne Marquell Jones, Khincey Nevell Barnes (dana)

Filed & Entered: 06/07/2001 |Initial Appearance

Docket Text: Initial appearance as to Dwayne Marquell Jones, Khincey Nevell Barnes held
before Magistrate Judge Thomas R. Jones Jr. ( tape 183) USA appeared through: Parker Dft(s)
appeared through: w/o counsel. (Defendant informed of rights.) Matter called, govt requested
detention- granted, court to appoint counsel as to each deft. Matter cont. until 6/11/01 at 2:00
pm for PH/DH. Deft remanded. (dana)

Filed & Entered: 06/07/2001 |Preliminary Examination

Docket Text: Preliminary. Examination as to Dwayne Marquell Jones, Khincey Nevell Barnes
set for 2:00 6/11/01 for Dwayne Marquell Jones, for Khincey Nevell Barnes (dana)

10f2

Filed & Entered: 06/07/2001 |Order

Docket Text: ORDER OF TEMP. DETENTION as to Dwayne Marquell Jones, Khincey Nevell
Barnes Detention Hearing set for 2:00 6/11/01 for Dwayne Marquell Jones, for Khincey Nevell
Barnes ( Signed by Magistrate Judge Thomas R. Jones Jr. ) (dana)

12/9/2008 1:53 PM




file:///J:/US%20Courts/docket.html

Filed & Entered: 06/07/2001 |Warrant Returned Executed

Docket Text: ARREST WARRANT Returned Executed as to Dwayne Marquell Jones on
6/6/01 (dana)

Filed & Entered: 06/08/2001 {CJA 20 - Appointment

Docket Text: CJIA 20 as to Dwayne Marquell Jones Appointment of Attorney Michael S. Arif (
Signed by Magistrate Judge Thomas R. Jones Jr. ) (avax)

Filed & Entered: 06/11/2001 |Preliminary Examination

Docket Text: Preliminary Examination as to Dwayne Marquell Jones, Khincey Nevell Barnes
held before Magistrate Judge Thomas R. Jones Jr. ( tape 185) USA appeared through: Parker
Dft(s) appeared through: Arif and Amlosh. Matter called, Govt adduced evidence and rested.
Argument: PC found as to each defendant. Govt's motion for detention - granted as to each
defendant. Defendant's remanded to appear before the Grand Jury as directed. (dana)

10

Filed & Entered: 06/11/2001|Order

Docket Text: ORDER OF DETENTION as to Dwayne Marquell Jones ( Signed by Magistrate
Judge Thomas R. Jones Jr. ) (dana)

Filed & Entered: 07/05/2001 |Set/Clear Flags

Docket Text: Magistrate Cases Merged as to defendant Dwayne Marquell Jones, defendant
Khincey Nevell Barnes (ctat)

PACER Service Center
Transaction Receipt

09/13/2008 08:07:57

[PACER [wm1788 Client Code:

[Login: _ ‘ .

Lo . ‘ ISearch 1:01-mj-
;.Descnptlon. Hlstory/Documents; Criteria: | 00 57 4-TRJ

|Billable Pages: |1  |Cost: |0.08

12/9/2008 1:53 PM
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Public Works Projects for the Internet

October 3, 2008
RECEIVED IN CHAMBERS

The Honorable Lee H. Rosenthal OCT 92008
Chair, Committee onh Rules of Practice and Procedure
Judicial Conference of the United States

Washington, D.C. 20544 LEE H. ROSENTHAL

U.S. DisTRICT JUDGE
Dear Judge Rosenthal:

! would like to thank you for your letter of July 16, 2008 on the subject of personal
identifiers in appellate opinions. Your kind words are very much appreciated and | am
pleased to report that the Clarks of the Courts of the Second, Fifth, and Ninth Circuits
wrote to me indicating they were in the process of redacting social security numbers.

One issue In regards to appellate opinions that | would like to bring to your attention is
the status of Alien ldentification Numbers. Itis the position of the Clerks of the Courts
that Alien tdentification Numbers do not fall within the enumerated list of “individuals’
Social Security and taxpayer identification numbers, names of minor children, financial
account numbers, dates of birth, and, In criminal cases, home addresses.,” [do under-
stand that a literal reading of the list might preclude Alien Identification Numbers and
thus bring it to your attention in case the issue had not been previously considered.

I am also writing to you today to report on preliminary resuits of an audit of
documents submitted to the United States District Courts. A social security number
scan of these documents shows approximately 2,282 suspect documents in 32
different districts. The social security numbers are present in documents filed in
earlier years, but also in many documents filed in 2008. In some cases, it appears that
the social security numbers for attorneys and state employees are being disclosed.

While most documents contain the social security number for a single individual, we
have found lists of dozens of individuals. In some cases, the name, date of birth,
social security number, and even financial account numbers are present, making this
“one-stop shopping” for potential identity theft,

| have enclosed for your reference a DVD of the 2,282 suspect documents. You will
find attached to this letter as Appendix A a detailed analysis of 13 of the District
Courts based a systematic manual scan of the documents flagged by our program, We
will be completing the same detailed analysis of the remaining 19 districts for which
we have data, and would be happy to forward that information to you if you wish.

It Is worth mentioning that the number of privacy incidents varies widely by district.
For example, we were unable to find any social security numbers for the Southern
District of Texas or the District of Oregon, and the District of Minnesota had only 6
cases with problems, all from 2005 and 2006.

PUBLIC.RESOURCE.ORG ~ A Nonprofit Corporation W O

easl@makin.nxg 1405 ORAVENITEIN NIGKWIY NOXTE, NEBAXSTOPOX,; CALIFORANIX #5432 ¢ PX; (107) 63Y-120¢ - FX; (207) 929-0104




NOV. 25. 2008 9:00AM. | . ' N.2340 b3

The Honorable Lee H. Rosenthal, Page 2

After working with government dara for two decades, | am always impressed by the
impact the Internet has on the dissemination of public data. The process of learning
how to disseminate public databases effectively is one of trial and error and of
progressively perfecting the process. The rules and procedures to protect personal
identifiers developed by the Committee on Rules of Practice and Procedure are, |
believe, a very important step in this regard.

Based on our experience with scanning District Court documents, I hope you will
permit me to offer three suggestions that might provide additional support to the goal
of broad dissemination of public information while protecting the privacy of
individuals.

First, there is no obvious way for a member of the public or a nonprofit research group
such as ours to alert the Administrative Office of the Courts to privacy issues. No
system is perfect, and the feedback from users of the system is an essential step in
finding mistakes before they spread. Many organizations have found that appointing a
Chief Privacy Officer provides a single point of contact for the public.

Second, when problems are found, there does not appear to be a systematic way of
alerting the providers of legal information. Even though the soclal security numbers
from appellate opinions were removed from court web sites, they are still present on
West Law and Lexis Nexis, A notification mechanism when cases are withdrawn or
changed would be extremely useful. Such a system should go beyond the commercial
services to include the large number of nonprofit groups that disseminate the faw, Our
owh computers at Public.Resource.Org, for example, serve 1 million unique visitors per
month, and that number is far larger when we include other sites that copy our data.

Third, while the first line of defense for protection of privacy is with the lawyers who
file documents in the PACER system, we must assuine that no system is perfect, | have
attached as Appendix B a simple one-~line PERL program based on open source tools
which we use to scan for social security numbers. We scan a database for potential
hits and then look at.each case manually. If we find a soclal security number, we use
redaction tools to remove that information.

There are no doubt far more sophisticated tools available, but | offer this simple
mechanism as an example and would be more than happy to discuss these tools with
technical staff if that is useful.

Thank you again for your responsiveness and quick action on the matter of Appellate
decisions. It Is gratifying to see the commitment towards the protection of personal
privacy, both In the Judicial Conference and in the day-to-day operations of the Clerks
of the Court.

Public.Resource.Org

cc.

The Honorable james C. Duff




Re: Update ‘ . Page 1 of 1

Re: Update

Sent: Monday, December 15, 2008 9:39 AM

To:
Cc:

Attachments: df (30 KB
-

b7C
b7F
Thank you
Please not the attached article.
T
cq
12/15/2008 09:30 AM
Subject Update
be
Sorry for the delayed response, I have been out of the division for training. b7c
bTF

:bnd I will be traveling to Boston to conduct interviews regarding this case during the month of January.
We will provide updates when we return. We have not closed our case at this time.

Thanks.
SA |
NVRA. CR-17

office

cell

933A-NE-238G:43 — 10
https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACAez%2fZ04xmT... 12/19/2008
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* Disclaimer

Online Rebel Publishes Millions of Dollars in U.S. Court Records for Free

Wied.com

Decerber 12, 2003

Carl Malamud wants acess to all public legal doouents inthe U.S. tobe free tothe
public,

If you want toseanch federal cout documents, it's not a problem.  Just apply online for
anaoount, and the govemment will issue you auser name and password.

Through the postal servios.

And once you log h, the govemme nt's oouthouse ssach engine known as Public Access to
Court Electronic Records or PACER, will charge you Bcents apage toread documents that
ae nthe public domain — a fee that eamed the federal judiciary $50 million in profits
h.2006.

with its high cost and limited functionality, oitics call the system an absudity inthe
gra of Google, blogs and Wkipedia, where information is free and bandwidth, disk space
and processihg power are rearly so.

“The PACER system isthe most broken part of cur federal legal mechanism,” says Carl
Malamud, who runs the norprofi t open-govemimen tgoup Public.Resource. Org “They have a
mainframe  mentality.”

Now Malmud & doing something about it He's asking lawyers to donate their PACER
doduments one by one, which hethen classifi esand bundles nto ZIP files published for

free athis. organization's website, The one-year-old effort has gamered him 20 percert

of all the files on PACER, inclding all decisions from federal &ppeals courts over the

last 50 vears.

https://www.324mail.com/owa/WebReadyViewBody.aspx ?t=att&id=RgAAAACAez%2f... 12/19/2008
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| ‘

think it should be open source.”

[Dischsure: Wired.oom rurtures ahefty PACER bill],
Malamud isa man acoustomed o finding ways to provide free and easy online acess to
govemment  doauments.

Back in 1995, the Seaurities and Bxcharge Committee decided to put coporate  filings
onlhe only after Malamud essentially shamed them into doing so. For two years he
operated  afree site that published the filings, then abruptly pulled the plug and
directed angy users to the SEC.

Hes shoe won battles freeing the nation's cata bg of copyrights, Oregon's book of state
lws, and the U.S Patent and Trademak databa se. Now, he's after congressionakhe aring
videos, expensive but copyright-free  building codes, and the Code of Federal Regulations,
hadditon toall the oout filings inthe PACER database.

While Malarmud's budget b only sbout §1 millio n amually, hehas a matching grant from
eBay founder Pieme Omidyar's philnttropy group and help from influential tech friends
ke Tim OReilly, Paul Vixie and Larry Lessig.

Malamud dreams of a day PACER's kgal docu ments are free, so that academics and
entrepreneurs  can aeate custom search engines and new took tomake the infarmation

availlable to American citizens.

But that's what PACER does now, counters U.S, Courts spokesman Richard Carelli,
‘PACER B the greatest technobgical achievemen tin the court system in the last 20 years,
? Carelli says.

The seach system has already revolutionized access to court records, Carelli submits, by
preventing time-corsuming  trips to federal courthouses  and underoutting  photooopy  fees.
PACER isabo experimenting with making digital auwdio recadings of cases availzble
online, and — at least during the pilot —a oopy of an audio file msts just 8 cents,
regardless  of length.

What's more, PACER already gives its 900,000 users free access tojudicial opinions, and’
citeens don't have to pay ifthey look at kss than $10 worth of filings a year, Carelli

says.

Indeed, PACER isboth revoltionary and cheap when compared tothe state and lacal courts
that have no electronic  records atall, orchar ge $5 just torun arecord search, even if
itcomes wempty, ash the caseof Los Angeles Superior Court.

But PACER's hterface feek like something design ed for the Department of Motor  Vehicles,
and the system lacks any way to sear chthe text of legal documents..

Interested i finding  all cases alleghg music piracy, or in discov erhg how often Steve
Jobs & mentibned  ha court filng? Want tobe e-maiked when there's arew filing comes
ha specific case? How about anRSS feed of a certan  oourts deckions?  You'll find no
kelp from PACER.

Who wants information lke that? Tim Stan ey, the CEO of Justiacom, for ore,

https://www.324mail.com/owa/WebReadyViewBody.aspx ?t=att&id=RgAAAACAez%2f... 12/19/2008
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Justia,.com,

“West makes billons of dollars seliing stuff we want to give away for free,” Stankey
boasts.

Justia mow lets academics and joumalists folbow cases of nterest  for friee, and

publishes some case files onlhe for everyore toses. His company puchased and digitized
all the Supreme  Court decisions, put upthe first free search engine for them, and

donated them to PublicRescurc  e.org.

Now Justia's workihg with Comell University tothrow some Web 2.0 took hto the mix,
hcluding wiki pages for decisions, automated tracking of citations to deckions, and

tools to rack what briefs a particular  attomey has written,

Other efforts hclude Allaworg afree legal seach enghe oeated by law professors

Tim Wuand Paul Ohm, and Ed Walter's comprehe nsive Public Library of Law, which covers
state courts as well

Sme issues have sufaced asold cout files migrate onlihe and then get spidered by
Googke and other search enghnes, Malamud says he's been cortacted by peopk shocked to

fnd anold lawsuit inwhich they were named suddenly popping up h search results an

their names; he's curently blocking seardh engies from indexing his PACER files through
robots.txt. Malamud says that there are ako massive privacy violations lurking hside
some court filings, shce clerks, judges and lawyers aren't adhering torules about what
can and can't be n legal fllings.

PublicResource, org used some primitive softwa retook to seach for social security
rumbers inoout filings from 32 district  cowr ts. The results: 1,700 confirmed  documents,
holuding one from aMassachusetts  court that had a 54-page list of the names, medical
probems, Social Security numbers and bith dates of 353 patients.

The fix for these glicthes is more sumshine, Malamud argues, not less,

“Public interest groups and the public h general, when given aomess 1o these public
recards, are abk toprovide the kind of feed back that leads to the oorection  of these
privacy bssues,” Malamud recently told administ rators atU.S couts. “If we want to be
seribus ebout personal privacy, wecan only do so if we are also seribus sbout public
amess.”

But the Adminitrative Office of the U.S. Couts has already experimented with making
PACER free tothe publi, and it found the oconcept ladking.

In2007, the office laundhed atrial at 16 lkraries aound the country that allbwed
wnlimited free acess from library computers.  The trial was suspended  last September,
after Malamud encouraged  volnteers to.vist the lbraries and download large numbers of
cases o USB dhves and donate them tothe commons.

Carell won't say why the trial was suspended,” or if Malamuds  “Thumb-Drive Corps” was a

factor 1 the. decision. Malamu d won't discuss  iteither, but noted ina ktter to te
outs last October that the abortive trial “wasrun with no written or oral guidelines
o appropriate use,”

Malamud  says he's boking forward to the day he doesn't have t0 game the dystem. “If1I

had $10 milion, I'd make acopy of all the documents and be dane”
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DISCLAINMER: This dooumenit ard ary links, illustrati ons, comments orother nformatibon hcluc
or acompanying  tare hdependertly provided by your frm through efther independent  creati
based upon independent  relationcships  between your firn and third party scuroes other than
LexisNexs@®. LexbMexis® has not created, supplie d, reviewed orendos ed ths document  anc
accompanyhg  infarmation,

https://www.324mail.com/owa/WebReady ViewBody.aspx 2t=att&id=RgAAAACAez%2f... 12/19/2008
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Letter #2 from
Sent: Friday, December 05, 2008 11:17 AM
To:
Cc:
Attachments: judge_rosenthal_10242008.pdf (746 KB)
b6
b7cC
b7F
Attached is a second letter from| | We are in the process of obtaining the DVD mentioned in both
letters from Judge Rosenthal as we believe the files contained on them will be a perfect match with our stolen
files as are the ones on his public resource org website.
Thank fc,u again for your assistance. | look forward to speaking with you soon.
----- Forwarded by] bCAACIUSCOURTS on 12/05/2008 10:55 AM ——
| PCA/AO/USCOURTS Tol |
121022008 05:19 PM ° PCA/AO/USCOURTS@USCOURTS
Subject US Courts -- PACER data compromise
As we discussed, the files on public.resource.org (link below) match our list of compromised courts exactly with
one minorlex;e.nﬁnu_'Lha:e_\ma_fau_naaeut)wnloaded from ILSD not posted there. | have also attached a
letter from ublic.resource.org, to the US Courts that discusses an "audit"
he is conducting of 32 district courts -- and it would appear that he is auditing the compromised data. Finally,
you might find the PACER recylcing guide on the website interesting, particularly Q13 about the Thumb Drive
Corps (hitp://pacer.resource.org/recycling.html). be
bic
We really appreciate your efforts. b7/ P
Best regards,
Administrative Office of the US Courts

DOPANF-720042
(

[attachment "PublicResource_Ltr.pdf" deleted by [PCA/AO/USCOURT}
o

—— Forwarded by I:IDCA/AO/USCOURTS on 12/02/2008 05:07 PM —-- f Q b
[ Jsammowscourts | | Kak

°‘1:lDCA/A0/USCOURTS@'
12/01/2008 03:31 PM |

https://www.324mail.com/owa/?ae=Ttem&t=IPM.Note&id=RgA AAACM;jYIO( /
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Just in case you would like a little more verification]
transaction receipt.

Subject e Fw: By any chanceLiNK

attachment "docket.htmi" deleted b |DCA/AO/USCOURTS]
found the following in the VAED Tile:

31,998 total transactions for the summary option.

19,890 belonged to wm1788.
12,108 belonged to sc5449.

I think it leaves little doubt about the "who." | am very curious about the "how."

Thanks,

I:lDCAIAOIUSCOURTS o

11/28/2008 02:35 PM

22
- Forwarded b

11/28/2008 03:34 PM

BAT/AO/USCOURTS@USCOURTS

cd CA/AO/USCOURTS@USCOURTS

Subject Fw: By any chance

CA/AO/USCOURTS on 11/28/2008 03:35 PM —---

DCA/AOC/USCOURTS T
[ Tcamowscourts

cc
Subject By any chance

Do the courts with the compromised data correspond to those recently uploaded at:

http://bulk.resource.org/cou rts.qovloacér/

Page 2 of 2

— 3

pulled this out of the data off that site. Notice the

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACM;YIO0bnGQL1k... 12/9/2008
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PUBLIC.RESOURCE.ORG ~ A Nonprofit Corporation

Open Source America’s Operating System
“It’s Not Just A Good Idea—It’s The Law!”

October 24, 2008

The Honorable Lee H. Rosenthal

Chair, Committee on Rules of Practice and Procedure
Judicial Conference of the United States

Washington, D.C. 20544

Dear Judge Rosenthal:

Pursuant to my previous letter of October 3, 2008, | am pleased to present to you the
audit results for the 32 district courts for which we have been able to examine data.
Of the 2,282 suspect files we reported to you in the preliminary findings, we were able
to eliminate 613 of the documents as “false positives,” leaving 1,669 documents with
verified Social Security numbers and other issues.

However, just as our primitive scanning tool yielded false positives, we believe that
there are probably a large number of false negatives in the 2,706,431 PDF files we
examined. Indeed, often when our tool reported a Social Security number violation,
when we looked around the document we also picked up many other Social Security
numbers, birth dates, driver license numbers, Alien IDs, and bank account numbers.

We thus consider our work to date to be preliminary, both in thoroughness and scope.
In subsequent stages, we hope to be able to use more comprehensive tools to perform
a more thorough scan. In terms of scope, of the 32 district courts for we which we
have data, we do not have the full collection of cases for many of the districts and we
thus hope to expand our work to provide more definitive results over the full database.

You will find attached a DVD that has all 1,669 problem files, with both the original
document and a redacted version. You may use the “audited.html” summary file to
compare the two versions of these documents. Our detailed results are also attached
as Appendix A. We have also provided you with this data in spreadsheet format should
you wish to perform further statistical analysis.

In Table 1, you will find summary statistics for each of the 32 district courts. We
provide the total number of PDF files, HTML files, size of the collection in gigabytes,
and the total number of pages. In addition, we list the total number of documents with
Social Security numbers and calculate a Privacy Problem Index, which is the number of
problem documents found per gigabyte of data. The Privacy Problem Index takes into
account the fact that larger district courts will be expected to have a larger number of
problems. As an aid to interpretation, we have taken the liberty of assigning letter
grades on a curve. Needless to say, the curve might change if we had complete data
for all the districts.

cari@media.org 1005 GRAVENSTEIN HIGHWAY NORTH, SEBASTOPOL, CALIFORNIA 95472 « PH: (707) 827-6290 + ¥X:(707) 820-0104
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The Honorable Lee H. Rosenthal, Page 2

On a personal note, in the course of redacting the 1,669 documents in the attached
DVD, | was quite struck by how damaging these privacy violations can be. A few of the
horror stories | encountered that have kept me up nights include:

e In the District of Massachusetts, a 54-page list filed in June 2008 contains the
names, birth dates, Social Security numbers, and medical problems of 353
patients of a doctor.

¢ In the District of the District of Columbia, an attorney who was not paid in what
he considered to be a timely fashion by the District of Columbia schools decided
to raise his rate to $405/hour and bill the schools for the difference. To
support his claim, he listed page after page of the names, home addresses,
birth dates, and psychological issues for countless minors he saw.

e In the District of Alabama, lawyers seem to feel a need to sign briefs with their
Social Security numbers, and the court consistently exposes the Social Security
numbers and birth dates of police officers, state employees, and even court
administrators.

» In the Central District of lllinois, litigants involving pension funds representing
labor unions frequently attach the unredacted list of all union members and
their Social Security numbers.

¢ In a huge number of IRS actions, unredacted tax returns are filed, including a
large number where the redaction was performed incorrectly by simply placing a
black box on top of the taxpayer ID, leaving the numbers untouched underneath
the graphic.

To assist in the analysis and interpretation of this information, we have prepared a set
of summary figures:

e In Figure 1, 30 of the districts (excluding Oregon and Northern Mariana Islands)
are plotted with the Privacy Problem Index on one access and the size of the
archive on the other. As you can see, the District of Delaware has a very large
archive, but a low rate of problems. On the other hand, the Central District of
lllinois has a large archive but a very high problem rate.

e In Flgure 2, a map is presented that shows color-coding for letter grades by
geographic distribution. Needless to say, we were able to only provide this
information for 31 of the 94 districts so the map is incomplete.

e In Figure 3, we plot the number of incidents over time, demonstrating that this
problem is still ongoing.

e In Figures 4 and 5, we analyze two individual district courts to show that the
distribution of privacy issues varies quite a bit by Judge. We realize different
judges have different case loads and different kinds of cases, so further analysis
of this data would be needed before drawing any conclusions.

On a technical note, a large number of the PDF files we encountered were not valid PDF
files. A variety of “tricks” such as redistilling the files were performed to enable us to
open them in Adobe Acrobat Professional, the tool we use for redaction. However, the
fact that we had issues opening the files means that a large number of users will have
similar issues. We would thus recommend a scan for PDF validity be performed. The
open source Ghostscript package, in particular the PDF2PS utility, is quite useful for
validating PDF content. In addition, there are commercial packages such as Apago’s
PDF Appraiser for validation and automatic correction of PDF/A compatibility.
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The biggest obstacles we have encountered have not been technical, but appear to be
administrative barriers imposed to restrict public access. Although the PACER data we
have been examining has been online for several years, neither the computer staff of
the PACER system nor the commercial retailers such as LexisNexis or Westlaw have
taken any steps to either report or redact this sensitive personal information. Indeed,
in the case of the commercial sector, the Social Security numbers are considered to be
a feature not a bug, enabling the vendors to sell sophisticated personal data mining
products.

We bring this point up not to criticize either our commercial cousins or the well-
respected staff who operate the computer systems for the courts. They have different
objectives and time pressures. However, public interest groups and the public in
general, when given access to these public records, are able to provide the kind of
feedback that leads to the correction of these privacy issues. As Justice Brandeis said,
“sunlight is said to be the best of disinfectants; electric light the most efficient
policeman.” If we want to be serious about personal privacy, we can only do so if we
are also serious about public access.

Public access is a fundamental, enabling characteristic of our judicial system. As the
Massachusetts Supreme Court so eloquently put the matter in Nash v. Lathrop, 6 N.E.
559 (1886), “every citizen is presumed to know the law thus declared, and it needs no
argument to show that justice requires that all should have free access to the opinions,
and that it is against sound public policy to prevent this, or to suppress and keep from
the earliest knowledge of the public the statutes or the decisions and opinions of the
justices.”

Unfortunately, it appears that public access is an afterthought on the PACER system.
Despite $60 million/year in revenue with direct expenses of only $11m (a very healthy
59% gross margin), and an “unobligated balance” of $146.6 million in the Judiciary
Information Technology Fund, the only way members of the public may access PACER
is to petition a judge or pay $0.08/page, a rate that quickly leads to large bills and is a
prohibitive barrier for most people. Only this year did the PACER system decide to run
a public trial in 17 libraries to “discover if a segment of the public desires access to
information contained in the PACER system.” That trial was run with no written or oral
guidelines on appropriate use, and was then abruptly cancelled.

Public access goes to the heart of the role of the judiciary in our modern society and is
an important matter of public policy for the Judicial Conference to consider. As you
have seen, when public access is provided, the result is that we are able to take
seriously issues such as the protection of privacy, the accountability of our system of
justice to the people, and the right of citizens to know the law.

Please let me know if | can provide further information on this report and 1 look
forward to providing you with a full audit of all the data for all 94 district courts.

“Respectfully yours,

Public.Resource.Org

cc: | |
The Honorable Mr. Duff

5 o
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Table 1
Summary of Privacy Issues Found
Privacy
# PDF Files # HTML Total # Gbytes # Docs Problem
District Examined Files # Pages Examined | With SSNs Index
akd 54,434 15,976 293,045 10.0 58 5.80| D~
almd 139,471 26,719 956,991 39.0 171 4.38| D
azd 67,181 95,927 532,604 16.0 33 2.06| ¢
cand 192,607 38,105 1,486,510 55.0 30 0.55( =
casd 90,346 57,666 620,522 21.0 14 0.67
cod 87,134 66,779 609,624 18.0 26 1.44| ¢+
cofc 85,686 79,216 613,040 27.0 228 8.44| F
ctd 78,158 59,159 546,083 16.0 16 1.00| «
dcd 220,340 50,460 1,423,178 69.0 145 2.10f ¢
ded 183,618 81,669 1,225,609 68.0 - 40 0.59|
fisd 36,632 3,081 231,298 5.6 10 1.79| ¢
gud 32,889 14,223 164,855 6.7 11 1.64}| ¢
hid 47,448 45,977 324,971 12.0 4 0.33( -
ilcd 193,049 95,843 1,530,197 52.0 299 5.75| D~
ilnd 159,562 25,589 828,186 31.0 26 0.84] =
laed 6,590 12,365 41,097 1.1 2 1.82| ¢
mad 217,701 32,139 1,643,126 54.0 124 2.30( ¢~
mdd 62,038 166,907 553,404 15.0 68 4.53| D~
mnd 43,896 26,118 299,590 8.4 6 0.71] =,
njd 141,041 139,365 1,018,050 46.0 48 1.04] .
nmid 8,556 5,760 59,064 1.7 34 20.00| F
nysd 238,404 59,001 2,154,572 73.0 82 1.12] =
ohsd 19,220 11,511 152,009 4.8 29 6.04| D-
ord 0 112,762 112,762 1.2 naj g
paed 20,901 7,714 200,630 3.4 2.35( ¢-
pamd 13,423 6,174 118,659 4.2 0.71] =
pawd 18,482 24,706( - 173,301 5.3 21 3.96{ D
prd 19,776 44,713 106,216 2.6 12 4.62| p
rid 90,187 60,890 622,755 20.0 104 5.20| »
txsd 35,279 9,878 239,544 11.0 0 0.00| 7
vaed 2,367 267111 281,857 3.9 12 3.08| D+
vtd 100,015 69,718 692,811 34.0 5 0.15}
Total 2,706,431 1,813,221] 19,856,160 735.9 1,669
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Figure 1
Rate of Incidents v. Size of Archive
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) Figure 2
Distribution of Privacy Violations By Geographic Area
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Figure 3
Number of Documents With Social Security Numbers Found By Month Of Filing
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Figure 4
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Number of Documents With Social Security Numbezrs
District Court of the Middle District of Alabama

[3,3%.4%.4%

O 4%

W 19%

] 25%

1 21%

W 14%

M BGC ODGB OHAB E1)AG M jBM [OJEs MMMM COMPM MRM [ CHE

Initials Judge # of Docs Pexcent
BGC The Hon. Byron G. Cudmore 12 4%
DGB The Hon. David G. Bernthal 8 3%
HAB The Hon. Harold A. Baker 21 7%
JAG The Hon. John A. Gorman 11 4%
JBM The Hon. Joe Billy McDade 56 19%
JES The Hon. Jeanne E. Scott 74 25%
MMM The Hon. Michael M. Mihm 41 14%
MPM The Hon. Michael P. McCuskey 62 21%
RM The Hon. Richard Mills 13 4%
The Hon. Charles H. Evans 0 0%
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Figure 5
Number of Documents With Social Security Numbezrs
District Court of the Middle District of Alabama
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Initials Judge # of Docs Perxcent
CsC The Hon. Charles S. Coody 6 4%
ID The Hon. Ira DeMent " 9 5%
MEF The Hon. Mark E. Fulier 34 20%
MHT The Hon. Myron H. Thompson 59 35%
SRW The Hon. Susan Russ Walker 2 1%
TFM The Hon. Terry F. Moorer 1 1%
wC The Hon. Wallace Capel, Jr. 1 1%
WHA The Hon. W. Harold Albritton 9 5%
WKW The Hon. W. Keith Watkins 46 28%
TMH The Hon. Truman M. Hobbes 0 0%




File Case ID

District Court of Alabama

Doc #

58-2
6-2

19-6

19-14

19-16

19-17

19-18

19-20
16-6
19
29-2
11-2

72-2
72-34
72-39

Page Number

_Page 210f39
. . .Page50f34
-8 .. Page 39 0of 43

__Page30f15
Page3of15
_...Page 20f 10

Page20of2

Page 5 of 23

Page 36 of 45
Page 3 of 22
Page 11 of 14

Page 3 of 19

Page 8 of 26

Page 3 of 20

_Page20f 11

Page 1 of 1
Page 2 of 2
Page 1 of 2
Page 1 0f 13
Page 7 of 50
Page 1 of 1
Page 4 of 50

Date Filed

03/04/2008

103/04/200

i1
_10/02/2006 2
10/03/2006 2
.. 02/06/2006 1
05/05/2008 2
06/11/2008 1
08/22/2005 - 1
10/26/2006 1
10/26/2006 -2
10/26/2006 :10
10/26/2006 15
10/26/2006 :15

10/26/2006

102/06/2006
103/02/2006
07/20/2006
12/05/2005
11/16/2007
11/16/2007
11/16/2007

Appendix A, Page 1 of 15

# of
SSNs SSNs Found
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File

Case ID

Doc #
72-48
72-51
72-66
72:91
72-122
85-5
85-7
85-25
7
114-2
29-3
29-4
7

13
20-11
83-11
28-5
45-2
45-29
45-30
19

36

14
53-7
30-15
9-2
39-2
98
101-2
18-3
10-3

24
26
31
l38-2

29-2

Page Number
Page 1 of 4
Page 1 of 11

Page 1 of727

Page 13 of 32
Page 20 of 86
Page 8 dfﬁ?TOZ
Page 14 of 181
Page 4 of 7
Page 2 of 3
Page 13 of 220
Page 2 of 28
Page 2 of 21
Page 1 of 2
Page 2 of 3
Page 10 of 34
Page 1 of 1
Page 1 of 1
Page 2 of 53
Page 1 of 4
Page 1 of 1
Page 2 of 7
Page 2 of 8
Page 1 of 33
Page 1 of 6
Page 2 of 3
Page 14 of 20
Page 2 of 2
Page 1 of 6
Page 12 of 12
Page 5 of 7
Page 2 of 2
Page 4 of 61
Page 1 of 2

Page 14 of15

Page 11 of 12
Page 3 of 3

Page 4 of 38

Date Filed

11/16/2007 .
11/16/2007

11/16/2007
11/16/2007

11/16/2007 :

12/13/2007
12/13/2007
12/13/2007
02/15/2006
12/15/2006
03/05/2008
03/05/2008
04/10/2006
01/16/2007
02/23/2007
11/15/2007
03/05/2008
04/19/2007
04/19/2007
04/19/2007
11/14/2006
10/19/2006
06/02/2006
08/03/2006
08/30/2007
02/28/2007

08/15/2006 :

12/28/2007
05/28/2008
08/21/2008
01/29/2007
05/18/2007
04/27/2007
07/31/2007

08/15/2007 :
10/03/2007 .
11/15/2007 :2
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File

Case ID

Doc#
52-2
25
129-2
14

15

49-2
1-2
9-2
58-12
52-11
30-2

12
498-2
58-2
32-4
52-7

33-2

41
14
39
22-2
1-2
1-8
2-2

~ Page5of5

. _Pagelofl
14

93-2

Page Number

Page 1 of 2
Page 2 of 33
Page 1 of 1
~Pagelof2
Page 2 of 53
Page 1 of 8
Page 7 of 8
Page 4-of 10
Page 40 of 56
Page 297 of 618

Page 2 of 4
Page 3 of 14
Page 2 of 2
Page 2 of 30
Page 4 of 11

Page 1 of 63

~Page 9 of 83

Page 1 of 3
Page 1 of 3
Page 5 of 28
Page 3 of 45
Page 1 of 17
Page 1 of 9
Page 1 of 9

Date Filed

104/10/2008 -
10/03/2006 -
111/03/2006
07/24/2008
07/24/2008 .

10/03/2006

04/18/2007

10/04/2006
11/14/2006

04/30/2008 ;
11/21/2007 °
01/18/2008 :

02/23/2007
02/28/2008
02/28/2008
08/24/2007
05/15/2008

09/06/2007

02/01/2008
08/20/2007
11/16/2007
01/14/2008
04/16/2007
04/30/2007

05/01/2007 :

o W e 1N R
ERN '

25

HETRNIRTNTRTS
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# of
SSNs

SSNs Found

L=t




File Case ID Doc#

23-6
20-5
24-2
54-2
22-9
25

26

55
115-2

42-2

48-9
1-2

28-2
23-11

13

10-13
16-2
9-2
13-3
28
18-11

30-2

Page Number
Page 3 of 10

Page 7 of 197
Page 19 of 24
Page 3 of 89
Page 4 of 17
Page 1 of 2
Page 2 of 3
Page 2 of 13
Page 3 of 19
Page 18 of 85

Page 3 of 10
Page 8 of 16

~ Page 1of 3

Page 1 of 15
Page 1 of 20

Page 1 of 7

Page 1 of 17

Page 1 of 3

Page 1 of 2
Page 1 of 14
Page 1 of 6
Page 3 of 9
Page 6 of 23
Page 6 of 23
Page 4 of 6
Page 1 of 2

Page 19 0f 53

Page 5 of 36

Page 2 of 21

Date Filed
07/11/2007

10/23/2007

07/25/2007
06/17/2008
10/19/2007
04/25/2008
09/06/2007
09/06/2007
12/11/2007
05/07/2008

02/01/2008

07/27/2007

- 08/30/2007

12/06/2007
12/20/2007

08/15/2008

10/10/2007
08/16/2007
03/05/2008
04/18/2008
10/29/2007
02/19/2008
08/15/2008
05/30/2008

06/26/2008 :

9

1
2
2
4

07/05/2007 -

08/19/2008 4

# of
SSNs ) SSN's Found

pay

Appendix A, Page 4 of 15




Doc #
27,
39-2

9-2

22-6
11-2

4
25
56

29-2

27-2

Page Number
Page 5 of 14

“Page 30 of 59

Page 27 of 48
Page 5 of 21 '
Pagerzr of 6
Page 3 of 20
Page 2 of 17
Page 3 of 5
Page 1 of 9
Page 8 of 10
Page 2 of 3
Page 1 of 2
Page 1 of 7
Page 5 of 7
Page 5 of 5
Page 6 of 7
Page 2 of 4
Page 4 of 20

Page 2 of 4
Page 1 of 4
Page 1 of 1
Page L of 1
Page 16 of 23

Page 20 of 47

Page 11 of 13
Page 47 of 151
Page 11 of 101

_ Page 50 of 149
_ Page 51 of 200

Page 179 of 201
Page 4 of 200
Page 39 of 300

Date Filed

04/09/2008

11/20/2007

01/04/2008 :

12/28/2007

11/09/2007
12/28/2007 |
02/08/2008. :

01/25/2008
10/29/2007
11/13/2007
02/01/2008
04/07/2008
01/17/2008
11/27/2007
01/25/2008
04/18/2008
01/30/2008
01/18/2008

12/06/2007
12/10/2007
01/02/2008
12/27/2007
01/02/2008
01/02/2008

01/03/2008 |
07/21/2008 |
07/21/2008 4

107/21/2008
07/21/2008

07/21/2008

107/21/2008

07/21/2008

' # of

[y

O N R RNNE RN R AN R R RN

NN RS W

BTN N NN
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SSNs SSNs Found




File Case ID

Doc #
57
63

11-2

16-2
1-10
12-4
15-4
56

1-11

District Court of Alaska

‘ 160-2

129
135
140-12
42-2
67-5
421-2
422-2
27-2

| 71-2
66-2
529,
529-2
ggu
99-2
100
100-2
38-2

22-11
30-16

Page Number

.. Page 118 of 250
~ Page 24 of 100

Page 3 Qf;4ﬂ

Page 3 of 3

Page 73 of;§4‘
Page 20 of 29
Page 1 of 33
Page 3 of 11
Page 5 of 12

Page 3 of 4
Page 23 of 79

Page 46 of 61

Page 10 of 11
Page 38 of 75
Page 1 of 4
Page 3 of 12
Page 1 of 2

Page 10 of 39
Page 17 of 60
Page 13 of 44
Page 2 of 7
Page 9 of 162
Page 6 of 6
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2

Pagelof3
Page 1of 4

Page 1 of 3
Page 1 of 4
Page 1 of 3
Page 1 of 4
Page 4 of 4

Date Filed

07/21/2008
07/21/2008

01/23/2008

- 01/28/2008

05/12/2008
06/11/2008
08/04/2008
02/08/2008
02/08/2008

01/23/2008
04/17/2008
03/03/2008
04/22/2008
04/23/2008
04/22/1994
03/28/2008
04/02/2008

04/07/2008
06/16/2006
06/26/2006
09/14/2007
08/04/2006
05/14/2007
05/02/2006
05/02/2006
05/19/2006
05/02/2006
05/02/2006
08/08/2008

© 08/08/2008

04/01/2008

© 04/01/2008

04/01/2008
04/01/2008
04/03/2006

T A R TT R

o e N N W

W R R R e e e NN W

# of
SSNs

[

SSNs Found
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File

Case ID

39-9
41-9
37-2
78-2
18-2
126-2
127-2
59-2
268-2
65-2
86-2
35-2
34-2
38-2
91-2
51-2
52-2
155-2
147-2
146-2
105-2
77-2
43-2
38-2

38-2
35-2

A46-2

Page Number
Page 1 of 2

‘ Page 1 of 2
Page 1 of 2
Page 1 of 2

Page 1 of 2
Page 1 of 3
Page 1 of 4
Page 1 of 7
Page 2 of 3
Page 2 of 4
Page 2 of 4
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2
Page 2 of 3

Date Filed

- 08/17/2006 :
~05/02/2006
02/01/2007 .
02/01/2007

05/03/2006
02/29/2008

' 02/29/2008

06/26/2006
03/06/2006
08/17/2006
08/18/2006
05/02/2006
05/02/2006
05/10/2006
05/02/2006
05/19/2006
05/02/2006
05/10/2006
05/02/2006
05/02/2006
05/19/2006
05/02/2006
05/02/2006
05/10/2006
05/19/2006
05/22/2006
05/02/2006
05/19/2006
05/02/2006
05/19/2006
05/19/2006
05/19/2006
05/02/2006

~ 05/02/2006

05/19/2006
05/10/2006
03/06/2006

T i i G

Appendix A, Page 7 of 75

# of
SSN's

SSNs Found

[y




File

Case ID

Doc #
11
34
34-2

District Court of Arizona

265

195-6
199-2

199-5

199-6

261-3

1489
57-2
57-9
354-3
68

I 216

261

_.Page 160f 27

199-4

Page Number
~Page 2 of 3

Page 10f3

Page 1 of 4

Page 10f4

Page 10 of 26
Page 5 of 36

Page 6 of 40
Page 1 of 30
Page 44 of 45

Page 19 of 43
Page 4 of 5

~ Pagelofs

Page 4 of 10

~ Page2of7
Page2 of 4
Page50of6

Pagedof 4

1202

Page 2 of 22

Page 2 of 16
Page 12 of 12
Page 1 of 1
Page 3 of 91
Page 12 of 16

Page 53 of 132

Page 150f 35 _

Date Filed
04/05/2006

103/11/2008

03/11/2008

_.04/19/2006
! . Pagelof4
195-4  Page 4 of 25
195-5

06/06/2006

03/09/2006 !
03/09/2006

03/09/2006

03/17/2006 _

03/17/2006
03/17/2006

03/17/2006

03/17/2006

08/14/2006 -1
08/14/2006

Page 25 of 284  04/26/2006 |

02/27/2007

01/10/2006 :
09/07/2005 :
06/05/2006
08/08/2005 -
09/20/2006 :

06/27/2006

1
1

BH NN MR RR

‘o

Appendix A, Page 8 of 75

#of
SSNs

2

SSN's Found

~ 08/14/2006

08/14/2006
08/14/2006 °
08/14/2006 :
08/14/2006 |




Appendix A, Page 9 of I5

# of
File Case ID Doc # Page Number Date Filed SSNs SSNs Found
109 Page20f7  07/19/2006 -1
128 ~Page 2 of 10 10/07/2006 1
88-2 Page4of6  08/05/2005 :1
45  Page2of1l  11/14/2005 i1
173-2  Page220f36 03/03/2006 2
District Court of the Northern District of California

144 Page130f41 ' 11/08/2007 ‘1
22-2 ~ Page280f63 12/06/2007 2
22-3  Paged4lof49  12/06/2007 2
1-12  Page 56 of 57  06/19/2007 '1
1-17  Page190f19  06/19/2007 ‘1
1-21 - Page360f50  06/19/ 2007 2
25 Page 9 of 32 10/26/2007 3
4 Page 36 of 47  08/17/2007 1
7-11  Page 6 of 13 10/18/2007 3
37-4  Page380f88 06/06/2008 '3
38-4 Page 38 of 88  06/06/2008 -3
42-4 Page 38 of 45  06/18/2008 -3
46-5  Page 29 of 47  07/03/2008 :2
46-6 Page 43 of 44  07/03/2008 -1
46-7  Page 130f46  07/03/2008 3
5-2 Page 2 of 32 11/30/2007 32
25-2 Page 7 of 11 07/21/2008 1
18 Page 18 of 43  12/06/2005 1
45 Page 9 of 24 03/14/2006 -1
25-2 Page 1 of 2 08/08/2008 1
13-2 Page 118 of 145 08/15/2008 1
21-2 Page 3 of 19 04/03/2008 -1




File Case ID Doc #
104

17-2
13

18
25

District Court of the Southern District of California

18-5

18-6

18-4

22-5

Page Number
‘Page 1 of 2

Page 43 of 43 \

Page 1 of 5
Page 2 of 2

Page 36 of 46
Page 36 of 46

Page 36 of 46
Page 36 of 46

‘ Page 40 of 49

Pagé 4 of 39

Page 1 of 8

‘ Page 6 df 97

Date Filed

05/07/2008
08/21/2008

07/23/2008 -

08/07/2008
08/08/2008
08/15/2008
09/04/2008

'01/11/2008

01/11/2008

01/11/2008

06/18/2008

Pl et e N e

“# of
‘SSNs

.9>/27/2008 .

1

29

8

11-15 Page 2 of 86 02/28/2008 6

3

SSNs Found

Appendix A, Page 10 of 75




File

Case ID

Doc #
15-6

9-2

Page Number
Page 2 of 61

Page 21 of 63

Pagé 2 of 15
Page 2 of 21

Page 2 of 15

Page 2 of 18

Page 40f 10 -

#of
Date Filed SSNs

12/28/2007 gsl

03/07/2008 9

" 06/02/2008 1

03/14/2008 glz

03/14/2008 -8

03/14/2008 10

08/14/2008 2 _

SSNs Found

Appendix A, Page 11 of 75"




File Case ID Doc # Page Number
43-6  Page 3 of 10
] _ 8 Page 1 of 6

District Court of Coloxado

Page40f 5
Page 2 of 10

Page 2 of 10
Page 2 of 8

Page 78 of 94

Page 2 of 9
Page 4 of 4
Page 11 of 28
Page 11 of 46
Page 13 of 28

Page 1 of 1
Page 1 of 1
Page 1 of 9
Page 18 of 21
Page 5 of 30

Page 20f 10

Page 50f 10

Page 45 of 129

Date Filed
08/14[2008
07/16/2008

03/23/2007

04/12/2007
.02/27/2008
04/28/2008

02/06/2006

09/09/2005
07/01/2005

07/01/2005

03/14/2006

11/09/2005

12/27/2005

£ 03/15/2008

07/21/2006

04/19/2007
04/19/2007
04/27/2006
12/05/2005
03/30/2006

O H N HHINN i i =

#of
SSNs

1
1

W

Appendix A, Page 12 of 75

SSN's Found




File

Case ID

Doc #
32-12

Page Number
Page 1 of 31

Date Filed
03/30/2006

'358

Appendix A, Page 13 of 75

# of
SSNs SSNs Found




File Case ID

| l

District Court of Connecticut

District Court of Delaware

Doc #
328

45

50
203-2
49-2

64-4

61-6

260-8
1653
153-33

42-2
42-3
37-2
23-3
44-4

Page Number
Page 28 of 41

Page 5 of 5
Page 7 of 46
Page 32 of 33
Page 3 of 13

Page 1 of 4

Page 171 of 261

Page 1 of 4
Page 1 of 4

Page 4 of 8
Page 4 of 8
Page 2 of 8

Page 13 of 14
Page 1 of 7
Page 1 of 7
Page 15 of 25
Page 27 of 30
Page 4 of 6

Page 1 of 9
Page 1 of 10
Page 1 of 16
Page 6 of 8
Page 7 of 145

Page 2 of 10

Date Filed
06/08/2006

09/11/2006
01/24/2006
05/20/2008
05/09/2007

10/21/2005 :

07/21/2005

09/11/2006 :

09/11/2006

03/19/2007
03/19/2007
05/20/2004

03/25/2004
11/14/2003
11/18/2003
01/25/2008
08/23/2005

01/13/2006 :

01/20/2004
01/20/2004
07/08/2004
02/05/2004
10/21/2004

04/14/2005

Nk R R R

# of
SSNs

6

O

NN

L e
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SSNs Found




File

CaseID

Doc #

232-5

49

79-3

87-5

59

16
17
19

21

53

87
530-3
530-6
21-2
57-4
62
174-3
30

31

32

52

53

54

48

58
68-2
25
19-2
19-2
19-2

44-4

60

16-2

17
85-2

Page Number

Page 12 of 32

Page 2 of 4

Page 33 of 69
Page 9 of 19

Page 3 of 5

Page 2 of 3
Page 2 of 3
Page 2 of 2
Page 2 of 2
Page 1 of 1
Page 1 of 3
Page 5 of 161

Page 22 of 158

Page 3 of 9
Page 59 of 66
Page 1 of 2

Page 164 of 349

Page 2 of 2
Page 2 of 2
Page 2 of 2
Page 2 of 2
Page 1 of 2
Page 1 of 2
Page 1 of 2

Page 100 of 181

Page 2 of 3
Page 1 of 2
Page 1 of 1
Page 3 of 3
Page 40 of 63
Page 2 of 2
Page 1 of 10

Page 13 of 19
Page 35 of 48

Page 2 of 8
Page 4 of 40
Page 4 of 40

Date Filed

05/31/2006 :
109/15/2005 :
02/08/2006
~ 02/17/2006
~01/11/2006
03/03/2005

03/03/2005
06/07/2005
06/07/2005
06/05/2006
07/11/2006
09/11/2008
09/11/2008
07/25/2005
08/28/2007
12/13/2006
11/08/2007
03/06/2006
03/06/2006

03/06/2006 -

03/28/2006
03/28/2006

03/29/2006 -

02/01/2008

05/15/2008
06/27/2008 :

01/10/2007
03/09/2007
01/05/2007
06/21/2007
12/13/2007
04/02/2008
04/02/2007

07/09/2008 :

05/30/2008
06/11/2008
06/11/2008

#of
SSNs

[

SSNs Found

Appendix A, Page 15 of 75




File CaseID

District Court ofrthe District of Columbia

33-8

12

57-4
26-2

Page Number

Page3of17
Page 3 of 17

_Pagelofl
. JPage2of2
...Page 19 of 20
Pagedof4
Pagelofl
~_Page 3 of 5
_Page 4 of 7
_Page 38 of 74 -
Pagelof3

1-2 Page 1 of 3
100-6 Page 3 of 4
100-13  Page 3 of 3
102-6  Page3of 4
102-13 Page3 of3
134-2 Page 2 of 3
3103-41- Page 2 of 2
13 Page lof5
14 Page 1 of 4
57 Page 5 of 12

] PagelofG B

Page 3 of 4

~ Page 5 of 11

106/17/2005 |
106/17/2005
101/10/2007
109/04/2006
.06/29/2005
08/26/2005

06/21/2007

'~ 09/15/2006

Appendix B, Page 16 of 75

# of
Date Filed _SSNs

07/29/2008 :1
07/29/2008 1

SSNs Found

09/01/2005

08/01/2005
08/05/2005
02/05/2007
02/05/2007 -
02/05/2007 -
02/05/2007 °
02/05/2007 -
0120/0147/2(
03/13/2006
03/13/2006 §
09/08/2008
09/08/2008 :

O R e e e e e et e e NN N e e e e D b

09/30/2005




Appendix A, Page 17 of 75

# of
File Case ID Doc # Page Number Date Filed SSNs SSNs Found

43-9 Page 10f 16  03/23/2007 81




File

Case ID

Page Number

Page 1 of 12

Page 16 of 17
Page 3 of 18
Page 3 of 18
Page 1 of 10
Page 9 of 10
Page 3 of 20

Page Lof 3

Page 8 of 9
Page 13 of 14
Page 1 of 3

Date Filed

#of
SSNs

04/27/2007 :75

12/28/2005
08/23/2006
01/29/2007
08/07/2007
07/26/2007

01/30/2006 :

08/01/2005
12/18/2006
11/23/2005
08/05/2005

R NN N

F IS N

SSNs Found

Appendix A, Page 18 of 75




File

Case ID

Page Number
_Page20f17
_Page 6 of 6

Page 1 of 2

Page 2 of 3
Page 2 of 3

Page 2 of 3

Page 4 of 17

Page 1 of 14
Page 1 of 2
Page 1 of 7

Page 1 of 13

Page 1 of 3

Page 9 of 10

Page 1 of 3
Page 3 of 3
Page 2 of 5
Page 1 of 10
Page 2 of 3
Page 2 of 3
Page 1 of 2
Page 2 of 2.

~Page 2 ‘of?.

Page 3 of 3
Page L1 of 1
Page 3 of 3
Page 1 of 1

‘Page 1 of 1

Page 1 of 1
Page 1 of 1

Date Filed

08/10/2006

 08/23/2006
- 08/28/2006
109/29/2006
10/02/2006 |
03/12/2007

07/21/2008
07/21/2008
07/21/2008
04/21/2006

12/20/2005

04/20/2006
05/31/2007
10/12/2006
03/02/2006
06/17/2006
03/31/2008
03/31/2008
05/24/2006

02/04/2007 -
02/04/2007

03/06/2006
03/06/2006
03/06/2006
03/06/2006
03/07/2006
03/07/2006
03/07/2006

o I e

o R e e R e e NN WN W e N R

# of

-SSNs
07/20/2006 -

N

SSNs Found
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File

CaseID

Doc #
13

1-3
1-4
1-3
1-4
54-2
55-2
45-7,
29-4
29-5

1-4
24-6
1-3

1-3
6-2
12
6-2

Page Number

Date Filed

#of
SSNs

Page 10 of 369 08/26/2006 67

Page 1 of 1
Page 1 of 1
Page 1 of 1
Page 1 of 1
Page 7 of 42
Page 7 of 42

. Page5of5
_Page4ofl9

Page 4 of 20

Page lTofl
Page 50 of 68

Page 1 of 4

Page 1 of 1
Page 4 of 6
Page 1 of 6
Page 1 of 8

03/10/2006
03/17/2006
03/17/2006
03/17/2006
08/06/2007
08/06/2007

.02/06/2007

02/28/2008
02/28/2008

03/21/2006 :

03/13/2008
04/03/2006

04/11/2006
05/24/2006
08/28/2006
05/31/2006

N L e B T T

ENG VO

N W= =

SSNs Found

Appendix A, Page 20 of 75




File

Case ID

Doc #

Page Number

Page 2 of 5
Page 1 of 3

Pagelof7
Page lof 2

Page 1 of 2
Page 9 of 45
Page 9 of 45
Page 1 of 5

Page 1 of 6

Page 1 of 4
Page 1 of 4
Page 3 of 8
Page 1 of 3
Page 4 of 60
Page 1 of 1
Page 1 of 1
Page 1 of 1
Page 2 of 2
Page 1 of 5

Pagelofl  02/20/2007
..Pagelof2
_Pagelof3
Page 6 of 10

Page 7 of 21
Page 7 of 21
Page 7 of 21

Page 1 of 14
Page 7 of 21
Page 85 of 92
Page 2 of 7
Page 1 of 6
Page 3 of 4

Date Filed

05/17/2006 °

05/17/2006
07/21/2006
07/21/2006
05/30/2006

 07/17/2006 -

07/18/2006
06/22/2006

06/29/2006

09/01/2006
09/27/2006
09/21/2007
02/23/2007

- 07/12/2006

12/04/2007
12/04/2007
12/06/2007
07/20/2006
06/22/2006

.08/14/2006

..92/25/2007
.05/23/2007

09/27/2006

09/27/2006

09/27/2006 :

01/26/2007
10/15/2007
10/15/2007
01/30/2007
10/12/2006
12/05/2007

DWW R e =W

AR R R R R AW WwW

e B R
4 f . v -

W= N el

# of
SSNs

N

s

Oﬁ' ‘

SSNs Found
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File

Case ID

Doc#
13 ~rn

4-2
23-4
1-3
2-3
8-3
21-2
23-3
1-5

13
23

24-9
20-2
29-4

1-2
15-9

Pagelofé
 Page1of18

Page Number
Page 9 of 12
Page 1 of 6

Page 6 of 6
Page 8 of 15
Page 1 of 1
Page 1 of 1
Page 1 of 1
Page 140 of 180
Page 2 of 9
Page 29 of 73
Page 2 of 6
Page 7 of 21
Page 16 of 18
Page 16 of 18
Page 7 of 10
Page 1 of 25

Page 3 of 5

Page 5 of 15

Page 12 of 26
Page 6 of 30
Page 32 of 35

Page 5 of 14
Page 2 of 44

Date Filed
03/0‘8/2007
05/02/2007

12/21/2006
07/12/2007
11/30/2006
12/04/2006
02/13/2007
06/13/2007
06/25/2007
02/16/2007
04/12/2007
07/20/2007
08/03/2008
08/04/2008
09/25/2007
03/07/2008

07/17/2008

..10/12/2006 .
07/11/2007

11/19/2007

" 04/16/2008
06/06/2008. .

08/14/2008
07/31/2008

11/14/2007 -

03/14/2008

§1
5

0NN WM e e e W

Vi il N

N N N
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# of
SSNs

SSNs Found




File Case ID

District Court of the Southern District of Florida

District Court of Guam

Doc#

3-2

13
24-4

9-3
21-9
1-2
1-2

66
39
137
168
336
43
37
13
708
1101

64

246
246
246

Page Number
Page 3 of 148

Page 2 of 8
Page 1 of 18

Page 8 of 17
Page 1 of 1
Page 2 of 4
Page 2 of 6

Page 6 of 12
Page 3 of 3
Page 16 of 39
Page 6 of 16
Page 6 of 26
Page 1 of 6
Page 3 of 3
Page 3 of 3
Page 4 of 9
Page 21 of 40

Page 1 of 1
Page 6 of 7
Page 6 of-7
Page 6 of 7

Date Filed
11/29/2007

07/08/2008
05/05/2008

05/28/2008 .

06/03/2008
06/17/2008
07/16/2008

05/09/2005
06/08/2005
10/20/2005
05/01/2008
06/09/2006
11/29/2005
09/23/2005
09/15/2005

04/19/2005 -

08/11/2005

© 03/10/2008

06/12/2008
06/12/2008
06/12/2008

N o NN e

# of
SSNs

.39

‘1
11

S )

SSNs Found

Appendix R, Page 23 of 75




File

Case ID Doc #
246
246
246
246
82-2
17,
32

District Court of Hawaii

163

97

District Court of the Central District of Illinois

213-7
213-9
258-9
258-11
259-9

260-9
260-11
263-2

39-2
24-11
24-12
27-3
28
28
100-3

100-4
108-5
110-9
10-2-

221

73-3

259-11

Page Number
Page 6 of 7
Page 6 of 7

 Page 6 of 7
Page 6 of 7

Page 3 of 6

N Page 2 of 2

Page 2 of 2

Page7ofl2
Page7of13
Page 6 of 24 .

Page 4 of 49

Page 8 of 119
Page 26 of 215
Page 8 of 119
Page 26 of 215
Page 8 of 119

Page 26 of 215

Page 8 of 119
Page 26 of 215
Page 25 of 44

Page 10 of 18
Page 32 of 47
Page 1 of 47
Page 2 of 10

Page 23 of 42

Page 1 of 20

Page 12 of 18
Page 1 of 20
Page 1 of 10
Page 1 of 1

Date Filed

106/12/2008

06/12/2008
06/12/2008

~ 06/12/2008
© 05/08/2008

07/10/2008
08/14/2008

08/29/2007

03/28/2008
06/29/2006

08/01/2006

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknprn )
unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
unknown
unknown
unknown

2

N S N

L I o NN

o QY S G N

e
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i of
SSNs

SSNs Found




File Case ID Doc #
11-2
12-2
14-2
17-2

42

62
54
49
28
96
99
22
35
64
67

96

19
20

206
69
66
21
109
114
31

38

1557
16-5

60-2

91-12
11-5
11-9
13-4
17-12
18-12

18-2

33-2

Page Number

Pagelofl

Page 1 of 1

Page 4 of 130

Page 4 of 130

Page 2 of 2 B
Page2of3

Page 2 of 3
Page 14 of 16
Page 2 of 10
Page 1 of 2
Page 1 of 2
Page 3 of 6
Page 6 of 10
Page 1 of 4
Page 2 of 7
Page 1 of 4
Page 1 of 3
Page 1 of 4
Page 6 of 13
Page 3 of 28
Page 31 of 35
Page 10 of 10
Page 6 of 35
Page 2 of 2
Page 2 of 2
Page 1 of 2
Page 1 of 2
Page 6 of 54
Page 1 of 2
Page 1 of 5
Page 1 of 3
Page 1 of 2

Page 1 of 2

Page 1 of 2
Page 1 of 5
Pagé 90of 19
Page 1 of 3

Date Filed
unknown
unknown
unknown

‘unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

~ unknown

unknown

] unknown

unknown
unknown

T N S R N R T i S g

# of
SSNs

[y

SSN's Found
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File Case ID . Doc #
43

11-13
13-2
13-3

30
122
18-15
18-16
18-18
18-19
18-23
15-6
15-7
56-7
79-21
149-6
150-6
169-4
171-3
86
134
41

94
68

49

49
84

88

87

27

18
179
16-12
89-4
111

56-5

13-4

Page Number
Page 1 of 3
Page 1 of 18
Page 1 of 4

Page 75 of 76

Page 21 of 60

Page 47 of 56

Page 2 of 32
Page 2 of 6
Page 8 of 19
Page 1 of 14
Page 16 of 20
Page 8 of 11
Page 1 of 1
Page 1 of 25
Page 5 of 14
Page 2 of 14
Page 8 of 129
Page 8 of 129
Page 8 of 129
Page 8 of 129
Page 8 of 129
Page 1 of 3
Page 1 of 2
Page 1 of 2
Page 1 of 3
Page 1 of 5
Page 1 of 5
Page 1 of 4
Page 1 of 4
Page 1 of 2
Page 1 of §
Page 1 of 2
Page 3 of 18
Page 21 of 40
Page 6 of 15
Page 3 of 7
Page 1 of 7

Date Filed
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

# of
SSNs

=

SSNs Found
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File

CaseID

127-2
127-3
136

136-2

28-4

Page Number
Page 21 of 69

Page20of8
Page 4 of 4
Page 37 of 41

Page 2 of 2

_Page30f15

Page 1 of 5
Page 1 of 6
Page 1 of 6
Page 1 of 6
Page 1 of 6
Page 49 of 51
Page 1 of 3
Page 3 of 21
Page 1 of 1
Page 4 of 9
Page 13 of 50
Page 3 of 10
Page 5 of 6
Page 49 of 100
Page 72 of 100
Page 49 of 100
Page 72 of 100
Page 4 of 5
Page 1 of 11
Page 1 of 1
Page L of 7
Page 7 of 104
Page 7 of 104
Page 7 of 104
Page 23 of 23
Page 3 of 3
Page 1 of 2
Page 1 of 3
Page 30 of 34
Page 15 of 15
Page 1 of 3

Date Filed
unknown
unknown
unknown
unknown
u"r;‘iznown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

.unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

~unknown

unknown

~ unknown

unknown

unknown

B RTRL T W w W e e e N e e e e R R e e R R R W W TR TR w

# of
SSNs

SSN's Found
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File

Case ID

Page Number
Page 1 0f6
Page 1 of 4

Page 4 of 4

Page 1 of 3
Page 1 of 3
Page 1 of 7
Page 1 of 5
Page 25 of 59

Page 5 of 11
Page 16 of 34

Page 3 of 6
Page 16 of 16
Page 7 of 8
Page 5 of 5
Page 27 of 44
Page 1 of 2
Page 11 of 30

Page‘ 3 qu 12
Page 3 of 13

_Page 3 of 30

Page 2 of 6
Page 6 of 7
Page 16 of 20
Page 10 of 20
Page 5 of 11
Page 11 of 30

Page 1 of 25
Page 5 of 6
Page 1 of 5
Page 11 of 30

Page 4 of 21

Date Filed

unknown

unknown
unknown

unknown

unknown

unknown

unknown
unknown

unknown
unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown

-unknown

unknown
unknown
unknown

unknown

VI e R

NN R R =W

NN RMRBERRB 2 2

N o

# of
SSNs

'l

o N

SSNs Found
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File

CaseID

Page Number

Page1of2

Page 4 of 5
Page 2 of 13

_Page 1 of 7

Page 10 of 10
Page 4 of 5

‘ Page 1 of 27

Page 4 of 29
Page 2 of 22
Page 49 of 66

Page 6 of 27
Page 11 of 154
Page 5 of 6

Page 4 of 6

Page 4 of 15
Page 3 of 22
Page 2 of 22
Page 5 of 7_
Page5of7

Page 24 of 26

_Page20f29

Page 35 of 70

Page 53 of 110

Page 2 of 3
Page 1 of 4
Page 1 of 6
Page 5 of 5
Page 1 of 56
Page 10 of 17

. Pagedof6
Page20of3
Page 3 of 8

Date Filed
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknpw‘r‘)mm‘ )
unknown‘ o
unknown -
_unknown
unknown  :

unknown

_unknown

unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown

o R R NN R

e I e e e e R i S
: A

=W e e e

#of
SSNs

[

=
N

SSNs Found
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File

Case ID

Doc #

Page Number

~ Page 6 of 13

Page20f3
Page 17 of 70

Page 9 of 18

Page 12 of 33
Page 2 of 27
Page 15 of 21
Page 2 of 4
Page 11 of 15
Page 1 of 2
Page 1 of 2

~ Page 2 of 4

Page 1 of 8
Page 2 of 2
Page 1 of 8
Page 5 of 14

Page 5 of 44

Page 2 of 3
Page 2 of 3
Page 1 of 7
Page 58 of 73

Page 3 of 58
Page 8 of 8
Page 32 of 39

Date Filed
unknown

unknown
unknown

unknown
unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown

unknown
unknown
unknown

=

(7, SRS

T SO N =y ey v Gy N S g
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File

Case ID

Doc#
3-2
202
126-2

6-3
69
21
1-4
74-6

63

1

4511
22-2

Page Number
Page 32 of 39
Page 7 of 10
‘Page 9 of 34
Page 7 of 22
Page 1 of 2
Page 6 0f 6
Page 4 of 18
Page 4 of 18
Page 1 of 6
Page 2 of 2
Page 1 of 10
Page 1 of 7

l5age 50f9
Page 10 of 11
Page 10 of 34

Page 1 of 4
Page 1 of 1
Pagelof2
Page 1 of 4

- Pagelofa

...Page 1of4

 Pagelof1
25-2
,3,.“«“«.‘ a1

Page1of1
Pagelofl

Page 1of 1

Page Sof8 .

_Page 14 033

_.Page 8 of 45

.Page 10 of 13
Page 8 of 11

Page 1 of 27

~ Page 1 of 24

Page 1 of 10
Page 3 of 8
Page 9 of 10

. unknown
_unknown
_.unknown

Date Filed

unknown

unknown

unknown

unknown

~ unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
unknown
unknown

unknown
unknown

unknown
_unknown
unknown

unknown

unknown

unkp‘gxygww B
unknown
_unknown
. unknown

unknown

‘unknown

unknown
unknown
unknown

“unknown

Ul B B oo HTH W RN R

i - H
1—-»—-|—-NNwwgwwHH=|-\;w;|—\Hw§w:H|-aw

# of

‘SSNs

‘N
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Appendix A, Page 32 of 75

# of

File Case ID Doc # Page Number  Date Filed SSNs SSNs Found

1-2  Page290f57 unknown 1 '

4 Page 29 of 57 unknown :1

1 . Page 18 of 19  unknown 1

7-2 Page 12 of 42 unknown 1

2-3 Page 1 of 7 02/08/2007 -1

1-3 Page 1 of 7 unknown 4

7-2 Page 3 of 3 unknown ‘1

9-2 Page 2 of 20 unknown 1

1 Page 9 of 10 unknown 1

1-3 Page 1 of 7 unknown 4

1-4 Page 44 of 80  unknown 5

1 Page 3 of 5 unknown 1

13 Page 3 of 15 unknown 1

3 . Page 7 of 7 unknown 1

13 Page 1 of 2 unknown 1

i3-3 Page 3 of 23 unknown 1

1 Page 14 of 23  unknown 1

11-11  Page 7 of 33 unknown 4

1 | Pagé 70of7 unknown 1

8 Page 1 of 3 unknown 1

9 Page 1 of 3 unknown ‘1

3 Page 4 of 17 unknown 1

1 Page 3 of 15 unknown 1

1 Page 28 of 28  unknown 1

1 Page 1 of 2 unknown 1

1 Page 1 of 2 unknown 1

15 Page 1 of 6 unknown 1

8- Page 4 of 10 unknown 1 ‘

9 Page 4 of 10 unknown 1

4 Page 2 of 20 unknown ‘1 ]

4 Page 80 of 104 unknown 1

1-3 Page 1 of 58 unknown -2




Appendix A, Page 33 of 75

#of
File Case ID Doc # Page Number  Date Filed SSNs SSN's Found
8 Page 2 of 71 unknown 79
Page 83 of 84  unknown -2
Page 5 of 18 unknown 1
Page 5 of 17 unknown 1
-3 Page 1 of 7 unknown 1
14 Page 16 of 39  unknown 2
145 Page 16 of 39  unknown -2
Page 1 of 2 unknown 1
1-2 Page 13 of 14  unknown 1 .
Page 17 of 22 unknown 1
4-2 Page 10 of 25  unknown 6
" Page200f28 unknown 1
1-3 Page 2 of 2 unknown 1

District Court of the Norxthern District of Illinois




File

Case ID

Doc #
1221
102

116
127

44-2
21-2

Page Number
Page 13 of 34
Page 12 of 17

Page 14 of 21
Page 19 of 25

Page 8 of 15

Date Filed

.. 01/30/2008

07/23/2008

08/19/2008 :

09/03/2008

 Page880f 159 04/25/2008 1
05/14/2008 47

3
8

Appendix A, Page 34 of 75

# of
SSNs SSNs Found

36




File Case ID Doc #

23

23-2
10-2
20-6

8-2
21
13-7

= 00N W=

Page Number
Page 8 of 15

Page 2 of 13
Page 6 of 8
Page 3 of 9

Page 8 of 47
Page 2 of 9
Page 3 of 5

Page 1 of 1
Page 4 of 17
Page 13 of 21
Page 2 of 5
Page 17 of 39

Date Filed

06/03/2008

04/03/2008
02/15/2008
06/04/2008

05/22/2008

08/25/2008 -
13

05/12/2008

04/18/2008
08/06/2007
05/01/2008
06/09/2008
05/09/2008

W NN =

# of
SSNs

‘47

19

SSNs Found
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File CaseID

District Court of the Eastern District of Louisiana

District Court of Maryland

Doc #
10-3

28-4
1-2
15
9-3

1261
1360-2
45

16

141
141-2
141-3
143

143-2
124-5
20

Page Number

Page 3 of 9

Page 7 of 9
Page 2 of 2
Page 1 of 1
Page 2 of 7

Page 1 of 2
Page 4 of 16
Page 46 of 96

Page 1 of 3
Page 1 of 2

Page 2 of 2
Page 5 of 78
Page 8 of 8
Page 3 of 8
Page 1 of 2
Page 1 of 5
Page 2 of 2
Page 1 of 7

Page 2 of 2
Page 2 of 3
Page 1 of 6

Date Filed
06/25/2008

09/05/2008
06/20/2008
08/19/2008

09/05/2008 -

07/25/2008 -
09/03/2008 °
08/27/2008

07/26/2007
02/01/2007

12/08/2005
12/22/2006
08/11/2005
02/06/2008
09/21/2005
09/21/2005
09/21/2005
12/02/2005

12/02/2005 :

# of
SSNs

24

NN e

[

03/17/2003 i1

12/17/2001

Appendix A, Page 36 of 75

SSNs Found
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# of
File Case ID Doc # Page Number  Date Filed SSNs SSNs Found

130-3 Page 4 of 35 11/11/2003 650




File CaseID Doc#
131-2 Page 3 of 18

91-2 Page 3 of 6
31-2 Page 1 of 2
29-2 Page 4 of 8
54-6 Page 1 of 6
33-3 Page 4 of 13
37-3 Page 4 of 15

58-3 Page 11 of 15

58-4 Page 2 of 8
191-8 Page 2 of 3
150-6 Page 1 of 2
158-2 Page 1 of 5
158-3 Page 1 of 1
43-10 Page 2 of 2
43-12 Page 2 of 3
43-20 Page 3 of 4
48-5 Page 1 of 1
48-13 Page 1 of 15
78-5 Page 1 of 1
78-13 Page 1 of 15
78-19 Page 1 of 1

Page Number

Date Filed
1172172003

04/29/2004 .

04/09/2003
03/19/2003
12/29/2003
03/20/2003
04/07/2003

06/05/2003

06/05/2003
06/01/2007
07/21/2003
08/25/2003
08/25/2003
09/22/2003
09/22/2003
09/22/2003
10/14/2003
10/14/2003
02/03/2004
02/03/2004
02/03/2004

52

VI N = R

w1

Pt b e b pe e fed pel ke el 2 N
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# of
SSNs SSNs Found




File

Case ID

Doc #
.6 4 B
47-3
29-5
69-2
69-3
69-4
73
116-2
181-3
21-10

21-3
48-2

53-2
102-13

63-2
63-4

63-6

15-2
17-2

11-2

7
7-22
12-3
18-3
47
47-2
48
9-2

9-4

Page Number

Page 1 of 2
Page‘”flrof 228

_Page 2 of 12

Page 1 of 1
Page 1 of 4

‘VPVage lofl

Page' 1of2
Page 2 of 2
Page 2 of 5
Page 1 of 4

Page 2 of 3
Page 3 of 5

Page 2 of 3
Page 5 of 47
Page 4 of 127
Page 4 of 87
Page L of 7
Page 1 of 8
Page 1of 8
Page 3 of 9
Page 10 of 23
Page 1 of 1
Page 2 of 3
Page 1 of 1
Page 2 of 2
Page 1 of 7
Page 1 of 7
Page 2 of 7

Pagé 1of4

Page 1 of 2
Page 1 of 1
Page 2 of 12

Date Filed
04/04/2003

08/08/2003 -

04/04/2003
12/11/2003
12/11/2003
12/11/2003

01/06/2004 :

09/02/2004
02/11/2005
04/14/2003

03/21/2003 |
03/12/2007

02/17/2004
04/05/2006
11/11/2005
11/11/2005
11/11/2005
05/05/2003
05/12/2003
04/09/2003
04/11/2003
04/11/2003
05/07/2003
04/16/2003
01/15/2004

01/15/2004 -

01/16/2004
05/13/2003

'05/13/2003

05/13/2003 -
05/13/2003 -
01/31/2004 .

AN NNR R R R RN A A RN R

# of
SSNs

=

= e
(=)

N

e

SSNs Found
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File CaseID -

District Court of the Noxthern Mariana Islands

Doc#

431

Page Number
Page 2 of 9

Page 9 of 9
Page 34 of 37

JPagelof2

Pa
Pa

of 10

Page 7 of 7

 Page7of7

Page 4 of 15

| _Pagedofld

Page 1 of 6
Page 1 of 6

‘ Page 4 of 10

Page 4 of 4

_Page 5 of 8

Page 1 of 7
Page 1 of 7
Page 16 of 16

~ Page 1 of 2

Page 11 of 39
Page 1 of 2
Page 1 of 2

) ~Page lof2

Page 9 of 16
Page 2 of 3
Page 1 of 2
Page 1 of 1
Page 1 of 3
Page 1 of 4
Page 13 of 19
Page 17 of 18
Page 19 of 29
Page 3 of 4
Page 4 of 4
Page 1 of 1

Page2lof2s
_Page120f13

Date Filed

- 04/30/2003 :
03/17/2008
07/16/2008

.08/10/2005
/10/2005

103/2006

04/03/2006
109/13/2005
10/18/2005

12/12/2005
11/07/2005
11/25/2005
03/22/2006

- 09/08/2005

05/15/2006

08/16/2005

06/21/2006
06/29/2007
12/21/2005

08/18/2005 :

07/10/2008
08/18/2005
08/18/2005

~ 08/18/2005

12/29/2005
05/19/2006
02/22/2005
08/24/2005
10/31/2005
11/08/2005
11/30/2005
01/31/2006
04/17/2007
09/30/2007
09/07/2007
07/20/2007

D T I S I e e e e L e T = T = R I s B S SR SR Sy N N ST PR

# of
SSNs
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SSNs Found
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File CaseID

District Court of Massachusetts

17-4
27-2

Doc #
3-2

36-5

366

36-13
383

54

19-8

10

46-2

54-2
31-3
31-4

37-8
12-2

Page Number Date Filed
Page 11 0f39  07/10/2008
Page 39 of 45  07/15/2005
Page 37.0f 39  07/15/2005
Page3of7  07/15/2005
Page 4 of 21 02/03/2006
Page2of4 05/20/2005
Page2of2 06/10/2004
Page50of5  05/18/2004
JPage 1of 16 05/16/2005 °
...Page9of24  06/15/2006 '
Page20f4 05/26/2004
 Page 2 of 9 03/01/2007
Page 20f17  03/01/2007
Page 9 of 13 03/01/2007
Page30of 12 10/13/2005
Page 1 of 1 09/29/2004
Page 1 of 3 05/16/2007
Page 1 of 2 05/18/2006
Page 10 of 11 03/17/2005
Page 3 of 4 02/21/2006
Page 1 of 6 05/01/2006
Page 2of 11 11/10/2004
Page 2 of 2 07/11/2005
Page 14 of 27  10/12/2006
Page 6 of 18  12/22/2006
Page 6 of 18  03/14/2008

PR PR Nwie

RN E NN N EN

#of
SSNs

i1

H
3
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File

Case ID

Doc#

1324-5

73

9-3

25-7

88-2

179-3
184-2

Page Number
Page 1 of 54

Page 4 of 4

- Pagelofl
~ Page 1 of 9
Page 6 of 14
Page3of 7

Page 1 of 4

Date Filed

# of
SSNs

06/10/2008 (67

05/20/2008 -

~05/12/2005

06/03/2005

© 04/10/2007

01/28/2008

01/28/2008 :

SSNs Found

Appendix A, Page 42 of 75




File

Case ID

Doc #
184-3

226

243-2
17
17-2
38-2
71-3
10-2
18
18-2
48-2
27
29
39
41
44
49-2
49-4
62-13
4-6
32-2
33-6
81-2
11-4
22-2
22-3
59-2
12

240

Page Number
Page 2 of 5

Page 4 of 4

Page ‘4 of 4

Page 2 of 2
Page 1 of 4
Page 1 of 1
Page 3 of 10
Page 22 of 25
Pagelof 1

Page 1 of 2

Page 1 of 1
Page 1 of 4
Page 2 of 3
Page 2 of 3
Page 2 of 3
Page 2 of 3
Page 2 of 3
Page 1 of 1
Page 1 of 1
Page 1 of 4
Page 24 of 37
Page 2 of 2
Page 5 of 12
Page 3 of 52
Page 1 of 6
Page 3 of 29
Page 2 of 20
Page 1 of 6
Page 1 of 1

Date Filed
01/28/2008

03/02/2008

03/21/2008
03/28/2008
02/10/2005
02/10/2005
10/18/2005
02/01/2007
05/13/2005
05/26/2005
05/26/2005
04/21/2005
06/08/2006
06/09/2006
10/26/2005
10/31/2005
11/04/2005
06/22/2006
06/22/2006
08/07/2006
09/14/2004
02/24/2005
02/24/2005
01/10/2007
11/02/2005
12/21/2005
12/21/2005
10/05/2006
11/17/2004

§25
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el R TE TN W R RTR TR R RTRETRETETE A R R R WETR R R e
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# of
SSNs

SSNs Found




File

CaseID

Page Number

Page 8 of 12
Page 2 of 6

Page 2 of 11
Page 3 of 17

Page 7 of 106
Page 7 of 106
Page 9 of 16
Page 4 of 41

Page 1 of 1
Page 1 of 1
Page 1 of 1
Page 1 of 2
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 6 of 21
Page 7 of 22
Page 13 of 45
Page 7 of 24
Page 1 of 1
Page 24 of 56
Page 7 of 27
Page 6 of 11

Date Filed
11/08/2006

11/08/2006

01/04/2007
01/04/2007

02/10/2006
02/10/2006
08/10/2006
08/10/2006

03/22/2007
03/22/2007
03/22/2007
03/22/2007
09/22/2006
09/22/2006
09/22/2006
09/22/2006
09/22/2006
09/22/2006
09/22/2006
09/22/2006
09/22/2006
09/22/2006
09/22/2006
09/22/2006
07/21/2006
07/28/2006
09/22/2006
11/17/2004
02/15/2008
11/09/2005
10/14/2005

CRIN T

[ T T N S e S o T e e T T iy

# of

-SSNs
4

1
‘10

SSNs Found
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File

Case ID

Doc #
20

82
43-5
26
24-3
188-3
61-2
51

53
20-4
29-3
56-3
52-2

59-2

Page Number
Page 3 of 9

Page 23 of 50
Page 6 of 20
Page 7 of 14
Page 1 of 1
Page 1 of 2
Page 26 of 29
Page 10 of 48
Page 2 of 5
Page 10 of 26
Page 1 of 1
Page L of 1

~ Page 4 of 66

Page 6 of 7

Page 6 of 9

Date Filed
10/14/2005

03/02/2005 :

07/05/2006
11/27/2006

04/14/2006 -

08/11/2006
12/26/2007
08/10/2007
02/07/2006
02/07/2006
09/08/2005
01/18/2006
08/01/2007
08/10/2006

08/21/2006

SSNs
5

N o b b = N R 1 e

=

42
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#of
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File Case ID

Doc #

District Court of Minnesota

41

41

61
4097-3
137-2
8-3

BN R W N

District Court of New Jersey

178-10

Page Numbex
Page 4 of 5
Page 2 of 3
Page 2 of 5 '

Page 5 of 21
Page 5 of 21
Page 1 of 1
Page 1 of 1
Page 3 of 5
Page 1 of 1
Page 12 of 24
Page 3 of 11
Page 2 of 5
Page 1 of 2
Page 7 of 17
Page 26 of 60
Page 137 of 147

Page 6 of 10
Page 6 of 10
Page 5 of 9
Page 1 of 31
Page 8 of 32
Page 6 of 145

Page 23 of 54
Page 22 of 34
Page 22 of 34
Page 3 of 50
Page 4 of 4

Page 16 of 23

Page 1 of 3
Page 13 of 46
Page 8 of 43
Page 2 of 54

Date Filed

01/23/2008
04/26/2006
02/12/2007

02/14/2006
02/27/2006
05/14/2008
07/10/2006
09/18/2006
08/01/2006
11/18/2005
06/20/2007
07/05/2007
06/14/2006
10/09/2005
05/02/2008
09/04/2006

03/04/2005
03/04/2005
08/25/2005
04/17/2006
03/03/2006
01/31/2008

03/29/2006
12/22/2004
04/15/2005
04/18/2005

1 06/27/2005

03/07/2005
03/02/2005
08/09/2004
08/09/2004
10/17/2006

o N R R W NN

o N RN e

#of
SSNs

1
‘i1
7

SSNs Found
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File CaseID

Doc#
157
158
27-8
43-6
58-5
12-17
55-15
21-5
30-4
61-2
85-4
85-13
54-6
22-9
22-11
30-5
724

74-13
82-7
82-10
212-12
73-7
38-2
106-8
126-11

Page Number
Page 3 of 9

Page 3 of 9

Page 11 of 50
Page 2 of 4
Page 2 of 4
Page 3 of 3
Page 4 of 4
Page 1 of 4
Page 1 of 4
Page 4 of 71
Page 4 of 71
Page 3 of 41
Page 17 of 45
Page 5 of 25
Page 7 of 24
Page 4 of 4
Page 27 of 119

Page 4 of 22

_ Page20f6
Page1of50

Page 2 of 10

..Page 8 of 57

Page 5 of 32

Page 1 of 2
Page 36 of 65
Page 22 of 51
Page 1 of 11
Page 2 of 13
Page 5 of 13
Page 3 of 13
Page 2 of 10
Page 1 of 2
Page 10 of 16
Page 10 of 16

Date Filed

03/30/2007
© 04/02/2007

07/26/2004
07/30/2004
03/30/2005
08/26/2004

06/01/2007 :

10/21/2004
11/18/2004
11/07/2005

01/20/2006
01/20/2006 :
05/19/2006 :
09/16/2005 .
09/16/2005 -

04/14/2004
12/08/2004

12/08/2004

04/25/2008
02/10/2006_
05/19/2006
OS/Z@'/%QOG

05/26/2006

09/28/2006

03/28/2005 :

04/19/2005
01/17/2006
01/17/2006
01/17/2006
08/10/2007
11/17/2005
09/24/2004
01/26/2007
01/15/2008

00 ha = W NN R e e e Nt

e e

# of
SSNs

N

‘U'ISNQI—ll—lI—“ N

=

SSNs Found
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File . Case ID

District Court of the Southern District of New York

Doc #
134-18

40-2

76-5
76-7

Page Number

Page 2 of 25

_Page 50 of 64

Page 12 of 35
Page 4 of 36

_ PageS5of8
..Page3of3
. Page5of7
_ Page 1of 8

Page 40f 8

~ Page20f5
Page 6 of 13

Page 5 of i3
Page 5 of 5
Page 4 of 5

Page 20of 3 ‘

Page 2 of 18
Page 2 of 9
Page 2 of 7
Page 2 of 8
Page 2 of 11
Page 5 of 13

Page 2 of 7
Page 40f6

Page 6 of 12

Page 6 of 18

Page 5 of 5
Page 4 of 4
Page 8 of 24
Page 7 of 14
Page 2 pf 4
Page 4 of 6

Page 8 of 14
Page 21 of 33

Page 21 of 33
Page 8 of 14

Date Filed
) ..,01/3 1/2008
01/26/2007

11/02/2007 §
11/02/2007

01/14/2008 |
~06/03/2008
07/09/2007

07/11/2007

07/17/2007 .

09/21/2007
09/24/2007
09/10/2007

07/05/2007 |
07/12/2007

10/01/2007
10/23/2007
12/06/2007

11/08/2007 -
09/07/2008
11/13/2007
08/23/2007 :

08/24/2007

05/02/2008
03/03/2008

10/19/2007 °
07/18/2008 :
~ 07/18/2008
11/05/2007 :
‘ 12/13/2006‘5
- 12/13/2006

12/13/2006
12/13/2006

‘1

[N SR

B e e e W e W e e e e et i N
- s - H B : N

N R W N e
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File CaseID Doc # Page Number
Page 21 of 33
Page 21 of 33

Page 48 of 58
Page 12 of 32
Page 7 of 90
" Page 13 of 104

Page 5 of 14
Page 2 of 6
Page 2 of 5
Page 2 of 6
Page 2 of §
Page 4 of 19

Page 5 of 7
Page 5 of 90
Page 1 of 2
Page 2 of 6
Page 3 of 7
Page 2 of 9
Page 2 of 5
Page 2 of §
Page 3 of 3

~Page30f3

Page 1 of 3
Page 1 of 3
Page 1 of 3
Page 1 of 3
Page 1 of 3
Page 5 of 7
Page 4 of 6
Page 5 of 7
Page 4 of 6
Page 21 of 37
Page 5 of 7

Page 48 of 58

- 10/23/2007

105/15/2008

# of
Date Filed SSN's

12/13/2006 °
12/13/2006
10/23/2007
10/23/2007
10/23/2007

=

06/27/2008
10/19/2007
11/02/2007
11/02/2007
11/26/2007
11/26/2007
01/11/2008

R el L S NSy ¥

07/28/2008
07/07/2008
09/20/2004
04/16/2008
12/12/2007
01/17/2008
03/25/2008
03/25/2008
05/15/2008

07/22/2008

07/22/2008
07/22/2008
07/22/2008
07/22/2008
07/18/2008
07/28/2008
05/30/2008
06/17/2008
08/01/2007
08/22/2008

NN NN N NN

SSNs Found
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File

CaseID

District Court of the Southern District of Ohio

Doc #

10

11
11-2
11
14
17
18
11-2
16

10

19
13
23-2
24-2
73-2

Page Number

. Page5of7

Page 1 of 7

Page 61 of 69
Page 21 of 43
Page 61 of 73
Page 1 of 1
Page 4 of 4
Page 8 of 9
Page 1 of 1
Page 4 of S
Page 3 of 6
Page 68 of 150

Eage“i o“f 7

Page 14 of 33

Page 25 of 26

Page 1 of 5

Page 55 of 73

Page 1 of 2
Page 1 of 2
Page 2 of 30
Page 3 of 18
Page 13 of 58

Date Filed
09/05/2008
05/21/2008

04/25/2008
04/25/2008
04/25/2008
02/21/2008
03/28/2008
08/12/2008
08/07/2008
07/29/2008
05/14/2008

09/03/2008

08/20/2008
06/13/2008
06/13/2008
08/14/2008
08/20/2008

11/03/2004
05/04/2004
05/20/2004
06/01/2004
09/17/2004

RN R R WRe R

# of
SSNs

2
4

NS
S

R NNR R

L I N

SSNs Found
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File CaseID

District Court of Oregon
No Problems Found (No PDF Files To Examine)

Doc #

Page Number

Page 9 of 33

Page 3 of 44

Page 34 of 43
Page 18 of 38

Page 1 of 14
Page 2 of 21
Page 10 of 24

Page 11 of 252

Page 11 of 26
Page 1 of 2

...Fage 5 of 16
Page 4 of 5 6

Page 2 of 5

Page 4 of 16
Page 2 of 2

Page 1 of 3
Page 6 of 20

Page 1 of 9
Page 2 of 2
Page 1 of 9
Page 1 of 2

Page 26 of 34
Page 1 of 1
Page 40 of 40

Date Filed
09/17/2004

09/17/2004

09/17/2004
09/17/2004

07/20/2007
04/02/2004
04/02/2004
04/07/2004
08/30/2006

- .06/14/2004

11/04/2004
09/19/2003
01/03/2005

04/05/2005

09/29/2003 °

12/12/2003 :
12/22/2003 :

01/22/2004
01/22/2004
01/22/2004
02/09/2004

10/26/2003
07/11/2007 :
07/13/2007 -

‘11

TR NR R R R e £

N

==
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# of
SSNs SSN's Found
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File Case ID Doc#

District Court of the Eastern District of Pennsylvania

District Court of the Middle District of Pennsylvania

District Court of the Western District of Pennsylvania

75

22
37-8
37-12

22
19

18

18

18

18
21-3
16-6
16-9
16-10
17
26-2

Page Number

_ Page7of7
.. Pagelof2 )1/2003
.Page7of11  08/12/2002 °

Date Filed

08/05/2002
08/0

Page 39 of 111  10/16/2003

 Page2of5

Page 1 of 7

_Pagelof3
Page 2 of 6

Page 2 of 2

Page 57 of 252
Page 52 of 100

Page 2 of 3
Page 1 of 3
Page 8 of 50
Page 14 of 46

Page 7 of 17
Page 7 of 17
Page 7 of 17
Page 7 of 17
Page 7 of 17
Page 7 of 17
Page 1 of 18
Page 1of 4
Page 1 of 2
Page 1 of 2
Page 11 of 17
Page 8 of 8

03/01/2004

104/16/2003
06/11/2008
11/01/2004

05/15/2003
12/29/2003
12/31/2003

10/12/2006
03/10/2006
12/29/2005

12/29/2005

03/31/2006
03/31/2006
03/31/2006
03/31/2006
03/31/2006
03/31/2006
08/31/2006
02/06/2008
02/06/2008
02/06/2008
09/01/2006
09/01/2006

N =R e

[ -

Mo NE NN NN
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#of
SSNs

SSNs Found
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File Case ID Doc #

District Court of Puerto Rico

District Court of Rhode Island

27-2
52-2
57
20-4
s . ‘ ] 79

Page Number
Page 11 of 17
Page 1 of 3
Page 9 of 24
Page 2 of 15
Page 1 of 2

Page 1 of 2
Page 2 of 2
Page 2 of 6
nge lo

Page 10f2
Page 1of4

Page 1 of 4
Page 15 of 39
Page 2 of 3
Page 1 of 2
Page 4 of 18
Page 2 of 2

. Page3of3  04/2
Page20f3

... Page2of3
Page3of6

Page 2 of 31
Page 2 of 2
Page 8 of 8

~10/18/2006 1
10/26/2006 ‘1
. .05/04/2006 1
06/19/2008 1

©12/13/2005

. 1072172004 :

-1
12/02/2002 1
_05/17/2005 3
10/12/2004 1
10/25/2005 ‘1
03/08/2007 1
03/20/2007 :1
01/23/2006 :1
11/01/2004 :1
- 12/21/2005

, Pagelof6
Page 1 of]mw
. Pagelof8
_Page30f7

. 10/18/2005
.. 08/01/2005

Appendix A, Page 53 of 75

# of
Date Filed SSNs

10/02/2006 2

SSNs Found

(11/03/2004 1

.06/28/2005

—pr
£ 05/04/2005
05/04/2005 s

05/09/2005
03/11/2005 °

o R R NN R Rk N IR




File

CaseID

Doc #
22

15

69

21

22
22-3
23-3
24-3
33-5
33-6
115-4

115-10

Page Number
Page 3 of 3

Page 5 of 20
Page 4 of 4
Page 3 of 4
Page 3of4
Page 2 of 7
Page 2 of 7
Page 2 of 9
Page 2 of 5
Page 3 of 3
Page 2 of 2
Page 2 of 2
Page 9 of 9
Page 3 of 4
Page 3 of 4
Page 3 of 4
Page 3 of 4
Page 3 of 3
Page 3 of 4
Page 3 of 4
Page 3 of 4
Page 3 of 7
Page 3 of 6
Page 5 of 7
Page 7 of 9
Page 6 of 8
Page 8 of 14
Page 4 of 25
Page 4 of 30
Page 16 of 36
Page 1 of 4
Page 18 of 26
Page 1 of 17
Page 22 of 28
Page 27 of 33
Page 16 of 45

Date Filed
03/17/2005

02/08/2005
03/27/2006
11/02/2005
11/02/2005
11/10/2005
11/10/2005
11/10/2005
06/07/2005
06/07/2005
08/25/2006
08/25/2006
11/01/2005
04/07/2005
04/07/2005
04/07/2005

04/07/2005

04/25/2005

06/13/2005

06/13/2005
06/13/2005

12/05/2005

03/31/2006
08/15/2005
05/25/2005
10/03/2005
02/23/2005
04/28/2006
06/01/2006
03/03/2005
03/07/2006
03/11/2005
03/23/2005
04/27/2005
04/27/2005
05/03/2005

6

"R WN N NS R R R WR RN R R R R R R R e e e e e e e R
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File

Case ID

Doc #
14

87
1092
58
52-2

Page Number
Page 21 of 37

Page 32 of 36
~ Page 6 of 10

Page 1 of 3
Page 1 of 4
Page 1 of 5
Page 1 of 8
Page 19 of 21
Page 19 of 21
Page 8 of 8
Page 4 of 4
Page 16 of 18
Page 1 of 6
Page 14 of 20
Page 1 of 2
Page 9 of 16
Page 1 of 4
Page 2 of 3
Page 21 of 34
Page 13 of 13
Page 21 of 34
Page 1 of 4
Page 1 of 7
Page 1 of 2
Page 3 of 10
Page 3 of 10
Page 2 of 2
Page 16 of 16
Page 2 of 2
Page 1 of 3

Page 1 of 6
Page 1 of 3
Page 1 of 1
Page 3 of 3
Page 30f7
Page 6 of 10

Date Filed

10/18/2005 -

06/16/2005
06/23/2005
09/07/2005

07/21/2005
108/03/2005

02/04/2008
07/11/2005
07/11/2005
08/17/2005
09/06/2005
08/12/2005
08/26/2005
08/22/2005
04/04/2006
10/13/2005
11/07/2005
11/08/2005
12/12/2005
04/25/2008
12/12/2005
03/14/2006
02/28/2006
06/19/2006
01/16/2007
01/17/2007
03/22/2006
07/10/2006
05/01/2006
07/05/2006

07/05/2006
05/01/2006
05/11/2006
06/30/2006
08/17/2006
08/17/2006

MO R IR R R R R R R R R R R ENRNERENRRHFR# 33 WN
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#of
SSNs
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File

CaseID

District Court of the Southern District of Texas
No Problems Found

District Court of Vermont

Doc #

»30—2 L e

15

10
11
13-2
13-3
13-4

1%, 1

275-6

Page Number
Page 3 of 7
Page 1of 2
Page 1 of 3

Page 3 of 3
Page 3 of 3
Page 3 of 3
Page 3 of 7
Page 6 of 10
Page 1 of 5
Page 1 of 3
Page 1 of 3
Page 1 of 8
Page 1 of 7
Page 3 of 3
Page 1 of 1
Page 1 of 1
Page 1 of 7
Page 1 of 6
Page 1 of 3
Page 6 of 15

Page20f2
_Page 1 of 24

Page 2 of 9

Page 2 of 2
Page 5 of 6

Page 41 of 68

Date Filed

 08/21/2007

06/29/2006
07/11/2006

12/18/2006
12/18/2006
12/18/2006
01/16/2007
01/16/2007
01/16/2007
07/23/2007

1 07/23/2007

08/27/2007
08/27/2007
09/25/2006
11/08/2006
11/08/2006
04/10/2007
04/20/2007
01/22/2008
05/23/2007

11/19/2007

- 10/12/2007

02/19/2008
07/30/2008

09/16/2008

03/08/2007 .

T N S e

N N

# of
SSNs

2

2

4

N
w
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File Case ID

Doc #

District Court of the Eastern District of Virginia

R R R NRRRR R

Court of Federal Claims

38-3
407
114
94
60
61

139
20

69

80

49-2

49-3

382

386

466-2

Page Number
Page 41 of 68
Page 41 of 68
Page 1 of 5

Page 31 of 41

.Page 2 of 5
Page9of15
_Page 9 of 15
..Page 3 of 9

Page 8 of 13 |

Page 25 of 33
_Page 19 of 20

Page 3 of 1i
Page 5 of 23
Page 3 of 9

Page 6 of 15
Page 5 of 22

Page 4 of 6

Page 5 of 7

Page 1 of 21

Page 1 of 27

Date Filed

04/06/2007

04/25/2007

- 07/07/2008
08/11/2008 :

.03/20/2001
..01/16/2008
01/16/2008 -
,02/29/2008
~ 04/04/2008
03/11/2008
.06/02/2008

03/06/2008
- 01/28/2008
02/27/2008
01/02/2008
06/27/2005

08/03/2006

09/06/2007

07/31/2007

' 07/31/2007

#of
SSNs

1

W R =

14

12

16

17

SSNs Found
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File Case ID Doc #
49-4

49-2

50-2

50-3

50-4

Page Number
Page 1 of 19

Page 1 of 21

Page 1 of 21

Page 1 of 19

Page 1of 27

# of
Date Filed SSNs

07/31/2007 ;10

07/31/2007 |43

08/02/2007 :16

08/02/2007 10

08/02/2007 .17

Appendix A, Page 58 of 75
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File CaseID Doc #
50-2

53-8

53-9

53-10

53-11

53-12

Page Number
Page 1 of 21

Page 2 of 25

Page 1 of 27

Page 2 of 27

Page 3 of 28

Page 1 of 21

Date Filed

#of
SSNs

08/02/2007 43

08/13/2007

08/13/2007

08/13/2007

08/13/2007

08/13/2007

‘12

14

17

12

16

SSNs Found

Appendix A, Page 59 of 75
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File

Case ID

Doc #
53-13

53-14-

53-2

Page Number
Page 1 of 19

Page 1 of 27

Page 2 of 30

Date Filed
08/13/2007

08/13/2007 :

08/13/2007 *

# of
SSNs

10

98

SSNs Found

Appendix A, Page 60 of 75
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File Case ID

Doc #
80-3

80-4

80-7

80-8

80-9

80-10
80-11
80-12

80-13
80-14

80-15

Page Number

Page 1 of 12

Page 1 of 17

Page 1 of 3
Page 1 of 10

Page 1 of 17

Page 1 of 18

Page 1 of 6

Page 4 of 12
Page 1 of 15
Page 1

Pagelof5

Page 1 of 19

Page 1 of 27

Date Filed
06/16/2008

06/16/2008

06/16/2008 -
‘10

06/16/2008

06/16/2008 -

06/16/2008

06/16/2008 .
06/16/2008 :

06/16/2008
06/16/2008 -

06/16/2008

06/16/2008

06/16/2008

11

15

13

Appendix A, Page 61 of 75

# of
SSNs

SSNs Found

17




File

CaseID

Doc #
80-16

80-17

80-18

Page Number

Page 1 of 20

Page 2 of 28

Page 1

Pége 1of17

Page 1 of 18
Page 1 of 5

Page 1 of 18
Page 9 of 38

Page 1 of 28

Page 6 of 24
Page 30 of 33

~ Pagelof3

Page 1 of 4

__Page 18 0f 23
Page 1of 4
Page1of13
.. Pagel80of23 :
. Page31of33  03/07/2008 ;

Date Filed
06/16/2008

06/16/2008

06/16/2008

06/16/2008 °

06/19/2008

06/19/2008

06/19/2008 -

05/05/2006 :

01/06/2006

02/07/2008

08/29/2008

103/27/2008

07/1

07/17/2007

07/23/2007
07/23/2007

07723/

11

.12

15

07/17/2007 '

#of
SSNs SSNs Found

12

Appendix A, Page 62 of 75




File Case ID Doc #
24-3

24-4

24-8

24-10

24-11

24-12

Page Number
Page 1 of 40

Page 1 of 40

Page 1 of 30

Page 2 of 31

Page 1 of 16

Page 3 of 20

Page 1

Page 1 ofél

# of
Date Filed SSNs

10/25/2006 .12

10/25/2006 32

10/25/2006 9

10/25/2006 29

10/25/2006 16

10/25/2006 |9

10/25/2006 6

10/25/2006 :11

SSNs Found

Appendix A, Page 63 of 75




Appendix A, Page 64 of 75

: # of
File Case ID Doc # Page Number Date Filed SSN's SSNs Found

24-14  Page 1 of 30 10/25/2006 11

24~15 Page 9 of 30 10/25/2006 %18

24-16 Page 1 of 25 10/25/2006 9

24-17  Page1of46  10/25/2006 33

24-19  Page10f33  10/25/2006 (16

24-20 Page 10 of 33  10/25/2006 ;19

24-21  Pagelof25  10/25/2006 5




File

Case ID

Doc #
24-22

24-23

34-2

34-3

34-4

34-5

34-6

Page Number

Page 2 of 23

Page 1 of 23

Page 1 of 5

Page 4 of 40

Page 1 of 38

Page 1 of 40

Page 1 of 33

Date Filed
10/25/2006

10/25/2006

01/12/2007 °

01/12/2007

01/12/2007

01/12/2007

01/12/2007

#of
SSNs

;21

11

15

26

17

21

SSNs Found

Appendix A, Page 65 of 75




File

CaseID

Doc #
26

26-3

18-2
19-7
22-2

13-13

14-2

27-4

27-5

27-7

Page Number
Page 1 of 24

Page 18 of 31

Page‘3 bf i6
Page 1 of 9
Page 2 of 10
Page 19 of 31

Page 4 of 10
Page 1 of 25

Page 1 of 4
Page 1 of 10
Page 1 of 24

Page 1 of 14

Page 22 of 46

Date Filed
12/19/2005

12/19/2005

05/20/2005

10/14/2005
12/07/2007
02/15/2008
11/09/2005

01/26/2006 :

02/02/2006 |
09/27/2005
24

04/28/2006

04/28/2006 :

04/28/2006 .

#of
SSNs

18

15

S )

SSNs Found

Appendix A, Page 66 of 75




File ) Case ID

Doc #
27-8

10-12

14-2
14-6

14-7

24-9
24-12

37-3
41-2

118-5
7-2

23-2

Page Number
Page 1 of 20

Page 20 of 20
Page 1 of 2
Page 3 of 14

Page 1of31

Page 5 of 25
Page 2 of 18

 Page 2 of 10

Page 18 of 24
Page 16 of 21

Page 150 of 163

Page 1 of 166

Page 7 of 22

Page 1 of 14

Date Filed
04/28/2006

01/13/2006
04/11/2006
04/11/2006

1 04/11/2006

06/12/2006
06/12/2006

1 03/03/2006
07/19/2006 °

08/15/2006 -

12/15/2006
09/15/2008
01/11/2006

12/28/2006

27

#of
SSNs

6

1

1

10

=

320
29

11

Appendix B, Page 67 of 75
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File

Case ID

Doc #
23-3

23-4

30-19
42

16-2
16-3
16-4
14

11-2

11-3

14

15

11-6

192

Page Number
Page 1 of 16

Page 1 of 3

Page 11 of 15
Page 52 of 55
Page 1 of 3
Page 1 of 40

Page 1 of 31

Page 1 of 33

Page 51 of 60
Page 9 of 15

”i;age 3 of 15

VPage“ 27 of 46

Page 1 of 30

Fage 1of 34
Page 1 of 34

Page 2 of 15
Page 1 of 5
Page 29 of 59
Page 2 of 8
Page 10 of 16

Date Filed
12/28/2006

12/28/2006

08/22/2007
12/10/2007
04/10/2006

04/28/2006 °
04/28/2006
04/28/2006 -
08/28/2006

08/04/2006 -

© 08/04/2006

05/17/2007
07/31/2006

07/31/2006 -

07/31/2006

05/02/2006
06/12/2006
07/02/2008
10/02/2006
12/20/2006

16

O RN R

oy

[ P
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#of
SSNs

SSNs Found
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File

CaseID

Doc #
18-3

18-4

18-5

18-6

18-7

18-8

Page Number
Page 2 of 35

Page 1 of 35

Page 2 of 28

Page 1 of 27

Page 1 of 31

Page 2 of 25

Date Filed

04/02/2007

04/02/2007

04/02/2007

04/02/2007

04/02/2007

04/02/2007

# of
SSNs

19

32

11

20

.19

18

SSNs Found

Appendix A, Page 69 of 75




File

Case ID

Doc #
18-9

18-10

13
16
22
11-3

11-4
11-7
11-8
11-14

11-21

19
20
23-3

23-4

23-7
23-8
23-14

23-21

Page Number

Page 3 of 18

Page 1 of 19

Page 1 of 4
Page 1 of 2
Page 1 of 3
Page 1 of 7

Page 1 of 2
Page 1 of 2
Page 2 of 4
Page 3 of 4
Page 2 of 6
Page 5 of 13
Page 2 of 6
Page 1 of 7

Page 1 of 2
Page 1 of 2
Page 2 of 4
Page 3 of 4
Page 2 of 6

Page 2 of 6
Page 5 of 14 .

Page 1 of 8

Date Filed
04/02/2007

04/02/2007

1272272006

01/03/2007
03/02/2007
02/05/2007

02/05/2007
02/05/2007
02/05/2007
02/05/2007

102/05/2007
© 04/03/2007

04/11/2007
05/03/2007

05/03/2007
05/03/2007
05/03/2007
05/03/2007
05/03/2007
05/25/2007
06/04/2007

01/05/2007

S S o Y Wy

#of

SSNs

-10

17

[o T S S R Y

’ =2
o

SSNs Found

Appendix K, Page 70 of 75




File

Case ID

Doc #

Page Number

Page 1 of 8

" Pagelof6

Page 1 of 15

Page 1 of 11

. Pag‘e lof 8

Page 1 of 3
Page 1 of 1
Page 1 of 5
Page 4 of 6
Page 4 of 7
Page 1 of 12

Page 1 of 15

Pagg 1of4
Page 1 of 3

Page 1 of 6

Page lof3

Page 1 of 3

Date Filed
01/05/2007

701/05/2007

01/05/2007
01/05/2007

01/05/2007
01/05/2007
01/05/2007
01/05/2007
01/17/2007
01/17/2007

01/05/2007 :

01/05/2007

'01/05/2007
01/05/2007 .

01/05/2007 .

01/05/2007

01/05/2007

°15.

12

MNNHE N W

Appendix A, Page 71 of 75

# of
SSNs SSNs Found

14




File

CaseID

8-17

8-18

8-19

9-3

9-4

9-5

9-7

9-8

| mél"agemf of 10 -

Page Number
Page 1 of 3

Page 1 of 2
Page 1 of 1
Page 1 of 4
Page 1 of 8

Pagelof7

Page 1 of 6

Page 14 of 22

Page 1 of 11

Page 1 of 10

Page 1 of 10

Page 1 of 9

Page 1 of 9

Date Filed
01/05/2007

01/05/2007
01/05/2007
01/05/2007

01/05/2007 §
01/05/2007
" 01/05/2007

01/05/2007 :

01/12/2007

01/12/2007

01/12/2007

01/12/2007 |

01/12/2007

01/12/2007

#of
SSNs

4

RN

0

‘10

.10

10

10

11

SSNs Found

Appendix A, Page 72 of 75




File

CaseID

9-12

9-13

10-2
10-3
16-3

12-3

12-5
16

13-10

13-12

13-13

13-14
13-16

13-17

Page Number
Page 1 of 9

Page 1 of 9

Page 1 of 9

Page 1 of 11

Page 1 of 8

Page 5 of 6
 Page4of6
Page 2 of 16 o

Page 2 of 5

Page 3 of 5
Page 1 of 15
Page 1 of 5
Page 1 of 6

) Page 1 of 9

Page 1 of 12

Page 1 of 10
Page 1 of 21

Page 3 of 3

Date Filed
01/12/2007

01/12/2007

01/12/2007

01/12/2007

01/12/2007

01/17/2007

01/17/2007

04/30/2007
02/05/2007

02/05/2007
03/19/2007
01/12/2007

11/15/2007 -

11/15/2007

11/15/2007

11/15/2007 :
12

11/15/2007

11/15/2007 :

AN =N

#of
SSNs

6

'8
‘10

14

12

B

10

SSNs Found

Appendix A, Page 73 of 715




File

CaseID

Page Number
Page 2 of 15
Page 7 of 11 _

Page 2 of 6

Page 1 of 10

Page 1 of 15
Page 12 of 27
Page 3 of 10

Page 2 of 5
Page 2 of §
Page 2 of 4

Page 3 of 10

Page 2 of 5
Page 2 of 5
Page 2 of 4
Page 2 of 4

Page 1 of 5
Page 1 of 7

Page 9 of 30

Page 1 of 3
Page 4 of 8

Page 2 of 13
Page 1 of 15

Date Filed

~11/15/2007
03/17/2008

02/22/2007

11/29/2007

#of
SSNs

1
‘1
i10

-10

11/29/2007 :2

02/25/2008 :

04/16/2007

04/16/2007
04/16/2007

. 04/16/2007

07/02/2007

07/02/2007
07/02/2007
07/02/2007
07/15/2008

03/19/2007
04/27/2007
05/12/2007
11/02/2007
09/10/2007

05/16/2008,
05/16/2008

oo koW T

N = W= =N

-

R ISR NRY

Appendix A, Page 74 of 75

SSNs Found




File

Case ID

Doc #
14-6

14-7

14-8

7-2

Page Number

Page 1 of 17

Page 1 of 15

Page 1 of 9

Page 9 of 17

Page 3 of 14

Page 2 of 19
Page 1 of 22
Page 1 of 18
Page 1 of 16
Page 25 of 42

Date Filed
05/16/2008

05/16/2008

05/16/2008 -

06/18/2008

07/29/2008

07/29/2008
07/29/2008
07/29/2008
07/29/2008
08/12/2008

# of
SSNs

§16

12

23

o N W

SSNs Found

Appendix A, Page 75 of 75




¥
" Dnline Rebel Publishes Millions of Dollars in U.S. Court Records forF‘ Page 1 of 3

<< Back to Article

Online Rebel Publishes Millions of Dollars in
U.S. Court Records for Free

By Ryan Singel 12.12.08

Carl Malamud wants access to all public legal documents in the U.S. to be free to the public.

Courtesy joi/flickr

If you want to search federal court documents, it's not a problem. Just apply online for an account, and the
government will issue you a user name and password.

Through the postal service.

And once you log in, the government's courthouse search engine known as Public Access to Court
g g

Electronic Records or PACER, will charge you 8 cents a page to read documents that are in the

domain — a fee that earned the federal judiciary $50 million in profits in 2006. ‘

With its high cost and limited functionality, critics call the system an absurdity in the era of Gg
and Wikipedia, where information is free and bandwidth, disk space and processing power are

"The PACER system is the most broken part of our federal legal mechanism," says Carl Malai
runs the nonprofit open-government group Public.Resource.Org ."They have a mainframe me

200R-WE -2200Y3 12 |
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Now Malamud is doing something about it. He's asking lawyers to donate their PACER documents one
by one, which he then classifies and bundles into ZIP files published for free at his organization's website.
The one-year-old effort has garnered him 20 percent of all the files on PACER, including all decisions
from federal appeals courts over the last 50 years.

The project is important, he says, because court filings are a part of the fabric of a democracy, and should
be freely available to average citizens. "We are going after all primary legal materials in the U.S.,"
Malamud says. "That's part of America's OS, and we think it should be open source." [Disclosure:
Wired.com nurtures a hefty PACER bill].

Malamud is a man accustomed to finding ways to provide free and easy online access to government
documents. :

Back in 1995, the Securities and Exchange Committee decided to put corioorate filings online only after .
Malamud essentially shamed them into doing so. For two years he operated a free site that published the
filings, then abruptly pulled the plug and directed angry users to the SEC.

He's since won battles freeing the nation's catalog of copyrights, Oregon's book of state laws, and the U.S.
Patent and Trademark database. Now, he's after congressional-hearing videos, expensive but copyright-
free building codes, and the Code of Federal Regulations, in addition to all the court filings in the PACER
database.

While Malamud's budget is only about $1 million annually, he has a matching grant from eBay founder
Pierre Omidyar's philanthropy group and help from influential tech friends like Tim O'Reilly, Paul Vixie
and Larry Lessig.

Malamud dreams of a day PACER's legal documents are free, so that academics and entrepreneurs can
create custom search engines and new tools to make the information available to American citizens.

But that's what PACER does now, counters U.S. Courts spokesman Richard Carelli.
"PACER is the greatest technological achievement in the court system in the last 20 years," Carelli says.

The search system has already revolutionized access to court records, Carelli submits, by preventing time-
consuming trips to federal courthouses and undercutting photocopy fees. PACER is also experimenting
with making digital audio recordings of cases available online, and — at least during the pilot — a copy
of an audio file costs just 8 cents, regardless of length.

What's more, PACER already gives its 900,000 users free access to judicial opinions, and citizens don't
have to pay if they look at less than $10 worth of filings a year, Carelli says.

Indeed, PACER is both revolutionary and cheap when compared to the state and local courts that have no
electronic records at all, or charge $5 just to run a record search, even if it comes up empty, as in the case
of Los Angeles Superior Court.

But PACER's interface feels like something designed for the Department of Motor Vehicles, and the
system lacks any way to search the text of legal documents. Interested in finding all cases alleging music
piracy, or in discovering how often Steve Jobs is mentioned in a court filing? Want to be e-mailed when
there's a new filing comes in a specific case? How about an RSS feed of a certain court's decisions? You'll
find no help from PACER.

Who wants information like that? Tim Stanley, the CEO of Justia.com, for one.

After Stanley sold his legal-information company Findlaw to one of the nations' top legal-publishing
concerns, West Publishing, he started a profitable web-design house for law firms. He uses the revenue to
give away legal documents through the legal search engine Justia.com.

"West makes billions of dollars selling stuff we want to give away for free," Stanley boasts.

Justia now lets academics and journalists follow cases of interest for free, and publishes some case files .
online for everyone to see. His company purchased and digitized all the Supreme Court decisions, put up
the first free search engine for them, and donated them to PublicResource.org.

http://www.wired.com/print/politics/onlinerights/news/2008/12/open_pacer 1/26/2009
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Now Justia's working with Cornell University to throw some Web 2.0 tools into the mix, including wiki
pages for decisions, automated tracking of citations to decisions, and tools to track what briefs a particular
attorney has written.

Other efforts include AltLaw.org, a free legal search engine created by law professors Tim Wu and Paul
Ohm, and Ed Walter's comprehensive Public Library of Law, which covers state courts as well.

Some issues have surfaced as old court files migrate online and then get spidered by Google and other
search engines. Malamud says he's been contacted by people shocked to find an old lawsuit in which they
were named suddenly popping up in search results on their names; he's currently blocking search engines
from indexing his PACER files through robots.txt. Malamud says that there are also massive privacy
violations lurking inside some court filings, since clerks, judges and lawyers aren't adhering to rules about
what can and can't be in legal filings.

Public.Resource.org used some primitive software tools to search for social security numbers in court
filings from 32 district courts. The results: 1,700 confirmed documents, including one from a
Massachusetts court that had a 54-page list of the names, medical problems, Social Security numbers and
birth dates of 353 patients.

The fix for these glitches is more sunshine, Malamud argues, not less.

"Public interest groups and the public in general, when given access to these public records, are able to
provide the kind of feedback that leads to the correction of these privacy issues,"” Malamud recently told
administrators at U.S. courts. "If we want to be serious about personal privacy, we can only do so if we
are also serious about public access."

But the Administrative Office of the U.S. Courts has already experimented with making PACER free to
the public, and it found the concept lacking.

In 2007, the office launched a tria] at 16 libraries around the country that allowed unlimited free access
from library computers. The trial was suspended last September, after Malamud encouraged volunteers to
visit the libraries and download large numbers of cases to USB drives and donate them to the commons.

Carelli won't say why the trial was suspended, or if Malamud's "Thumb-Drive Corps" was a factor in the
decision. Malamud won't discuss it either, but noted in a letter to the courts last October that the abortive
trial "was run with no written or oral guidelines on appropriate use."

Malamud éays he's looking forward to the day he doesn't have to game the system. "If I had $10 million,
I'd make a copy of all the documents and be done."

http://www.wired.com/print/politics/onlinerights/news/2008/12/open_pacer 1/26/2009




X I L.

(Rev. 05-01-2008) =

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/26/2009
To: Chicago Attn: Squad CY-1
To: Sacramento Attn: Squad CY-1

From: Washington Field
CR-17, NVRA
Contact: SA|

LAY

1519)
Approved By: | | b7C
— bIF

Drafted By: |

Case ID #: 288A-WF-238943 ' (Pending)

Title: UNSUB(S);
US COURTS =~ VICTIM;
COMPUTER INTRUSION - OTHER

Synopsis: To set leads to conduct interviews.
Details: The U.S. Courts implemented a pilot project offering

free access to federal court records through the PACER system
at seventeen federal depository libraries. Library personnel

users from computers within the library. PACER normally

maintain login and password security and provide access to @
carries an eight cents per page fee, however, by accessing

from one of the seventeen libraries, users may search and
download data for free. :

Between September 4, 2008 and September 22, 2008,
PACER was accessed by computers from outside, the library
utilizing login information from two libraries participating
in the pilot project. The Administrative Office of the U.S.
Courts reported that the PACER system was being inundated with
requests. One request was being made every three seconds.

Accessing the PACER system is an internal process.
The librarian has to a log the user in and also log the user
out at the end of the session. Sign-in sheets were not
required. Some libraries keep sign-in sheets, but people use
fake names.

UNCLASSIFIED
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To: Chicago From: Washington Field
Re: 288A-WF-238943, 01/26/2009

Users are assigned a terminal in the library. After
the user is logged in, they can log in to anywhere in the
PACER system.

The login information was compromised at the
Sacramento County Public Law Library (SPLL) and the Seventh
Circuit Court of Appeals Library (SCCA). User name SC5449 was
assigned to the SPLL in California and user name WM1788 was
assigned to the SCCA in Chicago, Illinois. The two accounts
were responsible for downloading more than eighteen million
pages with an approximate value of $1.5 million.

SCCA changed their password on September 1, 2008,
two weeks prior to the compromise. SCCA is located inside a
federal courthouse. As of November 4, 2008, SPLL had not
changed their password since the pilot program began, which
was 11 months prior to the compromise. SPLL is located inside
a public library. . SCCA and SPLL did not belong to the same
institution but both use AT&T DSL service. SCCA and SPLL are
not on US Courts' private network.

At SCCA, users were manually logged in by the
reference technician with a one hour time limit. At SPLL, a
script was used for log in and only four people came in to use
the system during the pilot program. The script was developed
in Alaska.

During the compromise, there was one continuous
session with one log in and access was made every one to two
seconds. The compromise took place during regular business
hours. Data that was exfiltrated went to one of two Amazon IP
addresses.

Sequential case numbers were taken, starting with
older cases from the 1990's and working forward. Specific
types of cases were not targeted, all cases were downloaded.
Entire dockets were downloaded, including all corresponding
documents. Everything downloaded came from district courts.
US Courts was unsure 1f the cases were civil or criminal.
There was no script development so it may have been a PACER
customer who already knew how the system worked.

Older dockets may have contained privacy related
information. Social security numbers and alien numbers may
UNCLASSIFIED
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To: Chicago From: Washington Field
Re: 288A-WF-238943, 01/26/2009

not have been redacted from the older cases. Cases dating up
to 2004 were downloaded from the Colorado District Court.

When the compromise was discovered on September 22,
2008, the accounts were disabled. The notice to the public
did not mention the intrusion. At a meeting regarding the
PACER system, attendees were told that the pilot program was
shut down due to a security breach. The librarians present at
the meeting did not ask what happened, just if it happened at
their libraries.

The contacts for the compromised libraries are
provided below:

Library Name: William J. Campbell Library of
the U.S. Courts

Library Address: U.S. Court of Appeals for the
Seventh Circuit
219 S. Dearborn
Room 1637
Chicago, IL 60604

Depository | |
Coordinator:

Phone Number:
extension

Email Address:

Library Name: Sacramento County Public Law
Library
Library Address: 813 Sixth Street
Sacramento, CA 95814
Depository | |
Coordinator:

Phone Number: | |

Email Address: | |

UNCLASSIFIED
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To: Chicago From: Washington Field
Re: 288A-WF-238943, 01/26/2009

LEAD (s) :
Set Lead 1: (Action)
CHICAGO

AT SQUAD CY-1

Washington Field Office requests assistance in
locating and interviewing |at William J.
Campbell Library of the U.S. Courts, U.S. Court of Appeals for
the Seventh Circuit, 219 S. Dearborn, Room 1637, Chicago, IL
60604. Determine if a sign-in sheet for users was maintained
and if so, obtain a copy. Determine the log-in process for a
user to gain access to PACER and who had access to the
password used for log-in. Determine if the passwords were
available to the public_users, such as posted on or around the
computer. Determine if| knows how the password could
have been compromised and if the library had experienced any
other computer-related problems. Determine why the password
was changed two weeks prior to the compromise on September 1,
2008.

Set Lead 2: (Action)

SACRAMENTO

AT SQUAD CY-1 -

Washington Field Qffice reanests assistance in
locating and interviewing at Sacramento County
Public Law Library, 813 Sixth Street, Sacramento, CA 95814.
Determine if a sign-in sheet for users was maintained and if
so, obtain a copy. Determine the log-in process for a user to
gain access to PACER and who had access to the password and
script used for log-in. Determine if the passwords and script
were available to the public users s posted on or
around the computer. Determine if[:ifi&:fknows how the
password could have been compromised and if the library had
experienced any other computer-related problems.

*"
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 02/06/2009
To: Chicago ' Attn: North RA
From: Washington Field

CR-17 / NVRA
Contact: SA

Approved By: ifc
b7

Drafted By: :
Case ID #: 288A-WF-238943 (Pending)
Title: UNSURB(S);

US COURTS - VICTIM;

COMPUTER INTRUSION - OTHER
Synopsis: To set lead to locate Aaron Swartz.

Enclosure(s): Attached is an Report for Swartz.

Details: The U.S. Courts implemented a pilot project offering

free access to federal court records through the PACER system QQQ__
at seventeen federal depository libraries. Library personnel

maintain login and password security and provide access to
users from computers within the library. PACER normally
carries an eight cents per page fee, however, by accessing
from one of the seventeen libraries, users may search and
download data for free.

Between September 4, 2008 and September 22, 2008,
PACER was accessed by computers from outside the library
utilizing login information from two libraries participating
in the pilot project. The Administrative Office of the U.S.
Courts reported that the PACER system was being inundated with
requests. One request was being made every three seconds.

The login information was compromised at the
Sacramento County Public Law Library (SPLL) and the Seventh
Circuit Court of Appeals Library (SCCA). The two accounts
were responsible for downloading more than eighteen million
pages with an approximate value of $1.5 million.

UNCLASSIFIED
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To: Chicago From: Washington Field
Re: 288A-WF-238943, 02/06/2009

During the compromlse, there was one continuous
session with one log in and access was made every one to two
seconds. The compromise took place during regular business
hours. Data that was exfiltrated went to one of two Amazon IP
addresses.

Investigation has determined that the Amazon IP
address used to access the PACER system belongs to Aaron
Swartz.

The following information was provided for the IP

address:
Name: Aaron Swartz
Address: 349 Marshman Avenue
Highland Park, IL 60035
Telephone: 847-432-8857
A search in and Swartz's personal webpage

confirmed this information. Swartz's social security account

number i -84-0493. The telephone subscriber for telephone
number is| |

NCIC report for Aaron Swartz was negative. A search
for wages for Swartz at the Department of Labor was negative.

UNCLASSIFIED
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To: Chicago From: Washington Field
Re: 288A-WF-238943, 02/06/2009

LEAD (s) :
Set Lead 1: (Action)
CHICAGO

AT NORTH RA

Washington Field Office requests that the North RA
attempt to locate AARON SWARTZ, his vehicles, drivers license
information and picture, and others, at 349 Marshman Avenue,
Highland Park, IL 60035. Since SWARTZ is the potential
subject of an ongoing investigation, it is requested that
SWARTZ not be approached by Agents.

If there are anv gquestions or concerns, please _
contact SA| | p7C

*
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/06/2009
To: Chicago Attn: SSA
From: Washington Field
CR-17 / NVRA b6
Contact: SAl b7C
L7F

Approved By:

Drafted By: |

Case ID #: 288A-WF-238943 (Pending)
Title: UNSUB(S):;

US COURTS - VICTIM;

COMPUTER INTRUSION -~ OTHER

Synopsis: To set lead to locate Aaron Swartz.

b7E

Enclosure(s): Attached is an Report for Swartz.

Details: The U.S. Courts implemented a pilot project offering
free access to federal court records through the PACER system at
seventeen federal depository libraries. Library personnel
maintain login and password security and provide access to users
from computers within the library. PACER normally carries an
eight cents per page fee, however, by accessing from one of the
seventeen libraries, users may search and download data for free.

Between September 4, 2008 and September 22, 2008, PACER
was accessed by computers from outside the library utilizing
login information from two libraries participating in the pilot
project. The Administrative Office of the U.S. Courts reported
that the PACER system was being inundated with requests. One
request was being made every three seconds.

The login information was compromised at the Sacramento
County Public Law Library (SPLL) and the Seventh Circuit Court of
Appeals Library (SCCA). The two accounts were responsible for
downloading more than eighteen million pages with an approximate
value of $1.5 million.
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To: Chicago From: Washington Field
Re: 288A-WF-238943, 02/06/2009

During the compromise, there was one continuous session
with one log in and access was made every one to two seconds.
The compromise took place during regular business hours. Data
that was exfiltrated went to one of two Amazon IP addresses.

Investigation has determined that the Amazon IP address
used to access the PACER system belongs to Aaron Swartz.

The following information was provided for the IP

address:

Name: Aaron Swartz

Address: 349 Marshman Avenue

Highland Park, IL 60035

Telephone: 847-432-8857

A search in| |[swartz's personal webpage L
confirmed this information. Swartz's social security account bf
number i -84-0493. _The telephone subscriber for telephone E;g
number| iisl | '

NCIC report for Aaron Swartz was negative. A search
for wages for Swartz at the Department of Labor was negative.
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To: Chicago From: Washington Field
Re: 288A-WF-238943, 02/06/2009

LEAD (s) :
Set Lead 1: (Action)
CHICAGO

AT CHICAGO, TLLINOIS

Washington Field Office requests that Chicago attempt
to locate AARON SWARTZ, his vehicles, drivers license information
and picture, and others, at 349 Marshman Avenue, Highland Park,
IL 60035. Since SWARTZ is the potential subject of an ongoing
investigation, it is requested that SWARTZ not be approached by
Agents.

If there are anv guestions or concerns, please contact bE
SA p7C
bIF
*
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/20/2009
To: MaShifigton Fisldy Attn: SA| |

CR-17, NVRA

From: Sacramento

Squad CY-1 bé
Contact: SA ) bi7C
b7F

Approved By: | |
Drafted By: ‘

Case ID #: 288A-WF-238943-l{p(Pending)

Title: Unsub(s):;
US COURTS -~ VICTIM;
COMPUTER INTRUSIONS - OTHER

Synopsis: Interviews conducted at Sacramento County Public Law
Library (SCPLL). Lead covered.

Reference: 288A-WF-238943 Serial 13

Enclosure(s): The following items are enclosed for Washington
Field Office:

1. Two copies of FD-302 documenting interview of
and associated 1A envelope.

2. Two copies of FD-302 documenting interview of
and | |and associated 1A envelope.

Details: Per referenced serial, WFO requested FBI Sacramento bé
locate and interview at Sacramento County Public Law b7C
Library (SCPLL), 813 6th ST, Sacramento, CA 95814. WFO

specifically requested Sacramento: determine if a sign-in sheet

for users was maintained and if so, obtain a copy; determine the

log-in process for a user to gain access to PACER and who had

access to the password and script used for log-in; determine if

the passwords and script were available to the public users, such

as posted on or around the computer; and determine if [::::::]

knows how the password could have been compromised and if the

library had experienced any other computer-related problems.

UNCLASSIFIED
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To: Washington Field From: Sacramento
Re: 288A-WF-238943, 02/20/2009

Interviews of i rian),
AND ’
7T______f____fg were conducted on 02/05/200 -302"s
ocumenting e interviews were enclosed. provided the

writer with a CD-R containing the PACER login script provided by
ALASKA COURT

SYSTEM, 907-204-8200.

The following answers to WFO's questions were
determined:

. No sign-in sheet for users was maintained.

. Initially the login process was conducted manually by
library staff. Once the script was installed on the
network server, users clicked a link on the
workstation's which initiated the script on the server
and were redirected to PACER with the login form

completed.

. The entire library staff had access to the password, as
it was kept in a Rolodex at the staff desk near the
entrance to the library. installed the script

on the network server identified by IP address
192.168.252.100, which provided access to all network
administrators.

. The password and script were not available to library
patrons. The password was not posted on or around the
computers. The Rolodex with the password was
constantly monitored by library staff members stationed
at the library entrance, but the Rolodex was within
arm's reach of patrons entering the library.

. | |were unaware of how the
password may have been compromised.

. The library had not suffered any other computer-related
problems.

The writer conducted a cursory examination of the
script provided by SCPLL. The script appears to confirm the
number "252" occurs in the IP address hosting the script. The
script then redirects to "https://pacer.login.uscourts.gov/cgi-
bin/check-pacer-passwd.pl" and provides the following input: a
"loginid" of "sc5449", a "passwd" of "9saclaw0", a "court id" of
"saclaw", and empty strings (i.e. "") for both "eclient" and
"appurl”.

Sacramento considers the referenced lead covered.
UNCLASSIFIED
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To: Washington Field From: Sacramento
Re: 288A-WF-238943, 02/20/2009
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Information and enclosed documents are provided for
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On the afternoon of 02/05/2009, | born

| | Government Documents Librarian for the SACRAMENTO
COUNTY PUBLIC LAW LIBRARY (SCPLL), 813 6th Street, Sacramento, CA
95814-2403, desk phone | | was interviewed at her place
of employment. After being advised of the identity

interviewing agent and the purpose of the interview,tf:fff:]
provided the following information:

SCPLL had been involved in a pilot project allowing free
access to the PACER System. In order to implement the pilot
project, SCPLL librarian's were required to control access via a
password. Within a week or two of the pilot program starting, the
program was cancelled and SCPLL's access was revoked, due to a
compromise resulting in unauthorized access. The GOVERNMENT
PRINTING OFFICE, which oversaw the program, scheduled a meeting for
April, 2009 to determine if the pilot program would be reinstated.
During the pilot program, the library had 13 computers available to
the public with PACER access; the library had 16 public computers
at the time of the interview.

Initially, SCPLL librarians were required to assist
patrons wishing to access PACER, by entering the account name and
password at the user's workstation. The password was available to
the entire staff of approximately 20 employees. Employees were
prohibited from providing the password to library patrons. The
password was maintained in a Rolodex behind the counter at the
entry to SCPLL. The Rolodex was not available to patrons, since it
was continuously monitored by SCPLL staff.

ALASKA COURT SYSTEM, | 907-264-8200,
contacted offered a script that would handle the login
in process. had already implemented the script at his

library. The script was maintained on a local SCPLL network server
and was accessed by clicking a link on the screen of each of the
workstations. The workstation desktops were set to display an
interface similar to a web-page, and the link was one of the tabs
available. Once the link was clicked, the patron would be
presented with a three questions survey, regardin revious PACER
access, and then would be able to access PACER. |wrote the
script himself and modified it for SCPLL's network.

Investigation on 02/05/2009 at Sacramento, California

File # 288A-WF-238943~|"] / Date dictated
Z
by _ SA| |
UPLOABED
This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.




< % ‘
““ ® 4

PD-302a (Rev. 10-6-95)

288A-WF-238943

Continuation of FD-302 of | I ,on 02/05/2009  ,Page _ _2_

believed that[:::::::]must have found her contact information from

press releases concerning the pilot project, or from emails.
Efffffjhad not spoken toE:::::5531nce the cancellation of the
program and had no other significant contact with the Alaska
library.

The link to run the script was removed from the public
workstations following the cancellation of the pilot program. The
password was also removed from the Rolodex. SCPLL did not have a
sign in sheet for individuals who accessed PACER. did not

[ffff:ffe number of individuals who had accessed PACER via SCPLL.

did not _know how the PACER system or password were
compromised. [::::::]was not aware of any unusual computer activity
on SCPLL's network during the time of the PACER pilot program.

SCPLL's internet connection was a T-1. [:::::]believed
the service had been provided by SBC, but the library had just
switched to a different internet service provider.

[:::::]had been employed at SCPLL for
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On the afternoon of 02/05/2009, | |
i | SACRAMENTO COUNTY PUBLIC LAW LIBRARY (SCPLL), 813
| 6th Street, Sfcramento, CA 95814-2403, www.saclaw.or

fax 916-874-5691, emaj_li | and
| | born | |
| | were interviewed at their
place of employment. After being advised of the identitf of the

interviewing agent and the purpose of the interview, and
provided the following information:

bé
bic

|installed the script which automated the
workstation log-in process to PACER during the pilot program which

ided free access to library patrons. Someone had assisted
Eifffifjin setting up the script. The script was installed on the
intranet web server and was accessed from the internal workstations
available to patrons. lvas informed the script was installed,
but never reviewed the script for any security vulnerabilities.

The PACER program required SCPLL's password and account
name to be entered by library personnel. Initially the password
was entered manually. The password was stored in the Rolodex until
the PACER pilot program was "hacked".

There was no known intrusion activity targeting SCPLL's
network during the time the PACER pilot program was in place.
| | stated the nown significant i isions suffered by
SCPLL during hisi of employment. i |stated that there
had been no intrusion or unauthorized access activity originating
from the internal network.

SCPLL had approximately 15 servers, most of which were
located behind _the internal firewall, and approximately 70 be
workstations. was aware of at least two servers in the DMZ, b7C
one of which was the IIS 6.0 web-server on which had
installed the script. The IIS server was assigned IP address
192.168.252.100 and a subnet mask of 192.168.252.255. The network
within the i ]l firewall used a subnet mask of 192.168.250.255.
According to the script confirmed that the script was on a
server with IP address 192.168.252.100, but did_not know
exactly how the script worked since it was encoded. provided

Investigation on 02/05/2009 a Sacramento, California
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a compact disc with a copy of the script which was enclosed in a 1A
envelope.

SCPLL used WatchGuard x1000 firewall software, but

ffiff?ed to using WatchGuard x750e by the time of the interview.

|described WatchGuard as a stateful application layer firewall
program. The firewall allowed port 25 (email), port 80 (web), and
port 443 (SSL) traffic. SCPLL servers did not support file
transfer protocol (FTP). SSL (secure socket layer) was provided to
allow secure web access, because the library allowed training
videos to be purchased via PayPal. On the internal network, SCPLL
used IMAP (Internet Message Access Protocol) to access email. The
mail server was located on the internal network. The library's
database was accessed via the Horizon Information Portal server.
Although the internet service provider had been PacBell, SCPLL
switched to SureWest circa Christmas, 2008.

bé
bic

According tc>[:::::] SCPLL may still have incoming logs to
the IIS web server. The login script could only be accessed from
internal IP addresses. There were multiple instances of the IIS
server software on the system.

[ |was pursuing a systems security PhD from U.C.
Davis. was from Montenegro.
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To: Washington Field Attn: CR]17 / NVRA
SA |

From: Chicago
North RA
Contact: SA

Approved By:

Drafted By:

Case ID #: 288A-WF-238943 ~—/7
Title: UNSUB (S) ;
US COURTS - VICTIM;
COMPUTER INTRUSION - OTHER

Synopsis: Lead covered by Chicago North RA

Enclosure(s): Illinois DL/ID Image of Swartz and

Details: Attempted to locate AARON SWARTZ, his vehicles, drivers
license information and picture, and others at 349 Marshman
Avenue, Highland Park, IL 60035.

Successfully located drivers license photo for SWARTZ.
Drove by address in an attempt to locate SWARTZ or vehicles
related to the residence, but was unsuccessful. House is set on
a deep lot, behind other houses on Marshman Avenue. This is a
heavily wooded, dead-end street, with no other cars parked on the
road making continued surveillance difficult to conduct without
severely increasing the risk of discovery. However, drivers
license and| information lists address above. Other
family members are listed as_current residence and four vehicles
are currently registered to | who resides at above
address. Illinois database checks for SWARTZ yielded negative
results. SWARTZ has no arrests, no registered vehicles or
property.
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Chicago considers this lead covered.
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LEAD (s) :
Sef Lead 1: (Info)
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Driver Information ‘ ‘ Page 1 of 1

D‘LIID Image Retrieval

DL-ID Image

Driver License/ID #: 63200886318S
Name: AARON H SWARTZ
Street: 349 MARSHMAN ST
City: HIGHLAND PARK
Zip: 60035
Date Of Birth: 11/08/1986
Gender: MALE

.

Only for use as authorized by 625 ILCS 5/6-110.1 and 92 |ll. Adm. Code 1030.140. This information and
image cannot be certified to be anything other than the information and image of the individual who
presented himself or herself to the Secretary of State’s Office with the required forms of identification.

https://sosphoto.isp.state.il.us/ISPLeadsWeb/DLImage 2/10/2009
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AARON SWARTZ has a profile on the website LINKEDIN, at
www.linkedin.com/in/aaronsw. SWARTZ is listed as a writer,
hacker and activist based in the San Francisco Bay Area.
SWARTZ's education includes Stanford University, Sociology,
2004. SWARTZ's experience includes the following:

Founder of watchdog.net
2008 - Present

Tech Lead at Open Library
2007 - Present

Co-founder of reddit
November 2005 - January 2007

Metadata Advisor at Creative Commons
2002 - 2004

Member of RDF Core Working Group
’ 1999 - 2000

Member of W3C
1999 - 2000

The website watchdog.net: the good government site with
teeth states that "We're trying to build a hub for politics on
the Internet". This plan includes pulling all information about
politics, votes, lobbying records, and campaign finance reports
together und<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>