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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/21/2015 

(U//FOUQ) On September 14, 20~15;;;.u.. __ ___,_~-~ Platte River Networks, date of birth 
....._ _____ ___.jsocial security number b of 

Investigation (FBI) Special Agent (SA)~~~~---' ~~::~......----..__....r------"~~ 
for the interview was Department of Justice (DOJ) Attorney and 
attorney at the I I After being advised of the identity of the interv""'-te""'"wt__,..n __ g_a-g""'"e--n"":"ts~and the 
nature of the interviewJ !provided the following: . 

(U/~OUO) Asl ll ldescribed his role at PRN as a 
general role with the client and not involved with technical L.d-e-tru-.1-s"".l--~==::..;fain concern is the 
general direction of the business. 

(U//FOUO) Platte River Networks (Pi) warred with an individual namedl Ito 
identify business opportut:lities. In early 2013 brought them a client opportunity who she claimed 
once worked as a public official. After submitting a bid to do the work, PRN became aware the contract 
they were bidding on was for the management of an email server hosting domains associated with BILL 
CLINTON, HILLARY CLINTON and their aides. PRN won the bid for the contract and the account was 
under the name CESC. 

(U/<fOUO) PRN wanted to limit the employees working on the CESC server. so it was 
determined!__.......... l who worked remotely on the server, an~ I who 
handled the server on-site, would be the technical team doing most of the work.l ~as aware 
that PRN picked up an old server from the CLINTON residence and delivered it to Equinix, a datacenter 
in Secaucus, New Jersey. PRN ordered and installed new server h~dware at Equinix and migrated all 
CESC email from their old server to the new PRN provided server. I ... lwas aware that PRN 
maintained a back-up of the server knoWn as aDA TTO. The DATTO was located at Equinix and wor~ed 

eferred t~ for specifilsJ _ lwas also aware of a BlackBerry 
b takino sna shots of the server and maintaining tha\ data for up ;o 60 days before it was deleted. . 

L.;E~"~"n-:t.,..erp_n_s_e""l'r'"e-rv_.er managed by PRN, but aeferred tot on the specifics. 

(U//FOUO) In or around March 20151 lwas involved in conversations with CESC 
where they re~uested to know what email they had, where it was, and how it was backed up. 

I Jandl . Jhandled this request and would know more details. CESC never asked 
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for administrator rights to the PRN server or for physical access to the server at Equinix.l I 
believed CESC was stiH a PRN client and were operating under the same contract they originally signed. 

(U//¥0UO)I . ~idn't believe there was a successful intrusion attempt against the 
CESC email server run by PRN. 
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(U//fO~Q.) On May 23,2016,1 I date ofbil1h! I social 
security numbed I was interviewed by Federal Bureau of Investigation (FBI) Special Agent 
(SAj land sAl I at the offices of Platte River Networks (PRN) located at 
5700 Washington Street. Denver. Colorado 80216. Also present for the interview wasl I 
and via speaker phonel I both attorneys at the I l After being advised of 
the identity of the interviewing agents and the nature ofthe interviewJ !provided the 
fo11owing information: 

(U//fOUO) I ~as not aware of a laptop containin& an archive of email belonging to 
HILLARY CLINTON that was shipped to PRN around February 2014.! lwas not aware 
what became of the foregoing laptop. 

~~~ ~=-=----=----:-l~nly recently was made aware of a CLINTON email archive file being 
.... ~ ... - .... ~~ Executive Services Corporation (CESC) around July 2014 and September 2014 

ru~-----,t--...,.....--1.-~----r---~as~n&::.::o~t~aware of the request by CESC, or transmittal by 
as not aware of what specifically was request.ed by 

L------....J fulfilled the request. 

(U//fOU~ At this roint in the interview, Agents displayed PRN provided records and email from 
the March 2015 timeframe._ !provided the following information: 

(U/ffOUO) In March 2015, when various media outlets reported a private email domain and 
server was used by HILLARY CLINTON, PRN decided to create an internal "share drive" and control 
access to only the PRN employees working the CESC accound !stated PRN did have back-
ups of their own servers. PRN never deleted information pertaining to the CESC client and provided the 
FBI all records they maintained pertaining to CESC. 
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(U//#OUO) In March 2015 lstated CESC requested an inventory of all their email 

content, to include where it existed. PRN employee! I travelled to the Equinix 

data center in Secuacus, New Jersey where the CESC server equipment was located.! lwas 
not a party tr the discussion involving CESC'~ request for inventory, therefore did not know specific 
instructions_ }lid not recall wha~ bpecifically found on the server equipment. 

(U/IFOUO) After Agents displayed an email dated March 09,2015 where CHERYL MILLS 
discussed preservation of materials,! ~ould not recall any other request by any entity to 
preserve CESC related data. 

(U/11'000~ lhj'! no recollection of a conference call on March 25, 2015 or March 
31,2015 with CESC: =~ CESC never re;juested their email content by deleted, wiped 
or shredded. Recently,. as made aware that. lused Bleachbit software to 
shred .pst email files containing CESC email content that was transferred to CESC. Asl I 
understood id kreated a "vehicle" to transfer email files from the live mailboxes of CESC 
email accountsl then later used Bleachbit software to shred the "vehicle" but the email 
content still existed in the live email accounts. 

(U//FOUO~ lwas unaware of any PRN employee conducting manual deletions of 
the DA ITO device used to back-up the CESC email server. 

(U/ WOUO).._I ____ _.lwas unaware of any successful computer intrusion of the CESC server. 

(U/IFOUO) Notes of the interview and documents displayed t~.._ ____ _.lwin be maintained 
in a FD340 envelope and filed with the captioned investigation. 
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r--....LlM:!:Zt~l-~Jis currently th~ I 
met President WILLIAM C UNTO~ aad HILLA& Y CLINTON when he became an 

1---"""'T"-t t-:-h-e"":'Wo:-::-ho:-it~e House in the fall ot1 I After hi(:::::: : I served in various positions in 
the CLINTON White House and continued to work for President CLINTON after his presidency. 

(U//FOUO) In the years after President CLINTON left the White House, CLINTON's staff 
managed certain details related to the infonnatiori technology needs of CLINTON's office. One ofthose 
needs require~ negotiating with an individual-who ov..ned several .com domains related to CLINTON's 
name. recalled these domains to be presidentclinton.com, clintonfoundation.com, and owjc.com. 
Ultimately, negotiations were successful and the domains were purchased from the individual. 

(U//FOUO) In 2006 or 2007, JUSTIN COOPER obtained a private email server (Apple Server) 
for the office of President CLINTON. COOPER an4 I had several conversations about reliability 
issues related to the previous outsourced server and decided it would be best to have a server under their 
physical control at the CLINTON's residence in New York. COOPER handled the procurement and all 

...a,!lWjS,,of serve · · u sts to move email. 

r---~~~~--~--~----------------~--~-----r----~--~---Jand 
initially had email accounts on the Apple Server. ecalled a conversation 

._w~_:-.lt~""'"rr:r"""T""""'I"'n"'n and COOPER regarding the addition of HILLARY CLINTON to the At:de · 
Server. thought it was a bad idea, but the issue had been decided by that point in time. 
believed the addition of HILLARY CLINTON to the Apple Server occurred while she was in t e enate. 
CLINTON used BlackBerry devices obtained by COOPER to access her email.r----!was not involved 
in the decision to move to a new server (Exchange Server), but recalled it was I~ was the Apple' 
Server, in the basement of the CLINTON's New York residence. 

Investigation on 04/19/201 6 at ____ ~w~a~shwin~g~to~nuD~C~-----------------------------------------
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· · (U//~ COOPER notifie~ ~ few times each year about attempted intrusions of the · 
system, but__j;ould not recaJI any specific details. They shared a mutual concernl.___~....,...----~ 
had too much private information about the CLINTONS and may have had access to some of their 
communications. 

(U//FOUO) ._I -~~ad no knowledge regarding the following topics: 

• discussions to move to the Exchange Server 

• personnel involved in the decision to move to the Exchange Server 

• domains on the Apple Server or Exchange Server 

• users on the Exchange Server 

• disposition of the Apple Server or Exchange Server after decommissioning 

• clas~ified information on Apple Server or Exchange Server 

• conversations concerning federal records as it related to the Apple Server or Exchange Server 

• backups of the Apple Server or Exchange Server . 

• . Sensitive Compartn~ented Information Facilities at the CLINTON's New York or Washington, 
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DC residences I I did recall Secure Telephone Units in New York and Washington, DC) b6 

• Secure fax machines or secure computers at the New York or Washington, DC residences b?C 
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(U/ffOU~ On June 6. 2016 date ofbirthl I 
social security nwnberl ) was interviewed by Federal Bureau of Investigation (FBI) Special 
Alent (SA)l land SAl lat the FBI Washington Field Office, 601 
4 Street NW, Washington, DC 20535. Also present for the interview was FBI Intelligence Analyst 
I l After being advised of the identities of the interviewing agents and the purpose of the 
Interview,! !provided the following information: 

(U//fOUO) I I works for....._--------~--; 
~~==l.lilo..l.u...a.llloL-.:e~as of missile, space, and intelligence. 
r-----,~--~ a company focuse~~dl..Qiln!..Ql;WJ~ikJlliW!L..iU;:gJJ;I.Sll~ 
L.:----.-----1 as several products to ~e'-----r-------.......:::::....:.;~:..=~=....., 
from the over 60 bil1ion records it{___jpossession. Dark Horse Data, 
Inc. (DHD), a company owned by former Deputy Under Secretary of Defense for Intelligence 
REGINALD HYDE. DHD works with foreign data, can contract directly with the government, and 
frequently embeds its personnel with clients. 

(U/IFOUO) In June or July 2015 a senior staff member of the United 
States Senate Commjttee on the Judiciary, contacted n ems data from HILLARY 
CLINTON's email server might end up overseas. Spec! Ically anted to determine if there 
was an intrusio CL TON's server and, if so, whether ex dtrate data fell into the hands of a 
foreign power. was concerned any exfiltrated data could endanger her three sons, who are 
Marines. y, shJ was upse(i as a citizen and Senate Staff Member that this situation could occur. 
Therefore, aske _ _if it was possible to determine if CLINTON's server had been 
~ise . stated he would have to look for data that was genuine, authentic, and relevant. 
L_____Jdefined ose three terms as follows: 

Genuine - data originating from ·CLINTON's server 
Authentic - data that had not been altered 
Relevant - data from CLINTON's server that was moved outside of the United States to a place 
where a foreign actor could access it 

(U/If'OUO) Sine~ ldid not have funding for the project described above, in August or 
September 2015 she met with NEWT GINGRICH and askedl ~o briefGINGRICH on the project. 

Investigation on 06/06/2016 at __ W~as!.Whi=ngt""'o""n.._. D"""C""----- - - - ----------
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.....__~I GINGRICH, andl lwere all bothered by the potential that data from CLINTON's 
server had been compromis~e. ~anted tf sneak with o~ers about the project and jn 
December 2015, recommende speak with_ jat Judicial Watch. I ~riefed 
the project as four phases to The phases were to determine if: 

Phase 1 -CLINTON's server was directly or indirectly attacked 
Phase 2 -SIDNEY BLUMENTHAL's server was directly or indirectly attacked 

Phase 3 - data was exfiltrated outside the United States 
Phase 4 - data was exposed to a foreign actor 

A~ lbriefed the project, he raised the question of what the course of action would be if classified 
information was uncovered. The three discussed it and decided Judicial Watch's legal counsel should be 
consulted. I lnever received an answer, but was of the opinion that ifhe uncovered data he 
thought might be classified, he would be obligated to report it to the appropriate authorities. 

(U/WOUO) In January or February 2016, Judicial Watch's legal counsel advised the project was 
feasible; but could not involve accessing any systems without authorization. The project could review 
open source data following the four phases described above. After these initial discussions with Judicial 
Watc~ lconcluded the motivation of Judicial Watch's actions was not centered on the elections. 

(U/WOUO)I !advised there are three potential funding streams for the types of projects 
his company undertakes. They can be funded by his company, a government contract, or a data 
arbitrageur. In this situation, the arbitrageur would invest in litigation on the prospect of a judge awarding 
the arbitrageur attorney's fees. 

(U//FOUO) In February or March 2016,1 ~ompany,~ven $32,000 by Judicial 
Watch to proceed with Phase 1. Judicial Watch awarded the contract t~becausQ 
confident he understood both the Deep Web and Dark Web. After receiving the contract, ad to 
determine the best place to obtain the necessary data for the project. Based on the terms out me y 
Judicial Watch's rounsel. JLINTOr and BLUMENTHAL's respective servers were off limits, as were 
offshore servers. turned t I a former executive atl I a cyber intelligence 
company which ingests data from the Deep Web and Dark Web and, then, indexes the data. By 
leveragin~ ldalliJ ;;.!coed e ch the Deep Web and Dark Web without exposing his 
searches to the lntems:il 0ai $2,500 to hav~ !conduct searches based on search 
terms proyided bYl These searc terms included, but were not limited to, HILLARY 
CLINTONCBLUMENTAL, and an Internet Protocol (IP) address range obtained from ari email 
~~ y Judici& Watch. In~ lm:w:ir the; results of those se81Ches to 
L_____j w c was the exclusive data source use or th1s proJect. 

(U//f'OUOj ~eviewed the data provided b d found files from 
BLUMENTHAL's server on a server in Romania. believed BLUMENTHAL had a personal 
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server because he found some of BLUMENTHAL's files on the server in Romania, but not any of 
BLUMENTHAL's emails. The Romanian server contained approximately 200 Microsoft Word, Excel, 
and other file types belonging to BLUMENTHAL. 

(U//FOUO) In reference to a May 22, 2009 alle,ed intrusion of CLINTON's server appearing in a 
draft version of a report one=:} projecd _stated he could not recall where he learned of the 
hack or the specific date.l_____jPeculated it was possibly from a public report, but he had looked for 
the source and could not find it. Therefore,! I planned to remove the reference from future 
iterations of the report. 

(U/IFOUO) Durin~ ~review of the data obtained by~e fo~d one sensitive 
Excel file listing the names of known or suspected jihadists in Libya. L___jadded that a portion of the 
file was in Russian. The file did not come from BLUMENTHAL•s server, but contained a r~ an 
IP address range that included the IP address of CLINTON's server. Upon viewing this fileL____j 
became conremed he .had found a classified document and stopped the project. This work completed 
Phase 1 and_ !Planned to deliver the final report to Judicial Watch soon. 

(U/IfOUo)l I stated some of the BL MENTHAL fit out January 
2012, which was the same timeframe whe regarding the 
Libyan Rogue Nation Judgment Recovery Program (LRNJRP). )aimed he was hired 
bv the Lj~yan opposition government to recover the assets of the MUAMMAR GADDAFI government. 
I ]also met with TYLER DRUMHELLER regarding the same matter.! !speculated 
BLUMENTHAL, if involved in the LRNJRP, could have written the memos as a "shake and bake" tactic. 

(U//FOUO) A copy of the original interview notes and documents provided to the FBI by~...l __ ..... 
during the interview are enclosed in a lA envelope . . 
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On September 14, 20 15r------,.._..,.....,..-----=----:--f""""-----,.---:-___. 
Networks (PRN), date of birth social secu·""' .I-.IJ.w.uJ~u.....--...,___. 

O
eau oflnvestigation (FBI) Special 
Also present for the interv· fro-~..,.........,...---..,....--~---' 

p t of Justice (DOJ) AttomeyL-----r~~~~.o~.~.~.~dvised of the identity of the 
interviewing agents and the nature of the interview, rovided the following: 

On ~r about January 2013 J I o~ I contacted I ~egarding 
potential busines~· a igh proflle former government client. I I had an existing 
relationship with cause she previously referred other clients from a family wealth asset 
management finn. e potential client's current email server architecture lost connectivf"ty dmj~g eventl 
such as Hurricane Sandy, so they wanted better support than their existing arrangemetljtt .... ___ 1-:.~-__JJ 
with the assistance of other PRN personnel, put together a proposal and submitted it td Once 
PRN w~ chosen as one of the three finalists for the contract, PRN was notified the potential client was 
WILLIAM CLINTON and Y CLINTON, doing business through a ca;pany named CESC. 
After P aller role an~ . !worked primarily with 

CESC wanted to keep the nwnber of individuals 
L..-'1"1""""-ft'l'l:~.....-"""":""',.....-r.three people as the only personnel allowed to work · 

s wer~ identi?ed }n a Service I eve! Aoreqnen~ (SLA) 
~~~~--~-,-""T"""""T'"--;""M---"~:u.&~o,y,.u.lstgn ), ! _!(proJect 

l.-.,........---:-__JJll·.a...aWlt:wu·.Infltely 90% of the work for CESC 
..._..,....--.....,.,...ole was to help with on~site 

.....__ _ ___. was ultimately not needed to 

Whenl l;as fSked to il he sent discussing a new email address for 
HILLARY cttNTON,l Jstate could not answer the question for attorney-client 
privilege reasons. A copy oft e email is._a"":"tta:--c.--e .....-:-to--:"Tth .... IS ..... communication in an FD-340. 

PRN chose Equinix as the datacenter for CESC's new email server (hereafter, PRN server) 
specific~); ::ca:se jt did not go down during Hurricane Sandy. This project was PRN's first time usirig 
Equinix.___ ____ ~ransported CESC's existing equipment (hereafter, predecessor server) and 
transpo e 1 o qmmx, sothe content of the predecessor server could be migrated to the new PRN 
server. 

Investigation on 09114/2015 ~----=Oe=n~v~~.C=o~lo=rM==o ________________________________ __ 
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Interview o . On 09114/2015, Page - -=2 _ _ 
stated PRN used an outside firm, MX Logic, for spam filtering, but referred other 

-~~~:""Io:-~-::s~~:-::j~IW<iino· sea, filtering, data migration, archives/backups, and Microsoj\ Exchange to 

~------~~had no knowledge of: · 

• Email servers used by CESC prior to the one transported by PRN to Equinix. 

• The existence of classified information on either server. 

• Discussions regarding federal records retention. 

• Intrusions to the PRN server. 
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(U/IFOUOl On May 23, 20I6J I date ofbi~ lsocial security 
numbeii ~was iotell'.i~ b~ ~ederal Bureau of Investigation (FBI) Special Agent (SA) 

I and sA at the offices of Platte River Netwots (PRN) located at 5700 
Washington sr, lh:D:m Coljo 80216. Also p'fDI f<n tbcinteryjj¥1 wa ~- land via 
speaker phone both attorneys at th After be~g advised of the 
~dentity ~f the interviewing agents and the nature of the interviewJ rovided the following 
mformatson: 

(U/If'OUOj lfor PRN, and in that role, 
had contact with PRN client CLINTON EX~ClJTIYE SERYICES CO~PORATION CCES(i). His points 
of contact at CESC were CHERYL MILLS,l Iandi._ ______ ___,j 

(U//FOUOj lwas not aware of a laptop containinq an archiye of,mail belonging to 
· HILLARY CLINTON that was shtpped to PRN around February 20 14~ _was not aware 
what became of the foregoing laptop. 

(U/tPOUOJ fas not aware of a CLINTON email archive being transmitted to the 
Clinton Executive Servtces Corporation (CESC) around July 2014 and September 2014 b~ I 

I I 
(U/fFOUOj'L-~~~---~.Iw;u;.aiilt.ls;L.IniAo~.~:.t.~o~.aw""lie of any support PRN provided the CESC client from 

October 2014 to January 2015.1 Jwas not aware of any CESC request to delete, wipe or 
shred their email records. 

(U/IFOUO) At this noint jn the interview, Agents displayed PRN provided records and email from 
the March 2015 timeframe~ Jprovided the following information: 

(U//FOUO) In March 2015, when various media outlets reported a private email domain and 
server used by HILLARY CLINTON J ~ptertained the jdp of hiring a ~ird partv com,any 
to conduct penetration Tstioa oftb' CBSC t:mjl serv..j }recommende 
from a company named_ _ but the testing ultimately did not occur. 

Investigation on 05/23/2016 at _ ___.~D!o!!e.un..!.!ve<~..>r ~c~ol~ol!!rad::.!lo'----------------------.:.... 
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(U//FOUO) In March 2015,1 !recalled PRN employe~ ~avelled 
to the Equinix data center, but did not kliow the purpose of the trip. ....._ _____ ____. 

(U/If'OUO) After Agents di '1 dated March 09,2015 where CHERYL MILLS 
discussed preservation of m could not recall any other request by any entity to 
preserve CESC related da recalled receiving some guidance by PRN attorneys to 
preserve data, but could not recall specifically. 

(U/If'OUOJL... __ .......--.....a.lia=diL.inw.~..<._,ecollection of a specific conference call on March 25, 2015 or 
March 31, 2015 with 'd recall conference calls with CESC that were run by 
PRN's attorney. state CESC never requested their email content by deleted, wiped or 
shredded. 

(U/If'OUO~L..----___.Iwas unaware of any successful computer intrusion ofthe CESC 
server. 

(U//t'OU~ Notes of the interview and documents displayed t~L.. ____ ..... Iwill be maintained 
in a FD340 envelope and filed with the captioned investigation. 
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r-:=:...:......:.a.=4L-~----:-"""'":""""J home addres~ I 
was interviewed at the law offices of Bryan Cave LLP, 1155 F 

...b~=:-:-r---.:~ederal Bureau of Inv~~tigation (FBI) Special Agent (~A~ ~ 
L..,_-----:-r=~~------,r----:-__J Department of Jusuce attorne~ Iandi~-:---:-----:::-lr 
counsel, ere also present for the interview. After being advised of the identity of 
the intervi~wing agents and the nature of the interview,! !provided the following: 

. (U/IFOUO)I I first met President WILLIAM CLINTON ~d HlLLARY CLINTON 
~N) in 1997 when he was assigne~ to The White House asl I At that time, 
L_____jreceived a securit clearance after a single scope background investigation ~as conducted. He 
served in The White House o include travelin with the President, until2001 when President' 
CLINTON le(t .offi President CUNTON'~ 
I j told e CLINTO s had been keeP.ing an eye on him and would like hi,_m_t_o-:-jo~in 
their New York famt y. acce ted the offer and o~ I, drove to their Chappaqua, 
NY residence. For the first.six months · · · 

.(U//FOl!O)I !recalled an Apple server in the basement·ofthe CLINTON's Chappaqua 
~SLIJ.ew~J:WJ;,gpes not remember when it ~as installed or by whom. It was a big box to the right of· 
1-------,---Jwith no exfemal devices attached. however, it had an internal capability to backup data . 
...,._ _ ___.,~...,.A ABED IN ,I I HILLARY CLINTON, JU~PER, AND 

ad email accounts under the qwjc domain housed on the server. also used the 
1....-----~ server as a workstation. · · . · . 

(U//FOUO)I ldid not know of plans to install the server constructed by BRYAN 
PAGI IA~O at the time it occurred. The server consisted oftltree thin black boxes mounted in a rack. I pescribed himself as not technical and, therefore, could not speak to any details regarding this 
server. 

Investigation on 02/04/2016 ~----~w~~~h~in~gt~o~n.~D~C~---------------------------------
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(U//FOUO} did not recall escorting anyone from Platte River Networks in June 20l3 

into the Chappaqua residence to remove the server described above. 

(U//f'OUO) HILLARY CLINTON's office was on the third floor of the Chappaqua residence. 
After she became the Secretary of State, the State Department_(State) converted it into a sensitive 
camnartm~nted information facility (SCIF). During the installation of the secure lines for the SCIF, 
I . tood at the door as· an escort for the technicians. After that conversion, CLINTON was-the 
only ohe who had the combination to access the office until it was decommissioned one to two weeks 
id'ter her departure from State. It contained ~pproximately three phones installed by State.l I 
believed all three to be secure phones and described them as a black STU phone, a yellow phone, and a 
white phone.l ~id not know the differences in the phones. The office alfo contained · 
CLINTON's non·secure desktop computer, a shredder, and a secure fax machine. !initially 
stated he only ~ntered the SCIF once or twice, when CLINTON was present, to remove tras~. 

(U//FOUO~ ~ater recalled a procedure established by ABEDIN wi.t~ ~t the 
beginning of CLINTON's tenure at State for situations when CLINTON needed assistance. with the secure 

· fax. Whe~ I was notified by State personnel of an incoming secure fax, he would locate 
CLINTON, follow her to the SCIF, and assist as needed with the incoming fax. He was never in the SCIF 
to receive a fax without CLINTON present an'd never physically picked up any of the documents 
received. If the fax was not working, State would sometimes send~ a· w· th documents or a 

· diplomatic pouch to the Chappaqua residence. On those occasions ould escort the courier 
from the Tate to the door and the courier _would hand the documents or pouc directly to CLINTON. 
I Jwould also coordinate the repau of the fax when broken. · 

(U//FOUO) ABEDIN or CHERYL MILLS wo.uld sometimes notif)J lthe Presidential 
Daily BriefrDBl ~u~ be coming via secure fax to the residence .. As described above with other 
secure f~es ould locate CLINTON a_~1th the mcommS, secure fax. The PDB was 
also hand carried tot e residence on occasion ancJL__Jwould escort the courier to CLINTON. 

·(Ui/FeUe~ . ll)jld1dically received emails from ABEDIN with attached documents 
intended for CLINTON.! would print the documents and give them to CLINTON, but does not 
know what happened to the documents after CLINTON was finished with them. I !Last Name 
Unknown handled similar 9uties at CLINTON's residence in Washington, DC. 

(UIIFOU01 CLINTON had several B!ack~erry devices over the course of time. When 
~had issues with one ofthemJ jwould ask COOPER for advice on how to fix it. 
L____Jbelie~ed CLINTON had a S~ate BlackBerry, but did not recall a secure mobile phone. 

ldid not recall serti~g up an App'Ie TO or iPad for CLINTON. 
:==~ 
L.------~~id not recall a secure phone in CLINTON's .bedroom. 
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Date of transcription 03/23/2016 

I ~ Chief Ex]~u~~· ;e ~~;~cer (CEO) I was 
interviewed at his place of employmfnt, __ ___ ____ I 
!telephone number is I 

and his email address is I I was L..~-:d:-v-:i_s_e_d~t-:h:-a~t ..... 
the FBI had identified 37 login attempts to the AlfLEt:CJOUD account 
of hdr22@c I mail. com, originating from three -owned IP -
addresses. was provided with the IP addresses a made the 
login attempts. After being advised of the identities of thf 
interviewing Agents and the nature of the interview, !provided 
the following information: 

has a large customer base 
~--~~~------~~~~------~:--------~--~ including m,mr us Government agencies and Department of ;efensel 
components._ 1 _ . 

I provided the Agents with a demonstration of thel I 
I on a laptop in his office. I r 

Land 
others. That data is then I 

~----~~~provides their clients with two basic services: 1) their 
security platform can be used to link and9ea h or current social 
media information on the Internet; and 2) can provide on-going 
social media monitoring for their clients. explained that the 

L.-------------------------------------___.1 utilizes the.i r con,t inuous 

Investigation on 03/23/2016 alL.-__________ ....., _________________ __ 
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monitoring service [o generate al,rts for new social media posts . b 6 
relating to current_ _ Additionally, I I provides that b7c 
same service for all United States Department of Commerce employees, b7E 
whether they are aware of it or not. 

Alonq with searchinq for I 

then showed the ~gents a screen on his laptop, where the username 
field was displayed with?ut a corresponding password field. 

To the best of I I recollectio1. I . ~as not hired by 
HILLARY CLINTON or anyone on her behalf. ~ributed the login 
attempt~ to being co~ducfed by one of their clients, utilizing. the 
I Jplatform. I _ _then left the interview for a brief moment in 
order to verify that lwas not conducting any continu~o~u~s~-~ 
monitoring services for HILORY cr.rrTON. When he returned, I I 
confirmed that they are not.! _stated that he had a co-worker of 
his search for CLINTON's name within their platform. In order to 
protect the FBI's inquiry atl lhad the co-worker search 
for CLINTON's name in the system, along with the names of two 
additional current Presidential candidates. The results were:negative 
on all three searches. 
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~----~lwas then informed that the hdr22@clintonemail.com email 
account was Yublishef in a NEW YORK TIMES article on March 02, 2015, 
and that thel _login attempts occurred on the following day. 
I ~tated that this made sense to~liitn. Given that information, he 
theorized that the login attempts were likely made by one of their 
"good guy" clients, possibly to conduct a damage assessment on the 

O
'al media footprint associated with that email add~ess. Horever, 

stated that he could not verify his theory, as l . had no 
anal data to corroborate it. 

~----~~is amenable to future contact with the FBI. 
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FEDERAL BUREAU OF INVESTIGATION 

Date oftranscription 04/14/2016 

~~----~--~----~~------~~~~~~~~~~~Lr~~------~an 
his email address is present for 
this interview was FBI as advised 
that the nature of the interview was to determ1ne w e er or not 
I lhad performed any penetration testing on the · 
clintonemail.com domain. After being advised of the identity of the 
interviewing Agents and the nature of the interview, c==]provided the 
following information: 

I ldid not perform any penetration testing for the 
clintonemail.com domain. c==Jrecalled that the clintonemail.com domain 
was previously hosted at the PLATTE RIVER NETWORKS (PRN) Intern~e~t~--

seJ:l1iCe ~:cll:iC!ill: ~n Denve:;,0c~;orado. is ood friends 

I :rat PRN.D"Jcalled speaking W>t a ou oing 
penetrat1.on testing on that domain, approximately s1.x months prior the 
large media coverage of the private server. c===Jprovided security 
recommendations for the system; however, actual penetration testing 
did not ultimately occur . 

..__ ________ ..... I maintains a working business relationship with 
PRN. If a PRN customer wishes to have penetration te~s~t~i~n~~~~~~=-~ 
their network, P~N wjll then refer that customer to 
Correspondingly, l lwill refer their c~u~s~t~o~m~e~r~s~~~~~ 
if thev wish to harden their network sy,tems subseauent to a I !penetration testing assessment.. __ lalsk-----~ 
leverages technical resources at PRN for other proJects, including 
incident handling and forensic analysis. The two companies compensate 
one another with commission checks. 

Investigation on 04/12/2016 1L_ __ ~F~o=lo~ra~do~--------------------------------
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c==]recalled sharing se~ emails with PRN employees regarding 
the clintonemail.com domain.L___Jprimarily dealt withj ~ but 
remembered thai th,re were a couple of other PRN employees included on 
the exchanges. thrn went to his office and printed out several 
email between him and_ I Those printouts are enclosed for the 
file i n a physical lA envelope. 

I I never had access to the cli.ntonemail. com domain, 
nor do th~ any· of their company services on PRN networks. The 
extent ofl____jinteractions with PRN employees, related penetration 
testing, and the clintonemail.com domain are documented in the email 
exchanges that! I provided during this interview . 

. While reviewing the emails provided byc===J sA l ~dentified 
one whjch references a publ ic news article, where an individual named I l had utilized a scanning tool called FIERCE to 
identify,the addresses used for HILLARY CLINTON's CLINTON's 

that 

an Interne t 
almost a daily basis • 'few years ago, however 1 

disc~ publish~ng his findings on the IntLe_r_n_e_t~-L~,provided 
that~ goes by the name of l I within t e hacking 
commun1ty. 

The two of them share 
a 

-~==~~~~~~~~~~~~~~hat 

the 
two share music as 

company 
coverage over large public events. 

1: kecalled meeting I I at a Colorado technical event , 
whichl ~ 0 referred to the event as a leads 
event, which was a technical expo in Colorado where information 
technology experts~ld exchange ideas and ·1etwork ~th one another. 
During that event, L__J spoke on a anel with_ _I and a US 
SECRET SERVICE Agent, named Dur1ng ~ntro rctions with one 
another prior to the event, eca ed USSS SA stating to 
lthat he had recently served a warrant at PRN. c==Jsurmised 
that statement to relate to the on- go ing investigatio~INTON's 
email server. Agent Note: A follow-up call to USSS SA L____J identif i ed 
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warrant referenced in that conversation was served in support of 
different matter . 

b6 
b7C 

I 1; ews I I as a "good guy" , who is c~uqh: I in a bad b6 
situation I has stated his frus trations t regarding the b?c 
CLINTON email investigation. I I stated that it as had a 
direct impact on PRN's business, and that they have spent a large 
amount of r oney in legal fees related to the matter. Primarily, I _ is concerned over the negative publicity that PRN has 
received in the news meqia. Additionally, PRN has been asked to step 
out of certain requests for proposals (RFP's) as a result of the 
investigation . 

had limited interactions 

~~-------r~------~----~------J Last Name Unknown (LNU) . 
point of contact at PRN . 

. When asked whethe r or not L.l ~---~r---...,_ __ --JI utilizes the I 
social media cyber security product, ~tated that they do ~n-o~t-.--~ 

~s amenable to future contact with t he FBI. 
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d a te of b i rth (DOB) I ~ was 
Bur ya!1 o f Tnvesti a ati a o (FBI) Specia l Agent s 
a nd! l at the l aw offices of 

~~~~~--~~~~-DAY 1 ocated at One Canterbury Green, Stamfor~. CT 0690 1 Al ~o 

:

r esent fo • the iqterview were DAY PITNEY at torneys [ land I J After being advised of the ident1t~ o f t he 
nterv~ew1ng Age nts, and t he n a t u r e of t he int e r v iew, l I provided 

the fo llowing informa tion: 

I I is curre nt 1 y emplo yed a s :f..:.----::-=~~::-::-:------:-:-----~-=-~-:-' a t 
DATTO locatea at 101 Merr1tt 7, Norwal k , CT 06851 . and ~h~a~s~h~e~l~d~·t·h~a~t 

:

osition for I l Prior to that , I I was ( ! 
I_ ] and wor ked pa rtly as t he lL--------------~ 

o DAII O. 

DATT.O is a company that provides·.-products and services to smal l 
busi nesses r elated t o cloud s torage and d isaster recovery. DATTO had 
a n es tablished re ia tions hip with PLATTE RIVER NETWO RKS ( PRN) a nd 
provided them server back- up and recovery servic es for some time. 
DATTO's rela tionship with PRN was al r eady e s tabli s hed i n 20 13 whe n PRN 
acqu ired a new cont rac t to manage ~n ~ma i l server with a client known 
to DATTO as CESC. At t he time, DATTO 9id not know who PRN' s c lient 
CESC wa s. 

When PRN reached out to DATTO i n .May 20 13 to p rovi de b ac k-up 
se rvice s for the CESC cl ient server, f RN r eques t ed a s l igh t l y · 
different service f rom DATTO than they normal l y reque st. Typically, 
PRN would request tha t DATTO b a c k-u p remo t e l y to OATTO' s sec ure c loud. 
For the CESC c lient server, PRN r equested that the server be bac ked- up 

Investigation on 11 / 1912015 at Stamford Cl" ' 
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loc a l ly a nd p r i va t e ly . At t he t ime o f · thi s r eques t , i t was no t only a 
new 'r e que st for PRN, but a non-standard p r oces s f o r DATTO. I n order t o 
af fec t the p riva te, l oca l . s tor a ge needs f o r PRN' s CESC cl i en t, P~N 
ordered a S I RIS 2000 device from DATT0 , but forgot , o r d i d not know, 
t o a l s o o rder t he p r i vat e node that the d ata would be routed to a nd 
sto r ed on . Because of t h is , the de fau l t ·On t he DATTO c on figured SIRIS 
2000 sent the CESC s e rve r b a c k- up da ta remot ely t o DATTO's s e cur e 
c l oud a nd no t t o a l ocal p r iva te no de. This de fau lt c onf igura tio n on 
t he SIRIS 2000 h as s i nce been changed. 

s t a ted t hat PRN mu s t have known data wa s bei ng logge d in 
~~~~::~~e~u~re clo ud a nd no t on a loc a l p rivate nod e. As e v i d enc e , 

st a t ed t he par tne r portal, t hat PRN had l o g -in c reden tia l s t o, 
~~~~ea ture ~:::~l~y~ ng backed~up data a nd opt ions to de l ete c loud or 

l o c al . sta t e d PRN would h~ve seen their back- ups under 
de lete clo ud . ~t lonal l y , l l was s ho wn a docume nt p r o v ide d b y 
DATTO indica ting email r ecord s were m~nually d e l e ted f rom t~e DATTO 
secure cloud b a c k-ups of t he ·pRN CESC s e r ver i n M~rch 2015.! I 
s ta t e d that i t couldn 't ha ve bee n a p~TTO employe e that d e lete d those 
ema il rec ords , b eca u s e t her e wo u l d have b e e n a work t i c ket i ndic a t ing 
a s much . Coc:Icer . t he I P add r e sses afsociated wi t h t he Ma r c h 2C15 
delet ions , t hought h _wa s t he DATTO re l a y s erve r 

Od l · t lie c o n ect i o n a nd I was a local host c onne c tion . 
s t a t ed PRN ha d l og- i n c rede n~i a ls on the pa r t ner portal t ha t 

e t ied t o one emp loye e, so he did not know who f rom PRN l ogged 
i n at a ny given time . 

Data i s s ent t o t he DATTO clo ud thr o ugh Secur e Fi le Tr a nsfe r 
Pr otocol (SFTP} f rom t he l o ca l DATTO ¢ev i c e pu rchase d by t he cl i e n t. 
Mul tipl e DATTO devices , for differe nt .. c l i ents , are synced t o one node 
for uni fied da t a sto r a ge. Each DATTO device i s segmented on · t hat node 
a nd onl y wr i tes to a di r e c tory p a i ied . wi t h t he c o r r esponding device . 
The data on the s e rver s is p a r tia lly en cryp t ed and a p as swo rd would be 
ne eded to a c ces s remo tely. 

The DATTO s e rver fa r m is housed in Penns ylvan i a, multip l e l e vels 
underground , in a s e c ure f a ci li ty. I n.o r de r to a c c es s t he f aci l i ty , 
you must be a clie nt the re and p r ocess thro ugh s e cur i ty , which 
i nclud e s a b iome t ri c s scan . The cag e s . tha t hou se t he s e r vers are a lso 
loc ke d . 
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DATTO v i r tua l i zes s ys tems l o c ally on t he DATTO appl ianc e o r 
r emo tely in the DATTO ~ecure cloud . As part o f thi s process,· a n · 
automat i c t est i s conducted t o verify t he v i r tualizat i on whe r e 
s c r e ensho ts o f the windows l og in screen a re sent to DATTO clie nts. 
Many of DATTO's cl ients , t o includ e PRN , would occas ional ly ge t 
"bac kup veri~icatior ·f ai lure" n o t ices s howi ng thei r DATTO dev i ce wa s 
unbootabl e.l _ . indicate d thi s notice occur r e d v ery freq u e ntl y and 
a lmo s t always wa s an i ssue i nv o l v i ng the vi rtua l e nvironment a nd not 
DATTO actually fa i ling to maintain back- ups of the a ssoc iated s e rvers . 
This issue wa s u s ual ly r esolve d wit~ a hand ful o f solution s t o include 
changing drivers and controller s o r lengthening windows f or 
v e r i ficat ion. 

DATTO neve r altered o r confi gured the retent i on s etting s 
r e ga r di r.g the per iod o f time o r f requency tha t the PRN server wa s 
backed &p . The retention set tings are set b y the cl ient . 

On 08/13/ 2 015 , a fter the CESC clierit was known t o DATTO and 
lawyers became involved regard i ng the r etention , p rese rvatio n and 
p r oduct ion of records regard ing the CESC cl ient , DATTO shipped a new 
SIRIS 2 00 0 device to PRN. The i mpetus . t o the s hipment wa s the 
realiza tion that t he SIRI S dev ice o rigina lly purc hase d by PRN wa s not 
encrypted . The provision o f the new SI BIS d e.vi c e 1ras initiated by . · 
DATTO a nd b r o kere d b y thei r a t torney ,I . DATTO provi ded t he 
device to have incre ased s ecurity while a lso ensuri n g cont inuity of 
op eration on t h e s erver. 

I ! sta t e d t he DATTO s e cure cloud is f r equent ly s c a nned and 
he ha s no knowled g e of a ny i ntrusion or deep pene tration of their 
systems. I I stated the best place to l ook f or n etwo rk i ntrusion 
i s t he system l o gs . 

I !nev e r d iscus s ed f e d e ra l reco rds r e t ent i on o r c l a ss if ied 
info~mat 1on w1th a ny r epresentat1ve of PRN or CESC. 
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b6 
Records Mana<;_renK')!'lt: Div3.s.ion, b7c 

Records InfotAmaticn and DJ.sseminat.ion s~~ct.ton, \.Ji.n.chester, Virginia 
wa£ i.nt:e:r·•,riev;ed at FBI Hcadqua~:-te:r~~~ 1'/ashingt'.on., D.C. After beinq 
adv.ised of t:h~~~iLies of the int(!~rv-ieltling Agents and the nattlre nf 
the .int:er,r.ie\~, L__j p.rovided the follo~~Lnq informat io:n: 

~~----~r~~~~~w-~--------~------------------------------------------~~~c 
te.L~~p.bon.e ...._ ____________ ..... ~s beel'l employed in the Rc::co:r:ds. 
Management D:i.v.ision fen:- t:.hE.:.: past L_j years A 

r---_,Approx:i.ma.te.l.y 6 Week:~ ago, I received an E.~mail fr"<';,m I 
~.... __ ..~lot' t:.he Der:~y·h•u-'r't of. state {S~l'A'l'ED Fre(;,:dom of .I.:nfo.~:·m~t ... t~i-(..-\!-.1-:-~-c-t~ 

{FOIA} sect.Jo.rL _ I email :=.nclosed cop.ies of s (~mail comrm.::.nicati.o:::l.H 
from .f.Ol.""tne1:- Secr~~t:ary of Sta.te HILLlU{Y CLINTON's p.r·i vat.e emai.l account 
'.~h:tch STATE .~x~lie!ved. may conta.in ~'FBI equit.i~:s." STATE requested the 
FBI conduct <:n1 appropriate cla.ssificatio~ew of the e:nails p:r·io.l' 
to thei.:r schedult~:d FOJA publ.i.c reJ.ease. L___j advi.sed tbe:'3e s emidls 
~"·ere t-ra:n.:~nnit:~ h.im. on a c.lass:i.fJe.d email syst.em bu.t t~'ere n1arked 
um::lassi.fied .. L___j recognh:ed that at 1~~ast: 1 o.f t.he ~mails appeared 
cl.assifi.ed ar:td fo~c~."~:i~:'cled same t.() tt1r:~ C(:>tlr.~ter.t:e'1:'ro2:'ism :()j_,r~ ~.i>.*':>r. ~ (:Pr'l 
for c1C:~q!.~:U"~~-·:.:-if'~~ rcvie>-:. 'l'l'}e'A~>:>: em.~~-:~ w~·~e 1··e:v~1!'~..;~d ~~rvl 
and I I of CTD. I 

~..... __ .....~nL-----'1 :relayed t:hese f.ind:i.ngs !'.:(} S'!'t>.TE a~:: per prot:.~>col.. 

1'\p,tn:-y:ximat:-fJ.y J. wr~ek later, S1'ATE' s O.Efic~:l o£ !Jega.:l Counsel (OLC} 
.:_.,_,. ~'····'"' ':3.'~""'~> ..... <.'1.. .. ~ ....... < .••. <..- ., .. : .... ~., ·~"·''- .. •.>.>J./;.~'< -·~' •• •rv.\; "" '-·'··~--"-~~~ ..... ..:.. !"· 

c:J
'~'"""'- """"" o.ct ~, .. ,A rf't18- t"'"' ~)-.... ~ .. .:.t «~· ~~ 17iJI I L"t '1~r(v~~"l'} I /1-~o-c~~~JY,"( ~e- ..o~·"lV'I"i ,_ ~ t"" .: 0'"' 

c<.<uld not .:n::ca11 t.he ;-::arne of t.he ca.l.ler. According to OLC, L.~--=~_. 
doc.!s not:. have an <:>ffici.al government. and t.:he~:-efore i.t. believed the FBI 
could net classif~' a. aot:~~u:nent bas€.~~:i ort t.l"~e l?GI ca\t€~at.. OI.JC ~~J.sc} 

advised that they_, not: th(:; FBI, a:r·e th~ j ud~F-~ of pot.entia.l ha.:r:m to 
for~~i~Jn ~Jove:r.·nment:t;; c.u'ld the:refox:!~ th~~ FBI d5.d J'""'l"....., .................. ll..lioi_....,. ..... _...,...o.t.~....a..-..... ~-, 
c.l~ts.sii:v a. d.oc:.:mt~~.nt b<..~sed on. those C:<)nditions A 

............................. , ..... _ ................................................... -............... - ................................. - ........................................ _ .......... _, ....... " ___ .. ____ _ 
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Cor.timm!.lon ofFD··3H2 :lf -···--·-- ! atcr'dt~i' .. ~J ~ .. ------······ On_Q]LJ!)[~9J2. Pi!gc ----·2·······---·---
bel.i.~w~d.. ba.sed. on i.J..~--------.2Q~.~t.:~,~,.(~11--------£~~J a.n Original. Cla~>s5.ficat.:icn 
Authox:ity {OCA) th~"tt email cJ,as~~:l.fied. properly 
accurately. 

____ .. ;·~:;:..~ ... t..:1..,1'""'"i...,· . .,..l.,.('-~-t:.. .... h.,.e:,.. .. ..,1:"_..£">..,.a:.:..of ... t:..:~F( .... !""-....... ---l 1:\:_!ce.:h.r(~d a ca.ll ±:.rom ... 1 __ --:----~~~~-_. 
,__ ____________________ _.t";:t the. Inr:.erna.tional. Ope:t:·ations l).i.vision 

( IOD) of the l''H:t: v:ho "pressured" .m:m 
t . . ·--· '"',.., . :r.- ~ ,.:; I I . .;J ' d l. .o (...:n• ........ a:.,(~.l ..... :..ec. . .__~ ___ __. :-:.nuJ.cat:.s ll~~ 

KENNl~~DY, Under~:~ecret:a1::-y of Sta.t:e, w.ho 

tt-, <.:J1a:nge t:f1e class.i.:f:i.ed e;11.a.i~l 

had .been contacted by P.~.Tl?..ICK 

had ~~sk.ed his a.ss.istance H1 

alte:ring the email'~ clas.sifi.cat:i.ort i·n exchange f'.<.xc a. "'qtJ.:i.d pro q,.to." 
I I advised tl1at . ., in exchange for ma.rk:Lng th~~ e.ma.:U. uncJa.ssif:i.ed, 

STATE would r-eciprocate by allowi.ng the FBI to pJace more Agents in 
countries. whe.n~ U1cy a.:t:e p:n:.:Hently forbidden. 

l<'o.J.J.m,.ing the above ~~xchang-e, I was ~~ummo.ned to an "all 
agency" m€H'ltin~~ at STATE to discuss mat.ters pert.ail'l'lf...oli..;n;,~;. ·.:;jq~........:.t..:o..:..._ .. t.,..l',..l~:.w 
class.tf.icat.ion :!:·eview of p-e:.~d.ing CLINTON i.i'01J\ mat.exiaJ.s. L J I official from STATE, alon9 with representat.ives f'"l-~c-·-tn-~C~.I~A~,-~D~I~A 

...... _a_r-"ld~ .. :---o-:t""·~:--:-' .• el.- ~~ove:rTunent. a.f.jenci(-;s ¥-Jere p:resent. PATRICK KENNEDY p.t·es.i.ded 
ove~:- the m~~'~t.in9·. Dur.i.n~f th~ c:onversatior~, a pa:c:.:icipant: sp(~cifica .. !.l.y 
a .. sked whether a.ny of t·''e ~~ma.i1B in q\lestion t.ve:r:f:~ cla.ssif.:i.f.~d. t·u·--. .:; 

+- • ' I -·~· . vr . . l?,·,"·r.l>;E[:-·{·'' k ' ,, t."r ·1 1 ' ) ··1 11 eye contac._ ;,.n.t£1 . tM.~"L" !.~ 7cerna.r--eo., ·~·~e ..... , \<le _, ... Bee. 
bel.i~~~:-ed t.l~:Ls t.~~-S refe.r~:.r'lce t{.") tl1~~ FBI"( s ca,t(~gor.:Lzati,~)!l of the 
S.~;CRET/ /NOFORN co::tna..i.l \"'hich KENNEDY. ".\faH aU.::emptin9' to :Lnfluenc:e. ln a 
pr.ivale mr::eri.ng with KENNEDY foLlowing t:hr;! atll (..'9ency m.e(~tin.~:r 1 KENJ;-J>:iDY 
:;.~~v.---~(-~ ····n..,.+·'r~·''~r :-11"' ><'?1' ~-.-. · ·· "'"~""'"' ·•·1·~.,,., .,.- .,,::l·· ~·o· •"·"·:-'''"-\·,-,<""< :··"?-~-~ -~,.....,,,_,.; ~ .. -.;;;~~'"',_..... ').1,}.~>, ,.;:;. ........... ,.. - ».;.; - Q_ . ~~"" "'. -~ .. '-"•'-• ~ ......... y ~- ~:t.ot;\,,.,, ~-..,.. ... ':J -- ....... '- ~\J,t:.:t. ...... ... 

~ncla~~gifi~~d?''' A.cco:r:di:n.g to 1\..BNN.EDY spenz:. the next 15 mim.;~.tes 
'3 ""'b"'t·~·r1Q '":.1"'""-·· c·i··~·-~-;.(.:~,."t·ial"' ot ·•·\·~ ... ,,.,,au· ·"" at:-""1"·'"':-;-ncl i-o .;,.,F,,.·~r-,,-.,. ... .. .J.w c;;~. ,.. .... l. -· 4.-_lJ.. ..Lf".::i. ...... i::>-J...:.. \<..o·<.:." .....,.._, .,.t. \......,...,"""' - ~u< .... ~ "'.,.,..,ul""'- A .. M~·~ - ""'"'"".A..- .t.. """""'"' .,{.,.-

the FBI to chan·~e its marx.:tn•:;s. Since cont i.:nued c.o assert tnat 
t.he email was a.p~:)ropriate lv marked SECRET/ /NOF'ORN I KE!'JNEDY ,;,.u~}<.ed \.;.ho 
t!lse in t.ht~ FBi~ he. could .. speaJ< with on th<~ matter. I I l':efe:t:Ted 
KENNEDY tQ HIC.HAEL STEINBACH, Assistant Director t):E C'TD. 

,__ __ ....~I was then present durinq- a conference call i.nvol ving KENN:EDY 
and STEINBACH i•~ ;..'hid"l "KElli'"!'iEDY continued t:o pressu:ce th~~ FBI Lo change 
the {:!.lasai fied markings o>·; the email to unclassified. STET.NtsACH 

.·r-efuGed to do ~:;o. Prior to ending the ccn:wers<:ttion.. KE:t<.TNEPY af-:>ked 
\~hetfi(~r the-~ FBI <.)!:" S1"'ATE wottld cc~nd·uc~t. tl1e :;~ublic sta.t.:.r~Iner.:t~s or, t.l1e 
~t~atte:t'. S'TEINBACH advised KE1\"'NEDY lh<."'(t: t:he FBI WO'>l.ld not: comment. 
~~l~ on the .matt_e~. The .c01:cfer~~1~:e call ended. and,, ~(.~cording to 
L___j c..h>2 -~ssoc:.;..ate<:.t ~?ress ~A?} pu...ol.:.LShed the stcl:'Y '-"1 Un.n t,h.e h<::~u.r. 
?o.-rm-e:r· SHct:f.~tar.y of State CLINTON appear:ed in fro.nt: of t.he p.n~ss 
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sho-rtly th.ersa.ft.er to o~ny having Hent cl,.;ii.ss:tti.ed emails on hE:r 
pri·vate email sc:rver . 

...... ~-=-'~ .be.lieve~~ STATE has an agenda which involves mini.n·,i zing th(·l 
cl.assi.fi€~d natt1re of the CJ:JT.!~TO~J ~~ma~i.ls J.r1 c)rder t.o prot.ect StJ~l~Tl~! 
.in.t.e.r--esl:s and those of CLINTON. Since t.he above incidents, I has. 
rece.i.ved appTox:Lmat:~!ly 8 or 9 more emails fx·om STATE involvin~r FBI 
egu.it_i(-:s, 1. of <.<ihich .he belicv·es lnay be classified SBCRE'l'i /.NOPOP-.J.~. 
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lil•:.m~n.AL BUREAtJ Oli' lNVI<:STl(;ATION 

,...---..ll~~~~L ________ ..JIFcdenil Bureau of Investigation 'fl, ...ol:c ""': lo.L.------..a......, 
L-~----r--....&:.:i..r;l.i:lt:.w~'t~~t'i':l.tiotwl O~:-x:rations Div.iskm (lOD)., 'vhn is currentlf·....._ ____ ...,_~--.J 

. \-~,~~ i~tervie\ved .in person hy FBI St~--cial Age. .s 
r==~=.:..~...:..=~c::;.:·l-=a~l Agent (SSAJ I at;:~ Jlocated atL.--:-----":"""":~--___. 
~-"""":"'-;----.L....I~-....,:(~r being advised ofthe identity {Jfthe intervie\v.ing Agents and the nature of the 

provided the following information; 
L.-------' 

(U//fOUO) Asl hntenK~t.ed with PATRICK F. KENNEDY, U.S. 
D~partment of State {DoS) Under Secretary -of State for ~v!t-magcment I land KENNEDY's 
relationship was prnfe~siona.l. The t.\vo got al~mg, hut. did not agTee on many matttxs related to the FB.I 's 
rok and authority fJv~rs<:~~~s. 

,. , . ,. ~~iH:J''Ot.JO) In la!e May or eartv Jurre,j hmnd ~ note .l.'m his (~esk ind.icatin~ . . 
KhNN hDY contacted hun, l~as surpnsf..~d, as \}oth hn> Assu>tant Dm~etor {/\D) JOHN 
BOLES and Executive Assistant Director (EAD) ROBERT ANDERSON, had b<)th been trying to contact 
KENNEDY for months without response. 

(U/Jt'OUO) \Vhcnl !returned KENNEDY's cail, KENNEDY asked~~ ==-=~~-..... 
asit!St.<~nc-e in chmw.1nf,~ .:l dassHkmion of FBI infhrmati-un contained in an t.~-m::jl KFttNEDY djd m~ 
:pnJvid~ _ tvith lhc e~mail, ho\ve·vgr. he totd! kh~Hl _ !·uf 
FBi's R.ectm:ls Management Divis1on (RMD)I lv~·as the one tm'it tdd KENNEDY th(~ 
dot.ument was class1f'ied. 

(U/iFOUO) KENNEDY tol~ ~hat the FBI's classifkat:h:m of the e-mailln question 
caused problems for KENNEDY and KENNEDY wanted to classify the document ~s ~'B9." KENNEDY 
further stated that the "Wr clas~~iikatinn would allow h1m to archive the docmnent in the busement of 
DoS never to be seen again. \\'as nnt sure of what KENNEr)''{ nu.>.ant by a ~~B9" 
da.ssificafion fNote; B9 n:wy )e a rei'crcnce ttnl FOlA exemption]. 

(U/l!"OUG) N(}t y{~t kn.t)'iiving the e-mairs G{mteni~l lrold KENNBDY he -...~,.ouid look 
into the e-rnai.l matter if KHNNEDY wuuld rm.wide au.thnrity concerning the FBI's n~quest to increase it~ 
personnel in Iraq . 

........................ _______ , ........................................................................................................................................................................ ___ _ 
Hlil ff. "--L.I _____ ,.lbitJ. .... :::. .. b. ............................ -......... D~t:;:: l!}i:'iiil<:d .......... Nf..:'t .... _____ ................ , ............................ ____ ,,, ........... , .. .. 

By ;i~~~'k\L.I ______ ___.L-............................ , ______ ,,, ........................... .,.,,_,_, 
Thi!< dQ"umcm con~ir,,o:; ncith~r :re~QrBITumdittions notc<mclusk)llS ,)fl!1e: HH. !tis the p;'C,peny of til~ FlU and b loaned :o yotJr ;~g¢n.::·y: it 
nnd its (:mlt<:r!ls a:e not to b(: !li&ttlbtJt(:d 9Ulsidc youn:gency. 

l.ii'iCI • .:\SSII'JI·:D!;~ 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b3 
b7E 

b6 
b7C 



(U//I'OCO) Follmvin~ hjs co!wtrs.atinn with KENNEDY J lcontactedl Ito 
discuss the e-mail of concem <.)!dl ~he e-rn.aH ofKE:t,rNEDY's ;::onct~m \'¥'as 
classi.t1ed by the FBI Counterterrorism Division (CTD) and \Vas related to the ;:itt1.cb on the U.S. 
C\msul~te in Benghazi. Folh)\\~ing his convcrsatio11 \'¥'1tnl pm1.tacLed KENNEDY 
<and .inthr.med him that there ":va<; no way he cm..tld assist KENNEDY \V.ith declassifying the intbnnat.ion 
contaitlcd in the ~~mail. 

~~J//FOLO)I_ ltoid ANDERSON. an~ BOLES ~~x)Ut KENNEDY's rc~Jio~.:t&.:;ie~st~t~v--..... 
dcclasslfy the c-mm I andl lr~sponse dcnymg th<.~ ab1hty lo do S(.l) however{ 
did not discuss the content z)f the e~t:nail with them.. L.-------1 

(U//fOUO) Agent notes an~ mair:1tained in a l A. envelope. 

UNCLASSl?IEOI/FOUO 
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Dateoftranscription 1/1912016 

t 

I+Tit+~~-"""'T'"~fou~de4 !while Jiving in Chicago and currently has a family 
'F-J..&.--___.=~l;.;o;..;.v..;;.e..;;es;;;....;;.co.,mprised of fuiJ and part-time employees, as well as subcontractors. 

In early 2013, a business associate oA l contacted her about a client who 
needed a new email server. Afte. expressed an jnteryst in the project and understood the clients · 
were HILLARY AND WILLIAM CLINTON,! put her in contact with CHERYL .MILLS., A 
few otherl personnel assisted with invoicing and technical aspects of the contract, bul____jdid 
most oftne work herself.! I primary contacts were MILLS and BRYAN PAGLIANO; MILLS 
helped produce the nroposal and PAGLIANO assisted in developing the requirements for the server 
architecture.( ! started the discussion by providing a range of options from low-cost Gmail to a 
more sophisticated private server. She understood the client's impetus for the project to be 
reliability/uptime and security in the wake of a situation where the client's private server housed in their 
residence experienced one wcwntime because of a storm. The client selected the private server 
f: e optionsyrovided. by ~ackup systems were planned for Phase 2 of the project, but 

was not mvolved m those ectswns. · · 
' ' 

(U//fOUO) As part of th~ initial conversations ~ith PAGT .TANO and MILLs! ~new at . 
one point the domains and number of email accounts on the server, but could not recaJJ those details. 
Additionallyllhad no knowledge of email servers owned or operated by the client prior to the 
equipment m~ by PAGLIANO. 

(U//FOUO) After the client selected a private serve~ I contacted two firms she had prior 
experience with: ORA VITAS, a large Information Technolo and PLA TIE RIVER NETWORKS 
(P . After the client selected PRN worked with MILLS, P A GUANO, 
and o develop the details of the project. was only involved in one 
or two meetmgs; elieved he was curious about the process. PAGLIANO handled the technical 

O the project and M1LLS handled strategic concerns. As PRN took over day-to-day mant;:J 
nvolvement gradually faded out. The client occasionally reached out for assistance an 

p where she could. Payment for her services was billed for the entire task, not hourly, so s e 
. did not charge any fee for this assistance. 

Investigation on 12/16/2015 ar _ _ N~ew~Yo=r=k....,N;...;IY,__ ___ _____________ _ 

File# _.IL.o-.................... __ l~"'-3""'02"--:---4'f~1----- Date dictated _ _,N..!!./,_,A'-----·-----------

By JL ________ ----I-t-t-t/f_,..'l/_2o-=-llo ________ _ 

This document contains neither recommendations nor conclusions of the PBI. It is the property of the fBI and is loaned to your agency; it 
and its contents aJe not to be distributed outside your agency. · 
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(U//FOUO)I ~elieved a CloudJacket-type security device was part of the project design, so 
when it wasn't part of the initial instalJ, she pushed for the implementation of it after the migration from 
the PAGLIANO server to the PR.r"J server. During the migration, she was not in the weeds, but knew 
enough to know it was done correctly from a security standpoind I was not aware of any security 
intrusions or compromises whiJe she was involved in the day-to-day operations of the transition, nor was 
she brought back in after the fact on any security issues. In addition to the CloudJacket, as part of the 
security considerations,! !discussed transitioning from BlackBerries to the iPhone with the client, as 
well as blocking international ~ccess to the server. Ultimately, the client chose to stay with BlackBerries 
and international blocking was declined because the client frequently traveled internationally. 

CU//FOUQ") Since press reports o~ !association with PRN and the CLINTON's went 
publicJ Jmd some partners contracte~Security to conduct Vulnerability Threat 
Assessments for some of their shared clients.L__jwas not aware of any such assessment conducted 
on the CLINTON's server. 

(U//FOUO)L-1 _ ___.lhad no knowledge of the following topics as they relate to the PAGLIANO or 
PRN servers: 

• · moving emails to a new domain 

• laptop backups 

• temporary backups 
• classified information 

• federal records 
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by Federal Bureau of Investigation (FBI) Special Agents (SAl landS 
{U/t'fOUO) On May 23. 20I6J I date qfbirtbl ~~;: :·:::::·e~ed 

at the offices of Platte River Networks (PIN) located at 57QO Washington Street, Denve n 
80216. Also present for the interview wa~ Jand via speaker phone,[ _ 
both attorneys at th~ :J After being advised of the identity of the in.._te_rv_i~e-w""!"'in_g_a_g_e-nt__.s and 
the nature of the intei'VlewJ !PfOvided the following information: 

(U/IfOUOj I was given PRN administrator credentials to the Clinton Executive Se~ 
Comoratjon CCESC) email seryer but pould not recall logging in to the server.! lunderstoodL__j 

I !were in charge of handling the CESC clienij I recalled he 
assisted with the CESC client less than five times. He recalled he once assisted someone from CESC in 
~pdating their operating system.! !talked t~ ILast Name Unknown (LNU) from CESC most 
times. 

(U//fOUO)I lwas not aware of a laptop containing an ar~ail belonging to 
HILLARY CLINTON that was shipped to PRN around February 2014.L____JYas not aware what 
became of the foregoing laptop. 

(U/KOUO~s not aware of any support PRN provided the CESC client from October 
2014 to ~OBL____jwas not aware of any CESC request to delete, wipe or shred their email 
records.L___Jwas not aware of any email content being transmitted to CESC. 

(U/IfOUO) At this ~e interview, Agents displayed PRN provided records and email from 
the March 2015 timeframe.L_____Provided the following information: 

(U//t'OUO~ lwas not aware of a trip made by PRN employee! ~o the 
Equinix data center in Secuacus, New Jersey. 

(U/IFOUO) After Agents diiplayed i email dated March 09,2015 where CHERYL MILLS 
discussed preservation of materials had no knowledge of the email or any request by any entity 
to preserve CESC related data. 

Investigation on 05/23/2016 ~--~D~e~n~vewr~C~o~lo~r~~oL_ ____________________________________ _ 

File# _jL ____ ___,b""'0'!2:--_q....:......:~--------- Date dictated _ _.N=/._.A _______________________ _ 
r::;, 

By~~--------------~~------------------------­
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

I 
b6 1 
b7C 

b6 
b7C 

b3 
b7E 

b6 
b7C 



FD-302a (Rev. l 0-6-95) 

r--.....wr.!Z..!!.~---,~-----::-__ ::--__ --:-:-' On 07/23/2015, Page --=2 __ 
r-==::..&..-,1--~~has no recollection of a conference call on March 25,2015 or March 31, 2015 
"L..-_ ___.stated CESC never requested their email content by deleted, wiped or shredded. 

(U/If'OUO)I lwas unaware of any PRN employee conducting manual deletions of the 
DATTO device used to back-up the CESC email server . 

....._ _ ___,!was unaware of any successful computer intrusion of the CESC server. 

(U//FOUO) Notes of the interview and documents displayed to._l __ _.lwm be maintained in a 
FD340 envelope and filed with the captioned investigation. 
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"'""":---=--~!Assistant to President William J. Clinton.r----1 
L ____ _,----lli~WIJ~~~L.W~hwo;;un~ic:ally by Feder nvest~ 

Re and also present for 
the call, was from The Department of Justice 
(DoJ) Co!IDterintelligence and Export Control Section also participated in the call. After being advised of 
the identities of the interviewing agents, and the purpose of the interview~ j.provided the 
following information: 

o !ft'EAl;JOj lwas not familiar with Tor, which enables anonymous communication, nor 
did._ ___ ___.bve-Lr-u-se~T,...o_r..,..j ----"'""-=~~~described herself as a " very low tech person." . 

. (U//FOUO)j I used various communication devices and computer to remotely sign into 
her @presidentclinton.com email account. These devices included an iPhone, BlackBerry, and on rare 
occasions, a laptop.! lu~j"cce~sed h~ @presidentclinton.com email account from her desktop 
computer at the Clinton Fou,ndatio~. desktop computer <?perated off of Windows, but she 
·was not sure of the specific version. urther stated that she used an Apple Mac on occasion to 
sign onto her email. · 

(U//FOUOJ ~id not recall experiencing any unusual spam.or phishingemail activity 
related to her @presidentclinton.com email account in January, 2013. 1 jwas in New York on 
January 5, 2013 . 

(Uii'FOUO) A copy of the original interview notes are attached in a 1 A envelope. 

Investigation on 6/29/2016 a( ---"W,_,a ... sh...,in ... c..,to""'n..._. 0""'-".C"-. - ------------- ----
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r'~~--1--~-~..J Platte River Networks, date ~fbirt~~~=-:~--=--=-..... 
as intervi wed b Fe eral Bureau of Investigation (FBI) Special 

r~!!..l~~--...,..,.--r--_w~...a.u.~---,..~~-...,....._J Also present for the intervi~ 
~--=-~-=---=-=----:--~and Department of Justice (DOJ) AttorneyL_j 

After being advised of the identity of the interviewing agents and the nature of the interview, .,..._ __ --\J 

rovided the following: · 
L...---....1 

In Februar: or March 2013J ~as informed byl I 
I !at Platte River Networks (Pjl. of al potential contract m-ging email for a high 
profile chent, butid not know who the client was. was not involved in the proposal or technical 

I _ _and___ } andled those matters. L____j 
solution fo; the client par did be havi anybr~ ~and meetings with anyone repr~enting t~ 

eventually earned the client was WJLLIA LINTON and HILLARY CLINTON (CLINTON), doing 
business through a company named CESC. At some point during the process, CESC conducted 
background chec~: on th: jn:jv:~d~ls who jould proyjde the tecbnjcal stmnort for the contract. Those 
individuals were L_ _ __ ____ _ arid I ]ctid not know why CESC 
conducted the bac groun c ec s, ut assumed it was because they were a high profile client. 

On or about March 2015,1 !first learned about co.ncerns regarding CLINTON's use of a 
private email server when it was reported by the media. Due to this increased attention, PRN decided to 
place Internet Proto untry blocks and took other additional steps to sectire the CESC server. In 
the same timeframe participated in a conference call with GI .INION's counsel, Williams and 
Conn:ly. to dete LINTON's email was stored. While! ~<1:5 on the call~ I pn handled most of the questions. Subsequently, PRN received a preservation 
Ietterom the Umte tates Senate and a preservation request from the FBI. PRN brought their own 
counsel on board to assist with these requests. 

After receiving the FBI's preservation request, PRN received a letter from Williams and Connolly 
instructing · the FBI the CESC server used prior to migrat~ng email toP~ ae,qpj retl 

· traveled to New Jersey and turned over the server to the FBI. j tated 
not power up the server before providing it to the FBI. 

The CESC email server architecture also involved a DATTO backup appliance. The DATTO was 
configured to store backup data locally, however, due to a glitch, DATTO backed up data to their cloud 
for a period of time. On or about August 24, 2015, DA ITO sent PRN a letter stating they would stop 

Investigation on 09114/2015 at -~'""')e ..... no.:.;ve,...r . ....,C""o""lo"'-'ra~d""-o _ ____ _ ______ _ _ __ _ 
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backing up to their cloud and preserve what was in their possession. The DATTO has a 60 day purge 
cycle, therefore, DATTO should have data from 60 days prior to August 24, 2015. 

I ~tatedl Fmd~ lwould have specific details regarding the CESC 
emai1 server prOJect~ I never hear anyone related to the CESC project discuss the existence of 
classified information on the server. 
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(U//FOUO) On May 23> 2016J I date 9fbirtbl 01 was interviewed 
by Federal Bureau of Investigation (FBI) Spec1at Agents (SAJ ~AI .... ~-~----~ 
at the offices of Platte River Networks (PRN> located at 5700 Washington Street> Denver. Colorado 
80216. Also present for the interview wa~ land via speaker phone,l I 
both attorneys at th~ I After being advised of the identity of the interviewing agents and 
the nature of the intervie\111 !provided the fo11owing information: 

(U//FOUO)I I was not aware of a laptop containing an ar~mail belonging to 
HILLARY CLINTON that was shipped to PRN around February 2014.L__jwas not aware what 
became of the foregoing laptop. 

(U/IFOUO)I lonly recently was made aware of a CLINTON email archive file being 
trfDsmjtted to the~Jinton E~ecutiye Services Co.rporation (CESC) around July 201~ and ~entemher 2011 
bt_ ....... _ . _tNas not aware of the request by CESC, or transmittal bi..._ __ -:---:--------1-

as It was occurnn was ~of what specifically was requested by CESC or exactly how I !fulfilled the request______Jnever spoke with anyone at CESC. 

(U/IFOUO)~s not aware of any support PRN provided the CESC client from October 
2014 to January 20 ~was not aware of any CESC request to delete, wipe or shred their email 
records. 

(U//fOUO~ At this roint in ~e interview, Agents displayed PRN provided records and email from 
the March 2015 timeframe. provided the following information: 

(U//FOUO) In March 2015, when various media outlets reported a private email domain and 
server was used by HILLARY CLINTON, PRN decided to create an internal "share drive" and control 
access to only the PRN employees working the CESC account. PRN never deleted information pertaining 
to the CESC client and provided the FBI all records they maintained pertaining to CESC. , 

(U/IFOUO) In March 2015.llstated PRN employee! Jtravelled to the 
Equinix data center to check the sec"'"iiiityor'the servers and to ensure Uley were "locke= tight." After the 
media reports, PRN was even more concerned about the security of the server. 

Investigation on 05/23/2016 at Denver Colorado 
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(U//FOUO) After Agents diiplayed i email dated March 09,2015 where CHERYL MILLS 
discussed preserv~tiop of mtterials, could not recall any other request by any entity to preserve 
CESC related dafa! _received guidance!:dttomeys and understood CESC client 
information and records should not be destroye believed the preservation request applied more 
to CESC records and not necessarily email content. elieved the preservation request to be a 
request from the government. 

(U//FOUO)~d no specific recollection· of a conference call on March 25, 2015 or March 
31, 2015 with CEScc==Jstated CESC never requested their email content by deleted, wiped or 
shredded.llhad a memory of a request by ~confirm their server back-ups were still 
working,~ not recall the specific request.L___Jwas aware CESC wanted their email retention 
policy changed to 60 days. 

(U/ffOUO~._ __ _.Iwas unaware of any successful computer intrusion of the CESC server. 

(U//FOUO) Notes of the interview and documents displayed to._l __ ..... lwill be maintained in a 
FD340 envelope and filed with the captioned investigation. 
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On August 17, 2015, KATHERINE M. TURNER, Partner a t the law 
offices. of Williams & Connolly LLP , 725 12th Street, ~. W. Washington, 
D.C. met at her place of employment with Agents of the FBI to discuss 
voluntarily t urning over six (6) laptop computers in her possession 
known to contain Top Secret classified information. Also in atte,dancel 
were I I of the FBI's Office o f General Counsel, 
I t Trial Attorney for the Counterespionage Section at the 
Department of Jusfice. I I an attorney with Williams & 

Connelly LLP, and_ I counsel for CHERYL MILLS, from the 
law off ices of Paul, Weiss, Rifkind, Whar t on & Garrison LLP. 

Prior arrangements had been made to meet at this time and place 
to disc uss an agreement through which Will iams & Connelly would 
voluntarily turn over to the FBI six (6) laptops computers used by the 
firm to view . email communications from t he private server .of former 
Secretary of State HILLARY CLINTON. TURNER acknowledged that t hese 
laptops c ont ain Top Secret email communications an d at t orney/cl ient 
privileged communications. TURNER sought t o turn over t he lapt ops as 
soon as poss i ble but wished to ensure t hat privileged communications 
on the l a:ptops would remain confidential. TURNER declined to provide 
consent to search the laptops and wished to arrange for secure storage 
of t h em in a manner agreeable to both t he FBI and the attorneys. The 
FBI agreed t o provide TURNER with a draft letter outlining the 
proposed conditions of storage as soon as possible. 

Contrary to statements made on August 6, 2015, TURNER advised 
that only five of the six laptops are in the possession of Williams & 
Connelly, t he sixth being in the possess ion of I l 
counse l for CHERYL MILLS, former Chief o f Staff for CLINTON. I I 
admitted t hat the computer in his possession has been connected to the 
Inte rnet on numerous occasions subsequent to being lqaded with the 
classif ied email communications of HI LLARY CLINTON. This laptop was 
possessed by CHERYL MILLS but util i zed by HEATHER SAMUELSON, an 
atto r ney on her staff, to conduct a r evi ew of approximately 60, 000 
emails originally contained on CLINTON's p r i vate emai l server. 
According to I I SAMUELSON deleted CLINTON's personal emai ls 

Investigation· on 08/1 7/2015 ~ ----~w~~~h~in~g~to~n~.D~·~C~·-----------------------------------
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from · the original 60 1 000 resulting in the 30 1 490 emails eventually 
turned over to the FBI .1 I claimed the other e~ails had been 
deleted from the laptop but was unable to specify whether they had 
been forensically wiped to an unrecoverable state. 

Both J J and TURNER admitted that the emails contained on 
these laptops had been viewed by attorneys who did not have a security 
clearance at the time they reviewed the material. TURNER said the 
emails did not contain classification markers and thus they were not 
aware that they were classified at the time. 
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(U//fOUO) On December 10, 20151 I date ofbirtJJ I of the 
Office of the Legal Adviser, Financial Disclosure Divisjon. US. Department ofState was interviewed by 
Federal Bur)au of Inyestj~ation (FBI) Special Agents I bod I I A~ 
nresent w~r4 (Trial Attorney, Public Integrity Section, U.S. Department of Justice andL_J 
I j Attorney Adviser, U.S. Department of State. After being advised of the identities of the 
interviewing agents, and the p~ose of the inten!iew,l !provided the following information: 

(U/KOUO) I~ 2009J I worked as an Ethics Analyst for the U.S. Department of State. 
She was responsible for reviewing the Financial Disclosure Forms (SF-278) of new and current 
employees to assess if their investments, or outside iqcome sour\es, created a conflict of interest with 
their position at the U.S. Department of State. When[ Jlad questions about the filer's SF-278 
she·would contact them directly, either telephonically or via email, to clarify the filer's responses. 
I ~ould then amend the SF-278 to reflect any corrections or ~larifying information provided by 
the filer. She would then send a copy of the updated SF-278 to the filer for their personal records. Once 
the.SF-278 was finalized an assessment was made on whether the filer's investments, or other financial 
interests, p9Sed a potential conflict of interest. The assessment was then signed off on b~ I . 
supervisor,l I Upon completing the review a physical file containing the SF-278 an~ 
supporting documents were maintained for a finite period of time before it. was destroyed. 

~...-__ ___.lwas shown copies of the following documents: 

• New Entrant SF-278 submitted by BRYAN PAGLIANO on April15, 2009' 

• Email fro~ Ito PAGLIANO dated August 25, 2009, with the subject "Ethics 
Clearance ... (Reply Requested)" 

• New Entrant SF -278 submitted by BRYAN PAGLIANO on April 15, 2009, with 
handwritten updates 

• Incumbent SF-278 submitted by PAGLIANO on April4, 2010 
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(U//FOUO)After reviewing the documentsJ !confirmed that she had sent the above b6 

referenced email to PAGLIANO to clarify some ofhis responses on his original SF-278.1 I b7c 
provided that the email contained her original message toP AGLIANO and did not appear to have been 
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altered in any way .I I also confirmed that it was her handwriting on the updated New Entrant 
SF-278 form and that re handwritten notes reflected additional inform<:ttion provided by P AGLIANO in 
response to her email.. lcould not recall any additional information about her exchange with 
PAGLIANO, aside from what she had written on the updated SF-278.1 believed that 
PAGLIANO had provided the updated information to her via email but she no longer had ~se emails 
because she purged her emails when she changed positions at the U.S. Department of State. L I 
further noted that the physical file could not be found and had likely been destroyed. 

(U/f.FOUO~ ~eviewed the Incwn e Sf.;278 form filed by PAGLIANO and noted that 
she did not conduct the review of that do pointed out the checkmarks on the form and 
~they were not her handwriting. 1 not know who reviewed the form but stated that 
L______JShould be able to identify the reviewer based on internal computer records. . . 

· (U//POUO) With respect to the Incumbent SF-278 form filed for 2009J I stated that all 
income and compensation from 2009 should have been captured in Schedule A. This includes any 
income in the calendar year, even if it was received prior to ~is start date with the U.S. Government. 
I ~oted that the only exception to this would be if the income was .from another government· 
entity. However, income from a political action committee or another campaign related organization 
would not qualify as other government employment. 

(U/~OUET)I I noted that in 2009 the filer would have been provided with several pages of 
instructions on how to correctly and accurately complete the fonn.l ~rovided an electronic . 
copy of the instructions to the interviewing agents. 

(U//FOUO) A copy of the above referenced documents and the original interview notes are 
attached in a 1 A envelope. 
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On September 2, 2015, I I a Special Agent with 
Homeland Security Investigations (HSI) , · Department of Homeland 
Security (DHS), Norfolk Virginia, was interviewe.d at the Federal 
Bureau of Investigatiop (FBI) . After being advised of the identity of 
the interviewing Agent and the nature of the interview, I I 
provided the following information: 

I was previously an agent with the U.S. Department of 
State~,~B~u--r_e_a~u of Diplomatic Security (DS). I left DS in 
approximately I I spouse, I I was also a 
prior DS agent who., from 2007-2009, served as an Assistant Shift 
Leader on former Secretary of State CONDOLEEZZA RICE's and HILLARY 
CLINTON's protective details. I I served briefly on former 
Secretary CLINTON's protective detail in 2009. From her own 
experien)=e, and information obtained through I I and other agents, 

I J described a "stark difference" between RICE and CLINTON with 
regard to obedience to security and diplomatic protocols. RICE 
observed strict adherence to State Department security and diplomatic 
protocols while CLINTON frequently and "blatantly" disregarded them. 
For example, it is standard security and diplomatic protocol for the 
Secretary of State to ride in the armored limousine . with the local 
U.S. ambassador when traveling in countries abroad. It is seen as 
diplomatic protocol for the Secretary of State ·to arrive at foreign 
diplomati~ functions with the local ambassador; however, CLINTON 
refused to do so, instead choosing to be accompanied in the limousine 
by her Chief of Staff, HUMA ABEDIN. This frequently resulted in 
complaints by ambassadors who were insulted and embarrassed by this 
breach of protocol. I explained that CLINTON's protocol 
breaches were well known throughout Diplomatic Security and were 
"abundant." 

I explained that ABEDIN possessed "much more power" over 
CLIN~T~O~N~,-s---s~t~aff and schedule than other former chiefs of staff. 
I I believed that ABEDIN herself was often responsible for 
overriding security and diplomatic protocols on behalf of CLINTON. 
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0n a trip to Jakarta, Indonesia, in early 2009, CLINTON requested 

to vis i ·t an area of Jakarta t hat presented security and safety 
challenges. This visit was reportedly for a photo opportunity 
regarding CLI NTON's "c lean cooking stoves" initiative . The DS advance 
team recommended against traveling to this area beca use the route 
could not be secured and was lined . with dangerous circumstances and 
individuals . As such, the DS advance team recommended i n writing that 
this excursion be stri~ken from the schedule but were tol d by DS 
management that it was going to happen because "she wanted it." · DS 

agents felt this excursion into potentially hostile areas pla ced 
CLINTON, her staff, the media, and her security detail in unnecessary 
danger in order to conduct a photo opportunity for "her election 
campaign. " DS agents had the percept i on that CLINTON was using her 
position as Secretary of State to campaign for President of t he United 
States . DS agents felt CLINTON t r aveled wi.th hand -picked media who 
would present her in favorable light i n o rder t o garner political 
support. I t was also believe~ that CLINTON disregarded security and 
diplomatic protocols , occasionally without· r egard for the safety of 
her staff and protection detail, i n ' order to gain f avorabl e press. 

CLINTON traveled in an armored v ehicle whose passenger windows do 
not open. This is a design f eature for the protection -o f the 
occupants. However, the ·driver 's window does open slightly . On one 
occasion while travelinr to Palestin:: CLINTON ordered the limousine 
driver, believed to be__ _l to open the window while in 
"occu:i:d territory", r . ernng t o a ngerous area o f the w.,st Bank. 

l linitially declined to respo~d to CLINTO~' s ~equest; h? wever, 
·repea e demands by CLINTON forced hlm to open h~s w~ndow desp~te the 
danger to himself and the occupants. 

J l explained that security and diplomatic breaches were 
often commun1cated from the fo reign post back t o the Department of 
State via cables from the Regional Security Officer {RSO). These 
cables of ten described incidents l ike those described above .1 I 
recommended interviewing current and former RSOs from foreign posts 
visited by CLI.NTON during her tenure for more detail into t hese and 
similar events. 

Early in CLINTON's tenure a s Secretary of State, she and her 
staff were observed removing lamps and furniture from the State 
Department which were transported to her residenc e i n Washington, D.C. 
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were ever returned to the 
State Department. 

Despite having her own DS security detail, CLINTON continued to 
util ize a Secret Service security detail while at her res idence in 
Chappaqua, New York. DS security would meet Secret Service security. at 
the airport in New· York and t urn over protection to them . This 
practice was unknown to DS prior to CLINTON's tenure and often 
presented logistical problems to both services . I I explained 
that CLINTON's treatment of OS agents on her protective detail was so 
contemptuous that many of them sought reass ignment or employment 
elsewhere. Prior to CLINTON's tenure, being an agent on the Secretary 
of State's protective detail was seen as an honor and privilege 
reserved for senior agents. However, by the end of CLINTON'. s tenure, 
it was staffed largely with new agents bec ruse it :ts difficult to 
find senior agents willing to work for her. _ __ laimed to have 
had at least one conversation with Secret Serv1ce agents who 
experienced the same poor treatment. 

Inside CLINTON's office at the Department of State there is a 
security checkpoint known as "Post 1." Post 1 is staffed by a 
uniformed OS officer and aDS agent and provides security to CLINTON's 
inner office. CLINTON's off i ce is a Sensitive Compartmen~ed 
Information Faci l ity (SCIF) and Post .1 is located within that SCIF. By 
DS securi ty policy, no cell phones are allowed inside the SCIF and DS 
agents, officers, and staff are required to leave their cell phones 
outs ide the door in secure lockers. CLINTON re fused to abide to this 
security requirement and brought her cell phone, believed to be a 
Blackberry, inside the SCI F where a DS agent assigned to Pos t 1 was 
required to guard i t. OS agents were indignant that t hey were required 
to follow security policy but CLINTON made herself exempt from the 
same regulations. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2/11/2016 

(U//FOU07 On February 10, 2016~ .................. ~---.........:;~,__-r_......._~~ 
Federal Bureau oflnve$tigation (FBI) Special Agent w 
offices of Latham & Watkins LLP, 885 3rd Ave, New York City, NY. Also present wer and 
I lofLatham & Watkins. After being advised of the identities of the intervtewmg agents, 
and the purpose of the interview,! I provided the following i~formation: · 

(U//Fe-He)llprovided that there were typically three to five Deputy Committee (DC) 
meetings a week, u~rincipal Committee (PC) meetings a week, and NSC meetings with the 
President as needed. Additionally, there was a weekly lunch between Secretary GATES. National 
Security Advisory DONILON and Secretary CLINTON! !provided thatL-1------:--~=-=--~ 
the DoS representative for DC meetings and Secretary CLINTON was the DoS representative for PC and 
NSC meetings. 

(U//fOUO) While at the NSCJ I was responsible for working with the meeting 
participants, to include the Department of State (DoS), to coordinate and plan for each-upcoming meeting. 
More specifically,! !would review memorandums, prepare meeting packages and control the flow 
of info:atjon betjeen the age~cies. These interactions occurred through both formal and informal 
channels~ _provided that with respect to DoS matters he primarily worked with JAKE 
SULLIVAN and JOE MACMANUS. .~ 

(U//POU6) Prior to each DC and PC meeting the NSC would notify the participants of the 
upcoming meeting and ask that they submit their meeting packages in advance so that they could be 
distributed as read ahead materiaJ.I I stated that he. routinely worked with SULLIVAN to ensure 
that QoS' tgendas, talking points, and formal docwnents were received in advance of each meeting. 
lnoted that he would sometime provide relevant documents, such as ODNLassessments, to DoS 

lnvestigati.on on 2/1 0/20 16 at ____ ~N~ew~Y~or~&~N~Y~-----------------------------------

File# i"'J._ _____ Jiil3=o02i;;,r...-~5~5------.,..---.:;;D:..;ate dictated ___ N~/~A'--------------------------------

~J I 
This document contains neither recommendations nor conclusions of the FBI It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. . 
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for their use as they prepared their meeting package~ I stated that the classification level of the 
packages was dependent on the content and could be unclassified, classified or a mix. Documents and 
meeting packages were typically transmitted between agencies via the.appropriate email system: secure 
.fax (i.e., Washfax) or courier s~rvice. 

(U//FOUO) Following each meeting an NSC staffer would take notes and then prepare a 
Summary of Conclusion.s (SOC) that summarized the issue discussed, supporting and dissenting opinions, 
the final outcome arid any necessary action items. The SOC would then be approved by the NSC 
executive staff before being distributed to the meeting participants. · 

(U//FOUO~ lwas not aware ~f hqw or where the NSC archived the SOC and related 
docum~ts for a specific DC or PC meeti~g. · 

. (U//f?OUO)I lwas shown several emails that were sent in preparation for an October 2009 
PC meeting regarding the U.S. strategy in Pakistan. However, after reviewing the email~ lstated 
that while he remembered the topic in general he could not. recall the specific PC meetjnf in question. He 
noted ~hat at that time there were numerous meeting on the subjecto· I . ould not recall 
the details of any of the documents referenced in the emails. While could not comment on the 
specifics of the emails he did note that the emails were representative o the communications that .were 

. exchanged between NSC and DoS as they were preparing for a PC meeting. 

(U//FOUOgwas shown an ·email that was sent in preparation for a .TW1e 2011 PC 
meeting. However could not recall any specifics regarding the PC me~ting in question· given 
the limited content o t e email. : 

(U//FOUO) A copy ofthe original interview notes and the referenced emails are attached in alA 
envelope. 
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~tion (EBD poal SSAN was interviewed in person by SAL__j 
(U//fflt;e) On I 0/23/20~. Special A ent SA Federal Bu~ 

L.__jtnd SAlin FBI Headquarters After bejnl advised of the identity of the 
interviewing Agents and the nature of the interview~provided the following information: 

(U//~)1 lbegan working for Department of State's (DoS) Diplom~ti · 
Service CDSS) inl I where he was assigned to the DSS Los Angeles Field Office. n 
I ~as selected for an assignment with the Secretary of State's security detail. 
served on the Secretary's detail until I I when he joined the FBI as an SA and attended fBI 
new agent training. 

(U//fOUO) Whe~ lhegan bj, stint on the Secretary's detail, CONDOLEEZZA 
RICE, was the Secretary of StateJdetail assignment carried over to HILLARY 
CLINTON, when she was appointed Secretary of State in 2009. 

(U//I'OUO) DSS covered the majority of CLINTON's protection while she was in the 
Washington, DC, area. However, when her husband was in town, United States Secret Service (USSS) 
would cover the bulk of the protection detail responsibilities when she was with her husband or in the 
residence. 

(U//Fetfe) USSS would provide security for CLINTON's 3067 Whitehaven Street NW. 
Washington, DC, address during the day and DSS would cover the overnight detailJ lwas 
never inside the CLINTON's Whitehaven residence, as DSS usuaiJ posted in a vehicle outside. 
CLINTON had a secure telephone in her Whitehaven residence an _ ~ssumed it was in a 
secure room. 

(U//ffl't:ffi) CLINTON usually traveled to her home in Chappaqua, NY, via a US Airways shuttle 
from Reagan National Airport (DCA) to Westchester County Airport in White Plains, NY. USSS would 
handle CLINTON's security in NY, and DSS would have a small presence to maintain CLINTON's 
communications.! lwas never inside CLINTON's Chappaqua residence~ 
was known as the CLINTON's Chappaqua "house guy/scheduler." The security deta~il-w-o-u""'l..,.d-o"""ft~e-n _ ___. 
contac~ ho determine the Secretary's departure time. 

Investigation on -~1 0=/2=6,_,/2=0,_,15:....-_ at __ w=a:;='hl=·n..,gt=on..,_, =u=c---·····-·--·---------·--····-----·----··-

File# _Jl------'~··--- -·----- Uate dictated __ .NJ.t.\ ___ ·---·-··· ·----·-········-· ----······-····-·--···-·----······· 

By~L ________________________ _J---------------

This docwncnt contains neither recommendations nor conclusions of the FBI. It is lhe property of the FBI and is loaned to your agency; it 
and its contents are no! to be distributed outside your ag~ 

~//~~OI'0~4 
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(U//FOUO) The Secretary's security detail chain of command was as follows: 

1 Special Agent in Charge (SAC) 
4 Assistant Special Agents in Charge (ASAC) 
3 Shift Leads (SSA) 
Approximately 45 SA's assigned directly to detail shifts 

(U//FOUO) CLINTON's office was located on the ?'h floor of DoS Headquarters. The entire 
Secretary's suite was a Sensitive Compartmented Information Facility (SCIF). The DSS security 
detachment maintained a Post directly outside the Secretary's office. The DSS space was known as Post 
One (1 ). DSS personnel were not authorized to bring their mobile phones into Post I, as it was located 
within the SCIF. CLINTON did keep a mobile phone inside a desk drawer inside Post I, but when she 
would remove the phone from the desk, she would take it to a non-SCIF space to make calls or use the 
phone. 

(U//.Fette) HUMA ABEDIN and CHERYL MILLS were among CLINTON's staff members 
who had offices located wjthjn the zth flo~r Secretary's SCIF. In addition to ABEDIN and MILLS, 

I ~and JAKE SULLIVAN, were part of CLINTON's main 
"traveling crew." MILLS did not accompany CLINTON on many overseas trips. 

(U//fi'OUO)I lcould not recall the specifics surrounding the electronic pevices used by 
CLINTON's executive staff, but he assumed they were BlackBerry devicesl (did not interact 
with CLINTON nor MILLS via emaiL but sometimes he would receive a forwarded email with their 
accounts listed in the chainJ I remembered receiving email chains that containerdoL....----, 
Clintonfoundation.org accounts} lalso thought he recalled seeing emails fi-om._l ___ --' 
originating from a Gmail account, however, he was not entirely sure. 

(U//FOUO) In addition to the Secretary's DSS security detail, CLINTON also traveled with a 
team of Security Engineers who were specifically assigned to her staff. These Security Engineers would 
travel overseas with CLINTON for the specific purpose of setting up and maintaining her 
Communications while on travel. The Security Engineer Team generally set up a secure communication 
post inside the Embassy, or a hotel room adjacent to where the Secretary would stay. The communication 
post would be manned 24 hours a day. 
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(U//FOU().) When traveling overseas in advance of, or with, the Secretary, the Regional Security 
Officer (RSO) would usually provide CLINTON's security detail a letter, prior to, or on arrival. The letter 
~rovided ~uidance on what to expect from a security standpoint while in a particular country. 

I_ _ lwas not sure if a similar letter from the RSO was provided to the Secretary and/or her b6 
executive staff. b7C 

(U//FOUO~ The Secretary's security detail would "hotwash" after an overseas trip, to compare the 
advance team's preparation to what ,ctually took place during the Secretary's travel. The RSO was not a 
part of these after action discussions_ !believed an RSO would send a cable to the RSO b 6 

assigned to the Executive Office at DoS Headquarters if there were any security issues concerning b?C 

CLINTON and/or her staff. 

(U//~) Agent notes are maintained in a 1 A envelope. 
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~~~~ ....... ~-~...JUnited States Department of State (STATE}, 515 22" Street. NW Washington, 
D.C. 200_3~1 qffice ;te!W}one (202lJ. • lt.nobiletelephone (2021_ . . J email~(;.J;~!l:. 

~ Jwa(j mterv1ewea on Ius mobtle telephone by FBI Spec1al Age~ 
A~er bein~ a~vi~ed ?fthe id~ntity ofthe interviewi:ngAgent and the nature of the interview. 
vtded the folwwmg mformat10n: 

The Information Programs and Services (IPS), Bureau of Administration oversaw the program for 
Congressional inquiries and Freedom of Information Act (FOIA) requests. The House Select Committee 
on Benghazi reqtiested ema.ils to or from fomier Secretary of State Hillary CLINTON related to Benghazi. 
It w~ determined there were 296 emails reiated to the Benghazi request. After IPS officials performed 
their review of the 296 emails; they referred emails for: cla~sification determ.imition to four outside 
agencies! specifically the: 1) FBI; 2) CIA; 3) Department of Defense (DoD); and 4) National Security 
.Council (NSC). 

IPS officials have regular points of contact (POCs) at all agencies and STATE bureaus that the 
IPS would send classification determination referrals to in response to Congressiorial or FOIA reqti.ests. 
The regular POCs at the aoencies listed above were as follows: 

-FBI; tact infi.)rmation provided. 
- CIA no contactinfonnation providedJ lboss was.._l __ ...~ 

~~--r---------------,...,...--.....u......,.,.~o.''""f"'s FOIA branch similar to STATE's 
:~~-------~~~~~~~...J L..-"""":':"'='='""":':"""---'email wa~ kbu~.ill::gQ.y. 

....._ _____ ___.Office of the Secretary ofDefens~ (OSD)--no contact infonnation 

I retired n9lli bu~was the POC earlier in ,..~o~.-.a....l;...J1.11.611.1ooo!o!o-t·he Benghazi request 
,.......:'u:.'V~~~~~NSCs cw·.rent~a!f. . __ J tpl~pho:-e 20·...,_ ___ ~e~rr~la=:;:ii.:.,l ___ .., 
1-------....~.~·, ..... ·, ... ·""' .;..· o;,;,··'o.l.i.l.'~)\. L__j believe lm:ght mfom, and 

L..-----------------~ Legislative Affairs, if contacted by the FBI. 
L..-----------------~ 

Before IPS conducted their review of the Benghazi requestJ I 
Attomey, O_ffice of the Lerl ~dviser perform~~ their own,, independent re~iew of~e 2~6 Benghati_-
rdated. ema~ls.l . . rev~ ~sed d.1fferent POC~ at other agenctes t? rev1e~ me 296 emails for 
a classificatton deterrntnatiOn.L___Jdid not know why: 1~ I team did a revtew, as that was 

ln:vr:stigation m1 08i26b.015 at Wa.-shiugton.. Q4__, __________ ·---·-·-·-··-·-· 

I - -?e;'-f 
File # -<L.-----...J---....::... L...:l ______ Da~cdiciatcd __ N!.>t 

1/~A'---------··----· 

By .SA1L...-__ ___.~------·--··-·-
This document comains ilcithcr rccomm~ndaliunsnor com:!u.sion;; oflhc FH!, lt !:; the property cfthe FBI and is loaned to youngcnc.:y: it 
<md its contents arc not to be distributed ouL<>idc your agency. 
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c~mlim;a.t!em <.lfFD-301 (lf L ....... ______ ......... - .............. _____ . Ou .. Q~a~a~!J.~-~ Pag~ ... __b ...... ·-·-· 
IPS' purvie-w; 2) \Vhy ,.;itTerent }l{)Cs- r.han the n:.~gular POCs IPS ~sed: 3) \\:·hr 
review c1iteria and/or parru:neter.. cam used during their review; an.d 4) why eam 
~viewed nnd prQdUc\xi the 296 (~maHs w the HoliSC Con:tmiHt~e prior to IPS COllducting their fur.mai 

I ~eam used reviev·vers from th(~ .fhU nv'np a ~e des: 1) Department of Justice (DOJ); 2) 
CIA; 3) DoD; and 4) \V]11te House Counsel (WHC . team~s POCs were~~ tbHow~: 

- DOJ J J ... t_eJ~plH.!ne 202 
- CJA: When asked dire~~lly who the CIAL.. -r.e-v~i:-e-w-c-'r ... wasJ land he.rleam stated t~ey did 

coordinate through the CL<\ but. H.) date, had not given a. name for \.vf' <) their CIA reviewer \>Vas. 
- DoDJ ! .. ···telephone 70~ _ <:~mail 

I faimaU.miJ 
- \'VHC1 ~telt,~phmte 20~ lt.~rnai!l hii::.Ylli?.S~l!?gny. 

~.-_ __.I did 110t knO\\' vvhY team used a POC at the DOJ in~tead of the FBI and a POC a:t 
the \VHC instead of the NSCF,\,1,.-~~....J :t·· nt to pn:Jvide his thoughts on v,rhy h~ thought they u:->ed 
the wrong POCs.l ~tated that earn made a "rookie mi~take7 when they used th~ WHC 
ir.ts1ead ofthc NSC. 

I lsunUlled up the issue with the different POCs as fh!stratiug Tnd again pninted out thm IPS 
referred the 296 emails h) the NSC~ FBI, CJA ami DoD '~-Vherea..fte<lm referred the 296 et.naHs 
to the WHC. DOJ ~IA and DoD, and none of the reihrents were known to be the S<lltH~ between IPS' 

teRrn. 
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l"JCOERAL BtlREAU OF lNVESTlGA TION 

. )tllttx ,. tates epartmet)t o ... tate( ... 
~D~.~c~_~2-.0"":'0-.3-.7~,-n~t-.~3-cv-~-te~·1~e ..... phone (102~ I mobile telephone {202,t.__~-....l..l""""'-~.w.loi.___,_~~oW<j,~~ 
date of birthl l •.v<,~s iot.ervje~,~·ed in ~;rson by :FBI Spet;.ial. Agent and~ __ _. 
I lat fBI Headquarters, 93.5 Pennsylvania A. venue North\vest, \Vashi.ngton, D.C. 10535. /titer 
being advised of the .identities of the interviewing Agents and the natw·e of the lnterv!ewJ !provided 
the following in.to.nnadon: 

r-----...... r-:-~...~btarted '\vorkin.g at STATE id l<m:d sine~ ~.v~s theL.I ~~=-----..... 
lt~·H: 14.~·garei "'Peggyn GRAFELD, Deputy Assist~~nt ~ecr~tary~ who.,wa~ res~nsible ~): ... 

L.---()~v-=-e~~~-~e--e~n~lg 400~::.00 employees who \vork. <:m m<.~.tters relatect m t.ne .h'cedom ot ln.tormatlon Act {FOIA)~ 
tbe Privacy ;\c:i~ and in.tbrmation .rn.a..'1.ageu1ent f{)r STATE. A/GIS •.vas the <)ffice that prov.ided guidance, 
u.sual!y through .memorandum~, that oversaw records complbnce fi:.)r all ST/\TE employees. A/GlS also 
oversaw th~ C<.)Ordination, pn..)duction and maintemmce of ST/\.·. 'E's Fo .eio-n Affili.rs M.anu.al (PAM 
thouoh .AiGlS was not re~monsible for the Fi\~{'s ;:,:ontent. 

Jnyce BARR, Asststam Secretary, Bur~-.au of Administratkm, \vas 
~c=RAF~=E~I =o-· ~. --~, -~~i~. -. ~l ~t r 1 • d S ., 11. s· . l} . k 'K"'l~·NN'J''l)w ' ~ ", · s 0\)~S ana 1m.meuate y SUlX)n,uwle w un e.r ecretary .tor l.v.,<.ma.ge.rn~nt. at.n.c :· . · :,t ·.l' ::.., .~:, 

The Information Prcgra...rns and Serv'i.c<:~s (IPS). Bureau of Adm.in.isu·atiou ovcrsa\:t.' the fOJA 
progra:nL ln or around Novenlber or December 2014, in response to a FOlA request, IPS offid&ls wer~ 
no titled they wnnld pick-up 14 hanker boxes ()f em ails at 1hrr:ner Secretary ()f State Hillary CL. · ' '0 ~ !' s 
office. reJu.ied to CLlNTON's use ofnersonal en1ail to conduct otlicia] STATE business. L~ t~r 

---"""""""'''""····----- --------·-.............. - .. -.................... , ............ . 

lnvestig~ti-on on ...... ~!l.3Ll.W£!XLL ............. ·~• ........ - .. )~~hin.&!il.n •.. tX..~ .................................................... - ..................................... _______ __ 

Fi!c # --e===J_ ........................ ---··-·-- Oat~ dic:tat~:d __ ,N/J';, .... ,_, .. ~--- ---·---···· .. ··········· .. ····"· 

lly ~::~L..--------11--Ml I -- - -__ ... ,., ...... __ 
Th~!> doc~!mcnt ~~>::'!lllin~ m;ithe: rccom;'t!::nd<!t~nn.s nor mnd;J!'>lNl:< nf!h:: FH!. li i~ ~he prt)rcrty d'1Ms; FEI >md i:s. !oan~d to ymtr ~,&en~:y: ~t 
~nd il$ cou:cnt~ ~ttC !!Ot 1\) bt.: di.stritmtt~d lXtl»ide.your agen,:y. 
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~~~~:..:.:.i.f~FD~30:! !}!'. ....... _, lnt(~rvit~,\J L-.................... ---~ .............. , Ort,Q~!JW.~.\Uj ... Page ___£_ _________ _ 
rr------'-~~o.~o:..•ir.O.".I.lo·,..;Oil-,;,;."'·~·~~,~-""'!""'""""'f'') boxes at Williams & Connolly, LLP. On or armmd Decembcr-4, 2014, 
~~-------.--.- icked-up 12 box-es at Williams & Connolly. I I and IPS 
<.!ffidals \V'e-1-e unsure \Vhat happened to the other t\-1/0 boxes. The items in tl1~~ lmx-es were sr.at~ke.d "'~-d1TKl 
ti~!ders or know11 method of org(lnh.ation. 

~:"""':'o:----~""""!"---'KHnha:l Puhlishint1 :'n!ufons \'<:'UO used d<"l.SsH1ed. C<Jpk~::s a.u.d made tw(H:>kkd 
copies of aU received rnat:eriaJs ti)r a copy for officials i11 STATE Executive 
Secn.~t.ariat (S/ES), and a ~:.ouple ()f copies .fbr IPS official~ to use for their FOlA review. The original 
emal!s were slU'ink-wrapped and placed in a semit.ive compartmented intormation f~1cility in Newington~ 
Virgini~. 

In March 201sl h!St heard of is~tles '"'tith th~~ CUNTON~related. FOI.A. process. D 

b6 
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b6 
b7C 
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'---~~ ........ ~----~~fthe FOIA prog1-:rul1. The nonnal FOL\ proc~st• wouid be \Vhere JPS 
received .a FOIA requ~~st, then IPS forwa«:ied. that request on STATE .tonns v.ia e<man tn the person who 

b6 the FOlA request pe:rt.."lincd t{). "T1w p<~rtinent p<1rty \Yo-uld t..~en Ell out tht.~ J{H1ll a:mi provide tht! IPS ofJice b7C 
the requested hems, '-"~hieh the IPS of5ce dlt-~n r.i..~Vlt~\-vcd pr.ior to a .reka!)e nfthe inJ(mnation hack to rhe 
initial requestor. ln the CLJNTON-related FOLA case~ IPS received cU1 unprtx;edc.nted amount (.)f f..!tnaih; 
.in hard copy form7 as there wefe 52,455 work-related pages to review, In a letter hand-delivered. to 
KENNEDY by Cheryl MILLS~ or MfLLS • attorney, i.t was stated, .. in -tt.n .ubt.mdance of caution, they 
\Werproduced.:~ 

S~parate trorn the CLINTON-relat~1:l FOlA. request, r.he.re w~s a Congressional request :itK 
CLINTON-related en-Hul!":i related to the Benghazi incident from the lhn.lst~ $(-)lect Comrnittt~e on 
Benghazi. A. review v,;a;> cnnduct.ed of296 emaih;~ prohab1v by persons whn \VO~e Bu.r~au of 
Leg.islar.ive Affairs and OHk-e ofihe Legal Adviser. I lstatedl ~tdL___j\vould know ~~c 
\vhy and how t.host~ 296 SJ.K~ciHc (.mtails were picktxi mtd why and how they C(mducted their own rev1e\v, 
separate from any review the IPS unit condu<:~ted .. Pr~viousJy, IPS had ;,~{ways been in charge of 
Cougr~ssior.al doeumet)t production;! ~tated attorneys from Legislative Affaixs and Oftke of the 
Legal Adviser would normally onlylweigh inrn the k~~mlity and scope nf ~-equests, but IPS wotild acruaHy 
cnnduct the rcvie-s.v and production. an<.~ ~tated they c.o<.\rdinated the pr-0pr reyi('w ·)f 
the material \Vhh STATE bureaus and other agem:-res. After t\cir O\"'V1l revk~'-V '-Vas finished L.md 
I !produced t1"le reque~ted material for the l·fo\.lSe Cot.Th'l}lt1CC7 prior mld .independent to !he IPS 
unifs fhrmai rev.!ew. 

~--•butted those invoived at IPS felt the Jlh floor~ or leading STATE (.lfficil;lls, had their. 0\~11 
ideas on howto i-bml~-tlly nwit~w the 296 emails. KENNEDY's initiai idea for how to rcvi<.~w the 296 
email was as follows: 1) tlK~ lPS officials ct)lH.hR:t a review; 2) IPS ()tlkials referred items to or.ber STATE b6 

bure-aus and inter~agency p;,mners for their revkw; 3) IPS -officials received the referr-al detem1in.ations b7c 
~,md submitted to the Hou$~ Cmmnittee. Th<C" review proce.ss that \Vas flmilly ded(.k~d upon w~s a';; 
foHo\vs: 1) the l.PS o.tfid<'ds condnct a review; 2) IPS ofTkials ref~rn:d ite.1ns to other STAI'.E bttreaus and 
inter-agency partners [{.)f their review; 3) iPS (.lftk-ial~ rtx:cived the referral det.::~r.mina.tions and submith.~d 
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7c 
submitted in the House Cormnittee. 

ln y_ojd-March 20 15~ fPS official!) conducted their formal review of the 296 emails 011 their 
das~ifh:d net\Vt)rk~ aka "CLASSNET/ using their Freedoms System, aka ~·F2." lPS felt immense 
pressure to ct::mlpkte thf! review quickly and to not label a..tlything a~ classified. In JPS' initial review. 
they did ll~)t usc a B{1) r..~x~~m.ption on any (>f th~~ en-1ai!s. The 8(1) exempti6n '~;Vas used to exclude tl)e 
public rek~~~sc of classHicd in.fbrm.ation or .malters related to .na.tio.na.l security. lPS of1lcials \vere told 
there was nothing classifi~d in the 296 cmails, so they shouldn't use the B(l) exemption. 

B<)Vl{~Vcr, from the ib!:m<'l.l re·vi.e\.V of the 296 ema.i!s, in total,l !thought there \\'ere n·m.r (Yf 
five STATE btu:eat~s, stK~h as .AJnca.n Am1irs Bureau and the Near Eastern ..,.\.ff-air~ (NEA...) Bnreau, and. 
five non ... STAT.E agencies, speC-ifically the FBt ClA, Depart.l!:H~nt of Defense, N~1t.ionaJ Security Council 
and White Hnuse CoUJlsel, that were sent referrals (items/erna.ils) 1n conduct th~-:ir O\vn fom1al 
classitkat.ion review. The 'NE,.:\ responded that in the materh1l lhcy received there were four or l'lve B( 1) 
redactions that needed to be made, A.ftt~r. he~ h1..~ard this, I I v..-as frustrated and asked IPS o k~ ·a • if 
ihey w~re '•going to challengt~ the desk t.li11ce..r from Maghreb~~ by using the H(l) ex.em..pt.p.~i .:.:niilo."'--~_j 
i.tSked~ "'\-Vho jt NFA 1m()'mikd it? \Ve'U llCtX.f to exp1a1n dassiii.Cal.ion tQ it;&~ nsrpk." stated 
multiple tinw>j I already c[lllli11iil1 "ith oilier ager.cies an' has prev1oos 
experience 'IVith docwncnt pmduction.,, state.d "NEA will change their B( l )s to B(5)s because 
they (NEA) didn't wtderst~ntd how to class]ty items.» A B(5) exemption was not used for classified data, 

et· for privileged communications~ such as executive~ 1:.1r altorney-rdmed privileges. I lor 
alsn stated, "ifs TK!t Cb$sit1ed until we uom-ade it." 

• ... ... # 

Tl-w ri..~Vit~w offkials thad Iandi I used fur the rcvic\v of the 296 en.tails \\'(~rc~ 
same normal review o£t1cials that the IPS wan-1 use {)n a rern1lar basi5. For ex::1mpleJ lamt_,____J 
did not us'~ the fPS' norma.t noint of co.nr<u;t for the FBI.. T inst~ someone from 
the Department cfJusticc teA count as the FB[ revk~wer.. The .name. ~~mdL___j stated they used 
for 'lhitc Hmje c~-~{ .. d the De~artm.cntof_Defcnse wer~ a!SQ :wt the :reguh:r rCVlC\\l'CfS the I_PS tearn 
used. ;:uu tm(m berng asked £ilrectlv, \VOt~lu not }!JVC a name ot whn thev c.o\m.hm-:tted 

~ ~.... .~ . ..... "' . 

re:-vit~ws w'th at the CIA. 

Throughout the process,! hated .if an email/item should have a B(l) exemption, then. 
lPS would u.:;;e a B(I) exernp1irm. ite t'1at, ;.1t the end (.)f rhe reftmat pn.)cess~ JPS was told to run 
:;verything by Leg.isl:-n.l~le A.tli~i~ an. IPS offiC-ials felt intimidated \Vhen ryev used rr .suggested 
the use of the B(l) exemrrti}n \m ~my oft.he 296 cmails. In add.itinn !t~ ~md KENNEDY 
andl _were named as some of the STATE ofl1c!:Hs '1.-Vh<.) p:R~sstm~d IPS e.mployces to 
not .!abel anyi.hing as dass!Hf.~d. 

ln 1<:1!.<:~ April2015, IPS officials cor.npk~t1~d the forrnal revjev.-' ofthe Jknghazi .. reJI:lted 
Congressional inquiry. AH m~t.criats W(.~re .rt;:ady [{.)r rele>:!~e ar t.hat t!n:te. Th~ CJA proYided redactions, 
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but none \Yen~ deemed a B( 1) exemption. 1\-{ost of the items with CIA reda{.:ttons \Verc emcils i!nm 
Sidney BLUM:ENTHAL One item was deerned classified according to the FBI and KENNEDY. h-:.~ld u 
dosed do<.)r meetiljlo atts·nd¢d by the FBr{ ~d IPs~l I atnon~ others. In that meeting; 
KENNEDY askc4 lw change the FBrs B(l) upgrac.k! ~:-J<IBsific.ation, b~ld lrud :rwt change 
t.he FBrs stance. On May 22, it .... va.s decided hy the iPS team they '9-lould keep the upgrade oftJw one 
FBI-related email an.d the IPS o-fl1cials se:nt David KE'N"D,-\LL~ .Attorney, \VHliams &. ConnoHy~ LLC~ a 
letter in.fb.rm.it1g him of the n.~suhs. 

There was a powerful g·roup of very high-ranking STATE officials that sorne referred to a.s ~'The 
fn Floor On)up'• or ''The Shadow Government." This group n1et evety Wcd11csd<1y afternoon. to discuss 
!he FOfA process, Cong-re~sit)n<~ records, and everything CLINTON-related to FOIA/Congressionai 
inrtuiries. The k.t1\)\-~1l.regnhrr <\Ucndees .induded Jonathan FINER~ Chief nfStatfi'~x Se.cretary of State 
John KERRY, Jennifer STOUT~ Deputy Chief {)fSttlff, Heather HIGGINBOTTOB.-1. Deputy Secretary of 
State for Management and Re,snprces. KENNEDY~ Julia FRlFJELl)., Assista.tt,._· .lo.:S.::.::··~--~ ~~ ........ ~~lol.l;,i,~-...., 
AffairsJ I )"-'YOol.liol.lO~..w..l.lo'-lol.lo~.......,r,.:;.:.:~...,._--~--------J 
Office of the Leual Adviser 1..werseeing: STATE's 

w ~ ~-------~---L---~ 

i'kmJ:t&Uy. vvith larger FOI/>.. requ(~Sb>, such a:~ with the CLJNTON-.related FOIA r~m~st,lPS 
would schtxlulc.a_rolling rdeaGc--.. ·.:that ~nc~nt every .fe~vv vvt~eks r•r montr, the pn)tx-;;~y revic;\'ed and 
approved ma.tcnat would be m.ade pubhc. H.o'l..v~~ver,l ~ and The T" Floor Group argued 
tile relea~~e should be done all at once .in Janua.ry 2016, for coordination purposes. While lPS nftkiais did 
not have (-:omrol of the rdease pn.Kess of the 296 emails related to the House Selccr Committee o.n. 
Benghil..z.i~s request, they did have control ft)r the rde.ase proct~ss h:.)r me approximately 30.000 em-ails: or 
S2,455 pages related to the CUNTON FOL-'\ request, and it t;vas dec.ided tn be a roBing rel.ea.~e. 

On July 15~ 2015, IPS on-boarded lmelligellce Community Inspeetor Generai (ICIG) revk'-v'Crs to 
help \.Vith the oven:vhelming rev.iew process. The ICIG reviewcn: were trained_ up and had b~en integrated 
into the, .FOlA review proce~s to help ensure IPS can meet ~atcd reiease of all non-exemptit1on~ 
redacted em ails by the Janw1ry 15, 2()16 deadlh1e. Tp date. L_j'l..vas aware of :1pprax.irnately· .305 
referrals already sent out fhr dassiJkation d.et:enninatio1L 

L...:--~btated SfES <u:e the Custodian of Records for all St~cretaries of State <md Deputy 
Secretaries of State. As such, S!ES received aU taskcrs from the lPS tca."l1 related to FOIA requests that 
involve Secr~taries of Stale >..)f Deputy Secretarle~ of State. S/ES ~hould also lHlVe answers reg~m.fit~g 
STATE's procedures thal dealt with intorma.tion tedmology, including han.hvare Q\nd sofhvare fur STATE 
t~n:tP.lovees' em:~i1s and teknh.oncs. Jos~:! 1h MACMANUS, Exe~mtive Secrctarv a:nd Ambassador. S/ES, 
and S/ES~ or 
someo~:~ 1n.!~.~ ~~ES Infurmaiion Resourcf i'AatlaP·~ment (~_(.E~(!RM) tmit 5hm~ld ktmw sped!k; dd~ih 
about CLIN 1 ON· s at~home S(:rver set~up. tatcd S 1 A 1 h ser·vers were located at the bnt.erpnse 
Server Operations Center (ESOC) and Management/IRM (M/IRM) would be knowledgeable about 
STATE ~er.-'crs. 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



FD-302a (Rev. 10-6-95) 

Con!inuation ofFD-302 of ___ lm~yjs~w P.!~...l ___ _.l. ··········-··· .. -··-·····-·----· On_Q.~/I!![fQ.t~_. Page -~5 __ 

High-ranking STATE officials, described as some Assistant Secretaries and all Under Secretaries 
and higher, used a separate network for emails and record-keeping called the Principal Officer EU:ctronic 
Management System (POEMS). The vast majority of STATE employees were not on POEMS. 

I lstatcd he heard third-hand the National Security Agency (NSA) set-up a .computer for 
CLINTON and the FBI should talk to StES about the speci.tics. Additionally, FBI should ask S/ES about 
Jake SULLIV AN,s email being hacked, as maybe that had something to do vvith CLINTON's emails or 
why the NSA set-up her computer. 
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ALL Il·T.:O'Rl.!ATION COHTAINED 
HEREIN IS UNCLASSIFIED 
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¥1-

FEHERAL BUREAU OF' INVESTIGATION 

Sti [provided a <.:opy {.!fa FBf prcscrvat.km letter dated JnJy 27, 2015, signed by Charles H. 
Kable IV~ Section Chief Counterintelligence Division. I I commented compan8' ·7 ~· ~had 
\\'Ondcred how .long il would take fhr them to be contacted alxmt the named uccmmt. asked l()r 
d~1 abou~ the rr~servation l~ttt~r and tlK~ respon~ibilit~CS~lftlleir C<.)lllptUlt ~-A . ·'then ~e.ad 
toL__ja portmn of tne preservatK)i~ letter and cxplame.d tnc l· BI '-V.as not askmg !or any Hl.tormatton 
at rhis time, but that the letter v/as served in anticipation of future legal process. The. le.tter requested t1)at 
Platte River Ncl\vorks preserve any records to date "vhich vV{.~rc identifled in the atorernentinned 
preservation letter. Agents also explained the request for mm~disc!osure. 

I I exnrc.<>scd his concern about Platte River Net\VOrk.s becorning a target if this matter ever 
became public. $,~ lprovi<.k~ h-vitb her conJm:t. infurmmion m FBI Denver. 

~-~-'I w-as al~o pwvjded FBI Strategic Partnership Coordinator (SPC) brochures that have 
ini·<.)rmmion ab<.)Ut Counterintelligence security awareness. Agents ulso dhcusscd the FIWs !nfra.gard 
program. 

--------------~···~·········---···················································································--····--· 

!nv:::~tig~tion tm ...... !!.?.:]W.J.\112 ................. <:~ ............. .!2;:!.~Y.~r,..(~!A9!:~~~.L ................................................................................................................. . 

Fil~ # _j-L _____ ..... L .............. --····· ................................ (h~tc dit:-tat;;d ........ J~!A ........................................................ ·-········································· 

ny Mjl----....l~L...------1~····-·····••uuu••-······················································································--·········-··-········ 
This dontmem cvntain~ neither r~comm~ndatk)n~ 11{.)1" czmdus!oaj(. oflh~~ fHl. It i~ ihi~ pmpcrty irfl)ll: I'Bl and ii' lo.am~d t(; }"(llll" ag<ll\ty; it 
{~flri i~s ''")~tents Hrc n~>l !<) h'-~ di:;trib~ttcd (Hl.t:"idc yuur agency. 
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FEI>f:RAL BCREAlJ OF INVESTIGATION 

Dal.e or lranscript.ion (Jgj(J7 !20! 5 

On August 6. 2015, KATHERINE M. TURNER, Partner at the law 
offices of Williams & Connolly LLP, 725 12'::1 Street, N.~-J. ~'lashington, 
D.C. met at her place of employment with Agents of the FBI pursuant to 
an agreement reached by correspondence between the Department of 
J·ustice and \1\iilliams & Connolly. This agreement (enclosed}, reached on 
August 6, 2015, provided that Williams & Connolly voluntarily turn 
over to the FBI three (3) thumb drives containing 30,490 emails from 
former· Secretary of State Hillary Clinton's ®clintonemail. com account 
as well as hard copy printouts of the emails and a laptop computer 
containing a duplicate elect.ronic copy. 

At approximat.ely 2:30PM, TURNER met Agents at the loading dock of 
her firm and transferred 22 legal boxes of documents to the FBI's 
possession along v.;ith a laptop computer and three (3) thumb drives 
described in deta..i.l below and on the enclosed FD- 941, Consent to 
Search Computers, and FD-597, Receipt for Property. 

Item 1: Lenovo Think:pad T420, S/N PB-YC912 J.2/03 

It.em 2: Lexar t-'Iicro 16GB thumb drive, black and silver in color, 
S/N LTD'l'Tl6GB- 000 -1001D.Z\ (original) 

Item 3 : Lexar tt!icro 8GB thumb drive, 9 reen and white in color, 
S/N LTDTT8GB-000-117AU 

Item 4: Kingston 8GB thumb drive, silver in color, S/N DTSE9 

Item 5-27: 22 legal boxes containing paper copies of the above 
described 30,490 email communications 

TURNER explained that the original thumb drive, Item 2, was 
obtained from Platte River Networks but did not describe how it. was 
collected or under what circumstances. TURNER described the other two 
thumb drives as identical to the original though one of the drives 
contained t»JO complete copies of the email set. The laptop computer 
was previously used by the firm for unrelated matters but was believed 

······-·--···-------···· ........................................................................................ ____________ _ 
lnve~tigation <.)J: •••••• !,~lE\~~(~Q.!.~ ................ a; ............. W~J~.t\n.!Um.l.J2..J~----·--··························-··········-··--·-···-···--·······-·-··-··········--

File~~ ; ... jJ _____ -1:=====·:::;··-· ·--·-·········· Dat~ uic:<stcd ......... ~-~!~ .......................................................................... --·---·················· 

By s_,jJL., __________ ___.L mmmmmmmmmmmmm m - -- - mm mm m-- - ----mmm 

Thi$ documt'n! ~·omaiuo ndthcr rcmnnncudatil'fl!i nor C(lnclusii)n~ of the FHL ll i~ the properly of the FBI and is loaned \(l your agency: i! 
and ils IX)nicab <lr(: n(li to h.~: d!:-tribwcd ou!silk yc)t:r "gl'ney. 
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to have been cleaned of privileged material prior to use and storage 
of the 30,490 emails. This laptop has not been connected to the 
.int.ernet. since being loaded with an electronic copy of the emails. The 
user name .for the laptop is ". \internetonly" and the password is 
"lnternetonly! !u. 

TUP .. NER explained that the firm maintains six ( 6) additional 
laptop computers, each of \.<Jhich contain identical digital copies of 
the 30,490 emails, but also contain a.ttorney/client privileged 
communications and as such are not being tu.rned over to the FBI at 
this time. TURNER advised her firm is in negotiations with the 
Department of Justice over the disposition of these laptops. 

Prior to departing, TURNER signed the enclosed FD-941, Consent to 
Sea.rch Computers, and FD- 597, Receipt for Property. The original vJas 
kept. by the FBI and copies were made by TURNER for her records. 

Subsequent to the FBI's collection of the above, Items l-27 were 
transported to the Washington Field Office of the FBI where they were 
entered into ev.idence, and given lB numbers. Copies of the intake 
sheets and FD-100t4 are enclosed with this communication. Items 1-4 
were then transported by members of the FBI's Forensic Analysis Unit 
to Quantico, Virginia for storage and evaluation. Items 5-27 are 
presently stored in evidence control at the Washington Field Office. 
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FEDI!:RAL BUREAU OF L~VESTIGATION 

Date ofttans~iption .. J)l2V2QJ~ ·-·-

~___, (LI//FOUO) On December 18, 20.15J I IE.x.ecutive Secretariut ·- Information R""e-s<-m""r'!"'ce_l\i_1_an_a_g_e_m_en_t_M_o_b_il_e_(_;o_m_n ... lu_n_i-ca_t ... io_n ____ """"' 

MC), at the U.S. Department ofSi.ate, email addr~si ~}state.gorv~te~le~h::.::o~nct-2~(~) "-..,.....-r.....a.---, 
was interviewed by Federal Bureau of lnvestigatitm (Ffll) Special Agents l 

c::::::::hfter being advised of the identities ofthe interviewing agents, and the purpose ofthe in~te-.r-vJ ... e_w...~·. 
L_____jprovided the following infonnation: • 

(U!Ifebe~ has worked at the Department of State sinceOnd has held a variety of 
IT related positjons that include mobile computing. network • · · · 

. t •. · . 

(U//~) The MC team is responsible for establishing se<.~ure mobile voice and data 
communications tbr the Secretary of State (Secretary) and his team when they are traveling domestically 
and internationally. Prior to a trip by the Secr-etary and his team, the MC team assembles kits of 
networking equipment at their lab in Springfield, VA. The kits include networking components such us 
switches, routers, encrypters, laptops and VOIP phones and are customized ba<;ed on threat stream 
information provided by the loca.l Regional Security Officer. The equipment is then tested to ensu1-e that 
it is working properly and thal it hasn't been comprornhed hefore being 5ealcd in a diplomatic pouch and 
sent to the U.S. diplomatic establishment at their destinatkm. tlppn arrivb.ng onsite, the team collects the 
pouch nod checks that the seals haven't been tampered with.l rovided that there are nine kits 
of networking equipment and that multiple kits are deployed when the Secretary is traveling to multiple 
locations on a single trip. 

(C/~)~ 

flle # .J (J.<>.~ ................................................. D~tte di~iakd ........ N!./1 ............................................................................................... . 

B)'~L_ _____ r--1 ----

This dm:ument oonl.ll.lr...s neith!!r recommendutions nor oondulliQns of the f'BI. I! is the property of the FRI and is loaned~~ yw .. r agency; it 
and its cuntcnt.~ art: oot tn be dilrttibutw out!!ilk yw.t >~gency. • 
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~--~~~'-----------------------------------~ 

( U//fOUO) The communication networks established by the MC team provide the Secretary and 
his staff with secure data and voice cormections, so that. they can connect back to the Department of State 
network to securely conduct official business. Although the nct\vorks established by the MC team create 
encrypted data channels, users are still req~!ired t.o use a fc•b to access their Department of State email 
accounts. I ~oted that the MC team continuously monitors th(: network encrypte.rs to watch tor 
any signs of an intrusion or other compromise oftht.~ system. 

(U/~)1 ~rovided that the Secretary and his team typically do not use the SBLI 
network established by the .MC teum for personal matters. He noted that they are free to use the standard 
internet service in their own room, as any other hotel guest would. 

en c asst tc ocuments, or acsJml cs, are sent or e ~ecretary to revtew t ey .arc usua y e. tv ere 
to the MC team by the local U.S. diplomatic establishment. The M.C team then reviews the classification 
markings and page count before providing the document to the recipient. Once the review is complete the 
MC team collects the document, counts the pages and then enters the event into a log. 

(U//~) if an urgent message arrives at the mobile command post for the Secretary or his team 
the MC team will alert the recipient that a message has ardved .and that the recipient. should return to the 
command center. Depending on the Secretary's location. tbis might mean sending a message to one of his 
Line Assistants or knocking on his door if it is after hours. L ~tated that the Secretary does not 
have a secure cell phone and that he ilS typically notified to return to the mobile command center even 
though the.re are usually secure commwlicatiom:; in hi::. car. 

(U//~~ ~tated that the MC team's policies and procedures are the same for 
domestic tntvel us for international travel. However, in the case of domestic travel the communication 
kits are sent via Diplomatic Security instead of via the local U.S. diplomatic establishment. 
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(UI/F6t;e) The MC team is typically staffed by two to four MC team membern, depending on the 
site. All of the MC team members hold a TS!SCJ clearance and receive extensive training on the 
equipment 3-nd security procedures before their first deployment The MC team members are from various 
components within the Department of S1ate and may be contractors, Foreign Service members, or career 
civil servants. The average team member is on the team for { , ) . I ars befo; moving on r 
another assjsmment w,·thin the Department of State. However, oted t.ha~ _ I .las been on the MC team for approximate! ...._ ___ ___. 

(U//fOUO~ ~as not in a position to comment on how the MC policies and procedures 
had changed between 2009 and today but he noted that they are constantly working to apply taster and 
lighter techpo1ogies that \VHI achieve their mission of providing secure and reliable communications. 
I ~ad no conrerns wjth the MC team's abiUty tp mt;et its pbjectjyes gjveq the resources that it 

::: 

He nmyidefl tha~ I orl I Jmay be able to provide more insight on how the .MC team operate'-d:-:bc:---~-·e-en--2"='0(~}9=--an-d~ 
< l. 

(OI/ffitf6) A copy oft.he original interview notes are attached in a !A envelope. 
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Date of transcription 6/21 /20 16 

(U//FOUO) OnJune21,2016 DateofBirt 
·by Federa · FBI) Special Agents an 
residence, VA. After being advised of the identities of t~~=--~.,.,.,.,.,...,.. 
and the purpose of the interview provided the following information: 

(Uilffll !O~work~ at the ys Department of State (DOS) for approximate!I"lvears before 
leaving inl J Jtelecommunications specialist under the Executi~ecretariat 
(S/ES) at DOS during HILLARY CLINTON's tenure as the Secretary of State.l"ltoted that his daily 
duties remained the same during this period despite several reorganizations wh~ved his pqsitton to 
different departments. He was responsible for supporting the installation and operation of secure 
communication equipment at DOS. This inrud,.secure video, secure voice, the Washfax, as well as 
regular te)ephone and facsimile equipment as not responsible for. email support, which was the 
resoonsjb jlity qf S/ES - Information Resource anagement (S/ ES- lRM)rlreported tol I .I jwho was thd ~/ES-IRM under JOHN ~EL. 

(U//FOUO)Ds~pported CLINTON's transition to DOS and was responsible for establishing 
secure communications in her office; vehicles and residences. He initially conducted a survey at. each 
residence to identify where the commercially provided telecom service entered the residence (i .e., the 
«point of presence") and to assess what equipment needed to be installed. ThereafterJlconnected a Tl 
~l and ran lines to the locations in the residences,where the equipment would be 'iri'si'arted. Although 
L__jinstalled the equipment it was sometimes maintained by other departments within DOS. For example 
~maintained the Defense Red Switch telephones (i.e., red phones) once they had been installed by 
L__j The poi_nt of presence in the Whitehaven residence was in the basement andlran lines from 
there to closet in the third floor SClF. He then dropped additional lines tp the. sec~rr'oor office area so 
that an additional STE and red phone cruld l e installed. Similarly, the point of presence at the Chappaqua 
residence was also in the basement and ran lines to a small luggage closet and then to the final 
equipment locations within the residence. 

(U//~OUO) During the tr•r ;wop was also tasked to research the feasibility of ob;aining a 
secure BlackBerry for CLINTON as directed' to do this by a combination of the following people: 
DAN SMITH (Executive Secretary , LEWIS LUKENS (Deputy Assistant Secretar JOHN BENTEL 
(S/ES-IRM Director), and the Operations Center qirector who was eithe . o~ I 

lnve,;tigation on 6/2 1/2016 at --IL __ .,.rl V~A-'-----------'----------
File # ,.:1 ===~~:::::liiib""02r;,..-"_e .... z..==•· ====r- . Date <.lictatt;d - -'N:...:.:I-'-'A'--- ----- - --- --- - -

ByJ~-----------------r~·-· --~----------------
This document contains neither recommendations nor conclusi<.ms of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be· distrihutcd ouL~ide your agency. 
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·j bt the time. DOS wanted to assess the feasibility of using secure BlackBerry phones because 
CLINTO~- and ?er staff were BlackBerry u_sers ~o DOS wantt to r ovide them with resource~ that they 
were famahar With. However, after conduct1ng h1s assessment found that the secure BlackBerry 
phones would require an entirely new infrastructure, w~ich was cost prohibitive; and the actuaJ devices 
were too thick. · · · 

(U//FOUoOas shown an email with the subject "State Department Telephone Serv i~es at 
Sec:.retary Clinton's Residence" that he sent to LUKENS and ABEDIN·on January 27, 2009. The email 
summpri..z.ed,the telecom equipment that was installed at the Whitehaven residence. Aft.er reviewing the 
emai1,L.Jxplained that "CMS VoiP" line referred to the. direct phone line to the White House and that 
the "IST/Red Switch" was a red phone that was installed as a backup tore :rs VolP line. The · · 
"Business Lines". and "Ops Dedicated Drop" were standard phone lines tated that not all of the 
~1~ equipment belonged to DOS and noted that the CMS VoJP system elonged to the White House. 
L.JSaid he did this in an effort to give the Secretary the most reliable equipment but this approach 
caused somestrife within DOS. · 

(U//FOUO)I I from S/ES-IR~as responsible for installing and 
managing CLINTON's computer systems at the residencesL......,Poordinated his installation activities 
with S/ES·IRM and typically did not conduct his work when they were on site in effort to av·oid flooding 
the residence with people. 

· (U//FOUOQwas showJ an email with the subject "Secretarx Residential Installation 
~ash" that he sent to BENTEL _ jan{ jon March 17, 2009. 
LJexplained that a hotwas~onducted to develop a solution for any techmcal problems they had or 
complaints that they receivedl___j:;tated that they had significant issues with the unclassified telephone 
lines at the residence if1 Chappaqua. He attributed this to the number of service providers that a direct line 
traversed as it connected Washington and Chappaqua. As a result the lines consistently had bad 
connections. Additionally, the red pJone or the second fl oor inl Chapraqua did not function properl y and 
eventually CLINTON directly aske o remove the phone state~ that he removed the phone but 
it created some internal issues for him as the p~one was maintained by IRM and notOgroup. 

(U//FOUoQtated that the "Server: Basement Telephone Closet," as listed in the attachment 
to the aforementioned "Secretary Residential Installation Hotwash" email , referred to the point of 
presence for the telephone system in Chappaqua and was not a reference to a computer server.llwas 
aware that there was an email server in the Chappaqua residence. However, he believed it was'ror-ffie 
CLINTON 's family emai l and he did not realize that CLINTON was using the server for DOS business. 

(U//FOUOOcou.ld not recall when he first learried that CLINTON was using a private email 
account but stated that it was sometime during her tenure. He did not think that CLINTON's use of a 
private. em~unt was odd because COLIN POW~LL had a private email account that ~e acc~ssed 
from DOSl_jlso assumed CLINTON had a DOS tssued account.Q1dnot commumcate d1rectly 
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with CLINTON on email and instead worked through HUMA AB~DIN when necessaryQi~ not 
recall anybody ever expressing concern over CLINTON's server or email, but noted that he did not attend 
the S/ES-IRM meetings were such topics would likely have be discussed. 

(U/!fOUO) :A. copy of the original interview notes and referenced documents are attached in a 1 A 
envelope. 
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(U//FOUO) On May i 2, 2Q'r'l~6:;.s..J ____ __,.._.j, was interviewed b> Federal Bureau of 
Investigation (FBI) Special Agents{ jandj Jin room 374 at the 
Eisenhower~ Office Bu· · Pennsylvania Avenue NW. Washington, DC 20502. Also 
present wasl___jcounsel attorney a~ land 
Department of Justice attome After being advised of the Identtties of the interviewing 
agents, and the purpose of the intervie provided the following information: 

(Ui/FOU~ll , lis currently employed as thel lat the National 
Security Co~cil fhas held a Top Secret/Sensitive Compartmented Information (TS/SCl) 
clearance since 2003 when he was originally sponsored by the Central Intelligence Agencv (CIA1 
!lis not, .. nor has he ever been, an Original Classification Authority (OCA). In earl{ j 
~fellowship at tOe Department of State (DOS) in th~ South Asia Bureau. After moving to the Iran 
desk for a few weeks in! !began working a~ 'for the Special 
Representative for Afghanistan and Pakistan (SRAP). While at the SRAP officej :worked for 
PAUL JONES, FRANK RUGGIER~, MjC GROSSMAN and RICHARD HOLBROOK, I 
remained working for the SRAP unti when he moved t~ _ at DOS. 

(U//FOUO) While he worked at t~e DOSJ lwas unaware of how information flowed to 
Secretary of State HILLARY CLINTON. lwas generally aware that the Executive Secretariat at 
the DOS was responsible for information flow to the Secretary of StateJ jcould not say who 
communicated or email~d with CLINTON~ jdid n_ot email or communicate with CLINTON 
directly and did not know that CLINTON had a pnvate email address hosted on a private server until he 

· was made aware via various media outlets in March 2015. · 

(U//FOUOJ jwas assigned official DOS email accounts on both an unclassified network 
and the Secret Internet Protocol Router Network (SIPRNet)l!did not have a Joint Worldwide 
Intelligence Communications System (JWICS) email accou~ could access in his of~~ b;t jas 
aware that he was 1ssued one by the Bureau of lntelhgence and Resear·ch (INR) at the DOS. 
indicat~ly used his JWICS account because his work did not necessitate it and it was ar to 

. access.L_____jcould pot recvl any specific DOS training pertaining to official email usage guidelines, 
_policies or practices.! tated "obvipusly classified information goes on classified systems." 

- - - -----·--- - - -
Investigation on 5/12/2016 at Washington. O.C. -- ----

File# Jr--------.bo2 ..., ~S Date dictated _ _,N-"-1'-!.A _ __ __;_ _ __ _ 

By ~~------------------~L-----------
. This document contains neitht: r recommendations nor c{mdu~ions of the FBI. It i~ the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency 
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(U//FOU01 !stated Principal 's Committee (PC) meetings were initiated by the National 
Security Advisor via official-notice to goverrunent agencies. The PC meetings· would involve participating 
government agencies presenting their policy on topics prescribed by the National Security Advisor. A 
Deputy's Committee (DC) meetinl! would involve the same process although convened by the Deputy 
National Security Advisor. Durin[ !tenure at the DOr: he r:ted weekly DC meetings related 
to Afghanistan and Pakistan issues. While in the SRAP office, ould contribute to packages 
assembled for DC and PC meetings. Usually, the Deputy SRAP woul assign various taskings for a 
policy paper to be used in a DC or PC. Within the SRAP officeJ ~tated there was no science as it 
related to who was~ work. The assignments could be based on your area of expertise or who you 
knew within DOS.L_jwas unaware of any formal process when.collaborating, drafting, editing or 
publishing a written product with another bureau or office at the DOS. 

(U//FO~O~ lwas unaware of the tenn "upclass" as it referred to the classification of a 
~roduct. I did ·not know how classification of a written product was ultimately decided. 
L__Jrecalled seeing written product with suggested classification markings and he would always 
~those by appropria~ely marking the same inf?rmation carried over to his products or edits . 

. L___j;tated portion ~at the DOS were uncommon before WikiLeaks released classified DOS 
cables on their websiteL.._____junderstood the classification process to "happen organically" and to be 
"more of an art than a science." 

(U//FOUO) At this point in the interview{ Agentstispl!lyed docrnnents and emails concerning a 
October 5, 2009 PC meeting involving the DOS provided the following information; 

(U//FOUoj !recalled the general topic of the October 5, 2009 PC meeting, but did not 
recall the exact meeting or any of the displayed documents.etated there were many PC and DC 
meetings regarding Pakistan and Afghanistan policy in 200 . id not recall drafting or editing 
any portion of the briefing paper or the attachtnents~cou J: reca:l~who drafted any of the 
briefing paper or the attachments. When sho et~catin rafted the attachments 
associated with the foregoing briefing paper ed · e meta ata m erred he interacted with the 
attachments, or possibly saved them at one pomt, bu did not recall doing so. 

(U//FOUO)I lctescribed the! ~eport as the result of a review of Afghanistan and 
Pakistan policy_ reques~neral STANLEY MCCHRYSTAL. The report resulted in a req~est for a 
troop surge in the area.L__jrecalled there bejn,g a classified version ofthdlreport released and 
then shortly after, an \ffiClassified version releasedj ~elieved it was s~::> to have both 
classified and unclassified versions of a document released around the same time escribed the 
report as relevant o~e day~n shortly after, irrelevant. During his tenure at t e J I could 
not recall ever readmg theL___Teport. 

(U//t'OUOi I recalled havi~g no concerns over classification or mi~handling of documents 
while at the DOS. 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



·~ · 

fD-302a (Rev. I 0-6-95) 

Continuation ofF!J-302 of __ .~1n..,.t,._,er-'-'vi=e""'-'-'""'o 4'l ____ J--:-- - - ' On 511 2/2016 , Page _ __,_3 _ _ _ 

(U/IfOUO) Notes of the interview and the documents displayed fo~ rill be maintained in 
an FD340 envelope and filed with the captioned investigation. L.._ __ _. 
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(U//FOUoj !provided that as a Special Assistant at DoS she was a political 
appointee. Upon ~tarting at DoS she was sworn in and then received the standard on-boarding and 
security trainings. However,! lcould ~ot recall any specific training about the Freedom of 
Information Act (FOIA) or the Federal Records Act. 

(U//f'9U9)~ L"""' ,aveled with CLINTON and had no knowledge of her iPad or 
· othe(devices that s "e used.l :did not have direct contaf' wjth CLINTON while she was at · 
DoS and did not email directly with her until after she had left DoS _ ~new that CLINTON 
was usin a ersona] email account but did not knowthat it was a potentralrssue until she read about it in 
the press as unaware of an official policy at DoS regarding the use of personal email 
accounts an reca ]e t at other people on CLINTON's staff would use their personal emails periodically. 

(U/ireueA l~•ld a I~S~l (,learance while at DoS and rec~ived training on the 
handling of classified mformatiOn.lm~tinely handled classified information on ~he 
ClassNet svstef but did not know ow sue m ormation was transferred from' SULLIVAN or 
I Jto CLINTON. · 

(U//FOUO~ ZFS is a Limited Liability Comoratjon fLLC) thr was established for the Office of 
Hil1ary Rodha~ Clinton, byl . · 

(U//FOUO) WhenL.....---...Ib.U.rUjj r· nally joined th~~~~..,.....,.,..,.,..,,.,....,...,.,...,...,.....,.,..,..,.r-......11.6"f...liiwll,i;ai.::..S, 
. based in Washington, D.C~ The oftlce then moved to New YorkCify t~L.--------1 

Investigation on 2/112016 at ____ ~Nc~-w~Y~or~k~C~ilv~·~N~Y---------------------------------------
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r--,_ ________________ __Jieverybody had to work from home untitD 

U//FOUO)j I was originally a~~-~-"""':":"'--:--::-:__. 
nd was pnmanly responsible,,..fi~.:.O;;:.T.:;:ar.&.~rr~.:.a~n~in~..:.:.&.l~'-=-:.a...:.:ot.:;O.O ........ .-... ........ ~·· 

. She was later promoted to th L..--r------------llllo:.l,;~=lll..:.f..a.:.:..~a~o~o~:.:~ 
positions ofthe fol1owing individuals who during 
that time period: 

• HUMA ABED IN- Chief of Staff 

• MONICA HANLEY- Personal Assistant 

• I 
• I 
• I 
• I 
• I 
• I 
• J 

£l!LifO!if!l IDr.gvjlkd !bill ratte River Networks ~eBilll DUJ~idod II "Tport to the I frequently spoke with from PRN, 
about routine matters such as purchasing laptops and maintaining the IT systems . 

.----ill!.!I.~:i:!::!:)L ___ ,___j ad no recollection of ever receiving a laptop from PRN or 
spoke with HANLEY regarding this matter approximately one month ago 

~~~-~~~e~~e-r""'!'e--m~a~1~records to see if she had any further information about the laptop. 
ound one email between her and HANLEY in which they discussed sending the laptop to 

~~-. 'I"T""o-w-ev_er_., the discussion transitioned from email to phone an4 ]had no further 
recollection on what occurred.! lnoted that this occurred during the period when everybody 
was working from home due to the aforementioned lease issue. T~f the laptop was shipped to her 
she would have had it sent to her apartment. She further noted thatL__jwas res onsible foro ening 
~he mail for the office but that he would not have opened anything directed to her 
speculated that perhaps it was shipped to the Clinton Foundation in New York Cit!-y-,-u-:-t-sre--rJ"":'· rn~ot know 
what they would have done with it. · 

(U//JiOUO~r lhad no recollection of-;;LlNTON's ejails being tumed over toDoS. 
Nor was she involve~ in the culling of CLINTON's emails( :had no kriowledge of any 
archives of CLINTON's emails aside from the laptop in questwn. 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



'"'-", 

FQ-302a (Rev. I 0-6-95) 

Continuation ofFD-302 of __ ,!.l.ln~te.:..;rv~ic::.::w,_,o"-'-t1L ____ J ----· On 1/29/2016, Page _ ___::..3 __ _ 

(U//F8UO) Following the interview~L_....r-___ ,_bg""r;..;;e..;;.e-,d to provide the above referenced email 
chain with PRN to the FBI. On February 3, 2o16j !counsel electronically provided the 
email to sA1 I 

(U//FOUO) A cop~ of the original interview notes and the email provided b~ jare 
attached in a 1 A envelope. L...-------' 
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Date oftranscription 08110/2015 

L---~----:--:-::-:::-:"~~:::-:-~lto the Inspector General, United States Department of State, Office 
of Inspector General (S.......,. ......... -....:..I.f 2121 Vir inia Avenue, NW, Suite 8100, SA-3, Washington, DC 
2003 7, state. ov was interviewed in person by FBI Special 
Agents L----:-.,......--i After being advised of the identity of the interviewing 
Agents and the nature of the interview provided the following information: 

In early March 2015, the New York Times published an article about Secretary Clinton's personal 
email account while at the Department of State. The article alleged Secretary Clinton used a personal 
email account to conduct official government business in violation of federal laws. Sometime thereafter, 
John KERRY, Secretary of State, sent STATE IG a letter requesting a review of email and records 
management at the Department of State. On or about March 12, 2015, STATE IG and Office of the 
Inspector General of the Intelligence Community (ICIG) received letters from Congress requesting a 
review of State Department employees' use of personal email for official purposes and coordination with 
·relevant agencies to determine whether classified information was transmitted or received by State 
Department employees over personal systems. 

STATE IG initiated a review of the use of personal communications hardware and software by 
five Secretaries of State and their immediate staffs. The review went as far back as former Secretary 
Madeleine ALBRIGHT. In Fall2014, the Department of State wrote to the last four Secretaries of State 
asking whether they had any official email in their personal records . The Department of State issued 
preservation requ.ests, asking each former Secretary to preserve all electronic data they had while at the 
Department of State. Secretary Colin POWELL responded that he used·an America on Line (AOL) 
account. Secretary ALBRIGHT reported that she did not have personai accounts with official records. 
Secretary Condoleezza RICE reported having ·a Gmail account, which she did not use for official 
purposes. 

In response to the preservation request, Secretary Clinton's attorney, David KENDALL wrote a 
letter to STATE IG stating Williams & Connolly, LLP was in possession of three thumb drives with 
Secretary Clinton's email from her private network. KENDALL and Katherine TURNER were the only 
people at the firm with access to the thumb drives. The letter further stated Platte River Networks was in 
possession ofthe server and had been made aware of the preservation request. 

Investigation on 08/0712015 at ____ w~~~hi~nm~o~n~.o~c~~------------------------------

File #. -L------t---- -------- Date dictated __ _,_N=/A,__,__ _______________________ _ 
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In December 2014, Williams & Connolly, LLP produced twelve boxes, approximately fifty five b7c 

thousand pages of about thirty thousand emails to the Department of Sta~e from Secretary Clinton' s 
private server. There is a court order in place, which requires all thirty thousand emails to be released by 
January 30, 2016. The emails have to be released on a monthly basis. The emails are released based on 
select percentages. Thus far, two waves of Secretary Clinton's emails have been released on the FOIA 
website. Department of State had about fifty to sixty people working on Secretary Clinton's emails for the 
FOIA review process. 

Upon receipt of the emails, they were scanned, entered to the OCR process and then uploaded to 
Department's of State ClassNet system, which was classified up to SECRET. The emails were then 
divided into sub-groups. Then each email went through the FOIA process to determine the appropriate 
FOIA exemptions, if any. Ultimately, the emails were publicly released. Initially, senior State Department 
officials were being used to review the emails. The officials would review the email, identify which State 
Department equity worked on the information, and would then send the email to that department. The 
receiving department would then identify certain exemptions and/or send to other agencies, if other 
agency equities were involved. The emails would come back to Department of State for further review · 
and were ultimately reviewed on the FOIA website. The B (1) exemption was used to protect sensitive 
Department of State equities. B (5) exemptions were used to redact internal deliberations. B (6) 
exemptions were used to redact Personally Identifiable Information (PII). 

STATE IG brought in ICIG to assist with the identification of classified information and to take a look · 
at the FOIA revi w rocessJ ~rom ICIG reviewed Department ofSTATE's FOIA b6 

review brought broader experience to Department of State's assembly line review b7c 

process. uickly determined Department of State needed to make some changes to their review 
process. On or about June 19, 2015 STATE IG and ICIG jointly made four recommendations to the State 
Department related to the FOIA review process. The recommendations were as follows: 

1. Recommend State Department FOIA office request staff support from IC FOIA offices to assist iri 
the identification of intelligence commwtity equities; 

2. Recommend IC FOIA officers review the emails to ensure that ClassNet use is appropriate before 
transmitting to the State Bureaus for review; 

3. Recommend State Department FOIA seek classification expertise from the interagency to act as a 
final arbiter if there is a question regarding potentially classified materials; and 

4. Recommend State Department FOIA Office incorporate the Department of Justice into the FOIA 
process to ensure the legal sufficiency review of the FOIA exemptions and redactions. 

Patrick KENNEDY, Under Secretary for Management, U.S. Department of State was a key figure in 
all of this. KENNEDY accepted FOIA reconunendations number one and three on behalf of the 
Department of State. During a July 2015 meeting with STATE IG and KENNEDY, KENNEDY said 
something to the effect ·~we sent our folks from Diplomatic Security (DS) to conduct a security 
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assessment of Williams & Connolly". DS ·concluded Williams & Connolly had procedures in place to 
secure the three thwnb drives. KENNEDY mentioned Williams & Connolly handled the General Petreaus 
investigation, so they had the appropriate clearances and were safe. STATE IG left that meeting with the 
impression that Department of State had an electronic copy of Secretary Clinton's emails. Later, STATE 
IG was told that Department of State did not have an electronic copy. STATE IG still would like to obtain 
an electronic copy of the thumb drives. 

STATE IG's review focused on the following areas: 

I) Preservation of Records 
a. Are records being preserved for archival purposes? 
b. Are appropriate systems in place for freedom of fnfonnation Act (FOIA) purposes? 
c. Are records being kept in line with the Federal Records Act? 

2) On-BoardingProcess 
a. How are methods of communications established for new Secretaries? 
b. Each Secretary may like various devices, how does Department of State make those devices 

secure for usage at Department of State? 
c. How had Department of State addressed security issues? 
d. How did State Department set up secure phone line at Secretary Clinton's house? 
e. What precautions were in place for personal dev.ices? 

3) Records Creation Designation 
a. How does State Department make sure draft docuPlents get captured in Department of State's 

records retrieval process? 
4) How has Department of State handled FOlA and the Congressional Process? 

L...-_ __.l_opined Department of State's record keeping process was not good. Prior to the last couple 
of years, record keeping was done on a print and file basis. Literally, if someone wanted something to be 
kept as an official file, that person would have to print the document and request another person file it 
away. STATE IG was in the process of taking a deep dive into the on-boarding process of Secretary 
Clinton's server. 

Secretary Clinton preferred to use Blackberries. In fact, she had at least two email accounts that 
. went directly to her blackberry account.! I was not sure whether Secretary Clinton had an 
Information Technology (IT) infrastructure from her time in the U.S. Senate or her presidential campaign. 
Bryan PAGLIANO worked in IT support for Secretary Clinton 's campaign. Shortly after Secretary 
Clinton started her tenure at Department of State, PAGLIANO was hired as a Schedule C, directly . 
reporting to S~cretary Clinton. P AGLIANO set up Secretary Clinton's personal server and provided her 
direct IT support. PAGLIANO left the Department of State sometime in 2013 and came back in early 
2015 as a contractor. STATE IG contacted PAGLIANO as part of STATE IG's ongoing review. STATE 
IG was informed PAGLIANO was represented by attorneys from Akin Gump Straus Hauer & Feld, LLP. 
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PAGLIANO refused to talk without being granted immunity from prosecution. 

·Secretary Clinton had at least two AT&T blackberry accounts. The first account was the HR 15 
email account. In September 20 13, there was an article about Sydney BLUMENTHAL having his email 
account hacked. Apparently Secretary Clinton's HR15 account was cited in that article. As a result, 
Secretary Clinton changed her e~ail to HRD14. 

I !believed that Secretary Clinton's server at some point was held at her Chappaqua 
residence. Departme~e would send an advance team to set up Secretary Clinton's communications 
wherever she neededL__jdid not know who paid for the server. Huma ABED IN and Cheryl MILLS 
were the conduits for contacting Secretary Clinton. Only a few people at the Department of State were 
able to contact Secretary Clinton directly. 

b6 

As part of STATE IG's ongoing reviewJ._ --4..~------....1 
b7C 

~~ I 
==----------------~====~ 

· llrecommended tbp..EB1..ta.Ik to PAGLIANOJ Iandi lwho were all 
Depart~State employeesL__jwas willing to provide the FBI with assistance as necessary. 
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a~~nt IP) On June 3, 2016, Department of State (DoS 
[ .. as iDil:C£i•wed by Federal Burearo .... f.~~.~In~v:.::e~s:..:.ti""'a:::.:t~io~n~...:;;:.;::.L..:;;~=~:.t2!::.~.L...--.....J 

L...----....1. ]in his office located at~--:----:-------:~-----=--=-___. 
Virginia. After being advised of the identities of the interviewing agents, and the purpose ofthe 
interview ,I lprovi.ded the following information: . · . 

. a IIIFQUO )I I was thd . I frorrf I 
td jto include during the tenure of fonp'' Secreta~")! of State CONDOLEEZZA ~l:E, ~LIN 
POWEI J" and HILLARY R. CLINTON at DoS-l I most recently reported to 

I I 
(U//FOUOj 

(IT) Operations for"rD~o:-;S;-_-T:;:;::-h:;-::1. s-;i:-:n~cli:':u:-::;d:::-ed:r.""ibL"u-::t-:-w:-:-as=-=n=-=o:-:t1li!:m~i:-:-te:-:d:i""t::o~, ":'so:-:ft~w:-:-::"ar~e~a~p~p~h~c~at~Io~n~s=-,-r:fi~ar~arw~ar=e,---...J 
telecommunications, emait.l IDoS Information Resource Management (IRM). 

(U//FOUO~ !provided IT briefings to CLINTON's transition team upon their 
arrival, however, the DoS executive office did not fall unde~ !responsibility. JOHN 
BENTEL, who oversaw Executive Secretariat Information Resource Management (S/ES~ lRM), would 
have beenl I in regards to managing IT programs for executive management. 

(U//FOUO) Around the time of CLIN ~L.:I...ilULI.I~w.!...U. 
Secretary of State for Management, suggested.._!""W"....------~.=::::.:..:..:.; 
served on CLINTON's 2012 Presidential Campaign. 
PAGI JANO. who had a MBA from the Universit ~~ ........ -....----J.....,...J 

I ~greed he would be a good fit for 
subsequently hired on to DoS in a Schedule C pos1~-:-tt_o_n_, -an.....,.._w_a_s..,.._s ......... ed with assisting mainly with cost 
recovery .Phmning and researching DoS technical enhancement opportunities. 

(U//FOUO)I I was not aware PAGLIANO had a secondary role of providing 
technical assistance to CLINTON. Althoug~ lwas aware P AGLIANO came from 
CLINTON's campaign, he noted PAGLIANO did not have any overt} a arent ties to the ih floor [a 
reference to where CLINTON's executive suite was located at DoS]. only recalled one 
incident wherein! ~as dealing with a matter that nee e mput om t e ih floor, and 
PAGLIANO mentioned he occasionally had contact with individuals on the 7th floor. PAGLIANO 

File# f IJo2 . Date dictated N/A ~------~~--~======~ -~~------------------~==~ 
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offered to reach out to his ih floor con.tacts, bu~ ~ismissed the offer and proceeded 
through regular channels. As a Schedule C hire, P A GUANO would have been required to report any 
additional income he received fro·m side work with CLINTON. 

(U//fOUO)I lwas not aware of, nor did he have any discussions with PAGLIANO 
concerning CLINTON's use of a private email account or email served Jdid not have 
direct correspondence with CLINTON, and learned of her use of a private email server when he read 
about it in the New York Times. 

(U//FOUO) It was.._l -~-=--:------JI understanding that DoS policy "discourages" the use of 
private email , but does not prohibit it. 

(U//FOUO)._I --~---~ 
her residences How~-.I.Uo..~~Ui<lod~'-lr.LL~ 

I Jand/or~___,.......,.....-...,.--.....&.;.;=.r...~ 
was assigne4 to the "help desk," an'L--;---1.,;~~ on 
the 7th floor.l I also assesse an ave more insight 
as to what DoS 1T equipment was installed at both of CLINT06N:-;-;-'s-r-es""""i"Te_n_c-es~ ......... -~ .. r as an IRM 
technician who would know who installed DoS equipment at the Secretary's homes. 

(U//FOUO) The State Messaging and Archival Retrieval Toolset (SMARD records management 
system was implemented by IRM as a result of recommendations from aDoS Exel:ulive Steering 
Committee. SMART replac~ DoS's telegraoh system~ and was deveioped to automate I streamline the 
process for archiving records; lwa~ involved in discussions about the development and 
rollout of SMART, as were representatives from SES. Representatives from the Executive Secretariat 
asked to be the last to recrve the SMART rllout. However, ultimately SMART was never rolled out to 
the Executive Secretariat. cou)d not recall exactly when SMART was implemented at 
DoS, however, he ruisessed SMART was rolled out sometime in 2007- 2008. 

(U//Fe-He) A copy of the original interview notes are attached in alA envelope. 
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· (U//:FOU<J)IIserved asl ~t the Department 
of State (DoS) from~inning of KERRY's tenure tol I Prior to joining DoS, 
I ~erved as I lwhen KERRY was the Chairman of the Senate Foreign 
Relations Committee. 

(U//fOUO) A lot of information would flow throUIZ~ ~n ro~te to KERRY, to include 
information concerning Congressional Oversight. I ~as tangentially i · · the process of 
production of DoS records to the Benghazi Committee, in that KERRY aske to ensure the 
Committee did not face any DoS roadblocks in response to the request. Furthermore wanted to 
make-certain DoS was as comprehensive as possible in their response to the Committee's request1 
was primarily concerned with KERRY being questioned by the Committee over the totality of the~....-_ ___. 
production, and thus wanted to cover every production avenue possible to avoid KERRY being blindsided 
if called to testify to the Committee. The production of documents related to Benghazi began in the 
spring (April/May) of2013 and continued as a "rolling production." 

(U//FOUO....---,was not aware former Secretary of State HILLARY R. CLINTON was using a 
private email acco~013, when he recalled hearing news of her email account potentially being 
compromised as a result of a hack into Sidney Blumenthal's email account.r----ladvised KERRY to 
use a governrilent email account when he became Secretary of State, d.espit~evious Secretary's 
may have chosen to dod lwas not aware until recently that CLINTON's private email account was 
maintained on a private server . 

. (U//FOUO)I ~called serng Ben,hazi production d~cuments containing CLINTON's 
personal email begmrung m early 2014 did not recall having any concerns after seeing that 
CLINTON used a personal email account, as he was aware other Secretary's of State had done the same. 

Investigation on 5/10/2016 & ____ ~w~as~h~in~gt~o~n.~D~.c~·~--------~----------------------
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(U//FOUO) In August or September of201~ I went to Capitol Hill to ~eet with the staff 
members of the Benghazi Committee, in preparation for a pending hearing with KERRYJirecalled 
the topic of issue in his meeting with the committee staff surrounded inquiries regarding ~rvation 
of records. Following his meeting with the committee staffJ !contacted CHERYL MILLS to advise 
of~ossible leaks from the committee referencing their production concerns related to INTON's email. 
I _ lrecalJed at least qne phone co~versat~on with ~~LLS concernin the matter. also spoke 
wi Jfrom a Pubhc Affaus ers ectlve. also had 
some visibility in the matter, as 

~------------------~ 

(U//1'9UO) In approximately Decemter of 20 ~ j I recalled a large number of printed 
CLINTON emails being dropped off at DoS. as surprised at the volume of emails produce~d 
and belieyed the production to be dose to ~ages. Two attorneys froniL--~-----,..~..J 

' 

.!Last Name Unknown (LNU) andL__jLNU [believed to be a reference t4 a 
l were brought onto DoS to heln mace; and coordinate the redactions m regards to 

Benghazi FOIA production.! ~escribedl ~s someone who w~uld be "encyclopedic" 
· concerning the rocess of roduction re ardin Ben hazi, to include the production of CLINTON's 

email. DoS was also involved with the DoS production and 
review process as it pertaine to CLINTON's emails and Benghazi as a whole. PATRICK KENNEDY, 
DoS Under Secretary for .Management, also had insight into the production process. 

(U//FOUO) During the course of the Benghazi production, DoS recognized there was a gap in 
records related to emails pertaining to not only CLINTON, but other former Secretaries of State who did 
not use DoS email accounts. As such, Executive Secretary JOSEPH McMANUS drafted a letter in 
October 2014, requesting fonner Secretaries produce any personal emails responsive to the Fedeml 
Records Act in attempt to retroactively address the gap in DoS records. 

(U//FOuei lw•s rt io~olred with the discussions or the process concerning how the 
email production was conducted. did not provide direction on how the emails should be 
produced, nor did he have any knowled~t methodology was used iri determining what emails 
were responsive to production requests:L__Jwas unaware of any concerns that the original production 
of emaiJs provided by CLINTON was not entirely comprehensive in response to the request, nor was he 
aware of any concerns that the email production might contain classified material. 

(U/IFOUO) A copy of the original interview notes are attached in a IA envelope. 
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(U//fOUO)I I date ofbirtbl I was interviewed at the 
Office ofthe Inspector General ofthe Intelligence Community, Patriot Park. 12290 Swrrise Valley Privy, 
Reston Vir · ia 20191. Also present during the interview wer~L.-:----:----:---:-------:--.------::-'J 

1.-:-.....----r--__._.,After being advised of the identity of the interviewing Agents and the nature of 

L...-----T 
rovided the following infonnation: 

b3 per ODNI 
>n/~ · b6 . per FBI 

·:UI ~)1 lhad worked as an Inspector in the Office of the Inspector General of the b7c per FBI 

Intelligence Community (IC/IG) for approximately 2 years. In May 2015, IG/IC began to assist in the 
Department of State's Inspector General' s (ST ATFJIG) rev~ew entitled "Use of Personal Communications 
Hardware. and Software by Five Secretaries of State and Their Immediate Staffs." This assistance was 
requested pursuant to the March 12, 2015 letter from the United States Senate. 

tU:l ~ On or about May 28, 201Sr-lmet wit~ hlte 
Inspector General, United States Departme~ST ATE) apd other STATE employees in order to 
assist in completing the review. It appeared that STA~ of Information Act (FOIA) employees 
were at least already 6 weeks into the review process. immediately recognized problems that 
impeded STATE's review process. Some of the problems were ) STATE's computer software was at 
least 2 generations behind; 2) the optical character recognition (OCR) was faulty; and 3) STATE :! per :~I 
employees used initials to describe organizations, as opposed to using intelligence designations. b?cP;:r FBI 

I ~ound STATE FOIA employee~ very helpful. On various occasions ~any of the FOIA officials 
stayed after midnight to conduct the email"r~view. 

rUi (~ On or about May 22, 2015, STATE publicly released two hundred ninety-six e-mails 
belonging to fonner Secretary of State Hilary Clinton (CLINTON). The two hundred ninety-six e-mails 
were previously reviewed and released by STATE FOIA officials in response to previous FOIA requests. 
According to the Defense Intelligence Agency, National Security Agency, and National Geospatial 
Intelligence Agency officials, at least one of those un-redacted e-mails should have been treated as 

Investigation on 0712312015 at __ ~R~e~st~on~-~V~irg~in=ia~-----------------
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· classified. On or about June 25, 2015 the ICITG notified the Director ofNational Intelligence and bG per FBI 

members of the senate of this leak of classified infonnation. . b?c per FBI 

·; U )~) IC/IG believed that the release of the two hundred ninety-six e-mails did not comply with 
FOIA regulations. In fact, public figures were completely redacted from the TO, FROM and CC lines, in 
violation of FOIA regulations. It also appeared that no STATE FOIA personnel knew how the two 
hundred ninety-six e-mails had been selected to be released. STA TE.fOIA persmmel indicated during the 
FOIA review process, some Bl (Classified National Security Itormation) were removed and changed to 
B5 FOIA exemptions (Privileged Communications).! . elieved STATE FOIA redactions of b3 per ooNI 

classified infonnation were inappropriately designated or changed. b6 per FBI 
b7C per FBI 

tU) ~) The two hundred ninety-six emails were taken from approximately fifty-five thousand 
pages ofthi.rty thousand e-mails provided to STATE by the Law Offices of Williams & Connolly LLP, 
(William & Connolly) CLINTON's personal counsel. According to Williams & Connolly, the finn bad 
provided all of CLINTON's work related or potentially work related e-mails from her @clintonemail.com 
account. Williams & Connolly also maintained a copy of the .PST file containing the electronic copy of 
the above referenced e-mails, on a thwnb drive, stored in a secure safe at Williams & Connolly's 
Washington,_ DC office. David Kendall (KENDALL) and Katherine Turner, Esq. (Tl)RNER) were the 
only two people that had access to the thumb drive. T he finn further advised they believed the server 
equipment used to host CLINTON's @clintonemail.com account was no longer valid or active. Platte 
River Networks in Colorado maintained custody of the equipment and had receive:d preservation notices. 

;U) ~) IC/IG had considered serving legal process to Williz.m.s & Connolly in order to retrieve 
the thumb drive. Diplomatic Security had attempted to retrieve the thumb drive from William & 
Connolly, but were informed that since the finn had received preservation lerers for thj .PST files, the 
finn could not release the thwnb drive to Diplomatic Security. According to_ _Diplomatic b3 per ODNI 

Security was led to believe Williams & Connolly in fact had 3 copies ofthe thumb drive. b6 per FBI 
b7C per FBI 

iU) ~) In December 2014, Williams & Connolly informed STATE they had fourteen boxes 
coni.wuing the approximately thirty thousand e-mails. However, when STATE officials arrived to pick up 
the boxes, STATE only received twelve boxes. IC/IG had no information as to whether Williams & 
Connolly were authorized to store classified information or if KENDALL and T URNER held security 
clearances. 

b3 per ODNI 

·:U) ~)~ land other STATE FOIA officials bG per FBI 

w re s s icious of the s egislative Affairs of attorneys I lb?c per FBI 

and and other STATE FOIABI b8 
ent o in t e OIA review process was abnormal. an 

made recommen at1ons and refuested additional chfges that were not routine. and 
both previously had worked at_ _ w~ch appeared to create a conflict of interest. 

S~RN 
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b3 per ODNI 

b6 per FBI 

d 1 3 b7C per FBI 
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I ~elieved ~th attorneys had also worked at th~L.......----------'jand was possibly b 3 per ODNI 

involved in the Lois Lerner, Internal Revenue Service situation. b6 per FBI 

b7C per FBI 

(U//FOU9) On or about June 15, 2015 IC/IG sent a letter to STATE/IG documenting potential issues 
identified in the Preliminary·Review of the State Department FOIA Process. The recommendations were: 

1. Recommend State Department FOIA office request staff support from IC FOIA offices to assist in 
the identification of intelligence community equities; 

2. Recommend IC FOIA officers review the email to ensure that ClassNet use is appropriate before 
transmitting to the State Bureaus for review; 

3. Recommend State Department FOIA seek classification expertise from the interagency to act as a 
final arbiter ifthere is a question regarding potentially classified materials; 

4. Recommend State Department FOIA Office incorporate the Department of Justice into the FOIA 
process to ensure the legal sufficiency review of the FOIA exemptions and redactions; b 3 per ODNI 

b6 per FBI 

(U)~) On or about Jun~e- 15, a review of the thirty thousand e-mails revealed five b?c per FBI 

additional classified e-mails. used key word searches in order to review the e-mail. It appeared 
that one in every five e-mail ad resses were riot a .GOV e-mail address. In the thirty thousand e-mails · 
there were about seventeen unsigned classification upgrade memorandums. These memorandums were 
packages of information which were being held for the Assistant Secretary of State for Administration's 
signature. 

~U~) On or about J.uly I , 2015, IC/IG officials met ~ith Patrick.Kennedy, Under Secretary of State 
for Management and other STATE representatives. IC/1 G informed STATE that ICIIG wouJd assist b 3 per ODNI 

STATE/IG conduct the review, whether or not STATE welcomed ICIIG's inpud !alleged b6 per FBI 

STATE made several misrepresentations during this meeting. One such statement made by STATE's b7c per FBI 

legal counsel was " there were no classified information contained in the thirty thousand e-mails''. 

L...-__ ..... lwas willing to assist the FBI further as needed. 
b3 per ODNI 

b6 per FBI 
b7C per FBI 
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United 
~------~--~~--~----~~~~=-==~~~~~~~----~~ ent of State, Office oflnspector General ST IE IG), 2 21 Viroinia Avenue, NW, Suite 

ashington, D.C. 20037, telephone (202 1 state. 10V date of birth 
as interviewed in person by FBI Special Agents d 

her office. After being advised of the identities of the interviewing Agents and the nL.a~t-ur~e~o~ ........ -___. 
interview,! !provided the following information: . 

,...---L------_Jibegan working for STATE IG inl lasl 
Inl ~he becamel n !Evaluations 
and Special Projects unit, which consisted of approximately 10 people from both STATE IG and the 
Intelligence Community Inspector General (ICIG).I !worked on Congressional requests 
and other special inquiries that are handled by STATE IG, which included a special project related to the 
Freedom oflnformation Act (FOIA) process as a whole. 

L----------___.ISTA TE I G were in the process of conducting a review at STATE, focused on 
three main areas. Those areas were how 1) ST A IE records are preserved; 2) how ST A IE employees 
handled the FOIA process; and 3) the on-boarding process for new STATE employees, specific to 
methods ofc9mmunication, with an emphasis on the Secretaries of State. As part of that review, 
I .)ent a questionnaire in late March 2015 to the former Secretaries of State Madeleine 
ALBRIGHT, Colin POWELL, Condoleezza RICE, andHillary CLINTON along with current Secretary 
of State John KERRY. The questionnaire specifically asked them about their use of personal email for 
work purposes. 

b6 
b7C 

b6 
b7C 

b6 
b7C 

On April15, 2015 STATE IG sent out requests to a broad number of STATE-related persons, 
including former staff members and others who may have sent or received work-related emails to or from 
the personal email accounts of the former Secretaries of State. The request asked for ~ersonal email(! and 
any policy or training given related to the use of personal email for business purposes.! had b 6 

· b7C 
not yet received any email files from any of the staff members of the former Secretaries of State and was 
told that there would be no response to the request by the attorney of Bryan PAGLIANO, former 
information technology advisor for CLINTON. 

CLINTON sent out an all-staff cable that personal email should not be used day-to-day for 
business purposes and that personal email is not secure, so do not use them for business purposes. To the 
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best o recollection, CLINTON sent that cable out in 2009. After CLINTON's time as 
Secretary of State, there was also STATE guidance that if STATE employees had to use their personal 
email for business purposes they should send a carbon copy (Cc) to their ".gov" work email as well. 

In August 2014, STATE Under Secretary for Management Patrick KENNEDY sent out a 
memorandum for STATE employees not to use personal email for business purposes, but it did not 
address whether personal servers may be used for business purposes. There was STATE guidance that all 
informationlemails related to work should be on an "approved automated system," but there was no 
known STATE guidrce regardjn g rhe use of nersonal servers to conduct business. That will be an . 
official "finding" by_ . colleague[ I 
STATEIG. . 

. I ~tatedl !interviewed PAGLIANO's former boss while at STATE, and 
PAGLIANO's former boss was unaware PAGLIANO set-up CLINTON's personal work server for her. 
There were no on-boarding policies in place to prevent what happened related to CLINTON using a 
personal server. STATE IG was unsure what, if any, site survey or systems security and maintenance 
checks were conducted prior to the installation of CLINTON's server by PAGLIANO. STATE IG was 
also unsure if anyone else other than STATE employees knew of, ever saw, or had access to the server. 

· All ofSTATE's top officials' email records related to their ".gov" emails were being preserved, or 
"joumaled," no matter what. Most STATE employees, those not considered top officials, could create 
email records themselves using the SMART system. The onus was on the regular STATE employees to 
self-determine what a record is and if they didn't use the SMART system and they've double-deleted the 
email, it was more than likely not going to be preserved. 

Regarding STATE IG's review and interaction with KENNEDYJ had met 
KENNEDY several times, and stated KENNEDY was never overly uncooperative and never did anything 
unusual with regards to his cooperation! However. KtNNEDY's tone and tenor were definitely not 
positive when dealing with STATE I G.. _ lso attended meetings with KENNEDY in the past 
that discussed general goals going forward for STATE with regards to STATE IG~s review. 

I l:review led her to interview STATE officials who worked the FOIA process from 
within the Bureau of Administration, Office of Information Programs and Services, which fell under 
KENNEDY's purview. Some FOIA officials have seen events and behaviors they did not like or that 
made them uncomfortable, to inClude KENNEDY's attitude toward them and how they handled the FOIA 
process related to CLINTON. Additionally, there was a request from the FOIA officials to STATE 
employees that asked for any emails sent to or from personal email accounts related to the CLINTON 
FOIA request. Some STATE employees responded they had no emails that fit the request; despite the 
negative response, for some STATE employees, FOIA officials knew there were at least some emails that 
should have.been included in their response because the FOIA officials· had already reviewed those emails 

b6 
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b6 
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from within the batch of 30,000 CLINTON-related emails. Despite knowing some STATE employees 
had not responded correctly, the FOIA officials had no recourse to compel a positive response. 

For the FOIA request related to the 30,000 CLINTON-related emails and the Congressional 
inquiry that requested Benghazi·related emails, those review process were handled outside the nonnal 
chain of pe9nle I I did not know wbv these reauests were hrdled outside the nonnal chain of 
people, butt _ b5 per oos 

~~--~I recommended the FBI talk tol lror more infonnation on events discussed 
above and for names of other people the FBI would be interested in talking with regarding the same. 

b6 
b 7C 

b6 
b7C 

b6 
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(U/fli'OUO) On May 25, 20I6J I Special Agent, United States Secret Service 
~was interviewed by Federal Bureau oflnvestigation (FBI) Special Agents (SA)I I 
L___jand sAl I Also present for the interview was a Federal Law Enforcement 
Association (FLEOA) Attorney and usss sAl I After being advised of the identity of the 
interviewing agents and the nature of the interview J !provided the following information: 

,....--......~.CU~I:.:..Ifll-iP\Iflll lwas assigned to the grotective detail of WILLIAM CLINTON from 
I !t~ fBecause ot1 _ knformation technology (IT) skills. he was asked 
to do network assessmepts and troubleshoot IT issues at the Clinton Foundation. From) Ito 
I !assisted the Clinton Foundation in a case related to theft of information on the 
Clinton Foundation information systems. 

(U/IfOUO)I ~as contacted by JUSTIN COOPER in Jan.._.,..~.£..41.....1~ 
security of an email server at the Clinton residence in Chappaqua, Ne.r-II.JoUo.a..~.---, _ _J 

physically or remotely access the server in the residence at Chappaqu...._ ___ --.J 

hardware components of the server or software installed on the server onducted open source 
research relating to the security of email rers and ~ntacted BRYAN PAGLIANO to recommend 
adding outbound IP filterins_ to the server. received PAGLIANO's name and contact 
information from COOPER~ was aware o no other information pertaining to the email server 
located in Chappaqua. 

(U/IfOUO) Notes of the interview will be maintained in a FD340 envelope and filed with the 
captioned investigation. 

Investigation on 05/2512016 at Boston Massachusetts 
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The DoS email system uses a hub and spoke configuration. There are approximately 120,000 
mailboxes on the system, of which approximately 95,000 are for unique users. The other 25,000 
mailboxes are general mailboxes and aren't assigned to a specific user. Approximately 35,000 mailboxes 
reside on ·the local hub and are administered by Information Resource Management (JRM). The 
remainder of the mailboxes reside on spokes within the system and are not controlled by IRM. Spoke 
mailboxes, such as those at overseas posts, are administered by the local Information Security Officer and 
backup procedures vary by site. 

Upon receiving the preservation request from the FBI, IRM preserved and thereaft~r exported the 
. mailboxes for all of the individuals listed on the request whose mailboxes are on the IRM system. 
I I estimated that appr<?ximately 400 ofthe 900 accounts listed on the preservation request are 
acttve users on the IRM system, with the other accounts residing on spokes, POEMS, or are associated 
with users who are no longer at DoS. EacJ?. exported mailbox includes all of the active mail folders as 
well as any items in the Recoverable Items storage area of Microsoft Exchange, which retains items for 90 
days after they are deleted by the user. The export qoes not include any files, or mailboxes, that may have 
been archived by the user to their local desktop. 

The IRM operating system is backed up and retained for approximately 30 days. However, the 
email database is not part of the backup. For email recovery, IRM uses Database Availability Groups 
(DAG) whereby five dynamic copies of each mailbox are maintained, at two sites, to allow the system to 
be quickly restored if the pr.imary database fails. 

~opined that the exported mailboxes were unlikely to contain many emails from prior to 
2012. ~t time mailboxes were limited to 500MB of data and users were regularly required to 

Investigation on 09/! 7/20! 5 at ____ W~as~h~in~gt~on~.~D~C~---------------------------------

File~;:::t.-----t:'3=0=2=-=(e:=:::;-------- Date dictated _ _,N'"'"'/,_,A'-----------------------------

1 
By ~~ALIF-El====~~~~~~~~~J---...J ____________________________ _ 
This document contains neither recommendations nor conclusions of the FBI. It is the propcny of the FBI and is loaned to your agency: it 
and its contents arc not to be distributed outside your agency. · 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b3 
b7E 

b6 
b7C 



FD-302a (Rev. 10-6-95) 

Continuation of FD-302 of _ _ l'""nt""erv~ie.:.z.w-><o'ttJ ____ _J------ -· On 09/17/20 I 5 , Page _--=..2 __ 

delete old emails, or to create Personal Storage Folders (.pst files), when they hit the storage limit. 
Between 2012 and 2013, the storage limits were increased to 5GB. 

lRM uses the State Messaging and Archival Retrieval Tool (SMART) to archive record emails. 
The system was implemeeed in ohases between 2008 and.2010 and replaced CableXpress for archiving 
cables and record emails. I noted that communications sent to an embassy are referred to as a 
cable and emails sent to a person are record emails. SMART requires the users to identify an email as 
meeting the record standard and then selecting the appropriate SMART tags within Outlook while 
composing the email. The period of retention for a S.tv1ART record is dependent on the tags selected by 
the user. 

rovided that S/ES-IRM, also commonly referred to as the POEMS system, does not 
~~._... _ _, 
...,...U.:IU.C~.....>Z.J:..?,tem to arc;:hive email records. They are instead obligated to follow the 'print and file' 

rther noted that records for senior officials are archived when they leave office. · 
recommended contacting Deputy Assistant Secretary MARGERET (PEGGY) GRAFELD, 

-=---~-'. Deputy Assistant Secretary for Global Information Services (A/GIS) for more information on this 
process. 

The Bureau of Intelliglce aod Research (INR) i4 responsible for administering the mailboxes on 
the top secret network at DoS. I provided tha I telephone 2021 J would 
be able to provide further details on INR and the top secret mail system. . 

•• 
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On September 2 1, 2otsJ luruted States 
Department of State (STATE), Office of Inspector General (OIG), Offlfe of Investigations~ 
N. Moore Street, Suite 800. <Vlington, VA 22209, office telephone 70~ I fax 703[__J 
II email addres~ __jl}state .gov called the writ;r, Information Technology 
~alist/Forensic Examiner (ITS/FE~ ofthe Washington Field Office (WFO) 
Computer Analysis Response Team (CART). 

. The writer aske~ Ito provide general information regardmg a group of fifty (50) 
email messages of interest that were found b~ Jduring his review of the Microsoft 
Outlook Personal Storage Folders (.pst files, or "mailboxes») for HUMA M. ABEDIN and 
CHERYL D. MILLSL !confirmed that the Federal .Bureau oflnvestigation (FBI) 
meyiously recejye4 a full copy of the two (2) mailboxes on a Lexar thumb drive provided by 

I Jfrom STATE. · _ . 

I !stated that he performed a search across the email data for the words "Secret" 
and "NOFORN'' using a serch progr:: called "Perceptive Search" and that the search returned 
fifty docwnents of interest.L J believed that most of the search hits appeared within the 
metadata of Microsoft Word docwnents, which he identified as "Call Sheets," or d<;>c~ments 
provided to the Secretary of State prior to attending briefings with foreign dignitaries.!.__ -=-----:-' 
believed the search hits appeared within the metadata ofthe docwnents and not within the actual 
content of the docwnents. The identified documents were sent as attaclunents to emails. 
I lc~uld not remember if there were also search hits within any email messages. 

I peli~ved that the documents may have been generated from a classified system 
and that at some pomt they may have been moved to an unclassified system. However, he was 
unsure whether the "Secret" and "NOFORN" markit ;ould hre been generated automatically 
by the system that was used to create the documents. stated that STATE had not yet 
determined how the documents would have been mar e with regard to classification. 

• The writer requested tha~ hovide the FBI with the fil~ names and Message-
Digest algoritlun 5 (MD5) hash vatues tor the files identified by ST ATE. I I advised that 
STATE was in the process of moving the email data onto a stand-alone computer within a 
Sensitive Compartmented Information Facility (SCIF) and that he anticipated this would happen 
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. (U//FOU<?) On J~ne 23 2016l l date ofbirt L--r--..&...ll:l::J~-, 
te!enhonjcally interviewed by Federal Bureau of tnvestigation (FBI) Special A ent and 
l j Aiso present for the call was_ ~unsel ttorney at 
I .aw After being advised ofthe identities of the interviewing agents and the purpose of the interview, I } rovided the following information: 

·~~ffiL ____ Jhh~ad no new infonnation regarding the whereabouts of the laptop that 
was shipped from Platte River Networks (PRN) to the Clinton Foundation in 
April of 2014 was not sure who the mail room manager for the Clinton Foundation was at 
that time but offered to contact the foundation to inquire about the shipment~ l confinned . 
that the address of the Clinton Foundation was 1271 Avenue of the Americas, 4T° Floor, New York, NY 
10020. 

(U/iFOUO) Fo11owing her January 2016 intenrjew.l ~rovided the FBI an email chain 
from April 2014 with the subject "RE: HRC ernails.'i jhad not reviewed the email chain 
prior to thjs call and could not immediately access the email so the interviewin a ' ent read the chain to · 
I ko refresh her memory. U n earin " the content of the email, provided that 
she recalled having a discussion wit about remotely accessing t e LAR CLINTON 
email archjve via the intern could .not recall if she actually accessed the email 
archive remotely thereafter. believed that she may have taken riotes about the process 
during the caJI and agreed to check her personal records for any relevant information. 

(U//Fet19) A copy of the original interview notes and the referenced email are attached in a 1 A 
envelope. · 
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On October 2 7 , 2015, 1 ~~~----~~~--~~ a Special Agent with 
Homeland Security Investigat ions . (HSI), Department of Homeland 
Security (DHS), Norfolk Virginia, (757) I I 
t he Norfolk Federal Building . After bein g 
the interviewing Agent and the nature 
provided the following information: 

advised 
of the 

was interviewed at 
of the i den tr=i:..:t:;..;y'"-.:o-=f., 
intervi~w, ·I L. ______ .... I 

I I was previously employed as an Agent at the Department of 
State , .Bureau of Diplomatic Security (DS) , and assigned ~ormer 

sec:retary of State Rice's personal protection detail from L_J until 
January 2009. In January 2009 he was reassigned to former Secreta~ 
State Clinton 's detail. I I served on Clinton's detail until L____j I ~hen ~e left the Department of State. · 

Clinton's tenure at State brought about significant changes to 
es.tablished .security and diplomatic protocols owing to the dissimilar 
management styles and attitudes between Rice and Clinton. I I 
claimed that his time on Clinton' s detail was short and that he had no 
information to offer with regard to security violations or mishandling 
of classified information on the p art of Clinton or her staff. I I 
advised his reco.llections were vague regarding his time on Clinton's 
detail a nd that he could not recall specific events with clarity. 

I l was aware that a Bla ckberry phone was kept in a desk drawer in 
Clinton's SCIF but could not say with ~ny degree of certainty that the 
phone belonged t o clintor or that storing it in the serF was a 
security violation . ·I _provided the name. ofl I 
a former ASAC on Clinton's security deta~omeone who may be in a 
position to provide additional insight . L___j was not familiar with 
the current whereabouts of 0 
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l lstated that he located an email containing content from a "confidential cable" 
sent from a Microsoft "Hotmail" email account to the STATE email address for Huma Abedin 
(AbedinH@state.gov) that could be found in the data contained within evidence item 1 B26 
provided by STATE to the FBI on or around August 14, 2015 . Evidence item lB26 is further 
described as a white ·and grey Lexir lJ~B 3 0 thufllb drive labeled with a sticker containing the 
words "Dept of State 703-31 2-3856 . .'1 jstated that when the email was received in 2011 , 
the information was classified and that 1t was supposed to be declassified in 2013 but that he did 
not know if that was the case and did not know the current classification of the document. 

On November 6, 2015 J I sent the writer an email containing information to assist 
in locating the identified email in the FBI data set in evidence item 1B26. A copy of the email is 
included in a 1 A envelope. 

Jnv'cstiga.~ti:on::o:n:.=:::l::l/::06~/2~0:;1 "-5 - -=- at Washington, DC 
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