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Date of transcription _09/21/2015

(U/FSH6) On September 14, 2015, | | Platte River Networks, date of birth
l lsocial security number was interviewed by Federal Buregu of
Investigation (FBI) Special Agent (SA)I and SA . Also present
* for the interview was Department of Justice (DOJ) Attorney| land| |

attorney at the| | After being advised of the identity of the interviewing agents and the
nature of the interview| [orovided the following: :

(U/AFeH6) As| 3| |described his role at PRN as a
general role with the client and not involved with technical details. main concern is the

general direction of the business.

(U/FOPO) Platte River Networks (PRN} worked with an individual named| |t0
identify business opportunities. In early 2013 brought them a client opportunity who she claimed
once worked as a public official. After submitting a bid to do the work, PRN became aware the contract
they were bidding on was for the management of an email server hosting domains associated with BILL
CLINTON, HILLARY CLINTON and their aides. PRN won the bid for the contract and the account was
under the name CESC.

(U//FESH0) PRN wanted to limit the employees working on the CESC server, so it was
determined| | who worked remotely on the server, and] | who
handled the server on-site, would be the technical team doing most of the work | }Jvas aware
that PRN picked up an old server from the CLINTON residence and delivered it to Equinix, a datacenter
in Secaucus, New Jersey. PRN ordered and installed new server hardware at Equinix and migrated all
CESC email from their old server to the new PRN provided server. | |was aware that PRN
maintained a back-up of the server known as a DATTO. The DATTO was located at Equinix and worked

by taking snapshots of the server and maintaining tha 0 days before it was deleted.
feferred to] for specifics !was also aware of a BlackBerry

Enterprise Server managed by PRN, but deferred to on the specifics.

(U//F6H6) In or around March 201 5| [was involved in conversations with CESC
where thev requested to know what email they had, where it was, and how it was backed up.

and] |handled this request and would know more details. CESC never asked
Investigation on __ 09/14/2015 . at Deaver, Colorado
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Continuation of FD-302 of Interview 0] ! . On 07/23/2015 . Page 2

for administrator rights to the PRN server or for physical access to the server at Equinix.

believed CESC was still a PRN client and were operating under the same contract they originally signed.

(U/FSH56) didn’t believe there was a successful intrusion attempt against the
CESC email server run by PRN.
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(U/&SHQ) On May 23, 2016, | date of birth| | social
security numbe was interviewed by Federal Bureau of Investigation (FBI) Special Agent

(SA) [and SA| | at the offices of Platte River Networks (PRN) located at
5700 Washington Street, Denver, Colorado 80216. Also present for the interview was
and via speaker phone both attorneys at the | After being advised of
the identity of the interviewing agents and the nature of the interview| provided the
following information:

(U/FeB0)| lvas not aware of a laptop containing an archive of email belonging to
HILLARY CLINTON that was shipped to PRN around February 2014. |was not aware
what became of the foregoing laptop.

(U/FOE0) fonly recently was made aware of a CLINTON email archive file being
trapsmitted to the Clinton Executive Services Corporation (CESC) around July 2014 and September 2014
b not aware of the request by CESC, or transmittal by

as it was occurring) Lvas not aware of what specifically was requested by
CESC or exactly howl |fulfilled the request.

(U//FeE9) I;vmot aware of any support PRN provided the CESC client from
October 2014 to Januvary 2015/ was not aware of any CESC request to delete, wipe or
shred their email records. As would not pay attention to

technical details of any PRN client.

(U/AFEY6) At this point in the interview, Agents displayed PRN provided records and email from
the March 2015 timeframe. provided the following information:

(U/A016) In March 2015, when various media outlets reported a private email domain and
server was used by HILLARY CLINTON, PRN decided to cre i al “share drive” and control
access to only the PRN employees working the CESC account.i |stated PRN did have back-
ups of their own servers. PRN never deleted information pertaining to the CESC client and provided the
FBI all records they maintained pertaining to CESC.

Investigation on ___05/23/2016 at Denver, Colorado
File# | o2 ~ 98 Date dictated ___ N/A
By _ISA SA
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Continuation of FD-302 of Interview of I . On 07/23/2015 , Page 2
(U/EQY6) In March 2015 |s.tated CESC reguested an inventory of all their email
content, to include where it existed. PRN employee travelled to the Equinix

data center in Secuacus, New Jersey where the CESC server equipment was located. was

not a party t;_LhLdjj_c_msj_Qﬂ;nvolving CESC’s request for inventory, therefore did not know specific

instructions id not recall what specifically found on the server equipment.

{(U/AF8H6) After Agents displayed an email dated March 09, 2015 where CHERYL MILLS
discussed preservation of materials,| lcould not recall any other request by any entity to
preserve CESC related data.

(U/EeHe) lhas no recollection of a conference call on March 25, 2015 or March
31, 2015 with CESC. ted CESC never requested their email content by deleted, wiped
or shredded. Recently, ivas made aware that used Bleachbit software to
shred .pst email files containing CESC email content that was transferred to CESC. As
understood it} kreated a “vehicle™ to transfer email files from the live mallboxes of CESC
email accounts| fhen later used Bleachbit software to shred the “vehicle” but the email
content still existed in the live email accounts.

2

(U/FeHe) [was unaware of any PRN employee conducting manual deletions of
the DATTO device used to back-up the CESC email server.

(U/FeH6e) was unaware of any successful computer intrusion of the CESC server.

(U//FEB6) Notes of the interview and documents displayed tq will be maintained
in a FD340 envelope and filed with the captioned investigation.
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(U/FSBQ) On April 19, 2016,! | date of birth (DOB)| land .
social security account number (SSAN was interviewed by Federal Bureau of Inyvestigation

(FBI) Special Agents (SA) [and at the law offices of]
ocated a [ Washingfon DC 20005. Also present for the interview were
attorneys| land k. After being advised of the identity of the

interviewing Agents, and the nature of the interview. provided the following information:

(U/FEHO) is currently thd
] met President WILLIAM CLINTON and HILTARY CLINTON when he became an
| pt the White House in the fall oflzl After hi served in various positions in

the CLINTON White House and continued to work for President CLINTON after his presidency.

(U//FOHE) In the years after President CLINTON left the White House, CLINTON’s staff
managed certain details related to the information technology needs of CLINTON’s office. One of those
needs required negotiating with an individual who owned several .com domains related to CLINTON’s
name.l_q__lrecalled these domains to be presidentclinton.com, clintonfoundation.com, and owjc.com.
Ultimately, negotiations were successful and the domains were purchased from the individual.

(U//F6H68) 1n 2006 or 2007, JUSTIN COOPER obtained a private email server (Apple Server)
for the office of President CLINTON. COOQOPER and had several conversations about reliability
issues related to the previous outsourced server and decided it would be best to have a server under their
physical control at the CLINTON's residence in New York. COOPER handled the procurement and all

Mﬁf SETVer W a ts or any requests to move email.
elieve I, and

: initially had email accounts on the Apple Server. | fecalled a conversation
with HUMA ABEDIN and COOPER regarding the addition of HILLARY CLINTON to the Apple
Server. thought it was a bad idea, but the issue had been decided by that point in time.

believed the addition of HILLARY CLINTON to the Apple Server occurred while she was in the Senate.

CLINTON used BlackBerry devices obtained by COOPER to access her email. was not involved
in the decision to move to a new server (Exchange Server), but recalled it was located, as was the Apple’
Server, in the basement of the CLINTON’s New York residence.

Investigation on __ 04/19/2016 ___at Washington, DC
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Continuation of FD-302 of Interview of Justin Gregory Cooper . On 03/02/2016 , Page ____ 2
) : b6
(U COOPER notifiec | few times each year about attempted intrusions of the b7c
system, bu iould not recall any spectfic details. They shared a mutual concern| |
had too much private information about the CLINTONS and may have had access to some of the1r
communications.
(U/FEH0) Ihad no knowledge regarding the following topics: zgc

e discussions to move to the Exchange Server
e personnel involved in the decision to move to the Exchange Server
e domains on the Apple Server or Exchange Server

e users on the Exchange Server
e disposition of the Apple Server or Exchange Server after decommissioning

e classified information on Apple Server or Exchange Server
* conversations concerning federal records as it related to the Apple Server or Exchange Server

e backups of the Apple Server or Exchange Server
e Sensitive Compartmented Information Facilities at the CLINTON’s New York or Washington,

- DC residences :did recall Secure Telephone Units in New York and Washington, DC) bé
e Secure fax machines or secure computers at the New York or Washington, DC residences bic
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(U/F6H6) On June 6, 2016 | | date of birth
social security numberl was interviewed by Federal Bureau of Investigation pecial

Amgent (SA) jand SA at the FBI Washington Field Office, 601 b6
4 Street NW, Washington, DC 20535. Also present for the interview was FBI Intelligence Analyst b7cC
being advised of the identities of the interviewing agents and the purpose of the
interview, provided the following information:
(U/FOH6) I:lworks for| | a defense contractor
specializing i of missile, space, and intelligence. In addition,| lowns|
a company focuseld_Mszsﬁis_dﬁla_ammsmin which] [established in bé
as several products to include as well as other products drawn b7C
from the over 60 billion records i possession. | Dark Horse Data,

Inc. (DHD), a company owned by former Deputy Under Secretary of Defense for Intelligence
REGINALD HYDE. DHD works with foreign data, can contract directly with the government, and
frequently embeds its personnel with clients.

(U/AA9Y6Y In June or July 2015, a senior staff member of the United
States Senate Committee on the Judiciary, contacted ﬁmﬁms data from HILLARY

bé
b7C

CLINTON’s email server might end up overseas. Specifically| anted to determine if there
was an intrusion into CLINTON’s server and, if so, whether exfiltrated data fell into the hands of a
foreign power. was concemned any exfiltrated data could endanger her three sons, who are
Marines. Additionally, sh as a citizen and Senate Staff Member that this situation could occur.
Therefore, laske if it was possible to determine if CLINTON’s server had been
compromised. | stated he would have to look for data that was genuine, authentic, and relevant.
defined those three terms as follows:

- Genuine — data originating from-CLINTON’s server

- Authentic — data that had not been altered

- Relevant — data from CLINTON’s server that was moved outside of the United States to a place
where a foreign actor could access it

: - ; : i . b6
(U649 SmceI:Idld not have funding for the fmfect described above, in August or il

September 2015 she met with NEWT GINGRICH and aske o brief GINGRICH on the project.

b3
Investigation on __06/06/2016 at Washington, DC b7E
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Continuation of FD-302 of Interview of | | . On 06/06/2016 , Page 2

GINGRICH, and[ _____|were all bothered by the potential that data from CLINTON’s

server had been compromised. H wanted to speak with others about the project and in
December 2013, recommende speak with at Judicial Watch. briefed
the project as four phases to The phases were to determine 1f:

- Phase 1 -CLINTON s server was directly or indirectly attacked

- Phase 2 -SIDNEY BLUMENTHAL’s server was directly or indirectly attacked
- Phase 3 — data was exfiltrated outside the United States

- Phase 4 — data was exposed to a foreign actor

Asl briefed the project, he raised the question of what the course of action would be if classified
information was uncovered. The three discussed it and decided Judicial Watch’s legal counsel should be
consulted. I:lnever received an answer, but was of the opinion that if he uncovered data he
thought might be classified, he would be obligated to report it to the appropriate authorities.

(U/A8Y6) In January or February 2016, Judicial Watch’s legal counsel advised the project was
feasible, but could not involve accessing any systems without authorization. The project could review
open source data following the four phases described above. After these initial discussions with Judicial
Watc concluded the motivation of Judicial Watch’s actions was not centered on the elections.

(U/FeH) |:|advised there are three potential funding streams for the types of projects
his company undertakes. They can be funded by his company, a government contract, or a data
arbitrageur. In this situation, the arbitrageur would invest in litigation on the prospect of a judge awarding
the arbitrageur attorney’s fees.

(U/fFOB0) In February or March2016]  Fompany] _ vas given $32,000 by Judicial
Watch to proceed with Phase 1. Judicial Watch awarded the contract t because thev were

confident he understood both the Deep Web and Dark Web. After receiving the contract, had to
determine the best place to obtain the necessary data for the project. Based on the terms outlined by
Judicial Watch’s counsel. CLINTO NTHAL’s respective servers were off limits, as were
offshore servers. turned 14 a former executive at|:| a cyber intelligence
company which ingests data from the Deep Web and Dark Web and, then, indexes the data. By

leveragin gl:g-ldam il COf]d fe%(:h the Deep Web and Dark Web without exposing his

[*}

searches to the Int paiq $2,500 to have conduct searches based on search
terms provided by These search terms included, but were not limited to, HILLARY
CLINTONj i:iﬁfY BLUMENTAL, and an Internet Protocol (IP) address range obtained from an email

] £q y Judicial Watch. In return, |nmx1ded the results of those searches to
which was the exclusive data source used byl for this project.
(U/Fete reviewed the data provided byll Imd found files from
BLUMENTHAL’s server on a server in Romania. believed BLUMENTHAL had a personal
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server because he found some of BLUMENTHAL’s files on the server in Romania, but not any of
BLUMENTHAL’s emails. The Romanian server contained approximately 200 Microsoft Word, Excel,
and other file types belonging to BLUMENTHAL.

b6

(U//FOBE) In reference to a May 22, 2009 alleffed intrusion of CLINTON’s server appearing in a
b7C

draft version of a report o project stated he could not recall where he leamned of the
hack or the specific date. peculated it was possibly from a public report, but he had looked for
the source and could not find it. Therefore, planned to remove the reference from future
iterations of the report. '

(U/FEH9) Durind 5 review of the data obtained by ¢ found one sensitive
Excel file listing the names of known or suspected jihadists in Libya. added that a portion of the
file was in Russian. The file did not come from BLUMENTHAL s server, but contained a reference to an -
IP address range that included the IP address of CLINTON’s server. Upon viewing this file) bE
became conﬁad found a classified document and stopped the project. This work completed

Phase 1 and lanned to deliver the final report to Judicial Watch soon.

(U/Feue)_____ |stated some of the BLUMENTHAL files were dat out January b6
2012, which was the same timeframe whe contacted regarding the His

Libyan Rogue Nation Judgment Recovery Program (LRNJRP). | claimed he was hired
ibyan opposition government to recover the assets of the MUAMMAR GADDAFI government.
jalso met with TYLER DRUMHELLER regarding the same matter. |speculated
BLUMENTHAL, if involved in the LRNJRP, could have written the memos as a “shake and bake” tactic.

f ol
b7C

(U/AEH0) A copy of the original interview notes and documents provided to the FBI by
during the interview are enclosed in a 1A envelope.
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On September 14, 2015 Platte River
Networks (PRN), date of birth social securi mberl | was i iewed by
Federal Bureau of Investigation (FBI) Special Agent (SA) land S;,\j |

Also present for the intervi from| nd
Department of Justice (DOJ) Attormey | After heino advised of the identity of the
interviewing agents and the nature of the interview, rovided the following:

On or about January 2013 of |conmmd_|_, egarding

relationship with cause she previously referred other clients from a family wealth asset

management firm. The potential client’s current email server architecture lost connectivj
such as Hurricane Sandy, so they wanted better support than their existing arrangeme‘:]%_mﬁ
with the assistance of other PRN personnel, put together a proposal and submitted it Once
PRN was chosen as one of the three finalists for the contract, PRN was notified the potential client was

potential busines@_i__ifgh profile former government client. | |had an existing

WILLIAM CLINTON and Y CLINTON, doing business mpany named CESC.
After PRN won the con maller role an worked primarily with
d CESC wanted to keep the number of individuals

working on the project smatl, so PRN 1dent1ﬁed three people as the only personnel allowed to work -

directly on the CESC proj s were identified in a Service [ evel Aoreement (SLA)
signed in August 20 sign), roject

mana (help desk) mmnj‘tely 90% of the work for CESC
and ly 10% of the work. ole was to help with on-site
work at Equinix, while} handled everything else. was ultimately not needed to

work on the project.

When! [was asked to review an email he sent discussing a new email address for
HILLARY CI ; stated could not answer the question for attomey-client
privilege reasons. A copy of the email is aftached to this communication in an FD-340.

PRN chose Equinix as the datacenter for CESC’s new email server (hereafter, PRN server)
specifically because it did not go down during Hurricane Sandy. This project was PRN’s first time using
Equinix. fransported CESC’s existing equipment (hereafter, predecessor server) and
transportéd 11 to Equinix, so the content of the predecessor server could be migrated to the new PRN
server,

Investigation on ___09/14/2015 at Denver, Colorado
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Continuagj : Interview of | .On 09/14/2015 , Page __ 2
stated PRN used an outside firm, MX Logic, for spam filtering, but referred other

, _@gﬂmﬁ:ni regardine’ spam filtering, data migration, archives/backups, and Microsoft Exchange to
d/or

had no knowledge of:

e Email servers used by CESC prior to the one transported by PRN to Equinix.
e The existence of classified information on either server.

¢ Discussions regarding federal records retention.

e Intrusions to the PRN server.
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U/FeH0) On May 23, 2016

nurnbe; was inte by Federal Bureau of Investigation (FBI) Special Agent (SA)
| and SAI iat the offices of Platte River Netwogrs (PRN) located at 5700
Washington Street, Denver, Colorado 80216. Also pre i iew wa
speaker phone, both attorneys at the%
identity of the interviewing agents and the nature of the interview,
information:
(U/FEH0)
had contact with PRN client CLINTON EXECUTIVE SERVICES

date of birth

AL L IWFORMATION CONTATMED
. HEREIN I35 UWCLARSSITIED
DATE 10-05-Z01¢ BY J37385T54 NIZICE

Date of transcription _{35/26/2016

social security

and via

of contact at CESC were CHERYL MILLS,

for PRN,

CO ). His points
and !

g advised of the
rovided the following

and in that role,

(U/FEH0)

what became of the foregoing laptop.

(UMFOT0]
Clinton Executive

(U/FEEO)
October 2014 to January 2015.
shred their email records.

oint in the inte

(U/AFOH6) At this
the March 2015 timeframe

was not aware of a laptop containin
"HILLARY CLINTON that was shipped to PRN around February 2014/

mail belonging to
was not aware

vas not aware of a CLINTON email archive being transmitted to the
vervices Corporation (CESC) around July 2014 and September 2014 b

lwas not aware of any support PRN provided the CESC client from
was not aware of any CESC request to delete, wipe or

iew, Agents displayed PRN provided records and email from
provided the following information:

(U//FOEO) In March 2015, when various media outlets reported a private email domain and

server used by HILLARY CLINTON)|

=

fertained the id

ea of hiring a tl

to conduct penetration

test) il server
from a company named but the testing ultimately did not occur.

u.r.d.nam_mml1any

recommended

Investigation on __ 05/23/2016 at Denver, Colorado
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Continuation of FD-302 of Interview o , On 07/23/2015 , Page 2
(U/F6Y6) In March 2015, recalled PRN employed |travelled vl
to the Equinix data center, but did not know the purpose of the trip.
(U/AOE63 After Agents displaved ap email dated March 09, 2015 where CHERYL MILLS
discussed preservation of materj could not recall any other request by any entity to zs
preserve CESC related da recalled receiving some guidance by PRN attorneys to &

preserve data, but could not recall specifically.

March 31, 2015 with CESC| id recall conference calls with CESC that were run by

(U;’fFGHﬁ) had nf fecollection of a specific conference call on March 25, 2015 or zg .

PRN’s attorney | stated CESC never requested their email content by deleted, wiped or
shredded.

(U/AFOE6) was unaware of any successful computer intrusion of the CESC zg 5
server.

(U//FOHO3 Notes of the interview and documents displayed to will be maintained zgc

in a FD340 envelope and filed with the captioned investigation.
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(U//Fede) On February 4, 2016 | home address
I:l\lY, mobile phone was interviewed at the law offices of Bryan Cave LLP, 1155 F

treet Washington, DC 20004 by Federal Bureau of Investigation (FBI} Special Agent {
d SA Department of Justice attorney| d

- counsel,| [were also present for the interview. After being advised of the 1dentity of
the interviewing agents and the nature of the interview, provided the following:

- (U/FetEe) first met President WILLIAM CLINTON and HILLARY CLINTON
CLINTON) in 1997 when he was assigned [0 The White House as At that time,

received a security clearance after a single scope background investigation was conducted. He

served in The White House o include traveling with the President, until 2001 when President

office Onl President CLINTON’] |
told fthe CLINTONS had been keeping an eve on him and would like him to join

their New York family. accepted the offer and o , drove to their Chappaqua,

NY residence. For the first six months, ition w, v : 1 '
nrovided to every president who leaves affice |

he primarily focused on] [but ended up with many more responsibilities.

(U!fFGHG)I:lrecalled an Apple server in the basement-of the CLINTON’s Chappaqua
residence. but does not remember when 1t was installed or by whom. It was a big box to the right of -

with no external devices attached. however, it had an internal capability to backup data.
[ HUMA ABEDIN | |HILLARY CLINTON, JUSTIN COOPER, AND

had email accounts under the owjc domain housed on the server. also used the
Server.asa workstation. :

(U/FoEe) did not know of plans to install the server constructed by BRYAN
PAGITANO at the time 1t occurred. The server consisted of three thin black boxes mounted 1n a rack.
described himself as not technical and, therefore, could not speak to any details regarding this

He then returned to Chappaqua where

SCrver.

Investigation on ___02/04/2016 at Washington, DC

File# _| Jso2 ~ 0 Date dictated ___N/A
1 {oal

By SA] 3] &

This document contains neither recommendations nor conclusiens of the FBI. [t is the property of the FBI and is [oaned ta vour agency; it
and its contents are not to be distributed outside your agency.
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Continuation of FD-302 of ___Interview o!l ! _ , On 02/04/2016 , Pagc 2
_ (Uf/FQﬁGjI:l did not recall escorting anyone from Platte River Networks in June 2013
into the Chappaqua residence to remove the server described above.

(U/FOBE6) HILLARY CLINTON’s office was on the third floor of the Chappaqua residence.
After she became the Secretary of State, the State Department (State) converted it into a sensitive
comparimented information facility (SCIF). During the installation of the secure lines for the SCIF,
btood at the door as an escort for the technicians. After that conversion, CLINTON was-the
only one who had the combination to access the office until it was decommissioned one to two weeks
after her departure from State. It contained approximately three phones installed by State.

believed all three to be secure phones and described them as a black STU phone, a yellow phone, and a
white phone. did not know the differences in the phones. The office also contajned
CLINTON’s non-secure desktop computer, a shredder, and a secure fax machine. initially
stated he only entered the SCIF once or twice, when CLINTON was present, to remove trash.
(U/AFoH0) later recalled a procedure established by ABEDIN with nt the
beginning of CLINTON’s tenure at State for situations when CLINTON needed assistance. with the secure
- fax. When was notified by State personnel of an incoming secure fax, he would locate

CLINTON, follow her to the SCIF, and assist as needed with the incoming fax. He was never 1n the SCIF
to receive a fax without CLINTON present and never physically picked up any of the documents
received. If the fax was not working, State would sometimes send a ier with documents or a

" diplomatic pouch to the Chappaqua residence. On those occasions would escort the courier
%&3 to the door and the courier would hand the documents or pouch directly to CLINTON,

ould also coordinate the repair of the fax when broken

(U//Fee) ABEDIN or CHERYL MILLS would sometlmes notify the Presidential
Datly Brief {PDB% would be coming via secure fax to the residence. As described above with other

secure faxes would locate CLINTON apd assist with the incoming secure fax. The PDB was
also hand carried to the residence on oc¢casion and would escort the courier to CLINTON.

(U/FOHe) |oerir dically received emails from ABEDIN with attached documents
intended for CLINTON. would print the documents and give them to CLINTON, but does not
know what happened to the documents after CLINTON was finished with them. Last Name
Unknown handled similar duties at CLINTONs residence in Washington, DC.

(U/Fe86) CLINTON had several BlackBerry devices over the course of time. When
CTINTON had 1ssues with one of them, would ask COOPER for advice on how to fix it.

believed CLINTON had a State BlackBerry, but did not recall a sectire mobile phone.

(U/FeH6) did not recall setting up an Apple ID or iPad for CLINTON.

(U/Freue) did not recall a secure phone in CLINTON’s bedroom.
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Datc of transcription _03/23/2016

CATE 10-05-Z014 BY J37780T24 WEILLC

, Chief Exe i 2 b6
viewed at bl nt, | B7C
h n r is
and his email address is | was advised that
the FBI had identified 37 login attempts to the APPLE TCLOUD account
of hdr22ecliptopemail.com, originating from three -owned IP .
addresses. was provided with the IP addresses that made the
legin attempts. After being advised of the identities of the
interviewing Agents and the nature of the interview, provided
the following information:
ag approximately :lemployees at their main
headquarteTs_ln_' _E:l_m_m_m@w other b4
locations. They b6
provide| | bic
| | has a large customer base
including manyv US ?Qvgrnmgn; agencies and Department of Defensge
lcomponents. | b3
rovided the Agents with a demonstration of thel
| on & laptop in his office. |
| and
others. That data is then | zz
b7C
provides their clients with two basic services: 1) their
security platform can be used to link and search for current social b6
media information on the Internet; and 2)| can provide on-going P7C
social media monitoring for their clients. explained that the BiE
| utilizes their continuous
b6
b7C
investigation on __03/23/2016 al |
File# _] L cyper “ ¥ Date dictated ___N/A b3
. ; " bTE
By SA|
This document contains neither recommendations nor conclusions of the FBL. 1t is the property of the FRI and is I()anc:d to your agency: it b6
and ils contents are not to be distributed outside vour agency. b7C
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monitoring service to generate alerts for new social media posts . b6
relating to current Additionally, provides that b7c
same service for all United States Department of Commerce employees, b7E

whether they are aware of it or not.

Along with searching for
b4
bé
b7C

| |confirned that two of the three IP addresses shown to him
belong to | | |stated that the third IP address wmay have
beerr_aasisnwﬂin_muaﬂ_blﬁ that it was no longer active. b4
The is assigned to| | b6

b7c
does not maintaj istori 1 T T
conducted by their clients.
b4
b8
b7C
then showed the Agents a screen on his laptop, where the username
field was displayed without a corresponding password field.

To the best of recollection as not hired by zsc
HILLARY CLINTON or anyone on her behalf. | ttributed the login
attempts to being conducted by cne of their clients, utilizing. the

platform. then left the interview for a brief moment in

order to verify that| was not conducting any continucus
monitoring services for HILLARY CLINTON. When he returned,

confirmed that they are not. stated that he had a co-worker of
his search for CLINTON‘'s name within their platform. In order to
protect the FBI‘s inquiry at had the co-worker search

for CLINTON’'s name in the system, along with the names of two
additiocnal current Presidential candidates. The results were negative
on all three searches.



FD-302a (Rev. 10-6-95) )
Continvation of FI3-302 of __Interview ofl . On 03/23/2016 , Page 3

was then informed that the hdr22e@clintonemail.com email
account was published in a NEW YORK TIMES article on March 02, 2015,
and that the login attempts occurred on the following day.

_ stated that this made sense to him. Given that information, he
theorized that the login attempts were likely made by one of their
"good guy” clients, possibly to conduct a damage assessment on the
social media footprint associated with that email address., However,

stated that he could not verify his theory, as had no

additional data to corroborate it.

ig amenable to future contact with the FBI.
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Date of transcription _04/14/2016

| Chief Executive Officer (CEO), |
rwas interviewea at his place of employment,

| telephone number is| [ana—

his email address is| | 21so present for

this interview was FBI SA was advised b6
nature of the interview was to determline whether or not B7C

| had performed any penetration testing on the

clintonemail.com domain. After being advised of the identity of the

interviewing Agents and the nature of the interview, [::]provided the

following information:

did _not perform any penetration testing for the b6
clintonemail.com domain. recalled that the clintonemail.com domain biC
was previously hosted at the PLATTE RIVER NETWORKS (PRN) Internet
service provider in Denver, Colorado. |is'good friends with

who 1s|
at PRN. | [recalled speaking with| rEBEEE_HBLng
penetration testing on that domain, approximately six months prior the
large media coverage of the private server. provided security
recommendations for the system; however, actual penetration testlng
did not ultimately occur.
|ma1nta1ns a working business relatlonshlp with b6
PRN. If a PRN customer wishes to have penetration testing performed on b7cC
their network, PEN will then refer that customer to
Correspondingly, will refer their customers Lo PRN,
if thev wish to harden their network systems subsequent to a
penetration testing assessment. als
leverages technical resources at PRN for other projects, including
incident handling and forensic analysis. The two companies compensate
one another with commission checks.
bé
b7C
Investigation on __ 04/12/2016 : atI Colorado
File# _| lcyper~ 2% Dacdicated  NA D3
; : b7E
By 3A
bé

This document contains neither recommendations nor conclusions of the FBL. 1t is the property of the FB1 and is loaned to your agency; it
and its contents are not to be distributed outside your agency. biC
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[:::]recalled sharing seyera

the clintenemail.com

emails with PRN emplovees regarding

demain.

primarily dealt with l but

remembered that there were a couple of other PRN employees included on

the exchanges. th
email between him and
file in a physical 1A

en went to his office and printed out several

Those printouts are enclosed for the

envelope.

never had access to the clintonemail.com domain,

nor do they host any of their company services on PRN networks. The

extent of interactions with PRN employees, related penetration
testing, and the clintonemail.com domain are documented in the email
exchanges that provided during this interview.

While reviewing the emails provided by SA ﬁdentified

rQﬂE.mh;ﬂh.ZﬁiﬂIﬂDﬂﬁﬁ_ﬂ

public news article, where an individual named
had utilized a scanning tool called FIERCE to

identify the addresses used for HILLARY CLINTCON’s (CLINTON's) perscnal

vided that the referenced
provided thatl |formerly

managed an Internet blog where he posted new hacks and exploits on

almost a daily basis. A few years ago, however, went dark and
discontinued publishing his findings on the Interne provided
that goes by the name of within the€ hacking

community.

has known I_
a passion for music.

for several ?ears. The two of them share
recalled that a

business that put on large-sgale rock concerts, which would rival that

of a Madonna-sized concert. the

r ' commeon bond. Additicnally recalled that
| |a blimp company that provided aerial
coverage over large public events.

ecalled meetin at a Colorado technical event,
whichi | | referred to the event as a leads
event, which was a technical expo in Colorado where information
technology experts could exchange ideas and n (o} ith one ancther.
During that event, spoke_on a panel with and a US
SECRET SERVICE Agent, named During in uctions with one
apother prior to the event, ecalled USSS SA stating to
that he had recently served a warrant at PRN. surmised

that statement to relate to the on-going investigation ¢of CI.INTON's
email server. Agent Note: A follow-up call to USSS SA identified

bé
b7C

b6
b7C

b6
b7C

b6
b7C

b6
b7C

b6
b7C
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warrant referenced in that conversation was served in support of

different matter.

rlews |

gituation|

as a “good guy”, who is caught in a bad
has stated his frustrations t4:f:;JrEgarding the

CLINTON email investigation. stated that it has had a
direct impact on PRN’'s business, and that they have spent a large
amount of money in legal fees related to the matter. Primarily,

is concerned over the negative publicity that PRN has
received in the news media. Additionally, PRN has been asked to step
out of certain requests for proposals (RFP’s) as a result of the

investigation.

In addition tol

l| |has also had limited interactions

with PRN' | Last Name Unknown (LNU) .
However,ri has been| |primary point of contact at PRN.
-When asked whether or not utilizes the

social media cyber security product,| Ftated that they do not.

is amenable to future contact with the FBI.
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Date of transcription __{ 1/24/2015

b6
date of birth (DOB} L was b7C

intervieyed by PFederal Bureay of Tnvesticats (FBI) Special Agents
(SA) and at the law offices of
DAY PITNEY located at Cne Canterbury Green, Stamford., CT 06907 S50
present for the jpterview were DAY PITNEY attorneys and
After being advised of the identity of the
Interviewing Agents, and the nature of the interview, provided
the following information:

be
is currently employed as at b7¢C

DATTOU lIocated at 101 Merritt 7, Norwalk, CT 06851, and _has beld_shaT
position for| Prior to that, | Iwas
and worked partly as the

o DATTU.

DATTO is a company that provides products and services to small
businesses related to cloud storage and disaster recovery. DATTO had
an established relationship with PLATTE RIVER NETWORKS (PRN) and
provided them server back-up and recovery services for some time.
DATTO’ s relationship with PRN was already established in 2013 when PRN
acquired a new contract to manage an emaill server with a client known
to DATTO as CESC. At the time, DATTO did not know who PRN’s client
CESC was.

When PRN reached out to DATTO in May 2013 to provide back-up
services for the CESC client server, PRN requested a slightly
different service from DATTG than they normally request. Typically,
PRN would request that DATTO back-up remotely to DATTO’s secure cloud.
For the CESC client server, PRN requested that the server be backed-up

Investigation on ___{1/19/2015 at Stamford, Cr

. b3
Filc # 302 7 3’? Daic dictated: N/A b7E

By SA | SA }z’u{ pr

bé
b7C

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is Joaned to your agency: it
and its contents are not to be distributed outside your agency.
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Continuation of FD-302 of Interview of . . On 05/02/2015 | ]’agc 2

locally and privately. At the time of  this request, it was not only a
new request for PRN, but a non-standard process for DATTO. In order to
affect the private, local storage needs for PRN'’s CESC client, PRN
ordered a SIRIS 2000 device from DATT®, but forgot, or did not know,
to also order the private node that the data would be routed to and
stored on. Because of this, the default .on the DATTO configured SIRIS
2000 sent the CESC server back-up data remotely to DATTQ’s secure
cloud and not to a local private node. This default configuration on
the SIRIS 2000 has since been changed.

stated that PRN must have known data was being logged in
DATT ecure cloud and not on a local private node. As evidence,

stated the partner portal, that PRN had log-in credentials to,
Mad & reature displaving backed-up data and options to delete cloud or
delete local. stated PRN would have seen their back-ups under
delete cloud. Additionally, was shown a document provided by
DATTO indicating email records were manually deleted from th
secure cloud back-ups of the PRN CESC server in March 2015. | |
stated that it couldn’t have been a DATTO employee that deleted those
email records, because there would have been a work ticket indicating
as much, Concerning the IP address associated with the March 2C15
deletions,' thoughtl iwas the DATTO relay server
2

handlj the co ction andl |was a local host connection.

stated PRN had log-in credentials on the partner portal that

Ten € tied to one employee, so he did not know who from PRN logged
in at any given time. '

Data 1s sent to the DATTO cloud through Secure File Transfer
Protocol (SFTP) from the local DATTO device purchased by the client.
Multiple DATTO devices, for different.clients, are synced to one node
for unified data storage. Each DATTO device is segmented on that node
and only writes to a directory paired. with the corresponding device.
The data on the servers is partially encrypted and a password would be
needed to access remotely.

The DATTO server farm is housed in Pennsylvania, multiple levels
underground, in a secure facility. In order to access the facility,
you must be a client there and process through security, which
includes a biometrics scan. The cages that house the servers are also
locked. '

b6
b7C

bé
b7C
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DATTC virtualizes systems locally on the DATTO appliance or
remotely in the DATTO secure cloud. As part of this process, an
automatic test is conducted to verify the virtualization where
screenshots of the windows login screen are sent to DATTO clients.
Many of DATTO’s clients, to include PRN, would occasionally get
“backup verification failure” notices showing their DATTC device was b6
unbootable. indicated this notice occurred very frequently and »7C
almost always was an issue involving the virtual environment and not
DATTO actually failing to maintain back-ups of the associated servers.
This issue was usually resolved with a handful of solutions to lnclude
changing drivers and controllers or lengthenlng windows for
verification,

DATTO never altered or configured the retention settings
regarding the period of time or frequency that the PRN server was
backed uvp. The retention settings are set by the client.

On 08/13/2015, after the CESC client was known to DATTO and
lawyers became inveolved regarding the retention, preservation and
production of records regarding the CESC client, DATTO shipped a new
SIRIS 2000 device to PRN. The impetus.tc the shipment was the '
realization that the SIRIS device originally purchased by PRN was not
encrypted. The provision of the new SIRIS device was initiated by, w6
DATTO and brokered by their attorney, DATTO provided the b7C
device to have increased security while also ensuring continuity of
operation on the server.

i

b6
stated the DATTO secure cloud is fregquently scanned and b7c
he has no.knowledge of any intrusion or deep penetration of their
systems. stated the best place to look for network intrusion
is the system logs.
. b6
never discussed federal records retention or classified p7C

information with any representative of PRN or CESC.



FLIR02a {Rev, H-6-03)

b

ALL INZORMATICH COHTAIMET
HEEEIN IS UMCLASSIFIED

b6
b7C

b6
b7C

b6
BC

b3

be
B7C
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FEDERAL BUREAU OGF INVESTIGATION
it of transeription | OTO8ER1E
Reﬂords Managemant Division,
Revords lrfbrmatiﬁﬁ #nd Digsswination Ssetion, Winchestesr, Virginia
was  interviews ah  FBI Headguarters, Washinguon, LL.C. After heing
aﬂvﬁged of ths :dmn*iLics of the interviswing lgents angd the nabture of
tha Inbtervisw, provided bhe fellowing information:
{Q:“'i(‘ 5 e
talaphons | | _has bheen emploved in the Regords
Management Division for the past WERATS .
ApproXximataly 6 weasks agw,l | recaived an emalil from
I:l.f;f thae Department of State {(FUATE}] Preadon of Informabtion dob
{FOTAY ssotion. Iil amatl anclosed coples of 3 emall commmanicaiions
from former Secrebary of State HILLARY CLINTON's private emadl account
which STATE helisved nay abaln YFBIL &ﬁﬂi*iﬁ“-” SFTATE reguested ths
FRI conduct an a@p“opriatp classificatiayd yiew of the emalls priox
ta theiry gohsduled FOYA public release. advisad thess 2 omails
were transmititad ro him on & alassal smail sysvem bur were narked
unlassified. racognized that ab least 1 of the emalls appeared
MA“CSLt*wm and fortwardad same to the Oounterterrerism Division (O
Fox reviaw., Thags emalls were yveviewsd by
angd of oTh
relayad thase findings bto STATE as per prolocol,

be
b7C

b3

b3

b6

Approxipately waak later, STATE's Qffice of Legal Counsel (QLC)
contantad and gusationed Lie FRI = \3:3“\‘?5: PAROFORY devermination,
cenld mot recall the name »Ff the calls RCLQK ing ta OLC,
does not have an official government ana t&ereﬁore it believed the FBI
could anot olassify a dotument bhace on the PGEI caveat. QLT also
advised that they, not the FRI, are thsa Judge of potential harm to
foreign governments and therefcre the FRY Ald oot have the sight vo
clazsiiv oa document baged on thoge conditions. h
as such remadined olassifisd atr the SECRETYS/NEOEN level | Iiﬁir:*‘:.y

Irvestigationon 07300015 T Washingiop, 13,87

Pruse dichngd

T

7

e
3

T,

This doourmen] contaims niither tecomemdaiions nor conclugions of the PRI
el 188 pontenis wed pot (o be distebuted suisldy your sguney,

i is the propecty of the FBI and 6 loused 1o vour sgensy it
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belisved, hasad on NE el oam an  Original Classificavion
Authorioy {OCAY, that the  2mail was cimg.ﬂ“eu wroneriy and
acourately.

Shoridie theraaftas racseived a oall from

l of the International Operationsg Divis
(IOD) of the FRI. _whq “pragsursd® him to change the clasgified asmail
co unclasaified, indicated he had heen contacted by PRATRICK
KEHANEDY, tmderascretary of Stabs who  had sgked his assistanca in

alterd the emalill’'s »&,a_h_(.;mwattmﬂ in exchange for a “gquid pro gue.”
Iﬂl advised that, in exchangs for marking the smail unclsssifisd,
STATE would reciprocate by allowing the FBI to placs more Agents in
countries where they sre presently forbidden.

Following the above axchangs, I:l wxs  summoned Lo an “all
. STATE to discugs matters pertalyging to  th
3 opending CLINTON FOIX materials.

STATE, along with represantatives frowm CIA, “71»;
gbther gov unen*‘ af;ezmis:s ware present. PATRICK KEMNNEDY m esidad
pver tha *ﬂsealr‘f; Durding bthe comnversation, a paxticipant ioaid
asked whether any _of the emails in guasgtion wera olass

shad wheihe _ peils YR lassifiad. gkd b7C
g@ye oontact with EENNEDY rvemarvked, “"Well, we'll geas . ” ﬁl

;Je_alm*._ o this was yefarsnce o Che FRI‘s caleggorization of the
IBCRELS /K 3:‘(3&1\: email which KENWEDY was abiempting. to influvence. In a
{)Tlvat‘;- gabing with KENNEDY following the all agency mesbing, KENNEDY

asbed whether the FRI oould “ses thely way Lo masking sl l
unclasgifisd?” According ©o M’”NPD‘ spent the next 1% minutes
debating the classification of the emsild and attowpiing Lo influsnoe
the FBI bo ohange its markings. lince continmuned o assert Lhat

t

the awnall wag approgriately marked SBCRET/ /NOFDORN, KERHEDY ssked who
elas in bthe ¥FBI he coould speak with on the malter. | | relexred

»

HENNEDY o MICHARL STEINBACH, Assistant Direcuoxr of OfD.

I:l wag then present during a conferance call ix‘vmlving HKERNEDY

ea:n:i STEINRASH in which EKERREDY conbinued to pressure the FBY fo changs
e olassified wmarkings on fhe emall o unglassified STRINEACH
ei:uf" ed o do so. Pricor to ending the canvergsabion, KEBZ‘NEDY anke

s T,

whether thet FRI «r STATE would conduet the public statementg on th
mavLer. TRINBACH advised XKENNEDY thai the FBI would nobt  comment
‘ubli&:};y on the matter. The condferxence call endsd and, acr:@:rding Lo
b the Associlated Preaeg (AP publisbhed the story within the hour.
of State CLINION appasared in frontt of the prass

(ll

Pormar S8
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shorfly nhsvs safear to deny having  sent classified

AAT G

orivate amall server.

claszified nature of the CLINTON amails in

balisves STATE hag an agonds which

interests and those of CLINTON. Sinces the above

received approxi mﬁft_y 2 or 9 more amalls
eguitiss, 1 of which he belilewves wmay be glassi

from

Fiad

smails on hex
imvolves minimizing the
order Lo prmt ech STATR
incidents S5

BTATE in rulv.am*

SECRET

> FNOFORN,

FBI
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FEDERAL BUREAU QF INVESTIGATIHON

Daate of werseription _09/03/2013

(LEeEe [Federsd Burean of hovestigation (81 | o
srnationsl Operattons Division (0D, who 8 currend iyl p7e
retivement on | was interviewed i person by TR Soevial Sgents nd
Supsrvisory Special Agent {8 ‘Uwr at located at
| After being advised of ihe dentity of the interviewing Agents and the nature of the
interview, provided the following information;
(UIARGHO) As interacted with PATRICK F. KENNEDY, U.S. oF
Department of State {DoR) Under Secretary of State for Management. | land KENNEDRY s

redationship was professional. The tee got along, b did not agree on mumy matters related 1o the FRPs
role and authority ovorsens.

f'{"*’-’i-'-ﬁi-?@) I lade May or surlv Jugs. found a note on his desk indicating };3 c
KENNEDYY contacted him, Was surprised, as both bis Assistant Director {AD) ff}i-IN '
BOLES and Executive Assistant Divector (EAD) RORERT ANDERSON, had both been trying to vontact
KENNEDY for months witheut response.

(LIFOEO) When returned KENNEDY s eal, 1\,1.3\ NEDY asked =
assistanee i changing a classification of FBI m?i)mm{ion gontaned in an eqanail, KENNEDY did ne
providy with the comall, boweegr he wold Iih; of
FBIs Records Management Division (RM 3}] [was the one that told KENNELY e
docusnent was classifiad,

(UA/FOES) KENNEDY toid that the FBIs classification of the g-mail in question 22 5
vaused problems for KENNEDY and KENNEDY wanied o classify the document as “B9.” KENMNEDY
further stated that the “BYY classification would allow him o archive the dectment in the basement of
{308 never to be seen agiin. was st sure of what KENNEDY meant by ¢ “Bg”
classifieation {Note: B9 my wy be g refergnee fora POIA exemption].

{LI/FOEE) Not val bnpwing the e-naif's {}m‘ﬁn'i,I:I?t}}d KEMNEDY he would look be
e the ¢-muadl matter W KENNEDY would provide authority concerming the FBE s request to loerease i p7C
personpel in frag.
investipailon og _ UO/033S it Washinetan, D 52
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{UPEEER Following Bis sogversation with KENNEDY ,J Immacaad to
discuss the e-mail of concom) roid khe e-mail of KENNEDY S concern was
classified by the FBI Counlerterroriam Division (CTD) and was refated to the wtiacks on the ULS.
Consulste in Bonghazi, Following his conversation with ponacted KENNEDY

aed informed him that thers was no way he could assiyt KEXNNEDY with declassifning the information
contained in the e-mail.

{u "i’ﬁi"ﬁ'}l }im id ANDERSON and BOLES abowt KENNEDYS recuest to

declassify the e-mail and| [response denying the ability 1o do so, however]
id not diseuss the content of the o-matl with them.

(/P Agent notes are maintaived in a 1A envelope.

b6
b7C

b6
b7C

be
BIC



LAl
N

\ 4 S o
; ALL INFORMATION CONTRINEDR

FD-302a (Rev. 10-6-95
Wen iRy ) BEREIN IS UNCLASSIFIZC

-1- DCATE 10-D5-2016 BY 537385T%4 N5ICC

FEDERAL BUREAU OF INVESTIGATION

 Date of wanscription _1/19/2016

U/AEH6) On December 16, 2015 Owner and Chief Technology Officer
was Interviewed by Federal Bureau of Investigation (FBI) Special fffnl fS,A

d SA Also present for the interview was | attorney

After being advised of the identity of the interviewing agents and the nature of
the Interview, rovided the following: _

U/ founde( while living in Chicago and currently has a family
of approximatel Emplovees comprised of full and part-time employees, as well as subcontractors.
In early 2013,| |a business associate 0:1 contacted her about a client who
needed a new email server. Aftef | expressed an interest in the project and understood the clients -
were HILLARY AND WILLIAM CLINTON, but her in contact with CHERYL A
few other personnel assisted with invoicing and technical aspects of the contract, buﬁdid
most of the work Berself.| | primary contacts were MILLS and BRYAN PAGLIANO; MILLS
helped prodyce the proposal and PAGLIANO assisted in developing the requirements for the server
architecture, started the discussion by providing a range of options from low-cost Gmail to a
more sophisticated private server. She understood the client’s impetus for the project to be
reliability/uptime and security in the wake of a situation where the client’s private server housed in their
residence experienced one wegk of downtime because of a storm. The client selected the private server
from the options provided by Backup systems were planned for Phase 2 of the project, but
was not involved in those decisions. ' :

(U/F6B6) As part of the initial conversations with PAGT.TANQO and MII_,LS. L‘new at
one point the domaing and number of email accounts on the server, but could not recall those details.

Additionally Ihad no knowledge of email servers owned or operated by the client prior to the
equipment maintained by PAGLIANO.

(U/6B56) After the client selected a private server contacted two firms she had prior
experience with: GRAVITAS, a large Information Technolo and PLATTE RIVER NETWORKS
(PR] 1 . After the client selected PRN worked with MILLS, PAGLIANO,
and o develop the details of the project| | was only involved in one
or two meetings; elieved he was curious about the process. PAGLIANO handled the technical

nvolvement gradually faded out. The client occasionally reached out for assistance and
would help where she could. Payment for her services was billed for the entire task, not hourly, so
. did not charge any fee for this assistance.

aspects of the project and MILLS handled strategic concerns. As PRN took over day-to-day manzﬁ
she

Investigation on __12/16/2015 at New York NY

File # 302 ~ Y4 _ Daledictated___ N/A
i
By SA l-! ! r/ 20,

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FB] and is loaned to your agency; it
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Continuation of FD-302 of Interview.of] | . On 12/16/2015 , Page 2

(U/FoEe) elieved a CloudJacket-type security device was part of the project design, so
when it wasn’t part of the initial instali, she pushed for the implementation of it after the migration from
the PAGLIANO server to the PRN server. During the migration, she was not in the weeds, but knew
enough to know it was done correctly from a security standpoint, was not aware of any security
intrusions or compromises while she was involved in the day-to-day operations of the transition, nor was
she brought back in after the fact on any security issues. In addition to the CloudJacket, as part of the
security considcrations,:discussed transitioning from BlackBerries to the iPhone with the client, as
well as blocking international access to the server. Ultimately, the client chose to stay with BlackBerries
and international blocking was declined because the client frequently traveled internationally. '

/fPOYHE) Since press reports of"I:lassociation with PRN and the CLINTON's went
puinc]

and some partners contracted Depth Security to conduct Vuinerability Threat
Assessments for some of their shared clients. was not aware of any such assessment conducted

on the CLINTON’s server.

(UHFQH@)I:lhad no knowledge of the following topics as they relate to the PAGLIANO or
PRN servers: '
¢ moving emails to a new domain

* laptop backups

e temporary backups

o classified information
¢ federal records
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Date of transcription _05/26/2016

(U/FEH6) On May 23, 2016 |date of birthl Jms_m.lf_nuﬂnﬂd_

by Federal Bureau of Investigation (FBI) Special Agents (SA) and S

at the offices of Platte River Networks (PRN) located at 5700 Washington Street, Dlﬁuxf‘.r_(.‘.ulmd.u_l
80216. Also present for the interview was and via speaker phone,

both attorneys at the After being advised of the identity of the interviewing agents and
the nature of the interviewj Iﬁrovided the following information:

(U;’:‘FGBGj:l was given PRN administrator credentials to the Clinton Executive Seryi
Corporation (CESC) email server. but could not recall logging in to the server. understood
were in charge of handling the CESC clien recalled he
assisted with the CESC client less than five times. He recalled he once assisted someone from CESC in
updating their operating system. talked to Last Name Unknown (LNU) from CESC most
times.

(Uf/FGﬁG)I:lwas not aware of a laptop containing an archive of email belonging to
HILLARY CLINTON that was shipped to PRN around February 2014. was not aware what
became of the foregoing laptop.

(Ur’/F-GH-Si |was not aware of any support PRN provided the CESC client from October
2014 10 2015 was not aware of any CESC request to delete, wipe or shred their email
records. was not aware of any email content being transmitted to CESC.

(U/ASH6) At this point in the interview, Agents displayed PRNI provided records and email from
the March 2015 timeframe. provided the following information:

(U/FEE6) as not aware of a trip made by PRN employeel |t0 the
Equinix data center in Secuacus, New Jersey.

(U/AFEH6) After Agents displaved an email dated March 09, 2015 where CHERYL MILLS
discussed preservation of materials| had no knowledge of the email or any request by any entity
to preserve CESC related data.

Investigation on __ 05/23/2016 at Denver, Colorado

File# _| 302 -9 Date dictated ___ N/A
N

By SA]

This document contains neither recommendations nor conclusions of the FBL. [t is the property of the FBI and is loaned to your agency; it
and its contents are not t¢ be distributed outside your agency.
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Continuation of FD-302 of Interview oi I , On 07/23/2015 , Page 2

(U/Fege has no recollection of a conference call on March 25, 2015 or March 31, 2015
with CESC]| |stated CESC never requested their email content by deleted, wiped or shredded.

(U/rede) was unaware of any PRN employee conducting manual deletions of the

DATTO device used to back-up the CESC email server.

(U/rFeye as unaware of any successful computer intrusion of the CESC server.

(U//FEYHE) Notes of the interview and documents displayed to
FD340 envelope and filed with the captioned investigation.

will be maintained in a
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was interviewed telephonically by Federa

Representin

P\Ssistant to President William J. Clinton,

Date of transcription _6/29/2016

LBuL:a.u_Q_LIInvestigation (FBI)
and also present for

Special AgchL
the call, was

from The Department of Justice

(DoJ) Counterintelligence and Export Control Section also participated in the call. After being advised of

the identities of the interviewing agents, and the purpose of the interview:'provided the
following information:

(U/R6U6)

lwas not familiar with Tor, which enables anonymous communication, nor
did ver use Tor.| Idcscribed herself as a “very low tech person.”

used various communication devices and computer to remotely sign into

her @presidentclinton.com email account. These devices included an iPhone, BlackBerry, and on rare

occasions, a laptop.

computer at the Clinton Foundation.
was not sure of the specific version.

sign onto her email.

so accessed her @presidentclinton.com email account from her desktop
desktop computer operated off of Windows, but she
urther stated that she used an Apple Mac on occasion to

(U//FOEO)

id not recall experiencing any unusua

spam or phishing email activity

related to her @presidentclinton.com email account in January, 2013,

January 5, 2013.

was in New York on

(U/AOE6) A copy of the original interview notes are attached ina 1A envelopé.

Investigation on ___6/29/2016

al Washington, D.C.

File # | !302 o 217) Date dictated ____N/A

Byﬂ

| 54|

This document contains neither recommendations nor conelusions of the FBI. 1t is the property of the FBI and is loaned to your agency; it
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Date of transcription _09/21/2015

On September 14, 201 J Platte River Networks, date of birth
social security number| [was interviewed by Federal Bureau of Investigation (FBI) Special
Agent (SA) land SA Also present for the intervigw was
from| and Department of Justice (DOJ) Attormne

After being advised of the identity of the interviewing agents and the nature of the mtervxew
’irowded the following:

In February or March 2013, vas informed by
at Platte River Networks (PRN [, of a potential contract managing email for a high

profile client, but did not know who the client was. was not involved in the proposal or technical
solution for the client nor did he have any_ﬁ;sj_hmd_mgﬂmm anyone representing t
and handled those matters.
eventually learned the client was WILLIAM CLINTON and HILLARY CLINTON (CLINTON), doing
business through a comparny namcd CESC. At some point during the process, CESC conducted
background chec ould provide the technical supnort for the contract. Those
individuals were and did not know why CESC
conducted the background checks, but assumed it was because they were a high profile client.

On or about March 2015, first learned about concerns regarding CLINTON’s use of a
private email server when it was reported by the media. Due to this increased attention, PRN decided to
place Internet Protocol (IP) country blocks and took other additional steps to secure the CESC server. In

the same timeframe, participated in a conference call with CLINTON’s counsel, Williams and
onn ete LINTON’s email was stored. While vas on the call,
nd handled most of the questions. Subsequently, PRN received a preservation

letter from the United States Senate and a preservation request from the FBI. PRN brought their own
counsel on board to assist with these requests.

After receiving the FBI’s preservation request, PRN received a letter from Williams and Connolly
wme FBI the CESC server used prior to migrating email to PRN acauire
, traveled to New Jersey and turned over the server to the FBI. tated

did not power up the server before providing it to the FBI.

The CESC email server architecture also involved a DATTO backup appliance. The DATTO was
configured to store backup data locally, however, due to a glitch, DATTO backed up data to their cloud
for a period of time. On or about August 24, 2015, DATTO sent PRN a letter stating they would stop

Investigation on __09/14/2013 at Denver, Colorado

File # _| 302 —\3 Date dictated ___ N/A
= }ql”j?ﬂlr

By SA | sa| oftfzots
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Continuation of FD-302 of _____Interview o

backing up to their cloud and preserve what was in their possession. The DATTO has a 60 day purge-

,On 09/14/2015 . Page 2

cycle, therefore, DATTO should have data from 60 days prior to August 24, 2015.

btated

and|

email server project never heard anyone related to the CESC project discuss the existence of

classified information on the server.

would have specific details regarding the CESC
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Date of transcription _ 05/26/2016

(U//FOB6) On May 23, 2016, date of birthl was interviewed il
by Federal Bureau of Investigation (FBI) Special Agents (SA) and S
at the offices of Platte River Networks (PRN) located at 5700 Washington Street, Denver, Colorad
80216. Also present for the interview was and via speaker phone,l |
both attorneys at thﬁl | After being advised of the identity of the interviewing agents and
the nature of the interview| [provided the following information:

(U/[FOB6) |was not aware of a laptop containing an archive of email belonging to K5
HILLARY CLINTON that was shipped to PRN around February 2014. was not aware what B7C
became of the foregoing laptop. :

(U/FeB5e) only recently was made aware of a CLINTON email archive file being };?!c:
{r. 1 i ive Services Corporation (CESC) around July 2014 andjmi.ﬂm.bﬂ_ﬂllﬁ
b . as not aware of the request by CESC, or transmittal b
as it was gccurrin was of what specifically was requested by CESC or exactly how

fulfilled the reques&lnever spoke with anyone at CESC.

(U/FEH6) |was not aware of any support PRN provided the CESC client from October zgc
2014 to January 2015 was not aware of any CESC request to delete, wipe or shred their email
records.

(U/FOY6) At this point in the interview, Agents displayed PRN provided records and email from
the March 2015 timeframe, provided the following information: zgc

(U//FOB6) In March 2015, when various media outlets reported a private email domain and
server was used by HILLARY CLINTON, PRN decided to create an internal “share drive” and control
access to only the PRN employees working the CESC account. PRN never deleted information pertaining
to the CESC client and provided the FBI all records they maintained pertaining to CESC.

(U//FOHO) In March 2015, stated PRN employee ltravelled to the e
Equinix data center to check the security of the servers and to ensure they were “locked tight.” After the
media reports, PRN was even more concermned about the security of the server.

Investigation on __ 05/23/2016 at Denver. Colorado »3

File# _| 302 ~ 90 Date dictated ___N/A b7E

By SA bA| be |
b7C
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(U/AeB0) After Agents displayed an email dated March 09, 2015 where CHERYL MILLS
discussed preservati terials,lp_y__l could not recall any other request by any entity to preserve b6
CESC related da received guidance attorneys and understood CESC client e
information and records should not be destroye believed the preservation request applied more
to CESC records and not necessarily email content. belicved the preservation request to be a

request from the government.

(Uf/FGHGﬁlj:Im_fI:d no specific recollection of a conference call on March 25, 2015 or March 26
C

31, 2015 with CES stated CESC never requested their email content by deleted, wiped or p7C
shredded, had a memory of a request by CESC to confirm their server back-ups were still
working, but could not recall the specific request. was aware CESC wanted their email retention
policy changed to 60 days.
(U/FOB0) was unaware of any successful computer intrusion of the CESC server. };?‘rc
(U/FEY0O) Notes of the interview and documents displayed to will be maintained in a
FD340 envelope and filed with the captioned investigation. bs

p7C
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Date of transcription _{8/17/2013

On August 17, 2015, KATHERINE M. TURNER, Partner at the law
offices of Williams & Connolly LLP, 725 12" gtreet, N.W. Washington,
D.C. met at her place of employment with Agents of the FBI to discuss
voluntarily turning over six (6) laptop computers in her possession

known to contain Top Secret classified informaticn. Also in attendan
werel |of the FBI‘s Qffice of General Counsel, | b6

, Trial Attorney for the Counterespionage Section at the #ie
Department of Justice, | an attorney with Williams &
Connelly LLP, and counsel for CHERYL MILLS, from the

law offices of Paul, Welss, Rifkind, Wharton & Garrison LLP.

Prior arrangements had been made to meet at this time and place
to discuss an agreement through which Williams & Connelly would
voluntarily turn over to the FBI six (6) laptops computers used by the
firm to view email communications from the private server of former
Secretary of State HILLARY CLINTON. TURNER acknowledged that these
laptops contain Top Secret email communications and attorney/client
privileged communications. TURNER sought to turn over the laptops as
soon as possible but wished to ensure that privileged communications
on the laptops would remain confidential. TURNER declined to provide
consent to search the laptops and wished teo arrange for secure storage
of them in a manner agreeable to both the FBI and the atteorneys. The
FBI agreed to provide TURNER with a draft' letter outlining the
proposed conditicons of storage as soon as possible.

Contrary to statements made on August 6, 2015, TURNER advised
that only five of the six lapteops are in the possesgion of Williams &
Connelly, the sixth being in the possession of b6
counsel for CHERYL MILLS, former Chief of Staff for CLINTON. b7C
admitted that the computer in his possession has been connected to the
Internet on numerous occasions subsequent to being loaded with the
classified emall communications of HILLARY CLINTON. This laptop was
possessed by CHERYL MILLS but wutilized by HEATHER SAMUELSON, an
attorney on her staff, to conduct a review of approximately 60,000
emails originall contained on CLINTON’s private email server.
According toI SAMUELSON deleted CLINTON’s personal emails

Investigation on __08/17/2015 at Washington. D.C. b3
b7E
File# | -9 Date dictated ___ N/A
) b6 x
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from the original 60,000 resulting in the 30,490 emails eventually
turned over toc the FBI.I lclaimed the other emails had been
deleted from the laptop but was unable to specify whether they had
been forensically wiped to an unrecoverable state. :

Continuation of FD-302 of Interview of Katherine M, Tumer . On 08/6/2015, Page 2

b6
b7C

Both and TURNER admitted that the emails contained on
these laptops had been viewed by attorneys who did not have a security b6
clearance at the time they reviewed the material. TURNER said the bie
emails did not contain classification markers and thus they were not
aware that they were classified at the time.
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(U//BOEO) On December 10, 2015 | date of birth of the | ’;je
Office of the Legal Adviser, Financial Disclosure Divfsm_u.im:um:m of State was interviewed by
Federal Burcau of Investigation (FBI) Special Agents d Also
|_mﬁimrre Trial Attorney, Public Integrity Section, U.S. Department of Justice and

Attorney Adviser, U.S. Department of State. After being advised of the identities of the
interviewing agents, and the purpose of the interview, provided the following information:

- (U/FOYO) In2009] | worked as an Ethics Analyst for the U.S. Department of State.
She was responsible for reviewing the Financial Disclosure Forms (SF-278) of new and current
employees to assess if their investments, or outside income sources, created a conflict of interest with -
their position at the U.S. Department of State. When had questions about the filer’s SF-278 BTE
she would contact them directly, either telephonically or via email, to clarify the filer’s responses.
vould then amend the SF-278 to reflect any corrections or clarifying information provided by
the filer. She would then send a copy of the updated SF-278 to the filer for their personal records. Once
the SF-278 was finalized an assessment was made on whether the filer’s investments, or other financial
interests, p sed a potential conflict of interest. The assessment was then signed off on b
Supervisor, Upon completing the review a physical file containing the SF-278 ancl
supporting documents were maintained for a finite period of time before it was destroyed.

bé
bL7C

(U//FO98) was shown copies of the following documents:

¢ New Entrant SF-278 submitted by BRYAN PAGLIANO on April 15, 2009 _
e Email fromn to PAGLIANO dated August 25, 2009, with the subject “Ethics b6
; Clearance.., (Reply Requested)” b7e
e New Entrant SF-278 submitted by BRYAN PAGLIANO on April 15, 2009, with
- handwritten updates _
* Incumbent SF-278 submitted by PAGLIANO on April 4, 2010

(U/A8H0) After reviewing the documents,) confirmed that she had sent the above b6
referenced email to PAGLIANO to clarify some of his responses on his original SF-278. b7c
provided that the email contained her original message to PAGLIANO and did not appear to have been

_ _ s

Investigation on 12/11/2015 at Washington, D.C. bTE
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Continuation of FD-302 of Interview of ,On 12/11/2015 , Page 2
altered in any way. also confirmed that it was her handwriting on the updated New Entrant
SF-278 form and that the handwritten notes reflected additional information provided by PAGLIANO in
response to her ematl. could not recall any additional information about her exchange with
PAGLIANQ, aside from what she had written on the updated SF-278.I:beIieved that Egc
PAGLIANO had provided the updated information to her via email but she no longer had those emails
because she purged her emails when she changed positions at the U.S. Department of State.
further noted that the physical file could not be found and had likely been destroyed.
(U/HF0H6) eviewed the [ncumbent SF-278 form filed by PAGLIANO and noted that oo
she did not conduct the review of that document pointed out the checkmarks on the form and RI8
ﬁ fit they were not her handwriting. did not know who reviewed the form but stated that
should be able to identify the reviewer based on internal computer records.
(U//FOYO) With respect to the Incumbent SF-278 form filed for 2009, stated that all P
mcome and compensation from 2009 should have been captured in Schedule A. This includes any
income in the calendar year, even if it was received prior to his start date with the U.S. Government.
noted that the only exception to this would be if the income was from another government
entity. However, income from a political action committee or another campaign related organization
would not qualify as other government employment.
(U/ESEE) noted that in 2009 the filer would have been provided with several pages of 56
instructions on how to correctly and accurately complete the form. provided an electronic b7¢

copy of the instructions to the interviewing agents.

(U//F&E6)} A copy of the above referenced documents and the original interview notes are
attached in a 1 A envelope.
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On September 2, 2015,| | a Special Agent with
Homeland Security Investigations (HSI), Department of Homeland b®
Security (DHS), Norfolk Virginia, was interviewed at the Federal Ko
Bureau of Investigation (FBI}). After being advised of the identity of
the interviewing Agent and the nature of the interview,
provided the following information:

was previously an agent with the U.S. Department of
State, Bureau of Diplomatic Security (DS]. [ | 1eft DS in 56
approximately spouse, was also a ¢

~pricr DS agent who, from 2007-2002, served as an Assistant Shift
Leader on former Secretary of State CONDOLEEZZA RICE’s and HILLARY
CLINTON’s protective details. [::::::::] served briefly on former
Secretary CLINTON's protective detail in 2009 From her own

[fffffiffje; and information obtained through and other agents,

degscribed a “stark difference” between RICE and CLINTON with
regard to obedience to security and diplomatic protocols. RICE
chserved strict adherence to State Department security and diplomatic
protocols while CLINTON frequently and “blatantly” disregarded them.
For example, it is standard security and diplomatic protocol for the
Secretary of State to ride in the armored limousine with the local
U.8. ambasgador when traveling in ¢ountries abroad. It is seen as
diplomatic protocol for the Secretary of State to arrive at foreign
diplomatic functions with the 1local ambassador; however, CLINTON
refuged to do go, instead choosing to be accompanied in the limougine
by her Chief of Staff, HUMA ABEDIN. This frequently resulted in
complaints by ambassadors who were insulted and embarrassed by this

breach of protocol. . explained that CLINTON's protocol
breaches were well known throughout Diplomatic Security and were
*abundant.”
explained that ABEDIN possessed “much mére power” over zgc
CLINTON's staff and schedule than other former chiefs of staff.
believed that ABEDIN herself was often responsible for
overriding security and diplomatic protocols on behalf of CLINTON.
b3
Investigation on __ 09/02/2015 __at Chesapeake, YA b7E
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On a trip to Jakarta, Indonesia, in early 2002, CLINTON requested
to visit an area of Jakarta that presented security and safety
challenges. This visit was vreportedly for a photo opportunity
regarding CLINTON’s “clean cooking stoves” initiative. The DS advance
team recommended against traveling to this area because the route
could not be secured and was lined with dangerous circumstances and
individuals. As such, the DS advance team recommended in writing that

this excursion be stricken from the schedule but were told by DS

management that it was going to happen because “she wanted it.” DS
agents felt this excursion into potentially hostile areas placed
CLINTON, her staff, the media, and her security detail in unnecessary
danger in order to conduct a phote opportunity for “her election
campaign.” DS agents had the perception that CLINTON was using her
position as Secretary of State to campaign for President of the United
States. DS agents felt CLINTON traveled with hand-picked media who
would present her in favorable light in orxder to garner political
suppert. It was also believed that CLINTON disregarded security and

diplomatic protocols, occasionally without regard for the safety of

her staff and protection detail, in'order to gain favorable press.

CLINTON traveled in an armored vehicle whose passenger windows do
not open. This 1s a design feature for the protection of the
occupants. However, the driver’s window does open slightly. On one
occasion while traveling to Palestine, CLINTON ordered the limcusine

driver, believed to be! to open the window while in
“occupied territory”, T g Lo a 1gerous area of the West Bank.
[:::::i:z]initially declined to respond to CLINTON’s request; however,
Tepeated demands by CLINTON forced him to open his window despite the

danger to himself and the occupants.

explained that security and diplomatic breaches were
oftell communicated from the foreign post back to the Department of
State wvia cables from the Regional Security OCfficer (RSO

cables often described incidents like those described above.
recommended interviewing current and former RSOs from foreign posts
visited by CLINTON during her tenure for more detail inteo these and
similar events.

Early in CLINTON’'s tenure as Secretary of State, she and her
staff were observed removing lamps and furniture from the State
Department which were transported to her residence in Washington, D.C.
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does not know whnether tnese items were ever returned to the
government upon CLINTON’s departure from the State Department.

Despite having her own DS security detail, CLINTON continued to
utilize a Secret Service security detail while at her residence in
Chappaqua, New York. DS security would meet Secret Service security at
the airport in New York and turn over protection to them. This
practice was unknown to DS prior to CLINTON's__t e and often
presented logistical problems to both services.[::ffff::] explained
that CLINTON's treatment of DS agents on her protective detail was so
contemptuous. that many of them scught reassignment or employment
elsewhere. Prior to CLINTON’s tenure, being an agent on the Secretary
of State’'s protective detail was seen as an honor and privilege
reserved for senior agents. However, by the end of CLINTON’s tenure,
it was staffed largely with new agents bec ' s difficult to
find senior agents willing to work for her.i Llaimed to have
had at ' least one conversation with Secret Service agents who
experienced the same poor treatment.

Inside CLINTON’s office at the Department of State there is a
Security cCheckpoint Kknown asg “Post 1.” Post 1 1is staffed by a
uniformed DS officer and a DS agent and provides security to CLINTON's

bt
b7C

b6
piC
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b7C

inner office. CLINTON’'s office is a Sensitive Compartmented -

Information Facility (SCIF) and Post .1 is located within that SCIF. By
DS security policy, no cell phones are allowed inside the SCIF and DS
agents, officers, and staff are reguired to leave their c¢ell phones
outside the door in secure lockers. CLINTON refused to abide to this
security requirement and brought her c¢ell phone, believed to be a
Blackberry, inside the SCIF where a DS agent assigned to Post 1 was
required to guard it. DS agents were indignant that they were required
to follow security policy but CLINTON made herself exempt from the
same regulations.
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(U//FOE6Y On February 10, 2016] | Dod | s frertened by e
Federal Bureau of Investigation (FBI) Special Agentd W lat the s
offices of Latham & Watkins LLP, 885 3™ Ave, New York City, NY. Also present were ancl

of Latham & Watkins. After being advised of the identities of the mter\newmg agents,
and the purpose of the interview, provided the following information:
(U;’;’FGH'G)l |is currently & |ancl a lat :_S,C

| He was formerly the|_|—l |

X |at the Department of Defense ( from Prior to the DoD)] }u
National Security Council (NSC) from| untill | During that &
§ from to the Fall of

[from| _ Juntil early| and then

(U/FOH6) provided that there were typically three to five Deputy Committee (DC) };?‘rc
meetings a week, up to four Principal Committee (PC) meetings a week, and NSC meetings with the
President as needed. Additionally, there was a weekly lunch between Secretary GAT ationa '
Security Advisory DONILON and Secretary CLINTONl:l provided that | :
the DoS representative for DC meetings and Secretary CLINTON was the DoS representative for PC and
NSC meetings. .
(U//FeH8) While at the NSC was responsible for working with the meeting zgc
participants, to include the Department of State (DoS), to coordinate and plan for each-upcoming meeting.
More Spemﬁcally,mould review memorandums, prepare meeting packages and control the flow
of inform een the agencies. These interactions occurred through both formal and informal
channels rovided that with respect to DoS matters he primarily worked with JAKE
SULLIVAN and JOE MACMANUS.
(U//FOB0) Prior to each DC and PC meeting the NSC would notify the participants of the
upcoming meeting and ask that they submit their meeting packages in advance so that they could be :
- distributed as read ahead material‘l-:lstated that he routinely worked with SULLIVAN to ensure b6
that Do§ agendas, talking points, and formal documents were received in advance of each meeting, b7c
noted that he would sometime provide relevant documents, such as ODNI assessments, to DoS
Investigation on __2/10/2016 at New York, NY ; E?E
File# | |302 . 5h : Datc dictated ___N/A
By SA| : bE
' b7C
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for their use as they prepared their meeting packagesl stated that the classification level of the
packages was dependent on the content and could be unclassified, classified or a mix. Documents and
meeting packages were typically transmitted between agencies via the approprlate email system, secure
fax (1.e., Washfax) or cournier service.

(U//Fe88) Following each meeting an NSC staffer would take notes and then prepare a
Summary of Conclusions (SOC) that summarized the issue discussed, supporting and dissenting opinions,
the final outcome and any necessary action items. The SOC would then be approved by the NSC
executive staff before being dlstrlbuted to the meeting participants.

(U//FOEO) was not aware of how or where the NSC archlved the SOC and related
documents for a specific DC or PC meeting. - %

(U/FOT0) |was shown several emails that were sent in preparation for an October 2009
PC meeting regarding the U.S. strategy in Pakistan. However, after reviewing the emailg stated
that while he remembered the topic in general he could not,recall the specific PC meeting in question. He
noted that at that time there were numerous meeting on the subject, Similarlv rould not recall
the details of any of the documents referenced in the emails. While could not comment on the
specifics of the emails he did note that the emails were representative of the communications that were
exchanged between NSC and DoS as they were preparing for a PC meeting.

(U/FEY6 was shown an email that was sent in preparation for a June 2011 PC
meeting. However could not recall any specifics regarding the PC meeting in question given
the limited content of the email.

(U;’/FG'H@) A copy of the original interview notes and the referenced emails are attached ina 1A
envelope. .
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(U/FOE0) On 10/2 Special Agent (SA) l Federal Bureau b6
Investioation (FBiY. DOR SSAN Iwas interviewed in person by SA b7¢C
and SA| in FBI Headquarters, After being advised of the identity of the
imterviewing Agents and the nature of the interview)| provided the following information:

H

(UNFQH-Q}l |began working for Department of State’s (DoS) Diplomati -
Service (DSS}_inI | where he was assigned to the DSS Los Angeles Field Office. [n b7C

was selected for an assignment with the Secretary of State’s security detail. _
served on the Secretary’s detail until when he joined the FBI as an SA and attended B
new agent training.

(U/FeTe) When] lhegan his stint on the Secrefary’s detail, CONDOILEEZZA be
RICE, was the Secretary of State) detail assignment carried over to HILLARY RIS
CLINTON, when she was appointed Secretary of State in 2009.

{(U/FB803 DSS covered the majority of CLINTON's protection while she was in the
Washington, DC, area. However, when her husband was in town, United States Secret Service (USSS)
would cover the bulk of the protection detail responsibilities when she was with her husband or in the

residence.

(U/FEH6O) USSS would provide security for CLINTON’s 3067 Whitehaven Street NW
Washington, DC, address during the day and DSS would cover the overnight detail was :’sfc
never inside the CLINTON’s Whitehaven residence, as DSS usually posted in a vehicle outside.
CLINTON had a secure telephone in her Whitehaven residence an hssumed it was in a
secure room.

(U//FOHO) CLINTON usually traveled to her home in Chappaqua, NY, via a US Airways shuttle
from Reagan National Airport (DCA) to Westchester County Airport in White Plains, NY. USSS would
handle CLINTON s security in NY, and DSS would have a small presence to maintain CLINTON’s
communications. was never inside CLINTON’s Chappaqua residence, bg
was known as the CLINTON’s Chappaqua “house guy/scheduler.” The security detail would often bde
c0ntact] [to determine the Secretary’s departure time.
[nvestigation on __ 10/26/2015 at Washington, DC _— _ o s ZgE
File # ~| !3 62 ; Date dictated ___ N/A e SSTRREE S BRES gE s s
By SA | bé
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(U//E8H0) The Secretary’s security detail chain of command was as follows:

1 Special Agent in Charge (SAC)

4 Assistant Special Agents in Charge (ASAC)

3 Shift Leads (SSA)

Approximately 45 SA’s assigned directly to detail shifts

foﬁ“—eueal st the SAC during CLINTON’s tenure as § i
land re two ASAC’s during the same time perjod, Rio
| wa SA and bothl I were shift
agents assigned wtth to CLINTON’s detail.| and Iire

all still employed with DSS (possibly in the Washington Field Offce)

(U/iFEH98) CLINTON’s office was located on the 7" floor of DoS Headquarters. The entire
Secretary’s suite was a Sensitive Compartmented Information Facility (SCIF). The DSS security
detachment maintained a Post directly outside the Secretary’s office. The DSS space was known as Post
One (1). DSS personnel were not authorized to bring their mobile phones into Post 1, as it was located
within the SCIF. CLINTON did keep a mobile phone ingide a desk drawer inside Post 1, but when she
would remove the phone from the desk, she would take it to a non-SCIF space to make calls or use the
phone.

(U//F659) HUMA ABEDIN and CHERYL MILLS were among CLINTON'’s staff members

rmhg_had_gﬁmwhmﬂiﬂﬂtr Secretary’s SCIF. 1n addition to ABEDIN and MILLS, Egc
and JAKE SULLIVAN, were part of CLINTON's main

“traveling crew.” MILLS did not accompany CLINTON on many overseas trips.

(Ufﬁﬁﬁ@)l:lcou}d not recall the specifics surrounding‘mmg_devices used by
)

CLINTON's executive staff, but he assumed they were BlackBerry device did not interact

with CLINTON nor MILLS via email. but sometimes he would receive a forwarded email with their

accounts listed in the chain. [remembered receiving email chains that contained Bb
Clintonfoundation.org accounts] also thought he recalled seeing emails from I Rig
originating from a Gmail account, however, he was not entirely sure.

(U/FeH60) In addition to the Secretary’s DSS security detail, CLINTON also traveled with a
team of Security Engineers who were specifically assigned to her staff. These Security Engineers would
travel overseas with CLINTON for the specific purpose of setting up and maintaining her
Communications while on travel. The Security Engineer Team generally set up a secure communication
post inside the Embassy, or a hotel room adjacent to where the Secretary would stay. The communication
post would be manned 24 hours a day.

Mfwm
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bl per DOS

(S/A<F) The team of Security Engineers would send the necessarv equipment to set up th
Secretary’s communications via diplomatic pouches| I
A it relates 1o the

—
secretary s use of Diplomatic Pouches, | fwas unaware ol the process and procedures related b6
to the preparation and transport for overseas travel. b7C

(U/FOBO) When traveling overseas in advance of, or with, the Secretary, the Regional Security
Officer (RSO} would usually provide CLINTON’s security detail a letter, prior to, or on arrival. The letter
rovided guidance on what to expect from a security standpoint while in a particular country.
@wa‘s not sure if a similar letter from the RSO was provided to the Secretary and/or her beé
executive staff, bic

(U/FOBO) The Secretary’s security detail would “hotwash” after an overseas trip, to compare the
advance team’s preparation to what actually togk place during the Secretary’s travel. The RSO was not a
part of these after action discussions| believed an RSO would send a cable to the RSO bé
assigned to the Executive Office at DoS Headquarters if there were any security issues concerning Bic
CLINTON and/or her staff.

(LI//FOYE) Agent notes are maintained in a 1A envelope,

Mﬂﬁeﬁeﬁw
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I |

[United States De?a_rtmem of State (STATE), 515 22" Sireet NW, Washington,

D.C. 20037, office telephone (202 mobile telephone (202 L email JState. Loy,
1rth was interviewed on his mobile telephone by FRI Special Agen

After being advised of the identity of the interviewinig Agent and the nature of the interview,

provided the foliowing information:

The Information ongrams and Services (IPS), Burean of Administration oversaw the program for
Congressional inguiries and Freedom of Information Act (FOIA) requests. The House Select Committee

on Benahaz,l requested emails to or from former Secretary of State Hillary CLINTON related to Benghazi.

t was determined there were 296 emalls related to the Benghazi request. After IPS officials performed
their review of the 296 emails, they referred amails for classification determinaiion to four outside.
agencies, specifically the: 1) FBI; 2) CIA; 3) Depariment of Defense (oD, and 4) National Security
Council (NSC).

IPS officials have regular points of contact (POCs) at all agencies and STATE bureaus that the
IPS would send classification determination referrals to in response to Congressional or FOIA requiests,
The regular POCs at the agencies listed above were as follows:

- FBI; bno contact information provided.

-ClA --no contact infornmation prowdcd,l |boss waslj
| lthe CIA*s FOTA branch similar to STATE'S

IPS team email wag EOUCTREOY.

- Dol | Office of the Secretary of Defense (OSD)—n0 comtact information
provided. :

- NSCs retired nﬁ’j t_}f f was the POC earlier in jm_iwhgu_the Renghazi request
Was proce NSC’s current POC w clephone 20; email

e oy &lbclievcd might inform)| Jand
Legislative Affairs, if contacted by the FRI.

Before IPS conducted their review of the Benghazi request)
Attorney, Office of the Leoal Adviser performed their own, independent teview of the 296 Benghazi-

related emails. review team used different POCs at other agencies (o review the 296 emails for
a classification determination. did not know why: I: teamn did a review, as that-was
Investigation on ___(8/26/2015 at Washinaton, [2C

File# | I ~ A Dute diciated ____N/A

By SA

This document containg neithey recommendations nor conclusions of the FBIL 1t is the praperty of the FBI and is Joaned 1o your igency;
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Py pwxm\; 2} why feam psed different FOCs than the re gular POUs IFS ysed: 31 wiig
foamn nsed during thelr review; and 4) why
revirwed and produced the 296 emails to the House Convnities prior © P8 conducting their forma

review orileria and/or PARrgmetary

TOVHOW,

beam uaedd reviewers from the following aven

Cla; 3) Do and 4 White House Counsel (WHOH.
- G ~{slephane »i?"’l |

{

AT

B
1

cies: ) Depaviment of Justice {DOI), 3)
team’s POCs wore as follows:

- 1AL When asked directly who the CIA reviewer was_,ljanﬁi fler weam stated they did
z name for who their CIA reviowsr was.

coprdinate throueh the L& but 1o date, had not ghven e

- Do _ [--telephone TU3

Iﬁ)zn aibinil _

- WH( -talepbione 203

enail

smail|

Fissvho Uy,

]:laiid not know x@%aﬂ} used 2 POC at the DOS instead of the FRLand &

POC &

thwe WHO fnsiead of the NSO, A not wiet 0 providy his thoughts on why be thought they use

the wrong P(}Cs.l Is*-tated that
nxtead of the NSC.

I:lslnmncd up the issue with the different POCs ag
reforned the 296 amals o the N8, FBL C1A and Dol) whereas
o the WHCE, DOI CIA and Do), md none of the referents were

fearmn and team.

feam made a “rookis mistake™ when they used the WHC

fusteting and agaln vointed ot that IPS
tevm referred the 2958 emails
knowrn 1o be the same between IPS?

be
BiC

be
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I

| Lmited States Department of dState (s TALL), 315 J2™
0D.C. 20037, offiee telenhons {_?:E!,,)Ij mnobile maphe_:«e {2021 [

Wi frerviewed i peeson by FBI Spevial Agents

date of birth

the ollowing nfounation:

I L‘i&:‘te& working ai STATE i

for Margaret “Paogy

e '\Si‘f{fﬁt NW \V iﬁillingi‘_:)'ﬂ,

1) qi‘-l o}

g S P h DY
sslato gon,

at FBI Headguaners, 933 Pennsylvania Avenue Northwest, Washington, DU 28535,
heing advised of the identities of the intervieswing Agents and the natwre of the 'is”lit‘;.z‘w'isw:I

o
|
o

1w

LAY

5 .{‘g’i‘i

provided

Im‘d shicy

avas the

v GRAFELD, Dopaty Assistant Seerctary, who was responsitde fr

o

OVETRERING 4D0-500 ernplovess who work on mstters refated w the Freedon of Information Act (FEHAY
the Privaey Act, and information managemen for STATE, AMGIS was the offics tist provided goidance,

wsually through memorandums, that oversaw records coraphianee for all ¥

FATE employees. A/GIS also

oversaw the coordination, production and maimenance of STATE s Foreton Affairs Manual (FANMD

thoush AMGES was not responaible for the FAM ¢ content.

]

[ Tovee

In ot around August 2014,
in Leogldative Aﬁa;r\
Select Contities on Be nghaw,

& BARK, Asuistam Secrotary, Borsan of Admimstaation, was
GRAFELD s boss and inmedintely sob wr;*mm. 13 Uader f:» aatary for M soagament Patrick BERNEDY,

STATE s i episiative Affaies, 1 weas sronnd that thme that

learn about reconds
teiephone call from

3147

any CLINTON-related empils

TEGUOSL. | arswered

and the FOIA mrocess, Around the saime Hmg, TSN
Anomey Offiee of the Logal Adviser, who asked

11 the

The Information Programs and Servise

program. It or around November or Decsmnber

I,pst file ‘dmtm ad from s ore

that there wers CLINTON -refated ermails in they

o {IPS), Burcan of Adndnistration oversaw the FOIA

2014, In response 1o 2 FOILA veguest, IPS offfcisls were
notifisd they would pick-up 14 banker boxes of emails at former Secretary of Staie Hillary C‘L.f NTON
office relaied o CLINTON s use of personal email to conduet official STATE business. Later

T thers were
Aous FOTA
st file

Byvestigation on | ORA2MH S

n

Washisston b8

File # | |

By 84

Y

This documnent onndaing seither recosrnongsims nor eondinsions of the FBL K isthe pronorty of

Ldate dictated MIA

and its couients wre it 1o be distdbuted tuside vour agenoy.
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o pickoun oniv 12 hoxes gt Williams & Connolly, LLP. On or around December 4, 3014,
icked-up 12 boxey &t W {liams & Connoll v | |t fps  be

officials were wisure what {ga-p-pamé 16 the other tuw hoxes. The items in the boxss were stacked withne  P7€
{nxiders or known method of organdzation.
ohed Publishine Solutions, whe used classified wmf:*‘ and made twoesided -

copies of all recetved materials for a copy for officlals in STATE Excoutive ——
Secretariat (S/ES), and a vouple of copies for IPS officials to use for thelr FOIA review. The ariginal

ematls were shrink-wrapped and placed in a sensitive comparimented information facility in Newington,
Virgini,

In March MHA | test heard of Bsves with the CLINTOM welsted FOIA process.

the FOIA prograne. The nomal FOIA process wouild ba whese IPS

reeetved a FOIA reguest, then IPS forwarded that regrest on STATE fones via ematl o the persom who e
the FOLA request p =£‘t‘ii-mad %, The pertinent party wosld then il cut the foom and provide the IPS offiee [
the requested Bems, which the IPS office then reviewed prior to a refease of the nformation back to the

initial requestor. In the CLINTON-related FOIA case, IPS recetved an unprosedented amount of cmails

in hard copy form, as there were 32,453 work-related pages to review, In a letter hand-delivered {0
KENNEDY by Cheryl MILLS, or MILLS® attorngy, it was stated, “in an abundance of caution, they
overproduced.”

Separate Trom the CLINTON-relatod FOIA raquest, there was a Congrinsional request for
CLINTON related omails related to the Benghaet incident from the ‘\E\‘ij\*“ Seleet Conynities on

Benghaei, & review was conducted of 298 wmails, probablv by pey e wanked In the Barsan of
Legistative Affakrs snd Office of the Legal Adviser. staied aidd woutd know };_?C

why and how those 296 specific emails were picked and why and how they conducted their own review,
separate from any review the IPS unit conducied. Previously, TIPS had abways been in charge of
{ongressional document producti a.n;:smtm‘i attorneyvs from Leaislative Afflirs and Office of the
Legal Adviser would normadly ondy weeigh 1n on the legality and scope of requests, bet IPS would semally
gomaduet the roviow and produstion. I |am tated they coordinated the proper revisw of

o
the material with STATE hurcaus and other agencies. Ak thelr own roview was fnished _|and

produced the reguested marerial for the House Committes, prior and independeant to the IP8
s formal review

Etateri those tnvolved at IRS feit the 7° tloor, or leadin g STATE officials, had their own
ideas on howto formally review the 296 emails, KENNEDY s initial idea for how to review the 296
smail was g8 followss 13 the IPS officials conduet a review; 2} IPS ofbuials referred Hems 1o other STATE  be
hureaus and infer-agency partners for thelr roview, 3} IPR officials revetved the refercal determunations b7C
and subrstted to the House Coramattes, Ihc review proceas that was frdly decided upon was a3
follows: 1) the IPS officials conduet a reviow; 2) IPS officials referred Boms © other STATE buresus and
iater-agenvy pariners for thelr review; 3} {F\ e fioials roceivest the referval detorminations and submitisd



FOR300 Ry, HbSn

Continvation o FEMI2of 3 2 Qs MasEmaL e 3 b6
w the Qffice ol the L&g;at Adviser, -‘%} after the Offics of the Legad Advisars review, then twould be Be

submitted 1o the House Comaitten,

In reid-March 2013, IPS officials condueted their founad review of the 296 emails on thedr
classifizd netwark, aka *‘{..i..,\mb?aﬁ"f‘," using their Freedoms Syster, aka “F2° IPS felf immense
pressure & complete the revisw gquickly and 10 not label az}\-‘thinff as clessificd, 1 IPY” indtlad review,
they il not nse a B exerugnion on say of the smails, The B{1 } exemption wat uved to exchade the
public release of classified information or matters rela té:a 1o national security. IPY officials were told
there wag nothing classified in the 296 emails, so they shouldu’t ise the B(1) exemption.

Howsver, from the formal revisw of the 296 cmails, i totad, |“3:‘011\‘3'§'23: there ware four or
five STATE bureaus, such as African Affaies Bursau and the Near Fastern ARy {NEAY Buresy, snd
five non-STATE agencios, specitically the PRI, C1A, Department of Defonse, Nutional Security Counell
and White House Counsel, that were sent refornals (ftems/emaiis) 1o conduct thelr own formal -
clagsification review. The NEA responded that 1o the mategial they received there were four ov five B(1})  47¢
redactions that needed to be made. After hie heard this, ]:lv as frustrated and asked IPS officials if
they wers “going 1@ {:iiaiimme *h k.esk officer om Maghreb™ by using the B{1} oxemption,
asked, ¥Who gt N f We'll nood o \\pﬂm classifieation fo these ne }piﬁ.“ stated
ruitiple ey a}rem}f sordingted with other agencies am has previoas
experience with documen tprmiuction :ﬁ.&iﬁd NEA wall change thele B(1s to B{Hs because
they (MEA) didn’t understand how 1o classify teras.”™ A B3} exemption was not use d for ¢lassified data,
but rather for privilezed commumications, such as xxu:u“u’w or altorney-related priviloges, or

alse stated, “H's not classified until we npgrade 37

=

The review officials thayl IE.iS‘i&fl |u sed for the review of the 298 emails werse nol the
same pormal review afficials that the IPS team use on a resular bt Por axampls) and
did not use the P87 normal paint of contact for the FRI, but instead used someone fom 6
the Dvpaﬁmuri oof Justice t¢ cound gs the FRI reviewer, The namey Lond] stated they used -
for W dose Connsel and the Department af Defonse were also not the regudar reviewers the IPS fsam
i‘iﬁ&‘i.l Rl upa Being asked diveetly, would not grve g name of who they coondinsied
revigws with at the CIAL

Tlreughout the pm::ess_,:}taied il an ematlfitem should have g B(1) exemption, then
PS5 would use 2 B exemption. Dt—:s 1o that, at the end of the refercal process, PS was iold o nun
gve xrhrmt by Legislative .‘s\.i.‘mr\ ang 1PN officials folt intimidated when they used or suggestsd be

the use of & . for on any of the 296 soails. In addition wof | KENNEDY  b7C
and] were namied ag some of the STATE offichils who pressured IPX employees to

not fabel anvihing as classified

Tre Tt April 2013, P8 officials completed the formal review of the Benghari-related
Congressional nguiry, Al materials were ronsdy for release ot that thne. The Q1A grovided redactions,
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but none ware deemed & B( sxemption. Most of the Hems with Cla mias,\imm were emadls fom
Sidney BLUMENTHAL. Oue item was deerned classified according 1o the FBI and KENNEDY held o
closed door meetine attended by the FBI’sl and IPS among others. In that neting;
KENNEDY askad tc: change the FE's B{1) upgrade classification, hut ldjd nit change
the B s glance, On May 22, it was decided by the [PS team they would keop the upgrade of the one
FBI-related amail and the 1P offictals semt Ravid KENDALL, Attorney, Wiitinms & Comnally, L4 2
letter informing hum of the resulia,

There was a powerful group of very high-ranking STATE officials ihat sowe referred to as “The
7 Floor Growy™ or “The Shadow Governmt.” This group wiet every Wednesday afternpon (o discuss
the FORA process, Congressional records, and evorything CLINTONrelated 1o FOIA/Congressional
inepiries, The knovn roguler attendess included Jonathan FINER, Chief of S1ail fur Secretary of Stute
Iobn KERRY, Ec*zmi:ur ST L‘!i T, Depury Chiaf of Steff, Heather HIGGINBOTTOM, Deputy Seerstary of
Qtate fop Mana 3 Besony ENNEDY, Iulia FRIFIELD, Assistang Seeetary, Lepladative

H ",} %

Affairs Office of the Lewal Adviser,

Office of the Legal Adviser overseelng STATE s ] | m |

Normadly, with larger FOLS reguests, sueh as with the CUNTON related FOIA reguest, Wy
would schedule g rolling relesse-<hat meant svery Tow weske or month, the pn\;}e*r’z} reviewsd ansd
approved matetial would be made public, Mowever| and The 7 Floor Growp wrpuad
the release should be done all at once in January 2016, for coordination purpeses. While IPS officials did
not have comrol of the release process of the 296 emadls refated to the Houge Seleet Committes on
Benghawt's request, they did }m control for the release provesy Bor the approsimately 30,000 emadds, or
S2ASS pages refated to the CLINTON PUHA request, and it was domded to be a rolling releass.

Om July 15,2013, IS on-boarded Imelbigenee Comnuinity Inspector General (ICIG) revigwers 1o
help with the overwhelming review process. The ICIG reviewers were frained up and had been lntegrated
into the FOLA review process to help ensure IFS can meet the mandated release of sl non- excmprfnof_.«
redacted smails by the Taawwy 13, 2016 deadline. To date, was awarg of approximately S
referrals already sent cul Bor classificanon deternunation,

stated 5788 are the Custodian of Records {or all Secretaries of State and Depty
Secretaries of State. As such, S/ES received all taskers front the IPS team related to FOIA requests ‘iha{
invalve Recretaries of State or Deputy Secretaries of State. S/ES should also has & answers rogardin

STATE's ;tmmdmes that dealy with nformation techoology, including hardware snd software fir 8 _2 ATE

smployees’ smeadls and telophones. Joseoph MACMAM.*S\ §r soontive Seeretary and Ambassador, S48,
ané[ WES, ar
someonte i the ¥ES Infermaton Resource Magacement {S/ESARM) unit should know specitic dc:ta:l:s
about CLINTONs at-home server set-up. tated STATE servers were fucated at the Eaterprise

Server Operations Center (ES0C) and Management/ IRM {MRNM) would be knowledgeable about
STATE servers.
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Continuation of FI2-302 of Ingrview of L On 0871972815 Pags 3

High-ranking STATE officials, described as some Assistant Sccretaries and all Under Secretaries

and higher, nsed a separate network for emails and record-keeping called the Principal Officer Electronic

Managemen: System (POEMS). The vast majority of STATE employees were not on POEMS.

stated he heard third-hand the National Security Agency (NSA) set-up a computer for
CLINTON and the FBI should talk to S/ES about the specifics. Addifionally, FBI should ask S/ES about
Jake SULLIVAN's email being hacked, as maybe that had somsething to do with CLINTON"s emails or
why the NSA set-up her computer.

b6
b7C

be
BIC
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FEDERAL BUREAU OF INVESTIGATION

Owie of pangeripion 07312413

| L Platte River Networks, 5700 Washington Street, Denver,
Colorado, 80216, telephone (3033 | =mai Fiplateriver.con. was contacted f‘eﬁ'&i m ﬁx

Federal Bureau of Investigation Special Acens ki 3 | Afer WY
advised of the ideatity of the agents ideniifiod himseit as |E”—‘§atte River Networks and
stated that he had contacted the company s legal counsel about the schoquies meeting with the Pl on
July 29, 2013, Counsel had advised not to answer questions from the PR withou! counsel
prasent,

‘QAI toly 1o interview would be necessary, howeves SA] |m:t:éed 1o
provide a document with instructions for Platie River Networks, mvited bigh 34z

an te an empty conference room.

S.ﬁ] provided a copy of g FBI preservation letter dated Judy 27, 2013, signed by Charles H.

v

Kahte 1V, Section Chicf, Counterintelligence Division. I:lcommcnix,d COMPAny < had
wondered how long it would take for them to be contacted about the named account. asked for
clarification about the preservation letier and the responsibilities of thelr company. SA ther read
1o a portion of the proservation letter and oxplained the FBI was not asking Yor any information
at this Urne, hut that the letter way served i antivipation of Bdure legal process. The letter reguested that
Platte River Networks preserve any records to date which were identified in the aforomentionsd
preservation fetter. Agenis alse L?\@i&i}'}t—d the request for non-disciosure.

expressed his concern about Plaite River Networks becoming a tavget i this mstter ever
hecame publie. 54 provided with her contact information st FBI Denver,

:]wm also provided FBI Strategic Partnership Coordinator (SPU rochures that have
information about Counterintelligence securily awareness, Agents also discussed the FBY s Infragard
program,

fipveatipetion on 97297013 & Progver Colorads
Pio# J I Pate diciated N/A

By 2 SA

This document coniging nelthor recommendations nor conclusions of the FBL 1 ix the property of the PR and ix loaned 6 vour ageney;
anid B3 contents are nnt 1o ho distribuied omtsiile vour ageney.

DATE 10-0£-201% BY J373285T34 MSICT
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FEDERAL BUREAU OF INVESTIGATION

- Praic of rapseripiion  ORQ7/H3 S

On August 6, 201%, KATHERINE M. TURNER, Partner at the law
offices of Williame & Connolly LLP, 725 12" Street, N.W. Washington,
D.C. met at her place of employment with Agents of the FBI pursuant to
an agreement reached by correspondence between the Department of
Justice and Williams & Comnolly. This agreement {enclosed), reached on
August 6, 2015, provided that Williams & Connelly wvoluntarily turn
over Lo the FBI three {(3) thumb drives containing 30,4%0 emails from
formey Secyetary of State Hillary Clinton’s @clintonemaill.com account
as well as hard copy printouts of the emails and a laptop computexr
containing a duplicate electronic copy.

At approximately 2:30PM, TURNER met Agents at the lcading dock of

er firm and transferred 22 legal boxes of documents to the FBI's

peossession along with a laptop computer and three (3) thumb drives

escribed in detail below and on the encliogsed FD-943, Congent to
Search Compubters, and FD-5%7, Receipt for Property.

Item 1: Lenovo Thinkpad T420, S/N PB-Y(C912 12/03

Item 2: Lexay Micro 16GB thumb drive, black and silver in color,
S/N LTDTTI6GR-000-1001DA {(original)

Item 3: Lexar Micro 8CGE thumb drive, green and white in color,
5/N LTDTTEGR-000-117AU

Item 4: Kingston 8GB thumb drive, silver in color, S/N DTSES

Item %-27: 22 legal boxes containing paper copies of the above
described 30,490 email communications

TURNER explained that the original thumb drive, tem 2, was
obtained from Platte River Networks but did not describe how it was
collected or under what circumstances. TURNER described the other two
thumb drives as identical to the original though one of the drives
contained two complete copies of the email set, The laptop computer
was previously used by the firm for unrelated matters but was believed

Investigation on __ IRAG2GES at Washinetion, 10
Frie s Drate diciated NiA
By 24

Thix document conins neither recommundations nor conclusions of the FBL I is the property of the FRIEand is loancd to your apeney: &
and #s conionts are noi o be disiributed outside yvour ageney,

b3
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Lo have been cleaned of privileged material prior te use and storage
of the 306,490 emails. This laptop has not been connected to the
internet since being loaded with an electronic copy of the emailg. The
user name for the laptop is “.\internetonly” and the password isg
*internetOnly!1”.

TURNER explained that the firm wmwaintains gix ({6} additional
laptop computers, each of which contain identical digital copies of
the 30,490 emails, but also contain attorney/client privileged
communications and as such are not being turned over toe the FBRI at
this time. TURNER advised her Efirm dg in negotiations with the
Department of Justice over the disposition of these laptops.

Prior to departing, TURNER signed the enclosed FD-841, Consent to
Search Computers, and FD-59%7, Receipt for Property. The original was
kept by the FBI and copies were made by TURNER for her records.

Subseguent to the FBI's collection of the above, Items 1-27 were
transported to the Washington Field Office of the FBI where they weare
tered into evidence, and given 1B numbers. (Coples o¢f the intake
sheets and FD-1004 re enclosed with this communication. Items 1-4
were then transported by members of the FBI's Forensic Analysis Unit
to  Quantico, Virginia for storage and evaluation. Items 5-27 are
presently stored in evidence control at the Washington Field Office.
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PR3 (Reov. HMO-85)

FEDERAL B{}'Riﬁf;l}‘ OF INVESTIGATION

Date of ranseription | {22130

(LI6EE) On December 18, 2015 l bE
xective Secretariat ~ Information Resource Manggement Mobile Communigations (S/ES - IRM R
MUC), st the U.S. Department of Siate, email address astate. gov, telephone 2003
was interviewed by Federal Buremu of Investigation (FBI) Speoial Agents pad |
fler bring advised of the identities of the interviewing agents, and the purpose of the interview,
provided the folfowing information:
(UFote has worked at the Department of State since Did haxs held a vanety of bt

iT re:iatﬁd pasmans that mclude mobs?e wmpuung,, netwerk ?&WWL;I Rk

(LI/ASE8) The MO team is regponsible for establishing secure mobile voice and data
communications for the Secretary of State {Sccoretary) and his team whan they are traveling domestically
gnd internationally. Prior o a trip by the Secretary and his team, the MU team assembles kits of
networking squipment at their 1ab in Springfield, VA, The kits include networking components such as
switches, routers, encrypters, Japtops and VQOIP phones and are customized based on threat stream
information provided by the local Regionai Security Officer. The equipment is then tested to ensure that
it is working properly and that it hasi't been compromised beforfc bamg sealed in a diplomatic pouch and

sent 1o the U8, diplomatic establishment at their destination._LUpo ing onsite, the team collects the
pouch and checkes that the seals haven™t been tampered with, provided that there are nine kits bé
of networking equipment and thet reultiple kits are deployed when the Secretary is traveling (o multiple B7e
focations on a single wip.
(/A
bl per DOS
. b3

tnesstigaiion o 11872015 at Waghington, ., b7E
Fied#t | X Date dlouted B B
#

y &4 bE
This decwment containg neithar recommendmtions nor *-omiusmrs of the FBI, {t is the property of the FBI and is Joaned to your agemy; @ b7C

arud s cordents ant not 4 be distributed outuide vour agency.
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bé
biC

bl per DOS

(54

l bl per DOS

{U/F60) The conmmunication networks established by the MC team provide the Secretary and
his staff with secure dats and voice connections, so that they can connect back to the Department of State
network to securely conduct official business. Although the networks established by the MU team create
encrypled data channels, users are stiil required to use 8 fub to access their Department of State email
secounts. b@ted that the M teain continuously monitors the network enerypters to watch for
any signs of an inlruston or other compromise of the systam,

(U338 i;mvided that the Secretary and his team typically do not use the SBU
network esiahlished by the MC teum for personal matters, He noted that they are free 1o use the standard
internet service in their own room, s any other hotel guest would.

{S/NE]

When ciassilied documents, or facsiniies, are sent for (he Secretary 1o review they are usually defivered
o the MC team by the local LS. diplomatic establishment. The MC team then reviews the classification
markings and page count before providing the document to the recipient. Once the review is complete the
M tean coliccts the document, counts the pages and then enters the event into a log.

(U/4658) If an urgent message arrives at the mobile command post for the Secretary or his team
the MC tean: will alert the recipient that 2 message has arrived and that the recipient should retwrn to the
command center, Depemding on the Secretary’s location, this might mean sending a message to one of his
Line Assistants or knocking on his door if it 1s afler hours. tated that the Secretary does not
have 8 secure cell phone and that he is typically notified 1o return to the mobile command center sven
though there are usually sscurs communications in his car.

(U/FeHa) Istated that the M team’s policies and procedures are the same for
domestic travel as for miernstiona! travel, However, in the case of domesiic travel the communication
kits are vond via Diplomatic Security instead of via the local LS. diplomatic estabdishment.

bé
b7C

be
BIC
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Continumion of FD-302 of M{;] ! On 1272172013, Page 1

{(L/FOBB) The MC team is typically staffed by two fo four MC team members, depending on the
site, Al of the MC team members hold 8 TS/8CH clesrance and receive extensive training on the
equipment gad security procedures before their first deployment. The MC team members are from various
components within the Department of State and may be contraciors, Forelgn Service members, or career
civil servants. The average team member is on the team for two or three vears befo@ﬁ

- ithin the Department of State. However, poted the
hias been on the MC team for approximately Vears,
(L'iﬁ%&j:}.vas not in a position to comment on how the MC policies and procedures

had changed between 2009 and today but he noted that they are constantly working to apply faster and
&wiog;ei that will ach:cvc their mission af prov sdmg secure and reflable communications.

had no cong ¢ MO team’ 2 cs giver hat i
’.bnd_ﬂemndniﬁm or

may be sble 1o provide more insight on how the MC team operated between 2009 and

PR

{L//FOHO) A copy of the original interview notes are attached in 2 1A envelope.

S L TAGHORN

bé
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription

I Date of BirtH | was interviewed

(U/FOHO) On June 21, 2016

6/21/2016

by Federal Bureau of Investigation (FBI) Special Agents| [ an ]at his
residence, VA. After being advised of the identities of the inferviewing agents,

and the purpose of the interviewl |pr0vided the following information:

(UFOHO at the UUS Department of State (DOS) for approximately

ears before

leaving n telecommunications specialist under the Executive Secretariat

(S/ES) at DOS during HILLARY CLINTON'’s tenure as the Secretary of State,

noted that his daily

duties remained the same during this period despite several reorganizations which moved his position to
different departments. He was responsibte for supporting the installation and operation of secure
communication equipment at DOS. This included secure video, secure voice, the Washfax, as well as

‘regular telephone and facsimile equipment was not responsible for email support, which was the

responsibility of S/ES — Infopnation Resource Management (S/ES—IRM) reported toj
: who was t.hel JS/ES-IRM under JOHN BENTEL.

(U;’FFGB-G)I Isupported CLINTON s transition to DOS and was responsible for establishing
secure communications in her office, vehicles and residences. He initially conducted a survey at each
residence to identify where the commercially provided telecom service entered the residence (i.e., the

“point of presence”) and to assess what equipment needed to be installed. Thereafter

cirenjt and ran lines to the locations in the residences, where the equipment would be nsta

there to closet in the third floor SCIF. He then dropped additional lines to the secon

connected a T
ed. Although

installed the equipment it was sometimes maintained by other departments within DOS. For example
|ﬂmaintained the Defense Red Switch telephones (i.e., red phones) once they had been installed by

The point of presence in the Whitehaven residence was in the basement ang lran lines from

oor office area so
that an additional STE and red phone could be installed. Similarly, the point of presence at the Chappaqua

residence was also in the basement and rap lines to a small luggage closet and then to the final

equipment locations within the residence.

(U//FSE8) During the tra 1s'fion was also tasked to research the feasibility of obtaining a
secure BlackBerry for CLINTON as directed to do this by a combination of the following people:

DAN SMITH (Executive Secretary), LEWIS LUKENS (Deputy Assistant Secretary), JOHN BENTEL

(S/ES-IRM Director), and the Operations Center Director who was either off
 Investigation on __6/21/2016 at VA
File# | Jag ~ B2 Date dictated ___ N/A
By SA| '
This document contains neither recommendations nor conclusions of the FBI. It is.the property of the FBI and is loaned 1o your agency, it
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. lat the time. DOS wanted to assess the feastbility of using secure BlackBerry phones because b6
CLINTON and her staff were BlackBerry users so DOS wanted to provide them with resources that they b7c
were familiar with. However, after conducting his assessment| tound that the secure BlackBerry

phones would require an entirely new infrastructure, wh:ch was cost prohibitive; and the actual devices

~ were too thick.

b6
b7c

(U/IFOT6 was shown an email with the subject “State Department Telephone Services at
Secretary Clinton’s Residence” that he sent to LUKENS and ABEDIN on January 27, 2009. The email
summrfff the telecom equipment that was installed at the Whitehaven residence. After reviewing the
email| xplained that “CMS VoIP” line referred to the direct phone line to the White House and that
the “IST/Red Switch” was a red phone that was installed as a backup to the CMS VolIP line. The
“Business Lines” and “Ops Dedicated Drop” were standard phone lines, stated that not all of the

ed equipment belonged to DOS and noted that the CMS VoIP system belonged to the White House.
rmmgard he did this in an effort to give the Secretary the most reliable equipment but this approach
caused some strife within DOS.

. b6
b7cC

(U/FOHO) from S/ES-IRM., was responsible for installing and
managing CLINTON’s computer systems at the residences coordinated his installation activities
with S/ES-IRM and typically did not conduct his work when they were on site in effort to avoid flooding
the residence with people.

- (U/FeE6) was shown_an email with the subject “Secretary Residential Installation

awash” that he sent to BENTEL andl Ion March 17, 2009.
[ﬂexp[ained that a hotwas onducted to develop a solution for any technical problems they had or
complaints that they received tated that they had significant issues with the unclassified telephone
lines at the residence in Chappaqua. He attributed this to the number of service providers that a direct line
traversed as it connected Washington and Chappaqua. As a result the lines consistently had bad
connections. Additionally, the red phone on the second floor in Chappaqua did not function properly and
eventually CLINTON directly asked o remove the phone stated that he removed the phone but
it created some internal issues for him as the phone was maintained by IRM and not group.

b7cC

(U/ede tated that the “Server: Basement Telephone Closet,” as listed in the attachment
to the aforementioned “Secretary Residential Installation Hotwash™ email, referced to the point of
presence for the telephone system in Chappaqua and was not a reference to a computer server, was bé
aware that there was an email server in the Chappaqua residence. However, he believed it was Tor the b7cC
CLINTON'’s family email and he did not realize that CLINTON was using the server for DOS business.

(U/Feue) could not recall when he first learned that CLINTON was using a private email
account but stated that it was sometime during her tenure. He did not think that CLINTON’s use of a 156
private email account was odd because COLIN POWELL had a private einail account that he accessed b7C
from DOS. lso assumed CLINTON had a DOS issued account., lid not communicate directly

UNCLASSIFIED/FOH6
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with CLINTON on email and instead worked through HUMA ABEDIN when necessaryL________Iii_d not
recall anybody ever expressing concern over CLINTON’s server or email, but noted that he did not attend
the S/ES-IRM meetings were such topics would likely have be discussed.

(U//FOB0) A copy of the original interview notes and referenced documents are attached in a 1A
envelope. :

UNCLASSIFIEDAOHO
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(U/FOHO) On May 12, 2016]
Investigation (FBI) Special Agents

Eisenhower
present was

Department of Justice attorne

. -1- .
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _5/16/2016

in room 374 at the
Office Building. 1650 Pennsylvania Avenue NW, Washington, DC 20502. Also
counsel attorney a Iand

. was interviewed by Federal Bureau of
and

agents, and the purpose of the interview| provided the following information:

(U/
Security Counci

)

is currently employed as the at the National

I

has held a Top Secret/Sensitive Compartmented Information (TS/SCI)

After being advised of the 1dentities of the interviewing

learance since 2003 when he was originally sponsored by the Central Intelligence Agency (CIA).

is not,-nor has he ever been, an Original Classification Authority (OCA). In early|
began a fellowship at the Department of State (DOS) in the South Asia Bureau. After moving to the Iran

desk for a few weeks in

began working a for the Special

Representative for Afghanistan and Pakistan (SRAP). While at the SRAP office worked for
PAUL JONES, FRANK RUGGIERQ, MARC GROSSMAN an HARD HOLBROOK
remained working for the SRAP unti when he moved to at

(U//FOHO) While he worked at the DOS] was unaware of how information flowed to
Secretary of State HILLARY CLINTON. was generally aware that the Executive Secretariat at
the DOS was responsible for information flow to the Secretary of State could not say who
communicated or emailed with CLINTON did not email or communicate with CLINTON
directly and did not know that CLINTON had a private email address hosted on a private server until he

- was made aware via various media outlets in March 2015.

(U;’;’FGHG-:' was assigned offictal DOS email accounts on both an unclassified network
and the Secret Internet Protocol Router Network (SIPRNet) did not have a Joint Worldwide

Intelligence Communications System (JWICS) email account that he could access in his office. but was
aware that he was issued one by the Bureau of Intelligence and Research (INR) at the DOS.

indicated he rar

ly used his JWICS account because his work did not necessitate it and it was hard to

- access.

coul

not recgll any specific DOS training pertaining to official email usage guidelines,

_policies or pract

stated “obvigusly classified information goes on classified systems.”

ices,

Investigation on __5/12/2016 at ______ Washingion, D.C,
File# _| B02 "976 Date dictated N/A
By SA
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(U//Fete stated Principal’s Committee (PC) meetings were initiated by the National
Security Advisor via official notice to government agencies. The PC meetings would involve participating
government agencies presenting their policy on topics prescribed by the National Security Advisor. A
Deputy’s Committee (DC) meeting would involve the same process although convened by the Deputy

National Security Advisor. During] tenure at the DO%j he recalled weekly DC meetings related

to Afghanistan and Pakistan issues. While in the SRAP office,]

ould contribute to packages

assembled for DC and PC meetings. Usually, the Deputy SRAP would assign various taskings for a

policy paper to be used in a DC or PC. Within the SRAP office
related to who was@ work. The assignments could be b

knew within DOS.

l_d—_’stated there was no science as it

ased on your area of expertise or who you
was unaware of any formal process when collaborating, drafting, editing or

publishing a written product with another bureau or office at the DOS.

(UHFG'I-GJ lwas unaware of the term “upclass” as it referred to the classification of a
written product. did not know how classification of a written product was ultimately decided.

“more of an art than a science.”

recalled seeing written product with suggested classification markings and he would always

adhere to those by appropriately marking the same information carried over to his products or edits.

_ stated portion markings at the DOS were uncommon before WikiLeaks released classified DOS
cables on their website understood the classification process to “happen organically” and to be

(U/FO18) At this point in the interview, Agents displayed documents and emails concerning a

October 5, 2009 PC meeting involving the DOSl

provided the following information:

(UKKFGHGJ recalled the general topic of the October 5, 2009 PC meeting, but did not

recall the exact meeting or any of the displayed documents.
meetings regarding Pakistan and Afghanistan policy in 2009.
any portion of the briefing paper or the attachments.
briefing paper or the attachments. When shown metadata indicatin

associated with the foregoing briefing paper

stated there were many PC and DC

did not recall drafting or editing

IC_OLlld

not recall who drafted any of the

stated

Hrafted the attachments

€ met

attachments, or possibly saved them at one point, buf

adafa inferred he interacted with the

did not recall doing so.

(U//FeH0) described the:epon as the result of a review of Afghanistan and
Pakistan policy requested by General STANLEY MCCHRYSTAL. The report resulted in a request for a

o a class

' troop surge in the area. recalled there bein

then shortly after, an unclassified version released

not recall ever reading the eport,

ified version of th report released and

believed it was standard practice to have both
classified and unclassified versions of a document released around the same time Flescribed the

report as relevant one day, T% then shortly after, irrelevant. During his tenure at the

could

(U/FOE6) recalled havihg’ no concerns over classification or mishandling of documents

while at the DOS.
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Date of transcription _2/1/2016

_ (U//F&F6) On January 29, 2016 | date of birt}{ was
interviewed by Federal Bureau of Investigation (FBI) Special Agents landl

Iilat Starbucks Cafe, 370 7" Ave. New York, NY 10001. Representing and also
present for the interview, was| l Attorney at Law, telephone (202 After being

advised of the identities of the interviewing agents and the purpose of the interview

provided the following information:

( U;’;’F@-H-Gi IJ joined the Department of State (DoS) i las a Snecial Assistant for
Thereafter she became the under
JAKE SULLIVAN. left the DoS iny to work for thg
(U/FO560) provided that as a Special Assistant at DoS she was a political
appointee. Upon starting at DoS she was sworn in and then received the standard on-boarding and
security trainings. However, could riot recall any specific training about the Freedom of
Information Act (FOIA) or the Federal Records Act.
(U/FOB6) lhever traveled with CLINTON and had no knowledge of her iPad or
"other devices that she used. did not have direct contagt with CLINTON while she was at”
DoS and did not email directly with her until after she had left DoS) new that CLINTON

~ was using a personal email account but did not know that it was a potenttal 1ssue until she read about it in
the press }was unaware of an official policy at DoS regarding the use of personal email
accounts and recalled that other people on CLINTON’s staff would use their personal emails periodicatty,

(U/FOH6e) held a TS/SCI clearance while at DoS and received training on the

handling of classified intormation, routinely handled

classified information on the

ClassNet svsterm but did not know how such inlormation was transferred trom SULLIVAN or

to CLINTON.

(U/FOHE) ZFS 1s a Limited Liabilitv Corporation (LLC) th

Hillary Rodham Clinton, by

t was established for the Office of

I{t WA

(U//E6H6) When briginally joined the
_based i Washington, D.C. af T

The office then moved t0 New YOIK City 1

Investigation on __2/1/20160 ___ _at New York City, NY

File# | 302 =S 2. Date dictated ___ N/A
By 3A
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Continuation of FD-302 of Interview otl ! ,On 17292016,

everybody had to work from home until

(U/FeH0) was originally an

at the

that time period:

HUMA ABEDIN - Chief of Staff |
MONICA HANLEY — Personal Assistant

hnd was primarily responsible for arranging phone calls, drafting memos and summarizing news
articles. She was later promoted to th rovided the npames and
positions of the following individuals who during

(U/Fesa] lprovided that Platte River Networks (PRN) nravided IT support to the
|frcquently spoke with| | from PRN,
about routine matters such as purchasing laptops and maintaining the IT systems.
(U/FeHe lhad no recollection of ever receiving a laptop from PRN or

spoke with HANLEY regarding this matter approximately one month ago

and then reviewed Her email records to see if she had any further information about the laptop.

found one email between her and HANLEY in which thev discu sending the laptop to
PRN. However, the discussion_transitioned from email to phone and ad no further

recollection on what occurred. noted that this occurred during the period when everybody
was working from home due to the aforementioned lease issue. Therefore, if the laptop was shipped to her

she would have had it sent to her apartment. She further noted that

was responsible for opening

the mail for the office but that he would not have opened anything directed to her

speculated that perhaps it was shipped to the Clinton Foundation in New York City but she did not know

what they would have done with it.

(U/FOHE) had no recollection of CLINTON’s emails being turned over to DoS.

Nor was she involved in the culling of CLINTON’s emails

had no knowledge of any

< archives of CLINTON’s emails aside from the laptop in question.
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(U//F6H6) Following the interview| boreed to provide the above referenced email

chain with PRN to the FBI. On February 3, 2016
email to SA

(U//F6E0) A copy of the original interview notes and the email provided byj

attached 1n a 1A envelope. :

counsel electronicaily provided the

are
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Date of transcription _08/10/2015

Ito the Inspector General, United States Department of State, Office be

of Inspector General (S 2121 Virginia Avenue, NW, Suite 8100, SA-3, Washington, DC b7C
20037, telenhone (202 gmai _|@state.gov was interviewed in person by FBI Special
Agents land| After being advised of the identity of the interviewing

Agents and the nature of the imcrviewl provided the following information:

In early March 2015, the New York Times published an article about Secretary Clinton’s personal
email account while at the Department of State. The article alleged Secretary Clinton used a personal
‘email account to conduct official government business in violation of federal laws. Sometime thereafter,
John KERRY, Secretary of State, sent STATE IG a letter requesting a review of email and records
management at the Department of State. On or about March 12, 2015, STATE IG and Office of the
Inspector General of the Intelligence Community (ICIG) received letters from Congress requesting a
review of State Department employees’ use of personal email for official purposes and coordination with
relevant agencies to determine whether classified information was transmitted or received by State
Department employees over personal systems.

STATE IG initiated a review of the use of personal communications hardware and software by
five Secretaries of State and their immediate staffs. The review went as far back as former Secretary
Madeleine ALBRIGHT. In Fall 2014, the Department of State wrote to the last four Secretaries of State
asking whether they had any official email in their personal records. The Department of State issued
preservation requests, asking each former Secretary to preserve all electronic data they had while at the
Department of State. Secretary Colin POWELL responded that he used an America on Line (AQOL)
account. Secretary ALBRIGHT reported that she did not have personal accounts with official records.
Secretary Condoleezza RICE reported having a Gmail account, which she did not use for official

purposes.

In response to the preservation request, Secretary Clinton’s attomey, David KENDALL wrote a
letter to STATE IG stating Williams & Connolly, LLP was in possession of three thumb drives with
Secretary Clinton’s email from her private network. KENDALL and Katherine TURNER were the only
people at the firm with access to the thumb drives. The letter further stated Platte River Networks was in
possession of the server and had been made aware of the preservation request.

Investigation on __08/07/2015 at Washington, DC . :
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In December 2014, Williams & Connolly, LLP produced twelve boxes, approximately fifty five
thousand pages of about thirty thousand emails to the Department of State from Secretary Clinton’s
private server. There is a court order in place, which requires all thirty thousand emails to be released by
January 30, 2016. The emails have to be released on a monthly basis. The emails are released based on
select percentages. Thus far, two waves of Secretary Clinton’s emails have been released on the FOIA
website. Department of State had about fifty to sixty people working on Secretary Clinton’s emails for the
FOIA review process.

Upon receipt of the emails, they were scanned, entered to the OCR process and then uploaded to
Department’s of State ClassNet system, which was classified up to SECRET. The emails were then
divided into sub-groups. Then each email went through the FOIA process to determine the appropriate
FOIA exemptions, if any. Ultimately, the emails were publicly released. Initially, senior State Department
officials were being used to review the emails. The officials would review the email, identify which State
Department equity worked on the information, and would then send the email to that department. The
receiving department would then identify certain exemptions and/or send to other agencies, if other
agency equities were involved. The emails would come back to Department of State for further review -
and were ultimately reviewed on the FOIA website. The B (1) exemption was used to protect sensitive
Department of State equities. B (5) exemptions were used to redact internal deliberations. B (6)
exemptions were used to redact Personally Identifiable Information (PII).

STATE IG brought in ICIG to assist with the identification of classified information and to take a look

at the FOIA review process| ffrom ICIG reviewed Department of STATE’s FOIA
review process brought broader experience to Department of State’s assembly line review
process. uickly determined Department of State needed to make some changes to their review

process. On or about June 19, 2015 STATE IG and ICIG jointly made four recommendations to the State
Department related to the FOIA review process. The recommendations were as follows:

1. Recommend State Department FOIA office request staff support from IC FOIA offices to assist in
the identification of intelligence community equities; '

2. Recommend IC FOIA officers review the emails to ensure that ClassNet use is appropriate before
transmitting to the State Bureaus for review; _ .

3. Recommend State Department FOIA seek classification expertise from the interagency to act-as a
final arbiter if there is a question regarding potentially classified materials; and

4. Recommend State Department FOIA Office incorporate the Department of Justice into the FOIA
process to ensure the legal sufficiency review of the FOIA exemptions and redactions.

Patrick KENNEDY, Under Secretary for Management, U.S. Department of State was a key figure in
all of this. KENNEDY accepted FOIA recommendations number one and three on behalf of the
Department of State. During a July 2015 meeting with STATE IG and KENNEDY, KENNEDY said
something to the effect “We sent our folks from Diplomatic Security (DS) to conduct a security

b6
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assessment of Williams & Connolly”. DS concluded Williams & Connolly had procedures in place to
secure the three thumb drives. KENNEDY mentioned Williams & Connolly handled the General Petreaus
investigation, so they had the appropriate clearances and were safe. STATE IG left that meeting with the
impression that Department of State had an electronic copy of Secretary Clinton’s emails. Later, STATE
IG was told that Department of State did not have an electronic copy. STATE IG still would like to obtain
an electronic copy of the thumb drives.

STATE IG’s review focused on the following areas:

1) Preservation of Records
a. Are records being preserved for archival purposes?
b. Are appropriate systems in place for Freedom of Information Act (FOIA) purposes’?
c. Are records being kept in line with the Federal Records Act?
2) On-Boarding Process
a. How are methods of communications established for new Secretaries?
b. Each Secretary may like various devices, how does Department of State make those devices
secure for usage at Department of State?
¢. How had Department of State addressed security issues?
d. How did State Department set up secure phone line at Sécretary Clinton’s house?
e. What precautions were in place for personal devices?
3) Records Creation Designation
a. How does State Department make sure draft documents get captured in Department of State’s
records retrieval process?
4) How has Department of State handled FOIA and the Congressional Process?

opined Department of State’s record keeping process was not good. Prior to the last couple
- of years, record keeping was done on a print and file basis. Literally, if someone wanted something to be
kept as an official file, that person would have to print the document and request another person file it
away. STATE IG was in the process of taking a deep dive into the on-boarding process of Secretary
Clinton’s server.

Secretary Clinton preferred to use Blackberries. In fact, she had at least two email accounts that

“went directly to her blackberry account| was not sure whether Secretary Clinton had an
Information Technology (IT) infrastructure from her time in the U.S. Senate or her presidential campaign.
Bryan PAGLIANO worked in IT support for Secretary Clinton’s campaign. Shortly after Secretary
Clinton started her tenure at Department of State, PAGLIANO was hired as a Schedule C, directly
reporting to Secretary Clinton. PAGLIANO set up Secretary Clinton’s personal server and provided her
direct IT support. PAGLIANO left the Department of State sometime in 2013 and came back in early
2015 as a contractor. STATE IG contacted PAGLIANO as part of STATE 1G’s ongoing review. STATE
IG was informed PAGLIANO was represented by attorneys from Akin Gump Straus Hauer & Feld, LLP.
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PAGLIANO refused to talk without being granted immunity from prosecution.

‘Secretary Clinton had at least two AT&T blackberry accounts. The first account was the HR15
emai] account. In September 2013, there was an article about Sydney BLUMENTHAL having his email
account hacked. Apparently Secretary Clinton’s HR15 account was cited in that article. As a result,
Secretary Clinton changed her email to HRD14. -

wherever she needed|

believed that Secretary Clinton’s server at some point was held at her Chappaqua
residence. Department of State would send an advance team to set up Secretary Clinton’s communications

did not know who paid for the server. Huma ABEDIN and Cheryl MILLS

were the conduits for contacting Secretary Clinton. Only a few people at the Department of State were
able to contact Secretary Clinton directly.

As part of STATE IG’s ongoing review

D
2)
3)

Department of State employees

bé
b7C

bS per DOS

ecommended the FBI talk to PAGLIANQ and

who were all

was willing to provide the FBI with assistance as necessary.
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B) On June 3, 2016, Department of State (DoS) |

was interviewed by Federal Bureau of Investigation (FBI) Special Agents|

and

in his office located at

.

Virginia. r&ﬂe; being advised of the identities of the interviewing agents, and the purpose of the

interview,

Cl_r.maeee) was the}
t to include during the tenure of former Secretary of State CONDOLEEZZA Rl
POWELL, and HILLARY R. CLINTON at DoS.

provided the following information:

f el
b7C

| from

f el

b7C

most recently reported to

(U/IFeHOe)
(IT) Operations for DoS. T
telecommunications, email.

(U//FOBO)
arrival, however, the DoS executive office did not fall under
BENTEL, who gversaw Executive Secretariat Information R

F, COLIN

have been|

(U//F6860) Around the time of CLINT
Secretary of State for Management, suggested

served on CLINTON’s 2012 Presidential Campaign.
o had a MBA from the University of Marvland. After interviewmg PAGLIANO,

l.EAGJ_L&N.Q.M

his included. but was not limited to, software applications, bardware,
|DOS Information Resource Management (IRM).

|pr0vided IT briefings to CLINTON’s transition team upon their

[responsibility. JOHN

esource Management (S/ES- IRM), would
| in regards to managing IT programs for executive management.

board transition, PATRICK KENNEDY, Under

o

interview BRYAN PAGLIANO, who

and interviewed

greed he would be a good fit for

team. PAGLIANO was

subsequently hired on to DoS in a Schedule C position, and was Tasked with assisting mainly with cost
recovery planning and researching Do$S technical enhancement opportunities.

(UIECUO)|

technical assistance to CLINTON. AlthougH
CLINTON’s campaign, he noted PAGLIANO did not have any overtly apparent ties to the 7" floor [a

reference to whe

|was aware PAGLIANO came from

incident wherei

e CLINTON’s executive suite was located at DoS].
vas dealing with a matter that needed input irom the 7" floor, and

PAGLIANO mentioned he occasionally had contact with individuals on the 7" floor. PAGLIANO

|was not aware PAGLIANO had a secondary role of providing -

only recalled one

Investigation on __6/3/2016 at KA.
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offered to reach out to his 7% floor contacts, buf Hismissed the offer and proceeded
through regular channels. As a Schedule C hire, PAGLIANO would have been required to report any
additional income he received from side work with CLINTON.

(UHFGH'&)I was not aware of, nor did he have any discussions with PAGLIANO
concerning CLINTON’s use of a private email account or email server.r |did not have
direct correspondence with CLINTON, and learned of her use of a private email server when he read
about it in the New York Times. '

(U/FOYHO) It was understanding that DoS policy “discourages” the use of
private email, but does not prohibit it.

(U//FOHO) was not aware of the specific 1T setup in either CLINTON’s office or
l.hﬂu.mi.dﬂm:.ﬁ;s, However, he believed both of CLINTON’s residences had a DoS Secure Fax

and/or may have had knowledge of her office setup. | |
was assigned to the “help desk,” and worked fo but later went to work on
the 7" floor. also assesseq an ve more insight
as to what DoS IT equipment was installed at both of CLINTON’s residences as an [RM
technician who would know who installed DoS equipment at the Secretary’s homes.

(U//FOYO) The State Messaging and Archival Retrieval Toolset (SMART) records management
system was implemented by IRM as a result of recommendations from a DoS Executive Steering

Committee. SMART replacea_&g&_‘s_ﬂugmpﬁ system, and was developed to automate / streamline the
process for archiving records. was involved in discussions about the development and

rollout of SMART, as were representatives from SES. Representatives from the Executive Secretariat
asked to be the last to recgive the SMART rollout. However, ultimately SMART was never rolled out to
the Executive Secretariat. could not recall exactly when SMART was implemented at
DoS, however, he assessed SMART was rolled out sometime in 2007 - 2008.

(U//FGYO) A copy of the original interview notes are attached in a 1A envelope.
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Aﬂ_ﬂlﬁﬁ’ﬂjﬁ)_[)n May 10, 2016 DOB telephone 201 |
S8

was interviewed by Federal Bureau of Investigation (FBI) Special Agents
andl at his residence MD. After being
advised of the identities of the interviewing agents, and the PUrpose of the interview, provided the

following information:

(U/FOT6) served as at the Department
of State (DoS) from the beginning of KERRY’s tenure tol [ Prior to joining DoS,
erved as when KERRY was the Chairman of the Senate Foreign
Relations Committee. '
(U/FEOE6) A lot of information would flow throughl en route to KERRY, to include
information concerning Congressional Oversight. as tangentially inyc In the process of

production of DoS records to the Benghazi Committee, in that KERRY asked to ensure the
Committee did not face any DoS roadblocks in response to the request. Furthermore wanted to

make-certain DoS was as comprehensive as possible in their response to the Committee’s request,
was primarily concerned with KERRY being questioned by the Committee over the totality of the
production, and thus wanted to cover every production avenue possible to avoid KERRY being blindsided
if called to testify to the Committee. The production of documents related 1o Benghazi began in the
spring (April/May) of 2013 and continued as a “rolling production.”

(U//FEBO) was not aware former Secretary of State HILLARY R. CLINTON was using a
private email account unfil 2013, when he recalled hearing news of her email account potentially being

compromised as a result of a hack into Sidney Blumenthal’s email account. advised KERRY to

use a governtent email account when he became Secretary of State, despite what previous Secretary’s
may have chosen to do;:lwas not aware until recently that CLINTON’s private email account was

maintained on a private server.

(U/AFeHe) called seeing Benghazi production documents containing CLINTON's
personal email beginming in early 2014ﬁdid not recall having any concerns after seeing that
CLINTON used a personal email account, as he was aware other Secretary’s of State had done the same.

Investigation on __ 5/10/2016 at Washington. D.C.
File # _| ko2 =92Z Date dictated ___N/A
By SA| '
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(U//FEH6) In August or September of 2014 went to Capitol Hill to meet with the staff
members of the Benghazi Committee, in preparation for a pending hearing with KERRY recalled

the topic of issue in his meeting with the committee staff surrounded inquiries regarding the preservation
of records. Following his meeting with the commitiee staft] |contacted CHERYL MILLS to advise
of possible leaks from the committee referencing their production concerns related to CLINTON’s email.

recalled at least gne phone conversation with MILLS concerning the matier. also spoke
with] from a Public Affairs persnei:tive.l also had

some visibility in the matter, as |

(U//#8H990) In approximately December of 2014, recalled a large number of printed
CLINTON emails being dropped off at DoS. was surprised at the volume of emails produced,

and believed the production to be close to ages. Two attorneys fro
[Last Name Unknown (LNU) andi LNU [believed to be a reference t d
| were brought onto DoS to help process and coordinate the redactions in regards to
Benghazi FOIA production. ldescribed s someone who would be “encyclopedic”

* concerning the process of production regarding Benghazi, to include the production of CLINTON’s
email. DoSl was also involved with the DoS production and
review process as it pertained to CLINTON’s emails and Benghazi as a whole. PATRICK KENNEDY,

Do8 Under Secretary for Management, also had insight into the production process.

(U//FOY6) During the course of the Benghazi production, DoS recognized there was 4 gap in
records related to emails pertaining to not only CLINTON, but other former Secretaries of State who did
not use DoS email accounts. As such, Executive Secretary JOSEPH McMANUS drafted a letter in
October 2014, requesting former Secretaries produce any personal emails responsive to the Federal
Records Act in attempt to retroactively address the gap in DoS records.

- (U/FOoBe was not involved with the discussions or the process concerning how the
email production was conducted. did not provide direction on how the emails should be
produced, nor did he have any knowledge of what methodology was used in determining what emails
were responsive to production requests. was unaware of any concemns that the original production
of emails provided by CLINTON was not entirely comprehensive in response to the request, nor was he
aware of any concemns that the email production might contain classified material.

(U/FOH9) A copy of the original interview notes are attached in a 1A envelope.

b6
p7C

b6
p7C

b6
kiC

b6
piC



CECLASSIFIEC BY: NSICG J37IE85T34 SEMRN

ar 10-1Z2

-201%8

FD-302a (Rev. 10-6-95)
T

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _07/23/2015

b3 per ODNI

b6 per FBI
b7C per FBI
(UffF'GHe)| |date of bin.hli |was 1nterv1ewed at the
Office of the Inspector General of the Intelligence Community, iot P X
Reston, Virginia 20191. Also present during the interview werel
and After being advised of the identity of the interviewing Agents and the nature of

the mterview, provided the following information'

b3 per ODNI

T MF)I:Ih ad worked as an Inspector in the Office of the Inspector General of the ﬁﬁc":r]’"ﬁéx
Intelligence Community (IC/IG) for approximately 2 years. In May 2015, IG/IC began to assist in the
Department of State’s Inspector General’s (STATE/IG) review entitled “Use of Personal Communications
Hardware and Software by Five Secretaries of State and Their Immediate Staffs.” This assistance was
requested pursuant to the March 12, 2015 letter from the United States Senate.

11 (YA€) On or about May 28, 2015 met with the
Inspector General, United States Department of State (STATE) and other STATE employees in order to
assist in completing the review. It appeared that STATE Freedom of Information Act (FOIA) employees
were at least already 6 weeks into the review process. immedtately recognized problems that
impeded STATE’s review process. Some of the problems were 1) STATE’s computer software was at
least 2 generations behind; 2) the optical character recognition (OCR) was faulty; and 3) STATE b3 pei g::;l
emplovees used initials to describe organizations, as opposed to using intelligence designations. b'?C per FBI
| found STATE FOIA employees very helpful. On various occasions many of the FOIA officials
stayed after midnight to conduct the email review.

U} (3248 On or about May 22, 2015, STATE publicly released two hundred ninety-six e-mails
belonging to former Secretary of State Hilary Clinton (CLINTON). The two hundred ninety-six e-mails
were previously reviewed and released by STATE FOIA officials in response to previous FOIA requests.
According to the Defense Intelligence Agency, National Security Agency, and National Geospatial
Intelligence Agency officials, at least one of those un-redacted e-mails should have been treated as

Investigation on ___07/23/2015 at Reston. Virginia . b3
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- classified. On or about June 25, 2015 the IC/IG notified the Director of National Intelligence and }‘;,‘;CPB:ZFBF;I
members of the senate of this leak of classified information. =

g ?M) IC/IG believed that the release of the two hundred ninety-six e-mails did not comply with
FOIA regulations. In fact, public figures were completely redacted from the TO, FROM and CC lines, in
violation of FOIA regulations. It also appeared that no STATE FOIA personnel knew how the two
hundred ninety-six e-mails had been selected to be released. STATE FOIA personnel indicated during the
FOIA review process, some Bl (Classified National Securitv Information) were removed and changed to
B3 FOIA exemptions (Privileged Communications). believed STATE FOIA redactions of 3 per obNT
classified information were inappropriately designated or changed. b6 per FBI
b7C per FBI
I} (3% The two hundred ninety-six emails were taken from approximately fifty-five thousand
pages of thirty thousand e-mails provided to STATE by the Law Offices of Williams & Connolly LLP,
{(William & Connolly) CLINTON’s personal counsel. According to Williams & Connolly, the firm had
provided all of CLINTON"s work related or potentially work related e-mails from her @clintonemail.com
account. Williams & Connolly also maintained a copy of the .PST file containing the electronic copy of
the above referenced e-mails, on a thumb drive, stored in a secure safe at Williams & Connolly’s
Washington, DC office. David Kendall (KENDALL) and Katherine Turner, Esq. (TURNER) were the
only two people that had access to the thumb drive. The firm further advised they believed the server
equipment used to host CLINTON’s @gclintonemail.com account was no longer valid or active. Platte
River Networks in Colorado maintained custody of the equipment and had received preservation notices.

U} (5#88) 1C/IG had considered serving legal process to Willizms & Connolly in order to retrieve

the thumb drive. Diplomatic Security had attempted to retrieve the thumb drive from William &

Connolly, but were informed that since the firm had received preservation legters for the .PST files, the

firm could not release the thumb drive to Diplomatic Security. According to Diplomatic b3 per ODNI

Security was led to believe Williams & Connolly in fact had 3 copies of the thumb drive. bé per FBI

b7C per FBI

i} (3#3%F) In December 2014, Williams & Connolly informed STATE they had fourteen boxes

coniaiuing the approximately thirty thousand e-mails. However, when STATE officials arrived to pick up

the boxes, STATE only received twelve boxes. IC/IG had no information as to whether Williams &

Connolly were authorized to store classified information or if KENDALL and TURNER held security

clearances.

b3 per ODNI

! : : 3
il (S_’%F) surmised ____|and other STATE FOIA officials Egcp::ngBI
_were suspicious of the specia [egislative Affairs of attorneys
iand and other STATE FOIA 1 beli
mvolvement o pnd| in the FOIA review process was abnormal. ang
made recommendations and requested additional changes that were not routine, [and
both previously had worked atims which appeared to create a conflict of interest.
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Continuation of FD-302 DF—IM Qo 07/23/2015 _Page 3 pek
_pelieved both attorneys had also worked at the] and was possibly, 5 .. opnr
involved 1n the Lois Lemer, Internal Revenue Service situation. - b6 per FBI

b7C per FBI
(U//'F'GHQ) On or about June 15, 2015 IC/IG sent a letter to STATE/IG documenting potential issues
identified in the Preliminary Review of the State Departinent FOTA Process. The recommendations were:

1. Recommend State Department FOIA office request staff support from IC FOIA offices to assist in
the identification of intelligence community equities;

2. Recommend IC FOIA officers review the email to ensure that ClassNet use is appropriate before
transmitting to the State Bureaus for review;

3. Recommend State Department FOIA seek classification expertise from the interagency to act as a
final arbiter if there is a question regarding potentially classified materials;

4. Recommend State Department FOIA Office incorporate the Department of Justice into the FOIA
process to ensure the legal sufficiency review of the FOIA exemptions and redactions; b3 per ODNI

. _ bé per FBI
UZHNF) On or about June 26-27. 2015, a review of the thirty thousand e-mails revealed five »7C per FBI
additional classified e-mails. used key word searches in order to review the e-mail. It appeared

that one in every five e-mail addresses were not a .GOV e-mail address. In the thirty thousand e-mails
there were about seventeen unsigned classification upgrade memorandums. These memorandums were
packages of information which were being held for the Assistant Secretary of State for Administration’s
signature.

ULps74F) On or about July 1, 2015, IC/IG officials met with Patrick Kennedy, Under Secretary of State

for Management and other STATE representatives. IC/IG informed STATE that IC/IG wonld assist 1,3 per opnI
STATE/IG conduct the review, whether or not STATE welcomed IC/IG’s input. alleged 16 per FBI
STATE made several misrepresentations during this meeting. One such statement made by STATE’s b7¢ per FBI
legal counsel was “there were no classified information contained in the thirty thousand e-mails”.

' b3 per ODNI

was willing to assist the FBI further as needed. ' b6 per FBI
b7C per FBI
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| | United
States Denartment of State, Office of Inspector General (STATE IG), 2121 Virginia Avenue, NW, Suite
2100 Washington, D.C. 20037, telephone (202) emgili ostate.gov, date of birth
| was interviewed in person by FBI Special Agents| End in
her office._After bein% advised of the identities of the interviewing Agents and the nature of the

f ol
b7C

interview, provided the following information:

began I EIGin lasl |
In he became [Evaluations

and Special Projects unit, which consisted of approximately 10 people from both STATE IG and the b6
Intelligence Community Inspector General (ICIG). | worked on Congressional requests YIs
and other special inquiries that are handled by STATE IG, which included a special project related to the
Freedom of Information Act (FOIA) process as a whole.

| [STATE 1G were in the process of conducting a review at STATE, focused on bé
three main areas. Those areas were how 1) STATE records are preserved; 2) how STATE employees bie
handled the FOIA process; and 3) the on-boarding process for new STATE employees, specific to
mmunication, with an emphasis on the Secretaries of State. As part of that review,
ent a questionnaire in late March 2015 to the former Secretaries of State Madeleine
ALBRIGHT, Colin POWELL, Condoleezza RICE, and Hillary CLINTON along with current Secretary
of State John KERRY. The questlonnalre Spemﬁcally asked them about their use of personal email for
work purposes.

On April 15, 2015 STATE IG sent out requests to a broad number of STATE-related persons,
including former staff members and others who may have sent or received work-related emails to or from
the personal email accounts of the former Secretaries of State. The request asked for personal emails and
any policy or training given related to the use of personal email for business purposes. had
not yet received any email files from any of the staff members of the former Secretaries of State and was
told that there would be no response to the request by the attomey of Bryan PAGLIANO, former
information technology advisor for CLINTON.

f ol
b7C

CLINTON sent out an all-staff cable that personal email should not be used day-to-day for
business purposes and that personal email is not secure, so do not use them for business purposes. To the

Investigation on ___08/19/2015 - at Washington, DC b3
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recollection, CLINTON sent that cable out in 2009. After CLINTON's time as

Secretary of State, there was also STATE guidance that if STATE employees had to use their personal
email for business purposes they should send a carbon copy (Cc) to their “.gov” work email as well.

In August 2014, STATE Under Secretary for Management Patrick KENNEDY sent out a
memorandum for STATE employees not to use personal email for business purposes, but it did not

address whether personal servers may be used for business purposes. There was STATE guidance that all

information/emails related to work should be on an “approved automated system,” but there was no

known STATE guid
official “finding” by
STATE IG.

ce recardine

he use of personal servers to conduct business. That will be an

colleague

stated

-~ All of STATE’s top officials’ email records related to their “.gov” emails were being preserved, or

interviewed PAGLIANO’s former boss while at STATE, and
PAGLIANO’s former boss was unaware PAGLIANO set-up CLINTON’s personal work server for her.
There were no on-boarding policies in place to prevent what happened related to CLINTON using a
personal server. STATE IG was unsure what, if any, site survey or systems security and maintenance
checks were conducted prior to the installation of CLINTON’s server by PAGLIANO. STATE IG was
also unsure if anyone else other than STATE employees knew of, ever saw, or had access to the server.

“journaled,” no matter what. Most STATE employees, those not considered top officials, could create
email records themselves using the SMART system. The onus was on the regular STATE employees to
self-determine what a record is and if they didn’t use the SMART system and they’ve double-deleted the
email, it was more than likely not going to be preserved.

Regarding STATE IG’s review and interaction with KENNEDY, nad met

KENNEDY several times, and stated KENNEDY was never overly uncooperative and never did anything

unusual with regards to his cooperation_However, K

positive when dealing with STATE IG.

ENNEDY’s tone and tenor were definitely not

also attended meetings with KENNEDY 1n the past

that discussed general goals going forward for STATE with regards to STATE 1G’s review.

review led her to interview STATE officials who worked the FOIA process from

within the Bureau of Administration, Office of Information Programs and Services, which fell under
KENNEDY’s purview. Some FOIA officials have seen events and behaviors they did not like or that

made them uncomfortable, to include KENNEDY’s attitude toward them and how they handled the FOIA

process related to CLINTON. Additionally, there was a request from the FOIA officials to STATE
employees that asked for any emails sent to or from personal email accounts related to the CLINTON
FOIA request. Some STATE employees responded they had no emails that fit the request; despite the

negative response, for some STATE employees, FOIA officials knew there were at least some emails that
should have been included in their response because the FOIA officials had already reviewed those emails
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b7C

from within the batch of 30,000 CLINTON-related emails. Despite knowing some STATE employees
had not responded correctly, the FOIA officials had no recourse to compel a positive response.

For the FOIA request related to the 30,000 CLINTON-related emails and the Congressional b6
inquiry that requested Benghazi-related emails, those review process were handled outside the normal b7C

chain of peanle

did not know whv these rea dled outside the normal chain of
people, but b5 per DOS

recommended the FBI talk to

for more information on events discussed

above and for names of other people the FBI would be interested in talking with regarding the same. b6

b7c
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(U/FOBO) On May 25, 2016, Special Agent, United States Secret Service

USSS). was interviewed by Federal Bureau of Investigation (FBI) Special Agents (SA)

and SA | Also present for the interview was a Federal Law Enforcement

Association (FLEOA) Attorney and USSS SA | After being advised of the identity of the
interviewing agents and the nature of the interview, provided the following information:

U/, ) was assigned to the protective detail of WILLIAM CLINTON from
| |t0 Because ofl |inf0rmation technology (IT) skills, he was asked

l]_Q_dg_mmu_:Lasmmts and troubleshoot IT issues at the Clinton Foundation. Fr0m| to
assisted the Clinton Foundation in a case related to theft of information on the

Clinton Foundation information systems.

(U/FOD0) as contacted by JUSTIN COOPER in January 2011 to assist with the
security of an email server at the Clinton residence in Chappaqua, Ne did not
physically or remotely access the server in the residence at Chappaqu as not aware of the

hardware components of the server or software installed on the server| conducted open source

adding outbound IP filtering to the server. received PAGLIANQ’s name and contact
information from COOPER\ was aware of no other information pertaining to the email server
located in Chappaqua.

research relating to the security of email servers and contacted BRYAN PAGLIANO to recommend
are ;

(U/AOH0) Notes of the interview will be maintained in a FD340 envelope and filed with the
captioned investigation.

Investigation on __ 05/25/2016 at Boston, Massachusetts

File # | !302 ~9% . Date dictated ___ N/A
£

By SAl
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FEDERAL BUREAU OF INVESTIGATION
ALL FRI INFORMATION CONTAIHEC :

HEREIW 1S UNCLASSIEIED

DATE 10-12-201& BY J37J83T94 NSICG

Date of transcription _09/17/2015

On September 17, 2015, United States o

present wa DoS, office telephone
After being advised of the 1dentity of the interviewers and the nature of the interview

|pr0v1ded the following information:

Department QWIL?HCC’[ NW, Washington, D.C. 20520, was interviewed by ERI
i;;f:f! Agen] d Information Technology Specialist / Forepsic Examiner
Also

The DoS email system uses a hub and spoke configuration. There are approximately 120,000
mailboxes on the system, of which approximately 95,000 are for unique users. The other 25,000
mailboxes are general mailboxes and aren’t assigned to a specific user. Approximately 35,000 mailboxes
reside on the local hub and are administered by Information Resource Management (IRM). The
remainder of the mailboxes reside on spokes within the system and are not controlled by IRM. Spoke
mailboxes, such as those at overseas posts, are administered by the local Informatlon Security Officer and
backup procedures vary by site.

Upon receiving the preservation request from the FBI, IRM preserved and thereafter exported the

mailboxes for all of the individuals listed on the request whose mailboxes are on the IRM system.
estimated that approximately 400 of the 900 accounts listed on the preservation request are

active users on the IRM system, with the other accounts residing on spokes, POEMS, or are associated
with users who are no longer at DoS. Each exported mailbox includes all of the active mail folders as
well as any items in the Recoverable [tems storage area of Microsoft Exchange, which retains items for 90
days after they are deleted by the user. The export does not include any files, or mailboxes, that may have
been archwed by the user to their local desktop.

f =1
b7C

The IRM operating system is backed up and retained for approximately 30 days. However, the
email database 1s not part of the backup. For email recovery, IRM uses Database Availability Groups
(DAG) whereby five dynamic copies of each mailbox are maintained, at two sites, to allow the system to
be quickly restored if the primary database fails.

b6

opined that the exported mailboxes were unlikely to contain many emails from prior to s

2012. Prior to that time mailboxes were limited to SO00MB of data and users were regularly required to

b3
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delete old emails, or to create Personal Storage Folders (.pst files), when they hit the storage limit.
Between 2012 and 2013, the storage limits were increased to 5GB.

[RM uses the State Messagmg and Archival Retrieval Tool (SMART) to archive record emails.
The system was impleme s between 2008 and 2010 and replaced CableXpress for archiving
cables and record emails. inoted that communications sent to an embassy are referred to as a
cable and emails sent to a person are record emails. SMART requires the users to identify an email as
meeting the record standard and then selecting the appropriate SMART tags within Outlook while
composing the email. The period of retention for a SMART record 1s dependent on the tags selected by
the user.

provided that S/ES-IRM, also commonly referred to as the POEMS system, does not

policy rther noted that records for senior officials are archived when they leave office.

use melﬁmaiﬁltfim to archive email records. They are instead obligated to follow the ‘print and file’

recommended contacting Deputy Assistant Secretary MARGERET (PEGGY) GRAFELD,

Deputy Assistant Secretary for Global Information Services (A/GIS) for more information on this
process.

The Bureau of Intelligence and Research (INR) is responsible for administering the mailboxes on
the top secret network at DoS. provided that telephone 202 would
be able to provide further details on INR and the top secret mail system.

*
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Date of transcription _09/22/20135

On September 21, 2015}

United States

Department of State (STATE), Oftfice of Inspector General (OIG), Office of Inve igations: 12??

N. Moore Street, Suite 800, Arlington, VA 22209, office telephone 703 fax 703
ov called the writer, Information Technology
of the Washington Field Office (WFO)

email address @)state. g
pectalist/Forensic Examiner (ITS/FE

Computer Analysis Response Team (CART).

The writer asked

to provid

e general information regard'mg a group of fifty (50) .

email messages of interest that were found by

Outlook Personal Sto;
CHERYL D. MILLS

uring his review of the Microsoft

(.pst files, or “mailboxes™) for HUMA M. ABEDIN and

from STATE.

confirmed that the Federal Bureau of Investigation (FBI)
previouslv received a full copy of the two (2) mailboxes on a Lexar thumb drive provided by

| Istated that he performed a search across the email data for the words “Secret”
and “N ’ using a searc

m calle
fifty documents of interest.
metadata of Microsoft Word docum

d “Perceptive Search™ and that the search returned

believed that most of the search hits appeared within the
ents, which he identified as “Call Sheets,” or docy
provided to the Secretary of State prior to attending briefings with foreign dignitaries.

believed the search hits appeared within the metadata of the documents and not within the actual
content of the documents. The identified documents were sent as attachments to emails.

could not remember if there were also search hits within any email messages.

pelieved that the documents may have been generated from a classified system

and that at some point they may have been moved to an unclassified system. However, he was
unsure whether the “Secret” and “NOFORN” markinis would lﬁve been generated automatically

by the system that was used to create the documents.

stated that STATE had not yet

determined how the documents would have been marked with regard to classification.

The writer requested that

provide the FBI with the ﬁ]e_mmgs_a.u.dl Message-
Digest algorithm 5 (MD5) hash values for the files identified by STATE. advised that
STATE was in the process of moving the email data onto a stand-alone computer within a
Sensitive Compartmented Information Facility (SCIF) and that he anticipated this would happen
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File# _| 302~ B Date dictated ___N/A

By ITS/FE

This document contains neither recommendations nor conclusions of the FBIL [t is the property of the FBi and is loaned to your agency: it

and its contents are not to be distributed outside your agency.

bé
b7cC

bé
b7C

bé
b7C

b6
b7C

b6
b7cC

b3
b7E

b6
b7C



FD-302a (Rev. 10-6-95)

b6
b7C
Continuation of FD-302 of Telephone call wit_h_l ., On_0921 e 2
toward the end of the week r 25 2015\ tated that he would
_coordi wi OIG, STATE, telephone 703- b6
email addres Pstate.gov to obtain and provide the FBI with the MD5 hash b7cC

‘values of the identified files and that he would contact the writer when this process was complete,



FD-302a (Rev. 10-6-95)

ALL TBI INFORMATION CONTAINEED -
HERETN IS UNCLASSTFIED

e ot eres wercc FEDERAL BUREAU OF INVESTIGATION

Date of transcription _6/23/2016

(UHFGHO) On June 23 2016 | date of birt | was

el iewed by Federal Bureau of [nvestigation (FBI) Special Agents and
|Also present for the call was ounset | Attorney at
rl_‘m_Aﬂgr_b_cing advised of'the identities of the interviewing agents and the purpose of the interview,
provided the following information:

) (UN‘F‘G‘Uf:)J jhad no new information regarding the whereabouts of the laptop that
was shipped vl from Platte River Networks (PRN) to the Clinton Foundation in
April 0f 2014 |was not sure who the mailroom manager for the Clinton Foundation was at
that time but offered to contact the foundation to inquire about the shipment confirmed
that the address of the Clinton Foundation was 1271 Avenue of the Americas, 42" Floor, New York, NY
10020.

(U/AeH6) Following her January 2016 intervigw] [provided the FBI an email chain
from April 2014 with the subject “RE: HRC emails. ’| had not reviewed the email chain

prior to this call and could not immediately access the email so the interviewing agent read the chain to |
to refresh her memory,_Upon hearing the content of the ﬁnali,mpmwded that

she recalled having a discussion wit about remotely accessing the ARY CLINTON
email archive via the interng Jcould not recall if she actually accessed the email
archive remotely thereafter. believed that she may have taken riotes about the process

during the call and agreed to check her personal records for any relevant information.

(U//Fe8) A copy of the original interview notes and the referenced email are attached in a 1A
envelope.

]rllvcsligalirl)n on 6/23/2016 at Whashington, DC 8
Filc # | !302 "’%"’ o Date dictated N/A
By S_AI

This document contains ncﬁhcr recommendations nor conclusions of the FBLL It is the property of the FBI and is lo.mcd 0 your agency; it
and its conients are not to be distributed outside your agency. |

b6
pC

b6
b7C

b6
b7c

b3
b78

bE
p7C



FD-302a (Rev. 10-6-95)

ALL FBI INTORMATION COHTAINED -1-
HEREIM IS UNCLASSIZIEC
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Date of transcription _10/27/2013

b6

On Octcber 27, 2015, a Special Agent with L

Homeland Security Investigations  (HSI Department of Homeland
Security (DHS), Norfolk Virginia, (757)' was interviewed at
the Norfolk Federal Building. After being advised of the identity of
the interviewing Agent and the nature of the 1interview, I
provided the following information:

b6

was previously employed as an Agent at the Department of g

State, Bureau of Diplomatic Security (D8}, and assigned_to former
Secretary of State Rice’s personal protection detail £from until
January 2009. In January_ 2009 he was reassigned to former Secretary of
State Clinton’s detail. | served on Clinton’s detail until
hen he left the Department of State.

Clinton’s tenure at State brought about significant changes to
established security and diplomatic protccols owing to the dissimilar
management styles and attitudes between Rice and Clinton.
claimed that his time on Clinton’s detail was short and that he had no
information to offer with regard to security violations or mishandling
of classified information on the part of Clinton or her staff.
advised his recollections were vague regarding his time on Clinton’s

etail and that he could not recall specific events with clarity.
was aware that a Blackberry phone was kept in a desk drawer in
Clinton’s SCIF but could not say with any degree of certainty that the
phone belonged to Clinton or that storing it 4ipn the SCIF
security viclation. provided the name. of |
a former ASAC on Clinton’'s security detajl as gomeone who may be in a
position to provide additional insight. was not familiar with
the current whereabouts of
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CATE 10-12-2018 By ta7oestes wsice FEDERAL BUREAU OF INVESTIGATION

Date of transcription _11/06/2015

On November 6, 2015, Senior Special Agent, _ zsc
-Office of Investigations, Office of the [nspector G ), United States Department of State
(STATE), office telephone 70 cell 20 lemail address
' state gov called the writer, Information Technology Specialist/Forensic Examiner
{TTS/FE) pf the Washington Field Office (WFQ) Federal Bureau of Investigation
(FBI) Computer Analysis Response Team (CART).

EFlstated that he located an email containing content from a “confidential cable”

sent from a Microsoft “Hotmail” email account to the STATE email address for Huma Abedin i
(AbedinH@state.gov) that could be found in the data contained within evidence item 1B26 B7C
provided by STATE to the FBI on or around August 14, 2015. Evidence item [B26 is further

described as a white and grey Lexar [JSB 3.0 thumb drive labeled with a sticker containing the

words "Dept of State 703-312-3856." stated that when the email was received in 2011,

the information was classified and that it was supposed to be declassified in 2013 but that he did

not know if that was the case and did not know the current classification of the document.

On November 6, 2015 sent the writer an email containing information to assist
in locating the identified email in the FBI data set in evidence item 1B26. A copy of the email is bé
included in a 1A envelope. biG
i
!
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