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FEDERAL BUREAU OF INVESTIGATION 
Eleotronlo Communloatlon 

Title: (U) Subfile Opening Document Date: 09/01/2015 

From: WASHINGTON FIELD 
WF-CI13 
Contact : 

Approved By:~~------------------~ 

Drafted By : ~~----------------~ 
:(U) 

Case ID # : L-~---------"'~ PRESPRO ()!::< /~) MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U) To open a PRESPRO Subfi1e for material related · to 
Preservation and Production requests. 

Details: 

To open a PRESPRO Subfi1e for relevant information associated with 

Preservation and Production requests associated with captioned 

investigation . 

•• 
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AL..I.. l'BI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-06-2016 BY J76J1 8T80 NSICG 

FD-302a (Rev. 10-6-95) 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 0812812015 

On August 28, 2015, Special Agen~ ~mailed a Preservation and Records Request 
to the following U.S. Government agencies/individuals: 

Nuclear Regulatory Commission (NRC) 
General Counsel Margaret Doanr-:-e;...._ _________ ...., 

c/o Solicitor Andrew A verbach~L..-----------:--1 

U.S. Department of the Treasury 
Acting General Counsel Priya Aiyer 
c/o!,_ ___________ _____. 

Offic~ of the Director of National Intelligence (ODNI) 
General Counsel Robert S Ljn 

clq'----------------' 
National Counterterro...,.~j..;J.sm ......... Cio.Q<Ienwtlolo<e,._r .~.~CN~C...,.T..J.C .... )L...-______ __, 

Senior Legal Counsel l 

andj'------------~ 
Department of Energy (DOE) 
And National Nuclear Security Administration 
Assistant General Counsel for Intematjonal ar d National Security Programs 

Copies of the Preservation and Production letters as well as email receipts are enclosed in a I A. 

Investigation on 08/28/2015 

File# Ll _____ ......Jbi--'"-P...,&=£::.::'::..;Pc...:R..o==-_-____,2.=-- Date dictated --'N""I""'A,__ _ _____________ _ 

By~~------~~~-----------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/31/2015 

On August 31, 2015, Special Agen~L.-------'~mailed a Preservation and Records Request 
to the following U.S. Government agency: 

United States Secret Service 
General ColiiJ~~ Donna I. Cahill 
c/d 

Copies of the Preservation and Production letters as well as email receipts are enclosed in alA. 

Investigation on 08/31/2015 at ____ ~w~~~h~i~ng~to~n~-~D~C~------------------------------------

File # I t P~e~PRO ""3 Date dictated _ _,N=I:...:A _____ _ ________ _ 

By~ I lt--------'------- -
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 
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FEDERAL '~REAU I 

r 

ALL Il~'l'ION CONTAINED 
BJO'..REIN IS UNCLASSIFIED 
11.<\'I'E 12-06-2016. BY J76Jl8T80 tTSICG 

• r 

~ ATION 

Date of transcription 09/0112015 

,....---....;O~n~August 31,2015, S~ taxecJIL----..JI~reservatiori requests tq~... ___ _. bt: L---------1 

L------...1 

Copies ofthe preservation request and fax transmission receipts are enclosed in a 1A. 

Investigation on 02/01/2015 at Washington. DC 

File # J l PRESPRO 'i Date dictated N/A 

ByM D 
This document contains neither recommendations nor conclusions of the FBI. It is the ~erty of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your age~ • 1 
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AL.L.. FBI INFORMATI ON CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-06-2016 BY J76J18TSO NSIOG 

FEDERAL BUREAU OF INVESTIGATION 

Date oft.ranscription 09/02/2015 

On September 02, 2015, Special Agen~ lemailed a Preservation and Records 
Request to the following U.S. Government agencies/individuals: 

Nuclear Regulatory Commission (NRC) 
General Counsel Margaret Doan~el:::..----------..., 
c/o Solicitor Andrew AverbachJL.-------------' 

U.S. Department of the Treasury 
Acting General Counsel Priya Aiyer 

c/oL-1 ____________ ....... 

Office of the Director ofNational Intelligence (ODNI) 
~rera! Counsel Robert s !.itt 

Department of Energy (DOE) 
And National Nuclear Security Administration 
Assistant General Cauosel for Iotematjcma! •1d National Security Programs 

United Stat~s Secret Service (USSS) 
General Counsel Donna L. Cahill 

c/~L---------------' 
National Security Agency (NSA) 
General Counsel Glen Gerstell 

c/~L-----------' 
Copies of the Preservation and Production letters as well as email receipts are enclosed in alA. 

Investigation on 09/02/2015 at ____ ~w~~~h~in~ro~o~n~.D~C~-----------------------------------

::~~d:::::::::::=Wrs-=-~~==~===-=C===::;- Date dictated __ N!.:Jt'-!..A~-------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 

·and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/0412015 

On September 3, 201'5, sAjL.. ______ __.Iemailed supplemental preservation and production 
requests to the following agencies: 

Central Intelligence Agency 
Office of General Counsel 

Defense Intelligence Agency 
Office of ounterintelli ence 

On September 4, 2015, ·s~~... ______ _.lemailed a supplemental preservation and 
production request to the following agency: 

Department of Defense 
Office of General Counsel 

L----------..... 1- Litigation 

Copies of the preservation requests and email receipts are enclosed in a 1 A. 

Investigation on 09/0312015 at ____ ~w~~~h~in~~~o~n~. D~C~-----------------------------------

File# ~ 1-~ ..... PRE=S=P-"'R'""O'--.. _].._ _____ Date dictated __ N'""/"'"A"-------------------------------

By~L~~~~~~~~=~=:~----------------------~---
This document contains neither recommendations 'nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 

HRC-5442 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b3 
b7E 

b6 
.b7C 



b6 
b7C 

• 

• 

HRC-5443 



From: 
Sent: 
To: 
Attachments: 

Gentlemen, 

lwF) (FBI) 

I kWF) (FBI) 

AI..L fBI INFORMATION CONTAHlED 
HEREIN IS UNCL.ASSIFIED 
OATE 12-06-2016 BY J76J18T80 NSICG 

Fnday, September 04, 2015 1:59 PM 

I .. I 
·Preservation_and_Production_USDOT_2015_09_01_signed.pdf 

Per our conversation, I have attached the Supplemental Preservation and Production letter that was sent via email 
yesterday. Hopefully this will assist in further narrowing your search. Thanks for the continued communication on this 

matter. 

Respectfully, 

Special Agent 
FBI Washington Field Office 

I ~desk) 
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(U/fFOUO 
res onse from 

UNCLASSIFIED//~86~ 

-I -

ALL IN!'ORMATION CONTAI NED 
HEREIN IS UNCL.ASSIFI EIJ 
DATE 12-06- 2016 BY J76J18T80 ~TSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/0912015 

On Se tember 5 2015 SAL~--------------~Ireceived a 

for 
L----------------------~ 

regarding a preservation request 
1ste 1n an August 18, 2015 Preservation 

Request from the FBI. The response is attached to this communication 
in an FD-340. 

Investigation on 09/0512015 at Washington. DC 

File# ~ IPRESPRO - , Date dictated 09/09/2015 

by s4 I I ;h/zo;!/-
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL INFORi.!ATION COH'l'AINEIJ: 
HEREIN IS UNCh..l\.SSIFIED 
DAT'E 12-06-2016 BY J76J18TSO l•TSIOG 

FD-302a (Rev. 10-6-95) 
-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/10/2015 

On Se tember 10 2015 reservation re uest to 

Copies of the preservation request and email transmission are enclosed in a 1A. 

Investigation on 09/10/2015 ~ ----~w~~~h~i~nro~o~n~·~D~C~------------------------------------

File# ~L----;::~~~P:R:ES~P'-'R~OL-----'-'\)L.._ _____ Date dictated ___ N~/A..__ ________________ _ 

By~L ______ _br--J------------------------------

This document contains neither recommendations nor conclusions ofthe FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL FBI INroRl.tATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 1 2-06-2016 BY J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09116/2015 

. On September 16, 2015, S~ ~lectronically mailed a preservation and 
production request to Lee J. Lofthus, Assistant Attorney General for Administration, U.S. Department of 
Justice. The request was accepted b~ I I s~ ~hereafter telephoL-ru-. c_a_ll_y_c_o_nfi~I-rm_e_d_t_h_a_t t_h_e_r-eq_u_e-st_w_as_r_e_c-ei-v-ed_an_d-de-l-iv-e-re_d_t_o _ ___J 

AAG Lofthus. 

Copies of the preservation request and email transmission are enclosed in a 1 A. 

Investigation on 09/16/2015 at ____ ~w~~=h=in~ro~o=n~.D=C=-------------------------------~---

File # JL_ _____ rl P~R~E"-l>Si:.!..P~R~0 __ -_,_"2.. __ . _____ Date dictated __ .-N!.:i/~A~---------------------------

By~L----~IT.--~------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL INFORMATION COHTAINED 
HEREIN IS UNCLASSIFIED 
DA.TE 12-06-201 6 BY J76J1 8'!'80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/18/2015 

On Se tember 16 2015 S b6 
b7C 
b7E 

b7E 

Confirmation of receipt and processing was provided b~ ~n September 17, 2015. Copies of the b ?E 

preservation request and email confirmation are enclosed in a 1A. 

Investigation on 09/1812015 at Washington. DC 

File# ~ I PRESPRO - I J Date dictated N/A 

ByMj I 
I I 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed .outside your agency. 
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ALL Il~TION CONTAINED 
HEREIN. IS UNClASSIFIED 
DAT-E 12-06- 2016 BY J76J18T80 ~TSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/18/2015 

On c. .1.. 16 2015 sAl I teleohonicallv sooke witH 

lreg:arding the preservation request sent t~ 
the discussio~ !Provided the following information: 

~n September 10, 2015. 

Upon receipt of the FBI preservation request! ~ook the necessary steps to preservt:l 

!which meet the 
description of items to be reserved, and that the .FBI might therefore need to contaci 

f 

I 

During 

Following the discussiod kmailed a letter on behaff o4 ~ocumenting this 
information. The letter is contained in the attached 1 A. L-------...1 

Investigation on 09/18/2015 at Washington. DC 

File# ~l ____ _jlp:P~RE&S~P:!:5R~J ===='~L......!\~~'--- Date dictated _ __.!.N~/A~--------------
By~S~-----~----------------------------

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FD-302a (Rev. 10-6-95) • 
-I-

ALL FBI INFORl.lA'l'I ON CONTAINEO 
HEREIN IS UNCLASSIFIED 
DATE 12-06-2016 BY J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09i22120 15 

On September 22, 2015, sA ~mailed a supplemental preservation and 
production request to Assistant Secretary Starr, Bureau of Diplomatic Sec f State, 
2201 C Street. NW. Washington, D.C., 20520. Ther;.e;:.:m.:::a::.:il:....w:.:.:a=s:..:s::.:e;:.:n.::..t c::.:a::.r.::..e ..::::o.:.a.... ______ ____J 

I ~elephon~ ~maiL..-------~ 
Copies of the preservation requests and email receipts are enclosed in a 1 A. 

Investigation on 09/22/2015 at~--~w~~~h~in~~~o~n~.D~C~----------------------------~-----

File# jt. _____ ..J~I-'P....,RE""""S....,PR..,O=<------'-\ ]_._ ___ Date dictated __ N!,.!!/~A~-,_ ___ ____________ _ 

By~L------~"~L-------~----------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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DATE 12 -06-2016 BY J7£J18T80 NSICG 

FD-302a (Rev. I 0-6-95) 
-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/21/2015 

I 
On Septe[be' 21 2 01 s1 lemauJ I Office ofRecoTOs Management Policy, Department of 

Justice, telephon ema1 1 contacted sAl ~o 
seek additional guidance an the preservation request that was sent to the Department of Justice on 
September ~n response to this request, sAj flectronically mailed additional 
gu1dance tol______j 

Copies of the email are enclosed in a 1 A. 

Investigation on 02n1/2Ql5 at Washington, DC 

File# ~ l PRESPRO ,._ I ~ Date dictated N/A 

I I Bys4 I 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL IHFORYATION CONTAINED 
HEREIN IS UNCLASSIYIED • DATE 12-06-2016 BY J76J18T80 NSIDG 

FD-302a (Rev. 10-6-95) 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/06/2015 

I I 
Confirmation of receipt and processing was provided b~,..-----,~v~~on O~tobe¢"6, 2015. Copies 
of the preservation request and email confirmation are enclosed in ifA. ..__... -.._ 

Investigation on I 0/06/2015 ~----~w~~~h~i~nro~o~n~·~D~C~------------------------------------

File# jL _____ ...J-1 PwRE~S!.!..P~R~0~---'2..==-o ___ Date dictated ___ N~/~A~---------------

By~~------Lr==l __ _r----------------.-------------------- . 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL. INFORl!A'l'ION CONTAINED. 
HEREIN IS UNCL..ASSIFIED 
DATE 12-06-2016 BY J76J18T80 lifSICG 

FEDERAL BUREAU OF INVESTIGATION . 

Date of transcription 10/0712015 

On October 7. 2015. s~ bubmitted a Preservation requests t~ 

~===========::::;---------,-JI . ...._________, 
Confinnation of receipt was provided b~ t:opies of the preservation request and email 
confinnation are enclosed in alA. ~....-__ _, 

Investigation on 10/07/2015 at ____ ~w~~~h~i~n~~o~n~·~D~C~------------------------------------

File# JL _____ j~pPwR~E..,S!LP~R~o~---="2..=-'l. _______ Date dictated --~N~/rLA~-------------------------------

b6 
b7C 
b7E 

b7E 

b7E 

b3 
b7E 

b6 By~L------~c=l--~----------------------------- b7C 

It Is tho pto"'rty ~ftho FBI'"d Is lo'"od to yo"' '5sC's. This document contains neither recommendations nor conclusions of the FBI. 
and its contents are not to be distributed outside your agency. 

I • 
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DATE 12-06-2016 BY J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/14/2015 

On October 13 2015 SAl lemailed o;eservation reauests td 

J 

Copies of the preservation request and email confirmation are enclosed in alA. 

Investigation on 10/14/2015 at ____ ~w~~~h~i~n~~o~n~·~D~C~------------------------------------

File# JL _____ ..JI.!...PRE~S~P-!.:R,.0~"--2..:...) ____ Date dictated ___ N!..!;/~A"-----------------

By~~--------~b==J 
This document contains neither recommendations nor conclu~ions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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DECLASSIFIED BY : NSICG J37J85T94 
ON 12-21-2016 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/19/2015 

,---__, (U//FOUO) On October 16,2015, s~ lsA land Fo~ 
!reviewed Department of State (DoS) personnel files for the fo llowing 14 individuals: .....__ _ ___. 

Investigation on 10/16/2015 at __ ...!,W!,.!'as,.hC!.!i!.!Jngt~o~n.!.>.·.!<DC~-------------------

File # ~ lPRESPRO - "1.$ Date dictated __ N,_,'""/A..__ _ ___________ _ 

~~----------------_t-----------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FD-302a (Rev. I 0-6-95) 

Continuation ofFD-302 of Information Received from DoS On 101!6/2015 Page 2 
(U//fOUO) FBI Detailee to Diplomatic Security Service (DSS)I ~lso provided 

agents printouts of information concerning logon banner wording, as specified in DoS Operating System 
Configuration Guides. 

(U//f'OUO) Agent notes and copies of relevant documents from the review are contained in a lA. 
Information provided b~ ~oncerning the login banner wording is contained in a separate 1 A. 
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ALL FBI INI"'mtATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 1 2-06-2016 BY J76J18T80 llfSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/22/2015 

On October 22, 2015, sAJ bmailed a request to review briefing books and/or 
materials prepared for the Secretary of State for the time period of June 16-18, 2015. The request was sent 
in the form on an LHM addressed to GREGORY STARR, Assistant Secretary, Bureau of Diplomatic 
Security, U.r Department of State 2201 C Street NW Wasbjogton D.C. 20520. The email was 
accepted by 1. 

A copy of the LHM request and email receipt are enclosed in a 1A. 

Investigation on I 0/20/2015 ~----~w~~~h~in~~~o~n~.o~c~-----------------------------------

File# jl. _____ J~~R~E~SP:..!R.:-::0"---.. _-z.;.;;;_oJ "------Date dictated __ .....~N~/aA..._ _____________ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL. :FBI Il'f.FORbfA'l' I ON CONTAINEO 
HEREIN IS UNCLASSIFIED 
DATE 12-06-2016 BY J76J18T80 l!fSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1110612015 

(U/ffOUO) On October 29, 2015, sAj land sAJ ~eviewed 
~nt of State (DoS) personnel files. On November 4, 2015, sA] jancl S~L..---...J 
L__Jompleted the file review of the following twenty-one (21) individuals: 

(UHfOUO.) Agent notes and copies of relevant documents from the review are contained in a 1A. 

Investigation on I 0/29/2015 and 1114/2015 at __ .!JAr>!..!l~in!Sogt~o!!.Jn."-'V~A:!_ ______________ _ 

File# jL _____ .f,P"""RE"""""SP.....,R=0"--- --1-'J"""o'-------Date dictated _....!N:!l/.aA ________ __.._ 

B~L------------_J-------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Al.L.. IlU!ORMAT'IOl'J CONTAINED 
HEREIN IS ID-IC!...ASSIFIED 
DATE 12- 06-2016 BY J76J18TSQ NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 11/12/2015 

On November 10, 2015) 

Bureau of Investigation (FBI) Special Agen~ 

I 
A copy of the email and digital attaclunents are enclosed in an accompanying 1 A. 

Investigation on 11/1212015 at Washington, DC 

File# I lfBf~PRO -J l Date dictated N/A 

By~ I 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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AI..L.. INFORUATION CONTAINED 
HEREIN IS UNCI..ASSIFIED 
DATE 12-07-2016 BY J76J18T SO NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 12/lnOl5 

Copies of the preservation request and email confirmation are enclosed in a 1 A. 

Investigation on t2totnot 5 at Washington. DC 

File# ~ IPRESPRO - 3ld Date dictated N/A 

By ~ I ..... ,, \ "(" 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to, your agency; it 
and its contents are not to be d istributed outside your agency. ·. 
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OATE 12-07-2016 BY J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1112412015 

On December 1, 2015, s1 ... ________ .... lfaxed preservation extension requests to the entities 
below. -

On December 1' 2015, s~L _______ ___,rmailed preservation extension requests to the 
entities below. -

Copies of the preservation requests and fax confirmation pages are enclosed in a 1 A. 

Investigation on 1112412015 at ____ ~w~~~h~i~ng~t~on~·~D~C~------------------------------------

File# ~._ _____ ___.....,.! P..:.;R,.E=S.....,PR=0"'----~--'3_1 _____ Date dictated ___ N.!.!!.!;/A;!.._ ______________________________ _ 

By~ t--:-1 \'=.2{-=+\ l ..;._,.o;__tro __ / ----------

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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AL..L. INI'ORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2016 BY J7~J 1 81'80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 12i0212015 

On D ecemb e r 2 201 5 S J l ... bmjttptl a nresration requests t<jL,. _____ ___. 

~~============~--------------~ 

r----~A=-s,.,jparate preservation request was sent t~'--------------'1 via fax, fo~._ _____ __, 

Copies of the preservation requests and confirmation are enclosed in a 1 A. 

• • • 
Investigation on 12/02/2015 at __ ....:W~as~h!.!;in:ogt~o:l.!.n·o..!D~C¥-__________________ _ 

File# I 1-PRESPRO - 3S Date dictated --'N!..!l/~----------------

By~L--------~~-------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 12/0412015 

On December 4, 2015, S~ ~mailed a request to the Department of State for the 
production of relevant ClassNet and JWICS email messages. The request was sent in the form on an 
LHM addressed to GREGORY STARR, Assistant Secretary, Bureau of Diplomatic Security, V S 
Department of State. 2201 C Street. NW. Washington D.C. 20520. The email was accepted b~ 

~----------------------~1 . . . ~--~ 
A copy of the LHM request and email receipt are enclosed in a 1 A. 

_ .... 

Investigation on 12/0412015 at ____ ~w~~~h~in~ro~o~n~,D~C~-----------------------------------

File# jL _____ .Jl.._P~R:;ES::P:::::R~0~---3_1 ____ Date dictated __ N._,I"'-A.__ _______________________ _ 

By ~r---------lo 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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• 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

~/fNOF'O:lli~ 

December 7, 2015 

U.S. OPM- Federal Investigative Service 
Freedom of Information/Privacy Act Office 
Supervisor FOI/PA Specialist, Special Handlin~ 
1137 Branchton Road '-------' 
PO BOX 618 
Boyers, PA 16017 

Dea~L------' 

,ALL FBI INFORUATION CON'I'AHIED 
HEREIN' IS UNCLASSIFIED 
DATE 12-07-2016 BY J 76J18T80 J.ITSICG 

0 !\This jnfor:ation is the property of the Federal Bureau of Investigation (FBI) and is being 
released tq !It is not to be released outside your service without the prior consent of the FBI. 

(U) This request is in support of an FBI Full Counterintelligence Investigation and as defined by 
the Privacy Act: Civil/~riminal Releases: (b )(7) of the Privacy Act relates to disclosures made "to another 
agency or to an instrumentality of any governmental jurisdiction within or under the control of the United 
States for a civil or criminal law enforcement activity if the activity is authorized by law, and if the head of the 
agency or instrumentality has made a written request to the agency which maintains the record specifying the 
particular portion desired and the law enforcement activity for which the record is sought." Additionally, the 
Privacy Act outlines in (c){3) that disclosures made pursuant to (b)(7) of the Act are not releasable to the 
subject, even upon his/her request for an accounting of all disclosures. 

!U·)--· ~!NAThe purpose ofthis Letter Head Memorandum is to request assistance from. the U.S. 
OPM -Federal Investigative Services. The FBI Washington Field Office requests OPM provide any and all 
infc;>rmation pertaining to the following individual: 

NAr~· l I DOB~:_ ___ .....,___.I 
SSN: 

L------' 

(Ul - ...... )f!{f.ftM.) The FBI requests OPM provide any and all information, including derogatory 
information, th;tOPM is aware of regarding the listed individual. Specifically, the FBI requests OPM provide 
all reports of investigation(s); all SF-86 forms; all interviews of references, associates, foreign contacts, work 
colleagues, neighborhood, employers and educational; any polygraph results, all personnel and/or security 
files and documentation of all complaints, lawsuits or disciplinary actions taken with regards to the listed 
individual. · 

~T/fNOF'ORN 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your 
agency; it and its contents are not to be distributed outside your agency. HRC-5517 

IL.-.-------__.- pR.£ f.ft\.0 - L{ I 
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• ~/INOPORN 

iU-) ....... ) s( As this investigation involves a time sensitive matter, the FBI appreciates OPM's 
expe9itious handling of this re uest. If th · ns regarding this request, they should be 
directed to Special Agent (SA OPM's response to th is request can be 
transmitted securely to S Bl, Washington Field Office, 6014th St NW, Washington, DC, 20535. 

st:) 
Aaron Rouse 
Washington Field Office 
Acting Special Agent in Charge 

~/NOFORN 

This document contains neither recommendations nor conclusions of the FBI. It is the property ofthe FB I and is loaned to your 
agency; it and its contents are not to be distributed outside your agency. 
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ALL !FBI INFORUATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2016 BY J76J18T80 NSIDG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 12/17/2015 

On December 16, 2015, sAj !electronically sent the Department of State (DoS) 
two separate preservation and rod .... uc-:t..-io_n_r_e_---:-__,.-... m il r 1 vant to the captioned matter. The 
re uests were received b 
r-----, ___ .J The two requests sought records fo .__ ____________ ____, 

Copies of the preservation and production requests, as well as confirmation of receipt by DoS are 
maintained in a 1 A. 

Investigation on 12/16/2015 at __ ..:.W~a~sh~i!.!Jngt~o~n.!.>.. -"'D:..::.C'--------------------.----

File # J ~RESPRO- "13 Date dictated _ __,_,N.!.!./A...._ _______________ _ 

~L ________ _r--------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Al.L INI'ORlJA1'ION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2016 BY J7~J 1 81'80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 12117/2015 

Copies of th,e preservation request and email transmission are enclosed in a 1 A. 

Investigation on 12117/2015 at ____ ~w~~~h~i~nro~on~.~o~c~------------------------------------

File# ~l _____ _f~.!...PRE~So!.!.P..!.:R~O~----=~:....:"(:...._ __ Date dictated ___ Nui:.!..A~---------------

By~~------~--------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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AL..L 1FBI INFORMATION CONTAINED 
HEREIN IS UNCL.ASSI.FIED 
DATE 12-07-2016 BY J76J1 8TSO NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1112/2016 

On January 11, 2015, S~ ~lectronically sent the Department of State (DoS) an 
LHM requesting the production of facsimile records sent on June 17, 2011, as relevant to the captioned 
investigation. The request was received b~ !Bureau of Diplomatic 
Security~ I 

A copy of the LHM and confirmation of receipt by DoS are maintained in a 1 A. 

Investigation on 1/11/2015 at ____ ~w~~=h=in~ro=o=n~.D=C=------------------------------------

File # JL ___________ I .... P...,R..,.ES...,P'"'"R,_,O"--... __ '-\q..._._ _____ Date dictated ___ N~I:.LA!l.-____________________________ _ 

s .. sJL ______ JI ==----------------------------------------~ I 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL. FBI INIDRlJA'l'ION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 1 2-07-2016 BY J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 01114/2016 

r-----;On January 13, 2016, Federal Bureau oflnvestigation (FBI) Special Agent (SAj I 
.__ __ _.!received White House production responses via hand delivery froni lat 17'" and 

Pennsylvania Avenue NW, Washington DC. The White House producti·on consisted of a letterhead 
memorandum (LHM) and accompanying CD and was in response to a request emailed tol lon 
October 27,2015. 

The LHM will be placed in a 1A envelope and the CD will be checked into the Washington Field 
Office Evidence Control Center (ECC). 

Investigation on 0 1/ 13/2016 · at ____ ~w~~~h~in~g~to~n~.D~C~------------------------------------~---

File# JL _____ ..J~~RE~·Su..P~R~O_-......ti!.5Jj,3:...._ ___ Date dictated __ N!.,!!/~A~.-,. ________________ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL. .FBI INEORl.iA'l'IOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-07-2016 BY J76J18T80 USICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1/14/2016 

On January 14, 2016, sA klectronically sent the Department of State (DoS) a 
production requests for the personal emails ofHuma Abedin, as prov· of 
lnfonnatiqn Act (FOIA) review process. There uest was received b I JBureau of Diplomatic Securit L--------------' 

Copies of the preservation and production requests, as well as confirmation of receipt by DoS are 
maintained in a 1 A. 

Investigation on 

File# J 

Bvsd 

1114/2016 at Washington, DC 

~PRESPRO - 5 'f Date dictated __ N'""/"'-A"----- ------------

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. 
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AL..L .. !FBI INFORMAT I ON CONTAINED 
HEREIN IS UNCLASS I FIED 
DATE 12 - 07 - 201 6 BY J76J1 8T80 NSICG -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1115/2016 

On January 14, 2016, S~ !received an email in response to the p~oduction 
request sent~ the U.S. Deoartment of State (DoS) in an LHM on December 11. 2015. The email was 
received fro lsureau of Diplomatic Security (DSj bd indicated 
that the request was "so broad that it is not actionable." DoS suggested that limiting the search to 
correspondences between specific individuals would provide better results and asked the FBI to provide a 
narrower search request. · 

Attached in a 1 A is a copy of the email response. 

Investigation on 1/ 14/2016 at ____ ~w~~~h~in~g~ro~n~.D~C~-----------------------------------

File# JL _____ ..J~'-'-RE=SO!...P!."R0=---_-_'5_~------- Date dictated ___ N...,/'-'-A.._ ______________________________ _ 

By 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL FBI I NFORbtATI ON CONTAiliiED 
HEREIN IS UNCl.ASSIFIED 
DATE 1 2-07-2016 BY J76J18T80 1-TSICC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1128/2016 

received a Department of c· e oS) production 
BI Liaison to Diplomatic Security (DS). rovided SA 

'L...,-----.....L......,_mail" and an accordion folder of unsorte emails. · 

The CD will be submitted to evidence and the unsorted emails will be maintained in a 1 A 
following a manual review. 

Investigation on 1128/2016 at Washington. DC 

File #I IPRESPRO - 5 e Date dictated __ N~/!..!:A~---------------

~~------~1---------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. 
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ALL f'BI INFORMATI ON a:JN'l'AHJED 
HEREIN IS UNCLASSIFIED 
DAT'E 1 2 - 07- 2016 BY J76".Jl8T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2/312016 

On February 3, 2016, S ~-;----...Jte~~d a Department of State (DoS) production 
response provided by Special Assistan Office of the Assistant Secretary for 
Diolomatic ~ecurity. The response was m t two DVD's titled I ~email-201l.pst" and I _fmail-2012.pst" 

The DVDs were submitted to evidence on February 3, 2013 [IB-66]. 

Investigation on 2/3/2016 at __ ""'W""as""h.!.!!in!.!fgt~o~n""'. D~C:>::-_________________ _ 

File# ~t. _____ Jr....,RE~SP,_,R=o,__-_L:.._z... ____ Date dictated _-!.:!N!..!:./A:l-_ ______________ _ 

~L ________ j--------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 

HRC-5565 

b6 
b7C 
b7E 

b3 
b7E 

b6 
b7C 



\ 
b6 
b7C 

• 

• 

HRC-5568 



FD-302a (Rev. 10-6-95) 

-I-

At.L INFORMATION COUTAINED 
HEREIN IS UNCLASSIFIED 
OA'I'E 12-07-2016 BY J76J18'r80 l>fSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 02/1712016 

On February 17, 2016, s~L----------J~axed preservation extension req~ests to the entities 
below. 

• 
• 
• 
• 
• 
• 
• 
• 
On February 17, '20 16, S~._ ______ ___Jielectronically submitted preservation extension 

requests to the entities below. 

:CJ 
Copies of the preservation requests and fax confirmation pages are enclosed in a 1 A. 

Investigation on 02/1 712016 at ____ ~w~~~h~i~nro~on~·~o~c~--------------------------------------

File# tl-------;::::!~~P~RE:SP!...:Rc.>..:O"'----~.::...._L{'----- Date dictated __ N!.:!;/!.!:A~------------------------­

By.s4L __ ~Irl -~----------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its CcQntents are not to be distributed outside your agency. 
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Copies of the preservation requests and confirmation are enclosed in a IA. 

Investigatioo on 2/22/2016 at --~W~as!!2!.!h~in!5gt~o~n,_., 0=:-C~-------------------

File # ~ IPRESPRO - {.6 Date dictated _ _!..:N~/A!:l-______ __________ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to yo·ur agency; it 
and its contents are not to be distributed outside your agency. 
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On february 24.2016. sA hlll>mitted a preserrtion requests ~~--------1 

Copies of the preservation requests and confirmation are enclosed in a 1 A. 
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ByML-------=~-L~ ---------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 
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Copies of the preservation request and confirmation are enclosed in a lA. 
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File# ~l _____ _Jb:...~P!...!RE~S.!.!.P~R~O~"....:~=...:., ____ Date dictated ---!.:!N~/A2_ _ _ _______ _ _ ____ _ 

By~.-----0 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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!submitted a preservation requests to I I L.-. __ ___.. 

~--~·~!=_=_=_==_=~------------------~ 

On March 2. 2016, SAl 

On March 3, 2016, sAjr----------,lsubmitted a preservation requests t1 I L...-__ __, 

~-------------------------~ 

• L...--1 ___ ____. 

Copies of the preservation requests and confirmations are enclosed in a 1 A. 

Investigation on 3/3/2016 at Washington, DC 

File# ~l _____ _jl...!.P..!.:RE~S.!...oPR~0~--1~"1-____ Date dictated -~N:!.!/A~----------------

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents an! not to be distributed outside your agency. 
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On March 6, 2016, S~ !electronically sent the Department of State (DoS) an 
LHM dated March 4, 2016, to request f copy of the email that was withheld from the February 29, 2016 
FOIA rerase The J.HM was rece;ved_ lsureau of Diplomatic 
Security _ J · 

A copy of the LHM is maintained in an attached 1 A . 

Investigation on 3/6/2016 at --~w~as!::l!h~in~gt~o~n._., D~C::.......-------------:-----------

File# jL ______ lrP""R,E=SP,_,R=0><---~-1---''-f,__ ___ Date dictated _ _,N'-"/-'-'A'-----------------

~L_------~--~----~--------------------~------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 
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On March 21, 2016 Special Agen~ provide~ !Department of State, 
Bureau of Diplomatic Security, Office of the Asststant Secretary, wtth an email containing two LHMs 
with the following Subject lines: 

"Unclassified suppl~ment to the classified LHM dated March 8, 20 16" (dated 3/17/20 16) 

"Requests un-redacted copies of emails released through recent third party Freedom of 
Information (FOIA) requests" (dated 3/ 18/2016) 

A copy of each LHMs is enclosed in an accompanying 1 A. 

Investigation on 3/21/2016 at ____ w~~~h~in~~~on~.~D~C~---------------------------------

File# ~l-----.J~~P~R~E<Ol.SPt...!R....,0~--1~S""---------- Date dictated _....!N~/£!A...__ ________ _____ _ _ _ 

~~--------------_;---------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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b6 
On March 21,2016, S rovided Michael DeLeon, Chief Counterespionage b7C 

Group, Counterintelligence Center, entral Intelligence Agency (CIA) an LHM request dated March 18. 
2016. 

Copies of the LHM is maintained in a IA. 

Investigation on 3121/2016 at ____ ~w~~~h~in~ro~o~n~.D~C~-----------------------------------

File# ~L-----JIP,_,R~E=S:.!...P=R0:><.-.---=:"1'--'(,~--- Date dictated _ _,N""'I....,A._ _ _____ _____ --=----

~L------~Cl_j--------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property ofthc FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 
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On April6, ~016, Special Assistan~ !Bureau of Diplomatic Security (DS), U.S. 
Department of State fDoS) provided s4 lwith a DVD containing the .pst file for 

I _The DVD was provided to.Jhe FBI in response to an FBI Preservation and 
Production request dated December 4, 2015. Thereafter, the DVD was entered into the Evidence Control 
Center at the Washington Field Office (WFO). 

On April 7, 2016~ !provided sAj ~ith a DVD containing copies of 
the emails that DoS previously deemed to be classified during its FOIA review process, excluding TS 
content. The DVD was provided in response to an FBI OCA request dated October 23, 2015. The DVD is 
attached in a 1 A. 

Investigation on 4/6/2016 at __ -'-'W"""as""h""'in!C'gt.,.on,.._.,D,.,C'------------------------

File# I tRESPRO -12\ Date dictated -~N'-"1"'-'A'------------------

By .sJL.. _____ 1__,;J 0 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBJ and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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. On April 26, 2016, sAJ ~eceived an email response fro~ 
regarding the February 16, 20l6 preservation request fo~ I L--~==~--__. 

• 
• 
• 
• 

I !provided that it does not store any re. cords associated with[r-------,. ____ ....~ 
and that any requests foi !should be made thr~ugli]L... ___ ___. 

A copy of the email and attachments froni~... _______ .... lare attached in a 1 A. 

Investigation on 4/27/2016 at ____ ~w~~~h~i~nro~on~.~o~c~------------------------------------------

File #~~~=====::::!r~RErSo:.;PR1or----J8~£~--- Date dictated __ N'-"1"-A~------------------
By £4L ___ ____rl -----~-~----------:--------:---
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed.outside your agency. 
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TREY GOWDY, SOUTH CAROUNA 
CHAIRMAN . QI:ongre~~ of tbt 1tnlteb ~tate~ 

~oust of 1&eptt5tntattbt5 

ELIJAH E. CUMMINGS, MARYLAND 
RANKING MINORITY MEMBER 

lYNN WESTMORELAND, GEORGIA 
JIM JORDAN, OHIO 
PETER ROSKAM, ILLINOIS Select Committee on Benghazi 

ADAM SMITH, WASHINGTON 
ADAM B. SCHIFF, CALIFORNIA 

LINDA T. SANCHEZ, CALIFORNIA 
TAMMY DUCKWORTH, ILLINOIS 

MIKE POMPEO, KANSAS 
MARTHA ROSY, ALABAMA 1036 Longworth House Office Building 

Washington, D.C. 20515-6090 
. 114nt CONGRESS 

SUSAN W. BROOKS. INDIANA 

PHILIP G. KIKO, STAFF DIRECTOR 
{202) 22~7100 

http://benghazi.house.gov 

SUSANNE SACHSMAN GROOMS, MINORITY 
STAFF OIRECTOR 

Mr. David E. Kendall 
Williams & Connolly LLP 
725 12th Street NW 
Washington, D.C. 20005 

Dear Mr. Kendall: 

March 3, 2015 

Last night, the New York Times published allegations that former Secretary of State 
Hillary'Clintori exclusively used a private email account to conduct her official business while at 
the Department of Stat~. 1 While this information is now publicly known, the Select Committee 
on Benghazi has been aware since last year that Secretary Clinton used a private email address to 
conduct official business. Documents produced to the Committee by the Department of State 
indicate that Secretary Clinton's private email account had a @clintonemail.com domain name . . 
In· fact, the Committee is aware of two accounts used by Secretary Clinton: 
hdr22@clintonemail.com, and hrcl7@clintonemail.com. It is unknown whether those were the 
only two accounts used by Secretary Clinton to communicate regarding Benghazi. 

Given the recent public nature of these allegations, it is reasonably foreseeable that the 
Committee will request additional documents from Secretary Clinton in the very near future as it 

_ continues its investigation into the circumstances surrounding the Benghazi terrorist attacks. To 
ensure that a full and ·complete record of relevant communications will be produced to the 
Committee in response to a document request, the Committee requests that you: 

1. Preserve all e-mail, electronic documents, and data ("electronic 
records") created since January 1, 2009, that can be reasonably 
anticipated to be subject to a request for production by the Conunittee. 
For the purposes of this request, "preserve" means taking reasonable 
steps to prevent the partial or full destruction, alteration, testing, 
deletion, shredding, incin~tion, wiping, relocation, migration, theft; 
or mutation of electronic records, as well as negligent or intentional 
handling that would make such records incomplete or inaccessible; 

1 MichaelS. Schmidt, Hillary Clinton Used Personal Email Account at St(lte Dept., Possibly Breaking Rules, N .Y . 
TIMES (Mar. 3, 2015) at AI. 
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2. Exercise reasonable efforts to identify and notify former employees 
and contractors who may have access to such electronic records that 
they are to be preserved; and 

3. If it is the routine practice of any employee or contractor to destroy or 
otherwise alter such electronic records, either: 

a. halt such practices; or, 

b. arrange for the preservation of complete and accurate 
duplicates ·or copies of such records, suitable for production 
if requested. 

I request that you respond in writing as soon as possible, but no later than March S, 
2015 to confirm receipt of this letter and to· advise the Committee of the actions you will take to 
comply with this document preservation request. 

If you have any questions about this request, please contact the Committee staff at (202) 
226-7100. Thank you for your prompt attention to this matter. 

/Tr~owdy 
Chairman 

cc: ~e Honorable Elijah E. Cummings, Ranking Minority Member 
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RON JOHNSON. WISCONSIN. CHAIRMAN • ALL. FBI Il'U'ORMA.'l"IOl!J CONTAINEIJ; 
HEREIN IS UNCLASSIFIED 
DAT'E 12-07-2016 BY J76J18T80 HSICG 

JOHN McCAIN, ARIZONA THOMAS R. CARPER. DELAWARE 
CLAIRE McCASKII.l.. MISSOURI 
JON ltSTl:R. MONTANA 

ROB PORTMAN, OHIO 
RAND PAUL. KENTUCKY 
JAMES LANKFORD. OKLAHOMA 
MICHAEL B. ENZI, WYOMING 
KELLY A YO Til:, NEW HAMPSKIRE 
JONI ERNST, IOWA 
BEN SASSE. NEBRASKA 

TAMMY BALDWIN, WISCONSIN 
HEIDI HEITKAMP. NORTH DAKOTA 
CORY A. BOOKJ:R. NEW JERSF.Y 
GARY C. PETERS. MICHIGAN 

KEtnt B. ASHDOWN, STAff DIRECTOR 
GABRIELLE A. BAlKIN. MINORITY STAFF OtREC'TOR 

Mr. David E. Kendall 
Williams & Connolly LLP 
725 Twelfth Street NW 
Washington, DC 20005 

Dear Mr. Kendall: 

tlnitro ~tatrs ~cnatf 
COMMITTEE ON 

HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS 

WASHINGTON, DC 20510-.6250 

July 29,2015 

The Inspector General of the Intelligence Community (IC IG) recently notified Congress 
that you possess a thumb drive containing 30,000 emails from your client, former Secretary of 
State Hillary Clinton, which may contain classified information sent or received by Secretary 
Clinton. 1 I write to inquire what protections you have implemented to access, store, and 
safeguard the classified material in your possession. 

On March 12, 2015, I joined with Chairmen Bob Corker and Richard Burr in asking the 
Inspector General of the State· Department to examine whether State Department employees sent 
or received classified information in an insecure manner.2 We asked that the State Department 
IG coordinate with the IC IG in this review.3 On March 18,2015, I wrote separately to the State 
Department IG to inquire, among other things, whether Secretary Clinton's emails included any 
classified information.4 On July 23,2015, the IC IG notified Congress that State Department 
Freedom oflnformation Act (FOIA) officials informed him "that there are potentially hundreds 
of Classified emails within the approximately 30,000 provided by former Secretary Clinton."5 

The IC IG stated: 

We note that none of the emails we reviewed had classification or dissemination 
markings, but some included IC-derived classified information and should have 
been handled as classified, appropriately marked, and transmitted via a secure 
network. Further, my office's limited sampling of 40 of the emails revealed 
four contained classified IC information which should have been marked and 
handled at the SECRET level. 6 

1 Memorandum for Sen. Richard Burr et al. from I. Charles McCullough, Ill, Update to iC IG support to State 
Department IG (July 23, 2015). 
2 See Letter from Senator Bob Corker et at., to U.S. Dep't of State, Office oflnspector Gen. (Mar. 12, 2015). 
3 Jd 
4 Letter from Senator Ron Johnson, S. Comm. on Homeland Sec. & Gov't Affairs, to Steve A. Linick, U.S. Dep't of 
State Office of Inspector Gen. (Mar. 18, 20 15). 
s Memorandum, supra note I, at 2. 
6 Jd (emphasis added). · 
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The memorandwn further stated that "the 30,000 emails in question are purported to have been 
copied to a thumb drive in the possession offonner Secretary Clinton's personal counsel, 
Williams and Connelly [sic] attorney David Kendall."7 

On July 24, 2015-after suggestions that the information in Secretary Clinton's emails 
had been classified retroactively8-the IC IG and the State Department IG issued a joint 
statement. They wrote: 

The IC IG found four emails containing classified IC-derived information in a 
limited sample of 40 emails of the 30,000 emails provided by former Secretary 
Clinton. The four emails, which have not been released through the State FOIA 
process, did not contain classification markings and/or dissemination controls. 
These emails were not retroactively classified by the State Department; 
rather these emails contained clas.sified information when they were 
generated and, according to IC classification officials, that information 
remains classified today. This classified information should never have been 
transmitted via an unclassified personal system.9 

The IC IG and State Department IG concluded that "classified information may exist on at least 
one private server and thumb drive that are not in the government's possession."10 

As you know, Directive No. 1 of the National Archives' Information Security Oversight 
Office (ISOO) requires holders of classified information to "protect[] it from persons without 
authorized access to that information, to include securing it in approved equipment or facilities 
.••• "

11 The ISOO Directive mandates that "[c]lassified information shall be stored only under 
conditions designed to deter and detect unauthorized access to the information," and prescribes 
storage.requirements according to the classification leve1.12 The Directive also prescribes 
requirements for the transmission of classified information and requires the implementation of 
information controls to "assure that access to classified information is provided to authorized 
persons."13 Further, the State Department's Foreign Affairs Manual requires classified 
information to be stored in an "approved locked container" under particular conditions.14 

Based on the IC IG's memorand~, it is unclear what actions, if any, you have taken to 
safeguard the classified information contained on the thumb drive in your possession. The lax 

7 ld. 
1 See Josh Gerstein & Hanna Trudo, Hillary Clinton on email scandal: Everybody calm down, Politico, June 24, 
2015 (statement of Rep. Elijah E. Cummings). . 
9 I. Charles McCullough, III, & Steve Linick, Statement from the Inspectors General of the Intelligence Community 
and the Departm~nt of State Regarding the Review of Fonner Secretary Clinton's Emails (July 24, 2015) (emphasis 
added). 
10 /d. 
11 32 C.F.R § 200 l.4l. 
12 ld § 2001.43. 
13 /d § 2001.45,2001.46. 
14 Storing and Safeguarding Classified Material, 12 F.A.M. 530. 
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storage and safeguarding of this information could have serious consequences to national 
security. Accordingly, I ask that you provide the following information: 

1. Please explain how you have secured the thumb drive in your possession that apparently 
contains Secretary Clinton's emails, including emails with classified information ("the 
thumb drive"). · 

2. · Please identify the manufacturer and model of the thumb drive. 

3. Please identify all individuals who have had or currently have access to the thumb drive. 

4. Please identify the computer system(s) you and/or your colleagues utilize or have utilized 
to access the data on the thumb drive. 

5. Please provide a list of every individual who has accessed or had possession of the thumb 
drive since it came to be in your possession. 

6. Please explain the controls you have established for storing, transporting, and accessing 
the thumb drive and the basis for those controls in Federal policies and procedures · 
regarding storage of and access to classified information. 

7. Please identify any partners or employees of Williams & Connolly, including yourself, 
who possess· personal security clearances for the possession of and access to classified 
information issued by the Federal Government; any partners or employees of Williams & 
Connolly with formal authorizations to. courier classified information; and any facility 
clearances issued to Williams & Connolly or to which individuals at Williams & 
Connolly have aceess for storage purposes. 

8. Please explain how you have sec~red the server used by Secretary Clinton to send and 
receive emails during her time as Secretary of State, including emails that may contain 
classified information. 

In addition, I ask that you take all appropriate steps on behalf of Secretary Clinton to 
preserve all devices and data on those devices-including the thumb drive in your possession 
and the private server used by Secretary Clinton- that may contain classified information. I ask 
that you provide responses to the requests above and a certification. that you have preserved this 
material as soon as possible but no later than 5:00p.m. on August 12, 2015. 

The Committee on Homeland Security and Governmental Affairs is authorized by Rule 
XXV of the Standing Rules of the Senate to investigate ''the efficiency, economy, and 
effectiveness of all agencies and departments of the Government."15 Additionally, S. Res. 73 
(114th Congress) authorizes the Committee to examine "the efficiency and economy of all 
branches and functions of the Government with particular referenc\! to-the effectiveness of 

15 S. Rule XXV(k); see also S. Res. 445, 108th Cong. (2004). 
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present national security methods, staffing, and process .... " 16 For purposes of this request, 
please refer to .the definitions .and instructions in the enclosure. 

If you have any questions about this request, please contact David Brewer or Liam 
McKe~a of the Committee staff at (202) 224-4 751 . Thank you for your cooperation. 

cc: The Honorable Thomas R. Carper 
Ranking Member 

Enclosure 

16 S. Res. 73 § 12, !14th Cong. (2015). 
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Instructions for Responding to a Committee Request 
Committee on Homeland Security and Governmental Affairs 

United States Senate 
I 14th Congress 

A. Responding to a Request for Documents 

1. In complying with the Committee's request, produce·all responsive documents that are in 
your possession, custody, or control, whether held by you or your past or present agents, 
employees, and representative~ acting on your behalf. You should also produce . 
documents that you have a legal right to obtain, that you have a right to copy or to which 
you have access, as well as documents that you have placed in the temporary possession, 
custody, or control of any third party. Requested records, documents, data, or 
information should not be destroyed, modified, removed, transferred, or otherwise made 
inaccessible to the Committee. 

2. In the event that any entity, organization, or person denoted in the request has been or is 
also known by any other name or alias than herein denoted, the request should be read 
also to include the alternative identification. 

3. The Committee's preference is to receive documents in electronic form (i.e. CD, memory 
stick, or thumb drive) in lieu of paper productions. 

4. Documents produced in electronic form should also be organized, identified, and indexed 
electronically. 

5. Electronic document productions should be prepared according to the following 
standards: 

a. The production should consist of single page Tagged Image Files (".tif'), files 
accompanied by a Concordance-format load file, an Opticon reference file, and a 
file defining the fields and character lengths ofthe load file. 

b. Document numbers in the load file should match document Bates numbers and .tif 
file names. 

c. If the production is completed through a series of multiple partial productions, 
field names and file order in all load files should match. 

d. All electronic documents produced should include the following fields of 
metadata specific to each document: 

BEG DOC, END DOC, TEXT, BEGA IT ACH, ENDA IT ACH, PAGECOUNT, 
CUSTODIAN, RECORDTYPE, DATE, TIME, SENTDATE, SENITIME, 
BEGINDA TE, BEGINTIME, END DATE, ENDTIME, AUTHOR, FROM, CC, 
TO, BCC, SUBJECT, TITLE, FILENAME, FILEEXT, FILESIZE, 
DATECREA TED, TIMECREATED, DATELASTMOD, TIMELASTMOD, 
INTMSGID, INTMSGHEADER, NA TIVELINK, INTFILPATH, EXCEPTION, 
BEGAITACH. 
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e. Alternatively, if the production cannot be made in .tifformat, all documents 
derived from word processing programs, email applications, instant message logs, 
spreadsheets, and wherever else practicable should be produced in text searchable 
Portable Document Format (".pdf') format. Spreadsheets should also be provided 
in their native form. Audio ~md video files should be produced in their native 
format, although picture files associated with email or word processing programs 
should be produced in .pdf format along with the document it is contained in or to 
which it is attached. 

f. If any of the requested information is only reasonably available in machine-
. readable form (such as on a computer server, hard drive, or computer backup 
·tape), consult with the Committee staffto determine the appropriate format in 
which to produce the information. 

6. Documents produced to the Committee should include an index describing the contents 
of the production. To the extent more than one CD, hard drive, memory stick, thumb 
drive, box or folder isproduced, each CD, hard drive, memory stick, thumb drive, box or 
folder should contain an index describing its contents. 

7. Documents produced in response to the request should be produced together with copies 
of file labels, dividers or identifying markers with which they were associated when the 
request was served. 

8. When producing documents, identify the paragraph in the Committee's schedule to which 
the documents respond. · 

9. Do not refuse to produce documents on the basis that any other person or entity also 
possesses non-identical or identical copies of the same documents. 

I 0. This request is continuing in nature and applies to any newly discovered information. 
Any record, document, compilation of data or information not produced because it has 
not been located or discovered by the return date, should be produced immediately upon 
subsequent location or discovery: 

II . All documents should be Bates-stamped sequentially and produced sequentially. Each 
page ·should bear a unique Bates number. 

12. Two sets of documents should be delivered, one set to the Majority Staff and one set to 
the Minority Staff. When documents are produced to the Committee, production sets 
should be delivered to the Majority Staff in Room 340 ofthe Dirksen Senate Office 
Building and the Minority Staff in Room 346 of the Dirksen Senate Office Building. 

13. If compliance with the request cannot be made in full by the date specified in the request, 
compliance should be made to the extent possible by that date. Notify Committee staff as 
soon as possible if full compliance cannot be made by the date specified in the request, 
and provide an explanation for why full compliance is not possible by that date. 
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Instructions for Responding to a Committee Request 

14. In the event that a document is withheld on the basis of privilege, provide a privilege log 
containing the following information concerning any such document: (a) the privilege 
asserted; (b) the type of document; (c) the general subject matter; (d) the date, author and 
addressee; and (e) the relationship of the author and addressee to each other. 

15. If any document responsive to this request was, but no longer is, in your possession, 
custody, or control, identify the document (stating its date, author, subject and recipients) 
and explain the circumstances under which the document ceased to be in your possession, 
custody, or control. 

16. If a date or other descriptive detail set forth in this request referring to a document is 
inaccurate, but the actual date or other descriptive detail is known to you or is otherwise 
apparent from the context of the request, produce all documents which would be 
responsive as if the date or other descriptive detail were correct. 

17. In the event a complete response requires the production of classified information, 
provide as much information in unclassified form as possible in your response and send 
all classified information under separate cover via the Office of Senate Security. 

18. Unless otherwise specified, the period covered by this request is from January 1, 2009 to 
the present. 

19. Upon completion ofthe document production, you should submit a written certification, 
signed by you or your counsel, stating that: (1) a diligent search has been completed of 
all documents in your possession, custody, or control which reasonably could contain 
responsive documents; and (2) all documents located during the search that are 
responsive .have.been produced to the Committee. 

B. Responding to Interrogatories or a Request for Information 

I. In complying with the Committee's request, answer truthfully and completely. Persons 
that knowingly provide false testimony could be subject to criminal prosecution for 
perjury (when under oath) or for making false statements. Persons that knowingly 
withhold subpoenaed information could be subject to proceedings for contempt of 
Congress. If you are unable to answer an interrogatory or information request fully, 
provide as much information as possible and explain why your answer is incomplete. 

2. In the event that any entity, organization, or person denoted in the request has been or is 
also known by any other name or alias than herein denoted, the request should be read 
also to include the alternative identification. 

3. Your response to the Committee's interrogatories or information requests should be made 
in writing and should be signed by you, your counsel, or a duly authorized designee. 
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Instructions for Responding to a Committee Request 

4. When responding to interrogatories or information requests, respond to each paragraph in 
the Committee's schedule separately. Clearly identify the paragraph in the Committee's 
schedule to which the information responds. 

5. Where knowledge, information, or facts are requested, the request encompasses 
knowledge, information or facts in your possession, custody, or control, or in the 
possession, custody, or control of your staff, agents, employees, representatives, and any 
other person who has possession, custody, or control of your proprietary knowledge, 
information, or facts. 

6. Do not refuse to provide knowledge, information, or facts on the basis that any other 
person or entity also possesses the same knowledge, information, or facts. 

7. The request is continuing in nature and applies to any newly discovered knowledge, 
information, or facts. Any knowledge, information, or facts not provided because it was 
not known by the return date, should be provided immediately upon subsequent 
discovery. 

8. Two. sets of responses should be delivered, one set to the Majority Staff and one set to the 
Minority Staff. When responses are provided to the Committee, copies should be 
delivered to the Majority Staff in Room 340 of the Dirksen Senate Office Building and 
the Minority Staff in Room 346 ofthe Dirksen Senate Office Building. 

9. If compliance with the request cannot be made in full by the date specified in the request, 
compliance should be made to the extent possible by that date. Notify Committee staff as 
soon as possible if full compliance cannot be made by the date specified in the request, 
and provide an explanation for why full compliance is not possible by that date. 

10. In the event that knowledge, information, or facts are withheld on the basis of privilege, 
provide a privilege log containing the following information: (a) the privilege asserted; 
(b) the general subject matter of the knowledge, information, or facts withheld; (c) the 
source of the knowledge, information, or facts withheld; (d) the paragraph in the 
Committee's request to which the knowledge, information, or facts are responsive; and 
(e) each individual to whom the knowledge, information, or facts have been disclosed. 

11. If a date or other descriptive detail set forth in this request is inaccurate, but the actual 
date or other descriptive detail is known to you or is otherwise apparent from the context 
of the request, provide the information that would be responsive as if the date or other 
descriptive detail was correct. 

12. In the event a complete response requires the transmission of classified information, 
provide as much information in unclassified form as possible in your response and send 
all classified information under separate cover via the Office of Senate Security. 

13. Unless otherwise specified, the period covered by this request is from January 1, 2009 to 
the present. 
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C. Definitions 

1. The term "document" in the request or the instructions means any written, recorded, or 
graphic matter of any nature whatsoever, regardless of how recorded, and whether 
original or copy, including, but not limited to, the following: memoranda, reports, 
expense reports, books, manuals, instructions, financial reports, working papers, records, 
notes, letters, notices, confirmations, telegrams, receipts, appraisals, pamphlets, 
magazines, newspapers, prospectuses, inter-office and intra- office communications, 
electronic mail (e-mail), contracts, cables, notations of any type of conversation, 
telephone call, meeting or other communication, bulletins, printed matter, computer 
printouts, teletypes, invoices, transcripts, diaries, analyses,' returns, summaries, minutes, 
bills, accounts, estimates, projections, comparisons, messages, correspondence, press 
releases, circulars, financial statements, reviews, opinions, offers, studies and 
investigations, questionnaires and surveys, and work sheets (and all drafts, preliminary 
versions, alterations, modifications, revisions, changes, and amendments of any of the 
foregoing, as well as any attachments or appendices thereto), and graphic or oral records 
or representations of any kind (including without limitation, photographs, charts, graphs, 
microfiche, microfilm, videotape, recordings and motion pictures), and electronic, 
mechanical, and electric records or represen~tions of any kind (including, without 
limitation, tapes, cassettes, disks, and recordings) and other written, printed, typed, or 
other graphic or recorded matter of any kind or nature, however produced or reproduced, 
and whether preserved in writing, film, tape, disk, videotape or otherwise. A document 
bearing any notation not a part of the original text is to be considered a separate 
document. A draft or non-identical copy is a separate document within the meaning of 
this term. 

2. The term "communication" in the request or the instructions means each manner or 
means of disclosure or exchange of information, regardless of means utilized, whether 
oral, electronic, by document or otherwise, and whether face to face, in meetings, by 
telephone, mail, telex, facsimile, email (desktop or mobile device), computer, text 
message, instant message, MMS or SMS message, regular mail, telexes, discussions, 
releases, delivery, or otherwise. 

3. The terms "and" and "or" in the request or the instructions should be construed broadly 
and either conjunctively or disjunctively to bring within the scope of this subpoena any 
information which might otherwise be construed to be outside its scope. The singular 
includes plural number, and vice versa. The masculine includes the feminine and neuter 
genders. 

4. The terms "person" or "persons" in the request or the instructions mean natural persons, 
firms, partnerships, associations, corporations, subsidiaries, divisions, departments, joint 
ventures, proprietorships, syndicates, or other legal, businesses or government entities, 
and all subsidiaries; affiliates, divisions, departments, branches, or other units thereof. 

· 5. ·The term "identify" in the request or the instructions, when used in a question about 
individuals, means to provide the following information: (a) the individual's complete 
name and title; and (b) the individual's business address and phone number. 

5 

HRC-5683 



• 
Instructions for Responding to a Committee Request 

6. The terms "referring" or "relating" in the tequest or the instructions, when used 
separately or collectively, with respect to any given subject, mean anything that . 
constitutes, contains, embodies, reflects, identifies, s~ates, refers to, deals with or is 
pertinent to that subject in any manner whatsoever. 

7. The term '~employee" in the request or the instructions means agent, borrowed employee, 
casual employee, consultant, contractor, de fact employee, independent contractor, joint 
adventurer, loaned employee, part-time employee, permanent employee, provisional 
employee or subcontractor. 

8. The terms "you" and "your" in the request or the instructions refer to yourself; your firm, 
oorporation, partnership, association, department, or other legal or government entity, 
including all subsidiaries, divisions, branches, or other units thereof; and all members, 
officers, employees, agents, contractors, and all other individuals acting or purporting.to 
act on your behalf, including all present and former members, officers, employees, 
agents, contractors, and all other individuals exercising or purporting to exercise 
discretion, make policy, and/or decisions. 

# # # 
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lsubDJjttet! 3 nreservatjon rereS!S t9L------....I 

• L-1 ______ ___,.J 

Copies of the preservation requests and confinnations are enclosed in alA. 

Investigation on 6/6!2016 at __ _!W:!.;a2:"!s~h!!.!in~gt~o:!!n·...!D~C~-------------------

File # ~ I PRESPRO -q~ Date dictated _ __!.::N~/A:!..._ _ _ ___ __________ _ 

By~ ~ 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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-I-

ALL FBI Hl:FORMA'l'ION CONTAINED 
HEREIN. IS UNClASSIFIED 
DAT-E 12-07- 2016 BY J76J 18T80 ~TSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 6/27/2016 

r--_ ____,On June 24, 20161 I United States Secret Service (USSS), provided sAL..----' 
1 rith a package containing a letter and disc in response to requests for electronic files, 

documents, and materials for electronic mail communications to or from @clintonemail.com from 
1/l/2009 through 9/1/2015. 

The production was provided in response to FBI requests dated 8/31/2015 and 9/1/2015. 

Copies of the FBI LHM request and the response provided by DS are attached in a 1 A. 

Investigation on 6/24/2016 at ____ ~w~~~h~in~ro~o~n~.D~C~-----------------------------------------

File #~~i:=====:::tiP::;RE~S::;PRJO~--Cf.....:......J...._ _____ Date dictated --~N~/~A~-----------------------------
By~~------~1 __ -rl -------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL FBI UIFORMA.'l"IOl!J CONTAINED 
A HEREIN IS UNCLASSIFIED 
• DATE 12-07-2016 BY J76J18T80 NSICG 

FD-302a (Rev. 10-6-95) 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 7/26/20 16 

On July 26, 2016, Federal Bureau oflnvestigatiqn £FBD Special A:rnt (SA~ 
received a DVD and accompanying memorandum froml j>f the UnL.,i.-te-d.-S.,..ta-te_s ___ _. 
Department of State, Diplomatic Security Service. The DVD was in response to a January 14,2016, 
request for production of all of the emails[ provided to the Department of State from her 
personal email account as part of the FOrA process. 

The aforementioned DVD and memorandum are attached in an accompanying IA. 

Investigation on 7/26/2016 m ____ ~w=~=h=m~~=o=n~.D=C=------------------------------------------

File# ~~~=====~krRE=S=PfR""O'--'-q_,_j~---------Date dictated ____ _.N.;:.!.t....,A._ ____________________ _ 

By ~~--------~~~----------------------------------------------
This document contams neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its e:ontents are not to be distributed outside your agency. 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

!WF) (FBI) 

I I (WF) {FBI) 
Friday, August 28, 2015 3:21 PM 
I I 
DOE/NNRC Preservation and Production Request 

ALL FEI Ill::cR1!A'I'IOH COH'l'.Ut-TED 
3E.REIN IS UNCLASSH"IED 
DA'l'E 12-07-20H BY J76Jl8'1'80 trSICG 

Preservation_ and _Production _request_ DOE_ and_ NNRC _2015 _ 08 _28 _15 _12_15 _ 862. pdf 

· Per our discussion this afternoon, please find the attached Letterhead Memorandum concerning a Preservation and 
Records Request pursuant to Title 18, United States Code, Section 2703(f). Thank you in advance for your discretion in 
regards to the confidential nature of the FBI's investigation. 

Respectfully, 

Special Agent 
FBI Washington Field Office 

I 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: August 28, 2015 

To: 

UNCLASSXPIED//~ 

Assistant General Counsel 

ALL FBI Itf!.'QRi.IATION CONTAINED 
HEREIN IS tn-TCLASSH'IED 
CATE 12-07 -201'5 BY ..17/l,118T80 N.SICG 

International and National Securi ty Programs 
Department of Energy 

From: Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Records; - Request for Records 

The Federal Burea u of Investigation (FBI) formally requests that, 
p u rsuant to Title 18, United States Code, Section 2703(£), the 
Department of Energy (DOE) and National Nuclear Security 
Admini str ation (NNSA) take any steps necessary to preserve all 
electronic and transactional records associated with 
@clintonemail.com e-mail accounts contained on Department of Energy 
systems . This preservation request applies to all stored electronic 
records, files, and other evidence relating to communications to and 
from the @clintonemail.com e-mail address. 

On July 6 , 2015, the FBI received a Section 811(c} Referral from 
the Inspector General of the Intell igence Community regarding a 
potenti.al compromi se of classified information. Pursuant to this 
referral, the FBI respectfully requests DOE and NNSA cause a 
comprehensive search to be conducted of all holdings, files , 
documents, and mat e ria ls in the agency's possession, including back­
up computer drives, for electronic mail ·communications to o r from 
@clintone:ma.il. com accounts. Due to the nature of the FBI's 
investigati on, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter . Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith whi le a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 

UNCLASS~PXED//~ 

This documen t contains neither recommendations nor conclus ions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASS :tFIED I !"FF6&-

when complete . In addition, the FBI seeks a copy of computer banners 
from any DOE and NNSA computer systems on which relevant electronic 
communications are found. 

You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI's investigation. 

If you have any questions regarding this r [_a_p_e_s_t __ n_l_e_a_s_e--'Jirect 
all inquiries to Special Agentl I at_ j 

•• 

Peter P. -liioilli""Z 

Assistant Special Agent in Charge 
Washington Field Office 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI a nd is loaned to your agency; it and its contents are not 
to be distributed outside your agency . 
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ALL :F:!I ItEORJ.!ATION CONTAHG:D 
HEREIN IS UNCLASSiriEC 
DATE 12-07-201o6 3Y ,J7.0,118T80 NSICG 

~WF) (FBI) 

From: I I (WF) (FBI) 
Sent: 
To: 

· Frjday August 28 2015 3·24 PM 

I I 
Subject: NRC Preservation and Records Request . 
Attachments: Preservation_and_Production_NRC_2015_08_28_13_57 _14_262.pdf 

Mr. Averbach, 

. Per our discussion earlier today, please find the attached letterhead Memorandum concerning a Preservation and 

Records Request pursuant to Title 18, United States Code, Section 2703(f). Thank you in advance for your discretion in 

regards to the confidential nature of the FBI's investigation. 

Respectfully, 

sAl~.. ___ ~ 
Special Agent 

FBI Washington Field Office 

I !desk 
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UNCLASSIFIED//Peee 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To : 

From: 

August 28, 2015 

Margaret M. Doane, .General Counsel 
U.S. Nuclear Regulatory Commission 

Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

ALL ll'BI INFOR1LI\.'l'IOH CCNTAINEC 
HEREIN IS UNCL..ASSIFIED 
DATE 12-07-2016 BY J76J18f·80 ~TSICG 

Subject: Preservation of Records; Request for Records · 

The Federal Bureau of Investigation (FBI) formally requests that , 
pursuant to Titl e 18, United States Code, Section 2703{f), the U. S. 
Department of the Treasury take any steps necessary to preserve all 
electronic and transactional records associated with 
@clintonemail.cam e-mail accounts contained on U.S. Nuclear 
Regulatory Commission systems. This preserva tion request applies to 
all stored electronic records, files, and other evidence relating to 
communications t o and from the @clintonemail.com e-mail address. 

On July 6, 2015, the FBI received a Section 811 (c} Referral from 
the Inspector General of the Intelligence Community regarding a 
~otential compromise of classi fied information. Pursuant to this 
referral, the FBI respectfully requests the U.S. Nuclear Regulatory 
Commiss ion cause a comprehensive search to be conducted of al l 
holdings, fi les, documents , and materials in the agency's possession , 
inc luding back-up computer drives, for e l ec t ronic mail communications 
to or from @clintonemail.com accounts. Due to the nature of the FBI's 
investigation , we request this search be conducted without undue 
delay and within 30 days of receipt of this letter . Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non- privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the r esults of the classification review be provided to this Bureau 
when complete . In addition, the FBI seeks a copy of computer banners 
from any U. S. Nuclear Regulatory Commission computer systems on which 
relevant electronic communications are found. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI a nd is loaned to your agency ; it and i ts contents are not 
to be distributed outside your agency . 
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UNCLASSIFIED//~ 

You are requested not to disclose the existence of this inquiry, 
other than as · necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI's investigation. 

If you have any questions regarding this reguest, please direct 
all inquiries to Special Agent I I at '-1 ______ ..... 1 

•• 

s 

pecial Agent in Charge 
Washington Field Office 

UNCLASSIFIED/~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

I<WF) (FBI) 

ALL TI!I IUI'ORMATICU CDI-I1'AINED 
HEREIN IS UNCLASSIFIED 
CATE 12-07-2016 BY J"?6.J18T80 NSICG 

1

:: :11011m2S ~~~:r~)PM 
[ ~~ ~rese~a[on aCecords Request 
Preservation_and_Production_NCTC_2015_08_28_13_56_20_083.pdf 

Per our discussion earlier today, please find the attached Letterhead Memorandum concerning a Preservation and 
Records Request pursuant to Title 18, United States Code, Section 2703(f}. Thank you in advan.ce for your discretion in 

regards to the confidential nature of the FBI's investigation. 

Respectfully, 

SAl._ ___ ___. 
Special Agent 
FBI Washington Field Office 

I ~desk 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: August 28, 2015 

ALL FBI INE'Dru1ATION CONTAillED 
HEREIN IS U}TCLASSiriEC 
DATE 12-07-2016 B't .JH,118T80 NSICG 

To: Senior Legal Advisor 
National Counterterrorism Center 

From: Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Recordsi Request for Records 

The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
National Counterterrorism Center (NCTC) take any steps necessary to 
preserve all electronic and transactional records associated with 
@c1intonemai1.com e-mail accounts contained on NCTC systems. This 
preservation ·request applies to all stored electronic records, files, 
and other evidence relating to communications to and from the 
@c1intonemai1.com e~mail address. 

On July. 6, 2015, the FBI received a Section 811{c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests NCTC cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency's possession, including back-up computer 
drives, for electronic mail communications to or from 
@c1intonemai1.com accounts. Due to the nature of the FBI's 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
recorda be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. In addition, the FBI seeks a copy of computer banners 
from any U.S. Nuclear Regulatory Commission computer systems on which 
relevant electronic communications are found. 

UNCLASSXFZED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSXFZED/~ 

You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI's investigation. 

If you have any questions regarding this rrqlool..looulr.:ieii.isil.t ....... ......~p""'laliiiie~a..,sl.lie.._,direct 
all inquiries to Special Agent I I at. L.-----------'1 

•• 

Peter P. 
Assistant Special Agent in Charge 
Washington Field Office 

UNCLASSZFZED//¥QUQ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

I(WF) (FBI) 

I lwF) (FBI} 
Erjday A1 1ar 1st 28 f015 3:27 PM 
I . . 

ALL !'BI IlrFOF.l.!A'l'IOtr COH'I'AiloiEC 
HE..~IH IS UUCLA.SSEIED 
DATE 12-07-2015 EY J75Jl8T80 HSICG 

ODNI Preservation and Records Request 
Preservation_and_Production_ODNI_2015_08_28_13_55_34_339.pdf 

Per our discussion earlier today, please find the attached letterhead Memorandum for Mr. litt, concerning a 
Preservation and Records Request pursuant to Title 18, United States Code, Section ~703(f). Thank you in advance for 
your discretion in regards to the confidential nature of the FBI's investigation. 

Respectfully, 

S,tl~L..----...l 
Special Agent 
FBI Washington Field Office 

I ldesk 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: August 28, 2015 

UNCLASSIFIED//~ 

To: Robert S. Litt, General Counsel 

ALL rBI INfORlfA'l'IOU CON'T'AINEC 
8E..'qEHT IS UNCW\.SSIHED 
DATE 12-07-20H BY J7&J181'80 HSICG 

Office of the Director of National Intelligence 

From: Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Records; Request for Records 

The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, United States Code, Section 2703(f}, the Office 
of the Director of National Intelligence (ODNI ) take any steps 
necessary to preserve all electronic and transactional records 
associated with @clintonemail.com e-mail accounts contained on ODNI 
systems. This preservation request applies to all stored electronic 
records, files, and other evidence relating to communications to and 
from the ~clintonemail.com e-mail address. 

On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potentia l compromise of classified information. Pursuant to this 
ref err a 1, the FBI respectfully reques ts ODNI cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency' s possession, including back-up computer 
drives, for electronic mail communications to or from 
@clintonemail . com accounts. Due to the nature of the FBI' s 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted . The FBI requests 
the results of the c l assification .review be provided to this Bureau 
when complete . In addition, the FBI seeks a copy of computer banners 
from any U.S. Nuclear Regulatory Commission computer systems on which 
relevant electronic communications are found. 

UNCLASSIPIED//Feee 

This document contains neither recommendat ions nor c.onclusions of the FBI. It is 
the property of t he FBI and is loaned to your agency; it and its contents are not 
to be dis tributed outside your agency. 
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UNCLASSiFIED//~ 

You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI's investigation. 

If you have any questions regarding this request, ·please direct 
all inquiries to Special Agentl lat I l 

•• 

Assistant Special Agent in Charge 
Washington, Field Office 

UNCLASSiFiED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

~WF) (FBI) 

I I (WF) (FBI) 
Friday. August 28, 2015 3:29 PM 

I I 

~.LL FBI HT.FORMATIOU COI-ITAHIED 

HEIU:IH IS UNCL..AS.SiriEC 
DATE 12-07-2016 BY J76J1ST80 HSICC 

Department of the Treasury Preservation and Records Request 
Preservation_and_Production_USDOT_2015_08_28_13_54_32_018.pdf 

Per our discussion earlier today, please find the attached Letterhead Memorandum for Acting General Counsel Priya 
Aiyer, concerning a Preservation and Records Request pursuant to Title 18, United States Code, Section 2703(f}. Thank 
you in advance for your discretion in regards to the confidential nature of the FBI's investigation. 

Respectfully, 

SAil--------l 
Special Agent 
FBI Washington Field Office 

I ~desk 

~-~·:.. .. . ... ~. -· -- . .. ~.. . .. 
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UNCLASS~F~ED/~ 

U.S. Department of Justice 
Federal Bureau- of Investigation 
Washington, D.C. 20535-0001 

Date : 

To: 

From: 

August 28, 2015 

Priya Aiyer, Acting General Counsel 
U.S. Department of the Treasury 

Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

ALL TBI HITORMATICN COHTAUIED 
HEREIN IS UNCL.ASSEIEC 
CA.TE 12-07-20H EY -17o!i.J18T80 NSICG 

Subject: Preservation of Records ; Request for Records 

The Federa l Bureau of Inv e stigation (FBI) forma lly requests that, 
pursuant to Tit l e 18 , United States Code, Section 2703(£), the U.S . 
Department of the Treasury take any steps necessary to preserve all 
electronic and transactional records associated with . 
@clintonemail.com email accounts contained on U.S . Department of the 
Treasury sys terns . This preservation request applies to a 11 stored 
electronic records, files, and other evidence relating to 
communications to and from the @clintonemail.com e-mail address. 

On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information . Pursuant to this 
referral , the FBI respectfully requests the U.S Department of the 
Treasury cause a comprehensive search to be conducted of all holdings, 
files, documents, and materials in the agency's possess ion, including 
back- up computer drives,· for electronic mail communica tions to or 
from @clintonemail.com accounts. Due to the nature of the FBI's 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials b e provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the resu1 ts of the classification review be provided to this Bureau 
when complete. In addition, the FBI seeks a copy of computer banners 
from any U.S. Department of the Treasury computer systems on which 
relevant electronic communications are found . 

UNCLASSIFIED//~~0 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCI.ASSIPZED/ f11'89&. 

You are requested not to disclose. the .existence of this inquiry, 
other than as necessary for compl iance, insofar as doing so may 
jeopardize the confidential nature of the FBI's investigat i on. 

If you have any questions regarding this request, p lea s e direct 
all inquiries to Special Agent I I at r-1-=-------=----...,1. 

•• 

Assistant Special Agent in Charge 
Washington Field Office 

tmCLASSU'ZED/ /~ 

This document contains neither recommendations nor conclusi ons of the FBI. It is 
the property of the FBI and is loaned to you r agency ; it and its contents are not 
t o be d i stributed ou tside your agency. 
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ALL ItEORl~TION COHTAlNED 
HEREIN IS UHCLASSI!.'IEC 
DAT:E 10-05-:;!017 .31:' J37 J8e:>T94 USIC.G 

FD-340 (Rev. 4-11-03) 

File Number! r-_______ ....._ __ ___,l X~e SS'Y:U 

Field Office Acquiring Evidence _N__:.A? _ ____ ____________ _ 

Serial # of Originating Oocument _ _ _________________ __; 

DateRece~iv:ed~==B==· ~==~=-=;L==O=J=~====~---------------------------
%1 I From 

(Name oi Contnbutorl!nterviewee) 

(Address) 

~ (City and State) 

By -------------------------------------------------------

ToBeReturned 0 Yes ~o 
Receipt Given 0 Yes . No 
Grand Jury Material- Disseminate Only Pursu nt to Rule 6 {e) 
Federal Rules of Criminal Procedure 

0 Yes 

Federal Taxpayer Infonr.ation (FTI) 

D Yes 

Title: 

Reference: 

~0 

~0 

I '"•, 

(Communication Enclosing Material} 

Description: 0 Original notes re interview of 

Ptt~-&r--J~ ~ PachlL--hM YttfU.eJl frc t,u~s 
dAfeJ B-~!-L£' . 

' I 
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ALL !BI HITO~!ATION CONTAIUED 
HEREIH IS Ul!C.LASSEIED 

twF) (FBI) 
CA.TE 12-07-20H EY .1'7o6.Jl8T80 NSICG b

6 

From: 
Sent: 
To: 
Subject: 
Attachments: 

I I (WF) (FBI) 
Monday, August 31, 2015 3:29PM 

Preservation and Production Request 
Preservation_and_Production_USSS_2015_08_31_15_14_57 _509.pdf 

Thanks for taking my call earlier. As we discussed, I have attached a copy of a Preservation and Production request in 
regards to a sensitive matter. Please direct this request to USSS Chief Counsel Donna l. Cahill. Thanks in advance for 

your discretion and cooperation in regards to this request. 

Respectfully, 

Special Agent 
FBI Washington Field Office· 

I ~desk 

~ ...... ,. "'': .. 

1 
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UNCLASSIFIED/~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

August 31, 2015 

Donna L. Cahill, General Counsel 
U.S. Secret Service 

Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

ALL i'BI IIH'OR1!A'l'IOH CCNTAUTEC 
HEREIN IS UNCL...~SSIYIED 
DATE. 12-07-20H BY J7SJ18T80 I'TSICG 

Subject: Preservation of Records; Request for Records 

The Federal Bureau of Investigation (FBI) formally requests that, 
pursuant to Title 18, ·United States Code, Section 2703(f}, the U.S. 
Secret Service take any steps necessary to preserve all electronic 
and transactional records associated with @c1intonemai1.com email 
accounts contained on U.S. Secret Service systems. This preservation 
request applies to all stored electronic records, files, and other 
evidence relating to communications to and from the @c1intonemai1.cam 
e-mail address. 

On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of . classified information. Pursuant to this 
referral, the FBI respectfully requests the U.S Secret Service cause 
a comprehensive search to be conducted of all holdings, files, 
documents, and materials in the agency's. possession, including back­
up computer drives, for electronic mail communications to or from 
@clintonemail.com accounts. Due to the nature of the FBI's 
investigation, we request this search be conducted without undue 
delay and within 30 days of receipt of this letter. Should responsive 
records be obtained, this Bureau requests an electronic copy of all 
non-privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. In addition, the FBI seeks a copy of computer banners 
from any U.S. Secret Service computer systems on which relevant 
electronic communications are found. 

UNCLASSXPIED/fP99& 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED//~ 

You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of the FBI's investigation. 

If you have any questions regarding this reguest, please direct 
all inquiries to Special Agentl lat~~--------------~1· 

•• 

Assistant Special Agent in Charge 
Washington Field Office 

UNCLASSIF!ED/~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-5975 

b6 
b7C 



ALL I N!"'R!!A'f'ION COmAH!ED 
HEREIN I S UNCLASSI !.'IEC 
DATE 10-05- LO! i 3 Y J 3 7J85 T94 ~ISICG 

! 

~ 
f 
J 
i 
t 
I 
i 
' 

0 n ' .· 

FD-340 {Rev. 4-11-03) 

~------------~~~?~ File Number 

Field Office Acquiring Evidence __ \~W'-'-fD_...""'---------------

Serial # of Originating Document--------------------

Date Received 

From 
(Name of Contributor/Interviewee) 

(Address) 

(City and State) 

By ~ 
~----------------~ 

To Be Returned 0 Yes IZf No 

Receipt Given 0 Yes p No 
Grand Jury Material- Disseminate Only P\liSUant to Rule 6 {e) 
Federal Rules of Criminal Procedure 

0 Yes FNo 
Federal Taxpayer Information (FTI) 

0 Yes 

Title: 

l;rNo 

-~ 

. ·.~ 
·.: 

.· ,, . ~-..... 

Reference: ----- --- ------ --- ---- --- ----- ·. :;~ 
(Communication Enclosing M:.terial) ' !-'. 

'· 

Description: 0 Original notes re interview of 

I I e;;;~;;_~;Wtx0 
~n.~aL: 

, ... . _::- . - . - . 
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· *************** -cOMM. JOURNAL-******************* DATE AUG-31-2015 *****TIME 16:12 ******** 

11JDE = MEI'(RY TRI=lNSM ISS I Ct-1 START=AUG-31 16: 13 

FILE N0.--488 

END=AUG-31 16:12 

ALL INFOR!c!A'l'ION CONL~INED 
HEREIH IS UNCLASSifEC 

STN NO. COMM. ABBR NO. STATION NAME/ TEL NO. PAGES IX.JRATI ON DATE 12-0i-20H BY J76J1S'I'SO NSICC 

01111 · OK a 004/004 ee:ee: s6 

-NSD NS- 4 FRONT OFFICE 

- *****-

FEDERAL BUREAU OF I NV ESTIGATION 

FACSIMILE. TRANSMITTAL SH£ET 

1:8)UNCLASS1PIED 0CONFIDBNTIAL 0SECRET 0TOP SHCRE'l' 

Tod Recipient Fax Number: I 
ATTN: Custodian of Records Recipient Telephone#; 

From: Special AgeniL _____ ___. Sender Telephone # :IL.------' 
N~o~mber of Pages Includir'lg coversheet: 4 

0 U.RGRNT ~ ~·oa REVIIl.W 0 PJ.I'.ASB C:OMIII.~NT 0 PLEASE REPLY 0 PLt AS£ R.l!CYCLE 

NOTESICOMMiiNTS: 

P.....-vatlon '*'uest 

HRC-5977 

b6 
b7C 
b7E 

b7E 

b6 
b7C 
b7E 



~LL HITORl.IA'l'IffiT COHT.AUIED 
3E..RE HI IS UNC LASS I FlED 
DATE 1 2-07 - 20 1~ BY J76Jl8180 tfSI CG 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

[giUNCLASSIFIED QCONFIDENTIAL 0SECRET 0TOP SECRET 

To: L-1 _____ ____. Recipient Fax Number: I 
ATTN: Custodian of Records Recipient Telephone #: 

From: Special Agen~~.. ______ ___. Sender Telephone # :Jo...'-----~ 
Number of Pages I ncluding Coversheet: 4 

D URGENT C8J fOR REVIEW . 0 PLEASE COMMIZNT D PLEASE REPLy 0 J>U~ASE RECYCLE 

NOTES/COMMENTS: 

Preservation request 

HRC-5978 

b7E 

b6 
b7C 
b7E 



ALL nrroRl..lATICN CCN'I'AINED 
HE.RKIN IS UNCLASS EIED 
CATE 1 2 - 07-2016 BY .176.J 18f80 NSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

Augus t 31, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 

2 

3 

4 

5 
6 

7 

8 

9 

10 
11 
12 
13 

14 
15 
16 

You are hereby requested to preserve :he records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment ofthis request for 
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request 
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applies only retrospectively. It does not in any way obligate you to capture and preserve new 
infonnation that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour qction1 to oreserve the referenced files 
and recordst please contact Special Agent! aq as soon as 
possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any infonnation associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s}, customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, biUing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the cormection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the cormection period, including the 
destination IP address, connection time and date, discormect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
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relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. · 

If you have any questions regard in~ this reo nest. ,lease direct all inquiries to Special tgent 
L...-______ _.rho can be reached at! _ o~'---------------'-

Si 

Assistant Specia ent in Charge 
Washington Field Office 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

~.LL IHFO..~U>.TIOl:l COl;J"!' Ait.JED 
HEREIN IS UNCL.ASSifEC 
DATE 12-07-20H BY J 76J18'l'80 NSICG 

August 31 , 20 15 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

1 

2 

3 

4 
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6 

7 

8 
9 
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11 

12 

13 
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You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the.complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are als.o requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour action[ to are serve the retrenced files 
and records, please contact Special Agentf at I as soon as 
possible and before taking a11y such actions. 

This preservation request applies to the following records and evidence: 

· A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection {e.g., telnet, ftp, http)~ 
4. Data .transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
.connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 
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D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regardinq this request, plea gent 

L--------~jwho can be reached a~ prL...-__________ __, 

Assistant Specra Agent in Charge 
Washington Field Office 

r' 

\ 
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ALL IHFORl:!ATIOH Cot-I'l' AH!ED 
HEKEUI IS UliCL.ASSEIEC 
DATI: 12-07-20 16 .3Y JHJlSTSO HSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Reauest for Preservation ofRecords 

Dear Custodian of Records: 

August 31, 2015 

Pursuant to Title 18, United States Code·Section 2703(f), this letter is a fonnal request for the 
preservation of aU stored conununications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal proce~s. 
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You are hereby requested to preserve the.records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of90 days , or until receipt of a legal court order, whichever occurs first. This request 
applies only r~trospectively . It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber./f compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actions to preserve tire reJerenced files 
and records, please contact Special Agen~ I atl as soon as 
possible and before taking any such actions. . 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address . 

B. . All records and other evidence relating to the subscriber(s), customer(s), account 
hold.er(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
conta~.:l infurmalion, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP ·address, cormection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information! if known, for any person or entity to which such connection 
information relates, and all other information related to the cormection from ISP or its 
subsidiaries. l 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 
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D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account,.the content and connectio·n logs associated with or 
relating to postings, communications and any other activities to or tluough the requested account, 
whether such records or other evidence are in electronic or other form. 

If you baye a:y questions regarding this request, please direct all inguiries to Snecjal ~gent 
jwho can be reached at I lorL.I ___________ _._ 

Assistant Special Agent in Charge 
Washington Field Office 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

ALL INI'0~11A'l'ION COI'JTAINEJ:: 
HE...:U:IN IS UNCLA.SSH'IED 
DATE 12-07-20H BY J7~Jl8'1'80 tfSICi:; 

Erjday Seotember 04. 2015 2:52PM 
I I 
Preservation Confirmation ~ ... ""!""""~:-:--":"":--~ 
1217128. tit; Notice -Addressing of Legal Demands. pdf 

' ·, 

Hencl .... _____ _.l- FBI, Washington, 
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I ~as received your preservation request(s) on the account name(s) listed in the attached fax. b7E 

I I will preserve the requested account data, if any account data exists, for a period of 90 days from 4 
September 2015.1 ~an not advise you whether any data exists for the accounts that are subject to your 
preservation request. 

Your preservation record number is: ._1 _______ _.1 Be sure to refer to this record number when requesting 

the disclosure of any preserved data. 

18 U.S.C. 2703(f)(2) of the Electronic Communications Privacy Act permits a single 90 extension for each preservation 
re_quest. If we do not receive a preservation extension request within 90 days from the date of this preservation Jetter, 
the preserved data will be destroyed. Also, please be aware that preservations are merely cine time snap.shots of the 
account on the date the infor.mation is preserved. Preservations are not snapshots made each day during the 90 day 
preservation timeframe. 

If you send an extension to your preservation request, please indicate that your request is (In extension so we may 
quickly identify the accounnhat you preserved and ensure that the initial data preservation is maintained. 

Finally, when you submit your legal request for us to disclose the preserved data, ~ase provide the preservation 
request number along with the date of the original preservation so that I ay retrieve all relevant stored 
data. 

Thank you, 

1 

HRC-5990 

b7E 

b7E 

b7E 



Al..L IN?ORl~TION CO~TTA.HTED ~·~~·--.- · - - -·--· · ..,.--. ~·"'-~~.,-- ... -----··"'~ · - .. -~-·¥ ~· ·· 
HERElll I S UNCL.ASSEIEC 
DATE 10-0 5 -:::0 1 7 .3Y J3 7J8 5T 9 4 ~ISICG ; 

.... 
: .~ 

I ,• 

i 
. I 

, ,1' 

.?·~--.l ; ... - ... ,.·. _ . __ -~ 

A · 
'td 

FD-340 (Rev. 4-11 -031 

File Number __... _______________ _J..,_.-.:.~....:.....:· ,.........:::;_,;;;;..: -Pe.c.:.....:..:::::·.:;;;_ __ ,>~:' 

Field Office Acquiring Evidence 
\1 ~~ · .... i::•( ... _vv..><..;;.... ...... [k.)..Joo::;:; _ _ _____________ ·.';:1..' 

.;·-.:1.~ 
:: .. ;} 

Serial #of Originating Document--- --- --- --- --- ------: ·}::~J 

cr 17.-1\ :s ·:z~~ Date Received 
I .. ,.. ,, 

. :;:~~~ ~~ From 
----------------------~{N~am_; _e_o~f~C~o-n~tr~ib~u~t-o~rl~ln~t-cr-v~ie_w_e_e~)------------------------------~:~f: ~;. 

... ~· 

-----r--~--~----~----~--~----~--------~--------~--~----------~~(~C~~~:-Y'-~-:~:~-:~~--~e~)--------------------------------------:~. 
·~~~~ 

By .. :t~< 
t-----------------------------~--:.)~ ._ __________________ .Jg t/ 

To Be Returned 0 Yes No .. J.i,;. 

Receipt Given D Yes No -~ ··1:: 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) :-':(": 
Federal Rules of Criminal Procedure ·.:~~ 

0 Yes ~ No 
Federal Taxpayer Information (FTI) 

0 Yes ~No 
Title: 

.::~~ 
·~ ~?.~ 
' i'· ·~=·· 

-;~ ·- · 

:.ft 
·,.:<~:~ ... 
-~~. 

·: . .. 
. '·.£J Reference: 

-----------------(C'-o_m_m_u_n_i_c_a_ti_o_n_E-~n-c-!os_i_n_g_M_a_lc-r-ia_ll _______ _ __ __, _ _ :1~? 

·._-~ . . 

Description: Original notes re ;nterv;ew of :a 0 ~-( 

,....~.~-=------~=..:a==~ ....... ,...:...:.;,..o~t£~~=----· =-:.......::.:4/~.--6vvt4z=..!..::...:.. · .-.!.:.:>=t........;:.C..,.,Q-..t.~· 6~©&<A~~'i~1W::::..!...-.,:_. :.~J 
.if~ 

-LfV-bA- P--~.:....-.Jt>.~l i?-C= .. '-tt-~"'--~'-~· ~-"£¥=rtj-G-...::'"b""'-"-.:N:Ioo.JI"f-l ...... "-~ic_·:t<I,..JoC-\YI----l~'-·,...~.J..-==...l.IJ---:t.,. 
4,::. 

<: c . J I --A. -~~~ 
~------~U~Q~w~S~J~A~~~n--------------------~---------------- * 

:LA '-( "· 

' ... · ..•. 

.. !· ·.:: · .. 

-· 

.. 

b3 
b7E 

b6 
.b7C 

.· ·. -•~~~>~~;{': :A;~:=~~:J.'!Q.C~:r-=:~J:r"?~~2~]~f}!!'J~~·~~~$99l!@f, 



From: 
Sent: 
To: 
Subject: 
Attachments: 

kWF) (FBI) 

ALL FBI HITORl!ATION CON'l'AIUED 
HEREIN IS UNC.LASSEIEC 
IJATE 12-07-ZOH 3Y .i76.Jl8T80 NSICG 

'. 

Thank you for your call. Attached is the NCTC Preservation and Production request you requested. Please let me know 
if you need any further assistance. 

Respectfully, 

From~ I (WF) (FBI) 
sent: Wednesday, September 02, 2015 11:26 AM 
To·! l Cc+-~ ____ ......__.....,! 

Subject: Supplemental Preservation and Production Request 

Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don't hesitate to contact us. 

Respectfully, 

Special Agent 

FBI. Washington Field Office 

I ~desk 

1 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

HRC-5992. 



From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

~WF) (FBI) 

I lwF) (FBI) 
Wednesday. September 02, 2015 11 :26 AM 

I I 

ALL rEI IN!'ORUATICN CONTAiliED 
HEREIN IS UHCLASSiriEC 
CATE 12-0~-2016 BY .. J'"~IS.118T80 NSICG 

Supplemental Preservation and Production Request 
Preservation_ and _Production_ NCTC _ 2015 _ 09 _ 01_signed. pdf 

Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 

week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 

request. Again, if you have any questions, do~'t hesitate to contact us. 

Respectfully, 

Special Agent 

FBI. Washington Field Office 

I ~desk 

1 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: Sepiember 1, 2015 

ALL I'BI HITORMA'l'IOH CON'l'AUIEC 
HEREIN IS UNC~.SSIHED 
DATE 12-07-20H BY J7(;J18T80 I'TSICG 

To: Senior Legal Advisor 
National Counterterrorism Center 

From: Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Records; Request for Records 

This request supplements the Preservation of Records and Request 
for Records sent to the National Counterterrorism Center (NCTC) on 
August 28, 2015, which formally requested that the NCTC take any 
steps necessary to preserve and produce all electronic and 
transactional records associated with @clintonemail.com e-mail 
accounts contained on NCTC systems. 

The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 2703 (f), the NCTC 
take any steps necessary to preserve and produce all electronic and 
transactional records between any @clintonemail. com e-mail account 
and the specific NCTC e-mail addresses provided below. This 
preservation request applies to all stored electronic records, files, 
and other evidence relating to communications between the specified 
NCTC e-mail addresses and any @clintonemail.corn e-mail address. 

On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
refer:r·al, the FBI re~pectfully requests NCTC cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency's possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following NCTC e-mail 
accounts: 

UNCLASSIFIED/~e~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-5994 
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We request this search be c onducted without undue delay and 
wi thin 30 days o f receipt of thi s letter. Should responsive records 
be obta ined, thi s Bureau reques ts an electronic copy of all non­
privi leged mate rials . be provided forthwi th whil e a corresponding 
classificat ion review of those records is conducted . The FBI requests 
the results of the classification review be provided t o this Bureau 
when complete. 

You are requested not to disclose the existence of this inqui ry, 
other than as necessary for compl iance, insofar as doing so may 
j eopa rdize the confidential nature of t his matter. 

If you have any ques tions rega r ding this rFe~q~u~e~s~t~,_.p~l~e~a~s~e~ direct 
all inquiries to Special Agent atl 1. 

•• 

Sincerely,:, 

As si stant Special Agent ·in Charge 
Washington Field Office 

L~CLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
t he property of the FBI a nd is loaned.to you r agency; it and it s contents are not 
to be distributed out side your agency. 
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. ·.' ALL TI!I IUI'ORMATICU CDI-I1'AINED 
HEREIN IS UNCLASSIFIED 
CATE 12-07-2016 BY J"?6.J18T80 NSICG b6 

I 

From: 
Sent: 
To: 
Subject: 
Attachments: 

!(WF) (FBI) 

I I(WF) {FBI) 
Wednesday Septe:nber 02, 2015 11 :03 AM 
I J 
Preservation and Production Request 
Preservation_and_Production_NSA_2015_09_01_signed.pdf 

Thanks for taking my call earlier. As we discussed, I have attached a copy of a Preservation and Production request in 
regards to a sensitive matter. Please direct this request to NSA General Counsel Glen Gerstell. Thanks in advance for 
your discretion and cooperation in regards to this request. 

Respectfully, 

Special Agent · 

FBI washjogtof Field Office 
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ALL !'BI Uf!'ORl.!A'l'IOU CCNTAHl'EI:: 
HEREIN IS UNCLASSIFIED 

UNCLASSIFIED//tOYC 
DA'I'E 12-07-2015 EY J7SJ18T80 HSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

September 1, 2015 

Glen Gerstel!, General Counsel 
National Security Agency 

Peter P. · Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Records; Request for Records 

The Federal Bureau of Investigation (FBI) requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
National Security Agency (NSA) take any steps necessa-ry to preserve 
and produce all electronic and transactional records between any 
@clintonemail. com e-mail account and the specific NSA e-mail 
addresses provided below. This preservation request applies to all 
stored electronic records, files, and other evidence relating to 
communications between the specified NSA e-mail addresses provided 
below and any @clintonemail.com e-mail address. 

On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests NSA cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency's. possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e-mail account and the following NSA e-mail 
accounts:~----------------~ 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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.. 
UNCLASSIFIED//~ 

We request this search be conducted without undue delay and · 
within 30 days of re~eipt of this letter. Should responsive records 
be obtained, thi s Bureau requests an electronic copy of all non­
p rivi leged materials be · provided fort hwith while a corresponding 
class ification review of those records is conducted. The fBI requests. 
the result s of the classification review be provided to this Bureau 
when complete. 

You are requested not to disclose the existence of 
other than as necessary for compliance, i n s ofar as 
jeopardize the confidential nature of this matter. 

this inquiry, 
doing so may 

If you have any questions regarding this request, please direct 
all inquiries to Specia l Agent· I l at l 1-

•• 

Assistant ecial Agent in Charge 
Washing ton Field Office 

UNCLASSIFIED/~ 

Thi s document contains nei ther recommendation s nor conclusions of ·t he FBI. It is 
the property of the FBI a nd.is loaned to your agency; it and its contents are not 
to be distr ibuted out side you r agency. 
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ALL ::Eli U:I!'ORJ.lATION CONTAillED 
HEREIN IS UNCLASSIFIEI:: 
I::ATE 12-07-2016 B't .J7'5.118T80 NSICC 

From: 
Sent: 
To: 
Subject: 
Attachments: 

IWF) (FBI) 

I ~WF) (FBI) 
:P-d~esda~ :otember f2, 2015 11 :31 AM 

I ~p emen a reservatiOn and Production Request 
Preservation_and_Production _ USSS _ 2015 _ 09 _ 01_ signed. pdf 

Pleas~ see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don't hesitate to contact us. 

Respectfully, 

Special Agent 
. FBI, Washington Field Office 

I ~desk 

1 
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UNCLASSIFIED//~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Dat e: 

To: 

From : 

Sept ember 1, 201 5 

Donna L. Cahill , General Counsel 
u.s. Secret Service 

Peter P. Strzok 
Assistant Special Agent in Charge 
Washingt on Field Office 

ALL FBI UIIDRMATIOU CONTAINED 
HEREIN IS UNCLASSEIEC 
CA'I'E 12-07-2016 B'L JHJlSTSO ~TSICC 

Subject : Preservation of Records; Request for Records 

This request supplements the Preservat ion of Records and Request 
for Records sent to the U.S. Secret Service (USSS) on August 31, 201 5, 
which formally r equested that the USSS take any steps necessary to 
preserve and produce all electronic and transac tional reco rds 
assoc iated with @clintonemail. com e - mail accounts conta ined on USSS 
systems . 

The Federal Bureau o f Investiga tion · (FBI} further request s that , 
pursuant to Title 18 , United States Code, Section 2703 (f) , the USSS 
take any steps necessary to preserve and produce all electronic and _ 
transactional. records between any @cl.intonemail. com e-mail account 
and the specific USSS e-mail addresses provided below. This 
preservation request applies to all stored electronic r ecords, files, 
and other evidence relati ng to communications between the specif ied 
USSS e-mail addresses provided be lo~ and any @clintonemail.com e - mai l 
address. 

On July 6, 201 5 , the FBI received a Section Bll(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to thi s 
referral, the FBI respectfully r equests USSS cause a comprehensive 
search to be conduc ted of al l holdi ngs, file s , documents, and 
materia ls in the agency's possession , . including back-up compu ter 
d r ives , for all electronic and transactional records between any 
@clintonemail.com e-mail account and the followinq USSS e-mail 
accounts: 

UNCLASSIFIED//~ 

This docu_ment contains neither recommenda tions nor conclusions of t he FBI. It is 
the property of the FBI a nd is loaned to your agency; it and its c ontents are not 
to be distributed outside your agency. 

HRC-6000 



UNCLASSIFIED/,~~ 

We request this search be conducted without undue delay and 
within 30 days o f rec·eipt of thi s letter . Should responsive records 
be obtained, thi s Bureau requests . a n electronic copy of all non­
privileged materials be provided fort hwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classi fication . review be provided to this Bureau 
when complete. 

You are requested not to disclose the existence of this inquiry, 
other than as necessary for compl iance, insofar as doing so may 
j eopardize the confidential ·nature of this matter. 

If you have any questions regarding this 1equest . please direct 
all inquir ies to Specia l Agentl latl~.--------------~1 

•• 

ecial Agent in Charge 
Washington Field Office 

UNCLASSIFIED//F9ee 

This document contains neither recommendations nor conclusions of the FBI. It is 
th~ property of the FBI and is loaned to your agency; it and i ts contents are not 
to be distributed out side your agency. 

HRC-6001 

b6 
b7C 
b7E 

b6 
b7C 



I• 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Mr. Averbach, 

ALL IBI HTFORl1A.'I'IO!>T CCH'I'AINEI:: 

BEFEIN IS UNCI...~SIFIED 
DAE 12-07-2016 B•t J76J18T80 1-fSICG 

upp emental Preservation and Production Request 
Preservation_and_Production_NRC_2015_09_01_signed.pdf 

Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don't hesitate to contact us. 

Respectfully, 

Special Agent 

FBI, Washington Field Office 

I J desk 

1 
HRC-6002 

b6 
b7C 

b6 
b7C 

b6 
b7C 



UNCLASSIFIED/~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

September 1, 2015 

Margaret M. Doane, General Couns el 
U.S . Nuclear Regulatory Commission 

Peter P. Strzok 
Assistant Special Agent in Charge 
Washi ngton Field Office 

ALL !'BI HITORMA1'ION CON'l'AIHED 
HEREIN IS UNC.L.ASSEIEC 
DATE 1 2-07-:<01'5 3Y .iH.J18T80 NSIC.G 

Subject: Preserva tion of Records; Request for Records 

Thi·s request supplements the Preservation of Records a nd Request 
f or Records sent t o the U. s . Nuc lear . Regulatory Commission (NRC ) on 
August 28 , 2015, which formall y requested that the NRC take any steps 
necessary t o preser ve and produce all electroni c a nd transactional 
records associated wi th @clintonemail . com e - mail accounts contained 
on NRC systems . 

The Federal Bureau of Investigat ion {FBI) f urther requests that, 
pursuant to Title 18, United States Code , Section 2703 (f), the NRC 
take any steps necessary to preserve and produce all electronic and 
transactional records between any @clintonemail. com e-mail account 
and the specific NRC e-mail addresses provided below. This 
preservation request applies to all stored electronic records, files, 
and othe r evidence relat ing to communications between the specified 
NRC e-mail addresses and any @clintonemail . com e -mail address . 

On Jul y 6, 2015, the FBI received a Section 8ll(c) Referral from 
the Inspector General of the Intelligence Communi ty regarding a 
potential compromise of c~assified information . Pursuant to this 
re f erral , the FBI respectfu l l y req uest s NRC cause a comprehensive 
sea rch to be conducted o f all holdings, files, documents, and 
materi a ls in the agency's possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail . com e-mail account and the following NRC e-mai~ 

accounts : 

This doc ument contains neither recommendat ions nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your age ncy; it and its contents are not 
to be dis t ributed outside your agency. 

HRC-6003 



UNCLASSIFIED/~ 

We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non­
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 

You are requested not to disclose the existence of 
other than as necessary for compliance, insofar as 
jeopardize the confidential nature of this matter .. 

this inquiry, 
doing so may 

If you have any questions regarding this .rr ... a~nu;;;e ..... s~..~t_,...._..,.p .... J_.e.·a .... s;l.lie., direct 
all inquiries to Special Agentl lat _ ~ 

Peter 
in Charge 

Washington 

•• 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-6004 

b6 
b7C 
b7E 

b6 
b7C 



'. 

From: 
Sent: 
To: 
Subject: 
Attachments: 

~WF) (FBI) 

I I (WF) (FBI) 

I 
Wednesdav Seotember 02 f015 11:28 AM 

ALL EBI I1H'ORl~.'J'Iotf CON'I'AINEC 
HEREIN IS UHCLASSEI.E.D 
DA'I'E 12-07-2015 EY J75J18'1'80 I:JSICG 

Supplemental Preservation and Production Request 
Preservation_and_Production_ US DOT _2015_09 _01_signed.pdf 

Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don't hesitate to contact us. 

Respectfully, 

Special Agent 
FBI, Washington Field Office 

I 1- desk 

1 
HRC-6005 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b"7C 



U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

September 1, 2015 

Priya Aiyer, Acting General Counsel 
U.S. Department of the Treasury 

Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

ALL :;:E.I IHFCRHA'T"IOI'T COH'I'AHIED 

HEREIN IS UNCLASSIFIED 
DA'I'E 12-07-2016 B'l J7~J18T80 USIC'G 

Subject: Preservation of Records; Request for Records 

This request supplements the Preservation o f Records and Re quest 
for Records se~t to the U.S. Department of the Treasury on Augus t ·28, 
2015, which formally requested that the U.S. Department of the 
Treasury take any steps necessary to preserve and produce all 
e l ectronic and transactiona l records associated with 
@clintonemail . com e-mail accounts contained on U.S. Department of the 
Treasury systems. 

The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 27 03 (f) , the U.S. 
Department of the Treasury take any steps necessa ry to preserve and 
produce all electronic and transactional · records between any 
@clintonemail.com e-mail account and the specific u.s_ Department of 
the Treasury e-mail addresses provided below . · This preservation 
request applies to all stored electronic records , files, and other 
evidence relating to communications between the specif ied U.S. 
Department of the Treasury e~mail addresses provided below and any 
@clintonemail.com e-mail address. 

On July 6, 2015, t he FBI rece i ved a Section 81 1 (c) Referra l from 
the Inspector Genera l of the Inte lligence Community regarding a 
potential compromise of classified informat ion . Pursuant to this 
referral , the FBI respectfully requests U.S. Department of the 
Treasury c·ause a comprehensive search to be CQnducted of all holdings, 
fil~s, documents, and materials in the agency' s possession, including 
back-up computer drives, for all electronic and transactional records 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC~6006 



UNCLASSIFIED//~ 

between any @clintonemail. com e-mail account and the following U.S. 
Department of the Treasury e-mail accounts: 

We request this search be conducted without undue delay and· 
within. 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non­
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 

UNCLASSIFIED/ !Pee& 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your.agency. 

HRC-6007 

b6 
b7C 
b7E 



UNCLASSIFIED//~ 

You are req~ested not to disclose the existence of thi s inquiry, 
other than as neces.sary for compliance , insofar as doing so may 
jeopardize the confidential nature of th is matter. 

If you have any ques t ions regarding t his r youest. please direct 
all inquiries to Special Agentl lat ~~-------------_.]. 

•• 

Peter l?. St rzok 
Assistant Special Agent in Charge 
Wa shington Field Off ice 

This document contain s neither recommendations nor conclusion s of the FBI. It is 
the property of t he FBI and is loaned to your agency; it and its contents are not 
to be d istributed outside your agency. 

HRC-6008 

b6 
b7C 



.c\LL I'BI INfCRl.!A'l'IOI-f CON'!'AHTED 
3EBEIH IS UNCLASSIHED 

!(WF) (FBI) 
DATE 1L-07-20H BY .:<7&J18TSO I>TSICG 

From: I KWF) {FBI) 
Sent: 
To: 
Subject: 

Wedne5dav Septerber 02, 2015.11:33 AM 
. ~' ~~-~---~-

Supplemental Preservation and Production Request 
Attachments: Preservation_and_Production_ ODNI_2015 _ 09 _ 01_signed. pdf 

. Please see the attached supplemental Preservation and Production Request for Mr. litt concerning the matter we 
discussed last week. It is our hope that this supplemental request will help your organization better prioritiz~ the scope 
of the request. Again, if you have any questions, don't hesitate to contact us. 

Respectfully, 

Special Agent 
FBI, Washington Field Office 

I ~desk 

1 
HRC-6009 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: September 1, 2015 

UNCLASSIFIED//~ 

To: Robert S. Litt, General Counsel 

.c\LL I'BI INfCRl.!A'l'IOI-f COI-f'l'.c\HTED 
3EBEIH IS UNCLASSIHED 
D.c\TE 1L-07-20H BY .:<7&J18TSO I>TSICG · 

Office of the Director .of National Intelligence 

From: Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Records; Request for Records 

This request supplements the Preservation of Records and Request 
for Records sent to the Office of the Director of National 
Intelligence (ODNI} on August 28, 2015, which formally requested that 
the ODNI take any steps necessary to preserve and produce all 
electronic and transactional records associated with 
@clintonemail.com e-mail accounts contained on ODNI systems. 

The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Title 18, United States Code, Section 2703(f), ODNI take 
any steps necessary to preserve and produce all electronic and 
transactional records between any @clintonemail. com e-mail account 
and the specific ODNI e-mail addresses provided ·below. This 
preservation request applies to all stored electronic records, files, 
and other evidence relating to communications between the specified 
ODNI e-mail addresses provided below and any @clintonemail.com e-ma~l 
address. 

On July 6, 2015, the FBI received a Section Sll(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests ODNI cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency's possession, including back-up computer 
drives, for all electronic ·and transactional records between any 
@clintonemail.com e-mail account and the following ODNI e-mail 
accounts: 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-6010 



UNCLASSIFIED//Fe60 

We request this search be conducted without undue dela y a nd 
within 30 days of receipt of t his letter . Should responsive records 
be obtained, this Bureau requests an electronic copy of · all non­
privileged materials be provided forthwith while a corresponding . 
classification revie w of those records is conducted. The FBI requests 
the results of the c lassification review be· provided to this Bureau 
when complete. 

You are r equested not to disclose the existence of thi s inquiry , 
other than as necessary f or compl iance , insofar as ·doing so may 
jeopardize the confidential nature of this matter. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It i s 
the property of the FBI a nd is loaned to your a gency; it and its contents are not 
to be distributed outside your agency. 

HRC-6011 

b6 
b7C 
b7E 



• 

If you have any questions regarding this rranest please direct 

all inquiries to Special Agent~~--------------~lat ~-------------~l 

•• 

Assistant pecial Agent in Charge 
Washington Field Office 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside you~ agency. 

HRC-6012 

b6 
b7C 



.c\LL I'BI IlH'ORllA'l'IOI-1 COI-f'!'AHTE.C 
BE..~IN IS UNCLASSIFIED 
DATE 12-07-20H BY J7SJ18'1'80 tTSICG b6 

From: 
Sent: 
To: 
Subject: 
Attachments: 

kWF) (FBI) 

......_ ____ kWF) (FBI) 
Wednesday. September 02. 2015 11 :29 AM 

I I 
Supplemental Preservation and Production Request 
Preservation_and_Production_DOE_2015 _ 09 _ 01_signed.pdf 

Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last 
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the 
request. Again, if you have any questions, don't hesitate to contact us. 

Respectfully, 

Special Agent 
FBI, Washington Field Office 

I ~desk 

1 
HRC-6013 

b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



ALL FBI HIIDRMATIOU CONTAINED 
HEREIN IS UNCLASSEIEC 

UNCLASSIFIED//~ 
DA'F.E 12-07-2016 B'L JHJlSTSO HSICC 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

Subject: 

September 1, 2.015 

Assistant General Counsel 
International and National Security Programs 
Department of Energy 

Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Preservation of Records; Request for Records 

This request supplements the Preservation of Records and Request 
for Records sent to the Department of Energy (DOE) and National 
Nucl ear Security Administration (NNSA) on August 28, 2015, which 
formally requested that the DOE take any steps necessary to preserve 
and produce all electronic and transactional records associated with 
@clintonemail .com e-mail accounts contained on DOE systems . 

The Federal Bureau of Investigation (FBI) further requests that, 
pursuant to Tit le 18, United States Code , Section 2703 (f), the DOE 
and NNSA. take any steps necessary to preserve and produce all 
electroni:c and transactional records between any @cli.ntonemail.com e­
mail account and the specific Department of Energy e-mail addresses 
provided below . This preservation request applies to all stored 
electronic records, files, and other evidence relating to 
communications between the speci fied DOE e - mail addresses provided 
below and any @c lintonemail . com e-mail addr~ss. 

On J u ly 6, 2015, the FBI received a Section Bl l (c) Re fe rra l from 
the Inspector Genera l of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referra l, the FBI respectfully requests DOE and NNSA cause a 
comprehensive search to be conducted of all holdings, files, 
documents, and materials in the agency's possession , including back­
up computer drives , for all electronic and transactional records 

UNCLASSIFIED//~ 

This document contains neither recommendat ions nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-6014 

b6 
b7C 



• 

I 

UNCLASSIFIED//~ 

between any @clintonemail.com e-mail account and the following DOE e­
mail accounts: 

We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non­
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 

You are requested not to disclose the existence of this inquiry, 
other than as nece~sary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter. 

If you have any questions regarding this request, please direct 
all inquiries to Special Agentl lat I ~ 

•• 

zok 
Assistant Special Agent in Charge 
Washington Field Office 

t~CLASSIFIED/~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-6015 

b6 
b7C 
b7E 

b6 
b7C 



ALL IN!ORHA1'ION COHTAINED 
HEREIN I S UNCLASSI!.'EC 

. -•• ----• ...,J.., ....... _ ... _ ... ___ . _. 

DATE 10-05-LOl'i BY J 3 7 J 85 T94 ~!SICG 

I 
I 

I 

FD-340 (Rev. 4-1 1-0,~})L------------------, 

File Number ~ ~ ~f'?Q 
Field Office Acquiring Evidence _W.=....:::::...Jffil.-3o....L.----------------

. ;; Serial # of Originating Document ----t-----------------

'·~, Date Received __ ct-L.f/-==~.._,.p.a-1 =5=-d---------------.....:.-__ _ 

:~: · From 
(Name of Contributor/Interviewee) 

(Address) 

{City and State) 

By 

To Be Returned D Yes ~ No 

Receipt Given D Yes ~ No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 
Federal Taxpayer Information (FTI) 

0 Yes 

Title: 

Reference: 

~ ,{1 No · 

~No 

(Communication Enclosing Material) 

Description: 0 Original notes re interview of 

. ! I ..... , ......... ----·-~ .. ~._,... .. 

HRC-6016 

b3 
b7E 

l 
I 
\ 
\ 

\ 

b6 
b7C 



~WF)(FBI) 
From: 
Sent: 
To: 
Subject: 

SentineiCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED 

ALL :FBI INFORMATICU CONTAINED 
HEREIN IS UNCLASSI!IEI: 
CATE 12-07-2016 BY Ji6J18T80 HSICC 

====================================================== 
TRANSITORY RECORD 

Sir, 

Please find the supplemental preservation and production request attached per your discussion with SAl._ _____ _. 
yesterday. For your convenience I have also attached a .txt file containing the emails listed in the preservation request. 

Preservation and DoD email list.txt 
Production DO ... 

Please contact SA._I -------'1 at ... l ____ _.l if you have any questions regarding this request. 

v/r 
s~r------. 

Washington Field Office 

Ted I 
====================================================== 
Classification: UNCLASSIFIED 

1 
HRC-9017 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: Sept ember 3, 2015 

ALL .!3I INrORl.lATIOl'T CONTAINED 
HEREIN IS UNCLASSE IEC 
DATE 12-07 - 20H BY J?~J 1 8 T 80 t·ISICG 

To: L----------~----~--' - Litigation 
Office of General Counsel 

From: 

Subject: 

Department of Defense 

Peter P. Strzok 
Assistant Specia l Agent in Charge 
Washington Field Of fice 

Preservation of Records; Request fo r Records 

The Federal Bureau of Investigat ion (FBI) requests that , 
pursuant to Ti tle 18 , United States Code, Sect ion 2703(f), t he 
Department of Defense (DoD) take any steps necessa r y to p reserve and 
produce a11 el.ectronic and transactional rec ords between any 
@clintonem.ail . com e-mail account and the specific DoD e-mail. 
addresses provided below . This preservat·ion request appl ies to al l 
stored electronic records, files, and other evidence relating to 
communica tions between the specified DoD e - mail addresses provided 
below and any @clintonemail.com e-mail address. 

On July 6, 201 5 , t he FBI received a Section 81l( c ) Re ferral f rom 
the Inspector Ge neral of the Inte lligence Community r egardi ng a 
potential c ompromise of classified information. Purs uant to this 
referral, the FBI respectfully requests DoQ cause a compre hensive . 
search to · be conduc ted of all hold ings, files, documents, and 
mat erials in the agency's p ossession , including b~ck~up computer 
drives, fo r all electronic and transactional reco rds between any 
@clintonemai.l.com e-mail account and the foll.owinq DoD e-mail. 
a c counts: 

UNCLASSIFIED/~ 

This document contains nei t her recomme ndat ion s nor conclusions of t he FBI. It is 
the property of the FBI a nd i s loaned t o your agency; it and its con t e nts are not 
to be dist ributed outside your agency . 

HRC-6018 

b6 
b?C 

b 6 
b?C 
b7E 



UNCLASSIFIED/fr05&-

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-6019 

b6 
b7C 
b7E 



UNCLASSIFIED//~ 

uNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the p r o perty of the FBI and is loaned to your agency; it and its contents are not 
to be d istributed outside your agency. 

HRC-6020 

b6 
b7C 
b7E 



UNCLASSIFIED//~ 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-6021 

b6 
b7C 
b7E 



. UNCLASSIFIED/ /?6'fJe. 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency;, it and its contents are not 
to be distributed outside your agency. 

HRC-6022 

b6 
b7C 
b7E 



UNCLASSIFIED//~ 

We request this search be conducted without undue delay and 
within 30 days of receipt of this .letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non­
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 

You are requested not to disclose the existence of 
other than as necessary for compliance, insofar as 
jeopardize the confidential nature of this matter. 

this inquiry, 
doing so may 

If you have any questions regarding this rrquest. please direct 
all inquiries to Special Agentj I at ..... _______ _.!. 

•• 

UNCLASSIFIED//~ 

pecial Agent in Charge 
Field Office 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your a~~cy; it and its contents are not 
to be distributed outside your agency. 

HRC-6023 

b6 
b7C 
b7E 

b6 
b7C 



• ALL !'EI IIUU .. ::Ul.A'I'IOif CONTAINE"C 
HEREIN IS UNCLASSH'IED 
D..ll.'J'E 12-07-20H BY J76.Jl8'1'80 tfSICG 

~--------------~'(•VV-F•)•(F_B_I•)----------------------------------------------:~c 
From: 
Sent: 

'"="--=---=---~~kCD)(OGA) 
Thursday September 03, 2015 3:27 PM 

I I{WF)(FBI) To: 
Subject: RE: ~upplemental Preservation Request for DIA --- UNCLASSIFIED/IF'Ot::fQ 

Classification: UNCLASSIFIED//~ 
=:==================================================== 

Received and forwarded to the DIA team who will respond to the requests (both). 

/rD 

DIA Representative to FBI 
935 Pennsylvania Avenue NW 
Room 4632~ Washington DC 20535 
Commercial~:~----~----~ 
TANDBERG: 

·-----Original Message-----
From: I I(WF)(FBI) 
Senf· Thursday. septeTber 03, 2015 3:22 PM 
To:_ _(CD)(OGA) 
Subject: Supplemental Preservation Request for DIA --- UNCLASSIFIED/~ 

Classification: UNCLASSIFIED/~ 
====================================================== 

H~.._____, 

Please find the supplemental preservation request for DIA attached. 

Thank you for your assistance. 

v/r 

====================================================== 
Classification: UNCLASSIFIED//~ 

1 
HRC-6024 

b6 
b7C 

b6 
h7C 

b6 
b7C 

.b6 
b7C 

b6 
b7C 



., 
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ALL I'BI HITORMA'l'IOH CON'l'AUIEC 
HEREIN IS UNC~.SSIHED 
DATE 12-07-20H BY J7(;J18T80 I'TSICG . 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: September 3, 2015 

To: 

From: Peter P. Strzok 

UNCLASSIFIED//~ 

elligence. 

Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Records; Request for Records 

The Federal Bureau of Investigation (FBI} requests that, 
pursuant to Title 18, United States Code, Section 2703(f}, the 
Defense Intelligence Agency (DIA} take any steps necessary to 
preserve and produce all electronic and transactional records between 
any @clintonemail.com e-mail account and the specific DIA e-mail 
addresses provided below. This preservation request applies to all 
stored electronic records, files, and other evidence relating to 
communications between the specified DIA e-mail addresses provided 
below and any @clintonemail.com e-mail address. 

On July 6, 2015, the FBI received a Section 811(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests DIA cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency's possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail. com e-mail account and the following DIA e-mai.l 
accounts: 

I 
This document contains neither recommendations nor conclusions of the FBI. It is· 
the property of the FBI and is loaned to your ·agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED/~ 

We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non­
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests. 
the results of the classification review be provided to this Bureau 
when complete. 

You are requested not to disclose the existence of this inquiry, 
other than as necessary for compliance, ins·ofar as doing so may 
jeopardize the confidential nature of this matter. 

If you have any questions regarding this request, please direct 
all inquiries to Special Agentl lat ~~------------~~ . 

Assista pecial A9ent in Charge 
Washington Field Office 

•• 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-6027 

b6 
b7C 



From: 
Sent: 
To: 
Subject: 
Attachments: 

ALL !'BI IlrroRl.rA'l'IOtr COH'I'.i:,.UlEI: 
RE..~IN IS UUCLA.SSEIED 
DATE 12-07-2015 BY J7SJl8T80 trSICG 

Thursday. September 03, 2015 11 :42 AM 
I I 
Supplemental Preservation and Production Request 
Preservation_and_Production_CIA_2015_09_03_signed.pdf 

Per our discussion this morning, please find the supplemental preservation and production request attached. 

If you have any questions regarding this request please contact Special Agent~..l _____ _.~t~..l ____ ___. 

Thank you, 

Washington Field Office 

Tel-l I 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: September 3, 2015 

iU.,L FBI Il:l'FORMA'I'ION CONTAINED 
HEREIN IS UNCLASSIFIED 
CA'l'E 12-07-201£ EY J7tiJ18'1'80 NSICC 

To: ~--~~~~--~~ Office of General Counsel 
Central Intelligence Agency 

From:· Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Records; Request for Records 

The Federal Bureau of Investigation (FBI) . requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
Central Intelligence Agency (CIA) take any steps necessary to 
preserve and produce a~~ electronic and transactional records between 
any @clintonemail. com. e-mail account an~ the specific CIA e-mail 
addresses provided below. This preservation request applies to all 
stored electronic records, files, and other evidence relating to 
communic~tions between the specified CIA e-mail addresses provided 
below and any @clintonemail.com e-mail address. 

On July 6, 2015, the FBI received a Section Bll(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential. compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests CIA cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency's possession, including back-up computer 
drives, for all electronic and transactional records between any 
@clintonemail.com e~mail account and the fol~owing CIA e-mail 
accounts: 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED/~ 

We reques t this search be conducted without undue delay and 
within 30 days of receipt of this let ter . Should responsive records 
be obtained , this Bureau requests an electronic copy of all non­
privileged materials be provided forthwi th while a corresponding 
classification review of those records is conduc ted. The rBI requests 
t he resul ts of the classification r evi ew be provided to this Bureau 
when complete. · 

You are requested not to disclose the e x istence of thi s inquiry , 
other t ha n as necessary for compliance, insofar as doing so may 
jeopardize the confidential nature of this matter . 

If you have any questionf reaardinq. th is rrquest. please direct 
all inquiries to Special Agent_ I at .__ 1 _______ _.~ 

•• 

Assistant Spe cial Agent in Charge 
Washington Fie l d Office 

UNCLASSIFIED//11'666 

This doc ument con tains neither recommendations nor conc lusions of the FBI. It is 
the property of the FBI and is loaned to your agenc y; i t a nd its contents are not 
to be distributed outside your agency. 
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ALL INFORH.ATIOH CONT.AHTED 
HEREIN I S UNCLASSEEt:: 

DATE 1 0 - 0 5-:;;017 .3Y J 37 J 8 5T94 ~ISICG' . 

(! 
' .' 

Field Office Acquiring Evidence ....;WL...;;;_t.:.-. ________________ _ 

i ., 

I 

Serial # of Originating Document ---~----------------

Date Received (\fq{lbiS 
From 

(Name of Contributor/Interviewee) 

(Address) 

' C " 

By _1~ 
~--------------------------------~ 

To Be Returned 0 Yes 

Receipt Given 0 Yes 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 

Federal Taxpayer Information (FTI) 

0 Yes ~0 
Title: tvta>'-161\., ~ 
~~~~~~OP~AU~F~~ 

Reference: 
{Communication Enclosing Material) 

I Description: 

I ~ I L.....------..1 

I 
i 
I 
I 
! 

t 
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Fax server .. 9/5/2015 3:22:,31 PM PAGE 1/004 

- The request has been received and processed. 

Fax Server 
ALL INrORHA1'IOl-l COl'TT.AHTED 
HEREIN IS UNCL.ASSEIEC 
DATE 12-0?-2016 BY J?~J18T80 USICC 
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Fax server 9/5/2015 3:22:31 P.M PAGE 2/004 Fax server 
ALL nrroroJA1'IOU CO!-fTAINEI: 

HEREIN IS U:NCL...~SSIYIED 
DATE 12-07-20H BY J76J18T80 tTSICG 

AUG-20-2015 09:53 NSD NS-4 FRONT OFFICE 

u.s. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20515-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

August 18, 2015 

Pursuant to Title 18. United States Code Section 2703(£)) t.-,isletter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

P.02 
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Fax Server 9/5/2015 3:22:31 PM PAGE 3/004 Fax Se.rver 

AUG-20-2015 09:54 NSD NS-4 FRONT OFFI CE 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media. in a form that includes the complete record> 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days > or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
info.rmation that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with tbis request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber.Jf compliance with this request may resutJ 
in a permanent or Untporary termillaJion of service to the acc()unts described below, or otherwise 
a len the subscriber or user of these accounts as to veur actions to preserve the referenced files 
and records, please contact Specilll Agent! I atj I as soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files. such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), custome-r(s). account 
holder(s), or other entity(ies) associated wi1h the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. AU connection logs and records of user activity for the requested account, including: 

l. Connection date a.'ld time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Djlta transfer volume; 

P.03 

5. User name associated with tbe connection and other connection information, including 
the Internet Protocol address of the source of the connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
coMection to the destination computer, the identities (accoWlt and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any· credit card or bank accmmt 
number) and billing records. 
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Fax Server 9/5/2015 3:22 :31 PM PAGE 4/004 Fax Server . . 

AUG-20-2015 09:54 NSD NS-4 FRONT OFFICE P.04 

D. Any other reco.«<s and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above--referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other fonn. . . 

If you have any questions regarding this request, P,lease direct all inquiries to Snecial Agent 
.~....-____ __.!who can be reached ad lo~ J 

Sincerely, 

~ 
Charle!l H. Kable IV 
Section Chief 
Counterintelligence Divi!lion 

TnTAI P . VI<l 
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ALL IN!ORHA1'ION COHTAINED 
HEREIN I S UNCLASSI!.'EC 

·-----~ 

DATE 1 0 - 0 5-LOl'i BY J37 J 85 T94 ~!SICG 

j 
() 
·.. : 

/""'\ 
I I 
\ . 

FD-340 (Rev. 4-! 1-~ll 

File Number L_ ------------...J~___..B__,~=..c:;;=·--'-~:::..o, ~P..:....tzG___::::,-::....._ __ 

Field Office Acquiring Evidence -........lo\.c.k....~l~f1j.....I,J::::::J----------------

Serial # of Originating Document - --H----------------

Date Received ---1~7/_!.'~o.,/~r:.._S"-.J.------------------­r I· 
From 

(Name of Contributor/Interviewee) 

(Address) 

.....-------------~(C_i..::..,ty and State) 

By 

:; · ToBeRetumed D Yes s'No 

Receipt Given D Yes \zf No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

D Yes 
Federal Taxpayer Information (FTI) 

0 Yes 

Title: 

Reference: 
(Communication Enclosing M~teria!) 

Description: D Original notes re interview of 

7?L%a fi>C IGMAn 

lA-43 

I ,• 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

Thyrsday Septervber 10, 2015 2:49PM 
I ~ . 
RE: Contact information 

,___~LPreservation_Request_ 091 02015.pdf 

ALL II-rFOru..!ATio:tr CON'UUNED 
HEREIH IS UNC.LAS.SIIEC 
DATE 12-07-2016 BY J76Jl8T80 NSICG 

Please find the preservation request fo~ .... --___.~ttached per our discussion. I am available if you have any further 
questions regarding this request. 

I appreciate your assistance with this matter and kindly request that you do not disclose the existence of this inquiry, 
other than as necessary for compliance, as doing so may jeopardize the confidential nature of this matter. 

D 
SA' b FB Washington F1eid ffice 

I I 

From~--~~~--~~~~~~~~----~ 
~(t; Thursday. senternbe[ 10, 201s 2:28 PM 

Subject: Contact information 

Please send preservation request to me at this e-mail. 
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ALL HTfO..~.!ATION COI'fT.AINED 
HEREIN IS UNCLAS SIFIED 
DATE 1 2 -07-2016 B'L J76J18T80 USIC'G 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

September 10,2015 

Pursuant to Title 18, United States Code Section 2703(±), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
services rendered in association with the following account identifiers, pending further legal process: 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession· from the date of acknowledgment of this r~quest for 
a period .of90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBrs investigation may be 
jeopardized by this type of disclosure. you are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to preserve the referenced files 
and records, please contact Special Agen4 I at I las soon as possible 
and before taking any such actions. 
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This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts~ 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whethet: such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested accoWlt, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associat~ with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user ofthe above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing-records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you ha1e any questions regarding this request, please direct all inquiries to Special Agent · 

~----~Jatl I . 

Assistant Special Agent in Charge 
Washington Field Office 
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ALL HlrORlU\.1'ION COHT AI NED 
HEREIN IS UNC L.ASSEIEC 
DATE 10- 0!5-~017 3Y J37J85T94 t.J'SICG 

r.~ 
. / 

f' I l 
\ . 

FD-340 {Rev. 4-11-0J 

File Number L... --------------....J--f?rz§.L....!.:;:::.c==~~~P;._et::J-...:::=:.. 
Field Office Acquiring Evidence _\N~ .... F._-________________ _ 
Serial # of Originating Document--~......:.----------------

:b3 
b7E 

Date Received 9 j, ~ / f 5 \ r 1 

From -------------~~~~~~~~~~--------------­(Name of Contributor/Interviewee) 

(Address) 

(City and State) 

By 

To Be Returned D Yes . 9 No 

Receipt Given 0 Yes . (0 No 
Grand Jury Material- Disseminate Only Pursuant to Rule Q.(e) 
Federal Rules of Criminal Procedure 

0 Yes )Zl No 

Federal Taxpayer Information (FTI) 

D Yes }2f"No 

Titlt!: 

Reference: 
(Communication Enclosing Material) 

De'~~ription: 0 Original notes re interview of 

~.s~frDOt=J. g:__~S 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: September 15, 2015 

To: Lee J. Lofthus 

ALL !'EI IIUU .. ::Ul.A'I'IOif CONTAINE"C 
HEREIN IS UNCLASSH'IED 
D..ll.'J'E 12-07-20H BY J76.Jl8'1'80 tfSICG 

Assistant Attorney General for Administration 
U.S. Department of Justice 

From: Peter P. Strzok 
Assistant Special Agent in Charge 
Washington Field Office 

Subject: Preservation of Records; Request for Records 

The Federal Bureau of Investigation (FBI) requests that, 
pursuant to Title 18, United States Code, Section 2703(f), the 
Department of Justice (DOJ) take any steps necessary to p_reserve and 
produce all electronic and transactional records between any 
@o~l.ntonemal.l. com. e-mal.l aoooune and the speol.fl.o DOJ e-mal.l 
addresses provided below. This preservation request applies to all 
stored electronic records, files, and other evidence relating to 
communications between the specified DOJ e-mail addresses provided 
below and any @clintonemail.com e-mail address. 

On July 6, 2015, the FBI received a Section 8ll(c) Referral from 
the Inspector General of the Intelligence Community regarding a 
potential compromise of classified information. Pursuant to this 
referral, the FBI respectfully requests DOJ cause a comprehensive 
search to be conducted of all holdings, files, documents, and 
materials in the agency's possession, inc~uding back-up computer 
drives, for all electronic and transactional records between any 
@_clintonemail. com e-mail account and the following DOJ e-mail 
accounts: 

lJNCLASSIFIED//POtm 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI anq is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-6044 



~CLASSIFIED/~ 

~CLASSIFIED//~ 

This document contains neither re~ommendations nor conclusions of the FBI. It i~ 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED//~ 

We request this search be conducted without undue delay and 
within 30 days of receipt of this letter. Should responsive records 
be obtained, this Bureau requests an electronic copy of all non­
privileged materials be provided forthwith while a corresponding 
classification review of those records is conducted. The FBI requests 
the results of the classification review be provided to this Bureau 
when complete. 

You are requested not to disclose the existence of this inquiry, 
;other than as necessary for compliance, insofar as doing so may 

jeopardize the confidential nature of this matter. 

If you have any questions regarding this reguest, please direct 
all inquiries to Special Agentl lat ~~ ------------~~ 

•• 

Assistant Special Agent in Charge 
Washington Field Office 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to ~e distributed outside your agency. 
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From: 
·Sent: 
To: 
Subject: 
Attachments: 

'"'ednesd av Sentembe 16 2015 12:28 PM I I . · 

ALL :BI H ITORl!A1'IOloT CON'l'AIIiED 
HEREIN IS UNCLASSEIEC 
DATE 1 2 - 07-2016 3Y J 76.Jl81'80 NSICG 

Preservation Request for U.S. Department of Justice 
Preservation_Request_OOJ_09152015.pdf 

Per our conversation, please find a preservation request for Assistant Attorney General Lofthus attached. 

lf there are any questions regarding this request please feel free to conFta:.:c:.:.t~SA~I __ ...,.. __ .JtFBl) atl lor 
I kus Department of Justice- National Security Division) a~ ..__ ___ ____. 

vft-r -----, 
s1 
w~'-a.,sh...,.in-g-:t-o-n-::F,...ie.,.,ld Office 

I I 
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ALL IN!'ORlQ\.1'ION COHT AI NED 
HEREIN IS UHCL..ASSirH"C 
DATE 10-05-L017 3Y J37J85T94 USIC.G o • 
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I 
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'·· 

F!).340 (Rev. 4-11..03\o&.>-----------------, 

File Number J ~ ~~ 
J· Field Office Acquiring Evidence --~=.fb~~--------------
1 Serial #of Originating Document---~-? _______________ _ 

I DateRe~~c~ei~v~ed~==q~J='=J~/~t=~~========~==~,-------------------
111 r 
1 From 1~------------------_;------------

(Address) 

(City and Slale) 

i ~y ~I 1------

To Be R~tu~ed 0 Yes II( No 

I 
I 

I 
I 
I 

I 
i 

I 

Receipt Given 0 Yes )z1 No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 

4 
Federal Rules of Criminal Procedure · 

0 Yes•· 
Federal Taxpayer Information (FTI) 

0 Yes 

)Zl No 

,0 No 

N.;~"P. L~ eH.MA 
Title: 

.. · 
.·. :: . ·~· .. 

Reference: 
(C'ommunicalion Enclosing Malcrial} 

·~ .. 

Description: 0 Original notes re interview of 

, \A tO 

' 
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ALL IHFOFl.!ATiotl COlof'I'AINED 
· HEREIN IS UNC.LASSEIEC 

IJATE 12-07-ZOH 3Y .i76.Jl8T80 NSICG 

From: 
Sent: 
To: 
Subject: 
Attachments: 

(h:•rsdav Sp:tember Y• 2015 4:23PM 

Preservation Confirmation -1 I 
1217126.tif; Notice- Addressrng of Legal Demands .pdf 

Helldl..-----....l~ FBI-Washington, 

I lhas received your preservation request(s) on the account name(s) listed in the attached raxL,.....--.&Ibvm 
preserve the requested account data, if any account data exists, for a period of90 days from 17 September 201~ }annot 
advise you whether any data exists for the accounts that are subject to your preservation request. 

b6 
b7C 
b7E 

b6 
b7C 

b7E 

Your preservation record number isL.I ________ _.I Be sure to refer to this record number when requesting the disclosure of b 7 E 
any preserved data. 

18 U.S.C. 2703(f)(2) bfthe Electronic Communications Privacy Act permits a single 90 extension for each preservation request. Ifwe 
do not receive a preservation extension request within 90 days from the date of this preservation letter, the preserved data will be 
destroyed. Also, please be aware that preservations are merely one time snapshots of the account on the date the information is 
preserved. Preservations are not snapshots made each day during the 90 day preservation timeframe. 

If you send an extension to your preservation request, please indicate that your request is an extension so we may quickly identify the 
account that you preserved and ensure that the initial data preservation is maintained. 

Finally, when you submit your legal request for us to disclose the preserved data, please provide the preservation request number 
along with the date of the original preservation so thatj !nay retrieve all relevant stored data. b 7E 

Thank you, 

b7E 
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FEDERAL BUREAU OF INVES'I'IGATION 

FACSIMILE TllAN'SMITTAL SHEET 

[giUNCLASSIPIED 0CONFIDBNTIAL QSECltET QrOP SECRET 

Recipient Fax Number: I 
ATTN; Custodian of Records Recipient Telephone #: 

From~ Special Agent ... l ______ _. Sender TeleJ>hone # ... I _____ __. 

Number of Pages Including Coversheet: 3 

D URGf'.NT i:8li'OR ltHVIF.W 0 PLEASE COtofM£NT 0 PLEASE REPLY D l'l.J:;ASI:I RSC.YCU'. 

NOTESICDMMENTS: 

Pntse~on raquest attacllecl 

I,.,., soj receipt •nd processlna via enaall, ... l _________ __.lor 11y phone. 
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ALL. IHFORHA1'IOH CONTAINEr: 
3EREIN IS UNCt.ASSIFIED 
D..il.r:E: 12-07-2016 8".:' J76.118T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 

t2JUNCLASSIFIED 0CONFIDENTIAL 0SECRET 0TOP SECRET 

To:l Recipient Fax Number: ._I _____ _. 

ATTN: Custodian of Records Recipient Telephone #: 

From: Special Agent._l _____ ____. Sender Telephone # 11... ____ ___. 

Number of Pages Including Coversheet; 3 

D URGENT ~FOR REVIEW D PLEASE COMMENT D PLEASE REPLY D PLEASE RECYCLE 

NOTES/COMMENTS: 

Preservation request attached 

Please confirm receipt and processing via email,._l __________ ..... ~r by phone, 
I I · · 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

ALL INE'Oru.l~TION CON'l'AIHE:C 
HLREIH IS T.nlCI.....'>SSIFIED 
DATE 12-07-2016 EY J76J18T80 HSICG 

September 15, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process . 

. ~1 ... __________ ____. 
You are hereby requested to preserve the records described below currently in your 

possession, including records stored on backup media, 'in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBrs investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actionr to nresen•e tbJ referenced files 
and records, please contact Special Agent I rt I as soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
. and any information associated with those communicatio~s or files, such as the 
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source and destination email address or IP address. 
B. All records and other evidence relating to the subscriber(s), customer(s), account 

holder(s), or other entity(ies) associated with the requested account including, wi~hout 
limitation,. subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volum~; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; · 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection· time and date, disconnect time and date, method of 
connection to the desti:tation computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries, 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to S~ecial Agent 

L-------..... jwho can be reached aq Iori . J 

rzo 
Assistant Special Agent in Charge 
Washington Field Office 
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From: 
Sent: 
To: 

Tuesday. September 22, 2015 3:14PM 
I I 

~.L.L .!EI INf.'OF.MATIGH CONTAINED 
HEREIN IS ffi.~CLASSIFIED 
CA'l'E 12-0?-20H BY J?6Jl8T80 NSICG 

Subject: RE: Supplemental preservation and production request 

Thanks0 I will pass to A/S Starr immediately. W 

Bureau of Diplomatic Security 
Office of the Assistant Secretary 
Tel:l I 
Eman._l _______ __, 

SBU 
This email is UNCLASSIFIED. 

From~ 
sen•·~r~,~es~a~~~~,~s~e~p~te~m~be~r~2~2~,~2~o~ts~2~:4~3~P~M~-------~ 

rod ]wendy A 
Subject: Supplemental preservation and production request 

Per our conversation, please find a supplemental preservation and production request for Assistant Secretary Starr 
attached. 

If there are any questions regarding this request please feel free to contact SA l._ ____ ___.tFBI) at._l ____ ..... 

v/rr-----...., 
SA.._I ___ ..... 
Washington Field Office 

I I 
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. U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Gregory B. Starr 
Assistant Secretary, Bureau of Diplomatic Security 
U.S. Department of State 
2201 C Street, NW 
Washington, D.C. 20520 

Re: Request for Production of Records 

Dear Assistant Secretary Starr: 

ALL :FBI IHFOR1Lll.'l'IOH CCNTAINEC 
HEREIN IS UNCLASSIHED 
DATE 12-07-20H BY J76J18'1'80 tTSICG 

September 22, 2015 

This request supplements preservation requests previously sent to the U.S. Department of 
State on July 27,2015, July 29,2015, August 5, 2015 and August 18,2015 by providing initial 
guidance for the production of relevant files. This request identifies a subset of U.S. Department 
of State employees for whom records should be produced in accordance with the following 
guidance. This is the first of such production requests and does not release the U.S. Department 
of State from its obligation to preserve the records cited in the referenced preservation requests . 

. Future notification will be provided when this obligation no longer applies. 

Pursuant to Title 18, United States Code Section 2703{t), this letter is a formal request for 
the production of all stored communications, records and other evidence in your possession 
regarding the domain account @clintonemail.com from the personal mailboxes, or Personal 
Storage Folders (i.e., .pst files), and from the Microsoft Exchange Recoverable Items Folder, 
from the unclassified email account of the below listed individuals for the period of January 21, 
2009 to February 1, 2013. 
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The FBI further requests that you provide the export of all mailboxes, or Personal Storage 
Folders (i.e., .pst files), from the unclassified, secret and ·top secret email accounts of the 
below listed individuals. The export should include the entire content of each mailbox and any 
items from the Microsoft Exchange Recoverable Items Folder for the specified time range. The 
entire content is requested because relevant items are unlikely to directly contain the unclassified 
@clintonemail.com domain. 

Findings relevant to this request should be exported and identify the user's full name as 
well as the system that the relevant item(s) originated from. A log file should also be provided to 
fully document any instances in which the requested information could not be fumished due to 
technical limitations or due to errors that occurred during the export process. The FBI also 
requests a complete copy of any computer banners from any U.S. Department of State computer 
system on which relevant records are found. 

Additionally, it is requested that you contact those individuals listed above, who are 
current U.S. Department of State employees, and request that they preserve and produce all 
stored communications, records and other evidence in their possession regarding the domain 
account @clintonemail.com. However, the U.S. Department of State should not contact any 
individuals listed above who are no longer active employees of the U.S. Department of State. 

This preservation and production request applies to the followit:lg records and 
evidence: 

A. The contents of any communication or for the accounts any associated accounts, and any 
information associated with those communications or files, such as the source and 
destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
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addresses, residential addresses, business addresses, e-mail addresses and other contact 
information, telephone numbers or other subscriber number or identity, billing records, 
information about the length of service and the types of services the subscriber or 
customer utilized, and any other identifying informatio~, whether such records or other 
evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

I. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the 
source of the connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user 

of the above-referenced accounts connected, by any means, 
during the connection period, including the destination IP 
address, connection time and date, disconnect time and date, 
method of connection to the destination computer, the identities 
(account and screen names) and subscriber information, if 
known, for any person or entity to which such connection 
information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

8. Means and source of payment for such service (including any 
credit card or bank acco~nt number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and 
other evidence include, without limitation, correspondence and other records of contact 
by any person or entity about the above-referenced account, the content and connection 
logs associated with or relating to postings, communications and any other activities to or 
through the requested account, whether sue~ records or other evidence are in electronic or 
other form . 

. If you have any questions regarding this request, please direct all inquiries to 
Spuial Agentl jwho ~an be reached atl I 

Assistant Spe · ~gent in Charge 
Washington Field Office 
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ALL Il.fFOR11A'l'ION COHTAINE"C 
HEREIN IS UNCLli.SSIFIED 
DATE 12-07-20Ui BY J76Jl8T80 HSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

October 5, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a fonnal . 
request for the preservation of all stored comrminications, records and other evidence 
in your possession-regarding) the 
following account identifiers, pending further legal process: 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a fonn that includes the · 
complete record, and records that may come into your possession from the date of 
acknowledgment of this request for a period of 90 days, or until receipt of a legal 
court order, whichever occurs first. This request applies only retrospectively. It does 
not in any way obligate you to capture and preserve new infonnation that arises after 
the date of this request 

You are also requested not to disclose the existence of this request to the subscriber or 
any other person, other than as necessary to comply with this request, as the FBI's 
investigation may be jeopardized by this type of disclosure. You are also requested 
not to close the account of the subscriber, unless requested to do so by the subscriber. 
If compliance with this request may result in a permanent or temporary 
termination of service to the accounts described below, or otherwise alert the 
subscriber or user of these accounts as to your actions to preserve the referenced 
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I 

. files and records, please contact Special Agent ._I ~----_.I at ._I _____ _. 

as soon as possible and before taking any such actzons. 

This preservation request applies to the following records and evidence: 

A. The contents of any co:nmunication or for the accounts any associated 
accounts, and any information associated with those communications 
or files, such as the source and destination email address or IP 
address. 

·B. All records and other evidence relating to the subscriber(s), 
customer(s), account holder(s), or other entity(ies) associated ~ith the 
requested account including, without limitation, subscriber names, user 
names, screen names or other identities, mailing addresses, residential 

. addresses, business addresses, e-mail addresses and other contact 
information, telephone numbers or other subscriber number or identity, 
billing records, information about the length of service and the typ.es of 
services the subscriber or customer utilized, and any other identifying 
information, whether s~ch records or other evidence are in electronic 
or other form; and , 

C. All connection logs and records of user activity for the requested account,_ 
including: 

I. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp; http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, discormect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscribe~ infonnation, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection fron ISP or its subsidiaries. 

8. Means and source of payment for such service (including any credit card 
·or bank account number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 

·records of contact by any person or entity about the a~ove-referenced account, the 
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content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any gu~stions regard jog (his request, please direct all inquiries to Special Agent 
I ~ . 

trzo 
Assistant cJal Agent in Charge 
Washington Field Office 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

D 

I<WF) (FBI) 

I I (WF) (FBI) 
Tuesda , October 06, 2015 10:42 AM 

ALL I N'FORHA'l' IOH CON'l'AINE"C 
3Z..~UI IS UNCI..J>..SSIFIED 
DAE 1 2-0'7-2016 BY J76Jl8T80 NSICG 

Thanks for taking my call earlier, and your timely response to my inquiry. Attached is the Preservation Request we 
discussed. Thank you for your continued cooperation and assistance. 

Respectfully, 

Special Agent 
FBI, Washington Field Office 

I I desk 

1 
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kWF) (FBI) 

From: 
Sent: 
To: 
Subject: 

I uesdav;October 06, 2015 9:48AM 
I kWF) (FBI) 
RE: Con ct Request 

I just left you a message and my cell number. 

ALL IHro..:~HA'l'IOl'T COUTAINED 
HEREIN IS UNCLASSI!'IEC 
CATE 12-07-2016 BY J7fJ18T80 HSICC 

I'm the person you would deal with regarding obtaining information from one of our systems, as I assume that is what 

this is about. We'll be more than happy to provide whatever is necessary, so long as it is a legitimate request and it goes 
through our legal team. 

' 
There is no direct path for you to get to our legal, I would typically receive it then take it to the proper people. If you 
don't want to do this through email to me, then postal mail is the preferred method. 

I look forward to hearing back from you and cooperating with you in any way possible. 

Thanks, 

Fromj I(WF) (FBI) l.:..:fm..:.:a:.:.:;ilt~d~---------1 
----------·---------

Sent: Tuesday, October 6, 2015 9:42 AM 
To:.._l ___________ _. 
Subject: RE: Contact Request 

I just attempted to contact you via the number below, and it appears that your phone system isn't working properly. 
Please contact me vi~ ~o discuss. I would prefer to speak with you prior to emailing you the Preservation 
Request, as it relates to a sensitive matter. We usually send this information to a legal department, is there an 
appropriate legal party with whom I can direct the letter? 

Thanks for your continued assistance. 

Respectfully, 

From:! ~ 
Sent: ues ay, October 06, 2015 9:26AM 
To:l KWF) (FBI) 
Subject: RE: Contact Request 

1 
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I called the field office and the gentleman indeed advised there is aL..I ____ ....~I but didn't offer any other details or 

information. 

If you need information, please send the request via email to me and/or via mail to: 

I If l!S!Y' s! lik~, l!S!Y !;i~D CC the ril to: 

Thanks, 

From: I I (WF) (FBI) _l.!.!rm~a~ilt~oiL ______ ___J 

Sent: Tuesday, October 6, 2015 9:13AM 
To 
~-~~--~------~ Subject: RE: Contact Request 

b6 
b/C 

b7E 

b7E 

b6 
b/C 
b7E 

b6 
b7C 
b/E 

b6 
b7C 

I completely understand your concern. Hopefully this email alleviates any concern that I am who I say I am, however, if b
6 

you would like to further verify my employment, you can contact the FBI Washington Field Office direct and ask to verify b?c 

employment for s~ I . 
As I mentioned in my online service request, I am trying to serve a Preservation or Records request in regards to a 
matter I am working, and am trying to track down a legal point of contact for whom to send said letter. I contacted your 
business direct yesterday, however, the person who answered the phone would not provide me with even a physical 
address for which to send legal process. I can send the preservation letter via fax or email, and appreciate any 

assistance you can provide in regards to directing me to the appropriate parties who would handle such a request. 

Thanks again for your response. 

Respectfully, 

Special Agent 
FBI, Washington Field Office 

I I 

2 
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From 
Sent:~T=-u-es--dr-a-y,-:0=:-ct":"'o..,.be---r -,:o06::-,-:o2~0~15:="":':8-::4:-=::3-::A:":"M:------' 
To: [ ~WF) (FBI) 
Subject: Contact Request 

Hello, 

We received an email via a contact form on our website which looked fairly suspicious. In my uncertainty, I decided to 
email you direct. 

Please provide further credentials and what exactly you're looking for. 

Thanks, 

3 
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ALL HI!'O.Rl.IA1'Iffi1 cmrrAINEI:: 

HEREIN IS UNC~.SSIHED 
DATE 12-07-20H BY J7(;J181'80 1-T.SICG b6 

~WF) (FBI) 

From: 
Sent: 
To: 

I uesday. October 06, 2015 10:53 AM 
I I(WF) (FBI) 

Subj~ct: RE: FBI Preservation Request 

I just wanted to let you know that I received the document and have handed it off to legal. 

If we have questions about this, are you the person to speak with? 

From:! ~WF) (FBI) '":'[m=a..,_,ilt=oJL.. ______ ___. 
Sent: Tuesday, October 6, 2015 10:42 AM 

To~ 
Su6~je-c~t-:~FB~i~P~re~s~e~rv-.a~t~1o~n~R~e~q-u~es~t------~ 

Thanks for taking my call earlier, and your timely response to my inquiry. Attached is the Preservation Request we 
discussed. Thank you for your continued cooperation and assistance. 

Respectfully, 

Special Agent 
FBI, Washington Field Office 

I I desk 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

ALL IN:FORl.!A'!'IffiT COl>TTAINEI: 
BE:FEIH IS TJ!fCLASSIFIE.D 
DATE 12-0i-2016 BY Ji6J18'1'80 t-fSICG 

October 7, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all stored communications, records and other evidence in your possession 
regarding the following e-mail accounts, pending further legal process. 

You are hereby requested to p:eserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request for a period of 90 days, or until receipt of a legal court order, whichever occurs first. 
This request applies only retrospectively. It does not in any way obligate you to capture and 
preserve new information that arises after the date of this request. 

You are also requested not to disclose the exi~tence of this request to the subscriber or 
any other person, other than as necessary to comply with this request, as the FBI's investigation 

· may be jeopardized by this type of disclosure. You are also requested not to close the account of 
the subscriber, unless requested to do so by the subscriber./f compliance with this request may 
result in a permanent or. temporary termination of service to the accounts described below, or 
otherwise alert the subscriber or user of these accounts as ta vqur actjqns tq preserve the 
referenced files and records, please contact Special Agent! Jat '-1 --------l 
as soon as possible and before taking any such actions. 

This preservation request applies to the following records and evidence:. 
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A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other enti:y(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other contact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types of 
services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other 
form; and 

C. All connection logs and records of user activity for the requested account, 
including: 

D. 

I. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6.. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if kno·wn, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP <)r its subsidiaries. 

8. Means and source of payment for such service (including any credit card 
or bank account number) and billing records. 

Any other records ~nd other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other · 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 
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If you have any questions regarding this request, please direct all inquiries to 

Soeeia! Agend ? who can be reached a~ lor 

t{!y, 
Assistant Special Agent in Charge 
Washington Field Office 
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From: 
Sent: 
To: 
Subject: 

I I 
Wednesday. October 0 7, 2015 11:39 AM 

ALL IHFOFl..!A'fio:tl Co:tT'I' AINED 
HEREIH IS UNC.LASSEIEC 
CATE 12-07-2016 E!Y. .i76.J18T80 NSICG 

I I 
Rel ~ubmission Confirmation fotL---------------J 

This is automated response to advise you that has 
successfully received your legal request subm.,.~"""s"""sl ... o--n-.---------------' 

we also want to let you know we have launched a new system.which we prefer to receive legal 

b6 
b7C 
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b7E 

process through, I b7E 

I !receives a very high volume of legal process every day. The team processes legal b7E 
requests in the order that we receive them. If your request relates to exigent circumstances 
or if you .have further questions, please emaill I referencing the 
Case number in the subject line of this email. Please include a description of the exigency 
or your question(s) in detail so that we may assess your request accordingly. 

Regards, 
b7E 

") 
.,~. •. 
''\.i'' 
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ALL INFORH.ATIOH CONT.AHTED 
HEREIN I S UNCLASSEEt:: 

DATE 1 0 - 05-:;;017 .3Y J37 J8 5T94 ~ISICG 

n . 
'· . ., 4t1 

FD-340 (Rev. 4-1 1-03) r-------------------. 
File Number J ~ \:>~'f.~~Q() 
Field Office Acquiring Evidence __ W.:::..:::..J...fb.....;...""----------------

Serial # of Originating Document ___ ·_.2 .... <'::..3-:;£----------------

DateRerce~iv~e~d~=='=C)~~~~ ~·30,~/z==t~~2l=~~·~======~---------------­

F,om ~~----------------------------~~-----------------
(Address) 

(City a';? State) 

By 

To Be Returned D Yes __Jd" No 

Receipt Given 0 Yes __.kYNo 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes ....r:f'No 
Federal Taxpay~r Information (FTI) 

0 Yes ....EJNo 

·Title: 

Referenc.e: 
(Communication Enclosing Material) 

Description: 0 · Original notes re interview of 
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ALL IHFORll:ATIOH Crnf'f AINED 
HEKEIN I S UNCLASSEIEC 
DATI: 12 - 07- 201 6 3Y JHJlSTSO NSICC 

From: 
Sent: 
To: 

I I 
tuesday, October 13,2015 4:23PM 

I I 
Subject: 
Attachments: 

RE: POC for preservation request 
I Preservation_130ct15. pdf 

Hello, 

Please find a preservation request attached fo I can be reached via email or by 
~--~----------------~ phone if you have any questions regarding this request. 

Thank you for your assistance. 
. .. 

sAJ I 
FBI - Washington Field Office 

I l 

Good morning, 

All U.S. orders can be sent iri pdf format via email t~._ ________ ...... 

Please have the order(s) addressed to the following: 

Should you have any questions, you can contact us a4._ ________ _. 

Sincerely, 

From:IL..-______ _.~..!!Im.!..!:!a~ilt~ol 
Sent: Tuesday, October 13, 2015 9:3::~Alvl 

I 
To~ o 
Subject: FW: for preservation request 

To whom it may concern, 
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lam trying to identiJ the proper point of contact for issuing a preservation request associated with the following I . 

I have previously inquired withOand was direct .... ed_tq.L. ___ ...,... _____ ___,Il am available to discuss this 
matter in person, i f necessary. I can be reached a~~..-____ _. 

Thank you for your assistance. 

v/r 

c=:J 
s~ I . 
FBI- Washin,on Field Office 

I -
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ALL UITO'Bllllo.'l'ION COHTAINEC 
HEREIN IS ID-lCLASSIFIED 
DATE 12-07-20Ui BY J76Jl8'1'80 tfSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

October 13, 2015 

Pursuant to Title 18, United States Code Section 2703(£), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

~ ~~--------------------~ 
You are hereby requested to preserve the records described below currently in your 

possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserVe new 
information· that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance witlt this request may result 
in a permanent or temporary ~erminatimi of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to preserve the referenced files 
and records, please contact Special Agent! I a~ I as soon as possible 
and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address qr IP address. 
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B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user narne·s, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or ~ustomer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volwne; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any mean~, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 

. whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, P,lease direct all inquiries to s.,ecial Agent 
J--____ ____.jwho can be reac~ed a~ lo~.~... _________ _.j 

Assista S eci Agent in Charge 
Wa~bington Field Office · 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Gregory B. Starr 
Assistant Secretary, Bureau of Diplomatic Security 
U.S. Department of State 
2201 C Street, NW 
Washington, D.C. 20520 

Re: Request for Production of Records 

Dear Assistant Secretary Starr: 

iU.,L FBI Il:l'FORMA'I'ION CONTAINED 
HEREIN IS UNCLASSIFIED 
CA'l'E 12-08-201£ EY J7tiJ18'1'80 NSICC 

October 20, 2015 

. This request supplements previous Request for Records sent to the U.S. Department of 
State (DoS) relative to the preservation and production of .. records associated with 
@clintonemail.com. 

Based on information revealed during the FBI's review of records associated with 
@clintonemail.com, the FBI respectfully requests DoS allow the FBI the opportunity to review 
briefing books and/or materials prepared for the Secretary of State for the time period of June 16-
18,2011. 

You are also requested not to disclose the existence of this request to individuals other 
than those necessary to comply with this request, as the FBI's investigation may be jeopardized 
by this type of disclosure. 

If you baye any J!:estions regarding this request, please direct all inquiries to Special 
Agent I ho can be reached ad I 

Assistant Spec• ent in Charge 
Washington Field Office 
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From: 
Serit: 
To: 
Cc: 
Subject: 
Attachments: 

~WF) (FBI) 

"'"="~~'="""":"'~~ (WF) (FBI) 
Tqesdav Octohpr 20 2015 4·51 PM 
I 

ALL rEI IN!'ORUATICN CONTAiliED 
HEREIN IS UHCLASSiriEC 
CATE 12-08-201'5 BY .. J'"~IS.118T80 NSICG 

~~ ~~-------___.I(RO) (FBI) 
LHM Request 
LHM_Do$_10_20_2015.pdf 

\ 

Per your request and correspondence witQarlier today, I have attached an LHM to formalize the FBI's request to 
review the referenced briefing materials. Thanks again for your continued assistance. 

Respectfully, 

Special Agent 
FBI, Washington Field Office 
I ~desk 
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~.L.L INF."'m£ATICH CC!f'J'.AINEO 
HEREIN IS ffi.~CLASSIFIED 
CA'l'E 12-20-20H BY J76Jl8T80 NSICG 

tWF) (FBI) 
~------------------~----~------------------------------------------------b6 From: 

Sent: 
To: 
Subject: 
Attachments: 

To Whom It May Concern: 

Please see the attached preservation request. 

Cordially, 

SAl._ ____ ..... 

Federal Bureau of Investigation 
Washington Field Office 

I I 

1 HRC-6388 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. ~0535-0001 

Re: Preservation of Records 

ALL HI!'O.Rl.IA1'Iffi1 cmrrAINEI:: 
HEREIN IS UNC~.SSIHED 
DATE 12-20-20H BY J7(;J181'80 I'TSICG 

November 24, 2015 

. :. Dear Custodian of Records: 

; . 

~ ., 
.·. 
.~ 

~-· 

'• ,. 

. ~ 

. ~· 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
'including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, qr until receipt of a legal court order, whichever occurS first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 

r------=I:.;f you have any questions regarding this request, please direct all inquiries to Special Agentl 
L--_ ___.lwho can be reached at I . Iori I L----...l 

Peter P. Strzo 
Assistant Spec1 gent in Charge 
Washington Field Office 

HRC-6389 
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A.LL IHFOFJ.(ATIOH COlol'f.IUNED 

HEREIH IS tlNCLAS5IfEC 
DATE 12-20-201<6 BY .i16Jl8'f80 NSICG 

From: 
Sent: 
To: 
Subject: 
Attachments: 

To Whom It May Concern, 

kwF) (FBI) 

I I(WF) (FBI) 
Tuesday, November 24, 2015 12:~4 PM 

I -
Preserva~ 
2015112t_____JPres_Extension_2015_11_24_11_36_12_521.pdf 

Please see the attached preservation letter. 

Cordially, 

54._ ___ ____. 
Federal Bureau of Investigation 
Washington Field Office 

I 

1 
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A.LL HITOR1.1A'T'ION Cotf1'AINED 
HEREIH IS UNCLASSIFIED 
DATE 1;;:.-20-2016 B'i J76J18 TSO HSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

November 24,2015 

Re: Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 27.03(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process . 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only · 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 

· Pursuant to Title 18, United "States Code Section 2705(b), an Order was issued on 28 Augu~t 
2015 by the United States District Court for the Eastern District of Virginia commandingJ lnot 
to notify any person, including the subscribers or customers of the accounts listed in the attached 
preservation letter, of the existence of said preservation letter for a period of two years. 

,_... ___ If-;you have any questions regarding this request. please direct all inguirjes tq Special Agentl 
~--_.~ho can be reached ai lo~ J · .L------1 

Assistant Specta gent in Charge 
Washington Field Office 

HRC-6397 
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ALL INrORHA1'IOl-l COl'TT.AHTED 
HEREIN IS UNCL.ASSEIEC 
DATE 12-20-2016 BY J?~J18T80 USICC 

TRANSMISSION VERIFICATION REPORT 

DATE, TIME 
FAX NO./NAME 
DURATION 
PAGE(S) 
RESULT 
MODE 

u.s. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

84 
OK 
STANDARD 
ECM 

TIME : 11/24/2815 12:38 
NAME : 
FAX 
TEL • 
SER.M : Q7279181684 

November 24, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to· 
extend the preservation of all stored communications, records and other evidence in your posSession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possessiollt 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs ftrSt. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that H R C _ 641 0 
arises after the date of this request. 

b7E 

b7E 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records . 

Dear Custodian of Records: 

ALL IN!ORU.ATIOH CONTAINED 
.HEREIN IS Ln~CLASSI~IED 
DATE 12-20-2016 BY J76_118'f80 NSICG 

November24, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a.formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process: 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 

r---..;.....;::I.:,f you have any questioc l:l:iilll:lliD2 lbi~ ~lll:!il. Dlw; diJJ:s:l 1111 ioauiti;s Ia Special Agen~ 
~....-__ _.lwho ~an be reached atL Jo1 I · ....._ __ ___. 

Peter P. Strzok --J 
Assistant Special Agent in Charge 
Washington Field Office 

HRC-6411 
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ALL INro.'U!A'fiOl~ CONTAINED 
HEREIN IS UHCLASSH'IED 
I::ATE 12-20-201'5 B'J:' .J7t:i.il8T80 N.SICG 

DATE, TIME 
FAX NO./NAME 
DURATION 
PAGE(S) 
RESULT 
MODE 

TRANSMISSION VERIFICATION REPORT 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535·0001 

Re: Preservation of Records 

Dear Custodian of Records: 

TIME : 11/24/2815 12:27 
NAME :. 
FAX · 
TEL ! 
SER.M : Q7279101684 

November 24, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal requ~o;st to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-maH accounts, pending further legal process. 

You are hereby requested to extend the preseJ:'\'ation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and reccJrCis 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture.and preserve new information that 
arises after the date ofthis request. HRC-6415 
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b7E 



•.;. 
;. 

. 
. ~ 

-··: 
~· 

··~ . 

. ~ . 

. :• 

ALL. Il-ITOru.a.>..1'ION COHTAIHEI:: 

HEREIN IS ID~Ch.~SSIFIED 
D..~r::; 12-20-2016 BY J76.118T80 NSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

November 24,2015 

Re: Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(£), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 

· regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 

. including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. . · · 

If you have any questions regarding this reauest. olease direct all inquiries to Special Agen~ 
r-----;jwho can be reached al I orl I ...... __ ____. 

e 
Assistant Agent in Charge 
Washington Field Office 

HRC-6416 
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.\LL HITOR11A'l' ION Cotf1'.AINED 
3EREIN IS UNCW\.SSIHED 
DATE 1L-20-20H BY J7&J18Tl30 tTSICG 

TRANSMISSION VERIFICATION REPORT 

DATE, TIME 
FAX NO./NAME 
DURATION 
PAGE(S) . 
RESULT 
MODE 

u.s. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

11/24 ~2·24 

em: EIEl: 4 
04 
OK 
STANDARD 
ECM 

TIME 11/24/2015 12:25 
NAME 
FAX 
TEL 
SER.# Q7279101684 

b7E 

November 24, 2015 b7E 

Re: Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(£), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your. possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days~ or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate· you to capture and preserve new infonnation th,at 
arises after the date of this request. · HRC-6419 
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· U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

ALL IN!:OR11A'l'ION COWfAINE.C 
HEREIN IS UHCLASSI!IED 
W.'l'E 12-20-20l!i EY J76Jl8 T80 lfSICG 

November 24,2015 

Pursuant to Title 18, United States Code Section 2703(t), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in.your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
conununication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that fncludes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only· . 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request . 

If you have any questions regarding this retuest. please direct all inquiries to Special Agen~ 
======!who can be reached a~ lor! J . L----.....1 

Assistant Spectal Agent in Charge 
Washington Field Office 

HRC-6420 
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]l.LL INFORMATION CONTAINED 

HEREIH IS UNCLASSIF.IED 
CA.'l'E 12-20-20H BY J76J181'8D N'SICG 

TRANSMISSION VERIFICATION REPORT 

DATE, TIME 
FAX NO./NAME 
DURATION 
PAGE(S) 
RESULT 
MODE 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

I 
11/24 ~2 :21 

00:00:5 
07 
OK 
STANDARD 
ECM 

TIME 11/24/2015 12:22 
NAME 
FAX 
TEL 
SER.# Q7279101~84 

November 24, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 201 S, currently in your possession, 
including records stoted on backup media., in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order1 whichever occurs first. This request applies only HRC -6424 

re1rosvectively. It does not in any way oblijl;ate you to capture and vreserve new infonnation that 

b7E 

b7E 
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ALL IHFORMA1'IOH COIITAINEI; 
HEREIN I S IDICU.SSiriED 
D..il..1E 12-20-2 016 8'{ J76,11 8'f80 NSICG 

U.S. Department of Justice 
federal Bureau of Investigation 
Washington, D.C. 20535-0001 

November 24,2015 

Re: Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(t), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. · 

If you have any questions regarding ibis reouest. please direct all jngujries tq. Special Agen~L-------' 
=======jwho can be reached a~ I orl J · 

Assistant Spec gent in Charge 
Washington Field Office 

HRC-6425 



ALL IN!.C\..:U.!ATIOH CONTAINED 
HEREIN IS IDTCLASSiriED 
CA1'E 1 2 - 20 - 2 0Hi B't -JHJ 1 8 1'8 0 NSICC 

TRANSMISSION VERIFICATION REPORT 

DATE, TIME 
FAX NO./NAME 
DURATION 
PAGE(S) 
RESULT 
MODE 

U.S. Department of Justice 
F~deral Bureau of lnYe$tigation 
Washington, D.C. 20535-0001 

Re; Preservation of Records 

Dear Custodian of Records: 

I I 
11/24 ~ 2:15 

138:01:0 
64 
OK 
STANDARD 
ECM 

TIME 11/24/2015 12:16 
NAME 
FAX 
TEL 
SER.# Q7279101684 

November 24, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the prc:servation of all stored rommunications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, cUITently·in your possession, 
including records stored on backup media, in a fonn that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90·days, or Wltil receipt of a legal court order) whichever occurs first. Tbis request applies only 
Tetrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request HRC-6432 
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ALL nr:roruJATIOH COHT.AINED 
?IE:~IN IS TJ!fCLASSI::IED 
DA'l'E 12-20-20Hi BY J7!:>.J18T80 .1-fSIC'G 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

November 24, 2015. 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 

r----"""If~rou have any questions regarding this request, please direct all inquiries to Special Ageni 
!"'ho can be reached a~ . pr I I ....._ __ ...... 

Assistant Sp · ent in Charge 
Washington Field Office 

HRC-6433 
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ALL UITORl!A'l'ION CO!ITAINEC 
HEREIN IS tnlCLASSIFIED 
D.ATE 12-20-20l!l BY J76.Jl8T80 tr.SICG 

TRANSMISSION VERIFICATION REPORT 

DATE, TIME 
FAX NO. /NAME 
DURATION. · 
PAGE(S) 
RESULT 
MODE 

U.S. Department of Justice 
Federal B~reau of Investication 
Washington, D.C. 20535-0001 

Re: · Preservation of Records 

Dear Custodian of Records: 

11/24 J2•13 
I I 

ee:e1:29 
e4 
OK 
STANDARD 
ECM 

TIME ll/24/2e15 12:14 
NAME 
FAX 
TEL 
SER.ti Q7279101684 

November 24,' 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the prese.rvation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend 1he preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records · 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only · 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. · · HRC-64 3 7 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington~ D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

ALL IN!O.'U!A'fiOl~ CONTAINED 
HEREIN IS UHCLASSH'IED 
I::ATE 12-20-201'5 B'J:' .J7t:i.il8T80 N.SICG 

November 24,2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first This request-applies only . 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 

,....--.......;.I..;;.,:f you have any questions regarding this request, please direct all inq~iries to Special Agentl 
L----....ljwho can be reached a~ I o~ I L....---......1 

Assistant Spec nt in Charge 
Washington Field Office 
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u.s. Department of Justice 
Federai Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

11 /;4 12• 10 
I I 
aa: 1: ee 
El4 
OK 
STANDARD 
ECM · 

TIME 
NAME 
FAX 
TEL 
SER.+t 

11/24/2015 12:11 

' Q7279101584 

November 24, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pendini further legal process. · 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015) currentiy in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order. whichever occurs first. 1his request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. HRC-6442 
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ALL IH!C8.l..!ATIOll CONTAINED 
HEREIH IS UNC.LASSEIED 
CATE 12-20-20H> EY .n;.J181'80 NSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

November 24, 2015 

Re: Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currentiy in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into yqur possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. · 

,..... ___ lf"""~:ou have any questions regarding this re9uest. please direct all inquiries to Special Agend 
.._ __ _.jvho can be reached a~ lo( l ..__ __ ......~ 

Pet r P .. Strz 
Assistant Spec1al Agent in Charge 
Washington Field Office 

HRC-6443 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20S3S-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

NAME 
FAX 
TEL 
SER.M Q7279101684 

November 24,2015 

Pursuant to Title 18, United States Code Section 2703(t), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, wlrich was sent to your company on 18 August 2015, currently in your possession, 
including reoords stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a p~riod of 
90 day:>, or until receipt of a legal court order, whichever occurs first. lbis request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new infonnation that 
arises after the date of this request. HRC-64.47 

c::===If:rr~u have. any qu_est~ofs regarding this r1':el please direct a}l inauiries to
1
special Agent.._j __ ---1 
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Re: Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new infonnation that 
arises after the date of this request. 

If you have any questions regarding this re~uest, glease direct all inquiries to Special Agen~ 
=======fho can be reached a~ b~ I L----....1. 

Assistant Spec gent in Charge 
Washington Field Office 

HRC-6448 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

TIME : 11/24/2015 12:02 
NAME : 
FAX 
TEL : 
SER.# : Q7279101684 

November 24.2015 

b7E 

b7E 

Dearl b7E 

Pursuant to Title 18, United States Code Section 2703(£), this letter is a fomal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e~mail accounts, pending further legal process. · 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs ~t This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
ari~s after the date of this request. 

HRC-6452 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535~0001 

ALL IN!:Of<l.lA'J"ION COHTAI!'IEJ:: 
HEREIN IS UHCLASSEI.E.D 
DA'I'E 12-20-2015 EY J75J18'1'80 I:JSICG 

November 24,2015 

Re: Preservation of Records 

Dear L-1 ------l 

Pursuant to Title I 8, United States Code Section 2703(t), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e~mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possessi~n, 
including records stored on backup media, in a form that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
ari~es after the date of this request. 

__ ......;;I.;;.,f you have any questions regarding this re9uest, please direct all inquiries to Special Agen~ 
L...-_ ___.lwho can be reached atl lo~ I . L...---...l 

Peter P. Str ok 
Assistant Special Agent in Charge 
Washington Field Office · 

HRC~6453 
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u.s. Department of Justice 
Federal Bureau of lnvesti;ation 

·Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

TIME : 11/24/2015 12:32 
NAME : 
FAX 
TEL . 
SER.# : Q7279101684 

November 24, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to e:x:.tend the preservation of the records described in the attached 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a fonn that includes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. HRC-6457 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

ALL HTIO.Rl.lA'T'ION cot-TTAIHEI: 
HEREIN IS UNCLASSEIED 
DATE 12-20-2oH B"t Ji6J18T80 ~rsrcc 

November 24, 2015 

Pursuant to Title 18, United States Code Section 2703(£), this letter is a formai request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process .. 

You are hereby· requested to extend the preservation of the records described in the attached· 
communication, which was sent to your company on 18 August 2015, currently in your possession, 
including records stored on backup media, in a form that includes' the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 

,..... ___ lf-fyou have any questions regarding this re~uest olease direct all inouiries ':Special Agenj 
~ho can be reached atj jo~ J .....__ __ __. 

Peter . Strz 
Assistant Spec1 gent in Charge 
Washington Field Office 

HRC-6458 
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CASE BRfEFING ACKNOWLEDGEMENT 

'I1lc rmrpos~~ uf this f(.mn is t<.J nwintnhl an QJl'ida.l r~~c<ml <.)fpers(ms kn~:.)wledgeabk ~)fa 
highly sensitive federal Bureau oflnvcstiga1im1 ctH.mterinteHigence .investigation. 

I hereby ackno\vlcdgc th~li I h~tvc received a brid1ng on the investigative rnatter(s) identH1ed 
below. Disclosure nf this FBI counterl.ntdligence investigation to ~~nyone i~ strictly 
prohibited without the prior concurrence ofthe Assistant Din~tor of the Counterintelligence 
Division, F{~dcral Burem1 of hwcstigatkm. I also understand that, due to the nature and 
sensitivity of this investigation, compliance with these restrictions may be ~uhject to 
veritkation by polygraph examination. 

Subiect of BdeHrH?.: .... ....... 

Shmah.lre ..... 

t/'r~t: 7..-C:V .>--
Date 

Briefed By 

Date 

UNCL·'\SSIFtEDI!rOH: orrtCI:\L UG£: ONLY 
HRC-6927 
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.,_ •.. ·· · . .....__ .... 
UNCLASSlFlED//J?()~ (}f:FJCIAL U~U~ ffl~LY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose tlfthis fom1 .is to maintain ~m ofnci~tl rcc<..)rd ofpcrs<.ms knowledgeable of a 
highly sensitive rcderal Bureau of Investigation counterintelligence investigation. 

I hereby ~tckfl',J\'>'ledgc that I have rcceiv\~t a bricJing on th\~ investigative m~lUcr(s} kk~ntlfk·-d 
be:lo\.v. Dhsclosure of this FBI countcrin.tdligencc investigation to nnyone is strictly 
prohibited \'vithout the prior concurrence of the Assistant Din:-ctor of the (\mnterintdligem:~e 
Division~ Federal Bureau of Investigatio.n. J also understnud that, due t(.l the nature and 
sensitivity of this invcstiga.tk)n, compliance with these restrkt1ons may be sobj~ct to 
verincatkm by polygraph examination. 

Subjcci of Briefing: 

;::,JgmUlltC 

Date 

UNCLASSIFlEDf/H)It OFJ?JCtAL tJ~B ONLY 
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UNCLASSlF.IED//HWC OFPJCIAL USt: O~<LY 

Cl\SE BRlEFING ACKNOWLEDGE~·1ENT 

The purpose {)fth.is f(.)rm i5 tn maintain an ()f'tkbl record ()fpersons kno\vlcdgeabie of a 
highly scnshjve Fedemt Burt~au of Inv~sHgat.ion ~tmntcrinteHlgen.c~~ i.nVIi.$tigniion. 

1 hereby acknt)\Vledge th~~t .I hav~ received. ~t hrid1ng on the investigative maHer(s) identified 
bck)\v. Disclosure of this FOI C<.)tmterinicllig<.mcc investigatkm to an yon~ is strictly 
prohibited without the pri~lr concurrence of the Assistant Director ·of the Cmmtcrintdl.igem;c 
Division, Federal Bureau of hwestigatkHt. I also understand that, due to the nature and 
sens1tivhy ofthis investig~lthm, complianc~~ \vhh these restrictions nmy he .subj~;x:t to 
verificati<.)n by pt:.)lygraph \.!Xamination, 

Dntc ;~ / 

UNCLASSIFJED//fOR OfTfClAL USL O?H!i' 
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.::.. ....................... · · . .....,.,_ ...... · 
tfNl(-~[ --\SSII~n:~1)fl1::0R OfflCI' f P''F O~t41 ',. " ' >lo; \..:.' .t.l."""" .. J . , . ·"· . . . . ~ 1> . . > J )r..j JO. • • • -~ .i 

CASE HRlEHN<i ACKNOWLEDGEMENT 

The purpose of this fmm is to maintain an otl'icial rec<)rd of persons kno\\'ledge}.tble of a 
highly sensitive Federal Hureau of Investigation counterintelligence investigation. 

I hereby acknn\vledge that l have received a hrietiug on the investigative m~\tter{s} idenlii1cd 
bd<.)\~-. Disdnsure of this FBI counterintcUhaem:e investiRat.km to anvone is strictlY . w . ,.,.. .,· . .,. 

prohibitl>:<l whbout the prior c<.mcurrencc of the Assistant Director of the Counterintelligence 
Divisim1, Federal Bureau of Investigation. I also understand that, due to the nature and 
sensitivity of this investignli<m, compliance with th<.~se restrictions may be subject to 
vcrificaikm by polygmph examination. 

SuQjcct of Bricting: 

/t> 

Bricte By 

7 / I 
~ 1 t rl/ --:~ .. -o tr 

Date 

UNCLASSlFIED/IFOit OJfto'fCh\L USL OHLY 
HRC-6930 
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··,, .. , ..... · · ......... · 

UNCLASSIFIED//f'OR OfTICfAL em: ON.LY 

CASE .BRIEFING ACKNOWLEDGErvlENT 

The purpose of this .fhnn is to n.mimain an ofTidal n~~ord i.tf persunH kmnvledgeable of a 
highly sensitive Federal Bur~~au 1)f Investigatll)fl C()tmtcrintdligcncc inv~stigmion. 

l h<:~reby acknowk!dgi..~ thai I h;;we re{:dvcd n briefing ()11 the itwest.ig~llin~ nmtter(s) ident1fi(.~d 
bckYW, Disdosurc of this FBI c-ounterintdligcncc investigation to anytmc is strictly 
prohibited '1-Vithom the prior concurrence of the As~istant Directo-r of the Counterinte1ilgctlce 
Divisinn~ Federal Bureau of h.rvestigation. I also mH..ier~tand that, dut~ to the:: natt1re and 
semdtivhy ofthis 1nvcst1gati~m. compliance "\'l.'iih thes~~ re_;;trk:tiom; nmy be snbje~:t to 
vcrHkation by ~)olygraph examinatk)n. 

Dat~ 

Briefed By 

Date 

UNCLASSIFIEDi/f<}f( OfFICiaL lJ.~L O!<LY 
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Ci,\S•: BRlKFlN(; ACKNOWl.I•:U(~J;t:l\-tENT 
ADDENDUM 

l.lmv~ hc~m reminded (·d' my rights and t'bligation~ pm'SI.l<int t{) the FBI Employment .t\greemem 
{FD~29 .I), the Classified lnt~·mtl,ttkm N<)ndisdosurc Agn~ement (SF .. 312), and the Sensitive 

Compmtmcnt.cd lnt~)rtlHitioll Nondisclosure .Agreement (Fom14144). 

These pmvisi(l!lS are consisient \Vith and do not supersede, t:Oilt1kt with, or <)thcrwisc alter the 
employee f~hligation$. rights~ or liabilities created by exit~ting statute or E.xer.t1tive order relating 
to { l) classH1cd inf(:mmnkm, {2) C(;)lnfn\lnicatkm~ to (\mgres&, CH the reptmin.g to ~m rn~pc<:tN' 
General of a violation .:,lf any law, rule, tlr regulation, <.)r mismanagement, a gross waste of funds, 
an ~hvsc ()r a.uthority, ~'>r a subst~mti~tl und :specific danger to publi(: he.a!th r~r i<aR~ty, or (4) ~my 
{Jlher whi$0cblower protection. The deHnitkm~. re"juireltl~mts, '-'bligations, rights. sanctions. <'\nd 
liabilities created by c<mtrollinu Executive orders and st~tU(<)ry prt.wisi(ms arc incorporated into 
that Case Briefing Aeknt.)\Viedgcment and arc controlling, 

Print Nurne 

Signature ...... . ......... . 
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"''·"""·" ·. i 
UNCLi\SSlflED//fOR: Orl"'fCIAL U5l! ()Mr:r··· 

CASE BRIEFING ACKNOWLEDGEMENT 

111e purpose of thi~ form is to maintaitJ un officiid record of persons knowledgeable of a 
highly sensitive Federal Bureau of lnvest.igatinn counterinteltlgence investigation. 

1 hereby acknowledge that I have received a briefing on the itwestigative marter(s) idet1tified. 
below. Disck~sure <)flhis FHl c~:mnterinrenigence investigation to auyo.ne is strictly 
prnhibited \vithout the prior concurrence of thl.~ A~sis.tant Director of the Cotmtcdntelligencc 
Division~ Federal Bureau of Investigation. I alst) l.mdersttmd thnt, due to the nature and 
sensitivity of this investigation, cmnpliance \Vith these restl'.ictions may he su~ject to 
verifictttion by polygraph cxaminatiotL 

Subject (Jf Briet1ng: 

~- Fio v~~~ ;!.olr­
D~~tc 

UNCLASSlFIED//F(>R OFfiCIAL UO£: Cl~fLY 
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CASE BRlKFlNG ACKNO\VLltOGKt\'IENT 
AllDENDUl\1 

J have been t-emind~d of rny right$ and obligati()ns put'sunnt to the FBI Emplnymem Agreement 

(FD<291 )~ the Classified lnfhrmation Nondis-closure Agreement (SF-.312). ~u1d the S~nsitive 
Comp~u'tmeoted tnf'hmlatirm Nt)rtdisck~::;m-e Agreement. (f'<.>rm4l44). 

These provisions are crmsistent: with and do not .supersede, conflict with, or otherwise aHer the 

employee obligations. right~~ or liabilitie~ created by existing 5UJ.tute or Executive order relating 
to (1) clas~ined int'bnJKttk)n. (2) communications ll) Congress, (3) the reporting to an I11spector 
Gcnet·al of a vi-elation ~;)f any taw, rule, ~Jr regulation, or mismanagement, a grN•& ·waste of funds, 
an abu$<: ()f authority, or a substantial and spec.ific danger to public he~llth or ~afety, \)T (4) any 
othe.r whistleblm,ver prok~.tion. The definitions, t'eijuirernems~ obliga1inns~ rights, sanctions, and 

liabilities created by contrQIIing Executive orders and statutory proviskms are incorpt)rated into 
that Case Briefing Acknn"vk:dgement and m-e t:onti'()Hing, 

1 tmve read this Addendum carefully and my questions, if any, have been am<w~:.~l'Cd, 

~int NmnJ L . ____ (; _ "1-'l 
~~gnature JL.. __________ __.L-------------·······-·-··------w f)ate ... :~ ...... : ..... <.t::.: _____ _. .............. . 
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CASE BRIEFING ACKNOWLEDGEMENT . . 

ADDENDUM 

I have been reminded of my rights and ob1igatiQns pursuant t(.) the FBI Employnient Agreement 
(FD-291 ), the Classified Inf(mnation Nondisdosure Agreement (SF -312), ~nd the Sensitive 
Compartmented Information Nondisclosure Agreement (Ponn4144 )-

These provisions arc consistent with and do not supersede, conflict: "vith, or otherwise a1tcr the 
employee obligations, rights, or liabilities created by existing statute or Executive order t'elating 

. to (l) classitied inJhnnation, (2) cummtmications to Congress, (3) the reporting to an Jnspector 
General of a violation of any law, rule, or rcgulaiiotl., or n"'isttianagement, a gros.s waste of funds, 

an abuse of authorityt or a substantial and specific dnn&et to public health or safety, or (4) any 
other whistlcblowcr protection. The definitions. requirements, obligations, rights, sanctions, and 
liabilities created by controlling Executive orders and statutory provisions arc incorporated into 
that Case Briefing Acknowledgement and are controlling. 

I have read this /\dde.ndum carefully and my questions, if any, have been answered. 

HRC-6935 



CASE H.RIEFING ACKNO\VLEDGE~ifENl 

The purp.nsc of this fonn i~ {() maintain an ofikial rCCl)fd of pcrs<.)ns knowledgt~abk of a 
highly se.tlsilive Federal Hun.~~n.1 of l.rrvestigalion cotmtcrimdligcnce investigation. 

I ht.~rebv *H.:knowh.~(kt~ lh~!\ 1 have received a brkHnt~ on the hrvestigaiin~ nlaH~l'($} identiOt~d " ,.,,. ...... ..... . . 

br:.h-:~w. Disdosurc of thi:!~ FBI cutmtcrinl(~mg~nce investigat.ion lo anyune i~ strktly 
prohibiwd witlwut the prior 1:-(mcurrenc(.~ (~f the /\.;{sistant Dirt.~dm· of tht.~ Cowrl~rintdl.igeuce 
Division. Fi..!-dewl Bureau oflnvt.~sti!!.ation. t also under~land that. due to the nature a.nd . . . . . . ~ . 

sensitivity ;;)f this invcstigm.\<)!1, cqmplian(:t.~ \Vith thes~~ r(~:-:;td~:tions rnay be~ subject to 
"<-'eri!k:atk'm by pQiyg.r<iph cxarnination. 

---r·! f\ l ('0 
" ... ~ .. llJ~h') lY\tt:~_, .. __ 
Brkd't.~d By 

q{,ft~; 

UNCLASSlFIEl>//l::tH~ Ofi"'CL\L CKF U:'iL i 
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CASJc: BRIEFING ACKNOWLEDGE~tENT 
ADDENDUM 

l have be~n reminded tJf my t'i~hts and obligations pursuant u~ the Fm Employme~t Agre~ment 
(FD-291 ), the Classified lnfonn!ltlon Nondisdosure Agre(ment (SFNJ l2)~ and the Sensitive 
Compartmented lnfonnutitm Nortdisdosure Agreement (Form4l44)-

These provisions 3-re consistent with and do ntlt stlp<:fscdc. ecntlict with. ()r otherwise alter th~ 
~mpl{))i(.>e t~bUgatkms. rights. or HabiHtic-s cremed by existi~8 statute ()f E.'I:(.'CUth'e (1rder' relating 
io (l) dassitk>d infimnation. (2) eommunk--ations to Cnng~s, (J) the reporting to an tnspector 
G~oeral of3 viol~tio~ of any law. rute. ()r regulation, or mi~ma.nagemcnt, a gross wasle offwld~, 
an abuse of authority, or a suhs~ntiala.nd specific danger to public lw11hh (lr safety~ or (4) nny 
olher whi~deblower prot:ection, The definitions.. requirements, obligations, rights~ S!tnctions, and 
Usbifities creatw by contmUing Executive ()rtief& and statutory pmviskms are iocmporuted inh) 
that C~$C Briefiog Acknowledgement and ~-re i;.:()lltroUing. 

Print Nam~ 

Signatt~~ 

HRC-6937 
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,~,;~;!(' 1 .i-\·SSIF'It~~I)/.TOR OITICI." 1. t Wf~-6~1 Y \. r'C . .~: ... ~ .. :~o... . I"' . . . . . . .. ,£ ... ,. ,; ~ . ·' .. , . 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose t)flhis ft.Jml is to maintain an oftlci~tl record ofpcrstm~ kmJwlcdgcable of a 
bh~hlv senshivt.~ Fedemi Bureau of Investh~nth'm cmntterinte.lli!!CfK>-e inve~thw.th.)n. '"" ~ "'" "'-• '~,."' 

I hereby ackno\viedgc that I have received a brkting Qn the investigative m~mcr(s) idcntifkxl 
belov.'. Disclosure of this FBI counterintelligence investigation to anytmc is strictly 
prohibited without the pripr concurrence of the As~istant DirectM of the CmmterimeUlgence 
Division, Federal Burcnu of Investigation. I alstl urid~rst~md that. due to the. nature and 
sensitivity of thi~ investigation~ compliance t\:'ith these re$trict.i()ns may be subjcc.t to 
ve'dfie~nion. by polygraph e-xmnination. 

Subject of BrieJing: 
c- jA' tVf v/'\, <' . 

Date 

Briefed By 

Date 

1"\ .-'? / -·~ /;~ n J ~······" L-•K 1 1 ! .l .......... , · --~ 

UNCLASSlFlED.!/J'OR OFrlClAL Lit][ ONL't" 
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CAS•: BRIEFING ACKNO\VJ,.ED(;EMI<:NT 
ADDENDUM 

I h"we bee" remind~>d of my ri,s.hts and t)blig~tions pursuant b) the FBl Empk)ymeru. Agreement 
(FD-291 ), the Cla~sified lnforrnutkm Nondisclosure Agreement (SF<:; 12). nnd the Sensitive 
Cornpartmct,ted lof'hmuHion Nondis.ck~sure Agf(...>ement {h.)mt4 H4}. 

These provh~ions .are -consi~teru with ar~d d-o ll(.>t $Uperscdc, c<.mnict with, or nther\vise niter the 
employee ()bHgations, l'ights, <.)r liabilities cre~t<.xt by existing statute or Exccmive ordef relating 
t~) {l) dnssilied tnf<}IT!'Hltion, (2) ~ommunkiltion~ H.' C()tl£.Tl'SS, {3) the t'\!'J)(~fttng i<.~ <m fnspeCt<.>f 

General t,f a viol3tion of any law, ndc, ''r regulation. or mismam.tgemcnt. n gross w~ste {1f ftmds, 
an abuse of authority. or a subs1~ntial and specific dnogcr t() p1,1blic health or safety, or (4) .any 
utber whistleblowet protection. ·nh~ definitkms, rt>.qLtirements. <.)biigati()n~, rights, satlclkms, and 
liabilities created by controlling Executive tJrders and ~tatut<.~ry f)~)\'isiom~ ar~ ioc<)tp~Jtated int<.) 
that C~se Briefing 1\cknowledgement and are controlling. 

I have read this Add-endum carefully and my questions. jf nny, hl\V<! beell an~'vcred. 

Print Name_ 

Signatt~t'e ......... . 

HRC-6939 
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UNCl-~\SSJFIED//I'OR OITJCI.AL um: otkri' 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this fom1 is to maintain an o1lici~d rec<.mi ofpcrsons knowledge~lblc of a 
highly sensitive Federal Bureau of Investigation counterintelligence investigation. 

I hereby acknowledge that I have rccdv~d a brieting on the invcsligativf..~ mattcr(s) identified 
belm\1-. Disclosure of this FBI countcrintell.igence investigation to anyone is strictly 
pn1:hibited without tht~ prior c~)ncttr.retwe of the A~sistnnt Direct()r {lf i.he Counterintelligence 
D.ivision, Federtll Bureau tlf Invcstig~ttion. I also um:krstand that, due k) the nature and 
sensitivity of this investjgation~ compliance with these restdctions may be subject tt) 
vcr1ficatkm by ~)lygraph ex~mtinatkm, 

Subj(..."Cl t)f Briellng: 

Date 

UNCLASSJFlED/Iron OITIClAL U!iE 0?4LY 
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CASE BRIEFING ACKNOWLEDGEMENT 
ADDENDU~l 

I have been. reminded of my rights and obUg~ltlons ptusuant to the FBI Employment Agreement 
(FD-291), the Classitled lntbm1ation Nondisdosure __.:\greement (SF<H2), and the Sensitiv(! 
Compartmented Information Nondisclosure Agreement (Form4144), 

These provisions are consistent with and do not supen:ede1 conflict with~ Ot' otherwise alter the 
employee obligations) rights, or liabilities created by existing stat"tltc or Executive order relating 
to (t) classified ird(Jrmation, Gn cnmmunications to Con~rc-ss, (3) the reporting to an inspector 
General of a violation of any law. mle~ or regulation. or mismanagement. a gtoss w-aste of funds, 
an abuse of authority, or a substantial and SfX."dfi~ danger to public het'\lth Qr :'>afety~ or (4) any 
Qther whistleblower prok>ction. The definitt()OS~ requirements, obligations, rights~ sanctions. and 
liabilities created by controlling E.-xccudve orders and statutory provisions are incorporated into 
that Case Briefing Ackn<>wledgement and are contmning, 

I have read this Addendum carefully and my questions, if any, have been aoswer~d. 

HRC-6941 
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,_, .. 
UNCLASSlFIED/!TOR OfTlCIAL L'S.F. ONLV 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose <.)f this t(mn is to maintain an ('>flkial recor-d of perSt)tlS knowledgeable of a 
highly sensitivt..~ Fed.end B-ureau of Investigation C<.)lmter.intcli:lgenec inve5tigatk)n, 

I hereby acknowledge that I have received a briefing on the .investigative n.ult:ter(s) id-entified 
hc1ow. Disclt)S\tre <.)fthi!> FBl counteri.ntelligence investigation to anyone is siricUy 
prohibited without the pri<)r concurr<.~nce Qfthe Assistant Dircct<.w of the Counterintelligence 
Division, Federal Bureau of Investigation. I also understand that~ due to the na.ture a.nd 
sensitivity of this investig(ttion, complhmce with these restrictions may be subject to 
V(;~rii1cation by polygraph examination. 

Date 

Date I ' 

UNCLASSIFIED//fi'Olt CWPfCfAI. um: ONLY 
HRC-6942 
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U~l.ASSIFIED//I'Oft OPJ''ICIAL U~U~ ~1}f.' 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of ihis fonn 1s to maintain an oflicial re(.xmi of persons knowledgeable of a 
highly sensitive Federal Hureau of Investigation cow1terintelligence invcstigatioii. 

1 hereby .a,cknowle.dge that I have received a brh;:ting on the investigative matter(s) itkn1ified 
below. Disclosure of this FBJ counterintelligence investigation to anyone is strictly 
pr<lhibitcd withou~ the pr.ior coucw.rence ofthe Assistant Director of the Cotmterintclligcnce 
Division~ Federal Bure-au of Investigation. I also understand that~ due to d1e nature and 
sensitivity of this investigation, compliance with these restrictions may be subject to 
verific.ation by polygraph examination. 

Subject of:l3riet1ng: 

Date 

Briefed 8y 
t~l' ~. I i .·' ' 1 I i '·) 

Date 

UNCLASSIFIED/ii'OR: OfTfCh\L tJSE Ot4L¥ 
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CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this form is to maintain an ofl1cial n~cord of persons knowledgeable of a 
highly sen~itiv(~ l;.cderat Bttreau of lnv~-stigi~tkm counte.dntell.igence .investigation. 

I hereby ackrKrwfedge that I have rece.ived a briefing on the investigative matter(s) identitied 
below. Disclosure t..)fthis FBJ counteriltteHigence investigation tt.'l atlV()ne i~ ~trictlv . .,... ""' ~ , 
prohibited without the pri<..)r concurrence of the Assistant Director of the Ct.)unter.intelligcnce 
Division~ fedem.l Bureau of Investigation, J also understand that, due tt) the mltt1rc and 
sensitivity of this investigation, compl.iance with the~e restriCtion:-; may be !)Ubject to 
verification by polygraph exmnination. 

Brkded By 

o1/~!t/'1s-
DMc l ' 

UNCLASSlFlED!/FOR OITICtAL USL ONLY 
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UNCLASSIHED/Il'OR Off'IQIAL Uflf: Ol~LY 

CASE BR1EF£NG ACKNOWLEDGEMENT 

The purpose. ofthis.Jonn is to maintain an official rccotd of pct'Sons knowledgeable of a 
highly sensitive Federal Bureau of Investigation counterintelligence investigation. 

I hereby acknowledge that I have rece.ived a briefing on the investigative mattcr(s) identified 
below. Disclosure ofthis FBI counterintelligence investigation to anyone is strictly 
prohibited without the prior concurrence of the Assistant Director of the Counterintelliget1cc 
Division, Federal Bureau oflnves.tigation. I also w1derstand that~ due to the nature and 
se11Sitivity of this investigation~ compliance with these restrictions may be subject to 
verification by polygraph examination. 

S4bject of Briefing: 

Date 

Briefed By 

t:; I ;1.'-f/_~ ~~--
Date 

lJNCLASSIFlED//H)R OFriCVk:L USI: O~H.Y 
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.............. ( 

CASE BRIEFJN(i ACKNOWLEDGEMENT 
AD.Dt:NOU~l 

l bnvc been reminded <.)f my fights and ()bligatkms t)Ut~oont to the FBi Employm(.!n.t >'\grecmcnt 
(Ft) .. 29 t), t.he Classit1ed lnf<.)mlatlon Noodisd()Sut-e Agreen"W!lt (Sf~3l2). and the Sensitive 
Ct~mpm'tmented ft1t<)rm~tion Nondh•do!ture Agn.."em~m {Fonn4144}. 

These provi~k~ns ure consistent w·ith and do not supe(S\.-..<Jc. conilict with. or otherwi10~ aft.t}r th\l 
employee <.)hliga.tion"tt~ rights. -or Htlbilitics crcuted by existing stat\tte or Executive urder relati:'g 
to ( l) d~~s£U1cd infom13(h1n, (2) c<.m'lrmmicnttons l() C\)ngress. {3) the reportitlg to a'1 lns~ctor 
(ien.end ()fa violation <.)f any law, rule, or reguhltim\. or mismanagement, a ~ross waste of funds. 
an abt.tse of audK,rity. or a substantial and specific dnngcr lo public he~lth or safety. or (4) uny 
other '-Vhistlt:hiower prmccdon. Th¢ definitions~ re<Juirements, ubHg~tions. rights. sanctions. ~md 
li-abilities created by cootroHing Exl!cutive orders tmd statut\.'lry pruviskms are tfl(.~rporawd into 
thm Case Briefing Ackn'-wllcdg~ment <l!ld an: co~lfrolllng. 

Signature 0.' __ ., /~ 

f)··t· ~ ... ·-( -~~·· "' .. c •' r----.. . " ...... _. .............. J..... ""'""--" 
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UNCLASSIFlED//FOR OffiCIAL um:: ONLY 

CASE BRIEFfNG ACKNO\VLEDGEMENT 

The purpose of this tbm1 is to maintain an oft1dal record of persons knowledgeable of a 
highly sensitive Fcdera.l Btlrea.u of Jnve$1igatkm counte.rimetUgence .investigation. 

I hereby acknowledge that I have received a briefing on the investigative matter(s) identitied 
behw. Disclosure <Jfthis FBI countcrin.telligen.ce investigatkm to any<me is strictly 
prnhibited w·ithout the prior concwrence of the Assistant Din..~tor of the Counterhitclligcncc 
Division, Fe<.k~ral Bureau of Investigation. f also understand that. due to the nature and .. . . ..... .. 
sensitivity of this investigation! compliance with these restrk:tions may be su~iect to 
verification by polygraph ex~lmination, 

.,.,.... .. 
f:.:.)t!.\:.rYl 

Date 

.
0 

• r 
. ate 

tJNCLASSIHED//FOll OI'f'IClAL l:ISC O~H.Y 
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CASE BRIEFING ACKNOWLEDGEl\<lE.NT 
ADDENDt.Jl\rt 

I have been reminded of my rights and obHgation.s pursuant to the Fm Employment Agreement 
(FD¥291 )~the Cla..~ified lnform~tion Nondisck)stu·e Agreement (SF~ll2), and tlw Sensitive 
Compartmented infomtatlon Nondisclosure Agreement (Fonn4 i 44). 

These provisions are consistent with and d~) not supersede. c..onflict with, or otherwise alter the 
employe~ obligations. rights, or liabilities created by existing statute or E.xecutive ord~r relating 
to (l) classified inforrnation. ('2) communications to Congress. (3) the reporting to tm lnspeetor 
General of a violation of any law, rule, or reg111ution~ or mtsman~em~n~ a gros..~ was~ of funds,. 
an abuse of authority, or a substantial and spedfi~ dang~r to pubfie hc~lth or safety, or (4} any 
other whistJeblt)wer prote(ltkm. The definitions. requirements~ obligations~ rights, sanctions, and 
liahilities created by controlling Executive orders and statutory provisions are incorporated into 
that Case Briefing Ackm)wledgetnent and are controlling. 

I have read this Addendum carefully and my questions, if any, have been answered. 

Print Na.mf 

Signatu~ ~ 
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UNCL,.\SSlFIED//fOR orrJClAL UfJt: O~H. Y. 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this fQnn is to maintain an. onldal record {)fpersnn~ knowledgeable of a 
highly se.n~itive Federal Bureau of Investigation counterintelligence investigation. 

l hereby acklln\vledge that l have received a briet1ng on the inve5tigat.ive matter(s) identified 
bel-u~,-v. Disd(;sure of this FBI coultterintcHigencc itxvestigation to <.myonc is strictly 
prohibitt>tl \VithOl.tt the prior concurrence of the Assistant Director of the Counterintelligence 
Division, Federal Btm~au of Investigation. I also unde.rstand that, due to the nature and 
sensitivity ofthis investigaHm:l, compliance with these rcstrictkms m~ty be subject t<.) 
verification by p~..)lygn\ph examination. 

Su~icct of Briefing: 

Date 

UNCLASSlFIED!/l"OR OITICIAL USI: ONLY 
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CASE BRIEFING ACKNOWLEDGEMENT 
ADDENDUM 

I have been reminded of my rights .and obligations purs~tant to the FBl Employment Agreement. 
(FD-291). theClassified Information Nondisclosure Agreement (SF-312), and the Sensitive 
Compartmented lnfom1ation Nondisclosure Agreement (Fonn4144). 

These provisions are consistent with and do not supersede, conflict with~ or otherwise alter the 
employee ol;>ligations, rights~ or liabilities created by existing statute or Executive mder relating 
to (l) classified information, (2) comrnunications to Congress. (3) the reporting to an ln&pcctor 
General of a violation of any law, rule, or regulation, or mismanagement. a gross waste of funds, 
~m abuse of authority, or a substantial and specific danger to public health or safety~ or (4) any 
other whistleblower protectioil. The deiinitiot1s, requirements, obligations,. rights, sanc:t1ons. 'md 
liabilities created by controlling Executive orders and statutory provisions are incorpon,tcd into 
thal Cas(! Briefing Acknowledgement and arc controlling. 

Signature ate o6 - ~]:: .. ::..~.~ ... 
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CASE BRIEFING ACKNOWLEDGEMENT 

The purpose ~)fthis lonn is to maintain ~m oftlchll rt>e<.lrd of persons km'"~ilcdgcable of a 
highly sensitive Fedenll Bureau of Investigation C{)Unterinte!Hgc:nce investigation. 

I hereby acknowledge that {have r<.~dvJ:.>d a brictlng on the investigative matter(s) idcntifkil 
helmv. Disclosure of this FBI counter.inteUigence investigatkm to anyone is strictly 
prohibited \vithout the pri.pr concur.rence (}f the Assistant Director of the Counterintelligence 
Division~ Fed1.~nd Bureau of lnvcstigati(Jn. I al.st) understand that~ due to the nature and 
sensitivity of this investigation~ compliance \vith these restrictions rnay be su~jcct to 
verifkation by J.X)lygmph examination. 

Date 

A-·-/4 
(! · .. ./ {,../ !:.---· 

Brie' -xi Hv 
' 

UNCLASSlFIED/!J'OR Ofl"JCPtL tJSL ONLY 
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CASE BRIEFIN<~ ACKNO\VLEllGEMENT 
AI>O l2NOUIVI 

{ have been reminded of my rights and obhzations pursuant {{) the FBI Enlpk)yml.~nt i'\grt.>-em.ent 
(FD-29l.h the Cla~sit1ed lrrt"iWt'T)~tion Nondisclosure Agn:ement (SF-:312)~ and the Sensitive 
Ct)mp~mmentt"tl lnfom1~tion Nnndisclosmc Agreement (Fonn4l44). 

~ . . 

These provisions m·e consistent with and do not supersede, conflict with~ or othenvi.se alter the 
emp)nyee obligations, rights~ or Habiiitie~ created by existing statute m Executiv¢ vrder relating 
t(J (I.) <.dassified inHmnation, (2) communications lo Congress, (3) the reporting to an rnspcctnr 
General of a violation of any hr~v~ rule, or regulation, or mismanagement~ a g.ro~s waste of t\.mds, 
~'n ahuse of authorhy, <.~r ~l subst~mth1l ~md spedJlc d~mger to pubtic health or safety. or (4) any 
other Vlhisflcbh.)\Ver protection. The det1nitions~ rt-qnfrements, obligations~ right~~ sanctk)ns, and 
!iabiHtie~ cieuted by contr{)Hing Execuiive orders ~lnd st~tutory p.mvish:ms ~~r~ inc()rporatcd into 
that Case Brieling Acknowledgement and are controHing. 

J have i'ead this Addet)dum carefully and my questions, if any, have been an~wered .. 

Sig.mthm; 

HRC-6955 

b6 
b7C 



·-,._/ ·v.._~..-' 

UNCLASSlFIED/JfOR OlTICIAL USE ONLY 

CASE BRIEFJNG ACKNO\VLEDGBJvtENT 

The purpose of th.is form is to maintain an nft1cial record nf persons knnwlcdgcable of a 
highly sensitive Federal Bureau of Investigation cou.nterintciHgence invf;stigatkm. 

l hereby ackovwkd~~ that t have rt:ceived a briefing ()n the investigative matter{s) identH1ed 
helow. Disclosure of this FBI counterin.telligemx~ investigation t(.) aoy<,me is :strictly 
prohibit:ed \Vithout the prior concW'rence of the Assistant Director of the Counterintelligence 
Divis.ion, Federal Burcm1 of Investigation. I also undf..~rstand that~ duet(} the nature and 
sensitivity of this investigation~ compliance \Vith these restricti()!lS may be subject to 
vcrWc.ation, by polygraph examination. 

Subject of Briefing: 

Date 7 7 

UNCLASSIHED//fOR OFriCIAL U!iC ONLY 
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CASE BRIEFlNG ACKNOWLEDGEJ\-fENT 
ADDENDUM 

J: have been reminded of.my rights a1id obligations pursuant kt the FBI Employrtlent Agreement 
(FD~29l ), the Classified lnfomtation Nondisclosure Agrt.!emcnl (SF-3 12)~ ru1d the.Scnsilive 
Compartmented Information Nondisclosure Agreement (.Fonn4144). 

These provisions are consistent \vith ~nd do not s~tpcrsede, contli(!t \vith~ o:r otherWise alter the 
employee obhgations, rights, or liahilitie~ create.d by existing statute or Executive order rclatjng 
to (1) dassi1ied intormation, (2) communications to Congress. (3) the repotting to an Inspector 
General of a violation of any law, rule, m regulation; or mismanagement~ a gross waste of funds, 
an abuse of authority, or a substantial and specific dangert(> public health or safety, or (4) any 
uthcr whisOeblowcr protection. The definitions, requirements, obligations,. rights, sanctions, and 
li~lbilitics created by controlling Executive orders ai)d statutory provisions arc incorporated intQ 
that Case Briefing Ac.kuo\-vledgcment and are controlling. 

I have read lhis .Addendum carefully and my questions, if any, have bc~n answered. 

Signature ~~------------------'1--- Date -·---·9 . ./..~.8./J~ .......... . 
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UNCLASSlFIED//l·O:rt 0101FICIAL USE Ot.JLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this form is to maintain an otlicia! record ofpersons knowledgeable of a 
highly sensitive Federal Bureau of Investigation counterintcJligcnce investigation. 

[hereby acknowledge that I have received a briefing on the investigative. mattcr(s) identified 
below. Disclosllre of this FBI counterintelligence investigation to anyone is strictly 
prohibited ·without the prior coilCW'l'ence of the Assistant Director of the Cow1terintelligence 
Division, Federall3ureau of lnvestigation~ I al.so understand that, due to the nature and 
sensitivity of this investigation:, compliance with these restrictions may be su~ject to 
verit1cation by polygraph examination. 

Subject ofH.rietlng: (\/\ \v '4 C~·- .. E'-f .... AJ .. /\, , 

Date · 

Briefed By 

Date 

UNCLASSTFIED//FOR OFFICIAL USE OHLY 
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CASE BRIEFING ACKNOWLEDGEMENT 
AI)DENDUl\1 

I have been reminded of my rights and. obligations pursuant to the FBI En1ployn1cnt Agreement 
(FD--291 ), the Classified InJ<.m1mtion NOlidisclosure Agreement {SF-312), and the Sensitive 
Compatimel).ted Information Nondisclosure Agreement (Form4144). 

These provisions are consistent with and do not supersede, conflict with, or otherwise alter fhc 
employee obligati<ms, rights, or liabilities creatt;d by existing statute or Executive order relating 
to ( l) classified informaliun. (2} ctmtmunicatkms to Congt:ess. (J) the .reporting to an Jnspector 
General of a violation of any law, rule; or regulation~ or rtrismanagei'llt.~nt, a gross waste of funds, 
a:n ahuse of authority, or a substantial a:nd specific danger to public health or safety, or ( 4) any 
other whistlcblower protection. The definitions, requirctncnts, obligations, rights~ sanctions, and 
liabilities created hy controlling Executive orders and statutory provisions arc incorporated irito 
that Case Briefing Acknowl~.,>dgcment mid are 'ontrolling. 

I have read this Addendum carefully and my questions, if any, have been l'UlSWered. 

Signatul· 
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"\;.,.....:· ...... ,_ . ..-' 
t"!N•(1 ·ASSl·r:;I[;[)!!fOR Orrlfl •t.lWf (Y~'l Y \_,,J. -.l.~ .. {. .t l ... ), "' . . }{ .~ -~.J.. ... , .... ,,<1.,. 

CASE BRJEFING ACKNOWLEDGEMENT 

The purpose of this limn is to maintain an otl1dal record of persons knowledgeable of a 
highly sensitive :Fedentl Bureau of Investigation co~mt{.~rinteHigcnce investigation, 

I hereby acknowledge that l have n,..~eived. a hriefing ot~ the investigative matrer(s) identified 
belo\\', Disclosure of this FBI counterintcHigent:e invetitig.»ti<Jn ~~J anyone is str.icdy 
pr•Jhihitcd without the prior concurrence of the Assistant D.irector of the Counterintelligence 
Division, Federal Bureau oflnvestigatim1. I also understand that, due tt) the nature and 
sensitivity of this investigation, compliance with these restrictions may be subject to 
veritkation by polygmph examination. 

Su~ject of Briefing: 

• Date 

UNCLASSIFIED//I'OR OffiCh\L US[ OP.atY 
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CASE BRIEFING ACKNOWLEDGEJVIENT 
ADDENDUJ\11 

l have been reminded of my rights and obligations pursuant to the FBI Employment Agreement 
(FD~291 )~ the Classified lnforrncition Nondisclosure Agreezr.~ent (SF·3.l2), and the Sensitive 
Cnmpartmcnted Information Nondisclosure Agreement (Fotm4144). 

These provisions.arc consistent with and do not supersede, conflict \Vith, or otherwise alter the 
employee ()bligations, rights, or liabilities created by existing statute or Executive order relating 
to (1) classified infumtation, (2) communications to Congress, (3) the rcportit1g tQ arr Inspector 
General of a violation of tlny law, rule, or regulation, or mismanagement~ a gross waste of funds, 
an abuse of authority, or ~tsubsta:ntial and specific danger to public health or safety, or (4) any 
i,-,thcr whistleblower protection. The definitions, rcquircn'ic!Us, obligations. rights; san<:tions, nnd 
liabilities created by controlling Executive orders and statutory provisions are incorporated into 
that Ctlsc Briefing Acknowledgcinent aild are controlling . 

.I have read this Addendum caretlllly and my questions~ if any, have been answered. 

Signature ...... ·-···-·-·-
. ,_1, I . 
Date 5"' ''' + I tt ~·-·-.... -... .. .................... ~·+····""" ....... -..... . 
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CASE BRIEFING ACKNOWLEOGEMl·:N'r 

The purpose \.)fthis r,mn is w maint~in an onidalrecord of:perst)J.lS knowledgeable of a 
highly sensitive Fede.ral Bmcau of Investigation C<.)unterintelligence invcstig~tii(m. 

l hereby ackno\~·kdge that I have received a briefing <.m the investigative matter(~) identified 
hd{)W. Di~ch:.1sure ~)fthi~ FlU counterintelligence hwcstigatkm to anyone h• strictly 
prohibited whhout the prior concurrence ()f the Assistant Director of the Counterintelligence 
Division~ Federal .Bureau oflnvestigath:m. I alst) l.mdersta.nd t11at~ due to the nmurc and 
se.nsitiv.ity of this invcstigatii.m~ C()Jllplhmcc w·ith these restrictions may be subject to 
verHi.ct\hotl by polyg.nlph exmnination. 

Subject ofBrieling: At\iui y,eu ~ 

Date 

UNCLASSlFIED//l'OR OITICV\L em:: OtiLY 
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CASE BRIEFING ACK.NOWLEDGEMENT 
AllDENDUl\.1 

l have been reminded of rny rights and oblig:~~tions {nmmant to the FBi Employment Agreement 
WD-291 )~the Cl.assit1ed Information Nondisclosure Agreement (SF*.312), and the SeHsitive 
Compartmented lnthrmatiorl NondisdQS\lre .Agr\~emcnt (Form4 t44), 

·n,csc provisions are consistent with and d(.) not supersede, conf1icl v>'itll, Qr otherwise alter lhc 
employe<.~ oblif:!:~Hions. rights, ur liabilities cremcd by existing statute or Executive order relating 
ro (I) classified intt;mmtion, (2) communications to Congress~ (3) the .rep(lrting t<) an Inspector 
Genentl of a violation (.)f ~my la\\', n~lc, or regulation~ or mismanagement~ a gross ·waste of funds~ 
an t~buse of authority~ ot a substantial and spedtk dang~r to public health or s~lf~ty, or (4) any 
()ther whistkblcJwer pnltectkm. The definitions, requirements~ obligations~ rights, sanctions1 and 
liahilities crcatt"d by contn~Uing Executive mders and statuiory pmvisions a.re i.nct'lrpomted into 
that Case Hde.fing Acknowk~dgemcnt. and are C(mtruUing. 

HRC-6963 
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·~.... ··.,~ __ ... : 
UNCLASSIFIED/ /FOR OFFICIAL tJSE 8M,LY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this foinl is to maintain an otlicial record ofpersons knowledgeable of a 
highly sensitive F edcral Bureau of htve$tigation counterintelligence investigation. 

I hereby acknowledge that! have received a briefing on the investigative matter(s) identified 
below. Disclosure of this FBJ counterintelligence investigation to anyone is strictly 
prohibited without the prior concurrence of the Assistant Director of the Counterintelligence 
Division, Federal Bureau oflnvestigation. I also understand that, due to the nature and 
sensitivity of this investigation~ co.tnpHance. with these restijctions may be subject to 
verification by polygraph examination. 

SubjcctofBricfing: M 10 yeA<L ~~,.,., 

~lgnature 

Date 

Briefed By 

Date 
g j"Lv/?.o/S" 

UNCLASSIFlED//l'OR OITICIAL US£: Ot~LY 
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CASE BRIEFING ACKNO\VLEDGEMENT 
ADDENOUM 

J hllvc been reminded -of my rights and obligatkms pursuant to the FBI Emp](.))'lnent Agreement 
(FD~291 )., the Clas..'>ified lntbm~ation Nondisd<)StJ.re Agreement (SF~3 i 2). and th~~ Sensitive 
Compartmented lnfomtation Nondisclosure Agn~emcnt (Form4l44). 

'Hl(~sc provisions are c<msistcnt with and do not supersede, conflict with~ or othcnvisc alter the 
employee obligations~ right~, or liabilities created by existing statute or Executive order relating 
t() (1) dassit1ed infbnmltion, (2) communications to Congress, (3) the reporting to an Inspector 
General of a violation of any hl\V, rule, or regulation., or .m.is.managernent~ a gross waste of funds, 
an abuse of authority~ or a suhst~:tnti~~l nnd spedJlc danger to publk: hcahh or $<d~ty, or (4) any 
other \Vhistlcblowe.r pmtcctkm. The definitions, n.-quirements, obligatt~)ns~ rights~ sanctions, and 
!i~tbHiHcs creaied by ctmtrolling Executive orders and statutory provisions are inC<)rpnrated into 

that Case Briet1ng Ackm.)wlcdgcment and nre controUing, 

l have read this Addet\dum carefully and my question~~ if any, have been answered. 

Signature __ 

HRC-6965 
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~ ..... · . ....__ ... -: 
UNCLASSIFIED//FOR OfFICI:A:L U3.1~ ONLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpo.se of thls form is to maintain an offiCial record ofpersons knowledgeable of a 
highly sensitive Federal Bureau of Investigation counterintelligence investigation. 

I hereby acknowledge that I have received a briefing on the investigative matter(s) identified 
below. Disclosw·e of this FBI counterintelligence investigatio.n to anyone .is strictly 
prohibited without the prior concurrence of the Assistant Director of the Counterintelligence 
Division, Federal Bureau of Investigation. I also w)derstand that; due to the nature and 
sensitivity ofthis investigation, compliance with these restrictions may be subje~t to 
verification by polygraph examination~ 

Subject of Briefing: 

Date 
\ Sen~ . • 

Briefed By 

UNCLASSIFlED//FHR OITIClAI. H!U~ OHLY 
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CASE BRIEFINO ACKNOWLEDGEMENT 
ADDENDUl\tf 

I have heen reminded of my rights and obligations purs1.1ant to the FBI Employtnent Agreement 

(FD~29l ), th.c Classified Int~'lnnation Nondisclosure Agt·eeine.rit (SF~312), and the Sensitive 

Compartmcmcd lnfonnatiori Nondisclosure Agreement (For:m4144). 

these provisions arc consistent with and do not supersede, conflict with, or othervv-ise aher .the 
employee obligations, rights, or liabHitics created by existing statute or Executive order relating 

to (1) clussi tied inform.ation, (2) conununicatinns to Congress, (3) the reporting to an Inspector 
General of a violation of any law, rule, or regulation, or mismanagement, u gross \Vaste of funds, 
an abu!Sc <.lfauthority, or a substantial and specific danger to public health or salcty, or (4) any 
othct Whistleblowcr protection. The definitions, requirements, obligations, rights, sru1ctions~ and 
liabilities created by controlling Executive orders ~md statutory provisions are incorporated into 

th~tt Case Briefing .Acknowledgement and are conU'oUing. 

l have read this Addendum carefully and my questions, if ~my, have .been answered. 

Signature 1-------.. -· Date .. _.4? .. :~.7~ .. Ll,. ... _ ................ . 

HRC-6967 
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\,_,i ·· ..... ·· 

UNC;I ASSlFJFDI!J· k PHCI: I CSF Of~I " ~ ., ..., .. , U \). . ,. .1\..~ )., ..~. ~ . .-~I. 

CASE BRIEFING ACKNO\VLEDGEMENT 

The purpose of thisfon11 is to mrunt~in an official r~cord of persons knowledgeable of a 
high.ly sensitive Federal Bureau oflnvestigation counterintelligence investigation. 

I hereby acknowledge that I have received a briefing on the investigative mat1er(s}identified 
below. Disclosure of this FBl counterintelligence investigation to anyone is strictly 
prohibited without the prior concurrence of the Assistant Director of the Cou.nterinteliigence 
Division, Fed~ral Burea,JJ. of Investigation. I also understand that, due to the nature and 
sensitivity of this investigation. compliance with these restr.ictions may be subject to 
verification by polygraph examination. 

Subject of Briefing: Mr::ft{~ t2ftfl..1 

Briefed By 

l1dZA{tcl~ 
Date 

l.JNCLASSIFlED/WOJ't OlTlCIAL USE Ofl'JLY 

HRC-6968 



·'-····· 

CASE BRIEFING ACKNOWLEDGEJ.\'IENT 
ADil~:NDUl\1 

I have been re.m.inded of my tights and ohlig~th.ms rmtsuant to the FBI Employment Agteemcnt 

(FD-291 ), the Classified lnft.mnation Nt.mdiscl~Jsurc Agreement (SF-312), and the Sensitive 
Compartmented lnformation. Nondisclo-sure Agreement (F-orm4l44). 

These provisions arc consistent \Vhh and d(.) not supersede, conflict with, or otherwise aHcr the 
t.~mployce obligati(.)nS, rights, or liabilities created by existing statute t'lr Executive order relating 
w (l) classified infhrmation~ (1) communiCations to Congress~ (3) the reporting to an lnspt~ctor 
General of a vioi<4tkm of any Javv, rule, or regt.ih,tion, or mismanagement~ a gmss \Vaste of fundst 
an abuse of authority. <.)r a suhst~mlt<ll c:md spcciJk d~mger to public he~lth {)t' sal~ty, or (4) any 
other \Vhistleblo\ver protecth:m. The det1nitkms~ requirements, obligations, ri.g.hts~ sauctkins, and 
h~lhilitics created by controlling Executive o.rde.rs and statutory provisions are incorporated into 
that Case BrieHng Ackno\vledgc:mcnt and are contmlling. 

carefully and i-r1y que~tic.ms, if any~ have been anS\'\:·ered, 

~~------Dm• ~~~----

HRC-6969 



..... _~.,........ : .. :.....,.,., ........ l 

UNCLASSIFIED!/f()Jt: (}Jrf'fClt\L USE OtcfLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this ((xm is to maintain an omdal n •. :.cord of pc~ns kn(.)wlcdgcahJe of a 
highly sensitive Federal Bureau of Investigation cou.nterintellige.nce. hwestig.atkm. 

I hereby ackllo\vlcclge that I have received a briefing on the investigative matter(s) identified 
beh.nv. Disclo!";ure of this FBI counterintenigence investigation. to anynnc is strictly 
prohibited without m~.~ prior concurremx~ of th«.~ .Assistant Director of th1..~ Cmmtcrintelligencc 
Division~ Fedeml Bureatl <..lflnvcstigation. l also understand thut, due to the nature and 
sensitivity of this .investigation~ compliance \vit.h these restrictions n:1ay he subject to 
verifit.'-'ltion by poiygm:ph examination. 

Date 7' l' 

Date 
1 

UNCLASSlFIED/ffOR Ol"rlCI/d_, USC OHLY 
HRC-6970 



CASE BRIE.FING ACKNOWLEDGEM.ENT 
ADDENDlfl\11 

l have been· reminded of my rights and .obligations purs1..1~n'l to the. FBI Employment Agreement 
{FD-291 ) •. the q assitied lnformati on N on,di sclosure Agrc~ment (SF· 3 12 ), and the Sensitive 
Compart,mented ]nformation NondisciQsure Agreement (Fom14 I 44). 

Thes~ provisions nr~ consist<;nt with and do not Sl,f>er$cde, corrhiet with, or otherwis.e al!er the 

cmplpyce obligations, rights, or liabilities created by existing st~1tute {.)t Excctltive order relating 
to (1) classified informmh:m, (2) comniunicmions to Congress, (3.) the repo1'ting to ah lnspecttir 

General of a·:violation of any law, rule~ t)r regulation, or misnu-tn.ltgement, a gross waste of funds. 
~n abt1se of uult:rority, or a.substantial ::md specific danger to public health or safety; or ( 4) any 
other whis~l.ehlowcr protection. Th0 ddinitions~ re:quirt:merits, Qbligations, rights, sanctions, and 
liabilities created by controlling Executive orders and statutory provisitms arc incorporated into 
that Case Bri~tii1g A<:knowledgcmcnt and are controlling. 

I have reacl thi ~ Addendum carefully and my questi(Jns, if any, have· been answered, 

Sigmnurc ·--

HRC-6971 



Ui><·<.LASSIFlED//FOl~ OPTJCIAL COL C"tX 

CASE BRIEFING ACKNOWLEDGE!VlENT 

The p1rrpose {)f this l(u-rn i~ to rnaimain an onk:ia! record of persons knn">vkdgenhk of a 
highly scnsitjv~:. F~dcnll Hur~~nn of h)VC:St.ignihm t::ounkrint.eHigt.~n,~e h1Vi..~;<;\igat.ion .. 

.I her(:~by .acknowledge th~1t J hav-e rec1..~ivcd ~l brief1ng on the inve.sHgm.ive matkr{s} idcm.i.tkd 
hd<>;..\:_ l)isck)~urc <)f this FBI CNmterintdligtm<~e irtv(~stigation w anyOJ:li..! is ~trictly 
prohibited V.'ilh<)Ut the pri<>r cnm~urren.c.e \Jf the A.ssi~ta.nt Dil't~cior or the Cm.l!lli:~riniclligt.~nct-~ 
Divish:m, h!(k~ral Boreml o.f l.nvcstigation. l also tmdcrsland that, due to the nature and 
st:n~itivity of this investigation, compliance with these rcstrktions may be subj<:x:t to 
vedfkaHon bv !)Oh'1,~n)}}h cxmninat.ion. 

-1' ,. '¥· 

Subject of Briefing: 

Date 

Briefed By 

UNCLASSIFIED//I'OH CWFIC.IAL U9L ONLY 

HRC-6972 
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CASE BRIEFING ACKNOWLEDGEiVJENT 
ADDENDUM. 

I have been reminded of my rights und.obhgatic.ms pUrsuant to the FBI EmploymciltAgrecment 
(FD~29l), the ClassHicdlnfonnation Nondisclosure Agreement (SF·3l2), and the Sensitive 
Compartmented lri.[(Jm1ation Nondisclostt.rc Agreement (Fortn4l44). 

These provisions are consistent with and do not supersede, conflict with; or otherwise alter the 
employee obligatiqns, rights, or liabilities created by existing statute or Executive order refating 
to ( 1 ).classined information~ (2) communications to Cmtgress, (3) the reporting to an Inspector 
General of a violation of any law, rule~ or regulation, or mismanagemcnt,.a gross waste of funds, 
an abuse of authority, or a substantial and specific danger to public heulth or sa.tety, <.)r (4) any 
otherwhistleblowcr protection. The definitions~ rcq,•iremcnt's, obligations; rights~ sanctions, and 
liabilities crentcd by controlling Executive orders and statutory provisions are hlcQrporatcd into 
t11nt Case Bde·fing Acknowledgement aild are controlling. 

r have read this Addendum carefully and my questions~ if any, have been answered. 

Signatm ····--················Date .-.. si?.Jj? .. s~l.~ .... _._ 

HRC·6973 
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CASE BRfEFiNG ACKNOWLEDGEMENT 

]lte purpm~e of this f{)nn is to .maintain an offtcial rec~:m:l of persons knowledgeable of a 
highly sensitiv<:~ Fedeml Bureau of lnvt.~stigation counterintelligence investig~1tion. 

l hereby ackm.)w]edgc th~lt I hnve received~~ briefing (.JO the investigative tn~tter(s) identified 
bchw. Disclt)sure ()f this FBI cot.mh:.!rintdligf:.~nct:.~ investigath.m. k~ anyone i.s strictly 
pn:ihJbitcd \Vithout the pri~.,r (~(.lrlCUIT\.~n.<.;c of the Assist<"Ult Diredvr <'f the C(.nmterintdtigencc 
Diviskm, Fl'.!dcnd Bureuu ()f Investigation. J t.tiSQ understand that, due to dw nature a...>1d 
sensitivity t)fthis iuvestigat.iNl~ comphanct-:: \vith these rt~stricti<ms may br;~ subjed t~) 
vedtkatkm by polygraph examination. 

Date 

UNCL.ASSlFIED/!FOR OffiCIAL lHJ[ O~ol{)!( 

HRC-6974 
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CASE BRIEFING ACKNO\VL.:OGE!\>1ENT 
ADDENDlJ1\1 

i have be~n reminded t)f my rights and obiigntit1ns pursuant h.l the Fl.H Employment Agr~.ement 
(FD~29l }, the Clussined Infom1at.km Nondisclosure Agreement (SF·312}~ nnd the Sensitive 
Compartmented lnt(·Jrmatkm Nondisdnsure .Agreement (Fonn4 J 44}. 

These pro\•iskms ~trc C<.)nsistcnt with and do not supcrst'tk, conflict With~ or otherwise alter the 
employee obligations, righis~ m liabilities created by existing statute or Executive order relating 
to ( l) cht$Si:fied infomutiion, (2) commw1ications to Congress, (3) the rcporHng to nn Inspector 
G-eneral nf a violation nf <illy law~ rU:Ie1 or regulation, or m.ism<magement, a gr(>S."i \'vaste of funds, 
unabtl.St~ of authority, or n substtmtial and specific danger to public health or safety, or (4) any 
other whistleblowcr protection. The definitions, require.ments, obligations, rights~ sanctions, and 
liabiliiie~ cr~ated by controlling Executive orders und statutory p.l\>visktns nre .incorporated into 
thal Cai<e Hricl1ng Aekrmwlcdgement and are contr()!ling. 

l have read this Addendum caretidly and .rny questions~ if any, have been answered. 

Signaturf,.~,_l ________ :------

HRC-6975 
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CASE BRIEFING ACKNOWLEDGElVlENT 
ADDENDUM 

t h~\W been reminded (.)f r.ny rights and ~)hlig.atk)ll$ purstt~ln.t to the FBl Employlnent Agreenlent 
(FD .. 29l), the C1assii1ed lnf<.xmation Nondisclosure Agreement (SF .. 312), and the Sensitive 
Compartmented lnfommtion Nondisclosure Agreement (Form4.l44).. 

These provisions are consh~tent with and do not supersede~ contlict \-Vith, or otherwise alter the 
en1pl,Jy~c obl.igal1ons~ rights, (.)r liabilities created by existing sfatute ()r Executive order relating 

to (I) classified infmmation~ (2) cominunicat.im1s to Congress~ (3) the reporting to ru1 Inspector 
Genentl of u violmion (.)f ~my law, rule, or reguhtHon~ or mismanugemertt, a gross waste of funds, 
<U1 abuse of authority~ or a substantial and spcc.ific danger to public he~tlth <.)r safety, (.)f (4) any 
other ~~;hist!cblower pn..)t~ction, The de.Hniti(.ms, .requi.retnents~ ubligati<.:ms, right$~ sanctions, and 

liabilities created by contmlling Executive orders and statutory provisions arc in~~\.lrp<.).ratl:d into 
that CHse Brie.ting Acknowh.Klgement and are corlimlh.ng. 

l have read this Addendum carefully and my questions, ifnny, have b(.~cn <.\tlW<"ered. 

Signature 

HRC-6976 
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~ ~\r(<'~• ./!·SSI·I:·tt::))!fl'OR OffiCI-~ I. l'i>f <)~ifY \. , .... 1 ........ \, ""· I .. l..... . " . .. ... [ .. , "J. ·" (. .. .. 

CASE BRIEFING ACKNO\VLEDGEV1ENT 

Tht.~ purpos~~ of ~his f{mn is to nwintain an {}tiici<'l.l rc~nrd of persons kuowl~dge.ahle of a 
highly sensitive Federal Bureau of Investigation \:ounterintelhgcncc invcstlgatkm. 

I hereby at::km)wlcdgc that I have rl"<.:t~ived H hricHng on t.he inv{!SHg~tive matkr(s) tdt~ntiHcd 
bdO'-V. Disck~surc <.)fthi$ FBI C{)tmtcrintdligcncc inve$tigati<:rn tn anyone i~ strictly 
prohibited \-vithout the pt"iN· concurrence -of the A~sistant Director of the Cm.mtcrintdhgencc 
Division. Federal Bureau nf lnve~ti~~aHon. I also under~land that due t.o the nature and . . ~ . . . 

S(~nsitivity of this .investigat1or:t, cmnplianr..~ 'vhh th(!Se rcsJriction~ rnay be su~i,~t.:! t() 

vcdfkation by polygmph examination. 

Date· 

Brid!:Jcl By 

Date 

UNCLASSIFlED//l"f)R OfrfCIAL em:; O~~LY 
HRC-6977 
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CASE BRIEFING ACKNOWLEDGEMENT 
AUD:ENDUM 

I have eccn reminded ofiny rights ai)d obligati()ns pursuant to the FBI E1nployme.nt Agreement 
(FD¥29..1 }, the Chtss.ified Intormt,tion Nondisclosure Agreement (SF~3.12), and the Sensitive 
Compartmented Information Nondi~closure Agreement (Form4144 ). 

These provisions. are consisterit with and do not supersede, c<.mtlict with, or othenvi~c alter the 
employee oh.ligations, rights, or liabilities created. by existing statute or Ex~cutivc order relating 
io (l) cl'assificd. information, (2) communications to Congress, (3) the .reporting to an Inspe.ctor 
Ge.neral of a. violation of any h~w, rule, or regulation, or n1ismanagcrn·cnl, a gross waste of funds, 
an ubuse of authority. or a substantial and specific danger to pubf.ic he-alth or safety, or (4) any 
other whist.lcblower protection. The ddiniti<.1rtS, requ .itenients~ obligations, fights, sanctions~ and 
liabilities. treated by cbntrolling Executive orders and stat\ttory prov~sions are incorporated into 
that Case Briefing Acknowledgement and ·are cnntm! ling. 

I have read· this Addendum car.ef11lly and mv <lues lions if any, have been answcr~d. 

Signature ... 
-}: .· I 

--················-·-· Date ...... ._ ... ?. .. i.L--:!Ll(f 
I 

HRC-6978 
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U~LASSlFlEDfi]'OR O.FF.lCIAL HSE o)<{ Y 

CASE HRIEFlNO ACKNOWLEDGEMENT 

'HH~ purpose of this tbrm is to maintain an ot11dal record of pt."TSOns kno,.vJcdgcable <.tf a 

highly sensitive Fedeml Bureau of Investigutirm counterintelligence investigation. 

l hereby acknowledge that l have received a brieHng ()n the itwestigntive matter(s) identlned 
bek)w. Disclosure of this FBI couoterinteltigenc(.~ .investigation to any~me is strictly 
prohibited without the prior concurrence of the Assistant Director of the Cowlterintelligcnce 
Division, Federal Bureau of Investigation. l also understand that, due to the nature and 
sensitivity oftbis investigation, compliance with these restrictions may be sutJjcct to 
verification by polygrnph examination. 

Subject <.~fBriefing~ 

··2. ,J '· \ ,..._-.;1 Jl(!"'> 

Date 

Date · 

UNCLASSIFIED/fl'OR OFriGh~L USI: OHLY 

HRC-6979 
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·. ' ,,,_ ... 
UNCLASSIFlEDI/rOR Ol'TICilt.L l)SE ONLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The puqwse of this tbrm is to maintain an on1cial n .. -c<Jrd of persons k.nowkdgca.hle of a 
highly se.nsitive Federal Bureau of Investigation counterintelligence investigation. 

l hereby acknmvledgc that l have received a brid1ng m1 the investigative mmter(s) identified 
hekrw. Disdn~u.re ofthis F.BI counterintdligence investigation t() anyone is strictly 
prohibited withoui th1-~ prior concurrence of the A.s~istant Director of the Counterintelligence 
Divis.ion, Federal Bureau oflnvcstigati<.)n, l als<..l understand that. due to the nature and 
sensitivity of this investigation~ compliance \vhh these restrictions may be subjt"Ct to 
vcriHcation by polygraph examination. 

Date 

Date 

UNCLASSlFlEDI/rOH:: OfTtCIAL USC O~iLY 
HRC-6980 
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CASE BRIEFING ACKNOWLEDGE'i\'JENT 
AllDENDUM 

l have been reminded of my rights and obligations pursuant to the FBI Empkryt'¥)(!nt Agreement 
(FD-291)~ the C!assH1cd lnf(:>rmation Nond1sdosure Agreemcni (SF-3.12), ~md the Sensitive 
Cnmpartmented Int(-,rmadon N()ildisdo:.sure Agreement (Form4144). 

These provisions are consistent with and do not supersede, cnntlict with, or othct'\vise alter the 
enlployee ()bligations, rights, or liabilities created hy existing statute or Executive nrdcr relating 
to (l) classitied infom1ation, (2) commtmic~ttions to Congress, (3} the rcpt)rting to ~m lnspector 
General of a vinlation nf any la\-v~ r-ule~ or regulation. ot mismanage1nem, a gross waste of funds, 
an abuS(~ of authority~ or ~l sub:m\.n.ti~! and spedfic dang~r h:.) pu'b.lic health (.)r satety. or (4) any 
~)ther \\'histlehlo•Ncr pmtection. The definitions, rt>quircmcnts, oblig.atkms~ rights. sanctions, and 
liabilities cre.ated b}' cnmtolling Executive:. orders and ~tatutory prnvisions arc inc{)qmrated int~) 
thm Case Briefing Acknowledgement and an.~ controUing, 

l have read this Addendum carefullv and nw c uestions, if any, have been answered. 

Signa 

HRC-6981 
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UNCLASSlFIED//fOR OrrtCIAL em:: (~iL¥ 

II I II II 

CASE BRIEFlNG ACKNO\VLEDGEMENT 

The purpos~ of this thrm is to maintain an nfncial record of persons km)\vledgeable of a 
highly sensitive Federal B\.lrcau of Inve~t.ig.ution counterintcltigcntc investig~!tion. 

l hereby acknuwk·dge that l have. received. a briefing on Hu.~ .investigative mauer(s) idetltit~(.'"d 
hdo·w. Di.sdnsure of this FBI counterintenigencc investigation to anyone is strictly 
prohibih:.~d w'ith()U.t the pri(.Jf concurrence of the Assistant Diredvr (1f the C{mnterintelligence 
Division~ Federal Bureau of Investigation, 1 also undcrst~md tlmt~ due to the nature a:nd 
sensitivity of this .investigation~ compliance ·with these restrictions may be subject to 
veritkat.km by pt•lygn1ph examination. 

.;)J!$-lnlWlC 

... -·u.r,. h. ••. g·· ·z)l 1' F) 
.:'><·l' r-'-''>t l 'f.; ,_. 

Date 

Brkfed By 

Sf: fh·" h~;·· ;;--:· tl ,.:; ... 
Date 

UNCLASSIFIED//fOR OITIClAL U~m; O~fLY 

HRC-6982 
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CASE BRIEFING ACKNOWLEDGEMENT 
ADDENDUM 

l rut\'e been remindt.-d ()f my rights ~nd obligatkm:s pursuant to the .FBI Emph.)yment Agreement 
(.F()~29t), d'lc Classified lntbrmntkm Nandisdosucc Agreement (SF-312)~ and the Sensitive 
Compartmented Jnfbnnation NondisciGsurc Agr~cmcnt (fonn4l44). 

These provisions ttrc consistent with and do not supersede, conflict wich. or otherwise tllter the 
l!mployee obUgutions~ rights. or liabilities created by .:xisdng statute ()f f..,Xf.>-cutive order relating 
t<) (I) dassined infomunion. (2) t(:.mrmmications to Congre~s, (3) the reporting to an lns()\.-<>etor 
General of a violation of any law, rule. ur regulatkm~ or misnumagement, a gros~ wa~te of fund~. 
an abuse {lf authority~ or u substantial and spedfie danger to public henlth nr s~tety~ or (4) any 
other whisttehlower pmtectkm. The definitions. requirements~ l1bligation~ rights, sanctions~ and 
liahiHtie~ ~reakd by txmtroUing Exe-cutive orders and Sl3tutory pnwh•k'ln5 are incorpomted in~o 
that Case Brieftng Acknowledg~mcnt and are ctmtrollit)g, 

HRC-6983 
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CASH BRIEFlNG ACKNOWLEDGE~4ENT 

The pufJ.)()Se of this forrn is to maintain an f~ftkial record of pcr~ons knowledgeable of a 
highly s~llsi!ive Fcd.en1l !Jun~au oflnve~t.igaHnn counterintdligctlcc investigation. 

l hereby ~\cknowlcdge that 1 have n..-cdvcd a brkHng on the investigative matter(s) identifkd 
hdo'>v. Di~dosure ofthi~ FBI countcdntdhuenc.e inve-sthz<1tkm to auvone i~ ~tricHv 'Jy. ........ ~ .,. 

pmhihit.ed '\vithoul the prior C\1l1Ctmcm:e vft.lu.~ Assist1ml Din:.~ct<.w ()fthc Counterintell.igcnct~ 
Division. Federal Bureau of Investigation. I ~llso understand thm, d11c to th(! nat\m .. ~ and · 
sensitivity nf this inve~ligation. con1pliancc •Nith these restdctinns may be :mbject to 
ve.rificaHon hy pnlyg.r<:~J;h examination. 

Subjeci of Brieling; 

Date 

Briefed Bv . . .... 

UNCLASSlFIEDI/H)R Off!CfAL L!}[ Ot<LY 
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CASE BRIEFIN(; ACKNOWLEDGEMENT 
AilllENUU!Vt 

I have been reminded .of my rights and obligations pursuant t<.) the FBI Emriloy.ment .Agreernent 
(FD-291), the CLassiHed tnfiJrn'lation Nondisd<J$Urc l-\grccment (SF-312), and the Sensitive 
Compartmented Information Nondisdosure Agreement (fi\:rrm4144). 

These proviskms are consistent with and do not supersede. conflict with~ or otherwise alter the 
emplnyee obligations~ rights, or liabilities created by ¢Xisting stal1.1te or Executive order .relating 
to (t) clussit1ed infbrmntion, (2) comnmtiications to Congress, (3) the reporting wan Inspector 
Genera.! of a violation of any latv, rule~ or regulatkm, or mismanag.ement~ a gross vlastc of funds, 
~Hl<lhus~ (.)f author.ity~ {.}r a substanti~~l and specin,~ danger to public. health or. ~fety, or (4) ;·my 
other whistleblo'l.vcr protection. ·rhc definitions. requirements. obHgat.imtst rights, sanctions1 and 
!i~lbilities \':reated hy cotltn)lling. F .... ~ecutive orders and st.mvtory pruvis.im1~ are inco.rporated int(.} 
that Case Briei1ng A<:.!.<n<.)wledgement and tu-e cont:ro!Hns. 

t have .read this Addendum carefully and my qucstinns~ .if any, have been ans\.vcred. 

~ignuturi ... ____ "'l:....,_..------__.~-------. __ · ____ Date 

HRC-6985 
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'~, ..... ,./ ··. .. ..... 
UNCLASSIHED/!fOR OffiCIAL USC O?citY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this f<mn is to maintain an ofticial n..-cord of perstms knowledg(~~ble (.).fa 
highly sensitive Fedeml Bureau of lnvestig~t.ion C{)Untet:inte.IHgence investigation .. 

I hereby acknowledge that I hnvc received a briefing Oll the investigative mattcr(s) identified 
below .. · Disclosure of this FBI counterintelligence inwstigation to any(me .is strictly 
pmhibited ·without the prior ~~t.mcurren~~~ of the Assist.unt Direct{)r of the Cotm.terintelligence 
Division, Ft"dcral Burcnu oflnvcstigation. I also understand that~ due to the nature and 
sensitivity of this investigation~ compliance \Vith these restrkth:m .. ~ may be subjt"Ct to 
verifi<.:atkm by polygmph examination. 

Sul:rlect of Briefing: 

Date 

Date 

UNCLASSIFlED/fFOR OffiCIAL lJf3[ ONLY 

HRC-6986 
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\...._. ·. ; 

UNCLASSIFIED/!FOR OFFIClttt tJSf oiqf. Y 

1111 

CASE BRIEFING ACKNO\VLEDGEMENT 

The purpose -of this form is to maintain an offici~ll record of persons k.ouwledgeable of a 
highly sen::;itive Federal Bureau of Investigation counterinteiligence investig-ation. 

l hereby acknowledge that I have received a bric:t1ng on the investigative mntter(s) identified 
below. Disclosure of this FBI counterintelligence hwestigation t(.) any<me .is sirictly 
prohibit<."<~ v..ithout the prior concurrence of the Assistant Director of the Counterintelligence 
Divis.ion, Fede.ra:l Bure.a.u of Investigation. I also understand that~ due to the nature and 
sensitivity ofthis investigation, compliance with these restrictions may be subject to 
verification by polygraph c~umination. 

Stgnat'ure 

/ 
7/ .J.l 

Date 

Date 

UNCLASSlFIED/!lt()lt. Ol~flCh\L UDI: ONLY 

r 
It 

/ l b 

HRC-6987 

b6 
b7C 



~ti.ASSIFlED//fOR: OITlCIAL USE o)~(y 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this fomt is to maintain an official a-co.rd of persons kno·wledgeab]e of a 
highly sensith~e Federal Bureau of Investigation cow1terinteiHgence investigation. 

1 hereby a.cknowk"(ige that I have received a briefing on the investigative matter(s) identHkxt 
below. Disclosure of this FBI counterintelligence investigation to anyone is strictly 
prohibited without the prior concw-rence of the Assistant Director of the CoWlterintelligence 
Division, Feder!ll Bureau oflnvestigatio.n. 1 also understand that~ due to the nature and 
sensitivity of this invcstigatkm. compliance with these restrictions may be subjl:~t to 
vecitication by polygraph examination, 

Subject of.Briet1ng: 

-
-

3 /Z.! /lb 
Date 1 1 

Date · 

UNCLASSlFIED//fOR. OFFIClAL USE O~R,Y 

HRC-6988 

b6 
b7C 



U:,,.~~-LASSIFlED//FOR Of!?_lel/rL CHL t_,_,_,.~LY 

CASE BRIEFfNG ACKNO'WLEDOE\'v1ENT 

The purpose of this form is to maintain an official record of per~ons kno\vkdgeabk of a 
highly ~'~n.shive Fedeml BPr~(:l\1 of lnvestigHtion cpunh.!rintt.~lh~wm.:c invcstiguthln., 

J h-crd~y w:.:knt)wk~dg{.! th~w l havt.~ r~~:~~ivt.~d H brklJng on tht.~ inve:::;tig~li!V(~ m<lit,~rfs) jdentint~d 
beto·w. Di!:i~,h_>~un-~ of this FH.f ;:.:ounterint-dligence inV{!~lig~~ti<m to anyon.t~ is strkt.ly 
prohibiK~d withotll th{~ pri-\~r crmcurrence oftlu.~ /\_!)s1stant Dirt.~cior -oftht.~ (\)~mit.~rinrdligem~(~ 
Divis~on~ Fedem! Htrrt~au of lnvestiga~ion. 1 also underst~md that. du-e H> th(~ nature and 
s~~n~itivily ()fihi:); inv{.!Stigmj(m, cmllpliancc \Vith these re:<;triction~ rJmy bt.~ sui~jt~ct to 
vcriticati~>n by lX)lygraph ~~xmninatkm. 

lfNCf...;\SSlFIED//f'CH~ Of'rtCL\L C3E ()]<lL t 

HRC-6989 

b6 
b7C 



CASE BRIEFJNG ACKNOWLEDGEMENT 

Thl~ purpose of this lbnn is to m~lintain an onicial record of persons knowledgeable -of~ 
highly sensitive Federal Bureau of Invest1g~Hion coumerintelligence .investigation. 

I hereby acknowledge that I have .received a brieting nn the investigative mattcr{s) identified 
belo·w. Disclosme of this FBI C(.)tfnterintdlig(~nt;::\~ investigatkm to ~my(me is strictly 
pwhibHcd 'Nifhout the priot c.:.mcurrence of the Assistant Din. .. "Ct<)f of the Counterintelligence 
Division. Ft>dcrci] Bureau oflnvestigation. I also understand that, due to the nature and 
sen~itivity of this .investigation~ cmnplicmce with the.sc re$trictions may be stibjecllo 
veritkatkm by p~Jlygmph (~x~minatkm. 

Subject of Bric11ng: 

I ~? - '6" - 2 I~-· , .. (...··/ '> 
" ..,. ! ·""-""""~ .. . ,.. 

Date 

L.e ...... , 
Date 

UNCLASStFlED//f'CHt OrriCIAL UUL OtH.Y 

HRC-6990 

b6 
b7C 



·"""-··' ··--··"' 
UNCLASSIFIED/!FOR Of':fiCJAL tfSl! O!'<ftY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of tllis fontl is to maintain an oi11cia.l. record of.pe.rs<.uls knowledgeable of a 
highly sensitive Fedeml Bureau of Investigahon counterintelligence investigati()D. 

l hereby ackno"vledge thntl have .received" briet1ng on the investigative matter(s) identitled 
below. Disclostlre ofth.i$ FBI counterintelligence investigation to anyone is strictly 
prohibited -.,.vithout the prior coucun-ence of the Assistant Director of the Cowtterinte1Hgen-ce 
Division, Federal Bureau of t:nvestigadon. l also understand that, due to the nature and 
sensitivity of this investigation~ compliance with these restrictions may be subject to 
ver.ifkation hv polvg_rat)h examination. '(' .,. "'W ,. 

Date • 

l 
Brief:cd By 

Date 

UNCLASSlFIED/!FOit OFFICIAL USE O~JLY 
HRC-6991 

b6 
b7C 



CASE BRJEFrNG ACKNOWLEDGEMENT 

The purpose ofthis fonn is to maintain an <..)nidal recotd of penwns knowledgeable of a 
highly sensitive Federal Bw·eau oflnvestigation cotmterintellig.ence investigation. 

I hereby acknowledge th~ti I have rec.dved ~\ brieJ1ng on the investigative mattet(s) identifled 
below. D.isclosure of this FBI counterintelligence investigation to anyone is strictly 
prohibited without the prior concurrence.ofthe Assistant Dtt't.'Ctor tiftl'le Counterintelligence 
Division, Federal Bureau oflnvestigation. I also understand that, due to the nature and 
sensitivity ofthis investigation, compliance 'With these restrictions may be subject to 
verification by polygrttph examination. 

Subject of Briefing: ~·\J J~ <ffl-

Signature 

\\·' .. ~ 
Date 

UNCLASSIFIED//fOR OffiCll<L US!!: O?~LY 
HRC-6992 

b6 
b7C 



\,,........ ' ,· 
UNCLASSIFJED//J'OR OlTtCIAL U8E ONt'V 

CASE BRIEFING ACKNOWLEDGEMENT 

The t'urpose ofthis fmm is to maintain an nfticial record ofper~ons knowledgeable of~! 
highly sensitive Federal Bureau of Invest.igutiun counterintdHgenc<.~ investigation, 

I hereby acknowledge that l have received a briefing on the investigative matt~1~s) identified 
below. Disdusure of this FBI cou.nterintellig~~nce investigation to any<.)ne is strictly 
prohibit<.'d ·w·ithout the prior cmlctmcnce of the Assh•tat1t Director of the C()unterinteUigcnce 
Division, Federal Bureau of Investi~ation. I also understand that. due to die nature and ' ...... . . . . 

sensitivity ofthis investigation. compHance with these restrictions may be subj1.~t lo 
verification by polygraph examinatkm, 

Date 

S:JtiCICti .i~SJ 

Date 

UNCLASSIFIED//F()R 01-P't{.:JAL lf~"U: 0~4L\' 

HRC-6993 

b6 
b7C 



CASE BRJEFJNG ACKNOWLEDGEMENT 

The purp(.)se ~)f this 1~>m1 is tt:) maintain an t:_)ftkial record of persons kno\\;'kdgcablc of a 
highly st~nsHive Feden~.l lltm:au nf lnvc~tigati<.">n cmmterintdlige.nce investigation. 

I hereby a~~knowkdgc that l h<'tve received a hrieHng on the investigative matter(s) kientH1ed 
bdow. Disdosurc (Jf this FBJ co~mkrinteHigem;e investig-.~tirm h) anyfme i~ strictly 
pmhihileJ "'vitlmut the prior C(.)ncurrenec l)fth(~ Assistant Director of the Countcrintclligenec 
Division, Federal Bureau of Investigation, 1 also understand that, due to the nature and 
sensitivity t)fthis inv~stigatif..)n, compliance '.-Vith these restrictions H'!<'tY be subject to 
verification by p<.)lygra.ph cxatllirmtion. 

Sul~ject ofBriet1ng: 

t G I -~·· t .s::~··· 

Jhr~~~~·t~ct"t~a~5~'----------~~ 
fo, $ ' 4<:) ~ ~-

UNCLASSlFlEDi!FOR <:H-P fClAL em:: O?JLY 

HRC-6994 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The pw·pose of this form is to maintain an oft1dal rt>co.rd of persons knt)\Vledgeahle nf a 
highly sensitive Feder.i!l Bureau of Investi~ation C<.)tmtcrintdligence 1nvcsHgatk)n, 

l hereby ackmwvledge rhat l have received a hriet1ng ot~ the investigative matter(s) identified 
below. Discto.slm.o: of this FBI C(.mnt~rhltetllgt~n<.~c hwcstigation tQ anyone is strk:tly 
prohibited v~ithout the prior concurrence of the Assistant Director of the Ctlt.Ultcrintelligence 
Division. Federal Bw·em.t oflnvcstigation, I also wtderstand that~ due to the natm·e and 
sensitivity of this .investigation~ compliance w·ith these restrictions may be sul~cct to 
vcritkation by polygraph examinaHon. 

Subjt.>ct of.Briefing: 

-

-

Date 

I~ ~-----~l Bncicd By 

UNCLASSIFIED//fOH: OffiCIAL H8H OWLY 

HRC-6995 

b6 
b7C 



·'--···· ·.. . . ...... , ..... 

UNCLASSlFIED/!fOR OITICIAL lJSI: O~iLY 

CASE BRIEFfNG ACKNOWLEDGEMENT 

The purpose of this form is to maintain an oflicial record of persons knowledgeable of a 
highly sensitive Federal Bureau oflnvestigation counterintelligence iltvestigation. 

I hereby acknowledge that I have received a briefing on the. investigative mattcr(s) idci1tificd 
below. Disclosure M'this FBI couuterintelligence investigation to ailyone is strictly 
prohibited without the prior concurrence of the Assistant Director ofihc Counterintelligence 
Division, Federal Bureau of Investigation. I also understand that. due to the nature and 
sensitivity of this investigation, compliance with these restriction~ may be subject to 
'te.rificution by polygraph examination. 

Subject of Briefing: 
i ' < ~-· ,.·1 ,, .1 . ...,.- o t ,~,.,.. /r 1} (-___ -- _x·· ~.;-t-\· r-"'<>··

1
·1 

// • .1- f/ }'<.-..~·/"~ f, ' 1' 

Date 

Date 

UNCLASSIFlED//VOR OfTICii\t U~m Obll Y 
HRC-6996 

b6 
b7C 



UNCLASSlFIEO!/FOR OFf'ICIAt USE O!~L Y 

C/\SE BRIEFING ACKNO\VLEDGEMENT 

The purpose of this form is w nu\intain an o1Tidal record of p~~rs<ms knowlcdgca\'k~ of a 
highly sensitive Federal Bureau ()f Investigation c<.mnterintdligcncc investigation. 

I hereby acknnwkxlgc that l have rccdv{.~d a hdctlng on the hwe~tigntivt~ rnatk~r(s) klcntifk!d 
belo\>V. Di~dmmre ofthis FBI countedntdlh~ence investi~ation t<.) anvonc is strictly ..... ,.... ·:" ... 

prohihih.:~d \Vithout th(~ prior com.:urren~e of the A.ssist;:.mt Diredor of the Counterintelligence 
D.ivision, Federal Bureau of lnvestigatit)n, 1 also understand that, due ll., the nat~1rc and 
s~o~nsHivity of this investigation~ cot.npliam::.e w·ith the~e rc~trktions may he subject to 
vcritk~ni<.lll by ]X)lygraph cx~mina!ivn, 

I / 

UNCLASSIFlElJi/rOR ornet/tL u:;c O~~LY 
HRC-6997 

b6 
b7C 



CASE BRlEFtNG ACKNO\VLEDGEMENT 

The purpose ofthis .f't:mn h; to maintain an official record of person~ ktH..)Wledgeable of a 
highly scnsitiv<.~ Ft.-den:d Bureau of Investigation c<.mnterinteHigence inve.stigatkm, 

I he.rehy .acknowledge that I have rece.ived a brietlng on the inve~figative mattel'{s) identitk'd 
bdow, Disck~sure t:_)fthis FBI C()unteriotelhgence investigation to anyone is strictly 
p.rohibited \Vithout the prior concurrence ofihe Assistant Director of the Counterintelligence 
Division~ Federal Bureau of Investigation. l also understand that, due to the nature and 
sensitivity of this investigutk)tt, comp.lhmte '<Vith thes(.~ .restrictions may be su~ject h..l 

veritication by polygraph examination. 

Subject ~)f Brieilng; 

IJNCLASSIFlED//VOlf ()FHCIA t li~M GNI.){ 

HRC-6998 

b6 
b7C 



liN-~"("I>~··s··-~-~·~1:; "'~I)'II'OH OlTJCt .~ l- usr O~'I .Jr···· \........ . ..... !-\,., &...'3. l" It., ,, . . .. ,; ,~ ,., <t .... c 

CASE BRlEFING ACKNO\VLEDGEMENT 

The purpose nf this fonn is to maintain an otlkial n.-cn.rd of persons knowk>dgeable of a 
highly sensitive Ft>(ienll Bureau <Jflnvcstigatk)n counterintelligence in•..=cstigatk)n. 

l hereby :acktlO\vlcdge that l have n..~civcd u briefing -i..Ul the investigative matt\~r(s) identified 
bdo\v. Disclosure ()f this FBI cpuntcrintelligence investigation to anyone is strictly 
prohibited without the prim· concurrence -of the Assistant Din.,~tor oft he Counterintelligence 
Division~ Federal Bureau of lnvestigati<.m. I also understand thut~ due t() the nature tUld 

sensitivity of this investigation, compliance with these restrictions may be su~ject to 
ve.rification hy polygrd.ph examination. 

Date 

UNCLASSIFlED//f10it Ofif'lCIAL USt! ()fqVf 

HRC-6999 

b6 
b7C 



t rN:(''[:--;\·-~SI·F,~f1;D '1fOR OITICl ~ I . t NF (Y.ii h--·--' ~,. ... ,... .....,... . .r.,. t.l. . . . ~·. ,~.x ... . .. "· .~ ~ .J I 

CASE BRIEFrNG ACKNOWLEDGEMENT 

The pl.rq_)f.)Se of ibis H:mn .is hJ maintain an oflki~ll reC(.)Ri <Jfpcrs<.)ns kno\\;'ledgenblc of a 
highly sensitive Federal Bureau of Investigation counterintelligence h:westigatit).n. 

I hereby ~c.koowledge that I have received a br.i(.~nng <m the invcstigativ(~ matter(s) idcntHied 
below. Disclosure t)fthis FBI cmmtcrintelhgencc investigation to anyone is gtrictly 
prohibited without the prior concurrence of the As-s.istant Director of the C(.)Unterintelligence 
Division. Federal Bureau of Investigation. I ~~h~€.) understand that, dm.~ (<.) the nature and 
sensitivity of this investigation, compliance with these restrictions may be subject to 
verit1cation by polygraph examination. 

Subject of Brid1ng; 

Date 

Bnefoo By 

to(;L.~ !!~> 
Date · 

UNCLASSlFIED//FOft OFfiCiAL HSt:: Of~LY 

HRC-7000 

b6 
b7C 



.l iN• .('l"'~"··ss·ll~l't:.>l.· v;roR O!Tf('P l tiSl' Oln·y--···· ..... > ~· .1t 'l !<.~ ~ 1..,.. " ! ·" · .. ... 4 { ~ , ... .J " ,. • , 

C/\.SE HRIFFING /'+..CKNOWI . .EDGE.MENT 

The p1.1r~·ms~ of this fbrm is w maintain ~m off1~iHl rec()rd of persons kn()Wlcdgeahle of a 
highly sensitive Fedeml Bureau ()f Invc~tigatkm counteri.nte.Hlgence inv~stig.atkm .. 

I hereby acknowledge that t have recdv~d a briefing on the inv(.~stigmive mattcr(s) identified 
bch.}\V~ Disclosure of this FBI counterintelligence invcstig.ati<)n tt) anyone is strictly 
_prohibited \~'lthout th(~ p:rior \X)tlCUr.rem::.e. or the Ass.ist.ant DirectJ)f nf the (\)tmterinteHigcnce 
Diviskm~ Federal Bureau of lnvcstigntinn. t abo undcn)tand t:hat~ due w the nature and 
scrt~Hivity t)fthis investigation, co.rnpl.i~mcc w1th Htese restric;ti<.)ns .may be subject to 
ver.iHcath.m hy polygraph examinatkm. 

Subjed nf Br~eHng: 

'\ { ,. 
. ••• f ./ ···.::_., . ! {.... " 

Date 
,/ i ~::; 

~~-~rl_e_f~-.a-1~;-y------------~l 

UNCLASSlFiFD/trOR OfrlCfAL U~~L O?<lLY 

HRC-7001 

b6 
b7C 



.... h ...... 

,,_ ... 

UNCLASSIFlED//I"OR OFfiClAL USL ONLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this form is to maintain an of'llcial record. of persnns kn{)wledgenbie of a 
highly sensitive .Federal Bureau ofhwestigation coimtcrintelligencc investigation .. 

l hereby acknowledge that I have rece.ived a briding on the investigative matt~r(s) identi11cd 
below:. Discklstrrc of this FBI counterintelligence investigation to anyone is strictly 
prohibited without the prior concurrence ofthe Assistant Director of the Cmtnterintc!Hgcnce 
Division~ Federal Bureau <.)f Investigation. 1. also understand that~ due to the. nature and 
sensitivity of (his investigation~ compliance with these restl'ictions may be subject to 
ver:ification by polygraph examination. 

Date 

Briefed By 

toj"L'f/1~ 
·nate 

ONCLASSlFIED//I'On OlTlCL\L US[ 0~4.LY 
HRC-7002 

b6 
b7C 



l lN('l-1-:'l:t·'ss··tt>t·t-:{l)iil'OU OITifJ·~ I l :'T- 0>1[>···--' ··~ ... .;.("'\, ...... a...~.:' . . .. . . ... ,1 ... ~ ,...,; ... «>4 "1 

Ci\SE BRIEFING ACKNOWLEDGEt\ .. fENT 

The purpos~~ of this t<.mt1 is tf} rnaintain an official record of persons k~K)Wiedg~able of a 
highly sensitive Ft>tkral Burea.u f.)f Invc~tigation CfH.mtcdntdligcncc invcstigatkm, 

I hereby acknowledgt.~ that I h~tve rc~~dvt.~d a briefing on the investigative n1aHcr(s) idt.~ntini.~d 
heknv. Discl{)surc of this FHl C(.mntcrintdligcncc invcstigatkm to anyone is strictly 
prohibited ·Nith\.mt t.ht.~ prior concirrrenc-e of the Assistant DireCtf)r of the Cnunte.rintell igencc 
Divisitm~ Federal Bme~u of hwc~tigation. l also IUH.krst<Uld th::lt, d1H.~ to the natun.~ and 
sensitivity nf this invc~t.igaHon, t::tmtpHance with thes<.~ restrictions may be subject t<.) 
verification by pnlygmph examinatkm_. 

Dat-e 

Date 

UNCLASSlFlED//fOR OJTJCJAL t.:or: Otort'LY 

HRC-7003 

b6 
b7C 



CASE BRfFFING ACKNO\VLEDGE.MENT 

Tlw purpose t_)fthis l~Jnll tl.'\ to maintain an official rt;~\:{.mi tlfJ:K~rsons kno'>vkdgc~lble of a 
highly sensitive Fi...·dcral Bureau oflnvcs~igation cnuntcrintdlig.cncc invcstig~~tion. 

l hereby .nckno·wkdge Htat I have r<.!\:dvt~d a brid1ug on the invcsliga.thl! .matter(s} iden\Hie:d 
bdO'\\'. Disck~~\1rc of this FBi cotmt~rimcHigcncc invcstigatkm h) any<.)nc is strictly 
pn)hibitcd without the pri~)r concurrence ofthe Assistant Director of the C<)Untcdntelligcm::c 
Divish.m~ Fcdl•ral Bureau of Investigation. I alsl) understand that, due to the nmurc and 
Si..!ns.ilivity of this inv~~stigation, con1pli~mci..~ with thi.~se rt~strictions may he sut~k~t to 
v~~ritk:atkm by pnlygraph cxaminmi~)tl. 

Sl..t~jt.~ct of Brid1ng: -

lD/ <S / 1.Dl5 

UNCLASSlFIED!/FOR OlTlCL\L LHL ONLY 

HRC-7004 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The purpo~e vfthis forrn is to umintnin RH ·otlkia.l rcc(.)rd ofpers(ms knowled_genble of~ 
highly sensitive Federal Bureau <Jflnvestigation counterintelligence investigation. 

l hereby acknt'>\Vk>dge that I have received a brid1ng on the inve~tigative H'lime:r(s) identified 
hek~w. D1sdnsure of this FBI counterintenigen-~;:c hlv!:.~.stigation to nnyone is :-;tr.icdy 
prohibited withmtt the prim <:t.mcurn:~nce of the Assistant Director of the CounR!rintclligen<:c 
Division, Federal Bw·e .. m oflnvestigatkm. I alsn understand that, due to the nature and 
sensitivity Qfthis invetitigalion, colnpliam::.e with th1.~se restrictions nmy be subject to 
vcrifi<:ati()Jl by polygmph examination. 

Subject of Br1efing: 

Date 

UNC.LASStFlED//fOR OFfJCt.\L U8L O~H.,¥ 

HRC-7005 

b6 
b7C 



CASE BRIEFING ACKNO\VLEO(iE~AENT 

The purpo:;e ()f thb i<.)n1l is to maintain an ofHdal record of persm1~ knowledgeable of a 
highly s~n~itive Federal Bureau of lnvc!\ligat.ifm cOllntcrimellig~nee inve~tigatimL 

l hen:.~by acknowledge thm I have received a bl'iefmg on the invc~tig.ative mattca·(s) identHkd 
below. Disdmml~ nfthis FB! CQlmterimdligem:e htve~tigation tn anyone h st:rktly 
pn'lhihitcd \Vith(>Vt the pri()l' qmcurr.emx~ of th.~~ Assistant Dir(x:wr (.)f the c~)t.Jnierintdiigencc 
Divbi<)l1, 1~\~dcral Burc~m of lnvcstigatbn. l alsl) understand that, due tc,) the nature and 
sensitivity of this investigation, compliance \Vith these restrictions may he subject to 
verHkation by polygraph exam.inatinn. 

I 

Hde.ted By 

Date 

UNCLASSJFlED//FOK OFHCL\:L tXm O?~LY 

HRC-7006 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The purpos~ of this fonn is to maintain an tlHkinl record <)f p~rsons km)\\o'ledgeublc ~;_)fa 
highly sensitive Federal Bure'-m oflnvcstigation ~ounterintdHgence .invest.ig.ati<m . 

. i h(~n_~hy acktl()Wlcdgc Hmi. r have re(:dved H briefing nn tlw investigative ill.<lHCr(s) idcntH1c(l 
bck)\\'. Distdosure of this FBl C<.)WtterinteHig:cnct.~ investigation to anyone is strk!tly 
prohihircd '1.-vithout the prior cc.mcurrencc of the Assistant Director of the Counterintelligence 
Division, Federal Bureuu oftnvcstigation, I also understand thHt, duet<.) the nature and 
sensitivity of this investig~\tion~ compliance with these restrictions tmty be subject to 
vcritkatkm by polygraph cxarn.inatinn. 

UNCLASSIFlED//FOl~ OFFIG:\L Ut::L O~H.¥ 

HRC-7007 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The purpose Qf i.hi~ 1;mn .is to maintain an oi11e.ial record of per$ons knmvledgeable of a 
highly sen~itivc Federal Bureau of Investigation counterintdligencc investig~ti<Jn. 

I hereby acknowledge that {have received a briefing on the investigative tnatter(s) .identitled 
below .. Di~ck}~tuc ()fthis FBI cotmkdnteHigence i1westignhun to unyone is strictly 
prohibited \~·ith<JUt the prk)f "~(m(~urrence {)fthe Assistant' Din.~ctor ofihc Counterintetligi..~rtce 
Division~ Federal Bureau of Investigation. I ah~o understand that~ due to the nature and 
$Crt'>itivity of this invcstig~tion, compt.iance with these t-estr.iction:-; rnay be suhject to 
verHka.tkm by polygmph exatninmion. 

Subject of Br.id1ng: 

Date 

Date 

UNCLASSJFJED/IFOI't Ol'TlCIAL t.Jar.: Ot~LV 
HRC-7008 

b6 
b7C 



~~ ~J 
UNCLASSIFIED!ll''OR OFFICIAL USI: OHLY 

CASE BR1EFING ACKNO\VLEDGEMENT 

·n1e purpose of this fom1 is to maintain nn official record ofpcrsons knowledgeable of a 
highly sensitive Federal Bureau of Investigation crmnterintell.igencc .investigation. 

I hereby ackm)\\rledgc that I have rt.>ccived a brie11ng on the investigative matkr(s) identified 
below. Disdosure of thi~ FBl counte:ri.ntdHgence inve~tigation to <myone is strictly 
prohibited without the prior concurrence <.)f the Assistar1t Director oft be Cou:nter.intclligence 
Division~ Federal B11rcau of Investigation. I also understand that, due to tht.~ m\lt1rc and 
sensitivity of this investigtltion, complinncc \'lith tht-se restrictions may be subject to 
verificatic.)n by polygraph examination. 

Brict~d By 

.., 1 z.6_./z a IS 
Date 

UNCLASSl.FJED//l'OR OlT.lCIAL H!JC ONLY 

HRC-7009 

b6 
b7C 



CASE BRJEHNG ACKNOWLEDGEMENT 

The purpose of this ibnn .is to maintain tUl official record of persons knowledgeable of a 
highly sensitive Federal Bureau oflnvestigatkm c(mnte.rimelligence investigation. 

I hc.reb\t acknmvledt!e that I have received a hi'ldlng on the investh:tative matter{s) identit1ed ., ~ ~· ...... · .. · 

below. Disclosure <.)ftbis FBJ cotmteri.11teHigence investigation to ~u)y<.)ne is strictly 
prohibited \\o'ith<.)Ut the prk)r c<.mcurrcn~e of the Assistant Dif\~tor <.)fthc Counterin.tclligcncc 
Divisitm, Federal .Bureau of Investigation. I also understand that, due to the nature and 
sensitivity of this investigation, compliance v.•ith these restrictions may be subject to 
verific<.lti(.lti by polygr4ph e;\arninution. 

Subject of Briefing: 

Date 

j 
Briefed By 

. ?,L~~ftt; 
Date 

UNCLASSIFlEDIJJlOlt ()fJ~'fCfAL U~f! Ol'4L'f 

HRC-7010 

b6 
b7C 



("""'·"'"'"·"'·""·""·""'·'·'·""'·'•'•'•'•'••'•'•'•'·"'·'·""·'·w.·.·.· .. · .. · .. · .. ·.· .. · ....... · .... •,,•,•,•,•,•,•,•,•,•,•,•,•,,• .... · .. ·.· .. · ... ·.· .... · ........... · .. · ..... · .................. .. 

CASE BRIEFING ACKNO\VLEDGEIV1ENT 

·n1c purpos~ of this form is to maint~\in an ofllcial record of persons kno\viedgeable of a 
highly sensitive Fed(~ral Htrrcav <.)flnvcsligation c<.moterimdhgence invcstig.~tion. 

I hereby ~~::knowledge th3i. J h~ve rt.-ceived ~briefing (.).l'l th(~ invcsligativc matter($) idcntitkxl 
bckn·v. Disclosure <.)f fhis FBI C(.)Ur.ri.e.rinteHigcncc inve~t,g{l.Hon to anyone i~ strictly 
pmhibit.t-::d \~·~thout t.hc prior c(mcurrcnct.~ ofthc ;\~sistant Din.x:wr of the CtHmt<.~rintdHg(~ncc 
Division, Fcdc.rat Bm·eHu of hwestigatipn, I alsv unde~t.and tlmt, due to the nat.u.rc and 
sensitivity \'Jfth.is investiga.tkm, compliuncc with these rcstdclk)ns may be sul~.icct tn 
vcril"icatkm by polygn.~ph examination. 

Su~ject of Briefing: ki IV yept:t.. ~c-v taw· 

.-'<(""-
'!>.) 6Ht.,) f\{tt~"~ 

Bridcd By 

Date 

UNCLASSlFlED.!frOJt OffiCl\L um:: ONLY 

HRC-7011 

b6 
b7C 



CASE BRrEFING .ACKNOWLEDG.E~~tENT 

The purpose of this f'(wm is to maintain an oflkial record of persons knowledgeable of a 
·highly sensitive Federal Bureau of [nvcstig~ttion countcrintcllig.cncc investigation. 

I hereby at.im.n\vk~ge tl1at J have .receivt>d a briefing t>n the hwestiguiive m.att~r{$) idcntifk~d 
belO\\-'- Disclosure ()f this FSI ~t.)U.nterinh..~Uigcnc~ .investigation to anyone is strictly 
prohibited without the prior ctm~urrence of the Assistant Dircctt)r of the Counterintelligence 
Division, Federal Bureau of Investigation. I also under~tand that~ due to the natw-e and 
sensitivity of this .investigation, compliam:e \vith these restrictions may he Stlbjcct to 
verinc~\ti<Jrt by polygraph. ex~unination. 

Date 

UNCLASSIFIED//FOR OFfiCIAL V8E O>lt Y 

HRC-7012 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The purpo~e of this fbrm is to maintain an official n: .. >cord of persons knowledgeable of a 
highly sensitive Feden.~l Bureau r.)f bwestigation counterintelligence inve~tigation. 

l hereby ackno·wlcclge that I have received a briet1ug on the investigative mauer(s) identified 
below. Di~do.sun:~ of this FBI c<.lUnt.erinteUigence investigation to anyone is strictly 
prohibited \\-ithout the prior ~xmcurrcncc of the Assistant Director of the Counterintelligence 
Division~ Federal Bureau of Investigation. I alsn wtcle.rstand that, due to the nature and 
sensitivity of this investig~llion, <;ompl.iance with these restrictions may be su~ject to 
verification by polygmph examination. 

Signnhm.! 
l I 

il"< // S .... 
Date 1 

~"t~ ~){: . .1 ~) k t-\b J e 
Bnd(..'~d S~: l 

~· I ~< ~ LJ.)-

UNCLASSlFIED//I'OR OfTJCll\L Ug[ Q~lt¥ 

HRC-7013 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The purpose {..)fthis fom'l b t'~ maintain an ofncial record of persons km1\V'kdgcahk of a 
hh~hlv ~ensitivc h~deml Bureau of Investigation cm.mtedntem~o~etHx~ investil.tation. """ .. ...... """ "". 

! hereby acknnwlcdgc that l have received<~ bricHng m1 the .investigative mattet{s} idem.H'ied 
below. Dis1..:losurt~ ofthis FBI ct.)Untt.~r.intdiigemx~ investigation to anyune is ~tridly 
prohibited without the prior Ct.)ncurrcnce of the Assistant Director of the CounterintciHgcnce 
Division, Federal Bureau of investigation. I also under~tand that~ due w the nature and 
sensitivity ofthi~ investigation~ cmnpllance with these restriction~ rnay be Kubjcct h'l 
V{.~ri1'i_.,~~nion by polygraph (~xm:ninatkm. 

Subject {)f Bricnng; 
ff!/ 

trl«,i¥f~1 

··'•t>·· .......... / 

Date 

UNCLt\SSJFIED//fOR OlTlCl;td., UGL OHLV 

HRC-7014 

b6 
b7C 



CASE BRIEFING ACKNO\Vl .. EDGEM.FNT 

The purpOS(! pf th.is lbnn .is to nmintain an official record r1f pcr~~ms knuwlt~dge<lhk <.1f a 
highly sensitive Federal Bureau of lnH~stig~ttion cotrnk!rintdlig~ncc investigation. 

1 hcrtbv ;.K:kn<.)~.cvicdlll':! thal I h<wt~ r.z~t.~ivt.~d ~l br.kJh:ti<~ on tht.~ hlV\~sti~~ail\:'(~ lTHlitt.~rfs 'l id.entHk~d. . ..: . . .... . . . . ..... . . ....... . . . ·. ·'. 

bcio~v.. Disdos~m:~' of this FHI ;:.:mmtcrint{di.ig(:~~Kc- inv-esfig.m.i<.m to ~myo:tw i~ srrktly 
pr<)hibitcd \Vithout the prior ~l)m:urren<.:-i:. of the /\ss!~tant Directf..)r of the (\)\.tnWrintdligen<.:c 
Divi::iion. Fctk~n:tl Bureau <>f Investigati(Jn. I ~tlS<.'> n:n(k~rst~trH.i tb;,1t, due h.) tlw n~~ture and 
!'iensit1vity of thifl .inve~tig.at:ion, compliam.\.~ \-vith these rf..!Stri~;;ti()ilS may be su~it~ct to 
\'t.~r.ilk?a.tion by polygraph exmnination. 

UNCL-ASS1FIElV/I'(m OffiCl)J .. L'fiE O?TY 

HRC-7015 

b6 
b7C 



th\·~J.ASS1FIED/1f'Oil OffiCLtrL Ufif t., rLY 

CASE BRIEFING ACKNO\VI .. EDGEMENT 

·nu.~ purp<>se of this fbrm is lo .1na.intain a.n o.t1h:bl re.cord of persons knowledgeable of a 
highly ::;cnsitive Fedem! Bureau of Jnvcstig~nio.n countcrinteJHw~~ncc invcstig~1iion. 

J hereby acknovdedg~Z that 1 h~~ve received ~:1 bri~;.~fing on the ir~Yl'..~slig.m.ivc rrwtt\~t'(~) identd~<:~d 
hdow. Dis.dosun:: of this FBl .;.~()tmterintdHtwm.:c inve$t1gatkm ~~)anyone i~ strictly 
prohibited \'\'tth()Ut the prior concurrl'..~n{.:-it. <>f the A~sistunt Din:~cwr of the Counterintcll.i~Wnl'..:~~ 
Divjsion. Fcdcn;ll Bureau t.)f hw\:-::iitifration. J al~o undersl;:u:td that. due to the nHt\.lf'~~ and . . . . .. . ~ . . . . . 

scn~hivity of this invcstig<1ti<>n. compliance \Vlth these rcstrk:ti<.ms may be subject f\) 

iierH1,:<ltkm hv m'h'i.:trar)h ~~xaminmimL 
..:' J • - t 

Subjt:.~t of Brid1ng: 

i ,.·.. .. ........ 

/ .. .;.:~ .. () l .. :~) 

UNCLASSfFIED//I'OR OffiClJ\.L L!5L O!~C Y 

HRC-7016 

b6 
b7C 



CASE BRIEFT\G ACKNOWLEDGE!vlENl' 

The p~rrpose of this fonn is to tnaintain ~m oHki<ll re,:ord ofP\~'fS<)n~ km:nvlt~dg~~able of a 
highly sen~ifive Fedc.ri~.l Bureau ()f lnvestiga.tkm cntmtcrintdHgenc~~ investig<\Hon. 

I hereby ackno ... vkdgc thm J hHH! rcc.eh.:(~d a briding ~:m the investigative mattt!r{s) id~nlitk>J 
bci()W, Disc.lnsur~ ofthi& FB.I C<)Untcrintelhgcm-:~e investigation t() ~my(HK~ h strktly 
prohibited \.vhhollt lhc prh)r conctuTcncc of the Assi5tam Director .;)f the Countcrint~::ihgence 
Divisk1n, Federal Bt.u\:-tlu of Investigation, l abo understand thm, dt1e t() the nature and 
sensitivity ofthls invcstigo.nion~ C<)mpliancc with these restrictions may ht• sut~jcd tn 
Y~~rifkation by polygraph t~xarnina.tion., 

\,) 

9.. / i"L ... ' ~;...l....;o~~------

Brkfcd By .... 

q !· l,~£r 
_,._..__..,lj_L4.w..;;..J ~,~·---
Dme 

UNCLASSIFJED//J·OR OlTlCfAL UDL OHL\' 

HRC-7017 

b6 
b7C 



....... · 
UNCLASSlFIED//H)H Ol'I'ICL\L USC OMl:Y 

CA.SE BRIEFING ACKNO\VLEDGEMENT 

The pw·pose of this Rmn is t~) maintain an -:_)t1idal r~corcl ()f persons kno\vkdgcabk of a 
hiu.hlv sensitive Federal Bm-c;m t)f lnvestiQ.ation c~:nmtcrinteHi~ence invc~tiu.atkm. ....... ... ..... ..... , .. 

I hereby a(kno\vkdg~ that i h~lvc received a briefing \.m the invcstig~ltive matter{$) idcntifilxl 
below. Disclostn--e of this FBl c<.mnterintelligenec investigation l{) anyone is strictly 
pn.)hibitcd \-\'lthout the prinr concurrence of the A::>si~tant Director pf the Counterintelligence 
Division. Fcdcntl Bur~.;~~m oflnvcsihmti\.m. l (di:to Ul'1\.krstund that, du.e w the natur~;~ and .. . -. ... . . 

~ensitivity ()f this investigation" compliance "vith these restrictions may be su~ji.:.~ct tt) 
verification by polygraph examination. 

... ., ... ·. 
<' 

\_/s)~ 

"' .•.. §' 

/rZ~'l/~\ 

UNCLASSfFfED/!FOR Of'FtCfA:L U:5E ()fqJS 

HRC-7018 

b6 
b7C 



~ ~ . ' / 

UN'CLASSIFIEDiiFOR OFFICIAL HS.E ORtY 

CASE HRIEFJNG ACKNOWLEDGEMENT 

The purpose of this form is to maintain an official record of persons knowledgeable of a 
highly sensitive Federal Bureau of Investigation counterintelligence investigation . 

.I hereby acknowledge that I have received a·briefing.on the investigative matter(s) identified 
below. Disclosure of this FBI counteriniclligencc investigation to anyone is strictly 
prol1ibitcd \\-1thout the prior concurrence of the Assistant Director of the Counterintelligence 
Division~ Federal Bureau·oflnvestigation. I also Wlderstand that, due to the nature and 
sensitivity of this investigation, compliance v,.ith these restrictions maybe subject to 
verification by polygraph examination. 

Subject of Briefing: 

Briefed By 

Date 

UNCL~SSIFIED/iFO!t ()fiPICIAt U~E ONLY 

HRC-7019 

b6 
b7C 

b6 
b7C 



·~--·' ·-")\,.~ ...... -; 

UNCtASSIFIED/IflOit OI'FfCIAL USE ONLY 

CASE.BRIEFING ACKNOWLEDGEMENT 

The purpose of this f'orm is to maintain an oft1cial record of persons knowledgeable of a 
highly sensitive Federal Bureau of Investigation counterintelligence investigation. 

I hereby acknowledge that .I have received a briefing on the investigative matter(s) identified 
below. Disclosure of this FBI cou.nterintelligence inve~tigalion .to anyone is strictly 
prohibited without the prior concurrence of the Assistant Director o( the Counterintctligcncc 
Div.ision, f'e.deral. Bw·eau of lnvestigation. I also tmderstand that, .due to the nature and 
sensitivity ofthis investigation, compliance with these restrictions may be subject to 
verification by polygraph examination. 

Subject of Briefing: fv\ itA lt~V' 61. 'If\ 

~1gnat:ure 

1/J/17 
Date 

Brieted By 

Date 

lJNCLASSIFlED/If"OR SFFICIAL OSB 0.,.1LY 

HRC-7020 

b6 
b7C 



CASE BRlEFlNG ACI<.NO\VLEDGEMHNT 

The purpose of this form is to maintain an official record of persons knO\vledgeable of a 
highly sensitive Federal Bt~rcau of Investigation countcrintellige.ncc investigation. 

l hereby acknowledge that I have rccdvcd a briefing on the investigative malter(s) identified 
below, Disclosure of this FBI counterintelligence investigation to anyone is strictly 
prohibited without the prior concurrence of the Assistant Director of the Counterintelligence 
Division, .Federal. Bw·eau of Investigation. l also tmdcrstand that, due to the nature and 
sensitivity of this investigation, compliance with these restrictions may be subject to 
verification by polygraph examination. 

Subject of Bri~fing: 

Date 
~~ 

Bt·iefed By 

0'/ foi /.?o;r· 

UNCLASSIFlED/!r'OR OFriCIAL USI: Ot~_LY 

HRC-7021 

b6 
b7C 



,, .. ,.,: · .. , __ ,._.<: 

UNCLASSIFfED!/FQR OFFI~JAL U>;E O>l LY 

CASE BRIEFING .ACKNOWLEDGEMENT 

The purpose oflhis l(mn is!{) mainhlin an omc.h'tl record of person~ kno·wle.dgeable nf;:1 
highly sensitiv(~ F\~'k!n..tl Bure~m ()f investig;:1tioo C(H.!Pierintdligenc(~ invcstiguihm. 

l hereby acknO\·Vledge that I have received a briefing tm the inwstigativc mattcr(s) idcntined 
below. Disdosme of this FBI CQUntetintelli!!.CrH:e investigation to anvonc is strictly "'" ..... ... . ~ 

prohibit<.~d without th~ prk)r com.:urrem~c of the Assistunt Director of the Count~~rintelligencc 
Division. Federal Bureau of.lnvcstigation. I alsn understand that due to the nature and 
sensitivity of this .inve.stigatinn, compliance v...-i.th these i·eslriclion~ may he subjed to 
vcritk:mkm by pdygmph cxmninailon. 

,.,-,~~.t1a~·\"'-~· 

~ &/!.t:l kl/J _. .... 

bate * 

Brid~d Bv 

~~jaq.s-· 
Date 

UNCL•\SSIFIED//I'Oll OFI'J(lAL U&![ ONI..'l 

HRC-7022 

b6 
b7C 



UNCLASSIFJED//FOK Off'ICJ,\L US[ O~HN 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this fonn .is to n1aintain an official record of pcrsohs know·Iedgeahle of a 
highly sensitive Federal Bureau oflnvestigation counterintelli!Scnce investigation. 

I hereby acknowledge. that!: have received a briefing ()n the illvestigative rnatter(s) identified 
below. Disclosure of this FBI countednte.llige.nce inve~tig::~ttt)nlo an.yonc is strktly 
prohibited without the prior concurrence of the Assistant Director of the Counterintelligence 
Division, Fedeml Hu.rcm1 Qf Investigation. I also understand that, du.e to the nature and 
sensitivity of this investigation, compliance with these restrictions may be subject to 
verification by polygraph examination. 

Su~jcct ofHrieHng: 

Date 

Bricted By 
·.... I ,,·' ··-· 
k' I! )11 j 5 
t ~ .. 

Date I 1 

tJNCLASSJFIED//f'Olt OfTlCIAL US[ ONLY 
HRC-7023 

b6 
b7C 



)!>.-······' ................. 

UNCLASSIFJED/ffOll OJTlCJ/\L U8[ O'~H.N 

CASE BRlEFlNG ACKNOWLEDGEMENT 

The purpose Qf this f~">rin is to maintain an offiCial record of persons kn(>wledgcable of tl 
highly sensitive Federal Bureau oflnvestigation counterin.tc!Jigcncc investigation. 

I hereby acknowlc.~dge that I h.a\'C rccei\red a briefing m'l th(~ investigative matter(s) identified 
below. Disclosure of this FBI countcrintc!ligen~c investigation to any~me is strictly 
prohibited without the prior concurrence of the Assist.ant Directvr <.lfthe Counterintelligence 
Division. Federal Bureau of Investigutit)n. t also und~~rstand that. due m the nature and. .. - . . 

sensitivity of this inv,~stigation~ .compliance \vith thes.c re.strictions may be subject to 
verification by polygraph examinati()n. 

Sl.lbjcct of Briefing: 

Date 

Briefed By 
. I 

r.. /! 
>. / ' 

I Date 

UNCLAS.SIFIED//I'OR OrFICIAL U~C Otqf.S 

HRC-7024 

b6 
b7C 



UNCLASSIFIED//FOR OtTICL-t.;L USL ONLY 

CASE BRJEFING ACKNO\VLEDGEMENT 

The purpose of thi.s l1mn .is f(;) maintain an ofnc.ialt·ec~)rd of pe:rs~:m.s knowledgeable of a 
highly sens1rive Ft.>clcnil Hureau ~)flnvestig~~thm col.mtcrin.tdiig~~m:i..~ .inn~stigatjoo. 

I hereby ackn,)wledge that I have rcrdved a hriet1ng on the investigative mattet~s) identified 
bc10\V, Disclosure of this FBl countcrintdhgen.ce investigation H.'> any<.me is ~lrictly 
prohibited \vith~)Ut the prhJr concun-cnce of the Assistant Dircctm· of the (\mnterinteiHgcnce 
Division~ Federal Bureau of Investigation. r al~o understand that, due to th~ nature and 
~ensit.ivity of this invi..~siigati\)fl., complian<.:e \Vith lhcsi..~ restrklions may be subjc<.:t to 
wrH1catio11 by polyg.raph cxaminatim1. 

UNCLASSlFIED//fOR OffiCIAL um; ONLY 
HRC-7025 

b6 
b7C 



·.,_, ... · ·., ,,: 

UNCLASSIFIEDilFOR OfriCIAL USC (ff(LY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose Qf this. fonn is to maintain an official record of persons. knowledgeable of a 
highly scnsitiv<~ Fcdcnd Bureuu (.lf Investigation cow1te.:rintelligence investig~uion. 

I hereby u~kn(>wledge that I havt,> received a brict1ng on the invc.stigative mailer(s} identified 
below. Disclosure ofthis FBI c.{mnteritHc.lligei~cc investigation to anym1e is strictly 
prohibited without the prior concurrence of the Assishml Director of the Counterintelligence 
Division~ Federal Bureau of Investigation. l (I] so understand that, due to the nature and 
sclisitivity of this investigatinn, compliance \Vith these restrictions may be subject to 
veri11cution by polygraph examination. 

-

.. 

Date 

I Date , 

UNCLASSIFIED!/H>Il OFFICII\L t:~m OP.JLY 

HRC-7026 

b6 
b7C 

b6 
b7C 



· . ...._,.... ..,_ __ ,: 

UNCLASSIFIED//fOI~ Ol'FICI.\L Ufif: ()liLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purp(Jsc of this f(.~rm is to maintaiJ) an oflkial rccbrd ()f persons knmvledgeablc of a 
highly scnsi~ive Federal Bureau .of Investigation counterintelligence investigation. 

I hereby acknowledge that I have received a briefing on the investigative r:naHcr(s) identified 
behm'. Disclosure ofthis FBI counterintcllig<mcc investigation to anyone is stricdy 
prohibited withom the prior concurrence of the Assistant D.irector of the Counterinklligcnce 
l)i.visiml, Federal Bureau of hwcstigation. I also ut:tderstand that, d.uc to the nature and 
sensitivity of this invest.igaihm~ compliance with these restrictions may be suhicct to 
vcrifkati~m by polygraph examination. 

Su~ject of Briefing: 

1.) 1 I 
. ate 

-

Date 1 

UNCLASSJFIED//HJH Off'!CL\L um:: ONLY 

HRC-7027 

b6 
b7C 



tJNCLASSIFIED//I'OR OlTlClAL Uf:H:: 614i Y 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose.of this f()tm is to maintain an onicial record of persons knowledgeable of a 
highly sensitive Federal nureau of lnvcstigatiOJl counterintelligence investigation. 

I hereby acknowledge that l have received a briefing on the investigative mattcr(s) identified 
bdo\v. Disclosure of this FBI C(.)lUlterintclligcnce investigation to anvonc is strictly . . . . - . ...... ~ . 
prohibited without the prior concurrence of the .Assistant Dired(.lr of the Counterintelligence 
Division, .Fedenil Bureau of Investigation. I also understand that, due to the nature and 
sensitivity of this inve:otigation, compliance with these restrictions may be suQjcct to 
vcrificatiot1 by polygraph '-~xamination. 

Subject of Briet1ng: 

\ . :; 1 - ,~·:> . .-·-· 6 -~ 1S 
Date 

Hriefcd By 

~¥~r~*-
Oak 

UNCLASSIFJED//J·OR OI''PteiAL t.mr: OP<LY 

HRC-7028 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this 1om1 is to maintain an (.lfflcial record of persons k.nowlcdgcablc of a 
highly sensitive Fcd~ral Bureau of Investigation counterintelligence investigation. 

I hen~by acknowledge that l have received a brict1ng on the investigative mnttcr~sJ identified 
below. Disdosure ofthis FBl colmlerintelligcnce .investigafic..m to anyone is ~trictly 
prohibited Without the prior concurrence of the Assistant Dir(!ctor tlf the Countcrintt.~lligcnce 
l)ivisjon, Federal Bureau of Investigation. I also. understand that~ due to the na~ure and 
sensitivity oflhis invcstig~itkm~ C(.)tnplianc.e with these restr\ction::> rnay be subject to 
verification by polygraph examination. 

St1bj~ct. of BricJing: 

Date 
.. 

Br1e.ti~d By 

.d I J I. !.') J") I ( ... ~·· DoL '-" -;j -<---·<--··· --~ 
.· } 

Date · 

UNCLASSIFIED//FOU <)FflCL\L t'SE: O~fLY 

HRC-7029 



VNCLASSIFlED//f6tt OF~·teiAL USE Ot<iLY 

Ci\SE BRIEFING ACKNOWLEDGEMENT 

The pw1'ose of this fotm is tl) maintain an official record ofpl~rsons knowledg(~able of a 
highly sensitive Federal Bureau of Investigation cotmterintelligencc inveStigation. 

thereby ackmwllcdge that I have received a briefing on the investigative numer(s) identified 
below. Disclosure of this FBI counterintelligence investigation to anY<me is strictly 
prohibited without the prior cot)currence ofthe Assistant Director of the Counterintelligence 
Div.is.ion, Federal Bureau of Investigation. I als<.) understand that, due io the nature mKi 
sensiti\rity of this itivestigatkm~ cornpiiance \vith these restrictions may be subject to 
verification by polygraph examination. 

Subject of Briding: 

Date 

.·" ... t~ l{·-­
::~c.. ,., .,. ~ t: 

Briefed By 

Date ? 

t)NCLASSIFIED/trOn ()ITlClAL um: 0~4LY 
HRC-7030 

b6 
b7C 



UNCLASSIFIED/II'On OFfiCI/tL CSC O!<!LY 

CASE BRIEFING ACKNOWLEDGEMENT 

The pu.rpc,~e of this t(mn is to maintain an oflkial rec01·d of persons knowledgeable (.)fa 
highly sensit.iv~~ Fc<.kral Burem1 (Jf htvestigation ctmuterinteHig.ence investigation. 

l hereby ackn(.)Wledge that I have received a briefing tm the investigative ma{tcr(s) idcntined 
bdo".v, Oisck)S\.m; <.)flhis FBI c-ounterintelligence investigation to anyone is strictly 
pn)hibitcd \Vithout the prklr conct1rrem:c Qf the Assistant Dtr(.~clor of HH.~ Cmmterintellig~mcc 
Division~ Federal Bureau of lnvcstigatkm. I also understand that, due to the nature tmd 
~cnsitivity of this investigatinn~ compliance '-Vith these restrktkHlS may be su~jccl t~) 
verifk:;:1tion by p~Jlygraph exarn.inathm. 

Su~jcct of Brief.ing: 

Sl ~il<'lhire. 
i 

Date 

UNCLASSIFlEDJ/rOR OITIClAL tmc ONLY 
HRC-7031 



CASE BRIEFING ACKNO\VLEDGEMENT 

The purpo~e of this fm·m is to maintain an <.)ftkial record ofpersnns knowkdg.eabie of a 
highly sensitive Fed\mll Hmeau of lnv-esHgat.ion count-crinteHigcnce investigation. 

l hereby ackno\-vk>-clge that 1 ha\'C t't.'\Ceived a hdeting <.m the investigative matter(~) identitk'tl 
beh.rw. Di.sck>sur(.~ of this FBl counter.intc!Hg~oce investigation 10 <my(mc is strkt.ly 
prohibited ·withoui the prior c<.mcurrencc of the Assistant Director of thi: Counterintelligence 
Division, Fcdcral Bureau of lnvestigati(.)n, I also understand that, due to the nan.u·e and 
sensitivity of thi~ inw~stig::~lion, con'lpliam:.<.~ w'ith these restrictions may he :::ubjed to 
verification by pt)lygraph examination, 

Su~ject of Briefing: 

Date 

..... ..,.. .... l< ( i > c.. _( ¢.' -&.. ~ e 

Date 

UNCLASSIFlED//FOit Of?HCIA:L t.JfiE O!~LY 

HRC-7032 

b6 
b7C 



l.Jt.'f{<;l· _l .. S"SII·:ll:,~l)!fiH~p OFllfCI A L t 'ST f~{l y \ .. r~ . ...-»'\ .. ,. ... . . \.7 <. .. . .. • .,. ,; ., ... qtt: ...... c 

CASE BRIEFING ACKNOWLEDGEMENT 

The purp(.)SC of this forrn is to maintaiJ1 ~m ofHci~1t rec.{m:i -ofpcrS(.)ll.S knuwl~xige~lblc of a 
h.ighly sens.itivc Federal Btlrcau t)f Investigation Ct">tmtcrintdligen(;"c investigation. 

! hereby acknowledge that 1 have received a brici1ng on !"he investigative mattcJ{s) kkmif1ed 
hclo\-v. Disclosure of this .FBI cnunierintelligence investigation tt) c:myon~ is stdctly 
prohib1ted withm1t the prior C(;)ncurrcnce vf the A$sistant Dircct(.)f of the C(.nmterintcHigcncc 
Division~ Federal Bureau of Investigutlon. 1 nls<.) L\nderstand that~ due to the nature and 
~en.sitivity of this invc~li_gation, compliance with these re~tricth)ns rn<'!Y be ~ubject to 
v~rincmion by polygraph ~xmninatim). 

r:.: .:(·A ~--·) 
~-~~··· / .... · 

UNCLAS$1FlED/ti'OH Of'fiCL\L USC ONLV 

HRC-7033 

b6 
b7C 



UNCLi\SS.IFIED//l'OR OlTlC.IAL t:SL ONLY 

Cl~SE BRIEFING ACKNOWLEDGEMENT 

The pu:rp<Jse ofthis Jbnn is w nutimain an otlkh'll r.ccprd of person~ knO\Vlcdgea:ble ofu 
highly sensitive Federal Bureau ()f lnvestigatirm C<)Untedntdligcm.~c investigation, 

I hereby ackno"vk'dgc that l h'we received a hriding on the inve~tigativc matter(~) idcnti.tkxl 
bdo\'1.'. Disdmmre nf this FBI counterintelligence investigation to anvone is stdctlv 

• 'o,.• ...... .... •• 

prohibited without th1.~ prior concurrence of the Assistant Diredor nf the Counterintelligence 
Division. Fedcntl Burenu ()f lnvcstiuarion. I also understand that. due w the nature and . - .. . . . . . 

sensitivity of this investigation, compliance '-Vith these restrictions may be su~ject t(.) 
verification by p<.)lygmph examination. 

Sigmtturc 

oJ/.-zfi lS 
Date 

Date 

l.JNCLASSIFIED/IfOn Of'rlflAL Lt£ O~H.N 
HRC-7034 



,:,..,. ...... : ""-··"';· 
UNCLASSIFIEO/fF''()ft OPFICIAL um:: ONLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this fonn is to maintain an official recotd ofpcrsons knowledgeable .of a 
highly sensitive F~dcral Bureau oflnvestigatiml countcrintdligcncc investigation. 

I hereby ackm)\vledgc that I have received a brieting.on the investigative mauer(s) idcntitied 
bdo\v. Disch.)surc of this FBI counterintelligence investigation to anyone is strictly 
prohibited without the prior concutTcnce of the Assistant Director of the C<.mnterimclligence 
Divbion, Federal Bureau oflnvest.igation. I uls<.) understand that~ due to rhe nature and 
sensitivity ()f this invest-igation, compliance with these restrictions may be subject to 
vcrificaHon by polygraph examination. 

Subject of Briefing: 

Briefed By 

ffici~/ ;'··-· 

UNCLASSlFlED//Ii.OR OlTlCh\L CSi: O~~LY 
HRC-7035 



CASE BRIEFlNG ACKNOWLEDGEMENT 

The puq>m•e of this form is to maintain an ni11dal record of pe.rs~:ms klt{)\Vlcdgeable of a 
highly s~o~nsiliv~ Fedf.~ml fhm:au of lnvesttg~ltipn counter.intdf.igence h1vesrigmion. 

{hereby .l:H.:knnw!edg~o~ that I. have received a briefing ()n the .investigative lltatter(s) identified 
hek)w. Disclosure t>fthis FBI countcrintdligenct~ investigation to anytme i~ strktly 
pmhibitcd \Vhhouf the prior concurrence of the As~istant Director of the Counterintelligence 
Division, Fedcml Btlrcnu of [nvcstiLtation. I also ui'lderstm~d that, due 10 the nature and . . ~ . . . . 

sensitivity of this investigation~ compliance with these restrictions t'hay b~ su~jcct to 
verification by l'X)lygn~ph examination. 

Date 

Bric:l'cd By 

Date 

UNCLl\.SSIFIED/!FOR OFFfClAL tlfl[ ONLY 

-

HRC-7036 

b6 
b7C 



UNCLASSJFIEDHFOR OITIClAL USC ONI..Y 

CASE BRIEFING ACKNOWLEDGPv1ENT 

The purpo~e of this N.mn is to rnaintain an ()ffkial n;;"{;ord of persons kll()Wkdgcahle of a 
bkblv ~ensitive h .. '(kntt Bw·e.au of Investh.tation. ~·ounkrinieHiS!cnce inve~tigation . • ,... • ...: • \.0:· ...... • • "" 

t hereby acknow-ledge that l twve received a briefing ·on the ii.lv·estigative mattet(s) identified 
hdo\v. Disclosure of this FBI ~onnterintdlig~:.m.:e investigation H) any(m~! is strictly 
pr.ohihtted withnut the prior concurrence of the Assistant Director of the Cnuntcrintdligcncc 
Division. Federal Bureau offnvestigation. I alsn under~Land th~1t due to the nature and . . .. . . ~ . . 

sensitivity tlfthis invr;~~tigation~ compliance with thes(;~ restrictions may be SJ.l~ject t<.) 
verifkatkm by polygraph exa.minatinn. 

Suqjcct of Briefing: 

[) 
J 

ate 

UNCLASSIFlED//fOR OrFlCtAL um:: OtRY 
HRC-7037 

b6 
b7C 



UNCLASSlFIED/lron Of'l'ICI.AL C3E Ot<LY 

CASE BRIEFING ACKNOWLEDGErvlENT 

The }:Rit'p()SC {Jfthis form is h.l maintain ~n oflici~ll re<.:ord of pcrs{.m~ knvwkdg~~;:d;~le of'' 
high tv sen~hivc Federal Bureau ()f Investigation c<.mntcrintclligcncc invcsth!ation . ._,.. .,. ,... ... , .. 

J hereby acknowledge t.hatl haw~ n:.-ceivf..!d a briding <.m the inve~t.igativc nwtter{s} identified 
below. Disdosm-e of this FBI .countcrintdligencc investigation to any~;mc is strktly 
prohibited \Vithout the prior concurrence ofthe As~istant Direch.H' of the Counterintelligence 
Division. Federul Bureau f..)f lnvcstilwtion. l (~)so tmderst~md that. dtw to the m1ture and . . . - . . .. . . . .. 

sensitivity of this investigation~ compiiancc \vhh these restrictions may be su~jcct to 
v~rHkation by po.lyg.mph ~xmnination. 

Date l 

Date 

l.JNCLASSIFJED//J?OR: f}fTfCfAL US[ 07~LY 
HRC-7038 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMEN1' 

The purpose of this lhrm is t{'.\ maintain an ('~fikial rccm·d of persons knowledgeable of a 
hi!:!.hlv sensitive Fedeml Bureau of lnve~tiuat.ion cmmterintellh.!.ence jnvc~ti{.!<\tkm. """ ~- \.· ...... "-·· 

l hereby ackll()\-liledgc that I have received a briefing l:.)n the inv~stig~tivc maHcr(s) identified 
below. Disclosure of this FBI countt'rintelligcnce investigation to anynne is strictly 
pn.)hibitcd without ihc pri<Jr conc\lft'e.ncc ofthe Assistant Director of the Counterintelligence 
Division, Federal Burem• oflnvcsiigation. I also understand that, due to the natun.~ uml 
!';ensHivity of this invcstigath'm. compliance with these restrictions may be suqjcc.t to 
verification by polygraph examination. 

Date 

Date 

UNCLASSlFJED/!I'OJl OfTfClAL UEi[ O~iiLY 

HRC-7039 

b6 
b7C 



\.._,../ ,...__ .. , 
UNCLASSIFlED/lTOR OFrfCIAL USE Ol~LY 

CASE BRIEFING ACKNOWLEDGEMENT 

The pl.~rp<.)SC of this fom1 is to maintain ~m oft1cial record t}fpcrs<.ms kno~vtcdgcablc of a 
highly sens.itive Federal Bureau of Investigation countedntenigence investigation. 

I hereby acknowledge that t have received a briet1ng on the investigath:c matter(s) identified 
below. Disclosure of this FBI countcrintelHgence investigation t{) anyone is strictly 
prohibited with<..mt the pri(lf concurrence of the Assistunt Director of the Count~rinteHigeucc 
Division. Federal Bureau of Investigation. I also understand that~ due to the natw·c and 
sensitivity ofthi~ investigation~ compliance '\vith these re!')triction.s may be sul~ject to 
verific~ttio.n by po.l n~n,ph exmnination. 

Signature 

7/3!/fS 
Date 

Date l 

UNCl-ASSIFIED//f~{}f( ()JTJCIA:L um:: OHLY 
HRC-7040 

b6 
b7C 



~~~ ... / \..._ .. / 

UNCLASSlFIED//f'OR OffiCIAL UH:C ONLY 

CASE BRIEFING ACKNOWLEDGEMEN'l' 

The purpose tlf this f<Jrm is to maintain an <Jtlidal record of persnns knowledgeable of a 
highly sensitive Fede~sl} Bureau of lovesHgati,)n counterintdilg~nce investigatiorL 

l hereby acktH.)\Vlt.>dge that l have t\.-~eived a hrie.Hng Otl the investi~<it.ive n1atte.r(s) identiHed 
bekl'>V, Disclosure (>f this FBI (X.)unterintefligcncc investigation to any(me is strictly 
prohibited without the prior concurrence of the Assistant Directnr of the Countedntenigence 
Division, Federal Bureau nflnvestigation. I also understand that, due to the nature and . ~ . . 

s'~nsitivity of this investigHtion, cor.npl.ianc'~ \-vlth these restrictions may he subje,:t to 
verification by polygntph ~~xaminution. 

7/)i. /r ~-; . .. ~ ~. ·•" 

Date 

UNCLASSIFlED//i"OR OiTICIAL U!st: Otd .. Y 

HRC-7041 

b6 
b7C 



UNCLASSIFlED//FOR OITIClAL USE ONLY 

CASE BRIEFlNG ACKNOWLEDGEMENT 

The purpose of this fom1 is to maintain an ofi1cial rec.t)f(i of}X~fS()l'lS knowJedge~~ble <.)fa 
highly sens.ilivc Federal Bureau of Investigation countcdntclligence investigation. 

1 hereby acknowledge that I have received a bric11ng on the investigative maticr(s) identified 
below. DisdostJ.re qf this FBI counte.rintell.igence investigation to anyone is strictly 
prohibited \Vhhuut the prior concurrence of tl1e Assistant Director of the CounteritltcHigence 
Division, Federal Bw·eau of Investigation. l nlso understand that, due t<J the mtture and 
sensitivity ofthis investigation, compliance with these restriction5 may be sul~iect to 
veriticntion by polygraph ex~~minathm. 

Date 

. .., 
Date · 

UNCLASSIFlED/!f'OR OffiCIAL USJ: ONLY 
HRC-7042 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

·n1e purpose ofthis.fom1.is to ma,intain an of11cial record ofpersvns knowlcdgcab1e <)fa 
highly 3ens.itive Federal Bureau of Investigation .counterintelligence investigation. 

I hereby acknowledge that I have received a brieting on the investigative matter(s) identified 
below. Disclosure of this FBl c.ounterintelligencc invcstigati<m to anyone is strictly· 
prohibited. without the prior concu!Tcnce of the Assistant Director of the Counterintelligence 
Division, Federal Bureau of Investigation. · 1 .also understarld tbat~ due to the nature ~d 
sensitivity of this investigation, comp.liance. with these n~strictions may be sli~ject to 
verification by polygraph examination. 

Subject of Briefing: 

j,)t#\1 J. LrN~tA ~ 
Printed or Typed N"mc 

Sig~t~~@ 
Date 

Briefed By 

0 7/~.(./ls: 
Date ,'- · 

UNCLASSIFIED/!l"OR OFFICIAL um:: O?H.¥ 
HRC-7043 



\.,.,._,.,,/ ·-._, ____ ; 

UNCLASSlFIEOIIFOR OITICIAL USE O?~LY 

CASE BRIEFING ACKNOWLEfX)EMENT 

The purp<)se uf this Jorm is to maintain Hn official record of persons knowledgeable of a 
highly sensitive Federal Bureau of Investigation counterintell.igence .investigation. 

I hereby ackouwledge that J have received a briefing on the investigative matter(s) identified 
below. Disclosure of this FBl counterintelhgence investigation to anyone is strictly 
prohibited without the prior concurre.nce of the .<\.~<;istant Director ofthe Collntedntelligence 
Division, Fed.eral Bureau of Investigation. I also understand that, due to the nature arid 
sensitivity of this investigation~ compliance ·with these restrictions may be subject t<.) 
V(.~rificatio.n by polygraph exatninatk)n. 

Subject of Briefing: 

Lh~~"Lt~ 1-1. ttt-.id(/ -iJ.?..­
Brieted By 

1 jz7Lt5--
Date 

UNCLASSIFIED//F'OR OFFIClAL UE:E E»JLY 

HRC-7044 

b6 
b7C 



·. . .· 

tJ1qt:LASSIFIED/IrOR OfTIClAL USE ~-'i_y 

CASE BRIEFING ACKNOWLEDGEMEl'\lT 

The purpose nf this form i~ tt"> maintahl ~n t)f.l1dal record af perS<.)ttS kno\~iledgeable of a 
highly sensitjve Federal Bureau of Investigation couoterintelHgenc<.~ investigatkm, 

r he.:reby acknowledge that r have received a briefing on the investigative matter{s) identified 
bek)w. Disdosu..re of this FBI ex>unte.dnteiligence investigation to anyone is strictly 
prohibited ~vithout the prior concurrence of the Assistant Director of the Counterintelligence 
Division, Federal Bureau of Investigation. I also understand that~ due to the mltw'e and 
sensitivity of this investiga~ion! compliatice with these restricti<:ms may be su~ject to 
verit'lcation by polygraph examination. 

Subject of Briefing: 

Print¢3 or I ypoo Nfu:ne 

Signature 

-7j2--z[t> 
Date 

Btieted By 

7 J~-zzj t(. 
Date 1 

UNCLi~SSIFIED/:TOR OtTJCIAL USI~ O~lLY 

HRC-7045 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

lhe purpose of this form is to maintain an official record t.lf persons knowledgeable of a 
highly sensitive Federal Bureau of Investigation counteduteUigence .investigation. 

I hereby ackmnvledge that r have received a briefing on the inv~stigative matt~r(s) identified 
below. Di~·dos:ure ofih.is FBI ~xmnterintelligc.nce investigation to anyone is strictly 
prohibited \\·ithout the prior concurrence of the Assistant Director of the Counterintelligence 
Division, Federal Bureau of Investigation. I also understand that, due tn the nature and 
sensitivity of this inv~stigatio.n, compliance with these restrictions may be subject to 
verification by polygraph examination. 

Subject ofBrie.tlng; 

Signature 

I) ate 

Briefed By 

" -7 }21/-tat~ 
.Date 

UNCLASSlFIED//F'Oft Of'FJCL<\1. USE Ot~LY 

HRC-7046 



CASE BRIEFlNG ACKNO\VLEDGEMBNT 

The purpose of tlus fom1 is to maintain an oft1cial record of persons. knowledgeable of a 
highly sensitive Federal Bureau of Investigation C()Unterintdligence investigation. 

I hereby ack.t~<.~wled.ge that I have received a briefing on the investigative ma.tter(s) identified 
below. Disclosure of this FBI counterintelligence investigation to anyone is strictly 
prohibited without the pdor concurrence of (he Assistant Director of the Counterintelligence 
Diviskm~ Federal Bureau t)f Investigation. I also understand that, due to the nature. and 
sensitivity of this investignt,ion, compliance with these restrictions may be sobj~.X:t lo 
verification by polygraph examination. 

Subject nfB.riefing: 

L ....... ,,. .... -... ~ 
Signature 

Date 

Briefed By 

. llZ.1/t4tS 
Dute 

UNCLASSJFIED//Ji'Oft Of'ftei~L U3E OHLY 

HRC-7047 

b6 
b7C 



\.,_ .•.. : -..... ___ ..; 
UNCLASSJF1ED/:1'0R OffiCIAL USlt OtJ.lLY 

CASE BRIErlNG ACKNOWLEDGEMENT 

The pttrpose of this tortnls to maint&in an official record of pel'sons knowledgeable of a 
highly sensitive Federal Bureau of Investigation counterintelligence investi¥ation. 

r hereby acknowledge that I have received a briefing on the il\vestigative mattet~s) identified 
below. t)isclosure of this FBI counterintelligence .investigation to anypne is strictly 
prohibited without the prior concui-rence of the Assistant Director of the Counterintelligence 
Division, Federal Bureau of Investigation. 1 also understand that~ due to the nature and 
sensitivity of this invcstigatiQt), compliance with these restrh.:tions rnay be subject to 
verification by polygraph examination. 

Subject of 8ricfing: 

Date • 

UNCLASSIFTED//POR f>FFICIAL US[ ()lqL'J' 

HRC-7048 

b6 
b7C 



'-. .... / <_.> 
UNCLASSIFlED//FOR o~·l;lGIAL USB OHLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this tl.mn b to maintain an ofticial record of persons knowledgeable of a 
highly sensitive Federal Bureau of lnvestigatlon counterintelligei1ce investigation. . . . 

I hereby acknowledge that I have received a briefing on the investigative mattcr(s) identified 
below. Disclosure of this FBI counterintelligence investigation to anyonc.is strictly 
prohibited \vithout the prior concurrence oftbc Assistan.t Director of the CounterintelligetlCC 
Division~ Federal Bureau of Investigation. I also tmderstand that~ due t\) the nature and 
sensitivity of this investigation) compliance with these restrictions may be subject to 
veritication by polygraph examination; 

Subject of Briefing: MID YEA It ~XAtV'l 

Date 

Bri~~y 

o7fzo/?.of s-
Date 

... 

UNCLASSIFlED//fiOit Ot"JTlCIAL U3B Ot~LY 

HRC-7049 

b6 
b7C 



~~.... ·."-.. ~· 

lJNCLASSIF.lED//f10ft OFrtCIAL US£: OPHN 

CASE BRlEFlNG ACKNOWl.EDGEMENT 

The purpos~ of this tom~ is h..) maintain an official record of persons knowledgeable of a 
highly seusitive Federal Bureau t)f Investigation Ct)untel'intclligence hwestigati~1i1. 

l hereby acknowledge that I have received a bricting on the investigative matier(s) identified 
below. Disclosure of this FBl counterintelligence investigation to anyone is strictly 
prohibited without the prior concurrence of tlte Assistant Dircctonlfthc Counterintelligence 
Division, Federal Bureau of Investigation. 1 also.1.1nderstand that, due to the nature and 
sensitivity ofthis investigation, Cl)mpHance with these restrictit)ns may he subject H> 
veritication by polygraph examination. 

Subject. of Briefing: 

Briefed By 

Date 
tf/~/J" 

UNCLASSlFIED//Iz.()R '>F11ICIAL tHJ[ O~HN 

HRC-7050 



:>t.'w...,..· ·,~.-· 

UNCLASSlFIED/!FOR OITICIAt um:; Ot<LY 

CASE BRIEFING ACKNO\VLEDGEMENT 

The purpose of this ibrm is to maintain an official record of persons ktW\'vledge~ble ~)fa 
highly s.en.$itive Fcdenll Bt~re~m of.tn.vestig.ation countcrint~~lligencc investigation. 

l herehy acknowledge that I have rece.ivoo a briefing on the investigative nu,tter(s) .identified 
below. Di~closure of this FBi counterintelligence invcstigatkm to anyone is strictly 
prohibited \\'tthout the prior '-:oncurrcncc ofihc Assistant Din."Ctor ofthe Counterintelligence 
Division, Federal .Bureau oflnvestigatinn. 1 also understand that. due to the nature and 
sensitivity of this investigation, co.mptiancc with tht..-sc restrictions may b(~ Slibject io 
verificali<m by polygraph examination. 

Subject of Briefing: .. . . w 

Date 

UNCLASSIFIED/Il"OR ()fTECIAL Um: 0~4LY 
HRC-7051 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The pul'pose of this form is t<.) maintain an official record of persons knowledgeable of a 
highly sen.sitive Federal Bureau of Investigation counterintelligence .invest.igJ,tion. 

I hereby ackm)\Vlcdg.c ttutt I have received a briefing on the investigative mattcr(s) identit1ed 
below. Disclosure of this FBI counterintelligence inYestigatkHl to anyone is strictly 
prohibited w1thtJut the prior concurrence t:)fthe Assistant Director of the Cot,mteriutelligence 
Division~ Fcd"~ral Burc~m oflnvestigation . .I also tmderstand thai, due to the mlltlr(.~ and 
sensitivity of this investigation, complianc.e with these restrictions m~ty be subject to 
verifkati{)n hy polygr-.1ph examination. 

Subject of Briet1n~: 
' -

Date 

__ ., 
·/{: ... ---. 

Date 

UNCLASSlFIED//fOR orriClAL USC 0~4L¥ 

HRC-7052 

b6 
b7C 



: ...... """Yo."'''·''. '~ ..... i 
UNCL.ASSIFH.:.O!trOR OITICIAL USI: O?iLY 

CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this form is to maintain an official record of persons knowledgeable of a 
highly sensitive Federal Bureau oflnvestiga.tion counterintelligence investigillion. 

I hereby acknm.vledge that l have received a briefing on the inve5tigative .matter{s) identi11ed 
bd<.J\'1.'. Disclosure of this n:n C{}Ul'lteriniellic.en4:e invcsH~ation to anvone is str.ictlv . . . . ...... . .....-:- . . .,. . .. .., 

prohibited without the prior concurrence <.)f the Assistant Dir<.:.etor of the Counterintelligence 
D.ivision, Federal Bureau oflnvestigation. [also understand that, due to the nature and 
sensitivity of thi~ inve~tig~lll(.ln, cornplinmx~ '.-Vith th<.~s~.~ re.strictiuns may be subje(.:t to 
verificatitm by pnlygrnph exatnination. 

.I 

UNCLl\SStFIED//FOR OFFICIAL USI:: O~!LY 
HRC-7053 

b6 
b7C 



CASE BRIEFING ACKNOWLEDGEMENT 

The ptnpt)SC of this form is L() maintain. an official record qf persons knowiedg~.~~ble ('ff a 
highly .sensitive Federal Bureau of Investigation counterintelligence investigation. 

1 hereby acknowledge that l have received t\ briefing on the investigative mmter(s) idcntifk·d 
helo·w. Disclosw·e of this FBI countcrintdligencc hl'Vt-stigation to anyone .is strictly 
prohibih.~d withoul the ptior C{)ncurrence ofthe Assistant Director of the Cc)Wlterintelligence 
Division. Federal Bureau of lnvcstis.uttion. I also undcrst~md that. due t(.' the nature and . . . - . . . . . . . 

sensitivity of this investigati<.m, compliance with these restrictions may be subject to 
veritlcation by polygmph examhtation. 

Subject of Brie.f1ug: 

Date 

J () +''"-0 f-L.,'V\ AA ~fA 
Briefed By ·' / 

g/1 7 /--z .. ~ 's-

HRC-7054 

b6 
b7C 



'<"',.. •. > "'...,. ... / 
UNCLASSlFIED//l'OR OFrJelAL tJSf.~ Ot~LV 

CASE BRIEFING ACKNOWLEDGEMENT 

The ptupose of th.is f()ml is to maintain an ()fttcial r<.>:eord of persons kno"'vkdgeahie of a 
highly sensitive Federal Bureau of Investigation counterintelligence inw~tigatkm. 

I hereby acknowledge that 1 have received a briefing on the investigative mattcr(s) identified 
below. Disdo~ure of this FBI countet·intenigence investigation t<.) at1yone is strictly 
prohibite.d without the prior concurrcmce ofthe As~istant Director of the Counterintelligence 
Division. Federal Bureau of Investigation. 1 a1su uml«m;tand that. due to the nature and 
sensitivity of this investigation. compliance with these restrictions may be su~jcct to 
veritkatinn by polygraph examination. 

Subiect of Briefing: 
~ ... 

Brief ill. , 
' ' . " qloju-

oatc / ' 

UNCI.J\~"SlFIED//I'OR OfTJCLtd_, USE ONLY 
HRC-7055 



CASE BRIEFING ACKNOWLElXiEMENT 

The purpose of this tbm1 is to maintain an omcial record nf persons knowledgeable of ~l 
highly sensitive Fcdera.l Bureau of Investigation counterintelligence invcstigath:m. 

I hereby acknowledge that I have n.-cdved a briefing on the .invest.ig~liive mattcr(s) idcntiHcd 
below. Disclosure -of this FBl counte.rintettigencc inve1tt.igation to anyone is strictly 
pruhibited without the :priur concurrence of the Assistant Director of the Counterintell.igence 
Division~ Federal Bureau of Investigation. l also understand that~ due to the nature <md 
sensitivity of this investigatkm. compliance with these rcstrktions may be suqject t<.) 
veritlcation by polygraph examination. 

Su~jcct of Briefing: 

Printed or Typed Nmth.~ 

~-::::::: 
Signature · 

?(tcfJt;; 
Date 

Hrieied By 

.,,,{),,~ 

Date 

ONCLASSlFIED//I'On OffiCIAL UtJL O'NLV 
HRC-7056 



CASE BRIEFING ACKNOWLEDGEMENT 

The pt.rrptJs.e vf this .tbrrn is to muinta.in an (.)mciat record of persons kn(.)\Vledgeable of a 
highly sensitive Federal Bureau of Investig~ltton Ct)tmterintclligcnce investigation. 

l herehy ack:nowlcdgt.~ thatl h~we recdvcd n briefing t..m the investigative maH:cr(s) identified 
below. Disclosure of this FBI counterintclligenc:e invcstigatit)ll to anyone is strictly 
prnhihited without the prior concurrence of the Assistant Director of the Counte.rintell.igence 
Division, Federal Burem1 of t.nvestigation. I also l!ttdcrstand that, doe to the nature and · 
sensitivity qfthis investigation. cumplhmcc with these rcstrictkms mny be su~ject to 
vcritkmion by p<.)lygraph examination . 

. Subject of Briefing: \l\\ ~ b""" 

Date . 

~~ ~~Lb 
Br.ici'i~d By 

~I\() I~\\) 
Date 

UNCLASSlFIED//fOR OffiCIAL t.niL OHL Y 

HRC-7057 



CASE BRIEFING ACKNOWLEDGEMENT 

The purpose of this foml is to maintain a.n omcia.l rtx:ord of persons kn~)V>'Jedgcable ()fa 
highlv sensitive Federal .Bureau of Investhtatirm counterintdli~ence hwestination. 

- ""' - w e.t 

l hereby ~ckno\vledge thi'lt 1 have received a btie11ng on the investigative matter{s) identified 
bctow. Disclosure ~)fthis FBI counterinteUigen~.~e .investigation lf..) anyom.~ .i~ strictly 
prohibited \.Vithm.tt the prior concurrence of the A~sistant Director of the (\nmtcrintclligcncc 
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DOCUMENT RESTRICTED TO CASE PARTICIPANTS 
This d ocument contai ns information that i s restricted to case participants. 

Synopsis : (U) Documentation of media reports that quote public 
statements made between 03/04/15 and 08/26/15 . 

Enclosure (s) : · Enclosed are the following items : 

1. (U) Media articles containing public statements made 3/4/15 to 
8/26 / 15. 

Details: 

iU-)······· ~) The captioned investigati~n is highly sensitive and considered 

a prohibited investigation. Additionally, the investigation is 

designated a SIM and has an exemption for uploading approved by AD 

Randall Coleman I I Serial 1). 
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Title: (U) Media reports of public statements 

Re : L...-------~~MED~A, 09/09/2015 

+U·)· .. ·~ To provide an electronic record; this document will serve as a 

placeholder within Sentinel so a document serial number can be 

assigned. The original document and any associated lA envelopes have 

been manually drafted and approved. The original approved and 

serialized documents are stored in a physical case file. This case file 

is secured in a certified SCIF, located at FBI Headquarters, ! I 
and available for inspection upon request . Requests for inspection will 

need to be approved by the Assistant Director of Counterintelligence 

Division . 
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(U) ~ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis : (U) Documentation of 11/10/15 POLITICO article 

Enclosure(s): Enclosed are the following items: 
1. (U) POLITICO article dated 11/10/15 

IU) 
Details: ~ POLITICO published an articie on 11/10/15 titled 
"FBI steps up interviews in Clinton email probe." The article, 
written by Rachael Bade, indica~ed POLITICO spoke with a previously 
high-ranking State department official regarding the FBI's 
investigation. The official spoke to POLITICO on the condition of 

. anonymity. POLITICO indicated he/she "had little to do with the 
Clinton server set-up or any approval process." The official 
indicated he/she was recently interviewed by the FBI about 
"classified information being put at risk by communicating via 
email." (Analyst conunent: Based on the timing of the article and the 
descriP.tion of the individual, POLITICO's anonymous source was 
likely ! b 
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The article also cited l 

Q FOUEH Staff Operations Specialist (SOS) 
accessed the article on 11/13/15 via POLITICO's website. A 

p ysical copy of the article will be maintained via the associated 
1A . 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

December 1, 2015 b7E 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(£), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. The FBI has previously sent 
preservation requests to your organization related to the below accounts on August 18, 2015 and July 
27, 2015. 

HRC-7753 
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You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour actions to preserve the reJerenced files 
and records, please contact Special Agen4 la4 as soon as 
possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 

HRC-7754 

b6 
b7C 



evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regardin7 this request, ple,se direct all jnauiries to Snecial tgent 
.__ _______ .... rho can be reached a\ Jo~L.. ____________ ..J_ 

Assistant Special en in Charge 
Washington Field Office 
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From: 
Sent: 
To: 
Subject: 

I(WF) (FBI) 

DATE 12-19-2016 BY J76Jl8T80 NSICG 

~~ =------=----=-____.1 (WF) (FBI) 

C: day Qecember 01 2015 4:19PM 
-.....-----....J4k~F) (FBI) 
L----------~t=>reservation Request 

e-----

L-------~ 
Preservation Request 
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This is an automated response. Thank you for contactinm b7E 
Thel !address is exclusively for submission of criminal law 
enforcement requests from an agency in the U.S. If you are not pursuing a criminal case on 
behalf of : ::~ enfp:c::ent agen:y jn t:~ II S 

1 
pleas: refer to I _ -~ _ __ ... _ ... __ _regarding how to serve I I with legal 

process an Isregar e remain er If IS communication . 

. 

1 

when I , I receives a government request for information aboutl l it is b7E 
~---~~~rPDiicy to notify the user before information is disclosed, unless such notice is 

prohibited by law. Prior to notifying the user, we will take steps to preserve the 
information you requested and are entitled to in accordance with the type of legal process 
submitted. 

We orefer to receive lee:al orocess throue:hl b7E 

If you have not sent your request from an official government-issued email address or if you 
are not a law enforcement agent submitting a request pursuant to a criminal investigation, 
you may not receive a reply. 

Sincerely. 

1 
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DATE 1:2-20-2016 BY J76J18T'SO NSICG 

L---------~--~~~~~~~~~----------------------~------b6 
From: 
Sent: 
To: 
Cc: 
Subject: 

Wednesday. December 02. 2015 1 :40 PM 

I I 
Re:j !submission Confirmation fo~L..---------------1 

Follow Up Flag: Follow up 
Flag Status: Flagged 

This is automated response to advise you tha~L,. _____________ _.Ihas successfully received 
your legal request submission. 

UPDATe: Submissions to this form will no longer be accepted as of January 1, 2016. 

I We have launched thd 

b7C 
b7E 

b7E 

b7E 

L....:--___.lreceives a very high volume oflegal process every day. The team processes legal requests in the order b?E 

that we receive them. If your request relates to exigent circumstances or if you have further questions, please 
emaill !referencing the Case number in the subject line ofthis email. Please 
include a description of the exigency or your question(s) in detail so that we may assess your request 
accordingly. 

1 
HRC-7758 



, 

U.S. Department of Justice 
Federal Bureau o1f Investigation 
Washington, D.C. 20535-0001 

Re: Regm:st for Preservation of Records 

Dear Custodian of Rc;:cords: 

December 2, 2015 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all stored communications, records and other evidence in your possession 
regarding the following e-mail accounts, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request for a period of 90 days, or until receipt of a legal court order, whichever occurs first. 
This request applies only retrospectively. It does not in any way obligate you to capture and 
preserve new information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or 
any other person, other than as necessary to comply with this request, as the FBI's investigation 
may be jeopardized by this type of disclosure. You are also requested not to close the account of 
the subscriber, unless requested to do so by the subscriber.Jf compliance with this request may 
result in a permanent or temporary termination of service to the accounts described below, or 
otherwise alert the subscriber or user of these accounts as to your actions to preserve the 
referenced files and records, please contact Special Agent! I at I 
as soon as possible and before taking any such actions. L------___,J 

This preservation request applies to the following records and evidence: 

b7E 
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A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, 
without limitation, subscriber names, user names, screen names or other identities, 
mailing addresses, residential addresses, business addresses, e-mail addresses and 
other <:ontact information, telephone numbers or other subscriber number or 
identity, billing records, information about the length of service and the types of 
services the subscriber or customer utilized, and any other identifying 
infomtation, whether such records or.other evidence are in electronic or other 
form; :and 

C. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and .all other information related to the 
connection from ISP or its subsidiaries. 

8. Means and source of payment for such service (including any credit card 
or bank account number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other 
records of contact by any person or entity about the above-referenced account, the 
content and connection logs associated with or relating to postings, 
communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 



p.ua..:..JO...I:Liolu....=ll.luit.lel::.lls~tit.:.jo~ns regarding this request, please direct all inquiries to 
ho can be reached atl pr 

Peter 
Assistant Sp · al A ~. in Charge 
Washington Field Office 
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!(WF) (FBI) 

From: ~~---=:---....JI(WF) (FBI) I 
Tuesday. December 01, 2015 4:19 P.M Sent: 

To: I I (WF) (FBI) 
Subject: 
Attachments: 

~ervation Request 
L___freservation Extension. pdf 

From:l tWF) (FBI) 
Sent: Tuesday, December 01, 2015 4:13 PM 
To~ I 
Subject: Preservation Request 

Please see the attached reque~st to preserve records at your organization. 

Thanks, 

Intelligence Analyst 
FBI, Washington Field Office 

I I 
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DURATION 
PAGE(S) 
RESULT 
MODE 

TRANSMISSION 

FEDERAL BUREAU 0 

FACSIMILE TRAN 

[giuNcr..A.ssiFIED De 

Th:l~------------~ 
ATTN: Custodian of Records 

From: Special A!;}enlL-______ _. 

Number of Pages Including Coversheet: 3 

TION REPORT 

TIME 12/02/2015 14:25 
NAME 
FAX 
TEL 
SER.# Q7279101684 

12/02 14:24 
I I 
00:00:49 
03 
OK 
STANDARD 
ECM 

INVESTIGATION 

0SECRET QTOP SECRET 

I 

R~ipient Fax Number:!~.... ____ ___, 
I 

Recipient Telephone#: 

I 
inderTelephone #lL.. ____ _. 

D URGENT 12] FOR REVIEW 

- I . 
D Pl.EASR l.OMMF.NT D PLEASE REPLy D PLEASE RECYCLE 

I 
NOTESICOMMBIIT. HRC-7763 

b7E 

b6 
b7C 
b7E 



FEDERAL BUREAU 0 INVESTIGATION 

IZ!UNCLASSIFIED 0CONFIDENT 0SECRET DTOP SECRET 

I 
I 

To: L-1 ______ ____. RJcipient Fax Number: I 
I L.... ---~ 

ATTN: Custodian of Records 

From: Special Ag~L---------' 

Recipient Telephone #: 

I 

Number of Pages Including Coversheet: 3 

Sender Telephone #:I 
I . .___________. 

D URGENT ~ FOR REVIEW D PLEASE COMMELT D PLEASE REPLy D PLEASE RECYCLE 

I 
NOTES/COMMEN"rS: 

Preservation req1J1est attached 

Please confirm re1ceipt and processing via email, or by phone, I I ~-------------------------~ 
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U.S. Department of Jlustice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

December 2, 2015 

I 
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 

preservation of all stored communications, records and othJr evidence in your possession regarding 
the following e-mail accounts, pending further legal proces~. 

I 

You are hereby reqm~sted to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the d~te of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, ~hichever occurs first. This request 
applies only retrospectively. It does not in any way obligat~ you to capture and preserve new 
information that arises after the date of this request. I 

You are also requested not to disclose the existence !of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requesfed not to close the account of the 
subscriber, unless requested to do so by the subscriber. If cbmpliance with this request may result 
in a permanent or tempormy termination of service to the!accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour 1ns to oreserve the referenced files 
and records, please contact Special Agentl a4 las soon as possible 
and before taking any such actions. . 

I 

This preservation request applies to the following re1cords and evidence: 

A. The contents of any communication or for tJe accounts any associated accounts, 
and any information associated with those cJmmunications or files, such as the 

I 

source and destination email address or IP address. 
B. All records and other evidence relating to th~ subscriber(s), customer(s), account 

b7E 
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.. ,. j ··~ 

holder(s), or other entity(ies) associated witli the requested account including, without 
limitation, subscriber names, user names, scteen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber orcustomer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Conn(:ction date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Conne:ction information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
numbe:r) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regarding this request, please direct all inquiries to Special Agent 
...__ ____ __.!who can be reached a~ lo~ I 

Assistant ecia Agent in Charge 
Washington Field Office 

HRC-7755 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 205:35-0001 

Gregory B. Starr 
Assistant Secretary? Bureau of Diplomatic Security 
U.S. Department of State 
2201 C Street, NW 
Washington, D.C. 20520 

Re: Request for Production of C1assNet and JWICS Email Records 

Dear Assistant Secretary Starr: 

December 4, 2015 

This request supplements previous request sent to the U.S. Department of State (DoS) 
relative to the preservation and production of records associated with @clintonemail.com. 

In furtherance of our examination of this matter, the FBI respectfully requests the 
production of all ClassNet and JWICS email messages sent to, or from, the following individuals 
for the period of January 21, 2009 to February 1, 2013: 

In the event that any of the above referenced individuals did not have a ClassNet or 
JWICS email account during the referenced time period, or that-such records cannot be produced 
for technical or other means, it is requested that your response details such. It is further 
requested that these records be provided to the FBI within thirty (30) days from the receipt of 
this request. 

You are requested not to disclose the existence of this request to individuals other than to 
those necessary to comply with this request, as the FBI's interest in this matter may otherwise be 
jeopardized. 

b7E 



If you baye any :uestions regarding th\s reauest please ~irect all inquiries to Special 
Agen~ !who can be reached arl._ ______ ___,! 

Assistant Sp · ent in Charge 
Washington Field Office 

HRC-7769 
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I 
From: 
Sent: 2015 9·36 AM 
To: 
Cc: 
Subject: 
Attachments: DOS_production_request_04Dec15.pdf 

H~L.----1 

Per our phone call, please findl the email production request attached. 

We understand that some of the identified individuals may not have email accounts on the specified systems. In such 
instances we just request that this is documented in the response from DoS. 

Please let me know if you have· any questions about thi~ request. 

v/r 

1 
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From: 
Sent: Thursday, December 17, 2015 7:52AM 

I I To: 
Cc: 
Subject: 

I I(WF) (FBI)! 
Re: Preservation and productio~:-n~re~q-u-::'e~s~ts _ ___. 

Thanks c=J Received.D 

Sent from my BlackBerry 10 ~martphone. 
From: I I 

~~-~-~-~-~ Sent: Wednesday. December 16, 2015 4:50 PM 

To:l I 
Cc:_(WF) (FBI);I 
Subject: Preservation and productio~n~r~e~q~u~e~s~t~s-~ 

HiL-l _...J 

Attached are two separate requests for the preservation and production of relevant records. 
Please confirm receipt of this email. 

Thank you for your help and don't hesitate to call if you have any questions or concerns. 

1 
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U.S. Department of .Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

December 1 7, 2015 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
reservation of all stored communications records and other evidence in your possession regarding 

L-----------------------__... ending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or tempor.ary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actions t~ nreyerve the retrenced files 
and rl!cords, please contact Special Agen~ I at as soon as 
possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other ent~ty(ies) associated with the requested account including, without 

HRC-7824 
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limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other forrr{; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Com1ection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection froni ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence indude, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

If you have any questions regardin~ this request. please direct all inquiries to Special Agent 
..___ _____ ___,!who can be reached a~ I o~ , I 

Assistant Special Agent in Charge 
Washington Field Office 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

Custodian of Records, 

!(WF) ~'FBI) 
I I(WF) (FBI) 

I ~hursday D:emb:r 17l2015 10:47 AM 

reservaflon equs 
I ~Preservation_Letter_2015_12_17 _10_39_50_191.pdf 

b6 
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Pursuant to Title 18, US Code Section 2703{f), please see the attached letter/formal request for the preservation or all 
stored communications, records and other evidence in your possession regarding the highlighted! b7E 

I I 

Thanks in advance for your assistance with this matter. 

Respectfully, 

Special Agent 
FBI. Washington Field Office 

I I 

1 
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U.s.' Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 2053S-0001 

Gregory B. Starr 
Assistant Secretary, Bureau of Diplomatic Security 

. U.S. Department of State 
2201 C Street, NW 
Washington, D.C. 20520 

January 11,2016 

Re: Request for the Production of Secure and Unsecure Facsimiles sent to the 
Secretary of State on June 17, 2011. 

Dear Assistant Secretary Starr: 

This request supplements previous requests sent to the U.S. Department of State relative 
. to the preservation and production of records associated with @clintonemail.com. 

In furtherance of our examination of this matter, the FBI respectfully requests the 
production of any documents that were transmitted to the Secretary of State on Friday, June 17, 
2011 via secure and unsecure facsimile. This request includes relevant facsimile logs for the 
referenced date, as well as any available content. These records should be provided to the FBI 
within thirty (30) days from the receipt of this request. 

You are requested not to disclose the existence ofthis request to individuals other than to 
those necessary to comply with this request, as the FBI's interest in this matter may otherwise be 
jeopardized. If you have any questions regarding this reguest, please direct all inquiries to 
Special Agen~ lwho can be reached a~ l 

Assistant Special Agent in Charge 
Washington Field Office 

HRC-7851 
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U.S. Department of JustiCe· 
Federal Bureau, of Investigation · 
Washington; D.C. 20535-0001 

Gregory B. Starr 
Assistan.t Secr~tary, Bureau of Diplomatic Security 
U.S. DepartmentofState 
2201 C Street, NW 
Washington, D.C. 20520 

·January 14, 2016 

Re: Request for the production ofHuma Abedin's personal email as provided to 
DoS as part of the FOIA process .. 

Dear Assistant Secretary Starr: 

· This request supplements previous requests-sent to the U.s·. Department of State relative 
to the preservation and production of records associated with @clintoneniail.com. 

. . 

In furtherance of our examination of this matter, the. FBI n~speetfully· requests. the 
production. of all of Hun1a Abedin's personal emails that were provided to DoS as part of the 
FOIA process. . The emails should be provided in an un-redacted format and. should not. be . 
lim! ted to just those that directly include the former Secretary of State, as pertinent conversations 
may not have directly included the Secretary. These records should be provided to the FBI 
within thirty (30) days from the receipt of this request. · · 

You are requested not to disclose the existence of this request to individuals other than to 
. those necessary to comply with this request; as the FBI's interest in this matter may otherwi~e be 
·jeopardized. If you have any questions. regarding this request. please dirct all inquiriys to · . 
. Special Agentl ~ho can.be ·reached atl . . . · 

Peter 
Assistant Special Agent in Charge 
Wash~ngton Field Office . 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001. 

Re: Extending Request for Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

.----..;;.If;.,you have any questions regarding this request. olease direct all jnouiries: Special Agent I 

.__ __ ..... !who can be reached ai prl J L.....---....1 

Assistant Special Agent in Charge 
Washington Field Office 
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Number of Pages Including Coversheet: 7 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

.----....;;I.;;,f you have any questions regarding this re~uest, please direct all inquiries to Special Agent I 
L...-_ ____.1 who can be reached at I I or! I L...---.....1 

Assistant Specta gent in Charge 
Washington Field Office 
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Preservation request attached 

Please confirm receipt and processing via emaii~L-------------'Ior by phone, 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request . 

.----;;;;;If;...,-you have any questions regarding this request, qlease direct all inauiries ta Special Agen1 
!who can be reached a~ br I I L...-------1 

Assistant Special Agent in Charge 
Washington Field Office 
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FACSIMILE TRANSMITTAL SHEET 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation ofthe records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

If you have any questions regarding this re~uest, please direct all inquiries to Special Age~ 
L-----..... lwho can be reached at I I o~ I L...-. __ ____. 

Assistant Specia gent in Charge 
Washington Field Office 
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FEDERAL BUREAU OF INVESTIGATION 

FACSIMILE TRANSMITTAL SHEET 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation ofall stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way, obligate you to capture and preserve new 
information that arises after the date of this request. 

,....-----=I;.;,f you have any questions regarding this refuest, please direct all ingujries tq Special Agen~ 
.__ __ ..... lwho can be reached atl l o _ J L----___. 

Assistant Special Agent in Charge 
Washington Field Office 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(£), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

If you have any questions regarding this re9uest, please direct all inquiries to Special Agen~ 
L...-__ ..... frho can be reached a~ lo~ I L...-------1 

Assistant Spe · gent in Charge 
Washington Field Office 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington,D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively.lt does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

If you have any questio~s regarding this re~uest. clease direct all inanities t1 Special Agen~ 
L....-__ ___.jwho can be. reached a1 ~1 _ ~....-__ ___. 

Peter P. Strzo 
Assistant Special Agent in Charge 
Washington Field Office 
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U.S. Department of Justice 
. Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

DearjL--__ __. 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

b7E 

b7E 

d you have any questions regarding this re~uest. please direct all ingujrjes t1 Special Agen1 1 b6 J I L.. ___ ..... b7C 
who can be reached a1 or 

L.---------------------~ 

Assistant Special Agent in Charge 
Washington Field Office 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(±), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

.-----If-;(OU have any questimf' repardino this ~<qJJest nlease direct all inaujries to Special Agenj 
fNho can be reached a~ jo~ I L...-------1 

· Assistant Special Agent in Charge 
Washington Field Office 
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Preservation request attached 
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From: 
Sent: 
To: 
Cc: 
Subject: 

DThank you, I'll pass this on. BestO 

From:.~~~--~~~--~~~~~~------------~ 
Se • 

Tor---------~~~~=-~ 
Cc OGC) (FBI) 
Su\-bJ ...... e--ct-:-·-. FW=,..,: r---'"".., Preservation Request 

Per the email discussion below we are submitting a preservation extension request for 19 accounts as detailed in the . 
attached pdf file. 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

I am currently having some difficultyL..I ------------r--__ ___.k~;.;o;..;s;;.;;;u,bmit the reques~ I Once I 
am able tal II will submit the requesi ~ut in the meantime I wanted to send you the bG 

request. b7c 

Please let me oOnow if you have any questions or concerns regarding this request. 

v/r 

CJ 
SA . ._I ____ ____. 

FBI- Washington Field Office 

~~~~~~~~u_~~~~M 

!--:-~~,....--~-~~~~....JWF) (FBI) 

Sorry for the delay. Here's the correspondence from the last request. 

From:L...I --:--~___.I<OGC) (FBI) 

T
S

0
e9t• T!!esd~y Qec~mber 01, 2015 9:01AM 
t _; h')'F) (FBI) 

Subject: FW.__ __ ___.freservation Request 

ThanksD Let ~e know if there are any names missing from the list below. 
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Fro.~--------------------------------------------~ 
~:?~: :opda: Nj(~~) ~~8!~015 8:44PM 

suSJe : RE{ !Preservation Request 

D Hope all's weiiJ I recently received the attached preservation extension request for the original 422 · 
accounts. Per your email of 10/9 below, we understood the FBI had limited its request to 16 accounts identified in the 
original 8/18 request, and 3 identified in a separate 7/27 request, for a total of 19. I'm told the FBI hasn't sent in a 
separate extension for the 7/27 request. 

Fonhe sake of clarity would it be possible for the FBI to send us a preservation request on letterhead that just identifies 
the 19 accounts below? That way we can also ensure all 19 are on the same preservation schedule. Please let me know 
if you have any questions or would like to discuss. Bestl I 

b6 
b7C 
b7E 

b6 

b6 
b7C 
b7E 

!noticed that 3 of the accounts identified below were not listed in the August 18th preservation request, but b?c 
L-w~e~r~e'"l"'li~st~e-.d...,.i-:-n-rlthe attached request from July 27th. Those 3 accounts are: b7E 

2 



If you need to extend either preservation request, I 
L..w_o_u-:1-.-d_s_u-gg_e_s-:t~th:-e--=F~B~I-se_n_d":"""""in_o_n_e_e_xt-:-en_s..,.io-n--re __ q_u_e_s':"'"t f'l"'"o-r-:-:th_e_J-:-u-:l-y~27th request, and a separate extension request for the 
narrowed August 18th request. That will ~ eliminate confusion as to what's being preserved and for how long. 
Feel free to call with any questions. Best, L_j 

From:l I 
Sent~ Fridav. October 09, 2015 9:56AM 
To:l ICOGC) (FBI) 
Subject: RE~ !Preservation Request 

Drhanks very much. I'll pass this on t9L...-_ ___.I Best.O 

From~ I 
Sent~ Fridav. 09. 2015 7:58AM 

To::l~~---,~--~~~ 
Subjectl !Preservation Request 

c==J . - ' 
In response to your September 14, 2015 letter and per our follow up discussions, the FBI has narrowed the scope of its 
August 18, 2015 preservation request to the following accounts: · 
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At this time, in accordance with 18 U.S.C. 2703(f), we request that you continue to preserve the accounts listed above in 
accordance with terms of the original request dated August 18; 2015 (attached). We are no longer seeking preservation 
of the other accounts in that request. Finally, we note that the Court's order, pursuant to 18 U.S.C. 2705(b), issued on 
August 28, 2015 remains in place, and we request that you not notify the account holders on this list. 

Please let me know if you have any questions. 

Sincerely, 

b6 
b7C 

Assistant General Counsel 
National Security Law Branch 
Office of the General Counsel 
Federal Bureau r Investigation 

I -
Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The message, along 
with any attachments, may be confidential and legally privileged. If you are not the intended recipient of this message, please 
destroy it promptly without further retention or dissemination (unless otherwise required by law). Please notify the sender of the 
error by a separate e-mail or by calling! I 

NOTICE: This communication may contain privileged or other confidential information. If you have received it in error, please advise the sender by reply email and 
immediately delete the message and any attachments without copying or disclosing the contents. Thank you. 

NOTICE: This communication may contain privileged or other confidential information. If you have received it in error, please advise the sender by reply email and 
immediately delete the message and any attachments without copying or disclosing the contents. Thank you. 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Re~ Preservation of Records 

Dear Custodian of Records: 

February 16, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e-mail accounts, pending further legal process. 

You are hereby requested to extend the preservation of the records described in the attached 
communication, which was sent to your company on 24 November 2015, currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

Pursuant to Title 18, United States Code Section 2705(b ), an Order was issued onl28 :u:~t 
2015 by the United States District Court for the Eastern District ofVirginia commanding ot 
to notify any person, including the subscribers or customers of the accounts listed in the attac e 
preservation letter, of the existence of said preservation letter for a period of two years . 

.----..!.If!.,you have any questions regardjng thjs reruest, please direct all inquiries to Special Agentl 
L..,_ __ _.jwho can be reached a~ " !o~ I L---------1 

s· 

(J 

trzo 
Assistant Spec gent in Charge 
Washington Field Office -
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DATE 12-21-2016 BY J76J18T80 NSICG 

From: 
Sent: 
To: 

Monday, February 22, 2016 3:55 PM 
I I 

Subject: 

This is an automated response to advise you that has 
successfully received your legal request submiss1~o~n~.----------------------------~ 

L...-_ ___.1 receives a very high volume of legal process every day. The team processes legal 
requests in the order that we receive them. You may monitor the status of your request by 
~~==~~~~~-=~~~~ 

If your request relates to exigent circumstances rr if y~u have further questionsJ please 
emai~ land include the reference number listed in the 
subject line. Please include a description of the exigency or your question(s) so that we may 
assess your request accordingly. 

Regards. 
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I!JJ.S. !Department of Justice 
IFedlen-a~ IB8.9realUI o~ ~nvestigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

February 22, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

. You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may ,be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to your actions to preserve the r~(~renced files 
and records, please contact Special Agent! latl as soon as 
possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

b7E 
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... , 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files,' such as the 
source and destination email address or IP address. 

B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, t~lephone numbers" or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic ~r other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

U yoUJLlbtave any qUJLestions regardillll~ tlbtis regUJLest, pnease direct ann inquiries to Special Agent 
L...-______ __.lwiiB.o can be reaclbted a~ lo~ I. 

Assistant §pe · e t illll Clbtarge 
WasllningtolllllFiendl Offnce 
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UJ.S. ID>eparil:melrll~ (Q)f Justuce 
1Fede1ral BlUII1'eaUJ o~ ~111vestigatio111 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

February 23, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence ofthis request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise . 
alert the subscriber or user of these accounts as to your actianf to preserve the reJerencedfiles 
and records, please contact Special Agent! at! as soon as 
possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 
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B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
·limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

ll1fyoun llnave alllly qunestiollllS regardlillll? tllnis regunest, pHease dlired aU iHJIQJUJ!iries to §oedaD :gellllt 

L--------__.lwllno callll ~e reacllnedl a~ lo~L--------------'J 

Assistallllt Spedan Agellllt illll Cllnarge 
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U.S. [))te!P)allr~mernrlt of JJustoce 
1Fede6"al Bu.ueall.A o~ ~l!'ilYesitogation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

February 23, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the 
preservation of all stored communications, records and other evidence in your possession regarding 
the following e-mail accounts, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in aform that includes the complete record, 
and records that may come into your possession from the date of acknowledgment of this request for 
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request 
applies only retrospectively. It does not in any way obligate you to capture and preserve new 
information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. If compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these accounts as to vour action~ to preserve the re(erencedfiles 
and records, please contact Special Agent! I at I as soon as 
possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
source and destination email address or IP address. 
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B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and · 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other foim. · 
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llJ.§. Dejp)allrttmernt of ~usttke 
IFedera~ IB!!.Areau of lrovestigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

March 2; 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for 
the preservation of all stored communications, records and other evidence in your possession 
regarding the followin~ !account, pending further legal process. 

1. L-1 ___ __. 

You aie hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment ofthis 
request for a period of 90 days, or until receipt of a legal coUrt order, whichever occurs first. 
This request applies _only retrospectively. It does not in any way obligate you to capture and 
preserve new information that arises. after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or 
any other person, other than as necessary to comply with this request, as the FBI's investigation 
may be jeopardized by this type of disclosure. You are also requested not to close the account of 
the subscriber, unless requested to do so by the subscriber.lf compliance with this request may 

·result in a permanent or temporary termination of service to the accounts described below, or 
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otherwise alert the subscriber or user of these accounts a~ to )wur actions to nr~serve the · 

D nced files and records, please contact Special Agen at I bG 
b7C 

as soon as possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, · 
and any information associated with those communications or files, such as the source and 
destination email address or IP address. 



B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without limitation, 
subscriber names, user names, screen names or other identities, mailing addresses, residential 
addresses, business addresses, e-mail addresses and other contact information, telephone 
numbers or other subscriber number or identity, billing records, information about the length of 
service and the types of services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
· 2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

information, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

8. Means and source of payment for such service (including any credit card 
or bank account number) and billing records. 

D. Ariy other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other records of 
contact by any person or entity about the above-referenced account, the content and connection 
logs associated with or relating to postings, communications and any other activities to or 
through the requested account, whether such records or other evidence are in electronic or other 
form. 

~.;...;..;;....;.;.;;;;;.,......;;u.;;;;ill~es;;.;t~io;;.;llll;;;;;;S;;...r;;.,;egardillllg tlbtis reqillest, lf)nease direct aU Jinqllliries to 
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lUJ.§. IDlejp)aurtmernt of JIUistD«::e 
IFede~a~ Bo.o~eao.o of ~ll"ivestigation 
Washington, D.C. 20535-0001 

Re: Request for Preservation of Records 

Dear Custodian of Records: 

March 3, 2016 

Pursuant to Title 18, United States Code Section 2703(±), this letter is a formal request for 
the preservation of all stored communications, records and other evidence in your possession 
regarding the following email account, pending further legal process. 

You are hereby requested to preserve the records described below currently in your 
possession, including records stored on backup media, in a form that includes the complete 
record, and records that may come into your possession from the date of acknowledgment of this 
request for a period of 90 days, or until receipt of a legal court order, whichever occurs first. 
This request applies only retrospectively. It does not in any way obligate you to capture and 
preserve new information that arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or 
any other person, other than as necessary to comply with this request, as the FBI's investigation 
may be jeopardized by this type of disclosure. You are also requested not to close the account of 
the subscriber, unless requested to do SC? by the subscriber. If compliance with this request may 
result in a permanent or temporary termination of service to the accounts described below, or 
otherwise alert the subscriber or user of these accounts as to your actions to preserve the 
referenced files and records, please contact Special.A1.gen4 I a4 D as soon as possible and before taking any such actions. ~....--___ __. 

This preservatiol'\ request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the source and 
destination email address or IP address. 
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B. All records and other evidence relating to the subscriber(s), customer(s), account 
holder(s), or other entity(ies) associated with the requested account including, without limitation, 
subscriber names, user names, screen names or other identities, mailing addresses, residential 
addresses, business addresses, e-mail addresses and other contact information, telephone 
numbers or other subscriber number or identity, billing records, information about the length of 
service and the types of services the subscriber or customer utilized, and any other identifying 
information, whether such records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, 
including: 

1. Connection date and time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection 

inf~rmation, including the Internet Protocol address of the source of the 
connection; 

6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the 

above-referenced accounts connected, by any means, during the 
connection period, including the destination IP address, connection time 
and date, disconnect time and date, method of connection to the 
destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such 
connection information relates, and all other information related to the 
connection from ISP or its subsidiaries. 

8. Means and source of payment for such service (including any credit card 
or bank account number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such 
records and other evidence include, without limitation, correspondence and other records of 
contact by any person or entity about the above-referenced account, the content and connection 
logs associated with or relating to postings, communications and any other activities to or 
through the requested account, whether such records or other evidence are in electronic or other 
form. 

anestiolllls regardhillllg tlhtis reqanest, pnease direct ann inqaniries to 
~~~~~::£.ii:IL----------, B:uo can be reaclhtedl a'!_ rr 

Assistallllt § CJi.al Agent illll Clhtarge 
. Wasio.ingtolllllFiendl Office 
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U.S. Department of Justice 
Federal Bureau oflnvestigation 
Washington, D.C. 20535-0001 

Re: Preservation of Records 

Dear Custodian of Records: 

June 3, 2016 

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to 
extend the preservation of all stored communications, records and other evidence in your possession 
regarding the attached e~mail accounts, pending further legal process. 

You are hereby requested to extend the r cord which was sent to your 
company on 22 February 2016 urrently in your possession, 
including records stored on bac up me Ia, m a orm at mcludes the complete record, and records 
that may come into your possession from the date of acknowledgment of this request for a period of 
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only 
retrospectively. It does not in any way obligate you to capture and preserve new information that 
arises after the date of this request. 

You are also requested not to disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this request, as the FBI's investigation may be 
jeopardized by this type of disclosure. You are also requested not to close the account of the 
subscriber, unless requested to do so by the subscriber. q compliance with this request may result 
in a permanent or temporary termination of service to the accounts described below, or otherwise 
alert the subscriber or user of these acco~nts a£ to your actjonJ to preserve the reJ~rencedfiles 
and records, please contact Special Agen ail as soon as 
possible and before taking any such actions. 

This preservation request applies to the following records and evidence: 

A. The contents of any communication or for the accounts any associated accounts, 
and any information associated with those communications or files, such as the 
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source and destination email address or IP address. 
B. All records and other evidence relating to the subscriber(s), customer(s), account 

holder(s), or other entity(ies) associated with the requested account including, without 
limitation, subscriber names, user names, screen names or other identities, mailing 
addresses, residential addresses, business addresses, e-mail addresses and other 
contact information, telephone numbers or other subscriber number or identity, billing 
records, information about the length of service and the types of services the 
subscriber or customer utilized, and any other identifying information, whether such 
records or other evidence are in electronic or other form; and 

C. All connection logs and records of user activity for the requested account, including: 

1. Connection date and .time; 
2. Disconnect date and time; 
3. Method of connection (e.g., telnet, ftp, http); 
4. Data transfer volume; 
5. User name associated with the connection and other connection information, including 

the Internet Protocol address of the source of the connection; 
6. Telephone caller identification records; and 
7. Connection information for other computers to which the user of the above-referenced 

accounts connected, by any means, during the connection period, including the 
destination IP address, connection time and date, disconnect time and date, method of 
connection to the destination computer, the identities (account and screen names) and 
subscriber information, if known, for any person or entity to which such connection 
information relates, and all other information related to the connection from ISP or its 
subsidiaries. 

8. Means and source of payment for such service (including any credit card or bank account 
number) and billing records. 

D. Any other records and other evidence relating to the requested account. Such records and other 
evidence include, without limitation, correspondence and other records of contact by any person 
or entity about the above-referenced account, the content and connection logs associated with or 
relating to postings, communications and any other activities to or through the requested account, 
whether such records or other evidence are in electronic or other form. 

r----...;;I;.;;wf you have any questions regarding this re~uest, please direct all inquiries to Special Agentl 
L...-__ __.1 who can be reached ai lor! I .....__ __ ____, 

} 

Counterintelligence Division 

b6 
b7C 



~I 
. ··~ 
~· ~ ..... . ,. 

'I 
I . 

. \ 

I 
.. ... ! 

.. , . 
•• •••• l 

~ . •• • ! \' 

.... 
: .: . . :! ... ... :··;.!· 

· , ... ,,- ... :-- ;-.• . ..... 

A.L.L. IN.FORMA'I"IOU CONTAINED 
HEREIN IS ID~CLASSIFIED 
DATE 01-09-2017 BY J76J18T80 USICG 

0 0 . 
' 

· FD-J40(Rcv. 4-II-OJ I 
. le Number -~, _________ ____,_-_;111_6_D._i:J;_._A..._· ··----I/,__..4~/-

Field Office Acquiring Evidence _IJ-'--A---'-t_4-_l_k;'r-c-~;;......__p,_,...;;.@._ll_~------

:serial ## of Originating Document ___ 1,;-=--------'c:L-..._l L.A;:.......,t)~------
gj~!/ls-

(Address) 

(City and State) 

By ----------------------------L----------------------
; To Be Returned 0 Yes l No 

,- Receipt Given 0 Yes ~ No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 
Federal TaXpayer Information (FTI) 

- ~No 

0 Yes ~No 

(Communication Enclosing Material) 

0 Original notes re interview of I ttl 

.'•~ 

b3 
b7E 

\ 
t .,. 
\ 

. . \ 
'\ 

. . \ 

b6 
b7C 
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Post Politics 
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Comple~e text o' Hillary Clinton's remarks on e-mails, 
Iran 

By Washington Post Staff March 10 
. I 

Hillary Rodham Clinton said.Tuesday that "it would have bee~ probably smarter" to use two e-mail accounts during her 

time as secretary of state. Here is a complete transcript of her remarks. 

I want to thank the United Nations for hosting today's events and putting the challenge of gender equality front and 

center on the international agenda. I'm especially pleased to have so many leaders here from the private sector standing 
I 

shoulder to sho~lder with advocates who have worked tirelessly for equality for decades. 

Twenty years ago, this was a lonelier struggle. Today, we mark the progress that has been made in the two decades since 
I . 

the international community gathered in Beijing and declared with one voice that human rights are women~s rights, and 

women's rights are human rights. 

And because of advances in health, education, and legal protections, we can say that there has never been a better time 

in history to be born female. Yet as the comprehensive new report, published by the Clinton Foundation and the Gates 

Foundation this, week makes clear, despite all this progress, when it comes to the full participation of women and girls, 

we're just not ~ere yet. 

As I said today, ,this remains the great unfinished business of the 21st century. And my passion for this fight burns as 

brightly today as it did 20 years ago. 

I want to com~ent on a matter in the news today regarding Iran. The president and his team are in the midst of intense 

negotiations. Their goal is a diplomatic solution that would close off Iran's pathways to a nuclear bomb and give us 

unprecedented:access and insight into Iran's nuclear program. 
I 

Now, reasonable people can disagree about what exactly it will take to accomplish this objective, and we all must judge 

any final agreeinent on its merits .. 

But the recent letter from Republican senators was out of step with the best traditions of American leadership. And one 

has to ask, what was the purpose of this letter? 

There appear to be two logical answers. Either these, senators were trying to be helpful to the Iranians or harmful to the 

commander- irchief in the midst of high-stakes international diplomacy. Either answer does discredit to the letters' 
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signatories. 

Now, I would be ·pleased to talk more about this important matter, but I know there have been questions about my 

email, so I want to address that directly, and then I will take a few questions from you. 
I 

There are four things I want the public to know. 

First, when I got to work as secretary of state, I opted for convenienc~ to use my personal email account, which was 

allowed by the State Department, because I thought it would be easier to carry just one devi~e for my work and for my 

personal em~ils ~nstead of two. 

Looking back, it would'.ve been better if I'd simply used a second email account and carried a second phone, but at the 

time, this didn't seem like an issue. 

Second, the vast' majority of my work emails went to government employees at their government addres~es, which 
! . 

meant they wen~ captured and preserved immediately on the system at the State Department. 
... 

Third, after I le~ office, .the State Department asked former secretaries of state for our assistance in providing c()pies of · 

work- related emails.from our personal acc·ounts. I responded right away and provided all my emails that could possibly 

be work-related~ which totalled roughly ss,ooo printed pages, even though I knew that the State Department already 
I 

had. the vast majority of them. We went through a thorough process to identify all of my work- related emails and 

deliver them to the State Department. At the end, I chose not to keep my private personal emails -- emails about . 

planning Chels~a's wedding or my mother's funeral arrangements, condolence notes to friends 'as well as yoga routines, 
I . 

family vacations, the other things you· typically find in in boxes. 

No one wants ~eir personal emails made public, and I think most people understand that and respect that privacy. 

Fourth, I took the unprecedented step of asking that the State Depa.rtment make all my work-related emails public for 

everyone to see: 

I am very prouP, of the work that I and my colleagues and our public servants at the department did during .my four 
. . 

years as secretary of state, and I look forward to people being able to see that for themselves. 

Again, looking back, it would've been better for me to use two separate phones and two email accounts. I thought using 

one device would be simpler, and obviously; it hasn't worked out that way. 

Now I'm happy to take a few questions. 
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QUESTION: Secretary Clinton, can you ... 

CLINTON: Just~ minute. Nick (ph) is calling on people. 

QUESTION: Sorry. 

Madam Secretary, Kahraman Haliscelik with Turkish Television. On behalf of the U.N. Correspondence Association, . . 

thank you very ~uch for your remarks, and it's wonderful to see you here again. 

Madam Secretary, why did you opt out not using two devices at the time? Obviously, if this didn't come out, you 
i • 

wouldn't -- prob~bly wouldn't become an 1ssue. 

QUESTION: And my-- my second follow-up question is, if you were a man today, would all this fuss being made be 

made? 

Thank you. 

. I 

CLINTON: Well, I will-- I will leave that to others to answer. 
I 

But as I -- as I said, I saw it as a matter of convenience, and it was allowed. Others had done it. According to the State 
. . 

Department, which recently said Secretary Kerry was the first secretary of state to rely primarily on a state.gov e-mail 

account. 

And when I got there, I wanted to just use one device for both personal and work e-m ails, instead of two. It was allowed. · 

And·as I said, it
1
was for convenience. And it was my practice to communicate with State Department and other 

• I . 

government officials on their .gov accounts so those e-mails would be auto~atically saved in the State Department 

system to meet recordkeeping requirements, and that, indeed, is what happened. 

' 
And I heard just a little while ago the State Department announced they would begin to post some of my e-m ails, which 

I . . 

I'm very glad t~ hear, becaus·e I want it all out there. 

QUESTION: Madam Secretary, can you ... 
I 

CLINTON: Andrea? Andrea, thank you, Andrea. 

QUESTION: ~n you explain how you decided which of the personal e-mails to get rid of, how you got rid of them and 

when? And how you'll respond to questions about you being the arbiter ofwhaty?u release? · 

And, secondly,icould you answer the questions that have been raised about foreign contributions from Middle Eastern 
·.•· 
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countrie~, like Sapdi Arabia, that abuse women or permit violence against women to the family foundation and whether . 

that disturbs you as you are rightly celebrating 20 years of leadership on this issue? 

CLINTON: Well, ·those are two very. different questions. Let me see ifi can take them in order. And I'll give you some of · 
. I 

the background . . . . . .. . 

In going through!the e-rnails, there were over 6o,ooo in total, sent and received. About half were work-related and went 

to the State Department and about half were personal that were not in any way related to my work. I had no reason to 
I 

save them, but that was my decision because the federal guidelines are clear and the State Department request was 
: • I 

clear. 

For any government employee, it is that government employee's responsibility to determine what's personal and what's 
' 

work-related: i a:rn very confident of the process that we conducted and the e-rnails that were produced. 

And I feel like once the American public begins to see the e- mails, they will have an unprecedented insight into a high 

government official's daily communications, which I th~nk will be quite interesting. 
I 

I 

With respect to ~e foundation, I am very proud of the work the foundation does. I'm very proud of the hundreds of 

thousands of poople who support the work of the foundation and the results that have been achieved for people here at 

horne and around the world. 

And I think that we are very clear about where we stand, certainly where I stand, on all of these issues. There can't be 

any mistake abqut my passion concer~ing women's rights here at home and around the world. 

So I think that people who want to support the foundation know full well what it is we stand for and what we're working 

on. 

CLINTON: Hi, right here. 

QUESTION: Secretary Clinton? 

I 

CLINTON: She'~ sort of squashed, so we've got to ... 

QUESTION: Hi, Secretary. 

CLINTON: Hi. . 

Ql!ESTION: I »'as wondering if you think that you made a mistake either in exclusively using your private e-mail or in 

response to the controversy around it. And, if so, what have you learned from that? 
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CLINTON: Well, i have to tell you that, as I said in my remarks, looking back, it would have been probably, you know, 

smarter to have u~ed two devices. But I have absolute confidence that everything that could be in any way connected to . . 

work is now in the possession of the State Department. 

' And I have to ad~, even if I had had two devices, which is obviously permitted -- many people do that-- you would still 

have to put the responsibility where it belongs, which is on the official. So I did it for convenience and I now, looking 

back; think that it might have been smarter to have those tWo devices from the very beginning. 

·QUESTION: Secretary Clinton? 

CLINTON: Yes? QUESTION: Did you or any of your aides delete any government- related e-mails from your personal 

account? And what lengths are you willing to go to to prove that you didn't? 

Some people, im;luding supporters of yours, have suggested having a~ independent arbiter look at your server, for . 

instance. 

CLINTON: We did not. In fact, my direction to conduct the thorough investigation was to err on the side of providing 

anything that coUld be possibly viewed as work related. 

I . That doesn't mean they will be by the State Department once the State Department goes through them, but out of an 

abundance of c~ution and care, you know, we wanted to send that message unequivocally. 

That is the responsibility of the individual and I have fulfilled that responsibility, and I have no doubt that we have done 

exactly what we~ should have done. When the search was conducted, ~e were asking that any email be identified and 

preserved ~at could potentially be federal records, and that's exactly. what we did. 

And we went, as I said, beyond that. And the process produced over 30,000 you know, work emails, and I think that we 
J 

have more than met the requests from the State Department. The server contains personal communications from my 

husband and ~e, and I believe I have met all of my responsibilities and the. server will remain private and I think that 
I 

the State Department will be able, over time, to release all of the records that were provided. 

QUESTION: Madam Secretary, can you ... 

CLINTON: Right there. 

QUESTION: Madam Secretary, two quick follow U.[)S. You mentioned the server. That's one of the distinctions here. 

This wasn't G~ail or Yahoo or something. This was a server that you owned. Is that appropriate? Is it-- was there any 

precedent for ft? Did you clear it with any State Department security officials? And do they ~ave -- did they have full 
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. . 

access to it when you were secretary? 

And then separ~tely, will any of this have any bearing or effect on your timing or decision about whether or not you run 

for president? Tpank you. 

CLINTON: Well~ the system we used was set up for President Clinton's office. And it had numerous safeguards. It was 

on property guarded by the Secret Service. And there were no security breaches. 

I 
So, I think that the -- the use of that server, which started with my husband, certainly proved to be effective and secure. 

Now, with respect to any sort of future -- future issues, look, I trust the American people to make their decisions about 
' 

political and public matters. And I feel that I've taken unprecedented steps to provide these work-related emails. 

They're going to ~e in the public domain. And I think that Americans will find ~at you kn?w, interesting, and I look 

forward to having a discussion about that. 

QUESTION: Madam Secretary? 

CLINTON: Hi. 

QUESTION: How could the public be assu~ed that when you deleted emails that were personal in natut:e, that you didn't . 
' 

also delete email$ that were professional, but possibly unflattering? 

And what do you think about this Republican idea of having an independent third party come in an examine your 
! 

em ails? 

CLINTON: Well ~rst of all, you have to ask that question to every single federal employee, because the way the system 

works, the federal employee, the individual, whether they have one device, two devices, three devices, how many 

· addresses, they niake the decision. 

So, even if you haye a work-related device with a work-related .gov account, you choose what goes on that. That is the . . 

way our system wprks. Alld so we trust and count on the judgment of thousands, maybe millions of people to make those 
I 

decisions. 

And I feel that I did that and even more, that I went above and beyond what I was requested to do. And again, those will 

· be out in the public domain, and people will be able to judge for themselves. 

QUESTION: Okay, Madam. 

Madam Secretary? 
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Madam· Secreta.ry, excuse me. 

Madam Secretary, State Department rules at the time you were secretary were perfectly clear that if a State Department 

employee was going to be using private email, that employee needed to turn those emails over to the State Depar~ent 
I 

to be preserved ~n government computers. 

Why did you not do that? Why did you not go along with State Department rules until nearly two years after you left 

office? 

QUESTION: And also •. th~ president of the United States said that he wa~ unaware that you had this unusual email 

arrangement. The White House counsel's office says that you never approved this arrangement through them. 

Why did you not·do that? Why did you-- why have you apparently caught the White House by surprise? 
. . 

. ! 
And then just one last political question, if I -- I might. Does all of this make -- affect your decision in any way on 

whether or not to run for president? 

CLINTON: Well)et me try to unpack your multiple questions. 

' 
First, the laws a~d regulations in effect when I was secretary of state allowed me to use my email for work That is 

undisputed. 
·. 

Secondly, under the Federal Records Act, records are defined as reported information~ regardless of its form or 
I 

characteristics, and in meeting the record keeping obligations, it was my practic~ to email government officials on their 

state or other .gov accounts so that the email~ were immediately captured and preserved. 

Now, there are different rules governing the White House than there are governing the rest of the executive branch, and ' . . 

in order to address the requirements I was under, I did exactly what I have said. I emailed two people, and I not only 

knew, I expected that then to be captured in the State Department or any other government agency that I was em ailing 

to at a .gov ac~ou~t. 

What happened i~ --sorry, I guess late summer, early-- early fall, is that the State Department sent·a letter to former 

sectetaries of stat~, not just to me, asking for some assistance in providing any work-related emails that might be on the 

personal email. 

And what I did was to direct, you know, my counsel to conduct a thorough investigation and to err on the side of 

providing anything that could be connected to work. They did that, and that was my obligation. I fully fulfilled it, and 

then I took the unprecedented step of saying, "Go ahead and release them, and let people see them.'.' 
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QUESTION: Why did you wait two months? Why-- why did you wait two months to turn those emails over? The rules 

say you have to turn them over ... 

(CROSSTALK) CLINfON: I don't think -- I'd be happy to have somebody talk to you about the rules. I:fully complied 

~th eve~ rule ~at I was governed by. 
' 

I 

QUESTION:.Were you ever-- were you ever specifically briefed on the security implications of using -- using your own 

email server al).d using your personal address to email with the president? 

CLINfON: I did not email any classified material to anyone on my email. There is no classified material. 

So I'm certainly:well-aware of the classification requirements and did not send classified material. 

(CROSSTALK) . 

QUESTION: (OrF-MIKE) 

CLINfON: Bec~use they were personal and private about matters that I believed were within the scope of-my personal 
I . . 

privacy and tha~ particularly of other people. They have nothing to do with work, but I didn't see a·ny reason to keep 

them. 

(CROSSTALK) . 

QUESTION: At~e end of the process. 
I 

I 
(CROSSTALK) j 

QUESTION: ... who was forced to resign two years ago because of his personal use of emails? 

By the way, David Shuster from Al Jazeera America. 

CLINTON: Yeah. Right... 
I . 

QUESTION: What about Ambassador Scott (inaudible) being forced to resign? 

CLINTON: David, I think you should go online and read the entire LG. report. That is not an accurate representation of 

what happened. 

(CROSSTALK) l 
I 
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CLINTON: Thank you. Thank you. Thank you all. 
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ALL HIIDIWATION CONTAINED 
HEREIN IS UNCLASSIFIED 

CLINTON: -well, I- you know, I can only tell you that I was elected twice in New York against the same kind of onslaught I was confirmed and served as secretary of stat 
and I think it's understandable that when questions are rai.sed people maybe are thinking'about them and wondering about them. But I have every confidence that during the 
course of this campaign people are going to know who will fight for them, who will be there when they need them and that's the kind of person I am And that's what I will 

' do, not only in a campaign but as president. 

KElLAR: Trusting someone to fight for them and trusting someone, these are two different things. 

Do you see any role that you've had in the sentiment that we've seen, where people are questioning whether you're trustworthy? 

CLINTON: I can only tell you, Brianna, that this has been a theme that has been used against me and my husband for many, many years. And at the end of the day, !think 
voters sort it all out. · I have great confidence. I trust the American voter. So I trust the American voter I 00 percent because I think the American voter will weight these 

· kinds of accusations. 

I mean~ people write ~ooks filled with unsubstantiated ~ttacks against us. And even admit they have no evidence. But of course, it's your job to cover it. So of course that'~ 
! · going to raise questions in people's minds. 

But during the course:ofthis campaign, just as in my.two prior campaigns and in my other years of service. I have a lot of confidence that the American people can sort it all 
• 0~ 

KElLAR: Would you vote for someone that you don't trust? 

CLINTON: Well, they- people should and do trust me. And I have every confidence that that will be the outcome of this election. 
! 

I cannot decide what 'the attacks on me will be, no matter how unfounded. And I'm well aware of the fact that it's your job to raise those and .we' ll do our best to respond to 
' them. 

But !think what people talk to me about - and that's alii can go on- is the literally thousands of people that I've seen in the course of this campaign. They want to know wh< . 
I'm going to do for the economy, what I'm going to do for education, what I'm going to do for health care. And they trust me to have a plan and to be committed to carrying 

out that plan and they should, because I will. 

KElLAR: One of the issues that has eroded some trust that we've seen is the issue of your email practices while you were secretary of state. !think there's a lot of people 
· who don ' t understand what your thought process was on that. 

Can you tell me the story of how you decided to delete 33,000 emails and how that deletion was executed? 

CLINTON: Well, let's start from the beginning. Everything I did was permitted. There was no law. There was no regull!tion. There was nothing that did not give me the ful 
authority to decide ho~ I was going to communicate. Previous secretaries of state have said they did the same thing. And people across the government knew th.at I used on 

device - maybe it was because I am not the most technically capable person and wanted to make it as easy as possible. 

KElLAR: But you said they -that they did the same thing. that they used a personal server and -
I • 

KElLAR: -subpoena deleted emails from them? 

CLINTON: You know, you're starting with so many assumptions that are - I've never had a subpoena. There is- again, let's take a deep breath here. Everything 1 did was 
pe~itted by law and regulation. I had one device. When I mailed anybody in the government, it would go into the government system. 

Now I didn't have to tum over anything. I chose to tum over 55,000 pages because I wanted to go above and beyond what was expected of me because I knew the vast 
1 majority of everything that was official already was in the State Department system. 

And novJ !think it's kind of fun. People get a real-time behind-the-scenes look at what I was emailing about and what I was communicating about. · 

KElLAR: Wearing warm socks, you said to John Podesta. 

CLINTON: Exactly and- or, you know-

KElLAR: Working a fax machine-

CLINTON: -yes, a secure fax machine, which is harder to work than the regular. 

So yes, this is being blown up with no basis in law or in fact. That's fine. I get it. This is being. in effect, used by the Republicans in the Congress, OK. But! want people tc 
understand what the truth is. And the truth is everything I did was permitted and I went above and beyond what anybody could have expected in making sure that if the Stat• 

. Department didn't capture something. I made a real effort to get it to them. 

And I had no obligation to do any of that. So let's set the record straight. And those 55,000 pages, they will be released over the course of this year. People can, again, mak 
their own judgments. 

I know you say you were permitted. I just am trying to understand some of the thought process behind it. One former state attorney general, a Democrat, told CNN that the~ 
know of no lawyer who would advise someone, a client, facing the kind of scrutiny that you've been facing to wipe their server. 

I mean, what do you say to that? 

CLINTON: Well, what I say to that is turned over everything I was obligated to tum over. And then I moved on. People delete their personal ema.ils, their work-related 
emails, whatever emails they have on a regular basis. I turned over everything that_ I could imagine. 

· Now being- sitting in ;a meeting in the State Department, asking for iced tea, may not rise to the level of negotiating peace, but I went above and beyond. That's why there's 
55,000 pages of my emails. 

And so ! think people liave. an interesting time behind the scenes. And all I can tell you is that the law, the regulation did not in any way. stand in my way of being permitted t 
do what I did. And as I said, prior secretaries of state - I mean, Secretary Powell has admitted he did exactly the same thing. 
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Hillary Clinton Says She Didn•t Send or Receive 
Information Classified at the Time ALL INFORt,iAHON CONTAI~O 

HEREIN IS UNCLASSHTED 
DATE 01-09-2017 BY J76J18T80 NSICC 

Jul26, 2015 12:44 AM WEST 

The debate over whether some messages should have been classified has only 
become an .issue because of her desire for transparency, the candidate argues. 

I 

. ! 
' I 

by Jennifer Epstein 
'# jeneps 

Democratic presidential candidate Hill~ry Clinton said Saturday that she neither sent nor . 
I 

received materials considered classified at the time through the private e-mail account she 
I 

used while serving as secretary of state. 

·"I am confident that I nev~r sent nor received any information that was classified at the time 

it was sent at:ld received," she told r~porters in Winterset, Iowa, after news emerged this 

week that a federal watchdog had asked the FBI to review whether potentially classified 

material inHere-mails had been jeopardized during a State Department review of 

the messages ahead of public release. 
0 

"The facts ar~ pretty clear," she said, reiterating her campaign's message on Friday as news 

of the referral unfolded. 

-Forr:ner Secretary of State Hillary Clinton 

The current confusion, Clinton said, comes from disagreements between federal agencies 

about whether certain information should have been characterized as classified at the time. 
I . 

"What I think you're seeing here is a ve.ry typical kind of discussion-to some extent 
. I 

disagreement-among various parts 9f the government over wha~ should or should not be 

publicly released," she said. 

In a line of argument similar to the defense from the candidate and her husband, former 

President Bill Clinton, about some of the Clinton Foundation's controversial donors, Hillary 
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Clinton said .the debate over whether some messages should have been classified had only 

become an i$SUe because of her request that the State Department release here-mails in the 

interest of tr~nsparency. 

"If I just turned it over, we would not be having this conversation," she said. "But when I 
I . 

said, 'Hey, I 'o/ant it to be public,' it has to go through the FOIA [Freedom oflnformation Act] 

process. That's what's going on here. And I am going to continue to say that I want it to be 

niade public' as soon as it possibly can. And we will do whatever we can to try to get the 

process to m!ove along." 
' 

Clinton ducl{ed a question about whether the Justice Department should investigate the 

possible transmission of classified materials through unsecured channels. 

"They can fight over it or argue over it. That's up to them," she said, holding up her palms . . 

to the report~rs questioning her. "I can just tell you what the facts a.re. And there is nothing 

contradict~d in those facts by anything that anybody has said so far." 

A report from the federal watchdog said the office had found four e-mails out of a sample 

for 40 conta~ning classified intelligence community information that should have been · 

marked and handled at the secret level. 

Asked whether she knew what those four e-mails were, Clinton said, "I have no idea." 

Read more 

2016 

I 
I 

·' 

And Now for Something Completely Different 
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ALL INliURMATIOJ•J CONTAINED 
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By JOSH GERSTEIN I 08/10/15, 05:08 PM EDT 

Hillary Clinton's first official legal statement about her handling of her email records 
I 

was re~eased Monday, triggering ah immediate response from critics who said it failed 

to resdlve questions swirling around her use of a private email account and server while 
. ; 

she served as secretary of state from 2009 to 2013. 

The one-page declaration, signed "HR Clinton" and first reported by POLITICO on 

Saturday, was filed Monday afternoon in federal court in Washington in connection 

with a Freedom of Information Act lawsuit seeking records about the employment 
arrangements of one of Clinton's top aides, Huma Abedin. · 

"While~ I do not know what information may be 'responsive' for purposes of this law 
! 

suit, I have directed that all my emails on clintonemail.com in my custody, that were or 

potentially were federal records be provided to the Department of State, and on 

information and belief, this has been done," wrote Clinton, the leading candidate for 
the Democratic presidential nomination. 

Clinton also responded to a request from U.S. District Court Judge Emmet Sullivan for 
information about how Abedin and another top Clinton aide, Cheryl Mills, used 

I 

Clinton's personal email system. 

"Cheryl' Mills did hot have an account on clintonemail.com. Huma Abedin did have 
I 

such an: account, which was used at times for government business," Clip ton declared. 

Clinton~s declaration {posted here) did not add much to the sum totalof public 
' . 

knowledge about the use of her email server. However, the filing did highlight the fact 

that MilJs. and Abedin did not respond directly to Sullivan's request for similar 
information. Instead, they submitted letters from their attorneys describing efforts 

made to search fqr work-related emails and provide them to State and to a House 

committee investigating the Benghazi attack. 

The suit
1
that pro~pted Clinton's official statement was filed by the conservative group · 

Judicial Watch. In a court filing later Monday {posted here), Judicial Watc.h attC?rney 

Michael :sekesha complained that her submission didn't really advance the case. 

"Neither· the Court nor Plaintiff is any closer to knowing where responsive records may. 

exist," Bekesha wrote. "It is oft~e utmost importance that all federal records in the 

possession of Mrs. Clinton, Ms. Abedin, and Ms. Mills be returned to Defendant to 
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enabl~ Defendant to conduct a search reasonably calculated to uncover all responsive 

records." 

Bekesha also noted that Clinton's statement did not detail how her work-related emails 
• 

were selected for submission or by whom, nor did it say what had become of Abedin's 

clintonemail.com messages. 
I · • r 

Sulliva;n issued an order Friday instructing State to tell Clinton, Abedin and Mills to 

preserye any federal records in their possession. He has not formally ordered them to 

do so, apparently because they are not parties to the case. 

Clinto~'s declaration w~s dated Satur.day. A State Department spokesman said Monday 

that th~ text of the declaration was sent to the department on Friday, with a copy of the 

signed,statement arriving the following day. 

(W Follow @politico). 
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DECLARATION 

· I. Hillary Rodham Clinto~ declare under penalty of perjwy that the following is true and correct: 

1) While 1 do not know what information may be "re~ponsive" for purposes of this law suit. 

, I have directed that all my e-mails on clintonemail.com in my custody that were or 

potentially were federal records be provided to the Department of State, and on 

infortnation and belie(. this has been done. 

2) As a ~esult of my directive, approximately 55,000 pages of these e-mails were produced 

to the Department on December 5, 2014. 

~) Cheryl Mills did not have an account on clintonemail.com. Huma Abedin did have such 

! an account which was used at times for government business. 

±bz.~th. 
Hillary Rodham Clinton 

I 

Exe~uted on August r(, 2015. 
I 
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CM: You've been spending a lot of time in Iowa recently, making a lot of weekend trips. Tell me what 

a~e'wr>ndsrtbltalrt{6~h$11>trld-aee-dtzt~(9tibe-£t?Ciinton on August 14,2015. 
ALI.. INIDIWA'I'ION COf.T'rAINED: 

I 

HC: Open, cqmmitted, and beautiful. 
HEREIN IS UNCLASSIFIED 
DAT'E 01-09-2017 BY J76J18T80 NSICG ........................................ 

I 

CM: Plain and simple? 
. ' 

• 
HC: Yea, abs<;>lutely. 

CM: You mention your education policy. You introduced some policy regarding higher education 
affordability. ·A big discussion in Iowa right now are some recent vetoes of 56 million dollars that 
governor Branstad instituted for K-12 education. You've been critical of the governor's action. As you 
see it, what's!he messed up here? 

HC: Well I ha:ve been critical because I know how difficult it is for a legislature-one body controlled 
by republicans, the other body controlled by democrats-ever to reach a consensus, and in this case, 

on two very important issues to the people of Iowa-funding edu.cation and providing mental health 
services. The :legislature reached such an ·agreement and sent a bill to the governor to deal with both 
of those issues. Unfortunately, the governor vetoed them. 

And in partic~lar, the funding of education had been a big issue throughout this whole legislative 
session; I heard about it from the first trip I made to Iowa in April. And people were expecting if the 
legislature reached agreement, they could make plans. School districts were looking at what they 

needed to do with material, equipment, teacher salaries and contracts. And then when it was vetoed, 

that was a very unfortunate decision by the governor. Both because the legislature had believed and a 
I . 

lot of people had relied on their belief, that once they reached agreement, they would see this 
I 

through. I think it said a lot about some of the priorities and values that the Republican administration 
here in Iowa has. 

CM: You've talked a lot about pre-K, you've talked a lot about college affordability, there's a big gap in 
between those two time periods in a child's life that are pretty important. What needs to be done with 

K-12 funding, .whe'n we look at No Child Left Behind, which not very many people love, there's a lot of 
t • • 

debate over common core, What would a policy from you to get K-12 funding, K-12 education back on 
track? 

; . 

HC: Well, I think that the federal government has a couple of very important roles to play. First, with 
special educat,ion, which is an inCreasing part of the. budget of a lot of school districts. When special ed 
became the law of the land and children with disabilities were to be mainstreamed into classrooms, 
the federal government promised to pick up 40% of the cost. So far as I remember, the Feds have 

picked up no more than 17 or 18 % of the cost. I have as a senator, I would as a president, work to get 
that number up. We made~ commitment which we have never ftJifilled. 

I 

i 

·Secondly, I think the federal governme·nt has an important role in trying to help low-income students 
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do better, help poor districts be more competitive, and that was the original idea behind the 

elementary s~condary education act back in the 1960s, that there would be money from the fed 

government that would provide more equity, I think we've kinda gotten off track on that. And there 

are, in many places in the country, and even in a few places in Iowa, urban and rural districts that are 

unable to really meet the many needs that their kids bring to school. And then finally, I'm a big believer" 

in looking at ~hat works, and we have reams of educational research, but instead.of really zeroing in 

about what is it we should do in partnership, the federal, state, local governments and school districts 

working with families and parents anc~ communities, for the betterment of a student's education, we 

kind of go from fad to fad and I think we ought to take a hard look about what works and there should 

be incentives' for doing what more of what works and let's stop some of these faddish ideas of the 
' . 

moment that" don't really hold up under scrutiny. 

. . 

CM: Another: big topic in ~he state, moving a little bit to environmental issues, there's a company that 

wants to build a crude oil pipeline from the Bakken Shale in North Dakota through Iowa. Of course 

there's the Keystone XL Pipeline which you've said you're not weighing in on at this point. We're in a 

state, you pull the lens back, we're in a state that almost 30% of its energy comes from wind, the Iowa 
I . 

Corn Growers Association says almost 50% of the corn grown here goes to ethanol. Does it make 

sense to be b~ilding more oil pipelines when you and many other Democrats talk about moving more 

to clean ener~? 
: 
I 

HC: I think that's one of the questions we should be debating in this campaign, because I want to see 

us put our re~ources and our political will behind clean renewable energy. And every time we deviate 

. from that, we, fall behind in what we're capable of doing. I support the president's Clean Power Plan 

and I would like to see us begin a transition away from fossil fuels. Now, the specifics of that are 

important, because some parts of the country are better able to ll_lake that transition than others. 

I would argue Iowa is better positioned to make .that transition. You're at 30% on wind, you're 

beginning to do more investments in advanced biofuels for a num:ber of advanced power uses. When I 

visited the new bus station in Des Moines, you're using solar. And you're also getting economic benefit 

because you'r:-e using old factories and plants to manufacture turbines and other technology that can 

be used for dean energy. So I would like to say, as president, to every state, "Let's have a clean energy 

plan, don't be' siting pipelines, don't be siting anything having to do with coal or fossil fuel, until you've 
really looked :at both the economic and the environmental necessity:' 

l 

CM: So you're not saying, "No new pipelines:'? 

HC: I'm not s~ying 'No; but I'm saying my heavy bias is in favor of moving away from fossil fuels, 

however they are delivered. I mean, if it's not a pipeline, it's going to be railroad cars or it's gonna be 

trucks, and so it's not like the pipeline's the only way it can be delivered. And we should ask the bigger 

question, "How can we move more quickly to a clean energy future?" i . . 

CM: Your biggest opponent in this race right now is Bernie Sanders. He's gone after you on a couple 
issues, trade, ·Keystone XL Pipeline, just to name a couple. When do you start taking him out? 

3 of ll 
HRC-.8140 

8i3 Ji2Ul 5 6:52PM 



Hiitary Clinton On Ema.il Controversy, Education and Clean Energy I I... http://iowapublicradio.orglpost/hillary-clinton-ernail-controversy-educ ... 

HC: I think ifs great that we're having such a vigorous democratic primary, and I think what we're 
talking about' and the issues that we're focused on are so different than what's being talked about on 
the other sid~. So I'm now really concerned about the Republican debate. I mean, you could watch that 
debate the other night, 17 candidates all together for four hours. You didn't hear much about college 

I . 

affordability 9r debt, you didn't hear much about what we were going to do to get incomes rising again, 
because they· only have one solution-cut taxes on the wealthy and get out of the way of corporations 
-which doesn't work. So I'm ·really focused on laying out my policies and explaining them and drawing 
the contrast with' Republicans. 

I 

CM: At the Selme time too, this is a swing state, you're going to have to excite voters for, what, another 
16 months h~re. I've talked to some Iowans, some Democrats who have said that they're not excited 
to caucus, or that they've said that they've signed up to volunteer for you but they're saying, "Eh, I'm 
not going to do it right now:· Some people have talked to me about trust issues because of the email 

fiasco. How do you keep people en~aged? 

• • 0 

HC: Well first, let me say on trust, I don't like reading that obviously. But I am absolutely confident that 
by the time t~e ·caucuses roll around on February 1st, Democratic and Independent voters here in 

· Iowa are going to know that, when it comes to fighting for them, standing up for them and their 
families,bein~ on the front lines on the issues that matter to them economically, especially how to get 
incomes rising, that I'm the person who, is not only on their side, but can actually deliver results. 
Y'know, we're in the middle of August, there's a lot of other things to do besides get really revved up 
about politics; but we have an enormous volunteer base, I get reports every day of the number of 
people signing up, they're making phone calls, they're canvassing, they're hosting organizing parties. 

We have a dedicated supporter in every precinct in Iowa. Look, anecdotal evidence doesn't really cut 
it with me; I want to know what the data shows, what the facts are, and the facts are pretty clear that 

we're buildin~ a really strong organization in Iowa that I think is going to do really well on Febr:uary 
1st. · 

I 

CM: Is there another shoe to drop with the email fiasco? 

HC: No, no, lobk, I understand why people are confused about this, it's a very confusing issue. I think 
there's just a touple things that people need to know, which is, I did what other secretaries of state 

have done. I ~as permitted to and used a personal email and, obviously in retrospect, given all the 
concerns that ,have been raised, it would have been probably smarter not to. But I never sent nor 
received any· Classified email, nothing marked "Classified:' And I think this will all sort itself out. And in 

a way, it's kinq of a interesti.lig insight into how the government operates. Because if I had not asked 
for my emails all to be made public, none of this would have been in the public arena. But I want 

I 

people to kno~ what we did, I'm proud of the four years I was Secretary of State. So I know this is all 
just going to vJork itself out as we go forward . 

. 
CM: Another t:>ig issue in the state seems to be almost every year, a minimum wage bill comes up in 

the state house. Senator Sanders supports a 15 dollar an hour wage. These bills come up year after 
year, they don;t go anywhere. You've discussed the value of cities and states setting it, what should the 
federal standa;rd be for the minimum wage? 
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' Clinton's campaign previously said the candidate deleted emails she considered personal in the course of 
. reviewing heremails to turn over to the State Department. Clinton's attorney, David Kendall, wrote in a March 
letter to to the House Select Committee on Benghazi that "there are no hdr22@clintonemail.com emails from 
Secretary of State Clinton's tenure on the server for any review, even if such a review were appropriate or 
legally auth9rized." It's not clear from Kendall's letter ~hen those emails were deleted, although he wrote that 
Clinton had·requested the private email account, which was no longer active, be set to retain·only the last60 
days of mes~ages. 

Clinton emphasized her campaign's cooperation with federal agencies amid the email fracas, reiterating that the 
server alrea~y had been handed over to the FBi. 

"They can do whatever they want to with the server to figure out what's there and what's not there," she said. 
I 

"That's for the people investigating it to try t~ figure out. But we turned over everything that was work related. 
Every single lthing." 

In responding to Henry's questions, the former secretary of state also argued that questions about the handling of 
sensitive information in connection with her email account would have been raised even if she'd used a 
government, rather than a private, address. She cast the inquiries into her private email account as a 
disagreement' between the State Department and other agencies over whether certain information should be 
marked class(fied in retrospect. 

"That has nothmg to do with me,:• she insisted. 

Clinton walked away from the podium after the exchange with Henry. A reporter shouted after her "is this an 
indication that this issue isn't going to go away?" 

. ' 

"Nobody talk~ to me about it other than you guys, II she responded. 

Watch below ~ia Real Clear Politics: 
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I 
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Aug. 25 

Aug. 24: 

Aug. 21 1 

Aug.20 
l 

Aug.19; 
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Politics Ne~sletter: 1 Sign Up I 
Follow Us : 
Political News, Now . 

. 4:47pm ET 
· By ~aggie Habennan 

I 

~illary Clinton Takes 'Responsibility' 
for Email Use, Saying It 'Wasn't the 
Best Choice' 

i 
4:47pm ET 

Maggie Habennan 

! Hillary Rodham ·clinton said Wednesday that she understood why people · 

had questions about her decision to use only private email while she was 

secretary of state and that she took responsibility for that decision, a shift from 
I 

·' 

HRC-.8143 
911 /2015 10:03 PM 



,. 
Hiliary Clinton Takes ·~esponsibility' for Email Use, Saying It ' Wasn't t... http://www.nytimes.com/politics/first-draft/2015/08/26/hillary-clinton ... 

2 of 18 · 

her .past remarks about an issue that has dogged her since shortly before she 

began her presidential campaign. · 

·. Her remarks, made during a campaign stop in Iowa, came as Mrs. Clinton 

has.faced growing criticism for making light of her email use, which Democrats 

fear has become an albatross on her hopes of winning the White House. "What, 

like: with a cloth or something?" she said to a Fox News reporter last week who 

had asked whether she had "wiped," or erased, her email server before turning it 
I . 

over to the F.B.I. recently. 

: "I know people have raised questions about my email use as secretary of 

state, and! understand why," Mrs. Clinton said Wednesday. "I .get it. So here'~ 

wh~t I ~ant the American people· to know: My use of personal email was allowed 
I 

by ~he State Department. It clearly wasn't the best choice. I should've used ~wo 

emC;lils: one personal, one for work." 

. She added: "I take responsibility for that decision, and I want to be as 

tral?-span!nt as possible, which is why I turned over 55,000 pages, why I've 

tu~Ved over my server, why I've agreed to - in fact, been asking tQ - and 
. : 

hav:e finally gotten a date to testify b~fore a congressional committee in 

October." 

: "I'm confident that this process will prove that I never sent, nor received, 

an:i email th.at wa:s marked classified," she said. 

j The inspector general for the·nation's intelligence agencies found that four . . 

emails out of a random sample of 40 of the tens of thousands on her server 

. contained information that was classified, although it wasn't marked that way at 

the: time. 

, Mrs. Clinton's team has pointed to the subjective nature of the classification 

rul~s used by different federal agencies. Nonetheless, the t~pic has been a drag . 
. ,, 

on her ratings in some polls. 

: She added that she was "going to keep talking about what the American 
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I . 

people talk to me ~bout, what's on their minds, and to lay out my phms for what 

I w6uld do as president to make the economy work for everybody, to 
' 

make college affordable, to get the cost of drugs down, to get equal pay for equal 

worl< for women, and the whole suite of issues that I think are really at the core 

of t~is presidential campaign." 

Fin(/. outwhat you need to know about the 2016 presidential race today, ci.nd get 
I . 

politics news updates via Facebook, Twitter and the First Draft newsletter. 

More Post$ 
10:21 pm ET 

By ~ick Corasaniti 

i . . 

Hillary Clinton Speaks .About 
Farming, and Much More, in Iowa 

10:21 pm ET 
By Nick Corasaniti 

I 
\ 
I . 

~ SIOUX CI'IY, Iowa- It was a speech intended to introduce her pl~n to help 

rural America in one of the most agricultural parts of Iowa. But the framing that 

Hillary Rodham Clinton took to lay out her plan here drew the agricultural world 

into the broader messages of her campaign, touching on everything from .· 

im$,igration·to drug addiction. 

: "We have more than 40 million Americans living in small towns in rural 

America," Mrs: Clinton told the crowd of more than 275, packed into a tiny 

meeting room at Morningside College on Wednesday afternoon. "You don't 
I . 

ignore that, you figure out what we're going to do to grow together," she said . . 
! . . • . 

! Growing together was a central theme: She said that creating more clean 

energy would be a boon to agriculture, that expanded broadband and Internet 

acc~ss would help rural communities, that comprehensive i~migration reform 

woljlld help stabilize the agricultural work force, and that a growing agriculture 
. . 

sector would help combat the drug dependency and addiction plaguing the 

country. 
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FBI steps up interviews in Clinton email probe 
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Questions focus on whether State officials improperly sent classified material. 

By RACH.AEL BADE 111/10/15 05:14AM EST 

Democratic presidential candidate HillaryCiinton listens to a question at town hall meeting in New 
Hampshir~ . 1 AP Photo 

http://www~politico.com/story/20 15/11/hillary-clinton-email-tbi-probe-215630 
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I 

Even as Hillary Clinton tries to put questions about her private email server behind her, the 
I 

FBI .has stepped up inquiries into the security of the former secretary of state's horne-made 

email system and how aides communicated over email, POLITICO has learned. 

The FBI'~ recent moves suggest that its inquiry could have evolved from the preliminary 

fact-finding stage that the agency launches when it receives a credible referral, according to 

former FBI and Justice Department officials interviewed by POLITICO. 

"This so~nds to me like it's more than a preliminary inquiry; it sourids like a full-blown 

investigation," said Torn Fuentes, former assistant director of the FBI. "When you have this 

amount qf resources going into it .... I think it's at the investigative level." 

The FBI declined to respond to questions about the scope of its ongoing work. 

But POLI.TICO learned that around early October, the FBI requested documents from a 

company involved in the server arrangement after Clinton left State. It also interviewed a 

former high-ranking policy official at State about the contents·bf top Clinton aides' ernails. 

The official, who spoke to POLITICO on condition of anonymity, said the questions explored 

whether anyone at State was concerned about classified information being put at risk by 

communicating via email. The source did not know of any such concerns. 

-. . -· - . -~ -.!-- . 

2016 

For debate, Fox Business aims to be the anti-C NBC 
. By HADAS GOLD 

Confirmation of the interview and document requests is the first public indication that the 

agency is moving ahead with its inquiry - .and possibly expanding it. 

The former State official interviewed by the FBI, for example, had little to do with the 

Clinton server set-up or any approval process allowing her to use personal email for work­

suggesting the FBI's initial.inquiry about the actual physical security of Clinton's horne­

made senJer now also includes looking at the content of messages shared by staff. 

Former FBI and Justice officials familiar with the investigative procedures on such matters 

said the a~ency must determine two main things: whether the use of an outside email 
I 

http://www.politico.com/story/2015/11/hillary-clinton-email-tbi-probe-215630 · 
I ' 
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system posed any risks to national security ~ecrets and, if so, whether anyone was 

responsible for exposing classified information. 

Page 3 of5 

FBI Director James Corney acknowledged in October that his agency was probing the server 

matter g~nerally and believed it had the resources to look into the issues, though he didn't 

give spe<?ifics. 

Over the; summer, the Department of Justice said it received a referral from the Intelligence 

Community Inspector General about potentially exposed classified information on Clinton's 

home-made email server. The referral, Justice said at the time, was not criminal in nature 

but focused on the counterintelligence law governing national security secrets. 

The matt;er at the time was considered a "preliminary" inquiry. 

Clinton's: campaign and lawyers have said they are cooperating, turning over her server and 

a thumb drive backup of her messages to the FBI. They've also said they're encouraging 
I 

everyone: who worked on the server issue to do the same. Platte River Networks, the Denver-

based company that housed her server since she left State in 2013, for example, has said it's 

cooperating; so has Datto, another tech company that provided a cloud backup of Clinton's 

message~. 

But exactly who they're talking to at the staff level has been unclear. For example: Cheryl 

Mills, Cli~ton's former chief of staff at State and lawyer who helped determine which of her 

emails w~re personal and work related, wouldn't say in a recent Washington Post interview 

whether ~he had been contacted due to confidentiality surrounding the FBI's work. 

The FBI ultimately decides whether to take a preliminary inquiry to a full-fledged 

investigation- and if it does so, it is under no obligation to say so publicly. The 

classifica~ion level of any compromised information "may be a factor in qetermining 

whether an .FBI investigation is warranted," reads an overview of FBI procedures. 

Sanders: I'll go further than Obama on immigration orders 
By SEUNG MIN KIM 

·In its review of Clinton's emails, the State Department has classified. more than 400 

messages so far - materials that would not therefore be allowed on a homemade email 

system, although Clinton has said that none of them were marked classified at the time she 

or her staff received or sent them. 
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POLITICO reported on Friday that some of the original messages that triggered the referral 

-a coup~e messages the ICIG said were "top secret," the most sensitive national security 

material :...._ were no longer considered that protected. 

Sources told POLITICO this week that as of a month ago, the Justice Department had not 

determined how to proceed with Bryan Pagliano, Clinton's top IT expert who oversaw her 

server bt1;t took the Fifth and refused to answer questions when subpoenaed by. Congress 

earlier this year. 

Republican lawmakers have weighed an immunity agreement for Pagliano, which would bar 

him from prosecution and allow him to talk about what he knew of the server: who approved 

it, why and the security surrounding the system. 

His lawyer, reached Thursday, would not confirm whether ·he's even been contacted by the 

FBI. 

The agen~y has asked for documents from Tania Neild, the New York-based technology 

broker fo~ millionaires, who put the Clintons in touch with Platte River Networks. 

Neild confirmed the FBI request in an interview with POLITICO, saying the agency asked 

her to appear with written documents relating to the advice she gave to her client about 

negotiatiri.g with Platte River. Her company, InfoGrate, acts as a middle man betwe~n high­

worth individuals and companies that oversee their personal technologies, such as emails. 

Neild op~rates under a confidentiality agreement with all her clients. She said the 

nondisclqsure arrangement precluded her from cooperating with the Senate Homeland 

Security Committee, which is also investigating the server issue and reached out to her for 

an interview. But the FBI notice, she said, trumped her confidentiality agreement. 

Her lawy~r would not confirm any contact they may or may not have had with the 

Department of Justice or the FBI. 

"What we. did receive were inquiries from [the Senate Homeland Committee] that are 

looking into various things," said Ron Safer, of Chicago's Schiff Hardin. "And whether we · 

have had ~ommunications with anybody else, I really can't say at this point." 

Due to secrecy surrounding any FBI investigation, it is impossible to know exactly where the 
I 

FBI stands. And since the issue involves the 2016 Democratic front-runner, the work is even 

more sensitive. 

http://www. politico.com/story /2015111 /hillary -clinton-email-fbi -probe-215630 
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! 

Ron Ho~ko, former assistant director of the FBI's Criminal Investigation Division, said 

Justice is likely worried about issuing formal legal notices "because they know it will get out, 
I 

and then you're talking about a grand jury investigation." But he said it's "not uncommon" 

for com~anies to require subpoenas, court orders or other legal notices to cooperate to save 

their corporate reputation, which could otherwise be jeopardized for sharing personal 

information. 

"I am sure there is hand-wringing and gnashing of teeth across the street at the Hoover 
I 

Building'because you're going to have people saying 'I don't want to produce X documents. . . 

Give me a piece of paper that covers me.' And that's where push is going to come to shove," 
' 

Hoskos~id. 

. ..L 

/ ' 
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1:.LL FBI HlTORMATIGN COHTAIHED 
HEREIN IS UNCLASSHIE8 
CATE 01-10-2017 EY ,i/6Jl8'f80 H"SICG -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/28/2015 

On September I, 2015, Special Agen~ ~eceived 2 DVDs titled "For Classification 
Review by CIA 9/1/15" from the FBI Operational Technology Division (OTD). The contents of the DVD 
are of an unknown classification, thus the DVD is to be handled as Top Secret//Compartmented 
information. 

1 DVD is enclosed in alA 
1 DVD will be provided to the Central Intelligence Agency (CIA) with an accompanying Classification 
Review and Determination Request. 

Investigation on 08/28/2015 at Wa~hington, DC 

File#~ ~OCA - 2.. Date dictated N/A 

By~ I 
This document contains neither recommendations nor conclusions of the FBI. It is the propeny of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 0812812015 

On September 1, 2015, Special Agen~ ~eceived 2 DVDs titled "For Classification 
Review by CIA 9/1/15-Blumenthal" from the FBI Operational Technology Division (OTD). The contents 
of the DVD are of an unknown classification, thus the DVD is to be handled as Top 
Secret/ /Compartmented information. 

1 DVD is enclosed in a IA 
I DVD will be provided to the Central Intelligence Agency (CIA) with an accompanying Classification 
Review and Determination Request. 

Investigation on 08/2812015 at ____ ~w~~~hwin~~~own~.D~C~-----------------------------------
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On September 21, 2015, at approximately 12:50 PM, Special Agent~ land 
L.-------..... lprovided Michael DeLeon, Chief Counterespionage Group Counterintelligence 
Center, Central Intelligence Agency (CIA), with a package containing an LHM titled Classification 
Review and Detennination Request, as well as 2 DVDs titled "For Classification Review by CIA 9/1115'' 
and "For Classification Review by CIA 9/1/15-Blumenthal." 

A copy ofthe LHM is enclosed in an accompanying lA. A copy of the DVD's provided tor--___, 
DeLeon were previously submitted to the file and are maintained in a separate lAs associated withl I ~OCA . L.-.--......1 
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File# _j_L _____ f-l O~C~A~-=-IJ..__ _________ Date dictated _...JN'-!.!/L!A.__ __________________________ _ 

By SAl 
~L _____________ r-----~-------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08128/2015 

received 2 DVDs titled I 
~~----~----~~----~--------------------~----------------~------------------------~fromfueF~B~I ~O~p-e-ra~t-io_n_arl~ 
Technology Division (OTD). The DVD is labeled U//FOUO. 

Both DVDs are enclosed in alA. 

Investigation on 08/28/2:~C _:_t ~--W-as-h-in-gt-on, DC 

File# J'-------J~ Date dictated __ N,_,_/,_A"------------------

BySL_ ______ ~r----------------------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents aie not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 10126/2015 

On October 26, 2015, Special Agentsl lan~ l provided the U.S. 
Department of Justice (DOJ) with a package containing an LHM titled Classification Review and 
Determination Request, as well as a DVDs titled "For Classification Review by DOJ 10/6/15." 

The package was delivered to the attention of Glenn Bensley, Special Security Cented ·1 
!U.S. Department of Justice, 950 Pennsylvania Ave, Washington, D.C. where it was accepted by 

I 
A copy of the LHM, DVD and Document Receipt provided by DOJ is enclosed in. an 

accompanying lA. 

Investigation on l 012612015 

/DoJ -I ----~l. 
I .,.......!::1 =====:::::!.....1 
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I 
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I 
I 
L _______ _ 

···-, 

at ____ w~as~h~in~ro~on~,~n~c~---------------------------------

File# _Jr:L----....J~t;;O;:;;C;:;A~-,--"J _________ Date dictated -~N,_,/""'A,__ ____________________________ _ 

~L-------~1--~---------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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DE:CLASSIFIE'D EY: HSICG C66"rt4f;Ell 
ON 10-2£-2017 

Precedence: ROUTINE Date: 10/26/2015 

To: CD-4, Counterespionage Section 

From: CD-4 

Contact: SA 
~----------------------------------~ 

Approved By: 

Drafted By: 

Case ID I: (U) OCA - JO 
~------------~ 

m:t Title: ~ /~ MIDYEAR EXAM 

Synopsis: (U) To document the submission of a FD-340 to the lA 
sub-file of the captioned case file. 

Details: (U//FOYO) This communication servers to document the 
submission of a FD-340 (lA), as referenced in Serial 9 of the 
captioned case file . 
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Jl.LL FBI IHFOR11.ATION' CON'TAINED 

HEREIN IS UNCLASSifiEC 
DATE 01-10-2017 BY J76JHI'l'SO NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I 0/3012015 

On October 27, 2015, Special Agents! Iandi !provided the U.S. 
Department of Homeland Security (DHS) with a package containing an LHM titled Classification Review 
and Determination Request, as well as a DVD titled "For Classification Review by DHS 10/6/15." The 
package was delivered to I I office oflntelligence and Analysis, 3801 Nebraska Ave NW, 
Washington, D.C. 

Also on October 27, 2015, Special Age:ntJ lm~ I provided the 
National Security Agency (NSA) with a package containing an LHM titled Classification Review and 
Determination Request, as well as a DVD titled "For Classification Review by NSA 10/6/15 ." The 
package was delivered tol !Office of the General Counsel, National Security Agency, Fort 
Meade,MD. . 

A copy of the respective LHMs and DVDs are enclosed in an accompanying 1 A. 
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Investigation on 10127/2015 at Washington. DC 

File# I locA ... \\ Date dictated NIA 

~ ~ 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription I0/30120i5 

On Octobr?: ?DIS:· •Jcroximately 9:50am, Special Agents! Iandi I 
provide~fthe United States Secret Service (USSS) with a package containing ~titled ClasSI ~cabonev,ew and Detennination Request, as well as a DVDs titled "For 

Classification Review by USSS 10/6/15." 

A copy of the LHM and DVD provided tqa.... _ ___.~s enclosed in an accompanying·lA. 

Investigation on I 0/30/2015 at ____ ~w~~~·h~in~~~o~nw.D~C~-----------------------------------

File # ~L _____ J-l O~C~A!:!._-_..:.\ _"1-___ _____ Date dictated ___ N'""/..,_A,__ _________________________ _ 

By ~1 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription ll /3/2015 

r------, On November 3, 2015, Special Agent~ ~dl lprovidedl 
~...-.....,.._,lofthe Department of Energy (DOE) with a package containing an LHM titled Classificatio._n __ _, 
Review and Determination Request, as well as a DVDs titled "For ~lassification Review by DOE." 

A copy of the LHM is enclosed in an accompanying 1 A. A copy of the DVD provided tcl 
were previously submitted to the file and are maintained in a separate 1 As associated withl I I .....__ ....... 

tJ . 

Investigation on ll/3120! 5 at ____ ~w~~~h~in~~~o~n,~D~C~-----------------------------------

File # ~L _________ J~ro~c~A~---'..:=:3:...._ _____ Date dictated __ _.N'""/_,_,A,__ __________________________ _ 

~L----------~r----------------------
This document contains neither recommendations nor conclusions of the FBI. ll is the property of the FB I and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1110212015 

On October 28. 2015. Federal Bureau oflnvestigation (FBI) Special Agents (SA)I 
r---....,land I ~rovided the National Security Council (NSC) with a.._p_a-ck_a_g_e ...... 
containing an LHM titled Classification Review and Determination Re9uest as well as a DVD titled "For 
Classification Review by NSC 10/6/15." The package was delivered t<l_ lin the vicinity of 
17th and Pennsylvania A venue NW, Washington, DC 20220. · 

A copy ofthe respective LHM and DVD are enclosed in an accompanying lA. 

Investigation on 10/28/2015 at 

File# ~ ~OCA - l''\ 

By~ ~ 

----------~ 

F I \ 
\ w,r. I 

I 
! 

~--------------------~----~\ 
! 

\ 

t ____ -~-------------__1 
Washington. DC 

Date dicred NIA I,, (t.\ Z.c>t.,.... 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 11/02120 IS 

.--------Qn actober28. 2015. Fede~l Bureau of Investigation (FBI) Special Agents (SAl I 
L______jand provided the U.S. Department of Treasury (DOT) with a package 

containing an LHM titled Classification Review and Determination Request, as well as a DVD titled "For 
Classification Review by Treasury 1 0/6/15." The package was delivered to I Jocated outside 
of the DOT at 1500 Pennsylvania Avenue NW, Washington, DC 20220. 

A copy of the respective LHM and DVD are enclosed in an accompanying lA. 

Investigation on 10/28/201~ at Washing!on, DC 

FHeJ ~A ~aS oTdiered . NIA 
I 

I =\'+( 21/l.'J./ By S 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 11/0212015 

r--_ ___,On October 26,2015, Federal Bureau of Investigation (FBI) Special Agent (SAj I 
L...:::-:--~lprovided the Drug Enforcement Administration (DEA) with a package containing an LHM titled 
Classification Review and Determination Request, as well as a DVD titled "For Classification Review by 
DEA 10/6/15." The package was delivered t~ !Assistant General Counsel, DEA, 700 Army 
Navy Drive, Arlington, Virginia 22202. 

A copy of the respective LHM and DVD are enclosed in an accompanying lA. 
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Investigation on 10/26/2015 at __ W.!.!...!:as"-'h.!..!.!in...,gt""'on,_,_,-"'D""C'------------ - ------------

File # J;i====---..d~E;- O~CAu.....---=.l....s;\.-;__ ______ Date dictated _ _,Nc:.~f.....,_ _ ________________ _ 

Bys1L_ ____ ~l------------------~----------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription ll/03/2015 

~n November 3, 2015, Federal Bureau of Investigation (FBI) Special Agent (SAJ I 
L___jprovided the National Reconnaissance Office (NRO) with a package containing an LHM titled 
Classification Review and Determination Request, as well as a DVD titled "For Classification Review by 
NRO 10/6/15." The package was delivered tol INRO detailee, at the J. Edgar Hoover 

· building located at 935 Pennsylvania Avenue NW, Washington, DC 20004. 

A copy of the respective LHM and DVD are enclosed in an accompanying I A. 

Investigation on 11/03/2015 ~----~w~~~hwin~~~own~.D~C~-----------------------------------------

File# ;::j!:=====!:b O~CA........_-__ l,;_]........_ _______ Date dictated __ ~N..,./""'A,__ _________________________ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 11/0312015 

~n November 3, 2015, Federal Bureau of Investigation (FBI) Special Agent (SAj I 
L__jprovided the United States Department of State (USDS) with a package containing an LHM titled 
Classification Review and Determination Request. as well as a DVD titled "For Classification Review by 
USDS 10/6/15." The package was delivered t~ !BI detailee to USDS, at the J. Edgar 
Hoover building located at 935 Pennsylvania Avenue NW, ashington, DC 20004. . 

A copy of the respective LHM and DVD are enclosed in an accompanying 1 A. 

Investigation on 1110312015 at __ _,_,W_,as=h=in'Ogt=o=n,_,D=C,__ __________________ _ 

File# j~r-1.. ------------------....,..I~E:::O:;C~A~-~\....;~;__ ____ Date dictated _ _,NC!!/-'-'A'-----------------

By~ ~1-------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its C(_>ntents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 11/06/2015 

,---~On lj=mbs:l: 6. 2015. F~l Bureau oflnvestigation (FBI) Special Agents (SAs i I 
I lane\ )provided the National Geospatial Agency (NGA) with a package · 
containing an LHM titled Classification Review and Determination Req,uest, as well as a DVD titled "For 
Classification Review by NGA 10/6/15." The package was delivered t~ !Assistant 
General Counsel, NGA located at 7500 Geoint Drive, Springfield, Virginia 22150. 

A copy of the respective LHM and DVD are enclosed in an accompanying lA 

······---- ... , 

II..__ ______ ____. 

Investigation on 11/06/2015 at Washington. DC 

File# J ~r-~ Date dictated N/A 

By~ rc,fupotv" 
This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription ll/04/2015 

On November 4, 2015, Special Agents! ;, ~rovided and Chief of 
Intelligence Douglas W. Pool and Deputy Chief Counsell ~f the Drug Enforcement 
Administration (DEA} with a Jl3£kage containing II emails an~ or I!"ge ssadsheet for classification 
review by DEA. sAj !previously provided a DVD t . ch electronically 
contained the 11 emails and spreadsheet provided by SA lan Hard copies of the emails 
and spreadsheet were provided after DEA indicated they did not have computer systems that were 
equipped for handling the DVD at the requested Top Secret/SCI level. 

, .. - - . - - -.... -·- - . --
... ----, 

I 

L __ -··- --

Investigation on ll/04/2015 at ____ w~~~h~in~m~on~·~D~C~---------------------------------

File# ~~~=====~~~O:C:A: ___ '2..o _______ Date dictated _ _.Ni.!j/~A.___ __________________________ _ 

~L--------------~~----------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 11/02/2015 

,---___,;;On Qctaher 27 2015 federfl Bureau oflnvestigation (FBI) Special Agents (SA~ I 
L...--~landl _provided the U.S. Department of Defense (DOD) with a package 
containing an LHM titled Classification Review and Determination Request, as well as a DVD titled "For 
Classification Review by DOD 10/6/15.'' The package was delivered to Mark Herrington, Office of 
General Counsel, DOD, located at 1235 S. Clark Street, Arlington, Virginia 22202. 

Also on October 27, 2015, FBI SAsl lan~ !provided the 
National Aeronautics and Space Administration (NASA) with a package containing an LHM titled 
Classification Review and Determination Request, as well as a DVD titled "For Classification Review by 
NASA 10/6/15." The package was delivered to Arthur Payton, NASA, located at 300 E Street SW, 
Washington, DC 20546. 

A copy of the respective LHMs and DVDs are enclosed in an accompanying lA. 

,.. . ·- . ·- --· ----- ·- --· -· -· 
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l ______ ·-----· ---

Investigation on 10/27/2015 at __ W=as,..h....,in~gt~on""'-"D""'C'---------------------

F8iyleS# .-_j'-

1
._ ___________________ -:~s:!.!or~~A ___ ""L_l ____ .....,.,:D~ate dictated _ _.N..,./....,A,__ ______________ _ 

Ml ~ l~(lJ{t01'1/ 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBJ and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 
Eleotronlo Communloatlon 

Title: (U//~) Submits to file copies of DVDs 
submitted to DOD and NASA for 
classification review 

Date: 11/16/2015 

From: WASHINGTON FIELD 
WF-CI13 

Contact:~~----------------------------------~ 
Approved By: SSA ~~--------------___. 

Drafted By: ~~--------------------:-~~. 
I I -'1.~ 

iU:1 Case :ID #:~ ______ ___.OCA ~MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~l This communication submits to file copies of the 
DVDs submitted to DOD and NASA for Classification Review and 
Determination. 

Reference·:L.I ______________ _.~OCA Serial 21 

Enclosure(s): Enclosed are the following items: 
1. ~~~) Classification Review and Determination Request delivered 
to DOD and NASA 

Details: 

C"~'f~) This communication submits to the file copies of the 
DVDs submitted to DOD and NASA for classification review and 
determination. The delivery of the DVDs was documented in the 
referenced serial. 
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Title: (U//~ Submits to file copies of DVDs submitted to DOD and 
NASA for classification review 

Re: I ~OCA, 11/16/2015 
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;..LL FBI mFDRli.ATION' CON'TAINED 

HEREIN IS UNCLASSifiEC 
DATE 01-10-2017 BY J7tiJ18'1'80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1115/21 06 

On January 15, 20I6, Federal Bureau of Investigation (FBI) Special Agent (SAJ I 
received two (2) copies of the following DVD's from the Operational Technology Division. The disks are of an 
unknown classification and are to be handled as TS//SCI One (I) copy of each DVD marked "For Case File" is 
maintained in a lA. The other copy of each DVD will be distributed to the corresponding USIC partner for a 
classification review and thereafter documented appropriately in this case/sub file: 

"For Classification Review by NSA l/8116 DISC 1" 

"For Classification Review by DOE 1/14/16 DISC 2" 

"For Classification Review by TREAUSRY I/14/16 DISC 2" 

"For Classification Review by NRO 1/8116 DISC 1" 

"Fpr Classification Review by NSC 1/8/16 DISC I" 
"For Classification Review by NSC 1/14/16 DISC 2" 

"For Classification Review by DOD 1/8/16 DISC 1" 
"For Classification Review by DOD l/14116 DISC 2" 

"For Classification Review by USDS 1/8/16 DISC l" 
"For Classification Review by USDS l/I4/16 DISC 2" 

"For Classification Review by CIA l/8/16 DISC 1" 
"For Classification Review by CIA 1/14/16 DISC 2" 

"For Classification Review by NGA 1/8/16 DISC I" 

"For Classification Review by FBI 1/14116 DISC 2" 

"For Classification Review byDHS l/14/16 DISC 2" 

"For Classification Review by USSS 1/14/16 DISC 2" 

"For Classification Review by MDA 1/8/16 DISC I" 

"For Classification Review by NATO 1/14116 DISC 2" 

Investigation on 10/2612015 at Washin~on, DC 

File# j 1-0CA ., 1.-~ Date dictated 

By s~ I 
NIA 

1'his document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1/2\/2016 

On Jan-: 21 . 20 16, Federal Bureau oflnvestigation (F B 1) Special Agents (SA~ I 
andl lprovided the following individuals/agencies a package containing an LHM titled 
Supplemental C:sification Review and Determination Request, as well a DVD(s) containing documents 
for review. 

9:50am:IL-___ __.IFBI Detaille to Department of State (DoS), Diplomatic Security (OS), at FBI 
Headquarters. 

"For Classification Review by USDS 1/8116 DISC 1" 
"For Classification Review by USDS 1/1 4/ 16 DISC 2" 

11 :OOam: Mark Herrington, Office of General Counsel, DOD, located at 1235 S. Clark Street, Arlington, 
Virginia 22202. 

"For Classification Review by DOD 1/8/16 DISC 1" 
"For Classification Review by DOD 1 I 14/16 DISC 2" 

I 2:45pm: Michael DeLeon, Chief of Counterespionage Group, ClA Counterespionage Section, at FBI 
Headquarters. 

"For Classification Review by CIA 1/8116 DISC I" 
" For Classification Review by CIA 1/1411 6 DISC 2" 

2:00pm~ I u.s. Department of the Treasury, at 1500 Pennsylvania Avenue NW, 
W ashingtL-on-,"""'b~c-=-:-----' 

"For Classification Review by TREAUSRY 111 4116 DISC 2" 

A copy ofthe respective LHMs are enclosed in an accompanying IA. A copy of the DVDs were 
previously submitted in Seria126 [IA19]. 

Investigation on 112112016 at --.!!W.J!las~h.!!2in~gt~on!.!J..~D:,l,C'--------------------­

file # rL':~~~~~~~~~=~k~oA~;SA::-~'l.;;;;!7~=--...... -, Date dictated _ _..!N..!.!/~A'------------------
ByJ ~L---------~~------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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AL L FBI INFORHA'l'ION CONTAINE~ 
3E~IN IS Ul~CJ..A.SSIFIED 

DATL 01-10-2017 BY J7~J13'T80 HSlCC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 1/2812016 

~:::.::::o.L...:;::.:~~"""-'L,;a;'deral Bureau of Investigation (FBI) Special Agents (SAj I 
r--land provide~ I of the National Security Council (NSC) with a 
~ con mmg an tit ed Classification Review and Determination Request, as well as two 
DVDs. The package was delivered tol I in the vicinity of 171ll and Pennsylvania A venue NW, 
Washington, DC 20220. 

A copy of the respective LHM is enclosed in an accompanying lA, a copy of the DVDs were 
previously submitted to the file. 

Investigation on 1/28/2016 ~ ----~W=~=h=in~~=o=n~.D=C=------------------------------------------

File II r .... :l ~~~~~~~~~~:l·:"fcs.,.A-;:::::-::::1..=B=======~Date dictated ---'N~/""A,__ ________________________ _ 
By J H 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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A.LL FBI INrORUATION CON'I'AUIED 
HEREIH IS UNCLASSII'IEO 
CATE 01-10-201 i BY J76J18'1'80 N'SICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2101/2016 

,...--___;;O;.;;.n;..;;N_o;...,vember 3, 2015, Federal Bureau oflnvestigation (FBI) Supervisory Special Agent (SSA) 
~....-____ _.I provided the National Reconnaissance Office (NRO) with a package containing an LHM 
titled Supplemental Classification Review and Detennination Request, as well as a DVD. The package 
was delivered td INRO detailee, at the J. Edgar Hoover building located at 935 
Pennsylvania A venue NW, Washington, DC 20004. 

A copy of the LHM is enclosed in an accompanying lA. A copy of the DVD was previously 
submitted to the file. 

Investigation on 1/29/2016 at Washington. DC 

File#~ 

By~ 
1-oCA - 3c 

I 
Date dictated NIA 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agem;y. 
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CATE 01-10-2017 BY J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date oftranscription 2103/20f6 

On February 3, 2016, Federal Bureau of Investigation (FBI) Special Agent (SA)L-1 _____ _. 
provided the National Geospatial Agency (NGA) with a package containing an LHM titled Supplamental 
Classification Review and Determination Request, as well as a DVD. The package was delivered toc=J 
I I Assistant General Counsel, NGA located at 7500 Geoint Drive, Springfield, Virginia 22150. 

A copy ofthe respective LHM is enclosed in an accompanying I A. A copy ofthe referenced 
DVD was previously submitted to the file. 

Investigation on 2/Q3£2Ql § at Springfield, VA 

File# J ~ OCA - 3{ Date dictated NIA 

By~ I 
This document contains neither recommendations nor conclusions of the FBJ. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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!£~IH IS Ul:lCL.!>..SSIFIED 
OAT:!: 01-10-2017 BY J76J18T80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2/04/2016 

On February 4, 2016, Federal Bureau of Investigation (FBI) Special Agent (SA.LJ ______ ..... 
and SAl !provided the Department of Energy (DOE) with a package containing an 
LHM titled Supplemental Classification Review and Determination Request, as well as a DVD. The 
package was delivered t~ !Assistant General Counsel, 100 Independence Avenue SW, 
Washington, DC. 

A copy of the respective LHM is enclosed in an accompanying lA. A copy of the referenced 
DVD was previously submitted to the file. 

Investigation on 2/04/2016 at Washington, DC 

File# J 
By~ 

~OCA 

I 
-3'2- Date dictated N/A 

This document contains neither recommendations nor conclusions of the fBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2/12/2016 

On Feb: I: :~1 6 :ederl Bureau of Investigation (FBI) Special Agent (SA) I I 
I land s.Aj provided the National Security Agency (NSA) with a package 
containing an L :=tit eUpP emental Classification Review and Determination Request, as well as a 
DVD. The package was delivered tol lAttorney, Litigation Practice Group, Office of General 
CoW1sel, NSA, Fort Meade, Maryland. 

A copy of the respective LHM is enclosed in an accompanying lA. A copy ofthe referenced 
DVD was previously submitted to the file. 

Investigation on 2/12/2016 at __ .!.Fo~rt.~..M~ea~d~ec.!.M~D!.!.... ___ ______ ___________ _ 

File# r=Jj.-L ------------~--~-:1-::::::0:=C::;;A~--3_3 _____ Date dictat.t:d __ N~Iu:A~---------------

By ~ I 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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3E.REIN IS ID~CLASSIFIED 
DATE 01-10-2017 BY J76.118T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2/23/20 16 

On February 23,2016, Special Agent~ land !provided the U.S. 
Department of Homeland Security (DHS) with a package containing an LHM titled Classification Review 
and Determination Request, as well as a DVD. The package was delivered td !Office of 
Intelligence and Analysis, U.S. Department of Homeland Security, 3801 Nebraska Ave NW, Washington, 
D.C. 

A copy of the respective LHMs is enclosed in alA envelope. A copy of the DVD was previously 
submitted to the file. 

Investigation on 2/23/2016 at ----"W'-"as=h=in""'gt,o=n"-', D=C"'-'------------------

File # rlj'---------ll'-'o~c~Aor-_~_£) ____ ----,- Date dictated __ N'-"1'-'-A'-------------------

By SA 

~L---------~---------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the propeny of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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3ERZIN IS UNCt.ASSIFIED 
D..il.I"E 01-10-2011 8'.:' J76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 2/22/2016 

___ ....,on February 19, 2016, Federal Bureau oflnvesti ation (FBI) Special Agent (SAj I 
I !provided Assistant General Counse fthe FBI National Security Law Branch with a 
package contaTing an fHM titled Supplementa asst tcation Review and Determination Request. as 
well as a DVD indicated she would provide the disk to Assistant General Counse~ lof 
the FBI Freedom oflnformation Act(FOIA) Litigation Unit. 

A copy of the referenced DVD was previously submitted to the file. 

Investigation on 2/22/2016 m ____ ~w~~~-h~in~ID~omn~.D~c~-----------------------------------------

File II ;:::JL _____ ,~;;I-~o:;;C;;;;A~---=1:....:(.,~------- Date dictated __ N~/C!:A~-----------------------

By ~L...--__ _____.1 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/1112016 

On March 9, 2016, Special Agent~ lan1 ~rovided the 
National Security Council with an LHM requesting that a classification revtew and determination be 
conducted on four provided emails [=:J.tem numbers 129756,45 146, 46434, 719072). The request was 
received byl lofthe Executive Office of the President. 

On March 10, 20 I6J IFBI detailee to Diplomatic Security, received on behalf of the 
Department ofState~M requesting that a classification review and determination be conducted on 
four provided emai!L_jtem numbers 129756,45146,46434, 719072). 

A copy of the LHM is enclosed in an accompanying 1 A. 

Investigation on 03/1012016 at ____ w~~~h~in~~~on~·~o~c~---------------------------------------

File #r;L J _____ t:~:::::::O~C::A::-:::::::;'i~l?'--------- Date dictated _ ........ N.,.I/"'--'A,__ _______ __________________ _ 

By SJ! 
SJ 
~ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 4/4/2016 

On April4. 20b6, Federal Bureau oflnvestigation (FBI) Special Agent (SAJ I 
provided I f the FBI National Security Law Branch with a package containing an LHM titled 
Supplemental Classification Review and Determination Request, as well as a DVD titled "For 
Classification Review by FBI 3/31/16." 

A copy of the referenced DVD was submitted to the file in a separate communication. 

Investigation on 4/4/2016 m ____ ~w~~~hwin~ro~own~.DC~------------------------------------------

File# ,...l _____ .,.l,..o,..ciiiloAf---4---''{'----------- Date dictated __ N...,.I ... A,___ ____________________________ _ 

By~L------~~--------------
This document contains neither recommendations nor con<;lusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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A.LL FBI INrORUA.TION CON'I'AUIED 
HERElH IS UNCLASSII'IEO 
CATE 01-10-201 i BY J76J1S'l'80 N'SICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 4/07/2016 

On April7, 2016, Federal Bureau of Investigation (FBI) Special Agent (SAj..._--=-':":":"""="""'":"'":""""":__. 
provided the United States Department of State (USDS) with a package containing an LHM titled 
Classification Review and Determination Request, as well as two DVDs titled "For Classification Review 
by USDS DISC I PRIORITY 3/31/16" and "For Classification Review by USDS DISC 2 3/31/16" The 
package was delivered t~ I at the US Department of State, 320 21st Street NW, 
Washington, DC 20451. 

A copy of the respective LHM is enclosed in an accompanying I A. Copies of the DVDs were 
submitted to the file in a separate communication. 

Investigation on 04/07/2016 at __ W.!!.!!:iaswhwin~gt:l:!!on!!.>.·,.!,:DC~--------------------

File # rJJ~----....,E;~~O~C~A=-=if~S _____ Date dictated _ __.!NC!!/.!:!A'-----------------

ByJL ________ ~Ir----------------------------
This document contains neither recommendations nor conclusions ofthe FBI. Jt is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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3IRZIN IS T.n~CL..l>SSIFIED 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 04/13/2016 

On April 11, 2016, Special Agent~ Iandi !provided the National 
Security Council with an LHM requesting a classification review and determination. The request was 
received byl I of the Executive Office of the President. · 

A copy of the LHM is enclosed in an accompanying lA. 

Investigation on 04/11/2012 at Washington. DC 

File# j 

By~ 
l OCA- ~(, 

I 
Date dictated NIA 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 4/8/2016 

On Apri11, 2016, Federal Bureau of Investigation (FBI) Special Agent (SAj ~eceived 
two (2) copies of the following DVD's from the Operational Technology Division. The disks are of an unknown 
classification and are to be handled as TS//SCI One (I) copy of each DVD marked "For Case File" is maintained in 
a lA. The other copy of each DVD will be distributed to the corresponding USIC partner for a classification 
review and thereafter documented appropriately in this case/sub file: 

"For Classification Review by DOD 3/31/16" 

"For Classification Review by CIA 3/31116" 

"For Classification Review by NSC 3/31/16" 

"For Classification Review by NSA 3/31/16" 

"For Classification Review by FBI3/31/16" 

"For Classification Review by USDS DISC 1 PRIORITY 3/31/16" 
"For Classification Review by USDS DISC 2 3/31/16" 

Investigation on 4/112016 at Washineton. DC 

.. 1r--------, •'fl 
File# r'-1 _____ _.L::.I.&.OS-~S~CLI ..Q&..,_! _____ ...J!o~C~A.___· Date dic;tated _.._,N,_,_/A..__ _________ _ 

ByS1~----------~r~----------------------------------------------

b6 
b7C 

b3 
b6 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it b7E 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 04/18/2016 

On or about April 7, 2016, Special Agen~ ~rovidedl I FBI 
Detailee to the Counterespionage Group, Counterintelligence Center, Central Intelligence Agency (CIA), 
with a package containing an LHM requesting classification review of documents in an attached DVD. 

A copy of the LHM is enclosed in an accompanying I A. A copy ofthe DVD was previously filed 
with Serial47 ofthe captioned investigation. 

Investigation on 04/07/2016 m ____ ~w~a~sh~in~g~~~n~.o~c~-----------------------------------

File# ~~~=====~~~O:C:A:::-~5~0~~~---- Date dictated ___ N._../.._A,__ ____________________________ _ 

By s~L-____ ____. .......... I~l'--B/tt>_lftJ ___________ __ 

This document contains neither recommendations nor conclusions of the FBI. It is the propeny of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. · 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 04/22/2016 

On or about April22, 2016, Special Agen~ !provided Mark Harrington of the 
Department of Defense (DOD) Office of General Counsel with a package containing an LHM requesting 
classification review of documents in an attached DVD. 

A copy of the LHM is enclosed in an accompanying IA. A copy of the DVD was previously filed 
with Serial47 of the captioned investigation. 

Investigation on 0412212016 at __ _..w....,as ... h..,in~gt,..o...,n...,.. DC.....,.._ _________________ _ 

file# JL _____ .Jl~o~Co<!A:!...._-_S...::l~---- Date dictated _ _.NL.:l/~A~....-______________ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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DATE 01-10-2017 BY JitiJ18'1'80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 0412612016 

,....-_...,.On or about April 26, 2016, Special Agent~ lan~ ~rovideQ 
....._....,....___.lor the National Security Agency (NSA) a package containing an LHM requesting classification 

review of documents in an attached DVD. 

A copy of the LHM is enclosed in an accompanying lA. A copy of the DVD was previously filed 
with Serial 4 7 of the captioned investigation. 

Investigation on 0412512016 m ____ ~w~~~h~in$m~o~n.~o~c~-----------------------------------

File t1 ~L _____ JJro~c~A_.__----=Ij:_7_=... _______ Date dictated --'N~/,.i;;lA.__ ___________________________ _ 

BySL_ __________ ~r-----------------------------------

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed ou~!iide your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 5/1012016 

On May 10, 2016, Federal Bureau of Investigation (FBI) Special Agent (SA)I keceived 
two (2) copies of the following DVD's from the Operational Technology Division. The disks are of an unknown 
classification and are to be handled as TS//SCJ. One (1) copy of each DVD marked "For Case File" is maintained in 
a 1 A. The other copy of each DVD will be distributed to the corresponding USIC partner for a classification 
review and thereafter documented appropriately in this case/sub file: 

"For Classification Review by DOD 5/9116" 

"For Classification Review by CIA 5/9/16" 

''For Classification Review by DHS 5/9/16" 

"For Classification Rev.iew by USSS 5/9/16" 

"For Classification Review by TREASURY 5/9/1 6" 

"For Classification Review by NSC 5/9/ 16" 

"For Classification Review by NATO 5/9/16" 

"For Classification Review by DOE 5/9/16" 

"For Classification Review by NSA 5/9116" 

"For Classification Review by FBI 5/9/16" 

"For Classification Review by USDS 5/9/16" 

Investigation on 5/10/2016 at Washington. DC to 

J I ----..... ;" 
File# ;::1..-----..l:t T:;S::::S:;'C:!..l .!!!&li _____ ..Jl~o~C:£JP:.._""_ Date dicMed _.!.::!Nu./A~------------
By~L--------~~----------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date oftranscription 05/11/2016 

On May 11, 2016, Special Agen~ I provided Mark Harrington of the Department b6 

of Defense a package containing an LHM titled Supplemental Classification Review and Determination b?c 

Request dated May 10, 2016, and a DVD titled "For Classification Review by DOD 5/9/16" . 

On May 11, 2016, Special Agentl ~rovidedl !Chief 
Counterespionage Group Counterintelligence Center, Central Intelligence Agency (CIA), with a package 
containing an LHM titled "Supplemental Classification Review and Determination Request" as well a 
DVD titled "For Classification Review by CIA 5/9/16." 

On May 11.2016. Snecial Agen~ !provided FBI National Security Law Branch 
(NSLB) Attome~ jwith a DO titled "For Classification Review by FBI 5/9/16." 

A copy of the LHMs are enclosed in an accompanying 1A. A cory of the DVD's were previously 
submitted to the file and are maintained in a separate lA associated with_ ~OCA 

Investigation on 05/ll/2016 at __ W.:.:..=as ... h...,in""'gt""'on .... ...,D""C'-------------------

File# J locA - S'1 Date dictated _ __;N~/~A,__ ______________ _ 

~L __________ _J-------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 05/12/2016 

On May 12, 2016, Special Agen~ I provided! bfthe Department of b 6 
· · b7C Homeland Security a package containing an LHM titled Supplemental Classification Review and 

Determination Request dated May 10, 2016, and a DVD titled "For Classification Review by DHS 
519116" 

On May 12, 2016, Special Ageni 1 provide~ lof the Department of b6 

Energy a package containing an LHM titled Supplemental Classification Review and Determination b?c 

Request dated May 1 0, 2016, and a DVD titled "For Classification Review by DOE 5/9/16" 

On May 12, 2016, Special Agen~ ~rovidedl I FBI Detailee to 
Diplomatic Security, with a package containing an LHM titled "Supplemental Classification Review and 
Determination Request" dated May 10, 2016, and a DVD titled "For Classification Review by USDS 
5/9/16." 

___ ....;On May 12, 2016, Special Agen~ land SA I lprovide4 I 
I Pf the National Security Council (NSC) with a package containing an LHM titled "Supplemental 

Classification Review and Determination Request" dated May 10, 2016, and a DVD titled "For 
Classification Review by NSC 5/9/16." 

A copy of the LHMs are enclosed in an accompanying 1A .. A cofy of the DVD's were previously 
submitted to the file and are maintained in a separate 1A associated with bCA 

Investigation on 05/12/2016 m ____ w~~~hi~nm~o~n~.D~c~--------------------------------

File# _JL ____ ....JI-'-O=C..,A...._-_S'_Cf....;,_ ___ Date dictated __ ...JN..l.!.l.o.A ____________________ _ 

~L ____________ _r------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL I"EI IHFO..~!A'TIDH COH1'AINEC 
~IN IS UNCI..ASSIFIED 
DAE 01-10-20 17 B'c' J76Jl8T80 NSICC 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 05/13/2016 

On May 13,2016, Special Agen~ brovide~ lofthe National 
Security Agency a package containing an LHM titled Supplemental Classification Review and 
Detennination Request dated May 13, 2016, and a DVD titled "For Classification Review by NSA 
5/9/ 16." 

A copy of the LHM is enclosed in an accompanying lA. A copy of the DYD's were~eviously 
submitted to the file and are maintained in a separate IA associated wit~ CA. 

Investigation on 05/13/2016 at ____ LFt~·llM~ea~d~e.uM~D ________________________________ ~---------

File II ~l _____ .Jlro"-=c,..A:o.._---....:..{p_() __________ Date dictated __ N!:!!.!:/A~-----------------------

By M 

This document contains neither recommendations nor conclu~ions of the FBI. It is the property of the FBI aitd is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL f.BI IHFC~ll.'TIOH C.OH1'AIHED 
HE'REIH IS T.mCLA.SSEIED 
DATE 01-10-2017 BY .176J18 T80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 05/18/2016 

On May 17,2016, Special Agent! lprovidedl lofthe United 
States Secret Service a package containing an LHM t1tled "Supplemental Classification Review and 
Determination Request" and a DVD titled "For Classification Review by USSS 5/9/ 16." 

. l 

Investigation on 05/1 7/2016 at ___ ~W~a~sh~i~ng~·t~OI~l-~D~.C~·--------------------------

File# JL _____ ...J-~ """O""C""'A...__-__._)!_t. _____ Date dictated _ _ N'-'-1'-'-A_,_ ____________ ___ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL FBI HlTOR!.!.ATION COH'l'AIHED 
HEREIH IS mlCLASSHIED 
CATE 01-10-2017 EY .i76Jl8'f80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 05/ I 9/2016 

On May 16,2016, Special Agend lprovidedl lofthe United 
States Department of State a package containing 16 documents and requested a Classification Review and 
Determination Request be conducted by May 20, 20 16. 

On May 19, 2016, an additional document was provided to DoS for inclusion in the review along 
with an LHM formally documenting the request. 

A copy of the LHM and copies of the 17 docwnents provided to the Department of State are 
enclosed in an accompanying lA 

Investigation on 05119/2016 at Washington. D.C. 

File# _J locA - C.,S' Date dictated N/A 

By~ I 
This documem comains neither recommendations nor conclu:;ions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents arc not to be distributed outside your agency. 
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A.LL FBI IHIORM.ATION CONTAINED 
HEREIH IS UNCLASSHIEO 
CATE 01-10-2017 BY J76J18'1'80 N'SICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 05/23/2016 

On May 23, 2016, Special Agent~ Iandi I pro videO 
... 1----.lofthe Department of Treasury a package containing an LHM titled Supplemental Classification 
Review and Determination Request dated May 1 0, 2016, and a DVD titled "For Classification Review by 
Treasury 5/9/16" 

A copy of the LHM is enclosed in an accompanying 1 A. A copr of the nvo was fcreviously 
submitted to the file and is maintained in a separate 1 A associated with OCA. 

Investigation on 05/23/2016 at ____ ~w~a~sh~in~m~o~n~.D~C~-----------------------------------

This docwnent contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FD-302a (Rev. I 0-6-95) 

-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 612/20 16 

On June 2, 2016, stf provided Department of State (DoS) an LHM dated June 2, 
2016, titled Supplemental Classification Review and Detenninatiop Request. Seve~ hard copy documents 
accompanied the LHM and were the documents related to the classification request. The LHM was 
received b~ jspecial Assistant, Bureau of Diplomatic Security. 

A copy of the LHM and related documents are maintained in an attached 1 A. 

Investigation on 6/2/2016 at _ _ ....,w~~,...·h..,in.~.egt..,.o.._.n...,. D.,_,C"'--------------- -------

File# ~ .... ____ ___.l..,o,_,C.,_A.___l-'-'-1 _____ Date dictated - -'N'-"1"'-'-------------- - ---

~L---------r----------------------------------
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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FD-302a (Rev. 1 0·6-95) 
-I-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 6/2/2016 

On June 2, 2016, sAJ !provided the Central Intelligence Agency an LHM dated 
June 2, 2016, titled Supplemental Classification Review and Detennination Request. One hard copy 
document accompanied the LHM, and was the documents related to the classification request. The LHM 
was received b~ . !FBI Detailiee to the CIA Counterespionage Group. 

A copy ofthe LHM arid related documents are maintained in an attached lA. 

File# J~,_ ____ ...Jl=o=C,_,A_-_1-"---2.. _____ Date dictated --'N""f"--'-----------------

~~-------_t------------------------------
'Ibis document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL fBI INFORMA'T ION CONTAINEC 
3Z.:GIH IS UNC L.ASSIFIED 
DAE 01-10-2017 BY J 76J18T80 NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 6/8/2016 

On June 7, 2016, S~ !provided the Department of Defense (DoD) an LHM dated 
June 2, 2016. The LHM requested a classificati9n review and determination concerning one document 
(#72180). The LHM and accompanying docwnent were received by Mark Herrington. 

A copy of the LHM and docwnent provided are maintained in an attached 1 A. 

Investigation on 

File# ~~~=====~l~oc:~A~-~1-.J'f....__ _____ Date dictated _ _ N/~A'-----------------

~L...--______.11----~----
lbis document contains neither recommendations nor conclusions of the FBI. It is the property ofthe FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL rBI UlFDru..L~'TION CCH'l'AINEC 
!f!:REIH IS T.nlCI.....'>SSIFIED 
DATE 01-10-2017 EY J76J18T80 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 6/9/2016 

On June 9, 2016, Federal Bureau oflnvestirtion (FBI) Special Agents (SA~ I 
and~ ~rovidedl of the National Security Council (NSC) with a 
pac age contanung an LHM titled "Supplemental Classification Review and Determination Request," and 
a total of29 documents. The classification review and request was specific to three docwnents marked as 
#7127~, #70950, and #70741. The remaining 26 documents were provided for information purposes. 
The package was delivered t~ I in the vicinity of 171

h and Pennsylvania Avenue NW, Washington, 
DC 20220. . 

A copy of the respective LHM and accompanying documents provided to the NSC are enclosed in 
an accompanying I A. 

Investigation on 619/2016 at __ .:..:W~as~W·hi.Winu;.:gt~on!.!:.·...!:D~C.__ __________________ _ 

File# I bOCA v11 DatP. dictated _ _.N~/L!A.__ _____________ _ 

By~~------------~~~---------------~~ 
1bis document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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ALL :::!I IN!'ORJ.!ATION CDNTAiliED 
HEREIN IS UNCLASSiriEr:: 
CATE 12-12-2017 3':.:.' C5-s1'1'415Bll NSICG 

U .. S. Department of Justice 
federal Bureau of tnvestigation 
\hlashins~on, 1>. C. 205:-lS--0001 

Mi<.~hael D~L~xm, Chief 
cmmt.eresp.ionage \~l~oup 
Counterint~~lliqence Cer:t.~r 

Cent.ra1 Ln.te11:i.gence Agency 

{ 0 / / ti'(~IJ8) In ~f:Jl:;l 2015. the P.BI received a Section 811 referral 
£ n>:m tb:n I:r:w:pccb:n:· O(~rH.~r..a.1 f: o:r:· t:ho lnt~~ll i~Jenco Ccmmu.:n.i ty ( ICTO} 
.r.·e~~a.r·di.:ng t.}~te 1)<~ssil>le c:~1mp~~~ise: of· classified natiOl1.t.t~l securit~,> 
i~:.£<.)rtt~ t ioll" 

WI /.F9UO~ T.h~-,. pot;.ent :~a L r.:ompr:om.~ se \,-•ms .Uie.ru~i fled when. as ~part. 
of <.:.'\. t:":n=;?t-)dOlTl of. rnf.o:r·tootion Act (l"'OIA) r:equest:, th€ U.S. Depa:rtrw~n.t 

of. ~;t,at.~ (DnS} Off.i.ce ():t :Inspe-ct<u:· Gem·)ral. and t.he rc:CG '(; .. te:re 
r·~~~vi~~:J.Ji:n.f~· electronic rnaiJ. C>::'$l'TI~IU>'1:icat:ionn from a pr.ivate ser:..!er 
pr:eviously \.Ui>>ed by i.:'l. fr.>rm€1:' Se:c~ct.a:ry •)f S·tat.(~ during he:~ t:O:t1ur-c .:tt 
DoS, !+.n inicial revie-t.\' cf th:i.s mate.r.ia.l ide.nt.~. tied several en-.ails 
con.t;.'l..i . .ning e.1.assi Lied national. Gecuri ty i:nf.ormat.icrt~ some of which was 
assessed t;:> be Top Secx"et . 

(U/ /~ Tht? FBI. respectfull_~/ :t;!?~fl.lC~t.o th.i-'! cont.:r:a.l :tntelli.g~~nce 
.Ag~ncy !CIA> co<>rdinate and conduct a classification :r'e-vie~t.; o£ t.h~ 
relat-.ed dccumm'1t:s ~onta:l.ned oa the t.w·<-; {2} riccomp.,.>.r:ying DVD~. 

('U/ /l"e!li5\1} Tht: FBI tnr::.d~~:!':stand~~ Ct.A may ha.ve a:l ::::eady :r.ec~~ivt:?d 

similm.~ requests for a cl.assi f.ict~tion .r.-r~v.ie'l.~ and d(~t~~rn1inat ion t.r·o~n 

D .. ,,~ • ,..;'/•''" .. ,~.;-~~ ,~. A. •• 't·-: ,.....,. ··~-x.- .... 1""' :'} ,.:. Y.."!n l~'('T~ ·~.,.,.. ).' ~ y·f '<. ~,;~",.}~ . ,_,,.., &!.,\)., ,_,r. LvL<-~~ ~-.n\.~ ~..:.E~.::. :l .• 1.,-l~vCf.o .: .. n ,.. •• e ... ;..:..~ . .:.·'-';.O •• es... ,.,_ ~ou •-=-~~ 

already <..ionc ~ c1a:;;~::if.i.cation review <~nd dot:orm:i.:rE~t:i.m:t of any 
dfJ~I.m:tent:s not: cm~tained in the att~ched UVD 1tclatcc t.o 
@clJ.nt(:s:n..r~r::e:;il. corr: ph:.~~;~:: pr:ovidi:~ t:hose deter.:n::.~nat:i.on.s t:o t:h.-e I·'BI. Jf 

···: .. 

'l~tlis d<~:':':\.t!~1cnt: C·;.)nt .. ~.:t~~s ·t~el tile.~ :~ecc;nn~endat.ion~ r~~"}r conclusiv:~:~:s oi~ 1:he FE!.. Il: i~ 
t h~ pr.-·op~~r·ty· <:f: t:.r~(? FBl )~d':~d .i.:> lc.anHd t.~~ :~:ot~:t: ag~ncy: ~ t .. a.n<i its Gontt?:r~t:; a1··e tl{)t. 

to be di$::.ribut.ed Ot\t.!~:tCJ~· y()\.n:. ~9(~nc:,-.:. 

HRC-8422 



y·cu havr:~ pr~vious1y made a det.ermi nat.icn of r..he docu.m{mts in th~ 
~ccr.:m~:patlying DVDs, pleas~.~ <lecctlfl.ict:: !l.:r:td. pr-:->·vide t.h€~ FHI with t.h~ 
same .n~sponse, For. provided d(.>cunent.s tlmt w·~r:e not p:r.:·e ... ~.i.o;.tsly 
reviewed, -pleaGc do an indepencknt class if ~.ca.ti<.m revie~-y a~:d 
det.e:t·m.in.at:i Ol1. 

n .. r/ /~} 'i'he en.c.l.os~d D\lDs ~ach ~~:ont:.~: in >~ R~adMe, dt..>r..~x f U.~~ 
which ~:-:xplain$ t.h(~ addit:tnr:;al. f:.iJ.es em1t.ain~~d or! 1:he individu;'!!J. DVD~. 
The CDs also C!.'mta:Ln cl M:( -:~ros<:>f:t, B>'~~~-el sp~-E~i-~d.~hc..~et: t:it.led 
(~Jdss i. Fi cat.1 on Rev.1 ew Respon.e>(.'~ 'l'x:ti.c:ket· t:o as~::sist. ya·.xr.:: .a.gen·~·;y w~t th 
trac:ki.ng <::md resp<.mdi.n.g t.G the ~~::.:-ogress of. t:h.is (::J..asslf5.cati.on Review 
and Det.erminat..ion Req_'Uest. The docu .. ~ents for rev.i~~.; are lis ted in 
FJleList .xJsx. All docurnents fer: th~ requ€.!St€~t r-e\d<t.~v.· <He locat€:d i:n 
the: l r:e.:rw folder., \v.hieh i.s exp:J.a:irted j_n t.be atore.me.nt:i.<>ned 
Re,.~c-'ll•!e. docx i:.i l€'. 

(U/ /~) The FBI .:::·eque~~t.s th!~ :t:'esults of the classificati<m 
t~~v:ie\<.1 be provided to t.h.is Bureau whet~ cmr~p.lt'.!b:.~. 

(U/ /l'!'oee} 
chis :trl<~:<.ry, 

do:b~g ~o ro..'1.y 
investigation. 

y·o .. !.l are req:.Jest .. ed not. t.o 
(~·;::h.t:?r. t:~).(ir) <~fl necc~=~>f~(:t t·y 

the existence 
fer 

the confid.cn~.:io.l 

comp 1 :i. <'ln.c~~, 
nc1ttl:t:-c- of FB1'e 

iU//f'O!JO) If y{)U ll{J?c ar:_y <:1\.)est:Jons 
pleas~ direc:. all inq\ti.l"i.es to Sp~cial Aqem:. 

a.r.dina tb.i.s :r.eq..l.est ,. 

•• 

~--------------~ 

charles H, l!.'.ab1.o IV 
s~~tion Chiwf 
<~o-:.Jnt>::;r"' spiona9E~ !~~~eL ion 

at I I 

·J:h~ . .s ck:ct:~1r:~nt: (::onc~,~ins r:e::ttl~~:r :t-:'1!!C:")~~s1lcl<.1:~iol~S ::. .. sex" c~:')ncl~si(.~r~~ <)f t:ll~~ .FA-r... :rt. is 
the Pl"CP~rty' cf th~ f~::: a·r>d i:s lour~ eO. to your agency: it: a.n<i :Lt!) cont:.!!':~t::~ a~--~ not 
t-o b~ dlStt·::..bor.ed our.r..~ti~ ycur aqen.cy·. 
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U.S .. Department of Justice 
Federal Bureau of Investigation 
w~~shington, D.C, 2053~·0001 

D<.:t t:f·~: 2 3 ()C trJtJ(~ f 20 15 

I1f!<:.~ .} .. 1~~; .ft hti ~:; 

f\~;s ~--- s:t a.rrt. ~.t.t ()J:--r:e y.. ~3e;)e:r. a l :t\J:r Ad::1~i..r! is t..~:--a t . .ic;n 
t.l ... ~; .. t)e ~)(i .1:' tit~(~ rl t. (J r: .J ;~ .~'-> t i ~': ':~ 

CU/f!U'--1{7-} lrt Jt.~1-~,.. 201::~, 'th(:~ ;-·5:~ rec~~:~i"(..?e~i a SE~c~~~ior; t~1:L r(:~fe.t:·ra~L 

f _r'{)!lt r .. ~le I!) SIJE~ f.:t: (J_t· c;-:.!rl<~ :r a .t 1~ ()J: ~-. ~~e Tnt.:(-:.~ l.l.t.g e ri;·.:e c·(;t~~rtru.r~.t t: y ( I(:· I c;} 
r:~~g;1 ~-~J j n ~J t h.r~ F:O~ s it~1 t:? C<'Jmr~ ~: ()~~tJ. s ~~ c f r; 1 ~:: s: s :L f i. ·eci nat :~ <)r:i~ l s t;:<~lJ r- J. t J.1 

1 r\ :·<J t:rna t. .i <;n ~ 

nJ//1'"();_;(}) '~:'he p~")t{:-r;tL;d. ccmpr.:<.~mise ~·h'U~ identified \\•hen! a~; pa.rL 
o.r r.~. r. .... r:t=.:t~(J~)tn <)f r..n .. f(.1.rrnat.i<).r~ 1\~~:t. t?()l1~) .r(.:·qtle~.~t, t .. b.(~ tJ .. S~ Df.!pd.'?:''t6.tn~~~nr. 

cf s:::.~t.;"£: (0oS; and tr.e lClG .t~:::viE-lfJ€~!j €-lEKtronic: ma::..l \er~ail} 
C()frtrn~:.n·i{:at.i.r>ns fr().~~~ .r;.r."tvate e:nii-.1.1 <i(:t.~(>tlrrt.s p:r:f.~v.i.\'Yus.'ty ~J.s~~(.i t.1}; a 
!o~mar Secretary o£ Stat0 during her te~ur0 a~ DeS. An initial revirnw 
oT: t.h:is .:na·~~(:s.r.i.al .ide>·~tif.i~<:l <~rnai1~; <:.~(~r~t.~):il~it~g rl<:..·~::L~>r~~:\.1 S~(:ux·~.'!:.~"/ 

i nf~:>x:mat io.~: l .. :J. te t: d.~~~: ~~r:t~i·r~x?.~:i b.}·' tho <J !=; In ~:.\::.l1.i.~1·r-:::r~(;o l:ornr!H.J r .. .i. t: ~)' { 0 ~l.T. ~~} 
t (~ \.."}~: t:~ .l ('!J. s s i .f i ct.l ;J .~.. t. o the 1 op .~~~ (; !.' (~t / S \~r~:;; it i ~; \2 <: oinE;~.;~ rt fH(;~r: t.~d 

(t.://~ ~rhe f)BJ ~re~r;ec;tf':.:.:..l~~Y .f:~·Krue~,ts ·~:1·(,~ D<~~i::i.Lt·tn~ent. of 
Jusi:..if.:;~~ ( rJ()~r) (;(]Bt:!·~}.r;{:. ~I:: (){ :f.i ~::.it:~ 1 c..i.a.S~i.i f ~i C<i.t :i.()r: :r:ev :i.e;:.; ~::i·i(i 

d~~~~·.e:::rnj ... n~~t .. ~.C;.~~ C):f: ·t.h~t:: reJ.~:it~<l ~iC~C:t:In~~n:·.~5 ~::()f:t ;~i:L::lE;:~:i C)r! ·~:he ac:~·.~o:'f:JJ,:it:t}"~~L:~1s_{ 

p-cJO,. 

iU/ /t-'eiJG; T1~~~ .fBI ta:~d~.~:st".f.mt,~s t;hat. G(jd. may h!.Vt!'! px-~v.io~!s.! y 
r {~c(=; .l. V(~~·.i s i tn ~L 1 ~:: .r·, S{~·p~:~ r.· ate c~~~~;.e s t·. s f .t~)l~ <) t. her E~:n t 1 t: 1 e s .f.:::~ .t ~.n 

off .lc.L:'Il c L:~ ss .i. f .i. c-~U. on n::v i e>\' ar:d d;=~ t. ~,~ :r.·m i m~ t io:-1 for: f>t.)HH.'! G r a 1 J of 
the dr_)cl~ment.s cont.('Jj.:-:.f:d on ·;:h.-; er:closed DVD. In crde.::- to ensu:ce 

its response ~n this 

th~:: .~:r.·,'.)~~~s:r.~~.~t· ~)f ··:.he Fr~.~ .t>r.~d .\~~ I;:.·.i~~·::.ed t.-) y<.·~~.!:r :~·~~-e~:~y·: it (·~~;.·:;. i ~.-,~ ~·::~·>~·d'.f;~~~~t·; ;~·t:'=·= ;~(~t. 

;:~.~ b.s,> (~i,~.:~:Y:.: .. ~-.n~t.~:··.i. ·'~i:!,~.~~:-'.~0:..~ .~:·t.'!··.L~' .:~··~~{H'!f.'!y·, 
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.re 1. ar. ~<'i t ~) r. ~ .. 1~ ~e ch.*)~:~~)mt:~~~ t. s, anc! t 0 F~~'()~~".\<:le t }:.~ ~~;:~I t:.ht~ .~;alrt(~ 

;:.~ ~L~~ss .t f ic :at. i (_,;-~ clet: er·;r~in~ t.:.~~ (..)ns... 'Th~~ FB:! :~:~ques t.s D<>~r to prO\? i ci(: ~ls 

t~ r.)()tl rJ ~=; fJ<.)!J(~ .Li::·l ~:1 (:tn !l pr. .. t:: .. ~~~Lout~ 1 :t: r· '~ n<J~:~ r:~::<.1 () ·f fir; i~~ .I (! l (;1 !.~~;; .i. f J c <.~ ·t i ort 
d.e~:e~:,r:-::~:nc~t.ic~n~:; ()f :.::{()~::·~unf.~r;t..a .. ;.~elc~tefi tc; t1·L~s n·~at.te:t:, t_.() inc:l~:i(~r .. : ~::.rt~{ 

c; .l. d ~~s :.L.f .i (.:(.:. r.. J (>~~ f..:h~J r. ~:? .r:rr~ .iJl (=; t. .~.CHl ~~ c~ .f <.:i~)f;~Jin~~r\ t s -~· B..l. <::. t. ~.:<..i L(J tl.le 

::-~c:J.i.r~tottcmail<((~Om ~:1!::rnat.~ ·~f':-:-lt t:lre :no:')~ c~·:)·ntatnecl ~Jn. t~1e (~ttacl:e-(.i r;t/D, 
·rt!e E~B i .r .. e~~ ~<~~=t :::_; Dc.~~J tiJ 1:~.::ov i(~~~ c:l£~ss it i {;at::. 0.~1 ,i,(~t(~!:·Jni.n .. ~3t: .i (;.n 

}~\~Sp~:nses tt> t:.h.e k' .. BJ or1 a .t"0l.:~.i.ng b.?J.~~:Ls as t.he}; b~C('>me av .. a.i.l.~~~::.leo 

{U//-F.'<)U()t ·rh~:- t~n(.~}·::~se<.i LJ\t"[;.s e.3(.~.h c~().t:tta.~6!1 a ife~~ci)~1e('f:ioc .. ~ fiJel 
'..tJ!·t i.e:;~ ~Yr~)~ri <j(~S <.~rt ~:-x~J }d·r~~:~ t ic~{l ::.:rf t: hr:..:- f i] (=~ s (;::.>=lt.a i.n~r.i r.)~-l t. h~.! f)\!D.. 1~~:e 

D\TD a.~ s c C\)!it. ~' i rl ~~ ~~ .~1 i r~ t'(.) 5 (> i..; t. F.x!:;~~ l ~-~ k"}!. (=.~a ~·is ~.t(~f! t. t .~. t 1 eri (~.i. a~:; s .. ~ .t' . .t ~:~ ~1 t :i f.)n 

!<€~;l~i2t--; Rf.:.'S.f.:~cri.S{:: ~r.r.~"7.c~.k.~e.r to ,~t~t.Si!~t yc..·ur ag~~;).C.Y ~..;it1~ t.~:~~cking ~'n(t 

responding to this clas~ification review and determination request. 
'.1'}~ s.~ dc)C urne r1 ~-. ~.1 .fri .r .~·: ~~~ 'l if~\-.. {. a ·r. r~ 1 :i. ~=3 t. (~d. i:n tf.tr~ .F':i..l (:.r::i sr t , x} ,<.J ;~ !.)J.~.r.t~;~a {j s hF.:<~ t . 
. ~tt<~ .~:re (:on::.;~.i..n~~d :il*'l t:~1e- .ttf;~;--n.s f()Jdt.::-r."' ·:rnP. Jt:~?.m.~? :f.oJ.t.l"=~:r :i.s f\}~(t.i:~~:~: 

e~F~·lair;~~:l in tl·te .a:fc~.~:~~rte~~-ti(~neti E~!!ai.1~'l~ ... c~ct' .. ~ fil43. lr:t t:he 9·,ter~t D'J.J is 
a v; <i.r·~·:: c, f tl.r~.J~ e~~~l.i. ~:: .t f:~ ~~ t)G ·-~ ') ng i.n g ·!·. <~) ~} ~:.f~(Lr. n S (;{}\!'~~ .r .n:nJ~ n t: ag \:'f.n(~ :L~~ .. ~~ 
c~)n t. .. ~l :L:}~t:"~ ir1 do>:::\~.n~{~r1 t. s p:t: r>~, i.<i~~<:i <Js pi). r.·z: (:~ f tr~ i. o .t: f~ ::r;.~~.~.s t. t t 1-~~~ FBI 
1:ecp .. test~ !)O~'f t'.) i~Jentify t.h<)S.:~ oth~r US c:;~~·"J'f~rtt:'('~~nt ugettc·i .. es in t.t:~e 

"Notesn section ~f the enclosed ~p~eadshect. 

{=J/ /Fet:m .. rhe ~--.BT rt~iJY cc.)rtt<:c:t. yc~tf .ir1 r.h.~; .ftlttll'fl~ r.f) i.!sk· ~/!JU t<) 

prio~itize the revlew ot ce~tain i~ems provided as part of ~hls 

{ U // .fC~Oe-1 
f .. ~1 :'-~.s .i .r:~ qlt i. r !l, <.) t.: h \~ l.*' t h<.:.r~ ~J s r~ec~:~!.U $ i.l r y .t c.~.~:· ~:.<lll~iJ l .. L~~rl c;z~; ~:i.i ~; c: 1{>!.~ u.re rr;a :l 
jeopardize the confidential nature of the fBI's investiq&tion. 

4~ 
,?(~---··········-···············-

~ .. l.~~~ ~·>·!:~·)~·.;-~·:; :·: ~-- ;...- :..·.d: ~·.!~:<;:": r·'i~ ~-- ~r~d :i.~. .t ·:)..:~(~~·::-,:i t' ~~ -~::..·;~: ·~~ ~'~*J<t:.~·,·:.·. y. ::. ~·. ~'l)'.o;:i .~. ~: .. ~~ ::: ·::r:.:.t ·!.~~ ~:.~~ .:'J. ~:~:· ~·;~·,;!-_ 

t'.'":- bi:"! '~.~ 1~ ~~ ~ .. :. })~;:~~ (3~i 0~~ .. ~~ f) i :.iH Y~')t; ·~ --~q('~~·H:~y. 
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(~lE;n CJe I' s t:~~ 1..1 
(.;~)T1t~ .r:~~.J. (;{)l.inS~~J. 

i'Jat to:ta . .l .s~~c:~J :t·.i t. y l-\q·~r.)C y 

C~arles H. Kabl.e lV 
f.~ e·(.~ t i r:.:c t~t~ i (~:~: 

{U / ;~·euo} 
.f ~:'>:}rn 't')) e T .r.t53f)~~<.~ t (~.r r~er~~~ .r: a.\ f f.~~:· t hf: I.!l tt~ J.l i 9 er:(:·:~~ (' c~rKrnu rl it y· ( r (; ;: (~} 
r·~=~gar:ding tJ~!:.? pr>:;!~::.r)·:~~ c.~t·)r~~r...~.~·:c~;n.I!;.;t=~ or· c:.Ias~~.L·f.tec~ r:at.Lf>r1a1 secu·t.i.t~J 

i tlf<)rr. .. ~at. .i.or: _ 

({J//t"'i)U:::;; ~r.t"t(l? pot(;:.t;.t::~.:.:il c~<)Hll:>J:{)tni~~(~ w~s i\i(~r.:.t:~Lfir~d wt:.er~t a.~) f;art 
of a .F n~edom of Ini\n'mat.ion }\(:t {FOlA) .n~qw0:.'>t.: 1 trH'~ C. 3. i)~pa..t:t:n~:::i~. 
of State (DoS} and the !CIG r~viewed elec~ronic mall !~mail} 
CfJrBHl:~.r.LiCdt::i<)riS f!'(;l';) ·~;..r·.i·<J~~t:(:! ~=-~·~n.a.iJ. (.~f;C:f)U!~Ls p·,:.:-(~V·.i()tlS.L.Y :J~.~e'"j .t>Jl d 
fc.~1:me.t: ;3ecret.ar:y· <."Jf St.B.t:e lJt;..::·i.ng }:(~.r te.rlLtre at. L>oS • .l\n .ir~iti(=).l. r~:~vi~:~~'i 
()f. l':.}; is n\<.~t ~:: :rj.a l ic!t:tr; t j_ f .i r~d (':~:n(:ti 1 s C~(}f1t~;t l .. n )~ n.g t!a. t.i. {)J)~: .} se!~D .r ·i ·i: ~r 
~ .. nfc)rn:;..~t.ir:;;; J;.~t~~r c!~te:r. .. rr:i.r~~~d t~~-/ th{~ US Tnt~ }.1 fq~;--;c•?; ~:(.•rrtmt.~n1.t·y (~J!;I.r:} 

tc) }:)~~ <::1<:~~~~; j_ f.i ect tlp ·t ·~ ·t:n~ ·1,or..· ~~~t:'"::C~~~ /~)~"?rt~~.1:t: .1:,¥~"? (~(H~r~c~:t~·t.I~tE::.nt~~:--..i 

~~ rlfO.::"n:~~ f: i ();:} .1 E:·<.r-;;~ 1 .. 

tU//;:·c)tJ()} corhe r.~i\! X'(~!~=t>.:~c:t:ft;,:i..ly J..:"e~~~..<fl!~~t~~ ~~.h.~:! 'Nat:~~\:>n .. :s.J. f)i~(~n~:·j.t.y 

i\genvy {N'Si"\! C(~.t}.!Jt:{<.::t ar~ t:~tfi;-... ~i,ll cl~;>.:::~.if.i,-:ati .. Ct!1 ~!:ev7~ .. ~w '~~O.(J 

d~t r:;'t:t)i r:a t: :t~:)r~ of t:hi= :r.~ 1 fAt i.?.ci tl~?(~ t:;.tne;·: ;:.~ c.cn:! t:a :i..rt~~:i ~.:) ~~ tj·1~ ~' c:~:;.~:.·t~tf~~~.n .'l·L·r:~·.:J 

{~Ji/:\)~} ·rr:e r .. BT · .. lr:~~.~.~~st.~~r~t~~~ t .. ha~: !\1S.A n~ay ~)a'"~t~ }Jr."e\!:!c}:.:st:y 
.r.ece.i '\lE.~<:~ S .. L::~~i.l.ar· 1 Sef.~a:."ate :~:e:-1ur:..~..:.~t ~ f.t:·orn ~Yt:he~: ~t)t..i t.~t.e.~.,; f~)I: ~ .. ~~l 
off}~::.i .. 9.I cJ.ass.ific~a::iort re\rJ.e;,~ ~::.nd ~:jetern1ination t·c~r s~:)r.ne or ~:tll 
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F~~J.I .!.' e ~.~r; est ~~tit r.~ ~:~r!. y pr.t~~i l ()U 3 \."; J.""l ;:~ ~: .i. f .i ~~~~ t ~~or~ det (~ =n~~i~{::! t. .i. 0 f) .~~~~~~.FcC n 3 t~$ 

r·~~ 1 at. e~:l t: (} t. h (~ ~~t~~ (~(;(~ l..i!n(~f~. ~: ~~ 1 )~~ rt~:~ t. 0 ~~ r \.}'i}' .. ~. d f: t:r·~ f~ J:"r; r t r:~~:~ ~:~,:;rrte 

cl&S3lfication determination3. The 281 req~ests NSA to provid0 as 
seen as possible any previously ~endered official classification 
~J<~t €.}:·.m t r;a.t. Jon.!:.; r:~~f. <.'it}(;~J:ne-.r:t. s t· el~ t f~d t() t.h .is ;~ta·t t.e .r:, ·tr) t.n cJ ~Jt'i~: t~ ·n 'l 
classification determinations of documen~s related to the 
t~ ~'.: 1 ~i r~ t ~:} t;.(~:na J ·J. , c·<'.)rt~ rJ().U~a ir.: t h ~~t t~ <J .t: (:; rtt)t ~,~,)~~ t .a ~L :~~~'~ <.} n t i-.~(~ <.~ t La c:i'~~;;(J rJ~lf.) ... 
~r'~,\~~ ·~:-;f~ I ~~~~;:--~t: est'.~. ~ :\.r~ t. <) rl' r. <'>V i.dfi c .l :-1 ss:i. f j_ (;a~-· .1. ·:->)') ~i€~ t t:~ r.mi.l~ at .1. ~)n 
;:·~.~S,E.){..):n~~e.;:,; t<,"; t.h~~: f.·'J)J r..-:.n ::~ .r,).l.L.ir:g ~),:~c;.f.:~; i;l~; t·r:i~Y l~e(>::~rof~~ :.::v,:lil~::.t:~1~. 

~(..1//f.'f?t::)} I't~~~ .e;1(:.1!_:,5e(l ~)\l~)s ea-:".:h ~::c=nta1.r; .;;< l~e,1.cL&.Jt~,cic.,c:x fil~-: 1 
"tl~·il:~~h !~,r.~:r~ .. rj.<.i~:s (~(~ ~~XfJlatr~~~t.L<::n <)1: t .. b.~~ fi . .l~::.s c::--;nt'.{'}.).ne·j c~r~ t.h~~ f:J\rr). ~rhe 

C~\J {) n l s ~; (;<~.r~ r. ~~t i r\g <.:t ~·l i c .. :~r .. <.~ 5<.> :(: ~:. r-.::~·: ~·:;(~ 1 ~~) .t {~;s{j $ f~~t:: t t :L t.i. ~t:.1 ~::;:aS~~.:~ :t -~ c:~f. t .?.()~·: 

1~~~·v,~(:":h1 R(~!.$}:)~~.a':se :t.l..'".:~cke.r t~' fJSSi.st. ~/('J; .. lr <:.gf.!.n(:.y ~'.ith t.r.~~.:..::k.tng :~~r:(:t 

responding to thi5 clas3ificati0n review and determination reques~. 
·r~i .. )e ('lcc~=J.nen t. s f.t:).~:' re~.l.i. f:~w.. ~J..r:e· .1 .. i ~ .. ~ t(~~i ..t.n t t:t~ pj_J(; I:.i. i.~t, .x..I tlx sp.~·.'f~-8(i ~;h·t:(~t 

ar)c! {~r(~ <::ontaine'~ ~tn t.he ,Tt~rns tc):~,cie-1:·,. .. ~~be Jtt.~-ra:..} .f.cJlcJe.r .ts :f:u.rth€~r· 

exr~.1<l .. tr~e(1 jr~ tJl('!. <.:.ffj.r-e·~n~~.nt.l .. c~nf.:rj .f~ea.~'it~e .. ci<J::x. file-, I.!1 t.be ~:ver~t ·N~'.>i\. i~ 
.:') ~' . .;) .r ~ c~ f .~~ r: ~~ ~~~tl~.~ i. t: ·.i ~;~ r~ t;~~ 1<Yn ~J ·f. ::~1 t <) ot t)ei· tJ 5 ·.:;rJ\.rf.~ .r: r.u;1~:~.~-.~r. a q e ~-.~c~ .i. ~.:s 
C<)nta:tr~e;:i :~r: ;·:l()<~.tat~(:~.nt:~~. r~r.();.rj.d~:?ci ~tn p~::r.t: -::1f t:h.i.s l:'f:~q~.)~~$tt t.h~~': FBT 
r.:e~:rue~~·t ~$ ~~Sf\ t.c~· id(~.n t:.i:fy· t~.hcs~~ <~t .. h.~~:- ll ~~ (~c v~rnm~! .. ; t ~~~;er:c .l. t=~·~> .i.;.-: the 
''0.rcrt.~~ .. ~ .. u s~~~::t: i ~r:t ()t th<:-.: er::cl o:>t.>ed :s.p!·f~~~·::l~!--ie~~t. 

~~J(/~t. .. ~;<.l) ~rt1~~ ·r~~r ~HiJ.~l r.~or~:-_.a~'.:t ~/t}:J .:in ·t:r~·~ fL:tt:r'~ t.~'-~ a.s~ ~:cu t{) 

I)J~j._{j.r it i Zf~ t .. h.<~ .r:~!;.i J.e~:J ()1; c.:e.r,··~;a}n :i t:e.!r~!) r).f()\>" .. t('l~~~(:t ~:~t~ ~·~~':.l!:.'t: Cf tt>,'if; 

(U//!7C~ .. ~O} Y()~ ~i.{:~.~ l"'~;!:Jt~est£~ci r~{)t,.. t.~:; ¢:Ls~·:;1):_,~;(~ t1·:e (!:XJ.st ... enc·:~:: {)f 

t1ti~~ ii"lf~~t;iry: c)t}·~el:· t.t.:.~rt {l~ T){::<.:r;;ssa·r.y .fc.~· (;~;r:npli.:.~~n~Ci ~.:.Li~cl~:)s.ur·e n~~~~l 

:} ~~i:>l)~:: r:f.i i ·<:.r.~ t b~:: ~::;()r~ :f i ~Jr:~~;t. i t.-1l n.~~ t. u re or.· t.b .. ~: .rt~ l t .~.~ .:l n ~~ ~~.s t J. ~~at J. ()f) , 

{ ~J/ /~c:;~} 
:>pt::c.:.(~ ~ l~,9en t I 

Charles H. ~able TV 

;.·.h,.:~ ~)·~·:·JpE..::t;t·y ,:.f ttH.;.• r~~rl ~.~~~5 .':.:·!\ J.C:l!"~!?.·~:i :~.:..~· )'~ .. ~ur «~)"~)~<":~/~ ~.t ;1:~.1_ it~ ~:::~~n~:~~nt.O ~t:'\:": ~C,t 

·~.G ~.-~~ dj .~:t.x·:; b~.~~~.$~{·.~ {~·:.~ ~::;.; .i dtw:: y~·~~5!~ ~.:,\:·H:-.:':~~y. 
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ALL ::BI HTFO~lATICN CONTAUIED 
HEREIH IS UNCLASSEIEC 
"CATE 12-12-2017 BY C!l~ri'46Bl1 NSICC. 

U.s. Department of Justice 
Federal Bureau of investigation 
~V~shington .• D.C. 20535~00€11 

2t~ Octo};~.r 201.5 

St t~va~~ Bu nrH:;11 
().ff.it..~~ of tt~e (;er~era} c:ounse1 

Peter /!. St.r.zok 
As~istan.t ~~pec .. ia.1 i~.-s~e::t 11~i· (.::h~ rge 
W<'.:.:~hi~lqt~-;n f.%.~:;.1d Of.'J.l<.:e 

(0//~) Tn July 200i.5, th~ F'BT .:received c. Sectir;n 811 referral 
from the Il·:sru~ctor G;?r.~.:r.al fen.· the Int.ellit~Jence C:e.mrrun.tty \ICIG} 
re~J-<?...r~(J 3. ::-~~1 t·h~~ f.>()S s .~ . .r.~.1. f~ f..~(_jrnr.}.r~(.)rt1.1.se f.)f c: .'!.~~ !~ s :i. f t €i.'J r:.a·ti ()t*~?.~ l s~~Cll r ·it. y 
i nf err:~a t .i.(;•n. 

[ tJ I /14\.AJ(. 1 1~he .P<...)t er~ t i a 1 <.:~crr~pl."omi!!le ''':~ s i.rJ.r~:n t i.·t: i(~(i wtt~~tl ~ ~~·i :·~~ ~~(·~ r. t 
of <'i rreedorn of Infcn~at:i.on -~(:::t {FOI,'\} 1:equest: 1 the U.S. Department 
vf St)~~te \[)<.)S/ .tlilCl t.l'~e :r<;!(-1 re,~iev-:ed el.e.ctrt:r~ic mt\i1 {~:m<:li~L} 

cor.nmunJ.cat.icms r.ro;:l pr:i va!~e. emc:il =~c.::~:our=ts p.::ev.1.ot::s1y us~~d by ;::. 
tormer secretary of state duzing her terrure at DoS. An initiaL review 
':>f this m::1ter.1~1 identifj_e-,1 emaL.s conta:ir:i.ng r~.:.H.'LonaJ. se<~u.r:.\.ty 

infcrmat:.i.:'>n }<=lt{~!: d~;ten::.i.lH~:i by U~~ US lntellig~~~F~e Commun..it.y (U~:llC) 

to te c:lassified up t;; the TGp S~cn::t/Scns;i.;.:ive C<n::partment..<;:d 
Information level. 

\U//~oev The FBI !:espectfull.r n~qt;est.s th~ Dt.~pa:ct.ment of 
Homeland Sen:ri.t:y ; Dmn crm::iuct ~H~ offi<:::.l.al classification revie~1 and 
determination of the re.lated docmn~r:.ts c<.H;.ta:i.ned on t.he accompany.i .. ng 
f)\ll) .. 

(U/ /l'CJO) Th~ FBI lmd~~rstand3 that DE.~~ rr:<:ty h<:>v\? p:t"0.V:iously 
l:·~c~~.i. '-'~~d s :~m:~ .la:r., .~ep<;; !":at~;: r~!~Ilh~st ~ f. rom other fi:lYt: it.i.es for· <.~r: 

t::>ffic:Lal. :::<la~si.fi.c~~ticn .l:'evie:,.; and d::t:~rm.~naLioe for.· so;H~ C>E ,.:;1.J o.f. 
tt~<:~ <.i<.)z::\r~n~~rn.:.~ (~:;n.ta:L~l<:~ci c::n tll~~ t~:n~::l~:.;~~(~<i J)\/1) .. Ir: ordr.:~7 t.::.~ ert!~Ur.(~ 

~-;,'ln.s:i.5terl~ ... ;~l, t.he F.3I req~Jestn DfiS <..~e .. ·ccr:fli<.:-:t .ti;n ~::{;;~~1pi..1!~::.H~ to t!·tis 

HRC-8432 



(:<.~.r1.si~~t.e·t~(_~y, t.!·;.i~ .FBI -;:·(~~luest~~ DRS ri<.~-ct.->nf.l.i(;t. its rer-;pr>n~;(~ to tl"liS 
F·Irr :-~:::<iue·~}t. \\)it.~, ar'ly p.r~\i'~.()\.)g ::1 ~s.si.f .~.(~at io~1 t:iet.~J7m.i ·n ... ~t: :~ ::~~~ 1:"~-~r:~<:~r-.sf:~s 

.x·(:J.~at€.~-:.:i. t.:{> t.b .. t::~~'(? {~~:><~i..im~:.:n.t.:~~,. ;;:n<~- to:.:.~ f}X-~<.~vt(~~.~ t~:<:.~ .~-BT t...h.~::: ?;;i.}.r?1.~.:: 

c~.;. ~ ss i .f:i c ... ~. t i<~r: tle t: e.rrni ~·1.:$·t.i <)rts.. ·The t;·a ;: .:~e(Jt:e st. s !)HS t.c pr.{)VJ ("j~~ .s.~: 

soon a~ poa3ible any previou3lf rendered official clausificaticn 
d~tenninaticrt5 of docuroe.nts rel.$ted to t.hi.s rr~<ltte1:~ t<> include ar:.y 
·~J~.u;si.f.i~atL:m d~t:enn.~.ruthm~ c,;f d<:JcumenL!.> :relclted t-:.:: U.:.e 
@·cL~.m: or~ .. ~~ma i L corn dQ!nd.i.~ that ~~r.e not conr.<-l.ir;€:d on th€ <-1 ttach¢d DVO, 
·rl~ !~ l4(E~l req~J.es t.s Dt~S f)rcrvide ~:: 1 a ssi t i<~~~ t ..Lt.)n (Jete ::rn.i rtat. ior.t !.e sp().r.tse 3 

to the i~'Ht r)r.: a roLh.ng basi.:; as t.h€:y bel':!C•trlE! e:v,:u ... labl~. 

(lJ//~\)tJZ:~,. '1~he r~:rtCl(}S€-t::~ JJVD~c e)9(.;l) c~~).t:tta.irl <.~ R~~:..~cil~t~~c.tc~c:x f.i.1{:-: 1 

~;l':i.ch p~:·ovides an e>:p.l.a.;wt..1.on <.Yf t.h~~ t' :L :~_es <.:cnta.i.ned Gi) the DVD. Th·~ 

D\lD a.lsc.> c;()r~tains a. fv1icr.~oscft :;x.(.:e.l spi.'C'2t=:ishc~~t tit.l(~d c:la.::.~~:;.i .. r·.:l(::~'t}t')O 
P.evie;v Response T.t:.acker to ass.ist yc:ur aqenc:y ~:i th t:racking and 
·r f.::: f~~)Ii(J'.Ln<J ·t r> t b .. i. s t'; la.f>s.i r i {':t~~.t: I on r{~".r'i (.~W a·n~1 fi<~t(~_r.-;n.ir1a t.:3. r)Il r(:-:{1~·;t~~~t ... 
~r.h.e ti\':),-::Drr~t:t s fc~.!: J~t~~.rj_~~t,s ,~ :r€' 'l.ts::e~:j . .i. ri t.hffi i?'J.l~~.LJ..st .... YJ.sx. sr:Lt:(:!acishE~•:~t 

~nd a.r.e cc~x~t<Li.r~ed :i.n t h~ .rtems ft'>l<.:if,a.'. ':h-G lte.ms fo1d<H' is f:.u:th•:!r 
e~!;lair~e{..i irl ti':e af(>rem~n.t.i()r~(:}d R<;~;..ldJ.'4G ... dO!::~ .f11t:~~ r}') th~1 ~vo~t:. L>H~; .i.n 
~~w(~ro <.)f i:l:·~y equj.t.i~s ~)~}.(>~'1g:i.ng t:o C·thc:.r :;£~ (~(rV(~~-r~n~~~n~:. <~9i~T.l(:ii~~;: 

contained in documcr<t~ provide<l us part. ~-:.t t.hi~ ~egt1~~$tf thf'.: FT>J 
-~=-~~qu">.~S t: 5 Dr~~~~ i.d.~~~n. t.if y t: h.(.}~~~~ oth.e r· u e G<.J'\.:' (~.~ r.:Ert€llt ~:tger;cie .. -:~ .i !-t tb.~ 

.. ,N~~tf~~,; ~~~ctior; ot..: t)~e t.:.!f!Cl~.:;~~,;;.ti s·prt=!~~dshr:!t:;·t~ 

{ U/ n·ett()} Tr;~"?- !i'i:L r.1ay contact yot: in the .futtt<:e to ask. you to 
p.r.:Lo~:i~·.ize the .revi.e~<~' t.>f ~::erta.in .items previde<~ a:=:> par.t of this 
rec!tles~: .. 

{U//:·cuo; You are requested not to d.i~'v:lc:sf.: the ex:u.\tence :~t 
th 1..::3 .tnqt;I.ry; other: tll<.m <H.~ necessar-y for compliance; disc lost:t.re may 
jeopar.-rjize :he <:ont.ide~n~ial r;atu.re of tbi~ F::~LI.'" s .~.rtvi~.~sti{;at . .L,')r;~ 

•• 

Asst;.>t&n.::. Specicll AgE·nt in Che:t:qe 
Washington Field Office 

T!li.~} zio,:u:r:ar~t ,::~orLta~~n~ nf~·itht·: ~: :~~<t:<:CH{l;~:$~nti~t: :~on~ ~=V.! c~~HH:;lt..~:>i~·)n~~ ~)f the- f"~:r ·~ 1 t: is 
::.~~~~ pr~:rpt~::ty ()f. ~:::\~: Fn.r (:tn::i is l~>onec t:<j }~ .. ~·,~.~r aq~ncy; lt: ~fi.j Jt.s .·.:;.::s~t.~~n~s ar~~ net: 
t(~ b~ dist:.rio:~;:~ct cu:t~.tde yv:~x; {l·~~ncy# 

to 
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..-. ....... , _ _,_ __ ., ..... -· ......... ___________________________ ALL !:'E.I nTFO..::UfA 'l'IOl<T COHTAHJEr:: 
............... ~---···················---········· ................... -----.HEREII·f IS UN'CLASSIFIED 

D...~'l'E 12-11-201 "? B"l C6S\'JHB11 HSICG 

i'<H·.-.!<lO iRe~- 4-..,P~..::·"''}';!,ID.._ _______________ .., 

l'il~ N mnl•e.r J r .. ~--~~--...................................... . 
\-~Po ....... __ .. ______ ,_,,_, ______ .... _____ _ 

·----------------------·-----

---------------------------------------~-------------

·---·········-····--------·--··----·--····--------·--··--·--·················--···.-···--··--------····-------·------· 

Ry L...-1 ____ ___.~··--·---····---········---··---····---·······--·········-------·--
Re;~ei{ltGi:vt;;n 0 Y~ ~N(I 
Gran<! .hty Mitl:C<i<\1· [.h~St:tnt!!al~ Ott)y t·~ms~~~mt w R<.l.i~~ ti te) 
f~dera3 Ru~~ f)f Criminal f:mc~:J~re 

<"1 ~ LJ Yc~ , N') 
f~era1 Ta:~pay¢r lr:fom1~tion WH} 

CJ y~ ~ 

R~l{~rt~m:e·. &JfM .d l)t/0 b .. V;tl~fl +t "''~ ·-·------------------------·····-~-----·---... -·----·--------·····--····-·····-·--·-·--:·--·--·-····· 
(Ct>r~~f}!sl~t:~:;s~i'-~l~ J~·!K~~~i!l$ ~t~J£liii.~) 

\ ;x.tt •••••••••••••••••••••••••••n••••••••••~"·••••••••••••••••n•••••••••••••••••••••••n•n••n•••..,n•••••••.o•••}•••••••••••••••••n••••••••n•••••••••••••nn••••..,••••••••••••••••••••••••••• 

,: . . ···, •• •••••• •••••••-'•'•'"""""'"-""'".-,""""•'-•••"""••••••••••n••••'"•••"•••..,.•••••••'-•••""'-"'..,._._._..__n"'""""'-"""'""no•••n• .. ••••••••••'-""'·'""'-' "•-v 
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U.S. Department of Justice 
Federal Bureau of Investigation 
washington, D.C. 205:35~0001 

(~;t:_; I;e 1· ill (.: ()\J r~ ~) (~ l 
IJ,S ... ~1ec!~~~t. Ser~.t~e 

Charles ~. Kable 

ALL :FBI HfroruJA'l'IOH CCNTAUTEC 
HEREIN IS U:NCL...~SSIYIED 
DATE 12-12-2017 BY C66WHB11 tTSICG 

S·ut) ·~f.:: ct.: (;las~;;} f .i. cat:. :l ~)fi R{:-;'<~.r .L~~),, an~:i [!e·t ~ .1:·.m.i T.li~.t: :i -:,:)r~ f~~~.itte ~: t 
, ............ ~••••••••••••••••••••••••••••••••••-•••••-••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••·~•·•,-.,..,•,•••••,••••u..,. ... ...,._..., .. uun•nu,,, .. ,un•••..,.,.• 

( t.J // .~·~.f3U~} 
f::::)n~ t}·ke lnG.P~~ctor Gen~ral f(:::t t'he !'r:t.elli.gr.:nt.;~~ c:(>~lTn~~Jlit~{. ~t(:IG} 

.;;eg<~.r.<linq t:h~ p~)ssib.l.~:: comp.rc:a:tLH: ot.' c1a.ssii:h~d r~ati~)naJ sectu:·.j_t;y 

(tJ././!;t· .. t~;( ... ) :rh.t.~ J:)t")t~~nt . .La:. t.:;~)Hlp.r~)tn.t:.i~~ "v'l(ifi if1~=;·g)t.i .f..i~=~t'l v~~t)~!r;~ as p>::J.r t. 
<).f -~) .F,re~~cto:n <.)f .f.t1t{:;.r·.rr~,~tJ.on 1\(.~t. ~F\).T)\} .r~~qu~~!:~t.,. t.t.~i;;~ {J.S4 Dr:;~rJ<:t1~tJnerlt 
~) f St.:;t t ~:: { [J:::>S; ~~nc? the l f: 1 <:; r'C vi ~'-4'~~(i (~lee t r~::r~ic irta i J ! erf~a il ·~ 
(':{.)J~Hr~t~~~~L<.-:~tit~flS :fr.'()r.l .r~r·5.l.:!~l1.:e ~a-=-t.:-;::;~1 ac.:::;c~t}f~t:& r.)r:;?v.j_Gll~.~i ... ~.~S~(f ~J}<" e. 
f:~r't!~~~.-r· s~ct ... ~t~.Y.'~l of St~t~ ·:':lllri~t?J h~.t" t&~·~:r~ at. [)C£., ~!\t( initial re~;ie't~ 

c' f t.~~ :L s rtlt~~ t ~~ }~ i i;; J. i {i";? n ·::if :L i.~{i ~?:Hta :i. J ~; {~·:~:·r~t. a i n.i ilg· ::~a ;: . .L Ol"la . .l s .:.:~Ctl :;:· .i ~- )·' 
.~. n f().r rr:.~~ t i.cr.~ la t: .-;_~ ~· d.~~t (~l~rn.1~ r; e:J by t: !1~ 'JS ~rr~ t{~.'L li ~;!(~f.;c:<:.; (~c·;n~uun it':/ {US !C} 
t.r.) t~e ~-.~ 1 Ci~~~$i fi e:d ~1:~ t ~::· t:~::.~! ~r c:r> ~1e .. c:.[ c;t /f)f:r:tL~ :i:t i \r~:· (;o:nr;.-:: :~t n~en t~eci 
~r.~nf, ... )~~:~t~f~ t.Lc~rl levt:~.l.;. 

( fj / / ~; 1' r~~~ E'B I .r ~~ s r~e c~ t t LL~. ~·~- j~ .r ~R:)-~~~ ~; ;·:~s ~: h(~ t) . s . s ~~=c~:.t .. E~ t .:~t,~: !."'".l i !:~{~ 

(t.=~~ss) cc~n.ch.~.ct an off1ci~t.~L r.:J.as~1.f. ~! c~t i.<~r: :~:~v·:t ... ~~\i ::~r .. (i. (i~!t(~?r-mi n.~~t iCJD r.)t· 
tJ:~=; t.'l..~.! dt(:!(~ <J~)(::~.H!t<:..~r;t .. ~:; (.~()r)td Lr.t(:·~-i <.Y.n trlr.~ ~:~<~.!.:cunr:·~:.ir~Jrj J)g ~J'J~) ~ 

{tl/ /:·.otJ()} The FBI. ur:derstar:d.s t~t~~t. tJSSS .m~~J~ ·h{1"le !;}:-:'ev.io~~sly· 

.:.'(:..~C<:.~~t ·\lf~<.1 ~~.\ i.zni 1 a :t , Sf..~.p·a:r e: ·t~:: r ~;(JL;t~S t: s. t: x:c~n~ (t thE:.r ~n t . .i. t i t~.s f·,)t' <;~~1 

official. classification re~iew and determination for some or all of 

c0nsistency, the FBI requests USSS to de-conflict lts response to 
t~ .i.s .FB 1 1~e(;r"'!€ st v1 it~: any p.r.-e'\,~ .l.~.J11~:; t:~l<l~~~~.i f :Lci!l t' .. _t,;r~ Cf:! ~-. €.~.r7t-:i..:ic~ ~ .. i ~)n 

Th i {} Cccu~n~:t; 't c':~\ t:Alt• t; ~·:.~~.t th~~~.. r0.C(:t!t:t!~~n:~.;.). ~: i ~);1~~ ;~:.:.~ l: (:.V,,~;:.~ 1 \.~!J t<:'r;~; ~.· f~ 'th(~ .f'.~J , .I~ i~ 

vk'C t-·~~~,·;-r.~~.:~=:~:i of ~:}.~(;~ F'5T .{;.':'.:.r: .. :.~,.. ·1;:.:.:·1:·.-t·~:.:l t~·~ f·<.'::.Lr. i:l~1{:~~~:·:-:t~ .~ i: (i!·~~:1 .l tr; r.:ontt·:'r.-.:·.~> r.:>·!:~·:· ~-i:.:..t.:. 

tc .i::{:_; d::.~:;t'!':·5.i'~~:~t·.~d Oi.~t.~":id~ .:/<.~U~' .~~g~r~-:~y~ 
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UKCI.-ASl:U.VT.l:D//~ 

respc!nse~; ·relat:{~<J t . .f) t.~;.t .. ~~-~{~ ~i~'r;l~n1ents 1 i1J~~-.i t(; ~"JJ.(i\I.i.<.le t.i;€ .FRI t·r~~ s~~.rn€' 

classification determinations. The FBI requests USSS to provide as 
s<.mn as pns:d.b 1 e any pr-~vi 0:.!5.~. y r-er,,·:h::~:'i:-:<'i t~ff~ i.(: :i <'i 1 cJ<.~s~:.: :if i c.:'\t ion 
tic~t:~~:t:nti!'"l,~t.i~:n~~:;> o:f r~<)~:~u~t~t::~Yl:(.' ~~-<~~.1~lti~t:j lt:-s t.l1.i.t' matter~ to i~1(:.1u,i~: ~~.r~y 

<..'1~~f.$~~j, .f j.ca t.i.r..)t~ deterlTtina t.i. c.ns .:.f ·tlc1~~n~~1r;t. ~; .t: E:.l t~rt(:d t:t; t }-;(;~ 

~{~ 1 5 .. n. t c;n ~::n:<a 'i .1. ... CC·r=l d,;ro.~ i:n. t.h a ·t:. a :c 0 ;;o~:. C<.~ n t 'a i. r~e~j "-~ fl t ~;t;.~ ~~.1 t: t~=! (:f~ ~~ d f}\.1 .D .. 

(tJ/ /PtJ:JG} T.h~~ ~~nc;J.c:~~e<'f {)\lOs ea(;·~~i c·:,;r:t Ci:Lrl ~·~~ .l~e~.:r.:t'-4(~~" tlr.><:~;~ file 1 

,,,:hi. c:r~ p r:)'-l.i (~.f::s a r~ ~:?.xp l~;~ r;-3. ·t i ::)r; c.: .f t. ;·1 c: f .i l <-..~ ~~ <::.c~rt ta ~i ·n e<..i \.in ·t: r~~~ f;V ~;.. :r be 
l)\lD als .. .) contalr1s u ~1icr·o~;.oft. ·r;xz: .. el s.f..).t:'€a<.1~..;i~€et: t::Lt.·.~.ec) (:J.,:}SS}t.i.c~::~tjc).n 

.Revj_e:-·.t .Resf-"J( .. ~r'i .. <-3t=: :r.t·t~<~k·f?._r· t:c) a.ssi.<:;t ~{O~l~ agency ;..-.sith trackir~.\; ar.1<..!. 
:..-~~sr .. :~ot:r1i r:g to t !·1 i ~ <·;lass i 'i~ i :·::at l t)I! :: e~; :1 ~~\~ arlci ~:ie't:~ rz::.i. rL:3t .. :t C}rL .r~~'-]U.E~S t. • 
~t:h.r~ rJccurrtt~nt 5 t:):r- .te~vie~l a.r~~ J. J s t(~~-.t l. rt t ~1~:: .~·.i .1. ~~I(.l.s t ~ .. ~ J 1.> .:<. ~rf:l.!. t;;a{:~~J}·v~~~.:·t 

ar~d a.t·f.~ {';~)nt:a.tr:~'(~d t.n. t:J1e .rt:(:'.tl~,s .ff..~.I {~er:. l'h€ .rt.:~.n?1.'5 .f~:~.} tiE~~.r i. ~~ .f.'u tth~:.~r 
~ X1:; l a i ~~e<..i i rl t r~<-..~ (,;'\ .fr;r·erns~rrt: i O!.H.~f.i R·~.~a ci:vff.· .. ~i{;(~X. f i l~~ .. Ir~ the ~2V ~~.rt t: usss 
is aware of any equities belonging to other US Gcvernrner1t agsnci~s 
C<'.)Dt.a.i .. n.{~(i '.i.n <i<)r~·,_anf~r1i':.t.~ I~!(f\ri(j{:;<j ~~~3 ~~a.r:t. ()f tF~·is .r!~:qt~,~st,. th€'. f~3I 

}:"'~:~qur.~.s t. s U~3S$ t () j.{~~~rl t.1 f y t ~t CHS €~ c~t r~c- .r: LJS (;()'>lf~;:·.c).n~~·n t ctq'Sl)C i ·~ s .i J) t.lle 
•Not~sM s~ction of the &ncl0sod spro)dshaot. 

{U; 1 : .. c~n>1 
:P :..~ i ·::) r.-~i t .. i z e t:. h.~ 

The FBI m~y contact you 
x~e'\:-ie~v r)f G{~:.··t.~Jin .itA~~H~:; 

i~ the futu~e to 

( ~J / / f()t:o: '{c.: '-.:• ;.J..t: e re(p.:~~ ~=:..: t.:t<.i ~:rt .. '~ t t.{_'; ~i i Sf: l <.) s ::~ t. ~-1e ~~ x:i s t er~r;e ~-~ f 
t i·1.~ s :i r: (1'~ j.x:~~, nt.t"~.er· t: :~an ~~ s r1 e~-~r~ s s ~3 r :-l .f. or. r..";c.~nl~) l .. tat~ ce; ci 1 sc .L c~ ~$~l r.~e :nay 
:J(~f>~~·~.l~r15.z~~ ~:t;~~ !::o:--;:::·.tcfent.i.a.L nctt.t:re (>t t.t~e E.t,.r>·s :t.nvr=:~-.;tiga.t.i<.)r~ ... 

{U,'l. f' .. .)t:c ·-~ P .Le:.1 s_ ~ \.~ iJ~ec_.:t. ;_11 ..... ·1_,..,: ..,n.loolt;rw.:.._J '~...: .... :r..i.i.:oe;;.,·"'•· ~r..o<»~o-~ .,.t:l: ·t""\:·~ 
Sp~Cii.;l Agent L.l ________ .....~l ~~t r ---. -. -. -r··,' .~.-.~; 

S.i.nce.n~ 1 y, 
./.' 

/...-;.-·"' 

~· ~·~ l ~' 
\,.. ),,)..,. .. , '~ 

/~'· t::m.~.¢"4!- ....... ____________ _ 

:2t;e ~.-:t:,)p<:-::rt:y of t.h.·'l FBI ;3,?"~·::! if~ .~ .. ;) .. ~~~"'lHtt t~·;. yG~~.r. .«~{~l·~·:-:y·~ :: .. t· .:;;,f~(,~ -~ t:t; (."Gr~t~(H".:tz :l·c~ :.-~t 

to b~"=' ~·~i ~P: r. i.?,,; ~: e<"i .::;t}t.~·~ i.dt: }:<:),:.r :~qe:·':;~- :...-. 
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~.,, ... ,.,, ... ,,.,....., .... , .. ., .. , . .,......-....................... " ................................................................ ---- ~.L..L rBI U:I!'ORJ.lATION CDNTAiliED 
·--------················-HEREIN IS tTlTCLASSII'IEI:: 

CATE 12-12-2017 3Y C54ll-.'~ISB11 NSICG 

..................................................................... ~ ..................................................... ' 

,.,.., 
~l:l"i~l fl ur Oriainutin& Di1tUmer.t ---' .. -·..:?.-.................. -......................................... " ................... .. 
D~tt~ Rc<~:civt>u .l .. L&.:::'J~ .................................................................................... ., ......... ___ ........ "-·····-·-· 

~ .~: .... J'-__________ ___.b;;;;;;;;;,;;;;;;;;;;;., --· . -· -··--

Po~· .. _ ....... , ...... -........................................ ~ ............................ ., .. ________________ _ 

-···········---·-········~-·1Jbb~t±m.~.:P. .. 9: ...... _. __ ........ -.. 
g. I (Ci,""" ,.,k, 

Rec-:ip: Gi<'cu U Yc& ~1'No 
Gr•~:ld Jury l'vb~erinl- D~~~r~mi~~~;;te Gn!y Pu;$>l;>.llUt.• Rut~(, (e) 
Fedet;tl !~td~s¢fCrimir.a.l Pr<l~)dHJ\'! 

D Y ~-:$ i}.Y No 
Ft'>der~l T<lxp~y\"!r lnfom:1atio1' {fTl) 

0 Yes jb No 

--------------

_ .. ____ ....... __ _ ··-----.. ·------.. ··-------....... - ................ - ............... --....... .. 

f tL/D 
·'-··············-·························-···-·· .. ······,·······················.···········•·,,~ ..... ,, ___ ~ ..... ·----... -··~-·········-----

.: ~: ::~...:::• :: .. ·:::~ ·:··::·:::::::::."':':···:::::::::··:··:::···· ··:: ........ ··--~ ...... . ......... · .................................. · :··· .·.·.--··· 

i • { 

I 
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ALL FE I ItiT.Dru·1A T IO!.:r CONT AlliED 
HEREIN IS UHCLASSH'IED 
I::ATE 12-12-2017 B'J: CStli~"415Bll NSICC· 

U.S. Department of Justice 
Federal &urea~ of Investigation 
Washington, D,C. 20535~0001 

23 ()<::tobe.r 2015 

Assistant G~n~.r<:.'ll Cccms~l 

tnternational and ~ational Security Programs 
Dep~rtm~m: o£ Er~ergy 

....... 

.1.'1 

Sect.i\:rn C~~le:f 
Counterespionage Scct.iot1 

S:..lbiect: C.lassificaticn Rt:vietv and D~t~~rm:i.nation Re~"'uest 
-•-••u•~u••••nn•nnnn••••••••••••••••••n•n••n•••n•n••••••••••••••••••·· ... ~·~·-·~·.._ . .._._ . .._._ .. •.•u•n•n•••••unn•••••·-·····-·,·-····-'-·-·~·-·-·-·-···-'-·-·-·~·.,M,·.·.·.-.. -·.;.·.·~·-'-·-·-·~·-·-·. 

CU//"feU~ In July 20~<-5, tbe FBI r.eceived a Sec.tion 811 r€fer.t:-al 
from the Insp~ctor General hn: the In.teLlig~n.cc Cc.m..<-nur.:.ity {lC!G) 
r:ega.r:d1nq- ·the pos~:>"Lble compromise o.f cl.assifl.ed nat.ional security 

(U//~) :rl'w poter.rt.:ia.l. corr:p:ron.i.~~e was .~.dent.U:'.i.ed :.-;hen .• i-:!5 part 
i)f a ~-.r.~~dom of :r.n:f:cu~:nat:h:w~ .Act {f.'OIA.i requ~st:, t.he U.S. n~pa.rt.rnent: 

of. State (DeS} and th~ IC!G :cev·ie~~·eci ~l.ectrcnic mail (e:nail} 
C:<;~nr(v ... m.:ic:-,.~tiorls fr.·q~ pri vEte email acc:c<~nt:s previc:..:.$"ly l,l$~¢. by a 
fermer Secretary o£ State ch.n::ing her· ::.Gnuro z~t: DoS, An initi~.l r;)v.l.ow 
'-:Jf t:h:i.e r:!at.er.ial identified e=naiJ.s cor1ta.in.ing' nationa1 security 
infol:mati.on lat;.r· det:e:cmined by tt:e US Int~L. :1 'jenc:e Cort1'l"ttm.it.y ( U~J.IC} 
to be class.i.fied ~~p t:·;) the 'Iop Secn:~t/Sens.it.: ~. ve Cc:mpa.r:t~tented 
In1':{;·rn~a ti{)l) 1 ev(~I .. 

{U//reoo) 'The FBI .respecth<lly req:.:lests t.he Oepa:rtment of Energy 
{00!:!:) and National Nuclear Security Admini.st:t-ar:ion {NNSA) ccnducr. em 
off lcial <:lass·). ft(;a t..icn re~;iew anzi ~ie~:ernlin;lt.tfY!) ct:. t:h.e .re l.at:~;d 
doc.unent.s contained on the accorr.panyi.ng nvn. 

{U/ /~) The FBI :.mderstancls that DOE and NNSA may have 
pr<ev:i.otl$-ly .received .sieila:tt s~parate r;~que~ts frcm oth0.r t~ntities 
for an official classification revie'>">' and detex·mir:a"t.ion for ~wnt~ or: 
a.Ll. <>f the d(;cuments contained em tht=J ~~ncl.osed OVD. In orde:t: to 
ens:1.Y.E cons.ishmc:y, the FBT reql1es-r.s ~JOE and NNSA to de-conf.'.;.ic.t 5.ts 

1t~.L~: tiO(~~.ur:~~ttt ~~o!~?;a.in.~~ n(~it:.t~(~~ .t:~:<.~V?1~~~~!;~~:ti).t i<)t~S nor· G<;:i~G.lu.s.L<:·l·c~ ~f tl:;(: :FBT..... Jt: i.~; 
t~i.e ~~rope.r.~:y ot the FB!. ;~ni:i :ts ~l<:>an~~d. ~:<~ y<~u:r. £!t9~?:nc~.:; 1t end it:s C~)t~ten.t:s ~r·e n.o;; 
to J::ie ctistrib~:ec outsioo yo-;;.r ~ge:1cy. 
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rcsp-~nse to th.:i:3 F'D.I 1:eqpes-::. v.'it.h t?.<'lY prev.~~)u;::: c:l il:"Jsif.~.cat..icn 
dete~.nt:Ll~at.i~);l .t:e~.por~ses related to t:J~.t~se -clocwt;~:.nt 3 r ~;:1d t~c prov.i<:ie 
the :·B:r the same ~:;l.~ssif:ication determinat.i~:>ns, T~e :rs.::.: reques-c.s .DOE 
and NNS.A -r~; px:cvi.d.e i1S soot~ ~s poss.i.ble an.'l p.:r<?vtous.ly r:endered 
official classification determinations o.f docwrnents n?-lat~d to this 
matter ( t.o .i .. nc.1.ude an.y '.~lass .i..f .i.cat :1. on de t e.nni r:at.ions z'>.f dccunHWt s 
t·€dat-.ed to the @d.itltonetnail. cern ci<>mt.lin t.fwt are not eot'ltained <n'l the 
attached fWD. '!'he FBI r-~quests !J-0'£ an.d NNS.A t.c pr.ov:Lde c1as.sifi.c.ation 
deter:mJr:~tio.~ .r~~spcn~·~~s i:e' ·the FBl on a :rt~l.li:;r,r basis <..~.s they pec,..~)me 
available. 

{ U / /~) The enc:lGBed. DVD~ e<;l. ch cor:t .. ~ in ~ .Reed!-.te. &~ex i :L le, 
which pr:ovide5 an explaml.tior;, ::;f the files cont~i:m::d on t.he DV.D. The 
lN) olso contains· a !~-~.eros-of;:: Exce.l sp~~eadsheet. t .. i tled Classificat.ion 
F.(:vJ.e~<~ P.cs_pom~e 1'ra.ck:ex: to ~ts~i~t yo:...tr aqoncy wit.h t..t\1Cking and 
responding to this classificati.cn revie~.; and determir.ation request. 
Th~? doct<ments for. r:ev.~.e)'.r a..re 1.i.st.ed in U~e PJ.l.el:i3L.x.lsx ~:;preadsheet 
an<.i are contained in the Jtems fclde1- .. The .rte·ms folder is further 
exp.l<l5.ned :i.n t.he af(H:-~mentJoned Rt?.l.idl'1r.~.docx f.D.~.- In t.ll!~ r.~v~:nt: DOE 
atH::l. NNS.A :i.s a\-la:re "::>f: any equities b:long:i.rv; to oth~~~ US Go\t(~rr•mer;t: 

ag~:)cict::: cont~~i.ned .ir-~ docu~~ents pxo\!"id.e(i a.s part. of t:fli..s requo$t 1 t.!1e 
F8! .:-equests DOE G-1;:-ld NNGl~ t-v .idcnti fy thc~e othf.H' UG Gcvex·runent 
a~Jer~,;~it:;s ir: ·~·.r~e ')'·Not.es:4'.• !;ectir;n f..:~f tlie et'.:.c.l(..>sed. sp.r~~~~cl!.~.tleet., 

{U/ /~) The f31 may conx.a~~t you .i.r~ t.he f·uture ~~o ask you to 
prio.r.ltize thf! :review cf certain items provided as pa:ct of this 
request.. 

WI/~) You are requ(1.sted n.ot to disclose the existence of 
t.h.i.s inqu:,l:y, ;)t.heJ~ than as n.ecessa:ry :for. ccr..pU.ar:ce; di.sc.lc)s~.n:e m.ay 
jecp..ardiz:~~ th<:? conf:i.d~~ti.al :'l.atu:t:e o:f. t.h;;; F.EH's .inv'f?stigat.ion. 

4 

t~~#---·-------····-
Charlos H. ~rhl~ IV 
Sectic·n Chief 
Coanterespicnage Section 

';·his doc~t~"!ter .. t. ccrt:..:.;~i.t:ts rle.itb~~.r; r~c)>nm.~~nciet:.it" ... t,~~s r:o:r c.o:lt::l:Jsi.>~n~ of tho. :~-a!, !t i~ 
t:he p:.:.·(;pe:~ty (>£ the 1'~·! Q:n.;;i .i~ :v~ll¢·-d tO yt.~U.r u.genc..~y; .it ;;'H':~ .i\:..s C!.JSlt~nt~ a.x·e :l.Ot 
t~ ~,.~ di.s~: x·ib~t:(.:d -out. s~J . .O<.~ ~··o~.:~x· aJ>~!${.~r, 

tc 
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ALL :FBI UT!:'O."U.!ATIOl'T CONTAINED 
HEREIN IS UNCLASSH'IED 

,., .... -.-----.---------·.-----. --------·----:--------·-·-·-·--------------·-------------·-··--..--.,_~"i:A.TE 12-12-2017 BY C6 ~.-.'4 6E!11 l·!S ICC 

l 
\ 

{,. ......... . 

l ·-..., ____ _ 

(-' , ___ ./ 

FD-J:l(l {R~- _,._ \ ly.·AI.l''o~.'-----------., 

Fiie NumlH~r .J L~-~-------------------------------------------------------· 
Fldtl om~(: .t\~:"quiring f:vidtU(~ ___ _ll!_f. __________________________________________________________________________________________ _ 

Sed a! i! of fkigln!!ung Uot:J'lH~~t .------------------------~b~------- __ ---------------------------------- ....... ----------------------
1 I~ O~te R~~<:h'td ___ ./._P./{J~--:~_f... _________________________________________________ .............. -·-·---------------

----·--------------------------------------------------------

R~;;d~tGive:-. [J Y~.s. l] No 
(i1·:mdJ~:t;-i Maw!{<J1- Oi-s:>s~mh!•~t~ 0~1ly l'u.r~ua.:t t'-) K\iie ~ (~! 
Fd~~ti>i R:lit.s <Ji'Ct:m-lh:a! rto(-cil;::re 

0 Ye<> 
r~":dcfr:l T3.:<p.ay,~~ .. l~'"Sfor:n~~1t{,":t\ {F1'.!) 

D Ye~ 0 N(l 

~ 

( ... J 
•----\;JL~---•••••••••••-•••••••••••••·••·••·•••••·••••--••••••••••••••••••·•--••·•---------------------····----·----------·v·•··•--•--•--'"" 

(i.~OUST'J.~a:c~tk)O t:.Jl\:"b~;~ Yta~i!l) 
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ALL !'BI IlfFORl.rATIDtr CCJHTAHl'EJ:: 
.. , ...................... , ........... _ ....... ____ ,,, .............................. ._ ... ._._ .. ___ HEREIN IS tflotCLA.SSEIED 

D..!\'fE 12-12-2017 BY CIS@'l4llE11 lfSICG 

U.Sx Department of Justic:e 
Federal Bun!au -of Investigation 
Wa~hington .• D.C. 20535~0001 

----------------------·------···--·---·---------······--···········-----.-----··----------- ---·······--··-----------·-----------

W. Neil &ggleston 
-Office of ,:;ener~l Co;..m.s«Sl 
Ex~~c~H;.:~.v~~ Off:~>:.::~ <..>! th~ l.>re~;.t.dent: 

Pet~r .P. · St:t:~~ok 
.i>'h;~;i~.:!· .. .;-ull: ;:;p~c:i.<d. ~'\g~mt in Ch<Xr.9e 
{<ia;:;hingi.::on Fi~l~ Office 

{v/ /~) In .July 2{)1 S .r th-e rar. :::·e·:::~ived >{~ Section Bll ret~rr~l 
Cr.om the :::w~;pect~).C Gen~ral f<'n >~hoe !nt.eLl.igem;e c~)tH;nun1ty \IC!G) 
n:~qa.n:H ng th~ po~~s.ible :;;o.r.:pi'O;':'{h~t-:: of c.:1 ~.ssi fied n~ t.l\.')!'H.! ~ se.:~'•r1t:y 

~nfor-matl.on. 

(G//~0; The pot.e~"lt.ia:t ~~o:npr.c.mise ~as .i~'1ent.i.fied ~JI";en~ a~ pa:rt 
of a f.~:e~<iom of rnto;:·n\~tl.o!·: Act. (F.'Clll/ :r.:eq;.H~~st, th~ u.s, D~part.rn€!1t 

of State ;DoSl ~~d the rcrG reviewEd electronic mai.l {email.) 
co:rununications .f!·or-' px:·ive<te emai.l acco\lnts previQusly -:;sed by ~ 
tor:mer Secr.et.ary o.f State ounng her t~m1.re at J)o;:L An .in.iti.a.l revie~" 
of this mate!·ial identified em<."!.il~ cont~ining n~t:iO:)a.l ~ecurit.y 

inform.~U.on J.ate.r determ.i.!ied by the us Int~.U..tgence corr~uni ty {USIC} 
to be cl1::1~sified \..'~P t.c the ·rc.p Socn~t/Sensitive Compa!·tro.ented 
Informat:i.on l~nreL 

{U/ /~) The ?Bl respect fully :r€'quests the National Secux:i ty 
Council {NSCl <~onduc~: an official c.lassi..f.icat.i.on .r.t"!view and 
dete.rrrdnat::i.cr~ C'>f the .r.-elat.ed documents conta.ir;ed on the accompanyi.;1g 
DVD .. 

{U//~ The- ~-B:r uncierst..ar.ds t.hat: NSC may h.ava previously 
;eceived similar, separate requests from other entities for an 
oft'.ic:ial dassLf.:lcation revie;" and determination for: se:m~ c.r all cf 
t.he- documents co.nt~ined c.m the ew.:::lr..lS€!(t DVD, In o~det· to en!';}ur:~ 
consistt=::r:cy, t.he PSi .r.equests NSC de--conflict its respcnse tc this 

*1'h.i~ d<.::~:;;:~-e.~tt. ~t..~n; .. uj.n~ nei.th~~~· .r·e~,~(.~~;~~'!H·~i<"st:i<."..-<~:> n·,~·X Ct,.';t:<::.l ~~~i,~;).$ ~~.t: '-.:t~e ~·a.r • !~ i£­
t.r.~~ pr,'Sp0rty of t.h¢ ~·s1 a~.U is l,~~ .. ,!"';e-d ,.:·~· y~·~~, .. ~9~H~!'.~y: .~.~~. ~~nd .t~~s ,~<:.:1t~~H,::s; ::lrF.: n)>:>~ 

~f') t"f~ ~b.:~·t:l·5.b~~~;:~d CYt~~~~i.\.i~ .}-'t-,~l.!" c1\)~t"H"':Y. 

................................ HRC-8441 



I 
\ 

... , ...... - ....... ............ ,,_. ______________________ . _____ ~ ______ _..... ___ _.....==----·;;;;;.· ..... _. .... ;;;;;..· .. -·;;;;; .... _. ..... ~·-"-'" ''~' ;;;;;;-,;;; 

l:'iH :t'oque~.~t ~-.~ .ith <Hl)-' p.::-~V'i.<>~s (:l,{~!;~.i .f.ication d~tt~u:rni~at: icm s::~sponses 
:::elat~cl t<) Ul0~:~ d<>·<~UII!<imt$, Q.n<;! to prO\l'ide the rrn the s;~ro~ 

clas=i fication detenninations. The FBI rcg~e3ts NSC to provide as 
soon ,"i[J ?O~$.lible ,~!'IY p~cv~<~\l . .::.d .. y r.-end~ .red official c:!assi.fic~-st:i.on. 

-::k:term.inations of documents .r~lated to this .~atter·, to incl\.!d~ llny 
c1a.S$lfication determin<ltio:1s of document..~ t:el<'..!t-t~d to the 
i;1cl:i. :oton~;~m<~il.com dom,:lin that are not contained or: the ~ttach-;.::d f>'-ID. 
The fSl requests NSC provide class·H.ication clet,e:rmtnat.ion resp-on~~'~s 
to t.he FBI on <.'i r:cl.lin9 b<t!'Jis as they l>eco:ne avt;lil n~lle. 

(U/ /~ "f'he en..::::.lose-d IWOs each contaif! •:1 Re<)d.M""-· d<)CX fi.l~, 
whic.~ provid~$ ~n ~·.:q:sla n.at1on of the f'i les cont..ained on the DVD.. The 
D\/0 also cont..air:s 8 M!.er(...~scft F.:xct:: l spr,~.:Idsl'H~·et tit led C.1,~s~·.:i. f.i.c~1t.i.o.fl 
Re'-t·i.ew R:espons~ :r.r.ecke.r. to a.ss .i.st your aqency with tx:.:icl<ing and 
.t0S.pi;inding t•.":l this Cl..)S.Sificatior: re\l',t(~W at~O l;iete .r!'(tinat ion re<:p.H~$~., 
The documents foJ.~ r.eview are listed H\ t.he Filer:'.i.st.xlsx spreadsh~et. 
and a.re contai.n<:'d in th{:~ ~li;~~R~$ folder. The ltcms .tol<,.i(}r i.s fu.eth~r. 
g:xpl<.tined in the afor~me-nti;."lned Fead..'-re . docx file, In the evertt NSC is 
aw ... :::r~ of any e;,:p .. li t.i.f.:S be1t>nging to oth~r US Go\n~:tnmet'lt age1ici~:s 
contained in documents provi<.:kd as p~.r.t of this request., th~ FBI 
.requests NSC ident ify t.hos~ other US Government ag€ncies in thE! 
"Notes" section of the enclosed spreadsheet. 

HJ//~} Tht~ nn may contact you in the .future tt-; ~d: you to 
p:do::i.. tiz:e the rev..!.e~..: o.f ce~tain it:e.n:s prc..-vi,:le-::l ai> pa.rt of thi $ 
.req1.:est .. 

(U/ /~} ~:ou a re r ·cqU€Sted n\-,r.. ·to discJo~t~ the exi-stence of 
this i:1quiry, othf:r U'HH'l as neceseHH.Y for compliance; disclosur·~ m~y 
jer;par.dize th-e confidential !!t;ltute of the rarr s ir:vest.igation. 

{U/ /~f Pleas€: di.rect a.t ·+-j---Jiur.uH..a,;Jiu.l J.lJ.r.J.i.s:eo.:a;~.....,~;.f~:l:.ard~,ng tbi~ r<!quest to 
Special Agent ~.. ________ ..~l ·~t _ __ 

/ ... ·---::::? 
I 

P€t.~ .r. P, fStrz k 
Assls:ant~ecial Agent in Charge 
\<Iashington Field Office 

'tnis ~::..~CC'Vtl~$~~ cc..r:_c;!i~:s r.'..e.itht:~t: r<:cvwtf~~n:·~~< .. ~ . ;.o~~s :-;or. ··~~~~~·., ::,·.1-;::.s .~ . -::: r,$;: (~~ ~he flll... ·.rt s.~.~ 
the J>::·z-;px~ .:.~t y of :..:. ~~ r~?. :r .t~r:d .~. !~ .i,~~~e~:i t:.o ~l,_<>:.,~r.· :..t:~Q~!:y ; ~.t <>!"ld .~ ~ ~> ':(.)i~,(~-:-;t. s ~t~ n~:: 

~ r."~ :t·)):~ di ~.;.t r: .: . .h.'.~:: t~d ("':.t!(' ~'$ i ci~~ y~.>~l!: .a'}~f~Cy, 

b6 
b7C 

---.. ·-·-····································································-···················· .......................................... .................................................................. H.RC.:.81.12 __ .. ____ _ .·· ....... , ... 



ALL FE I ItiT.Dru·1A T IO!.:r CONT AlliED 
····················-··········-HEREIN IS UHCLASSH'IED 

······ · .................................... ~-----I::ATE 12-12-2017 B'J: CStli~"415Bll NSICC· 

(~'-

., .... 

::::::~·']LJ_\ _______ :":""':' __ ...,ll.?<-1 • m m 

Fidd Offk~ A~q:irhtg i~)·hitn~~ ............ #/.!::.. ............................................................................................. . 
$ed!l{ n of Odgbating o~~$Utl~~ _________ J .. S .. ·----------------·-----·--· 

To Be ikt~!nt!!(l [J Y cs 

Re~·~ip~ c;~'~n 0 V e~ 
Gs~:!ld .h~y ~t~~crial· D1~s~mln~~- Gllly Pw~m.ml !.~) lhtk (,(c) 
h~dtra! R~tk:s ~f Crin-,iMll;ro~ccltore 

. 0 Yi.!S [,-if No 

fNkral Tsxp,<}'e.t lnf~nnation {Hi) 

U '(e~ l2" N'l 

lkw·ipti<m~ 0 Original U(Sk~ re intcni!~"-~' :>f 
• · :./ , / 11 · · ' II f.. .1. J).;<fJ" 

/ft..JJ,Ti-u/Jlh -''Ni J1/tli'4,.1.-. ~rt~· .. /(•l "'~./ 1':; ,ftl/ 
-· ............. _j_ __ ·---------..... ----------- ................... -·---------· ......................... -----------{-· ............................................... ------· ....• 

--------.. ·----------·-·---------------------------------·----

'f).\'1' 
·---·-----··----------·---------------------------···········-~·-·(L .. ~------·-··-------------

HRC-8443 

b3 
b7E 

b6 
b7C 

b6 
b7C 



ALL !'BI IlrFORl..tA'l'IOH CCHTAHl'EI:: 
HEREHT IS UNCLA.SSIZI.ED 
DA'I'E 12-12-2017 EY CIS6\'i4!5Ell HSICG 

U.S .. Department of Justice 
. Federal Bureau of Investigation 
W<::!~hington, D.C. 20535~0001. 

P.~:Lv<~ E:~.l yer: 

UNCLASS!F!EDi/~ 

Acting General Co~nsel 
G. S. Dep<H:t-:r:e:rt ot t..h~~ Trea~mry 

Charles H. Kable IV 
S~? ~;~t .i. on c:}ti ~1 f. 
~"-~E.)\.J n t.~:? r.~~~Sf):~ <):-: d~J~ 3e{; t i. •::-t\ 

f r.c~rn th.e 1: r~ sr>e::.: t ()r c.;enE~.t~ ::. t:()}~ t.h e I n.t:~:~l :~ . .::. ~~er:c:~~ C~)f:~l1~.U}! :i t y {I c: l (.:~) 

.r·t~.~9a.r:<.~.t ng the ~~t"Js si.l:) 1·~~ r;cJt:~})t·z;;n:i :~-.=~ ~) .f :.:;] ass-~- t .i. f::<.1. .na ~· . . 1.r;11a 1 s~~r;~J r :i t .. y 
i.nf c.r:r::~~t l.o~:. 

tt}/ /:'~)BC') The r:~ot(::nti .. .;.::l. (.;f.~~np:.ron~.is{~ 1t1.as :.L.:·i~:-~::t.i fi~~(~ \~!1·1~~.r1, a~> ~~,~il':t 
():[ ~=;_ 1:-'.r·<~~\=::(~{J!~ ~>.f J.r.Lf~).r~Tn~::.tj_ort A<.:t. {(.\~IFl} .[~~qtl(~St:, tt~e U#S,. D~~~r.~ar~rn<!~r:t 

of State :oos; and the JClG reviewed electronic nail (email! 
t.:~()fnnt.rt~ i.c!a t. .1. or~s f I>C')l1l t:>l' i \idt(~ ~J~';'!~.Li }. a c;.::~.()~.t~Tt. .s p:r.'ev .1. rn.;~:.i·~., tl ~~~(.~ ~)~/ a 
fo~·m:~r' s~~cr.·~t:dT._'/ of ~~t.dLii:~ duri.ng h~~! tenurH a:·. Do~~;_ ,~\..r~ .ihi.t.~!.al l:'0.Vi~::t.1 

of tnis material. identified e~ails containing national security 
~- ri f ()t~ma t ipr: 1 at~£~: d0t. errrcl.ne·::l k>.Y t h~ !}~-J Ir1 t.el . .l i~1'~::r;::;~~ :·::,?rrt~fi\4 ri.~ t.:{ t US1>:;} 
;:.c b~~ .~:;la~!Jifl.r~~J. t~ .. ~; to t~~x~ :r(.)~ .z~~c~tC:t./S~;~rl~~i.ti .. ,(:: (o?nr~,:~rt.~n~r:t:.(;'~j 

:r r; f <J l. ... fnfl t .i. on .l e \l(~ 1. ) 

{(1//;."t)Ul..-} T}'~(~~ i:';·:rr 1~(~~3f)6(;t1:·~:.:.11y =~~'~l.~e~t . .s ~:hs::- :J~S. D~;,;~)i:}~·t.ru~.n.t ;:,;.f 

t. he 'l'.E:~.!i ~.-.1:y { T .::·~~n ~u cy) t~:onctu~::t <-;n of f:i.ci.d l c l'.~~ ~~:L rJ.t.:d l :i.c.H". :r~:·-v· h.:-~; <~nd 

c.fe.:·.e:::~n:.tn.):tt.;lc~r.1 c~:t t!·:e -:..~f:I~.~tt~~J ::Joc~ .. ;n~~.nt:~~ ;:-.;or~ti.ti~t(=::r.J <)rt tt~~, a~.:t;()nrpb .. n'l.i:tg 
r:t\!D .. 

(V//~'OiJO) The i:'8I ucde.t:st:an<J~~ th<lt'. Tr€,£ts:.rry rr:a::{ hav€: pre·.,..io~Jsly 

received similar( separate ~equests from other entities ~or an 
cf.fi.r:.i.a.J c.l.a~~~s.i.f.i()a·ti<..)!i rf!-v··i(~~..f <lt:f~ ~J<=;t:~=-~r~n1:irlat.i<..;r: {<)X. .. ~3~)~t<-:.~ <).r aiJ. ()f 

the documents cantainej on ~h~ enclosed DVD. In order 
consistency~ th.(~ f~BI r~~qw~~st~:; ~r:r:;~astlr.Y t<.) d€~cc:tYf.Ji.c·t 

:r~~~~;~ d~~~:~.u~~~~~·~~: ·G<.-nt.~ ins n-t!it.~-~~~::;· i··-::~ .. ·==-~~'l\:t.~~·~:'.•ia .. t ;;.t~.n~~ ·:.>ct~ cc:r~(:1~~si·::.·r·:.~; ~ .. ,: ·~~ri·~~ Fl;~:. -~·t. i:-> 
t:h-c: ~i~"'-:')?~~.':..~t-:( .--:;f th~"! :~~:·:r! <~~id i~;. I~;;!;·~~:\:~<."f t.(~ yo~.~-~·· .t:..q·t~n .. ~:~·; .~t: ~-!~~'~ i ~:t'i ~:,·;~·;t.~ .. :.~·~t~s :;~~-:~~ n,:>~;. 

to b~.? <}.i ~t .. ~::.r~:·:.::t.~:~ ---~~.!~.:~.~.(.i~~ Y~")L~~ .... ~~:·~~~·n:·::)$ .. 

HRC-8444 



tf1is FBI req·uest ~--f"itll t1ff)" pre':t.i<)Lt~ {::I{lss .i. fi ~;at: .i. ~;:n (.:1t~t.errr; ~ .. ~.2~t.:t-:) l1 

r.esrJ(:1.n.~~s .r.t~ ]r~tc:':'.t.i to t.h.est~ iif)(~L1n:•~rl·r~, ,.1:-~d t i) f) t'f;\.' i ctf..~ ·tr~~~ E'BI tf'l€ sa.rr~~~ 

c.l.~;}S~~.i :f i J:)<~t. icl~ ~1r::t<::ro\irti~t:3.o~1.S . Tho E.I$I r:.equ ;~nts 1=rr;;as~;ry tt'~ F.)r,)-cl.i:Je 

~s ~~cor: rl$t !'O!.>s.ib.lc arty z:·r~~ii<.Jus.ly rertd~.r t~d {>ff_\c:i~11. (~.1<..\t>Sific.:.lti~>r.:. 

det:~: :r ·t!ti.nil t ic);:s <..~f !l<..>c.~un'~'nt:-;; .:.~ {~l~tt:{::d t.c t:h..is ! !lU t. tft.~:· l t '.<) in.c:l;.ldte ).:: .!·~:r 

classification detexminations of documents related to the 
~~r.~l .~.nt("JJt~:?:rt.a:i 1. c~··~-;·~rt 'i<)tnaj.ri t bi:) ~·. ;_;)r.f~ riGt. t:c>nta.Lnto:.~(~ t)!\ t..t1e ar.ta(.~}~f:-0 L"::VC: ... 
T f1~~ fBI r e::;u~~ s t s 1'.r{~C s ~tr ~~ t {) :pr(.~t~ :lei e. (; J . t~s s i f.i ~:~~.~ t :l (}l"i (Jetl~ .rJn.i .. r.la t :i G.n. 

·.~: t.~ s fJ~') ~:; s t:~ s. t c; t .h ~.~ FT~ T c· fJ f.i .r o .l .1 ir1~} basi s as t !1 ~~ y .t}-e (.~ OO"t€: a 9' <~ i l. a.b..:. ~ ~ 

( ~} // r. \)t..h. . .; } <rrl~3' ,~~r~":losed L)'\/C~~~ ~~~~er~ c:c}n t:-.~ in ::! R$~:~".i?'v1e:--::· ~ cl~Jt:x f .1 J . .::~, 
'"hi:::-:h p1~ovidQ.<:> ,:t:., expl;:lnat::ion :yf. ~h~ fi.t ~:s ::::ont:..:.:L~~~:, d or.; U:.-~ DVD ·:r;~''' 

D\~r-; ~ J.H o ~: ~c·n t~ :i.:r~:~: ::.t t 40:i.L{:::::.: C·~>·:).ft: Ex cr.:~ .1 Bf~ r.·"~<..~rJ.sll.H~~~i:; t: i t .l.ec~ C l ~t ~ .. ~~if.;: c;J t .ic~n 
I~e~v·~:f.<~:J.t 1~<-.~:.:;_.p,;n.:.:<::o T:.:r:J{-:.k~ r· t:c; (.~t~:~.l . .:.~t: Y'\.>tl~~ f.~ ·:?.~~n<~Y \,~ :it}\ t.r··:-1<-::k i ng a!i(l 
):·e~~t··"Jc .. ~·,(:~ ;·. n ~ ;· t. ~) f: i·s is c :~ o S!:).i. f.i ~:: d t i':>rt :c e vi F::v~: i.~IlCi t:let.e .. rrhi r~\~ t .i fJ!i :r·;~:-~:lt~i:: ~~t . 
"·~·t,e elf~; c.: ur:t~.~~~t. ~~ .f ().C .r. f: v .L €:~~ ~.~ re l.l~~t ~<'l itl tl:.f..?. F'.i le '!.;is t.:. ~ xJ ~:it ~sf;r:t=:acl:5 ~·tei:: L 

and ~1r·e ~.-::-oru.:.:;ltn\~:d .trl tt~~~ It.~:;[f!~~ '1~ ~::.1.cie 1~ .. 1~ !~~~ rt:e;rH:::; .folri~~r .i.s t:~.~r't· .. h~~r 
expla:ir~e ·:.~ .Ul ·tb~~ atorem;:::nt .. io:n-P.d neadt1t=:.ciocx f.' .U,:; . In. the cv·errt 
T~: .. ~astt:ry i~5 <.':.:.VJ;;r~~ ~:):f ~Ytly !~qui:ties bclor'l~Jirl~T t':.:> ot.~her: tJ~~ (;o,re.t~'r:rn€.r.~~ 

agefl~·;j~~S ~"; (?!)t ~~ .i. .~e(:} in ,it}(:~JtneTlt~~ fYr,;:v:~~leci ~~S r)ar;: <.)f t}1iS l'C•~llt?St.T tJ·l~; 

.~ · r~J. rt .. ~~;ut:~ s. tt:; ~r:r.t=.~a~.-n.)I .Y t~ .i~Jt::·~tt .. tf .'l t'lt(J!.~f~ (J~·. rl <=~r LiS (1 <..>"Z'er:~·;.m~r:r.. a~~en:·;i~s 

in ttl~ ')Notes!' section ot the enclc:H~d sp:-eadstlfi~.~ -r . 

{ tj j /('(~L~() j t"he .FBI ln·~Y f~O!(t~~ct .YO~l .i. r: t.!'.H~ .t'!1 1~ ~i .r.C tc <.:~ !.~ .;c ~/\.~ 1.~ to· 
J:? .cior::i t.~ <::.~ tb~ .:: ~'\Yieitl o:f ~.:;ert. airl i.tem3 p.t:c...,·v·ic'ie<.-t a~1 ~")(~!:-t.: (;f t~·>ls 

(U// ;:'()[(1) 'ic.~~l t~.t:'€~ re(1tJ~:~st:e~j_ .n~Jt t.o ~:ji.sc: }()Se tf·;.E~ ~ax .ist.~~~~·;.(:e (.~t 

·t.. J1l .-~~ :ir;rrli.r:~{, \..:~tl:t(~.t: t:~i~:lrl ~:=; .r.~~~c:{:~~;.sa ·ry .f.c1.r: <.:{"Jm;.::.1..i.ar:c:e ; cLi:~:c:.1.<).~;u.r!~~ ~-r;.::t.Y 

jeap~rdize the canf i dentj.al na:ure of the FBI's invast igation. 

I, l.~J ,r .! ~-~ tY: .i:'\ ::~ :", ;:; <'.: ·: )''f) ("'t' ;~ ·.~ .1 .l. I'~ ..... , . ·t Y',; ~ I!• v ..... ~ ·~ '.l ""' ... ~ .~ t'\ .,,. .- ' .~ ;. -~I ! - v - - ' "I a~ . Fl~__;;;.;;.;;•..;;'it.::'~;;.;;· · >-;;,.~;;;.· ..;;· J._;;·~;...;' '.;,.~ ____;.'·;..;""~· ~-,.~ r~ ... ~ ... L ,. \i 

.:>fit?. C). a .;. ;"gen .. L..-----------'· L... ________ __._ 
this 

Charles N. Kable IV 
Sect.). :~t:t Ch ~ .. e f 
Counterespionage Section 

•• 

:.:.:1~? ~:::c·o>::.~L~· ~ . y <)f th~~ f!'81 <~=t~i }.s lG<>r~i~d tc yc~.:.t· t::1~~::'l:i~ ~~; ~!: .. "\f;~~ ~. t:s ;..;::-.:r;t:~~:t.~: :-?.:;~ n~;~~ 

t.:~J ~)~~ diB:: r.i.:.aJt:·t: ·d G~:t .. ~:j.d.-:: VG~.'D:: :'~,~~:'!:~.··~ .. ~~·"· 

to 
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________ ........... ALL !'EI IIUU .. ::UlA'fiOif CONTAit-TE"C r ........... ___ ....... ___ ......................................... - .... _ ........................................ --. HEREIN IS UNCLASSH'IED 
§ 
~ D..ll.'J'E 12-1:;:-2017 BY C'56\-J4SB11 tfSICG 
§ 

,..,.~ '· ,,~ {" • .. nl n. • .>·'+v :\.tV. '!• i .t• J. 

File Numb~t ........ . 

f.;'-~ 
FieM Offi<:e Atquiring.l:,,id€~~ ................ ~!:... .................................................................................................. . 

1 I--·· 
S~th1 # f,f Orighuthlg l)oc;unNll ......... - .......... JCl-------·-·--·····-············---·········-------... -

1 '7 . .. , {.; 
~ l~t {.tJ.; 

••••••••u••••••••••••u•u•••,•u•unn•••••••-••nn••n••n•••n•••••••••••••• .. u•••••••n••u•••••n••u•.....,-

!}{4 ·----·-·-------------·--······--······--················ L--------.....1 {N~n;$; t)f(:{>lH;~b~:<,rlin~:-v~tWtc} 
7co A~· (J,.-... ;1,v~ ............................................................ j. ... : .......... J. .... i!. ... - ..................... _ ........ _ .... ________ ......... _ .... _ .. 

11 if ~i. '-{l' ( ,~ci~e>:'1 ) 
...................................... '!!...:.::'1..~~::J__f:.::...:. ........ ~!..~:~~.:.. ......................... , ........... , .. ____ ..... ~·-········ ........... . 

Or __ J.~-~ '. l--·--·---m 
(---/ ... 

tfC . ~ ... No 

R~~c<:ipl Gi~·~ fJ Y~s f./ N~) 
(}l;:m~u~ll)' \1a\eri<$i .. ni~·t~rnin~:!e Only l\.m;~Eml tl; R:~k r; {~'! 
i~q;<;r,>l R,~k;~ <)tC(il"l'~in:ll j~;>cdut<:: 

0 Y {.". cr··No 

Fe~!t~~;,~ ~r~t.~pety(.~r !nforn~ti<H1 (FTYj ~-

0 Yt>s [f Nc 

.Jot 

!.ks~~·lptit>u~ 0 Otighla§ nOtes r~ inte:·vi~w <}f 

ll . I ?.. ,/ J. P . t- /} ,f v 
1 'f hV~- ._ (ft. J.ltfjt tf} Ji... ..~< Jt--ft/..·· ,e~ VJf i1'";~>1K/I."-// ;(. 

..................... :1. ............. 1/............................... .. ........................ _ ....... -···----·-·-···--·····---·····--.··--·······-·-·-·----.-· 

.......... ________ .. 6~-r.:'~t._ __ , ............................................................................................................................. .. 

\ '::\:\~ ______ ............. ---... - ......... -.......... - ......................... ~ .. .t.-~ .... .., .... 1 ................................................................... . 
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ALL FBI HH'OR!JATIOU CONTAINED 

HEREIN IS UNCLASSIFIED 
.CATE 12-12-2017 BY CH'i-.'46B11 HSICG 

u.s. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535··0001 

·•••••••••••••••·-···.··•••••••••••••·•~·.•----·-·-.. ~~--------••••""•''''''''•·•~•------u ... •••••••••••••••.••••.••••··•.•••••••••.••.·.·.·.·.·.··.~.•---~····.·.··.·.·.·.·.·.•.·;-.-~---····.•.•;'•''''''''""'"······'''''''''''' __ ,,.,,,,,,,,,,,,...,_,.,,,,, __ ,,,.,. .. , __ 

Chief Division counsel 

Assistant Special Age~t l.n Charqe 
Was~lngton ~ield Offlce 

:n July 2015, tte FBI ~eceived a Sect~on 811 referral 
t .t:{):n "..: ~·tt~~ 11'l.Sp<~~c~t.(}t:· (.: .. ~!.~x~r:1l t<.>.t t t~t~ Tilt.·~~ 1.i iqr::nr_:.r~ C:cm~.:.~r:. j, t ~l ~ !.CJ C) 
:r ~~~~jal'd.i :;g t.hc-.! !~OSG ~ t::.), e co!t~t~ ::-:ort~i s~ of c~ 1 as .s i I>i e~:i n.at i 0r~c.ll S{-~{:- ~;r: j t y 
.~,.r.1£.orma t:i ().f.~. 

c:t !::~tate ~D~J.S:: ar:d t'.he ICJG :cevi~\~~~d f..:.lt\ .. ~C:t:r.·· .. )fLi:: nt~i.l ~er!t<.li.l) 

(::(>Tr~nts.r:.:tc:~~~::t(Jr1~~ f.t~.(}re .~).t~~t'\t~tc (~;na~i . .l i.~Cf::(Jtrr~t.:!~ l)_;::·(~·<.t:L{JL~s1~~: u.SB(~ by i). 

f<)rm~~.r· ~3~<".:.r·~t..a..r·~l {~f ~~tate ch~x'.i.r.~~r h~~r., t.(~.r.~~~r·e ~~~t: DoS.<) .An irr.t ti~al. rc'(Jl~r~ 
('~ f tJl ~L s Hh:~ t e t j_ Ct 1 i (~ €!n t: ~~ f i ~~tJ ~:?~~t::.:i :~ .·~. s c:Oti t <!i :t n ~ rl9 ~-~,3 t .i f ... ':r;:.:) l s ~~~'.:.u:c l t: y 
.i.n ff.)I·tnat ·.~ <.>ri }a.tt=~r: <.~t~~t~~·-~·r~;·.Lrl~:?.ri l:'(;l tttt=~ \J~~ lr~ti.~.l ~~. i(:"J(::nf;~~ {~<.~tnmlln.j.t y ~t;~.;JCJ 

tlJ//}~:: ~;~}'~<:~ ~-I~I :·~~sp~~c·tfi!.l.ly J~~:q;.~~~sts t:~.!e t)r:;\:I f~rlf;·.~r;:~e:)~.t?~r~--r. 

A,f.~~Li.t;.~.st·. r.~t. :~t)~·::. {t)~!:t~) ~~r~r~d~1<.~~:. ~r~ ().f fi.r~:i.c~J ~'::'.1.<:z.;;!~;.~. :f:;. ~:~;lt'. i {)l"'t rt~v·i ~~~~..: ;:t.n(~ 

(~).//~ ·;~~:€~ FBT :.tnt'Je.r:·sta:~)Cl~:; t.h<::t D~?~i\ r:1~:l}.l h .. :~\{{:, l):t:c~'tri::)~Js.1.y 
.rt~~{;i::}.'J~~r.l s:tr~~:t;.:~sr.·,. .~~~~.P=~-:.·~:~~:.<~ r.·~:~~~~~-~~;~s.·t.~~ f.t:~~::~ <)t.·t~~:~r.· ~:~r~t..i.ti~.;.:~::. r·~:)x: ~;~;:~. 

(~·ff.LG.t~~l ~-~}ass.ifi.;:_~atj.()lt r·(~·v.Let,,: ~~in:d ~i.~~n:~ti:'iiLin~~r.jen f<).~~ ~;<:.-f'l~~;: ().r· ~~\J ~~)f 

the documents con:ai~ed on the enclosed nvo. In ox~e~ to ans~re 

t~.c l~·r~·j:.~;.;::rt-:l c-~ ,,h<~ F~·.:.~ a!'H~ :i:> .;.~~<:r~H~<.i ·~:c yt.·~Lt ~:g!:~:~:·::~!; ~ r <·~r~d ~.t($ C<:.·nt~:::--~t .. ~~ ·*~~~ (~:·~~: 
t.•:J ~:,~ ::~;.~~;:~~ib'"..J~:~~'~ <$~~~-~~iJ(: :':i;,; .• :;.,::.·· ~g~:n::.:l .. 
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~~CLASSIF!EC/ /~ 

F'E~J r:~.~ ... t~.lf.!!)t: \.:;··.tt . .tl a.I;'f ~; ·rev..-i_,·)tls t::.1.asstf 5.c~a t i~).n. cleterrnl1~~t t.:i.\Jn x.:e~;;pc~r~~~~g 

1:·e:latt:d t.o these dG<::t:ments, and t<.> pnn.:·i.de the F.Br l.h~ sam~ 

.. -:la.s.s5.f .i~-~t:icn (~ete.t:.!:~~_ r:at1o~~~- :rl-:~ ~=r~r r.·<!:'~~;e~~t; ~ ~ nt~A to r~ro·~,.,id€: a~~ 

:~v(:J~~ {.~5 .. : po~s il:~ .te arty J;.~.r·~:: v- J.o~..ls l })' rertd~~-~ed c~ f f. i "~i m 1 c;las ~~i. ... f .ica t i ~}tl 
cie t: ~l:nL~ t~,~l t. 5.. !n'l.S of <IO<..":U~Ctx: n:t ~~ r: e 1 ~, t ~~<-1 t fJ t:. hi~~ nt~.l t. t e .t 1 t: ·() i.~c ·.l U.{t(~ ar~~' 
(~ 1 (;$.~sif.tca t. .i.csn dc·t,::rr::;j_r~~~ti.~.·n~:~ ~,r ~:i(>:::-:.~~ler:t... ~:~ .t~ ~·.late(.i to t:h(:; 
f:~ ~·:. .}. :L r1 t. on .. ~fi).a .i '.!. .<:.cdr: t1c;n~(:..l ·.~ n t h <~t ~:~ :: ~::: .n.:')L ,:;(~r.:. cat :'le~J (>f~ ·t tt'~~ d t t d ::.:~1:~~~:~ D\It) ~ 

~r1·le El~~t rec_it:Lf~sr . .:~ U.E:f\ ~}.r.<.)V1 \t(:~ c·:t,:;ss.te· i<~at..tc)n <:1~~t:;:;x:·nl:i.~<;.r.j.(Jn rr-:: :.~J.)::..~nB~~s 

t.~.) t: .tl~ .f:l~ :r o·r~ ;~ .~.:'<'~ 11 .1.nq t~<.i ~~ .t s a.s the}' t-:~~ cc;r~\€ av a ~~J. f.t b -~· e ~ 

{0//"fh() lJ(Jt ~-~~t! e ~:?~;.<.:1<.)~;~:;,-j DVf.Js ea t".:Ji c~<.'!.nt'..<:.t:i7l a R~f::scl1~1f.~ .. clt}t~x. f.L.1.t7:r 
W'~~j: .. :ft p.}~O\:t.1.d~~s a.r:t ex:F~.lar:t~.~t: . .i<).n. of the fi.lf2S C()rtt~i nt~~:i o .n t:i~1C D\Tf). ~r~t~~ 
!J,ll) ;~l J sc..t COiti:.n i :ns a Mic. :t:()$c: ft !::.xc(:l .st;~rec c.ts :1c.~~~t. t .it~ 1 '~d (:.1 i1 s·~:~ i .f i.f:.a. t: .i.of? 
r.J-~· •·· · ·· ... , R~ ~ ~"""')'""l''" A..""!·'~t ~f) v· ·~rwK~ .. ).'Y r.~ ':'<..'"' •• ~,.,_.; . · s ·-'\t fV" ... , .t"o: .f~Tl~; ... ~ , L" '"'l ·t-t ... ... ,_""li'?L- ·t~ ..... q •ly.;.~ 
n;·;v_,. ~.,~.. ~-!>J: ~<·''-''-" . .~- .~ <.n, ,, .......... , .. ~.~.h-;~ .. . · : . .) ·. ~ ~>. . <'~\!"· "'1 ,., . , . tt '-· ·'-'-' , .. ,. .. , . ,,• ... ,. ·'-~'·' 

rsspond.tnq to dtis '".~ .l.assi.f~.c,:)t.i<:Jr-, r~~v).ct-: c.md ck tctwi.na:: icn .r-eq,..lr~st, 
1'::~1i:: (1<)CU111~::: ·n t .s f ·~!.' r~~ v"':l ~~~ i:t::·e- l.l t~ ·te~J i rl t~ ·he F' i .le.l. .. t:s t: ~ :>~ .J·s .. ~ sp:r ~~~::! sJ:~€e.:t 

~l n(l ~:t .l~f~ (~('JJ~ t~.t 1r1·ecl ..i. n th\~ .r t {~~;n ~.; .f ~) 1 ~.:1 (~.r: ~ ~r·h {~ .rt:r.':.cn s .f. (.~1 c.~{~ .~·: 1 s .f ~·; .r: t: h e.r 
r.~i~J.Jl\~l :i ·ne<.~ i 1 ~ t:tlt=! .a .f~"J .rf~.!~;>.=.~r: t . .i <):·lt::~;,~ Rr.~(!Ci,\1e .. c!t}r.:x. t .i.l.~~ :rt! t.r~~~~ :?\.t~~ r: t ~~;~~~.A :~ .~~ 

aware . of any eq11i t i ~s belonging to other OS Governm~nt agencies 
~=~() !"tt ~~ .~. :·!t~<l ~- n r.~C'(~tH~€~::\ t t.::: r~ r. i ) ~· .L~.:iG{..i ~!.! s pi:~ z:·t ("~ f t ll1 ~i .t'eques t r the F'BI 
r~<.J:..lests D~/.\ i clerlt.ify ·t[~6.S f.! ot..hc.r: (~~~ ~~()V~r.nn\e:lt~ <~g~n.cic:r: :1.r~ t. .~~~ 

~Notes n section of the enclosed npreads heot. 

(· .. , 
t,. ~ . : 

{ U/ /~) Y.<..)l..:t ill' C rcz1uc~ ~}.ted nc.)t. to {:l.i. sc.'L(.)~:f.~ t.b(:~ ~::;.~~:· istenc:~ ()f 

this inquiry, other than as necessary for compliance ; dis~loJure may 
j t:~{J:;.:a .t.~C:L t: t~~ the <.~fJ !~:.f .:i (i ·~~flt i ~1l r~~=lt u :.r ~~ ~>.f t.t1~~ .f'H.J ' ~:; .invest .i g ~t t i. ()%1 .. 

~~+f____Jft,' l.l.~e:..:a!..:::.;:::_.: e~·.:......!t:lili.Lt_!:f:."':_:-~.:.,·.~£,L • '<r· .... 
1 _ .... , ;.J.~1 .... r ' .... ~ ._: ·• ....... ~ ...~.· i.:~::B:..:s._· .......~.r..l:e::.· '-~t,IB .r: d.1. ~ ' q 

dr;. '~..1 ·-----------'· 
1..--------~ 

•• 

th~ pr0pe:ty of the F3! onJ ia lo~~ed to ycur nqen~~i it ~nd ~t~ c0~1~eu~~ a~« not 
'!: .:::: .b,~! d i ~ !·. r.·:.t.b<~t t~,~'.1 ,..)!) :~.~; i.d:e:~ ~:-~:.~·~~.>: .;.;9~tt·~c'/., 
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ALL ::E!I INroRJ.lATION CONTAillED 

···---.. -.--·----.-. -.. ,,. ........... - .. , ............ -.----------····-----------·---~------·---~ HEREIN IS tTlTCLASSIFIEr:: 
--.:;A'l'E 12-12-2017 B't C~lft,.41SB11 NSICC 

'· -· 

FD-HO{R~~~- 4-!1-0f' 

'- oc4 File Nnmfler ..... .._ ___________ __,L ..................................... ~-------------.,.. 
---~-- it'Vf::-_ _________________________________ , .................................................... . 

S~r1;sf !'l ~1f Ortgin:.lHag O~p·~~ettt ·-------'-J __________________ ............................................ . 
j! ] I /r;!S" 

;;--....;...""'-""'-_,;,--.... -----------·-----·-·-·······--················--···--··--···--··----·----·--·----·----·· 

L..------~---~··--···--···--···--··--···--···--····--··--····-----··--····------~···---·-···----·----···--------
(N:.U::>~ ·~t·(.·~~lf'~1.lt~diu!.~';'Y~C't-.~~) 

.. , ........ , ________ _., .... , ................. ________________________ ... , ....... ~ ... ------··--------------------

ovu~,,.......,,_. ............. ~••••••••-•.•••••••••••"'''''''''''''''''.,.''''''''''''''''''''''''''''''''''''''''''''''''''''••'''"'''''"'''"''''•''''•'''~''''''''''''''''''''''''''''''''''''''''' 

nr .......... /~~------1 ..... ---------'[ . ---------·-
To Be Rttunt~l D Ycii 

R~-,:~ipt Gh~e:1 0 Y ¢~ 

0 Na 

0 N1.) 

Gr<md Jmy )'-.·1;~ter~al·· Di~sem-in~tl'! On.iy .~ur.sua:11 w r-tule 6 (c) 
ft:d~~r<li .!{Hies QfCti.miu<$l Pm~d<iu~ 

0 Yes fJ No 
Fcd<!r~l Tt:~:?~Y('r ln!¢m,!tllon (H!) 

0 

f)~'~t~\ .. ji)ti~~H~ i_~] f)ri;?;n~~{ n~h:~~ r~ i:~t.~~:rVa'!~~_. of 

(%r~;_'/,tty;i:l /;vti·"' ,;~t1 ~~~M.~if/;'- /h;~~-<~-1-................................... -.. - .............................................................................................................. { ............................. .. 

................................. "i: ..... t.tt?..t~ ... ---.--· ... --... --........................................................................................................... .. 
---·-·-······--··------------· 

\ ~-\_ U-............. ----·---·-----------------------~-~----------~----· ............... , ..... \ ... l.i.-~----=~--- -·-------..................................................... . 
. . . ,.. .. . ........ ~ ............... , .. . 
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ALL FBI nr:roruJATIOH COHTAIHED 
HEREIN IS UNCLASSinEC 
I::ATE 12-12-2017 BY C.l5£"ri46B11 l·!SICG 

U.S. Department of Justice 
Federal Bureau of tnvestigation 
~Vashington, D.C 20535-0001 

Naticmal Reconnais5ahce Office 

Assistant Spocia~ Agent 2n Chatge 
v-r~~:hi.ngt-:>~i F~.~~ld Office 

In July 2015f the fBI received a Section 811 referral 
.~:·r~::.)!TI t.h.~ .r.nspe(;t.or. G~neJ~ai fer t.h.·.~~ .r.r~t€!.lli~~10t'1c.:c (.~(.>rrl.!)\~nity (l(.:.lG} 
regar:di r1;~ tf)~ poGsi~~l (~ con~pr·,;;.n ~t se <-;.f (;1~a s~~..t t .i.e~i nat .i.or1al se.CDl: it)' 
i. n ·r r.)rn1a t l ()t'~. 

(!.I//~) The r)ot.ent. ). a 1 ccrnp.rorr:;, ~~r:~ tv.:l s id~~r.t·i: :i. f :i.=~~i \,~~·t€n ( ;J ~; [Ja .r-::·. 
(; f ;1 :F·r ~i~:d.(}~~t: (:~ f I l') f t-:>rlt~~=: t j, ~) n. J\~:~ t. ~ ~~:)If\) ~· t:?(J.~(~ s t J' t t·le tJ .. S ~ D<.~pa rt::.:n~ r~ t. 
c~:f .St.ate. (~)oSJ an.t..:i t.r,e J(~l·G l:'~\{'.i~~~~d ~l~ct.~:--~~::.r;.j_c· :::~~~;31.1 ((?rt~;;l:L.l :1 

ccrr:rn~,_,:r·:..i.G;:lt i·::):ns .f:t<)~n ~')~C:~ '-l~~:~:r:~ ~:?J~;;::t ... :. ~~)::;c~~~~·~l~:t~; f'x=~~vi(~l1~;ly \lS~~<i b)/ ~. 

f '' r.-~n~ :r: $t~ ~~ r ~:- t: <.~.r. )l ~ .. .) f $ t: <;t t (~ d.;. r.· i. f~ ~J ft~~~r. t e r; J.~t r: r:: o. {:. 1)o~3 , }~r: .i.n.i t,.i f.~ 1 :r.'e·v .i e"i: 

of t:t1:i. ~. ~Ed t:e :r: i~~ 1 id~~.n. t if i e·d e:na i 1.::'5 {;~~o:r~t:a J. ~~J. ng· ll<~ t .i c~na.l st:.--~:::.1 r· .Lt. y 
).ufo}:'H>td:~Lcln .lat.e:r dete:cmine:J by ·u·~~ :Js JnteL11genc~; Cc,:r.mun.ity {U~::c; 

·t C~ ~:)e ~.la~·~ if .l. ~;:(.i ~~p t:..'<J ~:t:.~:- 1~()~ S{~C l~·c t ~~~(~fi~5i. t: .i. V~~ (:c)~f.>..:~ :r· t.rn~:~n t.~~(J 
I'!~ f <..):rn~.~:~ t l c~r~ .l t.~ vs l .. 

(fJ/ 1~ l'h<:.~ E'E~! ~:,~~sl;e(.:t. f~1l.l :l re:<.Jt:est~~ t'Ji~~: tlo:t :i.onoJ. 
l~(;:~;;H·~r:a j, G s~~n<.~~~ O.f: fir.:<~ { NR(l; r..~~)!~r:tu c.:!:. -~r~ (~ f .t ~\...(;i:~ J c 1,;! :~; ~> t.fic~a t ),r,;.n. x:~ './ .:.e\,~ 
arld ::..~€ tel."J!~j.na t: ic~n c f. rJ·1~~ re .Lat.e~-1 <.~o~:trrrH~r::.t. s c~~nt ~~ .l.r.~e~.:J '-'>tt tt~e 

(0//~ ';.''he FBI und~_:;r·strmds that th~:; NRO n;.~.y ha,,,::. p:.-evio·u.si.}r 
l"~:~c::~i -~.l(.;<.i s in~il ~ r 1 S(~~)a r: at:(~ ~-.'(~~·a ue s·t s f .r:~·ya:. ot .. h.er E1nt. :t t. i.e~; fc~ .t: a~:t 

~) .f r :i c .i ti I cl~ s~~ i t:1 (~~ t 1. or: .tF.~<t.ti. 0w ,1 r1<j de t.,2 .r.Jn i oat i <)r.~ ·f t) r:· !'!;·:-Yrr~t:~ ()r a .11 f) f 

~;·~.~.~~ ))-\.:(~;:a~e:;. ::. ~~(in~:-~$:·~·~:~~ :n e i ~!H.~.r. .C{;<.:·C!r'Jt't(:::n::~~ t ::. Ol':.S nor <:.~H!C .L U!~ .~ :,)f: ~) v .f t.hf.~ FB! ' r :: i.5 

'~~~ p! <'P~? r~~Y \}:r t i·,':~ ~'1~ I ;irHj :: .:~ .l G<.~ nt.:'~.~ ~: ~:= yq~u·~ ~·:9<:~r,~.::,y; ~ .. ~~. 3.:,.d i. ~: !.$ <::<~r: .. ;: e:::1 t s .:.::t~.: nQ' 
t-o b¢- <t~ ;:; ~ 1. • .!..i:,~;t. l{;·:~ <: ... ~l !': ~~~ i .:.:h~ y.;.·;~~.~·' ;~~·$ ... '":J.'l•.'::i. 
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F.H r .f.'~(i~.l~~ s t:: \.J it h .;:j :1 ~l ~~ re\t i (}~~~ ~~ c J a ,c5- ~:;: i f i c ·:1 t: ~ .. ()~ ;~~":'t:' ~ r)~ .. t~t ~~; -::-. .i c~~ J~~-;? S})()r, f:'{f:~ s 
.:: ~:: l ~'it :;:(:1 t.(> ;:. he~~== ~=~o<~t:nt~r?:n:t: s, tH'l(1 t.o F)~,·~<)V :~ ~:lt~ t..h.(: F'B.l t };(:' U..Z:i:t:e 

cl.as~~ .if .i ,::(l t :~or! ~:let e.r.·~n i r>at:.lot~e.. .:rh(; E'li 1 !·eq\.l~:st ~:: NS.O t<..) ~1:::'()\t.i c!~~ a;::. 
H\)()I~ f~ :J [ . .)()~1-~.Li b 1 ~~~ .i~ ~1Y .F .r.:1~'~' }.{)\l :->1 y r en\.'""l:::~re(l fj f ric i.a 1 c:.1 f.: ss :i :t: i\:;al: :Lc~l·~ 
dete:c:-c:.i.::;,:'l:::t':ms o:~: dc.u::u?'(!er:ts :r~.:.ate:-<:i to thi.s ma.tU~I, to .inc.I;Jdt~ ar:y 
:-_~.Ia.s::.~.i.f.i.t;at.tr.~r~ (,i~~t·~~r-~:::Lrla·t:if.)~1s <Y.f c~c;:::;~in:er~t.s ~:·(~~.ldt.e(:t ·t.Z) t~t)e 

\S cl i.:~tc~n(:~!rt<.':l i ..l. ... cc~r:~ d()ffi;.~ :tn. t.h~tt. ~ rc: tlO~ r~<)rt t~:3 i.t)(~<.~ <).r~ t h'~~ ~:~ t: t ~.tcr~~:::{j .D\l D. 
·r'fle t~'D l :::~~(~tie~> t s ~~R() t<) p.t: C:v·i(~0 <;l.as.s i .f .l r:<.~ l::.i.(Jn \.~f.: t·. ~ .t:·.~n:i r1a. t j c:;n 
rcsF~()r~ses t..f; ·t:t~~~ .E ... BT en.(~ !"'{)_l.I~~,rJq basis a.s the:y b€:::;.orne a·~.ti!il~tble~. 

(tJ.//~; The en<':ln~~e(i r~V[!S eac:~1 c~c~nt:a . .Ln. a .. k€·a6.(~~Jt~. den-::.~ ftle, 
\~\'ltici .. ~ ptr)vid.es an t~.~.xr).lG1!"~{Jt.ic~:1 c;f· the:: f.i.les cr>nt;l·lr~l·1\..1 c>rl t.h{~ fi\rD.. ~r.h.<:1 

r;;..l~) ~ :t ~~ <> c.~~.)trt a i f1 S <:; ·~1 i {~ .t<) ~~(:>.f t J~:::.:r:·(:: J -~ r:x·~~~ .-) {~ ~d: ~:.;~~~t. t:. :it 'l t~Ci (fl i~ .~=~s i .. f.:i .. <:':tit .i c;n 
J~~~l·.r.iel\l' i?t?-J.:J·K/~);.l:.~e ~r.J:?lt~.k·f.~.!' t\) ~:}SS.~ . .st .:l(.)~Jr ~g~Jlt";V ~~.i.t:J~ ~:: .. rf]"'')k.in~J ~~LrH:i 

.~: espond.i. rt~~ t :,:t t h5. s :.:;1.~~s s 1 f .i. cat. i~::.n te\l i.€~~~ ;,~ r~<i d(~t(~ !.'Ct.i. f!d t .i\.:;n .r.·:~_~qu.(~ st .. 
~"[he do~:;. urn(:~n t. s f <) r r o~r i ~y; .~ r ~~ .1.. :is t r::(:J i. 11 t h ~~ E'i J (=~I.: .i ~:; {: ~- x· .1 f; x.. ::J ~Y.tt=; a (t~.> tH:~f.:t. 
{:~r~ci :::: :r.: (~ (~C;fl t ~:~ i n~:~rJ ~- tl t h.<:.~ L L~:~.ms t ~) .l. ~::t~.~ t· .. 'T .h~~ J' t (~.m .. <:; f {) 1 (:fe !~· i. s t lJ ~:·t .hi~ r 
e.xpl~~tn~<:t in ~...:h~ af()l*'e;ner:ti~ .. 'n.e(~ . .i'"?e(~:::ii.'-'fe: .. dt)(: .. x :f:L.l~~#< :£r: th~ (t~~~~nt t~:Rt) is 
~l~'\]a.::~~~ ~)f ar1}~ ~=~{~U~~ :: :t~~!~ }:;(~.l.::).ll .. ~§:~.n9 t.<) {)t:~·~~:~.~· U .. S (;~:;t:.!~~:t·r~r:~~~r:t ag~·.~lr.:i€s 
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ALL !'BI IlrFORl..tA'l'IOH CCHTAHl'EI:: 
HEREHT IS UNCLA.SSIZI.ED 
DA'I'E 12-12-2017 EY CIS6\'i4!5Ell HSICG 

U~S. Department of Justice 
Federal Bureau of ~nvestigation · 
Wa~hlngton, n.c 20S3S·OOOl 

Cynthia Ryan 
(3el"1e.~:a 1 C~~U.n!;e.1 . 

. A3!~.i Btar:t Sp~1(;.~.a.J. A9ent ·.::~ r;ht~rg~.~ 

Washjngt0n ~ield Office 

{J//rc:~a~ ln ,Ju.!y' ~:~;]5 1 t:.he f.B.I .-:-:er!·et'fJe.d ~~ :-:(~:c;: .. t()r: Bl:1 .. t~~.fc:~:--ral 
frctn th~? Ir_;~r}~f~.tor Gc-n~r·a.l f.t)r: th€ I~tcJ .. li~J~nce r..:c~nun~l1i.t~)l ( lCIC3} 
.l:·f~<J.f.i t'\.~·.i rlg ·tl)(~ ~){.si~S it)·.~ e (;~;rrr~.F)r()n~.i. :1e (,;.t <~ .~ ~-~ss j_ f i~~<.l na L i<Yn<11 s~~~<:;.: r .i. t jl 

(G.l/E\.JU..: .. -;- ·I~he !.'10tcr}tial c~:>mpt'O~ise ;~ltlS i<ientifi.~c! \~~hel)t a~~ r.;a·rt. 
of a Fr:~~~~d::)m of Infonn,i!t.iml Act: n:·G.Lt..} t'8qU8St, the U.S. n~;!par·tmen~·: 

(j f S. t. ~~ t.:e t ~)(JS; a n:.r.i t tle T ~~ T <; r '~~ \l5. ~~~J(:~~:"! ~~, .L f:·~.{~. t. .:r:;~·n ic~ rt~3 i 1 t t~u:~~ .~.1 ; 
C<Yn~.~nnr\5.,-:~.:lt:j.c:~r·L!; ft~<)!'l). !':>1:i":r~tti~~ (:!~~.::~i 1 .. ~:l~~{~.t')l1r!~:;o;~ }.~r<~V::.·::~~iSl}~ r~.!~?~~(i ~)); ~~ 

former Secretaxy of State duxi~g her tenuD! ~t DoS. An initial re7ie~ 
of this satecial identified ernails containi~g national security 
l:1f t.'-'.t"'tH·:l t: i <~.n la t: t~:t~ (i~·~t ~~1 r-n'ti r~nd :~>y· t ~:-tc;·~ ~~ ~3 I:~1t: i·~ J l.i ,~~{~nee (~c·rnrn:;;.n :~.t. y {US!(:) 
-:c; be c l~=t t~!> i ·t: i ect t.rr~ to the T<.>f.J Se;:::~~ x:: .. ~ t I ~er~s:L t .L v<~ CornrJ<.~r ~:.rn.et)t.: ed 
lnfQr·:n~t.L::">n .lev.~~l. 

{ tJ // ?:.::Ue j ~r~~~:: r~B I !:-~~tF}e<~: t :f~.l ~Ll ~: .~refi~l~ st ;!-: tJ1e ~~at :lo:-b;3.J. ::.;t:~(}~; r-:·(.:t t .. L a 1 .. ~ .. 
In te 1.1 J.~~eri<.:t:.: !\~1~:.;'r;.cy {I~Gt~; <.:(.;r~c:..~ct: :.:::t1 c t :C i. ·:; i.~3.l c~ ~.(:t ~ .'J:l.C :i.c.~tt 1 ~)r~ .te·,1'·i ~,~,'! 
f.:n<.i ::l€:r:e.~~.m:;.r~atior: <~f t.he· r:e.l<:.ited ~:f:.:)~;~~.rn~:rlt .. s C<>~r.a.t.u~~('1 ()n t~:e 

W//FvUC~ The t'BI u~de1:sta.nds that NGA lt'h'.~Y h~we p.revL:>G.sly 
.~·1;.:(;(.! .. l '\-... e{i ~:;..lnti .l ?.l t, !~~;~_pa ;:'at:~?: Y."(~c·l~}.:.:~s~·_(j J .t:'C•JT.l {:;ttt(~·r ~.r;.t_ it. i{~S .!\::,r. ·lr~ 

c:.ff i .. cia.l (;la~~~;if: i()at ior: te~riE~\ ... ~ ar::~:i .j,~t.ern\i.nat ic~n fr)r Sf)tnt~ o.r al.l C>f 

t~ .. ~e doc.~um~?r1ts ~:ont.a.ined i)fl t.!t~~ .. r~n.r;lt:")~~t~(i D\l.D ... In or.~t1(~.'C to r~~1surr?.­
r;.f-;.r:s·l~~t..c~~n(:~,, t·~)f.: f~'i.8I l:·~;(l:.lt:~st.:~~ N(;,~~, t~) <1s.~!-... (~<Jrlf·.~_j{:t t~·.s .l:-~~sr~()T:se t·_() r.i··:.~.s 

th,~ ~t~,.>p>:::.r;.;y ~:f ·:.h::: Fi:L:. ~r;d i:::· .t,..,.~n~:-·l ~·.c· .. Y01 .. H: ('l~~~~-;~.~y; lt. ,~·u.~;d .i.~~ . .!:': C'··::~t.er.:~.::: :1!·.-~~ r;~::>' 

t~~ t.t~;, di::~·t.x·.i.but~·:l <>~~~f.~~~~.~~ yo~.:.t~ ..:~~-:r~;.~}·~:y. 
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P'I'H r:r.:~que:.:t \~itb ,:my previous cL~ss.~f.1.c.~tior, ct~~tern!i.r.atic;n r~~·p;:;:n~es 
}~e 1 ~~~ t. f~C! t. o t J)f~ s.~.~ {"j (){~llrn~:~ rft. ~;.:, i.~ H\.'i to ~:> ·r ()Vi rlt~ t J: ,~! E'BI t. h(~ !;; an~(~ 

c;J.a.ssi t .. i (~.at .. Lf .... )n d~!t .. e:t]Ui ·:·1i:r: iorts... ~!-'he tT"Bl r·~CJ~ .. l~~ s ·t. s Nr..;;"t tc~ ~J!'()V i<..1e as 
soc;n as p'::ssib.Le ar~y- pr:E~viGu;~J y .r:er~der~d of' .f :ieiaJ r::I a~:s.~. fi.c,n.ion 
(.iete.!:"!.r:irli~tlor1s ~Jf d~:;c:tJ.JfH .. ~~·lts ·r\~l~~t~:?(! t~J tt·~.i~:..: tn.:Jt~·.r-.~~:·~ t~·; j.n<.:~1Ltr~(~ ~~r~y· 

<::.1.a S!~ if' ir~at. ~~ c~r: t!~t·.f'~.r·mi nat :~~~r:~s <)f ~J(::(':~.;rn~nt~.~ ro..~J .. :~t.~t.l tf_., t.t:e 

The ~';-n: .req;.H::!~>ts NGJ.'>. to pr.O'I.':ide cla~Hd.f.i.cat.~.on det:~.nninad.on 
.!: ~~s !)On~::::oc tc t };~~ F'I)I ~1n <~ r·o1 ~t i ;'l\~ f;<:t s .t s as t }·: e~l bC<~c:r.tH~? ~i vi) :L l.at~l~~., 

( U I/ ;:·EnO} Th':"': \fmc t e>.s1.;;d DVD~> e<:-;c}·~ <..~o:·; ta :i..n <~ R'~adMo. ~:k)CX C:i.l !;,: ,. 
~~hicJ~ }?I'<.~v.id(~t) llrl (~X~>J.Url<.~t i.<.>;~! r:;:f t.t~e f ti~s <.."01~tai;~et1 C>n ~:!·~~~ D\lf).. ~r~t1:.1.~': 

D\1 D a 15() '~~)n t a .. i r~s ,3 I~ti. ~·.: :r.(..: S!) f t r·:;~ <";e 1 ~ p f(:~a \.~.~ l~ee t. t J t l~fl c:J a . ..:::~= .i. f .i. e::a t :i t:}r.~ 

i~e';_ric-!~ Re~J.:JC)J~se Trd<.::kcr: tc~ ~~ssi~;t y<:>; .. t.x:· a:;Jerlcy· \,~l:l~l-1 t:ra·~l-~1r~~J ~=l.~·:..ci 

responding to thi.s classification review a~d dete~mination request. 
The doctm~nts for review are listed in the FileList.xlsx spreadsheet 
and a~e contained in the Items folder. The Items folder is further 
~~xp l.a .i..!1~~d i11 tb.f.: u f~.)1'~~.n1~n t i<:>n<~:~.l f~r.\acii\ft~. c.!~>c:~<: .t ·.tJ.~~.. In t. he <~vent .~~(~-t~. .l. s 
a\.,~a.r{~ (:;f Jn.Y ~(.1t~iti.~~s b€!long.ing t:t) <)t.h1::r lJS Gc.:'\.:-·t;;.r.~!·:nH~~1t. --sq~~nc:j,{::s 

(.:<.H•t:ainE:d .i.n do>..~tt:T•<7.1-:ts pr·(~v.i.d.€d a~~ part. ;;yf t.h.~s r>?.q\.~~:.~.:;t.~ t.he. F:OI 
r~~q·~l<:.:.~; t: s N(ji\ to idf~r~t 1. f:~t t~·}(if.:~~ ~)tl"H~.r: US t.1r)·~~~~.r:nrn{:-r; ~-. a<~{::nr; i~~~~ :i. !: t:.r.~{~ 
\'i~<)te::~ ~~ st~\.~t j_()r) of th~;;~ {~r~c:.l.()S~~(j · ~:;r.;.r·{=~t~(iSJl~~:~~t _ 

(U/ irnu~ Th~ ~-BI m . .ay <:'~)nt:ac:: you :L.~ the h.lt:;.l:r:~ ::.o ask: y':u to 
p.l:"iOl~i:r::t;:c the. rovio¥; of col~t~1.J\ :i.tcn~s pro".t{'j_d~d t:~s p~rt {)f t:!\.i~:~ 
.:r ~~· ~1 \l (:;: ~~ ~:. #' • 

to 
thi~ inqltir:yy :::the~ th::w a:'j ~;~;':;!:~~·::5~ry for cc.Y;·q:.;licwct:; :.:.U!:lchnH.l!:t'; may 
j \~{)~)a:r:ci.i /.~ {~ t t)~;; ~ rJ:) 1! .i cit=;~~ t .t a . .l. J.1lt t. ·:1 !. ~~ <:J .f t h.~.:~ F:BI ~ s .i :~1 V{~ s !:· -~-~;n t: .i. c~n ... 

{ l1 /./ }\10(, ~ plea§~ direr; t: i.i j ,..·:_ ... ·; ... ~: ... r.u,!loo~.l',.;.i .~.,r"""J.:;f.;;.;!\!~·,___.~;..:·'f~~:r:l a r::.~.i.ng- th.l. s l"~,{~~{:~ st. t:;.") 

Spec ~~_,;ll t~}qe.n t; ... 1 ________ ___.1 '~ t ... l ________ ...l. 

•• 

:t;~~S .i. S~ ~_:::~~1 t. ~];.>P-C.i .~J t:,<;~nt. in (~r~.:L:.g~ 

~J,~~;h j_ nsf':'=->~'~ F:;_ ;;~ ld Off ict:? 

~r:~i:~ d<)C~.>r:-:~!nt C(')r~t:~ ~J'=-~~ n~~::.:~.h~~~ ~~~Ct..")f!l;.':)~~··H~;.~t:ic=--:~; r:{'~r ~r=!~t:::~~;~~::.~~~~~' (,1;: t:·:t=~ r~1. Yt ~~ ~=: 

t.h.~ Qr;>p~x~:y oi: the Fl.)l ~nci ~i:s Jo~n~~.:i ~:~ ... ~ vc~t3i: aq~:r:{.:y; :.;.t. :~nd it.s ~~o:~t;f?.r;t:~ .:~.~~ r:'>t 
i:(.~ b€ d j ~t :~·:ib·::.:.~:'~~J ~-~~Jt:s1de y<)t.~r .:~9t~ncy ~ 
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ALL ::BI Hl70Rl-!ATICN COHTAUIED 
HEREIN IS U}!CLASSEIEC 
"CA.TE 12-12-2017 EY C!S~r.'46Bl1 NSICC. 

tJ ~S. Department .of Justice 
federal Bureau of Investigation 
Washingtcm, D.C. 20535-0001 

Charles H. Kable IV 

{U//~U~1.) Tt~ .J~.l.Iy· ~~01..St th~~ FBI .t:e~:~.ei~lecl a Se(:t.;i~:t'l 811 l~~~fe.r~::i.;l 
:r~~ the Inspector General f0r the Intelligence Cwg~ni~y (ICIG} 
J~~~~(Ia rd.~. rlq lJ1e i)O~>S .i.t;<l € <.:O.ffi.~].t\-:)f{~j. $f~ {) f ClaSS i. .f i ect nat .i Ofl.fll. ~1f~CU .r::i t ~l 
Lr1 f::::1:;na t:i or:.. 

~U//f!· .... h.!t...~} T~·1e ~'r.;t€·nti.il <.~omr;t·~-~~1s~ was id~}r~t .. i.f.if~:~l t~ .. ihot: 1 ctn p:;lrt 
<'Yf a ~::!'~~<:?!~<)(n (~f T:n:[(>.r.rr·:,~·~ t ~;_;.:):). ]~(~t { rc;-r A} r~~l.:}tH:?St l tb.€::: ij > s. [Jerv~.rt.r~~~nt 

;~f Stat~~ (DoS} an,-:i. the J:<~!Ci 1-:-ev:i"~~~~d c1~Gtl:'(..~rLi,-.:: .~n\lii. ((~Ht..:si1} 

':G·m~~·t.;f: :i,,;a t.ion ~ f:~:-'(iltl f;£ i Vt) t.~~ ~").t::r~ ~~-] ?')~:;C::~}: .. ~n t 3 r~r.~~V :~.( . .'1\.t~_L )l t.<Se<..i },)y 0 

f~~mer 3ecze~ary of State du~lng her ~enure at Do3. An initjaJ. ~eview 
:.:; f t '.t; is r:~;.i.i t<~ :: .i eel .i (j~ r)t: .i 1: ~ ~d ~~n.:..iJ 'l J. 5 ~:;:.:)f.t t: t.i i r~ i n~~ r~~ t .. :~ (~!la 1 ~! (.~ r.: t.:. .r. .. t t y 
.i. :·.t.f c.;:r.;ra ~: .i.<.);-.t J.~ t ~ .r: <.1e t~~ r-rn.Lr'l~~ci t;y· t. l~e c;~·:-; I rt t ~~:.::..1 ig·~;~.nc~~ (~~:nr:n·H.Ln.t t:y { ·~JS J C.) 

t . ..:~ ~)t c1:~s.s.i..f.i.ed Cf) 't".<'> t.:he .. r(.:r; S~?c.r~r./s~~~:~s·~.t:i·v*:~ Corn.r>..::~·rr:.n1(~~~t!~~d 

I :Yf. t.· nn.a t; :-... :) :1 I e.,,. e 1 , 

!\..!//~>} ·r-t-ie ~'BI t.·t~sf:.ect.tull)l .t~0,1tJe!.>t.~ t!·1~ D(~f~'-L;:--·t!ner~t o.f 
Defense (DoD~ conduct an official classification review and 
(Jet.{~·rrr~ .. ~ .~1at..~ .. {Jn f).f ttte .r.'~,~] ar.~c~ ci(~(;tH~ .. ~<-:~.nts (:<}!it(.tir)e(i <)r; -r~h~; ~c~C()~t:petn}:ir;g 

DVD. 

~U/'/[.":\)t~) ~.rtie fllf ~;::.~(lt~r·st.~~t~~Js tr:a.t: D~"JD rn.ay h-~V\~ ~).rf~Vi()1J:~1~/ 

.r:~-:;(~~·::t ~?e(l s i..rn'i J. <~ :r., st::pct.!":"(l t ~"£? :c~;?qti~s ts :f ;o:'On1 ~' th~.r. (?!'1 t.i t.i e~~ t <>r i;: n. 
official classifi~:-.ati~:)~; re\ti.~::~" .crP:l tJ(":Jte:r.n~ination f('.;l' S()n~e <)1*' alt t)f 
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UNCLASSIFIED//~ 

cc~n~~ist:.er~~:v! t~~e F.BI .r:e,J.ue.~t.s !)(~i) t.;.) ~je-~.:c~nt.lic:t j.t.s .r:<:~spc~ns~ t.~~ ·t.t>.:.S 
t'3 T r: ~~ q ur-.:~) t '..to:.~ t h a r: ·y· r.~ t (;·v .i ()tlb c 1<:t s :--:; 5'" r· i c <:~ t: 1. on ~J(~ t t=~ r ttl i rta t l () ri ·r t~ s~·;,{~n sF: s 
r·~_L:~t~d t:f) t:.~.,~s~ dncem~n: s, <ind to pr::::,vid.~? th.~1 .f:TL :.h~: :~:<~m~" 

r.:l.,;3s~~Lficat . .i;·yn d~·~~:.(~:~~rn:L·~~l'~;.t.i~Yns. ~.;:1:~,:~ Fl~I :~:i~<~n~;';;~t.~~ L)(,L~ t!:) f..)r<..,v.i~~le .a.s 

soon as po~sible any previously render~d official classificatl.on 
ck·t~n:T·d.:n<:!tior:~; (lf d<>ct<J~(::nt~~ l:'(~l;.tt:ed t(."< this ~~:at.tcr, t;:,;, i.nc·i.ud~: a~-::y 

c: 1 Ct.S ~.i :t :~ cat :Lor~ de t € ::--rr; in~~ t i. o·r)~ ;.:.. f do~".:t.l~r~~··n t :'3 t: elated. ~: () t 1:e 
(~c;J.Jr:t.<)!.tez.na.~ . .1 .. ::;<.)~:1 ~j~·;crna:~~rl ~-.~1at ~1:::~~ fl~·;t c.:~·:J.ntdt~-;.~~r.l C>!! ~:..t·f~:~ a·~_.l:ac.hecl ~)\r~;. 

Tne FBI reques~s DoD to provide classification-cetermination 

~U//;?OUOl '.T.t.~~~ ~;r1(.~1c>.!.~~~d. f~\![>~~ {~a~~~}~ ccJnt:.a.l .. ~1. a J?et~(i!,1~::~cioc::x f.i.Ie, 
which provides an explanation of the files contaj.ned on the DVO. Tbe 
l)'./ L) ;~ 1 S() <::i)J1 t ~~i. r~ s ~ ~'1i c .r.:~J~:;(:; ft J:.;;~:c:~ l sp:fGiStis!";~E-rl: t. 1 t.l(~Jd (...~.la !~ .(; i l= i ~.::at. .f fJn 

... R~~-~"Y.'i. ~:~ .. ..1 l=<.t:'!Sp().rf:.~~~-.: ~r.::'C.J.·!.~ke:t: t<.} a f; s.:i s"t: y{)~J.~· aq·e!~<.~y ~J .i. t.h t :r .. ~<~k :i r1g and 
r.:e.~~)(~tldin~;J t~) t:h.is c~1.<~~s$:lf.ic:at:..i.t)t\ r~:~·\~·i~:~w a~).d (jt=~t,~:rrni.rt:.~t~i~:~r~. :.:·t.;<.1t.~(.;st. 

}I~ h.~~ <.1<:J(;;.une;-.: t s f {Jr: .r::.~ vi ( ... :"t~J .a r ~:::- li :_; t.t..:-ci ·i~} t h~1 E):l J.t.:~I.~.i. ;:~t: .... ~ l.:.~ .. 'J\ ;,:;p:r ~~<;.,i;Jt)~€! t. 
a.n(i a 1~ t:~ r;<:}n ta. ir1t;d i.~1 t tc~ r·t: e·m .. ~ .fo ·~- det:. ·rt1 e It f.~~tn .. 'J .f ~ .. :;·lc.!e:r .is f·u r t~h{~: r 
exr~J<li r::ed .i. n t:!1~ i.l f ()J:' .. t-::rnf.~n t. i (){~~:-(·j J~t~a(ie\1~:~ ~ (j(}C~.X f .i 1 e. I.n t·h~:! f.~Vr~n r. :D·cD ::. s 
a to.i i.~~ ~~~!) ():f. ~~ n~l eql!.:i. t .i.e s .tJ;?.l. <..")r(q·:L JJ)~~~ t ~) ~') t 11E!1: !JS (;c>v·~· :!: n:~·t~~t~ t. ~~t 9x~ nc~ .L ~~~~ 
(~{)rlt·~ ir:.{:d :tn c._ir.>-:-:~!nerl ts 'f:-~!'(Y~.ri~_i(~{i as pa ~ t: <) .f trr :L~} .l~(~<.;_;.;,e~~ t, t:~~{~ E'l) I 
.~:-c<rJo:~t:;1 {)•:d) to .i.(~~nt:.i fjl th~>~(? ~1t:ho~: (;S (;ov·i~.~nm(::n.t: :~ger:c·ier, ir: t:J1<: 
"Noteon section of the enclosed spreadsheet. 

{ c /./ r·c?\Jt;) 1::~ ~'""B: rna y ~-;.·;)r;t t:.:(::t y<.:HJ. lL tJ·H:! .t~ ~ r. tt.r:i.~~ t: c: at.~ ·k ) .. (JU ~-. f.'J 

r>;:·i,~)r.i.t . .ii:{:: t:~)(;' .[f;v·.L~~V:/ <~f ~:e~·L.ai~~ lt(~lltF; j:)If)·y_L{.l{~'i a~~ f.~Etr-·t Cf. t.h.iS· 

(0//~~.:,.lJC.!!' Y<)tl a~~ .~~eq~..:e.steo r:c~t t<":J ci.i.£c~.1.c~$.{~: t .. r~~~ ~x.i..st6i)O::~~ of 
t.tlis i.t;.qu~iry, \:)LJ~~~.1:· tti·dr: ·<:~s r~(~:<:.(~st-;~:lJ:··y fo·r ·COtnr;;l.:la.n<.::{~; <.t.L~,f.~lr:~st~re may 
j ~~()~)~:: .rcti J~ (; t. ~)e (~fYH f ~ ~,:!(7.!~ t i ,:~ 1. ·:~~~ t. ·l~ .r t~ C> f t. ~\(~ fB! r f.~ t n \rest .i.. gat i ·~~ n. , 

/~ ·:l1? . 
?-.Nt:-~-~-----············--

•• 

t.t~~~ !:'L"(.~f1$.:-.:':0:y <.~i: ·t?.<..«:~ ~~)1 .;.::and. i!;~ .l~~~?'..·~~j ~~J) y··.~t.'t?,' ..;~9~~iC)"~>~ it (\n-~ .it~~ C·~nt-~1\t.~ .;ll'·~ t~\.·;t 

t( .. ?~~:~ d:i ·";'t:.~~) b=~t i:''"~ ~>~:t ~:Bid~? ycr~.~ r <~9~ .. ~;·~c:/. 
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~~~~·~ 'i: Jo}f 'Ot~S'~lt~(~~~ ~:ttUS)l'!n~ .~ .. -... ~ .. u ... ~ ... .' ................................................... u __ _ 

~)~~~ ~~<-~h-~ ........ L::.~~~=~:..i?~.'~:.L~ ................ " ........ _ ............. _ ....... ______ ................... ~ 
~·!{>:n .. UJ£::C~·? ... _.__ ..................... (?~·;.-t.;."«~~~~:t-;.'-.~~~;;.~;~;,:~~ .. u .............................................. ] 

·--··-·-·······--·--·---------··-·-·-·-·---...................... , ..................................................................... . 
t-"'~.J:(t~} 

::T ............................. -- .............. ii_;.·T~~~~·-·~-·-·.·.·.~-·-·.-.~·-·-~·-·.·.·.·.~-·-······~·=·= 
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~·').~ ~· Tstl'.}~}~~ ~~~t~M:>~. {\~.'~'"'} 

0 "~ ONo 
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' 

~~c. ft'~:': .f.~~ . ........... _________ .: 
·-·· .. ··--·-·----------.........,..----------------

:!I~~ 
~ }~" 'J 
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t 

Serial # of Originating Document _ _ _ .::;..z;_~-=-------------- I 
Date Received i - ;)- f--- ! (, 

~--~---------------------------~-----------
From 

----_-_-_-_-_-_-_-:_-_-::_-_-_-:_"_(N~a~m~c-:-;o-f~C:::::::~:~t-.-:~/1;--.n-l:-:c-rv~i-:-c-w~c~e)~~~~~~~~~~~~~~~~~~~~~-~ 

w~sn: {\~~ 1>C- J 
-----------~~~~0~~--~<C~it-y-an~d~S~:-:t~e)~---------------------- · 
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UNCLASSIFIED//~ 

IUJ.5. Department of Justoce 
federal Bureau of Invest igation 
Washington, D.C. 20535-0001 

Dat e : 

To: 

From : 

20 January 2016 

Michael DeLeon , Ch ief 
Counter espionage Group 
Counterintel lige~ce Center CIA 

Pe ter St rzok ~ 
S.ection Chief 
Counterespiona ge Section 

I 

AL L f.BI IHfCJru.iA'fiON CON'l'AINEC 
!E:!U:IH IS T.JUCh..r.5SIFIED 
DA'TZ 01-11-2017 BY .176J18T80 lf SICG 

I 

Subject: Supplemental Classifi c atio n Revie w and D$termination 
Request I · · 

(U//~) In J uly 2015 , the FBI received a Sec~ion 8 11 re fe rral 
f rom the Inspector General for t he Intelligence Co~unity (ICIG) 
regarding the po~s ible c ompromi se of . c las.sified na,ional s ecuri ty 
in fo rmation. 

1 
(U//~) The potent ial compromise was identi~ied whe n, as part 

of a Freedom of Information Act (FOIA) reque st , th~ U.S. Department 
of State (DoS ) and the ICIG reviewed elect ron{c rna~l (ema il ) 
c ommunica tions f r om private email accounts previou~l y us e d by a 

. I 
for mer Secretary of State d~ring her t enure at ·DoS.j An init ial review 
of thi s ma terial identi fi ed email s c o nta in ing nat ional sec urity · 
i nformation lat er determi ned by the US Intelligencd Communi ty (USIC) 
to be classified u p to the Top Secret /Sensitive Co~partmented 
Information level . I 

. . i . 
(U/ /~) The FBI respec .t f ully requests the Centraii Intell igence 

Agency (C I A) conduct a n offi c ial cla ssification reJiiew and 
de te rmination o f the r elated documents conta ined on the accompany ing 
DVD. This request i s in add ition to a previous Cla~sification Revi ew 
and Request .s ubmitt ed to your a gency in 2 015 . Whi le! this request is 
sep.arate f r om the 2015 reques t, it should b e respon!cted to i n simila r 
manner. I . 

UNCLASSIFIED//~ . I 
This document contains neither re·::ornmenda tions nor conclusion~ of the FBI. I t is 
the p roperty of the FBI and i s loaned to your agency; it and its conte nts are not 
to b e distr ibuted outs ide you r agen c y. ~~-

HRC-8466 
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UNCLASSIFIED//~ 

{0/ /Ft1t;e.) The FB I. unders tands. you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving s ome of these 
documents . This matter shoul d remain separate fromlthe FOIA matter(s) 
and information from thi s request should not b e s hared or co-mingled 

. 1 . 

with the FOIA rnatter(s) to ensure the FBI's inves tigation is not 
compromised or adversely affected . I 

1 
I 
I 

(U//~) The FBI al so understands that CIA mby have previously 
' received similar , separate requests from other entities fo r an 

officia l classificat ion review and det ermination f~r some or al l of 
the documents conta ined on t he e nclosed DVD . In orilier to ensure 
consistency, the FBI ·requests CIA de-conflict its tesponse to this , 

I 

FBI request with any p revious cla~sification deter~ination responses 
related to these document s, and to provide the FBi fthe same 
classificat ion de terminati ons . The FBI requests CIA to provide as 
soon as possible any previously rendered official ~lassification 
determinations of documents related to this matter) to include an~ 

J 

classification determina tions of documents rela tedlto the 
·@clintonemail. com domain that are not contained on the attached .OVD . 
The FBI r e quests CIA to provide c lassi ficat ion determinat ion · 
responses to th~ F.BI on a roll ing basis as they bedome available. 

(U//~) Similar to the FBI's previous requelt, the enclosed 
DVDs contains a ReadMe.docx file, which provides arl explanat ion of 
the files contained on the DVD. The DVDs also con~ain a Microsoft 
Excel spreadsheet titled Classifi cation Review ResJons~ Tracker to 
assist your age ncy wi th tracking and responding to Jthis 
classification. review and determination request. T~e documents for 
review are li sted in the FileList . xlsx spreadsheet land are contained 
in the Items folder. The Items fo lder is further e~plained in the 
aforementioned ReadMe. docx fi le. I n the event CIA jjs aware of any · 
equities belonging to other US Government agenc ies !contained iD 
documents provided as part of this request, the FB] requests CIA to 
identify those other . US Government agencies. in the I"Notes" section o f 
the enclosed spreadsheet . i 

(0//~) The FB I may contact you in the future to as k you to 
prioritize the review of c~rtain ite ms provided as ~art of this 

request. . I 

(0/ /E"boo.) You a re requested not t o disclose the e xistence of 
thi s inquiry or the contents of the provided meblia, other than as 
necessary for compliance; disclosure may jeopardiie the confidential 
na ture of the FBI 's investigation. · l 

I 

UNCLASSIFIED//~ I 
This document contains neither recorrunendations nor conclusi.onk of the FBI . It is 
the p roperty of the FBI and is loaned to your agency; it and its contents are not 
to be dist ributed outside your agenc y . i 
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UNCLASSIFIED//Fe99 

(U/ /~ Please dire c t al -;;.l......::i:.!n.!.:g:i.u~i.=.r.=i~e~s~.~..r....,:egarding this request to 
Special Agent Ll _____ _..1 at I ~ I 

I 
i 
I 
i 
I 
I 

Peter z k I 
Section Chief 1 

Counterespionage Sect i on 

I· 
I 
I . . , 

I 

I 
i 

UNCLASSIFIED//~ I 

I 
· This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to yo.ur a gency; it and 1

1

: ts contents are not 
to be distributed outside your agency. 
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3EREIH IS UNCLASSI?I ED 

UNCLASSIFIED//~ 
DA'l'E 01-11-2017 BY J 76.J181'SO l'fSICG 

IUJ.S. IDepartmenit of J!Ulstth:e · 
!Federal Bureau of lnvesiiigation 
Washington, D.C. 20535-0001 

Date : 

To: 

From : 

20 January 201 6 

Grego ry B. Sta rr 
Assistant Secretary 
Bureau of Dip~o/ic Security 

Pet e r St r zok ~ 
Section Chie f 
Counterespionage Sec tion 

I 
I 

Subject: Supplemental Classification Review and D~termination 
Request · I . 

( U //~ In J uly 20 15, the FBI r ece ived a Siction 8 11 referral 
from the Inspector Genera l for the Intellige nce Community (ICIG ) 
r ega r ding t he possible c ompromise o f c lassi f ied natlional. s ecuri ty 
information . I 

I 
(U//~) The. potential compromise was identi~ied when , as part 

of a Freedom of In formation Act (FOIA) reques t, the U.S. Departme nt 
of State (DoS ) and the ICIG reviewed e lectronic ma ~l (email) 
c ommunications from private email a ccounts previou~ly used by a 
fo rrne r Secretary o f State during her tenure a t Dos ·I An ini tial review 
of t his materia l i dent if ied ema il s c on ta in ing natio nal s ecurity 
information later de t ermined by the US Intelligenc~ Community (USIC) 
t o be classified up to the Top Secret/Sensitive Co~partmented 
Info rmation leve l . I · 

(U(/~ The FBI respectfully r equests DoS conduc J an official 
classi fi cat ion revi ew and determinat ion of t he reldted doc ument s 
conta ined on the a ccompanying DVD . This request is li n add it ion to a 
previous Classif i ca tion Review and Request submitted to your agency 
in 20 15. While t h is request i s separate from the 2Q15 request, it 
should be r esponde d to in simi l ar manner. 

( U //~) The FBI understands you may a lso be reviewing 
materials as part of ongoing FOIA laws uits invol vin[1g some o f these 

UNCLASSIFIED/~ I 
This document conta i ns neither recommendat ions nor conclusions o f the FBI. It is 

I 

the property o f the FBI and is loaned to your agency; i t and its contents are not 
to be distr ibuted outs i de your agency. 

HRC-8469 



UNCLASSIFIED//~ 

documents. This matte r should r emain separa te from the FOI A matter(s ) 
and information from this request should not be shr,red o r co-ming led 
with the FOIA mat ter(s) to ensure the FBI's inves tiga tion is not 
compromised or 'adversely affected. I 

(U/ /~) The FBI a lso understands that DoS mky have previously 
j 

rece ived similar, sepa ra te requests from o ther entit ies fo r an 
off i cial classi fication review and determination fbr some · or all o f 
the documents contained on the enclosed DVD. In or~er to ensure 
cons istency, the FBI r e quests DoS de- conflic t its tesponse to this 
FBI request with any previous c lassification deter~ination responses 
re lated to thes~ doc uments, a nd to p rovide the FBijthe same 
classification determinations. The FBI requests DoS to p r ovide as 
soo n as possible any pre viously rendered official ~lassi fication 
de te rminations of documents r elated to this matterJ to include any 
classification determinations o f documents relatedlto the 

' @cl i ntonemail.com domain that a re not conta i ned onithe a ttached DVD. 
The FBI request s DoS t o provide classi fica tion determina tion 
responses to the FBI o n a rolling basis as they be¢ome avail?bl~. 

(U//f'Ot1e.) Simi lar t o the · FBI's p revious requelt, the enclosed 
DV Ds contains a ReadMe. docx file, whic h provides arl explanation of 
the fi les contained on the DVD. The DVDs also conJain a Microsoft 
Exce l spreadsheet titled Classi fica t i .on Review Response Tracker t o 
assist your agency with track ing and re sponding t o lt his . 
clas sification revie w and determination request. Tne documents for 
review are listed in the FileList . xlsx spreadsheet la nd a re contained 
in t he It ems folder . The Item s folder is fur t her e~plained in the 
aforement ioned ReadMe.docx fil e . In t he event DoS ~s aware of any 
equities be l onging to other US Government agencies 1conta 1ned 1n 

. documents p rovide d as p a rt of this request, the FB] requests DoS to 
identify those o t her US Government age ncies in the "Notes" sectio n of 
the enclosed spreadsheet . 

(U//~) The FBI may cont act you in the futu r-e to ask you t o 
pr ioritize the r eview of certai n items provided aslpart of this 
request. 

(U/ /~) You are reques ted not to disclos the e xistence of 
this inquiry or t he content s of the provided media, other than as 

I 
necessary for compl iance ; disclos ure may jeopardi~e t he CODfidential 
nature of ~he FBI 's in~estigation. 

(U/ /~) Please direct all 
Spec ial AgentL-. _______ _.at I inquiries r erard1ng thi s request t o 

, I 

This document contai ns neither 
the p ropert y of the FBI and is 
to be distributed o uts ide your 

UNCLASSIFIED//~ ' I 
recommendations nor conclusions of the FBI. It is 

' 
;;:~~~. to your agency; it and tts contents are not 

l HRC-8470 
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UNCLASSIFIED//~ 

Peter rzo I 
Section Chief 
Counterespionag~ Section 

I 
UNCLASSIFIED//PBee I 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI a nd is.loaned to your a gency; it and ~ts c ontents are not 
to be distributed outside your agency. I 

I 
HRC-8471 



UNCLASSIFIED//~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From : 

20 Janua:r;y 2016 

~.-....,...,...,..... _ _..I - Litigation 
Office o f General Counsel. 
Depa rtment of Defense 

Peter Strzok C 
Sectio n Chie f 
Counterespiona ge Section 

' 
~.LL FBI IHFORUATIOl~ CONTAINED 
HEREIH IS UNC LASSifi :E:C 
DA1'E 01-11-2 017 BY J76J18'1'80 NSICC 

I 
I 
; 

I 
I 

·~ ~ 

Subject: Supplemental Classificat ~on Revie w and D~termination 
Request I 

(0 //~) In J uly 2015 , the FBI received a sJction ·81 1 referra l 
from the I n s pector Gen~ral. f~r. the Intellige nce con\muni ty ( ICIG) 
regarding t he ·possible compromise of. cl.assified na~ional security 
informat ion . ·1 

I 
( U //~) The potentia l compromise wa s ident i~ied when , as part 

of a rreedom of Information Ac t (FOIA) request, th~ U. S . Department 
o f State (DoS) and the ICIG reviewed electronic ma~l (email} 
communications from p rivate email accounts previoudly tlsed by a 
former S ecre tary of _S t a te during her tenure ·at Des.[ An initial review 
of this material identified emails containing nationa l security · 
in format ion . later determined by the OS IntelligencJ Communi t y (USIC) 
to be class i fied up to t he Top Secret/Se nsitive Co~partmented 
Informatio n l evel. . . ·1 . · 

(U//~) The FBI respectfully requests the Depa rtment of Defense 
. I 

(DOD) conduct an official classification review and determination o f 
the related documents contained on the a ccompanying

1 
DVD. Thi s request 

is in addition to a previous Classification Rev iew land Request 
s ubmitted to your agency in 201 5 . While thi s reques·t is separate f rom 
the 2015 reques t, it s hould be responded t o in ~im~lar manner. 

I . 
I 

'. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusion~ of t he FBI . It is 
t he property o f the FBI and is loaned t o your agency; it and lits contents are not 
to be dist ributed outside your agency. 

HRC-8472 
i 
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. . . 
UNCLASSIFIED//~ 

(U//~ The FBI und erstands you may a lso be r eviewi ng 
·material s as part of ongoing FOI A lawsuit~ involv i hg · some -of these 
documents. This matter should remain separate froml t he FOIA matter (s ) 
and i nformation from this request should not be shared or co-mingled 

I 

with the FOIA mat t er (s) to ensure the FBI's invest i ga t i on is not 
compromised or adve rse ly affected . · j 

(U //~) The FBI a lso under stands that DOD .mly have p rev i ous l y 
I 

rece i ved s i mi l a r, sepa r at e request s from othe r entities for a n 
officia l classi ficati on rev iew and d e t ermination f~r some o r a ll of 

I 
the document s contained on the enclosed DVD. In orcler t o ensure 
consistency, the FBI r e quests DOD de- conflict its tesponse to this 
FBI request w~th any previcus classification deter~ination responses 
related to thes e documents, and t o provide the FB i jthe· same 
class ification determinations. The FBI requests DOID to provide as 
soon a s poss i bl e . any p revious l y r e nde red official ¢ l ass if ication 
de te r mina t i ons of documents related t6 thi s ma tter) to include a n y 
class ific ation determinations o f document s r e latedlto the 
@clintonema i l. com d oma in that are not cont a ined on lthe a tta che d DVD . 
The FBI requ e s t s DOD to p rovide classification det~rmination 
responses to t he FBI on a rolling basis as they b edome available. 

I 

! 

(U //~) Si milar to the FBI' s previous reque~t , t he enclosed 
DVDs contains a ReadMe .docx file, which provides a 0 exp lanation of 
the f iles containe d on the DVD. The DVDs also conta in a Microsoft 
Excel spreadsheet ti t l ed Clas sifi cation Re;iew Res-P,onse Tra cker to 
A~sist your a ge ncy with tracki ng and responding t o jthis 
class i fi c a tion revi ew a nd deter minat ion requ est. Ttle documents for 
review are listed in the FileList . xlsx spreadsheet land are contained 
in the Items f older . The Items folder is further explai ned in the 
aforementioned ReadMe .docx file. In t he event DOD ~ s a wa re of any 
equi ties belonging t o other US Government agencies ]contained in 
documents provided as part of th is request, the FB ~ requests DOD t o 
identi fy those o t her us Governme nt agencies in t he "Notes " section of 
t he enc losed spreadshee t . . 

(U//~) The FBI may contact you 
prioriti ze t he revie~ of certain i t ems 
request. 

in the futu~e t o ask you to 
provided as !part of this 

I 
I 

(U//F\5SQ,) Yo u a re requested not to disclos& t he existence of 
' t his inquiry o r the contents o f the provided me!:;i i a , other than as 

necessary for compliance; disc losure may j eopardi ~ e .the confidential 
nature o f the FB I ' s i nv e s tigat ion . I 

I 
I 

UNCLASSIFIED//~ 

This document contain·s neit her recorrunendations nor conclusion's of the FBI. It i s 
the p roperty of the fBI a nd is loaned t o your a gency; it and ~ts contents are not 
to be distributed outside your agency. r 

I HRC-8473 



. . . .. 

UNCLASSIFIED//~ 

I 
(U/ /ffleS-) Please d i rect all inquiries re:rard~1ing · Special Agent l I at I J 

thi s request to 

L.....-. __ __._ L...-. __ ____J I 
I 

Pete~ S rz~k I 
Sect1on 1 

Counterespionage Section 
. I 

I 
I 
1 

I 
I 
I 

UNCLASSIFIED//~ . I 

This doc ument contains neither recommendations nor conclusions o f the fBI. It is 
the property of t he FBI and is loaned to y o ur agency ; it and i ts contents are not 
to b e distributed ou ts ide your agency. ! 

HRC-8474 
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IUI.5. IOepartmenit of Justice 
federal Bureau _of !nvest5gation 
Washington, D.C. 20535-0001 

Date : 20 January 2016 

To : Priya Ai yer 

UNCLASSIFIED//~ 

Acting General Cou-nsel 
u.s. Department of the Treasury 

From : Peter St rzok ~ 
· Section Ch ieifl 
Counterespionage Section 

I 

ALL TBI IN1'oru.!A'I'IOH CONTAINEC 
HEREIN I S UNCW>.SSHIED 
D.~TE 01-11-201 7 E.£ .:<7oJ18 '1'80 l'TSICG 

1 

I 
Subject : Supplemental Classification Review and Dltermina tion 

I 

Request I . 
{U/ /~ In July 2015 , t he FBI r eceived a Sect ion. 811 referral 

from the Inspe ctor General for the Intelligence Co4rnunity {ICIG ) 
regarding . t he p oss ible c ompromi se o f c lassified na~ional s ecurity 
info rmatio n. ; 

I 
(U/ / P'i~Ye&} The potential compromise was . identified when , as part 

r . 
o f a Freedom of Informat ion Act' (FOIA) reques t, th~ U.S. Departme nt 
of State (DoS ) and the IC IG reviewed e lectronic .ma~l (email) . 
communica~ions from private email accou~ts previou~ly used by a 
former Secretary of Sta t e during her t enuie a t OoS~ An ini tial .r e view 
o f t his material i dent if ied emails contain ing nat ional sec urity · 
i nformation later determined by the U.S I ntelligenc~ Community {US I C) 
to be classi fied up t o the Top Secret/Sensiti ve Co~partmented 
Information level . 

(U/ /~) The FBI respectfully requests the U .. S . Department of 
I . 

the Tre~sury (Treasury) conduct an officia l c lass ifiication review and 
dete rmination o f t he r e lated document s conta ined o~ the accompa nying 
DVO. Thi s request is in addition to a pre vious CLa sls ificati on Review 
and Request submitted to your a gency in 201 5 . Whil~ this reques t is 

. s epa r ate from the 2015 request , it should be respon1

1

d ed t o i n similar 
manne r. 

I 

UNCLASSIFIED//~ l 

This document contains neither recommendations nor conclusionl o f t he FBI. It is 
the property of the FBI and is loaned to you r agency; it and its contents a re not 
to be dist ributed o utside your agency. I. 

I HRC-8475 
I 



UNCLASSIFIED//Feee 

(U//~) The FB I unders tands you may als o be[revie~ing 
mate r ia~ s a s part o f ongoing FOI A l awsui t s i n vo l v i ng some of t hese 
document s . This ma t t er should rema in separ a t e fr omJ t h e FOIA matter( s ) 
·and informat ion from this request should not be s hared or co-mingled 

. l 

with t he FOIA matter( s ) to ensure the FBI's inves t~gation is no t 
comp rom.i sed o r a dversely affected . ! 

j . 

i 
(U //Feffl:'l} The FBI a lso understand s that TREAS"QRY may have 

previously received simi lar, s e parate r e quests from othe r entit i e s 
for an offici a l classi f i cation review and determi nktion fo r some o r 
al l of t he d ocuments conta ined on t he enclosed ovo! In order to 
e nsure con s istency , t he FBI r equests TREASURY de-cbnf lict i ts 
respo n s e to thi s FBI r e quest with any previous cla~sification 
dete rmination r esponses related to these documents) and to provide 
the FBI the same clas si fication determi na tions . Th~ F.BI reques ts 
TREASURY to p r o v ide· ·as soor: a s possible any p r e v i oilisly r e ndered 
offi cia l classi f icat ion d etermina tions o f document~ relat e d to thi s 

·matter , to include any c lassifi cation determinat io~s of document s . 
rela ted to the @clintonemail. com domai n t hat a re n~t conta ined on the 
attached DVD . The FBI r equests TREASURY to provide lclass i f i cation. 
determinatio n res p o n ses to t he FBI on a rolling . ba~i s a s t h ey b e come 
availab l e. ! 

(0/ /FOUO) Similar to the FBI 's previous r equeJt, the enclos e d 
DVD contains a ReadMe . docx fi le , which provides a n \e xp l a na tion of t he 
fil e s contained o n the DVD . The DVD a l so contains 

1
a Microsoft Excel 

sprea d s heet t.it. l P.<i Cl assificat i on Review Response Tracker to ass io t 
your agency with tracki ng and re spondi ng to thi s c ]assi f i c ation 
rev i e w and dete r minat ion request . The docume nts fo rl r ev i ew a re listed 
i n t he FileList . xl s x spreadsheet a nd a re ·contai ned lin . t he I tems 
folder . The I tems fo lder is f urther exp l a ined in t~e aforementione d 
ReadMe .docx f ile. In the event TREASURY i s aware o~ any ·e quities 
belongi ng. to other OS Government agenc ies cont a ine d in doc ument s 
provided a s ~art o f t his r e ques t , t he FB I request s ~REASURY to 
identify thos e . o ther US Governme n t agencies i n the l"Notes H sect i on o f 
the enclosed spreadsheet . . I 

(U//~) The FB I may con t ac t you in the fu tune to as k yo u t o 
priorit ize the review of c ertain ite ms provi ded as ~art of t his 
request . · 

1 (U/ /FOtJO) You a re reques ted no t to ~isclos.e the e xistence of 
t h i s inq u i ry or the con t e nts of the . provided mebia , ·other t ha n a s 
neces~ary f or c ompl iance ; d isclosure may jeopardi4e t he confiden t ial 
nature of the FBI's i nvestigat ion . I . l 

UNCLASSIFIED/~ j 

. i· 
This document cont ains nei ther recorrunenda tions nor conclusion s o f the FBI. It is 
the p roperty of t he FBI a nd i s loaned t o your agency; it and its c ontents are ~ot 
to be dis tributed o utside yo u r agenc y . I 

I 

I HRC-8476 



UNCLASSIFIED//~ I 

i. 
(U/ /~) Please direct all inquiries regardling this request to 

Special Agent L..I _____ _.I at L-1 _____ ...... ~ I 
I 

l 

i 
Section l 
Counterespionagt 

I 

I 
I 

UNCLASSIFIED//~ i 

Section 

This document contains neither recommend~ti~ns nor conclusionl of the FBI. It is 
I 

t he p roperty of the FBI a nd is loaned to your agencyi it and its c ontents are not 
t o be distr ibuted outside your agency. 

HRC-8477 
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Al l. FBI IlfFO.~iA'fiOif CONl'AINEC 
HEREIN IS T.n-IC LASSIFIED 

D.ATE 10-2£ -2017 BY C£Si'I'<\6Bll USICG 
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' . 
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' 
ALL FBI INIORl.lATION COHTAIHED 
HEREIN IS UHCLASSE'IED .· 

UNCLASSIFIED//~ 
CATE 01- 11- 2 017 BY .J76J1 8'T'80 NSICG 

lUJ.S. Department of Justice 
!Federal Bureau of lnvestogation 
Washington, D.C. 20535-0001 

Date: 

To : 

From: 

20 Janua ry 20 16 

w. Neil Eggleston 
Office of General Counse l 
Executive Office of the President 

Peter Strzok PR./ 
Section Chi e ;\0' 
Counterespionage Sect i on 

I 
~ 

I 

I 
I . I 
I 

Subject: Supplemental Classificat ion Review and D~termination 
Request I 

( U /1~) In July 2015, the FBI received a Section 811 referral 
from the Inspector General for t he Intelligence Co~unity (ICIG ) 
regarding t he possible co~promise of class ified na~ional security 
information. I · . 

I 

I . 
(U//FOU~ The potential compromi se wa s i dentified when, as part 

I of a Freedom of Information Act (FOI A) request , the U.S. Department 
I 

of State (DoS) and the ICIG reviewed electronic matl (email ) 
communications from private email accounts previou~ly used by a 
former Secretary of . State during he r tenure ·at DoS l An initial review 
of this mater ial identified emai l s containing natibnal security 
information la ter determined by the US Intelligenc~ Community (US IC ) 
to be classified up to the Top Secret/Sensitive Co~partmented 
Information l evel. . I 
(U//FOUO) The FBI r espectfully requests the Nation~l Security Council 
(NSC) conduct an off icia l classi fi ca tion r eview an0 determination of 

I 

the re late d documents contained on the accompanying DVD. Thi s request 
is in addi t ion to a previous Classification Review jand Request 
submitt ed to your agency in 2015. While this reque~t is separate f r om 
the 2015 r e quest, .it should be responded to in simila r manner . 

. I 

(U//~) The FBI understands you may also be!reviewing 
materia ls as part of ongoing FOIA lawsui ts i nvolv ing some of these 

I 
UNCLASSIFIED/~ I 

This document contains neither recomme nda tions nor conclusio~s of the FBI. It is 
t he property of the FBI a nd is loaned to · your agency; it and lit s contents are not 
to be dist ributed outs ide your agency . I 

I HRC-8479 



UNCLASSIFIED/ /~ I 
j 

documents. Th i s matte r should remain separate fro~ the FOIA matte r(s) 
and information f r om t his reques t ·shou l d not be shared or co -mingled 
~ith the FOIA matte r{s) to e nsure the FBI 's invest~gation is not 
compromis ed or adversely affected. I 

(0//~) The FB I also unde rstands t hat NSC m~y have previously 
received similar, separate request s from o ther ent~ties for an 
officia l classification review a nd determination fbr some or all o f 
the documents c ontaine d on the e nclosed DVD. I n or~er t o ensure 
cons iste~cy, the FBI requests NSC de-conflict i ts tesponse to thi s 
FBI request with any previ ous classification d e terfuination responses 
related to these documents, and to provide the FBi l Lhe same . 
classification determinations. The FBI r equest s NSC to provide a s 
soon as possible any previous ly rendered official hlassification 
dete rminations o f documents r elated t o t his matte rl to inc lude any 

' I 

classification deter minations of documents related l to t he . 
@cl intonemail . com domain that are not contained onlthe a ttached DVD. 
The FBi requests NSC to provide classification det~rmination 

! 
responses to the FBI on a rol ling basi s as they become ava ilable. 

I 

(U//Fet1e) -Simi l a r to the FBI 's previous requebt, the enclosed 
DVDs contains a ReadMe .docx fil e , which provides ah exp lanation of 
the files contained on the DVD. The DVDs also contain a Microsoft 
Excel spreads heet tit led Classjficati on Review Response Tracker to 
assi s t your agency with t r acki ng a nd resp onding .to!this 
class ification r eview a nd determination r equest. The doc uments for 
revi ew are l isted in the FileList.xlsx spreadsheetland are contai ned 
in the Items fo lder . The Item s f older i~ furthe r e~p1ained in the 

I 

aforement ioned ReadMe.docx f ile . I n the event NSC ~ s awa re of a ny 
equities bel onging to other US Government agencies·!contained ih 
documents provided as part Qf this reques t, the FBI reques ts NSC to 
identify those other US Government agenc ies in t he !"Notes H s~ction of 
the enclosed spreadsheet . . ! 

I 
· (U/ /FOUO) The FBI may c ontact you in the futule to as k you to 

prioritize the review o f certain items provided a s part of this 
req'uest . 

{U// POUO) ·You are r equest ed not t o d i s c l osl the existence of 
this inquiry o r the contents o f the provided uie~Ha, · other than as 

·necessary for compliance ; disclosure may jeoparctike the confiden tial 
natu re of th e FBI's inves tigat i on . . · I · · 

I 
(U// ~OtjO) Please d i rect all inguiries regarding ·this request to 

Speci a 1 Agent ~.-1 _____ __.I at L..l _____ __.J I 

UNCLASSIFIED//~ 

This document contains nei ther reconunendations nor conclus i ons of the·. FBI. It is 
the p roperty of the FBI a nd is loaned to your agency; it and ~ts cont ents are not 
to be dis tributed outside your agency. 

HRC-8480 

b6 
b7C 



¢¢ 

UNCLASSIFIED//~ 

Section Chief 1 
Counterespionage Section 

I 

l 
I 

I 

I 
.I 

UNCLASSIFIED//~ . 

I 
This document contains neither recommendations nor conclusions of the FBI. It is 

I 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outs ide your agency. . I 
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(City and Stale) · 
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Receipt Given 0 Yes · Ob No 
Grand Jury Material- Disseminate Only Pursuant to Ru'te 6 (e) 
Federal Rules of Criminal Procedure 

· 0 Yes 
Federal Taxpayer Information {FTl) 

0 Yes 

~No 

rif No 

Reference: ~1. IT( R.n~.rtf.L tt I d~,k - ('JR.» 
(Communication Enclosing Material) 

Description: 0 Original notes re interview. of 
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UNCLASSIFIED//Peee 

U.S. Department of Justice 
federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date : 

To: 

From: 

20 January 2016 

' · 
Lisa -Miller 
Genera"l Counsel 
National Rec~~ssance 

Peter Strzok~ 
Section Chie f 
Countere~pionage Section 

Office (NRO) 

' 
ALL !'BI HEORl.!ATION CONTAINED 
HEREIN IS UHCLASSH'IED 
CA.TE 01 - 11 - 2 017 BY J7~J181'80 NSICG 

I 
I 
I' 
I 
I 

i 
I 

l 
Subject : Supplemental Classification Review and DJtermination 
Request i . 

(U/ /.j!:QUOJ In July 2015, the. FBI received a S~ction 811 referral 
from the Inspector Ge neral for the Intelligence Co~unity (ICIG) 
re9arding the possible compromise .of classi fied na~ional security 
in formation. I 

(U/i POUO ) The potential compromise was identi6ied when , as part 
I . 

. of a Freedom of I n formation Act (FOIA) request, th~ U.S. Department 
of State (DoS) and the ICIG reviewed electronic ma~l (email) 
communications from private email accounts previous!ly used by a 
former Secretary of State during h er teriure at Dos.l An initial review 
of t his material. identified email s containing natidnal security 
information later ·determined by the US Inte lligence! Community {USIC) 
to be classified up to the Top Secret/Sensitive Co~partmented 
Informat ion level . I 

. I 
(U//~) The FBI respect ful ly requests the Nationa!l Reconnaissance 
Off ice (NRO) con~uct an official classification r~v~ew a nd 
determination of the r elated documents contained on! the accompanying 
DVD . This reque~t is in addition to a previous Clas~ification· Review 
and Request submi tted to your agenc y i n 2015. While ! this request is 
separa te from the. 20 15 request, it should be responded to in similar 

I 

manner. I 
I 

UNCLASSIFIED//~ I 
i 

This document contains neither recommendations nor conclusions of the FBI. It is 
t he property of the FBI a nd is loaned to your agency; it and its contents are not 
to b e distributed outside your agency. I 

I 

HRC-8483 



UNCLASSIFIED//~ 
i 
I 

I 
I 
I 

(U//FOUO) The FBI understands you may also be lreviewing 
materia ls as part of ongoing FOIA lawsuits involving some of these 

' documents. This matter should rema in separate fromjthe FOIA matter(s) 
and information from this request should not be share d or co-mingled 

I 
with the FOIA matter (s) to ensure the FBI 's invest iga tion is not 

' compromised or adversely affected. I . 
I 

( U// FOUO ) The FBI also understands that NRO may have previously 
received similar , separate requests from other entities for an 
offici~! c l ass ification review and determination f Jr some ~r all of 

I . 

the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests NRO de- conflict its . ~esponse Lo Ll1ls 

' FBI . request with a ny previous classification determination responses 
related to these documents, and to provid~ the FBI "Ithe same 
classification determinations . The· FBI requests NRQ to provide as 
soon as possible any previously rendered official ~lassi fication 
determina tions of do~uments related to this matter ~ t o include any 
classification determinations of documents related ito the 
@clintonemail.com doma in that are not contained on lthe attached DVD. 
The FBI request~ NRO to provide classification det~rminatlon 
responses to the FBI on a rolling basis as they bedome available. 

! 

(U//FOUO) Simila r to the FBI' s p r evious reque~t , t he enclosed 
DVD conta ins a ReadMe .docx fil e, wh ich provides an !explanation of the 
files contained on t he DVD. The DVD also contains !a -Microsoft Exce l 
spreadsheet titled Classification Review Response T-racker to assist 
your agency with tracking and responding to this c]assification 
review and determination request . The documents foi. rev i ew are listed 
in the FileList.xlsx spreadsheet and are contained jin the Items 
folder. The Items folder is further explained in tHe aforementioned 
ReadMe.docx file. In the event NRO is aware of any !equities belonging 
to other US Government agencies contained in documents provided as 
part of this request , the FBI requests NRO to iden~ify those other US 
Government agencies i n the "Notes" section of the dnclosed 
spreadsheet. ! 

(U// rQUot The FBI may contact you 
prioriti ze the r e v iew of certain items 
request. 

I 
in the futu~e to a sk you t o 
provided as ~art of this 

I 
. I 

(U/ /FOUO) You are requested not to disclosJ the existence of 
this inquiry or t he contents of the provided me~ia , other than as 
necessary for complia nce; disclosure may jeopardize t he confidential 
nature o~ the FBI's investigation . · 1· 

I 
UNCLASSIFIED/~ I 

. I 
This document contains neither recommendations nor conclusions of the FBI. It is 

I 

t h e property of the FBI a nd is loaned to your agency; it and its contents are not 
to be distributed out side your agency . I 

I 
t 



. . I 
UNCLASSIFIED//~ I 

I 
. {U/ / r:eee) Please direct a l 1 j o qp 1 ri es r p.garding thi s request t o 

Specia l Agent L..l -------'1 a t L..l _____ __.l· [ . 

s 

r~ 

-i 

I 

I 
I 

i 
r 

Sect ion 

I 
This document contains neither r ecommendation s nor conclusions of t he FBI. It is 
the property of the FBI a nd is loaned to your a gency; it and its c ontents are not 
to be dis tributed ou t side your agency. 
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' . ALL :FBI IN1'0R1!ATIOU CONTAINEC 
HEREIN IS UNCI..JI.SSI!I1W 

UNCLASSIFIED//~ 
m~.TE 01-11-2017 BY J 7 (;j l 8'1'80 i'TSICG 

IUJ • .S. Department of Justice · 
federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date : 

To: 

From: 

20 January 2016 

Cynth ia Ryan 
General Counsel 
National Geo~ial-Intelligence 

Peter Strzok 't\ 
Sect ion Cl}ief 
Counterespionage Sect ion 

! 

I 
Agency i(NGA) 

I 
i 
I 

I 
Subject: SupQlemental Classification Review and D~termination 
Request I 

I 
(U//~) I n Jul y 2015, the FBI received a Sect ion 8 11 re ferral 

from the Inspector General for t he Intelligence Co~unity (ICIG) 
. I 

rega rding the pos sible c ompromi se o f classif ied. national s ecurity 
info rmation . i 

I 
(U/ /~) The potential compromise was identi~ied whe n, as part 

o f a Freedom of I nformation Act (FOIA) request, the u.s. Departme nt 
I 

of State .(Do S) and the ICIG r eviewed e lectroni c ma i l (email) 
communi cations from private email a ccounts previo~Jly used by a 
fo rmer Secretary of _State during her ~enure at Dos J An initial review 
of t his ma terial identified ema ils containing nat i~na l s ecurity 
informat ion later determ_ined by . the US Intell igence Community (USIC) · 
to be classified up to the Top Secret/Sensitive Co~partmented 
In formation level . _ j . 

( U //~) The FBI respectfully requests the Nat ion~l Geospatial-
1 

Intelligenc e Agency (NGA ) conduct an o ffici a l classification revi ew 
. • ! ~ '• . 

and determination of the related documents containe d on the 
dccompanying ovo. This request is in addition to a ~revious 
Classification Review and Request submitted to your. agency in 20+5 . 
Wh-i le this request is separate from the 201 5 reque~t, it s hould be 
re sponded t o in s imilar manner. j 

I 

! 

UNCLASSIFIED//~ I 
This ·document conta ins neithe r recommendat ions nor conclusions of the FBI. It i s 
the property of the FBI and is loaned to ybur agency; it and i ts contents are not 
to be distributed o uts ide you r agency . I 

I HRC-8487 



I 
I 

UNCLASSIFIED//~ ·I 
I 

(0/ /~) The FBI understands you may al so bel reviewi ng 
materials a s part . of ongoing FOIA lawsuits involvi-ng some of the se 
documents . Thi s matter should remain separate froJ the FOIA matter (s ) 

. I 

and info rmation from this request should not be sh~red or co-mipgled 
wi th the FOIA 'mat te r (s) to ens ure the FB I 's invest1i ga tion is not 

I 
compromised or a dversely affected. 1 

I 

(U//~) .The FBI a lso unders tands t hat NGA m~y have previo usly 
rece ived similar, s eparate r equests from other ent~ties for. an 
officia l classification r eview and determination fbr some or al l of 

' the doc uments conta ined on the enclo sed DVD . In oraer to e ns ure 
consi stenc y, the FBI requests NGA de-conflict its besponse to this 
FBI r equest ~ith any previous classificat i on deter~ination responses 
related to these documents , and to p rovide the FBII the same 
classi ficat ion d etermi nations .· The FB I requests NGA to provide as 
soon as possible a ny p reviously rendered offi cial blassification 
determinations of d ocume nts re lated to t h is matter~ to inc lude a ny 
classification determinations o f documents re iatedl to the 
@clintonemai l .com domain that are not contained onl the attached DVD. 
The FBI reque sts NGA to provide classifica tion . detk rminat ion 
respons es to the FBI ~n a . r olling basis as . the y betome ava ilable. 

I 
(U//~) Simi lar to the FBI' s previous reques t , the enclo s ed 

DVD c onta ins a ReadMe.docx file, which provides an ,!explanat ion of t he 
files · contained on the DVD . The DVD also contains. a Microsoft .Excel 
sp reads heet ti tled Clas s ification Review Response Tra cker t o as s ist 

I 

your agency wi th tracking a nd res ponding to this c+assification 
review ·and determination reguest. The document s fo± r eview are listed 
in the Fi leList.xlsx spreadshee t and are c onta i nedj in the Items 
fo lder. The I tems fo lder is furt her explained in t~e a f o r ementioned 
ReadMe. docx fi le. In the event NGA is aware o f a nyl equities belonging 
to other US Government a gencie s cont ained in d ocuments provided as 
part of this reques t, the FBI request s NGA to ident ify those other OS 

. Government agenc ies in the "Notes" s ection of the 4nclosed 
sp reads heet. I 

I 
(U//~) The FBI may contact you in the futu~e to.ask you to 

p r ioriti ze the review o f certain i t~ms p rovided asllpa rt o f this 
request . 

(U/ /~) You are requested not to disclosl the e xistence of 
I . 

this inquiry · or the c.ontents of the provided mejdia , other than as 
necessary f6r compliance; disclosure may jeopardi ze the confidential 
na ture o f the FBI' s investigation. I 

I 
UNCLASSIFIED//~ l 

This document contains ne i ther recommendations nor conclusions o f the FBI . I t is 
the property of the FB I and is loaned to your agency; i t and ~ts contents a re not 
to be di stributed outside yo ur agency . 1 

HRC-8488 



.. I 
UNCLASSIFIED//~ 

I 
( U //~) Please direct a ll inquiries regarding this request to 

Special Agent l L.. _____ ___.l at L..~-----~~ I 
i 
~ 

Sect ion Ch ief · 1 

Counterespionage Section 

. ¢¢ 
. . I 

UNCLASSIFIED//~ I 
This document contains neither re.::ornroendat i ons nor conclusions of 
the p roperty of the FBI and i s loaned t o your agency; it and ~ts 
to be dist r ibuted ou t side yo ur agency . · I 

i 

the FBI . It is 
contents are not 
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ALL :!"BI HfFO..'="<HA.'l'IOtf COHTAINEC 
BEREIH I S UNCL.ASSI!'IED 

UNCLASSIFIED//~ D..!~TE 01-1T-201! B'l J7~J18TSO NSICG 

UJ.S. Department of Jlttnstoce 
federal Bureau of ~nYestiga~ion 
Washington, D.C. 20535-0001 

Date : 20 January 2016 

To: I I 
Ass1stant Genera l Counse l · 
International · and National Se~urity. Piog*ams 
Department o f Energy 

From : · Pe ter StrzokV 
Section Chief · 
Counte respiona ge Sect ion 

l 
I 

Subject: Suppleme ntal Classi fication Review and D¢termina tion 
Request 

( U//~} I n July 2015, the FBI received 
from the Inspector Genera l fo r the Int elligence 
rega rding the poss ible compromise of c lassified 
information . 

I 
a S~ction 811 refer ral 
Co~unity (ICIG) 
national security 

I 
I 

I 
(U//FOUO) The potent ial compromise was identi ~ied when , as part 

of a Freedom of In~ormati~n Act ( FOIA) request , t he U.S. Department 
of State {DoS) and the ICIG reviewed e lectronic ma~l (email) 
corrununications fr.om private ema il accounts previous lly used by a · 
fo rmer Secre tary o f State dur ing her tenure at Dos.rAn initial review 
of thi s materia l identif i ed emails conta i ning nati~al security 
informat ion later determined by the US Intelligence! Community (USIC) 
to b e class ified up to the Top Secret /Sensitive Comp artmented 
I nformation level . I 

(U//~) The FBI respectfully request s the oebartment of Energy 
(DOE ) conduct an official classifica tion review an~ de~ermination of 
the re lated docume nts containe d on th~ accompanyin~ DVD. This r eques t 
is in a ddition to a p revious Classifica tion Review and Request · 
submitted t o your agency in 20 15 . While thi s requesf is s e pa rate from 
the 20 15 request, it should b e r esponded to i n simiQa r manne r. 

l 

This document contai~s neither 
the p roperty of the FBI and is 
to be distr ibuted outside your 

UNCLASSIFIED//~ 

recommendations. nor conclusion~ of the FBI. It i s 
loaned to your agency ; it and tts contents are not 
agency. 

I HRC-8491 
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UNCLASSIFIED//~ 

(U//~) The FBI unders tands you may also beJ revi e wing 
materials a s part of ongoing FOIA lawsuits involviAg some of these 
documents . This matter should remain separate f rom!the FOIA matter{s) 
and i nformation from this request should not be sh~red or co-mingled 

! 
with the FOIA matter( s ) to ensure the FBI's investigation is no t 
comp romi sed or adversely a ffected. 

(U// Fe&e) The FBI also understands that DOE may have p reviously 
I 

received similar , separate reque sts from other e ntities fo r an 
officia l classification review and determinat ion f Jr some · o r all of 
the document s conta i ned on the enclosed DVD . I n order to ensure 

I 

consistency, the FBI requests DOE de-conflict its i esponse to this 
FBI request with any previous classificat ion deter~ination responses 
related to these docume nts, and to provide the FB I !the same 
classification determina tions . The FBI requests DO~ to prov ide as 
soon as possible any previously rendered official dlassification. 
determinations o f document s related to this matter) to include any. 
classification determinations of documents relatedlto the . 
@cli ntonemail. com domain that are not contained on jthe attached DVD . 
The FBI reque s ts DOE to provide c l assif ication determination 
responses to the FBI on a rolling basis as they beclome avai lable. 

I 
i 

(U//POUO) Simila r t o the FBI 's previous request, the enclosed 
DVD contains a ReadMe. docx fil e , which provides an !explanation of the 
files contained on t he DVD . The DVD also contains Ia Microsoft Excel 
spreadsheet titled Classi fica tion Review Response Tracker to assist 
your agency with tracking and. responding to th is c~assification 
review and de terminat ion request . The document s fo rl review are l isted 
in the Fil e List.xl sx spreadsheet and are contained lin the Items 
folder. The Items f older is f urther expl ained in t~e aforementioned 
ReadMe . docx file. In the event DOE is a wa-re of any lequi tie s belonging 
to othe r US Gove rnment a gencie s contained in documents provided as 
part of this . ~equest, the FBI requests DOE to idendity those other US 
Government agencies in the ''Notes"· section o f the e:nclosed . I 
spreadsheet. I 

(U/ /~) The FB I may contact you in the futur!e to ask you to 
prioritize the rev iew of c ertain items provided as part of this 
request . j 

I 

('U / /~) You are requested not t o disclosJ the e xistence of 
this inquiry or the contents of the prov ided meJ:iia, other than as 
necessary for compl iance ; disclosure may jeopardi~e the confidential 
nature of the FBI 's investigation . I 

This document contains neither 
the p roperty of the FBI and is 
to be dis ~ributed outside your 

UNCLASSIFIED//~ 

I 
I 
I 

I 
recommendations nor conclusions of the FBI. It i s 

!~=~~~.to your agency; it and tts contents are ~::.

8492 
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. . \. 

UNCLASSIFIED//~ 

(U/ ~~~ Please direc~ all inquiries regardii ng this request to 
Specia 1 Agent i'-______ _.j a t I ~ I 

Sect i on 

I 
I 
I UNCLASSIFIED//~ 

This document conta ins neithe r recomme ndat ions n o r conclusion! of the FBI. 
I 

the p rope rty of the FBI and i s loaned to your age ncy; it and its contents 
to be dis tributed o utside yo ur agenc y . 

It is 
are not 
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~ · 

\Ul .S. Department of Justice 
federal Bureau of ~nvestigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

20 January 201 6 

Glen Ge rs tel! 
General Counsel 
National Security Agency 

Pe ter Strzok ~ . 
Section Chief 
Counterespionage Section 

J>..LL FBI IHEORMA'l'ION CONTAINED 
HEKE I N IS UNCLASSI!I:::C 
DA'I'E 01- 11-2 017 BY J'i6J 1S'l'80 ~TSICG 

l 

I 

I· 
Subject : Supplemental Classification Revi e w and D~termination 
Reguest I 

( U//~) In Jul y 2015, the FBI received 
from the Inspector Genera l fo r the Intell igence 
regarding t he possible compromise o f classi f ied 
i nformation . 

I . 
a Section 811 referral 

Corrlmun ity ( ICIG ) 
na~ional security 

I 
. j. 

( U//~0~0) The pote ntial compromise was ident i~ied when, as part 
of a Freedom of Information Act (FOIA) reque~t, th~l U. S . Department 
o f State ( DoS) and the I CI G reviewed electronic ma~l (email) 
communications from private e mail accounts previous,l y used by a 
former Secretary of State during her t enure at DoS . An initial r evi ew 
of th is mater ia l identified email s containing national security 

, I 

i nformation later d e termine d by the OS Inte l ligence Community (USIC) 
t o be classifi ed up to the Top Secret/Sensitive Com~a rtrnented . 
Infor~tion l evel. . I 

. . (0/ /~) The FB I respectfull y r eques ts t he Nafion a l Secur ity 
Agency (NSA) conduct an of fic~al classif i cation rev~ew and 
·de termination of t he related documents contained o~ the acc6mpanying 
DVD. This request is in addition to a p revious Clas•sification Review 
and Request s ubmitted to your ~gency i n 2015. Whil~ thi s request is 
separ~te fr om the 2 015 request , it should b e respon~ed to in s imilar 
manner. I 

I 
UNCLASS I F I ED//POS& 

This document contains neither recommendat ions nor conclusions of the FBI. It is 
the p roperty of the FBI and is loaned to your agency; it and lts contents are not 
to be qis tributed o utside your agency. I 

I HRC- 8495 



UNCLASSIFIED//FOeQ 

(U//POUO) The FBI understands you may also .be\ revie~ing 
materia ls as part of ongo ing FOIA lawsui ts involving some of· these 
documents . This matter should remain separate froml the FOIA matter(s) 
and inf ormation from this request should not be shared or co-mingled 
with the FOIA matter( s) to ensure the FBI 's inves tigation is not 
compromi sed or adversely affected. 

(U//~CU07 The FBI al so understands t hat NSA may have previously 
receive d simil a r, sepa rate reque sts from other ent ~ties fo r an 
officia l classification review and determination fo r some o r all of 

I 
the document s contained on the enclosed DVD . I n order to ensure 
consistency, t he FBI requests NSA de-conflict i ts } esponse t o this 
FBI request with any p revious classificat ion deter~ination respons es 
related to these documents, and to proyide the FBI jthe same 
classification determination~. The FBI r~quests NS~ to provide a s 

.soon as posaible any preViously rendered of ficial 6lassification 
determinations of docume nts related to thi s matter ,j to inc lude . any 
classi f ication .determina tions of documents related ,to the 

·@clintonemail. com doma in that are not con tained on lthe a ttached DVD. 
The FBI requests NSA to provide classifi c ation determination . 
responses to t he FBI on a rolling basis as they bedome available. 

. (U/ /~) Similar t o the FBI's previous reque jt, the enclosed 
DVD conta ins a ReadMe .. docx fil e , which provides an !explana tion of t he 
fi les contained on the DVD . · The DVD also contains 1a Microsoft Excel 
spreadsheet titled Classi fica tion Review Response ~racker to assist 
your agency wi t h tracking and responding to thi s c~assification . 
revi ew and determinat ion request . The documents fo~ review are listed 
in the FileList . ~lsx spreadsheet and are contained lin the Items . . 
fol der . The Items f o l der is furt her explained in tHe aforementioned 
ReadMe. docx f ile . In the event NSA is aware of any lequi ties belonging 
to othe r US Gove rnment ·agencie s c 6ntained in docum~nts p rovided as 

I 

part of this requ~st, the FBI requests ~sA· to identiify those other US 
Government agencies in the "Notesn section o f the Jnclosed 
spreadsheet. I 

(U//~) The FBI may contac t you in . the fu t u~e to as k you to 
priori t ize the review of cer tai n items provided as ~a r t of t his 

I 
request . i 

. . I 
(U//~) You are reques ted not to disc lose the e xistence of 

this inquiry o r the contents of the provided media, othe r than as 
neces sary f or compliance ; disc losure may jeopardiie the confidential 
nature of the FBI's invest igat i on . I 

j 

UNCLASSIFIED//~ 

I 
This document contains nei ther recommendations nor conclus i ons of the FBI. It is 

~~·b~r~~~~~ib~:.~h~u~:;d:n~0~: !~=~~~ .to your agency; it and I ts contents are ::::.

8496 



.. . . 
UNCLASSIFIED//~ I 

I 
(U//~) Please direct a l l inquiries regarding this request to 

Special Agent I I at I I· I 
L...-------1 ....._ ____ __. ! 

! 
' 

Pe 

¢¢ 

Counterespionage ·Section 

. . I 
I 

! 
• 1 

I 
I I . 
i 

I· 

I 
f 
f 

UNCLASSIFIED//~ 

This document contains neither re~ommendations nor conclusion1 of the FBI. 
the property of the FBI a nd is loaned to your agency; it and lts contents 
to pe distributed outside your agency. ! / 

I 

It is 
are not 
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ALL :FBI IN'SORMATICN CONTAINED 
HEKEUI IS UHCLASSEIEC 

UNCLASSIFIED//~ 
CATE 01 - 11-2017 BY J76.J181'80 NSICG 

!UJ.So Departme01fc of JIUlstke 
IFederaiiBureau of Investigation 
Washington, D.C. 20535-0001 

Da te: 

To : 

Fr om: 

Subject : 
Reques t 

20 J anuar y 20 16 

Ste van Bunnel l 
Offi ce of General Counse l 
Department of Home land Security 

Pete r Strzokt\/ 
Sect i on Chie~ 
Counterespiona ge Sec tion 

Supplemental Classi f ication Revi ew a nd 

I 
~ 

I 

Dete rmina tion 

. I 
{ U//~) In July 2015, the FBI rece ived a Sect ion 811 re f erral 

from the Inspecto r Genera l . f or the I ntel ligence Co4rounity {ICIG) 
regar ding the possible compromise of classified na~ionai security 
i n format ion. ' I 

(U//~) The p o t entia l compr omise was ident ified when , a s par t 
of a Freedom o f I nformation Act (FOIA) r e quest, th~ U.S. De partme nt 
o f State {DoS ) and the IC IG rev iewed elect ronic ma~ l (email ) 

• I 

communications f rom private email accounts p revious l y used b y a 
former Secreta ry of State duri ng her tenur e at DoS .J An initial r eviev:_ 
of thi s mate r ial identi fi ed emails c onta in ing na tiqnal sec urit y . 
i nfor mat i o n la ter determine d by t he OS Intelligenc~ Commun i t y (US I C) 
to be c lassi fi ed up to t he Top Secret/Sens itive Co~partmented 
I nforma tion level. 

{ U//~) The FBI respect fully requests the Department of 
Homeland Security ( DHS) c onduc t an o ffic ia l classi£ica tion . revi ew and 
determinat i on o f the rela ted documents conta i ned o~ the a ccompanying 
OVD. This r equest is· in a ddi tion t o a previous Cla~sification Review 
and Request s ubmi tted t o your a gency in 20 15. Whil~ t his reques t is 

. sepa r at e from t he 20 15 request , it shoul d b e r esp olded t o in s imila r 
manner. 

This document cont ains neither 
t h e property o f the FBI and is 
t o be dist ributed out side yo ur 

I 

UNCLASSIFIED//~ 

r e commendat i ons· nor conclusions of t he FBI . It is 
loaned to yo ur agency; i t and i ts contents are not 

I 

agency . I 
1 
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. \ I 
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.UNCLASSIFIED//P68e 

I 
(U//~) The FB I understands you may a lso bel reviewing 

material s as part of ongoing FOIA lawsui ts involvipg some of these 
documents . This matter should remain separat e fromj the FOIA matte r(s) 
and information f rom this reques t should not be sh~red or c o-mingled 
w~th the FOIA matter( s ) to e nsure the FBI 's invest ~gat iori i s not 
compromis e d or adve rse ly a ff e cted . 

(U//~) The FBI also understa nds that DHS may have p reviously 
I 

received simi l ar , separate r eque s ts f rom other entities fo r an 
offic ia l classi f ication r evi ew and dete r minat ion tb r some o r all o f . I 
the documents contained on t he enclosed DVD . In oroer t o ensure 
consist~ncy , th~ FBI requests OHS de-conflict it s tesponse to thi s 
FBI r e quest with any p rev ious classificat i on d eter iliinat ion respons e s 
relate d to these documents, a nd t o provi de the FB r lthe same · · 
clas si fic a tion det e rmi na tions. The FBI reque sts DHS t o provide as 
s oon as possible any previously rendered bffici~l ~lassification 
de terminations of documents related to this matter) to include any 

I 

classificat ion determina tions of docume nts relatedjto t he 
@c lintonemail . c om doma in tha t are not conta ined onl the attached DVD . 
The FBI requests DHS to p rcvide classification det~rmina t ion 
responses to the FBI on a rol l ing basi s as they beJome available . 

. I 

(0//~) S imilar to the FBI 's p r evio us r equeJt, the e nclosed 
DVD con ta i ns a ReadMe . docx fil e , which provides an explanation of the . 
fi l e s contained on the DVD. The DVD a l so· contains a Microsoft Excel 
spreads hee t t i tled Classifi cation Re vi e w. Res ponse· Tracker to a ssi s t 
your a gency with tracking and res ponding t o thi s c ~assif ication 
revi e w a nd dete r mina t ion reques t. The documents fo~ revi e w a re li s ted 

. ' 
in the FileLi st .xlsx spreadsheet and are conta i ned !in the Items . 
folder. The Items folde r i s f u r t her explained in t He aforementioned 
ReadMe . docx file . I n the e vent DHS i s aware o f a ny !equities be longlng 

. . I 

to othe r US Gove rnmen t a gencies c onta ine d in d ocuments provided as 
part of t his reques t, the FB I reques ts DHS t o iden~i f y those other US 
Government agencies in t .he "Notes" sect ion of t h e J nclosed . I . 
spreadsheet . 

1 

.. 

(U//~) The FBI ma y contact you in the futule t o as k you t o 
p r iorit ize the r eview of c ertain i tems ~rovided · as lpart of this 
request. . 

1 (U / /~) You are requested not to disclose the e xistence of 
t h is ·inqui ry or the cont ents o f t he provi ded medi a, othe r than a s 
necessary for compliance ; disclosure may j eopardi~e the confid ent ial 

! 

nature of the FBI ' s inves tigation . 

UNCLASSIFIED//~ 

This document contains neithe.r r e commendations nor conclusions of the FBI. It is 
the p roper ty of the FBI and is loaned to your agency; i t and i ts contents a re not 
to b e d is t ribu t ed o utside your agency. J 
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.. 
UNCLASSIFIED//~ 

I . 
I 

' . 

(U/ /~) Please direct all ioaui ri es n'gard!iog t h is request t o 
Sp e cial AgentLI _____ _..I at Ll -------~~ 

Counterespionage se·c tioll 

I 

UNCLASSIFIED//~ 

This document contains neither recommendation s nor conclusion s of the FBI . It is 
the property of the FB~ a nd is loaned to y o ur agency; it and i ts c ontents are not 
to b e . distr ibuted ou.t sid e your agency. 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

7 April 2016 

Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 

Peter Strzok 
Section Chief 
Counterespionage Section 

ALL nn INEORJ.1A TICN CONTAiliED 
HEREIN IS UNCLASSIFIED 
J::ATE Ol-11-2017 BY .nt:~.118T80 NSICG 

Subject: Supplemental Classification Review and Determination 
Request 

(U//~) In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community {ICIG) 
regarding the possible compromise of classified national security 
information. 

{U//POY~ The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State {DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~U~ The FBI respectfully requests DoS conduct an official 
classification review and determination of the related documents 
contained on the accompanying DVDs, both dated March 31, 2016. This 
request is in addition to previous Classification Review and Requests 
submitted to your agency in October 2015 and January 2016. While this 
request is separate from the previous requests, it should be 
responded to in similar manner. 

UNCLASSXFIED//P&ee 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-8520 



ONCLASSIFIED//PoeQ 

{U//~) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter{s) to ensure the FBI's investigation is not 
compromised or adversely affected . 

(U//~} The FBI also understands that DOS may have previously 
received similar, separate requests from other entities for an 
off icial classificat i on review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests DOS de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests DOS to provide as 
soon as possi ble any previously rendered of f icial classification 
determinations of documents related to this matter , to include any 
classification determinat ions of documents related to the 
®clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests DOS to provide c lassification det~rmination 
responses to the FBI on a rolling basis as they become available. 

(U//~ Similar to the FBI's previous reques ts, the enc losed 
DVDs contains a ReadMe.docx file, which provides an explanation of 
the fil es contained on the DVD. The DVDs also contain a Microsof t 
Excel spreadsheet titled Classification Review Response Tracker to 
assist your agency with tracking and responding to this 
classification review and determination request. The documents for 
review are listed in the FileList.xlsx spreadsheet and are contained 
in the Items folder. The Items folder is further explained in the 
aforementioned ReadMe .docx file. In the event DOS is a ware of any 
equities belonging to other us Government agencies conta ined in 
documents provided as part of this request, the FBI requests DOS to 
identify those other us Government agencies in the "Notes" sect ion of 
the enc losed spreadsheet. 

(U//~) The FBI may contact you in the future to ask you to 
prioritize the review of certain i tems provided as part of this 
request. 

(U/ jFOeQ...) You are reqtiested not to disclose the existence of 
thi s inquir y or the content s of the provided media, other than as 
necessary for compliance i disclosure may jeopardize the confidential 
nature of the FBI' s investigation. 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-8521 



UNCLASSIFIED//~ 

Speci~~/ ~:=i ... _P_l_e_a_s_e_d_i_r_e_c....ltl a:l~...[_i_n_a_'_d_r_i_e_s __ r...Je,~arding this request to 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

UNCLASSIFIED//PeGQ 

This docume nt contains neither recommendations nor conclusions o f t he FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distri buted outside your agency . 
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UNCLASSXFXED//POe& 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

April 1, 2016 

W. Neil Eggleston 
Office of General Counsel 
Executive Office of the President 

Peter Strzok 
Section Chief 
Counterespionage Section 

.c\LL I'BI INfCRl.!A'l'IOI-f COI-f'l'.c\HTED 
3EBEIH IS UNCLASSIHED 
D.c\TE 01-11-201 i BY .:<7&J18TSO I>TSICG 

Subject: Supplemental Classification Review and Determination 
Request 

(U//~ In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community {ICIG) 
regarding the possible compromise ·of classified national security 
information. 

{U//~ The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the u.s. Department 
of State {DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

{U//~} The FBI respectfully requests the National Security Council 
{NSC) conduct an official classification review and determination of 
the related documents contained on the accompanying DVD. This request 
is in addition to a previous Classification Review and Request 
submitted to your agency in October 2015 and January 2016. While this 
request is separate from the previous requests, it should be 
responded to in similar manner. 

UNCLASSZFIBD//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-8524 



(U//~) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI's investigation is not 
compromised or adversely affected. 

(U/ /~) The FBI also understands that NSC may have previously 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests NSC de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests NSC to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
@clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests NSC to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//~ Similar to the FBI's previous request, the enclosed 
DVDs contains a ReadMe.docx file, which provides an explanation of 
the files contained on the DVD. The DVDs also contain a Microsoft 
Excel spreadsheet titled Classification Review Response Tracker to 
assist your agency with tracking and responding to this 
classification review and determination request. The documents for 
review are listed in the FileList.xlsx spreadsheet and are contained 
in the Items folder. The Icems folder is further explained in the 
aforementioned ReadMe.docx file. In the event NSC is aware of any 
equities belonging to other US Government agencies contained in 
documents provided as part of this request/ the FBI requests NSC to 
identify those other US Government agencies in the "Notes" section of 
the enclosed spreadsheet. 

(U//POsO) The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 

(U/ /~) You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliancei disclosure may jeopardize the confidential 
nature of .the FBI's investigation. 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-8525 



UNCLASSIFIED//~ 

(U//~) Please direct all inquiries regarding this request to 
Special AgentL...I _____ ___.I at I I· 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED//FeYO 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535·0001 

Date: 

To: 

From: 

1 April 2016 

Michael DeLeon, Chief 
Counterespionage Group 
Counterintelligence Center CIA 

Peter Strzok 
Section Chief 
Counterespionage Section 

ALL FBI IHFCRH.i>.TIDN COH'l'AINED 
3EREIN IS UNCL..ASSIFIED 
DATE 01-11-2017 B't J76J18T80 NSICC 

Subject: Supplemental Classification Review and Determination 
Request 

(U//P6ee) In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

(U//~) The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used'by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~) The FBI respectfully requests the Central Intelligence 
Agency (CIA) conduct an official classification review and 
determination of the related documents contained on the accompanying 
DVD. This request is in addition to a previous Classification Review 
and Request submitted to your agency in September 2015 and January 
2016. While this request is separate from the previous requests, it 
should be responded to in similar manner. 

UNCLASSIFIED//P&99 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC·8558 



(U//~) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI's investigation is not 
compromised or adversely affected. 

(U//~) The FBI also understands that CIA may have previously 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed ·DVD. In order to ensure 
consistency, the FBI requests CIA de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests CIA to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
®clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests CIA to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//~) Similar to the FBI's previous request, the enclosed 
DVDs contains a ReadMe.docx file, which provides an explanation of. 
the files contained on the DVD. The DVDs also contain a Microsoft 
Excel spreadsheet titled Classification Review Response Tracker to 
assist your agency with tracking and responding to this 
classification review and determination request. The documents for 
review are listed in the FileList.xlsx spreadsheet and are contained 
in the Items folder. The Items folder is further explained in the 
aforementioned ReadMe.docx file. In the event CIA is aware of any 
equities belonging to other US Government agencies contained in 
documents provided as part of this request, the FBI requests CIA to 
identify those other US Government agencies in the "Notes" section of 
the enclosed spreadsheet. 

(U//FOUO) The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 

(U/ /~) You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 

UNCLASSIFIED//P99& 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-8559 



UNCLASSIFIED//~ 

(U//~) Please direct all inquiries reyarding this request to 
Special Agent I I at .... I ______ ..... J 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIBD//Pee& 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To : 

From: 

4 April 2016 

( 1- Li tigation 
~0~f~f~~~- -c-e--o~f General Counsel 

Department of Defense 

Peter Strzok 
Section Chief 
Counterespionage Section 

~-LL FEI IHfOf<1iA'I'Iffil' CONTAINED 
HEREIH IS UNCLASSifiED 
CATE 01-11-2017 BY J7£Jl8T80 NSICC 

Subject: Supplemental Classification Review and Determination 
Reques t 

(U//~) In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

(U//~) The potential compromise was identified when, as part 
of a Freedom of Information Act ( FOIA) request, the U.S. Department 
of State (DoS} and the ICIG reviewed electronic mail (email) 
communicat ions from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of t his material identified emai ls containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classif ied up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~} The FBI respectful ly requests the Department of 
Defense (DOD) conduct an official classification review and 
determination of the re l ated documents contai ned on t he accompanying 
DVD. This request is in addition to a previous Classification Review 
and Request submitted to your agency in October 2015 and January 2016. 
While this request is separate from the previous requests, it shoul d 
be responded to in similar manner. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. I t is 
the property of the FBI and is loaned to your agency; i t and i ts contents are not 
to be distributed outside you r agency. 
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(U//~} The FBI understands you may also be reviewing 
materia l s as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI's investigation is not 
compromised or adversely affected. 

(U//~) The FBI also under stands that DOD may have previously 
received similar, separate requests from other entities for an 

. official classification review and determination for some or·all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests DOD de-conflic t its response to this 
FBI request wi th any previous classification deter mination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests DOD to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
®clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests DOD to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//~} Similar to the FBI's previous request, the enclosed 
DVDs contains a ReadMe.docx file, which provides an explanation of 
the fi l es contained on the DVD. The DVDs also contain a Microsoft 
Excel spreadsheet titled Classification Review Response Tracker to 
assist your agency with tracking and responding to this 
classification review and determination request. The documents for 
review are listed in the FileList.xlsx spreadsheet and are contained 
in the Items fol der. The Items folder is fur ther explained i n the 
aforementioned ReadMe.docx file . In the event DOD is aware of any 
equities belonging to other US Government agencies contained in 
documents provided as part of this request, the FBI requests DOD to 
identify th6se other US Government agencies in the "Notes" section of 
the enclosed spreadsheet. 

(U//POUO) The FBI may contac t you in the future to ask you to 
prioritize the revi ew of certain items provided as part of this 
request. 

(U/ /POUO) You are reques ted not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 

This document contains nei ther recommendations nor conclusions of the FBI . It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency . 
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(U/ /Feee) Please direct a ll inquiries rerarding this reques t to 
Spec i al Agent L.l ______ _.I at IL.--------'~ 

Counterespionage Section 

•• 

This document contains nei ther recommendations nor conclusions of the FBI . It i s 
the property of t h e FBI and is loaned to your agency; it and its contents are not 
to be distributed o utside your agency . 

HRC-8564 

b6 
b7C 



-

ALL .?3 I IHfORMA T ION CON'!' Ail-G:D 
HEF.EI H I S UNCLASSifiED 
D~TE 10 - 26- 2 017 BY C6~N4 £B1 1 NS I CG 

FD-340 lRev. 4-11-03) 

File Number ,,...----------.~ O{ A 

field Office Acquiring Evidence --"-IA:...fv:.......¥.---------------
Serial #or Originating Document _ _ _ ....;.s_& _ ______ _ __ __:._ ___ _ 

Date Received ----''-t'---:2_5.::.._-_{ ..... 11..__ ________________ _ _ _ 

From NS. 
(Narm: of Comributor/lnL,rvicwcc:) 

(Address) 

(Cily and SLJte) 

By ---------------------------------------------

ToBeRetumed 0 Yes ~o 

Receipt Given . 0 Yes ~No 
Gmnd Jwy Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes ~No 
Federal Taxpayer [nformation (FT[) 

Reference: 

Description: 

0 Yes 

~ ~ d ~-e[lf G)L{UY1 

G H1V\ -fn- N ~-R 

~0 

(Communication Enclosing Malcrial) 

0 Original notes re interview of 

HRC-8565 

b3 
b7E 

\ 

~ 



U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

4 April 2016 

Glen Gerstel! 
General Counsel 
National Security Agency 

Peter Strzok 
Section Chief 
Counterespionage Section 

J:>.LL TB I INIDRUATIC:N COH'l'AIHED 
AEREUI IS UNCLASSHIEC 
CA'l'E 01 - 11-2017 EY J76J18T80 NSICG 

Subj ec t: Supplemental Classification Review and Determination 
Request 

(U//?eU~ In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

( U//~) The potential compromise was identified when, as part 
of a Freedom of Information Ac t (FOIA) request, the U.S . Department 
of State (DeS) and the ICIG r eviewed electroni c mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An ini tial review 
of this material identified emails containing national security 
i nfor mation l ater determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secre t/Sensitive Compartmented 
Information level. 

(U//~USi The FBI respectfully requests the Nati onal Security 
Agency (NSA) conduct an official classification review and 
determination of the related documents contained on the accompanying 
DVD. This request is in addition to a previous Classificat ion Review 
and Request submitted to your agency in October 2015 and February 
2016. While this request is separate from the previous requests, it 
should be responded to in similar manner. 

UNCLASSIFIED//~ 

This document conta ins neither recommendati ons nor conclusions of the FBI. IC is 
the property of the FBI and i s loaned to your agency; it and its contents are not 
to be d istributed outs i de your agency . 
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UNCLASSIFIED//~ 

(U//~) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits invo l ving some of these 
documents. This matter should remain separate from the FOIA mat ter( s ) 
and information from this request should not be shared or co-mingled 
wi th the FOIA matte r(s) t o ensur~ the FBI's inves tigation is not 
compromised or adversely affected_ 

(U//FOUO) The FBI also understands that NSA may have previously 
received similar, separate requests from other ent.ities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests NSA de-conflict its response to thi s 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
c l assif i cation determinat ions. The FBI requests NSA to provide as 
soon as possible any previously rendered official classification 
determinations of documents re l ated to this matter, to inc lude any 
classification determinations of documents related to the 
®clintonemail.com domain that are not contained on the attached DVD. 
The FBI reques ts NSA to provide classifica tion determination 
responses to the FBI on a rol ling basis as they become available. 

(U//~090) Similar to the FBI's previous request, the e nclosed 
DVD contains a ReadMe.docx file, which provides an explanation of the 
fil es contained on the DVD. The DVD also contains a Microsoft Excel 
spreadsheet titled Classification Review Response Tracker to assis t 
your agency with tracking and r esponding to this classi f ication 
review and determination request. The documents for review are listed 
in the FileList.xlsx spreadsheet and are contained in the Items 
folder. The Items folder is further explained in the aforementioned 
ReadMe.docx file. In the event NSA i s aware of any equities belonging 
t o other US Government agencies contained in documents provided as · 
part of this request, the FBI r equest s NSA to i dentify t hose other US 
Government agencies in the "Not es" section of the enclosed 
spreadsheet. 

(U//~) The FBI may contact you in the future to ask you to 
p r iori ti ze the review of certain items provided as part of this 
reques t. 

(U/ /FOUO) You are requested not to disclose the existence o f 
this inquiry or the contents of t he provided medi a, other than as 
necessary for compliance; d isclosure may jeopardize the confidential 
nature of the FBI's inves tigation. 

UNCLASSIFIED//~ 

Thi s document c ontains neither recommendations nor conclusions of the FBI. It i s 
the property of the FBI and is loaned to your agency ; it and its contents are not 
to be di s tributed outside your agency. 
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UNCLASSIFIED//~ 

(U//FOUO) Please d irect al l inquiries regarding this reque st t o 
Special Agent iL.. _____ __.I at l l· 

•• 

Section Chief 
Counterespionage Section 

UNCLASSIFIED//P&ee 

This document conta i n s neither recommenda t i ons nor concl usio ns of t h e FBI . It i s 
the property of the FBI and i s loaned to your agency; i t and i ts contents are not 
t o be d istribute d outside yo u r agency. 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

10 May 2016 

!Acting Chief 
L.......:c=-o""'"u-n--:-t"""e-r"""e_s __ p_l..,.., o""'"n __ a ... ge Group 

Counterintelligence Center CIA 

Peter Strzok 
Section Chief 
Counterespionage Section 

ALL fBI IHFORE .. J\'TIDH COH'l'AINEC 
HEREIN IS um:t.ASSI.FIED 
DA'TE 01-11-2017 BY J76J18'1'80 NSICG 

Subject: Supplemental Classification Review and Determination 
Request 

(U//~ In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

(U//~) The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~) The FBI respectfully requests the Central Intelligence 
Agency (CIA) conduct an official classification review and 
determination of the related documents contained on the accompanying 
DVD. This request is in addition to previous Classification Review 
and Requests submitted to your agency in September 2015, October 2015, 
January 2016, and April 2016. While this request is separate from the 
previous requests, it should be responded to in similar manner. 

UNCLASSIFIED/ /FOb&-

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED//~ 

(U//~) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI's investigation is not 
compromised or adversely affected. 

(U//~) The FBI also understands that CIA may have previously 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests CIA de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests CIA to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
®clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests CIA to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//P6U64 Similar to the FBI's previous request, the enclosed 
DVDs contains a ReadMe.docx file, which provides an explanation of 
the files contained on the DVD. The DVD also contains a Microsoft 
Excel spreadsheet titled Classification Review Response Tracker to 
assist your agency with tracking and responding to this 
classification review and determination request. The documents for 
review are listed in the FileList.xlsx spreadsheet and are contained 
in the Items folder. The Items folder is further explained in the 
aforementioned ReadMe.docx file. In the event CIA is aware of any 
equities belonging to other US Government agencies contained in 
documents provided as part of this request, the FBI requests CIA to 
identify those other US Government agencies in the "Notes" section of 
the enclosed spreadsheet. · 

(U//~Oe~ The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 

(U/ /t'ee9-) You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 

UNCLASSIPIBD//PeUO 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED//P&Be 

(U//~0~) Please direct all inquiries reyarding this request to 
Special Agent IL,. ______ __.I at I ..... ______ ...... J 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED/~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

11 May 2016 

1- Litigation 
~0~f~f~i-c-e--o~f General Counsel 
Department of Defense 

Peter Strzok 
Section Chief 
Counterespionage Section 

ALL i'EI HIFCR~.U;.'l'ION CON'l'AINEC 
3E...~IN IS ID~CLASSIFIED 
DATE 01-11-2017 BY J76.118'f80 NSICG 

Subject: Supplemental Classification Review and Determination 
Request 

(U//?eee) In July 2015, the FBI received·a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

(U//~) The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~) The FBI respectfully requests the Department of Defense 
(DOD) conduct an official classification review and determination of 
the related documents contained on the accompanying DVD. This request 
is in addition to previous Classification Review and Requests 
submitted to your agency in October 2015, January 2016, and April 
2016. While this request is separate from the previous requests, it 
should be responded to in similar manner. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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(U//~ The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI's investigation is not 
compromised or adversely affected. 

(U/fPO~) The FBI also understands that DOD may have previously 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests DOD de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests DOD to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
®clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests DOD to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//~ Similar to the FBI's previous request, the enclosed 
DVDs contains a ReadMe.docx file, which provides an explanation of 
the files contained on the DVD. The DVDs also contain a Microsoft 
Excel spreadsheet titled Classification Review Response Tracker to 
assist your agency with tracking and responding to this 
classification review and determination request. The documents for 
review are listed in the FileList.xlsx spreadsheet and are contained 
in the Items folder. The Items folder is further explained in the 
aforementioned ReadMe.docx file. In the event DOD is aware of any 
equities belonging to other US Government agencies contained in 
documents provided as part of this request, the FBI requests DOD to 
identify those other US Government agencies in the "Notes" section of 
the enclosed spreadsheet. 

(U//F05~ The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 

(U/ /P"'tJe) You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 

UNCLASSIFIED//P898 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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(U//FOU~ Please direct all inquiries reyarding this request to 
Special Agent I I at I _ b6 

b7C 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

UHCLASSIFIBD//Poe& 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 

HRC-8576 



AL.l .FE I IlU'OF.MA'l'ICH COH1'AHIED 
HEREIN IS m~C l.ASSIFIED 
CA'I'E 10-26-2017 BY C66Y(46Bl1 HSICG 

r 
' 

1'0-340 (K.:v . 4-1 1-<).,_:)..:..) ----------, 

File Number l l OC It 

w~--fltld Orfitt Acquiring Evldeore ---~~ v _ ____________ _ 

Serial fl of Originating Document ____ 5:..._,.;_ ____________ _ 

Date Received 

From 
----------;;(N:;:a-=-n~~:~or"'c::-::oo:-:t::;ribu=:to-,r/;-ln:-ltrv~icwe--c;-) -----------

(Address) 

(City and Slate) 

By -----------------------------------------------------

To Be Returned 0 Yes OlQNo 

Receipt Given 0 Yes up No 
Grand Jury Material~ Disseminate Only Pursuant to Rule 6 (e) 
tl!deral Rules of Crimina 1 Procedure 

0 Yes riP No 
Federal Taxpayer Information (FTI) 

0 Yes ~No 
[ A3B 

Reference: ·---lo{.Cry:.L-J.I..!::.£.:!...5 ~o:...:.r___!=::L:.:...1ffi~,s=-· _·fm-~_.::::.D..!::.o::::::..S:..._, ..:_N_s.:..:· ~::....;...; !::.D...:.Its~-----­
(Cummunication Enclosing Matc:ri~l) 

Description: 0 

0 (-

... 

Original notes re interview of 

-------------------------------------------i I 
I 
I 

b3 
b7E 

l 
\ 
\ 

HRC~8577 



UNCLASSIFIED//~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

11 May 2016 

Stevan Bunnell 
Office of General Counsel 
Department of Homeland Security 

Peter Strzok 
Section Chief 
Counterespionage Section 

.l;.LL EBI IlU'CR!Ll>.'TION CON'l'AINED 

3EREIH IS UHCt...ASSIFIED 
DA'T'E 01-11-2017 B'l J76J18T80 NSICG 

Subject: Supplemental Classification Review and Determination 
Request 

(U//FOSQ} In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

(U//~ The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the u.s. Department 
of State (OoS) and the ICIG reviewed electronic mail (email} 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the us Intelligence Community (USIC} 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~) The FBI respectfully requests the Department of 
Homeland Security (DHS} conduct an official classification review and 
determination of the related documents contained on the accompanying 
DVD. This request is in addition to previous Classification Review 
and Requests submitted to your agency in October 2015 and February 
2016. While this request is separate from the previous requests, it 
should be responded to in similar manner. 

This doc ument contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIPIBD//?059 

(U//~) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s} t0 ensure the FBI's investigation is not 
compromised or adversely affected. 

(U// FOSO) The FBI also understands that DHS may hav e previously . 
receiv ed similar, separate requests from other enti ties for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests DHS de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
c l assification determinations. The FBI requests DHS to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter , to include any 
classification determinations of doc uments related t o the 
®clintonemail . com domain that are not contained on the attached DVD. 
The FBI requests DHS to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//~) Similar to the FBI's previous request , the enclosed 
DVD contains a ReadMe.docx file, which provides an explanation of the 
files contained on the DVD. The DVD also contains a Microsoft Excel 
spr eadsheet titled Classification Review Response Tracker to assist 
your agency with tracking and responding to this classification 
review and determination request. The documents for review are listed 
in the FileList.xlsx spreadsheet and are contained in the Items 
folder. The Items folder is further explained in the aforementioned 
ReadMe.docx file. In the event DHS is aware of any equities belonging 
to other US Government agencies contained in documents provided as 
part of this request, the FBI requests DHS to identify those other us 
Government agencies in the "Notes" section of the enclosed 
s preadsheet. 

(U//~) The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 

(U/ /~) You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outs i de your agency. 
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UNCLASSIPIED//PC90 

(U// ~eu~ Please direct all inquiries re:arding this request to 

Special Agent~~--------------~lat ~~ ------------~J 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the prope rty of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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ALL FBI I HfOR!-!ATICH CONTAINED 
HERE IN IS UNCLASSIFIE.C 
CA.TE 01 - 11-2017 EY .i76J18'f80 HSICG 

UNCLASSIFIED//~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

11 May 2016 

Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 

Peter Strzok 
Section Chief 
Counterespionage Section 

Subject: Suppleme ntal Classification Review and Determination 
Request 

(U//Fe90) In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

(U//~) The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA} request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS . An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC} 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~} The FBI respectfully requests DoS conduct an official 
classification review and determination of the related documents 
contained on the accompanying DVD. This request is in addition to 
previous Classification Review and Requests submitted to your agency 
in October 2015, January 2016, March 2016, and April 2016 . While this 

· request is separate from the previous requests, it should be 
responded to in similar manner. 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
t o be distributed outside your agency . 
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(U//~) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI's investigation is not 
compromised or adversely affected. 

(U// POSQY The FBI also understands that DOS may have previous l y 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests DOS de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests DOS to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
@clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests DOS to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//FeeO) Similar to the FBI's previous requests, the enclosed 
DVDs contains a ReadMe.docx file, which provides an explanation of 
the files contained on the DVD. The DVDs also contain a Microsoft 
Excel spreadsheet titled Classification Review Response Tracker to 
assist your agency with tracking and respondi ng to this 
classification review and determination request. The documents for 
review are listed i n the FileList.xlsx spreadsheet and are contained 
in the Items folder. The Items folder is further explained in the 
aforementioned ReadMe.docx file. In the event DOS is aware of any 
equities belonging to other US Government agencies contained in 
documents provided as part of this request, the FBI requests DOS to 
identify those other us Government agencies in the "Notes" section of 
the enclosed spreadsheet. 

(U//~) The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 

(U//~) You are requested not to disclose the existence of 
this inquiry or the contents of the provided media,' other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 

This document contains neither recommendations nor conclusions of the FBI. It is 
t he property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency . 
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UNCLASSIFIED//~ 

(U//F'OeS-) Please direct all inquiries re:arding this request to 
Special Agent~...l ______ __,l at ~...l ______ _.j 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency . 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

11 May 2016 

w. Nei l Eggleston 
Office of General Counsel 
Executive Office of the President 

Peter Strzok 
Section Chief 
Counterespionage section 

ALL FBI INI"ORMATION CON'l'AIHED 
HERE IN IS UNCLASSIF.IEC 
DATE 01- 11-2017 BY J7£J18'Y80 NS ICG 

Subject: Supplemental Classification Review and Determination 
Request 

(U//~) In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

(U/ /~0~0} The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the u.s. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified email s containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~) The FBI respectfully requests the National Security Council 
(NSC) conduct an official classification review and determination of 
the related documents contained on the accompanying DVD. This request 
is in addition to previous Classification Review and Requests 
submitted to your office in October 2015, January 2016, March 2016, 
and April 2016. While this request i s separate from the previous 
requests, it should be responded to in similar manner. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency . 

HRC-8584 



ONCLASSIPIED/ / peg& 

{U//~) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI's investigation is not 
compromised or adversely affected. 

(U// Feeo ) The FBI also understands that NSC may have previously 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests NSC de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests NSC to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter , to include any 
classification determinations of documents related to the 
®clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests NSC to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//~) Similar to the FBI's previous request, the enclosed 
DVDs contains a ReadMe.docx file, which provides an explanation of 
the files contained on the DVD. The DVDs also contain a Microsoft 
Excel spreadsheet titled Classification Review Response Tracker to 
assist y our agency with tracking and responding to this 
classification review and determination request. The documents for 
review are listed in the FileList.xlsx spreadsheet and are contained 
in the Items folder. The Items folder is further explained in the 
aforementioned ReadMe.docx file. In the event NSC is aware of any 
equities belonging to other US Government agencies contained in 
documents provided as part of this request, the FBI requests NSC to 
identify those other us Government agencies in the "Notes" section of 
the enclosed spreadsheet. 

(U//~) The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 

(U/ /Pffiffl) You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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(U//~} Please direct all inquiries re9arding this request to 
Special Agent I I at L.l ______ __.j 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

Thi s document conta i ns neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and i t s contents are not 
to be distributed outside your agency . 
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A.LL .F3I WfORJ.!ATION CONTAINED 
HEREIH IS t1NCLAS5HEC 
DATE 01-11-2017 BY .i16Jl8T80 NSICG 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To: 

From: 

12 May 2016 

Assistant General Counsel 
International and National Security Programs 
Department of Energy 

Peter Strzok 
Section Chief 
Counterespionage Section 

Subject: Supplemental Classification Review and Determination 
Request 

(U//~) In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 

(U//~0~0) The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~) The FBI respectfully requests the Department of Energy 
(DOE) conduct an official classification review and determination of 
the related documents contained on the accompanying DVD. This request 
is in addition to previous Classification Review and Requests 
submitted to your agency in November 2015 and February 2016. While 
this request is separate from the previous requests, it should be 
responded to in similar manner. 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIFIED//?690 

(U//~eee) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 
documents. This matter should remain separate from the FOIA matter(s) 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI's investigation is not 
compromised or adversely affected. 

(U//~) The FBI also understands that DOE may have previously 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests DOE de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests DOE to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
®clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests DOE to provide classification determination 
responses to the FBI on a rolling basis as they become available. 

(U//?e99) Similar to the FBI's previous request, the enclosed 
DVD contains a ReadMe.docx file, which provides an explanation of the 
files contained on the DVD. The DVD also contains a Microsoft Excel 
spreadsheet titled Classification Review Response Tracker to assist 
your agency with tracking and responding to this classification 
review and determination request. The documents for review are listed 
in the FileList.xlsx spreadsheet and are contained in the Items 
folder. The Items folder is further explained in the aforementioned 
ReadMe.docx file. In the event DOE is aware of any equities belonging 
to other US Government agencies contained in documents provided as 
part of this request, the FBI requests DOE to identify those other US 
Government agencies in the "Notes" section of the enclosed 
spreadsheet. 

(U//~) The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 

(U/ /ii!OU~ You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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UNCLASSIPIBD//P&BQ 

(U//FOUO) Please direct alrl~1~·n~ou~~i~r~i~e~s~~r~egarding this request to 
Special AgentL...I _____ ___.I at I J 

•• 

Sincerely, 

Peter Strzok 
Section Chief 
Counterespionage Section 

UNCLASSIPIBD//P&&& 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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ALL F.BI IHfCR:.iA'TION C,OH1'AIHED 

HEREIN I S m~CLASSEIED 
DATE 10-26-2 0 17 BY C6 6\·i4 6B:ll HSICG 

FD-J.IO (Rev. 4-II.{)~)U,) __________ I 

File Number l l D(l/ 
jAI f 

field Or!iec Acquiring Ev&denct _ _..:_iN-'-----------------

Serial # or Originating Document ____ lol.<-loO"---------------
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From I I / ;VJ/1 

( Nan~cUf C ontributor/lntcrvicwcc) 

~Address) 

/)1e~df ;JJ!) 

By j')l ll__ __ ·o___..J-1---
To Be Returned 0 Yes G"'No 

Receipt Given 0 Yes Cr No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

0 Yes 0' No 
Federal Taxpayer Information (FTI) 

0 Yes [}-No 

Reference: 
(Comg~unication Enclosing M~lcrial) 

Description: 0 Original notes re interview of 
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UNCLASSIFIED//~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Date: 

To : 

From: 

13 May 2016 

Gl e n Gerstell 
General Counsel 
National Security Agency 

Pete r Strzok 
Section Chief 
Counterespionage Section 

ALL F.BI IHf~'fiON COHTA.IHEC 
3ERLIH IS UNCLASS IFIED 
D.~1Z 01-12-20 1 7 BY .176J1 81'80 NSICC 

Subject: Supplemental Classification Revi ew and Dete rmination 
Request 

(U//~) In July 2015, the FBI r eceived a Section 811 referra l 
from the Inspector General for the Intelligence Communi ty (ICIG ) 
regarding the possible compromise of classified national security 
information. 

(U//~) The potential compromise was identified when, as part 
of a Freedom of I nformat ion Act ( FOIA) req uest , the U.S. Departme n t 
of State (DoS) and the ICIG reviewed electronic mail (email ) 
communications from private emai l accounts previously used by a 
former Secretary of State during her tenure at DoS. An init ial review 
of this material identified emails containing national security 
information later determined by the US In te l l~gence Community (USIC) 
to be classified up to the Top Secret/Sensit ive Compartmented 
Information level. 

(U//~) The FB I respectfully requests the National Security 
Agency (NSA) conduct a n official c lassification review and 
·determination of the related documents contained on the accompanying 
DVD . This request is in addition to previous Classification Review 
and Requests submitted to your agency i n October 2015, February 2016, 
and April 2016. While t his request is separate from the previous 
requests, it should be responded to in similar manner. 

UNCLASSIFIED//~ 

This document contains neither recommendations nor c onclusions of the FBI. It i s 
the proper ty of the FBI and is loaned to your agency; it and its contents are not 
to be dist ributed outs ide your agency . 

HRC-8591 



UNCLASSIFIED//~ 

(U//FOUO) The FBI understands you may a lso be revi e wing 
materials a s part of ongoing FOI A lawsuits involving some of these 
document s . This matt e r should r e ma i n separate from the FOIA matte r ( s) 
a nd i n f o rmation from th is reque st shou ld n ot be s hared o r co-ming led 
with the FOIA matte r(s ) to ensure the FBI's i nvest i gat i o n is no t 
compromi s ed or advers e l y affected. 

(U//~) The FBI also understands tha t NSA may have previous ly 
received s imilar, s eparate requests from o t he r entities f or an 
of ficial class i fication r eview and dete rmi nati on f o r s ome or all of 
the docume n ts conta ined on t he e nclosed ovo. I n order t o ensure 
consistency, the FBI requests NSA de-confl i c t its respons e to thi s 
FBI reques t with any p r evious classification determination responses 
related to these documents, and to provide the FBI the s ame 
classificat ion dete r minations. The FBI reques ts NSA to p r o vide as 
soon as possible any prev i ousl y rendered o f fi c i al class ifica t ion 
determi na t i ons of d o c uments rela t e d t o thi s ma tter, t o i ncl ude a n y 
classification dete r mi nations o f documents re lated to the 
@clintonemail.com doma in that a re not contained on the attached DVD. 
The FBI r e quests NSA to provide classification determina tion 
responses t o the FBI o n a rolling basis as they become a vailable. 

(U//~) Si mi l ar t o the FBI's prev i o us request, the e n clo sed 
DVD conta ins a ReadMe .docx fil e , which provides an explanation of t he 
files conta ined on the DVD. The DVD also contains a Mi c rosoft Exce l 
spreadshee t titled Classification Review Response Tra c k er to assi st 
your agenc y with tra ck i ng and r es ponding t o this classification 
review a nd de t ermi nat i on reque s t . The document s for revi ew are li s t ed 
in t he FileList. x lsx s preadsheet a nd are cont a ined i n t he I tems 
folder. The Items f o lder is further explained in the a f orementione d 
ReadMe.doc x file. In t he event NSA is aware o f any equities belongi ng 
to other US Government agencies c ontained in documents provided a s 
part of th i s reques t , the FBI r e quests NSA to identify t hose other US 
Governmen t agencie s i n t h e "Not e s u section of t he e nclosed 
spreadsheet. 

(U//~) The FB I may contac t you in the future to ask you to 
prioriti z e the review of certain items provided as part of this 
request. 

(U/ / l?et:te") You are r equest e d no t to disc lose the e x istenc e of 
this inquiry or t he c ontents of the pro v i ded media, o ther tha n as 
necessary for complia nce; disclos ure may j eopardize t he confidential 
nature of the FBI's investigation. 

UNCLASSIFIED//~ 

This document contains ne i t her recomme ndations nor conc lusions of t he FBI. It i s 
the propert y of the FBI a nd is loaned to your agency; i t and its contents are not 
to be dis t ributed outside your agency. 

HRC- 8592 



UNCLASSIFIED//~ 

(U/ ~~~ Pl ease d irect al l inquiries reqard ing thi s 

Specia l Agent~[ ______________ ~lat ~~--------------~J 

•• 

Sincerely, 

Peter St rz ok 
Section Chief 
Counterespionage Section 

reque st to 

This document contains nei ther recommendations nor conclusions of t he FBI. It i s 
the property of the FBI a nd is loaned to your agency; it and its c ontents are not 
to be distributed o utside your agency. 
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HEREIN IS tn~CLASSHIEC 
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FD ·J~O (Rev. 4-1 H>J) 
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(At! dress) 

(Cily anti SlalC) 

By 

To Be Returned 0 Yes ~No 

Receipt Given 0 Yes ~ No 
Grand Jury Material- Disseminate Only Pursuant to Rule G {e) 
Federal Rules of Criminal Procedure 

0 Yes ;zf No 
Federal Taxpayer Infonnation (FTI) 

0 Yes ,ef No 

Reference: 
(Communication Enclosing Malerial) 

Description: 0 Original noles re interview of 
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ALL fBI INFOR!:.!A'TION CC:N'l'AINEC 
li!::RE IN IS UHCI...~SSIFIED 

DAE 01-12-20li BY J 7~J 18TSO HSICG 

UNCLASSIFIED//~ 

U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 

Da te: 

To: 

From : 

10 May 201 6 

Donna L. Cahill 
General Counsel 
U.S. Secret Service 

Peter Strzok 
Section Chief 
Counterespionage Section 

Subject: Supplemental Classification Review and Determination 
Request 

(U/ /F0~01 In July 2015, the FBI received a Section 81 1 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possibl e compromise of c l assified nationa l security 
information. 

(U// FOUO) The po tential compromis e was identi fied when, as par t 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (emai l ) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS . An ini tial review 
of this material identified emails containing national security 
information later determined by the us Intel l i gence Community (US I C) 
to be c lassified up to the Top Secret/Sensitive Compartmented 
Information level. 

(U//~0~0) The FBI respectfully requests the U.S. Secret Service {USSS) 
conduct an official cla ssification review and det ermination of the 
related documents contained on the accompanying DVD. This request is 
in addition to previous Classi fication Review and Requests submitted 
to your agency in October 201 5 and January 2016 . While this request 
is. separa te from the 2015 reque st, it shoul d b e responded to in 
similar manner. 

UNCLASSIFIED/ /~ 

This document contains neither recommendations nor conclus ions of the FBI. It is 
the property of the FBI and is loaned to you r agency; it and its contents are not 
to be dis tributed outside your agency. 
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(U/ / ~OUO) The FBI unde rstands you may a lso be r eviewing 
materi a l s as part of ongoi ng FOIA l a ws u its i nvolvi ng s ome o f thes e 
documents. This ma tter shou ld r emai n s eparate f rom t he FOIA matte r(s) 
and informat ion from this reque s t should not b e s hared or co-ming led 
with the FOIA matter(s) to ensur e the FBI' s inves t igat ion i s not 
comp r o mised o r adve r sely af f ec t ed. 

(U//~) The FBI also u nderstands t hat USSS may hav e previous ly 
rece i ved similar , separa te r eques ts f rom other entities fo r an 
of fi c ial c lassifi cat ion r e view and determina tion fo r some o r all of 
t h e doc ument s contained on the e nclosed DVD . I n o rder t o e nsure 
c ons i stency, t he FBI reques ts USSS de- c o nfl i ct i ts response to this 
FBI r e quest with any previous c l assifica t ion d e t e r minatio n respons e s 
related to the se docume n ts, a nd t o p rov ide the FBI the s a me 
class i ficat i on determi nations . The FBI r equests USSS t o p rov i de a s 
s oon a s possib l e a ny p r ev ious l y r e ndered offi c i a l c l assi fication 
de t e rminat ions o f documents relat ed t o this matter , to include any 
class i fication determi na tions o f documents rela ted to the 
@c l i ntonemail .com domai n that a r e no t contained on t he at tach ed DVD. 
Th e FBI requests USSS t o prov i de c l a ssi f i cation d eter mi na tio n 
responses to t h e FBI on a r ol l i ng basis a s t hey become availa ble . 

(U/ /POUEH Simi lar t o the FBI 's p r evious r equest, the enclos e d 
DVD contai ns a ReadMe. docx f ile, which prov ides an explanat i o n of the 
f i l e s con tain ed on t he DVD. The DVD a l so conta i ns a Microsoft Ex c e l 
spr e a d sheet titled Classi fi cati on Revi e w Respons e Tracker to a ssi st 
your agency with tracking and r espondi ng to thi s c lass ification 
revi ew a nd d etermi nat i on reque st. The documents for r evi ew are l i sted 
i n t he FileLis t .xlsx spreadsh ee t and a re cont a i ned in t he Items 
f o l der . The I t ems folder i s further exp l aine d in t he aforementioned 
ReadMe. docx file . In the event USSS i s a ware o f a ny equities 
belonging t o other us Governme nt agenc ies cont a i ne d in documents 
pro v i ded as p a rt of this r eque st, t h e FBI requests USSS t o identi f y 
those o ther us Gov e r nmen t agenc i es in the KNo t esH s e ction of the 
enclos ed s p readsheet. 

(U//~OUO) The FBI may conta c t you in the fut ure to a s k you to 
pr iorit i z e t he revi e w o f certain i tems provided a s par t o f t his 
request. 

(U/ /FOUO~ You a r e reque sted not t o d iscl ose the e xiste nce of 
t hi s inquiry o r the cont ent s of the provided media , other than as 
necessary f or c omp lia nce; d isclos ur e may j eopardize t h e con f i den t i a l 
na ture o f the FBI' s inves tigation . 

UNCLASSIFIED//Peee 

This document contains neithe r r ecommendations nor conclusions of t he FBI. I t i s 
the property o f t he FBI a nd i s loaned t o your agency; i t and its contents are no t 
t o be distribu ted outside your agency . 

HRC-8596 



(U//'PSQO.) Please direct all inquiries re: arding this request to 
Special Agent ~------------~ at ~~--------------~J 

Section 

•• 

UNCLASSIFIED//~ 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distrib uted outside your agency. 

HRC-8597 
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contents are not to be distributed outside your agency. 

b3 
b6 
b7C 
b7E 

b6 
b7C 

b6 
b7C 
b7E 

HRC-8643 



.__ _____ ___.I ser 1a 1 11 u 

+U) ~//N9PO!Il.'f 
Title : ····-~ Midyear Exam 

Re: I ~ 1 0/09/2015 

•• 

~//MeP9:AN 

2 

HRC-8644 
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b 3 DEC~SSIFIED BY: NS I CC CS7W44B73 
OI<T 01- 25- 2018 

FD-1 087 (Rev. 5-8-10) 

L...--------.... 1 Ser ia 1 lll r-:;=c--- -4----·----, b7E 
OF. J.c;.IJU,_Br;.~RD I 
t>ot:~; r:" l).,'l.~~.'$1t-~~ryeig-,...d . 
~ ~ll :t¥~ 1.\>'f e.~ 'l$'1fl&'; tr; ~ 
ur11'1l•c: ~81 <Wtn"-lll!cn ~.llt.'rt' ~I /U61?6R!f 

FEDERAL BUREAU OF INVESTIGATION 
Collected Hem Log 

·(U) .. ~ 
Event Title : ~) MidYear Exam Date: 10/09/2 15 

Approved By : ~~--------------~ 

Drafted By : ~~ ------------~ 

Ca s e ID # : I I tU) ..... }(; ft+Pr MIDYEAR EXAM; 
L...-------__. MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investigation Ini tiated: 07/10/2015 

Wl. 
Collected From : )s:l Katherine Turner 

Williams & Connolly LLP 
725 12th Street NW 
Washington, District Of Columbia 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Details: 

Item Type 
1B Digital 

No Details Provided 

Des cription 
(U) ...... ~ 1 USB Drive, 128 GB, Black in Color, S/N ._I __ _.... 

Collected On: 10/08 /~2~0~1~5~-----~ 
Seizing Individ~u~a~l~= ~~~----------?-----...1 
Collected By: ~~------~-__.... 
Location Area: Collected via Consent from Equnix 
Specific Location: 275 Hartz Way, Secaucus, NJ 
Device Type: USB Micro Storage Device (thumb drive) 
Number of Devices Collected: 1 

~/}N61?6Mt 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agem:y; it and i 
contents are not to be distributed outside your agency. 

b3 
b6 
b7C 
b7E 

b6 
b7C 
b7E 

HRC-8645 



~------------~~ Serial 1 1 1 

~/~OP6RN-

Title: ~ ~dYear Exam 
Re: .._1 ______ __.1 10/09/2015 

18 Digital 

18 Digital 

•• 

(U) ~ 1 Cisco NAS, Model NSS324, S/N QNP14150082, MAC 
Address ! I 
Collected On : 10/08/2015 
Seizing Individual: ~~--------------~ 
Collected By : ~~--~~--~~--~ 
Location Area: Collected via Consent from Equnix 
Specific Location: 275 Hartz Way , Secaucus , NJ 
Device Type: Hard Drive 
Serial Number : QNP14150082 
Number of Devices Collected: 1 

(U) . )(l 1 Del l PowerEdge R260 Server , Service Tag GXJWFX , 
Service Code I I Mfg Date l I 
Collected On : 10/08 ~(2~0~1~5~----------~ 
Seizing Indivi~d~u~a~l~:_.L------------r---~ 
Collected By: I I 
Location Area : Collected via Consent from Equinix 
Specific Location : 275 Hartz Way, Secaucus , NJ 
Device Type : Hard Drive 
Number of Devices Collected: 1 

~T/~OPORN 

2 

b3 
b7E 

b3 
b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

HRC-8646 



b3 DEC~SSIFIED BY : NSICG C87W44B73 
Ol'T 01-25-2018 ~------------~!seria l 112 

~--+-------~b7E 
OF. .IC::.!AI..~~RD 

FD-1087 (Rev. 5-8-10) 
~/,QlePem 

FEDERAL BUREAU OF INVESTIGATION 
Collected Item Log 

(U) 

t'ooo.l'fle UttiuParYS ,..,_ d?\)1J "''J'* 
.NI $Oill' ..... ~Of it'>l9'1 ltrlh(;oc! lllo A 

-:..,lifO i'SI ~~obrrr-JILN'1 •)'~ 

Event Title : )(l Mi dyear Exam Date : 10/19/2 15 

Approved By : L~--------------~ 

Drafted By : L..l _____ ---JI 
Case ID # : L..'--------J' iU)H~/~ MIDYEAR EXAM; 

MISHANDLI NG OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (S I M) 

Full Investigation Initiated: 07/10/2015 

(U) 
Collected From : ~ Partner Katherine M_ Turner 

Williams and Connolly, LLP 

Receipt Given? : No 

Holding Office : WASHINGTON FIELD 

Details: 

Item Type 
1B Digital 

No Details Provided 

Description 
{U)· ·)s:l Black Berry 8310 , IMEI 359158027424467 

Collected On: 10/16~/~2~0 ~15~------------~ 

Sei zing Individ~u~a~l~=~~---------------r----~ 
Col l ected By: I 
Location Area : L-~N~A----------------~ 

Specific Location: NA 
Device Type : Cell Phone 
Number of Devices Collected : 

~//UOPORU 

1 

Tl1is document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and i 
contents are not to be distributed outside your agency. 

b3 
b6 
b7C 
b7E 

b6 
b7C 

HRC-8647 



L...---------'1 .ser 1a 1 11 ~ 

~/NOP6M-
(U) 

Title : )s::1 Midyear Exam 
Re : ._l ______ ...~l 1o/19/2015 

1B Digital 

1B Digital 

•• 

(U) Q.S) Black Berry 8700G , IMEI 3576460005545990 
Collected On : 10/16.~/~2~0~1~5 ______________ ~ 

Seizing Indivird~u~a~l~:~~------------~----~ 
Collect ed By : I 
Location Area :~~N~A---------' 
Specific Location : NA 
Device Type : Cell Phone 
Number of Devices Collected: 1 

(U) H·H·~) 32 GB Apple iPad, S/N I 
Collected On : 1 0 / 16/2015 L...------~ 

Seizing Individu:: : I 
Collected By : I -~ 
Location Area:L...-~----------------~ 

Specific Location: NA 
Device Type : Cell Phone 
Number of Devices Collected: 1 

~/M6F9~ 

2 

b3 
b7E 

b3 
b7E 

b6 
b7C 

b6 
b7C 
b7E 

HRC-8648 



DEC~SSIFIED BY: NSICC CS7W44B73 
OI<T 01-25-2018 ~------------~~ ~erial l Ll b3 

0~ tc;J.AI....ik.<:R~D b?E 
FD-1 057 (Rev. 5-8-10) 

~//MO!'OM 
Oti'W'I'olli tOOIIt"ciph:SNMtc!tgiUI!y~. 

M slQr! · .. , .. 'loa'~ 1M+'! "f/!* 1>111 
'!'Wf.l!lf(:l fA~ "'~'onr...aion ~.,...... 

FEDERAL BUREAU OF INVESTIGATION 
Electronic Communication 

Title: (U/~OU~} Chain of Custody for 183 Date : 11/23/2 15 

From: WASHINGTON FIELD 
WF-CI 13 

Contact: ~~-------------------------------------J 
Approved By: SSA ~~----------------~ 

Drafted By:~~------------------~ 
Case ID #: IL...-____ ____.1 ·IU} HH>s:/ /ffr't MIDYEAR EXAM; 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM} 

Synopsis: (U//FOUO) Document the status of the chain of custody for 
1B3. 

Full Investigation Initiated: 07/10/2015 

Reference:~~--------------~~ Serial 56 

Details: 

(U//FO~~ As documented in t he referenced serial, on August 12, 

2015 the FBI obtained a Dell Poweredge 2900, Gray Color , S/N G842PC1 

from the custody of Platte River Networks and enter ed it into evidenc 
as item 1B3 of the captioned investigation . The item was directly 

transported to the FBI Operational Technology Division (OTD) the same 

day. At 12:02 PM on October 20, 2015 , sA l ! picked p 
1B3 from OTD where he discovered the original chain of custody was 

missing. S~ !transported 1B3 to the Washington Fie ld Offi ce 

and placed it into secure storage . This communication documents t he 

~//nePenn 

HRC-.8651 

b3 
b6 
b7C 
b7E 

b3 
b7E 

b6 
b7C 



~------------~!serial 121 

Title : (U// FOQO) Chain of Custody for 1B3 
Re: .._1 ____________ _.1 11/23/2015 

loss of the original chain of custody and the creation of a new chai 
of custody beginning with SAl lon October 20, 2015 . 

•• 

~//N6P6!M 
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b3 
b7E 

b3 
b7E 

b6 
b7C 

HRC-8652 



b3 DEC~SSIFIED BY: NS I CC CS7W44B73 
OI<T 01- 25- 2018 ~------------~! serial 122 

r3~--~--------, b7E 
OF J~1Al._ 8~J:9RO 

FD-1087a (Rev. 5-8-10) Ooe.lmo ON1i~•'SI'Ihed9'lltyslg'*. 

~ • o.«t:t .,~v• M'!'n ~$'11'1'fClbytl 
~r1•CI(I ,.KI ..11fotrrllloo $),._,' ~/MO!"eRM l ---'=::;;._-+---

FEDERAL BUREAU OF INVESTIGATION 
Evidence Entry 

Event Title : (U) MIDYEAR EXAM Date: 11/27/2 15 

Approved By:~~------------------~ 

Drafted By:~~------------------~ 
Case ID #:~~--------------~ fU) .... ~ ~ MIDYEAR EXAM; 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Full Investigation Initiated: 07/10/2015 

Collected By : Missing on Missing 

Collected From: WILMER HALE 
1875 PENNSYLVANIA AVE NW 
WASHINGTON, District Of Columbia 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 

Item Type 
1B Digital 

Description 
(U) ONE (1) WESTERN DIGITAL MY PASSPORT ULTRA EXTERN L 
HARD DRIVE WITH SERIAL NUMBER WXG1AA3M2130 
Collected On: 1 1/25~/~2~0~1~5----------~ 
Seizing Individual : I 
Located By : ~~~~~--------~~r---~ 
Location Area : 1875 PENNSYLVANIA AVE NW 
Specific Location: 1875 PENNSYLVANIA AVE NW 
Device Type: Portable Hard Drive 
Number of Devices Collected : 1 

fU.) .. 
····~/NOi!ORH 

b3 
b6 
b7C 
b7E 

b6 
b7C 

HRC-8653 



~------------~~ ~er1a1 1~~ 
~//lfOPOm~ 

Title: {U) MIDYEAR EXAM 
Re: ._I _____ __.l l l/27 /2015 

•• 
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b3 
b7E 

b3 
b7E 
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b3 ALL FBI INFORMATION CQliTT.AINED 
HEREIN IS UNCLASSIFIED 
DATE 01-2~-2018 BY C87W44B73 .ADG 

~------------~~~er1a1 lL3 
- 0- F. 1-IC-JA-J,-fb-E!-~-0-AD-, b?E 

~/MOPO~ 
Dow"" ~ntsMW~YfoiO'* 
AI $"Qn ~II!'M "'fYt btfll'\ ~ tTl ll 

<.11Mf'il< f11f.! ~.o01'¥•"' 

FEDERAL BUREAU OF INVESTIGATION 
Electronic Communication 

Title : (UI I~ Attorney Correspondence Date: 1210412 15 

From : WASHINGTON FIELD 
WF-CI13 
Contact: 

Approved By: SSA~~----------------~ 

Drafted By : ~~------------------~ 

Case ID #:~'--------------~ Wl· ~l 1-N¥) MIDYEAR EXAM; 
MISHANDL ING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis : (UII~ To document the submission of a FD-340 to the 1 
sub-file section of the captioned case file . 

Full Investigation Initiated: 0711012015 

Enclosure(s) : Enclosed are the following items: 
1. ( UII~) 1012812015 Letter from DOJ to Wilmer Hale 
2 . ( u I I f'ffiffii 1011612015 Letter from Wi l liams and Connolly to DOJ 
3 . ( u I /1"0t;e? 1011412015 Letter from Wil liams and Connolly to DOJ 
4. (UII~ 1 0/71201 5 Letter from Latham and Watkins to DOJ 
5 . (UI/~) 1014/2015 Letter from DOJ to Williams and Connolly 
6 . (U//r"O~O) 101412015 Letter from DOJ to Williams and Connol l y , an 
Latham and Watkins 

7 . (UI I~ 101212015 Letter from Williams and Connolly to DOJ 
8 . (UI l .r:eee-) 10/112015 Letter from Williams and Connolly to DOJ 

9 . (UI/~ Two 9/2512015 Letters from Williams and Connolly to DO 

Details: 

~/M6F9~J 

HRC-8655 

b3 
b6 
b7C 
b7E 



~------------_j~erial 123 

Title : (U/ /FOUO} Attorney Correspondence 
Re: 12 /04/2015 

(U//~) This communication servers to document the submission of a 
FD-340 (lA) to the lA sub-fil e of the captioned case . 

•• 

~/HOPO:Mf 

2 

b3 
b7E 

b3 
b7E 

HRC-8656 



ALL FBI INFORl.IATION CON'I'AINED 

HEREIN IS tn~CLASSIEIED UNCLASSIFIED/ /FOUO 
DATE 01-25-2018 BY C87W44B73 NSICG 

.~:~nys1cal 1A/1C Cover Sheet for Serial Export 

Created l'raa: b3 

Serial 123 
b7E 

Package: 1A4 3 
Stored Location: None 
Summary: (U/ /Feee-) Attorney 

correspondence 
Acquired By: I b6 

Acquired On: 2015-12-02 b7C 

Attacbaent: (U//~ 10/28/2015 
Letter from DOJ to 
Wilmer Hale 

HRC-8657 



ALL FBI INFORl.IATION CON'I'AINED 

HEREIN IS tn~CLASSIEIED UNCLASSIFIED/ /:J:I"'e& 
DATE 01-25-2018 BY C87W44B73 NSICG 

Pnys2cal 1A/1C Cover Sheet for Serial Export 

Created Promz 

Package: 
Stored LocatioDa 
SlDIIIIUlry: 

Acquired Byz 
Acquired OD: 
AttachaeDt: 

Serial 123 

1A43 
None 

(U//FOUO) Attorney 
correspondence 

2015-12- 02 

(U//Fogo) 10/16/2015 
Letter from Williams and 
Connolly to DOJ 

HRC-8658 

b3 
b7E 

b6 
b7C 



ALL FBI INFORl.IATION CON'I'AINED 
HEREIN IS tn~CLASSIEIED UNCLASSIFIED//~ 
DATE 01-25-2018 BY C87W44B73 NSICG 

~nys~cal 1A/1C Cover Sheet for Serial Export 

Created l'rOIIl: 

Package: 
Stored LocatioD: 
Su.aary: 

Acquired By: 

Acquired OD: 
Attachaent: 

Serial 123 
1A43 
None 

(U//POUO) Attorney 
correspondence 

2015-12- 02 
(U//~) 10/14/2015 
Letter from Williams and 
Connolly to DOJ 

b3 
b7E 

b6 
b7C 

HRC-8659 



ALL FBI INFORl.IATION CON'I'AINED 

HEREIN IS tn~CLASSIEIED UNCLASSIFIED/ / ii"ff6& 
DATE 01-25-2018 BY C87W44B73 NSICG 

Pnys1cal lA/lC Cover Sheet for Serial Export 

Created J'roa: 

Package: 
Stored LocatioD: 
SUIIID&ryz 

Acquired By: 
Acquired OD.: 
Attaebment: 

Serial 123 

1A43 
None 

(U//~) Attorney 
correspondence 

2015-12-02 

(U/ / -FOU(}) 10/7/2015 
Letter from Latham and 
Watkins to DOJ 

b3 
b7E 

b6 
b7C 

HRC-8660 



Al.l.. FBI INFORMATI ON CONTAHlED 
HEREIN IS UNCI..ASSIFIED 
DATE 01-2§-201 8 BY C87W44B73 NSIOG 

UNCLASSIFIED//POUOI 

Pnys1cal 1A/1C Cover Sheet for Serial Export 

Created Proaz 

Package: 
Stored Location: 
SUJIID&ry z 

Acquired By z 
Acquired On z 
Attacbaea.t z 

Serial 123 
1A43 
None 
(U//POUO ~ Attorney 
correspondence 

2015-1 2 - 02 
(U//POUO ) 10/4/2015 
Letter from DOJ to 
Williams and Connolly 

HRC-8661 

b3 
b7E 

b6 
b7C 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSILIED UNCLASSIFIED//~ 
DATE 01-2§-201 8 BY C87W44B73 NSICG 

~nys~cal 1A/1C Cover Sheet for Serial Export 

Created l'roas 

Package: 
Stored Location: 
Summary: 

Acquired Bys 
Acquired OIU 

Attachmezlt: 

Serial 123 
1A43 
None 
(U//FeeO) Attorney 
correspondence 

2015-12-02 
(U//~0~) 10/4/2015 
Letter from DOJ to 
Williams and Connolly, 
and Latham and Watkins 

HRC-8662 

b3 
b7E 

b6 
b7C 



ALL INFORMATION CON'I'AINED 

HEREIN IS tn~CLASSIEIED UNCLASSIFIED//~ 
DATE 01-25-2018 BY C87W44B73 NSICG 

~nyslcal 1A/1C Cover Sheet for Serial Export 

Created Pram: 

Package : 
Stored Location: 
S~ry: 

Acquired By: 

Acquired Oil: 

Attaclmum.t: 

Serial 123 
1A43 
None 

(U//POUO) Attorney 
correspondence 

2015-12-02 
(U/ /~ 10/2/2015 
Letter from Will iams and 
Connolly to DOJ 

b3 
b7E 

b6 
b7C 

HRC-8663 



ALL FBI INFORl.IATION CON'I'AINED 
HEREIN IS tn~CLASSIEIED UNCLASSIFIED/ / POUO 
DATE 01-25-2018 BY C87W44B73 NSICG 

.t'uy~ncal 1A/1C Cover Sheet for Serial Export 

Created Proa: 

Package : 
Stored LocatioD: 
Su.aary: 

Acquired By: 

Acquired OD: 
AttachmeDt : 

Serial 123 
1A43 
None 

(U//~) Attorney 
correspondence 

2015- 12 - 02 
(U//~) 10/1/2015 
Letter from Williams and 
Connolly to DOJ 

b3 
b7E 

b6 
b7C 

HRC-8664 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSILIED UNCLASSIFIED//~ 
DATE 01-2§-201 8 BY C87W44B73 NSICG 

~nys1cal 1A/1C Cover Sheet for Serial Export 

Created Praaz 

Package& 
Stored Location: 
Summary & 

Acquired By & 
Acquired Oil: 

Attacbaent: 

Serial 123 
1A43 
None 
(U//~) Attorney 
correspondence 

2015 -12 - 02 
(U/ ~0~ Two 9/25/2015 
Letters from Williams 
and Connolly to DOJ 

HRC-8665 

b3 
b7E 

b6 
b7C 



b3 ALL FBI INIDRUATION CON'I'AINED 
HEREIN IS UliiCLASSI.FIEO 
OATE 01-25-2018 BY C87W44B73 NSICC 

~--------------~~ ~erial lBJ ~~---+---------,b?E 
O F lC.IA.L....8~~9.R.D 

.-: u-a\IJ' V'cv . J-o-•vJ 

FEDERAL BUREAU OF INVESTIGATION 
Electronic Communication 

OoQ.ITic ~~lttil'\lyt~~yt.ig~ . 
/ltl • . uret /"'.''Vt boM v~"Y 4 
(,f)l'l(iedf81'~-"'JOC'I$)'$lat'r\_ 

Title : (U//~) Liaison Contacts Date: 08/24/2 16 

From: WASHINGTON FIELD 
WF- CI13 
Contac t: 

Approve d By: SSA~~--------------~ 

Drafted By : ~~------------------~ 
Case ID #:I r~U} .. ··~ MIDYEAR EXAM; 

~------------~ MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis : (U//~) To document liaison contacts encountered dur i ng 
investigation. 

Full Investigation Initiated: 07/10/2015 

Details : 

(U/fPOUO+ During the course o f the captioned investigation, CI-13 

had liaison contact with the departments and agencies below . 

• Central Intelligence Agency 

• Department of Defense 

• Department of Energy 

• Department of Homeland Security 

• Department of Justice 

• Department of State 

• Department of Treasury 

• Drug Enforcement Agency 

• Executive Office of the President 

~/M6P9RN-

b3 
b6 
b7C 
b7E 

HRC-8668 



~------------~! serial 183 

Titl e : (0/ /~ Liaison Contacts 
Re: ~-.1 _____ ___.1 08/24/2016 

• National Aeronautics and Space Administration 
• National Geospatial Agency 
• National Reconnaissance Office 
• National Security Agency 
• National Security Council 
• Office of Professional Management 
• Office of the Director of National Intelligence 
• United States Secret Service 

•• 

~/M6P9RU 

2 

HRC-8669 

b3 
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b3 
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FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 
DELETED PAGE INFORMATION SHEET 
FOI/PA# 13 53814-0 

Total Deleted Page(s) = 92 
Page 2 ~ Referral/Consult ; 
Page 4 ~ Referral/Consult ; 
Page 5 ~ Referral/Consult ; 
Page 6 ~ Referral/Consult ; 
Page 7 ~ Referral/Consult ; 
Page 8 ~ Referral/Consult ; 
Page 9 ~ Referral/Consult ; 
Page 10 ~ Refe rral/Consult; 
Page 11 ~ Refe rral/Consult; 
Page 12 ~ Referral/Consult ; 
Page 13 ~ Refe rral/Consult ; 
Page 14 ~ Refe rral/Consult; 
Page 15 ~ Refe rral/Consult; 
Page 16 ~ Refe rral/Consult ; 
Page 17 ~ Referral/Consult ; 
Page 18 ~ Refe rral/Consult ; 
Page 19 ~ Refe rral/Consult; 
Page 20 ~ Refe rral/Consult; 
Page 21 ~ Refe rral/Consult ; 
Page 22 ~ Referral/Consult ; 
Page 23 ~ Refe rral/Consult; 
Page 24 ~ Refe rral/Consult; 
Page 25 ~ Referral/Consult ; 
Page 26 ~ Refe rral/Consult ; 
Page 27 ~ Referral/Consult ; 
Page 28 ~ Refe rral/Consult; 
Page 29 ~ Refe rral/Consult; 
Page 30 ~ Referral/Consult ; 
Page 31 ~ Refe rral/Consult ; 
Page 32 ~ Refe rral/Consult; 
Page 33 ~ Refe rral/Consult; 
Page 34 ~ Refe rral/Consult ; 
Page 35 ~ Referral/Consult ; 
Page 36 ~ Refe rral/Consult ; 
Page 37 ~ Refe rral/Consult; 
Page 38 ~ Refe rral/Consult; 
Page 39 ~ Refe rral/Consult ; 
Page 40 ~ Referral/Consult ; 
Page 41 ~ Refe rral/Consult; 
Page 42 ~ Refe rral/Consult; 
Page 43 ~ Refe rral/Consult; 
Page 44 ~ Refe rral/Consult ; 
Page 45 ~ Referral/Consult ; 
Page 46 ~ Refe rral/Consult; 
Page 47 ~ Refe rral/Consult; 
Page 48 ~ Referral/Consult ; 
Page 49 ~ Refe rral/Consult ; 
Page 50 ~ Refe rral/Consult; 



Page 51 ~ Referral/Consult; 
Page 52 ~ Referral/Consult; 
Page 53 ~ Referral/Consult; 
Page 54 ~ Referral/Consult; 
Page 55 ~ Referral/Consult; 
Page 56 ~ Referral/Consult; 
Page 57 ~ Referral/Consult; 
Page 58 ~ Referral/Consult; 
Page 59 ~ Referral/Consult; 
Page 60 ~ Referral/Consult; 
Page 61 ~ Referral/Consult; 
Page 62 ~ Referral/Consult; 
Page 63 ~ Referral/Consult; 
Page 64 ~ Referral/Consult; 
Page 65 ~ Referral/Consult; 
Page 66 ~ Referral/Consult; 
Page 67 ~ Referral/Consult; 
Page 68 ~ Referral/Consult; 
Page 69 ~ Referral/Consult; 
Page 70 ~ Referral/Consult; 
Page 71 ~ Referral/Consult; 
Page 72 ~ Referral/Consult; 
Page 73 ~ Referral/Consult; 
Page 74 ~ Referral/Consult; 
Page 75 ~ Referral/Consult; 
Page 76 ~ Referral/Consult; 
Page 77 ~ Referral/Consult; 
Page 78 ~ Referral/Consult; 
Page 79 ~ Referral/Consult; 
Page 80 ~ Referral/Consult; 
Page 81 ~ Referral/Consult; 
Page 82 ~ Referral/Consult; 
Page 83 ~ Referral/Consult; 
Page 84 ~ Referral/Consult; 
Page 85 ~ Referral/Consult; 
Page 86 ~ Referral/Consult; 
Page 87 ~ Referral/Consult; 
Page 88 ~ Referral/Consult; 
Page 89 ~ Referral/Consult; 
Page 90 ~ Referral/Consult; 
Page 91 ~ Referral/Consult; 
Page 92 ~ Referral/Consult; 
Page 93 ~ Referral/Consult; 
Page 94 ~ Referral/Consult; 
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X Deleted Page(s ) X 
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FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 
DELETED PAGE INFORMATION SHEET 
FOI/PA# 13 53814-0 

Total Deleted Page(s) = 90 
Page 6 ~ b1 ; b3; b6 ; b7C; b7E ; 
Page 7 ~ b1 ; b3; b6 ; b7C; b7E ; 
Page 8 ~ b 1; b3; b6 ; b7C; b7E; 
Page 9 ~ b 1; b3; b7E ; 
Page 13 ~ b1 ; b3; b6 ; b7C; b7E; 
Page 14 ~ b1 ; b3; b6 ; b7C; b7E; 
Page 15 ~ b 1; b3; b6 ; b7C; b7E; 
Page 16 ~ b 1; b3; b6 ; b7C; b7E; 
Page 20 ~ b 1; b3; b6 ; b7C; b7E; 
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ALL HJ.FOBMA.TION CONTAINED 
HEREIN IS UNCLASSIFIED< EXCEPT 
\-IHERE SHO\~N OTHERWISE 

Precedence: ROUTINE L 

Date: 02/01/2016 

To : Washington Field 

From: Washington Field 
CI-13 ~-----------------------------. 
Contact: I 

Approved By : 

Drafted By: I. 

·(U) Ti ·tle : ?::5:.1 f-Nfi'-) MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

WY·· ....... Synopsis·~···· ····~ ~ Surrunary o:tDsearches related to clintonernail . corn and 
presidentclinton . corn. 
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L---l:!:2.:.=.:~~~~~~~.....1...liO..W.J;;,g.,l....l...lu....J....I.LI.~Cted by the writer 
in September 2015 1 based on searches 
for the domain names c 1n .com and 'presidentclinton.com'. The 
results of these searches the following: 

\U7 ~ou~ These events are described in detail below . 
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DECLASSI FY ON: 12-31-2041 
DATE: 01-17 - 2017 

ALL I NFORMA'l'ION CONTAil-l"ED bl 
HEREIN IS IDfCLASSIFIED EXCE.PT b3 
WHERE SHOWN OTHERWISE b7E 

Precedence : ROUTINE Date : 2/29/2016 

To: Washington Field 

From : Washi ngton Field 
CI-13 
Contact : S 

Approved By: 

Drafted By : 

·{TJ) · ······-case""J:D ····#--~ VS::) ._I _____ __,~CYBER - 3 

·fU·)--·----· .. ··T±t·l:e· :···· -------~ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

.· (S) 
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Details : {~/~) This communication documents investigative 
a nalysis pe~for · · · t was obtained for 
email account o 
account has been~1~e~n~1~1~e~~~----------~~~~~~~~~~~~---, 
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Precedence : ROUTINE 

To : Washington Field 

From : Washington Field 
CI-13 
Contact : SA 

Approved By : 

Drafted By : 

{U}··-------ca:se·····ID----·1#--:·----·~L-~ _____ __.kYBER- '-/ 

{U): Ti:tl·e : ··········tsQ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 

Date: 03/04/2016 

UNKNOWN SUBJECT OR COUNTRY ; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Reference : ~I ______________ __.~CYBER, Serial 3 
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)S/~ This communication documents investigat ive 
ana lysis per f .or was obt ained for 
GMAIL account of 
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ALL II.JFOR!:!AT.ION COl-!TAINED 
HEREIN IS UNCLASSIFIED EXCEP'I' 
\·IBERE SHCA'IN O'l'HER.WISE 

Precedence : ROUTINE 

To : Washington Field 

From : Washington Field 
CI-13 
Contact : 

Approved By : 

Drafted By : 

-{U)H ......... Cas·e·····I I)··H·#··:H .... ~L..~ _____ __.~CYBER - 5 

{U) .Ti .tl.e -~........ J;;s0 . MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 

Date : 3 I 9 I 2 0 16 

UNKNOW.N SUBJECT OR COUNTRY ; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (UI rOUe) To memo, ialize Intelligence Bulletin 
authored by IA_ _on 29 October 2016 . 

·IU) ---H ..... H ... Detainr:H .... H .... ~/ /~) Cyber Division IA I I supported 
captioned inv · ion from 9 Sept ember to 30 October 2016. 
During IA enur e; he conducted research on 
approximately email addresses found in the To: , From:, Cc : , 
or Bee: portions of emails sent to any of Hillary Rodham · . · 
Clinton ' s (HRC) electronic accounts . The approximately c=J email 
addresses were found in the .pst fi l e provided to the FBI in 
August 2015 by Williams & Connolly, HRC's attorneys . 

(UI/POUO) An electr onic copy of the aforementioned 
intelligence product , search resu l ts conducted- in FBI databases 
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and iC3 results are enclosed in a lA e nvelope fo~ 
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ALL Ilol!'ORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEP'T 
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Precedence : ROUTINE Date: 03/08/2016 

To: Washington Field 

From: Washington Field 
CI-13 ~------------------------------~ sAl Contact : 

Approved By =· I 

';=I =====-----___, 
Drafted By: 

{U~·-·C'ase······ID·····# ·: --------~ L-1 _____ __.~CYBER -l 

·{-U ) ·-----Ti.tl-e ·,····---------~ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~) Documents analysis of suspicious logon 
attempts to the APPLE ICLOUD account associated with 
hdr22@clintonemail . com . 

~//NOPOR!f 
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Details: (U/ /POUO) Writer conducted an analysis of logon attempts 
to the APPLE ICLOUD account associated with the email address of 
hdr22~clintonemail . com . Records were received from the APPLE · 
internet service provider which identified 126 logon attempts made 
to that account , between the dates of 03/03/2015 and 12/13/2015. 
Of those attempts, 121 were made using the APPLE IFORGOT feature , 
and 5 were made using the MYAPPLEID feature. 

(U/ /-FOUO-) The table on the following page depicts: I 

~/HOFOR!t 
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{(J // 

(U//~) Writer then conducted logical investigative 
follow-up on each of the above addresses. The following is a summary 
of the pertinent findings . 

(0//POUO)~----------------------~ 

(U//~~r~~~T~h~i~s~i~n~v~e~s~t~l~· ~a~t~i~o~n~h~a~s~i~d~e~n~t~i~f~i~e~d~t~h~e~~~~riber of 
~~~~~~~--------------------------------1-~----~~~~as being · 

login 
conducted fr m 

(U/ /';CvC I 

~/UOPORN 
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0 s1gnificance is that the r-------~~o~g~1-n--a~t~t-e_m_p~t~s~b~e-g_a_n __ o_n~0~3~/70~3~/7.2016, which occurred a day 
after the New York Times release of Clinton's use of a personal email 
system . Writer recommends that Agents conduct an interview wit~ I 

I l in attempt to determine further information about 
the logon attempts to the ICLOOD hdr22®clintonemail .com account . 

{U/ /POUO) L_------------------------------------------~ 

or e attempted unauthorized access 
ICLOUD accounts . The majority of the 

victims appeared to be celebrity figures, politicians, 
and /or corporate executives . San Francisco was ~ble to positively 
attri bute the unauthorized logins toi~----------~J 

(U//FOUO) j I 

{U//flffifftj Dnrj n q I 

~/-NOP8ftH 
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(U//~) Investigation in this matter has determined that 
___ ....:.......:....:.....,1 was likely responsible for I ]logon attempts 
to the hdr22@clintonemail.com ICLOUD account. Those attempts 

b6 
b7A 
b7C 
b7E 

originated froml l b6 

!admitted 
attempting to logging into ICLOUD accounts froml I 

~-~-~---~ Lastly, was identified in the San 
Francisco investigation as also being 

I I ~------------------~ 

Additionally, Ll-r------------~-~ 
referenced in l I 
A review of that investi ation identified that 

(U//~OUOi In support of this investigation, San Francisco 
provided writer with 

of that evidence identified 

owever , no 
corroborate ~~----------~ 

L------------------~ 

to 
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(U//P6UO) UNKNOWN ACTORS 

(U//~) Attempts to find additional identifying informat ion 
for t he actors conducting login attempts from foreign IP addresses 

I I 
were all met with negat ive results . 

(U//Peee) ENCLOSURES 

(U/ /~) Enclosed for the file in a lA envelope is one comoact 
disk containing :I 

•• 

(S) 
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b l ~/UOFO~ ····b) ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED KXCEJl'J' bJ 

FEDERAL BUREAU OF INVESTIGATION 
WHERE SHOWN OTHER'n'I SE 

Precedence: ROUTINE 

To: Washington Field 

From: Wash ington Field 
CI-13 
Contact: IA 

Approved By· I 
Drafted By:. 

L;::::====::::;-----J 
:(U)· .. ··········Case·····ID····#·-:· ....... Qsj L..l -----....J~ CYBER ~ e 

·flJ)·······Ti t le: ·······~ MIDYEAR EXAM; 
MISHANDLING OF .CLASSIFIED; 

Date: 3/21/2016 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Wl- ····· ······· 0rl. I . syriopei'n n ·········yy ,l-NF) To document I search 
results of email addresses fou~n~d~i-n __ c_o_n~f~l~'r_m_e_d~-c~l-a_s_s~i~f~ied 
messages and/or belonging ·to individuals part of Hillary Rodham 
Cl inton's close circle. · 

Details : (U//FOUO) Through t~e course of captioned 
investigation, numerous email addresses found in confirmed 
classified messages and/or belonging to individuals part of 

on 
Hillary Rodham Clinton's (HR~ ) ~l:s: c i rcl: ~:ye be; n 
identified. Writer conducted _queries 
all facilities between 12 an 2e ruaryo ; results are as 
follow. 

(U//FOUO) Email Addresses Found in Confirmed Classified 

(U//FOUO) On 12 January 2016, ITSpec l 
compiled a histogram of email addresses found 1~n __ c_o __ n~f~1-r_m_e~d--~ 
classi fied messages up to that date. The l ist was cap tured in a 
Excel workbook~~----~----------------~--~--------------~l which 
writer edited in order to capture additional information, as 
well as l lsearch results. 

(U/ /FOUO) I 
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(~/l:t'OUO-) A prjntant of a Miyrosoft Excel worksheet 
I _ J along wit~ I I results, is enclosed in a lA envelope for the f1.le. 
L--r====!........, 

J.!!.L) I Queries 
-----

ksf~) Writer conductedJ I auer ie.s_ _onl 

I Queries 

e 

~ / NQFoRNj.._ _ ____.I ISJ 

I 

IS) 
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-------····=··~-·~ .... ~ ..... ~.{~~~~~~~~~~~)I~t~l~·.s~~~~~nwk~n~n~wn~ whether ! I 
(U) .... ... T I a coincidence or an attempt to 

1mpersonate HRC's 
knowl edge , I hdr22®clintonerna j l com a ccannt r o the FBI's 

!!;~~:::: , A 1:r::::~:e:f 1 : : ; 1:~!~;~l~~!~L:o:::h:::e .1 

(U/ /Peee) I I Belonging to HRC's Close Circle 

({!) - .. n;:;·;_~i~~ -~w/*P) Prior t1s:~~;~~~~ ~~r!r~~e~o i~;~;~j_g~r~~~ 
9 September to 30 October 2016. IA~perused the data 
of approximately 30,000 emails obt~m Williams & 
Connolly, and identified about belon 
individuals art o 

search resul 

are cap 1n a preceding MIDYEAR EXAM serial. 

~~) Writer conducted 

-

pro 

I 

from 
set 

(S) 

.. IS) 

IS) 
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. . (U// :Otl~: A p rintout of a Mic7os9ft Excel worksh~et 
l J s t1nq the l _ ~- I along w1th l J I lresUit , encl osed 1n alA enveloLp-e--f~o-r~t~h-e--f~1~.1~e~_ 

wor sh et (~~~:;:~r=c:= :o=:::}%:::a::: two , aa ; t:n=: , l ~ith 
thef : : ~ Itt socrac -w~c C' s close c1rcl e 1n 
ordero 1d ent1 y overlaps in both lists and ensure all accounts 
·had been properly accounted for . Both worksheets are enclosed in 
a lA envelope for the file . 
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Precedence: ROUTINE Date: 03/21/2016 

To: Washington Field 

From: Washington Field 
CI-13 
Conta ct: 

Approved By : l 
?============-------~ 

Drafte d By: j 

Cas e ··· ID #: · 'W.;L../~-):1-_-_-_-_-_-_-_-_ ----~ ..... ~r-C-Y_B_E_R ___ \_0_. 

tU) ···· Ti tle: ~ /tfti'7 MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE I~ESTIGATIVE MATTER (SIM) 

Synopsis: (U/ /Pee&) Analysis performed by TOU on referenced evidence item 
to check for common artifacts of cyber intrusion activity, malware, and 
other forms of unauthorized access. 

Detail s: (U//~) At the request of Counterintelligence Division (CD) 
and WFO squad CI-13, the Cyber Divison (CyD) Technical Operations Unit (TOU) 
performed an analysis of the forensic image of the following evidence item 
to check for the presence of malware and/or other indicat~rs of compromise 
(IOCs) : 

• Case ID: ~~--------------~ 
• Lab #: 150806250 
• Specimen: DEHQ55 
• Item : QHQl_l 
• Description: Lexar Micron 16GB LJDTT16G- 000-1001DA 

(U/ / -Peee) TOU performed scans to identify malicious attachments within an 
email archive found on the f0rensic image of the referenced USB device. 
Several ralicious atta, hments were identified among thel lemail 
messages Malware analysis was performed on these samples, 
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and based on this analysis TOU is categorizing these into two separate 
incidents. 

first incident pertains to emails associated wi 

ssoc~a e w~ ~s campa~gn. No further analysis 
was performed on these samples since the samples matched those in the report 
referenced above . 

~~~/~)O 9T~:o~rond incident pertain,t i~l:d 1:pj cj a:' s ema i 1 rece ;,,.d "f 
The email conta~ned a malicious PDF that was eterm~ned to be a dropper 
for a common Remote Access Tool (RAT) called Poison Ivy. 

(U//~ Detailed analysis and indicators are provided in the attached 
report. Also attached is an open source report found at 
https://raw.githubusercont ent.com/fireeye/pivy-report/master/PIVY-Appe 
ndix. pdf, which depicts the mal ware from t he second incident in the context 
of a broader set of APT activity. These findings will be provided to the 
CyD analysis cell assisting with this matter for JaqjcaJ irvestigative 

follow-up l~----~--~------------------------------------~-
•• 

~/NOFORM 
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DECLASSIFIED BY : NSICG C66W46B11 
ON 10-25- 201 7 

(Rev: OS-01-2008) 

(U) 

~/NO FORM 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Washington Field 

From : Washington Field 
CI-13 
Contact : 

Approved By: 

Drafted By: 

I 

'Case ·ID #: ·w /"ii'P">lL---------JrcYBER ""tl 

Date: 03/21/2016 

(U) ·· ·Ti·t le! ~/ ~ MIDYEAR EXAM; 

(U) 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis : (U/ / 1"0667 Analysis performed by TOU on referenced evidence item 
to check for common artifacts of cyber intrusion activity, malware, and 
other forms of unauthorized access . 

.... D.etails: '¥:/ /1'H'") .!\t the request of Counterintelligence Division (CD) and 
WFO squad CI-13, the Cyber Divison (CyD) Technical Operations Unit (TOU) 
performed an analysis of the f orensic image of the following evidence item 
to check for the presence o f malware and/or other indicators of compromise 
(IOCs) : 

• Case ID: I 
• Lab # : 15~0,..,8,..,0,..,6:-::2=-=5:-::0~--~ 

• Specimen: DEHQ55 
• Item : QHQ2_1 
• Description: Toshiba Laptop from Williams & Connolly LLP 

(U//F8tffl ) A detailed intrusion analysis of the forensic image of the laptop 
I I was performed. No indications were found that an attacker may 
have gai:ned unauthorized access to the machine. The machine was in service 
during the period of March 14, 2012 to August 6, 2015 on Williams & Connolly 

~lfOFORlf 

HRC-8813 

b 3 
b6 
b7C 
b7E 

b3 
b7E 

b 7E 
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FEDERAL BUREAU OF INVESTIGATION 

LLP's network. The machine was used infrequently over the 3-year period 
byO unique user accounts. 

(U//~) The machine was used to review emails in preparation for del j yerr 
to the FBI. Those emails are contained within an archive fil~L.-~~----:--:-_._ 
located on the desktop of the user accoun~ .,J This archive 
was analyzed for ralware which is documented 1n an adjo1ning report in 
the case file for L !Lab#: 150806250 Specimen: DEHQSS Item: 
QHQl_l. 

report. Also attached are the supporting !reports. These 
(U//~) Detailed analysis of this item t: :Q::::nted in the attached 

findings will be provided to the CyD anal 1 ass1sting with this 
matter for .logical investigative follow-up . 

•• 

HRC-8814 

b7E 

b3 
b7E 

b7E 
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DECLASSIFIED BY: NSICC C6€W46B11 
ON 10-25-2017 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date : 03/22/2016 

To : Washington Field 

From: Washington Field 

CI-13 -------------------------------, 
SAl Contact: 

Approved By: 

Drafted By: 

fU} ..... ca·fn~r· .. ro·····#·:··· .... ·· 

·(U) T.i.tle : ........... ~ 
L-------------~ 

CYBER -13 

MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED ; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

·(U) ...... ·synop·sr·s-r .... ·w f-NP-) L.l ________ ___.l searches conducted by NCIJTF. 

b3 
b6 
b7C 
b7E 

b7E 

{U)........ De·t ·atl·s "f" YsJ /1ftl't In furtherance of this investigation, the FBI 
conducted investigative ; 11eries far f,cilities of interest in t h is bG 
matt: r within the1 ~ _ Those queries were conducted b7c 

by l : , 
0 0 

currently assigned to the FBI's NCIJTF in b?E 
Chan 1 l y, V1rg1n1a . 

HJI i ~ ~,:;~ ~~~~~~ ~k ~~~~'::':,.~~i~~r t~~erefsi~letsi~t tg!j"s i ca 1 1 A ]~:~~~= b7E 

. that were conducted for this investigation . 

•• 

~lJQF9RN 

; 
!I 

I 
I HRC-8819 

~ .t 1 
01 
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e . CLASSIFIED BY: NSICG J 76J 18'1'80 
kAsoN: 1. 4 ( C , D> 

'lrJ:&CLASSI:FY ON: 12-31- 2041 (Rev. 05-01-2008) 

DATE: 01-18-2 017 bl 

~~ /.!JOFO~ ~ ~ S l ALL IN'.FORI:!AT ION COUTAINED b3 
· · HEREIN IS UNC LASSI:FIED EXCEb7E 

FEDERAL BUREAU OF INVESTIGATION \•lHERE SHt::n'IN OTHERWISE 

Precedence : ROUTINE 
Date : 3/22/2016 

To: Washington Field 

From : Washington Field 

CI - 13 ~~------------------------~~ 
Contact : IA I 

-----L----~----------~ 
Approved By: 

Drafted By: 

·H.l) ........ c.a'Ei'e"'"fn ..... # .. : .. · ·~ ~CYBER .. IS 
L-------------~ 

-fU') ........... T·i t ·le : ···········Csj MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

(U) .......... Synopsis ·: .. ·· ~ /~ To document research and analysis 
on identified email accounts associated with Hillary 
Clinton . (HRC) and any information related to the 
clintonemail.com domain . 

conducted 
Rodham 

IS) 

b3 
b6 
b7C 
b7E 

bl 

b3 
b7E 

HRC-8821 .· 
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disc in 

• 
~ /NOPoR:NI ··1(S') 

os1t1ve results are noted below and 
1crosoft Excel spreadsheet enclosed on a 

for the file . 

l l] ) . .... . ......... .......................... ... (Jf./1~) Based on a list of identified email addresses 
I · ... ... obtained from various sources, queries were conducted on the 

following accounts: 

1 ClintonHR@state.gov 

2 

3 

4 

5 

6 

7 

8 hdr22®clintonemail.com 

9 hdr29@clintonemail.com 
10 hdr29@hrcoffice.com 
11 

12 hr15@att.blackberry.net 
13 hr15®mycingular.blackberrv.net 
14 

15 hrcarch1ve®clintonemail.com 
16 hrcarchive@presidentclinton.com 

bl 
b3 
b7E 

ISl 

b6 
b7C 
b7E 

bl 
b3 
b7E 

b7E 

HRC-8822 

bl 
b3 
b7E 
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f 17 j hro d17@cl i ntonemai l . com l 

(U/ /F6T:1~ ClintonHR@state. gov 

{U//~086} Sent inel Queries 

· {U) ··"""'''"""'''' ""'''''""'''''"""'''"""''''""''''''. 

discuss · 

arget1ng of 

following a 
FBI Tam a 

Per sef ial J S of 
e a a reveal ed _ .. 

No additional info~rm=-a~t~1~o~n----~ 
ClintonHR®state.gov was identified. 

No additional 
to this incident was identified. 

{U) ......................................... (¥/ /~ P~=>r r 

I No additional l~'""'.r""""'"u:: o~>~ r:m=;a-;:-::-t1-;:o~n~w:-;::a::-:s:::--:g;:;rr,:::-le:::-a-;::n-:::e:::;di"""""'4f=::r::::o:::m;-:t~hh"e:::-::r=e~f:e::r:e:n~ce d case f i 1 e , 

b l 
b3 
b7E 

(S) 

b6 
b7C 
b7E 

b l 
b3 
b7A 
b7E 

b3 
b7D 
b7E 

b3 
b7A 
b7E 

b3 
b7A 
b7E 

HRC-8823 

b l 
b3 
b7E 
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(U/ /POUQ-d loueries 

l U) I f Quer1es 

(0/ / FOOO) HDR22@clintonemail.com 

(U//Peee) Sentinel Queries 

Wl .......... ...................................... .......... ~ /WF) While reviewing I I related 
to the aforementioned FBI San Franc1sco 1nvestiqation, writer 
also identified ( 

tUl...... ....... ....... ...... .. .... ()<IN'fl'j" Additional Sentinel results referenced open 
source articles from 2015 that mentioned HDR22®clintonemail.com. 
No valuable intelli[ ence was g leaned from the articles. 
[Reference: Various _ I serials) 

bl 
b3 
b7E 

{S) bl 
b3 
b7E 

bl 
b3 
b7E 

b3 
b6 
b7A 
b7C 
b7E 

b6 
b7A 
b7C 
b7E 

b3 
b7E 

bl 
b3 ~ /NePe~L------~·· I (s ) 

HRC-8824 b?E ·I 
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(U//i"'UU) Queries 

(U) Additional Research 

bl 
b3 
b7E 

bl 
b3 
b6 

(S) b7c 
b7E 

b7E 

fU·l H................... ··~/ /NP? Writer was alerted by the MIDYEAR EXAM Review 
Team on 21 March 2015 of a likely ident b?E 
targeting HDR22®clintonemail. on 5 June 
2011. The email was sent from was 
purportedly a DHL delivery no 1ca 1on, w 1c enclosed an 
attachment titled "DHL mail.zip." HDR forwarded the email to 
Human ABEDIN (huma®clintonemail . com) asking if she knew what the 
email was about, also stating she deleted the message upon 
receipt. A search for the sender address in Sentinel yielded 
negative results . 

(U//POUO) HRlS®mycingular.blackberry.net 

(U//Poeot Sentinel Queries 

b3 
b6 

.L---------------,L J Based on l J b7c 
J ar1a acl:acneu Lo Ieferenced ser1al in b7E 

·HJ) ········N;;~·~b~·~· ;·~ :l"T\":...:........::P~e:.;:;.r;_l ____________ ~ld=>~la ..... Lt....,:ed-._~ .... ._a_--,
1 b7A 

(U//Peee) HROD17@clintonernail.corn 

(U/ /'1"0t:Jei Sentinel Queries 

s D17®clintonemail.com in 

I 

b6 
b7C 
b7E 

bl 
b3 

HRC-8825 b7E 
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further information related to the eyent was fonn~ in Sentinel 
holdings. [Reference :L~--------------------------~' 

(U//~ Remaining Sentinel hits referenced open 
source articles in which the domain was mentioned, warranting no 
further action . Additional open source research on the domain 
and l ogical pivoting is detailed in MIDYEAR EXAM, Main case 
file, serial 141. 

(U//POUQ..) Queries 

............. n tember 2015, SSA 
{U)- ·· ···· --ccyb/TOU) conducted searches on the c1-r,1~n:::-;:-o::::-n=e=m~a~1"'T""".-::c:::o:::m~and 

presidentclinton . com domains. His findings are serialized in 
MIDYEAR EXAM, Cyber sub- folder, serial 2 . 

(U) Additional Queries 

(U) 

•• 

2015, the MIDYEAR EXAM 
~~~~._~~~~~~sses 

I NCIJTF 

file . 
on a disc 

bl 
b3 
b7E 

b3 
b7A 
b7E 

bl 
b3 

lSI b6 
I b7C 

b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

HRC-8827 

bl 
b3 
b7E 
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• 
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DECJ...ASSIFIED BY: NSICG C6.6'to'46Bll 
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~/-NOPOR:N 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/23/2016 

To: Washington Field 

From:
1
washi ng ton Fi e J dwF CART 

Contact : l 
L---------------------------~ 

Approved By· I 
Drafted By: . ~--------------------~ 

·~Ul ...... H .. Ca!jfe ""ID···H·#··~HH .... ,~ /~) I ~ CYBER -11 

·fTJ) T-i·t ·le·: ............ ~j /-Nf!'T MIDYEAR EXAM ; 
MI SHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

WJ ....... sy n:ops·is·-: ....... ~ /~) Final technical analysis report from IAU 

tU) .. H ..... HDet a i l ·s .. :· ... HH .... ~ / J!W') On October 20 I 2015 I Information Technology 
Specialist/Forensic Examiner! lof the Washington Fiel d 
Office Computer Analysis Response Team (CART) requested the 
assistance of the Operational Technology Division (OTD) 
Investigative Analysis Unit (IAU) in support of the case I 1. The details of the request are documented in Serial-3 
1n tne j ~ CART sub -fil e. 

(U)......... . . ...... :...... .. ........... s~JJ~r IAU conducted an a nalysis of the following digital 

ev1dence: ~----------------------------------------------------------, 

I 

HRC-8833' 

b3 
b6 
b7C 
b7E 

b3 
b6 
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b7E 
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b7E 

......................................... ~j-NP) A report dated February 10, 2016 containing the 
~Ul .......... r .esults of the analysis of digit,J eyj depce for intrusion-related 

actiyjt Jes was o;vided to ITS/FE ]by IT SpecialistsJ J b6 
I _and l l of the Investigative Analys1s Un1t. b?c 
A copy of the tee nical analysis report is enclosed in a 1A envelope 
for inclusion in the case file . 

•• 

~/!fOPORN 

HRC-8834 
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. CLASSIFIED BY : NSICG J?b,J1BTBO 
~ON: 1.4 (C,D} 

~ECLASSIFY ON : 12-31-2041 
DATE; 01 - 18- 2017 

bl ~ /)JQPe~L.-----1\I !S l 
FEDERAL BUREAU OF INVESTIGATION 

ALL IN'FORMA'l'ION CONTAINED b3 
BEREHI IS UNCLASSIFIED= EXCE.P'b7E 
WHERE SHO'dN OTHERWISE 

Precedence : ROUTINE Date : 3/24/2016 

To : Washington Field 

From: Washington Field 
CI-13 ~----------------------------~ 

IA I Contact : 

Approved By : I 
Drafted By: · I 

-(U)......... r 
..... C·;;·~e .... I If '# "( ... ' {~ ~ CYBER - "'l....o 

L-------------~ 

{U-) ..... T·i t .l e ·:· ... ~ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

{UJ. ........ SynopsT'fff ........... WJ /~) To document research and analysis results for 
two email acldtesses and three IP addresses associated with ~l--~1 

I I . 

b3 

b6 
b7C 

b7E 

b6 
b7C 

bl 
(S) b3 

b7E 

HRC-8849 

bl 
b3 
b7E 



• (Rev. 05-01-2008) 

~ / NOFomi · .. j!Sl 

FEDERAL BUREAU OF INVESTIGATION 

·tU·) ............... H .. De.ta.~ls·: .. .......... .. · / /JW~ In~estigative activity con:uct;~ under I 
capt1oned 1nvest1:at1on reveal e~J _ ,..._,... set up 
I J n order to ac1 1tate the 
mxgtation of the ryan Pagl1ano (PAGLIANO) server content to 
Platte River Network' infrastructure. A second 
address, 
be his persona account . for 
the two email addresses ~~~~~-----,-n~aa~r~e~s~s~e~ss-ww~e~r~e~used to 
log in to both accounts between March and August 2015. Writer 
queried all l l iP addresses, which are as follows: 

(S) 

{.S ) 

(S) 

bl 
b3 
b7E 

bl 
b3 
b7E 

b6 
b7C 
b7E 

bl 
b3 
b6 
b7C 
b7E 

b6 
b7C 

HRC-8850 

bl 
b3 
b7E 
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IS) 

bl 
b3 
b7E 

bl 
b3 
b7A 
b7E 

r-_u~~~~~ printout of ~he l Fesults for IP 
address is enclosed 1n a lA envelope for the case 
fi l e. 

b6 
b7C 
b7E 

(U) Query Results f orf I 

~ / ROPofL-_ ____.·1 (S') 

,IS) 

HRC-8851 

s 

bl 
b3 
b6 
b7C 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 
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(U/ /F'Otfe) Ll ____ ___.l Email Addresses 

~------------------. (U/ Lp;enrfl A s r arch for i 
and l ; in senti!n-e~I-,~~--------~I~ann~anf-----------r---J 
yiel ded negat1ve results. Informat1on related to €he 
i dentification of these accounts and l !recollection of 
t:~ r !lSi can be found in two in-person i nterviews with 
I___ _ the first conducted on 15 September 2015 {see MIDYEAR · 
E , 302 Sub-folder, serial 21) and the second on 17 February 
2015 {·FD-302 not serialized as of the date of this 
communication) . 

•• 

~ /NGPO~~.... _ ___.l jS) 
HRC-8854 

'bl 

b3 
b7E 

b6 
b7C 
b7E 
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(Rev. 05-0 1-2008) DECLASSIFY OH: 12- 31- 2041 
DATE: Dl-18-2017 bl 

b3 ~ /:biDFQmfL..._----1·1 (S) 
ALL INFORMA'l'ION CONTAINED b7E 

FEDERAL BUREAU OF INVESTJGA TlON BERE.HI IS UNCLASSIFIED= E:xcE.PT 
WHERE SHadN OTHERWISE 

Prec edence : ROUTINE Date : 3/28/2016 

To: Washington Field 

From: Washington Field 

CI-13 ------------------------------1 
Contact: IAf l b3 

b6 
b7C Approved By: b7E 

Drafted By: 

·(U}···· ···· ci'ii3"Ef .. ID ···#··: ···· (~) l ~ CYBER ~"LI 

·iU}-·· ··Titl·e:···········{)Q MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

.. ~rno.psi.s : ······W /~) To document research and analysis results for 
lUY········ email addresses in new confirmed classified not previously 

identified . 

~ /.NOFQmiL.. _ ____,~··I (S) 
HRC-8856 · 

bl 
b3 
b7E 

bl 
b3 
b7E 
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{U)- Det-ail·s ·:·········· P$1 IW) On or about 7 March 2015, th~ MIDYEAR EXAM 
Investigative Team received ! J for messages not 
part of the original confirmed classified group of emails. 
Sender and recipient email addresses were extracted from the new 
messages and compared to a list of email addresses already 
researched and documented in MIDYEAR EXAM, Cyber sub-folder, 
serial 8. Writer identified two new email addresses: 

<uliPeeo, I I 

( u I I i!eUe-) I f results 
envelope for the case f1le . 

are included on a .disc in a lA 

ISl 

bl 
b3 
b7E 

bl 
b3 
b7E 

b7E 

b6 
b7C 

(S) bl 

b3 
b6 
b7C 
b7E 

b7E 

bl 
b3 
b7E 

HRC-8857 
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{U//Pefro) 
L-----------------------------~ 

--------···= ... = .... ~ ..... ~/~)A search for the email address in l l and 
·{Ulr . j yi'elded negative results 0 Positive returns were 0 

identif i ed in Sentinel and l I 
(U) Sentinel Results 

(u) l J Resu lts 

(U/ / ffle&) l J results are included on a disc in a l A 
envelope for the case f1leo 

(U/ /P9YO) Research on Two Additional Email Addresses in Original 
Group of Confirmed Classified Messages 

(S) 

IS 

HRC-8858 

bl 
b3 
b7E 

b6 
b7C 
b7E 

bl 
b3 
b6 
b7A 
b7C 
b7E 

bl 
b3 
b6 
b7C 
b7E 

b7E 

b7E 

bl 
b3 
b7E 
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(U) Queries for both yielded the following: 

(U/ /ffiUst l 

~----~(U~/~1~~) A search for the email address inl 
and l j yielded neg~ results_ Positive retu~r=n~s~w~e~r~e 
identified in Sentinel and l___j 

(U) Sentinel Results 

( S) 

j_UlJ !Results 

(S) 

(U/ /-fflU~ I I results are included on a disc in a lA 
envelope for the case f1le. 

~----~<~u"/~1~~) A search for the email address in l 
and l j yielded negative results. Positive retuLr_n_s __ w_e_r~e 
identified in Sentinel and l I 

(U) Sentinel Results 

(5) 

HRC-8859 

bl 
b3 
b7E 

b7E 

bl 
b3 
b7E 

bl 
b3 
b7A 
b7E 

b7E 

b7E 

bl 
b3 
b7A 
b7E 
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(U) I fResults 

(U/ /P€>"60} I I results 
envelope for the case flle _ 

are included on a disc 

{U) Summary of Findings 

•• 

~ /NoPe~L..-----JI\S.l 

in a lA 

ISl 

bl 
b3 
b7E 

bl 
b3 
b7A 
b7E 

bl 
b3 
b7E 

(S) 

b7E 

bl 

Sl b3 
b6 
b7C 
b7E 

HRC-8860 

bl 
b3 
b7E 
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b6 
b7C 

• 

• 

HRC-8861 
. ... 
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~ DECLASSI FY ON: 1 2-31-20 41 

DATE : 01- 18- 2017 

~/ / etteOH/NOFO, ··IISl 
FEDERAL BUREAU OF INVESTIGATION 

bl 
ALL INFORMATION CONTAINED b3 
HEREIN IS UNCLASSIFI ED EA'CEJb7E 
WHERE SH0'1"11'1 OTHERWISE 

Prec edence: ROUTINE Date : 3/31/2016 

To : Washington Field 

From: Washington Field 
CI-13 
Contact: IA I I 

Approved By: 

Drafted By: 

·(U) ............ Cas·e I D #·: ...... {)lQ 

'{U)·· ...... Title·!" .... ~ 

~----~----------~----------------~ 

~CYBER - "Z-'2.. L...-------....1 
MIDYEAR EXAM; 
MIS~LING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

... (S) 

(S) 

HRC-8862 

b3 
b6 
b7C 
b7E 

bl 
b3 
b6 
b7C 
b7E 

bl 
b3 
b7E 

bl 
b3 

' b7E 
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(Ul ··········Deta i ·l s : ··········W /~) As documented in MIDYEAR EXAM, Cyber sub-file, 
serial 10, Cyber 9ivision's Technical Operations Unit (TOU) 
analyzed the forensic image of a Lexar Micron 16GB USB device 
with the purpose of trying to identify malicious content on the 
device . Several malicious attachments were found in the email 
archive located on the USB, which TOU subsequently analyzed and 

t d . t t t 'd t ca egor1ze 1n o wo separa e lnCl en s. 

X 

{U) IP Address ! I 

~/Olt. C6N'/NOF'OJ I 
t......__ _____.··Is l 
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X 

(U) Malicious Attachment's Beaconing 

(U) Summary of Findings 

~/.I ., .,_. -·-· ·. (S) 

' 
(S) 
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(U/ / reeQ-) A printout I I is 
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(U)·------··T·itle·:··········--{)(1 /~ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

I 

Synopsis: (U//~ Summary of FBI database searches of indicators 
identified from open source research. 

~ /NOPO~L---__.···l (S ) 

;I S) 
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Details: 

IS) 

bl 
b3 
b7E 

bl 
b3 
b7E 

(U//~) Searches of open source datasets were used to identify IP 
addresses and domains direct l y associated with or related to the Internet 
domain "clintonemail .com" (see l I Serial 141). These b3 
indicators were then searched in FBI databases, and the results of these b7E 
searches are listed below. In most cases, searches with positive results 
were documented previously in separate ECs within the case file, so this 
EC will provide summary results for each indicator, and reference ECs with 
additional details for indicators with positive hits that were documented 
previously. 

HRC-8868 
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(U//~ DETAIL: A search of_L__j for clintonemail.com returned positive 
results. Thesf results are documented in a separate EC:. 

L~------------~- CYBER, Serial 2. 

I 

I 

(U//~) DETAIL : A search of for presidentclinton.com returned 
positive results. These resu s are documented in a separate EC: 

·I . CYBER, Serial 2. A search of Sentinel yielded references 
to the same activity found i r:C:J which is described in the serial mentioned 
above. Details of the information found inl lean is documented 
i n a separate EC as well: I ~ CYBER, Serial 13. 

J 
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ts1!~ I 
ISl 

J4.;~ I 
ISl 

'ts:t~ I 

. ( Sl 

(U//FODU) DETAIL: "This search produced several positive hits but all from 
before 06/2013 when l ! shows the pres1dentcl1nton.com and 
clintonemail jcom domains were resolving here (see l l Serial 
141 for full _ !details) .. 

()H; 

ISl 
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);gJ /~ 

;:s~u~l r 

... (S) 

(U/ /~ DETAIL: A search of I lforl !returned positive 
~r~e~s~u~l~ts~- --T~h~e~se results are documented in a separate ~C: 
L'------------~~CYBER, Serial 13. 

I 
.- IS) 

(U/ /'fi'eYO) DETAIL : A search o~ I forL.I __________ ...Ji returned positive 
results . These results are documented in a separate EC-: 

L-------------~~-CYBER, Serial 13 . 

W!m'i I 

(U//~) Separate ECs were written documenting the specifics of all 
positive searc):l results documented above (see references) . Any 
recommended investigative f ollow-up will be documented within the 
referenced documents . 

•• 

.. (S) 

·!S) 
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{U)" ....... cas·e ··I-D ·# .. : .. .. ~ L-1 _____ __.l cYBER -'l.'f 

·(U) ........... TJ:·t ·l e ·:.... .. ... :CSO MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis : (U/ /Feee) Documents analysis of failed login attempts and 
observed firewall activities subsequent to the public disclosure of 
HILLARY CLINTON's use of a private email server and the personal email 
address of hdr22@clintonemail . com. 

Reference:~I ______________ ..... ~ CYBER-7 

Details: (U//peee) This investigation has determined that on 
03/02/2015 the NEW YORK TIMES published an article documenting 
HILLARY CLINTON's use of a private email server and her personal email 
address of hdr22@clintonemail . com. As to be expected, the public 
release of that information led to the increase of firewall activity 
and failed login attempts to the exchange server operating behind 
that domain. 

(U//~) The ·above referenced serial documents an analysis 
performed on suspicious login attempts to an APPLE ICLOUD account 
associated with email address hdr22®clintonemail . com . That analysis 

~//:tlOFORN 

HRC-8874 
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revealed that multiple cyber act or s had attempted to gain 
unauthorized access to the ICLOUD account subsequent to the NEW YORK 
TIMES a r ticle _ Similarly, a review of firewall and IIS logs for the 
clintonemail. com exchange ser ver identified that it was targeted in 
the same manner. Agent Note: The scope of this analysis only includes 
the review of logs created subsequent to 03/02/2015. Writer did not 
attempt to review every firewall and I IS logs for this analysis. 

(U//POUO) EXCHANGE SERVER- IIS LOGS 

(U//~) The t able below depicts the most frequent user 
accounts which did not successfully authenticated to the exchange 
server, yet were used for at least two failed login attempts. 

(U / /F~ USER ACCOUNT NAME I # ATTEMPTS 

~ / N'Ol"OIQJ 

HRC-8875 
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(U ~) As shown on the revious the user accounts. of 

~--------------------------------~were most frequently used . for 
failed login attempts. This was also expe~ted, as the targeting of · 
known or suspected user accounts i _s .·consistent with that of malicious 
cyber actors. 

(U//FOUO) The failed logiri attempts with usernames incl uding 
thel l han~le cou14 be attributed to attackers who gleaned the. 
account infor~ation from the NEW YORK TIMES article. However, the· 
failed login attempts during this· time trame could also be attributed 

- to that . of a l 'egi timate user who accidentally ent~red an inval id 
password . More indicative of potential· cyber attackers, howe~er, are 
the failed login attempts that occurred with the usernames of) 
and 

00 /~) In ~nalyzing the failed login a .ttempts to the 
. non-existent( !account, wrj.ter ident'ifiedl ! that originated 

from IP addresses! I 

('ftj /~ .;rrt addit.i~~~~ ·writer ·identified that IP addresses 

r-1-----------r------------------------------------~------_JI~----~ . I l ~ere ·used tor, login attempts on the n~~-exist~nt~~~--~ 
. account i and J I and't......_ I ______________ ...., It w.......,P• .....,_ rP _ _..ll'lw;;l f::,.:P......._d _f....,' In ......... r _ ..... l ........ na._r ; ... · n..........___, 

r--l'a:ll.l!L t....Jo: t..:.:eo.Lllm~nt...=s:....~oJn...;.:· t"'-'\h~tel...__ ____ ..a....:: l a :...cc::.;· o~u~n~t=.JIL...--------------------------------------l.l ... (51 
Jl'ne cnart on tne I:O.LJ.OW1ng page s-ummarl?eS I r 

f~r. 
L---:-t -:-h_e __ p_u_r_p_o __ s_e __ p-:f.......-:t-:h:-T"l -S:-. -=.d:-o-9_\l_m_e_n--:-t -, --w-r"'"'1r-:t-e-r---.:d"T1-=d:--n-o-:t~p--r-o-v""1-.d::-e--a __ c __ o_m_p-.:l~e t e ~' 

analysis qtl · 1 as these were only failed attempts . . , 

.. 
. ' . 

·, '· '~/ItOPORN 
• 1. - ~.. • ~ 

b7E 
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(S) 

(U/ /PeeS) In addition to the repeated failed login attempts from 

bl 
b3 
b7A 
b7E 

the accounts above, the following also used 
for at least one . failed loin· a b6 

g en o e: Some o these attempts could have been a result of 
a mistyped username from a legitimate user ; for example ,I I 
and I I L------.....1 

~//NOFORN 
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(U/ / P'OSG-) DOMAIN CONTROLLER FIREWALL LOGS 

(U/ /F!eUet For this analysis, writer also reviewed the firewall 
logs obtained from the domain controller associated with the · 
clintonemail.com domain. That review identified that subsequent to 
03/02/2015, several unauthorized access attempts were also captured 
by the firewall . · Those attemp~s are depicted in the following table:. 

(U/ /fleee-).·' As · shown in the table, the domain controiier firewail 
captured u'nauthorized ·login attempts using several f~icti tious names. 
Sollie of those events <:ir1g·inated from IP addresses overseas. Writer . 
OpineS that ·.tJ:liE?' is' alSO eXJ?e.Cted behaViOr 1 given the publiC releaSe 
of the clintonemail . com qomain . 

•• 
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Approved By: 

Drafted By: 

{U)····· .... ·T·it·le·: ······ ....... tgJ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 

Date: 4/8/2016 

UNKNOWN SUBJECT 'OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~0~0) To document queries related to various 
devices obtained through the course of investigation. 

Details: (U/ /Pero) IA Cyber Division, on or 
about 10 February 2015 received a Microsoft Excel spreadsheet 
with approximatelyc:]identifiers associated with a number of 
electronic devices identified through the course of captioned 
investigation. The identifiers were obtained directly off the 
devices or through subpoena return~?. IA ~ ?queries on all 
unique values yielded negative results fm~-----~r-

(U//~n or about the date of this document, 
writer received additional identifiers and subsequently 
~ed the new va ~ To be thorough, writer also conducted 
L___Jqueries on theL__Jvalues previously identified. 

found results for of the 
identifier 

~/NOFOR:N 
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(U//F06e) A printout of the~l --~! results is enclosed 
in a lA envelope for the case file. 

•• I 
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Precedence : ROUTINE 

To : Washington Fiel d 

From : Washi ngton Field 
CI- 13 

Date : 05/11/2016 

Contact: IAL-------------------------------~ 

Approved By : ~~================:_--~ 
Drafted By: I I 

{U) ..... · .. Case·· .. T D ..... #.; ........ .(~ I ~CYBER .. "L.-, 

tU) .. ··· ..... T3.tle.z ······ tsQ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

I Synopsis : (U//FOUO) To summarize ! 

e f1nd1ngs are as fol l ows : 

(U)~~----~IALERT EMAILS 

from 

exc a nges were ocumented by L-----------------------------~ 
writer also reviewed . 

~/ / !iOFO:RN 
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(U/ /1POUot Analysis of all I J 
I in crPnPr~ 1 ............... ""', I r. 

....--
2 

....:.<..::.U:.....:./ /~P:....::O:..::'t1;.:::0..:...J,j..._ __ .LI! pE::..:r:..::o:....:.v..::i.:::.de:::..:d::..JIL...-_~_----JI records from I I 
'------------------'1 however, were not supplied to the FBI (NFI) . 

~//NePem 
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(U ) ~--------------------------~ 

ate range, there are some dates for whicrh~--~----~----~~--~ 
was not found in 'records subpoenaed from wr1ter 
only reviewed! lin the FBI's possesL.s- l.,...o_n ...... 

(U/ /F05e+ I 

I For the L-p_u_r_p_o_s_e __ o_f,.....a_n_a.....,..l --v:s..,.i _s __ s_u_LP--P<O_r_t--:-in_t __ a _c_a __ nt-:i-_o-Jn-e-!d~l":"'",_n--v-~e-s:----:-ti--ar,a-L t-i~_o ...... n wr i t- ,::or 

reviewed ! l 

....-------. (~!~~ I I 
I along with I l!lndlngs, were comp1led for further 

L-a-n-a~1-y-s~i-s~in Microsoft Excel worksheets, which are enclosed on a 
disc in a lA envelope for the case file . 

r 
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(U/ /li'et:J&) ANALYST NOTE· Tt- n:.m::~ in!:! un~l ear what_ t-hP 

I 
1 As suer l:ne FBI s· 1r :S t- h:=i ~ 

I 

·tU}·· .................................. x -

-
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I Overall writer surmises that I 
lwas ~ttempting to f 

lfor unknown reasons_ 
J 

( U//Pe~ When news of the existence of the CESC mail 
server broke public in early March 2015, numerous online media 
outlets reported details about the server_ Arou~~n~d~t~h~a~t~t~1~· m~e=-~a~n~d 
seeminqly as a result of some of the articl es I I 

( U//~) Given the publicity related to the server 
beginning in March 2015, writer ·assesses that an unidentified 

r 
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individual possibly queried CLINTONEMAIL . COM using l I 
~.to learn more about the server's configuration in August 

b7E 
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Drafted By : 

·~ lJ) ··········· Cas e ··· ID····-t·: ~ L-1 _____ __.~CYBER- 1.8 

·{U)··············T . .l..tle .•............. p() MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 

Date: 05/17/2016 

UNKNOWN SUBJECT OR. COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

sis: (U//rCtiOt To document subpoena returns for 

Reference: CYBER-24 
GJ-1A-56 
GJ-1A-57 
GJ-1A-58 
GJ-1A-59 

Details : (U//FOUO' The FBI's Operational Technology Division 

b3 
b6 
b7C 
b7E 

b3 
b7E 

b3 
b7E 

(OTD) successfully extracted a limited number of domain b6 
controller logs captured by the CESC FORTIGATEBOC firewa l l. OTD b7c 
subsequently provided logs for March 3-5 , 2015 to the MIDYEAR 
EXAM Investigative Team, which SAl !analyzed on or 
about March 29 , 2016. A log for March 22, 2013 was also 
extracted by OTD and analyzed by writer . 

(U) DOMAIN CONTROLLER LOGS FOR MARCH 3-5 , 2015 

(U/ /reo&) Per referenced serial, SA I I identified 
approximatelyr--l iP addresses that were unsuccessful in 
attempting to log in to the domain controller subsequent· to 
March 2 , 2015, the day THE NEW YORK TIMES published an a~ticle 
documenting HILLARY RODHAM CLINTON's use of a private email 

~/:WOFOIUr 
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server and her qse of HQR22@,LINTONEMAIL.COM. 
MIDYEAR ·EXAM, _CYBER-2~] 

[Reference: 

(U//~ A determination was made b~ the MIDYEAR EXAM 
Investigative Team to not interview I I 
given that the login attempts were unsuccessfu . 

~//'NOFOP.lii 
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(U) DOMAIN CONTROLLER LOG FOR JUNE 22, 2013 

{U//~) OTD was also able to extract one file from a 
log directory on Firewall A( found s~ecifically at 

I . OTD identified the file because, 
when looking at the domain controller server natively, there was 
reference to the foregoing path as a log directory when 
authentication is enabled . 

{U/ /~ The log contained login inform.ation for L.l .---...I 
I I which writer analyzed. I l iP addresses were used to 
loa in to the account ! 

•• 
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jU) ca·se ID i : C() ~CYBER .._ 29 ..__ ______ __, 

{U) Title : W MIDYEAR EXA.M; 
MISHANDLING OF CLASSIFIED; 

Date : 05/17/2016 

UNKNOWN SUBJECT OR COUNTRY ; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis : (U//~) To document details related to the 
classification of foreign policy and intelligence memos authored 
by SIDNEY BLUMENTHAL , and the finding of one of the memos in the 
GUC~IFER .ARCHIVE. 

Reference : (U) {X L-1 _____ ____.~CYBER- 6 

Details : (U) SIDNEY BLUMENTHAL (BLUMENTHAL) is a forme r 
political aide to President WI LLIAM J. CLINTON and served as a n 
advisor to HILLARY RODHAM CLINTON (CLINTON) during her tenur e as 
Secretary of State, often pr oviding her memos on various f o r eign 
policy and intelligence matters . 

(U) BLUMENTHAL Memo Classifications 

(U//8&99) On or about May 13 , 2Q16, ITSpec/FE I I I l and writer extracted ! l for all availabl e foreign 
pol 1cy and intelligp memos authored by BLUMENTHAL and sent to 
CLINTON . A total of~ q nj m1 i memos were identif;.:i:..;:e:..;:d::...rr-::---"""":"'":-' 

I I Separately, _and writer queried for all 
Microsoft Word documents tagged with the labels ' ID and "B1 , " 
the latter of which signi fies the document was deemed 

· CONFIDENTIAL following classification review . The list of B1 
memos , totaling D were ext r acted in a sep'arate Microsoft Excel 
spreadsheet. 
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(U//~) In an ef~to ensure the r-lmemos were 
also captured in the list of l___j writer compar~both data 
sets. For unknown r~ebut ~ly due to l l used to 
pull all memos, onl of the L_j memos faaaed BJ were fannd in 
the larger set. The not found were ~---------------------~1 
I I 

(U//~) In addition to the c=]memos tagged B1, 
writer is also aware of anotper BI.rJMENTHAI. memq deemed SECRET 
after classification review L J. Given its 
classification writer did not ex ect the memo to be listed in 
the B1 list. were compiled for the D classifie memos SECRET) . 

(U//~) Writer additionally compared the list of 
known classified memos to an open source article published by 
The Daily Caller on March 7, 2016, which claimed BLUMENTHAL sent 
CLINTON 23 classified memos. The lisb of 23, however, contained 
four emails whose text was redacted in part of full. One of the 
emails contained an attached memo, but there is no indication 
the totality (or parts) of the document was released through the 
Freedom of Information Act (FOIA) process. The remaining 18 
items l I 

(U//~n sum, BLUMENTHAL authored c==J memos deemed 
CONFIDENTIAL and deemed SECRET. All memos were transmitted 
utilizing his AO account J I 

~------~==~--------------~ 
(U) CLINTON Server Breach ~legations~~----------------------------~ 

(U//-i?eee) In early May 2016, MARCEL LEHEL LAZAR 
(LAZAR) publicly alleged he breached the CLINTON server in early 
2013, shortly after compromising BLUMENTHAL'S AOL account. 
LAZAR, also known as ' GUCCIFER,' claimed he used the compromise 
of BLUMENTHAL's account as a stepping stone to the CLINTON 
server. Details about the allegations and analysis of the server 
logs will be documented in a separate document. 

(U//~) Subsequent to LAZAR's claims, writer 
contacted 

b7E 

HRC-8899 

b7E 

b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 



• (Rev. 05-01-2008) 

~/NOf'ORN' 

FEDERAL BUREAU OF INVESTIGATION 

(UII~~ 16 2016 SA 
confirmed that The 
memo and FOIA Case No. F-2014-20439, Doc. 
No . C05792899) is deemed CONFIDENTIAL and was entirely redacted 
when released through the FOIA process . GUCCIFER almost 
certainly obtained a copy of the now-classified memo when he 
hacked BLUMENTHAL's AOL account. 

( u I I F-e:ee-)1 

I 
(U//Pe~ Corre ction to L..I ______ ___.~CYBER , Serial 6 

(UII~) Referenced serial, which detailed LAZAR ' s 
compromise of BLUMENTHAL's AOL account, erroneously made 
references to CLINTON exchanging emails with BLUMENTHAL using 
her HROD17@CLINTONEMAIL.COM account .. Writer also speculated that 
the FBI could not discount the possibility of LAZAR having 
searched for correspondence between BLUMENTHAL and her 'HROD17' 
account. After consulting with MIDYEAR EXAM Investigative Team 
colleagues, writer determined HROD17@CLINTONEMAIL . COM was not 
created until after the BLUMENTHAL's account breach . Therefore, 
there was no correspondence between BLUMENTHAL and 'HROD17'; 
BLUMENTHAL's exchanges were only with CLINTON's 'HDR22 ' account. 

(U) According to a fact sheet released by 
HILLARYCLINTON.COM, CLINTON 

Used only one email account during her tenure at State 
[ ... ] In March 2013, a month after she left the Department, 
Gawker published the email address she used while 
Secretary, and so she had to change the address on her 
account. At the time the printed copies were provided to 
the Department in 2014, because it was the same account, 
the new email address established .after she left office 
appeared on the printed copies as the sender, and not the 
address she used as Secretary. In fact, this address on the 
account did not exist until March 2013. 

(UII~) Writer hereby corrects any reference to 
HROD17@CLINTONEMAIL.COM made in referenced serial, as the only 
CLINTON account that corresponded with BLUMENTHAL was 
HDR22@CLINTONEMAIL.COM . 

(UII~) Enclosed for the case file in a 1A env~ 
are two discs : one contains memos' metadata extracted from l___j 
and the other is r· r's o ilation and check sum of known 
cl ssified memos. 

b6 
b7C 
b7E 

HRC-8900 

b3 
b7E 

b7E 



(Rev. 05-01-2008) • 
FEDERAL BUREAU OF INVESTIGATION 

b7E 

rne race Sneet referenced above l.s also enclosed . 
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Precedence: ROUTINE Date: 06/05/2016 

To : Washingt on Field 

From: Was h ington Field 
CI-13 ~---------------------------, 

IA I Contact : 

Approved By : 

Drafted By : 

FJ} ..................... Case ID· .... #·: ....... jgQ I l cYBER - Jo · 
L--------...J 

·{U) ........ Ti:t1e·: ............. ]:8:1 MIDYEAR EXAM ; 

Reference : 

wri 

MISHANDL I NG OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY ; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

(U) ........ (~ I ~CYBER-27 
{ij).... ...~ L----.,.....-----I~GJ- 61 

(U//fOUOi Subpoenas were j s sned f o r I 
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(U) L.....-1 _____ ______. 

(U/ /"ffiUO)- A 
Investi ative Team to n 

•• 
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Precedence·: ROUTINE 

To: Washington Field 

From : Washington Field 
CI-13 
Contact : SA 

Date: 06/02/2016 

~--------------------------------~ 

·Approved By : ~~----------------~ 
Drafted By : ~~------------------~ 

tU} ····case I D 4h·· ~ L..l _____ ____.~CYBER - 3 "2.. 

·(U)···· ··T±·tle .. : .... ...~ MIDYEAR EXAM ; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENS I TI VE INVESTIGAriVE MATTER (SIM) 

Synopsis : (U/ /~ Documents investigative actions taken in 
response to allegations that Romanian hacker, MARCEL LEHEL LAZAR, 
aka "GUCCIFER", hacked HILLARY CLINTON ' s (CLINTON) email server in 
March of 2013. 

Details : (U/ /~ On 05/04/2016 and 05/07/2016, FOX NEWS released 
two news articles reporting that Romanian hacker MARCEL LEHEL LAZAR 
(LAZAR) , aka "GUCCIFER", had allegedly claimed to have hacked the 
clintonemai l.com server in March of . 2013. Those two news articles 
were derived from a series of interviews that FOX NEWS conducted with 
LAZAR from his jail cell in · Virginia. 

(U) FOX. NEWS ARTICLES 

(U/ /~ According to those articles , LAZAR reportedly hacked 
the cl intonemail.com server "like twice", using an initial 
compromise vector of SIDNEY BLUMENTHAL's (BLUMENTHAL) AOL account 
as a stepping stone to the clintonemail. com server . LAZAR stated that 
from that compromise , he. obtained an IP address for the 
clintonemail . com server from the emails contained in: BLUMENTHAL ' s 

~ / NOfi'OfitM. 
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acco~nt. The art icles further rel ayed that LAZAR subsequently 
utilized readily availabl e computer network tools such as NETSCAN , 
NETMAP , .WIRESHARK, and ANGRY I P, to scan the server and see if it was 
alive . Accor ding to the int erviews , LAZAR uti l ized proxy servers in 
Russia fo r his hacking activit ies , as he be l ieved they afforded him 
the best anonymity onl ine . FOX NEWS reported no additional details 
about how LAZAR a l legdly hacked into the clintonemail . com ser ver . 
However , he reportedly stated that it "was easy" and that it followed 
his normal "four s t ep process" , which was to : 1) identify the target , 
2) do ext ensive web research on the target , 3) access the target ' s 
account to harvest dat a , and 4) send victim data to the media . 

{U//~ Printouts of the original FOX NEWS articles are 
enclosed for the file in a 1A en~elope . 

(U/ /~ FBI INTERVIEW WITH LAZAR ON 05/26/2016 

{U//~ On 05/26/2016, LAZAR was interviewed by the FBI at 
the UNITED STATES ATTORNEY ' S OFFI CE {USAO) in Alexandria, Virginia . 
During that int erview, LAZAR denied hacking the CLINTON email server 
and stated that he had lied to FOX NEWS about that particular issue . 
LAZAR st·ated that he did in fact attempt to identify the originating 
IP address from an email header contained in BLUMENTHAL ' s account. 
However , LAZAR stated t hat he was only abl e to identify the IP address 
of 127 . 0 . 0 . 1 for the clintonemail.com domain , which he identified 
as an internal IP address . LAZAR stated that he assumed the 127 . 0 . 0. 1 
addr ess was likely assigned to a mail server at the AOL service 
provider and concluded his hacking attempts against the CLINTON 
server at that time . According to LAZAR' s statements during the 
interview, that encompassed the extent of his hacking activit ies 
against the CLINTON server . 

{U//~ LAZAR provided that his compromise of BLUMENTHAL' s 
account occurred on the date of 03/14/2013 and l asted for the duration 
of approximately six to seven hours . LAZAR recalled that his access 
was terminated in BLUMENTHAL ' s account at approximately 08 : 00 
Chicago Time . 

{U//FOUO) During his interview with the FBI , LAZAR described 
his familiarity with other hacking tools such as METASPLOIT , CAIN 
AND ABLE, ANGRYIP , and SUBSEVEN. All of these tools are readily 
available and can be used by hackers in furtherance of gaining 

HRC-8912 
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unauthorized access to systems . LAZAR described the basic 
functional~ty of t hese t ools but did not answer specific fol~ow-up 
questions about their corresponding capabilities ·and 
functionalities; Additionally, LAZAR referr~d to himself as being 
a script kiddie and an amat eur hacker rather than a professional-one . 

(U//~) LAZAR provided that he utilized the MOZILLA FIREFOX 
browser on a Windows - based operating system for conducting his 
various hacking activi t ies. Furthermore, he attempted to directly 
log in to systems by typing IP addresses into his browser . 

(U//-POUQ.) Further details about information provided by LAZAR 
during his interview with the FBI can be found in the cbrresponding 
FD-302 in this case file. 

(U//FOUO) FORENSIC REVIEW OF THE CLINTON SERVER 

(U/ /ffie&j Given these allegations , writer performed additional 
follow-up analysis in an effort to further determine whether or not 
LAZ~R was successful in hacking the CLINTON server. FBI investigation 
has determined that LAZAR's activities with the BLUMENTHAL AOL 
account occurred on the date of 03/14/2013. Therefore , analytical 
follow- up in this investigation primarily focused on the review of 
digital forensics around that t ime period . 

(U//~) On or about 05/13/2016 , writer spoke with the case 
Agents for i land obtained a list of approximately D 
IP addresses , which were identified as being used by LAZAR ~or his 
hacking activities . Utilizing writer 
conducted a search for any reference of those IP addresses in log 
files that were obtained from the CL I NTON server. No references of 
those IP addresses were found in any of the Microsoft Internet 
Information Services (IIS) logs on the server . 

Additional! with the assistance of Computer 
was created 

containin~r_-_-_~_~_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-~-r---_-_-_-_-_-_-_-_-_-_-~---_-_-_J __ a_n~d~o~t~h_Jer files from 
the CLINTON server . Again us in writer queried the master 

I lfile for any references of the GUCCIFER IP addresses 
and no results were returned . 

~/!iOFOR!l 
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(U//FOUO) On or about 05/12/2016, writer pulled the unique IP 
addresses from the 03/2013 IIS logs that were obtained from the 
CLINTON server. Given that LAZAR reportedly utilized Russian proxies 
f h ' h 'd 'f or 1S hack1nq act1v1t1es, wr1ter t en attempted to 1 ent1 y any 

l in the 03/2013 logs . Of interest 
to this investioation is that l 

l A review of the loa entrv for that IP revealed 
that it I 

(U/ /1?0t1'01 An additional log entry was identified on 03/15/2013 
at 08:15 : 54 , from an IP address listed as "ee : //aol/httpn. Open 
source information indicates that this log entry represents an AOL 
toolbar installed on a browser. An additional review of the 

b7E 

I llisted for both entries in the IIS lo s identified b7E 

that the both contained 
Given that, writer 

reviewed the 03/2013 IIS logs for additional references of the same 
I l and found several other references of the same . 
They are listed below along with their corresponding IP addresses 
and the dates and times that they were referenced in the logs : 

b7E 

(U/ /~) The above listed I I denotes the b7E 

information that is passed along 
~--~----------~~--~------------~ to the server with uest . However, it does not necessaril 

uniquely identify ~----~---------------------------------------r~ 

could be of relevance in this 
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investigation as they: 1) represent attempts to access an 
Administrator web page on the server; 2) highlight the attempts were 
made from IP addresse~ located inl I 3) show that the b7E 

attempts were made from a Windows operating system with a MOZILLA 
FIREFOX browser ; and 4) that all occurred subsequent to the 
BLUMENTHAL account compromise . The attempt L.~----:-----:--~-----:-~__.. 
is . specifically of interest because it occurred around the same time 
frame in which LAZAR had access to the BLUMENTHAL account. 

(U//FOUO) Given the findings in this analysis, writer assesses 
it is possible that LAZAR's statements during the debrief with the 
FBI on 05/26/2016 may not have been entirely accurate, and that he 
may have actually identified the X-originating IP address for the 
CLINTON server during the compromise of BLUMENTHAL ' account. 
Additionally, it is possible that LAZAR may have attempted to access 
the CLINTON server on at least one occasion-i I 
I I However, no additional forensic evidence has been b7E 

identified in this invystigation to directly tie LAZAR to the failed 
attempt L.I ______ ....~J 

(U) 
L-----------------~ 

(U//FiUO) In support of this analysis, writer also utilized 
L-----~- to query specific search terms through the I I b?E 

file in an effort to identify whether or not certain programs were 
executed on the system. 

(U//-FOUO) Of interest for this analysis is that writer 
identified! I in the log files b7E 

for the CLINTON server. of dates listed for the entries 
occurred i 

A review of the logs identified that 
someone logged in to the Administrator account , downloaded the 

I !program, and ran it. Additionally, writer identified that 
certain logs did not encompass dates prior tol I therefore, 
a determination could not be made about the same activity irl I 
At this time, it is unknown who downloaded and ran th~ !Program 
from the Administrator account in 06/2013 . 
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CLASSI FI ED BY : NSICG J76J1 STSO 
REASON: L 4 (C) 
DECLASSI FY ON: 1 2-31 -20 41 
r ATE: 01 - 1 8 - 2017 

~ /NaFeml ··t(S) ALL HJFOBt..tA.TION CONTAINED ~~ 
L...-----1 HEREIN I S UNCLASSIFI ED< EXCE1b7E 

FEDERAL J:JUREAU OF INVESTIGATION \-IHERE SHO\~N OTHERWISE 

Precedence : ROUTINE Date : 06/17/2016 

To : Washington Field 

From: Washington Field 
CI-13 
Contact: IA 

Approved By : 

Drafted By: 

{U) .... ·cas·e .... ·rD· .. ·#·:· .... ·{)sQ L-1 ____ ____.~CYBER - 'l 3 

·(U)... T:itl:e ·-; ............ ~ MIDYEAR EXAM ; . 
MISHANDLING OF CLASSIFIED ; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U//~Ue7 To document files found on the desktop of 
BRYAN PAGLIANO. 

~ /NOFO~L-----'· ... J(SJ 
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Details : (U//~) In support of captioned investigation, 
various files saved on the desktop of BRYAN PAGLIANO (PAGLIANO) 

extracted from the three. files were queried in 
~d~a-t~a-b~a-s-e-s~1-n~ an effort to identify any association with 
previously re~s~t~a~b~l~i~s~h~e~d~m~a~l~i~c~i~o~u~s~a~c~t~1~·v~1~·t~y~.~T~h~e~t~h~r~e~e~f~i:l~e~s~c~a~n 

be found inl~--------------------------------------------------~1 
UNCLASSIFIED//f9R: 9FFICI*I:. I:JSI!! 8NL't 

l it remains unknown why 
PAGLIANO saved t hese I l in particular 
when the server is known to re p eatedl y have ex p erienced brute 
force attacks. 

(U//~) PAGLIANO also ·saved 

Based on forensic 
anal ysis, the PAGLIANO server 

L....--------------------------------~ 
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(U//Peue) In sum, ~~~~-=~~~~----------------~ 
none of the l ! queried in FBI databases were 
associated w~th clear cyber intrusion activity. 

(U//~) It remains unknown why PAGLlANO saved 
~----------~--~~ or if he followed up on the data . It also 
rema ~ns unknown if all l l listed in the . txt file 
observed on the same day or ~f PAGL1ANO kept a runn~ng list 

I I 

were 
o f 

(U//FCU~ Printouts of the three . txt documents a r e 
e nclosed in a lA envelope for the case file . 
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Precedence: ROUTINE 

To : Washi ngton Field 

From : Washington Field 
CI-13 
Contact : IA 

Approved By : 

Drafted By : 

(U)····· :·····case ···· ID ··# :··· ~ ~CYBER - ~5" 
L--------....1 
MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 

Date : 06/23/2016 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Reference : 

Detai1s: (U//~) FBI Washington Field Office (WFO) provided 

(U) I I L----------....1 
(U/4'000) In support of captioned investigation , · 

~/NQFOffil 
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Precedence : ROUTINE Date : 07/05/2016 

To: Washington Field 

From: Washington Field 
CI-13 
Contact: IA 

~------------------------------~ 

Approved By: 

Drafted By : 

'{U)······ ease······ID·····# ··:·· ~) I ~CY~ER - 3, 

{U)········Ti·tle·:······ ·~ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNK~OWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis· fii// rnrtfrl To s11mrarize suspicious login activity to 
~~--------------------------~- on January 5, 2013 . 

Reference : {U) ..... ()() L-1 ______ ..... ~ 302; serial 88 

Details : (U//P9U9) Per referenced serial, I the 
user of I I was interviewed ' 
telephonically by the Federal Bureau of Investigation on 
June 29, 2016 regarding her knowledge and use of The Onion 
Router (Tprl . a t9ol that enables anonymous communication on the 
Internet. L J offered she was not familiar with Tor and has 

in to l _ J e - mail account on January 5, 2013. A summary of 
never qsed th: tool. Tor, however, was used to successfully l og 

the event is etailed below. 

(U//~U~ On January 5 , 2013 1 l e-mail account , 
which was hosted on HILLARY CLINTON's personal e - mail server, 
~~--~~~~~ly accessed from a Tor node~~----~----~----------~ 

. Based on available lo information the account 

Over the course of continuous inbox 
~~--------~--------~~--~----~ 

browsing was conducted . Whi e ~~~~~----------------------_.--~ 
cannot be determined~,~a~n~a~l~y~s~i~s~o~f~t~h~e~--------------------------~ 

L--------..... l noted that L--------------------------------------------~ 
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(U//POUO) Given t he nature of Tor, the client IP 
address changed approximat ely every 8-10 minutes . Ov.er the 
cour se of session. three different Tor nodes were logged: 

I I 

(U/fFOUO+ Based on ~ statements and log · 
information , . the FBI assesses lwas 
accessed without aut horization on January 5, 2013. It remains 
unknown how l ~redentials were compromised, and if any 
information was exfil t ra t ed from her inbox. 

fU//FOeO) A disc containing a copy of the IIS logs 
related to ! account for January 5, 2013 ' is enclosed in 
a 1A envelope for the case file . 
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Precedence : ROUTINE Date : 07/15/2016 

To : Washington Field 

From: Washington Field 
CI-13 
Contact : IA 

~------------------------------~ 
Approved By : 

Drafted By : 

(U) Case ID #: )>5:) J ~CYBER - '3~ 
{U) Title: j:8:1 MIDYEAR EXAM; 

MISHANDLING OF CLASSIFIED ; 
UNKNOWN SUBJECT OR COUNTRY ; 
SENSITIVE INVESTIGAT~VE MATTER (SIM) 

Synopsis: (U//FOUO) To document analysis of HILLARY RODHAM 
CLINTON's logins to the BRYAN PAGLIANO Server . 

Reference : (U) ((~ ~302 , serial 87 
~~------------~~302 , serial 90 

Details : (U/ /POU()i On or about June 17, 2016 ~ Operational 
Technology Divis ion (OTD) provided HILLARY RODHAM CLINTON's 
(CLINTON) logins to the BRYAN PAGLIANO (PAGLIANO) Server, which 
was in service from approximately late March 2009 to. late June 
2013 . The data provided by OTD was requested in an effor t to 
identify : when CLINTON may h ave begun using t he PAGLI ANO Server 
for e-mail purposes ; possible suspicious login activity while 
her account was hosted on the PAGLIANO. Server ; and determine 
whether logins were conducted from high- threat countries CLINTON 
traveled to during her tenure as U. S . Secretary of State . 

(U//FO~~ Analysis of e-mail records obta ined by the 
FBI revealed CLINTON began usirig the e - mail address 
HDR22@CLINTONEMAIL . COM1 on or about January 23 , 2009 , having 
previously used HR15@ATT .BLACKBERRY . NET . CLINTON ' s new e-mail 
address presumably was hosted on the APPLE Server once the 

1 (U//Fet;e according to subpoena 
returns. -------------------------------------------....J 
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switch occurred . This assessment is supported by the fact that 
the PAGLIANO Server was not operational for e - mail until March 
19, 2009 . 

(U// fQgQ ) Of note , the FBI was unable to verify i f , 
and for how long , HDR22@CLINTONEMAIL. COM was hosted on the APPL~ 
Server , as the device was not turned over to the FBI for 
forensic examination _ Additionally , investigation to date has 
not been able to identify the_ exact date of when · 
HDR22@CLINTONEMAIL . COM was firs t hosted on the PAGLIANO Server . 
However , based on e-mail analysis of HUMA ABEDIN ' s (ABEDI N) u _s . 
Department of State (STATE) OpenNet_ account , the first 
r eflection of HDR22@CLINTONEMAIL . COM is on a n e-mai l da t ed 
January 23 , 2009 I ~ 

(U//~OUCH Login s for CLINTON were availabl ; from ~pril 
18, 2009 to June 30 , 20 13. There were approximately ! J 
events captured in the PAGLIANO Server ' s Internet In~~o-r_m_a~t~i~on 
Services (IIS) logs , with activity stemming from r--l unique IP 
addresses . Writer geo-located all IP addresses an~und that 
CJ resolved to the United States and D to foreign nations -

(U//Peee) Lo g ins from US-Based IP Addresses 

(U/ / FOUO) Of thel I US - based IP addresses , ' 1 · 
resolved lie Internet Service Providers (ISPsl - ~--~ of the 

,..r:..;e~m:.:.:.a=i~n-=i.:.:n:..;::!...l __ ~ IP addresses resolved to STATE I I and 
and the other two to the U.S. Air Force 

Logins from thellu_s _ 
Government IP addr esses were scrutinize d given t~INTON was 
not known to have had a computer terminal whi le at STATE, and 
repeated log ins in 20 11 and 20 12 from I P addresses resolving to 
a l j seemed unusual. 

(U//FOUO) Logins Conducted from STATE IP Addresses 

(U/ /rOUO) Logins from the l I.STATE IP addresses were 
conducted on March 12, 201 0~----~~----~----~~~~--~---:~--~ 

Based on statements provided to the FBI, 
~w~h-1~.c-h~-n-o~t-e-d~a--~l~i-m~i~t-e~d number of individuals had authorized 
access to CLINTON ' s e - mai l account, logins from STATE IP 
addresses li ke ly were carried out by CLINTON's aides . These 
individuals had authorized access for a variety of reasons , one 
of which was to facilitate the retrieval of old messages, as 
CLINTON ' s BLACKBERRY devices only hel d 30 days' worth of e - mail 
traffic . [Reference : I ~302 , serials 87 and 90] 

(U//~ Logins Conducted from USAF IP Addresses 

(U// FOUO) Ana lysi s of l ogins conducted from 
~------------------------------~~ found that CLINTON ' s account was 

~/!iOPORN 

.· 
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accessed on numerous occasions ~n 2011 and 2012 from the l 
aforementioned IP of the events c~a~~ 
denoted 

~------~--~~~~~ 
It remains unknown why two USAF IP addresses 

are reflected in the IIS logs; however, a possible explanation 
is that CLINTON ' s iPad devices were connected to a .USAF network, 
perhaps the C-32 airplane2 she traveled on when on official 
business. Writer assesses this is a likely explanation, as the 
dates of activity reflected on the IIS logs correlate with 
CLINTON's official overseas travel schedule, as published by 
STATE. 

(U//FOSO) Logins from Foreign IP Addresses 

(U/ /I:O'tffl") Writer resolved the ~~---...JI foreign IP 
addresses, which resulted in the following: 

UNCLASSIFIED/IF OR OPPICIJIC:L tlSF: OPtbY 

IP Address Country Date of Login 

(U//P8Ue; The date(s) of login activity from each of 
the above-listed countri~s was compared to CLINTON's official 
overseas travel schedule. Writer found that in most cases 
CLINTON was on official travel to the country from where the 
login occurred, or i n the same geographical region she was on 
travel to, possibly suggesting a layover or short stop given the 
proximity in travel dates . 

2 (U) The C-32 is a military version of the Boeing 757-200 commercial intercontinental airliner. These airplanes are 
currently used for high-priority personnel transport, to include the U.S. Secretary of State. 
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(U//~l Writer found that logins from l 
L...,..,...,. ___ ...,_ _________ ~::-------~1 however, were suspL...-1-C ... l~o~u~s-,-a:--s--1 
CLINTON was not on travel to either country or in another close­
by nation-state around the date login activity was captu:ed i n 
the IIS logs. In the case of login activity fro~ J on , 
I I CL I NTON's official travel schedule noted she was 
1n Lebanon o n April 26, 2009 and did not travel again on 
official business until May 31, 2009 , when she visit:d 
El Salvador. I t is unknown if CLINTON I _ 
for a pp rox ima t e 1 y after her L.o_f,...f ... l__,..C_l ...,.a"""I---.t __ r.,..a_v __ e..,.....;t~o~::::::;-...J 
Lebanon, though i 1s a explanation for the l 

I l login activity from ~----~ 

~----~'~(~J/~/~~~~ ) Other suspicious activity occurred~o~n~--~ 
~ from an IP address that resolved to l I 

~A~c-c_o_r~d ... i_n_g~t-o~C~L~I~N~TON's official overseas travel schedule , she 
was in Singapore on that date and traveled to the People's 
'B epnb lic of China on November 16, 2009. As such, a login from 
I r seemed unusual . 

(U//~) Given that CLINTON's tenure as U. S . 
Secretary of St ate ended on February 1, 2013, writer was unable 
to ~scertai1 j f :~e:e was anv corrq~ation between her travel and 
log1ns from _ _ _ ~1n as the 
activity occurre a mostl after she had left office3 • 

(U//FSUO) Loqins Likely Conducted by CLINTON's Aides During and 
After Her Tenure as U. S. Secretary of State 

(U//¥eum As mentioned above , select staff members had 
a uthorized access to CLINTON's e-mail account during her tenure 
as U.S . Secretary of State. A closer look at login act ivity 
cond ucted from US-based and overseas locations revealed aides 
pr obably were responsible for logins to CLINTON's e-mail account 
bet ween 2009 and 20 1 3, the duration of CLINTON's tenure. 

(U/ /~ Logins from US-Based IP Addresses 

( U//~ I I analysis of US-based 
activit y revealed re~p~e~a=t~e~a~I~o--g~l~n~s~t~o~tLINTON's account between 
2009 a nd 20 1 3 likely was done by her staff members, judging by 
LI--__,..-----~--~~--~-~----;-...JI The activity i n 
a uest ion was condncted from rp addresses that r eso lved t o 

I 

3 
(U) CLINTON served as U.S. Secretary of State from January 21,2009 to February I, 2013. 
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(U//~o~or While writer was unable to establish with a 
definite degree of certainty that a significant number of logins 
were conducted by CLINTON aides, statements provided to the FBI 
by at least two witnesses make it.likely the activity was 
carried out by CLINTON staff members . As an example, MONICA 
HANLEY (HANLEY) is known to have created an archive of CLINTON's 
inbox following the compromise of SIDNEY BLUMENTHAL ' s personal 
e-mail in March 2013 . HANLEY offered to the FBI that s he used an 
APPLE Macintosh computer short ly thereafter to access CLINTON's 
e - mail a nd arch ive mes s aaes a ct ivit~ that was reflect ed in the 
II S logs . [ Reference: L !-302, serials 87] 

(U//~) Logins from Foreign IP Addresses 

(U/ /~) Login act.ivit revealed t at aides 

b3 
b7E 

were responsible for logins fro b7E 

Th is assessment is based on closer inspect1on of ~--~~~----~ 
I !associated with the aytivity, which indicated that 
I J were used to log in to CLINTON's 

account . Based on statements provided to the FB I , CLINTON is 
onl y known to have used BLACKBERRY and APPLE iPad devices to 
access her account, rendering it likely that logins from 
I lwere carried out by CLINTON s t aff 
members. 

(U// FOUO) Logins using l !machines b7E 
were conducted from IP addresses that resol ved to t h e r----1 

L-.....------.,....-.....,..---------,---1 Given t he above, it is 1 ike 1 y---rnat 
these l9q ins were carri yd out by CLINTON's aides , as CLINTON did 
no t use L J she only utilized iPad devices, which 
run on APPLE iOS soft\jare : Furthermore . t lhis could explain the 
a nomalous login s from l _ _ detailed earl ier in 
this document. 

(U//~) There is insufficient data to determine i f 
connections to the CLINTON server from overseas were conducted 
from public or secure networks. As a consideration, if security 
was considered by aides, logins may have been conducted from a 
secure network, such as those in place at U.S. dipl omati c posts . 

(U//~) A disc wi t h logins to CLINTON ' s account from 
April 18, 2009 to June 30 , 2013, and IP address resolutions, is 
enclosed in a 1A envelope for the case file. A separat e disc 
with the raw data obtained from OTD, dated June 17, 2016 , is 
a l so e n closed . 
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Securing Personal E-mail Accounts 

From Wikisource 

Securing Personal E-mail Accounts 

United States Department of State 

United States Secretary of State Hillary Rodham Clinton 

Securing Personal E-mail Accounts 

Department of State 
United States of America 

MRN: II STATE 65111 
Date/DTG: Jun 28,2011 / 2822232 JUN II 
From: SECSTATE WASHDC 

June 28, 2011 

Action: ALL DIPLOMATIC AND CONSULAR POSTS COLLECTIVE ROUTINE 
E.O.: 13526 
TAGS: APCS, ASEC, AADP, AMGT 
Subject: Securing Personal E-mail Accounts 

UNCLAS STATE 065 I I I 
E.O. 13526: N / A 
TAGS: APCS, ASEC, AADP, AMGT 
SUBJECT: Securing Personal E-mail Accounts 

Reference: 

A) 12 FAM 544.3 

I. Department of State users are encouraged to check the security settings and change passwords of 

their home e-mail accounts because ofrecent targeting of personal e-mail accounts by online 

adversaries. Security guidelines have been posted on the DS/SI/CS Cyber Security Awareness 

web page: 

http://intranet.ds.state.sbu/DS/S 1/CS/ Awareness I /Content/Personal%20Email.aspx. 
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2. Recently, Google asserted that online adversaries are targeting the personal Gmail accounts of 

U.S. government employees. Although the company believes it has taken appropriate steps to 

remediate identified activity, users should exercise caution and follow best practices in order to 

protect personal e-mail and prevent the compromise of government and personal information. 

The DS/S 1/CS Cyber Security Awareness web site contains guides to help secure the web-based 

e-mai I accounts of users and their fam i I ies. 

This information can be accessed at: 

http://intranet.ds.state.sbu/DS/S 1/CS/ Awareness I /Content/Personai%20Email.aspx. 

3. What can you and your family members do? 

a. Follow the personal e-mail guides posted on the Awareness site to change your password, 

to ensure that messages are not auto-forwarding to an unintended address, and to verify 

that other security settings are properly configured. 

b. Beware of e-mail messages that include links to password reset web pages. These can be 

easily faked. 

c. Create strong passwords for all of your online accounts, change them often, and never use 

the same password for more than one account. 

d. Avoid conducting official Department business from your personal e-mail accounts. 

e. Do not reveal your personal e-mail address in your work "Out of Office" message. 

f. Do not auto-forward Department e-mail to personal e-mail accounts, which is prohibited 

by Department policy ( 12 F AM 544.3). 

4. Questions regarding cyber security awareness should be addressed to awareness@state.gov 

CLINTON 

Retrieved from "https://en. wikisource.org/w/index. php?title=Securing_Personal_ E-mai l_Accounts&oldid=5282193" 

I ~;~- Th;s wo'k ;s ;n the publk domain ;n t~ Unite~States~:cause it is a wo'k of the un;ted States 
v~ federal government (see 17 u.s.c. 105). 

Categories: 2011 works I PD-USGov I United States I Washington, D.C . I Communications I Internet 

I United States Department of State I Computers 

• This page was last modified on 9 March 2015, at 22:07. 
• · Text is available under the Creative Commons Attribution-ShareAlike License; additional terms 

may apply. By using this site, you agree to the Terms of Use and Privacy Policy. 
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b6 

L-------~~---------------------------------------------------------------------b7C 
From: 
Sent: 
To: 

Thursday, February 18, 2016 5:29 PM 

I I 
Subject: RE: Optiv . 

Cool. Thanks.:, Someone looking to work there and was concerned. 

nPLATTE RIVER 
(' networks 

I 

From:~l ,....-....,....___,....,....-~=--=~~~~------' 
Sent: Thursda~, February 18, 2016 4 :18PM 
Tol _ I . 
subJect: RE:1 pbv . 

Fishnet IJSed ~o be a smallish shop out of Kansas City, which grew to 500+ head count over the years, and prior to the 
merger. A lot of the tech talent and leadership bounced because their culture was now colonized by big corporate. 
Beyond that, I've not hea.rd of any issues other than what you wouid expect from a merger ... integration issues (with 
systems, processes, and culture). We have never done any work with them from a partner standpoint. 

i . 

From 
~--~----------------------------~ Sent: Thursday, February i8, 2016 4 :11 PM 

To4~----------------------~ 
Subject: RE: Optiv 

Since their merger last year I'm hearing they are having lots of problems. 
Do you run into them ever? 

nPLATTE RIVER 
[ ·'networks 
Wcti!J.M~t~~~l'f.C'~~~fl. 
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From:l 
Sent:~l ~nu~~=r-a~y~, ~~b~ru~a~~~ia~,~2~o~i6~4r.:~o~6~P~Mr-----~ 

To~ I 
Subject: RE: Optiv 

I 

Not sure what you are referencing ... 
1 

From:L-------....------------------------' 
Sent: Thursday, February 18, 2016 3:45 PM 

To~~------------------------~ 
Subject: Optiv 

What's up with bptiv? Are they tanking? What are you seeing? 

e ora ~X) ..... bll -~ oorn ~ DB 1 o ·Floudvs IIUf:.WI . 
..... 10l'.U_o 

.... ~ .... ---- I'IIIV•r\.. ...._ . t'.J!ifl• ~o~C' 
.. .. c-, QOe4l'AHU .eua~e----~ ~ ~ 

I 
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ALL INFOIWA'l'ION CON'l'AINED: 
HEREIN IS UNCLASSIFIED 
DA'l'E 01-20-2017 BY J76J18TSO NSICG 

·From: 
Sent: Tuesday, February 02, 2016 9:06 PM 

I I . To: 
Subject: FW: SnowFROC 2016 conference 
Attachments: SnowFROC16Promo.pptx 

See attached and below. Thought you might be interested. 

.nPLATT~ RIVER 
(' ne.tworks 
WebuJ!!tleltt!mt•Ml~.~~~~Dlll. 

From:.LI----......------------....1 
~1· I11::dav ::.hf'fry 02, 2016 7 :10PM 

Sul))ect: ~nowf'R:~ ~016 conference . 

HiL..I -.....J 

A .ttached is info on the conference I'm putting on Feb 18th. It is at SecureSet. 3801 Franklin Street, Denver 
80205. 

If you know anyone who wants to sponsor that would be great. I've attached the sponsor forms and a slide with 
the info on it. 

Let me know if you ;want to come and I'll print up a complimentary badge for you. 

Thanks!! 
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b6 

~--------~------------------------------------------~--------------------------b7C 
From: 
Sent: Tuesday. December 08. 2015 10:10 AM 
To: 
Subject: RE: URGENT - spoofed email and wire ... 

HiL-l _ _, 

This is a common a~ack scenario. I'm a slow typer; ·but free to catch up by phone to discuss. I am free today from 11:30-
2, or a~er 4:30 for a call. Please feel free to call whenever you have a moment. 

From 
~--------------------------------~ 

~:~:Tuesday, December 08, 2015 9:28AM 

I I -
Suject: URGENT- Sf?OOfed email and wire ... 

D 
Our client had an int~rnal exec email spoofed and causing an inadvertent $2SK wire going out. 

Can we ask for your apvice on how to keep this from happening in the future. 

I have copiedL..I __ ___.~ndDho are working on this for the client . Have you seen this before? 

What do you recommend? 

Thanks! 

. HRC-9076 
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L-------~-----------------------------------------------------------------------b7C 
From: 
Sent: 
To: 

Monday, August 31, 2015 2:14PM 

I I 
Subject: RE: Thoughts?? 

Finally quieted doWn once our Publicists got the facts out. 
' . 

Expect it to flare up_ a few more times than disappear. Yay! 

'fJ!!tAJliERtV£R 
: ·-.. : ::n :e. ·~-~.t=r8 ·r_'k·~'-' -
~Y~~Wlld.beite~:JW~Yt!U'r~.b~~~:OJi' ~i -

Froml 
Sent:":-M':"'"o_n...,d-ay-,-:A:-u-g-u-:st-:3::-:1:-,-:::2~0-:-15~2-::0::-:4:-:P::::M:-:-------------' 

To:l I 
Subject: RE: Thoughts?? 

We may throw some~hing ~ogether. Debating if we can pull it off. How's the media shit storm treating you? 

From~~~~--~--~~~~~~~~--------~ 
Sent: Monday, August 31, 2015 12:20 PM 

T~~------------------------~ 
Subject: FW: Thoughts?? 
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Froml I 
Sent: Monday, August 31, 2015 10:50 AM 
To:l I 

· Subject: ThoughtS?? 

Not a whole lot of time .... RFP due ·sept 3rd ® 

PLAT.TE RIVER 
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b6 

L---------._--~---------------------------------------------------------------------b7C 
From: 
Sent: 
To: 
Cc: 
Subject: 

Perfect 
Thx 

Sent from my iPhone 

Saturday, May 02, 2015 1:32 PM 
I I . 

Re: Risk Assessment 

On May 2, 2015~ at 2:4?. PM wrote: 
~----------------------------~ 

Thanks for t~e emai' I He left me a voicemail on Friday but 1. was traveling all day. I am planning on 
calling him on Monday. We routinely do risk assessments for our clients cyber reach insurance 

I 

underwriting~ Will keep you posted. ' 

Thanks, 

I 
On May 2, 2()15, at 11:48 AM wrote: 

~--------------------------~ 
Hi._l _ __. 

Pleas~ see below. Can we make an introduction? 

--········r=====::::;;:;;;-....;.· ·---..,---- -------------
Fromj~-:-:---:-:-~-:--:~ 
Sent: ;Friday, May 01, 2015 12:54 PM 

T~~----------------------------------~ 
Cc: CRC 
Subject: Risk Assessment 

I 

Hey gLys- not sure where to go with this one. Just got a call frorrl I 
.I !there are a CPA Firm downtown. They are looking into 

I 

getting Cyber Insurance and in order to do this they need a risk assessment done on 
their rietwork by someone other than. their in house IT guy. They. have 50 users. 

He wa~ referred to us by the ALA and remembers meetinQabout 3 years ago. 
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Re Clinton email 
?messages 

fu'~----------~------------------------~ 

ALL Il<l'IDRMA.T ION COJ.rT.AINED 
BE.REIN IS UNCLASSIFIED 
DATE 01-20-201 7 BY J76J 1 8'l'80 I'TSICG 

wed, Mar 11. 2015 at 10:13 AM 

Hi! 1rJ !wondering if u might be available for a live telephone interview this Saturday moming for our KNUS radio show. want to talk about Hillary . 
Clinton hav1ng own server from a cyber security point of view. We r thinking 8 am . 
My cell ii IThx! · 
Sent from my iPhoneght 

Tot~--------------------------~ 
H~l never mi~s the opportunity for a media appearance, But I think I'll definitely take a pass on this one. LOL 

Begin forwarded message: 

From 
Date: tM'l":a~rch~1:-::1-, 2~0::-:1~5-::a~t ':'1 0~:':'13~:':'43::-::'A':':M:-:M~D~T;o------' 
To:l 
Suij~1e~c~t~: DR~eTC~u~rn~o~n~em~~a~u------------------------------~ 

Wed, Mar 11, 2015at 12:53 PM 

Hi! lt'4 I Wondering if u might be available for a live telephone interview this Saturday morning for our KNUS radio show. Want to talk about Hillary 
Clinton 1vion w rn :or from a cyber secu~ity point of view. We r thinking 8 am . 
My cell• _ ~ _ Thxl 
Sent from my iPhon~ht 

To:L~------------~------------~ 
wed, Mar 11. 2015 at 12:54 PM 

Too funny 
Thanks for passing 

Sent from my iPhone 

Wed, Mar 11 , 201S at 12:55 PM 

To:l~----------~----------~ 
Hrlthanks for reach!ng out to us but I will be out of the country until March 25, and will not be available in the meantime. Please keep in touch in the future as .I 
tr~reciate the offer .. 

Thanksc:J 

· I 

(OuoiBd IBxt hidden( 

LT51L.-_____ __, 
Wed, Mar 11, 2015 at 2:52PM 
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Thanks and enjoy your trip. 

Is there anyone else ~ith your company that you could recommend? 

Thanks, 

Th:i~--------~----------~1 

Security\Neek.Com. . 
www.securityweek.com/cfinton-email-server-vulnerable-3-months-venafi 

(Quotod IOlCI hidden) 

~~-------. ~. ------~ 
Good thing we did not take over until after she left office in July of 2013 

From~--~--~~~~--~~------------~ 
Sent: Thursday, March 12, 2015 7:46AM 

Tcf . r 
Subject: Re: Re clinton email 

(Quotod t.lcl hicldon) 

(Quotod r.l<l hicldon) 

Thu, Mar 12, 2015 at 8:45AM 

Fri. Mar 13, 2015 at9:27 AM 
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ALL INIDRUATION cmrrAINED 
HEREIN I S UNCLASSIFIED 
DATE 01 -2 0-2017 BY J76J1BT80 NSI CG 

. FW: clinton's - please read - do we need to make these changes recommended? 
7 messages · · ; · 

~~~L...-----.-------------11 
Hic::::J 

Please read article beiow regarding cert for the Clinton's Fortinet firewall. 

THANKS 
\ 

Fromt J, 
Sen:; Saturday Marcb 07 2015 12'14 PM · :1 I · · 
SubJect: RE: dinton's - please read - do we need to make these changes recommended? 

This only affects. remote J.og i n~L-----.....J~nd nothing to do with the email/email server. 

. Sat,Mar7,2015at4:16PM 

That being said, we may ~ant tciL ________ __..~Itogether. What do you thinG We woJ,Jid just ne~d to!L-------'~o manage 
it ! 

to make these changes recommended? 

I 

Clinton's top aide d~ring that period, Cheryl Mills, is a respected scandal-defense lawyer. As a member of the White 

House counsel's offi,ce, Mills help-ed. guide President Bill Clinton through a series of investigations in the 1990s and 

won praise for her performance in successfully defending him when the Senate voted not to remove him from office in 
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1999· 

. 
Mills would go :on to combine two of the most powerful posts at the State Department -- chief of staff and counselor --

under Hillary qlinton. In that job, she spoke for Clinton on management matters within the department. 

Mills didn't reply to an e-mail seeking comment. 

I 

Not long after r~signing as secretary of state, Clinton's private e-mail service was ~r~sferred to a commercial provider, 

MX Logic, Devost said. 

· "The timing mak~s sense," Devost said; "When she left office and was no longer worried as much· about control over 

here-mails, she;moved to a system that was easier to administer." 

It took less than:a day for researchers to find potential problems with the Clinton's system. 

Using a scanning tool <;:alled Fierce that he.developed, Robert Hansen, a web-application security specialist, found 
i . 

what he said wer;e the addresses for Microsoft Outlook Web access server used by Clinton's e-mail service, and the 

virtual private n~twork used to download e-mail oyer an encrypted connection. If hackers located those links, they 

could search for ~eaknesses and intercept traffic, according to security experts. 
. . . 

Factory Default 

Using those addresses, McGeorge discovered that the certificate appearing on the site Tuesday appeared to be the 

factory default for the security appliance, made by Fortinet Inc., running the service. · 

Those defaults w~uld normally be replaced by a unique certificate purchased for a few hundred dollars. By not taking 
. I 

that step, the systerri was vulnerable to hacking. 

It's unclear wheth:er the site's settings were the same before news of the private e-mail account emerged this week. 

I 

Foitinet issued a s,tatement saying it wasn't aware the company's technologies were used by Clinton. 

"If they were, our recommendation is to replace provided self-signed certificates with valid digital certificates for the 
! . 

protected domains," said Andrea Cousens, a Fortinet spokeswoman. 

"It may have fallen: in the real~ of acceptable risk," Devost said. "They wanted to make sure that when she was in 

Egypt all of the traffic from her phone to the mail server was encrypted and that was their priority." 

HRC-9085 



To contact the reporters on this story: Michael Riley in Washington at michaelriley@bloombe rg.net; Jordan Robertson 

in Washington ~t jrobe rtson40@bloomberg.net; Chris Strohm in Washington at cstrohm1 @bloomberg.net 

Sat, Mar 7, 2015 at 8:14PM 

Please feel free to giv~ me a can anytime aiL ___ __,I if 1 can help in anyway. 

Thanksc:::J 

I 

On Mar 7, 2015, at 4:16 PMLI ____________ ...Jiwrote: 

Hc=J 

Please read article b1low regarding cert for the Clinton's Fortinet firewall. 

------------------------------------. 
Our techs copied here havol ------------:---------~-------------' I 1: _ · 1~-------

Is this sufficient'Qs working on this now. 

THANKS 

<imageOOl.jpg> 

[Quoted text hidden) 

[Quoted text hidden) 

~L------------1 
How about now? If not, it ~n wa~ for Monday .. :. 

.Sat, Mar 7, ~015 at 8:16PM 
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Fro-.. '------------------------------~ Date: Saturday, March 7. 2015 at 8:14PM 

~~,~~------------------------------~----------------------, 
Subject: Re: clinton's ~please read- do we need to make these changes recommended? 
[Quotad text hidden) 

(Quoted text hidden( 

~o:J--------------------------L-------------------, 
·cc'L-----------------------------------------~ 

Sat, Mar 7, 2015 at 8:19PM 

c:::J know ~av~ tonight when you get a chance tomorrow hopefully can you respond to the emails as far as suggestions and then maybe we can set up 
a call with yot__rndL..Jfor Monday . 

Sent from my iPhone , 
[Quoted text hidden) 

s performing ton.ight 

Sent from my iPhone 

On Mar 7, 2015, at 8:1a PM~..J ____________________ _,J wrote: 

How about now? If not. it can wait for Monday .... 

PLATTE RI VER NETWORKS 
OT HAVON< OnQ A >O<O NH< 

(Quoted text hidden] 

(Quoted text hidden] 

2 attachments 

Sat, Mar 7, 2015 at 8:40PM 

l 

Sat, Mar 7, 2015 at 8:44PM 

To: ~~------------------------...1..-----------------------, 
c~L---~~~~~~~--~~--~~~~~~==~--------------------~------, 

No worries. I am still at the office. so figured I'd lrY,. It can wajt for Monday I pul th L----------------------------------------------1 1 guess · 
we coul~ , Jif we are certai1L ________________ _._ 
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From 
~--~~~~~~~~~----~ Date: Saturday, March 7, 2015 at 8:40PM 

··---···--·---·-·-···-··------ --

Td 
Cc~~----------------------~--------------------------~ 
(Quoted teld hidden( 

(Quotod teld hidden( 

(Quotod teld hidden) 

~~----------------------~_J 
Ccl~------------~--------------------------------------~ 

I'm available now. or anytime over the weekend if you would like to touch base. Feel free to call anytime. 

On Mar 7, 2015, at a:« PM~------------'lvrote: 

Sat, Mar 7, 2015 at 11 :54 PM 

No .. worries, I am still' at the office, so figured I'd try. It canfw,..a.,.jt..,fo..,r..,M.,o..,n .. da ... y......,l p..,y .. t,..tb .... eiL,_ ________________________________ -:---------.JI I 
gue_ss we coul~ ~f we are certain._l ________________ _. 

I 
PLATTE RIVER•NETWORKS 

IT SERVICES fOR B~SIHESS 

(Quoted tOld hlddet\) 
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Recommendations for additional Cyber.Security ... 
1 message 

~\~--------------------------~----------------~ 

Thanksc::::J 

I have copie<Qnt:Jon our end who may have questions. 

thanks 

Froml 
~nt:~Th~u~ijd~a~y~, ~M~a=rffi~f~o~5,~2~0~1~5~4~:o~i~PmMr-------~ 

SuDJed.: QUICK ihoug~ts 

Sat, Mar 7, 2015 at 12:55 PM 

Some quick thoughts on! shoring up the defenses ... The most likely scenario to play out would be your staff targeted with a phishing email, to either ask them for 
credentials to the local network, or asking them to dick a link, which will install malware. Once malware is installed, keystrokes are logged to capture the LAN 
credentials. So we would definitely recommend an all-hands refresher ASAP·on security awareness I social engineering vigilance. . , . . 

' 
I 

As for technical controls., . 

Implement <klay pr~tection on the perimeter (uri filtering and malware' sandboxing) 

Monitor all access and failed attempts to access your network resources. and your client's resou.rces. 

Conduct vulnerability scanning on your network to verify that patching was effective. should someone click the link: 
I . . 

- You may also want to put any admins who work on the clients account, into their own isolated vlan. should one of the other Platte River employees get 
infected/compromised. ' · · . · 

Confimn all vectors of access into the environments. 

Let me know if you would like to touch base by phone to discuss further. 

D 
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1"0·340 (Rev. 4-11-0?3._) ------------. 

File Number I t vYB 612-- .1-ft-
b3 
b7E 

field Office Acquiring Evidence ..--W:.......:..f_O ________ __,_ ____ _ 

Serial# or originating Doc.ument I f cy~-2-7 ' ' \ 

Date Received 05/11 / 7-0\ (p 

From . 
----------(~N~am=e~o7fC~o~n~m.~bu~lo-,~~lnt~cN-.i-ew-ee~)-----------

(Address) 

By_j~---------------C-Cj~,;~.~~S~•;~)~-----------------
To Be Returned 0 Yes ~0 
Receipt Given D Yes ~No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

D Yes 
Federal Taxpayer Information (FTI) 

0 Yes I A 2._o 

Reference: "fb ---l051 Ui~·ff d 0 5/ i \ { 1AJ I U 
(Communication Enclosing Material) 

Description: · D Original notes re interview of 

Dl.S£/ con't'l't\n\"\5 ktiUI# ID o\C.sunp·hons t/\nu1 
. (ls.SOC>tt1t-ed IP Cfdclrcss-c.~ I OtiOY1j VV'Yfh r&&-caruh 

(&Svt\-\S .. 

' 
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I 
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,I 

field Orficc Acquiring Evldencer=_W..__r _o _______ .-_____ '--

Serial # of Originating DocumeJL __________ .~-f _O_"I_B_£l2__,__- _· 't'---!...1_ 

Date Received 051 t/ l ·t.O I~ 
From 

---------------~,(N~a=me~oJf~Co~n~tri~bu~to~~l~nt~c~~ie~w~ee7) ________________ __ 

-------------------------~(A~d~dr~es~s)---------------------------- [ 

.-----------....l.:j<City and State) 

By j I (CYD) 

To Be Returned 0 Yes ifNo 

Receipt Given 0 Yes Er"No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rule~ of Criminal Procedure _ 

' 0 Yes 
Federal Taxpayer Infoll!"ltion (FTI) 

0 Yes 

Reference: ....;ff)~ ..... _l_D_5_.1 __ d_a_· D_~ __ O_o~/ '-'"'-{W_I_I.v_~----~ 
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Updated: Thelacts About Hillary Clinton's Emails 

THE BRIEFING 

Factsheets 

ALL Il\l'FOR!AATION COI-rTAINED 
HEREIN IS UNCLASSIFIED 

Page 1 of 10 

DATE. 01-20-201 7 BY J76J18T'80 ~TSICG 

Updated: The Facts About Hillary Clinton's Emails 
We've put all of the information about Hillary Clinton's State Department emails here. Just the facts, all in 
one place. 

Why did Clinton use her own email account? 

When Clinton got to the Department, she opted to use her personal email account as a matter of 
convenience. It enabled her to reach people quickly and keep in regular touch with her family and friends 

. more easily given her travel schedule. 

That is the only reason she used her own account. 
I 

Her usage was widely known to the over 100 State Department and U.S. government colleagues she emailed, 
consistent ~th the practice of prior Secretaries of State and permitted at the time. 

As Clinton })as said, in hindsight, it would have been better to just have two accounts. While she thought 
using one atcount would be easier, obviously, that has not been the case. 

Was it allowed? 

Yes. The laws, regulations, and State Department policy in place during her tenure permitted her to use a 
non-government email for work. 

The 2009 N:ational Archives regulation in place during her tenure required that "[a]gencies that allow 
employees to send and receive official electronic mail messages using a system not operated by the agency 
must ensur~ that Federal records sent or received on such systems are preserved in the appropriate agency 
recordkeeping system.'' The regulation recognizes the use of non-government email accounts. 

https:/ /www.hillaryclinton.com/briefing/factsheets/20 15/07 /13/email-facts/ 
HRC-9093 
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Updated: The• Facts About Hillary Clinton's Emails Pag·e 2 of 10 

As she has stated, Clinton's practice was to email government officials on their ".gov" accounts, so her work 
emails were immediately captured and preserved. In fact, more than 90% of those emails should have 
already been captured in the State Department's email system before sh~ proyided them with paper copies. 

A Politifact analysis also confirmed that Clinton's practices complied with la"':s and regulations, including 
support frqm the former director of a prominent government accountability organization: "In Clinton.'s 
defense, we should note that it was only after Clinton left the State Department, that th~ National Archives 
issued a re~ornrnendation that government employees should avoid conducting official business on personal 
emails (though they noted there migb~ be extenuating circumstances such as an emergency that require it). 
Additionally, in 2014, President Barack Obama signed changes to the Federal Records Act that explicitly said 
federal officials can only use personal email addresses if they also copy or send the emails to their official 
account. Because these rules weren't in effect when Clinton was in office, 'she was in.compliance with the 
laws and ·regulations at the time,' said Gary Bass, founder and former director of OMB Watch, a government 
accountab~lity organization." 

Clinton said she did not use her emai.l to send or receive classified i'tiformation, but the State 
Departm~nt and two Inspectors General said some of these emails do contain classified 
i7iformation. Was her statement inaccurate? 

. I 

Clinton only.used her account for unclassified email. No information in Clinton's emails was marked 
classified at the time she sent or received them. 1 

) 

When information is reviewed for public release, it is common for information previously unclassified to be 
upgraded to classified if the State Department or another agency believes its public release could cause 
potential h'arm to national security, law enforcement or diplomatic relations. 

After revieynng a sampling of the 55,000 pages of emails, the Inspectors General have proffered that a small 
number of emails, w~ch did not contain any classified markings and/or dissemination controls, ~hould have 
been classified at the time they were sent. The State Department has said it disagrees with this assessment. 

Clinton hopes the State Department and the agencies involved in the review process will sort out as quickly 
as possible: which of the ss,ooo pages of emails are appropriate to share with the public. 

How did Clinton receive and consume classified i'tiformation? 

The Secret~ry's office was located in a secure area. Classified information was viewed in hard copy by Clinton 
while in the office. While on tra~el, the State Department had rigorous protocols for her and traveling staff to 
receive and transmit information of all types. 

A separate; closed email system was used by the State Department for the purpose of handling classified 
communications, which was designed to prevent such information from being transmitted anywhere other 
than within that system. 

Is Depar~ent of Justice conducting a criminal inquiry into Clinton's email use? 
I 

No. As the pepartment of Justice and Inspectors General made clear, the IGs made a security referral. This 
was not criminal in natu·re as misreported by some in the press. The Department of Justice is now seeking 
assurances: about the storage of materials related to Clinton's email account. 

Is it true that her email server and a thumb drive were recently turned over to the 
government? Why? 

Again, when information is reviewed for public release, it is common for information previously unclassified 
to be upgraded to classified if the State Department or another agency believes its public release could cause 
potential harm to national security, law enforcement or diplomatic relations. 
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' 

Clinton hopes that State and the other agenci~s involved in the review process will sort out as quickly as 
possible which emails are appropriate to share with th~ public, and that the release will be as timely and as 
transparent as possible. · 

When the Department upgraded some of the previously unclassified email to classified, her team worked 
with the State Department to ensure copies of her emails were stored in a safe and secure manner. She also 
directed her team to give her server that hosted her email account while she was Secretary to the Department 
of Justice, ,as well as a thumb drive containing copies of her emails that already had been provided to the 
State Department. Clinton has pledged to cooperate with the government's security inquiry. 

I 
I 

Would this issue not have arisen if she used a state.gov email address? 
! 
I 

Even if Clinton's emails had been on a government email address and government device, these questions 
would be ~aised prior to public release. 

While the State Department's review of her ss,ooo emails brought the issue to the Inspectors Generals' 
attentions, the emails that recently were upgraded to classified prior to public release were on the 
unclassifiEld .gov email system. They were not on the separate, closed system used by State Department for 
handling classified communications. 

' 
Have Clihton 's St~te Department aides also been asked to provide the Department and 
Congress with emailsfrom their personal accounts? 

We understand that members of her State Department staff were recently asked to assist the Department in 
its record-keeping by providing any work-related emails they may have on personal accounts. They have 
received r~quests from Rep. Gowdy as well. . 
Clinton is proud of the work of all the dedicated public servants that were part of her team at the State 
Department. She was proud of her aides then and is proud of them now, as they have committed - as she has 
- to being !iS helpful as possible in responding to requests. 

Press reports say she used multiple devices - a Blackberry and an iPad - is that true? 

Clinton re~ied on her Blackberry for emailing. This was easiest for her. When the iPad came out in 2010, she 
was as cunous as others and found it great for shopping, browsing, and reading articles when she traveled. 
She also h~d access to her email account on her iPad and sometimes used it for that too. 

Was she :ever provided guidance about her use of a non-".gov" email account? 

The State Department has and did provide guidance regarding the need to preserve federal records. To · 
address these requirements, it was her practice to email government employees on their ".gov" email 
address. That way, work emails would be immediately captured and preserved in government record-keeping 
systems . . 

I 

What did Clinton provide to the State Department? 

On December 5, 2014, 30.490 copies of work or potentially work-related emails sent and received by Clinton 
from ~arch 18, 2009, to February 1, 2013, were provided to the State Department. This totaled roughly 
ss,ooo pages. More than 90% of her work or potentially work-related emails provided to the Department 
were already in the State Department's record-keeping system because those e-mails were sent to or received 
by "state.gov" accounts. 

Early in her term, Clinton continued using an att.blackberry.net account that she had used during her Senate 
service. Given her practice from the beginning of emailing State Department officials on their state.gov 
accounts, her work-related emails during these initial weeks would have been captured and preserved in the 
State Department's record-keeping system. She, however, no longer had access to these emails once she 
transitioned from this account. 

I 
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Why did
1 
the Select Committee announce that she used multip le email addresses during her 

tenure? . 

In fairness to the Committee, this was an honest misunderstanding. Clinton used one email account during 
her tenure at State (with the exception of her initial weeks in office while transitioning from an email account 
she had previously used). In March 2013, a month after she left the Department, Gawker published the email 
address she used while Secretary, and so she had to change the address on her account. 

At the time the printed copies were provided to the Department in 2014, because it was the same account, 
the new e~ail address established after she left office appeared on the printed copies as the sender, and not 
the address she used as Secretary. In fact, this address on the account did not exist until March 2013. This led 
to underst~ndable confusion that was cleared up directly with the Committee after its press conference. 

Why didn't Clinto.n p rovide her emails to the State Department until December 2014? 

In 2014 , after recognizing potential gaps in its overall recordkeeping system, the State Department asked for 
the help of the four previous former Secretaries in meeting the State Department's obligations under the 
Federal Records Act. 

Clinton responded to this request by providing the State Department with over 55,000 pages of emails. As it 
was Clinton's practice to email U.S. government officials on their .gov accounts, the overwhelming majority 
of these em ails should have already been preserved in the State Department's email system. 

In providing these emails to the Department, Clinton included all she had that were even potentially work­
related-including emails about using a fax machine or asking for iced tea during a meeting-erring on the 
side of over-inclusion, as confirmed by the Department and National Archives' determination that over ·1250 

emails were "personal" records (which they have indicated will be returned to her). 

After providing her work and potentially work-related emails, she chose not to keep her personal, non-work 
related emails, which by definition, are not federal records and were not requested by the Department or 

I 

anyone else. 

Why did ihe Sta te Department ask for assistance in collecting records? Why did the State 
Department need assistance in .further meeting its requirements u.nder the Federal Records 
Act? · ~ 

The State Department formally requested the assistance of the four previous former Secretaries in a letter to 
their representatives dated October 28, 2014, to help in further meeting the Department's requirements 
under the F"ederal Records Act. 

The letter stated that in September 2013, the National Archives and Records Administration (NARA) issued 
new guidanee clarifying records management responsibilities regarding the use of personal email accounts 
for governii}ent business. · 

While this guidance was issued after all four former Secretaries had departed office, the Department decided 
to ensure itS records were as complete as possible and sought copies of work emails sent or received by the 
Secretaries ~m their own accounts. · 

Why did Clinton d ecide not to keep her p ersona l emails? 

As Clinton has said before, these were private, personal messages, including emails about her daughter's 
wedding plans, her mother's funeral services and condolence notes, as well as emails on family vacations, 
yoga routines, and other items one would typically find in their own email account, such as offers from 
retailers, spam, etc. · 

Did Clinton delete any emails_ while facing a subpoena? 

I 
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No. As noted, the emails that Clinton chose not to keep were personal emails-they were not federal records 
or even wqrk-related-and therefore were not subject to any preservation obligation under the Federal 
Records ACt or any request. Nor would they have been subject to the subpoena-which did not exist at the 
time-'-that was issued by the Benghazi Select Committee some three months later. 

' 
Rep. Gowdy's subpoena issued in March 2015 did not seek, and had nothing to do with, her personal, non­
work emails nor her server nor the request by State Department last year for her help in their own record­
keeping. I~deed in his March 19th letter, Rep. Gowdy expressly stated he was not seeking any emails that 
were "purely personal in nature." 

In March io15, when Rep. Gowdy issued a subpoena to Clinton, the State Department had received all of 
Clinton's V(Ork-related emails in response to their 2014 request, and indeed, had already provided Clinton's 
relevant erhails to Rep. Gowdy's committee. 

I 

Rep. Gowdy, other Republicans, and some members of the media have seized on a CNN interview with 
Clinton to HUestion her on this point. Rep. Gowdy has even gone so far as to say Clinton is lying. But he and 
the others are clearly mistaken. 

As Vox rep'orted, "[S]he didn't lie about the subpoena .... Clinton clearly wasn't responding to the question of 
whether she'd ever been subpoenaed by the Benghazi Committee but whether she'd been subpoenaed before 
she wiped the emails from her server." Additionally, Factcheck.org said in its analysis, "Clinton's denial came 
in response to a question about deleting emails 'while facing a subpoena,' and Clinton objected to Keilar's 
'assumption.' Clinton's campaign said that the emails were deleted before she received the subpoena and that 
was the po~nt Clinton was making." Politifact added, "Suggesting that Clinton deleted emails while facing a 
subpoena ~ontradicts what we know about the controversy so far." 

Vox went on to further decry Rep. Gowdy's reaction, saying, "[T]hi.s one's a particularly absurd gimmick, 
even for a committee that is selectively leaking from depositions and documents to justify its existence. If 

' there was a more extreme category of dissembling than 'pants on fire,' now would be the time for Politifact to 
roll it out on the House Republicans." 

Why was the State Department given printed copies? 
i 

That is the 'requirement. The instructions regarding electronic mail in the Foreign Affairs Manual (the 
Departme~t's .policy manual) require that "until technology allowing archival capabilities for long-term 
electronic storage and retrieval of email messages is available and installed, those messages warranting 
preservatio:n as records (for periods longer than current E-mail systems routinely maintain them) must be 
printed out and filed with related records." [s FAM 443.3]. 

I 

Were any work items d eleted in the course of producing the printed copies? 

No. 

How many emails w ere in her a ccount? And how many of those w ere provided to the State 
Department? 

Her email account contained a total of 62,320 sent and received emails from March 2009 to February 2013. · 
Based on the review process described below, 30,490 of these emails were provided to the Department, and 
the remaining 31,830 were private, personal records. 

How and ~ho decided w hat should be prov ided to the State Department? 

The Federal Records Act puts the obligation on the government official to determine what is and is no~ a 
federal record. The State Department Foreign Affairs Manual outlines guidance "designed to help employees 
determine which of their e-mail messages must be preserved as federal records and which may be deleted 
without further authorization because they are not Federal record materials." [5 FAM 443.1(c)]. 
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Following conversations with State Department officials and in response to the State Department's 2014 

letter to former Secretaries, Clinton directed her attorneys to assist by identifying and preserving all emails 
that could.potentially be federal records. This entailed a multi-step process to review each email and provide 
printed copies of Clinton's emails to the State Department, erring on the side of including anything that 
might be even potentially work-related. · 

A search ~as conducted on Clinton's email account for all emails sent and received from 2009 to her last day 
in office, February 1, 2013. 

After this universe was determined, a search was conducted for a ".gov" (not just state.gov) in any address · 
field in an email. This produced over 27,500 emails, representing more than 90% of the 30,490 printed 
copies that were provided to the State Department. 

To help identify .any potential non-" .gov" correspondence that should be included, a search of first and last 
names of more than 100 State Department and other U.S. government officials was performed. This included 
all Deputy'secretaries, Under Secretaries, Assistant Secretaries, Ambassadors-at-Large, Special 
Representatives and Envoys, members of the Secretary's Foreign Policy Advisory Board, and other senior 
officials to the Secretary, including close aides and staff. 

I 

Next, to account ~or non-obvious or non-recogni~ble email addresses or misspellings or other 
idiosyncrasies, the emails were sorted and reviewed both by sender and recipient. 

Lastly, a number of terms were specifically searched for, including: "Benghazi" and "Libya." 

These additional three steps yielded just over another 2,900 emails, including emails from former 
Administration officials and long-time friends that may not be deemed by the State Department to be federal 
records. Ail.d hundreds of these emails actually had already been forwarded onto the state.gov system and 
captured in real-time. 

With resp~ct to materials that the Select Committee has requested, the State Department has stated that just 
under 300 'emails related to Libya were provided by the· State Department to the Select Committee in 
response to a November 2014 letter,. which contained a broader request for materials than prior requests 
from the House Oversight and Government Reform Committee. 

Given Clinton's practice of emailing State Department officials on their state.gov addresses, the State 
Departme11t already had, and had already provided, the Select Committee with emails from Clinton in August 
2014 - prior to requesting and receiving printed copies of her emails. 

The review process described above confirmed Clinton's practice of emailing State Department officials on 
their .gov address, with the vast majority of the printed copies of work-related emails Clinton provided to the 
State Depaftment si~ply duplicating what was already captured in the State Department's record-keeping 
system in real time. 

Did Clinton use this account to communicate withforeign officials? 

During her:time at State, she communicated with foreign officials in person, through correspondence, and by 
telephone. The review of all of her emails revealed only one email with a foreign (UK) official. 

Did she withhold any work emails? What about the 15 emails that Sid Blumenthal provided 
t~ the Select Committee that she did not provide to the State Department? 

She provided the State Department with·all work and potentially work-related emails that she had, including 
a11 of her correspondence with Sid Blumenthal. We understand that Mr. Blumenthal had some einails that 
Clinton did' not have, and Clinton had some emails that Mr. Blumenthal did not have, but it is important to 

I 

note that none of those emails provide any new insights on the attack on our facilities in Benghazi. 
! . 

Do you th'ink a third part.y should have been allowed to review what was turned over to the 
State Department, as well as the remainder that was not? 
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The Federal Records Act puts the obligation on the government official, not the agency or a third party, to 
determine what is and is not a federal record. The State Department Foreign Affairs Manual outlines 
guidance "designed to help employees determine which of their e-mail messages must be preserved as 
federal rec.ords and which may be deleted without further authorization because they are not Federal record 
materials.': [5 FAM 443.1(c)]. 

Clinton responded to the State Department's request by providing approXimately ss,ooo pages of her work 
and potentially work-related emails. She has also taken the unprecedented step of asking that those emai~s be 
made public. In doing so, she has sought to support the State Department's efforts, fulfill her responsibility of 
record-keeping, and provide the chance for the public to assess the work she and officials at the State 
Department did during her tenure. 

After her ~ork-related emails were identified and preserved, Clinton chose not to keep her private, personal 
emails that were not federal records, including emails about her daughter's wedding plans, her mother's 
funeral serVice, family vacations, etc. · 

I 

' ' Governme~t officials are granted the privacy of their personal, non-work related emails, including personal 
emails on .gov accounts. Clinton exercised her privilege to ensure the continued privacy of her personal, non­
work relat~d emails. 

Can't she release the emails she provided to the Sta te Department herse(f? 

Because the printed copies of work-related emails she provided to the State Department include federal 
records of the Department, the Department needs to review these emails before they can be made public. She 
called for them to be made available as soon as possible, and is glad to see the Department has begun 
releasing them. 

Some oftl:te emails released show Clinton emailed aides at times on their personal, rather · 
than .gov· accounts. Was she trying to hide these com munications? 

As Clinton has said before, it was her practice to email U.S. government officials on their .gov accounts if it 
was work-r~lated. This is evidenced in the emails released so far. In reviewing her emails in 2014, there was a 
fraction of emails with work-related information sent to U.S. government officials' personal accounts, and 
those were provided to the State Department. The overwhelming majority of her work-related emails were 
to .gov accounts. 

Where was the server for her email located? 
I 

The server for her email was physically located on her property, which is protected by U.S. Secret Service. 

What lev~l of encryption w as employed ? Who w as the.service provider? 

The security and integrity of her family's electronic communications was taken seriously from the onset when 
it was first ~et up for President Clinton's team. While the curiosity about the specifics of this set up is 
understandable, given what people with ill intentions can do with such information in this day and age, there 
are concerns about broadcasting specific technical details about past and current practices. Suffice it to say, 
robust prot~ctions were put in place and additional upgrades and techniques employed over time as they 
became available, including consulting and employing third party experts. 

Was the server ever hacked? 

No, there is no evidence there was ever a breach. 
' 

Was there' ever an unau thorized intrusion into her email or did anyone else have access to 
it? 

No. 
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What wcis done qfter her email was exposed in February 2013 qfter the hacker known as 
"Guccifer" hacked Sid Blumenthal's account? 

While this was not a breach of Clinton's account, because her email address was exposed, steps were taken at 
that timet() ensure the security and-integrity of her electronic communications, including changing her email 
address. : 

. 
Was the State Department able to respond to requests related to FOIA or Congressional 
requests before they received printed copies ofher work-related emails? 

Yes. As th~ Select Committee has said, the State Department provided the Committee With relevant emails it 
already ha~ on the state.gov system before the State Department request~d any printed copies from former 
Secretaries, and four months before the State Department received the printed copies. 

For examp1e, in the well-publicized hack of Sid Blumenthal's email account, a note he sent Clinton on 
September; 12, 2012, was posted online. At first blush, one might not think this exchange would be captured 
on the state.gov system. But in fact, _Clinton forwarded the email, that very same day, onto the state.gov 
system. And the email was produced by the State Department to the Select Committee, and acknowledged by 
the Select Committee, in August 2014 . 

This example illustrates: 1) when an email from a non-".gov" sender had some connection to work or might 
I • 

add to the understanding of State Department officials, it was Clinton's practice to forward it to officials at 
their "state.gov" address; and 2) the State Department was able to search and produce Clinton's emails when 
needed long before, and unrelated to, receiving the printed copies as they were already captured on state.gov 
accounts. 
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·Romanian hacker Guccifer: I breached Clinton server, 'it was 
easy' 
By Catherine Herridge, Pamela K Browne 

F'ublished May 04, 2016 

FoxNeW1.com 

· EXCLUSIVE: The infamous Romanian hacker known as "Guccifer,. speaking exdusively with Fox N~. daimed he easily - and 
repeatedly- breached former Secretary of State Hillary Clinton's personal email server in early 2013. 

"For me, it was easy ... easy for me. for everybody," Marcel Lehel La2:ar, who goes by the moniker "Gucclfer," told Fox News from a 
Virginia jail where he is being held. 

Guccifer's potential role in the Clinton email investigation was first reported by Fox News last month. The hacker subsequently 
claimed he was _able to access the server- and provided extensive details about how he did it and what he found - over the course 
of a half-hour jailhouse interview and a series of recorded phone calls with Fox News. 

Fox News could not independently confirm Lazar's daims. 

In response to Lazar's claims, the Clinton campaign issued a statement Wednesday night s~ying, "There is absolutely no basis to 
believe the daims made by this criminal from his prison cell. In addition to the fact he offers no proof to support his .daims, his 
descriptions of Secretary Clinton's server are inaccurate. It is unfathomable that he would have gained access to her emails and not 
leaked them the way he did to his other victims.· 

The former secretary of state's server held nearly 2,200 emails containing information now deemed dassified, and another 22 at the 
"Top Secrer level. 

2016 Election Headquarters . 

The latest headlines on the 2016 elections from the biggest name in politics. See Latest Coverage-

The 44-year-old Lazar said he first compromised Clinton confidant Sidney Blume_r;~ 
as a stepping stone to the Clinton server. He said he accessed Clinton's se 

. 'not interest{ing]' to him at the time. 

"I was not paying attention. For me, it was not like the Hillary Clinton server, it was like an email server she and others were using 
with political voting stuff," Guccifer said. 

The hacker spoke freely with Fox News from the detention center in Alexandria, Va., where he's been held since his extradition to 
the U.S. on federal charges relating to other alleged cyber<rimes. Wearing a green jumpsuit, La2:ar was relaxed and polite in the 
monitored secure visitor oente'r, separated by thick security glass. 

In describing the process. Lazar said he did extensive research on the web and then guessed Blumenthal's security question. Once 
inside Blumenthal's account, La2:ar said he saw dozens of messages from the Clinton email address. 

Asked if he was curious about the address, war merely smiled. Asked if he used the same security question apprOach to access 
the Clinton em ails, he said no - then described how he allegedly got inside. 

"For example, when Sidney Blumenthal got an email, I checked the email pattern from Hillary Clinton. from Colin Powell from 
anyone else to find out the originating IP .... When they send a letter, the email header is the originating IP usually," Lazar 
explained. 

He said, "then I scanned with an IP scanner." 

La2:ar emphasized that he used readily available web programs to see if the server was "alive· and which ports were open. Lazar 
identified programs like netscan, Netmap, Wireshark and Angry IP, though it was not possible to confirm independently wf:!ich, if 
any, he used. · 

In the process of mining data fro!l' the Blumenthal account. ·Lazar said he came across evidence that others were on the Clinton 
server. 
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"As far as I remember, yes. there were .. . up to 10, like, IPs from other parts of the world.' he.said. 

With no formal ~mputer training, he did most of his hacking from a small· Romanian village. 

Lazar said he chose to use "proxy servers in Russia," describing them as the best, providing anonymity. 

Cyber experts who spoke with Fox News said the process Lazar described is plausible. The federal indictment Lazar faces in the 

U.S. for cyber-¢imes specifically alleges he used "a proxy server located in Russia" for the Blumenthal compromise. 

Each Internet Protocol (IP) address has a unique numeric code, like a phone number or home address. The Democratic 

presidential front-runner's home-brew private server was reportedly installed in her home in Chappaqua, N.Y., and used for all U.S. 

government business during her term as secretary of state. 

Foimer State Department IT staffer Bryan Pagliano, who installed and maintained the server. has been granted immunity by the 

Department of Justice and is cooperating with the FBI in its ongoing criminal investigation into Clinton's use of the private server. An 

intelligence source told Fox News last month that Lazar also could help the FBI make the cas.e that Clinton's email server may have 

been compromised by a third party. 

Asked what he would say to those. skeptical of his claims, Lazar cited "the evidence you can find in the Guccifer archives as far as I 

can remember." 

Writing under his alias Guccifer, Lazar released to media outlets in March 2013 multiple exchanges between Blumenthal and 

Clinton. They were first reported by the Smoking Gun. 

It was through the Blumenthal compromise that the Clintonemail.com accounts were first publ icly revealed. 

As recently as this week, Clinton said neither she nor her aides had been contacted by the FBI about the crim inal 

investigation. Asked whether the server had been compromised by foreign hackers, she told MSNBC on Tuesday, "No, not at all." 

Recently extradited, Lazar faces trial Sept. 12 in the Eastern District of Virginia. He has pleaded not guilty to a nine-count federal 

indictment for his alleged hacking crimes in the. U.S. Victims are not named in the indictment but reportedly include Colin Powell, a 

member of the Bush family and others including Blumenthal. 

. Lazar spoke extensively about Blumenthal's account. noting his emails were "interesting· and had information about "the Middle 

East and what they were doing there." 

After first writing to the accused hacker on April 19, Fox News accepted two collect calls from him, over a seven-<lay period, before 

meeting with him in person at the jail. During these early phone calls. Lazar was more guarded. 

After the detention center meeting, Fox News conducted additional interviews by phone and, with Lazars permission, recorded 

them for broadcast. 

While Lazar's claims cannot be independently verified, three computer security specialists, including two former senior intelligence 

officials, said the process described is plausible and the Clinton server, now in FBI custody, may have an electronic record that 

would confirm or disprove Guccifer's claims. 

''This sounds like the classic attack of the late 1990s. A smart individual who knows the tools and the technology and is looking for 

glaring weaknesses in Internet-connected devices," Bob Gourley, a former chief technology officer (CTO) for the Defense 

Intelligence Agency, said. 

Gourley, who has worked in cybersecurity for mor~ than two decades. said the programs cited to access the server can be dual 

purpose. ''These programs are used by security professionals to make sure systems are configured appropriately. Hackers will look 

and see what the gaps are, and focus their energies on penetrating a system," he said. 

Cybersecurity expert Morgan Wright observed, "The Blumenthal account gave (Lazar) a road map to get to the Cl inton server .. 

You get a foothold in one system. You get intelligence from that sy~tem. and then you start to move." 

In March, the New York Times reported the Clinton server security logs showed no evidence of a breach. On whether the Clinton 

security togs would show a compromise, Wright made the comparison to a bank heist: "Let's say only one camera was on in the 

bank. If you don't have them all on, or the right one in the right locations, you won't see what you are looking for." 

Gourley said the togs may not tell the whole story and the hard drives. three years after the fact. may not have a lot of related data 

left. He also warned: "Unfortunately, in this community, a tot people make up stories and it's hard to tell what's really true until you 

get into the forensics information and get hard facts. • 
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For Lazar, a plea agreement where he cooperates in exchange for a reduced sentence would be advantageous. He told Fox News 

he h~s nothing to hide and V(clnts to cooperate with the U.S. government, adding that he has hidden two gigabytes of data that is 

"too hot' and "it is a matter of national security." 

In ear1y April, at the time of Lazar's extradition from a Romanian prison where he already was serving a seven-year sentence for 

cyber-crimes, a former senior FBI official said the timing was striking. 

"Because of the proximity to Sidney Blumenthal and the activity involving Hillary's emails, (the timing] seems to be something 

beyond curious," said Ron Hosko, former assistant director of the FBI's Criminal Investigative Division from 2012-2014. 

The FBI offered no statement to Fox News. 

Catherine Herridge is an award-winning Chief Intelligence correspondent for FOX News Channel (FNC) based in Washington, D. C. 

She covers intelligence, the Justice Department and the Department of Homeland Security. Herridge joined FNC in 1996 as a 

London-based correspondent. 

Pamela K. Browne is Senior Executive Producer at the FOX News Channel (FNC) and is Director of Long-Form Series and 

Specials. Her journalism has been recognized with several awards. Browne first joined FOX in 1997 to launch the news magazine 

"Fox Files" and later, ·war Stories.· 
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Romanian hacker who claims he breached Clinton server 
says he spoke with FB.I at length 
By Catherine Herridge, Pamela K. Browne 

Published May 07. 2016 

FoxNews.com 

EXCLUSIVE: The Romanian hacker who says he easily breached Hillary Clinton's personal email server also claimed, in a series 

of interviews with Fox News, that he spoke with the FBI at length on the plane when extradited from Romania to Virginia last month. 

"They came after me, a guy from the FBI, from the State Department," 44-year-old Marcel Lehel Lazar, who goes by the moniker 

"Guccifer," told Fox News during a jailhouse phone interview. He said the conversation was "80 minutes ... recorded," and he took 

his own notes. 

A government source confirmed that the hacker had a lot to say on the plane but provided no other details. Lazar was flown to the 

U.S. to face separate cyber-<:rime charges. 

In addition to the apparent conversation with the FBI on the plane, Fox News has learned a meeting was expected as early as this 

week at the Alexandria, Va., detention center where he's being held involving Guccifer, the FBI, the U.S. attorney and the 

defendant's court-appointed lawyer. 

These officials have not commented on his dams or detention. 

An intelligence source dose to the investigation, speaking with Fox News last month, questioned the timing of Lazar's extradition to 

the U.S., coming amid the Clinton email probe. As for what was discussed on that plane, Lazar said he told a State Department 

representative on the plane about "hot" data, some of which was hidden in Google drives, and other data that was too sensitive and 

deleted. The hacker. who offered no proof for his claims, said cryptically that he could not say more. 

"I can't tell (you) now. I can't tell because I want to talk to the FBI. It is a matter of national secUrity. Yeah," he said. Pressed by Fox 

News, Lazar seemed to indicate the data was not connected to the ongoing FBI.criminal probe of Clinton's server. 

Fox News recently met with Lazar in the secure visitor center in Alexandria, then followed up with a series of phone calls which he 

gave permission to be recorded. Separated by reinforced glass, Lazar was polite and methodical as he explained how he allegedly 

accessed the <;:linton server in early 2013, by using her longtime confidant Sidney Blumenthal's AOL account as a stepping stone. 

Fox News was first to report the hacker's claims of accessing the Clinton server, which he said ·was easy." 

lazar said he got into the Blumenthal account by correctly guessing his security question, after doing extensive research on the 

web. He said his hacking always followed a "four step process": identify the target, do extensive web research on the target, access 

the target's account to harvest data, and send it out to the media. 

Lazar said he was puzzled by the American media. He said he sent the Blumenthal emails, which is how the Clintonemail.com 

account first came to light, to many large news organizations in 2013, and it was The Smoking Gun that picked it up. Lazar said he 

started his "Guccifer archive," releasing materials in October and November 2012, and it ended "like August 2013." 

Three cYbersecurity experts said they found Lazar's exp!anation for accessing the Clinton server plausible but had questions. 

Cybersecurity expert Morgan Wright explained how the FBI could marry up available evidence, including forensics or the 

configuration of the server and its folders, to assess his claims. "So we're going to map these things together, and if those things 

match up together, they're going to say 'yes, this was compromised,' then it means it was open to other people to compromise as 

well," he said. 

Since Fox News reported on Guccifer's claims Wednesday, anonymous sources have reported that a review of the Clinton hard 

drives does not appear to indicate a breach. However. Wright and other experts wamed that Clinton IT specialist Bryan Pagliano 

was the server's administrator and not principally a cybersecurity specialist - and may not have installed an adequate detection 

system for a Ca.binet secretary'.s email. 

"If you have a bank and you have one video camera when you need 20, then you missed it," Wright said. "If they weren1 capturing 
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all the activity, their security logs may say they didn't see anything." 

Asked about Lazar's daims at Thursday's press briefing, State Department spokesman Mark Toner also said he's not aware·or 

such an incident. 

"We don't have any reason to believe that it might be true," he said. 

At the same time, Toner repeatedly stressed he did not want to comment on-the security of the server, citing ongoing investigations. 

Asked if he's in a position to even know whether Lazar's daims are true, Toner again said he did not want to comment. The Clinton 

campaign has rejected Lazar's daims, calling them "baseless· and emphasizing he is a convicted hacker. 

Other cyber specialists like Bob Gourtey with Cognitio warned there will "always be uncertainty and ambiguity" with hackers like 

Guccifer. But he said: "One thing I would say With certainty however -- if this computer were in a well-managed facility, where 

everything was being monitored and watched, we would have more information and ground truth." 

Catherine Herridge is an award-winning Chief Intelligence correspondent for FOX News Channel (FNC) based in Washington, D. C. 
She covers intelligence, the Justice Department and the Department of Homeland Security. He"idge joined FNC in 1996 as a 

London-based correspondent. 

Pamela K. Browne is Senior Executive Producer at the FOX News Channel (FNC) and is Director of Long-Form Series and 

Specials. Her journalism has been recognized with several awards. Browne first joined FOX in 1997 to launch the news magazine 

"Fox Files• and later, ·war Stories. • 
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D Yes' . ~0 
Federal Taxpayer Information (Ffl) 

0 Yes 

Reference: 
(Communication Enclosing Material) r . 

. ..·· 

Description: 0 Original notes re interview of 
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ALL INTQRt,!ATION COifTAINED 
HEREIN IS UNCLASSIFIED 
DATE 01-20-2017 BY J76J 18T80 NSIOG 

( 

FD-340 (Rev. 4-11-0,;.;3;.:..) -----------. 

File Number I l &YBE¥-- If\- I 
I 

field OCficc Acquiring Evldeocer-===~\J:::P0;;;;-:::::::::::1 ======;-------­

Se~ial II of Originating DocumeJ 

Date Received ()1/l?lllv 

l CYI?ER - 3B I 
~~~~----------r------------------------

From 
-----------"(N~a=m~eo~rrco=n~tri~bu~to~n~lnt~cN~i=ew~ee~)-----------

1 

(Address) 

(City and State) 

By~~~~~~ ========~~~~~~!_YD~) ________ ~---
To Be Returned 0 Yes l9"No 

ReceiptGiven 0 .Ye~ ~o 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

D Yes 
Federal Taxpayer Information (Ffl) 

0 Yes 

Reference: . fD -1 051 DA-n:::D 01 116 /l(f 
(Communication Enclosing Material) 

Description: D Original notes re interview of 
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DEC~SSIFIED BY: NSICC J37J85T94 
Ol<T 10-13-2017 

QFFJCIAL RECORD 
FD-1057 (Rev. 5-8-10) Doct.ltnMI.~ "-di;My ....... 

M~ Nv.~~tl)' • 

c.rtir.I AI~ .,..... 

Electronic Communication 

Title: (U) Subfile Opening Document Date : 10/08/2015 

CC : ~~--------------~ 

From : WASHINGTON FIELD 
WF-CI13 
Contact : 

Approved By: 

Drafted By : ~~--------------~ 

Case ID # : 

Synopsis : 
process. 

Details: 

-~ 
~FILTER ~U~MIDYEAR EXAM; 

L--------' MISHM.!)_ING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

(U) To open a FILTER Subfile for material related to Fi l ter 

To open a FI LTER subfile for ielevant inform~tion associated with the 

Filter process in captioned investigation . 

•• 

~···(Ul 
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DEC~SSIFIED BY: NSICC J37J85T94 
Ol<T 10-13-2017 

(Rev. 05-01-2008) • 
:§ECRE'f/ /UO!"C >RI!:: 

FEDERAL BUREAU OF INVESTIGATION 

Title: (UI l rnt1&) To memorialize the Finalized Filt er Team Memorandum 
from the Department of Just ice 

Date : 11 I 2 3 I 15 

To: Washington Field 

From: Washington Field 
CI-12 
Contact: SA 

Approved By: SSA~~--------------~ 
Drafted By : 

·{.JJ) ...... Case .... ·Io· .... # : ........ ~ I ~ FILTER - 2. 

·fl;Jl .. ·~ MIDYEAR EXAM ; 
MISHANDLING OF CLASSIFIED ; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis : (UI /ffiU8-) To memorialize the Fi l ter Team Memorandum dated 
October 28, 2015 provided by the U.S. Department of J ust i ce National 
Security Division . 

Enclosure(s): Enclosed are the following items: 
1. (UII~) Fi l t er Team Memorandum dated 10108120 15, and 
2. (UII~) Filt er Team: Memorandum with At tachment A dated 

1012812015. 

Details : (UI l rnt1&) On October 8, 2015, the U.S. Department of Justice 
(DOJ) National Securi t y Division, CT mtednte ll iaence anr Export 
Control Sect ion (CES) Trial Attorney provided 
the FBI Filter Team wi t h t he enclosed copy of the Filter Team 
Instructions, dated the same . The Filter Team Instructions ' 
Attachment A (Sear ch Terms) had not yet been finalized at this time. 

]j:c PET/ /UOii'OIUi 
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(Rev. 05-0 1-2008) 
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FEDERAL BUREAU OF INVESTIGATION 

(U/ /~) On October 8, 2015, I I reviewed the Filter Team bG 

Instructions with the Filter Team members. The Filter Team b?c 
consisted of the following individuals from Washington Field Office 
(WFO : S ecial A ent (SA) SA I I 
SA Intelligence Analyst ( IA) I I ·IA 

and IA I I the following attorney from 
FBIHQ) National Security Law Branch (NSLB): 

Assistant General Counsel l I; and Operational 
Technology Division (OTD) Information Technology Specialist I 
Forensic Examiner Also present for the duration 
of the briefing were WFO Assistant Special Ageft in Charge IAFAC) 
Peter P. Strzok, Supervisory Special Agent (SSA _ . and 
FBIHQ Counterintelligence Division Assistant Section Chief (ASC) 
Jonathan Moffa . 

(U// Fe66) On October 28, 2015, I I provided the FBI Filter b6 
Team with the enclosed final version of the Filter Team Instructions, b7c 
dated the same. The finalized version contains an additional 
attac.hment (Attachment A (Search Terms)) . 

•• 
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DECLASSIFIED BY: NSICC 
Ol'J 10-13- 2017 

(Rev. 05.01-2008) 

J37J85T94 

~ 
FEDERAL BUREAU OF INVESTIGATION 

Title: (U//~) To memorialize the Addendum to the Filter Team 
Memorandum from the Department of Justice 

Date: 04/01/16 

To: Washington Field 

From: Washington Field 
CI-12 
Contact:· SA 

~----------------------------~ 
Approved By: SSA L.I _______ __. 

Drafted By: 

·{U) ····cas·e .. ID #:-....... ,~ IL--------'~FILTER -5 

IU) ~ MIDYEAR EXAM; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE I~ESTIGATIVE MATTER (SIM) 

Synopsis : (U/ / 1"'05e) To memorialize the Addendum to the Filter Team 
M~morandum for Unallocated Space dated January 22, 2016 provided by 
the U.S . Department of Justice National Security Division. 

Enclosure(s): Enclosed is the following item: 
1. (U//Peee) Filter Team Memorandum dated 01/22/2016 

Details: (U/ / Feae-) On January 22, 2016, the U.s . Department of · 
Justice (DOJ) Natio~al Security.oivision, Count~kin::~~::::e ~d 
Export Control sect1on (CES ) Tr1al Attorney j ____ -~-- _ I 
provided the FBI Filter Team with the encloseb copy o e en urn 
to Filter Team Instructions Regarding Unallocated Space, dated the 
same. 

(U// f.i'etffi ) The Addendum changes were reviewed with the Filte-r Team 
on February 1, 2016 by FBI Headquarters (F,THOl National Sec11rity 
Law Branch (NSLB) Assistant General Counsel _ l The 
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(Rev. 05-01-2008) 
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FEDERAL BUREAU OF INVESTJGA TJON 

Addendum was also briefed to the Investigative Team on February 4, 
2016 by l ~ 

(U/ /~) On March 24, 201.6, I !.reviewed the collective 
Filter Team Instructions with new Filter Team members. The new Filter 
Team members consisted of the following individuals from Washington 
Field Office (WFO) : Special Agept (SA) I ~ sA} I 

I l and s~ l J · · 

•• 

~CBE'f//UOFORlL 
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DEC~SSIFIED BY: NSICG J37J85T94 
Ol•l 10-13-2017 

~ . 

(Rev. 05-01-2008) 

FEDERAL BUREAU OF INVESTIGATION 

Title : (U//~) To memorialize the review of case evidence by the 
Filter Team 

Date : 04/11/16 

To: washington Field 

From: Washington Field 
CI-12 
Contact: SA 

L-----------------------------~ 

Approved By: SSA L..I _______ ___. 

Drafted By : 

tU) ··· case ... ID #: .. ··~ I L.. _____ __,~ FILTER - '-1 . 

·iU)~ MIDYEAR EXAM·; 
MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis : (U//Peee) To memorialize t h e review of case evide nce by 
t h e Filter Tea m as of April 6, . 2 016. 

b3 
b6 
b7C 
b7E 

'Details: (U/ / Pette ) On or about September 3 0 I 2015 through April 6 I 

201.6, the designated Filter Team conducted a filter review of case 
evidence as directed by the Investigative Team. This evidence 
consisted entirely of digital media, which was processed by the 
Federal Burea~ of Investigation (FBI) Operationf l Technol ogy ::isian ~OTD) a:: p rmrjded to the F:lter Team _ I 

I _ J. The Filter Team conducted b?E 
e~r rev~ew pere Memorandums prov~ded by t he Departmen t of . 

J ustice (DOJ) and with guidance from the FBI National Security Law 
Branch (NSLB) . The Filter Team passed the files deemed to be not 
privileged to the Investigative Team via OTD. 

(U//~) The evidence ite ms that the Filter Team reviewed include 
the following: 

HRC-9149 . 
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FEDERAL BUREAU OF INVESTIGATION 

1) lBl - (U) 1 Lexar micron 16 GB Black & Silver Thumbdrive -
LJDTT166-000 -1001 DA (Original) , lLexar Micron 8 GB Green and 
White LJDTT8GB - 000-117AU (Copy 1), 1 Kingston 8GB Silver DT SE9 
(Copy 2.) · 

2) 1B2 - (U) Lenovo Think Pad T420 PB - YC912 12/03 
·3) 1B3 - (U) Dell Poweredge 2900, Gray Color, S/N G842PC1 

{U).... 4 .. ).... 1B3 1 ... "".. ($(} USB Thumbdri ve 
{U} .... .S) 1B4 0 .... - <)() 1 Apple Mac Book Air Laptop S/ N -COZLFOICFM74 

6) 1B4 3 - -· (S:) Seagate Desktop External Hard Drive 1000 GB, S / N 
2GHJ026M/ Power Supply/ USB Cable · 

~U) 7) · ... 1B4 4 ·- .. ··(~ Datto Server Supermicro 2V Server, Model 52000, S/N 
002590AFDEBE, Invoice 482547 

(U) ..... 8 ). . 4 ~ k h ( ) · 1 

{UJ .... ·gr 
lU~ 10.) 

··· lB 6 - ~ Q NAP Networ Attac ed Storage NAS Dev1ce Mode 
TS - 1079 Pro, Serial #Q- 11AI10175, 21 .76 TB Total Capacity 
containing ITB Data Loaded from PRN Servers & Equipment 
1B47 ._ .... {)(J Apple Mac Pro S / N W893361H6644, Power Cord 
1B48 - -~~) Server 882 Dattobackup. com barcode 
C8470FC11M70024, Pin #CSE847 

il) 1B56 - (U) One (1) western Digital My Passport Ultra· External 
Hard Drive with Serial Number WXG1AA3M2130 

(U} 12) 1B6 4 ··~ ···CsS 1 - 1GGB SanDisk USB Drive 
13 ) 1 B7 1 - (ui' One (1 ) iPad with Serial Number l I, IMEI 

012224007843867 ~--------~ 

(U/ /?eee). Of the aforementioned items, items 1B3 and 1B43 , contained 
over 200, 000 unalloc·ated files or fil.e fragments available for Filter 
review. The review of the unallocated files was initially conducted 
in accordance with the Filter Team Instruc tions provided by DOJ on 
October 8, 2015, but the review quickly became unmanageable under 
those instructions. On or about December 8, 2015, the Investigative 
Team p royided the Filter Team with a list of search terms to be used 
inl l to assist with narrowing the files that needed Filter 
review. The Investigative Team agreed that the Filter Team did not 
have to review any files that did not include a "hit" on a search 
term. 

(U//~) The Investigative Key Word Search Terms provided to the 
Filter Team on or about December 8, 2015 were as follows : 

-
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FEDERAL BUREAU OF INVESTIGATION 

(U/ /POtJO) The Filter Team proceeded to use the Investigative Key Word 
Search Terms to conduct their review of the unallocated files, but 

b7E 

the review still remained unmanageable. In addition, due tol I b7E 
system limitations, the Filter Team encountered additional 
difficulty in opening and managing the larger-sized files (upwards 
of 500 MB) . 

(U//Peee)' DOJ provided an addendum set of instructions specific to 
the Filter review of unallocated files on or about January 22, 2016. 
Using the addendum instructions i n conjunction with a revised set 
of Inves t igative Search Terms provided on or about February 1, 2016, 
and with OTD spli tting the larger files into smaller files (200K or 
less ) , the Filter Team was able to complete their review. 
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(U//~) The Investigative Key Word Search Terms provided to the 
Filter Team on or about February 1, 2016 were as follows: 

~C'REll'//NAitO~ 
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FEDERAL BUREAU OF INVESTIGATION 

(U//~) Based on the augmented instructions, the Filter Team 
completed their filter and quality control reviews of the unallocated 
files on or about April 7, 2016 . From on or about September 30, 2015 
through April 6, 2016, the Filter Team adjudicated over 45,000 files 
(files that had Filter Term hits) ahd passed over 750,000 files (that 
did not have Filter Term hits) . 

•• 
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