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FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

FD-1057 (Rev. 5-8-10)

Title: (U) Subfile Opening Document Date: 09/01/2015

From: WASHINGTON FIELD

WF-CI13
Contact: b6
b7C
Approved By:l |
Drafted By:
(0]

case 1D #:| | PRESPRO (3¢ /%F) MIDYEAR EXAM; 53
MISHANDLING OF CLASSIFIED; | . b7E
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

Synopsis: (U) To open a PRESPRO Subfile for material related to

Preservation and Production requests.

Details:

To open a PRESPRO Subfile for relevant information associated with

Preservation and Production requests associated with captioned
investigation.

¢

T/ IoFORN—

HRC-5429



q

A

bé
b7C

HRC-5430



ALL FBI INFORMATION CONTAINED
. HEREIN IS UNCLASSIFIED
' DATE 12-06-2016 BY J76J18T80 NSICC

FD-302a (Rev. 10-6-95)
=

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/28/2015

On August 28, 2015, Special Agen‘ kmailed a Preservation and Records Request 0%

to the following U.S. Government agencies/individuals: e

Nuclear Regulatory Commission (NRC)

General Counsel Margaret Doane

c/o Solicitor Andrew Averbach, b6
b7C

U.S. Department of the Treasury

Acting General Counsel Priya Aiyer

C’!d | . b6
b7C

Office of the Director of National Intelligence (ODNI)

Gerg:al Counsel Robert S, Litt ' -
c/ b7C
National Counterterrorism Center NCTC)

Senior Legal Counsel
and

b6
b7C

Department of Energy (DOE) -
And National Nuclear Security Administration

Amﬂmﬁﬂmd&msdﬁdmmaﬂmia?d National Security Programs i
_ b7C

Copies of the Preservation and Production letters as well as email receipts are enclosed in a 1A.

Investigation on ___08/28/2015 at Washington, DC
File # | FPRESPRO — 2. Datedictated ___N/A | B3
I ; b7E
By SA , b6
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of[he FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5431
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HRC-5432



HEREIN IS UNCLASSIFIED

. ALL FBI INFORMATION CONTAINED
DATE 12-06-2016 BY J76J18T80 NSICC

FD-302a (Rev. 10-6-95)
i

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _08/31/2015

On August 31, 2015, Special Agentl mailed a Preservation and Records Request Eg o
to the following U.S. Government agency:
United States Secret Service
Ge, L. Cahill e
c/ b7C
Copies of the Preservation and Production letters as well as email receipts are enclosed in a 1A.
Investigation on ___08/31/2015 at Washington, DC
File # [ | PRESPRD v 3 Date dictated ___N/A 23
| E
bé
By S'A ' b7C

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FB1 and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5433
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bé
b7C

HRC-5434



ALL INFORMATION CONTAINED
. _ HEREIN IS UNCLASSIFIED
%’I’E 12-06-2016 BY J76J18T80 NSICG

FD-302a (Rev. 10-6-95) . 5l "

| 1-
FEDERAL BUREAU OF Ivﬁﬁl:xn(m
I

Date of transcription _09/01/2015

bé
On August 31, 2015, SA faxed| lpreservation requests to b7C
| Iﬂt! _ b7E
b7E
Copies of the preservation request and fax transmission receipts are enclosed in a 1A.
3
|
Investigation on ___09/01/2015 at Washington, DC
File # | PRESPRO = Date dictated __N/A b3
. b7E
By $4 ‘b6
b7C
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it '
and its contents are not to be distributed outside your agengq" = B .
' HRC-5435
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ALL FBI INFORMATION CONTAINED
. HEREIN IS UNCLASSIFIED
DATE 12-06-2016 BY J76J18T80 NSICGC

FD-302a (Rev. 10-6-95)
i

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/02/2015

. On September 02, 2015, Special Agent emailed a Preservation and Records zgc

Request to the following U.S. Government agencies/individuals:

Nuclear Regulatory Commission (NRC)

General Counsel Margaret Doane

c/o Solicitor Andrew Averbach be
b7C

U.S. Department of the Treasury

Acting General Counsel Priya Aiyer

c/ol—E b6
b7C

Office of the Director of National Intelligence (ODNI)

General Counsel Robert S, Litt e

c/q b7C

National Counterterrorism Center INCTC): >

Senior Legal Counse
b7C

andl l

c/o Bradley Booker :

Department of Energy (DOE)
And National Nuclear Security Administration

d National Security Programs P
b7C
United States Secret Service (USSS)
General Counsel Donna L. Cabhill
¢/ b6
9 b7C
National Security Agency (NSA)
General Counsel Glen Gerstell
c/g b6
b7C
Copies of the Preservation and Production letters as well as email receipts are enclosed in a 1A.
Investigation on 09/02/2015 at Washington, DC b3
File# _| Lreares - O Date dictated __N/A b7E
By S4 | SA ‘ bé
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
“and its contents are not to be distributed outside your agency.

HRC-5437
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ALL FBI INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
DATE 12-06-2016 BY J76J18T80 NSICGC

FD-302a (Rev. 10-6-95)
-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/04/2015

On September 3, 2015, SA |emailed supplemental preservation and production
requests to the following agencies:

Central Intelligence Agency
ffice of General Counsel

Defense Intelligence Agency

Office of Counterintelligence

On September 4, 2015, SA emailed a supplemental preservation and
production request to the following agency:

Department of Defense
Office of General Counsel

— Litigation

Copies of the preservation requests and email receipts are enclosed in a 1A.

Investigation on ___09/03/2015 at Washington, DC

File # | L PRESPRO = ] Date dictated __ N/A

By $4 : ;

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency. '

HRC-5442

b6
b7C

bé
b7C

bé
b7C

b6
b7C

b6
b7cC

b3
b7E

b6
b7C



b7C

HRC-5443



) ALL FBI INFORMATION CONTAIMNED
. HEREIN IS UNCLASSIFIED

DATE 12-06-2016 BY J76J18T80 NSICC

_ b6
WF) (FBI) b7¢C
From: | (WF) (FBI)
Sent: Friday, September 04, 2015 1:59 PM
To: |
Attachments: Preservation_and_Production_USDOT_2015_09_01_signed.pdf
Gentlemen,
Per our conversation, | have attached the Supplemental Preservation and Production letter that was sent via émail
yesterday. Hopefully this will assist in further narrowing your search. Thanks for the continued communication on this
matter.
Respectfully,
bé
b7C
Special Agent
FBI Washington Field Office
desk)
g
- PRESPRD ....9 b3
i b7E

HRC-5444



b7C

HRC-5445



FD-302a (Rev. 10-6-95)

(U/ /[Fe8e)

UNCLASSIFIED/ /FOYe

als

ALL INFORMATICH CONTAINED
HEREIN IS UNCLASSIFIED
DATE 12-06-2016 BY J76J18T80 NSICG

FEDERAL BUREAU OF INVESTIGATION

On September 5, 2015, SA

Date of transcription _09/09/2015

response from

for

bé

received a b7C

Request from the FBI.

in an FD-340.

|regarding a preservation request b7E
|listed in an August 18,
The response is attached to this communication

2015 Preservation

Investigation on __09/05/2015 at Washington, DC
File # _| ]_PRESPR() -9 Date dictated 09/09/2015 b3
. b7E
-
by___SA ‘}ﬁ /zo 15 e
b7¢C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.

UNCLASSIFIED/ APOYe

HRC-5446
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b6
b7C

HRC-5449



: ALL INFORMATICH CONTAINED
. HEREIN IS UNCLASSIFIED
DATE 12-06-2016 BY d76J18T80 NSICC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/10/2015

On September 10, 2015, SA clectronically mailed a preservation request to Egc
| The reanest was accented on hehalfol
b7E
Copies of the preservation request and email transmission are enclosed in a 1A.
Investigation on __09/10/2015 at Washington, DC
File# _| | PRESPRO_~1} Date dictated ___N/A b3
' b7E
By S “ , b6
_11 = b7cC

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5450



b7C

HRC-5451



ALL FBI INFORMATION CONTAINED
. HEREIN IS UNCLASSIFIED

DATE 12-06-2016 BY J76J18T80 NSICG

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/16/2015

lectronically mailed a preservation and

On September 16, 2015, SA

production request to Lee J. Lofthus, Assistant Attorney General for Administration, U.S. Department of
Justice. The request was accepted byl |

_IsA khereafter telephonically confirmed that the request was received and delivered to

AAG Lofthus.

Copies of the preservation request and email transmission are enclosed in a 1A,

Investigation on __09/16/2015 at Washington, DC

File# | | PRESPRO = z Date dictated N/A

By 5£| .

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agéncy; it

and its contents are not to be distributed outside your agency.

HRC-5452

b6
b7C

b3
b7E

bé
b7C
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FD-302a (Rev. 10-6-95)

._l_

ALL INFCORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 12-06-2016 BY J76J18T80 HSICGC

FEDERAL BUREAU OF INVESTIGATION

On September 16, 2015, SA

|faxed preservation requests td

Date of transcription _09/18/2015

Confirmation of receipt and processing was provided b

preservation request and email confirmation are enclosed in a 1A.

on September 17, 2015. Copies of the

Investigation on __09/18/2015 at Washington, DC
File # | PRESPRO =13 Date dictated ___ N/A
By SA T

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.

HRC-5454

bé
b7C
b7E

b7E

b7E

b3
b7E

bé
b7C



b7C

HRC-5455



ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 12-06-2016 BY J76J18TE80 NSICG

FD-302a (Rev. 10-6-95)
=

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/18/2015

On September 16, 2015, SA| | telephonically spoke with | be_
: - - | b7E
lregard ing the preservation request sent tg pn September 10, 2015. During
the discussionl provided the following information:
b7E
Upon receipt of the FBI preservation requestl |took the necessary steps to preserve] bé
b7cC
b7E
which meet the
description of items to be preserved, and that the FBI might therefore need to contact
Following the discussion emailed a letter on behalf of] documenting this Egc
information. The letter is contained in the attached 1A. bTE
Investigation on ___09/18/2015 at Washington, DC
File # | PRESPR ~ M Datedictated ___N/A b3
b6
' : b7C
By 54 | b7E

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5456



HRC-5457
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b6
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HRC-5463



HEREIN IS UNCLASSIFIED

. ALL FBI INFORMATION CONTAINED
DATE 12-06-2016 BY J76J18T80 NSICC

FD-302a (Rev. 10-6-95)
As

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _09/22/2015

On September 22, 2015, SA lemailed a supplemental preservation and bé
production request to Assistant Secretary Starr, Bureau of Diplomatic Secyritv, UL.S. Department of State, Bic
, Washington, D.C., 20520. The email was sent care of
elephond Email |
'Copies of the preservation requests and email receipts are enclosed in a 1A.
Investigation on ___09/22/2015 at Washington, DC
File# | } PRESPRO — 1] Date dictated ___N/A b3
b7E
By SA| . b6
‘ b7cC

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5464
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b7C

HRC-5465



ALL FBI INFORMATICH CONTAINED
HEREIN IS UNCLASSIFIED
DATE 12-06-2016 BY J76J18T80 NSICG

FD-302a (Rev. 10-6-95)
Az
FEDERAL BUREAU OF INVESTIGATION
Date of transcription _09/21/2015
t
On Septe: Office of Records Management Policy, Department of E'ﬁfc
Justice, telephon email contacted SA| lto
seek additional guidance an the preservation request that was sent to the Department of Justice on
September 15, 2015. In response to this request, SA Blectronically mailed additional
guidance to
Copies of the email are enclosed in a 1A.
!nvlestigation on __09/21/2015 at Washington, DC
File # | | PRESPRO A (e Date dictated __N/A b3
b7E
b6
By S84 ; b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5466
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HRC-5470



HEREIN IS UNCLASSIFIED

. ALL INFORMATION CONTAIMED
DATE 12-06-2016 BY J76J18BT80 NSICC

FD-302a (Rev. 10-6-95)

o= .
FEDERAL BUREAU OF INVESTIGATION
Date of transcription __10/06/2015
On October 6, 2015, SA lemailed a preservation request to | -
b7C
- b7E
| The preservation letter
concerned the following account identitiers:
b7E
o b6
Confirmation of receipt and processing was provided by v%m il on October 6,2015. Copies BIC
of the preservation request and email confirmation are enclosed in a TA. L b7E
-
Investigation on __ 10/06/2015 at Washington, DC
File# _| | PRESPRO = 2© Date dictated ___N/A b3
b7E
By Sd j b6
_ ‘ b7C
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
‘HRC-5471




bB7C

HRC-5474



HEREIN IS5 UNCLASSIFIED

. ' ALL INFORMATION CONTAINED
DATE 12-06-2016 BY J76J1BT80 NSICGC

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription __10/07/2015

: - ' b6
On October 7, 2015, S ubmi rvation requests toj bC
b7E
b7E
Confirmation of receipt was provided bDopies of the preservation request and email ~ b7E
confirmation are enclosed in a 1A.
&
Investigation on ___10/07/2015 at Washington, DC
File # | L PRESPRO ~ 2% Date dictated ___N/A ' b3
b7E
By SA b6
— : b7C

and its contents are not to be distributed outside your agency.

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency
HRQS;
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HEREIN IS5 UNCLASSIFIED

. . ALL INFORMATION CONTAINED
DATE 12-06-2016 BY J76J18T80 NSICC

- FD-302a (Rev. 10-6-95)
i3-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/14/2015

On October 13, 2015, SA lemailed preservation requests td f,’f,c

b7E

b7E

Copies of the preservation request and email confirmation are enclosed in a 1A.

Investigation on ___10/14/2015 at Washington, DC
File# | |PRESPRO_~ 23 Date dictated ___N/A b3
_ b7E
By S bé
8 b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5477
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FD-302a (Rev. 10-6-95)

1 DECLASSIFIED BY: NSICC J37385T94
-as omM 12-21-2016

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/19/2015

(U/AF©H6) On October 16, 2015, SA

54 T

reviewed Department of State (DoS) personnel files for the following 14 individuals:

bé
b7C
b7E
Investigation on ___10/16/2015 at Washington, DC
File # | PRESPRO ~26 Date dictated ___N/A b3
" b7E
- 2
SA -

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.

HRC-5481



FD-302a (Rev. 10-6-95)

Continuation of FD-302 of Information Received from DoS ,On 2

(U/FOH6) FBI Detailee to Diplomatic Security Service (DSS)' Jalso provided bé
agents printouts of information concerning logon banner wording, as specified in DoS Operating System il
Configuration Guides.

(U/FF6Y90) Agent notes and copies of relevant documents from the review are contained in a 1A.
Information provided b concerning the login banner wording is contained in a separate 1A. Egc :

SECRET ORN

HRC-5482
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b7C

HRC-5485



ALL FBI INFORMATION COMTAINED
. HEREIN IS UNCLASSIFIED
DATE 12-06-2016 BY J76J18T80 NSICG

FD-302a (Rev. 10-6-95)
|

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/22/2015

On October 22, 2015, S emailed a request to review briefing books and/or zgc
materials prepared for the Secretary of State for the time period of June 16-18, 2015. The request was sent
in the form on an LHM addressed to GREGORY STARR, Assistant Secretary, Bureau of Diplomatic
Security, U.S. Department of State, 2201 C Street, NW, Washington D.C. 20520. The email was
accepted by
A copy of the LHM request and email receipt are enclosed in a 1A.
Investigation on ___10/20/2015 at Wasiﬁgton. DC
File# _| prESPRO ~217] Date dictated __N/A | P
By $4 b6
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5486
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HEREIN IS UNCLASSIFIED

. ALL FEI INFORMATION CONTAINED
DATE 12-06-2016 BY J76J18T80 NSICC

FD-302a (Rev. 10-6-95)
1=

FEDERAL BUREAU OF INVESTIGATION

Date of transcription __11/06/2015

(U/A668) On October 29, 2015, SA and S keviewed A
|ﬂ:t of State (DoS) personnel files. On November 4, 2015, S and SA

ompleted the file review of the following twenty-one (21) individuals:

bé
b7C
b7E
: ]
(U/AFOH6) Agent notes and copies of relevant documents from the review are contained in a 1A.
Investigation on __10/29/2015 and 11/4/2015 __ at Arlington, VA
File # | |prESPRO ~ %0 Date dictated ___N/A _ b3
- b7E
By: SAI b6
SA b7cC
SA

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _11/12/2015

On November 10, 2015 Egc

| : | electronicallv provided Federa b7E
Bureau of Investigation (FBI) Special Agent

A copy of the email and digital attachments are enclosed in an accompanying 1A.

Investigation on __ 11/12/2015 at Washington, DC ) b3
b7E

File # | “Iprespro =~ | Date dictated ___ N/A

By SA| b6
b7¢c

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription

On December 1 20151

12/1/2015

mailed nreservation requests t

for the

Tollowing accounts:

Copies of the preservation request and email confirmation are enclosed in a 1A.

Investigation on ___12/01/2015 at Washington, DC

File # | PRESPRO ~ 30

By IA 1\

Date dictated N/A

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.

HRC-5507
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b7E

bé
b7C
b7E
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b7E
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DATE 12-07-2016 BY J76J18T80 NSICC

N

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _11/24/2015

On December 1, 2015, SA

faxed preservation extension requests to the entities

below.

On December 1, 2015, SA

emailed preservation extension requests to the

entities below.

Copies of the preservation requests and fax confirmation pages are enclosed ina 1A.

Investigation on ___11/24/2015 at Washington, DC

File # | PRESPRO _~31

By SA \2!\!7'0“{)/

Date dictated N/A

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.

HRC-5509
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _12/02/2015

. i bé

_ OnDecemher? 2015 S |
I e.l enh:m.ned.a.nmelrvatxon requests tg L7C
b7E

g . b7E
A separate preservation request was sent tg via fax, foni
b6
b7¢C
i . ] b7E
Copies of the preservation requests and confirmation are enclosed in a 1A.
Investigation on __ 12/02/2015 at Washington, DC
File # - PRESPRO ~ 39’ Date dictated N/A e
b7E
3 b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription __12/04/2015

On December 4, 2015, SA emailed a request to the Department of State for the :g e
production of relevant ClassNet and JWICS email messages. The request was sent in the form on an
LHM addressed to GREGORY STARR, Assistant Secretary, Bureau of Diplomatic Security, (LS
Department of State, 2201 C Street. NW. Washington D.C. 20520. The email was accepted by
A copy of the LHM request and email receipt are enclosed ina 1A.
Investigation on ___12/04/2015 at Washington, DC
File# _| [prESPRO ~ 39 Date dictated ___N/A B3
b7E
By S : _ b6
4 AI b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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M; DATE 12-07-2016 BY J76J18T80 NSICC
ANOTFORN-

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

December 7, 2015

U.S. OPM - Federal Investigative Service

Freedom of Information/Privacy Act Office b6
Supervisor FOI/PA Specialist, Special Handling b7C
1137 Branchton Road X
PO BOX 618
Boyers, PA 16017

: b6
Deat b7C

J.u.]lb.m.n.tm.rw i ation is the property of the Federal Bureau of Investigation (FBI) and is being
released t It is not to be released outside your service without the prior consent of the FBI.
(U) This request is in support of an FBI Full Counterintelligence Investigation and as defined by
the Privacy Act: Civil/Criminal Releases: (b)(7) of the Privacy Act relates to disclosures made "to another
agency or to an instrumentality of any governmental jurisdiction within or under the control of the United
States for a civil or criminal law enforcement activity if the activity is authorized by law, and if the head of the
agency or instrumentality has made a written request to the agency which maintains the record specifying the
particular portion desired and the law enforcement activity for which the record is sought.” Additionally, the

Privacy Act outlines in (c)(3) that disclosures made pursuant to (b)(7) of the Act are not releasable to the
subject, even upon his/her request for an accounting of all disclosures.

{0} M}N-F-) The purpose of this Letter Head Memorandum is to request assistance from the U.S.
OPM -Federal Investigative Services. The FBI Washington Field Office requests OPM provide any and all
information pertaining to the following individual:

b6
NAM ;r I b7C
DOB: I
SSN: |

1]

0 /MF) The FBI requests OPM provide any and all information, including derogatory
information, that OPM is aware of regarding the listed individual. Specifically, the FBI requests OPM provide
all reports of investigation(s); all SF-86 forms; all interviews of references, associates, foreign contacts, work
colleagues, neighborhood, employers and educational; any polygraph results, all personnel and/or security
files and documentation of all complaints, lawsuits or disciplinary actions taken with regards to the listed
individual.

Classifie
Derived .
ssify On: 20401207

meeﬁenﬂ

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside your agency. HRC-5517

p b3

[

- PRESPRO = Y/ b7E



% ®
SEeRET/NOFORN-

2
{0
As this investigation involves a time sensitive matter, the FBI appreciates OPM’s
expeditious handling of this request. If th igns regarding this request, they should be
directed to Special Agent (. OPM’s response to this request can be be
transmitted securely to SA BI, Washington Field Office, 601 4th St NW, Washington, DC, 20535. b7C

Sincerely,

Aaron Rouse
Washington Field Office
Acting Special Agent in Charge

SPSRET/NOFORN-

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your
agency; it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription __12/17/2015

On December 16, 2015, SA |electr0nically sent the Department of State (DoS) igc
two separate preservation and production requests for emails ;f%jvant to the captioned matter. The
requests were received by i i i

The two requests sought records fo

Copies of the preservation and production requests, as well as confirmation of receipt by DoS are
maintained in a 1A. ‘
Investigation on ___12/16/2015 at Washington, DC i
File # | BRESPRd |" 43  Dacdictated__ N/A 22

b7C

By §4 b7E

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription __12/17/2015

On December 17, 2015, SA electroni i rvation and production
request to| [concerning

Copies of the preservation request and email transmission are enclosed in a 1A.

Investigation on ___12/17/2015 at Washington, DC

File # _ | prESPRO_—~ Y Date dictated ___N/A

o

This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5524
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription __1/12/2016

On January 11, 2015, SA clectronically sent the Department of State (DoS) an Eg &
LHM requesting the production of facsimile records sent on June 17, 2011, as relevant to the captioned
investigation. The request was received by [Bureau of Diplomatic
Security|

A copy of the LHM and confirmation of receipt by DoS are maintained in a 1A.
Investigation on ___1/11/2015 at Washington, DC
File# | [pRESPRO ~ 14 Date dictated ___N/A _ 233

b6

E&I T b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _01/14/2016

On January 13, 2016, Federal Bureau of Investigation (FBI) Special Agent (SAi |
received White House production responses via hand delivery from fat 17 and
Pennsylvania Avenue NW, Washington DC. The White House production consisted of a letterhead
memorandum (LHM) and accompanying CD and was in response to a request emailed to| on

October 27, 2015.

The LHM will be placed in a 1A envelope and the CD will be checked into the Washington Field
Office Evidence Control Center (ECC).

Investigation on ___01/13/2016 -~ at Washington, DC
File # | PrESPRO - 53 Date dictated ___ N/A
By SA

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5548
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription __1/14/2016

On January 14, 2016, SAI Jelectronically sent the Department of State (DoS) a
production requests for the personal emails of Huma Abedin, as prov;j i of

ign Act (FOIA) review process. The request was received b
Bureau of Diplomatic Securit
Copies of the preservation and production requests, as well as confirmation of receipt by DoS are
maintained in a 1A.

Investigation on ___1/14/2016 at Washington, DC
File # | LPRESPRO _~ S lf Date dictated N/A
By SA |

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5550
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Date of transcription _1/15/2016

On January 14, 2016, SA received an email in response to the production zg &

request sent tQ . artment of State (DoS) in an LHM on December 11, 2015. The email was
received from ureau of Diplomatic Security (DSl Iand indicated
that the request was “so broad that it is not actionable.” DoS suggested that limiting the search to

correspondences between specific individuals would provide better results and asked the FBI to provide a
narrower search request.

Attached in a 1A is a copy of the email response.

'

Investigation on ___1/14/2016 at Washington, DC

File # prEsPrO - 56 Date dictated ___N/A oo

By Q :l b6
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of ihe FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL FBI INFCRMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 12-07-2016 BY J76318T80 NSICC

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _1/28/2016

On January 28, 2016, SA received a Department of State (DoS) production Egc
response provided b FBI Liaison to Diplomatic Security (DS). provided SA
ﬁ CD marked] Email” and an accordion folder of unsorted emails.
The CD will be submitted to evidence and the unsorted emails will be maintained ina 1A
following a manual review.
Investigation on ___1/28/2016 at Washington, DC
File # IPRESPRO -56 Date dictated __N/A 11:35:
b6
By SA b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _2/3/2016

b6

On February 3, 2016, SA| keceived a Department of State (DoS) production S
response provided by Special Assistant Office of the Assistant Secretary for b7E
Diplomatic Security. The response was in the form of two DVD’s titled [______ Jemail-2011.pst” and

mail-2012.pst”

The DVDs were submitted to evidence on February 3, 2013 [1B-66).
Investigation on __2/3/2016 at Washington. DC
File# | lprESPRO — 2 Date dictated ___N/A | 8
By S/ ' | 11;'6!c

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5565
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _02/17/2016

. . a2 b6
On February 17, 2016, SA Jfaxed preservation extension requests to the entities bIC
below. :
b7E
L]
[ ]
L ]
L ]
L]
L ]
L ]
L ]
On February 17,2016, SA electronically submitted preservation extension :;.?C
requests to the entities below.
b7E
L ]
L]
Copies of the preservation requests and fax confirmation pages are enclosed in a 1A.
Investigation on __ 02/17/2016 at Washington, DC
File # | | prRESPRO — M Date dictated ___ N/A B3
b7E
bé
By SA
Y84 — b7C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency. '

HRC-5569
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ALL INFCRMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 12-07-2016 BY J76J18T80 NSICC

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _2/23/2016

On February 22, 2016, SA suhmitted a ru:a:an[ation requests ta

Copies of the preservation requests and confirmation are enclosedina 1A,

Investigation on __2/22/2016 at Washington, DC

File # PRESPRO_~ (/5 Date dictated

N/A

By Sgi DI

This document contains neither recommendations nor conclusions of the FBI.
and its contents are not to be distributed outside your agency.

It is the property of the FBI and is loaned to your agency; it

HRC-5571
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _2/24/2016

On February 24. 2016, SA b,g_bmj_ug_d_am;_uTation requests tq Egc
b7E

. Copies of the preservation requests and confirmation are enclosed in a 1A.

Investigation on ___2/24/2016 at Washington, DC
b3
File# | | PRESPRO — (oo Date dictated ___N/A LR
b6

By S4 — b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _3/1/2016

b6
On February 26, 2016, SAI i ation requests to b7C
b7E
Copies of the preservation request and confirmation are enclosed in a 1A.
Investigation on __ 3/1/2016 at Washington, DC
b3
File # | | PRESPRO ~ 67 Date dictated __ N/A b7E
_ b6
By 54 : b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _3/4/2016

On March 2. 2016, SA] l;ubnmmmj‘on requests to igc
b7E

On March 3, 2016, SA submitted a preservation requests to :—6; &
b7E
]
Copies of the preservation requests and confirmations are enclosed in a 1A.
Investigation on __3/3/2016 at Washington. DC
b3
File# PRESPRO ~ 17~ Date dictated ___N/A
b7E
bé
By $4 b7¢C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency. '

HRC-5589
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _3/8/2016

On March 6, 2016, SA electronically sent the Department of State (DoS) an 246; -
LHM dated March 4, 2016, to request i was wi om the February 29, 2016
FOIA re 'vedi IBureau of Diplomatic
Security
A copy of the LHM is maintained in an attached 1A.
Investigation on __ 3/6/2016 at Washington, DC
File # | }pRESPRO - 14 Date dictated ___ N/A / b3
: b7E
By 8/ : ‘ : bé
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-5626
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _3/21/2016

b6
On March 21, 2016 Special Agen rovide Department of State, b7C
Bureau of Diplomatic Security, Office of the Assistant Secretary, with an email containing two LHMs
with the following Subject lines:
“Unclassified supplement to the classified LHM dated March 8, 20167 (dated 3/17/2016)
“Requests un-redacted copies of emails released through recent third party Freedom of
Information (FOIA) requests” (dated 3/18/2016)
A copy of each LHMs is enclosed in an accompanying 1A.
Investigation on 3&]{20!6 at Washington, DC
b3
File # | L PRESPRO =15~ Date dictated ___ N/A_ b7E
b6
By S b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _3/21/2016

b6
On March 21, 2016, SA| rovided Michael DeLeon, Chief Counterespionage b7C
Group, Counterintelligence Center, Central Intelligence Agency (CIA) an LHM request dated March 18.
2016.
Copies of the LHM is maintained ina 1A.
Investigation on ___3/21/2016 at _____ Washington. DC &
: b3
File# [~ |PRESPRO ~ 1§, Date dictated ___N/A b7E
b6

EY&I b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _4/07/2016

On April 6, 201 6, Special Assistan |Bureau of Diplomatic Security (DS), U.S.
Department of State (DoS) provided SA [with a DVD containing the .pst file for

The DVD was provided to the FBI in response to an FBI Preservation and

Production request dated December 4, 2015. Thereafter, the DVD was entered into the Evidence Control
Center at the Washington Field Office (WFO).

On April 7, 2016 |pr0vided S With a DVD containing copies of
the emails that DoS previously deemed to be classified during its FOIA review process, excluding TS
content. The DVD was provided in response to an FBI OCA request dated October 23, 2015. The DVD is
attached in a 1A.

Investigation on __ 4/6/2016 at Washington, DC
File # | PRESPRO ~B| Date dictated ___N/A

By S4 S

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _4/27/2016

b6

- On April 26, 2016, SA received an email response from b7C
regarding the February 16, 2016 preservation request foi b7E

L
L ]
L ]
L
5 y ; " b7E
| |pr0v1ded that it does not store any records associated wi
and that any requests fos ishould be made through
: : : b7E
A copy of the email and attachments fronl are attached in a 1A. _
Investigation on __4/27/2016 at Washington, DC
b3
File # | RESPRO ~ BS~ Date dictated ___ N/A b7E
By S _ b6
2 b7C

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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TREY GOWDY, SOUTH CAROLINA ELIJAH E. CUMMINGS, WRYLAND

s Congress of the United States raseate Mvonry Hseen

ADAM SMITH, WASHINGTON

LYNN WESTMORELAND, GEORGIA ! ADAM B. SCHIFF, CALIFORNIA
JM JORDAN, OHIO  ~ BHouse of Wepregentatives LNDAT. SANCHEZ, CALIFORNIA
R ROSKAM, ILLINOI 2 2 TA Y DUCKWORTH, ILLINOIS
MIKE POMPEO, KANSAS Select Committee on Benghazi
MARTHA ROBY, ALABAMA 1036 Longworth House Office Building ~ 114™ CONGRESS
SUSAN W. BROOKS, INDIANA Washington, D.C. 20515-6090
(202) 226-7100 SUSANNE SACHSMAN GROOMS, MinoRiTY
PHILIP G. KIKO, STaFF DIRECTOR STaFF DIRECTOR

http://benghazi.house.gov

March 3, 2015

Mr. David E. Kendall
Williams & Connolly LLP
725 12th Street NW
Washington, D.C. 20005

Dear Mr. Kendall:

Last night, the New York Times published allegations that former Secretary of State
Hillary Clinton excluswely used a private email account to conduct her official business while at
the Department of State.! While this information is now publicly known, the Select Committee
on Benghazi has been aware since last year that Secretary Clinton used a private email address to
conduct official business. Documents produced to the Committee by the Department of State
indicate that Secretary Clinton’s private email account had a @clintonemail.com domain name.
In fact, the Committee is aware of two accounts used by Secretary Clinton:
hdr22@clintonemail.com, and hrc17@clintonemail.com. It is unknown whether those were the
only two accounts used by Secretary Clinton to communicate regarding Benghazi.

Given the recent public nature of these allegations, it is reasonably foreseeable that the
Committee will request additional documents from Secretary Clinton in the very near future as it
continues its investigation into the circumstances surrounding the Benghazi terrorist attacks. To
ensure that a full and complete record of relevant communications will be produced to the
Committee in response to a document request, the Committee requests that you:

1. Preserve all e-mail, electronic documents, and data (“electronic
records”) created since January 1, 2009, that can be reasonably
anticipated to be subject to a request for production by the Committee.
For the purposes of this request, “preserve” means taking reasonable
steps to prevent the partial or full destruction, alteration, testing,
deletion, shredding, incineration, wiping, relocation, migration, theft,
or mutation of electronic records, as well as negligent or intentional
handling that would make such records incomplete or inaccessible;

! Michael S. Schmidt, Hillary Clinton Used Personal Email Account at State Dept., Possibly Breaking Rules, N.Y.
TMMES (Mar. 3, 2015) at Al.
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2. Exercise reasonable efforts to identify and notify former employees
and contractors who may have access to such electronic records that
they are to be preserved; and

3. Ifitis the routine practice of any employee or contractor to destroy or
otherwise alter such electronic records, either:

a. halt such practices; or,

b. arrange for the preservation of complete and accurate
duplicates or copies of such records, suitable for production
if requested. :

I request that you respond in writing as soon as possible, but no later than March 5,
2015 to confirm receipt of this letter and to advise the Committee of the actions you will take to
comply with this document preservation request.

If you have any questions about this request, please contact the Committee staff at (202)
226-7100. Thank you for your prompt attention to this matter.

incerely,

ﬁ

. Trey Gowdy
Chairman

cc:  The Honorable Elijah E. Cummings, Ranking Minority Member
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July 29, 2015

Mr. David E. Kendall
Williams & Connolly LLP
725 Twelfth Street NW
Washington, DC 20005

Dear Mr. Kendall:

The Inspector General of the Intelligence Community (IC IG) recently notified Congress
that you possess a thumb drive containing 30,000 emails from your client, former Secretary of
State Hillary Clinton, which may contain classified information sent or received by Secretary
Clinton.! I write to inquire what protections you have implemented to access, store, and
safeguard the classified material in your possession.

On March 12, 2015, I joined with Chairmen Bob Corker and Richard Burr in asking the
Inspector General of the State Dcpartment to examine whether State Department employees sent
or received classified information in an msecu:e manner We asked that the State Department
IG coordinate with the IC IG in this review.> On March 18, 2015, I wrote separately to the State
Department IG to mqulre among other things, whether Secretary Clinton’s emails included any
classified information.* On July 23, 2015, the IC IG notified Congress that State Department
Freedom of Information Act (FOIA) officials informed him “that there are potentially hundreds
of classified emails within the approximately 30,000 provided by former Secretary Clinton.”
The IC IG stated:

We note that none of the emails we reviewed had classification or dissemination
markings, but some included IC-derived classified information and should have
been handled as classified, appropriately marked, and transmitted via a secure
network. Further, my office’s limited sampling of 40 of the emails revealed
four contained classified IC information which should have been marked and
handled at the SECRET level ®

' Memorandum for Sen. Richard Burr et al. from 1. Charles McCullough, I11, Update to IC IG support to State
Department IG (July 23, 2015).
5 ? See Letter from Senator Bob Corker et al., to U.S. Dep’t of State, Office of Inspector Gen. (Mar. 12, 2015).

Id.
# Letter from Senator Ron Johnson, S. Comm. on Homeland Sec. & Gov’t Affairs, to Steve A. Linick, U.S. Dep’t of
State Office of Inspector Gen. (Mar. 18, 2015).

5 Memorandum, supranote 1, at 2.
8 Id. (emphasis added).
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The memorandum further stated that “the 30,000 emails in question are purported to have been
copied to a thumb drive in the possession of former Secretary Clinton’s personal counsel,
Williams and Connelly [sic] attorney David Kendall.”’

On July 24, 2015—after suggestions that the information in Secretary Clinton’s emails
had been classified retroactively®—the IC IG and the State Department IG issued a joint
. statement. They wrote:

The IC IG found four emails containing classified IC-derived information in a
limited sample of 40 emails of the 30,000 emails provided by former Secretary
Clinton. The four emails, which have not been released through the State FOIA
process, did not contain classification markings and/or dissemination controls.
These emails were not retroactively classified by the State Department;
rather these emails contained classified information when they were
generated and, according to IC classification officials, that information
remains classified today. This classified information should never have been
transmitted via an unclassified personal system.’

The IC IG and State Department IG concluded that “classified information may exist on at least
one private server and thumb drive that are not in the government’s possession.”'

As you know, Directive No. 1 of the National Archives’ Information Security Oversight

Office (ISOO) requires holders of classified information to “protect[] it from persons without
authorized access to that information, to include securing it in approved equipment or facilities

...”"" The ISOO Directive mandates that “[c]lassified information shall be stored only under
conditions designed to deter and detect unauthorized access to the information,” and prescribes
storage. requirements according to the classification level.'> The Directive also prescribes
requirements for the transmission of classified information and requires the implementation of
information controls to “assure that access to classified information is provided to authorized
persons.”" Further, the State Department’s Foreign Affairs Manual requires classified
information to be stored in an “approved locked container” under particular conditions. '

Based on the IC IG’s memorandum, it is unclear what actions, if any, you have taken to
safeguard the classified information contained on the thumb drive in your possession. The lax

7id

* See Josh Gerstein & Hanna Trudo, Hillary Clinton on email scandal: Everybody calm down, Politico, June 24,
2015 (statement of Rep. Elijah E. Cummings). .

° 1. Charles McCullough, ITI, & Steve Linick, Statement from the Inspectors General of the Intelligence Community
and the Department of State Regarding the Review of Former Secretary Clinton's Emails (July 24, 2015) (emphasis

''32 C.F.R. § 2001.41.

"2 1d. § 2001.43.

" Id. §2001.45, 2001.46.

" Storing and Safeguarding Classified Material, 12 F.A.M. 530.
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storage and safeguarding of this information could have serious consequences to national
security. Accordingly, I ask that you provide the following information:

1. Please explain how you have secured the thumb drive in your possession that apparently
contains Secretary Clinton’s emails, including emails with classified information (“the
thumb drive”). “

2. Please identify the manufacturer and model of the thumb drive.
3. Please identify all individuals who have had or currently have access to the mmb drive.

4. Please identify the computer system(s) you and/or your colleagues utilize or have utilized
to access the data on the thumb drive.

5. Please provide a list of every individual who has accessed or had possession of the thumb
drive since it came to be in your possession.

6. Please explain the controls you have established for storing, transporting, and accessing
the thumb drive and the basis for those controls in Federal policies and procedures
regarding storage of and access to classified information.

7. Please identify any partners or employees of Williams & Connolly, including yourself,
who possess personal security clearances for the possession of and access to classified
information issued by the Federal Government; any partners or employees of Williams &
Connolly with formal authorizations to.courier classified information; and any facility
clearances issued to Williams & Connolly or to which individuals at Williams &
Connolly have access for storage purposes.

8. Please explain how you have secured the server used by Secretary Clinton to send and
receive emails during her time as Secretary of State, including emails that may contain
classified information. :

In addition, I ask that you take all appropriate steps on behalf of Secretary Clinton to
preserve all devices and data on those devices—including the thumb drive in your possession
and the private server used by Secretary Clinton—that may contain classified information. I ask
that you provide responses to the requests above and a certification that you have preserved this
material as soon as possible but no later than 5:00 p.m. on August 12, 2015.

The Committee on Homeland Security and Governmental Affairs is authorized by Rule
XXV of the Standing Rules of the Senate to investigate “the efficiency, economy, and
effectiveness of all agencies and departments of the Government.”'® Additionally, S. Res. 73
(114th Congress) authorizes the Committee to examine “the efficiency and economy of all
branches and functions of the Government with particular reference to—the effectiveness of

** S. Rule XXV(K); see also S. Res. 445, 108th Cong. (2004).
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present national security methods, staffing, and process . . . .”'® For purposes of this request,
please refer to the definitions and instructions in the enclosure.

If you have any questions about this request, please contact David Brewer or Liam
McKenna of the Committee staff at (202) 224-4751. Thank you for your cooperation.

cc:  The Honorable Thomas R. Carper
Ranking Member

Enclosure

16 5. Res. 73 § 12, 114th Cong. (2015).
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Instructions for Responding to a Committee Request
Committee on Homeland Security and Governmental Affairs
United States Senate
114th Congress

A. Responding to a Request for Documents

1. In complying with the Committee’s request, produce all responsive documents that are in
your possession, custody, or control, whether held by you or your past or present agents,
employees, and representatives acting on your behalf. You should also produce
documents that you have a legal right to obtain, that you have a right to copy or to which
you have access, as well as documents that you have placed in the temporary possession,
custody, or control of any third party. Requested records, documents, data, or
information should not be destroyed, modified, removed, transferred, or otherwise made
inaccessible to the Committee.

2. In the event that any entity, organization, or person denoted in the request has been or is
also known by any other name or alias than herein denoted, the request should be read
also to include the alternative identification. ,

3. The Committee’s preference is to receive documents in electronic form (i.e. CD, memory
stick, or thumb drive) in lieu of paper productions.

4. Documents prbduced in electronic form should also be organized, identified, and indexed
electronically.

5. Electronic document productions should be prepared according to the following
standards:

a. The production should consist of singlé page Tagged Image Files (“.tif”), files
accompanied by a Concordance-format load file, an Opticon reference file, and a
file defining the fields and character lengths of the load file.

b. Document numbers in the load file should match document Bates numbers and .tif
file names.

c. If the production is completed through a series of multiple partial productions,
field names and file order in all load files should match.

d. All electronic documents produced should include the following fields of
metadata specific to each document:

BEGDOC, ENDDOC, TEXT, BEGATTACH, ENDATTACH, PAGECOUNT,
CUSTODIAN, RECORDTYPE, DATE, TIME, SENTDATE, SENTTIME, _
BEGINDATE, BEGINTIME, ENDDATE, ENDTIME, AUTHOR, FROM, CC,
TO, BCC, SUBJECT, TITLE, FILENAME, FILEEXT, FILESIZE,
DATECREATED, TIMECREATED, DATELASTMOD, TIMELASTMOD,
INTMSGID, INTMSGHEADER, NATIVELINK, INTFILPATH, EXCEPTION,
BEGATTACH.

HRC-5679



Instructions for Responding to a Committee Request

10.

11.

12.

13,

e. Alternatively, if the production cannot be made in .tif format, all documents
derived from word processing programs, email applications, instant message logs,
spreadsheets, and wherever else practicable should be produced in text searchable
Portable Document Format (“.pdf”) format. Spreadsheets should also be provided
in their native form. Audio and video files should be produced in their native
format, although picture files associated with email or word processing programs
should be produced in .pdf format along with the document it is contained in or to

- which it is attached.

f. If any of the requested information is only reasonably available in machine-
rreadable form (such as on a computer server, hard drive, or computer backup
tape), consult with the Committee staff to determine the appropriate format in
which to produce the information.

Documents produced to the Committee should include an index describing the contents
of the production. To the extent more than one CD, hard drive, memory stick, thumb
drive, box or folder is produced, each CD, hard drive, memory stick, thumb drive, box or
folder should contain an index describing its contents.

Documents produced in response to the request should be produced together with copies
of file labels, dividers or identifying markers with which they were associated when the
request was served. .

When producing documents, identify the paragraph in the Committee’s schedule to which
the documents respond.

Do not refuse to produce documents on the basis that any other person or entity also
possesses non-identical or identical copies of the same documents.

This request is continuing in nature and applies to any newly discovered information.
Any record, document, compilation of data or information not produced because it has
not been located or discovered by the return date, should be produced immediately upon
subsequent location or discovery.

All documents should be Bates-stamped sequentially and produced sequentially. Each
page should bear a unique Bates number. '

Two sets of documents should be delivered, one set to the Majority Staff and one set to
the Minority Staff. When documents are produced to the Committee, production sets
should be delivered to the Majority Staff in Room 340 of the Dirksen Senate Office
Building and the Minority Staff in Room 346 of the Dirksen Senate Office Building.

If compliance with the request cannot be made in full by the date specified in the request,
compliance should be made to the extent possible by that date. Notify Committee staff as
soon as possible if full compliance cannot be made by the date specified in the request,
and provide an explanation for why full compliance is not possible by that date.

2

HRC-5680



Instructions for Responding to a Committee Request

14.

15.

16.

17.

18.

19.

In the event that a document is withheld on the basis of privilege, provide a privilege log
containing the following information concerning any such document: (a) the privilege
asserted; (b) the type of document; (c) the general subject matter; (d) the date, author and
addressee; and (e) the relationship of the author and addressee to each other.

If any document responsive to this request was, but no longer is, in your possession,
custody, or control, identify the document (stating its date, author, subject and recipients)
and explain the circumstances under which the document ceased to be in your possession,
custody, or control.

If a date or other descriptive detail set forth in this request referring to a document is
inaccurate, but the actual date or other descriptive detail is known to you or is otherwise
apparent from the context of the request, produce all documents which would be
responsive as if the date or other descriptive detail were correct.

In the event a complete response requires the production of classified information,
provide as much information in unclassified form as possible in your response and send
all classified information under separate cover via the Office of Senate Security.

Unless otherwise specified, the period covered by this request is from January 1, 2009 to
the present.

Upon completion of the document production, you should submit a written certification,
signed by you or your counsel, stating that: (1) a diligent search has been completed of
all documents in your possession, custody, or control which reasonably could contain
responsive documents; and (2) all documents located during the search that are
responsive have been produced to the Committee.

B. Responding to Interrogatories or a Request for Information

1.

In complying with the Committee’s request, answer truthfully and completely. Persons
that knowingly provide false testimony could be subject to criminal prosecution for
perjury (when under oath) or for making false statements. Persons that knowingly
withhold subpoenaed information could be subject to proceedings for contempt of
Congress. If you are unable to answer an interrogatory or information request fully,
provide as much information as possible and explain why your answer is incomplete.

In the event that any entity, organization, or person denoted in the request has been or is
also known by any other name or alias than herein denoted, thc request should be read
also to include the alternative identification.

Your response to the Committee’s interrogatories or information requests should be made

in writing and should be signed by you, your counsel, or a duly authorized designee.

HRC-5681



Instructions for Responding to a Committee Request

10.

11.

12.

13.

When responding to interrogatories or information requests, respond to each paragraph in
the Committee’s schedule separately. Clearly identify the paragraph in the Committee’s
schedule to which the information responds.

Where knowledge, information, or facts are requested, the request encompasses
knowledge, information or facts in your possession, custody, or control, or in the
possession, custody, or control of your staff, agents, employees, representatives, and any
other person who has possession, custody, or control of your proprietary knowledge,
information, or facts. ;

Do not refuse to provide knowledge, information, or facts on the basis that any other
person or entity also possesses the same knowledge, information, or facts.

The request is continuing in nature and applies to any newly discovered knowledge,
information, or facts. Any knowledge, information, or facts not provided because it was
not known by the return date, should be provided immediately upon subsequent
discovery.

Two sets of responses should be delivered, one set to the Majority Staff and one set to the
Minority Staff. When responses are provided to the Committee, copies should be
delivered to the Majority Staff in Room 340 of the Dirksen Senate Office Building and
the Minority Staff in Room 346 of the Dirksen Senate Office Building.

If compliance with the request cannot be made in full by the date specified in the request,
compliance should be made to the extent possible by that date. Notify Committee staff as
soon as possible if full compliance cannot be made by the date specified in the request,
and provide an explanation for why full compliance is not possible by that date.

In the event that knowledge, information, or facts are withheld on the basis of privilege,
provide a privilege log containing the following information: (a) the privilege asserted;
(b) the general subject matter of the knowledge, information, or facts withheld; (c) the
source of the knowledge, information, or facts withheld; (d) the paragraph in the
Committee’s request to which the knowledge, information, or facts are responsive; and
(e) each individual to whom the knowledge, information, or facts have been disclosed.

If a date or other descriptive detail set forth in this request is inaccurate, but the actual
date or other descriptive detail is known to you or is otherwise apparent from the context
of the request, provide the information that would be responsive as if the date or other
descriptive detall was correct.

In the event a complete response requires the transmission of classified information,
provide as much information in unclassified form as possible in your response and send
all classified information under separate cover via the Office of Senate Security.

Unless otherwise specified, the period covered by this request is from January 1, 2009 to
the present.
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C. Definitions

1. The term “document” in the request or the instructions means any written, recorded, or
graphic matter of any nature whatsoever, regardless of how recorded, and whether
original or copy, including, but not limited to, the following: memoranda, reports,
expense reports, books, manuals, instructions, financial reports, working papers, records,
notes, letters, notices, confirmations, telegrams, receipts, appraisals, pamphlets,
magazines, newspapers, prospectuses, inter-office and intra- office communications,
electronic mail (e-mail), contracts, cables, notations of any type of conversation,
telephone call, meeting or other communication, bulletins, printed matter, computer
printouts, teletypes, invoices, transcripts, diaries, analyses, returns, summaries, minutes,
bills, accounts, estimates, projections, comparisons, messages, correspondence, press
releases, circulars, financial statements, reviews, opinions, offers, studies and
investigations, questionnaires and surveys, and work sheets (and all drafts, preliminary
versions, alterations, modifications, revisions, changes, and amendments of any of the
foregoing, as well as any attachments or appendices thereto), and graphic or oral records
or representations of any kind (including without limitation, photographs, charts, graphs,
microfiche, microfilm, videotape, recordings and motion pictures), and electronic,
mechanical, and electric records or representations of any kind (including, without
limitation, tapes, cassettes, disks, and recordings) and other written, printed, typed, or
other graphic or recorded matter of any kind or nature, however produced or reproduced,
and whether preserved in writing, film, tape, disk, videotape or otherwise. A document
bearing any notation not a part of the original text is to be considered a separate
document. A draft or non-identical copy is a separate document within the meaning of
this term.

2. The term “communication” in the request or the instructions means each manner or
means of disclosure or exchange of information, regardless of means utilized, whether
oral, electronic, by document or otherwise, and whether face to face, in meetings, by
telephone, mail, telex, facsimile, email (desktop or mobile device), computer, text
message, instant message, MMS or SMS message, regular mail, telexes, discussions,
releases, delivery, or otherwise.

3. The terms “and” and “or” in the request or the instructions should be construed broadly
and either conjunctively or disjunctively to bring within the scope of this subpoena any
information which might otherwise be construed to be outside its scope. The singular
includes plural number, and vice versa. The masculine includes the feminine and neuter
genders.

4. The terms “person” or “persons” in the request or the instructions mean natural persons,
firms, partnerships, associations, corporations, subsidiaries, divisions, departments, joint
ventures, proprietorships, syndicates, or other legal, businesses or government entities,
and all subsidiaries, affiliates, divisions, departments, branches, or other units thereof.

5. "The term “identify” in the request or the instructions, when used in a question about
individuals, means to provide the following information: (a) the individual’s complete
name and title; and (b) the individual’s business address and phone number.

5
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6. The terms “referring” or “relating” in the request or the instructions, when used
separately or collectively, with respect to any given subject, mean anything that
constitutes, contains, embodies, reflects, identifies, states, refers to, deals with or is
pertinent to that subject in any manner whatsoever.

7. The term “employee” in the request or the instructions means agent, borrowed employee,
casual employee, consultant, contractor, de fact employee, independent contractor, joint
adventurer, loaned employee, part-time employee, permanent employee, provisional
employee or subcontractor.

8. The terms “you” and “your” in the request or the instructions refer to yourself; your firm,
corporation, partnership, association, department, or other legal or government entity,
including all subsidiaries, divisions, branches, or other units thereof; and all members,
officers, employees, agents, contractors, and all other individuals acting or purporting to
act on your behalf, including all present and former members, officers, employees,
agents, contractors, and all other individuals exercising or purporting to exercise
discretion, make policy, and/or decisions.

# # #

HRC-5684



2

b6
b7C

HRC-5694



HEREIN IS UNCLASSIFIED

. ' ALL INFORMATION CONTAINED
DATE 12-07-2016 BY J76J18T80 NSICG

FD-302a (Rev. 10-6-95)
-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription _6/6/2016
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Copies of the preservation requests and confirmations are enclosed in a 1A.

Investigation on __6/6/2016 _at Washington, DC b3

File # | prESPRO_~ 99 . Date dictated ___N/A b7E
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _6/27/2016

On June 24, 2016 United States Secret Service (USSS), provided S}i:| zgc
with a package containing a letter and disc in response to requests for electronic files,
documents, and materials for electronic mail communications to or from (@clintonemail.com from
1/1/2009 through 9/1/2015.
The production was provided in response to FBI requests dated 8/31/2015 and 9/1/2015.
Copies of the FBI LHM request and the response provided by DS are attached in a 1A.
Investigation on ___6/24/2016 at Washington, DC
_ b3
File # | IpRESPRO - 17 Date dictated ___N/A ' b7E
ByS b6
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription _7/26/2016

On July 26, 2016, Federal Bureau of lnvestigatiTn_LEBD.Suﬁda.LAa ent (SA) o
received a DVD and accompanying memorandum from pf the United States b7E
Department of State, Diplomatic Security Service. The DVD was in response to a January 14, 2016,

request for production of all of the emailsl brovided to the Department of State from her
personal email account as part of the FOIA process. '

The aforementioned DVD and memorandum are attached in an accompanying 1A.

Investigation on ___7/26/2016 at Washington, DC b3

File# _| bresprO ~ 49 Date dictated N/A b7E

By S b6
sA b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.
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ALL FBI IHFCREZATION COHTAINELD
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WF) (FBI b6
} (FBI) il
From: | [owFy (FBY)
Sent: Friday, August 28, 2015 3.21 PM b6
To: { ]
Subject: DOE/NNRC Preservation and Production Request Gl
Attachments: Preservation_and_Production_request DOE_and_NNRC_2015_08 28 15 12 15 882 pdf
— b
_ bp7C
* Per our discussion this afterncon, please find the attached Letterhead Memorandum concerning a Preservation and
Records Request pursuant to Title 18, United States Code, Section 2703(f}. Thank you in advance for your discretion in
regards to the confidential nature of the FBI's investigation. :
Respectfully,
[ | b6
p7cC

Special Agent
FB! Washington Field Office

l |
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ALL FRIL IWZORMATION CONTAIMED
HEREIM T35 UMCZLASSIZIED

CATE 12-07-201& BY IZ74J18T80 HIICC

UNCLASSIFIED/ /FOU0-

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: August 28, 2015

To:

Assistant General Counsel
International and National Security Programs
Department of Energy

From: ' Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation (FBI) formally reguests that,
pursuant to Title 18, United States Code, Section 2703(f), the
Department of Energy (DOE} and National Nuclear Security
Administration (NNSA) take any steps necessary to preserve all
electronic and transactional records associated with
@clintonemail.com e-mail accounts contained on Department of Energy
systems. This preservation reguest applies to all stored electronic
records, files, and other evidence relating to communications to and
from the @clintonemail.com e-mail address.

On July 6, 2015, the FBI received a Section 81l{c) Referral from
the Inspector General o¢f the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully requests DOE and NNSA cause a
comprehensive search to be conducted of all holdings, files,
documents, and materials in the agency’s possession, including back-
up computer drives, for electronic mail communications to or from
@clintonemail.com accounts. Due to the nature of the FBI's
investigation, we request this search be conducted without undue
delay and within 30 days of receipt of this letter. Should responsive
records be obtained, this Bureau requests an electronic copy of all
non-privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI reguests
the results of the classification review be provided to this Bureau

UNCLASSIFIED/ /BOUe-
This document contains neither recommendations nor conclusiocns of the FRI. It is

the property of the FBI and is leaned to your agency; it and its contents are not
to be distributed cutside your agency.

HRC-5958
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UNCLASSIFIED/ /FOte-

when completé. In addition, the FBI seeks a copy of computer banners
from any DOE and NNSA computer systems on which relevant electronic

communications are found.

You are requested not to disclose the exigtence of this inQuiry,
other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of the FBI’s investigation.

If vou have any gquestions regarding this regguest. please direct

all inquiries to Special Agent|

bé

| at

*

b7C

Peter P. ok
Assistant Special Agent in Charge
Washington Field Office

UNCLASSIFIED//FOUC

This document containg neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is lcaned to your agency; it and its contents are not

to be distributed outside your agency.
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CATE 12-07-Z01& 20 Z76018T20 NSICG

bé

(wF) (FBY) _ e
From: | |owr) (FBY)
Sent: i : M b6
To: = b7C
Subject: NRC Preservation and Records Request
Attachments: Preservation_and_Production_NRC_2015_08_28_13_57_14_262.pdf
Mr. Averbach,

_ Per our discussion earlier today, please find the attached Letterhead Memorandum concerning a Preservation and

Records Request pursuant to Title 18, United States Code, Section 2703(f). Thank you in advance for your discretion in
regards to the confidential nature of the FBI's investigation. '
Respectfully,
SA | | o8
Special Agent : b7C
FB! Washington Field Office -

|desk

HRC-5960



ALL PRI INFORMATICNM CCHMTAINEC
HERZIN I5 UHCLASSITIED
DATE 12-07-201& BY ST76J18T80 MNSICS

UNCLASSIFIED/ /FOto-
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: August 28, 2015
To: Margaret M. Doane, .General Counsel

U.S. Nuclear Regulatory Commiggion
From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Cffice

Subject: Presexrvation of Records; Request for Records

The Federal Bureau of Investigation (FBI) formally requests that,
pursuant to Title 18, United States Code, Section 2703(f), the U.S.
Department of the Treasury take any steps necessary to preserve all
electronic and transactional records associated with
@clintonemail.com e-mail accounts contained on U:5. Nuclear
Regulatory Commission systems. This preservation request applies to
all stored electronic records, files, and other evidence rclating to
communications to and from the @clintonemail.com e-mail address.

on July 6, 2015, the FBI received a Section 8ll{c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified infermation, Pursuant to this
referral, the FBI respectfully reguests the U.S8. Nuclear Regulatory
Commission cause a comprehensive search to be conducted of all
holdings, files, documents, and materials in the agency’s possession,
including back-up computer drives, for electronic mail communications
to or from @clintonemail.com accounts. Due tc the nature of the FBI's
investigation, we request this search be conducted without undue
delay and within 30 days of receipt of this letter. Should responsive
records be obtained, this Bureau requests an electronic copy of all
non-privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI requests
the results cof the classgification review be provided to this Bureau
when complete. In addition, the FBI seeks a copy of computer banners
from any U.S. Nuclear Regulatory Commission computer systems on which
relevant electronic communications are found.

UNCLASSIFIED/ /FOB0—
This decument contains neither recommendations nor conclusions of the FBI., It is

the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.
HRC-5961



UNCLASSIFIED/ /FOU0-

You are requested not to disclose the existence of this inguiry,
other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of the FBI’s investigation.

If yvou have any questions regarding this reguest, please direct
all inguiriesg to Special Agent at

Assistant SPecial Agent in Charge
Washington Field Office

*

TUNCLASSIFIED/ LFO00

This decument contains neither recommendations nor conclusions of the FEI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-5962
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ALL FRT INFORMATICH CONTAINED
HEFEINW I5 UNCLASSIIZIEL
CATE 12-07-32016 BY S74318T280 WIICS

|(WF) (FBI)
From: I owF) (FBY)
Sent: Fridav Auqust 28 2018 3:25 PM
To:
Cc:
Subject: NCTC Preservation and Records Request
Attachments: Preservation_and_Production_ NCTC_2015 08 28 _13_56_20 083 .pdf

L1

Per our discussion earlier today, please find the attached Letterhead Memorandum concerning a Preservation and
Records Request pursuant to Title 18, United States Code, Section 2703{f}. Thank you in advance for your discretion in
regards to the confidential nature of the FBI's investigation. :

Respectfully,

SA |
Special Agent
FBI Washington Field Office

[ Tdes

HRC-5963
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ALL FRI INEORMATION CONTAIMED
HEREIM IS UMZLASSIFIELC
CATE 12-07-2016 BY J74£J18TEQ HWEICo

UNCLASSIFIED/ /fFEU6—
U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535-0001

Date: August 28, 2015

ToO: Senior Legal Advisor

National Counterterrorism Center
From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation (FBI) formally reguests that,
pursuant to Title 18, United States Code, Section 2703(f}, the
National Counterterrorism Center {(NCTC) take any steps necessary to
preserve all electronic and transactional records associated with
@clintonemail.com e-mail accounts contained on NCTC systems. This
preservation request applies to all stored electronic records, files,
and other evidence relating to communications to and from the
@clintonemail.com e-mail address.

On July. 6, 2015, the FBI received a Section 81ll{c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully reqguests NCTC cause a comprehensive
search toc be conducted of all holdings, files, documents, and
materials in the agency's possession, including back-up computer
drives, for electronic mail communications to or from
@clintonemail.com accounts. Due to the nature of the FBI‘s
investigation, we reguest this search be conducted without undue
delay and within 30 days of receipt of this letter. Should responsive
rccords bce obtaincd, this Bureau reguests an electronic copy of all
non-privileged materialsgs be provided forthwith while a corresponding

classification review of thoge records is conducted. The FRI requests -

the results of the classification review be provided to this Bureau
when complete. In addition, the FBI seeks a copy of computer banners
from any U.S. Nuclear Regulatory Commiggion computer systems on which
relevant electronic communications are found. '

UNCLASSIFIED/ /FPOTO-
This document contains neither recommendations nor conclusions of the FBI. It is

the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-5964
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UNCLASSIFIED//FOUYS

You are reguested not to disclose the existence of this inguiry,
other than as necessary for compliance, inscfar as deoing sc may
jeopardize the confidential nature of the FBI's investigation.

If you have any guestions regarding this reguest. vleage direct
all inguiries to Special Agent at

b6
b7C

Peter P. k .
Assistant Special Agent in Charge
Washington Field Office

+e

UNCLASSIFIED/ /BeU

Thig decument containg neither recommendations nor conclusions of the FBI. It is

the property of the FBI and is locaned to your agency; it and its contents are not

to be distributed outside yvour agency.
' HRC-5965



ALL TEIL IMFOBRZATION COWTALINEL
HESEIN IS UHCLASSIFIED
DATE 1Z2-07-301s5 BY CST&JL8T80 HSICC

bo
{(WF) (FBI) b7cC
From: | |WF) {FBI}
Sent: i 015 3:27 PM
To: Be
Subject: ODNI Preservation and Records Request b7c
Attachments: Preservation_and_Production_ODNI_2015 _08_28 13_55_34_339.pdf
bé
b7C
Per our discussicn earlier teday, please find the attached Letterhead Memorandum for Mr., Litt, concerning a
Preservation and Records Request pursuant to Title 18, United States Code, Section 2703(f). Thank you in advance for
your discretion in regards to the confidential nature of the FBI's investigation.
Respectfully,
SA | b6
Special Agent . b7c
FBI Washington Field Office
| desk

HRC-5966



ALL TBI INFORMATION COMTAINEL
HERETIYW I5 UNCLASEIZIED
DATE 1Z2-07-201¢& BY 576318780 WSICS

UNCLASSIFIED/ /FOU50-
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: August 28, 2015
T0; Robert §. Litt, General Counsel

Office of the Director of National Intelligence
From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation (FBI) formally reguests that,
pursuant to Title 18, United States Code, Section 2703(f), the Office
of the Director of National Intelligence (ODNI}) take any steps
necessary to preserve all electronic and transactional records
associated with @clintonemail.com e-mail accounts contained on ODNI
systems. This preservaticon reguest applies to all stored electrocnic
records, files, and other evidence relating to communications to and
from the @clintonemail.com e-mail address.

On July 6, 201%, the FBI received a Section 811(c) Referral from
‘the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfiully reguests ODNI cause a comprehensive
search to be conducted of all holdings, files, documents, and
materials in the agency’s possession, including back-up computer
drives, for electronic mail communications to or from
@clintonemail.com accounts. Due to the nature of the FBI'’s
investigation, we request this search be c¢onducted without undue
delay and within 30 days of receipt of this letter. Should responsive
records be obtained, this Bureau requests an electronic copy of all
non-privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI requests
the results of the classification review be provided to this Bureau
when complete. In addition, the FBI seeks a copy of computer banners
from any U.S. Nuclear Regulatory Commission computer systems on which
relevant electronic communications are found.

URCLASSIFIED/ /FOUe-

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is locaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-5967



UNCLASSIFIED/ /FOY6

You are reqguested not to disclose the existence cof this inguiry,
other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of the FBI's investigation.

If you have any questions regarding this reguest., pleage direct
all inguiries to Special Agentl |at I . isc

Peter P. 2?0k
Assistant Special Agent in Charge
Washington, Field Cffice

*e

UNCLASSIFIED/ /FOTO—

This decument contains neither recommendationz nor c¢onclusions of the FBRI. It is
the property of the FBI and is leoaned to vour agency; it and its contents are not
to be distributed ocutside your agency.

HRC-5968



ALL FRT INFORMATICN CONTATINED
HEREIN I5 UMCLASSIIZIZEC
CATE 12-07-2014 BY S274218T80 NSICS

' _ : b6
kWF) {FBI) bTC
From: I | (wF) (FBI) : :
Sent: Friday, August 28, 2015 3:28 PM _ : bé
To: : '
Subject: "~ Department of the Treasury Preservation and Records Request RIS
Aftachments: Preservation_and_Production_USDOT_2015_08_28 13 54 32 018.pdf

— bs
b7¢C
Per gur discussion earlier today, please find the attached Letterhead Memorandum for Acting General Counse! Priya

Aiyer, concerning a Preservation and Records Request pursuant to Title 18, United States Code, Section 2703{f}. Thank
you in advance for your discretion in regards to the confidential nature of the FBI's investigation.

Respectfully,

sal | : b6
Special Agent b7C
FBl Washington Field Office

desk

HRC-5969



ALL FRI IIMFORMATICH CONTAINED
HEREIM IS UNCLASSI®IEC
CATE 12-07-201s5 BY J78J18T80 NSICL

UNCLASSIFIED/ /FOUO-
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: August 28, 2015
To: Priya Aiyer, Acting General Counsel

U.S. Department of the Treasury
From: Peter P, Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation (FBI) formally reguests that,
pursuant to Title 18, United States Code, Section 2703(f), the U.S.
Department of the Treasury take any steps necessary to preserve all
electronic and transactional records associated with
@clintonemail.com email accounts contained on U.S. Department of the
Treasury systems. This preservation request applies to all stored
electronic recoxds, files, and other evidence relating to
communications to and from the @clintonemail.com e-mail address.

On July 6, 2015, the FBI received a Section 811(c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully requests the U.S Department of the
Treasury cause a comprehensive search to be conducted of all holdings,
files, documents, and materials in the agency’s possesgion, including
back-up computer drives, for electronic mail communications to or
from @clintonemail.com accounts. Due to the nature of the FBI's
investigation, we request this search be conducted without undue
delay and within 30 days of receipt of this letter. Should responsive
records be obtained, this Bureau requests an electronic copy of all
non-privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI requests
the results of the classification review be provided to this Bureau
when complete. In addition, the FBI seeks a copy of computer banners
from any U.S. Department of the Treasury computer sgystems on which
relevant electronic communications are found,

UNCLASSIFIED/ fFrovo—

Thigs document contains neither reccommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-5970



UNCLASSIFIED/ /FOUO

You are requested not to disclose the existence of this inguiry,
other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of the FBI’'s investigation.

If you have any questions regarding this request, please direct
|- bé

all inquiries to Special Agent at | s

Peter P. Rok
Agsistant Special Agent in Charge

Washington Field Office

e

UNCLASSIFIED/ /PeU0-

This document contains neither recommendations nor conclusions of the FBI. It is

the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed ocutside your agency.
HRC-5971
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aLL FRI IIMFCRMATION CONTAIMED
HEREIM IS UNCLASSIZTIEC
CATE 12-07-201s BY 372018T30 N3ICo

— INEHERD nc

From: ] | ewry (FBIY

Sent: Monday, August 31, 2015 2:29 PM

To: l ] b6
Subject: Preservation and Production Reguest b7C
Attachments: Preservation_and_Production_LISSS_2015_08_31_15_14_57_509.pdf

1 | b7c

Thanks for taking my call earlier. As we discussed, | have attached a copy of a Preservation and Production request in
regards to a sensitive matter. Please direct this request to USSS Chief Counsel Donna L. Cahill. Thanks in advance for
your discretion and cooperation in regards to this request.

Respectfully,

| ' ' b6
' b7C

Special Agent

EBI Washin?ton Field Office
[ desk

HRC-5973



ALL FEI INFORMATICH CCHTAINEC
HEBREIN IS5 UNCLASSIFIED
DATE 1Z-07-201¢6 BY ST6518T80 WNSICS

UNCLA.SSIP_IED/ /FOEO
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: August 31, 2015
TO: Donna L..Cahill, General Counsel

U.S5. Secret Service
From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Reguest for Records

The Federal Bureau of Investigation {FBI) formally requests that,
pursuant to Title 18, United States Code, Section 2703{(f), the U.S.
Secret Service take any steps necessary to preserve all electronic
and transactional records associated with @clintonemail.com email
accounts contained on U.S. Secret Service systems. This preservation
request applies to all stored electronic recorxds, files, and other
evidence relating to communications to and from the @clintonemail.com
e-mail address.

On July 6, 2015, the FBI received a Secticon 81ll{c) Referral from
the Ingpector General of the Intelligence Community regarding a
potential compromise of  classified information. Pursuant to this
referral, the FBI respectfully reguests the U.S Secret Service c¢cause
a comprehensive search to be conducted of all holdings, files,
documents, and materials in the agency’s possession, including back-
up computer drives, for electronic mail communications to or from
@clintonemail.com accounts. Due to the nature of the FBI‘s
investigation, we request this search be conducted without undue
delay and within 30 days of receipt of this letter. Should responsive
records be obtained, this Bureau reqguests an electronic copy of all
non-privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI requests
the resgults of the classification review be provided to this Bureau
when complete., In addition, the FBI seeks a copy of computer banners
from any U.S. Secret Service computer systems on which relevant
electronic communications are found.

UNCLASSIFIED/ /F0%50

This document contains neither recommendations nor conclusions of the FBI. It isg
the property of the FBI and is lpaned to your agency; it and its contents are not
to be distributed cutside vour agency.
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UNCLASSIFIED/ /#0060~

You are requested not to disclose the existence of this inguiry,
other than as necessary for compliance, ingofar as doing so may
jeopardize the confidential nature of the FBI's investigation.

If you have any guestiocons regarding this request, please direct
all inguiries to Special Agent at

bé
b7C

Simgeraly

'

Peter P. St
Assistant Special Agent in Charge
Washington Field CQffice

+*4

UNCLASSIFIED/ /POUe

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to vyour agency; it and its contents are not

te be distributed ocutside your agency.
HRC-5975
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ALL IMNFORMATICHM CCNTAINED
HERETH IS UNCLASSTITIEC
CATE 12-07-2018 BY J78518T20 NWSICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 31, 2015 b7E

Re: Request for Preservation of Records

Dear Custodian 6f Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.

b6
b7C
b7E

W W N O U B W N

I e = =T
o Bk w N e D

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request

HRC-5979



applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise

alert the subscriber or user of these accounts jons to preserve the referenced files
and records, please contact Special Agent af| as SoOon as b6

possible and before taking any such actions.

b7C

This preservation request applies to the following records and evidence:

The contents of any communication or for the accounts any associated accounts,

A.
and any information associated with those communications or files, such as the
source and destination email address or IP address.
B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and
C. All connection logs and records of user activity for the requested account, including:
L Connection date and time;
2. Disconnect date and time;
3 Method of connection {e.g., telnet, fip, http);
4, Data transfer volume;
5. User name associated with the connection and other connection information, including
the Internet Protocol address of the source of the connection;
6. Telephone caller identification records; and
¥ Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries.
8. Means and source of payment for such service {including any credit card or bank account
number) and billing records.
D. Any other records and other evidence relating to the requested account. Such records and other

evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or

HRC-5980




relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form. '

If you have any questions regarding this request, nlease direct ail inquiries t ial Agent
lvho can be reached at o }b'f -

Peter P. Strzok
Assistant Special XPFent in Charge
Washington Field Office

HRC-5981
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HEREIN I3 UNCLASSIFIEC
CATE 12~-07-20146 BY JT6J18T80 HNEICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 31, 2015

b7E

Re: Regquest for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.

bé
b7C
b7E
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You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may resuit
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accoupts gs to vour actions to preserve the referenced files
and records, please contact Special Agent at as soon as
possible and before taking any such actions.

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without

" limitation, subscriber names, user names, screen names or other identities, mailing

addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

€l All connection logs and records of user activity for the requested account, including:

Connection date and time;
Disconnect date and time;
Method of connection {e.g., telnet, ftp, http);
Data transfer volume;
User name associated with the connection and other connection information, including
the Internet Protocol address of the source of the connection;
Telephone caller identification records; and
Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
* connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other mformanon related to the connection from ISP or its
subsidiaries.
8. Means and source of payment for such service {including any credit card or bank account
number) and billing records.

PSR S
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D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regardin

who can be reached a

this request, plea

r

i i iri ial Agent
o

Assistant Special Agent in Charge
Washington Field Office

HRC-5985
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HEREIHN I5 UNCLASSIFIEC
CATE 12-07-2015 3Y S7&4318Ts0 NSICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

August 31, 2015

b7E

Re: Request for Preservation of Records

Dear Custodian of Records;

Pursuant to Title 18, United States Code:Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.

b6
b7C
b7E
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You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise

alert the subscriber or user of these accounts as to your actions to preserve the referenced files

and records, please contact Special Agen
possible and before taking any such actions,

aft as soon as

This preservation request applies to the following records and evidence:

A.

The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

~ All records and other evidence relating to the subscriber(s), customer(s), account

holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

All connection logs and records of user activity for the requested account, including:

o b i e

bl

Connection date and time;

Disconnect date and time;

Method of connection (e.g., telnet, ftp, http);

Data transfer volume;

User name associated with the connection and other connection information, mcludmg
the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination IP-address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries. }

Means and source of payment for such service (including any credit card or bank account

number) and billing records.

HRC-5988
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D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account,.the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

, y questions regarding this request, please direct all inguiri ial Agent - e
ho can be reached at| lor b7

Assistant Special Agent in Charge
Washington Field Office

HRC-5989



ALL INFORMATION COMTAINEL
HESEIN IS MICLASSITIED
DATE 12-07-201% BY 575318720 MSIC:

"-_' b6
b7C
From: | I

Sent: Friday, Septernber 04, 2015 2:52 PM bé
To: b7C

Subject: Preservation Confirmation -| | Son
Attachments: 1217128.1if; Notice - Addressing of Legal Demands. pdf

Helld |- FBI, Washington, be
b7C

as received your preservation request{s} on the account name(s) listed in the attached fax. b7E
will preserve the requested account data, if any account data exists, for a period of 90 days from &
September 2015, :}cannot advise you whether any data exists for the accounts that are subject to your
preservation request.

Your preservation record number is: I | Be sure to refer to this record number when requesting biE

the disclosure of any preserved data.

18 U.5.C. 2703{£}{2) of the Electronic Communications Privacy Act permits a single S0 extension for each preservation
request. If we do not receive a preservation extension request within 90 days from the date of this preservation letter,
the preserved data will be destroyed. Also, please be aware that preservations are merely one time snapshots of the
account on the date the information is preserved. Preservations are not snapshots made each day during the S0 day
preservation timeframe.

If you send an extension to your preservation request, please indicate that your request is an extension so we may
quickly identify the account that you preserved and ensure that the initial data preservation is maintained.

Finally, when you submit your legal request for us to disclose the preserved data, please provide the preservation
request number along with the date of the original preservation so thatlj'nay retrieve all relevant stored b7E
data. '

s

Thank you,

b7E
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allL FRI INFORMATION CONTAINED
- HEPEIM IS UNCLASSTI:®TEC

CATE 12Z-07-zZQls 2 J78C218Ts0 NSICC b6
b7C
(WF) (FBI)
From: I | wF) (FBI) - bS
Sent: Wednesday, September 82, 2015 1:35 PM b7C
To: | [ :
Subject: FW: Supplemental Preservation and Production Request
Attachments: Preservation_and_Production_NCTC_2015_09_01_signed.pdf

Thank you for your call. Attached is the NCTC Preservation and Production request you requested. Please let me know
if you need any further assistance.

Respectfully,

bé
b7¢
Fromj | {WF} {FBI})
Sent: Wednesday, September 02, 2015 11:26 AM ' bé
Toy ' b7C
Cc3 |

Subject: Supplemental Preservation and Production Reguest

b7C
Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last
week. It is our hope that this supplemental request will help your organization better prioritize the scope of the
request. Again, if you have any questions, don’t hesitate to contact us.
Respectfully,
] ' b6

Special Agent BIE.,

FBI, Washington Field Office
|- desk

; HRC-5992.



‘7 ] ALL FRL IWZORMATICH COMTAIMED
* HEREIM IS UMCLASSITIEL

CATE 12-07-2016 BY J76J18Ts0 WsIce P8
b7C
kWF) (FBI)

From: | WF) (FBI}
Sent: ednesday, september 02, 2015 11:26 AM bE
To: g b7C
Cc:
Subject: Supplemental Preservation and Production Request
Attachments: Preservation_and_Production_NCTC_2015 09 _01_signed.pdf

b7¢C
Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last

week. It is our hope that this supplemental request will help your organization better prioritize the scope of the
request. Again, if you have any questions, don’t hesitate to contact us.

Respectfully,

bé
I | b7C

Special Agent

FBl, Washington Field Office
|- desk
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: ALL FRI INFORMATION COMNTAINEC
x HEBREIN I35 UHNCLASSIFIED
BATE 1Z-07-201& BY S76518T8E0 HNSICS

UNCLASSIFIED/ /Feuc
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: September 1, 2015
. To: | |_Senior Legal Advisor B

National Counterterrorism Center big

From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Cffice

Subject: Preservation of Records; Request for Records

This request supplements the Preservation of Records and Request
for Records sent to the National Counterterrorism Center (NCTC) on
August 28, 2015, which formally requested that the NCTC take any
steps necessary to preserve and produce all electronic and
transactional records associated with @clintonemail.com e-mail
accounts contained on NCTC systems.

The Federal Bureau of Investigation (FBI) further reguests that,
pursuant to Title 18, United States Code, Section 2703(f), the NCTC
take any steps necessary to preserve and produce all electronic and
transactional records between any G@clintonemail.com e-mail account
and the specific NCTC e-mail addresses provided below. This
preservation request applies to all stored electronic records, files,
and other evidence relating to communications between the specified
NCTC e-mail addresses and any Bclintonemail.com e-mail address.

On July 6, 2015, the FBI received a Section 811(c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully requests NCTC cause a comprehensive
search to be conducted of all holdings, files, documents, and
materials in the agency’s possession, including back-up computer
drives, for all electronic and transacticnal records between any
@clintonemail .com e-mail account and the following NCTC e-mail
accounts:

UNCLASSIFIED/ fFOU¥e

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
" to be distributed cutside your agency.
HRC-5994



UNCLASSIFIED/ /roue-

We request this search be conducted without undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau reguests an electronic copy of all non-
privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI requests
the results of the classification review be provided to this Bureau
when complete.

You are requested not to disclose the existence of this inquiry,
other than as necessary for compliance, insofar as deoing so may
jeopardize the confidential nature of this matter.

If you have any questions regarding this request, please direct
all inquiries to Special Agent]| | at | |

Sincerely,

Peter PFH ¥zok
Assistant Special Agent 'in Charge
Washington Field Office

+

UNCLASSIFIED//Foue

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-5995
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ALL FRT INTORMATICH CONTAINMED
HEFEINW IS5 UNCLASSIIZIEL

CATE 12-07-Z01% BY S74€3138T=80 MNIILCS bé
b7¢C
(WF) (FBI)
From: [ lowr) (FBr) b6
Sent: Wi September 02, 2015 11:03 AM b7C
To:
Subject: Preservation and Production Request
Attachments: Preservation_and_Production_NSA_2015_08 01_signed.pdf
- be
b7cC

Thanks for taking my call earlier. As we discussed, | have attached a copy of a Preservation and Production request in
regards to a sensitive matter. Please direct this request to NSA General Counsel Glen Gerstell. Thanks in advance for

your discretion and cooperation in regards to this request.

Respectfully,

Special Agent

rmmugm_i\ Field Office

bé
b7C
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UNCLASSIFIED//FOu0

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: September 1, 2015

To: Glen Gerstell, General Counsel
National Security Agency

From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation {FBI) requests that,
pursuant to Title 18, United States Code, Section 2703(f), the
National Security Agency (NSA) take any steps necessary to preserve
and produce all electronic and transactional records between any
Relinteonemail.com e-mail account and the specifiec NSA e-mail
addresses provided below. This preservation request applies to all
stored electronic records, files, and other evidence relating to
communications between the specified NSA e-mail addresses provided
below and any @Bclintonemail.com e-mail address,

On July 6, 2015, the FBRI received a Section 811l(c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant %o this
referral, the FBI respectfully reqguests NS3A cause a comprehensive
search to be conducted of all holdings, files, documents, and
materials 1n the agency’s possession, including back-up computer
drives, for all electronic and transactional records between any
@clintonemail.com e-mail account and the following NSA e-mail
accounts: '

UNCLASSIFIED//Feue

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed ocutside your agency.

HRC-5997
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UNCLASSIFIED//FeUQ

We reguest this search be conducted without undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests an electronic copy of all non-
privileged materials be provided forthwith while a corresponding

classification review of those records is conducted. The FBI requests.

the results of the classification review be provided to this Bureau
when complete.

You are requested not to disclose the existence of this inquiry,
cther than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of this matter.

If you have any questions regarding this request, please direct
all inguiries to Special Agent at | .

Peter P.
Assistant SPecial Agent in Charge
Washington Field Office

*

UNCLASSIFIED/ AFOBe

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is lcaned to your agency; it and its contents are not
to be distributed outside your agency. o

HRC-5998
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ALL FRI INZORMATION COWNTAIMED
HEREIM IS UMZLASSITIELC )
CATE 12-07-201&6 BY J7&£G518TEQ HNSICC

. : b6
WF) (FBl} b7¢C
From: | kWF) (FBI}
Sent: 2,201511:31 AM
To: b6
Subject: supplernental Preservation and Production Request b7c
Attachments: Preservation_and_Production_USSS_2015_08 01_signed.pdf
— 14
- b7cC
Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last
week. [tis our hope that this supplemental request will help your organization better prioritize the scope of the
request. Again, if you have any questions, don’t hesitate to contact us.
Respectfully,
| | b6
b7cC

Special Agent

._FBIl, Washington Field Office
l i desk

HRC-5999



ALL FRT INTORMATION CONTAIMED
- ' HEREIM IS UNCLASSIFIEL
: CATE 12-07-2016 BY 37£318TS0 NSICG

UNCLASSIFIED/ /F6te
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: September 1, 2015
To: Donna L. Cahill, General Counsel

U.S. Secret Service
From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

This request supplements the Preservation of Records and Request
for Records sent to the U.S. Secret Service (USSS) on August 31, 2015,
which formally requested that the USSS take any steps necessary to
preserve and produce all electronic and transactional records
associated with @clintonemail.com e-mail accounts contained on USSS
systems.

The Federal Bureau of Investigation (FBI) further requests that,
pursuant to Title 18, United States Code, Section 2703(f), the USSS
take any steps necessary to preserve and produce all electronic and
transactional records between any (clintonemail.com e-mail account
and the gspecific USSS e-mail addresses provided below. This
preservation request applies to all stored electronic records, files,
and other evidence relating to communications between the specified
USSS e-mail addresses provided below and any Gclintonemail.com e-mail
address. -

On July 6, 2015, the FBI received a Section 81ll(c}) Referral from
the Inspectcr General of the 1Intelligence Community regarding a
potential compromise of <classified information. Pursuant to this
referral, the FBI respectfully requests USSS cause a comprehensive
search to be conducted of all holdings, files, documents, and
materials in the agency’s possession,. including back-up computer
drives, for all electronic and transactional records between any
@clintonemail.com e-mail account and the following USSS e-mail
accounts:

UNCLASSIFIED//FOUO
This document contains neither recommendations neor conclusions of the FBI. It is

the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed cutside your agency. :
HRC-6000



UNCLASSIFIED/ /freuo—

We request this search be conducted without undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests . an electronic copy of all non-~
privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI requests
the results of the classification. review be provided to this Bureau
when complete. ' :

You are requested not to disclose the existence of this inquiry,
other than as necessary for compliance, 1insofar as doing so may
jeopardize the confidential 'nature of this matter.

If you have any duestions_regardinag this reguest, please direct
all inguiries to Special Agent at

v _#pecial Agent in Charge
Washington Field Office

*e
UNCLASSIFIED//Fodo—
This document contains neither recommendations nor conclusions of the FBI. It is

the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-6001
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ALL ¥BI IMNFORMATICH CCHTAIHEL
HEREIN IS UHNCLASSIXIED
DATE 12-07-201% BY S745°518T80 NSICC

WF) (F’él)

From:

. Sent:
To:
Subject:

Attachments:

lowrs (FBY)

vvednesday, September 02, 2015 11:30 AM

Supplemental Preservation and Production Request
Preservation_and_Production_NRC_2015_09_01_signed.pdf

Mr. Averbach, _

Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last
week. It is our hope that this supplemental request will help your organization better pnormze the scope of the
request. Again, if you have any questions, don’t hesitate to contact us.

Respectfully,

|

Special Agent

FBI, Washington Field Office

| desk

HRC-6002
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ALL FRI IIFORMATION CONTAINED
HEREIM IS UNCLASSI®TIEC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: September 1, 2015

To: Margaret M. Doane, General Counsel
U.S. Nuclear Regulatory Commissicon

From: Peter P, Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

This request supplements the Preservation of Records and Reguest
for Records sent to the U.S. Nuclear Regulatory Commission (NRC) on
August 28, 2015, which formally requested that the NRC take any steps
necessary to preserve and produce all electronic and transactional
records associated with @clintonemail.com e-mail accounts contained
-on NRC systems.

The Federal Bureau of Investigation (FBI) further requests that,
pursuant to Title 18, United States Code, Section 2703(f), the NRC
take any steps necessary tc preserve and produce all electronic and
transactional records between any @clintonemail.com e-mail account
and the specific NRC e-mail addresses provided Dbelow. This
preservation request applies to all stored electronic records, files,
and other evidence relating to communications between the specified
NRC e-mail addresses and any @clintonemail.com e-mail address.

On July 6, 2015, the FBI received a Section 811(c) Referral from
the 1Inspector General of the 1Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully requests NRC cause a comprehensive
search to be conducted of all heldings, files, documents, and
materials in the agency’s possession, including back-up computer
drives, for all electronic and transactional records between any
@clintonemail.com e-mail account and the following NRC e-mail
accounts:

UNCLASSIFIED/ /FOye-

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loened to your agency; it and its contents are not
to be distributed outside your agency.
HRC-6003



UNCLASSIFIED//POul

within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau reguests an electronic copy of all non-
privileged materials be provided forthwith while a corresponding
classification review of those records i1s conducted. The FBI reguests
the results of the classification review be provided to this Bureau

when complete.

other than as necessary for

jeopardize the confidential nature of this matter..

b6
b7C
b7E
We request this search be conducted without undue delay and
You are requested not to disclose the existence of this inquiry,
compliance, insofar as doing s0 may
If you have any questions regarding this reguest., please direct
bg
at E
I b7cC

all inquiries to Special Agent|

*

' Peter P

wok
Assistant Special Agent in Charge
Washington Field Office

UNCLASSIFIED/ /roge-

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency.

HRC-6004



all FBI IMFORATION COMTAIIELD

HEFEIN IS UNCLASSIFIED

DATE 12-07-2018 BY JT78JLlET20 HWSICGC

[WF) (FBI)

From:

Sent:

To:

Subject:
Attachments:

[ |

l

| wF) (FB.])

015 11:28 AM

Suppiemental Preservation and Production Request
Preservation_and_Production_USDOT_2015_0¢ 01_signed.pdf

Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last
week. 1t is our hope that this supplemental request will help your organization better prioritize the scope of the
request. Again, if you have any questions, don't hesitate to contact us.

Respectfully,

Special Agent

FBI, Washington Field Office

HRC-6005
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ALL TEI INFCRIATION LOMTAINEC

HEREIW IS TMCLAZSIFIED

DATE 1Z2-07-201% BY F75318T80 MNSICGC
UNCLASSIFIED/ fAFOWe

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: September 1, 2015

To: Priya Alyer, Acting General Counsel
U.S. Department of the Treasury

From: Peter P. Strzok
Assistant Special Agent in Charge
Washington Field Cffice

Subject: Preservation of Records; Request for Records

This request supplements the Preservation of Records and Request
for Records sent to the U.S. Department of the Treasury on August 28,
2015, which formally reguested +that the U.S. Department of the
Treasury take any steps necessary to preserve and produce all
electronic and transactiocnal records associated with
@clintonemail.com e-mail accounts contained on U.S. Department of the
Treasury systems.

The Federal Bureau of Investigation (FBI) further reguests that,
pursuant to Title 18, United States Code, Section 2703(f), the U.S.
Department of the Treasury take any steps necessary to preserve and
produce all electronic and transactional records between any
@clintonemail . .com e-mail account and the specific U.S. Department of
the Treasury e-mail addresses provided below. This preservation
request applies to all stored electronic records, files, and other
evidence relating to communications between the specified U.S.
Department of the Treasury e-mail addresses provided below and any
Qclintonemail.com e-mail address.

On July 6, 2015, the FBI received a Section 81l1l(c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully requests U.S. Department of the
Treasury cause a comprehensive search to be conducted of all holdings,
files, documents, and materials in the agency’s possession, including
back-up computer drives, for all electronic and transactional records

UNCLASSIFIED/ /FOUe

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-6006



UNCLASSIFIED/ /FOUO.

between any {clintonemail.com e-mail account and the following U.S.
Department of the Treasury e-mail accounts:

We request this search be conducted without undue delay and

within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests an electronic copy of all non-

privileged materials be provided forthwith while a corresponding

classification review of those records is conducted. The FBI reguests
the results of the classification review be provided to this Bureau
when complete.

UNCLASSIFIED/ /[Fobe
This document contains neither recommendations nor conclusions of the FBI. It is

the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-6007
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UNCLASSIFIED/ /FoYe

You are requested not to disclose the existence of this inguiry,
other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of this matter.

If you have any questions regarding this reguest. vplease direct
all ingquiries to Special Agent at

Peter P, Strzok
Assistant Special Agent. in Charge
Washington Field Office

+

UNCLASSIFIED/ /Tebe-

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed cutside your agency.

HRC-6008
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aLL FBEI INFCREIATION LOMTAINELD
" JEREIV I35 UMCLASSIFIED
DATE 1:-07-201¢& BY JT7&318T80 WNSICS

b6
(WF) (FBI) - o
From: : | KWF) (FBI) :
Sent: . mber 02, 2015.11:33 AM b6
To:
Subject: Supplemental Preservation and Production Request ks
Attachments: Preservation_and_Production_ODNI_2015_08_01_signed.pdf

— be
_ b7C
. Please see the attached supplemental Preservation and Production Request for Mr. Litt concerning the matter we

discussed last week. It is our hope that this supplemental request will help your organization better prioritize the scope
of the request. Again, if you have any questions, don’t hesitate to contact us.

Respectfully,

| | _ b6
' b7C

Special Agent

FBl, Washington Field Office
—

HRC-6009



ALL FRI INFCRMATION COMTAINELD

HdEREIV IS5 UMCLASSIFIED

DATE 1Z2-07-201¢ BY JST&31ETE0 HEICS -
UNCLASSIFIED/ /Fego-

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Date: 'September 1, 2015

To: Robert §. Litt, General Counsel _
Office of the Director of National Intelligence

From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

This reguest supplements the Preservation of Records and Request
for Records sent to the Office of +the Director of National
Intelligence (CDNI)} on August 28, 2015, which formally requested that
the ODNI take any steps necessary to preserve and produce all
electronic and transzctional records associated with
@clintonemail.com e-mail accounts contained on ODNI systems.

The Federal Bureau of Investigation (FBI) further requests that,
pursuant to Title 18, United States Code, Section 2703(f), ODNI take
any steps necessary to preserve and produce all electronic and
transactional records between any @clintonemail.com e-mail account
and the specific ODNI e-mail addresses provided below. This
preservation reguest applies to all stored electronic records, files,
and other evidence relating to communications between the specified
ODNI e-mail addresses provided below and any @clintonemail.com e-mail
address. ‘

On July 6, 2015, the FBI received a Section 811(c¢) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of «classified information. Pursuant to this
referral, the FBI respectfully requests ODNI cause a comprehensive
search to be conducted of all holdings, files, documents, and
materials 1in the agency’s possession, including Dback-up computer
drives, for all electronic 'and transactional records between any
fclintonemail .com e-mail account and the following ODNI e-mail
accounts:

UNCLASSIFIED/ /ToYS
This document contains neither recommendations nor conclusions of the FBI. It is

the property of the FBI and is lcaned to your agency; it and its contents are not
to be distributed outside your agency.
' HRC-6010



UNCLASSIFIED//Fo8e

We reguest this search be conducted without undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests an electronic copy of  all non-

privileged materials be provided forthwith while a corresponding.

classification review of thcse records is conducted. The FBI requests
the results of the classification review be provided to this Bureau
when complete. '

You are requested not to disclose the existence of this inquiry,
other than as necessary for compliance, insofar as doing soO may
jeopardize the confidential nature of this matter.

UNCLASSIFIED//FOv6-

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-6011
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UNCLASSIFIED/ /POue.

If you have any questions regarding this reauest. please direct
all inguiries to Special Agent at

bé
b7C

Assistant Special Agent in Charge
Washington Field Office

L2

UNCLASSIFIED//FOUQ.,

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned toc your agency; it and its contents are not
to be distributed outside your agency.
' HRC-6012



i alLL BRI INFORMATION COMTAINELD
HEFEIN I35 UNCLASSIZIED

| kWF) (FBI)

From: | KWF) (FBI)

Sent: Wednesday, September 02, 2015 11:29 AM

To: | |

Subject: Supplemental Preservation and Production Request
Attachments: Preservation_and_Production_DOE_2015_09_01_signed.pdf

[ ]

Please see the attached supplemental Preservation and Production Request concerning the matter we discussed last
week. It is our hope that this supplemental request will help your organization better pricritize the scope of the

request. Again, if you have any guestions, don’t hesitate to contact us.

Respectfully,

I |

Special Agent
FBl, Washington Field Office

—

HRC-6013

DATE 1Z-07-201¢& BY 5765187820 PTSICGbG
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ALL FRT INFORMATICN CCNTAINED
- HEREIM IS5 UNCLASSIEFIELC

CATE 12-07-2014 BY 374318T80 NSICG

UNCLASSIFIED//FONQ.
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: September 1, 2015
To:
Assistant General Counsel
International and National Security Programs
Department of Energy '
From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

This request supplements the Preservation of Records and Request
for Records sent to the Department of Energy (DOE) and WNational
Nuclear Security Administration (NNSA) on August 28, 2015, which
formally requested that the DOE take any steps necessary to preserve
and produce all electreonic and transactional records associated with
@clintonemail.com e-mail accounts contained on DOE systems.

The Federal Bureau of Investigation (FBI) further reguests that,
pursuant to Title 18, United States Code, Section 2703(f), the DOE
and NNSA take any steps necessary to preserve and produce all
electronic and transactional records between any @clintonemail.com e-
mail account and the specific Department of Energy e-mail addresses
provided below. This preservation request applies to all stored
electronic records, files, and other evidence relating to
communications between the specified DOE e-mail addresses provided
below and any @clintonemail.com e-mail address.

On July 6, 201S, the FBI received a Section 811{(c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully requests DOE and NNSA cause a
comprehensive search to be conducted of all holdings, files,
decuments, and materials in the agency’s possession, including back-
up computer drives, for all electronic and transactional records

UNCLASSIFIED//Fote
This document contains neither recommendations nor conclusions of the FBI. It is

the property of the FBI and is loaned to your agency; it and its c¢ontents are not
to be distributed outside your agency. '

HRC-6014
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UNCLASSIFIED//FSUQ

between any ficlintenemail .com e-mail account and the following DOE e-
mail accounts:

We request this search be conducted without undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests an electronic copy of all non-
privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI requests
the results of the classification review be provided to this Bureau
when complete,

You are reguested not to disclose the existence of this inguiry,
other than as necessary for compliance, insofar as doing so mnay
jeopardize the confidential nature of this matter.

If you have any questions regarding this request, please direct
all inquiries to Special Agent at | L

Peter P.™&
Assistant Special Agent in Charge
Washington Field Office '

*e

UNCLASSIFIED//Pouq,

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-6015
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HEREIM IS5 UNCLASSITIEC
CATE 10-08-Z017 2% J37J86T%4 HNSICE

|

i & As O

e e e B it £

FD-340 {Rev. 4-11-0%)

b3
File Number oS TERLD , b7E
Field Office Acquiring Evidence _ WD
b
1. Serial # of Originating Document '—£
Date Received Ct!/q !z S :
: 4
: \
1 From {
) (Name of Contribulor/Interviewee} i
'1!
{Address) : a \
{City and State)
be
By b7c
' ToBe Returned [ Yes gf No
' Receipt Given [J Yes z No

Grand Jury Material - Disseminate Only Pursuant to Rule 6 (&)
Federal Rules of Criminal Procedure

“
O Yes ﬂ No
Federal Taxpayer Information (FTI)
O Yes J No
Title: M .
INGAZ BrAW
Reference:

{Coemmunication Enclosing Material}

Description: [  Original notes re interview of

HRC-6016



ALL FBI INFORMATICH CONTAINED
HEFEIN I35 UNCLASSIIZIEL
CATE 12-07-2014 BY S74&318T&0 HSICS

' b6
(WF)(FBI) b7C

From: I KWF)(FBI)
Sent: Friday, September 04, 2015 8:31 AM
To: | | bg
Subject: supplemental preservation and production request --- UNCLASSIFIED . b7C
SentinelCaseld: TRANSITORY RECORD
Classification: UNCLASSIFIED
TRANSITORY RECORD
Sir,
Please find the supplemental preservation and production request attached per your discussion with SA| | b6

yesterday. For your convenience | have also attached a .txt file containing the emails listed in the preservation request. b7C

Preservation and DoD email list.txt
Production DO...

Please contact SAl I atl |if you have any questions regarding this request. bé
b7C

s | | bé

ashington Field Office b7C

Classification: UNCLASSIFIED

HRC-6017



ALL FRI INZORMATICH COMNTATIHED
HEREIM I8 UNCLASSITIEC
CATE 12-07-201& 2% J7&318T20 NSICO

UNCLASSIFIED//Fouye
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: September 3, 2015
To: - Litigation

Office of General Counsel
Department of Defense

From: Peter P. Strzok

Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation (FBI) requests that,
pursuant to Title 18, United States Code, Section 2703(f}, the
Department of Defense (DoD) take any steps necessary to preserve and
produce all electronic and transactional records Dbetween any
@clintonemail .com e-mail account and the specific DoD e-mail
addresses provided below. This preservation request applies to all
stored electronic records, files, and other evidence relating to
communications between the specified DoD e-mail addresses provided
below and any @clintonemail.com e-mail address.

On July 6, 2015, the FBI received a Section 811 (c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully requests DoD cause a comprehensive
search to- be conducted of all holdings, files, documents, and
materials 1in the agency’s possession, including back-up computer
drives, for all electronic and transactional records between any
@clintonemail.com e-mail account and the following DoD e-mail
accounts: :

UNCLASSIFIED//FOHQ.

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is lcoaned to your agency; it and its contents are not
to be distributed cutside your agency.

HRC-6018
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UNCLASSIFIED/ JFOHe—-

bé
b7C
b7E

UNCLASSIFIED//FOU6.

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-6019



UNCLASSIFIED//FOUQ.

bé
b7C
b7E

UNCLASSIFIED//FOBQ,

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. '
HRC-6020



UNCLASSIFIED//FOue

bé
b7C
b7E

UNCLASSIFIED/ /FOUS

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed ocutside your agency.
HRC-6021



UNCLASSIFIED/ /Pouc,

bé
b7C
b7E

 UNCLASSIFIED//Fo¥e

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-6022



UNCLASSIFIED/ /FOUS—

We request this search be conducted without undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests an electronic copy of all non-
privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI reguests
the results of the classification review be provided to this Bureau
when complete.

. You are requested not to disclose the existence of this inquiry,
other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of this matter.

If you have any questions regarding this reguest. please direct
all inguiries to Special Agent at

Sinceregly

'y

Assistant Special Agent in Charge
Washington Field QOffice

+¢

UNCLASSIFIED//FOUe..

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your acancy; it and its contents are not
to be distributed outside your agency. ’

HRC-6023
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ALL TBEI INTOZXATION CONTAIWED

Classification: UNCLASSIFIED//POYe

i HEREIN IS UMCLASSITIED
- DATE 1Z-07-201% BY STEJL8TE0 WSILS
be |
|(WE)FBY) =
From: I KCDYXOGA)
Sent: Thursday, September 03, 2015 3:27 PM b6
To: (WE)FBI) b7C
Subject: RE: Supplemental Preservation Request for DIA — UNCLASSIFIED/FOHG
Classification: UNCLASSIFIED//FEU8
Received and forwarded to the DIA team who will respond to the requests (both).
DIA Representative to FBI
935 Pennsylvania Avenue NW
Room 4632, Washington DC 28535
Commercial; [ |
TANDBERG: |
]
A Original Message----- _
From: | | (WF)(FBI) b6
Senf: Thursdav. September 03, 2815 3:22 PM . bC
To: {CC)Y(OGA)
Subject: Supplemental Preservation Request for DIA --- UNCLASSIFIED//FOHQ.
Classification: UNCLASSIFIED//TObB6-
Hi bé
{ ] b6
Please find the supplemental preservation reguest for DIA attached.
Thank you for your assistance.
v/r
b6
b7C

HRC-6024
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HEBREIN I35 UHNCLASSIFIED

BATE 1Z-07-201& BY S76518T8E0 HNSICS

UNCLASSIFIED/ /Foue

U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: September 3, 2015
To: Director, :

Defense Intelligence Agency

Attn:

fTfice of Counterintelligence
From: - Peter P. Strzok

‘Assistant Special Agent in Charge
Washington Field Qffice

Subject: Preservation of Records; Reguest for Records

The Federal Bureau of TInvestigation (FBI} requests that,
pursuant to Title 18, United States Code, Section 2703(f), the
Defense Intelligence Agency (DIA} take any steps necessary to
preserve and produce all electronic and transactional records between
any @clintonemail.com e-mail account and the specific DIA e-mail
addresses provided below. This preservation request applies to all
stored electronic records, files, and other evidence relating to
communications between the specified DIA e-mail addresses provided
below and any @clintonemail.com e-mail address.

"On Jduly 6, 2015, the FBI received a Section 811{c) Referral from
the Inspector General of the Intelligence Ceommunity regarding a
potential compromise of classified information. Pursuant to .this
referral, the ¥FBI respectfully requests DIA cause a comprehensive
search to be conducted of all heldings, files, documents, and
naterials in the agency’s possession, including back-up computer
drives, for all electronic and transactional records between any
fclintonemail.com e-mail account and the following DIA e-mail
accounts:

UNCLASSIFIED/ /FOYe-

This document contains neither recommendations nor conclusions of the FBI. It is-
the property of the FBI and is lecaned to your ‘agency; it and its contents are not
to be distributed ocutside your agency.

HRC-6026
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UNCLASSIFIED//FUUS

We reqguest this search be conducted without undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests an electronic copy of all non-
privileged materials be provided forthwith while a corresponding

classification review of these records is conducted. The FBI requests.

the results of the classification review be provided to this Bureau
when complete.

You are requested not to disclose the existence of this inguiry,
other than as necessary for compliance, inscofar as doing so may
jeopardize the confidential nature of this matter.

If you have any questions regarding this request, please direct
all inguiries to Special Agent at

Yzok
Assistam—Special Agent in Charge
Washington Field Office

e

UNCLASSIFIED//TOUC

This document contains neither recommendations nor conclusions of the FBI. It is-
the property of the FBI and is locaned to your agency; 1t and its contents are not
to be distributed outside your agency.

HRC-6027
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all TBIL IMFOBR:ATION COMTAINED

HESEIN IS5 UHNCLASSIFIED
DATE 12-07-201% BY 278518780 HSICG

I

From: | |

Sent: Thursday, September 03, 2015 11:42 AM

To: |

Subject: Supplemental Preservation and Production Request
Attachments: Preservation_and_Preduction_CIA_2015_09_03_signed.pdf

[ ]

Per our discussion this morning, please find the supplemental preservation and production request attached.

If vou have any questions regarding this request please contact Special Agent

at

Thank you,

[ 1

Washington Field Office

bé
b7C

be
b7C

- bé

HRC-6028

b7C

bé
b7C



ALl FRI IHTORMATICH COMTATHEDR
HEREIN IS5 MMICLASEZIFIED

UNCLASSIFIED//Fove-

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

CATE 13-07-201& BY 376J158T80 NWEICC

Date: September 3, 2015

To: Office of General Counsel
Central Intelligence Agency ;

From: Peter P. Strzok
Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation (FBI) requests that,
pursuant to Title 18, United States Code, Section 2703(f), the
Central Intelligence Agency (CIA) take any steps necessary to
preserve and produce all electronic and transactional records between
any @clintonemail.com e-mail account and the specific CIA e-mail
addresses provided below. This preservation request applies to all
stored electronic records, files, and other evidence relating to
communications bketween the specified CIA e-mall addresses provided
below and any Cclintonemail.com e-mail address. :

On July 6, 2015, the FBI received a Section B1ll{c) Referral from
the Inspector General of the Intelligence Community regarding a
potential compreomise of classified information. Pursuant to this
referral, the FBI respectfully requests CIA cause a comprehensive
search to be conducted of all holdings, files, documents, and
materials in the agency’s possession, including back-up computer
drives, for all electronic and transactional records between any
@clintonemail.com e-mail account and the following CIA e-mail
accounts: _

UNCLASSIFIED//Foto.

This document c¢ontains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is lcaned to your agency; it and its contents are not
to be distributed cutside your agency.

HRC-6029
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UNCLASSIFIED/ /FOPo

We request this search be conducted wiﬁhout undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests an electronic copy of all non-
privileged materials be provided forthwith while a corresponding
classification review of those records is conducted. The FBI reguests
the results of the classification review be provided to this Bureau
when complete. '

You are requested not to disclose the existence of this inquiry,
other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of this matter.

If you have any questions regarding this reguest, please direct
all inquiries to Special Agent at X

Peter P.
Assistant Special Agent in Charge
Washington Field Office

*

UNCLASSIFIED/ fFO¥e-

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency.

HRC-6030
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FD-340 (Rev. 4-11-01}

File Number I PRESP‘O

Field Office Aequiring Evidence Jﬁ’r

Serial # of Originating Document q

Date Received

From

{Name of Contributor/Interviewee)

{Address)

rd

Byl

ToBe Returned [ Yes >
Ef' No .

ReceiptGiven [J Yes
Grand Jury Material - Disseminate Only Pursuant to Rule 6 {(e)
Federal Rules of Criminal Procedure

J Yes [310

Federal Taxpayer Information (FTT)
' O Yes D/No

Tiles (TDMEAR- EXAM,
MISHANDLING OF CLASSE FIEN

(]

Reference:

{Communication Enclosing Material)

Description: [J  Original notes re interview of

 Preveryaion tu__rlual" repone
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"ALL IMFORMATION CONTAINED
HEREIM I8 UNCLASSITIEC

CATE 12-07-32014 BY S7&318TE0 NSICE

- The request has been received and processed.
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Fax Server - 9/5/2015 3:22:31 PM  PAGE 2/004 Fax Server

ALL INFORMATICH CONTAIWED
HEBREIN IS5 UMCLASSIFIED
DATE 12-07-201¢6 BY ST6518T80 WNSICS

AUG-20-2015 @953 NSD NS-4 FRONT OFFICE P.82 Egc
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C, 20535-0001
Rugust 18, 2015
b7E
Re:  Request for Preservation of Records
Dear Custodian of Records:
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regardmg
the following e-mail accounts, pending further legal process.
b7E
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Fax Server 9/5/2015 3:22:31 PM PAGE 3/004 Fax Server

P.83 b6
AUG-28-2915  89:54 NSD NS-4 FRONT OFFICE : e

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record, ¥
and records that may come into your possession from the date of acknowiedgment of this request for
a period of 90 days , or until receipt of a legal court order, whichever occurs first. This request
applies cnly retrospectively. It does not in any way obligate you to capture and preserve new
«  information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as {o your actions to preserve the referenced files
and records, please contact Special A gentl |at| | as soon as possible - b8
and before taking any such actions. Bic

This preservation request applies to the following records and evidence:

A The contents of any communication or for the accounts any associated sccounts,

- and any information associated with those communtcations or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customet(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, ¢-matl addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
1. Connection date and time:
2. Disconnect date and time:
3. Method of connection {e.g., telnet, ftp, http);
4, Data transfer volume;
5 User name associated with the connection and other connection information, including

the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination [P address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries,

g Means and source of payment for such service (inciuding any credit card or bank account
number) and billing records.

ey 2L
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D, Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
. or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inguir] cial Agent
| twho can be reached ag o

Sincerely,

y/ —

Charles H. Kable IV
Section Chief
Counterintelligence Division

TNTAl P.A4
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Description: [0  Original notes re interview of
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ALl IMFORXATION CONTAINED
HEREIM IS UNCLASSI:®TIEC :
CATE 12-07-201& 2Y J278J18T80 NSICC

b6
p7C

From: R |

Sent: IIhMLS.dﬂL.S.EQLQTber 10, 2015 2:49 PM _ b6

e ‘ ' b7C

Subject: - _RE: Contact information 7R

Attachments: [ ]Preservation_Request_09102015.pdf
bé
b7C
b7&

Please find the preservation request for attached per our discussion. | am available if you have any further

questions regarding this request.

| appreciate your assistance with this matter and kindly request that you do not disclose the existence of this inquiry,

other than as necessary for compliance, as doing s¢ may jeopardize the confidential nature of this matter.

v/r :
bé
p7C

SA

FB[ — Washington Field Office

Fromj] | | b6

Se?n_‘ll‘uutsdm_s.mtﬂmhﬁ' 10, 2015 2:28 PM b7C
To .

Subject: Contact information

Please send preservation request to me at this e-mail.

be
B7C
b7E
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Re: Reguest for Preservation of Records

Dear Custodian of Records:

ALL INECRMATION COMTAIMED

HEREIN 18 TNCLASSIFIED

DOATE 12-07-2015 BY 575318780 NSICG

September 10, 2015

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
services rendered in association with the following account identifiers, pending further legal process:

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new

information that arises after the date of this

request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may resuit
in a permanent or temporary termination of service to the accounts described below, or otherwise

alert the subscriber or user of these accou
and records, please contact Special Agent

nis as to your action

at

s {0 preserve the referenced files
as soon as possible

and before taking any such actions.

HRC-6041

b7E

b7E

bé
b7C



This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

53 All connection logs and records of user activity for the requested account, including:

Connection date and time;

Disconnect date and time;

Method of connection {e.g., telnet, ftp, http);

Data transfer volume;

User name associated with the connection and other connection information, including
the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above—mferenced
accounts connected, by any means, during the connection period, including the
destination IP address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing-records.

nds LB

NS

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

; ¢ any questions regarding this request, please direct all inquiries to Special Agent -
iat[ |
. b7C

Peter P.
Assistant Special Agent in Charge
Washington Field Office

HRC-6042
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ALL TEILI INTOZXATION CONTAIWED
HEEEIN IS UMCLASSIFIED

BATE 1Z-07-201%& BY ST£IL5T80 M3

UNCLASSIFIED/ JFOG6-
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
Date: September 15, 2015

To: Lee J. Lofthus _
Assistant Attorney General for Administration
U.S. Department of Justice

From: Peter P. 8trzok
Assistant Special Agent in Charge
Washington Field Office

Subject: Preservation of Records; Request for Records

The Federal Bureau of Investigation (FBI) requests that,
pursuant to Title 18, United States Code, Section 2703(f}), the
Department of Justice (DOJ) take any steps necessary to preserve and
produce all electronic and transactional records between any
Qclintonemail . com e-mail account’ and the specific DOJ e-mail
addresses provided below. This preservation request applies to all
stored electronic records, files, and other evidence relating to
communications between the specified DOJ e-mail addresses provided
below and any (clintonemail.com e-mail address.

On July 6, 2015, the FBI received a Section 811l(c} Referral from
the Inspector General of the Intelligence Community regarding a
potential compromise of classified information. Pursuant to this
referral, the FBI respectfully reguests DOJ cause a comprehensive
search to be conducted o¢f 3all holdings, files, documents, and
materials 1in the agency’s possession, including back-up computer
drives, for all electronic and transactional records between any
fclintonemail.com e-mail account and the following DOJ e-mail
accounts:

UNCLASSIFIED/ Aroue—

This document contains neither recommendations nor conclusions of the FBI., It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed cutside your agency.

o
Tt
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UNCLASSIFIED//Fowo

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed ocutside your agancy.
HRC-6045



UNCLASSIFIED//TOUH6-

We request this search be conducted without undue delay and
within 30 days of receipt of this letter. Should responsive records
be obtained, this Bureau requests an electronic copy of all non-
privileged materials be provided forthwith while a corresponding
classification review of those records 1is conducted. The FBI requests
the results of the classification review be provided to this Bureau

when complete.

You are reguested not to disclose the existence of this inquiry,
-other than as necessary for compliance, insofar as doing so may
jeopardize the confidential nature of this matter.

If you have any questions regarding this request, please direct
all inguiries to Special Agent at

Assistant Special Agent in Charge
Washington Field Office

L34

UNCLASSIFIED/ /reue-

This document contains neither recommendations nor conclusions of the FBI. It is
the property of the FBI and 1is loaned to your agency; it and its contents are not
to be distributed cutside your agency.

HRC-6046
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ALL 7RI INFORMATIOW COWNTAINED
HERETM IS5 UNCLASSITIEC

CATE 12-07-2018 2V J78C18T80 NSILC

—— = i = ==
From: | |
‘Sent: : 6, 2015 12:28 PM
To: )
Subject: Preservation Request for U.8. Department of Justice
Aftachments: Preservation_Request DOJ_09152015.pdf
Per our conversation, please find a preservation request for Assistant Attorney General Lofthus attached.
If there are any questions regarding this request please feel free to contact SA| [FBI) at[:or
US Department of Justice — Naticnal Security Division) atl
v/
SA

Wffhiffm Field Office
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ALl IMFORXATION COWTAINED
- HEREIM IS5 UNCLASSITIEC

CATE 12-07-Z0L1s 2% J73C18TS0Q NWSICC

b6
From: [ | _ bic
Sent: Ilhumdaadan:am.ha.uf, 2015 423 PM b7E
To:
Subject: Preservation Confirmation -[
Attachments: 1217128 tif; Notice - Addressing of Legal Demands .pdf
S be
b7C
Helld L FBI-Washington,
Ihas received your preservation request(s) on the account name(s) listed in the attached f; will bIE
preserve the requested account data, if any account data exists, for a period of 90 days from 17 September 2015 Fann{}t
advise you whether any data exists for the accounts that are subject to your preservation request.
Your preservation record number isl |Be sure to refer to this record number when requesting the disclosure of bR
any preserved data.
18 U.S.C. 2703(f)(2) of the Electronic Communications Privacy Act permits a single 90 extension for each preservation request. If we
do not receive a preservation extension request within 9¢ days from the date of this preservation letter, the preserved data will be
destroyed. Also, please be aware that preservations are merely one time snapshots of the account on the date the information is
preserved. Preservations are not snapshots made each day during the $0 day preservation timeframe.
If you send an extension to your preservation request, please indicate that your request is an extension so we may quickly identify the
account that you preserved and ensure that the initial data preservation is maintained.
Finally, when you submit your legal request for us to disclose the preserved data, please provide the preservation request number
along with the date of the original preservation so that| {nay retrieve all relevant stored data. b7E
Thank you,
b7E
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Re: Request for Preservation of Records

Dear Custodian of Records:

ALL INZORMETION CONTAINWELD

HERE
DATE

IM I5 WMMCLAESSTIFTEDR

12-07-2016 BY JT7&JLETe0 MHSICC

September 15, 2015

Pursuant to Title 18, United States Code Section 2703(f)', this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding

the following e-mail accounts, pending further legal process.

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come into your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new

information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise

alert the subscriber or user of these accounis as to your action

and records, please contact Special Agent

lat

and before taking any such actions.

B

This preservation request applies to the following records and evidence:

referenced files
as soon as possible

A. The contents of any communication or for the accounts any associated accounts,
. and any information associated with those communications or files, such as the

HRC-6052
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source and destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:
I Connection date and time; N
2 Disconnect date and time;
2. Method of connection (e.g., telnet, ftp, http);
4.  Data transfer volume;
5. User name associated with the connection and other connection information, including

the Intermnet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced

accounts connected, by any means, during the connection period, including the

destination IP address, connection time and date, disconnect time and date, method of

connection to the destination computer, the identities (account and screen names) and

subscriber information, if known, for any person or entity to which such connection

information relates, and all other information related to the connection from ISP or its

subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

~ o

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please di inquiries to Special Agent
who can be reached at |or zf;‘c :

Assistant Special Agent in Charge
Washington Field Office
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From: [ |
Sent: Tuesday, September 22, 2015 3:14 PM
To: [ | . - b6
Subject: RE: Supplemental preservation and production request _ b7C
Thanks|:] | will pass to A/S Starr immediately. W bé
b7C
Bureau of Diplomatic Security
Office of the Assistant Secretary bE
Tel: .b7C
Email .
SBU
This email is UNCLASSIFIED.,
From{ : b6
Sent: vy, september 22, 2015 2:43 PM - b7C
To: Wendy A
Subject: Supplemental preservation and preduction request ;
bé
p7C
Per our conversation, please _find a supplemental preservation and production request for Assistant Secretary Starr
attached. '
if there are any questions regarding this request piease feel free to contact SA I lFB!) at:
v/r
sa[____ 1] b
Washington Field Office B
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-U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

September 22, 2015

Gregory B. Starr

Assistant Secretary, Bureau of Diplomatic Security
U.S. Department of State

2201 C Street, NW

Washington, D.C. 20520

Re: Request for Production of Records

Dear Assistant Secretary Starr:

This request supplements preservation requests previously sent to the U.S. Department of
State on July 27, 2015, July 29, 2015, August 5, 2015 and August 18, 2015 by providing initial
guidance for the production of relevant files. This request identifies a subset of U.S. Department
of State employees for whom records should be produced in accordance with the following
guidance. This is the first of such production requests and does not release the U.S. Department
of State from its obligation to preserve the records cited in the referenced preservation requests.
“Future notification will be provided when this obligation no longer applies.

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the production of all stored communications, records and other evidence in your possession
regarding the domain account @clintonemail.com from the personal mailboxes, or Personal
Storage Folders (i.e., .pst files), and from the Microsoft Exchange Recoverable Items Folder,
from thc unclassified email account of the below listed individuals for the period of January 21,

2009 to February 1, 2013.

bE
b7C
b7E
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b6
b7C
b7E
The FBI further requests that you provide the export of all mailboxes, or Personal Storage
Folders {i.c., .pst files), from the unclassified, secret and top secret email accounts of the
below listed individuals. The export should include the entire content of each mailbox and any
items from the Microsoft Exchange Recoverable [tems Folder for the specified time range. The
entire content is requested because relevant items are unlikely to directly contain the unclassified
@clintonemail.com domain. '
b6
b7C

b7E

Findings relevant to this request should be exported and identify the user’s full name as
well as the system that the relevant item(s) originated from. A log file should also be provided to
fully document any instances in which the requested information could net be furnished due to
technical ltmitations or due to errors that occurred during the export process. The FBI also
requests a complete copy of any computer banners from any U.S. Department of State computer
system on which relevant records are found.

Additionally, it is requested that you contact those individuals listed above, who are
current U.S. Department of State employees, and request that they preserve and produce all
stored communications, records and other evidence in their possession regarding the domain
account @clintonemail.com. However, the U.S. Department of State should not contact any
individuals listed above who are no longer active employees of the U.S. Department of State.

This preservation and production request applies to the following records and
evidence:

A. The contents of any communication or for the accounts any associated accounts, and any
information associated with those communications or files, such as the source and
destination email address or IP address.

B. All records and other evidence relating to the subscriber(s), customer(s), account

holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing

HRC-6061



addresses, residential addresses, business addresses, e-mail addresses and other contact
information, telephone numbers or other subscriber number or identity, billing records,
information about the length of service and the types of services the subscriber or
customer utilized, and any other identifying information, whether such records or other
evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:

Connection date and time;
Disconnect date and time;
Method of connection (e.g., telnet, fip, http);
Data transfer volume;
User name associated with the connection and other connection
information, including the Internet Protocol address of the
source of the connection;
Telephone caller identification records; and
Connection information for other computers to which the user
of the above-referenced accounts connected, by any means,
during the connection period, including the destination IP
address, connection time and date, disconnect time and date,
method of connection to the destination computer, the identities
{account and screen names) and subscriber information, if
known, for any person or entity to which such connection
information relates, and all other information related to the
connection from ISP or its subsidiaries.

8. Means and source of payment for such service (including any
3 credit card or bank account number) and billing records.

R

~ o

D. Any other records and other evidence relating to the requested account. Such records and
other evidence include, without limitation, correspondence and other records of contact
by any person or entity about the above-referenced account, the content and connection
logs associated with or relating to postings, communications and any other activities to or
through the requested account, whether such records or other evidence are in electronic or
other form.

_If you have any questions regarding this request, please direct all inquiries to
Special Agent| [who can be reached at| |

Washington Field Office

HRC-56062
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DATE 12-07-201% BY S75218T80 MSICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal
request for the preservation of all stored communications, records and other evidence
in your possession regarding] the
following account identifiers, pending further legal process:

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the
complete record, and records that may come into your possession from the date of
acknowledgment of this request for a pertod of 90 days, or until receipt of a legal
court order, whichever occurs first. This request applies only retrospectively. It does
not in any way obligate you to capture and preserve new information that arises after
the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or
any other person, other than as necessary to comply with this request, as the FBI's
investigation may be jeopardized by this type of disclosure. You are also requested
not to close the account of the subscriber, unless requested to do so by the subscriber.
If compliance with this request may result in a permanent or temporary
termination of service to the accounts described below, or otherwise alert the
subscriber or user of these accounts as to your actions to preserve the referenced

October 5, 2015
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files and records, please contact Special Agent at

as soon as possible and before taking any such actions.

This preservation request applies to the following records and evidence:

Al

The contents of any communication or for the accounts any associated
accounts, and any information associated with those communications
or files, such as the source and destination email address or [P -
address. '

All records and other evidence relating to the subscriber(s),
customer(s), account holder(s), or other entity(ies) associated with the
requested account including, without limitation, subscriber names, user
names, screen names or other identities, mailing addresses, residential

- addresses, business addresses, e-mail addresses and other contact

information, telephone numbers or other subscriber number or identity,
billing records, information about the length of service and the types of
services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic
or other form; and

All connection logs and records of user activity for the requested account,
including: ' :

el

e

Connection date and time;

Disconnect date and time;

Method of connection (e.g., telnet, ftp; http);

Data transfer volume; _

User name asscciated with the connection and other connection
information, including the Internet Protocol address of the source of the
connection; '

Telephone caller identification records; and

Connection information for other computers to which the user of the
above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related 10 the
connection frora ISP or its subsidiaries. '
Means and source of payment for such service (including any credit card

‘or bank account number) and billing records.

Any other records and other evidence relating to the requested account. Such

records and other evidence include, without limitation, correspondence and other

‘records of contact by any person or entity about the above-referenced account, the

HRC-6068
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content and connection logs associated with or relating to postings,
communications and any other activities to or through the requested account,
whether such records or other evidence are in electronic or other form.

If you have any qu:

bt

stions regarding this request, please direct all inquiries to Special Agent

i =1
b7C

Peter P.

Assnstant o"' Agent in Charge

Washington Field Office
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ALL IMFORMATION COMTAINED
HEREIM IS DNCLASSIFIED
DATE 12-07-2016 BY J7631BTE0 WSICS
kWF) (FBI)

From: - I | (WF) (FBI)

Sent: Tuesday, October 06, 2015 10:42 AM

To:

Subject: rvation Request

Attachments: Preservation_Letter_Signed. pdf

Thanks for taking my call earlier, and your timely response to my inquiry. Attached is the Preservation Request we

discussed. Thank you for your continued cooperation and assistance.

Respectfully,

[

Special Agent
EBl, Washington Field Office

desk

HRC-6070
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(WF) (FBI)

From: I
Sent: uesday, Uctober Ub, JUT3 ¥ 48 AVl

To: | WF) (FBI)
Subject: : - Centact Request

I just left you a message and my cell number.

I'm the person you would deal with regarding obtaining information from one of our systems, as | assume that is what
this is about. We'll be more than happy to provide whatever is necessary, s long as it is a legitimate request and it goes
through our legal team.

There is no direct path for you to get to our legal, | would typically receive it then take it to the proper pecople. If you
don’t want to do this through email to me, then postal mail is the preferred method.

1 look forward to hearing back from you and cooperating with you in any way possible,

Thanks,

Fromi [(WF) (FBI) [maiit
Sent: Tuesday, October 6, 2015 9:42 AM
To:[ |

Subject: RE: Contact Request

[ 1

| just attempted te contact you via the number below, and it appears that your phone system isn’t working properly.
Please contact me vi:to discuss. | would prefer to speak with you prior to emailing you the Preservation
Request, as it relates to a sensitive matter. We usually send this information to a legal department, is there an
appropriate legal party with whom [ can direct the letter?

Thanks for your continued assistance.

Respectfully,

From:
Sent: uesday, Lctober Ub, ZULo .26 AM
To:l KWF) (FBI)

Subject: RE: Contact Request

[ ]

HRC-6071
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I called the field office and the gentleman indeed advised there is a| [but didr’t offer any other detailsor b6
information. hele

if you need information, p[egse send the request via email to me and/or via mail to:

b7E
_f yvou'd like, vou can CC the mail to:
bTE

Thanks,

— b6
b7C
b7E

From:| (WF) (FBI) [mailto] b6

Sent: Tuesday, October 6, 2015 9:13 AM e

To| |

Subject: RE: Contact Request

b6

[ ] - B7C

[ completely understand your concern. Hopefully this email alleviates any concern that 1 am who [ say | am, however, if
you would like to further verify my employment, you can contact the FBI Washington Field Office direct and ask to verify b7¢
employment for SAI

As | mentioned in my online service request, | am trying to serve a Preservation or Records request in regards to a
matter | am working, and am trying to track down a legal point of contact for whom to send said letter. [ contacted your
business direct yesterday, however, the person who answered the phone would not provide me with even 2 physical
address for which to send legal process. | can send the preservation letter via fax or email, and appreciate any
assistance you can provide in regards to directing me to the appropriate parties who would handle such a request.

Thanks again for your response,

Respecifully,

bé
b7C

Special Agent

FBIi Washin?ton Field Office

HRC-6072



From] ' b6

sent: Tuesday, October 06, 2015 8:43 AM ' b7c
To: kWF) (FBI) b7E

Subject: Contact Request

Hello,

We received an email via a contact form on our website which looked fairly suspicious. In my uncertainty, [ decided to
email you direct. '

Please provide further credentials and what exactly you’re looking for.

Thanks,

be
b7C
b7E

HRC-6073
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b7C
(WF) (FBI)

From: | | bé
Sent: Tuesday, Oclober 06, 2015 10:53 AM ' b7C
To: _|(WF) (FBI) b7E

Subject: ~ RE: FBI Preservation Request

- bs

b7C

| just wanted to let you know that [ received the document and have handed it off to legal.

If we have questions about this, are you the persen to speak with?

bé&
h7C
b78
| From: (WF} {FBI} [mailto] b6
Sent: Tuesday, October 6, 2015 10:42 AM . ks
TO:{ | | h7E

Subject: FBI Preservation Request _
' b7C

Thanks for taking my call earlier, and your timely response to my inquiry. Attached is the Preservation Request we
discussed. Thank you for your continued cooperation and assistance. :

Respectfully,

b7C
| b7E

Special Agent
FBI, Washington Field Office

[ Jdesk

HRC-6074
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U.S. Department of Justicé

Federal Bureau of Investigation
Washington, D.C. 20535-0001

October 7, 2015

b7E
Re:  Request for Preservation of Records
Dear Custodian of Records:
Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request for
the preservation of all stored communications, records and other evidence in your possession
regarding the following e-mail accounts, pending further legal process.
b7E

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete
record, and records that may come into your possession from the date of acknowledgment of this
request for a period of 90 days, or until receipt of a legal court order, whichever occurs first.
This request applies only retrospectively. It does not in any way obligate you to capture and
preserve new information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or
any other person, other than as necessary to comply with this request, as the FBI's investigation
" may be jeopardized by this type of disclosure. You are also requested not to close the account of
the subscriber, unless requested to do so by the subscriber. If compliance with this request may
result in a permanent or temporary termination of service to the accounts described below, or
otherwise alert the subscriber or user of these accounts as 1 preserve the
referenced files and records, please contact Special Agent iatl I 56

: ; . b7c
as soon as possible and before taking any such actions. :

This preservation request applies to the following records and evidence:

HRC-6080



The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.

All records and other evidence relating to the subscriber(s), customer(s), account
holder(s), or other enti‘y(ies} associated with the requested account including,
without limitation, subscriber names, user names, screen names or other identities,
mailing addresses, residential addresses, business addresses, e-mail addresses and
other contact information, telephone numbers or other subscriber number or
identity, billing records, information about the length of service and the types of
services the subscriber or customer utilized, and any other identifying
information, whether such records or other evidence are in electronic or other
form; and

All connection logs and records of user activity for the requested account,
including:

Connection date and time;

I.

2. Disconnect date and time;

3. Method of connection {e.g., telnet, fip, http);

4, Data transfer volume; _

5. User name associated with the connection and other connection
information, including the [nternet Protocol address of the source of the
connection; :

6. Telephone caller identification records; and

T Connection information for other computers to which the user of the

above-referenced accounts connected, by any means, during the
connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the
destination computer, the identities (account and screen names) and
subscriber information, if known, for any person or entity to which such
connection information relates, and all other information related to the
connection from ISP or its subsidiaries.

8. Means and source of payment for such service {including any credit card
or bank account number) and billing records.

Any other records and other evidence relating to the requested account. Such
records and other evidence include, without limitation, correspondence and other -
records of contact by any person or entity about the above-referenced account, the
content and connection logs associated with or relating to postings,
communications and any other acfivities to or through the requested account,
whether such records or other evidence are in electronic or other form.
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If you ]

have any questions regarding this request, please direct all inquiries to _
|wh0 can be reached af or b6

b7¢C

Washington Field Office

HRC-6082
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From: |

Sent: Wednesday, Oclober 07, 2012 11.39 AM

To: | ]

Subject: ' Re] bubmission Confirmation fo

This is automated response to advise you thatl

has

successfully received your legal request submission.

We also want to let you know we have launched a new system which we prefer to receive legal

process through, |

receives a very high volume of legal process every day. The team processes legal
requests in the order that we receive them. If your request relates to exigrnt circumstances

or if you have further questions, please email[

referencing the

Case number in the subject line of this email. Please include a description of the exigency

_ or your guestion(s) in detail so that we may assess your request accordingly.

Regards,

HRC-6083

b6
b7C
b7E

b7E

b7E

b7E

b7E



ALL INFORMATION COMNTATIWNED
HEREINMN 15 UNILASSITIEC
CATE 10-08-Z017 3V J37086T%4 HNSITG

A 1417 &

FD-340 (Rev. 4-11-03)

" Title:

File Number __| PREINC
Field Office Acquiring Evidence U n‘%
Serial # of Originating Document ' Zg
Date Received 1O j L3 !?/*H 'l
From |

{Address)

{Cityanj;l State}

By
ToBeReturned L1 Yes I No
Receipt Given 1 Yes ,Q/No

Grand Jury Material - Disseminate Only Pursuant to Rule 6 (€}
Federal Rules of Criminal Procedure

] Yes ’m%o ?

Federal Taxpayer Information (FTI)
O Yes A No

MIESEATE - XA |

Reference:

{Communication Enclosing Material)

Description: [ - Original notes re interview of

LAY

b3
: b7E

- bIE

beé
b7C

b7E

HRC-6084



ALL IMrORMATION CONTAINED
HEREIM I5 UNCLASSIFIELC
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To whom it may concern,

bé
P == — b7C
b7E
From: |
Sent: uesday, October 13, 2015 4:23 PM
To: [ |
Subject: RE: POC for preservation request
Attachments: reservation_130ct15.pdf
Hello,
Please find a preservation request attached for] | 1 can be reached via email or by b7E
phone if you have any questions regarding this request.
Thank you for your assistance,
s ]
_FBI - Washington Field Office
j bé
b7C
Fromy{ | bé
Sent: Tuesday, October 13, 2015 10:56 AM b7C
C
Subject: RE for preservation request .
Good morning,
All U.S. orders can be sent in pdf format via email to| | b7E
Piease have the order{s) addressed to the following:
b7E
Should you have any questions, you can contact us af | b7E
Sincerely,
b7E
== — b6
From:l imm bIC
Sent: Tuesday, October 13, 2015 9:39 AT b7E
To
Subject: FW: for preservation request

HRC-6085



I am trying to identify the proper point of contact for issuing a preservation request associated with the following

| have previously inquired withDand was directed tq

matter in person, if necessary. | can be reached afj

Thank you for your assistance.

v/r
]

sl | '
FBI - Was inﬁon Field Office

[ am available to discuss this

HRC-6086
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DaTE 1:2-07-201% BY S78J18T80 MSICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

October 13, 2015

b7E

Re: Request for Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United Sfates Code Section 2703(f), this letter is a formal request for the
preservation of all stored communications, records and other evidence in your possession regarding
the following e-mail accounts, pending further legal process.

1 b7E

You are hereby requested to preserve the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record,
and records that may come info your possession from the date of acknowledgment of this request for
a period of 90 days, or until receipt of a legal court order, whichever occurs first. This request
applies only retrospectively. It does not in any way obligate you to capture and preserve new
information that arises after the date of this request.

You are also requested not to disclose the existence of this request to the subscriber or any
other person, other than as necessary to comply with this request, as the FBI's investigation may be
jeopardized by this type of disclosure. You are also requested not to close the account of the '
subscriber, unless requested to do so by the subscriber. If compliance with this request may result
in a permanent or temporary termination of service to the accounts described below, or otherwise
alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact Special Agent| at| |as soon as possible bé
and before taking any such actions. bie

This preservation request applies to the following records and evidence:

A. The contents of any communication or for the accounts any associated accounts,
and any information associated with those communications or files, such as the
source and destination email address or IP address.
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B. All records and other evidence relating to the subscriber(s}), customer(s), account
holder(s), or other entity(ies) associated with the requested account including, without
limitation, subscriber names, user names, screen names or other identities, mailing
addresses, residential addresses, business addresses, e-mail addresses and other
contact information, telephone numbers or other subscriber number or identity, billing
records, information about the length of service and the types of services the
subscriber or customer utilized, and any other identifying information, whether such
records or other evidence are in electronic or other form; and

C. All connection logs and records of user activity for the requested account, including:

Connection date and time;

Disconnect date and time;

Method of connection {e.g., telnet, ftp, http);

Data transfer volume;

User name associated with the connection and other connection information, including
the Internet Protocol address of the source of the connection;

Telephone caller identification records; and

Connection information for other computers to which the user of the above-referenced
accounts connected, by any means, during the connection period, including the
destination [P address, connection time and date, disconnect time and date, method of
connection to the destination computer, the identities {(account and screen names) and
subscriber information, if known, for any person or entity to which such connection
information relates, and all other information related to the connection from ISP or its
subsidiaries.

8. Means and source of payment for such service (including any credit card or bank account
number) and billing records.

ool okt ol o

= o

D. Any other records and other evidence relating to the requested account. Such records and other
evidence include, without limitation, correspondence and other records of contact by any person
or entity about the above-referenced account, the content and connection logs associated with or
relating to postings, communications and any other activities to or through the requested account,

“whether such records or other evidence are in electronic or other form.

If you have any questions regarding this request, please direct all inquiries to Special Agent
fvho can be reached af o b6

b7C

pecia¥ Agent in Charge
Washington Field Office

HRC-6088
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

October 20, 2015
Gregory B. Starr
Assistant Secretary, Bureau of Diplomatic Security
U.S. Department of State
2201 C Street, NW
Washington, D.C. 20520

Re: Request for Production of Records

Dear Assistant Secretary Starr:

This request supplements previous Request for Records sent to the U.S. Department of
State (DoS) relative to the preservation and production of _records associated with
{@clintonemail.com.

Based on information revealed during the FBI’s review of records associated with
@clintonemail.com, the FBI respectfully requests DoS allow the FBI the opportunity to review
briefing books and/or materials prepared for the Secretary of State for the time period of June 16-
18, 2011.

You are also requested not to disclose the existence of this request to individuals other
than those necessary to comply with this request, as the FBI's investigation may be jeopardized
by this type of disclosure.

questions regarding this request, please direct all inquiries to Special
Agent | who can be reached at| | igc

erely]

Assistant Speci
Washington Field Office

HRC-6297 -
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From: l

| (wF) (FBI)

Sent:
To:

Cc: |

kro} FBY)

Subject: LHM Request

Attachments:

Per your request and correspondence with

LHM_DoS_10_20_2015.pdf

arlier today, | have attached an LHM to formalize the FBIs request to

review the referenced briefing materials. T

Respectfuily,

L1

Special Agent
FB!, Washington Field Office
desk

"hanks again for your continued assistance,

HRC-6298
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[WF) (FBI)

- b6
From: I lowF) (FBY) : _ b7C
Sent: . 2015 11-50 AM b7E
To: |
Subject: : Freservat cords -

Attachments: 20151124 Pres_Extension_2015_11_24 11_37_11_455.pdf
To Whom it May Concern:
Please see the attached preservation request.
Cordially,
| |
sS4 | b6
Federal Bureau of Investigation ' B
Washington Field Office

I

1 - HRC-6388



Ak

3

ALL INFPOPMATION CONTAIMED
HEREIN IS THMCLASSIFIED
BATE 12-20-201& BY 3T76518TH0 HNSICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015

Re:  Preservation of Records
Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(1), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession

regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,

including records stored on backup media, in a form that includes the complete record, and records

that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this request.

If you have any questions regarding this request, please direct all inquiries to Special Agent:]
who can be reached at or

Assistant SpeciatAgent in Charge
Washington Field Office

HRC-6389
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| |(WF) (FBI)

ALL INFORXETION CONTAINED

HEREIN IS UMNCLARSITIED

CATE 1Z-Z0-20146 BY JT&J18TRD NEICC

From: | lowr) (FBI)
Sent: : Tuesday, November 24, 2015 12:04 PM
To: |

Subject: Preservation Lette

Attachments: 20151124

To Whom It May Concern,
Please see the attached preservation letter.

Cordially,

54 l

Federal Bureau of Investigation
Washington Field Office

Pres_Extension_2015_11_24_11_36_12_521.pdf

HRC-6396
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DATE 1Z-20-201¢6 BY J78J18T80 MWSICS

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015

Re:  Preservation of Records
Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this request.

Pursuant te Title 18, United States Code Section 2705(b), an Order was issued on 28 August
2015 by the United States District Court for the Eastern District of Virginia commandindot
to notify any person, including the subscribers or customers of the accounts listed in the attached
preservation letter, of the existence of said preservation letter for a period of two years.

If you have any questions fegarding this request, please direct all inguiries to Special Agent:j

[:who can be reached a |0r

Assistant Special Agent in Charge
Washington Field Office

HRC-6397
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TRANSMISSION VERIFICATION REPORT

TIME @ 11/24/2815 12:30
NAME

Fax

TEL 3

SER.# : Q72738191684

DATE, TIME 11724 12+29
FAX NO. /NAME | | b7E
DURATION U3 01: 34 _
PAGE (S) 94
RESULT K
MODE STANDARD
ECM

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015

bL7E

Re:  DPreservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to |
extend the preservation of all stored communications, records and otber evidence in your possession

regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in & form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new informationthat | ,n~ 410
agises after the date of this request.
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

PR TR TR e

November 24, 2015

P7E

Re:  Preservation of Records

Dear Custodian of Recdrds:

Pursuant to Title 18, United States Code Section 2703(f}, this letter is a formal requestto
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this request.

_If you have any questiong regarding this re 1 inguiri Special Agent be
: b7C
who can be reached at 0 :

Peter P. Strzok
Assistant Special Agent in Charge
Washington Field Office

HRC-6411



ALL IHICRMATION DONTAIWED
HEREIM I3 UMZLASSIZIED
CATE 12-20-201& BY Z74J18T&0D HWIICG

TRANSMISSION VERIFICATION REPCRT

TIME : 11/24/2815 12:27
NAME @

FAX

TEL

SER. # : Q72791815684

DATE, TIME 11724 19-96
Fax NO. /NAME | | | b7E
DURATION PO gl a7 r
PAGE (S} 23
RESULT ' OK
MODE STANDARD
: ECM

U.S. Department of Justice |

Federal Bureau of investigation
Washington, D.C. 20535-00C1

November 24, 2015
' b7E

Re:  Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are bereby requested to extend the preservation of the records desctibed in the attached

" communication, which was sent to your company on 18 August 2015, curtently in your possession,

including records stored on backup media, in a form that includes the complete record, and revords

that may come into your possession from the date of acknowledgment of this request for a petiod of

90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that i s
arises after the date of this request. |



ALL INZORZEATION CONMTAIMEL
- 3 HEREIN IS5 DBCLESSIFTIED
& ) : DARTZ 12-20-Z016 BY JTEJILETED HSICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

=

November 24, 2015

L7E

Re:  Preservation of Records

Dear Custodian of Records:

. Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
¢ extend the preservation of all stored communications, records and other evidence in your possession
. regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
. including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only

retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this request.

- If you have any questions regarding this request. please direct all inguiries to Special Agent:l BB
; I:lwho can be reached a] |or| T b7C

peetdl Agent in Charge
Washington Field Office

HRC-64106
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ALL INTCORMATION CONTAIMEL
JEREIN I5 UNCLASSIFIED
DATE 1:2-20-201¢& BY S7&8318T80 NSICG

TRANSMISSION VERIFICATION REPORT

TIME : 11/24/2915 12:25
NAME

FAX )

TEL .

SER.# : 37278181684

DATE, TIME 11/24 12-24
FAX NO./NAME b7E
DURATION pg: vo: )
PAGE(S) " 24
RESULT OK
MODE STANDARD

ECM

U.S. Department of Justice

Federal Bureau of investigation
Washington, D.C. 20535-0001

November 24, 2015 b7E

Re:  Preservation of Records
Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(£), this Jetter is & formal request to
extend the preservation of all stored commumications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
rctrospecuvely It does not in any way obligate you to capture and preserve new information that
arises after the date of this request. ~ HRC-6419



kS

-U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Re: Preservation of Records

Dear Custodian of Records:

EARE INEDRHATION COMTAIMED
HEREIN IS5 UNCLASSIFIED

DATE 12-20-201s5 BY JT78JLlET20 HWSICC

November 24, 2015

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only -
retrospectively. It does not in any way obligate you to capture and preserve new information that .

arises after the date of this request.

[f you have any questions regarding this req

ho can be reached at

OrT

uest. please direc

Washington Field Office

HRC-6420

b7E

uirj Special'Ageni:l b6

b7C
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ALL INFORMETICH CCHTATIMEDR
HEBREIN IS5 UMCLASSITIED
CATE 12-20-201¢ BY I7¢518TS8D NSICC

TRANSMISSION VERIFICATION REPORT

TIME : 11/24/2815 12:22
NAME :

FAX

TEL :

SER.# : @72795101684

DATE, TIME -
FAX NO./NAME b7E
DURATION pA: Ba:

PAGE(S? ar

RESULT ' : oK

MODE STANDARD
ECM

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2|01 5 —

Re: Preservation of Records
Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
reparding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only HRC-6424
retrospectively. It does not in any way obligate vou to capture and preserve new information that



ALL INFORMATION CONTAINELD
HEREIN IS5 UNCLASSIFIED
DATE 12-20-2016 BY J76J1E8T80 HSICC

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015

Re:  Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
. including records stored on backup media, in a form that includes the complete record, and records -
- that may come into your possession from the date of acknowledgment of this request for a period of
¢ 90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
S arises after the date of this request.

I::‘who can be reached af or

If you have any questions regarding this request, please di inquiri Special Agent:j

Washington Fleld Off' ice

| | | ~ HRC-6425
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ALL THFCELIATION CONTAIWED
HEREIM T35 UNMCLASSITIED
CATE 12-20-201& BY Z74J18T80 NWIICo

TRANSMISSION VERIFICATION REPORT

TIME : 11/24/2815 12:16
NAME

Fa&X

TEL :

SER.# : Q7279101684

DATE, TIME 11/24 : 15 ' ,
Fax NO, /NAME b7E
DURATION O

PAGE(S) g4

RESULT oK

MODE STANDARD
ECH

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015

b7E

Re:  Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possessmn
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complets record, and records
that may come into your possession from the date of acknowledginent of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that

arises after the date of this request. HRC-6432



U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Re: Preservation of Records

Dear Custodian of Records:

ALL IMFCRMATION COMTATIWMELD
dEREIN IS THCLASSITIED
DATE 12-20-201% BY C£75318T80 NSICGC

November 24, 2015
' b7E

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 20185, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that

arises after the date of this request.

If you have any questions regarding this request. please direct all inquiries to Special Agent b6

who can be reached at]

biC

| or |

deial Agent in Charge
Washington Field Office

HRC-6433
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ALL INFORMATIOW COWTAIWEL
HEEEIN IS WHCLASSIFIED
CATE 1Z2-2Z0-201% BY J75318T80 MSICC

TRANSMISSION VERIFIGATION REPORT

TIME : 11/24/2815 12:14
NAME

FAax

TEL :

SER.# : Q7279101684

DATE, TIME 11724 12:13
FAX NO. /NAME: [ ] b7E
DURATION. A9:81:29
PAGE{(S) a4
RESULT oK
MODE STANDARD
ECM

U.S. Department of justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015 S

Re: Preservation of Records

D_car Custodian of Records;

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
comunuanication, which was sent 1o your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a petiod of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this tequest. -~ HRC-6437
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ALL IHICRMATION CONTAIWED
HEREIM I3 UMZLASSIZIED
CATE 12-20-201& BY Z74£J18T&0D WZICG

PIRERLTR . SRRV Ve FUTE)

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015 b7E

T YR F R

Re: Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request-applies only :
retrospectively. It does not in any way obligate you to capture and preserve new information that _ ;
arises after the date of this request.

If you have any questions regarding this reg uest, please direct all ing uiries to Special Agent bé

I:Iwho can be reached af |o | b7C

Assistant Speclal Agent in Charge
Washington Field Office

HRC-6438



ALL IMZORMATION COWTAIWEL
HEZREIM IS TMMCLASSIFIED
DATE 12-20-2018 BY J78318T80 WSICG

TRANSMISSION VERIFICATION REPCRT

TIME : 11/24/2815 12:11
NAME

Fax

TEL |

SER.# : Q7279181684

DATE, TIME 11424  12*1A
FAX NO. /NAME [ 1 b7E
DURATION @8:01:08
PAGE{S) B4
RESULT oK
MODE STANDARD
: ECM .

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015

b7E

Re: Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further Jegal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applics only
retrospectively. It does not in any way obligate you to capture and preserve new information that

arises after the date of this request, HRC-6442 ‘



ALL IMFCRIMATION COINTAINED
HEREIM IS UNCLASSIZIEC
CATE 12-20-201s BY 372018T80 N3ICG

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

W

b,

November 24, 2015 b7E

Re:  Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new mformatlon that
arises after the date of this request. -

SR

If you have any questions regarding this request, please direct all inquiries to Special Agent:l b6 |
| ho can be reached af] o1 | b7C

A551stant Special Agem in Charge
Washington Field Office

HRC-6443
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ALL INFOBRMATION CCHTAINMEL
HEREIN IS UNCLASSITIED
DATE 12-20-201% BY S7$JL8TE0 MSICG

TRANSMISSICON VERIFICATION REPURT

TIME : 11/24/2815 12:88
NAME

FAX .

TEL ¢ '

SER.# : Q7279181684

DATE, TIME 11724 19-4c

FAX NO. /NAME [ ] b7E
DURATION T

PAGE{S) 24

RESULT oK

MODE STANDARD

U.S. Department of Justice

Federal Bureau of investigation
Washington, D.C. 20535-0001

November 24, 2015

b7E

Re:  Preservation of Records
Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal coust order, whichever occurs fixst. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this request. ' | HR(C-6447

bé

If you have any questions regarding this rcques*.mmmunggm&l Special Agent: e
. - - - 1~




U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

Re: Preservation of Records

Dear Custodian of Records:

ALL INFORMATICIT COMTAIMED
HEFEIN IS8 UNCLASSIFIED
DATE 12-20-2018 BY JS78718T80 MSICC

November 24, 2015

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to

extend the preservation of all stored communications, records and other evidence in your possession

regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records

that may come into your possession from the date of acknowledgment of this request for a period of

90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that

arises after the date of this request.

If you have any questions regarding this req

:Ivho can be reached af

br

uest, please direct all inquiries to Special Agent

Assistant SpectatAgent in Charge
Washington Field Office

HRC-6448
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TRANSMISSION VERIFICATION REPORT

ALL INFORXETION CONTAINEE
HEREIN IS UMNCLARSITIED
CATE 1Z-Z0-20146 BY JT6J18TR0D NEICC

TIME : 11/24/2015 12:92
NAME ¢
FAX
TEL :
SER.# : Q7279121684
DATE, TIME
FAX NO. /NAME bR
DURATION oD 02 43
PAGE(S) 24
RESLLT oK
MODE STANDARD
U.S. Department of Justice
Federal Bureau of Investigation
Washington, D.C. 20535-0001
November 24, 2015
: b7E
Re:  Preservation of Records
o —

Pursuant to Title 18, Unijted States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in & form that includes the conaplete record, and records
that may come into yout possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only

retxospectwely It does not in any way obligate you to capture and preserve new uﬂormanon that

arises after the date of this request.

HRC-6452



all INFORMAETION COMTAIMED
HERFEIN IS UNCLASSIFIED
DATE 12-20-2018 BY JT78J5LlET20 HWSICC 4

U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

et
;
:

o

AT
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ity

November 24, 2015 ]
b7E

Re: Preservation of Records

Dear[ ]

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

el VA A bk s -

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this request.

If you have any questions regarding this request, please direct all inguiries tg Special Agent] R
who can be reached at or] _ b7C

Rt THRTIE

i s

Assistant Spial Agent in Charge , :
Washington Field Office

HRC-56453
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DATE 1Z-20-201¢& BY G76318T80 WHSICS

TRANSMISSION VERIFICATION REPORT

TIME : 11/24/2R15 12:32
NAME @

FAx

TEL ;
SER.# @ Q7279181684

DaTE, TIME 11724 12372 2
Fax NO. /NAME | | b7E
DURATION UB- 0835 :
PAGE(S) 24
RESULT : K
MODE STANDARD

ECM

U.S. Department of Justice

Federal Bureau of investigation
- Washington, D.C. 20535-0001

November 24, 2015

b7E

Re: Preseﬁration of Records

Dear Custodian of Records:

Pursuant to Titlé 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored comumunications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
inctuding records stored on backup medisa, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only ;
retrospectively. It does not in any way obligate you to capture and preserve new information that RE-EAST
arises after the date of this request.



ALL INFORMATTICR COMTAIMED
HEREIN IS5 UHNCLASSIFIED

DATE 12-20-201% BY ST72318TE0 HSICS

| U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535-0001

November 24, 2015

Re: Preservation of Records

Dear Custodian of Records:

Pursuant to Title 18, United States Code Section 2703(f), this letter is a formal request to
extend the preservation of all stored communications, records and other evidence in your possession
regarding the attached e-mail accounts, pending further legal process.

You are hereby requested to extend the preservation of the records described in the attached
communication, which was sent to your company on 18 August 2015, currently in your possession,
including records stored on backup media, in a form that includes the complete record, and records
that may come into your possession from the date of acknowledgment of this request for a period of
90 days, or until receipt of a legal court order, whichever occurs first. This request applies only
retrospectively. It does not in any way obligate you to capture and preserve new information that
arises after the date of this request.

If you have any questions regarding this request nlease direct all inaniries tg Special Agent
|:])v,vho can be reached at o:rr '

Assistant Speciat Agent in Charge
Washington Field Office

HRC-6458
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form i3 1o maintain an officid record of persons knowledgeable of g
highly sexsiiive Fodeorad Bureau of Investigation eounterintelligenes wnvestigation.

i herehy acknowledge thad 1 have roceived 8 brcling on the investigative matier]s) wdentified
below, Disclosure of thiz Fi# counterintellipence ivvestization w snyvoue is sirictly
prohibiied without the prior concurrence of the Assistant Director of the Counterintelligence
Pivision, Federal Bureguo of Investigation. [ also understand that, due to the nature and
sensitivity of this investigation, compliance with these restrictions may be subject to
verification by polygraph examination.

Subject of Briefing: " A W RAE BXA

be
BIC

Npnature

| f;/{fmf%~W§”“

Date

So Kk
Bricfed By

Date

UNCLASSIFIED  Fe

HRC-6927
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of persons knowledgeable of a
highly sensitive Federal Boresu of Investigation counterintelligencs investigation.

I hereby scknowlodge that | have recoived @ brieling on the breestigative metter{s) idemified
below. Disclosure of this FBI countermtelligence mvestigation 10 anyone s strietly
prohibited without the prior concurrence of the Assistani Director of the Counterintellipee
BPivision, Federal Bureau of Investigation. 1 also understand that, due to the nature and
sensitivity of this investigation, complisncs with these restrivtions may be subject to
verification by polygraph examination.

Subject of Briefing: m a’{/{ %GW E; AN,

be
BIC

sghaiare

(3 ey Zong
e

Bricted &}9"‘/

Y131

Paie

UNCLASSIFIRDA
HRC-6928
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form Is e maintain an officlal record of persomy knowledgeable of
highly sensiive Feders! Bureau of Investigation counterintelligenes rvestigation,

! herehy ackoowledge that | have recebesd g briefing on the investigative matier(s) entified
betow, Disclosure of this FBI countenntellipence investigation 1o anyvoms i3 strictly
prohibited withowt the prior concurrence of the Assistant Diector of the Counterintelipence
Division, Federal Bureau of Investigation, I alse understand that, due 1o the nature and
sensitivity of this investigation, compliance with these restrictions may be subject e
verification by poly g_-.mph Lxamination.

Subject of Briafing: MIDYEag LXam

L CHAELES A ‘Cuteasy

?i}i&ﬁ or Ty p::d dDame B

o L% ;f,@;(’ —
% zmaiu{g a—
7 / o /Q.ﬁ A5

Date

o

£

£
e

iﬁl\‘. ‘\ J:'!-"!’MMM
Bligfed By

“?;/%:f Lo 157

Dt

UNCLASSIFIEDFE

HRC-6929
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of persons knowledgeable of &
highly sensitive Pederal Bureau of Investigation counterintelligence investigation.

I hereby ackrowledge that 1 have received 2 trtefing on the Investigative malterds) identified
below, Disclosure of this FBI cowterinielligence investigation 1o anvone is strictly
prohibited without the prior concurrence of the Assistant Diredtor of the Counterintelligenie
Division, Pederal Burcau of Investigation. [ also understand that, due to the nature and
sensitivity of this investigation, corapliance with these restrictions may be subjest o
verifiogtion by polvgraph exanination.

Subject of Brieling: MUBYEAR EXAM

b6
b7C

o ,7;,;’/}» 2018

Daie

i""“.!- <

{ =

Briefed By

&L
J S1o/ 2o 5

ate

UNCLASSIFIED/FE
HRC-6930
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CASRIFIRDIE

CARE BRIEFING ACKNOWLEDGEMENT

The purpose of this form iz 1o mainadn an official record of persons bsewledpesble of a
highly sensitteg Fedorad Bureau of Investigation counterinteliigoney investipstion.

{ horeby selonoawiadge that | have received 8 briefing on the investigabive matter{s) identitied
olow, Disclosure of this FBRI countonintelligoncn investigation (o anyone s sirietly
profubited withowt the prior concurrence of the Assixtant Director of the Counterintediipenee
Division, Federal Bursau of Investipation. | also understand that, due 1o the nature and
sensitivity of this investigation, complianee with these restrictions way he subject o
verification by polveraph exammation.

Subjest of Bricfing:

b6
b7C

Hriefod By

Prate

UNCLASSHIEDSFOT

HRC-6931
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

! have been remminded of my rights and obligations pursuant to the FBI Employment Agreemoent
{FI3291), the Classified Information Nondisclosure Agreement {§F-312), and the Sansitive
Compartmanted Information Nondischnure Agreement {Formd 1443,

These provistons arg comnsistant with amld do aot suporsede, conflict with, or otherwise glter the
smployee obligations, rights, or Habilities crested by existing statute or Exceoutive order relating
o {13 classifiod information, (3) comumunications 1 Congross, (31 the reporting 1o wn Inspecior
General of g viclation of any law, rule, of regulation, or mismanagement, a gross waste of funds,
art abuse of authority, or o substantial and specific danger ©o public health or safety, or (4} any
othet whistishlower protection. The delinitions, reguirsments, obligations, righix, sanctions, and
liabilities croated by controlling Executive orders and strutory provisions are incorporated fisto

}

that Case Bricling acknowledgement and are controliing,

} have read thies Addendurm carsfully and my guostions, if any, have been answered.

b6
s g b7C
PrimiName (|
. i} T L8 —_— ¢
S Date e f g e &

HRC-6932
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CASE BRIEPING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of persons knowledgeable ot a
highly sensitive Federal Bureau of Investigation counterintellipence investigation.

! herehy acknowledge that | have recelved & briefing on the Ivvestigative matten(s) idosgified
below, Disclosure of this FRI counterinielligonce investigation to anyons is strictly
prohibited without the prior concurrence of the Assistant Director of the Countenmteliigonce
Division, Federal Bureau of lovestigation. 1 also understand that, due to the nature and
sensitivily of this investigation, complianee with these restrietions may be subject to
verification by polvgraph examination,

Subjest of Brieling:

be
BIC

W-Se 29y

Date

TITTCIoE Lr Y

""‘;P‘ /\[G Gy B, .ﬁai.{'w

Prate

UNCLASSIFIED/ R

HRC-6933
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

T have been remimded of my rights and obligations pursuant to the FBI Emploviment Agreement
{FI3-3913, the Classiiied Infoomation Nondischsure Agmermant {8F-312), and the Samsithve
Compartmented Infurmation Nondisclosiee Agreement {Formd 1443,

These provisions gre cousiyient with and do not supersede, conflict with, or otherwise alier the
amployvee ohdigations, vights, or Habilities vreated by existing statude or Executive order velating
to {11 clasaiflod information, {3} communioations to Congress, (3} the reporting to an Inspector
Gongral of ¢ vicdation of any law, vule, or regudation, or miunanagomant, & gross waste of funds,
an abuse of authority, or a substantial and specifle danger 1o public hoplth or safety, or () any
other whistleblower protection, The delinitions, reguirements, obligatious, righls, ssoctions, sl
abilities created by controlling Executive orders and statutory provisions are invorporated into
thart Case Brivfing Ackwowdedgoment and aw somtroliing,

} have read this Addendum carefully and my questions, ifany, bave boen answired,

bé
Print Namy b7C
£ At
i 27
] o g
Swpnstare Pais { £

HRC-6934



CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

1 have been reminded of my rights and obligations pursuant to the FBI Employment Agreement
(FD-291), the Classified Information Nondisclosure Agreement (SF-312), and the Sensitive
Compartmented Information Nondisclosure Agreerment (Formd 144).

Thiese provisions are consistert with and do not superséde, conflict with, or otherwise alter the
employee obligations, rights, or liabilities created by existing statute-or Executive order felating

o (1) classified information, (2) communications to Congress, (3) the reporting to an Inspector
Ganeral of a viokation of any law, rule, or regulaiion, or mismanagenent, a gross waste of f’unti's}_
an abuse of authority, of a substantial and specific danget to public health of safety, or (4) any
other whistleblower protection. The definitions, r‘cquirémcnts, obligations, rights, sanctions, and
Habilities created by controlling Executive orders and statutory provisions are incorporated into
that Case Briefing Acknowledgement and are controlling,

| have read this Addendum carefully and my questions, if any, have been answered.

Print Name - Ié&{'@.ﬂkﬁ 0\ (’_}Jt%%‘{){ .
Signature Z . /’L}\ LW“”“ ! Date é‘ij 8{/ 3 o {é’

L

HRC-6935
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£ASE BRIBFING ACKNOWLEDGEMENT

The purpise of this form 18 © maintain an efficil record of persons knvwledgeable of a
Righlv sensitive Federal Burean of Investigation counterimeiligence investigation,

{ hereby soknowledge tat | have recebuid 8 brisfing oo thy lovestigative matters) identitled
helow. Risclosere of this FBI counterimelligente nresstigation © anyone » slrigtly
probibited withon the prior concurrence of the Assistant Divsctor of the Counlenistelligencs
Davision, Federal Bueeau of Tovestigation. | also undeestand that, due to the nalure and
sonsilivity of this wvestigation, complignog with these restrictions may be subiest 1o
verification by pofveraph examination,

Subjest of Befeling: AMVDTIERR. £y AR
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CAKRE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

} have boen remtruded of my rights and obligations pursuant to the FRE Employment Agreement
{FD291), the Classificd information Nondisclosure Agreement (SF-312), and the Sensitive
Compuartmeniad Information Nondisclosure Agrecment (Farmd 144,

Thess provisions gre consistent with angd do not supersede, conflict with, or otharwise alter the
smploves obligations, rights, or Habilithes crontd by existing siatute or Exesutive arder refating
s {1} classifisd miormation, () communications o Congress, (3} the reporting to an lespestor
General of 3 violation of any law rule, or regulation, or nismanagement, & gross waste of funds,
so shuse of mthority, or 8 substantiel sad specific danger 1o public health or safoty or () any
other whistleblower protection.  The definitions, requirements, obligations, rights, sanctions, and
Habihitios oreated by contralling Excentive orders and statutory provisions are insorporated into
that Case Bricfiog Acknowlzdgement and are comtroliing,

1 have read thix Addendhum carciuly amd my guestions, H any, have besw amswernsd,

bé
Pring Ny b7C

Signature | taw Lo ( "I!Qxﬂ t
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of thus form IS 0 maintan aa officis] ropond of persons knvwlpdpesble ol a
highly sensitive Fedoral Buresu of Investigation counterinteligenos investigation,

§ hereby acknoowledge that | have recelved a bricling on the investigtive mattor(s) identifiad
budosw. Disclosure of this FBI counteriistelligence investigation to anyone is strictly
prohibited without the prior concurrence of the Assistant Director of the Counterinielligenee
Division, Federal Bureay of Investigation. [ alse understand that, due o the natwre and
sensitivity of this investigation, complianve with these restrictions may be subject to
verification by polygraph examination,

SRRl g S
Subject of Bricfing: MDY EAR  ExX4M
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CARE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

I have boen reruindad of my vights and obligations pursaant o the FRI Emplosment Agrenmant
{FI3-391), the Classified Information Nondisclosure Agreement {58-312), and the Sensitive
Comparionented Information Nondisclosure Agreement (Formd B4

These provistons are consistent with and thy pot supersede, conflict with, or stherwise alter the
smployie obligations, rights, or Habililex vrested by exixting satute or Excentive onder relating
1o {1} clsasitiod inforrnation, (2} commaunications o Uongress, {3} the repauting o an Inspedior
Ceneral of » vielation of any Law, rule, or regulntion, or mismanagement, @ gross waste of fonds,
an abuse of authority, ar a substantial and specific danger 1o public health or safety, or {4 any
sther whistiehleaver protection,  The definitions, requiremonts, obligationsg, rights, sanetions, and
Hiahiihies created by controlling Exccutive urders dntd slstutory provisions ars insorporaiad into
that Case Briefing Acknowledgement sud are controlling.

I rave read this Addendum cacefully and my questions, if any, have been answerad,

be
BIC

Print Name _ |

] I Date C’/ ;Z/f é
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form s 1o maintain an official record of persons knowledgesble of a
highly sensitive Federal Bureau of Investigation counterinteliigence investigation,

| hereby acknowledpe that | have received a briefing on the investigative matier(s) dentilied
below. Disclosure of this FBI counterintelligenee fryvestigation 1o anvone is strictly
prohibited without the prier concurrence of the Assistant Director of the Counterintelligence
Division, Federal Bureau of Investigation. 1 also understand that, due 10 the nadore and
sensitivity of (his investigation, compliance with these restrictions may be subject
verification by pol vysph gxantnation,

Subject of Briefing:  __MIDYE AR £ A dd
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

I have been reminded of my nights and obligations pursuant to the FBI Enplovment Agreoment
{FD-I21), the Clagsified Information Nondiselosure Agregment {SFR12), and the Semsitive
Compartmented Information Nondiselosure Agreemant {Formé 144},

These provisions are consistent with and do not supersede, contlict with, or otherwise alter the
employee obligations, rights, or Habilities created by existing statute or Executive owder relating
o {1} classified iformation, () commumcations to Congress, {3} the reporting {0 an Inspeaior
CGeneral of a viclation of any law, rule, or reguiation, of mismarnagenum, & grass waste of funds,
g abuse of guthority, or 8 substantial and specific danger to public health or safety, or (4) any
other whistleblower prodection. The definitions, requiraments, obligations, rights, sanctions, and
Habilities created by controlling Executive ordass and statutory provisions ate mcorporated intd
that Case Briefing Acknowledgement and are controdling.

I have read this Addendum carefully and my quentions, if any, have been suswered,

Print Name

Signature | Date ii:,:f/ Z (/ Iy

HRC-6941
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CASE BRIEFING ACKNOWLEDGEMENT

The purposs of this form is (10 maintain an official record of persons knowdedgeable of 5
highly sensitive Federsd Bureau of Investigation countorintellipeno investigstion,

I horeby acknowledge that L have recatved g briefing on the investigative matter(s) idemified
kelow, Disclosure of this FBI couvnferintelligence investigation 1o anyone {8 sirictly
prohibiied without the prier concurrence of the Assistant Director of the Counterintelligence
Division, Federal Bureau of Investigation. 1 also anderstand that, dus to the nature and
sensitivity of tis investigation, compliance with these restrictions nigy be subject to
verification by polvgraph examinstion.

Subject of Rrieting: ﬁ*«’i IDYEAR Ex4av]
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of persons knowledgeable of a
highly sensitive Federal Bureau of Investigation counterintelligence investigation.

1 hereby acknowledge that I have received a bricfing on the investigative matter(s) iderdified
below, Disclosure of this FBI countérimelligence investigation to anyone is strictly
prohibited without the prior concwrence of the Assistant Director of the Counterintelligence
Division, Federal Bureau of Investigation. [ also understand that, due to the nature and
sensitivity of this investigation, compliance with these restrictions may be subject t©
verification by polygraph ¢xamination.

oy .
Subject of Briefing: Mid Yo gy
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CASE BRIFFING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of persons knowledgenble of &
highly sonsitfve Fedecal Buresu of Investigation countorintelligence imvestigation.

{ hereby acknowledgs that [ have reesived a briefing on the investigative matter{s} identified
below. Disclosure of this FRI counterimtelligenee investigation to anyons is strictly
prohibited without the prior concurrence of the Assistant Director of the Counterintelligence
Division, Federal Buwreau of Investigation. [ also understand that, due © the nature and
sensitivity of this investigation, compliance with these restrictions may be subject to
veritication by polygraph examination

Subject of Briefing: M?ﬁ‘{ﬁﬁy@ Loiadn
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of persons knowledgeable of a
highly sensitive Federal Bureau of Investigation counterintelligence investigation.

I hereby acknowledge that [ have received a briefing on the investigative matter(s) identified
below. Disclosure of this FBI counterintelligence investigation to anyone is strictly
prohibited without the prior concurrence of the Assistaat Dirsctor of the Counterintelligence
Division, Federal Bureau of Investigation. 1 also understand that, due to the pature and
sensitivity of this investigation, compliance with these restrictions may be subject to
verification by polygraph examination.

Subject of Briefing: ﬁ\lix "Ul;l*’w iE;’:.'xm«m
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b7cC
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

1 bave been reminded of my rights and obligstives pursuant 10 the FBI Employmant Agrecment
{FD-291), the Classified Information Nowsdiselosurs Agreement (SF-312), and the Seusitive
Compartmenied iformation Nondischosre Agreerent {Formed 1443,

These proviskass sre consistent with and do not sepersede, conflict with, or otherwise alier the
eraplayee obligations, rights, o Habiiities created by oxisting statute or Executive order relating
to (1) chassifted information, {3} conymumications © Congress, {3} the reporting to an Inspactar
Censrat of a violatics of any s, rule, or regulation, or misnsanagersent, 8 pross waste of s,
an abuse of authority, or 2 subsiantinl and spectfie danger to public bealth or sefety, or (33 any
othor whistleblower proteation, The defirutions, requirenients, obligations, rights, sanctions, amd
Habiliies created by controfling Executive orders and ststutory provisions are incorpinated mlo
that Usse Briefing Acknowledpemaent and are controlling.

! have read thix Addandum cavefally and my questions, iF sy, have boen answered.

bé
Pring Nang b7cC

Signature oty &? ':?"““" ,7; {,f"‘
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form 15  mantan an eflictal record of persons knpwledgeable of a
highly sensitive Federyd Boreaw of Irvestigation counterimtelligence byeestigation.

I horeby acknowledge that [ have recelved & briefing on the investipative matter(s) identificd
helow, Disclosure of this FBI counderintelligence investipation to anyone is sirictly
prohibited without the prior concurrence of the Assistant Direcior of the Counterintelligence
Pivision, Federal Bursan of Investigation. 1 also understand that, due (o the nature and
sensitivity of this vestigation, compliance with these restrictions may be subjeet o
verification by polygraph examination,

:§ o o
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

Fhave hoon reminded of my rights and obligations parsuant to the FBY Employment Agreement
{FIN291), the Classified Information Nondisclosure Agrcement {SF-32), snd the Sensitive
Compartmenied Information Nondisclosure Agreement (Foond 144).

These provistons are consistent with and do not supersede, conflict with, or otherwise alter the
employer obligations, rights, or Habilitics crented by existing statute or Executive order relating
1o {1} classified information, {2) conununications ts Congress, {3} the reporting to an Ingpector
Ceneral of 2 viclation of sny law, rule, or repulation, or mismaesgament, 2 gross waste of funds,
an abuse of authority, or a substantial and specific danger {o public heslth or safety, or () any
other whistieblower protection. The definifions, mquirements, obligations, rights, saactions, and
lighilities created by onnirolling Exscutive orders and statutory provisions are lncorporated into
that Case Brisfing Acknowledgement sndd are controliing,

I have read this Addendum carefully and my questions, if any, have been answered,

b6

. b7c
Print Namg

Signature Date ‘?“'/ 7 / /e
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form ix to malmain an official recond of persuns knowladgeable of a
highly sensitive Federal Bursau of Investigation counterimedligence fnvestigation.

| hereby acknowledge that | have received a brisfing on the investigative matter(s) identified
below. Disclosure of this FBL counterinteiligence investigation {o anvone is steetly
prohibited without the pricr concurrence of the Assistant Director of the Counterintellipence
Division, Federal Burean of Investigation. 1 also understand that, due to the nature and
sensitivity of this investigaiion, compliance with these restrictions may be subjedt to
verification by polypraph exantination.

Subject of Briefing /ST VAR AR
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

I have been reminded of my rights and obligations pursuant to the FB1 Employment Agreement
{(F12-291), the Classified Information Nondisclosure Agreement {8F-312), and the Sensitive
Compartmented Information Nondisclosure Agreement (Formd 144).

These provisions are consistent with and do pot supersede, conflict with, or otherwise alter the
employee obligations, rights, or liabilitics created by existing statute or Excoutive order relating
to (1) classified information, (2) communications to Congress, (3) the reporting to an Inspector’
General of a violation of any law, rule, or regulation, or mismanagemc‘nﬁ, a gross waste of funds,
an abuse of authority, or a substantial and specific danger to public health or safety, or (4) any
other whistleblower protection. The definitions, requirements, obligations, rights, sanctions, and
ftabilities created by controlling Executive orders and statutory provisions are incorporaied into
that Case Briefing Acknowledgement and are controlling.

I have read 1 caretully and my questions, if any, have been answered.

Print Nam:

Signature e b0 -4
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form ik o maintain an officisd record of porsons kuowdedeeable of a
highly sensitive Federal Bureau of Investigation couterintelligenes investigation,

I hercby acknowledge that [ have recetved a bricfing on the investigrtive mstter(s) ilentifind
below. Dizclosure of this FBI counterintelligence mvestigation to myone is strictly
prohibried without the prior concurrenae of the Assistant Divecior of the Counlerinteligenee
Division, Federal Bureay of Investigation. 1 also understand that, due to the nature and
sensiiivity of this investigation, complisnce with these restrictions may be subject to
verification by polvgraph examination,

Subject of Bricfing:  A/O YRS &g
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

{ have been reminded of avy rights and obhigations pussuant to the FBI Employment Agrecment
{F1-281 3, the Classified Information Nondisclosure Agresment (SF-312), and the Senshiive
Compartmented fnformation Nondisclosure Agreement {(Formad 144},

These provisions are consistent with and do not supersede, conflict with, or otherwise ajter the
employee obligations, rights, or Habilities created by existing statute or Bxecutive order rélating
to {1} classified informadion, (2) conymumieations to Congress, (3) the reporting 1o an Inspector
General of a violation of any law, rule, or regulition, or mismanagement, a gross waste of funds,
an ghase of aothoriiy, or 8 substantial and spocific danger to public health or safoty, or {4) sy
pther whistlablower protection. The definstions, roquirements, obligations, rights, sanctions, amxd
habilities vreated by conirothing Executive orders and statutory provisinns sre incorporated into
that Case Briefing Acknowledgement and are controtling,

I have read this Addenduny carefully and my questions, i€ any, have been snswersd.

bé
b7C

Signatury Pate :sgg_a?‘“‘?;{f,eﬁ
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of porsons knowledpeable of a
highly sensitive Federal Bureau of Investigation counterintelligence investigation.

{ hereby scknowdedge that | have received a briefing on the investigative matter(s) identified
holow, Disclosure of this FBRI counterinteiligence investipation 1o gayone is strivtly
prohibited without the prior concwrence of the Assistant Dircetor of the Counterimelligence
Diivision, Federal Burenu of Investigation. [ also understand that, due to the nature and
sensitivity of this wvestigation, compliance with these restrigtions may be subject to
verification by polyvgraph examination.

Subjeet of Bricfing: MIDYEAR € am
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

I have been reminded of my rights mid obligations pursuant to the FBI Employment Agreement
(F1>-291), the Classified Information Nendisclosure Agreement (8F-312), and the Sensitive
Compartmented Information Nondisclosure Agreement (Form4144),

These provisions are consistent with and do not supersede, conflict with, or otherwise alter {he
employee abligations, rights, or liabilities created by existing stalute or Executive order relating
to (1} classified information, {2} communications to Congress, (3) the reporting (0 an Inspector
General of 8 violation of any law, rule, or regulation, or mismanagement, a gréss waste of funds,
an abuse of authorily, or a substantial and specific danger to public health or safety, or (4} any
other whistleblower protection. The definitions, requirements, obligations, rights, sanctions, and
Habilities created by controlling Execuiive orders and statutory provisions are incorporated into
that Case Briefing Acknowledgement and are controlling.

| have read this Addendum carefully and my questions, if any, have begn answered.

b6
Signature Date S / ohel / 1{a S
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CASE BRIFFING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of persons knowledgeable of a
highly sensttive Federal Bureau of Investigation counterintelligence investigation.

I hereby acknowledge that | have received a briefing on the investigative matter(s) identified
below. Disclosure of this FBI counterintelligence investigation to anyone is sirictly
prohibited without the prior conewrence of the Assistant Director of the Counterintelligence
Division, Federal Bureau of Investigation. I also understand that, due to the nature and
sensitivity of this investigation, compliance with these restrictions may be subject to
verification by polygraph examination.

Subject of Briefing: PA N AT {tquW\ ;
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Briefed By
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

I have been reminded of my rights and obligations pursuant 1o the FBI Employment Agreement
(F1-291), the Classified Information Nondisclosure Agreement (8F-312), and the Rensitive
Compartmented Information Nondisclosure Agreement (Form4144),

These provigions are consistent with and do not supersede, conflict with, or otherwise alier the
employes obligations, rights, or liabilities created by existing statute or Exccutive order relating
10 {1) classified information, (2) communications to Congress, (3) the reporting to an Inspector
General of a violation of any law, rule, or regulation, or mismanagement, a gross waste of funds,
an ahuse of authority, or a substantial and specific danger to public health or safety, or (4) any
other whistleblower protection, The defihitions, requireinents, obligations, rights, sanctions, and
Liabilities created by controlling Execcutive orders and statutory provisions are incorporated into
that Case Bricfing Acknowledgement and are controlling.

I have read this Addendum carcfully and my questions, if any, have been answered,

b6
Signatur Date T / Z '?/ I RS
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CASE BRIEFING ACKNOWLEDGEMENT

The purpase of this form is to maintain an official record of persons knowledgeable of a
highly sensitive Federal Bureau of Investigation counterimelligence investigation,

I hereby acknowledge thet T have recebvad 3 briefing on the tnvestigative mstter{x) ithentified
below, Disclosure of this FBI counterintelligence rvestigation to anyone is strictly
prohibited without the prior concurrence of the Assistant Duector of the Counterintelligence
Division, Federal Bureau of Investigation. 1 also understand that, due to the nature and
sensitivity of this investigation, compliance with these restrictions may be subjict to
varification by polyeraph cxsmination.

Subject of Briefing: MDY AR Facam
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

! have been reminded of my rights and obligations pursuant to the FBI Employment Agreement
(F1>-291), the Classified Information Nondisclosure Agreement (SF-312), and the Sgnsitive
Compartimented Information Nondisclasure Agreement (Forma 144),

These provisions are consistent with and do not supersede, confiict with, or otherwise alter the
smployee obligations, rights, or liabilities created by existing statuie or Executive order relating
to (1) clagsified information, (2) communications 1o Congress, (3) the reporting to an Inspector
General of a violation of any law, rule, or regulation, or mismanagement, a gross waste of funds,
an abuse of authority, or a substantial and specific danger to public health or safety, or (4) any
other whistleblower protection. The definitions, requirements, obligations, rights, sanctions, and
liabilities created by controlling Executive orders and statutory provisions are incorporated into
that Case Briefing Acknowledgement and are controtling,

1 have read this Addendum carefully and my questions, if any, have been answered.

bé
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CARE BRIEFING ACKNOWLEDGEMENT

The purpose of this form i3 10 mainiain an official record of persons knowledgeable of a
highly sensittve Federal Burcau of Investigstion counterintelligence investigation.

{ hereby scknowledge that | have receivsl 8 triefing on the nvestigative matter(s) identifiad
Befow, Dosclosure of this FBE coungernntelligenve investigatinn o anvong is strictly
proshibited withow the prior concwrrence of the Assistant Disexior of the Counterinieliigensce
Drvisten, Federal Burean of Investigation, [ also understand that, due to the nature and
sensitivity of this investigation, compliance with these restrictions may be subject to
verdfication by polveraph sxamination,

Subjeat of Briefing:
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b7cC
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

I have beas rersinded of my rights and obligstions pursuant 1o the FRI Employment Agreement
{F1-291}, the Classilied Information Nondiseiosure Agrepnom (8F-3123, and the Sensitive
Comparimented Information Mondisclosere Agreement (Formd t44),

These provisions are consistent with and do nol saperseds, contlict with, or otherwise alter the
employee obligations, rights, or liabilities created by existing statute ar Execative order relating
to {1) classified information, {2) communications 10 Congress, (3) the reporting to an Inspector
General of & violstion of any law, rule, or regulation, or mismanagemant, 8 pross waste of funds,
ary abuse of avthorily, or a substaniial and specific danger {0 public health or safery, or (4 any
other whistlehlower profection. The delinilions, requirements, obdignticng, rights, sanctions, and
Hatulittes created by contralling Exeeutive ordurs and statutory provisions av insorporated into
that Case Briefing Ackvowledgement and wre controlling.

song, if any, have been answered,
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this formi is [0 maintain an official record of persons knowledgeable of a
highly sensitive Federal Burean of Investigation counterintelligence investigation.

I hereby acknowledge that 1 have received a briefing on the investigative matter(s) identified
below. Disclosure of this FBI counterintelligence investigation to anyone is strictly
prohibited without the prior concurrence of the Assistant Director of the Counterintelligence
Division, Federal Bureau of Investigation. [ also understand that, due to the nature and
sensitivity of this investigation, compliance with these restrictions may be subject to
verification by polygraph examination.

Subject of Briefing: Mioyene Ex.onn
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

T have been reminded of niy rights and obligations pursuant to the FBI Employment Agreemant
{F13-291), the Classified Information Nondisclosurs Apresment {SF312), and the Sensitive
Comparimentad Informstion Nondisclosure Agreement {Forma 1443,

These provisions are conststent with angd do not supersede, conflict with, or otherwise alter the
employee obligations, tights, or Habilities created by axisting statute or Executive order relating
to {1) vlassified information, {2) communications o Congress, (3) the reporting to an Inspector
General of a violation of any taw, rule, or regulation, or mismanagoement, a gross waste of funds,
an gbuse of anthority, or 8 substantial and specific denper to public health or safety, or (4) any
nther whistieblowsr rotection. The definttions, regquirements, obligations, rights, sunctions, amd
Habihities crented by conjrolbing Executive orders and statitory provisions are incorporgted into
that Case Briefing Acknowledgement and are controtling,

} have read this Addendum carefully and miy quesstions, if any, have heen answersd,

b6
Signsture Diate Q‘A ? /5 & b7C
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form is to maintain an official record of persons knowledgeahle of a
highly sensitive Federal Bureau of Investipation counterintelligence investigation.

I hereby acknowledge that I have received a briefing on the investigative matter(s) identified
below. Disclosure of this FBI counterintelligence investigation to anyone is strictly
prohibited without the prior concurrence of the Assistant Director of the Counterintelligence
Division, Federal Bureau of Investigation. 1 also understand that, due to the nature and
sensitivity of this investigation, compliance with these restrictions may be subjeci to
verification by polvgraph examination.

Subject of Briefing: M;d\{;&w __E-X —
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

g
-

{ have heen reminded of my rights and obligations pursuant to the FBI Employment Agreement
(FD-291), the Classified Information Nondisclosure Agreement (SF-312), and the Sensitive
Compartmented Information Nondisclosure Agreement (Form4144).

These provisions are consistent with and do not supersede, conflict with, or otherwise alter the
employee obligations, rights, or labilities created by existing staiuie or Executive order relating
to (1} classified information, (2) communications to Congress, (3) the reporting to an Inspector
Cieneral of a violation of any law, rule, or regulation, or mismanagement, 2 gross waste of funds,
an abuse of guthority, or a substantial and specific danger to public health or safety, or (4) any
other whistleblower protection. The definitions, requirements, obligations, rights, sanctions, and
fiabilitics created by controlling Executive orders and statutory provisions are incorporated into
that Case Briefing Acknowledgement and are controlting.

[ have read this Addendum carefully and my quesiions, if any, have been answered.

bé
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this:form is to maintain an official record of persons knowledgeable of a
highly sensitive Federal Bureau of Investigation counterintelligence investigation.

I hereby acknowledge that [ have received a briefing on the investigative matter(s) identified
below. Disclosure of this FBI counterintellipence investigation to anyone is strictly
prohibited without the prior concurrence of the Assistant Director of the Counterintelligence
Division, Federal Bureau of Investigation. 1 also understand that, due to the nature and
sensitivity of this investigation, compliance with these restrictions may be subject to
verification by polygraph examination.
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

! have been reminded of nyy rights and obligations pursuant o the FBI Employment Agreement
{FI-291), the Classified Information Nondisclosure Agreement (SF-312), and the Sensitive
Compartmented Information Nondisclosure Agreoment (Form4144).

These provisions are consistent with and do not supersede, conflict with, or otherwise alfer the
erployee obligations, rights, or labilities created by existing statute or Executive order relating
to {1} classified information, () communications o Congress, {3} the reporting 0 aa Inspector
General of g viokation of any faw, rule, or regulntion, or mismanagema, 8 gross waste of funds,
an shuse of authority, or @ substential and specific danger 1o public health or safery, or (3} any
other whistieblower protection. The definltiung, requiteinents, ohligations, rights, sauctiong, and
Habilfities created by controliing Executive orders sad statutory provistons are incorporated into
that Case Briefing Ackpowledgement and are controlling.
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CASE BRIEFING ACKNOWLEDGEMENT

The purpose of this form 1310 maintain gn official meord of persons knowlhedgeable of &
highly sensitive Federal Burcau of Investigation counterintelligence hnvestigation.

{ hereby ackanowledpe that | have recedved a bricfing on the investigative matter{s) idontified
below. Disclosure of this FBI counterintelligence investigation to anyone i strietly
prohibited without the prior concurrence of the Assistant Direetor of the Counterintelligence
Dirvision, Foderad Bureaw of Investigation. | also understand thay, due to the natore and
sensitivity of this ayvestigation, comphiance with these restrictions may b subject to
verification by polygraph exanimation.

Subject of Briefing: _MIBVEAR  ExXduy
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

{ have been reminded of my rights and obligations pursuant to the FBI Employment Agreement
(FD-291), the Classified Information Nondisclosure Agreement (SF-312), and the Sensitive
Compartmented Information Nondisclosure Agreement (Form4144).

These provisions are consistent with and do not supsrsede, conflict with, or otherwise alter the
eraployee obligations, rights, or Habilities created by existing statute or Executive order relating
to (1) classified information, {2) communications to Congress, (3) the reporting to an Inspector
General of a violation of any law, rule, or regulation, or mismanagement, a gross waste of funds,
an abuse of authority, or a substantial and specific danger to public health or safety, or (4) any
other whistleblower protection. The definitions, requirements, obligations, rights, sanctions, and
liabilitics created by controlling Executive orders and statutory provisions are incorporated into
that Case Briefing Acknowledgement and are controlling.

| have read this Addendum caretully and my questions, if any, have been answered.
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CASE BRIEFING ACKNQWLEDGEMENT

The parpose of thix form iy e maintan an oflieiad rweord of persons knowledgeable of s
highly sonsative Faodersd Bureau of Investigation counteringelligenee investigation

i herehy acknowiodge thet have recerved o brieling on the imvestigative matten(s) wenufed
folow, Disclosury of this FBI counterintelligenen nvestigation o anmvone s siriatdy
prihibited withowt the prior concurrence of the Assistarg Direcior of the Counterintetligence
Division, Federal Barean of Investigation, 1 also understand that, due (o the nature and
sensitivity of this investigation, complianee with these restrictions may be subjeat
verification by polvgraph examination,

Sulyject of Bricfing: I
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

I have been reminded of my rights and obligations purseant to the FBI Employment Agreement
(FD-291), the Classified Information Nondisclosure Agreement (SF-312), and the Sensitive
Compartmented aformation Nondisclosure Agreement (Formd 144),

These provisions are consistent with and do not supersede, conflict with, or otherwise alter the
employee obligations, rights, or Habilities created hy exisiing statute or Executive order relating
to (1) clagsified information, (2} communications to Congress, (3) the reporting to an Inspector
General of a violation of dny law, rule, or regulation, or mismanagement, a gross wasie of funds,
an abuse of authority, or a substantial and specific danger to public hesith or safety, or (4) any
other whistleblower protection. The definitions, requirements, obligations, rights, sanctions, and
fiabilitics ereated by controlling Executive orders and statutory provisions are incotporated into
that Case Briefing Acknowledgement aid are controlling.

I have read this Addendum carefully and my questions, if any, have been answered.

bé
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Signatuy
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CASE BRIEFING AUKNOWLEDGEMENT

The purpose of this form i3 1o maintain an official record of persons knowledgeable of 2
highty sensitive Federad Bureau of Tnvestigation counterintelligence investigation.

{ hereby acknowledge that | have weeebved 8 briefing on the investigative matter{s) identifiad
bolow. Disclosure of this FRI counterimelligence iovesligation o anyong s sinetly
prohibited without the prior concurrence of the Assistant Direcior of the Counterintelligence
Division, Federst Bureau of Investigation. T also andersiand that, due fo the nafore and
sensitivity of this investigation, compliance with these restrictions may be subject ©
verification by polvgraph examinatien,

Subjewt of Briefing 5‘?‘\?{1 if%?\f“ X
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

I ave bew reminded of my rights and obligations parsuant fo the FBI Employment Agreement
{FR-381), the Classified Information Nondisclosure Agreement (8F-312), and the Sensitive
Compartmented Information Nondisclosure Agreement (Formd 144},

These provisions are consistent with and do not superseds, condlict with, or otherwise alter the
employee obligations, rights, or liabilities created by existing statute or Executive order relating
to {1} classified information, (2) communications 1o Congress, (3) the reporting to an Inspector
Ganeral of 2 violation of any law, rule, or regolation, o mismanagement, a gross waste of fonds,
an abuse of mnhorite, 0r 8 substantial and specific danger o public health or safety, or () any
sther whistleblowsy protection. The definitions, reguiremants, obligations, righty, sanctions, and
ftabililics created by controlling Executive orders snd statutory provisions sre incorporated into
that Case Bricling Acknowledgement and s controlling,

1 have read this Addendum carcfully and my questions, i any, have boen aswered.

: b6
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CASE BRIEFING ACKNOWLEDGEMENT
ADDENDUM

[ have been reminded of my rights and obligations puraeet 1o the FBI BEmplovment Agresment
{FIR381), the Classified Information Nondisclosune Agresmant (SF-3123, and the Sensitive
Comparimented Information Nondisclosure Agreement (Formd 144),

These provisions ave consistent with and do not superssds, conflict with, or otherwise alter the
employee obligations, rights, or lighilities created by existing slatute or BExscutive order relating
to (1) classified infornsation, {2} comunications to Congress, {3) the reporting to an Inspector
Cieneral of 8 violation of any hww, rufe, or regulation, or mismanagement, ¥ groas waste of funds,
an abuse of authority, or 2 substantial and specific danger © public health or salety, or (4} any
other whistlehlower protection, The definit