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ORIGINAL

h CID)
Froow: BOS
Sent: Friday, September 21, 2012 2213 PM
Yo ap
e BOS; ISD
Subject: CT 775.510 Aaron Swartz (J-102-775-60071-5)

U.8. SECRET SERVICE IRVESTIGATIVE REPORT

FROM? BOSTON FIELD OFFICE FILE: J-102-715-60071-8
T0: CRIMINAL INVESTIGATIVE DIVISION X-REF: N/A
INFO: INVESTIGATIVE SUPPORYT DIVISION SBIZ2URES: W/A

SUBJECT: REPORT OF JUDICIAL ACTION

ACTUAL 10SS: TBD POTENTIAL LOSS: $2,000,000.00
CASE TITLE: AARON SWARTZ
CASE TYPR: 775.510 ' ‘

SECONDARY TYPES: 848,191, 948.304, B48.930
CONTROLLING OFFICE: PBOSTON FIELD OPFICE

REPORT MAOE BY: 8A ]
DATE CASE OPENED: 01707

PREVIOUS REPORT: 05/29/12 - REPORT OF JUDICIM. ACTION
REPORTING PERIOD: 05/30/12 - 09/21/12

STATUS: CONTINUED

SYNOPSISa

i suporseding indictment was rendered charging Swartz with wire fraud, computer Lravd,
uniswfully obtaining information from a protected computer and recklessly damaging 2
protectad computer.

In preparation for trial, members of JSTOR and the Massachusetts Institute of Technology
were interviewed by the prosecution tean.

Case continued in Boston.
DETAILS OF INVESTIGATION:

Reference is made to all previous veporta in this case, the most recent of which is the
Report Judicial Action written by smh 05/29/12.

on 09/13/12, smm:] Detective[[BYBLENTHC) | of the Cambridge, MA Police

Department, Assiatant U.S, Attorney {AUSA) Stephen Heymann and ausa@?ﬂiﬂkm

interviewed several JSTOR employees in Ann Arbor, MI regarding the networ

intrusion. The prosccution tean apoko with JSTOR legal counse)l, JREVEYATY ——Jof
abevoisae and Pl g the case. Additlonally, Loxoxo'um—

h? JSTOR were interviewad at berty
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(b)(6),(bX7XC)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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04JAN2011 - MIT discovers a laptop connected to the MIT network in a telecommunications

ire_ i basement of building. MIT police contact the Cambridge Department. Detective
I(b )(6).(0)(7)(C) Ef the Cambridge Police Depart r of the New England Electronic

(b)(8).(b)(7)(C)

Crimes Task Force notifies the Task Force and S espond to MIT. A camera is set up in
the wire closet. MIT Police observe a suspect return to the closet, replace the hard drive attached to the
laptop and then leave the closet.

MIT informs SA

>

>

vV Vv

YV V VYV

v

\4

\%

(b)(B).
PX7)_Jof the timeline that lead to the discovery of the laptop:

—

24SEP2010 - Aaron Swartz registers a laptop on MIT’s network. MIT’s network recognizes the
laptop’s MAC address as 00235a735ffb.

255EP2010 - Swartz's laptop is assigned IP address 18.55.6.215. JSTOR experiences an
extraordinary volume of automated requests and downloads from its digitized journal
collections to that IP address. JSTOR blocks access to its network from 18.55.6.215.

26SEP2010 - JSTOR suffers rapid and voluminous downloads from IP address Eg)‘(ﬁ).(b)m ISTOR
blocks a much broader range of IP address, temporarily denying service to legitimate users at
MIT. -

275EP2010 - MIT bars the MAC address .00235a735ffb from being assigned a new IP address.
020CT2010 - Swartz spoofs his MAC address as 00235a735ffc and is able to register as a guest
on the MIT network. (b)(6).(b)(7)
080CT2010 - MIT network assigns the Swartz’ laptop IP address ()
090CT2010 - Downloading of journals from IP address egin.
NOV to DEC 2010 - Over 2 Million illegal downloads from JSTOR.
245EP2010 - Aaron Swartz registers a laptop on MIT’s network. MIT’s network recognizes the
laptop’s MAC address as 00235a735ffb.

255EP2010 - Swartz’s laptop is assigned IP address 18.55.6.215. JSTOR experiences an
extraordinary volume of automated requests and downloads from its digitized journal
collections to that IP address. JSTOR blocks access to its network from 18.55.6.215.

26SEP2010 - JSTOR suffers rapid and voluminous downloads from IP address 18.55.6.216. JSTOR
blocks a much broader range of IP address, temporarily denying service to legitimate users at
MIT.

27SEP2010 - MIT bares the MAC address 00235a735fb from being assigned a new IP address.
020CT2010 - Swartz spoofs his MAC address as 00235a735ffc and is able to register as a guest
on the MIT network. (6)(B).(0)(7)
080CT2010 - MIT network assigns the Swartz’ laptop IP address|(C)
090€T2010 - Downloading of journals from IP address|(?)(6) (P)(7) Ibegin.
NOV to DEC 2010 - Over 2 Mitlion illegal downloads from JSTOR.

06JAN2011 - MIT Police observe the same suspect return to the closet, retrieve the laptop and

hard drive and leave the closet. MIT Police observe the suspect near the University and the suspect is
arrested for breaking and entering. During booking the suspect is identified as Aaron Swartz. Inside the
backpack Swartz was wearing is a USB flash drive. MIT locates Swartz’s laptop connected to MIT’s
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(b)(6).
network In another building. The laptop and hard drive are collected by SA o7 | nd tumed over to
Cambridge Police for processing.

(b)),
J 24FEB2011 ~ A Search Warrant Is Issued for SA BX7) i examine Swartz's Laptop, the attached

Hard Drive and the USB Flash Drive. The MAC address assigned by the manufacturer to the Ethernet
interface card fn Swartz’s laptop Is the same as the MAC address recognized by MIT’s network the first
time Swartz's laptop registered in September, 2010. On Swartz's Laptop was a software application
“keepgrabbing.py” designed to download .POF files. The USB Drive found in Swartz’s backpack
contained a nearly identical file. The Western Digital Hard Drive, which was recovered with the laptop,
had Aaron Swartz's fingerprint on it. The drive contained a folder named “pdfs” which contained an
estimated over 97,000 .PDF files. A spot check of approximately a dozen of those files reflectad that
each was a digitized journat article from the journal storage service. A logging file on the Acer Laptop,
knawn as the .bash_history file, showed the steps Swartz’s took to bypass MIT's and JSTOR’S sacurity
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THE FACTS — AARON SWARTZ INVESTIGATION
BACKGROUND

September 24, 2010

Late during the night of September 24, 2010, an unidentified individual registered
his computer on MIT’s campus and obtained a guest account on MIT’s computer
network. The individual did not provide his true identity at this or any subsequent
time, and neither MIT personnel nor law enforcement officers knew the
individual’s name until his arrest months later. The individual registered his
computer by specifying his name as “Gary Host,” a pseudonym, and his e-mail
address as ghost@mailinator.com, a disposable e-mail address by virtue of its
requiring no initial e-mail registration and keeping no records of e-mail access.
Before assigning the computer an IP address, MIT’s network automatically
collected the computer's owner-created name — “ghost laptop” — and the unique
identifying number associated with the computes’s Intemnet networking hardware,
known as the computer's Media Access Control or “MAC” address. These are
standard login and communication procedures.

MIT’s DHCP computer server then used a standard Internet protocol to assign the
individual an IP address (18.55.6.215) for use while on the network. The network
kept records of the computer’s registration information, its IP address, and its
MAC address. These records are standard computer-networking records, and did
not include any computer commands that the individual typed in or ran, or any data
that the computer downloaded.

September 25, 2010

The day after registering the “ghost laptop,” the unidentified individual used the
“ghost laptop” to systematically access and rapidly download an extraordinary
volume of articles from JSTOR by using a software program that sidestepped
JSTOR’s computerized limits on the volume of each user’s downloads. The
downloads and requests for downloads were so numerous, rapid, and massive that
they impaired the performance of JSTORs computers.

Ir 2l




As JSTOR, and then MIT, became aware of these downloads and problems, both
attempted to block the individual’s computer from further communications. On the
evening of September 25, 2010, after suffering hundreds of thousands of
downloads from the ghost laptop, JSTOR temporarily ended the downloads by
blocking network access from the computer at IP address 18.55.6.215.

The next day, however, the ghost laptop’s user obtained a new IP address from
MIT"s network, changing the last digit in its IP address by one from 18.55.6.215 to
18.55.6.216. This defeated JSTOR's IP address block, enabling the ghost laptop to
resume foriously downloading articles from JSTOR. This downloading continued
until the middle of September 26, when JSTOR spotted it and blocked
communication from IP address 18.55.6.216 as well. The September 25 and 26
downloads had impaired JSTOR’s computers and misappropriated significant
portions of its archive. Because the download requests had originated from two
MIT IP addresses that had begun with 18.55.6 — that is, 18.55.6.215 and
18.55.6.216 — JSTOR began blocking a broader range of MIT IP addresses on
September 26. The new block prevented MIT researchers assigned MIT IP
addresses 18.55.6.0 through 18.55.6.255 (as many as 253 computers) from
performing research through JSTOR's archive for three to four days.

September 27, 2010

When JSTOR notified MIT of the problems, MIT banned the “ghost laptop” from
using its network as well. To do this, MIT terminated the ghost laptop’s guest
registration on September 27, 2010, and prohibited the computer, as identified by
its hardware MAC address, from being assigned a new IP address again through
the guest registration process.

Qctober 2, 2010

Less than a week after JSTOR and MIT had barred the individual’s ghost laptop
from communicating with their networks, the unidentified individual obtained yet
another guest connection for the ghost laptop on MIT"s network. Having
recognized that MIT or JSTOR had blocked his ghost laptop by recognizing its
MAC address, the individual now manipulated the ghost laptop’s MAC address to
mislead MIT into believing that he was a new and different guest registrant.

RIF
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October 8, 2010

The unidentified individual connected a second computer to MIT’s network and
created another guest account using pseudonyms similar to those he had used with
the “ghost laptop”. He registered the new computer under the name “Grace Host”,
a temporary email address of ghost42 @mailinator.com, and a computer client
name of “ghost macbook.”

October 9, 2010

The individual activated the ghost laptop and the ghost macbook to download
JSTOR’s articles once again. The downloads came so fast and numerous that the
individual again significantly impaired the operation of some of JSTOR’s
computers,

Once again, MIT could not identify who was controlling these computers or where
they were physically located, and JSTOR could not isolate the interloper to a
consistent IP address that could be blocked. Consequently, JISTOR blocked access
by and to every computer using an MIT IP address campus-wide for approximately
three days, again depriving legitimate MIT vsers from accessing JSTOR’s services.
MIT blocked computers using the ghost laptop’s and the ghost macbook's MAC
addresses as well.

Nevertheless, between the end of October and January 6, 2011, the unidentified
hacker obtained at least three new IP addresses and assigned his computer two new
MAC addresses. He also moderated the speed of the downloads, which made them
less noticeable to JSTOR. The exfiltration of JSTOR's collection was nonetheless
extreme. During this period, the individual downloaded well over a million of
JSTOR’s articles,

Because the hacker had modified the speed of his downloads, JSTOR did not
notice his latest downloads until around Christmas, 2010, Once detected, however,
JSTOR provided MIT with the hacker’s latest IP address. Now that MIT’s network
security personnel had a more robust set of network tools, they could consult
network traffic routing records and trace the IP address back to a concrete physical
location on campus,

[R 1 F ]




January 4, 2011

An MIT network security analyst traced the hacker’s IP address to a network
switch located in a basement wiring closet in MIT"s Building 16. Building 16's
street level doors have no-trespassing signs posted on them. The wiring closet is
protected by a pair of locked steel doors. The closet is generally locked, but at that
time its lock could be forced by a quick jerk of its double doors. When MIT
personnel entered the closet, they found a cardboard box with a wire leading from
it to a computer network switch.

Hidden under the box was the ghost laptop, an Acer-brand laptop, connected to a
separate hard drive for excess storage. The network cable connected the laptop to
the network switch, thus giving the laptop Internet access. The laptop’s direct
connection to the network switch was unusual because MIT does not connect
computers directly to those switches.

LAW ENFORCEMENT IS NOTIFIED

January 4, 2011

MIT personnel call the MIT Police to the scene, who, in tum, call a USSS New
England Electronic Crimes fulltime Task Fotce Officer directly. The TFQ is a
Detective from Cambridge Police. Three members of the task force respond to the
scene, a USSS Special Agent, a Boston Police Detective who is a fulltime TFO and
the Cambridge Police TFO who received the call. A Cambridge Police Crime
Scene Unit was summoned to the scene for processing. Over the course of the
moming and early afternoon of January 4th, MIT and law enforcement officers
collaboratively took several steps to identify the perpetrator and leamn what he was
up to: :

(1) Cambridge Police crime scene specialists fingerprinted the laptop’s interior and
exterior and the external hard drive and its enclosure:

[Rar ]




(2) MIT placed and operated a video camera inside the closet, which, as discussed
below, later recorded the hacker (subsequently identified as Aaron Swartz)
entering the wiring closet and performing tasks within it;

(3) The Secret Service opened the laptop and sought to make a copy of its volatile
memory (RAM), which would automatically be destroyed when the laptop’s power
was turned off, but the effort resulted in their seeing only the laptop's user sign-in
screen; ;

[E)GTRue OF

By mid-day on January 4th, MIT and law enforcement personnel had completed
their initial crime scene investigation. Experience told them that merely removing
the hacker's computer equipment would more than likely result in his renewing his
efforts elsewhere. So, rather than take the hacker's equipment away, MIT and law
enforcement instead restored the closet to its initial appearance upon discovery,
and monitored who entered it and handled the laptop. In this way, the hacker
would not necessarily know that his criminal tools had been discovered, his
identity might be uncovered, and he could be stopped.

Within an hour of their departure, the unidentified hacker returned. After entering
the wiring closet and shutting the doors behind him, the hacker replaced the hard
drive connected to the laptop with a new one he took from his backpack, and then
concealed his equipment once again undemeath the cardboard box. This activity
was captured by the video camera that was installed inside the wiring closet.
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Agents notified the US Attorney’s Office for the District of Massachusetts the facts
of the investigation.

Jannary 6, 2011

The hacker retumed to the wiring closet yet again. This time, worried about being
identified, the hacker covered his face with his bicycle helmet as he entered the
closet. Once inside and with the door closed, the hacker disconnected the laptop
and placed it, the external hard drive, and the network cable in his backpack. As he
left, he again hid his face with his bicycle helmet, This activity was also captured
by the camera installed within the wiring closet. By January 6, 2011, the hacker
had downloaded a major portion of the 6 to 7 million articles then contained in
JSTOR’s digitized database.

Shortly after 2:00pm on January 6, 2011, MIT Police Captain[- 0" Lo
had been involved in the investigation, was heading down Massachusetts Avenue

within a mile of MIT when he spotied g bicycler who looked like the hacker caught
on the wiring closet video. Captain},. identified himself as a police officer.
After a brief exchange, the individual dropped his bike to the ground and ran away.
The individual was chased, apprehended, arrested, and subsequently identified as
Aaron Swartz. During a search incident to arrest, Cambridge police found a USB
storage drive in Swartz’s backpack, which they seized and stored as evidence.

Approximately an hour later, MIT technical staff used computer routing and
addressing records to locate Swartz’s ghost laptop and hard drive in the Student
Information Processing Board's office in MIT's student center. Law enforcement
found the equipment on the floor under a desk. The equipment was subsequently
seized and stored as evidence by Cambridge Police. Aaron Swartz was charged by
the Commonwealth in a criminal complaint alleging Breaking and Entering into
MIT"s property with intent to commit a felony, and was subsequently indicted by a
Massachusetts grand jury for the same charge along with stealing JSTOR’s
electronically processed or stored data, and accessing a computer system without
authorization.

February 9, 2011
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The Secret Service applied for and subsequently obtained a federal warrant for
Aaron Swartz's apartment, located at 950 Massachusetts Avenue in Cambridge.

February 11, 2011

Agents and a Task Force Officer executed the federal search warrant on Swartz’s
residence.

Immediately after the residence search warrant was completed a second search
warrant was applied for and issued for Swartz’s worksite, That search warrant was
executed on Swartz’s work address, 124 Mount Auburn Street in Cambridge, The
Safra Center for Ethics at Harvard Law School.

Kebruary 24, 2011

The Secret Service obtained a search warrant to seize and search the laptop, the
hard drive in the enclosure and the USB storage device that was being secured
within the Cambridge Police Evidence Unit.

February 25, 2011

The evidence is transferred from the Cambridge Police to the USSS Boston Field
Office pursuant to the search warrant.

May 16, 2011

Swartz was served in hand, at his residence with a forfeiture warrant for property
of JSTOR in his possession and refused to comply with the Court’s warrant.

June 7, 2011

USSS BFO Agent responds to Swartz’s current defense counsel’s office, Goode
and Cormier 83 Atlantic Ave Boston, MA. At that location USSS took custody of
(4) four HDD’s containing 8,989,635 articles (PDF’s) that had been downloaded
from the JSTOR website through MIT"s network by Swartz.

July 14, 2011

Federal Grand Jury indicts Aaron Swartz for Wire Fraud, Computer Fraud and data
theft.

F!el)l'-' l




duly 19, 2011

Aaron Swartz is arrested and arraigned at the Moakley Federal Court House in
Boston, Massachusetts.

September 12, 2012
Aaron Swartz is indicted with a superseding indictment unpacking the offenses.

|;R iIF ]
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Rough Chronological Sketch

9/24/10

“Gary Host” obtains DHCP lease
lists e-mail address as ili
client name: “ghost laptop*
MAC address 00:23:5a:73: S:tb
IP at registration| (b)8).(b)7)C)]

92540

DHCP ack for 18.55.6.215

client name: “ghost laptop”

MAC address 00:23:52:73:5ffb

abusive downloads to JSTOR from 18.55.6.215

926/10 : (Ee) |
abusive downloads to JSTOR from

9727110
MIT deactivates “ghost laptop” registration;
blocks MAC address 00:23:52:73:5f:fb

10/2/10

Swartz changes last byte of MAC address

“Gary Host", as a result, able to obtain new guest DHCP lease
lists e~mail address as i

client name: “ghost laptop”

MAC address 00:23:5a:73:5f*fc

given (P addresq (6)(68).B)7)C)]

10/8/1¢

“Grace Host" obtains DHCP lease

lists e-mail addres as ili c
client name: “ghost macbook”

MAC address 00:17:F2:2¢:b0:74

assigned IP[ ®)E.EYNC)

b)(8),(b)(7 ‘
10/9/10 (C))‘ )(bX7) ég))(e).(b)m
Abusive downloading from JSTOR to IP addresses nd

November 2010-January 201 | : [(B)(6).(B)7)C)

Abusive downloading from JSTOR to IP addresses: and |

B)B)ENNC)

1411 I(b)(s).(b)(7) I (6X(6),(6X7)
MAC address 00:4c:¢5:a7:56 is registered to bothd(©) ad|(©)
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&

a
' b)(6),(b) (b)(6),(
(B)E)) (
0/ = 2l{7)(C) Detectiva(7xc) Captain(7xc) | AUSA Heymann and
(b)(8),(b)7)(C) counsel for MIT me: ac th 28 of General Counsel with

(B)(6).(bX7)(C)

analyst feor wre

iprorns

Qn Service and Technology

(B)(6).(b)(7)
(C) informed the group that an sxamination of the DHCP logs during the

time :n September when JSTOR was reporting the axcessive dewnloads show a
computer registered as “ghost-laptop” with a MAC address of 00:23:5a:73:sf:fb

and an email address of ghost.@mailinator,com.
(b)(8).(b
betective(7)(C jnoted that all of the suspicious computer registrations on,

t 810, 10/01/10, 10/08/10 and 12/24/10 occurred on Friday nights. Captain
(b)B).BXTHC] consirmed that foot traffic in the tunnel of building 16 would ba

(b)(6).(b
(7XC)

ing those times.

stated that on 10/01/10 the an attempt was made to reqgister with
the same MAC address as used op_09/24/10; However, [(X6).(0) [had blocked that

MAC address from registering. ((B)B)(0) | stated that “Sets 02/10 ancther
attempt was made to ragister sn Cthe network with a MAC address of

(b)
(C)

00:23:53:73:8f:fc but still for “"ghost -laptop.”
BY(6).(bX7)

also stated that at gne point on 10/09/11, “ghost=laptop” was

registered with a MAC address of 00:23:5a:73:5f:fc and "ghost-macbook” was

reqis ¢d with a MAC address of 00:17:£2:2c:00:74 at the same time.
(b)(6),(b)(7)
(C) also stated that after 12/19/11, the sttempts to reglster on the

MIT network for "ghost-laptop” and “ghost-macbook” changed from attempts to
gain an IP address dynamically assigned through the MIT quest registration
process to assigaing themselves static Ip addresses on the MIT natwork. This
behavior continued until atter Swartz was observed on 01/06/11 moving the

laptop

Erom Building 16 te and the machine was ragistared on the network from

the Straston Student Cantayp,
(b)(6),(b)(7)
(C) also stated that on 01/08/11 at approximately 1251 the computer

connected toc an (P address registered Lo Amazon’s Elastic Compute Cloued (EC2)

mgg))(e'),cb)m '

roted thatS up to 12/19/10, Swartz obtained IP addresses by using

the guest registration to be assigned an IP address through DHCP, From

BXELBENTNC)

- to 01/06/11, Swartz would assign himself a static IP address.

theorized that once Swartz understood the Subnat mask of the network

Burldan
that wa
Student
obitaini

Prior
from th

addresses beginning witn 18, S

(b)(6),(bX [(B)8).(BX7)C)
(C

g 16 was on it would have baen Basy to assign himself an IP address
s not being used; Howevar whar he moved the laptop to the Stratton
Center on 91/06/11, te connected to a new switch and went back to
ng an IP address through DHCR.

to this incident, JSTOR granted accass to anycne using a I2 ardress
@ YIT network. MIT has a class A network and owns all of the Ig

recalled that on 01/03/1% sent him an email telling

Dim _tbzr JSTOR informed hev_ghas ey had detected abuse [rep ip =]
I(b)(G).(b)(?)(C) On 01/04/11,[BX6}D®) | ¢racaa the 1o address|(BX6).LXT)C) | in the

ARP tab

le to MAC adjgasg G0dc . o8af.c756. MAC addeess COI-. @520.0756 was also
assagned P _add=ass (bI6).ONTXC) Jon the ARP table. I(bz(s)»(b) Istated that IP

Address

(0)B).(bX7)C) [was Togged with zero seconds talk :

(b)(6).(bX7XC)

theorized that Swartz established ip address
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communicate with the computer incase the MIT network shut down [P address

DGR

(b)(6) (b) _ {b)(8).tL)(7)C)

(T)C) stated that IP address was an [P address registered to
JSTOR that appeared in the legs.

(b)(6).(b)

(7)(C) stated that early in the morning of 01/04/11 he noticed 1n the -ARP

table that the IP address reported for abuse by JSTOR was active on the
switch Gi 8/16 that he knew was 1n Building 16. The switch is also listed in
the logs M16-004t-sw-~entry.mit.edu. Q047 refers to the room number 4T, the
wire closet where the Acer Aspire one netbook with serial number
LUSAX0ODOO1001100E1601 was found . |(b)(6).(b)Y(7) |recalled that at approximately 0200
he sent an email tokbﬂel(bﬂ7ﬂc) land(bMG)(bN7NC) with the switch the computer
committing the abuse was attached to and asked them to find it.

(b)(6).(b)
(7(C)

C stated that at first Swartz used guest registration to obtain an IP
address but that static IP address were used later. w confirmed that
someone with guest registration has full access 1n and out cf the network.
Ib)B).(B)7WC) ] stated that MIT border routers do block the Microsoft ports.

(b)(6).(b)
(7)(C) stated all three registrations Swartz used were variation of ghost
with the computer name either being ghost-macbock or ghost-laptop and the
name used for quest registration being either Gene, Gary or Grace.

(b)(6).(b)
(7)(C) stated that based on the logs he reviewed that Swartz must have
sooofed his MAC address at least once. The MAC address used in January
(00dC.,00a0.c/56) had an invalid Organi:zaticnally Unique Identifier (OQUI).
()(6).(b)(7)
(€) stated that the emails Swartz used for guest registration used a
service called mailinator. Mailinator 1s a service that gives spoofed emails
the appearance of legitimate emarls.

confirmed that the closet was generally kept locked.

The packet capture from 01/04/11 rdentified two open ports on the Acer

Aspire one found in 04T. The ports that were open were 22 and 8092. [(b)(8).(b)(7)(C)

tdentified that the service CherryPy was running. CherryPy 1s a web
application framework using the python brogramming language.

(b)(6).(b)
{7)(C) estimated that as of 1/14/11, MIT had spent 160 man-hours
Lnvestiyating the abuse Dy Swartz.
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Nokia cell phone with power cord

T-Mobile HTC G2 cell phone with power cord
Twelve (12) magnetic media tapes in a FedEx box
Metallic Blue iPod

White iPod with white carrying case

White iPod with Serial Number 8A6330856UXSA
White iTalk

Black 16GB thumb-drive

“Office Depot” DVD-R with handwritten labe! “Bibliographic data which mysteriously appeared one day

as the sun was shining”
Pocket notebook with biue and white hexagon and rectangle design cover
Pure Drive mode! 761 external hard drive quick start guide with CD

Disc utility internal hard drive upgrade kit

Seagate SATA 3.5" Barracuda internal hard drive installation guide
Scientific Atlantic modem

Apple multi adapter with serial number 6F9395M7ZU6

Apple multi adapter with serial number 6F728 INNU4S

Black notebook joumal

Wireless-G 2.4 GHz broadband router linksys with serial number CDFG1G609626
MacBook install disk one and two in paper sleeve

MacBook user guide in cardboard case

Apple care service letter

Genius Bar work confirmation

Digital Media compact flash

Fifty-four miscetaneous compact disks

Two hard drive enclosures

T-Mobile sidekick

Sony Micro Vault

Harvard University earning statement

Earning statement addressed to Aaron Swartz

Master’s Thesis M-876 Lind, William Edmund, Thomas McDonald: “A study of an Engineer
Administrator & his Influence of Public Roads in the US 1919-1953%
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809
3,936
2,587
836

21.05%
20.23%
41.53%
42.95%
22.93%
8.97%
20.83%
43.69%
21.64%
12.35%
7.96%
19,19%
17.15%
3.62%
40.15%
4,98%
7.27%
9.22%
43.51%
40.15%
3.89%
38.78%
48.45%
88.34%
9.81%
2.05%
44.60%
43.05%
17.29%
24.37%
18.84%
2.30%
41.29%
8.46%
12.79%
39.11%
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00098388
14738104
01937758
00914169
00243590
00030139
08990344
21512752
03075133
21531706
00804401
1364503X
15487237
01452258
00659746
00182710
10520368
01487825
00182176
05432493
02581485
G0255718
01612492
0013189%
00219231
Q8913609
00221724
00360341
09588442
00228443
21517576
00043125
00088080
00218790
16120124
21505837

The Classical Quarterly

International Affairs (Royai Institute of International Affairs
IRB: Ethics and Human Research

The Joumnal of Criminal Law and Criminology (1973-)
Umnology and Oceanography

Journal of the American Musicological Society

Museum of Fine Arts Bulletin

The Art World

The Journal of Egyptian Archaeology

The Quarterly of the Oregon Historical Society

Transactions of the Royal Historical Society

Philosophical Transactions: Mathematical, Physical and Engir
Praceedings of the Academy of Political Science in the City o
African Economic History

Transactions of the American Philosophicat Society

History of Religions

The Journal of Mycology

The South Carolina Historical and Genealogical Magazine
Hispanic Review

Medical Anthropoiogy Newsietter

Notizblatt des Kénigl. botanischen Gartens und Museums zu
Mathematics of Computation

Callaloo

Educational Researcher

Journal of Biblical Literature

Bulletin of the Pennsylvania Museum

The Journal of Hygiene

Russian Review

Praceedings of the Musical Association

Transactions of the Kansas Academy of Science (1903-)
The New York Latin Leaflet

Art Education

The Catholic Historical Review

Journal of Animal Ecology

Sammelbande der Internationalen Musikgesellschaft

The lllustrated Magazine of Art

327
326
323
322
319
315
311
308
304
300
259
296
292
291
291
290
288
286
286
284
277
277
274
268
264
261
261
257
254
250
249
248
247
241
240
238

5,131
3,829
1,227
2,288
9,527
3,016
gss
755
4,399
796
1,666
3,326
1,010
894
2,162
1,941
813
1,682
6,342
883
1,443
7,813
5,518
4,231
10,073
1,386
4,767
9,237
698
4,622
550
5,381
16,870
6,853
550
647

6.37%
8.51%
26.32%
14.07%
3.35%
10.44%
32.57%
40.79%
6.91%
37.69%
17.95%
8.90%
28.91%
32.55%
13.46%
14.94%
35.42%
17.00%
4.51%
32.16%
19.20%
3.55%
4.97%
6.33%
2.62%
18.83%
5.48%
2.78%
36.39%
5.41%
45.27%
4.61%
1.46%
3.52%
43.64%
36.79%
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01675249
00667374
00098841
03050068
19489323
00224189
00387134
20419988
21512760
00237639
00275514
10635157
10497544
19457863
19480202
14795549
00754358
00458511
08834237
00987921
00220671
08973049
00143820
00171298
10497498
00436534
10791760
19330545
10601805
00028320
03073114
08831610
00221082
00682454
00267902
00129682

Law and Philosophy

Proceedings of the Aristotelian Society

The Bulletin of the Cleveland Museum of Art

Comparative Education

Cosmopolitan Art Journal

The Journal of Religion

Speculum

Londan Journal of Medicine

Fine Arts Journal

Land Economics

Mycologia

Systematic Biology

American Slavic and East European Review

The North-American Raview and Miscellaneous Journal

The Collector and Art Critic

Journal of Comparative Legislation and International Law
The Journal of Roman Studies

Copeia

Statistical Sclence

Population and Development Review

The Journal of Educational Research

Records of the Columbia Historicai Soclety, Washington, D.C
Evoiution

Glotta

Publications of the American Economic Association

The Wisconsin Magazine of History

Mershon International Studies Review

Transactions of the Annual Meetings of the Kansas Academy
Proceedings of the American Society of Micrascopists
Transactions of the American Entomological Society (1890-)
The Journal of the Royal Anthropological Institute of Great B
Bulietin of the American Assodiation of University Professors
The Journal of Finance

The Annual of the British School at Athens

The Modern Language Journal

Econometrica

238
238
235
233
231
229
228
228
227
227
222
221
220
219
219
218
218
218
213
211
211
210
208
206
205
205
203
203
201
200
199
199
199
197
196
194

877
1,956
4,563
2,477

534

13,265
18,055

556

578
3,925

11,393
1,470
1,540

480

2,441

© 13,942

1,744
4,332
9,800
1,246
9,164
2,556
579
7,296
272
437
392
1,977
1,431
3,851
8,736
1,950
18,754
8,418

27.14%
12.17%
5.15%
9.41%
43.26%
1.73%
1.27%
41.01%
39.27%
5.78%
1.95%
15.03%
14.29%
45.63%
34.01%
8.93%
3.17%
1.56%
12.21%
4.87%
2.15%
16.85%
2.27%
8.06%
35.41%
2.81%
74.63%
46.45%
51.28%
10.12%
13.91%
5.17%
2.28%
10.10%
1.05%
2.30%
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0022362X
03650855
00410020
00222801
00274631
00168831
00224812
00659711
00401706
10683380
02643952
15361489
00804630
0030364X
10500960
00218251
07318487
00966134
00181498
00028444
00346535
00389765
105853177
00930334
01976664
00324701
01621459
00267961
01602810
09213260
00104159
00182133
15592472
14784017
15455890
19483325

The Journal of Philosophy

Abstracts of the Papers Cammunicated to the Royal Society
The Town Planning Review

The Journal of Modern History

The Musical Quarterly

The German Quarterly

The Journal of Symbolic Logic

Transactions and Proceedings of the American Philological As
Technometrics

The Journat of Race Development

Philasophical Transactions of the Roya! Sodety of Landon. St
{null)

Proceedings of the Royal Society of London. Serles A, Mathet
Operations Research

The Micropaieontologist

Journat for Research in Mathematics Education

Learning Disability Quarterly

Memolrs of the American Academy of Arts and Sdiences

The High School Journal

American Fern Joumal

The Review of Economics and Statistics

Stanford Law Review

Novon

The Hastings Center Report

Family Relations

Population Index

Journal of the American Statistical Association

The Modern Law Review

Hebraica

Tiydschrift der Vereeniging voor Noord-Nederlands Muziekge:
Comparative Politics

Hispania

Music Sugervisoars’ Joumal

Transactions and Papers (Institute of British Geographers)
The Course of Study

The Quarterly of the Texas State Historical Assodation

192
189
189
187
i86
186
183
182
181
180
179
178
178
177
176
176
175
174
174
173
171
170
1689
169
166

166

166
163
162
160
159
157
152
150
150
149

15,224
434
5,846
14,237
5,131
10,301
12,079
1,626
6,674
445
615
387
11,804
6,728
301
1,858
1,397
428
7,135
4,369
6,887
4,109
2,032
5,017
2,957
12,111
17,909
9,113
468
567
1,516
17,439
2,362
311
330
475

1.26%
43.55%
3.23%
1.31%
3.63%
1.81%
1.52%
11.19%
2.71%
40.45%
29.11%
45.99%
1.51%
2.63%
58.47%
9.47%
12.53%
40.65%
2.944%
3.96%
2.48%
‘4.14%
8.32%
3.37%
5.61%
1.37%
0.93%
1.79%
34.62%
28.22%
10.49%
0.90%
6.49%
48.23%
45.45%
31.37%
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03615413
03617882
00222992
00208833
00130117
00161071
00221546
17442524
0038478x
00730688
13680382
21518890
02763605
00182168
13560131
00218901
19480709
03624056
03076776
15455904
00432539
00028312
00905364

- 00219002

02643360
00239186
15225445
00266493
15350940
04353676
03770567
00218529
08953309
15360393
21514879
08862192

History in Africa

The International Journal of African Historical Studies

The Journal of Negro History

International Studies Quarteriy

The Ecanomic History Review

French Historical Studies

The Journal of Higher Edycation

The Folk-Lore Journal

The Southwestern Historical Quarterly

Harvard Studies in Classical Philology

Anthropological Review

The American Art Review

Black Muslc Research Journal

The Hispanic American Historical Review

Journal of the Anthropological Society of London

Journal of Applied Ecology

The Art Union

International Family Planning Digest

RAIN

The Elementary Schooi Teacher and Course of Study

Die Welt des Islams

American Educational Research Journai

The Annals of Statistics

Journal of Applied Probability

Philosophical Transactions of the Royal Soclety of London, S
Law and Contemporary Problems

Quarterly Publications of the American Statistical Associatior
Annais of the Missouri Botanical Garden

Slavonic and East Eurapean Review. American Serles
Geografiska Annaler. Series A, Physical Geography

Journal of the Folk-Song Society

The Journal of Aesthetics and Art Criticism

The Journai of Economic Perspectives

Journal of the American Geographical and Statistical Society
The Artist: An Iliustrated Monthly Record of Arts, Crafts and
Anuario Interamericano de Investigacion Musical

149
144
141
140
139
131
131
130
130
129
127
127
126
123
122
122
121
120
120
117
117
114
114
113
112
112
111
110
108
106
105
105
103
102
100

97

903
6,355
4,679
1,608

11,923
1,498
9,319

377
8,014
1,316

324

332

460

14,692

245
5,652

294

137
1,070

203
2,859
2,321
4,970
4,887

432
3,459

204
3,337

118
1,450

398
7,229
1,627

196

304

122

16.50%
2.27%
3.01%
8.71%
1.17%
8.74%
1.41%

34.48%
1.62%
9.80%

39.20%

38.25%

27.39%
0.84%

49.80%
2.16%

41.16%

87.59%

11.21%

57.649%
4.09%
4.91%
2.29%
2.31%

25.93%
3.24%

54.41%
3.30%

91.53%
7.31%

26.38%
1.45%
6.33%

52.04%

32.89%

79.51%
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00393665
01905953
02714442
15208605
00104086
08933243
00104175
08939454
00393738
13680366
01486179
00274224
19481594
00380407
00208183
21511284
02643820
01906348
00390526
05644429
00222372
21514348
21526907
00397946
07346018
10698337
01488937
00220256
00664162
00219371
17441994
08861145
03642968
00317217
00207071
21511276

Studies in Family Planning

The Hebrew Student

Transactions of the American Philological Association (1869-
Proceedings of the American Political Science Association
Comparative Education Review

Missouri Botanical Garden Annual Report

Comparative Studies in Soclety and History

The Review of Financial Studies

Studies in Philology

Transactions of the Ethnological Society of London

Black American Literature Forum

Music &amp; Letters

Annual Reports of the Dante Society

Sociology of Education

International Organization

The Illustrated Wood Workar

Phitosophical Transactions of the Royat Society of London. A
Minnesota History Bulietin

Journal of the Royal Statistical Saciety. Series D (The Statist
Anuaria

Journal of Mammalogy

The Monthly Iltustrator

The Collector

Syria

Representations

Journal of the Society of Biblical Literature and Exegesis
The Journai of International Relations

Joumal of Cuneiform Studies

Annual Review of Ecology and Systematics

The Journal of British Studies

The Folk-Lore Record

Transactions of the American Entomological Society (1867-1
The Journal of Germanic Phiology

The Phi Delta Kappan

International Journal of American Linguistics

The Connoisseur

97
96
96
95
95

92
92
91
g1

89
89
B89
88
87
a7
85
83
83
79
77
77
74
73
73
72
69
69
68
68
68
68
67
66

3,403
237
243
266

3,746
229

2,497

1,275

3,347
216
962

14,371
230

1,484

4,154
189
176
356

3,606

83
11,892
151
244

5,900
905
164
198

1,180
757

2,542
150
152
211

17,637

3,567

156

2.85%
40.51%
39.51%
35.71%

2.54%
41.05%

3.76%

2.22%

2.75%
42.13%

9.46%

0.63%
38.70%

6.00%

2.14%
46.56%
49.43%
24.44%

2.36%

100.00%

0.70%
52.32%
31.56%

1.31%

8.18%
44.51%
36.87%

6.10%

9.11%

2.71%
45.33%
44.74%
32.23%

0.39%

1.88%
42.31%
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00305693
20420005
00045608
19473850
1945516X
00059315
00039292
19480717
15325059
19494637
01623737
10602682
00440078
02643839
02707993
10711031
15554023
21511705
13561898
15219488
00031224
15350959
19330537
16513215
00361445
21502609
01956744
00081973
15264211
15386341
03746313
00804606
21511268
21505969
19386753
00346543

Ornis Scandinavica

Northern Notés &amp; Queries

Annals of the Association of American Geographers

The Junior High Clearing House (1920-192 1)

Transactions of the American Entomological Society and Prot
Berliner Museen

Archiv fir Musikwissenschaft

Bradley, His 8ook

American Economic Association Quarterty

Mycological Bulletin

Educational Evaluation and Policy Analysis

Proceedings of the American Microscopical Society

Yale French Studies

Philosophical Transactions of the Royal Scciety of London. B
Woman's Art Journal

Journal of Farm Economics

Educational Research Bulletin

The Quarterly Hiustrator

Bulletin of the School of Oriental Studies, University of Lond:
International Studies Review

American Sociological Review

Slavonic Year-Book. American Series

Transactions of the Kansas Academy of Science (1872-1880
Geografiska Annaler

SIAM Review

The New Path

American Journatl of Education

The Cambridge Law Journal

Trollopian

Perspectives on Sexual and Reproductive Heaith

Bulletin du Jardin botanique de I'Etat a Bruxelies
Biographical Memoirs of Fellows of the Rayal Society

The Soil

Art &amp; Life

The Ornithologists’ and Oologists’ Semi-Annual

Review of Educational Research

65
65
61
61
60
60
S8
58
58
58
57
57
56
56
56
55

S3
53
51
51
51
51
50
50
50
49
48
48

43
42
42

1,068
131
5,514
126
145
1,194
1,843
112
123
151
1,271
99
1,964
143
1,387
7,680
5,076
116
1,742
937
13,905
54
134
1,053
6,946
126
1,301
7,856
85
679
977
1,396
122
178
92
3,692

6.18%
49.62%
1.18%
48.41%
42.07%
5.03%
3.26%
51.79%
47.15%
38.41%
4,56%
57.58%
2.90%
39.16%
4.04%
0.73%
1.08%
46.55%
3.10%
5.66%
0.38%
94.44%
38.06%
4.84%
0.73%
39.68%
3.84%
0.64%
57.65%
7.07%
4.91%
3.44%
37.70%
24,16%
45.65%
1.194%
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00682462
01622749
00351601
15414132
13680358
15531031
21503184
03061078
60154040
09919228
14717816
02625245
18304013
00352764
13761234
00433810
09504737
13680374
03421201
21528578
10942076
00130427
08981051
15393682
00912131
21526141
0934618X
00219347
00273716
14791226
08848971
15381420
03050270
10547193
02708647
15321282

Papers of the British School at Rome

International Family Planning Perspectives and Digest

Revue de Musicologie

Transactions of the Anthropologicat Society of Washington

Journal of the Ethnological Society of London (1848-1856)

Bulletin of the Cooper Omithological Club

The Art Review

Early Music

The Fiorida Entomologist

Bulletin de Ia Sodiété francaise de musicologie

The Slavonic Review

Music Analysis

The Florida Buggist

Revue écanomique

Transactions of the Grotius Society

The Western Historical Quarterly .

Transactions of the Royal Asiatic Soclety of Great Britain anc

The Journal of the Ethnological Society of London (1869-187

Mittellungen des Kunsthistorischen Institutes in Florenz

National Academy Notes including the Complete Catalogue o

Near Eastern Archaeology

Economica

Zoolagical Bulletin

Transactions and Proceedings of the Modem Language Assac

Ethos

Transactions of the American Art-Union

Jahrbuch der Preuszischen Kunstsammiungen

Journal of Black Studies

The Murrelet

Problems of the War

Sociological Forum

Living

Journal of Biogeography
201

PSA: Proceedings of the Biennial Meeting of the Philosophy ¢

Journal of Socia! Forces

41
10

339
38
38
38

38
37
37
37
36
36
35
35

33
33
32
31
31
30
29
29
28
28
28
27
26
26
25
25
24
24
23

813

5,063
78

75

97
108
5,340
5,593
145
621
688
82
6,942

6,284
131
100

1,182

95
588
8,603
75

61
1,136
56
194
2,055
2,812
47

1,270
113

4,225

40
954
772

5.04%
70.18%
0.79%
50.00%
50.67%
39.18%
35.19%
0.71%
0.68%
25.52%
5.96%
5.38%
43.90%
0.52%
5.43%
0.56%
25.95%
33.00%
2.79%
33.68%
5.27%
0.36%
40.00%
47.54%
2.55%
50.00%
14.43%
1.36%
0.96%
55.32%
2.05%
22.12%
0.59%
60.00%
2.52%
2.98%
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02716844
2150318X
10798986
09345795
15294560
00043079
15719529
00157120
2152615%
03606333
15592464
035616258
14784009
21503192
03627861
1466822X
13669516
01605682
Pamphlets
02767732
19400969
07314086
09641998
1547626X
00472506
1938677X
19440995
00656801
00393541
15393674
037688959
15393666
1939053X
00202754
19494529
19386788

Midland Naturalist

The Art Critic

The Bulletin of Symbalic Logic

Amitliche Berichte aus den Preuszischen Kunstsammiungen
Botanical Bulfetin

The Art Bulletin

Bouwsteenen

Foreign Affairs

Transactions of the Apollo Association for the Promotion of ti
African Economic History Review

Music Supervisors' Builetin

Publications of the Florida Historical Society

Transactions (Institute of British Geographers)

The Art News

Annual Report {Fogg Art Museum)

Global Ecology and Biogeography

Diversity and Distributions

The Journai of the Qperational Research Society

{(nulf)

Bulletin of the American Schoot of Oriental Research in Jerus
Supplementary Papers of the American School of Classical S
Conflict Resolution

Journal of the Rayal Statisticat Soclety. Series A (Statistics i1
Criminal Science Monographs

Journal of International Business Studies

The Semi-Annual {Agassiz Association. Oepartment of the W
National News Letter of Phi Deita Kappa

Memoirs of the American Academy in Rome

Studies in Art Education

Transactions of the Modern Language Association of America
The English Folk-Dance Saciety's Journal

Modern Language Association of America. Proceedings
Notes (Fogg Art Museum)

Transactions of the Institute of British Geographers

Ohio Mycological Bulletin

The Wilson Quarterly (1892)

22
22
21
20
20
19
19
17
17
17
17
16
16
15
15
15
15
15
14
13
13
13
12
12
11
11
11
i1
10
10
1Q
10
10

31

40
511
32

49
6,390
39
16,484
29

3s

38

63

17

32
228
931
987
7,748
25,922
20

19

27
1,858
21
2,359
14

55
364
1,905
19

20

34

66
2,485
14

27

70.97%
55.00%
2.41%
65.63%
40.82%
0.31%
48.72%
0.12%
58.62%
48.57%
44.749%
26.98%
94.12%
50.00%
6.58%
1.61%
1.52%
0.19%
0.06%
70.00%
68.42%
48.15%
0.70%
§7.14%
0.51%
78.57%
20.00%
3.02%
0.58%
52.63%
50.00%
29.41%
15.15%
0.40%
64.29%
33.33%
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00129623
19440383
2151772X
21503168

08852731 -

00301299
2152856X
00662348
21528551
13560123
00113204
19332505
14737981
15256979
03097013
00405841
00071005
1356014X
19386796
13558145
01418211
00019720
08950571
02728192

Bulletin of the Ecological Society of America

Bulletin of the New England Art Union

American Art Ittustrated

The Knight Errant

Journal of Criminal Law and Criminclogy {1931-1951)

Oikos

Iftustrated Art Notes upon the Annual Exhibition of the Natio
L'Année épigraphique

American Academy Nates

Journal of Anthropoiogy

Current Anthropology

The Annual of the American School of Oriental Research in J:
Journal of the British Institute of International Affairs

The University Journal of Business

Proceedings of the Aristotelian Society, Supplementary Volu
Theory into Practice .

British Journal of Educational Studies

Transactions of the Anthropological Society of London

The Journal of the Wilson Ormnithological Chapter of the Agas
Cell Stress &amp; Chaperones

European Journal of Education

Africa: Journal of the International African Institute

The Bulietin of the College Art Association

The Bulletin of the College Art Association of America

NRNUCWWLWWWARELALUNINO OO WM0ODNDY

2,767

27
49
4,204
8,155
21
1,498

6,659

277
291
722
2,859
4,744

772
1,523
7,476

42

0.33%
66.67%
29.63%
16.33%

0.19%

0.10%
33.33%

0.47%
66.67%
12.50%

0.08%
29.41%

1.81%

1.37%

0.55%

0.14%

0.08%
33.33%
33.33%

0.39%

0.20%

0.04%
50.00%

4.76%
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On September 24, 2010, Aaron Swartz registered a universities network as a guest using the
pseudonym “Gary Host™ and provided the throwaway e-mail address, ghost@mailinator.com.
As part of the registration process, his computer identitied the MAC address of its network
interface as 00235a735ffb and its client name3 as “ghost laptop™. On September 25, 20| 0,
shortly after midnight, the “ghost laptop” was assigned IP address 18.55.6.215. Later that day, a
Joumnal storage server experienced an extraordinary volume of automated requests and
downloads from its digitized journal collections to that [P address. The downloads continued
into the evening, when the journal storage network blocked access to its network from
18.55.6.215.

The next morning, the jou ver began to experience rapid and voluminous
downloads from [P addresrsrl(bt )(?i.(?)ﬂ?  Accesses from this address continued untit the middle
of the day, when the journal storage network blacked this IP address as well, That day, the
journal storage network turned to blocking a much broader range of IP address, temporarily

denying service to legitimate users at the university.

The university controls the assignment of all IP addresses in which the first block is “18.” It has
assigned the second block in the [P address for use by specific buildings on campus. In this
instance, “18.55” defines connections made to the network from within Building 16 on campus.

On September 27, 2010, the university deactivated the guest registration for the “ghost laptop”
by barring the MAC address 00235a735fb from being assigned a new IP address. On October
2,2010, “Gary Host," again using a computer with the client name “ghost laptop,” registered as a
guest and obtained an IP address from the network. Swartz bypassed the affirmative bar which
the university had placed to his usage of the network by spoofing the MAC Address of the
“ghost laptop,” changing the last byte of the MAC address from 002352735 a735ffc
(changing the final “b" to “c™). The “ghost laptop” was assigned IP address (b)(8).(b)(7)
C

On October 8, 2010, Swartz using the same nanting conventions as he had for “ghost laptop,”
obtained a guest registration simultaneously for a second computer on the network. “QGrace Host"
registered the computer client “ghost macbook,” providing the email address (b)(6),(BX)/)C)
ghost42@mailinator.com. The network assigned the “ghost macbook™ IP address
locating the “ghost macbook’s” network connection somewhere within Building 186.

Extraordinary downloading of the journal storage network’s divitiz copies of journals began
just before 3:00 p.m. on October 9, 20190, from IP addresd(®)(6).(bX7 (assigned to the “ghost
macbook") and continued until approximately 7:00 p.m. in pa allslgxtraordinary downloading
from the journal storage network’s collections to IP address|©)(6).(0X7) assigned to the “ghost
laptop") began at approximately 6:30 p.m. and continued as well until approximately 7:00 p.m.
that night.

During the months of November and December, 2010, over two million illegal downloads were

made from the journa) storage network to two IP addresses assigned to Building 16 at the
university;l{ﬁl(s)'(b)(7§ iand(b)(e)-(b)m | Of these downloads, approximately half were research
articles, with the remainder being reviews, news, editorials, and miscellaneous things. This is
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more than one hundred times the number of downloads by all the legitimate users combined
during the same period.

(b)(6).(bX7)
Network logs reflect that the computer assigned [P addreshad not registered as a

guest on the camnter network. An ans lysis on January 4, 201 1, bowever, reflected that both I[P
addresse{®X6)®OIT) | - Kb)6)E)T were assigned to a computer with the MAC address
004ceSa0c756. Using networ tools available on thig occasion, the computer was tracked back
to a specialized network wiring closet in the basement of Building 16, An Acer laptop and a

On January 4, 2011, the university contacted the New England E ic Crime Task Force
(NET) to request assistanice with the investigati ROLENTXC) | Cambridge
Detective‘(ss‘(s)-(b)m(c) land Boston Detectivel®XONCKTXC)  [rmrmpem 1 Force

responded 1o the university. A video camera was placed in the wiring closet. Later that day,
Aaron Swartz was videotaped enterj ng the network wiring closet. While there, he replaced the
hard drive in the external enclosure attached to the laptop.

On January 6, 2011, Swartz, who is neither a student nor an employee of the university, was
recorded again entering the specialized network wiring closet in the basement of Building 16 and
removing the laptop and external hard drive enclosure. Later that same day the same laptop,
identified by its MAC address 004ce5a0c756, was plugged into a network jack in Building W20,

A police officer who had seen several pictures taken by the covert camera in Building 16's

network wiring closet saw Aaron Swartz on a bicycle near the university, approximately half an
hour a . top™ had been connected in Building W20. Aaron Swartz was arrested
by SABNSLONTNC)  [and local police for breaking and entering. The backpack in Swartz’s

On February 24, 2011, the Court issued warrants lo search the Acer Laptop, Western Digital
Hard Drive and the HP USB Drjve. The MAC address assigned by the manufacturer 1o the
ethernet interface card on the seized Acer laptop is 00:23:5a:73:5 f:fb, the same as the “ghost
laptop™ which connected 10 the network in September, 2010. On the Acer Laptop was a software
application “keepgrabbing. py” designed to download -pdr files. The application would download
the .pdf files to a directory named “pdfs”. The USB Drive found in Swartz’s backpack contained
a file “keepgrabbing2.py”, with a script very similar to that contained in the Acer laptop. The
Western Digital Hard Drive, which was recovered with the Acer laptop, had Aaron Swartz's
fingerprint on it. The drive contained a folder named “pdfs” which contained an estimated over
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97,000 .pdf files. A spot check of a
digitized journal article from

known as the .bash_history fi
Host” and e-mail address gho
I0.72.0.47:444/bin/dynreg. T
network before the laptop’s s

On July }

Detective](b)(6).(b)7)C)

Warrant issyed on July 14
Massachusetts. Swartz
One Courthouse Way,

le ditve 2
REYA
3¢
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pproximately a dozen of those files teflected that each was a
the journal storage service. A logging file on the Acer Laptop,

le, showed an attempt to submit a computer or user name “Grace
st42@mailinator.com to the registration form at

his network address was associated with guest registration on the
eizure in January, 2011,

[(B)8),(BX7)C)

was arrested by SAl pf the Boston Field Office and
of the Cambridge Police Department on the authority of an Arrest

» 2011 by the United States District Court for the District of

was booked at the John Joseph Moakley United States Courthouse at
Boston Massachusetts,
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UNITED STATES GOVERNMENT

Memorandum of interview
MTEA®  September 187, 2012 U.S. Secret Service
LOCATION  Massachusetts Avenue, Cambridge, MA Case # 102-775-60071-S
SUBIECT
INTERVIEWED
AT Detecuv Cambridge Police
On September 18, 2012 interviewed at the MIT General Counsels Office at 77

Massachusetts Avenue in ge, Massachusetts, in reference to the Boston Field Office case

number 102-775-60071 ipterview was conducted by Agenf)ELBN7XC) _ hnd Cu:}mge__'
olice Detective ' 'Also in attendance were AUSA Stephen Heymann, AUS (bX6).(bX7)(C)

) an The following is a summary of his statements:

| ' M%Mhimmdmmmmmmndammmmm

buildi lecom room led thay there was a cable from the switch to a cardboard
box said that when he lifted up the box he could see a computer under the box [(b)(6),
stmd that the computer had power connected and an external drive enclostmconnected. 7

recalled that after he arrived at the telecom roo, tofbmldmgl
o ETOLTENTHEY — Frived [OROYFecalld P XOLEIRE unup the packe caphas

. y instructions from law enforcementtosetupthepacketcapmxe
Wrnved and installed the camera in the telecom room in the basement

of building 16.

636



age, Ma Rthe Rasion Fleld Office case
sterview was conducted by Agent[PXCH(OX7KC) End ca
Also In attendance were AUSA Stephen Heymann; A

and LD‘QKDMIQ. e following is @ summary of his statements:

called him and told him that he found a computer in the
building 16 telecom roo: (6X6),{ | recalled that there was a cable from the switch to a cardboard
bo: aid that when he lifted up the box he could see a computer under the bo:

stated that the computer had power connected and an external drive enclosure connected.

W acalled that after he a telecom nt of bullding 16
2)O). (X7 jang(ONG).(0)7) Jarrived lied thw:tupmma
J(b)(8).{lssid he did not receive any Instructions from law enforcement to set up the packet
(0)(6).( Jrecalled tha rrived and installed the camera in the telecom room in the
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UNITED STATES GOVERNMENT

Memorandum of interview
“To4  September 18% 2012 U.S. Secret Service
LocATION Massachusetts Avenue, Cambridge, MA Case # 102-775-60071-S

Cambridge Police

On September 18%, 2012]@?5”5515 X Iwu.s interviewed at the MIT General Counsels Office at 77
Massachusetts Avenue in Cambndge, Massachusetts, in reference ﬁ%enl%mﬁild Office case

number 102-775. ipterview was conducted by Agen and i
_Police Detective Also in attendance were AUSA Stephen Heymann, AUSA .
4(DXB).(b)(7 ) The following is a summary of his statemeats;

lice from the library notifying him of robotic
rom the library will notify the IT security team

xfthereanmclent 0)(6),(b as not able to determine who the
downloader was so she asked IT securi aRA(BXC),(b)7)(|stated that they had trouble
determining who the downloaded was{(B)(B).(¢ stated that when they realized that the

told him tha discovered a computer in the

~  network. [(0)(6),(b)7) | ated that when he arrived in the basement the
telecommunications closet was opened ‘dﬂmhefeltdutatmetimeitwasobviousto
him that someone had broken into the closetandconnectedacomputer. stated that it

was obvious 10 him that the computer connected to the switch was responsible for the downloading
from JSTOR.
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UNITED STATES GOVERNMENT

Memorandum of interview
ATesa  September 18", 2012 s U.S. Secret Service
tocanax 77 Massachusetts Avenue, Cambridge, MA Case # 102-775-60071-S
s .
nN S 0OS
- Detectiv " Cambridge Police

interviewed at the MIT General Counsels Office at 77
Massachusetts Avenue in Camb, dge, Massachusetts, in reference to Field Office case

number 102-775-60071-S. ipterview was conducted by Agen ' d i :
Police Detecti Also in attendance were AUSA tephen Heymann, AUS g
andi(b)(8),BY7IC) ] The following is a summary of his statements:

[EXELERTICTTJrecalled that alled him to install a camera on 01/04/11, m'm.m

he installed a camera at €ye level at the back wall of the telecom room in the basement of building
16, that the camera was connected to the Cj 0 video management service, the same as

deo survej ance cameras he had set up tated that was assigned to monitor
the video feedKCX9). ltated that the cameras were motion activated. stated that the MIT police
had access to the video monitoring stated that no alert was o notify anyone if
motion was detected in the telecom closet 1 ent of building 16 id not consider the
camera he installed in the telecom room to be hidden. '

led went back to his office
telecom roo id that he then call

andwhen be checked the footage he saw Swartz in the

 GXe®e)



Sent: Friday, November 0, 2012 5:47 Py
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UNITED STATES GOVERNMENT

Memorandum of interview
oA Ne  September 13%, 2012 U.S. Secret Service

Case # 102-775-60071-S

DB).(bX
On September 13%, 2012was interviewed at the JSTOR office at 301 East Liberty

Street, Ann Arbor, MI, in refe Field Office case number 102-775- 5 .
interview was conducted by Ag; v : d Cambridge Police Detecti bY8),(bX7)(C
FWW“ were AUSA Stephen Heymann, AUSA } b)(8),(bX7)(C

The following is a summary of his statements:

|351f51.15w 1) lstated that he was

aind he was involved with data
evaluation and the analysis of user data[51>/\"! |stated that e was able to analyze the activity
between JSTOR and Swartz and determine that Swartz used a script rather than a web browser to
download PDFs from JSTOR,

[EXEIXTNCT |stated that the average PDF request is between 300 to 500tated that on 11/8/10
there were 50,000 PDF requests, on 12/11/10 there were 150,000 PDF requests on 12/13/10 there
were 2000,000 PDF requests and on 12/27/10 there were 150,000 PDF requests.

FEXE).EX7RCYJstated that prior to the end of 2010 JSTOR ability 10 track trends were only detailed enough
to observe overall activity and JSTOR could not go back to observe the activity of individual IP
addresses until the end of 2010.

[BYE).BXTNTY Istated that it is reasonable to assume that the spikes in download activity would cause
degradation in performance.

[EYELEXTRCT Taiso stated that his data shows downloads on 01/06/11 from and IP address that is associated
with building W20 or the Stratton Student Center on the MIT campus.
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UNITED STATES GOVERNMENT

Memorandum of interview
ATEA®  September 18%, 2012 U.S. Secret Service
LOCATION 77 Massachusetts Avenue, Cambridge, MA Case # 102-775-60071-S
D
w8 0S)
ATVENDANCE

Cambridge Police

On September 18, 201z,| ' was interviewed at the MIT General Counsels Office at
77 Massachusetts Avenue in C ge, usetts, in W Office case

number 102-775 B ew was conducted by Agen Cambn%ﬁ
Police Detective Also in attendance were AUSA Stephen Heymann, AUSA(®)
) h The following is a summary of her statements:
FERE, QIY) lold us that previous incidents she mmunbered involved several thousand
WW’IM she could not remember any other incident that involved millions of downloads.
‘ told us that JSTOR is very heavily used by MIT, told us that October is an
intense time of use of JSTOR at MIT.
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UNITED STATES GOVERNMENT

Memorandum of interview
MTEAD  September 18", 2012 U.S. Secret Service
wearow: 77 Massachusetts Avenue, Cambridge, MA Case # 102-775-60071-S

(BOS)
ivg(B)(6),(0)(/{C)  JCambridge Police

- '.m' I

On September 18™, 201 as interviewed at the MIT General Counsels Office at 77
Massachusetts Avenue in Cambridge, Massachusetts, in reference ield Office case
number 102-773-6007]-8, The interview was conducted by Age ORD d Cambri
Dalice Detectivi®©).OXNC) | Algo in attendance were AUSA Stephen Heymann, AUSAKB%S‘-EW’wT_l
and|(D)0).(O)7)C) | The following is a summary of his statements:
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UNITED STATES GOVERNMENT

Memorandum of interview
A& September 18% 2012 U.S. Secret Service

Case # 102-775-60071-S

On September 18%, 2012,
Massachusetts Avenue in Cambridge, Massachusetts, in reference ield Office case
number 102-775-600 8 in m

interviewed at the MIT General Counsels Office at 77

terview was conducted by Ag ' Camb%
Also in attendance were AUSA Stephen Heymann, AUSA )

[EXELEX7IC) t01d us that he remembered ing him that anted them to
O to the telecommunications closet in the basement o uilding 16 to invesfigate a networ
D) told us that when ived that the telecommunications closet thatj(XE)E

ere already t told us that he remembered the computer being hooked up the

[EXELBRTNET Jtold us that when the computer after the co
address was traced to building W20
building W20 to trace where the computer was,
desk.

mputer was removed from building 16 the MAC
d us that he went to telecommunications room of -
old us that the computer was found under a
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1/14/2012

I?EW).(b)U)(C)

CERT Forensics Team

Process for creating image of Samsunga32 disk for discovery in JSTOR-Swartz case

1) A forensically acquired image of the original disk was validated using its assoclated MDS and SHA1
checksums to ensure that it remained a complete and true copy of the originat drive.

2) The image was cloned to oreate 8 single "dd-format” file that represented a bit-for-bit duplicate of the

contents of the original drive. The accuracy and integrity of this copy was aiso validated by calculating its
cryptographic checksums.

[BX7)EY

EXTNE)
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[(BX7XE)

Note: Atthough the metadata of the original disk image was demonstrated to be preserved, the disk image would
diffar in the following ways:

B)7)E)
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Linode

329 East Jimmie Leeds Road
Suite A

Galloway, NJ 08205

(615) 250-4945

Dear Custodian of Records:

Our agency is conducting an ongoing criminal investigation that involves one or more
account holders. As part of that investigation, we are requesting that information related
to www.aaronsw.com be preserved pending the issuance of formal legal process. More
specifically, we are requesting that you preserve all subscriber information and/or
account contents or group information related to the customer or subscribers.
Additionally we are asking that all private messages, correspondence and bulletin board
postings from above named users be preserved. We are also asking that all web content
be preserved .

At this time we are expecting to obtain formal legal process in the next 90 days. We
acknowledge that if we do not serve legal process upon you in the next 90 days, and do
nol request a 50 day extension, the preserved information may no longer be available,

(b)(6),
| Point of contact for this request is S/\l(b)m(c) Lt (617) 565-5640 or
(b)(6).(bX7)(C)

Respectfully

(b)(6).(b)(7)(C)

Special Agent

United States Secret Service
10 Causeway Street.

Suite 447

Boston, MA. 02222
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BXe).BX7) (b)B).() |
On 01/14/11 SAKC) Detectivel/XC) Captain
(b)(8),(b)(7)(C) ounsel for MIT met at the MIT o

Counsel with]BYe.BNIC)
censing | .

publishing and GIELENTICY
(bX8),(bX7)C)
stated that since 1997 MIT had bought many collections from

JSTOR. Buying a collection from JSTOR costs a onetime archive capitol
se_and_gubscription maintenance fee.
(bX6),(b)7)(C)
estimated that MIT has spent at least $435,000.00 including

00 a year maintenance fee,
l(b)(ﬁ).(b)(7)(C) l
stated MIT’e relationship with JSTOR was a partnership model

and _fees were based on the number of PhD programs the college bad.
(bX6).(bX7)C)
stated that MIT had purchased 8 collections from JSTOR go

(b)(6).(bX7)C)

AUSA Heymann
ce of General
for scholarly

stated that there is now a gateway for MIT to access

electronic resources tgq OR b that MIT accees to JSTOR used to be
based on an IP filter. [bX6)OX7)C) |srared that for an MIT astudent to

ﬁggggg JSTOR from off campus they always had to go through a gateway.

stated that prior to the establighment of the gateway due to

Swartz's dent on the MIT network could gain direct acceas
to JSTGR [b)6).BX7)T) Istated that as far as she was aware, only MIT
ve a system where anyone on the network could access JSTOR.
I(b?ﬁi.(tj)ﬂ?(c)
jstated that the only other occurrence of JSTOR reporting
er was early in their relatiomship back in 1997 or 1998.
I(b)(ﬁ).(b)(7)(C)
stated that when JBTOR first reported abuse from the MIT
network in 2010 they initially blocked access by the entire MIT

network but with each subsequent incident JSTOR refined the IP

addresses blocked. On the third incident JSTOR blocked the class C
abuse came from.

stated that her primary point of contact with JSTOR was

)

(b)(6).(bX7)(C)
stated that MIT was on the JSTOR participants 1list that is

the JSTOR public website.
(2)(6).(b)(7)

(C) stated that she believed students from Harvard need a PIN to
acceds JSTOR,
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(b)(6).(b)

(bX(6).( (7)(C)

(TXC)

On 01/14/11, €A Detactiv Captain AUSA_Heymann and
(bX6).(bX7XC) coungel for MIT met a 'MIT office of General Coungel with
] analyst foxr MIT
aformation Ssexvice and Technologyl BRBLIBRIIC)
b)(8),(bX(7)
C informed the group that an exawination of the DHCP logs during the

time in September when JSTOR was reporting the excessive downloads show a
computer registered as *“ghost-laptop” with a MAC address of 00:23:5a:73:8f:fb
and an email address of ghostémailinator.com.
(bX6).(b)
Detectivel(7(C noted that all of the suspicious computer registrations on
09724720, 10701/10, 10/08/10 and 12/24/10 occurred on Friday nighta. Captain
[BXELEXNC)  Jeonfirmed that foot traffic in the tunnel of building 16 would be

phiduring those times.
(0)(8),(b)(7)
(©) stated that on 10/01/10 the an attempt waa made to register with
the sams MAC address as used op _09/24/10; However |[P)N6).(b) |had blocked that
MAC addregs from registering. (b)(6),(b)(7 ]stated that on 10/02/10 ancther
attempt was wade to register on the network with a MAC address of
a:73:8f:fc but still for "ghost-laptop.”

also stated that at one point on 10/039/11, *ghost-laptop” was
egistered with a MAC address of 00:23:5a:73:5£:fc and “ghost-macbook” was
registered with a MAC addreas of 00:17:£2:2c:b0:74 at the same time.
also stated that after 12/19/11, the attempts to registex on the
MIT network for “ghost-laptop® and *ghost-macbook” changed from attempts to
gain an IP addresa dynamically assigned through the MIT guest registration
process to assigning themselves static IP addresses on the MIT network. This
behavior continued until after Swartz was observed on 01/06/11 moving the
laptop from Building 16 to and the machine was registered on the network from
e Stratton Student Centex.

(b)(B),(b)X7)
(C) also stated that on 01/06/11 at approximately 1251 the computer
connected to an IP address registered to Amazon’s Elastic Compute Cloud (EC2)

(b)(6),(b)(7)

(€ noted that5 up to 12/19/10, Swartz obtained IP addresses by using

the guest registration to be assigned an IP address through DHCP. From
'___111_12%0 to 01/06/11, 8Swartz would assign himself a static IP address.
(b)6),(b)(7)(C) theorized that once Swartz understood the subhet mask of the network

Building 16 was on it would have been easy to assign himself an IP address

that wad not being used; However when he moved the laptop to the Stratton

Student Center on 01/06/11, he connected to a new gwitch and went back to
obtaining an IP address through DHCP.

Prioxr to this incident, JBTOR granted access to anyocne using a IP addresa
from the MIT network. MIT has a clags A network and owns all of the IP
addresses beginning with 18.
Sorom N [BY®).(BX7XC)
(7}{C) recalled that on 01/03/1) sent him an email telling
him that JSTOR informed her Y bad detected abuae from IP address
18.55.06.240. on 01/04/11,[(b)6).(0) |traced the 1P addrese[RNEIL(BY7NC)] in the
ARP table to MAC addre 004 a0.c756. MAC address 004c.eb530.c?56 was also
assigned IP_address|(b)}(6),(b)7XC) Jon the ARP table. [(b)(6).(b)( | stated that 1P
address|(b)(6).(b)(7)(C) | was logged with zero seconds talking on the network.

heorized that Swartz estahlished IP addreasl to
(b)6).bX7XC)
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commmnicate with the computer incase the MIT natwork shut down IP address
(bY{

(BYB)(MNTHC) ____ Jetated that 1P address [BYO),ONTNC) |vas an 1p address registered to
JSTOR that appeared in the logs.

(0)(G).(OX

jstated that early in the morning of 01/04/11 he noticed in the ARP
table that the IP address raported for abuse by JSTOR was active on the
awitch Gf 8/16 that he knew was in Building 16. The switch is also listed in
the logs M16-004t-sw-entry.mit.edu. 004T refers to the room numbar AT, the
wire closet whare the Acer Aspige oge petbook with serial number
LUSAX0D001001100B1601_xas adl(bX0).OX7)( |recalled that at approximately 0200
he sent an email t ith the switch the computer
ig the abuse was at ed to and asked them to find it.

confirmed that the closet was generally kept locked.

stated that at first Swartz uged guest ragigtration to obtain an Ip
address but that static IP addrese wers used late (bX6).(0)(7)( | confirmed that
someone with guest registration has full access in and out of the network.
atated that MIT border routers do block the Microsoft ports,

RkaL(bX?KC) ] stated a1l three registrations Swartz used were variation of ghost
with the computer name either being ghost-macbaok or ghost -laptop and the

lame_ungd, for guest registration befng either Gene, Gary or Grace.
G g =

(C) stated that based on the logs he reviewed that Swartz must have
spoofed his MAC addresa at leasat once, 'The MAC address used in January
D.c756) had an invalid Organizationally Unique Identifier (our} .

004

(b)(B),(bX7)

(C) atated that the emaila Swartz used for guest reglatration used a
service callsd mailinator. Mailinator is a service that gives epoofed emails
the appesarance of legitimate emails.

The packet capture from 01/04/11 identified two open ports on the
Aspire one found in 04T. The porta that were open were 22 and aosa.i (bxeyxbx7xcﬂ
identified that the service CherryPy was rumning, ChexryPy is a web
framework using the python programming language.

(6)(6).(B)(7)
(C) estimated that am of 1/14/11, MIT had spent 160 man-hours
investigating the abuse by Swartz.
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Items {0 be Returned:

Metallic Blue iPod

White iPod with white carrying case

White iPod with Serial Number 8A6330856UXSA

White iTalk

Black 16GB thumb-drive

Pocket notebook with blue and white hexagon and rectangle design cover

Pure Drive model 761 external hard drive quick start guide with CD

Disc utility internal hard drive upgrade kit

Seagate SATA 3.5" Barracuda internal hard drive installation guide

Scientific Atlantic modem

Black notebook journal

Wireless-G 2.4 GHz broadband router linksys with serial number CDFG1G609626
Miscellaneous compact disks

Earning statement addressed to Aaron Swartz

Master’s Thesis M-876 Lind, William Edmund, Thomas McDonald: “A study of an Engineer
Administrator & his Influence of Public Roads in the US 1919-1953”

Items to be viewed and handied:

Twelve (12) magnetic media tapes in a FedBx box
Apple multi adapter with serial number 6F9395M7ZU6
Apple multi adapter with serial number 67728 INNU4S
MacBook install disk one and two in paper sleeve
MacBook user guide in cardboard case

Apple care service letter

Genius Bar work confirmation

Two hard drive enclosures

Harvard University eathing statement

Rems to be viewed but not handled:
Nokia cell phone with power cord
T-Mobile HTC G2 cell phone with power cord

*Office Depot” DVD-R with handwritten label “Bibliographic data which mysteriously appeared one day
as the sun was ghining”

CD with hacking tools on it
T-Mobile sidekick
Sony Micro Vault
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprehansiveParsonSearch - 2011-01-36

mportant: ONLINE REPORT

mumummmx«ymmsﬁummmmwmmwwwmu
indspendently verified,

Tnbbmamuwmmmmmmmmmmvmmwmmmcmm
Act{FCRA"). This repart may not be used to determing the eligibiity for cradit, insurance, employment or any othar pusposs
reguiated under the FCRA.

mmmwmmmmmmmmwwnmmmummm
Drivar's Privacy Protaction Act ("DPPA™) and sit ather appiicable lsws. User agrees i having knowisdge of all applicable lews
pertaining to the usags of date. User aceapte el responeibiiiy civilly snd crintinally for any uss of this system,

Violationa of theso restricions or misuse of this system will cause your acoess i0 be terminated and wili catise an Inmediste
Investigation,

Comprehsnsive Report
Comprohsnsive Report Repost Legend
Date: 01/0672011 »f  -Confimed Address Sharad Adiress
Referencs I0: SAR-RT BOS - Daconsed Person 5 « 1% Dagree of Separation
. - View Address Map 8 - 2%Ongres of Separation
g - View Social Network(s) 5 « 34 Dagrea of Separation
B8 - 4" Degree of Separatian
S8 - 5" Degrea of Sepersion
Subject Information Indicators
Qther Names Associated with Subjeat Bankruplcy: No
(Reat Information for Subject) Nons found Preparty: No
Corporals Attilelions: No

Name: AARON H SWARTZ (121102004 o Other DOB» Assaciated with Subject

08/01/2010) Nons fond Email Addresses Associnted with
Oste of Birth: 117084988, Bom 24 Years Ago Subject

(b) BArONSWERWI.CONENS.0om
aswarzQundlink.com

Comprehensive Report Summary

670
Page2 of23



FOR LAW INFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprehonsivePersonSearch - 201101.08

Rankruploles: None found

Phones Plus: ¥ found

Oriver's Licerse: Nona found
Address(es) tound: 4 found

Motor Vehicles Registered: None found
Possible Criminal Raoords: Nene found

Address History (4 Found)

m(c) | cr2r10r2004 o 0110872014y
% Cutrent Private Phone
[®X8).BX7)(C) i
Owners:
(bX6).(b)7)(C)
DIGX

[6X6).(B)7XC) ~ Jo7/2007 to 07/16/2010)

Y I— B)6).EX7NCY
I_—Jm"""(bxs).wxn(m

[6XE)B)7XC) foa1srz007 w0 04ssarz0am)
[B)(®).6X7NT) 0412172006 bo 04221/2008)

Addrass conlains: 3 spartmonts
3 Cusrant Private Phones

Private Phones al sddress ,
I(b)(ﬁ).(b)(7)(C)

Cities History (3 Found)

HIGHLAND RARK, Il LAKE COUNTY) (12/10/2004 to 10/2010)
SAN FRANGISCO, CA (SAN FRANCISCO COLINTY) (03/1872007 ta 07/15/2010)
SOMERVILLE, MA (MIDDLESEX COUNTY) (04/21/2008 to 04/24/2008)

Counties History (3 Found)

LAKE, i1 (12/30/2004 to 10/2010)

671
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FOR LAW ENFORCEMENT PURPORES ONLY AARON H SWARTZ - ComprehensivePsraonSesrch - 2011-04-08

SAN FRANCIECO, CA (0311512007 Lo 02/18/2010)
MIDDLESEX, MA (04/21/2005 to 04/21/2006)

Possible Relatives - Summary (6 Found)

(bX6),(b)X7X(C)

l(b)(s)-(b)(ﬂ(c)
WT@ _YALLIAM M SWART? 0911811312 AT 98 dled o (75)
(bX(6),(bX7X

\

ONT)C)

)]

Possible Relatives - Details (6 Found)

View Pereon Record [ Back o Summary ]

Names: ‘
I(b)(s).(bk 7(C)

SSN:
[BXELEXTIT)
[(BXE).BXTIC) ]

sddesss:  [BYE),BX7IC)
+

7 (06/0172000 lo Present)
x al address:
X2 S ———
[(bf)(e).(b_)<7)(0) Loanu2010 0 000120309
~ Jorm01/1907 1o 07R0212008)
100171986 40 08/13/497)
082711982 to 05/25/1983)
Jorrov1989 0 080111901)
0101/1986 b 061/1991)
[EXE).BX7)CY [r001/1088 1o ow0111961)
[BYE).BYTHC) 0210111886 10 04/01/186)
[B)(®),(BY7NC) Joarmarrees vo cvonstses)

672
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprehoasivePorsenSenrch - 20110108

I(b)(e).(b)(7)(c)

Possible Relatives:
View Pereon Record { 8ack to Summary )
s
[QIOXOI®) J4127 tesued in ILLINOIS In 1934.1851

Dats of Birth:
0728/1924, 88 years oid

Oate of Deatr: _
10/20/2007, Pasaed sway at 83 years old
Other Phones:

l(bi(ﬁ).(b)m(ﬁ)

’ [6Y8).BX7NC) | 1072010
[BY®).BX7)C) § oarter2008)

I(b)(ﬁ).(b)(7)(0) Iwmnmio 10/04/2009)
(b)(6),(b)(7)(C) losnotera o oswutare)
{b)(6),(bX7)C)

Possitie Rajatives:

View Parson Rucord | Back to Summary |

l'_““f"h(bxsmbw T —

B l
(DOYO0 I ——

Qther Phones:

I(bs(ai.(55(7)(c) |

673
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POR LAW ENFORGCEMENT PURPOSES OpLY

(b47) s075220
Emall Addrees:

e ]

Addressos;

{()(T)C)

(D)O)LBHINC)

AARON H SWARTZ « ComprebensivePersonsSsarch « 2011-01-08

ERETERTRE)

View Person Recard | Back % Summary]

Pages of23
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTE - ComprehansivoPersonSearch - 2011-04-00

rﬁ%)(lxc;

[EYXE).BXTRC)

% aH B
[/ . g

_View Parson Recod | Back to Summery |

Name:
(b}(6).oX7)

I(ﬁyﬁi BYXNEC)

Dats of Byth:

Fsmm——‘

Date of Death:
{OKTHC)

5| IIBRERBWTR:) |

|(bi(55.(b)l7)(0)

View Parsan Regoed | Back lo Summary}

Nome:

I(D)(E).(D)(,)Ei I

SSN:

fbf:).(:x: XC)
ale o 3
ld;:(:f (OX7)C)

r :

(847) 4325778

Addresses:
(b)b). )

View Pargon Regard | Back to Summery )

Name:

675
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprahenaivePerscnSearch - 2014.04-08
|(b)(6).(b)(7)(0) |

SEN:
[BXE).(B)XTYC) ]

Date of Bin.

EY XA ]

I(D)(G).(b)(7)(0) . |

Addresses:
v FERE)T(b)m(C) J
3t address:
(b)(6),(b)(7)(C
[ERETENNC)

Visw Person Recorst [ Back to Stmmery |

I_“““_‘m)(e).(wac')

BB ]

Date of Birth:

(hyEYMACY

Emall Address:

(RUOV(DYANCY |

Addrassos;

Y 4 [EXEIERNT) ]
[BXE.E)7)C) |

L)O)LXTHC)

rent nes ross:

EBBMEC)

676
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON K SWARTZ - ComprohensiveParsonSesrch - 20140106

I('EWW!TC)

Viaw Ferson Regord [ Baok to Sununary].

EEENe ]
[EXEIBRINE) |
(CIOYO 0 —
TE PeEme namrormna

[e)®).®)7)C) |

W
Wiew Person Record | Back lo Summary]
EICNE E—
3SN:
IZbZSi;Ibl(H(C) |

Addresses:
~ [BIEIDIC) ]

Cu at
[BX6).BITXC) |

v 2

677
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Visw Person Record [ Back o Summary }

Name:

TN Y o) E—

BTN =

Datas of Birlh:

( ( A

Date of Dseth:

I(b)(ﬁ).(b)(?)(C)

Addvesses:
v 8  EEes

Fon Tare phonos o\ sddieas
[BXEL.EXT)

v Eb)G BXTIC)

).
Clare

(D)(®).LXINC)

Possible Relatives:

Viaw Parsan Racord [ Back © Surmmary )

EEBG ]
ERBIC l

(bX(6),(bX7)X(C)

1

Other Phona;

Page 10 of23
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FOR LAW ENFORCEMENT PURPOSES ONLY mumm-wmm-mwm

(6)(6).6X7) |
(C) |

(D)) (DX HC)

OXT)

View Porson Racord { Baok to Summary |

[®)6).(6)7)C) |

SoN:

[EE.BXTHC) il

Addresses;

FMW)(C)
' r—r‘b B).B)TNC
7()()( (7X(C)

[GYEY.BXTNC) |

Possible Assoclates - Summary (8 Found)
(Y6, BX7)C)

Possible Associates - Details (6 Found)

Viaw Person Record [ Back lo Summary]

r—_—m(b)(s).(bxm) ' ]
SSN:
EEEEHEW)(C) ]

Dalp of Birth:

[EE.BNC) ]

Emall Address

679
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FOR LAW ENFORCEMENT PURPOSES ONLY AARDN H SWARTZ - ComprehensivePersonSesich - 2011.01-08

I(b)(G),(b)(7)(C) |

Addresses: ”

¥ TNIC) |
mmm .

[BX8.EXTHCY ]

D)6).(bX7)(C)
e

(D)(O).OXVXC)

Viow Persen Record { Back to Summary }

,—_“"_mxs).(bxnm) '

SSN:
BXELBNTCY. ]

Date of Bith:

RELBYTNC) ]

or Phones:
(b)(8),(b)(7XC

Address:
[®XBL.EX7)C) ]
|(5)<s).<5)<7i(03 |

(b)©).bX/HC)

orm [(D)G) OIHINC)

[EE).BXNT)

680
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FOR LAW ENPORCEMENT PURPOBES ONLY AARON H SWARTZ - ComprahensivePerscnSsarch - 2013.01-0

[EYBIBRTNC)

View Parson Racord { Back 1o Summary]

I_‘N‘“M(e).(bx s

BB 1
(K -
BRG]

FELee ]

(A I

View Person Record [ Back to Summary |

Names:
|(b)(35.(b)(7)(C)

8SN

[BXB).BYTHS) |

Dale of Bith:

REL.BNTNC) ]

681
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprehensiveParsonSesrch « 20110108

[EEIBNINC) ]
{ C
YL BITHC)

peere .

Visw Person Recard | Back to Summary }

Name:
[BXE).BX7NC) |

S8N:
BB }

Dats of Birth:

(7XC) ]

I(D)(b! (§)( ’ XC) I

B (D)(6).(OR7HC)

m ]

Current landine phones at address:
(b)) (G

(D)) (L7 NC)

682
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FOR LAW ENFORCEMENT PURPOSES ONLY AARGN H SWART2 - CompratiensivePersonSaarch - 2011-0148

{o%E) BYTXT)

View Pergon Record { Back to Summery [

S ]

Nelghbors (9 Found)

ib)(ﬁ) (bXTHC)

1 Cwrent Private Phone

[B)E).B)7)(C) |

Rusident Names: [ View Person )

(bX6).(b)(7)(C)

s

r"TTm“mm(bxe).(b e m—

_DahOlBlﬂh:
W Hame: | Viow Fareon )
Date Of Blsth:

Pago 16 of 23
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FOR LAW ENFORCEMENT PURPOSES ONLY AMRON H SWARTZ - ComprehensivePersonSearch - 20110108

Date O¢ Death;

021201902, Paased away st 84 yeers old
Resident Name: [ Viaw Person |

[EREIBIC) ]

Rasident Narnas: [ View Person |
[

Qlute Of Birth:
Resident Namea: | View Paroon |
)(©).0)7) ‘

Date Of Birth:

BBV DITRC)

- _J

Cunont Private Phones at address
|lD)(3l(b)(T)(C)

Residert Name: | View Person |
|(b)§1.i5)(7xc) ]

Datg Of Birthe

(M) . |
RoddomNum:[VlawPemn]
7N\ WV 4.1/

QOste OF Bith:

E)@.(B)(i }C) |

( )

Oale Of Birth:

Residant Name: { View Pemon |

Date OF Birth:
(b)(E) (b IXC)

A DOADALE ALY

: —
1 Cument Private Phone

Currert Private Phons ot address
(bHG).(BX7)C)

Rouidant Neme: { View Porson )

Q]G -

Dats Of Birth:

RIS

684
Page 16 of 23



685

Blrthe
ERbE —
(D)(6), K7 )(C)
Date OfBirth:

[ (23T Va0 ve—— |
(OIORG I —
Date Of Birth:

(OXO)ON/NCY ]

Rosidsnt Name: { View Peraon )

Date Of Birth:

(B)G)LMWACY ]

AARON H SWARTZ - ComprehensivePsrsonSearch - 20110108

MNMEMPUM]

Date Of Birth:

WWTWWWI

Date Of Birth;

(3T —

i |

Resident Nams: { View Ferson |

(OXC)ONTHC) |

(@001 -

Mmm:[vnwmmn]

Resident Name: | View Person |

Page 17 of28
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprohensivePersonSairch - 20110106

Resident Name: { View Pereon ]
(

Neighbors for BANC)
{b)(6).b)

1 Curtent Private Phons

(0)(6).{b)(

%ﬁ Namos: { View Person |

Date Of Birth:
(0).0)(7)(

Dats Of Death:
09/03/2007, Passod sway & 52 years oid

Residamt Nam: | Viaw Pergon )

Date OF Birth:
{ONONC)

Date Of Birth:
f

Rasgidant Names: { Viaw Pargon |

Dato Ot Birth:

I?EIZE).(B)U (9] |

Date Of Death;

B [EEeNC ]

[FEERTIC)

Resident Name: | View Person }
[T RITIC) ]

Date Of Bith;
(D)0} bR/ NC) _

Resident Name: [V
[EIEIBRTC) ]

Resident Name: [ Viaw Parson )

Date Of Birit:

(b)(6) BIINC)

Fsﬂﬁi.(bi( )

1 Cument Private Phone

Current Private Phone at eddrese
(D)(0) DX )(C)

Page 18 of 23
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FOR LAW ENFORCEMENT PURROSES ONLY AARON H SWARTZ - ComprehensivePersonSesrch » 2611-04:08

Residant Nemes: { Visw Person |

Dagte Of Birth:

sl —

Oate OF Birth:

(IRT{NTYTYAT (o3 W

Rasidant Name: [ View Paracn )
{(L)O)(OXINC) |

I(b)(s).(b)U HC) ' ]

Rasidont Namas: | View Person )

IWE) BYIC)

Date Of Birth;

(TSN 74T (o} I

DD
Rast

v
D)6

Data Of Bigth:
KRB\ DUIHCY ]

dant Names: { View Person |
rE%i ®XNC) |

Dala Of Birih:

Date Of Birth:
T EXNTYATH I
Residanl Name: | View Parson |

Date Of Birth:

Dagle Of Binth:

Kb)G)OYNC) |
; Paveon |

Resident Names; | Visw
(6} )

Date Of Birth:

Fsmmm—— |

687
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprahanshvoPersonSoatah - 2011-01-08
Neighbors' Phones (19 Found)

Naighbors' Phones YOLORTIC)
|(5$(§$.(|55275(Cb5I

[ View Parson Record ]

[®X@).®)7O)

 Viow Porson Recort |

(b)(6),(bX7)(C)

[ View Parson Record §

l(bitﬁ).cbkm)

§ View Person Record )
I(b)(s).(b)ﬂ)(c)
( View Parson Racord |

I(b)().(b)(7)(C)

MCS

(b)(8),(b)(7XC)

{ View Pérsan Racard |

| (b)(6),(bX7XC)
| viewr GH]

Phones for [BTB) BXTICT J

ToN6). )7

‘(b)(ﬁ).(b)ﬂ)(c)

{ View Pereon Racard }

Neighbars' Phones fof{©)(G) GITIC) |

(b)(6),(bX7XC)

[ view Parson Record }

(b)(6),(b)(7XC)

688
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWART2 - ComprehansiveParsonSasrch - 2014-01-08

(b)8).(b)7 )(0)1

Business Assoclations (1 Found)

Buslinass.Datalls

AARON SW.
urltNumbori (b)(6),(bX7)NC)

(b)(6),(bX7XC) |

UTTON ar Phono at a ]
[BYELEBNTC) |

689
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprehensivePersonSearch - 20114108

Index
ﬁ(b)(b‘).(b)@)(c)
AARON H SWARTZ, 2
AARON SWARTZ, 21

(b)(6),(bX7)(C)

690
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FOR LAW ENFORCEMENT PURPOSES ONLY AARON H SWARTZ - ComprahonsivePersonSearch « 20110106

Wm)

691
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Services |
Bithaka.org |

Public

) |office of General Counsel

| Public Systems

Systems

Page 1
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D15p0c9 (Fu NIT abuse).txt

From: W » Steph usm Stephen.Heymanngusdod . gov
Sent:  wednasday Eobetacy0r 2631 5 29" AN Izmmm‘e;‘—]-‘
Yo: External ambr'ldgepo'l ce.org; (B0S)

Subject: : abuse
A@achuents: MIT N c all IP's.png; MIT NovDec exdudino abuse IP's.png

(6).(b)( |
From {mai]to ©.BI7XC) thaka.org]

sent: » January 2 38 MM
703 Hemm:., stephe:y (ugbu) .

Subject: NIT abuse

Subject: Re: nm'tmate It's worse than we know
Attached are 2 scmn shots depicting POF download activity from MIT for November

and December,
show’s all dom1oads and totals 2,854,824 for the 2 months. The other filters ocut
dovm'loads from the 3 IP|s (), )

ok tq be associam with the download abuse
(DI@XOIHI@_ and totals|17,865
curr th ﬁ?‘i‘iw Recogniz'ing that some ‘legit'lute downloads may have
m ar
IP's, 1t would stil1 bels g to say that about 2.8 million {17egal downloads
occurred during November and
gecuber. Iu'ekm that|some 11legal downloading occurred prior to November and into
anua '
have t numbers sut Tooking at the graph you can see that some pretty
ress'lve dovm‘!oad
n place the ’last ek of Dec (over 100k.day). It seems 1ikely this extended
anuary for some period of
tme. It wouldn't be mich of a stretch to say that as much of a mill4on or more
additional downloads may have
occurred that are not r ﬂected on this chart. I expect to have January data
available for review by|Monda:
I'1l also start loading oct and Sept numbers as well to complete the picture.
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D15D0 FW MIT update It's worse than we
5 tilng ug'r" fust now gg:ut naking sure we havc%ﬁm as needed
r
:::‘luationigrmnt'ly underway and discovering that the IP addresses associated with
se specific
1ncwen¥s have numerous |additional days of mass downloading.
It would take some time|to normalize against usual MIT usage, but at first glance,
it is reasonably sa
to assume from what and I covered that the individual responsible has al ready
acquired the entire :
:hmat Ic:hrg:s'.‘ts'lad ;? 'l: ve a call ASAP 4f you think it useful and T 'IetIEZZlkrm
w A
be calling g'lm ghort‘lg gfter recelving this message for clarification. 1n light of
this information, it woijld
seem that we need to try and understand the full picture outside of the identified
ck here merits some re-evaluation, both concerning this

incidents goin
measures of prevention as we move forward. Also copying in

forward. Certa?n'ly our
case and the

ial i
Em%éta ﬂ‘r:r additional
uncture,
|§F§?35.355(7R55 '

Thanks ’

mﬁﬁ_
ITEWFXBW XC) P thaka.org
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: imeline of ISTOR-related events from September through today).txt
(b)(8),(b)(7) MIT 1 Infrastructure
MIT )
mITi
MIT
R |
MITV BXTRC)
MIT Security & support
MIT rk & Information Security
-
sun 9/26/10 | 12:31pm receives email from at JSTOR stating that at
8am excessive download ournals m

tarted and that all of MIT's access to JSTOR has been
blocked.

Mon 9/27/10 | 10:28am _|Security te:x‘r" rgceivas emafil from -regarding

excessive dom‘lo
of & 18.55.6.215 and needs help identifying the user
those addresses. [B]_]

user.

&"534%’ %sb B0

ollows up uiththat we're Jooking into identifying

JSTOR restores MIT's access having changed their blocking
; user|information
jiscovered reveals bogus guest network registration named

Host (ghostémailinator. ¢ 2,
vith host registration occurring on Fri 9/24/10.

Mon 9/27/10 | pm Quouter r fon for bogus host disabled.

Tue 9/28/10 | am M i'l K to i rd
mis(ra{iou’info as we} m s £0 Speax to lssues regarding the bogus
fruitful in 1ock%ng approach and thinks a call with JSTOR might be
determining JSTOR's

usually a
teaporary

because 1P
addresses are easily

Thu 9/30 10 | pn m amgi‘lJ ' andﬁci ' lto provide the

had spoken regarding possible solution

uture courses of action around blocking, as a) blocking is

_polution and b) this problem would most I1kely reoccur

vtilizing
authenﬂcat‘lon that's

logistics to work out.
sat 10/9 I 11315 \] informing her mMIT’

pat magainm G:I!]S-ITI ng ITsJSTURaocesshas
I.h...i DA ﬂo.

Mon 10 10 | 73 uaﬂs.t st fze on preventing these types
of abum/wand’rai::?i m ISTOR Bﬂ ot b i voe
all of and-ing in IP abuse information in timely manner vs. blocking

MIT's access; suggests

piready available from the Libraries for ISTOR access; some
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D15pocll (Fw Updated Tim¢line of JSTOR-related events from September through today).txt

3dditional measures of blocking due to lack of‘IP nfo as

VPN~
based abuses of resources have been
pxploited in the past.

Tue 10/12/10 | 6:36am [Security team receives email fmﬁmregarding most
recent J)STOR abuse; no IP address
nformation yet to act on.

Tue 10 10 | 4:02 security team receives email from with logs and IP
S 20712710 | 41020m |oacuctty semm R e v
(b)(8),(B)(7XC) JSTOR access rastored. Abuse coming from address

wed 10/13/10 | 6:34am senda emril to md@remrd'lng more info
on further bogus registfation information, .
Vi1l press JSTOR to have brief technical conversation with
ISTOR's folks. Mgutwif “r‘l tt 1ready in pl for other resources is
: n ale ¢ resou
utilized, it's #oUEI00 aiready Th plac

possible that JSTOR can

automatically push people through it who attempt to access

JSTOR

directly so a large beh;l‘-lor doesn't 1 . uET it sing 3
ange sn nconvenience COmMUN acces STOR

and there would be authpntication y e

o the resource,

) oSt istration committing download now shows Grace Host
(ghost42émailinator.com). m . " "

& saw Gary Host istered on 9727 using MAC address
00235a735ffd (ghost-macpook) o e /27 using

je Saw Grace Host registered on 10/9 using MAC address
0017£22¢b074 (ghost-Tapkop), g /9 using

i 0 ]
' piaw MAC addresses change, something that a person does

typically to avoid being banned or
: tracked on network.

banned We saw ghost-macbook change to 00235a735ffc after being

for It becomes clear that this is willful and intentional abuse

possible purpose of spidering 3STOR
disabled v thgugt being identified. A1l bogus host registrations are

wed 10/13/10 | 3:12pm enaﬂs H% with the information that it
appears to be the same UnNKNo rson

pe
1
conpection in using our guest registration capability from a wired
building 16.

wed 10/13/10 | 3:42 ‘
pursue/th{: Libraries oriﬁg"g‘r'ﬁxt7 M Shoerfty teme that she wil?

RCON system for sing JSTOR.
wed 10/13/10 | 10:41pm sends email to anthat the offending
machine is no longer sden on the network

Thy 10/14/10 | 10:47am mﬂsto inquire as to whether JSTOR s stf1l
seeing continued excessive nload

Voices Support. ?g thg Libraries to move to econtrol/proxy
ge
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p150oc1l (Fw Updated Timgline of ISTOR-related events from sapteuber through today).txt

system

r MIT'S access to J R
Thu 10/14/10 | S: Ong b eaaﬂs .and. t0 et us know of ISTOR's
mingmsorto Jication that we've

dentified the user or any expectation of being able to
fdentify in Y

the future. AT

Thu 10/14/10 | 9: ospm E’ responds to B@W email with reasons for difficulties
of identifying random giest user

network paking attempts to thwart detection when using our wired

(bX6),(b)
Mﬂﬁrllﬂm ) 11:26pm asks .for any updates to share with} and

Thy 10/14/10 | 11:33pm FR“ emails facts of case to date to Eﬁg ;b around extreme

€ activity of JISTOR A
Fri 10/15/10 | 1:31am Wmﬂ and-to keep eye out for the host so
their (phyéica Jocation|can be et

determined 4f they show up again.
Fri 10/15/10 | 11:26am W forwards email from JSTOR to MIT Security team;
JSTOR wou'ld Tike assuraficés that we could W
konitor for this type of behavior. [ responds to JSTOR

that it
is not technica‘l'ly feasible
has or us to do that kind of monitoring. I point out that ISTOR

sany sore capabilities than we do

(] fac'ihtate that kind of mnimr:ﬂgﬁwﬂa_
%‘7’)'(0 Meanwhile, there are emails betwee ' and
that speak to risk management and

protection, both technically and practically, of our own
assets and
resources against this

| 4t % ference for 10/26 with
fron JsToR, and | BB

Tue 10/26, | 2:00pm | Conference call with JSTDR. next noves to
econtrol/proxy system for authent
fiscussed. DI@XD) sends emai‘l with update and next steps:

JSTOR
will make landing page to smooth
access for users who try to access JSTOR directly from MIT's
network rather than usf{

(Grafts ?brarius would then go ahead and communicate with users

were already ready). Proxy

server confi ration changes would be made. IJSTOR would be
mactcdandm‘ldchtheu o ges

. pemitted IPs to only MIT's proxy servers.
Security team r;geives notice from IEEE that journal

their site.
s tracked to the SIPB XWM cluster, a group of computers that

Page 4
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D1500cll (Fw

shared and that anyone

Tue 11/30/10 | 2:40an

notified; his virtual Mg

journals from JSTOR, I

Mon 01/03/11 | 10:4%am WM receives email forwarded via
JSTOR regarding an incig 9,

surprising, as under img
piscovers that hold-up|has

easier
for our users.

t
'c‘::mun'lty can host a virtual Machine on.

The user running the virtual Machine on SIFB'S cluster is

chine had b
< onize aed iﬁ'& scripts placed on it that were downloading
EE an

- ch-lnes were taken offline.
@"7’ Ifm ben’( |at

t
exog;s'lve‘ly downloading ISTOR journals again:
ression
uthmﬂcation had been set up and proxy was being used.

been
smn s difficulties with setting up landing page to make it

ated ﬁmil:ne of 15TOR-related events from September through today).txt
n

:34an Bl piugs b | regarding 1ncident;mhad starting to

01
Pek 1‘%’1n¢ldem: at tha

nd zero 'Informt'ion regarding this IP address, not even

S
gag:t registration data as fourd

older
emails ~ all former abuj

and
too!s given to Securit

users
mare 1 nvestigation 1

pre. Started email reply to-then started examining

es had

» from 18.55. with recent network infrastructure access

team
enable se‘lf-sufﬁcient discovery/protection of network and

address and its possible physical location was

pursued.

access
MIT-net to avoid all ug

' %104/1.1. | 2:49am
see if they could furt

Tue 01/04/11 | 3:24am

@ user was now not using any of the typical methods to

(

m se?ds email tof(8). an.com:a'ming findings to

on in building
E@g; lvrlth update, concurs t

sends email to

rol/proxy system 18

Tue 01/04, 3:42aq
and cony of edail ¢

Tue 01/04/11 | 8:
ffegd}/ug/muguteg?u

16.
imder the nethook is

(DI()! and

and tgat further information should be known mthm:m

w'lth copy of email td

_DIUKDAML!)J
(bX8),

mﬂ th news that he's found the

Acer netbook

en
under a box in the network closet in the basement of building

Page §
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Tindline of JSTOR-related events from ember through today).txt
D130ocLl (Pw Updared ar ernal hard drive. sept

arrives to assist Dave. Traffic to/from the netbook 1s

ca
Taptop. The
:1 P goly traffic destined for the netbook s a single ping from
nese
address space.

andalk via phone. -cal‘lsl I

ssiqu havino nrr police seize Taptop.

(b
9:44am (b)X(7)(
advise and for counsel 3 ;on

10:30am and(b oinleg) | and 1n building 16, al with
two MIT uniformed officérs who are gar ng TOXE " b
gcene. We are told that pet. has notified
Cambridge
police who are en route
~11:00am t.|(7)(°) arrives with additional uniformed officers, Det.
I(b)(ﬁ).(b)fﬁc) I 3G
Crime Scene Investigat
detai) . gnd USSS Agg:tﬂﬁ?ﬂ ®Y7)C) ] and -EBE'
events. handles

omputer forensics for the Secret Service.
folks fume for prints and photograph the scene. Prints

found and 1ifted from n¢ book
' is _released for further investigation.
arr'lves with an IP-based video camera for
after it's decided, at

the Eb)(ﬁ).(b)mfci -
in ecommendation of that the netbook be left

place to continue to monitor
traffic to/from it. At that time, it is observed that the

surveillance

netbook is
sti11 reaching out to
STOR and downloading journals.

t was also observed that connections were now being made to

th:)m r from an IP add ﬁsm BXTC) |355(§7 (55(7)105|
e an 13 ’ ¥
n China. and Jarrive

to
assist.

~12:3
MIT'S counse?p:f law e

for
the investigation that ¢

andstop by General Counsel's office to advise
cement's presence
campus and discuss what data 1s in-scope to provide them

I?b)(S).ZERES (BX7)C)
11 19 over.

NEC
g

~1:30pm m _|and SA-continue to observe netbook;
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D15Docll (Fw Updated ‘Hmzline of JSTOR-related events from September through today).txt

address.
It 1s plausible, given

from
the basement.

2:2
to bm"ldingp?s 0 at
(b)(6).(b)

Tice
pmresence while the atten

Just
apprehended the suspect

uniformed
{cer.

L4
H

uspect had been observed in the past changing his MAC
the circumstance,

that the laptop was moved up there when it had been removed

b)(6),(bX7NC IEEWS.ZW” I
and|(C) jdrive

It T0 recover the nethook.
S Jcal Is|(b){8) (DXIHC) ] an the way to inform him and for

.' ::tm:wﬁgom them that he and s«@@;’m had

near Central re v
gttempting to ﬁmeé Detect'ivel(7)(0) joins us with a

(b)),
~2:40pm BX7) _|4s called and jotns us quickly in 16 to aid in tracing

the
punched~-down wires in t|

the
4th floor; instead, a o

EXELBINET—Taddress, by

~3:15
statically ag:iwd IpP
use .
DHCP services for netwo
had
been used over the past
that
had been used on Tuesda

the .
netbook seems to be on

00:4c:e5:20:¢7:56 (ghos
00:4c:e5:20:¢7:56 (ghos

building
4, 8 minutes afrer bei

a .
network jack in buildd
3: 20pm :

TR Torcron at w20.

determine the network driog :,ocation is in the SIPB

e TR to the possible
location of the netbook. The netbook could not be located on

817 1 in an
1c:p§e onging to students is identified as having leased

happenstance, after :
. epﬁspec't"s netbook stopped using ft.

ine group returns to w92. The netbook had been using a
address, however, because

it moved, it possible that 1t had been reconfigured to
iﬁs

k access. cks
loday's DHCP 1ogs for "ghost™, part of the laptop's name that

months.
ghost~laptop 15 seen in the Togs, with the same MAC address

. verifies (b
that the nethbook is sti11 active on the network. [©) lfinds

the_network in
quilding W20 on the 5th floor. The Tog shows:

b)(B),(b)(7
=gxragt dhcpds HCPOFFER on iy " " _Jea

an 6 12:48:31 ws

-aptop) ViafBXO.BTNC) e

lan 6 13:27:0 1 : FER on| = " to
on § 13:27:01 nstaller e ciegceen on[O0 0 |

t 12:42 the netbook was re-registered on the network in

: gicked ug from

guilding 16. 39 minutes later, at 1:26, it was plugged into

M "200

MO ndm
Eeene ]

A ATt

DK Close' 3 examined
ack location determined. !
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ncl6 (Gue, Mani festo) . txt
sdoj.gov]

'O*(J!O'UI@_ (DOS), Exurna'l (DXQXQIH ambridgepolice.org
GUGFTTTla Opeh Access Man

sment has fought valiantly to ensure that scientists do not
bt instead ensure their work is published on the Internet,

Tos
‘rhat 1s too high a ce to . Forcing academics to money to read the work of
thelr o e st ey re Tibracias bt only ailwing the folks at coogle to

tlu? Providinq scientific articles to those at elite universities in the First

world, but not
to chi 3bal South? It's outrageous and unacceptable
yt what can we do? companies hald the oopyriohts, they

enomus amounts of mongy by charging for access, and it's perfectly legal — there’s
nothing we can do to stép them.” But there is something we can, something that’s
a1reads being done: we ¢an fight back. ? ' ’
Igg:e with access to these resources — students, librarians, scientists - you have
g;,ven a privilege. You get to feed at this banquet of knowledge while the rest of
world is Tocked out. B! yon need not - indeed, morally Jou cannot - keep this
privilege for yourselves. You have a duty to ghare it W‘| And you have:
tradin? passwords with colleagues, fi1ling download requests for fﬂend

Meanwhile, those who haye been Tocked out are not standing idly by. You have_been
sneak'lng through holes and climbing over fences, 1iberating the information locked

:ge blishers and sharing thea with r friends,
m g%‘l of this action on in theyg:rk, hidden underground. It's called stealing

piracy. as if sharing a| wealth of knowledge were the woral equivalent of plundering
ship and murdering its grew. But sharing isn’t immoral - it's a moral imperative.
thor;: gmdﬁbzngned 1dere:ur:e to ‘I:s gy f;m mke a copy.

There {3 no Justics 1n Following unjust Tans. It's time to come into the light and,
g;and tradition of civi]l disobedience, declare our opposition to this private theft

1i¢ culture,
need to take info jon, wherever it is stored, wake our copies and share them

:2: world. we need to thke stuff that's out of copyright and add it to the archive.
need to buy secret databpases and put them on the web. We need to download scientific
journals and upload them to file sharing networks.... :
http://www.earTham, edu/}-peters/fos/2008/09/guerilla-~o0a.html
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] (b)(6), |
sdoj .gov) ; m c

Nl Steve,
Below are the numbers wq would 1ike to have subpoenaed for ownership records.
(b)(6),(bX7)(C)

verizon: 6), : |
w8y

W(bX
T-Mobile:

ive Tocal exchange carrier / internet telephony)

Ib 6),(b}7)(C)
ocal exchange carrier / internet telephon OXOLENIX

As a result of my oonve sation with T-Mobile last Friday I.was able to glean the
following facts.

In}:gn:: %eddthssing. Destination IP and phone Number IP are generic IP addresses
a

the ope{ator of th one went out to the Internet. there is no other information
fg T-Mobile when an individual accesses the Internet. I asked 18 ways from Sunday

ava able or stor
ana ysg t on from three different T-Mobile representatives including a tech

Call Forwarding: when an| abbreviation €.g. “SNFC NT ~ EV, CA" is listed in the
Destination Column this

i:g'icg:es “;I?:t the cell phone operator has placed his phone on “call forward” mode
1isted under “phone Number” column is the nusber the operator punched into the phone

directing
1ncoming calls to be fg 1At number. In the majority of these instances,

forvarded his calls tol

thgutt 1;:03:; gsg.ﬂ %‘.Mti 11y upon asking questions all three representatives stated
fmﬂ l.u}:aéﬂghen pressed| that this was not reasonable or Togical no exp'lanati_on was
323:33 :ah%lﬁdl analyst stated that he would do further research and call me back.
back and bzs “:uo%ml npw indicates that he is away. After doing some Internet
m:thndish to believe| that a person calling Swartz might be spoofing their

A »

Pagel.

709




D15poc24 (Numbers of Interest),txt
conferance Calling: The {two conference calls placed during the month are calls
Swartz initiated. He

dialed the two numbers Tisted in the Phone Number column.
Hope this helps in clarificatton.

I(I’W).(DW XC)

Page 2
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AYINTEh JRe 1-6-11 at 1232).txt
Fron: [FROEIORCT wm.sw]

Sent: ursds 4:13 PM
To:|(b)@ )XD'uY(ﬁ_ (3055
Subject: TH b411 at 1232

----- BEGIN PGP SIGNED ssma-----
ash: SHAL -

1
@mﬂ%k{ﬁ" pear{1ga/dhcploager $ arep ggﬁéﬁ%%m 00:4c:e5:20:¢7:56
nstalie

EXELBINC) o Ja30 Sciobeadisa: 1‘32@%a
— rom s4ciey:
Jan 6 12:42:48 ! DHCPACK on[DXBLBI7)C) | to 00: 4c:es
= ) ’DIQHDMI@] an 6 12:44: 3 nsta er dhepd: Eou
rom 0UI4C: ¢ 381: aetho:lan 6124432
cpd: OHCPACHK -O-DXDYDK‘)I to 00:4c:e5:a0:¢7; g_top)
via etho Jan 6 12:45:2; 1nsta er dhcpd: DHCPREQUEST fo
.es' :56 (ghost- top via ethO Jan 6 12:45 22 instalier cpd
DHCPAC mmr-;_r-_* 4 es.ao.a 5 top) via ethQ J
12:46: 22 nsta er dhepd: ;gu from 00 4c.es ao'c7 56
{dhost-a ptop) via ethO[Jan 6 46.22 1 stalle
to 00: 4c.es aQe ggtop) via etho Jan s 12 48:31 wall-
: DHCPO 14c:e5:a0:¢7:56 (ghas A :
(orom'u'@— Jan_ 6 12’48° 1 wall-5tree dhcpd DHCPREQU o BB BUTHE) ]
. -rO'OXDIuH aan §

5.33)_from 00:4cieS:a0:c7: 56 (g vi
LLoSLlee dhapds DHCPACK o
(BYB)LMBN/_13dn 6 12:48:31 Tnstaller pd: DHCPO!

(DIOXD'HI(S- 0 U0:4C eS ao c7 S6 (ghost-'la?tog
nsylvania-avenue dhc ID 702911 locall HCPUOF ni(h
es ao'c7 56 (g antor a 18,53.0.1 Jan 6 12: 50. 56 wa
, QUEST To n)r@xmu'@l from oo c.es.ao.d 56 (ghost-laptop) via
6 12: b wall-street dhcpd: DHCPACK on 18. to
12 56 via 18.53.0.1 Jan 6 13 27:01 instalter
PO psg ((3'()!11'“!(0)- to 00:4c:eS:a0:c7; 56 (ghos :

(D)€ )mru'(-) lan 6 D1 installer dhc DHCPREQUE . .—OIUHDI(OIQ)I
BXBLOYNC) fm 00 t:e5:a0:¢7:56 hgsdt-'l op) vig(0)(6),(b)(7)(C) han
13270 d: ONCPACK on nwmvn'm- to 00:4c:e5:a0:¢c7:56 SSM“'
"apto ) v1 [OIOXQ'EI@] an_ 6 13:; vania-avenue dhcpd 10 702011
o TGN c.eS a0:c7:5 - ) via
wall-stre o to
-1aptop) vi

on Jan 6, 2011, at 1:47 m.l ' (80S) 'wrote:

1"l.m

e-ma11 to, {from th{s account is subject to official review and is for
c a1 use on may be taken in response to any naogoopriate use of
: ﬁsr?t g:rvjlce H %-) 13 szstem.i:‘tlﬁs e-mal;l‘b jn:!t ‘:"‘21: | dimﬁov:e that
i aw enfoncement sensitive, or 0 er disclosu
Timitations, Such iato tion is loaned to you and sllou'ld not be further
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been doing on his brief hmr

while gatherd ? the stuff
"that happmd Ty di
1ncudn9 0 seconds a cou eofla
sible that's where all this st
ﬁnd ci‘lt 1“‘"‘:‘«2’&4 ’::sim'a
d H“gpl yours 'ls good:

4ﬂmtxt

MIT (ONS) ,
Massachgsetts Imstitute of Technology

MIT ‘ DNS '
Massachgsetts Illft‘ltl)l‘tt of Technology

MIT (oncpP)
Massachgsatts Institute of Technology

(odd 3 second connection. to
Page 1
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i
P1Spoc27 (Re Jan 8 emafl to JStxt

rt 80)
rgName: CDNetwo! Inc.
93.184,215,.73
natname: EDGECASE-NETBLK-03 (some IP outside
wichita)
on Feb 7, 2011, at 2:40 m,l ' (80S) wrote:
tI:gu‘ld N“:gmrd me the email you sent tom i3 on January 8 at 6PM about the
associated with buﬁdin% 4?
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(Re Name of MIT Contact).txt
From: DUXDIHI@— bridgepolice.org]
Se jesday, Yanuary 0¥, 2011 6:06 PM
To rw mvwm_ 80S)
subject: Re: Namg of MIT Contact

i z

IO at MIT P do you need his info?

y 0)(9), ) C)
I (iQs usss .dhs.gov>

F

To{ (0){G), B/ T}
Sent: Tue Jan 04 17: U.
subject ‘Name of MIT Contact

Wﬁgﬁaj person to contact .you from MIT

Sent from Blackberry

cll gﬂ-@fkggﬁ;om this jaccount is subject to official review and is for official
gyagtg:'t#:: :l-l response to any inappropriate use of the Secret Service's e-mail
majl mayt:ogttﬁin informition that is privileged, law enforcement sensitive, or
) g}::l:::::e}'lmtaﬁons. Such fnformation 1s Toaned to you and should not be further
::;23?1: d:hemgem'tss'lon gf the Secret Service. If you have received this e-mail in
keep, use, disclose, or [copy it; notify the sender tmmediately and delete it.
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D15D0c29
From: Heymann, Stepher
sent: Wwednesday, Febry
To: [Evzvey - 1(CID
Cc: externa|(b)(6),(b}(7)(]
Subject: acke

(b)(8),

Vi \YiwaY/al

) (b)(8),(b)(7XC)
ambridgepolice.org; (80S)
traffic to/from the Acer Laptop

(0)(5)

e (DY TG ] (b)(6),(bX7) !

:(b)(s)’(b)(-')(c) (cIp) [mailto}C ( usss.dhs.gov]
sent: Wednesda shrua :
To:lbYE).(YTNC) 1(BOS) :I(b)}6).(bYT)C) (USAMA)

ccl(b)(6).(b)(7)(Jcambridgepolice.org
@() act: Re: Packet tratfic to/from the Acer Laptop

This request is well within our capabilities. we'll need some information in terms
of authorized /

unauthorized IPs and MA¢ addresses, but it is all stuff you already have. Also,
we'll need to know what

your objective is for the analysis - my assumption is to reconstruct the offender's
observed activity.

Finally, we need a rough time Tine of when the analysis is needed by the usao.

vou could upload the data to our ftp server as you've done in the past or FEDEX it
to me.

uUsss Resident Affiliate
ATTN:

Page 1
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mLea:ke:_uaf.ﬁgltofrom the Acer taptop).txt
CERT - (b)(6).(bX7X(C)
1 Avenye

4500 ¢

Pitmlszﬁ

TEL

b)(6),(b)X7)}(C

We are eager to help in any way that we are able.

[g ®)(6),B)7)(C)
pecial Agent

rvice

(bX6).(bX7)(C) goesk)

Mobile)
Fax)

From: :

Tg?‘“, . (] ), [6)6).(6)7)(C) sdoj .gov>
ce (b)(G), (CID}; External(b)(6).b)(T7 epohce org
Sen Feb02 09244 :35 201

sub;ect RE: Packet traffic to/from the Acer Laptop

I uploaded the flow datg to CERT. I have not uploaded the packet capture yet. I
do not believe the

flow data has enough deiaﬂ to show remote connections into the laptop but the

cket capture
gaho;:w 1fp§ :

jning. I will check

.5. Secret service
Boston Field office
&) ]
b)(6),(b)(7)(C
From: ﬁeymann, Stephen wSAMA) [mailto (O)B).BX7XC) Busdoy . gov]

Sen 0z, 2011 9:4
~'cr)/i‘r'oa the Acer Laptop

All e-mail to/from this account is subject to official review and is for official
use only. Action i

maytbe t$§en in responsq to any inappropriate use of the Secret Service's e-mail
system is

mail may contain 1nfonmation that is privileged, law enforcement sensitive, or
sybject to other

disclosure limitations. Such information is loaned to you and should not be further
disseminated .
unthoutdthe germ1ss1on of the Secret Service. If you have received this e-matl in
error, do no
keep, use, disclose, or icopy it; notify the sender immediately and delete it.

Page 2
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Morning Steve - replies|inline - and don't hesitate to et me know if you have
additional questions: |

8, 2011, at 6:39 An. Heymann, Stephen (USAMA) wrote:

Page 1

719




wE).mme) | ¢ m‘m— o
(QHI);

(b)(8).(bX7)(C)
Subject: tmauthoizec activity on Massachusetts Institute of Technology

network
.JPG; DSC01786.IPG: DSC01784.21PG

Attachments: DSCO177¢
FY1

R o ettt s:.*s:""sm.,:‘%&:ﬁw,
Electronic drimes ?aslc Force received a call from the ]
%rﬁgigte of Technology Police that an unauthorized computer had deen
:lo's’:'tm gn 211‘ grounds and Network Traffic suggested that the computer was being used
technical journals. The computer was found in a wire closet of in the basement of

Buildin the
3 i (77 mgssachusetts Avenue) which has MIT Biological Engineering

pocranss 2o

’QQKD‘U" . rit.edu), an Information and Network Security

that g: 2}103/11 the 11 irary had notified him that someone was downloading large
ouma'ls fros‘:he 1121-3 without authorizatton. targe amounts of unauthorized
firs
mticed bcg the library dn 09/29/10 and on 11 10 _there was another incident of
excess ve DY6) (D)7
ng. From 01/03/11 to O W plg to trace the
activiq to a particula b)(8),(b
n the wire c‘los . when pmrit.edu) when to

ui re slgszt '22 found th unauthorized computer connected to the switch. An external
connected to the netbook. The netbook was an Acer A:gire One with a serial anumber

SAXOD00100] d"bKD‘ e netbook matches the description of an Acer netbook

T
3 3!6'&4'(-}_ report as stolen to MIT Police on 12/31/10. The netbook appeared to

address (Qu C) Jand I(b)“’) BXTXC) | which are 1P address belonging to MIT. use of

NMap s
that the netbook had 22 and . Port 22 is th t port for SsH
(Secure_Shell network and 2092 open $ the default port fo

protocol) and port 8092 [that is often associated with TCP (Transwmission Control
Protg"oo'l traffic.

e ro'lice rocessied the scene for prints. Stickers on the outside of the
?etboodgshoued e e P

t was originally loaded with windows 7 starter edition but an examination of the
scraen ind cated that

the cgs;:ent operating system was Ubuntu, a type of Linux. The Togin screen showed a
ougu n

sggost-hgtop "1,{" the user “Gene in. The login screen had a

S tp .
g;pass the 'Iogin screen pere fut{le. Wﬂmn« 3 wireshark packet re
of traffic on the IZB%T,ZBW%C’ I
switch aroupd 9AM ap 01/D4 d the packet capture is continuing.

provided SA _ULL}AUIUMJ
with a copy o ow tratific on the nmp;:é The flow traffic is currently being

720




01500c47 (unauthorized a#;ﬂv*lty on Massachusetts Institute of Technology network).txt

uploaded to the CERT

drogbox MIV decided tg Teave the netbook ruaning in place with the hopes of

capturing more

nemp nr"f ggaff}ctgg show [if a suspect was controliing the netbook through a SSH

e

network traffic gnn show where the suspect {5 controlling the netbook from. MIT
aced a camera n

gha wire closet to observe if the suspect returns for the netbook. MIT also

established an alarm to ] ]

notim if the netbogk is removed from the network. The technical journals being

,Imf‘et:d mnetar‘o;lm ue. ATl MIT students have access to view the journals but are
gggzug:yh:eg ggum'load nd anyone outside of MIT including students after they
gﬂea c::be:antia‘l subscpiption to access the files. The price for downloading one
50 088 (t’g $3,000.00. ta] value of the downloaded Files could be 1n excess of

(b)(6),
.S, S€cret Service

Page 2
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2 C
From: |
Sent: Thersday, January 20, 2011 4:56 PM
To: C paul
(o] y )
Subject: MIT Hack Investigation Status
Sirls),
This Is a status draft of where wi are regarding the Aaron Swartz investigation.
Several interviews have been od and the MO#’s (Memorandum of interview) are in rough draft form. (

have started the affidavit for the different search warrants which we will probably execute by the end of next
week or the beginning of the week.

We are taking our time with this investigation and crossing all the T's etc....

Case continuing, more to fol
RS
U.8| SBCRET SERVICE INVESTIGATIVE REPORT
FRONM: BOSTON PIELD OFFICE FILR: 102-778%-60071-8
TO: CRIMINAL INVESTIGATIVE DIVISION X-RBF: N/A

INFO: INVESTIGATIVE SUPPORT DIVISION SEIZUREH: N/A
BUBJRCT:  OPENING REPOF

CASB TITLR:

CASE TYPR:
SECONDARY TYPES:
CONTROLLING OPPICE:
RBPORT MADE BY:
DATE CASE- OPENED:
PREVIOUS REPORT:
REPORTING PERIOD: 4/11 - 01/21/11
STATUS: g

AARON SWARTZ
75,810 - UNAUTHORIZED ACCESS UNIVERSITIES
$48.191, B48,304, 846.930

21D OF

(b)(6).)7)C)]

SYNOPSIS:

On 01/04/11, MIT contacted the New England Rlectronic Crime Tagk Force to
raquest assistance inyestigating a computer that was found connected to the
MIT natwork in a lockg¢d closet without authorization. PFurther investigation
showed chat Aaron Swaptz intruded into the MIT network without authorization
by breaking into the Jocked closet containing networking components for MIT
networks, comnecting & computer to the MIT network and downloading documents
from JSTOR. Aarcn Swartz was arrested by MIT Police and agents of the New
Bngland Electronic Crimes Task Force for breaking and entering. An
investigation of Swartz unauthorized intrusion into the MIT network and the
theft of documents from JSTOR 18 continuing in the Boston district.

file:/BAPOIA nonboxedtFOTA Otig\Disc 17\11-000078\Paperwork\D1 7Doc33 (MIT Ha... 11/14/2013
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cﬁuter name “ghost-machook” regiet.efed on the network on 09/24/10.

disable he Computer registrationm.

b)(6).(B) |
from JSTOR Qperations Staff emajled m
the MrT{®XB).OI7XC) —— 1 to inform her that MIT's access

W also provided|sa w

cancerning IP addressd
4/11 and DHCP log

01/0

to JSTOR had beer cut off again due to excessive downloading.
On 10/12/10, the MIT Network and Information Security Team received an

email from|(B)6)®N7)C)atating tha that excessive
downloading from IP addressi (b)(G),(b)(7)(C)i

oa 10/13/10,|[(7) traced the second occurrence of sxcessive
unauthorized 4 cading to a computer registared on the natwork as
“Grace Host" witlh an email of ghost42amailinator.com, a MAC address of
0017£22cb074 and lcomputer name of *ghost -laptop* . [(b)(6).b)7)(] disabled the
host registrati identified as bogus [b)5),(B)(7
Network Security land s xt Services for MIT, notlfiled (bX8).(bX7)(C land

JIT Operations and Infrastructure, that
information indidated that the same unknown person appears to be using
MIT guest registhation from a wired comection in building 16,

received an email f.rontorwarded £xom

g him that that the excessive downloading of journals

on 01/04/11, E&W emailed Wetwork

' _pit.edu) a Network
Engineer for Network and Infrastructure Services for MIT, asking them
nt_the tion of the computer downloading the
mocated 4 computer hidden by a box connected
vire closet in the basement of building 16 (he

connected to an external hard drive, b)8),(b)7)(C

dket captura of the same switch the computer was found

e ¥Ath & copy of higtorical netwozk flow data
B)O)ONTXC) ] ana[®XEMBXTIC) [ tzom 12/14/10 to
information for computers registered as ghost-macbook

ontacted 2 (CID) at the CERT Coordination Cent '

the Software Enginee: g Inatitute at Carnegie Mellon University. SA

with instructions to upload the data to the CERT drop

mately 1232, video surveillance showed the i{ndividusl

later identified s Swartz return to the wire closet and remove the netbook

file://EAFOLA nonboxed\FOLA OrigDisc 17\11-000078\Paperwork\D1 7Doc33 (MIT Ha.. 111472013
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(6),(®)(7XC)
and external hard drive. At imately 1411 of the
MIT Police Department [called of the MIT Police Departmant

and stated that he had located the suspect later idamtified as Swartz riding

his bicycle on Massachuset ar the inte with fee Street in
Cambridge, Masaa&ﬁ&m lﬁhﬁ; Egii%% ] SA| responded to lee
Street to assist \ attempted to interview

Swartz. However, Swastz jumped off of his bicycle and ran down Lee Street.

BN Jand sA|(b)6).(b}7] detained the suspect. An inventory of the
backpack the suspect was wearing contained a US passport in the name of
hAaron Swartz that was|later identified as the suspect. Swartz was
transported by Cambridge Police to Cambridge Police headquarters to be
booked for Breaking and BEntering.

Also on 01/06/11, 8@“ checked the DHCP logs for cowputer registrations
with containing the wdrd ghost. Ghost-laptop was identified as still being
active on the MIT getwork uaing the same MAC address as sed on 01/04/11 to

th r. lding W20 is the SBtratton Student Center.
W(BX( travelad to the Stratton Student Center and dete

el e fuit.edu) an I
- raged ghost-laptop on the Network tO P lw
ned

that the network drop [location ghost-laptop o was the Student
Information Processing Board office, room 557. contacted |(b)(8),(b)X7) |
EEENC ] to inform himithat t had_tyraced the netbook to a room in the

student center. s5A ::{ (BX0).®) | anda [B)B).E) | at the student center
and found the Acer Aspire netbook and external hard drive unattended, under
a table, red on agd connscted to the MIT network by a cable. Using
gloves SA axagined the nethook. The netbock appeared to be frozen
halfway in the shutdown state and all attempts to access a terminal on the
machine were unsucces§ful. It was determined it would not be possible to
conduct live forensicg or capture a snapshot of the memory of the computer
in its current state.| The laptop was placed in an evidence bag and turned
over to MIT Police to|be invent .

OGION (8),(b)7)(C)

Also on 01/06/11, Ssa |[(7)(C and traveled to Cambridge

14 adquartere to interviaw Sws AL_Cambridge Hesdquarters SA

, met (O NN bgoodcormier.com).

(EXO)BYINC) ]informed SALDNG)DN | that he represented Swartz and that his client

would not make a statément. Swartz was not cooperative with investigators.
Swartz initially refuged to provide his name, date of birth and other
bicgraphical information.

D)(@ I(b)(asmviﬁs '
On 01/10/11, 8A M AUSA Heymann and from JSTOR comducted

a conference call to discuss the theft of materiz 500 TSTOR

on 01/14/11, sa Detecti il

Heymann wet at the MIT office of General Counsel with (OXO). O L)
counsel for MIT. The|details of that meeting will be contained in a
memorandum of intervigw to be made a part of this cass folder.

JUDICIAL ACTION:

Oon 01/06/11, Aaron 8 2 was arrested by MIT Police Department for
violation of Massachugetts Gemeral Law chapter 266 section 18, Breaking and
Entering in the daytime for felony.

731
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called AUSA Steven Heymann to inform him of the
Swartz,

On 01/06/11, 8A
investigation of Aarx

Oui 01/07/11, Aaron Swirtz was arraigned in Cambridge District court for
violation of MAL €266 818, breaking and entering and his case was aasigned
docket number 1152CR0¢73.

SUSPECTS / DEFENDANTS
ARRON H SWARTZ - DEP - ARRESTED (STATE)
AKA;: N/A
RACB: White
SEX: Male
DOB: 11/08/1986
88N: _
FBI: 675304KD0
8ID: © MA10558559
HT: 5¢- 064
WT: 120 lbs.
EYES: Brown
HAIR Brown
1599: Pending
1599A: Pending
PHOTO: Yes
PRINTS: Yes
POB; Chi.caso. IL
DL/STATE:
ADDRESS
BMAIL:-
DATABASE S: 01/07/11
EXAMS CONDUCTED:
ECBAP: Pending
Poly: N/A
F8D: N/A
DATABASE SREARCHES %
MC1 / CI: 01/07/11
RCIC/NLETS: | 01/07/11
CC8/CPT: 01/07/11
LOCAL LE: 01/07/11
Results of database sgarches have been reported under "Details of
Investigation". - -
EVIDENCE / CONTRABAND|/ PERSONAL PROPERTY:
All evidence in this i‘mle ia currently at MIT Police Headquarters.
DISPOSITION:

file:/EAFOIA nonboxed\FOJA Orig\Disc 17\11-000078\Paperwork\D17Doc33 (MIT Ha... 11/1 4/2}?123
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Cage continued pending further investigation and judicial action.
[{Wﬁ.zsiﬁﬂc)
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{d)7)C)
From; 7
Sant: Wﬂmmmmxiﬁ AM
To: ' Ames, Paul
Ce: L (b)(6),b)7XC)]
Subject: Ne work Intrusion Summary
Foliow Up Fing: Foll wup
Flag Status: . Fla.ged

b .
L£GY) Went to examine the wire closet be found the unsuthorized computer connected to the switch,
\n external hard drive was con ected to the eris

PXG).DY 1 Jand [BYEL.OXA]  hich are

had port 22 and 8092 open .. P nnhﬁndehwtponform(s“:;ewlmod:mco»a 2
that is often associated with TC {Transmission Control Protocol) traffic. Cambridge 1D Unit techs d
[EX8). XN ] processed the scen for prints, Stickers on the outside of the netbook showed that it was Ny

loaded with Windows 7 starter edition ManmnﬂnaﬂonofthemnIMuwdmtthecumntopemm

g{(P)(O provided us with a copy of flow traffic on the network. The flow trafficis
curvently being uploaded to the C: R‘rdmphox(&rnedeMdlonUnlvmuy). MIT decided to leave the nethook

1142013
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running in place with the hopes fcaptmingmrcnetworktufﬁctomowifampectmsoonmllngm
netbook through a SSH channel ndlfthenetworktaﬂkansbowwhmthempecﬂsmﬂolﬁmtbenethook
from, MIT piaced a camera In wire closet to observe if the suspect returns for the natbook. MIT also
established an alarm to notify MIT If the netbook is removed from the network.

file://EAFOIA nonbomcd\FOlL Orig\Disc 17\11-000078\PaverworkiD1 7Doc36 (Network... 11/14/2013
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(6),

Sent: Thu Jan 06 13:32:32 201 |

b)(8),(b}7XC

Agent] gnd | spoke today Hemnctmd t the perpetrator was caught on tape again
andmmdwelaptopsoour ervices were not needed at this time.

thmadayoﬂbdnylm,. mmmmmwum with 8/
Process the newest external har mummmmmmmmmmn ieared U

file/EAPOLA nonboxed'FOT OrigiDise I7\1-000078\Paerwork\D1 7Doc38 (R MIT . i
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(bX5)

KSD0HOS OrY

“DELEXNNC)

1 am going to suggest that we ke the laptop and hard drive offiine today. ! think the amount of network traffic

captured is sufficient and wouldf like to remove the
put some people there for a shdrt time in an

t am following up a couple of

laptop to see if he comes back to retrieve it. | will be able to
attempt to ID,

bie ID's this morning and will get back to you an my success {or not).

Hi there,

I have collected about 70G of

Fve done some inltial checking
dunnelu!wasjmwondeﬂns

Thank you

IW.(( |

anuary 05, ;
m-d ot it)

(0)(6),(OX7XT)

_ tufﬁcsofwwlthabout%%ofwh&d»lsmelsmnjowmldmm
the capture and | don't see anything that identifies s command and control
at the next step is,

mmawm&m

fie:/EAFOLA nonboxed FOIA OrigiDiac 17\11-000078\PaperwockiDI7Doc3g (ReMIT ... 11/142013




UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA, No. 11-CR-10260-NMG

Ve
AARON SWARTZ,

——

Pursuant to Federal Rule of Criminal Procedure 16(6)X1)(C), Defendant Aavon Swartz
mmmwwmwmmuwummm
Federal Rules of Bvidence 702, 703, and 704,

Alsmandex C. Samos

AMC.SWW&,;C&FM“&ECPMM(“BE@')MW&
San Francisco, California with offices in Seattle and New York. iSEC Patners was puschesed
byNCCGm:pplcinzolo.mimmﬁyMr.SmmmuaVicePrelidmatiSBmedl
u&ertheehmhgyOﬁoeofAmwmﬂmdlvisimofNocdmmMn
smhmmmmmmmm,mmmmam
MWWMMWmemMmmy He
hannofmwummpmwimmhammdmmmmwpmﬁda
testimony regarding network acoess and network socurity. His experience relevent to this
NMthmMMuaWkMMymuhmm
Architect xt @atals, Inc. & year a3 a Security Engineer st Loudoloud, Inc., and multipte
pubﬂmﬁmmdmdmm&emofmm. His curment resume is attached
hereto as Exhibit A. '

——

a0
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Pasticalarly in the past eight years et ISEC, Mr. Stamos has defined the services offered
by ISEC, and peformed nsth tchnioal o on project fr sumerous coasuling clisas, -
mmmamwmwmmmwaw
testing of Windows and other peoducts for Microsoft, incident response during the “Aurar’”
astacks for Autodesk and other victims, systern design snd testing for McK esaon, teting of
mobile applications for JP Morgan Chase, and incident response for Devidsou & Co, Linkedin
end Charles Schwab. Those consulting projects bave involved the design of client computes
mmmmmmwwmmm
thove networks, reviews of those networks® ddpsmduemitymtooola(ﬁnlndingpmmnn
teats), and fcensic arialysis of computer media generally. He is Sumillisr with varions degrees of !
security that could be applied to a given computer network, depending on the client’s noeds and
mmmwwmmmumwawmmmm
mmdmmnmmtyﬂntmghtbeusedbyaumrmagency Likewise, he is familier with the 1
mhwﬁ&ammmmwmm&uhnmww
" sty measures, from acosss suthorizad by 8 network’s design to unmthortzed sccess geined
wmmmm:mmm He is also familiar with the records created
wmw.mmmuamwmrkmdonwmuﬂmmma
w:wm,hullou.diﬁmdﬁkmmmm,mddmﬂubuhz i
Wmmmmmwamm'smmmmm
' At trial of this matter, Mr. Stemon may offer the Sollowing opinions:
*  Atthe timo of the allsged conduct at issuo in this case—Septeomber 2010 through
Jamuary 2011 (the “Relevant Period")—the computer network at the
Massahmsctts Institute of Technology (*MIT") allowed any person physically
' MmummmmMaMuummmm

Pingging his or her computer into an Biernet port cannected to the MIT network)

or the MIT wireleas network (by simply being feeseat within rangs of that

Detwock with a wirelets-cusbled computer). |

. 2
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» Tommmm-mwmmmmammmw
wmwmmoﬁcﬁalm-iaawdwidmﬂﬁmmpmr& |
Instead, the MIT wired network asked 8 prospective user to enter only  name and
an emeil address. Upon providing that name and emai) address, anyone on the
.mmuw_mmnmwummm

. AmbthmwimdmtworkduﬂngmemmPeioddidmtdepmdon
whahuapmmﬁwmmﬁedhkwhumﬂmaammm
address associated with that actual name. mﬁdmn&mymwm §
either at the time of initial access to the network or theveafter, whetber a user had ;
eatered his or her actual nisme o a permanent email address associased with that ‘

" pame. Beemcofmsponcydopmmmwwmwof {
omeﬁngamglmb;}amonihnﬂwwkmmmphyﬁaﬂym
on its campus, .

° Ammmummhunwmmmmmmm
mammmmmwmmmmm
static IP address. Once 8 user assigned himself or berself a static IP address, this :
would allow the nser to bypass the portal requesting his or her identifying
infhemation, It is not techically challenging for 8 tomputer user to detesmine an
appropriate IP addross for a given network. Alfhough theve wese many
mmmumm«wmm«mmmom_
carly 2011, MIT did not use any of them. |

. mwmmwuammmmmmdxdmm
prompt the user for any identifying information. In other words, whereas access
mmmmmmﬁmmmmmmmmm
mmmadmmummwmavmuzwwma
Mmmmmmmmﬂmm
menu of potential network choioes, The name and email prompt required for

3
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71413402

mwumrmmwmmmmmmwu
wireless network as well, but MIT chose not o do s0.

* Acoess 1 the MIT network through the equipenent in Room 004 of Building 16

mmemmwmmﬁmmﬁmm'mﬂmmnm _
other access points on the MIT campus. 8pecifically, a user accessing the MIT
nmkﬂuoughheqnipmmmnomanotuqmdnmmbm
Mmmmmmmwammﬁgh
network from other acoess points on campus. As discussed above, a user
thMMMmmemmmﬁd
notmdtoprovidehisorhcmeandmailaddmswmthenemk.
Such & usor could stmply self-assigss an IP address and access thonetwork . - 1
imm&ndywlﬂlmnmovwngmyldmfymgmﬁmanm

' Onemwwmeammmmmcmunmpmu

any pecsan physically presant on MIT"s oanspus was permitied 1 do, thatwser -
would have full acoesa to the JSTOR dstabase available through the MIT -
uetwork. Ascess 1o the JSTOR database was simple, requiring an MIT network :
user anly o navigate to JSTOR's website (worw,isior.arg). Onoe a user navigated
%o the JSTOR website, that website did not require eatry of 2 name, user ID, email
ademwmd,oruyuhchfyhghﬁmmﬁm Neither MIT nor JSTOR

fequired any such information to be submitied in order for an suthorizod MIT
nmkwmmlm&d&owhhmwmmmw

simple for MIT or JSTOR to limit access to specifically identified or authotized

individuals, Nd&wdﬁﬁeBNmeamhymymofmor
mqnindnmmuhowlodgeormeptmyﬁmiuﬂmonuuofﬂnm

wabsite or database, even by clicking through a simple dialog box, An MIT

Betwock user’s level of access 1o JSTOR during the Relevant Period was the same

rogardless of whether the uscr had gainad sccess o tho MIT network and tho -




mmmamaamm JSTOR had agreed
mm,hawﬁmmbamﬂumm.mpmﬁtmym
alluwedtomthcmmwotkmhwommtbemuJSTORdmbmon
these terms,

. uamwymmmmsmwmm
aocess cannot have been accidental, MIT made the deliberate chioice to design its
compummtwork,mdMamkmpolicy,tomitmypmn
phydeﬂymmmommwmmmm MIT's
mmm'mmmmwmmwm,mmu
Mmmmw,msmmuimmammm .
mumwmmmmmwmmmumﬂ
lioenses. To the extent  content provider such as JSTOR prefirs o Himit access,
hchdingbyﬁmiﬁngmbonlyoﬁciaﬂyaﬁﬁmdmbmofﬂpm
comumaity (Le, studeats, fuculy, and staff), MIT libeary saff, which i
mmhmmumwnmmemwm
mwmmmmmmmum«mmm
aocess, including to guests using the MIT networks, It

. memdmwmadmmm,mmwamiu
newmk,iuadlycould!nvedonesq,mdwonldhnuhadmxyopdonm
choose from, Mrrcmddhmchountmlaﬁvdymodeumuﬁtjml
mﬁmmmmmmam-wmmdmwmd,an
could bave chosen s sciter rotodol rquiring s greaer lvel of wser verification.
Nmmmmmmmhwmmkmchianm
ﬂnmnpdmkvdofnﬂwgtumity. There exists a well-developed industry
that is well-positioned to advise such institutions on netwark security choices and
Mw:mplmmwhmmumymoolmwmm Asa '

M




sophisticsted consumer (and developer) of technology products and services of all
tvpes, MIT would have had access to and undersiood these optiona,

* During the Relovant Period, MIT had the ahility to restrict aocess to any database
wﬂlabbmium:k,imhﬂingm&ﬂnouﬁiammm»
“econtrol.* ‘The econtrol system had been developed by MIT befire the Relevant
Petiod for reasons unrelated t the issues in this case. MIT could have used
Wmmawemof&MMMmeyhg
information and/or to limit access to certain categories of prospective users. After
the first incidents of downloading from JSTOR st issus in this case in September
sad October 2010, MIT suggested to JSTOR that it implement econtrol to restrict
6coess to the JSTOR database, but JSTOR declined that offer, informing MIT that
mmmmmmmmgmmmmm
that, in the meantime, MIT should not make any changes affocting access to the
JSTOR database through the MIT netwark. Fiad econtrol been implemented :
when MIT nially offeod o mplement 1, e downloading fom ISTOR stsswe |
in this case in January 2011 would not havs occurred. It would have been simple
for MIT or JSTOR to restrict access to the JSTOR datsbase froan the MIT
Mammmmmmmmmm

. Asoftoduy,itismhugupwuiblebruymofmmmmmdn
JSTOR database. It is still possible for any person physically present on the MIT
campus to gain eocess to any MIT netwock. In the case of the MIT wircless
memmmmmlmhgmmmWith
information. ;ntheaaofﬁemvdmdnawod:,woneonmmmpm
can log on, either by peoviding 8 name and email address (which MIT does not
W)uwmumnmuwmmmmwm
infoeration. But as of today, once a viser has accessed an MIT network, if that
voer navigates to the JSTOR webpage, they are no longer able to access the

6

o | - I= F, |




TM34.00

JSTOR database without providing proof of their affiliation with an institution
that Heenses the JSTOR database, For an MiT-affilisted user (i.e,, a student,
wm&.mwm.mwmmmummm
amofwmwmwnmmmm It would have
been simpls for MIT and/oe JSTOR. to have restricted ac0oss in this faskion
during the Relevant Period, had MIT and JSTOR chosen o do so.
Awmeswmxefmimuﬁmdiduﬁﬁmfamcmmm
particular computer user. Generally, 8 computer is assigned an [P address upon
uquesungmdomm;mmammmmm The IP address
isuﬁgwdbysymdaﬁmdfuﬂmmmhmhmm
Ammhtammﬂﬁplemtwks,ﬁmdlﬁmntlmmmasmﬂe
meoﬁmdo,mbanﬁmdmulﬁpkdiﬁmmmmm
8 shost period of time, depending on the networks being sccessed. I is trivially
easy fora computer user to change his or her IP address. All major compaee
MMM&emmmammmmmm
8ccess & network using that address. Changing one’s IP address is & common
trouble-shooting techmique for a computer user who, despite beitig sutharized to
8ccoss a partioular network, may be having difficulty doing %0 due to technical
problems, Risﬂmmmﬁbrmmmddmmmwm

‘membmmnymignthemsdvamaddtmesmmemofdmm

m'smwodcamthﬁseofmﬁclrﬂnmlowmonompm.

'Sinﬂlnr!y.awmpm’sMACaddnmisnotaﬁxedidenﬁ.ﬂetofupedﬁc

computer or a particular computer nser. Although a computer is initially assigned
amcmmmmmmmmmwm
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wwymdyMMMACMMmmwmwg
theiz notivity across multiple networks, and free and commercial products are
these changes easier for novice users,
&memdeﬁmdaupmﬁaludfying
expert on November 20, 2012, submitted a repost discussing several issues,
mma&m&ammwhu“M“mmnu& The
wmkammmmmmmm
systero. mehumﬂyhmoamhwusymhedmum
Tn other words, a Liuux user would not need to sepazately write or downloade -
W"Mmmmmummmummum
System already.
hhicmMrdismummmoaﬂoquw”
(b;;?“meglm.m,”w&hmmwmnwmmwm.
I BXC) qu;mns-lo. A review of thie code making up these programs
roveals that these are exctremely simple programs that could have been writicn by
8 typical high-school computer programming student. These peograms utilized
mmmw%mhmﬁmw
webeits, in e sae msnner a3 & web broweer much as Hteenet Exglore or
Safiri, mmwmwﬂnwmwm&mmmw
ﬁmmammhmmmmmwmghgm
JSTOR. Inoﬂuwonb.theswolsonlydownlqadedﬁhsﬁatmm
mmbmmmmwmmummmu
Js'm '
at 14-15, mmwmmmmammm
mepmiunwmpmwwmeomdsdhwuwﬂnm
system, mnﬁmu.mmmmggmmm,mmof
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commands recently entered by the user. Ahhonabthembuofm_em
commands realoed inthe Bash history is adjustabl by the user,the Bash history
typically contains only the most recent commandls entered by the user.
Accordingly, a Bash history is not a pesmanent record of all commands eatered
mmwwmmhﬁkwﬁemum Becsuse
ﬁkamﬂghmwmunwﬁdmmw:mswm
AdmdmdUmJﬂmMMoﬂenMMywmmﬂy
mwwhmwodybepm:devmwﬁmmammm
' M.Sumossopinionawiﬂbebmdonhiudluﬁonndwkupoﬁmudim
mmmmgmmmmwmwmmmmm
the MIT eanails and docaments discussing MIT"s systeas and its investigation of the incidents o
issue in the case); on his personal suvey of the current abllity of a gnest user of the MIT
motworks (0 acoess those netwurks and the JSTOR database as of December 2012; and on in-
peson interviews with MIT| MIT network [©/©)

! conducted on December 11, 2012,

Mr. Stamos’s expest analysis is still ongoing. Swarts has diligeatly pocsued additions!
infomation sbous the MIT netwoek s the JSTOR dacabase, a0d acoes o tha petweck and |
databese during the relevant time period in 2010 and 2011. Mostofdgtinﬂmmatiouisnotyetin
Swu’smmmmmbunavdlablehummdcmﬁeuﬁmbym.sm
Accondingly, Swarcz reaseves the cight to have M. Stamos supplemeat the above summary of
mmmmmwmmmm& Swatz will
mhmywmmamuwum Swartz agrees that, if he
whhammmmydmm,mwwhpmmdm

- supplemont any sebuttal disclosure in response to Mr, Stsmos within a reasonsble tie period.

THIME
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Swares has no yet finalized the format of any charts or demonstrative aids that Mr,
Stamos may use ot trial. To&eadmnqnired.hewﬂlmpylmthisdi&bantnmvﬁe
" pursuant to sny governing disclosure deadlines.

I adiion t the sbove afimaative apinious, Ms. Stamos reay offe expectestimony fn
Mwmapmmwoﬁaedwm%msdﬂm NWI
Mtohﬂmonyomwmw“nm

Dated: December 12, 2012 \/

Elliot R, itted pro Aac vice) :
Damnie} (admitted pro Aac vics) , :
Keker & Van Nest LLP
633 Battery Street :
San Francisco, CA 94111
Tel.: (415) 391-5400

Fax: (415) 397-7188
Bmail:

(bX(6),(bX7XC)
Michas! J: Pinesult - ;
Clements & Pineauit, LLP J
24 Federal Street .

Boston, MA 02110

- Tel.: (857) 445-0138

Fax: 366-5404

Email (bXELBXTXC)
Attorneys for Defendant AARON SWARTZ

10 ; ;
namg - : ;
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FROOF OF SERVICB

lmempbydinﬁcCivdeomomeFmdm.Sdeaﬁfmnhinﬂwo&eoh
mbnofﬁebupfﬂﬂsmatwbudm&ﬂmoﬁumiumm Tam overthe
age of eightoen years and not a party to the within action. My business addvess is Keker & Van
Nest LLP, 633 Battary Street, San Francisco, CA 94111-1809.

OﬁDmanbu-lz,zonlmedﬂuMgmﬁuwiﬂnbﬁoﬂowhgdomt@:

DEFENDANT AARON SWARTZ'S SUMMARY
OF EXPERT TESTIMONY

%68.01

Tel:  (617)748-3100
Fax:  (617)748-3974

) by regulac UNITED STATES MAIL placing Original in & sealed envelope addressed a5
lm.below. Immwﬁumgmmofmaymummm '

ExemdoannberlZZOlZ,atSmFt&ﬁseo,Cpﬁfomﬁa.

Idwlmtmdupmhyoqulurymduﬂnjmoﬂbswofcmfoﬁamzheabuvcism
and comect, . (b)(6), C)

P 749



C. Stamos (b)(6),(bX7)(C)
' Phone
I | E-mail

WORK EXPERIENCE _

cro . January 2012 ~ Curcent
Artenls s & subsidiary of NOC Group pic and ¢ sister company to SSEC Parmers, formed to develop innovative
sohuttons 50 probiems faced by security-sensitive enteryitisss. As CTO, Alex is the most senior sxscutive at the
Avterais subsidiary and s tesponaible for ceating new products and growing this burgening business.

. w«udwm&e consept of the .secure top-level-domaln,

. hdnnmmﬂyhmu:dmmmpm

. wmwmmwmmﬂmmmmm

o Currently building a team to meectite the secsre vision

iSEC Partners, Inc, ) . San Frandisco, California
Founder, Partnet, Vice President October 2004 -~ Cumrent
Co-Founder and Parinar specialiting fx incident reepamse, scure systesn design and secure software engl-
noeringpeactioes, m&ouﬂydmdﬁemmm.mhﬁmdmmm
sloual services aipanizetion and lod tutemnal apetations. As the company grew, Alex headed a well-recognized
mmmmmmmhdemdewm

o Bulltaself-funded 5-pareon ventun into & 80 person firm
» Mmu&hﬁm’kh?‘mmmo ond )
» Concrrent responsibilities finauce, murketing, opemtions, and technical elivery

» Mwwwmvmmummmtmmmmm

ustes to experienced secutity sxperts
. memmmmmmmmmm-

msnls
»- Hend of entire Professienal Services osganization. Successes include:
= Definad \SRC's Injtiel suite of services
= Croated projoct delivery and managenent model

- mmmmmmummmmmmsmm
anue rate and dozens of Fortume-500 clients .

) Wuwuummmm
- wwmdmmn:mmqn:z oo
- technical resmirce On nymdtons reviews
~ e bigh profile web applications mnging
= Lod several peneantion tests and design revisws of s sagjor commercial opesatiog system
- w.mmmmummmmmmmm
" = Successtully reverse enginsered a widely deployed DRM framiwork
- wmwmmmmuwmmmm
s Forendon, incident fesponse and expert witness woek inciudes;
- incldent and forepaicaona Gnanclal ntrusion,
f:vkl response andspstom :mw induatry Seading
= Investigntion into & cemote business intrusion Jeading 20 & quick settioment for the victm in & civil

= Warkstation and emartphone fasnsica o investigate iternal financial employee misconduct
- MW“mmm»uwmthWt
- mammmmmammmmw
o Pesformnad resesych and
hwm MuhﬂummAw
¢ Crosted and delivered several acclaimed software security cusricuia to academic snd corporate andi-
ences
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.wwwammmmmmm.mm
real-titoe Intrusion detection and iy wih of
b~ alerting across six global datacenters, lllil_hm duyto-day
) WNWWMWMMMMWW
. mwmmmumwummmmmhmm
am

. anmummm inclading DDoS attecks, worm infections, snd
ponetrations af production servers . '

EDUCATION . '
of Callfania, Bexkeloy 997 ~ May 2001
%ummmmmmm iy 1007 - May

'Wm koo In clustered and softwamm security

'y bte reacarch experience aystenys

. ¢ Greduam in snd .
T T R
orstosy N

'VO'F'—J




SELECTED PRESENTATIONS AND PUBLICATIONS

muummmmmmm.mw ;
Preaented at: :

o, Black Hat USA 2006

» Web 2.0 Rxpo 2007

o ACM Reflections/Projections Conference
o Riack Het Japan 2008 .
« ToarCons

“Rick Internet Applications: mmmmnmnmmw
Presened at: :
o BiackHat USA 2008

Wb 2.0 Bxpo Burope
: Deton 16

*Mobile Web Secuzity”
Prossoted ac
» Galifornta Q180 Lacture Sertes
» 1S8A Gillcon Villey
* Wb 2.0 BxpoSF 2009 .
o Subsmisted 10'Web 2.0 Bxpo NY 2008

MMWMWMMW
Prosonted at:

“Breaking Foreasics Software: Wesknesses in Critical Evidenice Collection™
Fresented at:

¢ Black Ha USA2007
. m.um'“ m'mmmm

“Code Scanning Tools: Success and Pallure in the Reld”
Prosented ut:

» [SACA Rilicon Valiey Annual Coafsrence
» USENIX WDOT 08 Rump Session

anm&m‘ and Wb Crtmes”
Presemed at: .

. PRI Infeaguard - SF By Winter Confepence
“Attacking Web Sarvices” .
Presented sz '

o CanSecWest/coraé

+ Black Hat USA 2006 .

¢ InfoWoeld SOA Exacutive Foram L
» OWASP App Sec DC 2005 ‘.
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AQS3 (Rev. 1209) Search and Seimurs Warrant

UNITED STATES DISTRICT COURT

for the
District of Massachusetts

In the Matter of the Search of

MMM&MM&M
w%ﬂcmbymaﬂm

HP USB drive, marked 0045SMKBT1 85102

St Sl S St Nt St

SEARCHANDSEIZUREWARRANT
To:  Any authorized jaw enforcement officer

Anwmmbyuﬁdqallawmﬁmmmofﬁwummwﬁrmmtwmm
of&efolbwhagmonormmminﬂw District of Alassachusalls

the describe the o ¢ seavched and its location):
HP USB drive, marked 0046ar e 85102, a8 deacribod s A chment A

mmewhWWthWwwwumumm

‘.%m“’“m"ﬁ“‘;m Insbumentalities of violations of 18 U.8.C. § 1030(a)(2), 18 U.8.C. §1030(a)X5KA) and
18 U.8.C. § 1343 {wire fraud,) as described in Altachment 8

wovmoommnmmmmnwmmmm March 10, 2011
(ot te exoeed 14 doyg)

o inthe daytime 6:00 am. o 10 p.m, O at any time in the day or night as 1 find reasonsble case bux been
established,

Umahyedmﬂuhmiadbdw,mmmdwampyoﬂnwmmdawwmem
mwmmmmmmmmmmmmm«mmwmmam

moﬂieermuﬁngthtsmmt,o:moﬂlmpmentduﬂngme execution of the warrant, must prepare an

imtogmuindbthudm(y nmmkwmmdhwmtoUnMSmM@mW
Judith
(rame)

g zmmmthimemmmmwms USs.C. § 2705 (except for delay
wmmmnmommmummawmmwuym«wmmmwmm,mue
mwﬁmm&mw O for days (ot 10 exceed 30),

C3 untll, the fincts justifying, the later specific date of

Date and time issued:

City and state:




AQ 33 (Rev. 12/08) Search and Suinuwe Worrom (Page 3

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Mwymmﬁcmmof:

bmdﬁcmtahumdmofaypm(s) selged:

_ Certificotion

{declare undsr that this fr and with the
o %ofpcrjwy inversory s correct was returned along original

Dare:

Exsewring offfcer s signotwrs

Prinied neane and titte

[ir]
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Attachment A
HP USB drive, marked 004SSMKBT] 85102
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U~ S 1)

ATTACHMENT B

ITEMS TO BE SEIZED
Aumesm,mmwobjmwemﬁmmmm
or instrumentalities of violations of 13 US.C. § 1030(a)(2) (intentionally
maﬁngacompumwdthomwonmdobﬁninghfomaﬁonwiﬂn
valus that exceeds $5,000), 18 U.5.C., §1 030(aX5)A) Gintentionally causing
damagewﬁthomwﬂ:oﬁzaﬁonmapmmdcompmu)mduU.s.C.§1343
(w&e&aud),including,wi&omﬁmiuﬁm:

A Recmdsmdtanm'bhobjmpminingwﬂaefonowingenﬁﬁes.webdm
eompmcnelwodcs,andll’lddmm:

1 JSTOR

2 MMhumlnsﬁmofTechno{ogy

3 Istor.org

4 Mit.edu

5 lPaddmsesinmeclassAdominls.

B.  Records and tangibje objects pertaining to the following topics:

I.  JSTOR ‘

2. Raeoxdsandda!adigiﬁaedbyJSTOR,inclnding,wfﬂwm
limimﬁon,jomlsdlsiﬁudbylsmk
chmdsanddammdonISTOR
Rmﬁamﬂdmoﬁmngmlsma
Means of access to JSTOR
Compu&rsoﬁwecapableofmkingmpeweduquordm
andmoxdsﬂ'omJSTOR_

7, Cmmﬁwmmbleofmldngtepmeddownkadsof
records and data from JSTOR

A v o ow

RIF



media;

4, evidmeofwumfomsicpmmandmcimddmthnm
designed to eliminate data;

5. cvidmeeofthetimesmecomplmeqtﬁpmmwumd;

6. mmﬁmmmmm&ﬁmmamyb
Tiecessaty 1 access the computer equipment; and

7. mﬂsmdungibleobjecupuﬁningmmmhddwﬁth
eompdespmvidingwmetmormotemugeofeibu
date or storage media.

Auwmpmmmmuwﬁmmmmm

documentation, and storage media. Oﬁ’-siusearcbingof&eseitmshll_

beﬂnﬁtedtomchingfortheitsmduwihedhmhl.

DEFINITIONS

For the purpose of this warrant:

A.

“Cmpmﬂﬁpwmmywmpmwmwmpuwwﬁwe.
mmmmmmmmm
“CommhudWm"mmmwelewmie device capable of data
M(Wuamm,mdﬁmwmwm
Meﬂom,orwhdmwnnmﬂeaﬁmdwimkmpﬁiphﬂaliwnwm
devics (such a» 2 keyboard, printer, scanner, moitor, and drive intended
formmovablewwdia);myrehted communication device (such as

"Compmsoﬁwm'memanymmpmmeode,inﬁmﬁmm
mwinwﬁm(mumwnsmwheﬁm.mﬂim



eomnnicaﬁonanddmacnﬁtysoﬁm;alog.historyorbwhmﬁle;m
mmpﬁmmde;amname;orapmword),whubmmddaﬁbmﬂy,
inadveneudy,ormomaﬁcally.
“Compm«mateddocmmﬁon"manymm&atnplufmor
iﬂusummecogﬁm&onormofwmmmpmhﬂdwm
software, or related items

"Stornge media” means any edis capable of collecting, storing,
Mieving,ormmitﬁngdm(awhasahnddﬁve,cn,DVD,or
memory card),
'Data'mallinfomaﬁonm:edonmmediaofanyfominmy
storage format and for any purpose,
‘Amcoxd'igmyoommuﬂeaﬁon,won,inﬁ:maﬁonordm A
':mrd'myhecompﬁaedoﬁmm,mbm,pima,mdaor
symbols.

RIF
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mﬂabkto&ecomp\uersystem’sowmr.

m.mmmmmm&u
wum,eopiesofﬁlesthumnciﬂmﬁcﬁuismmmﬁﬂuofcﬁmnwwm

RIF
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© O 108 (Rev. 0/10) Agpdiontion fr & Soerch Warant
. U\

STATES DISTRICT COURT
for the
District of Massachusetts
In the Matter of the Search of
ot DT cxevo. /M- S063-T8D

HP USB drive, marked G045SMKBT? 85102

fedetal ) enforcement officer attorney for the government, Uest a search warrant and state under
M&WMMmm&&mmMmMﬂmp«q‘mhmwaﬁah
Propereto be ““"'”“‘“‘Wi-pusadnw.mmsummsm.ummma

located in the District of Massachusetts .ﬁmismomahdfwa
mammmwusw

$yrtyw Wes of vickations of 18 U.8.C. § 1000(e)(2), 18 U.S.C. §10301e yand
18U.8.C. § 1343 (wire treud,) an described in Attachmert B | | OVN2) $1030{a)5XA,

Mbasisforﬂxemehmdured.k. Crim. P, 41(c) is foheck one or mare);
‘evidemofauime;
dwmmmame.wmmmmm
dwopmydcwmrusa. M&dﬁruse.ormdiummimzum
Olmbbwmammhmkm

‘l‘heamhhulmdwavlohﬂonof:

. 030(a)(2)
«3.C. Sec, 1030{a! intentionad mmmmm protected computer
18 U.8.C. Sec. 1343 YSRA) ¥ e

O Delayed notice of days(givemﬂhuﬁtelfmoutlmw ) is requested
m:aus.cgslmmemumthMonmmwm

-~
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AMAVITINSUPPORTOF
3 v, ';-',i;-'.‘!:‘.._-'.f.‘,

mmmmum

L .ImukethiaafﬁdavitinwpponoflpplicaﬁmundnknledlofderderdRuks
awmmwwmmmmmwmpm,mmw
LUSAxoDOOIOOIIOOElsol(“meACEtLAPTO .a2.0wmbymWestigiu!lnrddrive,

2 ImaWMMMUﬁMMMW&MWM

3 As set forth herein, tbmispmbableeuuutobelievethuttheACERLAPTOP.

4 lmnkethisaﬁdavnhudmmmmicaﬁmwithwimwoﬂmswiﬂx
Wofmmmmmmmwmmmpommm
mﬁcqmymofmmmuwmoftheinvuﬂmmmbdowmdmy

VH-586 576

RIF
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ownohuvaﬁommdlmowledae, Beumethisafﬁdavitisinmdedwshwonlythatthmis
mummumuwmkdmmmmwmoﬂmwmd
' mhloroﬂmSeaetServiceammm

5. wmmmlmmmowmwmmm@mmefom
meuingsformepmpoaofthia affidavit;

a IPM:AnMMmIMm(«MIy“IPM’)i&a
mmmwwammuwmmmm
eruciuoftbwmbm.mhinthemnpo-zss,upumdbywiods(gg
18.55.7.216). Every computer attached o the Inernet muust be assigned an IP
Mwmmmmmmﬁremwmeo@mmu
directed properly from the source 1o ts destination, Most Internet service
Masmnuolamnaeoﬂ?Addm The Massachusetts Institute of
mem»mummmwmmwmmmm
éommmmm-mummmadmwmmme
m-mamwymmwyw»mm

b. mcmammammmmmqmmm
Wmawmh%mamm'smmm
mm&mmmmawmwmmmm«mm
interface card. Althonghinmwbeapmmmdﬂoballyuniqm
idenﬁﬁeadon,itisoﬁanpossibhbchanpthemcaddtmonhndmm,m
Bcﬂonomnlvfmedmas“MACﬂddrmﬂpooﬁng."

RIF




EROBABLE CAUSE

6. Baudonthcﬁctaaetfoxﬂahelow.thmismbabhmtobeumdmm
Swartz:

orm:hutomJSM'smdveelmﬁclibmmm
d ﬁmdukmlyhokﬁomﬂmlibmyw«anﬂllionjonmﬂuﬁcmwhieh
JSTOR made available by paid subscription o individual purchase,
ISTOR
7. mm&ﬁwhlm,isavmsmbmiomﬁnemmﬁrmm
m&pnmmgmwmmim.nmmmmwmmw
'm:,mmmjm.mumwmmmofm. JSTOR is an
'ﬁ*pmmfwmmmﬁtm
8. nmbeexfmrdimnyetpmsm,inmofbothcostmdmforam
wmmmwmmammmlmofmm By digitizing
mve,lﬁmmeomeﬁomﬁmumlsmmwmwmmm
mofmijmmmmmmemmw-
maou-disdplﬁmymhesofﬂlm
9, Jstlicmaﬂeommundueopydgbtﬁomﬁshnboldmndm
Msdonﬁmﬁmbo&mdigiﬁumewmmmmwmwhbhonﬂm’

10. m&emmmofimmmu,lsmkdmmbmipﬁm&umhelibnﬂm
univcdﬁamdpubﬁd:mwhovﬁshwhawmhlmmsdiglﬁzedjwmls. inthe

'Mwmwwemm“wmbjmhmﬂm
3




hm«almmmm.%wwm&eformﬂmiomwmﬁmof
conmtoﬁ'mdbyJSTORcanoostmoredmﬁmmomanddollm. Portions of the subscription
feesmshmdwithﬂnjmnalpubﬂshmwhohold&eoﬁgimlcopyﬁm In addition, JSTOR
mmlemwmw:ummmmammmw
Mcimlmkpublishmhwhichjoumduﬁdumwﬁhbkﬁrhdiﬁmm
Pnbﬂshmdecidewh!chuﬁciesmbemhasedandaetfeesfbrthdsuﬁcln JSTOR
MmmepmhmofqﬁdesﬁomthemhimmbeWofﬂmmﬁcipaﬁngm&m.

TIhe Frandulent Downloads

11. mommmmmibmmmkwnﬁmm
guests, OnSepunbuﬂ,zow,mindeuduﬂnmdonﬂwnm&udngtheMom
“Guyﬂou”mdpmvidhgtheﬂnowuwaye-maﬂmmniﬁmm.m’ As part of
mznsimonprocm.lﬁseompmuidenﬁﬁedmemcaddmsoﬁummm«u
Mﬁﬂ%mﬂh%m&uwmpﬁ :

12, On&pmmzs,mzo,mmmmm“muwmm
[P address 18.55.6.215. Later that day, JSTOR expericnced an extraordinary volume of
wmmmmummmmaﬁmjmmmmmmmmm
mmmmmmwmmmmkbw»mwismm
18.55.6.215,

13, lhmmoming,JSTORbemhacpqimupidaudwlmﬂnmdownloads
from IP address 18.55.6.216. Ammﬁomﬂ:hddreumﬁmwdnnﬁlﬁemiddleoﬁhedny,
whenISTORblockodthislPaddressasmn. lhtdq,lsmntmedwblmﬁngammh

4



bmdamueofl?tddn«a,tunpomnydmymsaﬁoemkgiﬁmmJSTORmmm.

14. wrwmuﬂnasﬁsnmmofau?addxminwhichtheﬁmuookis“ls."h
huassignedﬁemondbhckinﬂmﬂaddmsforunbyspeciﬂcbulwnponmm In this
hmme,“IS.SS”deﬁnacoMmmdehdwmwworkﬁomwithianJdingwm
campus,

15. OnSepwmbernzow,Ml'rdeacﬁvmdﬂwmngiMonfoﬂhe“
memmcmmsmmmmmammm

16, OnOGtob«Z,ZOIO,"OuyHost,”asu‘nuaingaeompuwwithﬂwcﬁcmmme
“Mw,”m@muammobﬁnedmmﬂdm&omtbemm He
mwhmbypmedﬂxeaﬁmuivebuwhiehMThadphoedmhkmofﬂnm
wmmmcmamwmrmmmmmofumcm
from 00235273568 to 0023507355 (changing the final “b” 10 “c"). The “ghost laptop™ was
assigned IP address 18.55.7.48,

17.  OnOctober 8, 2010 the perpetrator, usingthesamemmingconvenﬁonsnhelmd

e 1

sddress 18.55.5,100, “ghost macbook’s” network connection somewhere within
Building 16.

13.  Extraordinary downioading of JSTOR’s digitized copies of journals began just
before 3:00 p.m. on October 9, 2010, from IP address 18.55.5,100 (assigned to the “ghost
macbook")andeonﬂnwduwﬂmroxﬁnmly7:00p.m. In parallel, extracrdinary downloading
from JSTOR'’s collections o Ip address 18.55.7.48 (assigned to the “ghost laptop™) began at
lppmhnm:ySQOpmmdeonﬁrmdawﬂl unﬂlmimmly?:wp.m. that night.

"IhoMACaddmofﬂte“ machook,” 0017£22¢H074,” is within the coded
byAm:lelmolmrc!wareitlmlnufm:tﬁ;‘::.'t ook, e
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19. mmmmofmmunmmmxo.mmmnw
ammmm:mnmmmmwmmaﬁmwam;
18.55.6.240 and 18.55.7.240. Of these, approximately half weve research articles, with the
mmummmmmmmmmwm This is mare than one
hundmdﬂmuﬂ\emmbuofdownlmdsbyautheledﬂmmJSTORusmmmdmg
the same period, .

20. Jsmkdidmspotﬂﬁsphuofﬂlegaldownloadingmﬂl%mﬁme.
m:mnopmmmmmwmmms.smhmmw
uamonﬂnmeomptmnﬂworkonﬂﬂsom An analysis on January 4, 201,
m«,mmmwmwssmm 13.55.7.240 were assigned 1o 2

of Building 16 ot MIT.

21, mmmmmd,mumbnquyshmmlawenmw
mmmemmnormmmwmmmmawmmm
concealed under a cardboard box. mmmmwmmmmmpm
mmmmmmmmmrhwmxus.smw
18.55.7.240.

2, OnIanuny4,2011,MTplaudavidaocminmwx’ringclom Later that
m,umm,wuwwﬁuumsmwﬁmwmmem
closet. mmmwmmuwmmmwmm.

23, Swmz,whoiandtheasuuemnormmloyuofWI;wasmwm
mm&ewiﬂngcloutmlmuy@zou. Bmzehwmfommomoouldwm
hohadmondhiacompumeqﬁpmmﬁmtbclmmdleﬁ.

A, Luer,dlmingthcaﬁnmonoﬂmwyé,zou,dmhpmpmmwedﬁmdu
mwmamwmmcmommm)mwm.m

7
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jack in Building W20, Mhmmmwmmmsmeaﬁus. When
ﬂwu,meoommuidmﬁﬁedim&u“ghmhpwp,"ﬂmmidmﬁﬁmﬁmmdm
ﬂxeillegddownloadsinSeptembuandOctobu. The ACER LAPTOP and the WESTERN
Dmumwbmvsmbmdmdwwwwrpmlndhwmﬁmmm
without the previously obscrved external hard drive. '

25, Anmmﬁeeomcuwbhadwmmukmbythcmm
hmmlﬂsnuwmtﬁﬂngcbmmmnmwaﬁmhmm,mm
WMMMMWWMMMEM&;WO. The officer stopped
hisen.wﬁmitsbhnﬁal:tsmdisphyedhiswuletbedse. When he sought to question
mmmmmmmewmm The backpack in Swartz’s possession
mhhhmmmwmmawmhuﬂnmmhmmm
onmhomsionbewuvideotapedhthewirinsclmum.

26, In the backpack was the USB DRIVE. From my training and experience and
infomnﬁonmvidedmmebyo&eagm,USBdﬁmmﬁqmﬂyuudewﬁm
appﬂmlom.dedmmhcmu.pdffowmmhuthmMMﬂlegﬂly

mmwaihbhsoswmtzonﬁde.‘
27. On February 9, mtl,theCmmlsmdwmmsmchS\vam’sreﬁdmcen

950 Massachusests Avmue,Apunnmm,Camhridge, Mamchnsmozl39("the
PREMISES”), the ACER LAPTOP, the WESTERN DIGITALHARDDRNE, and the USB

? T mistakenly stated in Pebruuy?AﬂidavitmnSurmdmppedhisbackpnkwm
gmuudl:efmﬂeeiugﬂ'cmpolilo:.y Hekeptitwdthhimwhenheﬂed.

‘Asmﬂectedinrm%slhndl above, there were two used in the October
?fmf.éio'mm idem?ﬁqlgmitselfm%eoﬁx’l” i it mz:z"a:; émdded

At o i ] a8 a

uddmawitln'ndxemgecodedb A) lehnohudwthfacnmm at
mwmmmemmdmﬂsﬁ’&mwm ¥ho

7
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28 Based on mty knowledge, raining, experience, nd information provided to me by
mhemlhownmwmmﬁluormofmhﬁhmbcmmdmn&su
mmmmmmmwumwmmﬁewmmmm
the Internet, This is true because:

2 Emmmummumdowumedmmmodnmmu
stored for years at little or no cost, hnﬂ:m:.whenmwlweﬂn!r
wmpumuymeuilymm&edmﬁomﬁeiroldmbmirm
computer.

b. Bmmmsmmmmmumwm«m
Iater using forensic tools. 'Ihisiuobmmewhmapm"ddm'aﬂleou
eompm.ﬂndmmnhudintheﬁbdoesnotacmnydiuppm;m,ﬂm
mmm&mmwnamwwmm
might not oceur for long periods of time, In addition, & computer's operating
Mmyalsokeepammﬂofdelmddmina"swap"or'ﬁwomy"ﬁle.

e Whoﬂyapanﬁom%smmdﬂa,mmﬂongamedh—in
Mcﬂn.compmm'inwmlhuddrives-cmnc!emonicwidmofhow
ﬂnmpmhmbemuad,wlmlthubmundfox,mdwbohuwk. This
mmmmmammmmm,uﬁmm
mmmmmwmmemmmmmm

[R v ]




memory “swap" or paging files. It is technicelly possible to delete this
mmmmmmwmmmmmmm
because special software is typically required for thet tesk.
d Simﬂﬁy,mumahwbmﬁmdomthehmmmcﬁmu
Mﬁanydownbadedinbaumpomhmdimtoryor'mhe." The
hvwsuoﬁmmiminsaﬁxedamomtofhuddﬂveapacedevmdtoﬂmﬂles,
andﬂnﬁlesmovervnimnonlyasﬂnymrepheedwiﬂmowmmlyvim
Metmeswifamnkesmwdektem

CONCLUSION

29, Bandd:einﬁomaﬁondneﬁbedabwc.lhuwmbabhmtobeﬂmﬂm
Asron Swartz has violated 18 U.S.C. § 1030(a)(2) (intentionally accessing B computer without
authorization and obtaining information with a value that exceeds $5,000), 18 U.S.C.
§lO30(nX5XA)(inMomﬂyuuﬁngdmgewithommboﬂnﬁmwaMcompm)md
18 U.S.C. § 1343 (wire frand).

30 Busedontbeinfmmﬁondesqibedabove,lalsohavembabhmnowieve
MMMM@WM“MM&MMMWB.W
WMWACERLAHOP.MWBSIBRNDMALHARDDRNBM&USB
DRIVE,

Smhmdetthepainsandpcnalﬁcsofmwy,

Unhd S Scret Servic
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AITACHMENT A
PREMISES TO BE SEARCHED

Acer Aspire One laptop computer, serial number LUSAXGD001001 100E1601
2.0mhytewemDizinlhnddﬁw,uﬁalmnnwaMAZA1626675
HP USB drive, marked 004SSMKBT! 85102
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ATIACHMENT B
ITEMS TO BE SEIZED

mmmmmmwmobjmmmmwwmm.

or instrumentalities of violations of 18 U.S.C. § 1030(a)(2) (intentionally

Mamﬁmmuﬁmmdobﬁninginﬁrmﬁonwhha

value that exceeds $5,000), 18 U.S.C. §1030(a)(SXA) (intentionally causing

dmmmmomawwnmamwwmpm)ande&C.MuS

(wire fraud), including, withowt limitation:

A Rm:dsandungibhobjecupminingwthafonovdngenﬁﬂa,webdm
computer networks, and IP addresses:

1 ISTOR

2. Mmachumlnaﬁh:teof’fnhmlozy

3. Jstor.org

4  Mitedu

3. IP addresses in the class A domain 18, :

B. R&ordsmdmybleowmmmmﬂnfoﬂowingtopiw
1.  JSTOR :
2 RmdsmddmdisiﬁzedbyJS’I‘OR,indMiug,wiﬂwm

limitation, joumals digitized by JSTOR

Records and data stored on JSTOR

Records and data osiginating on JSTOR

Means of access to JSSTOR

Compmr»ﬁwmmbhofmuhngwquuemfordm

and records from JSTOR

7. Compwnﬁwmcapableofmaldngupemddowuloadsof
records and data from JSTOR

S N oW

u

RIF |




8. MITs computer network

9. MIT’s physical plant
10, Rmooeelem‘micmsalmﬁm
1.  MAC addresses

Rmmmmuoﬁmmmwmmmmwam
Wﬂmumﬂumymmms’muhmhﬁm
of the crimes listed above;
Reeondsandtangib!eobjmwbiningtocommmmnstoanyﬂﬁrd
pqﬁesinmﬁclpaﬂon,dningorﬁﬂowingﬂnMﬁsudaboveabow
those crimes;
Rwadsmdmngibleobjecunlaﬁngmthsownmhip,oempmcy,
oruseof950MamhuseusAmw,Apatmem320.Cambﬁdge.
thhnseﬁgOZl”mdmignadmngelocker“m”,Am
Aspire One laptop computer, serial mumber
LUSAXODOOIOOIIOOBIGOI,ZOW Western Digital hard
mmmmlmzs,mmusnm
marked 004SSMKBT1 85102; and
mewmhwmwmmmmmm
domanuﬁon,orswmgemediaeallodfwbyﬂﬂswm“mwgm
mmmwmwmummm
equipment™);
L evidemeofwhomed,owned,oreomueddxewm
equipment;
2 evideneeofeompumnﬂwmdntwmlddlowmwmd

control of the computer equipment |
3 widmeofmemhmmofoﬂm-mmhudmorw
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medis;
4. evidenoeofcom-fomnsicprommdamcimddmmam
designed to eliminate data;
5. eﬁdmof&eﬁmumewmpumeqﬁmemmnhed;
6. pmwmds,mcrypﬁmkcys.mdoﬂumdwimwmybe
necessary t acoess the computer squipment; and
7. mmdsmdwbleobjemmingtomomudwkh
commieswvidinglnmmmwmmstmofdmu
MWWM
IL Auwmpumhtdmmpmwﬁwmwm
' documentation, and storage media. Off-site searching of these itemns shall
belimitedhmchin;fo:thehmdm’bedinmhl.
DEFINITIONS
Forthepmposeofthismm:

B. “Compnuh!rdm"mmydewoﬂcdeﬁceupabkofdm
Mng(mhasammpu&,pmddigihluﬁmcdluw

RIF
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commimﬁonanddmmuﬁtysqﬂwm;alog.himorbuh\pﬁlqm
mxypﬁoneode;nuurnamc;orapmwotd).wheﬂmmwibww,
inndmumly,oramom&ded]y. ‘
'Cmmrdmdoamuﬂm'wwm&nwhm«
illumrheeonﬁgmﬁonorwofmyseizedcommhrdm
software, or related items.
“Stousemedia“meansmymdiacapcbleotco!!ecﬁng,mlng.
wuiwing,ortl'lnmiuingdm(mhasahuddﬂva.CD,DVD,or
memory card).
'Dm'memallinfoumﬁonstmdonmmmediaofmforminmy
Storege format and for any purpose.
'Areoord"iamcommmiuﬁon.!epmemﬁm,inﬁxmaﬁonordm A
“mmd"maybemm‘pdsedoﬂm.mmbm,pianndsor
symbols.
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Attachment A
HP USB drive, marked 0045SMKBT] 85102
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ATTACHMENT B

ITEMS TO BE SEIZED
mmmmmmmbobjmmmmmma
or instrumentalities of violations of 18 US.C. § 1030¢a)2) (intentionally
Wammﬁmmduﬁmmdobﬁmginfumﬁonwhha
value that exceeds $5,000), 18 U.S.C. §1030(a)(S)(A) (intentionally causing
wﬁmwmammm 18US.C. §1343

(wire fraud), including, without fimifation:
A m@wommmmwmm
computer networks, and IP addresses;
1. JSTOR
2, Mmﬂchmlnsﬁmof‘l’mw
3 Jstor.org
4 Mit.edu ’
5. IPaddresses in the class A domain 13,

B, Rewrdsmdtanaibleobjempuuhhgtodwfolbwingtopies:
. JSTOR

2 Records and data digitized by JSTOR, inobuding, without

ReoondamddmorldmﬂnngSTOR
Means of access to JSTOR.
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ormeof950MwachmAvenue,Aparm320,Mmp,
Mmmmozmmmmm“w,m
AspheOnellpwpeompm.seﬂa!mber
LUSAXODOOIOOIIOOEIGOI, 2.0 terabyte Western Digita] hard
dﬁve,wddmmbeWMAZAlWS.dePUSBdﬁve,
marked 0045SMKBT] $5102; and '

Famwmmmgmmnmw

equipment®);

1 evldmofwhomad,owwd,otcomonedﬂncompmu
equipment;

2 evidmofeompmssoﬁwmmawoumallowmmud
eonuolof&ecommequipmm




media;

4, eﬁdmofmmicmmdmcimddmﬂmm
designed to eliminate data;

. uﬁmamm&wmmw

6. mmmmﬁonbygmdomummhmyh

mmﬁdmmmmmmmofdﬁu
data or storage media_
Aﬂwmpmmmmmwﬂmwmwau
dwummou,mdmngemedia. o&-nummofmmm
uxmmmmmmmmmmmma
DEFINITIONS

77,
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