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Institute of
Tcdnobgyl'olneﬂmtanunmhonudcommh veen found in a wire close it MIT grounds and Network Traffic
suuemdmmncnmmmsbelng uudtodownbndwwalbumls. mcmmmmfoundmawindoset
of in the basement of Byilding the Building assachusetts Avenue) which ha

cmmoummgsymmwumm,atypeofwm. The login sereen showed 2
wﬂhthcmr"ﬁmwhgmdln. Thebginmnhadapaawom. Mlﬂomtobypmwebm:cmanm
futilel (£)(6), BYTRCT hta mkummofmonhmmmmwnmm
mcketumabgommm rovided wnhamwofﬂomeconthcm The flow
tnfll:lscununlybem;upbadedwmQCERTdropbox. Mummmmmmhmmmw
hopuofumrlngmoremmmmdwﬁommmﬂmwmmwassudmwmn

At 1526 on 02/04/11 this indvidual came back and appears to be replacing the external drive:;
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Froms [PXOLOKTNC) | rmayie

january 28,

03 U
To; mymmy Sstephen (US4

Subject: Fw: MIT Update It)s worse than we know

- and this too
From: .
sent: Friday. Januam 0] :Q2

subJect: RE: MIT lpdaiel $ worse than we know

I do know from|(7) initial analysis that the downloading was done
systematically using sequential

increases in our stable[URLs. That is, get stable URL 12345, get stable URL 12346,
12347, 12348 and so

on.
This t s a few thi Ono. that the previous activity was similar to the
atte 'ls seeing.

s, no eted toward types. Two, it Tends credence to an entire corpus grab
mpmch Don't care
at 1t is I am getting], just get me the next one.

Ce: (b)(6). (b)m(c)

Subject: Re: MIT Update; It's worse than we know

This doesn't apgcar to pe targeted tomards research articles or any particular
titles, collect » or| disciplines.

For the 2.8 million in| Nov and Dec, the breakdown by article type is:
Research art'lc‘les - 1,3p5,569
Reviews - 938,063
msc 459,457

!d'ltoria'l - 9,472
Those numbers loreh?r 1ess correlate to the corpus as a whole. 1'd say the he was

From: Jithaka.org

Datp: £ri IR Jan IOTT NA28:43 -0500 m Il

To; [(b¥8).(b)(7) Jithaka,org> thaka.org>
ce n A4S thaka.o

[ mrie%an we know
Attached are 2 screen sho icting POF download activity from MIT for Novesber
P g C :td:p 2 c: 824 for the 2 mthty The other Filters out
oads angd als 2,854, e . e r
loads from the 3 Thrs r s

down
that ook to be associaj ad with the mPl::d abuse | (b)(6).(bX7XC)|

)
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e |

D15Doc FW MIT Update It's worse than we know).txt
and totals [17,865
pari necognizino that some legitimate downloads may have

[ th
Sd from the 3 fiitered
ggc:':rit ..:L’“u‘a D831 be cafe to say that about 2.8 million i1legal downloads

occurred during November and
Decexber. du ¥ agvt hat |some 111egal downloading occurred prior to November and into

Janua I don t
sut looking at the graph you can see that soma pretty

have those numbers yet.
of Dec Covar 100k.day). It seems likely this extended

riod of
ch ofoa stretch to say that as much of a willion or more

occurred that are not reflected on this chart. I expect to have January data
available for review by|Mon i
M also start loading oct and sept numbers as well to complete the picture.

From: ithaka.org>

Date u-}Z - i 4 - soo

1o IB)E)L.AYNIC chaka.orpW

Cc rﬁmrvwm_ thaka.org>, Tthaka.org>
sut S worse than we Know

%ga th September and October, what does the number look 1tke? Sti11 Tooking 1ike

sent: Fri0s ) B, 2011 2:10 mM

<'S worse than we know

Stﬂ]lﬁ 1] and'l

these
mnths bal‘lpark ~2 million + PDFs over their normal usage. ’R‘ s also seeking out
ata gzor and since

r review.

From:

sent.Erigs anuary 28, 2011 1:53 PM

Zg: (bX8),(bX7XC

subjectr RET MIT Update: s worse than we know

Importance: Hi gh
WROB0]
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p150oc ndated gling of 3STOR-related events from Sqndm- thmudi today).txt
From: 'O‘UXO'U'@_ Ca ﬁW"CC org]

3 L L1ORY, JRAUH » &V v B

T3 VAT A o) W— : J.gov’; K7)

(bYB) ( mn'(o)- B80S ) HbX6).(bX l'('i_
e Updsted: meiine of JSTOR-related events from Saptesber
tbrom today
YY(.] (b M7NX

From: MIT . EDU>

To UAUHU.UA\!)J

m an { (32 L

mmn’q“"pdtg g neline of ISTOR-related events from Septembe

s .:-m RICLE) | lant.ait.edu]

: s
°. a 734
gct: @ Updated: T{meline of JISTOR-related evants from September through today

r through today
s public knowledge, but I wanted you to have this info.

697




01500c1l (Fw Updated Timeline of JSTOR-related events from September through today).txt
Two open ports are discqvered on netbook,
hoth allowing for remote access. Strategy is deterwined for
continual wonitoring of {traffic b
lo/from the netbook. Camera is set up: and b | restore
scens

to original condition asg it
ad been discover
~2:30pm

| to verify specific data

2\

daths divarae; and_sa l7)C)

~3:00pm anspuk withl__

thin scope of inye igation and poses no legal risks.

B BRI} grides sa 7 with historical network flow data

from 12714 ungﬂ present and relevant DHCP log information
prior occurrences of ghgst-macbook

to be turmed over to Sed¢ret Service
concerning -.'DI(B'XI
ind ghost-laptop ISTOR downloading incidents (from Sept. and

oct.).
ol ca;' ~3:00pn cene is restored to the way it was found and all involved
out from building 16.

3:26pm uspect 15 seen on camera entering network closet, noticeably

unaware of what had occt rred a1l morming.
e's observed sv“lgpping cut the external hard disk drive with

d'lfferm one. He left|before police
" ould arrive. On his way aout, the suspect shuts off the

this m‘l‘l hurt video g 'l'lt¥
bossibly work against the motion activation of the camera,

ms to closet and turns 'l ghts back on.
: ey mpu- 11@t1 irce 4f he
needs anytm further SRS eaves S calls o inquire

0 hear of 'Iocat?on to transmit captured network traffic to

for
further analysis.
Thu 01/06/11 | 12:32pm sbgpect enters netmrk c'loset while covering his face

with bike helmet, presups g.thinki video camera
g haliway. Once 1nside and with tha door closed, he
hurriedly removes his ng

drive,
Teaving,

§*

and network cable and stows them in his backpack. while

he covers his face agaiph with the helme
and 1s out nrith'ln 2 otnutes with not enough time for police

to
respond to the am quigkly :nough to
Sirelal- Cﬂ .

at home, call _|seeing 2nd IP adkdress that had been
in use on the 4%

The oor of bullding 16. [(b)(G] verifies Tocation of IP address.
MAC address was differeht, however the

2:15
used by 1apg:p, A

Page 7
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(

placed acall w t

D15Docll (Pw updated Timpline of JSTOR-related events from September through today) . txt

hffice, room 5
bX(8).(b (( )

3:42pm calls Det(7)(C) ‘to request police presence prior to
group entering the SIPB ofﬂces to chett:k the
ne ‘
6).(b
4:00pm and SA (7)(0 ® arrive outside w20 room 557. The

students present are asked by Det. ( X0 if
hey saw anyone drop off a silver laptop computer; they all

. respond
the 'd onl been there £15-20 minutes IBIQH
Y 4 ) d had seen no computer. The room is searched by all --

locates the laptop, neakly placed under
is plu SEEoRe : y‘g in a corner abutting a filing cabinet. The netbook
s

in to ﬂmrk jack abyp feet
&y and is sitting on an external hard drive, attached, the

uy 'It had been when {

It
appeared to be in a halfway

were
unsuccessful. It was de

attemt to capture a snas

netbook. ) -
4:45pa the_gro s £0 and meets wit to dcbrief.

5:3 ' andiov7 v ko vol ffice to join a
couferenceop.cﬂ'l with . P ST

work,
the staff involved and
concluded ~6:00,

A rou approximation o
rs in aggregatq.

FEWFWW

e?uem:e of events
ch enabled the group to Tocate the netbook. The call was

MIT’s staff's time spent on incident since September:

" ST s S TS ERELERTICT

PGP lic ID: 9EG2D0E6G | http: ait.edu
----Eduﬁ’ﬁm % SIGNA . ! P //POF
varsion: GnuPG v1.4.§

I!FRUM)
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1} Timglina of ISTOR-related svents from September through today).txt

- aPon o -
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After returning from Bu ‘Iding 16, I checked radius logs and found the
following entries:

erimeter:

2 12:42:08 2011 : Aush: Login ok; [OceSa0cTS6) (From cent
AL port 50023 ¢}t 00-4C-E5-AQ-C7

' 6 13:26:52 2011 : Auth: Login OK: [00-4C-ES-A0-C7-56] (from client
14 port 7 c1i (0-AC-E5-A0-C7-56)

N 3:28:55 2011 : Auth: Log’n oK: [00-4C-ES-AQ-C7-56] (from client
@Mﬂ‘éﬁ"’;"im ol eS0T s

uspect comected in Building 4, then w20. I checked the switch in w20 and
found it sti11 active.
we arrived at w20 and tiaced the ;'acks to a drop in wW20-557, MIT Police
detecti:ss arrived and found the
process

aptop in question. Scene is being

KEI@EQEZ] Network Adurln
stitute|

(b)6),(bX7X(C)

Page 1
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D1500¢c25 )Re 1-6-11 at 1232).txt
disnﬂnmd without the permission of the Secret service. If you have
this e-mail injerror, do not keep, use, discl ose. or cogy 1t notify
tho sender mndiatc‘ly d delete it. <Laptopbude.
1;-;'1,“1»« -32-48.1 -34-03-2. jpg><12-34-03-3. jpox 34-03 j --32-

----- BEGIN PGP SIGNA
version: GnuPG v1.4.8

Page 2
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hYE) (B mbridgepolice.
subject i - ; ggdp;host ::gbook registration email

----- 8EGIN PGP SIGNED MESSAGE-~---
Hash: SMAl

Host Lookup

visitor registration

name: Gary Host

e:a‘l'l: ghost426mati{inagor.com
one:

gays remaining: 4

Tast expiration date: _|13-Oct-2010

MAC address: 00235a735ffc

status: {nactive

comment:

please include

contact_info

record last updated

-~ From the DHCP logs:

dhcgl r/dhep-20101
18.55.7.48 to 00:23:5a:
2010

.gesoct 8 23:02:05 installecdhcnd:. DHCPACK on
3%‘?' fc (ﬁosta"I'MOP) vial(®)e).(bX( 1d} ager/dhcp-
er

L)

1009.gz:0ct 8 23:13:49 insta BXE).)THC) to

ﬁd: OHCPACK on
00:17:F2:2c:b0:74 (ghost-sacbook) via et

|ZER§$,(BWRC$ ]
on Feb 2, 2011, at 1:04|Pm, (80S) wrote:

> D0 remember what emai] was used on 10/08/10 when ghost macbook and Grace

e cret Serv

VYVYVVYYV

> All e-mail to/from thjs account is subject to official review and is for
official use only. Acti
the Secret Service’s e-mail system. This e-mail may contain information that
is privileged, law enfofcement sensitive, or subject to other disclosure
limitations. Such inforwation is loaned to you and should not be further
disseminated without the permission of the Secret Service. If you have
received this e-majl_in|error, do not keep, use, disclose, or copy it; notify
the sender immediately and delete it.

~-=--BEGIN PGP SIGNATMS
version: GnuPé v1.4,§

Page 1

bn may be taken in response to any inappropriate use of
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" Pegelofd

............

L 4

m here are the screenshots fro i the camera setup on the laptop at MIT. Looks tike he added 8 drive, but it is stil on

22 Tunady. Jaras
pi(DAO) (BH/NC |

‘ nology, MIT

BYBLBXTHC) it ads

(b)X6),(bX7TXC)

722
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Page20f2

) am following up a couple of ble 1D's this morning and will get back to you on my success {or not).

|(b)(35

.__.ITBRB).(B)(”(C) -
From:
January

ology

haﬂueettooﬁchlmwandisﬁmoﬁcduumly Action may be
use of the Secret Sexvice's e-mail system. This e-mail may
ileged, law enforcement sensitive, or subject to other disclosure
limitations. Such information is loaned to you and should not be further disseminated without the
permission of the Secret Ifyouhmmemddmo-manlnem,domtkeq),me,dim:,or
copy it; notify the sender and delete it.

file:/E:\FOIA nonboxed\FOIA Orig\Disc 1711-000078\Paperwork\D17Doc! 7 (Fw MIT ... 11/14/2603



Page 2 of 6

Case continued in Boséon.
DETAILS OF INVESTIGATION:

' v(
On 01/04/11, Detectiv I of the Cambridge Police Department and
a membar of the New B;Lland Electronic Crimes Task Porce, received a call

£ rom{(B)(6).(BX7XC) ]JeMIT.EDU) of the Massachusetts Institute
of Technology Police Iepartment, informing him that an unauthorized computer
had been found in a wire closet on MIT grounds and Network Traffic suggested
that the computer was [being used to download expensive technical journals
without authorization, The computer was found in a wire closet of the
basement of Building 36, the Doxrrance Building (77 Massachusetts Avenue,
Cawbridge, MA) which gses the MIT Biological Engineering Department.

Also on 01/04/11, SA tactiveﬁng ’
of the Boston Pdlice Depa:rtmnt. traveled to M

connected to the awitdh in the wirs closet in the basement of building 16

was an Acer Aspire Ondg with a serial number LUSAX0D001001100B1601. Network
traffic indicated thay the netbock was using two IP addresses | (OX0)(ON/)(C)
and |(b)(6).(bX7)(C) | whicH are both IP addresses belonging to MIT. Use of NMap
showed that the netbogk bhad poxt 22 and 8092 open. Port 22 ia the dafault

port for SSH (Secura ghell network protocol) and port 8092 is often

associated with TCP (Transmission Control Protocol) traffic. A surveillance

camexra vas placed in the wire closet to record anyone returning for the
netbook.

Continuing on 01/04/13, at approximately 1526, the surveillance camera
recorded a white male [latexr identified as Aaron Swartz (DOB 11/08/86) emter
the wire closet. Basqd on the surveillance video, Swartz appeared to

replace the extermal d drive with a new one and take the old hard drive
with him.

Further on 01/04/11,
following timeling

blocked. JSTOR converts printed scholarly journals into electromic
hem in a central archive that can be accessed by

email from [DIQXDIHI@_ the MIT | . ]Scholarly
Publishing anging, regarding emeuivo dowvnloading from two IP

addresses [B)(6).(X and 18.55.6.215. JSTOR W
%ggm acgess td the identified IP addressea. |(PXO)
.edu) ,[B)E).BX7C) i _

Analyst, discovexed network registration for *Gary Host” with email

address ghost ipator.com, & MAC address of 00335a73Sffb and

file:/EAFOIA nonboxed\FOIA Orig\Disc 17\1 1-000078\Paperwork\D17Doc33 (MIT Ha... 111472613



Page 3'of 3

information Services and T gy (IS&7)
Massachusatts Institute of Technology

Room
Cambridge, 139
edu
All o-mail to/from this acco
taken in

file:/fE:\FOIA nonboxed\FO[A Orig\Disc 17\11-000078\Paperwork\D17Doc38 (Re MIT ... 11145013





